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Please note:

IBM’s statements regarding its plans, directions, and intent are
subject to change or withdrawal without notice at IBM’s sole discretion.

Information regarding potential future products is intended to outline
our general product direction and it should not be relied on in making a
purchasing decision.

The information mentioned regarding potential future products is not a
commitment, promise, or legal obligation to deliver any material, code or
functionality. Information about potential future products may not be
incorporated into any contract. The development, release, and timing of
any future features or functionality described for our products remains at
our sole discretion.

Performance is based on measurements and projections using standard
IBM benchmarks in a controlled environment. The actual throughput or
performance that any user will experience will vary depending upon many
factors, including considerations such as the amount of
multiprogramming in the user's job stream, the I/O configuration, the
storage configuration, and the workload processed. Therefore, no
assurance can be given that an individual user will achieve results similar
to those stated here.
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What is Cloud Computing?

“Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool
of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal
management effort or service provider interaction. This
cloud model is composed of five essential
characteristics, three service models, and four
deployment models...”

- US National Institute of Standards and Technology (NIST), September 2011
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Cloud Deployment/Delivery and Security

Software Business Process Platform Infrastructure
as a Service as a Service as a Service as a Service

More
Embedded
Security
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Enterprise Enterprise Enterprise Enterprise
More Data Center Data Center Less
T ake
More % @ O o Less
Control Private Clouds Managed Hosted Shared Control
Private Private Clouds Private Clouds Cloud Services Cloud Services Public
T .?:E 2@;}5;3%5;?22% IT activities/functiqns are
intranet, within the enterprise provided "as a service" over
the Internet

and behind the firewall

Hybrid

Internal and external service
delivery methods are integrated
through hybrid cloud gateways

Depending on an organization's readiness to adopt cloud, and
appropriateness for a particular application, there are a wide
array of deployment and delivery options
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Why cloud?
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Security as a barrier to Cloud adoption

Security and Privacy
Expectations

Over the past several years, security Traditional IT In the Cloud
concerns surrounding cloud \ /
computing have become the most

common inhibitor of widespread usage.

To gain the trust of organizations, cloud
services must deliver security and privacy
expectations that meet or exceed what is
available in traditional IT environments.

’Trust
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What is the threat and where is it evolving...
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2010 = A record setting year had the largest number of
vulnerability disclosures in history - 8,562.

2010

This is a 27 percent increase over 2009, and this increase
has had a significant operational impact
for anyone managing large IT infrastructures.

The relative mix of vulnerability severities has not
changed substantially for the past three years.

IBM X-Force® 2010
Trend and Risk Report
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Implications for cloud....

Web Application Vulnerabilities
as a Percentage of All Disclosures in 2010

Web Applications: Others:
49% 51%
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Distribution of Virtualization System Vulnerabilities
Indeterminate: 6.25% Hypervisor: 1.25%
Mgmt Server: 6.25%

Guest VM: 15% IBM X-Force® 2010

Mgmt console: 16.25% :
Admin VM- 17 5% Trend and Risk Report

Hypervisor escape: 37.5%
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Approaches to delivering security need to align with each phase o
client’s cloud project or initiative
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Design Deploy Consume
Establish a cloud strategy Build cloud services, in the Manage and optimize
and implementation plan to enterprise and/or as a consumption of cloud
get there. cloud services.

services provider.

Cloud Secure by Design Workload Driven Service Enabled
iecu"“' Focus on building security Secure cloud resources Enable security through
pproach . oy . . :
into the fabric of the cloud. with innovative features services and interfaces.
and products.

Optimizing the 9
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Cloud computing impacts the implementation of security in
fundamentally new ways

Security and Privacy Domains ® To cloud

People and ldentity 5 Multiple Logins, Numerous Roles
Data and Information N Multi-tenancy, Shared Resources
Application and Process .. 5 ExternalFacing, Quick Provisioning
Network, Server and Endpoint 5 . Vinualization, Reduced Access
I?hysical Infra.str_u.ctu_rg .......... N Prowder Controlled, Lack of Visibility
Governance, Risk and Compliance 5 AudiSios, Logging Difficulties

In a cloud environment, access expands, responsibilities change, control
shifts, and the speed of provisioning resources and applications increases -
greatly affecting all aspects of IT security.
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Adoption patterns are emerging for successfully beginning
and progressing cloud initiatives

laaS: Cut IT expense — PaaS: Accelerate time CSP: Innovate
and complexity through to market with cloud business models
a cloud enabled data platform services by becoming a
center cloud service

PCTY20127% %%

provider

Design, Deploy,
Consume

SaaS: Gain immediate—
access with business
solutions on cloud
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Each pattern has its own set of key security concerns

laaS: Cut IT expense
and complexity through
a cloud enabled data
center

— PaaS: Accelerate time

to market with cloud
platform services

Innovate
business models
by becoming a
cloud service
provider

SaaS: Gain immediate——
access with business
solutions on cloud

Cloud Enabled Data Center Cloud Platform Services Cloud Service Provider Business Solutions on Cloud

Integrated service
management, automation,
provisioning, self service

=Logical and physical isolation
=Secure virtual machines

Pre-built, pre-integrated IT
infrastructures tuned to
application-specific needs

*Harden exposed applications
=Use cloud APIs properly
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Advanced platform for
creating, managing, and
monetizing cloud services

*Isolate multiple cloud tenants
=Secure portals and APls

Capabilities provided to
consumers for using a
provider’s applications

*Federate identity between the
cloud and on-premise IT

Optimizing the
World's Infrastructure



Cloud Governance

Cloud specific security governance
including directory synchronization
and geo locational support

Security Governance, Risk
Management & Compliance
Security governance including
maintaining security policy and audit
and compliance measures

Problem & Information
Security Incident Management
Management and responding to
expected and unexpected events

Identity and Access Management
Strong focus on authentication of
users and management of identity

3

S

Understanding cloud security: using Cloud Reference Model with
foundational security controls

Discover, Categorize, Protect
Data & Information Assets

Strong focus on protection of data at
rest or in transit

Information Systems Acquisition,
Development, and Maintenance
Management of application and virtual
Machine deployment

Secure Infrastructure Against
Threats and Vulnerabilities
Management of vulnerabilities and their
associated mitigations with strong
focus on network and endpoint
protection

Physical and Personnel Security
Protection for physical assets and
locations including networks and data
centers, as well as employee security

IBM Cloud Reference Model
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Protecting and risk management in the cloud building on traditiona
approaches, applied to new models. Each model has different
aspects to consider.

IBM Security Framework

IBM Cloud Security '® Security Intelligence,
One Size Does Not Fit All A LR

Professional
Services

Services

'Design, Deploy,

Cloud and Managed

Consume
. . . Advanced Security
Different security controls are appropriate for and Threat Research
different cloud needs - the challenge becomes .
one of integration, coexistence, and recognizing PR
what solution is best for a given workload. Appliances
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B Security Intelligence.
< Analytics and GRC
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Solving the Urgent Questions
Am | compliant?

What controls are needed?
Can | prove it?

Professi
Serv

Cloud and Managed
Services

Advanced Security
and Threat Research

Software and
Appliances




Identity an
Access In
Smarter Planet

Security Intelligence,
B Analytics and GRC

Solving the Urgent Questions
What's identity in the cloud?

Can | restrict privileged users?
Who has access?
How does Federation fit in?
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Security Intelligence,
nalytics and GRC

Solving the Urgent Questions
Where's my sensitive data?
How can | keep data secure?
What are DBAs doing?
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@ Security Intelligence,
\& Q\ Analytics and GRC

Secunng
appllcatlons by

Solving the Urgent Questions
How do | develop apps securely?

How do | stop vulnerability
exploitations?

Advanced Security
and Threat Research
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Security Intelligence,
@ Analytics and GRC

Solving the Urgent Questions
How do | manage all these devices?
How do | secure mobile devices?
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Security Intelligence,
Analytics and GRC

Advanced Security
and Threat Research

Keep the bad
guys out of-the
network
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Solving the Urgent Questions
Who's attacking my system?

What's the latest threat intelligence?
How do | manage all the data?
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traditional:
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Security in the context of a robust platform, secure by design,
built on a cloud reference model

Business Process as a Service
Software as a Service

Platform as a Service

Infrastructure as a Service

£, .~ I%. £€
T — A 1Y 3V
Management, Security Availability Technology Payment
support and and and platform and billing
deployment isolation performance

IBM Cloud Reference Model
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IBM has extensive real-world experience delivering public
and private cloud services

2000 49M 1M

successful private daig(plierd|diamsreliens managed virtual
cloud engagements  through public cloud. machines.
in 2010.

“IBM has one of the most comprehensive cloud portfolios,
with the cloud integrated throughout its many lines of
business. Moreover, IBM’s consulting arm has put them in
touch with numerous early adopters and special use cases—
all of which helps the company stay ahead of competitors. ”

— Jeff Vance, Datamation
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What are the issues we will face going forward...

Standardisation Interoperability = Big Data  Governance

Security and Privacy Domains

People and Identity

Application and Process 5

Network, Server and Endpoint >

Physical Infrastructure 5

Governance, Risk and Compliance N

Driven by multiple people accessing multiple devices via multiple clouds
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In summary

Over the past several years, security concerns
surrounding cloud computing have become the most
common inhibitor of widespread usage.

This often translates to where is my data, who will be able
to access, and how will | maintain oversight and
governance?

Each cloud model has different features which changes the
way security gets delivered which also changes the way we
look at security governance and assurance.

Determining your desired security posture and enabling

cloud in such a way that the new risks can be managed in
a rapidly changing landscape....
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