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Please note:
• IBM’s statements regarding its plans, directions, and intent are 

subject to change or withdrawal without notice at IBM’s sole discretion. 

• Information regarding potential future products is intended to outline 
our general product direction and it should not be relied on in making a 
purchasing decision. 

• The information mentioned regarding potential future products is not a 
commitment, promise, or legal obligation to deliver any material, code or 
functionality. Information about potential future products may not be 
incorporated into any contract. The development, release, and timing of 
any future features or functionality described for our products remains at 
our sole discretion.

• Performance is based on measurements and projections using standard 
IBM benchmarks in a controlled environment.  The actual throughput or 
performance that any user will experience will vary depending upon many 
factors, including considerations such as the amount of 
multiprogramming in the user's job stream, the I/O configuration, the 
storage configuration, and the workload processed.  Therefore, no 
assurance can be given that an individual user will achieve results similar 
to those stated here.
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What is Cloud Computing?

“Cloud computing is a model for enabling ubiquitous, 
convenient, on-demand network access to a shared pool 
of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal 
management effort or service provider interaction. This 
cloud model is composed of five essential 
characteristics, three service models, and four 
deployment models…” 

 - US National Institute of Standards and Technology (NIST), September 2011
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Cloud Deployment/Delivery and Security

Depending on an organization's readiness to adopt cloud, and 
appropriateness for a particular application, there are a wide 
array of deployment and delivery options

Hybrid

Internal and external service 
delivery methods are integrated 
through hybrid cloud gateways

IT capabilities are provided 
"as a service" over an 

intranet, within the enterprise 
and behind the firewall

IT activities/functions are 
provided "as a service" over 

the Internet
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Server/Stora
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10-20%

Self service None

Test 
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Weeks

Change 
Management
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Release 
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Implications for cloud….

Distribution of Virtualization System Vulnerabilities
Indeterminate: 6.25% Hypervisor: 1.25%
Mgmt Server: 6.25%

Guest VM: 15%
Mgmt console: 16.25%
Admin VM: 17.5%

Hypervisor escape: 37.5%
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Approaches to delivering security need to align with each phase of a 

client’s cloud project or initiative

Design Deploy Consume
Establish a cloud strategy
and implementation plan to
get there.

Build cloud services, in the
enterprise and/or as a 
cloud
services provider.

Manage and optimize
consumption of cloud
services.

Secure by Design
Focus on building security 

into the fabric of the cloud.

Workload Driven

Secure cloud resources 
with innovative features 

and products.

Service Enabled
Enable security through 

services and interfaces.

Cloud
Security 
Approach
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In a cloud environment, access expands, responsibilities change, control 

shifts, and the speed of provisioning resources and applications increases - 

greatly affecting all aspects of IT security.
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Protecting and risk management in the cloud building on traditional 

approaches, applied to new models. Each model has different 

aspects to consider. 

Different security controls are appropriate for 
different cloud needs - the challenge becomes 
one of integration, coexistence, and recognizing 
what solution is best for a given workload.  

IBM Cloud Security

One Size Does Not Fit All

IBM Security Framework 
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Driven by multiple people accessing multiple devices via multiple clouds



25

In summary

Over the past several years, security concerns 
surrounding cloud computing have become the most 

common inhibitor of widespread usage.

This often translates to where is my data, who will be able 

to access, and how will I maintain oversight and 

governance? 

Each cloud model has different features which changes the 

way security gets delivered which also changes the way we 

look at security governance and assurance. 

Determining your desired security posture and enabling 

cloud in such a way that the new risks can be managed in 

a rapidly changing landscape....

Private cloud

Public cloud

Hybrid IT
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