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What is Security Intelligence?

Security Intelligence

--noun 

1. the real-time collection, normalization, and analytics of the  
data generated by users, applications and infrastructure that 
impacts the IT security and risk posture of an enterprise

Security Intelligence provides actionable and 
comprehensive insight for managing risks and threats 

from protection and detection through remediation
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Q1 Labs- The Security Intelligence Leader

Who we are:
• Innovative Security Intelligence software company

• One of the largest and most successful SIEM vendors

• Leader in Gartner 2011, 2010, 2009 Magic Quadrant

Award-winning solutions:
• Family of next-generation Log Management, SIEM, Risk 

Management, Security Intelligence solutions

Proven and growing rapidly:
• Thousands of customers worldwide

• Five-year average annual revenue growth of 70%+

Now part of IBM Security Systems:
• Unmatched security expertise and breadth of integrated capabilities
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Why we are here- 
Attacks are top of mind in the boardroom
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Attacks from all sides

Cyber vandalsCyber vandals

Cyber crimeCyber crime HacktivistsHacktivists

Cyber warfareCyber warfare

Cyber terrorismCyber terrorism

Cyber espionageCyber espionage

Corporate espionageCorporate espionage

InsidersInsiders

Nation statesNation states

Targets of opportunityTargets of opportunity

Targets of choiceTargets of choice

APTsAPTs
Data exfiltrationData exfiltration

Client-side vulnerabilitiesClient-side vulnerabilities
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Have we learned anything?

*!!@&#



7

•

• All 27 European member states will be governed by the new rules, 

which could see companies being fined 2 per cent of global turnover 

if their customers’ privacy is breached

• Under the new rules, all UK companies that suffer a security breach 

will have to inform the Information Commissioner within 24 hours of 

discovering a breach

• Companies with more than 250 employees will have to appoint a 

privacy officer
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Total Security Intelligence:
Latest Threats & Combating them

• Predicting an attack

• Reducing your data silos

• Managing risk & configuration

• Exceeding regulatory mandates
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Predicting an attack:
Case Study

• European Bank

• On-line banking system targeted

• DDOS attack, three times

• Had ‘security’ in place

• Early warning capability 
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Big Data:
Case studies

• 2 Billion events a day

• 20-25 potential offences

• Automation

• Time to resolution

• Compliance

• Numbers of potential offences

• Automation

• Manageable number
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Network topology 

and open paths of 

attack add context

Rules can take 

exposure into 

account to:

• Prioritize offenses 

and remediation

• Enforce policies

• Play out what-if 

scenarios

Managing risk efficiently:

Real time analysis & configuration
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Real time analysis & configuration:
Prioritized Response

Network monitoring + configuration management = 

deeper level of forensics & accurate impact analysis
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Managing risk & configuration:
Case study

• Remote office location

• Network behaviour analysis

• Unusual traffic volumes, not the 
norm

• Identified device, isolated

• Security called
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Regulatory Mandates:
Being both compliant and secure

• Companies today are under growing executive pressure 
to comply with mandates such as SOX, GPG-13, PCI, 
NERC

• Compliance is more than simply generating reports

• 3 key factors need to be fulfilled:

Measurability

Metrics and 

reporting around 

IT risks
within a company

Accountability

Proving 
surveillance to 

report on who

did what and 
when

Transparency

Visibility into the 

security controls, 

the business 
applications and 

the assets that are 

being protected
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Regulatory Mandates:
Case study

• Employee

• Downloading information

• Erasing files

• Time stamped



Regulatory Mandates:
How it looks on QRadar

Potential Data Loss?

Who? What? Where?
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Summary

Security breaches are becoming more advanced

• People, data, applications and infrastructure all need to be covered

New EU Directive being proposed

• Most likely to come into action 2014

Knowledge in advance

• Be proactive and use measures to highlight potential threats before they occur

Highlight the key threats

• Reduce your data silo to a manageable number

Compliance is more than report generation

• Accountability, transparency and measurability

Q1 Labs, an IBM Company can help businesses with these issues

• Expert and proven “Total Security Intelligence”
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What to do next?

• Read our blog 

http://blog.q1labs.com/

• Follow us on Twitter: 

@q1labs @ibmsecurity

• Watch our recent webcasts 

http://q1labs.com/resource-center/media-center.aspx

• Download the Gartner SIEM Critical Capabilities Report 
http://q1labs.com/resource-center/analyst-reports/details.aspx?id=17
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Thank You!

Q1 Labs, an IBM Company
email: STEVEJEN@uk.ibm.com
Phone: 07787543327
www.q1labs.com
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