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Pirean Bring Your Own Device Survey
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Pirean 'Bring Your Own Device' Survey Sample
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Pirean 'Bring Your Own Device' Survey Sample
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Uniqueness of Mobile

Mobile Devices are 

Used in More 

Locations

Smartphones and 
tablets are frequently 
used in challenging 
wireless situations 
that contrast with 
laptop friendly remote 
access centers.  
Laptops are used in a 
limited number of 
trusted locations

Mobile Devices are 

Shared More Often

Smartphones and 
tablets are multi-
purpose personal 
devices. Therefore, 
users share them with 
friends, and family 
more often than 
traditional computing 
devices – laptops and 
desktops.  Social 
norms on privacy are 
different when 
accessing file-
systems vs. mobile 
apps

Mobile Devices 

prioritize User 

Experience

Smartphones and 
tablets place a 
premium on user 
experience and any 
security protocol that 
diminishes the 
experiences will not 
be adopted or will be 
circumvented.  
Workstation level 
security cannot be 
assumed unless they 
are dedicated devices
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Customer scenarios – security check list

Business Need:
Protect Data & Applications on the 

Device

�Prevent Loss or Leakage of 
Enterprise Data

� Wipe
� Local Data Encryption

�Protect Access to the Device
� Device lock

�Mitigate exposure to 
vulnerabilities

� Anti-malware
� Push updates
� Detect jailbreak
� Detect non-compliance

�Protect Access to Apps
� App disable
� User authentication

�Enforce Corporate Policies

Business Need:
Protect Enterprise Systems & 
Deliver Secure Access

�Provide secure access to 
enterprise systems

� VPN
�Prevent unauthorized access to 
enterprise systems

� Identity
� Certificate 

management
� Authentication
� Authorization
� Audit

�Protect users from Internet 
borne threats

� Threat protection
�Enforce Corporate Policies

� Anomaly Detection
� Security challenges for 

access to sensitive 
data 

Business Need:
Build, Test and Run Secure 
Mobile Apps

�Enforce Corporate Development 
Best Practices

� Development tools 

enforcing security 
policies

�Testing mobile apps for 
exposure to threats

� Penetration Testing
� Vulnerability Testing

�Provide Offline Access
� Encrypted Local 

Storage of Credentials
�Deliver mobile apps securely

� Enterprise App Store
�Prevent usage of compromised 
apps

� Detect and disable 

compromised apps
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Please note:
• IBM’s statements regarding its plans, directions, and intent are 

subject to change or withdrawal without notice at IBM’s sole discretion. 

• Information regarding potential future products is intended to outline 
our general product direction and it should not be relied on in making a 
purchasing decision. 

• The information mentioned regarding potential future products is not a 
commitment, promise, or legal obligation to deliver any material, code or 
functionality. Information about potential future products may not be 
incorporated into any contract. The development, release, and timing of 
any future features or functionality described for our products remains at 
our sole discretion.

• Performance is based on measurements and projections using standard 
IBM benchmarks in a controlled environment.  The actual throughput or 
performance that any user will experience will vary depending upon many 
factors, including considerations such as the amount of 
multiprogramming in the user's job stream, the I/O configuration, the 
storage configuration, and the workload processed.  Therefore, no 
assurance can be given that an individual user will achieve results similar 
to those stated here.
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