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Agenda

What happens when applications are not secure?

How are applications not secure?
SQL Injection
Cross Site Scripting (XSS)

How do we address Web Application Security?

The mindset for Web Application Security

Rational Requirements Composer

Rational Team Concert

Rational Quality Manager

Rational AppScan family 4]

Beyond Rational, IBM’s Commitment and Investment in Security iﬁ;ii
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Hacked: When Tnhings are Not Secure by Design

The Reliable Times Daily f

uIa ming Console Company Sued by Customer for $6.6
yy Breach and Data Theft
Fun Games Corp. network entertainment unit was sued by a customer claiming it failed to
protect users’ personal information and credit card data that the company says

— been stolen by a hacker. mb iB t
e o =y E u 5

Company Found Negligent Over Security
Breach J.

State Appeal Court issued ruling which found ABC Motors Corp. |
", was negligent over a security breach...
e o N SN —— -

How could this have been I
prevented? |
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y: 19 compromises

pril 26 — June 11, 2011

\When? How? Whao?
26-Apr-11 PlayStaion Network (PSN) [unknown] 77 million customer profiles. Unknown number of credit cards. [unknown]
24.6 million customer profiles. 12,700 credit card numbers. 10,700 direct
2-May-11 Sony Online Entertainment (SOE) [unknown] debit cards. [unknown]
7-May-11 products.sel.sony.com sweepstakes Google 2,500 names and addresses of sweepstakes entrants. Sony
With this vulnerability, an attacker has the ability to change a user's
password using only their account's email and date of birth. Rumors
17-May-11 PSN Password Reset Application Logic Flaw suggest it was being exploited by bad guys. [unknown]
A phishing site was found on the server, indicating evidence of intrusion.
20-May-11 Sony Thailand [unknown] Most likely vectors include patch management or web server configuration. [unknown]
21-May-11 So-Net Entertainment Subsidiary Login brute-force attack 128 accounts were drained of "virtual cash" [unknown]
21-May-11 Sony Music Indonesia [unknown] Site defaced. k4LOng666
22-May-11 Sony BMG Greece SQL Injection 8,500 customer profiles. Data posted publicly. b4d_vipera
23-May-11 Sony Music Japan SQL Injection Databases compromised, but no user data published. LulzSec
2,000 email addresses, passwords, and names compromised. 1,000 of
24-May-11 Sony Ericsson Canada SQL Injection those were publicly posted. Idahc
2-Jun-11 Sony Pictures SQL Injection 1 million user records, ~3.575 million music codes and coupons. LulzSec
Unknown number of user accounts including usernames, email addresses,
2-Jun-11 Sony BMG Belgium SQL Injection and cleartext passwords. LulzSec
Unknown number of user accounts including usernames, email addresses,
un-11 Sony BMG Netherlands SQL Injection and cleartext passwords. LulzSec
un-11 Sony Europe SQL Injection 120 names, phone numbers, and email addresses. Idahc
un-11 Sony Pictures Russia SQL Injection All databases of Sony Pictures Russia claimed, later posted publicly. [unknown]
Sony Computer Entertainment Developer
6-Jun-11 Network (SCE Devnet) [unknown] Source code to SCE Devnet LulzSec ..
6-Jun-11 Sony BMG [unknown] Internal network maps LulzSec 1:
8-Jun-11 Sony Portugal SQL Injection Customer email addresses Idahc I ) i
II"
J1s-
Through "spoofing", an attacker used 95 accounts to exchange online [[Thsayy
shopping coupons worth 278,000 points at Sonisutoa (My Sony Club), ”""'II
defrauding Sony of ~ 280,000 yen (~ US$3,500). Sony cannot confirm if e- 1
8-Jun-11 My Sony Club (Sonisutoa) Phishing mail addresses or passwords were leaked. [unknowijmil|



Closer to home...
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Application Vulnerabilities Continue to Grow

" Web application vulnerabilities represent the largest category in vulnerability disclosures

" 49% of all vulnerabilities were Web application vulnerabilities

" SOl injection and Cross-Site Scripting are neck and neck in a race for top spot

i Cumulative Count of TWeb Application Yulnaerabkility Disclosuraes
13496-2010
25,000
Weab Applicatien Yulnarabilitias 20,000
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IBM Internet Security Systems I
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SQL Injection

Put apostrophe
intg textbox

Online Bahking Login

Usermame:

Password:

/= Attoro Mutual: Server Error

dows Internst Explorer

r—
(<) ~ [ hrtnidfremn bestfirn. net fhankfingin. asn

e @ | @ Akoro Mutual: Server Error o -

o[-

Sian In | Conta:

AltoroMutual » E@

An Error Has Occurred

Summary:

Syntax error (missing operator) in query expression ‘username = " AND password = 'aa’’.

Error Message:

System.Data.OleDb.OleDbExcaption: Syntax arror (missing oparator) in query expression 'usarna

me = "' AND password = 'aa”. at
I a. a. dbParams, Objects: axecuteResult) at
|=Db.Ol=Db a dText(Objects: =t I |=Db 5
(CommandBehavior behavior, Objects =t |=Db.0l=Db a ¢ behavior, String
mathod) at |=Db.OleDb a « behavior) st
b.OleDb a. b B behavior) at

(Dataset dataset, DataTablal] 32
[Er——

k32 String srcTable,
Fill(Dataset datasat, Int32 starmecord, Ints:

R
String sreTable, IDBCommand behavior) at
Altore. Authantication.validataUsar(String ulame, String pWord) in d:
Altore. Authantication.Pags_Load(

bjact sandar, Eventargs =) in &

llinalpear.
(Sbject sender, Eventargs =) at

(IntPtr fp, Object o, Objact t, Eventargs <) at Sy 5. Ut

d(evantares =) at )=
-Page (Boclean . Boolean
Brivacy Bolicy | Security Statement | © 2008 Altors Mutual, Inc.

| Tha Altoro Mutual uebsite i= published by Watchfirs, Inc. for the =ols purposs of demonstrating the sffectivansss of Watchfire products in datacting veb
| application vulnarsbilities and website defacts. This sits i= not = res| banking =ite. Similarities, f any, to third party products and/ar websites are pursly

| vebsita. For additional Tarms of Uss, plesse go to htto://: o

| Copyright @ 2008, Watchfirs Corporation, All rights ressrvad

SRR
Fill{DatasSet datasat, String sreTable) =t

Callback

coincidental. This site is provided "as is" without warranty of any kind, sither express or implied. Watchfira does not assume any risk in relation to your use of this

@ 1neernet

#, 100%

Application responds with SQL error,

suggesting to the attacker that string

7

eing used to construct SQL query




SQL Injection

Steal information;

.

’ L J Modify information;
? W ) Deface application;

Denial of Service

Web Application

E * Evil SQL statement

g
Attacker H:Ii:ii
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SQL Injection in Code

String query = “SELECT * FROM users WHERE name=‘" +

AND pwd=‘" + pwd + ;

userName +

E Password: | r E -‘-gl;rf
= - * Ouch! |||||||i
------------------------------------ Jns-



Cross-Site Scripting (XSS)

What is it?

* Malicious script echoed back into HTML returned from a trusted site, and
runs under trusted context

What are the implications?

* Session Tokens stolen (browser security circumvented)
* Complete page content compromised

* Future pages in browser compromised
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Cross Site Scripting (XSS)

Web Applicatior\\
Attacker’s evil script
executed using
ﬁ victim’s credentials
- * link =
: embedded with .
3 evil script I ——
€5

e .
Victim il"ll

Attacker



Stored XSS

Attacker

Attacker’s
evil script

Web Applicatio \
Attacker’s evil script
executed using
victim’s credentials

B:

Victim
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Checking for XSS

Input some text
into textbox

search | gbc | [GD] q

e [@mmm Mutual; Search Results T | - & v |rPage - (G Tosls +

/= Attoro Mutual: Search Results - Windows Internet Explorer

o - = T—— — Sl o

Sianin | Contact us | Fesdback | Sesren| |
; ___

AltoroMutual 2 ﬁ@t =(® 7

& ONLINE BANKING LOGIN

I o [ e oo

L]
Search Results u
[]
]

abe

u

|

|

B e resuits vars found for the quary
u

Fesmmmn

SMALL BUSINESS

[

Desosit Products.

Search Results

Insg

blo results were found for the query:

S e s b0 sesaes

Sducts in detecting veb

rscarch.aspc @ tnterne 00w -

L >

= The warning sign: T

User input embedded in HTML responseﬂ!iiiii
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Checking for XSS (cont.)

Put an evil JavaScript

Search

into the textbox

L [T e ———

AltoroMutual 2

nnnnn testfre. et h %3 % | 6 anternet

= Evil script was executed by browser

= Cause: Application did not apply HTML encoding ! lf'

= Link containing this script could be sent to V|ct|m



The Application Security Challenge

What?

] SDLC
Need to mitigate the risk of a Security breach Coding - “ o | security |D,oduct,-o,
Need to find and remediate these vulnerabilities | Desired Fix Cost
.......... Profite per Issue

Must utilize a cost effective way of doing this that makes sense

Who?

Software security represents the intersection between security & _
development — solution needs to be a joint collaboration T >

Development Focus Securityf:-iocus
.

Starts with Security Auditor (can also be outsourced) Lo
[gguall
iy

Larger organizations require the scaling of security testing into =
the development organization HIH'H




Drivers for Application Security

Increase in vulnerability reports and hacking incidents
* Application security has become the top threat
Regulatory Compliance
* Requirements such as PCI, HIPAA, GLBA, etc.
User demand

* For rich applications is pushing development to advanced code techniques; Web 2.0
introduces additional threats

Enterprise Modernization
* Driving traditional applications to online world (SOA), increasing corporate risk
Cost cutting

* Demands increased efficiencies

s
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Point solutions fail to address full the problem

Vulnerability scanners (Network Scanners) Web application firewall

Can be effective, but difficult to deploy, tune and manage

* Traditional vulnerability scanners don’t cover
Web applications

Does not address the root cause of identified problems

Building policies can be as time consuming as remediating the vulnerability

Spending
% of Dollars

Penetration testing

e Effective at finding vulnerabilities but not
scalable for ongoing tests

* Not focused on remediation

e e

Network firewall and IPS

Web Applications

* Generic Web application protection
(if any) so most custom Web applications
not covered

* Most IPS solutions focus on exploits as . n
opposed to Web application vulnerabilities 9% Lt




rity assessment

Application Security Maturity Model

A UNAWARE CORRECTIVE BOLT ON

coverage

BUILT IN

External tests on
production applications
and security team
centric testing

Security testing

Doi thi
oing nothing before deployment

(N OVE alirzlialale=

Development Team

QA Team

Security Team Security Team

A A VR

mprove Compliance and Management reng

Fully integrated
system security

l. >

Development Team

Assure Secure SDLg |
QA Team 3

i
1 e
' Security Team I

Time H:II:H



Make Applications Secure, by Design

Security as an Intrinsic Property of the Development Process

Desigr Prizse

=Consideration is given to security requirements of the application
Functional Spec

=|ssues such as required controls and best practices are documented
on par with functional requirements

Daveloornent Priass Manage,

=*Software is checked during coding for: Monitor
> Implementation error vulnerabilities & Defen
> Compliance with security requirements

Build & Test Priase

=Testing begins for errors and compliance with security requirements
across the entire application

Outsourcing
Partner

Deoloyrriernt Prizise _ |

=Configure infrastructure for application policies _ Build & Test
=Deploy applications into production S

=Applications are also tested for exploitability in deployment scenario

Qoaraionzl Priese Software &3
=Continuously monitor applications for appropriate application usage, Il ull
vulnerabilities and defend against attacks ) ||||""




A Secure by Design Universe: Secure Requirements

o -
Security is
T s eremar e logged as a
pashboard - =

requirement!!

Project stakeholders gather i P B~ i il
information bRt

Pertarmer Bach: Brandenburg Concertos 1 + 3

Ouick Search Burlington Symphaony Oreh
Wilheim Stormer T oo

Requirements logged
into Rational

A Requirements Composer = . )
m | a P LEIThel Requirements Composer
_—__._ ’ - —'—"-—-—‘Z_____
«® i
Redbooks« 4

/ i f pe IBM’s Secure Engineering Framework Redbook is used as a security guide
\A I) “ * Threat models are built and security requirements are added
* A security “champion” is appointed for the project



A Secure by Design Universe: Secure Developrment

Stories, tasks and defects logged
in Rational Team Concert

* Security controls are added as
stories / tasks

Rational AppScan Source Edition is
used to scan source code for issues

SR

Project
Mana é’em il Development
/
Team
Concert
QA Testing

remediated during

Security issues
found and

AppScan Source Edition

development!!

[ Team Conﬁt

|| ||||
IIu“

Rational AppScan Build Edition
is used during the nightly builds

UL

L
) gmmﬂ"

I

|

| AppScan Build Edition |




A Secure by Design Universe: Secure QA Testing

QA team
educated on
application

security and
tools

QA teams build test plans
for functional, Ul and
security controls

HHHHHHHH = -.:-:l.!-IITE
hm < S Security
F S panecgent evelopment i educated QA
/ team detects
L ConeRn o — E security issues!!
ﬁ 2 )

i3 QA Testing : QA team locates functional, Ul and lypl
security defects and logs them into |||I....
[ Team Concert | Rational Team Concert THCET




A Secure by Design Universe: Secure Deployment

WEEEEEEEL

Rational AppScan Standard Edition is used to verify application |
prior to deployment
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Infrastructure issues
in underlying
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How does Rational AppScan work?

Automates Application Securitx Testing

Same process for whitebox & blackb.

(€18 ) > D Y3

Scan applications Analyze Report
| (identify issues) | (detailed & actionable)




IBM Rational AppScan Suite

Comprehensive Application Vulnerability Management across SDLC

| SECURITY >
REQUIREMENTS | CODE I BUILD I QA |__PRE-PROD  |_PRODUCTION
|
E | L]
AppScan onDemand l ‘ |
AppScan Enterprise r I
| |
' B = = \[= |
IF —\\{[ \ | =
S ol 45 g 3
Security Requirements AppScan Source
Definition PP AppScan Build AppScan Tester AppScan Standard AppScan Standard
Security requirements ) ) Automate Security/ = Security / compliance Security & Outsourced testing
defined before design Build security Compliance testing testing incorporated into. Compliance Testing, | for security audits &

i ‘ \ workflows ‘\ policy, aud‘ monit‘
i: ll

Application Security Best Practices — Secure Engineering Framework iy

[|||||||
[ Dynamic Analysis/Blackbox —‘ } [l

Static Analysis/Whitebox -




Integration Across the Development Lifecycle
Institutionalize Secure by Design with IBM Rational

N CAppScan Enterprise, Source, B -
Standard 55 AppScan Enterprise
Clea est  \Push security defects J W@e Automatic scan of portal-based
- N applications (through remote REST
o 3 AppScan Source \APIs for URL decoding)
An Run scans and view results in RAD (AppScan Enterprise, Standard
for developer ’
Developer :‘ or developers) : pre-defined scan templates
- AppScan Build, Source \tailored for WSC applications
@ Run static & dynamic scans during
Bul 8¢ \build time )
atio rAppScan Enterprise, Source Push N
@ security defects
Concert / o AppScan Standard
Ratio rAppScan Enterprise, Source, Test @ Malware scanning for web i
T Push security defects & kick-off applications provided by ISS VPS & "’}?
Manager  |AppScan Test edition OrangefFilter API ::HII!!
LU ]




Productivity: Enabling a Quantum Leap

Security testing and collaborative workflows reduce risk BUT do not create value

* Application security must evolve to go beyond testing and mitigation

* Ex: Quality Management does not begin and end with functional or performance testing
Secure By Design: Confidence to Innovate by Reducing Security Risks

Security Development

— ~30% of issues detected and
remediated from IDE
— Security issues triaged through regular

defects

& ..

— Security Scanning performed in

— Define security requirements
— Configure scans

— Perform adhoc pen test

— Triage issues to remediate

vV .

. 1) ~~", IBM Rational Suite
Business Analyst Q/ =

- . . background
Accept secu rlt¥ reqU|rerr_1ents q — QA acts as a gatekeeper for security
—Collaborates with Security validation, similar to other quality attributes



A Secure by Design Universe: The Success Story

: ; : {

The Reliable Times Daily )
kews goiled! Popular Gaming Console Company .
DA L

Earlier this week, hackers attempted to locate security issues in Fun Games Corp. network j
entertainment unit online gammg application, but failed due to security controls in place.

Consumer confidence a g = - mhe 3Bﬂ§t t J

No News is Good News

Another boring news week with no security breaches
to report for ABC Motors Corp.

IBM Rational Solutions
Institutionalize Secure by
Design!




Maintaining Application Security Leadership

IBM Advanced Security Research

Understand New Threats Threat Modeling for New Attack Deliver Precise Results
Vectors

= Stay ahead of web threats Actionable results

related to Rich Internet Mobile applications B :
Applications — HTMLS, etc. - Trusted findings with supported
: Packaged applications data

Embedded systems Correlation, Glassbox (runtime

Cloud-based platforms analysis), SAST feeding DAST

Dynamic




IBW’s Commitment and Investment in Security

7,000,000,000+ security events managed daily

48,000+ vulnerabilities tracked in the IBM X-Force® research and
development database

15,000 researchers, developers and subject matter experts on
security initiatives

4,000+ customers managed in security operations centers
around the world

3,000+ security & risk management patents

40+ years of proven success with security and virtualization on
IBM System

IBM announces new IBM Security Systems division

Il all
||Iil:ii
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www.ibm/software/rational
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