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Safety standards

= Avionics/aerospace
» DO-178B / ED-12B (RTCA/EUROCAE)

» DO-178B is a widely accepted standard often used as a baseline for
other certification efforts outside of avionics

= Medical
» FDA 510(k) and IEC 60601

= Functional safety in process industry
» IEC 61508

= Automotive

» 1S0-26262 and MISRA-C
= Railway systems

» EN50128 and EN50129

= Nuclear power plants
» |IEC 880
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Development tools for Safety Critical Systems

= Support for:-
» ISO 26262 (Functional Safety for Road Vehicles)
» DO178B (Safety critical software for aerospace)

= Both support an integrated environment for the development of products that rely on these
standards

» Even though the standards are different in terms of application areas the tools that they use are
identical

= Practice content on Rational Method Composer
» Web-based content for describing processes

» Provides guidance on the workflows, tasks and activities, required to produce the work products to help
with compliance to these standards

» Highly customizable to fit with the process and workflows of the organisation it is being deployed in

» Provides guidance and tool mentors describing how to use Rational tools to aid in the development
process.

= Process content in Rational Team Concert
» Provides project management and governance of the process
» Uses process templates derived from the practice content developed in Rational Method Composer
» Standardizes the development process for these standards
» Integrates seamlessly with various rational tools to enable and automate the process
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IBM Rational Workbench for sttems and Software Engineering

Use modeling to validate requirements, architecture
and design throughout the development process

<

» Architecture & Design
Rational Rhapsody

Requirements
Management
Rational DOORS

Quality Management
Rational Quality Manager

Manage all system requirements
with full traceability across
the lifecycle

Achieve “quality by design”
with an integrated, automated
testing process

Collaboration
Rational Team Concert

vundborate across diverse engineering
disciplines and development teams

COLLABORATE
Achieve common
goals by optimizing
how people work

AUTOMATE
Increase efficiency
and predictability by
integrating workflows

REPORT
Continuously improve

by measuring and
eporting progress in real

Repeatable activities producing a desired business outcomé
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Rational software Process and Collaboration support
Rational Team Concert is the enabler for controlling process and managing change
Process template for ISO 26262 and DO-1738B
Helps with project management
Team management
Task allocation
Integrates with practices that give guidance on the application of tools to support
the standard
Configuration management and Collaboration platform
Integrates with multiple Rational Tools
Rational Method Composer (RMC) for process guidance
Rational DOORS for requirements management
Rational Rhapsody for Model Based Systems Engineering
Removes system design errors early in the development process
Has a safety profile to aid in FMEA, FTA and hazard analysis
Developing an Automotive Safety profile specifically for ISO 26262
Rational Quality Manager (RQM) to plan tests
Rational Test Conductor to automate tests
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RMC: Capture Workflows (e.g. Harmony/ESW)
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RMC: Workflows published as website

IBM Rational Harmony for Embedded RealTime Development [0 Glossary | ¢* Feedback | ¢

Task: Execute Model

L_t..%' Model execution is the best way to ensure that it does the right thing at the right time. You should execute the model early and often.

Q Getting Started with Harmony Expand All Sections Collapse All Sections

= &= Core Prindples

[ £5, Full Spiral Process

[E] Disciplines The purpose of model execution is to validate that the structure and behavioral aspects collaborate together to realize the requirements appropriately.
3 Domains 4 Back to top
/5 Roles
(& Real Time Concepts 2 Relationships
*} IBM® Rational® Teols Roles Main: Additional Assisting:
References * Software Modeler
£+ About IBM@ Rational® Harmo
IBM® Rational® Harmony™ fc Inputs Mandatory: Optional: External:
« Platform Independent Model « Source Code « Mone
Outputs « Platform Independent Model
s Scenario

« Work ltems List

i+ Back to top

2 Main Description

This task executes the model. This means that with appropriate tools, the model is executed and that execution is visualized in terms of model concepts - e.g. colors depict
the current state in a state diagram or step in an activity diagram of instances. sequence diagrams are dynamically drawn as the object collaborate, attribute values can be
viewed, etc. Debugging, with appropriate tools, can also take place at the model level - e g. set breakpoint on state or operation entry or exit, insertion of events, setting of
attribute values, etc. The goal is always to show at this point in the development the system is correct.

4+ Back to top

Expand All Steps Collapse &ll Steps
[+! Determine the purpose of the execution
[+ Set up the execution environment
[+ Compile and link model content
[#/ Run the model
[+ Analyze execution results

4+ Back to top

2 More Information

Tool Mentors « Executing a Model with Rhapsody®

4+ Back to top
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RMC: RMC: Workflows published as website
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Task: Execute Model

L_t..%' Model execution is the best way to ensure that it does the right thing at the right time. You should execute the model early and often.

Expand All Sections Collapse All Sections
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RTC: Process definition & enactment integration
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RTC: Tracking via stakeholder-specific dashboards

Rational Team Concert

Edk View History Bookmarks Tools Help

- || Rational Team Concert

My Current Flans >

Previous [1of1 | next

[ Iteration 3 (1.0

Owner: Adaptive Cruise Cortrol Team Area | Reration: 13 (340 - §51110) |1 Closed |20 Open

Quervizw  Planned tems: Chants

Wigv #5 [Ranked Tree

= [5] ACC Speed Cantrol Mode
ACC Speed Control Mode Engineer Tests
5| ACC Speed Cortrol Made Engineer Made!

0 A1 ACC Speed Contral Mode Enginesr Resuirements
o * [5] ACC Decelerstion Cortrol

g ACC Deceleration Control Engineer Model
[} (21 ATC Deceleration Contral Engineer Resuirements

[ ACC Decsleration Control Engineer Tests
(] ACC Follow Moe
(2] ACC Mairtain Time Gap

4CC Disable Adaplive Cruise Control
[®l Faling Test Case "Test Cruise Disabled”

Progress: 0248

£ Marco
A Tarug
5, Unassigned
A8 hichelle
£ Scott
5, Deb
7, Bob
2, Tanuj
5 Michelle
7, Tanu
| Unassigned
ADeb

My Currertt Plans =
Frevious | 1 of 1 | Next
5 Iteration 3 (1.0) Related Flans (1) | B
Owner: Adaptive Cruise Contral Team Area | teration: 13 (3/1410 - 531410y | 2 Closed |1% Open
Ovendew  Planned tems | Charts
Progress: 07245 | 230,75 h Estimated
View A5 | Developer's Taskboard ¥ =B ‘
al e wiorc
Elosed tems: 0| Open Items: 0 Prograce: Estimated
P Bob . |
>
NI Overvew of panned e S
and assigned tasks
. Deb
Elosed tems: 1| Open ltems: 2 Progracs: 0715 | -16.5 h Estimated: 100%
Marco
= ToDo =0in Progress + Done
(51 ACC Deceleration 1ar (51 4CC Deceleration 138
Contral Control Engineer
Model
(51 ACC Maintain Time 124 (51 ACE Maintain Time 126
Gap Gap Enginger
Model
Reslated
e BlFailing TestCase  @-
“TestCruise
Enabled"
arco
©losed tems: 0 | Dpen Items: 2 Prograse: 0742 | 46 1 Estimated: 100%
=t
Michelle
i Progres| 4| |
& Hew Dore =
“ New
* Resalverd

i Progress

i Pragress

% New

% New

i Pragress

Ein Progress.
New

“ New

Al Dishbaards > B @1 @ [Jauorae 5]
Adaptive Cruise Control

Done
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Create Dashoard
General - E
Recently viewed
1 Adsplive Cruise Cortrol (1 Project Description (5 Unassigned Defects Blocking Test Exceution (0)
(I ctptive Cruise Cortrel Project area for an Acisptive Cruise Cortrol model. e wark tems found Graphical presentation
Team Area of queries
BF Del's Dashboard {1 Adaptive Cruise Control Teams (1) ik Open current milestone (20) Owned By
My Dashboards Adaptive Cruise Cortrol Team Area Mishells |
B beb's Dashboard Unsssigned | ]
i Server Status . :
i asy access to Deb | 1
Public Dashboards Dotabass: Connested g V‘
~ 4 Adaptive Cruise Control Services: Ok avorite queries Tanuj
(34 Acksptive Cruise Cortrol | hemory: 0% fres of 256MB slocated /1500MB M3 e —
Team Area Verson 10021y Ammannnnn snems
[ anDashboaros Uptine 4 daye, 12 Hew unassigned | Marse [
(5 144: #CC Disable Adaptive Cruise Cortrol [ et [

£y work tem Queri¢ (51 145 A2 Disable Adapive Crdse Conrol Engincer Tests

Closed oreated by me L) 142 ACE Disable Adaplive Crudss Control Engineer Wodel

Closed subsaribed by 1 &) 141: ACC Disable Adaplive Cruise Cortrol Engineer Restremerts
New unassigned (5) L 130 ACC Speed Corirol Made Engineer Mode!

o 1 2z @ a 5

[i. Buitd Duration

Open assigned to me (41  siupammon

Open assigned to me (current milestone) (4 000
Open created by me (2)
Open sbscribedt by me (2)
Pending approvals for me (0)
Recertly closed (0)

Reently created (0) Informaiton related to

Recertly modified (0) the dashboards viewer
Resolved by me (1)

Hours

[ Open assigned o me (4)
8] 145 Faling Test Case "Test Cruise Disablect
3] 138 A0C Decelerstion Control Engneer Model
(51 126 CC Maintain Time Gap Engineer Mode!
[B] 117 Failing Test Case "Test Cruise Enabled"”
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What is 262627?

= Automotive Safety Standard Under Development
» Technical name is ISO 26262

= IS0 is International Organization for Standardization

= Which parts of vehicle does 26262 affect?

» Electrical/Electronic (E/E) “that provides safety or safety-
related functions”

» Obvious examples:

= anti-lock brakes, air bags, traction control, electronic cruise control, adaptive
cruise control, collision avoidance, lane change control

» Less obvious examples:

= front windshield defroster/defogger, rear windshield (backlite) defroster, auto-
on headlamps, auto-on running lights, seat-belt pre-tensioners, low tire
pressure warning system, engine, electric-assist power steering.

& Innovation for a smarter planet © 2011 IBM Corporation
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A look inside ISO 26262 "Road venhicles -- Functional safety

1 Vocabula
IS0 DIS 26262 2 Management of functional safety

4 Product Development on system level
4.5-4.7 4.8-4.11
3 Concept Systems Engineering Systems Integration & test 7 Production

phase and operation
5 Hardware 6 Software

development development

8 Supporting processes

9 ASIL-oriented and safety-oriented analysis
10 Guideline on ISO 26262 (informative

Defines an automotive safety lifecycle including

= a risk-based approach for determining risk classes (Automotive Safety Integrity Levels, ASILs).

= definition of optional, recommended and highly recommended methods for development activities within
system-, hardware and software development depending on defined ASIL

& Innovation for a smarter planet © 2011 IBM Corporation 17
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Drivers for ISO 26262

= German Legislature requires, that safe cars are developed according to
state-of the-art technology
* You need a defensible process for creating safe software

» Consider adopting documented best practices instead of inventing your own

» If everyone else adopts MISRA, IEC 61508 or ISO 26262 and you don’t, you might be
considered negligent (failure to follow “standard practices”)

= 1SO 26262 currently draft standard (DIS)
» Published June 2009

= Currently delivery rumours sometime between September and December 2011

& Innovation for a smarter planet © 2011 IBM Corporation
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1ISO 26262 RTC and RMC

Supports all core processes and work products defined in the standard

(]|
[}
[{ [T}
..||I

Process template implemented in Rational Team Concert

Guidance and practices implemented in Rational Method Composer

Work items,
products and

flows derived
1ISO26262 Standard  from ISO 26262

-

o~ = =
\

Guidelines
reference
|ISO 26262

@6262 Work products
Process template with work items e

Rational Team Concert_

e o
JAZZ TEaANM SERVER
]

/ Workitems linked to process guidance

_—
\‘\"‘."--"“'----..____,

Web based ISO 26262 guidelines
am? MBSE practices

Rational.
Rational Method Composer

- = I

& Innovation for a smarter planet
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RTC ISO 26262 Process and Practice templates

Scope of Process template and guidance covers 95%, phases 2-8

| 1. Vocabulary
2. Managemant of functlonal safaty
| |H8awﬂ-nwméuwmmm | mmmmm

3. Concept phase

|Hlmm

Iunmunmm

[Ml-lauu analysis and risk

|Hﬁ.mlimﬂ#m | |
concept

Core processes

10. {Informative) Guidelines on 150 26262

& Innovation for a smarter planet © 2011 IBM Corporation
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Available practices for ISO 26262

Mainly in the areas of supporting practices and around MBSE, SW and test
Work going on with Embedded HW and SW integration

1) FDIS 26262

1 Vocabulary

g

2 Management of functional safety

4 Product development
on system level

3 Concept
phase

7 Production

5 Hardware 6 Software and operation

development 0 development

Practices for
Requirements management
Configuration Management
Change management

8 Supporting processes

9 ASIL-oriented and safety-oriented analysis

10 Guideline on ISO 26262 (informative)

& Innovation for a smarter planet
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ISO 26262 in Rational Method Composer

RMC captures activities and
flows

Flows are generic and reflect
ISO 26262

Can be customised to fit
your process
Activities and flows Reflected
in RTC process template

RTC allows project managers
to plan the work and assign
tasks to teams
Drill down through activities
for more detail

Workflows

Task descriptions

Incoming and outgoing
workproducts

Applicable roles

& Innovation for a smarter planet

3.5 tem Definition

¥
b]

3.6 Initiate Safety Lifecycle
¥

3.7 Hazard analysiz and risk azsessment

¥
5

3.8 Functional Safety Concept

Concept Phaze

Product development systems level

4, Systems Engineering for i
product development \VI

L_é' %j E—%j Otier Controlabiity | | Daermal

Technologies leasures
Develop 5 Hardware product & Software product

production plan development development

5

4.8 ltem Integration and testing

¥
=5
459 Safet)\lfvalidatiun
55
4.10 Functional sifety assessment
55
4.11 Product release
¥
o —
n case of
7.5 Production

After release production modification back

¥ ﬁtu appropriate
E.E lifeccyle phase

7.6 Operation, service
and decomissioning
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1ISO 26262 Published Website

k .

El

» Main workflows and
activityites for each part of
26262

= Each activity and task has
links to the relevant
» Roles
» Input work products
» Output work products

L& & o
1S0 26262

Welcome to ISO 26262}

[Z] (= Getting Started
Tool Setup and Configuration

=] (=180 26262 Processes

(= Main Process Flows

[£] E11S0 26262, Main Phases of the Safety

Lifecycle
‘g2 Management of functional safety

+3 Concept Phase
‘o+4. Systems Engineering for product
development
+ b Hardware product development
+6 Software product development
+4. Systems Integration and testing

‘e 7 Production and Operation
[=] & Supporting Processess
‘& 8.11 Qualification of software tools
+8.13 Qualification of HW components
+8.5 Manage supplier interface
+ 8.8 Change Management
"o+ 8.9 Verification Planning

“& Tool Environment Setup
Rol

» Relationships to other tasks = e

ﬁ Human Resources Officer
& Hardware Engineer

& Independent Safety Auditor
& Knowledge Engineer

ﬁ Maintenance Engineer

ﬁ Process engineer

& Production Engineer

£ Project Manager

& Project member

£ Quality Engi
ﬁ Quality Mana
£ Requirements Engineer

i} Safety Engineer

& Safety Manager

ﬁ Specialist tools administrator
& Supplier Corporate

£ Supplier Project Manager

i Supplier Safety Manager

& Software Engineer

& Systems Engineer

ﬁ Team Leader

ﬁ Technical writer

A = .

r

Search this
Site:

Welcome lo ISO 26262

Welcome to 1ISO 26262

[=| Relationships

o BHE| &

This web site details the Tasks, Work Products, Roles and workflows required for the development of safety related work item for a vehicle to be
compliant to 1SO 26262.

Categories * SO 26262
< Back to top

[=] Main Description

As of August 2, 2011, the ISO 26262 standard remains in draft format with the final awaiting publication. The workflow provided in Rational Method Composer is
provided to assist you in tracking information that may be important to you in aligning your system and software development processes with tasks from the draft of
the ISO 26262 standard available in 2010 from the ISO store.

The guidance given on these web pages covers the main phases of development from Management of Functional Safety, through the Concept Phase and Product

Development at Systems, Hardy and Softy level to Prod and Operation. The main Supporting processes are also detailed. The ASIL and safety

orientated analysis activity may be added at a future time.

[ 1 Vocabulary |

DIS 26262 2 Management of functional safety

4 Product Development on system level
4547 4
Systems Engineering Systems Integration & test

3 Concept
phase

7 Production

and operation
5 Hardware

development

6 Software
development

8 Supporting process

9 ASIL-oriented and safety-oriented analysis
10 Guideline on ISO 26262 (informative)

. Supported with RMC content
D User directed to standard

© 2011 IBM Corporation
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ISO 26262 work item templates

' Create Work Items from a Template . . . x|

Select a Template =

WO rk |tem tem plates are Choose a template from the list to create its work items g El:‘l
. . autornatically.
modularised , it covers
_ Project Area: |15 26262 Demo2 v
Separate safety management section _
Available Templates:
Maln Concept phases (=] 2.0 Gather Evidence of Staff Qualifications and Experience ol
Seperation of production and operation = 2.5 Management of Overall Safety
. ags EZ.E Safety Management through the develop phase
activities e ’ °E
BEz7 Safety Management through Production and Operation
Aspects of supporting processes =13 Concept Phase
| |5 4 Systems Engineering for Product Development
Ea Systerns Integration and Testing
= 5 Hardware Product Development L
E & Software Product Developrment 7]
p
|§| T 8 Dradurtinn
E‘g Tag Cloud (E_t, Problems (& Pending Changes (ﬁ Team Advisor M E% v
Found 12 work items - 2.6 Safety Management through the develop phase £ SW tool
- Status P S Summary Owned By Created By = ool
3 651 = New [1 © 2.6 Development Safety Management o Unassigned %5 Graham f HW components
=] 652 = New [l © Assign Project Manager O Unassigned %5 Graham  2plier relationshi
P P
& 653 = New [1 © Assign Safety Manager = Unassigned %5 Graham ement
5] 654 = New [l © Organise Process and Tools Team © Unassigned %5 Graham . b
[5] 655 = New [1 © Develop functional safety assessment plan o Unassigned %5 Graham MINY
5] 656 = New [l © Determine confirmation measures o Unassigned %5 Graham Set Up -
3 657 = New [1 © Develop confirmation plan o Unassigned %5 Graham
(5] 658 = New [ © Organise and ensure sufficient qualified resources are a... © Unassigned %5 Graham
i 2
g g;g j :Ew H . m'?:":::zcre 2 ﬂ”a“!g“: aj gra:am the functional safety concept, the item is developed fre =
Ew @ elop plan nassigne raham
5] 661 = New [1 © Tool Environment Setup o Unassigned %5 Graham
5] 662 = New [1 © Project independent tailoring of the safety cycle o Unassigned %5 Graham

& Innovation for a smarter planet
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1ISO 26262 work items —

Individual activities are children of
main task

[ Blocks

[5] 654: Organise Process and Tools Team

[S] 656: Determine confirmation measures

@ 657: Develop confirmation plan

[5] 658: Organise and ensure sufficient qualified resources are available for the project

Individual activities are linked & Depends On

E 652: Assign Project Manager

together in flows 2. Parent

Contain basic description that

[5] 651: 2.6 Development Safety Management

links to details of task Overview Links | Approvals| History |

{4150 26262 Demo2 | [5] 652 Assign Project Manager | (5] 653: Assign Safety Manager W =0

& https://localhost:9444/is026262/process.compliance.iso26262. base-ibm/capabilitypatterns/Assign %620Safety %20 Manager_89B94383.html - B .

Task: Assign Safety Manager

L_t....'k' Assign a suitable qualified person to be responsible for functional safety management during the item development.

=l Purpose

Expand All Sections Collapse All Sections

m

To find some to take responsibility for the planning of the safety activities and the maintenance of the safety plan

=1 Relationships

i Back to top

Roles Primary: Additional:

Assisting: —
« Project Manager + Human Resources Officer
||-|p|_|t5 Mandatory: Opticnal: External:
s Employee documented experience s HMone s MNone

& Employee Qualification Certification

Outputs = Safety manager task offer

=1 Main Description

it Back to top

Assign a suitable qualified person to be responsible for functional safety management during the item development.

& Innovation for a smarter planet
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Tool Qualification for ISO 26262

»

»

v v v v

ISO 26262 requires tools “used in the development” of safety related software be gualified

Unlike standards such as DO-178B, ISO 26262 spans tools used across the entire development cycle. (RM, CM, etc).

Within the ISO 26262 standard, there is detailed guidance on tool qualification

Use cases for tools first documented and analyzed

Analysis will evaluate if malfunctioning software tool (or output from tool) can lead to violation of safety requirement
Probability of preventing or detecting such errors is determined.

This leads to Tool Confidence Level (TCL) determination

TCL + ASIL guides how you qualify a tool.

= E.g. increased confidence of use is a possible tool qualification method

The ISO/DIS 26262 tool qualification process requires the creation of the following tool qualification work products (ISO/DIS

26262-8, 11.5; see the appendix for a summary) by our customers:

4
»
»
4

Software Tool Qualification Plan

Software Tool Documentation

Software Tool Classification Analysis .. .For TCL determination.
Software Tool Qualification Report

One step further is to have a independent authority, e.g. TUV (Technical Inspector Association) .. to audit development

process to develop tool along with qualification work products.

IBM Rational plans to provide tool qualification kits for ISO 26262 in the future.

& Innovation for a smarter planet © 2011 IBM Corporation
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DO-178B
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DO-178B at 30,000 feet

= DO-178B defines detailed guidelines for development of aviation
software that performs intended functions

= The FAA accepts use of DO-178B as a means of certifying software
in avionics

= DO-178B outlines the objectives to be met, the work activities to be
performed for each objective, and the evidence (output documents)
to be supplied for each objective

= Objectives are organized into process areas

» Planning

Development

Verification

Configuration Management

v Vv Vv Vv

Quality Assurance

& Innovation for a smarter planet © 2011 IBM Corporation
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Dollar$ And $ense:
Initial cost increase due to DO-178B

Typical - Added 60% - 100%
DO-178B Project  Cost

Successful  Added 25% - 40%

_ Cost for Initial
DO-178B Project  pevelopment

Technical Project < Solid processes
without DO-178B < Experienced Team

& Innovation for a smarter planet © 2011 IBM Corporation
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Efficiency through Automation for DO-178B

SO K SO2 KSOW3  WSOW4
Planning Development Cert. Liason
Requirements Design Code Integration

* PSAC * High Level * Architecture « Source Code  * Test Cases &
: 23E . g:?ive g ) ;ZW Level * Exec, Object Procedures
. g Code * Test Results
* SCMP High Level * Derived Low
* SQAP Req Level Req mproper Tool Qual (too
* Standards much or too little)
nadequate formal plans or not Extessive code iterations
following them
nadequate level of detail and La* of automated testing
process for Reqs
adequate or non-automated , SCM data

Magmt

Reqs Mgmt and Traceability

PSAC — Plan for Software Artifacts of Certification
SDP — Software Development Plan
SVP - Software Verification Plan

SCMP — Software Configuration Management Plan
SQAP — Software Quality Assurance Plan

& Innovation for a smarter planet

%Iecting “Independence” &
A Empowerment (“Boss”)

Vlﬁk process and checklist management
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ISDP-178

= The Integrated Software Development Process for DO-178B (ISDP-178) is a set of practices
to help organizations developing products for certification under DO-178B

= The process may be applied to any appropriate development tooling but is specifically
optimized for the Rational System Accelerator consisting of tools

» Rational Team Concert

» Rational DOORS

» Rational Rhapsody

» Rational Quality Manager

= The ISDP-178 address three primary needs

» Process specification

» Process enactment

» Specific links from the DO-178B standard to process content to aid in ensuring compliance
= By Objective
= By Certification Level
= By Work Product
= By Checklist

& Innovation for a smarter planet © 2011 IBM Corporation
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ISDP-178 Process Definition

= The ISDP-178 Process consists of a delivery process composed of a number of best

practices, including:

Prespiral Planning

Developing Requirements

Defining and Deploying the Development Environment
Project Control (governance)
Change Management
Configuration Management
Incremental lterative Development
High Fidelity Modeling o5 o -

Prespiral Planning Define and Deploy the Develop Stakeholder Requirementz
Development Envirenmen it

Real-time Embedded Architecture

Collaborative Design
Continuous Integration

v VvV VvV VvV VvV VvV VvV VvV VvV VvV Vv v

Verification and Validation

£y B )

Control Project Wicrocycle Manage Change

!

=Y

Identify Objects and Classes $——————————

) Ca

Refine Collaboration Develop Unit Test Plan

=Y

Validate Collaboration

!
O

Submit Change Request
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ISDP-178 Links to DO-178B Standard Content

~ DO-178B 0

DO-178B Mapping - Introduction
= B3 1SDP - 178B Process
£ Define and Deploy the Development
Environment
£ Develop Stakeholder Requirements
@Prespiral Planning
£ Contral Project
& Manage Change
@ Microcycle
[EBR=N00-1788 Objectives
=1 D0-178B Software Planning Process
= D0-178B Software Development Process
(=1 D0-178B Verification of Qutput of SW
Requirements
(=1 D0-178B Verification of Qutputs of SW
Design
(= D0-178B Verification of Qutputs of
Coding and Integration
(=1 D0-178B Testing of Qutputs of Integration
= DO-178B Verification of Verification
Results
=1 DO0-1788 SW Configuration Management
Process
=1 D0-178B SW Quality Assurance Process
=1 D0-178B Certification Liaison Process
= DO-178B SW Certification Levels
= DO-178B Artifacts [TBD]
= DO-178B Checklists [TBD]

& Innovation for a smarter planet

DO-178B Objectives

= Relationships

Contents

= DO-178B Software Planning Process

= DO-178B Software Development Process

= DO-178B Venfication of Output of SW Requirements

= DO-178B Verification of Outputs of SW Design

= DO-178B Venfication of Outputs of Coding and Integration
= DO-178B Testing of Qutputs of Integration

= DO-1788 Verification of Verification Results

= DO-178B SW Configuration Management Process

« DO-178B SW Quality Assurance Process

= DO-178B Certification Liaison Process

© 2011 IBM Corporation
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ISDP-178 Links to DO-178B Objectives

DO-17268 Objectivez » DO-1788 Software Planning Process

DO-178B Software Planning Process

= Relationships

Contents

« Objective A1.1
= Objective A1.2
« Objective A1.3
= Objective A14
« Objective A1.5
= Objective A1.6
« Objective AT

= Main Description

The Software Planning Process is assured via the following outputs:

= Plan for Software Aspects of Certification
= Software Development Plan

= Software Verification Plan

= Software Configuration Management Plan
= Software Quality Assurance Plan

Objective Description Levels
Objective A1.1 Software development and integral processes are defined ABCD
Objective A 1.2 |Transition criteria, inter-relationships and sequencing among processes are defined ABC
Objective A 1.3 Software lifecycle environment is defined ABC
Objective A1.4 Additional considerations are addressed ABCD
Objective A1.5 Software development standards are defined ABC
Objective A1.6 Software plans comply with DO-178B ABC
Objective A1.7 Software plans are coordinated ABC

© 2011 IBM Corporation
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ISDP-178 Links to DO-178B Objectives

DO-1786 Objectives = D0-1788 Software Planning Process = Objective A.1.5

Objective A.1.5

@ Software development standards are defined.

(= Main Description

DO-1786 Objectives » DO-178B Verification of Outputs of Coding and Integration » Objective A.5.5

Objective A.5.5

The required outputs are:

» Software Requirements Standards
+ Software Design Standards
« Software Code Standards

Required for levels A, B, C.
Related elements:

» Plan Requirements Management Strateqy
» Requirements Management Process Description
+ Checklists:
» Platform Independent Model
= PIM Review
» Platform Specific Model
« Scenario
+ Guidelines:
» Coding Standard
» Design Constraints
= Maming Conventions
« Source Code
= SW Requirements Standard, SVW Design Standard, SW Coding Standard

Muore information:

» Practice: Requirements Management

« Practice: High-Fidelity Modeling

» Practice: Real-Time Architectural Design
» Practice: Real-Time Collaborative Design
» Practice: Real-Time Detailed Design

@ Source code is traceable to low-level requirements.

= Main Description

Traceability of a few source code statements per low-level requirements is required.
This is required for levels A, B, C.
Related elements:

= Translate and Validate - Architecture Level
= Translate and Validate - Collaboration Level
= Translate and Validate - Detailed Level

= Test Ilteration [Template]

= Test Findings

= Test Evaluation Summary

= Traceahility Record

= Requirements Traceahbility

Maore information:

= Practice: Model-Based Testing

= Practice: Independent Testing

= Practice: Requirements Management

= Practice: Elaborate Draft System Requirements Specification

© 2011 IBM Corporation
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ISDP-178 Links to DO-178B by Certification Level

DO-178B SW Certification Levels

o @R | &

The DO-178B standard identifies 5 levels of criticality for certification from Level E (no safety impact) to Level A (Catastrophic impact). The
links on this page contains lists of the objectives relevant to that level of software cerification.

=) Relationships

Contents

= SW Level A
= SW Level B
= SW Level C
= SW Level D

DO-178B8 SW Certification Levels » SW Level C

SW Level C

=) Main Description

Level C - Major: Safety concemns
conditions in this category of con
reduction in safety margins or fun

DO-178B SW Certification Levels = SW Level D

SW Level D Fe B &

=] Main Description

DO-178B SW Certification Levels » SW Level A
M D0-1788 SW Certification Levels » SW Level B
SW Level B
(= Main Descriptior|
Level A - Catastroph
prevent safe flight ar (= Main Description
Objective Des Level B - Hazardous/Severe:
passengers. The extent of faul
Objective Soft
A1 o = A large reduction in safef
« Physical distress or high
g_b%zcwe Trar| « Adverse effects on pass
Objective
Soft|
A3 o Objective Description
Objective T
Add —
A4 2?&1“"’& Software devy
Objective Soft —
A5 oM | Objective Transi
Ad2 ransition crit
Objective Soft -
A6 Objective §
- A13 Software lifec;
Objective s -
oft
AT Objective Add
A4 itional cor
Objective Objective
e High 415 Software devy
2%?;“"9 Deril 2_:1?“"9 Software plan
Objecti jecti
Azjeac e Soft g?e;lwe Software plan
Objective
Azl - Object]
- jective
Objective High-level req
ADE Deri A-2.-1 :
OUECE  Darivad high

o . Level D - Minor: Safety concems at this level may have some safety impact but can be overcome by the aircraft and pilots can retain aircraft control. Failure
Objective  Description conditions at this category of concem would not significantly reduce aircraft safety and may require crew actions that are well within their capabilities This
may include minor reduction in safety margin or functional capabilities, a slight increase in crew workload, or some inconvenience to passengers or crew.

Objective

Software developr|
A1
Objective Transition criteria Satisfied with
Al2 Objective Description alisfied wit

Independence

Objective

Software lifecycle|
A3 Ohjective -

- Software development and integral processes are defined
Objective Al
Add Additional consid -
- Objective . - -
Additional considerations are addressed

Cbjective A4

Software developr|
AlSh
Objective Software plans ¢d | ;i
A1B jective High-level requirements are developed

A2A
Cbjective
AT Software plans ar| Obigct
— A ZJF}ZC e Derived high-level requirements are defined

Objecti . . i . .
A2191c e High-level require 22?“‘@ Software architecture is developed
Objective
A22 Derived high-level gtgictwe Low-level requirements are developed
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Tool Qualification for DO-178B

* Is Tool Qualification Necessary?

» Generally not. Ask these questions:

" fNoQumestontesss
Y
Y
N
“”
Y
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IBM Rational DO-178B Qualification kits available

IBM Rational Solutions:

* IBM Rational Test RealTime (System Test,
Dynamic Code Coverage for Level A MC/DC &
Multiple Decision Coverage, Static Analysis,
Memory, Performance & Thread profiling
Analysis, Dynamic Trace Capture, Unit Test
Automation, Software Metrics, Reporting)

* IBM Rational Logiscope (Static Analysis,
Dynamic Code coverage for Level A MC/DC &
Multiple Decision Coverage, Software Metrics,
Helps in code refactoring and identifying
duplicate code, Reporting)

& Innovation for a smarter planet © 2011 IBM Corporation
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Quality begins with Requirements: IBM Requirements
Engineering Solution

IBM Requirements Engineering Solution

Capture * Trade-off Analysis ¢ Validation « Change Management * Traceability « Impact Analysis ¢ Reporting & Metrics * Monitoring

Ideas Analysis Implementation Test & Maintenance
Requirements Definition Requirements Management

Getting everyone on the same page
» Includes suppliers and subcontractors
Managing scope, plus assessing and controlling the impact of change

Ensuring end-to-end traceability
» From ideas, feature definitions, product specifications and models...
» To mechanical, electric/electronic and embedded software implementation, test and maintenance

Ensuring conformance to contractual agreements
Demonstrating compliance to regulations such as ISO 26262

& Innovation for a smarter planet IBM Confidential © 2011 IBM Corporation
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Safety-Critical Profile in UML for Rhapsody

Brings together model based systems and software development with safety analysis

» Safety Analysis profile in Rhapsody allows safety analysis to be carried out

Covers

» FTA diagrams

» Hazard analysis table view
» Constraint table view

» Derived safety based requirements

Work going on with KVI
» Medini tool
» Safety analysis

Integrate with Rhapsody and RTC

Work going on with Inchron

» Safety critical performance test analys

» Integrates with Rhapsody

& Innovation for a smarter planet
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Automotive Safety Analysis Profile

. . [[] ACC_CrashPreventionsafety... | [ FunctionalsafetyRequireme.... || CrashAnalysis X | [7] fault table 50078 | [7] ASIL AollocationForacC su.. | o5 PreliminaryAdaptiveCruisear... | =
" EXte n dS the Orlg N al Safety Fault description [ kem | Faiiure Mode | Effect Of Failure | severty [ Eosure [ Controllabilty [ ASiL |
. . <> Radar failure @, Radar #, Trasmitter reciever not working . No radar signal to evaluate w53 " E2 =] &8
a n a | yS I S p rofl I e <= Power Failure to Radar Module # Radar # Broken powerline or transfomer # No proximity signal generated @ 53 e Y] A
<= Radar HW 10 fail # Radar # Bum of 10 HW # No proximity signal generated ws3 W #a e
3 ACC HW 1O fail 6 ACC module @ Bum out |0 port @ Mo proximity signal received 6 53 @ E2 6 c3 6 B
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Driver wamings SafetyRequire... SF_6 A mechanism shall be put in place to detect and alam the driver g B g DrvInp Signal Arbitration, g Functional SafetyRequire:
E! Driver signals to ACC SafetyRequire... SF_7 A mechanism shall be put in to place to ensure that any g B g DrvInp Signal Arbitration g Functional SafetyRequire:
E’! Reaction to bad signals SafetyRequire... SF_8 If the mechanism to detect and identify comupt or missing signals g C g DrvInp Signal Arbitration, g Functional SafetyRequire:
does identify the missing signal it shall RdRArbitration,
: )/ Inihecase 2 comt spate mechanin el deve VenSpaire
& Innovatlon for asir E’! If brake sensor pad wamings SafetyRequire... SF_5 If the brake is wom of the braking sensor broken a mechanism g C g BrakeControlModule g Functional SafetyRequire:
ACC switch Off SafetyRequire... SF 10 | Fthe switch to notify the ACC that it has been tumed off fails % B 7 InstumentCluster @ Functional SafetyRequire
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Safety Analysis:
* Fault Tree Analysis (FTA)

* Fault Means and Effective
Analysis (FMEA)

. .
® *H d Anal
azar nalysis
elief Val o
. i -
mm.s,mm Safetv E
g ) Fault
Breathing Esophageal  Gas Supply Vep"""“‘m Breathing  Ventilator Gas Supply a e ng-
Circuit Fault  Intubation Fault autt . Circuit Fault  Fault Fault
., Basic Condition
cO, Sensor ilur or Event ‘
Fault  pressure
Sensor Failure

Hypoventilation

Ventilator “The ventilator shall allow
settings of inspiratory flow i H.
T iy o by i Requirements Analysis:
o il default of 50 (necnate) or 1« Functional and Non-Functional
sl to 180 L/min with a default of R . t | N
"j_;/’(\ ,/)/L\ e o 100 {adult). eqUIremen. S R ————
it | ey T, Inspicatory time shall ba * Safety Requirements Eng.
«lm-mF!A:taru . i :.;} o t?\‘\\\ o :x’:rb:;m E;‘Ht:ﬂfl:lﬂ ° BUSineSS and Regulatory
. il P Jetmode 20 (neonate) or frorm 0.1
N

s\ ( Ventilation i
e S v ~ to 5.0 seconds with a ReqU|rementS
N default of 3.0 (adult)

System and Software Design:

* Structural S

* Behavioral - System
Architect

* Temporal

. N
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Model Driven Testing
IBM Rhapsody Test Conductor

= Common Browser

= Requirements linked to test cases

Design Artifacts = Easy navigation between Design and Test artifacts;

=) ] Object Modsl Diagrans
7 Domsins Overview

(13 Packages

I g <Externals Cpplibrary

= Design and Test - Always in sync
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=6 Qasses Test Artifacts I ‘ Test Context Result
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Rational Rhapsody TestConductor integration with

Rational Quality Manager

= Enables full execution control & management of model based Rhapsody TestConductor

test cases from RQM

= Execution status (passed/failed) and result reports (Execution Results, Coverage Results)

accessible through RQM

= RQM can utilize TestConductor execution results to continuously provide transparent &

up to date QA statistics and QA reports

Y 'Rational Quality Manager

[;D] Home | Wiew Test Plans

() TestPlan_CashRegiste... Ik Execution Result

[E] TestCase_01_SD_lnitC...

Reguiremeris
E Execution Result
p.,lr_mz\’w i! Command Line Result

Test Case Result

Test Case: SO_te_0

Construction 10220531, Monday, April 27, 2000
Y T E— e —| S0 TestScenario 0 “resiseenano
D Actual Result Passed e
Host Name: jekylisslave e «SUT»
Mandigement Oumer: Mary, Test Manager e O versiony VIROE 2000 { Wdows X TCon_CashRegister.itsCa TCon_CashRegister.itsTC_at
e RAGESO0CY varson: 11551 — y -

Userd TestCond.cior version,

shRegister:CashRegister

hw_of_CashRegister

_hw_of _CashRegister:TC_at_

Test Milestons
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Execution
Test Script. S0 _tc_0
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Result Details *

mary Infa
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TestConductorAdapter20844.0ut Puriber Of ExeCuUted S0 Nstances:
TestConductorAdapter20845.err "otal rurmber of FASSED SO nstances: (100%)
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www.ibm.com/software/rational
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