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Safety standards

 Avionics/aerospace
 DO-178B / ED-12B (RTCA/EUROCAE)
 DO-178B is a widely accepted standard often used as a baseline for 

other certification efforts outside of avionics

 Medical
 FDA 510(k) and IEC 60601

 Functional safety in process industry
 IEC 61508

 Automotive 
 ISO-26262 and MISRA-C

 Railway systems
 EN50128 and EN50129

 Nuclear power plants 
 IEC 880

http://www.validatedsoftware.com/products/products_aerospace.html
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Development tools for Safety Critical Systems
 Support for:-

 ISO 26262 (Functional Safety for Road Vehicles)
 DO178B (Safety critical software for aerospace)

 Both support an integrated environment for the development of products that rely on these 
standards
 Even though the standards are different in terms of application areas the tools that they use are 

identical

 Practice content on Rational Method Composer
 Web-based content for describing processes
 Provides guidance on the workflows, tasks and activities, required to produce the work products to help 

with compliance to these standards
 Highly customizable to fit with the process and workflows of the organisation it is being deployed in
 Provides guidance and tool mentors describing how to use Rational tools to aid in the development 

process.

 Process content in Rational Team Concert
 Provides project management and governance of the process 
 Uses process templates derived from the practice content developed in Rational Method Composer
 Standardizes the development process for these standards
 Integrates seamlessly with various rational tools to enable and automate the process
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Collaborate across diverse engineering 
disciplines and development teams

Achieve “quality by design” 
with an integrated, automated 
testing process

Manage all system requirements 
with full traceability across 
the lifecycle 

Use modeling to validate requirements, architecture 
and design throughout the development process

Architecture & Design
Rational Rhapsody

Quality Management
Rational Quality Manager

Requirements 
Management
Rational DOORS

Collaboration
Rational Team Concert

IBM Rational Workbench for Systems and Software Engineering

Achieve common 
goals by optimizing 
how  people work

Increase efficiency 
and predictability by 
integrating workflows

COLLABORATE
Continuously improve
by measuring and 
reporting progress in real 
time

REPORTAUTOMATE

Practices 
and Process
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 Rational Team Concert is the enabler for controlling process and managing change
 Process template for ISO 26262 and DO-178B

 Helps with project management
 Team management
 Task allocation

 Integrates with practices that give guidance on the application of tools to support 
the standard

 Configuration management and Collaboration platform
 Integrates with multiple Rational Tools

 Rational Method Composer (RMC) for process guidance
 Rational DOORS for requirements management
 Rational Rhapsody for Model Based Systems Engineering 

 Removes system design errors early in the development process
 Has a safety profile to aid in FMEA, FTA and hazard analysis
 Developing an Automotive Safety profile specifically for ISO 26262

 Rational Quality Manager (RQM) to plan tests
 Rational Test Conductor to automate tests

Rational software Process and Collaboration support
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RMC: Capture Workflows (e.g. Harmony/ESW)

Rational Method Composer
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RMC: Workflows published as website
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RMC: RMC: Workflows published as website
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RMC: RMC: Workflows published as website
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RMC: RMC: Workflows published as website
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RMC: RMC: Workflows published as website
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RTC Tool Integrations

Rational Team Concert
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RTC: Process definition & enactment integration

View process guidance

Assign tasks to workers

Select task templates

View Task-specific guidance
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RTC: Tracking via stakeholder-specific dashboards
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ISO-26262
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What is 26262?

 Automotive Safety Standard Under Development
Technical name is ISO 26262

 ISO is International Organization for Standardization

 Which parts of vehicle does 26262 affect?
Electrical/Electronic (E/E) “that provides safety or safety-

related functions”
Obvious examples: 

  anti-lock brakes, air bags, traction control, electronic cruise control, adaptive 
cruise control, collision avoidance, lane change control

Less obvious examples:
 front windshield defroster/defogger, rear windshield (backlite) defroster, auto-

on headlamps, auto-on running lights, seat-belt pre-tensioners, low tire 
pressure warning system, engine, electric-assist power steering.
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A look inside ISO 26262 "Road vehicles -- Functional safety

Defines an automotive safety lifecycle including
 a risk-based approach for determining risk classes (Automotive Safety Integrity Levels, ASILs).
 definition of optional, recommended and highly recommended methods for development activities within 
system-, hardware and software development depending on defined ASIL
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Drivers for ISO 26262

 German Legislature requires, that safe cars are developed according to 
state-of the-art technology

 You need a defensible process for creating safe software
Consider adopting documented best practices instead of inventing your own
  If everyone else adopts MISRA, IEC 61508 or ISO 26262 and you don’t, you might be 

considered negligent (failure to follow “standard practices”)

 ISO 26262 currently draft standard (DIS) 
Published June 2009

 Currently delivery rumours sometime between September and December 2011
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 Supports all core processes and work products defined in the standard
 Process template implemented in Rational Team Concert
 Guidance and practices implemented in Rational Method Composer

Process template with work items
　

Web based ISO 26262 guidelines 
and MBSE practices

ISO 26262 RTC and RMC

ISO26262 Standard Rational Team Concert

Rational Method Composer
Guidelines 
reference
ISO 26262

ISO26262 Work productsWork items, 
products and 
flows derived 
from ISO 26262

Workitems linked to process guidance
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RTC ISO 26262 Process and Practice  templates

20

 Scope of Process template and guidance covers 95%, phases 2-8*

*Clauses 8.12 Qualification of Software components and 8.14 Proven in use argument, not currently supported 
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Available practices for ISO 26262
 Mainly in the areas of supporting practices and around MBSE, SW and test
 Work going on with Embedded HW and SW integration

1 Vocabulary

2 Management of functional safety

10 Guideline on ISO 26262 (informative)

9 ASIL-oriented and safety-oriented analysis

8 Supporting processes

3 Concept 
phase

4 Product development 
on system level

5 Hardware 
development

6 Software 
development

7 Production 
and operation

FDIS 26262FDIS 26262

Practices for 
Requirements management
Configuration Management
Change management
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ISO 26262 in Rational Method Composer

22

 RMC captures activities and 
flows

 Flows are generic and reflect 
ISO 26262

 Can be customised to fit 
your process

 Activities and flows Reflected 
in RTC process template

 RTC allows project managers 
to plan the work and assign 
tasks to teams

 Drill down through activities 
for more detail

 Workflows
 Task descriptions
 Incoming and outgoing 

workproducts
 Applicable roles
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ISO 26262 Published Website

 Contains content covering
 Main workflows and 

activityites for each part of 
26262

 Each activity and task has 
links to the relevant
 Roles
 Input work products
 Output work products
 Relationships to other tasks
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ISO 26262 work item templates

 Work item templates are 
modularised , it covers 

 Separate safety management section
 Main concept phases
 Seperation of production and operation 

activities
 Aspects of supporting processes
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ISO 26262 work items
 Individual activities are children of 

main task 
 Individual activities are linked 

together in flows 
 Contain basic description that 

links to details of task
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Tool Qualification for ISO 26262

 ISO 26262 requires tools “used in the development” of safety related software be qualified
 Unlike standards such as DO-178B, ISO 26262 spans tools used across the entire development cycle. (RM, CM, etc).

 Within the ISO 26262 standard, there is detailed guidance on tool qualification
 Use cases for tools first documented and analyzed
 Analysis will evaluate if malfunctioning software tool (or output from tool) can lead to violation of safety requirement 
 Probability of preventing or detecting such errors is determined.
 This leads to Tool Confidence Level (TCL) determination
 TCL + ASIL guides how you qualify a tool.

 E.g. increased confidence of use is a possible tool qualification method
 The ISO/DIS 26262 tool qualification process requires the creation of the following tool qualification work products (ISO/DIS 

26262-8, 11.5; see the appendix for a summary) by our customers:
 Software Tool Qualification Plan
 Software Tool Documentation
 Software Tool Classification Analysis .. .For TCL determination.
 Software Tool Qualification Report

 One step further is to have a independent authority, e.g. TUV (Technical Inspector Association) .. to audit development 
process to develop tool along with qualification work products.

 IBM Rational plans to provide tool qualification kits for ISO 26262 in the future.
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DO-178B

http://www.validatedsoftware.com/products/products_aerospace.html
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DO-178B at 30,000 feet

 DO-178B defines detailed guidelines for development of aviation 
software that performs intended functions

 The FAA accepts use of DO-178B as a means of certifying software 
in avionics

 DO-178B outlines the objectives to be met, the work activities to be 
performed for each objective, and the evidence (output documents) 
to be supplied for each objective

 Objectives are organized into process areas
  Planning
  Development 
  Verification
  Configuration Management
  Quality Assurance
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Dollar$ And $ense: 
Initial cost increase due to DO-178B

+25-
40%

+60 – 
100%
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Efficiency through Automation for DO-178B

Planning Development

• PSAC
• SDP
• SVP
• SCMP
• SQAP
• Standards

PSAC – Plan for Software Artifacts of Certification
SDP – Software Development Plan
SVP – Software Verification Plan
SCMP – Software Configuration Management Plan
SQAP – Software Quality Assurance Plan

Requirements

Verification Data, SQA data, SCM data

Verification, Configuration Management, Quality Assurance

Design Code Integration

SOI#1 SOI#2 SOI#3 SOI#4

• High Level 
Req

• Derived 
High Level 
Req

• Architecture
• Low Level 

Req
• Derived Low 

Level Req

• Source Code
• Exec, Object 

Code

• Test Cases & 
Procedures

• Test Results

Cert. Liason

Inadequate formal plans or not 
following them

Inadequate level of detail and 
process for Reqs

Inadequate or non-automated 
Reqs Mgmt and Traceability 
Mgmt

Excessive code iterations

Lack of automated testing

Improper Tool Qual (too 
much or too little)

Neglecting “Independence” & 
QA Empowerment (“Boss”)

Weak process and checklist management
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ISDP-178

 The Integrated Software Development Process for DO-178B (ISDP-178) is a set of practices 
to help organizations developing products for certification under DO-178B

 The process may be applied to any appropriate development tooling but is specifically 
optimized for the Rational System Accelerator consisting of tools
 Rational Team Concert
 Rational DOORS
 Rational Rhapsody
 Rational Quality Manager

 The ISDP-178 address three primary needs
 Process specification
 Process enactment
 Specific links from the DO-178B standard to process content to aid in ensuring compliance

 By Objective
 By Certification Level
 By Work Product
 By Checklist
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ISDP-178 Process Definition
 The ISDP-178 Process consists of a delivery process composed of a number of best 

practices, including:
 Prespiral Planning
 Developing Requirements
 Defining and Deploying the Development Environment
 Project Control (governance)
 Change Management
 Configuration Management
 Incremental Iterative Development
 High Fidelity Modeling
 Real-time Embedded Architecture
 Collaborative Design
 Continuous Integration
 Verification and Validation
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ISDP-178 Links to DO-178B Standard Content
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ISDP-178 Links to DO-178B Objectives
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ISDP-178 Links to DO-178B Objectives
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ISDP-178 Links to DO-178B by Certification Level
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Tool Qualification for DO-178B  

 Is Tool Qualification Necessary? 

Generally not. Ask these questions:

DO-178B 
process 
eliminated, 
reduced or 
automated?

Is output of 
tool verified 
per Section 6?

No Qualification Needed
N

Y

N

Can an Error 
be Introduced

Y

Can an Error 
be overlooked

Qualify as Dev. 
Tool  

Qualify as 
Verification Tool

Y
Y
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IBM Rational DO-178B Qualification kits available

IBM Rational Solutions: 
• IBM Rational Test RealTime (System Test, 

Dynamic Code Coverage for Level A MC/DC & 
Multiple Decision Coverage, Static Analysis, 
Memory, Performance & Thread profiling 
Analysis, Dynamic Trace Capture, Unit Test 
Automation, Software Metrics, Reporting)

• IBM Rational Logiscope (Static Analysis, 
Dynamic Code coverage for Level A MC/DC & 
Multiple Decision Coverage, Software Metrics, 
Helps in code refactoring and identifying 
duplicate code, Reporting)
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Quality begins with Requirements: IBM Requirements 
Engineering Solution

 Getting everyone on the same page
 Includes suppliers and subcontractors

 Managing scope, plus assessing and controlling the impact of change
 Ensuring end-to-end traceability 

 From ideas, feature definitions, product specifications and models…
 To mechanical, electric/electronic and embedded software implementation, test and maintenance

 Ensuring conformance to contractual agreements
 Demonstrating compliance to regulations such as ISO 26262

IBM Requirements Engineering Solution
Capture • Trade-off Analysis • Validation • Change Management • Traceability • Impact Analysis • Reporting & Metrics • Monitoring

Business Analysis Systems/Product Analysis & Implementation

Test & MaintenanceAnalysisIdeas Implementation
Requirements Definition Requirements Management 
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Safety-Critical Profile in UML for Rhapsody

 Brings together model based systems and software development with safety analysis
 Safety Analysis profile in Rhapsody allows safety analysis to be carried out

 Covers
 FTA diagrams
 Hazard analysis table view
 Constraint table view
 Derived safety based requirements

 Work going on with KVI
 Medini tool
 Safety analysis
 Integrate with Rhapsody and RTC

 Work going on with Inchron
 Safety critical performance test analysis
 Integrates with Rhapsody 
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Automotive Safety Analysis Profile
 Extends the original safety 

analysis profile
 Extended FMEA table into an 

ASIL table
 Captures ISO 26262 specific 

concepts
 SafetyGoal
 SafetyRequirement
 ASILs for elements

 Captures Safety Requirements
 ASIL 
 System/Subsystem 

Allocation
 Requirement type
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Integrate Safety Design into Design from the beginning

Safety Eng.

Requirements 
Eng.

System 
Architect

Safety Analysis:
• Fault Tree Analysis (FTA)
• Fault Means and Effective 

Analysis (FMEA)
• Hazard Analysis

Requirements Analysis:
• Functional and Non-Functional 

Requirements
• Safety Requirements
• Business and Regulatory 
   Requirements

System and Software Design:
• Structural
• Behavioral
• Temporal

•  …
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Model Driven Testing
IBM Rhapsody Test Conductor

Test Execution & 
Test Reporting

Design & Test 
Processes Fully 
Integrated



IBM Software Group | Rational software

© 2011 IBM Corporation 4444

Rational Rhapsody TestConductor integration with 
Rational Quality Manager

 Enables full execution control & management of model based Rhapsody TestConductor 
test cases from RQM

 Execution status (passed/failed) and result reports (Execution Results, Coverage Results) 
accessible through RQM

 RQM can utilize TestConductor execution results to continuously provide transparent & 
up to date QA statistics and QA reports 
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