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Nuclear power projects are complex and sensitive to cost and schedule ......
but have a history of large cost/ schedule over-runs

e Lifecycle average cost/kWh
R SR (relative to base case)
Construction cost 25% under budget 81%
10% under budget 92%
| 25%over budget 120% Il
50% over budget 139%
{;ons_.huclion 1year under plan 94%
timeline | 1 year over plan 109% |
2 years over plan 116% ) Timeline Budget i
n - Site/Supplier Reasons cited
Time to ramp up ?o 1vyear earlierthan plan 98% Original | Current | Original | Current
fabec,‘_.‘:ry -state service | o ar later than plan 103% Olkiluoto, 2009 | 2012 | €3Bn | €45Bn ||+ Unrealisticforecast (5
> later th | 107% Finland - years)
years fater than plan (new) / » New technology (EPR)
Areva / » Contractorexperience
Figure 3: Impact of Key Construction and Start-up Variables on Nuclear Power Economics® / * Execution flaws (e.g.,
/ welds, coolant pipes)
“From this model we see that total construction cost is 7/ / . rfguorggsapable
arguably the key factor, and that even a modest cost over-run : 2001/02 | 200304 | $118 | $3-4 B+ Project management
(10-15%) could erase the cost advantage over competing fuel —~ da capability
sources that a business case would have indicated.” fg:f} = Complexity
Lungmen, 2009/10 | 2011/12 | $68B $79B || - Componentdelivery/
Taiwan installation
_ ) (new) « Political factors
Cost over runs continue to climb GE | (approvals)

Figure 4: Nuclear Project Cost / Schedule Over-run Examples

* Source: Power Gen 2010: ‘CAN UTILITIES DELIVER NUCLEAR CONSTRUCTION PROJECTS ON-TIME AND ON-BUDGET?
Authors: Kish Khemani and Neal Walters with AT KEARNEY.
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Operational plants are facing increasing regulatory challenges
- Compliance efforts are manually-intensive and time consuming
- Cost of outages can run into millions of SUS per day

NRC To Investigate Safety Valve Incident At Shearon Harris Plant.

The Raleigh (NC) News & Observer (5/7, Murawski) reports, "The Nuclear Rpavlatan:

Commission has launched a special inspection to figure out why a pair of sa| |awmaker: San Onofre won't restart until safety operations are

failed to close last month at the Shearon Harris nuclear plant when the Wak . : : . - )

was shut down for refueling." Four "NRC inspectors will spend the week revi asslured. Sou.thern.Callfornla. Edison officials Yvont restart the San Onofre
lear plant in California until the safe operation of the plant is assured,

NRC: Concrete concern is an issue for N.H. plant relicensing b. Dana Rohrabacher, R-Calif., said after touring the facility. The plant
NextEra Energy's bid to extend the operating license of its Seabrook nuclear | peen offline since January because of steam-generator problems.
plant in New Hampshire hinges on the company’s handling of concrete ey all have families near the plant, so they're not going ... to do anything
degradation at the facility, said Chris Miller, the Nuclear Regulatory but the public at risk," Rohrabacher said.

Comm|SS|on s director of reactor safety The company needs to pinpoint the Jose Mercury News (Calif.)/City News Service (free reqgistration) (5/4

l®)

* HOME FAQ | GLOSSARY | FACILITY LOCATOR | WHAT'S NEW | SITE HELP | INDEX A-Z | CONTACTUS | BROWSE ALOUD = EMAIL UPDATES
H Dommlon shareholders defeat safety-review plan
9 Dominion Resources' shareholders defeated New York Co / ‘
. N ¥
—| proposal for the company to reassess its nuclear-safety pra

more than 2 million shares in the company, said that last yelll i son }

the East Coast prompted the shutdown of the company's N " R s

Virginia, and federal regulators later determined that the ing NUCLEAR NUCLEAR T R—— TS

REACTORS MATERIALS WASTE SECURITY INVOLVEMENT

Swiss nuclear plants clear EU-ordered stress tests

All of Switzerland's nuclear plants have passed European
Union-mandated stress tests for such facilities. The plants
had shown "high safety margins and strong robustness" and

rgi' DIGITAL 18C KEY ISSUES Home > About NRC > How We Regulate > Research Activities > Digital IBC > Key lzszues > Cyber Security

S e Cyber Security in Digital Instrumentation and

Contrel Reom Communication Systems

. . . " Controls

4 Japan nuclear plant is susceptible to accident, official says Cenirol Room Human Factors .

" . . . = n this page

N Chubu Electric Power's idled Hamaoka nuclear plant in o

|| . . . . . . Risk-Informed Reguiat » Background
Sh!ZUOka’ Japan IS_ at rISk Of a major nUCIear a_cc:ldent’ Sald S = 10 CFR 73.54, "Protection of Digital Computer and Communication Systems and Netwarks”
ShlZUOka GOV. He|ta KaWakatSU. Chubu EIeCtnC S Safety - + Regulatory Guide 5.71, "Cyber Security Programs for Nuclear Facilities™
measures fOI' the plant are "inadequate " KaWakatSU Said i + Regulatory Guide 1.152, Rev. 3, "Criteria for Use of Computers in Safety Systems of Nuclear
’ ’ Power Plants”

add|ng that he W|” nOt permit ItS restart until the Ut|||ty £ . » Cooperative Agreements and Research

resolves the used-fuel-disposal issue.
The Wall Street Journal/Dow Jones Newswires (4/25)



http://mailview.custombriefings.com/mailview.aspx?m=2012050801nspe&r=3490617-43ec&l=001-9f3&t=c
http://r.smartbrief.com/resp/dDvDCczKjeCdgKkxCidanWCicNRXkp?format=standard
http://r.smartbrief.com/resp/dDeiCczKjeCdeDfRCidanWCicNzCJg?format=standard
http://r.smartbrief.com/resp/dDeiCczKjeCdeDfRCidanWCicNzCJg?format=standard
http://r.smartbrief.com/resp/dEluCczKjeCdiLjYCidanWCicNKaaN?format=standard
http://r.smartbrief.com/resp/dEluCczKjeCdiLjYCidanWCicNKaaN?format=standard
http://r.smartbrief.com/resp/dDaWCczKjeCdemtOCidanWCicNAmIZ?format=standard
http://r.smartbrief.com/resp/dDaWCczKjeCdemtOCidanWCicNAmIZ?format=standard
http://r.smartbrief.com/resp/dCzCCczKjeCddYhbCidanWCicNkzBf?format=standard
http://r.smartbrief.com/resp/dCzCCczKjeCddYhbCidanWCicNkzBf?format=standard
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The tight coupling and complex interactions in nuclear plants makes them
prone to “systems risk”

INTERACTIONS
Linear <= lex
S Dams -
T o - ; Nuclear plant
Powergrids ! Alrcra.ft
F . » =)
= = Marine transport ! Chemical plants
o i i
g Railtransport : Space o
g .- o
3 Airways E Military early-waming
< 1 e e
=
= Juni lie e.
ior
o Ty Military actions
o e o
Trade schools :
i ©Mining
(@] ' &
J, Most manufacturing - f'"ﬂs
= o : L
3 Post Office | b

Figure 9. Systems that must manage complex interactions and high coupling are more prone to accidents.
Space missions are among these high-risk systems.

The growth in complexity leads to growth in risk.
Operators need to take a systematic approach to managing the risk.

Source: Final Report: NASA Study on Flight Software Complexity, Commissioned by the NASA Office of Chief ﬁ
Engineer, Technical Excellence Program, Adam West, Program Manager (2009) N
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Combination and permutation formula illustrates the complexity

n! n n!
rlln—r) \r (n—r1)
where n is the number of things to choose where n is the number of things to choose
from, and you choose r of them from, and you choose r of them
(No repetition, order doesn't matter) (No repetition, order matters)

Combination

242519269720337000000000
2.E+23

Permutation
3761767332187390000000000000000000000000000000000
4 E+48

100 n
25r
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Additional challenges are being driven by the transition to digital
Instrumentation and Controls (I1&C)

Diversity and defense-in-depth and protection against common-cause failures
Self-diagnostics within a digital I&C platform

Communications between safety and non-safety channels

Highly-integrated control rooms

Qualification of safety system platforms

Software verification and validation (V&V)

Software quality

Cyber security

Configuration management

Probabilistic Risk Assessment (PRA) for digital systems
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Challenges

1. Requirements grow and change at rates in excess of 1 percent
per calendar month.

2. Few applications include greater than 80 percent of user
requirements in the first release.

3. Some requirements are dangerous or “toxic” and should not be
included.

4. Some applications are overstuffed with extraneous features no
one asked for.

5. Most software applications are riddled with security
vulnerabilities.

6. Errors in requirements and design cause many high-severity
bugs.

7. Effective methods such as requirement and design inspections
are seldom used.

8. Standard, reusable requirements and designs are not widely %Iﬁ?ﬁﬂ
available.

9. Mining legacy applications for “lost” business requirements
seldom occurs.

10. The volume of paper documents may be too large for human
understanding.

N
y Capers Jones /:_{.. gb
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We have seen value in implementing a better collaboration platform
across the ecosystem

Owner

Operator
Major EPC -
Equipment & Engineering
Systems Procurement

Suppliers Construction

Change in one area ripples
across the other areas

All participants must be

synchronized during the plant’s
: : life, from conception to

Oversight bodies L. .

Integrators decomm|55|0n|ng

ISV’s and Regulators and

Systems

Associations
And

Academics
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Effective, comprehensive, and well-integrated requirements management
is often chosen as a place to start

Requirements Areas

Dependency _ . :
- Requirements & Configuration
Traceability Management

Impact

\ NN
NN
\ ~
C

\
4 ~
ooling,

The relationships become difficult to manage as well as the change - a solid and integrated
platform is needed gﬁ
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Effective requirements management is a foundational element that
needs to needs to be addressed from proiect conception

Virt

Physical Plant

e c ¢ c 0 c ¢
New Build tract Commissioning Maintenance Regulation change |Decommissioning
Opportunity M : ement Manage f . Srl]mulatet . » |Equipment Design
CesreErTE Issuing B ‘I’ . |changes to 4; Maintaining a @ Working Q
contracts O [commissioning *@ procedure. 7 | valid - | within
EPC's. Process configuration regulations
Managing Z ol Optimisation ST
deliverables Efficient Llcclense
handover of rich o Maintenance Decommission
ormation Keeping the by Area f., !
ERR Integration license up to h
ll\,/llal \ee date Process Planning
anni
Document Mgt Performance Simulate the
Capture and D09ument S Reporting de-
) maintenance
Engagin associate " |procedures
g g g project data (eg %
Suppliers safety case) e . C U AU C 1 C C adVE
| RFEX
ssue of or up to 100 ye
Concept
Evaluation i ~ nuclear f
' 1S Benefit of 3D Jg
Process Simulation DTS
‘ v

Requirements Management (RM)
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Text-based approaches introduce risk into the system and project but that

is the norm today.
E Advanced step :'

Method Requirements Completeness Requirgmerits Defects per
ction Point

Dynamic Modeling

Quality Functional Deployment 96% Q.25

Requirements Inspections 95% 0.10

Use Cases 80% 0.80

Energy Legacy Applications 70% ~— 0.20

Prototyping 62% \L (Interim step

Information Requirements 57% 1.00

Gathering

Normal Text Documents @ 1.10

\iStandard procedure:|
toda
i N

Requirements Methods (Capers 2010) ‘»
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Nuclear customers are moving forward with this approach

) Bnne EERENRETRARAS

PART OF %% @DF ENERGY FPL.

RN
N British Energy @
If%/,l GE Energy

Florida Power and Light

GE- FOSIVA
Hitachi . Owner
Nuclear | HiTAacHI ) Operator ab
Eneray ‘ ; W Svensk Kérnbrinslehantering AB:
Major EPC - t=2
SIEMENS Westinghouse_ Equipment & Engineering

Systems Procurement
e NUSCALE .
-’.'“POWE R Suppliers Construction

US DOE - Waste Isolation
Pilot Plant

US DOE - National Nuclear

b . Security Administration
9N Sl Regulators and o,
Systems . . *  US Nuclear Regulatory
e D F ‘ SACEEREEEES] 8% ¢ Commission (NRC)

@ Integrators
LOCKNEED lljlli"l'l'll f

All Russian Scientific Institute
@ SRNL

SAURMNAH RIVER NATIONAL LABORATORY

We Put Science To Work

ﬂ
Associations 7& AECL mf_llduho Nafional Laboratory

And
i 908 ﬁ)sAlamos
@ raablg;z?(lyries M NATIONAL LABORATORY

National Laboratory

NUCLEAR ENERGY INSTITRTE

Academics

EST.1943
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A REQUIREMENTS MANAGEMENT SYSTEM FOR A SPENT NUCLEAR FUEL REPOSITORY Eﬂﬂ

Svensk Kérnbranslehantering AB

Lena Morén and Asa Olson, SKB
Swedish Nuclear Fuel and Waste Management Co, Box 250 SE-101 24 Stockholm
Lena. Moren(@skb.se

The operation and construction of a final repository
facility and repository for spent nuclear fitel is regulated
in Swedish laws. To support the development of a
repository design in conformity to the regulations SKB
has developed a requirements management system (RMS).
The RMS shall make the basis and motive for the design
traceable, facilitate system development, understanding
and decision making.

In the RMS the requirements and other design
premises are organized in a hierarchy. Each level in the
hierarchy can be regarded as a specification. The highest
level specifies the problem to be solved and the principles
to be applied in the design, and the lowest level the design
of individual components.

The higher level requirements are based on laws and
regulations and generally accepted safety and radiation
protection principles. The lower level design premises are
based on results from the assessments of the operational
and long-term safety and technology development. The
formulation of concise requirement texts requires both
system understanding and, since the requirements
constitute specifications, choice of design alternative. The
development initiates cooperation between groups and

supports system understanding. o ‘
4
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Design premises

Level 1: Stakeholder requirements

Requirements expressing
basic requirements and
principles for the design.

Sources and level of detail

Customer example

Example

Laws and regulations
Stakeholder demands

Problem to be solved and principles ta
be applied in the design

Levels 2 and 3: System and sub-system requirements

Requirements expressing the
functions the repository and
repository facility shall have to
conform to the objectives and
principles.

Reqguirements expressing the
functions the barriers and
technical systems shall have
for the repository and facility to
maintain their functions.

The post-closure safety of the
final repository shall be based
on several barrier functions
that are maintained through a
system of passive barriers.

Laws and regulations
The KBS-3 method
The spent nuclear fuel

The KBS-3 repository and repository
facility

Laws and regulations
The KBS-3 method
The spent nuclear fuel

The engineered and natural barriers
The technical systems

The final repository shall
contain the spent nuclear fuel
and isolate it from the
environment at the surface.

The canister shall sustain the
containment and withstand the
mechanical loads that are
expected to occur in the final
repository.

Levels 4 and 5: Design requirements and reference design

Requirements expressing the
properties and parameters to
be designed and the terms
they shall fulfil.

Other premises for the design

Premises for the design from:
- the safety assessment,
- the other barriers,

- the production and operation

The required functions and results
from the safety assessment, research
and development

The componentis of the engineered
barriers and their properties
The layout and properties of the
underground openings
The components of the technical
systems

The compression yield
strength and the dimensions
of the insert shall be such that
the copper shell remains tight
with respect to the largest
expected isostatic load.

Largest isostatic load 45 MPa
= max. swelling pressure +
max. groundwater pressure.

Figure 1 The hierarchy of design premises in SKB'’s RMS with an example.

Kérnbranslehantering AB
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Svensk Kdrnbranslehantering AB

DESIGN PREMISES VERIFICATION AND VALIDATION
Problem
Stakeholder ITIER Approval of
requirements 4+— Dessign principles +— S

Scope and limitations
- Assessment of

System K%S_i;igos:‘z)gi tand operational and
requirements P ry y long-term safety

— «—
Sub_—system Engineered barriers asssef:r?lrgnts
requirements Systems in the facility
Desgn— — — T — — X === —_—_————_——————
: Design Desian of " Analysis and
Constraints 4| requirements esign of components calculations
Spent nuclear fuel _ <+ <+
Site characteristics Design Produced components -
Design basis cases specification
Des_'?“ b_asm ever_lFs Method Methods for production Qualification of
Actvities in the facility specification l and inspection I methods

Figure 1. SKB's version of the V-model with the requirement hierarchy, the constraints, the specified issues and the
verification. The black arrows illustrates links in the RMS. For the verification lighter colour illustrate design phases
and darker construction and operation phases.




innovate

Next 3 NOW!

e Customer example

FOS5IvA

VAHA

Requirements Management System
for the Final Disposal of the Spent Fuel

May 10, 2012
Posiva Oy
Juhani Palmu

Juhani Palmu
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VAHA Project - the requirements related to the
geological disposal of spent nuclear fuel in Finland

FOS5IvA

VAHA Project

VAHA — vaatimustenhallinta — requirements management

= The aim of the project is to design and implement a systematic
process and an information system to manage the

e requirements related to the geological disposal of spent

== i ' nuclear fuel in Finland.

n POSIVA

I FPOSIVA

Y

Juhani Palmu
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VAHA Project, System Structure

Level 1 - Stakeholder requirements

FOs5IVA
Level 2 - System requirements

Level 3 - Sub-system requirements

Level 4 - Design requirements VAHA Project, System Structure
lDUﬂR'S Database: /1 - YAHA - DOORS
Level 5 - Design specifications A MR e
g P (Emos C (B 28 o=
Favoites: [ =] Location: [/1-VAHA =l
. = & DOORS Database Name [ Type [ Description [ Dele
Constraints BT v 2 Concepts and Intrctions Folder
(] Concepts and Instructions (B2 Constraints Folder
-] Constraints (L1 Stakeholder Folder Lavel 1 - Stakehokder Requirsments
-0 L1 Stakeholder L2 System Folder Level 2 - Functional Requirements
4 ;_:: ::5 gﬂmlm (L3 Subsystems Folder Level 3- Subsystem Requirements
5 0 L45 Design CIL45 Design Folder Level 445 - Design Requirements and Specifications
@ (@ 2 - Reference Envs
-8 3-Sandbox
nPoOsivAa Juhani
| | 1|
[ [Usemame: JHUP |User type: Database Manager 4

nrFosivA Juhani Palmu
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VAHA Change Management Process

FOS5IvA

| Fequiremnent
I > Approval

Requirement >
Priorisation

Fequirement Approval

T

Reviews and

]

] I
] 1
] |
] 1
] 1
] 1
] |
] 1

' ! comments
-
| I
s ' |
Change » | Fequirement Requirement ! 1
Proposal 7| checking Conflict ' |
P
, 4 Lo
] 1 ]

v 1 * ........ bt : Change
' Activation in
Reviews and VA TIA

reports

Requirement

change*) or
change proposal

*) Change = additon, deletion or
content change

nFFoOsivAa Juhani Palmu
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Customer example

Why Westinghouse Electric Company chose DOORS

The Importance of a
Requirements Management Program
to Westinghouse \

» Customers expect their contractual requirements
to be met by our products and services

 Nuclear regulatory requirements must be met
by our design

» Standards & certifications must be in compliance

» Our products/services must meet these
requirements before we can be paid

T ” . . If don't k
+ “Change” happens — we use DOORS functionality "rere youare.
to manage the change for us going....
how will you
. k
DOORS connects requirements to test cases and test Whennﬂ, get
results there?

DOORS provides the ability to hold online document
review process
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Westinghouse’s collaborative example
- Collaborating among ecosystem partners for new-build design work

Instruments
(IL)

ZE! E:! Construction &
/ \ nt Fipmg and Engineering

WEC  WEC
(CT)  (CA)

(PA) K
Primary (PA)

\Adm'n

Westinghouse

Owner-
Operator
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US Department of Energy (DOE) - Yucca Mountain Repository

Develop a national site for spent nuclear fuel & high-level radioactive waste storage.
Project lead by a consortium of government contractors, URS Corporation, Shaw Corporation and Areva Federal
Services LLC.

The program used Rational’s DOORS product to develop an extensive requirements
database to track and manage an extremely broad range of program and regulatory
requirements ranging from US CFRs to Contract Requirements.

" oo, =l

{ K1 DOORS Test and Training Environment: /LL Requirements Areas/LL EM - E

I gt [ FEE &L
§ Favorites | [s| § Locstion [AL Requiremnts £ HaE

=

| &% ey ef @
= [J DOORS Test and Training Environment - N
| =@ Administrative Tools % i dh qF = T AL 3l ]
| = B})\(aLnga Proposal System U] Objsct Type Appicabity | mplemert| Comments .
: L3 DXL Scrpts “acy  * Requie  Applicable  Yes  Responsibility for on falls under Business Operations. Cumrently LL staff
Link modules ! !
| ment Now ‘have roles responsibilities in the event of an emergency.
| Templates L
| (3 ZZZ tems pending acceptance LL developed ESH-PLN-001 and ESH-PRG-001 and supporting desktops. These are
i 28 Controling - Implementing Mechanams loeatod on ot under B 4 Resp
. @ Requirsments - DOE INFORMATION CENTER. ¥ Requie  Apphcable  Yes Responsibility for ion falls under Business Operations.
| & Requirements - Lead Lab N ment Now
1
H = @ LLCFR - DOE Guidance Centract-Frocedure Orders Requirements 7016, INDIVIDUAL RESPONSE TO INCIDENT,”, Require  Applicable  Yes Limited Applicability.
| 3 Lead Lab - Code of Federal Reguiations CCIDENT. OR EMERGENCY ment Now 2.0 Note - Lead Lab reports incident to OCRWM Science Division
[ [ Lead Leb - DOE Guidance-Contract requirements for the Ly~ pp.N_CRW-EM-000001. EMERGENCY ¥ Require  Applicable  Yes SNL on pg 3 - maintains docs to implement this Plan_Implementing or "in lieu of”
1 e e Ll Lead Lo - DOE Procedures Policies Onders | __ MANAGEMENT PLAN ment  Now Mechenism- ESE-DSK-001 ESE-DSK-002 ESE-DSK-003 ESE-DSK-004 ESE-DSK-005 EI Y Iergency Mgt
| a3 T3 - GAND ESHPLN.001 ESH-PRG-001. &
& LL Requirements Areas I L
a LL DC - Document Centrol fl ‘LL SA Requirements’ current 0.0 in /LL Requirements Areas/LL SA - Safety and Health (Formal module) - DOORS ==l <]
| I 3 LLOM- Data Maragement T R R
1 {5 LL EM - Emergency Managsment | ce e o Descussions User Help
| [ LLFI- Financial Management H&E | =E FaErEFwd e =i =i @
[ LLGM - General-Business-Organizational Management I o 2 28 o7 2 7 A
I B LU Fod e Etren View | mplementation Status [o]|[areves [w] |0 & FoF £ EH T A% 3
3 LLIT- Information Technalogy | Lead Lab Safety and Health Requirsments 1] bisct Type: Appicabity | implem| Commerts | [t
| I [3 LL LE - Legal and Risk Management ~Worker Safety and He SEram equirement Xpplhcable  Yes  Implemented via SNL's NNSA-approved WSHPP (331) program (Doc PG/1;
3 LLLS - Licensing I Now
| I (3 LLPA - Peformance Assessment - Confimation CPR400.1.1.41_ Safety Basis Manual ¥ Requirsment Applicable  Yes  Compilation of all former individual ES&H Safety Manual Sections, supplements. and
| [ LLPM - Property Management I Now Safety Basis Level 3 documents
I {3 LL PR - Procursment Guidance Letter - OCS:JRD-0432 - Ranch Control % Requirement Applicable  Yes RMRI-0040
(3 LLGA-Qualty Assurance I Operation and Guidance Response letters for Worker Now
[ LLRM - Records Managemert Safety and Health Program Plan (WSHPP) - 10 CER 851
I 31 LLRQ - Requirements Management
I [ LL SA - Safety and Heatth I
i [ LL S - Scientfic Investigation OCS-JRD-M432 st OCS-JRD-0432 st S f t d H th
E 3 LL S¥ - Safeguards and Security I 106-05-08¢65 2 Dirsctive are y an ea
L S = i
| = @ LL Sefimposed and Comporate Requirements
1 [ Lead Lab - Self4mposed Requirements
i [ Lead Lab - SNL Corporate Policy-Procedurs System —lsemame: Administrator _ Fxclusive edit mode
[ LL SKL Comporste Impiemerting Mechanisms "L SY Requirements’ current 0.0 in /LL Requirements Areas/LL SY - Safeguards and Security (Formal module) - DOORS e n ==
- Reaurements - Mand O : - -
{31 Contract Requirsments File Edit Wiw Insert Link Analysis Table Tnnjs Discussions User Help
) = & Intemal Constraints HaE ER==Y g & X bR & X af & g
[ Determination of Importance Evaluations View ) ;8@ oF 3 7, A
B Raceinton Gurdanes hereamenns iew [Implemertation Statvs ]| [Allevels [w] ¢ g @ 5 T 2 F T 4240 4
[ Achived Regulatory Guidance Agreemerts Lead Lab Safeguards and Securty Requiements 1| Obiect Type| Applicabiity | mplemer] Comments .
[ Technical Reports 155100.4.1, Control Access by Foreign Nationals to Unclassified DOE Information, &, Requirem Applicable Yes  RMRI-0034 S f g d & S ty
3 Requiremerts Areas Programs, and Technol and SNT. Sites ent Now Formerly CPR400.3.5, Foreign aieguards ecuri
Usemame: Adminisirator Exclusive edil mode
< —Z R i
[ e e 1
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Summary

The challenges facing the nuclear community continue to rise
The introduction of software-based 1&C is one of the key drivers

There is a need for more effective collaboration and
synchronization amongst all parties is the ecosystem

Better collaboration is achievable through the use of existing
integrated, scalable, and battle-tested IT platforms
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