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Agenda

Business-driven Software Quality Management Direction

Balancing Competing Factors / Breaking the Iron Triangle

Strategy for Software Quality Management
Continuous / Automated / Governed

QM in Action – what does it mean & how is it done

Security & Compliance – a new kind of software testing

Case Study
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Software project failures impact 
the bottom line

Software is becoming the 
force behind Innovation

The business reality of effective software and systems delivery

Software related downtime costs 
industry almost $300 billion annually. 
Only 34% of software project succeed

Large aerospace company
Non-compatible software at different 
factories  resulted in a  $6.1 billion profit hit 

Large automotive manufacturer
Software defects causing cars to stall at 
highway speeds effected 75,000 cars

Medical device company
A serious software problem leads 
manufacturer to recall 42,000                                  
defibrillator devices distributed worldwide

NASA Wavefront Sensing and Control 
software (WFSC), will allow the Webb 
telescope to adjust its 18 hexagonal mirrors

DaimlerChrysler
“Innovation drives our company and is the 
key to the worldwide success of 
DaimlerChrysler.”

USA FDA
Medical technology innovations will transform 
the health care and revolutionize the way 
treatments are administered

Business process & product 
innovations represents majority of 

new requirements levied on IT
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The test market is changing... 
Test is evolving into quality management
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Organizational, Environmental & Cultural Impacts in the SDLC
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Testers

Developers

IT Executives

Business 
Analysts

Testing
Testers identify

defects in
developer’s

code

Automated SW Quality
Testers validate applications

will perform as required 
in production. Automating 

tests and monitoring
production results

Quality Management
Testers work with Business

Analysts and Security Officers
to ensure applications

meet business objectives, 
establish requirements

and validate user demands
to achieve business &
production objectives
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Quality management drivers 
Balancing competing factors in software delivery

Quality management focuses on three strategies to achieve 
process predictability; Continuous, automated, and governed

Quality Management 
GOAL

Coordinate efforts 
of all software team 
members to deliver 

quality applications that 
are fit for use, 

on time and on budget

Resources

Schedules

Features

Developer

ModelerSecurity

Deployment 
Manager

Analyst

Manager

Tester
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Quality management strategy 
Continuous process, powered by automation to govern software delivery

Continuous 

Continuous, comprehensive, 
and collaborative quality 

management throughout the 
lifecycle reduces costs and 

improves credibility

Automated Governed

Automating workflows across 
business processes by 

streamlining and eliminating 
redundancies to improve 

return on investment

Moment-by-moment 
grasp of software quality 

and project metrics 
for immediate 

corrective action

Extending the reach 
of quality management
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Quality management in action 
Continuous process, powered by automation to govern software delivery

Enabling 
Infrastructure

Process
guidance

Workflow
control

Automated
buildDeveloper

DesignerSecurity

Deployment 
Manager

Analyst

Manager

Tester

Security and 
Compliance Validation 

Security and 
Compliance Validation

Business Model 
and Requirements 
Business Model 

and Requirements

Code Analysis
Unit Testing 

Web Service Testing 

Code Analysis
Unit Testing 

Web Service Testing

Functional Testing 
Performance Testing 
Functional Testing 

Performance Testing

Build Deployment 
and Monitoring 

Build Deployment 
and Monitoring Architecture 

& Design 
Architecture 

& Design
Project 
Delivery 

Governance 

Project 
Delivery 

Governance
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Impact of Continuous Lifecycle Quality Approach 
Automated and Integrated processes improve time-to-delivery

Rework

Rework

Requirements
4.5 Months

Design
6.6 Months

Code
8.8 Months

Test
9.4 Months

CMM 
Level 1

Requirements
4.0 Months

Design
6.0 Months

Code
6.8 Months

Test
3.75 Months

CMM 
Level 3

Note: CMM Level 1 organizations spend 30%+ of project dollars on testing.
CMM Level 3 organizations spend 15%.

A clear testing strategy & efficient 
testing processes can result in 
spending 50% less on testing 
costs and 20% improvement 
in development productivity!

Early, iterative testing delivers 
80% less defects to production, 

resulting in significantly less 
rework and 

45% more overall productivity!
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The Application Development Lifecycle 
The role that Quality Management plays in the lifecycle

Requirements
Product Marketing/Mgt

Development
Architect/Developer

Testing
Test Practitioner

Production
Production/Delivery

Capture
requirements 
that best serve 
your customers

use cases that 
describe the 
business logic

Produce
best code that 
implements the 
identified 
requirements & 
business use 
cases

Ensure
quality of the 
code that is 
dictated by the 
application use

Deliver
best application 
production 
service possible 
to your 
customers

Key QM Considerations
Market pressures to decrease the time to verify quality.
Cost pressures to move test to lower cost countries.
Acquisitions of code that is not created in house with unknown level of quality.
Expanded view of quality well beyond traditional defects to security, legal, perf, etc.
Increase popularity in Agile and Virtualized environments.
Desire for overall better Quality.
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The Application Development Lifecycle 
Integration points

Requirements
Product Marketing/Mgt

Development
Architect/Developer

Testing
Test Practitioner

Production
Production/Delivery

Requirement
Management

Build Test
Cases

Test
ResultsDefects

Service
Levels

APARs
RFEs

Final
Image

Product
Limitations

Test
Plan

Iteration 1
Iteration 2

Iteration N

Design
/Model

Requirement
Definition

Show me the 
linkage of the test 
cases to the 
requirements in 
the project.

Use the information 
that was learned in 
the project test to 
help my users (usage 
notes, etc). 

Show me what 
changed in the last 
build so that I know 
what function is now 
available to test.

Show me when the 
project meets my
exit criteria and is 
ready to ship.

Tell me what are 
the best test cases 
to automate in my 
organization.

Business
Use Cases

Use Business 
Use Cases to 
build test assets
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Governed 

Moment-by-moment grasp of 
software quality & project 

metrics for immediate 
corrective action

Quality Management 
Processes and products to ensure quality throughout the delivery lifecycle

Consolidated, real-time project view to 
manage tests, defects & project change 
throughout project lifecycle

Global project coordination

Configurable, enforceable process 
workflows to ensure compliance

Traceable, auditable relationships between 
development, test and project artifacts

Data collection and analysis to provide 
information for decision making
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Governing the Project with Unified Metrics

Budget Status 
from RPM

Defect Glide Path 
from ClearQuest

Testing Status 
from CQTM

Requirements Volatility 
from RequisitePro

Code Churn 
from ClearCase
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Assurant Health 
First Rational powered project completed on time and 30% under budget

“Information is one of the biggest benefits I see. With IBM Rational tools, 
we have more information about the projects we are being asked to develop." 

David Steingart, IT Manager Assurant Health

Scope management 
problems from uncontrolled 
requirements

Lack of project metrics 
visibility

Reliant on inefficient 
manual process 

BenefitSolution

Clear communication 
between all team members 
throughout at every stage 
of the lifecycle

Clear view of project status

On time and under budget 
project delivery

Requirements management

Visual modeling

Test automation

Workflow automation

600 IT professionals across 
3 states implemented:

Problem
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Application Security is a Serious Quality Threat

Web applications are the #1 focus of hackers:
75% of attacks at Application layer (Gartner)
XSS and SQL Injection are #1 and #2 reported vulnerabilities (Mitre)

Most sites are vulnerable:
90% of sites are vulnerable to application attacks (Watchfire)
78% percent of easily exploitable vulnerabilities affected Web applications 
(Symantec)
80% of organizations will experience an application security incident by 
2010 (Gartner)

Web applications are high value targets for hackers:
Customer data, credit cards, ID theft, fraud, site defacement, etc

Compliance requirements:

Payment Card Industry (PCI) Standards, GLBA, HIPPA, FISMA,
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Desktop Firewall IDS/IPS Web Applications

Manual Patching
and Code Review

The WEAKEST Link: 
Web Application – last layer of defense

SQL 
Injection

Cross Site 
Scripting

Pattern- 
based Attack

Web Server 
Known 

Vulnerabilities

Parameter 
Tampering

Cookie 
Poisoning

Port 
Scanning

DoS

Anti- 
spoofing

SecuritySecurity
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Security Testing Within the Software Lifecycle

Build

Developers

SDLCSDLC

Developers

Developers

Coding QA Security Production

Tivoli &
GBS/ISS

Rational
Watchfire
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IBM Rational AppScan 
Assess and remediate security vulnerabilities

Automates security testing and 
execution as part of the normal 
QA run

Integration with IBM Rational 
ClearQuest for defect entry 

Delivers real-time training on 
secure testing and coding 
techniques
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IBM Rational Policy Tester 
Compliance capabilities to proactively reduce risk and improve accuracy

Improves the speed and accuracy of your privacy 
audits by automating manual processes 

Faster remediation of privacy issues to maintain 
compliance and foster customer confidence 

Consumer Data Privacy
Improve the accuracy and reliability of online privacy 
assessments 

eGov Compliance
Identify Office of Management and Budget compliance 
risks and increase the efficiency of agency governance 
procedures for compliance 

Banking Compliance
Verify that website language and images comply with 
federal consumer protection requirements
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Continuous 

Continuous, comprehensive, 
and collaborative quality 

management throughout the 
lifecycle reduces costs and 

improves credibility

Automated Governed

Automating workflows 
across business processes 

by streamlining and 
eliminating redundancies 

to improve return on 
investment

Moment-by-moment grasp of 
software quality & project 

metrics for immediate 
corrective action

Quality management 
Processes and products to ensure quality throughout the delivery lifecycle

DeveloperModeler SecurityDeployment 
ManagerAnalyst ManagerTester

Write codeModel 
architecture

Security and 
Compliance

DeployAnalyze 
business 

needs

ManageFunction and 
system test
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Case Study – Ingenuity & Commercial Union & IBM = Success

IBM Business Partner Ingenuity
Experienced Quality Management business partner
Excellent Track Record of Delivering IBM Rational Quality Management Solutions
Follow the Continuous, Automated & Governed Best Practices

IBM Customer Commercial Union
High Profile Insurance Company
Aggressively Short Time to Market
Need to Comply with Governance Issues
Historically Suffering from Quality Problems
Having to Meet a Very Challenging Release Cycle

Quality Management Solution
Look to begin testing as early as possible
Continue to Test Throughout the Product Life Cycle
Employ Test Automation to ensure Repeatable, Effective & Efficient Testing
Collect, Analyse and Leverage Project Metrics
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Overview of Quality Management Solution

Worked Closely with Customer to Understand Testing Requirements
Reviewed development process and influenced iterative process adoption

Proposed The Use of IBM Rational Quality Management Tools

Designed and Implemented a Comprehensive Performance Testing Suite

Identified Defects Quickly Communicated and Resolved 

Test Suite Maintained and Updated as Needed in parallel with the
Development Lifecycle

Extensive Metrics Collected and Used for:
Assessment of Improvements to Quality of Software Under Test
To Focus Test Effort for Future Test Phases
Implementing Test Process Improvement
Supporting Customer ROI Reporting
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Case Study Results & Lessons Learnt

Product Quality Significantly Improved

Product Downtime Reduced (Eliminated)!

Accelerated Delivery Time (60,000 tests can now be run over 48 hours prior 
to release)

Demonstrable ROI Benefits (based on metrics analysis)

Customer Now Appreciates the Benefits of Early & Frequent Automated 
Testing (and has modified development process as a result)

Future Customer Projects Will Adopt the Same Approach

“Our Biggest Source of New Business if from Satisfied Customers 
& Their Competitors” Simon Mills, MD Ingenuity
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Summary

In a Very Challenging Commercial & Regulatory Environment, Companies 
can Succeed or Fail on their Ability to Deliver New Value to Their Customers, 
While Meeting Compliancy Requirements

The IBM Rational Quality Management approach promotes a Continuous, 
Automated and Governed Approach to Ensuring Business Success

Using these Best Practices, IBM BP Ingenuity works with their Customers to 
Improve their Development & Testing Approach – driving Customer Success

The Continuous, Automated and Governed Approach to Quality Management 
is not an Abstract Concept, but a Proven Best Practice that Delivers Tangible 
Benefits
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Visit www.ibm.com/rational/rsdc for more information

IBM Rational Software Development Conference 2008
June 1 – 5, 2008; Orlando, Florida

Over 3,000 customers and partners
Over 300 sessions – 14 tracks 
Executive Summit 2008
3- and 5-hour Technical Workshops
Access to IBM Engineers 
and IBM Research

Keynotes with industry-leading experts
Exhibit hall showcasing complimentary 
product and services
Unlimited networking opportunities
IBM Solution Center
Interactive Birds-of-a-Feather Sessions

CONFERENCE HIGHLIGHTS:

Over 3,000 customers and partners
Over 300 sessions – 14 tracks 
Executive Summit 2008
3- and 5-hour Technical Workshops
Access to IBM Engineers 
and IBM Research

Keynotes with industry-leading experts
Exhibit hall showcasing complimentary 
product and services
Unlimited networking opportunities
IBM Solution Center
Interactive Birds-of-a-Feather Sessions

CONFERENCE HIGHLIGHTS:

http://www.ibm.com/software/rational/rsdc
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or feature availability in any way.  IBM, the IBM logo, the on-demand business logo, Rational, the Rational logo, and other IBM products and services are trademarks of the International Business 
Machines Corporation, in the United States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Learn more at:

IBM Rational software
IBM Rational Software Delivery Platform
Process and portfolio management
Change and release management
Quality management

Architecture management
Rational trial downloads
Leading Innovation Website
IBM Rational TV
IBM Rational Business Partners

http://www.ibm.com/software/rational
http://www-306.ibm.com/software/info/developer/index.jsp
http://www-306.ibm.com/software/rational/offerings/lifecycle.html
http://www-306.ibm.com/software/rational/offerings/scm.html
http://www-306.ibm.com/software/rational/offerings/testing.html
http://www-306.ibm.com/software/rational/offerings/design.html
http://www.ibm.com/developerworks/rational/downloads/?S_TACT=105AGX23&S_CMP=RCD
http://www-306.ibm.com/software/rational/leadership/
http://www-306.ibm.com/software/info/television/index.jsp?cat=rational&media=video&item=en_us/rational/xml/M259765N40519Z80.xml
http://www-306.ibm.com/software/rational/partners/
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