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= Motivations for Secure Application Development
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= Rational solutions
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Avoiding the Headlines...

Ap Associated Press
Visa, Amex Cut Ties with CardSystems

July 19, 2005 -- Visa USA Inc. and American Express Co. are
cutting ties with the payment-processing company that left 40 million
credit and debit card accounts vulnerable to hackers in one of the

S Al e e T e R U biggest breaches of consumer data

Jan 18, 2007
Massive Security Breach Reveals Credit Card Data

The TIX Companies, a large retailer that operates more than 2,000 retail stores under brands

such as Bob’s Stores, HomeGoods, Marshalls, T.J. Maxx and A.J. Wright, said on Wednesday
that it suffered a massive computer breach on a portion of its network that handles credit card,
debit card, check and merchandise transactions in the United States and abroad.

e MeGrousMill Campanies THE WALL STREET J(]URNAL.
B 3 k BJ's Settles Case with FTC over Customer Data
usmess ee FTC alleges weak security at wholesale club led to fraudulent sales valued in the millions

JUNE 17, 2005 -- After credit card data for thousands of customers was used to make
fraudulent purchases in other stores, BJ's Wholesale Club Inc. has agreed

CNBC's Easy Money

BusinessWeek uncovers that the cable channel's own design flaw
may be behind the investigation into its million-do llar stock-

picking con

Axcess News USDA admits data breach, thousands of social
security numbers revealed

Thursday, 17 April 2007

(AXcess News) Washington - The US Department of Agriculture (USDA) admitted that a security
breach allowed social security and other personal information of over 63,000 recipients of federal
farm loans be made available on a public website in violation of Federal privacy laws.
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Motivations for Secure Applications

Web applications are the #1 focus of hackers:
XSS and SQL Injection are #1 and #2 reported vulnerabilities (Mitre)

Most sites are vulnerable:
90% of sites have security issues (IBM)

78% percent of easily exploitable vulnerabilities affected Web applications
(Symantec)

Web applications are high value targets for hackers:
Customer data, credit cards, ID theft, fraud, site defacement, etc

Compliance requirements:
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Phases of Application Security Maturity

UNAWARE CORRECTIVE BOLT ON BUILT IN
A PHASE PHASE PHASE
| 10 %
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Duration 2-3 Years Time
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The need to scale

Corrective Bolt-On Built-In
Phase Phase Phase

Development
# of Team
people
involved

Development

QMO5



IBM Rational Software Development Conference 2008

I
1
I
-l
T
"

Cost Benefits of Early Detection

Customers
In the Field
15X
System/Acceptance
Testing

Source: IBM Systems Sciences Institute
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Ingredients

= People
= Tools

= Process/Governance
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People

= Many different stakeholders in Application Lifecycle
— Business Owners
— Architects
— Developers
— Testers
= Education is the Key
— Understanding the Vulnerabilities
— Secure Coding Principles
— Corporate Security Policy

QMO5 10
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Tools

= Security is a Quality problem
— Defect Management
— Test Management
— Test Automation
= Security Testing Tools based on 2 complimentary approaches:
— Black-Box Testing
— White-Box Testing

= Lets look at an example...
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. hackbook
SQL Injection

I
T
"

Username:
User input is embedded as-is in predefined SQL statements: jsmith
guery = "SELECT * from tUsers where Password:
userid=""+ +iAND demo1234
d . q [ ] Remember me
assword=""'+ iFasswor
" g

Forgot Password?

UserlD Username Password Name

‘ 1824 jsmith demo1234 John Smith

Hacker supplies input that modifies the original SQL statement, for example:

iUseriD= ' or 131--

UserlD Username Password Name

‘ 1 admin $#kaoeFors6 Administrator

QMO05 12
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How Black-Box Scanners Work

Eile  Edit  “iew Higtory Bookmarks  Tools  Help

hackbook
@ - - @ 5 {LI‘ | https: /login hackbook. comdlogin. php ﬁ|'| P] |;_iGDDgIe |'~g_]

Username: [

‘ hackbook B

Hackbook Login

Password:
*kkkkk

Ewveryone Can Join

An Error Has Occurred

Summary: Syntax error {missing operatar) in query expression 'username =

|:| F!_EITIEITll:IEr me "' AMD password = foobar”,

Error Message Details:

System,Data.OleDb, OleDbException: Syntax error {missing operator) in query expression 'username ="' AND

password = 'psack”, at System.Data, OleDb. OleDbCommand. ExecuteCommandTextForSingleResulttagDEPARAMS

= dbParams, Objectd executeResult) at Syskem,Data, OleDb. OleDbCammand. ExecuteCommandText{Objecks:
executeResult) ak System,Data, OleDb, OleDbCommand, ExecuteCommandlCommandBehavior behavior, Objecks:
Forgot Password? executeResult) at System,Data, OleOb, OleDbCommand. ExecuteReaderInternal{CommandBehavior behavior, String
method) at System,Data. OleDb, OleDbiZommand.ExecuteReader{CammandBehavior behaviar) at
System.Data, OleDb, OleDbCommand, Systemn. Data, IDbCommand, ExecuteReader{ CommandBehavior behavior) at
System,Data, Common. DbDataAdapter FilllnternaliDataSet dataset, DataTable[] datatables, Int32 startRecord,
Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at
Syskem, Data. Common, DbDataAdapter. Fill{Datazet dataset, Ink32 startRecord, Int32 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at Svstem,Data, Common, DbDatafdapter Fill{DataSet dataSet,

trino cre Tahle ab Albara Authentication Walidabel leerShring uklame - Skrinn nb'ord’in

SELECT * from tUsers where
userid= ‘" AND password= ‘foobar
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How Black-Box Scanners Work

Stage 1: Crawling as an honest user

http://mySitefeditProfilejsp |

http://mySite/feedback jsp | i i

ﬁ hitp://mySiteflogout jsp |

QMO5 14



IBM Rational Software Development Conference 2008

I
1
I
-l
T
"

How Black-Box Scanners Work

Stage 1: Crawling as an honest user

| http:/imySitel |

[ http://mySite/login.jsp J
httpi/mySiteffeedbackjsp |/ ~

/[ http://mySitefeditProfilejsp |

| hitp://mySite/logout jp |
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How Black-Box Scanners Work

Stage 1: Crawling as an honest user

Stage 2: Testing by tampering requests

'v.}v'
‘
Q SEE O
v"*. @ v'\ O
o~ @ ‘*. @
v"*. @
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How White-Box Scanners Work

B

a

I

String
String

Source — a method
eturning tainted string

= \

username = request.getParameter(
password = request.getParameter(

String  query = "SELECT * from tUsers where "

"userid="" + username +—~—_"" +

"AND password="

...

\ResuItSet rs = stmt.executeQuery(query);

"username" );
"password” );

+ password F

User can change executed
SQL commands

QMO05
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How White-Box Scanners Work

String username = request.getParameter

("username"

)

...

String  usernam®g request.getParameter( "username" );

String  password = retwgst.getParameter( "password” );

...

String  query = "SELECT * from (Ngers where +'
"userid="" + username + ™"

CString query = "SELECT ..." + username

I

ResultSet  rs = stmt.execC

ResultSet rs = stmt.executeQuery(query);

QMO05
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A Common Fix (not the best one...)

AN Y

String  username = request.getParameter( "username" );
String  password = request.getParameter( "password” );
...
String  query = "SELECT * from tUsers where " +
"userid="" + Encode( username) + ™" +
"AND password="" Encode(password) + " ;

/...
ResultSet rs = stm

uery(query);
Sanitizer: /

a method returning J

a non-tainted string

19
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How WB Scanners Work

Sources: [@ [} }

santizers:| O O O @}

)
A/

-
A/ N_~—7

w ©0 0% o
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Processes/Governance

“We are what we repeatedly do.
Excellence, then, is not an act but a habit”

Ralph Waldo Emerson

= Well defined and understood processes allow Habits of Excellence to be
formed

= Strong governance ensures that Habits of Excellence are formed
consistently throughout the organisation

QMO05 21
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Rational Education

= Web Based Training
— Comprehensive Curricula
* Product Training
« Security Training
« Secure Coding Principles
— Customisable
= Immersion Training
— Onsite, working within your infrastructure

— Tailored to your needs

QMO5 23
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Rational Services

= Software as a Service

— AppScan On Demand

— Managed Services
= Deployment Services

— Ease the deployment path

— Integration with your infrastructure
= Consultancy

— Help you find a path to security

QMO05 24
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Rational Software

= Complete Quality Management Solution
— Rational Quality Manager
— Rational Clearquest
— Rational Functional Tester
— Rational Performance Tester

= Specific Toolset for Application Security
— AppScan Product Family

QMO5 25
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IBM Rational AppScan SDLC Ecosystem

Code Build QA Security

IBM Rational Web Based Training for AppScan

QMO05
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AppScan Standard Edition

= Bestin class Black-Box Testing
— AJAX Support
— Multi-Step Process Support
— Advanced Login Management
= Extensible Plug-in Architecture
— Integrate with systems and processes
= Easy to use, drives Education process
— Scan Expert for configuration assistance
— Integrated WBT Modules

QMO5 57
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AppScan Standard Edition Find the Security Issues

% demo.testfire.net.scan - IBM Rational AppScan

Fle Edit View Sean Tooks Help

1 H s ©@sen ~ rauss P Manual Explore | J Scan Configuration § Scan Expert = [Elscantog 42 | [iil Report & Update
View My Application (63) 4J Scanis Incomplete More Information %
=4 hitp://demo testfirenet/ (63)
"R ® Aranged By: Severty  Hghest ontop
| cglexe (1) () 53 Security Issues (451 variants) for My Application’
Security Tssues = ;;m"‘:"‘-“"*w @ © @ ASPNET Forms Authentication Bypass (1] =
ol ¢ )1 & @ Bind SAL Insction (4)
'lszzwmiﬂ m (‘.‘ll ® @ Cross-Site Scripting (5)
o foed Eg‘d“"“s: - # @ Formt String Remots Command Execution (1)
igh_yield_investments htm oh
: & @ HTTP Response Splitting (1)
Ri diation Tasks
emediation Ta ) s=archaspx (1) ® @ Login Page SQL Injection (2)
SE:E'E;“’LESW - ® @ Parameter DOM Based Cross-Site Scripting (1)
5 b @ & @ Poison Null Byte Fies Retrieval (1) 1
) ) SUosCH ”m & @ Predictsbls Login Credertials (1)
Application Dats s::“ﬂ“e o, & @ Session Not Invalidated After Logout (1)
@an in (1) = @ SOLInjsction (8]
2 atoro & @ XPath Injection (1)

B bank (45) & W Cookis Poisoning SQL Injsction (1) //
::j g :tn;.gl:s“fln & W Directory Listing (1) 1 I i
Y pavisary | 2] Fix Recommendation % Request/Respanse D etal I e d AdVI S O rl e S a.n d

O B Fix Recommendations

& Severity: @High
# Type: Application-level test
/ # WASC Threat Classification: Client-side Atiacks Conient Spoofing
= CVE Reference(s): NIA 5

E ;Can th e e nti re A O r # Security Risk: « Itis possible to deface the site content through web-cache poisoning
p p « Itis possible to steal or manipulate customer session and cookies. which may be used to impersonate a
legitimate user, allowing the hacker to view or alter user records, and to perform transactions as that

just a portion

.............. ~ Possible Causes

> < m
el [t Sanitation of hazardous characters was not performed correctly on user input EXBF‘HPIE
+ Technical Description Consider the following JSP page (let's assume it is located in
Total number of issues: 63 Oftentimes, applications embed user data in cookie values or as partof a URLin a fredir_lang jsp):
redirection response. In such situations (or in general, in situations where user input | s, s T Sl e
is embedded as-is in HTTP response headers), itis possible for an attackerto
terminate the “current” response (by injecting the necessary HTTP response
headers), and then to add hisiher own additional complete HTTP response. The When invoking /redir_lang jsp with a parameter lang=English, it
attacker can then orchestrate the traffic in such a way that when an additional request will redirect to /by_lang jsp?lang=English. A typical respanse is

is sent it appears to generate the additional response. When an attacker in
sending a crafted request, and it is responded with the crafted response, there are
two (perhaps more) ways in which this condition can be exploited:

1. Cross Site Scripting: basically, the crafted (second response) would contain a
malicious client side (e.g. Javascript) code, which can steal the client cookies and
credentials. The attacker would send the client (victim) a page that will cause two
HTTP requests to be sentto the vulnerable site. The first request "attacks” the web-

as follows

site and causes the split HTTP response to be sent (thatis, two HTTP will = -
" be sent back by the web server). Then, when the second HTTP request is sent by the Open in new window b
: Visited URLs RRFERY |] Completed Tests 14857,/14857 ﬂ 63 Security lssues @x T4 @ B @n
—

QMO5 28
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IBM Rational AppScan SDLC Ecosystem

Code Build QA Security

IBM Rational Web Based Training for AppScan
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Security Auditors and Quality Assurance Specialists
have complimentary skills and responsibilities

Knows security in-depth

Knows corporate and industry standards

Can exploit security defects to prove impact

Is responsible for the security of application

Vv

Makes testing repeatable

Reports on test coverage, release
readiness

Triages and manages defects
Scales testing effort across a large team

Already part of the development process

QMO05
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Phased adoption of security testing in QA

Engaging your QA team in security testing, one step at a time

Author
Security
Tests in QA

Use Test

Use Defect Management
Tracking Best

Practices

QMO05 31
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Tracking security defects like other defects is the £ =

Defect

first building block ek

Benefit to have the bugs tracked properly

Begins to bring security into the normal dev process

QA Team gains awareness/begins to learn about security

Security Auditors benefit from having the issue they find tracked
properly
Can prioritize security work against other work, triage

QMO5 32
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Manage your security testing like other types of %

testing

Practices

= QA teams know how to manage testing
— What are we going to test?
— How are we going to test it?
— Who is going to do the work?
— How frequently are we going to retest?
— What hardware and software are required for the test?
— How much of the application has been tested?

* Test Plan, Test Cases, Test Scripts
— Include security tests
— Monitor and report on test coverage

QMO5 ek
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Enable your testers to create security tests

Security
Testsin

QA

QA begins writing their own security tests

By now have acquired some security knowledge in the team

Leverage skills of experts to scale out testing to more junior testers

— Templates to capture expert knowledge, making it easy for more junior
testers

Authoring a simple Security Test can be as easy as making a recording

— Familiar if they are using Rational Functional Tester or Rational
Performance Tester

QMO5 34
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Requirements

Rational Quality Manager

Defects

QMO05
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AppScan Tester Edition

= Black-Box Testing Technology

= Integrate Security Testing into well governed QA Process
— Leverage RQM Test Management Platform
— Delegate security testing

QMO5 36
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IBM Rational AppScan SDLC Ecosystem

-
(=

L

Code Build QA Security

IBM Rational Web Based Training for AppScan

QMO05
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AppScan Developer Edition

= Includes White-Box, Black-Box & Runtime Analysis
— Side-by-side, gain the strengths of all techniques

= Uses Composite Analysis , merging the different ways
— CA overcomes the weaknesses of each technique, such as:

» Theoretical White-Box issues confirmed by Black-Box
« Black-Box Coverage measured with Runtime Analysis

= Extreme Emphasis on Accuracy & Actionable Results
— Innovative Static String Analysis dramatically improves accuracy

— Runtime Analysis maps Black-Box issues to code
— Correlated Black-Box & White-Box results practically guaranteed

QMO5 38
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Security Issues Coverage

e Monitor application as its running

Total Potential
Security Issues

e Environment Configuration Issues
e Issues in integrations of modules

Static D amic  Runtime Privileges Issues
i ' ' : ializer I
Analysis Runtime Analysis lysis » Protocol Parser/Serializer Issues

¢ Null Pointer Dereference
e Threading Issues
e Issues in Dead Code

O a( rvnto

¢ SQL Injection
* Cross Site Scripting

e HTTP Response Splitting
e OS Commanding

e | DAP Injection

| n Aiilication Loiic Issues |

QMO05
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Self-Serve Security Testing for Developers

= Detailed results include all you need to know
— Comprehensive information about each security issue and its impact
— Clear prioritization account for security risk and exploitability

= Remediation view turns risk into tasks
— Look at the problems from a development tasks perspective
— Risk manifested in task priority

= Detailed Fix Recommendations clarify needed action
— Complete with platform-specific code examples
— Retest capabilities enable verifying the fix works

= Built in and accompanying training supports self-serve
— Issue-specific flash-based training built into product
— Product & Security Web-Based Training will be available at GA

QMO5 40
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E5 Security Report

Show In

Copy
% Copy Qualified Mame
[E Paste

K Delete

Build Path

Refactor

2| Refresh
Close Project

Validate

Run As
Debug As
Profile As

Team
Compare With

Cloze Unrelated Projed

Rational Software Ang

Instrumentation Sourd

Restore from Local History...

& New security scan

AppScan security scan

Create new AppScan security scan

o
L4
Select the projects to indude in this scan:

= Altorad Select All
ookl

[ Other...

Web Development Tools 4 Mozillasd.o . MSTE 7
t: Mozilla/4. compatible;

PDE Tools v (comp
talhost. 18080

Java EE Tools 4 .
n: Keep-Alive

Source 4

L9 — Properties Alt+Enter

QMO05
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FEile Edit MNavigate Search Project Run  Window Help
M-BE2 i $%-0-Q- - @ G- Rl - e B @ profingandL... | @ web | & java
] IR WE-partial-BB.srpt |@1u¥hﬂed=.mm33 . =)
& 2 E -
By 4. Security Scan - Recording pages... i W B
| @ Altoro Mutual | [z, Explored Pages | Conﬁgurationl
<o Back + 80{altoromutual faccount. jsp?content=main. jsp %l =
o~
Sign Off | Contact Us | Feedback | Search| | B
& MY ACCOUNT PERSOMNAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL
1 WANTTO ... 5
I Hello John Smith
# View Recent Transsctions
® Transfer Funds Welcome to Altoro Mutual Online. M an u aI — EX I O re
® Search Mevs Articles
® Customize Site Lsngusas View Account Details: 10015539 Savings %[ GO B E Sed Dyn E — iC
Congratulations! I .
You have been pre-spproved for an Altoro Gold Visa with a credit limit of $10000! y
Click Here to zapply.
Privacy Policy | Security Statement | & 2008 Altoro Mutual, Inc.
E The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectivenass of Watchfire products in detecting web E
E application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are puraly i
| coincidental. This site is provided "as is" without warranty of any kind, sither express or implied. Watchfire does not assume any risk in relation to your use of this |
! website. For additional Terms of Use, please go to http://wwawwatchfire.com/statements/terms.aspx. E
| Copyright ©2008, Watchfire Corporation, &ll rights reserved. E =l
D o e e e e | vl
[ ] http {Mocalhost, ;8080 altoromutual faccount. jep?content=main. jsp
L 8 [E & =
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ty Report - Eclipse SDK
File Edit Mavigate Search Project Run  Window Help

imfﬂ"'f‘a‘]-.:. Q- iy @ iR R ' Actlonable ReSUItS

* (D we-partalBBisrpt | D) Untitied.ssen | [ #Untitled - 7/24/08 11:44AM 5T o . ‘
] ae——— = Prioritized, include all the info to
| 5 | B Security Report

| e understand and remediate issues

Issues

@) Cross-Site Scripting {11

- @ 50l Injection (5)

- @B 551 Injection (4)

& 'ST,V" Lirik Injection {facilitates Cross-Site Request Forgery) {8)

Details

@ Advisary | ; Eix Recommendation ?’j" EequestfResponsel IKD Execution Flow

* Possible Causes
Sanitation of hazardous characters was not perfformed correctly on user input

Demonstrafion

¥ Technical Description

The Cross-Site Scripting attack is a privacy violation, that allows an attacker to acquire
a legitimate users credentials and to impersonate that user when interacting with a
specific website,

The attack hinges on the fact that the web site contains a script that returns a users
input (usually a parameter value) in an HTML page, without first sanitizing the input.
This allows an input consisting of JavaScript code to be executed by the browser
when the script returns this input in the response page. As a result, itis possible to
form links to the site where one of the parameters consists of malicious Java3cript
code. This code will be executed (by a user's browser) in the site context, granting it
access to cookies that the user has for the site, and other windows in the site through
the users browser.

The attack proceeds as follows: The attacker lures the legitimate userto click on a
link that was produced by the attacker. When the user clicks on the link, this . :
generates a requestto the web-site containing a parameter value with malicious Open in new window
JavaZcript code. Ifthe web-site embeds this parameter value into the response

HTML page (this is the essence of the site issue), the malicious code will run in the user's browser.

Fossible actions that can be performed by the script are;
111 53end users cookies ffor the leaitimate site) to the attacker. i)

Fine i G e O =
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| ' Unttied. sscn

5 Security Report

b Scan Progress: Complete

Issues

Built-in Export
to ClearQuest

@ Create {Defect) SAMPLOOO00D0S

Main | Attachments | Customer |
™

B (5 42 security issues with 90 variants found 1Cn SEQ’IPLDDDDDDSi | Skate: |Subm|tted |
l 0 G Sz Soiping ) Headline: ,_rus\ Sike Scripking : http://demo.testfire. net/search, aspx |
= & S0OL Injection {5)
=i D com.ibm.rational. appscan. altoromutual, util. DBUL java (5) et | \ 'v| Keswwords:
----- @ addAccount(String, String) on Line 336 (1) : : 1 ' B
------ @ add:l_}sarfstm.stnmﬁtmujtmﬂ.mlmejﬂa {1 Severity: | e faor v
L cha B viewb 3 o ‘
¥ Pricrity: V| Swmptanms:
- @ oetll |1 Sortby severity * _ iy =
o CHAnErs | \ V|
[ Generate sxenution fi 3 \
Details Q Retest Description:
e Marker in resource: Issue html, irfproject: classifieds E
@ Adyisery |__'=E|_MF|‘lE }—:bshuw roise
|@ as valid
@Mark as noise
4. ClearQuest
# Severity: [ Open source | &7 HTML file
= Type: Application
# WASC Threat Classification: Command Execufion: SQL Injeq
e MR Dafaramesalel- | A,
Templake: _V_| Load B
L Ok J [ Cancel ]
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IBM Rational AppScan SDLC Ecosystem

-
(=

Code Build QA Security

IBM Rational Web Based Training for AppScan
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AppScan Build Edition

= Allows scans created by either AppScan Standard or Developer Edition
to be processed in a non-Ul / scriptable mode

= Provides generic command line support for integration into any build
environment

= Provides a BuildForge Adaptor so that integrating AppScan testing is an
experience that should be familiar/expected for a BuildForge practitioner
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AppScan Build Edition Use-Case

1. Build System compiles code 3. Application auto- deployed

QMO05
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IBM Rational AppScan SDLC Ecosystem

AppScan Enterprise and AppScan Reporting Console

Code Build QA Security

IBM Rational Web Based Training for AppScan

QMO05 48
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AppScan Enterprise Edition

| AppScan. Enterprise Edition

scalable, web-based, solution to manage
web application security

Jim (Analyst) | Help | Support | About | Log Qut

BT Frank
3 3m Issue Severity History Issue Management History
BC& Developers
=] Admin All Report Packs = All Report Packs
5000 High 8000
(G Arken ElMesiom
) chris CLow
: -] Jennifer 4000 -
['B Templates
3000
2000 <—&
1000 DALY
0 ‘
Jan24  Feb17  Marl4  Apr07  May 02 Janzd4  Feb17  Marid4  Apr07  May 02
Issue Severity by Report Pack WASC Threat Classification
Total All Report Packs
] 2000 4000 6000 8000 10000 12000
I ‘ [ information [ Low E Medivm  ERHigh |
Recently Viewed @ | Support
L;é Analysts On-Demand Services "'
i@ Applications St
8] oy ;
i, Seauity Issues (investment Sackiig) = Authentication [ Command Execution
&l Report Pack Summary (Investment Bankd Main Website 1 Authorization B Information Disclosure
[#] Sarbanes-Oxley Act (30X) {Investment | B Client-side Atacks [ Logical Attacks
@ Activity Log (Test Admin) | Intranet
e Report Pack Summary (Test Admin) Movies
| ™55 Personal Banking ) ;
il 1
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The Power of AppScan Enterprise

Scalability Visibility

Distribute

Scanning Rights to Manage Problem

Resolution
Developers, QA "
and Non-security Through Metrics &
Staff Trend Reports

QMO5 50



[
1
il
1

®

IBM Rational Software Development Conference 2008

Visibility throughout the Enterprise

CSO / CIO Divisions Applications Compliance Officers Developers
Group Portal
ye— P i -4

Security Issues

[T ——

Remediation Report
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Entire Organization
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The Power of AppScan Enterprise

Scalability Visibility Access Control
Distribute
Scanning Rights to Manage Problem Manage what
Developers, QA Resolution users can see and
o Through Metrics & what reports they
and Non-security
Staff Trend Reports can access
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IBM Rational AppScan SDLC Ecosystem

AppScan Enterprise and AppScan Reporting Console

Code Build QA Security

IBM Rational Web Based Training for AppScan
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Questions
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QuickScan — What Is It?

= QuickScan gives developers black box scanning capability from a
simple, self-service web portal

= QuickScan leverages administrator-defined Scan Templates, so
running a scan is as simple as clicking a button

— Shields developers from the complexity of configuring a scan
— Keeps control in the hands of the security team
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