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Overall Goal

= Open and Secure Lines of:
» Communication
» Collaboration

= Leverage Out-Of-The-Box (OOTB) functionality:
» Schemas and Schema Capabilities
» Security features

= Auditability

= Traceability

® What keeps me
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Terminology

= What Do We Mean By "Security"?

» Traditional Sense /7,
= Put under lock and Key
= Access Control %

— Authentication / Authorisation
» Wider Sense
= Privacy
= Confidentiality
= Abstraction
— Data Hiding
— Different Views of Data
» Process Security
= Traceability / Auditability

® What keeps me
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Scenario Background

= Large Enterprise
» Implementing ClearQuest across the entire organization
» 10-15 distributed project teams

= Their Security Concerns are:
1. Authentication & Authorisation
» Ability to control who can login and what they can do
2. Role Based Access (“Trusted” Zone)
= Ability to view and modify records, but transitioning state is role based
3. Confidentiality Between Projects and Project Teams (“Trusted” Zone)
= Only members of designated teams can view their records
4. Vendor/Contractor/Customer Access to ClearQuest (“Untrusted” Zone)

= Ability for vendors/contractors/customers to submit and only view records
that pertain to their organization.

® What keeps me
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What is LDAP?
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The Lightweight Directory Access Protocol (LDAP)is an s =
open industry standard that computers and networked
devices can use to access common information over
a network.

LDAP is both an information model and a protocol for querying and
manipulation.

Originally developed to provide easy access to X.500 directories.
LDAP is designed to run over the TCP/IP stack.

LDAP is optimised for high volume read access.

® What keeps me
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ClearQuest and LDAP
Authentication VS Authorisation

|dentity?
» Login Name
ﬁ » Password

= Authorisation => What are you allowed to do?

’C-\ )
» UserDB Access / /
4 Privileges (Super User, Schema admin, Public Folder admin...) / /:?

» Groups

@ = Authentication => Who are you? What is your

® What keeps me
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Authentication

Y

User Mame Ibmiller@us.ibm.cnm

¢ P
. . azsward I xxxxxxxxxxxxxxx
bmiller@us.ibm.com
password Database | YNNI =]

N ok |

Cancel | Help |

— Privileges

[wlActive User

[ 1Dwnammic: List Adriniztrator
[]Public Folder Adrmirizstrator
[15GL Editar

[U=zer Administrator
[1Schema Designer

(W]l Userz/Groups Yisible
[]Securnty Adrministrator

[ 15uper User

VR A\
¥4
Nsaite) :
@
o>
Q Login: | rmiller
Pazsword: I xxxxxxxx
Cipffirm Paszward: Ixxxxxxxx
Authorize Mo
< ame: I
bmiller “E-mail Ibmiller@us.ibm.cnm
Phione: I

b astership: I <lacal» j

Clear &l |
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User Properties x|

 Privileg
[witictive User

u Paszword I xxxxxxxx [C1Dynamic List Administiator
[ 1Public: Folder Administrator
ClearQuest to LDAP Mapping ——
[ User Administratar
Mame: I [15chema Designer
x

(W&l Users/Groups Visible
@

Ilbryan.mi\ler@usibm.com I (1S ecurity Admiistrator
UserName | 6617753336

Login Jernilier

*E-mail

[ Super User

Clear All |
M astership: |<|Uca|> j

Description:  Subgerib
% 4l existing and future datahases

" Select databasss
W5 AMPL

Phare:

ClearQuest

Paszword Ixxxxxxxxxxxxﬂ

Groups:
Database ISAMF‘L : j T

’TI Cancel Help s nOW Sea rCh ) v LDAP .fﬁ\uthenticated — =
| | ClearQuest for email LDAPLogi | e Check Al

fi e I d th at matCh e-S “E-mail is the Idap mapped field
LDAP mail attribute. AddUse | geartl | [0k ] Carcel | Hep |

Search LDAP for
“ user-nam e” us | n g £ LDAP Browser Editor v2.8.2 - [Idap://w2k-ldap/0=IBM,C=US] =10 =

ile Edit View| LDIF Help

our defined query... [Bi[z][2[M|[o]x]s] [~ [@]a][&]]

1 o=1gm c=us | [ ttriute [value |
&= [ nu=Lexington zfcn Bryan Miller
@ [ ch=co_realm #frmail bryan.millerg@us.ibm.com
@ F|mail=aryan miller@us ibm.com| | £|0Riectclass inetQrgPerson
G*Ijmailzkjabboﬂ@us.ibm.com i|okiectclass ePerson
) : ) i|objectelass organizationalPerson
@ 3 mail=mark.cesariag@us.ibm.com |
. - |objectelass top
G*Ijma!lztafst_uw.r@us.lbm com |oblectelass person
@ [[J mail=hia@us.ibm.com |ou Engineeting
©- [ mail=shelly.stewart@us.ibm.com | o
= ] ch=cg Users P ‘telephonenumber BE1.775.3936 l
o i ice Lead
“uid test
“userpassword BIMNARY (Gh)
Ready. u

...a match will return
an LDAP record...
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| IBM Rational Software Development Conference UK 2007

Why Use LDAP?

= Users have the same Login ID as for other Corporate Intranet Services

= LDAP Managed Centrally so:
» Password reset requests no longer fall to ClearQuest Administrator
» Accounts can be enabled / disabled centrally
» Corporate Password Policies can be enforced

= Strength
= Aging

= Can be configured to use Secure LDAP for extra Security

= Supports LDAP servers that support protocol Version 3:

» IBM® Lotus® Domino® LDAP Server
» IBM Tivoli® Directory Server

Microsoft® Active Directory Server »
Novell eDirectory Server

» Sun Java™ System Directory Server

v v

© What keeps me
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LDAP Map Lookup

= The User Properties window also
contains an LDAP Login field. If you
enter the user's LDAP login name,
and a connection to the LDAP server
exists, IBM Rational ClearQuest
copies the value of the LDAP mapping
attribute to the corresponding
Rational® ClearQuest mapping field
when you click OK or Add User

© What keeps me

. —Privileges
Login; ||3mi||er -
(wlActive User
Bl I xxxxxxxx [ |Dynamic: List Administrator
[|Public Folder Administratar
Canfirm Passward: | ******** [150L Editar
[ |User Adminiztrator
Mame; | (15 chema Designer
(wlall Users/Groups Visble
“E-mail: |||3[_.r.an. miller{Eus, lbm.com (]S ecurity Administrator
[15uper User
Phone: |
Clear Al |
M astership: | ¢locals j
Description; ~ Subscribe
{*" Al existing and future databases
(" Select databases
SAMPL
Groups;

dev_team

4P duthenticated
LDAP Login: I

—

_~

Check Al |

) [Clearal |

—
|"E-mai| iz the |dap mapped fea

Ceardl | |

it |

Cancel | Help |
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Authorisation

User Properties

) —Privileges -
Login: |engineer o
wlActive Lsear
Fassword: | [1Dwnamic List Administrator
[C1Public Folder Administrator
Confirm Password: | e CIS0L Editor
CUser Administrator
Marme: | [15chema Designer
Al Users ps Yisible
“E-mail: |engineer@company.com| 1S ecurity Ad
| (1Super User

hastership:

Descrigtion: - Subscribe
® Al existing and future detabases

Selectdatabases

WS AMPL
Groups: WEMNTR
Wioo
ltsamp
Wpct

[v LDAP Authenticated

LOAF Login: ‘

-‘.“‘E—mail iz the ldap mapped field

I J 8]4 Cancel Help I
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Role Based Access

= Use Case:

» Some teams are building reusable assets. Everyone should have access to
view and comment on their defects and RFEs. They can submit defects and
RFEs, but cannot transition them. Only specific roles within the organization
can transition records.

= Security Requirement:

» Action level security

= Implementation: 2 Possible Approaches
» Create users/groups and define basic roles through User Administration tool
= Roles Based on ClearQuest Privileges
» Define roles for the users/groups in the context of actions using designer tool
= Define roles through group membership
= Programmatically through hooks

RFE — Request for Enhancement

® What keeps me
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Role Based Access
Implementation Details

= Create users and groups and define their basic roles

» Define users and groups with appropriate privileges through user administration
tool

= Graphically define roles for action level security
» Grant or revoke permissions on actions to all users or specific groups

= Programmatically define roles for action level security
» Grant or revoke permission on actions to a single user
» Grant or revoke permission on actions to a whole group or a part of the group

» Grant or revoke permission on actions to users and groups based on any
criteria

® What keeps me
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Role Based Access Example “ﬁ’
Create users and define their roles

= Create user ‘customer’ without all user/groups visible privilege

Add -U.ser
Login:

~ Privileges
(W Active User

customer

Password: [ 1Dynamic List Administrator
[ ]Public Folder Administrator
[150L Editor

[ U=er Administrator

[ 15che

Clear Al 1
Mastership: <docal> ;i

Description: — Subscribe
" Al existing and future databases
{* Select databases

Groups: Everyone

[~ LDAP Authenticated

LOAP Login: I

Add User | Gea[NIJ ok | Cancel
Privacy :

© What keeps me
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Role Based Access Example ‘ﬁ‘
Create additional users

= Create users ‘Developer’ and ‘Tester’ with

All Users/Groups Visible Privilege
Add User =]

— Privileges

Login: |Developer r -
[w]Active User
Password: [1Cymamic List Administrator
[1Public Folder Administrator
Confirm Password: [15SQL Editor
[1User Administrator

@Al Users Groups Visible
[ SEcarity-Adrmiristrats

I
|
Name: ] [15chema Desig
|
|
]

E-mail: .
[ 1Super User
Phone:
Clear All
Mastership: Jdocal _'j _—J
Diescription: — Subscribe -
™ Al existing and future databases
' Select databases
[ZISAMPL
Groups: [w]Everyone

[~ LDAP Authenticated

Clear Al
LDAP Login: ] 4—'35"—J Check Al

Add User J Clear All | OK | Cancel I Help I

©) What keeps me
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Role Based Access Example ‘ﬁ‘
Create additional groups

» Create CustomerGrp , DevGrp and QEGrp for their respective

[, % IBM Rational ClearQuest User Administration
Search bem:  [User Logn Name ]  SearchKeywod: | Search
Users:

Login | Name | Mastership | Description

ﬁ admin <local> .

€ customer docal> User Action ¥
 Developer <docal>

$ engineer docal

© lead docal> Group Action "W
€ cE docal>

& tester <docal

ﬁ user <ocal DB Action W

Ltilties
I (2]
Mastership
Zocal>
docal>
K
docal>
docal>

Cancel

f ek

Help

® What keeps me
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Role Based Access Example ‘ﬁ‘
Graphically define roles for action level security

= Restrict “Resolve” actions to “DevGrp” Members only

Action Name | Type |§'u:n::ess I:urrtm|| In'rtializatinn| 1u"alidatic:un| E.nmm'rt| Matification | Record Scripts A
| Submit SUBMIT All Users
| Assign CHANGE_STATE All Users
_|Open CHANGE_STATE All Users
}| Resolve CHANGE_STATE
_ | Validate CHANGE_STATE Al Users
_ | Reject CHANGE_STATE Al Users
_|Re_open CHANGE_STATE All Users
_|Close CHANGE_STATE Al Users
_ | Duplicate DUPLICATE All Users
_ | Unduplicate LUNDUPLICATE All Users
_ | Postpone CHANGE_ST# -
| Modfy MODIFY | User Groups
| Delete DELETE ,
impor MFORT Select User Groups:
| Init_Note_Entry |BASE [ CustomerGrp [ PERL
B
i [ QEGp
| ok | Cancel | e |
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Role Based Access Example ‘ﬁ‘
Graphically define roles for action level security

= Restrict “Close” action to Members of the group “QEGrp”

Action Name | Type | Access Control | Intialization | Validation | Commit | Notffication | Record Scripts
Submit SUBMIT Al Users
Assign CHANGE_STATE Al Users
Open CHANGE_STATE All Users
Resolve CHANGE_STATE [Jser Groups
Validate CHANGE_STATE Al Users
Reject CHANGE_STATE Al Users
Re_open CHANGE_STATE All Users
Close CHANGE_STATE
Duplicate DUPLICATE All Users
Unduplicate UNDUPLICATE All Users
Postpone CHANGE_ST#2 1
Modfy moDIFy | User Groups
::F]HEF':; ﬁquLg ;'IE' Select User Groups:
Int_Note_Ertry |BASE [ CustomerGip PERL
[ DevGmp
[ |Everone
Ok | concel | e |

® What keeps me
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Role Based Access Example ‘ﬁ]
Programmatically define roles for action level security

= Allow only "Developer” to execute Resolve action

2. |IBM Rational ClearQuest Designer - [Resolve: Action Perl Script Editor]
[ Ele Edit view Database Tools Hooks Package Window Help

Ol poje| @ v &= 2
Hook Types: IMTION_ACCESS_CONTI;I [ Unicode &

=49 Defect Tracking, version 2
[ Schema Properties
1425 Record Types

my (Sactioname, $Sactiontype, Susern

Ea ECt my Sresult;
""" Fields ) ¥ factionname =string scalar
Ela Sta‘tesandﬂ;:’tu:.n # Sactiontype as long scalar
% i:?sn'sl'lansrt # Susername f.s 31_;:'_:'.;' scalar
i - ¥ action i= Res=solwve
mé-l--‘if;?mﬂsehawors # record type name is

-1 Record Scripts
-] Record Types - Stateless
--[Z7] Record Type Families
[+-[Z7 Global Scripts

-2 Dynamic List Names

Set Sresult to 1 if -
this action, otherwise J it to 0.

if (Susername eq "Developer™) {

Sresult = 1;

} else {
Sresult = 0O;
H
return $result
} M
[ [—TI— Y £ | (2
Ready Ln1Col 1 |Mode: Editable v

@® What keeps me
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Project Role Example

= Uses Stateless Records to Define
» List of Possible Roles

» List of Projects = PR_Projectinstance

» Roles Associated with
a project

» Members of a Role
for a Project

= Useful in Environments -pr_projectrole
where
» Many Projects *

» Individuals work on one

: PR_ProjectRole - WEars Users
or more projects =/PR_Projec S

® What keeps me
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Confidentiality Between Projects and Project Teams

= Use Case:

» Team X manages the corporate portal, their work is confidential and requires a
highly secure and auditable environment. Defects and RFEs cannot be seen by
other project teams and Customers can only see there own.

= Security Requirements:
» Record Hiding

» Workspace ACLs
» Audit Trail and e-Signature

* Implementation:
» Security context
» Set ACLs on project folders
» Apply Audit Trail and e-Signature packages

Confidentiality

® what keeps me
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Confidentiality Between Projects and Project Teams
Implementation Details

= Security Context:

» Enables record hiding:

® What keeps me

Decide which record types to control

Create user groups that align with your user access privileges
Decide which record type to use as the security context

— The security context field must be a Reference field type

Submit records for each security context

Editing records to allow user access
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Confidentiality Between Projects and Project Teams

Security Context Example

= Create Groups
=  TeamX
= CustomerX
= CustomerY

= Create Users and make group
members

=  TeamXu,
= CustomerXu
= CustomerYu

©) What keeps me

"T; IBM Rational ClearQuest User Administration

‘

T oo oo rore i
Users:
Login | Name | Mastership | Description
ﬂ admin <docal=
§ CustomerXu docals
& CustomerYu docals
ﬂ engineer docals
ﬂ lead <local=
ﬁ QE <local=
ﬁ Teamxu <local=
ﬁ user <docal=
< ] I [}]
Groups:
Mame Mastership
Everyone docal>
i Teamx: docal=
E TeamXu
CustomerY docals
ﬂ Customeryu
5 Teamx <docal=
E CustmerX docal>
& Customeriu
ﬂ Teamx local>
| .

Search

User Action ™

Group Action ™

DB Action ™

Litilities ™

Cancel

Help

Pk
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Confidentiality Between Projects and Project Teams
Security Context Example

= Select Record type defect to be controlled by security context record
of type customer

=143 DefectTracking, version 2
[ Schema Propertica
-9 FIEn:n:urd T_l,lpes

Record to Apply
Security To

-9 FIEn:n:urI:I T_I,I|:|E$
+-[_7] Cusztormer
+[_7] Email_Fule

+ @@ attachments REEU rd Tﬂ
+-8| groups Provide Security
+ - EE hiztory

&[] Project Access Control
+- @ ratl_replicas

+- BB uzers

(7] Record Type Families
+-[_7] Global Scripts
(7] Dunamic List Mames

® What keeps me
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Confidentiality Between Projects and Project Teams
Security Context Example

CustomerYu

TeamXu )
CustomerXu

®
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Confidentiality Between Projects and Project Teams
Security Context Example

2. IBM Rational ClearQuest Designer - [Defect: Fields]

u Create ad secu rity context [ File Edit View Database Tools Package Window Help
H = =) )
field of type REFERENCE =] oo BE| v|H8] &[] 2|
. =425 DefectTracking, version 2 Field Name | Type | Default Value |  Pemission | Vialue Chang:
which refers to Customer [ Schema Propeties |
--3 Record Types —
record type .
+-[_] Record Scripts || B
T ? Eaczl;da—ill—igisle_ Stateless : ﬂﬂ This dialog box contains properties for the selected field .
+-@@ attachments ]
+- @8 history - General I Help Text I
+]-[[7] Customer _| Headline
+-(Z] Project | Description Field Name: |AC|-
+- @8 groups | Priority i
+- @8 ratl_replicas = Sevejty DB Column Name: |al:
+ B8 users - gugmﬁm Type: RENCE -
" ubmit_Date
- % EETJDETSEE,[ESFEWHES :0\-\'ner ¥ Visiblédn Query Iv Security Context
[Z3 Dynamic List Names : fCIS:.::\E'IDrds Owned By: MNone
| Symptoms Reference Io:(ﬁ:ugt’i) j
m Back Reference
: Resolution
| Project REFERENCE
__|customer_severty | SHORT_STRING
| customer REFERENCE_LIST
b |[ACL REFEREMCE

® What keeps me
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Confidentiality Between Projects and Project Teams

Security Context Example

%" IBM Rational ClearQuest - SAMPL :

File Edit View Actions Query Window Help

[=1-55 Workspace: Queries, Charts, Reports
-[7] Persanal Queries
129 Public Queries
(] Aging Charts
[ Customers
[+ (_7] Distribution Charts
+-[_7] Email Rules
[+ -[[7 PrintReportFormats
[#-[Z] Report Formats
#[_]] Reports
(] Trend Charts
A Al Defects
A Keyword Search
[ My Hot List
{FH My To Do List
[ needs verification

= Submit a ‘Customer’ Record

= Associate the ‘CustomerX’
Group with the Security
Context for the record

® What keeps me

Customer Ratl_Security !
OK I
Cortext Groups
- Cancel
name
F Add
ey ] Vauee
Remove
Search key:
] Search Build Guery... J Browse... ‘
Results:
| Custmerx 2
2 0 I
3 venyone W
4
5 |
6
3
8 b |
g v
4] | | (2]
Select records to be added to the list in the form
— 0K | Cancel Help
|
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onfidentiality Between Projects and Project Teams

ecurity Context Example

= Edit Existing Records to Identify which Customer they belong to

@8 G| tewoerex |v| | 24| OmT

Stat

Opened

| |SAmPLODODODDZ Resolved
| |SAmPLOOODODD3 Resolved
| | SAMPLODOO0D0D4 Resolved
|| SAMPLOOOO0005S Resolved
| |SAMPLOOODODDG Opened

| |SAmPLOOODODOT Resolved

=ror in I
sales tax incomect if tem deleted from purchase
cancel sale doesnt comectly repaint screen
want more help on inventory report
columns out of alignment
delete item not working comecthy
overmde price does not work

Result set 4 Query editor 4 Display editor f

T
o
- . 3 YA T S )
Main ] Notes ] Besalution ] Atachments ] History Customer l AN A A M A
= = = =) A
AN At
Apply A
pl T
A
AN At
A
Customer Severty: | N A
- LACATACACACAC A AT AU A AC A A )
AN A
A A
Rewvert AN A
i
AN A
Customer: i
& : AN A
i
AN A
i
= 7 ) AN A
Name |Con1pan1,' |CaIIT|ack|... |Err|a|| Print Record e
Customer X NN NN NN
Add i
NIRRT
- I:l R
NIRRT I I
o
NIRRT I I
o
Hemove :’:':’:‘:’:’:‘:’:‘:’:’:‘:’:’:’:I
o
NIRRT I I
o
NIRRT I I
o
NIRRT I
i
NI I
g
NI I I
g
NI I I
(] 111 Fa Rt
NI I I
g
NI I I
g
NI I I
N NN XN
ALY LAl S Al SRl Rl Al Sl Sl
e,
N
Cuaomed[A
Dale Roge
ﬂhanHun[V
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Confidentiality Between Projects and Project Teams
Implementation Details

= Public Queries (Folder) ACLs:
» Sets CRUD permissions to:
= Limit access/visibility to Public Queries (folders)

Limit cross-group/project visibility

Restrict customer access within Public Queries

Enable folder management by individual groups
Hiding existence of other group folders /I Y,

Cleanups Workspace

Privacy + Access Control New in ClearQuest 7.0.1
® What keeps me
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Confidentiality Between Projects and Project Teams
Limit access/visibility to Public Queries (folders)
= TeamX wants to share one of its

private folders “AllCommoninfo” with

CustomerX and CustomerY granting
limited access.

= TeamX will have complete sl 2588 & swem | @81 1| e =] | 24 Ol |

B 2 | Fields | | Display Fields:
3 Workspace: Queries, Charts, Reports i

access to the content of folder = " S mmmman

“ ” =129 Public Queries
AllCommoninfo

(] Aging Charts
- 0

¢ mamoop| 3
A i Public: Queries/AlCommonlnfo
C Fitet by Llser ]—‘:] *f'ou can modify the permission on this folder
lafelina “four Effective Permission is Read-\Write
23 AlCommoninfo "[ Groups | Permissions I Efective Permissions [ Change Permissions
| Custmer | Read-Only No

|CustomerY | Head-Ohh« No
No

T-commo
+-([] Customers
+-(_] Distribution Charts
+-[_7] Emai Rules

+-(1] PrintReportFormaty

+-(_] Report Formats
+-[_] Reports
++[] Trend Charts
{FH All Defects
[FH Keyword Search
[ My Hot List
[ My To Do List
{FH Meeds Verification

* | | Everyone Read-Only

[ Show Effective Pemission Above Save Report Preview Apply ‘ Revert ‘

[ Show Change Pemission Above

New in ClearQuest 7.0.1 o | owes |

© What keeps me
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Confidentiality Between Projects and Project Teams
Limit cross-group/project visibility
= TeamX wants to create a folder “TeamPrivate” whose contents should be

only visible to TeamX where other groups can see the folder but not its
content

D ClearQuest Permissions

(* Fi : -
ElieetBinup ] —] Public: Queriez/TeamPrivate

Y'ou can maodify the permizzion on thiz folder

€ Filter by User I ;] Your Effective Permizzion iz Bead-wite
23 TeamPrivate = I Groups | Permissions | Hfective Permissions I Change Permissions
Custmer¥ Mo-Access Mo

Ci.lstcumer“r’ | No-Access Mo
= |Eweryone

Mo-Access

CEREST
Read-Write

Read-Limited

New in ClearQuest 7.0.1

@ What keeps me
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Confidentiality Between Projects and Project Teams
Enable folder management for individual groups

able to Manage their own folders themselves

D ClearQuest Permissions

Administrator wants to enable CustomerX and CustomerY to be

&L ] :J Public Queries/CustomerFolder/Custormer
] You can modify the permizzion on this folder
¥ ] —J Your Effective Permission is Read-\Write
=155 Public Queries - | (ﬁ}_)g:s_l__@umm | Hfective Permissions | Change Pemissions [
+ |:_-| Aging Charts | Ehstmery Read-Onty Read-Only Lhs
+ |__‘| AllCommoninfo =\ |CustomerXAdmi | Read-Write Read-Write L'_I
=[] CustomerFalder W No-Access [
| Evervone:Read-Limited | Everyone Mz |No-Access |
= | TeamX . [No-Access [No
+-[_7] Custamer | | i [
[ Customers [ [ [
+1-[_7] Distribution Charts
[ Email Rules
[ PrintRepartFomats
([ Report Formats
[ Reports
+- ] TeamPrivate
+]- L] Trend Charts
[~ Show Effective Permission &bove Save Repart Previgw I Apply ] Rewvert ]
[~ Show Change Permizsion &bove
Ok | Caticel I

New in ClearQuest 7.0.1

©) What keeps me
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Confidentiality Between Projects and Project Teams

Hiding existence of other group folders
= Hide CustomerX folders from CustomerY and vice versa

%7 IBM Rational ClearQuest - SAMPL :
File Edit WView Actons Query Window Help

Hald d=eE 8

—|-25) Workspace: Queries, Charts, Reports
+-[_7] Perzonal Queries
=125 Public Queries

+--[7] Aging Charts
+--[7 AlCommonlnfo
=S CustomerFolder
(23 Customery

+--[7] Customers
+--[Z] Distribution Charts
+--[7] Email Rules
+-[_7] PrintReportFormats
+-[7] Report Formats
+-[_7] Reports
+-[_7] TeamPrivate
+--[Z7] Trend Charts

A all Defects

A Keyword Search

FH My Hot List

{FH My To Do List

FH Meeds Verification

New in ClearQuest 7.0.1

©) What keeps me
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Ensuring Process Traceability & Auditability

» Apply AuditTrail and eSignature packages:
» AuditTrail:

= Specifies that certain records are to be audited when they are created or
changed

= Can be configured to determine what fields to audit
» eSignature:

= Requires users to add their electronic signatures to records when certain
State Transitions occur

= Can be configured to determine
actions/state transitions that need
to be signed and who can sign.

Process Security
@® Wwnhat keeps me
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Ensuring Process Traceability & Auditability
Audit Trail Example

» After applying the AuditTrail package and enabling a record type An
Audit Trail tab will be added to the record form

I Main Motes Resatftio Attachments
> Cor_1tent of Audit [T os |
Trail can be s Hito S
Customised — - "
Time : 2007-05-02 19:23:54 +06:00 ]
Schema Rev : 5 Print Record
} Can Choose H::E:gn:: :: admin
which fields to & &%~ ki
. State : Submitted =
audit T
: Testing Audit Trail package
} Ca n Choose oo : Testing Audit Trail package completed

format of audit New: SAvee

trail content -
===5TART====
Time : 2007-05-02 19:22:40 +06:00
SchemaRev : 5
|Jser Name
lUser Login Customer'fu
User Groups :  Everyone CustomerY [Vl

1] 4|iD: 00000041 |»]m

@ What keeps me
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Ensuring Process Traceability & Auditability

e-Sighature Example

= After applying the package to schema, you must configure it

Submit eSig_Config = [=!

B eSignature Configuration Record

Record Type: I LJ

[Defect | Cancel
— Sign by State: = :
B Sign When: ]Errtering State LJ
States:
Sign by Action - _J
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Ensuring Process Traceability & Auditability

e-Signature Example

= During a Modify operation it prompts for user name and password

SAMPLODO0C0D Opened
| | SAMPLO00O000D02 Resolved
[ | SAMPLOODDODO2 Resolved
| | SAMPLOO000D04 Resolved
| | SAMPLOO0D000D0S Resolved
| SAMPLOO000006 Opened

I SamMPI DNQODOOT Bezaolved

spelling emor in login screen

sales tax incomect if item deleted from purchas
cancel sale doesnt comectly repaint screen
want more help on inventory report

columns out of alignment

delete tem not working comecthr

ovemde ofice does oot words

% Result set 4 Query editor 4 Display editor /

Main ] Motes ] Besolution
History ] Customer ] Audit Trail

Emter eSignature Here:

l

Lzar Niamea: |

Fazswomn |

eSignature Log:

Attachments ]
B =Signature Apphy

Rewvert
Print Record

“START™ e-Signature - 2007-05-02 15:33:46 +05:00
Fullname:

Login: admin

Groups: Everyone

State: Opened

Purpose Action: Modify

““EMD™ e-Signature
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Vendor/Contractor/Customer Access to ClearQuest

= Use Case:

» Team Y is working with external vendors. Team Y needs to file Defects and
RFEs for the vendors. The vendors require access to submit Defects and RFEs
= Security Requirements:

» Record Hiding

» Workspace ACLs

» External IDs not in corporate LDAP directory
* Implementation:

» Leverage ClearQuest Web client
= Restricted mode

® What keeps me
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Vendor/Contractor/Customer Access to ClearQuest
Implementation Details

= Restricted Mode: Provides a layer of user privilege control in addition to
that provided in the underlying schema

» Configuring Restricted Mode access:

Restrict Site: All users run in restricted mode
Restricted Users: Specific users are restricted
Restricted User Groups: Specific user groups are restricted

Restricted Query: Users in restricted mode can access only one Query
predefined by the administrator

Administrator can choose whether to Allow Find Record When Restricted:
Users in restricted mode can use the Find Record feature (subject to s
enforcement rules)

Administrator can choose whether to allow restricted users to

Modify Records @

® What keeps me
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Vendor/Contractor/Customer Access to ClearQuest

Restricted Mode Example
. Configuring restricted mode access

1 ,r"" Rational - Windows Internet Explorer

! —
@ iy |g http:,I',I'IUcaIhost,l'cqweb,l'main?command=GenerateMainFrame&rmsessiunid=aea4c161-|j 4| % ILive Search L=

" Flle Edit Wew Favorites Tools  Help

iR _ ) 3
[ 99 @  @rationa | ‘ fap - Bl - o=h v rPage - () Tools -

1 -

|

Rational. ClearQuest®Web L ! ¥ Home [&iie Confiquratior: | Cogpn Statistics | User Profile | Help | About | Log Out
1 | Select a databasze -j Go |
M - - . 04 =
Site Configuration B ] o
| Restore Defaults  Save Cancel
Diafzct and Changzz Tracking ﬂ

Site Configuration: Defect and Change Tracking
Security Options Reporing Options Application Options Email Oplicns

Restrict Site: r
(default: no =election)

Restricted Users: |m‘~
(default: none)

Restricted |
Usergraups: (default: nong)

Restricted Cuery; IPuinc Queries/All Defects
(default: none)

Allow Find Record I
When Restricted: (default: no selection) |

* Rennired Fields j
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Enhanced Web Security Improvements!

Rational) ClearCuest®Web

: 3
I—E&I&ctadﬂtabaae—;l Go ”

Home | Site Configuration

Site Configuration

Diefect and Change Tracking

New in ClearQuest 7.0.1
@© What keeps me

o B®

Restore Defaults  Save Cancel

Site Configuration: Defect and Change Tracking

Security Options Reporting Options Application Options Email Opticns
Restrict Site: u

(default; no 2election)
Restricted Users: |

(default: nong)

Restricted Usergroups: |'3U3t°m5r
{default: none)

IF‘u blic Queriez/All Defects
(default: none)

Restricted Cuery:

Allow Find Record v
When Restricted: (default: no selection)

Alow Modify Record ™
When Restricted: {default: no =election)

7

Disable Persistent u
Cookies: {default: no gelection) =

* Required Fields
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Vendor/Contractor/Customer Access to ClearQuest

Restricted Mode Example

= Before applying Restricted mode

,f" SAMPL - Windows Internet Explorer M=l
@ﬁ - |g http:II',I'I-:caIh-:-st,l'-:qwel:-,l'main?-:-:-mmand=GenerateMainFrame&rmsessinnid=acF1ac42-cﬂ *4| X ILive Search -
File Edit Miew Favorites Tools Help

TEod @ sanpL | | I3 - B - &= - hpage ~ (FTools -+ 7

Rational. ClearQuest®Web

i
=i

| 2amPL New: |Dsfect

Home | User Profile | Help | Akout | Log Out

SAMPL T3

[l 55 Perzonal Queries
[=] =3 Public Queries
[E3 Aging Charts

;I m:‘bﬁnd Record ID: Recent... Go |
= = =

WA
Refresh  Edit Query

Results for Query "Public Queries/All Defects”

[

Save Query As Export Grid Printable Version

=3

[

S

e o]
[ custemers Refresh | M

[C7] Distribution Charts
[C] Email Rules
[ PrintRepertFormats

HILH
ik

Resolve

Postpone

(E] 4 B =

te | Delete Add toc Favorites | E-mail Link | Printable Versior

[ 57740 5

[C] Report Fermats Main Notes Re=zclution Attachments Histary Customer
]
= 1D+ |Sﬁ.I.1PLDIJIJE|IJDE|1 State: Opened
[C] Trend Charts
__ e fmn Hezzdlins: |5.|:|e||ing errar in login screen
- Mevwords: s
oz Claz=ics hd
|-15‘ S Project: I J &
My To De List Severity: [3-2verage j
A Mesds Werificati
£ Needs Verification Frigrity: |a-tormal Queue j Symotoms:
Crwenar: I"'-:’EEI j &
Description:

il

© What keeps me
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Vendor/Contractor/Customer Access to ClearQuest

Restricted Mode Example

= After enabling Restrict Site for All users/groups

f" SAMPL - Windows Internet Explorer

'@ o |g, http:,l',l'Iu:ucalhu:ust,l'cqweI:u,l'main?cu:ummand=GenerateMainFrame&rmsessiu:uni-;l | | ILive Search

File Edit Wiew Fawvorites Tools Help

e daE @ sampL | | B - B - @ - [ rpage - &

Rational. ClearQuest®Web

SAMPL ~] | Ge | New: [Dbect =} Go |

View Recent... Go |

r ! 1 ricted Mode - License unavailable ome | Help | About | Log Out
g ailable] -+

SAMPL |5 L} (-] 1=
Save  Add to Favorites | Cancel
E Defect: SAMPLO0000043 (Action: Submit)
Iain Attachment= Custemer
o |sAMPLODODOD43 State: | Submitted
Hzzdlina: I
Keywords:
Froject: I j l‘;f
Savarity: I j e
Friority: I j Symptoms:
Crwner: I j -':"/;
Drescription:
=
id
| [%3 Local intranst F100% - 2

©) What keeps me
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Vendor/Contractor/Customer Access to ClearQuest
Restricted Mode Example

= Example after enabling Restrict Site with Restricted Query

,f" SAMPL - Windows Internet Explorer =]

@ - |g, http:,l',l'Iu:u|:alhu:u5t,l'cqweb,l'main?|:u:ummanu:l=GenerateMainFrame&rmsessionid=b946ddIZ-LI *a | ILive Search =Rk

File Edit ‘iew Faworites Tools Help

G dhF @ sampL | |

Rational. ClearQuest®Web

L
SANMPL =] Go |

MNew: Iw Go |

View Recent... Go |

SAMPL S = 2 -9 5
Refresh  Export Grid | Printable Version
Results for Ouery "Public Queries/all Defects™ LI
= O
'S Z =

Refresh | Printable Wversion

= Defect 0000001 17400 » 1]
Hain MNotes Re=solution Attachment= Hiztory Customer

1o |saMPLO0OODOO Stste:  |Opened

Hzadlins: |5|:|elling £rror in legin scresn

Keyvwords:

Eroject: ICIa ==ice

Savarity: |3—Average

]
]
ricrity: IS_NU”T'EI Queus T | Symptoms:
Cravner: lead - j
Description:

loptionz ~1 [
| I_ I_ I_ I_ I_ I_ [ Local intranet [ * 100w -~
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Vendor/Contractor/Customer Access to ClearQuest
Restricted Mode Example

= Example after enabling Restrict Site with Find Record and Restricted Query

/= SAMPL - Windows Internet Explorer M[=] B3

@ - |g htt|:-:,I',I'Icu:alh-:st,l'cqwel:-,l'main?cc-mrnand=GenerateMainFrame&rmsessinnid=12bF94DG-=ﬂ | 1K ILive Search |-

File Edit ‘iew Favorites Tools Help

"= o d
W odR @ sampL | | Koo~ B - = - s Page + (0 Todls -
1 JRestricted Mode - License unavailable]} Home | Help | About | Log Out
L
New: IDEfECt _: ﬁ.\:gnd Record ID: r@‘ Wiew Recent...

Welcome to IBM Rational ClearQuest Web

SAMPL | Go |
& saue
e patecs

Welcome to IBM Rational ClearQuest Web, the browser-based interface to IBM Rational ClearCuest that
runs on Windows and UMNIX cperating systems. IBM Raticnal ClearQuest Web lets you track defects and
change requests with an intuitive and easyto-use interface.

Your ClearCiuest administrator or somecne with Super User privileges can customize the Login page by
replacing the splash imaae. In additicn, your administrator can replace the Welcome page with your
organization’s own home page.

http: fMlocalhost/cquebimain?USE_CASE=cq_banner&action=banner# v Local intranet +100% -
A
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Miscellaneous Security Features in ClearQuest

= |[n Addition to above security features ClearQuest provides the following
features which can be applied to ClearQuest change management system

Tab Properties _

» Restricting Access to Fields Tab Caption [ oK g
o ] . |Metrics| -
» Hiding fields in a Query Cancel | ¥
.y . Tab Index: |IJ - Help .
» Restricting Access to Actions | _to | g
. . Ly Birets pétieeees Defect Fields - Headline .
» Restrict Access to Dialog Tabs Al Users Sa] | Thi disog b canains propeties o 1
» Password Fields valahe Broups e -~
enera elp Text
» Granular Folder level Permissions in Field Name: [Headine &
Workspace ACL DB Column Name: [ ;

® What keeps me
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Server-Side SMTP Email Notification

= The existing client-side email notification approach is executed on client
desktops

» This approach tends to be problematic for many customers due to increased IT
infrastructure security rules

= Many IT organizations only permit SMTP mail to be sent via a select set of IP
addresses

= MAPI 'Broken' by Security Patches requesting user confirmation for all emails

= The answer — Rational Field Services!
Greatly enhanced email notification reliability and audit capabilities
Full replacement of client-side email notification

No client-side / Web server configuration or maintenance required

b
b
» Adds a “Postoffice” stateless record to any existing schema \
b
» Completely flexible email content generation

b

For further info contact: Alan Murphy or David J. Trent “N\
( or )
® What keeps me
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Questions
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Thank You

Alan Murphy
IT Specialist - IBM Rational Brand Services
IBM Certified Rational ClearQuest Administrator
alan.murphy@uk.ibm.com
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