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Preface

This document provides information about Tivoli® Intelligent Monitoring for NetIQ
AppManager® (Intelligent Monitoring) Version 1.5 .

This product forwards NetlQ AppManager events to Tivoli Business Systems Manager
database, maintaining the related database up-to-date through discoveries performed on a
timely basis.

Who Should Read This Guide

The target audience for this guide is NetlQ AppManager administrators who want to check
the availability of AppManager resources through Tivoli Business Systems Manager.

To make effective use of the product you require knowledge and practical experience of the
following:

B NetlQ AppManager

B  Tivoli Business Systems Manager

B Windows NT®

Prerequisite and Related Documents
To use the information in this document, you should be familiar with the following manuals:
B Tivoli Business Systems Manager Installation and Configuration Guide
B Tivoli Business Systems Manager User’s Guide
B Tivoli Business Systems Manager Distributed Overview
|

NetlQ AppManager User’s Guide

What This Guide Contains

This guide contains the following sections:

®  Chapter 1, “Ouerview of Intelligent Monitaringf”

Provides an overview of the product and how it replicates the AppManager environment
in the Tivoli Business Systems Manager.

®  Chapter 2, “Installing Intelligent Monitoring”

Provides you with the instructions necessary to install Intelligent Monitoring.

®  Chapter 3, “Ilsing Event Discovery”

Describes the event discovery function of Intelligent Monitoring and explains how to
start it.

®m  Appendix A, “Command Referencd”

Describes Intelligent Monitoring commands you can issue from the command prompt
and explains how to use them.

®m  Appendix B, “Mapping NetIQ AppManager Eventd”

Explains how NetlQ AppManager event severity levels are mapped in Tivoli Business
Systems Manager database.
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®  Appendix C, “Known Limitations and Workaroundd”

Describes known defects of Intelligent Monitoring. Where applicable and known,
suggested workarounds are identified.

Conventions Used in This Guide

The guide uses several typeface conventions for special terms and actions. These
conventions have the following meaning:

Bold Commands, keywords, file names, authorization roles, Web addresses, or
other information that you must use literally appear like this, in bold.

Italics Variables and values that you must provide appear like this, in italics. Words
and phrases that are emphasized also appear like this, in italics.

Monospace Code examples, output, and system messages appear like this, in a
monospace font.

Software Requirements
To use Intelligent Monitoring, the following software installed and running:
B Windows 2000, or Windows NT 4.0 Service Pack 6, or higher.
®  NetlQ AppManager Version 4.0 Agent.

B All software required as a prerequisite of NetlQ AppManager, because this product is
installed together with NetlQ AppManager software.

B  Tivoli Business Systems Manager Version 1.5 with a database version that supports
AppManager extension.

B Tivoli Business Systems Manager Common Listener.
® |BM JRE 1.3.

B The most recent system DLLs. If your DLLs are not updated, download the file
veredist.exe from the following Web site: http://www.msdn.microsoft.com/default.asp.

B The ODBC driver for Microsoft Access 2000 must be installed. If it is not, run the
mdac_typ.exe file that is provided with Microsoft Data Access Components 2.1, at
http://www.microsoft.com/data.

Accessing Publications Online

You can access Tivoli publications online at http://www.tivoli.com/support/documents/.
The documentation for some products is available in PDF and HTML formats. Translated
documents are also available for this product at http://www.tivoli.com/support/documents/.

To access most of the documentation, you need an ID and a password. To obtain an ID for
use on the support Web site, go to http://www.tivoli.com/support/getting/.

Resellers should refer to http://www.tivoli.com/support/smb/index.html for more
information about obtaining Tivoli technical documentation and support.

Business Partners should refer to [Ordering Publications” on page vii for more information

about obtaining Tivoli technical documentation.
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Ordering Publications

Order Tivoli publications online at
http://www.tivoli.com/support/Prodman/html/pub_order.html or by calling one of the
following telephone numbers:

m  U.S. customers: (800) 879-2755
B Canadian customers: (800) 426-4968

Providing Feedback about Publications

We are very interested in hearing about your experience with Tivoli products and
documentation, and we welcome your suggestions for improvements. If you have comments
or suggestions about our products and documentation, contact us in one of the following
ways:

B Send e-mail to pubs@tivoli.com.

B Fill out our customer feedback survey at http://www.tivoli.com/support/survey/.

Contacting Customer Support

If you need support for this or any Tivoli product, contact Tivoli Customer Support in one of
the following ways:

B Submit a problem management record (PMR) electronically from our Web site at
http://www.tivoli.com/support/reporting/. For information about obtaining support
through the Tivoli Customer Support Web site, go to
http://www.tivoli.com/support/getting/.

B Send an e-mail to support@tivoli.com.
B Customers in the U.S. can call 1-800-TIVOLIS (1-800-848-6548).
B Customers outside the U.S. should refer to the Tivoli Customer Support Web site at

http://www.tivoli.com/support/locations.html for customer support telephone numbers.

When you contact Tivoli Customer Support, be prepared to provide the customer number for
your company so that support personnel can assist you more readily.
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Overview of Intelligent Monitoring

Bunioyuopy
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This chapter gives an overview of Intelligent Monitoring and how it enables the integration
of NetlQ AppManager with Tivoli Business Systems Manager.

Intelligent Monitoring communicates with Tivoli Business Systems Manager through the
Common Listener. Data is sent by Intelligent Monitoring to the Common Listener, which
then updates Tivoli Business Systems Manager database accordingly. For more information
about the Common Listener, refer to the documentation provided with it.

Intelligent Monitoring operates through the event discovery process. This process collects
NetlQ AppManager events and routes them to Tivoli Business Systems Manager database

Event Discovery Process

Intelligent Monitoring uses event discovery to collect and forward AppManager events to
Tivoli Business Systems Manager.

On a timely basis, the event discovery process collects the events generated by the
AppManager agents, and updates Tivoli Business Systems Manager database accordingly.

The following figure depicts the whole process of collecting data and transmitting it to
Tivoli Business Systems Manager database.
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Tivoli Business Systems Manager

A
Events

|

Intelligent Monitoring|| Intelligent Monitoring
for NetIQ AppManager for NetIQ AppManager

Intelligent Monitoring
for NetIQ AppManager

NetIQ AppManager Agents

Figure 1. Data transfer from NetlQ AppManager to Tivoli Business Systems Manager
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Installing Intelligent Monitoring

This chapter provides you with the instructions necessary to install Intelligent Monitoring on
your system.

You have to install Intelligent Monitoring on each workstation that you want to monitor
through Tivoli Business Systems Manager and that runs NetlQ AppManager.

Before you install Intelligent Monitoring, ensure that you have satisfied the software and
hardware requirements listed below.

Related Documents

During the installation of Intelligent Monitoring, you might need to refer to the following
books:

Tivoli Business Systems Manager Installation and Configuration Guide
Tivoli Business Systems Manager User’s Guide
Tivoli Business Systems Manager Distributed Overview

NetlQ AppManager User’s Guide

Software Requirements

To use Intelligent Monitoring, you must have the following software installed and running:

Windows 2000, or Windows NT 4.0 Service Pack 6, or higher.
NetlQ AppManager Version 4.0 Agent.
IBM JRE 1.3.

Tivoli Business Systems Manager Version 1.5, with a database version that supports
AppManager extension.

Tivoli Business Systems Manager Common Listener.

All software required as a prerequisite of NetlQ AppManager, because this product is
installed together with NetlQ AppManager.

The most recent system DLLs. If your DLLs are not updated, download the file
veredist.exe from the following Web site: http://www.msdn.microsoft.com/default.asp.

The ODBC driver for Microsoft Access 2000 must be installed. If it is not, run the
mdac_typ.exe file that is provided with Microsoft Data Access Components 2.1, at
http://www.microsoft.com/data.

Intelligent Monitoring for NetlQ AppManager Release Notes
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Hardware Requirements

The minimum hardware requirements for Intelligent Monitoring are listed in the following

table.
Hardware Minimum Required
Disk space 5 MB
RAM 96 MB
Processor Pentium® 1T 300 MHz

Installation Procedure

To install Intelligent Monitoring, perform the following procedure:

1. Download the 1.5-BSM-0013 patch, from Tivoli Business Systems Manager directory,

where patches are stored.

2. Expand the 1.5-BSM-0013.tar file in a temporary directory, like C:\Tempinstall.

3. Open the temporary directory and double click the Setup.exe file. The Welcome dialog

opens.

Welcome E

‘welcome to the Intelligent Monitaring for Apphdanager
Setup program. This program will install Inteligent
Monitaring for Apphd anager on vour computer.

It iz strongly recommended that you exit all Windows programs
befare running this Setup program.

Click Cancel to quit Setup and then cloge any programs you
have mnning. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
intemational treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in gevere civil and criminal penalties, and
will be prozecuted ta the maximurn extent possible under law

Cancel |

4. Click Next. The Choose Destination Location dialog opens.

Choose Destination Location x|

Setup will install Intelligent Monitaring for Apphd anager in the
following folder.

Ta install to this folder, click Mest.

To install to a different folder, click Browse and select anather
falder.

*f'ou can chooze not to install Inteligent Monitaring for
Apptdanager by clicking Cancel to exit Setup.

C:A . Mntelligent Monitaring for Apphdanager Browse... |

" Destination Folder

Cancel |
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5. If you do not want to install the product in the default folder, browse to a destination
directory.

6. The Connection Settings dialog opens. Enter the following information and click Next:

Local Port The workstation port number used by Intelligent Monitoring to
communicate with Common Listener.

Server The IP address of the server where Common Listener is installed.

Server Port A port of the server where Common Listener is installed. This must be
the same port that Common Listener uses to receive data from Intelligent
Monitoring. For more information about Common Listener, refer to the
relevant documentation.

Connection Settings E

Type the default connection settings

LocalPort  [3835

Server Ipcarlesi.rome.tivoli.com

ServerPaort I?S?E{

< Back I Mest > I Cancel

7. Restart the computer, when required.
Now you have successfully installed Intelligent Monitoring.

If you want to change any of the settings specified during the installation, or you need to

customize other setup values, see Appendix B hmma.semp;an_page_l_ﬂ for more information.

Configuring the Event Discovery

After completing the installation, but before starting the event discovery for the first time,
you have to configure it, specifying the subnet mask of the network the host belongs to. To
do so, launch the setup command with the corresponding option:

wimasetup -e -subnetmask <subnetmask>

For more information about this command, see bm.masem.p’_o.n_pa.ge_]_ﬂ

Intelligent Monitoring for NetlQ AppManager Release Notes
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Using Event Discovery

This chapter describes the use of Intelligent Monitoring event discovery. Event discovery
collects the events from AppManager agents and transmits them to Tivoli Business Systems
Manager.

Event Discovery

Event discovery collects events from each AppManager agent on which it is installed. Then,
it forwards to Tivoli Business Systems Manager the event related information, such as
message severity and message text. The message severity indicates the error level of the
event, while the message text is the contains a description of the event.

On Tivoli Business Systems Manager side, each event is associated to the object that
represents the agent that has generated it.

On a timely basis, the event discovery process refreshes the events in Tivoli Business
Systems Manager database. The time interval that elapses between two successive event
discoveries is set to 60 seconds by default. However, you can customize it using the
corresponding command from the command prompt. For more information about setup

customizing commands, see Appendix A, L\mmase.t.u.plon_pa.ge_]_ﬂ

Starting the Event Discovery Service

To start the event discovery service, perform the following procedure:

1. From Windows tool bar, select Start —> Settings —> Control Panel. The Control
Panel window opens.

A1anoasiqg aa3z buisn "¢
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1 Control Panel =]
File Edit Miew Help
|_\ﬂ Cantral Panel £ i ﬂ X|| E
E E
Acceszibilty  Add/Remove Console [rate/Time Devices
Options Programs
oL i)
B A 4 = g
Dizplay Find Fast Fonts IEM[R] IBMSet  Intemnet
Options
s i i G & <
@ 3 0 8
Keyboard Livellpdate b il Modems Mouze
) 2
L =) ek
Multimedia Metwark. ODBC Data FC Card Farts
Sources [PCCIA)
- 3 =
= P ¢ -
Printers Fegional  SCS| Adapters Server
Settings
g = %
Sounds System Tape Devices  Telephony UPs
Starts, stops, and configures services.

2. Double click the Services icon. The Services panel opens.

Services
Service Status Startup Cloze
Pratected Storage Started Autarnatic ﬂ
Femote Procedure Call [RPC) Locator b anual Start

Femote Procedure Call [RPC) Service Started Automatic
Server Started Automatic
Spooler Started Automatic
System Event Motification b anual

Task Scheduler Started Autarnatic
TCPAP MetBIOS Helper Started Automatic
Telephony Service M anual
[ Tivoli BSM Apphanager Event Dis I anual

Startup...

Hiw Prafiles...
Startup Parameters:

[ Help

L]

3. From the Service list, select Tivoli BSM AppManager Event Discovery and click
Start.

Note: Event discovery must be always active when NetlQ AppManager is operating. The
service does not keep track of the changes that take place when the event discovery is
not active. For example, if some events occur when event discovery service is not
running, you do not see those events on Tivoli Business Systems Manager side when
you start the service again.

Viewing Event Information

Intelligent Monitoring maps AppManager events into Tivoli Business Systems Manager
database, and associates them with the icon of the agent that generated them.

Double-click that icon to display event related information.
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Command Reference

This appendix describes the Intelligent Monitoring commands, which you can issue from the
command prompt, and explains how to use them.

The Intelligent Monitoring commands and the functions you can perform with them, are
given in the following table:

Command Function

wimtraceset Sets the trace options of Intelligent Monitoring to the specified
values.

wimasetup Configures the integration between Intelligent Monitoring and Tivoli
Business Systems Manager

9JUdJ3J9Y puewwo) Y
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wimtraceset
This command sets the trace options.
Syntax

The usage of this command is the following:

wimtraceset <tracelevel> <maxsize>

Description
This command sets the trace level to the value entered for level. The value for level can be
one of the following:

0 Only errors are stored in the log file. This is the default value. For
performance reasons, Tivoli recommends that you do not change this value
unless you are experiencing problems that you want to report to Customer

Support.

1 Only warnings and errors are stored in the log file.

2 All steps of the monitoring process are stored in the log file.

3 Verbose mode: all operations performed during monitoring are stored in the
log file.

The output from the trace is saved in the log file. The maximum size of the file is defined
by the size parameter. The size of the file must be defined in bytes.

Examples
The trace file logs only errors and its maximum size is around 1 MB.
wimtraceset 0 1000000
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wimasetup

Syntax

Configures the integration with Tivoli Business Systems Manager.

The usage of this command for event discovery is the following:

wimasetup [-log (on [-1f <Log File Name>] | off)]
[-regport <Request Port Number>]
[-resport <Response Port Number>]
[-svrport <Server Port Number>]
[-svraddress <Server Address>]
[-1gs (file | memory)]
[-rgs (file | memory)]
[-refresh <Refresh Time>]
[-subnetmask <Subnet Mask>]

wimasetup -h

Description

Options

This command configures the integration with Tivoli Business Systems Manager. You can
use this command to customize the settings you have specified during the installation
procedure and some general integration settings. To display the current values of the
variables that can be set with this command, launch the command without specifying any
options. An example of the output is the following:

wimasetup

Logging Mode true

Log File Name AppManagerEventLst_LoggingModeFile.log

Request Port Number 9898

Response Port Number 9898

Server Port Number 8082

Server Address server

Local Queue Store memory

Remote Queue Store file

Refresh Time 60

-log on The collected data is logged in a file, instead of being transmitted directly to
Tivoli Business Systems Manager. If you do not specify a file name, data is
logged in a file called AppManagerEventLst_LoggingModeFile.log and
located in the product directory.

-log off The collected data is not logged in any file. It is directly transmitted to

Tivoli Business Systems Manager.

-If <logfilename>
This option is valid only if log option is set to on. Here you specify the file
name where you want to log your data. You can also specify an absolute
path. If you do not specify a path, the log file is created in the directory
where the command is located.

-reqport <Request Port Number>
This is the workstation port number used by Intelligent Monitoring to
receive requests from Common Listener.

-resport <Response Port Number>
This is the workstation port number used by Intelligent Monitoring to

Intelligent Monitoring for NetlQ AppManager Release Notes
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receive responses by Common Listener. It can be the same port specified in
the reqport option, if you use the same port to receive requests and
responses.

-svrport <Server Port Number>
This is a port of the server where Common Listener is installed. It must be
the same port that Common Listener uses to receive data from Intelligent
Monitoring.

-svraddress <Server Address>
This is the IP address of the server where Common Listener is installed.

-lgs (memory | file)
This option enables you to choose where to store the incoming queued data.
If you do not specify this option, the default value is file.

memory Incoming data is kept in memory. The process is relatively
fast, but if the application fails, you lose data.

file Incoming data is kept in a file. The process is relatively
slow, but if the application fails, you can still retrieve the
data.

-rqs (memory | file)
This option enables you to choose where to store the outgoing queued data.
If you do not specify this option, the default value is file.

memory Outgoing data is kept in memory. The process is relatively
fast, but if the application fails, you lose the data.

file Outgoing data is kept in a file. The process is relatively
slow, but if the application fails, you can still retrieve the
data.

-refresh <Refresh time>
This is the time interval you want to elapse between two successive
discoveries. It is expressed in seconds. The default value for this option is
60.

-subnetmask <Subnet Mask>
Subnet mask of the network the host belongs to.

Examples

B The following command specifies that the collected data is logged in a file named
myFile.log, the server port number is 8082 and IP address is
tbsmserver.rome.tivoli.com.

wimasetup -Tog on myFile.log -svrport 8082 -svraddress tbsmserver.rome.tivoli.com
B The following command specifies that incoming and outgoing queued data is stored in
memory. Refresh time is set to 40 seconds.

wimasetup -Tgs memory -rgs memory -refresh 40

12
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Mapping NetlQ AppManager Events

This appendix describes how NetlQ AppManager event severity levels are mapped in Tivoli
Business Systems Manager database.

The first column of the following table lists the event severity levels defined by NetlQ
AppManager. On Tivoli Business Systems Manager side, each severity level is represented
by two values, which are listed in the two other columns of the table.

The values used by Tivoli Business Systems Manager to define the severity of an event are
the following:

B Alert State

B Priority

Alert State Defines the degree of severity of an event, where the higher the value, the
more severe the event. Values from 1 to 3, inclusive.

Priority Defines the urgency of action required by an event, where the higher the
value, the less urgent the action. Values from 1 to 5, inclusive.

Event Severity Value Alert State Priority

Less or equal tol 1

2to4

5to 10

11 to 16

17 to 22

23 to 28

29 to 34

35 to 40

N = =N N |W|Ww|Ww
Ll || |WiWND

over 40

Intelligent Monitoring for NetlQ AppManager Release Notes
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Known Limitations and Workarounds

This section describes known defects of Intelligent Monitoring. Where applicable and
known, suggested workarounds are identified. Note that this may not be a complete list of
defects.

Current defects, limitations and workarounds for Intelligent Monitoring include:

1. Event discovery forwards to Tivoli Business Systems Manager event related message
texts provided by NetlIQAppManager. In Tivoli Business Systems Manager database
message texts have a maximum length of 128 characters. If the original message text is
longer than this, Intelligent Monitoring truncates it.

2. The validity of the parameters associated to the following commands

wimasetup, wimtraceset

is not checked. Therefore, invalid parameters are accepted.

3. When you uninstall the product, the entry that sets the path in the autoexec.bat file is not
removed. This can cause problems when you reinstall the product. Workaround: edit the
autoexec.bat file manually, deleting the entry that sets the path for Intelligent Monitoring.

Intelligent Monitoring for NetlQ AppManager Release Notes
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Error Messages

This appendix explains the messages that can be issued by a workstation Intelligent
Monitoring is running on.

Messages are listed in ascending numeric order.

Identifying a Message

Messages are of different typse but are all identified in the same way. The following
example shows a typical message and explains its identifying components.

Identity

Message

IMAOOO1E

Invalid subnet mask was specified.

IMA This prefix identifies the message as belonging to Intelligent Monitoring for

Unicenter TNG.
0005 The unique serial number of the message.
E Is the type of message and can be:
I Information messages provide feedback about something that has happened

Notation

in the product or system that may be important. These messages also give
guidance when you are requesting a specific action from the product.

Warning messages call your attention to an exception condition that is not
necessarily an error but may cause problems if not attended to.

Error messages indicate that an action cannot be completed because of a
user or system error. These error messages always require user response.

Some messages, especially information and warning messages, are multi-purpose. The same
basic text can contain different strings such as different command names or application

names, according to the way the application was behaving when the message was generated.

These messages are shown in the following sections with the string identity displayed in
italics at the appropriate part of the message.

Intelligent Monitoring for NetlQ AppManager Release Notes
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Messages

The following message can be displayed.

IMAOOO1E

Invalid subnet mask was specified.
Explanation: The subnet mask you have specified is incorrect.

User Response: Specify a valid subnet mask.

18
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