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Preface

This guide describesthe IBM Tivoli Intelligent Orchestrator.

It contains ageneral overview of the architecture and functionality of the Tivoli Intelligent
Orchestrator and describes the procedures to configure and operate the system.

Who should read this guide

This guide isintended for corporate and Internet data center system administrators who

will operate and maintain the Tivoli Intelligent Orchestrator. You should read this guide if

you perform one or more of the following roles:

® Application owners, who will manage specific configurations of the system

® Datacenter operators, who will monitor, deploy, configure applications and
infrastructure, and manage resources using the Tivoli Intelligent Orchestrator

It is assumed that you have an understanding of Internet browser navigation and computer
operating systems. Prior knowledge of n-tier applications and data center infrastructure
would also be very helpful.

A certain level of familiarity with a number of specific termsis aso required. You may
find it helpful to review the “Glossary” before reading other chapters in this guide.

What this guide contains

This guide contains the following chapters:

® Chapter 1, “Introduction to the IBM Tivoli Intelligent Orchestrator”, provides an
overview of the system’s basic functionality, describes the available user interfaces,
the operating modes, and the concepts introduced by Application Topologies v1.0.

® Chapter 2, “Configuring Tivoli Intelligent Orchestrator”, describes the procedures
performed by a data center system administrator to configure users, servers,
networking infrastructure devices, license pools, software products, stacks, and
patches, and resource pools. Also described is the procedure to modify the Tivali
Intelligent Orchestrator’'s global operating mode.

® Chapter 3, “Managing Tivoli Intelligent Orchestrator”, describes the procedures
performed by a data center system administrator to manage customer accounts,
applications, clusters, and servers, and to monitor the Tivoli Intelligent Orchestrator.
Also described are the procedures to toggle between operating modes at application
and cluster levels.

® Chapter 4, “Configuring and using workflows”, offers an introduction to the system’s
workflows, and provides the procedures to configure and use workflows. Also
provided are the procedures to configure device drivers and manage the Deployment
Engine through the Web-based user interface.

® Chapter 5, “Configuring Java plug-ins, smple commands, and logical device
operations’, describes the procedures to configure the Java plug-ins, simple
commands, and logical device operations that are required for customizing and
successfully executing various workflows.
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® Chapter 6, “Generating reports’, describes the reports that the Tivali Intelligent
Orchestrator is able to generate and convert into PDF files or send to the printer.

®  Chapter 7, “SOAP commands available through command line”, provides areference
to the SOAP scripts and commands that are available using the Web-based interface
and the command-line interface.

®* Appendix A, “SOAP command syntax reference”, provides areference to the
command syntax and examples for some of the SOAP commands that can be used
through the Web-based user interface.

® Appendix B, “Defining the report design in an XML file: a case study”, provides a
practical example of areport being generated based on the design defined in an XML
file.

® The"“Glossary” provides alist of some of the most commonly used termsin this
guide.

Publications

This section lists publications in the Tivoli Intelligent Orchestrator library and related
documents. It also describes how to access Tivoli publications online.

Tivoli Intelligent Orchestrator library

Thefollowing manuals are available in the Tivoli Intelligent Orchestrator library for
Version 1.1.0:

® Thismanual, the IBM Tivoli Intelligent Orchestrator: Operator’s Guide, contains a
general overview of the architecture and functionality of the Tivali Intelligent
Orchestrator and describes the procedures to configure and operate the system.

® ThelBM Tivoli Intelligent Orchestrator: Installation Guide provides all the necessary
information to install the Tivoli Intelligent Orchestrator and its third-party
components on Windows® 2000.

®* ThelBM Tivali Intelligent Orchestrator: Overview Guide provides an architectural
overview of the Tivoli Intelligent Orchestrator, describes the main components of the
system and their interaction, and details the concepts and the mathematical
background that the system functionality is based on.

Accessing publications online

The Release Notes and publication for the IBM Tivoli Tivoli Intelligent Orchestrator
product are available at the Tivoli Software Information Center Web site:

http://www.ibm.com/software/tivoli/library/
Click the Product manuals link to access the Tivoli Software Information Center.
Click the IBM Tivoli Tivoli Intelligent Orchestrator link to access the product library.

Note: If you print PDF documents on other than | etter-sized paper, select the Fit to page
check box in the Adobe Acrobat Print dialog. This option is available when you
click File> Print. Fit to page ensures that the full dimensions of a letter-sized
page print on the paper that you are using.

Contacting software support

If you have a problem with any Tivoli product, refer to the following IBM Software
Support Web site:
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http://www.ibm.com/software/tivoli/library/

http://www-3.ibm.com/software/sysmgmt/products/support/

If you want to contact software support, see the IBM Software Support Guide at the fol-
lowing Web site:

http://techsupport.services.ibm.com\guides\handbook.html

The guide provides information about how to contact IBM Software Support, depending

on the severity of your problem, and the following information:

® Registration and dligibility

* Telephone numbers and e-mail addresses, depending on the country in which you are
located

® Information you must have before contacting IBM Software Support

Conventions used

in this book

This guide uses the following typeface conventions:

Bold

Italic

L owercase commands and mixed case commands that are otherwise difficult to
distinguish from surrounding text

Interface controls (check boxes, push buttons, radio buttons, spin buttons, fields,
folders, icons, list boxes, items inside list boxes, multicolumn lists, containers,
menu choices, menu names, tabs, property sheets), labels (such as Tip:, and
Operating system considerations:)

Column headingsin atable
Keywords and parametersin text

Citations (titles of books, diskettes, and CDs)
Words defined in text

Emphasis of words (words as words)

Letters asletters

New termsin text

Variables and values you must provide

Monospace

<text>

Examples and code examples

File names, programming keywords, and other elements that are difficult to
distinguish from surrounding text

M essage text and prompts addressed to the user
Text that the user must type
Values for arguments or command options

Indicates a variable in a path name. For example, in the path <I NSTALL- DI R>\ t | m
I NSTALL- DI R depends on the location where you have installed the component, while
\ t | mis constant.
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products/support/
http://techsupport.services.ibm.com\

guides\handbook.html

Operating system-dependent variables and paths

This guide uses the Windows convention for specifying environment variables and for
directory notation.

When using the UNIX command line, replace %variable% with $variable for

environment variables and replace each backsash (\) with aforward slash (/) in directory
paths.

Note:  If you are using the bash shell on a Windows® system, you can use the UNIX®
conventions.
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Chapter 1. Introduction to the IBM Tivoli Intelligent Orchestrator

This chapter provides the information you need to familiarize yourself with the look and
basic functionality of the Tivoli Intelligent Orchestrator. The following information is
included:

®  Orchestrated Provisioning Overview

® Main components

® User Interface Options

® The Operating Modes

® Application Topologies

Orchestrated Provisioning Overview

Tivali Intelligent Orchestrator is an automated resource management solution for
corporate and Internet data centers. Through orchestrated provisioning it provides the
ability to manipulate the IT environment in real time, according to defined business
policies, to achieve the desired business goals.

The Tivoli Intelligent Orchestrator proactively configures resources among applicationsin
amulti-application environment to balance end-user traffic demands, excess capacity, and
the contractual obligations of service level agreements. Using an adaptive control
technology, the system accurately predicts capacity fluctuations, and facilitates dynamic
infrastructure reallocation.

The Tivoli Intelligent Orchestrator can:

® Gather information about the performance of all your application clusters and build a
workload model that can predict future resource requirements

®* Manage resources across all your application clusters to optimize business-aligned
service level delivery

* Automate the deployment of the optimal computing resources to each application
environment

The Tivoli Intelligent Orchestrator enables you to create, customize, and store alarge
variety of workflowsthat automate all data center processes, and makesit possibleto build
apowerful library of processes that can be assembled to meet any data center process
requirement. The Tivoli Intelligent Orchestrator’s workflows automate various data center
processes, from configuring and allocating servers, to installing, configuring, and patching
software, and can be either large and complex or as simple as a single command.

The Tivoli Intelligent Orchestrator includes Application Topologies. Three key concepts
are at the core of this foundation: the device driver, the switch fabric, and the software
stack.

Note: For further information on Application Topologies and the key conceptsit
introduces, refer to the “ Application Topologies’ section, later in this chapter.

© Copyright IBM Corp., 2003 1
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Application Topol ogies requires an abstraction of thelogical structure of an application, as
well as the physical application deployment. The same application is deployed into
different environments, such astesting, staging, or production environments. Asafirst
step, the necessary infrastructure has been created.

Application software, as well asinstalling, configuring, patching software are very
complex. By modeling all the software dependencies and identifying software device
drivers, the relationship between workflows and software products is very much
simplified. Through Application Topol ogies, the Deployment Engine workflows become
device drivers as part of the Tivoli Intelligent Orchestrator’s support for various hardware
and software products. The system extends the existing Data Center Model and
Deployment Engine components, enabling a new way of viewing workflows.

Note: For additional workflow information, refer to the “Configuring and using
workflows” chapter, later in this guide.

What is the Provisioning Manager?

Within the IBM Tivoli Intelligent Orchestrator, the IBM Tivoli Provisioning Manager isa
stand-al one product that can be purchased separately, based on your data center business
needs. The Provisioning Manager automates the manual provisioning process of
infrastructure deployment. It captures and automates the execution of your best practices
for managing data center resources by building aframework to compile and then
repeatedly execute these best practices consistently and efficiently. The Provisioning
Manager comes with predefined best practices for standard products from all major
infrastructure vendors.

If you have only purchased the Provisioning Manager, refer to the following chapters:
® |ntroduction to the IBM Tivali Intelligent Orchestrator

® Configuring and using workflows
® Configuring Java plug-ins, simple commands, and logical device operations

IBM Tivoli Intelligent Orchestrator: Operator’ s Guide



Main components
The main components of the Tivoli Intelligent Orchestrator are:

Deployment Engine
This component is responsible for the creation, the storage, and the execution of
repeatable workflows that automate the server configuration and alocation in the
system. A workflow can represent either an entire reconfiguration process
affecting multiple servers, or asingle step in alarger reconfiguration process.

Data Center M odel
This component includes a representation of al of the physical and logical assets
under the Tivali Intelligent Orchestrator’s management, such as servers, switches,
load balancers, application software, VLANS, security policies, service level
agreements, and so on. It keeps track of the data center hardware and associated
dlocations to customer sites.

Data Acquisition Engine
This component is responsible for acquiring and pre-processing performance data
from each managed application environment. Data is captured from the
application, operating system, and infrastructure layers. This component uses a
subscribing mechanism to distribute signals to other components of the Tivoli
Intelligent Orchestrator, and performs filtering of raw signals.

Application Controller
Aninstance of the Application Controller is created for each application
environment under management. Based on the application’s workload modd and
predictions, as well as on real-time performance data, this component determines
the resource requirements of the application.

Global Resource Manager
This component receives requirements for servers or network devices from all the
application controllers, and manages the overall optimization. It has two primary
responsibilities: it makes optimal resource allocation decisions and it ensures a
stable control over the application infrastructure. The Globa Resource Manager
considers the different server requirements for each application environment and
then determines where the servers are to be allocated.

Management I nterface
This component provides an overview of the state of al physical and logical
assets in the data center infrastructure, offering information about the servers and
their allocation, and generating configurations and allocations. It can also be used
to create application environments. It includes two user interfaces: a Web-based
interface and a command-line interface.

Note: For more information on the specific termsthat are used in this guide, refer to the
“Glossary” chapter.

Chapter 1: Introduction to the IBM Tivoli Intelligent Orchestrator 3



The following figure illustrates the general architecture of the Tivali Intelligent
Orchestrator.
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Figure 1

The high-level architecture of the Tivoli Intelligent Orchestrator

User Interface Options
The management interface of the Tivoli Intelligent Orchestrator provides two user
interface options:

The Web-based interface, which is designed to be used by application owners and data
center operators, offers an intuitive way to display information about applications and

4

The command-line interface is designed to be used by data center operators who
prefer to access the system properties and operations using the command line

[ ]

components
[ ]
Note:

For more information on how to configure and operate the Tivoli Intelligent

Orchestrator using these interfaces, refer to the “ Configuring Tivali Intelligent
Orchestrator” and “Managing Tivoli Intelligent Orchestrator” chapters described

later in this guide.
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The following sections provide details on how to use each of these interfaces.

The Web-based interface

The Web-based user interface offers real-time accessto Tivoli Intelligent Orchestrator and
displays information about the deployed application and components. It allows you to
monitor and control the resource management and application performance.

The following image provides an overview of the Web-based interface and its features.
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Figure 2 An overview of the Tivoli Intelligent Orchestrator’s screen and its features

Header
The header displays the Tivali Intelligent Orchestrator logo, name, and version
number, your user name, and the Help and L ogoff buttons. The path to the current
page in the content areaiis also displayed.

Navigation trees
Navigation trees, displayed as tabsin the left navigation frame, provide accessto
all the system configuration and management options. The following navigation
trees are available:

® Data center assets and resources

® System configuration and workflow management
® Customer applications

® Rea-time performance monitoring

* Reports

Additional information on each of the tabs is available later in this section.

Content area
When you select an abject on one of the tabs in the navigation tree, this area
displays detailed information about the object. This area also displays additional
tabs containing various configuration data for the selected object.
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Command box

This editable box enables you to perform two operations:

® Execute SOAP commands available in the command-line interface

® Find various objects within the system without browsing the navigation trees
Also available in the bottom pane are the following buttons:

® History, which keeps track of all of the successful and failed commands per

Session

® Overview, which offers a 3D graphical overview of your data center

Navigation tree Overview

Using the navigation trees, you can configure and manage typical n-tier
application architectures, aswell as hardware assets and other system resources.

A brief description of the navigation trees follows:
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Data center assets and resources

EASEIEArY |

This navigation tree enables you to configure and manage all of
your system’s hardware assets and resources. From this tree,
you can:

® Configure blade servers, boot servers, terminal servers,

ACLs, firewalls, load balancers, power units, routers,
servers, switches, switch fabrics, subnetworks, license
pools, software products, software patches, and software
stacks.

®* Manage and configure all the available resource pools, and

the resources that are currently under maintenance
(applications, overflow servers, hardware resources).



System configur ation and wor kflow management
A I Ay This navigation tree enables you to configure and manage user,

) Cnlig ok logical device, workflow and simple commands. From this
: ﬂ_ﬁ' rasit tree, you can:
:alﬂ;:u;*:" ®* Manage and configure al of the usersthat are currently
£ e registered with the system.
: il‘.‘i'.”."-'i'iﬁi‘.“"’" ® Configure all logical device operations and device drivers
e B defined in the system, aswell as all available workflows,
e e Java plug-ins, and simple commands.

B s B v PR
®* Add new workflows, copy or customize, execute, or delete
any of the existing workflows, manage variables and
transitions within workflows. Workflows are grouped by
author and category.

® Determine the current state of a data center component
configuration by reviewing the execution history of the
workflows applied to it.

Customer applications
[BI Rl @& & Thisnavigation tree enables you to configure and manage

~ [ Custrmers typical n-tier application architectures. The in-depth structure
b [ % Ersronsien . . L .
b [ Awers Ergs Bitak of the Customer applications navigation tree includes
w [ Waln Bk customer accounts, applications, clusters, and servers, and
- 15 e Freree farnking . . . .
w g Stabe Bari A makes it possible to define, configure, and manage all of these
4 e objects.
= %'_Iihl:luu. [LFT]
F s
@ Manlany

| iy Shyi= B [E

Real-time performance monitoring
FASAIEara This navigation tree enables you to monitor the system’s

v [ Frsource Paoks health. From this tree, you can:
b AparreAednad i . .
T ® Listal the serversthat are available in the resource pools.
'] Wbl ic -4 LE .
b 'f: 3 el ® Monitor the overal performance of the customers,
I, - R Tl applications, clusters, and servers defined in the system,
¥ il Wb Barsmd aleh . ..
= 0§ Cushanirs and also evaluate the performance of individual servers.

F @ & Esstipniend
F @ ®wern Coge M elai
¥ [ Sale Bare
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Reports
[ETwI@r & This navigation tree enables you to generate various reports
i on the status and usage of system resources. From thistree,
* priraripi it you can:
® Generate reports on the avail ability of resources: which

resources are mostly used, the utilization over a specified
period of time.

'”‘._' 3 ® Predict future shortfalls of physical resources.

e AR ® Report such status as the current allocation of resources,
et the current status of resource pools.
® Obtain usage reports per cluster, application or customer
g e e account, detailing the type of resources, number of times
R used, total time used, and so on.
e wewss | ®  Generate SLM reports showing the measured adherence
3 to SLOs of each managed application.

® Generate network administration reports, showing all the
commands executed on various network devices,

Y —

The command-line interface

The command-line interface is designed to be used by data center operators who prefer to
access the system’s internal properties and operations using the command line. The
following figure shows an example of Tivali Intelligent Orchestrator’s command-line
interface, illustrating the way a number of commands are implemented and executed.

db bdtmzt hEtpis
s il getApplicat Len P de

Figure 3  The command-line interface of Tivoli Intelligent Orchestrator

In this example, the operator uses the command-line interface to get the current global
operating mode, to get the current operating mode for a certain application, and then to set
the operating mode of the same application to manual.

Note: For additional information on the SOAP commands that can be executed using the
Tivoli Intelligent Orchestrator’'s command-line interface, refer to the “ SOAP
commands available through command line” chapter, described later in thisguide.
The“ SOAP command syntax reference” appendix provides syntax details and
examples for some of the most commonly used SOA P commands.

IBM Tivoli Intelligent Orchestrator: Operator’ s Guide



The Operating Modes

The operating modes can be applied on two levels:

* TotheentireTivoli Intelligent Orchestrator application, known asthe global operating
mode.

®* Toindividual applications or clusters under the system’s management.
There are three main operating modes:

Automatic mode
In this mode, Tivali Intelligent Orchestrator makes all of the resource change
decisions, and instantly executes the necessary alocations. Recommendations are
automatically authorized by the system and are subsequently acted upon by the
Deployment Engine. For stability reasons, additional deployment requests for a
given cluster will not be initiated while other deployment requests are pending.

Semiautomatic mode
In this mode, Tivoli Intelligent Orchestrator identifies the need for aresource
change and issues arequest. A human operator can view pending requests and
must authorize a request before the Deployment Engine will act upon it.

Manual mode
In this mode, Tivoli Intelligent Orchestrator identifies the need for a resource
change. Recommendations are generated but not acted upon by the Deployment
Engine. The operator can review the recommendations but must explicitly execute
the resource reallocations manually.

Changing the global operating mode or the current operating mode of an application or a
cluster can be done using either the Web-based interface or the command-line interface.

Note: To learn how to change the global operating mode, refer to the “ Changing the
global operating mode” section in the “ Configuring Tivoli Intelligent
Orchestrator” chapter of this guide. For information on how to toggle between
operating modes at application and cluster levels, refer to the “ Changing the
operating mode of an application” and “ Changing the operating mode of a cluster*
sections, in the “Managing Tivoli Intelligent Orchestrator” chapter.

The global operating mode can be inherited by all the customer applications managed by
the system, provided the operating mode for each application was initialy set to default.
The global operating mode does not override any application mode other than default.

Similarly, the operating mode of an application can be inherited by all the clusters within
that application, provided the clusters operating mode was initially set to default. The
application operating mode does not override any cluster mode other than default.

Chapter 1: Introduction to the IBM Tivoli Intelligent Orchestrator 9



Application Topologies

Applications have both logical structures and physical deployments. Physical devices run
elements of one or more applications. Tivoli Intelligent Orchestrator includes Application
Topologies v1.0, which requires an abstraction of logical structures and physical
deployments for applications. The same application is deployed into different
environments, such as testing, staging, or production. Along with the device driver
abstraction, the application structure makes it possible to automatically create the
infrastructure that entire applications are based on. Likewise, the structure provides
enough information to automatically generate appropriate workload models.

Three key concepts are at the core of this foundation:

Devicedriver
The device driver abstraction represents each different manufacturer’s products
and versions, and each device driver has amake and model number, tying the
Deployment Engine workflows to a higher-level abstraction for all data center
assets. This abstraction also models the common functionality of logical devices.
For example, three different switch drivers can all perform the same high-level
function, for example, assigning a port to aVLAN, athough they will require
different workflows. Also, adevice driver for aload balancer also performs the
same functions as alayer-3 switch. All of these are treated aslogical device
support.

Switch fabric
The switch fabric represents agroup of switches and routers combined together to
form a huge logical multi-layer switch. The switch fabric can be programmed to
create ad hoc networking topologies.

Softwar e stack
The software stack concept is introduced to simplify the relationship between
workflows and software products, by modeling all the software dependencies and
identifying software products. For example, for each server in the data center, you
can interactively add and remove software by automatically invoking the
appropriate workflows as defined by the device driver.

Through application topologies, the Deployment Engine workflows become device
drivers as part of Tivoli Intelligent Orchestrator’s support for various hardware and
software products. The system extends the existing Data Center Model and Deployment
Engine components, enabling a new way of viewing workflows.

Note: For details on the Deployment Engine’s workflows, refer to the “ Configuring and
using workflows” chapter, later in this guide.

By means of the device driver workflow support, you can create new workflows that
embed device actions as commands. The system determines which actual workflows must
be executed based on the Data Center Model datafor that device. Using SOAP, you can
asoinitiate any of the device driver workflows.

Device driver support for workflow integration
The logical devices supported by Tivoli Intelligent Orchestrator are:

* Application
®* Boot server
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The following device driver support isimplemented in this release, organized into the

Cluster
Device

File repository
Firewall

IP system

L oad balancer
Power unit
Router
Service access point
Software
Software stack

Spare pool
Switch

following hierarchy of device driver categories:

Boot Servers

®  JumpStart Server

® Rembo Boot Server

Clusters

® Default Lab Cluster

Custom

File Repositories

® CVSFile Repository

® UNIX File System Repository
® Windows File System Repository
Image Software Stack

®* |mage Software Stack
Network Appliances

* Firewalls

® CiscoPIX

® Load balancers

® Alteon Load Balancer

® Cisco CSS 11000

® Routers

®* Cisco 2621
®  Switches

® (Cisco 3548

® Cisco 6500 Switches Hybrid Mode

® Cisco 6500 Switches Native |0S Mode
Regular Software Stack

Servers

® Virtua Server

Service Access Points

Chapter 1: Introduction to the IBM Tivoli Intelligent Orchestrator
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® SNMP V1 Service Access Point
® SSH Service Access Point
® Software Patches
* Copy, UnTar, and Install
®* Copy, UnZip, and Install
* Sdf Extracting *.exe
®*  Windows Hot Fix
* Software Products
® MSInternet Information Server App
® RedHat Linux Operating System
ThinkUtils for Windows Family
® Windows Operating System
® Software Stacks
® Virtua Server Installable Software Stack
® Storage Systems
® [other]
® Default Device Driver

Each data center device can either inherit all of its workflows from the associated device
driver or can override one or more workflows with its own custom workflows.

Interactive user interface

An interactive user interface enables you to access views to various devices in your data
center and perform deployment tasks. In the background, workflows areinitiated for each
user interface manipulation. Theinteractive user interface isfocused around the following
entities: switch fabric, layer-2 switch, load balancer, router, firewall, NIC, server, cluster,
and spare pool. Interactive views are available for switch fabrics, switches, VLANS,
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routers, firewalls, and NICs on servers, and can be easily accessed in afew different ways.
Some interactive views include a toolbar, which provides further access to other views.
The toggle buttons provided on this toolbar are:

[T R
i - Devices L egend (@)

=

=z e Use this button to display/hide the Devices L egend

= = ‘= window, which lists al the servers and network

H'__F_ — = devices currently available in the system. Click any

E.':'. ~ = deviceicon in thislist to accessitsinteractive view.

- .n

E{- - :'ﬁ VLANSsLegend (@)

p—— i Use this button to display/hide the VLANSs Legend
e T window, which lists all the VLANS currently available

in the system. Click any VLAN iconinthislist to
access itsinteractive view.

Refresh (@)

Use this button to refresh the current view. It updates
the displayed information with current data.

Note: For additiona information on all accessible interactive views, refer to the
“Configuring Tivali Intelligent Orchestrator” chapter.

Software stack

For each server in the data center, a Softwar e tab lists al the software products installed
on that server. You can interactively add and remove software by automatically invoking
the appropriate workflows as defined by the device driver. However, you have to ensure
that the correct software products are compatible and could be stacked together as the
software will not enforce dependencies.

SOAP initiation of device functions
You can initiate any of the device driver workflows using a number of SOAP commands
available through the command line.

Note: For additional information, refer to the “ SOAP commands initiating device
functions’ section in the “ SOAP commands available through command line”
chapter, later in this guide.
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Chapter 2. Configuring Tivoli Intelligent Orchestrator

Various configurations can be performed with Tivoli Intelligent Orchestrator: some affect
the entire system and others affect only certain system components and individual data
center devices. This chapter describes the following:

®* How to set up the operating mode at global, application, and cluster levels.

®* How to configure software products and stacks.

®* How to configure servers, assets and resources, such as switches, load balancers,

routers, firewalls, switch fabrics, subnets, VLANS, virtua |Ps, boot servers, and blade
servers.

The configuration procedures affecting the entire system are available from the System
configuration and wor kflow management navigation tree. The configuration procedures
affecting software products, stacks, and individual devices are available from the Data
center assets and resour ces navigation tree.

Most of the device configuration procedures can be performed only in the maintenance
area, for example, editing the properties of a device, setting up management interfaces for
certain devices, creating new devices, or removing them. None of the required
configuration procedures is possible while the data center deviceisfunctioningin a
customer application environment.

Maintenance is designed to serve as a staging areafor devices that are not under the
system’s control. A device in maintenance can be either:

® A faulty overflow server or device that has been marked as “failed,” and temporarily
placed into maintenance to repair or reconfigure, or

®* Anentire customer application that needs to be reconfigured. For example, to be able
to edit the properties of a customer application or modify some of its configuration
settings, you must move it to maintenance first, and then make the required changes.

®* A newly created data center device that has not yet been allocated to a customer
application or resource pool

After being repaired or reconfigured, a data center device in maintenance must be
manually moved back to the customer application or resource pool it belongsto. This
procedureis generically called “bringing (the device) online”.

Optional configurations, such as setting up the routing configuration of specific devices
are also available, and may be necessary, for example, for creating and executing various
workflows.

This chapter includes information on the following:

® Signing on and Signing off

® Configuring users

® Changing the global operating mode

® Configuring inventory resources

® Configuring resource pools

These procedures are described in detail in the following sections.
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Note: For more information on how to set up and perform various tasks with

applications, clusters, servers, inventory resources, and so on, refer to the
corresponding sections in the “Managing Tivoli Intelligent Orchestrator” chapter,
described later in this guide.

Signing on and Signing off

The procedures described in this section assume that Tivoli Intelligent Orchestrator is
already successfully installed.

Test

Signing on to the system

Before you sign on to the system, ensure you have:

The appropriate Internet browser, such as Microsoft Internet Explorer v.5.0 or higher.

The IP address of the server where the Tivoli Intelligent Orchestrator isinstalled.
Contact your installation team to obtain this |P address.

Your user name and password for Tivali Intelligent Orchestrator. Contact your
installation team to register as a new user with the system.

To sign on to Tivoli Intelligent Orchestrator:

1

Open your Internet browser. In the Address box, type the following address:
http://<Tivoli Intelligent

O chestrat or _host nane>: 9080/t cWebUl /| ogi n. j sp

where<Tivoli Intelligent Ochestrator_hostnane> isthefull DNS name of
the server. The Sign On screen is displayed.

Note: You must use the full DNS name of the server. Sign on will fail if only the IP

2.

addressis used.

Enter your user name and password, and then click OK.

Note: Concurrent logins using the same user name and password are allowed.

Signing off from the system

To sign off from the system, click the L ogoff button, which is located on the right side of
Tivoli Intelligent Orchestrator’s header. The Sign Off screen is displayed.

You will be logged out of the system automatically after thirty minutes of session
inactivity.

Configuring users

This section describes the following procedures:

16

Adding anew user
Editing a user profile
Removing the user

Adding a new user
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To add anew user:

1. Click System configuration and workflow management > Users. The Userstab
displays all of the usersthat are currently registered with the system.
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2. Click Add user @, The User Data dialog box is displayed.

3. Enter therequired user datain the appropriate text boxes. Under Access, select the
appropriate check boxes to grant the relevant access privileges to the new user.

Note: For details on access privileges for users, refer to the following subsection, “User
Access Privilege Descriptions’.

4. At the bottom of the window, enter the password for the new user account.

Click Save.

6. Click the System configuration and workflow management navigation tree to
refresh the displayed data.

o

User Access Privilege Descriptions

Thetable below lists the currently defined access privileges that can be assigned to users
accessing Tivoli Intelligent Orchestrator. User accessto certain functionality in the
Web-based user interface, as well as access to a number of SOAP commands available
through command line can be allowed or restricted, based on the assigned access
privileges.

Note:  For additional information on all the SOAP commands that are available through
the command line, refer to the “ SOAP commands available through command
ling” chapter, later in this guide.

Table 1. User credentials for accessing Tivoli Intelligent Orchestrator

Access privilege

Description

Tivoli Intelligent Orches- | Grants basic access to Tivoli Intelligent Orchestrator, data center monitoring, and

trator login

operation management.

user defined variables Grants access to user-defined object variables. It requires accessto Tivoli Intelligent

Orchestrator.

user administration

Grants access to user creation and user privilege control through the Web-based interface.
It requires access to Tivali Intelligent Orchestrator.

operating mode query Grants read-only access to operating modes, through the OperationsM odeService.wsdl.

operating mode change Grants write access to operating modes, through the OperationsModeService.wsdl.

recommendation change | Grants write access to recommendations, through the RecommendationsService.wsdl.

cluster management

Grants access to the bookkeeping of servers added to or removed from a cluster.

ip address management Grants accessto | P address allocation.

spare pool management Grants access to spare pool management processes such as choosing a server for an

application, adding new serversto or removing new servers from the pool.
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Table 1.

User credentials for accessing Tivoli Intelligent Orchestrator

Access privilege

Description

object lock
object unlock
object lock check

Grants access to persistent object lock management processes.

fault management

Grants access to fault management processes such as setting or clearing the fail flag for
servers and other data center devices. For details, refer to the FaultM anagementSer-
vicewsd!.

Boot Server interaction

Grants access, through the command line, to logical commands for deployments on boot
servers. For details, refer to the BootServerComponentService.wsdl.

Cluster interaction

Grants command line access to logical commands for deployments on clusters. For details,
refer to the ClusterComponentService.wsdl.

Device interaction

Grants command line access to logical commands for initiating devices, through the
DeviceComponentService.wsdl.

File Repository interaction

Grants command line access to logical commands for deployments on file repository
systems. For details, refer to the FileRepositoryComponentService.wsdl .

Firewall interaction

Grants command line access to logical commands for setting up firewall configurations.
For details, refer to the Firewall ComponentService.wsdl.

IP System interaction

Grants command line access to logical commands for configuring I P systems. For details,
refer to the | pSystemComponentService.wsdl.

Load Balancer interaction

Grants command line access to logical commands for deployments on load balancers. For
details, refer to the L oadBal ancerComponentService.

Power Unit interaction

Grants command line access to logical commands for controlling power units. For details,
refer to the PowerUnitComponentService.wsdl.

Router interaction

Grants command line access to logical commands for routers. For details, refer to the
RouterComponentService.wsdl.

Software interaction

Grants command line access to logical commands for software deployments on managed
devices. For details, refer to the SoftwareComponentService.wsdl.

Software Stack interaction

Grants command line access to logical commands for software stacks. For details, refer to
the SoftwareStack ComponentService.wsdl.

Spare Pool interaction

Grants command line access to logical commands for deployments on spare pools. For
details, refer to the SparePool ComponentService.wsdl.

Switch interaction

Grants command line access to logical commands for deployments on switches. For
details, refer to the SwitchComponentService.wsdl.

Switch Fabric interaction

Grants command line access to logical commands for deployments on switch fabrics. For
details, refer to the SwitchFabricComponentService.wsdl.

Editing a user profile

To edit the profile of an existing user:

1. Click System configuration and workflow management > Users. The user list is
displayed.

2. Find the user whose profile you want to edit. Click the Edit user &' button. The User
Datadialog box is displayed.

3. Modify the user data as required.
4. Click Save.
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Removing the user

To remove auser:

1. Click System configuration and workflow management > Users. Theuserslistis
displayed.

2. Locate the user profile to be removed. Click the Delete user button ‘&

3. When prompted, click OK.

Changing default passwords

Tivoli Intelligent Orchestrator requiresthat a default set of user IDs and default passwords
are created and used during installation and configuration. A command line tool is
provided to change the passwords after Tivoli Intelligent Orchestrator has been installed.
Using the command line tool, you can change the passwords for the following user I1Ds:

* tioldap

* wasadm n

® tioappadm n

® tiointernal

®* root

® tiodb

To change the password for one of the default user 1Ds, do the following:

1. Ensurethefollowing variables are currently defined: WAS HOME, JAVA HOVE,
and TC_HOME. These environment variables should be defined after the Tivoli
Intelligent Orchestrator or Tivoli Provisioning Manager installation processis
complete.

2. Ensure the WebSphere(R) Application Server is started.

3. Logonasti oadmi n.

4. Switchtothe TIO_ instaldir/tools directory, where TIO_installdir is the directory
where Tivoli Intelligent Orchestrator or Tivoli Provisioning Manager isinstalled.

5. Run one of the following commands, depending on which platform you are on:

W ndows: changePassword. cnd <user _| D> <new_passwor d>

<current _was_passwor d>

Al X: changePasswor d. sh <user _|I D> <new_passwor d> <current _was_passwor d>
Li nux: changePassword. sh <user _| D> <new_password> <current_was_passwor d>

where the variables are defines as follows:

Variable Description
<user_|D> The user ID whose password you want to change.
<new_password> The new password you want to use for the user
ID.

<current_was _password> | The current password for the wasadmin user ID.
If you have not yet changed the wasadmin pass-
word, use the default value as defined in the table
below.
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You can only change the password for one user ID at atime.

Table 2: Default user names and passwor ds

Default -
User name password Description
tioadmin égfsered Defined in the operating system.
Ined> Used to log onto the operating system.
used to install Tivoli Intelligent Orchestrator or Tivoli Provisioning
Manager.
tioldap tioldap Defined in IBM Directory Server
Used by WebSphere to connect to the Directory Server
This account must be given rights to search user accounts.
root think4me Defined in IBM Directory Server
Thisisthe user ID prompted for during Tivoli Intelligent Orchestrator and
on the Directory Server panel.
wasadmin wasadmin Defined in IBM Directory Server
Used by WebSphere as the administrator account
Used to start, stop, and manage WebSphere
tioappadmin | tioappadmin Defined in IBM Directory Server
Used to log into the Tivoli Intelligent Orchestrator and Tivoli Provision in
Manager web console
Thisistheinitial application user which should have all rights
tiointernal internal Defined in IBM Directory Server
Used by the Tivoli Intelligent Orchestrator for system initiated actions
tiodb think4me Defined in the database server
This is the database user

6. Except when changing the password for user ID tiocappadmin, you must restart the
WebSphere Application Server and Tivoli Intelligent Orchestrator or Tivoli
Provisioning Manager, after each password change for the change to take effect. Refer
to Appendix C of the Installation Guide for information on stopping and starting
Tivoli Intelligent Orchestrator or Tivoli Provisioning Manager.

Note: Stopping and starting the TIO or TPM server requiresyou to enter thewasadmi n
user name and password. After using the changePasswor d command to
change the wasadmi n password, stop the server and enter the old wasadmi n
password.When starting the server, withthet i 0. sh start command, use the new
wasadni n password.

7. If you are changing the passwordsfor r oot andt i odb, the password change made
by the command line tool is only registered within Tivali Intelligent Orchestrator or
Tivoli Provisioning Manager. Additionally, you must also make the password change
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withinthe IBM Directory Server for user ID root, and within DB2 Universal Database
for user ID tiodb. Refer to the respective product documentation for instructions on
changing passwords for those user I1Ds.

Changing the global operating mode

The global operating mode is the mode that the entire Tivoli Intelligent Orchestrator
system is running in. The available global operating modes, automatic, semiautomatic,
and manual, are described in detail in the “ The Operating Modes” section, in the
preceding “Introduction to the IBM Tivali Intelligent Orchestrator” chapter.

You can change the Tivoli Intelligent Orchestrator’s global operating mode using either
the system’s Web-based interface or the command-line interface, provided you are granted
the user administration access privilege.

Note: For more information on access privileges, refer to the “User Access Privilege
Descriptions” section, later in this chapter.

You are also provided with the possibility to change the operating mode at the application
or cluster level. The global operating mode can be inherited by all the customer
applications managed by the system, provided the operating mode for each application
was initially set to default. The global operating mode does not override any application
mode other than default. Similarly, an application mode can be inherited by all the
clusters within that application, provided the operating mode for each cluster was initially
set to default. The application operating mode does not override any cluster mode other
than default.

Note: For more information on how to switch operating modes at the application level,
refer to the “ Changing the operating mode of an application” section in the
“Managing Tivoli Intelligent Orchestrator” chapter.

The procedures to change the global operating mode using either the Web-based interface
or the command-line interface are described in the following sections.

Using the Web-based interface
You can change the current global operating mode in two different ways using the
Web-based interface:
® Using the System configuration and workflow management menu
® Using the Command box

Using the System configuration and workflow management menu
To change the global operating mode using the System configur ation and wor kflow
management menu:

1. Click System configuration and workflow management > Configuration. The
Configuration tab is displayed.

2. Inthe Change Modeto ligt, click the global operating mode you want to switch to.
The default mode is automatic.

3. Click Apply.
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Using the Command box

To change the operating mode of the system using the Command box:

1. Inthe Command box, type the appropriate SOAP command to switch to the operating
mode you want using the following format:

soapcli.sh <usernane> <passwor d>
http://1 ocal host: 9080/t cSoap/ wsdl / com i bm t c/ soap/ Oper ati onsMbdeSer vi ce. w
sdl set Set d obal Mode <new nbde>

where <new-mode> is one of the following values:

manual
In this mode, Tivoli Intelligent Orchestrator identifies the need for aresource
change. The operator can review the recommendations but must explicitly execute
the resource reallocations manually.

automatic
In this mode, Tivoli Intelligent Orchestrator makes all of the resource change
decisions, and instantly executes the necessary allocations.

semi-automatic
In this mode, Tivoli Intelligent Orchestrator identifies the need for aresource
change and issues arequest. A human operator can view pending requests and
must authorize a request before it is executed.

2. Press Enter.

Note: For additional information on al the SOAP commands that are available through
the Tivoli Intelligent Orchestrator’'s Web-based interface, refer to the “ SOAP
commands available through command line” chapter, described later in this guide.

Using the command-line interface

To change the current global operating mode using the command-line interface, use the
following SOAP command:

soapcli.sh <usernane> <passwor d>
http://1 ocal host: 9080/t cSoap/ wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer vi ce. w
sdl set Set d obal Mode <new nbde>

where <new-mode> is one of the following values:

manual
In this mode, Tivoli Intelligent Orchestrator identifies the need for aresource
change. The operator can review the recommendations but must explicitly execute
the resource reallocations manually.

automatic
In this mode, Tivali Intelligent Orchestrator makes all of the resource change
decisions, and instantly executes the necessary allocations.

semi-automatic
In this mode, Tivoli Intelligent Orchestrator identifies the need for aresource
change and issues arequest. A human operator can view pending requests and
must authorize a request before it is executed.

Note: For additional information on al the OperationsM odeService SOAP commands
that are available through the Tivali Intelligent Orchestrator’s command-line
interface, refer to the “ SOAP commands available through command line”
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chapter, described later in this guide.

Configuring inventory resources

The following hardware assets and resources are grouped under the Data center assets
and resources > | nventory menu:

®* Blade servers ®  Servers

®* Boot servers ® Switch Fabrics

® Termina servers  ®  Subnets

®* ACLs ®* License Pools

®* Firewadls * Software Products
® |oadBaancers ® Software Patches
®*  Power Units * Software Stacks

® Routers

To illustrate the interdependency that exists between the hardware resources managed by
the system, the following procedures are presented in a top-down approach. For example,
to be ableto create anew virtual LAN (VLAN), you need to create a subnet first. Also, to
be able to create and configure aresource pool or an application cluster, you must have a
VLAN. Therefore, thelogical order to create and configure new assets and resourcesin
Tivoli Intelligent Orchestrator is as follows:

Switch Fabric > Subnet > VLAN > Switch > Load Balancer > Resource Pools > Servers.

The following sections describe the procedures to configure these resources:
® Configuring switch fabrics

Configuring subnets
Configuring VLANS
Configuring switches
Configuring load balancers
Configuring routers
Configuring firewalls
Configuring Virtua 1Ps (VIPs)
Configuring servers
Configuring boot servers
Configuring blade servers
Configuring terminal servers
Configuring ACLs
Configuring power units
Configuring license pools
Configuring software products
Configuring software patches
Configuring software stacks

Configuring subnets

A newly added subnet will be displayed in both of the following menus:
® Data center assetsand resources > Inventory > Subnets
® Data center assetsand resources > Maintenance > Subnets.
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While the subnet isin maintenance, you can edit its properties, assign workflowsto it, set
up blocking IP addresses for it, or remove it. To be managed by Tivoli Intelligent
Orchestrator, the subnet must be removed from the maintenance area.

Adding a new subnet

To add a new subnet:

1. Click Data center assets and resources > I nventory > Subnets. The Subnet
Inventory screen displays all the subnets that are currently available.
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2. Click Edit > @ Add subnetwork. The New Subnetwork dialog box is displayed.
3. Typeanetwork address and a mask for the new subnet.
4. Click Save.

Editing the subnet properties

You can only edit the properties of a subnet in maintenance. To edit the properties of a

subnet;
1. Click Data center assets and resour ces > Maintenance > Subnets > <Subnet
name>.

2. Click Edit >@ Properties. The following dialog box is displayed

Note: You can also select a subnet to access by clicking Data center assets and
resources > Inventory > Subnetsto display alist of al available subnets. In the
list, find the offline subnet whose properties you want to edit. Click its M ore &
button, and then choose the 2 Edit menu option.

3. Edit the subnet’s properties as required.
4. Click Save.

Assigning workflows to the subnet

To learn how to assign workflows to a subnet, refer to the “ Assigning workflows to a data
center device” section, in the “ Configuring and using workflows” chapter, described later
in this guide.

Setting up blocking IP addresses for the subnet

You can only set up blocking | P addresses for a subnet in maintenance. To set up the
blocking I P addresses for a subnet:

1. Click Data center assets and resour ces > Maintenance > Subnets > <Subnet
name>. Click the Blocked I P’s tab.
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Note: You can also access the subnet by clicking Data center assets and resour ces >
Inventory > Subnetsto display alist of al available subnets. In thelist, find the
offline subnet for which you want to set up the blocking I1Ps. Click the Blocked

I[P'stab.
2. Typethe blocking IP addresses as required.
3. Click Add.

Removing the subnet

You can only remove a subnet that is in maintenance.

Attention: Subnets are used by the entire Tivoli Intelligent Orchestrator system.
Removing a subnet may affect more than one customer application.
To remove a subnet:

1. Click Data center assets and resources > Maintenance > Subnets. In thelist, find
the subnet you want to remove, and then click its ‘2 Delete subnet button.

Note: You can also access the subnet by click Data center assets and resour ces >
Inventory > Subnetsto display alist of al available subnets. In thelist, find the
offline subnet you want to remove. Click itsMore & button, and then select the
& Delete menu option.

2. When prompted, click OK.
Configuring VLANSs

Note: This procedure requires that you have already created and configured a subnet. If
you have not configured a subnet, refer to the previous section, “ Configuring
subnets’.

A new VLAN isadded to the list of VLANSs that are currently in maintenance. You can
edit the properties of a VLAN in maintenance, or remove it. You can also access the
VLAN view, which offers details on the VLAN's topology and gives further access to
other interactive views.

Adding a new VLAN

To add anew VLAN:

1. Click Data center assets and resources > Inventory > Switch Fabrics > Default
Fabric>VLANs. The VLANstab is displayed.

Click Edit > @ Add VLAN. The New VLAN dialog box is displayed.
Type aname for the new VLAN.
Inthe VLAN Number text box, type a number for the new VLAN.

In the corresponding lists, click the switch fabric and the subnetwork for the new
VLAN.

6. Click Save.

A S

Note: For additional information on how to add aVLAN to aswitch fabric by initiating
this deployment task from an interactive view, refer to the “Creating aVLAN”
section in the “Managing Tivoli Intelligent Orchestrator” chapter.
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Editing the VLAN properties

To edit the propertiesfor aVLAN in maintenance:
1. Click Data center assets and resources > Maintenance> VLANs > <VLAN
name>. Click Edit > "2 Properties.

Note: You can also accessthe VLAN by clicking Data center assets and resour ces >
Inventory > Switch Fabrics > Default Fabric > VLANsto display alist of all

VLANSs. Inthelist, find the offline VLAN you want to edit. Click itsM ore'®
button, and then select the ‘€' Edit menu option.

2. Edit the VLAN properties as required.
3. Click Save.

Assigning workflows to the VLAN

To learn how to assignto aVLAN, refer to the “ Assigning workflows to a data center
device” section, in the “ Configuring and using workflows” chapter, described later in this
guide.

Removing the VLAN

A VLAN must be in maintenance mode before it can be removed. To remove aVLAN:

1. Click Data center assets and resources > Maintenance > VLANS. In thelist, find
the VLAN to be removed, and then click its ‘2" Delete VL AN button.

Note: You can also accessthe VLAN by clicking Data center assets and resources >
Inventory > Switch Fabrics > Default Fabric > VLANsto display alist of all

VLANS. Inthislist, find the offline VLAN you want to remove, click itsMore &
button, and then select the ‘& Delete menu option.

2. When prompted, click OK.

Note: For additional information on how to remove a VLAN from a switch fabric by
initiating this deployment task from an interactive view, refer to the “Removing
the VLAN from the switch fabric” section in the “Managing Tivoli Intelligent
Orchestrator” chapter.

Configuring switches

26

Note: This procedure requires that you have already created and configured a switch
fabric. If you have not configured a VLAN, refer to the previous section,
“Configuring VLANS".

A new switch isadded to the list of switches that are currently in maintenance. You can
edit the properties of a switch in maintenance, edit its user-defined variables, set up its
ports and network interface, set up its routing configuration, or removeit.
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Adding a new switch

To add a new switch:

1. Click Data center assets and resources > Inventory > Switch Fabrics and select
Default Fabric.

2. Click Edit and select Add Switch.
3. Complete the fields on the Switch Data dialog box as follows:
a. Typeanamefor the new switch.

b. IntheFabric list, select afabric for the switch. If required, enter the TCP port
number for the switch.

c. Clear the Failed check box.
4, Click Save.

Editing the switch properties

A switch must be in maintenance before you can edit its properties. To edit the properties

of aswitch:

1. Click Data center assets and resources> Maintenance > Switches > <Switch
name>. Click Edit > "€' Properties. The Switch Data dialog box is displayed.

2. Edit the switch properties as required.

3. Click Save.

Accessing a switch

You can access a switch by clicking Data center assets and resources > Inventory >
Switch Fabrics > Default Fabric and selecting a switch. If you select, View > 2 Icon
View.

The displayed devices are grouped under three main categories. VL ANSs, Ports, and
Devices (servers). If the Show All check box under each category nameis selected, all the
devices available for that category are displayed. All the links between the displayed
devicesare also visible.

Showing or hiding devices, links, and linked objects

An entire category of devices can be shown in or hidden from this view by selecting or
clearing its corresponding Show All check box. You can also control the way individual
devices and their links and linked objects are shown on the screen. For example, to hide a
switch, right-click the device and select Hide Switch.

For every device type, the pop-up menu options are:

* Hide<Devicetype>, which hides the selected device. Thisis the only menu option
availableif the selected deviceis not linked to other objects.

®* HideAll Links, which hides all of the links to the selected device.

* HideAll Linked Objects, which hides al of the objects linked to the selected device.
The Show All check box corresponding to the hidden objectsis automatically cleared.
To redisplay the hidden objects, select the Show All check box.

® Show Linked Objects Only, which shows only the objects that have links to other
objects, and hides all of the unlinked objects.
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In addition to the menu options above, menu options that initiate deployment tasks are
also available for some devices. For example, the Har dware Reboot option is available
for servers and you can turn the port associated with a switch on and off.

Assigning workflows to the switch

To learn how to assign workflows to a switch, refer to the “ Assigning workflows to a data
center device” section, in the “ Configuring and using workflows” chapter, described later
in this guide.

Adding a new switch port

To add a new switch port to the switch:

1. Click Data center assets and resources > I nventory > Switch Fabrics> <Switch
Fabric name> <Switch name>.

2. Click Edit > @ Add Port. The New Port dialog box is displayed.

3. Typethe port number and the module for the new switch port you intend to add. In the
VLAN list, select aVLAN for the new switch port. The NIC for the switch port
should be set up on the NI Cs page of the corresponding server.

4. Click Save. The new switch port is added to the list of available ports for that switch.

Setting up a network interface for the switch

To set up a network interface for a switch:

1. Click Data center assets and resources > Inventory > Switch Fabrics> <Switch
Fabric name> <Switch name>. Click the I nfo tab.

2. Click Edit > @ Add Interface. The New Network Interface dialog box is displayed.
3. Complete the fields as follows:

a. Inthe Nametext box, type a name for the network interface.

b. InthelP Addresstext box, type an IP address for the switch.
c. Inthe Subnetwork list, select a subnet.
d

Inthe ACL list, select an Access Control List (ACL) to map it to the new network
interface. Clear the Failed check box.

e. Select the Managed check box if the network interface isintended for
management purposes.

f. Sedlect Perform using dem.interaction to invoke the IPSystem.Add IP Address
logical operation. This adds the specified | P address (network interface) to the
specified | P network device.

4, Click Save.

5. If the switch has multiple | P addresses, repeat steps 2 through 4 for each of them, so
that these IP addresses will not be used for other devices.

Setting up the routing configuration for the switch

To set up the routing configuration for the switch:

1. Click Data center assets and resources > Inventory > Switch Fabrics> <Switch
Fabric name> <Switch name>. Click the I nfo tab.

a Select therouter check box to enable the switch to act as arouter.
b. Sedlect thefirewall check box to enable the router to act as firewall.
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2. Todisplay further menu options on the screen, click the M ore & button, and then
select the Add Route menu option. The New Route dialog box is displayed.

3. Under Destination, specify the IP address of the destination subnet, and then enter the
gateway for the enabled router. Click Save.
4. Repeat steps 3 and 4 to define more routes for the router.

5. If applicable, instead of defining one route after another through steps 3 and 4, you
can click the M ore = button, and then select the Apply Routing Table menu option.
The Apply Routing Table dialog box is displayed.

6. IntheRouting Tablelist, click the routing table you want to apply to the router. Select
the Remove existing routes check box if you want to remove al the individual routes
that have been previously set up for this device. Click Save. Thiswill invoke the
dcm.inter action operation.

Removing the switch

A switch must be in maintenance before you can remove it. To remove a switch:

1. Click Data center assets and resources > Maintenance > Switchesto display alist
of al the switches that are currently in maintenance. Find the switch you want to
remove, and then click the "2 Delete switch button.

2. When prompted, click OK.

Configuring switch fabrics

This section describes the following procedures:
® Accessing the switch fabric view
® Adding anew switch to the default fabric

Accessing the switch fabric view

You can access the switch fabric view in either of the following ways:
® Usingthelcon view 2 button on the Switch Fabric Info screen, or
®* From any other interactive view by clicking the switch fabric icon.

To access the switch fabric view using the | con view button:

1. Click Data center assets and resources > Inventory > Switch Fabrics > Default
Fabric. The Info screen is displayed.

2. Click Edit > |con view. The“Overview: Default Fabric” screen is displayed.

The displayed devices are grouped under three main categories: Switches, Networ k
Topology (VLANSs and routers), and Devices. If the Show All check box under each
category nameis selected, all of the devices available for that category are displayed.
All of the links between the displayed devices are also visible.

Accessing other interactive views from the switch fabric view

From the switch fabric view, you can quickly access the following views:
®*  Sarver Info view, by clicking the server icon

®* VLAN view by clicking the VLAN icon

®* Router view by clicking the router icon attached to aVLAN

® All Routes by hovering over a VLAN's upper corner router icon

When selecting aVLAN, all connected devices should also be selected
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When selecting a device, all associated VLANSs should also be selected

Showing or hiding devices, links, and linked objects

An entire category of devices can be shown in or hidden from the switch fabrics view by
selecting or clearing its corresponding Show All check box. You can control the way
individual devices and their links and linked objects are shown on the screen. For
example, to hide adevice such asaVLAN, right-click the device and then select Hide
VLAN from the displayed pop-up menu.

For every device type, the pop-up menu options are:

* Hide<Devicetype>, which hides the selected device. Thisis the only menu option
availableif the selected deviceis not linked to other objects.

* HideAll Links, which hides or shows all of the links to the selected device.

®* HideAll Linked Objects, which hides all of the objects linked to the selected device.
The Show All check box corresponding to the hidden objectsis automatically cleared.
To redisplay the hidden objects, select the Show All check box.

® Show Linked Objects Only, which shows only the objects that have links to other
objects, and hides all of the unlinked objects.

In addition to the menu options above, menu options that initiate deployment tasks are
also available for some devices. For example, the Turn Port On and Turn Port Off
option is available for ports, and the Har dwar e Reboot option is available for servers.

Note: For step-by-step instructions on how perform deployment tasks from the switch
fabric view, refer to the “ Performing deployment tasks from the interactive views”
section, in the “Managing Tivoli Intelligent Orchestrator” chapter.

Adding a new switch to the default fabric

To add a new switch to the default fabric:

1. Click Data center assets and resources > Inventory > Switch Fabrics > Default
Fabric. The “Switch Fabric: Default Fabric” screen displays the switches available
for the default fabric.

2. Click Edit > @ Add switch. The Switch Data dialog box is displayed.
3. Onthe Switch Datadiaog box, fill in the fields as follows:

a. Typeaname for the new switch.

b. IntheFabriclist, click Default Fabric.

c. If required, type the port numbers for the new switch. Clear the Failed check box.
4. Click Save.

Click the Data center assets and resour ces navigation tree to refresh the displayed data.
The new switch is also added to the Switches list

Note: For additional information on how to edit the switch’s properties and user
variables, and on how to set up its network interfaces and routing configuration,
refer to the “ Configuring switches” section, earlier in this chapter.
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Configuring load balancers

A new load balancer is added to the list of load balancers that are currently in
maintenance. You can edit the properties of aload balancer, edit its user-defined variables,
set up its network interface and routing configuration, or removeit.

Adding a new load balancer

To add anew load balancer:

1

2.
3.

4,

Click Data center assets and resources > |nventory > L oad Balancers. The Load
Balancer Inventory screen displays al the load balancers that are currently available.

Click Add load balancer ‘2. The Load Balancer Data dialog box is displayed.
Complete the fields as follows:
a. IntheLoad Balancer Name text box, type a name for the new load bal ancer.

b. IntheDriver ClassNamelist, click adriver class name for the new load balancer.
Clear the Failed check box.

Click Save.

Configuring the switch functionality of the load balancer

To configure the switch functionality of the load balancer:

1.

2.
3.

Click Data center assets and resources > Inventory > Switch Fabrics > <Switch
Fabric name>. The Switch Fabric screen displays the available switches.

Click Edit and select Add switch. The Switch Data dialog box is displayed.
Complete the fields as follows:

a. For the switch name, type the same name as the load balancer. In the Fabric list,
click afabric for the new switch.

b. If required, type the TCP port number for the new switch. Clear the Failed check
box.

c. Click Save. The new switch is added to the Switches list.

Click Data center assets and resources > Inventory > Load Balancers > <New
load balancer name> and click the Switch tab to display the switch configuration for
the newly created load balancer.

Editing the load balancer properties

The load balancer must be in maintenance before you can edit its properties. To edit the
properties of aload balancer:

1.

Click Data center assets and resources > Maintenance > L oad Balancers and
select the load balancer whose properties you want to edit. Click the Properties tab.

Note: You can also access the load balancer properties by clicking Data center assets

2.
3.

and resources > Inventory > L oad Balancersto display al the load balancers
that are currently available. Find the offline load balancer whose properties you

want to edit, and then click its Edit load balancer button 2", The Propertiestab
isdisplayed.

Edit the load balancer’s properties as required.
Click Save.
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Assigning workflows to the load balancer

To learn how to assign workflows to aload balancer, refer to the “ Assigning workflowsto
adata center device” section, in the “ Configuring and using workflows” chapter, later in
this guide.

Adding a VIP to the load balancer

To add avirtud IP (VIP) to the load balancer:

1. Click Data center assets and resources > Inventory > Load Balancers > <Load
balancer name>. The Info tab is displayed.

2. Click Add Virtual IP'@. The Virtual IP Data dialog box is displayed.
3. Complete the fields as follows:

a

® oo o

Inthe Virtual | P Addresstext box, type the address of the new VIP.

In the Load Balancer Name lit, click aload balancer for the new VIP.
In the Cluster list, click the load balanced cluster for the new VIP.
Type the balancing algorithm based on the specific device driver.

In the appropriate text boxes, specify the output TCP port number and the range of
ports for which the algorithm will be performed.

4. Click Save. Thiswill invoke the decm.inter action operation.

Note:

For more details on how to add a VIP to aload balancer by initiating this
deployment task from the NIC interactive view, refer to the “ Creating avirtual | P
section in the “Managing Tivoli Intelligent Orchestrator” chapter.

Setting up a network interface for the load balancer

To set up a network interface for the load balancer:

1. Click Data center assets and resources > Inventory > L oad Balancers > <Load
balancer name>. Click the Networking tab.

Note:

You can also access the network interface by clicking Data center assets and
resources > Inventory > L oad Balancersto display all the load balancers that
are currently available. In thelist, find the load balancer for which you want to set

up a network interface, and then click its Edit load balancer button €. Click the
Networking tab.

2. Click Edit > Add Interface. The New Network Interface dialog box is displayed.
3. Complete the fields as follows:

a. Inthe Name text box, type a name for the network interface.

b. InthelP Addresstext box, type an |P address for the |oad balancer.

c. Inthe Subnetwork list, click a subnet.

d. Inthe ACL lig, click an ACL to map it to the new network interface. Clear the
Failed check box.

e. Select the Managed check box if the network interface is intended for
management purposes.

4. Click Save.

5. If theload balancer has multiple | P addresses, repeat steps 2 through 4 for each of
them, so that these | P addresses will not be used for other devices.
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Setting up the routing configuration for the load balancer

To set up the load balancer’s routing configuration:

1. Click Data center assets and resources > Inventory > L oad Balancers > <Load
balancer name>. Click the Networking tab.

Note: You can also access the routing configuration by clicking Data center assets and
resources > Inventory > L oad Balancersto display al the available |oad
balancers. Find the load balancer whose routing configuration you want to set up,

and then click its Edit load balancer button & Click the Networ king tab.

2. Onthe Networking tab, do the following:

a  Under Services Enabled, select the router check box to enable the load balancer
to act as router.

b. Select thefirewall check box to enable the router to act asfirewall aswell.
c. Click Saveto save the routing configuration options.

3. Todisplay further menu options on the screen, click the M ore & button, and then
select the Add Route menu option. The New Route dialog box is displayed.

4. Under Destination, specify the |P address of the destination subnet, and then the
gateway for the enabled router. Click Save.

5. Repeat steps 3 and 4 if you need to define more routes for the router.

6. If applicable, instead of defining one route after another through steps 3 and 4, you

can select the Apply Routing Table menu option. The Apply Routing Table dialog
box is displayed.
7. IntheRouting Tablelist, click the routing table you want to apply to the router. Select

the Remove existing routes check box if you want to remove al the individual routes
that have been previously set up for this device. Click Save.

Removing the load balancer

Before you can remove aload balancer, it must be in maintenance. To remove aload
balancer:
1. Click Data center assets and resources> Maintenance > Load Balancersto list all

the load balancers that are currently in maintenance. Find the load balancer you want
to remove.

Note: You can also access the load balancer by clicking Data center assets and
resources> Inventory > L oad Balancer sto display the load balancerslist. Inthe
list, find the offline load balancer to be removed.

2. Click the Delete load balancer button &
3. When prompted, click OK.

Configuring routers

Configuring routers with Tivoli Intelligent Orchestrator involves the following steps:
® Editing the user-defined variables for the router

® Assigning workflows to the router

®  Setting up amanagement interface for the router

®  Setting up the routing configuration for the router
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For a step-by-step description of the editing user-defined variables, assigning workflows,
setting up a management interface, and setting up the routing configuration procedures,
refer to the corresponding subsections in the previous “ Configuring switches” or
“Configuring load balancers’ sections.

Configuring firewalls

Configuring firewalls with the Tivali Intelligent Orchestrator assumes that you are
enabling firewall capabilities at the device level. Configuring firewalls with Tivoli
Intelligent Orchestrator involves the following steps:

® Editing the firewall's user-defined variables

® Assigning workflows to the firewall

®  Setting up amanagement interface for the firewall

®  Setting up the routing configuration for the firewall

For step-by-step procedures for assigning workflows, setting up management interfaces,

and setting up routing configurations for firewalls, refer to the corresponding subsections
in the previous “ Configuring switches” section.

Configuring Virtual IPs (VIPS)

This section describes the following procedures:

®* Adding anew VIP to aload balancer

® Editing the properties of the VIP

®* Assigning workflowsto the VIP

® Removing the VIP

A newly added VIPis displayed in the Data center assets and resources > | nventory >

L oad Balancers > Virtual I|Psmenu. You can edit the VIP properties, assign workflows
to it, or removeit. These procedures are described in the following sections.

Adding anew VIP to a load balancer
For information on how to add a V1P to aload balancer, refer to the “Adding a VIP to the
load balancer” section, earlier in this chapter.

Editing the properties of the VIP

To edit the properties of the VIP:

1. Click Data center assets and resources > Inventory > L oad Balancers> <Load
balancer name> > Virtual IP. Click the Modify Virtual | P button '€’ corresponding
to the VIP whose properties you want to edit. The Virtual |P Datadialog box is

displayed.

Note: You can also edit the VIP properties by clicking Data center assets and
resources > Inventory > Load Balancers > <L oad balancer name> <VIP
name>. Click the Propertiestab. The Virtual IP Datadialog box is displayed.

2. Edit the VIP properties as required, and then click Save.
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Adding areal IP to a VIP

To associate thereal | P addressto the virtual |P address of a particular load balancer:

1. Click Data center assets and resources > Inventory > L oad Balancers > <Load
balancer name>.

2. Select the VIP that you want to modify.
3. Click Add real IPtovirtual IP.
4. Sdlecttherea IPand click Save.

Assigning workflows to the VIP

To learn how to assign workflows to a VIR, refer to the “ Assigning workflows to a data
center device” section, in the “ Configuring and using workflows” chapter, described later
in this guide.

Removing the VIP

ToremoveaVIP:

1. Click Data center assets and resources > Inventory > L oad Balancers> <L oad
balancer name> > Virtual I P. Click the Delete Virtual | P button ‘& corresponding to
the VIP you want to remove.

2. When prompted, click OK.

Note: For details on how to remove a VIP from aload balancer by initiating this
deployment task from the NIC view, refer to the “ Removing a virtual IP” section
in the “Managing Tivali Intelligent Orchestrator” chapter.

Configuring servers

The servers managed by Tivoli Intelligent Orchestrator are either currently functioning in
an application cluster or residing in a resource pool awaiting to be allocated to an
application cluster. The maintenance area may contain a number of faulty servers, which
have been marked by the system as “failed” and temporarily moved to maintenance to be
repaired or reconfigured, as well as serversthat have not yet been assigned to either an
application cluster or aresource pool.

The servers currently running in an application cluster or residing in aresource pool can
be found in different states. In the list, the current status of a server isindicated by the
color of the icon preceding the server name. A legend, located underneath the server list,
explains the meaning of each icon color.

Serversarelisted by customer, application, cluster, resource pool, or by resource pool. If a
server islisted as Unknown, an owner has not yet been defined.

% Dedicated
Thisisaserver that is a permanent part of an application cluster.

# Assigned
An overflow server isaserver residing in aresource pool, awaiting to be allocated
to any application cluster. An assigned server is an overflow server that has
already been allocated to an application cluster in need. It appears marked as
“assigned” both in the resource pool and in the application cluster it was all ocated
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to.

% In transition
Thisisan overflow server that is being moved from aresource pool to an
application cluster, or vice versa. The system marksitstransitional status until the
moving processis finaized.

@ Available
Thisisan overflow server that hasn't yet been allocated to an application cluster.
It isavailable for being allocated to any application cluster in need.

ﬂ In maintenance
Thisisaserver that has been temporarily put into maintenance, to be repaired or
reconfigured. Although it is no longer automatically managed by the Tivoli
Intelligent Orchestrator, the server in maintenance is not removed from its cluster.

#® railed
Thisisafaulty server whose malfunction has just been detected by the system,
and has been marked as “failed” before being automatically removed from its
application cluster.

# Unknown
Thisisaserver whose status is temporarily unavailable, due to a system
component failure, or no owner is defined.

A new server is added to the list of serversthat are currently in maintenance. You can add
either anew dedicated server or anew overflow server.

Note: For more information on how to allocate overflow serversto application clusters,
refer to the “Manually adding overflow servers to an application cluster” section
in the “Managing Tivali Intelligent Orchestrator” chapter.

While the new server isin maintenance, you can edit its properties, edit its user-defined
variables, set up aNIC, anetwork interface, and arouting configuration for it, or remove
it. You can also access the NIC view for the server, which offers details on the topology of
the server and gives further access to other interactive views, configure the server’s
software stack, and set up credentials for the server.

Adding a new server

To add anew server:
1. Click Data center assets and resources > Inventory > Servers.

2. Click Add server 2. The Server Data dialog box is displayed.
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3. Based on the type of server you are adding, enter the required data as described below.
a For anew dedicated server:
1. Inthe Name box, type the name of the new server.

2. IntheBeongstolist, click the application cluster this server will be assigned
to.

3. Click Save.
b. For an overflow server:
1. Inthe Name box, type the name of the new server.
2. Inthe Belongsto list, click the resource pool this server will be assigned to.
3. Click Save.

Searching for a server

You can search for a server or servers by name, cluster, or pool. To do this:

1. Click Data center assets and resources> Inventory > Servers.

2. Onthe Server Inventory page, enter the information to use for your search.
3. Click Search.

Editing the server properties

To edit the properties of the server:

1. Click Data center assetsand resources > Inventory > Serversto display all the
available servers. Find the server whose properties you want to edit, and then click its
More = button. From the displayed pop-up menu, select Edit 2. The Server Data
dialog box is displayed.

Note: You can also edit the server properties by clicking Data center assets and
resources> I nventory > Server s> <Server name>. Onthelnfotab, click Edit >
Properties. The Server Data dialog box is displayed.

2. Edit the server properties as required.
3. Click Save.

Editing the user-defined variables for the server

To edit the user-defined variables for a server:

1. Click Data center assets and resources > M aintenance > Servers and select the
server whose user-defined variables you want to edit. Click the Variables tab.

Note: You can also edit the user-defined variables by clicking Data center assets and
resources > Inventory > Serversto list all the available servers. Find the server
whose properties you want to edit, and then click its M ore & button. From the
displayed pop-up menu, select Edit ‘€', Click the Variables tab.

2. Complete thefields asfollows:

a Inthe Key box, type the name of the SNMP community that specifies the access
rights for the server:
snmp.community.read to query the server, or
snmp.community.write to changeit.

In the Component ligt, click the system component that will use this variable.
c. Inthe Value box, type avalue for the chosen SNMP community.
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3. Click Add.

Assigning workflows to the server

To learn how to assign workflows to a server, refer to the “ Assigning workflows to a data
center device” section, in the “ Configuring and using workflows” chapter, described later
in this guide.

Setting up a NIC for the server

A server must be in maintenance before you can set up anetwork interface card (NIC). To
set up aNIC for the server:

1. Click Data center assets and resources > M aintenance > Servers and select the
server for which you want to set up the NIC. On the Info tab, click Edit > Add NIC.
The New Network Interface Card dialog box is displayed.

Note: You can also set up the NIC by clicking Data center assets and resources >
Inventory > Serversto list all the available servers. Find the offline server for

which you want to set up the NIC, and then click its Edit server button 2 Onthe
Info tab, click Edit > Add NIC 2. The New Network Interface Card dialog box
is displayed.
2. Complete thefields asfollows:
a Inthe MAC box, type the MAC address of the NIC.
b. Inthe Switch list, click aswitch.

c. Inthe Port box, type the physical port connected to the NIC. If required, specify
the module for the port as well.

d. IntheVLAN list, click aVLAN.

e. Select the Managed check box if the NIC isintended for management purposes.
Clear the Failed check box.

f. Select the Netboot check box if you want the NIC to be boot-enabled.
3. Click Add.

Accessing the NIC view for the server

You can quickly accessthe NIC view for a server in afew different ways, as described in
the following sections:

® Accessing the View > Icon View 2 menu on the Server Info screen, or

®* From the Devices Legend window, or

®*  From any other interactive view by clicking the NIC icon

To access the NIC view for a server from the View > Icon View & menu:

1. Click Data center assets and resources > Inventory > Serversand click the server
you are interested in. The Info tab is displayed.
Or:

In the Customer applications navigation tree, select the server you are interested in.
TheInfo tab is displayed.

2. Click View > I con View 2 menu. The “Overview: <Server name>" screen is
displayed.
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Accessing other interactive views from the NIC view

From the NIC view, you can quickly access the following views:

® Sarver Info view, by clicking the Info tab

® Switch Fabric view, by clicking the switch fabric icon

®* VLAN view by clicking the VLAN icon in the VLAN Legend window

Note: For step-by-step procedures on how to perform various deployment tasks from the
NIC view, refer to the “ Performing deployment tasks from the interactive views’
section, described in the “Managing Tivali Intelligent Orchestrator” chapter.

Setting up a network interface for the server

To set up a network interface for the server:
1. Click Data center assets and resources > Inventory > Servers> <Server name>.

2. Onthelnfo tab,__identify the NIC to which you want to add a new interface, and then
click the More & button.

3. From the pop-up menu, select Add I nterface ‘@. The New Network Interface dialog
box is displayed.

4, Completethefields asfollows:
a. Inthe Name box, type a name for the network interface.

In the I P box, type the |P address for the server.

Select a subnet, and then choose an ACL for the network interface.

Clear the Failed check box if it is selected.

Select the Managed check box if the network interface isintended for
management purposes.

Type a default gateway |P address for the network interface.

g. Select Perform using dcm.interaction to invoke the IPSystem.Add IP Address
logical operation. This adds the specified | P address (network interface) to the
specified IP network device.

5. Click Save.

® oo

—h

Setting up the routing configuration for the network interface

A server with multiple NICs can act as arouter. To set up the routing configuration of its
network interfaces:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.
The Info tab is displayed.

2. Intheligt, select the network interface that requires a new routing configuration and
click the M ore & button.

3. Seect the Add Route '@ menu option. The New Route dialog box is displayed.

4. Select the IP address of the destination subnet from the Destination drop down list,
and specify the gateway for the enabled router.

5. Click Save.

6. Repeat steps 2 through 4 to define more routes for the router.

If applicable, instead of defining one route after another in steps 2 through 4, you can
select the Apply Routing Table menu option. The Apply Routing Table dialog box is
displayed.
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In the Routing Tablelist, click the routing table you want to apply to the router. Select the
Remove existing routes check box if you want to remove all the individual routes that
have been previously set up for this device. Click Save.

Configuring the software stack

40

For each server in the data center, a Software Stack tab lists all the software products that
should beinstalled on that server. You can interactively add and remove software by
automatically invoking the appropriate workflows, as defined by the device driver.

Note: For additional information on how to configure the software products, refer to the
“Configuring software products’ section, later in this chapter.

Assigning a software stack to a server

To assign a software stack to aserver:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.
Click the Software Stack tab.

Note: You can also access the software stack by clicking Customer applications, and
drilling down to the server you are interested in. Click the Softwar e Stack tab.

2. Inthe Software Sack Configuration list, click the stack you want to assign to the
server. It specifies what should be installed on that server. Click Save.

After you select one of the stacksin the list, its content is displayed on the screen
without allowing you to add other entries to the stack list.

Adding a new entry to the server’s stack

A new entry augmenting the server’s stack can be either a software product, a software
patch, or another nested stack. Augmenting the server’s stack can be done only in
Automatic mode, when the stack inherited by the server is managed by workflows, and
further entries can be manually added to the stack list.

To manually add a new entry to the server’s stack:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.
Click the Software Stack tab.

Note: You can also access the software stack by clicking Customer applications, and
drilling down to the server you are interested in. Click the Softwar e Stack tab.

2. Inthe Software Sack Configuration list, click Automatic, and then click Save.
3. Under Software Stack Entries, select one of the following options:

® Sdect Install Software, and then use the corresponding list to select the software
product you want to add to the server’s stack. If the product you want to install
requires licensing, click the corresponding license pool in the License Pool list

® Sdect Install Patch, and then select the software patch you want to add to the
server’s stack
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4,
5.

® Sdect Install Sack, and then select the nested stack you want to add to the
server’s stack.

Click Ingtall. The selected product, patch or stack is added to the server’s stack.
Repeat step 3 and 4 to add more entries to the server’s stack. The order the entries are
listed in the stack isimportant, indicating the order in which the products will be

installed on the server. If necessary, use the Move up and M ove down buttons to
rearrange the entriesin the list.

Editing the configuration of the server’s stack entries

To edit the configuration of the server’s stack entries:

1

Click Data center assets and resources > |nventory > Servers> <Server name>.
Click the Software Stack tab.

Note: You can also access the stack entries by clicking Customer applications, and

3.

locate the server you are interested in. Click the Software Sack tab.
In the Software Stack Entrieslist, identify the entry whose configuration you want to
edit, and then click its Edit product/stack configuration "' button.

* If theentry isasoftware product, you are sent to the Propertiestab for that
software product.

* |f theentry isasoftware stack, you are sent to the Propertiestab for that software
stack.

Edit the properties of the software product or stack as required, and then click Save.

Removing an entry from the server’s stack

To remove an entry from the server’s stack:

1

Click Data center assets and resources > |nventory > Servers> <Server name>.
Click the Software Stack tab.

Note: You can also access the software stack tab by clicking Customer applications,

2.

3.

and selecting the server you are interested in. Click the Software Sack tab.

In the Software Stack Entriesligt, identify the entry that you want to remove, and
then click its Remove Software Product & button.

When prompted, click OK.

Installing a software product on the server

For each server in the data center, a Softwaretab lists al the software products installed
onit. You can interactively add software products by automatically invoking the
appropriate workflows, as defined by the device driver.

To install a software product on the server:

1
2.

3.

Click Data center assets and resources > |nventory > Servers> <Server name>.

Click the Softwar e tab. The Server: <Server name> screen displays all the software
productsinstalled or available to be installed on the server.

In the Install Softwarelist, click the product that you want to install on the server.

Click Install. The workflow triggered by the Software.Install logical device operation
is executed. If the execution is successful, the software product is installed on the
server.
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Note: Tivali Intelligent Orchestrator does not manage software product licenses or

patches which were installed as a single software product (or single software
patch). To have Tivoli Intelligent Orchestrator manage software product licenses
or patches, install software products and patches as a part of software stack. For
information on how to do this, see “Adding a new entry to the server’s stack” on

page 40.

Uninstalling a software product from the server

You can interactively remove software products by automatically invoking the appropriate
workflows, as defined by the device driver.

To uninstall a software product on the server:

1

2.

3.

Click Data center assets and resources > | nventory > Servers> <Server name>.
Click the Softwar e tab.

In the Softwar e list, identify the software product you want to uninstall from the
server.

Click the Delete Softwar e & button. The workflow triggered by the
Software.Uninstall logical device operation is executed. If the execution is successful,
the software product is uninstalled from the server.

Refreshing the status of the software product
To refresh the status of a software product installed on the server:

1

2.

3.

Click Data center assets and resources > | nventory > Servers> <Server name>.
Click the Softwar e tab.

In the Softwar e list, identify the software product on which you want to obtain
updated data.

Click the Refresh Software Status button &',

Configuring credentials for the server

Tivoli Intelligent Orchestrator provides away to streamline the access of managed servers
to various services using credentials. For amore efficient use, credentials obtained from
clients are stored in a credential repository. Services are provided by host servers through
service access points (SAPS). A service access point is a channel that is used by a client
server to access a service.

42

A number of protocols are available to be used for accessing services, such as |Pv4, IPv6,
IPX, fiber-channel, and so on. For the IPv4 protocal type, a number of specific protocol
subtypes are available, asfollows:

FTP, the standard File Transfer Protocol

ICMP, for Ping

SCP, for secure remote transfer of afile from one server to another
SNMP, for queries and configurations

SSH, for secure remote access

Telnet, for remote access

The following procedures are described:

Adding a new service access point
Editing the properties of the service access point
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Assigning workflows to a service access point
Setting up password credentials for the SAP
Setting up RSA credentials for the SAP
Setting up RSA credentials for the SAP
Setting up SNMP credentials for the SAP
Removing the service access point

Adding a new service access point

To add a new service access point (SAP) to the server:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.

2. Click the Credentialstab.

3. OntheCredentialstab, click Edit > Add Access Point. The New Access Point
dialog box is displayed.

4. Complete the fields as follows:

a. Inthe Typelist, click the type of protocol you will be using to connect to that
service.

b. Select the Host check box if you want this server to be the host providing the
service through SAPs. Optionally, you can enter the SAP's domain and context.
The context field can be used to define a unique identifier for this SAP.

c. Typethe port number to use for this service access point. Based on the selected
type of protocol, the default port for the SAP is displayed. That port number
should be set to O for aclient SAP (Host option not selected).

d. Select the Authentication check box if the access to that service will require
authentication. If authentication is required, specific credentials must be defined,
corresponding to the chosen type of protocol.

e. Seect Perform using dem.interaction to invoke the Device.Create Service
Access Point logical operation.

5. Click Save.

Editing the properties of the service access point

To edit the properties of the service access point (SAP):

1. Click Data center assets and resources > Inventory > Servers> <Server name>.
Click the Credentialstab. In the list, identify the SAP whose properties you want to
edit, click its M ore & button, and then select ‘€' Edit.

Note: You can also access the SAP properties by clicking Data center assets and

resources > Inventory > Servers > <Server name>. Click the Credentialstab.
In thelist, click the name of the SAP whose properties you want to edit. On the
Info tab, click Edit > Properties.

The properties dialog box is displayed.
2. Edit the properties of the SAP as required.
3. Click Save.
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Assigning workflows to a service access point

A number of predefined workflows triggered by logical device operations are availableto
be assigned to service access points (SAPS). In order for aworkflow to be executed in the
specified SAP, you need to perform the following procedures:

® Tagging the workflow with alogical device operation
® Assigning workflows to the service access point

These procedures are described in the following subsections.

Tagging the workflow with a logical device operation

To learn how to tag a workflow with alogical operation, and how to define a new logical
operation if required, refer to the “ Tagging the workflow with alogical device operation”
section in the “ Configuring and using workflows” chapter.

Assigning workflows to the service access point

To assign workflows to a service access point (SAP):

Click Data center assets and resources > | nventory > Servers> <Server name>.
Click the Credentials tab.

In the list, click the name of the SAP which you want to assign the workflows to.
Click the Wor kflows tab.

In the Logical Operationslist, click the logical operation for the workflow you are
interested in.

In the Workflow list underneath, click the workflow to be assigned to the specified
SAP.

7. Click Add Selected Wor kflow. The workflow is added to the list of all workflows
that are currently assigned to that SAP,

8. If necessary, repeat steps 5 through 7 to assign other workflows to this SAP.

akrowdPE

o

Note: Some devicedrivers are pre-defined for SAPs that are running certain application
protocols. For example, SNMP v1 and SSH both have pre-defined drivers.

Setting up password credentials for the SAP

If the type of protocol you will be using to access the service is Telnet or FTP, password

credentials for the service access point (SAP) may be required. To set up the password

credentials for the SAP:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.

2. Click the Credentials tab.

3. Inthelist, identify the SAP for which you want to set up the password credentials,
click itsMore ' button.

4. Sdectthe@ Add Password Credentials option. The New Password Credentials
dialog box is displayed.

5. Inthe Search Key text box, type the alias that uniquely identifies the user
name-password pair you will be using to access the service. Optionally, you can use

the Enable Password text box to type the specific password that enables you to
perform specia administrator operations on the server.

6. Typethekey fingerprint for the server.
7. Click Save.
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Setting up RSA credentials for the SAP

If the type of protocol you will be using to access the service is SSH or SCP, RSA
credentials for the service access point (SAP) will be required. To set up the RSA
credentials for the SAP:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.
2. Click the Credentialstab.

3. Intheligt, identify the SAP to set up the RSA credentials for and click its M ore &
button.

4. Select the'@ Add RSA Credentials option. The New RSA Credentials dialog box is
displayed.

5. Complete the fields as follows:
a. Inthe Search Key text box, type the name you will be using to access the service.
b. Typethe user name.
c. Typethe passphrase.
d. Specify the public and private keys for the server.

6. Click Save.

Setting up SNMP credentials for the SAP

If the type of protocol you will be using to access the service is SNMP, SNMP credentials
for the server will be required. To set up the SNMP credentials for the SAP:

1. Click Data center assets and resources > Inventory > Servers> <Server name>.
2. Click the Credentialstab.

3. Inthelist, identify the SAP for which you want to set up the SNMP credentials and
click its M ore = button.

4. Sdectthe@ Add SNMP Credentials option. The New SNMP Credentials diaog
box is displayed.

5. Typethe search key you will be using to access the service, and then type the
community name for the server.

Removing the service access point

To remove a service access point (SAP):
1. Click Data center assets and resources > Inventory > Servers> <Server name>.
2. Click the Credentials tab.

3. Inthelist, identify the service access point to be removed and click its More !
button.

4. Select the ' Delete option.
5. When prompted, click OK.

Removing the server

Only aserver in maintenance can be removed. To remove the server:

1. Click Data center assets and resources > Maintenance > Serversto list al the
serversthat are currently in maintenance. Find the server you want to remove, and
then click its Delete server button ‘&,

Note:  You can also access the server by clicking Data center assets and resour ces >
Inventory > Serverstolist al the available servers. In thelist, find the server you
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want to remove, and then click its Delete server button &,
2. When prompted, click OK.
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Configuring boot servers

This section describes the following procedures:

Adding anew boot server

Editing the boot server properties

Editing the user-defined variables for the boot server
Assigning workflows to the boot server

Setting up aNIC for the boot server

Adding an interface card to the boot server

Setting up a network interface for the boot server

Setting up the routing configuration for the network interface
Configuring credentials for the boot server

Removing the boot server

These procedures are described in the following sections.

Adding a new boot server

To add a new boot server:

1

2.

3.
4,

Click Data center assets and resources > | nventory > Boot Servers. The Boot
Server Inventory screen lists al the boot servers currently available in the system.

Click the @ Add Boot Server button. The Boot Server Configuration dialog box is
displayed.

Type the name of the new boot server.

Click Save.

You have finished adding a new boot server. Click the Data center assets and resources
navigation tree to refresh the displayed data.

Editing the boot server properties

To edit the boot server’s properties:

1.

2.

Access the Boot Server Properties tab in one of the following ways:

® Click Data center assetsand resources > Inventory > Boot Servers. The Boot
Server Inventory screen lists the available boot servers. In the list, identify the
boot server whose properties you want to edit, and then click its Edit Boot Server
2 button. The Propertiestab is displayed.

® Click Data center assets and resources> Inventory > Boot Servers> <Boot
server name>. On the Info tab, click Edit -> Properties '€'. The Propertiestab
is displayed.

® Click Data center assetsand resources-> |nventory -> Boot Servers-> <Boot
server name>. Click the Propertiestab.

Edit the name of the boot server as required, and then click Save.

You have finished editing the boot server’s properties. Click the Data center assetsand
resour ces navigation tree to refresh the displayed data.
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Editing the user-defined variables for the boot server

To edit the user-defined variables for the boot server:

Click Data center assetsand resources > Inventory > Boot Servers> <Boot server
name>.

Click the Variablestab.
Complete the fields as follows:

1

2.
3.

4.

a

b.

C.
Click Add.

In the K ey text box, type the name of the SNMP community that specifies the
access rights for the boot server:

snmp.community.read to query the server

snmp.community.writeto changeit.

In the Component ligt, click the system component that will use this variable.

In the Value box, type avalue for the chosen SNMP community.

Assigning workflows to the boot server

To learn how to assign workflows to the boot server, refer to the “ Assigning workflows to
adata center device” section, in the* Configuring and using workflows” chapter, described
later in this guide.

Setting up a NIC for the boot server

To set up aNIC for the boot server:

1. Click Datacenter assetsand resources> |nventory > Boot Servers> <Boot server
name>.

2. Onthelnfo tab, click Edit -> Add NIC & The New Network Interface Card dialog
box is displayed.

3. Complete the fields as follows:

a
b.

® 20

f

Inthe MAC text box, type the MAC address of the NIC.

Inthe Switch list, click aswitch. In the Port box, type the physical port connected
to the NIC. If required, specify the module for the port as well.

Inthe VLAN list, click aVLAN.

Clear the Failed check box.

Select the Managed check box if the NIC isintended for management purposes.
Select the Netboot Enabled check box if you want the NIC to be boot-enabled.

4, Click Save.

Adding an interface card to the boot server

To add a serial interface card to the boot server:
Click Data center assets and resources > Inventory > Boot Servers> <Boot server

1

2.

> w

name>.

On the Info tab, click Edit -> Add serial IC 2. The New Interface Card dialog box
isdisplayed.

Type the name of the new interface card.

Click Save.
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Setting up a network interface for the boot server

To set up a network interface for the boot server:

1

2.

4.

Click Data center assets and resources > Inventory > Boot Servers> <Boot server
name>.

On the Info tab, click Edit > Add Interface @ The New Network I nterface dialog
box is displayed.

Complete the fields as follows:

a. Inthe Name text box, type a name for the network interface.

b. InthelP text box, typethe IP address for the server.

c. Inthe corresponding lists, click a subnetwork and an ACL for the boot server.

d

Select the Managed check box if the network interface is intended for
management purposes.

e. Clear the Failed check box.
Click Save.

Setting up the routing configuration for the network interface

A boot server with multiple NICs can act as arouter. To set up the routing configuration of
its network interfaces:

1

2.

Click Data center assetsand resources > Inventory > Boot Servers> <Boot server
name>. The Info tab is displayed.

Inthelist, identify the network interface for which you want to set up the routing
configuration and click its M ore ' button.

Select the Add Route @ menu option. The New Route dialog box is displayed.

Under Destination, specify the IP address of the destination subnet, and then the
gateway for the enabled router.

Click Save.
Repeat steps 2 through 5 to define more routes for the router.

If applicable, instead of defining one route after another, you can select the Apply
Routing Table menu option. The Apply Routing Table dialog box is displayed.

In the Routing Tablelist, do the following:
a. Click the routing table you want to apply to the router.

b. Select the Remove existing routes check box if you want to remove all the
individual routes that have been previously set up for this device.

c. Click Save.

Configuring credentials for the boot server

For information on how to define the service access points and configure credentials for
the boot server, refer to the “ Configuring credentials for the server” section, earlier in this
chapter.
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Removing the boot server

To remove the boot server:

1. Click Data center assetsand resources > Inventory > Boot Serverstolist al the
available boot servers. In the list, find the boot server you want to remove, and then
click its Delete Boot Server button ‘&,

2. When prompted, click OK.

Configuring blade servers

50

This section describes the following procedures:

Adding anew blade server chassis

Editing the properties of the blade server chassis

Editing the user-defined variables for the blade server chassis
Assigning workflows to the blade server chassis

Adding anew blade server to the blade server chassis

Editing the properties of the blade server

Setting up aNIC for the blade server chassis

Setting up a network interface for the blade server chassis
Setting up the routing configuration for the network interface
Removing a blade server from the blade server chassis
Removing the blade server chassis

Adding a new blade server chassis

To add a new blade server chassis:

1. Click Data center assets and resources > Inventory > Blade Servers. The Blade
Server Chassistab listsal of the blade server chassis currently available in the
system.

2. Click the Add Blade Server Chassis ‘@ button. The Blade Chassis Configuration
dialog box is displayed.
3. Typethe name of the new blade chassis, and then click Save.

You have finished adding the new blade server chassis. Click the Data center assets and
resour ces navigation tree to refresh the displayed data.

Editing the properties of the blade server chassis

To rename the blade server chassis:

1. Click Data center assets and resources > Inventory > Blade Servers. The Blade
Server Chassistab liststhe available blade server chassis. In the list, identify the
blade chassis admin whose properties you want to edit, and then click its Edit blade
admin "€' button. The Propertiestab is displayed.

2. Edit the name of the blade chassis admin as required, and then click Save.

You have finished editing the blade server chassis properties. Click the Data center assets
and resour ces navigation tree to refresh the displayed data.
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Editing the user-defined variables for the blade server chassis

To edit the user-defined variables for the blade server chassis;

1

2.
3.

4.

Click Data center assets and resources > | nventory > Blade Servers > <Blade
server chassis name>.

Click the Variablestab.
Complete the fields as follows:

a. Inthe Key text box, type the name of the SNMP community that specifies the
access rights for the blade server chassis:
snmp.community.read to query the server
snmp.community.writeto changeit.
b. Inthe Component list, click the system component that will use this variable.
c. Inthe Value box, type avalue for the chosen SNMP community.

Click Add.

Assigning workflows to the blade server chassis

To learn how to assign workflows to the blade server chassis, refer to the “ Assigning
workflows to a data center device” section, in the “ Configuring and using workflows’
chapter, later in this guide.

Adding a new blade server to the blade server chassis

To add a new blade server to a blade server chassis:

1.

2.

4.

Click Data center assets and resources > Inventory > Blade Servers > <Blade
Server Chassis hname>.

On the Info tab, click Edit > Add Blade Server & The Server Data dialog box is
displayed.

Complete the fields as follows:

a. Typethe name of the new blade server.

b. IntheBeongsto ligt, click the cluster or resource pool the blade server will
belong to.

c. Specify the blade slot for the new server.

d. Under SNMP community names, specify the access rights for the new server:

Read to query the server
Write to change the server.

Click Save.

You have finished adding the new blade server to the current blade admin chassis. Click
the Data center assets and resour ces navigation tree to refresh the displayed data.

Editing the properties of the blade server

A blade server must be in maintenance before you can edit its properties. To manually
send a blade server to maintenance, identify it first in the list of blade servers available for

a certain blade chassis admin, click its M ore & button, and then select the To
maintenance menu option.
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To edit the properties of the blade server:

1.

2.

3.
4,

Click Data center assets and resources > Inventory > Blade Servers > <Blade
Server Chassis hame>.

TheInfo tab lists all the blade servers available in the current blade chassis admin.
Identify the offline blade server whose properties you want to edit, click its M ore
button, and then select the Edit "' option. The Server Data dialog box is displayed.

Edit the blade server properties as required.
Click Save.

Setting up a NIC for the blade server chassis
To set up aNIC for the blade server chassis:

1

2.

3.

4.

Click Data center assets and resources > | nventory > Blade Servers > <Blade
Server Chassis name>.

On the Info tab, click Edit > Add NIC @, The New Network Interface Card dialog
box is displayed.

Complete the fields as follows:

a. Inthe MAC text box, type the MAC address of the NIC.

b. Inthe Switch list, click a switch.

c. Inthe Port box, type the number of the physical port connected to the NIC. If
required, specify the module for the port aswell.

d. Inthe VLAN list, click aVLAN.

e. Select the Managed check box if the NIC isintended for management purposes.
f. Clear the Failed check box.

g. Select the Netboot Enabled check box if you want the NIC to be boot-enabled.
Click Save.

Setting up a network interface for the blade server chassis

To set up a network interface for the blade server chassis:

1. Click Data center assets and resources > Inventory > Blade Servers> <Blade
Server Chassis name>.

2. Onthelnfotab, click Edit -> Add Interface @. The New Network Interface dialog
box is displayed.

3. Complete the fields as follows:
a. Inthe Name text box, type a name for the new network interface.
b. InthelP Addressbox, typethe |P address for the blade server chassis.
c. Inthe corresponding lists, click a subnet and an ACL for the blade server chassis.
d. Select the Managed check box if the network interface isintended for

management purposes.

e. Clear the Failed check box.

4. Click Save.
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Setting up the routing configuration for the network interface

A blade server chassis with multiple NICs can act as a router. To set up the routing
configuration of its network interfaces:

1. Click Data center assets and resources > Inventory > Blade Servers > <Blade
Server Chassisname>. The Info tab is displayed.

2. Intheligt, identify the network interface for which you want to set up the routing
configuration, and click its M ore =" button.

3. Select the Add Route @ menu option. The New Route dialog box is displayed.

4. Under Destination, specify the |P address of the destination subnet, and then the
gateway for the enabled router. Click Save.

5. Repeat steps 2 through 4 to define more routes for the router.

6. If applicable, instead of defining one route after another by following steps 2 through
4, you can select the Apply Routing Table menu option. The Apply Routing Table
dialog box is displayed.

7. IntheRouting Tablelist, click the routing table you want to apply to the router. Select
the Remove existing routes check box if you want to remove al the individual routes
that have been previously set up for this device. Click Save.

Removing a blade server from the blade server chassis

You can only remove an offline blade server from its chassis. To manually send a blade
server to maintenance, identify it fi rst in thelist of blade servers available for a specific
blade chassis admin, click its M ore ' button, and then select the To maintenance menu
option.

To remove the offline blade server from its chassis:

1. Click Data center assets and resources > Inventory > Blade Servers> <Blade
Server Chassisname>. Thelnfotab listsall the blade servers available in the current
blade chassis.

2. ldentify the offline blade server you want to remove, click its M or e = button, and
then select the Delete ‘& option.

3. When prompted, click OK.

Removing the blade server chassis

To remove the blade server chassis:;

1. Click Data center assets and resources > Inventory > Blade Servers. The Blade
Server Chassistab lists all the currently available blade chassis.

2. Intheligt, identify the blade chassis you want to remove, and then click its Delete
Blade Server Chassis ‘& button.

3. When prompted, click OK.

Configuring terminal servers

Terminal servers provide network access to servers with network connections that have
been lost or to serversthat have no built-in network support. The terminal servers can also
provide direct communication to hosts that support TCP/IP protocolsin their system
operating software. Terminal servers handle multiple device interfaces. They multiplex
asynchronous RS-232 serial lines onto a high-speed network interface. The network
interface is typically to Ethernet.
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This section describes the following procedures:

® Adding anew terminal server

® Editing the properties of the terminal server

® Editing the user-defined variables for the terminal server
® Assigning workflows to the terminal server

®  Setting up aNIC for the terminal server

® Adding aninterface card to the terminal server

®  Setting up anetwork interface for the terminal server

®  Setting up the routing configuration for the network interface
® Configuring credentials for the terminal server

® Removing the terminal server

Adding a new terminal server

To add anew terminal server:

1. Click Data center assetsand resources > Inventory > Terminal Servers. The
Terminal Server Inventory screen lists all the currently available terminal servers.

2. Click the Add Terminal Server ‘@ button. The Terminal Server Configuration dialog
box is displayed.
3. Typeaname for the new terminal server, and then click Save.

Editing the properties of the terminal server

To edit the terminal server properties:

1. Click Data center assetsand resources > Inventory > Terminal Servers. The
Terminal Server Inventory screen lists all the currently available terminal servers.

2. Inthelist, identify the terminal server whose properties you want to edit, and then
click its Edit terminal server '€ button. The Properties tab is displayed.

3. Edit theterminal server’s name as required, and then click Save.

Editing the user-defined variables for the terminal server

To edit the user-defined variables of aterminal server:

1. Click Data center assets and resources > Inventory > Terminal Servers>
<Terminal server name>.

2. Click the Variables tab.
3. Complete the fields as follows:

a. Inthe Key box, type the name of the SNMP community that specifies the access
rights for the terminal server:
snmp.community.read to query the server
snmp.community.writeto changeit.

b. Inthe Component list, click the system component that will use this variable.

c. Inthe Value box, type avalue for the chosen SNMP community.

4. Click Add.
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Assigning workflows to the terminal server

To learn how to assign workflows to aterminal server, refer to the “ Assigning workflows
to adata center device” section, in the “Configuring and using workflows’ chapter,
described later in this guide.

Setting up a NIC for the terminal server

To set up aNIC for the terminal server:

1. Click Data center assets and resources > Inventory > Terminal Servers>
<Terminal server name>.

2. Onthelnfotab, click Edit > Add NIC 2. The New Network Interface Card dialog
box is displayed.

3. Complete the fields asfollows:

a. Inthe MAC text box, type the MAC address of the NIC.

b. Inthe Switch list, click aswitch. Inthe Port box, type the number of the physical
port connected to the NIC.

c. If required, specify the module for the port aswell. Inthe VLAN list, click a
VLAN.

d. Select the Managed check box if the NIC isintended for management purposes.

e. Clear the Failed check box.

f. Select the Netboot Enabled check box if you want the NIC to be boot-enabled.

4. Click Save.

Adding an interface card to the terminal server

To add anew interface card to the terminal server:

1. Click Data center assets and resources > Inventory > Terminal Servers>
<Terminal server name>.

2. Onthelnfotab, click Edit > Add serial IC @ The New Interface Card dialog box is
displayed.

> w

Type the name of the new interface card.
Click Save.

Setting up a network interface for the terminal server

To set up anetwork interface for the terminal server:

1. Click Data center assets and resources > Inventory > Terminal Servers>
<Terminal server name>.

2. Onthelnfotab, click Edit > Add Interface @ The New Network Interface dialog
box is displayed.

3. Complete the fields as follows:

a

b.
C.
d

e

Type aname for the new network interface.
Inthe I P Address text box, type the |P address for the terminal server.
In the corresponding lists, click asubnet and an ACL for the terminal server.

Select the M anaged check box if the network interface is intended for
management purposes.

Clear the Failed check box.

4. Click Add.
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Setting up the routing configuration for the network interface

A terminal server with multiple NICs can act as arouter. To set up the routing
configuration for its network interfaces:

1.

2.

Click Data center assets and resources > Inventory > Terminal Servers>
<Terminal server name>. The Info tab is displayed.

Inthe ligt, identify the network interface for which you want to set up the routing
configuration, and then click its M ore = button.

Select the Add Route @ menu option. The New Route dialog box is displayed.

Under Destination, specify the |P address of the destination subnet, and then the
gateway for the enabled router. Click Save.

Repeat steps 2 through 4 to define more routes for the router.

If applicable, instead of defining one route after another through steps 2 through 4,

you can select the Apply Routing Table menu option. The Apply Routing Table

dialog box is displayed.

a. Click the routing table you want to apply to the router.

b. Select the Remove existing routes check box if you want to remove al the
individual routes that have been previously set up for this device.

c. Click Save.

Configuring credentials for the terminal server

For information on how to define the service access points and configure credentials for
the terminal server, refer to the “ Configuring credentials for the server” section, earlier in
this chapter.

Removing the terminal server

To remove the terminal server:

1

2.

3.

Click Data center assets and resources > Inventory > Terminal Servers. The
Terminal Server Inventory screen lists all the currently available terminal servers.

In thelist, identify the terminal server you want to remove, and then click its Delete
terminal server ‘2 button.

When prompted, click OK.

Adding a console server network interface

To add a console server network interface:

1
2
3
4,
5
6

7.
8.

Click Data center assets and resources > Inventory > Terminal Servers.
Click Console Server.

Type the port number for the new console server.

Select the port type from the drop-down list.

Type the speed of the interface and port.

Select the service access point for the console server. A service access point is an
abstract definition of achannel that is used by a client server to access a service.

Select a connection.
Click Add.

To edit the properties of a console server network interface, click Edit

IBM Tivoli Intelligent Orchestrator: Operator’ s Guide



Configuring ACLs

This section describes the following procedures:

® Addinganew ACL

® Editing the properties of the ACL

®  Setting up accessrulesfor the ACL

® Editing the user-defined variables for the ACL
® Assigning workflows to the ACL

Adding anew ACL

To add anew ACL:

1. Click Data center assets and resources > Inventory > ACLs. The Inventory ACLs
screen lists all the currently available ACLs.

2. Click Add ACL @, The ACL Configuration dialog box is displayed.
3. Typethe name of the new ACL, and then click Save.

Editing the properties of the ACL

To edit the ACL’s properties:

1. Click Data center assets and resources > Inventory > ACLs. The Inventory ACLs
screen lists all the currently available ACLs.

2. Inthelist, identify the ACL whose properties you want to edit, and then click its
M odify ACL "' button. The ACL Configuration dialog box is displayed.

3. Edit the ACL name as required, and then click Save.

Setting up access rules for the ACL

This section describes the following procedures:
® Adding anew accessrule

® Editing an existing accessrule

® Removing the access rule

Adding a new access rule

To add anew accessrule;

1. Click Data center assets and resources > Inventory > ACLs> <ACL name>. The
Access Rulestab is displayed.

2. Typetherequired configuration data for the new rule, asfollows:
a. Under Target, enter the type of access, PERMIT or DENY.
b. Specify the protocol for the accessrule.

c. Select the Sour ce subnet and specify the corresponding port range, and then select
the Destination subnet and specify the corresponding port range for the new
accessrule.

d. If required, type additional options, such as port number, log, and so on.
e. Click Add.

Editing an existing access rule

To edit an existing access rule:
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2.

3.
4,

Click Data center assets and resources > Inventory > ACLs> <ACL name>. The
Access Rules tab displays all the access rules available for the selected ACL.

In the list, identify the access rule you want to modify, and then click its Edit rule €
button.

Edit the properties of the rule as required.
Click Save.

Removing the access rule

To remove the access rule;

1

2.

3.

Click Data center assets and resources > Inventory > ACLs> <ACL name>. The
Access Rules tab displays all the access rules available for the selected ACL.

In the list, identify the access rule you want to remove, and then click its Deleterule
& putton.
When prompted, click OK.

Editing the user-defined variables for the ACL
To edit the user-defined variables of the ACL:

1
2.
3.

4.

Click Data center assets and resources > Inventory > ACLs> <ACL name>.
Click the Variablestab.
Complete the fields as follows:

a. IntheKey text box, type the name of the SNMP community that specifies the
accessrights for the ACL.:
snmp.community.read
snmp.community.write.

b. Inthe Component list, click the system component that will use this variable.
c. Inthe Value box, type avalue for the chosen SNMP community.
Click Add.

Assigning workflows to the ACL

To learn how to assign workflowsto an ACL, refer to the “ Assigning workflows to a data
center device” section, in the “ Configuring and using workflows” chapter, described later
in this guide.

Configuring power units

This section describes the following procedures:

58

Adding a new power unit

Editing the properties of the power unit

Editing the user-defined variables for the power unit
Assigning workflows to the power unit

Setting up aNIC for the power unit

Adding an interface card to the power unit

Setting up a network interface for the power unit

Setting up the routing configuration for the network interface
Configuring credentials for the power unit

Setting up the power unit configuration
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Removing the power unit

Adding a new power unit

To add a new power unit:

1

2.
3.
4,

Click Data center assetsand resources> |nventory > Power Units. The Power Unit
Inventory screen lists all the currently available power units.

Click the Add power unit ‘@ button. The Power Unit Data dialog box is displayed.
Type the name of the new power unit.
Click Save.

You have finished adding a new power unit. Click the Data center assets and resources
navigation tree to refresh the displayed data.

Editing the properties of the power unit

To edit the properties of the power unit:

1.

2.

3.
4,

Click Data center assetsand resources > Inventory > Power Units. The Power Unit
Inventory screen lists all the currently available power units.

Inthelist, identify the power unit whose properties you want to edit, and then click its
Edit power unit '€ button. The Propertiestab is displayed.

Edit the name of the power unit as required.
Click Save.

You have finished editing the power unit properties. Click the Data center assetsand
resour ces navigation tree to refresh the displayed data.

Editing the user-defined variables for the power unit

To edit the user-defined variables for the power unit:

1

2.
3.

4.

Click Data center assets and resources > | nventory > Power Units > <Power unit
name>.

Click the Variablestab.
Complete the fields as follows:

a. Inthe Key text box, type the name of the SNMP community that specifies the
access rights for the power unit:
snmp.community.read to query it
snmp.community.writeto changeit.
b. Inthe Component list, click the system component that will use this variable.
c. Inthe Value box, type avalue for the chosen SNMP community.

Click Add.

Assigning workflows to the power unit

To learn how to assign workflows to the power unit, refer to the “ Assigning workflows to
adata center device” section, in the“ Configuring and using workflows” chapter, described
later in this guide.

Chapter 2: Configuring the Tivoli Intelligent Orchestrator 59



60

Setting up

a NIC for the power unit

To set up aNIC for the power unit:
1. Click Data center assetsand resources> Inventory > Power Units-> <Power unit

name>.
2. Onthelnfotab, click Edit > Add NIC 2. The New Network Interface Card dialog
box is displayed.
3. Complete the fields as follows:
a. Inthe MAC text box, type the MAC address of the NIC.
b. Inthe Switch list, click aswitch.
c. Inthe Port box, type the number of the physical port connected to the NIC.
d. If required, specify the module for the port as well.
e IntheVLAN list, select aVLAN.
f. Select the Managed check box if the NIC isintended for management purposes.
g. Clear the Failed check box.
h. Select the Netboot Enabled check box if you want the NIC to be boot-enabled.
4. Click Save.

Adding an interface card to the power unit

To add
1. Cli

anew interface card to the power unit:
ck Data center assets and resources > Inventory > Power Units > <Power unit

name>. On the I nfo tab, click Edit > Add serial 1C 2", The New Interface Card
dialog box is displayed.

2. Typethe name of the new interface card.

3. Click Save.

Setting up a network interface for the power unit

To set up a network interface for the power unit:

1. Click Data center assets and resources > Inventory > Power Units > <Power unit
name>.

2. Onthelnfotab, click Edit > Add Interface @ The New Network Interface dialog
box is displayed.

3. Complete the fields as follows:

a
b.
C.
d

e

Type aname for the new network interface.
Inthe I P Address text box, type the | P address for the power unit.
In the corresponding lists, click a subnet and an ACL for the power unit.

Select the M anaged check box if the network interface is intended for
management purposes.

Clear the Failed check box.

4. Click Add.
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Setting up the routing configuration for the network interface

To set up the routing configuration for the network interfaces of the power unit:

1. Click Data center assets and resources > Inventory > Power Units> <Power unit
name>. The Info tab is displayed.

2. Inthelist, identify the network interface for which you want to set up the routing
configuration, and then click its More 2 button.

3. Select the Add Route @ menu option. The New Route dialog box is displayed.

4. Under Destination, specify the | P address of the destination subnet, and then the
gateway for the enabled router. Click Save.

5. Repeat steps 2 through 4 to define more routes for the router.

6. If applicable, instead of defining one route after another through steps 2 through 4,
you can sdlect the Apply Routing Table menu option. The Apply Routing Table
dialog box is displayed.

7. Complete the fields asfollows:

a. Inthe Routing Tablelist, click the routing table you want to apply to the router.

a.  Select the Remove existing routes check box if you want to remove all the
individual routes that have been previously set up for this device.

b. Click Save.

Configuring credentials for the power unit

For information on how to define the service access points and configure credentials for
the power unit, refer to the “ Configuring credentials for the server” section, earlier in this
chapter.

Setting up the power unit configuration

Setting up the power unit configuration means specifying the power unit outlets and, for
each outlet, the data center device that is connected to it. The following procedures are
available:

® Adding anew outlet to the power unit

® Editing the outlet properties

® Removing the outlet

Adding a new outlet to the power unit

To add a new outlet to the configuration data of a power unit:

1. Click Data center assets and resources > Inventory > Power Units> <Power unit
name>. The Outletstab lists all the outlets available in the power unit. For each
outlet, the device that is connected to it is specified.

2. Inthe Outlet box, type the number for the new outlet.
In thelist of devices, click the device that is connected to the new outlet.
4. Click Add.

w
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Editing the outlet properties

To edit the outlet properties:

1. Click Data center assets and resources > Inventory > Power Units> <Power unit
name>.

2. Onthe Outletstab, identify the outlet whose properties you want to edit, and then
click its Edit power outlet "< button. The fields corresponding to that outlet become

editable.
3. Edit the outlet’s properties as required.
4. Click Save.

Removing the outlet

To remove an outlet from the configuration data of a power unit:

1. Click Data center assets and resources > Inventory > Power Units> <Power unit
name>.

2. Onthe Outletstab, identify the outlet you want to remove, and then click its Delete
power outlet ‘& button.

3. When prompted, click OK.

Removing the power unit

To remove the power unit:

1. Click Datacenter assetsand resources> I nventory > Power Units. The Power Unit
Inventory screen lists all the currently available power units.

2. Intheligt, identify the power unit you want to remove, and then click its Delete power
unit *= button.

3. When prompted, click OK.

You have finished removing the specified power unit. Click the Data center assets and
resour ces navigation tree to refresh the displayed data.

Configuring license pools

62

The license pool concept is used to model the license reusability: shared licenses are
pooled to minimize the licensing costs. License pools can hold homogeneous licenses for
reuse purposes. A license pool has an owner and also a number of configured clients. The
clients are software installations for which the license pool was specified at software
configuration design time.

This section describes the following procedures:

® Adding anew license pool

® Editing the properties of the license pool

®  Setting up the license pool’s configuration

® Editing the user-defined variables for the license pool
®* Removing the license pool
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Adding a new license pool

To add anew license pool:

1

2.
3.

4.

Click Data center assets and resources > | nventory > License Pools. The License
Poolstab lists al the avail able license pools.

Click @ Add License Pool. The License Pool Data dialog box is displayed.

Complete the fields as follows:

a. Typethe name of the new license pool, and then select a software product for it.

b. Specify the owner of the license pool owner.

c. Specify avalid from date and expiration date for the license pool
(YYYY-MM-DD hh:mm:ss).

d. Select No expiration dateif the new license pool will not expire.

e. Typethe number of license keys for the new license pool.

Click Save.

Editing the properties of the license pool

To edit the properties of alicense pool:

1

2.

3.
4,

Click Data center assets and resources > |nventory > License Pools. The License
Poolstab lists al the avail able license pools.

Inthelist, find the license pool whose properties you want to edit, and then click its
Edit License Pool button €' The Properties tab is displayed.

Edit the license pool’s properties as required.
Click Save.

Setting up the license pool’s configuration

This section describes the following procedures:

Adding anew license key
Modifying the license key's parameters
Renaming the license key
Removing the license key

Adding a new license key

To add a new key to the license pool:

1.

akrcowbd

Click Data center assets and resources > Inventory > License Pools. The License
Poolstab lists al the avail able license pools.

In thelist, click the name of the license pool to which you want to add a new key.
Click Add License Key. The License Key Data dialog box is displayed.

Type the name of the new key.

Click Save.
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Modifying the license key’s parameters

To modify the parameters of the license key:

1

2.

Click Data center assets and resources > |nventory > License Pools > <License
pool name>. The Info tab lists all the keys available in the license pool.

Inthelist, find the key whose parameters you want to modify, and then click its
M odify license key parameters '€ button. The Variablestab is displayed.

In the parameter list, find the parameter that you want to modify, and then click its
Edit variable "' button.

Edit the sl ected parameter value, and then click Save.

If you want to add a new parameter to the existing list, do the following:
a. Typeanamefor the new parameter.

b. Select the system component that will useit.

c. Typeavauefor the new parameter.

d. Click Add.

If you want to remove an existing parameter from the list, click its Delete variable ‘&
button in the parameter list. When prompted, click OK.

Renaming the license key

To rename the license key:

1

2.
3.
4,

Click Data center assets and resources > |nventory > License Pools > <License
pool name>. The Info tab lists all the keys available in the pool.

Inthelist, click the name of the key whose name you want to change.
Edit the name of the license key name as required.
Click Save.

Removing the license key

To remove the license key:

1

2.

3.

Click Data center assets and resources > |nventory > License Pools > <License
pool name>. The Info tab lists all the keys available in the pool.

In the list, find the key you want to remove, and then click its Delete License K ey ‘&
button.

When prompted, click OK.

Editing the user-defined variables for the license pool
To edit the user-defined variables for the license pool:

1

2.

Click Data center assets and resources > |nventory > License Pools > <License
pool name>. Click the Variablestab.

Complete the fields as follows:

a. Inthe Key text box, type the name of the SNMP community that specifiesthe
access rights for the license pool:
snmp.community.read
snmp.community.write.
b. Inthe Component list, click the system component that will use this variable.
c. IntheValue box, type avalue for the chosen SNMP community.

Click Add.
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Removing the license pool

To remove the license pool from the list of available pools:

1

2.

3.

Click Data center assets and resources > | nventory > License Pools. The License
Poolstab lists al the avail able license pools.

In thelist, find the license p_ool you want to remove, and then click its Delete
Software Product button ‘&,

When prompted, click OK.

Configuring software products

You can easily access an overall list of software products that are available to be installed
on any server or data center device managed by the system. This section describes the
following procedures:

Adding a new software product

Editing the properties of the software product

Editing the user-defined variables for the software product
Assigning workflows to the software product

Installing a software product on a server

Uninstalling a software product from a server

Removing the software product

Adding a new software product

To add a new software product to the list of available software products:

1

2.
3.

Click Data center assetsand resour ces > Softwar e Products. The Softwaretab lists
all the software products that are available to install.

Type the product category and a brief description for the new software product.
Click Add.

Editing the properties of the software product

To edit the properties of an existing software product:

1

2.

Click Data center assetsand resour ces > Softwar e Products. The Softwaretab lists
all the software products that are available to install.

In thelist, locate the software product whose properties you want to edit, and then
click its Edit Software Product button €. The Propertiestab is displayed.

In the Software Product Configuration dia og box, edit the software product’s
properties as required.

Click Save.

You can also add new parameters to the software product or edit the existing ones.
You can define parameters that are specific to this product, such as host and product
path, aswell as configuration parameters that are required by workflows, such as
installation path. Click Add.
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Editing the user-defined variables for the software product

To edit the user-defined variables for the software product:

1. Click Data center assets and resources > Inventory > Software Products >
<Software product name>. Click the Variables tab.

2. Complete the fields asfollows:

a. Inthe Key text box, type the name of the SNMP community that specifiesthe
access rights for the product:
snmp.community.read
snmp.community.write.

b. Inthe Component list, click the system component that will use this variable.
c. IntheValue box, type avalue for the chosen SNMP community.
3. Click Add.

Assigning workflows to the software product

To learn how to assign workflows to the software product, refer to the “ Assigning
workflows to a data center device” section, in the “ Configuring and using workflows’
chapter, later in this guide.

Installing a software product on a server

To install a software product on a server:
1. Click Data center assets and resources > Inventory > Servers> <Server name>,

2. Click the Softwar etab. The“ Server: <Server name>" screen displays all the software
productsinstalled or available to be installed on the server.

Note: You canalso click Customer applications and select the server that interests you.
Click the Softwar e tab.

3. Inthelnstall Softwarelist, click the product that you want to install on the server.

4. Click Install. The workflow triggered by the Software.Install logical device operation
is executed. If the execution is successful, the software product is installed on the
server.

Uninstalling a software product from a server

To uninstall a software product on the server:

1. Click Data center assets and resources > Inventory > Servers> <Server name>,
Click the Softwar e tab.

Note: You can aso click Customer applications and select the server of interest. Click
the Softwar e tab.

2. Inthe Softwarelist, identify the software product you want to uninstall from the
server, and then click its Delete Softwar e & button. The workflow triggered by the
Software.Uninstall logical device operation is executed. If the execution is successful,
the software product is uninstalled from the server.
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Removing the software product

To remove a software product from the list of available products, follow the steps:

1. Click Data center assetsand resources > Software Products. The Softwaretab lists
all the software products available to be installed.

2. Inthelist, find the software_product you want to remove, and then click its Delete
Software Product button ‘&',

3. When prompted, click OK.

Configuring software patches

This section describes the following procedures:

®* Adding anew software patch

® Querying for serversthat require patching

* Applying a software patch to a server

® Editing the properties of the software patch

® Editing the user-defined variables for the software patch
® Assigning workflows to the software patch

®* Removing the software patch

Adding a new software patch

To add a new software patch:

1. Click Data center assets and resources > I nventory > Software Patches. The
Inventory Software Patches screen lists all the available patches.

2. Click the Add Software Patch '@ button. The Software Patch Configuration dialog
box is displayed.

3. Typethe name and abrief description for the new software patch.

4. Inthe Package Path text box, type the full patch path.

5. Select the patch type. Select the following check boxes as required:
®* Regtart Application if the new patch needs to restart the customer application.
®* Reboot Deviceif the new patch needs to reboot the OS for that device.
® Co-Exist specifies whether the patched servers can coexist in the same cluster

with other servers that have not been patched.

®* Approved specifies whether the new patch is approved or not.

6. Click Save.

7. Based on the patch type you' ve selected, a second dialog box is displayed, prompting

you for further information about the new patch.

For example, if you selected the Copy, UnTar and | nstall patch type, you would be
prompted for the following additional information:

* Filename, specifying the parameters that are needed by the workflows for this
patch type, and

® Install Directory, specifying the location where you want the new patch to be
installed on the target server.
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Querying for servers that require patching

The querying capahility offered by Tivoli Intelligent Orchestrator enables you to perform
various ad hoc queriesin order to identify vulnerable systemsin need of aparticular patch.
As soon asthese servers are identified, you can optionally apply the required software
patch. The following criteria are used for querying the data center:

Based on server location Based on server contents
Resource pool Products

Cluster Patches

Application

Customer

To query for serversrequiring patching:
1. Click Data center assets and resources > I nventory > Software Patches, and then
click the Query tab.

2. Build your query by selecting all the appropriate criteria under Server L ocation and
Server Contents until the query statement is as close to your needs as possible.

3. For each criterion you're using, save your selection by clicking the Save Selection
button. For example, to select the resource pool containing the servers whose status
you are interested in, do the following:

a. Expand the Resource Pool line.
b. Select the pool.
c. Click Save Selection.

4. |f necessary, you also have the option to edit the SQL query you've just built. To edit
the query, expand the M odify Query line, and edit the SQL statement as required.

5. When you have finished building your query, click the Execute Query button. Your
guery is executed, and the status of all selected serversis displayed on the screen.

6. To apply acertain patch to some or all of the displayed servers, check the names of all
of the serversthat require the patch, select the patch in the Patch list, and then click
Apply Patch to Chosen Servers.

Applying a software patch to a server

There are several waysto apply a software patch to a server:

* Applying a software patch to a server from the Info tab of the patch

* Applying a software patch to a server from the Software Stack tab of the server
® Applying a software patch to a server within a cluster

® Editing the properties of the software patch

These procedures are described in the following subsections.
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Applying a software patch to a server from the Info tab of the patch

To apply the software patch to the server:

1

2.
3.

Click Data center assets and resources > Softwar e Patches > <Softwar e patch
name>. The Info tab is displayed.

In the Install this patch on list, click the server you want to install the patch on.
Click Apply Patch.

Applying a software patch to a server from the Software Stack tab of
the server

To apply the software patch to the server:

1

2.

3.

Click Data center assets and resources > Servers > <Server name>, and then click
the Softwar e tab.

Select the Install Patch button, and then choose the software patch to beinstalled on
the server from the list.

Click Install.

Applying a software patch to a server within a cluster

You can apply a software patch to a server that is functioning in a specific cluster by
applying the patch to the entire cluster, as follows:

1.

2.

3.

In the Customer applications navigation tree, select the cluster you are interested in,
and then click the Software Stack tab.

Inthelnstall Patch list, locate the patch you want to apply to the cluster. Select either
Live Upgrade or Rolling Upgrade. The following two patching methods are
available:

® LiveUpgrade, to successively apply the patch to all serversin the cluster. The
cluster is put in manual mode. The workflow triggered by the
Cluster.LiveUpgrade logical operation is executed, and all serversin the cluster
are patched. The cluster is put back in its original mode.

®* Roalling Upgrade, to apply the patch to a server within the cluster without any
service interruption, by first removing the server from the cluster before patching
it. The cluster is put in manual mode. The workflow triggered by the
Cluster.RollingUpgrade logical operation is executed, and one by one, unpatched
servers are replaced with patched servers. This method requires that patched
servers be able to coexist in the same cluster with unpatched servers. When all
servers are patched and returned to their cluster, the cluster is put back in its
original mode.

Click Apply Patch

Editing the properties of the software patch
To edit the properties of the software patch:

1.

2.

Click Data center assets and resour ces > Softwar e Patches. The Softwar e Patches
tab lists all the software patches available to be installed.

Inthelist, find the patch whose properties you want to edit, and then click its Edit
Softwar e Patch button ''. The Properties tab is displayed.

Edit the properties of the software patch as required.
Click Save.
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Editing the user-defined variables for the software patch

To edit the user-defined variables of the software patch:

1. Click Data center assets and resources > I nventory > Software Patches >
<Softwar e patch name>.

2. Click the Variables tab.
3. Complete the fields as follows:

a. Inthe Key text box, type the name of the SNMP community that specifies the
access rights for the patch:
snmp.community.read
snmp.community.write.

b. Inthe Component list, click the system component that will use this variable.
c. Inthe Value box, type avalue for the chosen SNMP community.
4. Click Add.

Assigning workflows to the software patch

To learn how to assign workflows to the software patch, refer to the “ Assigning workflows
to adata center device” section, in the “Configuring and using workflows’ chapter,
described later in this guide.

Removing the software patch

To remove a software patch from the list of available patches:

1. Click Data center assets and resources > Softwar e Patches. The Softwar e Patches
tab lists all the software patches available to be installed.

2. Inthelist, locate the software patch you want to remove, and then click its Delete
Softwar e Patch button &,

3. When prompted, click OK.

Configuring software stacks

The software stack concept is introduced to simplify the relationship between workflows
and software products, by modeling all the software dependencies and identifying
software products. You can interactively add and remove software by automatically
invoking the appropriate workflows as defined by the device driver.

This section describes the following procedures:

®* Adding a new software stack

® Editing the properties of the software stack

® Editing the user-defined variables for the software stack
® Configuring the software stack entries

® Assigning workflows to the software stack

® Cloning the software stack

®* Removing the software stack
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Adding a new software stack

To add anew stack to thelist of available software stacks:

1

2.

3.
4,

Click Data center assets and resources > | nventory > Software Stacks. The
Software Stack Configuration screen lists all the software stacks currently availablein
the system.

Click the Add Software Stack ‘@ button. The Software Stack Configuration dialog
box is displayed.

Type the name and a brief description for the new software stack.

Click Save.

You have finished adding a new software stack. Click the Data center assets and
resour ces navigation tree to refresh the displayed data.

Editing the properties of the software stack

To edit the properties of an existing software stack:

1

2.

3.
4,

Click Data center assets and resources > I nventory > Software Stacks. The
Software Stack Configuration screen lists all the available software stacks.

Inthelist, identify the software stack whose properties you want to edit, and then click
the Edit Software Stack '€' button. The Software Stack Configuration dialog box is
displayed.

Edit the stack’s properties as required.

Click Save.

You have finished editing the properties of the software stack. Click the Data center
assets and resour ces navigation tree to refresh the displayed data.

Editing the user-defined variables for the software stack
To edit the user-defined variables for the software stack:

1.

2.
3.

4,

Click Data center assets and resources > Inventory > Software Sacks >
<Softwar e stack hname>.

Click the Variables tab.
Complete the fields as follows:

a. Inthe Key text box, type the name of the SNMP community that specifiesthe
access rights for the stack:
snmp.community.read
snmp.community.write.

b. Inthe Component list, click the system component that will use this variable.
c. IntheValue box, type avalue for the chosen SNMP community.
Click Add.

Configuring the software stack entries

This section describes the following procedures:

Adding anew entry to the stack
Editing the configuration of the stack entry
Removing the stack entry
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Adding a new entry to the stack

A new entry added to the software stack can be either a software product or another nested
stack. To add a new entry to the software stack:

1. Click Data center assetsand resources > Inventory > Software Sacks. The
Software Stack Configuration screen lists all the available software stacks.

2. Select the software stack to which you want to add the new entry. The Infotabis
displayed.

3. If the new entry is a software product, do the following:
a Sdect the Ingtall Software button under Software Stack Entries.
b. Select the product you want to add in the list.
c. Click Install.

4. If the new entry is another stack, select itstype in the Software Stack Typelist first.
Two stack types are available: Regular Software Stack and | mage Software Stack,
and different steps must be taken to add each of them, as described below:
® For aregular software stack being added, do the following:

1. Inthe Software Sack Typelist, select Regular Software Sack, and then
click Change.

2. Under Software Stack Entries, select the Install Stack button first, and then
select the stack you want to add from the corresponding list.

3. Click Install. The new stack isadded to thelist of entries. If necessary, usethe
M ove up and M ove down buttons to rearrange the new entry in the list.

®* For an image software stack being added, do the following:

1. Inthe Software Stack Typelist, select | mage Softwar e Stack, and then click
Change.

2. Select the boot server where the image stack configuration should be taken
from.

3. Inthe corresponding text boxes, type the host where the image fileis located,
and the full path for the imagefile.

4. Click Save. The specified image stack is added to the list of entries. If
necessary, use the M ove up and M ove down buttons to rearrange the new
entry inthelist.

5. Repeat steps 3 and 4 to add more software products or nested stacks to the current
software stack.

All other software stacks and objects that are using the current stack are displayed on
the lower half of the screen.

Editing the configuration of the stack entry

To edit the configuration of the stack entry:

1. Click Data center assets and resources > Inventory > Software Stacks >
<Softwar e stack name>. The Info tab lists all products and nested stacks composing
the current stack.

2. Click the product whose configuration you want to edit. The Propertiestabis
displayed.
3. You can add new parameters or edit the existing ones. You can also define parameters

that are specific to this product, such as host and product path, as well as configuration
parameters that are required by workflows, such asinstallation path. Click Add.
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Note: Software products can only be configured in their original software stacks.

Removing the stack entry

To remove a stack entry:

1. Click Data center assets and resources > Inventory > Software Stacks >
<Softwar e stack name>. The Info tab lists all the stack entries composing the current
stack.

2. Inthelist, identify the stack entry that you want to remove, and then click its Remove
Software Product ‘2 button.

3. When prompted, click OK.

Assigning workflows to the software stack

You can assign workflows to software stacks, asit is the case with all other data center
devices. In order for the workflow to be executed in the specified software stack, you need
to perform the following procedures:

® Tagging the workflow with alogical device operation
* Assigning workflows to the software stack

These procedures are described in the following subsections.

Tagging the workflow with a logical device operation

To learn how to tag a workflow with alogical operation, and how to define a new logical
operation if required, refer to the “ Tagging the workflow with alogical device operation”
section, in the “ Configuring and using workflows” chapter.

Assigning workflows to the software stack

To assign workflows to a software stack:

1. Click Data center assets and resources > Inventory > Software Stacks >
<Softwar e stack name>.

2. Click the Wor kflows tab.

3. Under Device Driver for Software Stack, select the device driver whose workflows
you want to assign to the current software stack.

4. Click Change Device Driver. The software stack will inherit al of its workflows
from the selected device driver.

Cloning the software stack

To clone the software stack:
1. Click Data center assets and resources > I nventory > Software Stacks.

2. Inthe stack list, identify the software stack you want to clone, click its More w0
button, and then select the & Clone option.

3. When prompted, click OK. The Software Stack Configuration dialog box is
displayed.

Note: Only the top-level stack is cloned: nested stacks are not cloned, but displayed as
simple references to the original nested stack. If you want to change the nested
stack, you have to cloneit first, and then change the reference to the first cloned
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stack so that it points to the nested stack’s clone, which is now editable.

4. Edit the properties of the cloned stack as required.
5. Click Save.

Removing the software stack

To remove a stack entry:

1. Click Data center assets and resources > Inventory > Software Stacks. The
Software Stackstab lists all the available software stacks.

2. Inthe stack list, identify the software stack you want to remove, click its More 2
button, and then select the ‘& Delete option.

3. When prompted, click OK.
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Configuring resource pools

Note: Thisprocedure requiresthat you have already created and configured a subnet and
aVLAN. If you have not configured a subnet or VLAN, refer to the previous
sections before you start creating a new resource pool.

A new resource pool isadded to thelist of currently available resource pools. You can edit
the resource pool’s properties, edit its user variables, assign a software stack to it, or
remove it.

This section describes the following procedures:

®* Adding a new resource pool

® Editing the resource pool properties

® Editing the user-defined variables for the resource pool

® Assigning workflows to aresource pool

® Assigning a software stack to the resource pool

® Removing aresource pool

Adding a new resource pool

To add a new resource pool:

1. Click Data center assets and resour ces > Resour ce Pools. The Resource Pools
screen lists all the resource pools that are currently available in the system.

2. Click Add pool . The Resource Pool Data dialog box is displayed.
3. Inthe Name text box, type a name for the new resource pool.

4. Inthe VLAN list, click aVLAN for the new resource pool.

5. Click Save.

The new resource pool is added to the Resour ce Pools list, under the Data center assets
and resour ces > Resour ce Pools menu.

You have finished adding a new resource pool. Click the Data center assetsand
resour ces navigation tree to refresh the displayed data.

Editing the resource pool properties

To edit the properties of aresource pool:

1. Click Data center assets and resources > Resource Poolsto list all the available
resource pools.

2. Inthelist, find the resource pool whose properties you want to edit, and then click its
Edit pool button €. The Resource Pool Data dialog box is displayed.

3. Edit the pool properties as required.
4. Click Save.
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Editing the user-defined variables for the resource pool

To edit the user-defined variables of the resource pool:

1

2.
3.

4.

Click Data center assets and resources > Resour ce Pools, and click the pool whose
variables you want to edit.

Click the Variablestab.
Complete the fields as follows:

a. Inthe Key text box, type the name of the SNMP community that specifies the
access rights for the servers in the resource pool:
snmp.community.read to query the servers
snmp.community.write to change the servers.
b. Inthe Component list, click the system component that will use this variable.
c. Inthe Value box, type avalue for the chosen SNMP community.

Click Add.

Assigning workflows to a resource pool

To learn how to assign workflowsto aresource pool, refer to the “ Assigning workflows to
aresource pool” section, in the “Configuring and using workflows” chapter, described
later in this guide.

Assigning a software stack to the resource pool

To assign a software stack to the resource pool:

1.

2.
3.

Click Data center assets and resources > Resour ce Pools and click the pool to
which you want to assign a software stack.

Click the Software Stack tab.

In the Software Stack Configuration list, click the stack you want to assign to the
pool.

Click Save. The selected software stack is assigned to the pool, and the content of the
stack is displayed on the screen.

From this screen, you can edit the stack’s configuration by clicking either the pool’s
Current Software Sack link or its corresponding Edit stack configuration '<
button.

You can also edit the properties of any software product in the stack, by clicking the
Edit product configuration "€ button corresponding to that product.

Removing a resource pool

To remove aresource pool :

1

2.
3.

Click Data center assets and resources > Resource Pools to list all the available
resource pools.

Select the resource pool you want to remove, and then click its Delete pool button &,
When prompted, click OK.
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Chapter 3. Managing Tivoli Intelligent Orchestrator

This chapter provides you with the necessary information to operate and control the
behavior of Tivoali Intelligent Orchestrator. It describes the procedures to add and remove
servers to and from customer application environments and resource pools, manage
customer accounts, applications, clusters, and individual servers, aswell as switch
operating modes at the application level.

Also provided are the procedures to monitor the customers, applications, and resource
pools available in your system, and evaluate the performance of individual servers.

This chapter includes information on the following:

® Changing the operating mode of an application

® Changing the operating mode of a cluster

® Managing customer accounts

®* Managing applications and clusters

®* Managing servers

® Performing deployment tasks from the interactive views

®* Monitoring the system

® Changing credential datain database tables using a new encryption key

Changing the operating mode of an application

Changing the operating mode of an application can be done independently from the global
operating mode. The available operating modes for an application are: automatic,
semiautomatic, manual, and default.

Note: A description of the automatic, semiautomatic, and manual modesis provided
in the “ The Operating Modes” section, in the “Introduction to the IBM Tivoli
Intelligent Orchestrator” chapter.

The global operating mode can be inherited by all the applications managed by the system,
provided the operating mode for each application was initialy set to default. The global
operating mode does not override any application mode other than default.

You can change the operating mode of an application by using either the system’s
Web-based interface, or the command-lineinterface. These procedures are described in the
following sections.

Using the Web-based interface

The Web-based interface provides two different ways to change the current operating
mode of an application:

® Using the Customer applications menu

® Using the Command box
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Using the Customer applications menu

To change the application operating mode using the Customer applications menu:

1. Click the Customer applications navigation tree. Select the application whose
operating mode you want to change. The Clusterstab is displayed.

2. Inthe Operating M ode list, click the application operating mode you want to switch
to. The default mode is default.

3. Click Change.

Using the Command box

To change the current operating mode of an application using the Command box:

1. Inthe Command box, type the appropriate SOAP command to switch to the operating
mode you want. For example, to change the current application operating mode to
manual, the execution line that you have to type has the following format:

soapcli.sh <usernane> <password>
http://1 ocal host: 9080/t cSoap/ wsdl / com i bml t c/ soap/ Oper ati onsModeServi ce. w
sdl set Applicati onMbde <appl -i d> <new npde>

where the variables are as follows:

<app- i d>isthe numeric identifier of the application. To determine the numeric
identifier, hold the mouse cursor over the name of the application.

<new node> i s the operating mode to which you want to switch

2. PressEnter.

Using the command-line interface

To change the current operating mode of an application using the command-lineinterface,
open atelnet session to Tivoli Intelligent Orchestrator in a Command prompt window, and
type the appropriate execution line. For example, for changing the application’s current
operating mode to manual, the execution lineis as follows:

soapcli.sh <usernane> <passwor d>
http://1 ocal host: 9080/t cSoap/ wsdl / com i bm t c/ soap/ Oper ati onsMbdeSer vi ce. w
sdl set Applicati onMode <appl -i d> <new node>

where the variables are as follows:

<app- i d>isthe numeric identifier of the application. To determine the numeric
identifier, hold the mouse cursor over the name of the application.

<new node> i s the operating mode to which you want to switch

Changing the operating mode of a cluster

78

Changing the operating mode of a cluster can be done independently from changing the
operating made of the parent application. The available operating modes for a cluster are:
automatic, semiautomatic, manual, and default.

The application operating mode can be inherited by all the clusters within that application,
provided the operating mode for each cluster was initially set to default. The application
operating mode does not override any cluster mode other than default.

You can change the operating mode of the cluster using either the Web-based interface, or
the command-line interface. These procedures are described in the following sections.
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Using the Web-based interface

There are two different ways to change the current operating mode of a cluster using the
Web-based interface, as follows:

® Using the Customer applications menu

® Using the Command box

Using the Customer applications menu

To change the operating mode using the Customer applications menu:

1. Click the Customer applications navigation tree. Select the cluster whose operating
mode you want to change. The Info tab is displayed.

2. Inthe Operating Mode list, click the cluster operating mode you want to switch to.
The default mode is default.
3. Click Change.

Using the Command box

To change the current operating mode of a cluster using the Command box:

1. Inthe Command box, type the appropriate command to switch to the operating mode
you want. For example, to change the current cluster operating mode to automatic,
the command line that you have to type has the following format:

soapcli.sh <usernane> <passwor d>
http://1 ocal host: 9080/t cSoap/ wsdl / com i bm t c/ soap/ Oper ati onsMbdeSer vi ce. w
sdl set C usterMde <cluster-id> <new node>

where the variables are as follows:

<cl ust er -i d> isthe numeric identifier of the cluster. To determine the numeric
identifier, hold the mouse cursor over the name of the cluster.

<new node> is the operating mode to which you want to switch

2. Press Enter.

Note: For additional information on all the SOAP scripts that are available through
Tivoli Intelligent Orchestrator's command-line interface, refer to the “ SOAP
commands available through command line” chapter, described later in thisguide.
For more details, the “ SOAP command syntax reference” appendix describes the
specific syntax of some of these commands and provides relevant examples.

Using the command-line interface

To change the current operating mode of a cluster using the command-line interface, open
atelnet session to Tivali Intelligent Orchestrator in a command prompt window, and type
the appropriate command.

For example, for changing the cluster’s current operating mode to manual, type the
following command line:

soapcli.sh <usernane> <passwor d>
http://1 ocal host: 9080/t cSoap/ wsdl / com i bm t c/ soap/ Oper ati onsMbdeSer vi ce. w
sdl setC usterMde <cluster-id> <new node>
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where the parameters are as follows:

<cl ust er -i d> isthe numeric identifier of the cluster. To determine the numeric identifier,
hold the mouse cursor over the name of the cluster in the Web-based interface.

<new node> is the operating mode to which you want to switch

Managing customer accounts

80

Tivali Intelligent Orchestrator customer accounts have a hierarchical structure. Each
customer account contains one or more customer applications. Each customer application
contains one or more application clusters, and each cluster contains one or more dedicated
servers.

To set up anew customer account, you need to use the Data center assets and resources
navigation tree to specify al the information that is necessary to configure the customer
and its applications, as well asits infrastructure. These configuration procedures are
provided in the “ Configuring Tivoli Intelligent Orchestrator” chapter, described earlier in
this guide.

This section describes the following procedures:

®  Setting up anew customer account

® Editing the customer account properties

®* Removing the customer account

To turn anewly created customer account into a fully operational customer account, you
need to set up and operate all the components of the customer account, that is, anew

application, a new cluster, and a new dedicated server. These procedures are described in
the “Managing applications and clusters’ section, later in this chapter.

Setting up a new customer account

Note: Thefollowing procedure requires that the dedicated servers and all the network
hardware and software are already installed and configured.
To set up anew customer account:

1. Click Customer applications> Customers. The“ Customer accounts’ screen listsall
the customer accounts that are currently available in the system.

2. Click the Add customer ‘@ putton. The Propertiestab is displayed.
3. Typethe name of the new customer account, and then click Save.

To be able to see the new customer account added to the Customerslist, click the
Customer applications navigation tree to refresh the displayed data.

Editing the customer account properties

To edit the properties of the customer account:

1. Click Customer applications> Customers. The Customer accounts screen lists all
the customer accounts that are currently available.

2. Inthelist, identify the customer account whose properties you want to edit, and then
click its Edit customer "' button. The Customer Data dialog box is displayed.

3. Edit the customer properties as required.
4. Click Save.
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Removing the customer account

To remove an empty customer account:

1

2.

3.

Click Customer applications > Customers. The Customer accounts screen is
displayed.

Inthelist, identify_ 'ghe customer account you want to remove, and then click its Delete
customer button 2!,

When prompted, click OK.

Managing applications and clusters

After you have set up anew customer account, you need to set up anew application for it.
To do this, you need to use the Customer applications menu to configure the application,
aswell asthe Data center assets and resour ces menu to configure its infrastructure.

This section describes the following procedures:

Setting up a new application

Editing the properties of the application

Adding anew cluster to the application

Setting up the routing properties for the cluster
Assigning workflows to the application cluster
Assigning a software stack to the application cluster
Adding a new dedicated server to the application cluster
Bringing an application online

Manually moving the application to maintenance
Removing an application from a customer account
Removing a cluster from an application

Setting up a new application
To set up a new application:

1.

Click Customer applications > Customer s and select the customer to which you
want to add a new application. The Applicationstab lists all the applications that are
currently available for the selected customer.

Click Add application @ The Application Data dialog box is displayed.
Complete the fields as follows:
a. Typeaunique name for the new application.

b. IntheSLA ServicePlan list, click an SLA service plan. Available are: Platinum,
Gold, and Silver. The value in thisfield determines the resource priority assigned
to the application. The Platinum service plan offers the application the highest
priority to be provided with resources when needed.

c. Typethe appropriate value in the Minimum percentage of time available text
box.

d. Typethe appropriate number of seconds in the Maximum responsetime
available text box.
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4.

5.

Click Save. The new application is added to the list of applications available for the
selected customer.

If necessary, you can also select the patch you want to install on the new application,
and specify whether you want it installed as alive or arolling upgrade, and then click
Apply Patch.

You have finished adding a new application. To see the new application added to the
Applicationslist, click the Customer applications navigation tree to refresh the data
displayed on it.

The newly added application is kept in maintenance mode until you set up and properly
configure its components.

Editing the properties of the application

To edit the properties of the application in maintenance:

1

2.
3.
4,

Click Data center assets and resources > Maintenance > Applications and select
the application whose properties you want to edit.

Click the Properties tab. The Application Data dialog box is displayed.
Edit the application properties as required.
Click Save.

Adding a new cluster to the application

Before you set up anew application cluster, you must have all the configuration data for
the infrastructure that the cluster will rely on. Ensure that the following datais available:

The number of the VLAN in which the application cluster will be deployed
The subnet in which cluster server |P addresses will be defined

The virtual IP address for each load balanced application cluster
Theidentity of the associated load balancer

The TCP port for each cluster, if required by the cluster technology

The operating system and platform parameters for each application cluster
The default gateway 1P address for each application cluster

Details of all the static routes defined on the servers of each cluster

Note: The application to which you want to add a new cluster must be in maintenance

mode.
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To add a new cluster to an application in maintenance:

1.

2.

4.

Click Data center assetsand resources> Maintenance > Applications and click the
application to which you want to add the new cluster.

On the Clusterstab, click Edit > @ Add Cluster. The Cluster Datadialog box is
displayed.

Complete the fields as follows:

a. Inthe Nametext box, type a unique name for the new cluster.

b. IntheTier #box, typethe number of tiersfor the cluster’s application (the default
valueis0).

c. Ensurethe Managed by the Tivali Intelligent Orchestrator check box is
selected. |

d. IntheVirtual IP list, click the VIP address for the new cluster.

e. Inthe Resource Poal list, click aresource pool. T

f. Typethe appropriate numbersin the Overflow Serverstext boxes.
g. IntheVLAN ligt, click the VLAN for the cluster.

h. If necessary, click Add VLAN ‘2 to add anew VLAN.

Click Save.

You have finished adding a new cluster to the application in maintenance. To see the new
cluster added to the Cluster s list for that application, click the Customer applications
navigation tree to refresh the displayed data.

Setting up the routing properties for the cluster

To be ableto set up the routing properties for a cluster, the cluster must be in maintenance.
In order to put a cluster in maintenance, the parent application must be in maintenance.

To set up the routing properties of a cluster in maintenance:

1
2.
3.

In the Customer applications navigation tree, select the cluster you are interested in.
Click the Routing tab.

Type the subnet |P address for the cluster, the subnet mask, and the default gateway
for the cluster. Select the Default check box to set up this gateway | P asthe default for
the cluster.

Click Add.

Repeat the steps 3 and 4 for all the subnet | P addresses, so that these | P addresses will
not be used for other devices.

Assigning workflows to the application cluster

To learn how to assign workflows to an application cluster in maintenance, refer to the
“ Assigning workflows to an application cluster” section, in the “ Configuring and using
workflows’ chapter.

Assigning a software stack to the application cluster

To assign a software stack to the cluster:

1.
2.
3.

In the Customer applications navigation tree, select the cluster you are interested in.
Click the Software Stack tab.

In the Software Stack Configuration list, click the stack you want to assign to the
cluster.
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4. Click Save. The selected software stack is assigned to the cluster, and the content of
the stack is displayed on the screen.

5. From this screen, you can edit the stack configuration by clicking either the cluster’s
Current Software Stack link or its corresponding Edit stack configuration '€
button.

6. You can also edit the properties of any software product in the stack, by clicking the
Edit product configuration '€ button corresponding to that product.

Adding a new dedicated server to the application cluster

To add a new dedicated server to the application cluster in maintenance:
1. Inthe Customer applications navigation tree, select the cluster you are interested in.
TheInfo tab is displayed.
2. Click Add dedicated server ‘@, The Server Data dialog box is displayed.
3. Complete the fields as follows:
a. Inthe Name box, type a unique name for the new dedicated server.
b. IntheBdongsto list, click the application cluster the new dedicated server
belongsto.
c. Inthe OSligt, click the operating system for the new dedicated server.
d. Under SNM P community names, specify the accessrights for the new dedicated
server:

Read to query the server
Write to change the server.

4. Click Save.

You have finished adding a new dedicated server to the application cluster. To see the new
dedicated server added to the Serverslist for that cluster, click the Customer
applications navigation tree to refresh the displayed data.

The newly added server is kept in maintenance to allow you to configure the remainder of
its parameters (NICs and network interfaces).

Note: For more information on how to configure a NIC and a network interface for a
server in maintenance, refer to the “ Setting up a NIC for the server” and “ Setting
up a network interface for the server” sectionsin the “ Configuring Tivoli
Intelligent Orchestrator” chapter, described earlier in this guide.

Bringing an application online

When you have finished configuring all the application’s components, you are ready to

bring the application online, as follows:

1. Click Data center assetsand resources > Maintenance > Applicationsand click the
application you want to remove from maintenance and bring online. The Clusterstab
is displayed.

Note: You can aso perform theses steps from the Customer applications navigation
tree, by selecting the offline application you are interested in. The Clusterstab is

displayed.
2. Click Management > ‘& Out of maintenance.

You have finished bringing the application online. Its name is removed from the
Applicationslist under Data center assets and resources > Maintenance.
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Manually moving the application to maintenance
You can manually move an entire customer application to maintenance, when you need to
reconfigure its components. To do this:

1. Inthe Customer applications navigation tree, select the application you are
interested in. The Clusterstab is displayed.

2. Click Management > # To maintenance.
You have finished moving the customer application to maintenance. Its nameis added to

the Applications|list, under Data center assets and resources > Maintenance. Whilein
maintenance, the application and its components can be configured.

Removing an application from a customer account

To remove an application from a customer account, you need to put the application in
maintenance first, as described in the previous section. To remove the application in
maintenance from the customer account:

1. Click Data center assetsand resources> Maintenance > Applicationsto list all the
customer applications that are currently in maintenance.

2. Inthelist, identify the application you want to remove, and then click its Delete
application ‘2 button.
3. When prompted, click OK.

Note: You can also remove an application by clicking Customer applications >
Customer s and select the customer from which you want to remove the
application in maintenance. The Applicationstab lists all the applications
availablein that customer account. In the list, identify the application in
maintenance that you want to remove, click itsMore & button, and then select

the & Delete option.

Removing a cluster from an application
To remove a cluster from an application, you need to put the application in maintenance
first. To remove the cluster from the application in maintenance:

1. Click Data center assetsand resources > Maintenance > Applicationsand click the
application from which you want to remove the cluster. The Clusterstab is displayed.

Note: You can also access the Cluster tab by clicking Customer applications >
Customers > <Customer name>, and click the offline application from which
you want to remove the cluster. The Clusterstab is displayed.

2. Click the® Delete cluster button.
3. When prompted, click OK.

Managing servers

This section describes the following procedures:

®* Manually adding overflow serversto an application cluster
®* Manually freeing overflow servers

®* Removing adedicated server from an application cluster

® Moving available servers between resource pools
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Initializing a server within aresource pool
Cleaning up a server within aresource pool
Performing management tasks on a server
Accessing the software stack for the server

Manually adding overflow servers to an application cluster

To manually add overflow serversto a cluster:

1.

Click Customer applications > Customers > <Customer name> > <Application
name>, and click the cluster to which you want to add the overflow servers. The Info
tab is displayed.

In the Operating model list, click manual, and then click Apply. You have changed
the cluster’s operating mode to manual.

In the Overflow service field, type the number of overflow servers you want to add,
and then click Add.

Click OK. Your request to add the overflow serversto the application cluster is
processed. The workflow triggered by the Cluster.Add Server logical device operation
isexecuted. If the execution is successful, the requested servers are added to the server
list in the Clusters screen.

Note: Beforeissuing the request to add servers, you can check if there are available

serversin the resource pool. Depending on the number of available deployment
workers and the number of concurrent workflows, it may take some time for your
request to be processed. During thistime, itispossible for another request to pass
the same check and submit another request. The first workflow to obtain the
servers will succeed and the second will fail.

Manually freeing overflow servers

To manually free overflow servers from acluster:

1.

Click Customer applications > Customers > <Customer name> > <Application
name>, and click the cluster from which you want to remove the overflow servers.
The Info tab is displayed.

In the Operating modellist, click manual, and then click Apply. You have changed
the cluster’s operating mode to manual .

Under Overflow service, and type the number of overflow servers you want to
remove, then click Remove. The overflow servers are removed from the application
cluster and sent back to their resource pool.
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Removing a dedicated server from an application cluster

To remove a dedicated server from its application cluster, you need to put the server into
maintenance first. perform the following steps:

1.

2.

3.

4,
5.

Click Customer applications > Customers > <Customer name> > <Application
name>, and click the cluster from which you want to remove the dedicated server. The
Info tab is displayed.

In the Operating modellist, click manual, and then click Apply. You have changed
the cluster’s operating mode to manual .

In the server list, find the dedicated server you want to remove. Click the Stop button.
The dedicated server isremoved from its application cluster and sent to maintenance.

Click its More & button, and then select the &' Delete option.
When prompted, click OK.

Moving available servers between resource pools

If aresource pool runs out of available servers, you can “borrow” available serversfrom
another resource pool. To move the servers from the source resource pool to the
destination resource pool:

1.

2.

Click Data center assetsand resour ces > Resour ce Pools > <Resource pool name>.
The Serverstab is displayed.

In the server list, select the available servers that you want to move from the current
resource pool to the destination pool. In the Move selected serversto list, click the
destination resource pool. Click Proceed.

Initializing a server within a resource pool

To initialize a server within a resource pool:

1

2.

Click Data center assets and resour ces > Resour ce Pools > <Resource pool name>.
The Serverstab is displayed.

Inthelist, identify the server you want to initialize, click itsMore i button, and then
select the = | nitialize option. The workflow triggered by the
SparePool.InitializeSer ver logical operation is executed. If the executionis
successful, the selected server isinitialized.

If no workflow triggered by the SparePool.I nitializeSer ver logical operation is
available, and then the default workflow triggered by the SoftwareStack.I nstall
logical operation is executed, installing the resource pool’s software stack on that
server.

Cleaning up a server within aresource pool

To clean up a server within aresource pool:

1

2.

Click Data center assets and resour ces > Resour ce Pools > <Resource pool name>.
The Serverstab is displayed.

Inthelist, identify the server you want to clean up, click its More ‘& button, and then
select the 2 Cleanup option. The workflow triggered by the
SparePool.CleanupServer logical operation is executed. If the executionis
successful, the selected server is cleaned up.

If no workflow triggered by the SparePool.CleanupSer ver logical operationis
available, and then the default workflow triggered by the SoftwareStack.Uninstall
logical operation is executed, removing the existing software stack from that server.
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Performing management tasks on a server

A number of management tasks can be performed on a server, by accessing logical
commands that enable you to execute these tasks. The management tasks that can be
initiated and executed on the server are:

®  Powering the server on &

*  Powering the server off &

® Rebooting the server @

* Initializing the server &

These procedures are described in the following subsections.

In asimilar way, the device rebooting and initialization management tasks can be
performed for such data center devices as switches and load balancers.

Powering the server on

To power on a server:
1. Click Customer applications and select the server you want to power on. The Info
tab is displayed.

Note: You canaso click Data center assetsand resources > | nventory > Servers, and
select the server that interests you. The Info tab is displayed.

2. Click Management > @ Power On.

3. When prompted whether you want to power on the server, click OK. The workflow
triggered by the Device.PowerOn logical operation is executed. If the execution is
successful, the server’s power supply/supplies are turned on.

Powering the server off

To power off the specified server:
1. Click Customer applications and select the server you want to power off. The Info
tab is displayed.

Note: You can also click Data center assets and resources-> Inventory -> Servers,
and select the server that interests you. The Info tab is displayed.

2. Click Management > ® power Off.

3. When prompted whether you want to power off the server, click OK. The workflow
triggered by the Device.Power Off logical operation is executed. If the execution is
successful, the server’s power supply/supplies are turned off.

Rebooting the server

Different reboot procedures can be applied on a server or on any other data center device,
asfollows:

*  Software Asynchronous Reboot,

*  Software Synchronous Reboot,

® Hardware Reboot, or

® Generic Reboot, the default option.
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Thetype of reboot to be performed on adevice during a Generic Reboot will consider first
the reboot preference specified for that device through user-defined variables. If no reboot
preference is specified, the following sequence will be performed: an asynchronous
software reboot is attempted first; if thisfails, a synchronous software reboot will be
attempted, and if this one fails too, a hardware reboot will be performed on that device.
The following reboot procedures are described:

®*  Performing an asynchronous software reboot

®  Performing a synchronous software reboot

®* Performing a hardware reboot

® Performing ageneric reboot

Performing an asynchronous software reboot

To perform an asynchronous software reboot on the server:
1. Click Customer applications and select the server you want to reboot. ThelInfotabis
displayed.

Note: You can also click Data center assetsand resources> | nventory > Servers, and
select the server to be rebooted. The Info tab is displayed.
2. Click Management > Software Reboot Async.

3. When prompted whether you want to reboot this server, click OK. The workflow
triggered by the Device.Software Reboot Async logical operation is executed. If the
execution is successful, the asynchronous software reboot is performed on the server.

Performing a synchronous software reboot

To perform a synchronous software reboot on the server:
1. Click Customer applications and select the server you want to reboot. ThelInfotabis
displayed.

Note: You can also click Data center assetsand resources> | nventory > Servers, and
select the server to be rebooted. The Info tab is displayed.

2. Click Management -> @ Software Reboot Sync.

3. When prompted whether you want to reboot this server, click OK. The workflow
triggered by the Device.Software Reboot Sync logical operation is executed. If the
execution is successful, the synchronous software reboot is performed on the server.

Performing a hardware reboot

To perform ahardware reboot on the server:

1. Click Customer applications and select the server you want to reboot. ThelInfotabis
displayed.

Note: You can also click Data center assetsand resources> I nventory > Servers, and
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select the server to be rebooted. The Info tab is displayed.

2. Click Management > @ Hardware Reboot.

3. When prompted whether you want to reboot this server, click OK. The workflow
triggered by the Device. Hardware Reboot logical operation is executed. If the
execution is successful, the hardware reboot is performed on the server.

Performing a generic reboot

To perform ageneric reboot on the server:

1. Click Customer applications and select the server you want to reboot. Click the
Variablestab.

Note: You canaso click Data center assetsand resources > | nventory > Servers, and
select the server to be rebooted. Click the Variables tab.

2. Complete thefields as follows:
a IntheKey text box, type reboot_preference.
b. Inthe Component list, click Deployment engine.
c. Inthe Value text box, type the specific type of reboot you want to be performed
on this server, for example, software async.

d. Click Add. Oncethisuser-defined variable is specified, an asynchronous software
reboot will be performed by default on this server.

3. Click theInfotab, and then click M anagement > ® Generic Reboot. The workflow
triggered by the Device.Software Reboot Async logical operation is executed. If the
execution is successful, the software asynchronous reboot is performed on the server.
If this execution is unsuccessful, the workflow triggered by the Device.Software
Reboot Sync logical operation gets executed. If this one fails too, the workflow
triggered by the Device.Hardware Reboot logical operation is executed, and a
hardware reboot is performed on the server.

Initializing the server

To initialize the specified server:

1. Click Customer applicationsand select the server you want toinitialize. The Info tab
is displayed.

Note: You canaso click Data center assetsand resources > | nventory > Servers, and
select the server to beinitialized. The Info tab is displayed.

2. Click Management > Initialize &.

3. When prompted whether you want to initialize the server, click OK. The workflow
triggered by the Device.lnitialize logical operation is executed. If the executionis
successful, the server isinitiaized.

Accessing the software stack for the server

For information on how to access the software stack for a server, refer to the “Configuring
the software stack” section in the “ Configuring Tivali Intelligent Orchestrator” chapter,
earlier in this guide.

Performing deployment tasks from the interactive views

Note: The procedures described in this section require that you have already accessed
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the interactive view that interests you, as described in the “ Configuring Tivoli

Intelligent Orchestrator” chapter.

A number of deployment tasks can beinitiated from each interactive view, by
right-clicking the icon of the device on which you want to execute the deployment, and
then choosing the appropriate menu option from the displayed pop-up menu.

In the background, workflows are initiated for each deployment task. A successful
workflow execution will perform the requested deployment task. In case of an

unsuccessful workflow execution, you may want to go to System configuration and
wor kflow management > Wor kflow Executions, and verify why and at what step the

workflow execution failed.

The following deployment tasks are available from each interactive view:

From the switch view

Turn port ON
Turn port OFF

Hardware Reboot

From the switch fabric view
Hardware Reboot

Initialize Device

From the VLAN view

Create VLAN
Remove VLAN from fabric
Move port to VLAN

CreateaVLAN
RemoveaVLAN

Create connection
Remove connection

From therouter view
Create connection
Remove connection

Create VLAN
Remove VLAN from fabric
Move port to VLAN

From the firewall view

Turn port ON
Turn port OFF
Move port to VLAN

Hardware Reboot

From the NIC view on a server

Hardware Reboot
Software Reboot
Device Initialize

Right-click aport icon

Right-click a server icon

Right-click a server icon

Right-click aload balancer icon

Right-click the VLAN icon

Right-click the switch fabric icon

Right-click arouter icon

Right-click the router icon

Right-click the VLAN icon

Right-click aport icon

Right-click a server icon

Right-click the server icon
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Turn port ON Right-click the port icon
Turn port OFF
Move port to VLAN

Create Virtual IP Right-click the load balancer icon
Remove Virtual IP

Add Server

Remove Server

Hardware Reboot

Initialize Device

The step-by-step procedures to perform these deployment tasks are described in the
following sections:

® CreatingaVLAN

® Removing the VLAN from the switch fabric
® Turning aport on

®  Turning a port off

® MovingaporttoaVLAN

® Creating arouter connection

® Removing arouter connection
® Rebooting adevice

® |nitializing adevice

® Creating avirtua IP

® Removing avirtual IP

® Adding aserver

® Removing aserver

Creating a VLAN

Creating aVLAN involves adding a new VLAN to the current switch fabric. To create a
VLAN from an interactive view:
1. Accesstheinteractive view that interests you.

2. Right-click the appropriate device icon (either switch, switch fabric, or VLAN), and
then choose the Create VL AN option from the displayed pop-up menu. The Create
VLAN dialog box is displayed.

3. Complete the fields as follows:
a. Typethe VLAN name and number in the corresponding boxes.
b. From the Subnetwork list, select a subnetwork for the new VLAN.

4. Click Add. Depending on what device icon you' ve clicked, the workflow triggered by
the <Logical Device name>.Create VLAN logical operation is executed. If the
execution is successful, the new VLAN is added to the switch fabric.
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Removing the VLAN from the switch fabric
To remove the VLAN from the switch fabric:

1
2.

Access the interactive view that interests you.

Right-click the appropriate device icon (either switch, switch fabric, or VLAN), and
then choose the Remove VL AN option from the displayed pop-up menu. The
Remove VLAN dialog box is displayed.

From the list, select the VLAN you want to remove from the switch fabric. Click
Remove. Depending on what device icon you’ ve clicked, the workflow triggered by
the <Logical Device name>.Remove VLAN logica operation is executed. If the
execution is successful, the VLAN is removed from the switch fabric.

Turning a port on

To turn a port on from an interactive view:

1

2.

Access the interactive view that offers access to the port you' re interested in. The
interactive view can be either the switch, firewall, or NIC view.

Right-click theicon of the port that you want to turn on, and then choose the Turn
Port ON option from the displayed pop-up menu. Depending on what deviceicon
you' ve clicked, the workflow triggered by the <Logical Device name>.Turn Port ON
logical operation is executed. If the execution is successful, the chosen port is turned
on.

Turning a port off

To turn a port off from an interactive view:

1.

2.

Access the interactive view that offers access to the port you' re interested in. The
interactive view can be either the switch, firewall, or NIC view.

Right-click theicon of the port that you want to turn off, and then choose the Turn
Port OFF option from the displayed pop-up menu. Depending on what device icon
you've clicked, the workflow triggered by the <Logical Device name>.Turn Port
OFF logica device operation is executed. If the execution is successful, the chosen
port isturned off.

Moving a port to a VLAN

To moveaport toaVLAN from an interactive view:

1.
2.

Access the interactive view that interests you.

Right-click the appropriate device icon (either switch, VLAN, firewall, router, or
NIC), gotothe Move Port to VL AN option on the displayed pop-up menu, and then
choose the number of the destination VLAN from the displayed VLAN list.
Depending on what device icon you' ve clicked, the workflow triggered by the
<Logical Device name>.Move Port to VLAN logical device operation is executed. If
the execution is successful, the chosen port is moved to the specified VLAN.
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Creating a router connection

To create a connection or add aroute to a router:

1

2.

Access the router view that interests you, or accessthe VLAN view that offersyou
access to the router you are interested in.

Right-click the icon of the router to which you want to add the new route, and then
choose the Create connection option from the displayed pop-up menu. The Create
Connection dialog box is displayed.

From the displayed lists, select the source subnet and the destination subnet for the
new route, and then click Add. The workflow triggered by the Router.Create Route
logical device operation is executed. If the execution is successful, the new routeis
added to the router.

Removing a router connection

To remove a connection or route from arouter:

1

2.

Access the router view that interests you, or accessthe VLAN view that offersyou
access to the router you are interested in.

Right-click the icon of the router from which you want to remove the route, and then
choose the Remove connection option from the displayed pop-up menu. The Remove
Connection dialog box is displayed.

From the displayed lists, select the source subnet and the destination subnet for the
route to be removed, and then click Remove. The workflow triggered by the
Router.Remove Route logical operation is executed. If the execution is successful, the
specified route is removed from the router.

Rebooting a device

Data center devices such as servers, switches, firewalls, or load balancers can be hardware
rebooted. To initiate a hardware reboot on a certain device from an interactive view:

1
2.

Access the interactive view that offers access to the device you want to reboot.

Right-click the device icon, and then choose the Har dwar e Reboot option from the
displayed pop-up menu. The workflow triggered by the Device.Hardware Reboot
logical operation is executed. If the execution is successful, the specified deviceis
hardware rebooted.

Initializing a device

Data center devices such as servers, switches, firewalls, or load balancers can be
initialized. To initialize a device from an interactive view:

1.
2.

Access the interactive view that offers access to the device you want to initialize.

Right-click the device icon, and then choose the | nitialize Device option from the
displayed pop-up menu. The workflow triggered by the Device.lnitialize logical
operation is executed. If the execution is successful, the specified deviceisinitialized.
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Creating a virtual IP

You can add anew virtual 1P to aload balancer by initiating this deployment task from the
NIC interactive view, as follows:

1.

2.

Access the NIC view that offers you access to the load balancer to which you want to
add the VIP.

Right-click the load balancer icon, and then choose the Create Virtual | P option from
the displayed pop-up menu. The createVirtuall P dialog box is displayed.

Type the name and the VIP address in the corresponding boxes.

From the Cluster list, select the load balanced cluster for the new VIP. In the
appropriate boxes, specify the output TCP port number and the range of ports for

which the algorithm will be performed. Inthe Balancing Algorithm text box, typethe
bal ancing algorithm, based on the specific device driver.

Click Add. The workflow triggered by the LoadBalancer.Create Virtual IP logical
operation is executed. If the execution is successful, the specified VIP is added.

Removing a virtual IP

You can remove avirtual | P from aload balancer by initiating this deployment task from
the NIC interactive view, asfollows:

1.

2.

3.

Access the NIC view that offers you access to the load balancer you want to work
with.

Right-click the load balancer icon, and then choose the Remove Virtual | P option
from the displayed pop-up menu. The removeVirtualIP dialog box is displayed.

From the list, select the VIP you want to remove, and then click Remove. The
workflow triggered by the LoadBalancer.Remove Virtual |P logica operationis
executed. If the execution is successful, the specified VIP isremoved from the
selected |oad balancer.

Adding a server

You can add an existing server to aload balancer by initiating this deployment task from
the NIC interactive view, asfollows:

1.

2.

Access the NIC view that offers you access to the load balancer you want to work
with.

Right-click the load balancer icon, and then choose the Add server option from the
displayed pop-up menu. The addServer dialog box is displayed.
From the Destination Virtual |P list, select the destination V1P for the server.

From the Server list, select the server that you want to add to the selected load
balancer.

Click Add. Theworkflow triggered by the LoadBalancer.Add Server logical operation
is executed. If the execution is successful, the specified server is added to the selected
load balancer.

Removing a server

You can remove a server from aload balancer by initiating this deployment task from the
NIC interactive view, as follows:

1.

Access the NIC view that offers you access to the load balancer you want to work
with.
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2. Right-click the load balancer icon, and then choose the Remove server option from
the displayed pop-up menu. The removeServer dialog box is displayed.

3. From the Destination Virtual |P list, select the destination VIP for the server.

4. From the Server list, select the server that you want to remove from the selected load
balancer.

5. Click Remove. The workflow triggered by the LoadBalancer.Remove Server logical
operation is executed. If the execution is successful, the specified server is removed
from the selected load balancer.

Monitoring the system

96

The Web-based interface provides the ability to monitor, in real time, the overall
performance of the customer accounts, applications, and resource pools available in your
system. Also provided is the ability to monitor the performance of individual servers.

For auditing and billing purposes, you can display deployment requests for applications,
clusters, resource pools, or individual servers. All these procedures are available from the
Realtime performance monitoring navigation tree.

The following tasks are described:

® Monitoring customers and resource pools

®* Monitoring overal server performance for an application or resource pool
® Displaying cluster properties for an application

®* Monitoring the server performance

® Displaying deployment requests

Monitoring customers and resource pools

Tivoli Intelligent Orchestrator provides the ability to monitor the overall performance of
the customer applications or resource pools available in your system. The following
performance parameters are monitored:

Server s overflow/dedicated
For an application, thisis the total number of running servers, both dedicated and
overflow. For aresource pool, thisisthe total number of overflow servers, both
available and assigned.

Volatility (requests per hour)
Volatility refers to the deployment activity in a customer application or resource
pool. For example, more than ten deployment requests per hour for asingle
resource pool are considered volatile, and may lead to breach. Or, if you have
applications that are in breach, but you also have spare capacity, the problem is
more likely due to volatility.

Capacity utilization
Thisisthe CPU utilization.

Breach Probability
Three color-coded tabs, red, yellow, and green, indicate the likelihood of breach
for pools and applications. For example, you can click the red tab to see al the
applications or poolsthat are likely to breach. You can drill down into further
levels of detail, right down to the server performance data, to find out what
happened.
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You can use these metrics to tune your customers or resource pools based on actual need.

Monitoring overall server performance for an application or
resource pool

You can monitor the overall server performance for a customer application or resource
pool available in the system. To monitor server performance:

For an application

1. Inthe Customer applications navigation tree, select the application for which you
want to display the server information. The Serverstab lists all the servers currently
availablein that application.

2. For each server intheligt, the following properties are displayed:
Name The server’s name

Cluster The application cluster the server belongs to

In case of an overflow server assigned to this application, the

Pool resource pool the overflow server belongs to

Server utilization  Theserver’'s CPU utilization, in percentages

For aresource pool

1. Click Data center assets and resources > Resource Pools and select the resource
pool for which you want to display server data. The Serverstabis displayed.

2. For each overflow server in the list, the following properties are displayed:

Name The overflow server’s name
Application The application the overflow server was assigned to
Cluster The cluster the overflow server was assigned to

Server utilization  The overflow server’s CPU utilization, in percentages

Note: Theserver utilization is dynamically measured using an application protocol such
as SNMP. If the system is not able to measure it (server failure, network
connection severance, SNMP protocol not running, the server isnot configured
properly, and so on.), the displayed value for the Server utilization is unknown.

Displaying cluster properties for an application

To display cluster properties for any customer application, either managed by Tivali
Intelligent Orchestrator or in maintenance:

1. Inthe Customer applications navigation tree, select the application for which you
want to display the cluster properties. The Cluster s tab displays configuration
information for al the clusters configured for that application.

Note: You can also display the cluster properties by clicking Data center assets and
resources > Maintenance > Applications, and select the application in
maintenance you' re interested in. The Cluster stab displays configuration data for
all the clusters available in that application.

2. Click the cluster you are interested in. The Info tab is displayed.
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Thetab displays configuration information for the current cluster, providing details on
all the serversthat are available in this cluster. Provided for every server are the name,
the resource pool (for assigned servers), and the percentage of server utilization.

Monitoring the server performance

Tivali Intelligent Orchestrator provides the ability to monitor the performance of
individual servers. To display the real-time charts of the daily or weekly performance of
the server:

1. Inthe Customer applications navigation tree, select the server you are interested in.
2. Click the Performance tab.

Parameters such as user CPU utilization, system CPU utilization, CPU idleness, and nice
CPU utilization are charted. Depending on the configuration, other parameters can be
charted, such as memory, disk /O, or requests per second/minute.

Displaying deployment requests

For auditing and hilling purposes, aswell asfor internal operations, you can display
deployment requests for any application, cluster, resource pool, individual overflow
server, or al resource pools available in your system.

Tivoli Intelligent Orchestrator provides different ways of initiating the resource
deployment. The main component that isinvolved in this process is the Resource Broker,
that receives and manages the resource requirements from all the application controllers.
For each deployment request per resource, the automated resource management
component inserts a new record into the specific database, which can then be used to keep
track of all the deployments for that resource.

For example, to display the deployment requests for an entire application:

1. Inthe Customer applicationsnavigation tree, select the application you' re interested
in.

2. Click the Deployments tab. By default, the table displays data describing the
deployment requestsin progress. The See wor kflow execution history "' button

enables you to switch to the Execution Overview screen. Also provided are buttons
that can be used to populate the table with the needed deployment data.

The table includes the following data:

Cluster The deployed server’s cluster.

Request The type of the deployment request, such as, adding (+) serversto or remov-
ing (-) servers from the specified cluster, followed by the number of deployed
servers.

Status The status of the deployed server.

Date The date and time the server deployment has been issued.

Approval The system’s component (in automatic mode) or the operator (in semiauto-
matic or manual mode) who approved the deployment, and the date and time
of the approval.
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The buttons you can use to populate the table with deployment data are:

In Progress
Populates the table with data describing all the deployments that are being
executed.

) Deployed
Populates the table with data describing all the successful deploymentsfor all the
servers availablein that application.

@ Waiting for Approval
Populates the table with data describing all the deployment requests pending
approval.

& Failed
Populates the table with data describing al the failed deployments for all the
servers availablein that application. The term “failed” indicates that at least one
failure occurred during the deployment process.

Declined
Populates the table with data describing all the deployments that have been
declined before being executed. The deployments can be declined either manually
when the cluster isin semiautomatic mode, or automatically by Tivoli Intelligent
Orchestrator when the cluster isin manual mode.

Obsolete
Populates the table with data describing all the deployment requests that no longer
require execution, as more recent requests were issued overwriting theinitial
ones.

Once populated, the table can span multiple pages, based on the number of deployment
reguests submitted for that specific resource.

Understanding encryption in Tivoli Intelligent Orchestrator

Encryption is used for the following two purposes:

® To protect sensitive information in the database (such as credentials used to manage
devices, servers, and so on). Thisencryption is mandatory. For this, the encryption key
is defined outside of the databaseinthe % TC_CONFIG% /crypto.xml configuration
filein the <database-key> element. For example:

<dat abase- key>r UYOVFt bGcSP2m ZH5s9HICIFi ySdf sx</ dat abase- key>

® To protect sensitive information in configuration files (for example, database and
LDAP passwords). All encrypted settings are encrypted with the same key. The
encrypted datais stored as Base64-encoded strings. The encryption key is specified in
% TC_CONFIG%/crypto.xml filein the <configuration-key> element. This
encryption is optional but highly recommended. If thiskey is not defined (the
<configuration-key> element is not present or commented out altogether), the datais
considered clear text. If thiskey is present, then the sensitive datais assumed
encrypted and decryption is attempted. Thisis attempted for all known sensitive
settings.
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In both cases, the encryption algorithm is TripleDES. The implementation is provided by
the JCE provider configured in jreflib/security/java.security of the VM being used. No
configuration is needed here as the default settings of the VM are appropriate.

All encrypted values and encryption keys are stored as Base64-encoded strings.

Performing cryptographic operations using a script

To perform cryptographic operations (key generation, encryption and decryption), the
application usescom t hi nkdynami cs. kanaha. util. CryptoUtil s. However,
for the purpose of performing these operations from a standalone script, a separate but

compatible implementation is available in

com t hi nkdynami cs.installation.Install CryptoUtils.

The following example shows how to perform these operations using a standal one script:

@cho off
SETLOCAL

remthis is a test batch file to invoke Install Cryptoltils.
SET J_HOVE=E: \ | BM WebSpher e\ AppServer\j ava

SET | CU=com t hi nkdynam cs.installation.Install CryptoUils
SET | NVOCATI ON=%J _HOVE% bi n\ j ava -cl asspath

%_HOVEW jre\lib\rt.jar;bin\Standal oneCrypto.jar % CU%

SET TESTKEY=x| YqnBkW qj sy8KMbcl HXAFwWF z7xwQf V

SET TEST_CLEARTEXT_DATA=sone_data_t o_encrypt

SET TEST_ENCRYPTED_DATA=uZl paTO huZOpYQd7i gU+V2PSppP33M

rem Generate a key
% NVCOCATI ON% gener at e

rem Use the test key above to encrypt clear text

echo Encrypting %EST_CLEARTEXT_DATA%

% NVOCATI ON% encrypt YATESTKEY% 9% EST_CLEARTEXT_DATA%

rem Use the test key above to decrypt clear text

echo Decrypting %EST_ENCRYPTED DATA% it should be 9%EST_CLEARTEXT_DATA%
% NVOCATI ON% decrypt YAESTKEY% % EST_ENCRYPTED DATA%

Table 1: Return codesfor InstallCryptoUtils

Return

Code Description Details

0 SUCCCESS The action was successful.

1 NO_SUCH_ALGORITHM_EXCEPTION | Missing implementation of the crypto
agorithm. The JCE provider may be miss-
ing.

2 NULL_KEY Null encryption/decryption key provided.

3 INVALID_KEY_LENGTH Invalid key length. 3DES keys are 24
byte-long (raw) or 32-byte long (Base64
encoded).

4 INVALID_KEY The encryption/decryption key was
invalid.
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Table 1. Return codesfor InstallCryptoUtils

R&e(t)taren Description Details
5 INVALID BASE64 VALUE The Base64 value provided isnot avalid
Base64 value.
6 BAD_PADDING Low level crypto error.
7 FAILED_BASE64 OPERATION There was an error performing a Base64
operation.
8 NO_DATA_TO_ENCRYPT No data given to encrypt.
9 NO_DATA_TO DECRYPT No data given to decrypt.
10 ILLEGAL_BLOCKSIZE_EXCEPTION Low level crypto error.
11 INVALID_KEY_SPECIFICATION Low level crypto error.
12 NO_SUCH_PADDING Low level crypto error.
13 INCORRECT_INVOCATION_ARGUME | Theinvocation of the Java process did not
NTS have the correct arguments. Se the output

for details.

Note: If the database encryption key is changed, the data in the database must be

re-encrypted. For more information, see “ Changing credential datain database
tables using a new encryption key” on page 101.

Performing cryptographic operations manually

To manually enable encryption for configuration settings:

1.
2.

3.
4,

Generateakey usingl nstal | CryptoUtils.

Storethekey incr ypt 0. xm under <configuration-key> and make sure the
<configuration-key> element is not commented out.

Encrypt passwords as needed, using InstallCryptoUtils.
Store the encrypted password in the appropriate configuration file.

Note: Database encryption is enabled by default and cannot be disabled.

Changing credential data in database tables using a new
encryption key
You may need to migrate all existing credentials from your database tables based on a new

encryption key. When you switch to a new encryption key, you must also change
encrypted data inside the database table to re-encrypt them using the new encryption key.
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Thecr edt abl es. xm fileliststhetables and fields that will be used to reencrypt the
data:

Table 2: cr edt abl es. xn

Table Field
credentials_password password
credentials rsa public_key, private_key
credentials_snmp community

request_context_variable | value, output_value

runtime_context_variable | new_value, old value

To migrate all your existing credentia data from the database:

1. Backup the five database tables listed above before you migrate all your existing
credentia data

2. Stop the WAS server.

3. Runthefollowing command: Usage: appl yNewEncr ypt Key. cnd
new _encryption_key [JDBC Driver Zip].

4. Modify thecrypt o. xm fileto set the new encryption key.
5. Start the WAS server.
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Chapter 4. Configuring and using workflows

The Deployment Engine is responsible for the creation, storage, and execution of
repeatable workflows that automate all data center processes, from configuring and
alocating servers, to installing, configuring, and patching software. Workflows are a key
component of the Deployment Engine design.

The relationship between workflows and software products is simplified by modeling all
the software dependencies and identifying software device drivers. The Deployment
Engine workflows become device drivers as part of the support for various hardware and
software products.

This chapter includes information on the following:
*  About Deployment Engine workflows

® Configuring and using workflows

®  Setting up the workflow transitions

® Configuring device drivers

® Assigning workflows

®* Managing the Deployment Engine

About Deployment Engine workflows

A workflow is a sequenced set of commands. It can be large and complex, or can be as
simple as a single command. Both workflows and simple commands are considered
commands. Since aworkflow itself can be abstracted as a command, it can be included as
astep in other workflows, therefore a workflow can contain simple commands, as well as
other nested workflows. In this way, workflows make it possible to build powerful library
of processes that can be assembled to meet any data center process reguirement.

To be able to configure, customize, and successfully execute various workflows, you need
to create, configure, and manage Java plug-ins, simple commands, and logical device
operations, as described in detail in the “ Configuring Java plug-ins, simple commands, and
logical device operations’ chapter, later in this guide. All the configuration procedures
including workflows, Java plug-ins, simple commands, and logical device operations are
available from the System configuration and wor kflow management navigation tree.

A Javaplug-inisthe Java class that contains the interface or the protocol code that will
interact with the devices in the data center, including the Tivoli Intelligent Orchestrator
Serviceitself. A simple command is awrapper for a Java plug-in, describing the plug-in's
input and output requirements through its set of input and output variables. The simple
command performs an action on the external environment, such as adding or removing a
server, installing an application on a server, saving the configuration of aload balancer,
and so on.

© Copyright IBM Corp., 2003 103



The following figure illustrates the generic structure of a nested workflow:
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Figure 16. The generic structure of a nested workflow

The workflow framework and the plug-in design make it possible to manage any data
center asset. Full editing capabilities for workflow design are provided and existing
workflows can be copied, referenced, or extended. This allows you to begin with a

standardized process and customize it.

The Deployment Engine supports a standard approach in creating system solutions. By
being able to have multiple references to the enterprise's standard workflows, process

standards can be established.

Changesto the data center environment made by the Deployment Engine are reversiblein

two ways:

® By design, Java plug-ins have a do and undo method. While executing normally, the
do methods are consistently called. The undo methods are called in the event of a

failure, reversing the work performed.

® By implementation, key workflows that build an environment can also have another
workflow to break down that environment, and return the components to a resource

pool.

Configuring and using workflows

This section describes the following tasks:
® Displaying workflow data

® Displaying workflow references

®* Adding anew workflow

® Editing the workflow properties

®  Setting up the workflow transitions

®  Setting up the workflow variables

®* Executing aworkflow

® Cloning aworkflow

® Exporting aworkflow
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® Importing aworkflow

® Displaying the execution history for all workflows

® Displaying the execution history for an individua workflow
® Displaying execution details for a workflow

® Displaying execution details for an embedded workflow

* Deleting the execution history of aworkflow

Displaying workflow data

To display the workflow transitions:

1. Click System configuration and wor kflow management > Workflows. The
Wor kflows tab is displayed.

2. Select the workflow that interests you. The Info tab displays al the transitions
composing the workflow.

There are three display areas:

Variable area
The first row, located underneath the workflow’s header, can be expanded, as
illustrated in the figure below. It displays the workflow variable stack, including
input, output, and local variables.

® Theinput variables are used by the workflow as input parameters, and
represent the initial set of data required by the workflow to performits
actions.

® Theoutput variables represent the val ues resulted from the actions performed
by the workflow. The output variables can be used by other workflows.

® Thelocal variablesare only used internally, within the workflow, to map
variables from one transition to another.

Default values for some of these variables are also displayed. For every variable
category, you can:

®* Addanew variable, by clicking the @' Add variable button.
* Edit an existing variable, by clicking its ‘€' Edit variable button.
* Remove avariable, by clicking its & Delete variable button.

The procedures to manage workflow variables are described in more detail in the
following sections.

Transition area
Theareawhere al transition setup and variable mapping for the current workflow
takes place. All the transitions composing the workflow are listed, and every
transition can be expanded to expose itsinput and output variables.

You can map these variables by dragging the output from one transition onto the
input of another. You can drag and drop either mapped variables or unmapped
variables (displayed as question marks). Dragging an unmapped variable will
automatically create anew local variable in the workflow stack.

A variable that is used by multiple transitions within the same workflow is
highlighted on the screen, making it easier for you to keep track of its usage. To
obtain a printout of the workflow with all the variable mappings, you can expand
the transitions and print the page.
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Recovery Action area
The areawhere you can set up arecovery path for your workflow. Any workflow,
command, Java plug-in, or logical operation in the nearby navigation tree can be
set up as the default recovery path for your workflow, by dragging it from the
navigation tree onto your workflow’s Recovery Action area, in the right frame.
You can also “borrow” atransition from another workflow and set it up as the
default recovery path for your workflow.

Click the Save Changes button to save all the changes made to your workflow.

Displaying workflow references

Displaying references for aworkflow includes all the other workflows that are currently
using the selected one, as well as al the data center objects associated with the selected
workflow.

To display the workflow references:

1. Click System configuration and wor kflow management > Workflows. The
Workflows tab is displayed. In the list, select the workflow whose data you want to
display. Click the References tab.

All workflows using the current workflow, aswell as all data center objects that are
associated with this workflow are displayed.

Adding a new workflow

To add a new workflow:

1. Click System configuration and workflow management > Workflows. The
Wor kflows tab displays al the workflows that are currently defined in the system.
Click @ Add workflow.

Note:  You can also click System configuration and wor kflow management >
Wor kflows > <Category group> > <Category hame>. Click Add wor kflow @,

The Workflow Data dialog box is displayed.
2. Inthe corresponding text boxes, complete the fields as follows:
a. Typeaunique name and a brief description for the new workflow.

b. Select the Approved check box if the new workflow is approved and can be
executed.

c. InthelmplementsL ogical Operation list, click alogical device operation for the
new workflow.

d. Inthe Category ligt, click acategory for the new workflow.

3. Click Save.

To complete the process of creating the new workflow, you also need to edit its properties,
set up itstransitions, and map its variables, as described in the following sections.

Note: You can aso add a new workflow to the list of workflows that are specific to a
certain device driver. To do this, click System configuration and wor kflow
management > Wor kflows > By Device Driver > <Device driver name>, and

then click the @ Create a new workflow button. The remainder of the stepsto
create this new workflow are similar to the ones described above.
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Editing the workflow properties

To edit the properties of an existing workflow:

1

2.

Click System configuration and wor kflow management > Wor kflows. The
Workflows tab lists all the currently available workflows.

In the workflow list, find the workflow whaose properties you want to edit, click its

More & button, and then select the ‘€ Edit option. Click the Properties tab.

Note: You can aso click System configuration > Wor kflows > <Group name> >

<Workflow name>. Click the Propertiestab.

The Workflow Data dialog box is displayed.

3.
4,

Edit the workflow properties as required.
Click Save.

Setting up the workflow transitions

This section describes the following procedures:

Adding a new transition to the workflow
Editing transition properties

Mapping the command variables

Setting up the workflow recovery path
Removing the transition

Adding a new transition to the workflow

Note:  You cannot add new transitions to a workflow that has execution history. To be

able to add new transitions to a workflow with execution history, you should
delete its execution history first. For more information on how to delete the
execution history of aworkflow, refer to the “ Deleting the execution history of a
workflow” section, described later in this chapter.

To add a new transition to the workflow:

1

Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. The Info tab lists all the transitions for the selected workflow.

Note: You can also click System configuration > Workflows > <Category group> >

2.

<Category name> > <Workflow name>. The Info tab is displayed.

In the navigation tree, identify the workflow, command, Java plug-in, or logical
operation you want to add as a new transition to your workflow, and then drag it onto
your workflow's editing area, in the right frame.

You can also copy transitions from already existing workflows, by dragging them
either from the navigation tree or from another browser window onto your workflow
Transition area: In this case, a clone of the selected transition is created in your
workflow.

If necessary, use the same drag and drop facility to rearrange the transitions within
your workflow.

Chapter 4: Configuring and using workflows 107



108

Editing transition properties
To edit the properties of atransition:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow hame>. The Info tab displays all the transitions for the selected workflow.

Note: You can also click System configuration > Workflows > <Category group> >
<Category name> > <Workflow name>.

TheInfo tab is displayed.

2. Inthetrangition list, identify the transition whose properties you want to edit, and then
click its'2' Edit transition button. A dialog box allowing you to edit the transition
propertiesis displayed.

3. Edit the transition properties as required.

4. Click OK.

The next step is to map the command variables to workflow variables.

Mapping the command variables

To map the command variables to workflow variables:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. The I nfo tab is displayed.

Note: You can also click System configuration > Workflows > <Category group> >
<Category name> > <Workflow name>. The Info tab is displayed.

2. For every transition whose input variables require mapping, identify the transition,
workflow, command, or logica operation whose variables can be used for mapping.

3. Drag the appropriate output variables onto the input variables that require mapping.
You can drag both existing variables and unmapped variables displayed as question
marks. If you drag a question mark, a new variable will be created automatically. You
can also use local variables to map values between transitions.

4. Repeat step 2 and 3 for every transition that requires variable mapping.

5. Click Save.

Setting up the workflow recovery path

To set up the recovery path for aworkflow:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. The I nfo tab is displayed.

2. Inthe navigation tree, identify the workflow, command, Java plug-in, or logical
operation you want to set up as the default recovery path for your workflow, and then
drag it onto your workflow’s Recovery Action area, in the right frame.

You can also copy atransition from another workflow, by dragging it either from the
navigation tree or from another browser window onto your workflow Recovery
Action area.

3. Click Save Changes.

If you want to check whether all variables are mapped correctly, make sure the
Compile after save check box is also selected.
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Removing the transition

To remove atransition from the current workflow:

Note:  You cannot remove the last remaining transition in the workflow.

1.

2.

3.

Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. The I nfo tab displays all the transitions for the workflow.

In the list, identify the transition you want to remove, and then click its ‘' Delete
transition button.

When prompted, click OK.

Setting up the workflow variables

For every workflow defined in the system, a set of input, output, and local variables can be
set up and mapped.

Theinput variables are used as input parameters by the workflow, and represent the
initial set of data required by the workflow to perform its actions.

The output variables represent the values resulted from the workflow’s performed
actions, and can be used by other workflows.

Thelocal variables are used internally within the workflow to map variablesfrom one
transition to another.

Setting up the workflow variables means:

Adding anew variable

Editing the variable properties
Assigning a default value to a variable
Removing the variable mapping
Removing the variable

These procedures are described in the following subsections.

Adding a new variable

To add anew variable to the current workflow:

Note: To beableto add new variablesto aworkflow that has execution history, you need

to delete its execution history first as described in the “ Deleting the execution
history of aworkflow” section later in this chapter.

Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. The I nfo tab is displayed.

Expand the first top row, to display the workflow variable stack:

Click the'@ Add a new variable button corresponding to the type of new variable
you want to add. A dialog box allowing you to enter the new variable's propertiesis
displayed.

In the corresponding text boxes, type the name and a brief description for the new
variable. Inthe Typelist, click the variable type: I nput, Output, or Local. If required,
type a default value for the new variable in the Default Value text box.

Click OK. The newly defined variable is added to the workflow’s variable stack.
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Editing the variable properties

To edit the properties of an existing variable:

Note: You cannot edit the variable properties for aworkflow with execution history
unless you delete its execution history first.

1. Click System configuration and wor kflow management > Workflows >
<Workflow name>. The I nfo tab is displayed.

2. Expand thefirst top row to display the workflow’s variable stack.

3. Inthe stack, identify the variable whose properties you want to edit, and click its =
Edit variable button. A dialog box alowing you to edit the variable propertiesis
displayed.

4. Edit the variable properties as required. You can change the variable name, its

description, and its default value (if any). You can also change the variable type, in
which case the variable will be transferred to the list of variables of the appropriate

type.
5. Click OK.

Assigning a default value to a variable

To initialize avariable, you can either map it or assign a default value to it.

To assign adefault value to the variable:

1. Click System configuration and wor kflow management > Workflows >
<Workflow name>. The I nfo tab is displayed.

2. Inthetransition list, identify the transition you are interested in, and expand it.

3. Identify the variable to which you want to assign a default value, and then click its &
Assign a default value button. A dialog box allowing you to set up the default value
isdisplayed.

4. Typethedefault value for the variable, and then click OK. Thiswill create anew local

variable with a default value, which can be used for mapping between the workflow
transitions.

5. To save the variable mapping changes, click the Save Changes button to the bottom
of the page.

6. If you want to check whether all variables are mapped correctly, make sure the
Compile after save check box is also selected.

Note: Warnings referring to variables that are not used or are incorrectly mapped are
displayed or updated only after the workflow compilation.
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Removing the variable mapping

To remove the variable mapping:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. The I nfo tab is displayed.

2. Inthetransition list, identify the transition you are interested in, and expand it.

3. ldentify the variable whose mapping you want to remove, and click its ® Remove
variable mapping button.

4. When prompted, click OK.

5. To save the variable mapping changes, click the Save Changes button.
If you want to check whether all variables are mapped correctly, select the Compile
after save check box.

Removing the variable

To remove avariable from the current workflow:

Note: You cannot remove a variable while another variable is mapped to it.

1. Click System configuration and wor kflow management > Workflows >
<Workflow name>. The I nfo tab is displayed.

2. Expand thefirst top row to display the workflow’s variable stack:

3. Inthevariablelist, identify the variable you want to remove, and then click its &
Delete variable button.

4. When prompted, click OK.

Executing a workflow

To execute a workflow:

1. Click System configuration and wor kflow management > Workflows. The
Workflows tab lists all the workflows currently defined in the system. In the list,
identify the workflow that you want to execute, click its More i putton, and then
select the & Execute option.

2. TheExecutetab is displayed. Specify the input variable values required for the
workflow execution, then click the = Execute button. Your request for executing the
workflow is processed, and the execution isinitialized.

To learn how to display the execution details, refer to the “ Displaying execution details for
aworkflow” section, later in this chapter. Once the workflow is executed, a new record is
added to its execution history.

Note: Do not run deployment workflows manually when the destination cluster isin
automatic mode.

Cloning a workflow

Cloning any of the existing workflows provides you with the possibility to customize it so
as to meet any data center process requirement. To clone a workflow:

1. Click System configuration and workflow management > Workflows. The
Workflows tab lists all the workflows that are currently defined in the system.

2. Intheligt, find the workflow you want to clone, click itsMore = button, and then
select the @ Clone option. The Workflow: Copy of <Workflow name> screen is

displayed.
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3. Typeaunigue name for the cloned workflow, and modify its properties as required.
4. Click Save.

To complete the process of cloning the workflow, you must also configure its transitions,
as described earlier in the “ Setting up the workflow transitions” section, and map its
variables, as described earlier in the “Mapping the command variables’ section.

Exporting a workflow

A workflow can be exported either to the screen for viewing purposes, or to a specified

file:

* |f exported to the screen, the workflow’s source code is displayed on your screenin
the form of an unalterable XML file

* If exported to afile, the workflow is saved at a specified location as an XML file that
can be used to build apowerful library of processes assembled to meet any data center
process requirement. By default, the XML file is saved on the Tivali Intelligent
Orchestrator’s server.

Exporting a workflow to the screen

To export aworkflow to the screen:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. Click the Export tab.

Note: You can also click System configuration and wor kflow management >
Wor kflows > <Category group> > <Category name> > <Workflow name>.
Click the Export tab.

2. Under Destination, select Screen. Select the Include command data and Include
Java plug-in data check boxesif you want to include Java plug-in data as well.
3. Click Export. The source code for the current workflow is displayed on the screen.

Exporting a workflow to afile

To export aworkflow to afile:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. Click the Export tab.

Note: Click System configuration and wor kflow management > Wor kflows >
<Category group> > <Category name> > <Workflow name>. Click the Export
tab.

2. Under Destination, select File. Complete the fields as follows:

a. Inthe corresponding text box, type the full path and the name of the xml file you
want to export the workflow to.

b. Select thelncludecommand data and Include Java plug-in data check boxesto
include Java plug-in data as well.

3. Click Export. The workflow is exported to the specified xml file.
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Importing a workflow

You can import aworkflow from a specified XML source file. To import aworkflow:

1

2.
3.

4,

Click System configuration and wor kflow management > Wor kflows. The Info
tab is displayed.
Click the Import tab.

Select File and specify the full path and the name of the xml source file to be
imported.

You can import the workflow by doing one of the following:
® Click Import. The workflow isimported from the specified xml file.

® Sdlect Screen. Copy the content of the xml source file into clipboard, and then
paste it onto the Screen editable area.

Displaying the execution history for all workflows
To display the execution history for al the workflows in the system:

1.

2.
3.
4,

Click System configuration and wor kflow management > Wor kflow Executions.
The Execution Overview tab is displayed.

Inthe Find ligt, click All Workflows with executions.
Inthe For the period of list, click the timeinterval you' re interested in.

Click Search. The table below displays the execution history for all of the workflows
with executions available in the system, for the specified period of time.

Displaying the execution history for an individual workflow

To display the execution history for an individual workflow:

1
2.

Click System configuration and wor kflow management > Wor kflow Executions.
Do one of the following:

®* Usetherequest identifier of acertain workflow execution as a search criterion,
and filter the displayed execution data by request ID. To do this, use the edit box
located above the Status column and the ' Filter by request ID button, to
display only the workflow execution whose request ID you' ve entered.

® (Click System configuration and wor kflow management > Wor kflow
Executions > <Workflow name>. The Workflow Execution screen is displayed.

A record is displayed for every execution of the current workflow, and includes data
such as, the request number, the name of the workflow, the date and time of the
execution, the name of the user who made the request, as well as the status of the
execution.

In the case of aworkflow with alonger execution history, you can “filter” the
execution data to be displayed, using a combination of the execution’s date and time,
cluster, pool, and request ID as search criteria.

Search criterion | Description

Date Time The date and time of the workflow execution. You can choose from: last
2h, last 24h, last 48h, last week, last month, last year.

Cluster The cluster the current workflow was assigned to.

Pool The resource pool that supported this workflow’s execution.

Request ID The request identifier of the workflow execution.

Chapter 4: Configuring and using workflows 113



114

Displaying execution details for a workflow

To display the details of a workflow execution:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. In the list, identify the execution whose details you want to
display. The Execution Detailstab is displayed.

Displayed are all the transition executions for the workflow, including their date, time,
and status.

2. Click any of thelisted transition executions to view further levels of detail. The
Transition Execution screen is displayed.

The displayed execution details include the date and time of the executed transition,
the execution status, and the runtime context variables. Also displayed are a number
of command properties, including the command name, the name of the parent
workflow, the command’s description and its status, whether or not it isreversible, its
recovery path, the maximum number of timesto retry it on DO and UNDO modes, as
well as the number of seconds to wait before performing a new retry.

Displaying execution details for an embedded workflow

To display execution details for an embedded workflow:

1. Click System configuration and wor kflow management > Wor kflow Executions >
<Workflow name>. On the Execution History tab, display the workflow execution
history for a certain period of time.

2. Click the execution that you are interested in. The Execution Detailstab is displayed.
Two buttons are available in the right upper corner of this screen, alowing you to
toggle between two displaying modes:

Simpleview mode
In the Transition Execution list, the name of the embedded workflow appearsin
bold and is preceded by the Embedded workflow execution icon, i® This mode
isillustrated in the figure above.

Detail view mode
In the Transition Execution list, the content of the embedded workflow is

expanded, allowing you to view al of the workflows and commands comprising
it. Thismodeisillustrated in the figure below.

3. Click the name of an embedded workflow to view further levels of detail.

The displayed details include the date and time of the executed transition, the
execution status, and the runtime context variables. The details can span multiple

pages.
Deleting the execution history of a workflow

You can del ete the execution history of aworkflow by either:
® Deleting one execution record at atime, or
® Deleting the entire execution history

These procedures are described in the following subsections.
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Deleting one execution record at atime

To gradually delete the execution history of aworkflow:

1. Click System configuration and workflow management > Workflow Executions.
The Execution Overview tab is displayed.

2. IntheFind list, click All Workflows with executions.

3. IntheFor theperiod of list, click the desired time interval.

4. Click Search. Thetableis populated with execution history datafor all of the
workflows, and for the specified period of time.
Each record in this table represents one execution of a certain workflow. For a
workflow that has been executed more than once during the specified period of time,
more execution records are displayed in thislist, differentiated by execution I1Ds, date,
and time.

5. Under Workflow Name, identify the workflow whose execution history you want to
delete, and then click its Delete execution history button 2,

6. When prompted, click OK.

7. If more executions have been performed for the same workflow in the specified time
interval, repeat the steps 2 through 6 for each execution record, until the entire
execution history of the workflow is deleted.

Deleting the entire execution history

To delete the workflow’s entire execution history:
1. Click System configuration and wor kflow management > Wor kflow Executions >
<Workflow name>. The Execution History tab is displayed.

2. Click the ' Delete execution history button, which is located at the top right-hand
corner of the tab.

Configuring device drivers

The device driver abstraction represents different manufacturers’ products and versions,
and each device driver has a make and model number. The device driver abstraction ties
the Deployment Engine workflows to a higher-level abstraction for all data center assets.
For example, all Cisco CSS 11050 switchesin a data center can perform the same action
using the same workflow, which is dependent on the make and model and not the specific
instance.

Each data center device can either inherit al of its workflows from the associated device
driver or can override one or more with its own custom workflows.

This section describes the following procedures:

® Adding anew devicedriver

® Editing the properties of the device driver

® Assigning workflows to the device drivers

® Removing the device driver
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Adding a new device driver

To add anew device driver to the device driver list:

1. Click System configuration and workflow management > Device Drivers >
<Device category>.

2. If the new device driver requires that a new driver subcategory be defined, type the
name of the new subcategory and a brief description for it, and then click Add.

3. IntheDriversin lit, click the category for the new device driver. Type the name of
the new driver, and then click Add.

Editing the properties of the device driver

To edit the properties of the device driver:

1. Click System configuration and workflow management > Device Drivers >
<Device category>. The Device Drivers by Category screen lists al the drivers
available for the selected category.

2. Inthelist, identify the device driver whose properties you want to modify, and then
click its'€' Edit device driver button.

3. Edit the properties of the device driver as required, and then click Save.

Assigning workflows to the device drivers

To learn how to assign workflows to a device driver, refer to the “ Assigning workflows to
adevicedriver” section, described later in this guide.

Removing the device driver

To remove the driver from the device driver list:

1. Click System configuration and wor kflow management > Device Drivers>
<Device category>. The Device Drivers by Category screen lists al of the drivers
availablein the current category.

2. Inthelist, identify the device driver you want to remove, and then click its Delete
devicedriver '& button.

3. When prompted, click OK.

Assigning workflows

Configurations and operations involving various resources managed by Tivoli Intelligent
Orchestrator can be automated using workflows. Workflows can be assigned to
application clusters, resource pools, device drivers, or such data center devices as servers,
switches, load balancers, routers, firewalls, subnets, VLANS, and virtual |Ps managed by
the system.

Each application cluster, resource pool, and data center device can inherit all of its
workflows from the associated device driver or can override one or more workflows with
its own custom workflows.

The following procedures are described:

® Assigning workflows to an application cluster

® Assigning workflows to aresource pool

® Assigning workflows to a data center device
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® Assigning workflowsto a device driver

Assigning workflows to an application cluster
In order for the workflow to be executed in a certain cluster, you need to perform the
following procedures:
® Tagging the workflow with alogical device operation
® Assigning workflows to the cluster

These procedures are described in the following subsections.

Tagging the workflow with a logical device operation

To tag the workflow with alogical device operation:

1. Click System configuration and wor kflow management > Wor kflows >
<Workflow name>. Click the Propertiestab.

2. InthelmplementsLogical Operation list, click thelogical operation you want to tag
the workflow with.

3. Click Save.

If the existing logical operations cannot be used for tagging your workflow, you may need
to define anew logical operation.

Defining a new logical device operation

To define anew logical device operation:

1. Click System configuration and workflow management > L ogical Devices. The
Logical Operations screen lists all the logical operations currently defined in the
system.

2. Click @ Add logical operation. The Logical Operation dialog box is displayed.

3. Typeaunigue name and a brief description for the new logical operation, and then
enter the EJB Proxy class name and method for the new logical operation.

Note: Note that the naming convention for logical operationsis:
<Logical device name>.<Operation name>.
For example, the name of the logical operation for removing afailed server froma
cluster is: Cluster.Remove Failed Server.

4, Click Save.

Assigning workflows to the cluster

To assign workflows to a cluster:

1. Click Customer applications > Customers > <Application name>, and select the
cluster to which you want to assign the workflows. The I nfo tab is displayed.

2. Click the Wor kflows tab. The Workflows by Cluster screen is displayed.

3. IntheLogical Operation list, click the logical operation that triggers the workflow
you intend to add.

4. Inthe Workflow list, click the workflow that you want to add to the cluster.

5. Click Add Selected Wor kflow. The workflow is added to the list of available
workflows for that cluster.

6. Repeat steps 3 through 5 if you want to add more workflows to the cluster.
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Inheriting device driver workflows

Any application cluster can also inherit all of the workflows from an associated device

driver. To have the application cluster inherit the device driver workflows:

1. Click Customer applications> Customers > <Application name>, and select the
cluster which you want to assign the workflows to. Click the Wor kflows tab. The
Workflows by Cluster screen is displayed.

2. IntheDevice Driver list under Device Driver for cluster, click the driver whose
workflows you want the current cluster to inherit.

3. Click Change Device Driver. The workflows belonging to the newly selected driver
are assigned to the cluster.

Assigning workflows to a resource pool

In order for the workflow to be executed in a certain resource pool, you need to perform
the following procedures:

® Tagging the workflow with alogical device operation

® Assigning the workflow to the resource pool

These procedures are described in the following subsections.

Tagging the workflow with a logical device operation

To learn how to tag aworkflow with alogical operation and how to define a new logical
operation, refer to “Tagging the workflow with alogical device operation”.

Assigning the workflow to the resource pool

To assign aworkflow to a resource pool:

1. Click Data center assets and resour ces-> Resour ce Pools, and select the resource
pool which you want to assign the workflow to. Click the Wor kflowstab. The
“Workflows by Resource pool” screen is displayed.

2. IntheLogical Operation list, click the logical device operation that triggers the
workflow you intend to add.

3. Inthe Workflow list, click the workflow that you want to add to the pool.

4, Click Add Selected Wor kflow. The workflow is added to the list of available
workflows for that cluster.

5. Repeat steps 3 and 4 if you want to add more workflows to the pool.

Inheriting device driver workflows

Any resource pool can also inherit all of the workflows from an associated device driver.

To have the pool inherit the device driver workflows:

1. Click Data center assets and resour ces > Resour ce Pools, and select the resource
pool to assign to the workflows. Click the Wor kflows tab. The Workflows by
Resource pool screen is displayed.

2. IntheDevice Driver list under Device Driver for Spare Poal, click the driver whose
workflows you want the current pool to inherit.

3. Click Change Device Driver. The workflows belonging to the selected device driver
are assigned to the resource pool.
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Assigning workflows to a data center device

Workflows can be assigned to the following data center devices. servers, switches, load
balancers, routers, firewalls, subnets, VLANS, virtual |Ps, boot servers, and blade servers.
In order for the workflow to be executed in the specified data center device, you need to
perform the following procedures:

® Tagging the workflow with alogical device operation
® Assigning workflows to the data center device

These procedures are described in the following subsections.

Tagging the workflow with a logical device operation

To learn how to tag a workflow with alogical operation and how to define a new logical
operation if required, refer to: “ Tagging the workflow with alogical device operation”.

Assigning workflows to the data center device

To assign workflows to a data center device:

1. Click Data center assets and resources > Inventory > <Device Group> > <Device
name>, and click the Wor kflows tab. The Workflows by <Device name> screenis

displayed.
2. IntheLogical Operation list, click the logical operation for the workflow you are
interested in.

3. IntheWorkflow list underneath, click the workflow to be assigned to the device.
Click Add Selected Wor kflow. The workflow is added to the list of al workflows
that are currently assigned to that data center device.

4. |f necessary, repeat steps 2 and 3 to assign other workflows to this device.

Inheriting device driver workflows
Any data center device can also inherit all of the workflows from an associated device
driver. To have the data center device inherit the device driver workflows:

1. Click Data center assets and resources > Inventory > <Device Group> > <Device
name>, and select the device which you want to assign the workflows to. Click the
Workflows tab.

2. IntheDevice Driver list under Device Driver for <Device name>, click the driver
whose workflows you want to add to the current data center device.

3. Click Change Device Driver. The workflows belonging to the selected device driver
are assigned to the device.
Assigning workflows to a device driver

Workflows can be assigned to every supported device driver. A number of predefined
workflows triggered by logical device operations are available.

In order for the workflow to be executed in the specified device driver, you need to
perform the following procedures:

® Tagging the workflow with alogical device operation
* Assigning workflowsto the device driver

These procedures are described in the following subsections.
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Tagging the workflow with a logical device operation

To learn how to tag a workflow with alogical operation and how to define a new logical
operation if required, refer to: “ Tagging the workflow with alogical device operation”.

Assigning workflows to the device driver

To assign workflows to the device driver:

1. Click System configuration and workflow management > Device Drivers >
<Devicedriver name>, and click the Wor kflows by Device Driver tab.

2. IntheLogical Operation list, click the logica operation for the workflow you are
interested in.

3. IntheWorkflow list underneath, click the workflow to be assigned to the specified
device driver.

4. Click Add Selected Workflow. The workflow is added to the list of all workflows
that are currently assigned to that driver.

5. If necessary, repeat steps 2 through 4 to assign other workflowsto this driver.

Managing the Deployment Engine
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You can manage Tivali Intelligent Orchestrator’s Deployment Engine (DE) in either of the
following ways:
® Through the Web-based user interface, accessing the System configuration and

wor kflow management > Configuration menu, or

®*  Through a number of SOAP commands that can be used with the Command box in
the Web-based interface

This section provides information on how to start or stop the Deployment Engine through
the Web-based user interface, accessing the System configuration and wor kflow
management -> Configuration menu. To do this:

1. Click System configuration and workflow management > Configuration. The
Data Center Configuration screen is displayed.

2. The status of the Deployment Engine (running or stopped) is displayed on the lower
half of the Configuration tab. If DE isrunning, asillustrated above, you can click the
Sop Deployment Engine & button to stop it. If DE is stopped, click the Start
Deployment Engine ¥ button to start it.
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Chapter 5. Configuring Java plug-ins, simple commands, and
logical device operations

Creating, configuring, and managing Java plug-ins, simple commands, and logical device
operations are required to configure, customize, and successfully execute various
workflows, so asto meet any data center process requirement.

A Javaplug-in isthe Java class that contains the interface or the protocol code that will
interact with the devices in the data center, including the Tivoli Intelligent Orchestrator. A
simple command is awrapper for a Java plug-in; describing the plug-in’sinput and output
requirements through its variabl es.

The simple commandis awrapper for the Javaplug-in
N\

Inputparameter

|

Outputparameter

Inputparameter The plug-in is a Javaclass

Outputparameter
Inputparameter /

- J

Figure 17. A simple command seen as a wrapper for a Java plug-in

The wrapper structure exists to create custom commands in which only the simple
command’s parameters have changed. You can have more than one simple command
defining variables for the same Java plug-in. The simple command performs an action on
the external environment, such as adding or removing a server, installing an application on
aserver, saving the configuration of aload balancer, and so on. A linked list of commands
constitutes a workflow.

This chapter includes information the following information:
® Configuring Javaplug-ins

® Configuring simple commands

® Configuring logical device operations

Configuring Java plug-ins
This section describes the following procedures:
® Displaying Java plug-in datain simple view and detail view modes
® Removing the Java plug-in
® Importing the Java plug-in
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Displaying Java plug-in data in simple view and detail view
modes

To display Java plug-in datain simple view and detail view modes:

1. Click System configuration and wor kflow management -> Java Plug-ins. The

Java Plug-instab is displayed. In thelist, select the plug-in you are interested in. The
Info tab is displayed.

Or:

Click System configuration and wor kflow management -> Java Plug-ins -><Java
plug-in name>. TheInfo tab is displayed.

Two displaying modes are available:

Simple view mode

Displaysdatafor the selected Java plug-in, such asits name, description, and class
name. This modeisillustrated in the preceding figure.

Detail view mode

In addition to the data displayed in the simple view mode, the detail view mode

aso lists all of the simple commands using this Java plug-in. Thismodeis
illustrated in the following figure.

Removing the Java plug-in

To remove the Java plug-in from the list of al available Java plug-ins:

Note:  You will not be allowed to remove a Java plug-in that is referenced by other
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workflows, simple commands, or logical device operations.

1. Click System configuration and workflow management -> Java Plug-ins. The
Java Plug-instab displays all the plug-ins currently available in the system.

T —

ks e e o b
vl p e e o S b

[ S e AT & T ]

[ b S T B R

P s v g T ] -

Srmn
Farrare B min - Jon e e e e e sl e
e
B e FE 3
PR B IO L T R b
A I L
=y
Sy A R Y ST N RN TR R N ST L N W
ki e
........ T e e L
T R e
Ttani illin i [l i PR o ol bt g il 0 e BT DL i el i s
R R AR B A o D

B Wt sy s s s B R I | S R L T

(38303833383 838 305833

2. Inthelist, identify the Java plug-in you want to remove, and then click its & Delete
Java plug-in button.

3. When prompted, click OK.

Note: A Javaplug-in that is used by aworkflow with execution history cannot be
modified unless you delete the workflow’s execution history. For more
information on how to delete the execution history of aworkflow, refer to the
“Deleting the execution history of aworkflow” section, described earlier in the
“Configuring and using workflows” chapter of this guide.

Importing the Java plug-in
To import the Java plug-in:

1. Click System configuration and workflow management -> Java Plug-ins. The
Java Plug-instab is displayed. Click the Import tab.
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2. Under Source, select File. Specify the full path and the name of the xml sourcefileto
import and click Import. The plug-in isimported from the specified xml file.

Or:
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Under Sour ce, select Screen. Copy the content of the xml source file into clipboard,
and then paste it onto the Screen editable area.

Configuring simple commands
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This section describes the following procedures:

® Displaying simple command datain simple view and detail view modes
® Adding anew simple command

® Editing the simple command properties

®  Setting up the command’s variables

®* Removing the simple command

® Cloning the simple command

® Executing the simple command

® Exporting the simple command

® Importing the simple command

Displaying simple command data in simple view and detail view
modes

To display the properties of the simple command in simple view and detail view modes:

1. Click System configuration and workflow management -> Simple Commands.
The Simple Commandstab is displayed. Select the simple command you are
interested in. The Info tab is displayed.

Or:

Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. The Info tab is displayed.

v ey vk T ke Peal Babie

Two displaying modes are available:

Simple view mode
Displays data for the selected simple command, such as the command name and
description, whether or not it is approved and reversible, the name and the
description of its Java plug-in. Also provided is a button for executing the simple
command. This mode isillustrated in the figure above.

Detail view mode
Lists the simple command data displayed in the simple view mode and lists all of
the workflows using this command. This modeisillustrated in the following
figure.
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Adding a new simple command

To add a new simple command:

1. Click System configuration and workflow management -> Simple Commands.
The Simple Commands tab displays all the commands available in the system.
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2. Click the Add simple command @ putton. The Simple Command Property dialog
box is displayed.

3. Inthe Nameand Description text boxes, type a unique name and a brief description
for the new command. In the Java plug-in list, click the plug-in for the new
command. In the Category list, click a category for the new command. Select the
Approved check box if the new command is approved and can be executed.

4, Click Save.

To complete the process of creating the new simple command, you also need to edit the
command’s properties and set up its variables, as described in the following sections.
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126

Editing the simple command properties

To edit the properties of the simple command:

1. Click System configuration and workflow management -> Simple Commands.
The Simple Commandstab lists all the simple commands currently available.
2. Inthelist, identify the command whose properties you want to edit. Click the M odify
simple command button ''. The Simple Command Property dialog box is displayed.
Or:
Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. Click the Propertiestab. The Simple
Command Property dialog box is displayed.
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3. Edit the command properties as required.
4. Click Save.

The next step in creating the new simple command is to set up the command’s variables,
as described in the following section.

Setting up the command’s variables

For every ssimple command defined in the system, you must manage a set of variables.
Setting up variables for acommand means:

Adding anew variable

Editing the properties of an existing variable
Removing the variable

M apping the command’s variables

These procedures are described in the following subsections.

Adding a new variable

To add a new variable to the current command:
1. Click System configuration and wor kflow management -> Simple Commands ->

<Group name> -> <Simple command name>. Click the Variables tab.
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In the Name text box, type the name of the new variable you want to add. Select the
Required check box if you want the new variable to be input for the command. Select
the Published check box if you want the new variable to be output for the command.
type the default value for the new variable in the corresponding text box. In the
Description text box, type a brief description for the new variable.
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3.

Click Add. The newly defined variable is added to the variable list.

Editing the properties of an existing variable

To edit the properties of an existing variable:

1.

3.
4,

Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. Click the Variablestab. The “Simple
Command: <Simple command name>" screen is displayed.

Inthelist, find the variable whose properties you want to edit. Click the Edit variable
button '€, The fields corresponding to this variable become editable, as shownin the
figure below:

e

Edit the properties of the variable as required.
Click Save. The properties of the variable are updated in the variablelist.

Removing the variable

To remove a variable from the current command:

1

2.

3.

Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. Click the Variables tab.

In the variable Iis_t_, find the variable you want to remove, and then click its Delete
variable button ‘2!,

When prompted, click OK.

Mapping the command’s variables

To learn how to map the command'’s variables to workflow variables, refer to the
“Mapping the command variables’ section, described earlier in the “ Configuring and
using workflows” chapter of this guide.

Removing the simple command

To remove the simple command from the list of all available commands:

Note: You will not be allowed to remove a simple command that is referenced by other

1

2.

3.

workflows, Java plug-ins, or logical device operations.
Click System configuration and wor kflow management -> Simple Commands.
The Simple Commandstab lists all the simple commands currently available.

In thelist, identify the command you want to remove, and then click its Delete smple
command button ',

When prompted, click OK.

Note: A simple command that is used by a workflow with execution history cannot be

modified unless you delete the workflow’s execution history. For more
information on how to delete the execution history of aworkflow, refer to the
“Deleting the execution history of aworkflow” section, described earlier in the
“Configuring and using workflows’ chapter of this guide.
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Cloning the simple command

To clone the simple command:

1. Click System configuration and workflow management -> Simple Commands.
The Simple Commands tab displays all the commands available in the system.
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2. Inthelist, identify the command you want to clone, and then click its @ Clonesimple
command button. The “ Simple Command: Copy of <Simple command name>"
screen is displayed.
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3. Typeaunique name for the cloned simple command, and edit its properties as
required.
4. Click Save.

To finish the process of cloning the simple command, you must a so set up the command’s
variables, as described earlier, in the Setting up the command’s variables section.

Executing the simple command

To execute the simple command:

1. Click System configuration and wor kflow management -> Simple Commands.
The Simple Commands tab displays all the commands available in the system.

2. Inthislist, identify the smple command that you want to execute. Click the &
Execute ssmple command button. The Execute tab is displayed.

Or:
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3.

Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. The Info tab is displayed. Click the
& Execute command button. The Execute tab is displayed.
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Type the required values, then click Execute.

Exporting the simple command

With the Tivoli Intelligent Orchestrator, a simple command can be exported either to the
screen for viewing purposes or to a specified file, as follows:

If exported to the screen, the command’s source code is displayed on your screen in
the form of an unalterable XML file.
If exported to afile, the command is saved at a specified location as an XML file that

can be used for later environment builds or can be easily shared with other users. By
default, the XML fileis saved on the Tivali Intelligent Orchestrator server.

Exporting a simple command to the screen

To export asimple command to the screen:

1.

Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. Click the Export tab.
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Under Destination, select Screen. Select the I nclude Java plug-in data check box if
you want to include Java plug-in information.

Click Export. The source code for the current simple command is displayed on the
screen.
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Exporting a simple command to a file

To export asimple command to afile:

1. Click System configuration and wor kflow management -> Simple Commands ->
<Group name> -> <Simple command name>. Click the Export tab.
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2. Under Destination, select File. In the corresponding text box, type the full path and
the name of the xml file you want to export the ssmple command to. If required, select

the Include Java plug-in data check box.

3. Click Export. The smple command is exported to the specified xml file.

Importing the simple command

You can import a simple command from a specified XML source file. To import asimple

command:

1. Click System configuration and wor kflow management -> Simple Commands.

Click the Import tab.
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2. Under Source, select File. In the nearby box, specify the full path and the name of the
xml source file to be imported and click Import. The smple command is imported
from the specified xml file.

Or:

Under Sour ce, select Screen. Copy the content of the xml source file into the
clipboard, and then paste it onto the Screen editable area.

Configuring logical device operations

This section describes the following procedures:

* Displaying logical device operationsin simple view and detail view modes
® Adding anew logical device operation

® Editing the properties of the logical device operation

® Setting up variables for the logical device operation

® Executing the logical device operation

®* Removing the logical device operation

® Exporting the logical device operation

® Importing the logical device operation

Displaying logical device operations in simple view and detail
view modes

To display the logical device operation in simple or detail view modes, follow the steps:

1. Click System configuration and wor kflow management -> L ogical Devices. The
Logical Operationstab isdisplayed. In thelist, select the logical device operation
you are interested in. The Info tab is displayed.

Or:
Click System configuration and wor kflow management -> L ogical Devices ->
<L ogical device name> -> <L ogical oper ation name>. The I nfo tab is displayed.
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Two displaying modes are available:

Simpleview mode
Displays the logical operation’s name, description, EJB Proxy class name, and
EJB Proxy class method, asillustrated in the figure above.

Detail view mode
Lists the data displayed in the simple view mode and lists all the workflows that
implement this logical device operation. This mode isillustrated in the following
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Adding a new logical device operation

To add anew logical device operation:

1. Click System configuration and wor kflow management -> L ogical Devices. The
L ogical Oper ationstab displays all the logical device operations currently defined in
the system.
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Or:
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Click System configuration and wor kflow management > L ogical Devices >
<L ogical Device name>. The Logical Operations by <Logical Device name> screen
is displayed.
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2. Click the@ Add logical operation button. The Logical Operation Datadialog box is
displayed.

3. Typeaunique name and a description for the new logical operation, and then type the
EJB Proxy class name and method for the new logical operation.

4, Click Save.

To complete the process of creating the new logical device operation, you also need to edit
the logical operation’s properties and set up its variables, as described in the following
sections.

Editing the properties of the logical device operation

To edit the properties of the logical device operation:

1. Click System configuration and wor kflow management -> L ogical Devices. The
Logical Operationstab isdisplayed. In thelist, identify the logical operation whose
properties you want to edit, and then click the 2' M odify logical operation button.
The Logical Operation Datadialog box is displayed.

Or:

Click System configuration and wor kflow management > L ogical Devices >
<Logical device name> > <L ogical operation name>. Click the Propertiestab. The
Logical Operation Data dialog box is displayed.
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2. Edit thelogical operation’s properties, as required.
3. Click Save.

The next step in creating the new logical operationisto set up itsvariables, as describedin
the following section.
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Setting up variables for the logical device operation
For every logical device operation defined in the system, you must manage a set of
variables. Setting up variablesfor alogical operation means:
® Adding anew variable
® Editing the properties of an existing variable
® Removing the variable
These procedures are described in the following subsections.

Adding a new variable

To add a new variable to the current logical device operation:

1. Click System configuration and workflow management > L ogical Devices >
<Logical device name> > <L ogical operation name>. Click the Variables tab.

2. Inthe corresponding text boxes, type the name and a brief description for the new
variable you want to add.

3. Click Add. The newly defined variable is added to the logical operation’svariable list.

Editing the properties of an existing variable
To edit the properties of an existing variable:

1. Click System configuration and workflow management > L ogical Devices >
<Logical device name> > <L ogical operation name>. Click the Variables tab.

2. In t_hga variablelist, find the variable whose properties you want to edit, and then click
its'€' Edit variable button. Thefields corresponding to this variable become editable,
as shown below:

3. Edit the properties of the variable as required, and then click Save.

Removing the variable

To remove a variable from the current logical device operation:

1. Click System configuration and wor kflow management > L ogical Device >
<Logical device name> > <L ogical operation name>. Click the Variables tab.

2. Inthelist, find the variable you want to remove, and then click its & Delete variable
button.

3. When prompted, click OK.
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Executing the logical device operation
To execute the logical device operation:

1

Click System configuration and wor kflow management > L ogical Device >
<Logical device name> > <L ogical operation name>. The Info tab is displayed.
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Click the ® Execute operation button. The Execute tab displays alist with the input
variables that are required for the execution.

Specify the variable values that are required for the operation execution, and then
click Execute. Your request for executing the logical operation is processed, and the
execution isinitialized.

When the Devi ce. Execut eCommand and Devi ce. CopyFi | e logical operation
use secure shell when they are run, the Tivoli Intelligent Orchestrator server may not be
running as the user that the remote machine is expecting according to its SSH key. To
convert the identity to the proper user for accessing the remote machine, perform the
following steps:

1

AN

Select System configuration and wor kflow management
Select Configuration

Select Variables

Add a new variable with these properties:

Key: DeploymentCurrentUser

Component: Deployment engine
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Value: Type your current Tivoli Intelligent Orchestrator user name

Select Inventory

Select Servers

Select the server that the Tivoli Intelligent Orchestrator isinstalled on
Choose the Credentials tab

Create or select the client SAP and the password credential s to use

10 Edit the password credentials as required

11. Inthe Usernamefield, type the user name that the remote host is expecting

© o N>

Removing the logical device operation
To remove the logical device operation:

Note: You will not be allowed to remove alogical device operation that is referenced by
other workflows, simple commands, or Java plug-ins.

1. Click System configuration and workflow management -> L ogical Devices. The
Logical Operationstab listsall the logica device operations currently defined in the

system.
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Or:

Click System configuration and wor kflow management > L ogical Devices >
<Logical Device name>. The Operations by Logical Device screen is displayed.

2. Inthelist, identify the logical operation that you want to remove, and then click its &
Delete logical operation button.

3. When prompted, click OK.

Exporting the logical device operation

A logical device operation can be exported either to the screen for viewing purposes or to
aspecified file, asfollows:

* |f exported to the screen, the logical operation’s source code is displayed on your
screen in the form of an unalterable XML file.
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* |f exportedto afile, thelogical device operationissaved asan XML file at a specified
location. By default, the XML fileis saved on the Tivali Intelligent Orchestrator’s
server.

Exporting a logical device operation to the screen

To export alogical device operation to the screen:

1. Click System configuration and wor kflow management > L ogical Devices >
<Logical device name> > <Logical operation name>. Click the Export tab.
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2. Under Destination, select Screen.
3. Click Export. The operation’s source code is displayed on the screen.
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Exporting alogical device operation to afile

To export alogical device operation to an xml file:

1. Click System configuration and workflow management -> L ogical Devices ->
<L ogical device name> > <L ogical operation name>. Click the Export tab.

2. Under Destination, select File. Typethe full path and the name of the xml file that the
logical operation will be exported to.

3. Click Export. Thelogical operation is exported to the specified xml file.

Importing the logical device operation

You can import alogical device operation from a specified xml source file. To do this:

1. Click System configuration and workflow management -> L ogical Devices. Click
the Import tab.
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2. Under Source, select File. Specify the full path and the name of the xml sourcefileto
be imported, and click Import. Thelogical operation isimported from the specified
xml file.

Or:

Under Sour ce, select Screen. Copy the content of the xml source file into clipboard,
and then paste it onto the Screen editable area.
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Chapter 6. Generating reports

The Tivoli Intelligent Orchestrator has the ability to generate a variety of reports that can
be sent to the printer or into PDF files. The Tivoli Intelligent Orchestrator’s reporting
engine is used to generate dynamic content: its main purpose is to create page-oriented,
ready-to-print reports, in a simple and flexible manner.

The Tivali Intelligent Orchestrator organizes data retrieved from the Data Center Model
database according to the report design defined in an XML file. The report design
represents atemplate that is used by the reporting engine to deliver dynamic content to the
printer or to the screen.

Note: For apractical example of the report design defined for the Inventory report, refer
to the “ Defining the report design in an XML file: a case study” appendix,
described later in this guide.

This chapter elaborates on the following:
® Displaying reports

® Report layout

® List of available reports

Displaying reports
To display any of the generated reports:
1. Click Reports-> <Report name>. Adobe Acrobat islaunched, and the sel ected report

is displayed on the screen.
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Figure 18. The Tivoli Intelligent Orchestrator displaying a report

Use the buttons on the Acrobat toolbar to send the displayed report to the printer or save it
asaPDFfile.
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Report layout

The report design defines the content and the layout of the report’s sections. The report
layout includes the sections illustrated in the figure below:

Title
I _ Y
.,:' ferepry by Custormer - i = T Il
(LT TR " E B T T T
Page +‘* ’ T
header Theaw mw 5 Clidemsmns mwl 1] Sereens on e g goapadd by Clnisre
Hamm The mwees - o ot |8 L e O e pRapEd Do
4—_ Summary
Column

header
ﬂﬂ!‘; P | b Sy
- i -
Vi dcs -
i e a=i
- i " -

Group __ ol e

header IIIII L] &
. = ey S
Detail A d e i
i arid 3 - = —
Group — T g - -
footer
Page T

footer

Figure 19. The report layout
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List of available reports

This section provides a brief description of the content of each type of report the Tivoli

Intelligent Orchestrator can generate. The following hierarchy of report categoriesis

described:

Wor kflows

* All Commands

® Smple Commands

® Deployment Drivers
*  \Workflows

[

Deployment Variables

Customer Applications

Applications
Clusters

Servers by Cluster
Servers by Customer

Inventory

® &6 06 06 06 06 O 0 0 0 0 0 0 o o

All Servers

Servers by Pool
Inventory

Complete Inventory
Maintenance Pool

Load Balancers
Network Interfaces
Routing Information
Subnetworks

VLANSs and Subnetworks

sage

Recommendations

Detailed Server Usage by Application
Server Usage Summary by Application
Server Usage Summary by Cluster
Server Usage Summary by Pool

Detailed Server Usage Summary by Pool

The reports are described in more detail in the following sections.
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Workflows

All Commands

This report provides data on all of the currently available simple commands and
workflows, grouped by name. The workflows are preceded by a\/V icon.
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The following datais displayed:

Data Description

Command Name The simple command or workflow’s unique name.

Command Description | A brief description for the simple command or workflow.

Update The number of times the simple command or workflow has been
updated.

Last Update The date and time of the last update.

Updated By The name of the system component or operator who performed the
update.

Note: The Generatereports@ button, which is provided on every report page, enables
you to automatically generate all of the reports and update all PDFs with latest
data.
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Simple Commands

This report provides data on all of the currently available simple commands, grouped by
command name. Simple commands that are not available are marked in red.
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The following datais displayed:

Data Description

Command Name The simple command’s unigque name.

Command Description | A brief description for the simple command.

Update The number of times the simple command has been updated.

Last Update The date and time of the last update.

Updated By The name of the system component or operator who performed the
update.

Java Plug-in Used The simple command’s Java plug-in.

Deployment Drivers

Thisreport provides dataon all of the currently available drivers, grouped by driver name.
Driversthat are not available are marked in red.
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The following datais displayed:

Data

Description

Driver Name

The deployment driver’s unique name.

Driver Description

A brief description for the driver.

Driver Type The driver type.
Class Used The driver class name.
Workflows

This report provides dataon all of the currently available workflows, grouped by
workflow name. Workflows that are not available are marked in red.
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The following datais displayed:

Data

Description

Workflow Name

The workflow’s unigue name.

Workflow Description

A brief description for the workflow.

Update

The number of times the workflow has been updated.

Last Update

The date and time of the last update.

Updated By

The name of the system component or operator who performed the

update.
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Deployment Variables

This report provides data on all of the variables currently used by the simple commands

and workflows.
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The following datais displayed:

Data

Description

Variable Name

The variabl€’'s name.

Variable Description

A brief description for the variable.

Required Whether or not the variableis input for the simple command or work-
flow.

Published Whether or not the variable is output for the simple command or work-
flow.

Default Value The variable's default value.

Customer Applications

Applications

This report provides data on all of the currently available applications, grouped by
customer name.
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The following datais displayed:

Data Description

Application Name The application’s unigue name.

SL O Description A brief description for the application’s Service Level Objective

(SLO).

SLO vaue The SLO value.
Clusters
This report provides dataon all of the currently available clusters, grouped by customer
name.
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The following datais displayed:

Data Description

Cluster ID The cluster’s numeric identifier.

Cluster Name The cluster’s unique name.

Cluster Type The cluster’s type, for example, iis, apache, weblogic, websphere,
sendmail, and so on.

App. Name The name of the application that the cluster belongs to.

OS Name The cluster’s operating system.

Resource Pool The resource pool for the cluster.

Min. Servers The minimum number of serversfor the cluster.

Max. Servers The maximum number of serversfor the cluster.

IP Address The cluster’s |P address.

VLAN The cluster’s VLAN.
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Servers by Cluster

This report provides data on all of the currently available servers, grouped by cluster
name. The serversin maintenance or in failed mode are marked in red.
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The following datais displayed:
Data Description
Server ID The server’'s numerical identifier.
Server Name The server’s unique name.
OS Name The server’s operating system.
Cluster Name The name of the cluster the server is assigned to.
Application Name | The name of the application the cluster belongs to.
Status The server’s current status: available, dedicated, or overflow.

Servers by Customer

This report provides data on all of the currently available servers, grouped by customer
name. The serversin maintenance or in failed mode are marked in red.
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The following datais displayed:

Data

Description

Server ID

The server’s numerical identifier.

Server Name

The server’s unique name.

OS Name

The server’s operating system.

Cluster Name

The name of the cluster the server is assigned to.

Application Name

The name of the application that the cluster belongs to.

Status

The server’s current status: available, dedicated, or overflow.

Inventory

All Servers

This report provides dataon al of the currently available servers, grouped by pool name.
The serversin maintenance or in failed mode are marked in red.

T | e | Bl
|
L
.
i
|
a

| mpmi |
|
1

The following datais displayed:

Data

Description

Server ID

The server’s numerical identifier.

Server Name

The server’s unique name.

OS Name

The server’s operating system.

Cluster Name

The name of the cluster that the server is assigned to.

Application Name

The name of the application that the cluster belongs to.

Status

The server’s current status: available, dedicated, or overflow.
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Servers by Pool

This report provides data on all of the currently available servers, grouped by pool name.
The serversin maintenance or in failed mode are marked in red.

R R
a ma

N — o
!.-p.... PAELT - fu TREE LR RCT R Bl BT '-.r-!_
||-m"'-"_.-ﬁ ..... 1| |
."— e e e ey i el i e e
i | . |
S T T T T T
; E_H_:‘. = =
i = = —
E
N
'[!!_ o — = B

The following datais displayed:

Data Description

Server ID The server’'s numerical identifier.
Server Name The server’s unique name.

OS Name The server’s operating system.

Cluster Name The name of the cluster that the server is assigned to.

Application Name
Status

The name of the application that the cluster belongs to.

The server’s current status: available, dedicated, or overflow.

Inventory

Thisreport provides data on al of the hardware assets and resources currently managed by
the system, including servers, switches, load balancers, subnetworks, and VLANS.
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The following datais displayed:

Data

Description

ID

The numerical identifier of the item.

Name

The unique name of the item.

Complete Inventory

This report provides data on the complete inventory currently managed by the system,

including customer accounts, applications, clusters, servers, network interfaces, NICs,
switches, switch fabrics, load balancers, VLANS, device drivers, and so on.
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The following datais displayed:

Data Description

ID

The numerical identifier of the item included in the inventory.

Name The name of the inventoried item.

Maintenance Pool

This report provides data on all of the resources and hardware assets that are currently in
the maintenance pool. These items are no longer managed by the system.
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The followi

ng datais displayed:

Data Description
ID The numerical identifier of the item in maintenance.
Name The unique name of the item in maintenance.

Load Balancers

This report provides dataon all of the load balancers that are currently managed by the
system. Also listed are the clusters that use the load balancers.
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The following datais displayed:

Data

Description

Cluster Name

The name of the cluster that uses the load bal ancer.

Virtual |P Address The load balancer’s virtual |P address.

Network Interfaces

This report provides dataon all of the currently available network interfaces, grouped by
the server that uses them.
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The following datais displayed:

Data Description

Name The network interface’s name.

IP Address The |P address for the network interface.

NIC The NIC for the network interface.

Subnetwork The subnetwork |P address for the network interface.

Managed An indicator of whether the network interface is intended for manage-
ment purposes.

Failed An indicator of whether or not the network interface is handled by the
Fault Management System.

Routing Information

This report provides routing information per cluster.
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The following datais displayed:

Data Description

Subnetwork P The subnetwork’s | P address.

Netmask The network’s mask.

Gateway |P The IP address of the gateway.

Default An indicator of whether the gateway for this route is the default one.
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Subnetworks

Thisreport provides data on all the subnetworks currently managed by the system.
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la

Data Description

Subnet ID The subnetwork’s numerical identifier.
IP Address The subnetwork’s | P address.

Mask The subnetwork’s mask.

VLANS and Subnetworks

This report provides data on all of the VLANs and subnetworks currently managed by the
system.
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The following datais displayed:
Data Description
VLAN Number The VLAN number.
Subnet |P Address The IP address for the subnetwork.
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Data Description

Mask The subnetwork’s mask.

Usage

Recommendations

This report shows the recommendations made and conditions that resulted in the
decisions. The conditions include the number of servers available in the pool, the number
of servers used by the cluster, the application priority, the CPU utilization, and an
Estimated Breach Probability (EBP) before and after the recommendation.
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The following datais displayed:

Data Description

Recommendation | The recommendation type, for example, add or remove server.

Delta The number of deployed servers. Negative values are used for the removed
servers.

Available The number of servers available in the pool.

Cluster Name The name of the cluster that the deployed servers belong to.

Servers Used The number of used servers.

CPU Utilization The CPU utilization.

EBP Before The estimated breach probability before the recommendation
EBP After The estimated breach probability after the recommendation.
Creation Time The recommendation’s date and time.
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Detailed Server Usage by Application

Thisreport shows the usage of the overflow servers over the past fourteen days. It displays
the number of times the server is used, the usage time, and the totals per application.
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The following datais displayed:

Data Description

Deployment Action The type of deployment action: overflow servers added to or removed
from the application.

Start Time The date and start time for the deployment action.

Finish Time The date and end time for the deployment action.

Usage The usage time per deployment action.

Number of Usages Total number of usages per overflow server.

Usage Time Total usage time per overflow server.

Total Number of Usages | Total number of overflow server usages per application.

Total Usage Time Total usage time per application.
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Server Usage Summary by Application

This report summarizes the usage of the overflow servers over the past fourteen days. For
each server, the report displays the number of times the server is used, the usage time, the
percentage of usage, maximal usage time, minimal usage time, and average usage time.

Also displayed are the total number of overflow server usages and the total usage time per

application.
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The following datais displayed:

Data

Description

Number of Usages

The number of times the overflow server has been used.

Usage Time The usage time for the overflow server.
Percentage Used The usage percentage for the overflow server.
Maximal Usage The maximal usage time for the overflow server.
Minimal Usage The minimal usage time for the overflow server.
Average Usage The average usage time for the overflow server.

Total Number of Usages

The total number of overflow server usages per application.

Total Usage Time

The total usage time per application.

Percentage Used

Thetotal percentage for overflow server usage per application.
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Server Usage Summary by Cluster

Thisreport shows the usage of the overflow servers, grouped by cluster. For each overflow
server, the report displays the number of times the overflow server is used and the usage
time. Also displayed are the total number of overflow server usages and the total usage

time per cluster.
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The following datais displayed:

Data Description

Deployment Action Thetype of deployment action: overflow servers added to or removed
from acluster.

Start Time The date and start time for the deployment action.

Finish Time The date and end time for the deployment action.

Usage The usage time per deployment action.

Number of Usages

Total number of usages per overflow server.

Usage Time

Total usage time per overflow server.

Total Number of Usages

Total number of overflow server usages per cluster.

Total Usage Time

Total usage time per cluster.
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Server Usage Summary by Pool

This report summarizes the usage of the overflow servers over the past fourteen days. For
each overflow server, the report displays the number of timesthe server is used, the usage
time, the percentage of usage, the maximal and minimal usage time, and the average usage
time. Also displayed are the total number of overflow server usages and the total usage

time per pool.
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The following datais displayed:
Data Description
Number of Usages The number of times the overflow server has been used.
Usage Time The usage time for the overflow server.
Percentage Used The usage percentage for the overflow server.
Maximal Usage The maximal usage time for the overflow server.
Minimal Usage The minimal usage time for the overflow server.
Average Usage The average usage time for the overflow server.
Total Number of Usages | The total number of overflow server usages per pool.
Total Usage Time The total usage time per pool.
Percentage Used The total percentage for overflow server usage per pool.
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Detailed Server Usage Summary by Pool

This report shows the usage of the overflow servers over the past fourteen days. For each
overflow server, the report displays the number of timesthe server is used, the usage time,
and the percentage of usage. Also displayed are the total number of overflow server

usages and the total usage time per pool.
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Thefollowing datais displayed:

Data Description

Deployment Action Thetype of deployment action: overflow serversadded to or removed
from a cluster.

Start Time The date and start time for the deployment action.

Finish Time The date and end time for the deployment action.

Usage The usage time per deployment action.

Number of Usages

Total number of usages per overflow server.

Usage Time

Total usage time per overflow server.

Percentage Used

Total percentage used per overflow server.

Total Number of Usages

The total number of overflow server usages per pool.

Total Usage Time

The total usage time per pool.

Percentage Used

Thetotal percentage of overflow server usage per pool.

Chapter 6: Generating reports

159



160  1BM Tivoli Intelligent Orchestrator: Operator’s Guide



Chapter 7. SOAP commands available through command line

The Tivali Intelligent Orchestrator provides a command-line interface for the data center
operators who prefer to access the system’s internal properties (attributes) and operations
(methods) using the command line. This chapter provides reference information for the
SOAP scripts that can be used with the command-line interface, and for the SOAP
commands that can be used with the Web-based interface, through the Command box.

The Web interface allows short-names for the WebUI services, whereas the soapcli
command line requiresthe full WDSL URL. The following URL can be used to retrieve a
list of supported SOAP services and URLSs:

http:// host nane: port/tcSoap/ wsdl

Note: For more information about the terms and abbreviations that are used in this
chapter, refer to the “ Glossary” provided later in this guide.

The following information is included:

®  SOAP scripts available through the command-line interface

®  SOAP commands available through the Web-based interface

® SOAP commandsinitiating device functions

SOAP scripts available through the command-line interface

The $HOME/tools/soap directory contains a number of scripts, .cmd files for Windows
environments and .sh files for UNIX environments, that execute predefined SOAP
commands.

To execute these commands, you should:

1. LogontotheTivali Intelligent Orchestrator server as user thinkcontrol.

2. Open aCommand prompt or Telnet window.

3. Click the tools/soap directory.

4. Run the script with specific parameters, as specified in the following table.

The commands can also be run on any machine other than the Tivoli Intelligent
Orchestrator server. To do this, the SOAP client must include a set of lightweight java

libraries and commands that can be used to invoke the service from any client machine.
The required libraries are:

* Jji2eejar
®* /mail.jar
* /gnamejar
® /soap.jar
* Jwsdl4j.jar
* Jwsif.jar

® /xercesjar
® /tccommandlinejar
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Use the following Web address to download the WSDL file from the Tivoli Intelligent
Orchestrator server: htt p: // host name: port/t cSoap/ wsdl .

If you invoke a SOAP client from any machine other than the Tivali Intelligent
Orchestrator server, you need to make sure you modify the endpoint of the WSDL to point
to the Tivoli Intelligent Orchestrator server host rather than the local host. For details, see
XXX_Servicewsdl.

Table 2.

For details on the specific syntax of some of the available SOAP commands, refer
to the “ SOAP command syntax reference” appendix, later in this guide.

SOAP scripts available through the command-line interface

Script (.sh or .cmd)

Parameters

Description

<passwor d>
<cluster-id>
<nunber - of - server s>

approve <user nanme> Approves the specified Resource Broker recommendation,
<password> _ while in semiautomatic mode,
<recomendat i on-i d>

auto <user nanme> Sets the global operating mode to automatic.
<passwor d>

depl oy <user nane> Adds or removes a specified number of serversto or from a

cluster. You should use negative numbers for server removal.

failserver

<user name>
<passwor d>
<server-id>

Notifies the Tivoli Intelligent Orchestrator about server
failures.

<passwor d>

manual <user nane> Sets the global operating mode to manual.
<passwor d>
nmode <user nane> Queries the current global operating mode.

repai rserver

<user nanme>
<passwor d>
<server-id>

Notifies the Tivoli Intelligent Orchestrator about repaired
servers, asopposed tof ai | server.

seni <user name> Sets the global operating mode to semiautomatic.
<passwor d>
soapcl i <user nane> A basic SOAP invocation script. The WSDL location, the
<passwor d> methods, and the parameters are described in the next section.
<wsdl | ocation>
<met hod>
<par anet er s>
Most of the information in brackets, for example, <ser ver-i d>, <cl ust er -i d>, and
<l bal ancer - i d>, can be obtained through the Tivoli Intelligent Orchestrator’s Web-based
interface, by holding the mouse cursor over the appropriate device. In the case of the
<r econmendat i on-i d>, it can be obtained on the Deployments screen.
For example:
./failserver.sh tc pwd 1061
wheret c isthe <user nane>, pwd isthe <passwor d>, and 1061 isthe <ser ver-i d>.
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SOAP commands available through the Web-based interface

The Command box in the Web-based user interface accepts commands using the

following syntax:
<WEDL | ocati on> <met hod- nane> <paraml> <paran> ..

Note: For null parameters, you should use “nul | " as parameter value. For example, in
the following command, “nul | " is used to specify that the port module parameter
isnull.

htt p://host nane: port/tcSoap/ wsdl / conti bnit c/ soap/ Operati onsM
odeServi ce. wsdl novePort ToVLAN 1039 1032 1034 null 11

The currently supported WSDL locations are presented in the following table and
described in more detail in the following sections.

Table 3. WSDL locations available through the Web-based interface

WSDL location Description

f aul t managenent Enables you to access commands for the Fault Management system.

Oper at i onsMbdeSer -

Y Enables you to access commands for the Operations Mode logic.
vice

reconmendat i ons Enables you to access commands for creating and approving

deployment requests.

You can access each of these WSDLs only if you are granted the corresponding access
privileges. For more information on access privileges, refer to the “User Access Privilege
Descriptions” section in the “ Configuring Tivoli Intelligent Orchestrator” chapter, earlier
in this guide.

FaultManagementService.wsdl

ThisWSDL location enables you to access commands for the Fault Management System.
To accessit, you need the fault management access privilege.

Table 4. SOAP commands for FaultManagementService.wsdl

M ethod

Parameters

Description

server Event

<server-id>
“true” or “fal se”

Sets or clearsthe failed flag for the specified
Server.

adm nServer -
Event

<cluster-id>
“true” or “false”

Sets or clearsthefailed flag for the specified
cluster administrative server.

| oadBal ancer -
Event

<l bal ancer-i d>
“true” or “false

”

Sets or clearsthefailed flag for the specified load
balancer.

net wor kIl nt er -
f aceEvent

<net wor k-i nter -
face-id>
“true” or

”

“fal se

Sets or clearsthe failed flag for the specified
network interface.

swi t chEvent

<swi tch-id>
“true” or “false”

Sets or clearsthefailed flag for the specified
switch.
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OperationsModeService.wsdl

ThisWSDL location enables you to access commands for the Operations Mode logic. To
access it, you need the oper ating mode query and oper ating mode change access

privileges.

Note: For more details on operating modes, refer to the “ OperationsM odeService.wsdl”
section in Appendix A, described later in this guide.

Table 5. SOAP commands for OperationsModeService.wsdl

M ethod

Parameters

Description

get Appl i cati on-
Mode

<app-id>

Returns the current operating mode for the
specified application.

get Cl ust er Mode

<cluster-id>

Returns the current operating mode for the
specified cluster.

get Ef f ecti veAp-
pl i cati onMode

<app-id>

Returns the effective operating mode for the
specified application.

get Ef fecti ved us-
t er Mode

<cluster-id>

Returns the effective operating mode for the
specified cluster.

get G obal Mbde

Returns the current global operating mode.

set Mai nt enance-

<obj ect | d>

Sets the specified object to be in or out of

Mode <typel d> maintenance mode. The object can be any Data
<enabl e> Center Model (DCM) entity, including aswitch, a
<coment > server, or an entire application.

set Appl i cati on- <app-id> Sets the specified application to bein or out of

Mai nt enanceMode <enabl e> maintenance mode.

set O ust er Mbde

<cluster-id>
<new node>

Sets the specified cluster to the specified
operating mode.

set Appl i cati on-
Mode

<app-id>
<new- node>

Sets the specified application to the specified
operating mode.

set d obal Mbde

<new node>

Sets the current global operating mode to a new
mode.

The possible values of the <new node> argument are: automatic, manual,
semiautomatic, and default.
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RecommendationsService.wsdl

ThisWSDL location enables you to access commands for creating and approving
deployment requests. It generates a Recommendation object, which causes deployment
requests to be sent to the Deployment Engine. To access this WSDL location, you need the
recommendation query and recommendation change access privileges.

Table 6.

SOAP commands for RecommendationsService.wsdl

M ethod

Parameters

Description

addRepai r edSer ver

<cluster-id>
<server-id>
<comment >

Adds the specified repaired server back to its
cluster.

appr oveRecommenda-
tion

<recommi d>
<appr oved- by>
<conmment >

Approves arecommendation issued in
semiautomatic mode.

decl i neRecommenda-

<recommi d>

Declines arecommendation issued in

tion <appr oved- by> | semiautomatic mode.
<comment >
depl oy <cluster-id> | Addsor removes the specified number of servers

<num server s>
<approve- by>
<comment >

to/from acluster. Valid if cluster isin manual
mode.

renmoveFai | edSer ver

<cluster-id>
<server-id>
<conmment >

Removes the specified failed server from the
specified cluster.

undepl oySpeci fic-
Server

<cluster-id>
<server-id>
<appr oved- by>
<comrent >

Removes the specified server from the specified
cluster.

SOAP commands initiating device functions

A number of SOAP commands are implemented to initiate any of the device driver
workflows using the command line. These commands are available through both the
Web-based interface and the command-line interface. Each SOAP command offers access
to alogica command that allows you to execute a specific deployment on one of the
logical devices supported by the system.

Note:

For details on the specific syntax to be used for accessing these SOAP commands

through either the Web-based user interface or the command-line interface, refer
to the previous sections.

The currently supported WSDL locations are presented in the following table, and
described in more detail in the following sections.

Table 7.

WSDL locations for initiating device functions

WSDL location

Description

boot - server - conponent

Offers access to logical commands for deployments on
boot servers.

cl ust er - conmponent

Offers access to logical commands for deployments on
clusters.
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Table 7. WSDL locations for initiating device functions

WSDL location

Description

devi ce- conponent

Offers accessto logical commands for initiating devices.

fil e-repository-conponent

Offers access to logical commands for managing file
repository systems.

firewall -conponent

Offers accessto logical commands for setting up firewall
configurations.

i p- syst em conponent

Offers access to logical commands for configuring the IP
systems.

| oad- bal ancer - conponent

Offers access to logical commands for deployments on
load balancers.

oper at i ng- syst em conponent

Offers accessto logical commands controlling operating
systems.

power - uni t - conponent

Offers access to logical commands controlling power
units.

rout er - conponent

Offers access to logical commands for deployments on
routers.

sof t war e- conmponent

Offers accessto logical commands for software
deployments on managed devices.

sof t war e- st ack- conponent

Offers access to logical commands for software stack
deployments.

spar e- pool - conponent

Offers access to logical commands for deployments on
spare pools.

swi t ch- conponent

Offers access to logical commands for deployments on
switches.

swi t ch-fabric-conponent

Offers access to logical commands for deployments on
switch fabrics.

You can access each of these WSDLs only if you are granted the corresponding access
privileges. For more information on access privileges, refer to the “User Access Privilege
Descriptions” section in the “ Configuring Tivoli Intelligent Orchestrator” chapter, earlier

in this guide.

BootServerComponentService.wsdl

ThisWSDL location enables you to access logical commands for deployments on boot
servers. To access it, you need the Boot Server interaction access privilege.

Table 8. SOAP commands for BootServerComponentService.wsdl

M ethod Parameters

Description

instal |l mage |<boot Serverld>

<sof t war e-

St ackl magel d>
<desti nationDe- | \/| AN of this device.

Installs the specified software stack image on the
specified boot server or destination device, and
updates the DCM to reflect the new |P address and

vi cel d>
upl oadl mage <boot Ser ver | d> Uploads the specified software stack image on the
<sof t war e- specified boot server, and updates the DCM to reflect

St ackl nagel d>

the change.
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ClusterComponentService.wsdl

This module enables you to access logica commands for deployments on clusters. To
access this module, you need the Cluster interaction access privilege.

Table 9. SOAP commands for ClusterComponentService.wsdl
M ethod Parameters Description
addSer ver <clusterld> | Addsthe specified server to the specified cluster.

<server| d>

If aserver ID is specified, the server must be locked before
calling this method.

If the server ID is not specified, the workflow calls the RM

Allocate Server driver to allocate a server, which also locks
the server.

removeServer

<cl usterld>
<serverl d>

Removes the specified server from the specified cluster.

If aserver ID is specified, the server must be locked before
calling this method.

If the server ID is not specified, the workflow callsthe RM
Choose Server for Removal driver to choose which server to
be removed, also locking the server.

addRepai r ed-
Server

<cl usterld>
<serverl d>

Adds the specified repaired server to the specified cluster.

renmove-
Fai | edServer

<cl usterld>
<serverl| d>

Removes the specified faulty server from the specified
cluster.

DeviceComponentService.wsdl

ThisWSDL location enables you to access logical commands for initiating devices. To
access it, you need the Device interaction access privilege.

Table 10. SOAP commands for DeviceComponentService.wsdl

M ethod Parameters Description

initialize |deviceld Initializes the specified device.

har dwar e- devi cel d Performs a hardware reboot on the specified device. If no

Reboot Device.Hardware Reboot workflow is associated with this
device or its device driver, the default hardware reboot
workflow is executed, which turns the power supply, or
supplies, off and on for this device.

sof t war e- devi cel d Performs a software reboot on the specified device.

Reboot

power O f devi cel d Powers off the specified device, by turning off the power
supply, or supplies, for that device.

power On devi cel d Powers on the specified device, by turning on the power

supply, or supplies, for that device.
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FileRepositoryComponentService.wsdl

ThisWSDL location enablesyou to accesslogical commands for managing file repository
systems. To accessit, you need the File Repository inter action access privilege.

Table 11.

SOAP commands for FileRepositoryComponentService.wsdl

M ethod

Parameters

Description

getFile

<fil eRepositoryld>
<sour cePat h>
<sour ceFi | eNane>
<dest | PAddr ess>
<dest Pat h>

<dest Fi | eNane>

Retrieves afile from the specified remote file
repository system.

putFile

<fil eRepositoryld>
<sour cel PAddr ess>
<sour cePat h>
<sour ceFi | eNane>
<dest | PAddr ess>
<dest Pat h>

<dest Fi | eNane>

Uploads afile to the specified remote fil e repository
system.

removeFil e

<fil eRepositoryld>
<pat h>
<fil eNane>

Removes afile from the specified remotefile
repository system.

FirewallComponentService.wsdl

ThisWSDL location enables you to access logical commands for setting up firewall
configurations. To accessit, you need the Firewall interaction access privilege.

Table 12.

SOAP commands for FirewallComponentService.wsdl

M ethod

Parameters

Description

addACL

<firewal | | d>
<acl | d>

Adds the specified Access Control List (ACL) to the
specified firewall, and updates the DCM to reflect the
addition of the new ACL to the firewall configuration.

enabl eACL

<firewal | | d>
<desti nati onNet -
wor kil nt er f acel d>
<acl | d>

<t ype>

Specifieswhether the ACL is enabled on the specified
firewall.

di sabl eACL

<firewal | | d>
<desti nati onNet -
wor kil nt er facel d>
<acl | d>

Specifieswhether the ACL is disabled on the specified
firewall.

removeACL

<firewal | | d>
<acl | d>

Removes the specified ACL from the specified
firewall, and updates the DCM to reflect the removal
of the ACL from the firewall configuration.
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IpSystemComponentService.wsdl

ThisWSDL location enables you to access logical commands for configuring the P
systems. To accessit, you need the | P System inter action access privilege.

Table 13. SOAP commands for IpSystemComponentService.wsdl

M ethod Parameters Description

addl P- <devi cel d> Adds the specified IP address (network

Addr ess <oper ati ngSyst en d> interface) to the specified IP network device.
<nicld> If no IPSystem.Add IP Address workflow is
rggstu nat i onSubnetwork- | aesnciated with this device or its device driver, it
<net wor ki nt er f aceName> | forwards the request to the addl PAddr ess
<i pAddr ess> method in the .
<def aul t Gat eway> OperatingSystemComponentService.wsdl.
<i sManaged> It also updates the DCM to reflect the addition

of the new network interface to this device.
appl y- <devi cel d> Applies the specified routing table to the

Routing- | <operatingSystem d> specified | P network device.

Tabl e <routingTabl el d> If no IPSystem.Apply Routing Table workflow is
<networKl nt erf acel d> associated with this device or itsdevice driver, it
<removekxi stingRoutes> | o ards the request to the

appl yRout i ngTabl e method in the
OperatingSystemComponentService.wsdl.
It also updates the DCM to reflect the new
routing table for this device.

renovel P- | <devi cel d> Removes the specified | P address (network

Address | <operatingSystem d> interface) from the specified |P network device.

<dest i nati onSubnet wor k-
| d>
<i pAddr ess>

If no IPSystem.Remove |P Address workflow is
associated with thisdevice or itsdevice driver, it
forwards the request to the

r enovel PAddr ess method in the
OperatingSystemComponentService.wsdl.
It also updates the DCM to reflect the removal
of the network interface from this device.

LoadBalancerComponentService

ThisWSDL location enables you to access logical commands for deployments on load
balancers. To accessit, you need the L oad Balancer interaction access privilege.

Table 14. SOAP commands for LoadBalancerComponentService.wsdl
M ethod Parameters Description
addSer ver <l oadBal ancer | d> Adds the specified server

<serverl d>
<desti nati onVI Pl d>
<port>

<pr ot ocol >

<wei ght >
<maxConnect i ons>

to the specified virtual IP,
and updates the DCM to

reflect the new real IPin

the target virtua IP.

renmoveServer

<| oadBal ancer | d>
<serverl d>
<sour ceVl Pl d>

Removes the specified
server from the specified
virtual IP, and updates the
DCM to reflect the
removal of thereal IPfrom
the target virtua IP.
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Table 14.

SOAP commands for LoadBalancerComponentService.wsdl

M ethod

Parameters

Description

createVirtual I P

<l oadBal ancer | d>
<clusterld>

<virtual | pName>
<virtual | pAddr ess>
<i nTcpPort Fi rst>

<i nTcpPort Last >

<out TcpPort >

<bal anci ngAl gori t hrm

Creates avirtua |P on the
specified load balancer,
and updates the DCM to
reflect the addition of the
new virtual P,

removeVirtual | P

<l oadBal ancer | d>
<vi pl d>

Removes the specified
virtual |P from the
specified load balancer,
and updates the DCM to
reflect the removal of the
virtual IP.

The returned value isthe
numerical identifier of the
request that triggered the
workflow execution for
removing the VIP.

AddReal | PToVirtual | P

<LoadBal ancer | d>
<Net wor kl nt er f acel d>
<Port >

Addsarea IPto avirtual
I P on the specified load
balancer.

<Pr ot ocol >

<Wei ght >
<MaxConnect i ons>
<Desti nati onVI Pl d>

RenmoveReal | PFromVi rtual | P Removesarea |Pfromthe
virtual 1P on the specified

load balancer.

<LoadBal ancer | d>
<Real | PI d>

OperatingSystemComponentService.wsdl

ThisWSDL location enables you to access logical commands for controlling operating
systems. To accessiit, you need the Operating System interaction access privilege.

Table 15. SOAP commands for OperatingSystemComponentService.wsdl

M ethod Parameters Description

addl PAddr ess | <devi cel d>

<oper at i ngSyst em d>

<ni cl d>

<dest i nat i onSubnet wor k|l d>
<net wor kI nt er f aceNanme>

<i pAddr ess>

<def aul t Gat eway>

<i sManaged>

Adds an |P address (network interface)
to the specified 1P network device, and
updates the DCM to reflect the addition
of the new network interface to this
device.

appl yRout - <devi cel d> Applies the specified routing table to the

i ngTabl e <oper ati ngSyst en d> specified IP network device, and updates
<routingTabl el d> the DCM to reflect the new routing table
<networ Kkl nterfacel d> for this device
<r enpveExi sti ngRout es> '

removel P- <devi cel d> Removes an IP address (network

Addr ess <oper ati ngSyst en d> interface) from the specified | P network

<dest i nat i onSubnet wor kI d>

< pAddr ess> device, and updates the DCM to reflect

the removal of the network interface
from this device.

170 IBM Tivoli Intelligent Orchestrator: Operator’ s Guide



Table 15. SOAP commands for OperatingSystemComponentService.wsdl

M ethod Parameters Description
sof t war e- <devi cel d> Reboots (software) the specified device.
Reboot

PowerUnitComponentService.wsdl

ThisWSDL location enables you to access logical commands for controlling power units.
It allows you to access logical commands for remotely turning on/off power outlets. Each
device can be connected to one or more power outlets, which can be plugged into separate
power units.

To access this WSDL location, you need the Power Unit interaction access privilege.

Table 16. SOAP commands for PowerUnitComponentService.wsdl

M ethod Parameters Description

turnCutl et OFf | <power Unit!| D> | Turns off the specified outlet on the specified power
<out | et > unit.

turnQutletOn | <power Uni t| D> | Turnsback on the specified outlet on the specified power
<outl et > unit.

RouterComponentService.wsdl

ThisWSDL location enables you to access logical commands for deployments on routers.
To accessit, you need the Router interaction access privilege.

Table 17. SOAP commands for RouterComponentService.wsdl

M ethod Parameters Description

createRoute |<routerld> Adds the specified route to the specified router,
<networ ki nterfacel d> | and updates the DCM to reflect the addition of
<subnet wor kI d> the new route.
<gat eway>

removeRoute |<routerld> Removes the specified route from the specified
<routel d> router, and updates the DCM to reflect the route

removal.

SoftwareComponentService.wsdl

ThisWSDL location enables you to access logical commands for software deployments
on managed devices. To access it, you need the Softwar e inter action access privilege.

Table 18. SOAP commands for SoftwareComponentService.wsdl

M ethod Parameters Description

checkStatus | <sof twarel d> | Queries the status of the specified software product on the
<devi cel d> | gpecified device. The workflow updates the DCM status of
the software product on the target device.

install <sof t war el d> | Installs the specified software product on the specified
<devi cel d> device, and updates the DCM to reflect the installation of the
software product on the target device.

Chapter 7: SOAP commands available through command line 171



Table 18. SOAP commands for SoftwareComponentService.wsdl

M ethod Parameters Description
start <sof t war el d> | Startsthe specified software product on the target device, and
<deviceld> | updatesthe DCM to reflect the software product’s status on
this device.
stop <sof t war el d> | Stops the specified software product on the target device, and

<deviceld> | updatesthe DCM to reflect the software product's status on
the this device.

uni nst al | <sof t war el d> | Uninstalls the specified software product from the target
<devi cel d> device, and updates the DCM to reflect the removal of the
software product from this device.

SoftwareStackComponentService.wsdl

ThisWSDL location enables you to access logical commands for controlling software
stacks. To accessit, you need the Software Stack inter action access privilege.

Table 19. SOAP commands for SoftwareStackComponentService.wsdl

M ethod Parameters Description
i nstal <sof t war eSt ackl d> | Installs the specified software stack on the specified
<devi cel d> device.

If no SoftwareSack.Install workflow is associated with
thisdevice or itsdevicedriver, the default software stack
install workflow is used, which installs each software
product in the software stack.

The DCM is updated to reflect the new status of all
software products in the target device's stack.

uni nstall | <sof t war eSt ackl d> | Uninstalls the specified software stack from the

<devi cel d> specified device.

If no SoftwareSack.Uninstall workflow is associated
with this device or its device driver, the default software
stack uninstall workflow is used, which uninstalls each
software product in the software stack.

The DCM is updated to reflect the new state of all
software products in the target device's stack.

SparePoolComponentService.wsdl

ThisWSDL location enables you to access logical commands for deployments on spare
pools. To accessit, you need the Spare Pool interaction access privilege.

Table 20. SOAP commands for SparePoolComponentService.wsdl

M ethod Parameters Description
cl eanup- <spar ePool | d> | Cleans up the specified server from the specified spare
Ser ver <serverld> pool beforeinitiaizing it.

If no SparePool.Cleanup Server workflow is associated
with the resource pool or its device driver, it forwards the
request to theuni nst al | method in the
SoftwareStackComponentService.wsdl, using the
software stack associated with the resource pool.
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Table 20. SOAP commands for SparePoolComponentService.wsdl

M ethod Parameters Description

initialize- |<sparePoolld> |Initializesthe specified server to match the required
Server <serverld> configuration for serversin aresource pool.

If no SparePool.Initialize Server workflow is associated
with the resource pool or its device driver, it forwards the
request tothei nst al | method in the
SoftwareStackComponentService.wsdl, using the
software stack associated with the resource pool.

SwitchComponentService.wsdl

ThisWSDL location enables you to access logical commands for deployments on
switches. To accessiit, you need the Switch interaction access privilege.

Table 21. SOAP commands for SwitchComponentService.wsdl

M ethod Parameters Description

createVLAN |<switchld> Adds the specified VLAN to the specified switch,
<vl anName> and updates the DCM to reflect the addition of the
<vl anNunber > new VLAN to the target switch.
<subnet wor kI d>

movePort To- | <swi t chl d> Movesthe specified port from the source VLAN to

VLAN <sour ceVLANI d> the destination VLAN, and updates the DCM to
<desti nati onVLANI d> | ref|ect the new switch port to the VLAN
<por t Modul e> association
<port Nunber > ’

renpveVLAN | <switchld> Removes the specified VLAN from the specified
<vl anl d> switch, and updates the DCM to reflect the VLAN

removal from the target switch.

turnPort OFf | <switchld> Turns off the specified port on the target switch,
<por t Modul e> and updates the DCM to reflect the new status of
<por t Nunber > the switch port.

turnPort On <swi tchl d> Turns the specified port on, and updates the DCM
<por t Modul e> to reflect the new status of the switch port.

<port Nunber >

SwitchFabricComponentService.wsdl

ThisWSDL location enables you to access logical commands for deployments on switch
fabrics. To access it, you need the Switch Fabric interaction access privilege.

Table 22. SOAP commands for SwitchFabricComponentService.wsdl

M ethod Parameters Description

createVLAN |<swi tchFabricld> | Createsthe specified VLAN on all switchesinthe

<vl anNane> specified switch fabric. It callsthecr eat eVLAN

Svlanfumber | method in the SwitchComponentService.wsd! for
each switch in the switch fabric.

rempveVLAN | <swi t chFabri cl d> | Removesthe specified VLAN from all switchesin the
<vlanl d> specified switch fabric. It callsther emoveVLAN
method in the SwitchComponentService.wsdl for
each switch in the switch fabric.
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Appendix A. SOAP command syntax reference

Certain Tivoli Intelligent Orchestrator internal properties and methods are available
through implemented SOAP commands, which can be used with both the Web-based
interface and the command-line interface. This appendix provides areference to some of
the SOAP commands that can be used through the Tivoli Intelligent Orchestrator’'s
Web-based user interface, describing the command syntax and providing relevant
examples.

The following WSDL locations are available through the Tivoli Intelligent Orchestrator’'s
command line:

* FaultManagementService.wsdl

® OperationsM odeService.wsdl

® RecommendationsService.wsdl

® MessageTrand ator.wsdl

The OperationsM odeService.wsdl and MessageTrandlator.wsdl are described in detail in
the following section.

OperationsModeService.wsdl

The OperationsModeService.wsdl can set the operating mode of the Tivoli Intelligent
Orchestrator (the global operating mode) and the operating mode of any application or
cluster under the Tivali Intelligent Orchestrator’s management using the following strings:

®* automatic

*  manual
®* semiautomatic
® default

The operating mode affects the deployment of recommendations generated by the
Resource Broker component and the Fault Management system as follows:

manual mode Recommendations are generated but not acted upon by the Deployment
Engine. The operator can review the recommendations, but must
explicitly execute the resource reallocations manually.

semiautomatic mode Recommendations are generated with null authorized-by field. The
operator can view pending requests and must authorize arequest before
the Deployment Engine will act upon it.

automatic mode Recommendations are automatically authorized by the Tivoli
Intelligent Orchestrator and are subsequently acted upon by the
Deployment Engine. For stability reasons, additional deployment
requests for agiven cluster will not be initiated while other deployment
requests are pending.
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The operating mode can be specified at the global, application, or cluster level. Specifying
the operating mode for a cluster is possible only through the command-line interface.
Setting a cluster’s operating mode to default will causeit to use its parent application’s
operating mode. Setting an application’s operating mode to default will cause it to use the
global operating mode.

In addition to the above three modes, one additional attribute that affects the operating
mode for specific applications, is as follows:

Maintenance
This attribute allows the operator to “disconnect” an application from the Tivoli
Intelligent Orchestrator so that maintenance activities can be performed. When
enabled, the Resource Broker treats all of the clusters in the application asif they
are in manual mode, and the operator is free to make changes to the database
entries for all components of that application.

Note: The Syntax and Examples sections outlined in the following methods are specific
to the command line interface.

getApplicationMode

This method retrieves the current operating mode of the specified application.
Syntax

soapcli <usernanme> <password> <WBDL | ocati on> get Appl i cati onMbde
<app-id>

Parameters
The following parameter is used:

Parameter Description

app-id Theidentifier of the specified application

Returned value
The value of the current operating mode for the specified application.
It can be one of the following:

® automatic: The system makes all the resource change decisions pertaining to
this application, and automatically executes the necessary allocations.

®* semiautomatic: The system identifies the need for resource changes for the
specified application, and issues requests that must be approved by the
operator.

®* manual: The operator has full control over the application’s resource needs,
and explicitly adds and removes servers manually.

® default: The application uses the current global operating mode.
Example
soapcli tc pwd

http:// host name: port/tcSoap/wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce. wsdl OperationsMdeService get Applicati onMode 1208
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getClusterMode
This method retrieves the operating mode of the specified cluster.
Syntax

soapcli <usernanme> <password> <WBDL | ocati on> get C ust er Mode
<cluster-id>

Parameters
The following parameter is used:

Parameter Description

cluster-id Theidentifier of the specified cluster

Returned value
The value of the current operating mode for the specified cluster.
It can be one of the following:

® automatic: The system makes al the resource change decisions pertaining to
the cluster, and automatically executes the necessary allocations.

®* semiautomatic: The system identifies the need for resource changes for the
specified cluster, and issues requests that must be approved by the operator.

®* manual: The operator has full control over the cluster’s resource needs, and
explicitly adds and removes servers manually.

® default: The cluster uses the parent application’s operating mode.
Example
soapcli tc pwd

http:// host name: port/tcSoap/wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce. wsdl getd usterMde 1225

getEffectiveApplicationMode

This method cal culates the effective operating mode of a specified application. If the
application’s operating mode is set to default, the global operating mode is applied.

Syntax

soapcli <usernanme> <password> <WSDL | ocati on>
get Ef fecti veAppl i cati onMbde <app-id>

Parameters
The following parameter is used:

Parameter Description

app-id Theidentifier of the specified application

Returned value
The value of the effective operating mode for the specified application.
It can be one of the following:

® automatic: The system makes all the resource change decisions pertaining to
the application, and automatically executes the necessary allocations.
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Example

semiautomatic: The system identifies the need for resource changes for the
specified application, and issues requests that must be approved by the
operator.

manual: The operator has full control over the application’s resource needs,
and explicitly adds and removes servers manually.

failure: A failure has been detected; therefore, the application will behave as
if in manual mode.

maintenance: The application has been removed from the system’s control
and is available for reconfiguration.

soapcli tc pwd
http://host nanme: port/tcSoap/ wsdl / com' i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce.wsdl getEffectiveApplicationvbde 1208

getEffectiveClusterMode

This method cal culates the effective operating mode of a specified cluster. If the cluster’s
operating mode is set to default, the operating mode of the parent application is used. If
the application’s operating mode is set to default, the global operating mode is used.

Syntax

soapcli <username> <password> <WSDL | ocati on>
get Ef fecti ved ust er Mode <cluster-id>

Parameters
The following parameter is used:

Parameter Description

cluster-id Theidentifier of the specified cluster

Returned value
The value of the current operating mode for the specified cluster.
It can be one of the following:

Example

automatic: The system makes all the resource change decisions pertaining to
the cluster, and automatically executes the necessary allocations.
semiautomatic: The system identifies the need for resource changes for the
specified cluster, and issues requests that must be approved by the operator.
manual: The operator has full control over the cluster’s resource needs, and
explicitly adds and removes servers manually.

failure: A failure has been detected, therefore the cluster will behave asif in
manual mode.

maintenance: The cluster has been removed from the system’s control and is
available for reconfiguration.

soapcli tc pwd
http:// host nanme: port/tcSoap/ wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce.wsdl getEffectiveC usterMde 1225
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getGlobalMode

This method retrieves the current operating mode of the entire system.
The global operating mode can override the operating modes of individual applications
and clusters provided these have been initially set to default.

Syntax

soapcli <usernanme> <password> <WSDL | ocati on> d obal Mbde
Parameters

No parameters are required.

Returned value
The value of the current global operating mode.

Example

soapcli tc pwd
http:// host nane: port/tcSoap/ wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce.wsdl d obal Mode

setApplicationMaintenanceMode

This method enables or disables the maintenance attribute that affects the operating mode
for the specified application.

When enabled, al of the clustersin the application behave asin manual mode. All
subsequent callsto set Appl i cati onMode(), set d ust er Mode() change the underlying
operating mode state, but will not have any effect until the maintenance attributeis
disabled. When disabled, all of the clustersin the application have their operating mode
restored to the “pre-maintenance mode” values.

The Application Controller will stop all data acquisition from all the components
associated with the application in maintenance.

Disabling the maintenance attribute causes the Resource Broker and Application
Controller to reread the application’s configuration from the database and re initialize the
necessary components.

Syntax

soapcli <username> <password> <WSDL | ocati on>
set Appl i cati onMai nt enanceMode <app-i d> <enabl e> <coment >

Parameters
The following parameters are used:

Parameter Description

app-id Theidentifier of the specified application

enabl e “True” to enable the maintenance attribute, “ f al se” to disableit
comrent Text comment to be stored in the database
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Returned value
None

Example
soapcli tc pwd

http:// host name: port/tcSoap/wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce. wsdl set Applicati onMal nt enanceMode 1166 true test_ 1234

setApplicationMode
This method sets the operating mode for the specified application.

Syntax
soapcl i .sh <user nanme> <passwor d> <WBDL | ocati on> set Appl i cati onMbde
<app-i d> <new node>

Parameters

The following parameters are used:

Parameter Description
app-id Theidentifier of the specified application
new node The new operating mode to be used by the specified application

Returned value
The value of the current or new operating mode for the specified application.

Example
soapcli tc pwd
http:// host name: port/tcSoap/wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce.wsdl setApplicati onMode 1166 nanual
setClusterMode
This method sets the operating mode for the specified cluster.
Syntax

soapcli <username> <password> <WSDL | ocation> set Cl ust er Mode
<cl uster-id> <new node>

Parameters
The following parameters are used:

Parameter Description

cluster-id Theidentifier of the specified cluster

new node The new operating mode to be used by the specified cluster

Returned value
The value of the current or new operating mode for the specified cluster.

Example
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soapcli tc pwd
http:// host nanme: port/tcSoap/ wsdl / com' i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce.wsdl setd usterMde 1168 nanual
setGlobalMode
This method changes the current global operating mode.
Syntax

soapcli <username> <password> <WBDL | ocati on> d obal Mode <new node>

Parameters
The following parameter is used:

Parameter Description

new nmode The new global operating mode

Returned value
The value of the new global operating mode.

Example
soapcli tc pwd

http:// host nane: port/tcSoap/ wsdl / com' i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce. wsdl d obal Mbde automatic

setMaintenanceMode

This method enables or disables the maintenance attribute that affects the operating mode
for the specified object.

Syntax

soapcli <usernanme> <password> <WBDL | ocati on> set Mai nt enanceMbde
<obj ect-i d> <type-id> <enabl e> <coment >

Parameters
The following parameters are used:

Parameter Description

object-id Theidentifier of the specified object

type-id The type of the specified object
enabl e “True” to enable the maintenance attribute, “ f al se” to disableit
comment Text comment to be saved in the database

Returned value
None

Example
soapcli tc pwd

http:// host name: port/tcSoap/wsdl / com i bm t ¢/ soap/ Oper ati onsMbdeSer
vi ce. wsdl set Mai nt enanceMode 1168 2 true test_1234
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MessageTranslator.wsdl
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ThisWSDL location provides the createDeploymentRequest operation, that creates a new
deployment request using a soap call.

Table 1. SOAP commands for MessageTranslator.wsdl

M ethod Parameters Description
cr eat eDepl oy- <r equest Typel d> Adds a new deployment request of the specified
ment Request <wor kf | ow d> type, that will execute the specified deployment

<r equest Par anet er s> | workflow.

Ther equest Par anet er s parameter takes a string representation of the request
parameters that you passinto the call. The request parameters supports two kinds of for-
mats:

® An XML format: Thisformat is useful when it is called from a Java program)
<?xm version="1.0" encodi ng="UTF-8"?>
<r equest Par anet er s>
<par am nane="par anl" val ue="val uel"/>
<par am nanme="par anR" val ue="val ue2"/>
<par am nane="par an8" val ue="val ue3"/ >
</ request Par anet er s>

®* Andelimiter format: Thisformat is useful when it is called from a command line.
"paraml=val uel, par ank=val ue2, par anB=val ue3"

The server side of the Web Services code will determine whether or not a passed-in
request parameters are having the XML format or the delimiter format. If the request
parameters that are passed in have unknown format, all the request parameters passed in
will beignored. The ID of the new deployment request will be returned from this SOAP
call. The following are examples of calling the method from the command line:

soapcli userid password

http://| ocal host: 9080/t cSoap/ wsdl / coni bnit c/ soap/ MessageTr ansl at or Ser -
vi ce. wsdl

cr eat eDepl oynent Request 1640 1021 " "

http://| ocal host: 9080/t cSoap/ wsdl / coni bnit c/ soap/ MessageTr ansl at or Ser -
vi ce. wsdl

cr eat eDepl oynent Request 1640 1021

"par aml=val uel, par anR=val ue2, par an8=val ue3"

Thefollowing is an example of how to integrate the SOAP call from your own Java client
program by taking the requestParameters as an XML string:

public class MyTest

public MyTest() throws Exception {

String wsdl= "http://local host: 9080/t cSoap/ wsdl /coniibnitc/soap/ Message-
Transl atorServic e.wsdl";

String opnanme= "creat eDepl oynent Request";

Li st parans= new ArraylList();

par ans. add("1640") ;

par ans. add("1021");

String requestParanms =

"<?xm version=\"1.0\" encodi ng=\"UTF-8\"?2>" +
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"<request Par anet er s>" +

"<param nane=\"paraml\" val ue=\"val uel\"/>" +

"<param nane=\"paranR\" val ue=\"val ue2\"/>" +

"<param nane=\"paranB8\" val ue=\"val ued\"/>" +

"<param nane=\"paramd\" val ue=\"val ued4\"/>" +

"</ request Par anet er s>"

par ans. add(r equest Par ans) ;

Systemout.println("result: " + Invoker.invoke(wsdl, opnanme, parans, "use-
rid", "password"));

}
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Appendix B. Defining the report design in an XML file: a case
study

Thisappendix providesa practical example of an Tivoli Intelligent Orchestrator report, the
Inventory report, which is generated based on the report design defined in an XML file.
The following sections are included:

® Defining the report design in the XML file
® Displaying the generated report
For more information on aspects of this XML report template, refer to:

http://jasperreports.sourceforge.net/tutorial/index.html

Defining the report design in the XML file

The example below showsthe XML filethat is used by Tivoli Intelligent Orchestrator’'s
reporting engine to generate the I nventory report:

<j asper Report
name="1| nvent ory"
col um~Count =" 2"
print Order="Vertical"
pageW dt h="595"
pageHei ght =" 842"
col utMmWw dt h="270"
col utmSpaci ng="15"
| ef t Mar gi n="20"
ri ght Mar gi n="20"
t opMar gi n="30"
bot t omvar gi n="30"
i sTitl eNewPage="f al se"
i sSummar yNewPage="f al se" >
<report Font nane="Arial _Normal" isDefault="true"
font Name="Arial" size="8" pdfFont Name="Hel vetica" pdf Encodi ng="Cpl1252"
i sPdf Enbedded="f al se"/>
<report Font name="Arial _Bol d" isDefault="fal se"
font Nanme="Arial" size="8" isBold="true" pdfFontName="Hel veti ca-Bol d"
pdf Encodi ng="Cp1252" i sPdf Enbedded="fal se"/>
<report Font name="Arial Italic" isDefault="fal se"
font Name="Arial" size="8" isltalic="true" pdfFontNane="Hel vetica- Cbli que"
pdf Encodi ng="Cp1252" i sPdf Enbedded="fal se"/>
<report Font nanme="Com c_Normal " isDefault="fal se"
f ont Nane="Com ¢ Sans MS" pdf Font Nane="COM C. TTF" pdf Encodi ng="Identity-H'
i sPdf Enbedded="true"/ >
<report Font nane="Com c_Bol d" isDefault="fal se" fontNane="Comic
Sans M5" isBol d="true" pdf Font Nane="COM CBD. TTF" pdf Encodi ng="Identity-H"
i sPdf Enbedded="true"/>
<par ameter nane="ReportTitle" class="java.lang.String"/>
<par anmet er nane="Sunmaryl nage" cl ass="java. awt.|mage"/>
<queryStri ng><! [ CDATA
SELECT do.id as object_id, do.nane as object_nane, dot.nane
as obj ect_type_nane
FROM DCM_(hj ect do, DCM (hj ect _Type dot
WHERE do.type_id = dot.type_id
AND do.type_id in (3, 6, 7, 9, 10)
ORDER BY do.type_id, do.id
11></queryString>
<field name="object _id" class="java.lang.|nteger"/>
<field name="obj ect _name" class="java.lang. String"/>
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<field name="obj ect _type_nane"cl ass="java.l ang. String"/>
<vari abl e name="ReportVersi on" class="java.lang. String"

reset Type="Report" reset G oup="" cal cul ati on="Not hi ng">
<vari abl eExpr essi on>
"0.2.5"

</ vari abl eExpr essi on>
</vari abl e>
<vari abl e nanme="Cbj ect Nane" cl ass="j ava.l ang. Stri ng"
reset Type="None" cal cul ati on="Not hi ng" >
<vari abl eExpr essi on>
$F{ obj ect _t ype_nane}
</ vari abl eExpr essi on>
</vari abl e>
<vari abl e name="G oupCount"” class="j ava.l ang. | nteger"
reset Type="G oup" reset Goup="FirstLetterGoup" cal cul ati on="Systeni >
<vari abl eExpr essi on/ >
<i ni tial Val ueExpr essi on>
($V{ G oupCount} != null) ? (new
I nt eger ($V{ G oupCount }.intValue() + 1)) : (new Integer(1))
</initial Val ueExpressi on>
</vari abl e>
<variable name="TitleString" class="java.lang. String"
reset Type="None" cal cul ati on="Not hi ng" >
<vari abl eExpr essi on>
"I nventory"
</ vari abl eExpr essi on>
</vari abl e>
<variable name="TitleDetail" class="java.lang. String"
reset Type="None" cal cul ati on="Not hi ng" >
<vari abl eExpr essi on>
"There are " + String.val ue ($V{ GroupCount}) + "
groups and a total of " + String.valueO ($V{REPORT_COUNT}) + " itens on
this report.”
</ vari abl eExpr essi on>
</vari abl e>
<vari abl e nanme="PageHeader Stri ng" class="java.lang. String"
reset Type="None" cal cul ati on="Not hi ng" >
<vari abl eExpr essi on>
"I nventory List"
</ vari abl eExpr essi on>
</vari abl e>
<group nanme="FirstLetterGoup" isStartNewCol um="fal se"
i sReset PageNunber ="f al se" i sReprint Header OnEachPage="f al se"
m nHei ght ToSt art NewPage="50" >
<gr oupExpr essi on>
$V{ bj ect Nane}
</ gr oupExpr essi on>
<gr oupHeader >
<band hei ght ="25">
<rect angl e>
<report El enent x="0" y="5" wi dt h="270" hei ght ="15"
f orecol or ="#B8B9FB" backcol or =" #B8B9FB"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<staticText >
<report El enent x="0" y="7" wi dth="30" hei ght="10"
f or ecol or =" #D51B20"/ >
<t ext El enent textAlignnment="Left"
I i neSpaci ng="Si ngl e" >
<font reportFont="Arial _Nornmal"
i sUnderline="true"/>
</t ext El enent >
<text>Name : </text>
</staticText>
<textField isBl ankWhenNul | ="true">
<report El enent x="35" y="7" wi dt h="235"
hei ght =" 10" forecol or="#D51B20"/ >
<text El enent textAlignnment="Left">
<font reportFont="Arial_Normal"/>
</t ext El enent >
<t ext Fi el dExpressi on class="java.l ang. String">
$F{ obj ect _t ype_nane}
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</t ext Fi el dExpr essi on>
</textField>
</ band>
</ gr oupHeader >
<gr oupFoot er >
<band hei ght ="15">
<line>
<report El enent x="0" y="2" wi dth="270" hei ght="0"
f or ecol or =" #FF0000"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</line>
<staticText>
<report El enent x="5" y="3" wi dth="35" hei ght="10"
f or ecol or =" #FF0000"/ >
<text El ement textAlignment="Left"
| i neSpaci ng="Si ngl e" >
<font reportFont="Arial _Bol d"/>
</t ext El enent >
<text >Count : </text>
</staticText>
<text Fi el d>
<report El enent x="40" y="3" w dth="25" hei ght="10"
f or ecol or =" #FF0000"/ >
<text El ement textAlignnment="Left"
| i neSpaci ng="Si ngl e" >
<font reportFont="Arial_Bold"/>
</t ext El emrent >
<t ext Fi el dExpressi on class="j ava. |l ang. | nteger">
$V{FirstLetter G oup_COUNT}
</t ext Fi el dExpr essi on>
</textFiel d>
</ band>
</ gr oupFoot er >
</ group>
<group nane="BreakG oup">
<gr oupExpr essi on>new Bool ean( $V{ Br eakG oup_COUNT} . i nt Val ue() >
5) </ gr oupExpr essi on>
<gr oupHeader >
<band hei ght="5"/>
</ gr oupHeader >
<gr oupFoot er >
<band hei ght ="5"/>
</ gr oupFoot er >
</ group>
-->
<title>
<band hei ght ="100">
<rect angl e>
<report El enent x="0" y="0" w dth="555" hei ght="100"
node="Tr ansparent"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<rect angl e>
<report El enent x="0" y="0" w dth="150" hei ght ="100"
node="Tr ansparent"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</ rectangl e>
<i mage scal el nage="Ret ai nShape" >
<report El enent x="5" y="10" wi dt h="140" hei ght="80"/>
<gr aphi cEl ement/ >
<i mageExpressi on>"tc_| ogo. j pg"</i mageExpr essi on>
</ i mage>
<rect angl e>
<report El enent x="150" y="0" wi dt h="200" hei ght ="40"
node="Tr ansparent"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<textFi el d isBl ankWhenNul | ="true"
isStretchWthOverfl ow="true">
<report El enent x="155" y="5" wi dt h="190" hei ght =" 30"
forecol or="#7778DA"/ >
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<t ext El ement textAlignment="Center"
I i neSpaci ng="Si ngl e">
<font reportFont="Arial _Bold" size="15"/>
</t ext El enent >
<t ext Fi el dExpr essi on
class="java.lang. String">$V{TitleString}</textFiel dExpressi on>
</textFiel d>
<rect angl e>
<report El enent x="350" y="0" w dt h="205" hei ght ="40"
node="Tr ansparent"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<text Fi el d>
<report El enent x="355" y="10" w dth="195" hei ght =" 30"
forecol or="#111111"/>
<text El enent textAlignment="Ri ght" |ineSpacing="Single">
<font reportFont="Arial_Normal" size="12"/>
</t ext El enent >
<t ext Fi el dExpressi on cl ass="j ava.l ang. Stri ng">(new
Date()).toString()</textFi el dExpressi on>
</textFiel d>
<textFi el d eval uati onTi ne="Report">
<report El enent x="155" y="55" w dth="390" hei ght ="40">
<pri nt WhenExpr essi on>new

Bool ean( $V{ G- oupCount }. i nt Val ue() == 1)</ print WhenExpr essi on>
</reportEl ement >
<text El ement textAlignment="Justified" |ineSpacing="Single">

<font reportFont="Arial_Normal" size="11"/>
</t ext El emrent >
<t ext Fi el dExpr essi on
class="java.lang. String">$V{Titl eDetail}</textFiel dExpressi on>
</textField>
<textFi el d eval uati onTi me="Report">
<report El enent x="155" y="55" w dt h="390" hei ght ="40">
<pri nt WhenExpr essi on>new Bool ean($V{ G oupCount}. i nt Val ue() >
1) </ pri nt WhenExpr essi on>
</report El emrent >
<text El enent textAlignment="Justified" |ineSpacing="Single">
<font reportFont="Arial_Normal" size="11"/>
</t ext El enent >
<t ext Fi el dExpr essi on
class="java.lang. String">$V{Titl eDetail}</textFiel dExpressi on>
</textFiel d>
</ band>
</title>
<pageHeader >
<band hei ght ="32">
<t ext Fi el d>
<report El enent x="5" y="5" w dt h="550" hei ght="25"/>
<text El enent textAlignment="Left">
<font reportFont="Arial _Bold" size="18"/>
</t ext El enent >
<t ext Fi el dExpr essi on
cl ass="j ava. |l ang. Stri ng">$V{ PageHeader St ri ng} </ t ext Fi el dExpr essi on>
</textFiel d>
</ band>
</ pageHeader >
<col umHeader >
<band hei ght ="14">
<rect angl e>
<report El enent x="0" y="0" wi dth="270" hei ght="14"
backcol or ="#4C4ACAC'/ >
<gr aphi cEl ement pen="None"/>
</ rectangl e>
<line>
<report El enent x="50" y="0" wi dth="0" hei ght="14"
f or ecol or =" #FFFFFF"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</line>
<line>
<report El enent x="200" y="0" w dt h="0" hei ght="14"
f or ecol or =" #FFFFFF"/ >
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<gr aphi cEl ement stretchType="NoStretch"/>
</line>
<staticText >
<report El enent x="0" y="2" wi dth="50" hei ght="10"
f or ecol or =" #FFFFFF"/ >
<t ext El enent textAlignment="Center">
<font reportFont="Arial_Bol d"/>
</t ext El ement >
<t ext >l D</text>
</staticText>
<staticText >
<report El enent x="50" y="2" wi dth="150" hei ght="10"
f or ecol or =" #FFFFFF"/ >
<t ext El enent textAlignment="Center">
<font reportFont="Arial _Bold"/>
</t ext El ement >
<t ext >Name</ t ext >
</staticText>
</ band>
</ col umHeader >
<detail >
<band hei ght ="13">
<text Fi el d>
<report El enent x="0" y="0" wi dth="50" hei ght="10">
</report El emrent >
<t ext El enent textAlignment="Center">
</t ext El emrent >
<t ext Fi el dExpressi on class="j ava. |l ang. | nt eger" >
$F{ obj ect _i d}
</t ext Fi el dExpr essi on>
</textFiel d>
<text Fi el d isBl ankWhenNul | ="true"
isStretchWthOverfl ow="true">
<report El enent x="50" y="0" wi dth="150" hei ght="10"/>
<text El ement textAlignnent="Left"/>
<t ext Fi el dExpression class="java.l ang. Stri ng">
$F{ obj ect _nane}
</t ext Fi el dExpr essi on>
</textFiel d>
<line>
<report El enent x="0" y="12" wi dth="270" hei ght="0"
forecol or ="#999999" positi onType="Fl oat"/>
<gr aphi cEl ement stretchType="NoStretch"/>
</line>
</ band>
</ detail >
<col umFoot er >
<band hei ght ="12">
<rect angl e>
<report El enent x="0" y="2" wi dth="270" hei ght="10"
backcol or =" #555555"/ >
<gr aphi cEl ement pen="None"/>
</rectangl e>
<staticText >
<report El enent x="5" y="2" wi dth="40" hei ght ="10"
f or ecol or =" #FFFFFF"/ >
<text El ement textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial _Bold"/>
</t ext El emrent >
<text>Count : </text>
</staticText>
<t ext Fi el d>
<report El enent x="45" y="2" wi dt h="25" hei ght="10"
f or ecol or =" #FFFFFF"/ >
<text El ement textAlignment="Left" |ineSpaci ng="Si ngle">
<font reportFont="Arial _Bold"/>
</t ext El emrent >
<t ext Fi el dExpressi on class="j ava. |l ang. | nt eger" >
$V{ COLUMN_COUNT}
</t ext Fi el dExpr essi on>
</textFiel d>
</ band>
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</ col umFoot er >
<pageFoot er >
<band hei ght =" 40" >
<line>
<report El enent x="0" y="15" wi dt h="555" hei ght="0"
node="Tr ansparent"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</line>
<staticText >
<report El enent x="5" y="20" wi dth="110" hei ght="12"
forecol or="#97D414"/ >
<text El enent textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El enent >
<t ext >www. i bm conx/t ext >
</staticText>
<rect angl e>
<report El enent x="120" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<staticText>
<report El enent x="125" y="20" w dth="70" hei ght="12"
forecol or="#97D414"/ >
<text El ement textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El emrent >
<t ext >(416) 932-9367</text>
</staticText>
<rect angl e>
<report El enent x="200" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<staticText >
<report El enent x="205" y="20" w dth="100" hei ght="12"
forecol or="#97D414"/ >
<text El enent text Alignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El enent >
<text>20 Eglinton Ave. West</text>
</ staticText>
<rect angl e>
<report El enent x="310" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<staticText>
<report El enent x="315" y="20" w dth="50" hei ght="12"
forecol or="#97D414"/ >
<text El ement textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El emrent >
<t ext >Sui te 600</text>
</staticText>
<rect angl e>
<report El enent x="370" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</ rectangl e>
<staticText >
<report El enent x="375" y="20" w dth="35" hei ght="12"
forecol or="#97D414"/ >
<text El enent textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El enent >
<t ext >Tor ont o</t ext >
</ staticText>
<rect angl e>
<report El enent x="415" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
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</rectangl e>
<staticText>
<report El enent x="420" y="20" w dth="40" hei ght="12"
forecol or="#97D414"/ >
<text El ement textAlignment="Left" |ineSpaci ng="Si ngle">
<font reportFont="Arial_Normal" size="10"/>
</t ext El emrent >
<t ext>Ont ari o</t ext >
</staticText>
<rect angl e>
<report El enent x="460" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<staticText >
<report El enent x="465" y="20" w dth="45" hei ght="12"
forecol or="#97D414"/ >
<text El enent textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El enent >
<t ext >MAR 1K8</t ext >
</staticText>
<rect angl e>
<report El enent x="510" y="25" w dth="1" hei ght="1"
forecol or="#97D414"/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<staticText>
<report El enent x="515" y="20" w dth="45" hei ght="12"
forecol or="#97D414"/ >
<text El ement textAlignment="Left" |ineSpaci ng="Single">
<font reportFont="Arial_Normal" size="10"/>
</t ext El emrent >
<t ext >Canada</ t ext >
</staticText>
</ band>
</ pageFoot er >
<sumary>
<band hei ght ="0"/>
<l--
<band hei ght =" 60" >
<rect angl e>
<report El enent x="0" y="10" wi dt h="555" hei ght="50"
forecol or="#111111" backcol or =" #DDDDDD'/ >
<gr aphi cEl ement stretchType="NoStretch"/>
</rectangl e>
<i mage scal el nage="Ret ai nShape" >
<report El enent x="5" y="20" wi dt h="80" hei ght="40"/>
<gr aphi cEl ement / >
<i mageExpressi on cl ass="j ava. awm . | rage" >
$P{ Sunmar yl mage}
</ i mageExpressi on>
</ i mage>
<staticText>
<report El enent x="200" y="15" w dt h="200" hei ght="40"/>
<text El ement textAlignment="Justified" |ineSpacing="Single">
<font size="12"/>
</t ext El enent >
<text>End of Report!</text>
</staticText>
</ band>
-->
</ sunmary>
</ j asper Report >
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Displaying the generated report

Based on the design defined in the XML file presented above, the generated | nventory

report has the following format:
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Figure 20. The Inventory report generated based on the design defined in the XML file
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Notices

This information was developed for products and services offered in the U.S.A. IBM may
not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services
currently available in your area. Any reference to an IBM product, program, or serviceis
not intended to state or imply that only that IBM product, program, or service may be
used. Any functionally equivalent product, program, or service that does not infringe any
IBM intellectual property right may be used instead. However, it isthe user’s
responsibility to evaluate and verify the operation of any non-IBM product, program, or
service.

IBM may have patents or pending patent applications covering subject matter described in
this document. The furnishing of this document does not give you any license to these
patents.You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

Thefollowing paragraph does not apply to the United Kingdom or any other country
where such provisions areinconsistent with local law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “ASIS’ WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE.

Some states do not allow disclaimer of express or implied warrantiesin certain
transactions, therefore, this statement might not apply to you.

Thisinformation could include technical inaccuracies or typographical errors. Changesare
periodically made to the information herein; these changes will be incorporated in new
editions of the publication. IBM may make improvements and/or changesin the product(s)
and/or the program(s) described in this publication at any time without notice.

Any referencesin thisinformation to non-IBM Web sites are provided for convenience
only and do not in any manner serve as an endorsement of those Web sites. The materials
at those Web sites are not part of the materials for thisIBM product and use of those Web
sitesisat your own risk.
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IBM may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of
enabling: (i) the exchange of information between independently created programs and
other programs (including this one) and (ii) the mutual use of the information which has
been exchanged, should contact:

IBM Corporation
274A/101

11400 Burnet Road
Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions, including
in some cases, payment of afee.

The licensed program described in this document and al licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and thereis no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurement may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their
specific environment.

Information concerning non-1BM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or
any other claimsrelated to non-IBM products. Questions on the capabilities of non-IBM
products should be addressed to the suppliers of those products.

Thisinformation contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of
individuals, companies, brands, and products. All of these names are fictitious and any
similarity to the names and addresses used by an actual business enterprise is entirely
coincidental.

Trademarks

The following terms are trademarks of the IBM Corporation in the United States or other
countries or both:

AlX

DB2

DB2 Universal Database
IBM

ThelBM logo

Netfinity

RS/6000

Tivoli

Tivoli Enterprise

194  1BM Tivoli Intelligent Orchestrator: Operator’s Guide



WebSphere

UNIX isaregistered trademark of The Open Group in the United States and other
countries.

Microsoft, Windows, Windows NT, and the Windows logo are registered trademarks, of
Microsoft Corporation in the U.S. and other countries.

i Javaand al Java-based trademarks and logos are trademarks or registered
~+ trademarks of Sun Microsystems, Inc. inthe U.S., and other countries.

JAVA

Other company, product, and service names may be trademarks or service marks of others.
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Glossary

Using the Tivoli Intelligent Orchestrator presupposes familiarity with and common
understanding of a number of specific terms. Provided below are definitions for some of
the most commonly used terms, aswell as definitions that are adapted to reflect the Tivoli
Intelligent Orchestrator’s specific functionality.

Tivoli Intelligent Orchestrator-specific terms

A

application. An application can be defined as alogical assemble of hardware and software
that work in conjunction to fulfill a business need. Typically, an application does not
include the network infrastructure components, such as switches, load balancers, routers,
VLANS, and so on.

application cluster. The Tivali Intelligent Orchestrator makes use of clustering
technology, which allows software applications to run on a collection of computing
resources. Clustering is away of achieving horizontal scalability, which implies that an
application scales by adding computers to an existing cluster. The clustering technology is
currently available from all major software vendors, for al three standard tiers of a
Web-enabled application: Web server, application server, and database server.

R

resource. Thisisacomputing resource, usually consisting of a computing unit with at
least a CPU and some RAM. Inits current implementation, aunit is adistinct
computer/server, and the system currently supports various technologies such as PCs with
Windows 2000 or Linux.

resour ce pool/spare pool. Thisisatransient collection of computer resources (units) that
are currently not dedicated to an execution environment. The decision on how to organize
resource poolsis an economic and response-time one. You can allocate al the serversin
one resource pool, or have two pools, one with servers+Windows 2000, and one with
serverstLinux, and so on. The more specialized the pool, the better the response time for
allocation (the resource is aready in avery advanced state of readiness), however this
arrangement preventstimely optimal reallocation “between” pools. With one generic pool
only, the allocation time increases, as an operating system has to be installed first and so
on. However, the allocation can be optimal among all running environments requiring
dynamic allocation of resources.

S

server. Thisis acomputer that can either belong to a particular cluster and run aload
balanced instance of a particular application, or reside in aresource pool, waiting to be
assigned to run amanaged application. The server can also reside in aspecia state, such as
out of service or in transition. Servers that belong to the same cluster are configured to be
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in the same virtual network and can be served by dedicated network hardware (associated
with acluster), such as switches and load balancers. A cluster has a set of driversto
control the hardware.

switch. The Tivali Intelligent Orchestrator is affecting the networking infrastructure by
moving servers from one VLAN to another. The system manages network switches (both
layer 2 and 3), routers, load balancers, and firewalls. The Tivoli Intelligent Orchestrator’s
technology relies on the existence of alayer 3 switch in the target environment, which is
the only one allowing the system to programmatically create and modify VLANS,
therefore moving computers from one environment to another. The Tivoli Intelligent
Orchestrator manages the following switch types: Cisco, Extreme, and Foundry.

General terms

198

A

ASP. Abbreviation for Application Service Provider. ASPs are third-party entities that
manage and distribute software-based services and solutions to customers across awide
area network from a central data center. In essence, ASPs are away for companiesto
outsource some or almost all aspects of their information technology needs.

C

cluster. A logical group of servers, associated with one of the application tiers (e.g. Web,
application, database) of a particular application.

CPU. Abbreviation for Central Processing Unit. The CPU isthe brains of the computer.
Sometimes referred to simply as the processor or central processor, the CPU iswhere most
calculations take place. In terms of computing power, the CPU is the most important
element of a computer system.

D

data center. A centralized storage facility used by an ASP to retain database information
related to the decision-making processes of an organization. Data centers can house
applications at all levels: Web, application, and database. Many M SPs and ASPs house
some of the end customer’s equipment, then use a colocation facility to provide the
redundant power, cabling, security, and access to the Internet through one or more | SPs.

DHCP. Abbreviation for Dynamic Host Configuration Protocol. DHCP is a protocol for
assigning dynamic |P addresses to devices on a network. With dynamic addressing, a
device can have a different |P address every time it connects to the network. In some
systems, the device's | P address can even change whileiit is still connected. DHCP also
supports amix of static and dynamic | P addresses. Dynamic addressing simplifies
network administration because the software keeps track of |P addresses rather than
requiring an administrator to manage the task. This means that a new computer can be
added to a network without the hassle of manually assigning it a unique I P address. Many
I SPs use dynamic | P addressing for dial-up users.

DMZ. Abbreviation for Demilitarized Zone. A DMZ is used by a company that wantsto
host its own Internet services without sacrificing unauthorized accessto its private
network. The DMZ sits between the Internet and an internal network’s line of defense,
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usually some combination of firewalls and bastion hosts. Typically, the DMZ contains
devices accessible to Internet traffic, such as Web (HTTP) servers, FTP servers, SMTP
(e-mail) servers and DNS servers.

DNS. Abbreviation for Domain Name System (or Service). A DNSisan Internet service
that translates domain namesinto | P addresses. Because domain names are a phabetic,
they are easier to remember. The Internet however, is realy based on |P addresses.
Therefore, every time you use a domain name, a DNS service must trand ate the nameinto
the corresponding | P address. For example, the domain name www.example.com might
translate to 198.105.232.4. The DNS system is, in fact, its own network. If one DNS
server does not know how to translate a particular domain name, it asks another one, and
S0 on, until the correct |P address is returned.

F

firewall. A system designed to prevent unauthorized access to or from a private network.
Firewalls can be implemented in both hardware and software, or a combination of both.
Firewalls are frequently used to prevent unauthorized Internet users from accessing
private networks connected to the Internet, especialy intranets. All messages entering or
leaving the intranet pass through the firewall, which examines each message and blocks
those that do not meet the specified security criteria.

FTP. Abbreviation for File Transfer Protocol. The FTP isthe protocol used on the Internet
for sending files.

H

HTTP. Abbreviation for HyperText Transfer Protocol. The HTTP is the protocol used by
the World Wide Web to define how messages are formatted and transmitted, and what
actions Web servers and browsers should take in response to various commands. For
example, when you enter a URL in your browser, this actually sends an HTTP command
to the Web server, directing it to fetch and transmit the requested Web page.

ICMP. Abbreviation for Internet Control Message Protocol, an extension to the Internet
Protocol (IP) defined by RFC 792. ICM P supports packets containing error, control, and
informational messages. The PING command, for example, uses ICMP to test an Internet
connection.

IMAP. Abbreviation for Internet Message Access Protocol. IMAP is a protocol for
retrieving e-mail messages. The latest version, IMAP4, is similar to POP (POP version 3)
but supports some additional features. For example, with IMAPA4, you can search through
your e-mail messages for keywords while the messages are still on mail server. You can
then choose which messages to download to your machine.

intranet. A network based on TCP/IP protocols belonging to an organization, usually a
corporation. Theintranet is accessible only by the organization’s members, employees, or
others with authorization, and used to share information. An intranet’s Web sites |ook and
act just like any other Web sites, but the firewall surrounding an intranet fends off
unauthorized access.
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I SP. Abbreviation for Internet Service Provider. An ISP is acompany that provides access
to the Internet. For a monthly fee, the service provider gives you a software package or
instructions for configuring standard tools, username, password, and access phone
number. Equipped with amodem, you can then log on to the Internet and browse the
World Wide Web, and send and receive e-mail.

J

JMS. Abbreviation for Java™ Message System. By combining Java technology with
enterprise messaging, the IMS API provides a new, powerful tool for solving enterprise
computing problems. Enterprise messaging provides areliable, flexible service for the
asynchronous exchange of critical business data and events throughout an enterprise. The
JMS API adds to thisa common API and provider framework that enables the
development of portable, message based applications in the Java programming language.
The IMS API improves programmer productivity by defining a common set of messaging
concepts and programming strategies that will be supported by all IMS

technol ogy-compliant messaging systems.

JMX. Abbreviation for Java™ Management Extensions. IMX represents a universal,
open technology for management, ready to be deployed across al industries, wherever
management is or will be needed. By design, this new standard is suitable for adapting
legacy systems, implementing new management solutions and plugging into those of the
future.

L

LAN. Abbreviation for Local-Area Network. A LAN is acomputer network that spans a
relatively small area. Most LANSs are confined to asingle building or group of buildings.
However, one LAN can be connected to other LANSs over any distance through
communications lines and radio waves. Most LANSs connect workstations and personal
computers. Each node (individual computer) in aLAN hasits own CPU with which it
executes programs, but it also is able to access data and devices anywhere on the LAN.
This means that many users can share devices, such aslaser printers, aswell asdata. Users
can also use the LAN to communicate with each other, by sending e-mail or engaging in
chat sessions.

load balancing. Load balancing is the process of distributing processing and
communications activity evenly across a computer network so that no single deviceis
overwhelmed. Load balancing is especialy important for networks where it's difficult to
predict the number of requests that will beissued to a server. Busy Web sitestypically
employ two or more Web serversin aload balancing scheme. If one server startsto get
swamped, requests are forwarded to another server with more capacity.

M

M SP. Abbreviation for Managed Service Provider, also called a Management Service
Provider. An MSP is a company that manages information technology services for other
companies through the Web. An MSP client may use internal operations or an ASP to run
its business functions.
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N

NIC. Abbreviation for Network Interface Card. An NIC is an expansion board you insert
into a computer so the computer can be connected to a network. Most NICs are designed
for a particular type of network, protocol, and media, although some can serve multiple
networks.

NSH. Abbreviation for Network Shell. The NSH is a command line interface that offers
distributed, cross-platform access to crucial systems across the enterprise. From NSH,
system administrators have seamless and secure access to all remote servers from one
central management workstation. NSH gives the system administrators the power to
transfer and manipulate files on multiple servers, stop and start processes remotely, and
execute commands or entire shell scripts on multiple systemsin parallel.

P

POP. Abbreviation for Post Office Protocol. A POP is a protocol used to retrieve e-mail
from amail server. Most e-mail applications (sometimes called an e-mail client) use the
POP protocol, although some can use the newer IMAP (Internet Message A ccess
Protocol).

PXE. Abbreviation for Pre-Boot Execution Environment. PXE is one of the components
of Intel’s WfM specification, allowing aworkstation to boot from a server on a network
prior to booting the operating system on the local hard drive. A PXE-enabled workstation
connectsits NIC to the LAN through ajumper, which keeps the workstation connected to
the network even when the power is off. Because a network administrator doesn’t have to
physically visit the specific workstation and manually boot it, operating systems and other
software, such as diagnostic programs, can be loaded onto the device from a server over
the network. PXE is a mandatory element of the WfM specification. To be considered
compliant, the PXE must be supported by the computer’s BIOS and its NIC.

R

router. A router isadevice that connects any number of LANS. Routers use headers and a
forwarding table to determine where packets go. Very little filtering of datais done
through routers, as they do not care about the type of datathey handle.

RSH. Abbreviation for Remote Shell. The RSH isaprotocol that performs a back connect
from aremote host which requires a direct connection to the end user’s desktop. The RSH
protocol lets you log in to your host without a password. Generally, RSH is used to
connect to hosts where system security is not a concern.

S

server cluster. A server cluster isagroup of networked serversthat are housed in one
location. A server cluster streamlinesinternal processes by distributing the workload
between the individual components of the cluster and expedites computing processes by
harnessing the power of multiple servers. The clustersrely on load-balancing software that
accomplishes such tasks as tracking demand for processing power from different
machines, prioritizing the tasks, and scheduling and rescheduling them depending on
priority and demand that users put on the network. When one server in the cluster fails,
another can step in as a backup.
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Service Level Agreement (SLA). An SLA isacontract between an Application Service
Provider (ASP) and the end user which stipulates and commits the ASP to arequired level
of service. An SLA should contain a specified level of service, support options,
enforcement or penalty provisions for services not provided, a guaranteed level of system
performance as relates to downtime or uptime, a specified level of customer support and
what software or hardware will be provided and for what fee.

Service Level Management. The Service Level Management is away of managing
system performance (i.e. response time, compute power, storage space) by a contract in
which a Service Provider agreesto deliver an agreed-upon minimum level of service.

SMTP. Abbreviation for Simple Mail Transfer Protocol. SMTP is a protocol for sending
e-mail messages between servers. Most e-mail systems sending mail over the Internet use
SMTP to send messages between servers. The messages can then be retrieved with an
e-mail client using either POP or IMAP. In addition, SMTP is generally used to send
messages from amail client to a mail server, hence you need to specify both the
POP/IMAP server and the SMTP server when you configure your e-mail application.

SNMP. Abbreviation for Simple Network Management Protocol. SNMP is a set of
protocols for managing complex networks. It works by sending messages, called protocol
data units (PDUs), to different parts of a network. SNM P-compliant devices, called
agents, store data about themselves in Management Information Bases (MIBs) and return
this datato the SNMP requesters.

SSH. Abbreviation for Secure Shell. SSH is aprogram to log into another computer over a
network, to execute commands in a remote machine, and to move files from one machine
to another. It provides strong authentication and secure communications over insecure
channels. SSH is available for Windows, Unix, Macintosh, and OS/2, and it also works
with RSA authentication.

switch. A switch is adevice that filters and forwards packets between LAN segments.
Switches operate at the data link layer (layer 2) and sometimes the network layer (layer 3)
of the OSI Reference Model and therefore support any packet protocol. LANS using
switches to join segments are called switched LANs or, for Ethernet networks, switched
Ethernet LANS.

T

TCPI/IP. Abbreviation for Transmission Control Protocol/Internet Protocol, the suite of
communications protocols used to connect hosts on the Internet. TCP/IP uses several
protocols, the two main ones being TCP and IP. TCP/IP is built into the UNIX operating
system and is used by the Internet, making it the de facto standard for transmitting data
over networks. Even network operating systems that have their own protocols, such as
Netware, aso support TCP/IP.

TELNET. Thisisaprotocol designed for terminal-oriented remote login, that operates
using the TCP Protocol, and depends heavily on option negotiation. It provides a general,
bi-directional, eight-bit byte oriented communications facility. Its primary goal isto allow
astandard method of interfacing terminal devices and terminal-oriented processes to each
other.
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UDP/IP. Abbreviation for User Datagram Protocol. UDP/IP is a connection less protocol
that, like TCP, runs on top of IP networks. Unlike TCP/IP, it provides very few error
recovery services, offering instead a direct way to send and receive datagrams over an |P
network. It isused primarily for broadcasting messages over a network.

Vv

VLAN. Abbreviation for virtual LAN. A VLAN isanetwork of computersthat behave as
if they are connected to the same wire even though they may actually be physically located
on different segments of aLAN. VLANSs are configured through software rather than
hardware, which makes them highly flexible. One of the biggest advantages of VLANSs s
that when a computer is physically moved to another location, it can stay on the same
VLAN without any hardware reconfiguration.

W

Web farm. A Web farm, or Web server farm, refers to either a Web site that runs off of
more than one server or an | SP that provides Web hosting services using multiple servers.
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