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Preface

This is not a formal document, so please notify the authors of any errors, omissions or suggested changes.

This publication is intended to help solution architects, planners and system administrators to understand and implement
security features on their intranet and on the Internet based on technology provided by Tivoli Policy Director. The
information in this publication is not intended as the specification of any programming interfaces that are provided by
Tivoli Policy Director, or any other products mentioned. See the PUBLICATIONS section of the IBM Programming
Announcement for the IBM products, or contact the vendors for non-IBM products for more information about what
publications are considered to be product documentation.

The information contained in this document has not been submitted to any formal IBM test and is distributed AS IS. The
information about non-IBM (“vendor”) products in this manual has been supplied by the vendor and IBM assumes no
responsibility for its accuracy or completeness. The use of this information or the implementation of any of these
techniques is a customer responsibility and depends on the customer’ s ability to evaluate and integrate them into the
customer’ s operational environment. While each item may have been reviewed by IBM for accuracy in a specific
situation, there is no guarantee that the same or similar results will be obtained elsewhere. Customers attempting to
adapt these techniques to their own environments do so at their own risk.

References in this publication to IBM products, programs or services do not imply that IBM intends to make these
available in all countries in which IBM operates. Any reference to an IBM product, program, or service is not intended to
state or imply that only IBM’ s product, program, or service may be used. Any functionally equivalent program that does
not infringe any of IBM’ s intellectual property rights may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment specified, and is limited in application to
those specific hardware and software products and levels.

IBM may have patents or pending patent applications covering subject matter in this document. The furnishing of this
document does not give you any license to these patents. You can send license inquiries, in writing, to the IBM Director
of Licensing, IBM Corporation, 500 Columbus Avenue, Thornwood, NY 10594 USA.

Licensees of this program who wish to have information about it for the purpose of enabling: (i) the exchange of
information between independently created programs and other programs (including this one) and (ii) the mutual use of
the information which has been exchanged, should contact IBM Corporation, Dept. 600A, Mail Drop 1329, Somers, NY
10589 USA. Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The following terms are trademarks of the International Business Machines Corporation in the United States and/or other
countries: AIX®, AIX/6000® , IBM® , RISC System/6000®, DB2® , SecureWay®, WebSphere (TM) .

The following terms are trademarks of other companies: Microsoft, Windows, Windows NT, and the Windows 95 logo
are trademarks or registered trademarks of Microsoft Corporation. UNIX is a registered trademark in the United States
and other countries licensed exclusively through X/Open Company Limited. Other company, product, and service names
may be trademarks or service marks of others.
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Part | - Introduction and Roadmaps

1. Introduction

This document should be read in conjunction with the formal product documentation. It is not an
overview or description of Policy Director, but its scope is strictly limited to being a hands on guide
designed to assist those installing Tivoli Policy Director. The aim is to share lessons learned from
installation adventures with a wider audience.

It should be noted that this document is not comprehensive, and certainly does not cover all
possible permutations - but it is hoped that it will be better than nothing...

Note: Before going any further, it is worth reviewing the latest README and the formal product
documentation - see the Publications section at the end of this document for guidance on the
location of these documents.

Further note: Please do feed back any comments on this document to the authors.

General note regarding LDAP and Policy Director

It is worth noting that (unlike in previous releases) Policy Director will not start without LDAP
running.

Version 0.8 — 21 September, 2001 1
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2. Installation Road Maps

First of all, you need to decide which components will be installed on which boxes. Some of the
typical scenarios are as follows:

Scenario (a) — everything on a single box
(This is fine for a demonstration system.)

Policy Director Servers
LDAP
WebSEAL

Scenario (b) — WebSEAL on one box; Policy Director Servers and LDAP on a separate box
(The WebSEAL box(es) are likely to be in the DMZ, while the Policy Director Servers and LDAP
are likely to be in the intranet (or a separate network).)

Policy Director Servers
LDAP

WebSEAL

Scenario (c) — everything on separate boxes

Policy Director Servers

LDAP

WebSEAL

From this, you can determine which combinations of products need to be installed in which boxes.

Version 0.8 — 21 September, 2001 2



Tivoli Policy Director V3.8 — Installation Guidelines/Cookbook

Note that for Windows (that it Windows 2000 or Windows NT), the general approach described
here is first to install all the required components, then to configure them all. This approach
minimises the number of re-boots necessary. (Probably the WPM components could be installed
and configured with the rest of Policy Directory — but we haven'’t tested this.) It is also worth noting
that Web Portal Manager runs only on Windows (and hence does not appear on the AlX/Solaris
sections of the combinations below.)

Combination (i) — Policy Director Servers, IBM
SecureWay Directory (LDAP), WPM and
WebSEAL

Components required:

o GSKit

¢ IBM HTTP Server

¢ IBM SecureWay Directory

¢ Policy Directory Servers

o WebSEAL

o WebSphere Application Server (installed as part of the
Web Portal Manager installation process)

e Web Portal Manager (WPM) (Windows only)

Sequence of steps to follow on Windows:

Install GSKit

Install IBM HTTP Server

Install LDAP Server

Install Policy Director Server packages (pdrte, pdmgrd,

pdacld, pdweb)

Re-boot

e Configure LDAP

e Configure Policy Director Server packages (pdrte,
pdmgrd, pdacld, pdweb)

e Install and Configure Web Portal Manager (WPM)

Sequence of steps to follow on AlX/Solaris:

Install GSKit

Install IBM HTTP Server

Install LDAP Server

Configure LDAP Server

Install Policy Director packages
Configure Policy Director packages

Version 0.8 — 21 September, 2001 3
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WebSEAL

Combination (ii) — Policy Director Servers, IBM
SecureWay Directory (LDAP), WPM but not

Components required:

e GSKit

e IBM HTTP Server

¢ IBM SecureWay Directory
¢ Policy Directory Servers

o WebSphere Application Server (installed as part of the

Web Portal Manager installation process)

o Web Portal Manager (WPM) (Windows only)

Sequence of steps to follow on Windows:

Install GSKit

Install IBM HTTP Server

Install LDAP Server

Install Policy Director Server packages (pdrte, pdmgrd,
pdacld)

Re-boot

Configure LDAP

Configure Policy Director Server packages (pdrte,
pdmgrd, pdacld)

Install and Configure Web Portal Manager (WPM)

Sequence of steps to follow on AlX/Solaris:

Install GSKit

Install IBM HTTP Server

Install LDAP Server

Configure LDAP Server

Install Policy Director packages
Configure Policy Director packages
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WPM

Combination (iii) — Policy Director Servers and

Components required:

o GSKit

¢ IBM HTTP Server

o LDAP Client

¢ Policy Directory Servers

o WebSphere Application Server (installed as part of the

Web Portal Manager installation process)

e Web Portal Manager (WPM) (Windows only)

Sequence of steps to follow on Windows:

Install GSKit

Install IBM HTTP Server

Install LDAP Client

Install Policy Director Server packages (pdrte, pdmgrd,
pdacld)

Re-boot

Configure Policy Director Server packages (pdrte,
pdmgrd, pdacld)

Install and Configure Web Portal Manager (WPM)

Sequence of steps to follow on AlIX/Solaris:

Install GSKit

Install IBM HTTP Server

Install LDAP Client

Install Policy Director packages
Configure Policy Director packages
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Combination (iv) - WebSEAL only

Components required:

o GSKit
¢ LDAP Client
o WebSEAL

Sequence of steps to follow on Windows:

Install GSKit

Install LDAP Client
Install WebSEAL
Re-boot

Configure WebSEAL

Sequence of steps to follow on AlX/Solaris:

pulls in GSKit and LDAP Client)
e Configure WebSEAL

e Install WebSEAL (including pre-requisite packages — this

(LDAP) only

Combination (v) — IBM SecureWay Directory

Components required:

o GSKit
e IBM HTTP Server
¢ IBM SecureWay Directory

Sequence of steps to follow on Windows:

Install GSKit

Install IBM HTTP Server
Install LDAP Server
Re-boot

Configure LDAP

Sequence of steps to follow on AlX/Solaris:

e Install GSKit

e Install IBM HTTP Server
e Install LDAP Server

e Configure LDAP Server
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Part Il - Windows Environment

Note: the PD 3.8 installation process has been simplified considerably by the provision of a set of
Easy Installation procedures. In this section we have documented here both the Easy Installation
procedures and the Native installation procedures, as there may be occasions where the easy
install may fail and you may need to revert to part of the Native process.

3. Windows System preparation (operating system,etc)

Throughout this document the term Windows is used to refer to both
Windows NT and Windows 2000. Note also that Windows 2000 Server or
Advanced Server is required — Windows 2000 Professional is not
supported.

* Ensure that the date and time are set correctly across the environment you are using, this is a
sensible step and may avoid problems later on.

e Ensure that Microsoft NT Server 4.0 is installed, with Service Pack 5 or higher, or else
Windows 2000 Server.

e Ensure that you have IP connectivity (for example, attempt to ‘ping’ another machine).

e Itis much easier to install Policy Director if you can start with a ‘clean’ machine with a fresh
Windows install on it. Otherwise, if there are files left over from previous installs you are likely
to hit more obstacles along the way. (Some of the ways of avoiding these problems have been
documented — but there are sure to be more which are not documented.)

Loopback Adapter

If a stand-alone demonstration system is being set up, you may want to consider using the MS
Loopback Adapter rather than a genuine LAN adapter. To install this, insert a Windows NT Server
4.0 CD-ROM in the CD-ROM drive; use Start -> Settings -> Network, click on ‘Adapters’, click on
‘Add...’, select ‘MS Loopback Adapter’, click on ‘OK’, click on ‘OK’, click on ‘Close’. You will then
need to specify an IP address for this adapter. You will probably also need to add an entry in
C:\Winnt\system32\drivers\etc\hosts mapping IP address to fully qualified hostname in
order to get reverse DNS to work.

Version 0.8 — 21 September, 2001 7
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4. Easy Install

Version 3.8 of Policy Director now provides a quick installation path using batch files for Windows
environments such as Windows 2000 Server and Windows NT Server. These scripts make it easy
to install Policy Director by automatically installing required software and prerequisites. They let
you see what components are currently installed and prompt you for configuration information.
Below is documented a basic install using these batch files.

4.1 Easy Install of the IBM SecureWay Directory

First we will use the ezinstall_ldap_server batch file. This sets up a workstation with the following
packages; IBM DB2 v6.1 + FP3, GSKit, IBM HTTP Server, IBM SecureWay Directory Client and
Server v3.2.1 together with efix4.

a. Insert the Tivoli SecureWay Policy Director Base for Windows Version 3.8 CD

b. Using ‘My Computer ‘ or ‘Windows Explorer’ open the root directory of the CD and launch the
ezinstall_Idap_server.bat file by double-clicking on it.

c. ezinstall starts in a command window:

IBM SecureWay Directory Server
Installation and Configuration

Product Status

IBM DB2 ottitit ittt et et e e e e e Not Installed
IBM HTTPD SEIYVEY ..ttt ittt it eetiieeenennenn Not Installed
IBM Global Security Toolkit 4 ................ Not Installed
IBM SecureWay Directory Client ............... Not Installed
IBM SecureWay Directory Server ............... Not Installed

Press ENTER to continue...

d. This shows the current status of the components required for IBM SecureWay Directory. Press
‘Enter’. The DB2 Configuration options are displayed

IBM DB2 Configuration Options

Option Value
1. Administration Password .................. kKK Kk Kk kK
2. Installation Directory ................... C:\SQLLIB

Enter the number of the option to modify or Y to continue: 1

Enter the Administration Password: rk*kikx*

Re-enter the password for confirmation: *****%**

Version 0.8 — 21 September, 2001 8
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e. Set the password for the db2admin Windows user that will be created (we used Secure99). If
left as the default this would be db2admin. The configuration is updated.

IBM DB2 Configuration Options

Option Value
1. Administration Password .................. ok ok ok ok ok ok
2. Installation Directory ................... C:\SQLLIB

Enter the number of the option to modify or Y to continue:

f. Enter ‘y’ to confirm the displayed settings. The HTTP Server Configuration Options are
displayed.

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ........itiiiiitennenn.. administrator
2. Administration Password ..................
3. HTTP POTEL . ittt it e e e e e e e e et e ee e e 80
4. Installation DireCtOry ........vvuueennnn. C:\Program Files\IBM HTTP Server

Enter the Administration Password:

g. Enter the Windows Administrator password (which is Secure99 in our case). This is what the
HTTP Server will use to start as an Windows service. The options are re-displayed.

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ..........iiuiiuenuenn.. administrator
2. Administration Password .................. * kK kok ok k
3. HTTP POTEL .ot ittt ittt e e e e e e et e e e e 80
4. Installation DireCtOry ........eeuneunnnn. C:\Program Files\IBM HTTP Server

Enter the number of the option to modify or Y to continue: 3

Enter the HTTP Server Port Number: 81

h. At this point we selected (3) to change the HTTP listening port from 80 to 81 in our case. In
order to avoid port conflicts with WebSEAL later on, which by default listens on port 80. The
results of this change are shown below.

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ...........ciuiiiiniunnn.n administrator
2. Administration Password .................. ko k ok ok ok ok k
3. HTTP POTXt ... i i it 81
4. Installation DirecCtOry ........c.veueennnon. C:\Program Files\IBM HTTP Server

Enter the number of the option to modify or Y to continue: y

i. Press ‘y’ to continue, the IBM GSKIT Configuration Options are displayed.

IBM Global Security Toolkit

Option Value
1. Installation DirectOory ................... C:\Program Files\IBM\GSK

Version 0.8 — 21 September, 2001 9
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Enter the number of the option to modify or Y to continue: y

j- Enter ‘y’ to accept the default installation directory for IBM GSKIT. The LDAP Client
Configuration Options are displayed.

IBM SecureWay Directory Client

Option Value
1. Installation Directory ............c..o... C:\Program Files\IBM\LDAP

Enter the number of the option to modify or Y to continue: y

k. Enter ‘y’ to accept the default installation directory for IBM LDAP Client. The LDAP Server
Configuration Options are displayed.

IBM SecureWay Directory Server Configuration Options

Option Value
1. LDAP Administrator ID (DN) ............o... cn=root
2. LDAP Administrator Password ..............
3. LDAP Server Hostname .................o.... secure2.pisc.uk.ibm.com
4. Suffix ... e
5. LDAP Server Port .......... .. ... 389
6. LDAP SSL Keyfile ....... ..., D:\common\pd ldapkey.kdb
7. LDAP SSL Key File Password ............... kK ok ok
8. SSL Client Certificate Label ............. PDLDAP
9. Installation Directory .............c...o... C:\Program Files\IBM\LDAP

Enter the LDAP Administrator Password: **xx*xxx%x

Re-enter the password for confirmation: ****kkikx

|. Enter the password to be used for the LDAP Admin user (en=root). Type again to confirm. (We
used Secure99.)

IBM SecureWay Directory Server Configuration Options

Option Value

1. LDAP Administrator ID (DN) ............... cn=root

2. LDAP Administrator Password .............. * kK kok ok k

3. LDAP Server Hostname ...............c.c.... secure2.pisc.uk.ibm.com
4. Suffix ... e

5. LDAP Server Port ................ i 389

6. LDAP SSL Keyfile ....... ... ... . D:\common\pd ldapkey.kdb
7. LDAP SSL Key File Password ............... Fhkkkkkk

8. SSL Client Certificate Label ............. PDLDAP

9. Installation Directory .............ooo.... C:\Program Files\IBM\LDAP

Enter the Suffix:

m. Enter the suffix you want to be created for storage of Policy Director users and groups (we used
o=ibm, c=gb).

IBM SecureWay Directory Server Configuration Options
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Option Value
1. LDAP Administrator ID (DN) ............o... cn=root
2. LDAP Administrator Password .............. wokkokkokk ok
3. LDAP Server Hostname .................o.... secure2.pisc.uk.ibm.com
4., SULEIxX .. e o=ibm, c=gb
5. LDAP Server Port .......... .. ... 389
6. LDAP SSL Keyfile .........iiiiiineunennn.. D:\common\pd ldapkey.kdb
7. LDAP SSL Key File Password ............... kKoo ok ok
8. SSL Client Certificate Label ............. PDLDAP
9. Installation Directory .............c...o... C:\Program Files\IBM\LDAP
Enter the number of the option to modify or Y to continue: y

n. Enter ‘y’ to confirm the displayed settings. The LDAP keystore provided is copied onto the hard
drive and you will see the message:

The SSL Client Keyfile: D:\common\pd ldapkey.kdb will be copied to
c:\keytabs\pd ldapkey.kdb.
Press ENTER to continue...

0. Press ‘Enter’ to continue. The installation and configuration begins. This takes a few minutes —
but don’t go away because you need to be around to re-boot the machine. You will see screens
similar to below.

IBM SecureWay Directory Server
Installation and Configuration

Product Status

IBM DB2 ottittit ittt et et e e e e Not Installed
IBM HTTPD SEIYVEY ..ttt ittt it ieeeieeaneenenn Not Installed
IBM Global Security Toolkit 4 ................ Not Installed
IBM SecureWay Directory Client ............... Not Installed
IBM SecureWay Directory Server ............... Not Installed

Installing DB2.

To complete the installation/configuration, the system must be restarted
Press ENTER to continue...

p. When the message shown above is displayed press ‘ENTER’ to re-boot the machine. Once the
machine has finished re-booting sign in as Administrator (cfguser and Secure99 in our case).
The ezinstall will automatically carry on where it left off with the installation of the HTTP Server:

IBM SecureWay Directory Server
Installation and Configuration

Product Status

0= )= Configured [6]

IBM HTTPD SEXVETL .ttt ttte it teeeeeenens Configured [1.3.12]
IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]

IBM SecureWay Directory Server ............... Not Installed

Installing IBM SecureWay Directory Server.
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To complete the installation/configuration, the system must be restarted
Press ENTER to continue...

g. When the message shown above is displayed press ‘ENTER’ to re-boot the machine. Once the
machine has finished re-booting sign in as Administrator. The ezinstall will automatically carry
on where it left off with the configuration of the IBM SecureWay Directory. You will se the
progress in the command window as shown below:

IR EE R SRS R S S S S SRR SR SRR R R R R RS EEE SRR R R R R R R EEEEEEEEEEEEEEEESEESEEESE]

Some lines missing here...

IR R R R R R SRR R R R R R R R R R R R R R R R R R R R R R R R EEEE R

Creating the directory DB2 default database.
This operation may take a few minutes.

Configuring the database.

Adding user account: ldapdb2.

Adding user account, ldapdb2, to the Administrators group.
Adding account rights to account: ldapdb2.
Added account rights to account: ldapdb2.
Creating database instance: ldapdb2.

Created database instance: ldapdb2.

Logging on user: ldapdb2.

Logged on user: ldapdb2.

Impersonating user.

Impersonated user.

Logging on user: ldapdb2.

Logged on user: ldapdb2.

Impersonating user.

Impersonated user.

Cataloging node: ldapdb2.

Cataloged node: ldapdb2.

Starting database manager for instance: ldapdb2.
Started database manager for instance: ldapdb2.
Attaching to instance: ldapdb2.

Attached to instance: ldapdb2.

Creating database: ldapdb2.

Created database: ldapdb2.

Getting configuration for database: ldapdb2.
Got configuration for database: ldapdb2.
Updating configuration for database: ldapdb2.
Updated configuration for database: ldapdb2.
Completed configuration of the database.

IBM SecureWay Directory Configuration complete.

Starting slapd server. This may take a few minutes...
The IBM SecureWay Directory V3.2 service is starting................
The IBM SecureWay Directory V3.2 service was started successfully.

Adding suffix o=ibm, c=gb .
Adding suffix secAuthority=Default

Starting slapd server. This may take a few minutes...
The IBM SecureWay Directory V3.2 service is stopping...
The IBM SecureWay Directory V3.2 service was stopped successfully.

The IBM SecureWay Directory V3.2 service is starting..
The IBM SecureWay Directory V3.2 service was started successfully.

Adding organization o=ibm,c=gb...
adding new entry o=ibm, c=gb

Starting slapd server. This may take a few minutes...
The IBM SecureWay Directory V3.2 service is stopping...
The IBM SecureWay Directory V3.2 service was stopped successfully.
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The IBM SecureWay Directory V3.2 service is starting...
The IBM SecureWay Directory V3.2 service was started successfully.

IBM SecureWay Directory Server
Installation and Configuration

Product Status

IBM DB2 ..ttt e e Configured [6]

IBM HTTPD SEXVETL .t et it ttttteteteteteeeeeenenn Configured [1.3.12]
IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]

IBM SecureWay Directory Server ............... Configured [3.2]

ezinstall completed successfully.

Press ENTER to continue...

r. When the screen above is displayed it means that the IBM SecureWay Directory has been
successfully installed and configured. In addition, IBM HTTP Server has been installed and
configured for access to the LDAP Web console. Press ‘ENTER’ to exit ezinstall.

4.2 Easy Install of Policy Director Management Server
(PDMgr)

Use the ezinstall_pdmgr batch file to install the PDRTE and PDMgr components.This sets up a
workstation with the following packages; GSKit, IBM SecureWay Directory client v3.2.1, PDRTE
and PDMgr. We performed the steps documented here on the same machine as the previous
install of the SecureWay Directory.

a. Insert the Tivoli SecureWay Policy Director Base for Windows version 3.8 CD

a. Use Windows Explorer to open the drive where the Policy Director Base for Windows
version 3.8 CD image is located. In the root directory of this drive launch the
ezinstall_pdmgr.bat file by double-clicking on it.

b. ezinstall starts in a command window:

A response file was created for this process previously.
Do you want to use C:\TEMP\EZINSTALL.RSP as the response file? [Y | NJ:

c. ezinstall finds the response file that it generated when installing the IBM SecureWay Directory.
This file contains information that can be reused to save your typing. Enter ‘y’ to use this file.
The Policy Director Runtime Configuration Options are displayed

Tivoli SecureWay Policy Director Runtime Configuration Options
Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname .....................

3. LDAP Server Port .................o ... 389
4. Suffix ... e

5. Enable SSL with LDAP Server ..............

6. LDAP SSL Keyfile ....... ...

7. LDAP SSL Keyfile DN ..........uiiuiniuenn..

8. LDAP SSL Key File Password ...............

9. LDAP Server SSL Port ..................... 636
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10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

Enter the LDAP Server Hostname:

d. Enter the LDAP Server Hostname. Since LDAP is installed locally this should be the DNS name
of the local host (secure2.pisc.uk.ibm.com in our case).

Tivoli SecureWay Policy Director Runtime Configuration Options
Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.c.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .................iii.. 389
4. suffix ... .
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ........ ...
7. LDAP SSL Keyfile DN ............cc.viuiin.n.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director
Enter the Suffix:

e. Enter the suffix where you want the GSO database to be created. To make life easy for yourself
give the same suffix here as you did when configuring LDAP (so we used o=ibm,c=gb). If you
wanted to use something else you would have to make sure that the object already existed in
LDAP.

Tivoli SecureWay Policy Director Runtime Configuration Options
Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.c.... secure2.pisc.uk.ibm.com
3. LDAP Server Port ................cii. 389
4, SULEIxX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ...... ... ...
7. LDAP SSL Keyfile DN ............covinon.n.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director
Enable SSL with LDAP Server? [Y|N]:

f. At this point you must decide if you will use SSL for communication with the LDAP Server. For
this basic install we’ll keep things simple by NOT using SSL. The Policy Director Management
Server Configuration Options screen is re-displayed.

Tivoli SecureWay Policy Director Managment Server Configuration Options

Option Value

1. LDAP Administrator ID (DN) ............o... cn=root
2. LDAP Administrator Password ..............

3. Security Master Password .................

4. SSL Server Port ........... ... ... 7135

5. PDMGR SSL Certificate Lifetime ........... 365

6. Enable Download of Certificates ..........
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Enter the LDAP Administrator Password:

g. Enter the LDAP Administrator password. This is the password that you set for en=root during
LDAP configuration (Secure99 in our case).

Tivoli SecureWay Policy Director Managment Server Configuration Options

Option Value
1. LDAP Administrator ID (DN) ............... cn=root
2. LDAP Administrator Password .............. * ko k ok ok ok k
3. Security Master Password .................
4. SSL Server Port ............ . . ... 7135
5. PDMGR SSL Certificate Lifetime ........... 365
6. Enable Download of Certificates ..........

Enter the Security Master Password: r¥*%k%k%

Re-enter the password for confirmation: ****kkikx

h. Enter the password that will be used for the Policy Director master user, sec_master. Re-
enter for confirmation (we used Secure99).

Tivoli SecureWay Policy Director Managment Server Configuration Options

Option Value
1. LDAP Administrator ID (DN) ..........ouo... cn=root
2. LDAP Administrator Password .............. * ok kK ok ok ok k
3. Security Master Password ................. Ehkkkkkk
4. SSL Server Port ........... ... ... 7135
5. PDMGR SSL Certificate Lifetime ........... 365
6. Enable Download of Certificates ..........

Allow other PD Client machines to download the certificate file? [ Y | N ]: y

i. You must now decide if other Policy Director machines will be able to download the Policy
Director internal CA certificate from the management server. This saves a manual step when
configuring remote Policy Director machines but removes the security of having a manual CA
Certificate transfer. We choose ‘y’ for this install to keep things simple.

j- The installation and configuration begins. This takes a few minutes — but don’t go away because
you need to be around to re-boot the machine.

Tivoli SecureWay Policy Director Management Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Not Installed

Tivoli SecureWay PD Management Server ........ Not Installed

Installing Tivoli SecureWay Policy Director Runtime.

k. IBM GSKIT and IBM SecureWay Directory client are already installed (because the LDAP
Server is on the local machine, i.e all components are on the same machine here) so ezinstall
starts with the installation of PD Runtime. If LDAP were installed on a different machine the
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ezinstall would have installed IBM GSKIT and the LDAP Client at this point.

Tivoli SecureWay Policy Director Management Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Installed [3.8]

Tivoli SecureWay PD Management Server ........ Not Installed

Installing Tivoli SecureWay Policy Director Management Server.

To complete the installation/configuration, the system must be restarted
Press ENTER to continue...

I. When the message shown above is displayed press ENTER to re-boot the machine. Once the
machine has finished re-booting sign in as cfguser. The ezinstall will automatically carry on
where it left off with the configuration of Policy Director Runtime. You should see the installation
progress as shown below:

Tivoli SecureWay Policy Director Management Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Installed [3.8]

Tivoli SecureWay PD Management Server ........ Installed [3.8]

Configuring Tivoli SecureWay Policy Director Runtime...

The IBM SecureWay Directory V3.2 service is stopping..
The IBM SecureWay Directory V3.2 service was stopped successfully.

The IBM SecureWay Directory V3.2 service is starting...

The IBM SecureWay Directory V3.2 service was started successfully.

Tivoli SecureWay Policy Director Management Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]
Tivoli SecureWay PD Management Server ........ Installed [3.8]

Configuring Tivoli SecureWay Policy Director Management Server...

Tivoli SecureWay Policy Director Management Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]
Tivoli SecureWay PD Management Server ........ Configured [3.8]
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ezinstall completed successfully.

Press ENTER to continue...

m. When the screen above is displayed it means that the Policy Director Management Server has
been successfully installed and configured. Policy Director Runtime is also installed which
means that you can use PDADMIN for command-line administration. Press ‘ENTER’ to exit
ezinstall.

4.3 Easy Install of Policy Director WebSEAL (PDWeb)

Use the ezinstall_pdweb batch file to install WebSEAL.This sets up a workstation with the
following packages; GSKit, IBM SecureWay Directory client v3.2.1, PDRTE and WebSEAL. Again
we installed this on the same machine as the directory and PD Manager.

a. Insert the Tivoli SecureWay Policy Director WebSEAL version 3.8 CD

b. Use Windows Explorer to open the drive where the Policy Director WebSEAL CD image is
located. In the root directory of this drive launch the ezinstall_pdweb.bat file by double-clicking
on it, ezinstall starts in a command window:

A response file was created for this process previously.
Do you want to use C:\TEMP\EZINSTALL.RSP as the response file? [Y | NJ]:
Y

c. ezinstall finds the response file that it previously generated. This file contains information that
can be reused to save your typing. Enter y to use this file. The WebSEAL configuration options
are displayed

Policy Director WebSEAL Server (PDWEB) Options

Option Value
1. Security Master Password ..........c.oueo.. % okok ok ok ok

Enter the Security Master Password: *¥¥%k%k%

d. Enter the Password you configured for sec_master during the PD Management Server
installation (we used secure99). The installation and configuration begins, this only take a few
seconds.

Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]
Tivoli SecureWay WebSEAL Server .............. Not Installed

Installing Policy Director WebSEAL Server...
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Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]
Tivoli SecureWay WebSEAL Server .............. Configured [3.8]

ezinstall completed successfully.

Press ENTER to continue...

e. When the screen above is displayed it means that WebSEAL has been successfully installed
and configured. Press ‘ENTER’ to exit ezinstall.

The WebSEAL Server is now running on the machine and should respond to HTTP and HTTPS
requests. It has been configured to use the default HTTP and HTTPS ports (80 and 443
respectively). See the later section on validating your PD installation.
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5. Easy Install process to Set up Policy Director
components on a remote machine

This section describes using the scripts to install the WebSEAL and then the WPM and their
prerequisites on separate systems.

5.1 Easy Install of Policy Director WebSEAL (PDWeb)

Use the ezinstall_pdweb batch file to install WebSEAL.This sets up a workstation with the
following packages; GSKit, IBM SecureWay Directory client v3.2.1, PDRTE and WebSEAL.

a. Insert the Tivoli SecureWay Policy Director WebSEAL Version 3.8 CD.

b. Using ‘My Computer ‘ or ‘Windows Explorer’ open the root directory of the CD and launch the
ezinstall_pdweb.bat file by double-clicking on it. ezinstall starts in a command window:

Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Not Installed
IBM SecureWay Directory Client ............... Not Installed
Tivoli SecureWay Policy Director Runtime...... Not Installed
Tivoli SecureWay WebSEAL Server .............. Not Installed

Press ENTER to continue...

c. This shows the current status of the components required for WebSEAL. Press ENTER. The
IBM GSKIT Configuration Options are displayed.

IBM Global Security Toolkit

Option Value
1. Installation Directory ............oeeon.. C:\Program Files\IBM\GSK

Enter the number of the option to modify or Y to continue: y

d. Enter ‘y’ to accept the default installation directory for IBM GSKIT. Then the LDAP Client
Configuration Options are displayed.

IBM SecureWay Directory Client

Option Value
1. Installation Directory ............oueeon.. C:\Program Files\IBM\LDAP

Enter the number of the option to modify or Y to continue: y

e. Enter y to accept the default installation directory for IBM LDAP Client. The Policy Director
Runtime Configuration Options are displayed
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Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname .....................

3. LDAP Server Port ................. i 389
4. Suffix ... e
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ........ ...
7. LDAP SSL Keyfile DN ..........iiuiiniinen.on.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enter the LDAP Server Hostname:

f. Enter the LDAP Server Hostname. This is the full DNS name of the machine where you installed
the LDAP server (we used secure2.pisc.uk.ibm.com).

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.c.... secure2.pisc.uk.ibm.com
3. LDAP Server Port ................o i 389
4. suffix ...
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ........ ...
7. LDAP SSL Keyfile DN ............o.iiniin.n.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enter the Suffix:

g. Enter the suffix where you specified the GSO database should be created when setting up the
Policy Director Management Server. (We choose to use o=ibm, c=gb.)

Tivoli SecureWay Policy Director Runtime Configuration Options
Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ................o.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .......... .. ... i 389
4., SULEIX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ....... ...
7. LDAP SSL Keyfile DN ........ouiiuiniuennnnn.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director
11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enable SSL with LDAP Server? [Y|N]:

h. At this point you must decide if you will use SSL for communication with the LDAP Server. For
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this install we’'ll keep things simple by NOT using SSL.

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.cn... secure2.pisc.uk.ibm.com
3. LDAP Server Port ................ .. 389
4, SULEIxX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server .............. n
6. LDAP SSL Keyfile ........ ...
7. LDAP SSL Keyfile DN ..........iiuiiniinenon.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename ..

Enter the host name of the Policy Director Management Server:

. PD Runtime needs to where to contact the Management Server. Enter the full DNS name of the
machine where the Policy Director Management server is installed
(secure2.pisc.uk.ibm.com in our case).

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.o.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .......... ... i 389
4., SULEIX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server .............. n
6. LDAP SSL Keyfile ....... ...,
7. LDAP SSL Keyfile DN ........iuiiuiiuennnnn.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..............ivv.... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname yourhost.pisc.uk.ibm.com
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename ..

If you have enabled PDMgr to allow the download of the certificate files,
leave this option blank. Otherwise, specify the pdcacert.b64 file
created by the PDMgr configuration.

Enter the path to the Policy Director Certificate File:

j- In order for PD Runtime to authenticate the other Policy Director servers it connects to it must
have a copy of the PD CA Certificate that was generated by the Management Server when it
was configured. This can either be manually copied to the local machine or downloaded as part
of the configuration of PD Runtime. When we were configuring the Management Server we said
we would allow the PD CA Certificate to be downloaded so we can simply press ENTER here to
continue.

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c..o.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .......... .. ... i 389
4., SULEIX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server .............. n
6. LDAP SSL Keyfile ............. ...
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7. LDAP SSL Keyfile DN ..........iiuiinienenon.

8. LDAP SSL Key File Password ...............

9. LDAP Server SSL Port ..................... 636

10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director
11. Policy Director Management Server Hostname secure2.pisc.uk.ibm.com

12. SSL Server Port for PD Management Server.. 7135

13. Policy Director CA Certificate Filename ..

Enter the number of the option to modify or Y to continue:

k. Enter ‘y’ to confirm the displayed settings. Next the WebSEAL configuration options begin:

Policy Director WebSEAL Server (PDWEB) Options

Option Value
1. Security Master Password ...........c.oue... % okok ok ok ok

Enter the Security Master Password: *¥¥%k%k%

|. Enter the Password you configured for sec_master during the PD Management Server
installation (we used Secure99).

Policy Director WebSEAL Server (PDWEB) Options

Option Value
1. Security Master Password ................. *kkkkk

Enter the number of the option to modify or Y to continue:

m. Enter ‘y’ to confirm the displayed settings. The installation and configuration proceeds, this
takes a little time and requires the machine to be rebooted once.

Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Not Installed
IBM SecureWay Directory Client ............... Not Installed
Tivoli SecureWay Policy Director Runtime...... Not Installed
Tivoli SecureWay WebSEAL Server .............. Not Installed

Installing IBM Global Security Toolkit.

Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Installed [3.8]

Tivoli SecureWay WebSEAL Server .............. Not Installed

Installing Policy Director WebSEAL Server.

To complete the installation/configuration, the system must be restarted
Press ENTER to continue...

n. When the message shown above is displayed press ‘ENTER’ to re-boot the machine.
0. Once the machine has finished re-booting sign in as Administrator. The ezinstall will
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automatically restart.

Policy Director WebSEAL Server (PDWEB) Options

Option Value
1. Security Master Password ................. *kkkkk

Enter the Security Master Password: ********

p. Enter the password for sec_master. You are asked for this password again as it is required to
complete the configuration and is not stored in the response file for security reasons (we used
Secure9)9).

g. Now ezinstall can carry on where it left off with the configuration of Policy Director Runtime.

Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Installed [3.8]

Tivoli SecureWay WebSEAL Server .............. Installed [3.8]

Configuring Tivoli SecureWay Policy Director Runtime...

Tivoli Policy Director WebSEAL Server (PDWEB)
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]
Tivoli SecureWay WebSEAL Server .............. Configured [3.8]

ezinstall completed successfully.

Press ENTER to continue...

r. When the screen above is displayed it means that Policy Director WebSEAL has been
successfully installed and configured. Press ‘ENTER’ to exit ezinstall.

s. The WebSEAL Server is now running on the machine and should respond to HTTP and HTTPS
requests. It has been configured to use the default HTTP and HTTPS ports (80 and 443
respectively).

t. Policy Director Runtime has also been installed on the machine so PDADMIN is available for
command-line administration from this machine. Web Portal Manager
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5.2 Easy Install of Web Portal Manager (PDWPM)

For this section we will install the Web Portal Manager onto another machine (one that does NOT
have the Management Server installed). One good reason for doing this is that WebSphere
(required by the WPM) has high memory requirements. It is important to have at least 256MB of
ram avaliable on a machine just running the WPM and preferably 512MB. There are no technical
problems with installing the WPM on the same machine as the Management server provided you
have enough memory. The only difference will be that some screens will not be shown as some
components will already be installed and configured.

a. Insert the Tivoli SecureWay Policy Director Web Portal Manager version 3.8 CD

b. Using ‘My Computer ‘ or ‘Windows Explorer’ open the root directory of the CD and launch the
ezinstall_pdwpm.bat file by double-clicking on it.

c. ezinstall starts in a command window:

Tivoli SecureWay Policy Director Web Portal Manager

Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Not Installed
IBM HTTPD SEIVETL ..t vitiittittittieaeeaennenn Not Installed
IBM SecureWay Directory Client ............... Not Installed
Tivoli SecureWay Policy Director Runtime...... Not Installed
IBM WebSphere Application Server ............. Not Installed
Tivoli SecureWay PD Web Portal Manager ....... Not Installed

Press ENTER to continue...

d. Press ‘ENTER’ to continue. You will see the IBM Global Security Toolkit options displayed

IBM Global Security Toolkit

Option Value
1. Installation Directory ............c....... C:\Program Files\IBM\GSK

Enter the number of the option to modify or Y to continue:

e. Type ‘y’ to continue.

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ..........iiuiiuennenn.. administrator
2. Administration Password ..................
3. HTTP POTEL . ittt ittt e e e e e e e e e e e e 80
4. Installation DireCtOry ........evuueunnnn. C:\Program Files\IBM HTTP Server

Enter the Administration Password:

f. Enter the Windows Administrator password (Secure99 in our case). This is what the HTTP
Server will use to start as a service.
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IBM HTTP Server Configuration Options

Option Value

1. Administration ID .........iiiiiiinnenn.n administrator

2. Administration Password .................. ko kkkkk

3. HTTP Port ... ... it i i i 80

4. Installation Directory ................... C:\Program Files\IBM HTTP Server

Enter the number of the option to modify or Y to continue: 1

Enter the Administrative User ID: cfguser

g. Enter ‘1’ to change the Administration id. We changed this to cfguser the id we have been
using which has administrative rights.

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ........c.iuiuinenenennnn cfguser
2. Administration Password .................. ko kK ok ok Kk
3. HTTP Port ....... .. i, 80
4. Installation Directory ................... C:\Program Files\IBM HTTP Server

Enter the number of the option to modify or Y to continue:

h. Enter ‘y’ to continue. The IBM SecureWay Directory Client options are displayed

IBM SecureWay Directory Client

Option Value
1. Installation Directory .............c..o... C:\Program Files\IBM\LDAP

Enter the number of the option to modify or Y to continue:

i. Enter ‘y’ to continue. The PD runtime configuration is displayed.

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname .............c.cocn...

3. LDAP Server Port .......... ...ttt 389
4. Suffix ... e
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ....... ...,
7. LDAP SSL Keyfile DN ..........iiuiiniinenon.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port .............iivo.... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enter the LDAP Server Hostname:

j- Enter the LDAP Server Hostname. This is the full DNS name of the machine where you installed
the LDAP server (secure2.pisc.uk.ibm.com in our case).

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value

1. Configure Using This Registry Type ....... ldap

2. LDAP Server Hostname ..............c..o.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .......... ...ttt 389

4. Suffix ... e

5. Enable SSL with LDAP Server ..............
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6. LDAP SSL Keyfile ........ ...

7. LDAP SSL Keyfile DN ..........iiuiiniinenon.

8. LDAP SSL Key File Password ...............

9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director
11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enter the Suffix:

k. Enter the suffix where you specified the GSO database should be created when setting up the
Policy Director Management Server. (We choose to use o=ibm, c=gb.)

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.c.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .................oii.... 389
4, SULEIX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server ..............
6. LDAP SSL Keyfile ........ ...
7. LDAP SSL Keyfile DN ............cociiuiin.n.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enable SSL with LDAP Server? [Y|N]:

|. At this point you must decide if you will use SSL for communication with the LDAP Server. For
this install we’ll keep things simple by NOT using SSL. So enter ‘n’.

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.o.... secure2.pisc.uk.ibm.com
3. LDAP Server Port .............. . i 389
4., SULEIxX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server .............. n
6. LDAP SSL Keyfile ....... ...
7. LDAP SSL Keyfile DN ........uiiuiiuennnnn.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port .............iivo.... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename

Enter the host name of the Policy Director Management Server:

m. PD Runtime needs to where to contact the Management Server. Enter the full DNS name of
the machine where the Policy Director Management server is installed
(secure2.pisc.uk.ibm.com in our case).

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
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2. LDAP Server Hostname ..............c.cn... secure2.pisc.uk.ibm.com

3. LDAP Server Port ................. . 389

4, SULEIxX .. e o=ibm, c=gb

5. Enable SSL with LDAP Server .............. n

6. LDAP SSL Keyfile ........ ...

7. LDAP SSL Keyfile DN .........ciiiiniinenon.

8. LDAP SSL Key File Password ...............

9. LDAP Server SSL Port ..................... 636

10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname yourhost.pisc.uk.ibm.com
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename ..

If you have enabled PDMgr to allow the download of the certificate files,
leave this option blank. Otherwise, specify the pdcacert.b64 file
created by the PDMgr configuration.

Enter the path to the Policy Director Certificate File:

n. In order for PD Runtime to authenticate the other Policy Director servers it connects to it must
have a copy of the PD CA Certificate that was generated by the Management Server when it
was configured. This can either be manually copied to the local machine or downloaded as part
of the configuration of PD Runtime. When we were configuring the Management Server we said
we would allow the PD CA Certificate to be downloaded so we can simply press ENTER here to
continue.

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value
1. Configure Using This Registry Type ....... ldap
2. LDAP Server Hostname ...............c.c.... secure2.pisc.uk.ibm.com
3. LDAP Server Port ................cii. 389
4, SULEIxX .. e o=ibm, c=gb
5. Enable SSL with LDAP Server .............. n
6. LDAP SSL Keyfile ...... ... ...
7. LDAP SSL Keyfile DN ............covinon.n.
8. LDAP SSL Key File Password ...............
9. LDAP Server SSL Port ..................... 636
10. Installation Directory ................... C:\Program Files\Tivoli\Policy Director

11. Policy Director Management Server Hostname secure2.pisc.uk.ibm.com
12. SSL Server Port for PD Management Server.. 7135
13. Policy Director CA Certificate Filename ..

Enter the number of the option to modify or Y to continue:

o. Enter ‘y’ to continue.The IBM WebSphere Configuration Options are displayed.

IBM WebSphere Configuration Options

Option Value
1. Administration ID ........itiitiiuennnnn.. Administrator
2. Administration Password ..................
3. Installation Directory ................... C:\WebSphere\AppServer

Enter the Administration Password: r**xk*x*

p. Enter the Windows Administrator password (which is Secure99 in our case). This is what
WebSphere will use to start as an Windows service. A summary of entries is shown.

IBM WebSphere Configuration Options
Option Value
1. Administration ID .........iiiiininnenn.. Administrator
2. Administration Password .................. ko kkkkk
3. Installation Directory ................... C:\WebSphere\AppServer
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Enter the number of the option to modify or Y to continue: 1

Enter the Administrative User ID: cfguser

g. Select ‘1’ and change the administrator to cfguser. The configuration is then re-displayed.

IBM WebSphere Configuration Options

Option Value
1. Administration ID ........c.iuiuininenennnn cfguser
2. Administration Password .................. ok ok ok ok ok ok ok
3. Installation Directory ................... C:\WebSphere\AppServer

Enter the number of the option to modify or Y to continue

r. Press ‘y’ to continue and the installation begins. The components are installed and configured
one by one, this process takes a few minutes and will require a reboot.

Tivoli SecureWay Policy Director Web Portal Manager
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM HTTPD SEXVEL ...ttt it iieiie i Not Installed

IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]

IBM WebSphere Application Server ............. Not Installed

Tivoli SecureWay PD Web Portal Manager ....... Not Installed

Installing IBM HTTPD Server.

Tivoli SecureWay Policy Director Web Portal Manager
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM HTTPD SEIVEL ettt it et et eeeeeeeeeeeeenn Configured [1.3.12]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]

IBM WebSphere Application Server ............. Not Installed

Tivoli SecureWay PD Web Portal Manager ....... Not Installed

Installing IBM WebSphere Application Server.

WASHOME C:\WebSphere\AppServer
JDKHOME C:\WebSphere\AppServer\jdk
1 file(s) copied.
"Installing the WebSphere Application Server Standard Edition 3.5 PTF 4"
2001/09/18 17:33:59 Extractor version: 01.20
2001/09/18 17:33:59
2001/09/18 17:33:59 Input Jar File : C:/TEMP/was35_std ptf 4.jar

1/09/18 17:37:10

2001/09/18 17:37:10 Installation completed with no errors.
2001/09/18 17:37:10

2001/09/18 17:37:10 Please view the activity log for details.

Tivoli SecureWay Policy Director Web Portal Manager
Installation and Configuration
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Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM HTTPD SEIVEL vt v ittt ittt et eeeeeeeeeenn Configured [1.3.12]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Installed [3.8]

IBM WebSphere Application Server ............. Configured [3.5]
Tivoli SecureWay PD Web Portal Manager ....... Not Installed

Installing Tivoli SecureWay Policy Director Web Portal Manager.

To complete the installation/configuration, the system must be restarted
Press ENTER to continue...

s. Press ‘Enter’ to restart the system. The install will then continue once you login. The runtime
environment is configured.

Tivoli SecureWay Policy Director Web Portal Manager
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM HTTPD SEXVETL .t et it itttteteteteeeeeeeenens Configured [1.3.12]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]

IBM WebSphere Application Server ............. Configured [3.5]
Tivoli SecureWay PD Web Portal Manager ....... Installed [3.8]

Configuring Tivoli SecureWay Policy Director Web Portal Manager...
Starting configuration for PD Web Portal Manager..

Opening registry to update configuration value.

Setting the configuration value to working.

Update Registry succeeded

Start to run WAS command line

Running the command line: ..

Tivoli SecureWay Policy Director Web Portal Manager
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ................ Configured [4.0.3.168]
IBM HTTPD SEIVEL ettt it et eeteeeeeeeeeeeeenn Configured [1.3.12]
IBM SecureWay Directory Client ............... Configured [3.2]
Tivoli SecureWay Policy Director Runtime...... Configured [3.8]

IBM WebSphere Application Server ............. Configured [3.5]
Tivoli SecureWay PD Web Portal Manager ....... Configured [3.8]

ezinstall completed successfully.

Press ENTER to continue...

t. When you see the message above the Web Portal Manager is installed and configured. If you
have installed the WPM on its own machine as suggested you should be able to test the WPM
by point your browser at: https://hostname:port/pdadmin . (This would be
https://secure2.pisc.uk.ibm.com/pdadmin in our case.)

u. If you have other PD components like WebSEAL or other web servers on the same machine you
may need to change the default port being used by WebSphere and the HTTP server for the
WPM. See the following section to move the WPM to different ports.
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5.3 Changing ports for Web Portal Manager

The WPM runs as a WebSphere application — a set of Java Server Pages. In order to use the
WPM on non-standard ports the IBM HTTP Server and WebSphere must be re-configured.

a. To modifying the HTTP server ports, use Windows Explorer to open C:\Program Files\BM HTTP
Server\conf\httpd.conf
b. Find the Port parameter and change it to show a new HTTP port:

# Port: The port the standalone listens to.
Port 80

Becomes

# Port: The port the standalone listens to.
Port 8080

c. Next find the Listen and VirtualHost lines near the end of the file. These were added by the
WPM configuration. Change both references to port 443 to 8443:

### BEGIN PDWPM CONFIG ENTRY ###

Listen 443

LoadModule ibm ssl module modules/IBMModuleSSL128.d11l
<VirtualHost :443>

Becomes

### BEGIN PDWPM CONFIG ENTRY ###

Listen 8443

LoadModule ibm_ ssl module modules/IBMModuleSSL128.d1l1l
<VirtualHost :8443>

d. Now save the file and the stop and start the IBM HTTP Server service.

e. At this point you should be able to connect to the IBM HTTP Server on the new ports. You will
be able to see the server homepage but not the WPM — in order for that to work WebSphere
must be reconfigured with the new ports.

f. Next modify the aliases in WebSphere configuration. In order to modify aliases that WebSphere
is looking for (which include the port number) the WebSphere console must be used. This can
be launched from

Start->Programs->IBM WebSphere->Application Server V3.5->Administrator’s Console
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Elq; Wieh3Sphere Administrative Domain
= M5 AdminApplication
-5 avenmt2
-1 Default DataSource
FH-Sls Admin DB Driver
GRS

g. Expand the WebSphere Administrative Domain and then click once on default_host to

highlight it as shown above. The panel on the Right will display the Host Aliases. These tell

WebSphere which Webserver addresses it should accept requests on. In the default

configuration this list contains a selection of localhost, 127.0.0.1, IP address, hostname and full

DNS Name with either no port specified (which means port 80) or with 443 specified.

h. Change all the items that have no port specified from xxxxxxx to xxxxxxx:8080 and change all

the items that have port 443 specified from xxxxxxx:443 to xxxxxxx:8443 as shown below:

Before After
—Aliases —Aliases
Host Aliases Host Aliases
localhost - localhost 2080 -
127.0.0.1 127.0.0.1:8080
averynt2 = averynt2: 8080 |
—Aliases —Aliases
Host Aliases Host Aliases
averynt2 pisc.ukibm.cam - averyht? pisc.ukibm.com:8030 -
averynt2 443 averynt2 8443
averynt?.pisc.ukibm.com:443 =] averyntZ.pisc ukibm.corm:8443 =
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i. Once they are all changed select the button at the bottom

j- On the Console explorer right-click on the line that shows your machine's hostname and select
"Restart" from the pop-up menu:

E}q; WebSphere Administrative Domain
m AdminApplication
- Der, SR
[+ Adrr Force Stop
& def: Ping
=

Stop for restart

Properties
Transzactions...
Trace...

Create.. b

k. This will show a confirmation. Click on and the Admin console will close.

I. WAS is restarted in the background. Once WAS is up again (after a minute or two) you should
be able to connect to the WPM on port 8443 using the URL: https://hostname:8443/pdadmin
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6. Native installation process

This section describes the techniques for installing Policy Director and it's components without the
easy install scripts. The approach we have taken here is to try and minimise reboots. So we install
all the required components, re-boot and then configure the components as required.

6.1 GSKit installation (Windows)

GSKit (Global Security Kit) is IBM’s SSL support library. GSKit needs to be installed on any box
which also includes WebSEAL, IBM SecureWay Directory, the Policy Director Servers or Web
Portal Manager. If you currently have a version of GSKit installed on your system, verify the
version is at 4.0.3.168 or above. To determine the version you currently have installed, issue the
gskver command from C: \Program Files\IBM\gsk4\bin and check the Product Version
that is displayed.

a. Log in as a user with administrator privileges. (We used a user ID of cfguser, password
Secure99.)

b. Insert the Tivoli SecureWay Policy Director Base for Windows Version 3.8 CD.

c. Using ‘My Computer’ or Windows Explorer find the \windows\gskit directory on the CD, and
double click on setup.exe. The GSKit welcome screen is displayed:
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] BSK - Stong Ciypto [STA) Toolkit Setup

GSK - Strong Crypto (STR) Toolkit

“welcame ko the GSK4 Setup program. This program
il install GSKA on your computer.

Itis strongly recommended that you exit all Windaws programs
‘betore: rurining this Setup program,

Ciick Cancelto quit Setup and then elase any pragrams you
hatve mrning. Cick Nest to continue with the Setup program.

"WARNING: This program is pratected by copyright law and
intemational treaties.

Unauthiorizet reproduction or distibution of his prograrn, of any
partiortof i, may tesull in severe chvl and iminal penallios. and
will b prosecuted b the maximum extent possible undsr law,

d. Click on ‘Next’. The ‘Choose Destination Location dialog box appears:
Choose Destination Location

Setup will install GSK4 in the following folder,

Tainstall to this folder. click Nest.

To install o a different falder, click Browse and select ahather

folder.
“You can chomse not teinstall GSKA by clicking Canicel o exit
Setup.

—Destinahon Folder |
‘ C:\Prodram Files\ibmgsks Browse... | ‘

< Back Cancel |

e. Click on ‘Next’. A message is displayed indicating that Setup is loading the GSK4 Base Toolkit.
Then the ‘Setup Complete’ dialogue box is displayed:

% Setupis loading the GSK4 Baze Toolkit. This may take a moment.
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f. Click on ‘Finish’.
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6.2 LDAP Server installation (Windows)

General notes

¢ In Policy Director Version 3.6 and before, it was necessary to install DB2 with the appropriate

fixpacks and a web server separately. This is no longer the case with PD 3.7 and above - they
are installed as part of the IBM SecureWay Directory install.

Note that installation of LDAP Server does not work on a Windows Backup Domain Controller
(BDC). The only way we have found to work around this problem is to step down the Primary

Domain Controller (PDC) and promote the BDC to a PDC. It is then possible to install the
LDAP Server on the new DC.

e *** do a pointer to the troubleshooting section in the LDAP help pages ***

a. Uninstall any previous versions of the SecureWay Directory or DB2.

b. If it exists, delete the \1dapdb2 folder. (There appears to be a problem with installing the
SecureWay Directory where there is already a database/instance present.)

c. Ensure that the db2admin and 1dapdb2 userids do not exist. (Use Start -> Programs ->
Administrative Tools (Common) -> User Manager for Domains to check and, if necessary,
remove them.) (As part of the LDAP install there is a silent install of DB2 — however if the
db2admin userid already exists then there appears to be no mechanism for supplying the
db2admin password, and a DB2 installation error will result.)

d. If IBM HTTP Server is not currently installed, ensure that C: \Program Files\IBM HTTP
Server\conf\httpd.conf does not exist.

e. Insert the Tivoli SecureWay Policy Director Base for Windows Version 3.8 CD.

f. Using ‘My Computer’ or Windows Explorer find the \windows\Directory\ldap32_us\ibmhttp
directory on the CD, and double click on setup.exe. The ‘Choose Setup Language’ dialog box
appears. (Note: we install the HTTP server this way even though you can do it from the
SecureWay Directory install; this is so that you get a complete install with all the SSL libraries
that you may need later for components like the WPM.)

Choose Setup Language
] Select the language for this installation from
=1 the choices below.
U5 English |
oK I Cancel |

g. Select a language and click on ‘OK’.
h. The InstallShield runs and the IBM HTTP Server 1.3.12 Welcome screen is displayed:
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S IBM HTTP Server Installation

IBM HTTP Server 1.3.12 Installation

weloame to the IBH HTTP Server Setup program:
Tm;mnram will instal [BM HTTP Server on pour

ik Shorl s rogrars
‘befors runing this Setup program.

Llick Cancel o qui Setup and then close any programs pou
‘haes rurning, Click Newt to santinus with the Setup progiam.

WARNING: Tméwﬂgfam is protected by copytight lav and
ntemationaltreat

pq«im'ssf}t: mse;'xe,s,m jw-sa,g,em.qndm‘w_n‘nél P:,nql{’m, 7
prosecuted o the makimum eutent possible under [aw.

Cona

i. Click on ‘Next’; the Software License Agreement screen is displayed:
[Soitware License Agreement_—————————— |

o Pl lowing License Agreement. Press the PAGE DOWN key to see
) therestof th

gizemer,
Thttmp}' i:lHE,M HTTF*SEWEI' and any m&gullﬂ o other.

firia wﬁd[té@-jﬁ:‘a_-&&(ﬁ‘u'
o "EN:SE'f T L

Do you accept all the terms of the pre ! i
will close. Toinstall [BM HTTE ’&arsca[ HolL | mwk’accapt this agresment.

gk [ wes | Me |

j- Click on ‘Yes’; the Choose Destination Location screen is displayed:
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Choosze Destination Location | %]

Setup will install IBM HTTR Server in the following falder,
Tovinstall ta this foldsr, click Mewt.

Toinstall to-a differerit falder, click B rowse and select another
Tolder.

*You can chaose riot toinstall [BM HTTP Server by clicking
Cancel o ext Setup,

- Destnation Folder

C:\Pragram Files\IBM HT TP Gerver B_TL.S:E-;-I ‘

Carcel |

< Back

k. Click on ‘Next’; the ‘Select Type’ dialogue box is displayed:

Setup Type B

Click the type of Setup you prefer, then click MNest.

Compact
Customn |

- Dieseription
Istalls the most cammonly used companents of the server,
‘The installed components include! Base server, 551 based
“zecurity, anme__nta[ion, LBAP support, and the _
Administration Server support Recommended for most users.

<Back [ nNewts | Concel |

I. Leave ‘Typical’ selected and click on ‘Next’; the ‘Select Program Folder’ dialogue box is
displayed:

Select Program Folder | %]

Setup will add program icons to the Program Folder listed below,
Youmay lpe' a new folder name.-or select one from the existing
Folders list. Click Next to continue.

Proaram Folders:

E zizting Folders:

Admiriztrative Toals [Common]

P atron PowerDesk NT

Microzoft Internet Server (Common)
Metzcape Communicator

Morton Antivins

Startup

< Back I Mt 3 I Cancel |

m. Click on ‘Next’; the ‘Information for Service Setup’ dialogue box is displayed; enter the userid
and password under which IBM HTTP Server will run. (We used a user ID of cfguser,
password Secure99.)
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Information for Service Setup
The server will be installad-as°a Service. Pleass enter the userid and
pazzword that thiz service will logon and run under. This usend must be
walid on the local machine.

UserlD  [cfauser

Back [ sl | cemcel |

n. Click on ‘Install’; the files are copied across, and the ‘Setup Complete’ panel is displayed;

select ‘No, | will restart my computer later’:
Setup Complete

|BM HT TR Server installation i camplets.
The PATH enwiranment variable has beer updated. Some

HT TP Server funchions maw not work carectly until the machine
iz restarted.

C Yes want to restart my computer o

{"_ Mo | will restart iy complter }ate.r..-i

Remove ang disks friam their dives, and then click Finizh to
camplste sehup,

s Hack I Firiizh I

0. Click on ‘Finish’.

p. Using ‘My Computer’ or Windows Explorer find the \Windows\Directory\ldap32_us directory on
the CD, and double click on setup.exe. The ‘Choose Setup Language’ dialog box appears:
Choosze Setup Language

| Selectthe language for thiz installation from
’ the choices below,

0K | Cancel |

g. Select a language and click on ‘OK’. The InstallShield runs and the IBM SecureWay Directory
V3.2/Software License Agreement is displayed:
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JIBM SecueWay 3.2

IBM SecureWay Directory V3.2

Software License Agreement JCOM!‘ATIBLE

Pl d the ac ing license . t caretully b

“the Program. By sals cting "Accept! belo or using the Program, yw
agree to accept the terms of this agreement. If you select "Decling”,
installation will not be completed and you will not be able to use the
Fragram.

Program Li

| Part 1 - @eneral Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE FROGRAM. I8
WILL LICENSE THE PROGRAM TO YOU ONLY IF ¥OU FIRST ACCERT THE TERMS OF
THIS AGREEMENT. B USING THE PROGRAM YOU AGREE TO THESE TERMS. IF YOU
DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, PROMPTLY RETURN THE
UNUSED. PROGRAM TO THE PARTY (EITHER IBM OR |TS RESELLER) FROM anM
¥OU ACQUIRED T TO RECEIVE A REFUND OF THE AMOUNT YOU PAID,

The Program iz owned by International Businzss Machines Corporation of one of ite
subsidiaries (IBM] or an 1BM supplier, and is copyrighted and licensed, notsold.

The term "Frogram" means the original program and all whole or patial copies of it. A

Dacling Print

|

r. Click on ‘Accept’; the Welcome screen is displayed:
Welcome E3

_ i ‘wielcome to the LD@E Setup program, This program
; will install LDAP on your computer:

Itz s‘uongly recommended that vou exit all Windows programs
before minning this Setup program.

Click: E‘ancal to quit Setup and ther elose any prograns you
have running, Click Nest o continue with the Setup program,

WARNING: This program is protected by coppright law and
international treaties,
Ur'iauzhnnzad regr’odusuoh ar dtstrlbutmﬂ I'.‘IHhIS program, or ary

partion of it may result in severe civil and climinal penalties, and
iill beprosecuted bo the masimum extent possible under lav.

Eancel |

s. Click on ‘Next’. An ‘Installed Applications’ window will be displayed, warning you that a more
recent version of GSKit is installed:
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Installed applications B

Setup has idertified the follawing applications:

GSKIT ALREADY INSTALLED - -
The |hstalled version iz morerecent thary; GSKJT 41 01,

‘'ou can kesp the |nsEaJ|ed wersion, of install GSKIT 401

To keep the current version piese] Ne:-:t

To |nsta1l GSKIT 4, D'I ot st Jemqve the current: vafsron-
Click Canicel bo exit, then remove e curment version.
GSKIT 400 wil MOT be installed.

\web server ALREADY INSTALLED -

The: mLa{Ied vewlan iz 1B# HTTP Server.

The installed varsion is : Inteihet Infotma{lorTSarver
IBM HTTP will it b installed using the Express Install

4]

s HEck

t. Click on ‘Next’. The Select Components panel will be displayed:

Select Components

FPleaze select the companents that sou want ta install,

Express
Install all comporents that are not aleady
installed

Clstom

For advanced users and system administrators
only. Youmay choose the componets Yol
want tainstall.

’a&l

e e Cancel |

u. Click on ‘Custom’. The ‘Choose Destination Location’ panel is displayed:

Choose Destination Location

5 elyp will ingtall Secureittay Dinsetory in the following directan,
T install to this dirscton, click Nest,

Tainstall to a diffsrent directary, olick Browse and select ahather
'diregtp_]]ﬂ_

“au can choose ot b install Securely/ay Directary by clicking
Cancel toexit Setup,

‘- Destination Direchary:

C:5Program Files\ BMALDARY Browse. . ”

% Back

Cancel |

v. Click on ‘Next’. The 'Custom Installation’ panel is displayed. Ensure that the IBM HTTP and
GSKIT 4.01 options are deselected (as we have already installed them):
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Custom Installation B

The fallowing companents are not curmently installsd

4 Client SDE.
v DMT and Jav

22449 K 29043 K
86441 K
IBM HTTP 0K

GSKIT 4.01 0K

B D.GS.Q"-F'H.C'IW
Thiz component containg the client command line utities. C
libraries and SDK.

SpaceRequied:  T49167K  Avalsble  A0959RB4 K

<Bock | New» | cance |

w. Click on ‘Next’. The ‘Folder Selection’ option is shown:
Select Program Folder

Setup will add progran icons ta the Progranm Folder listed below,
*foumay tupe a new folder name.-or select one from the existing
Folders list |:|ICk, Ns:vcf tq.:c'qhtim,;a_-.

Praaram Folders:

M ay Direchon

E xisting Folders:

Adminiztrative Tools [Camman)]

IBM HTTF Server

Matrox PowerDesk NT

Microzoft Intemet Server [Common)
Metzeape Communicator

Marton Antivirs

Startup

cBack [ News | Concel |

x. Click on ‘Next’. The ‘Configure’ dialogue box is displayed; deselect all the options as we will

perform these configuration steps later:
Configure [ %]

Select the companents to c:onfjg_t_m

T Set the directory administrator rame and passward,
[T Create the dirsctory DB2 databaze.
I

<Back [ nNewts | Cancal |

y. Click on ‘Next’. The summary screen is displayed:
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Start copying Files for IBM Securew ay Directory and Chent SDE

-Setup has encugh information to stark copwing the: prograr files:
If you want ta review or change any settings: click Back. |f wou
“are satisfied with the ssttings, click Nest ta begin copying files.

Current Settings:

[BM SecureWway will be installed to the following directary. = |
EAProgram Filss\BMALDAP

Target Folder
BM S ecursitay Directory

DB2WE 1 will be installed in
CASALLIB,

&

< Back

z. Review the settings and click on ‘Next’. The files are copied across, you are given the option of
viewing the README:

Readme

() Werecommend that you view the README file for additional infermation that you map find necessay in ordet 1o propely
run [BM Securetwtay Directory on your spstem. Would pou like to view it now?.

_to |

aa. Select ‘Yes’ or ‘No’ as you feel appropriate.

bb. (The LDAP installation includes a silent DB2 install. In the event of a failure of the DB2
installation, it is worth referring to the installation log file C: \DB2L0G\db2. 1og.)

cc. The ‘Setup Complete’ panel is displayed. Select ‘No’, | will restart my computer later’:

Setup Complete

-Setup has fimshed. You must restart the computer fo complete:
theinstallation

C YE'.S | want to restart mi compter now.

(?N o [ will estart my computa-}ate.rlf

Click finish to complete the Setup.

2 ek I Firiish I

dd. Click on ‘Finish’.
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6.3 LDAP Client installation (Windows)

This sequence of steps should be followed on a box requiring connectivity to a LDAP Server but
not running a LDAP Server. (It is a requisite of the PDRTE)

a. Using ‘My Computer’ or Windows Explorer find the \windows\Directory\ldap32_us directory on

the CD, and double click on setup.exe. The ‘Choose Setup Language’ dialog box appears:

| Selectthe larguage for this installation from
the choices below,

Ok I Cancel |

b. Select a language and click on ‘OK’. The InstallShield runs and the IBM SecureWay Directory
V3.2/Software License Agreement is displayed:

<118 SeeueWay 3.2

IBM SecureWay Directory V3.2

Soltware License Agreement

Plaase read the ac ing license . t caretully befare
“the Program. By selscting "Accept! below of using the Program, you
agree to accept the teims of this agreement. If you select "Decline”,
installation will not be completed and you will not be able to use the
Fragram.

Program Li

| Part 1 - @eneral Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE FROGRAM. I8
WILL LICENSE THE PROGRAM TO YOU ONLY IF ¥OU FIRST ACCERT THE TERMS OF
THIS AGREEMENT. B USING THE PROGRAM YOU AGREE TO THESE TERMS. IF YOU
DO NOT AGREE T0 THE TERMS OF THIS ASREEMENT, PROMPTLY RETURN THE
UNUSED PROGRAW TO THE PARTY (EITHER [Bh OR |TS RESELLER) FROM WHOM.
YOUACQUIRED IT TO RECEIVE A REFUND OF THE AMOUNT YOU PAID,

The Program iz owned by International Businzss Machines Corporation of one of ite
subsidiaries (IBM] or an 1BM supplier, and is copyrighted and licensed, notsold.

The term "Frogram" means the original program and all whole or patial copies of it. A

Dacling Print

|

c. Click on ‘Accept’; the Welcome screen is displayed:
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Welcome

— ‘wielcome to the LD@E Setup program, This program
will inzgtall LEDAP on your computer.

Itz stronglp recommended that you exit all Windavs programs
befare running this Setup program,

Click Cancel to quit Setup and then close any programs you
have running, Click Nest o continue with the Setup program,

WARNING: This program is prtected by copuright law and
international treaties,

Unaulhnnzad reDrodustloh ar dLstnbuhan of this program, ar any
pattion of it. may result i severe civil and ciiminal penalties, and
il be- prasecuted ta the maximum extent possibls under lav:

Lancel |

d. Click on ‘Next’. An ‘Installed Applications’ window will be displayed, warning you that a more
recent version of GSKit is installed:

Installed applications B

Setup has idertified the follawing applications:

GSKIT ALREADY INSTALLED - -
The |hstalled YEIZIon iz more recent thary GSKJT 41 01,

‘ol can keep the |nsta||ed wersion, of install GEKIT 401

To keep the current version piese] Nest.

To |nsta1l GSKIT 4, D'I ot st IEITICIVE the current: vafsron-
Click Cancel to exit, then remove the cumsnt yersion.

GSKIT 400 wil NOT be installed.

\wWeb server ALREADY INSTALLED -

The: |nsLa{Ied vewlan iz |BM HTTP Server,

The installed version is : Internet Infotma{lorTSarver
IBM HTTP will it b installed using the Express Install

L o

Caricel |

s HEck

[what you see here will depend on exactly what you already have installed]
e. Click on ‘Next’. The Select Components panel will be displayed:

Select Components

Please select the companetts that you wank o install

Ewpress
Inztall all comporents that are not already
installed

Custam

For advanced ugers and spstem administrators
only. ‘You may choose the components you
waht o install

Cancel |

f. Click on ‘Custom’. The ‘Choose Destination Location’ panel is displayed:
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Choosze Destination Location E3

Setup will install Secures’ay Dinsctory in the following directary.
Toirstall to this dirsctony, click Nest.

Tainstall to a differert directany, click Brovse:and select ahather
dirsctory.

You can choose rict to iristall Securebw/ay Directory by clicking
Cancel to exit Setup,

i~ Destination Directary -

C:5Program Filesh BMALOAPS Browsse... ”

Cancel |

g. Click on ‘Next’. The ‘Custom Installation’ panel is displayed. Select only the Client component,
and deselect all other components:

Custom Installation

The following components are not currently inztalled.

LComponents

112 .
Server 3.2 v DMT and.Jav 29043 K
| DB2YE1 ok
IBM HTTP ok
GSKIT 4.01 ok
[iescription

Thiz component contains the client cormmand line utilies, C
libraries and SO,

'Space Required: 40276 K Auailable: F3RE03 K
< Back I Mext » | Cancel |

h. Click on ‘Next’. The ‘Folder Selection’ option is shown:
Select Program Folder

Setup will add progran icons ta the Program Folder listed below,
“fou may tupe a new folder name:-or select one fram the existing:
Folders list. Click Nest to continie.

Pragram Folders:

Matrox PowerDesk NT

Microzoft Intemet Server [Common)
Metscape Communicatar

Marton Antivirus

Startup

cgack [ mews | Concel |

i. Click on ‘Next’. The summary screen is displayed:
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Start copying files for IBM 5 ecurew ay Directory Client SDEK_

Setup has enough information o start copying the program files.
If pou want ko review ar change any settings, click Back. IF pou
are zatisfied with the settings, click Next to begin copying files.

Current Settings:

IBM SecureWay will be installed to the following directony :I
C:\Program Files\BMALDAP

Target Folder
IBM Secureiw’ay Directany

i o

Cancel |

j- Review the settings and click on ‘Next’. The files are copied across, you are given the option of
viewing the README:

Readme

() Werecommend that you view the README file for additional infermation that you map find necessay in ordet 1o propely
run [BM Securetwtay Directory on your spstem. Would pou like to view it now?.

_to |

k. Select ‘Yes’ or ‘No’ as you feel appropriate.

l. The ‘Setup Complete’ panel is displayed. Select ‘No, | will restart my computer later’:

Setup Complete

‘Setup has fimshed, 7o must restart the computer to complete.
the inztallation

C Yes iwant b restart my computer fow,

(;“N o, [ will rastart my computer-}ate.rf

Click finish to complete the Setup.

s Bk I Firiizh I

m. Click on ‘Finish’.
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6.4 Policy Director Servers installation (Windows)

a. Insert the Tivoli SecureWay Policy Director Base for Windows Version 3.8 CD.

b. Using ‘My Computer’ find the \windows\PolicyDirector\Disk Images\Disk1 directory on the
CD, and double click on setup.exe. The ‘Choose Setup Language’ dialogue box is displayed:

Choose Setup Language

~ .Se:IeCt the language far this inatallation fram
1 the choices below.

oK I Cancel |

c. Select a language and click on ‘OK’. The InstallShield Wizard panel will be displayed:

InstallShield Wizard

‘Welcome to the InstallShield Wizard for Policy
Director

The InztallS hield® ‘wizard will install Policy Director on your
computer. To continue, click Next,

Carcel |

d. Click on ‘Next’. The License Agreement panel is displayed:
InztallShield Wizard

License Agreement

Pleaze read the following license agreement carefully,

Press the PAGE DOWN key toses the rest of the agresment.

.[htg'r_natidhal Program License Agreement i!
Part 1 -General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE PROGRAM.
|BM WILL LICEMSE THE PROGRAM TO YOU OMLY IFYOU FIRST ACCEPT THE
TERMS OF THIS AGREEMENT, By USING THE PROGRAM YOU AGREE TO THESE
TERMS. IFYOU DO MOT AGREE TO THE TERMS OF THIS AGREEMENT. ‘:!
Do you accept all the termns of the preceding License Agresment? [fyou choose Mo, the
setup will close. To install Policy Director, you must aceept this agreement.

< Back Yes Ma |

e. Click on ‘Yes’. The ‘Select Packages’ panel will be displayed. Select the Policy Director

packages you require (at a minimum the PDRTE and PDMgr, we chose all the packages here
for our install):
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InstallShield Wizard

Select Packages

Chooze Policy Directar Packages

[w| Policy Director Runtime (FDRTE)

|v| Policy Director Management Server (FDMar]

] Policy Director Autharization Server (PDACI)
%2 Palicy Directar Authanization ADK [PDAURADE]

Selectél | Cearall |

[FrtalShield

< Back I Mest > I Cancel |

f. Click on ‘Next’; the Policy Director Runtime Setup panel is displayed:

Policy Director Runtime 5etup
Choose Destination Location

Select folder where Setup will install files,

-Sia:tqp ill ins:tail Palicy D'[réci:tnr Ruritime:in the following folder.

Toinstall ta this folder, click Nest, Ta install ta & different folder, click Browse and select
another folder. '

i~ Destination Folder

C:AProgram Filesh T ivoliPolicy Directar Browse. . |

Carcel |

g. Click on ‘Next’; the Policy Director Runtime Setup summary screen is displayed:

Policy Director Runtime 5etup
Start Copying Files
Fieview settings before copying files.

Setup has enough information to start copying the program files, |f you wark to review or
change any settings., click Back. [ you are satisfied with the settings, click Next to begin
copping files,

Current Settings:

Destinatior Folder: _-J
C:AProgram FileshTivolisPalicy Directar

Carcel |

h. Review the settings and click on ‘Next’; the files are copied across and the Policy Director
Installation Complete panel is displayed. Select ‘No, | will restart my computer later’ (unless
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you do not plan to go on and install WebSEAL or other PD components on this machine in which
case you can select ‘Yes, | want to restart my computer now’):

Installation has completed, buk nat all of the selected components.
were installed.

The system must be reboated:

© Yez, | want to restart my compiter now.

1= Mo, | will restart my computer later;

i. Click on ‘OK’.
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6.5 Install Policy Director Runtime Environment (PDRTE)
(Windows)

This sequence of steps should be followed on a box requiring any of the PD servers.

a. Insert the Tivoli SecureWay Policy Director Base for Windows Version 3.8 CD.

b. Using ‘My Computer’ find the \windows\PolicyDirector\Disk Images\Disk1 directory on the CD,
and double click on setup.exe. The ‘Choose Setup Language’ dialogue box is displayed:

Choose Setup Language

9 Selectthe language for this installstion fram
1 the choices below,

oK I Cancel |

c. Select a language and click on ‘OK’. The InstallShield Wizard panel will be displayed:

InzstallShield Wizard

Welcome to the InstallShield Wizard for Policy
Director

The InztallS hield® ‘wizard will install Policy Directar on yaur
computer. To conbinue, click Mext.

Cancel |

d. Click on ‘Next’. The License Agreement panel is displayed:
InstallShield Wizard

License Agreement

Flease read the following license agreement carefully,

Press the FAGE DOWHN key to see the rest d_f'th‘e-'agreement.

[hte’matidhal Program License Agreement i!
Part 1 -General Terms:

PLEASE READ THIS AGREEMEMNT CAREFULLY BEFORE USING THE PROGRAM.

IBM WILL LICENSE THE PROGRAM TO vOU OMLY IF YOU FIRST ACCEFT THE

TERMS OF THIS AGREEMENT, By USING THE PROGRAM YOU AGREE TO THESE
TERMS. IF ¥OU DO MOT AGREE TO THE TERMS OF THIS AGREEMENT, _.TJ

D pau accept allthe terms of the preceding License Agreement? [f you chooze Mo, the
setup will cloze. Toinstall Policy Director, you must accept this agreement..

¢ Back Yo Mo
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e. Click on ‘Yes’. The ‘Select Packages’ panel will be displayed. Select Policy Director Runtime
(PDRTE) and deselect all other packages:

InstallShield Wizard

Select Packages

Choose Policy Director Packages

] Palicy Director Authorization Server [PDAC]
] Policy Director &uthorization ADK [PDauthaDE)

Sectdl | Clearsn |

< Back I Mest > I Cancel I

IrstallStield

f. Click on ‘Next’; the Policy Director Runtime Setup panel is displayed:

Policy Director Runtime Setup

Choose Destination Location
Select falder where Setup will install files,

Setup willinstall Policy Directar Runtime in the following folder.

To install ta this folder, click Newt. Tainstall to & different folder, click Browse and select
another folder.

i~ Diestination Folder

C:AProgram FiIes\TivoIﬂF‘oﬁcy Llirectar Browse... |

Cancel |

Policy Director Runtime Setup

Start Copying Files

Review settings before copying files.

Setup has enoughyinfarmation to start copying the pragram files. 1F you want to review or

change any settings, click Back. [Fyau are satisfied with the settings, click Next to bagin

copying files,

Current Settings:

Destination Folder: =
C:AProgram FileshTivolisPolicy Director

< Back

h. Review the settings and click on ‘Next’; the files are copied across and the Policy Director
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Installation Complete panel is displayed. Select ‘No, | will restart my computer later’:

Installation has completed. but not all of the zelected components:
were installed.

The spsten must be rebooted:

€ Yes, | want to restart my computsr now.

o, | will restart my computer fater:

i. Click on ‘OK’.
j- If you are not going to install WebSEAL then the computer can be re-booted by issuing Start >
Shut Down - Restart.
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6.6 Install WebSEAL (Windows)

a. Insert the Tivoli SecureWay Policy Director WebSEAL Version 3.8 CD.
b. Using Windows Explorer find the \Windows\PolicyDirector\Disk Images\Disk

1\WebSEAL\Disk Images\Disk1 directory on the CD and double click on setup.exe. The

‘Choose Setup Language’ panel is displayed:
Choose Setup Language

9 Select the lariguage for this installation fram
s the chaoices belaw,

K I Cancel I

c. Select a language and click on ‘OK’. The ‘Policy Director WebSEAL Setup’ panel will be

displayed.

Policy Director WebSEAL 5etup

‘Welcome to the IngstallShield Whizard for Policy
Director WebSEAL

The InstallS hield® \Wizard will inztall Policy Directar
‘wiebSEAL on your computer. To continue, click Mest.

< Back

Fnl'ey Director 'U.FabSEAL Setup

Licenze Agreement "_"‘
Fleaze read the following license agreement carefully.
=
Press the PAGE DOWMN key to see the rest of the agreement.
International Program Licenze Agreement 3

Part 1 - General Terms

PLEASE READ THIS AGREEMENT CAREFLILLY BEFORE USING THE PROGRAM.

IBM WILL LICENSE THE PROGRAM TOYOU OMLY IF YO FIRST ACCEPT THE

TERMS OF THIS AGREEMENT. BY USING THE PROGRAR YOL AGREE TO THESE
TERMS. IF¥OU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, _.J

Do you accept all the terms of the preceding License Agreement? If pou chooze Mo, the
setup will cloze. To install Policy Directar WebSEAL, you must accept this agresment.

istalEhield

< Back Yes Mo
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e. Click on ‘Yes’, the ‘Choose Destination Location’ panel is displayed.
Policy Director WebSEAL Setup
Choose Destination Location i

Select folder where Setup will install files.

Setup will install Policy Director WebSEAL in the following folder.

Ta install to this folder, click Nest. Toinstall to a different folder, click Browse and select
another folder.

i~ Destination Folder |
C:AProgram FileshTivoli Browse... | |

I FretallEeld

< Back Cancel I

f. Click ‘Next’ and the ‘Select components’ screen is displayed.
Policy Director WebSEAL Setup

Select Components
Chooze the compornents Setup will install

Select the components vou want to install, and clear the components vou do ot want to
install.

— Description—

Policy Director '#ebSEAL
Server

Space Required on C: 36EE K
Space Awvailable on C: 4437199 K
[istall&hield

< Back I Mest » I Cancel |

g. Select the components you want and click ‘Next’. The files are copied across and the
InstallShield Wizard Complete panel is displayed:

InstallShield Wizard

InstallShield Wizard Complete

Setup has finished installing Palicy Director wWebSEAL on your
computer.
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h. Click on ‘Finish’.

i. At this point the computer can be re-booted by issuing Start -> Shut Down -> ‘Restart the
computer’.
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6.7 LDAP Server configuration (Windows)

a. Use Start > Settings - Control Panel - Services (NT) or Start > Administrator Tools >
Services (Windows 2000) to ensure that DB2 — DB2, DB2 — DB2DASO00 and IBM HTTP Server

are running:
Services

Sevice Statius Startup

ClipBook Server M anual
COM+ Event Systemn I anual
Computer Browser Started Automatic
DB2-DB2 Started Automatic
DB2-DE2DASO0 Started Automatic
DB2 Governar Marual
DB2 Securty Server Manual

DHCP Clignt Disabled ER |
Cirectory Replicator Fanual ;I —
HY Profiles... |

Startup Parameters:

! |

b. Use Start > Programs - IBM SecureWay Directory - Directory Configuration; the IBM
SecureWay Director Configuration Utility will be started. Ensure that all the operations are

selected:
5 IBM SecureWay Directory Configuration
Welcome to the IBM SecureWay Directory Configuration Utility o

This wizard will help you configure the |BM Secure\Way Directory for host 'secure?!
Select the components you wish to configure:

Il Set the directary administrator name and password

(¥l Create the directory DB2 database.

[ Configure a weh server for directory server administration

Help Mext» Cancel
[ e | | |

c. Click on ‘Next’; the Directory Configuration panel will be displayed. Enter the Administrator DN
and Password (we used cn=root and Secure99).

E3 1BM Secureway Directory Configuration

Administrator DN: i

Enter a new directory administrator Distinguished Mame and passwird for host ‘secure2’. All
fields are required.

Adrministrator Dh;
Icn=root
Administrator Password:

Type the password again to confirm:
[t

| Help | «Back ‘ | MNext» | | Cancel
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d. Click on ‘Next’; another Directory Configuration panel will be displayed:

o1y Configuration

e. Click on ‘Next’; another Directory Configuration panel will be displayed:

B B

f. Click on ‘Next’; another Directory Configuration panel will be displayed:

] 3 |

Secu o1y Configuration

g. Click on ‘Next’; you will be asked which web server you want to configure for directory server
administration. Ensure that ‘IBM HTTP’ is selected:
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BM SecureWay Directory Configural

AProgram FilesMEM HT TP Serverconfihttpd cont |

j. Review the settings and click on ‘Configure’. A separate window will be started displaying
messages regarding creating and configuring the Idapadb2 database:
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@ \E =10 x|
cc hts to account: ldapdb2.

Creating databa: netance: ldapdh.

Created database instance: ldapdh2.

Logging on user: ldapdh2.

Logged on user: ldapdh2.

Impersonating user.

Impersonated user.

Logging on user: ldapdh2.

Logged on user: ldapdh2.

Impersonating user.

Impersonated user.

Cataloging node: ldapdh2.

Cataloged node: ldapdh2.

Starting database manager for instance: ldapdh2.
Started database manager for instance: ldapdb2.
Attaching to instance:

Attached to instance:

Creating database:

Created database:

Getting configuration for database: ldapdb2.
Got configuration for databhase: ldapdh2.
Updating configuration for database: ldapdh2.
Updated configuration for database: ldapdb2.
Completed configuration of the database.

k. A configuration Summary is then displayed:

E3 1BM Secureway Directory Configuration

Configuration Summary

Directory configuration completed without errors

Ef Admin DN Lpdate Success
Ef DE2 configuration: SUcoess
[] Change Log configuration: Mot selected
Ef el server update: SuCCess

The web server must be restarted for changes to take effect: Use the following URL to access Server
Administratian:
hitpe#secure2 0/dapsindex html

| Help | | Start Cver 1 III
l. Click on ‘OK’.

m. By default the IBM HTTP Server listens to port 80, the same as WebSEAL. To avoid port
conflicts edit the HTTP configuration file, httpd. con£, by default found in the C: \Program
Files\IBM HTTP Server\conf directory. Locate the port value in the httpd. conf file and
change it from Port 80 to a different port number — we used Port 81.

n. Use Start -> Settings -> Control Panel -> Services (NT), or Start -> Programs ->
Administrator Tools -> Services (2000), to start and restart HTTP Server for the changes
made by the LDAP configuration, and the port number, to take effect.

Note: If you have problems with the graphical interface, the LDAP configuration can be performed
with the following manual commands:

e To configure the LDAP administrator id and password:
C:\Program Files\IBM\LDAP\bin\ldapcfg -u “cn=root” -p secure99

e To configure the IBM HTTP Server for LDAP:
C:\Program Files\IBM\LDAP\bin\ldapcfg -s ibmhttp -f C:\Program
Files\IBM HTTP Server\conf httpd.conf

e To configure the default Idapdb2 instance and database:
C:\Program Files\IBM\LDAP\bin\ldapcfg -1 C:\LDAPDB2\ (or any directory that
has space for the database.)
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0. Next to add the suffixes you need to LDAP, point a web browser at http://hostname:port
number/ldap/index.html (the port number was 81 in our case). The SecureWay Directory
Server Logon panel is displayed. Set the User ID to the LDAP Administrator ID and the
password to that which was entered previously (ecn=root and Secure99 in our case).

41‘1, SecureWay Directory Server Web Admin: secure2 - Netscape

File Edit Miew Go  Communicator Help
i 2 ¥ 3 DA 2 mW 2 & B #

Reload Home  Gearch  Metscape it Securty Shep Cton |
=] 7 what's elated

Back Formatd

: '_;“Eu:dkr'nalks' ./ Lu:catwun:|hllp../‘/secureZ.plsc.uk.lbm com:81Adap/cgibindldacai exe YAction=Start
' ﬁlhstarthessagé' b ail @ Conitact Peaple @ ‘Vellow Pages @ Download Lj Chaninels

I Directory Server I
elmroduction Senias
Logon

K] Ready

Logon

IBM SecureWay Directory Server Administration

Please enter the LDAP admirdstrator ID and password and click Logon.

Admin 1D [en=roec

Password Iammmmm

Logon

(¢) Copyright IBM Clorporation 1998, 2000. A1 rights reserved.

B e A

il |Document: Done

p. Click on ‘Logon’. The ‘IBM SecureWay Directory Server Administration’ panel is displayed. It
will indicate “You must add suffixes’ at the top of the screen.
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7 SecureWay Directory Server Web Admin: secure? - Netscape

File Edit- Wiew Go Communicator Help

% - e - 23 san
I 4 ¥ 3 @A 2 WM o & B
Back Fonward  Reload Home.  Search Metscape Bl Securty  Shop Sten B
v '_;!'Bojdkmalks _& anat\cm:lhtlp:f’#secureZpisc.uk ibmn. com: 81 Aldap/fegi-binddacoi ere Paction=Start j ﬁ'whd‘s Related
B ﬁ Irstant Message: ‘w/ebid il @ Contact People ‘Yellow Pages Download [j Channels
II Introduction
D) introduction secure?
» [ Settings
» g SECLII’ighf %] 9 vou must add suffizes,
» B3 Replication . i .
» B Database IBM SecureWay Directory Server Administration
» (] current state X
» I Logs Version 3.2
Logoff . . .
IBM SecureWay Directory is a Lightweight Directory Access Protocol (LDAF) directory that runs
ag a stand-alone daemon. [t uses a chentfserver model to provide LDAP clients access to the
LDAP server.
This web-based interface allows the administrator to setup and mamtain this LDAP server and its
backend database
At anytime, in the upper right hand corner you can select:
@ to restart the server
o to access help and the mdez
For more information g.;?,gine files
Lethng started :
Getting Started Chem 50K
(c) Copryrght IEM Corporation 1998, 2000, Al nghts reserved.
== |Document: Dote B T A Y |

g. If a message specifies ‘You must configure the database’ it may mean that one of the earlier
installation steps failed. Ensure that the \1dapdb2 directory was deleted before installing the
Directory. Alternatively, try issuing Start > Programs - IBM SecureWay Directory >
SecureWay Directory Configuration, and reconfigure the directory web server. This appears to
happen sometimes when certain files are left over from a previous DB2/LDAP installation.)

r. Click on ‘Add suffixes’. Enter secAuthority=Default in the ‘Suffix DN’ box:
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41.'7 SecureWay Directory Server Web Admin: secure2 - Metscape
File Edit Miew Go Communicator Help

T4 & 3 2 2 @ 3 & B B

Back. Forwerd  Reload Home: Seaich Netscape il Security Shnp Stop

i '_;E' Bookmarks \)& anat\crr'\:lhltp:#secure2 pisc.uk. ibm. corn: 81 Adap/cgi-bindldacgi exe PAction=Start _v_’ @"What's Related

V ﬁlnstarjth‘j_essage' bt il Coritact Peopls ‘Velow Pages Download lj Chahinels

I Directory Server I
O Intraduction 5
*[] settings
General ] Read
Performance . 5
Transacliuns To add a suffis enter the distinguished name of the suffiz then click Update.
Ewvent notification
Suffixes
Referrals
» B3 8chema
» B Securty The table below displays suffizes defined to this server.
» ] Replication
» (] Database

Suffixes

rez

Suffix DN isecAuthDritv=Default

» O3 Current state |Cwirent server suffives iCnmment iRemuve?
» B Logs ‘cn=10calhost |System sufﬁx‘
Logoff

Mote: The determination of whether a suffix contains directory data can not be made while the server is stopped.

Update Reset I

Related tasks:

¢ General - Edit the port, referral or password encryption settings.

 Performance - Change the search limits, and connections settings to enhance performance

¢ Transactions - Edit transactions sethings for the processing of erouped operations

+ Event notification - Edit event notification settings to enable a client to receive tiotification when the directory tree is modified.

¢+ Referrals - List, add, and remove referrals for this server. Referrals are an alternate location where divectory information may
he found.

e Bchema - Edit the validation sethngs and schema file list loaded at startup

& == [Bocument: Done EE T T T

s. Click on ‘Update’. The suffix should be added to the list of Current server suffixes and a

message should be displayed stating "The suffix was successfully added. You must restart the

server for this change to take effect’.

t. Enter a suffix for the Policy Director users and Global Sign-On (GSO) data (for example
ou=emea, o=ibm, c=gb as shown below,or just o=ibm,c=gb as used elsewhere in this
document) All the Policy Director resources subsequently defined must sit below the suffix

defined here - thus if the country, organization and organizational unit are specified here, all PD

resources will have to be held within that organizational unit, whereas if just the country is

specified here, all PD resources will merely have to be held within that country. Alternatively it
would be possible to specify just a country and organization. Clearly this decision will depend on

the directory strategy of the organization in question.
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SecureWay Directory Server Web Admin: secure2 - Netscape

File Edt ¥iew Go Communicator Help

2= ¥ A A 2. m o3 & B @
Back ool Reload  Home  Seach Netscaps  Fini Secuity  Shop Gt
w# "Bockmaks A Location: [hite://secureZ.pisc. Uk ibm. com 1 /1dap/carbindid ? ] @07 what's Related
A Instart Message: 5] webbal B Contact People [H] Yellow Pages Download (- Channsls
D introduction
(] Settings
Ganoral W@ Thelistwas updated. You must startthe server for this change to take effect
Perft
’Eannsr;njz;i To add a suffi, enter the distingmshed name of the suffiz, then click Update.
Event notification
uffixes - = —
Suffix DN [ou=emea, o=ibn, c=gh
Referrals
» £ Schema
» O Security. The table below displays suffixes defined to this server, To remove a suffiz, select the checkbox and click Update, Removing a suffiz ehmmates access to all drectory data
» O3 Replication ‘beneath that suffiz. however the data 15 not removed from the directory,
» O Database
» B Current state T T T v
» B Lous |Current server suffixes Comment |Remove?
Logoft |en=lacalhost [Systerm suffiz|
[secAuthority=Default \ [ O
Note: The determination of whether & suff contains directory data can not be made while the serverds stopped,
Update | Reset
Related tasks
* General - Edit the port, referral or password encryption settings
« Performance - Change the search imits, and connections settings to enhance performance
« Transactions - Edit transactions settngs for the processmg of grouped operations.
+ Event notification - Edit event notification settings to enable a client to recerve notification when the directory tree 15 modified.
+ Referrals - List, add, and remove referrals for this server. Referrals are an alternate location where directory information may be: found.
+ Schema - Edit the validation settings and schema file list loaded at startup
= |&pplet comibm webssec herald HeraldApplet unring Sl = A |

u. Click on ‘Update’. A message should be displayed stating ' The list was successfully
updated. You must restart the server for this change to take effect’,
and listing all the suffixes that have been added, as shown

Fie Edt View Go Commuricator Help

« & A A . HW S & O @
Back  foped  Relbad  Home  Seach Netscape  fon Secudly  Shop i
. § " Bookmarks A Loizator; [bttp://secure? pise.ulc ibm com81/dap feaibin/ldacgi exePetion=Gtat = @17 what's Related
B Instant Messags 5] webMal [E] Contact People [H] Yellow Pages wniosd (- Charnels

D Intraduction
(9 Seftings

vl Thelistwas successfully updated. You must restant the server far this change to take effect,

To add a suffi, enter the distingmshed name of the suffiz then click Update,

Sufix DN |

» O3 Schema

¥ O3 Sesurity The table below displays suffizes defined to this server. To remove a suffiz, select the checkbox and click Update. Removing a suffix eliminates access to all directary data

¥ CJ Replication beneath that suffiz however the data is not remaoved from the directory.
» B3 Database

» B3 Current state

b O Logs |Cwirent server suffixes (Comment [Remove?
Logoft |en=locathost [System suffix|
|ou=emea, o=ibm, c=gb \ [ O
|secauthori=Defauls | [ B

Note: The determination of whether a suffix conteins directory data cannot be made while the server is stopped
Update | Reset

Related tasks

General - Edit the port, referral or password encryption settings.

Performance - Change the search limits, and connections settings to enhance performance

Transactions - Edit transactions seftings for the processing of grouped operations

Event notification - Edit event notification settings to enable a client to receive notification when the directory tree is modified.

Referrals - List, add, and remove referrals for this server. Referrals are an alternate location where directory information may be found,
Schema - Edit the validation settings and schema file list loaded at startup

g
®

| &pplet com ibm webskes herald Heraidapplet iunring ST A
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v. Click on the ‘restart the server’ link at the top of the page. A message stating ' The directory
server is starting’ is displayed. This restart process can take several minutes. Then a

messa=e Statin= 'The directory server is running’ will be disnlazed as below.
¥ SecureWay Directory Server Web Admin: secure - Netscape [_[2]x]

File Edt View Go Communicator Help

- &

Back  Foppaid

a

Reload

2wl

Search Metscape

% & @ 3

i Secuiity Shop St

Heme

" Bovkmaks A Location: [hitp:/secure2.pise. k. lbm. com 81 /1dap/cgibin/idacgi v PAction=5tat

| @ what's Related

O introduction
[ Settings

7] Referrals
» B3 Schema
¥ 3 Security
» £ Replication
¥ 0] Database
(3 Current state
Sener status
Connections.
[ start/stop
»BlLoos
Logoff

L AnctartMessags 5 webMal (D Cortsct (D) Pecple (D) velow Pagss B Dowlosd (] Channels

Directory Server

‘ The directory server is running.

The directory server is currently running. To stop the server, click the Stop hutton.

st

Related tasks

* Server status - Display the current status of the server to rewiew server activity.
+ Connections - View the current connections to the server,

e =]

w. You may wish to specify one-way password encryption.
General, then click the radio button for ‘crypt’:

M SecureWayp Directory Server Web Admin: secure2 - Netscape

[fipplat o b webewes herald Heraldbpplet unring

EE A e

To do this, click on Settings >

FEile Edit ¥iew Go Communmicator Help

< ¢ 4

Back.  fomad  Reload

2

Search  Netscape

=5

it

g 8 @

Secuily  Shop Step

Heme.

% o Bookmaks A Location [t/ secure? pisc.uk . comB1/idap eorbindacg s Action=Slait

| 7 wihats Related

O intraduction
[ settings
[ General
Perfarmance
Transactions
Event notification
Sufilxes
Referrals
B schema
[ validation
Files
3 security
k=i
Settings
Encryption
Certificate revocatiol
Ketberos
» £ Replication
» £ Datahase
3 Current state
Server status
Connections
StariStop
» B3] Logs
Logoff

4 f

I RirstentMessags [ webMal [ Cortact [ Paople [H elow Pagss B Dowrload (4 Channels

I Directory Server I

]

General settings

+*

] Ready

Edit the general settmgs for the server, then click Update

Hostname securel

Unsecure port 388

Version IBM SecureWay Directory 3.2

Password encryption @ None
inask
crypt

SHA

o
«
(el

Update Reset

Related tasks:

Performance - Change the search limits, and connections settings to enhance performance

Transactions - Edit transactions settings for the processing of grouped operations.

Event notification - Edit event notification settings to enable a client ta receive notification when the directory tree is modified
Suffives - List, add, and remove suffives from the defined set of suffizes for this server. A suffiz identifies the top of the naming
contexts for the server

Referrals - List, add, and retnove referrals for this server. Referrals are an alternate location where directory mformation may
be found.

Schemma - Edit the validation sethngs and schema fle hist loaded at startup.

s

[ pplet com ibm wehesee herald Heraldapplet ruring

EE e

Then click on ‘Update’. It will display a message: ‘The changes were successfully

updated. You must restart the server for these changes to take
effect’. Click on ‘restart the server’ and wait for the server to restart.
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y. The web browser is no longer required and may be closed.

If you are unable to run the LDAP Administrative web server...

There have been installations where (for various reasons) it has not been possible to run a web
server to perform the LDAP administrative operations. In that case an alternative approach is to
edit the configuration file manually. The file in question is:

C:\Program Files\IBM\LDAP\etc\slapd32.conf

You can add the suffixes we added above by adding the following lines to slapd32.conf
Beneath the entry ibm-slapdsuffix: cn=localhost:

Ibm-slapdSuffix: secAuthority=Default
ibm-slapdSuffix: o=ibm, c=gb

You can specify one-way password encryption by modifying the ibm-slapdPwEncryption line
to:

ibm-slapdPwEncryption: crypt

6.8 Directory Management Tool steps

a. Click on Start -> Programs -> IBM SecureWay Directory -> Directory Management Tool
b. The Directory Management Tool will be displayed:

& IBM SecureWay Directory Management Tool
e ——1

Introduction

_4 Introduction
F- 4 Server Ready

[0 Properties

3 Status IBM SecureWay Directory Management Tool

0y Adrninistration
o Rebmg IBM Secureiay Directory is a Lightweight Directory Access
B4 Behema Protocal (LDAP) directary thatruns as a stand-alone daemon. It
i~ [3 Refresh schema uses aclient'server model to provide LDAP clients access to the
¢ B[] Objectclasses LDAR setver

1 Attribiutes ) ) o

[ Matching rules This java client-based interface allows the administrator o

maintain LOAF directories on multiple LDAP servers.
- [ Svntaxes

=4 Directory tree

o e[y Browse tree
: [ Rafreshtres
§OE- 4 Searchtres .

This interface suppors the following functions:

L] Displaving server properties and rebinding to the server
Listing, adding, editing, and deleting schema attributes and

-1y Simple saarch objectclasses
-y Advanced search L Listing, adding, editing, and deleting directory entries
B9 Log file . Modifying directory entry ACLS

o O Wiew log file *  Searching the directory tree

3 Clearlogfile

At any time, you can select

? inthe upper right corner to access help

I Addd sener Deleie server | Exit iI
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c. Click on ‘Rebind’ (listed under ‘Server’). A ‘Rebind to server dialogue panel is displayed. Click
on ‘Authenticated’, and enter the administrator DN and password (ecn=root, Secure99 in our

case):
& IBM SecureWay Directory Management Tool | _ (O] x]
@ Idapimocalhost 383 | Rebind
_A Introduction
-4 Server Ready
i [ Properties
-~ [ Status Entet a new hind DM and password for the server [dap:iflocalhost 380
- [ Administration
- 4 Rebind
B4 Behama © Anonymous 8 Authenticated
3 Refresh schema
. B[] Objectclasses User D [en=root
. B[ 1Atributes Userpassword . |#aswawss
i - [ Matching rules

i [ Byntaxes =
=4 Directary tree £ Falls el

- [§ Browse tree
3 Refreshtree

Bl 4 Search free
: [ Simple search
: L [y Advanced search
B4 Log file

- 3 Wiew log file

- [ Clearlog file

I Add server | Delete server | Exit |I

d. Click on ‘OK’. Message panels indicating that certain entries do not contain any data may be
displayed; click on ‘OK’ to dismiss these dialogues. The ‘Browse directory tree’ panel will be
displayed:

& IBM Secu y Management Tool Hi=] E3

Browse tree

4 Introduction

E-2¥ Semwer Ready
i [ Properies
- [ Status & Sy 2
3 =) = = 2
-1 Administration o - = g By 8 & =
: 3 Rehind Search Eiand Add =it winlicae EaelE Al EHEED
@--JSchema 4 =

- [3 Refrash schema
-] Objectclasses
B[] Atfributes
© o[y Matching rules
i -4 Gyntaxes
=+ _q Directary tree
. [ Refrashtrae
. B4 Search free
i [y Simple search
! [y Advanced search
B4 Log file

- [ View log file

- Clearlog file

@ dap:mocalhost:389
B~ cn=localhost

I Add server | Delete server | Exit |I

e. Click on ‘Add’ in the upper right hand frame. An ‘Add an LDAP Entry’ dialogue is displayed.
Against ‘Entry RDN’, enter the suffix previously entered for the Policy Director users and Global
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Sign-On (GSO) data (ou=emea, o=ibm, c=gb in our case).

If you have specified an organizational unit (as in our case), select Select ‘Organizational unit’ as
the entry type in the pull down list.

If you have specified an Organization (such as o=ibm, c=gb), select Select ‘Organization’ as the
entry type in the pull down list.

If you have specified just a Country (such as c=gb), select Select ‘Country’ as the entry type in
the pull down list.

Selectan Entry type, enter the Parent DN, modify the Entry RDN, then click QK.

Entry type !Organizatinnal unit -‘-i

ParentDN: |

Entry RDM: !Du:emea,nzibm,c:gb

oK | ‘Cancel | Help |

f. Click on ‘OK’.

To add a new entry, entervalues far the attributes, then click Add.

ohjectClass (Ohject class): organizationallnit

dn (DM): |au=emea,o=ibm,c=gh

Aftributes

|

ou: jernea,o=ibm,c=gh

businessCategory:

description:

dastinationindicatar:

facsimileTelephoneMumbet;

internationall3DMMNumber:

physicalDeliveryOfficeName:

postalAddress:

O & & & © § & & ® ©

postalCode:

S

Add | Cancel | Help |

g. Click on ‘Add’. A warning will be displayed indicating that “secauthority=default” does not
contain any data — click on ‘OK’ to dismiss this.

h. The entry which has just been added will be displayed:

[ Idap:itocalhost:389 |
- ou=emea,o=ibr,c=gh

H-ch=localhost

i. The Directory Management Tool is no longer required and can be closed.
j- The LDAP Configuration is now complete.

Version 0.8 — 21 September, 2001 68



Tivoli Policy Director V3.8 — Installation Guidelines/Cookbook

6.9 Policy Director Configuration (Windows)

Note: this section describes how to configure the policy director components we installed earlier.
a. Use Start > Programs - Policy Director - Configuration. The ‘Policy Director Configuration’
panel appears.

b. The servers need to be configured in the following order: Policy Director Runtime Environment,
then Policy Director Management Server; then either Policy Director Authorization Server and/or
Policy Director WebSEAL as required.

c. Highlight the “Policy Director Runtime Environment (PDRTE)” in the installed packages column:

'h'g.'- Policy Director Configuration

Select a package in the list then click Configure or Unconfigure.

LCloze

— Refrsh |

Installed Fa | Canfigured
*alicy O | Ma -
Palicy Directar Management Server [PDMar) MNa View lag |
Palicy Director WebSEAL [PO'web) Mo
Policy Director Authorization Server [FDAcI] Mo
Configure... |

4] | |

d. Click on ‘Configure’. You are prompted for the LDAP Server information. Enter the fully qualified
LDAP Host Name, the port number and the LDAP DN for GSO. In our case the values were:
secure2.pisc.uk.ibm.com, 389, ou=emea,o=ibm, c=gb.

1 LDAP Server Information

LDAP Server Information

LDAP Host Name

1securt:2.pisc.uk.ihm.cum

LDAP Port Number

389

LDAP DN for GS0 Database

iuu=emea,u=ihm,c=gh

Next > | Cancel

e. Click on ‘Next’. You are prompted whether to Enable SSL Communication with the LDAP
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Server. Select ‘No’. (If you want to use SSL communication with the LDAP Server, ensure that

you have followed the steps in a later section called “Setting up an SSL connection to the LDAP
Directory”)

T!.'- SSL Communication with the LDAP Server

Enable 551 Communication with the LDAP Server?

" Yes

SSL Port Number

Jf. 36

SSL client key file

]

SSL client certificate label (if required)

J

SSL client key file password

]
< Back ] Next > l Cancel I

f. Click on ‘Next’. You are shown a ‘Policy Director Configuration Review’ panel:

#* Policy Director Configuration Review

‘Management Server Host:
secure2
User Registry Selection: Idap
LDAP Host Name:
secureZ.pisc.uk.ibm.com
LDAP Port Number:
389
LDAP DN for GSO Database:
ou=emea,o=ibm,c=gh
Enable 551 Communication with the LDAP Server?. No

S I Flnlsh Tl

g. After reviewing the values click ‘Finish’. You will see a message ‘Configuring Policy Director
Runtime’. After a successful configuration, PD Runtime Environment will be marked as
configured:
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f!."- Policy Director Configuration

Select a package in the list then click Configure or Unconfigurs.

— Fefresh |
| Installed Packages | Configured
Policy Directar Runtime E nvironment [FDRTE) es Wiew log |
Palicy Directar M anagement Server [FDMar) Ma
Folicy Director WebSEAL [PDWeb)] Mo
Policy Director Authorization Server [PDACI) Mo

4] | ¥

h. Next highlight “Policy Director Management Server (PDMgr)” and click on ‘Configure’. The
‘LDAP Administrator Login’ panel is displayed. Enter the LDAP administrator name and
password (ecn=root and Secure99 in our case):

1% LDAP Administrator Login
LDAP Administrator Name:

cn=root

LDAP Administrator Password
Freanmcns

i. Click ‘OK’. The ‘Policy Director Administrator Definition’ panel is displayed. The Policy Director

Administrator Name is fixed as sec_master; specify the password for the Policy Director
Administrator (we used Secure99):

1 Policy Director Administrator Definition

Specify the user name and password for the
Policy Director Administrator.

Administrator Name

IS-{',E.' masier

Administrator Password

i

Password confirmation

im

coct_|

j- Click on ‘OK’. The ‘PDMgr SSL parameters’ panel is displayed: this screen configures the ports

that the Management Server will use for accepting SSL connections from the other PD servers,
the pdadmin command line and the Admin Console.
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Tﬂ."- PDMagr 551 parameters

Specify the 551 connection parameters for the Policy Director
Management Server.

S35L listening port number 7135

S3L Cerificate lifetime |355
S5L connection timeout |?2l]|]

Enable root CA Certificate download u

k. (If desired you can also select ‘Enable root CA Certificate download’. This simplifies the
distribution of the Root CA Certificate to subsequent Policy Director machines, but may introduce
security exposures if the network can be compromised during the configuration step.)

I. Accept these values and click on ‘OK’. A message ‘Configuring Policy Director Management
Server’ is displayed; then an ‘Information’ panel is displayed:

( - POMar configuration completed successtully
The Manager's CA certificats is basebd-encoded and saved in test file
C:AProgram Filesh TivoliPolicy Directort\keptab\pdeacert bE4
‘Yo must distibute this file to each machine in your secure domain:
It it heeded for successhul configuration.

m. Take note of this message: this certificate is used to support SSL communications between the
Policy Director components and must be present on all PD servers configured into the secure
domain. Click on ‘OK’ to continue.

n. You are returned to the ‘Policy Director Configuration’ panel once again. Select the next
component you want to configure, in our case WebSEAL. Highlight ‘Policy Director WebSEAL
(PDWeb)’ and click on ‘Configure’.

0. The ‘HTTP properties’ panel is displayed:

'h'g.'- HTTP properties

v Allow [unsecure] TCP HTTP access

IBD Port to use for unsecure HTTP requests

¥ Allow HTTPS access

443 Port to use for HTTPS requests

Cancel |

p. Accept the values and click on ‘OK’. The ‘Policy Director Administrator Password’ panel is
displayed; enter the Policy Director Administrator password (Secure99 in our case):
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1ﬂ" Policy Director Administrator Password

Specify the password for the Policy Director
Administrator [sec_master]. '

Administrator Password

[

g. Click on ‘OK’; WebSEAL is then configured.

r. The ‘Policy Director Configuration’ panel is displayed once again. Highlight ‘Policy Director
Authorization Server (PDAcld)’ and click on ‘Configure’. The ‘LDAP Administrator Login’ is
displayed; enter the Administrator name and password (cn=root and Secure99 in our case):

Tﬂ‘ LDAFP Administrator Login

LDAP Administrator Name

|cn=ruut

LDAP Administrator Password

e
conee_|

s. Click on ‘OK’. The ‘Policy Director Administrator Password’ panel is displayed; enter the Policy
Director Administrator password (Secure99 in our case):

¥ Policy Director Administrator Password

Specify the password for the Policy Director
Administrator [sec_master]. :

Administrator Password

[

t. Click on ‘OK’. The Policy Director Authorization Server is then configured.

u. You are then returned to the ‘Policy Director Configuration’ panel and if you have followed all the
steps you should see that all the installed packages are now configured:
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% Policy Director Configuration

Select a packagein the lis then olick Eonfigure of Lnconfigurs

Flehesh
Installd Packages | Configued

Poliey Ditector Runtime Envionment [PDRTE) Yes o
Paiicy Ditector Management Server PDMar) Yes 4|
Policy Direcior WebSEAL [PDWeb] ez
Palicy Direcior Aulhorization Server (FDA) Yes

v. This completes the Policy Director configuration. Click on ‘Close’ to close the panel. You may
want to check that the Policy Director services you have installed are started in NT’s services
before doing any testing.

w. You can now check that Policy Director is working by following the steps described in Section
[17]- |nitial Policy Director Validation]on Page .
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6.10 Policy Director RTE + WebSEAL Configuration (Windows)

This is an example of the steps to take when configuring a separate system with just WebSEAL
installed.

a. Copy the file containing the pdmgrd CA Cert file from the pdmgrd to the WebSEAL machine
C:\Program Files\Tivoli\Policy Director\keytab\pdcacert.bé64 by default. Unless
you selected “Enable root CA Certificate download” when configuring PDMgr.

b. Use Start > Programs - Policy Director - Configuration. The ‘Policy Director Configuration’
panel appears.

c. Highlight the “Policy Director Runtime Environment (PDRTE)” in the installed packages column:

'ﬁ' Policy Director Configuration

Select a package in the list then click Configure or Unconfigure.

T Refresh
|_Configured i
Mo - ]
Mo Wiew log

Configure... ]

4« | i3

d. Click on ‘Configure’. The Management Server Host dialogue box will be displayed. Specify that
PDMgr is installed on another machine and specify the Host Name of the box running pdmgrd:

'ﬁ' Management Server Host

Specify the location of the Policy Director Management Server [PDMgr]

¢ PDMgr will be installed on this machine

& PDMgr is installed on another machine ...

~ Other host information-
Host Name ]securez.pisc.uk.ihm.coml

Listening Port |T1 kLT

Version 0.8 — 21 September, 2001 75




Tivoli Policy Director V3.8 — Installation Guidelines/Cookbook

e. Click on ‘Next’. You are required to specify the location of the file containing the PD
Management Server’s signed certificate. Specify this the location of this file.

* Management Server's Root Certificate File

Name of the file containing the Manag t C:\pdcacert.b64
Server's signed certificate

< Back Next > J Cancel ]

f. Click on ‘Next’. You are prompted for the LDAP Server information. Enter the fully qualified
LDAP Host Name, the port number and the LDAP DN for GSO. (In our case the values were:

secure2.pisc.uk.ibm.com, 389, ou=emea,o=ibm,c=gb).
¥ LDAP Server Information

LDAP Server Information

LDAP Host Name

isecurez.pisc.uk.ihm.cum

LDAP Port Number

389

LDAP DN for G50 Database

inu=emea,n=ihm,c=gh

Next > | Cancel

g. Click on ‘Next’. You are prompted whether to Enable SSL Communication with the LDAP
Server. Select ‘No’. (If you want to use SSL communication with the LDAP Server, ensure that

you have followed the steps in the later section “Setting up an SSL connection to the LDAP
Directory”)
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M S5L Communication with the LDAP Server

Enable 551 Communication with the LDAP Server?

" Yes

SSL Port Number

J,_ 6

SSL client key file

]

SSL client certificate label (if required)

J

SSL client key file password

]
< Back ] Next > Cancel I

h. Click on ‘Next’. You are shown a ‘Policy Director Configuration Review’ panel:

'M' Policy Director Configuration Review

Management Server Host:
secure2.pisc.uk.ibm.com
Listening Port:
7135
Name of the file containing the Management Server's signed certificate:
C:\pdcacert.b64
User Registry Selection: Idap
LDAP Host Name:
secure2.pisc.uk.ibm.com
LDAP Port Number:
389
LDAP DN for GS0 Database:
ou=emea,o=ibm,c=gh
Enable 5L Communication with the LDAP Server?; No

< Back I

Cancel

i. After reviewing the values click ‘Finish’. You will see a message ‘Configuring Policy Director
Runtime’. After a successful configuration, PD Runtime Environment will be marked as
configured:
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'ﬁ‘ Policy Director Configuration

Select a package in the list then click Configure or Unconfigure.

- - Refresh I
| Installed Packages | Configured
Palicy Directar Runtime Environment [FDRTE) Yes Yiew log I
Policy Director WebSEAL [PDWeb] Mo

j- You are returned to the ‘Policy Director Configuration’ panel. Highlight ‘Policy Director WebSEAL
(PDWeb) and click on ‘Configure’.

k. The ‘HTTP properties’ panel is displayed:

'h'g.'- HTTP properties

v Allow [unsecure] TCP HTTP access

lau Port to use for unsecure HTTP requests

v Allow HTTPS access

443 Port to use for HTTPS requests

Cancel |

l. Accept the values and click on ‘OK’. The ‘Policy Director Administrator Password’ panel is
displayed; enter the Policy Director Administrator password (Secure99 in our case):

Specify the password for the Policy Director
Administrator [sec_master).

Administrator Password

[

Cancel

m. Click on ‘OK’; WebSEAL is then configured.

n. You are then returned to the ‘Policy Director Configuration’ panel. This completes the Policy
Director configuration. Click on ‘Close’ to close the panel.

0. You can now check that Policy Director is working by following the steps described in Section

- Initial Policy Director Validation on Page [123]below.
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6.11 Web Portal Manager Installation & Configuration
(Windows)

Note: this section describes how to install the Web Portal Manager (WPM) which is the new PD
GUI and replaces the previous java based application.

a. Ensure that GSKit 4.0.3.168 or higher has been installed, and IBM HTTP Server with SSL
support. (It is the ‘Additional Modules’ component in the HTTP Server installation that provides
the SSL libraries.

b. Ensure that you have the necessary prerequisites for WebSphere 3.5 Advanced Edition.

e 75 MB disk space to install from CD
e 300 MB disk space for product (footprint)
e 256 MB of RAM to run IBM WebSphere Application Server (512 MB is recommended)

e Network interface

c. Use Start -> Settings -> Control Panel -> Services (NT) or Start -> Programs -> Administrator
Tools -> Services (2000) to stop the IBM HTTP Server and IBM HTTP Administration services.

d. Insert the Tivoli SecureWay Policy Director Web Portal Manager Version 3.8 CD.

e. Using ‘My Computer’ or Windows Explorer find the \windows\websphere directory on the CD,

and double click on setup.exe. The ‘Choose Setup Language’ dialog box appears:
Choose Setup Language

the choices belaw,

% 5 elect the language for this installation fram

(E] 8 I Cancel I

f. Select a language and click on ‘OK’; The WebSphere Application Server 3.5 welcome screen is
displayed:
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Application Seru
Standard Edition

WebSphere Application Server

ATTENTION: Before you continue, you must shut
5 clein al /e Servers you plan (o fun with
= WebSpheie

It strongly recommended that you exit all Windows programs
belore: tunning this Sefup progian.

Click Cancel to quit Setup and then close ary programs you.
hawve running. Click Mext to cortinuie with the Setup progiam

WARNING: This program is protected by copyright law and
int=mational reaties.

Uniuthorized isproduction or dishibution o this progiar, or any
pattior of it, may result in severs civil and crimingl penakies, and
will be prosecuted to the maximurn extent possible under law.

g. Click on ‘Next’; the Installation Options dialogue box is displayed. Ensure that ‘Quick
Installation is selected:

Installation DOptions

Select the installation option you prefer and ther click next.

Everpthing you need to support production-level applications intended to run on
setvers with single-node configurations: includes [BM HTTP Sever, InstantDB
and JOK 1,22,

£~ Custom Installation
Chooze to install specific components of the total install package: specify the use of
othier supported databases and web servers.

< Bark: ! Nent» I Cancal |

h. Click on ‘Next’; specify a username and password under which the WebSphere Application
Server service is to run; we used a user ID of cfguser, password Secure99:
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Securnty Options | %]

Select an existing username and password to use for security and starting the
‘webSphere Application Server setvice, This Userhame must have administrative
-athority.

Userniamme lcfgusgr

Back [ Mews | Concel |
i. Click on ‘Next’; the Product Directory dialogue box is displayed:

Product Directory

WebSphere Application Server Destingtion Directory

|I::\Web8 pheretsppServer Biome I

¢ Back I Nest> I Cancel |

j- Click on ‘Next’; the ‘Select Program Folder dialgoue box is displayed:
Select Program Folder [ %]

Setup will add program icons to the Program Falder listed below,
“oumay bpe a new folder name. or select one from the existing
Falders fist. Click Nestto continue.

E sizting Folders:

Admiriztrative Toals [Common]

DB2 for Windows NT

|BM HTTF Server

|BM Secureway Directory

Matron PowerDesk NT

Microzoft Internet Server (Common)

Metzcape Communicator

MNorton Antiirus

Pualicy Directar .:!

< Back I Mentx I Cancel |

k. Click on ‘Next’; the files are copied across; you are prompted to confirm the directory
containing the IBM HTTP Server configuration file:
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Configure IBM HTTP Server - hitpd_conf

Selectdrecton containing the file:
Fath:

Directaries:

= ey :J ok |

(= Program Files

[£= IBM HTTP Server Cancel |

B2 conf

=
Diriwes:

l =3 j [tk |

l. Click on ‘OK’; the remaining files are copied across and the ‘Setup Complete’ panel is displayed,
and you are given the option of viewing the README.

Setup Complete

Please view the-contents of the README izon betare starting
the program, The WebSphere Application Server Samples far
IBM Hitp Server 1.2.12 have beei installed ta the dirsctomny:
C:\Program FileshBM HT TR Servershtdocs :

IV ires, | want to visw the README Hie now:

Click Finish to complete Setup.

s Hack I Firiizh I

m. Click on ‘Finish’; the ‘Restarting Windows’ dialogue box will be displayed. Select ‘No, | will
restart my computer later’:

*fou musttestart the spstem to complete the installation.

T Nes, | want to restart mip compuber How,

& No, | will restart my compuler later,

n. Click on ‘OK..
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o. Still using the Tivoli SecureWay Policy Director Web Portal Manager Version 3.8 CD: copy
all the files from the \windows\websphere\Ptf4 directory on the CD to a temporary directory on
the hard drive.

p. Run install.bat from the temporary directory:

C:\temp\websphere-PTF4>install
Enter the directory where the IBM WebSphere Application Server is installed:
c:\websphere\appserver
WASHOME c:\websphere\appserver
JDKHOME c:\websphere\appserver\jdk
1 file(s) copied.
"Installing the WebSphere Application Server Advanced Edition 3.5 PTF 4"

2001/07/30 17:07:34 Please view the activity log for details.

Do you wish to upgrade the WebSphere Application Server samples? (Yes/No)
Yes

In order to update the WebSphere Application Server Samples

the currently configured WebServer's doc root must be specified

Eg. C:\IBM HTTP Server\htdocs

Please enter your webserver's doc root path:

C:\Program Files\IBM HTTP Server\htdocs

C:\Program Files\IBM HTTP Server\htdocs

Is this correct? (Yes/No)

yes

142 File(s) copied

47 File(s) copied

21 File(s) copied

WARNING: If you install IBM HTTP Server PTF, you may not be able to uninstall it
cleanly. The Gskit

package will not be uninstalled.

Do you wish to upgrade the IBM HTTP Server 1.3.12:(Yes/No)

no

2001/07/30 17:10:59 Installation completed with no errors.

2001/07/30 17:10:59

2001/07/30 17:10:59 Please view the activity log for details.

846 File(s) copied

IBM WebSphere Application Server V3.5.4 Standard Fixpack install complete

g. Re-boot the computer by issuing Start -> Shut Down -> ‘Restart the computer’.

r. Use Start -> Settings -> Control Panel -> Services (NT) or Start -> Programs -> Administrator
Tools -> Services (2000) to start the IBM WS AdminServer.

s. Ensure that WebSphere Application Server has started correctly by running the admin console
via Start -> Programs -> IBM WebSphere -> Application Server V3.5 -> Administrator’'s Console:
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¥ WebSphere Advanced Administrative Console

Console View Help
\:‘})| yow g |‘ e

WabSphere Administrative Domain | [Node:secure2
’-; AdminApplication Ganaral |

fault DataSource
Adrmin DB Driver
default_host

Mode name:

Currant State:
Desired State:
Start Time;

Host name

Host system type:
Install root; i WWebSpherstinnSane|

Process I0: 4l

Deploved JAR diractory: IO WiehSphereippSenverideployedEl8s

Dependent classpath; |

Apply Resst

Console Messages

7/30/01 5:30 FM : AUDIT [secure2/_ adminServer]: XMLCOO53I: Importing Node : securez =
7/30/01 5:30 FM : AUDIT [secure2/_ adminServer]: XMLCOOS53I: Importing ApplicationServer : Default Server

7/30/01 5:30 FM : AUDIT [secure2/_ adminServer]: XMLCOO53I: Tuporting ServletEngine : Default Servlet Engine

7/30/01 5:30 FM : AUDIT [secure2/_ adminServer]: XMLCOD53I: Importing WebApplication : USsamplesIDB_app

7/30/01 5:30 FM : AUDIT [secure2/_ adminServer]: XMLCOOS53I: Importing Servlet : Error Reporting Facility

7/30/01 5:30 FM : AUDIT [secureZ/_ adminServer]: XMLCOO53I: Importing Servlet : File Serving Enabler

7/30/01 5:30 FM : AUDIT [secureZ/_ adminServer]: XMLCOO53I: Importing Servlet : Auto-Invoker

7/30/01 5:30 FM : AUDIT [secure2/_ adminServer]: XMLCOO53I: Importing Servlet : JSP 1.0 Processor

7430401 5:

30 PM : AUDIT [secureZ/ adminServer]: ADMSO0Z4I: WebSphere Adwinistration server open for e-business j
=

t. Still using the Tivoli SecureWay Policy Director Web Portal Manager Version 3.8 CD:

u. Using ‘My Computer’ find the \Policy Director\Server directory on the CD, and double click on
setup.exe. The ‘Choose Setup Language’ dialogue box is displayed:
Choose Setup Language

- 'Se.rect the language for this installation fram
1 the choices below,

oK I Eancel '

v. Select a language and click on ‘OK’. The InstallShield Wizard panel will be displayed:

InstallShield Wizard

‘Welcome to the InstallShield Wizard for Policy
Director

The InztallS hield® ‘wizard will install Policy Director on your
computer. To continue, click Next,

Carcel |

w. Click on ‘Next’. The License Agreement panel is displayed:
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InstallShield Wizard

License Agreement
Pleaze read the following license agreement carefully,

Press the PAGE DOWN key toses the rest of the agresment.

.[htg'r_natidhal Program License Agreement i!
Part 1 -General Terms

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE PROGRAM.

IBM WILL LICEMSE THE PROGRAM TO vOU OMLY IF YOU FIRST ACCEPT THE

TERMS OF THIS SGREEMENT, B LISING THE PROGRAM YOU AGREE TO THESE
TERMS. IF ¥OU DO MOT AGREE TO THE TERMS OF THIS AGREEMENT, :J

Do/ you accept all the terms of.the.praceding License Agreement? [f you choose Mo, the
setup will close. To install Policy Director, you must aceept this agreement.

< Back Yes Ma |

x. Click on ‘Yes’. The ‘Select Packages’ panel will be displayed. Select Policy Director Web Portal
Manager (PDWPM):

InstallShield Wizard

Select Packages

Choose Policy Directar F‘ac:_kages‘

GeectAl | | Clearsl |

< Back | Nest> | Cancel |

y. Click on ‘Next’. The product will be installed, and then an Information message displayed:

Information

( ’.i &l Pelicy Ditector companiehts have been installed.
\E) Installation completed successtully,

Click, DK, ta exit.

z. Click on ‘OK’ to dismiss the dialogue.

aa. Use Start > Programs > Policy Director - Configuration. The ‘Policy Director Configuration’
panel appears.

bb. Highlight the “Policy Director Web Portal Manager (PDWPM)” entry in the installed packages
column:
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'h'g.'- Policy Director Configuration

Select a package in the list then click Configure or Unconfigurs.

«

LCloze
- - Fefresh |
| Installed Packages |- Configured

Palicy Directar Runtime Environment [FDRTE] Yes Viewlog |
Policy Director Management Server [FDMar] Yes
Palicy Director \WebSEAL [PDWeh) Yes
Palicy Director Authorization S erver (FDACI] Yes
Folicy Directar \Web Portal Manager [PDWEM] Mo

Configure... |

cc. Click on ‘Configure’; the PD WPM will be configured:

'h'g.'- Policy Director Configuration

Select a package in the list then click Configure or Unconfigurs.

Fefresh |

«

| Installad Packages || Configured

Palicy Directar Runtime Environment [FDRTE] Yes Viewlog |
Policy Director Management Server [FDMar] Yes

Palicy Director \WebSEAL [PDWeh) Yes

Policy Director Authorization Server (FDACI) Yes

Policy Director Web Portal Manager [POWEH] Yes

dd. If you are running WebSEAL on the same machine that you are using to run WPM and want
WebSEAL to own port 443 for SSL comunication then edit the HTTP configuration file,
httpd.conf, by default found in the C:\Program Files\IBM HTTP Server\conf
directory. Locate the references to 443 value in the httpd. conf file and change the entries
Listen 443 and <VirtualHost :443> to a different port number — we used 4443.

ee. Use Start > Settings > Control Panel > Services to stop and re-start IBM HTTP Server for

the changes to take effect.

ff. Use Start > Programs - IBM WebSphere - Application Server V3.5 > Administrator’s
Console to start the WebSphere Administrative Console; Click on the ‘+’ sign behind
WebSphere Administrative Domain and click on default_host (in the left hand panel), then add
entries which include the revised SSL port numbers to the hostames listed under HostAliases.
In our case the new entries were secure2:4443 and secure2.pisc.uk.ibm.com:4443:
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¥ WebSphere Advanced Administrative Console =l B
Console Miew Help

@ » o= E|[E
\EbSphere Administrative Domain irtual Host: default_host
[53 Adrminapplication Earat] |Adv_anced|

Vitual Host Name, {default_host

|
i

HostAliases T
secureZ.pisc.uk ibm.com -
secure4443 | Remoyve |
secureZ pisc ukibm.com:4443 =]

Apply Reset

AUDIT [securez/_ aduinServer : Draduwin available on port 1,081
841701 12:11 PM : AUDIT [securez/_ adwinferver]: ADMS0008I: 3tarting server: "Default Serwer”

841/01 12:11 PM : AUDIT [securez/_ adwinferver]: ADMS0032I: 3Started server: "Default Zerwver”™ (pid "536")

841701 12:11 PM : AUDIT [securez/_ adwinferver]: ADM30024I: WebSphere Adwministration server open for e-buziness

gg. Click on ‘Apply’.
hh. Restart WebSphere Application Server by right-clicking on your machine’s hostname:

¥ WebSphere Advanced Administrative Consolc [_ (O]
Consgle View Help

ol sra|fa] -

WEhSphEreAdmlmstvalws Domain | [Node:secure2
AdmmAan:atmr\ B |
Stop
et Node name:
Ping
- Current State
Degired State:
Stop for restart Stant Time:
Propierties Host name:
Transactions...
Host systern type
Trace. i i
Creste b Install raot:
Process I
Deployed JAR directory: ,6 WiiebSpherelippServerideployedEJBS
Dependent classpath:
Apply Resat

= - _ Congole Messages. ) ) _
Facility” 2
7/30/01 5:43 PN : AUDIT [secure2/Default Server]: SRVEOD48I: Loading servlet: "File Serving Enabler”

7/30/0L 5:43 PN : AUDIT [secure2/Default Server]: SRVEOOS1I: [Servlet LOG]: "File Serving Enabler: inic”

7/30/0L 5:43 PN : AUDIT [secure2/Default Server]: SRVEDL30I: Servlet available for service: "File Serving Enabler”
7/30/0L 5:43 PN : AUDIT [secure2/Default Server]: SRVED04SI: Leading servlet: "J5P 1.1 Processor”

7/30/0L 5:43 PN : AUDIT [secure2/Default Server]: SRVEDOS1I: [dervlet LOG]: "JSP 1.1 Processor: init”

7/30/0L 5:43 PN : AUDIT [secure2/Default Server]: SRVEOL30I: Servlet available for service: "J5P 1.1 Processor”

7/3070L 5:55 FN : Command "default host.Modifyhttributes™ rumming ...

7/30/0L 5:55 BN : Command "default host.Modifphttributes” completed successfully. j

ii. And then click on ‘Restart’ from the pop-up menu. A confirm dialogue box is displayed:

m dialog

N ‘fouare trying to etop the node thatthe consols is connected to, This will cause the console to exit after the node-is stopped. Do you want o continua?

2= A

ji- Click on ‘Yes’. As part of restarting WebSphere Application Server the WebSphere console is
closed.

kk. Use Start > Programs - IBM WebSphere - Application Server V3.5 - Administrator’s
Console; the presence of the B symbol to the right of the machine name indicates that the
Default Server is running:

Il. You can use the console to verify that WPM is running:
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¥ WebSphere Advanced Administrative Console E=l
Consale View Help
® » s raa|HE] -
=} WehSphere Administrative Domain Web Application:pdadmin
\ﬁ-m AdminApplication e =
= secure2 el IAdvance_r_j-|
S IDBC Driver
5 Default Server \eb Application Name:  [odadmin
(@ Default Container _
= (7 Default Serdet Engine Current State; Lost Cantact
| defaull_app Desired State: Running
admin 5
examnples Start Time:
lesIDB_app Enabled: True
FL Error Reporting Facility Diegeription: [Policy Director ieb Admin Tool
-7 File Serving Enabler ‘irtual Host: [default_host =
-F% JSF 1.1 Processor
43¢ User Profile Manager Wirtual Host in use. tefaull_host
o R Anssidn Matianer Wizh Applicalion Web Path:
i - ,'=6 Remote Serviet Redirector ke 3 }fpdadmm
‘ﬁﬂ Default Datagource Fullveh Path in use: fpdadmin
(-5 Admin DB Driver
default_host
Apply | Beset
Console Messages
-
7/30/0L 6:04 PN ; AUDIT [secureZ/ adminferver]: ADM300Z4I: Webdphere Adwinistration server open for
e-business
-

mm. Point a web browser at https://hostname:port number/pdadmin (the port number was
4443 in our case). Enter a PD administrator userid and password (sec_master and

Secure99 in our case):

3 Policy Director Login - Netscape

[_[51x]
e Edt Miew Go Commuricator Help
P
i [ . @ @
Bock  Fowiad Reload  Home  Sewch Neoape i Seeuly  Shop  Cip
wf Bockmarks & L | ibm.com: 4443/

] € it ks

A Instant Message (5 webhail (B Cortact People [ Yellow Pages (8 Download (= Channels

Tivoli SecureWay

Policy Director

Tivolij

User ID: [sec_master

Password: [ Login

& =T [Bosumert: Done

nn. Click on ‘Login’:
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¥ Policy Director Console - Netscape
Fle Edi View o Commuricalsi Hep

[}
fine _ Seoch Nelwwe -

iiaae

Location |

Tl e

Tivoli SecureWay
[User Policy Director

(Group ¢
Search T
Create
|Object Space .

Browse

|ACL

List

Create

Bermission Descriptions Tivoli|

[PoP
List
Create

(GSO Resource
List GSO

Create GSO

List G50 Group
Create GSO Group

[Delezate Adrministration
List Enterprise Dormains
Create Enterprise Domain

Dormain User Search

[Log Out

=) [Bocument Done

00. From here you can use the Web Portal Manager to administer PD.
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Part Ill - AIX Environment

Note: PD 3.8 now provides a quick installation path using shell scripts for UNIX systems such as
AIX and Solaris - these scripts make it easy to install Policy Director by automatically installing
required software and prerequisites. We have not yet documented their use in an AlX environment.
The following sections describe just the native install processes for AlIX.

7. AIX System Preparation and general AIX Notes

e A Policy Director AIX 4.3.3 system requires the following software patch for the operating
system: bos.rte.libpthreads. This patch must be at level 4.3.3.51 or greater. You can
download this patch from the following support site:
http://www-1.1ibm.com/support/rs6000.html

e We try to assume a minimum level of AIX knowledge in these chapters: we have therefore
tried to document most steps, but we may not have mentioned every F4, ‘Enter’ etc.

e Ensure that the date and time are set correctly across the environment you are using - this may
avoid problems later on.

e Ensure that you have IP connectivity (for example, attempt to ‘ping’ another machine).

* Our experiences here are based on AlX 4.3.3, although we have successfully followed the
same procedures on other versions of AlX.

* Throughout these chapters we make use of an AIX system management tool called SMIT. You
launch this by typing ‘smitty’ at a command line - this will start the menu driven tool.

* During the installation Policy Director and its pre-requisites it will be necessary to use a number
of CDs. At some points you may need to mount them explicitly using with the mount
command.

Depending on how your AIX system has been set up you may need to create a file system on
which to mount the CD:

Using smitty, select:

System Storage Management (Physical & Logical Storage)

File Systems

Add / Change / Show / Delete File Systems

CDROM File Systems

Add a CDROM File System (or you can use the Change / Show option if you think that this
may already have been set).

In the 'DEVICE Name’ field, press F4 then select the CD-ROM device (in our case ¢do) and
press Enter

In the MOUNT POINT field, enter a new directory name where you want to mount the CD (in
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our case /cdrom) and press Enter
When you see OK next to Command:, press F10 to exit smitty.

If you do not specify that this should be mounted automatically at system restart, you will need
to type mount /cdrom when you are going to use this mount point.

e Please be aware that the graphical screens shown in these chapters may vary slightly
depending on your AlX environment.

¢ Note also that file and directory names in AlX are case sensitive.

o Disk space: ensure that there is sufficient space in the various filesystems. Whereas
smitty will automatically increase the allocation if necessary, other steps will just fail frequently
without any helpful error messages. The increases in disk space during the Policy Director
installation described here are as detailed below. Clearly this does not take into account the
storage required for a large user registry, etc., but is provided for information.

Increases in filesystem usage during install and configure steps
Filesystem 512-blocks used MB used Inodes used
/ 3,300 1.6 214
lusr 741,000 370 4374
Ivar 4,600 23 197
Itmp 1,300 0.6 11
/home 54,400 27 486
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8. LDAP Server installation/configuration (AlX)

8.1 Operating system pre-requisites

The IBM SecureWay Directory requires these levels of the following filesets:

X11.Dt.1lib 4.3.3.2
X11.Dt.rte 4.3.3.3
X1ll.adt.motif 4.3.3.1
X11l.base.lib 4.3.3.2
X11l.base.rte 4.3.3.2
X1l.compat.lib.X11R5 4.3.3.2
X11l.motif.1lib 4.3.3.2
X1l.motif.mwm 4.3.3.1
bos.adt.include 4.3.3.
bos.adt.prof 4.3.3.3
bos.net.tcp.client 4.3.3.3
bos.rte.libpthreads
bos.sysmgt.serv_aid

1

4.3.3.3

4.3.3.2

The 4.3.3.0 levels of these filesets are not sufficient, and if they are not already installed on your
system you will need to upgrade. (You can type, for example, 1slpp -1 |grep X11.Dt.libto
determine the level of X11.Dt . 1ib installed on your machine. If the system is for demonstration
use you can upgrade using CD 23 from AIX DEMOpkg 2000.) This upgrade process is not
described here any further.

8.2 Install the IBM HTTP Server

a. Log in as root.
b. Insert the Tivoli SecureWay Policy Director Base for AIX and Linux Version 3.8 CD.

c. Using smitty, select:
Software Installation and Maintenance ->
Install and Update Software ->
Install and Update from LATEST Available Software

d. Against Input device / directory for software press F4 and selectthe CD-ROM —
typically /dev/cdo.

e. Against SOFTWARE to install press F4. A list of SOFTWARE to install will be displayed.
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f. Move the cursorto 1.3.12.0 HTTP Server Base Run-Time and press F7 to selectit. Then

press Enter:

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

* INPUT device / directory for software
* SOFTWARE to install

COMMIT software updates?

SAVE replaced files?

AUTOMATICALLY install requisite software?
EXTEND file systems if space needed?
OVERWRITE same or newer versions?

VERIFY install and check file sizes?
Include corresponding LANGUAGE filesets?
DETAILED output?

Process multiple volumes?

Install and Update from LATEST Available Software

PREVIEW only? (install operation will NOT occur)

Fl=Help F2=Refresh F3=Cancel
F5=Reset F6=Command F7=Edit
F9=Shell F10=Exit Enter=Do

[Entry Fields]
/dev/cdo

[+ 1.3.12.0

no
yes
no
yes
yes
no
no
yes
no
yes

F4=List
F8=Image

>

HTTP Serve>

I T T T T T S

g. Press Enter. You will be asked if you are sure. Press Enter again. The software will be

installed. Exit smitty.

h. By default the IBM HTTP Server listens to port 80, the same as WebSEAL. To avoid port
conflicts edit the HTTP configuration file /usr/HTTPServer/conf /httpd.conf. Locate the

Port value and change it from Port 80 to a different port number — we used Port 81.

i. Change directory to /usr/HTTPServer/bin

j. Start the server by entering the following command:
. /apachectl start

(If the server is already running first issue . /apachectl stop, or else issue ps -ef |grep
httpd to determine the PID and then issue kill process id to stop it; then re-attempt to

start it.)

k. If you want the web server to start automatically upon system boot, carry out the following steps:

e change directory to /etc

e create afile rc.http as follows
#!/usr/bin/sh
BINPATH=/usr/HTTPServer/bin
echo 'Starting IBM HTTP Server....'
SBINPATH/apachectl start

e Give the system root access to the server file and make it executable:

chown root:system rc.http
chmod 0774 rc.http

l. You can verify that the web server is working by pointing a web browser at
http://hostname:port number (http://charon.emea.tivoli.com:81 in our case)

— this should result in ITndex of / being displayed.
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8.3 Install GSKit

a. Still using the Tivoli SecureWay Policy Director Base for AIX and Linux Version 3.8 CD:

b. Using smitty, select:
Software Installation and Maintenance ->
Install and Update Software ->
Install and Update from LATEST Available Software

c. Against Input device / directory for software press F4 and select the CD-ROM —
typically /dev/cdo.

d. Against SOFTWARE to install press F4. A list of SOFTWARE to install will be displayed.
e. Move the cursor to gskit ALL and press F7 to select it. Then press Enter:

Install and Update from LATEST Available Software
Type or select values in entry fields.
Press Enter AFTER making all desired changes.
[Entry Fields]

* INPUT device / directory for software /dev/cdo
* SOFTWARE to install [gskit

PREVIEW only? (install operation will NOT occur) no

COMMIT software updates? yes

SAVE replaced files? no

AUTOMATICALLY install requisite software? yes

EXTEND file systems if space needed? yes

OVERWRITE same or newer versions? no

VERIFY install and check file sizes? no

Include corresponding LANGUAGE filesets? yes

DETAILED output? no

Process multiple volumes? yes
Fl=Help F2=Refresh F3=Cancel F4=List
F5=Reset F6=Command F7=Edit F8=Image
F9=Shell F10=Exit Enter=Do

S T T T S SN SR S

f. Press Enter. You will be asked if you are sure. Press Enter again. The software will be
installed. Exit smitty.

8.4 Install IBM Universal Database (DB2)

a. Still using the Tivoli SecureWay Policy Director Base for AIX and Linux Version 3.8 CD:

b. Using smitty, select:
Software Installation and Maintenance ->
Install and Update Software ->
Install and Update from LATEST Available Software

c. Against Input device / directory for software press F4 and select the CD-ROM —
typically /dev/cdo.

d. Against SOFTWARE to install press F4. A list of SOFTWARE to install will be displayed.
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e. Move the cursor to each of the following entries and press F7 to select it:
e db2 06 0l.cnvucs ALL
e db2 06 0l.conv ALL
e 6.1.0.13 DB2 Engine
e 6.1.0.13 DB2 Run-time Environment
e 6.1.0.13 License Support for DB2 UDB Enterprise Edition

f. Then press Enter:

Install and Update from LATEST Available Software
Type or select values in entry fields.
Press Enter AFTER making all desired changes.
[Entry Fields]
* INPUT device / directory for software /dev/cdo
* SOFTWARE to install [db2 06 01.cnvucs
PREVIEW only? (install operation will NOT occur) no
COMMIT software updates? yes
SAVE replaced files? no
AUTOMATICALLY install requisite software? yes
EXTEND file systems if space needed? yes
OVERWRITE same or newer versions? no
VERIFY install and check file sizes? no
Include corresponding LANGUAGE filesets? yes
DETAILED output? no
Process multiple volumes? yes
Fl=Help F2=Refresh F3=Cancel F4=List
F5=Reset F6=Command F7=Edit F8=Image
F9=Shell F10=Exit Enter=Do

I T T S e T S

g. Press Enter. You will be asked if you are sure. Press Enter again. The software will be
installed. Exit smitty.

8.5 Install IBM SecureWay Directory

a. Still using the Tivoli SecureWay Policy Director Base for AIX and Linux Version 3.8 CD:

b. Using smitty, select:
Software Installation and Maintenance ->
Install and Update Software ->
Install and Update from LATEST Available Software

c. Against Input device / directory for software press F4 and select the CD-ROM —
typically /dev/cdo.

d. Against SOFTWARE to install press F4. A list of SOFTWARE to install will be displayed.

e. Move the cursor to each of the following entries and press F7 to select it:

e ldap.client ALL
e Jldap.server ALL
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f. Then press Enter:

Install and Update from LATEST Available Software
Type or select values in entry fields.
Press Enter AFTER making all desired changes.
[Entry Fields]
* INPUT device / directory for software /dev/cdo
* SOFTWARE to install [l1dap.client
PREVIEW only? (install operation will NOT occur) no
COMMIT software updates? ves
SAVE replaced files? no
AUTOMATICALLY install requisite software? yes
EXTEND file systems if space needed? yes
OVERWRITE same or newer versions? no
VERIFY install and check file sizes? no
Include corresponding LANGUAGE filesets? yes
DETAILED output? no
Process multiple volumes? yes
Fl=Help F2=Refresh F3=Cancel F4=List
F5=Reset F6=Command F7=Edit F8=Image
F9=Shell F10=Exit Enter=Do

VvV Vv

+ A+t

g. Press Enter. You will be asked if you are sure. Press Enter again. The software will be
installed. Exit smitty.

h. Also supplied on the CD is eFix 3.2.1-SWD-002 for SecureWay Directory 3.2.1, in directory
/cdrom/usr/sys/inst.images/patches/ldap efix (assuming that your CD-ROM
device is mounted as /cdrom). The file Readme in this directory details the problems fixed and
the installation procedure. (You may need to define a mount point and type mount /cdrom
before you can view these files.)

8.6 Configure LDAP

a. At this point it is strongly suggested that you run df to ensure that you have sufficient space in
your /home directory. The suggested minimum is 32 MB (or 65536 512-blocks). If you have
insufficient space, you will get a series of failure messages when you attempt to run 1dapcfg,
with very little indication as to the cause of the problem.

b. Issue the following commands to create an appropriate directory for the LDAP instance:
If the /home directory does not already exist, create it by issuing mkdir /home
mkdir /home/ldapdb2
chmod a+rwx /home/ldapdb2
(In a production environment you will want to make permissions less permissive.)

c. Issue the following commands to configure LDAP:
ldapcfg -u "cn=root" -p password
(where password is the LDAP Administrator password — we used Secure99)
ldapcfg -1 /home/ldapdb2
ldapcfg -s ibmhttp -f /usr/HTTPServer/conf/httpd.conf

Version 0.8 — 21 September, 2001 96



Tivoli Policy Director V3.8 — Installation Guidelines/Cookbook

d. Restart the IBM HTTP Server:
/usr/HTTPServer/bin/apachectl stop
/usr/HTTPServer/bin/apachectl start

e. The output should look similar to the following:

# mkdir /home/ldapdb2
# chmod a+rwx /home/ldapdb2
# ldapcfg -u "cn=root" -p Secure99
Password for administrator DN cn=root has been set.

IBM SecureWay Directory Configuration complete.
# ldapcfg -1 /home/ldapdb2

Creating the directory DB2 default database.
This operation may take a few minutes.

Configuring the database.

Creating database instance: ldapdb2.

Created database instance: ldapdb2.

Starting database manager for instance: ldapdb2.
Started database manager for instance: ldapdb2.
Creating database: ldapdb2.

Created database: ldapdb2.

Updating configuration for database: ldapdb2.
Updated configuration for database: ldapdb2.
Completed configuration of the database.

IBM SecureWay Directory Configuration complete.
# ldapcfg -s ibmhttp -f /usr/HTTPServer/conf/httpd.conf

IBM SecureWay Directory Configuration complete.

The web server must be restarted for changes to take effect.
# /usr/HTTPServer/bin/apachectl stop
/usr/HTTPServer/bin/apachectl stop: httpd stopped

# /usr/HTTPServer/bin/apachectl start
/usr/HTTPServer/bin/apachectl start: httpd started

#

f. Before starting the IBM SecureWay Directory server as root, verify that the user root is in the
dbsysadm group. Verify that the file /etc/group contains an entry similar to the following:
dbsysadm: ! :400:1dapdb2, root

g. Start the IBM SecureWay Directory Server:
/usr/bin/slapd

h. The output should look similar to the following:

# /usr/bin/slapd

Configuration read securePort 636.

Plugin of type EXTENDEDOP is successfully loaded from libevent.a.
Plugin of type EXTENDEDOP is successfully loaded from libtranext.a.
Plugin of type PREOPERATION is successfully loaded from 1ibDSP.a.
Plugin of type EXTENDEDOP is successfully loaded from libevent.a.
Plugin of type AUDIT is successfully loaded from /lib/libldapaudit.a.
Plugin of type EXTENDEDOP is successfully loaded from libevent.a.
Plugin of type DATABASE is successfully loaded from /lib/libback-rdbm.a.
Non-SSL port initialized to 389.

Local UNIX socket name initialized to /tmp/s.slapd.

#

(This step is likely to take several minutes to run.)
i. To configure the IBM SecureWay Directory server to start automatically upon system boot, add
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the following line to /etc/inittab:
ldapd:2:once/usr/bin/slapd >/dev/console 2>&1 #Autostart LDAP/DB2 Services

j- To determine whether slapd has started, issue:
ps -ef|grep slapd

(If s1lapd is not running, /tmp/slapd.errors might give some further information.)

8.7 Add Policy Director Suffixes

a. Point a web browser at http://hostname:port number/ldap/index.html (the port
number was 81 in our case). The SecureWay Directory Server Logon panel is displayed. Set

the User ID to the LDAP Administrator ID and the password to that which was entered previously
cn=root and Secure99 in our case):

= SecureWay Directory Server Web Admin: charon - Nelscape
File Edt VMiew Go Communicator Help

Bﬁ&iﬁa@d@@@%

Forped  Reload Home.  Search  Mstscape.  Print Secuty Shop Ston m
4 ;.‘v Bookmarks M Lotfél_il_:_un‘Ihttp:.-".-"c:haron.emea.tivoli.com:SD‘I 3/dap/cgi-bindldacgi exe?hction=5tart :] 517 what's Hé!{atgl’:l
B EM [E= intenet 0F Lookip O HewdCool _ RealPlayer
Directory Server Lngnn
O Introduction

# charon

Logon
@Log K] Ready

IBM SecureWay Directory Server Administration

Flease enter the LDAP administrator [T and password and click Logon.

Admin ID Ic:n=r00t,

Password ira—a—a—a—wa—a—

Logon |

() Copyright IBM Corporation 1998, 2000, All rights reserved.

b. Click on ‘Logon’. The ‘IBM SecureWay Directory Server Administration’ panel is displayed. It

will indicate “You must add suffixes’ at the top of the screen:
;&!‘Bookﬂ‘\a'rk&\'. J‘ Lacation: [http: //charon. emea.tivoli.com: 81 Adap/cai-bin/ldacgi exe Paction=Start

DIECHafY SEfver Introduction
O introduction

8 A tharon
» Settings
b B Security %) vou must add suffixes,

c. Click on ‘add suffixes’. Enter secAuthority=Default in the ‘Suffix DN’ box:
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" Bockmarks A Location; {http://charon emea tivoli com: 81 /ldap/coi-bin/idac exe 2hction=Start

smxes
% charon

O Intraduction
¥ [(] Settings
General
Perfarmance
[@ Transactions
Event notification
[ Suffixes
Refarrals
» B3 5chema
» B3 Security
» B3 Replication
» B Datahase
» B3 Current state

] Ready

To add a suffir, enter the distinpuished name of the suffiz then click Update.

Suffix DN Isecnuthority=Default

The table below displays suffizes defined to this server,

|Current server suffixes |Comment |Remuve?

» B Logs
Logoff

[en=locathast [System suffi|

Update | Rese_tl

d. Click on ‘Update’. The suffix should be added to the list of current server suffixes and a
message should be displayed stating ‘The suffix was successfully added. You must restart the
server for this change to take effect’.

e. Enter a suffix for the Policy Director users and Global Sign-On (GSO) data. For example
ou=emea, o=ibm, c=gb as shown below. All the Policy Director resources subsequently

defined must sit below the suffix defined here - thus if the country, organization and
organizational unit are specified here, all PD resources will have to be held within that

organizational unit, whereas if just the country is specified here, all PD resources will merely
have to be held within that country. Alternatively it would be possible to specify just a country
and organization. Clearly this decision will depend on the directory strategy of the organization

in question.)

Directory Server

O Intraduction
~ {9 Settings

» B Schema
» B3 Security
» BY Replication
» B Database
» B3 Current state
» B Logs

B Logor

L Bookmarks Az Location | hitp://charon. emea fivol com- 81 /ldap/egi bin/ldacql exe Paction=5tart =] Whats Related

s The listwas suceessfully updated, You must restart the server for this change to take effect,

To add a suffix, enter the distinguished name of the suffix, then click Update

Suffix DN [ou=emea, o= ilm, c=gb|

The table below displays suffies defined to this server. To remove a suffiz, select the checkbox and click Update. Removing a suffix
climinates access to all directory data beneath that suffiz. however the data is not removed from the directory,

ICllrrem: server suffixes %Cnmmem: |Remove?
|en=localhost |System suffix I
[secinthority=Default  [[Contains no directory data| T

Update Reset

f. Click on ‘Update’. A message should be displayed stating ‘The list was successfully updated.
You must restart the server for this change to take effect’, and listing all the suffixes that have
been added, as shown:

i Bockmaks A L

Directory Server

Introduction

D
~0s

ent nofification
uffixes
Referrals
» £ Schema
» B3 Security
» CJ Replication
» B Database
» £ Current state
O Logs

Logoft

[hite: Feharon.emea.tivoli com &1 /\dap/cai-bind dacal ene 2Action=5tart ] @ st Felete]

Suffixes (Ol
# charon

vl The listwas successfully updated. You must restartthe server for this change to take effect

To add a suffis, enter the distinguished name of the suffiz, then click Update

Suffix DN |

The table below displays suffizes defined to this server. To remove a suffix, select the checkbox and click Update. Removing a suffic
eliminates access to all directory data beneath that suffixs however the data is not removed from the directory,

[Current server suffixes [Comment [Remove?|
|co=locathost |System suffix I

I
!secAuthonry=Default iContams no directory data‘ =

Update | | Reset

|ou=emea, o=ibm, c=gb (Containg no directory data| [T ‘

g. Click on the
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directory server is starting’ is displayed. This restart process can take several

minutes. Once complete a message stating ' The directory server is running’ will be
displayed:

O Introduction
*[(] Settings
General
Ferfarmance
Transactiuns
Event notification
Suffies
Refarrals
» B3 Schema
B3 Security
» B3] Replication
¥ £ Database
[ Current state
Sewer status
Connections
Start/Stop
» O Logs
Logoft

 Drectoyserver | Stop

# charon

bﬂ The directory server is running.

[Stan

The directory server 1s currently runmng. To stop the server, chck the Stop button.

Related tasks

+ Berver status - Display the current status of the server to review server actmity
» Commechons - View the current connections to the server

h. You may wish to specify one-way password encryption. To do this, click on Settings - General,

then click the radio button for ‘crypt’:

I Directory Server I

O introduction
(] Settings
General
Performance
[A Transactions
Event notification
Suffixes
Referrals
» (] Schema
» £ Security
» ] Replication
» ] Database
* 3 Current state
Server status
Connections
Startistap
» (] Logs
Lagaff

General settings

Hostname
Unsecure port

Yersion

Password encryption

Update | Reset'l

Edit the general sethings for the server, then click Update.

charon
389

[BM SecureWay Directory 3.2

© MNone
" imask
& crypt
' BHA

i. Then click on ‘Update’. It will display a message: ‘The changes were successfully
updated. You must restart the server for these changes to take
effect’. Click on ‘restart the server’ and wait for the server to restart.

j- The web browser is no longer required and may be closed.
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If you are unable to run the LDAP Administrative web server...

There have been installations where (for various reasons) it has not been possible to run a web
server to perform the LDAP administrative operations. In that case an alternative approach is to
edit the configuration file manually. The file in question is:

/usr/ldap/etc/slapd32.conf

You can add the suffixes we added above by adding the following lines to s1apd32.conf
Beneath the entry ibm-slapdsuffix: cn=localhost:

Ibm-slapdSuffix: secAuthority=Default
ibm-slapdSuffix: o=ibm, c=gb

You can specify one-way password encryption by modifying the ibm-slapdPwEncryption line
to:

Ibm-slapdPwEncryption: crypt

8.8 Directory Management Tool steps

a. Start the Directory Management Tool. You can do one of the following:

e run the Directory Management Tool on the same AIX box as that on which the directory is
located;

e run the Directory Management Tool on a remote system and point it at the AIX box on
which the directory is located.

b. To start the Directory Management Tool on an AIX XWindows system, type dmt on the AIX
command line. To start the Directory Management Tool on a PC, use Start -> Programs -> IBM
SecureWay Directory -> Directory Management Tool.

c. If you are accessing the directory from a remote system, as the Directory Management Tool
is starting an error message may be displayed indicating ‘An error occurred connecting to server
“|dap://localhost:389” — if so, click on ‘OK’ to dismiss the error message.

d. Click on ‘Add server’ (listed on the bottom left hand corner). An ‘Add Server’ frame is displayed.
Enter the Server name, LDAP administrator DN and password (charon.emea.tivoli.com,
cn=root and Secure99 in our case):
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Add server 7
Ready

Connect to directory server

& IBM SecureWay Directory Management Taol

Server name :  ldap:/f icharonemeanvo\icum

Port: Iggg

Use S5L. [l

Certificate name ! [

Authentication type  Mone @ Simple © C CRAMMDS € Kerberos
UserDh icn:root

User password I*Mﬁnﬁ

Keyclass file name [

Keyclass file passward I

c .ﬁdasewerl Delete setver | Exit iI DK | Cancel | Help. I

e. Click on ‘OK’. A message panel indicating ‘Retrieving server schema. Please wait.” may be
displayed. The Directory Management Tool will be re-displayed, showing the hostname in the
top left hand corner:

'@ IBM SecureWway Directory Management Tool

[ Tdapiicharon emea fivoil com 3553 || Introduction

_1 Introduction
B4 Server Ready
¢ e[ Properties
[ Status IBM SecureWay

- [3 Administration

f. Click on the ‘Browse tree’ entry, on the left hand panel under the ‘Directory tree’ node. Message
panels indicating that certain entries do not contain any data may be displayed; click on ‘OK’ to
dismiss these dialogues. The ‘Browse directory tree’ panel will be displayed:

pd38aix0008] or [pd38aix0009]

Idap:ficharon.emea.tivoli.com:389

F-crn=localhost

g. If you running the Directory Management Tool on the same AIX box as the directory, click
on ‘Rebind’ (listed under ‘Server’ in the left hand panel). Click on ‘Authenticated’ and enter the

LDAP administrator DN and password (cn=root and Secure99 in our case):
A= -]

& idap //\a:alhustasﬂ

T inoduction
B8 o server

0 Properties
[ Status
@ Administration

0 Rebind Enter a new bind DN and password for the server Idap: //localhost 380
B 2 Schema.
|- Refresh schema.
B 23 Object classes ) Anonymous (8 Authenticared
#h £ Adributes
@ Matching rules User DN [en=roat
0 Syntaxes
& 29 Directory ee
@ Browse tree
[ Refresh tree 2
2 Search vree
@ Simple search

User password | wwwwwwww T

Cancel Help

@ Advanced search
== Loafile
tm View log file
& Clear log file

Add server | Delete server | Exit
— M
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h. Click on ‘OK’. Message panels indicating that certain entries do not contain any data may be

displayed; click on ‘OK’ to dismiss these dialogues. The Directory Management Tool will be re-
displayed, showing the hostname in the top left hand corner:

[ Idap: slocalhost: 389] ‘ Browse trae

=0 Introduction
=k 27 Server

[ Properties

[ Status

7 Administration =
1, S hResns = % mie B | W = e

I—DREfresh scharma Search | ExpiEnt | PAdd | ECIL UplEae deletar Sl
SR 2 Object classes
+F 7 Arribures

Eelim e | el silise el s s

I
@ Idap/ /localhost:280

7 Matching rules #k cn=localhost

B Syntaxes
=k 7 Directory tree

[ Browse tree

[ Refresh tree
=k 7 Search tree

tD Simple search

M Advanced search

=F =7 Log file
@ View log file
@ Clear log file

Add server | Delete server | Exit l

. Click on ‘Add’ in the upper right hand frame. An ‘Add an LDAP Entry’ dialogue is displayed.
Against ‘Entry RDN’, enter the suffix previously entered for the Policy Director users and Global
Sign-On (GSO) data (ou=emea, o=ibm, c=gb in our case). If you have specified an
organizational unit (as in our case), select ‘Organizational unit’ as the entry type in the pull down
list. If you have specified an organization (such as o=ibm, c=gb), select ‘Organization’ as the

entry type in the pull down list. If you have specified just a country (such as c=gb), select

‘Country’ as the entry type in the pull down list.

Selectan Entry type, enter the Parent DN, modify the Entry RDMN, then click QK
Entry type Organizational unit ﬂ
ParentDN; |

Entry RON; [ou=emea,o=kibm, c=gh

ok | cancsl | hew |

j- Click on ‘OK’. An ‘Add an LDAP Entry’ panel will be displayed:
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&% Add an LDAP Entiy B

To add a new entry, entervalues for the attributes, then click Add.

Object class: [Tk deg I g1)

DM: |ou=emea,o=ibm c=ob

Atributas |

|

ou: lernea,o=kibm,c=gh

businessCategory:

description:

destinationindicator;

facsimileTelephoneMumbetr:

internationall3DMMNumber:

Office phone:

physicalDeliveryOfficeiame:

& P ® % & B B ® B B

postalAddress:

S

Add Cancel | Help |

k. If desired you can enter a description, etc, then click on ‘Add’. Again, a warning indicating 'Entry
“secauthority=default” does not contain any data' may be displayed — click on ‘OK’ to dismiss
this. The entry which has just been added will be displayed:

Idap:iicharon.emeativoli.com:389

“eam OU=emea,o=ibm c=gh

H-cn=localhost

|. The Directory Management Tool is no longer required and can be closed — click on ‘Exit’ to close
it. The LDAP Configuration is now complete.
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9. Policy Director Server installation (AlX)

a. Log in as root.

a. Insert the Tivoli SecureWay Policy Director Base for AIX and Linux Version 3.8 CD.

b. Using smitty, select:
Software Installation and Maintenance ->
Install and Update Software ->
Install and Update from LATEST Available Software

c. Against Input device / directory for software press F4 and select the CD-ROM —

typically /dev/cdo.

d. Against SOFTWARE to install press F4. A list of SOFTWARE to install will be displayed.
Move the cursorto PD  ALL and press F7 to select it. Then press Enter:

Install and Update from LATEST Available Software

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

* INPUT device / directory for software

* SOFTWARE to install
PREVIEW only? (install operation will NOT occur)
COMMIT software updates?
SAVE replaced files?
AUTOMATICALLY install requisite software?
EXTEND file systems if space needed?
OVERWRITE same or newer versions?
VERIFY install and check file sizes?
Include corresponding LANGUAGE filesets?
DETAILED output?
Process multiple volumes?

Fl=Help F2=Refresh F3=Cancel
F5=Reset F6=Command F7=Edit
F9=Shell F10=Exit Enter=Do

[Entry Fields]
/dev/cdo
[PD
no
yes
no
yes
yes
no
no
yes
no
yes

F4=List
F8=Image

Ik Tk Tk T T T

e. Press Enter. You will be asked if you are sure. Press Enter again.

installed. Exit smitty.
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10. WebSEAL Installation (AlX)

Note: this will install WebSEAL together with any necessary pre-requisite components (namely
Policy Director Runtime, GSKit and LDAP Client) if they are not already installed.

b. Log in as root.
a. Insert the Tivoli SecureWay Policy Director WebSEAL Version 3.8 CD.

b. Using smitty, select:
Software Installation and Maintenance ->
Install and Update Software ->
Install and Update from LATEST Available Software

c. Against Input device / directory for software press F4 and select the CD-ROM —
typically /dev/cdo

d. Against SOFTWARE to install take the default value all latest:

Install and Update from LATEST Available Software
Type or select values in entry fields.
Press Enter AFTER making all desired changes.
[Entry Fields]
* INPUT device / directory for software /dev/cdo
* SOFTWARE to install [ all latest
PREVIEW only? (install operation will NOT occur) no
COMMIT software updates? yes
SAVE replaced files? no
AUTOMATICALLY install requisite software? yes
EXTEND file systems if space needed? yes
OVERWRITE same or newer versions? no
VERIFY install and check file sizes? no
Include corresponding LANGUAGE filesets? yes
DETAILED output? no
Process multiple volumes? yes
Fl=Help F2=Refresh F3=Cancel F4=List
F5=Reset Fé6=Command F7=Edit F8=Image
F9=Shell F10=Exit Enter=Do

R Ik Tk Tk T T I

e. Press Enter. You will be asked if you are sure. Press Enter again. The software will be
installed. Exit smitty.
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11. Policy Director Configuration (AlX)

Note: This section describes how to configure all the Policy Director servers together with
WebSEAL. The appropriate selection of servers needs to be configured. *****

a. Ensure that the Directory (and any intervening network) is working correctly.

b. Using smitty, select:
Communications Applications and Services ->
Policy Director

c. You will be presented with the Policy Director Setup Menu. Type 1 (corresponding to Configure
Package):

Policy Director Setup Menu

Configure Package
Unconfigure Package

Display Configuration Status
Exit

MW N R

Please select the menu item [x]: 1

d. Press Enter. You will be presented with the Policy Director Configuration Menu. Type 1
(corresponding to Policy Director Runtime (PDRTE) Configuration):

Policy Director Configuration Menu

Policy Director Runtime (PDRTE) Configuration

Policy Director Management Server (PDMgr) Configuration
Policy Director Authorization Server (PDAcld) Configuration
Policy Director WebSEAL (PDWeb) Configuration

Return to Policy Director Setup Menu

XD WN R

Please select the menu item [x]: 1
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e. Press Enter. When prompted enter the LDAP Server hostname. The output should look similar
to the following:

Policy Director Configuration Menu

Policy Director Runtime (PDRTE) Configuration

Policy Director Management Server (PDMgr) Configuration
Policy Director Authorization Server (PDAcld) Configuration
Policy Director WebSEAL (PDWeb) Configuration

Return to Policy Director Setup Menu

XOB W N e

Please select the menu item [x]: 1
Enter the LDAP server hostname: charon.emea.tivoli.com
Enter the LDAP server port number [389]:

This package has been successfully configured.

Press <enter> to continue

f. Press Enter. You will again be presented with the Policy Director Configuration Menu. Type 1
(this time corresponding to Policy Director Management Server (PDMgr)Configuration) and
press Enter. When prompted enter the LDAP administrator password (we used Secure99), the
LDAP DN for the GSO database (we used ou=emea, o=ibm, c=gb), and a password for the
Policy Director Administrator sec_master (we again used Secure99). Unless you have
configured the LDAP directory for SSL communication answer n when asked whether SSL
communication is to be enabled between the Policy Director server and the LDAP server. The
configuration process can take several minutes. (If desired you can also select ‘Enable root CA
Certificate download’. This simplifies the distribution of the Root CA Certificate to subsequent
Policy Director machines, but may introduce security exposures if the network can be
compromised during the configuration step.) The output should look similar to the following:

Policy Director Configuration Menu

Policy Director Management Server (PDMgr) Configuration
Policy Director Authorization Server (PDAcld) Configuration
Policy Director WebSEAL (PDWeb) Configuration

Return to Policy Director Setup Menu

MW N R

Please select the menu item [x]: 1

Enter the LDAP administrative user DN [cn=root]:

Enter the LDAP administrative user password: Seeure99

Do you want to enable SSL communication between the
Policy Director server and the LDAP server (y/n) [Yes]? n
Enter the LDAP DN for GSO database: ou=emea,o=ibm, c=gb

You are required to provide a password for the
Policy Director Administrator account.
The administrator login name is sec master and cannot be changed.

Enter the password for the Policy Director Administrator: SeeureSS
Re-enter the password for confirmation: Seeuxre99

Enter the SSL server port for PDMgr [7135]:
Enter the PDMgr SSL certificate lifetime [365]:
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Selecting the Enable root CA Certificate download option simplifies the
configuration of the PD Runtime on subsequent machines. Enabling this option
may introduce a security exposure if a non-trusted host can impersonate the
PD Management server in the network.

Enable root CA Certificate download (y/n) [Nol? n

* Configuring server
Generating Server Certificates, please wait.
Creating the SSL certificate. This may take several minutes...

The Policy Director Manager's SSL configuration has completed successfully.

The Manager's signed SSL certificate is base-64 encoded and saved in text file
/var/PolicyDirector/keytab/pdcacert.bé4

This file is required by the configuration program on each machine in your

secure domain.

SSL Configuration completed successfully

* Starting server
Policy Director Management Server v3.8.0 (Build 010907a)

Copyright (C) Tivoli Systems 2001
Copyright (C) IBM Corporation 2001
Copyright (C) 1994-1999 DASCOM, Inc. All Rights Reserved.

2001-09-25-10:22:34.244-01:00I----- 0x1354A0A0 pdmgrd NOTICE ivc general ivmgrd.
cpp 638 0x00000001

Server startup

2001-09-25-10:22:34.332-01:00I----- 0x1354A0A0 pdmgrd NOTICE ivc general ivmgrd.
cpp 643 0x00000001

Loading configuration

This package has been successfully configured.

Press <enter> to continue
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g. Press Enter. You will again be presented with the Policy Director Configuration Menu. Type 1
(this time corresponding to Policy Director Authorization Server (PDAcld) Configuration) and
press Enter. When prompted enter the LDAP administrator password (we used Secure99), and
the password for the Policy Director Administrator sec_master (we again used Secure99).
Unless you have configured the LDAP directory for SSL communication answer n when asked
whether SSL communication is to be enabled between the Policy Director server and the LDAP
server. The configuration process can take several minutes. The output should look similar to
the following:

Policy Director Configuration Menu

1. Policy Director Authorization Server (PDAcld) Configuration
2. Policy Director WebSEAL (PDWeb) Configuration
x. Return to Policy Director Setup Menu

Please select the menu item [x]: 1

Enter the LDAP administrative user DN [cn=root]:

Enter the LDAP administrative user password: Seeure99

Do you want to enable SSL communication between the

Policy Director server and the LDAP server (y/n) [Yes]l? n

Enter the password for the Policy Director Administrator: SeewreSS

* Configuring server

Configuration of server ivacld is in progress. This may take several minutes...
SSL configuration has completed successfully for the server.

* Starting server

Policy Director Authorization Server v3.8.0 (Build 010907a)

Copyright (C) Tivoli Systems 2001
Copyright (C) IBM Corporation 2001
Copyright (C) 1994-1999 DASCOM, Inc. All Rights Reserved.

2001-09-25-10:39:54.939-01:00I----- 0x1354A0A0 pdacld NOTICE ivc general ivacld.
cpp 410 0x00000001

Server startup

2001-09-25-10:39:54.978-01:00I----- 0x1354A0A0 pdacld NOTICE ivc general ivacld.
cpp 415 0x00000001

Loading configuration

This package has been successfully configured.

Press <enters> to continue

Version 0.8 — 21 September, 2001 110



Tivoli Policy Director V3.8 — Installation Guidelines/Cookbook

h. Press Enter. You will again be presented with the Policy Director Configuration Menu. Type 1
(this time corresponding to Policy Director WebSEAL (PDWEB) Configuration). Press Enter.
When prompted enter the password for the Policy Director Administrator sec_master (we used
Secure99). Unless you have configured the LDAP directory for SSL communication answer ‘n’
when asked whether SSL communication is to be enabled between the Policy Director server
and the LDAP server. The configuration process can take several minutes. The output should
look similar to the following:

Policy Director Configuration Menu

1. Policy Director WebSEAL (PDWeb) Configuration
x. Return to Policy Director Setup Menu

Please select the menu item ([x]: 1

Enter the password for the Policy Director Administrator: SeeureSS
Do you want to enable SSL communication between the

Policy Director server and the LDAP server (y/n) [Yes]l? n

Please check Web Server configuration:

1. Enable TCP HTTP? Yes

2. HTTP Port 80

3. Enable HTTPS? Yes

4. HTTPS Port 443

5. Web document root directory /opt/pdweb/www/docs

a. Accept configuration and continue with installation
x. Exit installation
Select item to change: a

* Configuring the Web Server

Configuration of server webseald is in progress. This may take several minutes.

SSL configuration has completed successfully for the server.
* Starting server

Policy Director WebSEAL Version 3.8.0 (Build 010831)
Copyright (C) Tivoli Systems 2001

Copyright (C) IBM Corporation 2000-2001
Copyright (C) 1994-1999 DASCOM, Inc. All Rights Reserved.

Press <enters> to continue

i. Press Enter. You can now check that Policy Director is working by following the steps described
in Section Part V - 17]- [nitial Policy Director Validation|on Page [123]below|
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12. Useful commands for Policy Director in the AIX
environment

LDAP

a. LDAP can be started from the command line by issuing the command ‘slapd’. This should start
the associated DB2 processes as well so don’t worry about how to start DB2.

b. You can check if LDAP has started by looking for the slapd process (e.g. ps -ef | grep “slapd”)

PD

e Jetc/iv/iv start Starts pdmgrd and ivacld

e Jetc/iv/iv stop Stops pdmgrd and ivacld

e /Jetc/iv/iv status Displays status of pdmgrd and ivacld
e Jetc/iv/pdweb start Starts webseald

* /etc/iv/pdweb stop Stops webseald

* Jetc/iv/pdweb status Displays status of webseald

Policy Director Processes

If you type ps -ef |grep PolicyDirector, the following processes should be listed:
pdmgrd, pdacld and if youtype ps -ef |grep pdweb the following process should be listed:
webseald.

AIX

a. Shutdown -Fr & will shutdown and restart AIX immediately as a background task.
b. oslevel will show the version of AlX
c. df -k is useful for showing the state of the file system in 1024 blocks.
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Part IV - Solaris Environment

13. Solaris System Preparation and general Solaris
Notes

* We try to assume a minimum level of Solaris knowledge in these chapters: we have therefore
tried to document most steps, but we may not have mentioned every ‘Enter’ etc.

* Ensure that the date and time are set correctly across the environment you are using - this may
avoid problems later on.

* Ensure that you have IP connectivity (for example, attempt to ‘ping’ another machine).

* The steps described here were documented based on Solaris 8, although we have
successfully followed the same procedures on other versions of Solaris.

* Please be aware that the graphical screens shown in these chapters may vary slightly
depending on your Solaris environment.

¢ Note also that file and directory names in Solaris are case sensitive.

14. Easy Installation Process for Solaris

PD 3.8 now provides a quick installation path using shell scripts for UNIX systems such as Solaris.
These scripts make it easy to install Policy Director by automatically installing required software
and prerequisites. They let you see what components are currently installed and prompt you for
configuration information. Below we will run through a basic install using these scripts.

14.1 IBM SecureWay Directory and Prerequisite Installation
and Configuration

First we will use the ezinstall_ldap_server script. This sets up a workstation with the following
packages; IBM DB2 v6.1 + FP3, GSKit, IBM HTTP Server, IBM SecureWay Directory client and
server v3.2.1 together with efix4

a. Insert the Tivoli SecureWay Policy Director Base for Solaris and HP-UX Version 3.8 CD.
b. At the command prompt type the following:
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# cd /cdrom/cdromO
# ./ezinstall_ldap_server

c. This will check for installed components and show the following list:

IBM SecureWay Directory Server 3.2
Installation and Configuration

Product Status

IBM DB2 6.1 ittt ittt e Not Installed
IBM Global Security Toolkit 4 ............... Not Installed
IBM HTTPD SE@IXVEeT & ittt ittt ittt eteeeeeeeeeannn Not Installed
IBM SecureWay Directory Client .............. Not Installed
IBM SecureWay Directory Client Languages .... Not Installed
IBM SecureWay Directory Server 3.2 .......... Not Installed

Press ENTER to continue...

d. The details show will varry depending on the state of your system. Above you can see the
results for a newly installed system.

e. Press ‘Enter’, you will be shown the ‘IBM HTTP Server Configuration Options’

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ....... .t iinnnennn. root
2. Administration Password ..............0.... * ok ok ok ok ok
3. HTTP POrt ..ttt e e e e e e e e e e e e e eee e 80

Enter the Administration Password:

f. Enter a password for the Administartor (we used Secure99) and press ‘Enter’. You will be shown
a summary of the configuration options and be asked if you want to modify them or begin
configuration, as shown below:

IBM HTTP Server Configuration Options

Option Value
1. Administration ID ....... .t iinnnennn. root
2. Administration Password ..............0.... * Kok ok k%
3. HTTP POrt .. it e e e e e e e e e e e e e eee e 80

Enter the number to modify, or y to begin configuration:

g. At this point | selected (3) to change the HTTP listening port from 80 to 81 in our case. In order
to avoid port conflicts with WebSEAL later on, which by default listens on port 80. The results of
this change are shown below.
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IBM HTTP Server Configuration Options

Option Value
1. Administration ID ....... .t iinnnnnnn. root
2. Administration Password .............c.0.... * ok ok ok ok ok
3. HTTP POrt .. ittt e e e e e e e e e e e e e e 81

Enter the number to modify, or y to begin configuration:

h. Type ‘y’ and ‘Enter’ to begin configuration. Next you are prompted to select the language files
that you need for the IBM SecureWay Directory

===IBM SecureWay Directory Language Files===

1. [Not Installed] IBMldmde IBM SecureWay Directory Messages (de DE)
2. [Not Installed] IBMldmes IBM SecureWay Directory Messages (es_ ES)
3. [Not Installed] IBMldmfr IBM SecureWay Directory Messages (fr FR)
4. [Not Installed] IBMldmit IBM SecureWay Directory Messages (it IT)
5. [Not Installed] IBMldmja IBM SecureWay Directory Messages (ja)
6. [Not Installed] IBMldmko IBM SecureWay Directory Messages (ko)
7. [Not Installed] IBMldmptB IBM SecureWay Directory Messages (pt BR)
8. [Not Installed] IBMldmzh IBM SecureWay Directory Messages (zh)
9. [Not Installed] IBMldmzhT IBM SecureWay Directory Messages (zh TW)

Choose the number of the language files to install.
Then press Y to begin their installation.
Press X to undo the selections and start over. Y

i. Select any languages that you need and press ‘y’ and ‘Enter’ to begin installation. The IBM
SecureWay Directory Configuration Options will be displayed:

IBM SecureWay Directory Server Configuration Options

Option Value
1. LDAP Administrator ID (DN) .......cuuenn.. cn=root
LDAP Administrator Password .............. *kk ok ok ok
LDAP Host NamMe . ... iiiiimnn i, secureway2
Suffix .. e Not Specified
LDAP Server Port ....... ... ... 389

LDAP SSL Keyfile
LDAP SSL Key File Password
SSL Client Certificate Label

/cdrom/pd_hp solaris_/common/pd ldapkey.kdb

* Kk kK ok

PDLDAP

W JO0 Ul WN

Enter the LDAP Administrator Password:

j. Enter the LDAP Administrator password as prompted (we used Secure99), then re-enter it for
confirmation. You are the prompted to enter the suffix, enter the suffix you need for your LDAP
entries, for example we entered ‘o=ibm,c-gb’. You will be shown a summary of the configuration
values as below. Note: the installation script will add secAuthority=Default automatically for you.
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IBM SecureWay Directory Server Configuration Options

Option Value
1. LDAP Administrator ID (DN) .........ouenn.. cn=root
2. LDAP Administrator Password .............. ok ok ok k k
3. LDAP Host Name .........uiiiiininieeennnnn secureway2
4. SULEIxX .. e o=ibm, c=gb
5. LDAP Sexrver Port ............iiiiiiiiiiie.. 389
6. LDAP SSL Keyfile .......iiiiiiniinnenn.. /cdrom/pd_hp solaris /common/pd ldapkey.kdb
7. LDAP SSL Key File Password ............... Kok ok ok ok ok
8. SSL Client Certificate Label ............. PDLDAP

Enter the number to modify, or y to begin configuration:

k. Type ‘y’ and ‘Enter’ to begin configuration, you will be informed that the SSL Client Keyfile has
been copied. Press ‘Enter’ to continue, a summary is shown and the install continues with DB2.
Eventually after about 10-15 minutes this phase will complete and you should see the screen
below saying that the installation and configuration is complete.

IBM SecureWay Directory Server 3.2
Installation and Configuration

Product Status

IBM DB2 6.0 & ittt ettt et e e e e e e Configured [6.1.0.13]
IBM Global Security Toolkit 4 ............... Configured [4.0.3.168]
IBM HTTPD SETVEY 4t vttt ettt e e et e e e e e e eeeeann Configured [1.3.12.0]
IBM SecureWay Directory Client .............. Configured [3.2.1.0]
IBM SecureWay Directory Client Languages .... Not Installed

IBM SecureWay Directory Server 3.2 .......... Configured [3.2.1.0]

IBM SecureWay Directory Server 3.2
Installation and Configuration is complete.

I. This completes the Directory and requisite installation.

14.2 Policy Director RTE and Mgr Installation and
Configuration

Use the ezinstall_pdmgr script to install the PDRTE and PDMgr components.This sets up a
workstation with the following packages; GSKit, IBM SecureWay Directory client v3.2.1, PDRTE
and PDMgr.
a. Insert the Tivoli SecureWay Policy Director Base for Solaris and HP-UX Version 3.8 CD.
b. At the command prompt type the following:

# cd /cdrom/cdrom0

# .Jezinstall_pdmgr
c. This will check for installed components and show the following list:

Tivoli SecureWay Policy Director Management Server
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Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ............... Configured [4.0.3.168]
IBM SecureWay Directory Client .............. Configured [3.2.1.0]
IBM SecureWay Directory Client Languages .... Not Installed

Tivoli SecureWay Policy Director Runtime..... Not Installed

Tivoli SecureWay PD Management Server ....... Not Installed

Press ENTER to continue...

d. The script will check to see the status of the components it is designed to install and configure.
As you can see above in our case GSKit and the Diectory client where already installed by the
previous script (ezinstall_ldap_server).

e. Press ‘Enter’ to continue. The list of SecureWay Directory client language files are presented.
Select any that you need and type ‘y’ and ‘Enter’ to continue.

f. The Policy Director Runtime Configuration options are displayed as shown below

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value

1. Configure Using This Registry Type ....... ldap

2. LDAP Server Hostname ...........c..oueeen.. Not Specified
3. LDAP Server Port ............ ... 389

Enter the LDAP Server Hostname:

g. Enter the fully qualified LDAP Server hostname as prompted (in our case
secureway?2.pisc.uk.ibm.com) and press ‘Enter’

Tivoli SecureWay Policy Director Runtime Configuration Options

Option Value

1. Configure Using This Registry Type ....... ldap

2. LDAP Server Hostname ..................... secureway?2.pisc.uk.ibm.com
3. LDAP Server Port ................ ... ... ... 389

Enter the number to modify, or y to begin configuration:

h. The options are updated with the name you entered. Press ‘y’ and ‘Enter’ to begin the
configuration.

Tivoli SecureWay Policy Director Management Server Configuration Options

Option Value
1. LDAP Server Hostname ...............oo.... secureway?2.pisc.uk.ibm.com
2. LDAP Administrator ID (DN) ............... cn=root
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3. LDAP Administrator Password .............. kKKK

4. Security Master Password ................. ok ok ok ok ok

5. Enable SSL between PD and LDAP ........... Not Specified
6. LDAP SSL Client Key File ................. Not Specified
7. SSL Client Certificate Label .............

8. SSL Keyfile Password ...........oueueuiuiueuenann. ok ok ok ok ok

9. LDAP Server SSL Port .............. .. ..... 636

10. LDAP DN for GSO Database ................. Not Specified
11. SSL Server Port for PD Management Server.. 7135

12. PDMGR SSL Certificate Lifetime ........... 365

13. Enable Download of Certificates .......... Not Specified

Enable SSL with LDAP Server? [Y|N]:

i. The screen above is displayed showing a number of options and you are prompted for
configuration information. Each time the screen above is updated with the values

j- First decide if you want to enable SSL with the LDAP server. We choose no and typed ‘n’ and
‘Enter’.

K. You are then prompted for the LDAP Administrator Password (Secure99 in our case)

l. You are then prompted for the Security Master Password (Secure99 in our case) and asked to
reconfirm it.

m. You are prompted to enter the LDAP DN for the GSO database (o=ibm,c=gb in our case)

n. You are asked if you want other PD Client machines to download the certificate file (a new
feature in 3.8) we answered ‘n’. The summary below is now displayed.

Tivoli SecureWay Policy Director Management Server Configuration Options

Option Value

1. LDAP Server Hostname .............cciuio...
LDAP Administrator ID (DN)

LDAP Administrator Password
Security Master Password
Enable SSL between PD and LDAP
LDAP SSL Client Key File .................
SSL Client Certificate Label
SSL Keyfile Password
9. LDAP Server SSL Port

W J 0 Ul b W

10. LDAP DN for GSO Database .................
11. SSL Server Port for PD Management Server..
12. PDMGR SSL Certificate Lifetime ...........
13. Enable Download of Certificates ..........

Enter the number to modify,

secureway?2.pisc.uk.ibm.com

cn=root
*kkk k%

*kkkk*x

Not Specified

*kkkk*x

636
o=1ibm, c=gb
7135
365

or y to begin configuration:

0. This completes the manditory information, you now have the chance to make further changes

and the begin the configuration.

p. Press ‘y’ and ‘Enter’ to start the configuration. Files will be installed and configured and after a
few minutes you will see that the installation and configuration is complete as shown below.
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Tivoli SecureWay Policy Director Management Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ............... Configured [4.0.3.168]

IBM SecureWay Directory Client .............. Configured [3.2.1.0]

IBM SecureWay Directory Client Languages .... Not Installed

Tivoli SecureWay Policy Director Runtime..... Configured [Version 3 , Revision
Tivoli SecureWay PD Management Server ....... Configured [Version 3 , Revision

Tivoli SecureWay Policy Director Management Server
Installation and Configuration is complete.

8]
8]

g. This completes the ezinstall_pdmgr script. The Policy Director management server should now
be installed and working. You can test this out by making use of the ‘pdadmin’ interface to

administer PD.

14.3 WebSEAL Install and Configuration

Use the ezinstall_pdweb script to install WebSEAL.This sets up a workstation with the following
packages; GSKit, IBM SecureWay Directory client v3.2.1, PDRTE and WebSEAL.

a. Insert the Tivoli SecureWay Policy Director WebSEAL Version 3.8 CD.
b. At the command prompt type the following:

# cd /cdrom/cdromO

# ./ezinstall_pdweb
c. This will check for installed components and show the following list:

Policy Director WebSEAL Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ............... Configured [4.0.3.168]

IBM SecureWay Directory Client .............. Configured [3.2.1.0]

IBM SecureWay Directory Client Languages .... Not Available

Tivoli SecureWay Policy Director Runtime..... Configured [Version 3 , Revision
Policy Director WebSEAL Server .............. Not Installed

Press ENTER to continue...

8]

d. Press ‘Enter’ to continue and you will see the configuration screen below.

IBM HTTP Server Configuration Options

Option Value
1. Security Master Password ................. ko k ok k
2. Enable SSL between PD and LDAP ........... Not Specified
3. LDAP SSL Client Key File ................. Not Specified
4. LDAP SSL Key File Password ............... * ok ok ok ok ok
5. SSL Client Certificate Label .............
6. SSL Server Port ........... .. .. i, 636
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Enable SSL between PD and LDAP on Domino? (Y|N) :

e. You are asked if you want to enable SSL between PD and LDAP (we choose ‘n’)
f. You are asked for the Security Master password (Secure99 in our case)

g. You are then shown a summary of the configuration information and asked if you want to begin
configuration. Press ‘y’ the ‘Enter’ and the components are installed and configured.

Policy Director WebSEAL Server
Installation and Configuration

Product Status

IBM Global Security Toolkit 4 ............... Configured [4.0.3.168]

IBM SecureWay Directory Client .............. Configured [3.2.1.0]

IBM SecureWay Directory Client Languages .... Not Available

Tivoli SecureWay Policy Director Runtime..... Configured [Version 3 , Revision 8]
Policy Director WebSEAL Server .............. Configured [3.8.0]

Policy Director WebSEAL Server
Installation and Configuration is complete.

h. WebSEAL should now be installed and configured.

i. You can test that WebSEAL is running by pointing a browser at https://hostname, you should be
prompted to authenticate with a username and password. At this stage you should be able to
authenticate with the sec_master account and password.
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15. Policy Director Component Configuration &
Unconfiguration (Solaris)

If you need to manually configure or unconfigure any of the PD components (ie, PDRTE,
PDMgr,WebSEAL) then you can use the pdconfig tool.

a. Change to the /opt/PolicyDirector/bin directory and run ‘pdconfig’, i.e.

# cd /opt/PolicyDirector/bin
# pdconfig

b. You will be presented with the Policy Director Setup Menu as shown below. Follow the menu
options you require.

Policy Director Setup Menu

. Configure Package

. Unconfigure Package

. Display Configuration Status
. Exit

MW N R

Please select the menu item [x]:

16. Useful commands for Policy Director in the Solaris
environment

LDAP

a. LDAP can be started from the command line by issuing the command ‘slapd’. This should start
the associated DB2 processes as well so don’t worry about how to start DB2.

b. You can check if LDAP has started by looking for the slapd process (e.g. ps -ef | grep “slapd”)

Directory Management Tool steps

a. Start the Directory Management Tool. You can do one of the following:

e run the Directory Management Tool on the same AIX box as that on which the directory is
located;

e run the Directory Management Tool on a remote system and point it at the AIX box on which
the directory is located.

b. To start the Directory Management Tool on a Solaris XWindows system, type dmt& at the
command line.

c. If you are accessing the directory from a remote system, as the Directory Management Tool
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is starting an error message may be displayed indicating ‘An error occurred connecting to server
“ldap://localhost:389” — if so, click on ‘OK’ to dismiss the error message.

d. Click on ‘Add server’ (listed on the bottom left hand corner). An ‘Add Server’ frame is displayed.
Enter the Server name, LDAP administrator DN and password (charon.emea.tivoli.com,
cn=root and Secure99 in our case):

< IBM SecureWay Directory Management Tool H[=] E3
Add server 7
Ready
Connectto directory serer
Server name :  ldap:/f il:hamn emealivolicom
Port: ]
Use 85L: O
Cetificate name [
Authentication type © Mone @ Simple © © CRAMMDS © Kerberos
User DM il:n:mm
Usger password l ********
Keyclass file name I
Keyclass file password [
| Add server i Delete server | Exit il 0K Cancel Help
e /etc/iv start Starts the PD Servers
* /etc/iv stop Stops the PD Servers
* Jetc/iv status Displays status of PD Servers
* /etc/pdweb start Starts WebSEAL
* /etc/pdweb stop Stops WebSEAL
* /etc/pdweb status Displays status of WebSEAL
Solaris

e reboot will shutdown and restart Solaris immediately as a background task.

e eject will eject the CD
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Part V - Generic Product Configuration

17. Initial Policy Director Validation

a. Pointing a web browser at http://hostname should result in:
H Forbidden - Netscape
File Edit Aiew Qo_garrrmumcator ﬂelp

z i . e & E: S

| 4 ¥ A N a2 @ o & B #
Hack Forward  Reload Home Search  Metecape B Security Shop 4 |
i .‘! 7 Bookmaiks \.@, Lozation: ]http:ﬂharperv.walwyn uk. ibm. com/ :J ﬁ' What's Related

Forbidden

The resource you have requested 15 secured by Policy Director WebSEAL,

Explanation
There are two possible reasons why this message appeared:

1. You are not logged i to this secure domam.

2. You are logged in to this secure domain, but do not have the correct permissions to access the resource
Solutions

You have an account for this secure domain but need to log in: You must first access thiz resource wia HTTPS (231 and login to the secure domain.
Fe-access the page using HTTEPS.

You do not have an account with this secure domain: Please contact your Account & dmimstrator to obtain login and password information.

You are logged in but still denied access to the page: If vou continue to get this message, you probably do not have the correct permissions to access the
resource. Please contact your Secunty & dmimstrator for assistance

HOME BUTTOLT

1&;@ | " |Bocument: Done i i:j;@_‘fa._.;g_;j_%J

b. Click on the link Re-access the page using HTTPS, or else point a web browser at
https://hostname. You can then ignore the web browser error messages (because the
WebSEAL Server Certificate has not been signed by a recognized Certification Authority and the
name in it does not match the WebSEAL domain name):
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Mew Site Certificate - Netscape

Mew Site Certificate - Netscape
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Mew Site Certificate - Netscape

ertificate Name Check - Netscape

c. You can then log in to the browser Basic Authentication prompt with User Name sec_master
and the Policy Director Administrator password (Secure99 in our case):
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Username and Password Required

Enterussmane for Palioy Director at
charon, emea:tivoli com:443;

User Name: ]sac_master

Pagsword: ]

Cancel

d. (Note that the User Name is not case sensitive, but the Password is case sensitive.)

e. Click on ‘OK’ — you should then be presented with the Policy Director splash screen. (The
padlock in the bottom left hand corner of the screen in the locked position indicates that SSL is
established.

¥ Netscape
File Edit ¥iew Go Communicator Help

[_[5]x]

- — : =
4 a4 5 m o A @B i E
il Reload ) Home Seaich  Netscape Rt Security Shop

Ciel] =] @07 whats Aeleted

§ “Bockmarks A Location [

Tivoli SecureWay
Policy Director

& =0 e =oe Ve @2 EE g |

f. If you are using Internet Explorer 5, you will get panels similar to the following:
Security Alert

i 1 Infarmation pou exchiange with this site cannot be viewed or
= changed by others, However, there iz a problem with the site's
secunty certificate.

i “he zecunty certificate waz izzued-by & company vou have

i, Th I fific:ah d-b h.
niot chozen totnast, Yiew the certificate to determine whether
yau want ta bzt the certifving autharity,

Q The security certificats dateis valid,

i\, The hame on the security certificate does riot match the
name of the sits,

(o you want to proceed?

e Wiew Certificate
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Enter Hetwork Password ﬂ

|?> Pleasze type pour user name and password
Site: harpery welwyn Lk ibrm. com

Realm Policy Directar

User Name Isec_master

Paszsword I**’“‘"’“"1

™ Save this passward in your passward list

oK I Cancel
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18. Further Policy Director Configuration

In order to set up a demonstration configuration similar to this, perform the following steps. (The
examples featured here use Netscape Communicator, IBM HTTP Server and IIS; using other
browsers and web servers should give similar results.)

hostname hostname/apache
port 80 port 81
Browser WebSEAL IBM HTTP
Server
hostname/iis
port 82
s

a. Set up a web server to listen on port 81 - for example, during the LDAP installation IBM HTTP
Server was installed and we edited \Program Files\IBM HTTP
Server\conf\httpd. conf to change the Port directive from 80 to 81 (or some other value).

If you are using Microsoft Internet Information Server (11S), the only way we have found of
changing its port number is to do the following:

a) Use Start -> Settings -> Control Panel -> Services to stop Policy Director
WebSEAL (as this is listening on port 80).

b) Use Start -> Programs -> Microsoft Internet Server (Common) -> Internet
Service Manager to start Microsoft Internet Service Manager.

C) Click on Properties -> Start Service in Internet Service Manager to start IS
(which by default will listen on port 80).

d) Double-click on the computer name (on the same line as the reference to

‘WWW’). This displays the ‘WWW Service Properties’ dialogue, including a ‘TCP Port’ field
which you can change (to, say, 82). Click on ‘OK’.

e) In Internet Service Manager, click on Properties -> Stop Service to stop IIS.

f) Click on Properties -> Start Service to re-start IIS.

b. Verify that pointing the browser at http://hostname: 80/ results in the WebSEAL responding
with a Policy Director banner as before.

c. Verify that pointing the browser at http://hostname:81/and/or http://hostname:82/
results in the other web server(s) responding.

d. Ensure that the LDAP Server is started.
e. You can use the pdadmin command line interface to create a user as follows:
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# pdadmin -a sec _master -p Secure99

pdadmin> user create usera cn=usera,ou=emea,o=ibm,c=gb usera usera passwOrd
pdadmin> user modify usera account-valid yes
pdadmin> user show usera

Login ID: usera

LDAP DN: cn=usera,ou=emea,o=1ibm, c=gb

LDAP CN: usera

LDAP SN: usera

Description:

Is SecUser: yes

Is GSO user: no

Account valid: yes

Password valid: yes

Authorization mechanism: Default:LDAP
pdadmin>

f. Note that the relevant elements of the DN (ou=emea, o=ibm, c=gb in our case) must be
consistent with the suffixes previously specified.

The password must be consistent with the password rules - passw0rd and passwordl are
consistent with the default password rules, which require at least one numeric character.

g. You can show the characteristics of the WebSEAL server(s) as follows:

pdadmin> server list
webseald-harperv
ivacld-harperv.welwyn.uk.ibm.com
pdadmin> server show webseald-harperv
webseald-harperv
Description: webseald/harperv
Hostname: harperv.welwyn.uk.ibm.com
Principal: webseald/harperv
Port: 7237
Listening for authorization database update notifications: yes
AZN Administration Services:
webseal-admin-svc
azn_admin_svc_trace
pdadmin>

h. You can set up a smart junction as follows:

-p 81 -1 -w /apache
Created junction at /apache
pdadmins>

pdadmin> server task webseald-harperv create -t tcp -h harperv.welwyn.uk.ibm.com

i. Note: as we are junctioning a windows-based web server, we specify the -i and -w switches to
treat URLs as case-insensitive and handle 8.3 format file names correctly.

j- Note also that an error message will be displayed if the juntioned web server is not operating.

k. The junctions and the characteristics of the junctions can be listed as follows: [pd38nt2.0p]

pdadmin> server task webseald-harperv list

/

/apache

pdadmin> server task webseald-harperv show /apache
Junction point: /apache
Type: TCP
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Junction hard limit: 0 - using global value
Junction soft limit: 0 - using global value
Active worker threads: 0
Basic authentication mode: filter
Authentication HTTP header: do not insert
Stateful junction: no
Scripting support: no
Delegation support: no
Mutually authenticated: no
Insert WebSphere LTPA cookies: no
Insert WebSEAL session cookies: no
Server 1:
ID: bfb75898-a845-11d5-adc6-204c4£f4£5020
Server State: running
Hostname: harperv.welwyn.uk.ibm.com
Port: 81
Virtual hostname: harperv.welwyn.uk.ibm.com:81
Server DN:
Query contents URL: /cgi-bin/query contents
Query-contents: unknown
Case insensitive URLs: yes
Allow Windows-style URLs: no
Total requests : 1
pdadmin>

I. A second junction can be added and verified as follows:

pdadmin> server task webseald-harperv create -t tcp -h harperv.welwyn.uk.ibm.com
-p 82 -1 -w -gq /cgi-bin/query contents.exe /iis
Created junction at /iis
pdadmin> server task webseald-harperv list
/
/apache
/iis
pdadmin> server task webseald-harperv show /iis
Junction point: /iis

Type: TCP
Junction hard limit: 0 - using global value
Junction soft limit: 0 - using global value

Active worker threads: 0
Basic authentication mode: filter
Authentication HTTP header: do not insert
Stateful junction: no
Scripting support: no
Delegation support: no
Mutually authenticated: no
Insert WebSphere LTPA cookies: no
Insert WebSEAL session cookies: no
Server 1:
ID: d1728480-a84b-11d5-adc6-204c4£f4£5020
Server State: running
Hostname: harperv.welwyn.uk.ibm.com
Port: 82
Virtual hostname: harperv.welwyn.uk.ibm.com:82
Server DN:
Query contents URL: /cgi-bin/query contents.exe
Query-contents: unknown
Case insensitive URLs: yes
Allow Windows-style URLs: no
Total requests : 1
pdadmin>

m. Note: when using query_contents with IS, you need to specify -g /cgi-
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bin/query contents.exe when creating the junction.

n. Verify that pointing the web browser to the junctioned url works - for example pointing the
browser at https://harperv.welwyn.uk.ibm.com/apache should result in the same web page being
displayed as pointing the browser at http://harperv.welwyn.uk.ibm.com:81.

0. Set up query_contents on the junctioned web server - this is to enable the Policy Director Web
Portal Manager to be used for managing web server contents.

For IBM HTTP Server, do the following:

a) In httpd.conf, uncomment the line ScriptAlias /cgi-bin/
"C:/Program Files/IBM HTTP Server/cgi-bin/".
b) Copy query contents.exe from C:\Program

Files\Tivoli\PDWeb\www\lib\query contents to C:\Program Files\IBM
HTTP Server\cgi-bin (or whatever other directory ScriptAlias /cgi-bin/ points

to).

c) Copy query contents.cfg from C:\Program
Files\Tivoli\PDWeb\www\lib\query contents to C:\Winnt.

d) Edit C: \Winnt\query contents.cfg, so that the docroot line points to
whatever subdirectory the DocumentRoot line in httpd. conf points to.

e) Stop and re-start IBM HTTP Server.

p. For 1S do the following:

a) Create a cgi-bin directory: md c:\InetPub\wwwroot\cgi-bin

b) Use Start -> Programs -> Microsoft Internet Server (Common) -> Internet
Service Manager to start Microsoft Internet Service Manager.

c) Double-click on the computer name (on the same line as the reference to

‘WWW’). This displays the ‘WWW Service Properties’ dialogue, including a ‘TCP Port’ field

which you can change (to, say, 82).

d) Select the ‘Allow Anonymous’ and ‘Basic (Clear Text) boxes and deselect the
‘Windows NT Challenge/Response’ box.

Usemanme: [lusR_HARPERY

Passwor d | xxxxxxxxxx

~ Passward Authentication
I¥ Allow Anonymous
I¥ Basic (Clear Tert)

Comment |

ok | cemcel | sy | Hep

e) Click on the ‘Directories’ tab.

f) Pull the Alias column to the right so that you can see the full path name.
9) Click on ‘Add’.

h) Set ‘Directory’ to C: \InetPub\wwwroot\cgi-bin

i) Set Virtual Directory Alias to /cgi-bin
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Select the Access - ‘Read’ and ‘Execute’ boxes :

Directory Properties
Directory [CnetFubtwwwrooticgiain Browse
€ Home Directory §8y
% Vittual Directon
{ Hlias: [egibin ‘
= AEOUNT
LUser Name: |
Basapion i |
Vitual Server
’—:ulualf‘,ewellPAddless T ‘
| Bead V£
1= e uite seouie G51 chianrel [t stalled]
7| Erable ClientCertficates. IT| Reauie Client Bertificates:
ok | Cencel Help
k) Click on ‘OK’:
Service Directories |Loggmg| Advanced‘
Directory |ALas | Address | Erru|
|ﬁ CAnetPublwaioat <Home>
(20 C\netPubhseripts /Scripts
(2 CAInetPuBvwawrontcai-bin feaibin
(23 CAWINNT System32inetsrhiisadmin  fisadmin
[TEgd ] Bemowe EdiRreien |
W Enable Defaull Document
Default Document.  [Defalthim
I Diectory Browsing Alowed
0K | Cancel | gpoh | Hen |
) Click on ‘OK.
m) Click on Properties -> Stop Service in Internet Service Manager to stop IIS.
n) Click on Properties -> Start Service to re-start IIS.
0) Ideally obtain a copy of query_contents.exe written specifically to cope with the

virtual directories which IIS and Netscape support.

COpY query contents.exe {0 ¢:\InetPub\wwwroot\cgi-bin\.
COpYy query contents.cfg {0 c:\winnt\.;

edit query contents.cfg to contain the following:

[server]
docroot=C:\InetPub\wwwroot

[directories]
/iisadmin=c:\winnt\system32\ietsrv\iisadmin

p) Failing that, copy the WebSEAL query_contents.* files from the Policy Director directory to
the appropriate directories:
COPY c:\Program Files\Tivoli\PDWeb\www\lib\query contents\query contents.exe
to c: \InetPub\wwwroot\cgi-bin\.
COPY c:\Program Files\Tivoli\PDWeb\www\lib\query contents\query contents.cfg
to c: \winnt\.;

edit c: \winnt\query contents.cfg to specify
docroot=c:\inetpub\wwwroot
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g. Test query_contents.exe from a DOS window:

Content-type: text/plain

100
cgi-bin//
default.htm
samples//
iisadmin//

C:\>

C:\>c:\inetpub\wwwroot\cgi-bin\query contents.exe dirlist=/

(The line containing iisadmin will not be present when using the default query_contents.exe.)

r. Test query_contents.exe from the browser:

¥ Metscape

View Zo Cemmanicator | elp

Back Fewad Febad  Home  Searcn Gude Prin: ~ Security  Stop

b “t' Backmarks & Lozation: Ihttp Fharpery wehayn uk ibm com82/2gi-binfquey_contents ewe Pdidst=4

E 1M Inlemet Lackup MNewdZol

107
cogi-hin//
deranlt.htm
sanplesd s
iizadming/

= | Diocumer t:Done B

(Again, the line containing iisadmin will not be present when using the default

query_contents.exe.)

s. Note: when using query_contents with IIS, you need to specify -qg /cgi-
bin/query contents.exe onthe junctioncp create command.

Directory Management Tool

You can verify the existence of the user account created in the previous section by following the

following steps:

e Type dmt on the command lline to start the Directory Management Tool.

e Either click on Add Server, then enter the server name, the LDAP Administrator User DN
and password, or else click on Rebind, click on Authenticated, and enter the LDAP
Administrator User DN and password (cn=root, Secure99 in our case).

e Click on Directory tree -> Browse tree.

e Click on the ‘+’ sign beside your orgaization entry (ou=emea, o=ibm, c=gb in our case).

e The user should be listed (cn=testuser in our case).
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19. Query_contents — additional notes

Query_contents with Lotus Domino Go Webserver

As the book says, copy /usr/lpp/IV/www/1lib/query contents.shtothe cgi-bin
directory of the web server. For Lotus Domino Go this is
lusr/lpp/internet/server root/cgi-bin. Remove the .sh extension. You can test the
script is working correctly by issuing http://server/cgi-

bin/query contents?dirlist=/. You should get 100 followed by a listing of the
webserver’s document-root directory.

For Lotus Domino Go you need to add the lines in bold to query_contents:

CERN¥*)
DOCROOTDIR=/home/www/Web
ADD TO ROOT="cgi-bin//"

Domino-Go-Webserver*)
DOCROOTDIR="pwd"/../pub
ADD TO ROOT="cgi-bin//"

e o
s

Query_contents with Netscape Enterprise Server under AIX

Set the default DOCROOTDIR definition to /opt /netscape/suitespot/docs or
/pkg/netscape/suitespot/docs.

Note: if you want to test query_contents from the command line under AlX, you cannot supply a
parameter to it directly. Instead, you need to set the environment variable QUERY STRING. For
example, type the following at a command prompt:

export QUERY STRING="dirlist=/"
./query contents
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20. Setting up a WebSEAL server certificate

If you use the default WebSEAL server certificate, when you set up an SSL session to WebSEAL
you will get browser warnings indicating that (a) the browser does not recognize the authority who
signed the site’s certificate, and (b) the certificate that the site has presented does not contain the
correct site name (“Certificate Name Check”). (The exact messages displayed will depend on the
web browser which you are using.)

You can prevent these error messages by setting up a WebSEAL server certificate. We have
documented three approaches for achieving this:

e generating a self-signed certificate;
e sending a Certificate Signing Request to a Tivoli PKI system;

e sending a Certificate Signing Request to the demonstration Entrust public Certification
Authority.

Using a self-signed certificate is adequate for a test system where it is feasible to install the
Certificate Authority certificate in the users’ browsers; for a production system you would need to
send off a Certificate Signing Request (together with appropropriate documentation and payment)
to a well known Certificate Authority whose certificate is installed by default in the users’ browsers.

Approach (a) - Generating a self-signed certificate

a. First you may like to back up all the files in C:\Program Files\Tivoli\PDWeb\www\certs
on Windows or /var/pdweb/www/certs on UNIX. The default key database and stash file is
contained in this directory; we also used this directory to store the key database and stash file
which we created.

b. If WebSEAL is currently running, stop it. (In Windows, select Services and stop Policy Director
WebSEAL. In UNIX issue /etc/iv/pdweb stop.)

c. Start the iKeyman utility:
In Windows use ‘My Computer’ or ‘Windows Explorer’ find the C: \Program
Files\IBM\gsk4\bin directory and double click on gsk4ikm. exe.
On UNIX type /usr/bin/gsk4ikm
The IBM Key Management window appears:
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IBM Keyp Management Hi=l =

Key Databhase File Create View Help

== 1

Key database information
DBE-Type: |
File Name: |

Key database centent

Personal Certificates

A personal certificale has its associated private key in the database.

d. Create a new Key Database: click on Key Database File -> New, and specify a File Name and
Location. We used mypdsrv.kdb, C:\Program Files\Tivoli\PDWeb\www\certs\:

- |

Hey database type | CMS key database file

File Name: |rypds kdh

Loeation: |C:1Pr0gram FilesiTivoliP DWe b erts) |

| OK || Cancel | Heip

| | Browse...

e. Click on ‘OK’. A Password Prompt panel will be displayed. Enter a password (twice) (we used
Secure99) and check the ‘Stash the password to a file?’ box:

Password Prompt (%]
Password: [~

Confirm Password: |"‘*‘“‘m'“* |
|1 Set expiration time?

[¥] Stash the password to afile?

Passwaord Strength:

Al e N N
Y d ¥ ¥

7

| oK || Reset || Cancel |

f. Click on ‘OK’; an information message will inform you where
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Information

g The password has been encrypled and 'sav'ed'lh file:
e CAProgram Files\TivoliP Diebivwendeedsimypds.sth.

oK |

g. Click on ‘OK’; information about the key database just created will be displayed:

@IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwhcerts\mypdsrv. kdb]

Keybalahase File Create View Help

DR

De-Type: (CMS Key databiase file |
File' Name: it_é:l_Prgg_fe_lm FilesiTivalnPDWehiwwic et simypdsns kdb

Key datahase information

Key database content
Signer Cerfificates ¥| [ Ama. |
Thawte Personal Pramium CA | Delete
Thawte Personal Freemail CA

Thawte Personal Basic CA ViewEdit...
Thawte Premium Server CA

Thawle Server CA ’W
“erisign Test CA Root Cerdificate

RS Secure Server Certification Autharity

WweriSign Class 1 CA Individual Subscriber-Persona Mot Validated
WeriSign Class 2 CA Individual Subscriber-Persona Mot Yalidated
“eriSign Class 3 CA Individual Subscriber-Persona Mot Yalidated
Werisign Class 1 Public Primary Certification Authority

‘etisign Class 2 Fublic Primary Certification Autharity
“erizign Class 3 Public Primary Cedification Authority

The requasted action has successfully completed! |

h. Click on Create -> New Self-Signed Certificate; the ‘Create New Self-Signed Certificate’ panel
will be displayed. Enter a Key Label (we used test-webseal-cert), Organization and
Country. Ensure that the Common Name is specified which matches the DNS Domain Name of

the WebSEAL machine. (The Common Name may be automatically filled in for you.)
Create New Self-Signed Certificate

Please provide the Tollowing:

Key Lahel ftestwebseal-tert [

Versisn M50V w
Hey Size 1024 -

Common Hame iharper\r.welwvn.uk.ibm.cnm

Oraarization [Tivoli

Organization Unil  (optional)

Locality (optional)

StateProvince (optional)

|

|

1
Zipcode {optional)

Country GB -
Validity Period 365 Days

| ok || Reset || cancel
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i. Click on ‘OK’; a public/private key pair and certificate are generated. The certificate just
generated will appear in the list:

@IBM Kep Management - [C:\Program Fileg\Tivoli\PDWeb\wwwhcerts\mypdsiv_kdb]

BEFEE

DE-Type:  GMS key datakiase file
File Name: (CAProgram Files\TivolAPDWekiwwsicersimypdsny kdh

Hey database information

Key database content

Personal Certificates > | ‘ Receive... |

~ testwebseal-cert ‘ Delete
ViewEdt...
Exportimport...
‘ Recreate Request...

|Listaf persondl cedificates. Default indicated with *i

Hew Self-Signed...
Extract Certificate...

The requested action has successiully completed!

j- The IBM Key Management utility is no longer required and may be closed.

k. Back up webseald.conf (Windows: in C:\Program Files\Tivoli\PDWeb\etc; UNIX:in
/opt/pdweb/etc).

|. Edit webseald. conf:
modify the webseal-cert-keyfile line to point to the key database file (mypdsrv.kdb in
our case);
modify the webseal -cert-keyfile-stash line to point to the key database password stash
file (mypdsrv.sth in our case);

specify the key label by introducing a line in the [ss1] stanza of the following form:
webseal-cert-keyfile-label = test-webseal-cert

m. On UNIX, after creating the key database file, change the file ownership of the key database file
and stash file to ivmgr. Use the appropriate operating system command for changing file
ownership:

# chown ivmgr <keyfiles
# chown ivmgr <stashfiles
(Need to check whether this is necessary with PD 3.8. **)

n. Start WebSEAL. (In Windows, start Policy Director WebSEAL. In UNIX issue /etc/iv/pdweb
start)

o. Ensure that all the Policy Director services/process have started. If they do not all start, look in
the log for the corresponding service/process.

p. Verify that Policy Director is behaving as is now expected by pointing a web browser at
WebSEAL using SSL. Note that a message indicating ‘New Site Certificate’ or ‘The security
certificate was issued by a company you have not chosen to trust’ (or equivalent), as we have
merely installed a self-signed certificate, but you can choose accept the certificate (either for this
session or until it expires) using the browser panels. You should no longer see the Certificate
Name Check message.
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Approach (b) - Certificate Signing Request sent to Tivoli PKI

a. First you may like to back up all the files in C:\Program Files\Tivoli\PDWeb\www\certs
on Windows or /var/pdweb/www/certs on UNIX. The default key database and stash file is
contained in this directory; we also used this directory to store the key database and stash file
which we created.

b. If WebSEAL is currently running, stop it. (In Windows, select Services and stop Policy Director
WebSEAL. In UNIX issue /etc/iv/pdweb stop.)

c. Start the iKeyman utility:
In Windows use ‘My Computer’ or ‘Windows Explorer’ find the C: \Program
Files\IBM\gsk4\bin directory and double click on gsk4ikm. exe.
On UNIX type /usr/bin/gsk4ikm
The IBM Key Management window appears:

Key Databhase File Create View Help

Key database information
DBE-Type: |

File Name: |

Key database centent

Personal Certificates w

A personal certificale has its associated private key in the database. |

d. Create a new Key Database: click on Key Database File -> New, and specify a File Name and
Location. We used mypdsrv.kdb, C:\Program Files\Tivoli\PDWeb\www\certs\:

Mew
Hey database type | CMS key database file - |
File Name: [mypdsry kdb | | Browse...
Loeation: |C:1Pr0gram Files\TivoliP DiWe hiwwnaic e st |

| OK | | Cancel | _

e. Click on ‘OK’. A Password Prompt panel will be displayed. Enter a password (twice) (we used
Secure99) and check the ‘Stash the password to a file?’ box:
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Password Prompt [ X]
Password:  |™

Confirm Password: |"‘*‘***‘“‘* |
|_I Set expiration time?

[ Stash the password to afile?

Password Strength:

| 0K || Reset || Cancel |

f. Click on ‘OK’; an information message will inform you where the password has been saved:
Information

ﬁ The password has been encrypted and 'sav'ed'lh file:
' CAProgram Files\TivoliP Diebivwendeedsimypds.sth.

oK |

g. Click on ‘OK’; information about the key database just created will be displayed:

IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwicerts\mypdsiv_kdb]

KeyDatabase File Create View  Help

DeeRd

Key datsbase information
DE-dyme=SiEiE oy e T .
File Name; ;_I_E:lPrn__g_fgm FilesiTivoliPDWehiwamdc ersimypdsny kb

Key database centent

Signer Certificates v | | Add... |
Thawie Personal Premidm CA | Delete
Thawte Fersonal Freemail CA

Thawte Persanal Basic CA ViewEdit...
Thamte Premium Server CA

Thawte Serer CA IW
erisign Test CA Root Cerificate

RSA Secure Server Certification Autharity

WetiSign Clags 1 CA Individual Subseriner-Persona Mot Validated
WeriSion Class 2 CA Individual Subseriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subseriber-Persona Mot Validated
"erisign Class 1 Public Primary Cerification Authority

“erisign Class 2 Public Primary Certification Authority

erisign Class 3 Public Primary Cedification Authaority

The requested action has

h. Click on Create -> New Certificate Request; the ‘Create New Key and Certificate Request’
panel will be displayed. Enter a Key Label (we used test-webseal -cert), Organization and
Country, and specify the name of a file in which to store the certificate request. Ensure that the
Common Name is specified which matches the DNS Domain Name of the WebSEAL machine.
(The Common Name may be automatically filled in for you.)
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Eleale New Key and Certificate Request

Please provide the Tollowing:

Key Label [testwebseal-cent |
Hey Size 1024 «

Common Name |harpew.welw3rn.uk.ibm.c0m

Organization [Tivoli

|
|
Organization Unit  (optional) | |
|

Loeality {optional) |

StateProvince  (opfioral) [ |
Zincode ptional) | ]
Country GB w

Enter the name of afile in which 1o store the certificate request:

CiaPragrarm Files TivolilP DWebwwwicertsimypdscertred.arm || Browse...

| ok || meset || cancel |

i. Click on ‘OK’; an information message will inform you where the certificate request has been
stored:

Information

- A new cerificate requesthas bean successfully created in the file:
T CAProgram FilesiTholiPDWebwaatcetsimypdsniertreng arm,
" “fou must send the file o a:'carlrﬂcati_c'lﬁ:aulhurihf 10 request a cerificate.

j- Click on ‘OK’ to dismiss the information message.

k. Point a web browser at Credential Central on a Tivoli PKI system (such as the demo system at
http://demota.dfw.ibm.com/YourDomain/index. jsp - this site is accessible over the
Internet.)

|. Select Enrolment Type as Server or Device Certificate and Action as Enrol:
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Tivoli PKI

Credential Central

Eefore enrolling for any certificate, you must first install our server's Certificate Authority
(CA) certificate in your browser. This certificate enables your browser to connect to the
enrollment facility in a secure, authenticated session.

After the CA certificate 15 mstalled in your browser, you can enroll for a certificate or request
certificate preregistration. If eligible, you can renew, revoke, or suspend an existing browser
certificate. From this page, you can also check the status of a pending request.

1. Select the Enrollment Type:

= Browser Certificate for Netscape Communicator or Wavigator 405 or later, and Microsoft
Intemel Explorer 5.0 or later.

= Sexver or Device Certificate Typically requested only by system administrators, envollment
for these requires 4 sarver or device that gensrates a PKCS #10 certificate request and
accepts araw or PECS #7 certificate saved in Basedd-encoded of hinary format,

= Certificate Preregistration to preregister an applicant for a certificate. After the cerlificate

preregistration requestis approved, the Trust Authority Client (ot other PKTX compatitle
client] can be used to download the cerificate

2. Zelect an opticen from the Action list. Renew, Rewcke, and Suspend apply only to
browser certficates

3. Click OK to continue

Certificate Enrollment

Enrollment Type:

Action: | Enrll - OK

m. Click on ‘OK’. You may receive warning messages indicating that the server certificate has
been issued by a CA which is not trusted by your browser; accept the Site Certificate (at least

for this session) so that SSL can be established.

n. A Tivoli PKI enrollment form will be presented:

#7 Server and Device Certificate Enroliment Form - Netscape

File Edit View Go Commuricator Help

I 4 ¥ 2 44 » @ % B O

Back  fopod  Reload  Home  Seach Netscape  in  Secuiy  Shop

< "Bookmarks M Location: itps:77demota diw b com/ ouDomain/PKCS1 07Cert_Ervellisp | @17 what's Felatsd

-

Server and Dewice Certificate
To request a certificate for a server or dewice that generates a PRCS #10 cerificate request
and accepts a raw or PRCS #7 certificate in response:

1. Complete both parts of the enrollment form. All fields are case-sensitive

2. Click Submit Enrollment Request.
After you subrmit the form, you will receive instructions for checking the status of your
request. If your request 15 approved, your certificate will be displayed on-screen. Copy and

save the certificate response to a file, and then follow your server's mstructions to install the
certificate

Registration Information

Select the type of certificate you need (ses.  1IPE 0T Cortificate: Qequied)
deseription) |Weh Server Authentication (1-Year) Ll

I this i3 the fist time thel you are

requesting server or device enrallment, you

nsed to save the CA certificats b0 afile and Save CA Cerlificate toFile |
install it in your server or the devios prior 1o
installing the server or device cerificate

& == [Biocsment Done

0. Click on ‘Save CA Certificate to File’. The browser will display a ‘Save As..." panel:

PRI

-

specify a

directory and filename as to where to save the CA Certificate. (We used C:\Program

Files\Tivoli\PDWeb\www\certs\CACertRaw.b64.)
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p. Fill in First Name, Last Name and the Domain Name (which should match the DNS name of the
WebSEAL machine).

g. Use Notepad (or equivalent) to open the file containing the certificate signing request
(mypdsrvcertreq.armin our case). Copy to the clipboard all the text from BEGINE NEW
CERTIFICATE REQUEST to END NEW CERTIFICATE REQUEST, then copy this to the ‘PKCS
#10 Certificate Request’ area on the browser input form:
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Server and Device Certificate

To request a certificate for a server or device that generates a PKCS #10 certificate recuest
and accepts araw or PKCS #7 certificate in response:

1. Complete both parts of the enroliment form. All fields are case-sensitive.

2. Click Submit Enrollment Request

After you submit the form, you will receive instructions for checling the status of your
request. Tf your request is approved, your certificate will be displayed on-soreen. Clopy and
save the certifisate response to a file, and then follow yonr server's instructions o instal the

certificate

on Information

Select the type of certificate Fou nsed (ser
description)

If this is the first time that you are
requesting server or device enroliment, you
need to save the CA certificate 10 a fils and
install it in your server or the device prior to
installing the server or device centificate

Type yout first name or given name and,
sptisnally, Four middle name or initial

Type your last nam, fanily name, or
stname

Type yout e-mail address, inhiding the at
sign (@) and any periods (). This e-mail
address is 1equired by some certifivate
types, such as thoss used for secute s-mail

Seloct this option to receive an e-mail
notification when your request has been
finatized

Typee 4 Challengs Question and aResponss
that are special to you and easy to
remember, 1 you are asked the same
Challenge Question when you check your
entollment status, you must respond with
the same Challsngs Responss

Type of Certificate: (requmed)
|Web Server Authentication (1-Vear) _'J

Saue CA Ceificate to File i

Firsi Name: Reqnes).
[vangnan

Last Name: (Requmd)

[Barper

E-mail Address: ioptiona)

I~ Email Notification (optionsl)

Challenge Question: (opianal)

Challenge Response: (Optionali

Copy and paste here the content
ofthe PKCS #10 certificate request
(see sample) that was generated
bythe server ot device for which
you ate tequesting & certificate. 1f
you saved the certificate retuest
to afile, operi the file in atext
editor such as Notepad, and then
copy and paste the certificate
toquest hete.

Type a name to identify this
centificate. Typically this is the
hostaane of your server or device.
This field is equired if the PKCS
#10 centificate request does not
contain the Common Name

Type the legally registeted name
of your otganization

Type the name of your division or
department, such as Human
Resources ot Software
Development.

Type the strest addess of your
organization.

Type the city or municipality

PKCS #10 Certificate Request: (Required)

MIIBEyTCEEWIBADBCHOSWCQYDVWOQGEWIHOIEPHADG.
(VOODEX 16VXJwZEJ2LndlnHASh 15 laySpmiuyzot
LAGNADCEiIQKBQCZ IGYZ 1vMbChwNgPH? 7£Q459R
CSzHrdgTeWAQs12P lweOrwdDoCsez IMgSEHZot/ T
KtV IUR+Ixr I8eiFx8voNgbnZKreCV68nLEkx RMcE
0ALUDOYIK0 2 Thvel AQEEBQADG YEAB AaVpxpDC/ D
ENZtOtEuvibRGQvvONNkEe TyRLTULESQSF aNRyw
isENfoSuhrdiipeE+lacv-tekivenS4xXI+kog4CAN
NZJicpa=

Comunon Name: (Optioral)

Organization Name: (Optional)

Organizational Unit: (Cptional)

Street Address: (Jptisnal)

Locality: (Optiamal)

where your islocated,
such as Chicago or Pasis

Type the state ot provinee whete
yout organization is located. Do
not abbreviste. For example, use
New Yorkinstead of NY,

Seloct the country whets your
organization is located

Type the domain name if you were
instructed 10 do s0. For example,
tuype mydiv yeotp.com

State or Province: (Optional)

Couniry: (Optimal)
[Use the one set in PKCS #10

Domtain Natie: (Optisnsl)

[harpery. velwyn. k. iho. con

Submit Enrallment Request
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r. Click on ‘Submit Enrolment Request’. Tivoli PKI will display an enroliment status page which it
suggests that you bookmark.

s. If you are operating your own Tivoli PKI system which requires that the request be approved,
start the RA Desktop and approve the request that has just been submitted.

t. Click on ‘Check Eroliment Status’. Once the enroliment request has been approved and the
certificate generated, Tivoli PKI will display a ‘Server and Device Certificate’ page. Select
Base64-Encoded Raw Certificate for PC (CRLF) or Select Baseé64-Encoded
Raw Certificate for UNIX (LF only) as appropriate:

{Tivoli SecureWay -7 TE

Tivoli PKI

Server and Device Certificate

Your enrollment request has been approved and your certificate is as follows:

MIIDEDCCAMZgAwIEAYICAZIWDOTIED IhveNAQEF BOAWYDELEAKGALUERRMCYVHXG &
JAYBGNVEAOTEV1vdX IgT3 In¥WSpenF0algulRywF g¥DVOQLERS lenVzdCBEdXRoha
JpcBkxGz AZBGNVBANTE 1RyAENO IEF 146G hvem 1 0eSEDOTAF vwHTAI M3 Ux Mz M4 N TF
aF wlwhj A3 M3 Ux Mz M4 N TF al THL HOSwC QY DVQOGE R HO) ETHBEGC S omTa 1 x kARKT
L2Mvh TETHEEGC oS omTS 1k ARKTAZ Lih TESMB LGS Tom T8 i xkARKTANVE MR Y uF
LTECZ IniZFYLGOBGRMGHZ Va3 LuKCwE QTKC 2 il ZP YLGOBGRMHAGE yoGVyd JEPIA
0GA1UEChNGVG 12bZxpHRYWE g VDV QQLERGUenV2dC BEAXRob3 I pdHks 15 ABgVE AN
TGULhenB lenTud2Vad? LuLnVe Ll 1035 1k2 0wy 28 wh0¥IKe 2 ThveNAQEBEOADG 0L
MIGTA0GEAL YgavhWaxsKHAZ ADEvE B 1L160kh] a0quO0ppacF GYYGprBTRATLNGES
ENSTECZXY+XE463Dg0gKxTOyrkQais +1008y01iDE/ GRPDOZO63 DOc AHyed UhRE4
16 1% 6 TEHY+IZ puZket wI Xepovy TFEXuGEo MR 7ho 1T ANS s/ AgNBALG I YTEENAL
GA1UDWEB/ wQEwIF oD ATEGNVHSUEDDARBggr BGEFBQD ATAQEGHVES AECTAHNANG
A0pDE ZARBONVEQ4ECHQI Ry MaZHi 7S808vENYDVRO I BAwnCoATROR Srilds uQwDOTIK
02 ThveNAQEFBQADGYEAMECS B W2 3 k2Eqh?1Ld ub ] QYFo4S5CpIBomG2 CDERng:hE;J

To install this certificate to your server, first select the certificate format required by your
server and click Save Certificate to Disk. Then import the file to your server by following
mstructions provided by your server's certificate and key management program. If this
machine 15 also your server, you should still save the file as a backup and then follow your
server's instructions to install the certificate.

Certificate File Format:

© Base64 Encoded PKCS #7 Certificate for PC (CRLF)

© Bases4 Encoded PKCS #7 Certificate for UNIX (LF only)
& Basehi Encored Raw Certifoate for PG (GRLEL

© Bases4 Encoded Raw Centificate for UNI (LF only)

© Binary PKCS #7 Centificate

© Binary Raw Certificate

Save Cenificate to Disk Return to Cradential Central

u. Click on ‘Save Certificate to Disk’. Specify a filename and directory and save the file. (The
filename will default to RawCert .bé64.)

v. In the IBM Key Management window, select ‘Signer Certificates’ from the pull-down list:
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IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwicerts\mypdsiv_kdb]

NEFER =

DE-Type:  (CMS key dotabiase file |
Flle Name: CHProgram FilesiTivoliPDWetwamdcensimypdsny kb

Key datsbase information

Key database centent

Signer Certificates - |

| am. |
Thawte Fersonal Premium CA | Delete
Thawte Fersonal Freemail CA

Thawte Persanal Basic CA ViewEdit...
Thamte Premium Server CA

Thawte Serer CA IW
erisign Test CA Root Cerificate

RSA Secure Server Certification Autharity

WetiSign Clags 1 CA Individual Subseriner-Persona Mot Validated
WeriSion Class 2 CA Individual Subseriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subseriber-Persona Mot Validated
"erisign Class 1 Public Primary Cerification Authority

“erisign Class 2 Public Primary Certification Authority

erisign Class 3 Public Primary Cedification Authaority

A signer cerfificate is from a cerfification autharity (CA) or from-another web site, |

w. Click on ‘Add...". The ‘Add CA’s Certificate from a File’ will be displayed. Specify the file where
you saved the CA Certificate (C: \Program
Files\Tivoli\PDWeb\www\certs\CACertRaw.b64 in our case):

Add CA’s Certificate from a File B3
Datatype |Basest-encoded ASCll data ~ |
Certificate file name: |[CACerRaw.b54 | | Browse...,

Loeation: !C:IProgram Files\Tivali\P Deivwintc erts) |

x. Click on ‘OK’. The ‘Enter a Label’ prompt will be displayed. Enter a label to use for the
certificate:

Enter a Label

Enter a lahel for the cedificate:

|Ti\r0|i FKl Dema System CA Cedificate |

| oK || cancel |

y. Click on ‘OK’. The CA Certificate will be added to the list of Signer Certificates:
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M Key Management - [C:\Program FilesA\Tivoli\PDWeb\wwwhcerts\mypdsiv_kdb]

NEFER =

DB-Type:

Key datsbase information

File Hame: CIFrogram FilesiThol\FDYie pivwwioarsimypdery b

Key database centent

Signer Certificates - | | Add... |
Tivoli Pl Dema System CA Certificate | Delete
Thawte Persanal Premium CA

Thawte Personal Freemail CA ViewEdit...
Tharte Persanal Basic CA

Thawte Premium Server CA IEI
Thamie Server CA

“erisign Test CA Root Certificate

RSA Secure Server Certification Autharity

WeriSion Class 1 CA Individual Subseriber-Persona Mot Validated
WeriSign Class 2 CA Individual Subseriber-Persona Mot Validated
eriSign Class 3 CA Individual Subscriber-Persona Mot Validated
“erisign Class 1 Public Primary Cerification Authority

Werisign Class 2 Public Primary Cedification Autharity

“erisign Class 3 Public Primary Cedification Authority

Ther ed action has stulh leted!

z. Select ‘Personal Certificates’ from the pull-down list:

Key datsbase information

Fiogtam RleciTholEDE R i ceriotpd kY

Key database centent

Personal Certificates hd :| | Receive...

New Self-Signed...

A personal certificale has its associated private key in the database, |

aa. Click on Receive. The ‘Receive Certificate from a File’ window is displayed. Ensure that the
Data type is set to Base64-encoded ASCII data and specify the file in which the certificate you
just saved from Tivoli PKI is stored:

Receive Cerlificate from a File B3
Datatype |Basest-encoded ASCll data ~ |

Certificate file name: |RawCen.b64

Loeation: !C:IProgram Files\Tivali\P Deivwintc erts) |
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bb. Click on ‘OK’; the WebSEAL Certificate which has been signed by the CA will be added to the
list of Personal Certificates. (The default certificate is indicated by an asterisk (*).)

IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwicerts\mypdsiv_kdb]

NEER =R

DE-dyme=SiEiE oy e T .
File Name; é_t_E:le__g_fgm FilesiTivoliPDWehiwamdc ersimypdsny kb

Key datsbase information

Key database centent

Personal Certificates > | | Receive... ‘

|+ testwehsealcert | Delete
View/Edit...
Exportimport...
| Becreate Request...

|List of personal cedificates. Default indicated with *i

New Self-Signed...
Extract Certificate...

The requested action has Tuilh pleted! |

Error Message

AR B 5 .
:Ifﬁj A database validation efror occurred.
-

Note: If you receive an Error Message indicating ‘A database validation error occurred’, this is
likely to be because GSKit will allow the reception only of Personal Certificates which are either
self-signed or signed by a CA whose certificate is listed in the list of Signer Certificates. The step
described above of receiving the CA Certificate should prevent this error message.

cc. The IBM Key Management utility is no longer required and may be closed.

dd. Back up webseald.conf (Windows: in C: \Program Files\Tivoli\PDWeb\etc; UNIX:
in /opt/pdweb/etc).

ee. Edit webseald. conf:
modify the webseal-cert-keyfile line to point to the key database file (mypdsrv.kdb in
our case);
modify the webseal -cert-keyfile-stash line to point to the key database password stash
file (mypdsrv.sth in our case);
specify the key label by introducing a line in the [ss1] stanza of the following form:
webseal-cert-keyfile-label = test-webseal-cert

ff. On UNIX, after creating the key database file, change the file ownership of the key database file
and stash file to ivmgr. Use the appropriate operating system command for changing file
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ownership:

# chown ivmgr <keyfiles

# chown ivmgr <stashfile>

(Need to check whether this is necessary with PD 3.8. **)

gg. Start WebSEAL. (In Windows, start Policy Director WebSEAL. In UNIX issue
/etc/iv/pdweb start)

hh. Ensure that all the Policy Director services/process have started. If they do not all start, look in
the log for the corresponding service/process.

ii. Verify that Policy Director is behaving as is now expected by pointing a web browser at
WebSEAL using SSL. Note that a message indicating ‘New Site Certificate’ or ‘The security
certificate was issued by a company you have not chosen to trust’ (or equivalent), as we have
not used a CA whose certificate is installed in the browser by default, but you can choose accept
the certificate (either for this session or until it expires) using the browser panels. You should no
longer see the Certificate Name Check message.
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Approach (c) - Certificate Signing Request sent to Entrust CA

a. First you may like to back up all the files in C:\Program Files\Tivoli\PDWeb\www\certs
on Windows or /var/pdweb/www/certs on UNIX. The default key database and stash file is
contained in this directory; we also used this directory to store the key database and stash file
which we created.

b. If WebSEAL is currently running, stop it. (In Windows, select Services and stop Policy Director
WebSEAL. In UNIX issue /etc/iv/pdweb stop.)

c. Start the iKeyman utility:
In Windows use ‘My Computer’ or ‘Windows Explorer’ find the C: \Program
Files\IBM\gsk4\bin directory and double click on gsk4ikm. exe.
On UNIX type /usr/bin/gsk4ikm

The IBM Key Management window appears:

IBM Keyp Management Hi=l =
Key Database File Create View Help

DBE-Type: |

Key database information

File Name: |

Key database centent

Personal Certificates w

A personal certificale has its associated private key in the database. |

d. Create a new Key Database: click on Key Database File -> New, and specify a File Name and
Location. We used mypdsrv.kdb, C:\Program Files\Tivoli\PDWeb\www\certs\:

Mew
Hey database type | CMS key database file - |
File Name: [mypdsry kdb | | Browse...
Loeation: |C:1Pr0gram Files\TivoliP DiWe hiwwnaic e st |

| OK | | Cancel | _

e. Click on ‘OK’. A Password Prompt panel will be displayed. Enter a password (twice) (we used
Secure99) and check the ‘Stash the password to a file?’ box:
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Password Prompt [ X]
Password:  |™

Confirm Password: |"‘*‘***‘“‘* |
|_I Set expiration time?

[ Stash the password to afile?

Password Strength:

A D D D,

I A Yid Y

| 0K || Reset || Cancel |

f. Click on ‘OK’; an information message will inform you where the password has been saved:

Information

ﬁ The password has been encrypted and 'gav'ed'lh file:
CAProgram Filesi\TivoliP DYehweseic erisimypdsry.sih,

| oK

]|

g. Click on ‘OK’; information about the key database just created will be displayed:

IBM Key Management - [C:A\Program Files\Tivol\PDWeb\wwwhcertsh\mypdsiv_kdb]

KeyDatabase File Create View  Help

DeeRd

DE-Type: [CME ey database file I
File Name; ;_I_E:lPrn__g_f_am FilesiTivoliPDWehiwamdc ersimypdsny kb

Key datsbase information

Key database centent

Signer Certificates

b |

| am. |

Thawie Personal Premidm CA

Thawte Fersonal Freemail CA

Thawte Persanal Basic CA

Thamte Premium Server CA

Thamte Server CA

erisign Test CA Root Cerificate

RSA Secure Server Certification Autharity

WetiSign Clags 1 CA Individual Subseriner-Persona Mot Validated
WeriSion Class 2 CA Individual Subseriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subseriber-Persona Mot Validated
"erisign Class 1 Public Primary Cerification Authority

“erisign Class 2 Public Primary Certification Authority

erisign Class 3 Public Primary Cedification Authaority

| Delete
View Edit...
Extract... .

The requested action has Tl pleted!

h. Click on Create -> New Certificate Request; the ‘Create New Key and Certificate Request’
panel will be displayed. Enter a Key Label (we used test-webseal -cert), Organization and
Country, and specify the name of a file in which to store the certificate request. Ensure that the
Common Name is specified which matches the DNS Domain Name of the WebSEAL machine.
(The Common Name may be automatically filled in for you.)
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Eleale New Key and Certificate Request

Please provide the Tollowing:

Key Label [testwebseal-cent |
Hey Size 1024 «
Common Name |harpew.welw3rn.uk.ibm.c0m

Organization Unit  (optional) |

Loeality {optional) |

StateProvince  (opfional) |
Zipcode (opfional) |

Country GB w

|
Orgamization [Tivali |
|
|

Enter the name of afile in which 1o store the certificate request:

CiaPragrarm Files TivolilP DWebwwwicertsimypdscertred.arm || Browse...

| ok || Reset || cancel | 1n

i. Click on ‘OK’; an information message will inform you where the certificate request has been
stored:

Information

5 A niew certificate requesthas been successiully created in the file:
SRR CiProgram Files\TivalilPDWehiwwade edsimypdsveertrag anm,
e ¥ou must send the file to a certification authorityto request 3 certificate.

ok |

j- Click on ‘OK’ to dismiss the information message.

k. Point a web browser at http://freecerts.entrust.com/webcerts/index.htm:

# Request Web Certificates - Netscape [_[51x]

Fle Edit Yiew Go Commuricater Help

i 05 A A . oa s & O B

Back ool Reload  Home  Sesch Netssape  in  Secudty  Shop

< “Bookmarks A Netsite:[Fo://ireecents. entiust comAnebeents/index.him | E17 hat's Related
=

CERTIFICATES

CONTACT US (W
VISIT WWW_ ENTRUST.COM VPN

powered by Entrust” Inc.

SET

FREE Web Certificates
Protect Tour bfsymation from
Eavesdropping Impersonation and Data + Refiievs the C Cerificate
Tampering
- + Read more abiut et
It only takes a few minutes to issue IR T
yourself our FREE Web certificates.
These certificates then allow you to + AWeb gertificates are issued by,
EntiustifebConnector™
« set up an SSL session, R
authenticating both web browsers

and web senvers

send secure e-rail (S/MIME)
betuween two S/MIME e-mail
applications / users

uge Object Signing to sign code
such as Java Applets

Simply click on a request located on the
sidebar to get started

What is a Certificate?

A certificate is 2 eryptographically signed object that binds a public key and an identity.
Cértificates can alsa include other information in extansions such as peimissions and
commants. A"CA” s shart far Cartification Autharity 3nd (£ an intainal antity ar trustad third
party fzuch as Entrust GA) that issues, signs, revakes, and manages digital cenifioates

If you want o read more aboul web security, please read ourWieb Security Primer.

What is a PKI?

The eamprehensive system required ta provide publickey enoyption and digital signature
services is known a= a publickey infrastnucture PKI

=] [ httpzPowawon ertrust com/

g i 5P B |

l. Click on ‘Request a Web Server Certificate’. Fill in the input fields, specify the purpose for
requesting a certificate and the web browser in use, and click on ‘Yes’ against ‘Do you accept
the terms and conditions as set out above’:
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CERTIFICATES

(Wee L

CONTACT US
VISIT WWW_ENTRUST.COM
powered by Entrustlnc.

Step 1 - Accept and Fill out the Application

ANWVeb server certificate allows you to authenticate to Web browsers via
REQUEST A WEE SSL In order to successfully verify other certificates it is also necessary fo
SERVER CERTIFICATE / import the CA key into the YWeh server, This will be done as part of the

- process of receiving your Web server certificate.

Note: You must be & sener administrator to install & Web server certificate
Flease consuft your server documentation for instructions.

Please fill out all information below before proceeding with Step 2 of your
cerificate request

First Marne: * |Vaughan

Last Nare: * IHarpex:

Company’ |

Email. * [vaughan_harperful. ibn.com

Phone: I

You are interested in Freecerts for the purpose of: ©

|Leammg :l

Which Web server are you using?

[Dther =l

ATTENTION:

PLEASE READ THIS IMPORTANT INFORMATION ABOUT THE FREE
CERTIFICATE ISSUED BY THE ENTRUST CERTIFICATE DEMO CA,

B CLICKING ON "YES" AND OR BY USING THE FREE CERTIFICATE ¥0U &
|AGREE AND ACKNOWLEDGE THAT THE CERTIFICATE [S5UED TO YOUR BY
[THE ENTRUST CERTIFICATE DEMO CA1S PROVIDED AND SHALL BE USED
EXCLUSIVELY FOR EDUCATION AND TESTING FURFOSES ONLY. UNDER

HO CIRCUMSTANCES SHOULD THE FREE CERTIFICATES BE USED FOR
COMMERCIAL PURPOSES, EACH FREE CERTIFICATE IS VALID FOR A

FERIOD OF SIXTY (03 DAYS. TOU ACKNOWLEDGE AND UNDERSTAND

[THAT THERE HAS NOT BEEN A BACKBROUND CHECK PERFORMED ON THE
CREDENTIALS WHEN THE FREE

AN YOU FURTHER RECOGNIZE THAT THE CERTIFICATE HAS NOTBEEN < |

Do you accept the terms and conditions as set out above. *

1C No

Proceed to Step 2

= required fields

WEB
The certificates issuzd to you on these web sites are intended for demonstiation purposes only, They must not be used for

sommercial purposes. You should also be aware thatwe do not verity the identity of persons who request cerifioates. All
sertifisate requests are approved autam atisally

2000 Entrust®, Inc, All Rights Reserved.

SET is a hiademark of the SET Secure Electionic Transaction, LLC

m. Click on ‘Proceed to Step 2. Specify the server name (in other words the DNS name of the

WebSEAL machine). Note: this must match the name specified above when the Certificate
Request was generated.
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EEWeb - Netscape BEIE

File Edit Yiew Go Commuricator Help

o4 o9 A 4 s oW £ 0
< "Bockmaks i Netsite: [htg: //irescetts. entiust cam/ogibinegister.pl | @77 what's Felated

Back  Foreed  Reload Hame Search  Netecaps Secuity  Shop

CERTIFICATES

CONTACT US W
VISIT WWW_ENTRUST.COM MEN

powered by Entrust® Inc.

Step 2 - Server Name
Please enter your server name as it shows up in the URL of the web server

you are securing with this serer certificate. For example, if the URL of the
Secure server will be hitps:fww. myserver.comf, then enter the server name
as www myserver com

REDUEST A WER
SERVER CERTIFICATE

Server Name: [harper webwyn uk ibm. cor

Proceed to Step 3
UEERVPRSSERSS )

The certificates izcued to you an there wab sites are intendad for demonstration purposes anly, They must not be used for

commersial purpases. You should also be awate thatwe do noterify the identity of personswho request sertifisates. All
certificate requests are approved autsmatically.

©2000 Entrust®, Inc. All Rights Reserved,

SET iz 2 rademank of the SET Secura Electronic Transaction, LLE

=] [Document: Dane A =R e

n. Click on ‘Proceed to Step 3'.

0. Use Notepad (or equivalent) to open the file containing the certificate signing request
(mypdsrvcertreq.armin our case). Copy to the clipboard all the text from BEGINE NEW
CERTIFICATE REQUEST to END NEW CERTIFICATE REQUEST, then copy this to the Request
area on the browser input form. Ensure that Options is set to ‘displayed as PEM encoding of
certificates in raw DER’:

CERTIFICATES
CONTACT US
VISIT WWW.ENTRUST.COM W VEN SET

powered by Entrust” Inc

Step 3 - Retrieve Certificate

The Authorization Code and Reference Murnber are used to retrieve your
REDUEST A WEB cerificate from the Entrust/PKI. Typically to adhere to a company's security
SERVER CERTIEICATE policy, authorization codes would be transritted to users out-ofband (eg
telephone, secure e-mail) to ensure that the certificate issued remain secure
and trusted

Howeser, for the purpose of this demao, your Authorization Code has been
supplied automatically and is displayed below

Wi

Auth Code: BOHD-NIND.TORZ
Ref Number: 0BA08060

In the fields below, you must paste the certificate request from your server.
You can choose to view the cerdificate response in raw DER format or in
PKCS # . This depends on the format which is needed by your server.

Options: Id\smayed as PEM encoding of certificate in raw DER j

Please enter your server certificate request (PKCS#10 request) in the
following field. Make sure that your Common Name (CM) matches the
reference number of the certificate being retrieved when generating the
request. f vou do not know how to generate this request, please consult
yaur server documentation

----BEGIN HEW CERTIFICATE REQUEST---- -
MIIBg TCBGwW BADBCMOawC QVDYVOQGEnIHOJEPMADGATUEChM GV 3 I2bZ
D Esd 0™ X X2 Lr il P

A4GNADCEIQKBgOl Oy1BePiD:

v XSR 112108 PdrT HQbOFC: Ci
Bnjurs T Q27 bl hZF UNOZuiSy BT hutiDBiB e o/C X216 gWiniro G 1d173 ghu |
i il e L
lacp. P nol ) B
NS X7 ICzuQLMXY quzilien 57 MeEALSYZ0d G 00C Qg DEsc2 G nmJ Q7 cEwhiSl
DESEduig= #
4l | _>|_|

Submit Request | Resetl

LR VPN S SET S—
The cerificates issuad to you on these veb sites are intended for demonstration purpoeses only. They must not be used for

commersial purposes. ‘You should alsa be aware thatwe do not verfy the identity of persans who request certifioates. All
cerificate requests ar= approved automatically.

1990 Entrust Technologies. Al Rights Reserved

SET is a trademaik of the SET Secure Eledtronic Transastion, LLC

p. Click on ‘Submit Request’. The web site will respond with a Server Certificate (in raw DER):
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CERTIFICATES

DET NN [SET

CONTACT US
VISIT WWW_ENTRUST.COM

powered by Entrust” Inc.

Step 4 - Server Certificate Retrieval
This is your Server certificate (in raw DER). Copy the entire certificate into your
REQUEST & WEB clipboard. Ifit is going 1o be installed into Microsoft Internet Infarmation Server, only copy
SERVER CERTIEICATE /. what is between the [ines "BEGIN CERTIFICATE" and "END CERTIFICATE". If you are
using Metscape Entarprise Server, you should copy everything (e, including the

"BEGIN CERTIFICATE" and "END CERTIFICATE" lines).. For instructions an how to

-EEELH’E your server using this cerificate, please consult your server documentation

—————BEGIN CERTIFICATE-——
MITETzCCA7ighwIBigIENgSREnjANEgkghkiGIwiBAQUF ADBOMOswCQVDVOOCEWT W
UzEQMA4GA 1 UECHHHRYS DonVzdDEvMCOGAL UECKHRRYS 0cnV=dCBOS0kaRGY b2 5z
dHThdG1vhiEDZE] 0aWZp¥ 2F1ZEHwHhcNHDE Wz I 2HT Ix0DA4TheRHDEVOTIZHTI0
ODA471CB2zELHAKGA] UEBhNCYVM=EDAOEQNVBACTEOVudHI 1c30=12 At BaHVBAST
JkYudHI1cI0gUEL] IERLE 9w 3Ry TERPE2 4902V vdG Ina Whd GV z HRAWHAYDVOOL
ExVFbnRydZN0L1d17iEDb2 5uZiN0b3 I xRTEDEgNYEASTFE Sy IERpYWIphi] (=SEh
cyEwZi1gaHR0cDavL2ZyZY; ZE] 0oyS LbnRyd KNO LnHvbSIsall Lbal 1 Luh 0B TE
MCAGAITEAxNZaCFyoGWydi 6 32T 3eldudlsuallT t InHvbTCEBnz ANBgkghk1GSw0E
AQEFAAOB] OAvgTkCoVEARRLuK6styw91dLahgke 2fa D=t 0X] 7061 RBAei gzMyd T
nitgiFLOL1+Uddc9UIRG1GIntRIQ] 3a0 PshRCkTE5u] 0GOEIrCYEAFKY T4 350FFu
CqlAHgZ4 1kkOP? 7Hu7cdYWRYDAGYucgedbl gwigEaPwkF o tecFoFqBtES03 6pLkC
AvEAAa0CAagvagGkiiAsCalUdDyOEAvI FoDAr EgNVHRAEIDAig A6 yHDARKDoy N Ey
WDgwOFqEDz LyHDEwOTI 2HTI00DA4Y | AREq 1 ghkaBhvhCAQEEEANCEkAWLOYIYIZ]
AYE40gECECAVHRh0dHA6LyByMDOUNT Ax LI Ey0CL0Hy 9] ZGEL ¥ 2dpLz EXBglakhkgE
hvhCAQHEPRY 7Y 2xpZWS 0¥ 2dplnV4ZT9h¥3Rph248Y2h 1 ¥ 24 SZHZwV2F0aW9uliZD
Ukw3724901 THHTOLIn¥ Low  kEDOwA AYDVROf BGUwaz BpoGegZaRi HGE=CzAIBaNY
EAYTALVTHRAyDg YDYOOKEwdFbnRydEN 0HS 8wLOYDVOOLEy ZEbnRydEN0 I FELSSEE
ZWvbnNionFDal SulEF LonRpZml VAR czEPHADGA T TEAxNGO1 T KHTQL KBEGA1 T
IvOVHBaAFKZahNL 7 67 +7 Enbka+soDEEoWol i HE0GALUADONEECz yBXFhRNOnS=R
plErdZel kKHRCTATEgHVERNEA ARMBRGCSaGS Th2 (dEAAQMNACEEFY 0L ADAg00
MADGCSqG5IEID0EBEOTAL 4GEADCyw] JoTH+6=k=6 2DZyHGEpuvY pYpsoDwkdcwvl
nIc0S=TinI?G40G1f 0J+NI/EMSEOnk I T GE7q90f kmgf loM5uNUTELlvnJ 1 LPgE3r
£d0qG1rTefx6 LonHYFEBVE 0n751d9nie0IEwel A11VCISrynk 1 1d4H9T 2yc5Ha /61
oely

END CERTIFICATE-

Client Authentication

If you wish to perform client authentication with users who have been issued cerificates
from this demo, you must also import the CA certificate into your Web server,

Retriove the CA Certificate. |

WEB
The cetifioates issued to you an these web sites are intended for demanstration purposes anly. They must not be used for
commereial purposes. You should also be aware that we do not verify the identity of persons who request cerificates, All
certificate requests are approved automstically.

®1999 Entrust Technelogies. All Rights Reserved

SET is a trademaik of the SET Secure Elestronic Transaction, LLE:

g. Copy all the text from BEGIN CERTIFICATE to END CERTIFICATE to the clipboard, then paste
it into a file; we used C:\Program Files\Tivoli\PDWeb\www\certs\WebsealCert.arm.
You may need to manually edit the file to remove the spaces at the beginning of each line:

B wWebsealCert.arm - Notepad
Fil=: Edt Search Help

MIIETzCCA71gAwIBAgIENGSRN jANBokghkiG2wBBAQUFADBQHOSWCQYDUQQGEWJU
UzEQMA4GATUEChHHRWS BcnWzdDEvHC BGATUECKHMRWS BcnUzdCBQSBRgREVED252
dHJhdG1ebiBDZXJ8alZpy2F BZXHuHhcHHDEwNz I2HT Ix0DAAYhCNHDEWOTI2ZHTIA
0DA4WCB2ZELMAKGATUEBhHCUUHXEDADEGHYBAoTEBUudHJ1c30xLzAtBgNUBAST
JEUUdHJ1c3QgUEtJIER1DWOUC3RYYXRpb24gQ2UydG1nakNhdGUZzMRAWHAYDUQQL
ExUFbnRyd{NOL1d1YiBDb25uZWHAbd IxRTBDBgNUBASTPESUIEXpYYWJpbGlBeSBh
cyBuZXIgaHRBcDovlL22yZWU jZXJ8cy51bnRydXNBLMNvDS95aWN1bnNILmhBbTEL
MCAGA1UEAxMZAGFycEVydi532Wx3eWaudWsuallJtLnNvbTCBnzANBgkqhkiGowoB
AQEFAADRQAwgYKCOYEARRLUK6Stwo1dLghgKa2FalDstQXj706iRBAeigzHyYzy
ntgiFLOL1+Uddc?ULRq1G90+Rj0j3aB7shR+CkT85ulAGABOrCYEaFKYr63S0PPU
ColaXgZ41kkOP77Hu7 cdYWRUDAGUuCcgeshlgwygiqPukF9teoF cFqBtXS096pLKE
AWEAAAOCAaguggGkHASGATUADUOEAWIFobArBgNUHRAE JDALgABYHDAXMDCYHEY
HDguOF qBDZ IwMDEWOTI2MT I60DA4WIARBglghkgBhvhCAQEEBAMCBRKAWLOYJYIZI
AYbAQgECBCAYHMh BdHAGLYSYMDQuMTAXL jEYOC 4By ZGELY2dpLzBKBgLlghkgB
huhCAQHEPRY7Y2xpZWS08Y2dpLnUaZT2hY3Rpb249Y2h1Y2LSZXZuY2F Ball9udiZD
Ukwoy24901JHMTO1JnNlecmlhbD BudnYDURBFBGBwazBpoGegZaR jHEGEXCZAJBgHY
BAYTALUTHRAwWDGYDUQQKEWdFbnRYdXNOMS BuLQYDUQQLEYZFbnRYdXNOIFBLSSBE
2W1vbnHBcmF BaW9ulENlcnRp2Znl jYER1czEPHABGA1UEARHGO1 JHHMTO1HBBGA U
Iw(Q¥HBaAFKZnhNL76.J+7 fmbkm+soDBHoWo1iMB BGA1UdDgQWEBQzYyBXFhRNONSXR
pkir22rXjkMRCTAJBgNUHRHEA JAAMBKGCSqGSIb2FQdBAADMHAODEFYBL jADAgOD
HABGCSqGS Ib3DNEBBQUAALGBADCYuJJoTH+65ks62DZ2yHGEpuvYpUpsPDukdcxul
nIcASxT7nI7G40G1F8J+HU/SH5EOMK JIFEb7 q90Fkngf LoHSuNWIE1unJ1LPQE3r
fdoqG1rTe8x6LonHUF FBWEBM75id9n jeQJEwwOSI1UCLSFymK1idN9J2yc5Na/6U

r. Click on ‘Retrieve the CA Certificate’. The PEM encoding of the CA Certificate will be displayed:
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CERTIFICATES

W_ENTRUST.COM NET VPN [SET

powered by Entrustlnc.

Step 5 - CA Certificate Retrieval (PEM encoding)

This is the Certification Authority (CA) certificate. Capy the entire certificate inta your
lipboard. If it is going to be installed into Micrasoft Internet Infarmation Server, anly copy
what is between the lines "BEGIN CERTIFICATE" and "END CERTIFICATE". If you are

sing Metscape Enterprise Server, you should copy everything (i.e., including the
BEGIN CERTIFICATE" and "END CERTIFICATE" lines)

SERVER CERTIFICATE

—-BEGIN CERTIFICATE—-——
MIIDRzCCArCgAwlBAgIENGvE S ANBgkahliGIwOBAQUF ADEGHQswCQYDVOQGEWT Y
UzEQHA4GALUEChHERYS OcnVzdDEVHCOGAL DECkHnRN 5 0cnVzd CEOS0kgRGY b2 52
dHJhdGLvbiBDZEI 0aWZpY 2F 0ZEHvHhcHOTgwOT I 1HTe INDHE WheNHTawOT I 1Ty
NDH50 3 BOHOswCOYDVOOGEYI YUz ECHA4GALUECKHERY S 0cnVzd DEvHCOGA LUECsHn
RW50cnVzdCBOS0kgRGY £ b2 5zdHIhdG 1 vhi BDZXI 0aWZpY 2F 0ZEMwgZ0wDOY JKaZI
hveNAQEBBQADGYSAMIGHAGGBAL+pHQrRaF  DiulxLalALMY 791Dt SolRnaViodcd
St4+yPVOKS 1 rHh 1 HbCppaxcT6 AxQ350701 hayBoKGH 97 T4 1L VC1icKywBPyGyC
U=AVRDE i+s0pWNzZGuTIoblf anIW9alTE0bxeN LndniNtnngCE Nz 31r 3Rku64 2n
N 94gEDo4 1L CCASowEQY.] Y1ZIAYb40gERBAODATAHNAIGAL UdHVRI HGRYZEBL
030k Y TEE HO=wCOYDVOOGEYT YUz EGHA4GAL UEChHERY 5 0onVad DEvHCOGAL UECsMtn
RW500nVzdCBS0kgRGY £ b2 5zdHThdG 1 vbiBDZX] 0aWZp¥ 2F 0ZEM=DT ALBgHVEANT
BENSTDEwKwYDVROQBCQuIoAPHTKSODASH UxNz U0z Lag08yHDEAHDkyNTE3NTCz
OVovCyYDYROPBAODAGEGHBEGA LU [wOYMBaAFKZAhNL76J+7 f nbkat+soDEHOWGL1
ME0GALUdDgOVEBSNZ 4TS ++1f u35n5JvrKAvREEqHY j ANEGNVHRMEET ADACH -MBJkG
C5qG5Ib2 f OdBAAOMMACBEFY0L] ADAgSOMANGCSqG5Tb3DOEEBOUAA4GBAD? THEC
MZRsEP3U9hrEgl+5wkeBbyGG. BgLlQonso+] FVLUpyvsVLGzwo4GPnt cZs153HD
+HghVzqirK3qghBnKZv3FE 1o4d7ZvEHEb+rulr8djqV1TAF tvE+Adzb0atPrtsCh
MbdJEIUNqr 351 9Hr ShpLU7 6DRregUqiXLoPr
————END CERTIFICATE——

WEB

The certifisates issued ta you on these web sites are intended for demonstiation purposes only. They must not he used for
commereial purposes. You should also be Suiare thtwe do not verify the identity of persons who request cartificstes. A1l
cetificate raquests are approvad automatizally

@1000 Entrust Technologies. All Rights Resened

SET is a rademan of the SET Secure Eleetionic Transactian, LLC

s. Copy all the text from BEGIN CERTIFICATE to END CERTIFICATE to the clipboard, then paste
it into a file; we used C: \Program
Files\Tivoli\PDWeb\www\certs\EntrustCACert.arm. Again, you may need to
manually edit the file to remove the spaces at the beginning of each line.

t. In the IBM Key Management window, select ‘Signer Certificates’ from the pull-down list:

IBM Key Management - ogram FilesATivoli\PDWeb\wwwcerts\mypdsiv_kdb]
Key Database File Create View Help

DeERd

Key datsbase information

DE-Type: [CME ey database file |
Fite Name: | APrograrm FilesiTivollPDIe iiwwwicesimypdsne kdb
Koy atalvase contant
Signer Certificates v | | Add... |

Thawte Personal Premium CA | Delete

Thawte Fersonal Freemail CA

Thawte Persanal Basic CA View Edit...

Thamte Premium Server CA
Thawte Serer CA IW
erisign Test CA Root Cerificate ;
RSA Secure Server Certification Autharity

WetiSign Clags 1 CA Individual Subseriner-Persona Mot Validated
WeriSion Class 2 CA Individual Subseriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subseriber-Persona Mot Validated
"erisign Class 1 Public Primary Cerification Authority

“erisign Class 2 Public Primary Certification Authority

erisign Class 3 Public Primary Cedification Authaority

A signer cerfificate is from a cerfification autharity (CA) or from-another web site,

u. Click on ‘Add...". The ‘Add CA’s Certificate from a File’ will be displayed. Specify the file where
you saved the CA Certificate (C: \Program
Files\Tivoli\PDWeb\www\certs\EntrustCACert.arm in our case):
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23 Add CA's Certificate from a File

Data type |Baseﬁ4-encnded ASCH data «

Ceriificate file name: |Entru stCACertarm

|| Browse...

Location: |C:1F’ ragram Files\TivolilPOWWebweaicertst

ok || cacst ||

. Click on ‘OK’. The ‘Enter a Label’ prompt will be displayed. Enter a label to use for the

certificate:

Enter a Label

Enter g label for the cerificate:

[Entrust Public CA Cetificate]

| OK || Cancel |

@IBM Key Management - [C:\Program Files\TivoliA\PDWeb\wwwicerts\mypdsiv.kdb]
Key Database File Create View Help

L=

D=

w. Click on ‘OK’. The CA Certificate will be added to the list of Signer Certificates:

Key datshase information

DB-Type:
Fille Narm

S key database file |
iProgram FilesiTivalPDYeplwwwicersimypdan kb

Key tatabase centent

Signer Certificates

Entrust Public CA Certificate

Intearion Cedification Authority Root

IBM YWorld Registry Cerdification Authority

Tharte Persanal Premium CA

Thawte Persanal Freemail CA

Tharie Persanal Basic CA

Thamte Premium Server CA

Thamwte Server CA

‘“erisign Test CA Root Certificate

RSA Secure Server Certification Authority

Werisigh Class 1 Public Primary Certification Authority
Werisign Class 2 Public Primary Certification Authority
“erisign Class 3 Public Primary Cerification Authority

Ther action has suct €
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IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwicerts\mypdsiv_kdb]

NEER =R

DB-Type: |
File Mame: (C:Program FilesiThollPDVebimicartsimypdsry kb

Key datsbase information

[GMS key database file

Key database centent

Personal Certificates hd :| | Receive...

New Self-Signed...

A personal certificale has its associated private key in the database, |

y. Click on Receive. The ‘Receive Certificate from a File’ window is displayed. Ensure that the
Data type is set to Base64-encoded ASCII data and specify the file in which the certificate you
just saved from the Entrust PKI is stored:

Eg_'aﬂeceive Certificate from a File

Data type |Ba’seﬁ4-encodee_l ASClidata v |
Certificate file name: |WebseaICer1 arm \ Browse...
Logation: ICAProgram FilesiTivallPDiwehwmanicertst |

ox || canem ||

z. Click on ‘OK’; the WebSEAL Certificate which has been signed by the CA will be added to the
list of Personal Certificates. (The default certificate is indicated by an asterisk (*).)

IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwicerts\mypdsiv_kdb]

Keybatahasegils Create View Help

DeeRd

Key datsbase information

DB-Type:
Fite Namme: (C!

G titatane s I
S\l DA e s el DR kaD

agTaAn

Key database centent

. Personal Certificates > | Receive... |

|* testwehsealcert | Delete
View/Edit...
Exportimport...
| Becreate Request...

|List of persondl cerificates. Defaultindicated with *i

New Self-Signed...
Extract Certificate...

The requested action has sTulhy pleted! |
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= A datahase validation et oocutred,
OK

Note: If you receive an Error Message indicating ‘A database validation error occurred’, this is
likely to be because GSKit will allow the reception only of Personal Certificates which are either
self-signed or signed by a CA whose certificate is listed in the list of Signer Certificates. The step
described above of receiving the CA Certificate should prevent this error message.

aa. The IBM Key Management utility is no longer required and may be closed.

bb. Back up webseald.conf (Windows: in C:\Program Files\Tivoli\PDWeb\etc; UNIX:
in /opt/pdweb/etc).

cc. Edit webseald. conf:
modify the webseal -cert-keyfile line to point to the key database file (mypdsrv.kdb in
our case);
modify the webseal-cert-keyfile-stash line to point to the key database password stash
file (mypdsrv.sth in our case);

specify the key label by introducing a line in the [ss1] stanza of the following form:
webseal-cert-keyfile-label = test-webseal-cert

dd. On UNIX, after creating the key database file, change the file ownership of the key database
file and stash file to ivmgr. Use the appropriate operating system command for changing file
ownership:

# chown ivmgr <keyfiles
# chown ivmgr <stashfile>
(Need to check whether this is necessary with PD 3.8. **)

ee. Start WebSEAL. (In Windows, start Policy Director WebSEAL. In UNIX issue
/etc/iv/pdweb start)

ff. Ensure that all the Policy Director services/process have started. If they do not all start, look in
the log for the corresponding service/process.

gg. Verify that Policy Director is behaving as is now expected by pointing a web browser at
WebSEAL using SSL. Note that a message indicating ‘New Site Certificate’ or ‘The security
certificate was issued by a company you have not chosen to trust’ (or equivalent), as we have
not used a CA whose certificate is installed in the browser by default, but you can choose accept
the certificate (either for this session or until it expires) using the browser panels. You should no
longer see the Certificate Name Check message.
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Additional notes

If you are using a Global Certificate (or “step-up certificate”) issued by Verisign, the procedure will
be broadly the same as the Certificate Signing Request process describe above, with the addition
that you need to add the intermediate certificate from Verisign to the list of signers:

a. You can download the intermediate CA certificate for Verisign from
http://www.verisign.com/support/tic/class3_install_docs/ibm/v00g.html or
http://www.esign.com.au/custsupport/server/install/intermediate/v00g.shtml

b. Go to the Signer Certificates pulldown menu and click on ‘Add’.
c. Specify the base-64 encoded certificate that you downloaded from the web site.
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21. Setting up client certificate authentication

(Client certificates can be obtained for demonstration use only from the Tivoli PKI demonstration
site at http://demota.dfw. ibm.com/YourDomain/index.jsp. This site is accessible over
the Internet.)

a. Set up a WebSEAL Server certificate as described in the previous chapter.

b. Edit webseald.conf (in C:\Program Files\Tivoli\PDWeb\etc\ Windows or
/opt/pdweb/etc/ UNIX): within the [certificate] stanza, there is a statement accept-
client-certs = never
Change itto accept-client-certs = optional
or accept-client-certs = required

c. Also in the webseald.conf uncomment the entry for cert-ssl and specify the library
sslauth.dl1 which is provided with PD 3.8 as shown below.

[authentication-mechanisms]

# List of supported authentication mechanisms and
# their associated shared libraries

<passwd-cdas-librarys>
<passwd-ldap-librarys>
<uraf-authn-library>
<token-cdas-library>
sslauthn.dll
<cert-cdas-library>
<http-request-library>
<cdsso-authn-librarys>
<passwd-strength-librarys>
<cred-ext-attrs-librarys>

#passwd-cdas
#passwd-1ldap
#passwd-uraf
#itoken-cdas
cert-ssl
#cert-cdas
#http-request
#cdsso
#passwd-strength
#cred-ext-attrs

passwd-ldap = C:\Program Files\Tivoli\Policy Director\\bin\ldapauthn.dll
cert-ldap = C:\Program Files\Tivoli\Policy Director\\bin\certauthn.dll

d. Start the iKeyman utility and open the key database which we configured in the previous
chapter. Click on ‘Signer Certificates’ and add the certificates for the Certification Authority(ies)
which we are choosing to trust. (If we are using the Entrust Public CA or a Tivoli PKI CA, we
added this certificate when we followed the steps in the previous section.)
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IBM Key Management - [C:\Program Files\Tivoli\PDWeb\wwwicerts\mypdsiv_kdb]

KeyDatabase Flle Create View  Help

DeERd

DE-Type:  (GMS key databiase file |
File Hame: (CProgram Filsa\ThoIPDWabiwwwicartsimypds ki

Key datsbase information

Koy atalvase contant
Signer Certificates - | | Add... |
Tivoli Pl Dema System CA Certificate | Delete
Thawte Persanal Premium CA

Thawte Personal Freemail CA ViewEdit...
Tharte Persanal Basic CA

Thawte Premium Server CA IEI
Thamie Server CA

“erisign Test CA Root Certificate

RSA Secure Server Certification Autharity

WeriSion Class 1 CA Individual Subseriber-Persona Mot Validated
WeriSign Class 2 CA Individual Subseriber-Persona Mot Validated
eriSign Class 3 CA Individual Subscriber-Persona Mot Validated
“erisign Class 1 Public Primary Cerification Authority

Werisign Class 2 Public Primary Cedification Autharity

“erisign Class 3 Public Primary Cedification Authority

The requested action has sTulhy pleted! |

e. For each Certification Authority listed in the Signer Certificates, you need to specify whether
certificates issued by that CA are trusted when used for Client Authentication. Select an entry
from the Signer Certificates list and click on ‘Add’:

Key information for [Tivoli PKI Demo System CA Certificate]

.l Tiveli PKI Demo System CA Certificate |
Key Size: 1024
Cerfificate Properiy:
Wersion #5093
Serial Number: o
Issuexd to:
TRKIZT
FIC
B
Issued ne
TRKIZT
FIC
GH
alidity: Yalid from August 13, 2001 to August 13, 2031
Fngerprint {(MD5 Digest):
04:FE:0RELO5:02A0:DAEC.CSD7:68:B 1:73:80:50
Signature Algorithm:  1.2.840.113549.1.1.5{1.2.840.113549.1.1.5)
[¥] Set the certificate as a trusted root
OK

f. If you are going to trust client certificates issued by this CA, set the check mark beside ‘Set the

certificate as a trusted root’; if you do not trust certificates issued by this CA, clear the check
mark.

g. Click on ‘OK’.
h. Repeat this procedure for each Signer Certificate in the list.

i. If CRL checking is required, edit the [ss1] stanza in webseald. conf as described in the Policy
Director WebSEAL Administration Guide.

j- Ensure that the DN specified within the Client Certificate matches the LDAP DN defined for the
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corresponding PD user.
k. Re-start WebSEAL to make these changes take effect.

I. Once this is all setup you should now be able to point your browser to a protected resource and
use your certificate to authenticate.
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22. Setting up an SSL connection to the LDAP Directory

This section describes the process for configuring SSL support for the LDAP communication
between the LDAP Server an the LDAP Client(s).

. If required, install the SSL Runtime Toolkit at the LDAP Server and the LDAP Client(s)

. Create a key database file at the LDAP Server

. Create a self-signed certificate at the LDAP Server

. Create a key database file at the LDAP Client (Policy Director Server)

. Install LDAP Server certificate at the LDAP Client (Policy Director Server)

. If required, set up SSL support for the Directory Management Tool on the LDAP Client(s)

More information is given on these steps in the following paragraphs.

Note: It may be advisable to ‘start simple’ - in other words first to get Policy Director working with
an unencrypted connection to the LDAP Directory. Once this is working correctly, you can then
follow the steps described in this section, then re-configure the Policy Director Servers to use an
SSL connection to the LDAP Directory. (Under NT this last step also requires uninstalling and re-
installing Policy Director.)

Ensure that the IBM Global Security Kit (GSKit) SSL Runtime Toolkit is installed on both the LDAP
server and any LDAP clients that will be using SSL. This should be the case as it is required by
PD’s RTE.

If the SSL Runtime Toolkit is installed you will find gsk4ikm . exe in the C: \Program
Files\IBM\GSK4\bin directory of an NT machine.

LDAP Server - create the key database file

a. On the LDAP Server machine, start the IBM Key Management tool (gsk4ikm):
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i 5 |

[8118M Key Management
Key Database File Create View Help

[SI==]

DB-Type: |
File Name: |

Key database information

Key datalrase content

Personal Certificates

To start, please seléct tie Key Database File menu Lo work with a key database..,

b. Click on Key Database File -> New; verify that the ‘Key database type’ is CMS key database
file, and specify a flename and path for the CMS Key Database. (We used

C:\1ldapsrvkey.kdb.)

Hew

Key datahase type ‘ CMS key database file

lIdaps rvkey.kdb | ‘ Browse...

ek |

File Name:

Loeation: [

OK H Cancel |

c. Click on 'OK’. The ‘Password Prompt’ panel will be displayed. Enter a password (twice) (we
used Secure99) and check the ‘Stash the password to a file?’ box:
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Pazsword Prompt

Password: [~ |

Confirm Passwored: [~ |

[_] Set expiration time?

[+| Stash the password to a file?

Password Strength:

N -

s Y v v

| oK || Reset H Cancel ‘

d. Click on ‘OK’; an information message will inform you where the password has been saved:

Information

% The password has been encrypted and saved in file:
1 caudapsrvkey.sth,

OK

e. Click on ‘OK’; information about the key database just created will be displayed at the top of the
panel:
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IBM Key Management - [C:\ldapsrvkey kdb] [_[O]=]
KeyDatabase File Create Miew Help

DR

DB-Type: [0
File Name: iC:\Idgi}sﬂkre.vtkgt}

Key database informatian
LA

Key databasa cantent
Signer Cerfificates - ‘ ‘ Add... |
Thawte Persanal Premium CA ‘ Delete
Thawte Personal Fraemail CA

Thawte Personal Basic GA View/Edit... |
Thawte Prerium Server CA —_—
Thawte Server CA ’W
werisign Test CA Root Certificate

RSA Secure Server Certification Authority

WeriSign Class 1 CA Individual Subscriber-Persona Mot Validated
WeriBign Class 2 CA Individual Subscriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subscriber-Persona Mot Validated
Wetisigh Clags 1 Public Primary Certification Authority

Werisign Class 2 Public Primary Cettification Autharity

Werisign Class 3 Public Primary Certification Authority

The requested action has successfully completéd! |

f. Next create a self-signed certificate for the LDAP Server. Click on Create -> New Self-Signed
Certificate.

g. The ‘Create New Self-Signed Certificate’ panel will be displayed. Type a name in the ‘Key
Label field that GSKit can use to identify this new certificate in the Key Database (we used LDAP
Server). Specify a Common Name and Organization (in our case secure2.pisc.uk.ibm.com and
ibm) and specify the country (in our case we used GB)

Eleale Mew Self-Signed Certificate

Please provide the Tollowing:
Key Label [LDAP Server |

Version K509v3 -
Hey Size 1024

Common Name lsecure pisc.ukibm.com

Organization Unit - (optional)

|
Orpanization {ibm |
|
|

I
Loeality (optional) |
State/Province (optional) li
Zipcode (optional) Ii
Country |GB w
validity Period 365 | ‘Davs
| ok || Reset || cancel |

h. Click on ‘OK’. A public/private key pair is generated and certificate created. The certificate just
created will appear in the list of ‘personal certificates’
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IHH Key Management - [C:Aldapsivkey kdb] |_ (O] %]
KeyDatahase File Create View Help
= TIE
Do RIS
Key database information
DE-Type: (M8 ey database fie
File Name: Cildapsnbey kda
) Key database centent
Personal Certificates > | | Receive... |
= LDAP Sener | Delete
| View/Edi...
Exportimport...
| Recreate Request..,
New Self-Signed...
Extract Certificate...
The requestéd action has successiully completed! |

i. Next, the LDAP server’s certificate needs to be extracted to a Base64-encoded ASCII data file.
Highlight the certificate that has just been added to the database and click on ‘Extract
Certificate...” which is bottom right on the panel.

j- The ‘Extract Certificate to a File’ panel will be displayed. Specify the ‘Data type’ as Baseé64 -
encoded ASCII data and specify a filename and directory (we used
C:\LDAPsrvcert.arm):

Extract Certificate to a File
Data fype | Base64.encoded ASCll data « |
Certificate file name: |LDAPsr\rcertarm || Browse..
Location: [ |
| ok || cancer | e
k. Click on ‘OK’.

|. Copy the . arm file you have just created to the LDAP Client machine (in other words the Policy
Director Server component machine, for instance the WebSEAL machine).

m. On the LDAP server machine, point a web browser at http://servername:port number/ldap and
log on as the administrator.

n. Clicking on Security > SSL > Settings, you will be presented with the LDAP SSL
options.
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2 SecureWay Directory Server Web Admin: secure? - Netscape

File Edt View Go Communicator Help
2 2 A @4 2 W o+ & O @ HH
Back.  fojvcd  Reload  Home  Seach  Mefscape Pl Secwily  Shop Sl |
. " Bockmatks Locatiat: nitp: /#secure2 pise. uk ibm com 81 /dap/cgibin/ldaca exe Faction=5lait | EU whats Rielated
2| Alinstantessage [ webtal [® Contact @ Pecple [F YelowPages 8] Download (- Channels
I — — —

Directory Server

D) ntraduction
» £ Settings
B3 Security ] Reaty
~[3s5L
Settings Edit the 351 general settings, then click Update.
Encryption
Certificate revocatiolf  SSL status T B5L Only
Kerberos @ 33L On
» B3 Replication © SSL Off
» (] Database
» 03 Current stats Authentication method & Server Authenfication
4 tgggﬁ_ € Server and Chent Authentication
Secure port 636
Key datahase path and file name |,::\ ldapsrvkey. kdb
Key label |

& password is only required if there 13 no password stash file for the key database, or if you wish to override the password stash.

Key password |

Confirm password |

Update Reset

Related tasks;

+ Encryption - Select the type of 851 encryphion.
+ Certificate revocation - Define the LDAP server used for certificate revocation.

gl [ — ]

== (i o s e B R AN

0. Click on ‘SSL On’ if you want the LDAP Server to support both SSL and non-SSL access, or
‘SSL Only’ if you want the LDAP Server to support SSL only. Leave ‘Authentication method’ as
Server Authentication and specify the key database path and file name
(c:\1dapsrvkey.kdb in our case).

p. Click on ‘Update’.
g. Click on ‘restart the server’ to restart the LDAP server and allow this change to take effect.

r. To test that SSL has been enabled, run the following command from a command line at the
LDAP server:

ldapsearch -h servername -Z -K keyfile -P password -b "" -s base
objectclass=*

The results should look similar to the following:

C:\>ldapsearch -h secure2 -Z -K "c:\ldapsrvkey.kdb" -P Secure99 -b "" -gs base
objectclass=*

Namingcontexts=CN=SCHEMA
Namingcontexts=0U=EMEA, O=IBM, C=GB
Namingcontexts=SECAUTHORITY=DEFAULT
Namingcontexts=CN=LOCALHOST
Subschemasubentry=cn=schema
supportedextension=1.3.18.0.2.12.1
supportedextension=1.3.18.0.2.12.3
supportedextengion=1.3.18.0.2.12.5
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supportedextension=1.3.18.0.2.12.6
supportedcontrol=2.16.840.1.113730.3.4.2
supportedcontrol=1.3.18.0.2.10.5
secureport=636

security=ssl

port=389

supportedsaslmechanisms=CRAM-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=3.2.1
ibm-ldapservicename=secure2.pisc.uk.ibm.com
ibm-adminid=CN=ROOT

ibm-servertype=master
ibm-supportedacimechanisms=1.3.18.0.2.26.2

LDAP Client (Policy Director Server components) - create the key database
file

a. On the LDAP Client machine, start the IBM Key Management tool (gsk4ikm):

[B1BM Key Management =] B3
KeyDatabaseFile Create View Help
ol i Y
N=zaEE
Key databiase information
DB-Type:
File: Name:
Key databiasa cantent
Personal Certificates -

To start, please sefect the Key Database File menu to work with a key database... ‘

b. Click on Key Database File -> New; verify that the ‘Key database type’ is CMS key

database file, and specify a filename and path for the CMS Key Database. (We used
C:\LDAPclikey.kdb.)

Hew
Key database type | CMS Key database file - |
File Name: |LDAF' clikey. kdh | Browse...
Location: [ |

| 0K | | Cancel |

c. Click on’OK'. The ‘Password Prompt’ panel will be displayed. Enter a password (twice) (we
used Secure99) and check the ‘Stash the password to a file?’ box:
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Password Prompt E3

Password; [ |

Confirm Password: [~ |

[_] Set expiration time?

[ Stash the password to a file?

Password Strength:

| oK || Reset || cancel |

d. Click on ‘OK’; an information message will be inform you where the password has been
saved:

e. Click on ‘'OK..

LDAP Client (Policy Director Server) - install LDAP Server certificate

a. Ensure you are viewing the ‘Signer Certificates’ from the drop-down menu:

EIBM Key Management - [C:ALDAPclikey.kdb]

Key Database File Create View Help

D=aR

Key datahase information
DB-Type: :C_MB key databhase file
File Hame: | GILDAPClikey kb

Key database content
Signer Certificates v | Add. |
Thawte Personal Premium CA | Delete
Thawte Personal Freemail CA

Thawte Personal Basic CA ViewEdit...
Thawte Premiom Server CA

Thaute Server CA ,W
Yerisign Test CA Root Certificate

RS54 Secure Server Cettification Autharity

WeriSign Class 1 CA Individual Subscriner-Persona Mot Validated
WeriSign Class 2 CA Individual Subscriber-Persona Mot Validated
WeriSign Class 3 CA Individual Subscriber-Persana Mot Yalidated
‘erigign Class 1 Public Primary Certification Autharity

Werisign Class 2 Public Primary Cerification Autharity

Werisign Class 3 Public Primary Certification Authority

Ther action has |

b. Click on ‘Add...": the ‘Add CA’s Certificate from a File’ panel will be displayed. Select the data
type as Base64-encoded ASCII data, and specify the name and location of the .arm file
which you extracted from the LDAP server: (c:\LDAPsrvcert.arm in our case)
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Datatype | Base64_encoded ASCH data > |
Certificate file name: |LDAPSNcertarm || Browse..
Location; [ca |

OK Cancel .

c. Click on ‘OK’; the ‘Enter a Label’ panel will be displayed. Specify a label for the signer
certificate that you are adding. (We used LDAP Server; alternatively you might like to use the

machine name of the LDAP server.)
Enter a Label

Enter a label for the cerificate:

[LDAP Server |

| OK || Cancel |

d. Click on ‘OK’; the LDAP Server self-signed certificate appears in the client's Key Database as a
Signer Certificate:

1 IBM Key Management - [C:\LDAPclikey.kdb] 1= E3
Key Database File Create VWiew Help

DRI

DB-Type:  CMS key database file
File Name: |CL DAPclikey kdb

- Key database information

Hey database content

Signer Certificates - [ Awa. |

LDAP Sarver | Delete
Thawte Personal Premium CA

Thawte Personal Freemail CA ViewEdit...
Thawte Personal Basic CA

Thawte Premium Server CA ,W
Thawte Server CA

“erigign Test CA Root Certificate

RS54 Secure Server Cerdification Autharity

WeriSign Class 1 CA Individual Subscriber-Persana Mot Yalidated
WeriSign Class 2 CA Individual Subscriber-Persona Mot Yalidated
WeriSign Class 3 CA Individual Subscriber-Persona Mot Validated
erisign Class 1 Public Primary Certification Autharity

Werigign Class 2 Public Primary Cerlification Authority
Werisign Class 3 Public Primary Cerification Authority

Ther ted action has Tully il |

e. Highlight the newly added Signer Certificate and click on ‘View/Edit...". Ensure that it is marked
as a trusted root by making sure that ‘Set the certificate as a trust root’ tick box is selected:
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FI LDAP Server |
Hey Size: 1024
Certificate Property:
Wersion X509 3
Serial Humber: JB:AB:GO:BF
Issued to:
secure.pisc.ukibm.com
ibm
=H
Issued nn
secyred.pisc.ukibm.com
ibim
GH
Walidity: Valid from September 20, 2001 to September 21, 2002
Fingerprint (MD35 Digest):
ED:F7:B41EED:95:42:6E:35:E9:21:17:23:F2:CA:FD
Signature Algorithm:  1.2.840.113549.1.1.4(1.2.840.113549.1.1.4)

[] Set the certificate as a trusted root
OK

f. Click on ‘OK’ to dismiss the dialogue.

g. To test that SSL communication is working correctly between the LDAP Client and Server, run
the following command from a command line at the client machine

ldapsearch -h LDAP servername -Z -K client keyfile -P password -b "" -s base
objectclass=*

h. The results should look similar to the following:

C:\>ldapsearch -h secure2.pisc.uk.ibm.com -Z -K "c:\LDAPclikey.kdb" -P Secure99
-b "" -s base objectclass=*

Namingcontexts=CN=SCHEMA
Namingcontexts=0U=EMEA, O=IBM, C=GB
Namingcontexts=SECAUTHORITY=DEFAULT
Namingcontexts=CN=LOCALHOST
Subschemasubentry=cn=schema

Supportedextension=1.3.18.0.2.12.1
Supportedextension=1.3.18.0.2.12.3
Supportedextension=1.3.18.0.2.12.5
Supportedextension=1.3.18.0.2.12.6
Supportedcontrol=2.16.840.1.113730.3.4.2
Supportedcontrol=1.3.18.0.2.10.5

Secureport=636

Security=ssl

port=389

supportedsaslmechanisms=CRAM-MD5
supportedldapversion=2
supportedldapversion=3
ibmdirectoryversion=3.2.1
ibm-ldapservicename=secure2.pisc.uk.ibm.com
ibm-adminid=CN=ROOT

ibm-servertype=master
ibm-supportedacimechanisms=1.3.18.0.2.26.2
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Configuring PDRTE for SSL communication to LDAP

If you wish to use SSL communication between PD components such as WebSEAL and LDAP
then you will need to make this decision as you configure the PDRTE. This will mean a couple of
different choices than those described in the earlier chapters.

When configuring PDRTE you will see the sceen below.
'fl“ 55L Communication with the LDAP Server

Enable SSL Communication with the LDAP Server?

* Yes " No

S5L Port Number

|ﬁ3ﬁ

S5L client key file
Ic:'-,LDAPcIikt:y.kdh

SSL client certificate label [if required)

SSL client key file password

I

< Back Mext > | Cancel I

a. Specify ‘Yes’ to the question do you want to enable SSL communication with the LDAP Server.
Enter the port number (we used the default) and enter the path and filename of the SSL client
key file (in our case c:\LDAPclikey.kdb). Enter the SSL client key file password (Secure99 in our
case) and click ‘Next’. You will see the summary screen below.
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1&* Policy Director Configuration Review

Management Server Host:
secure2.pisc.uk.ibm.com
Listening Port:
7135
Name of the file containing the Management Server's signed cerificate:
CApdcacert.bb4
User Hegistry Selection: Idap
LDAP Host Mame:
secureZ.pisc.uk.ibm.com
LDAP Port Number:
389
LDAP DN for GS0 Database:
ou=emea,o=ibm,c=gb
Enable S5L Communication with the LDAP Server?: Yes
S5L Port Number:
636
S5L client key file:
cALDAPclikey.kdb
S5L client key file password:

AR

< Back

Click ‘Finish’, the PDRTE is configured.

You can then continue and configure any remaining PD servers that you need that will then
communicate via this PDRTE to LDAP.

Cancel
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23. Installation of SecurlD token support

Note: this section needs to be revised for Policy Director 3.8.

Grateful acknowledgement to Jorge Ferrari, from the WW Security Competency Center, and David
Winters - this section is based on their work. This section describes the installation of the SecurlD
ACE/Server to support Policy Director 3.6 token authentication in a Windows NT environment. The
ACE/Server is installed in the same machine where Policy Director is installed - this is an unlikely
situation in real world, but it is useful for demonstration purposes. (Refer to the Policy Director red
book for a description of how to install the ACE/Server on a machine remote from WebSEAL.)

This assumes that assume you are using the ACE/Server package from Security Dynamics which
was supplied with the SecureWay Boundary Server (SBS), so you have:

* CD-ROM with the ACE/Server 3.3.1

* CD-ROM with the ACE/Agent CD 4.3 (not used in this installation)
* Diskette with the ACE/Server license code

* Diskette with the tokens record (token Seed Kit), and

* Two SecurlID tokens
This also assumes that you have a working Policy Director 3.6 running on NT.

a. Log in as a Windows NT administrator.

b. If there is any possibility of the ACE/Server having been previously installed on the machine,
delete the file C: \WINNT\system32\securid. (This file contains a secret which is used for
the cryptographic protection of communication between the ACE client and server.) You might

also want to ensure that the \ace directory is deleted (to remove any existing ACE/Server
configuration data).

c. Insert the ACE/Server V3.3.1 CD-ROM into the CD drive.
d. Insert the diskette labelled "ACE/Server V3.3.1 2 User Promo License" into the diskette drive.

e. Using ‘My Computer’ find the \aceserv\nt i386 directory on the CD, and double click on
setup.exe. An ACE/Server window displays, followed by the Welcome screen:
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s fad

f. Click on ‘Next’. A further Welcome screen will be displayed:

ACE/Server v3 3

Secuify

. .
ABivingston
> i

« Back

Concel |

g. Click on ‘Next’. The License Agreement screen will be displayed:

Flead the following License Agresment. Lse the sciol bar tosee the rest of the:
agreemert

PLEASE READ CAREFULLY BEFORE CONTINUING WITH THIS INSTALLATION s
AT THE END OF THE LICENSE TERMS AND CONDITIONS STATED BELOW., YOU
WILL BE ASKED TO ACCEPT OR REJECT SUCH TERMS. BY [NDICATING YOUR
ACCEFTANCE. vOU AGREE TO BE BOUND BY THE TERMS DF THIS LICENSE
AGREEMENT

This s a logel agreement between the end ser [You') and Secuiy Dynarmics
Technelogics, Ine. ['SDI"). This Agtocment may be aupcrsadad by o proviousy sgroed
o el slaned Software License Agreement.

LICENSE AGREEMENT

1. GRANT OF LICENSE, 5D) giants You 2 nonexclusive, norrtransferable
fense. o use ane copy o the following SD1 sofware rogsem i obiect fomorly e o |

Do you acceptailthe teims of the preceding Lisense Agresment? If yois chosse No. Setup
wil loze: T instell ACE£S erver for Windows NT, you must aceept this agreement

« Back

h. Click on ‘Yes’. A ‘New Input Files’ screen will be displayed. Ensure that the diskette labelled
"ACE/Server V3.3.1 2 User Promo License" is inserted in the diskette drive specified.

If his is @ riews Master setve instalstion, insert the diskelte
Iabeled ACE/Server v 3.1 3 Master Server License! inlo the
& dive, I his is a Slave or Remnte Adminisiration instalation,
o= the Installation Manual lor more information.

=
Browse..

<Back [ Mews | Cacd |

i. Click on ‘Next’. The ‘Available Input Files’ screen will be displayed:
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Available Input Files [x]

The following is 2 list af the input files currently avalable. The:
availabily of these files will determine whick installation optiars
will be aliowed. E

Cusent Settings:

Hew Licens= Recard:

Biblicense.reo FOUND
ense version: 3
Company; Fromotional
License (D: SRAG0000
Numbe of tokens: 2
Slave optiort Enabled
RADILIS optian: Enabled

[Nes Configuiion Resord:

A:h\sdeont ree NOT FOUND. =
g y
< Back, I et II Cancel |

j- Click on ‘Next’. The ‘Installation Directory’ screen will be displayed:

Installation Directory [ <]

Enter the pathname to the destination directory.

Biowse.

cgaok [ Met> | Cowel |

k. Click on ‘Next’. The ‘Installation Options’ screen will be displayed. Select ‘New Master
ACE/Server’, and optionally select ‘Documentation’:

Installation Dptions [ x]

Inuthe Components list, select the items you want o install
and clear the items you don't want toinstall.
Cemponents.

v New Master ACE /Seiver 72527 K
1 New Slave ACE/Server BE896 K.

B4 Documentation
| PROGRESS 8.2C Development Tools 93660 K

iption
AEE/Server Documentation Files e

Space Requied: 82534 K Spacedvalsble 177014 K

< Back | Next > | Cancel |

I. Click on ‘Next’. The settings specified will be displayed:

Setup has eneugh infermation terstart copying the program fles:
If yous wart to teview o change any seitings: ik Bask, [f pou
ate satisfied with the settings, click Next to begin copying files.

Current Settings:
Top lavel ACE /S erver dieclory: =
CAACEL

Actions:
Install master ACE #5eiver yersion 3.3 114
Automatically instal remate administation version 23,114
Install documentation

g y
< Back, I et II Cancel |

m. Review the settings and click on ‘Next’. The files will be copied across and the ‘Installation
Complete’ screen will be displayed:
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Installation Complete [ x]

Before yau can use ACE /Server for Windows NT, you must
restart your computer in order to enable the HELP buttons.

To revien or madify ACE /Seiver configuration information, select
ihe ACE/Server Configuiation Managsment mery tem.

Toimplemert SecurlDl pratection, see the ACE /Server for
“Windaws NT Administration Marual

@ Wes Tyant torestarl my compuler now!
o, | will istart my computer later

Remove any disks from their drives, and then click Firish to
complets setup.

n. Remove the diskette from the diskette drive. Click on ‘Finish’. The system will re-start.

0. Issue Start -> Programs -> ACE Server -> Database Administration - Host Mode. From the
menu bar select Client -> Add Client.... The ‘Add Client’ panel will be displayed:

Adel Client

Name: [

Netvork address:

sites | Select

Client type:

Communication Server
Single-Transaction Comm Server =l

Encryption Type: © SDI @ DES

7 SentNode Secret
I~ Open to All Lacally Known Users
T Bearch Other Bealms for Unknown Users

Group Activati

Secondary Nodes... Delete

Edit Client Extension Data... AgcignfChange Encryplion Key,.

Cancel Help

p. Enter the name of the Policy Director machine in the Name field. When you press Tab to exit
the Name field, the IP address of the Policy Director machine will automatically be displayed in
the Network address field, based on the information you have in your DNS server or local hosts
file. Select a Client type of Single-Transaction Comm Server:

Add Client

Name: !hzrperv.wtlwyn.uk.ihm.mm

Network address: [[NETELIFIG T
Site: | Select

Client type:
Communication Server
Single-Transaction Comm Server =l

Eneryption Type: © SDI = DES

IF{GentNode Secret
I~ Open to All Locally Known Users
T BearshiDter Fealms for Unkaown Users

Group Activations... User Activations, ..

Secondary Nodes... Delete Client

Edit Clieni Extension Data.. AssigniChange Encryption Key...

Cancel Help

g. Click on ‘OK’. You will be returned to the ACE/Server Administration screen.

r. From the menu bar, select Group -> Add Group.... The ‘Add Group’ panel will be displayed.
Enter the name of the group you want to activate at the client - in our case we created the group
PD Users:
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[Add Group [=]

Name: [PD Users|

Site: Select

Members... Client Activations... |

Délele Group Edit Group Extension Data... i

Edit Access Times...

ok | | cancel| Henp |

s. Click on ‘Client Activations...”. A confirmation message will be displayed:

This group will be added to the database. Do you want to.
continue?
ves

t. Click on ‘Yes. A ‘Client Activations’ panel will be displayed. Ensure that the Policy Director
machine is highlighted under ‘Clients’, and click on ‘Add Client’. The Policy Director machine will
be added to the list under ‘Clients Activated On’:

Client Activations

Group: PD Users

Clients ] o On

harperv.welwyn.uk.ibm.com B harperv.welvwyn.uk.ibm.com B

“ Add Client | Remove Client
i Filter Edit Client...

Exit Help

u. Click on ‘Exit’.
v. The ‘Edit Group’ dialog will be displayed again. Click on ‘OK’.

w. Click on System -> Edit System Parameters.... A ‘System Parameters’ panel will be displayed.
Deselect ‘User-created PINs allowed’ (since Policy Director does not support the user creating
his/her PIN number). You may also like to change the password expiry value from 90 days to

some other value:

Licensc ID: 98000000
Custamer name: Promotional

™ Allow client auto-registration

™ Automatically delete replaced tokens from database
¥ Allow remole adminisliativn

Al user passwords expire in (1-355): [365] days

Administrator authcntication mcthods:
SecurlD Cards and Fobs are most secure. User Passwords are least secure.

 SecurlD Cards and Fobs ~ SoftiDs

[ Lust Tuken Passwunls I Uset Passwurds
PIN Options:

F User-ueated PINs allowed Min PIN length [41:[*

™ User-created PIN= required Max PIN length [B]: ig_

™ Alphanumeric FINs allowed

ACL}Server Date and Time:

Current server date and time: 11{10/2000 125712 [UCT)
Computed offsel currently applied: 0 see

Setclockoffsetto 0 | | Set clock offset by token

II Cancel Help

e changes to Systen Porameters?
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y. Click on ‘Yes’. You will be returned to the ACE/Server Administration screen.

z. From the manu bar, click on Token -> Import Tokens.... An ‘Import Token Filename’ panel will
be displayed. Insert the diskette containing the SecurlD seed values (whose label includes a

batch name, a specification of two Records, and the file name specifications) in the diskette
drive. Select the file on the floppy disk:

Import Token Filename 2]

Lokt | = 2% Floppy () - =

Flename:  [8349880 63,450 Spen |
Files of yme:  [ASCII Fies [245C) ~ Carcel

aa. Click on ‘Open’. The ‘Import Status’ panel will be displayed:

Importing ASCII token file "83498-80-59.ASC"

Token import completed. Select OK to continue

Number of tokens imported: 2
Number of users imported: 0
Number of duplicate tokens imported: 0

Number of duplicate token records discarded: 0
(Administrator tokens cannot be overwritten)

bb. Click on ‘OK’. You will be returned to the ACE/Server Administration screen.

cc. On the menu bar select on User -> Add User.... The ‘Add User’ panel will be isplayed. Specify
a First and Last name for the user, together with the Default login. Note that the Default login
must match the User ID specified in the Policy Director Console:

A lser [=]

First and last name: [Vaughan |

Detauitiogin [rorre

Detauit shell:

 Local User £ Hemote User

Sorial Number_ Typs Status

iginal token R Replacement for previous token

I~ Temporary user

Start datc: #1/01/1966 , 60:60  Cod date: 81/61/1985 , 06:08
1 Allowsd to creats 3 MIN T Hequired to cr

Accign Token...

Group Mombcrships...
SetiChange

dd. Click on ‘Group Memberships...”. A Confirmation message will be displayed:

This userwill be added 0 th dtabase. Do you want o
continge?

ee. Click on ‘Yes'. The ‘Memberships’ panel will be displayed. Ensure that the user group created

is highlighted under ‘Available Groups’, and click on ‘Join Group’. The group will be added to the
list under ‘Group Memberships’:
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Memberships
User: Vaughan Harper

i
" Filter Edit Membership Data...
Edit Group...
Exit Help

ff. Click on ‘Exit’. The ‘Edit User’ panel will be displayed again.
gg. Click on ‘Assign Token...”. The ‘Select Token’ panel will be displayed:

Select Token

Serial Number: |
Takens... Unassigned

I” Retrieve serial number from Smart Card

0K i Can[:eII Help I

hh. Click on ‘Unassigned’. A SecurlD Serial Number will be displayed in the ‘Select Token’ panel:

Select Token

Serial Number: (000002738665
Takens. .

I Retrieve serial number from Smart Card

0K I Cancell Help I

. Click on ‘OK’. The ‘Edit User’ panel will be displayed again, this time with a token specified.
Highlight the token:

F it 11ser

0 Original token  R: Replacement for previous token
Nale: <nones

il Pruii

I Temperary ustr
Start date: B1/81/1986 | 86268 Cod date: 8176171985 , BE: 96

F Allowed o create a MIN I Hequired to create a PIN

Edit Ascignel Administrative Role..

oK Cancel | Apphy LS Changes Sct All S Help.

ji- Find the actual SecurlD token whose serial number matches that displayed.
kk. Click on ‘Edit Assigned Token...". The ‘Edit Token’ panel will be displayed:
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Ldit | oken

Key Fob with § digits, changing every 60 seconds.
Serdal numher: A000N27IRRRS
Assigned to: Yaughan Harper
Next tokencode mode: Off

I nstStatus: Mot | st
Last login datc (UCT): 81/81/4986 , 00:00 ™ Enabled
Token start date: 85/18/1999 _ 05:00

Tken shutdown date: 1273172682 . A0 7 New PN mode

Fesynchronize Token..
SelPIN v

el
Edit Token Extel
Smiard Cai

Il. Click on ‘Resynchronize Token...”. The ‘Resynchronize Token’ panel will be displayed. Key the
six digit number displayed by the SecurlD token:

[Resynchronize Token

Serial Number: 000002738665

Enter the code displaying on the token, then select OK.

szl |

mm. Click on ‘OK. Wait for the display to change, then key the new six digit number displayed by
the SecurlD token:

Serial Number: 000002738665

Enter the code displaying on the token, then select OK.
432111

Wait for the code to change, then enter the new code and select OK.
272982]
Cancel Help

nn. Click on ‘OK’. A message should indicate that the token has been successfully
resynchronized:

ssfull issynchronized

oo. Click on ‘OK’. The ‘Edit Token’ panel will be displayed again.

pp. Click on ‘Set PIN to Next Tokencode.... The ‘Set PIN to Next Tokencode’ panel will be
displayed. Enter the Key the six digit number displayed by the SecurlD token:

Set PIN to Next Tokencode

Serial Number: 000002738665

Enter the code displaying on the token.

05528

Cancel Help

qq. Click on ‘OK’. A message indicating that the PIN will be the first 4 digits of the next tokencode:
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Serial Number: 000002738665

Enter the code displaying on the token.
905528

The PIN will be the first 4 digits of the next tokencode.

Gancel Help

rr. Click on ‘OK’. The ‘Edit Token’ panel will be displayed again.

ss. Wait for the display to change: the PIN for the SecurlD token will be first four digits of the new
six digit number displayed by the SecurlD token. (In our case the next displayed value was
789538, so the PIN is therefore 7895.) Ensure that you note this PIN value.

tt. Click on ‘OK’ to close the ‘Edit Token’ window. The ‘Edit User’ window will be displayed.

uu. Click on ‘OK’ to close the ‘Edit User’ window. You will be returned to the ACE/Server
Administration screen.

vv. Copy the ACE/Server configuration file sdconf . rec from the \ACE\data directory to the
\WINNT\system32 directory. (This file will tell CDAS what encryption to use to communicate
with the ACE/Server and where the server is located.)

ww. Copy the file aceclnt.dll from the \ACE\prog directory to the \WINNT\system32
directory.

xx. Click on ‘Start -> Settings -> Control Panel. Double-click on the ACE Server icon:

ACE/Server
ACE/Server

St | S|

™ Automatic ACEfSenver startup

ACE/Broker

Stop About

yy. Click on ‘Start’. A message indicating that the ACE/Server has been started will be displayed:

ACE/Server

ACE/Server started

zz. Policy Director iv.conf changes:

a) Activate forms-based login: in the [wand] stanza ensure that the https-
forms-auth entry is set to yes.

b) Specify the Token Login Prompt - you must specify a special login form appropriate
to this token-based authentication process. Activate the token login prompt page (HTML)
by changing:

pkms-login-error-page = login.html
#pkms-login-error-page = tokenlogin.html

to:

#pkms-login-error-page = login.html
pkms-login-error-page = tokenlogin.html
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c) In the [wand] stanza ensure that the verify-clients entry is set to either
optional or never. (Otherwise a client would be forced to use certificate based
authentication.)

d) Enable the token CDAS by adding to following line to the [authentication-
mechanisms] stanza. For Windows NT the entry is as follows:

token-cdas=cdasauthn.dll&entry=/.:/subsys/intraverse/cdas/server/token/<hostname>

For Solaris the entry is:

token-cdas= libcdasauthn.so&entry=/.:/subsys/intraverse/cdas/server/token/<hostnames>

For AIX the entry is:

token-cdas=1libcdasauthn.a &entry=/.:/subsys/intraverse/cdas/server/token/<hostnames>

aaa. Start DCE, and ensure that all the correct DCE services are running.
bbb. Log in to DCE.

ccc. Perform the DCE configuration required by the token CDAS server:

a) Change directory to C: \Program Files\Tivoli\Policy
Director\cdas_server\bin

b) At the MS-DOS prompt, issue:

cdas_dce_ setup <hostname> token <cell-admin-passwords>

c) (Although not relevant to this chapter, the equivalent steps on a UNIX platform
involve using a shell script located in the following directory:
/opt/intraverse/cdas_server/bin. The following command needs to be entered: #
sh ./cdas_setup.sh <hostname> token <cell-admin-passwords.)

ddd. Start Policy Director, LDAP (if required) etc, and ensure that all the correct services are
running.

eee. Start the Token CDAS server. You can do this in one of two ways:
. In an MS-DOS window change directory to C:\Program Files\Tivoli\Policy

Director\cdas_ server\bin and enter cdas_server -h <hostname> -r
<registry>

. Start service from Start -> Settings -> Control Panel, double-click on Services,
select Cross Domain Token Authentication Service and click on Start.

fff. Point a browser at a web page which requires authentication and click on Re-access the
page using HTTPS. The token login web page will be displayed. In the Token Authentication
Username field key the Policy Director User ID which matches the Default login configured to at
the ACE/Server administration screen. In the PASSCODE field type the four digit PIN followed
by the six digit SecurlD display:
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Palicy Director Login

Biundunl Auenicaive

* Timmcin

Tolen Suhendestion
Tivsare
BATEICLE

== S Sum ZEEE N o R

ggg. Clicking on ‘Login’ should result in successful authentication.

Problem Determination

In the event of token authentication failing, it is often worth looking at the ACE/Server log. To do
this, use Start -> Programs -> ACE Server -> Database Administration - Host Mode, then Report ->
Activity. Successful token authentication will result in a report similar to the following:

Aetivity Peport  pate: 11/27/2089 17:35:48
Page: 2 of 2

pate Tine Current User/Client (Group) AfFected User
vescription (sice) server

172242000 17:22:370 SYSTEH =5t

11/27/2089 17:22:97L Adnin Sevver Started harpers. ueluyn. uk.ibn. con

11/37/2009 17:34:270 usera/haypery. velwyn.uk.ibn.con 888082738665/ Vaughan Harp
11/27/2009 17:34:27L ode Secrct Seat to Glient harpery. veluyn. uk

11/27/2000 17:34:27U usera/harpery. velvyn.uk.ib ©00002
11/27/2009 17:3u:27L PASSCODE Accepted harpers. ueluyn. uk_ibn. con
11/27/26R8 172351 A7 Administeatar

117204209 143851 0/L Saatnin Starced narpery. weluyn . uk.1bm. con

11/27/2059 17:35:400 Adninistrator

11/27/2000 17:35:40L Printed Activily Repurt I

Uninstalling

Problem:

When you uninstall the WebSEAL component of Policy Director 3.6 - that has been configured with
the default token (SecurlD) CDAS server - the token CDAS server is not removed from the system.

a. Workaround:
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You must perform the following steps to manually remove the token CDAS server before you
begin the normal WebSEAL uninstall procedure. (These steps must be performed as a Windows
NT administrator.)

b. From the Windows NT Services panel, shut down the token CDAS server by selecting "Cross
Domain Token Authentication Service" and click the Stop button.

c. From the Windows Command Prompt, enter the following commands to manually remove the
token CDAS server component:
MSDOS> dce_login cell_admin <password>
MSDOS> cdas_dce_remove.exe <host> token
Where host is the name of the machine where the token CDAS server resides.

d. You can now start the normal WebSEAL uninstall procedure.
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24. Sharing an LDAP Directory between Policy Director
and Trust Authority

Note: This section is very old, and is certainly not definitive: it is left in just in case it may be of
use. It gives some notes regarding setting up an LDAP Directory so that it can be shared between
Policy Director and Trust Authority.

a. TA & PD each have their own LDAP requirements, all of which must be met for the products to
use the same LDAP Directory successfully.

b. We set up LDAP for PD first; however this meant installing some of the required software at the
levels required by TA. Refer to TA Installation Guidelines document, and elsewhere in this
document, for the default steps.

c. On the LDAP Server, perform the folowing steps:

a) Install DB2 EE as per the Trust Authority Installation Guidelines document
b) Install DB2 FP10 as per the Trust Authority Installation Guidelines document
c) Install LDAP as per this document

d. Now follow this document and install the remainder of PD as normal on the same or another
machine.

e. PD should now be up and running, using the LDAP Server.

f. Now for the TA bit: install the TA server as normal until after you have run the post install
configuration, as per the Trust Authority Installation Guidelines document.

g. Now set up the LDAP server machine as follows:

a) On the LDAP server install the JDK 1.1.6 as per the Trust Authority Installation
Guidelines document.

b) Install IBM SecureWay Directory Server Support (part of the TA install).

c) Copy the V3 .Modifiedschema. ta file from the Trust Authority install directory to

the location of your LDAP Directory, as follows:
copy c:\Program Files\IBM\Trust Authority\cfg\V3.Modifiedschema.ta
yourDirectoryPath\etc

d) The V3 .Modifiedschema. ta file contains the schema definitions for the Trust
Authority object classes pkiUser and PKiCA
e) Edit the existing slapd. conf file located in yourDirectoryPath\etc to add

the following lines:
includeSchema /etc/V3.Modifiedschema.ta
suffix "c=us"
f) Stop and re-start the LDAP server to make use of these new settings.
h. Start the Setup Wizard to configure the TA server machine from your chosen browser, and
specify configuration values until they are complete.

i. From the TA server run CcfgStart -i as normal, but this time cfgstart will stop at the point
when the LDAP server needs to be configured.

j- At this point go to the LDAP Server machine and run the TA post installation configuration (Start -
> Programs -> IBM SecureWay Trust Authority -> Post Installation Configuration)
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k. Next run cfgStart -1 onthe LDAP server.

I. Once this is complete go back to the TA server and run CfgStart -1 again, this will complete
the TA configuration.

m. Once complete TA can be tested in the normal way. One you have issed a certificate you
should be able to check the LDAP directory for the appropriate entry.
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25. Useful LDAP commands

For a full treatment of LDAP, see the excellent red book SG24-5110 LDAP Implementation
Cookbook. But in the meantime, the following commands may prove useful:

® Jldapsearch -h hostname -b "Cc=us" "objectclass=*" "
this lists all attributes for all directory entries with a base of “C=US”

® 1ldapsearch -h hostname -b "C=US" "objectclass=*" "modifytimestamp"
this lists the time stamps for all directory entries with a base of “C=US”

¢ ldapsearch -t -h hostname -b "c=us" "objectclass=*" nan
useful for binary objects - this writes all attributes to files, and displays the names of the files
created, for all directory entries with a base of “C=US”

¢ ldapsearch -h hostname -b mn -s base "objectclass=*"
this lists all the base objects within the dirctory
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26. Troubleshooting...

This section is certainly not comprehensive, but it gives a few miscellaneous ideas that might help
relating to fault finding/problem determination. Not every item is applicable to every platform.

Policy Director won’t start...

a. Has LDAP started? Are the correct LDAP services running? Try issuing an 1dapsearch from
the machine in question to the LDAP directory.

b. Have all the Policy Director servers started?

Under AlX, if you type ps -ef |grep PolicyDirector, the following processes should be
listed: pdmgrd, pdacld and if youtype ps -ef |grep pdweb the following process should
be listed: webseald.

If not, look at the appropriate log files.

If under UNIX the Policy Director servers won't start it might be worth stopping them all and then
deleting any Process ID files left over (e.g. secmgrd.pid).

Problems once Policy Director has started...

Depending on the nature of the problem, doing one of the following steps may help:

e Try running an IP trace between WebSEAL and LDAP. (See below for hints on running
traces.)

e Run LDAP in debug mode. If you are using the IBM SecureWay Directory under AlX, look at
Contents -> Troubleshooting -> Debugging in the IBM SecureWay Directory for AlX Installation
and Configuration guide — this is on the Tivoli SecureWay Policy Director Base for AlX and
Linux Version 3.8 CD at
/doc/Directory/install config guide/aix/aparent.htm.

You can try issuing the following:

ldtrc on
slapd -h 65535 2>&1 | tee ldap.out

This will write maximum debugging information to a file. (65535 is a bitmask value which turns
on full debug output and generates the most complete information.)

(Afterwards issue 1dtrc off)

e Try running Policy Director in debug mode.
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e Try running PD services in the foreground with the ‘-foreground’ parameter

Page Not Found problems...

¢ Running Policy Director in debug mode, by specifying 1ogdebug=yes inthe [wand] stanza
of iv.conf will result in lots of useful information being written to
-\www\log\wand debug log. This includes the request from the browser to WebSEAL, the
request from WebSEAL to the back-end web server, the response from the web server to
WebSEAL, and the response from WebSEAL to the browser. This is a really useful addition
with PD 3.8!

e Tryrunning an IP trace between WebSEAL and the back-end web server.

e See whether specifying —j on the junctioncp create command helps. See whether
setting up the Junction Management Table helps. **Need to update command **

e If you are having cookie-related problems, you can get a whole load of useful information from
Internet Explorer. To do this, switch on the warnings that |E issues whenever it is invited to set
a cookie. When you get the warning you can click on 'More Info', which tells you lots of
information about the cookie (Name, Domain, Path, Expires, Data, and whether or not Secure).

To switch this on, do the following:

select Tools -> Internet Options

click on Security

select the correct zone for your target system (Internet, Local Intranet etc)
click on Custom Level

select 'Prompt' against 'Allow cookies that are stored on your computer' and 'Allow per-
session cookies (not stored)'
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Running IP traces

On AIX

To start a trace, do the following:
iptrace -a -d 9.180.244.207 -b /tmp/trace207.trace

This will trace all traffic between the machine in question and IP address 9.180.244.207,
and write this to a binary trace file (/tmp/trace207.trace).
After the activity you want to capture, to stop the trace issue:

ps -ef|grep iptrace

to determine the PID of iptrace, then issue:

kill pid

(where pidis the PID which you determined in the previous step)
(Do not issue kill -9 pid.)

To convert the trace to a readable format, type:

ipreport /tmp/trace207.trace |more

or to write it to a file, type:

ipreport /tmp/trace207.trace >/tmp/trace207.report

On Solaris

Type:

snoop -o /tmp/trace207 -v 9.180.244.207

This will trace all traffic between the machine in question and IP address 9.180.244.207,
and write this to a trace file (/tmp/trace207).

On NT

The Network Monitor comes with Windows NT Server 4.0 but it is not installed by default. To
install the monitor, go to the Control Panel, open Network, select the Services tab and click on
Add. From the list of services that is displayed, select and install "Network Monitor Tools and
Agent". Once the Network Monitor is installed, it is run from the Start menu [Start -> Programs -
> Administrative Tools (Common) -> Network Monitor].

This is lots of useful information on this in Windows NT TCP/IP Network Administration,

published by O’Reilly. You can find the relevant chapter at
http://www.oreilly.com/catalog/wintcp/sample_chpt/tnt_11.html.
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LDAP Problems

If you suspect LDAP problems, you can sometimes find useful information by going to Start ->
Programs -> Administrative Tools (Common) -> Event Viewer, and clicking on Log -> Application.

Policy Director Debug Mode

. You can run secmgrd by running the following command at an MS-DOS
command prompt:
secmgrd -foreground -noservice

. You can also switch on debugging by setting 1ogdebug=99 in iv.conf

Other problem determination ideas - AlX

1. Stop PD services
# /etc/etc/iv stop

2. Start PD
#/etc/iv/iv start

3. Verify LDAP is running
# ps -ef | grep slapd

4. Verify PD is running
# /etc/etc/iv status
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27. Publications

The majority of these publications should be read before reading this document! The Policy
Director home page is at http://www.tivoli.com/products/index/secureway_policy_dir/ (which
includes a link to the technical documentation for registered users). For internal users, a link to the
technical documents can be found at http://www-
internal.tivoli.com/support/public/Prodman/public_manuals/td/TD_PROD_LIST.html

For Business Partners, there is information on Policy Director on TIPS at
https://www.tivoli.com/teamtivoli/tips/products/enterprise/policy _dir_doc.html, and for internal users
there is information on the MOT at http://mot.tivoli.com/product_info/enterprise/policy_dir.html.

It is worth referring to the Release Notes at one of those URLs, together with all the product
documentation.

It is likely to be worth looking at the Policy Director red book:

SG24-6008 Tivoli SecureWay Policy Director: Centrally Managing e-business Security
In addition, there is the FirstSecure red book:

SG24-5498-00 Understanding IBM SecureWay FirstSecure

and the LDAP red books:

SG24-4986 Understanding LDAP
SG24-5110 LDAP Implementation Cookbook

There is also an FAQ at http://w3dev.austin.ibm.com/tech/faqg/index.html

And for lots of detail on SSL/TLS, try SSL and TLS: Designing and Building Secure Systems, by
Eric Rescorla, pub. Addison-Wesley, 2000.

End of Document
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