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Preface

About this publication

This guide provides instructions on how to configure your Microsoft SharePoint to enable
a single-sign on using SAML tokens.

This document assumes that Microsoft SharePoint, IBM® Tivoli® Federated Identity
Manager are installed and running on your network. It does not provide details on the in-
stallation and administration of these products, except where necessary to achieve inte-
gration.

This guide is for those responsible for the installation, deployment, and administration of
IBM Security Access Manager, and Microsoft SharePoint.

Readers must be familiar with the following:

Microsoft Windows and UNIX operating systems

Security management

Lightweight Directory Access Protocol (LDAP) and directory services
Supported user registries

Authentication and authorization

Access to publications and terminology
The following publications complement the information contained in this document:
Publication Library
These publications complement the information that is contained in this publication:
Base Information

e IBM® Tivoli® Access Manager Base Installation Guide

Explains how to install, configure, and upgrade Access Manager software, includ-
ing the Web portal manager interface.

e IBM Security Access Manager Base Administrator s Guide
Describes the concepts and procedures for using Access Manager services. Pro-

vides instructions for managing tasks from the Web portal manager interface and
by using the pdadmin command.



WebSEAL Information

IBM Security Access Manager WebSEAL Installation Guide

Provides installation, configuration, and removal instructions for the WebSEAL
server and the WebSEAL application development Kit.

IBM Security Access Manager WebSEAL Administrator’s Guide

Provides background material, administrative procedures, and technical reference
information for using WebSEAL to manage the resources of your secure Web do-
main.

IBM Security Access Manager WebSEAL Developer s Reference

Provides administration and programming information for the Cross-domain Au-

thentication Service (CDAS), the Cross-domain Mapping Framework (CDMF),
and the Password Strength Module.

Web Gateway Appliance Information

IBM Security Access Manager Web Gateway Appliance Administration Guide

Provides information about configuring and maintaining a Security Access Man-
ager environment.

IBM Tivoli Federated Identity Manager information

1.

IBM Tivoli Federated Identity Manager Installation Guide

Explains how to install, configure, and upgrade IBM Tivoli Federated Identity
Manager services.

IBM Tivoli Federated Identity Manager Administration Guide

Describes the concepts and procedures for using IBM Tivoli Federated Identity
Manager services.

Redbook: Federated Identity Manager and Web Services Security with IBM Tivoli
Security Services

This Federated Identity Redbook covers important aspects of using the IBM Tiv-
oli integrated identity management architecture to build and deploy the IBM Tiv-
oli Federated Identity Manager and Web Services Security components. See
http://www.redbooks.ibm.com/.



http://www.redbooks.ibm.com/

IBM Terminology website

The IBM Terminology website consolidates terminology for product libraries in one loca-
tion. You can access the Terminology website at http://www.ibm.com/soft-
ware/globalization/terminology

Accessibility

Accessibility features help users with a physical disability, such as restricted mobility or
limited vision, to use software products successfully. With this product, you can use assis-
tive technologies to hear and navigate the interface. You can also use the keyboard in-
stead of the mouse to operate all features of the graphical user interface.

Technical training

For technical training information, see the following IBM Education website at
http://www.ibm.com/software/tivoli/education.

Support information

IBM Support provides assistance with code-related problems and routine, short duration
installation or usage questions. You can directly access the IBM Software Support site at
http://www.ibm.com/software/support/probsub.html.

Statement of Good Security Practices

IT system security involves protecting systems and information through prevention, de-
tection and response to improper access from within and outside your enterprise. Im-
proper access can result in information being altered, destroyed, misappropriated or mis-
used or can result in damage to or misuse of your systems, including for use in attacks on
others. No IT system or product should be considered completely secure and no single
product, service or security measure can be completely effective in preventing improper
use or access. IBM systems, products and services are designed to be part of a compre-
hensive security approach, which will necessarily involve additional operational proce-
dures, and may require other systems, products or services to be most effective. IBM
DOES NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE
IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.



Product name updates

This publication was first established for IBM Tivoli Access Manager. IBM Tivoli Access
Manager has since been superseded by IBM Security Access Manager.

Wherever in this guide, any figures and graphics that contain or refer to IBM Tivoli Ac-
cess Manager, the use of IBM Security Access Manager is implied. There are no func-
tionality discrepancies between IBM Tivoli Access Manager and IBM Security Access

Manager.



Chapter 1: Introducing the integration

This chapter has the following sections:

e Introduction
o Integration product version information
o Network connectivity considerations

Introduction

IBM Tivoli Federated Identity Manager version 6.2 manages the generation of the SAML
token that is used to perform single-sign-on (SSO). The identity that is used during the
SSO operation can be that of the established IBM Security Access Manager user identity.

The following figure shows the typical sequence of steps that are involved in performing
a SAML single-sign-on.
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Figure 1. SAML sign-in sequence



1. Aclient makes a request to a SharePoint web application.

Note: The scenario presented in Figure 1 does not employ IBM Security Access
Manager WebSEAL as a reverse proxy.

N

SharePoint redirects the client to the SAML authentication page.

3. The trusted identity provider configured for the SharePoint web application redi-
rects the request to the external (IBM Tivoli Federated Identity Manager) STS
login page.

4. Client provides the username and password credentials.

Credentials are validated against IBM Security Access Manager for authentica-

tion.

Tivoli Federated Identity Manager invokes a trust chain to issue a SAML token.

The SAML token is presented to the SharePoint STS.

SharePoint validates the token and issues a claim-based token.

The response is sent back to the client; the FedAuth cookie is stored for subse-

quent requests.

o

©oN®

This guide provides a step-by-step approach for configuring SAML single-sign-on (SSO)
for SharePoint web applications. The environment deploys IBM Tivoli Federated Identity
Manager in an IBM WebSphere® cluster. Use this guide in the case where IBM Security

Federated Identity Manager is running as a stand-alone WebSphere Application Server.

Integration product version information

For information about the supported product versions, see the Release Notes.

Integration package contents

The integration package provides the following files:

File Name Description

Documents\Microsoft SharePoint\ Supplement guide for Microsoft Share-
fim saml sharepoint guide.pdf |Point for claims and SAML authentica-

tion.
Samples\Microsoft Share- Example XSLT for Tivoli Federated
Point\TFIM.SharePoint. Map- Identity Manager mapping to SAML.

ping.Rule.xslt

Samples\Microsoft SharePoint\ |Example Microsoft powershell file for
TFIM.SharePoint.Trusted. Pro- [creating a trusted identity provider in

vider.psl SharePoint.
Samples\Microsoft Share- Replacement HTML file for WS-Federa-
Point\ip post to sp.html tion post to SharePoint from Tivoli Fed-

erated Identity Manager.
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Network connectivity considerations

IBM Security Access Manager services typically run across multiple systems in the net-
work. As such, some network paths must be open for the services to function correctly.

All communication is over TCP/IP.

11



Chapter 2: Integration process

The following sections detail the steps that are required to achieve this integration.

o Before you start
o Configuring the web application
o Testing the integration

Before you start

This guide does not cover the configuration of the entire environment. In particular, the
following product installations and configurations must already be complete:

Note: Consult the documentation that is outlined in Access to publications and terminol-
ogy for details on installing and configuring these products.

IBM Tivoli Federated Identity Manager
o Deployed to a WebSphere Application Service.
e An IBM Tivoli Federated Identity Manager domain is configured and the runtime
is deployed to the domain.
e A Point of contact server is configured for Tivoli Federated Identity Manager.
IBM Security Access Manager

e User registry is configured with a supported registry.
e IBM Security Access Manager Policy Server installed.

Microsoft SharePoint
e Installed into a farm or single-instance environment

See Integration product version information for product details.

12



Configuring the web application

To use claims authentication, a web application must be created or configured. Complete
the following steps by using Microsoft SharePoint Central Administration:

1. Click Manage web application.
2. On the Web Application tab, click New.

SharePoint Admimstrator «
Site Actions ~ B Browse Web Applications

Manage Features Elocked Flle Types

o <

A Managed Paths 5 User Permissions -
New  Extend Delete General Authentication Self-Service Site User Anomymaous Fermission

. Settings - .0 Service Connections Providzrs Creation Web Part Security Policy Palicy Policy
Contribute Manage Security Policy

Central
Administration Name URL Port
Application Management  Sharefoint Central Administration v4 http:/fwebserver:33518 33318

System Settings
Maonitoring

Sackup and Restore
Seeurity

Upgrade and Migration

General Application
Settings

Configuration Wizards

3. Inthe Create New Web Application window, select Claims Based Authentica-
tion as Authentication.

Note: SharePoint 2013 does not require Claims Based Authentication. Ignore
this option in SharePoint 2013.
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Security Configuratien

1f you choase fo use Secure Sockets Laver {S5L), you must add the certificate on each
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14

[

Cancel

® Claims Based Authentication

T Classic Mode Authentication

Use an existing 115 web site

[sharePaint - 20

20
!

Hazl Header
Path
|Criinatpubtweawrootiwss Wirtual Directa

achkats Layer (S5L)

Enter other details specific to your web application.
Click OK to create the new web application.

Return to the Central Administration home page and click Create site collections.
Enter appropriate details for the site collection and then click OK.
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8. Take note of the URL of the newly created site, and then click OK.

Configuring the Federated Single Sign-on
(Federations)

You must create an IBM Tivoli Federated Identity Manager trust chain that can generate a
SAML token from the point of contact.

Note: This guide assumes that you have configured a point of contact in your environ-
ment. The choice of point of contact type to be employed in your environment is deter-
mined by the security architecture and network topology requirements. For more infor-
mation about the supported options for point of contacts and the necessary configurations
for the point of contact, see the Tivoli Federated Identity Manager product documentation
on the appropriate sites.

1. From the WebSphere console, select IBM Tivoli Federated Identity Manager to
expand it.

Select Configure Federated Single Sign-on to expand it.

Select Federations.

On the Federations page, click Create.

Enter a Federation name.

okrwn
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6. Select Identity Provider as the role.
7. Click Next.

General Information

i Information Provide bazic Infarmation about thiz fedaration
Contact #Federalion Mams

Information |TF|H

Faderstion Protocel

Folnt of Contact
*identity wour role

Smrver
[dtl_'ll:ihr Mapping o~ ldentizy Frovider
SR T Sarvioe Frovider

Identity Mapping

Summarny

8. On the second configuration page, enter the contact information (optional).

Contact Information

Provide information about who to contazt with respect to thiz federation. Thiz informaticn will be
= Q?SISI provided t3 sharing metadata
Information

priners when

+Company Name

Federation Protocol

Your Company Name
Point of Contact | ol &

Server Cempany URL

Identity Mapping [aww mycmpany com

Options

Identity Mapping Contact Person

Summary
First Name Las: Name
IJchr' |Cib:en
Email Address

Ijallxnamymmsn, com

Fhene Numbar Contact Type

Teshnical  w|

Other Information
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9. Click Next to proceed.
10. On the Federation Protocol page, select WS-Federation Passive Profile.

Federation Protocol

Selezt the protocol uszed for thiz federation

*Pretocsi
Federation Protocol r

Liberty ID-FF 1.1
Point of Contact

Saerver C Liserty IDFF 12
Signaturas CocamL 10
SAML Message C samL e
Settings
Ce -
Configure Security SAIAL 22D
Toran & s Federation Passive Profile

Identity Mapping € inpa R Pa
Optionz Informaticn Card
Tdantity Mapping € cpeni

Summary

11. Click Next to proceed.

12. On the Point of Contact Server page, enter the endpoint URL of your configured
point of contact server.

The scenario in this guide uses IBM Tivoli Federated Identity Manager server as
point of contact. The following figure shows the Point of Contact URL as
http://fimserver.test.com:9080/sps.

17



L an ervar
on zerve t e
dditiona d
Point of Contact f:"“ of Contact
Sarvar ntwos Himzerver.test.oom: =080 pe
I<Bs:x.”\cn>] X Can::l]

Note: Depending on your environment, the URL can be for a reverse proxy server
such as WebSEAL that is configured in front of the application server and the
Web server. When the Point of Contact is WebSEAL, the URL is:

http(s) ://<webseal server name>/<webseal junction name>

The URL can also be WebSphere Application itself, if no additional Web server is
configured. If you are using HTTPS for WebSphere point of contact, the URL and
default port is:

https://<tfim server name>:9443

13. Click Next to proceed.
14. On the Select Token Module Instance page, select Default SAML 1.1 Token.

18



Saelact Tokan Module Instance

F B @ (&) | e

e Select | Hame & | Type ~ | peseription =~
"~ Module Instance = Dafaull SAML 1.1 Token SAMLTokenSTSMeduls Defaull SAML 1.1 Token Instancs
"I;:l:‘-:igw. Facuriby C Defsult WS-Fedemdion Token SAKLTokenSTSkodule Cefault W5-Federation Taoken instsnos
Igentity Mapping Page 1 of 1 Tokah 2 Filberecd: 2 Displayed: 2 Selected: 1
Options L

Id&ntity Magping

Summary

15. Click Next to proceed.
16. On the Configure Security Token page, enter the values as shown.

Configure Security Token

ration parameters for the fedarated zecurity token. In addition, synchroniza the

your server and your partner’s server

+Amount of time tefore the issue date that an assarlicn is considered valid {seconas)
|20

+Amount of time the assaticn is valid sher Seing inued (secsrdy)
|1z9]

... Configure Sacurity
- Token
I1dentity Mapping
Options
Identity Mapping

Summaty

17. Click Next to proceed.

18. On the Identity Mapping Options page, select Use XSL or JavaScript transfor-
mation for identity mapping.

19



Identity Mapping Options

If you are an sdentity provider, this mageing specifies how 10 cesle sn sssedtion that conlsin stiibytes (Mt are
mapeed bom & locs! user account If you 358 B EOVIOS Provider, this MEpRing spacifies Now 10 Match an assertion
fom your pariner to your local user scoounts. Select one of the following identity mapping options

@ Use X3L or JavaSaipt wamsformation for identity mapping

C uss Tivall Dirgctory Imegrator for igentity mapping

 Use custem mapping module Instance
Options

Identity Mapping

Summary

19. Click Next to proceed.

20. On the Identity Mapping page, browse to the XSLT mapping file in the Examples
location. You might need to modify this file to represent your extended attribute
configuration if WebSEAL is configured as the point of contact.

Identity Mapping

Import the XSL or JavaScript file that contains the [dentity Mapping Rule

*XSL or JavaSaipt fils Comtaining Mantity Mapging Suls

FH!&:-IEIJ FiNtexamplesimapping_rulesip_sami_Txxsl | Erowse ..

. Identity Mapping

Summary

21. Click Next to proceed.
22. On the Summary page, click Finish.

20



Summary

Verify the infoermation you have enterad. Go back in the wizard if there is anything you need to
correct or click Finish to complete the wizard.

Federaticn Mame: TFIM

Company Mame: Your Company Hame
Company URL: www. mycompany.com

Contact Perscn

First Mame: John
Last Mame: Citizen

Email Address: joitizen@mycompany.com

=i Summary Fhone Number: 555-55EE-EEE

Contact Type: Technical

Other Information:

Identity Mapping

Use ¥5L or JavaSoipt tansformation for c\program
identity mapping: filestibmfimiexamples\mapping_rulesiip_saml_1x.xsl

550 Protocol: W5S-Federation Passive Profile

Identity Prowvider Single S5ign-On Properties

W5-Federation Realm: http:/fimservertest. come B0 80/sps' TFIM fwesf
W5-Federation Endpaint: httpifimserver test. com: 8080/ spa/ TRIR feesf

[Mewxt = Cancel

23. Click Load configuration changes to Tivoli Federated Identity Manager
runtime.
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Configuring the Federated Single Sign-on
(Partners)

You must create a partner to associate with the federation created. The partner for this in-
tegration is SharePoint.

1. From the WebSphere console, select Tivoli Federated Identity Manager to ex-
pand it.

2. Select Configure Federated Single Sign-on to expand it.
3. Select Partners.
4. On the Partners page, click Create.
5. Select the previously created federation name.
- Salect Federation
* Ecleck Pederation Salect the fedaration ba which yew would likse to add a partnar
Identiby Mapping
Options S T R
Identity Mapping |l| Iil |L |E
Summary Selact ﬂ_l Fedaration Nama -'\] My Rola HJ Singla Sign-0n Protacol -'\] Humber of partnars
[ TFIRI |demtity Frovider WS-Federation Passive Frofile 1
Page 1 of 1 Total: 2 Filbered: 2 Displayed: 2 Selected: 1

6. Click Next to proceed.
7. On the Contact Information page, enter a Service Provider Company name and
any other information about your partner.

22



Contact Information

Provide information about who to contazt with respect to this federation. Thiz information will be
provided t3 partners when sharing metadata

Information
*Company Name

Federastion Protocol

Your Company Name
Point of Contact I A

Server Comeany URL
M a

]d"'_“'" Mapping I.-\-.'--.\ mycsmpany sm

Options

Identity Mapping Contact Person

Summary
Fist Name Last Name
I;:n- |Cib:en

Email Address

Ijolixe'\sm,mmsaﬂy wom
Fhone Numbar Contact Type

|z25.20m220 Teshnical  w|

Other information

8. Click Next to proceed.
9. On the WS-Federation Data page, enter the realm and endpoint settings.

The WS-Federation Realm setting is a unique value that is used by the SharePoint
trusted provider configuration. It must be defined in the following structure:
urn:<value>. example: urn:webserver. The setting must corre-
spond with the Federated Single Sign-on (Federation) WS Federation Realm.

The WS-Federation Endpoint is the URL that IBM Tivoli Federated Identity Man-
ager redirects to after the SAML token is generated. The WS-Federation Endpoint
value is the URL of the SharePoint site that is created in Step 8 of Configuring the
Web Application, append / trust/ path to the URL of the webserver. For ex-
ample: http://<hostname of target Webserver ma-

chine>/ trust/.The / trust/ pathis created during the trusted identity
provider configuration.

23



WS5-Faederation Data
WS-Federation #WS-Federation Realm
Data [urn:wEBSERVER
Configure Security
Tolen *W5-Federation Endpoint
Identity Mapping |http:a'.-‘-.'.'Ebssn.'Er.-‘_trust-'
Ciptions

dp Mazimum Reguest Lifetime {in seconds)

Identity Mapping I—

-1
Summary

[=Back] [ next= | Finizn | | Gancel |

10. Click Next to proceed.

11. On the Configure Security Token page, select the keystore and provide a pass-
word, then click List Keys. The password for the DefaultKeyStore is testonly.

12. Select the key to apply to the SAML token.

24



Configure Security Token

Enter the configuration parameters for the fedarsted sacurty tekan. In additicen, synchron
and your partner's server

a the system clocks of yo

4 Configure Security Token
Identity Mapping Options ¥ Sign SAML Asserlions

Idantity Mapging Select ey for Signing Assertions

Summary
Haystans
CefauttkayStore v

Keystare Fassward

[ [ [ 2] | Feareea]

Select "J Alias "'J Kay Type AJ Days until expiration *J Subject DN AJ
> tastomy Publi=/Private Kay Peir 2283 CH=fimdamo.ibm.com, OU=TaMaB, ...

Page 1 of L Total: 1 Filbered: 1 Displaved: 1 Selected: 1

Select the Heylnfo elements 1o include

Includs tha XEQE Subjact Kay baantifiar?
Il.lsl.=1he cefault agiicn *

Ingiude tha Fublic Key™
Lse the default astizn w»

Includs XEQS Subject lausr Dxisils?
IUsMhn gefauli agizn _»

Includs tha XEHE Subje= Hame?
Use {he sefault aslizh =

Insiudse tha XETE Cadificalz Tala?

I Usa the cefault aclion *

W inciugs the Inclusivelameszasss elament in the csrcnicalizatizn of the asserion during signature estion

Includs e fallewing stibute types (8 ° means induds all ypes)

- el

Bukject Canfirmalian Kethod

II.."| oask namesio SARKL Y iem bearer -

[=Baa] [next=] [Finier | [ caneet |

13. Click Next to proceed.
14. On the Identity Mapping Options page, select Use XSL or JavaScript transfor-
mation for identity mapping.
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., Identity Mapping
~ Options

Identity Mapping

Surnmary

Identity Mapping Options

If you are an [dentity provider, this mapping specifies how 12 craate an ssserlion that containg attrisutes
that are mapped from =2 local user sccount. If you are & service provider, this mapping specifizs how fo
match 2n assertion from your parner to your local user acocounts. Selec ons of the following identity
mapping options.
o Use XEL or JavaSoipt transformation for id2ntity magpping
P g
[ Us= Tiveli Diredony Integrator for identity mapping

" Use custom mapping moduls instance

Canecel

15. Click Next to proceed.

16. Click Next to proceed, or browse to the mapping file you want to use. If a rule is
not specified here, the mapping role that is configured for this partner's federation

is used.
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o+ Identity Mapping

Identity Mapping

Enter = specizalized identity mapping for this partner. If 2 rule is not specified here, the
mapping rule that is configured for thiz partner's federation will be used

KEL ar JavaSeipt file Cantaining Identity Mapging Ruls
| Browse. ..

Summary

| [

17. On the Summary page, click Finish.
18. Click Enable Partner.
19. Click Load configuration changes to Tivoli Federated Identity Manager

runtime.
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Publishing new Pages

You must publish the identity provider to service provider page to support SharePoint's
implementation of WS-Federation. Complete the following steps:

1. Copythe ip post to sp.html inthe examples folder from the integra-
tion package: <drive>\Program Files\IBM\FIM\pages\C\wsfed-
eration

Note: Backup the existing file before overriding.

N

From the WebSphere console, select Tivoli Federated Identity Manager to ex-
pand it.

Select Domain Management to expand it.

Select Runtime Node Management.

Click Publish Pages.

After this operation completed, you will be prompted to Load configuration
changes to Tivoli Federated Identity Manager runtime.

ousw

Exporting the SAML Signing Certificate

SharePoint requires that SAML tokens be signed. In step 12 of Configuring the Federated
Single Sign-On (Partners), a signing certificate was selected. This certificate must be ex-
ported so that the trusted identity provider in SharePoint can verify the signer.

1. From the WebSphere console, select Tivoli Federated Identity Manager to ex-
pand it.

2. Select Configure Key Service to expand it.

3. Select Keystores.

4. On the Key Service page, select the keystore name that you selected in step 12 of
the Configuring the Federated Single Sign-On (Partners).

Keystores

[1mzon_ || viewkeys. || cnenge Passwees . | [ Delete |
| =] [ &7 =
|+ | |5?’| Ll |El — Szlzot Antlen — w
Select ~ J Keystore Name i Keystore Type “‘J Dimzcription =l J
i DafaultKeyStore Signing'Encyption Keys
. DafauliTrusigdkeySicre CA Carificatas
Page 1 af 1 Totzli 2 Filkered: 2 Dizplayad: 2 Selected: 1
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5. Click View Keys.
6. Enter the keystore password, click OK.
7. Select the key to export, then click Export.

Keys in Defaultiiey Store

Creatz Self-Signed Cerificats Greate Certificate Reguest J [ fetieve Cediticaie from S5L J [ Azoeive Carificsts fram CA

Impart... || Expart.. | | Calate | | Dizakle | | View Cerificate |

& B % [#] [£] 2] | [-seeasdion- =l

Select I Alias I Key Type ~ I Diay= until expiration | Subject DM -
W testiey PublicFrivaiz Key Fair 2273 CHN=fimdama.ibm.com. OU=TAM=E, ...
Page 1 of L Tokal: 1L Filtered: 1 Displayed: 1  Selected: L

8. Select PKCS#12 export format.
9. Click the Download Key.
10. Save the file.

Note: If you are exporting a self-signed certificate from the keystore, you must first im-
port the certificate into the Microsoft Certificate Store by using the same password to ac-
cess the Tivoli Federated Identity Manager keystore. The Microsoft Certificate Store is
access through the Microsoft Management Console snap-in (MMC).

To open MMC:

From the Start Menu, select Run.

Type mmc

Click OK.

In the MMC application, select the File menu, select Add/Remove Snap-in.

A list of available snap-ins are displayed. Select the Certificates item from the list,

then click Add.

If you imported the pfx certificate through the wizard and accepted the default

certificate store, select My User Account as the certificate store you want to add

to the snap-in console.

Click OK.

8. Under the Certificates — Current User node, expand the Personal folder, followed
by the Certificate folder.

9. Alist of certificates in this store is displayed. Select the certificate that you im-

ported, right click and select Export.

orwdPE

©

~

Export the certificate using the . cer file extension through the Export Wizard.
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Configuring a SharePoint Trusted Identity

Provider

A trusted identity provider enables SharePoint to redirect a user to IBM Tivoli Federated
identity Manager for authentication and represents the SAML elements that are expected

in the response from Tivoli Federated Identity Manager.

Complete the following steps by using Microsoft SharePoint Central Administration:

Click Security.

Under General Security, click Manage trust.
Click New.

Enter a name for the trust relationship.

AR

Establish Trust Relationship

General Setting N
Name:

Browse to the certificate file exported from Tivoli Federated Identity Manager.

The name for this trust ITFIM

relationship,

wt trusts,

Root Certificate for the

trust relationship ot Authority Certificate

| ‘\root_testkey.cer

This is mandatory regardless
of whether you want to

provide to or consume trust
from the other farm, ==
& Root Certificate
ther farm with which you
want to establish & trust

€

Security Token Service
(STS) certificate for r

oG S Gist Provide Trust Relationship

Browse... |

Token I
This step is optional, Only add l
this certificate if you want to
provide trust to another farm. Toker Certificate

OK Cancel
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10.

11.
12.

Click OK to save and close dialog.

Open the file TFIM.SharePoint.Trusted.Provider.psl inthe Sam-
ples folder and review the comments in the file to understand the necessary
changes that are required to reflect your configuration settings in Tivoli Federated
Identity Manager and SharePoint.

Modify the file to your environment configurations. Save your changes upon
completion.

Open the Microsoft SharePoint Management command window from Start > All
Programs> Microsoft SharePoint Products 2010/2013> SharePoint Manage-
ment Shell.

Drag and drop the file that is saved in Step 7 into the SharePoint Management
command window. Any errors are written out to the console (normally in red).
Otherwise the properties of the new trusted identity provider are displayed in the
console.

To update the SharePoint Security Token Service (STS) Token Expiration, type

the following script at the SharePoint Management shell prompt :

Ssts = Get-SPSecurityTokenServiceConfig
$sts.LogonTokenCacheExpirationWindow = (New-TimeSpan -minutes 1)
Ssts.Update ()

Iisreset

Under Central Administration, click Manage web applications.
Select the site that is created in step 3 of Configuring the web application.
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13. Click Authentication Providers from the ribbon bar.

14. Select the zone to assign the trusted identity provider.

15. Scroll down to the Claims Authentication Types section. Select TFIM STS as
the name of the trusted identity provider that is configured in step 8 above.
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_f;‘ Web Applications Management - Windows Internet Explorer

P - ' -
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ASP.NET Role manager name

administrator. NTLM
authentication will work with
any applization pool account
and with the defauit doman
configuration.

v Trusted Identity provider
Sesic authentication method
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over a network in an
unencrypted foem, If you
seiect this opticn, ensure
that Secure Sockets Layer
(SSL) is enabled.

Trusted Identity Provider

TFIMM 575
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role provider are used to
enzble Forms Based
Authentication (FBA) for this
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16. Click OK to save changes.
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Testing the integration

1. Navigate to the SharePoint web site URL created in Step 7 of Configuring the

Web Application.
2. Select the TFIM STS item from the list. The browser redirects to the WebSEAL
login.
=1o] x|
DS IUJ webserver/ logn/defaut.aspx Rewmi 2 Ll ol X I_.» Bng M

Ele Edit Wew Favorites Tooks Help

(¢ Favorites ‘ 35 £ Suggested Sites » P [ WD Sice Galery ~
. ~ 3 »
[{lsign1n | | " v [ - %o - Pape~ Safety~ Tooks - -
e Sien In
Select the credentials you want to use to logon to this SharePoint site:
Donz [ | | Trustedsites | Protected Mode: Off sy fwen -
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3. Enter the credentials for your point of contact server.

/2 ITFIM Form Login - Windows Internet Explorer
@::"'E hittp: (ffims=rver.leb.ge.ibmiem: 2080 msfozin g =] | £ 52 | %] [
Ble Edit Yiew Favories Tools  Help

;’;Fa‘uurlhes {_‘ £ | Suggested Sites - | Web Sioe Galery =

| Fi B - (Yo v pme- safety- Tode @

{8 TTFIM Form Lagin

Form Login

Please enter user [D and password.

User D
Password;

(o
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4.

IBM Security ldentity Federation Manager constructs the SAML token and will redi-
rect back to SharePoint.

2 WS- Federation POST response - Windows Internet Explorer ] =10] x|
fle Edit Mew Favorites Took Help

G Favorites | g7 g8 | Supgested Sites = 8 | Web Shee Gallery =

b WS5-Federation POST responss | | y}-D - % mm - Page- Safety- Tools- - -
Please wait, signing on...

pane [ | i intemet | Protected Mode: OFf [73 = [%Hwow -
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5. SharePoint processes the SAML token and grants access.

/2 wome - Claim - Windows Internet Explorer - T e o [l 1|

IQ.-" = | it wvebserver o f = (S Es Lt
File Edit View Favortes Tools Help
wy Favorites | 55 ¢ = b = B E e

|2 Fame - Claim 5 - B - - o - Bege - Safely - Toos - G-

Site Actions = ' Browse

Claim

braries Testing claims fram TFIM in SharePoint 20130

Al Site Centent I Tvpe Harme Madifiad Medified Sy

Viewers .
| | ¥
] : [%a - | 4

Done | Trusted sites | Protected Mede: OF

Note: You might have to first authenticate to the site by using Windows Authenti-

cation and assign site permissions to a user or groups.

Known Issues

1. Sign out and sign in as a different user only signs the user out from SharePoint. It
does not sign the user out of the trusted identity provider. Close the browser to en-

sure re-authentication.

2. The People Picker functionality does not resolve users or groups against the
trusted identity provider. Authorization to SharePoint is based on the groups that

are returned from the SAML token and processed as role claims.
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Notices

This information was developed for products and services offered in the U.S.A. IBM may
not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services cur-
rently available in your area. Any reference to an IBM product, program, or service is not
intended to state or imply that only that IBM product, program, or service may be used.
Any functionally equivalent product, program, or service that does not infringe any IBM
intellectual property right may be used instead. However, it is the user's responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described
in this document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

For license inquiries regarding double-byte character set (DBCS) information, contact the
IBM Intellectual Property Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other country
where such provisions are inconsistent with local law :

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUB-
LICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain transac-
tions, therefore, this statement might not apply to you.

This information could include technical inaccuracies or typographical errors. Changes
are periodically made to the information herein; these changes will be incorporated in
new editions of the publication. IBM may make improvements and/or changes in the
product(s) and/or the program(s) described in this publication at any time without notice.
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Any references in this information to non-1IBM Web sites are provided for convenience
only and do not in any manner serve as an endorsement of those Web sites. The materials
at those Web sites are not part of the materials for this IBM product and use of those Web
sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes ap-
propriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose of ena-
bling: (i) the exchange of information between independently created programs and other
programs (including this one) and (ii) the mutual use of the information which has been
exchanged, should contact:

IBM Corporation
2Z4A/101

11400 Burnet Road
Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions, includ-
ing in some cases payment of a fee.

The licensed program described in this document and all licensed material available for it
are provided by IBM under terms of the IBM Customer Agreement, IBM International
Program License Agreement or any equivalent agreement between us.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems. Fur-
thermore, some measurement may have been estimated through extrapolation. Actual re-
sults may vary. Users of this document should verify the applicable data for their specific
environment.

Information concerning non-1BM products was obtained from the suppliers of those
products, their published announcements or other publicly available sources. IBM has not
tested those products and cannot confirm the accuracy of performance, compatibility or
any other claims related to non-IBM products. Questions on the capabilities of non-1IBM
products should be addressed to the suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or with-
drawal without notice, and represent goals and objectives only.

All IBM prices shown are IBM's suggested retail prices, are current and are subject to
change without notice. Dealer prices may vary.
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This information is for planning purposes only. The information herein is subject to
change before the products described become available.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individu-
als, companies, brands, and products. All of these names are fictitious and any similarity
to the names and addresses used by an actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illus-
trate programming techniques on various operating platforms. You may copy, modify,
and distribute these sample programs in any form without payment to IBM, for the pur-
poses of developing, using, marketing or distributing application programs conforming to
the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all condi-
tions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of
these programs. You may copy, modify, and distribute these sample programs in any form
without payment to IBM for the purposes of developing, using, marketing, or distributing
application programs conforming to IBM's application programming interfaces.

Each copy or any portion of these sample programs or any derivative work, must include
a copyright notice as follows:

© (your company name) (year). Portions of this code are derived from IBM Corp. Sam-
ple Programs. ©Copyright IBM Corp. _enter the year or years_. All rights reserved.

If you are viewing this information in softcopy form, the photographs and color illustra-
tions might not be displayed.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of Interna-
tional Business Machines Corp., registered in many jurisdictions worldwide. Other prod-
uct and service names might be trademarks of IBM or other companies. A current list of
IBM trademarks is available on the Web at Copyright and trademark information; at
www.ibm.com/legal/copytrade.shtml.

Adobe, Acrobat, PostScript and all Adobe-based trademarks are either registered trade-
marks or trademarks of Adobe Systems Incorporated in the United States, other countries,
or both.

IT Infrastructure Library is a registered trademark of the Central Computer and Telecom-
munications Agency which is now part of the Office of Government Commerce.
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Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo,
Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered
trademarks of Intel Corporation or its subsidiaries in the United States and other coun-
tries.

Linux is a trademark of Linus Torvalds in the United States, other countries, or both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft
Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of
Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other coun-
tries.

<

Java

COMPATIBLE

Java™ and all Java-based trademarks and logos are trademarks or regis-
tered trademarks of Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are trademarks of
HP, IBM Corp. and Quantum in the U.S. and other countries.

Other company, product, and service names may be trademarks or service marks of oth-
ers.
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