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Introduction

Abstract

This STE will cover the various topologies, configuration of
Master-Replica and Peer to Peer servers, synching of servers
and also basic troubleshooting of replication.

Obijectives

»Understand the available support resources

»Understand different types of replication topologies
»Understand how to configure, synch and troubleshoot replication
»Best debugging practices
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Important Links

»|TDS v6.3 Package information:

»6.3 System Requirements:

» 6.3 Product Documentation:



http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_A388755F84976D77.html
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Important Links

»Google Newsgroup:

»Support Site:

»Tivoli Product Lifecycle Site:

> Tivoli Software Global User Group Community:



https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
https://www304.ibm.com/support/docview.wss?rs=767&uid=swg24027373
http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/sysreq.htm
http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/sysreq.htm
http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/sysreq.htm
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_V980536A95841W35.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_V980536A95841W35.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
http://www-01.ibm.com/software/sysmgmt/products/support/TE/techex_W517531B55309Q11.html
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STE Links

Previous STE’s

» Introduction to IBM Tivoli Directory Server 6.3:

» TDS 6.3 Schema, Access Control Lists, Password
policies and Secure Socket layer

» TDS-Back up and recovery:
http://www-

01.ibm.com/software/sysmgmt/products/support/TE/techex_ V9
80536A95841W35.html
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STE Links
Upcoming STE's

» TDS 6.3 — Proxy,Performance tuning and
Troubleshooting:
http://www-

01.ibm.com/software/sysmgmt/products/support/TE/techex X90032
8J53343107.html

» TDS 6.3 — Best Practices and ask the expert:

http://www-
01.ibm.com/software/sysmgmt/products/support/TE/techex A38875
S5F84976D77.html
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Various Topologies

» There are four basic replication topologies:

Peer to Peer

Supplier to Consumer
Forwarders

Gateway Replication

»For this presentation we will discuss the two most
common topologies, Master- Replica and Peer to
Peer.
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Simple Replication

Master
(Supplier)

Client

[ ]
A 4

Replica 1 Replica 2 Replica 3
(Consumer) (Consumer) (Consumer)

»Master contains directory or a sub-tree of a directory
while replica contains copy of directory.

»Master is the supplier and replicas are the consumers.

»Master is writable while replicas are read-only.
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Peer-to-Peer Replication
Client - Client

Master 1 Master 2
(Supplier / Consumer) (Supplier / Consumer)

»Changes are replicated to other participating servers.

) 4

> All participating servers are writable.
»Master 1 is supplier as well as consumer for Master 2

»Master 2 is supplier as well as consumer for Master 1
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Cascading Replication
[ ] [ ]

\4

Client

Client

Replical

(Consumer)

Replica2

(Consumer)

Replica 10

(Consumer)
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II \
‘l
T
\‘ 1
\ 1
P — Peer Server (Master) <

R — Replica server TNl -
G — Gateway server

» Gateway replicate the changes received only from remote replication
sites to all masters/replicas in the local replication site.

» Advantage : reduce network traffic between two replication sites.

» Peer replicate the changes to all the servers, including peers, in the
local site but not to other gateway servers.




Master-Replica configuration using
Web Administration Tool

11\ [§ software
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Creating simple replication using the Web

Administration Tool

Add the subtree to replicate :

Replication Management>Manage Topology > Add Subtree

Tivoli Tivoli Direciory Server Web Administration Tool

[ Introduction

b 5 U=zer properiies

b (E3 Server administration

» (23 Proxy administration

» (33 Schema management

» (Z3 Directory management

~ &3 Replication management
[3) Manage replication properties
(3] Mansge topology
(3] Manage cedentials
[Z] Manage filters
@ Manasge schedules

@ Marnsge cususs
¢ (5] Realms and templates

¢ (B U=ers and groups

[ Logout

B 9.182.194.115:2389

Add replicated subtree
§ubtree DN:

o=ibm,c=in Browse. ..
Master server referral LDAP URL:
Idap://9.1$2.194.115:2389

oK || cancel |
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Creating simple replication using the Web
Administration Tool (continued)

Create the credentials in cn=replication,cn=IBMpolicies

Replication Management > Manage Credentials

ory Server We

[3) Introduction B+ 9.182.194.115:2389

» (EUser properties Manage credentials
Select a subtree and click Show credentials.
‘cn=replication,cn=localhost Show credentials |
cn=replication,cn=IBMpolicies

» (ZJ Server administration
b [ Proxy administration
» (32 Schema management

» (Z3Directory management CN:EMPOUCES
- 5 Replicat . O=IBM,C=IN
(5] Mensge replication properties

Credentials for selected subtree : cn=replication,cn=localhos

[Empty] [ Add.

(3] Manage topology
Marage atder'l:ialg'_
|‘_E| Mansge filters

@ Manage schedules

@ Msnsge ausues
b (Z]Realms and templates

¢ (EjU=zers and groups

[3] Logout
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Creating simple replication using the Web
Administration Tool (continued)

Name the credentials and use Simple bind

Select the subtree > Click Add credentials > Enter Authentication Method

&) Introduction B 9.182.194.115:2389

» EAUser properties Add credential

» [E3 Server administration Autt ti T——
» [E3 Proxy administration Add credential
» (33 Schema management = Authentication method Credential location: | n=replicatio

Simple bind
¢ (G Directory management

Kerberos authentication Credential name:

~ S5 Replication management SSL with certificate “=ReplicaBindCredentials
[3) Mansge replication properdies Authentication method:

e *I'Simple bind |~
@Mnn oedentials

[3 Manage filters
[ Manage schedules
[§ Manage gueues
» EARealms and templates
» EUl=ers and groups
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Creating simple replication using the Web
Administration Tool (continued)

Provide a Bind DN and password

Click Next > Enter Credentials > click Finish

Tivoli Tivoli Directory Server Web Administration Tool

& introducticn B 9.182.194.115:2389

Add credential

» B U=er properties

» 3 Server administration

Simple bind

» (3 Proxy administration Add credential
» (@l Schems mensgement + Authentication method Bind DN:

* cn=bindtoconsumer

Ehnd password:
L R L L XN

» 2 = Simple bind
Directory management
{erbero
- 33 Replication management
[&] Mensge replication oroperies
[3] Mansge topcloay
@ Manage oedentials

gonﬁrm password:
L A X B 0L B B X X N

[&] Manage filters Description:

[ Manape schedules |_denljals for master to bind to replica

[ Manage ausues
» [EHRealms and templates

} [(EjUsers and groups

& Logowut
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Creating simple replication using the Web
Administration Tool (continued)

Show the credentials

Tivoli Tivoli Directory Server Web Administration Tool

[3) Introduction B 9.182.194.115:2389

Manage credentials
Select a subtree and click Show credentials

¢ (5 User properties
b (5] Server administration

» (8 Proxy sdministration cn=replication cn=localhost Show credentials |
» (32 schema management cn=replication,cn=IBMpolicies
- GRE O=1BM,C=IN

IManage replication properies

lManage topology

[3 Mensne sedentisis ReplicaBindCredentials Add__ |
[£) Manage filters Edit ..

|
@ hanape schedules Delete ]
|

(3 Manage gueues
» E)Realms and templates

» (ZlUsers and groups %

(5] Logout

Edit ACL _.

Credentials for selected subtree : cn=replication,cn=IBMpolicies
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Creating simple replication using the Web
Administration Tool (continued)

Select Add replica.

Manage Topology > Select subtree > click Show Topology

Tivali Tivoli Directory Server Weh Administration Tool

[& Introduction

» (E)User properties

b (53 Server administration

b [E3 Prooy administration

» (53 Schema management

» (Z3Directory management

~ {33 Replication management
(5] Mansge replication croperies
a Manage topology
Manage oedentials
[3 Manage filtess
[3 Mansge schedules

[3 Manage oueues
» (E3Realms and templates

b B Users and groups
(3 Logout

B 9.182.194.115:2389

Manage topology
MNote: Replication requires all servers in the topology to be configured p
Replicated subtrees

Show t Addsubtree | | Quiesce / Unquiesce || |70

Select | Subtree | Role | Status

©  CN=IBMPOLICIES Master Normal

@ |o=1BM,C=IN ‘Master Normal
Topology for selected subtree - O=IBM,C=IN

O ssReplication topologyk=l
- [E@9 182 194 115 2389=

Close

e gateway Servers
View schedule
View server
Move

Delete
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Creating simple replication using the Web
Administration Tool (continued)

Provide the supplier and consumer information

For entering Credential Object click on Select

Tivoli Tiwvoli Directory Server Web Administration Tool

&) introduction

B 9.182.194.115:23289

Add replica

» EAUser properties

¢ 3 Server administration

* Saerver
» [E3 Proxy administration

» (22 Schema management

Additiona

» (G Directory management

~ &3 Replication management
[B) Manage reglication properties
[& Mansge topoiogy

B Manapge oedentials
a Manage filters

@ Manage schedules

@ hManage gucucs
» [ Realms and templates

» EUsers and groups

& Logoui

Supplier: |

Subtree: |

Server hostname:port ]
+ 9.182.194.115:3389 |+|

[0 Enable SSL encryption

Replica name (leave blank to use host name):

Replica ID:
peer2

Description:

Credential objeci:
" cn=ReplicaBindCredentia

Select ]

Get replica ID
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Creating simple replication using the Web
Administration Tool (continued)

Select the credentials > click ok > Click on Additional

-;I"lvnli Tivoli Directory Server Web Administration Tool

(3] Etremtm tiees B 9.182.194.115:2389
EAv=er properties Add replica
[E2 Server administration Server Select replication schedule or enter DN (optional):
[E3 Proxy administration Additianal MNone |V|
[E 5chema management |
(E3 Directory management Select replication filter or enter DN (optional):
F 33 Beplication management None ]
3 Mansge replication properties ]
[3) Mansge topoloay ] Create missing parent entries.

[2 Mansge oedentiats Capabilities replicated to consumer

a Manage filters

@ Manage schedules E |j’ -— Select Action — ll o ]
[ Manene guewes Select | Capabilities
EARealms and templates

Filter ACLs
Password Palicy
Replication method

EAUusers and groups

[&] Logout

Supplier must be restarted if changes are made
@ Single threaded < Multi threaded

2

Consumer

[ .Add credential information on consumer
Consumer admin DM:

Consumer admin password:
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Creating simple replication using the Web
Administration Tool (continued)

Provide the consumer bind information

&) introduction B 9.182.194.115:2389

EAuser properties

E3 Server administration

EJ Proxy administraticon

EA Schema management

(E Directory management

r 33 Replication management

B Manape replication prooerties
B Kar e topol v

[E) Mansge oedentials

& Manage filters
[E) Mansge schedules

I} Mansge oususs
EaRealms and templates

ERUsers and groups

&) Logowut

Select replication ﬁrter_clr enter DM {(optional):
Mone | ™

[ Create missing parent entries.
Capabilities replicated to consumer

T o -— Select Action — |~| Go |
Select | Capabilities

Filter ACLs

-Password Folicy
Replication method

Supplier must be restarted if changes are made

& Single threaded < Multi threaded

2

Consumer

= Add credential information on consumer
Consumer admin DN
cn=root

Consumer admin passward:
scses
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Creating simple replication using the Web
Administration Tool (continued)

Review the results

Twoli Tivoli Directory Server Web Administration Tool

[3 introduction

b (Z1User properties

b (3] Server adminisiration

b (3] Proxy administration

» (3] Schema management

» (Qiectory management

» GReplication mansqement
(3 Manaos raplcaton procartes
[3 Manage topology
[ Manage aedentisls
[3 blansge ftes
[3) Manage schedules

(3 Manags queves
+ (3 Realms and templates

» (ZUsers and groups

[3 Logout

- 9.182.194.115:2389 User DN: cn=root QB

Logfiles Hel

Server 9182194 115:3389 has been added o the replication topology. However, data must be synchronized in order to fully initialize the new server. Refe
|ﬂ fo the IBM Tivoli Directory Server Installation and Configuration Guide for instructions.

o]
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Creating simple replication using the Web
Administration Tool (continued)

Remember to quiesce the queue in a real deployment

Manage Topology > select subtree > click Quiesce / Unquiesce

Tivoli Tivoli Directory Server Web Administration Tool

[3] Introduction B> 9.182.194.115:2389

» (ZUser properties Manage topology
b (3 Server administration Note: Replication requires all servers in the topology to be configured properly.

b (3Proxy administration Replicated subtrees
b (3 Schema management .
o= o show topology | | Addsutree. | [ETEAIUCIC S (T #  —SelectAction— |¥|| Go
» i Replication management Select | Subtree | Role | Status

[3) Mansge replication properies O CN=IBMPOLICIES Master Normal

[3 Mansas oo @ [0ZBMC=IN  Master Normal

[ hlenage oedentials Topology for selected subtree - CN=IBMPOLICIES

[3) Manage filtess

aaReplication topology®!
IManage schedules
- Close

[ Manage gueues
b (C5Realms and templates

b (ZjUsers and groups

[3 Logout

Bl | ||l |
k) @ W

. =1

7o~ =
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Creating simple replication using the Web
Administration Tool (continued)

Now that the replication is set up, load the data as follows:

»Export the data from the master (supplier) using
idsdb2ldif.

idsdb21ldif -o data.ldif -s <replication sub tree> -I <Instance Name>

» Stop the replica server

ibmslapd -I <instance name> -k

»Import the data to the replica (consumer) using idsldif2db.

idsldif2db -r no -i data.ldif -I <Instance name>

»Resume the suspended queue.

Manage Topology > select subtree > click Quiesce / Unquiesce

»Test and verify that replication is working.

_ .
Py




||||||||
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Peer to Peer Replication
Configuration using Command line
utilities

11\ [§ software
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Building topology (Peer-Peer)

Replication context:

> It is the entry for the subtree that is to be replicated. It
has to have an objectclass called as the
IbmreplicationContext.

» The configuration information related to replication is
maintained in a set of entries, created below a
replication context. (o=ibm,c=in)
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Building topology (Peer-Peer)

Supplier server

» A server which sends changes to another (consumer)
server.

»LDAP server on server1.in.ibm.com:389 with server
ID Peer1 will supply updates to the LDAP server with
server |ID Peer2 on server2.in.ibm.com:389.
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Building topology (Peer-Peer)

Consumer server:

> A server which receives changes through replication
from another (supplier) server.

»LDAP server with server ID Peer2 on
server2.in.ibm.com:389 will consume updates from
LDAP server with server ID Peer1 on
serverl.in.ibom.com:389 and vice-versa.
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Configuration Changes

Server IDs:

»Open the ibmslapd.conf file for the peer1 server
(serveri.in.ibm.com).

»Search for the ibm-slapdServerld attribute. Change it
to "Peer1".

»Open the ibmslapd.conf file for the peer2 server
(server2.in.ibm.com).

»Search for the ibm-slapdServerld attribute. Change it
to "Peer2".
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Configuration Changes

» Add this entry to the ibmslapd.conf file for the peer1
server.

Credential entry on peer1

dn: cn=Master server, cn=configuration

cn: master server
ibm-slapdMasterDN: cn=bindtoconsumer
ibm-slapdMasterPW: iamsupplier
ibm-slapdMasterReferral: ldap://server2.in.ibm.com:389

objectclass: ibm-slapdReplication
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Configuration Changes

» Add this entry to the ibmslapd.conf file for the peer2
server.

Credential entry on peer2

dn:
cn:

cn=Master server, cn=configuration
master server

ibm-slapdMasterDN: cn=bindtoconsumer
ibm-slapdMasterPW: iamsupplier
ibm-slapdMasterReferral: ldap://serverl.in.ibm.com:389
objectclass: ibm-slapdReplication

» Restart the peer1 and peer2 servers.
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Building LDIF

»Replication context:

dn: o=ibm, c=in

changetype: add

objectclass: top

objectclass: organization
objectclass: ibm-replicationContext
O: 1lbm
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Building LDIF

» Replica group:

The first entry created under a replication context has
objectclass ibm replicaGroup and represents a
collection of servers participating in replication.

dn: ibm-replicaGroup=default, o=ibm, c=i1n
changetype: add

objectclass: top

objectclass: ibm-replicaGroup
ibm-replicaGroup: default
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Building LDIF

» Replica subentries:

Below a replica group entry, one or more entries with objectclass ibm-
replicaSubentry may be created; one for each server participating in
replication as a supplier. The replica subentry identifies the role the
server plays in replication: master or read-only

Subentry for the peer1 :
dn: ibm-replicaServerId=Peerl,
ibm-replicaGroup=default, o=i1bm, c=in
changetype: add
objectclass: top
objectclass: ibm-replicaSubentry
ibm-replicaServerId: Peerl
ibm-replicationServerIsMaster: true
cn: Peerl
description: Subentry for Peerl.
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Building LDIF

» Subentry for the peer2

dn: ibm-replicaServerId=Peer?2,

ibm-replicaGroup=default, o=ibm, c=in changetype:

objectclass: top

objectclass: ibm-replicaSubentry

ibm-replicaServerId: Peer2
ibm-replicationServerIsMaster:
cn: Peer?

true

description: Subentry for Peer?.

add
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Building LDIF
» Credentials:

|ldentify the method and required information that the supplier uses
In binding to the consumer. For simple binds, this includes the DN
and password. The credentials are stored in an entry the DN of
which is specified in the replication agreement.

Credentials used by peer1 to bind to peer2 and vice versa

dn: cn=ReplicaBindCredentials, o=ibm, c=in
changetype: add

objectclass: ibm-replicationCredentialsSimple
cn: ReplicaBindCredentials

replicaBindDN: cn=bindtoconsumer
replicaCredentials: iamsupplier
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Building LDIF

»Replication agreements:

The agreement contains all the information needed for making a
connection from the supplier to the consumer and scheduling
replication. The number of agreements is dependent upon the

number of supplier-consumer relationships in the topology.

Replication agreement from the peer1 to peer2

dn: cn=Peer2?2, ibm-replicaServerId=Peerl, ibm-
replicaGroup=default, o=ibm, c=in

changetype: add

objectclass: top

objectclass: ibm-replicationAgreement

cn: Peer?

ibm-replicaConsumerId: Peer2

ibm-replicaUrl: ldap://server2.in.ibm.com:389

ibm-replicaCredentialsDN: cn=ReplicaBindCredentials, o=ibm, c=in
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Building LDIF

»Replication agreement from peer2 to peer1

dn: cn=Peerl,

ibm-replicaServerId=Peer?Z, ibm-

replicaGroup=default,o=ibm, c=in
changetype: add

objectclass:
objectclass:
cn: Peerl

top
ibm-replicationAgreement

ibm-replicaConsumerId: Peerl
ibm-replicaUrl: ldap://serverl.in.ibm.com:389
ibm-replicaCredentialsDN: cn=ReplicaBindCredentials, o=ibm, c=in
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Importing the LDIF file

» Execute the following command on the peer1 server
from where the peer2peer.ldif file was created
idsldapmodify -h serverl.in.ibm.com -p 389 -D
[administrator DN] -w [administrator password] -1

peer2peer.ldif -k -1

»Now load the topology on the replica too.
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Importing the LDIF file

» Execute the following command on the peer1 server

from where the peer2peer.ldif file was created
idsldapmodify -h serverl.in.ibm.com -p 389 -D
[administrator DN] -w [administrator password]
-1 peer’Zpeer.ldif -k -1

»Now load the topology on the replica too.
idsldapexop -h serverl.in.ibm.com -p 389 -D
[administrator DN] -w [administrator password]
-op repltopology -rc o=ibm,c=1in

» Peer-Peer topology is ready. Both the peers will
accept updates and send them to the other peer.
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Verify Peer to Peer Replication:

» Add an entry to master:

bash-3.00# idsldapadd -h server.in.ibm.com -p 389 -D cn=root
-w root —-i user-add.ldif

Where the user-add.ldif contains.
dn: cn=userl, o=ibm, c=in
objectclass: person

sn: userl

» Search above entry on peer1:

bash-3.00# idsldapsearch -h serverl.in.ibm.com -p 389
-b "o=ibm, c=in" "cn=u*"

cn=userl,o=ibm, c=in

objectclass=person

objectclass=top

sn= userl

cn=userl
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Verify Peer to Peer Replication:

»Search above entry in peer2:

bash-3.00# idsldapsearch -h server2.in.ibm.com -p 389 -b “o=ibm,
c=in” “cn=u*”

cn=userl, o=ibm,c=in

objectclass=person

objectclass=top

sn=userl

cn=userl

»Entry is replicated from peer1 to peer2. Similarly, we
can add entry on peer2 and verify it on peer1 server.
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Replication Topology Information

»From Peer1:

idsldapsearch -h serverl.in.ibm.com -p 389 -b "“
-s sub objectclass=ibm-repl*

»From Peer2:

idsldapsearch -h serverZ2.in.ibm.com -p 389 -b ""
-s sub objectclass=ibm-repl*
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Replication Status using Command Line
Utilities

»To Search on a Specific Agreement :

idsldapsearch -h hostName -p <port> -D <adminDN> -w
<password> -b <ReplicationAgreement> objectclass=* ++ibmrepl

»To Search All Agreements :
idsldapsearch -h hostName -p <port> -D <adminDN> -w
<password> -s sub -b " " objectclass=ibm-
replicationagreement ++ibmrepl
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Introduction to Partial Replication

»Using partial replication, administrator can enhance
the replication bandwidth by deciding which entries
and its attributes need to be replicated.

»For Example:
Entries of objectclass person to be replicated with cn,
sn, and userPassword attribute leaving behind the
description field.
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New objectclasses and attributes

» One structural objectclass
- ibm-ReplicationFilter

> Attributes

- iom-slapdReplicationFilterAttr
- ibm-replicationFilterDN
- ibm-replicationCreateMissingEntries
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Implementation of Partial Replication

» Steps for implementing a partial replication would be
same as the configuration of a full replication, except

» Defining replication filter entry and
» Replication filters.
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Replication Filter Definition

» The filter definition is a colon separated string, with the first
part defining the objectclass filter and the second part
defining either the attribute inclusion or attribute exclusion

list.
ibm-replicationFilterAttr = “ (% whsp “objectclass” whsp “=" whsp
ocspec whsp “)” whsp “:” whsp [“!”] whsp “(“ attrspec “)”
ocspec = ocname | “*7
whsp = [ space |
attrspec = attrlist | “*”
attrlist = attrname * ( “,” attrname )

»where ocname represents an object class name and
attrname represents an attribute type name.
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Replication filter examples

»Example 1:

dn: cn=replicationfilter, cn=localhost
objectclass: ibm-replicationFilter
ibm-replicationFilterAttr: (objectclass=person): (cn,sn,description)

ibm-replicationFilterAttr: (objectclass=printer):! (cn,color)

ibm-replicationFilterAttr: (objectclass=%*): (%)
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Replication filter examples

»Example 2:
dn: cn=replicationfilter, cn=localhost
objectclass: ibm-replicationFilter

ibm-replicationFilterAttr: (objectclass=person): (*)

ibm-replicationFilterAttr: (objectclass=¥*): ! (¥*)
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Replication filter examples

»Example 3:

dn: cn=replicationfilter, cn=localhost
objectclass: ibm-replicationFilter

ibm-replicationFilterAttr: (objectclass=person):! (¥*)

ibm-replicationFilterAttr: (objectclass=¥*): (¥*)
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Replication filter examples

»Example 4:

dn: cn=replicationfilter, cn=localhost
objectclass: ibm-replicationFilter
ibm-replicationFilterAttr: (objectclass=person): (cn,sn,userPassword)

ibm-replicationFilterAttr: (objectclass=managerOf) : (managerOfDept)

ibm-replicationFilterAttr: (objectclass=*): ! (managerOfDept)
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Replication filter examples

»Example 5:

dn: cn=replicationfilter, cn=localhost
objectclass: ibm-replicationFilter
ibm-replicationFilterAttr: (objectclass=person): (cn,sn,userPassword)

ibm-replicationFilterAttr: (objectclass=inetOrgPerson) : ! (userPasword,
employeeNumber)

ibm-replicationFilterAttr: (objectclass=*): ! (¥*)
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Replication filter examples

»Example 6:

dn: cn=filter, cn=localhost
objectclass: ibm-replicationFilter

ibm-replicationFilterAttr: (objectclass=person) :(cn, sn,
telephonenumber, seeAlso, userPassword)

ibm-replicationFilterAttr: (objectclass=inetOrgPerson)
(employeeNumber, userPassword)

ibm-replicationFilterAttr: (objectclass=organizationalPerson) : !
(seeAlso)

ibm-replicationFilterAttr: (objectclass=*): ! (secretKey, userPassword)

ibm-replicationFilterAttr: (objectclass=printer): (cn, color)
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Default attribute filter for (objectclass=")

> If no filter of type (objectclass=*) is defined in filter entry, then
any entry that does not match any of the other filter
definitions will not be replicated, means the default attribute
filter for (objectclass=") will be !(*).

e.g

dn: cn=replicationfilter, cn=localhost

objectclass: ibm-replicationFilter

ibm-replicationFilterAttr: (objectclass=person): (cn,sn,userPassword)
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Command line implementation — part 1

»Command

idsldapadd —-h <hostname> -p <port> -D <AdminDN> -w <AdminPW>
dn : <Unique replication filter DN>
objectclass : ibm-replicationFilter

Ibm-replicationFilter : <filter>

»Example :

idsldapadd —-h <hostname> -p <port> -D <AdminDN> -w <AdminPW>

dn: cn=replicationfilter, cn=localhost

objectclass: ibm-replicationFilter

ibm-replicationFilterAttr: (objectclass=person): (cn,sn,description)

ibm-replicationFilterAttr: (objectclass=printer):! (cn,color)

ibm-replicationFilterAttr: (objectclass=%*): (%)
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Command line implementation — part 2

»Command

idsldapmodify —-h <hostname> -p <port> -D <AdminDN> -w <AdminPW>
dn : <DN of replication agreement>

changetype : modify

add : ibm-slapdReplicationFilterAttr
ibm-slapdReplicationFilterAttr : <replication filter DN>

»Example :

idsldapmodify —-h myserver.ibm.com —-p 389 -D cn=root -w sec00lret

dn : cn=Replica, ibm-replicaServerId=Master, ibm-
replicaGroup=default,o=sample

changetype : modify
add : ibm-slapdReplicationFilterAttr

ibm-slapdReplicationFilterAttr : cn=replicationfilter, cn=localhost
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How to disable filtered replication?

»Using command line utilities :

# idsldapmodify —-h <hostname> -p <port> -D <AdminDN> -w <AdminPW>
dn : <Replication agreement DN>

changetype : modify

delete : ibm-slapdReplicationFilterAttr
ibm-slapdReplicationFilterAttr : <replication filter DN>

»Example

# idsldapmodify —h <hostname> -p <port> -D <AdminDN> -w <AdminPW>

dn : cn=Replica, ibm-replicaServerId=Master, ibm-
replicaGroup=default, o=sample

changetype : modify

delete : ibm-slapdReplicationFilterAttr

ibm-slapdRep onFilterAttr

cn=replicationfilter,cn=localhgsgt

liqéti

PO |
=, :
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Scheduled Replication

> If schedule is not specified (default setting) then
server performs replication as soon as a change is
made.

»With this feature you can define replication
schedules to schedule replication for particular
times, or to not replicate during certain times.

»We will consider Mater-Replica setup for this
task though Web Admin Tool
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Scheduled Replication Contd..

» Log in to server through WAT > Replication Management
>manage Topology > Manage Schedules > Select the subtree
for schedule from drop down menu > Click Add

Tivoli Tiveli Directory Server Web Administration Tool

@Irmodumon ¢ 9.182.194.115:5389 User DN: cn=root ‘E I

» (3 User properties [Manage schedules Logfiles Help

» (& Server administration Weekly schedules Select a subtree: )
) (23 Proxy administration ) : cn=ibmpolicies v| | show schedules
» (22 Schema management cn=ibmpolicies

N anr"“! management '0=ibm,c:in

cn=replication, cn=ibmpalicies —

v QReplestion management cn=replication, cn=localhost | | % ® —selectAction— |v| Go
[2) Manage reglication properties

[3) Manage topolegy

Select | Weekly schedules | Replication type | Start time Il

[3) Manage gedentials None
[3) Mensge filless Total: 0 Displayed: 0
[3) Manage schedules
[3) Manage queves

» (E3Realms and templates

» (1 Users and groups

[3 Logout

Close
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Scheduled Replication Contd..

»Provide a name to the to your weekly schedule >
Select a day > Click ‘Add daily schedule’

ivoli Direciory Server Weh Administration Too

[4] Introduction
Add weekly schedule
‘E'u’eekly schedule name:

b (5] User properties

b (3] Server administration

» (53 Proxy administration

b (21 Schema management

» (Z3Directory management

+ 33 Replication management
(3 Mansge replication properties
[3) Manage topology

© |Sunday | None v|
Monday | None v|

Tuesday  None v

Manage oedentials
(3 Manage filters
@ Manage schedules

Wednesday ' None ||

@ Mansge gusues
b (Z)Realms and templates

¢ (E)Users and groups

Thursday | None ||
Friday None v

Saturday  None|v|

O O 0 G O O

[5] Logout

B+ 0.182.194.115:5389

T | | |- SelectAction— ¥| Go
Select | Day 2 | Daily schedule
! .
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Scheduled Replication Contd..

» Provide name to daily schedule > Select Replication Type > Start

Time > Click Add > Click Ok

» There are two type of Replication Type

1) Immediate : Performs any pending entry updates since the last
reﬁlication event and then updates entries continuously until the next
scheduled update event is reached.

2) Once : Performs all pending up

dates prior to the starting time. Any

ar= (] £ /) ar2mar= ar=2ia 27a

B 9.182.194.115:5389
Add daily schedule

=3 Server administration Daily schedule name:

(33 Proxy administration |& schdule 1| T |

(33 Schema mansgement This field requires a value.

(33 Directory management Time zone

I (53 Replication management

(3 Mansge replication oropedies O Alltimes are UTC
Man ® All times are in server’s local time zone
Manage oedentials : : :
[ Mansce fitess Once v 2 [+ 00 »| |AM [+] [ Add
[3 Man schedules

Remove | || & © = |[# | |— SelectAction— |v|[ Go |
Select | Replication type | Start time

@ Manapge gusues
b 53 Realms and templates

b EAUsers and =

& Logout
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Scheduled Replication Contd..

» By default all days will have this new daily schedule applied

> You can create more daily schedule with different names and
apply them to different days

Tivoli Directory Server Web Administration Tool

B 9.182.194.115:5389

Add weekly schedule
Weekly schedule name:
|e default |
This field requires a value.

& Introduction

» [EUser properties

» (=] Server administration

» (E3 Proxy administration
¢ (3 Schema management

» (A Directory mansgement Add daily schedule. . | Edit daily schedule... || T |[p#t —
v aﬂ;“’:m‘l‘f“lﬂn““’ .  Select J{ Day | Daily scheduie
S . ©  Sunday schdule 1 :]
3 Menags fintess ©  Monday schedule 2 |~/
[& Manage schedules o Tuesday MNone :]
» 53 M ©  Wednesday |schdule 1 |v|
» (S Users and groups ©  Thursday schdule 1 [+
& Logout O Friday schdule 1 |~]
©  Saturday schdule 1 |~|

| [
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Scheduled Replication Contd..

» Similarly Daily schedules can configured to manage
how many times and at what times the replication
should performed in a day

> If replication events are scheduled too closely
together, a replication event might be missed if the
updates from the previous event are still in progress
when the next event is scheduled.
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Un-configure Replication

»For some reasons we may come to a point where we
have to un-configure replication.

>t is the exact reverse process of configuration

»We have delete/remove the entries in reverse order
compared to configuration process
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Un-configure Replication contd..

»We will consider Master-Replica setup for this task
»Master listens on 5389 with server ID Master

> Replica listens on 6389 with Server ID Replica

A recCc ol o =W

1Trectory s S
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Un-configure Replication contd..

» The replication configuration considered

o=—1i1lymn, =171 |
ocbhbijectclass—top

ochijsesctoclass—organi=atiorn |
obhbijectclass—dibm—replicationContext |
=1 kmn |

dbm—replicaGCroup—default, o—ilbam, o—ir ]
obhiljectclass—top |
ochbijectoeclass—abm—replicaSroup

Abm—replicaGroup—defanalt

dbm—replicaSsesrverlid=—Tdaster, ibm—replicaGroup—default, o=ilbm, =i
ocbhbijectclass—top

obhijectoclass—Gabm—replicaSubentrys ‘
dbm—replicaScerver Ld—MMastexr

dbm—replicationServerlisMaster—trus

crn—Mastaer

description—MMastexr serwver of the topologyw - |

dbm—replicaServerlid——Teplica, ibmreplicaGroup—d=efault, o=ilbm, oc=ir
ocbhbhjectclass—t op

ochijectoclass—d bm—replicasSubentroywy |
dbm—replicaSserver ITd—Repliaca

dbm—replicationServerIisMaster—FTalse

crn—Replica ‘
Hdescription—Replica server of the topologw .- |

cn—ReplicaBinddCredentials, o—=ilbm, c=ir

ochijsectoclass—d bm—replicationCredentialsSimplse |
obhbijectclass—di bm—replicationCredentials |
ohijectoclass—t oD |
cn—ReplicaBinddCredentials

replicaBindDMN—n—bhindtoconsumer

replicaCredentials—iamsuppliexr

description—ind Credentials on master to bhbinmnd to replica .

cn—Replica, ibm—replicaSscerwverldaMaster, ibbm—replicaGCroup—default, o—ilbm, oc—3irr -
ocbhbijectclass—t oD |
obhbijectoeclass—ibm—replicationfgrecemerntt

crn—Replica ‘
dbm—replicaConsumsr Td—Replica

dbm-—replicalbrl=ldap: ./ localhost:&c389
dbm—replicaCredentialsDN=—n—ReplicaBindCredentials, =1 I , =11
Hdescription—Replication agreememntt from master to replica . q

N 7 Pk <@
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Un-configure Replication contd..

»We have to perform these steps on all the servers
Involved.

»\With this method your data is safe, since we do not
unconfigure the database.
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Un-configure Replication contd..

»Delete Agreement between servers, we have agreement
from Master to Replica

idsldapdelete -s -p <port> -D cn=root -w root -k <agreement dn>

»Example :

bash-3.2# idsldapdelete -s -p 5389 -D cn=root -w root -k
cn=Replica,ibm-replicaServerId=Master,ibm-
replcaGroup=default,o=ibm,c=in
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Un-configure Replication contd..

»Delete Replica Subentry which specifies which server are
taking part in replication

idsldapdelete -s -p <port> -D cn=root -w root -k <sub entry>

»Example :

idsldapdelete -s -p 5389 -D cn=root -w root -k ibm-
replicaServerId=Replica, ibm-replicaGroup=default,o=ibm, c=in
idsldapdelete -s -p 5389 -D cn=root -w root -k ibm-
replicaServerId=Master, ibm-replicaGroup=default,o=ibm,c=in
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Un-configure Replication contd..

»Delete Replica Group, which makes sure that
everything related to replication for particular sub tree
has been removed.

idsldapdelete -s -p <port> -D cn=root -w root -k <replica
group>

»Example :

idsldapdelete -s -p 5389 -D cn=root -w root -k ibm-
replicaGroup=default,o=ibm,c=1in
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Un-configure Replication contd..

»Delete Bind credentials

idsldapdelete -s -p <port> -D cn=root -w root -k
<credentials>

»Example

idsldapdelete -s -p 5389 -D cn=root -w root -k
cn=ReplicaBindCredentials,o=ibm,c=in
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Replication Debugging Practices

»Divide and conquer. If replication is failing at multiple
points, it is best to get one supplier-consumer link working
properly and then move to the other failure points.

»Your ibmslapd.log file is the best point to start the
troubleshooting.

» Default location:
/home/inst name/idsslapd-instname/logs

» Start from the supplier, as it is the server which initiates the
replication steps. Check whether it is able to connect. If it
is able to connect check whether it is able to bind and if it
Is able to bind correctly, check the reason replication is
failing.
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Replication Debugging practices

> If the replication seems to be blocking, send the
following listings:

> ldapsearch -D cn=root -w root -b <replication context>
-s sub objectclass=* ibm-replicationpendingstate

» ldapsearch -D cn=root -w root -b <replication context>
-s sub objectclass=* ibm-replicationpendingchanges

> ldapsearch -D cn=root -w root -b <replication context>

-s sub objectclass=* ibm-replicationlastresult
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Queue Control with an extended op

» |dapexop - cascading control replication extended operation:

» The requested action is applied to the specified server and also
passed along to all replicas of the given subtree. If any of these are
forwarding replicas, they pass the extended operation along to their
replicas. The operation cascades over the entire replication

topology.

idsldapexop -h hostName -D cn=root -w <password> -op cascrepl
—action {qgquiesce | unqgquiesce | replnow | wait} -rc
<ReplicationContext>

Where

<action> can be one of the four values:

quiesce - No further updates are allowed, except by replication.

unquiesce - Resume normal operation, client updates are accepted.

replnow - Replicate all queued changes to all replica servers as soon as possible,
regardless of schedule. wait - Wait for all updates to be replicated to all replicas.

» Example
idsldapexop —-h hostName -D cn=root -w <password> -op cascrepl
—action quiesce -rc 0=IBM, C=US
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Skipping blocking entries with an extended op

»idsldapexop - control queue extended operation:

idsldapexop -h hostName -D cn=root -w <password> -o0p
controlqueue -skip {all | change-id} -ra
<ReplicationAgreement>

Where "all" indicates to skip all pending changes for this agreement and
"change-id" identifies the single change to be skipped. If the server is not
currently replicating this change, the request fails.

»Example:

idsldapexop -h hostName -D cn=root -w <password> -o0p
controlqueue -skip all -ra cn=peer2:389,cn=peerl:389, ibm-
replicaGroup=default, O=IBM, C=US
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Suspending the queue

»idsldapexop - control replication extended operation:

idsldapexop -h hostName -D cn=root -w <password> -o0p
controlrepl -action {suspend | resume | replnow} {-rc
<ReplicationContext> | -ra <ReplicationAgreementD>}

»If -rc <ReplicationContext> is provided then the action
is performed for all agreements for this context.

»Example :

idsldapexop -h hostName -D cn=root -w <password> -op
controlrepl -action suspend -ra
cn=peer2:389,cn=peerl:389,ibm-
replicaGroup=default,O0=IBM,C=US
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Controlling

»idsldapexop - control replication error extended

operation:

idsldapexop -h hostName -D cn=root -w <password> -o0p
controlreplerr {[-delete failure-ID | all] | [-retry
failure-ID | all] | [-show failure-ID]} -ra

<ReplicationAgreement>

Where either of -delete, -retry or -show must be
specified with appropriate failure-ID.

»Example :

idsldapexop -h hostName -D cn=root -w <password> -o0p
controlreplerr -delete all -ra
cn=peer2:389,cn=peerl1:389, ibm-
replicaGroup=default, O=IBM, C=US
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Quiesce or Unquiesce the queue

> idsldapexop: quiesce or unquiesce subtree extended
operation:

idsldapexop -h hostName -D cn=root -w <password> -op quiesce
[-end] -rc <ReplicationContext>
If -end is specified the ReplicationContext gets unquiesced.

»Example:

idsldapexop -h hostName -D cn=root -w <password> -op quiesce
-rc O=I1IBM, C=US
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The Idapexop to push your replication topology

»idsldapexop: replication topology extended operation -
replicates the replication topology related entries
under the specified context:

idsldapexop -h hostName -D cn=root -w <password> -o0p
repltopology -rc <ReplicationContext> [-ra
<ReplicationAgreement>] [-timeout secs]

»Example:
idsldapexop -h hostName -D cn=root -w <password> -o0p
repltopology -rc 0O=IBM,C=US -ra
cn=peer2:389, cn=peerl1:389, ibm-
replicaGroup=default, O=IBM,C=US -timeout 60

»For more details refer to Admin guide.
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Sync the servers

» We will consider peer-to-peer replication for this purpose

» Synching ensures that two servers have the exact same copy of
data (so, for example, replication won't block)

» When data gets out of sync between replication partners,
updates can block on objects that are missing from one of the
servers.
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Sync the servers

For this task we consider following
» server1: the primary server with an authoritative copy of the data

» server2: secondary server being setup as a replica or secondary
peer

» Both running with the same OS and in this example, both Idap
instances are named 'ldapdb?2’'.

» For the sake of the simplicity of these instructions, this assumes
all commands are being run as 'root' or '"Administrator'.
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Sync the servers

» Stop the replica server (which is out of sync)
ibmslapd -I ldapdb2 -k

»Quiesce subtrees from the command line: To ensure no
changes will come in while exporting to Idif (otherwise the
exported Idif file will be out of sync with the server it's
exported from), we will quiesce the replication

idsldapexop -D <admin dn> -w <password> -Op qulesce -rcC
<replication subtree>

»Determine the replication agreement if unsure

idsldapsearch -D <admin dn> -w <password> -b
<replicatilon subtree> objectclass=ibm-

replicationAgreement dn
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Sync the servers

» Skip all blocking entries for the queue from server1 to
server2:

idsldapexop -D <admin dn> -w <password> -op controlqueue

-skip all -ra <replication agreement>

»Export the data from server1 into an Idif file:
idsdb21dif -I ldapdb2?2 -o serverl.ldif

»Unquiesce the queues on server1:

idsldapexop -D <admin dn> -w <password> -op quiesce -rcC
<replication subtree> -end

»Drop the database on server2:

We have to unconfigure the database or else the idsldif2db or idsbulkload will fail
idsucfgdb -I ldapdb2 -r
## respond to the prompts to destroy the database
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Sync the servers

» Reconfigure the database on server2:

idscfgdb -I <instance> -a <instance user> -w <instance passwd> -1
<instance location> -t <database name>

» Crypto sync the servers if the already aren’t : (can be

skipped if servers are already crypto sync)

If the servers aren't crypto-sync'd yet, copy the ibmslapddir.ksf file from
the instance location's etc directory from server1 to the same location on
server2. The default instance location is usually the instance owner's
home directory; eg: /home/ldapdb2/idsslapd-ldapdb2/etc.

» Do not move or copy the ibmslapdcfg.ksf file. Each
server instance can only use the copy of this file the
Instance was created with.
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Sync the servers

»Import the data on server 2

idsldif2db -I ldapdb2 -1 serverl.ldif -r no

or

idsbulkload -I ldapdb2 -1 serverl.ldif

Bulkload is much faster, but because of the way it works, also doesn't handle
errors at all. Since we've dropped/recreate the database, bulkload should be

fine.
Because we only recreated the database, all the suffixes that existed before

still exist in the ibmslapd.conf file.

» Start the server or configure as desired.

Upon restart, all the changes that have built up on server1 while this process
has been doing should be replicated to server2, putting the servers right back
in perfect sync.
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