The following are instructions for enabling (SSL) HTTPS on a machine that has Apache and Tomcat 4.0.4 already installed.

1. Stop Apache and Tomcat (For instructions on how to do this, please check out the "Starting NV4IP Browser-based Version" section of Appendix A of the NV4IP installation guide.)
2. Uninstall Apache from your computer.  

   Rename the root directory, Apache, to Apache_orig to 

   preserve the npmip installed components.

   
Default: C:\Program Files\Apache Group\Apache_orig

3. Extract the files in apache-mod_ssl.zip to the directory (ssl = lowercase SSL)

   that contains your Apache_orig directory.


Default: C:\Program Files\Apache Group

   You now have a new Apache directory.

4. Open \Apache\conf\httpd.conf.

   i) Please enter the correct values for ServerAdmin and ServerName 

      elements: [ServerAdmin in place of "name@my-server" 

                [ServerName in place of  "my-server"]

      The ServerName for "my-server" has to be a valid dns or ip address, 

      the one you have been using to logon to npmip.

  ii) Replace "my-server" from "<VirtualHost my-server:443>" 

      with the same value you just set for ServerName above in httpd.conf.

5. Copy the files ssleay32.dll and libeay32.dll from

       \Apache\openssl\bin 

   to WINNT\System32   or    Windows\System32.

6. From the command prompt, change directory to

       \Apache\openssl\bin    and  

   type each of the following three items, [a], [b], [c]:   

     [a] openssl req -config openssl.cnf -new -out my-server.csr

         Press enter 



         [When asked for a password, enter at lease four characters.]

         [When asked for "Common Name (eg, your websites domain name)", 

          give the exact value specified for ServerName above.]

          All other fields are optional.



     [b] openssl rsa -in privkey.pem -out my-server.key


 Press Enter



     [c] openssl x509 -in my-server.csr -out my-server.cert -req -signkey my-server.key -days 365


 Press Enter


 [The 365 indicates that the certificate will expire in 1 year.  You can 

          increase or decrease  -days 365  if you need a different value for expiration days.]

7. Move or copy the generated   my-server.key   and   my-server.cert    

   files into       \Apache\conf\ssl     (ssl = lowercase SSL)

8. Move or copy all npmip files and directories that are under 

        \Apache_orig\htdocs    into

        \Apache\htdocs

   i.e. logon.htm, Chart, help, images, and javascript

9. Edit the httpd.conf file and modify the last Include statement to be:

     Include “c:\Program Files\Apache Tomcat 4.0\conf\jk\nvip_mod_jk.conf”

10. Reboot the workstation

11. Manually start Apache.  If Tomcat was originally installed as a service, it is automatically started when the workstation is rebooted.  If Tomcat was not originally installed as a service, START TOMCAT FIRST.

12. Test apache to see if you can get to the “default” web by entering the following URL in the browser:

https://<webservername>

The following are instructions for enabling (SSL) HTTPS on a machine that does NOT have Apache or Tomcat already installed.

1. Extract the files in apache-mod_ssl.zip to the directory (ssl = lowercase SSL).

   
Default: C:\Program Files\Apache Group

2. Open c:\Program Files\Apache Group\Apache\conf\httpd.conf.

   i) Please enter the correct values for ServerAdmin and ServerName 

      elements: [ServerAdmin in place of "name@my-server" 

                [ServerName in place of  "my-server"]

      The ServerName for "my-server" has to be a valid dns or ip address, 

      the one you have been using to logon to npmip.

  ii) Replace "my-server" from "<VirtualHost my-server:443>" 

      with the same value you just set for ServerName above in httpd.conf.

3. Copy the files ssleay32.dll and libeay32.dll from

       \Apache\openssl\bin 

   to WINNT\System32   or    Windows\System32.

4. From the command prompt, change directory to

       \Apache\openssl\bin    and  

   type each of the following three items, [a], [b], [c]:   

     [a] openssl req -config openssl.cnf -new -out my-server.csr

         Press enter 



         [When asked for a password, enter at lease four characters.]

         [When asked for "Common Name (eg, your websites domain name)", 

          give the exact value specified for ServerName above.]

          All other fields are optional.



     [b] openssl rsa -in privkey.pem -out my-server.key


 Press Enter



     [c] openssl x509 -in my-server.csr -out my-server.cert -req -signkey my-server.key -days 365


 Press Enter


 [The 365 indicates that the certificate will expire in 1 year.  You can 

          increase or decrease  -days 365  if you need a different value for expiration days.]

5. Move or copy the generated   my-server.key   and   my-server.cert    

   files into       \Apache\conf\ssl     (ssl = lowercase SSL)
6. Move the mod_jk.dll in c:\Program Files\Apache Group\Apache\modules to a different location for later use.

7.  Unzip the Jakarta-tomcat-4.0.4.zip file.

       Default: C:\Program Files\Apache Tomcat 4.0

8.  Run the setup.exe from the CD supplying the locations of JDK, ApacheSSL and Tomcat.

9.  Copy the mod_jk.dll file from Step 6 back to c:\Program Files\Apache Group\Apache\modules directory

10. Edit the httpd.conf file and modify the last Include statement to be:

     Include “c:\Program Files\Apache Tomcat 4.0\conf\jk\nvip_mod_jk.conf”

11. Reboot the workstation

12. Manually start Tomcat then Apache. (For instructions on how to do this, please check out the "Starting NV4IP Browser-based Version" section of Appendix A of the NV4IP installation guide.)
13. Test apache to see if you can get to the “default” web by entering the following URL in the browser:

https://<webservername>

