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Introducing the IBM Tivoli zSecure Suite

Making z/OS security management more effective

Tivoli zSecure suite

Tivoli
zSecure
Audit*

Tivoli
zSecure
Alert**

Command
Verifier

*Also available for ACF2 and TopSecret
**Also available for ACF2

RACF

Tivoli
zSecure
Admin

Tivoli
zSecure
Visual

Tivoli
zSecure
CICS Toolkit

Note: ACF2 and Top Secret are either registered trademarks or trademarks of CA, Inc. or one of its subsidiaries.
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Security administration is not easy

= Situation: = Best Solution Available?:
» Technical users perform administration » Use RACF commands via ISPF
» User administration by non-technical = Qutput is not easy to interpret
users » Use unloaded RACF database in DB2
» Technical aspects of security by = Information not up to date

technical teams

zSecure » Easy RACF administration — zSecure Admin
Solution » Overview of profiles, show context of security

» Overtype fields to make corrections

» Reports showing differences and effective security

= Actual information from active RACF database
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listuser ZPUGGEL

USER=ZFUOE1 MHAME=BAMKIMGE USER 1 OWMER=ZFPDEFT31 CRERTED=G7T.0Q95
DEFaULT-GROUP=ZFDEPTZ1 PARSSDATE=00.000 PASS-INTERVAL=120 FPHRASEDATE=MN-A
ATTRIBUTES=MONE

REVOKE DARTE=MOME RESUME DATE=MOME

LAST-ACCESS=UNEMNOIM

CLASS AUTHORIZATIOMS=MOME

MO-IWSTALLATION-DATA

MO-MODEL-MAME

LOGON ALLOWED (DAYS)

AMY DAY AMYTIME
GROUF=ZFDEFT31 AUTH=USE COMMECT-0WMER=ZFDEFPT31 COMMECT-DATE=0T.B35
COMMECTS= e HACC=MOME LAST-COMMECT=UMEMOLM
COMMECT ATTRIBUTES=MOME
REYOKE DATE=NONE RESUME DATE=NOME
GROUP=ZFPACCEZ AUTH=USE COMMECT-0WMER=5Y51 COMMECT-DATE=GT. 095
COMMECTS= e HACC=MOME LAST-COMMECT=UMEMOWHM
COMMECT ATTRIBUTES=MOME
REVOKE DARTE=MOME RESUME DARTE=MOME
SECURT TY=LEMEL=NONE -SPECIFIED
CATEGORY-AUTHORIZATION
MONE -SPEETFIED

SECURITY-LABEL=MOME SPECIFIED
R R R R R R R R O R R  R R R R k eRok ek kckce. Bottom of Data sk
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zSecure Admin: Overview of user profiles

= i Session A - [32 x 80]

zhecure Admin+Audit for RACF USER overwview 0 = elapsed, 0.1 = CPU
Uzers like £x Jo Jan 2008 14:Z6

User Complex Hame DflLtGrp Ouwner RIRFP 1] gC LCX¥ Grp
___ ZAADMIN ZTo1 WAS ADMINISTRATOR ZACFG SENIOR I 5 1
_ ZAADMSH ZTo1 WAS ASYHCH ADMIN TAS ZACFEG SENIOR P 1
__ FZACRU £To1 WAS DAEMOM CR ZACFG SENIOR F C 2
_ FZACTWTR Z£Te1 WAS TRACE WRITER ZACFG SEMIOR H 1
___ ZAGUEST ZTo1 WAaS DEFAULT USER ZAGUESTG SEHIOR R = 1
_ ZASRU ZTo1 WAS APPSYR SR ZASRG SENIOR H la
_ FBADMIN ZT0G1 WAS ADHMINISTRATOR £FBCFG SENIOR I 5 2
_ ZBADMSH ZTe1 WAS ASYHCH ADMIN TAS ZBCFG SEMIOR P 1
___ ZBCRU 2ZTo1l WAS DMGR _CR ZBCEG SENIOR I P C s
_ ZBCTWTR ZT01 WAS TRACE WRITER ZBCFG SENIOR P 1
_ FZBGUEST Z£TG1 WAS DEFAULT USER FBGUESTG SENIOR IRFP 1
_ ZBOWHER ZT@1 WAS HFS OWHER ZBCFG SEMIOR I P 1
___ ZBSRU 2ZTo1l WAS DMGR SR ZBSRG SENIOR I P 4
_ ZCADMIN ZT01 WAS ADMINISTRATOR ZCCEFG PIERRE 1
_ FCADMSH ZT01 WAS ASYHCH ADMIN TAS FZCCFG FPIERRE P 1
__ FZCCRU ZTo1 WAS DAEMON CR ZCCFG FPIERRE P C 1
__ ZCGUEST ZTo1 WAaS DEFAULT USER ZCGUESTG PIERRE R = 1
_ ZCOWMNMER ZT01 WAS HFS OWMER ZCCEFG PIERRE I P 1
_ FZCS5RU £To1 WAS APPSYR SR LSRG FPIERRE P C 2
_ ZDACRU ZTo1 WAS DAEMON CR ZDCFG STSGEJJ P C 2
__ ZDADMIN ZTo1 WAS ADMINISTRATOR ZDCEG STSGJJ I 1
_ ZDASRU ZTo1 WAS APPSYR SR ZDSRG STSGJJ P C = |
__ FZDDBU £To1 D CELL DB USER ZDCFG STSGJIJ I 1
_ ZDGUEST Z£Te1 WAS DEFAULT USER ZDGUESTG STSGJJ IRFP 1
__ ZDOWHER ZTo1 WAS HFEFS OWHER ZDCEG STSGJJ I P 1
_ ZEACRU ZTo1 WAS DAEMONM CR ZECFG STSGJJ P C 2
_ FEADMIN ZT0G1 WAS ADHMINISTRATOR £FECFG STSGJIJ 2
_ FZEADMSH ZTe1 WAS ASYHCH ADMIN TAS ZECFG STSGEJJ I P 1
Command === _ Scroll===> LC5R
A a 32,0150
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Details of a user profile

= i Session A - [32 x 80]

zhecure Admin+Audit for RACF USER overwview
Uzers like 7%

Identification of ZAADMIN

U=zer name WAS ADMINI

Line 1 of 54

30 Jan 2008 14:26

ZTo1

STRATOR

Installation data

SENIOR ITALY

dt Rezsumedt InstData

_ Ouwner SENIOR
_ U=er's default group ZACFG
Group Auth R S0A AG Uacc Revoke
__ ZACFEG UsSE ____ HOHNE
Syustem access
Revoked (may be by date) Ho
Inactive, revoked or pending Yes
Days of week user can logon SMTHTES
Time of day user can logon

Date user will be revoked

Statistics

Creation date

Last RACINIT current connect
Uzer's last u=se date

Uzer's last u=se time
(ddmmmuyyyuy or NHOREYOKE)

Date user will be resumed

(ddmmmyyyy or HNORESUME)

Paszword

Has a password

Expired password

Password changed date

Passzword expiration date

O0ld passwords present H

Failed password attempt=s H

Paszword interwval

Paszword interwval in effect

Mixed case password
Command ===

Passzword phrase

Z295epdh
115ep07
115ep07y
10:46

Has a password phrase Mo
Expired password phrase Ho
Password phraze change date
Password phrase expiry date

O0ld pass phrases present # Q

Scroll===3>*
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Access granted to the user via Permit and Connect

= i Session A - [32 x 80]

Complex
ZTo1l
Class=s
FACILITY
Class
FACILITY
FACILITY
FACILITY

Scope of Profiles HighRAcc
ZAADMIN 17 CONTROL
Profiles HighAccoc

3 READ
Profile name
BPX.SUPERUSER
IRR.DIGTCERT.LIST
IRR.DIGTCERT .LISTRING

Zzhecure Admin+Audit for RACF Authorization for USER ZAADMIN

30 Jan 2008 14:28

Access
READ
READ
READ

Line 1 of 3

Yia
ZARADHMIN
ZACFG
ZACFG

RO AR AR OO RO O RO RO R KR KR Bottom of Data #0800k o 8 ok ok o 0K K OK HOK OK 3OO OO R 0K
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Compare access between users

= i Session A - [32 x 80]

Compare PERMIT= for users
Enter 5 in front of a class for more info

Profiles ZAADHMHIN ZBADMIN
Z READ READ

Class
FACILITY
Profile keuy
BFX . SUPERUSER
IRR.LISTUSER

s e s sk skl ko Ok okoIoR ok okl kolokokok kokosk okl Bottom of Data skokoskokokookokok sk skokok sk kol ok sk ok ok ok sk ok kok skok ok kokok

Line 1 of 2
3o Jan 2008 14:33

ZAADMIN ZBADHMIN
READ HONE
HONE READ
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Make changes by typing over the data

= i Session A - [32 x 80]

zhecure Admin+Audit for RACF USER overwview Line 1 of 44
Uzers like 7% 30 Jan Z008 14:35

User Complex Hame DflLtGrp Ouwner RIRF S0A gC LCX Grp
___ ZAADMIN ZTo1 WAasS ADMINISTRATOR ZACFG SENIOR rl s i
__ ZAADMSH ZTo1 WAS ASYNCH ADMIN TAS ZACFEFG SENIOR P 1
___ FZACRU ZTo1 WAS DAEMON CR ZACFG SENIOR P C z
___ ZACTWTRE ~FTo1 WAS TRACE WRITER ZACFG SENIOR P 1
___ ZAGUEST ZTo1 WAasS DEFAULT USER ZAGUESTG SEHIOR R = i
__ ZASRU ZTo1l WAS APPSVE SR ZASRG SENIOR P 4
___ ZFBADHMIN ~FfTo1 WAS ADMINISTRATOR ZBCFG SENIOR r1 oy z
___ ZBADMSH ~fTo1 WAS ASYHCH ADMIN TAS ZBCFEG SENIOR P 1
___ ZBCRU ZTo1l Was DHMGR CR ZBCFG SENIOR I P C s
_ ZBCTWTRER ZTo1 WAS TRACE WRITER ZBCFG SENIOR P 1
___ ZBGUEST ~FfTo1 WAS DEFAULT USER ZBGUESTG SENIOR IRP 1
___ ZBOWHEER ~fTo1 WAS HES OWHER ZBCFG SENIOR I P 1
___ ZBSRU ZTo1l Was DHMGR SR ZBSRG SENIOR I P 4q
___ FZCADMIN ZToO1 WAS ADMINISTRATOR ZCCFG PIERRE 1
___ FCADMSH ~fTo1 WAS ASYHCH ADMIN TAS ZCCEG FIERREE P 1
___ FZCCRU ZTo1 WAS DAEMON CR ZCCFG FIERREE P C 1
__ ZCGUEST ZTo1 WAasS DEFAULT USER ZCGUESTG PIERRE R = i
___ ZCOWHMER ZToO1 WAS HFEFS OWHER ZCCFG PIERRE I P 1
___ FZCS5RU ZTo1 WAS APPSVYRE SRE ZCS5RG FIERREE P C z
___ ZDACRU ZTo1 WAS DAEMON CR ZDCFEG STSGEJJ P C z
__ ZDADMIN ZTo1 WAasS ADMINISTRATOR ZDCFG STSGJJ I i
___ ZDhASRU ZTo1l WAS APPSVE SR ZDS5RG STS5GJJ P C ! |
___ FZDDBU ZTo1 D CELL DH USER ZDCFEG STS5GEJJ I 1
___ ZDGUEST ~fTo1 WAS DEFAULT USER ZDGUESTG STSGJJ IRP 1
__ ZDOWHER ZTo1 Was HFS OWHER ZDCFG STSGJJ I P i
__ ZEACRU ZTo1l WAS DAEMON CR ZECFG STS5GJJ P C z
__ FEADHMIN ~FfTo1 WAS ADMINISTRATOR ZECFG STS5GEJJ z
___ ZEADMSH ~fTo1 WAS ASYHCH ADMIN TAS ZECEG STSGEJJ I P 1
Command === Scroll===>* LCSR
A
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Security administrators make mistakes

= Situation: = Best Solution Available?:
» Security management outsourced » Solution (?): implement GROUP
» User administration delegated to non- SPECIAL, GROUP AUDITOR
technical users = Impractical when profile ownership is
» Departments with their own not clearly specified in RACF

applications, responsibility and security
administrators

zSecure = RACF command screening — zSecure Command Verifier
Solution » Each security change verified against granular policy
= Using masks for classes and profiles
» Inappropriate commands prevented
» Missing or incorrect parameters can be fixed
» Even controls command by system special users
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zSecure Command Verifier

=1 Session A - [24 x B0]
setr password(nohistory)
C4R751E SETROPTS PASSWORD.HISTORY not allowed, command terminated
READY
setr password(interval(180))
C4R751E SETROPTS PASSWORD.INTERVYAL not allowed, command terminated
READY
permit irr.password.reset class(facility) id(ibmuser) access(update)
C4AR607E ACL setting for self to UPDATE not allowed, command terminated
READY
ralter facility irr.password.reset uacc(update)
C4R600E UACC UPDATE setting not allowed, command terminated
READY
setropts noclassact(facility)
C4R754E CLASSACT not allowed for class FACILITY, command terminated
READY
permit 'sysl.parmlib' gen id{ibmuser) access(update)

C4R646E Management of locked profiles not allowed, command terminated
READY Yiog,,
connect ibmuser group(sysl) =
C4R548E You may not connect yourself to group SYS1, command terminated
READY

Prevent
commands
that would
cripple your

security
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Decentralized security administration

= Situation: = Best Solution Available?:
» Password administration by helpdesk » Write ISPF/Rexx front-end
» User administration delegated to non- » Front-end using unloaded RACF info on
technical users Windows/Unix
» Departments with their own » Implement identity management
applications, responsibility and security solution

administrators

zSecure = Graphical user interface: zSecure Visual
Solution » Windows GUI for RACF management
» Work with active RACF information

» Supports scoping for decentralized administration
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zSecure Visual — leveraging a GUI for RACF

Fle Edit Wiew Navigate Acton Maintenance ‘Window Help

%] 43 |8 X8 5 B[RO &S0 8BE R 5

= Group tree

Filter:

Find I Load complete ee W

SYS1 Users * (56)
- I CBLDAPGF U zerid Marne ImstD ata Dunier DefaultGrp Revoked | Inactive | Expired | Interval | Attempts | LastConnect | LastPwdChange | Created
B sMCo003 STUDENT UK COMTEST SMOGRP SMOGRP 120 2032007 21-03-2007 05-11-2005
B sMconis STUDENT UK COMTEST SMOGRP SMCGRP Fevoked Expired 120 10-11-2005 0F-11-2005
B sMcom? STUDENT UK COMTEST SMOGRP SMOGRP Fevaked Expired 120 23112006 15-11-2006 1-10-2006
B smMconaz STUDENT UK COMTEST SMOGRP SMOGRP Fevaked Expied 120 09-12-2006  15-11-2006 09-11-2006
B sMCo04s STUDENT LK COMTEST SMOGRP SMOGRP Fevaked Expired 120 22112006 15-11-2006 06-11-2006
B smMcoos2 STUDENT LK COMTEST SMOGRP SMOGRP Fevaked Expied 120 3012-2006  15-11-2006 06-11-2006
o B IMWER b SMCooss STUDENT LK COMTEST SMOGRP SMOGRP Fevaked Expired 120 01012007 14-12-2006 03-11-2006
I LICADM  smcoo7o STUDENT UK COMTEST SMOGRP SMOGRP Fevaked Expired 120 1312-2006  15-11-2006 06-11-2006
- B LOTUSGRP B sMconaz STUDENT UK COMTEST SMOGRP SMOGRP Fievaked Expired 120 04-12-2006  15-11-2006 06-11-2006  —
= JB NETVGRP B sMconas STUDENT UK COMTEST SMOGRP SMOGR Fievoke Expired 120 10-11-2005 05-11-2005
- B OMVSGRP 5 ] ed wpired 09-11-2005
- B8 SMCGRP | smcCooss arupen  ochedules Fevoked 120 15112006 15-11-2005 05112006
B sMconia STUDEN]  Cornects Fevaked Expired 120 09-11-2006
B sMconie STUDEN]  Permits Fevaked Expied 120 10-11-2006 09-11-2006
B sMconan STUDEN. ¢ e Fevaked Expired 120 10-11-2006 06-11-2006
[k STUDEN Fevaked Expied 120 10-11-2006 06-11-2006
B sMCo16s STUDEN, 1y picate. .. CGRP Fevaked Expired 120 122006 15-11-2006 09112006 —
B sMcoie? STUDEN] CGRP Fevaked Expired 120 122006 15-11-2006 0-11-2005
B sMcoi7t stupen]  Enforce creation of dataset profie CGRP Revoked Expired 120 10-11-2006 09-11-2006
B sMcoi7z STUDEN]  Add Segment... CGRP Fievoked Expired 120 10-11-2005 05-11-2005
B sMoo25d STUDEN]  Delete CGRP Fevoked Expired 120 2742-2006  15-11-2005 05-11-2005
B sMcozan STUDEN Resu_me CGRP Fevoked Expired 120 2442:2006  21-11-2006 05112005
B sMcozat STUDEN e CGRP Fevaked Expired 120
B smcozar sTUpEN]  Set Password... CGRP Fevaked Expied 120
' SMC0298 STUDEM Connect. .. CGRFP Revoked Ewpired 120
§ smMCozos STUDEN)  cogments CGRP Revoked Expired 120 Llass: JUser ]
b smMco3ng STUDEN i CGRP Fevaked Expied 120 ¢ o
b sMoo3z stupen|  Properties CGRP FRevoked Expired 120 Igeamh' L L
B8 C.cDbon B smco3ts STUDENT UK COMTEST SMCGRP SMCGRP Revoked Expired 120
b sMcoazs STUDENT UK COMTEST SMOGAP SMOGRP Fievoked Expired 120 <<hdvanced |
5% Permits of SMC0096 (15) B smMrcoass STUDENT UK COMTEST SMOGRP SMOGRP Fevoked Expired 120 =
Class Prafile | ProfType | Access | ‘when | Udcc | Wamingl Eraze | Audits | AditF | ALCL countl Owher Sl . Icontesl
APPL |5 SMCD095 Discrete  Flead Nane Read 3 551 Installation data: [
Dratazet ﬂ SMCO09E. = Generic Owner Mone Read 1 SMCO098 Owner: I
JESSPOOL B TSTMYSOT STC SMCO096 = Generic  Alier Mane Fead 5 Y51 i
MOADMIN 5 MQ0T.QUEUE. SMC0096.= Generic  Alier Nane Read 3 551 DeiaGioe 8|
MOQUEUE & MO0 5MC0096. Gemeric  Alter Hore Read 3 551 Revoke status: IAW ;I
OPERCMDS 55 My CANCEL STC.5MCO096. Generic  Update MNane Fead 5§ Y81 i . -
OPERCMDS 55 My CANCEL TSU.SMC0096 Discrete  Update Mane Fead 2 BABEYS ) =
OPERCMDS 55 MyS START STC.SMO0096 Discrete  Update Mane Fead 5§ R ey Segment: |y |
OPERCMDS 5 MYS START STC.WEBS096 Discrete  Update MNane Fead 2 BABEYS
OFERCMDS &4 M5 STOP.STC.SMCO095 Discrete Update None Fead 5 51 Cancel |
OPERCMDS & MYS STOP.STCWEBS096 Discrete  Update Mane Fead 2 BABEYS
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Find mis-configuration and vulnerabilities

= Situation: = Best Solution Available?:
» z/OS and RACF protect each » Individual reports for RACF, PARMLIB,
other UNIX....
= System datasets must be = Manual correlation and verification?
protected... » Annual external audit
» Verifying the protection is time
consuming

zSecure . zSecure Audit takes information from RACF, z/OS, UNIX
Solution » Identifies inconsistencies and vulnerabilities

» Shows the privileged users that can chance z/OS, RACF
=  Or bypass security

» Adhoc reports via ISPF

» Automatic reporting and monitoring in batch jobs
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zSecure Data Sources

Event Sources
RACF Sources
<-> RACF ' " log
Backup Primary

zSecure Audit

CA-TLMS
CA-1

CKFREEZE Analysis and actions
Data set
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z/OS Status Audit — detailed reports

= i Session A - [32 x B0]

zSecure Admin+Audit for RACF Display Selection Line 1 of 109
HName Summary Records Title

| SYSTEM 1 1 System settings and software levels

_ S¥STEMAU 1 3 System settings - audit concerns

_ IPLPARH 1 1 Effective system IPL parameters

_ SHMFSUBOP 1 6 SMF subsystem-dependent settings

_ S5UBSYS 1 108 Subsystem Communication VWector Tables

_ ¥35HM 1 21 ¥irtual storage map

_ WRITABLE 1 ¥ Globally Writable Common S5torage

_ MPFHMSG 1 23 Message Processing Facility message intercepts

_ JOBCLASS 1 36 JES2 Job Class parameters {(e.g. MV¥5S command auth # Bj
_ CONSOLE 1 71 Operator Consoles

_ FPFT 1 191 Program Property Table

_ 5vcC 1 160 Superwvisor Call Audit Display

_ PC 2 19054 Program Call Audit Display

_ TAFPE 1 1 Tape protection settings (RACF)

_ I0APP o 0 Authorized I/0 Appendage table

_ DHMS5S 3] 0 DMS5S system settings

_ DHMSRAUDIT o 0 DM53 system settings - audit concerns

_  EXITS 1 59 Exit and table overwview

_ DASDVOL 163 163 DASD Yolume Protection and Sharing

_ MOUNT o 0 Effective UNIX mount points

__ SENSAPF 1 337 APF data set names

_ SENSLINK 1 65 Linklist data set names

_ SENSLFPA 1 24 LPA l1list data set names

_ SENSALL 1 980 All sensitive data sets by priority and type

_ SETROPTS 1 1 RACF system, ICHSECOP, and general 5ETROFTS settings
_ SETROFPAUL 2 22 SETROPTS settings - audit concerns

_ ROUTER 1 2 SAF router table (ICHRFRO1)

Command ===3> Scroll===> C3E
HHI a 04/001
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Automated vulnerability assessment

=i Session A - [32 x 80]

SETROPTS settings - audit concerns

Fri Complex System Count

34 ZTO1 ZTO1 11

Fri Parameter Yalue
__ 34 PROTECTALL arning
309 BATCHALLRACF Mo
___ 30 REVOKE Mo
___ 20 OPERAUDIT Mo
__ 15 AUDIT_GROUP Mo
___ 15 AUDIT_VUSER Mo
__ 15 ERASEONSCRATCH HMone
__ 15 HISTORY Mo
__ 11 MINCHANGE Mo
19 INACTIVYE Mo
. 2 TAPEDSH Mo
ke 3k 3k 3 3k sk ok ok 3 ok sk ok ok Kok ok Ok ok ok ok ko kok ok kokokokk k. Bottom

Line 1 of 11
4 Sep 2007 12:17F

Audit concern

Warnings do not prevent unauthorized a
Allowing unidentified batch work makes
Too many password wviolations allowed
OPERATIONS activity undetectable
Profile changes in GROUP class are not
Profile changes in USER class are not
Disk scavenging threat not countered /f
Users can use same passwords over and
WMithout MINCHAMGE users can thwart the
Apparently unused userids increase ris
Tape datasets are unprotected unless T

OT Data sk skskskokokok ok ok ok ok ok ok kok sk ok 3ok okok okok ok kol ok ok ok

317015
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Trusted Userid Report

=i Session A - [32 x 80]
Trusted userids (may bypass security) Line 1 of 37
4 Sep 2007 12:17

Fri Complex Trusted userids

45 ZTo1 1197
Pri Reasons Userid Hame RIF DfltGrp InstData

10 629 ROBVYHZ2 ROB ¥YAN HOBOKEN WASUSR YAN HOBOKEHN
Fri Cnt Audit concern

Can submit jobs for trusted user

Can make HFS ftile AFF-authorized, APF program can bypass security
User priwvileges and rules may be changed directly on disk
Security-relevant parameters may be changed

JCL that runs with high authority may be changed

May change APF program that can bypass security

Can alter the RMHM control data set, thus gaining access to any tape.
Can change the security environment of a thread

Can change userid with set{re)uid or spawn

Can change APF and BPX.S5ERVER programs with debug commands

Can change APF program and hence bypass security

Superuser authority, can do anything in US55

May change program in LPA library that will be able to bypass securi
May change program in Linklist library that will be able to bypass s
May mark jobs as propagated from any user

Trojan horse attack possible, user may change logon proc

Can control which data sets are backed up and/or stored off-site

Can dump all data sets, gaining access

Can dump and delete all data sets, gaining access

Can print all data sets, gaining access

Can rename all data sets, gaining access

Can restore and rename all data sets, gaining access

Can add non-RACF defined TS0 userid

]
-]

malt
[ b o o o o b o 3 [T [0 L bk ek ek ek ek ek By L] bk e Dy

=3
Il

317015

=
- .
i
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If access controls are not strong enough

= Situation: = Best Solution Available?:

» Too many technicians with » Need to restrict access to financial data
access to business databases = Storage admin and sysprogs reading

» Must keep financial data business datasets
confidential to prevent insider = Security admins granting themselves
trading authority

» Allow technicians to do their = Data security administrators granting
work improper access

» Access reduction for privileged users
= Impractical due to technical limitations

= If you remove my ability to .... | cannot
commit to ....

zSecure » Real-time alert as mitigating control — zSecure Alert
Solution » Reduce need to implement separation of access

» sysprogs keep their “must be able to read/change
anything” status

» No need for political battle or costly re-orgs
» Quick install, instant visibility
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zSecure Alert issues alert for dangerous access

@ Alert: Information access by SPROGJOE on FINANCE data set SHIPPING. VOLUME.MONTHLY - Lotus Notes [ ]|[B]X]
File Edit WYiew Create Actions Text Help

|CRS-TEE| BB DefakSansseit  ~v/10 ~/B [ F=2=iTi==-St B¢ DM V|
J Addresz http/fsearchdatacenter techtarget. com/tip/0,. 283483, 21d80_gci1 2436591 ,00.html?track=ML-576kad=573 "'”J L= S @ @ O;vl
o ae|

: = :
Mgy Workspace ™ Rob van Hoboken - z&lert ¢ .-'-‘«Iert: Infarmation acoess by,

C2POLICE at DINO To |Data Security <Datazec@zhipping.com®
<c2p.PZ00860@ conzul.nl> |

oo |
15-10-2006 00:46
1 boc | |
Please. reSpor?d t.o Subject |Alert: Information access by SPROGJOE on FINANGCE data set SHIPPING. ‘
<security@shipping.c YOLUME .MONTHLY .
om> 2

Alert: Information access by SPROGIOE on FINANCE data set SHIPFING. VOLUME.MONTHLY

VoY gcaalr

ated access - -

FINAMNCE data set successfully read
m: C2ZPOLICE@consul.com
[Subfgiect: Alert: UNIX access viclation on)
Alert id 4101 Jusrfinclude/stddef.h
nt: Mon 10/03/03 10:52
Date and time 1E80ctz006 00:45:27_60 ¥
Diata set SHIPPING. VOLUME. MONTHLY Ale: UNIX access violetion on =
jusgnclude/stddet h
Access BEAD Hosdauthcrised UNIX file or directory
User SPROGIOE JOE EMNOWS IT ALL SYSPROG N
Lo A ARt id 1401
Besult Success L\ 2 he anatme 10 March 2003
Job naue COPYDEV A\ A —
System II LINO :::se;v::u“ _F/rxsr:sss ]

Body of message
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Integration with Tivoli Security Operations Manager

[Stc Threat|Dst Threat] Protacol | Src IP | Dst IP |Src Port|DstPor] Do

e SPFECLAL commani - SFECLAL authoriny 23 23 L7 (UDFy 00000000 (1] [+] DEVICE SUPFORT
255 using SECURITY bry user withowt SECUR 33 EE 17 (UDF) 0.0.0.0 (0000 O 0 DEVICE SUFFORT
a set access using READALL by user withou 23 22 17 UDP)y | 0.0.0.0 | 0.0.0.0

® 33 | 33 170P) 0,000 0

hiip
Event #5043729343401957233

ik

il a 51 adoess uging MOM=CHCL by user wit 23 EF L7 (UDFy  0.0.0,0 | O Time this ewent was received by the EAM (acoceding 20070310 20:05:40
— = = = | W ihe EANTS ClCK),
Sensor Time
Time the sensor detecied this event jacconding fo 200700-19 200549
e senaods chackl.
Sensor Hame
M of e Sisrr thal e poried thE vl COoMEUL
Sanscr Type
Type of Sersor that reporied thin event e
Profocol 17
Profocol number of the event
Saurce IP pooo
Couirce addiess of 1his &vwent.

Destination IP
Destinabon addies of this evenl. L
Source Port o

Source port of this ewe it
Deskination Port
ination port of this event.

HON CEERATIONS USED OPERATIONS =
20000

TQAEFILOTL DOG

DO

o Ope rationsUsed Ope rationd: “eventiniegmd = Alert: non-OF ERATIONS user IBMUSER accessed data
se1 with OPERATIONS - ... “evenfWhen = 2000-1-23. 1145303+ 10" “enWhatDSNAME =
SONME.DATASET "coWhatALLOWED = READ™ "enWhallNTENT = COMTROL™ "“wholSERID =

IBMIFSER" "wihoNAME = T.QEFJ.OT.L DOG™ "whaDESC = WARMING® “whaUOBNAME = RACF™
“whereSYSTEM = DINC™

[«I




| IBM Software Group

Case study: SOX reports

= Sarbanes Oxley requirements = Best Solution Available?:
> Monit_or changes to operating system and » Costly daily verification
security (RACF and ACF2) » Manual creation of
» Monitor activities of privileged users queries and reports
» Monitor irregular logons » Difficulty in baselining
» Verify operating system parameters against versus current state
baselines
» Verify users with specific (high) application
authority
zSecure " zSecure Audit customized reporting
Solution » Baselines document the security implementation standards

= Show parameters that are in conflict
= Approved changes must be reflected in the baseline
= |nappropriate changes will show up until they have been addressed
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File Edit Wew Create Actions Text Help

ICHE- T3] /B=ER] - B DY E]

| Address hittp: £ A ibrn comdus!

=151s%d

o= aaE]

L"‘:“. Wiorkspace =1 Replication > Securit_u tonitor summary for.. ¢

<
[ bve and Fie |[2hve ang cioze |[Zhiow up = [[4bors ~ |

security. monitor@nl.ibm.com Tao |Comp|iance and Security Management Team

11-06-2007 18:49 =] |Change Management Tearm

Please respond to bee |

Security Management

Subject ||5‘ecurity bdonitor surmmarne for RACF reportz generated on: 11 Jun 2007

Team

Letault custom expiration date of 1 0-06-2008

Security Monitor summary for RACF reports generated on: 11 Jun 2007

13 Accounts that were last used €0...%0 days ago on system: DEMO
2656 Accounts that were last used »%0 days ago on system: DEMO
1% Userids with an non-expiring password on system: DEMO
236 New or incompliant started tasks on system: DEMO
59 Unknown/Unverified accounts with system level attributes on system
29 Unknown/Unverified accounts with UID=0 on system: DEMO
13 Profiles in WARNING mode for system: DEMO
12 Unknown/unverified global access checking table entry on system: D
&5 Unknown/Unverified group lewvel priwvileged accounts on system: DEMO
A1l systems have compliant RACF dataset profiles
322 MNew/unverified/incompliant dataset profiles found on system: DEMO
RACF Authorized Caller Tables are empty, compliant to Baseline
7 Unknown/Unverified active ExXIT(s) found on system: DEMO
Z BACF database name, location or attributes changed on system: DEMO
All SPT entries are compliant to the Baseline

gE gy PECQE

1 WNon-compliant

198 MNon-compliant resource class setting on system: DEMO
125 Non-compliant PPT entries on system: DEMO
1l Mon compliant RACF SETROPTS settings system: DEMO

z/05 General Setting on system: DEMO

Subject of message.

[Could not find 'Change Management Tearm'

4| [=2 4| [xDisconnected

«|[IBM ID
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zSecure Audit: Details for the Technical Specialist

=i Session B - [32 x 80]

Menu Utilities Compilers

Help

EEX

BROWSE

SETROPTS setting description
Batch userid req BATCHALLRACF
Default uid local UNDEFINEDU
Default uid remote HNJEUSERID
Enhanced Generic Maming

Key change required day
Password change interval
Password change warning day
Password rule 1

Prefix one-level dsns

Prevent logon if unused days
Prevent uncataloged dsns

Real datasetnames in SHMF
Revoke after password attempt
Tape dataset check TAPEDSH
Tape volume protection active
Undefined terminal TERMUACC

Command ===>

DEMO. COMPLIAN.REPORTS

K KK O K K KK KK KOK KKK KRR RO R RO KR R KRR TOP OT Data ok ko ok Kk ok 5 ok K 3K KK K K K K K KK K K K KK KK K KK K

Non compliant RACF SETROPTS settings system:

Current
Yes
++++++++
IIRPIVIID

No
None

90
No
A K K KR
ONEQUAL
255
Yes/fail
Yesg

5

Yesg
Yes
NONE

DEMO

LENGTH(5:8)

Line 00000000 Col 001 080

Desired
No
PUNKNOWN
?NJEDUMM
Yes

30

30

=
LLLLLLLL LENGTH(8:8)
SINGDSH
180
No
No

3
No
Mo
READ

HEEEEEKE R EKEEEEKEEEEEREEKEEEKERX BOTTOm OFT Datla %% % % KKK KK KKK KK KK K KK K K K KKK KKK
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SOX report automation

= Solution: automated reporting for >25 LPARs
» Exceptions summarized in an email
» Detail reports available for review and archiving
» Daily verification and maintenance < 0.5 FTE

“hﬂhﬂlnr | Compliance ' s
1 r_: ‘* Gap Analysis 4 r_—,; ‘
usare Reaulated data Hnears Reaulated data

should occur does occur
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Summary and Final Thoughts

IBM Tivoli zSecure Suite — The Next Generation of RACF Security
Regulation Challenges and Reality

» The ever present auditor and privileged users

» Administration management
» Security audit and compliance

» Real-time alert

Also for RACF on z/VM,
CA ACF2 and CA Top Secret

*Alao avallable for ACFZ™ and Top Sacral®
**Ako avalleble tor AGF2

The Tivoli zSecure Suite — Providing Futuristic RACF Security Today

Tivoli z8ecure suite

Tivoli z5ecure
Manager
lor RACF Z'WVM
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Thank You for Joining Us today!

Go to www.ibm.com/software/systemz to:
» Replay this teleconference

» Replay previously broadcast teleconferences

» Register for upcoming events




