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REST API IAIERBirZBEIFEREMF57E10) Cloud Identity Portal BY URL Al
HRiRo REST APl 7 AERAIAER KK ITE1EKIAIE] Cloud Identity Portal RYEISE
HBFrEEFPHIEK.

"API 73R"HIERBIE API HAESU—HHAG N ERTBANBERAT X TFTHI)
FRuaERARSS & HipEERNEF, INEATVEIER cURL, $HRTXLERF
NEMHHNNFIRERRK. AE, SMEIRENZTFHIEREZWE JSON HBILAIMM
RZo

OAuth 2.0 EFPNEIEARATE API AL, Z API MENEFPYVIEEERFHAREM
EFNER. BERIS51Z APl B5@E, BFRVAREFPYIARAMZEHARISIRIGETShE,
ZESRONIESMERPAIES AP Hik.

EFPHIRMRAME P HEHA
889 Cloud Identity Portal X AREXHR ARAFTRHIEFHARIRNER.

E P YARRFZ ARG
ERFNARIR: client-12345-12345

BZRHNBRER: secret-12345-12345

Cloud Identity Portal AFRFILERBIEREITMEEREEM Cloud Identity Portal
NReIERMATF. EFARERIPLERNZ S,

2iMER API EB
EXIGE AR <SR UL HEINER APT A,

¥ HTTP POST /&)XZE| URL POST https://GmaApi/oauth/token HEFAEARFERAUT=
MNEERIBFRIGE IS SHE: client_id. client_secret 1 grant_type, grant_type
SHHEIRLE client_credentials, FAZIFEMITANEE,

cURL &R

# curl -v -X POST https://hostname/GmaApi/oauth/token -d "client_id=client-
12345-12345&client_secret=secret-12345-123458&grant_type=client_credentials"

N R B 4%
c_auth_make_api_call Bl JSON & REIFFE ML,

ZIBNR R E =S

access_token
=E access_token REHEIAIER API EA,

© Copyright IBM Corp. 2015, 2016 3
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token_type
token_type IGRE bearero

expires_in
EELHRFEERNDER. ERVNERENESHANEIR. ERNELEN
BRHThE

Dol Rz 7 51

{"access token":"644d0ac0-908f-485a-ac8d-
b5bb99f200d7", "token_type":"bearer", "expires_in":3599}

= SN
ERHRARISL R L% access_token RIRIFREE4: API AA:

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/users/ggonzalez

BT RTHFEGARSHABIIERZ N, BREFREEMIER ELERENL, BN,
API £iR[E] 401 $iR: KEZEWI, BBFE 95 7189 1401 8120 |




% 3 & APl /%

FR API 7575191k [E] JSON HERBIER.

HTTP 200 RABETRY. EAOGEDBYERTEE. E2HE 95 6 TR
[FL A 7 X e BB B 2 45 B

BERESHUNEROGNS EMSHRTE

R API HEERSHR, BRSUERER T L ERZNSH. ERFFHEPIHEN
S0 QS $5E. POST EARTRHERRISERE POST #57E,

ABRESHMNMER API s (%0 GET /GmaApi/users/{gtwayUUID}/services
8 PUT /GmaApi/groups/{groupName}/members/{userUUID}{username}) #ZE
BFEEHENRR. MREESEH (BIW {gtwayUUID} 3K {username}) RE5BEXE
UL, FBABRSERE] 404 FHIRIKEE. HTTP KEE 404: AZRRIKAZIFTE
RE URL. EBFE 95 TINE 4 &, IEZEN |

RAR7EE

BRAERHATER. ©R. ENNRFRAFRNAREENGZE.

GET /GmaApi/users/{username}

KERAFNEE.
REBRT, HEARREENEERES. XLEREMEE uid. gtwayUUID. cn.

givenName. middleName. sn. mail. gtwayAddressLinel. gtwayAddressLine2.
gtwayUserType. gtwayIsManager. gtwayManager. gtwayDelegate #1 gma_isAccount,
ERNNERFIERY, BE2IEEAN true BUIERESE gna_allAttrs, XEFEIRENEITE
MASEHRARZEEYE (5120 userPassword) ZIMNIFREEME M.

cURL &Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/users/ggonzalez?gma_allAttrs=true

BERSE
® 1. BREH
SHBR SHEM
Authorization ZEEN: L
W true
{&: Bearer <token>
token: SN TRBEEHATRIIAFNETSH,
username R BE
W true

© Copyright IBM Corp. 2015, 2016 5
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BB SHEM

B: REIBAFRREM, fIINAFAE.
gma_allAttrs B BT

WE: false

{B: 757% gma_allAttrs BYE false FROIEMHNEERE
o XEREREMEHE: vid. gtwayUUID. cn.
givenName. middleName. sn. mail. gtwayAddressLinel.
gtwayAddressLine2. gtwayUserType. gtwayIsManager.
gtwayManager. gtwayDelegate #1 gma_isAccount, B AKNER
FrEREYE, B88I18EN true BNIERSBEL gma_allAttrs, XHF
SIRENETTRUAFHFEZEEMY (fI30 userPassword) ZJMH
FrEEMEM. NRKZEN gma_allAttrs FRHHE, LLF5ERR
E7 falseo

M Rz 73 151

{ status":"success",

"entry":{"uid":"ggonzalez",

"gtwayIsManager":"FALSE",

"gtwayUserType":"usertype_default",

"mail":"gordita@gmail.com",
"givenName":"Gordita",

"cn":"Gordita Guanabana Gonzalez",

"sn":"Gonzalez",
"DEMO1_Last4 SSN":"1234",

"gtwayUUID":"68567181-2cf1-4b2b-bc10-6d6f05afh8e7",

"gma_isAccount":"true"}

}

0 7 £ 441

£ 2. NS

SHAM R

status success, REIBXMRBETHRIINES. MRREAF K
B, MARTES. NRREHEIR, BARTFTHEIN. BX
FELIEI%*E*.WL%EI’H”L, BEEHEE 95 INE 4 &, iR
LB R SR B A T A S B BT AT LU RR A E &
?5(59‘, REIFEIR,

entry B/ ENERNRREPRTAB .

gma_isAccount

WRA true, BARAFBEZ Cloud Identity Portal S{52
Cloud Identity Portal #kF. RA false, AFRZE Cloud
Identity Portal 513, MARKF. WRAFAKBIKS, Ba
ZAFTEER Cloud Identity Portal,

LDAP Et

LDAP BMHFTEER LDAP EHmsE. ESHE 971
[[HE 5 &, THRARME PURIRERETIR, XYF LDAP
B, TREIFESFHREMN, 130, userPassword, 1
BHEBRMREFEFEFINNEFIEE. ERISFEENSE
LLEFHAEES (90 DEMOL) FHILR. WRIERHEWLEE
FIEMAIA, E&18 Cloud Identity Portal BX&R Ao
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EES A

BEEE 5 IWE 4 5, TEIEEN b

MBEAEHEIR, APl BFRERTEIZN HTTP REEL, Fl90 400, 401. 403. 404 §
5000

GET /GmaApi/users/{gtwayUUID}/services

WERBFENRSHNEM. ZFYLIFEIRR URL BIEE gtwayUUID, MAZA
F&o

NRERHEAFPW gtwayUUID {&, BEFEMAAE GET /GmaApi/users/
{username} RRAFEM. G, FAZAFNAFREB4EN GET /GmaApi/
users/{gtwayUUID}/services 75 &Y% N0

cURL &R

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/users/68567181-2cfl-4b2b-bcl0-
6d6f05afb8e7/services

HRBE

x 3. KRB

BB Erpuy
Authorization KA L

W true

{&: Bearer <token>

token: SN TEBEEATRIIAFNETSH,

gtwayUUID PR RIZ

WE: true

f&: MXAFK UUID, UUID RBAK—RR, 2—1
128 {UHFIFIR, ATFHERMAGFI=EEHEENIRR,

M Rz 51

{"status":"success",
"total_count": 3,
"entries": ["GatewayWAMService", "MyService", "ExampleSvc"]

}

Iz 251

xR 4 WS

SHEW iR

status KWERBMER gtwayUUID ARZSBTIR[E success, HMMRIERK
B IECEE BT P LIS T AR S5 B IR B /RAVTE X 45 REBY,
IR[A] result_limit_exceeded,

total count R[EIARS R IFAVE =,

entries IR[EIARSS B HRFIR,

E3ZAPLAEE T



GET /GmaApi/users/{gtwayUUID}/kba
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KWERBANFMIREINE (KBA) PEANMEZR. EFNLMEIFR URL FIEE
gtwayUUID, MIAEAFE,

MRERHERFPH gtwayUUID {&, 1BEFEMAAE GET /GmaApi/users/
{username} RACFEAFEM. GET /GmaApi/users/{username} B gtwayUUID,
AEERILUERIZEIEN GET /GmaApi/users/{gtwayUUID}/kba 75 &R N

NTFEIMFENXE, HRETLIEEMRENAXENES. ERAERFAH

languageCode,
NRMYAEESHEFH KBA FX, BREEEFRE returnAnswers IKE N falses
cURL &Rl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/users/68567181-2cfl-4b2b-bcl0-
6d6f05afb8e7/kba

ERBE

= 5 IERSH

BB SHEMN
Authorization £ i RIS

WE: true

{B: Bearer <token>

token: BNMEHEERTRIEBANETSE

gtwayUUID A BRI

W true

{E: #RiER URL $f) gtwayUUID (TIAEILZ username) iR
CINCED Rl KBA M ER. Fla,
questionNumber:3,questionText:What is the name of your child-
hood best friend? ¥ answer:Fredo

Dol Rz - 451
IR

{"status":"success",

"totalCount":3,

"entries":

[

{"questionNumber":3,"questionText":"What is the name of your childhood best friend?
", "answer":"Fred"},

{"questionNumber":4,"questionText":"What is the street number of your childhood
home?", "answer":"123"},

{"questionNumber":6,"questionText":"What was the name of your elementary school?",
"answer":"Sweet Valley High"}

1}



IVES
x 6. NS

SHBW R

status IREPRES success, EHMAIERIXEINLEHEBIATUE
THEXEREY, REMRTS result_limit_exceeded,

total_count IR[E] KBA [Al#/ BERENHE,

entries IR[E] KBA (Al / EBZFIR,

questionNumber BT EEHRSIREPRRRILLI SR,

questionText WSR{EFAT languageCode £%, LUEERNIES BRI,

answer AP EE,

GET /GmaApi/users
BIEERFTERERIERSURERAR. EILUER * BT

HERSHETIESRPHESHER. REST APl FANKIFRLTIESS, Hli0 AND T8
7% AND HIEBRHER N B BUEZNARIE, FZIFHMERNERTISES, fﬂill] OR
TIE28E NOT FiEEs. S MERSHETWFRHREPRELI—R, IRE—15%
HIFR, BBAER—ME, 540 &givenName=GorditadgivenName=Mochi %%—;‘éﬂ(l’ﬁ
# Gordita 3 Mochi FBI—ME,

REBBERT, kAEREBEBHNEERES, XEEMHEE uid. gtwayUUID. cn.
givenName. middleName. sn. mail. gtwayAddressLinel. gtwayAddressLine2.
gtwayUserType. gtwayIsManager. gtwayManager. gtwayDelegate #1 gma_isAccount,
ERNNEMBEREMY, BRIKEN true BNIEKRSEL gma_allAttrs, XiF=IR[EIEITE
MFFHRRZEEM (FI70 userPassword) ZIMNWFRAEHME M.

cURL 5K Rl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" "https://hostname/GmaApi/users?gma_allAttrs=truedgivenName=G*
&st=FL"

D AT#EIT cURL MK, BHGRE URL MAESISHLUIE cURL <0 header f
DH{ER: "https://hostname/GmaApi/users?gma_allAttrs=true&givenName=G*
&st=FL"s BN, shell ZXI"&"FFSHITHERE, MABREEANTHFRTEN—ILEE

£Ro
ARBE
x 7. BRB
SHA SHEM
Authorization A Sk
WE: true
{8: Bearer <token>
token: SN SEHAESHETRIEAFPNETSEH
gma_allAttrs EE: &

B3ZAPI A% 9



& 7. BEREW ()

BB SHEMN
WEE: false

: 77k gma_allAttrs B(ER false HiREIBMENREERE
= . uid. gtwayUUID. cn. givenName. middleName. sn.
mail. gtwayAddressLinel. gtwayAddressLine2.
gtwayUserType. gtwayIsManager. gtwayManager.
gtwayDelegate #1 gma_isAccount, EXNIOEFFIERYE, 85
REAN true BIERSE gma_allAttrs, XEFSIREEITREME
KRB B (BI40 userPassword) ZIMNNFRE E B,
WMEREN gma_allAttrs IBMME, LS EREN false,

b m

<LDAP EBHEZF> +

R B (GE: <LDAP BEERF > + F8 + Rrx—PE

1)

WE: true

{B: "givenName=G*&st=FL", fERILIEMA * BERT, FRAE—
MBMY givenName=G* RRUKAEH G* FLWEM
givenName (180 Gordita) BF gma_allAttrs=true
&givenName=G*, LIEZNMFIENX LDAP Bt st FAfFE/
BAEX/BEETRTNAFHNEEBEEEEF G 5 FL XEt
R

Mol Rz - f51)
TR )

{"status":"result_limit_exceeded",

"total_count": 2,
"entries: [
{"uid":"ggonzalez",
"gtwayIsManager":"FALSE",

"gtwayUserType":"usertype_default",

"mail":"gordita@gmail.com",
"givenName":"Gordita",

"cn":"Gordita Guanabana Gonzalez",

"sn":"Gonzalez",

4 User Methods

Ilstll : IIFLII

"DEMO1_Last4 SSN":"1234",

"gtwayUUID":"68567181-2cf1-4b2b-bc10-6d6f05afh8e7",

"gma_isAccount":"true"},
{"uid":"gsanders",
"gtwayIsManager":"FALSE",

"gtwayUserType":"usertype_default",

"mail":"garyl23@hotmail.com",
"givenName":"Gary Sanders",
"cn":"Gary Sanders",
"sn":"Sanders",

"st":FL,

"gtwayUUID":"f3acac82-30c7-4c92-afb6-22eb6e46234d",

"gma_isAccount":"true"}

]} "status":"result_1imit_exceeded",

"total_count": 2,

Rest API Developers Guide 7
"entries: [
{"uid":"ggonzalez",
"gtwayIsManager":"FALSE",

"gtwayUserType":"usertype default",

"mail":"gordita@gmail.com",
"givenName":"Gordita",

10 REST API FAEIERE



"cn":"Gordita Guanabana Gonzalez",

"sn":"Gonzalez",
"St" : IIFLII
"DEMO1_Last4 SSN":"1234",

"gtwayUUID":"68567181-2cf1-4b2b-bc10-6d6f05afh8e7",

"gma_isAccount":"true"},
{"uid":"gsanders",
"gtwayIsManager":"FALSE",

"gtwayUserType":"usertype_default",

"mail":"garyl23@hotmail.com",
"givenName":"Gary Sanders",
"cn":"Gary Sanders",
"sn":"Sanders",

"st":FL,

"gtwayUUID":"f3acac82-30c7-4c92-afh6-22eb6es6234d",

"gma_isAccount":"true"}

1}

e R 24K

xR 8. MBS

BB R

status status REIEXIOREGTHIINES. MNRREBFEE, B

ARTA. MFREIEIR, BARTARS. HMMIFER
HREMNLEHEBITUERHNEXERKEN, RO

result_limit_exceededo

total_count IREIAF
entries FIHBEF,

gma_isAccount

N gma_isAccount JJ true, FBARFEER Cloud Identity
Portal BHBEKF, 1R gma_isAccount /3 false, FRAM
FRESH, MARKF. MRAFEEHKS, BBAZBR
FTiEE R Cloud Identity Portalo

LDAP Ei4

LDAP B 2% LDAP FMEeE. BESIAE 97 T
E5ZE THFEY ) XLEENSESETEPIINTIMEE
HEMY, BEUEFNSES (FI90 DEMOL) HEIE. FREHE
ASTREME, HIW userPasswordo

POST /GmaApi/users/{username}
BLEAFBMEN x-www-form-urlencoded 1&XKFE ML IEREIEEFAEF,

WRFLEAFASB Cloud Identity Portal EMMARIKF,, BEEIGEN false NS
£ gma_isAccount, WIRZEIKF, AFFZEMA Cloud Identity Portal AIE, d1IR%E
PHIRHEITIERE, B4 gma_isAccount SEERE AN false,

HERBEXMAEY, B LDAP FTEXLEM. NRFAVIRHFITIEE, BKEINE
7& LDAP-required B4, BAME, MR ZEIEM givenName F1 sn, ABAIFIATE user-
name EAXMME. WREHIRME cn, EHEH givenName + " " + middleName + " "
+ sn ERME, HEHTEMNIFZFEL given. middle = last B, USBIEH
cno S0RME APl BT cn B8, BA cn %k, HEFRSHNEFWE cn

=33 AP A% 11



cURL 5Kl

# curl -v -X POST -H "Content-Type:application/x-www-form-urlencoded" -H
"Authorization: Bearer 644d0ac0-908f-485a-ac8d-b5bb99f200d7" -d
"gma_isAccount=truedgivenName=Gordita&sn=Gonzalez&DEMO1_M NICKNAME=Dita"
"https://hostname/GmaApi/users/ggonzalez"

A: AT#HIT cURL Mk, ¥ URL BESISHLUBTFZHES, %0 "https://
hostname/GmaApi/users/ggonzalez", &M, shell &3 "&" RIS HITHERE, MAEH
ERERFRIEN—BREEIERN.

BEKRSHE
® 9. BREH
SHBFR SHEM
Authorization SR 3L
WE: true
{&: Bearer <token>
token: BN TEBELEATRIIAFNETSH.
username B BE
WEE: true
B: BB APEMIEN x-www-form-urlencoded JFREMR
EEPRIENAF.
SRz )

{"status":"success"
"entry":" 68567181-2cf1-4b2b-bc10-6d6f05afh8e7"
}

e 7 24K

R 10. MRS

BB R

status WMRMINBIEBF, IR[El successo TN, R[EIFEIR,
Entry MAFK gtwayUUID,

POST /GmaApi/users/{gtwayUUID}/kba/checkAnswer

IE gtwayWID AFRFXEA—MEPRENER, FEFRTSAEIFRK URL FIEE
gtwayUUID, MIAREF&.

MREFRHRERFH gtwayUUID &, BERFEMASE GET /GmaApi/users/
{username} RICZTRAFEM. GET /GmaApi/users/{username} /57582 gtwayUuID,
AILUEIZER{E POST /GmaApi/users/{gtwayUUID}/kba/checkAnswer 75%B9%i
No

12 REST API FAEIEE



cURL i5EKRfl

# curl -v -X POST -H "Content-Type:application/x-www-form-urlencoded" -H
"Authorization: Bearer 644d0ac0-908f-485a-ac8d-b5bbh99f200d7" -d
"questionNumber=3&answer=1977" https://hostname/GmaApi/users/68567181-2cf1-
4b2b-bc10-6d6f05afh8e7/kba/checkAnswer

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "questionNumber=3&answer=1977" https://hostname/GmaApi/users/
68567181-2cf1-4b2b-bc10-6d6f05afb8e7/kba/checkAnswer

HRBE

x 11. BREBHK

BB SHEM

Authorization KA L
WE: true

{&: Bearer <token>

token: SN TEBEEATRIEAFNETSH.
gtwayUUID PR BRIZ

W true

{#: BFR gtwayUUID,

questionNumber R Fif

W true

fB: <questionNumber>

answer KRB &Eig
WE true
BH: FrFE

e 7 73~ 451

{"status":"success"}

e 7 224K

xR 12. MRS

BB R

status status 9 success 3 failure. success MBS ES
FEMNERLE, failure RNEHENERSEHEHNERARL
fico

POST /GmaApi/users/{gtwayUUID}/checkPassword

AP LDAP 8, BFHVAHEIER URL HEE gtwayUUID, MAERAF
Zo

®m3= AP 5% 13



MREFHWERFR gtwayUUID {8, E&EMAAE GET /GmaApi/users/
{username} RICEAFEMY. GET /GmaApi/users/{username} S&HAFH
gtwayUUID, REALEAFM gtwayUUID A{EAA POST /GmaApi/users/
{gtwayUUID}/check Password BY%iNo

cURL iFKRR !

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "password=corel234" https://hostname/GmaApi/users/68567181-
2cf1-4b2b-bc10-6d6f05afb8e7/checkPassword

FRBE
;& 13. BERBE
SEHB SHEM
Authorization KA L
WE true
{8: Bearer <token>
token: M SEAESHETRILAFPNETSEH.
gtwayUUID PR BRIZ
WEE: true
fE: ¥&I3EKR URL 89 gtwayUUID WIERAF LDAP %3,
fe) 8z 73+ 151
{"status":"success"}
e 7 224K
x 14. MNBE
BB TP
status status ¥57~ success I¥ failureo
IR
HREERE:

200 IE®, ZREIOIUERLI.
401 REFTIN, ZBHEERBEIIWIUE, OAuth AIEES BHREH TN,

403 2L, KPR BATFTEAREAMBEBIE, F1e, ZEERRE /GmaApi/users/
checkPassword BY#BiE, tARAFAKFEEE, Wk E 403,

404 AE, IBTRIHARIFFIERE URL, RS 404 B — N REZREKAEER
MEIRFRENAIIIL,

500 AEBARSS2RTEIR. FETARSSSRIHA L T RIMEIR.
POST /GmaApi/users/{gtwayUUID}/changePassword
BEAFENE. EREMFETERANERENRLIERER, TIEAL API ZFH#ITE
FImERELIE, FIUlENRARCE,
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cURL i5EKRfl

# curl -v -X POST -H "Content-Type:application/x-www-form-urlencoded" -H

"Authorization: Bearer

644d0ac0-908f-485a-ac8d-b5bb99f200d7" -d

"password=corel234&newpassword=corel234!" https://hostname/GmaApi/users/
68567181-2cf1-4b2b-bc10-6d6f05afh8e7/changePassword

# curl -v =X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-

b5bb99f200d7" -d "password=
GmaApi/users/68567181-2cf1-

corel234&newpassword=corel234!" https://hostname/
4b2b-bc10-6d6T05afh8e7/changePassword

ARBE
;& 15. 1BERBE
BB SHEM
Authorization KA L
WE: true
{B: Bearer <token>
token: SN SEHAESHETRIEAFPNETSEH
gtwayUUID PR BRIZ
WE: true
fE: ¥%IER URL FH gtwayUUID WIEFAFERD,
0fe] oz 73+ 151
{"status":"success"}
RS
x 16. MNBE
BB iR
status $E7~ success 3 failureo
IR
HREERE:

200 1IE®, ZREIIUERLI.

401 RERN, FEREIIIE, OAuth TAIEERREITLK.
403 WHALL, kA BT EAREMEBE, 10, ZELRE /GmaApi/users/

checkPassword BYHEEITE

RAAKFEIE, HE&RE 403

404 AE, IBTRIHARFTIERE URL, RS 404 B — 1M REZREAEER

MZIHIRELHI I

500 NBPARSSEFIEIR. FETARSSWIRKLE T BIMEIR.

PUT /GmaApi/users/{gtwayUUID}
BEREIEENERSHEBRENABL B, SHRBMLISE LDAP HRYEMZFR

LAc,
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B LAEFRYS 7RS4 gma_isAccount RPN, /B0, £iE true BIFRIRANKS,
£iE false AJLUERIRAS D, WRIH/ gma_isAccount B, BAKF /BIPRER=
F¥,

FEPHAAE URL FIEE gtwayUUID, MAREF&. IREFRHERFAH
gtwayUUID 18, 1B5tfER7 7% GET /GmaApi/users/{username} RIGERAFE 4.
WEEE gtwayUUID, AERLURFZERTE PUT /GmaApi/users/{gtwayUUID} 75
EBIHINo

A NRFXWAF CN ZHMIERIBMEET TE, BARTEISHBEARPRZE
%, WRZBEMRAF CN, BBt UpdateNotAllowedException,

H: MRESREBERERNIESE, PBAlSRaSBERZInZEN,
cURL iFKRR !

# curl -v -X PUT -H "Content-Type:application/x-www-form-urlencoded" -H
"Authorization: Bearer 644d0ac0-908f-485a-ac8d-b5bbh99f200d7" -d
"gma_isAccount=false&telephoneNumber=555-555-55558mail=gordita@gmail.com"
https://hostname/GmaApi/users/68567181-2cf1-4b2b-bc10-6d6f05afb8e7

BERSE
® 17. BERBH
SHBFR SHEM
Authorization ZEEN: 3L
WEE: true
{&: Bearer <token>
token: S NMNEEEERTRIEAFPNETSE.
gtwayUUID R B
WAEE: true
{&: AFPEMIRIAER URL HH gtwayUUID #H1TEHT, B
ABRLEMEN x-www-form-urlencoded 1ERFE AT BEREH
WMEM. SREBMHAS LDAP FHIE MR TR,
i [z 77~ 151
{"status":"success"}
i Sz 2 %%
# 18. N BE
SHAFR iR
status MRFAERNEFHRTAF, BARER status A suc-

cesso HNR[E IR,
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PUT /GmaApi/users/{gtwayUUID}/kba
BIAFPAIREIAE (KBA) ME@MER.

BREEERSHPIEERNERSHER. TERREXERSERALIT %,

FMERSEYTERE N question NI LRIAES, REESESERE— A, B
W, questionl B question22, ZEF WA FHEEIE X NRRAEX A A)E%HE S,
ESIH [ 19 T8 TKBA FiE) AT B8 X WNRENAN 1% & 7 A Rl S 0 in) S A
ER.

I ERERIENBERESHRENRAE S, B, RIRABPEBHI question5 Fi#
HNER. AfE, ARPAEERSEIZEET question2 M questionl4d, FEULFERT, XE
REHERFH question2 F questionl4o question5 HIIIBEZRFIFALE,

BFHAFIE URL HIEE gtwayWUID, MARAF B, WMREFHEMFH gtwayUuId
8, 1B7tEM A GET /GmaApi/users/{username} RIGZRAF R, AR LUK
ZREIRY gtwayUWUID FAfE PUT /GmaApi/users/{gtwayUUID}/kba BI%IN.

cURL &Kl

# curl -v -X PUT -H "Content-Type:application/x-www-form-urlencoded" -H
"Authorization: Bearer 644d0ac0-908f-485a-ac8d-b5bb99f200d7" -d "question2=Fido
&question7=Sweet Valley High&questionll=A Few Good Men" https://hostname/
GmaApi/users/68567181-2cfl1-4b2b-bc10-6d6f05afh8e7/kba

BERBH

& 19. IBRBH

SHMEM SHEN

Authorization i (RS
W true
{&: Bearer <token>
token: ENRBESHATFRIEAFNETSH,

gtwayUUID KR KR
WEE true
B: BPRAENREGAE (KBA) [M@FIZRIERIER URL
By gtwayUUID #HITEH, BIEABTLEEN x-www-form-
urlencoded FERFAEFIEREFIANBANEZR, RIEALSHA
X FARE SR, LEAHRS KA A,

0 Bz 7= £51)

{"status":"success"}

0 7 544

& 20. B

SHBEM iR

status MRz ERIIER TP, RERY status 7 successo N

R[EEIR,
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DELETE /GmaApi/users/{gtwayUUID}
¥ gtwayUUID MBRAEF. BFFHMATE URL FIEE gtwayUUID, MAZRAF Bo

MRERHERFB gtwayUUID {&, EXFEASZE GET /GmaApi/users/
{username} FIRENAFBEM., LbHZEMNEHES gtwayUUID, SASRLUERZEER
DELETE /GmaApi/users/{gtwayUUID} 75&B9% N0

cURL iFKRR !

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" https://hostname/GmaApi/users/68567181-2cfl-4b2b-bcl0-

6d6f05afh8e7

EREBEH

£ 21. BERBHE

BB ET3
Authorization HKA. L

WE: true

{&. Bearer <token>

token: SN EHMEERATRIEAFPNETSH

gtwayUUID PR BRIZ

WE: true

f&: MxAFH UUID, UUID ®REBEAK—IFR, 28—
128 {I¥FIRIR, ATFHERMMEET2BEBERNIRR,

i) 7 73+ 151

{"status":"success"}

ie] vz £ 440

x 22. MNBE

S8BT iR

status WMRZFAERIMBRT B, REIE status 79 successo EN
R[EEE IR,

DELETE /GmaApi/users/{gtwayUUID}/kba/{question}

¥ gtwayUUID MIBRAAFBYE / BRI, BFPHVAGIE URL H18E gtwayUUID, TR
=AF R,

MREFHERAFHN gtwayUUID B, BEFERAAE GET /GmaApi/users/
{username} FRICERAF B4, %Z7AEEE gtwaylUID, SASSRILUERZE(EX DELETE
/GmaApi/users/{gtwayUUID}/kba/{question} F5;EZHHIN. &P HLIEMIIEE )R
RSo
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cURL i5EKRfl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" https://hostname/GmaApi/users/68567181-2cf1-4b2b-bcl0-

6d6f05afb8e7/kba/1

ERBE

* 23. IERSH

o e SHEMY
Authorization HA: L

WEE: true

{&: Bearer <foken>

token: SN EHEERTRIEAFPNETESH.

gtwayUUID PRI BRIZ

W true

f&: WXAFK UUID, UUID ®rEAM—IRI, 82—
128 {I¥FIRIR, ATFHERMMEEFRBEBERNIRR.

question A RIZ
W true
B: EREMEEES. FREZNERNE; MIEEER
So

fe] vz 73 151

{"status":"success"}

ie b7 2 44

X 24. MNBE

BB R

status WMRZ 5 AR T e &z, REF status /9 suc-

cesso HNR[E IR,

KBA 7%
FHIREGNIE (KBA) HZEKNEAXMIRERM (HBifLeh@) HNEERE.

GET /GmaApi/kba/questions/active

GET /GmaApi/kba/questions/active 737A{0R[E] deprecated & &/ false HIKIIR
BA\iE. GET /GmaApi/kba 75 A{XIR[E] deprecated K& true RYRNIRELIAIE,

cURL &Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/kba/questions/active
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ERBL
& 25 HREH

BB R
Authorization £ i RS

WEE: true

{H: Bearer <token>

token: ENHEEEEATRIEAPHNETSH.

M Rz 73 151

{"status":"success",
"totalCount":3,
"entries":

[{"questionNumber":3,"questionTextByLanguage": {"en-us":"What is the name of your
childhood best friend?"},"roleMappings":[{"priority":1,
"roleNames":["Manager"]},{"priority":2,

"roleNames":["Employee","Contractor"]}, {"priority":2,
"roleNames":["Default"]}],"deprecated":false},
{"questionNumber":11,"questionTextByLanguage":{"en-us":"What was the name of your
elementary school?"},"roleMappings":[{"priority":1, "roleNames":["Help

Desk"]}],"deprecated":false}

{"questionNumber":13,"questionTextByLanguage":{"en-us":"What is your favorite
movie?"},"roleMappings":[{"priority":1, "roleNames":["Help

Desk"]}],"deprecated":false}

)
M Rz S %%

& 26. NN SR

SR

ik

status

IR[E] success T failure, BT A/NRHIAVE( LDAP &Eif
IR EIFEIR.

total_count

iR[O] KBA [aj@i#kE,

entries

iR[E] KBA [a]@A%I%,

questionNumber

REFRRRFE RN RS

questionTextByLanguage

RENES /PN AR, BEXRAESERN, fi,

en-uso

roleMappings

MRABNERTFSERFPNXACEEEXNNNELRF A
&, WAFRLLFE. fln, FLERBEUERAFRI. W
KRFARFENFEABEATEN KBA B, LA
roleMappings %%,

roleMappings B5RABMMESR (Ed 1 RRgaAK)
NAaeaf. IRBFEZ1TAGHNRE, BARKERMNL
Ko HIa0, MRERAFEE AT AR, BARKERTRE JSON
MR Y questionNumber 3, SIRERFERE "HEBIS " BE,
BBAYEER questionNumber 11 #1 13, MREAFENAESR
"RITMEBEAE, BAR 11 M 13 REFE—A 3,
NHREZENREREDFZE 1 F 2. B85 roleMapping
{priority:1, roleNames:[Help Desk]} RYEfaljrl@t& A Fi% B
Fo
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& 26. NS (82)

SHEW iR
deprecated true FRRAIFEWFTH. WRABAFBRFIEEMN KBA R

NEENAP, BAZPNBEEFTR, B2, ®FREIAD
RBERSS, AATZRNEAHFRAZH, UEEEMAR
FERZIEFHRITT M. false RRBIBAENRES, FEFHF
Ho

GET /GmaApi/kba/questions/inactive

GET /GmaApi/kba FE(UR[E] deprecated IKEAN true BIFNIRELIANIE, GET
/GmaApi/kba 77AFIR[E] deprecated I&EN false HIEIIRENIAIE,

cURL &Rl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/kba/questions/inactive

ERBE
® 27. BEREH

BB iR
Authorization KA. L

WE: true

{H: Bearer <token>
token: ENMSHEMESHETRIEAFPNETSH.

M Rz 151

{"status":"success",

"totalCount":1,

"entries":

[{"questionNumber":1,"questionTextByLanguage":{"en-us":"In what year was your
father born?", "fr-ca":"En quelle année votre p re était-il né
?"},"roleMappings":[],"deprecated":true}

}

eS¢

& 28. MRS

SHBFR 232

status IR[E] success B failure, it A/\REIBIER LDAP ZEif
#HRIREIFEIR,

total_count IR[E] KBA [AlEELE.

entries iR[E] KBA [Al#A%IZR.

questionNumber REWRRFFE R RNES .

questionTextByLanguage IRENEES /X AITFIR, BSEABSABEREX, Fla,
en-uso
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&= 28. NS (40

BB

DU

roleMappings

MRABNERTSRAFPMXACEEENNNELRP A
&, BBAFERILFEE, flin, FLER@ATERBFRI. W
REHA[FTNFRACERREN KBA A, B2
roleMappings &%,

roleMappings B5RABMMESR (B 1 RRgaiR)
NAaeadf. IRBFEZITAGHNRE, BAKBERMNL
Ko HIaN, MRERAFEE AT AR, BARERTE JSON
M FAY questionNumber 3, NREAFEF"EHE AR,
AIEEA questionNumber 11 #1 13, NRFEAFRNAER
"RITFEEIA AR, BAREE 11 M 13 TR 3,
NEIEZENRERERNZ 1 M 2, &MY roleMapping
{priority:1, roleNames:[Help Desk]} BIE{a|aRIEIER Fi% A
Fo

deprecated

true FTRIDERFTH. MREEFBATFETMN KBA 87
MERNAR, BARBEREFRE. B2, ®FHREMD
REERAD, ENTEZREKFRAZA, FEEHEMAR
ERZIRIRHIT T M. false RRBIFBIVENRE, RIWEHE
Ao

HF5E

ARHEREATOE. 1R, ERMMERANARE BRI E.

GET /GmaApi/groups/names

SRENFR S B FRo
cURL iFRRi !

# curl -v -X GET -H Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7 https://hostname/GmaApi/groups/names

ERBE
& 29. IEREH
BB iR
Authorization A 3L
WEE: true
{E: Bearer <token>
token: ENMNSEMEESETRIEAFNETSH.
SRz )

{"status":"success",
"total_count": 3,

"entries": ["Groupl", "TestGroup", "MyGroup"]

}
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Nl Rz 225
& 30. MESHK

SHEM R

status IR[E] success, FHE HUMLIERIXFINILEE SIS o] LUERAY
TEXLEREAY, RE] result_limit_exceededs

total_count REIHZHEE,

entries REIAE TR,

GET /GmaApi/groups/{groupName}/members
WRARFHREIE T RER gtwayUUID,

cURL 53Rl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/groups/Groupl/members

KRB

® 31. BEREHK

BB R
Authorization R 3L

W true

{B: Bearer <token>

token: SN ELEEATRIIAFNETSH.
groupName KA BRF

WE: true

: £ groupName WEARRFRBEIMNHEH
gtwayUUID,

M Rz 73 151

{"status":"success",

"total_count": 3,

"entries": ["0a577a49-c211-4b69-a81f-01537a302cOb", "f3acac82-30c7-4c92-afb6-
22eb6e46234d", "224187d8-b6aee-42e8-826d-4384a5459efd"]

1

I Sz 24K

® 32. MNBEK

SHBR i3

status IR[E] success B failure, BT AIARRHERBANREIS
R[EFEIR,

total_count R [EZB 8 R RVEE

entries SIEERERENETRAFHN gtwayUUID,
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POST /GmaApi/groups/{groupName}
BIEHH,

cURL iFKR !

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "description=A group for test purposes&member=0a577a49-c211-
4b69-a81f-01537a302cOb&member=224187d8-6aee-42e8-826d-4384a5459efd" https://
hostname /GmaApi/services/TestGroup

EREBEH

£ 33. IBERBH

BB iR
Authorization HKA. L

WE: true

{E: Bearer <token>

token: BN TELEEATRIIAFNETSH.
groupName KA BEF

WE: true

B: WEENANET. ERMNABRNERKEEERN
BIEE®E, BT gtwayUUID FEEMER, ERILFEEZ AR

e 2 7 451

{"status":"success"}

e 7 224K

xR 34 MNBE

BB iR

status WMRZFERNEIETH, REIM status /9 successo M,
% AR EIFEIR.

PUT /GmaApi/groups/{groupName}/members/{userUuiD}
R ARAAR 5o

cURL &Kl

# curl -v -X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/groups/TestGroup/members/0e7e6d21-f2d1-
40f4-9f8f-3f9ccd4e39chb

HRBE

® 35. IBREBH

SEBT iR
Authorization KA L
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xR 35. IBREE ()

SHAFR iR
WEE: true
{8: Bearer <token>
token: SN TEBEEATRIIAFNETSH,
groupName PR BRIZ
W true
B: MERRINFHEZR groupName,
userUUID KA R
WE: true
f&: userUWUID EMXAFH UUID, UUID FRi@AM—IR
R, B— 128 #FIR, AFHRERTEGFEBER
HItRIR.
0 Sz 77451
{"status":"success"}
Iz 258
& 36. MNSH
SHEM 1%
status WMRZFERIRMT AR, RER status 7 successo &

W, ZFFREREER.

PUT /GmaApi/groups/{groupName}/members

EARIN— P HZ Ao

cURL &Rl

# curl -v =X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "member=0a577a49-c211-4b69-a81f-01537a302cOb&member=224187d8-
6aee-42e8-826d- 4384a5459efd" https://hostname/GmaApi/groups/TestGroup/

members
HRBE
® 37. IBREE
BB iR
Authorization KA 3L
WE: true
{&: Bearer <token>
token: SN SHELEERTRIEAFPNETSH.
groupName A RIZ

WEE: true
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* 37. iEREBE ()
BB R

H: AEPRN— RS IR groupName, EFRINBIAL
RfEN gtwayUUID $UIELE, gtwayUUID BEE(ENMRRI
MERF, AILAZESEIEES ME,

M Rz 73 151

{"status":"success"}

IS

& 38. MRS
% E DU

status WMRZFERARIMT KR, REIR status I successo &
N, ZAEROHEIR,

DELETE /GmaApi/groups/{groupName}/members/
{memberUUID}
MEABFRTEBRAK 5o

cURL 53Xl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" https://hostname/GmaApi/groups/TestGroup/member/0a577a49-
c211-4b69-a81f-01537a302c0b

ERBE

& 39. IERBH

BB R
Authorization A 3L

WEE: true

{B: Bearer <token>

token: SN TELEEATRIIAFNETSH.
groupName KA BRF

WEE: true

B: EEMAPEERERAENE R,

memberUUID KA BKF

WS true

B MEPBEREIMREIZ .

M Rz 73 151

{"status":"success"}
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e 7 24K
xR 40. M BEK

BB R
status WRZFERNBRT R, RERY status /9 successe &

W, Z75EEREHER

DELETE /GmaApi/groups/{groupName}/members
MABRBER—D LSRR

cURL &Rl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" -d "member=0a577a49-c211-4b69-a81f-01537a302c0b
&member=224187d8-6aee-42e8-826d-4384a5459efd" https://hostname/GmaApi/groups/

TestGroup/members

KRB

;& 41. BERBE

SEA iR
Authorization KA L

WEE: true

{8: Bearer <token>

token: SN TREFBEEATRIEAFNETSH,
groupName PR BRIZ

W true

B: EEMPBR— IS IREANANZIR. ESRAK

RIEA gtwayUUID #iE(LE, gtwayUUID B1&E(FAMETER
AR, AIURNZRBSHIEES ME.

M Rz 73 151

{"status":"success"}

M Rz 225

x 42, HRZBHK
BB R

status WMRZTERIIER TR, REIR status /7 successo &
W, ZAEREEIR.

DELETE /GmaApi/groups/{groupName}
fBRZE
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cURL 5Kl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" https://hostname/GmaApi/groups/TestGroup

ERBE

* 43. RS

BB R
Authorization KA 3L

W true

{&: Bearer <token>

token: FNHEBESHETRIIAFNETSHR,

groupName PR BRIZ

W& true

&: EMFRBIERIRM,

M Rz 151

{"status":"success"}

e 7 24K
r 44. M B

BB i

status WMRZFERIMERT H, R[EIAY status /9 successo M,
Z AR B IR,

RS 75 %

N

RS AEREATOIR. KRR, EMNMPRIRSMRSE SN Z.
GET /GmaApi/services/names

IREXFRA BRSSRY R R,

cURL &Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/names

s

HRBE

® 45. IBRBEK

BB R

Authorization KA 3L
W true

{&: Bearer <token>

token: BN LHEBEERTRIEAFNETSH
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M Rz 151

{"status":"success",

"total _count": 7,

"entries": ["GatewayWAMService", "Servicel", "Service2", "ExampleSvc", "OtherSvc",
"ChildServicelA", "ChildServicelB"]

1

0 B 241

& 46. B

SHEW ER

status IREPRE success, HEHMEIFKRILXEINLEEHEBITIUE
THE X EREEY, IREMRES result_limit_exceededs

total_count R[EIARSS B E,

entries REIARS B IRYIR,

GET /GmaApi/services/{serviceName}
RERSHEMY. TMERFIRSHE SRS

cURL &Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel

BERSE
xR 47. BERBH
SHAFR 230
Authorization ZEEN: L

W true

f&: <token> BIBME

token: SN ERTRIEAFPNETSE.
serviceName: PR BKE

W true

fE: ETEREREEMRSHET,
Oz )

{"status":"success",
"entry":{"uid":"ggonzalez",
"gtwayIsManager":"FALSE",
"gtwayUserType":"usertype_default",
"mail":"gordita@gmail.com",
"givenName":"Gordita",
"cn":"Gordita Guanabana Gonzalez",
"sn":"Gonzalez",

"DEMO1_Last4 SSN":"1234",
"gtwayUUID":"68567181-2cf1-4b2b-bc10-6d6f05afh8e7",
"gma_isAccount":"true"}

}
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e 7 24K
r 48. TN B

SHEM 7P

status MRMINMGEREIRSE M, IR[E success, REIFEIRTE
[ 95 TINE 4 &, TEiRENI T TR,

entry Mg/ EXNERRT AR ENRS.

gtwayOwner B IZIRSHEF R gtwayUuID,

gtwayOwnerApproval MREERSHEEFHAERRSHMNKE, BBAaR
trueo MNMRAFERSAEEFTHATERS KM
8, BBaf falseo

gtwayManagerApproval NMREEEEEFMAEQARSAMBE, BBAR

trueo MIRAFREEEEHMETRARSHIOME, B
4N falseo

gtwayOwnerApprovalManual

IRRSFIBERMNFE, BAR true. MRARSFR
BEEMNEDD, BN false

gtwayManagerApprovalManual

MREBEHEMAFE, AN true, MNREEESHH
AB5h, B4R falseo

gtwayApprovalGracePeriod

L BEIRAR,

gtwayApprovalReminderActionId

R IRIFIRIR,

gtwayOwnerRecert NREBREZFAEEENIALE, AN true. NRARE
ERSAEEEMIAL, AN falses
gtwayManagerRecert NRFEEEESFHIALE, BAR true, MRAFREE

BEBHINE, AN falseo

gtwayOwnerRecertManual

NRIRESFEEFHNFR, LA true. WRIRSEFR
EEBEMANBEE, AN false

gtwayManagerRecertManual

WMREBESFSINEAFE, LA true, WREEE
EFIAEABE, B84 falseo

gtwayRecertGracePeriod

EMIAEZRER.

gtwayRecertReminderActionlId

EMAERTRRFIRIR,

gtwayParentService

RIRS IR XRRSHIBH, MABTEEZ.

gtwayMemberNotification

MRER TG, BARN true, WRKEHME, A
5 falseo

gtwaySODCalloutRequired

SOD EMRINTHEFER, SOD a5—A9 BN, A
FTEXABBZANEFR*XR. IREE
gtwaySODCalloutRequired, 4
gtwayS0DCalloutRequired /9 true, WIRAFEINFSH
BHREE, B4 SOD A false, TAE{EN falseo

gtwayDestroyIdOnRevoke

true FRHIEEA P BOIZARSS B SI R ARBIIIERA P 0K o
false I B9IZARSS A 53 B AR ES A M ER A P i
Fo

gtwayHideFromSelfCare

true FRXSAF BIREIZARS. false RRAWNAR
B e ARSS

gtwaylLastRecertDate EREFIAMER .
gtwayRequestInstructions BERIETRER.
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& 48. MNBER (8)

SHEW iR

gtwayNoMembers true R gtwayNoMembers MIXEHEHRX—FLH
true, false & gtwayNoMembers MFX&HM RIX—%E
A falseo

gtwayNotificationUser DREEHCEANEIMNAFS gtwayUUID,

gtwayMgrNotification true RAMAEBELIX B, false RRAAEEER
XBH,

gtwayProvisioningInstructions HEIERE S

gtwayDeProvisioningInstructions |BUHMHNIETRER.

gtwayServiceRequestXml REER XML,

gtwayServiceRequestXm12 BR$IER XML 2,

GET /GmaApi/services/{serviceName}/members
REVARS B R b7 72 REISNAERY gtwayUUID,

cURL &Rl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel/members

KRB

® 49. BEREHK

BB R
Authorization R 3L

W true

{B: Bearer <token>

token: SN ELEEATRIIAFNETSH.
serviceName PR R

WE: true

{B: serviceName KMERENRSHEANENEFL gtwayUUID
EIIE

M Rz 73 151

{"status":"success",

"total_count": 3,

"entries": ["0a577a49-c211-4b69-a81f-01537a302cOb", "f3acac82-30c7-4c92-afb6-
22eb6e46234d", "224187d8-b6aee-42e8-826d-4384a5459efd"]

}

e 7 224K

x 50. MBS

SEB iR

status IREPRZ success, TEHMMNIERKFIN LA EEE T UE

TIHEN SRS, IREPRZS result_limit_exceededo
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£ 50. MBS (8

BB iR
total count R[EIARSS AY B RV E =,
entries REEANRSHEENENEFHN gtwayUUID 5K,

GET /GmaApi/services/{serviceName}/children
KBRS FIRS. LA ZHREIS N FRSHIZHR,

cURL &Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel/children

BERSHE
® 51. BERBH
SHEM R
Authorization R L

WE: true

{&: Bearer <token>

token: BN TELEEATRIIAFNETSH.
serviceName B BE

WE: true

B REUFALLARS FRRIARSH serviceName,
RLR )

{"status":"success",
“total_count": 2,
"entries": ["ChildServicelA", "ChildServicelB"]

}

0 7 £ 44

& 52. IS

BB iR

status REMRE success, FE HMFIFRILFINTRKEBIATURE
HE X REAY, REMKE result_limit_exceededs

total count R[EIARSS B FFRVE =,

entries R[EFARS B HFFIR,

GET /GmaApi/services/{serviceName}/parent
RV RS BF. A EERREIS N FIRSHE. FRSRBEE—TRRS.
cURL &Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/ChildServicelA/parent
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ERBE
& 53 BREM

SHBW iR
Authorization ¥R L
WE: true
{B: Bearer <token>
token: B8N ELEEATRIIAFNETSH.
serviceName HE: R
WE: true
f&: serviceName, FTFRERRSZEN. BN FRSRE—
PRARS.
0 Sz 77451

{"status":"success",
"entry": "Servicel"

}
M Rz 225

x 54. MMRZBEK

SHEW iR

status WRIRE T RARS B, ABAIRERY status /9 success. IR[E
RS 95 HE 4 B, TEIEENY T 7R,

entry R[BIARARSZHI R T

GET /GmaApi/services/{serviceName}/contained

RENZARS B ERIRSS. LG RREEMEERSHIR M.

cURL 53Rl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel/contained

BEREE
& 55 IERBH
SHAR iR
Authorization ¥R L
W true
{B: Bearer <token>
token: B8N ELEEATRIIAFNETSH.
serviceName PR BRE
WE: true

{&: FXEY serviceName H&MIZFRMIFIR.
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M Rz 73 151

{"status":"success",
"total _count": 2,
"entries": ["ContainerServicelA", "ContainerServicelB"]

}

RIS

& 56. ML S

SHEM iR

status IR[E] success, ZLHE HMMRIERILEINILE L EH8id vl LB /RAY
TEXLEREEY, IR[E] result_limit_exceededs

total_count R[EARSS BRI =,

entries REEERSHBIFTIR,

GET /GmaApi/services/{serviceName}/containers
REMEA ARSI B BRIARS. A RREENERRSHET.

cURL iFKRR !

curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel/containers

ERBE

& 57. IBRBE

BB R
Authorization R 3L

W& true

{B: Bearer <token>

token: SN TELEEHATRIIAFNETSH.
serviceName PR REF

WE: true

B: REMEAILARS B2RARSEY serviceName,

M Rz 73 151

{"status":"success",
"total_count": 2,
"entries": ["ContainerServicelA", "ContainerServicelB"]

}

A ¢

& 58. ML S

SHEW iR

status IREPRTS success, & HMRIERLIINWLESREBLTLUE
THIENXEREET, REMRE result_limit_exceededo

total_count REARSS B IRV =,
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* 58 MRS (8

BB R
entries RO AEIREBIZ R

PUT /GmaApi/services/{serviceName}
BARS B, WHRETERATEHRAR. FRSHEERS.
cURL &Rzl

# curl -v -X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "gtwayManagerApproval=false&gtwayOwner=0a577a49-c211-4b69-
aB81f-01537a302cOb" https://hostname/GmaApi/services/Service2

ERBE

® 59. IEREHK

BB SHEMN
Authorization A L

WEE: true

{B: Bearer <token>

token: SN ELEEATRIIAFNETSH.
serviceName B BKE

WE: true

B: BARS B, BN Service2, BIEIIAIARSSBIMEIEE %L

o

fe] oz 73+ 51

{"status":"success"}

RS

= 60. MRS

BB R

status MNREINEF 7RSS, HBAIR[EIA status /9 successo HNIR
Bk

PUT /GmaApi/services/{serviceName}/members
RS PRI EFR— DN HZ L 5o

cURL &Rl

# curl -v =X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "member=0a577a49-c211-4b69-a81f-01537a302cOb&member=224187d8-
baee-42e8-826d- 4384a5459efd" https://hostname/GmaApi/services/Service2/
members
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ERBL
= 61. HREH

BB SHEN
Authorization AR L
WE: true
{&: Bearer <token>
token: B8N TELEEHATRIIAFNETSH.
serviceName PE: REF
WEE: true
B: ERSHPAMEABHE—IHZIHRE, HlWM, &
serviceName RN E Service2o FREAIEEAHBEBHHAF
gtwayUUID, BILUERE % ME,
0 Rz 73451
{"status":"success"}
Iz 2 %%
xR 62. MRS
SHEW R
status MR ERINT G, FBAIREIR status 79 successo FNR

RAMAS, BAREEIR,

PUT /GmaApi/services/{serviceName}/children/

{childServiceName}
MARSS AN F o

cURL iFKRR !

# curl -v -X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel/children/

ChildServicelC
BEREBH
x 63. BREHK
BB R
Authorization KA. L
WE true
{8: Bearer <token>
token: M SHEAESHETRILAFPNETSH.
serviceName KR B

WE true

' RERSHIETR.

childServiceName

KA BZ
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xR 63. BREE ()
BB R
WE: true

B: FIRSBWRBFR, 180 ChildServicelCo

fe 7 73+ 51

{"status":"success"}

VeSS

xR 64. NNz SEK

3 e iR

status MERINARSHAMT FR, BAREIN status 7 suc-
cesso & NIR[EIFE IR,

PUT /GmaApi/services/{serviceName}/children
ANZENFIRS -

cURL &Kl

# curl -v -X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "child=ChildService2A&child=ChildService2B
&child=ChildService2C" https://hostname/GmaApi/services/Service2/children

HRBE
*® 65. IEREBH
BB BHEM
Authorization KA 3L
W true
{&. Bearer <token>
token: SN SHELEESHTRIEAFPNETSH.
serviceName HKR: B
W true
{B: 1% serviceName HIMZNFARSE, HIU0 ChildService2A.
ChildService2B #1 ChildService2Co
e 57 73~ 451
{"status":"success"}
e R 24K
& 66. MR B
BB TP
status WMREINAINT FRRSE, ABAIREIR status 9 successs HNI

R[OEHEIR,
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PUT /GmaApi/services/{serviceName}/contained/
{containedServiceName}
MRS HRINE &R,

cURL &Kl

# curl -v -X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/services/Servicel/contained/
ContainedServicelC

ERBE

* 67. IERBH

BB R
Authorization KA Sk

W true

&: Bearer <token>

token: BN EEEEHATRIIAFNETSH
serviceName PE: BRER

W true

fB: BREERSHIZHR, B0 Servicelo
containedServiceName B BE

WE: true

BE: BEAMASHERSOBRSHRM, Fl,

ContainedServicelCo

0fe Bz 73 51

{"status":"success"}

fe] b7 £ 440

xR 68. NS

BB R

status MRMINAINT BERS, ABLIREIN status /9 successo &
MR [E]£41R,

PUT /GmaApi/services/{serviceName}/contained

ANZ LIRS,
cURL iFKRfl

# curl -v -X PUT -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "containedService=ContainedService2A
&containedService=ContainedService2B&contained Service=ContainedService2C"
https://hostname/GmaApi/services/Service2/contained
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ERBE
& 69. IBREEK

SHBW SHEM
Authorization ¥R L

WE: true

{B: Bearer <token>

token: B8N ELEEATRIIAFNETSH.
serviceName HE: R

WE: true

fE: ¥ serviceName FMZNEAERS, Flw

ContainedService2 A« ContainedService2B 1 ContainedService2Co
0 Sz 77451

{"status":"success"}

IRB
x 70. B

BB R
status MERMINFINT BEIRSE, BLREIM status /3 successe &

3R [E] £5iRo

DELETE /GmaApi/services/{serviceName}/children/

{childServiceName}

M childServiceName #fR—18ZMF1L

cURL &Rl

# curl-v -X DELETE

-H "Authorization: Bearer 644d0ac0-908f-485a-

ac8db5bb99f200d7" https://hostname/GmaApi/services/Servicel/children/

ChildServicelC
AREH
& 71. IBRBE

SR

EE::puy

Authorization

R 3L

WE: true

{8: Bearer <token>

token: BNHEBESBETRIIAFNETSH

serviceName

KA BR

W true

5 RERSHIETR.

childServiceName

A RIZ

W true
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= 71 BRBH (B
BB DU
& FARSBIER.

fe] oz 73 151

{"status":"success"}

ie b7 £ 440

x 72. IS

BB iR

status NRMINERRT FIRSE, FBAIR[EIAY status 9 successo TN
R[EIFE1IR,

DELETE /GmaApi/services/{serviceName}/children
BRZ N FIRS.
cURL &Rl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" -d "child=ChildService2A&child=ChildService2B
&child=ChildService2C" https://hostname/GmaApi/services/Service2/children

EREBE

£ 73. IERBHE

BB R
Authorization HKA. L

WE: true

{B: Bearer <token>

token: BN TELEEATRIIAFNETSH.
serviceName PE: KRR

WE: true

B: BRSAMBRZDNTFIRS, 5190 ChildService2A.
ChildService2B 1 ChildService2Co

e 2 7 451

{"status":"success"}

SRS %

xR 74. MRS

BB R

status NRMINEIRT FIRS, FBAIR[OIAY status /9 successe ZM
IR[EIFEIR.
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DELETE /GmaApi/services/{serviceName}/contained/
{containedServiceName}
MBIRSZ#HFR— P E &R

cURL &Kl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" https://hostname/GmaApi/services/Servicel/contained/

CotainedServicelC
ERBE
* 75. RS
BB R
Authorization A Sk
WE: true
{&: Bearer <token>
token: ENMSHEEEEETFIRIEBFRNETSH.
serviceName E it oS
WE: true
H: FEESREMIREHIZ TR,
containedServiceName R B
WE: true
BH: ENEERBIIRPEIRIIRSEIZE R,
B
{"status":"success"}
e R 224K
xR 76. MRS
SEA iR
status MNRKINERT BEIRSE, BAIREIA status /I successo &

JUPEEIE= e

DELETE /GmaApi/services/{serviceName}/contained
BHRZ T EERS.
cURL &3R5l

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" -d "containedService=ContainedService2A
&containedService=ContainedService2B&contained Service=ContainedService2C"
https://hostname/GmaApi/services/Service2/contained
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ERBE
x 77. 1IEREEK

% E

DUy

Authorization

PR Sk

WE: true

{H: Bearer <token>

token: ENHEEEEATRIEAPHNETSH.

serviceName

KA BZ

WE: true

E: JIHEBEANESE serviceName FEFRAMIARSHIRZ IR, BILUE
EZME, HlI80, ContainedService2A. ContainedService2B #l
ContainedService2Co

M Rz 73 151

{"status":"success"}

M Rz S %%

& 78. IS

SR

ik

status

NRMINBIRT B3RS, ALIREIN status /9 successo &
PEACIEAEN

DELETE /GmaApi/services/{serviceName}

MIERARSS
cURL &Kl

# curl -v -X DELETE

-H "Authorization: Bearer 644d0ac0-908f-485a-

ac8db5bb99f200d7" https://hostname/GmaApi/services/Service?2

ARBH
& 79. EREH

SHEW i
Authorization PR L
WE: true
{&: Bearer <token>
token: BN TEFLELERATRIIAFNETSH.
serviceName B BE
WE: true
{E: #& serviceName MIPRARSS.
0 iz 73451

{"status":"success"}
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Nl Rz 225
& 80. MEBH

BB R
status WNRINMIER T BRSS, BBAIR[EIR status 7 successo TR
EIEEN

BBNARSS 7375
B BhARSS 75 A AN BT B BIARSS 12 B FED,
GET /GmaApi/ss/getPasswordResetOptions
REYBBIARS ZHSE B LI RIEEE IR,
cURL &Rzl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/ss/getPasswordResetOptions?instanceld=n

BERSE
& 81. IBRBHK
SHBFR ER
Authorization ZEEN: 3L
W true
f&: Bearer <token>
token: SN EHEERTRIEAFRNETSE
instanceld R T
W true
f&: instanceld <number>
i Rz 7 451
{"status":

{"message":"Success", "errors":{},"apiError":false, "success":true},
"options":{"3":{"sendTempEmail":false,

"sendSuccessEmail":true,

"sendUr1Email":false,

"emailTokenExpire":3600,

"pwdTokenExpire":3600,

"instanceld":3,

"kbaQuestionCount":3,

"validationOptionId":1}}}

RIS

® 82. NN EEK

o e R

status R[EAY status A9 success. & NREIFEIR,
options EEIWIE options HEXHIRIR,
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&= 82. NS (4

SHEW iR

sendTempEmail true XTRNAREFAZES RN ZHBAE TG
sendTempEmail, false RTNMAREFALXEEIGNELHE
FHEF sendTempEmails

sendSuccessEmail true RNNAEFEZBEERINNLZX sendSuccessEmail

B, false RANVARFERNEERINN AR LZE
sendSuccessEmail EEFHE{E,

sendUr1Email

true RNMAREFLZIEES URL (BFPAIETZ URL 3K
SERNFIEEE) WEFHME sendUrlEmail, false R FIE
FR%XEE%& URL (AFRAILIEEHZ URL REKZLESE)
FYEBFHEY sendUrlEmails

emailTokenExpire IRMHEFHB emailTokenExpire EEZIEAZ BIRVATIE], LIFDA
==L

pwdTokenExpire ML, pwdTokenExpire f£ instanceld ZIHBZ BiBYAEY
18, URAEAL, FI,

instanceId REZBEEMEXHRIER instanceld,

kbaQuestionCount RIEB A ARRITEREBE M AL ZERFIREINE (KBA)
[A]7%%E kbaQuestionCount,

validationOptionId REATRINEZERRIEAIEELE validationOptionId,

GET /GmaApi/ss/getKba

FRENEZ P ARV E SSHIRVAIIRELIINE (KBA) 1ED,

cURL 5Kl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/ssc/getKba?instanceld=3

BERSE
& 83. IERBH
SHAFR iR
Authorization ¥R L

W true

{B: Bearer <token>

token: BN EEELEATRIIAFNETSH
instanceId ¥E: TR

WEE: true

{B: instanceld <number>.
0 Rz 7451

"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"kba": [

1}
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i Rz S5
& 84 MEBH

SHEM R

status MREINOREIIRSEMY, ABAIREIR status /9 successe &
IBEE=EN

kba FIREAEECEBIHRIC,

uniqueAnswers true RRERFAEMIRENERENERE—, false ™A
ERFEHMIRE IR R & RE M —,

minRequired SIRAP AR EEEEME X HMOAEER &/ EEK
=

questions HI| Lt S R] LU AR AR S .

GET /GmaApi/ss/getBrandingFiles
FREXEILATE Web ARS583 £ EHAM EHAIPABIRIE X HRVFIR,
cURL &Kl

curl -v -i -H "Authorization: Bearer 0d47c738-966e-4df7-9c7f-6a4b974adb3a" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getBrandingFiles

AREL

& 85 IBRBEK

BB R
Authorization KA L

WE: true

{8: Bearer <token>

token: NS ATFRIEAFPHNETSH

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"brand
ingFiles":[{"id":1,"name":"variables.less","path":"/Tess"},{"id":2,"name":"1ogo.pn
g","path":"/images"},{"id":3,"name":"error.png","path":"/images"},{"id":4, "name": "
favicon.ico","path":"/images"}, {"id":5,"name":"formElements.png","path":"/images/u
i"},{"id":6,"name" : "headerBackground.png","path":"/images/ui"},{"id":7,"name":"int
eriorTile.gif","path":"/images/ui"},{"id":8,"name":"waiting.gif","path":"/images/u
i"},{"id":9,"name" :"TogoBackground.png","path":"/images/ui"},{"id":10,"name":"1oad
er.gif","path":"/images/ui"},{"id":11,"name": "search.png","path":"/images/ui"}, {"1
d":12,"name": "searching.png","path":"/images/ui"},{"id":13,"name": "success.png","p
ath":"/images/ui"},{"id":14,"name": "userToolsIcons.png","path":"/images/ui"}]}

=33 API 5% 45



Nl Rz 225
& 86. MRS

SHEM iR
BrandingFiles A AFEHRRITIE S Array {
id : Integer
name: String
path : String
file: File
}
clientUrl BEFPNETS,
status

status: Y&
success: f/R{E

apiError: WISFRIERW, BRANT/RIE true, ATEHN
BFRRE, BT2E APl HiRMEERM, NREMERE
ERETENMATTENEIR, PBAEN false
message. FRIER, ATRIEBEZFEXRRERIRINEE,
errors. X%, HYNEMFITHIZTEE (WREHRE MR
T/ Ex; ENFREE,

GET /GmaApi/ss/getBrandingFile
B FRIRIREMRIE X o
cURL iFXKRf!

curl -v -i -H "Authorization: Bearer 74e45b26-5fbb-4873-a35b-6756aedd5edb" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" http://hostname/GmaApi/ss/getBrandingFile/?fileld=1?downloadOriginal=true

HRBE

® 87. BREH

BB ET Pl
Authorization KA. L

WE: true

{&: Bearer <token>

token: BN TELEEATRIIAFNETSH.

fileld XKE: BIE

W true

{B: PTERAARIESUEFRIARIR, BIU0 fileld=1o
downloadOriginal KA B,

W falseo

B: f/R{E true I false, IR downloadOriginal 7EJ/Y true
%%, BA APl THEFEH (BRE) BEGHRXMH. MRKIEMH

downloadOriginal, SUEHIEEN false, BBATHURIEIERX
o
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VA ¢
R [EIFFERAIS o
GET /GmaApi/ss/getBranding
FREX variables.less X ERNNAREFAFRRAERE s TE,
cURL &K1l

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getBranding

BEREE

& 88. BERBHK

SHATR iR

Authorization HR: L
WE: true
{&: Bearer <token>
token: B8N ELEEATRIIAFNETSH.

Iz 2 E%

xR 89. MRS

SHEW R

success MNRAIHERFIFICHIE, BRARER status 79 successo IR
EMEEIREE 95 TIVE 4 &, TERENY P#EITTH#ER,

apiError HRE. NRBIEERM, BAA true, BFESHEFRE, B
TF£B APl #HIRMESREM. NREIKFERZFETEN K
TIEMEEIR, BAENR falseo

message HH message FRTER, ATHRIEZEERTEIZHAINES,

errors FIHXT R, BIEEMIEHIREE (NREE) NBEW/E
xF; ENRRENE,

brandingDataMap FR(HARSY brandingDataMap, EFREESEINCEERMMEX
BX{E.

GET /GmaApi/ss/initAppManagementSetup
SREXVAB T #1881 Cloud Identity Portal RY%UIEAVERET,

cURL &K fl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/initAppManagementSetup
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ERBE
£ 90. 1IEREEK

BB R
Authorization £ i RS

WE: true

{H: Bearer <token>

token: ENHEEEEATRIEAPHNETSH.

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"appli
cations":[],"instanceTypes":[],"instances":[],"validations":[],"attributeTypes":[]
,"provisionResolutions":[],"fieldTypes":[],"usernameOptions":[],
"emails":[],"applicationRoles":[],"portalApplicationSections":[],"usernameValidati
onOptions":[],"passwordResetValidationOptions":[],"applicationMap":[]}

VeSS

x 91. MR BEL

BHEMH o

success status: IR

success. 7/RIA

apiError. WRIRIELXM, BANT/IRE true,
BFEMBAFAE, BTF2F APl #HIEMEX
KW, WREAMERRRETENNKIAEA
fBiR, BAERN falseo

message: F{TER, ATRIBEEXRTHEIZIM
IEE.

errors. X%, HXNEMITHIRES (WR
F1E) MIRFR/EX; TNREEE,

applications applications

id - B, NAERER
code - FRFER

name - FRTER
instanceTypes A5 UTHREEA:

id - ¥

name - F&TH

instances BEUTABSHIEA:

id - ¥

name - FRTH
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* 91. ARS8

BWME i

validations children - B&LITFRERMNA: KR
o id - BH

+ example - FHFEH

+ label - FFH

attributeTypes BELUTARBHIEA:

id - B

name - FRIE

provisionResolutions BELUTARASMA:

code - FRFEH

name - FRIE

fieldTypes BEUTHREEA:
- BY, FERER

code - FRFE

usernameOptions AELUTRSHIERA:

code - FHFEH

name - FRIE

emails BEUTREEA:
- B, BTFmpER

name - FRIE

applicationRoles AEUTRESHEA:

UUID - FRFER

name - FRIE

portalApplicationSections A5 U THREEA:
- B

code - FRE

name - FRTH

usernameValidationOptions A TREHEA:
id - By

name - ¥R

passwordResetValidationOptions AELTRARSA:
id - B

name - ¥R
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&= 91. NS (4

SR R

applicationMap BE L THRERRET
key - B, MNAEFIRR
value - Y&:

o id - B, MARERXEE
+ code - FRIEH
* name - FFH

GET /GmaApi/ss/getSelfRegistrationOptions

FREX B EAETAR S o

cURL 53Xl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getSelfRegistrationOptions

ERBE
& 92. BERBH
BB iR
Authorization A 3L
WE: true
{E: Bearer <token>
token: ENSEMEEETRIEBFNETSH.
SRLR )

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"optio

ns":[1}
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IVES
x 93. SR

SRR 150

options BEUTRERRE:
key: E#r, RXLFIFRIR
value - SI%

* instanceld - %X

+ manualApproval - #/R{E

+ sendPendingEmail - #/R{E

+ manualApproval - #/R{E

+ sendPendingEmail - #/R{E

« sendRejectEmail - #/R{&E

+ requireManagerApproval - #/R{E

+ defaultApprover - X%

+ usekba - fR/R{E

+ sendSuccessEmail - #H/R{E

+ primaryUsernamePreference - F&FEH

+ secondaryUsernamePreference - F#F

+ requirePolicyCheck - #/R{&

+ idvFailResolution - FFH

+ multipleIdvFailResolution - FfF&H

* usernamePreferenceOtherAttrName - F&FEH
+ secUsernamePreferenceOtherAttrName - F&FER
+ useldv - F/R{E

+ useAccountClaiming - #E/R{&

GET /GmaApi/ss/getPasswordResetOptions
FRENZ D 8 & LT ARG,
cURL 1&RRHI

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getPasswordResetOptions

KRB

*® 94. IERBH

BB R
Authorization KA L

W true

{&: Bearer <token>

token: SNLHEMEEHTFEIEAFNETSH
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{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"optio

ns":[1}

e 7 24K

= 95 M SE

BB R

success status: W&
success: f/R{E
apiError: UNRIRERM, HBANTRE true, BFEH
BFRAE, AT2E AP #BiEmEERM. INREMREA
ERETENNENENEIR, BAERN false
message. FRTEHR, AT RIESEXRTFEIRIHRINEE,
errors: X8, HWEMIEEIREE WREE) B
A/ B, ENFRREE,

options A& TREMME:
key: E#, RLFIRRA
value: X8

* instanceld - E#K

+ sendSuccessEmail - #/R{E
 sendTempEmail - #/R{E

+ sendUrlEmail - #R/R{E

+ kbaQuestionCount - ¥k

+ emailTokenExpire - %

+ pwdTokenExpire - ZE}

» validationOptionId - %

GET /GmaApi/ss/getUsernameRecoveryOptions

SRENFE P 2 BRI TR
cURL iFKRR{l

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getUsernameRecoveryOptions

HRBE

xR 96. IBEREH

BB ik
Authorization KA. L

WE true
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xR 96. BREE ()
BB R
{E: Bearer <token>

token: SN ESHETRIIAFNETSH,

0 5z 73451
{"stell:’]u}ls":{"success":true,"apiError":fa]se,"message":"Success","errors":{}},"optio
ns':
M iz 24K
® 97. NS
SHBW 3
success status: W&
success: fR/R{E
apiError: WNRIRELRM, HBANTHRE true, BFEH
BFRR@E, BT2B APl HBiRMSHEAN. NRAWEE
ERETENIHNEAEIR, BAMENRN false,
message: FAIER, ATRIBEFERTEIRIMIIER.
errors: WK, #$XNEMIEHREE (WMRER) B
B/ EXY; BNFRENE,
options BEUTAERHIBRET:
o key: EH, XELFIFRIR
+ value - W&
- instanceld - %
— sendRecoveryEmail - #/R{&
— validationOptionId - %
— showUsername - 7R/R{E

GET /GmaApi/ss/getPortalOptions
FREXI] P W2 AR At
cURL &Kzl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getPortalOptions

ERBE

® 98. IEREHK

BB R
Authorization R L

WE: true

{H: Bearer <token>
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& 98. IEBRBE (B)
BB DU
token: BNLHEBESHETRIIAFNETSH

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"optio

ns":[]1}

) VES

£ 99. IS

BRER Ll

success status: X8
success: fR/R{E

apiError: WIRIBIEELN, BBANTRE true, BFEH
BFRAE, AT2BE API #BixmEEEK, NREVERRA
ERETENMAIENEIR, FBAEAN falses

message. FRIE, ATRIBEZERTHIRIMINES.
errors: W&, #WEMIEHREE (WRERE) B
B/ EXT; FNFREE,
options B TRBHMA:
instanceld - E#J
userColumns - E1ELITHRARIEA:
 instanceld - ¥
* userColumns - B LUTHEEA:
— attributeTypeld - %K
— attributeName - FRT&H

— columnOrder - ¥

+ serviceColumns - BELITHREREA:
— attributeTypeld - &%k
- attributeName - F/T&H

— columnOrder - ¥

GET /GmaApi/ss/getEmailTemplate
FREN BB T P 1A RS

cURL iFKRR{jl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getEmailTemplate?instanceld=1
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ERBE
£ 100. IERBE

BB R
Authorization A 3L

W true

{H: Bearer <token>
token: ENMSHEIMEESETFRIEAFRNETSH.
instanceID KA Eif

WE: true

{H: instancelID <number>o

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},emails
:[{"emailTypeld":1, "languages":[{"langCode":"enus","
replyTo":"foo@bar.com","subject":"test subject","body":"this is an email

body"}1}1}

ie b7 £ 440

& 101. MRS

BHET ok

success status: X%

success: f/R{E

apiError: SNRIRIERM, BEANF/RE true, AFEH
BFPRE, AT2RE APl HiRMSHEK. NREAWRE
ERETFENNFNEEIR, BAMEA false
message: FRIE, ATFRIBEZFERTHBIRHMITES.
errors: X%, HXNEMIEHIZEE (WNREE) W
BFR/EXT; BNRIEREE,

enails a8 U FAZMSA:

emailTypelD - ¥%

languages - B& LU THRAREA:

+ TlangCode - =TI

e replyTo - FRiER

+ subject - FFH

* body - FHiFER

GET /GmaApi/ss/getApplicationRole
KRBV AT A BB
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cURL 5Kl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getApplicationRole?roleluid=1111111-1111-
1111-1111-111111111111

EREBEH

® 102. BERBHK

BB iR
Authorization HKA. L

WE: true

{&: Bearer <token>

token: BN TELEEATRIIAFNETSH.
roleUUID KB B

WE: true

B: ATHZE <roleUUID> BNBEFAER rolelUID,

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"defau
1tRole":"22222222-2222-2222-2222-222222222222" ,roles: []}

e R 24K

% 103. B

BB R
success

status: XX
success: fa/R{A

apiError: WIRIEIERW, BBANTRE true, BFEH
BRRE, AF2E AP HiRMEBEK. NREAWRE
ERETENMHTTENEIR, BAEN false

message: FRTER, ATFRIBEERTEIRIAINER.

errors: &, HXWEMIETHEIREE (WREE) B
A/ EXY,;, ENFRREE,
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x 103. TS (4)

ok €= i 1

roles BEUTFABHIMA:
UUID - FRTER

name - FRE,
instanceld - E#,
defaultRole - /R,

preferences - IR
+ demoteHelp - #/R{E
+ demoteManager - #H/R{E
+ checkUsernameButton - #5/R{E
applicationSuites - &L TABIEA:
+ applicationId - E#{
+ allowAccess - E¥
viewPermissions - E1& LI THRARIEA:
+ attributeName - F7J&H
+ editable - 7A/RfE
+ visible - f/R{E
» subjectType - JR:
- id - B
— subjectTypeSubjectId - FfTER
— name - ¥R
filterOptions - S{%R:
+ userFilter - B&LUTHERIEA:
— attributeName - FRFH
- attributeValue - F&FH
- includeInResult - FRFEH
+ serviceFilter - LI THRENEA:
— attributeName - F7FH
- attributeValue - F&FH
- includeInResult - FFEH

% 3 Z APl A%



xR 103. MRS (4R)

BB

DU

roles

searchOptions - Y1
+ userSearch # serviceSearch EEHERESE - &L
TARBBIEA:
- id - B
— name - ¥R
- mapping - F&FE
- rank - E¥
viewPrefs - BRET:
« key - FRFE, appSectionCode
* value:
— appSectionCode - FF&
 show - G/R{E

GET /GmaApi/ss/getAppTextKeys
IREN A T YRAERIN A2 F XX AN SRR RR AT

cURL &Rl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" http://hostname/GmaApi/ss/getAppTextKeys?instanceld=1&appType=pma

ERBE
® 104. IEREBE

% E

EE::puy

Authorization

R L

WE: true

{8 Bearer <token>

token: NS ATRIEAFPHNETSH.

instanceld

KA B

WE true

{: instanceld <number>

appType

KA By

W& false

B: MAREFEE, flE, FFHE"pma’s

langCode

KA T

WEE: false
B: BSHIEFRAS, 0, en-uso
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"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"langua
ges":[{"en-us":{"attributeTextKeys":{"uiVarCode0":"value0",
"textKeys":{"sectionl":{"appSectionl":{"uiVarCodel":"valuel",
"columns":{"uiVarcode2":"value2"}}}}}}11}

RS
& 105. MR BEK
SHBW i
success status: W&
success: fR/R{E
apiError: WNRIRIELRW, HBANTHRE true, BFEH
BFR@E, BT2B APl BiRMSHEAN. NRAWEE
ERETENIHNEAEIR, BAMENRN false,
message: FREH, ATREFERTEIRIMINES.
errors: XWX, HNEMIEEIREE (NREE) B
B/ EXT; BUFREE,
languages BEUTARRIMRET:
« key - IBEMS
* value:
— attributeTextKeys

- key - uiVar 83
- value - F{&H
- textKeys - Bfst
- key - EROMUES
- value:
key - N FEREED G
« value - fF—
— value:
- key - uiVar fXH3
- value - F/&H
- BT
- key - %I
- value:
o key - uiVar %
« value - Fff&

GET /GmaApi/ss/getKba
FRENFNIR AL A E SEIAYIE T,

cURL &Rl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/

atom+xml,text/
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xhtml" http://hostname/GmaApi/ss/getKba?instanceld=1

KRB
& 106. 1ERBE
BB R
Authorization KA Sk
WE: true
{&:. Bearer <token>
token: SN CHELEERTRIEAFNETSE
instanceld KA i
WE: true
{E: instanceld <number>o
fe] vz 73 151
"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"kba": [
1}
fe] o7 £ 440
x 107. B
BB iR
success status: TR

success: 7a/R{A

apiError: SNISRIRIELM, BRANTRIE true, BFEH
BRRE, ATERE APl HBIRMEFEM. WREKREA
ERETFENMHTTENEIR, BAEN false
message. FIH, ATFRIBEEFEXRTEIRZHITES.

errors: MR, HWBMIEHIREE (MREFHE) B
B/ ERY; BNAREREE,
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® 107. MBS (4R
SHEW iR
kba

minRequired - E%K
maxRequired - £
uniqueAnswers - #5/R{E,
maxQuestionNum - FE%K,
minCharacterLength - %k,
questions - BRST:
+ key - IBENRID
+ value - #4
id - B¥%
— deprecated - f/R{E
— question - FIFEH
availableQuestions
+ key - IBEMS
« value - #4
id - B
- deprecated - #R/R{E
— question - FFH

GET /GmaApi/ss/getAttributeElements
REEM TR,
cURL FRRHI
curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/

xhtm1" http://hostname/GmaApi/ss/getAttributeElements?instanceld=1
&appType=pma

ERBE

£ 108. BERBE

BB R
Authorization A 3L

WE: true

{H: Bearer <token>
token: BN SHEIMESETRIEAFNETSH.
instanceld KA Eif

WE: true

{H: instanceld <number>o
appType ¥E: &
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x 108. IEREBE (&)

BB

DU

WEE: false

8 MAEFRE, flW, FRHFHE"pma’

M Rz 73 151

"status":{"success":true,"apiError":false,"message":"Success","errors":{}},"TdapAt
tributes":[],"userIdv":false,"formSections":[]}

RS

R 109. MRS

SHEM 3%

success status: YR
success: fR/R{E
apiError: WNISRRIELW, BBANTR/TRE true, BTFEH
BRRE, BT2E APl HEMSHREY. NREWERRA
BERETFTENISITEMNEIR, BAMBEN falseo
message: FRIEE, ATRIBFEERTEIRILIIER.
errors: WX, HNEMIEEIREE (NREE) B
B2/ EX; SUFERENE,

{daphttributes B8 U TFAZEA:
label - FRiER
value - FHFE,
multiValue:
+ maxValues - {Hit#{
+ values - {EZkH

useIdv m/R1E

fornsections &N TFASHHA:

sectionLabel - FFTH
header - FHT &R
subHeader - FHTER
items:
+ label - F&F&
+ value - FFFHE
* multiValue
— maxValues - fEI}t%K
— values - {E#4H
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POST /GmaApi/ss/autocomplete
RENVAK Z £ A BN —AR A P Boh5eriTo

cURL &Kl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/

xhtm1" -d ' {"type":"user",
autocomplete

"searchString":"Doe"} ' http://hostname/GmaApi/ss/

BERBEH
& 110. IEREHK
SHEM SHEM
Authorization i b
WE: trueo
{B: Bearer <token>.
token: SN TELEEATRIIAFNETSH.
RPHIE YR POST FREHIE,
WE: trueo
B: ZERETHIEIENED, FIW usero
searchString R REBEHIR,
W trueo
fB: BTFEHRMIEREY.
SRLR )

{"status":{"success":true,"api

Error":false,"message":"Success","errors":{}},

"columns":["ID","First Name","Last
Name","Email","User"],"rows":[[1,[1,00,[],["foobar","foobaz"]]}

N 7 544

& 111. MRS

S 3%

success status: W&
success: fR/R{E
apiError: WNIRIRELRW, HBANTHRE true, BFEH
BFRRE, BT2E APl #HEMSHREY. NREWRRA
BRETFENIHITEMNEIR, BAMBEN falseo
message: FAIEE, ATRIBEFERTEIRIMIIER.
errors: XWX, HNEMIEEIREE (NREE) B
B /EXY; FNFRENE,

columns HIHIEENTIE,

rows RERYMEMERIRES HIRE N F RTS8,
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POST /GmaApi/ss/createNewlnstance
T POST FAHHYEIEIEL G,

cURL iFKR !

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" -d '{"instanceName":"gv_test1","copyFrom":"3"}’ http://hostname/GmaApi/
ss/updateCreateNewInstance

EREBEH

® 112. BEKRBHK

BB SHEMN
Authorization HKA. L

WE: true

{B: Bearer <token>

token: ENHEHEEATRIEAPHNETSH.
REWIE HAY: POST KPR

WE: true,

fE: JSON RA&EEE,

instanceName PR REHIE,
WEE true
fB: FEFINET,
copy_from KA. REBIUE,

WE trueo

f8: EFIRLHIEY instancelds

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},
"instance":{"id":1,"name":"foo"}}

MRz 244

1 BRETIR [E],

= 113. M-S

BREH Had

success status: S48
success: f/R{E

apiError: WIRIR(ELW, BBANTRE true, ATFEH
BARRE, ATERE APl HBiEMEREM. WREKEREA
ERETENNENENEIR, BAERN false
message. FIER, ATRIBEFEFERTEIZZAITES.
errors: &, HNWEMIEHEIREE (WREE) B
BIR/EXY; FNFREE,
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& 113. MNSE (B

SHAFR 3%

instance R RRCIZIILA,
id FREVEESEHIRY ido
name FREIZESEBIAY name.

POST /GmaApi/ss/updateSelfRegistrationOptions
ST B AR SE BRI

cURL 53Rl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updateSelfRegistrationOptions

EREHIRBETENTH (JSON AAEE) !

{"instanceld":"3","data":{"options":
{"defaultApprover":
"a9223214-9ed2-41dc-b443-7360e4f4cab9",
"idvFailResolution":"reject", "manualApproval"
:"false","multipleldvFailResolution":"reject",
"primaryUsernamePreference":"user_uid"
,"'requireManagerApproval":"false",
"requirePolicyCheck":"false",
"secondaryUsernamePreference":"user_uid"
,"sendPendingEmail":"true","sendRejectEmail"
:"true","sendSuccessEmail":"true",
"useAccountClaiming":"false","useldv":"true",
"useKba":"false",
"secUsernamePreferenceOtherAttrName":"

", "usernamePreferenceOtherAttrName":""}}}

BERESE
& 114. BEREH
BB SHEMS
Authorization ZEEL: L
W true
{B: Bearer <token>
token: SN EHEERTRIEAFRNETSE.
instanceld EKE: RESH

WE: true

{&: instanceld <number>o

data KA. RBHUE

W true

{&: ZER options FBE, options FEHMEZRUTFS
.

defaultApprover - {&: ZfER JSON WARGIFFHREIZEA
B9 UUID a9223214-9ed2-41dc-b443-7360e4f4ca59.
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r 114. BREBE (&)

BB

SHREM

useldv - {&: ZERW/RE true T false; JSON RNARHAI
A true. ZIEIETRRER ST,

idvFailResolution - {H: Z{ERE rejects £ JSON RBETHFI
FA rejecto FEREDIIERM AT R IELIR1E,

manualApproval - {H: Z{ERH/RE. 1 JSON RERFIHH
false, BT BEIMETHEFohEH.

multipleIdvFailResolution - fH: Z{ER rejecte £ JSON W
BTRHIHA rejecte IBRINFZS BN BENIELIRIE,

primaryUsernamePreference - {H: 7f JSON ABREIF, Z
BZ2RFP2 user_uid BRI,

requireManagerApproval - {H:. ZEZEH/RE. 7 JSON BNAE
T falseo

requirePolicyCheck - {B: ZERH/RE. £ JSON ABRHFI
HA false, FBTRBEMNIGEIREE,

sendPendingEmail - {E: ZERH/RE. £ JSON RBETRAIFH
7 trueo FEREBNEXEEBEM R IXEF BB,

sendRejectEmail - {B: ZERH/RE. £ JSON RAEREIH
H true. IETEEMBIELE 2 EN A IX BB,

sendSuccessEmail - {H: ZEZRM/TRE. £ JSON WEARHH
A true. IETEEMAINAT BN & 1% B FHRE,

useAccountClaiming - {H: ZBERH/RE. £ JSON AERAI
HA false. I8 ET @I BB FHRAF X AU FEIZ R ERIEIK
Fo

usekba - {B: ZEREH/TRE. 7 JSON AARFIFA false,
BB RS UERIRE AL,

"secUsernamePreferenceOtherAttrName" - {&: ZBEEEMRZ
R (T JSON ABETRMIFER ") o

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}

e 7 24K
R 115. MBS

ok €= i

7P

success

status: WK
success: fn/R{E

apiError: WNRIEIELRM, FBARHRE true, BFEH
BARRE, ATERE APl HBIRMEFEM. WREKREA
ERETENMAENEIR, FBAEN false
message. FRTE, BTFRIESEXRTHIZIHINEE,
errors: YR, HXNEMIEHEIZTEE (WREE) B
BFR/EXT; BNRIREE,
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POST /GmaApi/ss/updatePasswordResetOptions
ENEEEELFIRNED,

cURL &Kl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updatePasswordResetOptions

EPEHIRBETENTH (JSON AAEKE) !

{"instancelId":"3","data":{"options":{"sendUr1Email":

"false","sendSuccessEmail":"true","kbaQuestionCount":"2",
"emailTokenExpire":"30"}}}

FRBE

£ 116. ERBHEK

BB BHEM

Authorization KA L
WE: true

{B: Bearer <token>

token: SN NEHEERTRIEAFRNETSE.
REHIE PR POST FEBHIE,

W trueo

f&: JSON WEHKE,

instanceId B RBHIE

WE: true

{&: instanceID BE(FEMEN 3 BY JSON NB.
data KB RPN

W true

fE: data BYER options FE#, options NERUTFS
e

sendUr1Email: 7H/R{E true T falseo

sendSuccessEmail: 7A/R{E true T falseo
kbaQuestionCount: Z{ERE KBA RIEH#E,

emailTokenExpire: iZ{E2 R FHBHIGETHERERIRAZ AIHY
D

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
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IVES

e BRET R[],

& 117. MRS

BHET ek

success status: YR

success: f/R1E

apiError: WIRIR(ELW, BBANTHRE true, ATFEH
BARRE, AT2RE APl HBiEMEBEM. WREKREA
ERETENNENENEIR, BAERN false
message:. FIEHR, ATRIBEFEFERTEIZZAITES.
errors: X8R, HWEMIEEIRHEE WREE) B
BFR/EXY; FNFREE,

POST /GmaApi/ss/updateKba
EHANIIR B A SE I 89350,

cURL iFKRRr !

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updateKba

ERBHIIRBTENTH (JSON AAKE) !

{"instanceId":"3",
"data":{"maxRequired":"","minRequired":"3","minCharacterLength":"1",
"uniqueAnswers":"false","questions":{"en-us":[{"id":1,"deprecated":false,
"question":"In what year was your father born?"}]1}}}

FRBE

® 118. BERBH

SEBTR SHEM

Authorization KA. L
WEE: true

{&: Bearer <token>

token: BN TRBEEATRIIAFNETSH.
REWIE HE: POST RBHIE.

W trueo

f&: JSON W&EHKE,

instanceld B RBHIE

WE: trueo

&: FHREAIESES,

data KA. REBEHUE
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x 118. IEREBEH (&)

SHEW SHEM
WE: true
{B: data FERUTFSE maxRequired. minRequired
# questions
+ maxRequired - {B: RAFMEHIRE <data>.
* minRequired - {B: R/)N\FTRHIEE <data>,
+ questions - {H: BEFEFHE (FIW0 en-us) UK
BEUTFESH— 1 HZ N0 id. deprecated
question,
- id - fA: id BEERERES
— deprecated - {&: deprecated FIEEH /KA true
% false, ATIERIAABRERETHo
— question - {B: question ERRTAFERHENA,
e Rz 73 5
{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
Mo bz £ 4K
{ERBRET R[],
& 119. MRS
SHAM iR
success

status: IR
success: f/R{E

apiError: WIRIRIERM, BBANT/RIE true, AFEH
FAPRRE, BF2RE APl HiZMmSBEK. WREIKREA
ERETEN T TTEMNEIR, BAEN false
message: FRIHR, ATRIEFEEXRTEIRIHITES.
errors: &, HXNEMIEEIREE (WRETE) B
BFR/EXT; TNARIREE,

POST /GmaApi/ss/updateUsernameRecoveryOptions
ST & S SL 5893,
cURL &R

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtm1" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updateUsernameRecoveryOptions
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EPRHIIRBETENTA (JSON AAEE) !

"{"instanceld":"3","data":{"options":{"sendRecoveryEmail":"true",

"showUsername":"false"}}}’

ERBE
r 120. IBREBEHK

BB

SHREM

Authorization

A sk

WE: true

{E: Bearer <token>

token: FNHEBESBETRIEAFNETSH,

REWIE

A POST REHUIE,

WEE: trueo

{&: JSON HEHEE,

instanceld

KA RBEHIE

WEE trueo

{&: instanceIlD BSEFEMNEN 3 BY JSON HE.

data

RE RBEMIE.

WE: trueo

fE: data BYER options FE#, options WERUTFS

#. sendRecoveryEmail # showUsername,

+ sendRecoveryEmail - {H: ZBERH/RE true I
falseo

+ showUsername - fH: ZBEIEM/RE true I falseo

defaultRole

KA RBEHE

W falseo

{#: A5 UUID,

M Rz 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
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IVES

PERBRE&R [E],

xR 121. MBS
BB 1

success

5

status: W&
success: fn/R{E

apikrror: SNFRIRIERM, BANHRIE true, ATEHH
BFRRE, BF2E APl FHRMSEAN. NREMREA
BRETENHNEEIR, BAEN false

message:. FRIEH, ATRIBEFEXRTEIRIAITES.

errors: X8, HWEMIEEIRHEE WREE) B
BFR/EXY; FNUFREE,

POST /GmaApi/ss/updateEmailTemplate
BB F AR IEIR

cURL &Rl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updateEmailTemplate

EREHIRBETENTH (JSON AALE) !

{"instancelId":"3",
"updatedData":[{"emailTypeID":"10","Tanguages":

[{"body":"<Insert valid HTML email body here",
"TangCode":"en-us","replyTo":"noreply@YourCompany.com","subject":
"Reminder: One of your employees has pending approval records
test change"}1}]1}

BERS
& 122. IEREH
SHAR SHEM
Authorization PRI L
W true
{B: Bearer <token>
token: ENTHEEEEATRIE usersExampleresponse HYE
F&H
KRB HE: POST REBEHIE.

WE: trueo
fE: JSON ABHE,
instanceld KA REBEHUR

WEE trueo
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& 122. BRSE (B)

BB

SHREM

. instanceld numbero

updatedData

RE: REYIE

WE trueo

updatedData MIER—PMHEZNUTFEE: emailTypelD
# languageso

emailTypeID FY(EE templateID number,
languages HERUT—1MHEZNFESE:

* langCode: ZBERESIEFRE, Fli, en-us.
+ reply-To: Z{ER[LIE BFHE A,

+ subject: ZERBFHHEHAFTIIE,

* body: ZERBEMHN HTIML BFHBMHIENRIR,

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}

M Rz 24

TERBRETIR(E],

x 123. MBS

ok €= i

success

status: WK
success: f/R1E

apiError: SNIRIRIELM, BRANTRE true, BFEXR
BRRE, AF2RE AP HiRMEHEK. NREWRE
ERETFENMHTTENEIR, BAEN false
message. FRTHR, BT RIESEXRTEIZIHINEE,
errors: X8R, HWEMITHIZEE WRET) W
BFR/EX; FURIREE,

POST /GmaApi/ss/updateApplicationRole

BN AEFAE.
cURL &Rl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of form elements that follows" http://hostname/
GmaApi/ss/updateApplicationRole
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EPEHIRBETENTH (JSON AAEKE) !

{"roles":[{"instanceld":2,"name":"Intern","uuid":
"57c253d9-549d-4a7f-84bb-928e69ae413a", "applicationSuites":
[{"applicationId":1,"allowAccess":true},{"applicationld":4,
"allowAccess":true}, {"applicationId":3,"allowAccess":false},
{"applicationId":2,"allowAccess":true}], "defaultRole":false,
"filterOptions":{"serviceFilter":[],"userFilter":[]1}, "preferences":
{"checkUsernameButton":true, "demoteHelpDesk":false,"demoteManager"
:false,"expirePwdHelpDesk":false,"expirePwdManager":false},
"searchOptions":{"serviceSearch":[],"userSearch":[]},
"viewPermissions":[], "viewPrefs":{"profile":{"appSectionCode":
"profile","show":true},"reports": {"appSectionCode": "reports","show"
:false}, "requests":{"appSectionCode":"requests","show":true},
"services":{"appSectionCode":"services","show":true},
"users":{"appSectionCode":"users","show":false}}}],
"defaultRole":"6bd0ef40-76b1-11e2-bcfd-0800200c9a66"}

AREL

xR 124. IBRBE

SHEW SHEN
Authorization ZEEN: L

WEE: true

{8: Bearer <token>

token: SN SEMEEATRIEAFPNETEH.

REBWIRE HKE: POST REHUE

W true

f&: JSON WEHKE,

roles KB RBPHIE

AT trueo

fB: — S M AeiiEE (52REENT instanceld Z
viewPrefs ZEINFRETR) o

AaiEE

f&: S UIBEHAE TS instanceld. name. UUID.

applicationSuites. defaultRole. filterOptions. prefer-

ences. searchOptions. viewPermissions #1 viewPrefs,

instanceld - B/ <number>
name - \EAAERIR, HIa0, Interno
UUID - {BA roleUUID,

applicationSuites - HEA—1HZME, HPSMEHETS
#7 applicationId 1 allowAccesso

+ applicationld - {H: applicationld HEEXRTNAER (fI
WM WMEXH. BIETE. BEX. RESHMBFES) B
Fo

+ allowAccess - {H: allowAccess BIERH/R{E true
false, ATFRAHERIARIN.

defaultRole - {E/ roleUUID,
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R 124. BRSE (B)

BB

SHREM

filterOptions - fE: filterOptions HEESFSHK
serviceFilter # userFilter,

serviceFilter - serviceFilter M{EES—MHZMNIRSE
JE2R,

userFilter - {&: userFilter NEE—XZMNEFITRE
B0

preferences - {H: preferences MEAEUTFEH:
checkUsernameButton. demoteHelpDesk. demoteManager.
expirePwdHelpDesk # expirePwdManager,

checkUsernameButton - {&: checkUsernameButton HI{EE

/RIE true X false fEo

demoteHelpDesk - {H: demoteHelpDesk HIERTR/RIE true
o false {Eo

demoteManager - {&: demoteManager BIEE/RIE true
o} false fHo

expirePwdHelpDesk - {E: expirePwdHelpDesk HY{EZ /R
B true T false {Ho

expirePwdManager - {E: expirePwdManager FY{ER#/RIE
true ¢ false {Eo

searchOptions - fH: 1%, searchOptions HIEILXEESFSIL
userSearch #1 serviceSearch, userSearch # serviceSearch

BEBEEMNESE: (&, userSearch 1 serviceSearch HIEZE

BEUTREREA:
o id - B

name - FREH
mapping - FRT &

rank - E#{

viewPermissions - . BELUITHRBRIEA:

attributeName - Ff¥
editable - #R/R{E
visible - #i/R{E
subjectType - J&R:

- id - E¥

— subjectTypeSubjectId - FTF &
— name - FRIEH

viewPrefs - {&: viewPrefs - BfiS¢:

key - FTF&, appSectionCode
value - appSectionCode, FRIH
show - #i/R1A

defaultRole

KA RBPHIE,

W falseo
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R 124. TERSE (4
BB SHEM
value: roleUUID,

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}

M Rz 24

PERBREYIR[E],

R 125. B
BB

success

_,h
it
5

status: JTR
success: f/R{E

apiError: WIRIB(ELW, BBANTHRE true, BFEH
BRRE, AT2RE AP HiEMEBEM. WREAKEREA
ERETENNHNENEIR, BAERN false
message. FRTER, BTFRIESEXRTEHIZIHRINEE,
errors: &, HWEMIEEIREE WREE) B
BFR/EXY; FUFREE,

POST /GmaApi/ss/updateAttributeElements
BEHREMTE,

cURL 53Rl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updateAttributeElements

EREHIRBTENTH (JSON AAKE) !

{"instanceId":3,"data":{"formSections": [{"header"

:"Recover Username","sectionLabel":"Recover Username","subHeader":

"Recover your username by providing the information below","items":
[{"authorization":"","children":[],"editable":"true","fieldName":
"mail","fieldType":"text","initialValue":"Email","1abel":"E-mail",
"mapping":"mail","masked":"false","match":"false","more":"","required":
"true","idv":{"use":"false"},"validationList":[],"value":""},{"authorization":
"t "children":[],"editable":"true","fieldName":"employeeNumber","fieldType":
"text","initialValue":"Account Number","label":"Account Number","mapping":
"employeeNumber","masked":"false","match":"false","more":"Must be a number
between 7 and 30 characters in length","required":"true","idv":{"use":
"false"},"validationList":[],"value":""}] }1},"appType":"recoverUsername"}
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ERBE
x 126. IEKRBE

BB SHEN
Authorization ¥R L
WE: true
{B: Bearer <token>
token: B8N TELEEHATRIIAFNETSH.
REFIE FE: POST FREHIE,
WEE: trueo
f8: JSON AEEE,
instanceld HKE RPHIE,
W trueo
& instancelID,
data R KRB
WE: trueo
B: REHEEFIN—IHZTMEME, XEBMETUAS
LR cURL RHIPETRNEHREN, HPEUET data AR
appType recoverUserName BY_ETXHEXBELEM.
appType PR REHIE
W trueo
fB: ZEESEETMNEMMRE, NEFENRETENT
Bl" (ff£3& cURL 3EKT7A) HH recoverUserNameo
0 Rz 73 451
{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
eS¢
Y BRETIR [E],
& 127. RS
SHATR 3%
success status: SR

success: f/R1E

apiError: WIRIZ(ELW, BBANTHRE true, ATFEH
BARRE, AT2RE APl HBiEMEFEM. WREKEREA
ERETENNENENTEIR, BAERN false
message. FIEH, AT RIBEFERTEIZZRITES.
errors: &, HWEMIEHEIREE (WREE) B
BIR/EX; FNFREE,

POST /GmaApi/ss/updateAppTextKeys

BTN BIE R XA 5o
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cURL i5EKRfl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml" -d "See the example of Form elements that follows" http://hostname/
GmaApi/ss/updateAppTextKeys

EREHIRBETENTH (JSON AAEKE) !

{"instanceld":"3","updatedKeys":{"en-us":{"textKeys":{"autocompleteKeys":
{"services-collLabel":"NameTest"}}}}}

ERBE

£ 128. BERBE

BB SHEMN
Authorization R 3L,

WE: trueo

{B: Bearer <token>o

token: SN TELEEHATRIIAFNETSH.
REHIE B POST FREHIE,

WE: trueo

fE: JSON ABKE,

B " HEIABKEE (FZRABENT instanceld F
viewPrefs ZEHIFREITE) o

instanceId B RBHIE

WE: true

fE: instancelD REFEMEN 3 B9 JSON WE.
updatedKeys PBY: RBEHIE

W trueo

{ 7£ JSON ABRMEIF, updatedkeys F2%8 localeString
MIER en-uso

7T JSON RZETMGIF, localeString FEEX key-type HY
BER textKeyso

7 JSON RATHIF, key-type FE%1 key-subType HY
B2 autocompleteKeyso

£ JSON RATAIF, key-subType FIEISEXASHE ser-
vices-collLabel F1FRIER{E NameTesto

M Rz 51

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}

=3B API A 17



IVES

xR 129. MRS
BB R

success

status: W&
success:. fa/R{A

apiError: WNRIRERM, HBANTHRE true, BFEH
BRRE, ATEE APl #HiRmEHEK. WRENERH
ERFETENNEIEEIR, BABEA false

message: FRIHR, ATFRIBEFEEXRTEIZIHITES.

errors: &, HXWEMIETEIREE (WRETE) B
B/ EXY,;, ENFREE,

POST /GmaApi/ss/uploadBrandingFile
¥ fileld E#1 Web ARS8 LRIV AEFAR REIMEX 4,

cURL &Kl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml1" -F "file=@/Users/srinivasakancharla/Downloads/test.jpg" http://hostname/
GmaApi/ss/uploadBrandingFile?fileld=2

BERSE
& 130. BRESH
SHAFR 230
Authorization ZEEY: 3L

W true

{B: Bearer <token>

token: SN EHEERTRIEAFPNETSE
fileld KB B

WE: true

fB: BRZES23 ERIARIESXHEERY fileld, BIH0 fileld=2,
i [z 77~ 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
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IVES

x® 131. M BE
BB R

success

status: W&
success: f/R{A

apiError: WIRIEIERW, BBANT/RE true, BFEH
BFRARE, ATFEFE APl #HIRMSEEENK, WREVIRERA
EREFENMHTTENEIR, BAEN false

message. FRTER, AT RIESEXRTFEIRIHRINES,

errors: &, HXNEMITEIREE (WRETE) B
B/ EYY,; ENFRETE,

POST /GmaApi/ss/uploadBrandingFile/IE9
& IE9 fileld SE#T Web ARS528 LRI FIERF A A REMRIC X o

cURL &Kl

curl -v -i -H "Authorization: Bearer 73d2039d-7767-495f-b40c-f766fcf8f0e2" -H
"Accept: application/json,application/xml,text/html,application/atom+xml,text/
xhtml1" -F "file=@/Users/srinivasakancharla/Downloads/test.jpg" http://hostname/
GmaApi/ss/uploadBrandingFile/IE9?fileld=2

HRBE

*® 132. BERBH

BB P
Authorization KA 3L

WEE: true

{&: Bearer <token>

token: B NIEEHEEATRIEAFPNETSH.
fileld KB i

WE: true

. ARSS2E ERIMRIEXXHERY TE9 fileld, 0 fileld=2,

me Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
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InJvE>%43
r 133. MRS

SR

success

status: W&
success:. fa/R{A

apiError: WNRIRERM, HBANTHRE true, BFEH
BRRE, ATEE APl #HiRmEHEK. WRENERH
ERFETENNEIEEIR, BABEA false

message: FRIHR, ATFRIBEFEEXRTEIZIHITES.

errors: &, HXWEMIETEIREE (WRETE) B
B/ EXY,;, ENFREE,

image

EMGMEM TSI base6d HIIFRIER; XAXHERF
FFER (s

WA %
LR SB IR EHERI R P SRS, WIE A AR AR EWIEShEE R API
Tk, RLESHIERTIgEAE— EEFE%J_EEX%h%'JﬁﬁH/io
S1AE
BN ETESETRIEAFNETSH,
token
type: ATFIMRSEELBENFTHR,. EXFZER, BHEHA VLA EAEE |
UTHBEXSNEEENEZEE,
value: AAF A Cloud Identity Portal UUID,
expiry: <hEE|HAFIAVAYIE], L‘Xﬂ‘?ﬂﬁﬁo 7T expiry BYEIZ/E, AH@’AEEDM%
FZhiEkR. FHHIEEHNRSES REIRT. expiry BFEIEShEZEAM
BN LU AEHMEE, B Cloud Ident1ty Portal 1FCEA IBZZRE {Eo
+ extensionData: IR ifin < hERIREIFERILIER JSON BRFRTH
- TERESHNY, FLSHLRAERIGE extensionData {Ho IR SHLRERIGE
extensionData, ZIXERIERH ILEEEEMER) H.
SHEEBFAEE

FIH PRI AL R M AEE R,

80 REST API FAEIEE

passwordResetToken: FIFEEBRSFHITEREE,
FRIR: passwordResetToken

ERE EHARYE) . 1800
AccountClaimingToken: FT7EBHBIARS Hit

#RIR nonrepresentational: 1800

TEEEE,



sessionVerificationToken: FAFALHINEMEFBIISIE, ZFBFE APl £5%
LERB LR ZFTEH IBM Cloud Identity Portal API A,

t7i8: sessionVerificationToken
ThE FIHARYE) . 120 #

BELETXSH:. BTFEERHUEEAD DS, BERBHHE, SUFAs
Z6E1E LDAP =,

IR B LTSk
U EIRETIE: 30 7
QIR user_session_id AFFERIRILOIEATBHERE extensiondata,

]l

{"user_session_id":"value"}

—REBITHLE: BTFER—N/NUBETE, FUDELRAFUATEMHRIE
BA,

R —RMEEITIB SR
REFIHARIE: 600 T
GET /GmaApi/verificationToken/tokenTypes
IRENPRE ShELBLRY B #F,
cURL &Rzl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/verificationToken/tokenTypes

ERBE
* 134 BERBH
BB iR
Authorization A Sk
WE: true
{E. Bearer <token>
token: ENMSHEHMEEETFIRIEBFNETSH.
IR

{"status":"success",
"entries":["passwordResetToken","accountClaimingToken","sessionVerificationToken"
,"federationContextToken"],

"totalCount":4}}

e 7 24K

£ 135. MBEK

BB ET Pl

status IR[E] success T error 58,
entry FI| SRR EY,
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GET /GmaApi/verificationToken/token
REVFE ChERIFAE R,
cURL i&RR I

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/verificationToken/
token?tokenValue=7f3223df-0fbf-4f95-b4df-0093d1963472

ERBE

& 136. IEKBHK

BB R
Authorization AR 3L

WEE: true

{B: Bearer <token>

token: B8N TELEEATRIIAFNETSH.
tokenValue B B

WEE: true

B: BERREFMEER tokenld,

M Rz 73 151

{"status":"success",
"entries":["passwordResetToken","accountClaimingToken","sessionVerificationToken"
,"federationContextToken"],

"totalCount":4}}

e

& 137. MRS

SHATR #ER

status MRICREISHEEM, IRE] successo, INRFICREISHEEM,
iR [B]FE IR,

type R[O]$HE typeo

value REIZANEFTCIRSHERN value,

gtwayUUID RO pEEEI S ARR gtwayUUID,

expiry LAFD 7 BB ERTR UL S R R IF A R AV B LE AT 18],

extensionData £ JSON XZRAEE LRSS TELIR,

GET /GmaApi/verificationToken/tokenConfig
SRENShELEYAY tokenConfigo
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cURL i5EKRfl

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/verificationToken/token/
passwordResetToken?type=passwordReset

ERBE

* 138. IBERBH

BB R
Authorization A L

WEE: true

{B: Bearer <token>

token: SN ELEEATRIIAFNETSH.
passwordResetToken HE: Fif

WE: true

B: RSHELBNFTRIE, FI90, passwordReset.

POST /GmaApi/verificationToken/tokenConfig/{tokenType}
WETHLANEE,

cURL &Rl

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "keyl=valuel&key2=value2" https://hostname/GmaApi/
verificationToken/tokenConfig/passwordReset

BERBEH
& 139. HEREH
SHEW iR
Authorization R L

WE: true

{E: Bearer <token>
tokenType: PRI BRI

W true

{&: [accountClaimingToken. passwordResetToken.
sessionVerificationToken. federationContextToken.

passwordResetLockoutToken. oneTimePasscodeToken 7l
CSRFToken] AREY—ME

POST /GmaApi/verificationToken/token/{tokenType}
B <ThEo
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cURL 5Kl

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "gtwayUuid=224187d8-6aee-42e8-826d- 4384a5459efd
&extensionData=[JSONObject: Data]" https://hostname/GmaApi/verificationToken/
token/passwordResetToken

ERBE

® 140. BERBEK

BB Erpu
Authorization HKA. L

WE: true

{&: Bearer <token>

token: BN TELEEATRIIAFNETSH.
gtwayUUID PR K

WE: true

&: MXAFK UUID, UUID ®TEBAE—FRE, 88—
128 UEHFIRIR, BFHERMEGER2EEHEEMNIRR,

tokenType PR BRIZ
H: SN SHEBesRTRIIAFNETSH.
extensionData B create-a-token $FELUEM JSON XK,

BIEZER: user_session_id FERMUAEFEAET
federationContextToken ZEE!$FEA extensionData ITR
1,

expiry: WIRIEESHESEEE tokenConfig HHRIEMHILL
&, BAFERREE 600

M Rz 73 151

{"status": "success",

entry: { type: "passwordResetToken",

value: "7f3223df-0fbf-4f95-b4df-0093d1963472",
gtwayUuid: "224187d8-6aee-42e8-826d-4384a5459efd",
expiry: "3600",

extensionData: "null" }}

Mo Sz 24K

xR 141. B

SHAFR HER

status WIRMINCIET L8, REl successo INRKMINCIESHE,
iR [E]£EIRED,

entry BESHEER

type IOUESHER typeo

value LHERIARIRE,

extensionData JSON 345 Fhpy<$hE SRS TF EE,
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DELETE /GmaApi/verificationToken/token/{tokenValue}
B <2 R
cURL &Kl

# curl -v -X DELETE -H "Authorization: Bearer 644d0ac0-908f-485a-
ac8db5bb99f200d7" https://hostname/GmaApi/verificationToken/token/7f3223df-
0fbf-4f95-b4df-0093d1963472

KRB

&= 142. ERBE

BB R
Authorization KA L

WEE: true

{B: Bearer <token>
tokenValue: e i - S
WE true

{&: MIFR verificationToken HY{E.

M Rz 51

{"status":"success"}

M Rz 225

x 143, B
BB R

status WMERIHMIER T <h#, 3R[E] successo FNRAREINMIERSHE,
IR[E] & 1RFD,

B9 E
RBFEERFBSHAZ%,
GET /GmaApi/identities/checkUsername
& username BETFE.
cURL &R

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/identities/checkUsername?username=chuck

ERBEH

® 144. BERBHK

BB iR
Authorization KA L
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& 144. BRBEK (B)

SHATR iR

W true

{&: Bearer <token>

token: BN TELEEATRIIAFNETSH
username B BT

WEE: true

{E: #ZE username (fFI80 username=chuck) BEFE.

M Rz 51

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},
"available":false,"account":false}

UG ES 5

& 145. MRS

SHAW R

status status: XTR
success: fR/R{E
apiError: IRBIELRM, BANFMRE true, BFEH
BFR#R@E, BT2E APl #HIZmESREK. NREKWEE
BRETFENIHTEMEIR, BAMBEA false.
message: FRrE, ATFRIEFEERTEIRIMINES.
errors: R, SXNEMIEHREE WREFET) NE
FR/EXS; BNRIRENE,

available mRE

account miRE

GET /GmaApi/identities/getUserDetails
FREVIEERY WID WAFIFAER.
cURL i&ERRHGI

# curl -v -X GET -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" https://hostname/GmaApi/identities/getUserDetails?uuid=55555555-
5555-5555-5555-555555555555

s

HRBE

R 146. BERBH

BB R

Authorization KA L
WEE true

{&: Bearer <token>
token: BN LETMEERTRIIAFNETESE,
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x 146. ERBEH (&)

BB Erpun
uuID KA i

WE: true

{&: FREUEEM WID (<UUID>) MAFFAER.
e 7 7~ 451

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}},
"userDetails":{"account":"", "groups":["groupl"], "roles":["rolel"],
"pwdStatus":"statusl",
"services":["servicel"],"userAttributes":{"attrNaml":"attrVall"},
"userStatus":"status2"}}

Nl R & 4%

R 147. "M B

SHEH faR

status status: IR

success: #/R{E

apiError: WSRRERN, BRANT/RE true, BFEH
AFSE, BT2R APl BIRMSBRM, MREKERE
ERETENMATTEMEIR, BAENN false
message: FRTEHR, AT RIEZSEXRTEIREMINEE,
errors. X%, HWEMIEHIDEE (WREE WA
R/EXT; BURREE,

userDetails + userDetails - XK

- account - FHFE

— groups - FATEREEUEA

- roles - FRIELUA

— pwdStatus - FRIH

=Pl

- services - FRIBRHA

— userAttributes - BRET:
- key - FFiH, BMEWR
- value - FfH, BME

=Ty

— userStatus - FRTE

POST /GmaApi/identities/addUser
AINEBEEEENAR.

cURL &Rl

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "See the example of Form elements that follows" https://
hostname/GmaApi/identities/addUser
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ERBIRETRHTAH (JSON REHKE)

{"userAttributes":{"sn":"Doe","cn":"John Doe"},
"roles":null,"account":"false","userStatus":"false",
"pwdStatus":"false"}

BERSHE
& 148 BRSH
SHBFR SHEM
Authorization ZEEN: 3L
WEE: true
{&: Bearer
token: B NMNEEEEATRIEAFPNETSE
REWIE HKE: POST RBHIE.

WE . true

{B: JSON HRAEHE,

<userAttributes> + ER: RESH (+ R—1P8ZN)

BB CABPRIENLE

& 2/ EX

roles EKE: RESH
W false
fB: ABTIR

account KB RBEEW

WE: false

{E: #/R{E true 3 falseo

userStatus K KRB,

WE: falseo

{&: %/R1E true T falseo

pwdStatus HKE: REBH

WEE: false,

{E: #/R{E true 3 falseo

M Rz 73 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
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i Rz S5

£ 149. MRIBE

BHE feid

success status: WH
success: TR/R{E

apiError: SRR ERW, BRANT/RE true, BTFEH
BAFSRE, BTER APl HiRMSERK, MNREKERE
ERETENMKXEMIEIR, BBAEN falseo
message: FRTEH, ATHRIEZSERTEIREMINEE,
errors. X%, HWEMIETHIFTEE (WREE MR
T/ EXT; ENFREE.

POST /GmaApi/identities/editUser
wIERABIEE UUID MAF.

cURL &Kl

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "See the example of Form elements that follows" https://
hostname/GmaApi/identities/editUser

ERHIRBETENTH (JSON AAKE) !

{"userAttributes":{"sn":"Doe","cn":"John Doe"},
"roles":null, "account":"false","userStatus":"false",
"pwdStatus":"false"}

ERBE

&= 150. 1ERBE

BB SBHEMN
Authorization A 3L

W true

{B: Bearer <token>

token: B8N ELEEATRIIAFNETSH.
<userAttributes> + EKB: RBEEH (+ R—1EHZED)

WE: BEAFEMIBE.

B: — 1M MHEZNBIF/EX,;, (JSON ABRRHAHH

"sn":"Doe"'en:'John Doe")

roles EKE: REBH
W false
f&: AeyR

account KB RESW

B false
{&: #/R{E true B false
userStatus KA. KBS
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& 150. IBRSE, ()
BB

%

HEM

WM falseo

I f/R{E true B false
pwdStatus B REBH

WEE: false

E: %/R1E true B false

%

i

e vz 73 151
{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}
ie b7 2 44

& 151. MRS

SHEM R

success status: IR

success: #/R{E

apiError: WIRIBIERM, BARFMRE true, BFEH
AFRRE, BT2FE APl HBiRmEHEN. NREWERE
ERETENMEHNENEIR, BBAEN false

message: FRIE, ATHRIEZSERTEIREIMINES.

errors: X8R, HXNEMICHEIFEE REFE) B2
/B3, ENFREE,

POST /GmaApi/identities/getUserDataTables
FREN(E A EIR R RAVAF 951K,

cURL &Kl

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d "See the example of Form elements that follows" https://
hostname/GmaApi/identities/getUsersDataTables

ERRHIIRBTENTH (JSON AAKE) !

{"draw":2,"columns": [{"data":0,"name":"","searchable"
:true,"orderable":true,"search":{"value":"", "regex":false}},
:false}}],"order": [{"column":0,"dir":"asc"}],"start":0,"length":10,
"search":{"value":"Doe","regex":true},"limitFilter":"",
"Tanguage":"en-us"}

ERBE

& 152, IEKBHK

BB SHEMN
Authorization AR 3L

WE: true
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xR 152. IBREBE (&)

SHAFR SHEM

{B: Bearer <token>

token: B8N ELEEATRIIAFNETSH
REHIE PR POST FREHIE,

WEE true

f&: JSON WEKE,

columns+ KB REEH (+ KRR—PHZD)

WE: false

&: BESHEUTRG:

[{"data":0,"name":"","searchable"
:true,"orderable":true,"search":{"value":"",
"regex":false}},:false}}]

LLUE S A IRFIRFE A ME LT,
order KB RPBH

WE: false

f&:

[{"column":0,"dir":"asc"}]

LLES nRYIRFEXARMEMEMFEFERYE. E—FHESH
0o

start R RBESH,

WE: false

& 85

Tength KR RESH,

WE: false

fB: #F

search HE: RBESH,

WE: false

B: BRETEXA, i,
{"value":"Doe","regex":true}
TimitFilter KB RBEBH

WE: false

fB: BRHEIERITE

language B RESH,

WE: false

B: BSWIR, B9, en-uso

me Rz 151

{"status":{"success":true,"apiError":false,
"message":"Success","errors":{}},"recordsTotal":1,
"recordsFiltered":1,"draw":1,"data":[["valuel",
"value2"]]}
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WHRIB 2K
= 153. NS5

BB R

status status: W&
apiError: WISRRERN, BRANTR/RE true, BTFEH
BAFRmE, BF£E APl HEMSHEAK. NREIWEER
BRETFENIHTEMEIR, BAMBEA false.
message: FRIER, ATHRIEZSERTEIREMINES.
errors: R, SXNEMIEHREE WREFET) HE
FR/EXT; BNRIRENE,

recordsTotal B

recordsFiltered B

draw B, MBENERSHNE

data BELTFRBHRA:
fB: FRE

POST /GmaApi/identities/removeUser

MiEBIEE wID KWAEF,
cURL &K

# curl -v -X POST -H "Authorization: Bearer 644d0ac0-908f-485a-ac8d-
b5bb99f200d7" -d '{"uuid":"55555555-5555-5555-555555555555"}" https://hostname/
GmaApi/identities/removeUser

BEKRSHE
& 154. BEREH
SHEW SHEN
Authorization RN L
WE: true
{&: Bearer <token>
token: BN THEBEEATRIIAFNETSH.
KRB PR REPHIE
f&: UuID, fisn:
{"uuid":"c45f71a8-abel-4256-9643-6621fa3fcd7c"}
uuID B userDetails HIFREBFBE, Flu0:

{"uuid":"c45f71a8-abel-4256-9643-6621fa3fcd7c"}

WEE true

{&: <UUID>, f5l4n:
{"uuid":"fee280da-754f-48fa-bcff-089decsc4172"}
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M Rz 151

{"status":{"success":true,"apiError":false,"message":"Success","errors":{}}}

I iz 2 E%

x 155. B

BRE HER

success status: TR
success: fA/R{A

apiError: WSRRERN, BRANT/RE true, BFEH
BAFRRE, BT2E AP HIZMSEEK, MNREWRE
ERETENMATTENEIR, BAENN false
message. FRE, ATFRIBREERTBIZIHMITES.
errors. X%, HWEMIEHIDEE (WREE WA
r/EXT; ENFREE,
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% 4 B \RANT

MBEALEHEIR, APl FRERTEIZA HTTP RS, F10 400, 401. 403. 404 1

5000

MM EE JSON HBIRIER.

BRI R

{"status":400,
"code":400,

"message":"AccountCreateError",
"developerMessage":"com.1sg.gma.api.exception.AccountCreateException: Could not
create Gateway Account because the username '"ggonzalez" is already in use by

another Account"}

M Rz 225

TREBEREIRIN Y E K,

* 156, B

SHEM HER

status %F HTTP status B3HYE,

code 5 code BEUREIN N FHIEH IR AEFFENRE. B
g, BERMES HITP KRSEHEE,.

message KR HEIETEIR message, JHFE R LUFE message RIBMHLAER
KFP. message AJREIRMEREAB P LUEBLER S LUATT
HIPREIZHTRY(E Bo

developerMessage FAEFEFAETRESHEVEE, developerMessage L FEMN
HKEFL, WRIBMAT exception.get Message() iEK, FAE
FRZIERRNEEES.

400 $Eix

HTTP IAZSES 400: $HIRBEREFTHETEFANBERNELERNE FHHER.

BN, BRRIBRBHEIERAEREANAFRZRAFHSIH 400 HiR. WREF
NFE, FFHAIEIBERHAER,

401 $8ig

HTTP RS 401: REFWINFK T OAuth TAIES BRRET T,

BN, WMRFFHAZEIERAES 0Auth HIEIHE, RiREILI TR,

{"error":"unauthorized",

"error_description":"An Authentication object was not found in the

SecurityContext"}

© Copyright IBM Corp. 2015, 2016

95



S—HMAgER, BRVAEMNIERESEHHETLHE 0Auth £hE, XFERIHLUTHE
R0

{"error":"invalid_token",

"error_description":"Invalid access token: 39c58ee0-95dc-408d-98b4-2a089df8dbee"}

HE—MABERIG B password 1ZiHE] /GmaApi/users/checkPassword F37&,

403 fEiR
HTTP A 403: HEBIERTREFPVEHAIARZEFPVENGARINE R,

BRNEBREXXEPEESH API 57A8, ARYWE] 403 HBiR. WRBE 403 HiR
BARHWERE, BEKR Cloud Identity Portal fLF&RUFKER,

WMRAFKFEER, SHEREEIRZE /GmaApi/users/checkPassword BIREIE, AT
RE IR 403,

404 FBiR
HTTP RS 404: HAFRTIFZAZIFTIERA URL, RSB 404 WE—NERZEH
RRE AN SIHIRENBIIN,

B, MRFFHIERN URL REEHEHEIR, B30 GET https://hostname/
GmaApi/ggroups/names; EFER, "ggroups"HE T —N'g", AAMRSZBR=IRE 404
8%, 404 BEBELUFIEMNEK: Error 404: SRVEO295E: Error reported: 404,

AlEEIRE] 404 NS —PMERREFVIET APl EE—EHRRENRNE, Flw, NRE
F#l[ME GET https:/ /hostname/GmaApi/users/fred KiXiEXK, BREERF fred,
A4 API R [BIEE LAUTIN EAR 4040

{"status":404,
"code":404,
"message":"UserNotFound",

"developerMessage":"com.1sg.gma.api.exception.UserNotFoundException: The user was
not found in the directory"}

500 $HiZ
HTTP RS 500: AEIRS[HIRRTIRS|[/IHRERINEIR

JFEXR Cloud Identity Portal fA&RLGREUHE—F R,
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B 55 AREM

"BMRIIH T ELIENERA AN T LURERNINE LDAP BltE. BRTiZ5IR, BF
NIRRT LUK EINERIBIEB TR

JFEX&R IBM Cloud Identity Portal fXZRLIRENE XEHIBHEREER, "BH"RNFILH

TYEJ inetOrgPerson. organizationalPerson. person #1 ePerson X{RE—E 1R

HEITERE .

RAFPEY

x® 157. Bl

B ik

accessHint $EA@ DN accessRole I access Groupo

accountHint {8 DN kP ERMR.

audio BEIHFIEINEEX M.

businessCategory HRERABLRHITHI SR,

c ERFHIX,

carLicense ZERRATIC,

cn EAEM,

configPtr {EMH B cimConfiguration JKENBEREZE, A
ePropertySet,

departmentNumber FRIRLALRARIER o

description RHERWRFENFAER, BARNEEXY CIM f LDAP
R

destinationIndicator BB AT BIRARS.

displayName FRALEMETRRITHESIRFNEE,

employeeNumber MRFZFERITHES,

employeeType FRR% BNEMEE,

facsimileTelephoneNumber f | fRIRFE A UKRNEES,

fax

generationQualifier £ lIrd PEEITN—I52, BEABS.

givenName BEAREZREEIESE KthIEpPE 2 FHIER .

homeFax MR ENREFES,

homePhone MR ENREFES,

homePostal Address RIRF ENRERF L, ZFRETEEZ1T, BXEF
HNE—1THRUETHS (\24) 2fR. BEXAFRTREMR
HETRS (\24) HRFBTL (\), AIDFIEREX 7 #HEE
\24 1 \5co

initials initials BEEEMAZT (MIFYK) HOBOHEHBHES.

international[SDNNumber

BE%B0 ISDN /S, XIFIZXE CCITT Rec. E. 164 44
ISDN i, ISDN 455K HEFEAEI

jpegPhoto

BE%BEH JPEG BH,
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x 157. B (&)

BIERR

DU

1 8 localityName

BEMREMNRT, flWEs. BEEMMIERERN

TocalityName,

labeledURI BEFEIREIRIE RFC2079 EXHIGH—HRIRIR,

mail FE FHBAF AL,

manager IMRZEBEENEZEE R,

middleName RR&BMHER.

mobile % | iR BB BIERF S,

mobileTelephoneNumber

organizationName BEALR organizationName ZFFHIEME,

organizationalStatus BEXS, FARPIZILERSIAAR,

otherMailbox IBERRT X400 0 rfc822 ZHMYEE FHIFEXEE,

ou RN TT, AEH4 organizationName FYEFR,

pager 3 | #RIR% BE A S5,

pagerTelephoneNumber

personalTitle SEARIPAIIE, NAFBRGIERE Mr. Ms. Dr. Prof
# Revo

photo BEFENZHIKRARR.

physicalDeliveryOfficeName

SISt V) YNC N

postalAddress tRIRF ERARF it ZFRETEEEMT. HLL LDIF &
ARTH, §—1TRUETHS (\24) 2.

postalCode SN

postOfficeBox EREEFE S 5o

preferredDeliveryMethod

RIR% BBV E R R SIRE T 7o

preferredLanguage MRAGNEEPEESHOKIES.

registered Address B8R TFEEBIRIGCENEE L, KENEERTE
Wt ARIE R

roomNumber SENRBEES, EER, NfEA commonName E1EHKaHS
FEIEXT R0

secretary FRIR% B M BEITEENE,

seeAlso HMRERREE5ZFEEXNERENE—TERRSHEF

Ho

sn T surName

BE X500 HEREME, X2 ARMNKKEEK.

st

B58/88X/EE™ stateOrProvinceName FIL &,

street Y streetAddress

ZEMESS5XBXN NN RSER ML, FlN, 8R%E
streetAddress Ay,

telephoneNumber BiES,
teletexTerminalldentifier FBEIRZIHIRIR.
telexNumber 3¢ telexeNumber | EBBIRS 3,

thumbNailLogo 5 A P XEXR 4 RE BT
thumbNailPhoto 5R P XENEIRERF,
title BEANREHARL ETXHWERMG, fl, BEEK,

personalTitle B EATFRIA ARG, SHEITEIREETLX.
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x® 157. B (8)

BB TR iR

uid BEMBPH shortname I userid,

uniqueldentifier EEBRPRTHNROME—IRIR, ZATIRTEE PR —A
ARIZATIR BB EIE XA HE Mo

userCertificate BFRRRE—1THEZMINERON. KA BER.

userPKCS12 PKCS \2312 PFX PDU 15, AFXBRPASHER.

userPassword RARZEEY, MREEN—EFR,

userSMIMECertificate AF&EHF S/MIME B9%Z B,

x121Address BEMRAY X121 #ihk, 0 [X121] $ERE.

x500Uniqueldentifier EREEEMNATRONR, fRRAENZ#HE,
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RIFFEKIER S~ RARSHER, BRI IBM RS, FEAX IBM .
EFRRSH5 I AAERERTRHERREMER IBM - m. BEFERS. RERE
1B IBM BYRLRF, EREFINENm. EFHRS, HAIURE BM ~am. 12
FEiiRSS. BF, WEMIIEEMIF IBM =M. EFIARSHIZIE, HAFPB1THh3.

IBM ABFIREEMBEHIEEFRITSAXEATE XNERNEH, REXRSHEHTERE
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IBM Director of Licensing

IBM Corporation
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BXNFHFE (DBCS) ERIFAEN, BSEMMEERSBBXR IBM HIRF1X
HIER, IAPELSARERFE:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan, Ltd.
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Tokyo 103-8510, Japan

UTFEENTFEENS YEEEFARMENEMEREMXIYRIER: INTERNA-
TIONAL BUSINESS MACHINES CORPORATION"{ZIUR $RIEA RS, FHiEME
AfhEM (LIERETHEREEN) R, SBFEERETFESHNEXIEEN. BH
MEATERERENRIE. RFEERFHXERLERZPARAFRMRATHBEH
Rif. FEAZRATGERERFE,

FMEEFIREEERAL ENSERII A HENRIHEIR, NMEEREMENR, XLEBELR
AR BRIFARA .  IBM BILABERY IS AN FE R R AV 7= qa Al / SR it 1 T oS0 A /
WEL, MASBITER.

AERFXERIE IBM Web MRS IBERENT AEERARMD, FUEAAR
FEWHAL Web WERBIRIE. AR Web URFRVEREIRZ IBM FanZ KBy —3f
73, ERARLE Web U= REINEIFHREBITHRE,

IBM AJLUREINNE SEERAG VER D A EPrR B EAE S M A A
=it

FIEFRBRITRI S MNRE T REXIEFIE R LUREIN TR () EHAEBERIIEIE
IEFMHETER (BEXER) ZE#HITERRM, Uk (i) FHAEBBEEM
ERHITHEEMEA, BS TR
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EFRER T RIS E R EF N PRI R

WIAE IBM P amBE S T MXEF MBI E. HhidAsE MR AFRISH &=
RIREY. IBM &BEXNXESREH TN, BERIAEMENERE. REMSHEM
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