IBM Background Check Process
In order to remain compliant with IBM Procurement Guidelines and US Export Laws, we must have the CBC Checklist form completed for every consultant before deployment on any SWG Services engagement.   
Please remember that we are often processing many of these forms at any given time.  So that we may readily identify your form, upon completion, please rename the file using the following naming convention: 

Vendor Name – CBC Checklist - Consultant first and last name – Date of criminal background check
Example:  ABC Vendor – CBC Checklist  – John Doe - 7 05 2007.doc

Please return the completed form softcopy in Microsoft Word format (.doc) to:
· swgipvn@us.ibm.com
Please note:  Within the criminal background check form, it is a requirement to indicate if the candidate was previously a regular IBM employee (we do not need to know if the resource was previously an IBM contractor).  If the candidate was previously a regular IBM employee, please provide their IBM serial # or social security # so our IBM Human Resources department can assess and provide the necessary approval for the candidate to be deployed as a contractor.                

One of the questions included in the form asks for you to provide the date of the last Criminal Background Check performed on this resource.  This question is included in the form because IBM Global Procurement requires that a criminal background check be performed and on file for every consultant deployed on a SWG Services engagement.  
Background Check Guidelines for the scope of background checks are as follows

for all consultants deployed on IBM Engagements:

1) Perform a Social Security Number trace on each individual and perform the required background checks in the locations associated with the addresses for all associated names resulting from this trace using the following records:

a) Local: county or state, whichever is more comprehensive;

b) Federal; and

c) National Criminal Database

2) Ensure Criminal Background Checks are performed for all Personnel before assigned to perform Services regardless of whether they are on or off IBM or Customer premises.
3) Do not assign individuals whose Criminal Background Checks and National Criminal Database searches show any of the following:

a) felony or misdemeanor convictions involving dishonesty (e.g. bribery, fraud, embezzlement, theft, violations of securities laws), violence (including but not limited to sexual or child abuse crimes), who or computer related crimes and/or convictions that are employment-related; 
b) the existence of restrictions (such as court orders) that would prevent, or impose limitations on, a person's ability to provide the Services contemplated by this Agreement; or

c) that a person presents a higher than normal security risk to Buyer or Customer. 

4) Perform a new Criminal Background Check every three years.

5) Guidelines for providing information to IBM regarding CBCs:

a) Do not report negative findings to IBM. You are required to screen applicants based on the criteria/guidelines that we have provided in our SOW and make a decision on whether the individual can be assigned.

b) For any POs selected to be audited, here are the requirements for the CBC results that you submit to IBM.  

(1) The evidence of the background check you provide during compliance testing should be limited to the criminal report summary page or other comparable evidence that validates that each of the checks have been performed. 

(2) To protect the subcontractor's data privacy, IBM does not need to review the details of the report itself.  The report summary page may show results that indicate "No Criminal Background Found", "Clear", or equivalent results.  Any sensitive personal information about the subcontractor, including social security number, driver's license number and full date of birth, should be "blackened out" so it is not visible to IBM.  If you submit documents containing any subcontractor’s sensitive personal information, IBM will delete the file or shred the document and notify you accordingly. 

6) Requirements for the background check companies being used to perform the Criminal Background Checks. IBM is now requiring that the background check providers used to perform the CBCs for the subcontractors meet the following minimum qualifications:

a) Comply with the Fair Credit Report Act (FCRA) enacted in 1970 as it relates to employment background checks.

b) Have an active membership with the National Association of Professional Background Screeners (NAPBS).

7) Inform IBM in advance of assignment any Personnel who are former employees of IBM, such assignment is subject to IBM approval.

8) Upon request by IBM and to the extent permitted by law, provide country of citizenship and permanent residence and immigration status of Personnel, for export evaluation purposes.

