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6.

7.

Configure Authorized Service Token

Enter a valid QRadar authorized senvice token

Token

Manage Authorized Semvices

To add a private root CA upload a .pemi file.
Private Root CA

Browse files...

®Upload

& HO|H 7EM27|(LDAP) ¥ 7|2 oM 7IM7| FIIE SstHA2. A LDAP 74 =
7b CHeb AXt7F SELCH
LDAP 4 HolM LDAP MHo|| Chet HE HEE FIISHIAL. BE EHEJL Active Directory
L£d0lM Xts2E MYATLICH
LDAP URL ZE0i| 1dap:// == 1daps://(TLSS| BR)2 A|&3St= URLE &SI A
b. 7|2 DN ZEZo| MHIF AAEXE HMsHoF St= LDAP ClHEER| E2|9 X|HE sty
ANe. OlE &0, LDAP M7} =0Ql example.comOf QUCHH dc=example,dc=comS AtE

g 4 AL

to

=

. HE E0|Z2 M2 HlOES MU MBS S42 WE B Y
Of: cn=+; uid=*; sn=*. Active Directory2 ZXst= 7|2 LI
(&(sAMAccountName=x) (samAccountType=805306368)).

d. AEZ 0|F EEO| LDAP MHE ABsh= Ol MEE= ALEXL 0|ES YUHGIHUAIR.

e. HIZHZ TCO| LDAP AMHO| HIZHSE USOHUAIL.

HZE HAE L= OH28 22510 IBM QRadar’t LDAP MHO| HZY = JU=X| QISHYA|
Q. AZ MNZ7t dSH0|H LDAP MHO| HEJI LDAP 7+ B0l EAIELIC
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Add a New LDAP Configuration

LDAP Configuration

Enter the LDAP server information. Use proper filter to retrieve the LDAP attributes you want. Click Test Connection or MNext to get the LDAP
attributes from LDAP server.

LDAP URL
Base DN
A sample LDAP will appear after you test the connection.

Filter (objectClass=person)

Username

Password

| Test Connection |
9. &4 M= Bo|M, LDAP MHOM FEoHE £d3 MHSIMAIL. Active Directory= =g

-+ A
ot= 7|24t2 Ch3a Z&LICh

userPrincipalName,cn,sn,telephoneNumber,1,co,department,displayName,mail,title.

LDAP Configuration Select Attributes Aftribute Mapping Reference Configuration Palling Interval

Select the aftributes to extract from the LDAP server. By default, the attributes are sorted by the Extract column. Suggested attributes are marked
with an asterisk (*).

‘ aQ, LDAP attributes discovered: 7
Extract LDAP Attribute Sample
= cn Zadulemaraedeth mere i
gidNumber 6000
homeDirectory fhomefZadulemaraedeth mere
loginShell /bin/bash
objectClass account more
* uid Zadulemaraedeth mere
uidhumber 81 mere )
10. S &4 WU "olM Ex B[S0 CfE 7|5 HEHGYAIRL
Bl: FIIE S5t F e £48 BYSH M LDAP EEE XHHY £+ JASLICH Cisa &
2 FAES IHY £ JASLICE of: "Last: {In}, First: {fn}"
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LOAP Configuration Select Aftributes Attribute Mapping Reference Configuration Polling Interval

Set the key for the reference table. The key should uniguely identify the LDAP users. Attributes can also be renamed.

Optional: Mew LDAP fields can be created by combining attributes. For example: “{domaini{cn}”.
LDAP Attribute () Alias (D Key (O
uid =
Fh . TESTING-UID
ex: Zadulemaraedeth
objectClass OBJECTION
ex: account
Iogln.SheII Login -
ex: /bin/bash 3
UId[\Jumber UID
ex: 81
gidNumber

I o BO0D GIDNum
homeDirectol 5
s A HomeDir
e /nomel/Zadulemaraedeth
cn i Ve Rl ~ ad

o = I~ — =
X 2 HolM el M X WS ZMSIHLE LDAP HIO|HE FII5t2 = Yol 7|& &x Y
2 XHSHAIL

o
N

== E dd dEE ofetoz MAFELICE o MEiZtES M8o= HF
SIH HIO|HE ZZE ME "Aloz &S0 QRadar HME JHMSHX| R Hs0| Sefs 0|
PN

c. TTL(Time to live) MM0i|A HIO|E{E B2l &HZE oM XIKAF[HE 712HS HSHA
Q. J|EHCZ AERIL FIiot= HOIE = Rt=E[X| @fgLICH TTL 7[ZH0| X1p&[H
ReferenceDataExpiry O|HIEZL E2|HELIC

—.—l'l'l

Hu: ¥l J|E = Yol tlo|eE F7iotH W2 e TTL o2 AFSELICE 0l
= H

(=] =] (=]
oF iZis= X 3 "HolM oidE =
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LDAP Configuration Select Attributes Aftribute Mapping Reference Configuration Paolling Interval

Enter a new reference table name or select an existing reference table.

Reference table Test-LDAP Test-LDAP

Generate map of sets

Time to live (YY:MM:DD:nh:mm:ss)

+ | O | - [+ O | - O |-+ 3 [-+)] W0 -+]| O |-
12. £ "ol Ho|HE flet LDAP MHE 40| E&st= HITE FolshAIR
a. EY 7HA(E) oA CIOJEE 2Tt LDAP MHE 0| Zst= HIEE FosHMAI2.
o x4 BT 2t g2 120Q4LICH 09 EE 7HAE ™Y =k JGLICH 09 EF 2t
Ag YHGH I=o| BEAE 2T Moz g +52= FHsoF gLct
b. HIE HM otA| HEo| ETC=E 2|EHSH| ot HZE o gS YA 7|EH
OZ 100,0007H2| 2= 2|HELICE 2 7tseh Zh 2= = 200,000 LICE
c. =M. 2t Z0| s LDAP M7t 2|EHst= 2= 7t HMot=X| (== Ho|FE Zut
MEHSE2 J|2XOo= MEHEL|CE
3. HOo|AE Zott BE LDAP AMHO|A X|JEX|= &Lt
LDARP Configuration Select Attributes Attribute Mapping Reference Configuration Polling Interval
Enter a polling interval to retrieve your LDAP data. Enter "0 (zero) for manual polling.
Polling interval in minutes 120
Record retrieval limit 1000
Paged results
Mote: Mot all servers support paged results.
See RFC2696 for details.
13. NE2 2E5sHdA.
UBA &3 14
IBM QRadar User Behavior Analytics(UBA) ¥0ilM MEE He{H UBA OiEZZ(AH0|H dHE +

dafiof eLiCt.
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QRadar Settings

Token

( Manage Authorized Services )

4. HPH MHIA FIHE SEBHHAIR

5. MH|A 0|2 ZCof UBAS USHAIL.

6. A} HEg S=oM 2| ASX S MEGHYAIR
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Content Package Settings

Install and upgrade UBA content packages
Content packages include rules, custom properties, and reference data for use cases.
Important: If the content packages are not installed, you must create your own rules to trigger Sense Events.
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Application Settings

Risk thresheld Dynamic = Current threshold value is 1330.
Dynamic threshold (used as the amount of standard deviation) [= 0]

40 Value

Generate an offense for high risk users
m UBA can open a username type offense for users above the risk threshold.
If you enable the setting, 0 offenses can be generated based on the threshold value you entered.

Decay risk by this factor per hour [0.01 - 0.99999]

0.01 Factor
Date range for user detail graphs [1 - 7 Days]

1 Days
Duration of investigation status [1 - 10000 Hours]

24 Hours

User inactivity interval [5 - 120 Minutes]

15 Minutes
Enter a duration in minutes that defines when a session ends. A session ends when there is no activity seen for the duration specified.

Dormant accounts threshold [>=1 Days]

14 Days

Enter the number of days that users are inactive before they are considered dormant.

CD Search assets for username, when username is not available on event or flow data
Important: Required for flow-based rules. Enabling this setting can affect UBA and QRadar performance.

N . Display country/region flags for IP addresses
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Import User Data

Optional: Select a reference table that contains the user data that you want to import. You can generate the data from the included ‘Reference
Data Import - LDAP’ application or by using external scripts or tools. If no reference table is selected, then all usernames are identified as

unique.
Reference table

50k_users

50000 unique users in selected table

Ingest user data from reference table this often [>= 2 Hours]

4

User Coalescing

<>

Hours

Select attributes from the reference table which appear as the property ‘Username’ on the data processed by your QRadar system. UBA uses

the selected attributes to combine activity from different usernames into one user identity. Do not select attributes that have shared values

across users. Selecting a shared attribute, such as department or country, causes UBA to combine all users with the same department or

country value.

city Manaus
country Brazil
| department Marketing
email testuser-183@example.ibm.com
id1 testuser-183
id2 testuser-183_id2
id3 testuser-183_id3
id4 testuser-183_id4
job_title Web Designer
username testuser-183
CHEoll sAe =

ra HAl P4
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Shanghai

China

Marketing
testuser-182@example.ibm.com
testuser-182

testuser-182_id2
testuser-182_id3
testuser-182_id4

Sales Manager

testuser-182

=1

Rio de Janeiro

Brazil

Sales

testuser-181@example.ibm.com

testuser-181

testuser-181_id2

testuser-181_id3

testuser-181_id4

IT Support Specialist

testuser-181

IBM QRadar V7.3.0 O|StO|A= 22| B2 SEISHAIL.
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Display Attributes

Select attributes from the reference table so that they appear on the user profile page. You can select all, some, or none of the display
attributes depending on the data in the reference table. "Display Name" is the main username displayed on the UBA dashboard for each user.
"Custom Group" can be used to specify another selection attribute (in addition to Job Title or Department) that is obtained from your reference
table when you configure the Defined Peer Group analytic in the Machine Learning app.

Display Name

Full Name

Email

Job Title

Department

city

State/Province

Country

Custom Group

full_name
full_name
email
job_title
department
city

state
country

id2

4 WIS FHINL.

]

]
|
]
N
]
|
]
]

SAMENAMEEXCEPTCASE-1_id1
SAMENAMEEXCEPTCASE-1_id1
SAMENAMEEXCEPTCASE-1_id1@example.ibm.com
Software Engineer

Sales

Monterrey

Nuevo Leon

Mexico

SAMENAMEEXCEPTCASE-1_id2
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Create a watchlist

General Settings Membership Settings

Name

Scale risk by factor

Enter a value in scale factor (0 - 10) to increase or decrease the user's risk.
For example, if you want to scale down your admin account, set the factor to "0.1".

-
-

Machine Learning tracking priority
Select the priority for how users are added to the ML app.
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Create a waichlist

General Settings Membership Settings

Optional: You can import users with a reference set or regular expression or both.
Note: You can also add any user to a watchlist by clicking the Watchlist icon.

Import from QRadar reference set
Search for or select a referance set from your QRadar system.

Fi

el S v

~

Add from Monitored Users with regex filter

Select a user property and enter a valid Python regular expression.

For example, to retrigve all users with engineers in their job title select "Job title” and enter ".*Engineer.”™.

You can also enter the '*§' regular expression to match a missing property. For example, to find service accounts without an
email address, select the property ‘email’ and enter 5"

Select a property v

Refresh interval

Enter the number of hours between 0 and 24 (0 to disable) for how often users are updated in the watchlist.
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Properties that can be indexed in the system are listed below.

health of the indexes.
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Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties.

WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor the
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Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties

Properties that can be indexed in the system are listed below

WARNIMG : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor

the health of the indexes.
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Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties

Properties that can be indexed in the system are listed below.

'WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor the
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Display: | Last 24 Hours v View: | Al v Database: | All v Show: All v

Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties.
Properties that can be indexed in the system are listed below.

‘WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor the
health of the indexes.
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e UBA - Current ML Tracked Users

¢ UBA - Previous ML Tracked Users
¢ UBA - Current Abridged ML Tracked Users
¢ UBA - Previous Abridged ML Tracked Users

* UBA - Current Peer Group ML Tracked Users
* UBA - Previous Peer Group ML Tracked Users
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* BB:UBA : Common Event Filters

* BB:CategoryDefinition: Authentication Failures

* BB:UBA : Detecting Authentication Bruteforce Attempts (Horizontal)
* BB:UBA : Detecting Authentication Bruteforce Attempts (Vertical)
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3Com 8800 Series Switch, APC UPS, AhnLab Policy Center APC, Application Security DbProtect,
Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways, Aruba ClearPass Policy Manager,
Aruba Mobility Controller, Avaya VPN Gateway, Barracuda Web Application Firewall, Barracuda
Web Filter, Bit9 Security Platform, Bluemix Platform, Box, Bridgewater Systems AAA Service
Controller, Brocade FabricOS, CA ACF2, CA SiteMinder, CRE System, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft QJRIN /400,
Cisco ACS, Cisco Adaptive Security Appliance(ASA), Cisco Aironet, Cisco Call Manager, Cisco
CatOS for Catalyst Switches, Cisco FireSIGHT Management Center, Cisco Firewall Services
Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion Prevention System(IPS),
Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services Module(WiSM), Citrix
Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable Authentication message filter,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom Rule Engine, Cyber-Ark Vault,
CyberGuard TSP Firewall/ VPN, DCN DCS/DCRS Series, DG Technology MEAS, EMC VMWare,
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ESET Remote Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security
Routers, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM,Event CRE Injected, Extreme 800-Series
Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme
Networks ExtremeWare 2 H|X|(OS), Extreme Stackable and Standalone Switches, F5 Networks
BIG-IP APM, F5 Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification Engine,
ForeScout CounterACT, Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C
Comware Platform, HBGary Active Defense, HP Network Automation, HP Tandem, Huawei
AR Series Router, Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX
Server, IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM Lotus Domino,
IBM Proventia Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS,
IBM Resource Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single
Sign-On, IBM Security Access Manager for Mobile, IBM Security Identity Governance, IBM
Security Identity Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for
e-business, IBM WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, ISC BIND,
[llumio Adaptive Security Platform, Imperva SecureSphere, Infoblox NIOS, Itron Smart Meter,
Juniper Junos OS Platform, Juniper Junos WebApp Secure, Juniper Networks Firewall % VPN,
Juniper Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and
Security Manager, Juniper Steel-Belted Radius, Juniper WirelessLAN, Lieberman Random Password
Manager, LightCyber Magna, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee
Firewall Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator,
Microsoft IAS Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft SCOM,
Microsoft SQL Server, Microsoft SharePoint, Microsoft Windows Security Event Log, Motorola
SymbolAP, Netskope Active, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, Okta, Open LDAP Software, OpenBSD OS, Oracle Acme Packet SBC, Oracle
Audit Vault, Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle
RDBMS Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto PA
Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise Protection/Enterprise Privacy,
Pulse Secure Pulse Connect Secure, RSA Authentication Manager, Radware AppWall, Radware
DefensePro, Riverbed SteelCentral NetProfiler Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Monitoring, Skyhigh
Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris Operating System
Authentication Messages, SonicWALL SonicOS, Sophos Astaro Security Gateway, Squid Web
Proxy, Starent Networks Home Agent(HA), Stonesoft Management Center, Sybase ASE, Symantec
Endpoint Protection, TippingPoint Intrusion Prevention System(IPS), TippingPoint X Series
Appliances, Top Layer IPS, Trend Micro Deep Discovery Inspector, Trend Micro Deep Security,

Tripwire Enterprise, Tropos Control, Universal DSM, VMware vCloud Director, Venustech
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Venusense Security Platform, Vormetric Data Security, WatchGuard Fireware OS, genua genugate,
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN /400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
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Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2 AHIH(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 3! VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
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Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : High Risk User Access to Critical Asset
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e BB:UBA : Common Event Filters

* BB:CategoryDefinition: Authentication Success

ChE HZ= MEO HEs ¢S F7I5HYAIL. "Critical Assets”

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL. VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN /400, Cisco ACS, Cisco Adaptive Security
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Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2& HIX(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 3 VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
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SIM Audit, SSH CryptoAuditor, STEALTHDbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : Multiple VPN Accounts Failed Login From Single IP
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UBA : Multiple VPN Accounts Logged In From Single IP

QRadar User Behavior Analytics(UBA) 2 EX¢t &3 H|HH0| et E2 7|UQ=E ot
AOIAE K| ELIC

A

rr

o
T

UBA : Multiple VPN Accounts Logged In From Single IP
JI2NoE M8 s
False

senseVaule 7|&23}

SYUst IP FAE AGSHE 0f2] VPN AIBXIE YIS O A% 42 £YLCL 20| S P
RXAE

2 EH
FAE AME8SHE VPN ASXIE UHSHH P FA7F "UBA : Multiple VPN Accounts Logged In

Accounts Logged In From Single IP"7} A& 7+&3t1 "UBA : Multiple VPN Accounts Logged
In From Single IP" &Z& MEO| CIO|E7} JA=X 2HQISHIAIRL.

X &
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Akamai KONA, Amazon AWS CloudTrail, Application Security DbProtect, Arbor Networks
Pravail, Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways, Aruba Mobility Controller,
Avaya VPN Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall,
Barracuda Web Filter, Bit9 Security Platform, Blue Coat Web Security Service, BlueCat Networks
Adonis, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CRE System, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400, Cisco ACS, Cisco Adaptive Security Appliance(ASA), Cisco CSA, Cisco Call Manager,
Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco
Identity Services Engine, Cisco Intrusion Prevention System(IPS), Cisco IronPort, Cisco Nexus,
Cisco PIX Firewall, Cisco Wireless Services Module(WiSM), Citrix NetScaler, Configurable Firewall
Filter, CorreLog Agent for IBM zOS, Custom Rule Engine, DCN DCS/DCRS Series, DG
Technology MEAS, EMC VMWare, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security
Routers, Epic SIEM, Event CRE Injected, Extreme Dragon Network IPS, Extreme Stackable and
Standalone Switches, F5 Networks BIG-IP AFM, F5 Networks BIG-IP ASM, Fidelis XPS, Flow
Classification Engine, Forcepoint V Series, Fortinet FortiGate Security Gateway, Foundry Fastiron,
H3C Comware Platform, HP Network Automation, HP Tandem, Honeycomb Lexicon File Integrity
Monitor, Huawei S Series Switch, HyTrust CloudControl, IBM AIX Server, IBM DB2, IBM
DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM Resource Access Control Facility(RACF), IBM
Security Access Manager for Mobile, IBM Security Identity Manager, IBM Security Network
IPS(GX), IBM Tivoli Access Manager for e-business, IBM WebSphere Application Server, IBM
i, IBM z/0S, IBM zSecure Alert, ISC BIND, Illumio Adaptive Security Platform, Imperva
Incapsula, Imperva SecureSphere, Juniper Junos OS Platform, Juniper Networks Firewall % VPN,
Juniper Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and

Security Manager, Juniper WirelessLAN, Juniper vGW, Kaspersky Security Center, Kisco
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Information Systems SafeNet/i, Lieberman Random Password Manager, Linux DHCP Server,
Linux OS, Linux iptables Firewall, Mac OS X, McAfee Firewall Enterprise, McAfee IntruShield
Network IPS Appliance, McAfee Web Gateway, McAfee ePolicy Orchestrator, Microsoft DHCP
Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft IIS, Microsoft ISA, Microsoft
Office 365, Microsoft Operations Manager, Microsoft SQL Server, Microsoft Windows Security
Event Log, NCC Group DDos Secure, Nortel Contivity VPN Switch, Nortel Multiprotocol Router,
Nortel VPN Gateway, OS Services Qidmap, OSSEC, Okta, Open LDAP Software, OpenBSD OS,
Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database Listener, Palo Alto PA Series, PostFix
MailTransferAgent, ProFTPD Server, Proofpoint Enterprise Protection/Enterprise Privacy, Pulse
Secure Pulse Connect Secure, RSA Authentication Manager, Radware AppWall, Radware
DefensePro, Riverbed SteelCentral NetProfiler Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, Solaris Operating System Authentication Messages, Solaris Operating System
DHCP Logs, SonicWALL SonicOS, Sophos Astaro Security Gateway, Sophos Enterprise Console,
Sophos Web Security Appliance, Squid Web Proxy, Stonesoft Management Center, Sun ONE
LDAP, Symantec Critical System Protection, Symantec Endpoint Protection, Symantec Gateway
Security(SGS) Appliance, Symantec System Center, Symark Power Broker, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Top Layer IPS, Trend InterScan
VirusWall, Trend Micro Deep Security, Universal DSM, Venustech Venusense Security Platform,
Vormetric Data Security, WatchGuard Fireware OS, Zscaler Nss, genua genugate, iI-CUBE agileSI
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* BB:UBA : Access Denies
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Akamai KONA, Amazon AWS CloudTrail, Application Security DbProtect, Arbor Networks
Pravail, Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways, Aruba Mobility Controller,
Avaya VPN Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall,
Barracuda Web Filter, Bit9 Security Platform, Blue Coat Web Security Service, BlueCat Networks
Adonis, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CRE System, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400, Cisco ACS, Cisco Adaptive Security Appliance(ASA), Cisco CSA, Cisco Call Manager,
Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module(FWSM), Cisco I0S, Cisco
Identity Services Engine, Cisco Intrusion Prevention System(IPS), Cisco IronPort, Cisco Nexus,
Cisco PIX Firewall, Cisco Wireless Services Module(WiSM), Citrix NetScaler, Configurable Firewall
Filter, CorreLog Agent for IBM zOS, Custom Rule Engine, DCN DCS/DCRS Series, DG
Technology MEAS, EMC VMWare, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security
Routers, Epic SIEM, Event CRE Injected, Extreme Dragon Network IPS, Extreme Stackable and
Standalone Switches, F5 Networks BIG-IP AFM, F5 Networks BIG-IP ASM, Fidelis XPS, Flow
Classification Engine, Forcepoint V Series, Fortinet FortiGate Security Gateway, Foundry Fastiron,
H3C Comware Platform, HP Network Automation, HP Tandem, Honeycomb Lexicon File Integrity
Monitor, Huawei S Series Switch, HyTrust CloudControl, IBM AIX Server, IBM DB2, IBM
DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM Resource Access Control Facility(RACF), IBM
Security Access Manager for Mobile, IBM Security Identity Manager, IBM Security Network
IPS(GX), IBM Tivoli Access Manager for e-business, IBM WebSphere Application Server, IBM
i, IBM z/0S, IBM zSecure Alert, ISC BIND, Illumio Adaptive Security Platform, Imperva
Incapsula, Imperva SecureSphere, Juniper Junos OS Platform, Juniper Networks Firewall % VPN,
Juniper Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and
Security Manager, Juniper WirelessLAN, Juniper vGW, Kaspersky Security Center, Kisco
Information Systems SafeNet/i, Lieberman Random Password Manager, Linux DHCP Server,
Linux OS, Linux iptables Firewall, Mac OS X, McAfee Firewall Enterprise, McAfee IntruShield
Network IPS Appliance, McAfee Web Gateway, McAfee ePolicy Orchestrator, Microsoft DHCP
Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft 1IS, Microsoft ISA, Microsoft
Office 365, Microsoft Operations Manager, Microsoft SQL Server, Microsoft Windows Security
Event Log, NCC Group DDos Secure, Nortel Contivity VPN Switch, Nortel Multiprotocol Router,
Nortel VPN Gateway, OS Services Qidmap, OSSEC, Okta, Open LDAP Software, OpenBSD OS,
Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database Listener, Palo Alto PA Series, PostFix
MailTransferAgent, ProFTPD Server, Proofpoint Enterprise Protection/Enterprise Privacy, Pulse
Secure Pulse Connect Secure, RSA Authentication Manager, Radware AppWall, Radware
DefensePro, Riverbed SteelCentral NetProfiler Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, Solaris Operating System Authentication Messages, Solaris Operating System
DHCP Logs, SonicWALL SonicOS, Sophos Astaro Security Gateway, Sophos Enterprise Console,
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Sophos Web Security Appliance, Squid Web Proxy, Stonesoft Management Center, Sun ONE
LDAP, Symantec Critical System Protection, Symantec Endpoint Protection, Symantec Gateway
Security(SGS) Appliance, Symantec System Center, Symark Power Broker, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Top Layer IPS, Trend InterScan
VirusWall, Trend Micro Deep Security, Universal DSM, Venustech Venusense Security Platform,
Vormetric Data Security, WatchGuard Fireware OS, Zscaler Nss, genua genugate, il-CUBE agileSI

UBA : Unix/Linux System Accessed With Service or Machine Account
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UBA : User Access - Failed Access to Critical Assets
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e BB:UBA : Common Event Filters

* BB:CategoryDefinition: Authentication Failures

CtS &= MEO| MEDE 2t2 FIISHYAIL. "Critical Assets”

3Com 8800 Series Switch, APC UPS, AhnLab Policy Center APC, Application Security DbProtect,
Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways, Aruba ClearPass Policy Manager,
Aruba Mobility Controller, Avaya VPN Gateway, Barracuda Web Application Firewall, Barracuda
Web Filter, Bit9 Security Platform, Bluemix Platform, Box, Bridgewater Systems AAA Service
Controller, Brocade FabricOS, CA ACF2, CA SiteMinder, CRE System, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft QJRIN /400,
Cisco ACS, Cisco Adaptive Security Appliance(ASA), Cisco Aironet, Cisco Call Manager, Cisco
CatOS for Catalyst Switches, Cisco FireSIGHT Management Center, Cisco Firewall Services
Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion Prevention System(IPS),
Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services Module(WiSM), Citrix
Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable Authentication message filter,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom Rule Engine, Cyber-Ark Vault,
CyberGuard TSP Firewall/ VPN, DCN DCS/DCRS Series, DG Technology MEAS, EMC VMWare,
ESET Remote Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security
Routers, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM,Event CRE Injected, Extreme 800-Series
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Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme
Networks ExtremeWare @& H|X|(OS), Extreme Stackable and Standalone Switches, F5 Networks
BIG-IP APM, F5 Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification Engine,
ForeScout CounterACT, Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C
Comware Platform, HBGary Active Defense, HP Network Automation, HP Tandem, Huawei
AR Series Router, Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX
Server, IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM Lotus Domino,
IBM Proventia Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS,
IBM Resource Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single
Sign-On, IBM Security Access Manager for Mobile, IBM Security Identity Governance, IBM
Security Identity Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for
e-business, IBM WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, ISC BIND,
[llumio Adaptive Security Platform, Imperva SecureSphere, Infoblox NIOS, Itron Smart Meter,
Juniper Junos OS Platform, Juniper Junos WebApp Secure, Juniper Networks Firewall % VPN,
Juniper Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and
Security Manager, Juniper Steel-Belted Radius, Juniper WirelessLAN, Lieberman Random Password
Manager, LightCyber Magna, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee
Firewall Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator,
Microsoft IAS Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft SCOM,
Microsoft SQL Server, Microsoft SharePoint, Microsoft Windows Security Event Log, Motorola
SymbolAP, Netskope Active, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(AtE 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, Okta, Open LDAP Software, OpenBSD OS, Oracle Acme Packet SBC, Oracle
Audit Vault, Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle
RDBMS Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto PA
Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise Protection/Enterprise Privacy,
Pulse Secure Pulse Connect Secure, RSA Authentication Manager, Radware AppWall, Radware
DefensePro, Riverbed SteelCentral NetProfiler Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Monitoring, Skyhigh
Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris Operating System
Authentication Messages, SonicWALL SonicOS, Sophos Astaro Security Gateway, Squid Web
Proxy, Starent Networks Home Agent(HA), Stonesoft Management Center, Sybase ASE, Symantec
Endpoint Protection, TippingPoint Intrusion Prevention System(IPS), TippingPoint X Series
Appliances, Top Layer IPS, Trend Micro Deep Discovery Inspector, Trend Micro Deep Security,
Tripwire Enterprise, Tropos Control, Universal DSM, VMware vCloud Director, Venustech
Venusense Security Platform, Vormetric Data Security, WatchGuard Fireware OS, genua genugate,
iT-CUBE agileSI
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UBA : User Access - First Access to Critical Assets
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* BB:CategoryDefinition: Authentication Success

e BB:UBA : Common Event Filters

CE &HZ MEN HEst 212 =I5 AL, "Critical Assets”

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN /400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
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Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2 AHIH(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 3! VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
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Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : User Access from Multiple Hosts
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,

Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
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Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
29 H|H[(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(AtE 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
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SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM,
VMware vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys
Digital Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE
agileSI

UBA : User Access to Internal Server From Jump Server
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* BB:CategoryDefinition: Authentication Success

Ch2 &x MEO| MAESt S FIISHYAIR. "UBA : Jump Servers” 3! "UBA : Internal Servers"

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
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Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2% AMH|H[(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 5! VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(AtE ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
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KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iI-CUBE agileSI
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* Multiple Login Failures for Single Username

2 E2 AB2=E HESIYAIR. "Multiple Login Failures for Single Username"
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UBA : User Accessing Account from Anonymous Source
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e 43" > AA-R HHO|A "X-Force Threat Intelligence IS ALE"S 0Oll(Yes)E HASHIAIL.
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller,Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black
Protection,Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive
Security Appliance(ASA),Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst
Switches, Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine,
Cisco Intrusion Prevention System(IPS), Cisco IronPort,Cisco NAC Appliance, Cisco Nexus, Cisco
PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless
Services Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo,Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch,Extreme
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Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
28 AM|A[(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
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vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : User Time, Access at Unusual Times

QRadar User Behavior Analytics(UBA) ¥2 EQ¢t &= H|ZAO| CHet E2 7[EIQ= of
AO|AE K| ELICE

A

rir

o
T

UBA : User Time, Access at Unusual Times
J|EXMOoZ A8 Jts

True

senseVaule 7|27}

5

ek

"UBA: Unusual Times, %" 22 S50 2Qd MoEl CHE AIE2X}7L AF2XIe HESI IO YHHO|

= o
= = —
X| 42 AlZtof| HYHo=z QBsta ASS HEAIFLICE

XA 2

* BB:UBA : Common Event Filters

* BB:CategoryDefinition: Authentication Success
* BB:UBA : Unusual Times, Evening

* BB:UBA : Unusual Times, Overnight

HIOJE a2

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
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Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
28 AM|H[(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& ¢teh), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
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Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, il-CUBE agileSI

UBA : VPN Access By Service or Machine Account
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Cisco Adaptive Security Appliance(ASA)
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#H1: UBA : VPN Certificate Sharing 28 AIE0IHE E2 Cisco ¥=t¥ DSMs CHE1t 20| ¢
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e V7.2.82] A2: DSM-CiscoFirewallDevices-7.2-20170619124928.noarch.rpm
e V7.3.0 O|A2Q| HSP: DSM-CiscoFirewallDevices-7.3-20170619132427 .noarch.rpm
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+ BB:UBA : VPN Mapping(Z%)

UBA : Subject_CN and Username Map Update
* UBA : Subject_CN and Username Mapping
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Cisco Adaptive Security Appliance(ASA)

UBA : Windows Access with Service or Machine Account
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BB:UBA : Common Event Filters
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Microsoft Windows Security Event Log (O|#IE ID: 4776)
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* Authentication.Group 7}

* Authentication.Group HZ4E

7 UBA ¥of cifst 2 2l &4 79



om

+ Authentication.Group Member =7}
+ Authentication.Computer Account =

* Authentication.Computer Account HZ4E
* Authentication.Policy F7}&

* Authentication.Policy 'H&

* AuthenticationTrusted Domain ZF=7}&
+ Authentication.User Account F7|&

+ Authentication.User Account HZAE

Authentication.User Right X|&E

Hu: MRS A fIdd H=of chet o] 29 IS ZHSIHE AMEXI ZZE0f siFdt= OfH
E FI|12|E FII5I WY EF E "CategoryDefinition: Authentication User or Group Added
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¢ BB:UBA : Common Event Filters

¢ BB:UBA : Authentication User or Group or Policy Added

C|OJEf AA

Akamai KONA, Amazon AWS CloudTrail, Application Security DbProtect, Arbor Networks
Pravail, Arpeggio SIFI-IT, Array Networks SSL. VPN Access Gateways, Aruba Mobility Controller,
Avaya VPN Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall,
Barracuda Web Filter, Bit9 Security Platform, Blue Coat Web Security Service, BlueCat Networks
Adonis, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CRE System, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400,Cisco ACS, Cisco Adaptive Security Appliance(ASA), Cisco CSA, Cisco Call Manager,
Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module(FWSM), Cisco IOS, Cisco
Identity Services Engine, Cisco Intrusion Prevention System(IPS), Cisco IronPort, Cisco Nexus,
Cisco PIX Firewall, Cisco Wireless Services Module(WiSM), Citrix NetScaler, Configurable Firewall
Filter, CorreLog Agent for IBM zOS, Custom Rule Engine, DCN DCS/DCRS Series, DG
Technology MEAS, EMC VMWare, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security
Routers, Epic SIEM, Event CRE Injected, Extreme Dragon Network IPS, Extreme Stackable and
Standalone Switches, F5 Networks BIG-IP AFM, F5 Networks BIG-IP ASM, Fidelis XPS, Flow
Classification Engine, Forcepoint V Series, Fortinet FortiGate Security Gateway, Foundry Fastiron,
H3C Comware Platform, HP Network Automation, HP Tandem, Honeycomb Lexicon File Integrity
Monitor, Huawei S Series Switch, HyTrust CloudControl, IBM AIX Server, IBM DB2, IBM
DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM Resource Access Control Facility(RACF), IBM
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Security Access Manager for Mobile, IBM Security Identity Manager, IBM Security Network
IPS(GX), IBM Tivoli Access Manager for e-business, IBM WebSphere Application Server, IBM
i, IBM z/0S, IBM zSecure Alert, ISC BIND, Illumio Adaptive Security Platform, Imperva
Incapsula, Imperva SecureSphere, Juniper Junos OS Platform, Juniper Networks Firewall 3! VPN,
Juniper Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and
Security Manager, Juniper WirelessLAN, Juniper vGW, Kaspersky Security Center, Kisco
Information Systems SafeNet/i, Lieberman Random Password Manager, Linux DHCP Server,
Linux OS, Linux iptables Firewall, Mac OS X, McAfee Firewall Enterprise, McAfee IntruShield
Network IPS Appliance, McAfee Web Gateway, McAfee ePolicy Orchestrator, Microsoft DHCP
Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft IIS, Microsoft ISA, Microsoft
Office 365, Microsoft Operations Manager, Microsoft SQL Server, Microsoft Windows Security
Event Log, NCC Group DDos Secure, Nortel Contivity VPN Switch, Nortel Multiprotocol Router,
Nortel VPN Gateway, OS Services Qidmap, OSSEC, Okta, Open LDAP Software, OpenBSD OS,
Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database Listener, Palo Alto PA Series, PostFix
MailTransferAgent, ProFTPD Server, Proofpoint Enterprise Protection/Enterprise Privacy, Pulse
Secure Pulse Connect Secure, RSA Authentication Manager, Radware AppWall, Radware
DefensePro, Riverbed SteelCentral NetProfiler Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, Solaris Operating System Authentication Messages, Solaris Operating System
DHCP Logs, SonicWALL SonicOS, Sophos Astaro Security Gateway, Sophos Enterprise Console,
Sophos Web Security Appliance, Squid Web Proxy, Stonesoft Management Center, Sun ONE
LDAP, Symantec Critical System Protection, Symantec Endpoint Protection, Symantec Gateway
Security(SGS) Appliance, Symantec System Center, Symark Power Broker, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Top Layer IPS, Trend InterScan
VirusWall, Trend Micro Deep Security, Universal DSM, Venustech Venusense Security Platform,
Vormetric Data Security, WatchGuard Fireware OS, Zscaler Nss, genua genugate, iI-CUBE agileSI

UBA : Account or Group or Privileges Modified
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* BB:UBA : Common Event Filters
* BB:UBA : Authentication User or Group or Policy Changed

HO|E] AA

Microsoft Windows Security Event Log (O|HIE ID: 626, 642, 644, 1300, 1317, 625, 629, 4672,
4722, 4725, 4738, 4765, 4767, 4781, 4737, 4755)

UBA : DoS Attack by Account Deletion
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UBA : DoS Attack by Account Deletion
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e BB:UBA : Common Event Filters
e BB:UBA : User Account Deleted

HIOJE| A

Amazon AWS CloudTrail(O|HlE ID: DeleteUser)
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Application Security DbProtect(O|#IE ID: Login revoked - Windows, Login dropped - standard,

Database role - dropped, Database user revoked)

Aruba Mobility Controller(0|#IE ID: authmgr_user_del)

Box(O|#HlE ID: DELETE_USER)

Brocade FabricOS(O|HIE ID: SEC-1181, SEC-3028)

CA ACF2(0|HIE ID: ACF2-L)

Check Point(O|#HIE ID: user_deleted, device_deleted, User Deleted)

Cilasoft QJRN/400(0[HIE ID: C20020)

Cisco Adaptive Security Appliance(ASA)(O|HIE ID: %PIX|ASA-5-502102, %ASA-5-502102)
Cisco FireSIGHT Management Center(O|IE ID: USER_REMOVED_CHANGE_EVENT)
Cisco Firewall Services Module(FWSM)(O|HIE ID: 502102)

Cisco Identity Services Engine(O|#IE ID: 86008, 86028)

Cisco NAC Appliance(O|HIE ID: CCA-1453, CCA-1502)

Cisco Nexus(O|HlE ID: SECURITYD-6-DELETE_STALE_USER_ACCOUNT)

Cisco Wireless LAN Controllers(O|¥lE ID: 1.3.6.1.4.1.9.9.515.0.1)

CloudPassage Halo(O|#lE ID: Halo user deleted, Local account deleted(linuxOl|2t sHZ))
CorreLog Agent for IBM zOS(O|#IE ID: RACF DELUSER: No Violations)

Custom Rule Engine(O|#IE ID: 3035, 3043)

Cyber-Ark Vault(O|HIE ID: 276)

EMC VMWare(O|¥lE ID: AccountRemovedEvent)

Extreme Dragon Network IPS(O[#IE ID: HOST:LINUX:USER-DELETED, HOST:WIN:ACCOUNT-
DELETED)

Extreme Matrix K/N/S Series Switch(O|IE ID: User Deleted Event, has been deleted)
Extreme NAC(O|#IE ID: Deleted registered user)
Extreme NetsightASM(O|HIE ID: UserRemove)

Flow Classification Engine(O|#IE ID: 3035, 3043)
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Forcepoint Sidewinder(O|#IE ID: passport deletion, all passports revoked)
HBGary Active Defense(0|HIE ID: DeleteUser)

HP Network Automation(O[lE ID: User Deleted)

Huawei S Series Switch(O|#IE ID: SSH/6/DELUSER_SUCCESS)

IBM AIX Audit(O|#IE ID: USER_Remove SUCCEEDED)

IBM AIX Server(O|HIE ID: USER_Remove)

IBM DB2(O|#HIE ID: DROP_USER SUCCESS)

IBM DataPower(O[HlE ID: 0x81000136)

IBM IMS(O|#IE ID: USER DELETED)

IBM Proventia Network Intrusion Prevention System(IPS)(O|#IE ID: Delete User)
IBM QRadar Packet Capture(O|#IE ID: UserDeleted)

IBM Resource Access Control Facility(RACF)(O|#IE ID: 80 17.2, DELUSER_SUCCESS, 80 17.0)

IBM Security Access Manager for Enterprise Single Sign-On(O[HIE ID: REVOKE_IMS_ID,
DELETE_IMS_ID)

IBM Security Directory Server(O|#IE ID: SDS Audit)

IBM Security Identity Governance(O|#IE ID: 50, 43, 70005)

IBM Security Identity Manager(O|#lE ID: Delete SUCCESS, Delete SUBMITTED, Delete Success)
IBM SmartCloud Orchestrator(O|#IE ID: user)

IBM Tivoli Access Manager for e-business(O|¥IE ID: 13408 - Succeeded, 13408 Command
Succeeded)

IBM i(O|#IE ID: GSL2502, M250100, DO_USRPRF, GSL2602, GSL2601, M260100, MC@0400,
GSL2501)

IBM z/OS(O|#IE ID: 80 1.35)
Juniper Networks Network and Security Manager(O|#lE ID: adm?24473)
Linux OS(O|#HIE ID: userDel, Account Deleted, DEL_USER)

McAfee Application/Change Control(O|#IE ID: USER_ACCOUNT_DELETED)
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McAfee ePolicy Orchestrator(O|HIE ID: 20793)
Microsoft ISA(O|HIE ID: user removed)

Microsoft Office 365(0|HIE ID: Delete User-PartiallySucceded, Delete user-success, Delete
User-success, Delete user-PartiallySucceded)

Microsoft SQL Server(O|IE ID: 24129, DR - US, DR - SL, DR - LX, DR - AR,DR - SU, 24076,
24123, 38)

Microsoft Windows Security Event Log(O|HIE ID: 4743, 630, 1327, 647, 4726)

Netskope Active(O|HIE ID: Delete Admin, Deleted admin)

Nortel Application Switch(O[IE ID: User Deleted)

Novell eDirectory(O|lE ID: DELETE_ACCOUNT)

OS Services Qidmap(O[HIE ID: Account Deleted, User Deleted)

OSSEC(O|#HIE ID: 18112)

Okta(O|#HlE ID: core.user_group_member.user_remove, app.generic.import.details.delete_user)

Oracle Enterprise Manager(O|IE ID: Computer Delete (successful), User Delete (successful))

Oracle RDBMS Audit Record(O|#IE ID: DROP USER-Standard:1, 53:1, 53:0,DROP USER-Standard:0,
53)

PGP Universal Server(O|IE ID: ADMIN_DELETED_USER)
Palo Alto Endpoint Security Manager(O|IE ID: User Deleted)

Pulse Secure Pulse Connect Secure(O|HlE ID: SYN24849, ADM20722, ADM24473, SYN24745,
SYN24850)

RSA Authentication Manager(O|lIE ID: unknown, Deleted user,
REMOVE_ORPHANED_PRINCIPALS, REMOTE_PRINCIPAL_DELETE, DELETE_PRINCIPAL)

SIM Audit(0|#lE ID: Configuration-UserAccount-AccountDeleted)

STEALTHDits StealthINTERCEPT(O|HIE ID: Active DirectorycomputerObject Deleted TrueFalse,
Active DirectoryuserObject DeletedTrueFalse, Console user/group deleted, Console user/group
deleted)

SafeNet DataSecure/KeySecure(O|#lE ID: Removed user)

Skyhigh Networks Cloud Security Platform(O[#IE ID: 10017)
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Solaris BSM(O[HIE ID: delete user)

SonicWALL SonicOS(O|#HE 1D: 559, 1157, 1158)

Trend Micro Deep Security(O|HIE ID: 651)

Universal DSM(O|#IE ID: Computer Account Removed, User Account Removed)

VMware vCloud Director(O|#HIE ID: com/vmware/vcloud/event/user/remove, com/vmware/

vcloud/event/user/delete)
Vormetric Data Security(0|#HlE ID: DAO0090I)
iT-CUBE agileSI(O|#IE ID: AUS, U0)

UBA : User Account Created and Deleted in a Short Period of Time
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* BB:UBA : User Account Created
* BB:UBA : User Account Deleted
* BB:UBA : Common Event Filters
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UBA : Dormant Account Used
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e BB:UBA : Common Event Filters

* BB:CategoryDefinition: Authentication Failures
IO AA

3Com 8800 Series Switch, APC UPS, AhnLab Policy Center APC, Application Security DbProtect,
Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways, Aruba ClearPass Policy Manager,
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Aruba Mobility Controller, Avaya VPN Gateway,Barracuda Web Application Firewall, Barracuda
Web Filter, Bit9 Security Platform, Box, Bridgewater Systems AAA Service Controller, Brocade
FabricOS, CA ACF2, CA SiteMinder, CRE System, CRYPTOCard CRYPTOShield, Carbon Black
Protection, Centrify Identity Platform, Centrify Infrastructure Services, Check Point,Cilasoft
QJRN/400, Cisco ACS,Cisco Adaptive Security Appliance(ASA), Cisco Aironet, Cisco Call Manager,
Cisco CatOS for Catalyst Switches, Cisco FireSIGHT Management Center,Cisco Firewall Services
Module(FWSM),Cisco 10S,Cisco Identity Services Engine,Cisco Intrusion Prevention
System(IPS),Cisco IronPort,Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN
3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services Module(WiSM),
Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable Authentication message
filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host,Custom Rule Engine, Cyber-Ark
Vault, CyberGuard TSP Firewall/VPN, DCN DCS/DCRS Series, DG Technology MEAS, EMC
VMWare, ESET Remote Administrator, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, Event
CRE Injected,Extreme 800-Series Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme
Matrix E1 Switch, Extreme Matrix K/N/S Series Switch, Extreme Networks ExtremeWare &
F HA(OS), Extreme Stackable and Standalone Switches, Extreme XSR Security Routers, F5
Networks BIG-IP APM, F5 Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification
Engine, Forcepoint Sidewinder, ForeScout CounterACT, Fortinet FortiGate Security Gateway,
Foundry Fastiron, FreeRADIUS, H3C Comware Platform, HBGary Active Defense, HP Network
Automation, HP Tandem,Huawei AR Series Router, Huawei S Series Switch, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server, IBM Bluemix Platform, IBM DB2, IBM
DataPower,IBM Fiberlink MaaS360, IBM Guardium, IBM Lotus Domino, IBM Proventia Network
Intrusion Prevention System(IPS), IBM QRadar Network Security XGS,IBM Resource Access
Control Facility(RACF),IBM Security Access Manager for Enterprise Single Sign-On, IBM Security
Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity Manager,IBM
SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM WebSphere Application
Server, IBM i, IBM z/0S, IBM zSecure Alert, ISC BIND, Illumio Adaptive Security Platform,
Imperva SecureSphere, Infoblox NIOS, Itron Smart Meter, Juniper Junos OS Platform, Juniper
Junos WebApp Secure, Juniper Networks Firewall 3! VPN, Juniper Networks Intrusion Detection
and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper Steel-Belted
Radius, Juniper WirelessLAN, Lieberman Random Password Manager, LightCyber Magna, Linux
OS, Mac OS X, McAfee Application/Change Control, McAfee Network Security Platform ,McAfee
ePolicy Orchestrator, Microsoft IAS Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365,
Microsoft SCOM, Microsoft SQL Server, Microsoft SharePoint, Microsoft Windows Security Event
Log, Motorola SymbolAP, Netskope Active, Nortel Application Switch, Nortel Contivity VPN
Switch, Nortel Contivity VPN Switch(AH& 2t8}), Nortel Ethernet Routing Switch 2500/4500/5500,
Nortel Ethernet Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network
Access Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, Okta,OpenBSD OS, Open LDAP Software, Oracle Acme Packet SBC, Oracle
Audit Vault, Oracle BEA WebLogic, Oracle Enterprise Manager, Oracle RDBMS Audit Record,
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Palo Alto PA Series, Pirean Access: One, PostFix MailTransferAgent, ProFTPD Server, Proofpoint
Enterprise Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication
Manager, Radware AppWall, Radware DefensePro, Riverbed SteelCentral NetProfiler Audit, SSH
CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security
Monitoring, Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM,
Solaris Operating System Authentication Messages, SonicWALL SonicOS, Sophos Astaro Security
Gateway, Squid Web Proxy, Starent Networks Home Agent(HA), Stonesoft Management Center,
Sun ONE LDAP, Sybase ASE,Symantec Encryption Management Server, Symantec Endpoint
Protection, TippingPoint Intrusion Prevention System(IPS), TippingPoint X Series Appliances,
Top Layer IPS, Trend Micro Deep Discovery Email Inspector, Trend Micro Deep Discovery
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM,
VMware vCloud Director, Venustech Venusense Security Platform, Vormetric Data Security,

WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : Expired Account Used
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¢ BB:UBA : Common Event Filters

* BB:CategoryDefinition: Authentication to Expired Account

CIO[E] AA

Cisco CatOS for Catalyst Switches, Cisco Intrusion Prevention System(IPS), Extreme Dragon
Network IPS, IBM Proventia Network Intrusion Prevention System(IPS), Juniper Junos WebApp
Secure, Microsoft IAS Server, Microsoft Windows Security Event Log

7 UBA ¥of cifst 2 2l &4 89



UBA : First Privilege Escalation
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UBA : First Privilege Escalation
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BB:UBA : Privileged User, First Time Privilege Use(Z2%)
HIOJE &2

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Application Security DbProtect,
Arbor Networks Pravail, Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways, Aruba
ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda Web
Application Firewall, Bit9 Security Platform, Bluemix Platform, Box, Bridgewater Systems AAA
Service Controller, Brocade FabricOS, CA ACF2, CA Top Secret, CRE System, Carbon Black
Protection, Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACSCisco Adaptive
Security Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst
Switches, Cisco FireSIGHT Management Center, Cisco Firewall Services Module(FWSM), Cisco
I0S, Cisco Identity Services Engine, Cisco Intrusion Prevention System(IPS), Cisco IronPort, Cisco
NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco
Wireless LAN Controllers, Cisco Wireless Services Module(WiSM), Citrix Access Gateway, Citrix
NetScaler, CloudPassage Halo, Cloudera Navigator, CorreLog Agent for IBM zOS, Custom Rule
Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, DG Technology MEAS, EMC VMWare,
Enterasys Matrix K/N/S Series Switch, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, Event
CRE Injected, Extreme 800-Series Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme
NAC, Extreme NetsightASM, F5 Networks BIG-IP APM, F5 Networks BIG-IP ASM, F5 Networks
BIG-IP LTM, Flow Classification Engine, ForeScout CounterACT, Fortinet FortiGate Security
Gateway, Foundry Fastiron, H3C Comware Platform, HBGary Active Defense, HP Network

Automation, Honeycomb Lexicon File Integrity Monitor, Huawei AR Series Router, Huawei S
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Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix, IBM DB2,
IBM DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM IMS, IBM Lotus Domino, IBM
Proventia Network Intrusion Prevention System(IPS), IBM QRadar Packet Capture, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Directory Server, IBM Security Identity Governance, IBM Security Identity Manager,
IBM Security Trusteer Apex Advanced Malware Protection, IBM SmartCloud Orchestrator, IBM
Tivoli Access Manager for e-business, IBM WebSphere Application Server, IBM i, IBM z/OS,
IBM zSecure Alert, ISC BIND, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS
Platform, Juniper MX Series Ethernet Services Router, Juniper Networks Firewall 5! VPN, Juniper
Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and Security
Manager, Juniper WirelessLAN, Juniper vGW, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Endpoint Protection, Microsoft Hyper-V, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft SharePoint, Microsoft Windows Security Event Log, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Ethernet Routing Switch
2500/4500/5500, Nortel Ethernet Routing Switch 8300/8600, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA SeriesPirean Access: One, PostFix MailTransferAgent, Proofpoint
Enterprise Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication
Manager, Radware AppWall, Radware DefensePro, Riverbed SteelCentral NetProfiler Audit, SIM
Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/KeySecure,
Salesforce Security Auditing, Samhain HIDS, Sentrigo Hedgehog, Skyhigh Networks Cloud
Security Platform, Snort Open Source IDS, Solaris BSM, Solaris Operating System Authentication
Messages, Solaris Operating System Sendmail Logs, SonicWALL SonicOS, Squid Web Proxy,
Starent Networks Home Agent(HA), Stonesoft Management Center, Sybase ASE, Symantec Critical
System Protection, Symantec Endpoint Protection, Symantec System Center, System Notification,
ThreatGRID Malware Threat Intelligence Platform, TippingPoint Intrusion Prevention System(IPS)
JippingPoint X Series Appliances, Top Layer IPS, Trend Micro Control Manager, Trend Micro
Deep Discovery Email Inspector, Trend Micro Deep Discovery Inspector, Trend Micro Deep
Security, Tripwire Enterprise, Universal DSM, VMware vCloud Director, VMware vShield,
Venustech Venusense Security Platform, Verdasys Digital Guardian, Vormetric Data Security,

WatchGuard Fireware OS, genua genugate, iI-CUBE agileSI
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UBA : New Account Use Detected
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BB:UBA : User First Time Access(Z%!)
HOE A&

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL. VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller,Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black
Protection,Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive
Security Appliance(ASA),Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst
Switches, Cisco Firewall Services Module(FWSM), Cisco I0S, Cisco Identity Services Engine,
Cisco Intrusion Prevention System(IPS), Cisco IronPort,Cisco NAC Appliance, Cisco Nexus, Cisco
PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless
Services Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo,Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch,Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
28 MM(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
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Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI
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UBA : Suspicious Privileged Activity (First Observed Privilege Use)
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* BB:UBA : Common Event Filters

* BB:UBA : Privileged Activity

CIO|E] AA

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Application Security DbProtect,
Arbor Networks Pravail, Arpeggio SIFI-IT, Array Networks SSL. VPN Access Gateways, Aruba
ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda Web
Application Firewall, Bit9 Security Platform, Bluemix Platform, Box, Bridgewater Systems AAA
Service Controller, Brocade FabricOS, CA ACF2, CA Top Secret, CRE System, Carbon Black
Protection, Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACSCisco Adaptive
Security Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst
Switches, Cisco FireSIGHT Management Center, Cisco Firewall Services Module(FWSM), Cisco
I0S, Cisco Identity Services Engine, Cisco Intrusion Prevention System(IPS), Cisco IronPort, Cisco
NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco
Wireless LAN Controllers, Cisco Wireless Services Module(WiSM), Citrix Access Gateway, Citrix
NetScaler, CloudPassage Halo, Cloudera Navigator, CorreLog Agent for IBM zOS, Custom Rule
Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, DG Technology MEAS, EMC VMWare,
Enterasys Matrix K/N/S Series Switch, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, Event
CRE Injected, Extreme 800-Series Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme
NAC, Extreme NetsightASM, F5 Networks BIG-IP APM, F5 Networks BIG-IP ASM, F5 Networks
BIG-IP LTM, Flow Classification Engine, ForeScout CounterACT, Fortinet FortiGate Security
Gateway, Foundry Fastiron, H3C Comware Platform, HBGary Active Defense, HP Network
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Automation, Honeycomb Lexicon File Integrity Monitor, Huawei AR Series Router, Huawei S
Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix, IBM DB2,
IBM DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM IMS, IBM Lotus Domino, IBM
Proventia Network Intrusion Prevention System(IPS), IBM QRadar Packet Capture, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Directory Server, IBM Security Identity Governance, IBM Security Identity Manager,
IBM Security Trusteer Apex Advanced Malware Protection, IBM SmartCloud Orchestrator, IBM
Tivoli Access Manager for e-business, IBM WebSphere Application Server, IBM i, IBM z/0S,
IBM zSecure Alert, ISC BIND, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS
Platform, Juniper MX Series Ethernet Services Router, Juniper Networks Firewall 3! VPN, Juniper
Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and Security
Manager, Juniper WirelessLAN, Juniper vGW, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Endpoint Protection, Microsoft Hyper-V, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft SharePoint, Microsoft Windows Security Event Log, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Ethernet Routing Switch
2500/4500/5500, Nortel Ethernet Routing Switch 8300/8600, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA SeriesPirean Access: One, PostFix MailTransferAgent, Proofpoint
Enterprise Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication
Manager, Radware AppWall, Radware DefensePro, Riverbed SteelCentral NetProfiler Audit, SIM
Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/KeySecure,
Salesforce Security Auditing, Samhain HIDS, Sentrigo Hedgehog, Skyhigh Networks Cloud
Security Platform, Snort Open Source IDS, Solaris BSM, Solaris Operating System Authentication
Messages, Solaris Operating System Sendmail Logs, SonicWALL SonicOS, Squid Web Proxy,
Starent Networks Home Agent(HA), Stonesoft Management Center, Sybase ASE, Symantec Critical
System Protection, Symantec Endpoint Protection, Symantec System Center, System Notification,
ThreatGRID Malware Threat Intelligence Platform, TippingPoint Intrusion Prevention System(IPS)
JippingPoint X Series Appliances, Top Layer IPS, Trend Micro Control Manager, Trend Micro
Deep Discovery Email Inspector, Trend Micro Deep Discovery Inspector, Trend Micro Deep
Security, Tripwire Enterprise, Universal DSM, VMware vCloud Director, VMware vShield,
Venustech Venusense Security Platform, Verdasys Digital Guardian, Vormetric Data Security,
WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI
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UBA : Suspicious Privileged Activity (Rarely Used Privilege)
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e BB:UBA : Common Event Filters
* BB:UBA : Privileged Activity

CIO|E] AA

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Application Security DbProtect,
Arbor Networks Pravail, Arpeggio SIFT-IT, Array Networks SSL. VPN Access Gateways, Aruba
ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda Web
Application Firewall, Bit9 Security Platform, Bluemix Platform, Box, Bridgewater Systems AAA
Service Controller, Brocade FabricOS, CA ACF2, CA Top Secret, CRE System, Carbon Black
Protection, Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACSCisco Adaptive
Security Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst
Switches, Cisco FireSIGHT Management Center, Cisco Firewall Services Module(FWSM), Cisco
I0S, Cisco Identity Services Engine, Cisco Intrusion Prevention System(IPS), Cisco IronPort, Cisco
NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco
Wireless LAN Controllers, Cisco Wireless Services Module(WiSM), Citrix Access Gateway, Citrix
NetScaler, CloudPassage Halo, Cloudera Navigator, CorreLog Agent for IBM zOS, Custom Rule
Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, DG Technology MEAS, EMC VMWare,
Enterasys Matrix K/N/S Series Switch, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, Event
CRE Injected, Extreme 800-Series Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme
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NAC, Extreme NetsightASM, F5 Networks BIG-IP APM, F5 Networks BIG-IP ASM, F5 Networks
BIG-IP LIM, Flow Classification Engine, ForeScout CounterACT, Fortinet FortiGate Security
Gateway, Foundry Fastiron, H3C Comware Platform, HBGary Active Defense, HP Network
Automation, Honeycomb Lexicon File Integrity Monitor, Huawei AR Series Router, Huawei S
Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix, IBM DB2,
IBM DataPower, IBM Fiberlink MaaS360, IBM Guardium, IBM IMS, IBM Lotus Domino, IBM
Proventia Network Intrusion Prevention System(IPS), IBM QRadar Packet Capture, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Directory Server, IBM Security Identity Governance, IBM Security Identity Manager,
IBM Security Trusteer Apex Advanced Malware Protection, IBM SmartCloud Orchestrator, IBM
Tivoli Access Manager for e-business, IBM WebSphere Application Server, IBM i, IBM z/0S,
IBM zSecure Alert, ISC BIND, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS
Platform, Juniper MX Series Ethernet Services Router, Juniper Networks Firewall 3! VPN, Juniper
Networks Intrusion Detection and Prevention(IDP), Juniper Networks Network and Security
Manager, Juniper WirelessLAN, Juniper vGW, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Endpoint Protection, Microsoft Hyper-V, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft SharePoint, Microsoft Windows Security Event Log, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Ethernet Routing Switch
2500/4500/5500, Nortel Ethernet Routing Switch 8300/8600, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA SeriesPirean Access: One, PostFix MailTransferAgent, Proofpoint
Enterprise Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication
Manager, Radware AppWall, Radware DefensePro, Riverbed SteelCentral NetProfiler Audit, SIM
Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/KeySecure,
Salesforce Security Auditing, Samhain HIDS, Sentrigo Hedgehog, Skyhigh Networks Cloud
Security Platform, Snort Open Source IDS, Solaris BSM, Solaris Operating System Authentication
Messages, Solaris Operating System Sendmail Logs, SonicWALL SonicOS, Squid Web Proxy,
Starent Networks Home Agent(HA), Stonesoft Management Center, Sybase ASE, Symantec Critical
System Protection, Symantec Endpoint Protection, Symantec System Center, System Notification,
ThreatGRID Malware Threat Intelligence Platform, TippingPoint Intrusion Prevention System(IPS)
JippingPoint X Series Appliances, Top Layer IPS, Trend Micro Control Manager, Trend Micro
Deep Discovery Email Inspector, Trend Micro Deep Discovery Inspector, Trend Micro Deep
Security, Tripwire Enterprise, Universal DSM, VMware vCloud Director, VMware vShield,
Venustech Venusense Security Platform, Verdasys Digital Guardian, Vormetric Data Security,
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WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : User Attempt to Use a Suspended Account
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* BB:CategoryDefinition: Authentication to Disabled Account

e BB:UBA : Common Event Filters

HIO|E AA

Cisco Intrusion Prevention System(IPS), Extreme Dragon Network IPS, IBM Proventia Network
Intrusion Prevention System(IPS), Microsoft ISA, Microsoft Windows Security Event Log

UBA : User Has Gone Dormant(ADE Z)
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UBA : Browsed to Business/Service Website
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UBA : Browsed to Business/Service Website
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BB:UBA : URL Category Filter
HO|E a2

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : Browsed to Communications Website
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UBA : Browsed to Communications Website
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BB:UBA : URL Category Filter
CIO|E] AA
Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,

Palo Alto PA Series
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UBA : Browsed to Entertainment Website
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UBA : Browsed to Entertainment Website
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BB:UBA : URL Category Filter
HIO|E AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : Browsed to Gambling Website
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HIO|E AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : Browsed to Information Technology Website
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BB:UBA : URL Category Filter
HIO|E AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series
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BB:UBA : URL Category Filter

HIO|E] AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point,

Palo Alto PA Series

UBA : Browsed to LifeStyle Website

QRadar User Behavior Analytics(UBA) 2 EZXot &5 H|ZEAO Cigt E
AO|AE K| ELICE

o

UBA : Browsed to LifeStyle Website
JI2HoR A8 Jts
True

senseVaule 7|&3}

AFEXZE et Hot = HE YEE BEAY o+ A= URLY HMAMSLIC

BB:UBA : URL Category Filter

HIO|E AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point,

Palo Alto PA Series

UBA : Browsed to Malicious Website

QRadar User Behavior Analytics(UBA) 2 EZXct &= H[H 0| CHet £
AO|AE K| ELICE
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UBA : Browsed to Malicious Website

Squid Web Proxy,
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True

AFEXIZE et Hot = B ™S BEAY o+ A= URLY HAMAMSLIC.

BB:UBA : URL Category Filter
HO|E a2

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : Browsed to Mixed Content/Potentially Adult Website

QRadar User Behavior Analytics(UBA) 2 EQ¢t &t H|ZAO CHet E2 7[RIQ= o

AOIAE X|AHEILICE
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UBA : Browsed to Mixed Content/Potentially Adult Website
JI2HoR A8 Jts
True

senseVaule 7|22t

AMEXZE et Hot = HEA YHE BEAY o+ A= URLY HAMAMSLIC

BB:UBA : URL Category Filter
CIO|E] AA
Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,

Palo Alto PA Series
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UBA : Browsed to Phishing Website

QRadar User Behavior Analytics(UBA) 2 EXct &= H[H &0 CHet 2
AO|AE K| ELICE
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UBA : Browsed to Phishing Website
JI2HoR M8 Jts
True

senseVaule 7|&23}

MEXZE dotEl Hot = EHA S EAMEY + U= URLY| HMARSLICH

BB:UBA : URL Category Filter
HIO|E AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : Browsed to Pornography Website

QRadar User Behavior Analytics(UBA) 2 EXot &= H[H &0 CHet 2
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UBA : Browsed to Pornography Website
J2Moz A8 s
True

senseVaule 7|23}
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BB:UBA : URL Category Filter
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HIO|E AA

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : Browsed to Scam/Questionable/lllegal Website

QRadar User Behavior Analytics(UBA) 2 EQ%t &5 H|ZAO CHet E2 7[RIQ=E dt= |4

AO|AE RIFELILY.

UBA : Browsed to Scam/Questionable/Illegal Website
JI2HoR A8 s

True

senseVaule 7|23}

AMEXZE ZetEl Hot = HEA YEE BEAY o+ A= URLY HAMAMSLIC.

BB:UBA : URL Category Filter
CIO|E| AA
Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,

Palo Alto PA Series

UBA : Browsed to Uncategorized Website

QRadar User Behavior Analytics(UBA) 2 EXot &= H[H 0| CHet E
AO|AE K| ELICE
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UBA : Browsed to Uncategorized Website
@XMz ME Jts

True

senseVaule 7|23}
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AMFEXZE et Hot = B ™S BEAY o+ A= URLY HMAMSLIC

BB:UBA : URL Category Filter
E([o]]=

Blue Coat SG Appliance, Cisco IronPort, McAfee Web Gateway, Check Point, Squid Web Proxy,
Palo Alto PA Series

UBA : User Accessing Risky URL

QRadar User Behavior Analytics(UBA) 22 EXot &5 H[H &0
AO|AE K| ELICE

[l

et 22 7|H2Z of

rr

UBA: User Accessing Risky URL(O|F 0= X-Force Risky URLO|Z2t11 gt)

JI2Mo2 A Jts

True

49

0] E2 2EZ AMEXI QelAR 22l HEIX0| HM|ASHE HRE LHLC
X &

¢ X-Force Risky URL
e BB:UBA : Common Event Filters

T+ 14
. g

AHE > MAH HHO0|M "X-Force Threat Intelligence I|= AME"S Ol|(Yes)E HESHIAIL.
= O
ES

ME8OE MHEHYAIR. X-Force Risky URL

Juniper SRX Series Services Gateway, Microsoft ISA, Pulse Secure Pulse Connect Secure

galec

UBA : AWS Console Accessed by Unauthorized User

QRadar User Behavior Analytics(UBA) 2 EX¢t &3 H[HH0| et E2 7|HICE St RA
AO|AE K| ELICE
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UBA : AWS Console Accessed by Unauthorized User
JI2HOR A8 Jts
False

senseVaule 7|&23}
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‘AWS - BE AZAY Hx MESl ot 80 =F0| ZSE[X| @52 AEXI AWS(Amazon Web
Services) 220 MhAStHE FE A|=S LATLIC

X 8
BB:UBA : Common Event Filters
L4 7Y

* IBM Security App Exchange(IBM QRadar Content Extension for Monitoring Amazon AWS)
OIM Ct2 m7|XE EXISHIA L.

o XNATH US OIS X MEN FI7t5tMA|2. "UBA : Domain Controller Administrators'=

Amazon AWS Cloudtrail 21 AAE FTAMBHLICE

HIO|E AA
Amazon AWS CloudTrail(O[IE ID: ConsoleLogin)

UBA : Non-Standard User Accessing AWS Resources
=

QRadar User Behavior Analytics(UBA) 2 EX¢t &3 H[HH0| et E2 7|HICE St RA
AO|AE K| ELICE

UBA : Non-Standard User Accessing AWS Resources
JI2HMo2 A8 Jts

False

senseVaule 7|27}
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AWS(Amazon Web Services) 2|AA0| HUMAE A|ZstD U= HEE ALEXE YAHSLICH
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https://exchange.xforce.ibmcloud.com/hub/extension/bf358419d91d425df1e2ee9e72d37c13

CIO|E| AA

Amazon Web Services Extension

EHQ HESE

UBA : DPAPI Backup Master Key Recovery Attempted

QRadar User Behavior Analytics(UBA) 2 EXot &5 H|H &0 CH

AOIAE X|JELILY.

UBA : DPAPI Backup Master Key Recovery Attempted
JI2HMoZ A Jts

True

senseVaule 7|22}
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DPAPI OtAE F[of CHet E771 AEEl= ZRE Z2AYLICH
XA &

BB:UBA : Common Event Filters

HIO|E AA

Microsoft Windows Security Event Log(O|HIE ID: 4693)

UBA : Kerberos Account Enumeration Detected

QRadar User Behavior Analytics(UBA) 2 EX¢ot &3 H|H &0 CH

AOIAE X|@ELIC

UBA : Kerberos Account Enumeration Detected
JI2NOZ A8 Jts

True

senseVaule 7|22}
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IPO|Xl Kerberos ™2 £dst= O AIEEl= M2 AFEX 0|2 2AHSIH Kerberos
grAHBL|CE

BB:UBA : Common Event Filters

C|OJEf AA

Microsoft Windows Security Event Log (O|#IE ID: 4768)

UBA : Multiple Kerberos Authentication Failures from Same User

QRadar User Behavior Analytics(tUBA) ¥2 E3¢t s H|FH0| tgt E5 7|82 5= |}
AOIAE XTI

UBA : Multiple Kerberos Authentication Failures from Same User

JI2MoZ A Jts

False

senseVaule 7|&3}
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2| Kerberos 2I& E|Z HE L= HME ZARILICL

X &

* BB:UBA : Common Log Source Filters

e BB:UBA : Kerberos Authentication Failures
CIO|E] AA

Microsoft Windows Security Event Log

UBA : Non-Admin Access to Domain Controller

QRadar User Behavior Analytics(UBA) 2 EXot &3 H|HM0| gt E2 7|UQ=E ot
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AO|AE X|ARILICE

UBA : Non-Admin Access to Domain Controller
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False
senseVaule 7|&3}
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43

el HAEZS0 thieh HIZtE] AF AMA A=E HARLICH

XN 2
* BB:UBA : Common Event Filters
* BB:CategoryDefinition: Authentication Success

* BB:CategoryDefinition: Authentication Failures
T4 7Y

Ct2 &X MEO| XASH Zt2 FIISIMA|IL. "UBA : Domain Controllers” % "UBA : Domain

Controller Administrators"
ClO|E] AA

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL. VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN /400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
28 HIX(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
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Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& ¢te}), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM,
VMware vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys
Digital Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iI-CUBE
agileSI
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UBA : Pass the Hash

QRadar User Behavior Analytics(UBA) 2 EXot &= H[HH0| et E2 7|HICE Stz RA

AOIAE K| ELIC

UBA : Pass the Hash

JI2XOR ME Jts

False

senseVaule 7|23}
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pass the hash 2& &0 HYEAS + A= Windows 22 O[HIES ZATILICY.
XN &

BB:UBA : Common Event Filters

ChE EZ MEo A ¢S FIIBHIAIL. UBA : Trusted Domains

Microsoft Windows Security Event Logs (OIYIE ID: 4624)

UBA : Possible Directory Services Enumeration

QRadar User Behavior Analytics(UBA) 2 EX¢t &= H|H&0 CH
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UBA : Possible Directory Services Enumeration
JI2Mo=Z M8 s

False
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XA 2

BB:UBA : Common Event Filters

Ct2 X MEN HMESH S =T15HMA|2. "UBA : Domain Controller Administrators"

Microsoft Windows Security Event Log(O|HIE ID: 4661)

UBA : Possible SMB Session Enumeration on a Domain Controller

QRadar User Behavior Analytics(UBA) 2 EXot &3 H[HH0| et E2 7|HICE St RA

AO|AE XAt

UBA : Possible SMB Session Enumeration on a Domain Controller
JI2NMOZ A8 Jts

False

senseVaule 7|22}
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Tl AEEZ{0| gt SMB €A A|ZE ZAgLC
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BB:UBA : Common Event Filters

s+ 3d

CtE HE MEO MES 22 FII6HHAIL.

e UBA : Domain Controllers

e UBA : Domain Controller Administrators
oloJE AA

Microsoft Windows Security Event Log(O|#IE ID: 5140)

UBA : Possible TGT Forgery

QRadar User Behavior Analytics(UBA) 22 EXot &= H[H &0 CHet 2
AOIAE X2 gLt
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UBA : Possible TGT Forgery
J|2HoE ME Jts
False

senseVaule 7|22}
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T2l 0|2 H|™AO| o=l Kerberos TGTE YHEILICE O|= Pass-the-Ticket 282 AF25H0{ M
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HE E|AUS LIEtE = ASLICHL
X E
BB:UBA : Common Event Filters
»4 7

Cte X MEN HES g2 FIISHYAIL. UBA : Trusted Domains

0z

IOl AA
Microsoft Windows Security Event Logs (O|HIE ID: 4768)

UBA : Possible TGT PAC Forgery

QRadar User Behavior Analytics(UBA) 2 £t &= H|EA0| Cigt E
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UBA : Possible TGT PAC Forgery
J2HMoZ A It

False

senseVaule 7|22}
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XE =

* BB:UBA : Common Event Filters

¢ BB:UBA : TCT PAC Forgery Patched Server

* BB:UBA : TCT PAC Forgery Unpatched Server

Ct2 &X MEO| ™MAESH 2H2 =7ISHMA|2. "UBA : Domain Controller Administrators"

Microsoft Windows Security Event Log(O|HIE ID: 4672, 4769)

UBA : Replication Request from

a
QRadar User Behavior Analytics(UBA) 242
AO|AE K| ELICE.

Non-Domain Controller
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UBA : Replication Request from a Non-Domain Controller
JIRMO=Z M8 s

True
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BB:UBA : Common Event Filters

CtE2 &X MEO| ™MAESH 2h2 =7ISHMA|2. "UBA : Domain Controller Administrators"

Microsoft Windows Security Event Log(O|#IE ID: 4662)

UBA : TGT Ticket Used by Multiple Hosts

QRadar User Behavior Analytics(UBA) 2 EXot &= H[H &0 CHet 2
AO|AE X|ELICE
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UBA : TGT Ticket Used by Multiple Hosts
JI2HoR A8 Jts
False

senseVaule 7|&23}
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BB:UBA : Common Event Filters
UBA : Kerberos Account Mapping

2 Z OojEz AHtel X MEE Yolo|ERLICH

— —

2 §2 AB2=2 HZFESHYAIR. "UBA : Kerberos Account Mapping”

UBA : Detect Insecure Or Non-Standard Protocol
X

QRadar User Behavior Analytics(UBA) 2 EX¢ot &= H|HH0 O
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UBA : Detect Insecure Or Non-Standard Protocol
JIEXMOZ A8 Jts

False
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HIEHQH E= HIEE T2EESE ZtFEs= ot gl T2EEZE S EMSH=E AIEXIE 2ATLICE
Hot e TEEZE2 UBA : Ports of Authorlzed Protocols &Z MEO| LIEEH 7|24t 00|22
O0|= QRadar O[HIES| XERQILICt O] E 25t H HA ALEXL SHoM E2i0E XHSI=S

UBA : Ports of Authorized Protocols E*?E MEE MESHIAR.
X 8

e BB:UBA : Common Event Filters

e BB:UBA : Insecure Ports

CtES &X MEO| ™AESH 242 =7ISHMAIL. UBA : Ports Of Authorized Protocols

NE= 25 22
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UBA : Detect Persistent SSH session

QRadar User Behavior Analytics(UBA) 2 EX¢t &= H[HH0| CHet E
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UBA : Detect Persistent SSH session
J|2HoE ME Jts

True

senseVaule 7|22}
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10AI1ZF Ol &t 2 AEfQl SSH MME ZHLICE
X E

* BB:UBA : Common Event Filters

* BB:UBA : SSH Session Closed
¢ BB:UBA : SSH Session Opened
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of Eol= Befet AAS ?loi L¥ot= sSSH @ X SSH €8 O[HETL ARYLICE AH8EE= 23
L2000 = O[HEN sigdts O|HE D7} GIOH 2Fst Zuprt +4E = USLICHL A8 S 2
0 AAQ| OHIE IDE THSIHH H|O|E] AAS AXSHIAIR

CllojEf AA(SSH E3)

Centrify Infrastructure Services(O[HIE ID: 27100, 27104)

Cisco TOS(O|HIE ID: %SSH-5-SSH2_SESSION, %SSH-SW2-5-SSH2_SESSION)
Custom Rule Engine(O|HIE ID: 18037, 3071)

Cyber-Ark Vault(O|HIE ID: 378)

Extreme XSR Security Routers(O|#lE ID: NEW_SSH_CONNECTION)

Flow Classification Engine(O|#IE ID: 3071, 18037)

Huawei S Series Switch(O|®¥lE ID: SSH/4/SFTP_REQ_RECORD)

HyTrust CloudControl(O|#lE ID: AUNO0120, & = 82

IBM AIX Server(O[#HIE ID: sshd2 connection established, ssh-server connect, ssh-server session

open)

IBM DataPower(O|IE ID: 0x8100011e, 0x810001e4, 0x810001e5)

Juniper MX Series Ethernet Services Router(0|HIE ID: SSH)

Juniper Networks AVT(O[HIE ID: SSH)

Mac OS X(O|#HIE ID: OSX ssh session started)

OS Services Qidmap(O|#IE ID: Connection from, pam_open_session, pam_sm_open_session)
Solaris Operating System Authentication Messages(O|HIE ID: ssh session opened)
Universal DSM(O|HIE ID: SSH Opened, SSH Session Started)

GIOJE| AA(SSH T3l

Aruba Mobility Controller(0|#lE ID: sshd_disconnect)

Centrify Infrastructure Services(O|#lE ID: 27102)

Cisco IOS(O|HIE ID: %SSH-5-SSH_CLOSE, %SSH-SW2-5-SSH2_CLOSE, %SSH-5-SSH2_CLOSE)
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Custom Rule Engine(O|#IE ID: 3072, 18038, 18040)

Cyber-Ark Vault(O|HIE ID: 380, 381)

Flow Classification Engine(O|#IE ID: 3072, 18038, 18040)
Huawei S Series Switch(O|#IE ID: SSH/6/RECV_DISCONNECT)

IBM AIX Server(O|lE ID: ssh-server disconnect, sshd2 connection lost, SSH Disconnect, sshd2

local disconnect, ssh-server session close)

OS Services Qidmap(O|HIE ID: Done with connection, pam_sm_close_session, pam_close_session,
Did not receive identification string, Connection timed out, Received disconnect from IP,

Connection closed)
Pulse Secure Pulse Connect Secure(O|HIE ID: GWE24572)

Universal DSM(O|#HIE ID: SSH Terminated, SSH Session Finished, SSH Closed)

UBA : Internet Settings Modified

QRadar User Behavior Analytics(UBA) 2 EZ&ot &= H|EA0| Cigt E
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UBA : Internet Settings Modified
J|I2MOE A Jts

True
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BB:UBA : Common Event Filters

CIOJE] A4

Microsoft Windows Security Event Logs (O|#lE ID: 4657)
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UBA : Malware Activity - Registry Modified In Bulk

QRadar User Behavior Analytics(UBA) 2 EX¢t &3 H|HH0| et E2 7|UQ=E ot
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UBA : Malware Activity - Registry Modified In Bulk
JI2NoE M8 s
True

senseVaule 7|&23}

BB:UBA : Common Event Filters
ClO|E] AA

Microsoft Windows Security Event Logs (O|HIE ID: 4657)

UBA : Netcat Process Detection(Linux)

QRadar User Behavior Analytics(UBA) 2 £t &5 H|EA0| Cigt E
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UBA : Netcat Process Detection(Linux)
J|2HoE ME TS

True
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BB:UBA : Common Log Source Filters
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HIO|E AA
Linux OS (O|#HIE ID: SYSCALL)

UBA : Netcat Process Detection(Windows)

QRadar User Behavior Analytics(UBA) 2 EXot &= H[H &0 CHet 2
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UBA : Netcat Process Detection(Windows)
J|I2HoE M Jts

True

senseVaule 7|22}
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Windows A|ABIOA netcat ZEMAE HATILICE
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BB:UBA : Common Event Filters

Clojg AA

Microsoft Windows Security Event Logs (O|HIE ID: 4688)

UBA : Process Executed Outside Gold Disk Whitelist(Linux)

QRadar User Behavior Analytics(UBA) 2 EQct &t H|GAO| CHet E2 7[EIQ= o
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UBA : Process Executed Outside Gold Disk Whitelist(Linux)
J|2Ho2 ME Jts

False

senseVaule 7|23}
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. 7|2HMOZ E2 AME E7HsTLICE X ME 'UBA : Gold Disk Process Whitelist - Linux’
OlM SIO|EZ|AEN FItE TZZMA 0|2 YUHSHHLE 28Tt 22t E2 AFECE HESIUAIL.

CtS &X MEO| ™AESH 242 =TISHMAIL. "UBA : Gold Disk Process Whitelist - Linux"

BB:UBA : Common Log Source Filters
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Linux OS (O|#HlE ID: SYSCALL)

UBA : Process Executed Outside Gold Disk Whitelist(Windows)
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Microsoft Windows Security Event Logs (O|#lE ID: 4688)

UBA : Ransomware Behavior Detected
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UBA : Ransomware Behavior Detected
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Microsoft Windows Security Event Logs (O|#IE ID: 4663)
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UBA : Restricted Program Usage
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Microsoft Windows Security Event Log

UBA : User Installing Suspicious Application
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Microsoft Windows Security Event Logs
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UBA : Volume Shadow Copy Created
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Microsoft Windows Security Event Logs (OIYIE ID: 1 EE= 4688)
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UBA : Abnormal data volume to external domain(ADE &)
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Juniper SRX Series Services Gateway, Microsoft ISA, Pulse Secure Pulse Connect Secure

UBA : Abnormal Outbound Transfer Attempts(ADE E)
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UBA : Large Outbound Transfer by High Risk User

QRadar User Behavior Analytics(UBA) 2 EX¢t &3 H|HH0| et E2 7|0 = ot
AO|AE K| ELICE

rr

UBA : Large Outbound Transfer by High Risk User
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UBA : Multiple Blocked File Transfers Followed by a File Transfer
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e BB:UBA : Common Event Filters

e BB:UBA : Blocked File Transfer
¢« BB:UBA : Successful File Transfer
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Cilasoft QJRN/400(0|#1E ID: C21020)

Cisco Call Manager(O|HIE ID: %UC_DRF-3-DRFSftpFailure)

Cisco IOS(O|HIE ID: %UPDATE-3-SFTP_TRANSFER_FAIL)

Custom Rule Engine(O|HIE ID: 18014, 18071, 18187, 4032)

Extreme Stackable and Standalone Switches(O|®HIE ID: FFTP request failed)
Flow Classification Engine(O|#IE ID: 4032, 18187, 18014, 18071)
Forcepoint Sidewinder(O[IE ID: FTP Permits, denied ftp command)

IBM i(O[HIE TD: UNR0907, UNR0908, UNR2302, GSL0118, GSL0119, GSL0318, GSL0319, GSL3718,
GSL3719, GSL0618,UNR0701, UNR0707, UNR0901, UNR0910, UNR2301, UNR0705, UNRO0706,
UNRO0708, UNR0710, UNRO0801, UNR0802, UNR0905, UNR0906, GSL0619)

Juniper Networks Intrusion Detection and Prevention(IDP)(O|#lE ID: TFTP:AUDIT:READ-FAILED)
Microsoft TIS(O|HIE ID: 530)

Microsoft Operations Manager(O|HIE ID: 22095)

OSSEC(O|HIE ID: 11504, 11512)

Universal DSM(O|HIE ID: FTP Action Denied, TFTP Session Denied,FTP Denied,FileTransfer

Denied)
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WatchGuard Fireware OS(O|#IE ID: 1CFF0002,1CFF0006,1CFF0007,1CFF0009, 1CFF0001,1CFF0019,
1CFF0000, 1CFF0003)

HIOE] AA(FHHel oY HE)

Cilasoft QJRN/400(0|HIE ID: C21031)

Cisco FireSIGHT Management Center(O|#IE ID: FILE_EVENT, FILE_EVENT_0)
Cisco IOS(O[#IE ID: %FTPSERVER-6-NEWCONN)

Cisco IronPort(O|¥lE ID: FTP_connection)

Custom Rule Engine(O|HIE ID: 18010, 4031,18431, 18183)

DG Technology MEAS(O|HIE ID: 119-003, 119-070)

Flow Classification Engine(O|IE ID: 18010, 4031,18431, 18183)

Flow Device Type(O|HIE ID: 21984, 21879, 51337, 51336, 35159, 21910)
Huawei S Series Switch(O|#1E ID: FTPS/5/REQUEST)

IBM Proventia Network Intrusion Prevention System(IPS)(O|HIE ID: FTP, TFTP)

IBM i(O|#HIE ID: MLD1200, MLD2100, MO10300,M010400, MO11800, MO12100, MO12400,
MO20200, MO20300. MO21300, MO21800, M0O21900, GSL0101, GSL0102, GSL0301, GSL0302,
GSL3701,GSL3702, M090100, UNA0705, UNA0706, UNA0708, UNA0710, UNA0801, UNAO0802,
UNAQ905, UNA0906, UNA0907,UNA0908, UNA2302,UNA0601, UNA0604, UNA0605, UNAO0607,
UNAO0701, UNA0707, UNA0901, UNA0902, UNA0910, UNA2301, M030100, MLD1100)

Juniper MX Series Ethernet Services Router(O|#IE ID: TFTP, FTP)

Juniper Networks AVT(O|H¥IE ID: TFTP, FIP)

Microsoft TIS(O[HIE ID: 150, 125, 225)

ProFTPD Server(O|HIE ID: FTP session opened)

Solaris Operating System Authentication Messages(O|HIE ID: ftp connection)
SonicWALL SonicOS(O|#HIE ID: 1112, 1113)

Squid Web Proxy(OI#lE ID: 3C0002_ALLOWED)

Trend InterScan VirusWall(O|#lE ID: Trend ftpconnect)

Universal DSM(O|IE ID: File Transfer, FTP Opened, FTP Action Allowed, TFIP Session Opened)
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Verdasys Digital Guardian(O|#lE ID: Network Transfer Upload, Network Transfer Download)

WatchGuard Fireware OS(O|#HIE ID: 2AFF0004, 1CFF0019)

UBA : Suspicious Access Followed by Data Exfiltration
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* BB:UBA : Common Event Filters

* BB:UBA : Data Exfiltration

* UBA : User Access from Restricted Location
* UBA : User Access from Prohibited Location

* UBA : User Geography, Access from Unusual Locations
ma 2y

ChS 22 MELZE 2FoHAl.

¢ UBA : User Access from Restricted Location

e UBA : User Access from Prohibited Location

* UBA : User Geography, Access from Unusual Locations
OIOJEf AA
Cisco Stealthwatch(O|HIE ID: 45)

IBM Security Trusteer Apex Advanced Malware Protection (OHIE ID:
ConnectionCreate.Connection_Test, CerberusNG.ent_create_remote_thread,
ConnectionCreate.in_suspend_state, ConnectionCreate.orphant_thread_connect, close.file_inspection,

processcreate.file_inspection)
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Skyhigh Networks Cloud Security Platform(O[¥IE ID: 10003, 10004)

UBA : User Volume Activity Anomaly - Traffic to External Domains(ADE
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¢ UBA : User Volume Activity Anomaly - Traffic to External Domains
* UBA : User Volume Activity Anomaly - Traffic to External Domains Found

J|I2XMOoZ AR Jls
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Juniper SRX Series Services Gateway, Microsoft ISA, Pulse Secure Pulse Connect Secure
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UBA : Anomalous Account Created From New Location
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* BB:UBA : Cloud Endpoints

* BB:UBA : User Account Created
* BB:UBA : Common Event Filters
¢ UBA : User Geography Change

Che E2 AFB2E HFSIYAIR. "UBA : User Geography Change"
HIO|E AA

AhnLab Policy Center APC(O|HIE ID: Administrator Account Add:Succeeded,
ADD_ADMIN_ACCOUNT_SUCCESS)

Application Security DbProtect(0|#lE ID: Database user created, Login created - standard, Login
added - Windows, Database role - created)

Aruba Mobility Controller(O|#IE ID: authmgr_user_add)

Bit9 Security Platform (O|#lE ID: User_group_created, User_group_modified, User_group_deleted,

Console_user_created, Console_user_modified, Console_user_deleted)
Box(O|#HlE ID: NEW_USER)

Brocade FabricOS(O|#HIE ID: SEC-1180,SEC-3025, SEC-1182)

CA ACF2(0|HIE ID: ACF2-L)

Check Point(O|HlE ID: User Added, device_added)

Cilasoft QJRN/400(0|#HE ID: C20010, C20011)

Cisco Adaptive Security Appliance(ASA)(OIHIE ID: %PIX | ASA-5-502101, %ASA-5-502101)
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Cisco Firewall Services Module(FWSM)(O[HIE ID: 502101, 504001)
Cisco I0S(O|HIE ID: %APF-6-USER_NAME_CREATED)

Cisco Identity Services Engine(O[HIE ID: 86006)

Cisco NAC Appliance(O[HIE ID: CCA-1500)

Cisco PIX Firewall(O|HIE ID: %PIX-0-502101, %PIX-1-502101, %PIX-2-502101, %PIX-3-502101,
%PIX-4-502101, %PIX-5-502101, %PIX-6-502101, %PIX-7-502101)

Cisco PIX Firewall(O|®¥lE ID: 502101)
Cisco Wireless LAN Controllers(O[HlE ID: %APF-6-USER_NAME_CREATED, 1.3.6.1.4.1.9.9.515.0.2)

Cisco Wireless Services Module(WiSM)(O|HIE ID: %AAA-6-GUEST_ACCOUNT_CREATE,
%APF-6-USER_NAME_CREATED)

CloudPassage Halo(O|#lE ID: Halo user added, Halo user re-added, Local account created(linux
ook siEh)

CorreLog Agent for IBM zOS(O|IE ID: RACF ADDUSER: No Violations)
Cyber-Ark Vault(O|HIE ID: 180, 2)

EMC VMWare(O|#HIE ID: AccountCreatedEvent)

Extreme Dragon Network IPS(O|#IE ID: HOST:WIN:ACCOUNT-CREATED)
Extreme Matrix K/N/S Series Switch(O|#IE ID: created with, User Created Event)
Extreme NAC(O|#IE ID: Added registered user, Add Registered User)
Flow Classification Engine(O|IE ID: 3031, 3041)

Forcepoint Sidewinder(O|HIE ID: passport addition)

Fortinet FortiGate Security Gateway(O|IE ID: add, auth-logon)

Foundry Fastiron(O|IE ID: SNMP_USER_ADDED)

HBGary Active Defense(O|IE ID: CreateUser)

HP Network Automation(O|#HlE ID: User Added)

IBM AIX Audit(O|#1E ID: USER_Create SUCCEEDED)

IBM AIX Server(O|#HlE ID: USER_Create)
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IBM DB2(O|HIE ID: ADD USER SUCCESS)

IBM IMS(O|HIE ID: USER CREATED)

IBM QRadar Packet Capture(O|IE ID: UserAdded)

IBM Resource Access Control Facility(RACF)(O|HIE ID: 80 10.0, 80 10.2)

IBM Security Access Manager for Enterprise Single Sign-On(O|#E ID:
PRE_PROVISION_IMS_USER, AA_SCR_REGISTRATION, REGISTER_MAC_IDENTITY,
REGISTER_IDENTITY)

IBM Security Directory Server(O|#HIE ID: SDS Audit)

IBM Security Identity Governance(O|HIE ID: 49, 70004, 42)

IBM Security Identity Manager(O|#HlE ID: Add Success, Add SUBMITTED, Add SUCCESS)
IBM SmartCloud Orchestrator(O[#IE ID: user)

IBM Tivoli Access Manager for e-business(O|IE ID: 13402 - Succeeded, 13401 - Succeeded,
13402 Command Succeeded, 13401 Command Succeeded)

IBM i(O|#HIE ID: GSL2401,MC@0300, GSL2402, M240100, CP_CRT)

Imperva SecureSphere(Olt'“E ID: NEW_USERS_ACCOUNT, SOX_NEW_USERS, SOX - New users,

New Users Account)
Itron Smart Meter(O|#HIE ID: CEUI-AUDIT-27, CEUIL.AUDIT.26)

Juniper Networks Network and Security Manager(0|“.i|E ID: adm?23303, aut20167, adm30407,
aut20168, adm20716, adm?20717)

Linux OS(O#IE ID: ADD_USER)

McAfee Application/Change Control(O|#HIE ID: USER_ACCOUNT_CREATED)
McAfee ePolicy Orchestrator(O|#lE ID: 20792)

Microsoft ISA(O|HIE ID: user added)

Microsoft SQL Server(O|#IE ID: CR - SU, CR - US, CR - SL, CR - LX, CR - AR, CR - WL,
24127, 24121, 24075)

Microsoft SharePoint(O|®lE ID: 37)

Microsoft Windows Security Event Log(O|HIE ID: 624, 645, 1318, 4720, 4741)
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NCC Group DDos Secure(O|HIE ID: 1003)

Netskope Active(O[HIE ID: Create Admin, Created new admin)
Novell eDirectory(O|lE ID: CREATE_ACCOUNT)

OS Services Qidmap(O|HIE ID: User Account Added)
OSSEC(O|#IE ID: 5902, 18110)

Okta(O|YIE ID: app.user_management.push_new_user_success, app.generic.import.details.add_user,
app.generic.import.new_user, app.user_management.provision_user,
app.user_management.push_new_user, app.user_management.push_profile_success,
core.user.config.user_creation.success, core.user_group_member.user_add,

cvd.user_profile_bootstrapped, cvd.appuser_profile_bootstrapped)
OpenBSD OS(O[HIE ID: add user)
Oracle Enterprise Manager(O|IE ID: User Create(successful), Computer Create(successful))

Oracle RDBMS Audit Record(O|HlE ID: 51:1, 51:0, CREATE USER-Standard:1, CREATE USER-Stan-
dard:0)

Oracle RDBMS OS Audit Record(O|#HIE ID: 51)
Pirean Access: One(O|HE ID: IsimUserRegistration;*;1)

Pulse Secure Pulse Connect Secure(O|HE ID: ADM23303, ADM20265, AUT20167, ADM30407,
AUT20168)

RSA Authentication Manager(olt'.i'E ID: Added user, unknown, REMOTE_PRINCIPAL_CREATE,
CREATE_PRINCIPAL, CREATE_AM_PRINCIPAL)

SIM Audit(O|#lE ID: Configuration-UserAccount-AccountAdded)

STEALTHbits StealthINTERCEPT(O|#IE ID: Active DirectorycomputerObject AddedTrueFalse,
Console ? user/group added, Console user/group added, Active DirectoryuserObject

AddedTrueFalse, Console - user/group added)

SafeNet DataSecure/KeySecure(O|#HlE ID: Added user)

Salesforce Security Auditing(OIE ID: Created new Customer User, Created new user)
Skyhigh Networks Cloud Security Platform(O|#IE ID: 10016)

Solaris BSM(O|HlE ID: create user)
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SonicWALL SonicOS(O|HE ID: 558)

Symantec Encryption Management Server(O|IE ID: ADMIN_IMPORTED_USER)
ThreatGRID Malware Threat Intelligence Platform(O|#lE ID: user-account-creation)

Trend Micro Deep Discovery Email Inspector(O|#IE ID: SYSTEM_EVENT_ACCOUNT_CREATED)
Trend Micro Deep Security(O|#IE ID: 650)

Universal DSM(O[HIE ID: Computer Account Added, User Account Added)

VMware vCloud Director(O|HlE ID: com/vmware/vcloud/event/user/create, com/vmware/

vcloud/event/user/import)

Vormetric Data Security(O|#HlE ID: DAO0089I)

iT-CUBE agileSI(O|HIE ID: U0, AU?)

UBA : Anomalous Cloud Account Created From New Location

QRadar User Behavior Analytics(UBA) ¥2 Ed%t &3 H|ZAO et E2 7[EIQ=E dt= |4
AO|AE K| ELICE

UBA : Anomalous Cloud Account Created From New Location
JIEHMOZ A8 Jts
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* BB:UBA : Common Event Filters

* BB:UBA : Cloud Endpoints

* BB:UBA : User Account Created
e UBA : User Geography Change

L 74
2 22 M82= HHSHIYAIR. "UBA : User Geography Change"
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Clojg AA
Amazon AWS CloudTrail(O|#lE ID: CreateUser)

Microsoft Office 365(0|#HIE ID: Add User-success, Add user-PartiallySucceded)

UBA : User Access from Multiple Locations

QRadar User Behavior Analytics(UBA) 2 EXot &= H[H &0 CHet 2
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL. VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN /400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
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Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2% H|H[(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illlumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(AHE ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
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Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
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Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2% H|H|(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, llumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall % VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(AtE ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
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SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM,
VMware vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys
Digital Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE
agileSI
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
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Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
29 H|H(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0S, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 3! VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(At& ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
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Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM,
VMware vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys
Digital Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE
agileSI
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller, Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black Protection,
Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive Security
Appliance(ASA), Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst Switches,
Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System(IPS), Cisco IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall,
Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless Services
Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo, Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2 HIX(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LIM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 3 VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
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Contivity VPN Switch(At& 2te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI
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APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP Server,
Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access Gateways,
Aruba ClearPass Policy Manager, Aruba Mobility Controller, Avaya VPN Gateway, Barracuda
Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web Filter, Bit9 Security
Platform, Box, Bridgewater Systems AAA Service Controller,Brocade FabricOS, CA ACF2, CA
SiteMinder, CA Top Secret, CRE System, CRYPTOCard CRYPTOShield, Carbon Black
Protection,Centrify Server Suite, Check Point, Cilasoft QJRN/400, Cisco ACS, Cisco Adaptive
Security Appliance(ASA),Cisco Aironet, Cisco CSA, Cisco Call Manager, Cisco CatOS for Catalyst
Switches, Cisco Firewall Services Module(FWSM), Cisco IOS, Cisco Identity Services Engine,
Cisco Intrusion Prevention System(IPS), Cisco IronPort,Cisco NAC Appliance, Cisco Nexus, Cisco
PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco Wireless LAN Controllers, Cisco Wireless
Services Module(WiSM), Citrix Access Gateway, Citrix NetScaler, CloudPassage Halo,Configurable
Authentication message filter, CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, Custom
Rule Engine, Cyber-Ark Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote
Administrator, Enterasys Matrix K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-
IT-Security.com SF-Sherlock, Epic SIEM, Event CRE Injected, Extreme 800-Series Switch,Extreme
Dragon Network IPS, Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare
2% MIX(OS), Extreme Stackable and Standalone Switches, F5 Networks BIG-IP APM, F5
Networks BIG-IP LTM, F5 Networks FirePass, Flow Classification Engine, ForeScout CounterACT,
Fortinet FortiGate Security Gateway, Foundry Fastiron, FreeRADIUS, H3C Comware Platform,
HBGary Active Defense, HP Network Automation, HP Tandem, Huawei AR Series Router,
Huawei S Series Switch, HyTrust CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix,
IBM DB2, IBM DataPower, IBM Fiberlink MaaS360, IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System(IPS), IBM QRadar Network Security XGS, IBM Resource
Access Control Facility(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM
Security Access Manager for Mobile, IBM Security Identity Governance, IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business, IBM
WebSphere Application Server, IBM i, IBM z/0OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron Smart Meter, Juniper Junos OS Platform, Juniper MX
Series Ethernet Services Router, Juniper Networks Firewall 3! VPN, Juniper Networks Intrusion
Detection and Prevention(IDP), Juniper Networks Network and Security Manager, Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random
Password Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall
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Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy Orchestrator, Metainfo
MetalP, Microsoft DHCP Server, Microsoft Exchange Server, Microsoft IAS Server, Microsoft
IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft SCOM, Microsoft
SQL Server, Microsoft Windows Security Event Log, Motorola SymbolAP, NCC Group DDos
Secure, Netskope Active, Niara, Nortel Application Switch, Nortel Contivity VPN Switch, Nortel
Contivity VPN Switch(AtE ¢te), Nortel Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet
Routing Switch 8300/8600, Nortel Multiprotocol Router, Nortel Secure Network Access
Switch(SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell eDirectory, OS Services
Qidmap, OSSEC, ObservelT, Okta, OpenBSD OS, Oracle Acme Packet SBC, Oracle Audit Vault,
Oracle BEA WebLogic, Oracle Database Listener, Oracle Enterprise Manager, Oracle RDBMS
Audit Record, Oracle RDBMS OS Audit Record, PGP Universal Server, Palo Alto Endpoint
Security Manager, Palo Alto PA Series, Pirean Access: One, ProFTPD Server, Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure, RSA Authentication Manager,
Radware AppWall, Radware DefensePro, Redback ASE, Riverbed SteelCentral NetProfiler Audit,
SIM Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/
KeySecure, Salesforce Security Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog,
Skyhigh Networks Cloud Security Platform, Snort Open Source IDS, Solaris BSM, Solaris
Operating System Authentication Messages, Solaris Operating System Sendmail Logs, SonicWALL
SonicOS, Sophos Astaro Security Gateway, Squid Web Proxy, Starent Networks Home Agent(HA),
Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint Intrusion
Prevention System(IPS), TippingPoint X Series Appliances, Trend Micro Deep Discovery Email
Inspector, Trend Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSMVMware
vCloud Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital
Guardian, Vormetric Data Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI
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* BB:UBA : Common Log Source Filters

* BB:CategoryDefinition: DDoS Attack Events
* BB:CategoryDefinition: Network DoS Attack
* BB:CategoryDefinition: Service DoS
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Akamai KONA, Application Security DbProtect, Aruba Mobility Controller, Barracuda Web
Application Firewall, Brocade FabricOS, CRE System, Check Point, Cisco Adaptive Security
Appliance(ASA), Cisco Firewall Services Module(FWSM), Cisco 10S, Cisco Intrusion Prevention
System(IPS), Cisco PIX Firewall, Cisco Stealthwatch, Cisco Wireless LAN Controllers, Cisco
Wireless Services Module(WiSM), Custom Rule Engine, CyberGuard TSP Firewall/VPN,
Enterprise-IT-Security.com SF-Sherlock, Event CRE Injected, Extreme Dragon Network IPS, Extreme
HiPath, F5 Networks BIG-IP AFM, F5 Networks BIG-IP ASM, F5 Networks BIG-IP L'TM, Fair
Warning, FireEye, Flow Classification Engine, ForeScout CounterACT, Fortinet FortiGate Security
Gateway, Foundry Fastiron, Huawei AR Series Router, IBM Proventia Network Intrusion
Prevention System(IPS), IBM Security Network IPS(GX), Imperva Incapsula, Juniper Junos OS
Platform, Juniper Junos WebApp Secure, Juniper Networks Firewall 3 VPN, Juniper Networks
Intrusion Detection and Prevention(IDP), Juniper Networks Network and Security Manager,
McAfee Firewall Enterprise, McAfee IntruShield Network IPS Appliance, McAfee ePolicy
Orchestrator, Motorola SymbolAP, NCC Group DDos Secure, Niksun 2005 v3.5, Nortel Application
Switch, OS Services Qidmap, OSSEC, Palo Alto PA Series, Radware AppWall, Radware
DefensePro, Riverbed SteelCentral NetProfiler, STEALTHbits StealthINTERCEPT, SafeNet
DataSecure/KeySecure, Sentrigo Hedgehog, Skyhigh Networks Cloud Security Platform, Snort
Open Source IDS, SonicWALL SonicOS, Squid Web Proxy, Stonesoft Management Center,
Symantec Endpoint Protection, TippingPoint Intrusion Prevention System(IPS), Top Layer IPS,
Trend Micro Deep Security, Universal DSM, Vectra Networks Vectra, Venustech Venusense
Security Platform, WatchGuard Fireware OS
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1. 28 ZHE) EE=E AEsHo] Ho[Eof| tHal 0| LDAP MHE 2T ZHE(E)2 FolStHAl
2
58 Ztset 2 2 7HF U2 120QHCH
2. HIAE HM oA ZEof 0| 2EHE YIRE 29| ¢S YHMMARL
712X2= 100,000712] HZETF 2[HELC 2| Jhstt X HZE $= 200,000 LICH
3. 2t EY0l| tid LDAP ME{7t 2[E5t= AL 27t HMet=X| $=5 HO| 2t dEi2t2 7
X

= o
HMOZ MEHE|L|C}

1. Ho|FE A7t ZE LDAP MHOIA X=X b&LIC
4. MES SHAR

LDAP Configuration

Select Aftributes

Aftribute Mapping

Reference Configuration

Enter a polling interval to retrieve your LDAP data. Enter 0" (zero) for manual polling.

Polling interval in minutes

Record retrieval limit

120

1000

Polling Interval

Paged results

Mote: Mot all servers support paged results.
See RFCZE696 for details.

Z21

T3 AHOE AR Meist AZ Glolg DM

ol LDAP A2l C|O|E{7} FItEILICE IBM

QRadar 22014 API HO|X|S ALg3t0] E0[E{7t HZ HlO|E| SaMof XItEQUex] golg 4+
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IBM QRadar API 24 HO|XIS ALR3t01 AFRXIZL ZHAsH & wlo|g ZaMof Ho|E{7} %7tg]
A=K BE HAES 4 UALIC

HIOIE{7t X GlOJE] SHMol| E7tEIR=x] Stol
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QRadar 252 API =AM HO[X|0f= H= HIO|E 7FM27| - LDAP ¥oilM =gt &=x H|0|=0
MEE HlolE7E BEAE = ASLICE API M HOIX|IE AFESI0! LDAP FE7h Aol ofs Hro]
(o] =
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EEQAEX =eld o+ AL

IOTZAN
1. QRadar API &A HO|X|0f 2OQISHYA|IL.

https://<Console_IP>/api_doc
2. EM EZ|o|M E& APIE OMA|L.
3. [reference_data > /table > /name > GET2E O|SSIHA|L.
4. O|F Oi7iH==2| Zt EE0| LDAP HEE XN&ESHY| Qs 2ot Hx H0|F MOl 0|F

ot MEsl 272 S=SHAIR.

mjo
o

AoM =7tet HiolEf7t S8 22 ZEo| 2|HELC

LDAP H|O|E| ALo|E0| SHsl= & =M
QRadar0l A A= HO|Z20| LDAP AMH2| CI0|E{Z MESIEE IBM QRadar &% HO|E 7HH27|
- LDAP ¥2 A3 S0 0| CIO|E{2 AIRSI0] O[HIE 28 ZME 4 YALICH

Qo

of E{23 HE

LDAP MHE Z&st1 H0[E{7} &X E|0|20] F7t=|H ReferenceDataUpdated O|HIETL E2|HE
LICH &= M B0 A48 TTL(Time-To-Live) 7|7t0| X1t=|H ReferenceDataExpiry O|HIET}
E2|HELICt ReferenceDataUpdated == ReferenceDataExpiry O|HIE HO|ZE LHOA ZHEIXO| S

gots B2 T 4 UBLCH

A= dolE S MoIM Aol o8 MFE LDAP HO|E{= QRadar & OMHAME AtESHO 728 £
A= 20| AHBY = UAELITH E OHHA= QHA, 21 HI| E= HEHI S HollM HhA
A O
’N

TZA|N

1. 23 H7| > E > TX| > M O[HIE ES ZSEI5HMA|2.

2. E OpgAb A7 Ho|X[olN CHEe 22IEHMAIR

3. O|HIE CiY MEH ciy} MEHE|QI=X| 2oIstn CHE S Z2ISHAAIR

4. HTE ZCo 20| 0|22 YABHMAIL.

5. HIAE 18 220N EHAEES MESIT ARSI E HAE FO| + OI0|28 Z2IBIMAIR.

MEXZE dEist= E HIAEE= LDAP HIOIHE ER%t= X HO0[H S HM HMSt2 = F
Hof| whe2p chELC
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O|EE mf E2|HEE= OHIES HAESIEE SAEA}SLICH

when any of these event properties is the key of the first map
and any of these event properties is the key of the second map
and any of these event properties is the value

in any of these reference map of maps.

0| £2 LDAP &4 PasswordIsExpired’t LDAPtestl &= C|0O|Ef S2IM9| UIDO| CHSH true
2 YO|0|EL[= &S ReferenceDataExpiry O|HIE HO|ZEE HAESIEE FMEILICH

Rule Wizard o=

a Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | All |Z| Export as Building Block

when the local network is one of the following networks

when the destination network is one of the following networks
when the IP protocol is one of the following protocols

when the Event Payload contains this string

when the source port is one of the following ports

when the destination port is one of the following ports

when the local port is one of the following ports

when the remote port is one of the following ports

when the source IP is one of the following IP addresses

when the destination IP is one of the following IP addresses
rhan the | Al 1D n £ the £all PV | =] d

[l »

VOOOOOO0OO00

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Apply LDAP_PwdExpired on events which are detected by the | Local B system

Q2 and when any of outer key (custom) is the key of the first map and any of inner_key (custom) is the key of the second map and
any of LDAPvalue (custom) is the value in any of LDAPtest1

Please select any groups you would like this rule to be a member of:
oo Anomaly
23 [[] Asset Reconciliation Exclusion
3 [[] Authentication
2 [ otnet
) [ ratennry Definitinne

[m] »

Notes (Enter your notes about this rule)
Checks if passwordlsExpired=true is updated for any UID in the LDAPtest1 reference map of maps.

<< Back Next == Finish Cancel

O] O|HIE EY HIAEE AESIH 2If 7| Hm ¥ol 7)), R 7|(F Hw ol 7|) & &
Lo thigt AFEAE Fo| o|HIE EME Hdsfiof &LICE tHE HFME &= HO|E 7HH27]
m]

)T o= —10

;
- LDAP 0| example.com@ LDAP MEO|A H|ZHSIH 2tz El ALEXt0| Cist §EE 7tHQ

200 UBA ¥ AEXt QA



EE Y= ASLICE

Add a New LDAP Configuration

LDAP Configuration LDAP Attribute Mapping Reference Configuration
D New
i Idap://idap.example.com
Base DN dc=example,dc=com
Filter uid=* Sample LDAP is displayed here after you test your connection

Attribute List =
‘ password|sExpired ‘

Username

admin
Easshord (TZTITTTITY}
e (IR
QF 7
0| £40l= & LDAP ?M ®el 712 DN 3 EH TS0 XIFE LDAP ol &3
&l OIO|E{7F ZEE|0] UELICH AL8XE He| O|HIE EH9| regex= L2 RAIE = U
SLCt.
(uid=(.*?),dc=example,dc=com)
Lh& 3|
o E4oll= DAP 7d HolM £4 ZEof X|ZE LDAP EEof =z HlojE 7t
EoIE|0f JASLICE O] HEOM &4 EHS A8 = USFLICH ALEXF Fo| OHIE £
M9 regexe= LI FAFE == UGLICL
(passwordIsExpired)
gt me

o] EMoll= 2t AFEXIof| CHEt passwordIsExpired LDAP £-40i| CHslH ZMEl o|O|E{ 7t
EAHE|0f UJSLICE AMEXF Yol O|HIE E49| regex= LIS RAIE &= UAFLIC

(\['true'\])

AEX Ho| O|HIE EMof cHet XtMISt HE = IBM QRadar SIEM AHEXF QLA L LHE

8 A= O|0o|E| 7}M27| - LDAP

s &
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AR Hel o|HIE Fof CHet XtMgt @E= IBM QRadar SIEM AFEXF QHLHIMC| LHES &H=E
Al
=]

f% 01| LDAP MHE EZSD AL8Xp7E &AM X H|0|E SM0| YOO|EEH AEX E0|

23 EfA3:

196 HOIX|o| FLDAP &4 Wm %7}
Hole X1siLt A% Elo|20] gt 7|2 MEE 2 UALICH
196 HoIX|o| [&EZ= Hlojef T4 %7h
A% 74 @S AR30 LDAP GOl XM&sty| 9Ist &% HlolE Hol2e MEeict,
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Machine Learning AnalyticsML) ¥2 7|A ot& 240 tist 4 AHO|AE FIH6H QRadar User

Behavior Analytics(UBA) ¥ % QRadar AIARIQ| 7|52 &&EELICL. Machine Learning Analytics

74 AO|AE MESHE o= ZRATYS SO AFSXAF ARAME oiet =7tHel SEE s + UsH
S o

EN
Ch. ML 2 Sdil HEHI| U= AFEXtS| of & HLmE

- o

Z9: UBA ¢ 8! ML 42 Mx|s}7| Fo| IBM QRadar V7.2.8 O|AS MX|siof BfL|LCt.

S AHet:

« X320 UBA &2 #dot 6F F[0| Machine Learning Analytics 882 A2 HHFSt= A
O Z&LICL o] CHY| 7[ZtE Sl ALEXE 91T 1Y Z2MAS Y = U= SES AZH0|

UBA o ®MSELIct.
- HH2 720iCt YO[O|EELICE Ol= Machine Learning Analytics HO|A Z[Z22| @I&Tt ALEXE
£ ZLIESH| gt AL
* QRadar Console2 WA AtEL £ U= HE2|Q AS HBHLICH ML OiE2|A|0|Md HX| =2
71 82 QRadar0M oIz OHZE|AO|MECE HRIIL U= H22| dS 7|2 gLl
- ML OiZ2|A[0|HE HX|5t= o Rt 2[4 A8 7tst H22|= QRadar ConsoledAl= 2GB
0|1 OEZ|AHO|M L=0|ME 5GBYLICE
- ML YoM Z2LE{St= AFAF == ML ¥ HX| 27|12t £& Machine Learning =0i 2}
2tEHLIC. 2= Machine Learning &40 2|8 EL[E{E|= X ALK == Machine
Learning &% 37(9| GBY 50082 AFEXIQILICL O|E S0, 2GB= 2|t 100082 AtEAt
7t € £ A1 50GB= A 2500082 AHEAtZE E £ JASLICE
« A8 TtsT o222l o= 2l AX|7t AmE & ASLICH O] A2 CHE oiZ2(7|0]M0|
MX| =M OHZ2|A0|M| AR 7tST HIEE| 37|17t E0{E Z0 Ydg = JUSLICH

Machine Learning Analytics®| 22{Zl EXH

Machine Learning Analytics ¥0l= 2% 2+ & 5 LT ZHHO| ASLIC

Machine Learning Analytics ¥0l= CHEat 22 el 2HFO0| ASLICH

* Machine Learning %0{M Machine Learning &Ef MM0| 21 HAXIE BEAY = JAFLICE F
7t HEE= 234 mo|X|2| FCHA|ZE0|M Machine Learning 4 AEi7} Z1E HAg o LHES
HZSIMAIL.

« AME s |EE|°| REo=z Qe X7t dmje 5= ASLICE O é%% o2 Jiel CHE Aol

o|0] HX|=l0f A ML 40| At8g += U= HZ2[7} 10GB DO|HZ Hot A= HR0| 128GB
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Machine Learning Analytics ¢ Ax]|e| MH=Z

Machine Learning Analytics & HX|517| O TFALS SFSH=X| 2QISHIAIL.
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Machine Learning Analytics & HX[otHH HA L3 AA” FASE £F
Analytics(UBA) ¥S TA| 2%| 5! F4slioF gLt

FH8x Hx 27

AAE HEE| « Z&: 64GB

- ¥ LE:5GB

IBM QRadar H# V7.2.8 O|At
Sense DSM DSM RPM IS MX|SHMAL.
UBA « UBA V3.1.0 ¥2 MX|StMAIL.

« UBA HEZ2 FHSIMAL.

< A2XH M ®E 225t UBA CHAIEEZL AF8Xt HIO|HE Egsta
2l

+ZOZ IBM Sense DSM x|

UBA ¥ 3 Machine Learning Analytics &2 CtZ IBM Sense DSM IS AFE3H0{ QRadar0|
ArEAL e He B! QEHAE FIbeiL|C

e V7.2.82] Z<2: DSM-IBMSense-7.2-20180814101121.noarch.rpm

¢ QRadar V7.3.1 O|A&2e| HL: DSM-IBMSense-7.3-20180814141146.noarch.rpm

Hgtatet: DSM(Device Support Module) &X| MHE= QRadar0llA X=X &LICEH
1. DSM RPM I}2E QRadar Consolelf| SAISHYAIL,

2. SSHE A85I0 root AFEAIZ QRadar 2AEO0| ZIQISHYAIL.

3. LCI2ZEo ool = CIHMEZ|Z 0|SoHAlIL.
4. O3

rpm -Uvh <rpm_filename>

#a| oM 1g > HA 7Y HiXIE 22EHHAIL.

S

H1: UBA o X X -0l cHet XIAAE2 IBM Knowledge CenterOfl U&LICEH

EjA 3.

re
i

19 HO|X|2| [User Behavior Analytics 2 AX[J
IBM QRadar &% 2| =71E A5t QRadar Consoled| 2T & O}F}0|HE FZEstD MX|
rL(C
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30 H[Oo|X|e] [FUBA 4% T4
IBM QRadar User Behavior Analytics(UBA) 20X TEHE H2{H UBA OiEZ2|AH|0|M EHE ¢
Adfof erL|Ct.

Machine Learning Analytics 9 %]

23 ZHE[XtolA UBA ¥ HX[Sh 20| Machine Learning Analytics Y& HX[SHUAI2.

AlEfeh7| Hof

Machine Learning Analytics & HXIE @[¢ HHEAUE ZF A=/=X] SHQISHIAL.

0] EjA3 MH
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User Behavior Analytics(UBA) & v2.1.0 O|&& HX

OHES A A

|et =0l Machine Learning &% HH|0|X|0i| A
Machine Learning Analytics 2 HAX[g = JU&LICL

OTZAN
1. #e2| dHS AL,
« IBM QRadar V7.3.0 O|Sl0lA= 2| B2 S2ISHAIL.

« IBM QRadar V7.3.10|&0|A= B O 5&(
AAQ.
2. Machine Learning 8% O}0|22 2&/6
+ QRadar V7.3.0 == O|™ HEOME=
SEI5HMAI2.

* QRadar 7.3.1 Ol HTOM= A > AEX £4 > Machine Learning 282 2&
2.

2132 > ME%X} 2M > Machine Learning 8™ S

O}

t

>
>

User Analytics

S, 8 E

IBA Seftings Machine Learning Help and Support
Settings
3. Machine Learning &% HO[X|0i|A ML ¥ EX|E S=oHHAIL.

4. ZEIZEOM OIE 22510 HS LASHHAL. ML ¥ 2X5t= o R 20| ZELICHL
Ct2of LgHst xHd

= 1 d

X7t AZEH ML R2 AHO|AE AERZE dFY = 8 NMFES 2= + USLILL
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Machine Learning Analytics ¥ ¢4Jzjo|=

Machine Learning &% H[O|X|0q{ Machine Learning Analytics Y2 YI2|0|=E3HAIL.
AESE7| Hofl

ML v2.2.00] E&tEl UBARE I 0|E ZZAX7} P&LICE Machine Learning ¥2 UBA
2 S Xts Ye2l|o|=EL|Ct User Behavior Analytics(UBA) 2 AX|StAHLE 20|38t =0
Machine Learning &% HO|X|0{A] 7|& Machine Learning Analytics ¢S ¥I2[0|=EE £ UL
L|Ct.

F9]: Machine Learning Analytics(ML) 4 V2.0.00] HX|=0] {11 UBA S Z HETC=ZE 1
20|ESt= 82, QRadar % 22| X0 A Machine Learning Analytics Y= *e*ﬂ MAHBEX| DF&A]
Q. =& 22|Xtoll M Machine Learning Analytics 242 X HM7Hst2{n stH ML o dAX|ofM ZH|
PEe o~ ASLIC

A\

o= T
FH11: Machine Learning Analytics & V2.1.0 O[3[0iA ¥2|0|=E38t= F2 2t ALt 2449| HX|
O|HIEQS| &%t 40| X Machine Learning 7|2zt = YJO|0|EEL|CE
OT2AN
1. 22| 482 YA,

IBM QRadar V7.3.0 O|StO|A= 22| B2 SEISHAIL.

* IBM QRadar V7.3.10| &0l A= BHH 0 (
AMA L.
2. Machine Learning &% O}0|22 ZEISIMA|2.
* QRadar V7.3.0 = O™ HHMUM= &3 > MEX 24 > Machine Learning 23S
a2,
* QRadar 7.3.1 0|4 HTOM= ¥ > MEX 24 > Machine Learning H%
2.

o
iy
-
of
=
Rl

User Analytics

& & E
LIBA Seftings Machine Learning Help and Support
Settings

3. Machine Learning 2% HO[X[0A ML ¥ &I|0|EE 2=6HAIL.
4. ZEZENM oS 2=otAI2. ML Y2 ¢220|=st= o R 20| ZELICL

5. Yd0|=7t tEE[H D LETE CHAl AJZHELICE
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Machine Learning Analytics & 4

Machine Learning Analytics #0|A YEE 22{™ Machine Learning Analytics 0fZ2[AH|0|4 &
HE F88H0F gLt

=ME 740t UBA CHAIZEO| stESet ArgXte] dA & (&5 E) €5

Fu: HFEES FE5ALE +Fe 20| Ho[HE &SR x£7] ZES LESHD AREX0| Chet X7
A 2
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ZQAre: V22.058E ZX| O[HIES| 2™ Zio| Ciet 7|2Zt0] HAZIJASLICEH M 7[22H0] o|H 7|2
ZfECH BO| 27| W20 A 7|220| 7|& J|2Z0|Lt O|FHo| ™ot g2 AMELICE
T2 AN
1. 22| AHE HMAIL.
e IBM QRadar V7.3.0 O[S0 = 22| 2 SISHMAIL.

« IBM QRadar V7.3.10[40| M= BHH O 4(
AMA2.
2. Machine Learning &% O}0|22 Z25IMA|2.
* QRadar V7.3.0 £= O™ HFOM= E2HQ > AHX} M > Machine Learning 2%
2 2E5HA.
* QRadar 7.3.1 0|4 HFO|M= ¥ > ALK} 24 > Machine Learning &%
Q.

3. Machine Learning &% HO|X[0|M & E#FS SESHAIL.

mjo
iy

2/SHIA

4. ME = 22N & €3 24E AMUAML

FRAI: ZA0M RS MYsieiH 72 St CIO|E{7L AF8 JhsdHlioF gL

5. AEXt MIRAR HOIX|Of i BEA|l HE2 ALEX MEAE HO[X|0] & €3 JHTE HA|
SI=E J[2Hez Aoz HAFELILE AMEXt MFARY HO|X|0| & &S J2ZE HAlS
HoHH Hets SEGHAL.
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6. HXl OIHIES oI gt TEO| HX| O|HIET EE[HE=E 2 A /dYd H+E 52 2
|1E YA, 7|282 5L

7. fld 2ol 3UIE Y H Ts ALz HAFSHIAR. AELZ HFET J[2 Y o
2l )7F SoiELICE O Q= Thed] AFEXIL oflah ZHS0M B0t AFEO[ OfL

Bl
S0 Hojh Mol ofs EHEELICE

27zt ZE0 7[A &5 &n2EF0| H|EHY OJHES E2|AHst| Tl A2[dH
A

HoHAIR. 7222 60YLILt.
PSS
o

10. SM. 12 AM T
HE &2 £ USLICEL AQL X322 A2t TEZSHH M ARl AFEXL Lt 2M RAES
£ £ USLICH FHE NESH| 3| HIAEEZ 22/606] QRadarMlA X AQL =3
E A |

ZRARE: AQL TEIZ £FeHH 40| J|Z DU 262X ge DUR EAIFD CHA| Uc
SILICE ChAl WESH of Hals AlZte £FE TE(o| oo 2IHEl lole o o2t ChaL
Ct.

S wt SN ASA ZE X NES TEZY 4 ABLICL

EX 23 AA HEQZ 0|
2 OHE H=SHHAIR.
* REFERENCESETCONTAINS('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)

XtMlet ME = Ariel Query LanguageE &ZESHUAIR.

1. 74 RS SUstAlL.
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To

T
1! 0_;."__ 0
% 0%

Ho

DA

tal Activity Track a user's general activity by time and create a model for the predicted weekly behavior pattems._ If the user's activity
deviates from the leamed behavior, it is deemed suspicious and a Sense Event is generated to increase the user's risk score.
MNote: Seven days of data are required for the analytic to generate a2 model and run.

Total Activity Jantg. an2t B
150

Risk Value of Sense Event [ 0 - 10000, integer |

5
. [' B Enable to scale risk value by a factor of 1 to 10 based on
B the deviation from normal activity.
® Actsal @ Learned Confidence level to trigger anomaly [0 -1, float ]
0.99
() Show graph on User
Details page Data Retention Period [ 0 - 3600 , integer ]
60
Advanced Search Filter (optional) [ AQL query ]
LOGSOURCETYPENAME(devicetype) = 'Linux OS'
Important: Modifying a filter causes Machine Leaming to re-ingest data and build a new model.
= AX|S ol d Sh= 2| A A
OHE st x7| HES YESH= O A 1AI2H0] ZE £ JASLICH
o o A =]
ORHIRE TE AN M 74
o o A SEA < (=) = > (=)
OFRHIRE & AT 7|4 && 242 TS UBA CHAIEEO0 2f ALEXI0| CHet or2Ht
A f=3 St A A
S MEES EAE = AsUIC

X

1. 2] 2382 uAR.

2. Machine Learning 8% O}0|22 Z2/d}

IBM QRadar V7.3.0 O|StoflAM= 2| S ZEISHHAIL.

IBM QRadar V7.3.10| 40X = B 0| &(
AAIR.

= =
QRadar V7.3.0 ££ O™ HTO|M= E&
2 ZEHHAR.
QRadar 7.3.1 O|& HEOM= ¥ > MEX M > Machine Learning H™ S Z2I5tHA|
2,

re
%

ALKt M > Machine Learning &%

ke
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3. Machine Learning &% HO|X[0f|A H[FY OIRHIZE TE A=E SEOHAIL.

4. M8 £ 22siM HIFY OrRHIRE & A B2Mg HAYAL.
St AI2-0M UBA HHZXES Ar2o=z HHEHS = 7Y 29| Co|E{ 7t A0{OF LCt.

5. AEX MEARE Ho|X|of J2T BEA| HE2 J[EXH2Z AN AU

O
- AA
S Al JZE AMEX MEAY HO[X[of EAISHH M2 2

—

o —

FOTHC

SLICh HZd OtRHI2E H
=

6. HXl OIHIES] oI gt TEO| HX| O|HET EB[HE= R ALY /dd H+E 52 2

£ YA, 7|2a2 5/LIC.
&

7. 9l ol 3UIE Y TEE AR HAFSHIAR. A8L2 HFET J= Y o
211 - 10 Hel)Z7t SiELICE 0] 2 TEd| AFEXIIL oY AS0A B0t AFAO| OfL
2t AFEXAR7 ofle S SHojt FEof ofs EHEELICE

8. HIEY Eg|A [zt ZEof 7|4 o5 2102|E0| H|EY oHIES E2|AH3E7| Hof| L[
Of o= HEES YHMHAR. 7[242 0.99LICE.

9. HlolH EZE JIzt 2=of 2 HO|HE MFse = 2 +E HTSHHAR. 7282 60YLICh
Hlo|E{2| X} otz B w2 0(F)2z 2FSHAR

o
o L
10. Sd: 15 #M 2 oM AQL EHE FI15t0 QRadar®ilM &4 Z2|0| AHE3H= C|0]

S
B2 B8 4 ABLICL AQL T3S ALBSI0] TE{YSHH 24 thyQl AFBR 4Lt 24 |32
Y & ABLICH PHS MTE| HMo| X3 HAEES 22/610] QRadardlM FH AQL Z2]
S Mol X3S PESD AUES HelY 2 ABLIC

EX 20 4AA UESRZ 0|5 Es= &3 AMEXIL EgE X HMEE THIY = JUSLICH
CIE OIME EZSHYAIL.
* REFERENCESETCONTAINS('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16"', sourceip)

XMt @2 = Ariel Query LanguageE EZSHYAIL.

11. 74 M¥2 2=ERAL.
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Abnormal Outbound Maonitors outbound traffic usage for each user and alerts on abnormal behavior. When the actual number of transfer attempts
Transfer Attempts exceeds the model's predicted number, a Sense Event is generated to increase the user's risk score. Note: Seven days of data I)
are required for the analytic to generate a model and run.

[=] Transfer dnd-Juns i

Risk Value of Sense Event [ 0 - 10000 , integer ]
5

10 @ x ) Enable to scale risk value by a factor of 1to 10 based on
2 the deviation fram normal activity.

Confidence level to trigger anomaly [0 - 1, float ]

® Acual @ Learned

0.99
@ Show graph on User Data Retention Period [ 0 - 3600, integer ]
Details page 60

Advanced Search Filter (optional) [ AQL query ]

LOGSOURCETYPENAME (devicetype) = 'Linux OS5’ Test Query

Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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REFERENCESETCONTAINS (' Important People', username)

LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')
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e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
XtMst ME= Ariel Query LanguageS HZESHIAIL.
12. 78 XNBS SEGHAL.
Activity by Category Track a user's activity per high-level category in time and create a model for the predicted weekly behavior pattemns. If the user's

activity pattern (per category) deviates from the leamed behavior. it is deemed suspicious and a Sense Event is generated to
increase the user's risk score. Note: Seven days of data are required for the analytic to generate a model and run.

User Activity by Category A3, 200PM W
7“““ @ Actual . .
Anomaly Detected ® Leamed Risk Value of Sense Event [ 0 - 10000 , integer |
S csrhdence -
Actuak 100
earmed 10

1

Enable to scale risk value by a factor of 1 to 10 based on
the deviation from normal activity.

o

Confidence level to trigger anomaly [0 -1, float ]

Show graph on User 0.99

oetals page Categories to track (2]
Access Application
Audit Authentication
Control System DOS
Exploit Flow
Malware Policy
Potential Exploit Recon
Risk SIM Audit
Suspicious Activity Sysiem
Unknown User Defined
Data Retention Period [ 0 - 3600 , integer ]
60
Advanced Search Filter (optional) [ AQL query ]
LOGSOURCETYPENAME(devicetype) = 'Linus OS'
Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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¥ 20 42, YEYA 0|2 == SN NBXIF BUE YX HES TEYY & YsLch
2 oHE QEOP;IAIEE.
REFERENCESETCONTAINS (' Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16"', sourceip)

oam

XtMlet ME = Ariel Query LanguageE &ZESHUAIL.
11. 74 M¥S S=eHAL.

Risk Posture Track a user's risky activity by the rate of sense events generated and create a baseline model If the user's risky activity
deviates from the baseline, it is deemed suspicious and a sense event is generated to increase the user's overall risk score. ()

Risk Posture Decis-Dec2r M

Risk Value of Sense Event [ 0 - 10000 , integer |

5
Enable to scale risk value by a factor of 1 to 10 based on
the deviation from normal activity.
® rausl @ Leamed Confidence level to trigger anomaly [0 - 1, float ]
() Show graph on User 0.99

Details page
Data Retention Period [ 0 - 3600 , integer ]

60

Advanced Search Filter (optional) [ AQL query |

LOGSOURCETYPENAME(devicetype) = 'Linus 0%’ Test Query

Important: Modifying a filter causes Machine Leamning to re-ingest data and build a new model.
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* REFERENCESETCONTAINS('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16"', sourceip)
XMt &= Ariel Query LanguageS EZASHIYA|IL.
11. 74 NHEE SR,

Abnormal Volume of Manitors external domain data usage for each user and alerts on abnormal behavior. When the actual number of external domain data
Data to External usag.e exceeds the model's predicted number, 2 Sense Event is generated to increase the user's nsk score. Note: Seven days of data are
Domains required for the analytic to generate a model and run.

Abnormal Volume of Data to External Domains

Sep5-Sep6 M Risk Value of Sense Event [ 0 - 10000 , integer ]
60.08

[~
e

Anomaly Detected
Dec 16, 1:00 AM
50% confidence
Actual: 50.0 bytes
Learned: 15.0 bytes

40.08 Enable to scale risk value by a factor of 1 to 10 based on the

deviation from normal activity.

Confidence level to trigger anomaly [ 0 -1, float ]

0.08
099
:Jn__. 15 Dec 15 Dec 16 Data Retention Period [ 0 - 3600, integer ]
® Actual @ Learned 60
yShow graph on User Advanced Search Filter {optional) [ AQL query ]

Details page
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* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.6/16"', sourceip)

XtMlet ME = Ariel Query LanguageE &ZESHUAIR.

1. 28 NES S,
Activity Distribution For each user, learn behavior clusters that represent groups of similar activity (similar low-level categories of QRadar). Search
for deviations from the normal distribution of these clusters over time. Malicious behavior can manifest as changes in the @

distribution of a user's behavior cluster; that is, the user's activities begin to deviate from his customary activities. Similar
activities are represented by the same colors for all users.

Activity Distribution
Risk Value of Sense Event [ 0 - 100, integer ]

5

Enable to scale risk value by a factor of 1 to 10 based on
the deviation from normal activity.

Confidence level to trigger anomaly [ 0 - 1, float ]

() Show graph on User 0.99

Details page
Data Retention Period [ 0 - 3600 , integer |

60

Advanced Search Filter (optional) [ AQL query ]
LOGSOURCETYPENAME(devicetype) = 'Linus OS' Test Query

Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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12.

QA AQL LEIS £MotH 2A0| J|E U2 SHI2X 42 DUR EAED CHA 8C
£ =B HE L =

o
g ZEo| 23 2|HE= Ho[E fof w2t CHEL

EY 20 AA UESRZ 0|5 Es= &3 AMEXI ZgE X HMEE THZY & JUSLICH
= OXE =oAL,
REFERENCESETCONTAINS (' Important People’', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16"', sourceip)

XtMlet @E &= Ariel Query LanguageE EZERSHIAIR.

Y NS FHINL.

Defined Peer Group Users are grouped and analyzed based on the "Group by" field. If a user's current behavior is significantly different from the
user's defined group, it is deemed suspicious and a Sense Event is generated to increase the user's risk score. Note: You ()
must have a minimum of two defined groups that each contains 5 or more users. If you change the group selection, a new
model needs to be constructed. A significant amount of time and computer resources are required to complete the model
creation. It is not recommended to change this value frequenthy.

Defined Peer Group: Job Title May 11 - May 7 @
100 Risk Value of Sense Event [ 0 - 100, integer ]
. 5
’ e :
) — T May 16 BL0AM .
- Anamaly Detected Enable to scale risk value by a factor of 1 to 10 based on
£ oso Daviation from peer group: 74% = R
= 90% confidence the deviation from normal activity.
é; 0.25 Confidence level to trigger anomaly [0 - 1, float ]
. 0.99
Ma May May 15
Data Retention Period [ O - 3600 , integer
Show graph on User ! ger]
Details page B0
Group By
Custom Group H

Advanced Search Filter (optional) [ AQL query |

LOGSOURCETYPENAME(devicetype) = 'Linus OS'| Test Query

Important: Modifying a filter causes Machine Leaming to re-ingest data and build a new model.
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* REFERENCESETCONTAINS('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16"', sourceip)

ol
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Learned Peer Group Identifies users who engage in similar activities and then places them into peer groups. If a user's current peer group is

significantly different from former groups, then a Sense Event is generated to increase the user's risk score. ()
Leamed Peer Group May 10 - May 16 I
1.00 Risk Value of Sense Event [0 - 100 , integer |
5
|Iv'.l\"le{IDﬂM
| Bevation from per grous: 74 (XD Enable to scale risk value by a factor of 1 to 10 based
el proug: @ x nable to scale risk value by a factor of 1 to ase

on the deviation from normal activity.

Confidence level to trigger anomaly [0 -1, float ]

0.99
() Show graph on User
Details page Data Retention Period [ 0 - 3600 , integer ]
60

Advanced Search Filter (optional) [ AQL query |

LOGSOURCETYPENAME(devicetype) = 'Linus OS' Test Query

Important: Modifying a filter causes Machine Leaming to re-ingest data and build a new model.
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Total Activity Aug 29 -Aug30 B
2000
Anomaly Detected
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1500 100% confidence
Actual: 1743
1000 Learned- 6195
500
0
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® Acual @ Learned
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Access p— 3
95 85% confidence M Learned
Actual: 1
Learned S5 Application 2
Sense Authentication o
Feb 24 03:00 06:00 09:00 12:00
I Acrual Il Learned
Exploit
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0
Jun 30 Jul 1 Jul 1 Jui 1
® Acual @ Learned
st=

S SAHE EALL. S32HE 7|4

o
g2y

LICE &A g2 g
HEE LXAYLICE 2
S XE S22AHE B

oelo‘:ll-l_ltl. HH}7|-AH HIEA‘I%

S 49l 3719l 710 St

T2l SrEOIM HIEY 22 WD UX| OMET} MHHASS BEABLICH
oS X JPDOIN 22 AU & YBLICH
. 2} ZRIAE 92 DIPAS 0Ssi0] AN U CISE BS wEels U
By ste|mals ELich
- WL of0|2Z S2Ystol LN WIS XIWELICH

Activity Distribution
1.00

Activity - Aug 26
Predicted: 79%

Actual: 79%
050

Proportion

Top Contributing Categories
SSH Login Failed- 12%
Host Login Failed: 10%
Auth Server Session Clased: 10%

Aug 23 Aug 24 Aug 25 Aug 26

Aug 27

Aug23-Aug29 B

Aug 28 Aug 29
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Learned Peer Group May 17 - May 23 i@ Peers in Group

1.00 Search:
S Name Expected Match ¥  Department ~
8 075 p
4 testuser-10 I soes =
Z k|
4 i
T e — I s
£ May 19 8:00 PM
s Anomaly Detected testuser-12 I sales
2 S _
Eiion fom o oee 1% stsor13 I s
& 99% confidence

tmstuser-14 I sas .
0.00
May 16 May 17 May 18 May 19 May 20 May 21 Showing 110 19 of 10 entries
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Defined Peer Group: Job Title May 13- May 19 & Peers in "Sales Manager"

1.00 Search:

4 '~ Name Risk Score v  Department v

075 May 17 8:00 PM 1eSIuSer-5 362 Sales
Anomaly Detected

Deviation from peer group: 89% Testuser-19 361 Sales
94% confidence

n

testuser-3 343 Sales

testuser-18 34 Sales

Deviation from peer group
o
E

testuser-14 339 Sales

Showing 11to 11 of 11 entries

o
=1

May 14 May 15 May 16 May 17
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Machine Leamning Settings Uninstall ML App

User Analytics Enable
Total Activity Track a user's general activity by time and create a model for the predicted weekly behavior patterns. Ifthe user's
activity deviates from the learned behavior, it is deemed suspicious and a Sense Event is generated to increase

the user's risk score. Note: Seven days of data are required for the analytic to generate a model and run.

Activity by Category Track a user's activity per high-level category in time and create a model for the predicted weekly behavior
patterns. If the user's activity pattern (per category) deviates from the learned behavior, it is deemed suspicious
and a Sense Event is generated to increase the user's risk score. Note: Seven days of data are required for the
analytic to generate a model and run.

Risk Posture Track a user's risky activity by the rate of sense events generated and create a baseline model. If the user's risky
activity deviates from the baseline, it is deemed suspicious and a sense event is generated to increase the user's
overall risk score.

Activity Distribution For each user, learn behavior clusters that represent groups of similar activity (similar low-level categories of
QRadar). Search for deviations from the normal distribution of these clusters over time. Malicious behavior can
manifest as changes in the distribution of a user's behavior cluster; that is, the user's activities begin to deviate
from his customary activities. Similar activities are represented by the same colors for all users.

Defined Peer Group Users are grouped and analyzed based on the "Group by" field. If a user's current behavior is significantly different
from the user's defined group, it is deemed suspicious and a Sense Event is generated to increase the user's risk
score. Note: You must have a minimum of two defined groups that each contains 5 or more users. If you change
the group selection, a new model needs to be constructed. A significant amount of time and computer resources
are required to complete the model creation. It is not recommended to change this value frequently.

Learned Peer Group ldentifies users who engage in similar activities and then places them into peer groups. If a user's current peer
group is significantly different from former groups, then a Sense Event is generated to increase the user's risk
scare.

Configuration
4. BX HH ZEZENM OIE SESHAL.

CHgol $3E T

QRadar Consoledi| CtA| 2215H7| Hof| HeteX FHA|E X[{oF gLt
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Machine Learning Settings

Setting up the Machine LLearning Analytics (ML) App

1. Install and configure the User Behavior Analytics (UBA) app.

2. Verify the UBA app has polled once and that there is user data present.

3. Install proper version of the Machine Learning Analytics app. See the table for matching versions.

4. Return to the Machine Learning Analytics Configuration page to configure the Machine Learning Analytics app.

ML APP Reguirement Checks

Check Current Required Status
QRadar Version 7.2.8 7.2.7+ ©
Security Token Configured Configured @
Available Memory 12 GB 5 GB @
ML App Status Error Running
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. SHIE 915 EZ0| QU0{0F TL|Ct. QRadar ConsoleQ| 22| AXY U= Hot MH[A MMof
AN TMHE QIF EZQ EES 2 £ USLICE

# psql -U qradar -c ‘select id,name,status from installed_application’

£3 ol

id | name | status
_____ T S

1356 | User Analytics | RUNNING
1358 | Machine Learning Analytics | ERROR
1357 | dataimport.ldap.applicationname | RUNNING

3. BE Z£HO|M Machine Learning Analytics®| id 22 &0t 7|SSHMA|IL.

4. <wvalid token> CHLl SHIE Q1F EZES AME0IL <id> il J|=E ID ¢S AMEdiAM O BH
2 At Mmgt Machine Learning WS HX| MAHSHYAIL. # curl -X DELETE -k -H

‘SEC:<valid token>’" https://127.0.0.1/api/gui_app_framework/applications/<id>

Machine Learning & X|#

gui_app_framework APIE AM&3t0{ Machine Learning & H|HSIHHTH CiE THAIE t=ESHYA

2.

1. QRadar Console2 €11 LCtZ 2IX|0A API &A HO|X|E EAMSHUAIL.
https:/ / <host_address_port>/api_doc

2. 7t =2 API AN H39| E0E HYUAI(HZ = QRadar HHO| w2} CHE(G: QR 7.2.89
22 7.0)).

3. /gui_app_framework EHE A LIS /applicationsE ME{SHUAIR.

4. Olmf AFZXH= GET APIO| RU0{0F rL|CE "Ml 27| HFEE 2
SE2 7MY L.

5. 4EHA|] Z1Of|Al Machine Learning AnalyticsE ZMStD application_id £4 2 7HHY
Al2.

6. API EMGHARt SYst 2IX)O|lA /applications HFE ZX|1 /application_id APIE ME

o 3 AN S S2oh

2|sto] MK/l ofZaH ol M

>
b 1o

7. 5EHAIS] OiSE|AH[0|M ID gts et Ciz "ME 2" H=E 2=2I5t0] iE2(A0|8E HA

8. APIO|A OiZ2|AH|0|M0| MAHEUASS LtEtLl= HTTP 204 AEf ZEE 2|ESHOF SrL|Ct.

UBA % Machine Learning 21 3

UBA 3! Machine Learning 21 IIUS A8 EHE i 4+ USLICL
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233 M|O|X|S] [UBAO| CHSH =22

'c‘)l'_ o
0 nUS Y CheRSE 4 YALIC

! X mOo|X|y ol UBA ¥ % Machine Learning 2| 2
.

UBA ¢ 21 m<

docker ZIE|O[LHOA UBA ¥ 21 OIS S22 FESHHE L3 HAE HEHAL.
O

1. UBAE A ZQl QRadar TAEO|A
ZEst 27210] = CIHFEZ|Z 0|SHMAIL.

find /store/docker/v* -name uba.db

3. uba.db 0| A= CIHEZ| FRE SASIYAIL.

HE =0, LIHEEZ 2= H32t 25U
/store/docker/volumes/qapp-1001/uba.db
H7IoM LSS SABHYAIL.
/store/docker/volumes/qapp-1001/

4. 1Al CIAEL| F2E UHStE CfE BES HASHAR.

zip -qr uba_logs.zip <your_path_here>log*

OlE =0, C22t Z&LICE  zip -qr uba_logs.zip /store/docker/volumes/qapp-1001/log*
Machine Learning & 21 It

docker Z4EH|O|LH0|A Machine Learning ¥ 21 MAS £Z2E FESIHH LI HAE MEHA
Q.

1. UBAE Ad &2 QRadar ZAENM o] BE 21 mMAS EoSt=E zip TS ZHH5H7|0f

find /store/docker/v* -name itproot
3. itproot 0| U= CIHEZ| FRE SASHYAL.

HE =0, LIHEZ 2= 3t 25U
/store/docker/volumes/qapp-1003/itproot
70|l M CZE SASHYAIL.
/store/docker/volumes/qapp-1003/

4. 12HAI9| CIAEE| Z2E UAStE Lz BES HHSINUAL.
zip -qr ml_logs.zip <your_path_here>log*
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o€ =0{, Ct32 Z&LIC} zip -qr ml_logs.zip /store/docker/volumes/qapp-1003/log*
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