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W27y 7a—=RNUTROFEHTA VANV TEIENTEET,

fE: VAT ARV X =%y b oYl NTWSE5E, DSM RPM 2 FEITA » A k=)L LT hide
LW ENHY ET,

HFFE: T4 - R —F - EVa—)b (DSM) D7 ¥+ ¥ A h—)liE, QRadar TIEH¥HR—rINT
WEHA,
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« QRadar V7.3.1 PABED54: DSM-1BMSense-7.3-20180814141146.noarch. rpm

RPM 771 )% QRadar 3>V —)IZav¥—L %7,
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rpm -Uvh <rpm_filename>
6. [ FHEhs [BHEHOT 7oA 220w L0%7,
7. THEH)] &EDN»S, TRl > [Web ¥ —E ZADHIAE] (Restart Web Services) | % ERL £9,

UBA 77U THR—bShB TS5 UH—
IBM Security QRadar i DBEEREAE L K BIfET 2720121k, ¥R — bEIRD Web 75 ¥ —%diHT
LRENRDD £,

URDoHEIZ, Y R—bIND Web 779 —DN—Ya vz AMLET,

Web 75 0% — PR-—bEINBZNN-Vay
Mozilla Firefox 452 JEEY R — Mk
Google Chrome AT

i UBA ZERKBRICTEAT 2121, M FOWTNh%2iToTLZE W,

s TIUY—ORy STy T Tav - T S

* QRadar IVY =)D IP 7 RVADLREEINEKRY TT7 v FIZHT 500280055 L51277 Y
Y- R T 5

UBA 77 ) ICEET 300 - V—R-4947
User Behavior Analytics (UBA) 77V LU ML 77V ik, REOO s -V —An6 A XY M &%IF A
NTHAthcE XY,

FEARBNZ, UBA 77V B X ML 7 7Y Tld, =¥ —%%2#t3500 - V—2ADNETT, UBA D
LBt 2=V =P GFEHELEVEAEIE. [UBA OFE] O ARV - F—RELEFE 70— T—XIZ2
— =R WGE, -V —ZE2BLTT7y V2RELET] Fzv o - Ry 2 A28 LT,
UBA 2’7t v b+ 7= —Y—%2MBTEHLL5ICLET, 22—V =¥l TERVWES. UBA
ARV MR EHA,

BEDI—R - r—AB IO/ TE207 - V=2 - X4 FTIZOVWTHFH LK, 51 =YD [7, UBA 7
TVOL—=NVBIOPFa—=rF] 2BBLTLES N,

ESPEiR - 7

30 R—Y D FUBA #E DAL

IBM QRadar User Behavior Analytics (UBA) 7 7'V THEHZZ/RT 5I121E, UBA 77V 75— a v
EEBRTE2LENRDD T,
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2 A VA=W ETVAVRA M=)

User Behavior Analytics 7 7)) D4 VX k=)L

IBM QRadar #EAEDEHY — V&2 HH LT, 77V —ray - 7—HhA 7%EH QRadar IV — )i
Ty Tu—RBXUPA VA= LET,

IR& BHEIIC

16 *—Y® [User Behavior Analytics 7 7Y DA > X b —)VHifesft) 2587 L E T,

HE: 7SV %EA VA M=)LT BHENIZ, IBM QRadar /N AEY — (RAM) Eff:2-LTWE I L %

ALUTLEEW, UBA 7 7VIiZiF, ARV =7V r—Yay - 7=l 1 GB ODZEE AT =N
RBETY, 7TV r—ray - TVl +RREEAEY) =2 RWESAE, UBA 77U DA VA N—)Lidk
LU £7,

CDYRIICDWT

A VA F=)UIE V2.8.0 OZEEINE L, A7V ADMI)H—DL—)IVEED UBA EEDI YTV
Yooy =Tk, IMEAOIGRBEREE ULTA VA=AV ENB LDV ELE, VTV - Ny T—=Y
BT 7ANPTA VAP —VENET, UBA TAT7 2V AZ M) H—F320DMEDH AR L - L—)L
ZIERRT 5 Z & 2B IR L 7285413, UBA EEMK T L ST, [avTyY - RN Tr—YDA VA -
VBELUO Ty TV —N] BZEEEETEET,

HE: 77V EA VAN LB, N2 BERHD £,

KBl AMELLET,

s IRTOWEET 71 LET,

s TIUY—DFywIarIIVT UL, TIUY— U VRUERKIRRALET,

o [2—Y -0 RTZT 7R ALTRRTIBENDHL1—YF—DHEREZ LY Ty T LET, 2D
T TVANDT 7 AMERNPBERZE L —H — - 0= T U T, ATFOMERZE D YL TERERH D £
ER
- =Y
- FT7xVA
- By TITAET A —

IBM Security App Exchange 2267 7V 77— a v XY vu—RU7 6, IBM QRadar fEIRDE LY

—)VEMHALT, QRadar I VY =)V TT7 IV r—vavaEA4 VA=V ET,

FE
1. (&) REEHSET,
« IBM QRadar V7.3.0 AT, [&#| X7%227V vy 2 ULET,

« IBM QRadar V73.1 BIFET, 77 =23y - A0 — (e ) 227 )07 LTH 5, [EH
2V UTEHZ 7 2E £,

2. AT LM > [HEROEH] 270y 27 L0FT,
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3. [THREDEE ] 4> KwT M@ 22Yvy 2L, avY—)WI7y78—KF$% UBA 77VD7T
— A TEERL T,
THIRSIZ A Y AR —=)V] Fzw o - Ry AZEKRL, EM 229y 2L0%7,
Jury7hT, TEEZ] 2ERLUET,
HYE: T TIUNT T4 TR BETIIEDDI 2560850 £3, UBA 7 7UNA VA =X N
2, ATy Ry T —=VR3N I T ITI U RTA VAN —LVINET, TTVDA VA M—IVE
#ix, a7 YD QRadar IZFRREINBWGEEDRH D T,

6. [EH] FE»S [T AT LMK > [RyEH] 22y 2L, AFNORGI 26 LET,
e ENIATTY—
s FuhFIV—
c aA-V-%
* senseValue

7. TEH] BENS. THER] > [$XRTOEEDOT 7oA 22y 2o LET,

f: UBA OA YA R =V I TTHL, DROAVTUY - RNy T =IhA YA b= ENF
ERE

* User Behavior Analytics Access and Authentication 227 >

* User Behavior Analytics Accounts and Privileges 3> 7 >V

* User Behavior Analytics Browsing Behavior I 27 >

* User Behavior Analytics DNS Analyzer 227 >

¢ User Behavior Analytics Endpoint 3> 7 >

* User Behavior Analytics Exfiltration I > 7 2%/

* User Behavior Analytics Geography 2> 7 %

¢ User Behavior Analytics Network Traffic and Attacks 3> 7 >V
* User Behavior Analytics QRadar Network Insights 3> 7 >

* User Behavior Analytics Reconnaissance 27 >/

* User Behavior Analytics Sysmon 327 >V

¢ User Behavior Analytics Threat Intelligence I > 7 >

RDEY XY

s AVAMADET LS, TV r—YavEMATLEIC. 70— Fyvazs VT L,
TIUH— U4 VU ERHFRRLET,

« UBA 77V Da—¥— - m—LiZ2WVT, HROEHREZITVWET,

FSpE S

47 R=TD X7 5 =< v AWHED =D DRI DHERNEI

IBM QRadar User Behavior Analytics (UBA) 7 7V DN 7 4 —< v A% A EIE 572012, IBM

QRadar CTEI[ZHMIZL £,

39 *R—Y® [QRadar UBA 7 7'V DHERDHEEL]

EEA L, IBM QRadar O [2—H— - m—)VEM] EREZHEHALT, 2—Y— - T b EHKRE &

CEHL 9, HHEIX, QRadar UBA 77V DMMAZFAEINTVWEELI—Y — - 0 —)LZx LT,
2= =) R, (A7) R, BX0 (07 727570871 —| REAEWITT 2 BED

HHET,
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UBA 77UDT7 VA4V A M=
IBM QRadar #EROEHY =)L 2 LT, QRadar AV —LAhoT7 T ) r—ravz27 A VA M—
VUET,

B DHIIC

Machine Learning Analytics (ML) 7 7 U WA VY A M —VFEATH 5546, THRHEOEMH] 71 v Fouh
5 UBA 77V a7 VA VYA M—LTBENT, [BMFEHOBRE] X—Y»6 ML 77V %7 V1 VA
— VT ERENRHDET, UBA 77V 2T VA VA M—ILTEEIZ ML 77V Z2HIBRLARWEE, &
X API BRlA VR —T 2 —A05 ML 77 2HIBRT24ENH D £7,

FI&

1.

[MEEL)

REZHE XY,

IBM QRadar V7.3.0 BAEi©, &) X 7%227Vv 7L %7,

« IBM QRadar V7.3.1 BIET, FEFX =Y 3y - Aza— (== ) 22V w2 LTHhe, [HEH]
Vw7 UTEMA TE2BEET,

2.
3.

[PRERDER ] 22 Vv 27 LET,
MPLEDEH] 74 Y R YD [ VA M—)HdA] & 7T, User Behavior Analytics 7 7'V % EHR L

T IyovAV A=) #2Uv 2 LET,

TNV —2avETUVAVAN=LTEE, FOT TV =Y a ViV AT LAROHIBRENES, T
TV r—YavaEfA VA N—ILT A3, BEENTARERH D 9,

4. V2.8.0 LABTlX, UBA 77V RHERT L EEIZ, IFOaYyT Uy - Xy —INRAL VA P—=LEN
9, TV ERBRICHIBRTAI2E, &3 Ty RN b=V T UA VAN LTERENRHD E

j—

User
User
User
User
User
User
User
User
User
User
User

User

Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics
Behavior Analytics

Behavior Analytics

Access and Authentication I > 7 >
Accounts and Privileges I > 7 Y/
Browsing Behavior 37 2%

DNS Analyzer a7 %

Endpoint 2 > 7 Y

Exfiltration 2 > 7 >

Geography a7 2%

Network Traffic and Attacks 3> 7 2%
QRadar Network Insights 27 >
Reconnaissance 327 2V

Sysmon I X7 VY

Threat Intelligence 227 >
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IBM QRadar #EEROEHY =)V Z2FHALCT, 77V 75— arvea7y 77 L—-RULET,

B8 BREIIC

HE: V2.8.0 B5IF AT —frEENMINLE L, 77V%2 7y 77— K93 5H1Z, IBM QRadar »°
BNAEY — (RAM) BZ2HZLUTWE I EEZMHRLTLZEW, UBA 77 VIiE, AEY—DT 7Y
r—=vay - FS—=)UiZ 1 GB DZEEAEY) —=PBETT, 77V r5r—yay - T—=)Ul+pkhEEAEY
=D WIGE, UBA 77VD7 v 77— RNidkBLUEd,

BREMRT I ANRY TV A%E5121F, QRadar VAT LEZLUTRDON—=Y a7y 7L —=RNLTLK X

W,

+ QRadar 7.2.8 /S F 13 (7.2.8.20180529210357) LAKE

+ QRadar 7.3.0 7$v F 7 (7.3.0.20171205025101) BABE

+ QRadar 7.3.1 /Sy F 6 (7.3.1.20180912181210) LAB#

Fg

1. 8] REEZMES £T,
« IBM QRadar V7.3.0 MEiT., [EH] Xx7%22Vv LT,
« IBM QRadar V7.3.1 BAT, S —Yay - A=a— (=== ) 227Uy LThs, [EH)

Vv I LU TCEMRT2HEET,

2. MEROEM] 22V vy 2 LET,

3. THEEDEH] w4 v RoT @) 22Yvy 2L, avyY—WZ7vy78—K$% UBA 77VD7T
—hA TEBEIRLET,

4, a7 T, TEEX] 2BIRUET, TRTCOBFED UBA 7 7VDTF—RIFZFDOE FHFINE
ER

HIE TTVRT VT4 TR ETIIEA PP EGENRDH LT, UBA TTUNT v TT LV —F&
Nz, ATy N IT—=YENY I I RTTy IS —RNEnEd, 7SVDOTv IV
— FE#&IZ, 2¥ 7Y YH QRadar IZRRINBVEEDH D £7,

H: UBA OT v 77V —REMENTETTHE, ROV F oy - Ny r—=In7y 77 —F
nxd,

* User Behavior Analytics Access and Authentication I > 7 >

* User Behavior Analytics Accounts and Privileges 227 >

* User Behavior Analytics Browsing Behavior I > 7 »Y

¢ User Behavior Analytics DNS Analyzer I 27 >

* User Behavior Analytics Endpoint 227 >

* User Behavior Analytics Exfiltration 3> 7 >

¢ User Behavior Analytics Geography 3> 7 %/
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* User Behavior Analytics Network Traffic and Attacks I > 7 >
* User Behavior Analytics QRadar Network Insights 225 >

* User Behavior Analytics Reconnaissance 2> 7 2%/

* User Behavior Analytics Sysmon I 27 >

* User Behavior Analytics Threat Intelligence 2> 7 %

RDEY XY

TYTTV—=FPRET Lo, TV =Y a v EMHTAENC, 70— FyvaksUT L, T
TV — U4 VR ERHFERLET,
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User Behavior Analytics 7 7"') DK

IBM QRadar User Behavior Analytics (UBA) 7 7'V 2T & 2 L5123 5121k, BHFREZRKT 5
BEDRH D 9,

UBA 77V %A VA M—)LT5&, IBM QRadar Reference Data Import LDAP (LDAP) 7 7)) & A ~
Ah—=LENET, 2D LDAP 7 ) AT A L 2 BINT 254, UBA 77V a2y hT7 vy 715
HIZ LDAP 77V 232 B6ERH Y £3, UBA 7 FVMMHHT 55— Xk, LDAP 2T & 0 HiE
INFET, LDAP AL, UBA 77V T —RERET H-OIFHT 22— —DY A MNEEEL £
ER

UBA 77V & LDAP 77V DAz, AMEDFTFA N =2 VBB ETT, Fa b= ik, &7 7V %2k
Y5 EIERTEET,

PFoxy b7y FFRIEEZFEGTLUET,
* Reference Data Import LDAP 7 7)) %%k L £3 (LDAP %M T 254
« UBA 77V ® UBA BEZMEL T

Reference Data Import LDAP 7 7'!) D&k

IBM® QRadar® User Behavior Analytics (UBA) 77V —>av &A1 YA M—)LT 5L, Reference
Data Import - LDAP 77U —>ave A VA= EINETd, LDAP 77V r—>a v zfild 5
&, A—¥— - F—&% LDAP/AD ¥ —N—F721& CSV 7715 QRadar V7 7LV A - F—7
MIZAVHR—= R TEET, 1 VFR—= ENEZVT77 VYA T—=7)X UBA 77V r—>a v CRIAE
. QRadar DMERINL—IVIZHHINEZLEH 0 £7,

B BHIIC

HE: DAfIZAX Y R 718 ® Reference Data Import LDAP 77U &4 Y A b =)L L TWAHH,
UBA 77V DA YA M—)VIHIZE#RINE T, BHFINN—T 3 2D Reference Data Import LDAP
77V RN S M E T,

CDYRIICDODWVWT

F: V77V VR T NVABITBMEICRE LA RAZ LG (H25E) 26T aldk LTI W0,
UBA 77 V%+Xy b7 v 7 g BKIZ, Reference Data Import LDAP 7 7 VU CEK LY 77 LV X - T
—TNVEERU T,

Reference Data Import LDAP 7 7V IZ2WTF L < &, IBM Knowledge Center DIXDX 2 ¥ 3 v %%
KL T 7ZE W, http://www.ibm.com/support/knowledgecenter /en/SS42VS_7.2.8/com.ibm.apps.doc/
c_Qapps_LDAP_intro.html

=3
1. (5] REEME £,
« IBM QRadar V7.3.0 MFiT, [E#H] X7%2 27V v 7 L%7,
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2.

3.

IBM QRadar V7.3.1 BI&ET, FE7r—vay - Aza— (m=m=) 227V v 2L THho, [EH]
27V I UTERR72EET,
Reference Data Import - LDAP] 71 av %2y 2ZLUET,

QRadar V7.3.0 LAgiTlX, 7527 10>1 > Ta—%—4H#1 > [UBA OFE] 22Vv 2L
7,

QRadar 7.3.1 BAETIX., 7705 —=Yayv] > BT —XDA1iHR—Db - LDAP] > [&
By —&Xn+4vHR—h - LDAP] 22Uy 2 LZET,

&l | 22Vv 2 LT, LDAP OFAHY—V A - v—2 v E2EKLET, FFAY—C R h—

VORI RNy 7 AW E T,

a.
b.

Q 0

h.

[Fraf—E2Z0EM] Vo r2%2 o0y oL, [FFad—v2x0Eml 22y 2 ULET,
Y—ERA%] 74 —JLRIZT LDAP EATILET., T LDAP 777 —Ya v 60 APL
EROFETIMHI NG - —TT,

[Z—H—--m—)L] VAIDS [EHH] 2—¥— - o—)L2ERLET,

X2V Fas—- 70774 VART, ZOHFAHV—CLRIZEOYTEHEFa) T 71— -
TaT7 yANVEERLES, X2V T10— - TO 7700 YEY - AH QRadar 1 —H
— A VR—=T 2 —ATTIVRATES 2y NY—IBLns - V—-—AZ2PRELFT,
PEZNAREAST] VA RT, 2O —EZARMREINIZR 2 B Z2 AT 72108 R L £9, AR
FRHAMNPAE LG E&E, THIRZ L) Z2@#RU 9,

Y —CZADEK] 22V vy 2 LET,

ER LIz —EA%2E60T7%2 2 )y 2L, A=a— - N—=0 ERLUEZb—=22] T4 =)L Kp
5=y - AN) VT EERLTCIY-LET,

Y —E A - =2 Ol Ky 2 AT, [h=2V] 74—V RIZHFAY—LX - b—
gy - AN) TR ET,

4. FTvav: TI3AR=L - V=V RHER T 7 ANV EZEMTEIZE. [771VDERB] 27V w0
U, Y R=rEhBd 771 VvEeEE, A=V 270w LT 7y 7ua—K] 22Uy 7L ZF
I, YR=bENBT7 71 X1 TX .pem TT,

5.

[OK| 227 Vv 27 UET,
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6.

Configure Authorized Service Token

Enter a valid QRadar authorized service token

Token

Manage Authorized Senvices

To add a private root CA, upload a .pem file.
Private Root CA

Browse files...

®upload

[Reference Data Import (LDAP)] 7 7VDAA Y - U1 RUT, [A4VKR—hD@EM] 227 v
JUET, LW LDAP BB X4 T70u2 - Ry 7 ADME£7,
[LDAP #p] % 7C, LDAP ¥ —N—O#EflEREZEMLU T, 710X —] 74— FITIZ,
Active Directory DEMEAEHBIRIZINDAENET,
a. ldap:// F7-1% ldaps:// (TLS D¥4) THE5 URL % [LDAP URL] 71—V RIZAHLZE
ER
b. [#AK DNJ 74— FiZ, LDAP 714V Z hY— V=T, ¥Y—N=Pa—¥—-DHE%
FIAT NERA Vb2 AT LUET, HIZIX, LDAP ¥ — /=2 R A1~ example.com 1Z& % 55
ZlE. ARZMHTE £9, dc=example,dc=com
¢ [74NWZ—] 74—=0VRIZ, VI77VV A T—=TIIAVR=—bEINET—R%2V - T 57
DIZHEHATS 1 DF-IFEROEMNZ AT UE T, #l: cn=+; uid=*x; sn=+, LARDFT 7 4 )L ME
I3 Active Directory THBEL £3, (&(sAMAccountName=+) (samAccountType=805306368))
d. 2—¥—%] 74—V NIZ, LDAP ¥ —N—0OFiFiZHIN 21—V —%%2 AN L ET,
e. [NWRAT—=NK] 74 —=J)LRIZ, LDAP ¥—N—DRAT—=RKZAHDLFT,
MEEfeD T A b 721k IkR~) 22 Y v 2 LT, IBM QRadar »* LDAP ¥ — N—IZHHTE 52
CERMRL T, AT U241 LDAP ¥ — =25 OEHA [LDAP ikl & 7123k
RINFET,
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Add a New LDAP Configuration

LDAP Configuration

Enter the LDAP server information. Use proper filter to retrieve the LDAR attributes you want. Click Test Connection or MNext to get the LDAP
attributes from LDAP server.

LDAP URL

Base DN

A sample LDAP will appear after you testthe connection.

Filter (objectClass=person)

Username

Password

| Test Connection |

9. TEMEDER (Select Attributes)] % 7T, LDAP ¥ —N—nSHilid 2@ L ERL £, DIFD
7 7 4 )V MEIE Active Directory THREL £,

userPrincipalName,cn,sn,telephoneNumber,1,co,department,displayName,mail,title

LDAP Configuration Select Attributes Aftribute Mapping Reference Configuration Polling Interval

Selectthe attributes to extract from the LDAP server. By default, the attributes are sorted by the Extract column. Suggested attributes are marked
with an asterisk (*).

L

‘ - LDAP attributes discovered: 7

#

Extract LDAP Attribute Sample
S0EN Zadulemaraedeth mer= i
gidNumber 6000
homeDirectory /home/Zadulemaraedeth more
loginShell Jbin/bash
objectClass account mere
* uid Zadulemaraedeth more
uidumber 81 more

10. AF>vav: @y 27T, VI7LV VA - T—TLDF—%2KELET,

by bh: LW LDAP 7 4 =)V RZ2MERRT S0k, B 220y 2L, 2 DOEEE2EELE
T, HlZIE, MOEXEMHTE X3, "Last: {In}, First: {fn}"

Y bh: LDAP T—XE2EEDOY —ADSFE—D) 77V VA - T—=T WIS —IT 5581k, HA
RLRZEMEHLT, V—RZE L DFA 4R 2> LDAP @tz XAlcE £,
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LDAP Configuration Select Attributes Attribute Mapping Refarence Configuration Polling Interval

Setthe key for the reference table. The key should uniquely identify the LDAP users. Attributes can also be renamed.
Optional: New LDAP fields can be created by combining attributes. For example: "{domain}{cn}”.
LDAP Attribute () Alias (1) Key (O
o TESTING-UID @) z
ex: Zadulemaraedeth
objectClass
) OBJECTION @)
ex: account
loginShell )
Login =
ex: lin/bash g O b
uidMumber
uiD O
ex: 81
gidNumber
I ex: G000 GIDNum O |
homeDirectory 3
HomeDir
ex: home/Zadulemaraedeth O
cn P T, ~ i

11. V77V AR X 7T, LDAP T—X2BMMT2H LWV Yy 7DV 77 L VA - v TEERK

TE5), BIFEOYy 7OV T 7L VA -3 TE2EELET,

a. V77V VA -F—=TN] 74—=LFRIZ. ILWI T 7L VA - FT—=TLO&LHETZ AN LET,
HDHWNE, LDAP T—X ZEBINTA3MEDOD) 77 L VA - T—T)VDOLHTI 2V A M SEMU F
j—o

b. Ty b OIYTOERK] Fzvl Ry 2R, TIANMNTESHIZENLTVET, ZOF =
W R I ABERCITEE, T—EBRYVT7 L VA -y b Txr—<v hTEEINE-
&, QRadar OMBEIPWEINET T, N7 4=V RIHET IR O T,

c. [fFEflEfE) o2y aiz, 97DV I77 LV VA -y TIITF—REMREET M2 EHEL £
T, T7ZANNTIE, BIIULZT—RIZEMPRIED D A, FhHEOME2ER 2L,
ReferenceDataExpiry £ XY MIS MU H—INET,

H: B FEORYy 7OV 77 LV A -y ST —XE2EBNT 2548, 77V 75— a VIZxoEs
BN A—R—%HLET, THoDNNTA—R—Z, V77 VLV AMK] 27 TlEA—N
— 14 RTEEHA,

LDAP Configuration Select Attributes Aftribute Mapping Reference Configuration Polling Interval

Enter a new reference table name or select an existing reference table.
Reference table Test-LDARP Test-LDARP -

Generate map of sets |:|
Time to live (YY:MM:DD:hh:mm:ss)

+ | 0 | -+ O -+ = E] O3 ] - 10 -+ 0O
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12. [R—=V>2 (Polling)] X7 T, 77V —>ard LDAP ¥—N—ZHLTTF—XDKE=-) v
EITOMEEZERLET,
a. [R=V2ZRE ()] 74—V KiZ, 7797 —=>avh LDAP U —AN"— 2L TTF—X DK
— VT ERITOME () EEHELET,

H: R—V VI EREOB/MEIX 120 T, A=V v 7lEge LT¥uz2 ANT5I b cE%
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LDAP Configuration Select Attributes Affribute Mapping Reference Configuration Polling Interval

Enter a polling interval to retrieve your LDAP data. Enter "0” (zero) for manual polling.

Polling interval in minutes 120

Record retrieval limit 1000

Paged results

Mote: Mot all servers support paged results.
See RFCZ2E96 for details.
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Content Package Settings

Install and upgrade UBA content packages
Content packages include rules, custom properties, and reference data for use cases.
Important: If the content packages are not installed, you must create your own rules to trigger Sense Events.
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Application Settings

Risk threshold

Dynamic ~  Current threshold value is 1330.

Dynamic threshold (used as the amount of standard deviation) [> 0]

40 Value
Generate an offense for high risk users
m UBA can open a username type offense for users above the risk threshold.
If you enable the setting, 0 offenses can be generated based on the threshold value you entered.
Decay risk by this factor per hour [0.01 - 0.99999]

0.01 Factor
Date range for user detail graphs [1 - 7 Days]

1 Days
Duration of investigation status [1 - 10000 Hours]

24 Hours
User inactivity interval [5 - 120 Minutes]

15 Minutes
Enter a duration in minutes that defines when a session ends. A session ends when there is no activity seen for the duration specified.
Dormant accounts threshold [>=1 Days]

14 Days

Enter the number of days that users are inactive before they are considered dormant.

D
v @

RDY Y

Search assets for username, when username is not available on event or flow data
Important: Required for flow-based rules. Enabling this setting can affect UBA and QRadar performance.

Display country/region flags for IP addresses
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Import User Data

Optional: Select a reference table that contains the user data that you want to import. You can generate the data from the included ‘Reference
Data Import - LDAP’ application or by using external scripts or tools. If no reference table is selected, then all usernames are identified as
unique.

Reference table

<>

50k_users

50000 unique users in selected table
Ingest user data from reference table this often [>= 2 Hours]

4 Hours

User Coalescing

Select attributes from the reference table which appear as the property ‘Username’ on the data processed by your QRadar system. UBA uses
the selected attributes to combine activity from different usernames into one user identity. Do not select attributes that have shared values
across users. Selecting a shared attribute, such as department or country, causes UBA to combine all users with the same department or
country value.

city Manaus Shanghai Rio de Janeiro
~1 country Brazil China Brazil

department Marketing Marketing Sales
email testuser-183@example.ibm.com testuser-182@example.ibm.com testuser-181@example.ibm.com
id1 testuser-183 testuser-182 testuser-181
id2 testuser-183_id2 testuser-182_id2 testuser-181_id2

id3 testuser-183_id3 testuser-182_id3 testuser-181_id3

id4 testuser-183_id4 testuser-182_id4 testuser-181_id4

job_title Web Designer Sales Manager IT Support Specialist
username testuser-183 testuser-182 testuser-181
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Display Attributes

Select attributes from the reference table so that they appear on the user profile page. You can select all, some, or none of the display
attributes depending on the data in the reference table. "Display Name" is the main username displayed on the UBA dashboard for each user.
"Custom Group" can be used to specify another selection attribute (in addition to Job Title or Department) that is obtained from your reference
table when you configure the Defined Peer Group analytic in the Machine Learning app.

Display Name full_name |Z| SAMENAMEEXCEPTCASE-1_id1
Full Name full_name SAMENAMEEXCEPTCASE-1_id1
Email  email

SAMENAMEEXCEPTCASE-1_id1@example.ibm.com

Job Title = job_fitle Software Engineer

Department = department Sales
City | city Monterrey
State/Province = state Nuevo Leon
Country  country Mexico

Custom Group | id2 SAMENAMEEXCEPTCASE-1_id2
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Create a watchlist

General Settings Membership Settings

Name

Scale risk by factor
Enter a value in scale factor (0 - 10} to increase or decrease the user's risk.
For example, if you want to scale down your admin account, set the factor to "0.1".

-
-

Machine Learning tracking priority

Select the priority for how users are added to the ML app.
@ High

@ Normal

0 Never

o [
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Create a watchlist

General Settings Membership Settings

Optional: You can import users with a reference set or regular expression or both.
MNete: You can also add any user to a watchlist by clicking the Watchlist icon.

Import from QRadar reference set

Search for or select a reference set from your QRadar system.

™ . .
‘- EATCN TOr 3 reterance set v

Add from Monitored Users with regex filter

Select a user property and enter a valid Python regular expression.

For example, to retrieve all users with engineers in their job title select "Job title” and enter * *Enginaer ™.

You can also enter the *~§° regular expression to match a missing property. For example, to find service accounts without an
email address, select the property ‘email’ and enter 3"

Select a property v [a-z]+

Refresh interval
Enter the number of hours between 0 and 24 (0 to disable) for how often users are updated in the watchlist.

24
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HRfE 7075 LOER
IBM QRadar User Behavior Analytics (UBA) 7 7'V OHilfRff & 700 I L2 EHTE X,

DY ARATICDOWT

RN ZE=X =327 7V —arhdH b6, [UBA : Restricted Program Filenames] U 7 7
VYA -y MZT727RALT, E=2X =357 7)7—Yaryze ANUET, RIZ. [UBA : Restricted
Program Filenames] V— V& EWZTE2HERH D 9,

FlE
1. [EH] EZME£T,
« IBM QRadar V7.3.0 MARiT, &M X722V vy 27 U%7,
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« IBM QRadar V7.3.1 BAT, 7 =Y ay - Aza— (=== ) 227Uy 2L Ths, [EH)
7V UTEMERTEHEE LT,

2. AT LM £y ave, V77V 0y MER) 220y LET,

3. TVZ77VryA-+xy MNMEH] v+ FUT, [UBA : Restricted Program Filenames] V7 7 L
A -y MEERLUET,

4. THBEODOERR] 220y 7 LET,

5. HHTHY TV r—varvazBelyasicix, DEM 2279y 2L, Ay 7 AMEE AN LET,

6. 77V —2aviilbReaiIziE, TV a v a#ERL, THIBR) 22y 2 LET,

RDEY XY

[UBA : Restricted Program Filenames] )V —)LZ 6% L £,

EETZ307 Y= - JI—T~An0O%7 - V—ZADEM

UBA 77U THREDR Y - V=22 E= X —BLUHE L 2WVWEES, Thoons -V —2% [UBA :
Trusted Log Source Group] (ZEITE XY, ZDI/)V—Fizus - V—X%EMT5HEL, UBA 77V
Frhoons YV —ADE=X—EFELET,

FIE

1. TEH) REZMSET,

« IBM QRadar V7.3.0 MAgiC, [&H] X722V vy 27 U%7,

« IBM QRadar V73.1 BIET, FEFX =Ygy - Az — (e ) 227V v 270U THE, (8]
IV UTEMEXTEE T,

as - V=] 7A4avx22)vy o7 ULET,

DEM 220y 2 LUET,

0z - —ADHENT AR —F KL ET,

0y Y —ADTH FANVEEDNRTA—X—%kEHELET,

[UBA : Trusted Log Source Group] F v 7 « Ry 7 A% #ERL 7,

17l 22 Vv 2 LET,

MEH| X 7T [BEEOF7aA] 22Vv 7 ULET,

® N o U W DN

KT AV b

KIETHD VYN, TO2T47 - ThO Vb, FEESRLSRMEHOT T b 2FD, YATFLARNDI—
PF—%2RRTEET,

[1——DFH R—ITORET A Y FORF

V32,0 BT, T2—Y -0 R—YTERLUZa—V—IZBEM SN =ZT Y v bR EFR
RTEET,
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A=Y= - TAIV D
PR

At

TITF47

B ADIKIET Ao > b UL EWEOHMNIZ, UBA 12L& > T QRadar @2 - Y — AT
ARy NPHERINTT ATV b,

K1k (Dormant)

UBA IZ& > TlAEIZAKRLEE 1 DDA Ry "DRERSI NN, (KiET7 T L E
WMED ARz 7271 Ry MR I N TWiRWT A v b,

AfFH (Never Used)

UBA 12X > T QRadar B2 - V—ANTHEUT S22 —ZIZHT S 1 XV b LI
HINTWEWT ATV b,

TAD Y R TR{FH (Never Used)] & L THIEINBFEHE LT, UMFDT 2751

FA—=WNEZOLNET,

o HHTEZA—Y—-ZTH UYMW LT QRadar B2 - V—AIZ I TiEELI—Y])
BWThHT YV NTH5B,

o« UBA V320 2’1 VA M=V EINBHNINZA RNV MDFEL TV, 3 UBA 77U
—avEHAOTA VAT EE, BE 1 FEIZHELZA XY ORI X
N, THADY NBRBRBIZT 7 ASINBEPFESnE T, WS HRE. UBA 77
Vr—yavTld, 7H7 Y MOWFRRRZERTEZNY 2770V K - XA DE
FhOMROETETORIZHEE LA RV MDRBEINET,

E: TREEH (Never Used)] WA 757 TV —IZABTAHD Y NI, LDAP 77V 7 —
Yavmno A YR—FINEAHEERH D £T,

Test User 1

Web Developer
Development
Dallas, TX, US

Overall Risk Score

5K 71

Active testuser1

testuser1_admin
Dormant testuser1_db
Never Used

Risk last Interva

1K

MRIET7 HhD Y MaEFD1—H— (Users with Dormant Accounts)] B3 X b

MRIET Ao > s ZFD2—%— (Users with Dormant Accounts)] ##1) A Mk, UBA 77V r—v
VLo Ta—Y— - F=ZPTNVINdLHBWIZERINES, (MKIET AV b 2R >a——
(Users with Dormant Accounts)| #lV A Mk UBA X v ¥ aR— NCHERTEEY,

ZOEMRY Z N EYIRT S, HEIWIZIIEEREINETA, BERT2HREIEU LGSR, TEHY 2
MOYERL] HEED [A VI X—=2y TEHE] X7 T [UBA : {KiIE7 47> b+ (UBA : Dormant Accounts) ]
V77V VA -ty MEZERLTLLEZIW,

RIET AV b L EWMEDIERK

RIET AT PUEWEDT 7 )V MEIX 14 HTS, ET7 771 Z7REO—F =KL TH 5 & ¥l &
NEZETCOHEEEFT SI21E. [UBA OERE] R=YUD 77V r—vav&ZE]l vorvavzEHL
9 ( EHEEE (Admin Settings)] > [2—%—4#r] > [UBA D%E] ),
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KEDTHY Y MELEEI—HF—~DIEE

KIET D v MO 2065 1E. HEINZV—VPSERTEET, 77V r—Yar»rs b)A—3h
HARYMNEMALT, WAXLREZFERTEHILHTEET,

KIEZE 577 A0 v v EI N, £RMEANRAONZ L EII2—TF—DRAITHHREZI LI HES
NIV — L EFETZI12E,. MDTFOIL— L BNEMIZE>TWAZ 2R LET,

« 83 X—=Y®D [UBA : KILT 4D v MEHDEA (UBA : Dormant Account Use Attempted)J
« 83 R—=YD IUBA : (Kik7AY v MBI NE L)

HARLSEEERT BI121F, BRI NZUTFTOAIRY N2V —)VELITRBETCHEHTEE T,

o (KIET7HDT Y RREOHMD U7 (QID 104000012)

e KIET7 ATV RAHEHINE L (QID 104000013)

BRI

10 R=Y® [UBA &y ¥ akR—R&a—¥ -7

IBM QRadar User Behavior Analytics (UBA) 7 7V iZiZ, & v h7—27HNDI—HF—DRKRHRY) A
7 T ADNRRINET,

BEX 27

32 R=YD 7TV r—a VEEOHE]

IBM QRadar User Behavior Analytics (UBA) 7 7'V TlE#HiZ £ /RT 5I121E, UBA 77V 7r—Ya v
EEMET 2BEND £,

39 R—=YD MEHY A+ DIERKS

TR A D E-EMAFOEMY A Mca—Y—2BNTE X7,
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6 Foa—=—4

NT =TV ANEDHDRIIDBEMIL

IBM QRadar User Behavior Analytics (UBA) 7 7V DN 7 4 —< v A% EXE 572012, IBM
QRadar TEI|ZHMIZLET,

CDYRIICDWT

IBM QRadar 3L UBA 77V TOMREBHEZ LIFE7-012, REBEIZUTORGINE T4 —IL K%
BIILUTT — X &R0 IAAZITWET,

AT TV —
ThEAF TV —
senseValue

senseOverallScore

a—¥-%

KGMFIFIZOWTEFEL < 1E, IBM Knowledge Center DA F Dt 27 ¥ a v 2SR TLZI W,
https:/ /www .ibm.com/support/knowledgecenter /SS42VS_7.3.1/com.ibm.qradar.doc/

c_qradar_adm_index_mgmt.html,

FIR

1.

2.

MEM ) REZEET,
« IBM QRadar V7.3.0 BAgiT, [&#| X7%2 27V vy 2 ULET,

« IBM QRadar V731 BIET, FEFX =Y a3y - AZa— (e ) 227V 927 LTho, [
20w LTEMA T EBEE ST,

(AT LK) 2o avo [REIEH] 71av22) v 2 ULET,

[RA[EH | R—YDOBRKBRY 7 22, EAFITY—2 ANLET,

[EfiA T TV —]) 28R, [RiOEME) 22V vy 2 LET,

{7 Enable Index | ) Disable index | High Level Categony P

Display: Last 24 Hours v View: All v Database: All v Show: | All v

Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties
Properties that can be indexed in the system are listed below.

WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitar the
health of the indexes.

% of Searches Using ~ @ 9% of Searches 9% of Searches )
Indexed Property Property Hitting Index Missing Index Data Written Database
@® | High Level Category | 6313% B2.8% 17.2% 17MB events

MRl 220y 2 LET,
Rz 73— 2ERU, TRIOEML] 220y 2 LET,
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10.
11.
12.

13.

°Enab|e Index Q Disable Index low level category 0

Display: | Last 24 HourleI View: | Al B Database: | All B Show: | Al E

Index management allows you to control database indexing, which can optimize search pefdformance for frequently used criteria. The system supports mulliple indexed properties
Properties that can be indexed in the system are listed below.

WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor
the health ofthe indexes.

| i % of Searches Using ~ | % of Searches % of Searches
AT : LropEry i Property Hitting Index Missing Index Lstalates Latabe e
. Low Level Category 33.86% T71.25% 0% 22BKB events

MRE 220y 2 L0%FT,
[RE[EH| R—YDMRBEARY 7 1T, sense E AT LET,
[senseValue] & [senseOverallScore] % ERL. [ZE5[0FMbL] 22V vy ULFET,

Q) Enable Index () Disable Index |sense e

Display: Last 24 Hours v View: All A Database: All v Show: | All v

Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties
Properties that can be indexed in the system are listed below.

WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor the
health of the indexes.

9% of Searches Using - 9% of Searches % of Searches

R Etopeity Property Hitting Index Missing Index S e LR
. senseValue (custom) 11.5% 0% 100% OKB events
. senseOverallScore (custom) 0.06% 0% 100% OKB events
senseOffenseld (custom) 0% 0% 0% OKB events
senseOffenseScore (custom) 0% 0% 0% OKB events
senseWindowScore {custom) 0% 0% 0% OKB events
M) 220y 2 LET,
[RHEH] R—YDBRFERY 7 A2, username & AL ET,
[a—%—%) Z2#RL, TRKIlOAENL 22y LET,
Q) Enable Index ) Disable Index | username (2]

Display:  Last 24 Hours v View: All v Database: All v Show: | All v

Index management allows you to control database indexing, which can optimize search performance for frequently used criteria. The system supports multiple indexed properties.
Properties that can be indexed in the system are listed below.

WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after adjusting indexing to monitor the
health of the indexes

% of Searches Using 9% of Searches % of Searches r
Indexed Property Property Hitting Index Missing Index Data Written Database
® | username | 1012% 99 .45% 0% 23MB events
Identity Username 0% 0% 0% OKB events

MRfE] 220y 2 LET,

iR £ 7~13BEED QRadar V7>V & UBA 77 DG

QRadar @ [)v—) - T4 =K | 2HL T, BEFEEZIEHAZX LD QRadar )V —IL% UBA 7 7V IZ
MAELET,
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CDYRTICDWVWT

EED=— A %G9 7-HD12, BiFD QRadar )L—)L% UBA 7 7V IZHAE LT, QRadar IZFlARAE N
TWAHEHEZMHHTAZ N TEET,

HIFIEIE: UBA BLUOEWMPEE ) 77 L VR -y b2HEHT 720DV —ILDOHAXTA XIfThEN
TLEZIW, HARXL - IL—=NLTYVI7L VA -k b 2HLEIST5E, UBA 77V HNTHEENRK
TR ET,

Fg

1. EONV—VOIE—ZFERLET, ZHTED, ERLV-ILOEHFIZL>T, FrLWIL—ILTIiio7
MENEINZNWESIZLET,
V=) - 74 ¥ —K] TL—L2HE, W—LOEl ¥2Yyavizresr—hLET,
[HRA R NDT A ANy F| ATV a v e AIMLERITMEL £, ZOE, T4 X2 ~OFH]
DT F A MEAA senseValue=#,senseDesc="'sometext' ,usecase_id="'rule UUID' (2725 K5 iZLTK
7ZEWN,

4. TERAHTFITV—) % TVRA) ITEELET,
71 22V UTEEEZBRIFZLET,
W V=R 70— - F=RICHEAINEHEE, ARV - FT—=XFAEFE 70— F—RiZa—¥

=BG G, A=Y -HERLTT Y FRRELET] ATV aYy2AMICLT, -9 40
BWARY N TCI—H— - oI DLy Ty T2BTFTTEBLIICTEIRELDH D £,

V77LYRX -ty b

User Behavior Analytics 7 7'V & Machine Learning 7 7'V Tid, 2 —H—IEREZMRETH7-0I12) 7
FUVA -y HREHINET, MOV T 7LV -y MET TV —vavERIIFHRNINTS
D, TNSELEETHILH, NARXL - V- VOERRHIZHAT 2L b TEEEA,

ARIIAXTEB) 77 VR -y b

V77V VA -+y b G|

UBA : VA - a—¥%— | TUBA : GV A - 2—HY—] V7 7LV A&y M [UBA DFE] =YD [F
TV A% M) H—FTB)RZ7LUEWVME] DEPSEKEINET, - —DHRREI
10,000 THH, V77 L VA -ty MI 5 T LIZHERINET,

UBA : ATy R -a— |2a—HV—%% [UBA : VAT Y R« 2—¥—% (UBA : Trusted Usernames)] V) 7 7
¥ —% (UBA : Trusted VYA &y MZBEITEETHE, VI BIUOLE-MIUMEHLAZVWTLEI Y,
Usernames) [UBA : NZ AT v K+ 2—H—% (UBA : Trusted Usernames)] V7 7L VA - &y
FHDOIZ—=HF—=IZDOWTIEA Tz VADRERINTHA,

UBA : ML HIZExh2d | TUBA : ML HIZBIENWAEMY A~ (UBA : ML Always Tracked Watchlist)] V) 7
A1) A N (UBA : ML TUYZ Ry ME T2V -0l =Y IFHHREl t7varo
Always Tracked Watchlist) | [Machine Learning Tilifi] OX{ & U THENL La—HF—hofFRaIhEd, 21—
Y—#% TUBA : ML HIEHE N BEHY A N (UBA : ML Always Tracked
Watchlist)] V7 7LV A -y MIBMTEETH, VLB IFVKR—- MIEMALAR
WTL 7230,
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ARIRAXTERWY T 7L VR -ty b

HHEE: UFOV I 7L YR -2y NEHARL - V= IHMEEDO-DIZEES LA LARNWTLZX
W,

« UBA - BifT® ML B> —+— (UBA - Current ML Tracked Users)

+ UBA - MAEi® ML JB#fix—+— (UBA - Previous ML Tracked Users)

« UBA - BifTOfEil% ML &1 —+— (UBA - Current Abridged ML Tracked Users)

« UBA - Dlilioféilg ML &2 —+— (UBA - Previous Abridged ML Tracked Users)

« UBA - BlfTOE7 - Z)V—7 ML a1 —+%— (Current Peer Group ML Tracked Users)

« UBA - MEioET - Z)V—7 ML &2 —%— (Previous Peer Group ML Tracked Users)
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7UBA 77V DIL—IBbLUVFa—=2y

IBM QRadar User Behavior Analytics (UBA) 7 7'V Ti&, RE D2 FH O RE IZXT 5L — s &D
A=A Fr=AHWY K- bSIhET,

User Behavior Analytics (UBA) 7 7'V IZi&k, AAX L - V—)iZEDL<a—R - F—=ZAMAAENT
WEFT, IN6DIL—VEMALT, UBA 77V - Xy ¥ak—FNHOT—XBERINET, UBA 7
7 V3.00 5% UBA 77UHNTL—LVDERR, 74NZV VT, BEUPFa—=V I 2R FTEE
9, V2.8.0 BAHITIE, QRadar ® [JL—)L - Y X ] @ [User Behavior Analytics 2 )V —7 (User
Behavior Analytics Group)] T —IV2FRELOLETE LT,

bach
o TT7ANDMTIK, UBA 77V D—EDNL—LBEIm>TWERA,

« 1 OB Ekoras - V—AT, KED UBA V—ILVHOEREZRMTAIHENLHOET, B - V—A&
K€ DIER TIXELIEMA T TN EFA,

HIXHIE: UBA BLUEWEEY) 77 LV X -y b2HTA7ZODIL—ILDOH AR A X fThRn
TLEZIW, HARXL - IV—NLTYVI7L VA -y b2HLEIDT5E, UBA 77V HNTHEENRK
ETRZeNHDET, FLIE, 49 R—VD TV T77L VA -y b 22BRLTLEIWN,

QRadar TODIL— VOB FIKIZDOWTFEL <&, https:/ /www.ibm.com/support/knowledgecenter/en/
SS42VS_7.3.1/com.ibm.qradar.doc/c_gradar_rul_mgthtml ZZH L T 23\,

N—ILBELVFa—=V) R—=

UBA 77V V3.00 Tk, M —VBLUFa—=r2) R=Y ( [EHFE (Admin Settings)] >
(=Y =0 > =L BLUFa—=v2]) BEAINTVET,

INW—=NVBLPFa—=ov T R=VIZEF, A VAP=ILENTWS UBA 77V DN—=Ya VIZNET
L5FTRTONL—=IVDYANDVRRRINET, BEOEMBRNIE., T2V T77 LV -y MRRRX
nEd,

M=V BXOFa—=vd] R=UTI, UFOHEEE2EITTEET,

o V=V EAEMLE T IZESET S

 QRadar W=+ D4 ¥ = RNIZERL 77 AL TOV— IV 2HERF-IIHET S

s V77V VA -ty MIERLK 77X ALTTONERMRT - I3RET S

« V= T=T Nk, ATIV— RP TIANIDYRY - 2AT BERV T LI kY
b, BLTar 7Y OKRGFHARIIESIVT I VR V7T 5

e =) F—=TNE, A= VIFLVA -y b, EFRIIRREEELLTY TS

o F—7IVHOEER, V= DHY —ILF v THTHRIH S NI BEEZRET S

o BNLV—=INDANNVTXEZTIXATS
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7O tRAB L VERET

UBA : JJL— bk - 74— RFREEDETT
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDE VD RFE KT 5L —)LIZHEDI 2
— A T=APYR-PINFT,

UBA . 7‘\11/‘—‘ ]\ * 72}""1;11@@'30);1]&{]‘

T4 NTEM

True

T 7 #JL kD senseValue

5

st AR

A ET)V— N - T —RA - TRy KEBIOEE) 2RELET,

YR—=b - IL—Ib
 BB:UBA : #5@#dD A X2 b - 7 4 )L X — (BB:.UBA : Common Event Filters)
*+ BB:CategoryDefinition: #3alE?D & (BB:CategoryDefinition: Authentication Failures)

« BB:UBA : fRiE7 )V — b - 74— ZA{T7 DM (KE) (BB:UBA : Detecting Authentication Bruteforce
Attempts (Horizontal))

« BB:UBA : fRiE7 )V — b - 74 —ZAFA{T DM (FEH) (BB:UBA : Detecting Authentication Bruteforce
Attempts (Vertical))

T—4 V=2

3Com 8800 >V —X - A1 v F, APC UPS. AhnLab Policy Center APC, Application Security
DbProtect, Arpeggio SIFT-IT, Array Networks SSL VPN 727+t A + 7'— 7 =1, Aruba ClearPass
Policy Manager. Aruba TV 75« — - 3> b1 —7—, Avaya VPN Gateway., Barracuda Web
Application Firewall, Barracuda Web Filter, Bit9 Security Platform. Bluemix 77 v b 7 % — A,

Box. Bridgewater Systems AAA ¥ —Y' A - 32 b —F—, Brocade FabricOS. CA ACF2, CA
SiteMinder, CRE ¥ A7 A, CRYPTOCard CRYPTOShield, Carbon Black Protection. Centrify Server
Suite, Check Point, Cilasoft QJRN/400. Cisco ACS, Cisco Adaptive Security Appliance

(ASA). Cisco Aironet. Cisco Call Manager, Catalyst A > FH Cisco CatOS. Cisco FireSIGHT
Management Center, Cisco 7 717V # —) - ¥ —E A - £V a—)l (FWSM), Cisco I0S. Cisco
Identity Services Engine, Cisco Intrusion Prevention System (IPS) Cisco IronPort, Cisco NAC 7 7
Z4 7 v A, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 ¥ —X - 2> +¥ > kb —&—_ Cisco
714Y LA LAN 2> b —7—, Cisco Wireless Services Module (WiSM), Citrix Access

Gateway. Citrix NetScaler, CloudPassage Halo, i rIBEZFRGEA v £ —Y + 7 4 )L X —, CorreLog
Agent for IBM zOS, CrowdStrike Falcon Host, #A XL - )b—)b - TV Cyber—Ark

Vault, CyberGuard TSP Firewall/VPN. DCN DCS/DCRS 'V ~X° DG Technology MEAS, EMC
VMWare. ESET Remote Administrator. Enterasys Matrix K/N/S &) —X - ZA{ v ¥, Enterasys XSR
¥ a2l T+ — - )L—X—, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, 1 X CRE 1 ¥
T2 ¥ a3, Extreme 800 ¥ —X + A1 v F, Extreme Dragon Network IPS, Extreme

HiPath. Extreme Matrix E1 A1 v ¥, Extreme Networks ExtremeWare A XL —F 1 V7« ¥ XA T A
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(0S). Extreme AX Y ZHREAA v FBLVORAX Y R7aYy - A1 v F, F5 % v b7 —2 A BIG-IP
APM., F5 % v F7—2 A BIGIP LTM, F5 v b7 —2 A FirePass, 71 —7#{T > ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ =2V 71—+ %7 — b7 =, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform. HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )b—& —, Huawei S ¥V —X + A1 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server, IBM DB2, IBM DataPower, IBM Fiberlink
MaaS360. IBM Guardium. IBM Lotus Domino, IBM Proventia Network Intrusion Prevention System
(IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility (RACF), IBM
Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager for

Mobile. IBM Security Identity Governance. IBM Security Identity Manager. IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server, IBM
i, IBM z/0S. IBM zSecure Alert, ISC BIND, Illumio Adaptive Security Platform. Imperva
SecureSphere, Infoblox NIOS, Itron A< — bk - A —&—_ Juniper Junos OS 77 v k7 % — A,
Juniper Junos WebApp Secure. Juniper Networks 7 7 1 7 7 # —)L$5 KU VPN, Juniper Networks
Intrusion Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Lieberman Random Password Manager, LightCyber
Magna, Linux OS., Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield & v b7 —2 IPS 7751 7 A, McAfee ePolicy

Orchestrator, Microsoft IAS Server. Microsoft IIS. Microsoft ISA. Microsoft Office 365, Microsoft
SCOM., Microsoft SQL Server, Microsoft SharePoint, Microsoft Windows Z¥a V51— - 1 XV
k- B2, Motorola SymbolAP. Netskope Active. Nortel Application Switch. Nortel Contivity VPN
A4 v F, Nortel Contivity VPN A+ v F (Fik), Nortel 1 —H 2w b - V—F 47+ A1 v F
2500/4500/5500, Nortel 1 —H% % v b - )b—F 1 > + 24 v F 8300/8600. Nortel Multiprotocol
Router, Nortel Secure Network Access Switch (SNAS), Nortel Secure Router., Nortel VPN
Gateway, Novell eDirectory, OS Services Qidmap, OSSEC., Okta. Open LDAP ¥V 7 h7 =7,
OpenBSD OS. Oracle Acme Packet SBC, Oracle Audit Vault, Oracle BEA WebLogic, Oracle
Database Y A7 —. Oracle Enterprise Manager, Oracle RDBMS Hi#il 2 — F, Oracle RDBMS OS
# L 2 — F. PGP Universal Server, Palo Alto PA ) — X Pirean Access: One, ProFTPD #—/\
—. Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse Connect Secure, RSA
Authentication Manager., Radware AppWall, Radware DefensePro. Riverbed SteelCentral NetProfiler
Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/

KeySecure, Salesforce Security Monitoring. Skyhigh Networks 25V F - ¥ a5+ — - 75y 7
#—24, Snort A — 7 -V —A IDS, Solaris BSM. Solaris ARV —F 1 v + Y AT LFFEA v £ —
Y. SonicWALL SonicOS. Sophos Astaro Security Gateway. Squid Web 71 % —_ Starent
Networks Home Agent (HA). Stonesoft Management Center. Sybase ASE. Symantec Endpoint
Protection. TippingPoint Intrusion Prevention System (IPS). TippingPoint X ¥V —X - 77354 7 v~
A, Top Layer IPS. Trend Micro Deep Discovery Inspector. Trend Micro Deep Security, Tripwire
Enterprise. Tropos Control. Universal DSM, VMware vCloud Director, Venustech Venusense
Security Platform. Vormetric Data Security, WatchGuard Fireware OS. genua genugate. iT-CUBE
agileSI
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 BB:UBA : #5@D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)

* BB:CategoryDefinition: #3aL%Y) (BB:CategoryDefinition: Authentication Success)

+ BB:CategoryDefinition: 7 7 1 7V 4 —)L£71& ACL D3|} A (BB:CategoryDefinition: Firewall or
ACL Accept)
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APC UPS, AhnLab Policy Center APC., Amazon AWS CloudTrail, Apache HTTP

Server, Application Security DbProtect., Arpeggio SIFI-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall. Barracuda Web Application Firewall. Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS. CA ACF2, CA SiteMinder, CA Top Secret, CRE > A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet, Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco IOS. Cisco Identity Services Engine. Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM), Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo. fAIREZRGRFEA v 2 — - 7 4 )L X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host. 7 A X L - )b—)L - T Cyber-Ark
Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator, Enterasys Matrix
K/N/S Series Switch. Enterasys XSR Security Routers. Enterprise-IT-Security.com SF-Sherlock.
Epic SIEM, Event CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System
(OS). Extreme ARy ZH[HEAL v FHBIUPARXR Y NTHRY - A1 v F, F5 % v h7—2 A BIG-IP
APM., F5 % v b7 —2 A BIGIP LTM, F5 % v b7 —2 A FirePass, 71 —7J%{T >, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ =Y 5+ — 7 — k7 . Foundry
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Fastiron, FreeRADIUS, H3C Comware Platform. HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )b—& —, Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower., IBM
Fiberlink MaaS360, IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager
for Mobile, IBM Security Identity Governance. IBM Security Identity Manager. IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server. IBM
i, IBM z/0OS. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere. Itron
AR — b+ A—&—_ Juniper Junos OS 77 v k74— 2L Juniper MX ¥V —X + 4 —H% Xy b - ¥ —
YA+ Jb—X&—_ Juniper Networks 771 7 74— KLU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS, Mac OS X. McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield *v b7 —2 IPS 7751 7 > A, McAfee ePolicy

Orchestrator. Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange Server. Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft
SCOM. Microsoft SQL Server, Microsoft Windows ¥ =2V 51—+ 41X} - @4, Motorola
SymbolAP. NCC Group DDos Secure. Netskope Active. Niara. Nortel Application Switch. Nortel
Contivity VPN A1 v 7, Nortel Contivity VPN A1 v F (BEil)., Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell
eDirectory, OS Services Qidmap. OSSEC. ObservelT, Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault. Oracle BEA WebLogic. Oracle Database ) A7F —. Oracle Enterprise
Manager, Oracle RDBMS Ei# L 2 — K, Oracle RDBMS OS Ei#il 2 — K, PGP Universal

Server. Palo Alto Endpoint Security Manager. Palo Alto PA ! —X_ Pirean Access:

One, ProFTPD % —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit. SIM Audit. SSH CryptoAuditor. STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring. Sentrigo Hedgehog. Skyhigh Networks 77V K - #Fa VT« — - FJ7v N 75— LA,
Snort A — 7> -V —Z IDS, Solaris BSM. Solaris A XL —7F 1 > 7 - Y AT LGGEA v 2=,
Solaris A XL —F 1 » 27+ ¥ AT A Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7’1 ¥ —. Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE, Symantec Endpoint Protection., TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 77« 7 > A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control. Universal DSMVMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital

Guardian. VormetricData Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI
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HEDERK
V77V VA -ty b TEERTEY & (Critical Assets)] (Z#EY)RfEZENML £ 9,
T=% V-2

APC UPS. AhnLab Policy Center APC. Amazon AWS CloudTrail. Apache HTTP

Server. Application Security DbProtect. Arpeggio SIFT-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS. CA ACF2. CA SiteMinder. CA Top Secret. CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection. Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS, Cisco Adaptive Security Appliance (ASA), Cisco Aironet, Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator, Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo, H§fFJBEZRGREA v 2 —Y + 7 4 L X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, 7 A& L - )b—)b - T Cyber-Ark
Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator, Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock.
Epic SIEM, Event CRE Injected. Extreme 800-Series Switch. Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System
(OS). Extreme AX vy ZHREAS v FBLUPAX Y K70y - A1 vF, F5 v b7 —2 X BIG-IP
APM, F5 *v hU—2Z BIGIP LTM. F5 v b7 —2 A FirePass, 7H—7¥{T ¥, ForeScout
CounterACT, Fortinet FortiGate ¥ ¥ 2 5« — - 77— k7 =1, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform, HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥ —X - )b—& —_ Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower. IBM
Fiberlink MaaS360, IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager
for Mobile, IBM Security Identity Governance. IBM Security Identity Manager. IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business, IBM WebSphere Application Server. IBM
i, IBM z/0S. IBM zSecure Alert, Illumio Adaptive Security Platform, Imperva SecureSphere, Itron
A — b + A—=&—_ Juniper Junos OS 77 v k7% — LA, Juniper MX ¥V —X + £ =% Xy b - ¥ —
YA - )b—X&—_ Juniper Networks 771 7 7 #—)ILEB XU VPN, Juniper Networks Intrusion
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Detection and Prevention (IDP), Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security Center. Lieberman Random Password
Manager, Linux OS. Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield v h7—2 IPS 7754 7 A, McAfee ePolicy

Orchestrator, Metainfo MetalP, Microsoft DHCP Server. Microsoft Exchange Server, Microsoft IAS
Server. Microsoft IIS. Microsoft ISA. Microsoft Office 365. Microsoft Operations Manager. Microsoft
SCOM. Microsoft SQL Server, Microsoft Windows ¥ =21 51—+ A X2k - @2, Motorola
SymbolAP, NCC Group DDos Secure. Netskope Active. Niara, Nortel Application Switch. Nortel
Contivity VPN A1 v ¥, Nortel Contivity VPN A4 v F (Béil). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS). Nortel Secure Router. Nortel VPN Gateway. Novell
eDirectory, OS Services Qidmap. OSSEC. ObservelT, Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database ) 27—, Oracle Enterprise
Manager, Oracle RDBMS Ei# L' 2 — K, Oracle RDBMS OS #i# L 2 — K, PGP Universal

Server. Palo Alto Endpoint Security Manager. Palo Alto PA ! —X. Pirean Access:

One, ProFTPD ¥ —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager. Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit. SIM Audit, SSH CryptoAuditor. STEALTHbits
StealthINTERCEPT. SafeNet DataSecure/KeySecure. Salesforce Security Auditing, Salesforce Security
Monitoring, Sentrigo Hedgehog. Skyhigh Networks 7 J 7 K - ¥ a5 — - 75w b7 4 — LA,
Snort & —7> + ¥V —2A IDS. Solaris BSM. Solaris A XL —F 1 V7« Y AT LFHFEA v =,
Solaris AL —F ¢ v« ¥ A7 . Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway. Squid Web 7B ¥ ¥ —_ Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection., TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 771 7 > A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control, Universal DSMVMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital

Guardian, Vormetric Data Security, WatchGuard Fireware OS. genua genugate, iT-CUBE agileSI
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 BB:UBA : VPN HE 21 vk (BB:UBA : VPN Login Failed)
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Cisco Adaptive Security Appliance (ASA)
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e UBA : B5— IP S5DHEK VPN 7Y hADB T A > DOELD A A
« BB:UBA : VPN &2 VY] (BB:UBA : VPN Login Successful)

WHIRDIERY
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Cisco Adaptive Security Appliance (ASA)
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Akamai KONA, Amazon AWS CloudTrail. Application Security DbProtect, Arbor Networks
Pravail, Arpeggio SIFT-IT. Array Networks SSL VPN 727 %A + F'— b+ = A, Aruba EEV 7«

— 32 bhHE—7—, Avaya VPN Gateway. Barracuda Spam & Virus Firewall, Barracuda Web
Application Firewall, Barracuda Web Filter, Bit9 Security Platform, Blue Coat Web Security

Service, BlueCat Networks Adonis, Bridgewater Systems AAA ¥ —Y' X - 2 b1 — 37—, Brocade
FabricOS. CA ACF2, CA SiteMinder. CRE A7 A, Carbon Black Protection. Centrify Server
Suite, Check Point, Cilasoft QJRN/400. Cisco ACS, Cisco Adaptive Security Appliance

(ASA), Cisco CSA. Cisco Call Manager, Catalyst A v FH Cisco CatOS. Cisco 7717 7V # —
V- —EA - EYVa—)L (FWSM), Cisco I0S. Cisco Identity Services Engine, Cisco Intrusion
Prevention System (IPS). Cisco IronPort, Cisco Nexus. Cisco PIX Firewall, Cisco Wireless Services
Module (WiSM). Citrix NetScaler, flA[fE7%~7 7414 7 4 —J)b - 7 4 )b X —, CorreLog Agent for
IBM zOS, #AXL - )b—)b - Y, DCN DCS/DCRS ¥V —X, DG Technology MEAS., EMC
VMWare, Enterasys Matrix K/N/S &Y —X - 21 v F, Enterasys XSR ¥ a2 7 1 — - bL— &K —,
Epic SIEM, fX> b CRE 1 »¥x 2 ¥ a Y, Extreme Dragon Network IPS. Extreme A X v 2 A[HE
ALy FBELORZ Y F7RY - A4 v F F5 2 v b7 —2 A BIGIP AFM., F5 *v b7 —2 X BIG-IP
ASM. Fidelis XPS, 70 —/% T Y, Forcepoint V ¥V — XA, Fortinet FortiGate ¥ ¥ 21 5 1 — -
7’— b A, Poundry Fastiron, H3C Comware Platform. HP Network Automation. HP

Tandem. Honeycomb Lexicon File Integrity Monitor., Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Server. IBM DB2, IBM DataPower, IBM Fiberlink MaaS360. IBM
Guardium. IBM IMS, IBM Lotus Domino. IBM Proventia Network Intrusion Prevention System
(IPS). IBM Resource Access Control Facility (RACF). IBM Security Access Manager for Mobile. IBM
Security Identity Manager. IBM Security Network IPS (GX). IBM Tivoli Access Manager for
e-business. IBM WebSphere Application Server, IBM i, IBM z/OS. IBM zSecure Alert, ISC

BIND. Illumio Adaptive Security Platform. Imperva Incapsula. Imperva SecureSphere. Juniper Junos
OS 7 v »7#—2A, Juniper Networks 771 77 4 —)E K0 VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
WirelessLAN, Juniper vGW, Kaspersky Security Center, Kisco Information Systems

SafeNet/i. Lieberman Random Password Manager. Linux DHCP ¥ —/Y—_ Linux OS. Linux
iptables 7 7 4 7 7 4 —Jb, Mac OS X. McAfee Firewall Enterprise. McAfee IntruShield v b7 —2
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IPS 77547 A, McAfee Web Gateway. McAfee ePolicy Orchestrator, Microsoft DHCP

Server. Microsoft Exchange Server. Microsoft IAS Server. Microsoft IIS. Microsoft ISA. Microsoft
Office 365, Microsoft Operations Manager. Microsoft SQL Server. Microsoft Windows £ ¥ 2V 7 «
— A XYk -12, NCC Group DDos Secure, Nortel Contivity VPN A v F, Nortel
Multiprotocol Router. Nortel VPN Gateway. OS Services Qidmap. OSSEC. Okta. Open LDAP Y 7
F7 =7, OpenBSD OS. Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database ) A7 —,
Palo Alto PA ') —X, PostFix MailTransferAgent, ProFTPD # —/3—_ Proofpoint Enterprise
Protection/Enterprise Privacy, Pulse Secure Pulse Connect Secure. RSA Authentication

Manager, Radware AppWall. Radware DefensePro. Riverbed SteelCentral NetProfiler Audit., SSH
CryptoAuditor., STEALTHbits StealthINTERCEPT, Solaris A RV —F 1 V2 + Y AT LGRGEA v £ —
Y. Solaris AL —F 1 v + ¥ A5 DHCP B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway. Sophos Enterprise Console, Sophos Web Security Appliance, Squid Web 7B ¥ —,
Stonesoft Management Center, Sun ONE LDAP, Symantec Critical System Protection, Symantec
Endpoint Protection. Symantec Gateway Security (SGS) 7 771 7 > A, Symantec System

Center, Symark Power Broker, TippingPoint Intrusion Prevention System (IPS), TippingPoint X >V
—X + 77547 A, Top Layer IPS, Trend InterScan VirusWall, Trend Micro Deep

Security, Universal DSM, Venustech Venusense Security Platform, Vormetric Data

Security, WatchGuard Fireware OS. Zscaler Nss, genua genugate, iT-CUBE agileSI
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* BB:UBA : 77 A{Hfif
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Akamai KONA, Amazon AWS CloudTrail, Application Security DbProtect, Arbor Networks
Pravail, Arpeggio SIFT-IT. Array Networks SSL VPN 727t A + 7'— b A, Aruba EXE Y 7«
— - 32Y bhHA—7—, Avaya VPN Gateway, Barracuda Spam & Virus Firewall, Barracuda Web
Application Firewall, Barracuda Web Filter, Bit9 Security Platform. Blue Coat Web Security
Service, BlueCat Networks Adonis, Bridgewater Systems AAA ¥ —tE X - 2 F1a— 37—, Brocade
FabricOS. CA ACF2, CA SiteMinder, CRE A7 A, Carbon Black Protection. Centrify Server
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Suite, Check Point, Cilasoft QJRN/400. Cisco ACS, Cisco Adaptive Security Appliance

(ASA). Cisco CSA. Cisco Call Manager, Catalyst A v FH Cisco CatOS, Cisco 7717 7V # —
V- —EA - EYVa—)b (FWSM), Cisco I0S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System (IPS), Cisco IronPort. Cisco Nexus. Cisco PIX Firewall, Cisco Wireless Services
Module (WiSM). Citrix NetScaler, HAIREZR 7 7414 77+ —J)b - 7 4 )V X —, CorreLog Agent for
IBM zOS, #AXL - )b—)b - Y, DCN DCS/DCRS ¥V —X, DG Technology MEAS, EMC
VMWare. Enterasys Matrix K/N/S &Y —X - 21 v F, Enterasys XSR £¥ a2V 7 1 — - L —&K —,
Epic SIEM, f X> b CRE 1 ¥z ¥ ar, Extreme Dragon Network IPS, Extreme A X v 27 A[HE
A4V FBELIOAZ Y FT7BY - A4 v F, F5 *v 7 —2Z BIGIP AFM, F5 *v k7 —2 X BIG-IP
ASM., Fidelis XPS, 7H—7%T > Y, Forcepoint V U — X, Fortinet FortiGate ¥ =21 7 ¢ — -
7’— b7 A, Poundry Fastiron, H3C Comware Platform. HP Network Automation, HP

Tandem. Honeycomb Lexicon File Integrity Monitor., Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Server. IBM DB2, IBM DataPower. IBM Fiberlink MaaS360. IBM
Guardium, IBM IMS, IBM Lotus Domino. IBM Proventia Network Intrusion Prevention System
(IPS). IBM Resource Access Control Facility (RACF). IBM Security Access Manager for Mobile. IBM
Security Identity Manager. IBM Security Network IPS (GX). IBM Tivoli Access Manager for
e-business. IBM WebSphere Application Server, IBM i. IBM z/OS. IBM zSecure Alert. ISC

BIND, Ilumio Adaptive Security Platform, Imperva Incapsula. Imperva SecureSphere. Juniper Junos
OS 77 v h7%—2A, Juniper Networks 7747 74— LU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP), Juniper Networks Network and Security Manager. Juniper
WirelessLAN, Juniper vGW, Kaspersky Security Center, Kisco Information Systems

SafeNet/i, Lieberman Random Password Manager, Linux DHCP ¥ —/¥—_ Linux OS. Linux
iptables 7 7 1 7 7 % —Jb, Mac OS X, McAfee Firewall Enterprise, McAfee IntruShield > b7 —2
IPS 77547 A, McAfee Web Gateway. McAfee ePolicy Orchestrator, Microsoft DHCP

Server. Microsoft Exchange Server. Microsoft IAS Server. Microsoft IIS. Microsoft ISA. Microsoft
Office 365. Microsoft Operations Manager. Microsoft SQL Server. Microsoft Windows ¥ 2V 7 «
—+ A4 XYk -1Z, NCC Group DDos Secure. Nortel Contivity VPN A4 v ¥, Nortel
Multiprotocol Router, Nortel VPN Gateway, OS Services Qidmap., OSSEC, Okta, Open LDAP Y 7
F” =7, OpenBSD OS. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y A7 —,
Palo Alto PA Y —X, PostFix MailTransferAgent. ProFTPD # —/¥— Proofpoint Enterprise
Protection/Enterprise Privacy. Pulse Secure Pulse Connect Secure. RSA Authentication

Manager, Radware AppWall. Radware DefensePro. Riverbed SteelCentral NetProfiler Audit, SSH
CryptoAuditor, STEALTHbits StealthINTERCEPT. Solaris ARV —F ¢ & + Y AT LGRGEA v £ —
Y. Solaris ARV —F 1 v + ¥ A5 DHCP B2 SonicWALL SonicOS. Sophos Astaro Security
Gateway. Sophos Enterprise Console. Sophos Web Security Appliance. Squid Web 7B —,
Stonesoft Management Center, Sun ONE LDAP, Symantec Critical System Protection. Symantec
Endpoint Protection, Symantec Gateway Security (SGS) 7 77 1 7 » A, Symantec System

Center. Symark Power Broker. TippingPoint Intrusion Prevention System (IPS). TippingPoint X
—X 77547 A, Top Layer IPS, Trend InterScan VirusWall, Trend Micro Deep

Security, Universal DSM, Venustech Venusense Security Platform. Vormetric Data

Security, WatchGuard Fireware OS, Zscaler Nss, genua genugate, iT-CUBE agileSI

UBA : Y—ERZFHRIEYDY - PHT Y MILD Unix/lLinux A7 A -
TR

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDHRDEEVDEFEITN T )L — )L izHo< 2
— A T=ARY K- INET,

UBA : Y=V AFHEF~IY - ThHD Y MZ&LSB Unix/Linux VAT L - TR A
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T 74 N THE

True

77 4L h®D senseValue
15

stAR

UNIX ¥—=N—=8 X Linux 3= "N—DH—E R - 7hU Y hEiEvdy - TAHATY MBI N
xEEREyvay (GUI BEU CLI 2iH, a—hL-ar4 8l VE—F - B71 VO %
MELUES, 7THY B LUOHETEINNETERE Y v a i, [UBA : Service, Machine Account] ¥
X O TUBA : Allowed Interaction Session] D&V 7 7L VA -ty MZUVAMINTWET, BRETY
T ENTAHNGEA Y ¥ a v ERBEME7ZIFHIRT 212, ThH6DV 77V VAR -y bERELET,

HR—b - =
 BB:UBA : #5@D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)

* BB:CategoryDefinition: 7 7 1 7 7 4 —J)L X7zl ACL D327 A#v (BB:CategoryDefinition: Firewall or
ACL Accept)

* BB:CategoryDefinition: #3aL%%) (BB:CategoryDefinition: Authentication Success)
WA DIERK

V77L YA -kw b [UBA : ¥—ERAB XU~ Y - THW Vb (UBA : Service, Machine Account)|
BEXU TUBA : #FralEh7zxfGit v ¥ a > (UBA : Allowed Interactive Session)] (ZiH )7 Ml % &1L
i ‘a_o

T=5 V=2
Linux OS

UBA : 1—H%— -7t R - BELT7EY MADT7I7ERICKKRLELE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD EFE I T 5L —)LiZHEDI 2
— A T=ARYR—-bINFET,

UBA : 2—H%— 7% A - BHELT XY hADT 7 AZRBLE L
T 74 N THER

True

T 7 #JL kD senseValue

5

st AR

ZOL—izky, HEETEY DY TFVUVA -y VHICEET AV AT LADORGTLRS MBI NE
—é—o
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YHR—=b - b=l
* BB:UBA : @D 1 RX> bk + 7 4 )X — (BB:.UBA : Common Event Filters)
* BB:CategoryDefinition: #al-0D M (BB:CategoryDefinition: Authentication Failures)

WHEDERK
V77V VA -ty b [EERT7EY b (Critical Assets)] (Z#Y)RfEZEMU £ 9,
T8 -V=2

3Com 8800 ¥ —X - A1 v F, APC UPS. AhnLab Policy Center APC. Application Security
DbProtect. Arpeggio SIFT-IT. Array Networks SSL VPN 727 ¥ A - 7— s ” = A, Aruba ClearPass
Policy Manager, Aruba £t 51—+ 32 hBO—5—, Avaya VPN Gateway. Barracuda Web
Application Firewall, Barracuda Web Filter, Bit9 Security Platform. Bluemix 77 v k7 # — A,

Box. Bridgewater Systems AAA ¥ —E A - 2 b B —F —, Brocade FabricOS., CA ACF2, CA
SiteMinder, CRE ¥ A7 A, CRYPTOCard CRYPTOShield, Carbon Black Protection. Centrify Server
Suite, Check Point, Cilasoft QJRN/400. Cisco ACS. Cisco Adaptive Security Appliance

(ASA), Cisco Aironet, Cisco Call Manager, Catalyst A F ] Cisco CatOS. Cisco FireSIGHT
Management Center, Cisco 7717V # —)b + ¥ —E A - £V a—)l (FWSM), Cisco 10S. Cisco
Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco IronPort, Cisco NAC 7 7
74 7 v A, Cisco Nexus. Cisco PIX Firewall, Cisco VPN 3000 > —X - a2 »¥ > kL —X—_ Cisco
4Y VA LAN 2 hBE—F—, Cisco Wireless Services Module (WiSM), Citrix Access

Gateway, Citrix NetScaler, CloudPassage Halo, HfFJBE7RERGEA v £ — - 7 4 )L X — CorreLog
Agent for IBM zOS. CrowdStrike Falcon Host, 7 AKX L - )b—)L - T Cyber-Ark

Vault, CyberGuard TSP Firewall/VPN, DCN DCS/DCRS 'Y —X, DG Technology MEAS, EMC
VMWare, ESET Remote Administrator, Enterasys Matrix K/N/S ¥V —X + 24 v ¥, Enterasys XSR
¥V 71— )b—X—. Enterprise-IT-Security.com SF-Sherlock. Epic SIEM, > CRE o1 »¥
T2 aY, Extreme 800 ¥V —X - A1 v F. Extreme Dragon Network IPS. Extreme

HiPath, Extreme Matrix E1 X4 v ¥, Extreme Networks ExtremeWare A XL —F 1 V2 + Y XA T A
(OS). Extreme AR ZHBEAL Y FBIOAX Y RT7RY - A4 v F, F5 % v b7 —2 A BIG-IP
APM, F5 *v b7 —2 A BIG-IP LTM. F5 % v F 7 —2 A FirePass. 7H—7J%{T ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ 2 5« — - 77— k7 =1, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform., HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )b—& —_ Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server, IBM DB2, IBM DataPower, IBM Fiberlink
MaaS360. IBM Guardium, IBM Lotus Domino. IBM Proventia Network Intrusion Prevention System
(IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility (RACF). IBM
Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager for

Mobile, IBM Security Identity Governance, IBM Security Identity Manager, IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server. IBM
i, IBM z/0S. IBM zSecure Alert, ISC BIND. Illumio Adaptive Security Platform, Imperva
SecureSphere, Infoblox NIOS, Itron A< — bk + X —X—_ Juniper Junos OS 77 v k7% — A,
Juniper Junos WebApp Secure. Juniper Networks 7 7 1 7 7 # —J)L3 KU VPN, Juniper Networks
Intrusion Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Lieberman Random Password Manager, LightCyber
Magna, Linux OS. Mac OS X. McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield v F7—2 IPS 7754 7 A, McAfee ePolicy

Orchestrator, Microsoft IAS Server, Microsoft IIS, Microsoft ISA. Microsoft Office 365, Microsoft
SCOM. Microsoft SQL Server. Microsoft SharePoint. Microsoft Windows Z¥aV 571 — - 1 XV
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k- B2, Motorola SymbolAP. Netskope Active. Nortel Application Switch. Nortel Contivity VPN
A4 v F, Nortel Contivity VPN A v F (Bgik)., Nortel 1 —H% v b - h—F 4V F - 2L v F
2500/4500/5500, Nortel 1 —H% % v b - )b—F 1 2 + 241 v F 8300/8600. Nortel Multiprotocol
Router, Nortel Secure Network Access Switch (SNAS), Nortel Secure Router, Nortel VPN
Gateway. Novell eDirectory, OS Services Qidmap. OSSEC. Okta. Open LDAP V7 h7 =7,
OpenBSD OS. Oracle Acme Packet SBC. Oracle Audit Vault, Oracle BEA WebLogic, Oracle
Database Y A7 —. Oracle Enterprise Manager, Oracle RDBMS fi# L 2 — F, Oracle RDBMS OS i
# L 2 — F. PGP Universal Server, Palo Alto PA ) — X Pirean Access: One, ProFTPD # —/\
—. Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse Connect Secure, RSA
Authentication Manager. Radware AppWall. Radware DefensePro. Riverbed SteelCentral NetProfiler
Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/

KeySecure, Salesforce Security Monitoring. Skyhigh Networks 27 K - ¥ a5+ — - 75w 7
#—UXA, Snort A—7» -V —2Z IDS, Solaris BSM. Solaris A XL —F 1 v 2 - Y AT LARFERA v £ —
¥, SonicWALL SonicOS. Sophos Astaro Security Gateway. Squid Web 71 % —_ Starent
Networks Home Agent (HA). Stonesoft Management Center. Sybase ASE. Symantec Endpoint
Protection. TippingPoint Intrusion Prevention System (IPS). TippingPoint X ¥V —X - 77354 7V~
A, Top Layer IPS, Trend Micro Deep Discovery Inspector, Trend Micro Deep Security, Tripwire
Enterprise. Tropos Control. Universal DSM, VMware vCloud Director, Venustech Venusense
Security Platform. Vormetric Data Security., WatchGuard Fireware OS. genua genugate. iT-CUBE
agileSI

UBA : 1—H%— -7t - EELRLT7EY hMADT7IVERICKBELELE
QRadar User Behavior Analytics (UBA) 7 7'V Tl FEDHRDFE VDRI T )L —)LicHo< 2
—A T AR R—-bINET,

UTEYFR—FLET,
e UBA : User Access First Access to Critical Assets
* UBA : Critical Systems Users Seen Update

T 74 N THER

True

77 # )L b D senseValue
10

s AR

UBA : User Access First Access to Critical Assets: Z#hS, 2 —HF —DEELTLY MIT 7R AL
HlElTHBZ &% m_LUET, [Critical Systems Users Seen] V7 7L YA - AL 7 a ik, BllOFk
R ZHIIL £3, 774N FTlE, 2O —)Vid, BEfE 3 PHETORIDOT 72 A% BB LET,

UBA : Critical Systems Users Seen Update: [Critical Systems Users Seen] V77 L YA - 2L 7Y
a3 VT, BRCHEET 25000 IP/2— Y —20—8T, BERICHRAINHEERLET,

YR—b =
 BB:CategoryDefinition: #3alEHL) (BB:CategoryDefinition: Authentication Success)
* BB:UBA : DA X2 b - 74 )X — (BB.UBA : Common Event Filters)
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WA DRERK
V77V YA -ty b [HELRT7EY N (Critical Assets)] (Z#EG)AfEZEML £,
T=% V=2

APC UPS., AhnLab Policy Center APC., Amazon AWS CloudTrail. Apache HTTP

Server, Application Security DbProtect. Arpeggio SIFT-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller. Avaya VPN

Gateway., Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller. Brocade
FabricOS, CA ACF2, CA SiteMinder, CA Top Secret, CRE > A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet, Cisco

CSA. Cisco Call Manager. Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM), Cisco IOS. Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator, Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo, M FIBEZRERGEA v £ —Y -+ T 4 L X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, # AKX A - )b—)L - =TT, Cyber-Ark
Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers. Enterprise-IT-Security.com SF-Sherlock,
Epic SIEM, Event CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System
(0S). Extreme AZX v ZH[HEAA v FHBIVAXR Y RT7OY « A vF, F5 v b7 —2 A BIG-IP
APM. F5 % v F7—2 A BIGIP LTM, F5 £ v b7 —2 A FirePass, 71 —7#{T > ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ =2 71—+ 7 — b7 =, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform. HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )b—& —, Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix, IBM DB2, IBM DataPower, IBM
Fiberlink MaaS360, IBM IMS, IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On, IBM Security Access Manager
for Mobile, IBM Security Identity Governance, IBM Security Identity Manager, IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server, IBM
i, IBM z/0S. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
AY— | + A=K —_ Juniper Junos OS 7J v b7 % —2A, Juniper MX ¥V —X+ A —H% 31w b - ¥—
YA - Jb— & —. Juniper Networks 7 71 7 7 #—J)LH LT VPN, Juniper Networks Intrusion
Detection and Prevention (IDP), Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center. Lieberman Random Password
Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall

Enterprise. McAfee IntruShield % v b7 —2 IPS 7751 7 > A, McAfee ePolicy

Orchestrator, Metainfo MetalP, Microsoft DHCP Server. Microsoft Exchange Server, Microsoft IAS
Server. Microsoft IIS. Microsoft ISA. Microsoft Office 365. Microsoft Operations Manager. Microsoft
SCOM. Microsoft SQL Server, Microsoft Windows ¥ =21 51—+ A X> k - @2, Motorola
SymbolAP, NCC Group DDos Secure., Netskope Active, Niara. Nortel Application Switch, Nortel
Contivity VPN A4 v F. Nortel Contivity VPN A1 v F (B&il). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS). Nortel Secure Router. Nortel VPN Gateway. Novell
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eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta., OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y 273 —. Oracle Enterprise
Manager, Oracle RDBMS Ei#i L' 2 — K, Oracle RDBMS OS §ifil 2 — K, PGP Universal

Server, Palo Alto Endpoint Security Manager. Palo Alto PA >Y) —X, Pirean Access:

One, ProFTPD ¥ —/¥—, Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit., SIM Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring, Sentrigo Hedgehog. Skyhigh Networks 777 K - ¥ a5 — - 75w b7 4 — LA,
Snort A —7> - ¥V —2Z IDS. Solaris BSM. Solaris A XL —F 1 V7« Y AT LFFEA v =,
Solaris A XV —7F 1 > + ¥ ZF L Sendmail B2, SonicWALL SonicOS,. Sophos Astaro Security
Gateway. Squid Web 7'H ¥ ¥ —_ Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection, TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 771 7 > A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control, Universal DSMVMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital

Guardian, VormetricData Security, WatchGuard Fireware OS, genua genugate, iT-CUBE agileSI

UBA : BHOKRZA ML Da—H— -7 X (UBA : User Access
from Multiple Hosts)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD RFE I T 5L —)LIZHEDI 2
— A - F=ARYR—-bINFET,

UBA : BHODFA MR SDI—Y— - 77 €A (UBA : User Access from Multiple Hosts)

FI7 4L NTEY

False

77 # )L b D senseValue

5

BTl

HHINTZHEBRA DT NA AP —a—F—pur( vz iRt LET,
HR—KN-IL—IL

BB:UBA : £#0D 1 R b « 7 1)L X— (BB:UBA : Common Event Filters)
T—8 - Y—2R

APC UPS. AhnLab Policy Center APC., Amazon AWS CloudTrail. Apache HTTP

Server, Application Security DbProtect., Arpeggio SIFT-IT. Array Networks SSL. VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller., Avaya VPN

Gateway., Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller. Brocade
FabricOS. CA ACF2, CA SiteMinder, CA Top Secret, CRE A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet. Cisco
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CSA. Cisco Call Manager., Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM), Cisco IOS. Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo. M FIBEZRGRGEA v 2 —Y + 7 4 b X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, # AKX A - )b—)L - =TT, Cyber-Ark
Vault. DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock. Epic
SIEM. Event CRE Injected. Extreme 800-Series Switch. Extreme Dragon Network IPS, Extreme
HiPath., Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System

(OS). Extreme AR w ZHREAAL Y FELUOAX Y RKT7RY - AL v F, F5 v N7 —2 A BIG-IP
APM. F5 % v F7—2 A BIGIP LTM., F5 v b7 —2 A FirePass, 71 —7J#{T > ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ =Y 71— %7 — b+ 7 =, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform. HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )b—&—_ Huawei S ¥ —X + A v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server, IBM BigFix, IBM DB2, IBM DataPower, IBM
Fiberlink MaaS360, IBM IMS, IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM Security Access Manager
for Mobile, IBM Security Identity Governance. IBM Security Identity Manager. IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server, IBM
i, IBM z/0S. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
AY— N + A=K —_ Juniper Junos OS 7J v b7 % —2A, Juniper MX ¥ =X+ A —H% 31y b - H—
YA - Jb— & —. Juniper Networks 7 71 7 7 #—J)LH LT VPN, Juniper Networks Intrusion
Detection and Prevention (IDP), Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS. Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield v h7—2 IPS 77541 7 A, McAfee ePolicy

Orchestrator, Metainfo MetalP, Microsoft DHCP Server. Microsoft Exchange Server, Microsoft IAS
Server. Microsoft IIS. Microsoft ISA. Microsoft Office 365. Microsoft Operations Manager. Microsoft
SCOM. Microsoft SQL Server, Microsoft Windows ¥ =21 51— - A X2k - @2, Motorola
SymbolAP, NCC Group DDos Secure., Netskope Active, Niara. Nortel Application Switch, Nortel
Contivity VPN A4 v F. Nortel Contivity VPN A1 v F (B&il). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS). Nortel Secure Router. Nortel VPN Gateway. Novell
eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta. OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database ) 27—, Oracle Enterprise
Manager, Oracle RDBMS #i#& L' 2 — K, Oracle RDBMS OS #i#& L 2 — K, PGP Universal

Server. Palo Alto Endpoint Security Manager. Palo Alto PA ! —X. Pirean Access:

One, ProFTPD ¥ —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit. SIM Audit, SSH CryptoAuditor. STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring, Sentrigo Hedgehog. Skyhigh Networks 777 K - ¥ a5 4 — - 75w b 74— LA,
Snort A —7> - YV —2A IDS. Solaris BSM. Solaris A XL —F 1 V7« Y AT LA v =,
Solaris A XL —F 1 v+ ¥ AT/ Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7’0 % —. Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection., TippingPoint Intrusion Prevention System
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(IPS). TippingPoint X Series 7 771 7~ A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM. VMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital

Guardian. Vormetric Data Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI

UBA : v 7 - H—N—DLDOAPH—N—~AD1—H— -7t
QRadar User Behavior Analytics (UBA) 7 7'V Tld, WMEDIRDFE VDO RE I T 5L —)LiZHEO 2
—A T AP R-bINET,

UBA : V¥ V7 - ¥=N=n5DOHNPEF —N—~Da1—%— - 77 LA
774V N TER

False

7 7 # )L D senseValue

10

&R

A=Y =NV ¥y T —=N—%fHLT VPN Y —N—F 72 EWNHY —N—I1ZT7 7 A L7 & &2l
LT,

HAR—=bk =
 BB:UBA : DA X bk - 7 4 )L X — (BB:UBA : Common Event Filters)
 BB:CategoryDefinition: #3alL) (BB:CategoryDefinition: Authentication Success)

WA DIERK

V77 YAy [UBA: Y¥ ¥ 7+ H—/N— (UBA : Jump Servers)] LU [UBA : HIH—N
— (UBA : Internal Servers)| |Zi#bJ7Z2fE%EMU %7,

T=5 V=2

APC UPS, AhnLab Policy Center APC. Amazon AWS CloudTrail. Apache HTTP

Server, Application Security DbProtect., Arpeggio SIFT-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller., Avaya VPN

Gateway., Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller. Brocade
FabricOS. CA ACF2, CA SiteMinder, CA Top Secret, CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet. Cisco

CSA. Cisco Call Manager., Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM), Cisco IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo, ¥ FBEZRGRGERA v 2 —Y + T 4 L X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, # AKX A - )b—)L - =TT, Cyber-Ark
Vault., DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers. Enterprise-IT-Security.com SF-Sherlock,
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Epic SIEM, Event CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch. Extreme Networks ExtremeWare Operating System
(OS). Extreme AR w ZHREAA v FELOAX Y RK7RY - A4 v F, F5 %2 v b7 —2 A BIG-IP
APM, F5 v b7 —2Z BIG-IP LTM, F5 v b7 —2 A FirePass, 7H—7¥{T ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ 25+ — 7 — 7 4. Foundry

Fastiron, FreeRADIUS, H3C Comware Platform., HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - Jb—& —_ Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower., IBM
Fiberlink MaaS360, IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager
for Mobile, IBM Security Identity Governance, IBM Security Identity Manager, IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business., IBM WebSphere Application Server. IBM
i, IBM z/0OS. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
A — b+ A—=&—_ Juniper Junos OS 77 v k74— 2L Juniper MX ¥V —X + £ —H% %Xy b - ¥ —
E'Z « )b—&—_ Juniper Networks 7 71 7 7 # —J)LB KU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS, Mac OS X. McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield *v b7 —2 IPS 7751 7 > A, McAfee ePolicy

Orchestrator. Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange Server. Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft
SCOM. Microsoft SQL Server. Microsoft Windows ¥ 2V 51—+ A X2 b - @2, Motorola
SymbolAP. NCC Group DDos Secure. Netskope Active. Niara. Nortel Application Switch. Nortel
Contivity VPN A4 v ¥, Nortel Contivity VPN A1 v F (B&il). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell
eDirectory, OS Services Qidmap. OSSEC. ObservelT. Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault. Oracle BEA WebLogic. Oracle Database ) A7 —. Oracle Enterprise
Manager, Oracle RDBMS Ei# L' 2 — K, Oracle RDBMS OS #i#il 2 — K, PGP Universal

Server. Palo Alto Endpoint Security Manager. Palo Alto PA ') —X, Pirean Access:

One, ProFTPD % —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit. SIM Audit. SSH CryptoAuditor. STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring. Sentrigo Hedgehog. Skyhigh Networks 77V K - #Fa VT4 — - FJ7v N7 5 — LA,
Snort A — 7> - ¥V —A IDS, Solaris BSM. Solaris A XL —7F 1 V7« Y AT LGGEA v 2=,
Solaris A XL —F 1 v« ¥ AT A Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7B ¥ —. Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE., Symantec Endpoint Protection. TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 774 7 > A, Trend Micro Deep Discovery Email Inspector., Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control. Universal DSMVMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital

Guardian. VormetricData Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI

UBA : User Access Login Anomaly

QRadar User Behavior Analytics (UBA) 7 7'V Tld, RNEDIRDFE VDO RE I T 2L —)LiHO 2
—A T AP R—-bINET,
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UBA : User Access Login Anomaly
T7#INTEY

True

7 7 #JL D senseValue

5

At EA

=7 -7y NIHTH—donr1 Y EBERLET, ZOV—)Vid, 7HU Y Mgz eh%E)
TI2T4ET4—bRIGENDHY £9, [Multiple Login Failures for Single Username] JV— V23 E %)
THDI LR TEIV, IWEMIHEAT 2L51Z, TOL—ILDEEHEDENT A=K — LKL
FNTA =R =% TS ZEI W,

YR—=b - Ib—Ib
e BB:UBA : D1 XV + 74 )X — (BB:.UBA : Common Event Filters)
 H—a—¥—HOEHOT T A VM (Multiple Login Failures for Single Username)

WNR DFERK

V= TH—a—F—Z KO 71 KM (Multiple Login Failures for Single Username)] %A%}
bl &9,

T—4 V=2
TARTOYKR—-bxfHnos - V-2
UBA : EZDY —IZXADLDT7HIY MIA—YY—HAF7IoEALTWVWET

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO RE I T 2L —)LizHO 2
—A T AP R—-bINET,

UBA : BADY —ARSDT AT Y MC2—F =T 72 ALTVET

T 74V N TER

True

T 7 4 )L kD senseValue

15

&5t

2—H =7 TOR., VPN ZREDEHY —APSHEY Y —AIZT 72 ALTWS I &2 RLET,

YAR—=b =L
* BB:CategoryDefinition: #3ilL/i%Y) (BB:CategoryDefinition: Authentication Success)
 BB:UBA : 5D A N> b - 7 4 )L X — (BB:.UBA : Common Event Filters)
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WA DIERK

MG E (Admin Settings)] > [ A7 AGE] T [X-Force Threat Intelligence 7 « — K D)
bl & Tdw] ICRELET,

T8 -V—=2

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP

Server. Application Security DbProtect. Arpeggio SIFI-IT. Array Networks SSL VPN Access
Gateways, Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS. CA ACF2. CA SiteMinder. CA Top Secret, CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection. Centrify Server Suite, Check Point, Cilasoft

QJRN/400, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet. Cisco CSA. Cisco
Call Manager, Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module (FWSM). Cisco
IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco IronPort, Cisco
NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco
Wireless LAN Controllers, Cisco Wireless Services Module (WiSM). Citrix Access Gateway. Citrix
NetScaler, CloudPassage Halo, H W BEREEGEA v 2 — - 7 4 )L X — CorreLog Agent for IBM
zOS, CrowdStrike Falcon Host, WA X L - Jb—)L - T2 YV Cyber-Ark Vault, DCN DCS/DCRS
Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix K/N/S Series

Switch, Enterasys XSR Security Routers. Enterprise-IT-Security.com SF-Sherlock, Epic SIEM. Event
CRE Injected. Extreme 800-Series Switch., Extreme Dragon Network IPS. Extreme HiPath. Extreme
Matrix E1 Switch, Extreme Networks ExtremeWare Operating System (OS). Extreme A& v 7 H[HEA
1vFBLORX Y RT7RY - A4 vF, F5 2v b7 —2 X BIGIP APM, F5 v F7—2 A BIG-IP
LTM. F5 v b7 —2 A FirePass, 710 —7#{T ¥ | ForeScout CounterACT. Fortinet FortiGate
¥¥a2VF5+— -7 —hMY x4, Foundry Fastiron. FreeRADIUS. H3C Comware Platform. HBGary
Active Defense, HP Network Automation, HP Tandem. Huawei AR ¥' —X - JL—& —, Huawei S
¥ ) =X+ A4 v F, HyTrust CloudControl. IBM AIX Audit. IBM AIX Server. IBM BigFix. IBM
DB2, IBM DataPower, IBM Fiberlink MaaS360. IBM IMS, IBM Lotus Domino, IBM Proventia
Network Intrusion Prevention System (IPS). IBM QRadar Network Security XGS. IBM Resource
Access Control Facility (RACF), IBM Security Access Manager for Enterprise Single Sign-On. IBM
Security Access Manager for Mobile. IBM Security Identity Governance. IBM Security Identity
Manager, IBM SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business. IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron A ¥ — |k + A —% —_ Juniper Junos OS 77 v b7 % — A,
Juniper MX ¥V —X - f =% 3w b+ =Y R - b—X—_ Juniper Networks 771 7 U+ —)LB LT
VPN, Juniper Networks Intrusion Detection and Prevention (IDP). Juniper Networks Network and
Security Manager, Juniper Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security

Center, Lieberman Random Password Manager. Linux OS. Mac OS X. McAfee Application/Change
Control. McAfee Firewall Enterprise. McAfee IntruShield £ v F7—2 IPS 77541 7 » A, McAfee
ePolicy Orchestrator, Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange

Server, Microsoft IAS Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft
Operations Manager. Microsoft SCOM., Microsoft SQL Server. Microsoft Windows ¥ a1 7 1 — -
4~k - 17, Motorola SymbolAP. NCC Group DDos Secure, Netskope Active, Niara. Nortel
Application Switch, Nortel Contivity VPN A4 v F, Nortel Contivity VPN A4 v F (BEil). Nortel
Ethernet Routing Switch 2500/4500/5500, Nortel Ethernet Routing Switch 8300/8600. Nortel
Multiprotocol Router. Nortel Secure Network Access Switch (SNAS). Nortel Secure Router. Nortel
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VPN Gateway. Novell eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta. OpenBSD

OS. Oracle Acme Packet SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database ) A7
—. Oracle Enterprise Manager. Oracle RDBMS Bifil 2 — K, Oracle RDBMS OS Eifil 22— K,
PGP Universal Server, Palo Alto Endpoint Security Manager, Palo Alto PA ¥V —X, Pirean
Access: One, ProFTPD ¥ —/3—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure
Pulse Connect Secure. RSA Authentication Manager. Radware AppWall, Radware

DefensePro, Redback ASE. Riverbed SteelCentral NetProfiler Audit, SIM Audit, SSH
CryptoAuditor, STEALTHbits StealthINTERCEPT. SafeNet DataSecure/KeySecure, Salesforce Security
Auditing. Salesforce Security Monitoring. Sentrigo Hedgehog. Skyhigh Networks 777 K - & a2
V754—+7Iv M74—2LA, Snort A —7> -V —2Z IDS, Solaris BSM, Solaris A XL —F 1 > % -
VAT LEREEA Yy 2 — Solaris ARV —F 4 2+ ¥ AT L Sendmail B2 SonicWALL

SonicOS. Sophos Astaro Security Gateway. Squid Web 71 % —_ Starent Networks Home Agent
(HA). Stonesoft Management Center, Sybase ASE. Symantec Endpoint Protection, TippingPoint
Intrusion Prevention System (IPS). TippingPoint X Series 7 77« 7 » A, Trend Micro Deep
Discovery Email Inspector, Trend Micro Deep Security. Tripwire Enterprise. Tropos

Control, Universal DSMVMware vCloud Director, VMware vShield, Venustech Venusense Security
Platform, Verdasys Digital Guardian, VormetricData Security, WatchGuard Fireware OS. genua
genugate, iT-CUBE agileSI

UBA : User Time, Access at Unusual Times

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDF VDO RFEIZH T 5L —)LizHEDI 2
—A T AP R-bINFET,

UBA : User Time, Access at Unusual Times
T 74 NTEM

True

77 #J)L ND senseValue

5
st EA

[UBA : Unusual Times, %] YT« 27 - 70w ZIZEBINT WS, 2y b7 =212/ U TEE TIE
ROWKRFZNZ, =Y =D IEFICRIEL TSI L 2R L ET,

HYiR—bh - L=

 BB:UBA : 5D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)
 BB:CategoryDefinition: #alE/#% (BB:CategoryDefinition: Authentication Success)
« BB:UBA : @ & 13572 5%, 44 (BB:UBA : Unusual Times, Evening)

* BB:UBA : ¥ & 13572 24, &[# (BB:UBA : Unusual Times, Overnight)

Ty V=R

APC UPS. AhnLab Policy Center APC. Amazon AWS CloudTrail. Apache HTTP

Server, Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL VPN Access
Gateways, Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway., Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
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Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS. CA ACF2, CA SiteMinder, CA Top Secret, CRE A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet, Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco IOS. Cisco Identity Services Engine. Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway, Citrix NetScaler, CloudPassage Halo. FEE(FEEZRFRREA v £ — - T 4 L& —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host. 7 AX A - )b—)L - T Cyber-Ark
Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers. Enterprise-IT-Security.com SF-Sherlock.,
Epic SIEM. Event CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System
(0S), Extreme AZX Y ZH[REAAL v FBIPAX Y KT7HEY « AL v F, F5 v b7 —2 A BIG-IP
APM., F5 % v b7 —2 A BIGIP LTM, F5 4 v b7 —2 A FirePass, 71 —7J%{T >, ForeScout
CounterACT, Fortinet FortiGate ¥ ¥ =2 51—+ 7 —F 7 =, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform. HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )b—& —, Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower, IBM
Fiberlink MaaS360. IBM IMS, IBM Lotus Domino, IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On, IBM Security Access Manager
for Mobile, IBM Security Identity Governance, IBM Security Identity Manager, IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server, IBM
i, IBM z/0S. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere. Itron
A< —h + A—=&—_ Juniper Junos OS 7J v b7 % —2A, Juniper MX ¥ =X+ —H% 31w b - H—
YR - Jb—X&—_ Juniper Networks 771 7 7 #—)E5 K0 VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS. Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield % v b7 —2 IPS 7751 7 A, McAfee ePolicy

Orchestrator, Metainfo MetalP, Microsoft DHCP Server. Microsoft Exchange Server, Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365. Microsoft Operations Manager, Microsoft
SCOM. Microsoft SQL Server. Microsoft Windows ¥ =2V 51—+ 41Xk - @2, Motorola
SymbolAP., NCC Group DDos Secure. Netskope Active, Niara. Nortel Application Switch. Nortel
Contivity VPN A4 v F., Nortel Contivity VPN A4 v F (B&i). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS). Nortel Secure Router, Nortel VPN Gateway. Novell
eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y 27—, Oracle Enterprise
Manager, Oracle RDBMS Ei#i L' 2 — K, Oracle RDBMS OS §ifil 2 — K, PGP Universal

Server, Palo Alto Endpoint Security Manager. Palo Alto PA *Y) —X, Pirean Access:

One. ProFTPD % —/¥—, Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit, SIM Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring, Sentrigo Hedgehog. Skyhigh Networks 7 Z 7 K - ¥ a5 — - 75w b 74— LA,
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Snort & —7> + ¥V —2A IDS. Solaris BSM. Solaris A XL —F 1 V7« Y AT LA v =,
Solaris A XL —F 1 v+ ¥ AT Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7’0 % —. Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection., TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 771 7 > A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control, Universal DSMVMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital

Guardian. VormetricData Security, WatchGuard Fireware OS, genua genugate. iT-CUBE agileSI

UBA : H—EXBHELKIETIY - T7hHOVMILD VPN 7€

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD EEIZH T 5L —)LiZHEDI 2
—A T AP R—-bINET,

UBA : Y—E AL LKEYY Y - THI Y MILD VPN 7271 A
T 74V N TERW

True

77 # )L b @D senseValue

10

& BA

Y=V R - THhHYVMEREFIYTY - THIY D Cisco VPN IZT7 7R RAT 58, TNEHRELET,
Ty ME, TUBA : Service, Machine Account] V7 7L VA -y MZUAMINTWVWET, BRiE
TIIT7%NTHTHYY M2EBMELITHRT 212X, 20OV AMEHEEL T,

HiR—bk - L=
BB:UBA : VPN ¥ v ¥ > (Y Z7) (BB:UBA : VPN Mapping (logic))
B DRERK

V77>V A -ty bk [UBA : ¥—EABXU~YY Y - THW Y (UBA : Service, Machine Account)]|
WEY) R E BN £,

T8 V—2R
Cisco Adaptive Security Appliance (ASA)
UBA : VPN GEEAZEDHE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFEVDORE I T 2L —)LizHO 2
—A T APYR—-bINET,

UBA : VPN irHHZEOHE
FI7 4L NTEW

True
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7: UBA : [VPN #FHHEDHLE] V- 2HHT 3 T DA%, Cisco Firewall DSM #LATD L DIz
BT H20ENDD ET,

s V7.2.8 DG4 DSM-CiscoFirewallDevices-7.2-20170619124928.noarch. rpm
s V7.3.0 ABEDIGE: DSM-CiscoFirewallDevices-7.3-20170619132427 .noarch.rpm

57 4 )L M®D senseValue
15
ZBR

ZDN—J)UiE, VPN 1 XY b Da—HF—%4H [VPNSubjecten] &E LW e xzMiiLET, Zh

&, VPN GEHERAEDHEL TWE I L2 RTHENH D £7, GEHZFLERMOGE N — 27 VAR,
P ZAT ST Z BT D EH U< T5RMERH D £9, THITLD, BRIZET S INGHITIRD
BFEITED DD NI TR H D £7,

YR=b =l

« BB:UBA : VPN ¥ v Y2 (BY v ) (BB:UBA : VPN Mapping (logic))
* UBA : Subject_CN and Username Map Update

* UBA : Subject_ CN and Username Mapping

INSDNL—iE, BE#ETAEYV I LU -y VERELRT—XTEHLUET,
B DB

AFoV =2 G51EL £,
* UBA : Subject_ CN and Username Map Update
* UBA : Subject_CN and Username Mapping

T8 -V=2
Cisco Adaptive Security Appliance (ASA)

UBA : H—ERZFAIETIY - T7HOY MILSD Windows 77X

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDE VD RFE I T 5L —)LicHEDI 2
— A T APYR-bINFET,

UBA : Y=Y RAFRIEI~xIY - ThHD Y MZLD Windows 727 A
T 74 N THED

True

77 # )L b @D senseValue

15

& A

Windows Server TH—VE A - 7 HT Y b EE~vY Yy - THU Y MBIz EGZRXey v a v
(RDP, a—H) -ar 1) 2RELET, 7H V> M. [UBA : Service, Machine Account] V 7 7
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LYA -y MIVAREINTWET, BIETT7 72 NTA37 A0y M2EBMEZIREIRTSICE. 20
DA NZMmELET,

HYiR—k - L—I
BB:UBA : @D X> b+ 7 4 )X — (BB:.UBA : Common Event Filters)
R DIERK

V757VL YA -ty b [UBA : ¥—EABLF~YY Y - 7HW b (UBA : Service, Machine Account)]
)R fE B L 9,

T8 -V=2

Microsoft Windows £ % a2 54— ARV b -0 (A XV ID: 4776)

ThO Y NS LUHE

UBA : 7AHD YV b~ JI—T, FIIZFEDEBN
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFE VD RE I T 5L —)LiZHEDI 2
— A AP R—NINET,

UBA : 7HAD Y N, =7, £-ERHEDEN (HF¥ TUBA : 7AD Y b, Z—7, F-IXFMEIE
MEZIFEEINE L))

T 74 hTER

True

77 #JL b @ senseValue

5

AR

A—F=DFETL. WOVTNHIDAT T —IZHTEELZA RNV PERBLES, b—id, 2—¥ -0
DV AL + AT EWDT 57200 IBM £V A - ARV 2T 1 ARy FLET,
* Authentication.Group Added

* Authentication.Group Changed

* Authentication.Group Member Added

* Authentication.Computer Account Added

* Authentication.Computer Account Changed

* Authentication.Policy Added

* Aauthentication.Policy Change

* Authentication. Trusted Domain Added

* Authentication.User Account Added

* Authentication.User Account Changed

* Authentication.User Right Assigned
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B A=Y =DV 7 - 2T EEIHT IOV —VOFELHRABT 572012, BT VT - Tay
2 - )b—)b [CategoryDefinition: Authentication User or Group Added or Changed | #Z®H L T, i
OPTEHT AR - ATTY—%BITE5Z 2R LTIEZI N,

HR—bk - b=

 BB:UBA : @D A XY bk - 7 4 )X — (BB:.UBA : Common Event Filters)

« BB:UBA : @it —H¥—, 7V —7 F7/ZI3KY > —DEN (BB:UBA : Authentication User or
Group or Policy Added)

T=% V=2

Akamai KONA, Amazon AWS CloudTrail. Application Security DbProtect, Arbor Networks
Pravail. Arpeggio SIFT-IT. Array Networks SSL VPN 727 +%Z - 7' — b =1, Aruba XY 7«

— 3 bhHE—7—, Avaya VPN Gateway. Barracuda Spam & Virus Firewall. Barracuda Web
Application Firewall, Barracuda Web Filter, Bit9 Security Platform, Blue Coat Web Security

Service, BlueCat Networks Adonis. Bridgewater Systems AAA ¥ —tE A - 2 h 1B — 37—, Brocade
FabricOS. CA ACF2, CA SiteMinder, CRE A7 /A, Carbon Black Protection. Centrify Server
Suite, Check Point, Cilasoft QJRN/400. Cisco ACS, Cisco Adaptive Security Appliance

(ASA). Cisco CSA. Cisco Call Manager, Catalyst A v FH Cisco CatOS. Cisco 7717 7V # —
V- —EA - EYVa—)b (FWSM), Cisco I0S, Cisco Identity Services Engine, Cisco Intrusion
Prevention System (IPS)., Cisco IronPort., Cisco Nexus. Cisco PIX Firewall, Cisco Wireless Services
Module (WiSM). Citrix NetScaler, #AIGE/L T 71 7V 4 —) - 7 4 )L X —, CorreLog Agent for
IBM zOS. #AX L - )b—)b - Z¥ v, DCN DCS/DCRS ¥V —X, DG Technology MEAS., EMC
VMWare, Enterasys Matrix K/N/S &Y —X - X1 v F, Enterasys XSR £F¥ 27 1 — - b—& —,
Epic SIEM, A1 X} CRE 1 Yz 2 ¥ 3, Extreme Dragon Network IPS, Extreme A& v 2 W]fE
A4y FELORAZ Y F7BRY - A4 v F | F5 2 v b7 —2 A BIGIP AFM, F5 *v b7 —2 X BIG-IP
ASM. Fidelis XPS, 710 —7#{L Y, Forcepoint V ¥ — X, Fortinet FortiGate ¥¥ a2V 5 1 — -
’— R~ Y =1, Foundry Fastiron, H3C Comware Platform, HP Network Automation. HP

Tandem. Honeycomb Lexicon File Integrity Monitor. Huawei S ¥V —X - A4 v . HyTrust
CloudControl, IBM AIX Server, IBM DB2, IBM DataPower, IBM Fiberlink MaaS360. IBM
Guardium, IBM IMS, IBM Lotus Domino, IBM Proventia Network Intrusion Prevention System
(IPS). IBM Resource Access Control Facility (RACF), IBM Security Access Manager for Mobile, IBM
Security Identity Manager. IBM Security Network IPS (GX). IBM Tivoli Access Manager for
e-business. IBM WebSphere Application Server, IBM i, IBM z/OS. IBM zSecure Alert, ISC

BIND, Illumio Adaptive Security Platform. Imperva Incapsula. Imperva SecureSphere. Juniper Junos
OS 77 v h 74— LA, Juniper Networks 7 74 77 # —)LE KT VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
WirelessLAN. Juniper vGW. Kaspersky Security Center, Kisco Information Systems

SafeNet/i. Lieberman Random Password Manager. Linux DHCP ¥ —/¥—_ Linux OS. Linux
iptables 7 7 4 77 #—J)l, Mac OS X. McAfee Firewall Enterprise. McAfee IntruShield * v F7 —72
IPS 77547 A, McAfee Web Gateway. McAfee ePolicy Orchestrator, Microsoft DHCP

Server. Microsoft Exchange Server. Microsoft IAS Server. Microsoft IIS. Microsoft ISA. Microsoft
Office 365. Microsoft Operations Manager, Microsoft SQL Server, Microsoft Windows ¥ a2V 7 «
— ARk -12, NCC Group DDos Secure, Nortel Contivity VPN A v F, Nortel
Multiprotocol Router, Nortel VPN Gateway. OS Services Qidmap. OSSEC. Okta. Open LDAP Y 7
F 7 x7. OpenBSD OS. Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database ) A7 —,
Palo Alto PA ¥ — X, PostFix MailTransferAgent. ProFTPD # —/¥—_ Proofpoint Enterprise
Protection/Enterprise Privacy. Pulse Secure Pulse Connect Secure, RSA Authentication
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Manager, Radware AppWall, Radware DefensePro. Riverbed SteelCentral NetProfiler Audit, SSH
CryptoAuditor, STEALTHbits StealthINTERCEPT. Solaris ARV —F 1 & + Y AT LGRGEA v £ —
Y. Solaris AV —F 1 ¥ - A5 DHCP B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway. Sophos Enterprise Console. Sophos Web Security Appliance. Squid Web 71 ¥ —,
Stonesoft Management Center. Sun ONE LDAP, Symantec Critical System Protection. Symantec
Endpoint Protection. Symantec Gateway Security (SGS) 7 77 1 7~ A, Symantec System

Center, Symark Power Broker. TippingPoint Intrusion Prevention System (IPS)., TippingPoint X >
—X - 77747 A, Top Layer IPS, Trend InterScan VirusWall, Trend Micro Deep

Security, Universal DSM. Venustech Venusense Security Platform. Vormetric Data

Security, WatchGuard Fireware OS. Zscaler Nss. genua genugate. iT-CUBE agileSI

UBA : 7hHo Vb, JI—7. £LIIEHIEDETE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, RMEDIRDFE VDO RE I T 2L —)LizHO 2
—A T AR R—-bINET,

UBA : 7AD Y M, =7 EIIRHEOESE (IHFF TUBA : AHINZ2—Y— - THI V] )
T 74V N TER

True

77 #JL b @D senseValue

10

tAe

A—Y—DEWNRRHE EAERETAICERET LT 7V aviiioTCa—Y— - TAY Y bR ELZIT
5LEIT, FDOZLERLET,

TH—IVA - RYT 4 TOUER: ZOARY M, THAV Y MADEEE2, TOEHEToTWVWHI—H—
ThodEHRET2HENHVET, ZOTH—IVA - KYT 1 TOWEENEZYEIHKT 572012, TAb
fand when Username equals AccountName] ZENITE £7,

TA=NA AT TATOER: ZOARYME, 2=F—DT7 AT Y MEED DT —AZKH L 72w

BERH O £7,

HYiR—bk - L—

e BB:UBA : D1 XYk + 74 )X — (BB:.UBA : Common Event Filters)

e BB:UBA : @i —¥—, Z0—7 F£7/I3KY) > —0DZEHE (BB:UBA : Authentication User or
Group or Policy Changed)

T8 -V=2

Microsoft Windows ¥ ¥ a2V 54— A XV - 0127 (A XV ID:
626, 642, 644, 1300, 1317, 625, 629, 4672, 4722, 4725, 4738, 4765, 4767, 4781, 4737, 4755)
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UBA : 7hA7U Y MEIBRICK %5 DoS KE (UBA : DoS Attack by
Account Deletion)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDFE DO REIZH T 5L —)LiZHDI< 2
— A - T=ARY R INET,

UBA : 777 Y MHIBRIZE % DoS %% (UBA : DoS Attack by Account Deletion)
T4 NTEY

False

77 4JU kD senseValue

10

st A

THDT Y MHIBRA R s O EBEEORFIENTEED U EWMEIZIBS LTFzv 27T 5Z2I12XD, DoS
BE2BHELET,

HR—b-IL—I
 BB:UBA : 5D A X2k - 7 4 )L X — (BB:.UBA : Common Event Filters)
* BB:UBA : 2—%— - 777> h®DHlfk (BB:UBA : User Account Deleted)

T=% V=2
Amazon AWS CloudTrail (1 X2 b ID: DeleteUser)

Application Security DbProtect (-f X b ID: Login revoked - Windows, Login dropped -
standard, Database role - dropped. Database user revoked)

Aruba EEV T4 — -3 bBE—F— (1 X2 b ID: authmgr_user_del)

Box (1~} ID: DELETE_USER)

Brocade FabricOS (-f XY b ID: SEC-1181., SEC-3028)

CA ACF2 (X2 b ID: ACF2-L)

Check Point (1 N> b ID: user_deleted. device_deleted. User Deleted)

Cilasoft QJRN/400 (-f X b ID: C20020)

Cisco Adaptive Security Appliance (ASA) (X2 b ID: %PIX|ASA-5-502102. %ASA-5-502102)
Cisco FireSIGHT Management Center (-1 X2 b ID: USER_REMOVED_CHANGE_EVENT)
Cisco 7747 74— - F—EX - EYVa—)L (FWSM) (1 Xk ID: 502102)

Cisco Identity Services Engine (-~ b ID: 86008, 86028)

Cisco NAC Appliance (f X b ID: CCA-1453, CCA-1502)
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Cisco Nexus (1 N> bk ID: SECURITYD-6-DELETE_STALE_USER_ACCOUNT)

Cisco 74 ¥ VA LAN I hE—F— (A RY b ID: 1.3.6.1.4.1.9.9.515.0.1)

CloudPassage Halo (7 X b ID: Halo user deleted. Local account deleted (Linux D #))
CorreLog Agent for IBM zOS (f X b ID: RACF DELUSER: No Violations)

HARI - IV—)b - TV (A XV ID: 3035, 3043)

Cyber-Ark Vault (- X2 b ID: 276)

EMC VMWare (1 X b ID: AccountRemovedEvent)

Extreme Dragon Network IPS (XX b ID: HOST:LINUX:USER-DELETED., HOST:WIN:ACCOUNT-
DELETED)

Extreme Matrix K/N/S ¥V —X - A1 v F (XX} ID: User Deleted Event, has been deleted)
Extreme NAC (1 X2 bk ID: Deleted registered user)

Extreme NetsightASM (1 X b ID: UserRemove)

TJa—nEITY VY (A RV N ID: 3035, 3043)

Forcepoint Sidewinder (- X b ID: passport deletion. all passports revoked)

HBGary Active Defense (-1 X b ID: DeleteUser)

HP Network Automation (-f X2 b ID: User Deleted)

Huawei S ¥V —X + ZAA v F (1> b+ ID: SSH/6/DELUSER_SUCCESS)

IBM AIX Ei#& (1 X2 b ID: USER_Remove SUCCEEDED)

IBM AIX ¥—/N— (14X ; ID: USER_Remove)

IBM DB2 (1 ~X> b ID: DROP_USER SUCCESS)

IBM DataPower (- X2 b ID: 0x81000136)

IBM IMS (- _X> b ID: USER DELETED)

IBM Proventia Network Intrusion Prevention System (IPS) («f X b ID: Delete User)

IBM QRadar Packet Capture (X b ID: UserDeleted)

IBM Resource Access Control Facility (RACF) («f X2 b ID: 80 17.2, DELUSER_SUCCESS. 80 17.0)

IBM Security Access Manager for Enterprise Single Sign-On (1~ b ID:
REVOKE_IMS_ID. DELETE_IMS_ID)

IBM Security Directory Server (-1 X b ID: SDS Audit)

IBM Security Identity Governance (- N b ID: 50, 43, 70005)
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IBM Security Identity Manager (-f X2 b ID: Delete SUCCESS. Delete SUBMITTED. Delete Success)

IBM SmartCloud Orchestrator (-1 X+ ID: user)

IBM Tivoli Access Manager for e-business (-1 X2 b ID: 13408 - Succeeded. 13408 Command
Succeeded)

IBM i (1 X2 ID:
GSL2502, M250100. DO_USRPRF, GSL2602. GSL2601. M260100. MC@0400. GSL2501)

IBM z/0S (X b ID: 80 1.35)

Juniper Networks Network and Security Manager (- N>k ID: adm?24473)
Linux OS (1 ~X> b ID: userDel, Account Deleted. DEL_USER)

McAfee Application/Change Control (- N\ b ID: USER_ACCOUNT_DELETED)
McAfee ePolicy Orchestrator (-1 XX b ID: 20793)

Microsoft ISA (- X b ID: user removed)

Microsoft Office 365 (1 X b ID: Delete User-PartiallySucceded. Delete user-success. Delete
User-success. Delete user-PartiallySucceded)

Microsoft SQL Server (- XX b ID: 24129, DR - US, DR - SL. DR - LX, DR - AR, DR -
SU. 24076. 24123, 38)

Microsoft Windows ¥ a2V 54—+ ARV bk -1aF (£ X2+ ID: 4743, 630, 1327, 647. 4726)
Netskope Active (1 X2 b ID: Delete Admin, Deleted admin)

Nortel Application Switch (-1 X2 b ID: User Deleted)

Novell eDirectory (-~ b ID: DELETE_ACCOUNT)

0OS ¥ —EAD Qidmap (1~ b ID: Account Deleted, User Deleted)

OSSEC (1 <~ h ID: 18112)

Okta (X b ID: core.user_group_member.user_remove. app.generic.import.details.delete_user)
Oracle Enterprise Manager (-1 X2 b ID: Computer Delete (successful). User Delete (successful))

Oracle RDBMS &L a— K (XY b ID: DROP USER-Standard:1, 53:1. 53:0. DROP
USER-Standard:0, 53)

PGP Universal Server (1 X b ID: ADMIN_DELETED_USER)
Palo Alto Endpoint Security Manager (- X2k ID: User Deleted)

Pulse Secure Pulse Connect Secure (-f N> b ID:
SYN24849., ADM20722, ADM?24473, SYN24745. SYN24850)
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RSA Authentication Manager (-f X2 k ID: unknown, Deleted
user, REMOVE_ORPHANED_PRINCIPALS. REMOTE_PRINCIPAL_DELETE., DELETE_PRINCIPAL)

SIM Ei#E (1 X b ID: Configuration-UserAccount-AccountDeleted)

STEALTHDits StealthINTERCEPT (- X b ID: Active DirectorycomputerObject
DeletedTrueFalse. Active DirectoryuserObject DeletedTrueFalse. Console user/group deleted. Console
user/group deleted)

SafeNet DataSecure/KeySecure (X2 I ID: Removed user)
Skyhigh Networks Cloud Security Platform (XX b ID: 10017)
Solaris BSM (- X bk ID: delete user)

SonicWALL SonicOS (1 X b ID: 559, 1157, 1158)

Trend Micro Deep Security (- N\ b ID: 651)

I=XN—=%) DSM (A R_R> b ID: HlfRENnzar¥a—x— - 7ThAU Vb, HlkEhiza—F—- - T7HhY
VB

VMware vCloud Director (-1 XY b ID: com/vmware/vcloud/event/user/remove, com/vmware/
vcloud/event/user/delete)

Vormetric Data Security (X2 b ID: DAO0090I)
iT-CUBE agileSI (-1 X2 b ID: AU8, U0)

UBA : BRI TCOI—Y%— - 7hHo v NOEK & EIfR

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO RE I T 5L —)LicHE O 2
—A T AP R—-bINET,

UBA : i coa—¥— - 7H 7 v b DOIER & HIFR
774 N TE

True

7 7 # )L~ D senseValue

15

& BA

MR 2 — Y — - 7 AT v FPMERB K CHIBRES W22 L 2R L £ 7,

HR—b - =

* BB.UBA : 2—%— - 7h 7Y NDOFEK (BB:UBA : User Account Created)
 BB:UBA : 2—¥%— - 747> MOl (BB:UBA : User Account Deleted)
+ BB:UBA : #£@D 1 RX> b - 74X — (BB:.UBA : Common Event Filters)
T—¥ V=2
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UBA : RIE7H DY RBMERAShELE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WMEDIRD VDO RE I T 2L —)LiHO 2
—A T APYR—-PINET,

UBA : (RIL7 A v MM I E L

T 74V N TEW

True

7 # )L kD senseValue

10

&tAe

RIEEHE I NT WA T AU Y o0l A UHRIEEIZITbW - Z e EnE L,

YAR—=bk =
 BB:UBA : #5EDA X2 bk - 7 4 )L X — (BB:UBA : Common Event Filters)
+ BB:CategoryDefinition: #3aE®D KM (BB:CategoryDefinition: Authentication Failures)

T8 -V—=2
ARY M= —HZRRINTVEIAROY K- b R{RB ST - V=2,
UBA : {RIE7H DY MER®DE A (UBA : Dormant Account Use

Attempted)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDF VD RE I T 5 —)LicHEDI< 2
— A T=ARYR—- b INFET,

UBA : {KiIk7 A7 > MEHDiAA (UBA : Dormant Account Use Attempted)
774 N TEM

True

77 # )L b @D senseValue

15

& A

RIEEHE I NT WA T AT Y o d A Uit h, RILZZ 2 BBEshE L,

YiR—bh - L—I
* BB:UBA : H@dDA X2 b - 74 )X — (BB.UBA : Common Event Filters)

* BB:CategoryDefinition: #al-MD % (BB:CategoryDefinition: Authentication Failures)
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T—4 V=2

3Com 8800 >V —X - A1 v F, APC UPS. AhnLab Policy Center APC. Application Security
DbProtect, Arpeggio SIFT-IT. Array Networks SSL VPN 727+t A + 7'— 7 = 1, Aruba ClearPass
Policy Manager. Aruba TV 75« — - 3> b1 —7—, Avaya VPN Gateway. Barracuda Web
Application Firewall, Barracuda Web Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA
Y—Y' A - arbhbu—7—, Brocade FabricOS. CA ACF2, CA SiteMinder, CRE ¥ A7 A,
CRYPTOCard CRYPTOShield, Carbon Black Protection, Centrify Identity Platform. Centrify
Infrastructure Services. Check Point, Cilasoft QJRN/400. Cisco ACS. Cisco Adaptive Security
Appliance (ASA). Cisco Aironet, Cisco Call Manager. Catalyst A > F H] Cisco CatOS. Cisco
FireSIGHT Management Center, Cisco 7 717V # —) + ¥ —E A - £V a—)L (FWSM), Cisco

IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco IronPort, Cisco
NAC 7 7747 > A, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 ¥V —X-avt&>v kb —
&Z—, Cisco VA4 VLA LAN 2 bt —7—, Cisco Wireless Services Module (WiSM). Citrix Access
Gateway. Citrix NetScaler, CloudPassage Halo, i rIBEZFRGEA v £ —Y + 7 4 )L X —, CorreLog
Agent for IBM zOS, CrowdStrike Falcon Host, 7 AX L+ )b—)L - T Cyber-Ark

Vault. CyberGuard TSP Firewall/VPN, DCN DCS/DCRS ¥ Y —X, DG Technology MEAS. EMC
VMWare, ESET Remote Administrator, Enterprise-IT-Security.com SE-Sherlock. Epic SIEM, - Y
F CRE 1 ¥z 27 ¥ 3y, Extreme 800 Y —X - A1 v F, Extreme Dragon Network IPS,

Extreme HiPath, Extreme Matrix E1 A1 v F. Extreme Matrix K/N/S ¥V —X - A1 v F, Extreme
Networks ExtremeWare # XL —F 4 > « A F L (0S), Extreme AR Y JHHEAL v FELVOAXR
YIryay - A1 vF, Extreme XSR ¥ a7+ — - )b—X—, F5 xv b7 —2 A BIG-IP APM. F5
v b7 —2 X BIG-IP LTM, F5 v 7 —2 A FirePass, 7H—7% T Y, PForcepoint
Sidewinder, ForeScout CounterACT. Fortinet FortiGate ¥ ¥ =Y 5+ — 7 — k7 =, Foundry
Fastiron., FreeRADIUS. H3C Comware Platform, HBGary Active Defense., HP Network
Automation, HP Tandem, Huawei AR ¥ —X - )—X—_ Huawei S ¥V —X + A1 v ¥, HyTrust
CloudControl, IBM AIX Audit. IBM AIX ¥ —/%—_ IBM Bluemix 77 v h 7+ —ZA, IBM DB2, IBM
DataPower, IBM Fiberlink MaaS360, IBM Guardium. IBM Lotus Domino. IBM Proventia Network
Intrusion Prevention System (IPS), IBM QRadar Network Security XGS, IBM Resource Access
Control Facility (RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security
Access Manager for Mobile, IBM Security Identity Governance. IBM Security Identity

Manager, IBM SmartCloud Orchestrator. IBM Tivoli Access Manager for e-business. IBM
WebSphere Application Server, IBM i, IBM z/OS. IBM zSecure Alert, ISC BIND, Illumio Adaptive
Security Platform, Imperva SecureSphere. Infoblox NIOS. Itron A~¥— bk + X —2X —_ Juniper Junos
OS 7 v »7#—2A, Juniper Junos WebApp Secure. Juniper Networks 7 71 7 7 4 — LB L
VPN, Juniper Networks Intrusion Detection and Prevention (IDP). Juniper Networks Network and
Security Manager. Juniper Steel-Belted Radius. Juniper WirelessLAN, Lieberman Random Password
Manager, LightCyber Magna, Linux OS. Mac OS X. McAfee Application/Change Control, McAfee
Network Security Platform. McAfee ePolicy Orchestrator. Microsoft IAS Server. Microsoft

IIS. Microsoft ISA. Microsoft Office 365, Microsoft SCOM, Microsoft SQL Server, Microsoft
SharePoint, Microsoft Windows ¥ a2V 51— - A RX¥ | - B2, Motorola SymbolAP, Netskope
Active, Nortel Application Switch, Nortel Contivity VPN A~ ¥, Nortel Contivity VPN A1 v F
(Bé1k). Nortel 1 —H 3w k- b—F 1 > Z « AA wF 2500/4500/5500, Nortel 1 —H % v b - b —F
4 v - A4 v F 8300/8600. Nortel Multiprotocol Router. Nortel Secure Network Access Switch
(SNAS). Nortel Secure Router, Nortel VPN Gateway. Novell eDirectory. OS Services

Qidmap. OSSEC. Okta, OpenBSD OS. Open LDAP ¥ 7 + 7 =7, Oracle Acme Packet

SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Enterprise Manager. Oracle RDBMS Bi#:
L' a— R, Palo Alto PA ¥V — X, Pirean Access: One. PostFix MailTransferAgent, ProFTPD # —/\
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—. Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse Connect Secure, RSA
Authentication Manager. Radware AppWall, Radware DefensePro. Riverbed SteelCentral NetProfiler
Audit, SSH CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/

KeySecure, Salesforce Security Monitoring, Skyhigh Networks 2 Z 7 K - ¥ a5« — - 75 v b7
#—2I. Snort A—7 2 -V —RA IDS. Solaris BSM. Solaris A XL —F 1 V7 - Y AT LFFEA v £ —
Y. SonicWALL SonicOS. Sophos Astaro Security Gateway. Squid Web 71 % —_ Starent
Networks Home Agent (HA). Stonesoft Management Center, Sun ONE LDAP, Sybase

ASE, Symantec Encryption Management Server. Symantec Endpoint Protection, TippingPoint
Intrusion Prevention System (IPS). TippingPoint X ¥V —X -7 754 7 X, Top Layer IPS. Trend
Micro Deep Discovery Email Inspector. Trend Micro Deep Discovery Inspector. Trend Micro Deep
Security, Tripwire Enterprise. Tropos Control, Z=/Y—% )L DSM, VMware vCloud

Director, Venustech Venusense Security Platform, Vormetric Data Security, WatchGuard Fireware
OS. genua genugate, iT-CUBE agileSI

UBA : HifRtUINT H D v DFEMA

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDF VDO REIZH T 5L —)LicHEDI< 2
— A T AP R—-bINET,

UBA : HiRUINT Ao > b (IHFF TUBA : Nz, BXDE L. £72IEFWREBO 7 7o v MAMEHX
NELMEL)

T 74 N TE

True

T 7 # )L kD senseValue

10

&R

A=Y —=PERT AT S ELIFRYNOT AT Y TH=HI - VAT LIRS L&D LD
EERUET, ZON—IVE TAT VY IDBERIZE S INEZZ L2 RTHAEEHD T,
HR—bk - IL—Ib

 BB:UBA : #EDA X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)

* BB:CategoryDefinition: HIfREINT 7 > MZxd SF8GE (BB:CategoryDefinition: Authentication to
Expired Account)

Ty V=R

Catalyst A1 v FH] Cisco CatOS, Cisco 1R APl 27 L (IPS)., Extreme Dragon Network IPS, IBM
Proventia Network Intrusion Prevention System (IPS). Juniper Junos WebApp Secure, Microsoft IAS
Server. Microsoft Windows £¥ a2 751 — - ARV k-1

UBA : #IEIOFHEIRAL—> 3V

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEF VD RFE I T 5L —)LZHEI 2
— A T=ARYR—-bINET,

UBA : {JRIOFET AL —> 3 >
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T 74 N THE

True

77 4L h®D senseValue
10

stAR

I—Y—DRET 22 A2 ZLOTITHLEZZ 2 RUET, ZOHREL—VIE, R—ZAF74 VHREDHWK
Ta—Y—FE2 B TEE L3175 -ICEMIZITEET,

HHR—K- L=

BB:UBA : FitE1—% —, #IEIOFHEREH (1 v 2) (BB:UBA : Privileged User, First Time Privilege
Use (logic))

T=5 V=2

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Application Security

DbProtect, Arbor Networks Pravail, Arpeggio SIFT-IT, Array Networks SSL VPN 727 ¥ X - 77— h
7 1. Aruba ClearPass Policy Manager, Aruba €YY 71— 32> hO—7— Avaya VPN
Gateway. Barracuda Web Application Firewall, Bit9 Security Platform. Bluemix 7'J v k74— A,
Box. Bridgewater Systems AAA ¥ —E A - 2 hB—F —, Brocade FabricOS. CA ACF2, CA Top
Secret, CRE ¥ A7 A, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft
QJRN/400, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet, Cisco CSA. Cisco
Call Manager. Catalyst A1 v FH] Cisco CatOS. Cisco FireSIGHT Management Center. Cisco 7 7
A7 F =) PF—ERA - EYa—) (FWSM), Cisco IOS. Cisco Identity Services Engine. Cisco
Intrusion Prevention System (IPS). Cisco IronPort, Cisco NAC 7 7 J 4 7 > A, Cisco Nexus. Cisco
PIX Firewall, Cisco VPN 3000 ¥V —X-2av¥>¥ b —X—, Cisco 71 YL A LAN 2v hua—3
—. Cisco Wireless Services Module (WiSM)., Citrix Access Gateway. Citrix NetScaler. CloudPassage
Halo. Cloudera Navigator, CorreLog Agent for IBM zOS, A# A& L - )b—)b - TV Cyber-Ark
Vault, DCN DCS/DCRS ¥V —X, DG Technology MEAS, EMC VMWare., Enterasys Matrix
K/N/S U —X « 24 v F. Enterprise-IT-Security.com SF-Sherlock. Epic SIEM, 1 XYk CRE A ~
Yz 3y, Extreme 800 U —X - A1 v F, Extreme Dragon Network IPS, Extreme

HiPath, Extreme NAC, Extreme NetsightASM, F5 %> b7 —2 A BIG-IP APM, F5 v b7 —27 A
BIG-IP ASM. F5 & v b7 —2 R BIG-IP LTM, 7Hu—/3#T ¥, ForeScout CounterACT. Fortinet
FortiGate ¥ 2V 75 ¢ — - — b7 x4, Poundry Fastiron, H3C Comware Platform. HBGary Active
Defense, HP Network Automation, Honeycomb Lexicon File Integrity Monitor, Huawei AR >/ —
A+ )b—X—, Huawei S ¥V —X - 24 v F, HyTrust CloudControl. IBM AIX Audit. IBM AIX
Server, IBM BigFix, IBM DB2, IBM DataPower, IBM Fiberlink MaaS360. IBM Guardium. IBM
IMS. IBM Lotus Domino, IBM Proventia Network Intrusion Prevention System (IPS). IBM QRadar
Packet Capture. IBM Resource Access Control Facility (RACF). IBM Security Access Manager for
Enterprise Single Sign-On, IBM Security Directory Server. IBM Security Identity Governance, IBM
Security Identity Manager. IBM Security Trusteer Apex Advanced Malware Protection, IBM
SmartCloud Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application
Server, IBM i, IBM z/OS. IBM zSecure Alert, ISC BIND, Imperva SecureSphere, Itron A~ — | -
A —X—_ Juniper Junos OS 7'J v b 7% —2LA, Juniper MX ¥V —X - A —H v k- =X - )b—
% —. Juniper Networks 7 71 77 4 —)L3 &' VPN, Juniper Networks Intrusion Detection and
Prevention (IDP). Juniper Networks Network and Security Manager. Juniper WirelessLAN, Juniper
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vGW, Kaspersky Security Center. Lieberman Random Password Manager. Linux OS, Mac OS

X. McAfee Application/Change Control. McAfee Firewall Enterprise. McAfee IntruShield % v b7 —
2 IPS 77547 A, McAfee ePolicy Orchestrator, Metainfo MetalP, Microsoft DHCP

Server. Microsoft Endpoint Protection. Microsoft Hyper-V. Microsoft 1IS. Microsoft ISA, Microsoft
Office 365. Microsoft Operations Manager. Microsoft SCOM. Microsoft SQL Server. Microsoft
SharePoint, Microsoft Windows ¥ 2V 7« — - A XYk - @2, NCC Group DDos

Secure. Netskope Active. Niara. Nortel Application Switch, Nortel 1 —H% % v b - )b—F ¢ > -+ X
A v F 2500/4500/5500. Nortel 1 —Hxy b - )b—F 1 2 + A4 v F 8300/8600. Nortel Secure
Network Access Switch (SNAS), Nortel Secure Router, Nortel VPN Gateway. Novell

eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y A7 —. Oracle Enterprise
Manager. Oracle RDBMS & &L 2 — K, Oracle RDBMS OS %i# L 2 — K, PGP Universal

Server, Palo Alto Endpoint Security Manager, Palo Alto PA ') — X, Pirean Access: One, PostFix
MailTransferAgent, Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse Connect
Secure, RSA Authentication Manager. Radware AppWall, Radware DefensePro. Riverbed
SteelCentral NetProfiler Audit. SIM Audit. SSH CryptoAuditor. STEALTHbits

StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Samhain

HIDS. Sentrigo Hedgehog. Skyhigh Networks 77V K - ¥ a V5 — - 7 Jv b7 % —LA, Snort
F—7r -V —Z IDS. Solaris BSM, Solaris A XV —7F 1 V27 + Y AT LGGEA v — | Solaris AR
V—F+4 V2 + ¥AFT L Sendmail B2, SonicWALL SonicOS. Squid Web 7'H ¥ —. Starent
Networks Home Agent (HA). Stonesoft Management Center. Sybase ASE. Symantec Critical System
Protection, Symantec Endpoint Protection, Symantec System Center, A7 Aj#fl, ThreatGRID
Malware Threat Intelligence Platform. TippingPoint Intrusion Prevention System (IPS). TippingPoint
X YV —=X+77F547 A, Top Layer IPS, Trend Micro Control Manager. Trend Micro Deep
Discovery Email Inspector, Trend Micro Deep Discovery Inspector. Trend Micro Deep

Security. Tripwire Enterprise. Universal DSM. VMware vCloud Director. VMware

vShield, Venustech Venusense Security Platform. Verdasys Digital Guardian, Vormetric Data
Security, WatchGuard Fireware OS. genua genugate, iT-CUBE agileSI

UBA : 5ILW7ZAHD Y NOFEAI’BREEINELEL

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDF VDO REIZH T 20— )LD 2
— A T=APYR—-bINET,

UBA : HiLW7Aw Yy OB EINE L
T 74 N THEY

True

77 #JL h®D senseValue

5

StEA

A—F—PREUCDTIEFIIO A > Ul 2Ry mEHuEERIL X T, Zo®ELV—VIE XR=2F1
VREDHKT—RIIZMRNIZTE £ 7,

7UBA 77VDOL— LB LI Fa—=vs 87



HR— bk - Ib—I
BB:UBA : 2 —H%—0DfJ[E7 7+ X (0¥ v 2) (BB:UBA : User First Time Access (logic))
T=% V=2

APC UPS. AhnLab Policy Center APC. Amazon AWS CloudTrail, Apache HTTP

Server, Application Security DbProtect. Arpeggio SIFT-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller., Avaya VPN

Gateway. Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller. Brocade
FabricOS. CA ACF2, CA SiteMinder, CA Top Secret, CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft

QJRN/400, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet., Cisco CSA. Cisco
Call Manager, Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module (FWSM), Cisco
IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS), Cisco IronPort. Cisco
NAC Appliance, Cisco Nexus. Cisco PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco
Wireless LAN Controllers, Cisco Wireless Services Module (WiSM). Citrix Access Gateway. Citrix
NetScaler, CloudPassage Halo, #FBE/REREEA v — - 7 4 )V X —_ CorreLog Agent for IBM
zOS. CrowdStrike Falcon Host, #AX A - )b—)L - T TV Cyber-Ark Vault, DCN DCS/DCRS
Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix K/N/S Series

Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, Event
CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS. Extreme HiPath. Extreme
Matrix E1 Switch, Extreme Networks ExtremeWare Operating System (OS). Extreme A& v 7 A[HEA
1vFBLORX Y FT7RY - A4 v T, F5 2y b7 —2 X BIGIP APM, F5 v F7—2 A BIG-IP
LTM, F5 % v b7 —2 A FirePass, 7H—/3HHT Y, PForeScout CounterACT. Fortinet FortiGate
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* BB:CategoryDefinition: #al/i%%) (BB:CategoryDefinition: Authentication Success)
 BB:CategoryDefinition: #3alE®D &M (BB:CategoryDefinition: Authentication Failures)
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V757L YA -y b [UBA: KAA Y - 32 ha—F— (UBA : Domain Controllers)] # XU [UBA :
KAy - ay ba—7—EME (UBA : Domain Controller Administrators)] (Z#E )7 % B L £
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T—5 V=2

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP

Server. Application Security DbProtect. Arpeggio SIFI-IT. Array Networks SSL VPN Access
Gateways, Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS., CA ACF2. CA SiteMinder. CA Top Secret, CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection. Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS, Cisco Adaptive Security Appliance (ASA), Cisco Aironet, Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator, Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo, H§fFJBEZRGRIEA v 2 —Y + 7 4 L X —,
CorreLog Agent for IBM zOS. CrowdStrike Falcon Host, 7 A X L - )b—)L - T Cyber-Ark
Vault., DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator, Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers., Enterprise-IT-Security.com SF-Sherlock. Epic
SIEM., Event CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS, Extreme
HiPath, Extreme Matrix E1 Switch. Extreme Networks ExtremeWare Operating System

(OS). Extreme AZX vy ZH[REAS v FBLUPAX Y K70y - A1 vF, F5 v b7 —2 X BIG-IP
APM, F5 *v hU—2Z BIG-IP LTM. F5 v b7 —2 A FirePass, 7H—77¥{T ¥, ForeScout
CounterACT, Fortinet FortiGate ¥ ¥ =Y 5+ — -7 — 7 =4, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform. HBGary Active Defense. HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )L—&—, Huawei S ¥V —X + 24 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower, IBM
Fiberlink MaaS360, IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager
for Mobile, IBM Security Identity Governance., IBM Security Identity Manager. IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server, IBM
i, IBM z/0S. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
A — b + A—=&—_ Juniper Junos OS 77 v b 7 *—2A Juniper MX ¥V —X - 4 —H% Xy b - ¥ —
YA+ b—X&—_ Juniper Networks 771 77 4 —)IEB KLU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP), Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS, Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield v F7—2 IPS 7754 7 A, McAfee ePolicy
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Orchestrator. Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange Server. Microsoft IAS
Server, Microsoft IIS. Microsoft ISA, Microsoft Office 365. Microsoft Operations Manager. Microsoft
SCOM. Microsoft SQL Server. Microsoft Windows ¥ =2V 51—+ 41X} - @4, Motorola
SymbolAP. NCC Group DDos Secure. Netskope Active. Niara. Nortel Application Switch. Nortel
Contivity VPN A4 v . Nortel Contivity VPN A1 v F (BEil), Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS)., Nortel Secure Router. Nortel VPN Gateway. Novell
eDirectory, OS Services Qidmap, OSSEC, ObservelT. Okta. OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y A7 —. Oracle Enterprise
Manager. Oracle RDBMS &i#il 23— K, Oracle RDBMS OS Ei#il 2 — K, PGP Universal

Server. Palo Alto Endpoint Security Manager. Palo Alto PA Y —X_ Pirean Access:

One. ProFTPD ¥ —/¥—, Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit. SIM Audit. SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT. SafeNet DataSecure/KeySecure. Salesforce Security Auditing. Salesforce Security
Monitoring. Sentrigo Hedgehog. Skyhigh Networks 77V K - ¥Fa VT4 — - FJ7v N7 4 — LA,
Snort & —7> + ¥V —A IDS. Solaris BSM. Solaris A XL —F 1 V7 « Y AT LFHEA v =,
Solaris A XL —F ¢~ + A7 Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7'H ¥ — Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection, TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 771 7 > A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM. VMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital

Guardian. Vormetric Data Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI
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« BB:UBA : SSH v ¥ a>»®Z1u—X (BB:.UBA : SSH Session Closed)

* BB:UBA : SSH v ¥ a >y ®dD4—7 2 (BB:UBA : SSH Session Opened)
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ZDN—)L Tk, M ZEMIZITS 72012, [SSH A—7> ] 4RV & [SSH 78 —X] 4 RV MO
HWFEETEZZekoonEd, fHINIZOS - V=2, ZOHFDARY DA RV b ID BE

FNTVWARWES, PEMLERE2ZIDNSAEERD D T, T—X - V—RAZ2HFHRT, HHINLTWS
as V=204V ID 2R LTLEE W,

T—4%-Y—X (SSH #—7)

Centrify Infrastructure Services (N> b ID: 27100, 27104)

Cisco I0S (1~ b ID: %SSH-5-SSH2_SESSION. %SSH-SW2-5-SSH2_SESSION)
AARL - —)v - TV (A XV b ID: 18037, 3071)

Cyber-Ark Vault (X2 k ID: 378)

Extreme XSR ¥ a2V 51— - b—&— (A X2} ID: NEW_SSH_CONNECTION)
=TV Y (A X2 b ID: 3071, 18037)

Huawei S ¥ —X + 21 v F (1 XV ID: SSH/4/SFTP_REQ_RECORD)
HyTrust CloudControl («f X2 b ID: AUNO0120. unknown)

IBM AIX H— 38— (4 X2 b ID: sshd2 connection established. ssh-server connect., ssh-server session
open)

IBM DataPower (-1 XY b ID: 0x8100011e, 0x810001e4. 0x810001e5)

Juniper MX ¥V —X, £ =¥ 3y k- =X - )b—X— (AR} ID: SSH)

Juniper Networks AVT (X b ID: SSH)

Mac OS X (4 XY I ID: OSX ssh session started)

0S ¥—¥EY'A®D Qidmap (1 N>k ID: Connection from, pam_open_session, pam_sm_open_session)
Solaris ARV —F 1 v« VAT LFBIEA Y =Y (£ Xk ID: ssh session opened)

I=N=%) DSM (4 R> b ID: SSH #*—7>, SSH t v ¥ 3 VFilh)

112 UBA7 7Y - a—¥%¥— - A K



F—4% Y —2Z (SSH 7O—X)

Aruba EVVF 4 — -2 bha—F— (£ X2 ID: sshd_disconnect)

Centrify Infrastructure Services (1 X\ b ID: 27102)

Cisco I0S (1 XY b+ ID: %SSH-5-SSH_CLOSE. %SSH-SW2-5-SSH2_CLOSE. %SSH-5-SSH2_CLOSE)
HARL - =)L - TT Y (A XV ID: 3072, 18038, 18040)

Cyber-Ark Vault (1 X2k ID: 380, 381)

Ta—nEI Yy (A X2 b ID: 3072, 18038, 18040)

Huawei S U —X - A1 v F (> b ID: SSH/6/RECV_DISCONNECT)

IBM AIX ¥—/s3¥— (4 XY I ID: ssh-server disconnect, sshd2 connection lost, SSH
Disconnect, sshd2 local disconnect, ssh-server session close)

0S ¥ —EAD Qidmap (1~ b ID: Done with
connection, pam_sm_close_session. pam_close_session,Did not receive identification
string, Connection timed out, Received disconnect from IP. Connection closed)

Pulse Secure Pulse Connect Secure (X b ID: GWE24572)
2=N—=H%)V DSM (1 RX¥ b ID: SSH # 7. SSH v ¥ a v#& 7, SSH 71— X)
UBA : 1 V9 —3v RBEEDEHE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFEVDRE 1T T 5 —)WiZHEDI< 2
— A T=ARYR—-bINET,

UBA : 1 VX —%v MNZEDEH

T 74V N TEW

True

77 # )L b D senseValue

15

s7EA

VATLTDA VX =2y PREDELEZHE L 9,
HR—b-IL—I

BB:UBA : @D A XY bk - 74 )& — (BB:.UBA : Common Event Filters)
T=4 V=2

Microsoft Windows ¥ a2 ) 54— ARV k- B2 (A RV ID: 4657)
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UBA : IO 7 - 7VT4ET4— - LYZAMN)—D—1EFER
QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO RE I T 2L —)LizHO 2
—A T APYR—-bINET,

UBA : YV U x7 - 7274874 — - LYAMN) —D—FFEH

T4 NTEY

True

77 #JL b D senseValue

15

s B

FWHEECTEZEDOL YA MY — iz —FETEET HUBE 2L 9,
HR—bk - Ib—

BB:UBA : @D A XYk - 7 4 )X — (BB:.UBA : Common Event Filters)
T8 -V—2

Microsoft Windows ¥ ¥ a2 51— A XV b -1 (A1 X2 ID: 4657)

UBA : Netcat 7O+ X#H (Linux)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFE VD RE TN T 5L —)WiZHEDI< 2
—A T AR R—-bINET,

UBA : Netcat 71Ot A#H (Linux)

T4 NTEY

True

77 #JL b D senseValue

15

&R

Linux ¥ A7 A®D netcat 7HE 2 &ML T,

YR—bk =

BB:UBA : #j@n 2 - YV —Z - 7 4 )L X — (BB:UBA : Common Log Source Filters)
T8 V=2

Linux OS (f ~> k ID: SYSCALL)
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UBA : Netcat 7Ot A1t (Windows)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WMEDIRD VDO RE I T 2L —)LiHO 2
—A T APYR—-PINET,

UBA : Netcat 71+t ZH (Windows)

T 74 N TE

True

7 # )L kD senseValue

15

&R

Windows ¥ 27 A E®D Netcat 70 2 %ML 9,
HR—bk - IL—I

BB:UBA : @D+ N> - 7 1)L X — (BB:UBA : Common Event Filters)
T—48-VY—2R

Microsoft Windows ¥ 27574 — - A XV b - B2 (A1 X2 ID: 4688)

UBA : O— /K -T14RY K74 MR MNHDTOEREFT (Linux)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDHRDFEVDEFEITN T )L — )L izHo< 2
—A - T=ARYR—-bINET,

UBA : =)V K- T4 A2 - K74 M)A MO 7ot ZET (Linux)
T 74V N TEW

False

T 7 # )L kD senseValue

15

&R

Linux YAT LTRSS W7o 22 L, OO0 ANT—V K- Fo A7 - JakA - K74
M) ZMZHWEEIZTI—b2HLET,

H: ZON—IVIiE, TTANBNTIRENIR>TVWET, ZOL—iF, BTV 77L V- +&y b [UBA
: Gold Disk Process Whitelist - Linux] {ZA 74 P AR LT T O AL EERKL 218, T/2I13&HE
NTWBE 7OV AL EEBLULBIZEMILTLEE N,

R DFERK

V77 YA -y bk [UBA: I—=)V K -FT4AY - JO¥ A -F74 MY ZAD - Linux (UBA : Gold
Disk Process Whitelist - Linux)| (272 E%ZEMU 7,
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YR—=b =L

BB:UBA : f@n 2 - YV —Z - 7 4 )L X— (BB:UBA : Common Log Source Filters)

T=% V=2

Linux OS (- Xk ID: SYSCALL)

UBA : J—J/IK-FT4RY - K74 K )ZAMHDTOEZAEFT (Windows)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFE VDO RFEIZH T 2L —)LiZHEDI 2
— A T=ARYR- b INET,

UBA : I—JVR - T4 A2 +- K74 MY X MAD 70+ A%FT (Windows)
T 74 N TH

False

T 7 #JL kD senseValue

15

& BA

Windows Y AT A TERE N7 0 2z2BEL., ZO70vARIT—VK T4 A7 - TavA - KU
A M) ANMIBWGEIZTI— 2HUET,

H: ZON—IUiE, T7 ANV PTRESIZR->TVWET, 20—k, 6TV 77V 2%y b+ [UBA
: Gold Disk Process Whitelist - Windows] (ZA7 41 hU AL L TR ALZEHRKLU 2%, F-13E
BEINTVWBE T AL ZER LUZRBIZAEMILTLZI W,

WA DIERK

V757VL YA -y b UBA: =)V K- -F4AZ - TaEZAX-HK71 )AL - Windows (UBA :
Gold Disk Process Whitelist - Windows)] (Z@# )72l 2B L £ 7,

T8 -V=2
Microsoft Windows ¥ ¥ a2 51— ARV b - 012 (A XV ID: 4688)

UBA : SV H LD TT7EMEDKRYE

QRadar User Behavior Analytics (UBA) 7 7'V Tl FEDIRDFE VD EFEIIHN T )L —)LicHo< 2
— A - T=ARYR-FINET,

UBA : 7 V¥ L7 = TEHEOKRH
77 4 N THER

False

77 # )L h®D senseValue

15
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BTLE)

T U LY T BRI I R S N B EIEE BRI L £ 5,
HR—FN-JL—J

BB:UBA : #3@D A XY b + 7 4 )L X— (BB:.UBA : Common Event Filters)
WIBDIERR

V77L& -+tw b [UBA : Windows i 7’0+ A (UBA : Windows Common Processes)| (Z 3 t]]
mAEEBEML 9,

TV
Microsoft Windows ¥ a2V 75—+ A XV b - B (A1 XV ID: 4663)

UBA : #IfRfE 04 5 LDFEH

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO REIZH T 20— 2
—A T AP R—-PINET,

UBA : HlfRfT & 7025 LDffiH
T 74 N THEW

False

77 #JL b D senseValue

5

&tAR

Tav AWMER SN, TOTaXALN) Ty LA kY b THIRBENZTB 75407 71 )V4% (UBA
: Restricted Program Filenames)] (ZU A FINTWBENAFY =D 1 De—HLTWEHI LEZRLE
T, ZOVI7LYAR -2y ME, TIANNTRT IV I THED, NARIAAXTEET, VAIE
HOEZDIZE=R—F257 7 NVHE) T 7 LY A -y MIRETEET,

EZX—R{RDO T T LADBEMEIFHIFRIZOWTFHL <, H#IRAE 7075 A0EHESRL TR
W,

HR—b - =
BB:UBA : @D A N>~ - 7 4 )L X — (BB:.UBA : Common Event Filters)
WA DRERK

V77V A&y TUBA : fllREN/=T0 75 LD7 71414 (UBA : Restricted Program
Filenames)| (Zi#EY] 280U £ 7,

T8 -V=2

Microsoft Windows Security Event Log
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UBA : 1—H—IC&BBDbLWTF TN s5—2avDA VA M=)
QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO RE I T 2L —)LizHO 2
—A T APYR—-bINET,

UFDON—=ADYR—- Ik,
© UBA: a—H—tL238bLWT TV Tr—Yarof YA b—
* UBA : Populate Authorized Applications

T 74 N THER

False

77 #JL h®D senseValue
15

stAA

TIVr—=2arvDAVAR=)b - AXRVFEREL, BODLWT TV 7=y a Vi I niz e S &S
UL, d: V77 A -y b TUBA : Authorized Applications] (213, M THATINTWET 7
Vr—yav#iElDiA#dEd, L—)L TUBA : Populate Authorized Applications| % FHHAZNIZ L
T ZOVI7L YA -y MIT—XEMDRAL I ENTEET,

JL—)l TUBA : Populate Authorized Applications] (Z& 0, ZDI—LBERLHIZA Y A b= I
7TV r—va vO/EINY 77 LA - 2y b TUBA : Authorized Applications] (ZHUD AN

T, H: ZONL—IVIET 7 ANV N TRESIZR>TVWET, 2= BT V5 —YarviE LAV A= L
TWVWARIZARI 2D AL 7201z, EHIFASIZ LT ZE W,

T—4 V=2
Microsoft Windows ¥ a2 54— - A Xy -0
UBA : 1—H—ICLBHATOEZRDET

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO RE I T 2L —)LicHEO 2
—A T AP R-bINET,

UFRDONV—NDHR—hINET,
« UBA : 2—H¥—IZ X 2HHl 70t ADFELT

* UBA : Populate Process Filenames
TI74INTEY

False

77 #JU b D senseValue

15

358
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JL—)l TUBA: Populate Process Filenames| ({Z& 0. [UBA : 2—¥—Z X2 HH T 0 ADET] D
=T VF4— V=L LUTHHINEY 77 LA - &y b TUBA : Process Filenames| |25 — &
PEDAENET, H: ZONL—IIET 740V M TIRESIZAR->TWET, 2oV —)L2EHMEAERIIL T
77 A NBEMDRATEE W,

HR—K-IL—I

[BB:UBA : @D XY | - 7 4 )X — (BB:UBA : Common Event Filters)] . [UBA : 7Rt ZAD 7
7 A NVEZDFE (UBA : Populate Process Filenames)]

IR DFERK

V757V YA -y b [UBA : 7O AD7 714 (UBA : Process Filenames)] (2] 7 ff % BN L
9,

T4 -VY—=2R
Microsoft Windows ¥ a2V 54—+ A X2 k17 (£ XN ID: 4688)
UBA : RYa—L - >v R— - JE—DERK

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FMEDIRDFE VDO RE I T 50— 2
—A T AP R-bINET,

UBA : RV a—24 - ¥ ¥ N— - I—DFEK
T 74V N TEW

True

T 7 # )L D senseValue

15

stAe

vssadmin.exe % 7z1% Windows Management Instrumentation D3I < > F - 74 > (WMIC) ZffifH L T
Ef I Nz vy N— - av—%MtLET,

HR—b - L=
BB:UBA : @D A Xk - 7 4 )X — (BB:.UBA : Common Event Filters)
T8 -V=2

Microsoft Windows ¥ ¥ 2574 — - ARV - 027 (A XV ID: 1 £721% 4688)

BIEHL
UBA : Abnormal data volume to external domain (ADE JL—)l)
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDHRDFEVDEFEITN T )L — )L izHo< 2

—A - T=APNYR—-hINET,
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W 20—k, BWEESN TR AL VADBRER) 2a—L - T—X ] TESBMIASNTVWET,
e UBA : Abnormal data volume to external domain
o UBA : MBRAA VADEERT—X - RV 2a— L DK

J¥: ADE V—I)VZAEANZT 5L, UBA 77U B LY TMHHAD QRadar Y AT LDIIT 4 —< >V AR
Br L2 5 gEM2rH 0 £,

774 N THER

False

77 4L h®D senseValue
15

AR

UBA : Abnormal data volume to external domain ZDJ)NL—)Lik, 7/ VBTV U2 AL T,
A—Y D771 v I7HARNEE=Z—L, HMERAAS VADBRERT—X - R)a—-—LD T 714
JIZRHLUTTI—b2RITLET,

UBA : SMER A A VADREF LT —X - R) 2a—20KH 2k, F—DfE3 ADE )JL—)L [UBA :
Abnormal data volume to external domain| %+ —r9% CRE V=TT, ZDIL—J)LiX, 7T/ <
DVBRIBZ VYV EFEHLT, 2=V —D b7 71 v ZERNEE=X—U, SMBRNA A U ADRFERT —
R RV a—=LDIT T4V IR/ LTTI—bERIFLET,

T=% V=2
Juniper SRX ¥ U —X + —VE & - 7= 7 = 1, Microsoft ISA. Pulse Secure Pulse Connect Secure

UBA : Abnormal Outbound Transfer Attempts (ADE JL—Jl)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDF VD RFE KT 5L —)LizHEDI 2
—A T APYR-bINET,

M 2=k, BWEEONE TEER T PNV REEORT] ICEEHmI s TwET, FLL
I, 196 R—=UD [ TR ERT 7 MY Y REEREOHAIT] SHOMHK] 23R LT3N,

UBA : Abnormal Outbound Transfer Attempts (V2.4.0 TD#H(: UBA : Abnormal Outbound
Attempts)

UBA : Abnormal Outbound Transfer Attempts Found

H: ADE V—)VE2AMIZT 5L, UBA 77UV B LY ZMHHAD QRadar Y AT LDINT 4 —< VAR
BELGZHA8ERH D T,

T4 N TEM
False
F 7 #JL h®D senseValue

15
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& B
UBA : Abnormal Outbound Transfer Attempts (ADE rule) 2DV —)Lik, 7/ I VRHT VYV 2l
ALTT Y MANY YR - b T 74 vy 7 OfRIZE=X— L, BERRTHBUIHILTT 77— MERTL
9,

UBA : Abnormal Outbound Transfer Attempts Found Z#id, [A—®ffj] ADE )V —)L [UBA :
Abnormal Outbound Attempts] ZH K —hr925 CRE L—ILTY, ZDONL—iE, 7/ VRHZVY
VEMALTT RN YR - b T4 v 7 OARMEE=Z - L, BEGRTEEICHLTTY I -2
FITLUE T,

T8 -V=2
TRTOY K- bR - V—2A,
UBA : YRV -21—H—IL&BKET T MDY RERiE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDF VD RE I T 5L —)LZHEDI 2
— A T AR R- I INFET,

UBA : BYRY - A—H—IZ kD KET Y bNNT YV Nigik

T 74V N TEW

False

T 7 #JL kD senseValue

15

&R

FY A - a—H—I2k B 200,000 NA MAEDT T bNY U RIEREEZBEL T,
HR—bk - IL—Ib

BB:UBA : #@®D A N> b - 74 )L X — (BB:.UBA : Common Event Filters)
T—8 V=R

CEP #ENA MEIDSEHRI N TWBHRT - Y —2A,

UBA : B8O 7 7 A IVEETOY V&D 7 7 1 JVERiE

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDE VD REIZH T 5L —)LiZHEI 2
— A T=ARYR—-bINFET,

UBA : 8O 7 v Vligk 70y 250D 7 7 1 VERE
FI74#ILNTEY

True
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F 7 #JL h®D senseValue
10
BR

B 7Tay iz, T0% 5 2UHIZT Yy 7ua— KRR L TwWs 771 - 7y Ju—KaFx
wIgHERIEIZED, FIEHLEREBLET,

HR—b - L=

 BB:UBA : 5D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)
* BB:UBA : 7 7 1 VfEkdD 71y 2 (BB:.UBA : Blocked File Transfer)

e BB:UBA : 7 7 1 IVELSED ALY (BB:UBA : Successful File Transfer)

R DFERK

IO =)L Tk, MHZEMIZITS> 72012, 774 )VIEED 7Ty 2 (Blocked file transfers)| X bk
& 7 7 A IVEGED Y] (Successful file transfers)] 1 N> b DM fGAFET L eakdDonEd, HH
Thadus - Y—2RIZ, :@ﬁﬁo)«\“‘/ FDA RV ID BEENTVWARWES, RIEMERMERE %
IAAEEMEL DD £, C YV —ABRPART, HHIHhTWEBES - Y —ADA R b ID AL
TLEZ W,

T—4 V=R (7714 IIEEDTOY Y (Blocked file transfers))

Cilasoft QJRN/400 (-f X b ID: C21020)

Cisco Call Manager (X} ID: %UC_DRF-3-DRFSftpFailure)

Cisco 10S (- X b ID: %UPDATE-3-SFTP_TRANSFER_FAIL)

AARL - )b—)b - ZT Y (A XV b ID: 18014, 18071, 18187, 4032)

Extreme ARy ZHEEAS v FBLXPRAX Y RT7BY - 24 v F (1 RV b ID: FFTP request failed)
Zu—EHI Yy (A XV b ID: 4032, 18187, 18014, 18071)

Forcepoint Sidewinder (X b ID: FTP Permits. denied ftp command)

IBM i (7 X2 ID: UNR0907, UNR0908, UNR2302, GSL0118, GSL0119, GSL0318, GSL0319, GSL3718,
GSL3719, GSL0618,UNR0701, UNRO0707, UNR0901, UNR0910, UNR2301, UNRO0705, UNRO0706,
UNRO0708, UNR0710, UNR0801, UNR0802, UNR0905, UNR0906, GSL0619)

Juniper Networks 2 AMKIFAfE (IDP) (4 ~X> k ID: TFTP:AUDIT:READ-FAILED)
Microsoft IIS (f N> ID: 530)

Microsoft Operations Manager (- XX k ID: 22095)

OSSEC (1 R b ID: 11504, 11512)

==Yl DSM (f R b ID: FIP 72 ¥ a VHidG, TFIP & v ¥ a VA, FIP &, 7 7 1 Vg
EAEAT)
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WatchGuard Fireware OS (f XY b ID:
1CFF0002. 1CFF0006. 1CFF0007. 1CFF0009. 1CFF0001,1CFF0019. 1CFF0000. 1CFF0003)

T—% V=R (774 IEFEDHKI (Successful file transfers))
Cilasoft QJRN/400 (-1 X bk ID: C21031)

Cisco FireSIGHT Management Center (¥ X2/ | ID: FILE_EVENT, FILE_EVENT_0)
Cisco 1I0S (1 R b ID: %FTPSERVER-6-NEWCONN)

Cisco IronPort (- X bk ID: FTP_connection)

HAZRL - )—)b - TT Y (A RXV b ID: 18010, 4031, 18431, 18183)

DG Technology MEAS (1 N> b ID: 119-003. 119-070)

TH—GEHITY Y (A XY b ID: 18010, 4031, 18431, 18183)

TH— - TNARA XA T (A XV ID: 21984, 21879, 51337, 51336, 35159, 21910)
Huawei S ¥V —X+ A1 v F (A X> } ID: FTPS/5/REQUEST)

IBM Proventia Network Intrusion Prevention System (IPS) (-1 XXk ID: FTP. TFTP)

IBM i (1~ ID: MLD1200, MLD2100, MO10300,M010400. MO11800, MO12100,

MO12400. M0O20200, MO20300, MO21300, MO21800, MO21900, GSL0101, GSL0102, GSL0301,
GSL0302, GSL3701,GSL3702, M090100, UNA0705, UNA0706, UNA0708, UNA0710, UNAO0801,
UNAO0802, UNA0905, UNAQ0906, UNA0907,UNA0908, UNA2302,UNA0601, UNA0604, UNAO0605,
UNAO0607, UNAO0701, UNAQ0707, UNA0901, UNA0902, UNAQ0910, UNA2301, M030100, MLD1100)

Juniper MX ¥V =X - 4 =% 3y k- =L R - b—X— (£ RV} ID: TFTP, FTP)
Juniper Networks AVT (X b ID: TFTP. FIP)

Microsoft IIS (- X2k ID: 150, 125, 225)

ProFTPD ¥ —/¥— (4 X | ID: FTP session opened)

Solaris A XV —F 4 V7 « VAT LGRIA Y=Y (1 RV b ID: ftp connection)
SonicWALL SonicOS (- XY b+ ID: 1112, 1113)

Squid Web TaFy— (41 X2 b ID: 3C0002_ALLOWED)

Trend InterScan VirusWall (1~ b ID: Trend ftpconnect)

Z=N—H) DSM (£ RV k ID: 7 7 A Vg%, FIP A — 7>, FIP 727 a VO, TFIP v &
avDF—T V)

Verdasys Digital Guardian (¥ X b ID: Network Transfer Upload. Network Transfer Download)

WatchGuard Fireware OS (- XY  ID: 2AFF0004. 1CFF0019)
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UBA : b LWF7 7 ERICKELSTFT—48|=HL

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WEDIRDFE VDO RE I T 2L —)LizHO 2
—A T APYR—-bINET,

UBA : B8O L W7 72 AIZH T—X5 EH L

FI7 4L NTEW

False

57 4 )L MDD senseValue

10

st FA

RGN, GRS NG, £BEEINEGTIPODT—& - T 22 AR TR SH LD

AL ET,
HR—bN - JL—JL

BB:UBA : #j@dD 1 X b - 7 1)L &X— (BB:UBA : Common Event Filters)
BB:UBA : ¥ —& 5[ &H L (BB:UBA : Data Exfiltration)

UBA : #REn7=GrsDa—¥— - 778 2A

UBA : LI GiroDa—H— - T2

UBA : User Geography, Access from Unusual Locations

WA DIERK

INONOVIEYIZ ¥ L AVE R

UBA : flRENGfro6Da—HY— - T2
UBA : ZibahZgGfroDa—¥— - 77X
UBA : User Geography, Access from Unusual Locations

T=% V=2

Cisco Stealthwatch (-f X2 b ID: 45)

IBM Security Trusteer Apex Advanced Malware Protection (X2 b ID:
ConnectionCreate.Connection_Test, CerberusNG.ent_create_remote_thread,

ConnectionCreate.in_suspend_state, ConnectionCreate.orphant_thread_connect, close.file_inspection,

processcreate.file_inspection)

Skyhigh Networks Cloud Security Platform (- XX b ID: 10003, 10004)

UBA : 1—1%— -

External Domains) (ADE JL—Jl)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD RFE TN T 5L —)LiZHEDI 2
— A - rF—=ARYR—-bINET,
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A)a—L - -TIOT14ET1—88 - AEBRALAAD
N>7 4w % (UBA : User Volume Activity Anomaly - Traffic to



H: ZONV—IIVIRBESR— IO THEEA,

« UBA: 2—H— - RVa—L -TI7T714ET71+—8E - HNERAL~ADMFT 4y 2 (UBA : User
Volume Activity Anomaly - Traffic to External Domains)

« UBA: 2—H— - FRVa—L - TIT4ET 45 - MERALAD T T4 v I

FI7#I)LNTEY

False

77 # )L b D senseValue
10

BT

UBA : =% — - RVa—L TI774ET 1 -8 - JMERAS~DITF T 12 (UBA : User
Volume Activity Anomaly - Traffic to External Domains) Z#ui%, [A—®fj] ADE )L—)L [UBA :
A=Y —=DT7IT4ET4— - HKVa—LDT /XY - bF7T4v2] 2YK—1+T%5 CRE V—)LT
9o T T/YIRHT VOV ERHEALT, -V -0 771 v ORI EZE=Z—L, BHT
BRVWEDFI 74 v ZIZO0WTTI—heRITLET,

UBA : 2—H— RV a—L - TI774ET =8 - MERASADFT T4y 78l 20, H
— DMV =)V TUBA : 2=H— - RV a—L - TIT4ET1—8K - MERAAVADNFT 1 w7
(UBA : User Volume Activity Anomaly - Traffic to External Domains)| %% H&— 9% CRE JL—J
T, ZON—=ViF, 7/ XVBRHT YOV 2FHEHLTT Y MNT YR - b I 74y 7 OFJPRIE €= X
— U, ®#ERRTEBUIHLTTY I - M 2RI LT,

T8 -V=2

Juniper SRX ¥V —X - %+—¥Y' X - 7= M7 = 1, Microsoft ISA, Pulse Secure Pulse Connect Secure

Hh s
UBA : SO0 —>a v bDEELRTHY Y MEK

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFEVDRE IZH T 5L —)WZHEDI 2
— A T=ARYR—- b INET,

UBA : Fillnr—>a vin 5 ORERT 17 v MERK

T 74V N TEW

True

T 7 )L ~D senseValue

5

&R

oy —2a v o BB T Y MERT 2T 1 71 —%KRELET,
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HR—b - =

* BBUBA: 777 K- TV RARA Yk (BB:UBA : Cloud Endpoints)

* BB.UBA : 2—%— - 7h 7Y sDOFER (BB:UBA : User Account Created)
e BB:UBA : @D X> k- 74 )X — (BB:.UBA : Common Event Filters)
« UBA : a2—¥—HuioAHE

B DREK
JL—) [UBA : 2 —YV—HusioZ£HE | 26850 £7,
T8 V2R

AhnLab Policy Center APC (f X b ID: Administrator Account
Add:Succeeded. ADD_ADMIN_ACCOUNT_SUCCESS)

Application Security DbProtect (-f X b ID: Database user created. Login created - standard. Login
added - Windows., Database role - created)

Aruba EEV T+ — -3 FHE—F— (A XV} ID: authmgr_user_add)

Bit9 Security Platform (-f X2 b ID: User_group_created, User_group_modified, User_group_deleted,
Console_user_created, Console_user_modified, Console_user_deleted)

Box (- N\ I ID: NEW_USER)

Brocade FabricOS (-f X> b ID: SEC-1180., SEC-3025. SEC-1182)

CA ACF2 (XY} ID: ACF2-L)

Check Point (1 X2 b ID: User Added. device_added)

Cilasoft QJRN/400 (- -\ : C20010. C20011)

Cisco Adaptive Security Appliance (ASA) (1 X2 b ID: %PIX|ASA-5-502101. %ASA-5-502101)
Cisco 7714774 —=) - =Y A - EVa—)L (FWSM) (1 X bk ID: 502101, 504001)

Cisco 10S (f X b ID: %APF-6-USER_NAME_CREATED)

Cisco Identity Services Engine (X b ID: 86006)

Cisco NAC Appliance (-1 X b ID: CCA-1500)

Cisco PIX 77147 U #—)b (A X2} ID: %PIX-0-502101. %PIX-1-502101, %PIX-2-502101, %PIX-3-
502101, %PIX-4-502101. %PIX-5-502101. %PIX-6-502101. %PIX-7-502101)

Cisco PIX 7714774 —J)V (41X b ID: 502101)

Cisco 71 YV A LAN 2> bhE—F— (A XV b ID: %APF-6-
USER_NAME_CREATED., 1.3.6.1.4.1.9.9.515.0.2)

Cisco Wireless Services Module (WiSM) (- X + ID: %AAA-6-GUEST_ACCOUNT_CREATE, %APF-
6-USER_NAME_CREATED)
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CloudPassage Halo (-« XX I ID: Halo user added. Halo user re-added. Local account created
(Linux D &))

CorreLog Agent for IBM zOS (f X b ID: RACF ADDUSER: No Violations)
Cyber-Ark Vault (1 X2k ID: 180, 2)

EMC VMWare (f X b ID: AccountCreatedEvent)

Extreme Dragon Network IPS (1 X b ID: HOST:WIN:ACCOUNT-CREATED)
Extreme Matrix K/N/S ¥V —X + 214 v F (XX bk ID: created with, User Created Event)
Extreme NAC (X b ID: Added registered user. Add Registered User)
Ju—pHITr Yy (A XYk ID: 3031, 3041)

Forcepoint Sidewinder (-f X bk ID: passport addition)

Fortinet FortiGate ¥ a2V 74— -7 —h7 A (AR} ID: add. auth-logon)
Foundry Fastiron (1 XX b ID: SNMP_USER_ADDED)

HBGary Active Defense (¥ X2 b ID: CreateUser)

HP Network Automation (-f X2 b ID: User Added)

IBM AIX Eif (1 XY b ID: USER_Create SUCCEEDED)

IBM AIX ¥ —/8— (4 XY} ID: USER_Create)

IBM DB2 (1 XY b ID: ADD_USER SUCCESS)

IBM IMS (X } ID: USER CREATED)

IBM QRadar Packet Capture (X b ID: UserAdded)

IBM Resource Access Control Facility (RACF) («f X2 b ID: 80 10.0. 80 10.2)

IBM Security Access Manager for Enterprise Single Sign-On (1 X b ID:
PRE_PROVISION_IMS_USER, AA_SCR_REGISTRATION, REGISTER_MAC_IDENTITY,
REGISTER_IDENTITY)

IBM Security Directory Server (- XX b ID: SDS Audit)

IBM Security Identity Governance (-1 XX b ID: 49, 70004. 42)

IBM Security Identity Manager (- X\ b ID: Add Success. Add SUBMITTED, Add SUCCESS)
IBM SmartCloud Orchestrator (-f X2 b+ ID: user)

IBM Tivoli Access Manager for e-business (¥ X2 b ID: 13402 - Succeeded. 13401 -
Succeeded, 13402 Command Succeeded. 13401 Command Succeeded)

IBM i (X b ID: GSL2401. MC@0300. GSL2402. M240100. CP_CRT)
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Imperva SecureSphere (1 X b ID: NEW_USERS_ACCOUNT. SOX_NEW_USERS. SOX - New
users, New Users Account)

Itron A¥—F + A—&%— (4 X2} ID: CEUI-AUDIT-27, CEUIL.AUDIT.26)

Juniper Networks Network and Security Manager (-1 N> b ID:
adm23303. aut20167. adm30407. aut20168. adm?20716. adm?20717)

Linux OS (1 XY b ID: ADD_USER)

McAfee Application/Change Control (-1 XX b ID: USER_ACCOUNT_CREATED)
McAfee ePolicy Orchestrator (1 X b~ ID: 20792)

Microsoft ISA (-1 X2 b ID: user added)

Microsoft SQL Server (x> b ID: CR - SU, CR - US, CR - SL, CR - LX, CR - AR. CR -
WU, 24127, 24121, 24075)

Microsoft SharePoint (1 X bk ID: 37)

Microsoft Windows ¥ a2V 54— - ARV -1F (£ XN ID: 624, 645, 1318, 4720, 4741)
NCC Group DDos Secure (1 XX  ID: 1003)

Netskope Active (1 X2 bk ID: Create Admin. Created new admin)

Novell eDirectory (1~ b ID: CREATE_ACCOUNT)

0SS ¥—¥E'A®D Qidmap (1 N> k ID: User Account Added)

OSSEC (1 X b ID: 5902, 18110)

Okta (1 X b ID: app.user_management.push_new_user_success, app.generic.import.details.add_user,
app.generic.import.new_user, app.user_management.provision_user,
app.user_management.push_new_user, app.user_management.push_profile_success,
core.user.config.user_creation.success, core.user_group_member.user_add, cvd.user_profile_bootstrapped,
cvd.appuser_profile_bootstrapped)

OpenBSD OS (XY b ID: add user)
Oracle Enterprise Manager (-1 X2 b ID: User Create (successful). Computer Create (successful))

Oracle RDBMS B#&E L a— R (1 XY b ID: 51:1, 51:0, CREATE USER-Standard:1. CREATE
USER-Standard:0)

Oracle RDBMS OS &L a— K (41 X¥ b ID: 51)
Pirean Access: One (- X b ID: IsimUserRegistration;*;1)

Pulse Secure Pulse Connect Secure (f X2 b ID:
ADM23303. ADM20265, AUT20167. ADM30407., AUT20168)
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RSA Authentication Manager (X b ID: Added
user, unknown, REMOTE_PRINCIPAL_CREATE, CREATE_PRINCIPAL, CREATE_AM_PRINCIPAL)

SIM Ei# (1 X b ID: Configuration-UserAccount-AccountAdded)

STEALTHDits StealthINTERCEPT (- N\ b ID: Active DirectorycomputerObject
AddedTrueFalse, Console ? user/group added. Console M user/group added. Active
DirectoryuserObject AddedTrueFalse. Console - user/group added)

SafeNet DataSecure/KeySecure (XX ID: Added user)

Salesforce Security Auditing (¥ X b ID: Created new Customer User. Created new user)

Skyhigh Networks Cloud Security Platform (-1~ k ID: 10016)

Solaris BSM (- X I ID: create user)

SonicWALL SonicOS (- X ID: 558)

Symantec Encryption Management Server (-f X~ ID: ADMIN_IMPORTED_USER)

ThreatGRID Malware Threat Intelligence Platform (-7 X b ID: user-account-creation)

Trend Micro Deep Discovery Email Inspector (X b ID: SYSTEM_EVENT_ACCOUNT_CREATED)
Trend Micro Deep Security (1 X2 b ID: 650)

I=N—=H) DSM (A RV b ID: BilENnzarCa—X— - Thy v b, Bildhiza—%—- - ThvY
Y h)

VMware vCloud Director (- X bk ID: com/vmware/vcloud/event/user/create, com/vmware/
vcloud/event/user/import)

Vormetric Data Security (X2 b ID: DAO008II)
iT-CUBE agileSI (-1 X2 bk ID: U0. AU7)
UBA : HiFROT —>a v b DEERISIR - 7ThHo Y MEK

QRadar User Behavior Analytics (UBA) 7 7'V Tld, NEDIRDFHE VDO RE I T 2L —)LHO 2
—A T AP R—-bINET,

UBA : HiBlar—>a Vo DRERIIIR - 7THhU Y MEK

T 74V N TEW

True

T 7 # )L ~®D senseValue

10

FtAe

FROr—arhroDI IR - T MERT 2T T —2BELET,
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HR— bk - Ib—

e BB:UBA : @D 1 ~X> bk + 74 )X — (BB:.UBA : Common Event Filters)
* BBBUBA: 777U K - TV KA (BBUBA : Cloud Endpoints)

* BB.UBA : 2—%— - 7h 7 NDOFEK (BB:UBA : User Account Created)
« UBA : 2—#—HiiD A H

B DREK
JL—) [UBA : 2 —YV—HusioZ£HE | 26850 £7,
T8 V2R

Amazon AWS CloudTrail (- XY I ID: CreateUser)

Microsoft Office 365 (-1 X2 b ID: Add User-success. Add user-PartiallySucceded)

UBA : BHDEBMALDI—HF— - FIER
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDFEVDOREIZH T 5L —)LicHDI 2
—A T AP R-bINET,

UBA : OGP DL—H— - T I/ E R
774V N TEW

True

7 7 # )L D senseValue

5

&R

BHEOur—YavEREY AR —Y— - TV MERFEHLTWSZ L 2RLET, 0E
PEREET DL, BEADLEARATIA—X—LHMNTA - —2FELTIEZI W,

HYR—b - =
BB:UBA : @D A XYk - 7 4 )X — (BB:.UBA : Common Event Filters)
T8 V=2

APC UPS, AhnLab Policy Center APC., Amazon AWS CloudTrail, Apache HTTP

Server, Application Security DbProtect, Arpeggio SIFI-IT, Array Networks SSL VPN Access
Gateways., Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall. Barracuda Web Application Firewall. Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS., CA ACF2, CA SiteMinder, CA Top Secret, CRE A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet, Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco I0S. Cisco Identity Services Engine. Cisco Intrusion Prevention System (IPS). Cisco
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IronPort, Cisco NAC Appliance. Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM), Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo. FiFIRE/RGRFEA v £ — - 7 4 )L X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host. 7 AX A - )b—)L - T Cyber-Ark
Vault, DCN DCS/DCRS Series. EMC VMWare, ESET Remote Administrator, Enterasys Matrix
K/N/S Series Switch. Enterasys XSR Security Routers. Enterprise-IT-Security.com SF-Sherlock.
Epic SIEM, Event CRE Injected. Extreme 800-Series Switch, Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System
(OS). Extreme ARy ZH[FEAAL v FHBIUPARXR Y NTHY - A4 v F | F5 % v b7 —2 A BIG-IP
APM, F5 *v b7 —2 X BIG-IP LTM. F5 % v F7 —2 A FirePass. 7H —73¥{T ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ 25+ — -7 — b7 =, Foundry

Fastiron. FreeRADIUS, H3C Comware Platform, HBGary Active Defense. HP Network
Automation, HP Tandem. Huawei AR ¥ —X - =X —_ Huawei S ¥V —X + A v ¥, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower, IBM
Fiberlink MaaS360. IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM Security Access Manager
for Mobile, IBM Security Identity Governance. IBM Security Identity Manager, IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server. IBM
i, IBM z/0OS. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere. Itron
AR — b+ A—&—_ Juniper Junos OS 77 v k7 *— 2L Juniper MX ¥V —X + 4 —H Xy b - ¥ —
Y'Z « )b—&X—_ Juniper Networks 7 71 7 7 # —J)LH LU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN. Kaspersky Security Center. Lieberman Random Password
Manager, Linux OS. Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield * v b7 —2 IPS 7754 7 > A, McAfee ePolicy

Orchestrator, Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange Server. Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft
SCOM. Microsoft SQL Server. Microsoft Windows ¥ 251 — - 14X b - @2, Motorola
SymbolAP. NCC Group DDos Secure. Netskope Active. Niara. Nortel Application Switch. Nortel
Contivity VPN A7 v F. Nortel Contivity VPN A4 v F (Fil). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS), Nortel Secure Router., Nortel VPN Gateway. Novell
eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y A7 —. Oracle Enterprise
Manager, Oracle RDBMS Ei#i L' 2 — K, Oracle RDBMS OS #i#il 2 — K, PGP Universal

Server, Palo Alto Endpoint Security Manager, Palo Alto PA ') —X, Pirean Access:

One. ProFTPD % —/¥—, Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit, SIM Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT., SafeNet DataSecure/KeySecure, Salesforce Security Auditing., Salesforce Security
Monitoring. Sentrigo Hedgehog. Skyhigh Networks 77V K - ¥Fa VT4 — - FIv M 75— LA,
Snort A —7> -V —Z IDS. Solaris BSM, Solaris A XL —7F 1 V7 + Y AT LFGEA v £ — T,
Solaris A XL —F 1 v+ ¥ AT A Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway. Squid Web 7B ¥ ¥ —_ Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection, TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 77 7 > A, Trend Micro Deep Discovery Email Inspector, Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control, Universal DSMVMware vCloud
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Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital
Guardian. Vormetric Data Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI

UBA : ZitShiGmALDI—H—-F7IoE2R
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFEVDHEFE KT 5L —)WiZHEDI< 2
— A - T=ARYR—-bINET,

UBA : B XhEBHirs01—F— - 722
FI7 4L NTEY

False

77 # )L b D senseValue
15

Bz

[UBA : X551V A b (UBA : Allowed Location List)] 2V A M TN TWARWERH 6D 21—
Y— - TR ARBELUET,

Rl N 2|
 BB:UBA : 5D A N> bk - 7 4 )L X — (BB:.UBA : Common Event Filters)
* BB:CategoryDefinition: #3alJi%%) (BB:CategoryDefinition: Authentication Success)

WA DIERK

V77V YA -+y b [UBA : #FFaf X351V A N (UBA : Allowed Location List)| (Z#Y]7:1E % &
mu £,

T8 -V—-2

APC UPS. AhnLab Policy Center APC. Amazon AWS CloudTrail. Apache HTTP

Server. Application Security DbProtect. Arpeggio SIFT-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS. CA ACF2. CA SiteMinder. CA Top Secret. CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection. Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS, Cisco Adaptive Security Appliance (ASA)., Cisco Aironet, Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo, H§fFJBEZRGRGEA v 2 —Y + 7 4 L X —,
CorreLog Agent for IBM zOS. CrowdStrike Falcon Host, 7 A& L - )b—)b - T Cyber-Ark
Vault, DCN DCS/DCRS Series, EMC VMWare, ESET Remote Administrator, Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock. Epic
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SIEM. Event CRE Injected. Extreme 800-Series Switch. Extreme Dragon Network IPS. Extreme
HiPath, Extreme Matrix E1 Switch. Extreme Networks ExtremeWare Operating System

(OS). Extreme AR w ZHREAA v FELOAX Y RK7RY - A4 v F, F5 %2 v b7 —2 A BIG-IP
APM, F5 v b7 —2Z BIG-IP LTM, F5 v b7 —2 A FirePass, 7H—7¥{T ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ 25+ — 7 — 7 4. Foundry

Fastiron, FreeRADIUS, H3C Comware Platform., HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - Jb—& —_ Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower., IBM
Fiberlink MaaS360, IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager
for Mobile, IBM Security Identity Governance, IBM Security Identity Manager, IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business., IBM WebSphere Application Server. IBM
i, IBM z/0OS. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
A — b+ A—=&—_ Juniper Junos OS 77 v k74— 2L Juniper MX ¥V —X + £ —H% %Xy b - ¥ —
E'Z « )b—&—_ Juniper Networks 7 71 7 7 # —J)LB KU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS, Mac OS X. McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield *v b7 —2 IPS 7751 7 > A, McAfee ePolicy

Orchestrator. Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange Server. Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager, Microsoft
SCOM. Microsoft SQL Server. Microsoft Windows ¥ 2V 51—+ A X2 b - @2, Motorola
SymbolAP. NCC Group DDos Secure. Netskope Active. Niara. Nortel Application Switch. Nortel
Contivity VPN A4 v ¥, Nortel Contivity VPN A1 v F (B&il). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS), Nortel Secure Router, Nortel VPN Gateway, Novell
eDirectory, OS Services Qidmap. OSSEC. ObservelT. Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault. Oracle BEA WebLogic. Oracle Database ) A7 —. Oracle Enterprise
Manager, Oracle RDBMS Ei# L' 2 — K, Oracle RDBMS OS #i#il 2 — K, PGP Universal

Server. Palo Alto Endpoint Security Manager. Palo Alto PA ') —X, Pirean Access:

One, ProFTPD % —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit. SIM Audit. SSH CryptoAuditor. STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring. Sentrigo Hedgehog. Skyhigh Networks 77V K - #Fa VT4 — - FJ7v N7 5 — LA,
Snort A — 7> - ¥V —A IDS, Solaris BSM. Solaris A XL —7F 1 V7« Y AT LGGEA v 2=,
Solaris A XL —F 1 v« ¥ AT A Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7B ¥ —. Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE., Symantec Endpoint Protection. TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 774 7 > A, Trend Micro Deep Discovery Email Inspector., Trend
Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM. VMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform, Verdasys Digital

Guardian. Vormetric Data Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI

UBA : fIfRS =g bni1i—H%— - 772
QRadar User Behavior Analytics (UBA) 7 7'V Tld, RNEDIRDFE VDO RE I T 2L —)LiHO 2
—A T AP R—-bINET,
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UBA : #llRETN7=GirsDa—Y— - T 72X
774V N TERW

False

7 7 # )L D senseValue

15

&R

[UBA : HlIBRZX 5551 Y A b (UBA : Restricted Location List)] (ZVU A M XN TWAEFHMNSDI—H
— TR AEMHLUET, [HHEAE] 225 TUBA : HIRX 5% Y A b (UBA : Restricted
Location List)| IZEZENTE X,

YR—=b - IL—b
 BB:UBA : @D X> kN - 7 4 )X — (BB:.UBA : Common Event Filters)
 BB:CategoryDefinition: #3aEfL) (BB:CategoryDefinition: Authentication Success)

WA DIERK

V77L& -tw b [UBA : HIBRI N 251U A b (UBA : Restricted Location List)] (2@ ) 74f % &

T8 -V=2

APC UPS, AhnLab Policy Center APC., Amazon AWS CloudTrail, Apache HTTP

Server, Application Security DbProtect., Arpeggio SIFI-IT. Array Networks SSL. VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway., Barracuda Spam & Virus Firewall. Barracuda Web Application Firewall. Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller. Brocade
FabricOS. CA ACF2, CA SiteMinder, CA Top Secret, CRE A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection, Centrify Server Suite, Check Point, Cilasoft

QJRN/400>, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet. Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches. Cisco Firewall Services Module
(FWSM). Cisco IOS. Cisco Identity Services Engine. Cisco Intrusion Prevention System (IPS). Cisco
IronPort. Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator. Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM). Citrix
Access Gateway, Citrix NetScaler, CloudPassage Halo. FE(FJREZRFEGEA v £ — - T 4 L& —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, # AKX A - )b—)L - T ¥, Cyber-Ark
Vault. DCN DCS/DCRS Series. EMC VMWare, ESET Remote Administrator. Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock. Epic
SIEM., Event CRE Injected. Extreme 800-Series Switch. Extreme Dragon Network IPS, Extreme
HiPath. Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System

(0S), Extreme AZX Y ZH[EEAAL v FHBIPARAZX Y KTBEY « A1 v F, F5 v b7 —2 A BIG-IP
APM, F5 #v b7 —2 A BIG-IP LTM. F5 % v 7 —2 X FirePass. 7H —7#{T ¥ ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ =2 51— -7 —bF 7 =, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform, HBGary Active Defense. HP Network
Automation, HP Tandem. Huawei AR ¥V —X - )Jb—& —, Huawei S ¥V —X + A4 v F, HyTrust
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CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower, IBM
Fiberlink MaaS360, IBM IMS, IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF), IBM Security Access Manager for Enterprise Single Sign-On, IBM Security Access Manager
for Mobile, IBM Security Identity Governance. IBM Security Identity Manager., IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server, IBM
i, IBM z/0S. IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
A< — |k + A=K —_ Juniper Junos OS 7Z v b7 % —2A, Juniper MX ¥V —X - —H% 31w b - H—
E'Z - )b—2&—_ Juniper Networks 7 71 77 # —J)LB LU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN, Kaspersky Security Center, Lieberman Random Password
Manager, Linux OS, Mac OS X, McAfee Application/Change Control, McAfee Firewall

Enterprise. McAfee IntruShield % v b7 —2 IPS 7751 7 A, McAfee ePolicy

Orchestrator, Metainfo MetalP, Microsoft DHCP Server. Microsoft Exchange Server. Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365. Microsoft Operations Manager, Microsoft
SCOM. Microsoft SQL Server, Microsoft Windows ¥ =21 51— - A X> } - @2 Motorola
SymbolAP, NCC Group DDos Secure, Netskope Active, Niara, Nortel Application Switch, Nortel
Contivity VPN A4 v F. Nortel Contivity VPN A4 > F (B&il). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router. Nortel
Secure Network Access Switch (SNAS). Nortel Secure Router., Nortel VPN Gateway. Novell
eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta. OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic, Oracle Database ) A7 —, Oracle Enterprise
Manager, Oracle RDBMS Ei#i L' 2 — K, Oracle RDBMS OS §ifil 2 — K. PGP Universal

Server, Palo Alto Endpoint Security Manager. Palo Alto PA 2! — X, Pirean Access:

One, ProFTPD ¥ —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy, Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE, Riverbed SteelCentral NetProfiler Audit, SIM Audit, SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring, Sentrigo Hedgehog. Skyhigh Networks 7 J 7 K - ¥ a5 — - 75w b 74— LA,
Snort A —7> - ¥V —Z IDS. Solaris BSM. Solaris A XL —F 1 V7« Y AT LA v =,
Solaris A XL —F 1 > + ¥ A5 . Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7’0 % —. Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection, TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 771 7 > A, Trend Micro Deep Discovery Email Inspector. Trend
Micro Deep Security, Tripwire Enterprise, Tropos Control, Universal DSM. VMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital

Guardian., Vormetric Data Security, WatchGuard Fireware OS, genua genugate., iT-CUBE agileSI

UBA : 1—H—igiDERE
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEF VDO RE I T 5L —)LiZHEDI 2
— A T=ARYR—- b INFET,
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F 7 #JL h®D senseValue
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—HF, 22—V —-DOREDVE—b - BT VEEFRERIENLS I =DV E—bTOTAS VLI L%
ARUET, ZON—IVik, FHIV—I)L e O —HA R DOMIZFEL5E. THY Y MRAVERTEES
WHoET,

YR—b =

* BB:UBA : #5@D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)
 BB:CategoryDefinition: #aE/#%) (BB:CategoryDefinition: Authentication Success)
« UBA : 2—%—#ilfi~ v 7 (UBA : User Geography Map)

HNHDIERK
JL—)l TUBA : 2 —#—Hilf~ v 7 (UBA : User Geography Map)| =H#{bL £7,
T=9 V=R

APC UPS. AhnLab Policy Center APC. Amazon AWS CloudTrail. Apache HTTP

Server, Application Security DbProtect, Arpeggio SIFT-IT, Array Networks SSL VPN Access
Gateways, Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway, Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter, Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS. CA ACF2. CA SiteMinder. CA Top Secret. CRE ¥ A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection. Centrify Server Suite, Check Point, Cilasoft

QJRN/400>. Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet. Cisco

CSA. Cisco Call Manager, Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module
(FWSM). Cisco IOS. Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS). Cisco
IronPort, Cisco NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series
Concentrator, Cisco Wireless LAN Controllers. Cisco Wireless Services Module (WiSM), Citrix
Access Gateway. Citrix NetScaler, CloudPassage Halo, H§fFJBEZRGREA v 2 —Y + 7 4 L X —,
CorreLog Agent for IBM zOS, CrowdStrike Falcon Host, 7 AX L - )b—)L - T2 Cyber-Ark
Vault, DCN DCS/DCRS Series. EMC VMWare, ESET Remote Administrator, Enterasys Matrix
K/N/S Series Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock.
Epic SIEM, Event CRE Injected, Extreme 800-Series Switch, Extreme Dragon Network IPS,
Extreme HiPath, Extreme Matrix E1 Switch, Extreme Networks ExtremeWare Operating System
(0OS). Extreme AR w ZHEEAA Y FELOAXR Y RKT7BRY - AL v F, F5 %2 v h7—2 A BIG-IP
APM, F5 *v b7 —2 A BIG-IP LTM. F5 % v F 7 —2 A FirePass, 7H —7J%T ¥, ForeScout
CounterACT. Fortinet FortiGate ¥ ¥ 2 5« — - 77— k7 =1, Foundry

Fastiron, FreeRADIUS, H3C Comware Platform, HBGary Active Defense, HP Network
Automation, HP Tandem. Huawei AR ¥V —X - Jb—& —, Huawei S ¥V —X + A4 v F, HyTrust
CloudControl, IBM AIX Audit, IBM AIX Server. IBM BigFix, IBM DB2, IBM DataPower. IBM
Fiberlink MaaS360. IBM IMS. IBM Lotus Domino. IBM Proventia Network Intrusion Prevention
System (IPS). IBM QRadar Network Security XGS. IBM Resource Access Control Facility

(RACF). IBM Security Access Manager for Enterprise Single Sign-On. IBM Security Access Manager
for Mobile, IBM Security Identity Governance. IBM Security Identity Manager. IBM SmartCloud
Orchestrator, IBM Tivoli Access Manager for e-business. IBM WebSphere Application Server. IBM
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i, IBM z/0S, IBM zSecure Alert, Illumio Adaptive Security Platform. Imperva SecureSphere, Itron
AR — b+ A—=&—_ Juniper Junos OS 77 v k7 *— A Juniper MX ¥V —X - 4 —H% X v b - ¥ —
YA - b—X&—_ Juniper Networks 771 7 7 #—)IE KLU VPN, Juniper Networks Intrusion
Detection and Prevention (IDP). Juniper Networks Network and Security Manager. Juniper
Steel-Belted Radius. Juniper WirelessLAN. Kaspersky Security Center. Lieberman Random Password
Manager, Linux OS, Mac OS X, McAfee Application/Change Control. McAfee Firewall

Enterprise. McAfee IntruShield *v N7 —2 IPS 7754 7 > A, McAfee ePolicy

Orchestrator, Metainfo MetalP. Microsoft DHCP Server. Microsoft Exchange Server, Microsoft IAS
Server, Microsoft IIS, Microsoft ISA, Microsoft Office 365, Microsoft Operations Manager. Microsoft
SCOM. Microsoft SQL Server. Microsoft Windows ¥ =2V 51—+ 41Xk - @2, Motorola
SymbolAP. NCC Group DDos Secure. Netskope Active. Niara. Nortel Application Switch. Nortel
Contivity VPN A v F. Nortel Contivity VPN A4 v F (Féil:). Nortel Ethernet Routing Switch
2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel Multiprotocol Router, Nortel
Secure Network Access Switch (SNAS). Nortel Secure Router, Nortel VPN Gateway. Novell
eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta, OpenBSD OS. Oracle Acme Packet
SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database Y A7 —. Oracle Enterprise
Manager. Oracle RDBMS & # L 2 — K, Oracle RDBMS OS %i#l 2 — ., PGP Universal

Server, Palo Alto Endpoint Security Manager, Palo Alto PA 2! —X, Pirean Access:

One. ProFTPD % —/¥—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure Pulse
Connect Secure, RSA Authentication Manager, Radware AppWall, Radware DefensePro. Redback
ASE. Riverbed SteelCentral NetProfiler Audit., SIM Audit. SSH CryptoAuditor, STEALTHbits
StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security Auditing, Salesforce Security
Monitoring. Sentrigo Hedgehog. Skyhigh Networks 77V K - ¥Fa V51— FIv M 75— LA,
Snort A —7> -V —Z IDS. Solaris BSM, Solaris A XL —7F 1 V7 + Y AT LFIEA v £ — T,
Solaris A XL —F 1 > + ¥ A5 A Sendmail B2, SonicWALL SonicOS. Sophos Astaro Security
Gateway, Squid Web 7’0 % —_ Starent Networks Home Agent (HA). Stonesoft Management
Center, Sybase ASE. Symantec Endpoint Protection, TippingPoint Intrusion Prevention System
(IPS). TippingPoint X Series 7 771 7 > A, Trend Micro Deep Discovery Email Inspector., Trend
Micro Deep Security, Tripwire Enterprise. Tropos Control. Universal DSMVMware vCloud
Director, VMware vShield, Venustech Venusense Security Platform. Verdasys Digital

Guardian. VormetricData Security, WatchGuard Fireware OS. genua genugate. iT-CUBE agileSI

YR—=b - IL—b
User Geography Map
ZON—NiE, BETEY T 7V VA Yy b EBERT X TEHFLET,

UBA : User Geography, Access from Unusual Locations

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDF VDO RFEIZH T 5L —)LicHEDI 2
—A T APYR-bINET,

UBA : User Geography, Access from Unusual Locations
T4 NTEY

True
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F 7 #JL h®D senseValue
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YOV F4 v - 7uaw 2 - )b—)L [UBA : BB : Unusual Source Locations] IZEHINT WS, v ¢V
— R U TCRETIIRWET, 22—V =23 TcE-2 2 RLET,

HR—b - =

« BB:UBA : @#H &3R5 Y — ZADHFT (BB:UBA : Unusual Source Locations)

* BB:CategoryDefinition: #alJ%Y) (BB:CategoryDefinition: Authentication Success)
* BB:UBA : #@D 1 RX> b - 74 )X — (BB:.UBA : Common Event Filters)

Ty V=2

APC UPS, AhnLab Policy Center APC, Amazon AWS CloudTrail, Apache HTTP

Server, Application Security DbProtect, Arpeggio SIFT-IT. Array Networks SSL VPN Access
Gateways. Aruba ClearPass Policy Manager. Aruba Mobility Controller, Avaya VPN

Gateway., Barracuda Spam & Virus Firewall, Barracuda Web Application Firewall, Barracuda Web
Filter. Bit9 Security Platform. Box. Bridgewater Systems AAA Service Controller, Brocade
FabricOS., CA ACF2, CA SiteMinder, CA Top Secret, CRE A7 A, CRYPTOCard
CRYPTOShield, Carbon Black Protection. Centrify Server Suite, Check Point, Cilasoft

QJRN/400, Cisco ACS. Cisco Adaptive Security Appliance (ASA). Cisco Aironet, Cisco CSA. Cisco
Call Manager. Cisco CatOS for Catalyst Switches, Cisco Firewall Services Module (FWSM), Cisco
IOS, Cisco Identity Services Engine, Cisco Intrusion Prevention System (IPS)., Cisco IronPort, Cisco
NAC Appliance, Cisco Nexus, Cisco PIX Firewall, Cisco VPN 3000 Series Concentrator, Cisco
Wireless LAN Controllers, Cisco Wireless Services Module (WiSM). Citrix Access Gateway. Citrix
NetScaler, CloudPassage Halo, HEHBEZFGEA v 2 — - 7 4 )L X —, CorreLog Agent for IBM
zOS. CrowdStrike Falcon Host, 7 AR L - Jb—)b - T IV, Cyber-Ark Vault, DCN DCS/DCRS
Series, EMC VMWare, ESET Remote Administrator. Enterasys Matrix K/N/S Series

Switch, Enterasys XSR Security Routers, Enterprise-IT-Security.com SF-Sherlock, Epic SIEM, Event
CRE Injected, Extreme 800-Series Switch, Extreme Dragon Network IPS, Extreme HiPath, Extreme
Matrix E1 Switch, Extreme Networks ExtremeWare Operating System (OS). Extreme A& v 7 H[HgA
1Ty FBLORX V7Y - A4 vF, F5 2 v b7 —2Z BIGIP APM. F5 v h7—2 Z BIG-IP
LTM. F5 % v b7 —2 X FirePass, 7 W —42$ T > Y, ForeScout CounterACT, Fortinet FortiGate
¥a2VF+4— -7 —h7VzA, Poundry Fastiron. FreeRADIUS. H3C Comware Platform, HBGary
Active Defense, HP Network Automation, HP Tandem. Huawei AR ¥V —X - JL—X —_ Huawei S
¥ Y —X - 24 v F, HyTrust CloudControl. IBM AIX Audit. IBM AIX Server. IBM BigFix, IBM
DB2, IBM DataPower. IBM Fiberlink MaaS360. IBM IMS. IBM Lotus Domino. IBM Proventia
Network Intrusion Prevention System (IPS). IBM QRadar Network Security XGS. IBM Resource
Access Control Facility (RACF), IBM Security Access Manager for Enterprise Single Sign-On. IBM
Security Access Manager for Mobile, IBM Security Identity Governance. IBM Security Identity
Manager, IBM SmartCloud Orchestrator. IBM Tivoli Access Manager for e-business. IBM
WebSphere Application Server, IBM i, IBM z/OS, IBM zSecure Alert, Illumio Adaptive Security
Platform, Imperva SecureSphere, Itron A< —h - X —2&—_ Juniper Junos OS 77 v b 74— A,
Juniper MX ¥ —X + 4 —H% 1y b - —E A - )b—X—_ Juniper Networks 7741 77+ —)LHB LV
VPN, Juniper Networks Intrusion Detection and Prevention (IDP). Juniper Networks Network and
Security Manager, Juniper Steel-Belted Radius, Juniper WirelessLAN, Kaspersky Security
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Center, Lieberman Random Password Manager. Linux OS. Mac OS X, McAfee Application/Change
Control. McAfee Firewall Enterprise. McAfee IntruShield *v 7 —2 IPS 7751 7~ A, McAfee
ePolicy Orchestrator. Metainfo MetalP, Microsoft DHCP Server. Microsoft Exchange

Server. Microsoft IAS Server. Microsoft IIS. Microsoft ISA, Microsoft Office 365, Microsoft
Operations Manager. Microsoft SCOM. Microsoft SQL Server, Microsoft Windows ¥ a2V 7 1 — -
AR k- 17, Motorola SymbolAP, NCC Group DDos Secure. Netskope Active. Niara., Nortel
Application Switch, Nortel Contivity VPN A1 v . Nortel Contivity VPN A1 v F (Fil). Nortel
Ethernet Routing Switch 2500/4500/5500. Nortel Ethernet Routing Switch 8300/8600. Nortel
Multiprotocol Router, Nortel Secure Network Access Switch (SNAS). Nortel Secure Router. Nortel
VPN Gateway. Novell eDirectory. OS Services Qidmap. OSSEC. ObservelT. Okta., OpenBSD

OS. Oracle Acme Packet SBC. Oracle Audit Vault, Oracle BEA WebLogic. Oracle Database ) A7
—. Oracle Enterprise Manager. Oracle RDBMS Fi#il 3 — . Oracle RDBMS OS Ei#&lL a— K,
PGP Universal Server. Palo Alto Endpoint Security Manager. Palo Alto PA ) — X, Pirean
Access: One. ProFTPD ¥ —/3—_ Proofpoint Enterprise Protection/Enterprise Privacy. Pulse Secure
Pulse Connect Secure, RSA Authentication Manager. Radware AppWall, Radware

DefensePro. Redback ASE. Riverbed SteelCentral NetProfiler Audit, SIM Audit, SSH
CryptoAuditor, STEALTHbits StealthINTERCEPT, SafeNet DataSecure/KeySecure, Salesforce Security
Auditing, Salesforce Security Monitoring, Sentrigo Hedgehog. Skyhigh Networks 777 K - ¥ 2
V54— 7Iv M74+—2LA, Snort A— 7> + YV —2Z IDS, Solaris BSM. Solaris A XL —7F « > 7 -
VAT LEREEA Y 2 —Y Solaris ARV —F 4 2 - ¥ AT L Sendmail B2 SonicWALL

SonicOS. Sophos Astaro Security Gateway. Squid Web 71 % —_ Starent Networks Home Agent
(HA). Stonesoft Management Center, Sybase ASE, Symantec Endpoint Protection, TippingPoint
Intrusion Prevention System (IPS). TippingPoint X Series 7 77 1 7 » A, Trend Micro Deep
Discovery Email Inspector, Trend Micro Deep Security. Tripwire Enterprise. Tropos

Control, Universal DSMVMware vCloud Director, VMware vShield. Venustech Venusense Security
Platform. Verdasys Digital Guardian. VormetricData Security, WatchGuard Fireware OS, genua
genugate, iT-CUBE agileSI

XYRNT—9 - NS T4 v IBLUKHE

UBA : D/DoS WE Dk

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDE VD RE IZH T 5L —)LiZHEDI 2
— A T APYR—-PINET,

UBA : D/DoS BE D

T 74 NTHER

False

T 7+ )L kD senseValue
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& A

-2k B %Y FT—2 - =V ALiE (DoS) WEEMEL X7,
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1. [MEH) 2795 [UBA OFEE] 27V 2 UL%T,

2. TV M TF=TINVATI—Y—-Z2RETIEEE. ARV - FT—X2FHEF7a— - F—-Xiz2
— P =R WGE, -V —Z2BL Ty b 2RELET] Fzvy - Ry 7 AEERLUET,
ARV MNRIZZ=TF =Y A PENTVWAERWES, UBA 77V 7y F2FEHLT IP 7 KL AIZ
WNeLa—Y—2HREL T,

3. ZDARY D - )—)VEMHT ZI1Z1E [Snort Open Source IDS] B2 -V —ADBEREL TV B MELD
HHET,

YR=b - I—b

« BB:UBA : #@n 2 -V —2A - 74 )L X— (BB:UBA : Common Log Source Filters)

* BB:CategoryDefinition: DDoS B ~X > } (BB:CategoryDefinition: DDoS Attack Events)

* BB:CategoryDefinition: ¥ b7 —2 DoS K% (BB:CategoryDefinition: Network DoS Attack)
 BB:CategoryDefinition: ¥ — ¥ X DoS (BB:CategoryDefinition: Service DoS)

T8 -V=2

Akamai KONA. Application Security DbProtect, Aruba €t 7 — - I b1 — 35—, Barracuda
Web Application Firewall, Brocade FabricOS. CRE A7 A, Check Point, Cisco Adaptive Security
Appliance (ASA). Cisco 7747V 4 —J) - ¥ —E X - £V a—)b (FWSM) . Cisco I0S. Cisco
Intrusion Prevention System (IPS). Cisco PIX Firewall. Cisco Stealthwatch. Cisco 71 ¥ L A LAN
ay hBa—7—, Cisco Wireless Services Module (WiSM), A X L - )b—)L - T T, CyberGuard
TSP Firewall/VPN, Enterprise-IT-Security.com SF-Sherlock, ¥ XY+ CRE A »¥ 2 ¥ 3, Extreme
Dragon Network IPS, Extreme HiPath, F5 v b7 —2 A BIG-IP AFM, F5 % v 7 —2 A BIG-IP
ASM, F5 % v b7 —2 A BIG-IP LTM, Fair Warning, FireEye, 71 —73¥{T > ¥, ForeScout
CounterACT. Fortinet FortiGate ¥¥ =25« — -7 — 7 =1, Foundry Fastiron. Huawei AR 'V
— X + )b—X—_ IBM Proventia Network Intrusion Prevention System (IPS). IBM Security Network
IPS (GX). Imperva Incapsula. Juniper Junos OS 7'J v k7 # — /A, Juniper Junos WebApp

Secure, Juniper Networks 7 7 7 7 4 —)L 5 &' VPN, Juniper Networks Intrusion Detection and
Prevention (IDP). Juniper Networks Network and Security Manager. McAfee Firewall

Enterprise. McAfee IntruShield *v b7 —2 IPS 77714 7 > A, McAfee ePolicy

Orchestrator. Motorola SymbolAP, NCC Group DDos Secure. Niksun 2005 v3.5. Nortel Application
Switch, OS Services Qidmap. OSSEC. Palo Alto PA ') —X, Radware AppWall, Radware
DefensePro. Riverbed SteelCentral NetProfiler, STEALTHbits StealthINTERCEPT, SafeNet
DataSecure/KeySecure, Sentrigo Hedgehog. Skyhigh Networks 7 77 K - ¥ a5« — - 7J v b
7 #—2A. Snort A—7 -V —2A IDS. SonicWALL SonicOS. Squid Web 7B ¥ ¥ —_ Stonesoft
Management Center, Symantec Endpoint Protection, TippingPoint Intrusion Prevention System
(IPS)., Top Layer IPS. Trend Micro Deep Security. Universal DSM, Vectra Networks

Vectra, Venustech Venusense Security Platform. WatchGuard Fireware OS

UBA : N\=— =0V - TIT4ET 14—
QRadar User Behavior Analytics (UBA) 7 7'V Tld, FWEDIRDFEVDOREIZH T 2L —)LiZHEDI 2
—A T AP R-bINET,

UBA : N"o— b=V - TIFT4ET 14—
FI7#ILNTEW

False
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77 # )L D senseValue
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NZ—=b =2V - THAI VI NEHHLEZT 7T 1 €T 1 —%2BIELET,
HR—N-IL—I

BB:UBA : LillDf R> b - 7 4 )L X— (BB:UBA : Common Event Filters)
WA DERR

V77V A-%®y b [UBA : N"=—h—=2 > - 7AT Y (UBA : Honeytoken Accounts)] (Zi#Y]7%
flizamL £9,
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Honeytoken Accounts)] (Zi#Y)7zn 2 - YV —A%&EMU £T,

T8 -V=2

UBA : N=— =2V - THhHU Y b&2&EELY AT A (UBA : Systems with Honeytoken Accounts)] H
7= T —=TITEMENZTRTOBS -V — X,

UBA : XYy hT7—20 - NF T4 vV EZ9—BLU9H 70T Z LOME
ARROF v 7T F v —

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDE VD RFE I T 5L —)LiZHEDI 2
— A T=ARYR—-bINET,

UBA : XY MU —=2 - vI 74 v 7 E=X—BLOoH 70T I LOFEIRRDF ¥ 7F v —
T 74 NTHER

False

77 # )L b @D senseValue
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and Analysis Program Filenames] (ZU A PINTWAENAF IV —=HD 1 D& —HLTWsdILERLZE
T, ZOVI7 LV AR -2y bE AV NT—2 - RTY b - FYTFr— VTR TONAF Y £
ZVANLES, V77 VYA -y MTiE, LRy T =2 - TR haAGH{Y T R T DT 7
ANEIPNL OPHATHE S NTVET,
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Microsoft Windows Security Event Log

UBA : User Behavior, Session Anomaly by Destination (ADE JL—Jl)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD EFE KT 5 —)LZHEDI 2
— A T=ARYR—-bINET,

H: ZONV—IVEBET R— b ENTOVEEA,
UBA : User Behavior, Session Anomaly by Destination

UBA : User Behavior, Session Anomaly by Destination Found

i ADE V=L Z2EMZT5E, UBA 7 7UVB L0 ZMHHD QRadar Y AT LDINNT 4 —< v AT
BEEZDABEMERH D T,

774 N TER

False

77 #JU b @D senseValue
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UBA : User Behavior, Session Anomaly by Destination #2772 A L7D & IFKRE R 5565
IP 7 RLVAIZA=H=RTI7LZAL TSI L ZRLET, ZOMRY ML BT LBBERIZTSINT
WHILERTEDTIRD Y FHA, BFOLEIL, 12—V —DOMBEPUEEEIRE  LboZ %R
THEVH D £,

UBA : User Behavior, Session Anomaly by Destination Found Z#i, [F—®f#%s] ADE )L —)b
UBA : User Behavior, Session Anomaly by Destination Z % R"—bF9 % CRE V—NVTY, THiF, =
— Y= ERIT 7R ALEBDLBARESARLFHLE P 7T RVALZ-F =0T 72 AL TWEI L%
RUET, ZOMRYMEI, BT LBBRIZSISINTVEILEZRTHEDTIEIDHY XA, BFEOLEE
3, -V DB CUEBEPRE K Lo I 2RI HAVDHD £,
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—A T APYR—-PINET,
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—A T APYR—-bINET,

UBA : BOLWSRAL T - TI2T74 T4 — (TEY )

T 74V N TEW

False

7 # )L h®D senseValue

10

&5t B

Windows FZ b EDQTHX A - XA FICHET 28D LWT 7T 1T 1 — it LET,
WA DR

ZDN—)LEAEHTT HHE[IZ. IBM QRadar Content Extension for Sysmon /3w 7% A Y A F—)L L,
FDN—) - AT UV EEMITEHLERD D £, §£L <IX. IBM QRadar Content Extension for
Sysmon ZZML TS W,

T=% V=2
Microsoft Windows £¥ a2 )54 — - ARV k-1

UBA : &P L\ PowerShell 7751 E5 1 —

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDE VD RFEIZH T 5 —)LizHEI 2
— A T APYR—-bINFET,

UBA : b L\ PowerShell 7277 1 €5 1 —
T7 4 NTER

False

T 7 4 )L h®D senseValue

10
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EiER
Microsoft PowerShell A7V FNZBEEL7ZT7 7T 1T —2RHELET,
WHBDREK

ZDN—)VEATT HHTIZ, IBM QRadar Content Extension for Sysmon /3w 27 %1 YA h—)L L,
FDN—) - AT UV EEMITEZLERD D £, §£L <X IBM QRadar Content Extension for
Sysmon ZZML TS W,

T=% V=2
Microsoft Windows ¥ a2V 54— A XV k-0
UBA : £t L\ PowerShell 7774 E74— (7Y 1)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD EFE KT 5 —)LZHEDI 2
— A T=ARYR—-bINET,

UBA : 56D L\ PowerShell 725 1 Y5« — (7 v 1)
T 74 N TH

False

77 # )L b @D senseValue

10

st AR

Microsoft PowerShell 227 ) 7 MZBEBE L7774 VT —%2HELET, ZONL—LE2FEHTBEIZ
X, T4ARVE - F—XRFHF 70— - FT—RIZZ—YF DB WEE., 22— —Z2BELTT7Ey M2k
BUFT) BEE2AMICTIHRERH D 9,

WA DIERK

ZDN—)VEATT HHTIZ, IBM QRadar Content Extension for Sysmon /3w 27 %1 YA h—)L L,
FDN—) - AT UV EEMITEZHERD D £, §£L <IX. IBM QRadar Content Extension for
Sysmon ZZML TS W,

T=5 V=2
Microsoft Windows ¥ a2V 54— - A XV k-0
UBA : b LWRT V21— IVEHIRY - TIVT14ET1—

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VD HFEITH T 5L —)LiZHEDI 2
— A T=ARYR—- b INET,

UBA : b LWAT Va2 —I)VIEARRAYT - TIZTF 4T 4 —
774 N TEM

False
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T 7 #JL kD senseValue

10

&tAA

Windows FA N ETOEEDLULWAYT YV a— LIFEAR AT DIEKERBL T,
WA DIERR

ZDI—)V &AM BHTIC, IBM QRadar Content Extension for Sysmon /3w 27 %A YA+ —)L L,
FDON—) - AT UV EEMTTEZHENRDH Y £, i£L <IL. IBM QRadar Content Extension for
Sysmon ZZML T,

Ty V2R
Microsoft Windows ¥ a2V 51— - ARV k-0
UBA : &b LWH—ER - 795714 ET1—

QRadar User Behavior Analytics (UBA) 7 7'V Tl FEDHRDFE VD EFEIIHN T )L —)LicHKo< 2
—A T AP R—-bINET,

UBA : b LW —VY R - 7751 T 1 —

T 74 N TER

False

77 #JL b D senseValue

10

BT

Windows IY ¥ a—Z—TOEEbLWH—ER - 7751 U5 4 — %ML ET,
WA DIERR

ZDN—)LEEHTT HHE{IZ. IBM QRadar Content Extension for Sysmon /3w 7% A Y Ak —)L L,
FONV=I - AT UV EANNITEIHER DD FF, 3L <. IBM QRadar Content Extension for
Sysmon ZZL TL7ZE W,

T8 -V=2
Microsoft Windows ¥ a2V 51— - ARV k-0
UBA : b LWH—ER - 79F4EFT14— (7Y M)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDF VD REIZH T 5L —)LicHEDI< 2
—A T APYR—-PINET,

UBA : BEbLWH—EZX - TI7T14ET4— (7Y )
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T 74V N TER

False

77 #JL b @D senseValue

10

AR

Windows 3V Ea—X—TDRLLWH—ER - T7TI7T7 1T+ —%MRIELET,
WA DR

ZDIN—)LE AT HHE[IZ. IBM QRadar Content Extension for Sysmon /3w 7% A Y A F—)L L,
FONV=I - AT UV EANNITEIHERDD FF, L <. IBM QRadar Content Extension for
Sysmon ZZRAL TL7ZE W,

T=5 V=2
Microsoft Windows ¥ a2 54— - ARV k-0
UBA : 1—4'— - 72 & RGN A /K2DBRHE (P& N

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDEE VDO RFEIZH T 2L —)LicHEDI 2
—A T AP R-bINET,

UBA : 2—H¥— - 772 AN RZ2DME (TEY )

774 N TE

False

77 #JL b®D senseValue

10

&R

aA—H— - TR ZEH (UAC) WA NAZRTTURR - TI7T 4T 1 —2BRHLET,
WEDIERK

ZDN—)VEEHTT HHTIZ, IBM QRadar Content Extension for Sysmon /3w 7 %1 VA ~—)L L,
FDON—) - AT UV EEMITEHEND D £, £ L <IL. IBM QRadar Content Extension for
Sysmon ZZHL T2,

Ty V=R

Microsoft Windows ¥ a2V 54— - ARV k-0
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BRA VTV VAR

UBA : YRIDHB') YV —ZA~NDEET VX (UBA : Abnormal visits
to Risky Resources) (ADE JL—)Jl)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDHRDEE VD EFEIIN T )L — )L izHo< 2
— A T=APNYR—-hINET,

H: ZON—VRBETR—FINTVEEA,
« UBA: VAZDH2Y)Y —ANDERFT 7+ A (UBA : Abnormal visits to Risky Resources)
« UBA: VAZDHZV Y —ANDEHET 7 ADMKH

F: ADE V—I)LZ2E/MIZTHE, UBA 77V B LY THHD QRadar Y AT LDINNT 4 —< VAL
Br 52 50REMEEH D T,

774V N TEW

False

57 %)L D senseValue
15

ETLE)

UBA : VAZDH25) Y —ANDEET 7 A (UBA : Abnormal visits to Risky Resources) Z D)L —
Wik, 7/ Iz vV v EHHLT, Y0PV RA70HBV Y- (BEbL\W URL, E#f, <
VDT « RARNBE) LT 7 ALEEBEE=Z— L, 727 AMBOEELREARDH -/ ST 5
—hEFEITLET,

UBA : VAZDH BV Y —ANDRHET 72 A0ORE Zhid, F—o0fdsl ADE V—)b TUBA : VA2
DHBH)Y—ANDEET 7+ A (UBA : Abnormal visits to Risky Resources)] %% H— k9 2% CRE
V=TT, 20—, T/IVBMHEZYYUEFALT, 2= =NV RAT70HZ) Y —A (GEbL
W URL, B, VD7 - RARNRE) T 7 AL EE=X—L, 7272 AU BFERE
BB T I 2RITLUET,

T8 -V=2
TRTOFAR— PRS- Y —

UBA : Locky IC& % 10C D

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFEVD ZXFF BN — iDL o
— A F—=ARYR—-bINET,

UBA : Locky 12 &% I0C O

T4 NTHEN

False
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F 7 #JL h®D senseValue
10
BR

X-Force ¥ ¥ > R—Y - 74— RKh5HViIAENSD URL £72iF IP AL T, Locky IZ & 2 fabhfb%
TR (I0C) Adsa—H— - arba—x—2RIELET,

HR— bk - b=

« BB:UBA : f@n 2 -V —2Z - 74 )LX— (BB:UBA : Common Log Source Filters)
* BB:UBA : IP ZfifHL 7z Locky D#it (BB:UBA : Detect Locky Using IP)

* BB:UBA : URL %#f#/H L7z Locky ®#kiHi (BB:UBA : Detect Locky Using URL)

WA DIERK

« UZ77L YR -+%v bk [UBA : IOC-Locky IP] & [UBA : I0C-Locky URL] (Z3# Y] 7 fifi % &1 L
£7.

«  [EHHEE (Admin Settings)] > [UBA OFE] T [Ty bSO —HF —#E (User Lookup
from Asset)] ZBEMIZL X7,

T=5 V=2
FTRTOYFR—-bbR/HEos - V-2

UBA : WannaCry (Z& % 10C D

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDFE VDO RFEIZH T 2L —)LizHEDI 2
—A T AP R=-bINFET,

UBA : WannaCry (2 &% I0C O
774V N TEW

False

77 # )L b @D senseValue

10

stAA

X-Force ¥ ¥ v RX—Y - 74— RpSWViAENd URL, IP, £7id Ny ¥ a%2 L T, WannaCry IZ
£ 2 fasbz R $EEF 10C) Adhda—¥— - ava—X—%2MHLET,

YR—k =
¢ BB:UBA : ffin 2 - V—A - 7 4 )LX— (BB:UBA : Common Log Source Filters)
* BB:UBA : Ny ¥ a % L7 WannaCry Ot (BB:UBA : Detect WannaCry Using Hashes)

* BB:UBA : IP Zf#ifl L7z WannaCry O#RHi (BB:UBA : Detect WannaCry Using IP)
* BB:UBA : URL %ZffifiL 7 WannaCry O#H! (BB:UBA : Detect WannaCry Using URL)
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R DR

« V77VYA -y b TUBA: YVYxT - 7275747 4— WannaCry - /v > 2 (UBA :
Malware Activity WannaCry - Hash)] . [UBA : ¥)\7 7 - 7275 +4 71— WannaCry - IP
(UBA : Malware Activity WannaCry - IP)] . 8L [UBA : ¥V V7 - 777 4ET 1 —
WannaCry - URL (UBA : Malware Activity WannaCry - URL)] (Z#EY)ZflE2E8ML £9,

«  ["EHEE (Admin Settings)] > [UBA O&E] T [Ty b2»o5D2—H =K (User Lookup
from Asset)] ZHAWZLE T,

Ty V=R
TRTOVKR—- bR T -V —R

UBA : SV H ATz 7ICL > TEEIN/ ShellBag

QRadar User Behavior Analytics (UBA) 7 7'V Tld, WMEDIRDFH VDO RE I T 20—z 2
—A T APYR—-bINET,

UBA : V¥ LAY =712k > CEEI N ShellBag

T 74V N TEW

True

T 7 4 )L kD senseValue

10

&tAe

BEER e~ VD 2 7 £33 7 v AT 2 7 DS FE V%2 /RT ShellBag VYA MY —DEHZREL £,
HR—bFN L=

BB:UBA : Ll D1 XY | + 7 1)L X— (BB:UBA : Common Event Filters)

T—4 V=2

Microsoft Windows ¥ 20 54— A R¥ k- 07 (1> |k ID: 4657)

UBA : VRIVDHB)Y—RZ2A—HY—HIBT7IEALTVWET

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDF VD RE TN T 2L —)WiZHEO< 2
—A T AR R—-PINET,

H: SONV—VERBES R—-bENTHEEA,

[UBA : VAZDHZ) Y —AZaA—HF=N7 7 ALTWVWET | &, V23.0 BETIET 7 4 )L b THER)
WZENTWET, BUE, ZOL—IVIZBATRDRA FTYANIN, TIANNTEMIEINE LS -T
WE T,

« UBA: VAZDH% IP IZTZ7EALTWS—H¥— (E#1L)

« UBA : VAZODOHZ IP IZT727ALTWSa—H— (RFy brv h)

e UBA: VAZDH53 IP IZT77EALTWSI—H— (#iH)
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« UBA: VRAZ®DH3 IP ILT7 7L ALTWEI—H— (YLTxT)
« UBA: UZAZDHB IP IZ7Z7LALTWVWEIL—H— (Z/5L4)

T 74 NTHER

False

77 # )L b D senseValue
15

st AR

RBYITH 20V AT PENEZEZONDZHMBY Y — A, FIXEREOIRMEDVH DI Y — Az —H—
MY I ALZZeZRUET,

T8 -V=2
FTRTOYKR—hHHRT -V —2R

UBA : YRJDHZ IP ICT7I/EZALTWR1—H— (BEf1)

QRadar User Behavior Analytics (UBA) 7 7'V Tl FEDHRDFEVDEFEIIHN T )L — )iz 2
— 2 ARY R b ERET,

UBA : VAZDdH5 IP IZT7 7 AL TWAS—H— (EH1L) (IHFE [X-Force YV A2 D&H % IP (E41L)
(X-Force Risky IP, Anonymization)] )

T4 N TEM
True
EiRER

ZDON—NE, B—H) c A—HF—FHFa—H) - FA DB OE LY — AR L TWAESIC
Thzamb LU ET,

HR— bk - b=
* X-Force Risky IP, Anonymization
 BB:UBA : 5D A X bk - 7 4 )L X — (BB:.UBA : Common Event Filters)

ADIER
o [EMEE (Admin Settings)] > [P AT AFE] T [X-Force Threat Intelligence 7 + — FDH)
el & T ICREL X7,

* =)V [X-Force VA7 DH5 IP (E#AL) (X-Force Risky IP, Anonymization)] ZA%I{LL 7,
T8 -V=2

TRTOFAR—- bR T -V =R
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UBA : YRIDHB IP ICTIVEALTWEaA—H— (KRy hxv K)
QRadar User Behavior Analytics (UBA) 7 7'V Tld, WMEDIRD VDO RE I T 2L —)LiHO 2
—A T APYR—-PINET,

UBA : VAZDH3 IP IZT77EALTVWAI—H— (Kv b2y M) (IHF [X-Force Y A7 Dd 5 IP
(RY b4 v b) (X-Force Risky IP, Botnet)] )

T2 4 N TER
True
Hol)

ZON—iF, a—Hh - a2—F—FZEa—Hh - FAIBERYy brw k- A<y R EFY— N— 128
MLUTWBEAIZZEFNZREBLUET,

YiR—bh - L=
* X-Force Risky IP, Botnet
* BB:UBA : H@dDA X2 b - 74 )X — (BB.UBA : Common Event Filters)

IR DI

«  [EHEE (Admin Settings)] > [P AT AZE] T [X-Force Threat Intelligence 7+ — F DA
b1 & TEw) ICREL T,

¢ =)V [X-Force Y AZ D&% 5 IP (Kv h*% v ) (X-Force Risky IP, Botnet)] ZE®{LL £7,

T V=R
FTRTOYKR—-IR{HEas - V-2

UBA : YRIDH2 IP IZT7IVEALTWBI1—H— (811)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FMEDIRDFE VDO REIZH T 50— 2
—A T AP R—-bINET,

UBA : YVAZDH5 IP IZT7 7 ALTWVWSI—H— (@) (IHF [X-Force YV A7 DH 5 IP (EiK)
(X-Force Risky IP, Dynamic)| )

T2 N TER
True
Hol)

ZDON—IiF, B—H) - 2—HPF—FHFa—H)L - FAIDBEIZE DY ToNAZ IP 7 RV RITER L
TWAGEIZETNEZREL X7,

YiR—b - L—
* X-Force Risky IP, Dynamic
* BB:UBA : H#dD A RX> bk + 74 )bX— (BB:.UBA : Common Event Filters)
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IR DFERX

o [EMEE (Admin Settings)] > [P AT AFE] T [X-Force Threat Intelligence 7 + — K DA
ft1 % T ICBEL T,

« =)V [X-Force VA2 D&% 5 1P (#H) (X-Force Risky IP, Dynamic)] ZHzNLL 9,

T8 -V=2
FTRTOYKR—hHHRT - V—2R

UBA : YUR2DH2 IP ICT7 I/ EALTWEI—H— (/LY T7)

QRadar User Behavior Analytics (UBA) 7 7'V Tl FEDHRDFEVDEFEIIHN T 2L — )Lz 2
— A - T=ARYHR—-FINET,

UBA : VAZDH5 IP LT 7 ALTWEL—H— (YAL»x7) (HF [X-Force VA2 DH % IP (¥
WV 7)) (X-Force Risky IP, Malware)] )

T4 N TEM
True
EiER

ZON—it, a—H)N - 2a—HPF—FHFa—HL - FAMETILT LT - RAMIEHELTVWAESIZF
nERHELUET,

HR— bk - b=
* X-Force Risky IP, Malware
* BB:UBA : #5@D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)

B DR

«  ["EHEE (Admin Settings)] > [PV AT AGE] T [X-Force Threat Intelligence 7 1 — FDAX)
fb1 &2 TiFn] IZE&EL £9,

¢ J—J)U [X-Force Y A2 D&% IP (Y7 x7) (X-Force Risky IP, Malware)] #HzI{LL £7,

T8 -V=2
TRTOY K= PHGEES -V =2

UBA : YRVD%H3 IP IC7 VAL TWEI—H— (R/5L4)

QRadar User Behavior Analytics (UBA) 7 7'V Tld, FEDIRDF VD RE I T 5L —)LiZHEDI 2
—A - F=ANYR—-bINET,

UBA : VAZDH3 IP LT 72 ALTWBI—H— (Z/54) (IHFF [X-Force ) AZDH 5 IP (A/5L)
(X-Force Risky IP, Spam)] )

T4 NTEM

True
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EiER
ZDONV—iE, B—H) c A—HF—FHFa—H) - FAIDPANRNLEZEETEIRAMIERL TWAES
ZENERELUET,

HR—b - =
* X-Force Risky IP, Spam
 BB:UBA : #5@D A X2 bk - 7 4 )L X — (BB:.UBA : Common Event Filters)

IR DFERX

«  ["EHEE (Admin Settings)] > [P AT AZKE] T [X-Force Threat Intelligence 7 1 — FDAX)
b1 & TEWw] ITHEL X9,

e J—)b [X-Force Y A7 Dd % IP (A/3L) (X-Force Risky IP, Spam)| %A #{LL £7,

T8 V2R
TRTOFHR— PRERS - V=2
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8 Reference Data Import - LDAP 77— 3 v
Reference Data Import - LDAP 7 7V 7r—>a V&AL T, #8D LDAP V—AN6DI VT F A
N T7A4FYT 1474 —1E#H%E QRadar 2>V — IZIEL £7,

HH: Reference Data Import - LDAP 7 7'V 77— 3 »i& QRadar on Cloud THEH¥FR— It
Ao

IBM® QRadar® User Behavior Analytics (UBA) 7 7V —>av &1 YA h—)L§ 5L, Reference
Data Import - LDAP 77U r—>ave A VA=) INET, LDAP 77V r—>a v aHHT 2
&, A—H¥—+F—X% LDAP/AD ¥ —NN—F7=Z CSV 7715 QRadar V7 7L VA FT—7

WA YVKR—PTEET, 1 VK= INEZYVT77VL VA T—=T0IF UBA 77V —> a3 v CRHIAHZ
. QRadar OB N —VIZHHINEZEH D ET,

H: Reference Data Import - LDAP 7 7)) 7 —< 3 »i& QRadar V7.2.8 AN KETT,

Reference Data Import (LDAP)

LDAP Imports

Idap://Idap.example.com P |

Reference Data uBA Last Poll Jun 17, 2016, 1:40 PM
Base DN dc=example, dc=com Poll Interval  minutes
Filter uid=* BROA-J5E T
Arntribute List usemame D address

Username anonymous

Last Updated Jun 17, 2016, 1:40 PM

QRadar T® LDAP *—4% DfEA

V77V VR T—=7NUREHFRINS 72N, ReferenceDatalUpdated ¥ RV MR MV AH—nFxd, V7
7V YA - F—=70VIZ, LDAP T — X DFkilEMEZRETE £, FhilEOMlz#EA 5 &,
ReferenceDataExpiry T XY MW MYH—=INFET, INS5DARY MNMIRETENL—IVEEKRLZD
QRadar @ (B2 - 77574 T4 —] ZTTINLEDARY MORA O — REBET 572D DMREZ(ERK
L7 T&FET,

Reference Data Import - LDAP 7 74— 3 VADT7 IR

EKLE
)
A

QRadar Reference Data Import - LDAP 7 7V 7 —>a Vil 7 7w A 512k, ] #ET

[Reference Data Import LDAP| 7 A2 %27 Vv 27 ULET,

QRadar DV 77 L VA » F—RIEIZDOWTH L &, [IBM QRadar SIEM ‘&84 1 R 22U T
L7ZEWN,
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LDAP 7 ) CHR— b ENBToOH—

IBM Security QRadar #DFEHED IE L KEIET 5720121, AR — b HRD Web 77 U —% AT
LRENDD £,

UFoHEIZ, Y R—bIND Web 779 —DN—Ya vz AMLET,

# 1. QRadar Reference Data Import LDAP 77 ) THR— I ND Web 777 H—

Web 77U H— YR—-—bINEZNN—-V a3
Mozilla Firefox 452 JEEY R — MR
Google Chrome AR

CSV 77AALDLI—H— - T—9DA VK-

Reference Data Import - LDAP 77U —Ya VEEHLT, 2—¥— - T—-X%&288 CSV 77 1)V
7y 7u—RNTEET,

DY RATICDOWT

a—Y— F—RHELEE CSV BATHIHEE. TDOT—X% CSV 7714)h56 UBA 77U r—v 3
VA VER—=bTEET,

FIE

1. IBM QRadar V7.3.1 BIEDEA, FEFX =Y a3y - Ama— (e ) 227V 927 LThS, [
IV UTEMXT2EET,

2. QRadar 7.3.1 Mg &gaE, 77V r—vayv) > [BET—XDA viKE—bF - LDAP] > U7
FUVYA - T—=RDA VK=K - T7A)] 22V 27 ULET,

Reference Data Import - LDAP

3 3
+»*

Reference Data Import - Reference Data Impaort -
LDAR File

3. V77V VR -FT=RDAVEKR=bF (Z740V)] V1> RRoT, WK 22)vy 2L Ty —v
Z * ]\—_7 y%’ffﬁﬁ‘zbij—o

77 VY A T=RDAYER=KF (Z74N)] D14V RIT, [AVKR=F ] 22V ULET,
[—H— - T—XDEN (Add user data)] HH T, T—H— - - FT—=XE2EHL CSV 7 71 L2 SH
ULTHRELEY,
T
T7ANIE 5 MB L RT, FEDPEREINTZAY X—FTDHD, —BEDOT—RE2EBLHNDL LD
1 5HBHBERDHD £T,

6. RN Z2Vw oL, BBEOVIFVVA - T—=TINET—R%EX—=VF 5N, V77V VR T—
TNWVEAERT 202 ERNL 9,
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s MGFEDV 77V VA T—=TNWIX—=VT A RN 220y 7 UTHFEDOY 77 LY
A TF—=TINEERLET,
e VI 7VLVA-T—=TNEEXRTEHEEIE. RN 22V UTYV T 7 VYA T—=7 %M
Bl £Ed,
7. TR~ 22 0)w o ULET,
8. [EM~vvy¥Eys] WET, VIy VYR - T—7LVOEELAEF—2FEL, [A1VFR—-b 22V
v ULET,

FaH—ER - M= DERK
VI7 VYA TFT—TNITF—REZEMTSES5IZ LDAP Y —N—Z#K3 51213, TOMcEaTy—¢
A b=V EERTDIHERHD T,

R BREIIC

HE: EHEKRENIHIR I N TWVWA 72O, QRadar on Cloud H#EIL QRadar 7 7'V r— 3 O]
Y-V A b= EEKTEEE A, QRadar on Cloud 2—H—DFA Y- X - b =2 VDIEKIZD
WTIE, BEMYR— MUKEL T EZ W,

CDYTRATICDWT

e FAY—bEZX - b= VEREELEE HILWHAY—EX - b= VT 2ICI3LEEET TaA
TERENRHY T,

IBM QRadar Ti, #8gF h—2 > %ffifl L C. Reference Data Import - LDAP 7 7'V 7 — a V75
APl PO L 2 30GES 2 L EA B D £9, [HEE) &ED A —CADEH] 71 v FYE(HRAL
T, &FafY—E 2 - b=2 U EMEHRL X,

FIE
1.  TReference Data Import - LDAP] 77U r—Yay -4 Y RUT, Kl 22y 27 LU%ET,
2. [Fw¥—¥x - b—2 v OWEK (Configure Authorized Service Token)] XA 712 - Ky 27 AT,

FFay—E20EM] 22y 27 ULET,

[FFAYy—EADEH] 74 Y FUT [FFAY—ELADEN 220y 27 LT,

PLRD 7 4 =)V RICEEERZEMUT [ —E2ADER] 22V vy 27 ULET,

a. [Y—=¥2%] 74—V RIZ, ZOHFAH—CLAOLHTEZANLUE T, AROEIIE 255 XFET
T,

b. Ta—¥—-wo—] VA5 [EH] 2EIRUET,

c IeFaVsqs—-78774)0] VART, ZOHFAAF—LRZHOYTE2EF2 )T — 7
07 7AVEERLUET, ¥Fa2VFq— - TE7710% S&EY — LY AD QRadar 1—H— -
AVR=T2—ATTVRATES2xy b7 —0BX00T - VA2 RELET,

d.  TEMWREA] VA MT, 2O —EARMRYINIZ L2 A2 AT £ 7210680 £9, Bl
BRHMNAARE G E&E. THIRZ U] 2@8R0 9,

5 fERULY—E22&8172 20 v 7L, A=a— - N—0 LERULEZF—2 V] 74— RFTh—2

Ve AMN) VI ERERLIE-LT, [y —bERAOEH] V1 VNV ZHUET,

6. [y —E A - h—2 VDI (Configure Authorized Service Token)] X4 712 - Ky 7 AT,

[h—=2 Y] 74 —=IVRIZh=2 Vv - ANV VT RMOT, TOKI 22V v 7 LET,

7. WiHFHIY—CER - b= VEKMT Z72DIIEEET A LET,
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RDEY XY

FLDAP f#&kDiEhN]

TS5A4R—=K - Jb— NREEFEDIEN
T4 _—} - b— M#FFF (CA) N FL% IBM QRadar (27 v 70— RKLT LDAP 77U 7 —% =
VCHHATEEY,

Flig
1. [EH) EzME£7,
« IBM QRadar V7.3.0 BEiT., [EBE] X722V v 2 LUET,
« IBM QRadar V7.3.1 BT, FEFX =Y a3y - Aza— (=) 227V v 270U THhe, [
IV UTEMEXTR2E T,
Reference Data Import LDAP] 732> %227 Uv 27 L%,

3. [Reference Data Import LDAP] 77 V7 —>avDAAL VT4V RUT, (Ml 220y 27U
E

4, [774)NVDEN (Choose File)] 27V vy oL, [Ty 7ua—F| 22Uy L%3, .pem7 74
W B TOABRYR—-FENET,

5. TOKl 22V w27 UL%9,

N

LDAP R MDIENN
XY TDVIFVUVVA -y SN a—Y— - T—REFHATE-DIEHT S LDAP ¥ — X—[F#H 28/
bij_o

1R & D HIIC

LDAP &R ZBH19 2121k, ZDHTIZFGE b — 2 » Z/F L T, Reference Data Import - LDAP 7 7'V
T a BT ARERH Y £T,

FIE
1.  TReference Data Import - LDAP] 77V r—>Ya v - U4 Y RUT, 4 VK—-MDENM (Add
Import)] 227V v 27 L%,

2. [LDAP #§i (LDAP Configuration)] % 7 C, DANDEHRE AL ET,
a. ldap:// F7z1% 1daps:// (TLS ®¥{) Thhx % URL % [LDAP URL] 7«1 —J)VRIZASILZE
ER
b. [3AK DNJ 74— RIZ, LDAP 4L Z hJ— -V Y—=HNT, y—N=02—H—-DW#E%H
BIRNERA b2 ANLUET,

#HlZ1E. LDAP H—N—2 K A1 >~ example.com IZHBHEEIE. UFEMHHTEXT,
dc=example,dc=com

c 74NV &x—] 74— RKIZ, VIF7 VYR TFT=TNWIAVKR=-— b INZT—K%)— b T 57
DIZMHHT S 1 DEIFERORENEZ A LUET, i

cn=+; uid=*; sn=*
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RO T 7 4 )V MilE Active Directory THEREL £ 9 (&(sAMAccountName=*)
(samAccountType=805306368))

d. T)EMEY 2 b (Attribute List)] 7«4 —J)VKIZ, V77V VA - T—TWIIZA VR— T 5@ %
AHLUET,

F®DT 7 * )V MilE Active Directory THEREL £ 97,
userPrincipalName,cn,sn,telephoneNumber,1,co, department displayName,mail,title

e. [aA—¥—%| 714 —=)LRIZ, LDAP ¥ —N—0D#FFIZfFHI N - —-Z%2 AT LT,
f. [RAT—FK] 74— KiZ, LDAP ¥—NN—DN AT — K2 AHL X7,

3. FArd AR, [HEHEDOT AN 221 v 27 ULT, IBM QRadar 7% LDAP ¥ —N—lHETE5 2
TR LET,

BT A I U 725551k, LDAP ¥ —1N—25 O A [LDAP #5 (LDAP Configuration)] X
TIZRRINET,

4. TR~ B2V I LET,
RDY XY

FIEtED iRy .

B EX A7

182 /\o"‘\\/“OD F7°5’f’\‘\*‘ ]\ }l/ ]\u/uuﬂz}%d)l_b[]il

T4 RX—=h - )b— bFHF (CA) /N> KL% IBM QRadar (27 v 7a—RKLT LDAP 7 7V 7 —v 3
VCHHATEE T,

181 R—Y D [FFAH— Ex r—2 > DOIER

V77V VA T—=TIMIT—XEZEBINT S X512 LDAP Y —NN—Z2REld 5121k, ZORIIZEHA Y —
A+ h— 7/%@&?6%%#%0&T0

FLDAP @ik~ v ¥ Z D@l

MerEBEMUT, V77 L VA - F—TLDF—%2BETEET,

B DER
LDAP ¥— =i d 2 EME%ZERL £,

FIE

1. NEMED N (Select Attributes)] X 7 T, BRI REMNZME L, LDAP Y —R—2oiiHT5)E
M2 EINL £9,

2. TR~ 22 ) w22 ULET,
RDEY XY

LDAP B~y ¥ 7 &28MLET,

LDAP B~ v EY 7 DEM
MeazEBEMLUT, V770V VA - F—TNLDF—%2BETEET,
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CDYRTICDWVWT

LDAP ¥ — X Z2HEEDYV —ALSFA—DY 77 VYA« F—Iv—VFT 23581 . D AR L% fH
FALT, V—RAZELRLHNEUA4RTZFD LDAP EMZ2XATE X7,

Flg
1. [El~xvy¥yZ] 270, VIFLVVA-T—TL0F—%2FELET,

LY bh: LW LDAP @7« — )V R2ERT S5, BEIN 220y 20U, 2 2OEMEEZKEEL
T3, Bz, ROEXEMHHATE £, "Last: {In}, First: {fn}"

2. T~ 22V v I LET,
RDY XY

LDAP T — X &2 HE T 520D ) 77V VA - F—& - =TIV 2HELET,

B X 27

)77V A - F—XEROEM]

M) 7 7 L v AR (Reference Configuration)] X 7% LT, LDAP T— X %2{RET 570DV 7 7
VYA F—&R - F—TNa2ky Ty 7TLET,

187 R—Y D [LDAP T — X DEHIZIEET BV — I DIERK]

QRadar DV 7 7L VA« T—=7)0WIZ LDAP 4= N—=015DF— R Z2{EET 5 L 512 IBM QRadar
Reference Data Import - LDAP 77V 7 —Ya V&R LS, ZOT—XE2MHLTAI XY b - b—
WEERTE £T,

)27 LYR - T—49EKROEM
M) 77 L v A (Reference Configuration)] X 7%{HHL T, LDAP T—X&2{RET 572D 7 7
VYA - F—=R-F=TNVkty Ty TLET,

1R & B HIIC

LDAP ¥ —N—{5HEMEER L%, 77U r—> a3 v icjEInsd LDAP T— X2 HETE2HD) 77
VVAR - T—TN%E2y b7y TT230ERHDET, TOH, BEINZT—X 2L T, QRadar ®
V=)L ZfER L=, BB LV R— b 2EKLEZDTEET,

=3
1. TUZ7VL AR X 72 HL, LDAP T —ZDEMEE LTHHDO) 77 LV A - F—T L%
ANTED, BEO) 77 LVVA - F—TLaEELET,
a. V77V A -F—&] 74—V RIZVI7VLVA - T—RINEDKEIZ AT S, VAR
SHEFEDOV 77V VA - T—RINERZEIRL T,
b. Ty bV TOERK Fzv 2 - Ry 2Z2AF TI7ALVMCEMZIEINTVET, ZOF v
O RV IABERNCITEE, T—EDBVTI7L VA -y b Tx—=v MIEEINEZD,
QRadar OMBIIA EXINFE T, N7+ =~V ATHETHAREIDH D £,
c. i) 74—V KRZBHLT, V77V VA - FT—7NVNIITF— X 23T 22 EHL £
T, T7ANBNTIE, BIMUAZT—RICEDEIEZD 0 A, EHRLEOHEZEX % &,
ReferenceDataExpiry ¥ XY hR MU H—INFET,

W BEOS Yy 7OV 77 LV AR -y TIZT—R28BMT 3546, 7 7)) 75— a vidxDiEs:
RN T A—Z—%2{FHLET, TNoDNRTA—x—Z,. )77 L AR (Reference
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Configuration)| X 7 TldA—"N—5 1 RTEZxHA,

LDAP Configuration Select Attributes Aftribute Mapping Reference Configuration Polling Interval

Enter a new reference table name or select an existing reference table.

Reference table Test-LDAP Test-LDAP v
Generate map of sets

Time to live (YY:MM:DD:hh:mm:ss)

+ | 0 [ = |+ 0O | = [+ O | =f+]| 3 |-+ 1W0O[-|f+]| O

2. TR~ 22V v LET,
RDY XY

A=YV EHRELET,
BEE X A 7.

FR—v > 7 Ok
[HR—1 v JHikE (Polling Interval)] X 7Z&HHL T, 77U r— 3 vH LDAP ¥ — N—Zx L THr
BUERDO AR —Y > 72 7S MR Z MR L £,

R > 7 D

[R—1Y v 7H{ikE (Polling Interval)] X 7Z2fEHL T, 77V — 3 vd LDAP ¥ —N—Z L TH
BEHRDOAR—Y > 727 S MR Z R L £,

s BRETIC

LDAP H—N—IFHE V77 LV A - T—=RINEEZEK L&, 77V T =23 VH LDAP ¥ —N—»
57— X ERAETAMREEMEL X7,

FlE
1. [R—V v 7HikE (4) (Polling Interval in minutes)] 7 + — )V FZHLT, 77V r—avn
LDAP ¥—N—=Z L TT =X DK=Y v 72750 () 2E&ELET,
A=) RO R/NFAEMIE 120 T,
2. L a—FHEEBEDOHIPE (Record retrieval limit)] 7 «+ —J)L RiZ, "=V V7R T L 3— FEDEZ
ABUZXT,
T 74V NTIX, 100000 L I—FHA3REINET, BT Z A TESHAL I— NEIZ 200,000 TT,
3. K= 2ZZrIiZ LDAP Y —N—056RINSLa— ROBEBHIBREEINABNESI1I2T 5701z, TH
HOR=—IPEHE] Fxzv 7 - Ry ZAZT 74V FTEIRENTVWET,
E HREOR—IDEIZ—ED LDAP ¥ —N—TREH¥F— TN TVEHA,
4. THREFE] 22V vy o2 ULET,
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LDAP Configuration Select Attributes Aftribute Mapping Reference Configuration Polling Interval

Enter a polling interval to retrieve your LDAP data. Enter "0” (zero) for manual polling.

Polling interval in minutes 120

Record retrieval limit 1000

Paged results

MNote: Mot all servers support paged results.
See RFC2696 for details.

&R DFER

LDAP H—N—=n5DF =20, B UZRRET, BRULZV 77 LUV R - F—=XIEICEMENE T,
IBM QRadar 2>V —)L® API R—=V%{HHLT, V77V VA - T—=2NEIT—28E8ME =2
LERMHRTEET,

BEE X A 7.

r) 77 L v - F=RIEIZT —ZIEMEI N & ORER
IBM QRadar @ TAPI &%} (API Documentation)] _X—YZHHL T, ERFEADY 77 L VA - T—X
INEIZ T —ZDBEMENZDESDPETANTEET,

)72 7LYR - T—9PREICT—FHEBMI N &EDRESR

IBM QRadar @ [API ¥%} (API Documentation)] RX—Y 2L T, fERFEADY 77 L VA - T—X
SIS 7 — R BB X N i 5 k7 A R TEET,

CDYRITICDWVWT

QRadar 2> Y —)L D [TAPI ERl (APl Documentation)] ~X—Zi%, Reference Data Import - LDAP
TIVTr—=2aryTEELAEY) 77 VYA - TR EINT WS T —X2RRTEEY, [API &
¥l (API Documentation)] _X—Y2fHALT, 77V r—> 3 ik > T LDAP EHRAEHI NI &
EMERTE £7,

FIE
1. QRadar ® [API &k} (API Documentation)| ~X—izus 1 > L7,

https://<Console IP>/api_doc
2. FEF—vay WY —T, &HD APl &£,
[/reference_data] > [/table] > [/name] > [GETJ] IZ#EAE T,

Name /ST A —&—®D [fi] 71— RiZ, LDAP ERE2HRETLE-DIT/ERLEZY) 77 LV A - F—
ZNEDOHFIE AL, T 22Vvy 2 ULFT,

TV —vavitkoTEMENZT — X0 TIREARK (Response Body)] 7 1 —J)L NIZIRI v E
ED
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LDAP F— 49 DEIFIIHET 2IL—ILDERK

QRadar DV 7 7L YA - T—=7)0IZ LDAP ¥ —N—=h5DFT— X E2H{ET 5 L 512 IBM QRadar
Reference Data Import - LDAP 77U r—>a v EELEZS, TOT—XEZHHLTA RV b - b—
WEfERTE X,

ZDYRTICDOWVWT

LDAP H—N—={Z L THR=V V72TV, VI7VLVAR - T=7NWIT—=RMWEIMEIN5 &,
ReferenceDataUpdated ¥ XY b2 M U= Ed, [V 77 L AKE (Reference Configuration)]

R T TR U 713G O S 2 88 2 % &, ReferenceDataExpiry 4 XY WMV H—I N T,
ReferenceDatalUpdated f X b - R+ 1— N F 721 ReferenceDataExpiry 1 N> b - X1 0 — RHDHE
WZISET AL —IVEERTEXT,

T7VTr—=2avil&koTI) 77 VYR - T—RIRIZRE I N7z LDAP 7 —& X, QRadar [JL—)b -
7 4 % — K (Rules Wizard)| ZffifH35Z L CHKTELNV—IVTHHATEES, h—L - T4 HF-—F
(Rules Wizard)] (Zix., A7xz> X)), 07 - 7275454 —] . [Z2Yy " NI—2 - TIF14EF
14— DRRTNLT IR ATEET,

FIE

1. s - 7254514 —1 > =) > [7o2¥av] > [HHEARVN V=)L) 270y
ZAVE- 3

V= - D4 =R | ER=IUT, [k~ 220y 2 0LET,

[ARYN] UL - REAUPEIRINTVWDZ 2R L, IR 220y 7L FT,

V=V DEHTEFTED 7 4 —IVRIZAHLET,

[FAN TN —=T] VAIDPSTAMEERL, FHTEITAINOMD [+] TA4avx22Uv oL
7,

AR

EDON—)+ TANEEIRT LI, LDAP T— X 24250V 77 L v 2 - T—XINENSEEL
FWERIZE > THRED 9,

DRDOxy TDV) 77V VA -y TDANY N - Tans 4 — - T A M, Reference Data Import
-LDAP 77V =3 vV 77 LY RA - TR EFINEE N HT—INDIRXRVMET AL
THILEHNELTVET,

when any of these event properties is the key of the first map
and any of these event properties is the key of the second map
and any of these event properties is the value

in any of these reference map of maps.

LDAP g PasswordIsExpired 7% LDAPtestl V 7 7 L VA - T —XIEHNOWT 2O UID I
XUT true IZHEHF I N/ AEIZ ReferenceDatabxpiry 1RV N - RA T —RZ2T AT B LT,
W=V DRI N E T,
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Rule Wizard A=

a Rule Wizard: Rule Test Stack Editor

Which tests do you wish to perform on incoming events?

Test Group | All |Z| Export as Building Block

when the local network is one of the following networks

[m] »

when the destination network is one of the following networks
when the IP protocol is one of the following protocols

when the Event Payload contains this string

when the source port is one of the following ports

when the destination port is one of the following ports

when the local port is one of the following ports

when the remote port is one of the following ports

when the source IP is one of the following IP addresses

when the destination IP is one of the following IP addresses
s the | Al 1D n £ the £all " =] el

POOOOOOOO000

Rule (Click on an underlined value to edit it)
Invalid tests are highlighted and must be fixed before rule can be saved.

Apply LDAP_PwdExpired on events which are detected by the | Local B system

@& and when any of outer key (custom) is the key of the first map and any of inner key (custom) is the key of the second map and
any of LDAPvalue (custom) is the value in any of LDAPtest1

Please select any groups you would like this rule to be a member of:
oo Anomaly
(2 [[] Asset Reconciliation Exclusion
3 [] Authentication
2 [ Botnet

) [ ~atannn: Nsfinitinne

) »

Motes (Enter your notes about this rule)
Checks if passwordlsExpired=true is updated for any UID in the LDAPtest1 reference map of maps.

== Back Next == Finish Cancel

ZDARYE - TanFs— - FRAMRMEHATLICE, HESF—] RODOTY TOF—), [HEF
—1 Q@ BHOSY 7OF—), BIMEDT 4 = VRIZHUTHARL - ARV b - TaNTF 14 —%4E
B MENDH D 3, IRDFITIE, Reference Data Import - LDAP 7 7 r—3a Uhl, NAT —
ROERRAY Nz 22— — 1T 2% example.com @ LDAP ¥ —N—h 5641 U R—FT 5
IO ITHEREINTVET,
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Add a New LDAP Configuration

LDAP Configuration LDAP Attribute Mapping Reference Configuration

ID New

RDARTEE Idap://idap.example.com

Base DN
dc=example,dc=com

Filter uid=* Sample LDAP is displayed here after you test your connection

Attribute List F
‘ passwordIsExpired ‘

Username admin
==sinid (LI 111l 1)
Test Connection
AR —

ZOTORF 4 —Izik, TSV — a >0 [LDAP R (LDAP Configuration)] X 70

(A DNJ 74—V RBEY (740 &—] 74—V RTHEINE LDAP 71—V FiC
ANINEREENTET, HAXL ARV L - TART o —OEMRKRHIZ, RO KD ITk
DEY,

(uid=(.*?),dc=example,dc=com)

NS & —
ZOTaNT 4 —ZiE, 77V —2a>d [LDAP HiEk (LDAP Configuration)] %7 D
M@l 74—V RTHREINZ LDAP 714 =)V RIZAWINWAEREGEENET, 2D T4
— IV RIZIRENERNEEZFHTEXT, DAXL - ARV - TOxXF 0 —DEMRERIL, RO
£51Zh £,
(passwordIsExpired)

D7 14—V K
ZoTanNTF 4 =2, £ —3—0D passwordIsExpired LDAP EMEIZ DO WTHS S Nz T
—ADREFENET, HAXL - ARV D - TaRT 4 —DEFEHRERIL, ROLDIZHD FT,

(¥['true'¥])
HARL + ARV N - TaNT 4 —I1ZDOWCF UL X, TIBM QRadar SIEM —H%—X - 441 K| %
ZHILTLZE N,
R~ 220w 7 ULET,

W—IVIZHBEHT BN — - Tovay, b=LORE, BXUONL—IL - )IvRx—%2FKRL, KT
7w LET,
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HARL + ARV N - =)W DWTF UL X, TIBM QRadar SIEM 1—H%—X - 4 K| 221
TLEX W,

HF A DER
WRE, LDAP ¥ —N—=1Zx L THR=Y) V72T, ERFADY 77 L VA - T—XINEVXFEHRIND
ELIL—UR N H—INET,

BEEEA A 7

183 "=y ® [LDAP @M~y ¥ v 7 diEhn)
MELEBMLUT, VIFLVVA - T—TLDOF—2RETEET,

184 R=YD W77V rA - F—RHERDBN

M) 77 L > A% (Reference Configuration)] X 7%{HHL T, LDAP T—X&2{RET 572D 77
VYA F—=&R - F—TNVa2ky + Ty 7TLET,
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9 Machine Learning Analytics 77 7!

Machine Learning Analytics (ML) 7 7'V Z{#H U TEMEH HDOL—Z - 7 —AZEMTEH I L1
£ D, QRadar ¥ A7 4 ¥ QRadar User Behavior Analytics (UBA) 7 7Y OMREV LIRS N E T,
Machine Learning Analytics D21 —Z « 7 —ZZHWCTFHET ) v 7 %2758, 2—F—DfTH%2 I 5
WHULLSAMTEEY, ML 77012k D, 2y b7 —2JNTTFHHEINDZ 2 —F—DFE%2 Y AT LITF
HIE[IeNTEET,

B UBA 77V & ML 77V %1 VA N—)Ld 312, V7.2.8 LD IBM QRadar %1 » A b —JL
TEIRERDD ET,

YL

« UBA 77V %O THERL TS 1 HERE L7212, Machine Learning Analytics #%&E % A2
DIrEBEHOLET, ZOMEHIRIZED, UBA 77VIZ, 2—¥F—0D VAT - 077 A VEEK
T5DOTAERHIGEZoNET,

e EFTIVE 7 HZEIZHEFHINET, ik, Machine Learning Analytics 7 7 VU BERHF DV AT D
WA—H—%2E=R—TEB5X51F52HDTT,

o BT TVTHHTESLAEY —&(FZ, QRadar IV YV —ILIZE>THIRENET, ML 77V DA VA
M=l YA X - FTvavid, 7FYVr—2a i@ LT QRadar ABIERF>TWVWHAE Y —D&EIT
HEOWTWET,

- ML 77V%A VANV TE72DIBERR/NEEAEY) —D=EIX, QRadar IV Y —)L Tl 2
GB. 77U —Yayv - /—FKTIix5GB TY,

- ML 77VI2&oTE=ZX—EIN52—F—DE, ML 77V DA YA b—)b - ¥4 B XOKE
® [Machine Learning] Z#1iZ& > TH%Z D £9, [Machine Learning| ML > TE=ZX—&
N5 —Y —DRAEIE. Machine Learning O YA h—)L + 4 XD 1 GB %729 500 1—H
—T79, HlZIX, 2 GB DEEIEEHEK 1000 2—H =270, 50 GB OHEIEHEA 25000 L —H—
27D 9,

o HHAEAAEY —DBARLUTVWS I EWFEINT, A YA M—UDRRRTEIEAHY T, ZOHE
X, MOT7 TV = a v VA M= INTWEZ &IZ&D, TV = a VI RER A E
V—8MH-> CWAGAICHKET R H D £ 7,

Machine Learning Analytics D BLX01DRE
Machine Learning Analytics 7 7V IZld, 4 YA b= D= DMBEERE BEAOMENDH D £ 9,

Machine Learning Analytics 7 7'V (2l MU FITRSBEROMEDH D £,

* Machine Learning 7 7"V @ 87 H DR (Status of Machine Learning)] 2 ¥ 3 VIZEEA Y
E—UNERINIGENH D £T, FFLIE. 222 R—=YD Xy ¥ aR— KT Machine Learning
T7VDORMPEEL LTRINDG) 22U TSI,

© FAARERATY =AARLUTVEZEAFKET, A YA M—ABRBTEI DY T, OB
DT TVHPRRIZA YA b= ENTWT, ML 77V THATE S AE Y -8 10 GB RiiDHA,
128 GB DAY =)L ETA YA M= ADERBT2EXTNRHD T, A VA b—VDREKL GG
F. TR &SI — - Ay —IUNERINET, TORUEMBRT B2, DT 7)) 2L
OWRT YA VAR =NV LTH L, B ~EA VARV EEFTL TSN,
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Machine Learning Analytics 7 7"\ D1 ~ X b —)LETIRSZ MG

Machine Learning Analytics 7 7'V %4 YA b —)L§ 500, T Z Tt 2 RiERME1 Iz SN T 05
T ERMERLTIZIW,

Machine Learning Analytics 7 7'V &4 YA b =)L 5(21%, ZOFNILLTFD Y AT ABENG-I 0T
W3 Z L a2EFR L. User Behavior Analytics (UBA) 7 7'V D587 A ¥ A b — )L LR &2 1T 5 BEDDH
DE9J,

% S VA /N
VAT AEY — « aYY—): 64 GB
e« 77U —vary-/)—F:5GB
IBM QRadar /N\—3 3 v Vv7.2.8 LAKE
Sense DSM DSM RPM 7 7 A IVIRA VAR =LENTWS
UBA 77 « UBA V310 7 7UHA VA R—LENTVS
+ UBA DFEDEINTND
e UBA Xy ¥aR—NZa—¥— - F—=XPWMOAEFNTWS (2
—F = 2 7% 2V v 2 UTHER)

IBM Sense DSM DOF&i1 VX h—JL
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3. Zurua—RKUE7Z7AUVBPKMINTVNETa L2 M) —IZBEILET,
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rpm -Uvh <rpm_filename>
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. ENFTEBLLUTWERIZE->THRED FT,

8. [7/<VZN)H—THEHEMEME] 74—V T, BHEZARY M2 M) H—F 5 F TOEWHF
B7NI3) XLDEEEEZS—yTF—YTANLET, 7740 MAIX 099 TY,

9. [F—XHEMWM] 74—V KT, EFNV - T—XERETLIHEZHZELET, T 74 MilL 60
T9., T—XOHEINN—VREMIZT BT, ZOfEE 0 (¥R) ITHELET,

10. A7 ayv: THHEMRE 74 VEZ—] 74—V KIZ AQL 7 1)V X—%E0IL T, QRadar WD
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HE: AQL 74 VX —%2ZEEHUHE., SHMOBEDETIVIZEGD Y — 7 M S5, ETIVAHE
ERR S N E T, FERICBERBHOEIIE, 2EINZTANE—IZL>oTEINET—XDEIZ
Lo THERBRDET,

Keon s - V—A, 2y I =24, $LEREDI—YV—%2EL) 77 LV VA -y MZT7 4L

R—%@ATEET, MOFlZSRLTLIZE W,

* REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

» INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)

FELKIE, Ariel RaEiE2z2RLTIZIW,

11.  THEROREF] 227 v 2 LT,

Total Activity Track a user's general actvity by time and create a model for the predicted weekly behavior patterns. If the user's activity
deviates from the learned behavior, it is deemed suspicious and a Sense Event is generated to increase the user's risk score.
Mote: Seven days of data are required for the analytic to generate a model and run.

Total Activity Jan - Jan2e

Risk Value of Sense Event [ 0 - 10000 , integer |

5
CD Enable to scale risk value by a factor of 1 to 10 based on
= the deviation from normal actimty.
o s 18 -1 . 19 o
@ fesal @ Learned Confidence level to trigger anomaly [0 - 1, float ]
0.99
() Show graph on User
Details page Data Retention Period [ 0 - 3600 , integer ]

60

Advanced Search Filter (optional) [ AQL query ]

LOGSOURCETYPENAME(devicetype) = "Linux O Test Query

Important: Modifying a filter causes Machine Leamning to re-ingest data and build a

HF A DER
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MEH HexEET,

« IBM QRadar V7.3.0 MFiT, [E#H] 27% 27V v 7 L%7,

« IBM QRadar V731 BI&T, FE =Ygy - AZa— (=== ) 227V v 2L THho, [EH)
Vv I LUTCEMR T 2HEET,

MEWFEoRE] 71avzr20vy 2 0%7,
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(7 /<V%MN)H—F5EHEME] 71—V KT, BERARY N2 M) H—T 5 £ TOREWYE
BA7NI3) XLDEEEEZS— T —YTANLET, 7740 MAIX 099 TY,

[F— 2R 74—V FT, TV - T—R2RETHHHREEHRELET, T 74 MEIZ 60
T9., T—XOHEINN—VREMNIZT BT, ZOfEE 0 (ER) ITHELET,

FTav: THEMREI 4 NVZ—] 74— KIZ AQL 714V X—%EML T, QRadar WDt
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xx9,

EH¥: AQL 74 VR —%2ZHLZHE. PIOBEDE T VIZENO~— 27 B i s, ETIVHRE
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Feon s - V=2, 2y b7 —=2%, $REBREDI—VF—%2EL) 77V VA -y MTT7 4
R—%HWHATEET, IROPFIZZIRL TS ZI W,
e REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
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FEL <&, Ariel IBEEEZSRL T ZI W,
11.  [HEROREF] 22Uy 27 LFET,

Abnormal Outbound Monitors outbound traffic usage for each user and alerts on abnormal behavior. When the actual number of transfer attempts
Transfer Attempts exceeds the model's predicted number, a Sense Event is generated to increase the user's risk score. Note: Seven days of data
are required for the analytic to generate a model and run.

.|
5
=
.
| ]

Risk Value of Sense Event [ 0 - 10000 , integer ]

20 / 5
ok CD Enable to scale risk value by a factor of 1 to 10 based on
= the deviation from normal activity.
s jons

Confidence level to trigger anomaly [0 - 1, float ]

® Acwal @ Learned

0.99
Show graph on User Data Retention Period [ 0 - 3600 , integer ]
Details page 60

Advanced Search Filter (optional) [ AQL query ]
LOGSOURCETYPENAME(devicetype) = 'Linux OS' Test Query

Important: Modifying a filter causes Machine Leaming to re-ingest data and build a new model.
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EHE: V220 LAFE, VR - AXRVINDYAZME] DT 74 MEREEINTWET, HrIiLWT 7 4L
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* REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
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Activity by Category Track a user's activity per high-level category in time and create a model for the predicted weekly behavior patterns. If the user's
activity pattern (per category) deviates from the leamed behavior, it is deemed suspicious and a Sense Event is generated to
increase the user's risk score. Mote: Seven days of data are required for the analytic to generate a model and run.

User Activity by Categary Avg 80, 200PM I
= ® Acun . .
Anomaly Detected ® Leamed Risk Value of Sense Event [ 0 - 10000 , integer |
e fidence Expioit
Actualk 100
Learmed: 10 1

Enable to scale risk value by a factor of 1 to 10 based on
the deviation from normal activity.

o

pacen Confidence level to trigger anomaly [0 - 1, float ]
Show graph on User 0.99
Details page
Categories to track (2]

Access Application
Audit Authentication
Control System DOS
Exploit Flow
Malware Policy
Potential Exploit Recon
Risk SIM Audit
Suspicious Activity System
Unknown User Defined

Data Retention Period [ 0 - 3600 , integer |

6l

[==]

Advanced Search Filter (optional) [ AQL query |
LOGSOURCETYPENAME(devicetype) = 'Linus OS' Test Query

Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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EH¥: AQL 74 VR —%2ZHLZHE, SWOBEFEDE T VIZENO~— 27 B i s, ETIVHRE
EREINE T, HBERICKAERFHOEIIZ, BHEINZ T4 NVE—IZE>TRENET—XDEIZ
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* REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
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Risk Posture Track a user's risky activity by the rate of sense events generated and create a baseline model. If the user's risky activity
deviates from the baseline, it is deemed suspicious and a sense event is generated to increase the user's overall risk score. ()

Risk Posture Dec15-Deczt W
Risk Value of Sense Event [ 0 - 10000 , integer ]

5

m Enable to scale risk value by a factor of 1 to 10 based on
the deviation from normal activity.

Confidence level to trigger anomaly [0 -1, float ]

Show graph on User 0.99

Details page
Data Retention Period [ 0 - 3600 , integer ]

60

Advanced Search Filter (optional) [ AQL query ]
LOGSOURCETYPENAME(devicetype) = 'Linus OS5’ Test Query

Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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Bl REEMALZE, TR EWORAATHHET VEERL., 2—F —DERVOFERIEZRI NS
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« IBM QRadar V7.3.1 BI&T, FE¥F—Yay - A=a— (=== ) 227V v 2L Tho, [EH]
7V LUTEMEATEHE LT,
2. TWEFEEo#RE] 714av220vy o7 L%T,
* QRadar V7.3.0 BRiTIX. 7571 ]) > ==k > TEWFEHOZRE 220y 7

LET,
e QRadar 731 AR, 77V —vayv) > Ta—¥—4a04] > [HEWEEO®RE] 27
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=
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THETET—RE2RVALIZENTEET, AQL MEZFHL T 74NV R) V72T 8I12&-
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KEDuZ - V=, 2y NT—0%, £RERHEDLI—HY—28BLYV 77V VYA -y MTT 1V
R—%BHATEET, MOFlESBLTLIEZE W,
* REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
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Abnormal Volume of Monitors external domain data usage for each user and alerts on abnormal behavior. When the actual number of external domain data
Data to External usage exceeds the model's predicted number, a Sense Event is generated to increase the user’s risk score. Note: Seven days of data are

Domains required for the analytic to generate a model and run.

Abnormal Volume of Data to External Domains

Sep5-Sep€ m Risk Value of Sense Event [ 0 - 10000, integer ]
50.0 8
5

Anomaly Detected
Dec 16, 1:00 AM
50% confidence
Actual: 50.0 bytes
Learned: 15.0 bytes

4008

mEnable to scale risk value by a factor of 1 to 10 based on the
deviation from normal activity

Confidence level to trigger anomaly [ 0 - 1, float |

2008
0.99
Ul]er 15 Dec 15 Dec 16 Data Retention Period [ 0 - 3600 , integer |
@ Actual @ Learned 60
CDShOW graph on User Advanced Search Filter (optional) [ AQL query ]
Details page
Example query: LOGSOURCETYPENAME(devicetype) = 'Linux OS5
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* REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
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Activity Distribution For each user, leam behavior clusters that represent groups of similar activity (similar low-level categories of QRadar). Search
for deviations from the normal distribution of these clusters over time. Malicious behavior can manifest as changes in the
distribution of a user's behavior cluster; that is, the users activities begin to deviate from his customary activities. Similar
activities are represented by the same colors for all users.

Activity Distribution

Risk Vialue of Sense Event [ 0 - 100, integer ]

[:D Enable to scale nsk value by a factor of 1to 10 based on
the deviation from normal activity.

jn13 jn20 Confidence level to trigger anomaly [0 -1, float |

Show graph on User 0.99

Details page
Data Retention Period [ 0 - 3600 , integer ]

60

Advanced Search Filter (optional) [ AQL query ]
LOGSOURCETYPENAME(devicetype) — 'Linus OS’ Test Query

Important: Modifying a filter causes Machine Leamning to re-ingest data and build a new model.
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* REFERENCESETCONTAINS ('Important People', username)

* LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)
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Defined Peer Group Users are grouped and analyzed based on the "Group by" field. If a user's current behavior is significantly different from the
user's defined group, it is deemed suspicious and a Sense Event is generated to increase the user's nsk score. Note: You
must have a minimum of two defined groups that each contains 5 or more users. If you change the group selection, a new
model needs to be constructed. A significant amount of time and computer resources are required to complete the model
creation. It is not recommended to change this value frequently.

Defined Peer Group: Job Title May 11-May 17 &
Risk Value of Sense Event [ 0 - 100 , integer ]
B — 5
; May 16 B0 AM i ]
= Anomaly Detected [:D Enable to scale risk value by a factor of 1 to 10 based on
£ oso Deviaticn from peer group: 74% SO =%
£ 99% confidence the deviation from normal activity.
é 0.25 Confidence level to trigger anomaly [0 - 1, float ]

0.99

Data Retention Period [ 0 - 3600 , integer ]

Show graph on User

Details page 60

Group By
Custom Group H

Advanced Search Filter (optional) [ AQL query |

LOGSOURCETYPENAME(devicetype) = 'Linus 0S| Test Query

Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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e LOGSOURCETYPENAME (devicetype) in ('Linux 0S', 'Blue Coat SG Appliance', 'Microsoft
Windows Security Event Log')

e INCIDR('172.16.0.0/12', sourceip) or INCIDR('10.0.0.0/8', sourceip) or
INCIDR('192.168.0.0/16', sourceip)

UKL, Ariel BAEGEZSRLTLZI N,
FERDOHRIE] 22V w2 LET,

9 Machine Learning Analytics 7 7Y 209


https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.1/com.ibm.qradar.doc/c_aql_introduction.html

Learned Peer Group Identifies users who engage in similar activities and then places them into peer groups. If a user's current peer group is
significantly different from former groups, then a Sense Event is generated to increase the user's risk score.

Learned Paer Group May 10 - May 16

Risk Value of Sense Event [ 0 - 100, integer ]

5

May 16 B:00 AM
Anomaly Detected

Deviation from peer group: 74%
nnnnnn

m Enable to scale risk value by a factor of 1to 10 based
on the deviation from normal activity.

Confidence level to trigger anomaly [0 -1, float ]

e May 11 13 May 15
0.99
a) Show graph on User
Details page Data Retention Period [ 0 - 3600 , integer |
60

Advanced Search Filter (optional) [ AQL query ]

LOGSOURCETYPENAME(devicetype) = 'Linus OS' Test Query

Important: Modifying a filter causes Machine Learning to re-ingest data and build a new model.
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o HFEOMITRHFRNA—IZ, SN TT—XZ2WOAARTTHEILERLTVET,

o RROOEITRNFERN—IZ, DM TEFTVEZERTTHL 2 RLTWVWET,

s EDOF v =7 ANPENTHEILEZRLTWVET,

c BHOUOBEET A IVIE ETNVOEKT = - ATHENRELZZLE2RLTVEY, 222 X=Y0
[%y 2R — KT Machine Learning 7 7'J DRWUPEELE L L TRIND] 2L TSI,

ML OBE|] 71 3aY Q %2 Y v 27 LT Machine Learning Analytics] R—Y Z[ &,
Machine Learning Analytics D1 — A + 7 — ADkEK 2 MEL £ 9,
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Status of Machine Learning Models 9
Total Activity -

Activity by Category Datn i'h':lg:::'l“_" Ti 99% =
is updating

Risk Posture
Learned Peer Group

Defined Peer Group

- S SIS W W ..

Activity Distribution

- -0 R—Y
T TVNOERDGH»S1—Y—£%2 ) v 7 LT, ERUALI-F -0z RRTE LT,

V250 Afg, 1 RV DN - Ba—7T— - RAVTA—Y—-DT7 7714 ET 1 —%2 X DEMICERTES XD
WZRDELE, IRXVE - Ca—T— - RAZE, BRUET 77146710 —F 08 R U 2R SICEY
DEMPERINET, ARV Ea—T— - RAVHADAIRY 2T Y v 7T 5L, Syslog 1 XV b
PR B FERREDOFMAFRINET, TRV D - Ca—7— - X1V, Ta—F -0l <—
VOTRTOR=FY - 7780 is 7 7 CclificE £,

[2—% —DFE] ~—Y T TE % Machine Learning Analytics D& 2 7 71Z2WT, I RDET
ML 9,
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BAT I FAETA

I—Y— - TIT4 T4 —DERORLFHINIE (FHFADR) MEHIZDZ TR
MREINET, EROMIT, BRU AP YE - —IcBUTHEL A RV hOBT
T, PHIINAMEIE, BRUZMHFAICYZ - I L TRET D Pl NAA RV b
OETT, FOMIE, BMEZIZED T /< UBBRHEINT, ¥V A - ARV MPERS NI
ZEEEKRLUEY,

(G T T4 T4 —1 77Tk, AFOEEERTS ZeNTEET,

¢ TR J)—=FEIZVvITEE, FOT/VEHBHELTVWEAL Ry MDY A MHFE
REINFET,

HAXRLANEFEZRET 512, (AL v &— (Calendar)] 7122V %2 2V v L%
ER

Total Activity Aug 29 - Aug 30 &
2000

Anomaly Detected

Aug 29, 2:00 PM
1500 100% confidence

Actual: 1743
1000 | Learned:- 6195

500

Aug 28 Aug 29 Aug 29 Aug 29 Aug 30

® Acual ® Learned
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aA=F—TI541
EF4— (hF Y
— )

I—Y— - TIT AT —DEBOITEHNX -2 FHIINZITENNZ =R AT T Y
—BlzRREINFET, EBROMIZ, BIRUZBHPICYZE - - U THRE L, EAiA
TAV—=Z2DARY NOBMTT, FHINDMHEIE, FERUZHPMPICSE - —IZBLT
FETBETFHEINSE, ERAFTV -T2 DA XY FOETT, RO, BHEHIZLD
TIRVDPKRHEINT, VA - ARVIBRERINZZEZERLET,

(A=Y= TIT1ET 14— (FTITV=H) 757 7TiE, LTOHEEERTIZ MW TEE
ER
o WAl HfMZEET S, THL VX — (Calendar)) 712V %2 27Uy LET,
s EROATIV—%IVyITEL, TOITITV—DRALTIAY - TT77HHEET,

FBIRUEAT I —DRALTAY - 57T, UAFOEMERITS > ZeNTEET,
o F—X . )—=FKEZ2VvITBL, FO/)—KRERTARYFDODBE) A MDBERRINE
‘3_0

o HARLENMHEPEEETSIZIZ. THL VX — (Calendar)] 72V %2 27 ) v 2 LE
ES

User Activity by Category Feb24,13:00 & 'System' Activity Feb23-Feb 24 B
Access }
M Actual
95.85% confidence B Learned
Actual: 1 B

Learned: 1.3 Application

Sense Authentication 8
Feb 24 03:00 06:00 09:00 12:00

Ml Actual [l Learned
Exploit

9 Machine Learning Analytics 7 7Y 213




) Z 274K

I—HY—DVRZ - 2AT7RFHEINBZVZAZ - 237 - NR—=UPS@RHE L TWAEEIZE
RENFET, EROMIL, BIRU BTS2 — AU THELEZE VA - ARV b
DY AMEDEETT., FHINBMEIX, FERUZ MY E - —IcB L TRET D &
FHIEN/ZE VA - ARV MO ZEDOEFHTT, FOHIK, BHFEEIZLD 7/ <) 2K
HEINT, V2 - ARV IPERINZZEEZEKRLET,

() AR 77 7T, ATOBIERITS Z e TEET,

o J—FKEZVvITBE, ARVINOBEESY) A MDEREINET,

o NAXRLHNMNHIBEEEETSIZIE., [HL & — (Calendar)] 712V %227Vw 7L ZE
‘—3—0

Risk Posture Aug 29 - Aug30 B
B0

S B ’
40 Aug 30, 1:00 AM
96% confidence
Actual: 40
20 Learned: 45_7
0
Aug 28 Aug 29 Aug 29 Aug 29 Aug 30

® Acaual @ Learned
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BERT U MNT Y
R ik DFALT

A—HF—DT T INRNTYR - bTT 4y 7 OMARND, FTRINDIEELSHBBL TV
ES5WERLUET, EBOMEIX, BIRLUZWHATOYE 2 — Y — Ok EMTd, ¥HX
NBHEIXETNOFREINZHEEARTEETT, AV, EWMEEICLD T /<) PKRES
NT, BVA ARV IPERINZZEEERLET,

(BT MY Y REEERORIT] 777 7Tk, ATORERZITI N TEET,
o J—FERZVUwITEL, ARVIDBELY A MRERINET,

o HAXLAANHEHPAEEETSIZE. (AL X — (Calendar)] 712V %2 27V v L%
‘3_0

Abnormal Outbound Transfer Attempts Jult-Jul2 S

40
Anomaly Detected
Jul 1, 5:00 PM
100% confidence
Actual: 32

20 Learned: 5.5

0
Jun 30 Jul 1 Jul 1 Jul 1

@ Acwual @® Learned
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TITA4ET 4 —D
A (V2.2.0 LARE)

B EII Lo TEZ XA —SINTWVATRTOLI—YF—DHEN LRI BN OESKRE TR L £
T, NSO DHEAKIF, BHEHIZE>TEZ R —SINTVEITRTOI—F—DFRT 7T
AT 4= T T)—ilkoTHiEEINE T, EROMEIZ, TOEAKLD-BEKRTT, F
HEhaflid, ZOEREEKLDOFH—HERTT, 207 7T, BHREEIZL->TE=X—
INTVWETARTOI—Y—DEFNLIRLZBNDODEESERZINTNEN T INTERRINE
T, REDI/N—T%2FKTMIE, T RTOI—Y—TRIUTYT, FROMHERIE, EBRFEZCLD
T/UVDBPBMHEINT, BV A - ARV IDPERINZZEZ2EKRKLUET,

(72514 ¥T4—D04] 75 7Tk, UTOBREZITS ZenTEET,

s BEAKDLIZRA Vv EZ—%ELE, EBOT 7T 8T 14— - N—=k XAV FHIEH
127 7F 4T 14 —DNR—=k XA, BOETIZRRE R >TWS FMihF IV —Efi 3
NERRINET,

« Hff#ipHZEET 512X, THL V& — (Calendar)] 71 3AV%2 27V vy I LET,

Activity Distribution Aug23-Aug29 B
1.00

e
~

Activity - Aug 26
Predicted: 79%
Actual: 79%

Proportion
o
&

Top Contributing Categories
SSH Legin Failed: 12%

°
r

Host Login Failed: 10%
Auth Server Session Closed: 10%

Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29
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FHEET - IN—7
(V2.2.0 bAE%)

DEEND AT NMEEET - TN —Ths, 2—F =R NIFE%HEL TWE 7% ER
LET, ZHEEYT - IV—=T1F, 22—V —DFNTI7TF1ET1— 53V —=IiZ&koTiHE
INhET,

RO, BREBEICIO T /S )BRRESINT, BV A - ARV EPERI N Z L 2EE
LET., TET7 - N —T0o0ilil (&, 2= —23HELT - ZV—Th o8&l T3
HEEZBERLU XS, [EEM (Confidence)| X, EFNAEZUEIN KL EIZHL - EBRET
—RAOAVFFAMIBIEIRBMD A= XAV TY, @b L EBEEPHHFEE L EW
HEE2L, 7T79—MP RV HT—SNZET,

MPEYET - V=T 77T, UFOBEZTS ZENTEET,

s TR -KAVIEIVYITEE, [TV—THAOET| T—TNBRRINET,

o HAtHiPHZIEE T 512l THL VX — (Calendar)] 71 av%2 27V vy LET,

[V —THOET ] F—=TNZIE, TDOIN—TIZHEIND IR ENE 1P -

KX DTN =TI EEN 21— —DFRTHRREINE T, UTOBIEEZTS 2T

EE S

AV HEZVvrTEE, AP0l R—UPHEET,

o IPHENZ 80 TiE, BHI-V-BETOIZNV—TITHEHINTVD 2D BT Of5HH
ErVREINET,

s N 7AYy - VANEIVwITRe, RRTHI—V—BEEENTEET,

s RRIZE->Ta—HV—-HE2T7 4 VRV VITEET,

Learned Peer Group May 17 - May 23 & Peers in Group
1.00 Search:
a Name Expected Match ¥ Department -
E
e 07s 23
: Tmstuser-10 I s 3
H E|
s tesuser [ e
£ May 19 8:00 PM
5 Anomaly Detected estuser-12 I sacs
= Deviation fr - 61%
fos e e tstusor 1 B s
& 99% confidence
testuser-14 I sacs .
0.00
May 16 May 17 May 18 May 19 May 20 May 21 Showing 1 to 10 of 10 entries
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EBFAET - TN | 2= —DARU S - TIT AT 4 —BNERFAELT - IN—TDT7 751 T4 =058
—7 (V2.6.0 D) | OREGEBLTWE2E2RLET, ZOFHTIE, 2—F—IZX2 IRV PDELRLDT 2
TAET4— - ATV —%FHALT, ERFAET - T —TH50—H -2k
L9,

RO, BMEEICIO T /S )BPREEINT, BV A - ARV IPERI N Z L 2EFE
LET, €7 -0 —=T0o0lil & 2—F—BEHRBFEALT - Z 0 —Th 5L T
WHEIEEERLET., [EME (Confidence)) 1&. EFNZEENNULZE Stk o7
EF—ZDaVFFAMIBIIAMDO -y RN TT, WS L CEEENTHE S L
EWEERHEZDE, TI—MBRMN)H—E T,

EBFAET - INV—=TORMERRT I, 2—F— - TN —T2ERTI2LENDHD X
T FELIER TERFALT - ZV—TORHDHDI—Y— - Z)L—T] 22 L TL
ZEW,
MERFALT - JN—=T1 777 T DTOBMERITS ZeNTELT,
F=& KAV IV T HE, EBERET - FV—T] T—=TLDETIHRRE
nEd,
o HN#iPHZIEEST 512X, THL VX — (Calendar)] 742V %2 27 Vv I LET,
EFBFEAET - V=T T=TNOETI Bffa—F— - JV—7THdIAZOH
A—Y—%RLET, UTFOBELITS eV TEXT,
s AP EIVvrTEE, [2-V—0F X—UPHSET,
FRyF&DYy - VA2 Vv oT2e, RRT22A-—F—EBHEEZERTEET,
* RRIZE o Ta—HF—F2 T4 VRY VI TEEXT,

Defined Peer Group: Job Title May 13 - May 19 & Peers in "Sales Manager"
1.00 Search:
Py Y
b4 @ Name Risk Score v  Department v
a
g 07 PASNEE S DERE testusar-5 362 Sales -
) Anomaly Detected ‘
3’5 Deviation from peer group: 89% testuser-19 361 Sales ‘:
E 0.50 94% confidence L
1d testuser-3 343 Sales
2 testuser-18 341 Sales
0.2
a testuser-14 339 Sales

Showing 11to 11 of 11 entries
May 14 May 15 May 16 May 17

EREHRET - FIV—TORHDIDDI—Y— - J)—T

[N —TDEE ] EROWT N Z2HHT 22 —F =D ed 5 Anwd 2 DB EDZ )V —T{L%
BBV I 7V VA T—7VEMATSELS5IC UBA &ML T34, Machine Learning 7 7Y 7
—YavT, EBEALT - IV —TOHNEHENITEET,

H: V2.6.0 BAETIE, UBA Ta—¥— - ) —7%2HH L, EBFALT - INV—TO0HEEMZTE
7,

J0N—TOEFT TR . TEM) . X721% TUBA ORE] R—Y 0 [EFrEM] [HAZL - 7L —
T T4 —=NVRTEHELIENAZRL - AT+ —T9, UBA » 3 DU EDOHHEHD 7V — T &Mt U,

BIN—TZ 5 AU EDIZ—HF =D\ B541F, ERFALET - FV—TOnMaEMcTEEd, A%
BRA—Y— - IN—=TEAET 72D, =Y —Pa—¥%— . Fo7 1 — (EEPHMRED LDAP
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BNV —=7) )T 7L VA - TNV LUTHETES LSV I77 LV A - T—=RDA VK= ]
LDAP 77V 2 TEEd, TDO LT, fEELEZY 77V VA - F—T )& FiHT S LS5 UBA %
RKTEFET,

EBHEAET - JV—=TORHTIE, AT 20 @O N—T2E=_X—TExT, HWRkahiz 1 —7
fbLEHE] 74— VROV —TD5L, KEWEIZ 20 HDO 7NV —THERINET, E=X—F521—
Y — DI, Machine Learning DA YA~ —)b - 4 DG U2 E= X — R —YF — DR %723 &
T, BTN —TDS BRI Lo THS INET,

PR V77 LV VA - F—T0UDA VE—MZIE 2 BEOR/MEVRUATY a—LA3H0Ed, 20
AT a—=)ViE TUBA DTl R—VTHBELET, 1 VR — b 2ETFTELIDICATYa— LI N
G, wLwnwa—Y— - ZN—F{EEDPTARTSL VR—-bEINET,

Machine Learning Analytics 77 D7 VA4 VA K—)
M DR E ] X — D5 Machine Learning Analytics 7 7V %7 V1 VA —)LUET,

CDYTRATICDWT

UBA 77V %7 VA VA N=IVTBEIZ, AFRDOFIEIZHK->T ML 77V 2T VA VA N=ILT B HHE
WHOEI, UBA 7FVET VA VA N=IVTBENZ ML 77V %71 VA M=V LWEE, &k
A API ERlA VX —Tx—2A5 ML 77V 2832 0ERHD 9,

FIE
1. [EH) REEMESET,
« IBM QRadar V7.3.0 MgiT, [E#H] X7%22Vv I ULET,
« IBM QRadar V73.1 BIET, FEFX =Y a3y - Aza— (== ) 22V v 2L THhoe, [
Vv I U CEMXR T 2HEET,
2. THWFEo#REl 714avz220vy 2 L%9,
* QRadar V7.3.0 LAk, 7597102 > Ta—%—00 > [BEWEEOHRE 22V v 7

l./ij—o
+ QRadar 7.3.1 BATIZ, 77V —vayv) > [a—¥—p > TEWFEHO®HRE 22V
w2 LUET,

User Analytics

LIBA Settings Machine Learning Help and Support
Settings

3. EWPEoHE] BET, ML 77075 —>avD7 AV A=) #2720y 2 LET,
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Machine Learning Settings

User Analytics

Total Activity

Activity by Category

Risk Posture

Activity Distribution

Defined Peer Group

Learned Peer Group

Track a user's general activity by time and create a model for the predicted weekly behavior patterns. If the user's
activity deviates from the leared behavior, it is deemed suspicious and a Sense Event is generated to increase
the user's risk score. Mote: Seven days of data are required for the analytic to generate a model and run.

Track a user's activity per high-level category in time and create a model for the predicted weekly behavior
patterns. If the user's activity pattern (per category) deviates from the learned behavior, it is deemed suspicious
and a Sense Event is generated to increase the user's risk score. Note: Seven days of data are required for the
analytic to generate a model and run.

Track a user's risky activity by the rate of sense events generated and create a baseline model. If the user's risky
activity deviates from the baseline, it is deemed suspicious and a sense event is generated to increase the users
overall risk score.

For each user, learn behavior clusters that represent groups of similar activity (similar low-level categories of
QRadar). Search for deviations from the normal distribution of these clusters over time. Malicious behavior can
manifest as changes in the distribution of a user's behavior cluster; that is, the users activities begin to deviate
from his customary activities. Similar activities are represented by the same colors for all users.

Users are grouped and analyzed based on the "Group by" field. If a user's current behavior is significantly different
from the user's defined group, it is deemed suspicious and a Sense Event is generated to increase the user's risk
score. Note: You must have a minimum of two defined groups that each contains & or mare users. If you change

the group selection, a new model needs to be constructed. A significant amount of time and computer resources
are required to complete the model creation_ It is not recommended to change this value frequenthy.

|dentifies users who engage in similar activities and then places them into peer groups. If a user's current peer
group is significantly different from former groups, then a Sense Event is generated to increase the user's risk
score.

4. TUVA VAP —LVOMERERDZ Tay T EhRFRINz6, NEw] 22Vv 2L,

RDEY XY

Configuration

QRadar VYV = VIZEHEQ A VT BN, 770 — - Fr v a2zl )7 3T506ER8HD FT,
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j—o

User Behavior Analytics 7 7'V & Machine Learning Analytics 7 7"V \ZB9 % —fi7e ¥ K — h OERM
TR 2B AT DWTIE, https:/ /developer.ibm.com/answers/topics/uba/ %S L T 723\,

UBA @ INLTHBELUVHYR—b] R=T

UBA 7 7Y (V2.5.0) iZi&, UBA 77V, LDAP 77V, & & Machine Learning Analytics 7 7V @
BT S ANV TBLOTR—b ] 7Y a VBRI THET,

UBA O INLT7BEUVYR—N] R—=IADT7IER

[NLTBEOCYR—b] R=I1ZiF, BB, b TINVYa—F4 7Y R—b, UFSA - Fa—r U7
W, B2 - 75740, BIOEEBEADY VIRHABEINTWET, NV TBLTYR—F] R=Uhp
517 - 774V E KPR LEIMEEEE2 £RT 5121k, QRadar® HHEARHELKETT,

UBA 77V %A VA RN=V L7, [AVTBEXOYER—b] R=VIZUFOEHRNST 7 ATEZE
ER
o [EH] BE»S:
— QRadar V7.3.0 BEITIX. 752710 ]) > [a—¥F—=08]1 > ALV TEICYR—] 272
Vw2 LET,
— QRadar 731 BABgETIX, 77V —=vav) > [a—¥—4H] > [AVTBEXUOYER—-1]
2V o7ULET,

User Analytics

LIBA Settings Machine Learning Help and Support
Settings

o AV ZTT (AVTBEOY K- T4avE2) v 7 LET,
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- E3

© Copyright IBM Corp. 2016, 2019 221


https://developer.ibm.com/answers/topics/uba/

EIBMERE
0s - 774 BLOREREHEREEZ K RT 5121F,. QRadar® HHARMENSLETT,

EHEEEIZIX, UTOT7 7Y arvz2E AT 8iENGENET,

. hmAT 2D V7] #2770y 2 LT, $§RTO UBA 2—F— - T—XZHIRL £, BED
UBA HRBEXTANCTHERFL &S, UBA 7—X%22 VU7 35¢, UBA 77V aHHTA YA b—
LT TUBA DFE| ML ED L 9 Z UBA 77U DEEL £9, Machine Learning 7 7Y
MDA VAR=NLINTWEESE, TUBA T—XD27 V7] KX IZED ML 7708y I ZE
ER

« Machine Learning 7 7"V 31 Y A b =)L I NTWEEHAIZ, TRXTD Machine Learning &% V)
v U, BRI N TOA 2 ENICT 212F, ML #ED VY b 22y 2 LT,

H—EX-YUJITA K
=R - V7T A MK MEEHLI—-F (PMR) &HIFENET,

IBM Software Technical Support (ZFZWiiEHZXET DI121E, W< OO HENRH Y £, ¥—L A -
JIANERWIZYD, T2 - YR - b EERELBRLZDTHIE BM V7 b YT - A= b
DEAY R — b & DEWRR AR — (http:/ /www.ibm.com/software/support/exchangeinfo.html) (27 2
LALTLEZE W, £/, ¥Y—ERA - VXA MEY—ER - VI T X+ (PMR) ¥V —

(http:/ /www.ibm.com/support/entry /portal/Open_service_request) % i U CIEEXET 5 L HTE
E S

4w > 28— KT Machine Learning 7 7)) DIRAHELE E LTREND

UBA Xy ¥ ah—F LD BEMEEET VORI ICELEA Yy v —UDPRRINLGE, MERRRS S
TeDIZUFOFMHZ MR L T 7ZE W,

MK EE T VORI T, HIZH LT TEFLVOERIZERL £ L7 (Model failed to build)] &
RINTWBGE, ZORMEERMRLT 27-DICHRINAUTDOHEEZA LTI ZI N,

s ML 77VDIT5— -0l %2MRALET,

* Machine Learning 7 7V 2 FE{TLTWBY AT L EDT 4 A2 « AR—ZA &R L £,

o UBA 7 7VIZARY MDBREINZA—YF—DHDI L 2MRALET,

« IBM B&RRYKR— MTEEL 9,

B

224 X—Y D [UBA ¥ &' Machine Learning ® 12 OfffiHi]
MED N T TNy a—TF 4 72k, UBA & Machine Learning DB -+ 7 7 A )V FHATE £,

Machine Learning 7 7Y OB TT — 9 B W IAHHHEIT LR L
Um\ﬁ/ynf FED TEMPEEETIVORN] BT —ZMOAAT7 2 — AT L>TLEo %
. A MRS 572D N FOFRIEAMRL T E I,

HEMFEET VORI T, DFHOT —XELD AAPET LR > T U E > 77258, 2 ONEZ gk
TEHEDIZHRINAUTOHEEZAL T ZI W,

o Ariel ¥—N— - -V 2AZEHEHL £,
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http://www.ibm.com/software/support/exchangeinfo.html
http://www.ibm.com/support/entry/portal/Open_service_request

* Machine Learning 7 7V 2 FEfFTLUTWBY AT LA EDT + A0 - AR—AEMRL £,
« ML a7+ —0OH%ffiR L T, UBAController 70X ANEITHMNE S PEFNET,
« IBM BFY R — MIERKL X7,

ML 77 DREH LTS —REICH B

Machine Learning Analytics (ML) 7 7YV DA Y A b — U RBL T, THWFEEHORRE] 27— R
DWERINIGE, cRL IV F - T4 - V= LBLU APl BROFEEZMHEHALCT. ML 77V %27
VAVAR—LVTEET,

FIR

HWEEOHE] R—YT IML 7707 —>a vkl PTo— UTERINTVWEEEIE, DL
TOFMEIZRE->T, A VA N=IIZKBRLET TV ET VAV AN=IVLET,

Machine Learning Settings

Setting up the Machine Learning Analytics (ML) App

1. Install and configure the User Behavior Analytics (UBA) app.

2. Verity the LUBA app has polled once and that there is user data present.

3. Install proper version of the Machine Learning Analytics app. See the table for matching versions.

4. Return to the Machine Learning Analytics Configuration page to configure the Machine Learning Analytics app.

ML APP Requirement Checks

Check Current Required Status
QRadar Version 7.2.8 7.2.7+ @)
Security Token Configured Configured @
Available Memory 12 GB 5 GB @
ML App Status Error Running

E: BRIRFRGE N — 2 VDB ETY, HERIFADRIE N —2 > DV X M, QRadar I >V —)L D [HEH ]
WRELHD [FFFay—L 2] 7Y a v CHERTEET,

1. SSH #ffifH L T, QRadar 2> Y —)izuas 1L %7,

2. UPFoav s R2EFLET,

# psql -U qradar -c 'select id,name,status from installed_application'

H I :
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1356 | User Analytics | RUNNING
1358 | Machine Learning Analytics | ERROR
1357 | dataimport.ldap.applicationname | RUNNING

a< v RO JIT. Machine Learning Analytics @ id % /2T, Gkl 9,

MDA Y FEFEGFLUT, 1 VAP —=)WZEBU 7 Machine Learning 7 7V %7 1 YA h—)L L
£, <valid token> FHERLFIES —2 VTCESMA, <id> Bk L7L id CESHBATIZI W
# curl -X DELETE -k -H 'SEC:<valid token>' https://127.0.0.1/api/gui_app_framework/
applications/<id>

Machine Learning 77 7'!) DIk

gui_app_framework API %{fifi L T Machine Learning 7 7'V ZHIFRT 5121%. PAFOFMEIZHEN F

j‘o
1.

QRadar 2>V — V%R E, APl BRI — (https://<host_address_port>/api_doc) IZF s —h U %
ER

N=Va VBESWREEN AP D7 4 VX —%E £ (N—Ya r&HSIE QRadar DNN—Y a vz
Lo THELY T, HIAIE QR 728 TIE 7.0 TI),

/gui_app_framework 7 A )X —%[IE, /applications Z:#RL £,

Z DT, [GET API (API OHUF)] BT 771 7Tk >TWETS, Al x&2v%2 2y 27U
T AVAM=IVEART TV r—>arvD) A be2ERRLET,

AT w7 4 THRRINY ANT, Machine Learning Analytics ##3E L. application_id JEME:AH
ZMERL X9,

API &Rl T /applications A=a2— (A7 v 7 3 LHEUHA) 2K L. /application_id API %%
RUTH»S THIRR] 27%22Vy 2 LT,

A5y T 5 CHERLEZT7 TV r—>ay ID iz ALL, T R&rv229vy 2 0TC7 7Y 7r—
YavEHIlRL £,

API 726, 77V 7=y a UAERICHIBRE N2 Z & 23835 HITP 204 R I — RHAEI NS I1Z
ERCES

UBA & & U Machine Learning OO 7 Dt
D b7 7NV a—F 1 »7IZiE, UBA &0 Machine Learning D12 - 77 1V ZMHATE £,

7

Ty —vay-Qd - 774D yO—R

UBA 7 7'V $ &0 Machine Learning 7 7V D10 > - 771 )v%& 221 R—YD [UBA ® [~V 7B &
UYR—=b] X=V] ORI B —-RTEXT,

UBA 7Yoo s - 774)L

UBA 77V ouZ - 77414 )% Docker 2V FF—roFETHET A2, LFTORIEIZKENE T,

1.

3.

UBA %547#® QRadar FART, 77V DITRTOUY - 77 ANV %EED zip 7 7 1 IV EAEK
TEDIZHRRAR=ADDHDET A LI M) —=IZFETr—FLET,
UFDavwy REFEIFTLET,

find /store/docker/v* -name uba.db
T4L2Zh)— - XZAD uba.db ETTOEHNZIY—LET,
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BIZIE, T4V 2 M) — - RZAPRLTFDLSIZRoTWBHELET,
/store/docker/volumes/qapp-1001/uba.db

DG, WOz a—LEd,
Istore/docker/volumes/qapp-1001/

4, PUTFOa~w v RF2FEFLET, TALZM)— - RAF, AT 71 OF4 VI M) —TEEHZT
XV,

zip -qr uba_logs.zip <your_path_here>log*

l:
zip -qr uba_logs.zip /store/docker/volumes/qapp-1001/log*

Machine Learning 7 7)) o077 - 774 )L

Machine Learning 7 7Y DB + 77 1 )L% Docker 2T+ =26 FHTHIH T 5I2E. BAFOFIH

RV E T,

1. UBA ZZ%Ef7#® QRadar FAMT, 77V DITRTOOT - 77 A )NVEEDT zip 7 7 1 IVEMER
TEDIZHRRAR=ADDHET 4V M) —IZFET =MLY,

2. UFDavy R2FEITLET,

find /store/docker/v* -name itproot
3. T4LZ MU= XAD itproot FTOEDZIL—LFT,

BIZIE, TAL2ZbY— - RABUTOLI TR >TWBHELET,
/store/docker/volumes/qapp-1003/itproot

Zoa, UTo#HsEZa¥—-—ULE9d,
[store/docker/volumes/qapp-1003/

4. PUFOa~v v RF2EFLET, T4V 2 M) — - RN2AF ATFYv 7T 1 DF4 VI M) —TESHZT
LEE W,

zip -qr ml_logs.zip <your_path_here>log*

l:
zip -qr ml_logs.zip /store/docker/volumes/qapp-1003/log*

10 hSTNVva—Fq e R—F 225



226 UBA7 7Y - a—%— - HAF



EEER

AEILKE IBM PEMET 2B LU0 - A DODWTER L2 D TT,

AEIZEHKOE G, Y—VY A, FAEFEEPHAIBVWTIREBHEZ N TOVAWESYH D £, HATH A
ARE ARG, =B A, BLXOHERIZOWTIX, HA IBM OFEELEIZEERZI W, AET IBM
e, TSI A FREY-ECRCEELTWTE, Z0O IBM 8, Jus I A FREV-—EADA
PEAMETHE I 2ERTIEDOTIEH FEA, ZNSIZARZT, IBM ORINFIAEHEEZIREST S Z
EDN, BEEEMIZAEORN,. Ta s I A, £ - ARFEHTAIENTEET, 2L, IBM

DA DB Y T80 7T LOBIEE 213V — EADFHIli B &K OMGE X, BEFOELTITo>TWZEET,

IBM ., AFIZHEHEINTVWEINRICEL TR WRHFEEAFOED02E50) 2ZBRELTVWALEMRH
DET, AEOERMIE., BERIZINS ODETHEIIOWTEBHELZHHET I L2EKT2E0TIEHY £
HhA, EfHECOVWTOBEMWELEIX, EHEICTRERERIIEXEY S ZE W,

T103-8510

A X H A BRI 198215
HAT A - ¥'— - T Akt
BT - HIRHE PE

T FERE 2 1 &2 > APBAL

IBM B LU0t OEELZIIHEO T2, AFZREM L UTBFT 2 EORETRIEL, /o
EREE. e HAE S MEDLREES L O L OBYEHMA L2 B0 TN TOHRDS U IZRROMGEEL 2 &
DIRNBDE U XS, EEAIFHIIZ L > T EEROBITHEIZ L D, REAFEEDOHIRPEEL 5o
B, BITHEDHIREZZITLBDELET,

ZDERIZIE, BICAEY LR 02 SUGEN DD FT, AZREHWICREI N, BELEH
WEAREZBOWIIZHAAZTNE T, IBM X ¥ERUIIC, WEF, ZoxXEBiIZad@Intcnws@dlg iz s
FLIZRHUT, RERFHEFEFEEZITO>ZEeLNHD £,

AEIZBWT IBM UAD Web o MIZERLTWAEERH D X TH, HHOEZOLEHRLEZLITTH
D, IRLTEFNSD Web ¥4 F2#RITI2EDTIEDD EHA, TNOHD Web Y1 MZHBERL,
ZD IBM #HFOBERO—HTIEH D ERFA, TNEOED Web ¥~ M, BEMOBEMLTIHHAL LI W,

IBM . BRI T I VDAL EERE. BEEIINLUTRASEBREEEAS 2D\, HoMy & E
TBHET, HHDBUSEEMATEZLNTELEDLELET,

RKIOTITLDTA 2y AMEREH T, () MAIERLEZT 07 o0 zofio 70 s 506 (K7as 5 L
ZED) LORTOBHMEE, BLO (i) ZHMINLBHROMEEMHZTREICT S 2HKE LT, K
Ta7 7 LZETAEREBEE TS H51E, FEIOERKLTLZE W,

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

© Copyright IBM Corp. 2016, 2019 227



A7 Y7 MMZBT 5 LElOEHRIE, BEYRHHREO N THAT L ZeATE LD, AHOGALH D
E S

ARETHHAINTVWE T4 VR - a7 0F - EToMDT 1w A&RIE, IBM Fii@D 707 5 A
L DOEHIZIE, IBM 70275 L0 THASGME,. £23Fn e FAEOLEIZEOWNT, IBM kit h
7,

I NTVWEMRET — & & BRI, fle U TRTHITOAREINTWET, FEEROMRIZRE
DREPHBSMAIZ L > TRBRD £,

IBM DA OBGHIZE T 2 EHIE. 20" OMGHE. Bk, B U IZZOMDO AR HTRERY — A0
SAFLEZHDTT, IBM X, TNS5DEFDTFANMIT-TEY VA, LW ->T, kB Iz
LEFFME, HME, F2I3ZOMOBERIZOWTIIMHEIETE £ A, IBM DM OBEEOMEEIZBT 2 &R’
k. T o OB OMEEFICBRENL £T,

IBM O¥FD G F 2 I3EMIZET 2RI 20T, PERLUICEEZZIIMEIE N 285E803H 0, B
ZHEZRLTWSHDTT,

FRINTWS IBM DOffitgid IBM AN Ok L UTIRRLTWAED T, BYFiRTH O, @HZL
WZERINDEDTY, HMMiEIE. BAR25808H0 F7,

AEIZIK, HEOEBWHETHWONS T —XPWEZOHVREENTVET, KO EKREZ25257-9
2 FNS5OHNzIE. A, B, T VF, BAVRAREREDOLHNEEINTWEBIEERHV T, Z
NESDHMITARTHEEDLEDTH Y., LHRIEFRDIHELT A2 RENELELTVWD L LTH, ZTHIIMERIC
TEZHEA,

FAE

7~

IBM. IBM 0 I8 LT ibm.com® 1%, D% DETEEE X N7~ International Business Machines
Corporation DFFETY, MOBEHB LOI - ALEFL, TNTh IBM £LE3EHEOEETHHLE
NHY ET, BKFHTO IBM DOfGHEY A MZDW T, http://www.ibm.com/legal/copytrade.shtml %
TR,

Adobe, Adobe H I, PostScript, PostScript B J'l&, Adobe Systems Incorporated DK[E¥ & % DAt
DEIZE 1T 5 BRI £ 72 ($ T

Linux lZ. Linus Torvalds ®XKEH L P ZFDMDOEIZ ST 2 EEHEIETT,
UNIX (% The Open Group DK[EHE kO DMMDEIZ BT 2 EFkpGIETT,

Java"' BEOPTARTO Java BHEDEES L 00 I3 Oracle X7 DEE A OKEE L OZOMOEIZE
B RIS E 2 3BT T,

Microsoft, Windows, Windows NT & &' Windows & T'ld, Microsoft Corporation DK[EH &K U%
DD EIZ B ) IR T T,

RMEMICET 5 TERAKN
IS ORI, DR SHMAECREL TV 3B EICRY SR £ T

228 UBA7 7Y - a—%—-HAF


http://www.ibm.com/legal/copytrade.shtml

2 A
IBM Web ¥ 1 bo TZRIFHZML WA T, BUFO SHHRMAIEH I NE T,
BAER

INsOERNE, TARTOEEMBREDMOFAEMRRE LT W2 Z e 250102, FERENRMEAZ
FHMHHBEMICRDE-T LN TEET, 727720, IBM OHRAZAFEZZTIZ, THOoDERF7-
W2 D—BIZDONWT, ZIRINEEYZER L0, B A, #MEE2ED) £2E3ERR (EBE2ED) T
L3 TEERA.

[SES:NEDE

IhoDERNE, TRTOEEMRRZDMOFIEHERREZ UTW7ZL 2 2RM12, BEKROBENIC
Ry, #H, B, BIORRTEZZIENTEET, 277U, IBM OHRAZARZ ZTI2ZN 5 DER
DRINBEY 2 ER L7120, BEROBENTER - IZT0—#2EH, i, £-3RETEHI LT
TEEHA,

MR

I THIRIIZHA TN T WD HDLSMI, ERIPERNIZEENHHR, T—&%, VY 7bvzT, $kiF
ZDOMOHMFTEHEIZN T 5 WP REFH, T4 VA, I3 HNZ RIS EBRIZEMN5T2H0D
TlEdHH THA,

BRI D IBM ORZEEER D LI N-5E8%. EROEEPEYITF SN TWiWw S -
BE. IBM WO OTEHEHSDOHENIZE D, ZZTCE5EAHFTE2MREITCE 2D IETWEEEET,

BEMRPZOFREZ XY v uo— R, @t 723 EmE T 58I RKEO TR Tom A BEERE &
O, IRTOREEERZETTH5DE LET,

IBM i, ZhoDERNOHRFIZOWTWAREEIDLETA, ZNS5D0ERIZ, HEWE LTHET S
FEORETRM SN, EEMEDMREE. RE BB SMEDOMREES L OEE EOBUHHMARET 2 50T RTO
RS UL IFBVROREERMT R LTt 3,

IBM V54 Y TDTIANY— - AF— XAV K

P—CA -V )a—raryelTOY I Iz T7EEHZIBM V7 oz T78E (V7 027 - A7
7V YT ) Tk, WAOHEHAIZET2EHROMNE, TV F - 2—YF—-DfffHEDOmE, TV K- 2—%—
EOMNELE X FDMOEHBDIZDIZ, Cookie ZUHI FXE AT/ /0y —%2HHTEInHD
T, ZLOGE, VINI T - A7 7V TIZEDEANERVPIEI NS Z LIEH D FHEA, IBM O
(V707 - A77 )07 O—iziEk, MAEREZNECEZIHELZRODOLOVHL £T, THAD
(VI oz7 - AT77007) B, Z5D Cookie BLIUOZFNIZHT ST 27 /0y —%2BL TEERK
WX BENIEROINE %2 AIHEIZ T 256, U FOEMAKNHIEEZ ZHER 7230,

ZDOVIT T AT 7 rIE BEINSGERIZIECU T, vy ya VERB XUORMOHKD D
IZ. TNFROBEHEOEy 3y ID &, £y aryZe®d Cookie AL TINET ZEE2H 0 F
T, ZN5D Cookie IFESNZTEE TN, TDEGEE, INSEZEMILEZGEOMELZIERATSZ 21X
TEEHA,

ZD Y I7b0z7 - A77V) 2] D Cookie BLUOEEXEhTF7 / uy—2HLTZ VN 22—
T olANERETE IFMEINET 2HELZIRMTE5E,. BEKITZ. 205 RBWRENET I

RragdE 229



BHlzo THHAINDIER, A RIA VELEFTI2HENDHD T, ZhITiE, TV Fa—HF -~k
PHEOEREZENEIVLNSITIIRoNEHEA,

ZDES5%HMTOD Cookie Z2aTkkxT s /uy —DiHOFMIZOWTIE, IBM ® [IBM 4> 741
YTCDTTANY— « A7 — bk AV M (http://www.ibm.com/privacy/details/jp/ja/) ® T2 v F—.
=7 -¥—ay, zofioFr s aY—1 BLU [IBM Software Products and Software-as-a-Service
Privacy Statement] (http://www.ibm.com/software/info/product-privacy) ZZH L T 72X\,

— 5 — 5 REERA

BEMA Y DR EE O — T — &f%ﬁ%fﬁﬁﬂ’ia@%@{ﬁ/\’ik_ﬂ‘j"éf’ R EREEZETI0EEE
FROEETT, BEHROE Y 2 AITHEE RIETRENED & 2 B @fféfij’)i()‘%?f’bb@@ﬁ%ﬁ SN0
2D B EEES AT T B DI BRI HET B R & BEHEE ﬁ%aﬂ i a%%ﬁéoa FAEIZ & O ER
BHELPSB/ZEDEUET, AZBIZHBROEL, Y—E R, BIUOMOEEEL, TRTOBEHKRDIRN
WWHELTWD KRS T, HHTIBICHNEZZIT 25480 H0 £9, IBM &, ‘Zﬂi S F ITEEI
BT 22T 222 IILETAL, IBM OV —E A/ IFH D, BEHOD S DL ESUTFOHE
F1F e REFEZIIELEDH WL EHA,

IBM #H® GDPR Xfjitikint, GDPR OEEB L UOA 7 7V V712 DWTE LKL IE
https://ibm.com/gdpr ZZHL T 72X\,

230 UBA7 Y - a—¥—-HAK


http://www.ibm.com/privacy/details/jp/ja/
http://www.ibm.com/software/info/product-privacy
https://ibm.com/gdpr

R 231



|n
®

Printed in Japan

BA71E-ILHRSEH
T103-8510 BRERHBAHRE AAIEFEIFHET19-21



	目次
	1 User Behavior Analytics for QRadar
	User Behavior Analytics アプリの新機能
	既知の問題
	プロセスの概要
	ビデオによるデモンストレーションとチュートリアル
	UBA ダッシュボードとユーザーの詳細
	QRadar Advisor with Watson 内でのユーザーの調査
	User Behavior Analytics アプリのインストール前提条件
	UBA アプリでサポートされるブラウザー
	UBA アプリに関連するログ・ソース・タイプ

	2 インストールとアンインストール
	User Behavior Analytics アプリのインストール
	UBA アプリのアンインストール

	3 アップグレード
	User Behavior Analytics アプリのアップグレード

	4 構成
	User Behavior Analytics アプリの構成
	Reference Data Import LDAP アプリの構成
	UBA 設定の構成
	QRadar 設定での許可トークンの構成
	コンテンツ・パッケージ設定の構成
	アプリケーション設定の構成
	ユーザー・データのインポートおよびユーザー統合の構成
	表示属性の構成



	5 管理
	QRadar UBA アプリの権限の管理
	監視リストの作成
	信頼できるユーザーのホワイトリストの参照
	ネットワーク・モニター・ツールの管理
	制限付きプログラムの管理
	信頼できるログ・ソース・グループへのログ・ソースの追加
	休止アカウント

	6 チューニング
	パフォーマンス改善のための索引の有効化
	新規または既存の QRadar コンテンツと UBA アプリの統合
	リファレンス・セット

	7 UBA アプリのルールおよびチューニング
	アクセスおよび認証
	UBA : ブルート・フォース認証の試行
	UBA : 非エグゼクティブ・ユーザーによってアクセスされたエグゼクティブ専用のアセット
	UBA : 重要なアセットへの高リスク・ユーザー・アクセス
	UBA : 単一 IP からの複数 VPN アカウントへのログイン失敗
	UBA : 単一 IP からの複数 VPN アカウントへのログイン
	UBA : 無許可アクセスの繰り返し
	UBA : 無許可アクセス
	UBA : サービスまたはマシン・アカウントによる Unix/Linux システム・アクセス
	UBA : ユーザー・アクセス - 重要なアセットへのアクセスに失敗しました
	UBA : ユーザー・アクセス - 重要なアセットへのアクセスに失敗しました
	UBA : 複数のホストからのユーザー・アクセス (UBA : User Access from Multiple Hosts)
	UBA : ジャンプ・サーバーからの内部サーバーへのユーザー・アクセス
	UBA : User Access Login Anomaly
	UBA : 匿名のソースからのアカウントにユーザーがアクセスしています
	UBA : User Time, Access at Unusual Times
	UBA : サービスもしくはマシン・アカウントによる VPN アクセス
	UBA : VPN 証明書の共有
	UBA : サービスまたはマシン・アカウントによる Windows アクセス

	アカウントおよび特権
	UBA : アカウント、グループ、または特権の追加
	UBA : アカウント、グループ、または特権の変更
	UBA : アカウント削除による DoS 攻撃 (UBA : DoS Attack by Account Deletion)
	UBA : 短期間でのユーザー・アカウントの作成と削除
	UBA : 休止アカウントが使用されました
	UBA : 休止アカウント使用の試み (UBA : Dormant Account Use Attempted)
	UBA : 期限切れアカウントの使用
	UBA : 初回の特権エスカレーション
	UBA : 新しいアカウントの使用が検出されました
	UBA : 疑わしい特権アクティビティー (初回に観察された特権使用)
	UBA : 疑わしい特権アクティビティー (めったに使用されない特権)
	UBA : 中断状態のアカウントの使用のユーザー試行
	UBA : ユーザーが休止状態になりました (ADE ルール)

	参照動作
	UBA : ビジネス/サービスの Web サイトをブラウズ
	UBA : コミュニケーション Web サイトのブラウズ
	UBA : エンターテイメント Web サイトのブラウズ
	UBA : ギャンブル Web サイトのブラウズ
	UBA : 情報技術 Web サイトのブラウズ
	UBA : 求職 Web サイトのブラウズ
	UBA : ライフスタイルの Web サイトをブラウズ
	UBA : 悪意のある Web サイトのブラウズ
	UBA : 混合コンテンツ/アダルト・コンテンツを含む可能性がある Web サイトのブラウズ
	UBA : フィッシング Web サイトのブラウズ
	UBA : ポルノ Web サイトのブラウズ
	UBA : 詐欺/疑わしい/違法な Web サイトのブラウズ
	UBA : 未分類の Web サイトをブラウズ
	UBA : リスクのある URL にアクセスしているユーザー

	クラウド
	UBA : 無許可ユーザーによる AWS コンソールのアクセス
	UBA : 非標準ユーザーによる AWS リソースへのアクセス

	ドメイン・コントローラー
	UBA : DPAPI バックアップのマスター鍵リカバリーの試行
	UBA : Kerberos アカウント列挙の検出
	UBA : 同一ユーザーの Kerberos 認証の複数回失敗
	UBA : 非管理者によるドメイン・コントローラーへのアクセス
	UBA : Pass the Hash
	UBA : ディレクトリー・サービス列挙の可能性 (UBA : Possible Directory Services Enumeration)
	UBA : ドメイン・コントローラーに対する SMB セッション列挙の可能性 (UBA : Possible SMB Session Enumeration on a Domain Controller)
	UBA : TGT 偽造の可能性
	UBA : TGT PAC 偽造の可能性
	UBA : 非ドメイン・コントローラーからの複製要求
	UBA : 複数のホストによって使用される TGT チケット (UBA : TGT Ticket Used by Multiple Hosts)

	エンドポイント
	UBA : 非セキュアまたは非標準プロトコルの検出
	UBA : 持続 SSH セッションの検出
	UBA : インターネット設定の変更
	UBA : マルウェア・アクティビティー - レジストリーの一括変更
	UBA : Netcat プロセス検出 (Linux)
	UBA : Netcat プロセス検出 (Windows)
	UBA : ゴールド・ディスク・ホワイトリスト外のプロセス実行 (Linux)
	UBA : ゴールド・ディスク・ホワイトリスト外のプロセス実行 (Windows)
	UBA : ランサムウェア動作の検出
	UBA : 制限付きプログラムの使用
	UBA : ユーザーによる疑わしいアプリケーションのインストール
	UBA : ユーザーによる新規プロセスの実行
	UBA : ボリューム・シャドー・コピーの作成

	引き出し
	UBA : Abnormal data volume to external domain (ADE ルール)
	UBA : Abnormal Outbound Transfer Attempts (ADE ルール)
	UBA : 高リスク・ユーザーによる大量アウトバウンド転送
	UBA : 複数のファイル転送ブロック後のファイル転送
	UBA : 疑わしいアクセスに続くデータ引き出し
	UBA : ユーザー・ボリューム・アクティビティー異常 - 外部ドメインへのトラフィック (UBA : User Volume Activity Anomaly - Traffic to External Domains) (ADE ルール)

	地域
	UBA : 新規ロケーションからの異常なアカウント作成
	UBA : 新規ロケーションからの異常なクラウド・アカウント作成
	UBA : 複数の場所からのユーザー・アクセス
	UBA : 禁止された場所からのユーザー・アクセス
	UBA : 制限された場所からのユーザー・アクセス
	UBA : ユーザー地域の変更
	UBA : User Geography, Access from Unusual Locations

	ネットワーク・トラフィックおよび攻撃
	UBA : D/DoS 攻撃の検出
	UBA : ハニートークン・アクティビティー
	UBA : ネットワーク・トラフィック: モニターおよび分析プログラムの使用状況のキャプチャー
	UBA : User Behavior, Session Anomaly by Destination (ADE ルール)
	UBA : ユーザー・イベントの頻度アノマリ - カテゴリー (ADE ルール)
	UBA : ユーザー・ボリューム・アクティビティー異常 - 内部ドメインへのトラフィック (User Volume Activity Anomaly - Traffic to Internal Domains) (ADE ルール)

	QRadar DNS Analyzer
	UBA : ブラックリスト・ドメインへのアクセスの可能性
	UBA : DGA ドメインへのアクセスの可能性
	UBA : スクワッティング・ドメインへのアクセスの可能性
	UBA : トンネリング・ドメインへのアクセスの可能性 (UBA : Potential Access to Tunneling Domain)

	QRadar Network Insights (QNI)
	UBA : QNI - Access to Improperly Secured Service - Certificate Expired
	UBA : QNI - Access to Improperly Secured Service - Certificate Invalid
	UBA : QNI - Access to Improperly Secured Service - Weak Public Key Length
	UBA : QNI - Access to Improperly Secured Service - Self Signed Certificate
	UBA : QNI - 機密コンテンツの外国地域への転送
	UBA : QNI - Observed File Hash Associated with Malware Threat
	UBA : QNI - Observed File Hash Seen Across Multiple Hosts
	UBA : QNI - Potential Spam/Phishing Attempt Detected on Rejected Email Recipient
	UBA : QNI - Potential Spam/Phishing Subject Detected from Multiple Sending Servers

	スキャン行為
	UBA : DHCP サーバーの通常ではないスキャンの検出
	UBA : データベース・サーバーの通常ではないスキャンの検出
	UBA : DNS サーバーの通常ではないスキャンの検出
	UBA : FTP サーバーの通常ではないスキャンの検出
	UBA : ゲーム・サーバーの通常ではないスキャンの検出
	UBA : 汎用 ICMP の通常ではないスキャンの検出
	UBA : 汎用 TCP の通常ではないスキャンの検出
	UBA : 汎用 UDP の通常ではないスキャンの検出
	UBA : IRC サーバーの通常ではないスキャンの検出
	UBA : LDAP サーバーの通常ではないスキャンの検出
	UBA : メール・サーバーの通常ではないスキャンの検出
	UBA : メッセージング・サーバーの通常ではないスキャンの検出
	UBA : P2P サーバーの通常ではないスキャンの検出
	UBA : プロキシー・サーバーの通常ではないスキャンの検出
	UBA : RPC サーバーの通常ではないスキャンの検出
	UBA : SNMP サーバーの通常ではないスキャンの検出
	UBA : SSH サーバーの通常ではないスキャンの検出
	UBA : Web サーバーの通常ではないスキャンの検出
	UBA : Windows サーバーの通常ではないスキャンの検出

	システム・モニター (Sysmon)
	UBA : 一般的なエクスプロイト・ツールの検出
	UBA : 一般的なエクスプロイト・ツールの検出 (アセット)
	UBA : 悪意のあるプロセスの検出
	UBA : ネットワーク共有へのアクセス
	UBA : 疑わしいリモート・スレッドを作成するプロセスの検出 (アセット)
	UBA : 危険にさらされたホスト上での疑わしいアクティビティー
	UBA : 危険にさらされたホスト上での疑わしいアクティビティー (アセット)
	UBA : 疑わしい管理アクティビティーの検出
	UBA : 疑わしいコマンド・プロンプト・アクティビティー
	UBA : システム・レジストリーでの疑わしい項目 (アセット)
	UBA : 疑わしいイメージ・ロードの検出 (アセット)
	UBA : 疑わしいパイプ・アクティビティー (アセット)
	UBA : 疑わしい PowerShell アクティビティー
	UBA : 疑わしい PowerShell アクティビティー (アセット)
	UBA : 疑わしいスケジュール済みタスク・アクティビティー
	UBA : 疑わしいサービス・アクティビティー
	UBA : 疑わしいサービス・アクティビティー (アセット)
	UBA : ユーザー・アクセス制御バイパスの検出 (アセット)

	脅威インテリジェンス
	UBA : リスクのあるリソースへの異常アクセス (UBA : Abnormal visits to Risky Resources) (ADE ルール)
	UBA : Locky による IOC の検出
	UBA : WannaCry による IOC の検出
	UBA : ランサムウェアによって変更された ShellBag
	UBA : リスクのあるリソースにユーザーがアクセスしています
	UBA : リスクのある IP にアクセスしているユーザー (匿名化)
	UBA : リスクのある IP にアクセスしているユーザー (ボットネット)
	UBA : リスクのある IP にアクセスしているユーザー (動的)
	UBA : リスクのある IP にアクセスしているユーザー (マルウェア)
	UBA : リスクのある IP にアクセスしているユーザー (スパム)


	8 Reference Data Import - LDAP アプリケーション
	LDAP アプリでサポートされるブラウザー
	CSV ファイルからのユーザー・データのインポート
	許可サービス・トークンの作成
	プライベート・ルート認証局の追加
	LDAP 構成の追加
	属性の選択
	LDAP 属性マッピングの追加
	リファレンス・データ構成の追加
	ポーリングの構成
	リファレンス・データ収集にデータが追加されたことの確認
	LDAP データの更新に応答するルールの作成

	9 Machine Learning Analytics アプリ
	Machine Learning Analytics の既知の問題
	Machine Learning Analytics アプリのインストール前提条件
	Machine Learning Analytics アプリのインストール
	Machine Learning Analytics アプリのアップグレード
	Machine Learning Analytics 設定の構成
	「合計アクティビティー」分析の構成
	「異常なアウトバウンド転送の試行」分析の構成
	「アクティビティー (カテゴリー別)」分析の構成
	「リスク状況」分析の構成
	「外部ドメインへの異常ボリューム・データ」分析の構成
	「アクティビティーの分布」分析の構成
	「定義済みピア・グループ」分析の構成
	「学習ピア・グループ」分析の構成

	Machine Learning Analytics を使用した UBA ダッシュボード
	定義済みピア・グループの分析のためのユーザー・グループ
	Machine Learning Analytics アプリのアンインストール

	10 トラブルシューティングとサポート
	UBA の「ヘルプおよびサポート」ページ
	サービス・リクエスト
	ダッシュボードで Machine Learning アプリの状況が警告として示される
	Machine Learning アプリの状況でデータ取り込みが進行しない
	ML アプリの状況がエラー状態にある
	UBA および Machine Learning のログの抽出

	特記事項
	商標
	製品資料に関するご使用条件
	IBM オンラインでのプライバシー・ステートメント
	一般データ保護規則


