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ABOUT THIS GUIDE

The IBM Security QRadar SIEM Users Guide provides information on managing
IBM Security QRadar SIEM including the Dashboard, Offenses, Log Activity,
Network Activity, Assets, and Reports tabs.

Intended Audience  This guide is intended for all QRadar SIEM users responsible for investigating and
managing network security. This guide assumes that you have QRadar SIEM
access and a knowledge of your corporate network and networking technologies.

Conventions The following conventions are used throughout this guide:

P Indicates that the procedure contains a single instruction.

NOTE

A WARNING

Indicates that the information provided is supplemental to the associated feature
or instruction.

Indicates that the information is critical. A caution alerts you to potential loss of
data or potential damage to an application, system, device, or network.

Indicates that the information is critical. A warning alerts you to potential dangers,
threats, or potential personal injury. Read any and all warnings carefully before

proceeding.
Technical For information on how to access more technical documentation, technical notes,
Documentation and release notes, see the Accessing IBM Security QRadar Documentation

Technical Note.
(http://www.ibm.com/support/docview.wss?rs=0&uid=swg21614644)
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Contacting For information on contacting customer support, see the Support and Download
Customer Support Technical Note.
(http://www.ibm.com/support/docview.wss?rs=0&uid=swg21612861)
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ABOUT QRADAR SIEM

QRadar SIEM is a network security management platform that provides situational
awareness and compliance support through the combination of flow-based
network knowledge, security event correlation, and asset-based vulnerability
assessment.

This section includes the following topics:

* Supported Web Browsers

* Logging In to QRadar SIEM

» Dashboard Tab

+ Offenses Tab

* Log Activity Tab

* Network Activity Tab

* Assets Tab

* Reports Tab

+ IBM Security QRadar Risk Manager

* Using QRadar SIEM

*  Admin Tab

NOTE

When navigating QRadar SIEM, do not use the browser Back button. Use the
navigation options available with QRadar SIEM to navigate the user interface.

IBM Security QRadar SIEM Users Guide



4 ABOUT QRADAR SIEM

Supported Web You can access the Console from a standard web browser. When you access the
Browsers system, a prompt is displayed asking for a user name and a password, which must
be configured in advance by the QRadar SIEM administrator.

Table 1-1 Supported Web Browsers

Web Browser Supported Versions

Mozilla Firefox - 10.0

Due to Mozilla’s short release cycle, we cannot commit to testing on the
latest versions of the Mozilla Firefox browser. However, we are fully
committed to investigating any issues that are reported.

Microsoft® Windows Internet - 80
Explorer, with Compatibility View 9.0
Enabled '

For instructions on how to enable Compatibility View, see Enabling
Compatibility View for Internet Explorer.

Enabling To enable Compatibility View for Internet Explorer 8.0 and 9.0:
Compatibility View
for Internet Explorer
Step1 Press F12 to open the Developer Tools window.

Step 2 Configure the following compatibility settings:
Table 1-2 Internet Explorer Compatibility Settings

Browser Version Option Description
Internet Explorer 8.0 Browser Mode From the Browser Mode list box, select Internet Explorer 8.0.
Document Mode From the Document Mode list box, select Internet Explorer
7.0 Standards.
Internet Explorer 9.0 Browser Mode From the Browser Mode list box, select Internet Explorer 9.0.
Document Mode From the Document Mode list box, select Internet Explorer

7.0 Standards.

Logging In to To log in to QRadar SIEM:
QRadar SIEM

Step 1 Open your web browser.
Step 2 Type the following address in the address bar:
https://[<IP Address>
Where <IP Address> is the IP address of the QRadar SIEM system.
Step 3 Type your user name and password.
Step 4 Click Login To QRadar.

If you are using Mozilla Firefox, you must add an exception to Mozilla Firefox to log
in to QRadar SIEM. For more information, see your Mozilla documentation. If you

IBM Security QRadar SIEM Users Guide
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are using Internet Explorer, a website security certificate message is displayed.
You must select the Continue to this website option to log in to QRadar SIEM.

To log out of QRadar SIEM, click Log out in the top right corner of the user
interface.

A default license key provides you access to the user interface for five weeks. A
window is displayed, providing the date that the temporary license key expires. For
more information about installing a license key, see the IBM Security QRadar
SIEM Administration Guide.

Dashboard Tab

The Dashboard tab is the default tab that is displayed when you log in to QRadar
SIEM. It provides a workspace environment that supports multiple dashboards on
which you can display your views of network security, activity, or data that QRadar
SIEM collects. Five default dashboards are available. Each dashboard contains
items that provide summary and detailed information about offenses occurring on
your network. You can also create a custom dashboard to enable you to focus on
your security or network operations responsibilities.

For more information about using the Dashboard tab, see Using the Dashboard
Tab.

Offenses Tab

The Offenses tab allows you to view offenses occurring on your network, which
you can locate using various navigation options or through powerful searches.
From the Offenses tab, you can investigate an offense to determine the root cause
of an issue. You can also resolve the issue.

For more information about Offenses tab, see Investigating Offenses.

Log Activity Tab

The Log Activity tab allows you to investigate event logs being sent to QRadar
SIEM in real-time, perform powerful searches, and view log activity using
configurable time-series charts. The Log Activity tab allows you to perform
in-depth investigations on event data.

For more information, see Investigating Events.

Network Activity
Tab

The Network Activity tab allows you to investigate flows being sent to QRadar
SIEM in real-time, perform powerful searches, and view network activity using
configurable time-series charts. A flow is a communication session between two
hosts. Viewing flow information allows you to determine how the traffic is
communicated, what is communicated (if the content capture option is enabled),
and who is communicating. Flow data also includes details such as protocols, ASN
values, IFIndex values, and priorities.

IBM Security QRadar SIEM Users Guide



6 ABOUT QRADAR SIEM

For more information, see Investigating Flows.

Assets Tab

QRadar SIEM automatically discovers assets (servers and hosts) operating on
your network, based on passive flow data and vulnerability data, allowing QRadar
SIEM to build an asset profile. Asset profiles provide information about each
known asset in your network, including identity information (if available) and what
services are running on each asset. This profile data is used for correlation
purposes to help reduce false positives. For example, if an attack tries to exploit a
specific service running on a specific asset, QRadar SIEM can determine if the
asset is vulnerable to this attack by correlating the attack to the asset profile. Using
the Assets tab, you can view the learned assets or search for specific assets to
view their profiles.

For more information, see Managing Assets.

Reports Tab

The Reports tab allows you to create, distribute, and manage reports for any data
within QRadar SIEM. The Reports feature allows you to create customized reports
for operational and executive use. To create a report, you can combine information
(such as, security or network) into a single report. You can also use pre-installed
report templates that are included with QRadar SIEM.

The Reports tab also allows you to brand your reports with customized logos. This
is beneficial for distributing reports to different audiences.

For more information about reports, see Managing Reports.

IBM Security
QRadar Risk
Manager

NOTE

IBM Security QRadar Risk Manager is a separately installed appliance for
monitoring device configurations, simulating changes to your network
environment, and prioritizing risks and vulnerabilities in your network. IBM Security
QRadar Risk Manager uses data collected by 7.1.0 (MR1), configuration data from
network and security devices (firewalls, routers, switches, or IPSs), vulnerability
feeds, and vendor security sources to identify security, policy, and compliances
risks within your network security infrastructure and the probability of those risks
being exploited.

For more information about IBM Security QRadar Risk Manager, contact your
local sales representative.

Using QRadar SIEM This section includes the following topics:

» Sorting Results
* Refreshing the User Interface

* Pausing the User Interface

IBM Security QRadar SIEM Users Guide



Sorting Results

Refreshing the User
Interface

Pausing the User
Interface

Investigating IP
Addresses

Using QRadar SIEM 7

* Investigating IP Addresses
* Viewing System Time

* Updating User Details

* Accessing Online Help

* Resizing Columns

» Configuring Page Size

On the Log Activity, Offenses, Network Activity, and Reports tabs, you can sort
tables by clicking on a column heading. A single click of a column sorts the results
in descending order and a second click on the heading sorts the results in
ascending order. An arrow at the top of the column indicates the direction of the
sort.

For example, if you want to sort events by Event Name, click the Event Name
heading. An arrow is displayed in the column heading to indicate the results are
sorted in descending order.

Click the Event Name column heading again if you want to sort the information in
ascending order.

Several QRadar SIEM tabs, including the Dashboard, Log Activity, Offenses,
and Network Activity tabs allow you to manually refresh the tab. This refresh
option is located in the right corner of the tab. The Dashboard and Offenses tabs
automatically refresh every 60 seconds. The Log Activity and Network Activity
tabs automatically refresh every 60 seconds if you are viewing the tab in Last
Interval (auto refresh) mode. The timer indicates the amount of time since the tab
was automatically refreshed. To refresh the tab, click the Refresh icon.

When you are viewing the Log Activity or Network Activity tab in Real Time
(streaming) or Last Minute (auto refresh) mode, you can use the refresh timer,
located on the right, to pause the current display. You can also pause the current
display in the Dashboard tab.

» To pause the display on the tab, click the Pause icon.

Clicking anywhere inside a dashboard item automatically pauses the tab. The
timer flashes red to indicate the current display is paused.

P Click the Play icon to restart the timer.

If geographic information is available for an IP address, the country is visually
indicated by a flag.

» Move your mouse pointer over an IP address to view the location of the IP
address.

IBM Security QRadar SIEM Users Guide
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You can right-click any IP address or asset name to access additional menus,
which allow you to further investigate that IP address or asset. For more
information about assets, see Managing Assets. For more information on
customizing the right-click menu, see the Customizing the Right-Click Menu
Technical Note.

The More Options menu includes:

Table 1-3 More Options Menu

Menu Description

Navigate The Navigate menu provides the following options:

+ View By Network - Displays the List of Networks window, which
displays all networks associated with the selected IP address.

- View Source Summary - Displays the List of offenses window,
which displays all offenses associated with the selected source IP
address.

+ View Destination Summary - Displays the List of Offenses
window, which displays all offenses associated to the selected
destination IP address.

IBM Security QRadar SIEM Users Guide



Using QRadar SIEM 9

Table 1-3 More Options Menu (continued)

Menu Description

Information  The Information menu provides the following options:

DNS Lookup - Searches for DNS entries based on the IP address.

WHOIS Lookup - Searches for the registered owner of a remote IP
address. The default WHOIS server is whois.arin.net.

Port Scan - Performs a Network Mapper (NMAP) scan of the
selected IP address. This option is only available if NMAP is
installed on your system. For more information about installing
NMAP, see your vendor documentation.

Asset Profile - Displays asset profile information. This menu option
is only available when QRadar SIEM has acquired profile data
either actively through a scan or passively through flow sources. For
information, see the IBM Security QRadar SIEM Administration
Guide.

Search Events - Select the Search Events option to search events
associated with this IP address. For information, see Searching
Events or Flows.

Search Flows - Select the Search Flows option to search for flows
associated with this IP address. For information, see Searching
Events or Flows.

Search Connections - Select the Search Connections option to
search for connections associated with this IP address. This option
only is displayed when the IBM Security QRadar Risk Manager has
been purchased and licensed, and you have established the
connection between the Console and the IBM Security QRadar Risk
Manager appliance. For more information, see the IBM Security
QRadar Risk Manager Users Guide.

Switch Port Lookup - Select the Switch Port Lookup to
determine the switch port on a Cisco |IOS device for this IP address.
This option only applies to switches discovered using the Discover
Devices option on the IBM Security QRadar Risk Manager tab.
For more information, see the IBM Security QRadar Risk Manager
Users Guide.

View Topology - Select the View Topology option to view the IBM
Security QRadar Risk Manager Topology tab, which depicts the
layer 3 topology of your network. This option is only displayed when
the IBM Security QRadar Risk Manager has been purchased and
licensed, and you have established the connection between the
Console and the IBM Security QRadar Risk Manager appliance. For
more information, see the IBM Security QRadar Risk Manager
Users Guide.

IBM Security QRadar SIEM Users Guide



10 ABOUT QRADAR SIEM

Investigating User
Names

NOTE

Viewing System Time

Updating User Details

Right-click a user name to access additional menu options, which allow you to
further investigate that user name or IP address. The menu options include:

Table 1-4 User Name More Options

Menu Description

View Assets Displays the Assets Lists window, which displays current
assets associated to the selected user name. For more
information about viewing assets, see Managing Assets.

View User History  Displays the Assets Lists window, which displays all assets
associated to the selected user name over the previous 24
hours. For more information about viewing assets, see
Managing Assets.

View Events Displays the List of Events window, which displays the events
associated to the selected user name. For more information
about the List of Events window, see Viewing Events.

For more information about customizing the right-click menu, see the Customizing
the Right-Click Menu Technical Note.

The right corner of the QRadar SIEM user interface displays system time, which is
the time on the Console. The Console time synchronizes all QRadar SIEM
systems within the QRadar SIEM deployment, and is used to determine what time
events were received from other devices for proper time synchronization
correlation.

In a distributed deployment, the Console may be located in a different time zone
from your desktop computer. When applying time-based filters and searches on
the Log Activity and Network Activity tabs, you must use the Console System
Time when specifying a time range.

You can access your user details through the main QRadar SIEM user interface.
To access your user information, click Preferences. The User Preferences window
provides the following information:

Table 1-5 User Preferences Window Details

Parameter Description
Username Displays your user name.
Password Optional. Type a new password. The password must

meet the following criteria:

«  Minimum of six characters

« Maximum of 255 characters

« Must contain at least one special character
« Must contain one uppercase character

IBM Security QRadar SIEM Users Guide



Accessing Online

Help

Resizing Columns

NOTE

Configuring Page

Size

Admin Tab

Table 1-5 User Preferences Window Details (continued)

Parameter Description
Password Type the password again for confirmation.
(Confirm)

Email Address

Optional. Type your email address. The email
address must meet the following requirements:

» Must be a valid email address
*  Minimum of 10 characters
«  Maximum of 255 characters

Enable Popup
Notifications

Select this check box if you want to enable popup
system notifications to be displayed on your user
interface.

You can access the QRadar SIEM Online Help through the main QRadar SIEM

user interface. To access the Online Help, click Help > Help Contents.

Several QRadar SIEM tabs, including the Offenses, Log Activity, Network
Activity, Assets, and Reports tabs allow you to resize the columns of the display.
Place the pointer of your mouse over the line that separates the columns and drag
the edge of the column to the new location. You can also resize columns by

11

double-clicking the line that separates the columns to automatically resize the
column to the width of the largest field.

Column resizing does not function in Internet Explorer 7.0 while the Log Activity

or Network Activity tabs are displaying records in streaming mode.

In the Offenses, Assets, Log Activity, Network Activity, and Reports tab tables,

QRadar SIEM displays a maximum of 40 results by default. If you have

administrative privileges, you can configure the maximum number of results using
the Admin tab. For more information, see the IBM Security QRadar SIEM

Administration Guide.

Admin Tab

If you have administrative privileges, you can access the Admin tab. The Admin
tab provides administrative users access to administrative functionality, including:

System Configuration - Allows you to configure system and user
management options.

Data Sources - Allows you to configure log sources, flow sources, and

vulnerability options.

Remote Networks and Services Configuration - Allows you to configure
remote networks and services groups.

IBM Security QRadar SIEM Users Guide
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* Plug-ins - Provides access to plug-in components, such as the IBM Security
QRadar Risk Manager plug-in. This option is only displayed if there are plug-ins
installed on your Console.

+ Deployment Editor - Allows you to connect manage the individual components
of your QRadar SIEM deployment.

All configuration updates you make in the Admin tab are saved to a staging area.
When all changes are complete, you can deploy the configuration updates to the
managed host in your deployment.

For more information regarding the Admin tab, see the IBM Security QRadar
SIEM Administration Guide.

IBM Security QRadar SIEM Users Guide



USING THE DASHBOARD TAB

The Dashboard tab is the default view when you log into QRadar SIEM. It
provides a workspace environment that supports multiple dashboards on which
you can display your views of network security, activity, or data that QRadar SIEM
collects.

This section includes the following topics:

* About Dashboards

* Managing Dashboards

« Dashboard Items

About Dashboards

Dashboards allow you to organize your dashboard items into functional views,
enabling you to focus on specific areas of your network.

The Dashboard tab provides five default dashboards focused on security, network
activity, application activity, system monitoring, and compliance. Each dashboard
displays a default set of dashboard items. The dashboard items act as launch
points to navigate to more detailed data.

The following table defines the default dashboards.
Table 2-1 Default Dashboards

Default Dashboard Items

Application Overview Inbound Traffic by Country (time series)

Outbound Traffic by Country (time series)

Top Applications (time series)

Top Applications Inbound from Internet (time
series)

Top Applications Outbound to the Internet (time
series)

Top Services Denied through Firewalls (time series)

DSCP - Precedence (time series)
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Table 2-1 Default Dashboards (continued)

Default Dashboard

Items

Compliance Overview

Top Authentications by User (Event Count)

Top Authentication Failures by User (time series)

Login Failures by User (real-time)

Event Category Distribution (Event Count)

Compliance: Username Involved in Compliance
Rules (time series)

Compliance: Source IPs Involved in Compliance
Rules (time series)

Most Recent Reports

Network Overview

Top Talkers (real time)

ICMP Type/Code (time series)

Top Networks by Traffic Volume (time series)

Firewall Deny by DST Port (time series)

Firewall Deny by DST IP (time series)

Firewall Deny by SRC IP (time series)

Top Applications (time series)

Link Utilization (real-time)

DSCP - Precedence (time series)

System Monitoring

Top Log Sources (time series)

Link Utilization (real-time)

System Notifications

Event Processor Distribution (EPS) (time series)

Event Rate (Events per Second Coalesced -
Average 1 Min)

Flow Rate (Flows per Second - Peak 1 Min)
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Table 2-1 Default Dashboards (continued)

Default Dashboard Items

Threat and Security Monitoring Default-IDS/IPS-All: Top Alarm Signatures (time

series)

Top Systems Attacked (IDS/IDP/IPS) (time series)

Top Systems Sourcing Attacks (Event Count)

My Offenses

Most Severe Offenses

Most Recent Offenses

Top Services Denied through Firewalls (time series)

Internet Threat Information Center

Flow Bias (time series)

Top Category Types

Top Sources

Top Local Destinations

The content displayed on the Dashboard tab is user-specific. You can customize
your dashboards. Changes made within a QRadar SIEM session affect only your
system.

To customize your Dashboard tab, you can perform the following tasks:

Create custom dashboards that are relevant to your responsibilities.

QRadar SIEM supports up to 255 dashboards per user; however, we
recommend that you create no more than 10 dashboards.

Add and remove dashboard items from default or custom dashboards.
Move and position items to meet your requirements.

When positioning items, each item automatically resizes in proportion to the
dashboard.

Add custom dashboard items based on any data.

For example, you can add a dashboard item that provides a time series graph
or a bar chart representing top 10 network activity.

To create custom items, you can create saved searches on the Network
Activity or Log Activity tabs and choose how you want the results represented
in your dashboard. Each dashboard chart displays real-time up-to-the-minute
data. Time series graphs on the dashboard refresh every 5 minutes.
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Managing
Dashboards

Viewing a Dashboard

NOTE

Step 1
Step 2

Creating a Custom
Dashboard

Step 1
Step 2
Step 3

Step 4

Step 5

This section includes the following topics:

* Viewing a Dashboard

* Creating a Custom Dashboard

* Adding Iltems

* Investigating Data from a Dashboard Item
+ Configuring Charts

* Removing Iltems

* Detaching an Item

+ Editing a Dashboard

* Deleting a Dashboard

QRadar SIEM provides five default dashboards, which you can access from the
Show Dashboard list box. After you create custom dashboards, they are also
listed in the Show Dashboard list box.

If you have previously viewed a dashboard and are returning to the Dashboard
tab, the last dashboard you viewed is displayed.

To view a dashboard:
Click the Dashboard tab.
From the Show Dashboard list box, select the dashboard you want to view.

To create a custom dashboard:

Click the Dashboard tab.
Click the New Dashboard icon.

In the Name field, type a unique name for the dashboard. The maximum length is
65 characters.

In the Description field, type a description of the dashboard. The maximum length
is 255 characters. This description is displayed in the tooltip for the dashboard
name in the Show Dashboard list box.

Click OK.

The new dashboard is displayed in the Dashboard tab and is listed in the Show
Dashboard list box. By default, the dashboard is empty. For more information
about adding items, see Adding Items.
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To add an item to a dashboard:
Click the Dashboard tab.

From the Show Dashboard list box, select the dashboard to which you want to
add an item.

From Add Item list box, select an item. For more information about available
dashboard items, see Dashboard Items.

Search-based dashboard items provide a link to the Log Activity or Network
Activity tabs, allowing you to further investigate log or network activity.
Search-based dashboard items are available on the Add Items > Network
Activity > Flow Searches and Add Items > Log Activity > Event Searches
menus. For more information on dashboard items, see Dashboard Items.

This procedure also applies to Risk Manager dashboard items. Risk Manager
dashboard items are only displayed when IBM Security QRadar Risk Manager
has been purchased and licensed, and you have established the connection
between the Console and the IBM Security QRadar Risk Manager appliance. For
more information, see the IBM Security QRadar Risk Manager Users Guide.

To investigate flows from a Log Activity dashboard item:

» Click the View in Log Activity link. The Log Activity tab is displayed,
displaying results and two charts that match the parameters of your dashboard
item.

To investigate flows from a Network Activity dashboard item:

P Click the View in Network Activity link. The Network Activity tab is
displayed, displaying results and two charts that match the parameters of your
dashboard item.

The chart types displayed on the Log activity or Network Activity tab depend on
which chart is configured in the dashboard item:

+ Bar, Pie, and Table - The Log Activity or Network Activity tab displays a bar
chart, pie chart, and table of flow details.

« Time Series - The Log Activity or Network Activity tab displays charts
according to the following criteria:

- If your time range is less than or equal to 1 hour, a time series chart, a bar
chart, and a table of event or flow details are displayed.

- If your time range is more than 1 hour, a time series chart is displayed and
you are prompted to click Update Details. This action starts the search that
populates the event or flow details and generates the bar chart. When the
search completes, the bar chart and table of event or flow details are
displayed.
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Configuring Charts

Step 1
Step 2

Step 3

Step 4

You can configure Log Activity, Network Activity, and Connections (if
applicable) dashboard items to specify the chart type and how many data objects
you want to view. Your custom chart configurations are retained, so that they are
displayed as configured each time you access the Dashboard tab.

To configure charts in a dashboard item:

Click the Dashboard tab.

From the Show Dashboard list box, select the dashboard that contains the item
you want to customize.

On the dashboard item header, click the Settings icon.
Configuration options are displayed.
Configure the parameters:

Table 2-1 Chart Menu Options

Parameters Description

Value to Graph From the list box, select the object type that you want to graph
on the chart. Options include all normalized and custom event
or flow parameters included in your search parameters.

Note: QRadar SIEM accumulates data so that when you
perform a time series saved search, there is a cache of
event or flow data available to display the data for the
previous time period. Accumulated parameters are
indicated by an asterisk (*) in the Value to Graph list box. If
you select a value to graph that is not accumulated (no
asterisk), time series data is not available.

Chart Type From the list box, select the chart type you want to view.
Options include:

- Bar Chart - Displays data in a bar chart. This option is only
available for grouped events or flows.

« Pie Chart - Displays data in a pie chart. This option is only
available for grouped events or flows.

« Table - Displays data in a table. This option is only available
for grouped events or flows.

- Time Series - Displays an interactive line chart representing
the records matched by a specified time interval.

For information on configuring time series search criteria for
log activity, see Investigating Events.

For information on configuring time series search criteria for
network activity, see Investigating Flows.

Display Top From the list box, select the number of objects you want you
view in the chart. Options include 5 and 10. The default is 10.
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Table 2-1 Chart Menu Options (continued)

Parameters Description

Capture Time Series Select this check box to enable time series capture. When you
Data select this check box, the chart feature begins accumulating
data for time series charts. By default, this option is disabled.

Note: This option is only available on time series charts. You
must have the appropriate role permissions to manage and
view time series charts. For more information about role
permissions, see the IBM Security QRadar SIEM
Administration Guide.

Time Range From the list box, select the time range you want to view.
Note: This option is only available on time series charts.

Removing an item does not remove the item from QRadar SIEM. Removing an
item removes the item from your dashboard. You can add the item again at any
time.

To remove an item from your dashboard:
Click the Dashboard tab.

From the Show Dashboard list box, select the dashboard from which you want to
remove an item.

On the dashboard item header, click the red [x] icon to remove the item from the
dashboard.

Detaching an item allows you to temporarily monitor one or more particular items
on your desktop. You can detach the item, and then remove the item from your
dashboard. The detached window remains open and refreshes during scheduled
intervals. If you close the QRadar SIEM application, the detached window remains
open for monitoring and continues to refresh until you manually close the window
or shut down your computer system.

QRadar SIEM does not save the status of a detached dashboard item when you
end your QRadar SIEM session.

To detach an item from your dashboard:
Click the Dashboard tab.

From the Show Dashboard list box, select the dashboard from which you want to
detach an item.

On the dashboard item header, click the green icon to detach the dashboard item
and open it in separate window.

Detaching an item does not remove the item from QRadar SIEM; detaching an
item duplicates the data in a new window.
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Editing a Dashboard
Step 1
Step 2
Step 3
Step 4

Step 5
Step 6

Deleting a Dashboard
Step 1
Step 2
Step 3
Step 4

You can edit the name and description for any dashboard. To edit a dashboard:
Click the Dashboard tab.

From the Show Dashboard list box, select the dashboard you want to edit.

On the toolbar, click the Rename Dashboard icon.

In the Name field, type a new name for the dashboard. The maximum length is 65
characters.

In the Description field, type a new description of the dashboard. The maximum
length is 255 characters.

Click OK.

To delete a dashboard:

Click the Dashboard tab.

From the Show Dashboard list box, select the dashboard you want to delete.
On the toolbar, click Delete Dashboard.

Click Yes.

The Dashboard tab refreshes and the first dashboard listed in the Show
Dashboard list box is displayed. The dashboard you deleted is no longer
displayed in the Show Dashboard list box.

Dashboard Items

This section includes the following topics:

* Flow Search Items

« Offenses Items

* Log Activity Items

* Reports Items

* Risk Manager Items

+ System Summary ltem

» System Notifications Item

* Internet Threat Information Center

+ Adding Search-Based Dashboard Items to the Add Items List
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You can display a custom dashboard item based on saved search criteria from the
Network Activity tab. Flow search items are listed in the Add Item > Network
Activity > Flow Searches menu. The name of the flow search item matches the
name of the saved search criteria the item is based on.

QRadar SIEM includes default saved search criteria that is preconfigured to
display flow search items on your Dashboard tab menu. You can add more flow
search dashboard items to your Dashboard tab menu. For more information.
Adding Search-Based Dashboard Items to the Add Items List.

On a flow search dashboard item, search results display real-time last minute data
on a chart. The supported chart types are time series, table, pie, and bar. The
default chart type is bar. These charts are configurable. For more information
about configuring charts, see Configuring Charts.

Time series charts are interactive. Using the time series charts, you can magnify
and scan through a timeline to investigate network activity.

You can add several Offenses items to your dashboard. The Offenses tab displays
data for offenses, sources, and local destinations detected on your network.
Offenses items include:

+ Offenses
e Sources and Destinations

+ Categories

Hidden or closed offenses are not included in the values that are displayed in the
Dashboard tab. For more information on hidden or closed events, see
Investigating Offenses.

Offenses

The Add Item > Offenses > Offenses menu item on the Dashboard tab menu
displays the following dashboard items:

* Most Recent Offenses -The five most recent offenses are identified with a
magnitude bar to inform you of the importance of the offense. Point your mouse
over the offense name to view detailed information for the IP address.

 Most Severe Offenses - The five most severe offenses are identified with a
magnitude bar to inform you of the importance of the offense. Point your mouse
over the offense name to view detailed information for the IP address.

« My Offenses - The My Offenses item displays five of the most recent offenses
assigned to you. The offenses are identified with a magnitude bar to inform you
of the importance of the offense. Point your mouse over the IP address to view
detailed information for the IP address.
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Log Activity Items

NOTE

Sources and Destinations

The Add Item > Offenses > Sources and Destinations menu item on the
Dashboard tab menu displays the following dashboard items:

+ Top Sources - The Top Sources item displays the top offense sources. Each
source is identified with a magnitude bar to inform you of the importance of the
source. Point your mouse over the IP address to view detailed information for
the IP address.

» Top Local Destinations - The Top Local Destinations item displays the top
local destinations. Each destination is identified with a magnitude bar to inform
you of the importance of the destination. Point your mouse over the IP address
to view detailed information for the IP address.

Categories

The Top Categories Types item displays the top five categories associated with
the highest number of offenses.

The Log Activity dashboard items allow you to monitor and investigate events in
real-time. Log Activity items include:

 Event Searches
* Events By Severity

* Top Log Sources

Hidden or closed events are not included in the values that are displayed in the
Dashboard tab.

Event Searches

You can display a custom dashboard item based on saved search criteria from the
Log Activity tab. Event search items are listed in the Add Item > Network
Activity > Event Searches menu. The name of the event search item matches
the name of the saved search criteria the item is based on.

QRadar SIEM includes default saved search criteria that is preconfigured to
display event search items on your Dashboard tab menu. You can add more event
search dashboard items to your Dashboard tab menu. For more information.
Adding Search-Based Dashboard Items to the Add Items List.

On a Log Activity dashboard item, search results display real-time last minute
data on a chart. The supported chart types are time series, table, pie, and bar. The
default chart type is bar. These charts are configurable. For more information
about configuring charts, see Configuring Charts.

Time series charts are interactive. Using the time series charts, you can magnify
and scan through a timeline to investigate log activity.
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Events By Severity

The Events By Severity dashboard item displays the number of active events
grouped by severity. This item allows you to see the number of events that are
being received by the level of severity that has been assigned. Severity indicates
the amount of threat an offense source poses in relation to how prepared the
destination is for the attack. The range of severity is 0 (low) to 10 (high). The
supported chart types are Table, Pie, and Bar.

Top Log Sources

The Top Log Sources dashboard item displays the top five log sources that sent
events to QRadar SIEM within the last 5 minutes. The number of events sent from
the specified log source is indicated in the pie chart. This item allows you to view
potential changes in behavior, for example, if a firewall log source that is typically
not in the top 10 list is now contributing to a large percentage of the overall
message count, you should investigate this occurrence. The supported chart types
are Table, Pie, and Bar.

The Most Recent Reports dashboard item displays the top recently generated
reports. The display provides the report title, the time and date the report was
generated, and the format of the report.

The System Summary dashboard item provides a high-level summary of activity
within the past 24 hours. Within the summary item, you can view the following
information:

« Current Flows Per Second - Specifies the flow rate per second.

« Flows (Past 24 Hours) - Specifies the total number of active flows seen within
the last 24 hours.

« Current Events Per Second - Specifies the event rate per second.

+ New Events (Past 24 Hours) - Specifies the total number of new events
received within the last 24 hours.

+ Updated Offenses (Past 24 Hours) - Specifies the total number of offenses
that have been either created or modified with new evidence within the last 24
hours.

- Data Reduction Ratio - Specifies the ratio of data reduced based on the total
events detected within the last 24 hours and the number of modified offenses
within the last 24 hours.

Risk Manager dashboard items are only displayed when IBM Security QRadar
Risk Manager has been purchased and licensed, and you have established the
connection between the Console and the IBM Security QRadar Risk Manager
appliance. For more information, see the IBM Security QRadar Risk Manager
Users Guide.

You can display a custom dashboard item based on saved search criteria from the
Risks tab. Connection search items are listed in the Add Item > Risk Manager>
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System Notifications
Item

Connection Searches menu. The name of the connection search item matches
the name of the saved search criteria the item is based on.

QRadar SIEM includes default saved search criteria that is preconfigured to
display connection search items on your Dashboard tab menu. You can add more
connection search dashboard items to your Dashboard tab menu. For more
information. Adding Search-Based Dashboard Items to the Add Items List.

On a connections search dashboard item, search results display real-time last
minute data on a chart. The supported chart types are time series, table, pie, and
bar. The default chart type is bar. These charts are configurable. For more
information about configuring charts, see Configuring Charts.

Time series charts are interactive. Using the time series charts, you can magnify
and scan through a timeline to investigate log activity.

The Systems Notification dashboard item displays event notifications your
system receives. For notifications to show in the System Notification dashboard
item, the Administrator must create a rule based on each notification message type
and select the Notify check box in the Custom Rules Wizard. For more information
about configuring event notifications and creating event rules, see the IBM
Security QRadar SIEM Administration Guide.

This section includes the following topics:

* Viewing System Notifications

* Managing System Notifications

* Viewing Pop-Up Notifications

Viewing System Notifications

On the System Notifications dashboard item, you can view the following
information:

» Flag - Specifies symbols to indicate severity level of the natification. Point your
mouse over the symbol to view more detail about the severity level.

- Information icon (?)
- Erroricon (X)
- Warning icon (!)

» Created - Specifies the amount of time that has elapsed since the notification
was created.

« Description - Specifies information about the notification.
+ Dismiss icon (x)- Allows you to dismiss a system notification.

You can point your mouse over a notification to view more details:

* Host IP - Specifies the host IP address of the host that originated the
notification.
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- Severity - Specifies the severity level of the incident that created this
notification.

« Low Level Category - Specifies the low-level category associated with the
incident that generated this notification. For example: Service Disruption. For
more information about categories, see the IBM Security QRadar SIEM
Administration Guide.

- Payload - Specifies the payload content associated with the incident that
generated this notification.

« Created - Specifies the amount of time that has elapsed since the notification
was created.

Managing System Notifications

Using the System Notification dashboard item on your dashboard, you can
specify the number of notifications that you want to display in your dashboard and
dismiss any system notifications.

To manage your System Notification display:
Ensure the System Notification dashboard item is added to your dashboard.
For more information, see Adding Items.

On the System Notification dashboard item header, click the Settings icon.

From the Display list box, select the number of system notifications you want to
view.

The options are 5, 10 (default), 20, 50, and All.

To view all system notifications logged in the past 24 hours, click All. A window is
displayed detailing the system notifications. For more information regarding
events, see Investigating Events.

To dismiss a system notification, click the Delete icon.

Viewing Pop-Up Notifications

When you add the System Notifications dashboard item, system notifications can
also display as pop-up notifications in the QRadar SIEM user interface. These
pop-up notifications are displayed in the lower right corner of the user interface,
regardless of the selected tab.

Pop-up notifications are only available for users with administrative permissions.
Pop-up notifications are enabled by default. To disable pop-up notifications, select
User Preferences and clear the Enable Pop-up Notifications check box. For
more information, see the IBM Security QRadar SIEM Administration Guide.
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In the System Notifications pop-up window, the number of notifications in the
queue is highlighted. For example, if (1 to 12) is displayed in the header, the
current notification is 1 of 12 notifications to be displayed.

The system notification pop-up window provides the following options:

+ Next icon (>) - Displays the next notification message. For example, if the
current notification message is 3 of 6, click the icon to view 4 of 6.

+ Close icon (X) - Closes this notification pop-up window.
« (details) - Displays additional information regarding this system notification.

The Internet Threat Information Center dashboard item is an embedded RSS feed
that provides you with up-to-date advisories on security issues, daily threat
assessments, security news, and threat repositories.

The Current Threat Level diagram indicates the current threat level and provides a
link to the Current Internet Threat Level page of the IBM Internet Security Systems
website.

Current advisories are listed in the dashboard item. To view a summary of the
advisory:

P Click the Arrow icon next to the advisory. The advisory expands to display a
summary. Click the Arrow icon again to hide the summary.

To investigate the full advisory:

P Click the associated link. The IBM Internet Security Systems website opens in
another browser window, displaying the full advisory details.

To add an event and flow search dashboard item to the Add Item menu on the
Dashboard tab, you must access the Log Activity or Network Activity tab to
create search criteria that specifies that the search results can be displayed on the
Dashboard tab. The search criteria must also specify that the results are grouped
on a parameter.

This procedure also applies to Risk Manager dashboard items. Risk Manager
dashboard items are only displayed when IBM Security QRadar Risk Manager
has been purchased and licensed, and you have established the connection
between the Console and the IBM Security QRadar Risk Manager appliance. For
more information, see the IBM Security QRadar Risk Manager Users Guide.

For more information on event and flow dashboard items, see Dashboard Items.

To add an event or flow search dashboard item to the Add Items list:
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Choose one of the following options:

« To add a flow search dashboard item, click the Network Activity tab.
« To add an event search dashboard item, click the Log Activity tab.
From the Search list box, choose one of the following options:

« To create a new search, select New Search.

« To edit a saved search, select Edit Search.

Configure or edit your search parameters, as required. For more information on
flow searches, see Searching Events or Flows.

Ensure you configure the following parameters:
« On the Edit Search pane, select the Include in my Dashboard option.

« On the Column Definition pane, select a column and click the Add Column icon
to move the column to the Group By list.

Click Filter.
The search results are displayed.
Click Save Criteria

Configure the parameters, as required. For more information, see Saving Search
Criteria.

Click OK.

Verify that your saved search criteria successfully added the event or flow search
dashboard item to the Add Items list

a Click the Dashboard tab.
b Choose one of the following options:

- To verify an event search item, select Add Item > Log Activity > Event
Searches.

- To verify a flow search item, select Add Item > Network Activity > Flow
Searches.

The dashboard item should be displayed on the list using the same name as your
saved search criteria.
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INVESTIGATING OFFENSES

Using the Offenses tab, you can investigate offenses, source and destination IP
addresses, network behaviors, and anomalies on your network.

This section includes the following topics:

» Offense Tab Overview

* Using the Offenses Tab

* Viewing My Offenses

* Managing Offenses

» Viewing Offenses By Category

+ Viewing Offenses By Source IP

+ Viewing Offenses By Destination IP

* Viewing Offenses By Network

Offense Tab
Overview

QRadar SIEM can correlate events and flows with destination IP addresses
located across multiple networks in the same offense, and ultimately the same
network incident. This allows you to effectively investigate each offense in your
network. You can navigate the various pages of the Offenses tab to investigate
event and flow details to determine the unique events that caused the offense.

Using the Offenses tab, you can search for offenses based on various criteria. For
more information on searching offenses, see Searching Offenses.

The Offenses tab does not use device level user permissions to determine which
offenses each user should be able to view; this is determined by network
permissions. Therefore, all users can view all offenses regardless of which log
source or flow source is associated with the offense. For more information about
device level permissions, see the IBM Security QRadar SIEM Administration
Guide.
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Using the Offenses tab, you can access and analyze the following:

« Offenses - An offense includes multiple events or flows originating from one
source, such as a host or log source. The Offenses tab displays offenses,
which include traffic and vulnerabilities that collaborate and validate the
magnitude of an offense. The magnitude of an offense is determined by several
tests performed on the offense each time it is re-evaluated. Re-evaluation
occurs when events are added to the offense and at scheduled intervals.

» Source IP Addresses - A source IP address specifies the device that attempts
to breach the security of a component on your network. A source IP address
can use various methods of attack, such as reconnaissance or Denial of
Service (DoS) attacks, to attempt unauthorized access.

+ Destination IP Addresses - A destination IP address specifies the network
device that a source IP address attempts to access.

Using the Offenses tab, you can add notes, mark an offense for follow-up, assign
offenses to users, hide offenses, email offenses, close resolved offenses, or
protect offenses from deletion. The Offenses tab allows you to investigate events
and flows associated with specific offenses for forensic analysis.

Using the Offenses  Using the Offenses tab, you can access the following options on the navigation
Tab menu:

Table 3-1 Navigation Menu Options

Menu Description

My Offenses Displays all offenses that are assigned to you.

All Offenses Displays all global offenses on the network.

By Category Displays all offenses grouped by the high- and low-level category.

For more information about high- and low-level categories, see
the IBM Security QRadar SIEM Administration Guide.

By Source IP Displays all source IP addresses that are involved in an offense.
For more information, see Viewing Offenses By Source IP.

By Destination IP  Displays all destination IP addresses that are involved in an
offense. For more information, see Viewing Offenses By
Destination IP.

By Network Displays all networks that are involved in an offense. For more
information, see Viewing Offenses By Network.

Rules Provides access to the Rules tab, from which you can create
custom rules. For more information, see the IBM Security QRadar
SIEM Administration Guide.

Each page on the Offenses tab provides a toolbar, allowing you to perform actions
on the offenses displayed on the page.
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Viewing My
Offenses

Step 1
Step 2

By default, the All Offenses page is displayed when you click the Offenses tab.
You can view offenses that are assigned to you on the My Offenses page.

To view offenses assigned to you:

Click the Offenses tab.

On the navigation menu, click My Offenses.

The My Offenses page displays a list of all offenses the administrator assigned to
you. For more information about managing your offenses, see Managing
Offenses.

Managing Offenses

NOTE

Viewing Offenses
Step 1

NOTE

The All Offenses page on the Offenses tab displays list of offenses that QRadar
SIEM has identified on your network. Offenses are listed with the highest
magnitude first.

On the Admin tab, you can configure system settings to remove offenses from
the database after a configured period of time. You must have administrative
permission to access the Admin tab and configure system settings. When
configuring the thresholds, QRadar SIEM adds 5 days to any defined threshold.
For more information, see the IBM Security QRadar SIEM Administration Guide -
Configuring System Settings.

This section includes the following topics:

+ Viewing Offenses

» Offense Source Summary Options

* Adding Notes

+ Removing Offenses From the Offenses Tab
+ Protecting Offenses

+ Exporting Offenses

+ Assigning Offenses to Users

+ Sending Email Notification

* Marking an Item For Follow-Up

To view offenses:
Click the Offenses tab.

To access the All Offenses page from other Offenses tab pages, click All
Offenses on the navigation menu.
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The All Offenses toolbar provides the following functions:
Table 3-2 All Offenses Toolbar

Function

Description

Search

Click Search to perform advanced searches on offenses,
including:

+ New Search - Select this option to create a new offense
search.

- Edit Search - Select this option to select and edit an
offense search.

For more information about the search feature, see
Searching Events or Flows.

Save Criteria

Click Save Criteria to save the current search criteria. See
Saving Search Criteria.

Actions

From the Actions list box, you can choose one of the
following actions:

- Hide - Select this option to hide selected offenses. For
more information about hiding offenses, see Hiding
Offenses.

« Show - Select this option to show hidden offenses. For
more information about showing hidden offenses, see
Showing Hidden Offenses.

« Close - Select this option to close selected offenses. For
more information about closing offenses, see Closing an
Offense.

- Close Listed - Select this option to close all offenses listed
on the Offenses tab. For more information about closing
listed offenses, see Closing Listed Offenses.

« Protect - Select this option to protect selected offenses.
For more information about protecting offenses, see
Protecting Offenses.

« Protect Listed - Select this option to protect all offenses
listed on the Offenses tab. For more information about
protecting listed offenses, see Protecting Listed
Offenses.

« Unprotect - Select this option to unprotect selected
protected offenses.For more information about
unprotecting offenses, see Unprotecting Offenses.

- Unprotect Listed - Select this option to unprotect all
selected protected offenses listed on the Offenses tab. For
more information about unprotecting listed offenses, see
Unprotecting Listed Offenses.

- Export to XML - Select this option to export offenses in
XML format. See Exporting Offenses.
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Table 3-2 All Offenses Toolbar (continued)

Function Description

- Export to CSV - Select this option to export offenses in
CSV format. See Exporting Offenses.

- Assign - Select this option to assign a selected offense to
a user. See Assigning Offenses to Users.

Print Click Print to print the offenses displayed on the page.

The All Offenses page provides the following information:

Table 3-3 All Offenses Page Parameters

Parameter Description

View Offenses Using this list box, you can filter on the offenses you want to view
in this page. You can view all offenses or filter by the offenses
based on a time range. From the list box, select the time range
you want to filter by.

Current Search The top of the table displays the details of the search parameters
Parameters applied to the search results. To clear these search parameters,
click Clear Filter.

For information about searching offenses, see Searching
Events or Flows.
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Table 3-3 All Offenses Page Parameters (continued)

Parameter Description

Flag Indicates the action taken on the offense. The actions are
represented by the following icons:

Flag - Indicates that the offense is marked for follow-up. This
allows you to track a particular item for further investigation.
For more information about how to mark an offense for
follow-up, see Marking an Item For Follow-Up.

User - Indicates that the offense has been assigned to a user.
When an offense is assigned to a user, the offense is
displayed on the My Offenses page belonging to that user. For
more information about assigning offenses to users, see
Assigning Offenses to Users.

Notes - Indicates that a user has added notes to the offense.
Notes can include any information you want to capture for
the offense. For example, you could add a note that
specifies information that is not automatically included in an
offense, such as a Customer Support ticket number or
offense management information. For more information
about adding notes, see Adding Notes.

Protected - Indicates that this offense is protected. The
Protect feature prevents specified offenses from being
removed from the database after the retention period has
elapsed. For more information about protected offenses, see
Protecting Offenses.

Inactive Offense - Indicates that this is an inactive offense. An
offense becomes inactive after five days have elapsed since
the offense received the last event. Also, all offenses become
inactive after upgrading your QRadar SIEM software.

An inactive offense cannot become active again. If new events
are detected for the offense, a new offense is created and the
inactive offense is retained until the offense retention period
has elapsed. You can perform the following actions on inactive
offenses: protect, flag for follow up, add notes, and assign to
users.

Point your mouse over the icon to display additional information.

Id Specifies the unique identification number QRadar SIEM assigns
to this offense.

Description Specifies the details for this offense.

Offense Type Specifies the type of offense. The Offense Type is determined by

the rule that created the offense. For example, if the offense type
is log source event, the rule that generated this offense correlates
events based on the device that detected the event.

Offense Source Specifies information about the source of the offense. The

information displayed in the Offense Source field depends on
the type of offense. For example, if the offense type is Source
Port, the Offense Source field displays the source port of the
event that created this offense.
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Table 3-3 All Offenses Page Parameters (continued)

Parameter

Description

Magnitude

Specifies the relative importance of the offense. The magnitude
bar provides a visual representation of all correlated variables of
the events and flows for this offense. Variables include
Relevance, Severity, and Credibility. Point your mouse over the
magnitude bar to display values and the calculated magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.

Source IPs

Specifies the IP addresses or host name of the device that
attempted to breach the security of a component on your
network. If more than one source IP address is associated with
this offense, this field specifies Multiple and the number of source
IP addresses.

Destination IPs

Specifies the IP addresses and asset name (if available) of the
local or remote destinations. If more than one destination IP
address is associated with this offense, this field specifies
Multiple and the number of destination IP addresses.

Users

Specifies the user names associated with this offense. If more
than one user name is associated with the offense, this field
specifies Multiple and the number of user names.

Log Sources

Specifies the log sources associated with this offense. If more
than one log source is associated with the offense, this field
specifies Multiple and the number of log sources.

Events Specifies the number of events for this offense.
Flows Specifies the number of flows for this offense.
Note: If the Flows column displays N/A, the offense may have a
start date that precedes the date you upgraded to QRadar
SIEM 7.1.0 (MR1).
Start Date Specifies the date and time of the first event or flow associated

with this offense.

Last Event/Flow

Specifies the elapsed time since the last event or flow.

Step 2 Double-click the offense you want to view.

NOTE

If you want to view an offense on a new page, hold the Control key while you
double-click on an offense.
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The Offense Summary page provides the following functions:

Table 3-4 Offense Summary Toolbar

Function Description

Display From the Display list box, select the option for the information
you want to display.

Summary If you clicked to view another option from the Display list box,
you can click Summary to return to the detailed summary view.

Notes Click Notes to view all notes for this offense, including:
- Notes - Specifies the user notes for this offense.
- Username - Specifies the user who created this note.

- Creation Date - Specifies the date and time that this note was
created.

For more information about notes, see Adding Notes.
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Table 3-4 Offense Summary Toolbar (continued)

Function

Description

Sources

Click Sources to view all source IP addresses for this offense,
including:

Flag - Specifies the action taken on the source IP address. For
example, if a flag is displayed, the source IP address is
marked for follow-up. Point your mouse over the icon to
display additional information.

Source IP - Specifies the IP address of the device that
attempted to breach the security of a component on your
network. If DNS lookups is enabled on the Admin tab, you can
view the DNS name by pointing your mouse over the IP
address or asset name. For more information, see the /BM
Security QRadar SIEM Administration Guide.

Magnitude - Specifies the relative importance of the source IP
address. The magnitude bar provides a visual representation
of the CVSS risk value of the asset associated with the source
IP address. Point your mouse over the magnitude bar to
display the calculated magnitude. For more information about
CVSS, see the Glossary.

Location - Specifies the network location of the source IP
address.

Vulnerability - Specifies whether the source IP address has
vulnerabilities.

User - Specifies the user name for the source IP address. If no
user is identified, this field specifies Unknown.

MAC -Specifies the MAC address for the source IP address. If
no MAC address is identified, this field specifies Unknown.

Weight - Specifies the weight of the source IP address. The
weight of an IP address is assigned on the Assets tab. For
more information, see Managing Assets.

Offenses - Specifies the number of offenses associated with
this source IP address.

Destination(s) - Specifies the number of destination IP
addresses associated with this source IP address.

Last Event/Flow - Specifies the time elapsed since the last
event or flow.

Events/Flows - Specifies the number of events or flows
associated with this source IP address.
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Table 3-4 Offense Summary Toolbar (continued)

Function

Description

Destinations

Click Destinations to view all local destination IP addresses for
this offense, including:

Note: If the destination IP addresses associated with this offense

are remote, a separate page opens providing information for
the remote destination IP addresses. For more information
about destination IP addresses, see Viewing Offenses By
Destination IP.

Flag - Specifies the action taken on the destination IP
address. For example, if a flag is displayed, the destination IP
address is marked for follow-up. Point your mouse over the
icon to display additional information.

Destination IP - Specifies the IP address of the local
destination. If DNS lookups is enabled on the Admin tab, you
can view the DNS name by pointing your mouse over the IP
address or asset name. For more information, see the IBM
Security QRadar SIEM Administration Guide.

Magnitude - Specifies the relative importance of the
destination IP address. The magnitude bar provides a visual
representation of the CVSS risk value of the asset associated
with the destination IP address. Point your mouse over the
magnitude bar to display the calculated magnitude. For more
information about CVSS, see the Glossary.

Location - Specifies the network location of the destination IP
address.

Vulnerability - Specifies whether the destination IP address
has vulnerabilities.

User - Specifies the user name for the destination IP address.
If no user is identified, this field specifies Unknown.

MAC - Specifies the MAC address for the destination IP
address. If no MAC address is identified, this field specifies
Unknown.

Weight - Specifies the weight of this destination IP address.
The weight of an IP address is assigned on the Assets tab.
For more information, see Managing Assets.

Offenses - Specifies the number of offenses associated with
this destination IP address.

Source(s) - Specifies the number of source IP addresses
associated with this destination IP address.

Last Event/Flow - Specifies the time elapsed since the last
event or flow.

Events/Flows - Specifies the number of events or flows
associated with this destination IP address.
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Table 3-4 Offense Summary Toolbar (continued)

Function

Description

Log Sources

Click Log Sources to view all log sources for this offense,

including:

Name - Specifies the log source name.
Description - Specifies the log source description.

Group - Specifies to which log source group the log source
belongs.

Events/Flows - Specifies the number of events associated
with this log source.

Offenses - Specifies the number of offenses associated with
this log source for this offense.

Total Events/Flows - Specifies the total number of events
associated with this log source.

Users

Click Users to view all users associated with this offense,
including:

Name - Specifies the name of the user.

Events/Flows - Specifies the number of events or flows
associated with the user for this offense.

Offenses - Specifies the number of offenses associated with
the user.

Total Events/Flows - Specifies the total number of events or
flows associated with the user.
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Table 3-4 Offense Summary Toolbar (continued)

Function

Description

Categories

Click Categories to view category information for this offense,

including:

Note: You can also further investigate the events related to a
specific category by right-clicking a category and selecting
Events. Alternatively, you can highlight the category and click
the Events icon on the List of Event Categories toolbar.

+ Name - Specifies the name of the category associated with
this offense.

- Magnitude - Specifies the relative importance of the category.
The magnitude bar provides a visual representation of all
correlated variables of the category. Variables include
Relevance, Severity, and Credibility. Point your mouse over
the magnitude bar to display values for the category and the
calculated magnitude.

« Local Destination Count - Specifies the number of local
destination IP addresses associated with this category.

- Events/Flows - Specifies the number of events or flows
associated with this category.

- First Event/Flow - Specifies the date and time of the first
event or flow.

- Last Event/Flow - Specifies the date and time of the last
event or flow.

For more information about categories, see the IBM Security
QRadar SIEM Administration Guide.

Annotations

Click Annotations to view all annotations for this offense,
including:

- Annotation - Specifies the details for this annotation.
Annotations are text descriptions that rules can automatically
add to offenses as part of the rule response. For more
information about rules, see the IBM Security QRadar SIEM
Administration Guide.

- Time - Specifies the date and time when this annotation was
created.

« Weight - Specifies the weight of this annotation.
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Table 3-4 Offense Summary Toolbar (continued)

Function

Description

Networks

Click Networks to view all destination networks for this offense,
including:

« Flag - Specifies the action taken on the network. For example,
if a flag is displayed, the network is marked for follow-up. Point
your mouse over the icon to display additional information.

- Network - Specifies the name of the destination network.

« Magnitude - Specifies the relative importance of the
destination network. The magnitude bar provides a visual
representation of the CVSS risk value of the assets associated
with the destination network. Point your mouse over the
magnitude bar to display the calculated magnitude. For more
information about CVSS, see the Glossary.

« Source IPs - Specifies the number of source IP addresses
associated with this network.

- Destination IPs - Specifies the number of destination IP
addresses associated with this network.

- Offenses Targeted - Specifies the number of offenses
targeted at this network.

- Offenses Launched - Specifies the number of offenses
launched by this network.

- Events/Flows - Specifies the number of events or flows
associated with this network.

Rules

Click Rules to view all rules that have generated this offense,
including:

- Flag - Specifies that the rule has been deleted since it
generated for this offense.

+ Rule Name - Specifies the name of the rule that generated
this offense.

- Events/Flows - Specifies the combined count of events or
flows generated for this offense.

- First Event/Flow - Specifies the time elapsed since the first
event or flow generated this rule.

- Last Event/Flow - Specifies the time elapsed since the last
event or flow generated this rule.

Note: The rule that created the offense is listed first.

To have appropriate permissions to edit a rule, double-click the
rule to launch the Edit Rules page. For more information about

user roles, see the IBM Security QRadar SIEM Administration
Guide.

If the rule has been deleted, a red icon (x) is displayed beside the
rule. If you double-click a deleted rule, a message is displayed to
indicate the rule no longer exists.
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Table 3-4 Offense Summary Toolbar (continued)

Function

Description

Events

Click Events to view all events for this offense. When you click
Events, the event search results are displayed. For information
on searching events, see Searching Events or Flows.

Anomaly

Click Anomaly to display the saved search results that caused
the anomaly detection rule to generate this offense.

Note: This button is only displayed if this offense was generated
by an anomaly detection rule.

Flows

Click Flows to further investigate the flows associated with this
offense. When you click Flows, the flow search results are
displayed. See Searching Events or Flows.

Connections

Click Connections to further investigate connections.

Note: This option is only available if you have purchased and
licensed IBM Security QRadar Risk Manager. For more
information, see the IBM Security QRadar Risk Manager
Users Guide.

When you click the Connections icon, the connection search
criteria page is displayed on a new page, pre-populated with the
following event search criteria:

- Time Range - Recent (Last Hour)

+ Column Definition - Specifies the following columns to be
displayed in the search results:

- Last Packet Time

- Source Type

- Source

- Destination Type

- Destination

- Protocol

- Destination Port

- Flow Application

- Flow Source

- Flow Count

- Flow Source Bytes
- Flow Destination Bytes
- Log Source

- Event Count

- Connection Type

You can customize the search parameters, if required. Click
Search to view the connection information.
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Table 3-4 Offense Summary Toolbar (continued)

Function Description
Actions From the Actions list box, you can choose one of the following
actions:

« Follow up - Select this option to mark this offense for further
follow-up. See Marking an Item For Follow-Up.

- Hide - Select this option to hide this offense. For more
information about hiding offenses, see Hiding Offenses.

« Protect Offense - Select this option to protect this offense.
For more information about protecting offenses, see
Protecting Offenses.

- Close - Select this option to close this offense. For more
information about closing offenses, see Closing an Offense.

- Email - Select this option to email the offense summary to one
or more recipients. See Sending Email Notification.

- Add Note - Select this option to add notes to the offense. See
Adding Notes.

- Assign - Select this option to assign this offense to a user.
See Assigning Offenses to Users.

View Attack Path Click View Attack Path to further investigate the attack path of
the offense. When you click the View Attack Path icon, the
Current Topology page is displayed on a new page.

Note: This option is only available if you have purchased and
licensed IBM Security QRadar Risk Manager. For more
information, see the IBM Security QRadar Risk Manager
Users Guide.

Print Click Print to print the offense.

The Offense Summary page provides the following tables of information on the
selected offense:

+ Offense Table

+ Offense Source Summary Table
» Last 5 Notes Table

* Top 5 Source IPs Table

* Top 5 Destination IPs Table

* Top 5 Log Sources Table

* Top 5 Users Table

+ Top 5 Categories Table

+ Last 10 Events Table

+ Last 10 Events (Anomaly Events) Table
+ Last 10 Flows Table

* Top 5 Annotations Table
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NOTE

The top of the page displays the navigation trail to the current view. To return to a
previously viewed page, click the page name on the navigation trail. This option is
not available when viewing the offense summary on a new page.

NOTE

To view a pane on the summary page in greater detail, click the associated toolbar
option. For example, if you want to view the details of the source IP addresses,
click Sources.

Offense Table

The Offense table provides overview details for the offense. For more information
about the toolbar, see Table 3-4.

Table 3-5 Offense Table Parameters

Parameter Description

Magnitude Specifies the relative importance of the offense. The magnitude
bar provides a visual representation of all correlated variables of
the events and flows for this offense. Variables include
Relevance, Severity, and Credibility. Point your mouse over the
magnitude bar to display the values and the calculated
magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.
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Table 3-5 Offense Table Parameters (continued)

Parameter

Description

Status

Displays icons to indicate the status of an offense. Status icons
include:

- Inactive Offense - Indicates that this is an inactive offense.
An offense becomes inactive after five days have elapsed
since the offense received the last event. Also, all offenses
become inactive after upgrading your QRadar SIEM software.

An inactive offense cannot become active again. If new
events are detected for the offense, a new offense is created
and the inactive offense is retained until the offense retention
period has elapsed. You can perform the following actions on
inactive offenses: protect, flag for follow up, add notes, and
assign to users

- Hidden Offense - Indicates that this offense is hidden from
view on the All Offenses page. Hidden offenses are only
visible on the All Offenses page if you perform a search for
hidden offenses. For more information on hidden offenses,
see Hiding Offenses.

« User - Indicates that the offense has been assigned to a user.
When an offense is assigned to a user, the offense is
displayed on the My Offenses page belonging to that user.
For more information about assigning offenses to users, see
Assigning Offenses to Users.

- Protected - Indicates that this offense is protected. The
Protect feature prevents specified offenses from being
removed from the database after the retention period has
elapsed. For more information about protected offenses, see
Protecting Offenses.

- Closed Offense - Indicates that this offense has been
closed. For more information about closing offenses, see
Closing an Offense.

Point your mouse over the icon to display additional information.

Relevance

Specifies the relative importance of this offense.

Severity

Specifies the severity of this offense. Severity specifies the
amount of threat that an offense poses in relation to how
prepared the destination IP address is for the attack. This value
is directly mapped to the event category that correlates to the
offense. For example, a Denial of Service (DoS) attack has a
severity of 10, which specifies a severe occurrence.

Credibility

Specifies the credibility of this offense, as determined by the
credibility rating from source devices. For example, credibility is
increased when multiple offenses report the same event or flow.

Description

Specifies a description of the offense.
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Table 3-5 Offense Table Parameters (continued)

Parameter

Description

Source IP(s)

Specifies the IP address or host name of the device that
attempted to breach the security of a component on your
network. Click the link to view additional details.

For more information about source IP addresses, see Viewing
Offenses By Source IP.

Destination IP(s)

Specifies the IP addresses and asset name (if available) of the
local or remote destinations. Click the link to view additional
details.

For more information about destination |IP addresses, see
Viewing Offenses By Destination IP

Network(s)

Specifies the destination network for this offense. If the offense
has one destination network, this field displays the network leaf.
Click the link to view the network information. If the offense has
more than one destination network, the term Multiple is
displayed. Click the link to view additional details.

Offense Type

Specifies the type of offense. The Offense Type is determined
by the rule that created the offense. For example, if the offense
type is log source event, the rule that generated this offense
correlates events based on the device that detected the event.

Offense types include:

» Source IP

» Destination IP

+ Event Name

« User Name

« Source MAC Address
- Destination MAC Address
- Log Source

« Host Name

- Source Port

« Destination Port

« Source IPv6

« Destination IPv6

+ Source ASN

« Destination ASN

+ Rule

« AppID

Note: The offense type determines what type of information is
displayed on the Offense Source Summary pane.
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Table 3-5 Offense Table Parameters (continued)

Parameter Description

Event/Flows Count Specifies the number of events and flows that have occurred for
this offense and the number of categories.

Click the events link to further investigate the events associated
with this offense. When you click the events link, the event
search results are displayed.

Click the flows link to further investigate the flows associated
with this offense. When you click the flows link, the flow search
results are displayed.

Note: If the flow count displays N/A, the offense may have a
start date that precedes the date that you upgraded to IBM
Security QRadar SIEM 7.1.0 (MR1), therefore, flows cannot
be counted. You can, however, click the N/A link to
investigate the associated flows in the flow search results.

Start Specifies the date and time the first event or flow occurred for
this offense.

Duration Specifies the amount of time elapsed since this offense was first
detected.

Assigned to Specifies the user assigned to this offense.

If no user is assigned, this field specifies Not assigned. Click Not
assigned to assign this offense to a user. For more information,
see Assigning Offenses to Users.

Offense Source Summary Table

The Offense Source Summary Table specifies information about the source of the
offense. The information displayed in the Offense Source field depends on the
type of offense. For example, if the offense type is Source Port, the Offense
Source field displays information about the source port of the event that created
this offense.

For more information about offense types, see Offense Type. For more
information about the offense source summary parameters for each offense type,
see Offense Source Summary Options.

Last 5 Notes Table

The Last 5 Notes table specifies information about the last five user notes for the
offense. Click Notes to view additional information. Click Add Notes to add a note.
For more information about adding a note, see Adding Notes.

Table 3-6 Last 5 Notes Table Parameters

Parameter Description

Notes Specifies the user notes for this offense.

Username Specifies the user who created this note.

Creation Date Specifies the date and time that this note was created.
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Top 5 Source IPs Table

The Top 5 Source IPs table specifies the top five source IP addresses of this
offense, organized by magnitude. Click Sources to view additional information.

Table 3-7 Top 5 Source |IPs Table Parameters

Parameter

Description

Source IP

Specifies the IP address or host name of the device that
attempted to breach the security of a component on your
network.

Magnitude

Specifies the relative importance of the source IP address. The
magnitude bar provides a visual representation of the CVSS risk
value of the asset associated with the source IP address. Point
your mouse over the magnitude bar to display the calculated
magnitude. For more information about CVSS, see the
Glossary.

Location

Specifies the network location of the source IP address.

Vulnerability

Specifies whether this source IP address has vulnerabilities.

User

Specifies the user name for the source IP address. If no user is
identified, this field specifies Unknown.

MAC

Specifies the MAC address for the source IP address. If no MAC
address is identified, this field specifies Unknown.

Weight

Specifies the weight of the source IP address. The weight of an
IP address is assigned on the Assets tab. For more information,
see Managing Assets.

Offenses

Specifies the number of offenses for this source IP address.

Destination(s)

Specifies the number of destination IP addresses for this source
IP address.

Last Event/Flow

Specifies the elapsed time since the last event or flow was
observed for this source IP address.

Events/Flows

Specifies the number of events or flows for this source IP
address.

Top 5 Destination IPs Table

The Top 5 Destination IPs table specifies the top five destination IP addresses of
this offense, organized by magnitude. Click Destinations to view additional

information.

Table 3-8 Top 5 Destination IPs Table Parameters

Parameter

Description

Destination IP

Specifies the IP address or host name of the destination.

Magnitude

Specifies the relative importance of the destination IP address.
The magnitude bar provides a visual representation of the CVSS
risk value of the asset associated with the destination IP
address. Point your mouse over the magnitude bar to display the
calculated magnitude. For more information about CVSS, see
the Glossary.
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Table 3-8 Top 5 Destination IPs Table Parameters (continued)

Parameter Description

Location Specifies the network location of the destination IP address.

Vulnerability Specifies whether the destination IP address has vulnerabilities.

Chained Specifies whether the destination IP address is chained.

A chained destination IP address is associated with other
offenses. For example, a destination IP address may become
the source IP address for another offense. If the destination IP
address is chained, click Yes to view the chained offenses.

User Specifies the user name for the destination IP address. If no
user is identified, this field specifies Unknown.

MAC Specifies the MAC address for the destination IP address. If no
MAC address is identified, this field specifies Unknown.

Weight Specifies the weight of the destination IP address. The weight of
an IP address is assigned on the Assets tab. For more
information, see Managing Assets.

Offenses Specifies the number of offenses for this destination IP address.

Source(s) Specifies the number of source IP addresses for this destination

IP address.

Last Event/Flow

Specifies the elapsed time since the last event or flow was
observed for this destination IP address.

Events/Flows

Specifies the number of events or flows for this destination IP
address.

Top 5 Log Sources Table

The Top 5 Log Sources table specifies the top five log sources of this offense,
organized by the number of events each log source contributed to the offense.
Click Log Sources to view additional information.

Table 3-9 Top 5 Log Sources Table Parameters

Parameter Description

Name Specifies the name of the log source.

Description Specifies the description of the log source.

Group Specifies to which log source group the log source belongs.

Events/Flows

Specifies the number of events or flows associated with the log
source for this offense.

Offenses

Specifies how many offenses are associated with the log source.

Total Events/Flows Specifies the total number of events for the log source.
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Top 5 Users Table

The Top 5 Users table specifies the top 5 users for this offense, organized by the
number of offenses per user. Click Users to view all users for this offense.

Table 3-10 Top 5 Users Table Parameters

Parameter

Description

Name

Specifies the name of the user.

Events/Flows

Specifies the number of events or flows associated with the user
for this offense.

Offenses

Specifies the number of offenses associated with the user.

Total Events/Flows

Specifies the total number of events or flows associated with the
user.

Top 5 Categories Table

The Top 5 Categories table specifies the top five global categories of this offense,
organized by magnitude. Click Categories to view additional information.

Table 3-11 Top 5 Categories Table Parameters

Parameter

Description

Name

Specifies the name of the category.

Magnitude

Specifies the relative importance of the category. The magnitude
bar provides a visual representation of all correlated variables of
the category. Variables include Relevance, Severity, and
Credibility. Point your mouse over the magnitude bar to display
values for the category and the calculated magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.

Local Destination
Count

Specifies the number of local destination IP addresses
associated with this category.

Events/Flows

Specifies the number of events or flows associated with this
category.

First Event/Flow

Specifies the date and time the first event was detected for this
category in this offense.

Last Event/Flow

Specifies the date and time the last event was detected for this
category in this offense.

Last 10 Events Table

The Last 10 Events table specifies the last 10 events of this offense within the last
hour, organized by magnitude. Click Events to view additional information.

NOTE

If the selected offense was generated by an anomaly detection rule, a different set of
parameters are displayed. See Last 10 Events (Anomaly Events) Table.
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Table 3-12 Last 10 Events Table Parameters

Parameter Description

Event Name Specifies a name for this event.

Magnitude Specifies the relative importance of this event. The magnitude
bar provides a visual representation of all correlated variables of
the event. Variables include Relevance, Severity, and
Credibility. Point your mouse over the magnitude bar to display
values for the event and the calculated magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.

Log Source Specifies the log source that detected this event.

Category Specifies the category of this event.

Destination Specifies the destination IP address of this event.

Dst Port Specifies the destination port of this event.

Time Specifies the date and time when the first event was detected in

this normalized event. This date and time is specified by the
device that detected the event.

Last 10 Events (Anomaly Events) Table

The Last 10 Events (Anomaly Events) table specifies the last 10 events of this
offense within the last hour. Click Events to view additional information.

NOTE

This pane is only displayed if this offense was generated by an anomaly detection

rule.

Table 3-13 Last 10 Events (Anomaly Events) Table Parameters

Parameter Description
Event Name Specifies a name for this event.
Time Specifies the date and time when the first event was detected in

this normalized event. This date and time is specified by the
device that detected the event.

Anomaly Text

Specifies a description of the anomalous behavior that was
detected by the anomaly detection rule.

Anomaly Value

Specifies the value that caused the anomaly detection rule to
generate this offense.

Anomaly

Select this option to display the saved search results that
caused the anomaly detection rule to generate this event.
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Offense Source
Summary Options

Last 10 Flows Table

The Last 10 Flows table specifies the last 10 flows of this offense within the last
hour, organized by magnitude. Click Flows to view additional information.

Table 3-14 Last 10 Flows Table Parameters

Parameter Description

Application Specifies the application associated with this flow.
Source IP Specifies the source IP address of this flow.
Source Port Specifies the source port of this flow.

Destination IP

Specifies the destination IP address of this flow

Destination Port

Specifies the destination port of this flow.

Total Bytes

Specifies the total number of bytes for this flow.

Last Packet Time

Specifies the date and time the last packet for this flow was sent.

Top 5 Annotations Table

The Top 5 Annotation table specifies the top five annotations for this offense. Click
Annotations to view additional information.

Table 3-15 Top 5 Annotations Table Parameters

Parameter Description

Annotation Specifies the details for this annotation. Annotations are text
descriptions that rules can automatically add to offenses as part
of the rule response. For more information about rules, see the
IBM Security QRadar SIEM Administration Guide.

Time Specifies the date and time that this annotation was created.

Weight Specifies the weight of this annotation.

The information in the Offense Source Summary table, displayed on the Offense
Summary page, depends on the offense type for the offense you are viewing.

The offense types include:

« Source IP

¢ Destination IP

< Event Name

¢« Username

« Source or Destination MAC Address

* Log Source

¢ Hostname

¢ Source or Destination Port

« Source or Destination IPv6
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e Source or Destination ASN

* Rule
* ApplID

Source IP

If the Offense Type is Source IP, the following information is displayed in the
Offense Source table:

Table 3-16 Source IP Offense Summary Parameters

Parameter

Description

P

Specifies the source IP address associated with the event or flow
that created this offense.

Magnitude

Specifies the relative importance of the source IP address. The
magnitude bar provides a visual representation of the CVSS risk
value of the asset associated with the source IP address. Point
your mouse over the magnitude bar to display the calculated
magnitude. For more information about CVSS, see the
Glossary.

User

Specifies the user associated with this source IP address. If no
user is identified, this field specifies Unknown.

Host Name

Specifies the host name associated with the source IP address.
If no host name is identified, this field specifies Unknown.

Asset Name

Specifies the asset name, which you can assign using the Asset
Profile function. For more information, see Managing Assets.

Offenses

Specifies the number of offenses associated with this source IP
address. Click the link to view more details.

Location

Specifies the network location of the source IP address. If the
location is local, you can click the link to view the networks.

Vulnerabilities

Specifies the number of identified vulnerabilities associated with
this source IP address. This value also includes the number of
active and passive vulnerabilities.

MAC Specifies the MAC address of the source IP address when the
offense began. If the MAC address is unknown, this field
specifies Unknown.

Asset Weight Specifies the asset weight, which you can assign using the Asset

Profile function. For more information, see Managing Assets.

Events/Flows

Specifies the number of events or flows associated with the
source |IP address. Click the link to view more details.
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Destination IP

If the Offense Type is Destination IP, the following information is displayed in the
Offense Source table:

Table 3-17 Destination IP Offense Summary Parameters

Parameter

Description

P

Specifies the destination IP address associated with the event or
flow that created this offense.

Magnitude

Specifies the relative importance of the destination IP address.
The magnitude bar provides a visual representation of the CVSS
risk value of the asset associated with the destination IP
address. Point your mouse over the magnitude bar to display the
calculated magnitude. For more information about CVSS, see
the Glossary.

User

Specifies the user associated with this destination IP address. If
no user is identified, this field specifies Unknown.

Host Name

Specifies the host name associated with the destination IP
address. If no host name is identified, this field specifies
Unknown.

Asset Name

Specifies the asset name, which you can assign using the Asset
Profile function. For more information, see Managing Assets.

Chained

Specifies whether the destination IP address is chained.

A chained destination IP address is associated with other
offenses. For example, a destination IP address may become the
source IP address for another offense. If the destination IP
address is chained, click Yes to view the chained offenses.

Offenses

Specifies the number of offenses associated with this destination
IP address. Click the link to view more details.

Location

Specifies the network location of the destination IP address. If
the location is local, you can click the link to view the networks.

Vulnerabilities

Specifies the number of identified vulnerabilities associated with
this destination IP address. This value also includes the number
of active and passive vulnerabilities.

MAC Specifies the MAC address of the destination IP address when
the offense began. If the MAC address is unknown, this field
specifies Unknown.

Asset Weight Specifies the asset weight, which you can assign using the Asset

Profile function. For more information, see Managing Assets.

Events/Flows

Specifies the number of events or flows association with the
destination IP address. Click the link to view more details.
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Event Name

If the Offense Type is Event Name, the following information is displayed in the
Offense Source table:

The information displayed for Event Name offenses is derived from the QRadar
SIEM ldentifier (QID) map, which maps events to unique identifiers.

Table 3-18 Event Name Offense Summary Parameters

Parameter Description

Event Name Specifies the event name, as identified in the QID map,
associated with the event or flow that created this offense. Point
your mouse over the event name to view the QID.

High Level Specifies the high-level category of the event. For more

Category information about high-level categories, see the IBM Security
QRadar SIEM Administration Guide.

Severity Specifies the severity of the event.

Offenses Specifies the number of offenses associated with this event
name. Click the link to view more details.

Low Level Specifies the low-level category of the event. For more

Category information about low-level categories, see the IBM Security
QRadar SIEM Administration Guide.

Events/Flows Specifies the number of events or flows associated with this

event name. Click the link to view more details.

Username

If the Offense Type is Username, the following information is displayed in the
Offense Source table:

Table 3-19 Username Offense Summary Parameters

Parameter Description

Username Specifies the user name associated with the event or flow that
created this offense.

Note: If you move your mouse pointer over the Username
parameter, the tooltip that is displayed provides the user
name associated with the most recent user name information
from the Asset tab instead of the username associated with
the event or flow that created this offense.

Last Known Host  Specifies the current host the user is associated with. If no host
is identified, this field specifies Unknown.

Note: This field does not display historical information.

Last Known MAC Specifies the last known MAC address of the user. If no MAC is
identified, this field specifies Unknown.

Note: This field does not display historical information.

Last Observed Specifies the date and time the user was last observed on the
system.

IBM Security QRadar SIEM Users Guide



56 INVESTIGATING OFFENSES

Table 3-19 Username Offense Summary Parameters (continued)

Parameter

Description

Offenses

Specifies the number of offenses associated with this user. Click
the link to view more details.

Last Known Group

Specifies the current group the user belongs to. If no group is
currently associated with the user name, the value for this field is
Unknown.

Note: This field does not display historical information.

Last Known
Machine

Specifies the current machine name associated with the user. If
no machine name is identified, this field specifies Unknown.

Note: This field does not display historical information.

Last Known IP

Specifies the current IP address of the user. If no IP address is
identified, this field specifies Unknown.

Note: This field does not display historical information.

Events/Flows

Specifies the number of events or flows association with the user
name. Click the link to view more details.

Source or Destination MAC Address

If the Offense Type is Source MAC Address or Destination MAC Address, the
following information is displayed in the Offense Source table:

Table 3-20 Source or Destination MAC Address Offense Summary Parameters

Parameter

Description

MAC Address

Specifies the MAC address associated with the event that
created this offense. If no MAC address is identified, this field
specifies Unknown.

Last Known Host

Specifies the current host of the MAC address. If no host is
identified, this field specifies Unknown.

Note: This field does not display historical information.

Last Known
Username

Specifies the current user of the MAC address. If no MAC
address is identified, this field specifies Unknown.

Note: This field does not display historical information.

Last Observed

Specifies the date and time the last MAC address was observed
on the system.

Offenses

Specifies the number of offenses associated with this MAC
address. Click the link to view more details.

Last Known IP

Specifies the current IP address associated with the MAC
address. If no IP address is currently associated with the MAC
address, the value for this field is Unknown.

Note: This field does not display historical information.

Last Known
Machine

Specifies the current machine name associated with the MAC
address. If no machine name is identified, this field specifies
Unknown.

Note: This field does not display historical information.
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Table 3-20 Source or Destination MAC Address Offense Summary Parameters

Parameter Description

Last Known Group Specifies the current group associated with the MAC address. If
no group is identified, this field specifies Unknown.

Note: This field does not display historical information.

Events/Flows Specifies the number of events associated with this MAC
address. Click the link to view more details.

Log Source

If the Offense Type is Log Source, the following information is displayed in the
Offense Source table:

NOTE

The information displayed for log source offenses is derived from the Log Sources
page on the Admin tab. You must have administrative access to access the
Admin tab and manage log sources. For more information about log source
management, see the IBM Security QRadar Log Sources User Guide.

Table 3-21 Log Source Offense Summary Parameters

Parameter Description

Log Source Name Specifies the log source name, as identified in the Log Sources
table, associated with the event that created this offense.

Description Specifies the description of the log source.

Last Event/Flow  Specifies the date and time this log source was last observed on

Time the system.

Offenses Specifies the number of offenses associated with this log source.
Click the link to view more details.

Log Source Specifies the host name of the log source.

Identifier

Group Specifies to which group the log source belongs.

Status Specifies the status of this log source.

Events/Flows Specifies the number of events associated with this log source.

Click the link to view more details.
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Hostname

If the Offense Type is Hostname, the following information is displayed in the
Offense Source table:

Table 3-22 Hostname Offense Summary Parameters

Parameter

Description

Hostname

Specifies the host name associated with the flow that created
this offense.

Last Known MAC

Specifies the current MAC address associated with the host
name. If no MAC address is identified, this field specifies
Unknown.

Note: This field does not display historical information.

Last Known
Username

Specifies the current user name associated with the host name.
If no user is identified, this field specifies Unknown.

Note: This field does not display historical information.

Last Observed

Specifies the date and time the host name was last observed on
the system.

Offenses

Specifies the number of offenses associated with this host name.
Click the link to view more details.

Last Known
Machine

Specifies the current machine name associated with this host
name. If no machine name is identified, this field specifies
Unknown.

Note: This field does not display historical information.

Last Known IP

Specifies the current IP address associated with the host name.
If no IP address is currently associated with the host name, the
value for this field is Unknown.

Note: This field does not display historical information.

Last Known Group

Specifies the current group to which this host name is assigned.
If no group is identified, this field specifies Unknown.

Note: This field does not display historical information.

Events/Flows

Specifies the number of flows associated with this host name.
Click the link to view more details.

Source or Destination Port

If the Offense Type is Source Port or Destination Port, the following information is
displayed in the Offense Source table:

Table 3-23 Source or Destination Port Offense Summary Parameters

Parameter

Description

Port

Specifies the port associated with the event or flow that created
this offense.

Offenses

Specifies the number of offenses associated with this port. Click
the link to view more details.

Events/Flows

Specifies the number of events or flows associated with this port.
Click the link to view more details.
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Source or Destination IPv6

If the Offense Type is Source IPv6 or Destination IPv6, the following information is
displayed in the Offense Source table:

Table 3-24 Source or Destination IPv6 Offense Summary Parameters

Parameter Description

IPv6 Specifies the IPv6 address associated with the event or flow that
created this offense.

Offenses Specifies the number of offenses associated with this IPv6
address. Click the link to view more details.

Events/Flows Specifies the number of events or flows associated with this IPv6
address. Click the link to view more details.

Source or Destination ASN

If the Offense Type is Source ASN or Destination ASN, the following information is
displayed in the Offense Source table:

Table 3-25 Source or Destination ASN Offense Summary Parameters

Parameter Description

ASN Index Specifies the ASN value associated with the flow that created
this offense.

Offenses Specifies the number of offenses associated with this ASN. Click

the link to view more details.

Events/Flows Specifies the number of flows associated with this ASN. Click the
link to view more details.

Rule

If the Offense Type is Rule, the following information is displayed in the Offense
Source table:

The information displayed for rule offenses is derived from the Rules tab. For
more information about rules, see the IBM Security QRadar SIEM Administration
Guide.

Table 3-26 Rule Offense Summary Parameters

Parameter Description

Rule Name Specifies the name of the rule associated with the event or flow
that created this offense.

Group(s) Specifies which rule group this rule belongs to.

Events/Flows Specifies the number of events or flows associated with this rule.

Click the link to view more details.

Notes Specifies the notes for this rule.

Rule Description  Specifies the summary of the rule parameters.

Response Specifies the response type for the rule.
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Adding Notes

Step 1
Step 2
Step 3
Step 4

Step 5

NOTE

Table 3-26 Rule Offense Summary Parameters (continued)

Parameter Description
Rule Type Specifies the rule type for the offense.
Offenses Specifies the number of offenses associated with this rule. Click

the link to view more details.

App ID

If the Offense Type is App ID, the following information is displayed in the Offense
Source table:

Table 3-27 App ID Summary Parameters

Parameter Description

Application Name Specifies the application associated with the flow that created
this offense.

Offenses Specifies the number of offenses associated with this

application. Click the link to view more details.

Events/Flows Specifies the number of flows associated with this application.
Click the link to view more details.

You can add notes to any offense on the Offenses tab. Notes can include any
information you want to capture for the offense. For example, you could add a note
that specifies information that is not automatically included in an offense, such as a
Customer Support ticket number or offense management information.

To add notes to an offense:

Click the Offenses tab.

Navigate to the offense to which you want to add notes.

Double-click the offense.

Select the Add Note option.

The Add Note option is available on the following locations in an offense summary:
+ Actions list box on the offense summary toolbar.

+ Add Note icon on the Last 5 Notes pane.

Type the note you want to include for this offense. You can type up to 1996
characters.

The note text does not automatically wrap text and is not editable.The text is
displayed on the tab exactly as entered. For example, if you type the text without
inserting hard carriage returns, the note text is displayed on one line in the Notes
summary and the Note column includes a scroll bar.
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Step 6 Click Add Note.

Removing Offenses
From the Offenses
Tab

Step 1
Step 2
Step 3

NOTE

The note is displayed in the Last 5 Notes pane on the offense summary. A Notes
icon is displayed in the flag column of the offenses list. If you hover your mouse
over the notes indicator, the note for that offense is displayed.

You can remove an offense from the Offenses tab using the following options:

* Hiding Offenses

* Showing Hidden Offenses

* Closing an Offense

+ Closing Listed Offenses

You can hide or close an offense from any offense list (for example, All Offenses)
or the Offense Summary pages. The procedures below provide instruction on how
to hide and close offenses from the All Offenses page.

Hiding Offenses

After you hide an offense, the offense is no longer displayed in any list (for
example, All Offenses) on the Offenses tab; however, if you perform a search that
includes the hidden offenses, the item is displayed in the search results.To hide an
offense:

Click the Offenses tab.
Click All Offenses.
Select the offense you want to hide.

To hide multiple offenses, hold the Control key while you select each offense you
want to hide.

Step 4 From the Actions list box, select Hide.
Step 5 Click OK.

NOTE

Step 1
Step 2

The All Offenses page displays all offenses except the hidden offenses.

If you are viewing results of a search that is configured to exclude hidden
offenses, the offense counts that are displayed in the By Category pane of the
Offenses tab may not be correct. If you want to view the total count in the By
Category pane, clear the Hidden Offenses check box in the Excludes pane on
your offense search page.

Showing Hidden Offenses

Hidden offenses are not visible on the Offenses tab, however, you can show
hidden offenses if you want to view them again. To view hidden offenses:

Click the Offenses tab.
Click All Offenses.
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Step 3

Step 4
Step 5

Step 1
Step 2
Step 3

NOTE

Step 4
Step 5

Step 6

Step 7

Use the Search feature to show the hidden offenses:
a From the Search list box, select New Search.

b In the Exclude option list on the Search Parameters pane, clear the Hidden
Offenses check box.

¢ Click Search.

The All Offenses page is displayed, including all offenses. The offense is
specified as hidden by the Hidden icon in the Flag column.The hidden offenses
are still configured as hidden; therefore, the next time you display All Offenses
without the search parameters applied, you will not see the hidden offenses.

Locate and select the hidden offense you want to show.
From the Actions list box, select Show.
Now the hidden offense is no longer configured as hidden.

Closing an Offense

After you close (delete) an offense, the offense is no longer displayed in any list
(for example, All Offenses) on the Offenses tab. The closed offense is removed
from the database after the offense retention period has elapsed. The default
offense retention period is 3 days. If additional events occur for that offense, a new
offense is created. If you perform a search that includes closed offenses, the item
is displayed in the search results as long as it has not been removed from the
database.

To close an offense:
Click the Offenses tab.
Click All Offenses.

Select the offense you want to close.

To close multiple offenses, hold the Control key while you select each offense you
want to close.

From the Actions list box, select Close.

From the Reason for Closing list box, select a reason. The default reason is
non-issue.

If you have the Manage Offense Closing permission, you can add custom reasons
to the Reason for Closing list box. For more information, see the IBM Security
QRadar SIEM Administration Guide.

Optional. In the Notes field, type a note to provide additional information about
closing the note.

By default, the Notes field displays the note entered for the previous offense
closing. Notes must not exceed 2,000 characters. This note will be displayed in the
Notes pane of this offense.

Click OK.
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Protecting Offenses
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After you close an offense, the counts that are displayed on the By Category pane
of the Offenses tab can take several minutes to reflect the closed offense.

Closing Listed Offenses

The offenses that are displayed on the summary page include either all the
offenses or, if a search is applied, a subset of offenses. You can close (delete) all
listed offenses from the Offenses tab. After the offense retention period has
elapsed, closed offenses are removed from the database. If additional events
occur for that offense, a new offense is created. If you perform a search that
includes closed offenses, the item is displayed in the search results as long as it
has not been removed from the database.

To close listed offenses:

Click the Offenses tab.

Click All Offenses.

From the Actions list box, select Close Listed.

From the Reason for Closing list box, select a reason. The default reason is
non-issue.

If you have the Manage Offense Closing permission, you can add custom reasons
to the Reason for Closing list box. For more information, see the IBM Security
QRadar SIEM Administration Guide.

Optional. In the Notes field, type a note to provide additional information about
closing the note. Notes must not exceed 2,000 characters. This note will be
displayed in the Notes pane of these offenses.

Click OK.
The closed offenses are no longer listed.

After you close offenses, the counts that are displayed on the By Category pane
of the Offenses tab can take several minutes to reflect the closed offenses.

Offenses are retained for a configurable retention period. The default retention
period is 3 days; however, Administrators can customize the retention period. You
might have offenses that you want to retain regardless of the retention period. You
can use the Protect feature to prevent these offenses from being removed from the
database after the retention period has elapsed. For more information about the
Offense Retention Period, see the IBM Security QRadar SIEM Administration
Guide.
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Step 2
Step 3
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Step 4
Step 5

Step 1
Step 2
Step 3
Step 4

Step 1
Step 2
Step 3

ES

When the SIM data model is reset using the Hard Clean option, all offenses,
including protected offenses, are removed from the database and the disk. You
must have administrative privileges to reset the SIM data model. For more
information, see the IBM Security QRadar SIEM Administration Guide.

This section includes the following topics:
* Protecting Offenses

* Protecting Listed Offenses

* Unprotecting Offenses

* Unprotecting Listed Offenses

Protecting Offenses
To protect offenses:
Click the Offenses tab.
Click All Offenses.

Select the offense you want to protect.

To protect multiple offenses, hold the Control key while you select each offense
you want to protect.

From the Actions list box, select Protect.
Click OK.

The protected offense is indicated by a Protected icon in the Flag column.
Protecting Listed Offenses

To protect listed offenses:

Click the Offenses tab.

Click All Offenses.

From the Actions list box, select Protect Listed.

Click OK.

The protected offenses are indicated by a Protected icon in the Flag column.

Unprotecting Offenses

To unprotect offenses:

Click the Offenses tab.

Click All Offenses.

Select the offense you want to unprotect.
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To unprotect multiple offenses, hold the Control key while you select each
protected offense you want to unprotect.

You can use the Search feature to display only protected offenses. If you clear the
Protected check box and ensure all other options are selected under the
Excludes option list on the Search Parameters pane, only protected offenses are
displayed.

From the Actions list box, select Unprotect.
Click OK.
The unprotected offense no longer displays the Protected icon in the Flag column.

Unprotecting Listed Offenses

To unprotect listed offenses:
Click the Offenses tab.
Click All Offenses.

You can use the Search feature to display only protected offenses. If you clear the
Protected check box and ensure all other options are selected under the
Excludes option list on the Search Parameters pane, only protected offenses are
displayed.

From the Actions list box, select Unprotect Listed.
Click OK.
The unprotected offenses no longer display the Protected icon in the Flag column.

You can export offenses in Extensible Markup Language (XML) or Comma
Separated Values (CSV). Exporting offenses allows you to re-use or store your
offense data. For example, you could export offenses to create non-QRadar
SIEM-based reports. You could also export offenses as a secondary long-term
retention strategy. Customer Support might require you to export offenses for
troubleshooting purposes.

The resulting XML or CSYV file includes the parameters specified in the Column
Definition pane of your search parameters. The length of time required to export
your data depends on the number of parameters specified.

To export offenses:

Click the Offenses tab.

On the navigation menu, click All Offenses.

Select the offense you want to export.

Choose one of the following:
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+ If you want to export the offenses in XML format, select Actions > Export to
XML from the Actions list box.

+ If you want to export the offenses in CSV format, select Actions > Export to
CSV from the Actions list box

Step 5 Choose one of the following:

« If you want to open the list for immediate viewing, select the Open with option
and select an application from the list box.

+ If you want to save the list, select the Save to Disk option.
Step 6 Click OK.

Assigning Offenses  Using the Offenses tab, you can assign offenses to QRadar SIEM users for

to Users investigation. When an offense is assigned to a user, the offense is displayed on

the My Offenses page belonging to that user. You must have appropriate privileges
to assign offenses to users. For more information about user roles, see the IBM
Security QRadar SIEM Administration Guide.

You can assign offenses to users from either the Offenses tab or Offense
Summary pages. The procedure below provides instruction on how to assign
offenses from the Offenses tab.
To assign an offense to a user:

Step 1 Click the Offenses tab.

Step 2 Click All Offenses.

Step 3 Select the offense you want to assign.

NOTE

To assign multiple offenses, hold the Control key while you select each offense
you want to assign.

Step 4 From the Actions list box, select Assign.
Step 5 From the Username list box, select the user you want to assign this offense to.

NOTE

The Username list box only displays users who have Offenses tab privileges.

Step 6 Click Save.

The offense is assigned to the selected user. The User icon is displayed in the
Flag column of the Offenses tab to indicate that the offense is assigned. The
designated user can also see this offense in their My Offenses page.

Sending Email You can send an email containing an offense summary to any valid email address.
Notification The body of the email message includes the following information (if available):

« Source IP address
« Source user name, host name, or asset name

« Total number of sources
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Top five sources by magnitude

Source networks

Destination IP address

Destination user name, host name, or asset name
Total number of destinations

Top five destinations by magnitude

Destination networks

Total number of events

Rules that caused the offense or event rule to fire
Full description of offense or event rule

Offense ID

Top five categories

Start time of offense or time the event generated
Top five Annotations

Link to the offense in the QRadar SIEM user interface
Contributing CRE rules

send an email notification:

Step 1 Click the Offenses tab.

Step 2 Navigate to the offense for which you want to send an email notification.

Step 3 Double-click the offense.

Step 4 From the Actions list box, select Email.

Step 5 Enter values for the following parameters:

Table 3-28 Notification Preferences Parameters

67

Item Description

To Type the email address of the user you want to notify if a change
occurs to the selected offense. Separate multiple email addresses
with a comma.

From Type the default originating email address. The default is

root@localhost.com.

Email Subject

Type the default subject for the email. The default is Offense ID.

Email

Message email.

Type the standard message you want to accompany the notification

Step 6 Click Send.

An

email is immediately sent to the email recipients.
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Marking an Item For
Follow-Up

Step 1
Step 2
Step 3
Step 4

NOTE

Using the Offenses tab, you can mark an offense, source IP address, destination
IP address, and network for follow-up. This allows you to track a particular item for
further investigation.

To mark an item for follow-up:

Click the Offenses tab.

Navigate to the offense you want to mark for follow-up.

Double-click the offense you want to mark for follow-up.

From the Actions list box, select Follow up.

The offense now displays a flag in the Flags column, indicating the offense is
flagged for follow-up.

If you do not see your flagged offense on the offenses list, you can sort the list to
display all flagged offenses first. To sort an offense list by flagged offense,
double-click the Flags column header.

Viewing Offenses
By Category

NOTE

Step 1
Step 2

NOTE

The By Category details page provides you with a view of all offenses based on the
high-level category.

By default, the By Category details page is organized by offense count. If you
change the display, click Save Layout to save the current display as your default
view. The next time you log in to the Offenses tab, the saved layout is displayed.

To view offenses by category:
Click the Offenses tab.
On the navigation menu, click By Category.

The By Category details page is displayed, displaying high-level categories. The
counts for each category are accumulated from the values in the low-level
categories.

Low-level categories with associated offenses are displayed with an arrow. You
can click the arrow to view the associated low-level categories. If you want to view
all categories, click Show Inactive Categories.

IBM Security QRadar SIEM Users Guide



Viewing Offenses By Category 69

Table 3-29 By Category Details Page Parameters

Parameter Description

Category Name Specifies on the following high-level categories:

Access - Events resulting from an attempt to access network
resources. For example, firewall accept or deny.

Application - Events relating to application activity.
Audit - Events relating to audit activity.

Authentication - Events relating to authentication controls,
group, or privilege change. For example, log in or log out.

CRE - Events generated from an offense, event, or flow rule.
For more information about creating custom rules, see the IBM
Security QRadar SIEM Administration Guide.

DOS - Events relating to Denial of Service (DoS) or Distributed
Denial of Service (DDoS) attacks against services or hosts, for
example, brute force network DoS attacks.

Exploit - Events relating to application exploits and buffer
overflow attempts, for example, buffer overflow or web
application exploits.

Malware - Events relating to viruses, trojans, back door
attacks, or other forms of hostile software. This may include a
virus, trojan, malicious software, or spyware.

Policy - Events regarding corporate policy violations or
misuse.

Potential Exploit - Events relating to potential application
exploits and buffer overflow attempts.

Recon - Events relating to scanning and other techniques
used to identify network resources, for example, network or
host port scans.

Risk - Events relating to IBM Security QRadar Risk Manager.
This category only displays offenses when IBM Security
QRadar Risk Manager has been purchased and licensed. For
more information, see the IBM Security QRadar Risk Manager
Users Guide.
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NOTE

Table 3-29 By Category Details Page Parameters (continued)

Parameter

Description

« Risk Manager Audit - Events relating to suspicious or
unapproved SIM audit events in IBM Security QRadar Risk
Manager. This category only displays offenses when the IBM
Security QRadar Risk Manager has been purchased and
licensed. For more information, see the IBM Security QRadar
Risk Manager Users Guide.

- SIM Audit - Events relating to suspicious or unapproved SIM
audit events.

« Suspicious Activity - Events where the nature of the threat is
unknown but behavior is suspicious including protocol
anomalies that potentially indicate evasive techniques. For
example, packet fragmentation or known Intrusion Detection
System (IDS) evasion techniques.

- System - Events related to system changes, software
installation, or status messages.

+ User Defined- Events or flows related to custom rules.

+ VIS Host Discovery - Events related to Vulnerability
Assessment Integration Server (VIS) host discovery.

For more information about high-level categories, see the IBM
Security QRadar SIEM Administration Guide.

Offense Count

Specifies the number of active offenses in each category. Active
offenses are offenses that have not been hidden or closed.

Local Destination
Count

Specifies the number of local destination IP addresses
associated with this category.

Source Count

Specifies the number of source IP addresses associated with
offenses in this category. If a source IP address is associated
with offenses in five different low-level categories, the source IP
address is only counted once.

Event/Flow Count

Specifies the number of active events or flow (events or flows that
are not closed or hidden) associated with this offense in this
category.

Offenses only stay active for a period of time if no new events or
flows are received. The offenses are still displayed on the
Offenses tab, but are not counted in this field.

First Offense

Specifies the date and time of the occurrence of the first offense
in this category.

Last Updated

Specifies the date and time of the occurrence of the last offense
in the specified category.

Count fields, such as Event/Flow Count and Source Count, do not consider
network permissions of the user.

Step 3 To view additional low-level category information for a particular category, click the
arrow icon next to the category name.
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Offense information is displayed for each low-level category.

To view detailed offense information, double-click any low-level category to view
the list of associated offenses.

For more information about managing offenses, see Managing Offenses.

Viewing Offenses

By Source IP

Step 1
Step 2

You can view offenses organized by source IP address. A source IP address
specifies the host that has generated offenses as a result of attempting to attack
your system. All source IP addresses are listed with the highest magnitude first.
The list of offenses only displays source IP addresses with active offenses.

To view offenses by source IP address:
Click the Offenses tab.

Click By Source IP.

The By Source IP details page provides the following information:
Table 3-30 By Source IP Details Page Parameters

Parameter Description

View Offenses Select an option from this list box to filter on the offenses you
want to view on this page. You can view all offenses or filter by
the offenses based on a time range. From the list box, select the
time range you want to filter by.

Current Search The top of the table displays the details of the search parameters
Parameters applied to the search results. To clear these search parameters,
click Clear Filter.

Note: This parameter is only displayed after you apply a filter.

Flag Specifies the action taken on the source IP address. For
example, if a flag is displayed, the offense is source IP address
for follow-up. Point your mouse over the icon to display additional

information.

Source IP Specifies the IP address or host name of the device that
attempted to breach the security of a component on your
network.

Magnitude Specifies the relative importance of the source IP address. The

magnitude bar provides a visual representation of the CVSS risk
value of the asset associated with the source IP address. Point
your mouse over the magnitude bar to display the calculated
magnitude. For more information about CVSS, see the Glossary.

Location Specifies the network, continent, or country where the source IP
address is located. Countries are represented with a flag.

Vulnerability Specifies whether this source IP address has vulnerabilities.

User Specifies the user associated with this source IP address. If no
user is identified, this field specifies Unknown.

MAC Specifies the MAC address associated with this source IP
address. If no MAC address is identified, this field specifies
Unknown.
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Table 3-30 By Source IP Details Page Parameters (continued)

Parameter Description

Weight Specifies the weight of this source IP address. The weight of an
IP address is assigned on the Assets tab. For more information,
see Managing Assets.

Offenses Specifies the number of offenses associated with this source IP

address.

Destination(s)

Specifies the number of destination IP addresses associated with
this source IP address.

Last Event/Flow

Specifies the elapsed time since the last event or flow was
observed on the system for this source IP address.

Events/Flows

Specifies the number of events or flows associated with this
source |IP address.

Step 3 Double-click the source IP address you want to view.

NOTE

NOTE

If you want to view the source IP address on a new page, hold the Control key
while you double-click the source IP address.

The top of the page displays the navigation trail to the current view. If you want to
return to a previously viewed page, click the page name on the navigation trail.

The Source Details page provides the following information:

Table 3-31 Source Details Page Parameters

Parameter

Description

Magnitude

Specifies the relative importance of the source IP address. The
magnitude bar provides a visual representation of the CVSS risk
value of the asset associated with the source IP address. Point
your mouse over the magnitude bar to display the calculated
magnitude. For more information about CVSS, see Glossary.

Specifies the IP address or host name of the device that
attempted to breach the security of a component on your
network.

Location

Specifies the location of the source IP address. Countries are
represented with their flag.

Offense(s)

Specifies the names of the offenses associated with this source
IP address. To view additional information about the offense,
click the name or term that is displayed.

If there are multiple offenses, the term Multiple is displayed.
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Table 3-31 Source Details Page Parameters (continued)

Parameter

Description

Local

Destination(s)

Specifies the local destination IP addresses associated with the
source IP address. To view additional information about the
destination IP addresses, click the IP address or term that is
displayed.

If there are multiple destination IP addresses, the term Multiple
is displayed.

Events/Flows

Specifies the total number of events or flows associated with this
source |IP address.

First event/flow Specifies the date and time in which this source IP address

seen on

generated the first event or flow.

Last event/flow Specifies the date and time of the last generated event or flow

seen on

associated with this source IP address.

The Source toolbar provides the following functions:
Table 3-32 Source Toolbar

Function

Description

Destinations

Click Destinations to view the list of local destination IP addresses for
this source IP address.

Offenses Click Offenses to view a list of offenses associated with this source IP
address.
Notes Click Notes to view all notes for this source IP address. For more
information about notes, see Adding Notes.
View Click View Topology to further investigate the source of the offense.
Topology When you click the View Topology icon, the Current Topology page is
displayed on a new page.
Note: This option is only available when IBM Security QRadar Risk
Manager has been purchased and licensed. For more information,
see the IBM Security QRadar Risk Manager Users Guide.
Actions From the Actions list box, you can choose one of the following actions:

« Follow up - Select this option to mark this offense for further
follow-up. See Marking an Item For Follow-Up.

- Add Notes - Select this option to add notes for this destination IP
address. See Adding Notes.

- Print - Select this option to print this offense.

Step 4 To view a list of local destination IP addresses for the source IP address, click

Destinations on the Source page toolbar.
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The List of Local Destinations provides the following parameters:
Table 3-33 By Source IP - List of Local Destinations

Parameter

Description

Flag

Specifies the action taken on the destination IP address. For
example, if a flag is displayed, the destination IP address is
marked for follow-up. Point your mouse over the icon to display
additional information.

Destination IP

Specifies the IP address of the destination. If DNS lookups is
enabled on the Admin tab, you can view the DNS name by
pointing your mouse over the IP address. For more information,
see the IBM Security QRadar SIEM Administration Guide.

Magnitude

Specifies the relative importance of this destination IP address.
The magnitude bar provides a visual representation of all
correlated variables of the destination IP address. Variables
include Relevance, Severity, and Credibility. Point your mouse
over the magnitude bar to display values and the calculated
magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.

Location

Specifies the location of the destination IP address.

Vulnerability

Specifies whether this destination IP address has vulnerabilities.

User

Specifies the user name for the destination IP address. If no user
is identified, this field specifies Unknown.

MAC

Specifies the MAC address for the destination IP address. If no
MAC address is identified, this field specifies Unknown.

Weight

Specifies the weight of this destination IP address. The weight of
an IP address is assigned on the Assets tab. For more
information, see Managing Assets.

Offenses

Specifies the number of offenses associated with this destination
IP address.

Source(s)

Specifies the number of source IP addresses associated with this
destination IP address.

Last Event/Flow

Specifies the time elapsed since the last event or flow.

Events/Flows

Specifies the number of events or flows associated with this
destination IP address.
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The List of Local Destinations toolbar provides the following functions:
Table 3-34 By Source IP - List of Local Destinations Toolbar

Function Description

Offenses Click Offenses to view a list of offenses for this destination IP address.

Sources Click Sources to view a list of source IP addresses for this destination
IP address. For more information, see Table 3-30.

Search Click Search to filter destination IPs for this source IP address. To filter
destinations:

1 Click Search.
2 Enter values for the following parameters:

Destination Network - From the list box, select the network you
want to filter.

Magnitude - From the list box, select whether you want to filter for
magnitude Equal to, Less than, or Greater than the configured value.

Sort by - From the list box, select how you want to sort the filter
results.

3 Click Search.

The list of local destinations is displayed. For more information about
results, see table Table 3-33.

Step 5 To view a list of offenses associated with this source IP address, click Offenses on
the Source page toolbar.
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Table 3-35 By Source IP - List of Offenses

Parameter

Description

Flag

Indicates the action taken on the offense. The actions are
represented by the following icons:

« Flag - Indicates that the offense is marked for follow-up. This
allows you to track a particular item for further investigation.
For more information about how to mark an offense for
follow-up, see Marking an Item For Follow-Up.

« User - Indicates that the offense has been assigned to a user.
When an offense is assigned to a user, the offense is
displayed on the My Offenses page belong to that user. For
more information about assigning offenses to users, see
Assigning Offenses to Users.

« Notes - Indicates that a user has added notes to the offense.
Notes can include any information you want to capture for the
offense. For example, you could add a note that specifies
information that is not automatically included in an offense,
such as a Customer Support ticket number or offense
management information. For more information about adding
notes, see Adding Notes.

« Protected - Indicates that this offense is protected. The
Protect feature prevents specified offenses from being
removed from the database after the retention period has
elapsed. For more information about protected offenses, see
Protecting Offenses.

- Inactive Offense - Indicates that this is an inactive offense. An
offense becomes inactive after five days have elapsed since
the offense received the last event. Also, all offenses become
inactive after upgrading your QRadar SIEM software.

An inactive offense cannot become active again. If new events
are detected for the offense, a new offense is created and the
inactive offense is retained until the offense retention period
has elapsed. You can perform the following actions on inactive
offenses: protect, flag for follow up, add notes, and assign to
users.

Point your mouse over the icon to display additional information.

ID

Specifies the QRadar SIEM identifier for this offense.

Description

Specifies the description for this offense.

Offense Type

Specifies the type of offense. The Offense Type is determined by
the rule that created the offense. For example, if the offense type
is a log source event, the rule that generated this offense
correlates events based on the device that detected the event.

Offense Source

Specifies information about the source of the offense. The
information displayed in the Offense Source field depends on
the type of offense. For example, if the offense type is Source
Port, the Offense Source field displays the source port of the
event that created this offense.
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Table 3-35 By Source IP - List of Offenses (continued)

Parameter

Description

Magnitude

Specifies the relative importance of the offense. The magnitude
bar provides a visual representation of all correlated variables of
the events and flows. Variables include Relevance, Severity, and
Credibility. Point your mouse over the magnitude bar to display
values and the calculated magnitude.

Note: For more information about relevance, severity, and
credibility, see Glossary.

Source IPs

Specifies the IP address or host name of the device that
attempted to breach the security of a component on your network.
If DNS lookups is enabled on the Admin tab, you can view the
DNS name by pointing your mouse over the IP address or asset
name. For more information, see the IBM Security QRadar SIEM
Administration Guide.

Destination IPs

Specifies the IP addresses and asset names (if available) of the
destination associated with this offense. If DNS lookups is
enabled on the Admin tab, you can view the DNS name by
pointing your mouse over the IP address or asset name. For
more information, see the IBM Security QRadar SIEM
Administration Guide.

Users

Specifies the users associated with this offense. If no user is
identified, this field specifies Unknown.

Log Sources

Specifies the log sources associated with this offense.

Events Specifies the number of events associated with this offense.
Flows Specifies the number of flows associated with this offense.
Start Date Specifies the date and time of the first occurrence of this offense.

Last Event/Flow

Specifies the time elapsed since the last event or flow.

The List of Offenses toolbar provides the following functions:
Table 3-36 By Source IP - List of Offenses Toolbar

Function Description

Sources Click Sources to view a list of source IP addresses for the selected
offense. For more information, see Viewing Offenses By Source IP.

Destinations Click Destinations to view all destination IP addresses for the selected
offense. For more information, see Viewing Offenses By Destination

IP.
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Table 3-36 By Source IP - List of Offenses Toolbar (continued)

Function Description

Categories  Click Categories to view category information for the selected offense.

Name - Specifies the name of the category associated with the
offense.

Magnitude - Specifies the relative importance of the category. The
magnitude bar provides a visual representation of all correlated
variables of the category. Variables include Relevance, Severity,
and Credibility. Point your mouse over the magnitude bar to display
values for the category and the calculated magnitude. For more
information about relevance, severity, and credibility, see the
Glossary.

Local Destination Count - Specifies the number of destination IP
addresses associated with this category.

Events/Flows - Specifies the number of events or flows associated
with this category.

First Event/Flow - Specifies the date of the first event or flow.
Last Event/Flow - Specifies the date of the last event or flow.

Note: You can also further investigate the events related to a specific

category by right-clicking the category and selecting Events.

For more information about categories, see Viewing Offenses By
Category.

Annotations Click Annotations to view all annotations for the selected offense,
including:

Annotation - Specifies the details for this annotation. Annotations
are text descriptions that rules can automatically add to offenses as
part of the rule response. For more information about rules, see the
IBM Security QRadar SIEM Administration Guide.

Time - Specifies the date and time of this annotation.
Weight - Specifies the weight of this annotation.
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Table 3-36 By Source IP - List of Offenses Toolbar (continued)

Function

Description

Networks

Click Networks to view all destination networks for the selected
offense, including:

Flag - Specifies the action taken on the network. For example, if a
flag is displayed, the network is marked for follow-up. Point your
mouse over the icon to display additional information.

Network - Specifies the name of the destination network.

Magnitude - Specifies the relative importance of the destination
network. The magnitude bar provides a visual representation of the
CVSS risk value of the assets associated with the destination
network. Point your mouse over the magnitude bar to display the
calculated magnitude. For more information about CVSS, see
Glossary.

Source IPs- Specifies the number of source IP addresses
associated with this network.

Destination IPs - Specifies the number of destination IP addresses
associated with this network.

Offenses Targeted - Specifies the number of offenses targeted at
this network.

Offenses Launched - Specifies the number of offenses launched
by this network.

Events/Flows - Specifies the number of events or flows associated
with this network.

Actions

From the Actions list box, you can select one of the following actions:

Hide - Select this option to hide this offense. For more information
about hiding offenses, see Hiding Offenses.

Show - Select this option to show all hidden offenses. For more
information about showing offenses, see Showing Hidden
Offenses.

Close - Select this option to close an offense. For more information
about closing offenses, see Closing an Offense.

Close Listed - Select this option to close listed offense. For more
information about closing listed offenses, see Closing Listed
Offenses.

Viewing Offenses You can view a list of local destination IP addresses for offenses generated in your
By Destination IP deployment. All destination IP addresses are listed with the highest magnitude

first.

To view offenses by destination IP address:
step 1 Click the Offenses tab.
Step 2 Click By Destination IP.
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The By Destination IP details page provides the following information:
Table 3-37 By Destination IP Details Page Parameters

Parameter

Description

View Offenses

Select an option from this list box to filter on the offenses you
want to view in this page. You can view all offenses or filter by the
offenses based on a time range. From the list box, select the time
range you want to filter by.

Current Search
Parameters

The top of the table displays the details of the search parameters
applied to the search results. To clear these search parameters,
click Clear Filter.

Note: This parameter is only displayed after you apply a filter.

Flag

Indicates the action taken on the destination IP address. For
example, if a flag is displayed, the destination IP address is
marked for follow-up. Point your mouse over the icon to display
additional information.

Destination IP

Specifies the IP address for the destination. If DNS lookups is
enabled on the Admin tab, you can view the DNS name by
pointing your mouse over the IP address or asset name. For
more information, see the IBM Security QRadar SIEM
Administration Guide.

Magnitude

Specifies the relative importance of the destination IP address.
The magnitude bar provides a visual representation of the CVSS
risk value of the asset associated with the destination IP address.
Point your mouse over the magnitude bar to display the
calculated magnitude. For more information about CVSS, see
Glossary.

Location

Specifies the location of the destination IP address.

Vulnerability

Specifies whether this destination IP address has vulnerabilities.

User

Specifies the user name for this destination IP address. If no user
is identified, this field specifies Unknown.

MAC

Specifies the MAC address for this destination IP address. If no
MAC address is identified, this field specifies Unknown.

Weight

Specifies the weight of the destination IP address. The weight of
an IP address is assigned on the Assets tab. For more
information, see Managing Assets.

Offenses

Specifies the number of offenses associated with this destination
IP address.

Source(s)

Specifies the number of source IP addresses associated with this
destination IP address.

Last Event/Flow

Specifies elapsed time since the last event or flow.

Events/Flows

Specifies the number of events or flows associated with this
destination IP address.

Step 3 Double-click the destination IP address you want to view.
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NOTE

If you want to view the details on a new page, hold the Control key while you
double-click the destination IP address you want to view.

NOTE

The top of the page displays the navigation trail to the current view. If you want to
return to a previously viewed page, click the page name on the navigation trail.

The Destination page provides the following information:
Table 3-38 Destination Page

Parameter Description

Magnitude Specifies the relative importance of attacks on the destination IP
address. The magnitude bar provides a visual representation of
all correlated variables of the destination IP address. Variables
include Relevance, Severity, and Credibility. Point your mouse
over the magnitude bar to display values and the calculated
magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.

IP/DNS Name Specifies the IP address of the destination. If DNS lookups is
enabled on the Admin tab, you can view the DNS name by
pointing your mouse over the IP address or asset name. For
more information, see the IBM Security QRadar SIEM
Administration Guide.

Offense(s) Specifies the name of the offense. You can click the name to
view the offense details.

If multiple offenses are associated with this destination IP
address, this field specifies Multiple and the number of offense.

Source(s) Specifies the source IP addresses of the offense associated with
this destination IP address. To view additional information about
the source IP addresses, click the IP address, asset name, or
term that is displayed.

If a single source IP address is specified, an IP address and
asset name is displayed (if available). You can click the IP
address or asset name to view the source IP address details. If
there are multiple source IP addresses, this field specifies
Multiple and the number of source IP addresses.

Event/Flow Count  Specifies the total number of generated events or flows
associated with this destination IP address.

The Destination toolbar provides the following functions:
Table 3-39 Destination Toolbar

Function Description

Offenses Click Offenses to view the list of offenses associated with this
destination IP address. See Step 4.
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Table 3-39 Destination Toolbar (continued)

Function Description

Sources Click Sources to view a list of source IP addresses associated with this
destination IP address. See Step 5.

Notes Click Notes to view all notes for this destination IP address. For more
information about notes, see Adding Notes.

View Click View Topology to further investigate the destination IP address of
Topology  the offense. When you click the View Topology icon, the Current
Topology page is displayed on a new page.
Note: This option is only available when IBM Security QRadar Risk
Manager has been purchased and licensed. For more information,
see the IBM Security QRadar Risk Manager Users Guide.

Actions From the Actions list box, you can choose one of the following actions:

« Follow up - Select this option to mark this destination IP address for
further follow-up. See Searching Data.

» Notes - Select this option to add notes for this destination IP address.
See Adding Notes.

- Print - Select this option to print this destination IP address.

Step 4 To view a list of offenses associated with this destination IP address, click
Offenses on the Destination page toolbar.
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Table 3-40 By Destination IP - List of Offenses

Parameter

Description

Flag

Indicates the action taken on the offense. The actions are
represented by the following icons:

- Flag - Indicates that the offense is marked for follow-up. This
allows you to track a particular item for further investigation.
For more information about how to mark an offense for
follow-up, see Marking an Item For Follow-Up.

- User - Indicates that the offense has been assigned to a user.
When an offense is assigned to a user, the offense is
displayed on the My Offenses page belonging to that user. For
more information about assigning offenses to users, see
Assigning Offenses to Users.

- Notes - Indicates that a user has added notes to the offense.
Notes can include any information you want to capture for the
offense. For example, you could add a note that specifies
information that is not automatically included in an offense,
such as a Customer Support ticket number or offense
management information. For more information about adding
notes, see Adding Notes.

- Protected - Indicates that this offense is protected. The
Protect feature prevents specified offenses from being
removed from the database after the retention period has
elapsed. For more information about protected offenses, see
Protecting Offenses.

- Inactive Offense - Indicates that this is an inactive offense. An
offense becomes inactive after five days have elapsed since
the offense received the last event. Also, all offenses become
inactive after upgrading your QRadar SIEM software.

An inactive offense cannot become active again. If new events
are detected for the offense, a new offense is created and the
inactive offense is retained until the offense retention period
has elapsed. You can perform the following actions on inactive
offenses: protect, flag for follow up, add notes, and assign to
users.

Point your mouse over the icon to display additional information.

ID

Specifies the QRadar SIEM identifier for this offense.

Description

Specifies the description for this offense.

Offense Type

Specifies the type of offense. The Offense Type is determined by
the rule that created the offense. For example, if the offense type
is log source event, the rule that generated this offense correlates
events based on the device that detected the event.

Offense Source

Specifies information about the source of the offense. The
information displayed in the Offense Source field depends on
the type of offense. For example, if the offense type is Source
Port, the Offense Source field displays the source port of the
event that created this offense.
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Table 3-40 By Destination IP - List of Offenses (continued)

Parameter

Description

Magnitude

Specifies the relative importance of the offense. The magnitude
bar provides a visual representation of all correlated variables of
the events and flows for this offense. Variables include
Relevance, Severity, and Credibility. Point your mouse over the
magnitude bar to display values and the calculated magnitude.

Note: For more information about relevance, severity, and
credibility, see the Glossary.

Source IPs

Specifies the IP address or host name of the device that
attempted to breach the security of a component on your network.
If DNS lookups is enabled on the Admin tab, you can view the
DNS name by pointing your mouse over the IP address or asset
name. For more information, see the IBM Security QRadar SIEM
Administration Guide.

Destination IPs

Specifies the IP addresses and asset names (if available) of the
destination associated with this offense. If DNS lookups is
enabled on the Admin tab, you can view the DNS name by
pointing your mouse over the IP address or asset hame. For
more information, see the IBM Security QRadar SIEM
Administration Guide.

Users

Specifies the users associated with this offense. If no user is
identified, this field specifies Unknown.

Log Sources

Specifies the log sources associated with this offense.

Events

Specifies the number of events associated with this offense.

Flows

Specifies the number of flows associated with this offense.

Start Date

Specifies the date and time of the first occurrence of this offense.

Last Event/Flow

Specifies the date and time this event was detected for this
offense.

The List of Offenses toolbar provides the following functions:
Table 3-41 By Destination IP - List of Offenses Toolbar

Function Description

Sources Click Sources to view a list of source IP addresses for the selected
offense. For more information, see Viewing Offenses By Source IP.

Destinations Click Destinations to view local or remote destination IP addresses for
this offense. For more information about destination |IP addresses, see
Viewing Offenses By Destination IP.
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Table 3-41 By Destination IP - List of Offenses Toolbar (continued)

Function Description

Categories  Click Categories to view category information for this offense,
including:

Note: You can also further investigate the events relating to a specific

category by right-clicking a category and selecting Events.

Name - Specifies the name of the category associated with this
offense.

Magnitude - Specifies the relative importance of the category. The
magnitude bar provides a visual representation of all correlated
variables of the category. Variables include Relevance, Severity,
and Credibility. Point your mouse over the magnitude bar to display
values for the category and the calculated magnitude. For more
information about relevance, severity, and credibility, see the
Glossary.

Local Destination Count - Specifies the number of destination IP
addresses associated with this category.

Events/Flows - Specifies the number of events or flows associated
with this category.

First Event/Flow - Specifies the date of the first event or flow.
Last Event/Flow - Specifies the date of the last event or flow.

For more information about categories, see Viewing Offenses By
Category.

Annotations Click Annotations to view all explanatory notes for this offense,
including:

Annotation - Specifies the details for this annotation. Annotations
are text descriptions that rules can automatically add to offenses as
part of the rule response. For more information about rules, see the
IBM Security QRadar SIEM Administration Guide.

Time - Specifies the date and time of this annotation.
Weight - Specifies the weight of this annotation.
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Table 3-41 By Destination IP - List of Offenses Toolbar (continued)

Function Description

Networks Click Networks to view all destination networks for this offense,
including:

Flag - Indicates the action taken on the network. For example, if a
flag is displayed, the network is marked for follow-up. Point your
mouse over the icon to display additional information.

Network - Specifies the name of the destination network.

Magnitude - Specifies the relative importance of the destination
network. The magnitude bar provides a visual representation of the
CVSS risk value of the assets associated with the destination
network. Point your mouse over the magnitude bar to display the
calculated magnitude. For more information about CVSS, see
Glossary.

Source IPs - Specifies the number of source IP addresses
associated with this network.

Destination IPs - Specifies the number of destination IP addresses
associated with this network.

Offenses Targeted - Specifies the number of offenses targeted at
this network.

Offenses Launched - Specifies the number of offenses launched
by this network.

Events/Flows - Specifies the number of events or flows associated
with this network.

Actions From the Actions list box, you can choose one of the following actions:

Hide - Select this option to hide this offense. For more information
about hiding offenses, see Hiding Offenses.

Show - Select this option to show all hidden offenses. For more
information about showing offenses, see Showing Hidden
Offenses.

Close - Select this option to close an offense. For more information
about closing offenses, see Closing an Offense.

Close Listed - Select this option to close listed offense. For more
information about closing listed offenses, see Closing Listed
Offenses.

Step 5 To view a list of source |IP addresses associated with this destination IP address,
click Sources on the Destination page toolbar.
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