IBM Security QRadar Incident Forensics
BepcuAa 7.3.0

PykoBoACTBO rnosib30Baresia




IIpumeuanue

ITpex e 4eM BOCIIOJIb30BaThCs ITOI HHPOPMAINel 1 OIMCAHHBIM B Heil IPOAYKTOM, IPOYTHTE HHPOpMALUIo B pasaeie [ ‘3ameyanus’

Wndopmanus o npoaykre

Jannerit toxymeHT otHocutcst k IBM QRadar Security Intelligence Platform V7.3.0 u mocnegyromuM ero Bepcusim, ey He
OyJIeT 3aMeHeH OOHOBJICHHOW BEPCUEH ITOTO IOKYMEHTA.
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1V QRadar Incident Forensics PykoBoacTBO moJib30BaTeis



BeeaeHue B ucnosb3osaHue nporpammbl IBM Security QRadar
Incident Forensics

DTO PyKOBOJCTBO COACPKUT UHPOPMAIIUIO 00 MCCIICTOBAHUN MHIIMICHTOB 3aIUTHI C
ncnob30BaAneM nporpammbl IBM® Security QRadar Incident Forensics.

IlnAa Koro npeaHasHayeHa aTa KHUra

UccnenoBartesnu u3BjIeKaloT MHPOPMALIMIO U3 CETEBOTO Tpaduka 1 JOKYMEHTOB B
9KCIIEPTHOM Peno3uTopur. ITa HHHOPMAIHS UCHOJIB3YETCs IIPH MCCIIeI0BAHUN
VHIUIEHTOB 3aILUTHL.

TexHUyecKana AOKyMeHTauuA
Yto0bl HAliTH JOKyMeHTanuio 1o npoaykty IBM Security QRadar B VIlHTepHETE, BKITIOUAS

BCIO [IEPEBEACHHYIO JJOKYMEHTALMIO, ITOJIyYUTE JOCTYI K|ueHpr 3HAHUN IB]\/ﬂ
(http://www.ibm.com/support/knowledgecenter/SS42VS/welcome).

Nudopmannio o TOM, Kak MOJIYYUTh JOCTYH K JONOJHUTEILHON TEXHUYECKON
JIOKyMEHTAIMU B OubmoTeke npoaykrtoB QRadar, cMoTpuTte B JOKYMEHTE |T€XHI/I'~I€CKO€|
Bameuanue o mosyuennIo JocTyna K JokymenTamun IBM Security| (www.ibm.com/support/
docview.wss?rs=0&uid=swg21614644).

Kak 06paTuTbca B cnyOy noanepmKn 3aKa3unKkos

NudpopMmanuro o ToM, Kak 00paTUTHCS B CIIYKOY MOIEPKKH 3aKa3YUKOB, CMOTPUTE B
noxymenTe [TexHIYeCKOe 3aMedaHue o noepixkke u 3arpyske| (http:/www.ibm.com/
support/docview.wss?uid=swg21616144).

3aABneHue o PeKoMeHAyeMbIX MmeToAax 3aLliunuThbl

3ammuta UT-crcteM BKIIFOYAET B ce0sl 3aIIUTY CHCTEM U HHYOPMAILIUH 34 CYET
MIPeIOTBPAIICHU S, OOHAPYKESHUS M PEaKINH Ha HEPABIJIHHBIHN TOCTYH U3 BAIIIETO
MPEANPUATHS ¥ U3BHE BAIIETO MpeanpusTus. HempaBuIbHBIN TOCTYN MOXET IPUBECTH K
U3MEHEHHIO, YHUUTOXEHHNIO, HE3aKOHHOMY IMPUCBOCHUIO WJIM HEMPABUILHOMY
UCMOJIb30BAHUIO HH(GOPMAIIUH JINOO MOXKET BhI3BATH TOBPEXKACHUE UM HEIIPABUIILHOE
UCIIOJIb30BAHMEM BaIlIUX CUCTEM, BKJIFOUAS UCTIOJIb30OBAHME JJIs1 ATAK HA JPYTUX JIHOIEH.
Huxaxue M T-cucteMspl nii NpoyKThl He JOJDKHBI CYUTATHCS MOJHOCTBIO 3alUIIIEHHBIMH,
¥ HUKAaKO# OIMH MPOIYKT, CIIy>K0a MM Mepa 3aIlUuThl He MOTYT OBITh IOJIHOCTBEO

3¢ GEeKTUBHBI A1 IPEIOTBPAIICHUS HEIIPABUIHLHOTO UCIIOJIb30BAHMSI UITH TOCTYIIA.
CucreMsl, TPOIYKTHI U cryk0b1 IBM pa3zpaboTaHbI Kak 4aCTh IPaBOMEPHOTO
KOMIIJIEKCHOTO TIOIX0a K 3aIUTe, KOTOPBIA 00s13aTeIbHO BKJIFOYAET B CeOs
JIOTIOJTHUTEJIbHBIE paboure MPoIeyphl U MOXKET IOTPeOdOoBaTh MaKCUMAJILHOM
3(h(HEeKTUBHOCTH IPYTUX CUCTEM, MpoaykToB uim ciryxx6. IBM HE TAPAHTUPVET, UTO
KAKHUE-JIMBO CUCTEMBI, ITPOAYKTHI NJIN CJIIVXXBEbBI OKAXVYTCSA HE
[TOJABEPXXEHBI BPEJJHOMY UMJIM HE3AKOHHOMY ITOBEJIEHUIO JIFOBOI
CTOPOHBI U HE OBECITEUMBAET BAITEMY IPEATTPUATUIO 3AIIUTY OT
TAKOBBIX.

IMoxanyiicTa, 0GOpaTHTE BHUMAHHE:
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Hcnonb3oBanue 510l ITporpaMmbl MOKET 3aTParuBaTh pas3JIMYHbIE 3AKOHBI UIIHA
HOPMATHUBEI, BKJIFOUAs T€ U3 HUX, KOTOPBIE CBSA3AHBI C KOHPHUICHINAIbHOCTBIO, 3aIIUTON
JIAHHBIX, HATMOM Ha paboTy M 3JIEKTPOHHBIMH B3aUMOJIEHCTBUSIMU U XpaHeHneM. IBM
Security QRadar MoXHO MCIOJIB30BATH TOJIBKO ISl 3AKOHHBIX IIeJIel ¥ TPAaBOMEPHBIM
06pa3zoM. 3aka3yuK COTJIALIAETCS UCIOJIb30BaTh 3Ty IIporpaMMy B COOTBETCTBHHU C
MPUMEHUMBIMY 3aKOHAMH, HOPMATUBAMHU U IPABUJIAMU NOJIMTUKU ¥ IPUHUMAET Ha cedst
BCIO OTBETCTBEHHOCTb 32 UX COOJItOIeHNE. JIMIEH3HaT CoralaeTcs ¢ TeM, YTO OH HOJTyHHII
WJIM TIOJIyYHT BCE COTJIACHS], PA3pEIIeHHsI WM JINIEH3NH, HeOOXOAUMBIE JJIsl IPAaBOMEPHOT O
ucnojbp30Bannsg uM npoaykra IBM Security QRadar.

MNpumeyaHune

IBM Security QRadar Incident Forensics nomoraer KoMoaHusM yJIyqlIuTh CpeLy 3allUThl 1
nannbie. Ecii 66T 60Jiee TounbiM, IBM Security QRadar Incident Forensics o6ecneunBaet
KOMIAHMSM HOMOUIb B UCCJIE0BAHNY U TOHUMAHUH TOTO, YTO IPOUCXOIUT B MHIUICHTAX
3aIIUTHI CETH. DTOT MHCTPYMEHT NO3BOJISIET KOMIIAHUSIM MHJIEKCUPOBATH JaHHbIE
3axBaueHHBIX ceTeBbIX MakeToB (PCAP) 1 npou3BOANTD B HUX IONCK, & TAKXKE COOEPKUT
(yHKIMIO, KOTOpAs MO3BOJISIET PEKOHCTPYNPOBATH TAKHE JAHHbIE OOPATHO B MIX NCXOHBII
BuA. OTa QYHKINS PEKOHCTPYKINHU O3BOJISIET PEKOHCTPYHPOBATh JAHHBIC U (DANIIBI,
BKJIFOYAs COOOIIEHNUS 3JIEKTPOHHOHN MOYTHI, (paifyIbl U BIIOKEHHS U300 paXKeHHi,
TesteoHHbIe 3BOHKU VOIP 1 BeO-caiiThl. [lononHuTebHAS ”HPOPMAIUS OTHOCUTEIHLHO
Bo3MoxHOCTel [IporpamMmel u ee pyHKIHMI, a TAaKXKe TOr0, KaK UX MOXHO
CKOH(UTYpUPOBATD, COACPKUTCS B PYKOBOJCTBAX U NPOYEil TOKYMEHTALUH, IPHJIAraeMon
K mporpamme. VcnosiszoBanue 31oit [IporpaMMbl MOXET 3aTparuBaTh pa3JIMuHbIE 3aKOHBI
WJIM HOPMATUBBI, BKJIFOUAs Te U3 HUX, KOTOPBIE CBA3AHbI C KOHPHUICHIINAILHOCTBIO,
3aIIUTON JAHHBIX, HAMOM Ha pabOTYy M 3JIEKTPOHHBIMY B3aMOICHCTBUSIMU U XPAHECHAEM.
IBM Security QRadar Incident Forensics MOXXHO HCTIOIE30BATE TOJIBKO IS 3aKOHHBIX
1esield 1 MpaBOMEPHBIM 00pa30oM. 3aKa34uK COTJIAIIAETCS UCTIOJIb30BaTh 3Ty I[IporpamMmy B
COOTBETCTBHUHU C IPUMEHUMBIMH 3aKOHAMH, HOPMATUBAMU U NPABUJIAMU MOJIUTHKY U
IpUHUMAET Ha ceOsl BCEO OTBETCTBEHHOCTD 3a UX COOJIIOIeHMe. JIUIIeH3NAaT CorIalaeTcs ¢
T€M, YTO OH HOJIyYMJI MJIM MOJIyYUT BCE COTJIACHS], Pa3PEIICHUs MM JIMLEH3UH,
HEOOXoaMMBIe 18 TpaBoMepHoro ucnoib3oanus IBM Security QRadar Incident
Forensics.

QRadar Incident Forensics PykoBoAcTBO 10JIb30BaTEIIS



fnaBa 1. YUto HOBOro anA nonb3oBarenen B nporpamme QRadar
Incident Forensics V7.3.0

B IBM Security QRadar Incident Forensics V7.3.0 nosiBmnach ¢hyHKIUS BEIOOpa YCTPOUCTB
Packet Capture (PCAP) nyist mosmp30BaTesneit, KOTOphIE BHITOJIHSIOT BOCCTAHOBIICHHE.

Bbibop ycTpoiticte PCAP goctyneH npu BocctaHoBneHun QRadar
Incident Forensics

UToObI yBUIETH TOJILKO Tpaduk oT ycrpoitctB PCAP B BaieM BHepeHUH, KOT1a BB
3amyckaete BocctanoByienne QRadar Incident Forensics, Beibepute Iloab30BaTebcKoe
YCTPOMCTBO 3aXBaTAa.

=
LY |Y3HaTb noapoOHee 0 BEIOOPE YCTPOICTB PCAP...|
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naBa 2. UccnepgoBaHuA 3alnThbl

Ucnosb3yst mporpammy IBM Security QRadar Incident Forensics, BbI MoXkeTe
00HAPYXUBATH MOSBJISFOIIMECS YTPO3bI, ONPEACIIITh UX KOPSHHBIC IPUYUHBI U
MpeIOTBPAIaTh UX MOBTOpeHHE. VICmob3yst HHCTPYMEHTHI IKCIEPTH3BI, BBl CMOXKETE
OBICTPO HAMIPABUTH CBOI aHAJIN3 HA BBISBJICHUE TOTO, KTO HHUIUKUPOBAT yIrPO3y, KaK 3TO
OBLIIO CIIEJIAHO U KaKUe HAPYIIEeHUS ObLIN IPOU3BE/ICHBI.

Bynyum skcnepTHBIM HccieqoBaTesIeM, BBl MOKETE MPOU3BOAUTH MOBTOPHYIO TPACCHPOBKY
MIOIIATOBBIX IEHCTBHIA KHOEP MPECTYITHUKOB M PEKOHCTPYUPOBATH HECTPYKTYPHPOBAHHBIC
CETEeBbIEC TAHHBIE, CBSI3AHHBIE C MHIIMICHTOM 3aIlUThI.

Koraa Balla opraHu3anus BOCPBLIC Y3HACT 00 yrpose, n0OTCHIUaJIbHOM PUCKE B
OTHOWLICHUH 3alIUTHI NJIX HAPYHICHUN COBMECTUMOCTH, Bbl 3a14€T LCJIN, YTOORI OLCHUTDH
O6J'IaCTL, BBISIBUTH BOBJICYEHHBIE OOBEKTHI U MOHSITh MOTHUBAIUIO.

BbI MOXeTe UCTIOIb30BaTh MHCTPYMEHTHI B iporpaMmme IBM Security QRadar Incident
Forensics B OTJeJIbHBIX CLIEHAPHSIX B UCCIIEAOBAHUSIX PA3HOIO THUIIA, HAITPUMED,
UCCIJIEIOBAHUSIX CETEBOI 3aIUThI, MHCAWEPCKOM aHAJIM3€e, UCCIIeTOBAHUN MOLICHHUYECTBA
1 3JIOYNOTPEOJIeHNIA, a TaKXe IpHr cOOpe T0Ka3aTeIbCTB.

1. BoccranoBute u pekoHCTpyupyiiTe ceTeBble ceanca ¢ [P-agpeca u Ha IP-anpec.

2. B co3gaHHBIX HHIIUJEHTAX MOXHO 3alPOCUTh KATETOPUU aTpUOYTOB, YTOOBI COOpaTh
JI0Ka3aTeJIbCTBA.

HpI/I CO31aHNM BOCCTAHOBJICHUA CO31aCTCA MHIIMACHT.

3. HWcnomp3yiite GMIBTPHI IOUCKA, YTOOHI MOJYIUTh TOJBKO Ty HH(POPMAIIHIO, KOTOpAs
Bac MHTEpeECyeT.

4. B 3aBHCHMOCTH OT THIIA uccJjeg1oBaHus BI)I6€pI/IT€ I-)KCHepTHLIﬁ HUHCTPYMCHT, KOTOpLIﬁ
JaCT BaM HYXKHBIC IOKa3aTEJIbCTBA.

NMonosputenbHoe coaepumoe

MOKHO UCIOJIB30BATh MOUCK, YTOOBI HAWTHU JTIF000I KOHTEKCTHBIN 3JIEMEHT HJIH
UICHTUPUKATOP, KOTOPHIN, KAK BAM M3BECTHO, CBSI3aH C ATAKYIOIIUM WJIM UHITUACHTOM.
Ecim BBl ncnoib3yeTe KJIF0UeBOE CIOBO MPU MOUCKE, OyAET BO3BPAIIEHO MOT03PUTEIILHOE
conepxxumoe. YacTb NoJI03pUTEILHOTO COJIEPKUMOIO MOXKET OTHOCUTHCS K
HUCCJICIOBAHUIO.

NMoBOpOT AaHHbIX

IToBOPOT AaHHBIX JOCTUTAETCS 3a CUET TOTO, YTO COAECPKUMOE, BO3BPAILICHHOE B
pe3ybTaTax MOMCKa, CTAHOBUTCS aKTUBHOM CChbIKOW. Hampumep, ecii BBI HILlETe CJI0BO
"UBaH", pe3yabTaThl MOTYT COJIEPKATH COOOIIECHHS JIEKTPOHHOM MOYTHI, HAIIMCAHHBIE
NBanowm, yatel MBana u 6oJiee NoApoOHYIO KOHTEKCTHYIO HH(popManuto. Ecii Bbl
IEJIKHETE IO COOOIIEHUIO 3JIEKTPOHHON MOYTHI, YTOOBI €r0 MPOCMOTPETh, KaXAbIi AKTUB
WM 00BEKT (HampuMep, BI0keHus i [D koMImbroTepa, KOTOPBIN UCIO0JIb30BaII VBaH)
MIOSIBUTCSI B BUJIE CCBUIIKH. VccieoBaTes b MOXET HCIOJIb30BATh 3TH CCBIIIKH, YTOOBI
OBICTPO MIPOBECTH PACCIICTOBAHME.

LinppoBon oTTUCK

Hcnonb3yiite nnpoBoif OTTUCK, YTOOBI IPOBEPUTH JAHHBIE U OTOOPA3UTh B3aUMOCBSI3H
Mexay oobekTaMu, HanpuMmep, IP-anpecamu, nmenamu 1 MAC-agpecaMu, Ha OCHOBE

© Copyright IBM Corp. 2014, 2017 3



9acTOTHI. MOXHO BEIOPATH OAWH WK O0Jiee pe3yIbTaTOB, YTOOHI YBUIETh YaCTOTY U
HaIpaBJeHUEe B3AaNMOCBSI3H.

HdocmoTp

Hcnosp3yiiTe JOCMOTP, YTOOBI YBAICTh BPEMEHHYIO IIKAITY JCHCTBUMN, TO3BOJISIOIIYIO
MPOU3BECTH IEPETPACCHPOBKY aTakd. JIoCMOTp HEPEeCTPOUT CeaHC U PaCCOPTHPYET
JIOKyMEHTEHI 110 BPEMEHHU.

dunbTp coaepHMmMoro

Hcnosb3yiite GUIBTP CONECPKUMOT0, YTOOBI B3TJISIHYTh HAa MOAMHOXECTBO KaTErOpHid
COJIEPKUMOT0, HAIIPUMED, BEO-TOUTY U MOPHOTPaUI0, YTOOBI YIAIUTE IITYM UJIH
HEpEJICBAHTHYIO MH(POPMAIIHMEO MPH MOKCKE.

UccnenosaHuA 3alinTbl CETU

ITporpammy QRadar Incident Forensics MOXHO HCIIOJTL30BaTh 151 OOHAPYKECHUS U
MCCIIEIOBAHUS 3JIOHAMEPEHHBIX ONepaluii, HAPaBJICHHbIX HA KPUTUYECKU BaXKHBIC AKTHBBI.
BbI MOXeTe UCHOJIb30BATH BCTPOSHHBIE MHCTPYMEHTHI 3KCIEPTHU3bI, KOTOPBIE IOMOTYT BaM
YCTPAaHUTD HAPYIICHUE 3AIMTHI CETU M IPEAOTBPATUTD €€ HOBTOPHOE MOSIBJICHUE.,

Ucnomnb3yiiTe ”HCTpYMEHTHI ucciienoBannii mporpamMbl QRadar Incident Forensics,
KOTOPBbIE IIOMOTYT BaM OIPE/IEINTD, KaK IPOU30IILIO COOBITHE, CBECTH K MUHUMYMY €T0
BJIMSIHUE U BBIIOJIHUTH BCE, YTO ITO3BOJIMT NPEIOTBPATUTH IPYroe HApYIICHHUE.

HyneBown nauueHT: BbiABUTb UCTOUHUK aTaKu

B 3TOM crieHapuu OpraHU3anUIo OMOBEIIAIOT O IIOAO3PUTEIFHOM HapymieHnd. OHa
cTapaeTcs HaffTH NepBOHAYAIBHYIO TOUKY aTaKd, YTOOBI BRISBUTH NCTOYHUK. OpraHnu3anus
JIOJDKHA TIOMECTUTD 3aTPOHYThIE HAPYIIIEHUEM OOBEKThI B KAPAHTHH, YTOOBI HE IOMYCTUTH
pacupocTpaHeHHs aTaku Ha APYTrHue 4acTH OpraHu3aIum.

LUenu

YTto0BI YCTpPpAaHUTDH HpO6J’ICMy B O9TUX UCCIJIEAOBAHUAX, Y OpraHu3aluu €CTh CJICOYFOIIUC
oeJiu:

* OmpeaeauTh TUM aTAKU.
* BrisBuTE NepBOHAYATIHHYIO TOUKY BXO/1a YTPO3BI.
* IlosyunTh CBeCHUS O 3JIOHAMEPEHHOM CITyKeOHOI Harpy3Ke.

* Ompenenute, Kak 3JJ0HAMEPEHHAs CIIyKeOHAs! HArPy3Ka PacIpoCTPaHsIACh BHE TOYKH
BXOZA.

UccnepgoBaHue

Hcnomp3yiiTe THCTPYMEHTHI Ha BKJIaIKe DKCNEPTH3a, KOTOPbIE HOMOTYT BaM IPOU3BECTH

HUCCJIEOOBAHUE.
geﬂ Click a box for more information.
%0 Shift-click to open a new browser.
Document Query filter Digital : - Data
. . 3 Surveyor
search tool Impression  Yisualization 0604 Y

1. HWcmomb3yiiTe HOUCK B MPOU3BOJILHON (hopMe, YTOOBI HAUTH CUMIITOMATUYECKUE
aTpUOYTHI, CBSI3aHHBIE CO 3JIOHAMEPEHHOM CITyKeOHOU HATPY3KOM.
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Hcnonb3yiiTe KaTeropuu COAEPKUMOT0, YTOOBI TP MOMOIIHN GUIILTPA YOpaTh
COJIEpXKUMOE, HE CBSI3aHHOE C UCCIIEOBAHUEM.

I/I3y‘{I/IT€ MOOJO3PUTCIIbBHOC COACPIKUMOC, KOTOPOC MPOAYKT IOMETHJI (bnaraMI/I.

HCHOJ’ILSyﬁTe I_[I/I(l)pOBI)Ie OTTUCKU U BU3yaJIM3allnuu, YTOOBI HCCJICAO0BATH PACIIMPECHHBIC
B3aMMOCBA3U BHOHaMCpeHHOfI C.]'Iy)Ke6HOI71 Harpy3Ku, BUHOBHUKA UJIN o0BeKTa
Ha3HauYCHUs.

Hcnonb3yiiTe HOBOPOT AAHHBIX U CIIEIYHTE 3a CBSI3SIMU JAHHBIX, YTOOBI BBISIBUTH
"HyJIEBOI'O MallMeHTa".

Hcnonp3yiiTe AOCMOTP, YTOOBI YBAIETh BPEMEHHYIO LKAy JeHCTBUH, TO3BOJIIOIIYIO
MPOU3BECTU NEPETPACCUPOBKY aTAKH.

CKOMI'IpOM&TVIpOBaHHbIe CUCTemMmbl

B sTOM cueHapum opraHu3zanuio OMOBEHIaAlOT O TOM, YTO OJIHA UJIM HECKOJIBKO €€ CUCTEM
OB CKOMIIPOMETHPOBAHBI TAKOW KUOEp aTakoi, Kak yTeuka, (PUIIHHT, T0OOBas aTaka
nm BHeaperue SQL.

Uenu

UToO6B! ycTpaHUTh NPOOJIEMY B 3TUX HUCCIICTOBAHUSAX, Y OPraHU3AIMH €CTh CIIeIyIOIIHe
LEJIH:

OnpenenuThb CTENIeHb HAPYIICHUH B OPraHU3aIIH.
[MoHsTh THII paboYero pucka HapyIICHUI B KaXIOU CHCTEME.

BckphITh Bee nepudepuiiabie T1eHCTBUSI, KOTOPbIE OBLIN BBIOJHEHBI TPU
NepBOHAYATILHOM aTake, 4TOOBI 0OOITH ONepaluu Mo OUUCTKE U OOHAPYKEHUE.

NUccnepnoBaHue

Hcnomp3yiiTe THCTPYMEHTHI Ha BKJIaIKe JKCNEPTH3A, KOTOPBIE IOMOTYT BaM IPOU3BECTH
HCCIIeIOBAHNE.

g_b Click a box for more information.

Shift-click to open a new browser.

Document Digital : e Data
M Impression Visualization Surveyor pivoling

Hcnonp3yiiTe TOUCK B TPOU3BOJIBHON (popMe, YTOOBI HANTH 3JTOHAMEPEHHYIO
CIIy’)XKeOHYIO HATPy3Ky MIIM CKOMIIPOMETHPOBAHHBIN aKTHB.

I/ISy‘{I/ITe IOOJO3PUTCIIbBHOC COACPKUMOEC, KOTOPOC IMMPOAYKT IIOMETHJI (bHaFaMI/I.

Hcnonb3yiiTe udppoBble OTTUCKH U BU3yaIM3allid, YTOOBI HCCIIEIOBATh B3aMOCBSI3U
00BEKTOB, BOZHUKIIINE U3 CKOMIPOMETUPOBAHHBIX CUCTEM.

Hcnonp3yiiTe JOCMOTP, YTOOBI YBAJETH BPEMEHHYIO IIKAJTY IeHCTBUH, TO3BOJIIOIIYIO
MPOM3BECTHU MEPETPACCUPOBKY aTaAKH.

BrisBute OPOTUBOPCUYNA UJIA ITIOJO3PUTCIIbHBIC B3aMMOICHCTBUS MCXKAY KaTCTOPpUAMHA
JAaHHBIX, UCIIOJIb3YS IIOMCK B HpOI/ISBOJILHOfI (bopMe, NOBOPOT JAaHHBIX U dHAJIN3
MMOJO3PUTECIIBHOTO COACPIKUMOTO.

IlaHHble, nonasLwine K HeaBTOPMN3OBaHHbLIM ob6beKTam

B atom CIICHAPpUUN OPraHUu3aluIo OMOBCIIAOT O TOM, YTO KOHq)I/I,Z[eHHI/IaJ'H)HI)Ie JaHHBIC
nonaJii K HEaBTOPU30BAHHBIM o0OBEKTaM B Opranusanum UJjn K BHCHIHUM CTOPOHAM.

Iiasa 2. UccreqoBanus 3aiursl S



Uenb

UTOoO6H! ycTpaHUTh NPOOJIeMy B 3TUX HUCCIIETOBAHUSAK, Y OPraHU3ALMH €CTh CJIeIyIOIIHe
LEJIH:

* OmnpenenuTh XapakTep U 00BEM YIYIIEHHBIX TaHHBIX.
* IlocTapaTbcs MOHSITH, KAKAE METOIBI OBLIN MCHOJIb30BAHBL.
* BbISIBUTH BUHOBHUKOB.

i BLISIBI/ITL NCTOYHUK YT€‘IKI/I.
UccnepoBaHue

MCHOJ’IL?.yfITe WHCTPYMCHTHLI Ha BKJIAJKE 3Kcneansa, KOTOPbIC IOMOT'YT BaM IPOU3BECTU
HCCJICAJOBaHue.

g 1 Click a box for mors information.
') Shift-click to open a new browser.

Digital
Impression

Document Data Document

2 i Surveyor
search pivoting  reconstruction Y

1. Hcnomb3yiiTe MOUCK B TPOU3BOJIBHOM (hopMe, YTOOBI HAXOIUTh UICHTU(DUKATOPHI
YOYHICHHBIX TaHHBIX.

2. W3yunTe mogo3pUTEIIbHOE CONEPKUMOE, KOTOPOE IPOIYKT MOMETII (hJIaraMH.

[TpoBepbTe MOIHBIM 00BEM YIYIICHHBIX W YIIyCKAEMbBIX JTAHHBIX, IPOBEPSIS
PEKOHCTPYKIUIO TAHHBIX.

4. Hcnomb3yiite uppoBOi OTTUCK U BU3YyaJIU3AIUHU, YTOOBI HCCIIEIOBATH BCE 3aTPOHYTHIE
B3aUMOCBSI3U OOBEKTOB.

5. Hcmonp3yiiTe JOCMOTP, YTOOBI YBUAECTh BPEMEHHYIO IIKAJTy AEUCTBUI, HO3BOJISIOIIYIO
MPOU3BECTH MEPETPACCUPOBKY ATAKH.

6. Ucnomb3yiiTe HOUCK B IPOU3BOJILHOM (hOpME, YTOOBI OIPEHEIMTE MOTHBAIIMN IIPU
yTeYKe JaHHBIX.

7. Wcnomp3yiiTe IOBOPOT AAHHBIX, YTOOBI HAMTH yTEUKU APYTUX JAHHBIX, KOTOPBIC TaKXKe
MOTJI OBbITh YIYIIEHBI.

UccnepnoBaHnA nyTeM MHCangepcKoro aHanusa

Hcnommb3yiite mporpammy QRadar Incident Forensics, 4To0bI 0OHAPYXUBATH TalHBIN
CroBOp, cab0TaX M HEMPABUJILHOE UCMOJIb30BAHUE IPAB NOCTYIA. BIIBUTE BUHOBHUKA,
COTPYIHUYAIOIINX C HUM PAOOTHUKOB, ONMPECIINTE, B KAKMX CUCTEMAaX €CTh HAPYILCHUS 1
KaKOBBI IOTEPH JTAHHBIX B TOKYMEHTAX.

HenpaBManoe ncnonb3oBaHue npas aocrtyna

B aTom ClICHApUU OPraHU3aluroO OMOBCIIAOT O TOM, YTO OAWH UJIM HECKOJILKO €€
COTPYAHUKOB HENPABUJIbHO UCIOJIB3YIOT YUCTHBIC JAHHBIC UJIN UCIIOJIB3YROTCA KaK ITPOKCH,
YTOOBI IOJIYUYUTHh JOCTYII K CECKPETHBIM CUCTEMAaM U JaHHBIM IJISA BBIIIOJTHCHU S
HCAaBTOPU30OBAHHBIX onepauﬂﬁ.

Uenb

UTOoO6H! ycTpaHUTH NPOOJIEMY B 3TUX UCCIIETOBAHUSAX, Y OPraHU3ALUH €CTh CJIeIYIOIIHe
LEJIH:

* OmnpenemTh HICHTAGUKATOP TTOJIb30BATES.
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* BBISICHUTB, KTO WM YTO UCIOJIB3YET HACHTH(OUKATOP AJIS BHIIOJTHEHAS
HECAHKIIMOHUPOBAHHBIX JEHCTBUN.

e JloHaTs [EJIb HCIPABUJIbHOT O UCIIOJIB30BAHUA IpaBa JOCTYIIA.

M OI_[eHI/ITL, €CTh JI1 'y o0BeKTa Apyrue I/IHCHTI/I(l)I/IKaTOp])I, KOTOPBIC TAKXKE MOTYT
HEIIPAaBUJIbHO UCIIOJIb30BATHCA.

UccnegoBaHue

Hcnomnp3yiiTe MHCTPYMEHTHI HA BKJIaIKe DKCNEPTH3a, KOTOPbIE IOMOTYT BaM IPOU3BECTH
UCCIICIOBAHUE.

gaa Click a box for more information.
) Shift-click to open a new browser.

Digital
Impression

Document Data Document

s Surveyor
search pivoting  reconstruction i

1. Vcmomnp3yiiTe HOUCK B MIPOU3BOJIBLHOM (hopMe, YTOOBI HAUTH UICHTU(PUKATOPHI,
MOJTyYaFOIIUH TOCTYI K CEKPETHBIM CUCTEMAaM WJTH JTaHHBIM.

2. BelsicHUTE, KaKue U3 ITUX HNOMBITOK JIOCTYIA SIBJSIOTCS NOA03PUTEILHBIMHU, AHAIUZUPYS
MOJIO3PUTEIILHOE COJICPKMUMOE, BBIMOJIHSIS TOUCK B IPOU3BOJIBHON (popMe, MOBOPOT
JTAHHBIX W MPUMEHsS QUIBTPHI K COMCPKAMOMY.

3. TIpocMOTpHUTE PEKOHCTPYKINIO JTAHHBIX JJIs1 COAEPKUMOT0, K KOTOPOMY
OCYILECTBIISIETCS JOCTYII.

[TpocnenuTe Bee MAOIIOHBI JOCTYNA U OIIEHUTE YACTOTY B HHCTpyMeHTe [JocMoTp.

5. Wcnomab3yiiTe U pPOBbIE OTTUCKH, YTOOBI BCKPHITh aJIMAChI, HCIIOJIb3YEMBbIE OJTHUM
00BEKTOM.

TanHbIN croBOp

B sTtom CIICHAPpUHN OPraHUu3alHuIO OIMMOBEIIAOT O TOM, YTO OJAWH UJIM HECKOJIBKO AKIIMOHEPOB
CTrOBapuBarOTCd ApYyr € ApyromM uJji ¢ BHEINHUMU CTOPOHAMU, YTOOBI BBINOJIHUTH
onepanuu, IpUINHAONIIAEC BPEI OpraHu3aluu.

Uenb

YToObI YCTPAHUTDb np06neMy B OTHUX UCCIICAOBAHUAX, Y OpraHu3aluu €CTh CIACOYFOIIUC
eJIm:

* OmnpenemuTsb TaltHO croBapuBaroluecs 0ObEKTHI.
* IloHATH XapakTep U MabJIOHB! B3aUMOACHCTBUIT MEXIY COOOIIHIKAMH.
* BCKpBITH COIEPKUMOE, JIEKAIIEE B OCHOBE CXEMBI.

d OHpe,Z[eJ'II/ITL JJIMTECJIBHOCTDb [[eflCTBHﬂ CXEMBI, ‘1TO6LI IIOHSATH O6J‘IaCTb pI/ICKa.
UccnepgoBaHue

Hcnonp3yiiTe MHCTPYMEHTHI HA BKJIaIKe DKCNEPTH3A, KOTOPbIE IOMOTYT BaM IPOU3BECTH
HCCIIeIOBAHNE.

gaa Click a box for more information.
) Shift-click to open a new browser.

Digital
Impression

Document Data Document

s Surveyor
search pivoting  reconstruction i
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1. Hcnomnp3yiiTe MOUCK B TPOU3BOJIbHOM (hopMe, YTOOBI HAXOIUTh UACHTU(DUKATOPHI
3aTPOHYTHIX OOBEKTOB.

2. W3yunTe mogo3pUTEIbHOE CONEPKUMOE, KOTOPOE IPOIYKT MOMETIII (DJIaraMH.

3. Ucnomb3yiite nudpoBoii OTTHCK, BU3yaIM3aluuy U pUiIbTPHI CONEPKUMOTO, YTOOBI
BBISIBUTH B3AaUMOCBSI3U, KOTOPBIE MOTYT 0Ka3aThCs 003 PUTEIbHBIMI.

4. Hcnomp3yiiTe TOCMOTP, YTOOBI OTCIIEIUTE ONEPAINU 3aTPOHYTHIX 0OBEKTOB U
MOJIyYUTh COACPKUMOE B3aUMOICUCTBUH.

5. BbIIBUTE MOTHUBEI CTOBOPA, IPOBEPSSI PEKOHCTPYUPOBAHHBIE TOKYMEHTEI.

6. Vcmomb3yiiTe IOUCK B MPOU3BOJILHOM (hOpPME U IIOBOPOT TAHHBIX, YTOOBI HAXOIUTH
HAYaJI0 TAWHO COTJIACYFOIUXCS OTIEPAIIHL.

CaboTtam

BaTom CIICHAPpUHN OPraHU3alHuIO OIMOBCIAOT O TOM, YTO OAWH UJIM HECKOJIBKO aKIIMOHEPOB
NBITAFOTCA HAPYIIUTH OIICPAIIUN. AKHI/IOHep MOXET UCHOJIb30BATHCA KaK IPOKCH.

Llenb

YTto0BI YCTpaHUTH HpO6J’ICMy B OTUX UCCIJICAOBAHUAX, Y OpraHu3aluu €CTh CJICOYFOIIUC
oeJm:

* BuIgBUTH cabOTaXXKHUKA.
° HOCTapaTbCH TIOHATH, KAKUEC METO/bI IPUMCHSIT ca0O0TaXXKHHUK.
* OueHUTH BIUSHUE U 00JIaCTh HapyuICHUA.

* BBISIBUTH YA3BUMOCTH, UCTIOJIb3yEMbIE CA00TAXKHUKOM.
NUccnepoBaHue

Hcnop3yiiTe MHCTPYMEHTHI Ha BKJIaIKe DKCIEPTH3a, KOTOPHIC IOMOTYT BaM IPOU3BECTH
UCCIIeIOBAHNE.

I:‘}a3 Click a box for more information.
%7 Shifi-click to open a new browser,

Document Document Digital

g : Visualization Surveyor
search reconstruction Impression ¥

Hcnonp3yiiTe MOUCK B POU3BOJILHON (hopmMe, YTOOBI HAliTU NPU3HAKU caboTaxa.
W3y4nTte nogo3puTeIbHOE COAEPKUMOE, KOTOPOE MPOIYKT HOMETUI (hIIaraMmu.

Hcnonp3yiiTe BU3yaIbHYIO HABHTAIWMIO, TU(GPOBOH OTTUCK U QUIBTPHI COMEPKUMOTO,
9TOOBI H3YIUTH CAHMOTOMBI I OOHAPYXUTH UICHTU(PUKATOPHI Ca0OTaXXKHUKA.

4. MCHOJ’[L3yﬁTe JOCMOTD, 4TOOBI OTCJIEAUTH onepanuu cabOTaXxHHKA.

5. Wcmonp3yiiTe peKOHCTPYKIMIO JaHHBIX, YTOOBI OOHAPYKUTH POJIA M MOTHBAIIMA
caboTaXHHUKA.

6. Vcmomp3yifTe peKOHCTPYKINIO JaHHBIX, YTOOBI IPOBEPATH COMEPKIMOE, KOTOPOE
HCTIOJIH30BaJ CA0OTaKHUK.

7. Wcmomb3yiiTe HOUCK B MPOU3BOJILHOM (hopMe, JOCMOTP U aHAJIH3 MTOJ03PUTEIIEHOTO
COJIEPKUMOT0, YTOOBI BEISIBUTH CKOMIIPOMETHPOBAHHBIE CHCTEMEI H IIPOIETyPHI,
KOTOpBIE ClIejIa caboTaX BO3MOXKHBIM.
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WccnenosaHna MoLLeHHUYeCTBa U HapyLUEHNI PEHUMOB

Hcnosp3yiite nporpammy QRadar Incident Forensics /111 Hax o/ IeHNsI HEABTOPU30BAHHBIX
TpaH3aKIil, HECAHKITMOHUPOBAHHOTO PACHPE/IEIICHUS PECYPCOB, OTKJIOHEHUH OT
MPOTOKOJIA U YKJIOHEHUSI OT IPABOBOTO KOHTPOJISL.

HeaBTOpu3oBaHHble TpaH3aKLUMU

Batom CHCHAPHU OPraHU3alUIO OIMMOBCIIAOT O TOM, YTO HCABTOPHU30BAHHBIC TPAH3AKIIUU
OTpHUIATECJIbHO BJIMAKOT HaA 6I/I3H€C-OH€paI.lI/II/I B (i)I/IHaHCOBOM OTHOIIICHUMU.

Uenb

UToO6H! ycTpaHUTh NPOOJIEMY B 3TUX UCCIETOBAHUSAX, Y OPraHU3ALUH €CTh CIIeyIOoIIHe
LEJIN:

* Haift; HeaBTOPM30BaHHBIC TPAH3AKIIHN.
* BBISIBUTE 3aTPOHYTHIE OOBEKTHI, KOTOPHIC OTBEYAIOT 32 HEABTOPU30BAHHBIC TPAH3AKIIHH.
* OmpeneauTh YACTOTY U TEHJEHIIMYA HEABTOPU30BAHHBIX TPAH3AKIIUI.

* OueHnTh 06JIaCTh PUCKA HEABTOPU3OBAHHBIX TPAH3AKIIUH.
UccnepoBaHue

I/ICHOJ’II;?;yﬁT@ MHCTPYMCHTHI Ha BKJIAAKE 3Kcneansa, KOTOPbIC IOMOT'YT BaM IPOU3BECTU
HCCICJOBAHUC.

DED Click a bex for more information.
% Shifi-click to open a new browser,

Document Data Document Digital
search pivoling  reconstruction Impression

1. Hcnonp3yiiTe MOUCK B TPOU3BOJILHOMN (hopMe, YTOOBI HATH BCE MPOTUBOPEUHUBBIE MJIH
MOJO3PUTCIIBHBIC TPAH3AKIIUN.

2. Hcnomb3yiiTe MOWCK B IPOU3BOJILHOM (hopMe 1 HOBOPOT AaHHBIX, YTOOBI HAXOAUTH
TNOBTOPHI 3THX TPAaH3AKIHUIL.

3. Hcnomnb3yiiTe NOBOPOT JaHHBIX U HU(PPOBOIT OTTUCK, YTOOBI OOHAPYKUBATH OOBEKTHI,
CBSI3aHHBIE C [10JIO3PUTEIILHBIMU TPAH3aKIUSIMH.

4. BckpoiiTe comepXxuMoe TpaH3aKIuit, YTOObI ONIPeIeIUTh KOJIMYECTBEHHOE 3HAYCHHE,
IpOBepsisd PEKOHCTPYUPOBAHHBIE JTOKYMEHTHI.

HecaHKUuMoOHMpoBaHHOE BblAesnieHne pecypcoB

B atom CCHAPpHU OpraHu3anus MoJo3pe€Ba€T HECAHKIITMOHUPOBAHHOC paCIpeaACIICHUC
PECYPCOB, KOTOPOEC OTPULATCIIbHO BJIMACT HA 6I/I3H€C-OH6paI.II/II/I B (I)I/IHaHCOBOM
OTHOIICHUMU.

Uenb

YToOBI YCTPAHUTD npo6neMy B OTUX UCCJICJOBAHUAX, Y Opraiu3sanum €CThb CJICAYIOIIne
eJiu:

* HaiiTu HEMpaBUIILHOE BBIJICJICHUE PECYPCOB.

* BBISBUTE 3aTPOHYTHIE OOBEKTHI, KOTOPHIE OTBEYAIOT 33 HEMPABIUILHOE paCIpee/ieHue
pecypcos.

* IloHsATH MOTHBALUIO HECAHKLIIMOHUPOBAHHOIO paclpeie/ieHHs] peCypCcoB.

* OueHuTh pazMep U 00JIaCTh HEMPABUIILHO PACIPEACIICHHBIX PECYPCOB.

[nasa 2. Uccnenopanus sammter 9



UccnepgoBaHue

Hcnosp3yiiTe MHCTPYMEHTHI HA BKJIaIKe DKCNEPTH3a, KOTOPbIE IOMOTYT BaM IIPOU3BECTU
UcciieJOBaHUE.

gaJ Click a box for more information.
0 Shift-click to open a new browser.

Digital
Impression

Document Data Document

T Surveyor
search pivoting  reconstruction v

1. Wcmomp3yiiTe HOUCK B TPOW3BOJILHOM (hopMe MIITsT HaXOKICHHS B3AaNMO/ICHCTBHH,
CBSI3aHHBIX C BBIJICJIEHHBIMH PECYPCaMU.

2. Hcnomb3yiiTe MOWCK B MPOU3BOJIbHOM (hopMe, MOBOPOT JAaHHBIX U MH(POBOI OTTHCK,
9TOOBI HAWTH UACHTUPUKATOPBI 0OBEKTOB, MPON3BOIAIINX HECAHKIIMOHIPOBAHHOE
BBIZICJICHHE PECYPCOB.

3. O06paboTaiiTe cOAEPKUMOE 3aTPOHYTHIX B3AUMOJIEHCTBUHN, YTOOBI OLIEHUTH MOTUBHI,
IPOBEPsist PEKOHCTPYUPOBAHHBIC TOKYMEHTHI M UCIIOJIb3YS BU3yaJIN3allHH.

4. Hcnomp3yiiTe TOCMOTP, 9YTOOBI IPOU3BECTU IIOBTOPHYIO TPACCHPOBKY Ollepanuii no
pacupeesICHUIO U Y3HaTh KOJIMYECTBO HEIIPABUIIBHO BBIJEJICHHBIX PECYPCOB.

OTKNOHEHUA OT NPOTOKOJOB U AelCTBUA B 00X04 NPaBOBbIX
perynaTtopos

B 3TOM clieHapuu OpraHU3aUIo OMOBEIIAIOT O TOM, YTO OBLIIM IPOU3BEICHBI ACHCTBUS B
06xo01 nHTepecoB Ou3Heca, NPoTOoKoJI0B VT 1 mpaBOBBIX PEryIsITOPOB, YTO MOXKET OKa3aTh
OTpHIATEJILHOE BIMSHIE B (UHAHCOBOM OTHOIICHHH.

Uenb

YToObI YCTPpAHUTDH HpO6.HCMy B O9TUX UCCIICAOBAHUAX, Y OpTraHU3alluu €CTh CJICOYFOIIUC
neJIm:

*  OreHUTh, KaKhe IPOTOKOJIBI HJTH MPABOBLIC PETYIIATOPHI OBLIA 00O ICHEI.
* BbIABUTH 00BEKTHI, BOBJICUCHHBIE B TAKOE TIOBE/ICHUE.
* [TOHATH MOTHBAIMIO ATHX OOBEKTOB.

* OneHuThb, HACKOJIBKO TJIyOOKO pacnpoCTPaHUIOCh 3TO aHOMAaJIbHOE TTOBE/ICHUE.
UccnepgoBaHue

Hcnomnp3yiiTe MECTPYMEHTHI Ha BKJIaIKe JKCNEPTH3a, KOTOPbIE HOMOTYT BaM IPOU3BECTH
UCCIIeTOBAHNE.

gﬁj Click a box for more information.
% Shift-click to open a new browser.

Document Query filter Digital Data

search tool Impression |~ Yisualization pivoting SHEEE

1. Vcnommb3yiiTe HOUCK B MPOU3BOJILHON (hopMe, YTOOBI HAUTH OM3HEC-ITPOLIECCHI,
yIpaBJIIeMbIC TPOTOKOJIAMH UJTH PETYJISTOPAMHU.

2. Hcnosmp3yiiTe HOUCK B IPOU3BOJIbHOM (hopMe, MOBOPOT JaHHBIX U PEKOHCTPYKIUIO
JIAHHBIX, YTOOBI CO3aTh NEPEKPECTHBIE CChLIIKU C JOKYMEHTAlLUel, B KOTOPOI TaHbI
oOmiye cBelleHns 0 IPOTOKOJIaX M COCO0ax MPaBOBOIO KOHTPOJI.
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3. Hcnomnw3yiiTe GUILTPHI COAEP)KUMOTO U OKUCK B MTPOU3BOJILHOM (popme, YTOOBI
O6Hapy)KI/ITI) KOHKPETHBIC OK3EMILIAPBI, B KOTOPBIX IPOU3BOANUJINCH HeﬁCTBHH B O6XOL[
MPOTOKOJIOB/PEryJISTOPOB.

4. Wcnosb3yiite nuppoBOi OTTHUCK, BU3yaIM3alNH, IOBOPOT AAHHBIX U (DUIBTPHI
COEPKUMOTO, YTOOBI HANTHU CBSI3aHHBIC UACHTU(PUKATOPHI OOBEKTOB.

5. Hcnoab3yiiTe JOCMOTP, YTOOBI MOBTOPHO OTCJICAUTH ONepallid 0OBEKTOB IS
M3YYeHUs BO3MOXXHONW MOTHBAIIUH.

UccnenoBaHua cbopa AoKasaTenbCTB

Hcnomw3yiite mporpammy QRadar Incident Forensics, 4TOOBI OIIEHUTD PUCK YSA3BUMOCTEH B
opraHusanuu, onpeaciMTb TOCTOBEPHOCTD BBIABJICHUS YI'PO3 UJIM BUHOBHBIX U YTOYHUTH
METOJUKU 3aIIUTHI.

JlocToBepHOCTb NpU BbiABIEHUMN YIPo3

B atom CHCHAPHU OPraHU3alUIO OIIOBCIIAOT 00 OHpS,I[CJ'ICHHOfI yYIrpo3€, uClioJIb30BaHUN
NI YyA3BUMOCTHU. YT06B 060CHOBATH yCujns o JJUKBU AU HOCJ'IC,Z[CTBI/Iﬁ, KOTOPELIC B
OPOTUBHOM CJIyda€ MOI'JIn OBl KOHKYpUPOBAThH C OOBIYHBIMU 6H3HCC—OHCpaHI/IHMI/I, OHH
XOTAT ONPEACTINTh UHTEPBAJI TOCTOBECPHOCTHU IJISI BCEX CBA3AHHBIX PUCKOB.

Uenb

YTt0o0BI YCTPAHUTD npo6neMy B OTUX UCCJICJOBAHUAX, Y Opranu3sanum €CThb CJICAYOIue
eJim:

° OI_ICHI/ITI) YYBCTBUTCIJIbHOCTD K PUCKY HAPYUICHUA 3alIUTHI.
M OHpC,E[e.HI/ITb, €CTb JI1 CBUACTCIJIbCTBO PUCKA HAPYIICHUA 3alIUThI.
° OI_IBHI/ITL 00J1aCTh JEUCTBUS U AEHEXXHOE BIIMSHUE PUCKA 3aIIUTHI.

* IlonsATh XapakTep pUCKA 3AILUTHI.
UccnepnoBaHue

I/ICHOHL3yfITe HHCTPYMCHTBI Ha BKJIAAKE 9Kcnemea, KOTOPBIC IOMOI'YT BaM IIPOU3BECTU
HCCJIEOOBAHUC.

Click a box for more information.
Shift-click to open a new browser.

Document Digital . e Data
search Impression  V1sualization S pivoting

1. HWcmomp3yiiTe HOUCK B MPOU3BOJIBHON (hopMe, aHAIIN3 TOIO3PUTEIHHOTO COACPKIMOTO
Y IOBOPOT JAAHHBIX, YTOOBI HAXOAUTH YT PO3bl, 3JIOHAMEPEHHYIO HKCILUTyaTALMIO UITH
YSI3BUMOCTH C UCIIOJIb30BaHAEM NOTEHIINATIHHO HAIPABJIEHHBIX 00OBEKTOB B KAYECTBE
OTHPAaBHOU TOYKH.

2. Hcnomb3yiiTe MOUCK B IPOU3BOJILHOM (hOpMe B HOBOPOT AaHHBIX, YTOOBI
CKOMITIJIAPOBATH BXOXKICHUSL.

3. Hcnomnb3yiiTe NOUCK B IPOU3BOJILHOI (hopMe, YTOOBI CO3/1aBATh EPEKPECTHBIE CCHIIKA
Ha JIOKyMEHTBI, KOTOPbIE MOT'YT COJIepKaTh HHPOPMALHUIO TI0 BIIMSHUIO.

4. HVcnomp3yiiTe mudpoBOi OTTUCK U BU3YAIM3AIIH, YTOOBI BEISIBUTH 3aTPOHYTHIE
OOBEKTEI.

5. HWcmomp3yiite JOCMOTp, YTOOBI IPOAHAM3APOBATH IEHCTBHS, CBSI3AHHBIE C YTPO30it
WJI BHHOBHBIM.
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YTouHeHue NMPaKTU4eCKUX MeToaoB 3aLlUnThbl

OOHapyxeHnue HOBOTO ¥ PUCKOBAHHOTO TIOBE/ICHUS JAeT OPTaHU3aIMK OBOJ OIICHUTD,
SIBJISIFOTCS JI IOCTATOYHBIMHU CYIIECTBYIOIIME MPAKTUYECKUE METOAbI 3AIUTHL. B 3TOM
CIICHAPUH OPraHMU3aIMs CTPEMUTCS ONEHUTH 3()(HEeKTUBHOCTH CBOUX MPABHJI 3aIIUTHI B
OTHOIIIEHUH PUCKOB, C KOTOPBIMH OHA CTAJIKUBAETCS.

Uenb

UTOOH ycTpaHUTH IPOOJIEMY B 3TUX UCCIICTOBAHUSAK, Y OPTraHU3ALUH €CTh CIIeIYFOIIIe
TeJIHn:

* Pacno3HaTh HOBOE WJIM PHCKOBAHHOE IIOBEICHUE.
* OrneHuTh 3pPEeKTUBHOCTH CYIIECTBYIOIIUX MPABIIT 3IIUATHI.
* OmnpenenuTs MPOOEIIHI B 3AIUTE, BO3HUKIIINE M3-32 THHAMUAYECKAX ONEpAIHil.

. OHGHI/ITL S(b(bCKTI/IBHOCTL MMPEAJIOXKCHHBIX ITPAKTUYICCKUX METOJOB 3allIUThI.
UccnepgoBaHue

Hcnomp3yiiTe MHCTPYMEHTHI Ha BKJIaIKe JKCNEPTH3a, KOTOPbIE IOMOTYT BaM IPOU3BECTH
UCCIIEIOBAHUE.

Click a box for more information.
%7 Shift-click to open a new browser.
Document Digital : e Data
g Surveyor ; i
search Impression a0 L pivoting

1. Vcnomp3yiiTe HOUCK B IPOU3BOJIBHON (hopMe, YTOOBI HAWTH HOBOE MJIM PUCKOBAHHOE
HOBELIeHUE, HAIPUMeED, 111 MOOMJIbHBIX I0JIb30BaTeJIe! 1 CIIyk0 Ha OcHOBe obJlaka,
UCTIOJIb3YS 3HAHUS O JOMEHE U OpraHMu3alin.

2. W3yuuTe MOmO3PUTEIHLHOE COAEPKIMOE U MCHOJIb3yHTe HHCTPYMEHT JJoCMOTD, YTOOBI
CO3/1aTh MEPEKPECTHBIE CCHIJIKA MEX/y TUM MOBEJCHUEM H CYIECTBYIOIUMHU
MpaBWJIAMHU UJIM MPAKTUYECKUMH METOAAMHU 3aIUTHI.

3. Hcmomp3yifTe HOUCK B MPOU3BOJILHOM (hOpME, JOCMOT]P, PEKOHCTPYKIIHIO COIEPKIMOTO
1 BU3YaJIM3AIIIO, YTOOB! IPOAHAN3NPOBATH ONOBEIICHUS OT IPABUJI 3AIIUTHI JJI5
OTIPeJIEIICHUST YACTOTHI JIOKHOTOJIOKUTETLHBIX COOBITHH.

4. Vcnomb3yiiTe MOWUCK B IPOU3BOJIbHOM hopMe, TOCMOTp, PEKOHCTPYKIIUIO
COJIEPXXKUMOT0, TOBOPOT AAHHBIX M BU3YAJIM3AINIO, YTOOBI OOHAPYKHUBATH
JIO’KHOTIOJIOKUTEJIFHBIE COOBITHS, KOTOPBIE HE OOHAPYKUBAFOTCS C UCIIOJIH30BAHIEM
CYIIECTBYIOIIUX MPABUJI NI METOJOB 3AIIMTHI.

OueHKa pucKa

B atom ClicHapuun OIOJIJICTEHD 3alIUThI, B KOTOPOM ONUCAHbI OTACJILHLIC YA3BUMOCTH,
CIIOCOOBI OKCILIyaTalluy UK 3JIOHAMEPCHHOC NOBCACHUEC, ITpCAJIaracT OpraHusainuu
IIPOBECTU OLICHKY PUCKOB. OHCHK& PUCKOB OIIPEACIIACT, ABJIACTCA JIM OpraHu3alnust
BOCHpI/II/IM‘II/IBoﬁ K pUCKaM, UJIM OHA YK€ CKOMIIPOMCTHUPOBAHA.

Uenb

UTOoO6H! ycTpaHUTh NPOOJIeMy B 3TUX HUCCIIETOBAHUSAX, Y OPraHU3ALUH €CTh CJIeIyIOIIIe
LEJIH:

* OreHUTh HAJIMYKE BBISIBJICHHBIX YS3BUMOCTEH B OPraHU3AIIH.
* OOHApPYXHUTD 3JIOHAMEPEHHOE MIPUCYTCTBHE BHEIITHUX CTOPOH.

* BCKpBITb CBUIETEILCTBA JIFOOBIX HAPYIIIEHUH.
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° Onpez[eJme, ABJIACTCA JIX OpraHu3anus )KepTBOI71 UCIOJIb30BAHNA HE 11O HA3HAYCHUIO.

. OHpe,E[eJ'II/ITb I/IJICHTI/I(bI/IKaTOp IIOJIL30BaTCJIIA.
UccnepgoBaHue

Ncnomp3yiiTe MHCTPYMEHTHI Ha BKJIaIKe DKCNEPTH3a, KOTOPbIE IOMOTYT BaM IPOU3BECTH
UCCIIETOBAHUE.

Click a box for more information.
) Shift-click to open a new browser.

Document Document
Surveyor )
search E reconstruction

1. Hcnomp3yiiTe NOUCK B IPOU3BOJIbHON (hopMe, YTOOBI HAUTH NMPU3HAKH ySI3BUMOCTE!,
HENPaBUJIBHOTO HCIOJIb30BAHUS WU APYTOro 3JIOHAMEPEHHOTO NOBEACHUS, YKa3aHHOI'O
B OFOJUIETEHE 3AILUTHI.

2. Hcnomb3yiiTe HOWCK B MPOU3BOJILHOM (popmMe, YTOOBI MPOU3BECTU UCCIIEOBAHUE
MEePEKPECTHBIX CChIJIOK WJIM IPYTUX JAHHBIX, YTOOBI MOJyYUTh WHANKATOPHI.

3. I/ICHOHL3yﬁTC JOCMOTp, YTOOBI HCCJICJ0BATH BSaI/IMOHCﬁCTBI/IH, KOTOPBIC MOT'JIN
OKCIUTYaTUPOBATH BBISABJICHHBIC YSI3BUMOCTU.

I/I3y‘{I/IT€ NOOJO3PUTCIIbBHOC COACPKUMOEC, KOTOPOC IMMPOAYKT IOMETHJI d)HaFaMI/I.

5. Hcnonb3ysi peKOHCTPYKLHIO TaHHBIX, IPOBEPHTE COJIEPKUMOE, KOTOPOE JIEXKUT B
OCHOBE IOTE€HIIMAJIbHO PUCKOBAHHBIX B3aUMO/JIEHCTBUIA.

6. Hcnomp3yiiTe 1OCMOTP, 4YTOOBI MOBTOPHO OTCJICANUTD ONEPAIMN TOTEHIIMAIBHO
PUCKOBAHHBIX OOBEKTOB.
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Fnasa 3. HaunHaem paboTy ¢ uccnegosaHUAMMU MO IKCNepTU3E

UToO6BI IPUCTYIHUTH K paboTe ¢ UCCIIeTOBAHUSIMU B 00J1aCTH 3KCIEPTU3BI B IPOTpaMMe
IBM Security QRadar Incident Forensics, ncnoJib3yiiTe MeHto BoIcTpbIii cTapT, 4TOOBI
IIepeMeNIaThCs OT OIIMY K ONIUK ¥ NPUMEHSTH QUIBTP K JaHHBIM, HAXOISIIMMCS B
PETIO3UTOPUH FKCIEPTU3LI. DTa MaHEIh 3aMMyCKa COICPKUT 3apaHee 3aJaHHBIC CBOIHEIC
3aIPOCHI, KOTOPBIE MOXXHO UCIOJIB30BATH JJISI 3aIyCKa MMOUCKA HMJTH MOJIYYCHHUS
B3aUMOCBSI3eH 115 OOBEKTA.

UToOB IPUCTYIUTH K PabOTe, BHIIOJHUTE CIIETYIOIINE PEKOMEHTAINN:

1.

© Copyright IBM Corp. 2014, 2017

HavunnatiTe BocCTaHOBJIEHNE IKCIICPTU3BI WM IIOUCK C HAPYIIICHNUS Ha BKJIAIKE
Hapymenus.

* Ecnu BB 1IeJIKHETE MPABOl KHOMKON MbIIIHU 10 JitoooMy [P-anpecy u 3amycrute
BOCCTAHOBJICHUE IKCIEPTU3bI, IKCIEPTU3A MOJIYUYUT HECTPYKTYPUPOBAHHbIEC JAHHBIE
3axBaTa JJIs YKa3aHHBIX AUANa30HOB BpEMEHHU C YCTPOICTBA 3aXBaTa, U3BJICUCT U
HNEePECTPOUT JOKYMEHTHL, a 3aTeM T00ABUT PE3yJIbTATHI B PEIO3UTOPHIA IKCIIEPTH3BL.

* Ecnu BB LIeJIKHETE IPaBOil KHOIKOM MBIIIN IO HApYIIeHUIo ui robomy IP-agpecy
U 3aITyCTUTE MOUCK IKCIEPTU3BL, K PEIO3UTOPUIO IKCIEPTU3bI OyIeT NPUMEHEH
¢unbTp M OyAeT npousBeeH nouck atoro IP-aapeca. ITocie aToro pe3ynbrars
O6yIyT mOKa3aHbl B OCHOBHOM CETKE HA BKJIaJKe JKCNepTu3a. Bol MoxeTe yTOUHUTH
CBOI1 NOMCK, TOCTPOUB 3ANPOCHI.

Korna QRadar Incident Forensics nostyuaer TpeGoBaHue MOUCKa, 3TOT MPOIYKT
oOpabaThIBaeT JaHHbIC 3aXBaTa AKETOB ¥ IEPEBOANT X 0OpaTHO B hopmar,
OTIpaBJICHHBIH IpeanoiaraeMoMy noJrydaresro. JJokymentsl Microsoft Word,
HanpuMep, BOCCTaHABIMBatoTCs Kak Qaitsiel Word. Tenedonnsie 3B0HKHN rosioc-no-IP
BOCCTAHABJIMBAIOTCS Kak aynuodaiiisl. BocctaHOBIICHHBIE (haiiyibl 3aTeM
MHJIEKCUPYIOTCS C HCIIOJIb30BAaHUEM METAAAHHBIX U COAEPKUMOro (ailioB, 4TOObI
C/AeNIaTh UX JOCTYIHBIMH JUJIS IIOUCKA.

Ha Bxytagke Ixcnepru3a mekHUTE 10 BeICTpbIil cTapT.

ITocie Toro xak Bbl MPOU3BEJETE BOCCTAHOBJICHHUE MJIM MOMCK BMECTO BBIIIOJIHEHUS
MOKCKA B IPOU3BOJILHOM (hOpMATe U MOCTPOCHUS CBOMX COOCTBEHHBIX 3aIPOCOB, BEI
CMOXeTe OBICTPO HAYaTh MCCIICAOBAHNE, HCIOJB3YS 3apaHee 3aJaHHbIC 3alPOCH U3
MeHro BeIcTpblil cTapT Ha BKyIagke JKenepTru3a. Hanpumep, MOXHO MOCMOTPETh HA
kateroputo Ilogo3puTesibHOE COAEPKUMOE 1 3aIlyCTUTH OJUH U3 3aIIPOCOB, HAIIPUMED,
onopelleHne 00beKTOB. /10703puTebHOE CoqepIcUMOe OCHOBAHO HA 3aJaHHOM Habope
MPaBWJI JJIs1 COJIEPKUMOT0, KOTOPBIN YKa3bIBAET HA MOI03PUTEIHLHBIC OTIEPAIINY.
Onogewenue 06sexTa moMevaeT GpJaroM BO3MOXKHBIN BPETOHOCHBIN OOBEKT,
YYaCTBYIOIIUI B HAPYIICHUU TOJTUTUKY 3AIUTHL.

Kateropmsamnus cogepkuMoro  BO3MOXHOCTH (PUIIBTPOB IIOMOTAIOT COKPATHTH
00beM BO3BPAIIIEHHBIX JAHHBIX

B cetke BLI6CpI/ITC JOKYMCHTBI, KOTOPBIC B XOTUTEC YBUACTD.

QRadar Incident Forensics Bo3BpaiaeT pruopuTU3NPOBaHHbIE PE3YJIbTAThI IOUCKA.
AHAJIOTMYHO TOMY, KaK ONITUMHU3ALUSI MEXaHU3Ma ITOUCKA IPUOPUTUZUPYET CAilThI IpH
noucke B MHTepHeTE, HanboJIee YaCTO BCTPEYaIOUIUECs BXOXK/ICHUS MOSIBIISIFOTCS B
HayaJle CIucKa.

Bul MOXxeTe HauaTh U3MEHSITH IPEACTABJICHUC JAHHBIX, IIEJIKAasA IO CChIJIKaAM U
MMPOU3BOJAS NOUCK METAJAaHHBIX, CBA3AHHBIX C TOKYMCHTOM. Bo3MoXxHOCTH N3MEHEHUS
NpEaACTAaBJICHUSA JaHHBIX obecreynBaroOT Pa3JIMYHBbIC IPEACTABJICHUA IIOUCKA U CBOJKH
JAaHHBIX.
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4. YtoOsl uccrneqoBaTh B3aNMOCBSI3U MEXKIY BCEMH ACHCTBUSIMHY M MHIUACHTOM 3allUTHL,
BBIOCPUTE B IPEJCTABJICHUN TOKYMEHTA CCBUIIKY U IIEJIKHUTE IPaBOi KHONKON MBIIIN
1o Ilosxyunts B3auMoOCBSA3H I,

ITocrne nccnenoBanns aTpuOYTOB IpUMeHUTE QUIBTP K HHDOPMANH, COOpaHHOM
IMyTeM COSAMHEHHS OOBEKTOB.

5. Ienaxaute mo LugpoBble OTTUCKH, YTOOBI IPONTH O ClIeIy HIACHTUDUKATOPA 1
coOpaTh CKOMIUIIMPOBAHHBIN HAOOP CBsI3EH.

LndpoBoit OTTUCK - ITO UHJIEKC METAAAHHBIX, KOTOPBIE MOTYT IIOMOYb
UACHTU(OUIIPOBATH MOTO3PUTENILHBIX ATAKYIOIIUX UJIH I'PYyOBbIX HAPYIIUTEIICH, CIIeys
O CJIeJIaM 3JIOYMBIIILTEHHAKOB. [1pu mocTpoernn 3tux B3anMocBs3eir QRadar Incident
Forensics ncnosp3yeT TaHHBIC N3 CETEBBIX HCTOYHUKOB, Hampumep, [P-ampecos,
MAC-anpecos, a Takxe moptoB TCP u mpoTokoJioB. [TpoIyKT MOXKET HAWTH TaKyro
nHpopManmro, kak ID 4aToB, 1 MOXET IPOYATATH TAKyIO HHPOPMAIIHIO, KaK
UACHTAGUKATOP aBTOPA, U3 MPUJIOKEHUI IO paboTe ¢ TEKCTOM HJIM 3JIEKTPOHHBIMHU
Tabmunamu. L{ndppoBoii OTTUCK MOXKET IOMOYb BCKPBITh B3aUMOCBS3H, CBSA3BIBAS
uaeHTUUKATOp 00BEKTA C UICHTU(DHUKALMOHHON MH(OPMALIUE TS APYTHX
HoJIb30BaTesiel N 0ObEKTOB.

NMouck u 3aknagku B nporpamme QRadar Incident Forensics

HccnemoBatenn ucroib3ytot nporpammy IBM Security QRadar Incident Forensics ms
U3BJICYEHHSI COOTBETCTBYIOIIUX JAHHBIX U3 CETEBOr0 TpaduKa U JOKYMEHTOB.

NMouckK 3anucen n NnoMeTKa UX 3aKnagKamu

YUToObI BKJIIOYMTH ONEPALNI0 UHTYUTUBHOM 3KcnepTu3bl, QRadar Incident Forensics
HOJIy4yaeT JaHHBIE IAKeTa U 3arPyXkaeT IPyroe CoAePKUMOoe. DTa TeXHOJIOTUs
obecrieYnBaeT yrnpasisieMoe IOUCKOM UCCIIEJOBAHNE JaHHBIX, PEKOHCTPYKIMIO CEaHCOB 1
9KCIIEPTHYIO aHAJMTUKY B TOMOIIb MCCJIEIOBAHUSIM HHIIMACHTOB 3aIUTHI.

HccnemoBaTesi mpoU3BOAST UCCIEAOBAHMS C TPUMEHEHNEM IPy0o IeTaIM3NPOBaAHHBIX
JIEHACTBUH, a 3aTeM NEePeXoISIT K TOHKOW HACTpOiike OOHAPYKCHHBIX SIBJICHUN B
peJIeBAaHTHBIN KOHEUHBIH HAOOP pe3yIbTaTOB. [IpOCTOM BHICOKOYPOBHEBBIN MOIXO/T
3aKJIFOYAeTCs B TOM, YTOOBI CHaYaJIa IPOU3BOIUTH HOUCK MHOTHX 3aIMCel ¥ TOMEYaTh UX
3aKJlakaMu. 3aTeM JIeJlaeTcsl yImop Ha IOMEYEHHBIE 3aKJIaIKaMU 3alIUCH, YTOOBI BBISIBUTH
KOHeYHbI Habop 3amuceil. OnpenenuTe, kakoil MaTepuasl IMeeT OTHOILIEHHE K JIeJTy U
KOPPEKTUPYHTE 3a1IPOChl, YTOOBI BKJIFOYATh MJIM UCKJIIOYATh 3JIEMEHTHI. Vicnomb3yiite 3TOT
MaTepual, YToOb! AaTh NOATBEPXKICHUE TUIOTE3E.

ITpu pa3paboTke HOBBIX OAXOJOB BbI MOXKETE IIPOCIIEANTD UX, HCHOJIB3YS IPYTUE METO/IBI.
MO3XHO HCHOJIb30BATh MHCTPYMEHTHI BU3YyaJIM3allli U aHAJIN3a, YTOOBI BPYYHYIO 1
4BTOMATHYECKH OLEHUBATH PEJICBAHTHOCTD PE3YJIbTATOB. TaKkke MOXHO HCIOJIb30BATh
Ppa3JIMYHbBIE 3aIPOCHL, YTOOBI MOJYIUTh IPYrOi B3TJIAI HA TY Xe MpodemMy.

O6paboTKa pe3ynbTaToOB, OTMEUEHHbIX 3aKnagKamu

Korpga Bbl HafiieTe pe3ysIbTaThbl, UMEIOLUE 3HAYCHUE 1151 BALLETO UCCJIEAOBAHUSL, BbI
MOXeTe IOMETHTH Pe3yJIbTATHI 3aKJIaIKOU, YTOOBI M3YUUTh UX IJIyOXe U MPUHSATH
OTHOCUTEJIFHO UX OKOHYATENbHOE perreHne. [loMeuaiiTe 3akaakaMu O0OJIbIIE MaTEPHATIOB,
1eM BaM, KaK BbI cunTaete, moTpedyercs. Ecim y Bac ecTh BOIPOCH IO MaTepUaTy,
IOMETBTE €ro 3aKJIAKOH. BbI XOTHTE YCTpaHUTH HEPEJICBAHTHBIN MaTepUal I
c(hokycupoBaTbCS HA TOM, YTO, KaK BbI IyMaeTe, SBIISETCS PEJIEBAHTHBIM.

ITocste TOro Kak Bbl IOMETUTE 3aKJIAAKON HAGOP pe3ysIbTaTOB, KOTOPBIC BaM [IOKA3aJIMCh
peJieBaHTHBIMHU, BB MOXETE TOUYHEE HACTPOUTH CBOE U3YUCHHUE.
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1. W3yumTe KaxIplif HOMEYEHHBIN 3aKIaAKOH JOKYMEHT IPH MOMOIIN HHCTPYMEHTOB
BH3yaJIN3alliyi U AaHAJIN3A.

2. Bnoxwure B JOKYMCHTBI IPUMCUYAHUS IO ACJIaM U IPUMHUTE OKOHYATCIJIbHOC PCUICHUC I10
KaXaA0My JOKYMCHTY OTHOCUTCIIbHO €T0 PEJICBAHTHOCTH B JCJIC.

3. Ecim 3anuch He SIBIISCTCS peHeBaHTHOﬁ, YAAJIMTE 3aKjIagKy.

B npouecce uccienoBanus Bbl BBISIBUJIU PEJIEBAHTHBIN MaTepuall B pENO3UTOPUH, U
Teleph y Bac eCTh HAOOp pesieBaHTHBIX 3alMCel, TOMEUEHHBIX 3aKIagKaMHU.

4. HaneuaraiiTe, SKCHOPTUPYHTE WM 00pabOTaliTe pejicBaHTHBIE 3aMUCH.

NMouck n nccnepgoBaHne AOKYMEHTOB

I/ICCJ'IeJ:[OBaTCHI/I MPOU3BOJAAT MOUCK JOKYMEHTOB, PEJICBAHTHBIX IO OTHOMICHUIO K MOAXOY
WJIX TUOTE3C OTHOCUTCIIBHO TOI'O, KaK MPOU30IICJI UHIUACHT 3alIAThI.

Moucku

BMmecTto TOTr0, 4TOOBI Bpy4HYIO IPOCENBATH MACCHI JJOKYMEHTOB, OOJIBITMHCTBO U3 KOTOPBIX
HE CBS3aHO C JEJIOM, MCCJIEI0BATENM UCIOJIb3YIOT 3KCIIEPTHBIM PENO3UTOPUI IS
U3BJICYCHUS TOKYMEHTOB, YAOBJIETBOPSAIOLIUX HHTEPECYOLIUM UCCIIEI0BATENS
xapaktepuctukaM. Hanpumep, 1OKyMEHT, IOSIBUBIIMICS B OIIPEIEIJIEHHBIN IEPUO,
BPEMEHH, OTHOCHTCS K HHTEPECYIOIIel Bac TeMe, UM JOKYMEHT OBbLJI OTIIPaBJICH UJIH
NIOJIy4€H IPEIIOJI0OKUTEIIbHBIM aTAKYOIIUM.

ITouck MoxeT ObITh crienuaIn3upoBaHHbIM. Hanpumep, "HaliTU TOUYHYIO CTPOKY CUMBOJIOB
“Muccus Aimbda™ - 3To crenuaM3upOBaHHBIN MOUCK. JIMOO OMCK MOXKET OBITH OOIIUM.
Hanpumep, "HaliTl Bce HOMepa KapT COIMAJIbHOTO CTpaxoBaHus, I1e Obl OHU HE
CYIIIECTBOBAJIM B PEMO3UTOPHHU" - 3TO O0JIee OO TTOUCK.

[Toncku MOTYT OBITH IPOCTHIMHU ¥ OCHOBAHHBIMH TOJIKO Ha OJTHOM KpuTepuu. Pe3yibTaTs
CJIO’KHOTO TOMCKA JTOJDKHBI YIOBJIETBOPSTh HECKOJIBKUM yCIIOBHSIM. Hanpumep, mouck Beeit
3JIEKTPOHHON MOYTHI MEXAY IBYMS IPEANOJIOKUTEIbHBIMY aTAKYIOIUMH, Kacaroleics
ONpe/ESICHHOH TeMbI 1 UCKJIFOYAIOLIEH 3JIEKTPOHHYIO IIOUTY, COAEPIKAILYIO BJIOKEHUS - 3TO
cJ10kHbI} nouck. Llesb noucka - 6bICTPO U TOYHO COKPATUTH YHUCIIO 3alUCel 10
MIPUTOJIHOTO ISl ynpaBJieHus paboyero Habopa. [1pu MeHblieM Habope JOKYMEHTOB,
KOTOpBIE OyIeT U3y4aTh UCCIIeIOBATElb, Y JOKYMEHTOB OyIeT O0Jiee BLICOKAsi BEPOSTHOCTh
UX PEeJIEBAHTHOCTHU IO OTHOLLIEHUIO K €Y.

BoccTtaHoBneHue KPUMUHAJINCTUKUN

J1J1s1 BOCCTaHOBJIEHUSI HECTPYKTYPUPOBAHHBIX IAKETHBIX 3aXBAYEHHBIX JAHHBIX C yCTPOUCTB
3axBaTra, HCO6XOL[I/IMO 3allyCTUTb BOCCTAHOBJICHUC KPUMUHAJIMCTUKU HA OTHOM UJIA GoJiee
IP agpecax uim noprax.

3anyck BoccTtaHoBneHua ana IP-agpeca unu nopta

3amycTUTe BOCCTAHOBJIEHHE KPUMUHAJIMCTUKY 1JISI TOJIyYEHU S HECTPYKTYPUPOBAHHBIX
3aXBaYE€HHBIX JAaHHBIX C yCTPOUCTB 3axBaTa. MOXHO 3allyCTUTh BOCCTAHOBJIEHUE IJIS
HeckosbkuX [P-anpecoB nim moptoB. Ecim BEI He BBeneTe [P-anpec wim nopt, Oyner
BoccTtaHoBJeH Bech Tpaduk TCP u UDP. Eciu BBecTn Heckoipko [P-anpecoB nim nopTos,
HYXHO pa3a€juTh UX 3alsAThIMU.
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Heo6xoammo 3anyCTUTh BOCCTAHOBJICHAE KPUMHUHAJIMCTHKY IPABBIM IIeTYKoM 1o [P

anpecy wim nopty B QRadar, uim Beioupast 3anyck BOCCTAHOBJIEHHS 3HAYOK BO
BKiankeK puMuHamucTuka.

Orpannvenne: Kak mpaBuio, BBl MOKeTe BBeCTH 0koJio 7 aapecos IPv4 u 7 noptos umm 10
255 cumBoJioB ogHOoBpeMenHoO. [Toss IP-aapec u ITopT KOMOMHUPYIOTCS ¢ APYTUMU
(pazamu, YTOOBI cO3AaTh CTPOKY GuIbTpa. CTpoka PrIbTpa MOKET COAepKaTh He boJiee
255 cuMBOJIOB.

MepesanycTute BOCCTaHOBNEHUE

Bo Briagke KpuMunanucTuka, HCHOJIB3YHTE OMIUIO MO TIEPE3aNnyCKy BOCCTAHOBJIEHUS IO
CEeTKe pe3yJIbTaTOB JAJIsI 3alycka Ipeke Co3JaHHOro BoccTaHoBIeHUs. Hanpumep, ecim
Pe3yJIbTaThl BO3BPALIAIOT HEMOJIHbIE TaHHbIE, IEPE3aNyCTUTE BOCCTAHOBJICHUE
KPUMHHAJIUCTHKY JJIs1 BKJIFOUCHUS pa3muHbIX [P agpecos, Wi n3MeHUTE BpeMeHHbIE
paMKW, 3aJaHHBIC B IPEBIIYIICH paboTe MO 3aIIyCcKy BOCCTAHOBJICHUS.

st mepe3anycka npenblayiieil paboThl 10 BOCCTAHOBJICHUIO KPUMUHAIUCTUKY, HICJIKHUATE
Ilepe3anycTuTh BoCCTaHOBJ/IeHHE KpUMUHAMCTHKH. [1pu nepe3amnycke paboThI 1o
BOCCTaHOBJICHHIO, CTpaHuUIla BoccTaHOBIICHHE KPUMUHAIMCTUKU COACPKUT 3HAUCHHUSI
HpeabIIYLIEero 3amycka. MOoXHO 3aIlyCTUTh TO %€ CAMO€ BOCCTAHOBJICHUE CHOBA, UJIH
U3MCHUTH aBTOMATHYECKH MOJTYYCHHBIC 3HAUCHUS.

MoxHO Mepe3amnyCTUThb TOJIBKO BOCCTAHOBJICHUE, KOT' 1a pa60Ta 3aKOHYCHA,; KOrga y HEC
CTaTyC 3aBE€PIICHHOCTU, OTMEHBI UJIN OIMMOKM.

Iena no aKkcnepTuse

Hena - 3To Jloruyeckre KOHTeWHeps! 11l COOpaHUit UMIOPTUPOBAHHBIX TOKYMEHTOB U
(baitioB 3axBaTa MaKETOB.

Hena co3znarorcs 100 aIMUHUCTPATOPAMHU, JIUOO UCCIIETOBATEIIMU, Y KOTOPBIX €CTh
MMOJTHOMOYHMSI HA CO3JaHue JeJl. AIMUHUCTPATOPHI CO3/IAI0T Jiejia U HA3HAYAIOT UX
uccienoBatessaM. Mcciemopatenan MOTyT CO3/1aTh HOBOE AEJI0, KOT4a OHU IOJIYyYaroT
JTaHHBIE 3axBaTa makeToB u3 [P-anpeca B IBM Security QRadar.

3anaun, cBA3aHHLIE C JAHHON:

“Boirpy3ka (aiioB pcap i JOKYMEHTOB W3 BHEIIHUX CHCTEM B JIeJIa 110 dKCIepTH3e” Ha CTp.|

E

Br1 MmoxeTe BBII'PDY3UTH BHCIITHUE JJAHHBIC B OTACJIBHBIC A€Ia.

CobpaHusa

Hcnonb3yiite codpanust AJis TPYINIUPOBKU CBSI3aHHBIX JaHHBIX U3 ONPEIEJIEHHOIO
UCTOYHMKA, HATIpIMeEp, U3 (ailia JaHHBIX 3aXBaTa nakeToB (packet capture, pcap), PDF nim
CETEBOTO MOTOKA.

Cob6paHus UCIOJIb3YIOTCS ATt UACHTH(DUKAIMU TPYIII CBA3AHHBIX JAHHBIX U YIIPABJICHHSI
umu. [1o 3aBepileHnH UCCIIEA0BAHUS Bbl CMOXETE OBICTPO YAAIUTh JAHHBIE IPYIIIHI B
cobpaHuy.

Cobpanus co3garoTces MO0 aAMUHUCTPATOPAMH, JIMOO UCCIIEIOBATEIISIMH.
AIMUHHCTPATOPBI CO3AAI0T COOpaHus JJIs 3arpy3KK JaHHBIX BPYUYHYIO B Iporpammy IBM
Security QRadar Incident Forensics. AIMUHACTpaTOPBHI TAKXKE T00ABIIIIOT COOpaHUs B
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nena. MceienoBaresn MOTYT CO3JaTh HOBOE COOpaHue, KOT/1a MHUIMAPYIOT MOJIyYeHUe
JIAHHBIX 3axBaTa makeToB ¢ IP-ampeca B IBM Security QRadar.

Vurure creayrolye npaBuiIa AJis cOOpaHuil © UIMEH COOpaHUit:
* HMmeHa cobpaHuii TOKHBI ObITH YHUKAJTLHBIMH.
* Jlema comepxaT OQHO WM HECKOJIBKO COOPaHUN.
* CoOpaHust MOXHO T00aBJISATH B HECKOJILKO JIE]T.

M PCByJ’IbT'dTbI IIOUCKA BO3BpAIIArOT Hy6HI/IKaTH JaHHBIX, KOTda UCCJICIOBATCIIIO
IpUHAIJICXKATh ABA ACJIa C OJHUM U TEM XKE CO6paHI/IeM.

* Ecim OKaXETCA, YTO UMA CO6paHI/IH HE ABJISICTCA YHUKAJIbHBIM IIPH 3arpy3Ke HOBOI'O
pcap, HICXOAHOE CO6paHI/Ie YAQIIACTCA NICPEN BLIprSKOfI HOBOTO pcap.

Bbirpyska ¢annoB pcap U AOKYMEHTOB U3 BHELLUHUX CUCTEM B
Aena no aKkcnepTuse

BrI MoXxeTe BBII'PY3UTh BHCITHUC JaHHBIC B OTACJIBHBIC ACJIA.
Mpexae yuem HayaTb

AIMUHUCTPATOP JOJDKEH BKJIFOUUTD 3alIuIeHHble pa3pemenus: FTP pis moip3oBarens,
KOTOPBII XOUeT BBITPY3UTh BHEIIHNE (ailyibl.

06 aToi 3agaue

IBM Security QRadar Incident Forensics MOXeT AMIIOPTHPOBATE JaHHBIE U3 JIEOOOTO
JTIOCTYITHOTO KaTaJiora B ceTH. JlaHHbIE MOTYT OBITh MPECTABIICHBI B psifiec POPMATOB,
BKJTFOUAS! CIIEAyoIMe (HO UMU HE OTPAHUYUBASICh):

* ®aiiel cranaaptHoro gopmarta PCAP u3 BHEITHNX HCTOYHUKOB

* Takue TOKyMEHTHI, Kak TeKCTOBBIe (painibl, (aitsel PDF, a5iekTpoHHbBIE TaOIUIBI I
Ipe3eHTaluu

*  Dailytbl 300 paKEeHHH
* IloTok JaHHBIX U3 MPUIIOXKEHUIH

* JloTok HaHHBIX U3 BHEIIHNX UCTOYHHKOB PCAP
BbI MOXeTe BRITPY3UTH B JIEJIO HECKOJIBKO (DaiiyioB.

Orpaﬂnqe}me: Nwms JcJia JOJIDKHO OBbITH YHUKAJIbHBIM. Henbzsa Cco31aTh A€JI0, UM
KOTOPOTI'o COBNAAACT C UMEHEM CYIICCTBYIOLICTO ACJIA.

Mpoueaypa

1. Ha FTP-kxyiveHTe BBINOJHUTE CJICIYIOIIME AT H:

a. Ybemutech, 4TO B Ka4eCTBE MPOTOKOJIA BEIOpaH mpoTokost Transport Layer Security

(TLS).
b. Ho6aswte [P-agpec xocta cucrembl QRadar Incident Forensics.

Co3pgaiiTe BXOJI B CHCTEMY C HCIIOJIb30BAHUEM CO3JAHHOTO UMEHU MTOJIb30BATEIIS
cuctembl QRadar Incident Forensics n mapous.

2. Coenunntech ¢ cepepom cuctembl QRadar Incident Forensics u co3naiite HOBBII
KaTaJor.

3. Uto0Osl nepenath no FTP u coxpanuts ¢aiisibl pcap, coznaiite katauor singles B
KaTaJjiore, CO3JJaHHOM BaMU JUJIS [ieJIa, U IepeTaiuTe (aitisl pcap B 9TOT KaTaJIor.
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4. YrtoObsl nepenath no FTP u coxpaHuTh Gailibl APpYyTrux TUIOB, He SBJIAIONIMECS daitiamu
pcap, coznaiite karajor import B katasore, CO3JaHHOM BaMHU JIJIsl Jiej1a, ¥ epeTaluTe
(haiisIBl B 9TOT KaTaJIOr.

5. Yto6wI nepe3anyctuth FTP-cepBep, BBeIUTE CIICIYIONIYIO KOMAHTY:
etc/init.d/vsftpd restart

6. UToOBI mepe3anycTuThb CepBep, KOTOPHII nepemeriaeT Gpaiiibl u3 006J1aCTH BBITPY3KH B
kaTaJjior mporpammbl QRadar Incident Forensics, BBenuTe ClieIyrOIIyI0 KOMaH/Y:

Pe3ynbTathbl

Bur cmoxkeTe YBHUACTH CBOC OCJIO B OAHOM U3 NHCTPYMCHTOB HAa BKJIAKEC 3Kcnepmsa.

3anpockl 3KCNEepTHOro peno3uTopun

HccnegoBartenu 3a0ar0T XapaKTEPUCTUKU JOKYMEHTOB, KOTOPBIE UX UHTEPECYIOT, 1JISL
HOJIyYEeHUS UX U3 SKCIEePTHON 6a3bl JaHHBIX. UTOOBI HATH HAOOP JOKYMEHTOB IS
UCCJIEJOBAHNUSI, UCIIOJIb3YETCSI HECKOJIbKO 3aIIPOCOB.

Heckosbko 3anpocoB u u3yyeHue HeOOJIbIIOro HAbopa JOKYMEHTOB BPYUYHYIO - 3TO JIy4lle,
4eM NPOCeUBATh BeCh PeNo3UTOpuil. 1em OTHOCUTENIbHO NOCIEAYOIIMX 3aPOCOB U
YTOYHEHHBIX 3aIPOCOB YaCTO IPHUXOSAT BO BPeMs H3yUCHUS HEMOIXOISIICTO TOKYMEHTA.

VBeanueHHOE KOJINYECTBO M CHENM(PUIHOCTD YCIIOBHIA 3aIIpoca IPUBOAST K OoJree
peJIeBaHTHBIM HaOOpaM pe3yJIbTaTOB. Balma ness - 3a1aTh Kak MOKHO OOJIbIIIE N3BECTHOM
uHGOpMAIIK O HY>KHBIX BaM pe3yJIbTaTax M ObITh KaK MOXHO TOYHEE, TaM TAe 3TO
BO3MOXHO. B KauecTBe KpuTepus MOUCKa MOKHO BBECTH JIFOOO€ YMCIIO YCIOBHH 3ampoca.
BeI pazgensere ycioBus npobesioM MK JIOTHYECKUM onepatopoM. Eciu ycnoBus
paszeJieHsl IPoCTo MPobesioM, 3TO IpeanoaraeT jorudeckuit onepatop OR. Onepatop
OR o3Ha4aeT, 4TO HAXOXKIEHHUE JIFOOOr0 U3 YCJIIOBUI paBHBIM 00PA30M XKeJIaTeJIbHO.
Pe3yJibTaThl, yIOBIETBOPSIOIINE OOJIBIIMHCTBY yCIOBHUIT ONCKA, IOMEIIAIOTCS B HAYAJIO
CIINCKa, YTOOBI yKa3aTh HA CUJIy COOTBETCTBHS YCJIOBHSIM 3aIPOCa.

OnuH KpUTepHil TIONCKa TAaKXKe HA3BIBAIOT YCIIOBHEM 3ampoca. [Tonckn, kak mpaBuiio,
coaepkat OoJiee OTHOTO yciIoBHs 3anpoca. Habop ycioBwmii 3anpoca J1s 0JHOTO IOUCKa
TaK)Ke Ha3bIBACTCSl CTPOKOH 3anpoca. UToObl CTaTh CHEUAIUCTOM MO (GOPMYJIMPOBKE
3alpocoB, NOTPEOyeTCs NPAKTUKA, HO 3TO HETPYIHO. DTO KACAETCs U3yYEHHS TOJIBKO
HECKOJIbKUX YCJIOBHI IIOUCKA M MOJIyYSHUS OIBbITA 110 CO3aHHUIO M OTPHUIIAHUIO YCJIOBUil B
KOMOWHAIUH, KOTOpas AacT BaM TO, YTO BBl XOTUTE. [[0CKOJILKY CTPOKH 3aLIPOCOB
COXpaHsIOTCS B 9KcriepTH3e nHImMIeHToB QRadar, BBl MOXeTe MOCTOSTHHO HACTPanBaTh CBOU
MTOVCKH II0 Mepe TOTO, KaK BHI JIy4Ille Y3HAETE TaHHBIE.

3amaun, cBA3aHHLIE C JAHHON:

[“Busyammsamus oTHOIICHHI i cBsi3eil” Ha cTp. 32|

Hcnonp3yiite okHO Bu3yamm3mpoBaTh, 4TOOBI YBUAECTH OTHOIIEHHUS MEXIy aTpUOYTaMH B
BOCCTAHOBJICHHBIX JOKyMeHTax. Hanpumep, MOXHO U3y4UThb apeca 3JIEKTPOHHOM IOYTHI,
KOTOPBIE CBSI3bIBAJIUCH C KOHKPETHBIM aJIPECOM 3JIEKTPOHHOMN MOYTHI.

Ycnosusd 3anpoca B Npou3BosibHON ¢opme

I/ICCJ'IG,E[OBaTGJ'II/I HUIOYT TOYHBIC BXOXACHUA CTPOKHU CUMBOJIOB, BBOIs YCIIOBUS ITIOUCKA
HEMMOCPCACTBCHHO B ITOJIC KPUTCPHUCB IMOUCKA HA BKJIAAKC 3Kcnepm3a. MoxHO
HCIIOJIb30BATH 3alIPOChI C OAHUM CJIIOBOM HJIM C HECKOJIbKUMHU CIIOBAMMU.

B crienyrorieii TabuIe onucaH THI 3aIIPOCOB NMOUCKA, KOTOPhIE MOXHO MCIOJIb30BATh.
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Tabmmuya 1. Tunel 3anpocoB B Npon3BoJIbHOMA popme

HEJIb34 UCNOJIb30BATh B Ka4€CTBE IEPBOT'O
CHUMBOJIA IPU ITOUCKE.

Tun 3anpoca noucka Onucanne ITpumep
3anpoc ¢ OJHAM CIIOBOM ITowck OAHOTO TepMHUHA B TOKYMEHTE. LICHKH
OJ1uH 3a1poc ¢ CMMBOJIOM TTouck coBnageHus ¢ OJJHUM UJIN te?t
MOJCTAHOBKU HECKOJIbKMMH CHMBOJIAMU B CEPEINHE U B
%
KOHIIE YCIIOBHS 3aIIpOCa. test
Orpannyenne: CYMBOJIBI TOJICTAHOBKH .
te*t

3anpoc ¢ HeCKOJILKUMU
cII0BaMu

Vkas3bIBaeT, YTO pe3yJIbTAaThl IOUCKA OyAyT
BO3BPAILICHBI B TOPSIKE PEICBAHTHOCTH
ycJI0BHil 3anpoca. JJoKyMeHTHI, cofiepxaliue
00a ycJioBus 3anpoca, OyayT HepeyuceHbl
HepBbIMY, a I10CJIC HUX OyIyT UATH
JTOKYMEHTBI, COACPKAIINIA TOJIBKO OTHO U3
ycyioBHii 3anpoca. JJokymeHTam,
coJiepKallluM TOJIbKO OJHO YCJIOBHE
3amnpoca, IPUCBanBaeTCs PAHT B
COOTBETCTBHH C YACJIOM BXOXKICHUIT
OTIEJILHOTO YCIIOBUS 3ampoca.

OecrlaTHBIC IICHKA

3anpoc ¢ HeCKOJIbKUMU
CJIOBaMH C IBOMHBIMU
KaBbIYKaMU

3amaeT coBnajieHUE C TOYHON CTPOKOI.
JlokyMeHTBI, coaepikaliye oda cioBa, HO HE
B 9TOM IOPSIAKE U C UHBIM YJIAJICHUEM JIPYT
OT Jpyra, He OyyT BO3BpAIlEHbl B KAUeCTBE
pe3ynbTaToB. J{BOWHBIE KABBIYKHA OOpAIIAIOT
9TH [IBa CJIOBA B OJIHY CTPOKY HJIM OJHO
ycJioBue 3anpoca. MexaHu3M noucka
0oJIbllIe HE BUANT 3TH JBA CJIOBA KaK
OTJCIIbHBIE.

"OecIIaTHBIE
IEeHKA"

3anpoc ¢ HeCKOJIbKUMU
CJIOBaAMH, UCIIOJIb3YIOIA
onepatop AND

Vka3bIBaeT, 4TO COOTBETCTBUE OyIET
MPU3HAHO, €CITH 00a YCIIOBHS 3aIpoca
cozlepKaTcs B JOKYMEHTE. Y CJIOBHS 3apoca
MOI'YT HAaXOOUTLCA B J'II-O6OM IOPAAKE, U UM
HE HYXXHO HAXOJUThCSI OJIM3KO PYT OT
npyra.

O6ecrmataeie AND
LIEHKA

Tern metagaHHbIX

OO061111e 00BEKTHI IOMEYAIOTCSI TEraMU, YTOOBI 00ECIIEUUTh HCCIJIEOBATEISIM BO3MOXKHOCTD
OBICTPO MOJIYYUTH TOUYHBIE HAOOPHI PE3YJIbTATOB U3 PEJIEBAHTHBIX JOKYMEHTOB.

B HHOCKCE SKCIIEPTU3BI HHIUACHTOB MOXKHO UCIIOJIb30BATh MHOT'UEC ITIOJIA MCTAJdHHBIX B
3aBUCUMOCTH OT THUIIA C€AaHCA, JOKYMCHTA UJIM ITPOTOKOJIA.

Korga BbI 3aJ1aeT UM Tera METaJaHHBIX, OHO TOJDKHO OBITh TOYHBIM U TOJDKHO
CYIIIECTBOBATH B 3KCHEPTHOM PEIMO3UTOPHH.

B cnenyromeit Tabnuiie nepeurciieHbl TUBI IOUCKOB TETOB METaIaHHbBIX.

Tabnuua 2. MNouckn TeroB metagaHHbIX

Tun noncka TeroB
MeETadaHHbIX

dopmart IIpumep

CraHIapTHBII

MetadataTag:<3HaueHue>

ApplicationProtocol:http

CHMBOJI TOACTAHOBKH

MetadataTag:*

CreditCardNumber:*
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Tabnuua 2. lNoncku TeroB MeTagaHHbIX (MPOAOKEHue)

Tun noncka Tero

MeTaJaHHbIX ®opmat ITpumep

Juana3zon MetadataTag: [<HauanbHoe Duration:[30 TO 56]
3HaueHne> TO <kKoHeuHoe
3HaueHue>

HOHﬂTl’lﬂ, CBSI3aHHBIC C JAHHBIM:

[‘AmmroTamuu x fokymenTam” Ha cTp. 25|

HccnenoBatenu nomMeyaroT 3aKIagkaMy JOKYMEHTHI U JOOABIISIOT IPUMEYAHUS K
JIOKyMEHTaM, YTOOBI OTCJIC)KUBATH UJIEH U PALMOHAIIbHBIE OOBSCHEHHS! OTHOCUTEIILHO
JIOKYMEHTOB B HX JIeJIE.

ITornuecKkue KombuHauuun

Heckompko yciioBuit 3ampoca MOXHO 0OBbEAMHUTE APYT C IPYTOM C UCIOIH30BAHUEM
MPOCTBIX JIOTUUECKUX OTMEPATOPOB JIJISI CO3AHMS BEICOKOCTIEIIMATIM3UPOBAHHBIX CTPOK
3anpocoB. byayun npaBuJIbHO cHOPMATUPOBAHHBIMHE, 9TU CTPOKH 3aMpoca MOTYT
BO3BPATUTD Pe3yJIbTATHI, KOTOPhIE TOYHO COBHAJIAIOT C TEM, UTO UIIET UCCIIETOBATEb.

Bazossle siormyeckue onepatopsl - 370 AND, OR, NOT u (). Onepatop AND yka3biBaer,
4TO B JOKYMEHTE JTOJDKHBI BHEIIOJHATHCS 00a ycimoBus 3ampoca. Onepatop OR ykasbeiBaer,
9TO B JOKYMEHTE MOXET BBITOJIHSITHCS JIF0O0e ycioBue 3anpoca. Onepatop NOT 3agaet
OTpHIIAHAE WITH YAAJISET Pe3yIbTaThl, COOTBETCTBYIOIINE OTPHIAEMBIM YCIIOBHUSIM 3aIpoca.
Omnepatop () HO3BOJISIET TPYNIIUPOBATH YCIOBHS U 3HAYCHHUSI 3aITPOCA, YTOOBI MPUMEHSTh
(yHKIUN K HA00PY, IPUMEHSITH HECKOJIbKO 3HAUCHUH K OJHOM (DYHKIIUH UIIN 00ECIEINTh
y10OCTBO CHHTAKCHCA.

Jlornueckue ONePATOPLI HOJKHBI OBITH MPEACTAaBJICHBI B BEPXHEM PETrUCTPEC.

B cirenyroreii TabIiIe IEPEUNCIICHBI JIOTMIECKIE OTIEPATOPHI U TAH IIPUMEDP CTPOKI
3ampoca.

Tabnuua 3. Jlornyeckue onepartopbl 4/1F CTPOK 3apoCcoB

Jloruueckuit

onepatop | [Ipumep cTpokn 3anpoca [Tosicnenne k npumepy

AND TcpPort:80 AND Protocol:http JBa ycioBus 3ampoca UCIOJIb3YFTCS,
4TOOBI HAITH BeCh CTAHJAPTHBII
BeO-Tpaduk. Ecim BeO-TecTupoBanue
npoucxoauT Ha nopty 8080, 3To He OymeT
COOTBETCTBHEM, TaK Kak 00a yCIOBUS
3ampoca He OYAYT BBINOJIHEHBL.

OR Collection:yahoo* OR Tpu ycaoBust 3aMpoca UCHOJIB3YIOTCS,

Collection:cnn* OR Collection:msn* |4TOOBI OrpaHUYUTH PE3YILTATHI
pe3yJIbTaTaMu U3 COOPAHMUIl TOKYMEHTOB
Yahoo, CNN u MSN B skciepTHOM

PEHO3UTOPUH.
NOT ApplicationProtocol:http AND NOT ITouck Tpaduka c HeCTaHIAPTHBIM
ServerTcpPort: (80 OR 8080 OR 81) HCIIOJIL30BAHUEM NOPTOB. [lepBoe

yCJIOBHE 3aIlpoca UIIET CTaHIaPTHBII
tpadux HTTP, a BTOpOE yciaoBue 3anpoca
ycTpaHseT Bech Tpaduk, KOTOPBIi
ucnosb3yeT npuHaTeie noptsl HTTP.
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Tabnuua 3. Jlorndeckue oneparopsbi AN CTPOK 3anpocoB (MpOAOIKEHNE)

Jlornueckmnii

onepatop | Ilpumep cTpoku 3ampoca

IMosicHenne k npumepy

ServerTcpPort: (80 OR 8080)) OR

ServerTcpPort:110)

NOT (Collection:yahoo* OR

0 (ApplicationProtocol:http AND NOT

(ApplicationProtocol:pop* AND NOT

Collection:cnn* OR Collection:msn%)

B aTHX 3ampocax MCHoJIb3yIOTCS CKOOKH,
4TOOBI 3 (PEeKTUBHO JOCTHYD CIIONKHBIX
neeii. bes ckobok 3T 3anpocs! OyayT
JUTMHHEE W CJIOXHEEe, YTOOBI UX
copmympoBaTh U OTJIAUTD.

MHCTpyMeHT nocTpouTena 3anpocoB

HCHOHLSyﬁTC HHCTPYMCHT NOCTPOUTEIIA 3alIPpOCOB, YTOOBI CO31aBaTh INOUCKU HUJIN

YIpaBJIATh COXPAaHCHHBIMU ITOUCKAMMU.

MHCTpYMEHT MOCTPOUTES 3aMPOCOB I'PaPUUECKU IIOMOTAET UCCIIeIOBATEISAM IPOUTH
MPOIIECC CO3JaHUsI MOIIHBIX TOMCKOB, KOTOPBIE UCIIOJIB3YIOT KATErOPU3UPOBAHHBIE CIIUCKU

}/CHOBI/Iﬁ 3anpoca ¢ npuMepamMu.

Tabnuua 4. lNapameTpbl UHCTPYMEHTA MOCTPOUTENA 3anpocoB

IMapameTp

Onucanue

Be10op kaTeropun

[MpumensieT GUIBLTP K CIUCKY TETOB
MeTaJaHHbIX, JOCTYIHBIX B cIicke BbiGop mos.

Bo16op noas

Teru MeTagaHHBIX, UCIOJIb3YEMbIE JIJIS1 IOMETOK
nH(OPMAINHY B 9KCIEPTHOM PEIO3UTOPHUIL.

I1pumep 3anpoca

ITo3BoJisieT 3amycTUTh 3aIpOC, HAXOASIIUICS B
noJie BBoa 3anpoca u cooOmaronuii yucso
pe3yJIbTATOB.

Co3narb

TTo3BoJIsIET 3aMEHUTH CYLIECTBYIOLINNA 3alIPOC
HOBBIM 3aIIPOCOM, KOIJa BBl IIIEJIKHETE IO
Berasutb 3anpoc.

AND

O0BbearHSET HOBBII 3a1IPOC € CYLIECTBYIOIINM,
KOI'Zla BHI LIIeJIKHETe 110 BeraBuTh 3ampoc.
JIOKyMEHTBI TOJDKHBI COOTBETCTBOBATH 000UM
YCJIOBHSIM 3ampoca.

OR

O0beUHSeT HOBBIH 3a1IPOC € CYLIECTBYIOIINM,
KOT[a BHI IIeJIKHeTe 1o BeraButhb 3anpoc.
JIOKyMEHTBI TOJKHBI COOTBETCTBOBATH
KaXJIOMY U3 YCJIOBHH.

HccnemoBaTe MOTYT COXPaHSATh U OPraHU30BBIBATH MONCKH B MANKax B (haiioBoi
CHCTEMe, YTO MO3BOJISIET UCCIIeTOBATEIIIM COBMECTHO HCIIOIb30BATH TaHHBIE.
HccenemoBaTesi HCTIOIB3YIOT ONHUCAHNS MJIM AMEHA TJIS1 COXPAHEHHBIX 3aIIPOCOB LIS
CIPABOK, YIIPABJICHUS U MOJIyYCHUS IPEACTABIICHUS.

q)yHKI_lI/IH HUcnoan3oBaTh 3ampocC Ha BKJIAJKE 3anp0c HUCIIOJIB3YCTCA OJIs1 OTOPaBKU
COXPAHCHHOTI' O 3alpoca B Bron KPUTECPHEB NIOUCKA, 3alUCAHHBIN 171 BBIIOJIHEHUS.

I/ICCJ'IGIIOBaTSJ'II/I HUCHOJIB3YIOT npe,ubmymnﬁ CIIUCOK 3aIIpOCOB, YTOOBI HAWTHU paHee
BBIIIOJIHEHHBIC 3aITPOCHI 1 TIOBTOPHO BBINNOJIHUTH HUX, BbI6paB 3aIpoc, KOTOpBIﬁ OHHU XOTHAT

BBIIIOJIHUTBH, U IICJIKHYB 11O BcraButh 3amnpoc.

T'naBa 3. HaunnaeM paGoTy ¢ UCCIICIOBAHUSIMHE 110 SKCIIEPTH3E
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UHCTpymMeHT dunbTpa 3anpocos

HMHCTpYMEHT QuiibTpa 3aIpOCOB UCHOJIb3YET AKTUBHBIE JAHHBIE, YTOOLI 00ECIeUNTh
BU3YyaJIbHBIE KJIFOUHU JJI1 HOCTPOEHUSI NOCTOSTHHBIX (PUIILTPOB.

OmwIbTP 3ampoca ABIAETCS MOCTOSIHHBIM (POHOBBIM (DMIIBTPOM, KOTOPHBIHA COKpaIaeT
AKTUBHBIN HA0OP TOKYMEHTOB, ONPAITUBAEMEIil C HCIOJIb30BaHIEM CTPOKH 3ampoca.
Hcnomnp3ys GuibTp, BB COKpainaeTe Ha0Op TOCTYIHBIX JOKYMEHTOB 03 meperpy3Ku
CTPOKH 3aIpoca CTaTUIECKUMH YCIIOBUSMH 3a1rpoca. B pesyibpTarte 3TOro y Bac 0ymet
60JIbIIIe BO3MOXXHOCTEH yIIPaBIICHHS C UCIOJIE30BAHIEM CTPOKH 3aIpoca.

OubTp 3aNPOCOB - ITO XOPOIlasi OTIPABHAS TOYKA, HO3BOJIAIOIIAS HAYATh MCCIIEI0BAHME,
6J1arozlap51 CIIUCKaM THUIIOB q)HJ'[prOB, HC 3aBUCAIIUX OT ACJI, IMHAMUYECKOMY
OOHOBJICHHIO M CBOJIKE PE3YJIbTATOB B peajibHOM BpeMeHU. CIIUCKU TUIIOB (PHIILTPOB
3aIOJIHSAIOTCS BCEMU 3HAYCHUSIMH, HAWICHHBIMU B JIOCTYITHBIX BaM JieJlaX. Bl cMoxeTe
OBICTPO YBUJIETh, KAKKE TAHHBIE COJCPIKATCS B MPUHAJIEKAIIMX BaM Jeiax. [1pu Beibope
WJIA OYHUCTKE DJIEMEHTOB CIHCKA THIOB (DUIIbTPA aBTOMATHYECKUA OOHOBIISETCS CBOJIKA
pe3yibTaToB. Bl cMoOXxeTe ObICTPO yBUACTH 3P (HeKTUBHOCTH (PUIBTPA U TO, HACKOJIBKO
000N HAOOP TOKYMEHTOB OCTAETCS ITPU UCIOIH30BAHUU PUIILTPA.

Hactpoiixa ¢puiabTpa 3a0pocoB N0 yMOJIYAHUIO HE PEKOMEHAYETCS AJIS 3alIPOCOB, KOTOPHIE
BbI XOTUTE UCIOJIb30BATh HOBTOPHO. [{JIsl 3aIIPOCOB, KOTOPBIE BBl XOTUTE OCTABUTD,
co3paiite HOBBIN QUIILTP 3anpoca. Ecim BbI n3MeHUN (GUIIBTP 3aIIPOCOB O YMOJTYAHHMIO,
BbI JTOJDKHBI 110 3aBEPILICHAH ONEPALNY IPOU3BECTU €r0 COPOC, YTOOBI HE TONMYCTUTh
OINOOYHOTO UCKJIFOYECHUS TOKYMEHTOB U3 OyIyIIHUX 3alIpOCOB MOUCKA.

PesynbTaTbl ANA aKTUBHbIX PUNLTPOB
HccnenoBatesm mpocMaTpUBAIOT PE3yJIbTAThI OT AKTUBHBIX (PUIILTPOB B pa3ielie CBOIKHI
Pe3yJIbTaTOB B UHCTPYMEHTE PUIIbTPa 3aMPOCOB.

[Tpun n3menennu GUIbTPa CBOJKA OOHOBJIIETCS. YTOOBI HOKA3aTh OOIIee YUCII0
JIOKYyMEHTOB U YUCJIO TOCTYIHBIX JOKYMeHTOB. O0IIee YUCIIO JOKYMEHTOB - 3TO YACIIO
JIOKYMEHTOB, JIOCTYIHBIX HCCJIEIOBATEIIO 10 MpUMeHeHus! GUibTpa. YKCIIo TOCTyMHBIX
JIOKYMEHTOB - 3TO YUCJIO JJOKYMEHTOB, IOCTYITHBIX MOCJIe IPUMEHEHUsT PUITbTPA.
HccrreqoBatesi UCMOJIL3YIOT 3TH YHCTIA, YTOOBI CYyAUTH 00 3(h(PeKTUBHOCTH MX PUILTPA U
HPaBUIILHO €0 CKOPPEKTUPOBATH PHU €r0 MOCTPOCHUH.

CDVIanpr MOUCKa AJNA UHCTPYMEHTa ¢VIJ1pra 3anpocos
HccnemoBaTesi IPUMEHSIFOT K JAaHHBIM (DPUITBTP TSI HA3HAYCHHBIX UM Jiej1. [JaHHbIC
Ppa3aelIIIoTCs Ha TPYIILI IO THITY (IIIBTPa, HanpuMep, no [P-agpecy mwm mo MAC-aapecy.

I/ICHOHLSyH JIOTUYECKUI NEPCKITFOYATCIIb HeﬁCTBHH, HCCIICOOBATCIIb MOXET b0 BKJIFOYATh,
00 MCKIIFOYATh OJIECMCHTHI, BbI6paHHBIe 13 CIIucCKa.

V kaxaoii rpynnsl GUIbLTPOB MOUCKA €CTh JJOTUUECKUH MePEKITIouaTeb IEHCTBUS, KOTOPBIT
MO3BOJISIET JIMOO BKJIFOYUTH, JIUOO UCKIIFOUUTH 2JIEMEHTHI, BRIOpaHHbIE B ciucke. Ecim
3aJIaHO BKJIFOYECHUE, 2JIEMEHTHI B CIUCKE OOBEUHSIOTCS C UCIOJIH30BAHUEM JIOTHYECKOTO
onepatopa AND, 4yTo 03HayaeT, YTO KaX bl JOCTYIHBIA JOKYMEHT COJIEPKUT BCE
BBEIOpaHHBIC 3JIeMEHTHI. ECI 3a/TaHO MCKITFOUCHHUE, UCTIOJIB3YETCs JIOTHUECKUN OlepaTop
OR, 4TO0 O3HAYAET, YTO HU OJIUH U3 JOCTYIHBIX JOKYMEHTOB HE COAEPKUT HU OJJHOTO U3
BBIOPAHHBIX 3JIEMEHTOB.

HccreqoBatesm MOTYT HCIIOJIB30BaTh Tpymry UserQuery, 4ToObl COopMyIHMpOBATH CBOU
cOoOCTBEHHBIE CTPOKH 3aIIPOCOB, KOTOPBIE HYXKHO JOOABUTH B (PUIIBTP.
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OrpaHuyeHune yncna Bo3BpaLLeHHbIX JOKYMEHTOB B MOUCKE

Ber MoxeTe 106aBUTEH GIIBTPHI B 3anpockl nporpaMmbl IBM Security QRadar Incident
Forensics, 4TOOBI OrpaHUYUTH YKCIIO WJIM THI JJOKYMEHTOB, KOTOPbIE BbI BUUTE HA
CTpaHHUIIe Pe3yJIbTATOB OUCKA.

Mpoueaypa
1. Ha Briragke IKcnepTu3a meIKHUTE 1O 3HAUYKY PUILTPBI 3aNPOCOB.
JlaHHBIE pa3[Ie/IFOTCS HAa TPYIIIEI 110 TUITY GUIbTpA.

2. B oxne ®uabTpsl mOUCKA IS KAXKI0TO THIA GUILTPa BEIOEpUTE, HYXKHO JIN BKJIFOYUTH
JOKYMEHTBI B Pe3yJIbTaThl IOUCKA; AJI 3TOrO LIEJIKHUTE 10 BriounTh 1My 1o
M CKII0YHTD.

3. YUToObI HANTH 2JIEMEHT B rpymie GUILTPOB, BLIMOJHUTE CJIEAYIONIHE IIIArH:
a. B cron6ie Tun ¢puiibTpa pazBepHuTe rpynny GUILTPOB.
b. B oxue ITouck Bribepute kputepun u mesakxHurte no Haiitn.

ITpu moucke 3amucu B rpymme GpuibTpoB Bed-kaTeropusi OyayT moka3aHbl Bce
COOTBETCTBYIOIINE [OJIS KaTeropuu. Hampumep, npu noucke BbIpaxKeHust
Beo-kaTeropusi paBHo 4aT Oy/yT IOKa3aHbl KaTeropuu Yar u CBsI3aHHBIC KATErOPHH,
Hampumep, MruoBeHHble cooOueHnsi, Be6-noura/yY unduuupoBanHbie coo0LIeHNs,
Mexann3mbl noucka/Bed-karanoru/Iloprasst u Odnaxo.

AHHOTaUuUN K AOKYMEeHTaM

I/ICCJ'IG,E[OBaTSJ'II/I IIOMEYAIOT 3aKJIaAKaMUi JOKYMCHTBI U Z[O63BJ'I$I}OT INpUMCYAaHUS K
JOKYMCHTAM, YTOOBI OTCJIEKUBATH UACU U palluOHAJIBHBIC OOBSICHEHHSI OTHOCUTEILHO
JOKYMCHTOB B UX OCJIC.

JIOKYMEHTBI MOXHO TIOMETUTH 3aKJIaJKAMH B TJIABHOM OKHE pe3yJbTATOB U B MHCTPYMEHTE
JIOCMOTpa B XpOHOJIOTHYECKO! TabJImIa, B KOTOPOH MOKa3aHa MOCJIeI0BaTeIbHOCTh
JIOKYMEHTOB, OOMEH KOTOPBIMH MPOU3BOAMUIICS BO BpeMs B3auMoAeicTBusl. [Iockobky
3aMPOCHl U UCCIIEIOBAHUSI MOTYT OBITH CJIOXKHBIMU, UCCIIEIOBATEIIM MOMEYAIOT 3aKJIaIKaMI
BCE 3aIKCH, BKJIFOUAs TOKYMEHTBI, IPEACTABJISIONINE MaJIo HHTepeca. Vicnoyb3oBaHue
3aKJIaJKU YCTpaHseT He0OXOAMMOCTb 3aHOBO CO3/1aBATh CJIOKHBIE 3aIIPOCHI 1 CTPOKU
HCCIIeIOBaHNS. AHHOTAIINK MOYXHO CO3/IaTh IIOCJIe YCTAHOBJICHUS 3aKJIaIKM HA 3aIIUCh.

ITpu nccnenoBanny GBIBAIOT CIIy4au, KOTJA BBl XOTUTE MPOUTHU ABYMS MJIH OOJIEE My TSIMHL.
Hcnomnp3yiite GyHKImMIo Opay3epa, 4ToObI 1yOJIMpOBaTh TEKYIIYIO BKJIAAKY, HA KOTOPOIi BB
HaxoauTech. JlyoMpoBaHue BKJIAIKU MO3BOJIUT BaM He 3alIOMHHATH, YTO HY>XKHO
BEPHYTHCS Ha3al ¥ IPOUTH JONMOIHUTEIbHBIMY MYTSIMHU, UM HE 3alIOMHUHATH, KaK
JI06pAThCS 10 TOUKU OTBETBJIEHUS. TeKyllyto BKJIAJKy MOXHO JyOIMpOBaTh CTOJIBKO pas,
CKOJIbKO noTpedyercs. [1poiinuTte no xaxaoMy OTAeIbHOMY IIyTH HA APYTrOi BKJIAJKE U
IIOMETHTE 3aKJIAJIKAMHI PEJIEeBAHTHBIE JJOKYMEHTBI BIOJIb IyTH. MOXHO 106aBUTH
IIPEMEYaHNe, KOTOPOE YKAXKET MyTh, BEAYIIHUH K KaXKIOMy IIOMEUYECHHOMY 3aKJIaaKon
JIOKYMEHTY.

ITpumeuanus - 3T0 COco6 3aMUCHIBATH CBOM MBICIIH BO BpeMsI UCCIIEIOBAHUS. Y TAJIUTh
IPUMEYAHUSI MOXKET TOJIbKO aIMHUHUCTpaTop. [IpruMedanns nomevaroTcs ¢
ucnojb3oBanueM ID nosib3oBaTeis HcciaeqoBaTe s U BpEMEHHOM OTMETKH UX BBoja. [1pu
3KCIOPTE TOKYMEHTOB IPUMEYAHUSI BBIBOASTCS BMECTE C PEKOHCTPYUPOBAHHBIM
JIOKYMEHTOM U €ro aTpuOyTaMH.

HOHHTI/IH, CBfI3aHHBbIC C JAHHBIM!

[Tern meranannbix” Ha crp. 21|
OO611e 0OBEKTHI MIOMEYAFOTCST TETAMU, YTOOBI 00ECTIEYNTE MCCJIETOBATEISIM BO3MOXKHOCTD
OBICTPO MOJIYYUTH TOUHBIE HAOOPHI PE3YJIbTATOB U3 PEJIEBAHTHBIX JOKYMEHTOB.
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naBa 4. UHCTPYMEHTbI uccriegoBaHUN

HccnemoBaTtesin UCIOJIB3YIOT HHCTPYMeHTHI JJocMoTp, LludpoBbie oTTUCKH, DKCIOPT U
Busyanuzanus 11 ynpaBJieHUs JaHHBIME Pa3JITYHBIMU CIOCOOaAMU.

CTpaHuua pe3yIbTaToB MOKCKA - 3TO CTPAaHULA IO YMOJIYAHHUIO HA BKJIAJKe JKCHEPTH3A.
PesynpTaTel moncka noctynHsel Ha BKJIagke Tadmmma. VccenoBaTem NCHOJIB3YIOT
pe3yIbTaThI MOKMCKA B TaOJMIIE, YTOOBI OBICTPO HAXOIUTh JOKYMEHTHI U IIOJIyIaTh K HAM
noctymn. Ha Briranke Tadanna ucrnosb3yiiTe ”HCTpYMeHTHI JJocMoTp, L{ndpoBbie oTTHCKY,
OxcnopT u Busyanmzamnus ni1a gajJbHEHIIero neciie10BaHusl.

MHAanKaTop CTPOK

Wunukatop cTpok obecnevunBaeT YHUKAJIBHBIA UACHTUDUKATOP I KaXKIOTO TOKYMEHTA,
BO3BpAIIEHHOTO B HA0Ope pe3yIbTaToB. Vcnosb3yiiTe HHIUKATOP CTPOK, YTOOBI
OTHPABUTH JOKYMEHT U BCE HEOOXOIMMBIE CBSI3aHHBIC JOKYMEHThI B HHCTPYMEHT
BH3yaJIN3alUU PeKOHCTPYHPOBAHHOTO MIPE/ICTABIICHHUS.

CopTupoBKa CTPOK

Bbl MoOXeTe copTUpOBaTh CTPOKH, TOKa3aHHbIE B Tabmue. I1ockoibky ob1ee 4uciio
Pe3yJIbTaTOB MOXET OKa3aThesl OOJIbINE YUCIIa Pe3yJIbTATOB, IOKA3aHHBIX B TaOJIHMIIE,
IIPOHU3BECTU COPTUPOBKY BCErO HAOOPA Pe3yIbTATOB HEJIb3 4.

MHanKaTop NPOCMOTPEHHbIX AOKYMEHTOB

WMHnukaTop IpOCMOTPEHHBIX TOKYMEHTOB - 3TO MaJIEHBKHUIT KPYXOK, IIBET KOTOPOTO
M3MEHSETCS C KPACHOTO Ha 3€JICHBIH, YTOOBI yKa3aTh, IPOCMOTPEJI JIU UCCIIETOBATEIIb
JIOKYMEHT.

BbiOOp AOKYMEHTOB

HccnemoBaTesi HCIOJB3YIOT MOKA3aHHBIN CEJIEKTOP JOKYMEHTOB I BEIOOpA YnCIa
JIOKyMEHTOB, KOTOPBIE MOSBSITCS B TAOJMIIE Pe3yIbTaTOB. MOXHO UCIIOJIB30BATH ONEPATOP
SELECT ALL ny1s oTpaBKH JOKYMEHTOB B MOCJIEIYIOINTYIO (DYHKIIMEO, M BBI CMOXKETE
OTHPAaBUTH MHOTO JOKYMEHTOB JJIsI 00pabOTKY Wil BU3yaym3anud. [1pu Beroope
JIOKyMEHTOB C HCIOJIb30BaHIEM [TOKA3aHHOT'O CEJIEKTOPa JOKYMEHTOB BBl BEIOMpAETe BCe
JIOKYMEHTBHI, @ He TOJIbKO JOKYMEHTBI, IPUCYTCTBYIOIIUE B TAOJIHUIIE.

Busyanusauwﬂ CeTn U AOKYMEeHTOB

HccnegoBartes UCIONB3YIOT HHCTPYMEHT BU3YaJIM3alUH ISl BBISIBJICHUS 11a0JIOHOB,
MOHUMAaHUS TOTO, B KAKMX MeCTax HaOJIroaeTcs 00JIbIe BCero KOH(PIUKTOB CETEBOTO
Tpaduka 1 JOKYMEHTOB 3a YKa3aHHBIN HEPUOJT BPEMEHH, a TaKXKe I MPOCMOTpPa
MTOIO3PUTEIILHOTO COAEepKIUMOTO. Hampumep, rcciaeqoBaTe I MOTYT BU3YaJIM3UPOBATH
mabJIOHEI CETEBOTO TpaduKa, HAIPAMED, B CIIydae CEPBEPOB, JOCTYI K KOTOPHIM
OCYIIECTBJISIETCS IO OKOHYAHUH Pab0vYero BpeMeHH .

Nuctpyment VGrid nenmtest Ha BpeMeHHbIe 0J10ku. [Togo3puTesibHOe CoiepKIMoe,
HaIpuMep, ceTeBoi Tpauk MM JOKYMEHThI, 0003HAUEHO KPACHBIM IPSIMOYTOJIbHUKOM B
Tabsmne. 3eIeHblil IPAMOYToJIbHUK 0003Ha4YaeT 0ObIYHOE CoepXuMoe. SIpko
OKpaIlleHHBI! OJIOK yKa3bIBaeT Ha OoJblmii 00beM Tpaduka. Uem Bblllle HACHIIIIEHHOCTD
BeTa, TeM GoJiblie 00beM Tpaduka. SIpKOCTh BpeMEHHOTO GJI0Ka CBA3aHA C TEKYIIUMHE
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JTaHHBIMY, Toka3zanHbIME B VGrid. Hampumep, Sipko okpallieHHbIH BpeMEeHHOR OJI0K CTaHEeT
TeMHee IpH 3arpy3ke APYTUX BPEMEHHBIX OJIOKOB € OOJIBIINM 00BEMOM TAHHBIX.

Wccnenosatenu MOTYT YBUACTH THUIIBI CETEBOTO Tpa(bI/IKa 1 YUCJIO JOKYMCEHTOB JJId
KaXXa0ro BpEMEHHOTI O 6n01<a, B KOTOPOM €CThb COACPKUMOC.

UccnenosaHue ceTeBoro TpaguKa v AOKYMEHTOB BO
BpeMeHHOM 6noKe

Wccnenosatenu MOT'YT 3aXOTUTEC U3YUUTH OTACJIbHBIC JOKYMCHTBI, IPOCMOTPCHHBIC
BeO-CaliThI UJIN OTOPABUTDH JJICKTPOHHYIO IOYTY B TCUCHUEC 3aJAHHOI'O BPEMEHHOTI' O 0Ji0Ka.

Mpouenypa
1. Ha Bryanke Ixcnepru3a Bridepute Bkiaaaky VGrid.

2. HWcnomb3yiiTe OAHY U3 CIIEAYIOMINX OMIUHN, YTOOBI H3YYUTh COAEPKAMOE BPEMEHHOTO
0JI0Ka:

* Yto0bnI OPOCMOTPETH THUIIBI CETEBOT'O Tpa(i)I/IKa " Y1UCJIO JOKYMCHTOB, YCTAHOBUTC
yYKa3aTCJIb MBIIIINX Ha BpeMeHHOfI 0JIOK.

* YT006bI MPOU3BECTU MOUCK COAECPKUMOI0 BO BPEMEHHOM OJI0KE, BBIOEPUTE OJIUH UJIN
HECKOJIbKO BpeMEHHbIX 0J10K0B. lllesIkHUTE NpaBOil KHOMKOI MBIIIK U BEIOEpUTE
Ilonck B BLIOPaAHHBIX BpeMEHHbIX 0JI0KAX.

* YT00b! yBUAETH MOCIIEIOBATEIILHOCTb COOBITHIA, BIOEPUTE BPEMEHHOH OJIOK, a
3ateM Bblbepute JlocmoTp.

* YT00BI BU3yaIM3UPOBAThH COACPKUMOE, BEIOEPUTE BPEMEHHOI OJIOK, a 3aTeM
BBIOCpUTE BusyanusupoBats.

UHcTpymeHT [locMOTp

I/IcnonwyﬁTe UHCTPYMEHT L[OCMOTp, YTOOBI BU3YAJIM3UPOBATH NMOCJIEAOBATCIIbBHOCTD
coObITHII B UHIOUACHTE 3alllUThI IO MEPE TOT'O, KAK OHU IPOUCXOOAT.

DTOT MHCTPYMEHT MCHOJIb3YETCS HCCIIEAOBATEISIMU, YTOOBI YBUAETD, YTO IIPOCMATPUBAIA
MIPEeANOoJIaraéMble aTAKYIOIUE U KaKue NEUCTBUS OHU BBIIOJHSUIM. THCTpYMEHT focMOoTpa
OTPAXAET XPOHOJIOTMYECKYIO NOCIIENOBATEIbHOCTD AEHCTBUI B MHIUAEHTE 3aILUThHI B
BH3yaIM3aTope Kak B KMHO. [T0CKOJIbKY JOCMOTp OPHEHTUPOBAH BO BPEMEHH, BHIOOD
OIHOT'O TOKYMEHTA B OKHE Pe3yJIbTATOB HE MOKA3bIBACT OOJIBIIIOE KOJIMYECTBO
unpopmanuu. Eciu BEIOpaHO CIUIIKOM MaJIo JOKYMEHTOB, PA3BEPHUTE PAJINYC BpEMEHU
OKOJIO BLIOpaHHBIX JOKYMEHTOB Ha BKJIaJKe ATPHOYTHI. Pa3BepHuTE Bpems, IIEJIKHYB IO
ccpuike IToka3aTh KOHTEKCT.

Ucnomb3yiite BK1aaKy ATTPHOYTHI 17151 OTOOpakeHNs JaHHBIX cepTudukata u
MeTagaHHbIX. [lleaxkHnTE MpaBoit kHomKoit o IP agpecy nim mopTy ams GuiasTpanuu no
COOBITHSIM, IOTOKaM U aKTHBAM, UJIM IIEJIKHUTE NpaBoit kHonkoit no MAC-aapecy miis
¢uIbTpaIy N0 COOBITUSAM U aKTHBAM.

BbI MOXeTe MPUMEHSITh K CBOMM 3anpocaM (priIbTphl Ha OCHOBE BpEMEHH J1eJ1a, MPOTOKOoJIa
u IP aapeca.

Ha BKJIaAJIKC CuCcoOK MOXHO YBUACTH XpOHOJ’IOFI/I‘{SCKI/Iﬁ CIIUCOK OTHPABJICHHBIX U
MOJIYYCHHBIX JOKYMCHTOB.

3esnensie HoMepa ID TOKyMEHTOB yKa3bIBAIOT, YTO TOKYMEHT OBLIT IPOCMOTPEH

HCCIIeTIOBATENIEM, B TO BpeMs KaK TOKYMEHTHI C KpacHBIMH HoMepamu 1D He 61
IIPOCMOTPEHBL.
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PeKOHCprMpOBaHHoe npeancrtasljieHNne JOKYMEeHTa

Ha Bxmagke l'[pez[CTaB.neHue TIOKa3aHO PEKOHCTPYUPOBAHHOC NPEACTABIICHUC TOKYMCHTA,
Bb16paHHOC B JIEBO 4acCTH OKHA B MpeACTaBJICHUU CIIUCKA.

DTa MOIIHAS KOMOWHAIINS OCJICIOBATEIILHOCTH (CJIeBa) M PEKOHCTPYKIMH (CIIpaBa)
[IO3BOJISIET YBUIETH, YTO MPE/IOJIaraeMble aTAKYIOIIUE YBUACIIH U C/EIAIU B CETH.
IToMHMO BUAUMBIX TOKYMEHTOB, KOTOPBIE MPOIILTA Y€Pe3 CeTh, JOCMOTP TaKXKe
MOKA3bIBAET 3aKYJIMCHBIE COTJIACOBAHUS OJTHOIO KOMIIBIOTEPA C IPYTUM U BBIMOJHEHHbIE
0OMEHBI cepTU(hUKATAMHU.

3agaun, cBA3aHHbIE C JAHHOM:

|FnaBa 5, “Uccnenosanue ceteBoro Tpaduka st [P-aapeca”, Ha cTp. 41|

UToObI YBUJIETH PEJIEBAHTHOE COJIEPKUMOE B IEPETOBOPAX, KOTOPBIE MPOUCXOIUITU BO
BpEeMsI MHIIMJICHTA 3aLUTHI, BBl MOKETE BOCCTAHOBHUTH M PEKOHCTPYHPOBATH CETEBOA
Tpaduk, ces3anHblii ¢ [P-agpecom. Takkxe MOXHO MPOU3BOAUTH MOUCK B CYIIECTBYFOIIMX
clrydasix, cBsizaHHBIX ¢ [P-anpecom.

U3BneueHHOe coaepHumoe AOKYMeHTa

Ha Bxytagke TekeT moka3zaHo coIepKUMOE, U3BJIEYEHHOE U3 JOKyMeHTa. ColepKumMoe
JIOKyMeHTa He (hopMaTupyercs.

ITO TEKCT U3 (byHKI_[I/II/I WHACKCUPOBAHUA MEXaHMU3MaA IIOUCKA.

AKcnopT AoKymeHTOB B nporpamme QRadar Incident Forensics

B nmporpamme IBM Security QRadar Incident Forensics Bce 3kcnopTHpoBaHHBIE TOKYMEHTHI,
KPOMeE 3KCIOPTUPOBAHHBIX IOKYMEHTOB Pcap, BKJIFOYAIOT B Ce0sI pEKOHCTPYUPOBAHHbIN
JIOKYMEHT, HECTPYKTYPUPOBAHHBIN TEKCT TOKYMEHTA, AaTPHOYTHI U IPUMEYAHUS,
BJIOKEHHbIE B JJOKYMEHT.

ITpu sxcnopTe JOKYMEHTOB pcap HUKAKOM PEKOHCTPYKUUY He pousBoautTcea. Hanpumep,
KOTJla BBl 3KCIIOPTUPYETE BEO-CTpaHUILy, 3arpyKaeTcs BCe, 4YTO CKavyas Opay3ep BO BpeMs
OCHOBHOTO coeiuHeHHs. OOBIYHO BO BPeMsI OCHOBHOI'O COEIUHEHUS CKaulBaeTCs 00IbIIast
4acTb TEKCTOBOI'O cofepkumMoro. OgHaxo O0JIbIIMHCTBO COBPEMEHHBIX Opay3epoB
HCIIOJIb3YIOT HECKOJIBKO COEAMHEHMH JJIsI 3arpy3KH OOJIBIIETO YKUCIIA 3JIEMEHTOB,
Hanpumep, Ta0JI cTuiielt 1 n300pakeHni, KOTOPbIE HE SIBJISFOTCS YacThio 9kcnopTa. [1pu
JKCIIOPTE COAEPKUMOE pcap He PEKOHCTPYUPYETCS B IEPBYIO OUYEPE/b.

Jpyram npuMepom SIBIISIOTCS CJIOKHBIE TPOTOKOJIB!, Hanpumep, FTP u VOIP, B koTopbIx
CYIIECTBYET OCHOBHAs KOMaH/a U yIpaBJIsIolIee COeANHEHHE, 4 TAKXKe OTAEIbHOE
coeMHEHMe I iepeaayn JaHHbIX. Ecii BbI akcnopTupyere (aiiiisl pcap 1S BbI30Ba
VOIP nmu ckaunBanus FTP, nannble He OyAyT peKOHCTPYHPOBAHBI, U BBl MOXKETE HOJIyYUTh
pe3yJIbTaThbl, KOTOPBIX HE OXKUAETE.

3KcnopT AOKYMEHTOB B Buae ¢pannos pcap

JlOKyMEHTBI MOXXHO 3KCIOPTHPOBATH KaK (paiijIsl pcap ¢ HECKOJIBKHUX YCTPOICTB ©
nporpammamu cuctemsl IBM Security QRadar Incident Forensics u 3axsat naketos IBM
Security QRadar.

Orpannyenne: CozepxuMoe, IKCIOPTHPYEMOe BaMu B popmaT pcap, He
PEKOHCTpyUpYyeTCS.
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Mpoueaypa

1. YToOBI 5KCIOPTUPOBATDH JaHHBIC U3 BHIOPAHHBIX JOKYMEHTOB, BBIOCPHTE
MEePEKITFOYATENN PSAOM C JOKYMEHTAMHU B CETKE BOCCTAHOBJICHHS HAa BKJIAIKE
JKcnepTu3a 1 HAXMHTE Ha JKCHOPT.
Juts sxcmopTa B popMaT pcap MOKHO BEIOpaTh He OoJiee 25 TOKYMEHTOB.
B croicke BoiopaTh THI 3KkcnopTa 1ieskHuTe o PCAP.

TTocie sxcropTa Bcex TOKyMeHTOB Jutst Xocta cucteMbl QRadar Incident Forensics
MOYHO HIEJIKHYTh 110 3arpy3uTh.

4. Ecim 3KkCopT JOKYMEHTA 3aBEPIIMTCS HEYTAYHO, SKCIOPTUPYHTE TOKYMEHT CHOBA,
meJikayB 1o coobmennto HEY JIAUHO.

PesynbTathl

Ecu BBl 9kciopTUpyeTe oIuH paiis pcap, Oyaet 3arpyxer daiti pcap. Ecim Bb
akcnopTupyete 6oJiee ogHoro (haitna peap, dhaitias pcap OyayT coOpaHbl B CKATHIN (Al
(.zip) m cxaThil daiin Gyaer 3arpysxeH.

B xaxxgom moxymente coxpansiercs [P-anpec xocra cuctemsl QRadar Incident Forensics u
IP-angpec ycrpoiicTBa 3axBaT nmaketoB QRadar, ¢ KoToporo nepBoHa4YajaIbHO OBLIT B3AT
nokyMeHT. Ecom BoI ymammTe xoct cucteMbl QRadar Incident Forensics nim nepemectute
3axBat naketoB QRadar, BaM, BO3MOXHO, HE yIaCTCS BBITOJHATH SKCIIOPT.

LUudpposon oTTUCK

Hugposoii oTTUCK - 3TO CKOMIIMJIMPOBAHHBII HAOOP CBSI3Ci U OTHOIICHUH, 0003HAYAFOIINX
TpaccupoBKy uneHTupukatopa. LlugpoBoit OTTUCK PEKOHCTPYHPYET CETEBbIE B3AUMOCBSI3H,
4TOOBI TIOMOYb BBISBUTH UACHTU(UKATOP aTAKYIOIIET0 O0OBEKTa, ONMPEIEINTh, Kak OH
OCYIIECTBJISIET B3AUMOACHUCTBUS U C UEM.

Ucnonp3yiite mECTpYMEHT L{nhpoBoit OTTHCK, YTOOBI OBICTPO OTBETUTH Ha CIICIYFOIIIE
BaXHBIE BOIIPOCHI:

* Uto u3BecTHO 00 3TOM NpeANnoIaraeMoM aTakyroleM, komnbroTepe uin [P-aapece?
* C xeM 0o0MIaJICsl 3TOT MPEIOIaraeMblil ATaKyIOITH?
* KTO HaXOIUTCsI B €0 CETH KOHTAKTOB?

e IlwrTaercs au npez[nonaraeMLH‘/'I aTaKy}omm‘/i 3aMacCKUpPoOBaThb CBOIO JIMYHOCTB?
ANeKTPOHHbIE naeHTUPUKaTOPbI

DJIeKTpOHHBIE HACHTH(OUKATOPBI, HAIPUMED, aJpeca JIEKTPOHHOM MoUTHL, afapeca Skype,
MAC-anpeca, ID B yaTtax, ID B conmanbHbIX ceTsax uiu ID B TBUTTEpe, UCTIOIBL3YIOTCS,
4TOOBI UACHTUPUIMPOBATH OOBEKTHI UJIH JItoJIeH. MI3BecTHBIE OOBEKTHI NN (PU3UIECKUE
JIAna, oOHApYy>KeHHbIE B CETEBOM Tpa(uke U JOKyMEHTAX, TOMEUYAIOTCSl TEraMHu
ABTOMATHUYCCKU.

IBM Security QRadar Incident Forensics koppeanpyeT HoMeueHHbIE TEraMu
UICHTU(GUKATOPBI, KOTOPBIE B3AUMO/ICHCTBOBAIIM APYT C APYT'OM, YTOOBI CO3/1aTh
U(GPOBON OTTHCK.

BzanmMocBsi3n cobpanmii B oT4eTax 0 HU(PPOBBIX OTTUCKAX COOTBETCTBYIOT MTOCTOSTHHO
coOMpPaEMOMyY IEKTPOHHOMY IIPUCYTCTBHIO, CBSI3AHHOMY C aTaKYIOIIUM, C 0OBbEKTOM,
OTHOCSIIIIUMCS K CETH, UJTH C JTFOOBIM TEPMHUHOM METaJaHHBIX IH(POBOTO OTTHUCKA.
HccnenoBaTes MOTYT LIEJIKHYTH 110 JTIOOOMY IIOMEYEHHOMY TeramMu HU(POBBIM OTTHCKOM
UACHTH(HUKATOPY, CBSI3AHHOMY C IOKYMEHTOM. [ToJIy4eHHbIiT 0TUeT 0 NN POBBIX OTTUCKAX
IIPUBOAMTCS B TAOJMYHOM (popMaTe U OPraHU30BaH HA OCHOBE TUIIOB HJICHTU(DHUKATOPOB.
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NMonyyeHne nHpopmMaLmmn 0 B3aMMOCBA3AX

B oTueTe 0 nu(ppoBBIX OTTUCKAX TOKA3AHBI B3AUMOACUCTBUS MEXKLY YEeHTPAAbHbIM
UZEHTUPUKATOPOM T BCEMH OCTAJILHBIMU UJICHTU(DUKATOPAMH. L{enTpatvHbiil
UZEHTUPUKATOP - ITO IJEKTPOHHBIN UACHTU(PUKATOP, KOTOPBIH SBJISIETCS HHTEPECYFOIIUM
BAC UCTOYHUKOM B MHIUACHTE 3aIUTHI.

Beicinit ueHTHGUKATOP BO MHOTHX KATETOPHSIX OOBIMHO SIBJISICTCS yKa3aTesieM Ha
HEHTPAJIbHBINA HICHTU(HUKATOP B 3TOM THUIIE UM B 3TOM KATErOPUU UICHTUDHUKATOPOB.
Hanpumep, ecmn uneatudukatop ssisiercss MAC-aapecoM, aipec 3JIeKTPOHHOM MOYTHI, K
KOTOPOMY OTHOCHUTCHA 6OJ'[I)I_HI/IHCTBO BSaHMOHCﬁCTBHﬁ, BCPOATHO, IPUHATJICKUT
OpeANOJIOXKUTCIIbHOMY aTaKYIOIIEMY, KOTOprfI ABJIACTCA BJIAJCJIBIIEM KOMIBIOTEPA.
Omnaxo, ecym [P-ampeca Ha3HAYAIOTCS MUHAMUYECKH, BBI TAKXKE JOJDKHBI HCCIICIOBATh
[P-anpeca, Ha3HAYCHHBIC B TCYCHUE qUaia30Ha BPEMCHHU.

Koppensmmm Mexay IpyruMa KaTeTOPUSMHA U IEHTPaIbHBIM UACHTUDUKATOPOM, KaK
IIpaBUJIO, MeHee CUiTbHBIE. [Ipex e ueM BbI pelnTe BHIIOJIHUTD JSHCTBUE HA OCHOBE

UG POBOTO OTTHUCKA, TPOBEPHTE JAHHBIE C CHOJIb30BAHNEM HE3aBUCHMBIX UCTOYHHUKOB.
Ucnomnp3yiite mECTpYMEHT LInhpoBoit OTTHCK, YTOOBI PACIINPUATH PAINYC UCCIICTOBAHAS
J10 OOJIBIIIETO YKCTIa OJ03PUTEIBHBIX aTAKYIOIIUX M OOBEKTOB.

MccnenosaHue B3aumocBA3en AnA oTCNeMunBaHUA cnenos
naeHTUPUKaToOpOB

LndpoBoit OTTHCK PEKOHCTPYUPYET CETEBBIE B3AUMOCBS3H, YTOOBI TOMOYb BaM BBISIBUTH
aTaKyIOIMi OOBEKT U Ipyrue 0ObeKThI, C KOTOPHIMU OH B3aMMO/IEHCTBYET.

NuctpymenT L{udpoBoii OTTHCK OKa3bIBAET paclpe/iesieHue YaCcTOThI JUJIst
KOPPEJMPOBAHHBIX COOBITUN. VIHCTPYMEHT MOKa3bIBAET B3AUMOCBS3U MEXKIY OOBEKTAMU U
MOACYUTHIBAET YUCJIO OTHOLIEHUI. UeM BBIIIe 3TO YUCIIO, TEM CUJIbHEE B3AUMOCBS3b.
Hanpumep, ecim Bl IpOCMaTPHUBAETE B3aUMOCBSI3H MEXy aIpECOM IJIEKTPOHHON IOYTHI U
JIPYTUMHU OOBEKTAMH, BBl CMOXETE YBHIETbH, KTO C KeM ob1aeTcs. Bl MoxeTre
npocMaTpuBaTh [P-anpeca, CBsI3aHHBIE C aAPECOM 3JIEKTPOHHOM nmouTel, IP-agpeca,
KOTOpBIE NOCEIAJl MOA03PEBAEMBIH, a4 TAKXKe APYTUE UMEHA, CBSI3aHHBIE C aI[PECOM
3JIEKTPOHHOM IOYTHI.

B pacipeCICHHbIX CPEIax MOXHO YKa3aThb, YTO Bbl XOTUTE YBUJACTH B3aUMOCBA3U IJId
OJIHOTI'O y3Jia B Barei OopraHusanuu.

Mpouenypa
1. BoIbGepute pe3yabTaT U3 CIUCKA JOKYMEHTOB B CETKE BOCCTAHOBJICHUS U IIEJIKHUTE IO
BkJajike LiupoBoii oTTHCK.

2. Bribepute B cHCKE 3JIEMEHT, KOTOPBIN BBl XOTHTE HCCIEAOBATD.

ITo ymomyaHMIO, OTYET O MU(PPOBBIX OTTUCKAX MPEICTABIICH B TAOJMYHOM (hopMaTe
OPraHN30BaH MO THIAM UACHTA(DUKATOPOB. ByayT moka3aHbl Bce HOCHTH(OUKATOPHI,
KOTOpPBIE B3aMMOAEHCTBOBAIIH C IIEHTPAJILHBIM HICHTH(PHUKATOPOM.
BiaumopeiicTByromnme naeHTHPUKATOPB OPraHN30BAHbI [0 THIIAM HIACHTH()HUKATOPOB U
PacCOpPTUPOBAHEI IO YACTOTE B3AUMOJICHCTBUS.

3. Ecim BB yBUANTE MHTEPECYIOIINIA BAC HICHTU(PHUKATOD, BEIOEPHUTE €T0.

W eHTHGUKATOPSI - 3TO THHEPCCHUIKH, M UX MOXHO UCIOJIh30BaTh KaK ICHTPAJIbHBIHI
uneHTAduKaTop Apyroro ordera. Coszmaercs Apyras BKJIaJKa, U Ha IKpaHe MOSIBUTCS
HOBBII IICHTPAJIbHBIN UACHTUDUKATOP. BBl cMOXeTe YBHIETH, C KeM B3aNMOACHCTBYET
JTaHHBIA TPEAIIOJIOKUTEIBHBIN aTAKYFOIIWIA U ¢ KeM B3aMMOACUCTBYIOT 3TH BTOPUYHBIC
B3aUMO/ICHCTBYIOIINE. BBl MOXeTe PACIINPHATH PaINyC UCCIICTOBAHUS IO OOJIBIIETO
YHCIIa MOAO3PHUTENIbHBIX ATAKYIOIINX I OOBEKTOB, C KOTOPBIMHI OHHM B3aNMOJIEHCTBYIOT.
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4. YrtoObl yBUIETH OPYToi XocT, BhiOepuTe [P-aapec B ciucke BuiOpaTh yajieHHbli XOCT.

B pacnpeesieHHBIX YCTAHOBKAaX MOXHO BBIOPATh XOCT cuctemMbl QRadar Incident
Forensics, a 3aTeM IpocMOTpeTh HUPPOBOIL OTTHUCK. B mpeicTaBIeHNH MO0 yMOTYAHUIO
HAXO/UTCS NIEPBUYHBII XOCT, HO BBl MOXKETE BHIOPATH JIF000 BTOPUYHBIH XOCT,
cBs13aHHBIN ¢ XocToM cucteMbl QRadar Incident Forensics.

5. YUToObI yBUACTH BU3yaIM3ALHUIO CBSA3EH U OTHOIICHUH JJIs1 B3aUMOICHCTBUI
IEHTPAJIbHOTO WICHTH()HUKATOpA C APYTHUMU HACHTH()HUKATOpAMH, IIEJIKHATE IO
BKJIaJIke Bu3yam3upoBaTh JaHHbIE.

UHCTpyMeHT BU3yanusauum

Bu1 MoxeTe BU3YaJIbHO U3YyYaThb CBA3U U OTHOIICHUA MEXKAY HECKOJIbKUMU anI/I6yTaMI/I n
KaTeropusMm NaHHBbIX.

I/Icnonwyﬁre OKHO BI/ISyaJ'II/ISI/IpOBaTI), YTOOBI YBUACTH PEIIAIIUOHHYIO KapTy METaJdHHBIX
us3 BLI60pKI/I B OJHOM OJOKYMEHTC, ABYX JOKYMCHTAX HUJIA 0OJIBIIIEM YHCIIE JOKYMCHTOB.
Ecmm HCIOJIB3YROTC GoJIbIIIre BI:.I60pKI/I JOKYMCHTOB, UCCJICJOBATCIIb IOJIYYUT CIIOXKHOE
OpeaACTaBJICHUC B3aUMOCBSI3€ METaITaHHBIX 1 OTHOCUTEJIbHON 4aCTOTHI. I/ICCJIG,Z[OBaTC.HI/I
MOT'YT 3aTEM HpOﬁTH OTH IIyTH, 4TOOBI O0JIee HOZ[pO6HO HUCCJICOOBATHh HHINACHT 3aIIUThI.

BI/ISyaHI/I?;aHI/II-O BI)I6paHHI)IX JOKYMEHTOB MOXKHO JICTKO NEPECTPOUTH C UCIIOJIb3OBAHUEM
JAPpYyroro OTHOUICHUS, U3MCHUB OJJHO MUJIN 00a OTHOIIICHHUS.

B Bu3yanm3anuu nokasaHo KaxxJ0e OTHOIIEHHE, COIePKaIleecs: B BHIOPAHHBIX JOKYMEHTAX,
Y MOKa3aHa 4acToTa oTHoweHus. Kaxablid y3es1 cooTBETCTBYET OT/EIbHOM YacTu
METa/aHHBIX, CBSI3b C KOTOPOIf eCTh B BRIOpaHHBIX JOKYMeHTax. Pazmep mepemaet
OTHOCHUTEJILHYIO YaCTOTY IO CPABHEHUIO C APYIMMU y3J1aMu. CChUIKM TOKA3bIBAIOT
COEIMHEHN S, HAMICHHBIE MEX Y OTJEJIbHBIMA 4aCTSIMHU METAJaHHBIX, 1 IEPEJAIOT YaCTOTY
3a cueT pasmepa. McciaemoBaTenm MOTYT UCTIOIB30BATE Y3JIbI U UACH TU(DUKALIIH
BO3MOXHBIX IIyTEN JAJILHEMIIETO UCCIIEOBAHMS.

Busyanusauma oTHOLWWEHUN U CBA3eNn

I/ICHOHL3yﬁTe OKHO BI/ISyaJ'II/ISI/IpOBaTI), YTOOBI YBUACTH OTHOILICHUA MEXIY anI/I6yTaMI/I B
BOCCTAHOBJICHHBIX JOKYMCHTAX. HaanMep, MOXHO U3YYUTH agpeca 3J'ICKTpOHHOI71 IIOYTHI,
KOTOPBIC CBA3BIBAJIMCh C KOHKPETHBIM a1PpECOM 3J'I€KTpOHHOI71 IIOYTHI.

Mpoueaypa
1. B Ta6m/1ue BOCCTAHOBJICHU S BKJIFOUUTE IICPEKITOYATCIIN JI1 JOKYMCHTOB, KOTOPBIC Bbl
XOTHUTEC UCCJICAOBATH, U NICJIKHUTEC 11O Bmyanmnposan.

2. Bribepute cxeMy, YMCIIO JOKYMEHTOB, KOTOPBIE HY>KHO MOKA3aTh, U OTHOIIIEHUS MEX/Ty
aTpubyTamu, KOTOPBIE BBl XOTUTE YBUAETh, U LIEJIKHUTE 10 OOHOBUTb.

3. Hcnomnw3yiiTe 3JIeMEHTHI yIIPaBJICHUS MacIITa0OM, YTOOBI YBUAETH OOJIbIIE W
MEHBIIIEe CBEJICHUI HA N300pakeHUH.

4. YToOBI BHITOJIHATH HOBBIH NOWCK MJIM M3MEHUTH aKTUBHBIHN (QUITBTD, IEJIKHATE IPAaBOH
KHOTIKOW MBIIIH 1O y3JIy.

B KOHTEKCTHOM MEHIO MOXHO BO3BPATUTD 3Ty 4aCTb METAaAaHHbBIX Ha3as, YTOOBI
BBIIOJIHATH HOBBIN MOUCK. BBl Takke MOXeTe U3MCHUTDL aKTUBHBII d)HHLTp, YTOOBI
BKJIFOYUTH MJIM UCKJIFOUYUTH METATJaHHBIC.

Orpanuyenne: MOXHO POCMOTPETH 10 9999 NOKyMEHTOB OJHOBPEMEHHO B OJTHOM
OKHE Busyamm3upoBaTtsb.

32 QRadar Incident Forensics PykoBoAcTBO 10Jib30BaTEIS



AHanus apTe¢daKToB AnA NOA03PUTENBHOIO UK
HeCaHKUMOHMPOBAHHOIO COAePHUMOro

AHaJIMTUK 3aIIUATH MOXET MCKAaTh YIPO3bl, M30exkaBIie OOHAPYKCHHUS, IPOAHATIM3NPOBAB
PEKOHCTpYUpOBaHHbBIE apTedhaKThl, HAIpUMeEp, (Hailitel U m300pakeHus. UTOOBI MOHSATH
CBSI3b MEX]Ty COTPYAHAKAMU U apTehaKTaMu, TAaKXKe MOKHO U3YYUTh CBSI3HU, HIYIIHE K
9TuUM (ailylaM 1 N300 paKeHUSIM 1 OT HUX.

Mpumep - Ucnonb3oBaHMe aHanu3a apTedaKToB ANA NOUCKaA
MCTOYHMKA aTaKn (HyneBoOW NauueHT)

JxoH paboTaeT aHAJIMTUKOM 3aluThl B komnanuu Replay Industries. Oka3zasioch, 4To
3apakeHO HECKOJIbKO KOMIBIOTEPOB, HECMOTPS HA BCE MPUMEHSIEMbIE MEPBI 3aIIUTHI.
ITocrte TOro, KaK OH BBISBIIAET 9TH KOMIIBIOTEPHI U IIOMEIAET UX B KapaHTUH, [)KOHY
HY)KHO BBISICHUTB, KAK 9TH CHCTEMBI OKa3aJIMCh 3aPakeHbI U OBIJIN JIM aHAJIOTUYHBIM
06pa3oM MOBEPTHYTHI PUCKY JIPYTHE aKTHBBL.

BoccTaHoBneHue naketos U3 IP-agpeca
Hauas ¢ [P-anpecoB u npuMepHOTO UHTEPBAJIA BPEMEHH, KOIJa BCE IPOU301LIO0, JIKOH

MOJXeT HCMOJIb30BaTh mporpammy QRadar Incident Forensics, 4ToObI BOCCTAHOBUTH
peJIeBaHTHBIC JAHHBIC MAKETOB.
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g Forensics Recovery

IP
Address:

Port:

Case: casel

Collection:

Start Date: | 1/26/2017 |~ |l 223 PM B

End Date: | 1/26/2017 |~ 323 PM | v

Tags:

+ Advanced Options

Enable Custom BPF
tcp or udp

Enable Custom Capture Devices

172.16.166.73

172.16.166.76

PucyHok 1. BocctaHosneHne ns IP-aapeca

AHanus ¢annos

ITpon3Boast HONCK UCHIOJHIEMOTO COAEPKUMOT0, JIPKOH HAYMHACT C UCIOJIb30BAHUS
BO3MOXHOCTEI aHasm3a (hailyioB, BKIFOYEHHBIX B porpammy QRadar Incident Forensics.
OH BUIUT CIIUCOK Beex (hailioB, y3HAET, KaK 4aCTO OHM OTIPABJISIUCH, COACPIKAIIH JIM OHU
BCTPOCHHBIE (DaliJIbl MITH CIEHAPUH, a TAK)XKE KAKOBA y HUX OIIEHKA SHTponuu. [[)KoH OBICTpO
HaxoAMT (aity m300pakeHns, KOTOPHII KoMIoHeHT nporpaMmbl QRadar Incident Forensics
HOMETHJT PJIArOM U KaK HOZO03PUTEIBHOE COIEPKUMOE, ¥ KaK (aiiil co BCTPOCHHBIM

Doc# File Name Extension | Description Protocol | Frequency | Suspect Content Embedded Script Embedded Files | File Size (Bytes) | File Hash (SHA-256) | Entropy
1 index php php CsS File hitp 1 NoSuspectContent | No Embedded Script 0 1916 70c6e673cd0150011Tag9e 4.93731

2 index php php CsS File hitp 1 NoSuspectContent  NoEmbedded Script 0 163060 dbbbasdct2e4941068b9d1 574523

3 index php php Javascript hitp 1 NoSuspect Content  No Embedded Script 0 164112 909a0691a451820584d85. 5.38451

PucyHok 2. AToubyTbl aHanmsa gainos
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Oyenka snutpomuu ¢hariioe A3MEPSET CIYIaiHOCTh TaHHBIX U UCIIOJIB3YETCs, YTOOBI HANTH
3amu(poOBaHHYIO BPEIOHOCHYIO MPOTPaMMY; paclpeaesieHre SHTPOIUH TaKXKe YeTKO
MOKa3bIBAET, UTO YACTh (haityia - 9TO HE TO, YTO TaM JIOJKHO ObITh. JJOMOTHUTEIHHBIIH
aHAJIN3 JTOKA3bIBACT, YTO JAHHBIN (pailyl COMEPKUT HOBYIO (hOPMY BPEIIOHOCHOIM
NIPpOrpaMMBbl, KOTOpasi MPOCKOJIb3HYJIa HE3AMEUEHHON MUMO CYIIECTBYIOIINX CPEICTB
3aLIUTBI U OTBEYAET 32 3apaKEHUE CUCTEM.

Ha cienyrorieit tuarpaMme 3HTPOIIHSI UCIOJIB3YETCSl B KAYECTBE UHIUKATOPA AUCIIEPCHU
6uT Ha 6aiT. [TockoIBKY KaXIbIii CAMBOJI B TAHHBIX COCTOWT W3 | OaiiTa, 3HaYcHHE
SHTPOIUM YKa3bIBAET HA N3MEHYMBOCTH CHMBOJIOB U [IUCIIEPCUIO CIOCOOHOCTD OJI0Ka
JAHHBIX K CKaTHrO. OTKJIOHEHHS B 3HAYCHUSIX SHTPONUY B (haiijic MOTYT yKa3bIBaTh, YTO B
(haiiyiax CKpBITO MOO3PUTEIIBHOE CoAepkuMoe. Hampumep, BBICOKUE 3HAUCHHUS SHTPOIIH
MOTYT TOBOPUTH O TOM, YTO JIAHHBIC COXPAHEHBI B 32U POBAHHOM U CKATOM COCTOSIHUM,
a 0oJiee HU3KKE 3HAYCHNS MOTYT YKa3bIBaTh Ha TO, YTO BO BPEMsl BBIIOJIHEHUS CITyKeOHas
HArpy3ka paciupoOBBIBAETCS U COXPAHSIETCS B PA3HBIX pa3/ieliax.

[macro.ppt]

CRRLE I e

Entropy (For Each 256 Bytes)
-

Bytes

PucyHok 3. [Mpumep rpaguka sHTpomuu ¢Gaisnos, rae nokasaHs! BCTPOEHHbIE CLeHapum

JXoHY Tenepp HyXHO MOHSATh, OTKY/A MOCTYIIIII 3TOT (ailil, ¥ y KOro eine OH MOXeT
okazatbes. JIkoH ucnosib3yeT nporpammy QRadar Incident Forensics, 4To6b1 ObICcTpO
HaiiTu BeO-cepBep, KOTOPBIN Nepeaalt 3apakeHHbli ¢aitn u3odpaxenns. Bedb-crpanuna, o
KOTOPO# UAET peub, MOMyJISIPHA KaK IIUPOKOBEIIATEIbHBIN KaHaJI 1J11 CAMBIX TOCIETHUX
HOBOCTEH O ImmpoKkou3BecTHOI komanre HOJI, n oHa oka3ayiach MOJBEPTrHYTA PUCKY.
Jaxxe HECMOTPS HA TO, YTO BeO-CalT collepkali MHOTO U300 paskeHnid, OBITIO TOJILKO OTHO
coziepikaIiiee BCTPOCHHYIO BPEOHOCHYIO IIPOTpaMMy H300pakeHne, KOTOpoe OBLIIO paHee
HaiimeHo JI>KoHOM ImyTeM aHaim3a (haiiyioB.

AHanu3s ccbinoK AnAa sM3yanusauuu B3ammoaencTBun ¢
Beb-caiTom

YToOBI ONpeieSUTh, MOTJIM JIK OBITh 3aTPOHYTHI IPYTHe CUCTEMBI, [[’KOH HCHOJIb3yeT
AHAJIM3 CCBUIOK, YTOOBI OBICTPO BU3YaIM3UPOBATH BCE MPOCMOTPEHHbIE BEO-CANUTHI U,
HeB3HMpas Ha 00JIbIION 00BeM Tpaduka ¢ BeG-calTaMu /1T KOMIIAHUIA, C KOTOPBIMHE BeJia
CBOIO JISITEJILHOCTh KOMIaHus Replay, MOXKHO SICHO yBUETh HEGOJIBIIOE MOJAMHOKECTBO
JISUCTBHIA 110 TOCTYIY K 3apaXEHHOMY BeO-X0CTy. JI)KOH aHAIM3UPYET 3TU CCHIIIKH, YTOObI
y3HaTh, KAKKE IPYTUe CEPBEPHI B €0 CETU UCIOJIb30BAIIUCH [IJIS1 TOCTYIIA K ITOMY
Be0-XOCTYy.
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B cBoeM uccnenoBanuy J[)KOH UCTIOJIB3YET y3JIbI HA Tpaduke, e MpeacTaBIICHBI
BeO-CTpaHMIBI, a CTPEJIKA MEX/TY y3JIAMH COOTBETCTBYIOT B3AaUMOCBS3SM UJIN
TPaH3aKIUsIM MEXIy BeO-CTpaHUI[aMHU, YTOOBI OBICTPO OIECHUTD IA0JIOHBI Tpaduka u
YBHUIETb, KaK NepeMeIIaINCh JOKYMEHThI. UeM OoJiblile y3e1, TeM OO0JIblIe CChIIIOK eCTh Y
JIOKYMEHTa B €T0 IyTH, a YeM OOJIbIIIE CTPEJIKa CChLIKU, TEM OOJIbIIIE pa3 9Ta CChLIIKA
HCIOJIb30Basach.

‘Select A WelyFo To Fighlight s Nodes: Select this to clear web host highlighting
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ITockosbky 9TOT CaliT sIBJsieTC NOMYJIIPHBIM caliToM HoBocTell 0 HDJI, He ynuBUTENBHO,
YTO €CTh PsI/L APYTUX CEPBEPOB, KOTOPBIE CBSI3BIBAJINCH C TUM BEO-XOCTOM 1
MOTEHINAIILHO MOTJIN OBITH 3aTPOHYTHL.

AHanus nsobpameHui

UToOBI Cy3uTh HAOOP CEPBEPOB, KOTOPBIE 3arpyKai BpeIOHOCHBII (aitn n3dopaxeHus,
JIxoH nepekJroyaeTcsl Ha aHAJIM3 N300PaKEHUH ¥ OBICTPO HAXOIUT BCE OTIPABIICHHbBIE WX
pUHSTHIE (ailbl 1300pakeHnH.
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PucyHok 4. lNpumep aHannsa v pacnpeneneHns n3obparxeHmni

JxoH OBICTpO yOekIaeTCs B TOM, YTO BCE €ro 3apakeHHBIE CEpBEPHI U IBa cepBepa, O
KOTOPBIX OH HE 3HAJI, IMEJIM TOCTYN K TUCKPEIUTHPOBAaHHOMY (hailiry m300pakeHus.
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JIKOH TaxXe yCTaHABJIMBAET, YTO HECKOJIbKO JPYTUX CEPBEPOB, KOTOPBIE NOJIYIAIN JOCTYI
K TOMY e BeO-caiiTy, He 3arpy3mim 3apaxkeHHbIi ¢aitn. Teneps y JI’KOHa ecTh HyXXHAs eMy
I/IH(I)OpMaI_lI/IH, YTOOBI OOBIBUTH KapaHTUH OJId OTUX ABYX JONOJHUTCIIBHBIX CCPBEPOB U
cO34aTh HOBBIN X311 (haiiia Jy1s 3apakeHHoro (aiiia, koTopsle komnanus Replay Industries
MOXET BBIIPY3UTh U MCHOJIb30BATh COBMECTHO C IPYrUMU nojb3osaTesnsimu B IBM X-Force
Exchange.

AHanus ¢annos AnA NOUCKa BCTPOEHHOro COAEPHUMOro u
BpPeAOHOCHbIX AeNCTBUN

YUToOBI UcCIie1oBaTh (hailyibl Ha CKPBITHIE YTPO3bI, BBl MOXETE IOCMOTPETh Ha 3HAUCHUS
SHTponuy (HaiJIoB, 3arpy3uTh BCTPOCHHBIC (haiiiIbl M CIICHAPUH [IJIs AaIbHEHIIIero aHam3a
U IIPOCMOTPETH TOKYMEHT U €TO aTPHOYTHL

ITockoJbKy HapyIIUTEIN MOTYT CKPBITh COIEPKUMOE JBONYHBIX (ailnoB B daitmax
KOHTEWHEPOB, MOXHO HUCIOJIb30BaTh aHau3 (paitioB B mporpamme IBM Security QRadar
Incident Forensics, 4T0ObI H3y4nTb, COJEPKAJIH JIU (ailIbl BCTPOCHHBIE ClIEHAPHN WJIH
JIPyroe ABOMYHOE COAEPKUMOE.

Outponua aiinos 03HaYAET CTEIEHb CIyYailHOCTH TaHHBIX B (paiiyie 1 HO3BOJIIET
OTIPECITUTE, COACPKUT JIU (Pailyl CKPBITHIC JaHHBIE WU MOA03pHUTENIbHBIE clieHapuu. [Ikaa
ciryvyaitnocty - oT 0 (HeciyvaitHblif (haitn) o 8 (MOJTHOCTRIO CITyyaliHbIi (aiti, Hampumep,
mUppOBaHHbIA (aiiin). UeM O0JIbIIIe MOXET OBITH CKAT OJIOK, TEM HIDKE 3HAYCHHE
SHTPOINHUH; Y€M MEHBIIIE MOXHO CXATh OJIOK, TEM BBIIIIE 3HAYCHHUE IHTPOIHUH.

Ha crenyrormeit amarpaMme SHTPONUS UCHOJIb3YETCS B KAYECTBE MHANKATOPA TUCTICPCHH
6uT Ha 6aiT. IToCcKOIBbKY KaXAbIi CHMBOJI B JAHHBIX COCTOUT U3 1 Oaiita, 3HAUeHUE
SHTPOIUH yKa3bIBaeT HA M3MEHUYUBOCTH CUMBOJIOB U IUCNIEPCUIO CIIOCOOHOCTH OJI0Ka
JIAHHBIX K cXaTnto. OTKJIOHEHUS B 3HAYEHUSIX SHTPONUK B (ailyie MOI'yT yKa3bIBaThb, YTO B
(aitiax CKpbITO NOO3PUTEIILHOE cofiep)XuMoe. Hampumep, BEICOKHE 3HAYCHUS SHTPOINT
MOTYT TOBOPUTH O TOM, 4TO JIaHHBIE COXPAHEHBI B 3aIIN(PPOBAHHOM M CKATOM COCTOSIHUH,
a boJiee HU3KME 3HAYECHHUS MOTYT yKa3bIBaTh HA TO, UYTO BO BPEMSI BBIIOJIHEHHUS CITyKeOHAS
Harpyska pacIiin(poBBIBAETCS X COXPAHSIETCS B Pa3HBIX pa3/eiax.

Mpoueaypa

1. Ha Britagke DKcnepTH3a BEIOSpUTE OJIUH MITH HECKOJIBKO BOCCTAHOBJICHHBIX (haiijioB B
npencraniieHnn CeTka.

2. B MeHIo HHCTPYMEHTOB HCCIICIOBAHNS B BEPXHEH YACTH CETKH ILEJIKHUTE 110 AHAJIN3
(aiinos.
B pesynbTaTax Kaxxaasi CTpOKa CETKU COJIEPXKHUT JaHHbIE aHAJIM3a JJIS IOKYMEHTA,
HanmpuMep, uMs ¢aiina, onucanue, MHGOPMALUIO O TOM, OOHAPYKESHO JIU
HOJI03PUTEIILHOE COJIEPXKUMOE, ¥ 3HAYCHHSI SHTPOIIHH.

3. YtoObI paccopTrpoBaTh (HaifIbl O ONPEACIICHHOMY aTpHOYTY, HAIPAMEDP, SHTPOINH,
IIEJIKHUTE IO 3aI'0JIOBKY COOTBETCTBYIOIIETO CTOJIONA.

4. B crmcke (aifyToB mMEJIKHATE MPaBOi KHONKON MBIIIHN IO (aitity, YTOOBI MPOU3BECTH
NAJIbHEUIIIYIO OLICHKY

* YrtoObl NpOBEpUTH JJOKYMEHT U €ro aTpuOyTHI, iejkHUuTe 10 [loka3aTh JOKYMeHT.

* YT0O6BI NPOBEPUTH rpadik IHTPONUH U y3HATH, MOXKET JIM BCTPOCHHBII (aiii nim
CLIEHApUil COAepkKaTh BPEAOHOCHYIO IPOrpaMMy, LiekHuTe 1o Iloka3aTs 3HTpONHIO.
3HaYeHHU S SHTPOIMU MO>KHO HCIOJIb30BATh KaK yKa3aHUE HA TO, MOXET Jiu (aiis
CoZIepXaTh BPEeIOHOCHOE cofepxumoe. Hampumep, Tekctossie daitibr ASCII, kax
IpaBUiIO, 00JIAJAIOT BBICOKOI CHIOCOOHOCTBIO K CKATHIO, U y HUX HU3KUE 3HAYCHUS
sutponuu. llludpoBanHble JaHHBIE, KAK IPABUIIO, MAJIO CIOCOOHBI K CKATHIO, U
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OOBIYHO Y HUX BBICOKOE 3HAUCHHE SHTPONUH. Bpe1oHOCHBIE TPOTpaMMEI YaCTO
YIAKOBBIBAIOTCS M CKPBIBAIOTCA KakK B (pailyiax, Tak ¥ B M300PAKEHUSIX.

* Uto08I 3arpy3uTh BCTpOeHHBIE (paiibl, menkauTe mo M3Biaeub BeTpoeHHbie Gaiiibl 1
BBIOCpUTE (haifiIbl, KOTOPBIE HYXHO 3aTPY3UTh.

DTa omnnus JOCTYIHA TOJBKO MJI JOKYMEHTOB CO BCTPOSHHBIMH (haiijlaMu MIIH
creHapusMu. DailiTel 3aTpyKAOTCS B KATAJIOT 3arPy3KH Balero Bed-opaysepa.
BynbTe ocTOpOXHBL, 4TOOBI HE OTKPHITH MOTEHINAILHO BPEOHOCHBIE CIICHAPHUH B
He3aIUIIeHHO! cpejie.

AHanus nzobpareHunin Ha CKpbITbie Yrpo3bl UK
NOJO3PUTENIbHYHO aKTUBHOCTb

ITpocMoTpeHHBIE N300 PaKEHUSI COPTUPYIOTCSI HA OCHOBE pa3Mepa 1 peJIeBAHTHOCTH CO
3HAYE€HHEM YacCTOTHI B CKOOKAX. DTOT aHAJIN3 MOXET OKa3aThCs MOJIE3HBIM, €CIIN
COTPYIHUK UCHOJIB3YET PECYPChl KOMITAHUH JJIsI HOMCKA HEMOXOISIIINX, OT PAHIICHHBIX
WJIM 3alpeIleHHbIX N300 paxeHuit. Hanmpumep, n300pakeHust MOTYT OBIThH CBSI3AHBI C
caMoJIeTaM#, HEKOTOPBIMU 3aHUSMHU WM HOJIOKEHISIMHI, KOTOPBIE SABJISIFOTCS 00bEeKTaMHU
Ha3HAYeHUd JJIs1 HapylleHuit 6e30MacHOCTH.

I/ICHOHLSYH aHaJii3 H306an<CHHﬁ, BBl MOXETC IIPOCMATPUBATDH HauboJIee PEJICBAHTHBIC
I/1306pa)KSHI/I$I 13 OAHOI'0 MJIM HECKOJIBKUX JOKYMCHTOB B OTHOM HJIM HECKOJIBKUX
3aXBa4YCHHBIX (baﬁnax IIAaKE€TOB HA OAHOM 3KpaHE€ BMECTO TOrO, YTOOBI IIpUIIJIOCH
OTKPBIBATb KaX /bl JOKYMCHT U IPOCMATPHUBATDH 1/1306pa>KeH1/151.

Mpoueaypa
1. Ha Bxyagke Ixcneprusa, B npeacrapiieHnn CeTka BbIOEPUTE OJUH UM HECKOJIBKO
BOCCTAHOBJICHHBIX JOKYMEHTOB, COJIEPKAIIMX U300paKCHHE B OIIMCAHUY.

2. B meHro UHCTPYMEHTOB UCCIIEAOBAHUS B BerHefI YaCTU CETKHU ILICJIKHUTE 11O Anams3
H300pasKeHuii.

B pesysbTaTax Bepcuu MUHHU300paXKeHHii BceX M300paxeHn i, CoaepKalixcs B
JIOKYMEHTaXx, II0Ka3aHbl B HOPsIAKE peJieBaHTHOCTU. UKo B CKOOKaX PsiioM C
N300paXKeHNEM YKa3bIBaeT YKMCIIO K3EMILISIPOB N300paxkeHus B JOKyMeHTe. Eciu Bbl
YCTaHOBUTE KypcOp Ha MUHUAU300paxeHne, U300pakeHue CTaHeT OOJIbLIE.

3. IllenxHUTE MpaBOil KHOIIKOM MBI 110 H300PaXEHUIO [JIs AaIbHEHIIIEr0 U3YUCHUS

* UToO0BI IpOBEpHUTH H300paKEHNE U eT0 aTPHOYTHI, mekHITe 1o [loka3zaTs
JIOKYMEHT.

* Urto06BI IpOBepHUTH IpadUK YHTPONHH U Y3HATH, MOXKET JIU H300paKeHHE COACPKATE
BPEIOHOCHYIO POTpaMMy, e IKHUTe Mo [1oka3aTh SHTPONHIO.

3Ha4YeHUs SHTPOIUU MOXKHO HCIOJIb30BATh KaK YKa3aHUE HA TO, MOXKET Jid (paiiia
COJICPXKaTh BPEIOHOCHOE coiepxkumoe. Hampumep, daiiabl pacTpoBBIX N300 pakeHuid
u TexkcToBble (aiisel ASCII, xak mpaBuio, 006J1aJal0T BBICOKOU CIIOCOOHOCTBIO K
CXXKATHIO, M Y HAX HU3KHWE 3HaYeHUs sHTponuu. [lludpoBaHHbIe MaHHbBIE, KAK TIPABUJIO,
MaJIo CIIOCOOHBI K CKATUIO, M OOBIYHO Y HUX BBICOKOE 3HAUCHHUE SHTPOIIHH.
BpenoHocHbIe IpOrpaMMBbI YaCTO YIAKOBBIBAIOTCS M CKPBIBAIOTCS KaK B (paiiyiax, Tak
7 B U300paKeHUSX.

AHanus ccblsIOK AnA NoMCcKa coeguHeHU U B3aumocBA3en

ITpu aHanmu3e CCHIJIOK CCBUIKY MOKA3BIBAIOT OOITHOCTH MEX/1y BeO-caliTaMu, KOTOPbIE
npocMaTpuBaIUCh. [1pu ucciieoBaHUU UHIIMIEHTOB 3aLUTHI BBl CMOXETE OBICTPO
YBUAETH, €CTh JIM EPEKPbIBAHNE U KAK JIFOJU B3aUMOIEUCTBYIOT APYT C APYTOM.
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Hanpumep, ecyi BB CUUTAETE, YTO TPYyNIa 3JIOYMBIIUIEHHAKOB Pab0TaeT COBMECTHO, HO HE
3HAETE, KaK, BBl CMOXETe B3TJITHYTh HA HA0OP JOKYMEHTOB OT DS/ MOJIb30BaTEIEH 1
UCMOJIb30BATh aHAJIN3 CCHIJIOK, YTOOBI YBUJIETh 00I1ue BeO-cTpaHulisl. [1ocie 3Toro Bul
MOJXeTe UCCIIeI0BATh OT/IeJIbHbIE BeO-CalThI.

Mpouenypa

1.

Ha Bxy1agkxe Dxcneprusa BeIOepuTe OJHY WJIM HECKOJIHKO BEO-CTpAHMII B IPEICTABIICHUN
Certka.

B MeHI0 HHCTPYMEHTOB HCCIICTIOBAHUS B BEPXHEH YaCTH CETKH IIEJIKHATE IO AHAJIH3
CCBLIOK.

Eciu mex 1y BeO-cailTaMu CyIIECTBYET CBSI3b, HA IMTOCKOIUYECKOM quarpamme Oy 1yt
MOKa3aHbl BEO-CTPAHMIIBI B BH/IE KPYXKKOB (Y3JI0B) M CChLIKU HA BEO-CTPAHUIIBI U C
BeO-CTpaHUI] B BUE CTpesIok. UeM OGoJIbIle y3el1, TeM OOJIbIIE CChIIOK eCTh Y
JIOKYMEHTA B €ro IyTH, a 4eM OOJIbIIIE CTPEJIKA CChLIKU, TeM OOJIbIIIE pa3 3Ta CChLIIKA
HCIIOJIb30BAJIACH. BbI6paHHI)Ie Y3JIbI BBIACJICHBI )KEJITBIM IIBETOM.

YToObI HCCIIEIOBATH CBSI3b C OTMIEILHOTO BeO-X0CTa, BEIOEpUTE BEO-XOCT B CHKCKE
BuiopaTh BeG-XO0CT.

V37181, COOTBETCTBYIOIINE BEO-CTPAHUIIAM C BBIOPAaHHOTO BEO-XOCTa, HOKA3aHbI KaK
TEMHO-CEpbIe KPYXKKH.

UToOHB! YBEJIMYUTH WJIM YMEHBIIUTH pa3Mep KPYKKOB (y3JI0B) U CTPEJIOK, UCIOJIb3YHTe
9JIEMEHTHI YIIPaBJIeHHS YBEJIMUeHUEM (+) WM YMEHbIICHUEM (-).

BbI Tax)xe MOXKETE NPOKPYTUTH JAHHBIE BBEPX UJIM BHU3, I10JIb3YSICh KOJIECUKOM Ha
MBIIIIH, YTOOBI YBEJIMUUTH WJIM YMEHBIITUTD pa3Mep y3JI0B U CTPEJIOK.

YUTOOBI IEpEeMECTUTH OJIMH WITH HECKOJIBKO Y3JIOB, IIEJIKHUTE MBIIIBIO U IIEPETAIIATE
Y3JIBL.

MOXHO IepeTalnTh Bech rpaduk, IEJIKHYB B JJF0O0M MecTe (hOHA, HaXKaB KHOIIKY
MBIIIN 7 IePEeTAIINB T'PAUK.

3anyCcK BOCCTaHOBJNIEHUA CO CTPaHULbl AOKYMeHTa ATpuOyTbI

[Tpu mpocMoTpe BKJIaAKH ATPHOYTHI 17151 JOKYMEHTHI MOXHO 3aIlyCTUTHh BOCCTAHOBJICHIE
st [P-anpeca unu nopra.

Mpoueaypa

1.
2.

BrmosmuTe nouck Ha CTpaHuIE ITonck Ha BKIagKe 3Kcnepmsa.

B crmcke BO3BPAIICHHBIX JOKYMCHTOB IICJIKHUTE 110 OJHOMY U3 HHUX, 4100 €ro
OTKPBITh.

ITepeiinuTe Ha BKJIaIKy ATPHOYTBI.
Ienkuaute mo IP-agpecy wam nopty.

B menro IICJIKHUTE 110 3aﬂyCTl/lTl) BOCCTAHOBJICHHE JIA.
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naBa 5. UccnenoBaHue ceteBoro Tpaduka ana IP-agpeca

UTtoObl yBUETH PEJIEBAHTHOE COJIEPKUMOE B IIEPETOBOPAX, KOTOPBIE MPOUCXOIUIIUA BO
BpeMSl MHIIM/IEHTA 3aIIUThI, BBl MOXETE BOCCTAHOBUTD U PEKOHCTPYUPOBATH CETEBOM
Tpaduk, ces3anHbii ¢ [P-agpecom. Takke MOXHO MPOU3BOIAUTH MMOUCK B CYIIECTBYFOIIMX
clrydasix, cBsizaHHBIX ¢ [P-ampecom.

ITpu pexoHCTpyKINE ceTeBoro Tpaduka n3 IP-agpeca cozmaercs MHIUACHT.
HccnemoBaTen MOTYT BH3YaJIM3UPOBATH MTOCIIEIOBATEILHOCTE COOBITHIA M3 MHINACHTA
3AIIUTH WA IPOCMATPUBATH JOKYMEHTHI B MHIAICHTE.

IBM Security QRadar Incident Forensics nnnexcupyer Bce IOCTYIHbIE CETEBbIE TaHHBIE,
JaHHBIe (HailsIoB, METaJAHHBIC H TEKCTOBBIE CAMBOJIBI, KOTOPBIE HAXOSTCS B KAXIOM
BOCCTAHOBJICHHOM (aiire.

B pacnpe/ie/ieHHBIX BHEIPEHUSIX HECKOJIKO YCTPOMCTB 3aXBaTa M XOCThI cucTteMbl QRadar
Incident Forensics 3axBaThIBatoT U 00pabaThHIBAIOT JaHHBIC. BBl MOXeTe IPOCMaTPHUBATh
arperupoBaHHbIE PE3YJIbTAThl BOCCTAHOBJICHUSI MHIMICHTOB UJIH PE3YJIbTAThI 10 XOCTAM U
YCTPOMCTBAM 3aXBaTa.

Mpoueaypa

1. UtoObI cO3AaTh CIIy4all U MOJIyYUTh JAaHHBIE YCTPOMCTB 3axBaTa naketos, QRadar,
HEO0OXOAMMO JIMOO MIEJTKHYTh MPaBOil KHOMKO# MbIm 1o [P-anpecy u 3aTemM BHIOpaTh
3anycTHTh BOCCTAHOBJIEHHE KPHMHHAJIMCTHKH , JIM0O IIEJIKHYTH [0 3HAYKY

BOCCTAHOBJICHUC KPUMUWHAJIMCTUKU

a. HacTpouTh mapamMeTpbl BOCCTAHOBJICHHS KPUMHUHAJIMCTUKH C UCIIOJIb30BAHUEM
cremyroleit nHpopManuu:

Tabnuua 5. MNapameTpbl BOCCTAHOBIEHUA KPUMUHATUCTUKU

ITapametp Onncanne

[P-anpec HcnonboBaTh KOMaHay MO pas3jesieHnto Heckoyibkux [P-anpecos. Ecin Hu
IP-anpeca, Hu noptsl He BBeAeHbl, TCP wm UDP ucnoss3yrores no
YMOJTYaHHIO.

[Topt Hcnosb30oBaTh 3ansaThle 10151 pa3/ieIeHus pa3IMYHbIX HOPTOB.

Peructp Nms nema TOJDKHO OBITH YHUKATBHBIM.

COBOKYITHOCTh BoccraHoBIeHHBIE TaHHBIE IPYNIUPYIOTCS B COOPAHUE U CBSI3BIBAIOTCS C

nesoM. Vmst coOpaHus JODKHO ObITh YHUKAIbHBIM. Eci uMst cobpanust
CYIIECTBYET B JIeJie, TO HCXOJIHOE COOpaHue OYAeT yAaseHoO.

Teru Heo0s3aTenbHo. Mcnosb3yemslit 11 ObICTPOro NOJIyYeHUs: TOYHBIX HA0OPOB
pe3yJIbTaTOB U3 PEJIEBAHTHBIX T0KyMeHTOB. Vcnosp3yiiTe 3ansaTyro 1is
pasesieHst HeCKOJIbKHX TeroB. Mcnomp3yiiTe TOIbKO OyKBEeHHONU(DPOBBIE
CHMBOJIBI; CTIENNAIbHBIE CHMBOJIBI HEIOMYCTUMBL.

BrrounThb JIOCTYIHBI TOJIb30BATEIISIM C IIPABAMU aIAMHUHUCTpaTOpa. Ecii BKIIFOUUTD
HOJIb30BATEbCKHUN | 9TOT MEPEKIII0YATENb, AKTUBUPYETC moJie BBoja BPF, rie MoxkHO ykasaTh
BPF (Berkeley IP-azmpec u mopT.

Packet Filter)
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Tabnuua 5. MNapameTpbl BOCCTAHOBACHUA KPUMUHATUCTUKU (MPOLAOIKEHNE)

ITapametp Onucanne

BxmrounTh JlocTryHBI OJIb30BATENIM C IpaBaMu aIUMHUHUCTpaTopa. Ecim BKIIOUUTH
[0JIb30BATEJIbCKUE | 3TOT IepeKJrroyaTesib, OyIeT creHepupoBaH ciucok ycrpoiicts PCAP B
yCTpoiicTBa 3aXBaTa | BalleM BHeJpeHUH. BrIiOepuTe 0JHO MIIM HECKOJILKO YCTPOMCTB, YTOOBI

YBHIETH TPA(PUK TOJIBKO C ITUX YCTPOMCTB.

Haxwmurte na OK, a 3aTeM miesIkHUTE 10 BKJIaJIKe DKCIIEepTH3a.

Yerpanenue ommbok: Ecnm BB yBUINTE COOOIIEHNE O TOM, YTO Y BAC HET
pa3pelieHns Ha BOCCTAHOBJICHUE JAHHBIX, YOSIUTECh, YTO Y BAIETO MPOQHIIL
3alUThI €cTh J0ocTyl K [P-anpecy. B HeKOTOpPBIX ciyvasix, €cJii Bbl UCIOJIb30BAJIN
cuMBoJI # B moJie Tern, Bbl MOXeTe YBUJIETH COOOIIIEHUE.

IIlesixkHMTE IO 3HAYKY UHIUACHTOB & JUISL IPOCMOTPA UHUMAEHTOB. PazBepHuTe
MJIA CBEPHUTE COAEPKUMOE NIPU INEPEMELLICHUN 110 UEPAPXUHU.

UTtoOs! yBUACTH JOKYMEHTHI B MHIACHTE, IIeKHATE 110 IlepeiiTn K pe3yabTaTtam
CTPaHUIBI OHCKA.

YToOBI BH3YaJIM3UPOBATH MOCIICIOBATEIIEHOCTE COOBITHIA IS MHITU/ICHTA,
meskauTe 1Mo IlepeiiTi K pe3y/bTaTaM CTPaHANbI JOCMOTPA.

Jutst ynasieHust WJid OTMEHBI ONPEeIEHHOTO UHIIUACHTA, IIEJIKHUTE Y JaJIHTh WIH
OTMEHHTD JAHHBIA HHIHIEHT.

Jutst mepe3amycka npeapiayiei paboThl IO BOCCTAHOBJIEHUIO KPUMUHAJIMCTUKH,
meskHuTe [lepe3anycTurh BoccTaHoOBJIeHHe KpumuHameTukn. Hanpumep, eciu
Pe3ybTaThI BO3BPAIIAIOT HEMOJIHBIE TAHHBIE, IEPE3aNyCTUTE BOCCTAHOBJICHHUE
KPUMUHAJIMCTUKHY JJIs1 BKJIFOYCHHUSI pa3inuHbIX [P agpecoB, uim usmMenute
BpEeMEHHBIC pAMKH, 3aJJaHHBIC B IPEIBIIYIIEH paboTe MO 3aIyCKy BOCCTAHOBJICHUSI.

2. UToOBI NPOM3BOIUTH IIOUCK B CYIIECTBYIOIINX ciiy4asx jist [P-aapeca, B QRadar,
LIEJIKHUTE MPaBoit KHOMKOM MbIu 1o [P-aapecy u miekHuTe 10 3anycTHTh NOUCK

KPUMHHAJIHCTHKH .

a. Ha Bxiagke JxkcnepTu3a MeJIKHATE MO 3HAYKY UHITUIACHTOB.

b. UToOBI MccIe0BATh arperaniio OIepalyii, CBI3aHHBIX C MHIUACHTOM, BbIICIIATE
JIeJI0, yCTAHOBUB HA HETO yKa3aTeJb MBIIIH, a 3aTEM LLIEJIKHUTE 110 3HAYKY ITOUCKA.

¢. UtobsI ucciemoBath neiictpus mo xoctaMm cuctembl QRadar Incident Forensics u
yCTpOCTBaM 3axBaTa B paclpe/IeJICHHbIX BHEAPEHUSIX, pa3BepHuTe 3anuch [edo, a
3aTeM paszBepHuUTe 3anuch CodpaHue.

d. YToOBI yBUAIETHh XPOHOJIOTMYECKUH CIIMCOK B3aMMO/ICHCTBUI B MHIIU/ICHTE,

BBIJIEJIUTE COOpaHUE, yCTAHOBUB HA HETO yKa3aTeJIb MBIILH, & 3aTeM LIEJIKHUTE 110
3Hauky JocMoTp.

HOHﬂTl/lﬂ, CBA3AHHbIC C JTAHHBIM:

|“PeKOHCprHp0BaHHoe MIpEeJICTABJIEHUE JOKYMEHTa  Ha CTP. 29|

Ha Bxuajsike IpeacraBiienne noka3aHO PEKOHCTPYUPOBAHHOE MPE/ICTABIICHUE JOKYMEHTA,
BBI6paHHO€ B JICBOM YaCTH OKHA B MPEACTABJICHAN CIIUCKA.

Monb3oBatenbckun BPF

7151 mpocMOTpa TOJILKO ONPE/IEJICHHBIX TUIIOB TpaduKa IpH 3a1ycKke BOCCTAHOBJICHUS
KPUMMHAJIMCTUKY, MOXXHO BBIOpATh JJIs HOCTPOEHUS nmoJib3oBaTesibckoro Berkeley Packet
Filter (BPF).

[Tpu BoccTaHOBIIEHUN KPUMUHAIUCTUKH, IPU BHIOOPE YeKOOKCA BKIIFOYAETCS 00JIACTh
BBoaa BPF, B koTopoii ykassiBaercs ¢puibTp BPF, puibrpyrommii Tpadduk cetn.
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Ytobsl 3a1aBaTh puiibTpel BFP, ncnons3yiite cuatakcuc BPF. Beipakenue cocTout us
OJHOT'O MJIM HECKOJIBKHUX MPOCTHIX 3JIeMEHTOB. [IpOoCThIe 3JIeMeHTHI IPeACTABIISIOT COOOM
CCBLJIKM Ha OJHO MJIM OoJiee MoJIeil B 3aroJIOBKE CeTeBOro npoTokoia. Hanpumep, xocT,
MOPT, tCp HOPT ABJISIFOTCS MPOCTBIMU 3JIEMEHTaMU. MOXHO HOCTPOUTH CJIOXKHBIE
BbIpaXXeH!s! GUIIBTPOB € MCNoJb3oBaHenM onepatopoB AND, OR, n NOT.

OT0 mpuMephl PUITBTPOB:

xocT 10.0.0.1

port 80

tcp nopt 80 M xocT 10.0.0.1

xocT 10.0.0.1 wnu xocT 10.0.0.2 wnn nopTt 80 wnm nopT 443

Jutst co3manust moJib3oBaTebckoro BPF, HeoOXo1MMo MMETh TOCTYII K MOJIb30BATEJIbCKOM
pOJIH C IpaBaMu aIMHHHACTpaTopa. Bee mostb3oBatenu 0e3 mpaB aAMUHICTPATOPA UMEIOT
noctyn k TekctoBomy nossto BPF Tonbko g urenus. [losib3oBaTesnu ¢ npaBamu
aIMMHUCTPATOPa MOTYT BBOAUTH JIt0O0e BeIpakeHue BPF.

Orpannvenne: 11 BOCCTAHOBJICHUS! KPUMUHAJIMCTHKY OyIyT IPUMEHSTHCS IMEIOIIECS B
HaJuuu BXoaHble qaHHbie BPF. Eciu mosty4yeHHbIe pe3yJibTaThl He T€, KOTOPHIE BbI
OXUJIAJIN, IPOBEPHTE BXO/IHbIE JaHHBIE BoccTaHOBJeH!s U BPF, 4uTo6b1 yoeauTbes, 4To
KpUTEpHi IpaBIIIbHBINA. BoccTaHOBIIeHHUS If the results of your recovery are not what you
expect, check your recovery input and BPF to ensure that the criteria is correct.

IToste BPF Bcerna comepxut undopmanuro o noJisx IP Anpeca uu [Mopra, maxke B Tex

cllyyasix, Kora OHU He UCIUIb3ytoTcd noJib3oBateabckum BPF. Ecim vu [P anpeca, Hu
MOPTHI HE BBEEHBI, NoJyib3oBaTelbckuil BPF ucnons3yer no ymomuanuro TCP unu UDP.

T'nasa 5. Viccnenosanue cereBoro tpaduka st [P-agpeca 43
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3ameuyaHmf

Jannas nyoimkanus pazpadbotana A1 IPOJYKTOB U YCIyT, npeajiaraemoix B CIIA.

IBM Mo3keT He NpenoCTaBIIATh B IPYrUX CTpAHAX IPOAYKTHI, YCIIyTH U allapaTHbIE
CpeICTBA, ONMMMCAHHBIC B JAHHOM JIOKYMEHTE. 3a CBEIICHUSMHU O MIPOAYKTAX U YCIIyTax,
MIpeIOCTaBIIIEMBIX B Balllell cCTpaHe, 00paliaiTeck B MECTHOE MIPEICTABUTEIILCTBO IBM .
CchUIKE HA TPOAYKTHI, IpOorpaMMBbl Wi yeiryru IBM He 03HAYArOT U HE MPEeIoJIararoT,
YTO MOXHO HCIIOJIb30BAaTh TOJIBKO YKa3aHHBIE MPOAYKTHI, IPOrpaMMBbI Wi yciayru IBM .
BMmecTo HUX MOXHO HCIIOJIB30BATH JIFOOBIE Ipyrie (PYyHKIMOHAILHO 3KBUBAJICHTHBIC
HOPOIYKTHI, IPOTPAMMBI MJIH YCIIYyTH, He Hapyiiaromue npas IBM Ha HHTeUIEKTyaIbHYIO
cobcTBeHHOCTh. OHAKO TP 3TOM IOJIb30BaTEJIb CAM HECeT OTBETCTBEHHOCTh 3a OICHKY U
MIPOBEPKY pabOThI IPOIYKTOB, IPOIpaMM U YCIIyT, KOTOPBIE NOJIy4eHbI He oT IBM.

IBM MoxeT pacrnoJiaraTh NaTEHTAMHU UJIM pacCMaTPUBAEMbIMU 3asIBKAMU HA NATEHTBHI,
OTHOCSIIIIUMUCS K TIPEIMETY NaHHOM myOymkanmu. [1oyueHre TaHHOTO JOKYMEHTA He
O3HavaeT MPeIOCTABJICHNS KaKUX-JIMOO0 JIMIeH3uit Ha 3TH naTteHTH. C 3ampocaMu 1o
MMOBOTY JIMIIEH3UI oOpaInaiiTech B MICBMEHHOM (hopMe o aapecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

ITo noBo/1y JIMIIEH3MH, CBA3AHHBIX C UCIOJIb30BAHUEM HAOOPOB IByXOANUTHBIX CHMBOJIOB
(DBCS), obpammaiitech B OT/Ie]I HHTEJUIEKTyaJIbHON coOcTBeHHOCTH IBM 1y HanpaBbTe
3anpoc B MUCbMEHHOM (hopMe 1o apecy:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPIIOPALIM S INTERNATIONAL BUSINESS MACHINES TTPEJOCTABJIAET
JAHHVIO ITYBJIMKALMIO "KAK ECTB", BE3 KAKUMX-JINBO ABHbIX NJIN
[TOJIPA3YMEBAEMBIX TAPAHTUI, BKJIFOUA S, HO HE OTPAHUUYMBA SICh
TAKOBBIMU, ITOAPABYMEBAEMBIE TAPAHTUUN OTCYTCTBUA
HAPVIIEHWI, KOMMEPYECKOM ITPUT'OJHOCTHU NJIN COOTBETCTBU S
KAKOW-JIMBO KOHKPETHOM LIEJIV. B psae cTpaH sl HEKOTOPBIX CIIEJIOK HE
JIOMYCKAeTCsl OTKA3 OT SIBHBIX UJIM NMPEANOJIAraeMbIX TapaHTUN; B TAKOM CIIyyae TaHHOE
MTOJIOKEHUE MOXKET K BAM HE OTHOCUTBCSL.

B npuBeneHHOI 3/1ech HHOOPMAIMU MOTYT BCTPETUTHCS TEXHUYECKUE HETOUHOCTH UJIH
Tunorpa)ckre onevyaTku. B myOaMKanuio BpeMsi OT BpEMEHH BHOCSITCSI U3MEHEHHUS,
KOTOpbIE OYAYT OTPaKEHBI B CIEAYIONMX n3aanusIX. IBM mMoxeT B JiF060i MOMEHT 6e3
KaKOFO-HI/I6O IPEeABAPUTEIIBHOTO YBEAOMIICHNUA BHECTH U3MEHEHU A B IPOAYKTHI I/I/I/IJ'[I/I
IPOrpaMMBI, OMUCAHHBIE B HACTOSINEIH MyOIMKAIIUN.

JIro6ble ccplIKU B 3TOMI MyOJIMKanuy Ha BeO-caiiThl, He npuHaJexale IBM, npusenenst
TOJIbKO JJIs1 y10OCTBA 1 HUKOMM 00pa3oM He CIIy>KaT JJIsl UX MOAAEpKKU. MaTepuaisl Ha
9THX BeO-caiiTax He BXOAAT B YHCJIO MAaTEpUaJIOB O AaHHOMY NpoaykTy IBM u Bech puck
II0JIb30BAHNUS 3TUMU BeO-caiiTaMM HECET caM MOJIb30BATEb.
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IBM octaBisieT 3a co00# mpaBo HA UCMOJIB30BAHUE U PACTPOCTPAHEHHUE JTFOOBIX
IPEeAOCTABJICHHBIX BAMU CBC,E[CHI/Iﬁ JIFOOBIMU IPUEMJIIEMBIMU CHOCO6aMI/I, HC IpuHUMas Ha
ce0st HUKaKUX 0053aTeJIbCTB epesl BaMu.

Ecnu obramaterto JIMIIEH3WK HA TaHHYEO MPOTPAMMY MOHAIO0STCS CBEJICHUS O
BO3MOXHOCTH: (i) OOMeHa JaHHBIMHI MEX/ly HE3aBUCUMO pa3pabOTaHHBIMU IPOTrPAMMAME
1 APYTMMU IporpamMMaMiu (BKJIroUast TaHHYIO) ¥ (ii) COBMECTHOT'O UCIOJIb30BAHUS TAKUX
JIAHHBIX, OH MOXET 00paTUThCSI IO afpecy:

IBM Director of Licensing
IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

US

Taxyro nHGOPMAIIUIO MOXKHO HOJIyYHTH MIPH COOTFOACHUN ONpPEACIICHHBIX YCIIOBUIA,
BKJIFOYAs B HEKOTOPHIX CIIy4asiX yIJIATy ONPENEJICHHOW CYMMBIL.

IBM mpenocTaBiisieT JIMIECH3NOHHYIO IPOTpaMMy, ONMCAHHYIO B TAHHOM JOKYMEHTE, U BCE
npuslaraemMele K Helf JIMIeH3NOHHBIE MaTepuajibl HA OCHOBAHUH MOJI0XeH!H CoralieHus
mexay IBM u 3akazuukom, Mexaynapoanoro Cormnamenus o Jlunensusix Ha [TporpamMmbl
IBM (IBM International Program License Agreement) nim Jr060r0 5KBUBaJICHTHOTO
cornamenust mexay IBM u 3akazunkom.

JlaHHbBIE TPOU3BOIUTEIILHOCTH U IPUMEPHI KJIMEHTOB MPEICTABIICHBI TOJILKO JIJIs
wunoctpanuu. OakTudeckas Npou3BOIUTEIILHOCTh 3aBUCHT OT KOHKPETHOMU
KOH(UTypanuy 1 yCIOBHi pabOTHI.

Nudopmanus, kacaromasics IpoaykToB Apyrux koMmnanuii (He IBM) Obl1a mostydeHa ot
MOCTABIIMKOB 3TUX POAYKTOB, U3 OIYOJIMKOBAHHBIX MU 3asBJICHUI UIH U3 IPOYUX
00111eJOCTYHBIX UCTOYHUKOB. IBM He mpou3BoauIa TECTUPOBAHUE ITUX NPOAYKTOB U
HHUKaK He MOXET MOATBEPAUTH NHOOPMAIMIO O TOYHOCTH UX PaOOTHI U COBMECTUMOCTH, a
TaKXXe IPOoYKe 3asBJICHNS] OTHOCUTEJILHO IPOAYKTOB Apyrux komnanuii (He IBM). Borpocst
OTHOCHTEJIbHO BO3MOXXHOCTEH MPOIYKTOB Apyrux koMmnanuii (He IBM) cienyet agpecoBaTh
MOCTABIIMKAM 3THX IPOIYKTOB.

Caenenusi, kacarolmecs HaMepeHuit u m1aHoB IBM, MOTyT ObITh H3MEHEHBI Oe3
OpeABAPUTECIIBHOTO NPEAYIIPECKACHUSA; OHU NPUBEACHBI 3/1€Ch TOJIBKO I O603Ha‘ICHI/Iﬂ
uesieit u 3aga4y IBM.

Bce npuBenennsle 37ech nieHbl IBM - 310 po3HUuHBIE IIeHbI, YycTaHOBJIeHHBIE IBM; oHI
JIECTBUTEJIbHBI HA TEKYIIIUA MOMEHT U MOTYT OBITh U3MEHEHBI O€3 MpeBapUTEIbHOTO
yBegoMJIeHHS. [[eHbl TUJIEpOB MOTYT OTJIMYATHCS OT HHX.

OTta mHDOpPMANHI MOXKET COAECPKATH MPUMEPHI JaHHBIX U OTYETOB, MJLTFOCT PAPYFOIINE
THOWYHBIE JIeJI0BBIe oneparyi. YToOb! 3TH IpuMephl ObLIM IPaBAONOTO0HE!, B HAX
BKJIFOYEHBI UMEHA JINTI, HA3BaHUs KOMIIAHUI U TOBapoOB. Bce 3Tu nMeHa sSBIISIOTCS
BBIMBIILIEHHBIMU U JIFOOOE UX CXOJICTBO C peaIbHIMU UMEHAMU U aIpecaMy MPpeanpusITHIA
SIBJISIETCSI CITy4alHBIM.

TOBaprIe 3HaKu

IBM, norotun IBM u ibm.com - ToBapHbIC 3HAKH UJI 3aPETUCTPUPOBAHHBIC TOBapPHBIC
3Hak¥ International Business Machines Corp., 3aperucTpupoBaHHbIE BO MHOTHX CTpaHaX
mupa. [Ipoune nMeHa IPOAYKTOB U YCIYT MOTYT OBITH TOBapHBIMU 3HaAKamMu IBM mm
npyrux komnanuit. Texymmii cnucok ToBapHbIX 3HaKoB IBM ectb B IHTEpHETE Ha

46 QRadar Incident Forensics PykoBoAcTBO 10Jib30BaTEIS



crpanure "Copyright and trademark information" (Madopmanust 06 aBTOPCKUX MpaBax u
TOBApHBIX 3HAKAX) 1O ajpecy: (www.ibm.com/legal/copytrade.shtml|

Microsoft, Windows, Windows NT u norotun Windows - ToBapHbie 3Haku Microsoft
Corporation B CIIIA w/unmmi 1pyrux crpaHax.

NMonoxeHuna n ycnoeua ANA AOKYMEeHTauuu no rnpoaykrty

PaSpCLHGHI/IH Ha UCIIOJIb30BAHUEC JAHHBIX Hy6m/11<au1/1171 IpeaoCTaBJIAOTCA B COOTBECTCTBUUA
CO CIICAYIOIIHUMHU IMOJIOKCHUSAMHU U YCIIOBUAMMU.

MpumeHUMocCTb

ﬂaHHI)Ie npaana nu yCJ'lOBI/ISI SABJIAFOTCA JOIIOJIHECHUEM K HpaBI/IﬂaM UCIOJIB30BAHUS OJIs1
catita IBM.

INInyHoOe ncnonb3oBaHue

Bam npeocTaBisieTCs MpaBo BOCIPOU3BOIUTD 3TH MyOJIMKAIINN B JIMIHBIX
HEKOMMEPYECKHUX TeJISIX IPH YCIIOBUH, YTO OYIyT BOCIPOU3BEICHBI BCE 3aMeUYaHus 00
aBTOPCKHUX MpaBax. BaMm 3ampeniaeTcst pacnpoCTPaHsITh 9TU MyOJIMKAIIUH, TOJTHOCTHIO WJIH
M0 YaCTSIM, JEMOHCTPUPOBATH UX WJIM CO3/1aBATh U3 HUX MIPOU3BOJIHBIE MPOAYKTHI O€3
SIBHOT'O Ha TO corJjiacusi oT IBM.

Kommepqecuoe ucnosib3osaHune

Bawm mpenocTaBiseTcst MpaBoO BOCIPOU3BOANTE 3THU ITyOJIMKAINY UCKITFOUATEIILHO B
IIpeJiesIax CBOETO MPEANPHUATHS IIPH YCIIOBHUH, YTO OYAYT BOCIPOU3BEICHBI BCE 3aMEUaHUS
00 aBTOPCKHX IpaBax. 3a MpeaeslaMy BaIllero MPeANPHATHS BaM 3alpelacTcs
pacupoCTpaHsATh 3TH MyOJIMKAINN, TOJTHOCTHIO WJIM 110 YaCTSM, IEMOHCTPUPOBATDH UX UJIU
C03/1aBaTh U3 HUX IPOU3BO/IHBIE MPOYKTHI O€3 IBHOTO HA TO coryacus oT IBM.

MNMpaBa

3a UCKJIFOYEHNEM IIpaB, IBHBIM 00pa30M IPEIOCTABIIIEMBIX HACTOSIIIAM pa3pellIcHACM,
HUKAKAX WHBIX Pa3pelleHui, INIeH3Ui U IpaB, HH SIBHBIX, HA TIOJIPa3yMEBAEMBIX, B
OTHOIIICHUH ITyOJmMKanuii u JIr000it comepxareiics B HIX HHGOPMAIUH, JaHHBIX, IIPOTpAMM
WJIM MTHOW MHTEJUICKTYaJIbHOI COOCTBEHHOCTH, HE IPEIOCTABIIIETCSI.

IBM octaBiisiet 3a co60ii MpaBo 0TO3BATh pa3pelleHus, MpeaoCTaBIeHHbIE ITUM
JIOKyMEHTOM, ecJii, 1o MHeHuto IBM, ucnosb3oBanue nmyoaukanuit HanocuT yiepo IBM
UJIM, KaK 3TO ycTaHoByieHO IBM, BhIllenpuBeeHHbIE HHCTPYKIUH HE COOJIIOAAIOTCS
JIOJDKHBIM 006pa3zoMm.

Ber mmeeTe mpaBo 3arpykaTh, SKCIOPTUPOBATD UM PEIKCIOPTUPOBATD 3TY MHOOPMAIIHTO
TOJILKO TP YCIIOBUH COOJIFOACHUS BCEX IPUMEHNMBIX 3aKOHOB M HOPMATHBHBIX aKTOB,
BKJIFOUasl Bce 3aKOHBI ¥ HOpMaTuBHBIE akThl CIIIA, xacarommuecs sKkcopTa.

IBM HE JIAET HUKAKMUX TAPAHTHWIA OTHOCUTEJIBHO COJIEPXKAHU S
STUX ITYBJIUKALIAN. TTYBJINKALMU ITPEJCTABJISIOTCS "KAK ECTB", BE3
KAKUX-JIMBO TAPAHTHWH, IBHbIX UJIU ITOJPA3YMEBAEMBIX, BKJIFOUAS
(HO HE OTPAHNYNBAACH TAKOBBIMU) ITPEATTIOJIAT AEMBIE TAPAHTUN
OTCYTCTBU HAPYIIEHUI, KOMMEPUYECKOU [TPUTOJHOCTU UJIN
COOTBETCTBU S OTTPEJEJIEHHOM LIEJI.

3ameuanns 47


http://www.ibm.com/legal/copytrade.shtml

3aaBneHue IBM 06 oHnaitHOBO# KOHPUAEHUNANIBHOCTU

B nporpamMmHbIX npoaykTax IBM, BkiIFOUasi mporpaMMBbl Kak PEIIeHuUs CIIyK0
(“TTporpammusie [Tpenioxkenus’), MOIyT UCIOJIb30BATLCS cOOKies UITH pyrue
TEXHOJIOTHH [IJIs cOopa MHPOPMAIINU O UCHOJIB30BAHUIO MPOAYKTA, YTOOBI IOMOYb
KOHEYHOMY I10JIb30BaTENI0 B paboTe, HACTPOUTH B3AUMOAEUCTBUS C KOHEYHBIM
M0JIb30BATEJIEM UJIM AJIs1 MHBIX Lejlell. Bo MHOTUX cilyuasx HUKaKoi JTMYHON
nneHTuuKanonHoi nudopmanun Iporpammusie [1pennoxenns He cobnparor.
Hexotopsle n3 Hamux [Tporpammusix [Tpensoxennii MOryT NoMo4b BaM IPOU3BOIUTD
cOop smuHO# naeHTH(GUKaOHHON nHpopManun. Ecim B Takom [TporpammMHOM
IMpemnoxennn UCIOIL3YIOTCS cookies 711 cOopa JIMYHON UACHTH(PUKAITNOHHOM
uHpopmanuu, HIKe IpeICTaBlieHa KOHKpeTHas HHpopManus o0 KCIoIb30BaHIU cookies B
JTAHHOM TIPE/JIOKEHUH.

B 3aBucuMOCTH OT BHEAPEHHBIX KOHpUrypanuu 3to [Iporpammuoe [Tpeaiioxenne MOXeT
UCIOJIB30BaTh cookies ceaHca, KOTOpbIe codbuparoT ID ceaHca kaxa0ro mMoIb30BaTelIs IS
VIIPaBJICHHSI CEAHCOM U ayTeHTH(pHUKAINU. DTU cookies MOKHO OTKJIFOUATH, HO IPH UX
OTKJTFOUCHHU TaKXke OYAYyT yCTpaHEeHbI (QYHKINHU, KOTOPBIE OHU MOIACPKUBAIOT.

Ecim xoHurypamum, BHeApeHHbIE 17151 3TOTro [IpeaioxkeHnss OTHOCUTEIBHO IPOTpaMM,
00ecrevnBarOT BaM, KaK 3aKa3uiKy, BOSMOXHOCTb cOONpaTh HHPOPMAIIHFO IS
uaeHTH(UKAIMY JIMYHOCTH OT KOHEUYHBIX [I0JIb30BaTesielt yepes cookies u apyrue
TEXHOJIOTHH, BBl JJOJDKHBI OOPATUTHCS 32 MECTHOM FOPUAMYECKON PEKOMEHIAlUER O TOM,
CYLIECTBYIOT JI KaKue-JIN0O 3aKOHBI, IPUMEHUMBIE K TAKOMY COOpY JaHHBIX, BKJIIOYas BCE
TpeOOBaHMS OTHOCUTEIILHO 3aMEYaHU U COTJIACOBAHMA.

Bousee moapobHyro nHGopMaruio 06 UCIIOIb30BAHUY PA3JINYHBIX TEXHOJIOT UM, BKITFOYAS
cookies, [JIst 9THX IieJiell CMOTPHUTE HA CTPAHUIIE MOJUTUKY KoH(puaeHmampHocTH IBM o
anpecy: [http://www.ibm.com/privacy| u B 3asiBieHNn 06 37IEKTPOHHOI
xouduaeHnmrasHocTH IBM mo azpecy: [http:/www.ibm.com/privacy/details| 8 pasaese
“Cookies, Web Beacons and Other Technologies” (Cookies, BeO-Masiku U 1pyrue
TexHoJiorun) u B fokyMente “IBM Software Products and Software-as-a-Service Privacy
Statement” (3asiBiieHre 0 KOHPHUICHIIMAILHOCTH MPOrPAMMHBIX IPOAYKTOB IBM 1
MPOrpaMM B Ka4eCTBE YCJIYT) |http://www.ibm.com/ software/info/product—privacyl
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Fnoccapwui

DTOT ry1occapuii CONEPKUT TEPMUHBI U ONPE/IeIICHU ST
It mporpamM 1 ipoayktoB IBM Security QRadar
Incident Forensics.

B nanHOM rioccapun UCHIOJIB3YIOTCS CJIEAYIOLINE
MIEPEKPECTHBIE CCHLIIKU:

* CmoTpuTe - CCBIIKA C HEMPEAMOYTHTEILHOTO
TepMUHA Ha NMPENOYTUTEIbHBI CHHOHUM TepMUHA
Jm60 ¢ COKpAIIEHHUS HA MOJIHYIO GOPMY TepMUHA.

* CmoTpuTte Taxkice - CChIKA HA CBSI3aHHBIN M
MIPOTHUBOIIOJIOKHBIN TEPMHUH.

Jpyrue TepMHUHBI U ONIpeJeJICHIs CMOTPUTE HA
Be6-caiite TepmuHOIIOrHH IBM|(0TKpoeTCst B HOBOM
OKHE).

AT AT e crp. S0
crp. S0[“M” Ha crp. 50[“H” Ha ctp. 50[°O” na crp. 50|
‘IT” Ha ctp. 50[“P” Ha ctp. 50[C” Ha ctp. S0[“T” nal

crp. 51[Y” wa crp. S1[“LI” wa crp. S1JII” Ha ctp. 51|

A

aHomasus (anomaly)
OTKJIOHEHUE OT 0XKUAAEMOI0 IIOBEICHUS CETH.

araka (attack)
JIroGas monbpITKa HEABTOPU3OBAHHOTO JIUIIA
HapylUTh paboTy KOMIBIOTEPHOU
MPOTPAMMBI HJIA CETEBOM CUCTEMBI.

CMOTpHTE TaKXe [aTaKkyrommii

arakywoummii (attacker)
[Tosb30BaTesh (1€JI0BEK UITH KOMIIBIOTEPHAS
nporpamMma), KOTOPBI MBITAETCS HAHECTH
yiepo uHGOPMAIIMOHHOM CHCTEME HJTH
MOJIYYUTh JOCTYI K HHGOPMAIUH, HE
IpeHa3HaYeHHO! ISl 001Iero 1ocTymna.
CMmotpurte TaI()KC

b

Oecena (conversation)
PexkoHCTpyHpOBaHHBINA C TOMOIIBIO
9KCIIEPTHU3bI MOTOK JAHHBIX MEXTY ABYMS IIJIA
00Jtee CETEBBIMU KOHEYHBIMA TOYKAMMU.
Hanpumep, Gecena B connaibHOI CeTH.
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B3aUMOCBS3b LH(ppoBbIX 0TTHCKOB (digital impression
relationship)
B3anMocBsI3b MEXTy TOMEUEHHBIME TEraMA
UACHTA(DUKATOPAMI, CB3AHHBIMH C JIEJIOM.

r

runote3a (hypothesis)
[Mpennaraemoe 0ObsCHEHNE MHIIUIEHTA HA
OCHOBE JIOCTYITHBIX CBHJICTEIBCTB, COOPAHHBIX
B AeJ10. ['MnoTe3a qoJpkHA OBITH IPOBEPsieMON
U OIpOBEPraeMoi.

1|

neJio (case)
WNudopmanmst, comepxarascs B 6a3e TaHHBIX
M OTHOCSIIASCS K KOHKPETHOMY
HCCIIeIOBAHUIO.

3

3a/1aHue BOCCTaHOBJIeHus (recovery job)
[Tpouecc, KOTOPBI BOCCTAHABIIMBAET
3alpollIeHHbIE JAaHHbIE 3aXBaTa U
nepeajipecyeT X Ha YCTPOMCTBO OUUCTKHU IS
npuema.

3anuch notoka (flow record)
3anmch MeperoBOpoB MEXIy ABYMS XOCTAMU.

7

naentudurarop (identity)
Cobpanue aTpruOyTOB U3 HCTOYHHUKA JAHHBIX,
COOTBETCTBYIOIIEE COTPYIHUKY, OpraHU3aIUH,
MECTY UJIM DJIEMEHTY.

uHcnekTop aomena (domain inspector)
OcoOFIit THCTICKTOP, HA3HAYCHHBIN IS
pa3OveHNs ¥ M3BJICUCHUS JAHHBIX SKCIIEPTH3BI
C OIIpe/IeICHHBIX BeO-CaliTOB TOMEHOB,
HanpuMmep, Facebook mim Gmail.

HHCIIEKTOP NpoToKoJia (protocol inspector)
OcoO0blif UHCIEKTOP, HA3HAYCHHBIH J1JTsI
M3BJICYCHUS TAHHBIX SKCIEPTU3bI U3 TAKUX
ceTeBbIX MpoTokoJoB, kak HTTP wm FTP.
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uncTpyment JocmoTtp (surveyor tool)
MHCTPYMEHT, KOTOPBII NIOKa3bIBAET
XPOHOJIOTMYECKYIO MOCJIEI0BATEILHOCTD
JIEACTBUI B MHLUJICHTE 3aIUTHI B
BU3yaJIU3aTOPE.

undopmanus o 3axpare nakeros (packet capture
information)
Nudpopmanus o TaHHBIX Tpaduka, CoOOpaHHAS
YCTPOMCTBOM 3aXBaTa.

uHuaeHT (incident)
CMmotpute II/IHI_II/I)JCHT 3ammml

HHIMJIEHT 3aIMThI (security incident)
CobblITHE, B KOTOPOM HApYLIAIOTCS,
KOMIIPOMETUPYIOTCSI UITH aTaKyFOTCS
OOBIYHBIC CETEBBIE OTICPAIIHH.

ncciaeaoBarelib dkcnepTussl (forensic investigator)
[Tosb30BaTENB, KOTOPBII U3BJIEKAET
PCIIEBAHTHBLIC JAHHBIC U3 CETEBOT'O Tpaq)I/IKa u
JIOKYMEHTOB B 3KCHEPTHBIN PENO3UTOPULL.

K

KaTteropus (category)
Habop 351eMeHTOB, CrpyNIUpPOBAaHHBIX B
COOTBETCTBHHU C KOHKPETHBIM OIHCAHUEM HJIH
xytaccudukanueit. KareropussMu MOoryT OBITH
pasHbIe YPOBHHM HH)OPMAINN B N3MEPEHUH.

n

Jornyecknii onepatop (Boolean operator)
Berpoennas GyHkmus, KoTopas 3amgaet
sornueckyro onepanuo AND, OR mwm NOT
IIpu olleHKe HabopoB onepanuil. Jloruyeckue
onepaTopsl - 370 &&, || u !.

MeTajaHHble (metadata)
JaHHBIE, ONUCHIBAIOIINE XaPAKTEPUCTUKA
JIAHHBIX; ONHCATEJIbHBIC TaHHBIC.

H

Hapymenne (offense)
OTnpaBJieHHOE COOOIICHNE W
CreHepUpPOBAHHOE COOBITHE B OTBET HA
oTcIexkMBaeMoe yciaosue. Hanpumep,
HapyILeHUe IPeIoCTaBIsIeT MHPOPMALIUIO O
TOM, KOT'/1a ObljIa HapyIlieHa MOJIUTUKA UITH
KOTI'/Ia IPOM3BOINIIACH ATAKa HA CETh.
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o)

ouncTka (decapping)
ITporecc, mocpeacTBOM KOTOPOTO
OCYILIECTBIISIETCS JEKOMIMIIALUS JAHHBIX
3axBaTa MAaKeTOB, TAK YTO BCE MPUHSTHIE
JlaHHBIEe OyAyT cOOpaHbl B BUAE OTYETA O
pe3yabTaTax.

n

MOCTOSIHHO COOHpPaeMoe 3JIeKTPOHHOE MPHCYTCTBHE

(continuously collected electronic presence)
OHu1aifHOBBII NACHTU()UKATOP ATAKYIOLIETO B
BUJIe COOpAHMUSI CBI3AHHBIX MU(DPOBHIX
OTTUCKOB.

NPHHATLINA ceTeBoil Tpaduk (ingested network traffic)
3axBavyeHHBII ceTeBOU Tpaduk,
00paboTaHHBI| NpoLeccoM coopa
9KCHEPTHU3BL.

nyTh (breadcrumb)
DremMeHT BeO-uHTep(eiica, MOKa3bIBATOIINN
MOJIOXKEHUE MOJIb30BaTe I Ha caiite. OOBIYHO
9TO PSJI THIEPCCHIIIOK, MOSBIISIOIIMXCS BBEPXY
NJIn BHI/I3y CTpaHI/IHIJI. 3TI/I CCBIJIKH
yKa3I)IBaI-OT Ha CTpaHI/I]_lI)I, KOTOpLIC
IPOCMATPHUBAJINCE, ¥ TO3BOJISIOT
MOJIB30BATEIIIO IEPEHTH HA3a ] B HAYaIbHOE
pacIoIoXeHHE.

P

pesisiuoHHAs KapTa MeTadaHHbIX (metadata relational
map) Kapra, Ha KOTOPOH MOKAa3aHBI CBSI3aHHBIE
MEeTaJaHHbIC U3 JOKYMEHTOB JeJia.

C

cien (trail)
[ucdpoBbie OTTUCKH, CBA3BIBAIOIIIHE
(1)I/I3I/I‘lCCKl/IX JIMI, BOBJICUCHHBIX B JICJIO, C
(bu3MYeCKUMU JIMIIAMU BHE JiejIa.

coOpanue (collection)
OT/1e/TbHBI UMEHOBAHHBIA HAOOP JTAHHBIX,
CBSI3aHHBIN ¢ nesioM. Hanpumep,
yHOPSIIOYECHHBIH HAOOP 3aXBAYEHHBIX CETEBBIX
HaKeTOB.

cynepnotok (superflow)
OJIMH NOTOK, COCTOSIINN U3 HECKOJIbKUX
MOTOKOB C AHAJIOTUYHBIMU CBOHCTBAMU,
4TOOBI MOBBICUTH MOILIHOCTb 00Pa0OTKH
MyTEM CBEJICHHUSI K MUHUMYMY OT paHUYCHHUI
XpaHeHHUS.



T

Tpaduk (traffic)
Bo B3aumopeiicTBusiX ¢ nepenaveit JaHHBIX:
KommuectBO JaHHBIX, IIEPCAAHHBIX ITOCIIC
OIPEJICJICHHON TOYKHU B ITyTH.

y

yCTpoiicTBO JJ1s 3axBaTa nakeroB (packet capture
appliance)
ABTOHOMHOE YCTPOICTBO, KOTOPOE
[IEPEXBATHIBAET M 3ANKACHIBAECT B KypHAJI
JAaHHBIE TpaduKa.

ycTpoiicTBO 3axBaTa (capture device)
CMmotpure |yCTp017ICTBo 3axBara naKeTOB[

ysa3BuMocTh (vulnerability)
Bo3MoxHOCTB HapyllleHUs1 6€301aCHOCTH B
ONEPaIOHHON CUCTEME, CHCTEMHOM
IporpaMMe U KOMIIOHSHTE IPUKJIaTHON
IPOTPaMMBL.

L

HeHTpaJIbHbI naeHTHHKATOP (centering identifier)
DJIEMEHT KATEerOpHu, C KOTOPbIM
B3aUMO/ICICTBOBAJIM BCE OCTAJIbHbIC
uneHTuukatopsl. LIeHTpaibHbIH
UACHTU(DUKATOP - ITO NECHTPAJIbHBIN 3JICMEHT
B MCCJIC/IOBAHUH.

mugpoBoii orTHCK (digital impression)
OTueT, COCTOSIINN 13 IIOMEUECHHBIX TeraMu
UOCHTA(UKATOPOB, CBSI3AHHBIX IPYT C IPYTOM
B WHAWBHIYaJILHOM [IeJIe.

L

umdposanue (encryption)
B xomnbroTepHoit 6e3omacuoctu: IIporecc
npeoOpa3oBaHus JAHHBIX B HEIOHSATHBIN BUJI,
Tak 4ToObI TUOO OBIIIO HEBO3MOXKHO
NOJIYYUTh UCXO/IHBIE TaHHbIE, JIUOO MOXHO
OBLJIO UX NOJIYYUTh TOJIBKO C UCIOJIb30BAHUEM
mporecca paciuppOBKH.

I'noccapuit
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