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Z QRadar Network Packet Capture %1 A h—IL§ 3
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QRadar Network Packet Capture 7 77147 VA% A VA M —)L§ BRI, Tl
ROV AT LDBRNIN—F D 2 722U TWD I 2B L T ZI W,

N=RD 7 DRNEMFZNNDRIZRU X,
# 1. QRadar Network Packet Capture %4 Y A=)V BdDN—FD =7 Eff

A Lenovo Dell

CPU E5-2680 v4 12C 2.5 GHz 30 E5-2660 v3 2.6 GHz 25 MB
MB 2133 MHz 2133 MHz

AEY — 128 GB 128 GB

RAID avbu—5—

M1215 SAS/SATA

PERC H730P. 2 GB ¥ v v ¥

X

Fl—&—

OS HDD 2x1TB, 72 K, 12 2 x 1 TB. 7.2K. 12 Gbps. NL
Gbps. NL SAS 2.5". G3HS SAS 25", RAID 1
RAID 1

CAP HDD 12 x 6 TB, 7.2 K, 12 12 x 6 TB, 72 K, 12
Gbps. NL SAS 3.5". G2HS Gbps. NL SAS 3.5". 512e
512e RAID 5 RAID 5

Fw hT—2 -T2+ | NT40E3-4 NT40E3-4

Yty v T wTITBRIZNE. TTIATVARINNET S USB F—

Mo VAT LAEIEE)

THMENH Y £, USB IZ1& IBM QRadar Network Packet Capture FHD .iso
AA=Y - Ty A ADBEHE L TOET,

QRadar Network Packet Capture 1 > X h—JL

775947V AASET S USB +—%{#HL T QRadar Network Packet
Capture 7774 7V A% A4V AN—ILET,

a6 DHIIC

UTOEMEZEZLUTWEI EE2MERLTL I W,

« HHHF L LT QRadar Network Packet Capture 77717 v AlIZus (LT
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He 779AT VAZHA VAL TEE, ¥ T Fvy—ULET—XBL0
QRadar Network Packet Capture DAY T R TRDONE T,
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1. ISO 1ZHfiL£d, a2~ KN mkdir /media/usb % AJJLT /media/usb 7 «
L7 b =2 L £,

2. 3% K mount -o Toop <QRadar_ISO> /media/usb % AJJL T ISO A A —¥
XUV MLET,
<Yy O&EPEE AN, F12 ZfIL T Boot Manager IZAD £,
[One Shot BIOS Boot] Z;#ERL £,
[Disk connected to front USB2: xxxx] %:ERL 7,

{E: TOne Shot BIOS Boot] T [USB2] A AEARBIZ /R > TR W
Bld, USB F—»17— T /N1 22 L T@EHI LTV EEA, QRadar
Network Packet Capture 7771 7V A& Hig#d 5 &, Z OMEIMRRL £
ED
QRadar Network Packet Capture 7 771 7 v AW HiEHE %25 7 L., USB *
=577 b)) = A A=VEA VAP LET,

6. 777 )= ARXA=VDAVAM—ADET LB TTR Y T MHRRRI N
5. TTIAT Y AEHRBL TS W,

TR DIER

T7I7hM)— A RXR=UNHEA VA=V ENFE L7, QRadar Network Packet
Capture 77747 Y A% I#TE £9, QRadar Network Packet Capture T
IP. DNS, 7= bV zA, BEURxY FYAZZ2HERTI2HENHD £,
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IBM QRadar Network Packet Capture 21 Y A h—)L L7, KV 7 b+V T
T DENICATRRL T ZI W, fIZEK, 2y b7 — R EORHK, 2—W
= TATYEORY MYy T, HRORM, BLU00T—Ya v f el oR
W DORERZAT 5 BEDPDH D £,

QRadar Network Packet Capture Z#§d HA1IZ, A NDEMADN T T WD

T EMRLTLSZIW,

s N—=KYzT7PA YA M=bINTWVD,

« FoR-FBITE=ZX—7%" VGA Efiz AL THEiishTwa,

« IBM QRadar Network Packet Capture 7 771 7 Y AD@EFEMA VT8> TW
%,

« HHZE L LT QRadar Network Packet Capture (ZH 21 > L T35,

T 74NV hDI—YF =%l admin THH, 774V bD/SXZAT— N pandion
T‘—;—O

IP 7RLRELURY N7 —UREDHERK
7 7 # )V b TiE, IBM QRadar Network Packet Capture IXE)ffj4h 2 MR 70k
a)V (DHCP) 2547 b2 UTHABEL, DHCP 2{HLT IP 7 KL A%%[y
&b £9, DHCP V)V —RAZEEFTERVWEAIX, T74)VED IP 7RV A
192.168.100.100 Z{HH L ¥4, DHCP {322t s, FEHTrY N7 —T7HE
EERTLIbTEET,

a6 DHEIIC

7¥: QRadar Network Packet Capture 7774 7 Y ADTIN—T DA UN=TH
L5HEE. 2y P —IHROREEZLELBRWTL IV, TDHAEIR, Wol
AWITN—=TIPSBHEERHE LTIy N7 =R EETE L, 70— TIZHEHRL
TL7ZZ W, DHCP » 5 ® QRadar Network Packet Capture 7 /31 A IP 7 R
VABLUOFALZ2EID Y TS, 5544 DHCP £/ DNS 1 ¥ 75X 52 F
Y—ZHEHLTSEI W,

FIR
1. QRadar Network Packet Capture IV =)V TR v FTU — IR EEZEKT 51
. UATFOFEZMEHAL £,
a. [xv M7—270OW (Configure network)] %2V v 27 LT Enter ¥ —
ZHLUET,
b. TQRadar Network Packet Capture ® IP % (QRadar Network
Packet Capture IP Settings)] £\\5 70V 7 hThx vy b7 — 73 E & MK
LE9,
DHCP Z{iMd 2561k, U 2L TH5 Enter F—2ML LT,

d. DHCP ZfH LR WEEIZ, A 2L TH,S Enter F—2ML £,
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2. UTFOFHEZMHEMLTAY b -7 EZMEL X4,

a. [EH] X77T &y b7 —2 0K (Configure network)] 7« ¥z v k
ICBBIL, IP 7 RV AE7id DHCP O 7Y a v 2R L £,

b. [#EMH] 2R CEENREZREFELET,

QRadar Network Packet Capture Hi'#RE L TW2 I & &HRET S

QRadar Network Packet Capture Z# L 7z#&I1E. Fv 7Fv— - K— b, KAl

. BLXOT 5947V ABHDOT 751 —&— LED 2R T, [EL L #iE

LTWABZEEHERLTLZI N,

1. F¥Y7Fvy—  R—P2MRTZI12E. Ky valrk—K] 27D (7771
— X — (Accelerator)] IZ&R—FDY) VY ZRMMBFRENTWEZ & 2MERL
9, =BT 27574 Tl oTWVWBEEIE., R—1FDVU Vv I7HEERRREIN
9,

F—X - XYy TFvy—DBRINTVEWGEAETH, VY IZRRBLTV AT A
DIEEMIFRRAINET,

4 UNIT VIEW

Retention: N/A
2016-31-08 14:40:57 Local Time (GMT+0200)

Pandion Health Status

The system is healthy.

= 1 B Q@

Accelerator System Storage

Health Healthy “Version 20.1-175 Health Healthy
Port 0 Up at 10G Product Name QRadar Packet Capture Storage &60TE
Port 1 Up at 10G Health Healthy

Port 2 Up at 10G Uptime 34 mins 31 secs

Port 3 Up at 10G System time 2016-31-08 1 05
Temperature 547 Local Time (GMT+0200)

Fan speed 4620 RPM Retention MIA
Packets dropped
k j Capturing Mo

1. Ta=v b +-¥a— (UNIT VIEW)] 94T xzv b,

2. QRadar Network Packet Capture Y AT ATF ¥ 7F¥— - 2y b7 —2 - A
YR—=T7x—A - = FOKRLFRY DY — 28 KRR Z AR D121, [EHL
BT« AwE—=ID SYSLOGS A vt —YZfERL £7,

— B Ay e — D, RHIEY — AR WOEHE L1, T2 —X—
WG] — 2203250y 72 WORGEE 23R L =21 Td, LFORCIE—
WRIEHZR L TWET,
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Adapter < number > time-sync status:

In-Sync: < Yes | No >

Current time-sync reference: < OsTime | PTP >
Skew (ns): < number >

Clock rate adjustment (ns): < number >

Clock Hard Reset: < Yes | No >

DRz —2EE 22U TWET,

Adapter 0 time-sync status:
In-Sync: Yes

Current time-sync reference: OsTime
Skew (ns): -1

Clock rate adjustment (ns): 503
Clock Hard Reset: No

PTP (Precision Time Protocol) ¥ A X —IZx U CTHIIL TV EGEIE, [EER
RIUZ DNV T OFERIE A PTP OHEB IZFEERINE T, 7X T X =1 PTP £
— ROB&IE, Biov ZIHEIIZ PTP BIHOBHAFHINE T, U RO
& PTP JHHZRLTWET,

Adapter < number > PTP time-sync status:

PTP Time: "--" | < PTP clock time > [ "(TAI)" ]
Port: < IPv4 address > | < IPv6_address > | "IEEE 802.3"
Link Status: < Down | 16M | 100M >

IPv4 Subnet Mask: < IPv4 address >

IPv4 Gateway: < IPv4 address >

DHCP Enabled: "Yes" T “No"

Profile Id: < six_times_2 hex digits >

Profile: < Default | Telecom | Power >

Clock Id: < six_times_2 hex digits >

Domain: < number > | "--"

VLAN: < number >

Delay Mechanism: "E2E", "P2P", "N/A"

PTP Filter: "Min", "PDV", "None", "N/A"
DelayAssemetry: < number >

Clock State: "Faulty" | "INACTIVE" | "SLAVE" | "--"
Mean Path Delay: <number>

GM Clock Identity: < 16_hex_digits >

TR ofFE PTP lEHZ/RLUTWET,

Adapter 0 time-sync status:

Adapter 0 PTP time-sync status:

PTP Time: Thu 26-May-2016 12:44:03.123456789 (TAI)
Port: 192.168.3.77

Link Status: 100M

IPv4 Subnet Mask: 192.168.3.0

IPv4 Gateway: 192.168.3.1

DHCP Enabled: Yes

Profile Id: 00:1b:19:00:01:00
Profile: Default

Clock Id: 00:0d:e9:03:a2:aa

Domain: O

VLAN: 0

Delay Mechanism: E2E

PTP Filter: None

Delay Assemetry: 0

Clock State: SLAVE

Mean Path Delay: 0

GM Clock Identity: 000de9fffe03a2aa
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FIR

1. QRadar Network Packet Capture @ [EH]| X7% 2V v 7 LET,

2. [HIf# (CONTROL)) W+ ¥ xzy MIBEIL 7.,

3. [F974v2D*Fv¥7F ¥ — (Traffic Capture)] % A 292 (Turn
On)| 72X X729 % (Turn Off)] IZREL T,

Suppart

Trate Capture Clear Statistics Clear Al Searches Eraso all coptured data Poner Cantols
=R = e [ e | o] (o]
Traffic Capture
Turn Off

2. M T7490DFY TFv—

FTIANVITREASNTY b - F¥ TF ¥y —NPA il >T0WET, QRadar
Network Packet Capture 2337 v b2 F ¥ 7F ¥y —LTWAaWE&E, ThT
714927 DX ¥ IF v — (Traffic Capture)] »° [A 12323 (Turn On)] T3
EINTWVWET, QRadar Network Packet Capture 2337 v b % ¥ v 7F ¥ —
LTWwagaid, 774 v 20F vy 7F v — (Traffic Capture)] 7% [ 47
1295 (Turn Off)] IZTREINTWVET,
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