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IBM QRadar Network Packet Capture @ REST API M9 2IZ1& cURL I ¥
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ZOHITIX, /1/self REST endpoint (29 % HTTP GET % ¥17L T. QRadar
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$ curl -k https://<IP_address>:443/1/self
> {
"uuid": "4c4c4544-0032-3210-804c-c7c04f4a3332",
"version": "1.0.0",
"type": "QRadar Network Packet Capture",
"lTocation": "New York",
"fgqdn": "ibm.example.com"

}

k ATV avERMATSEEIE, cURL DFLAAADEGER I %5 HITPS ik
2S5 SSL GEHEMEH I NEHA. QRadar Network Packet Capture 7 7
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%) A NF5IZIE, GET /1/accounts &\ 5 REST TV FRA v MEREETL

ERS

$ <{:ur1 -k https://admin:ibm@<IP_address>:443/1/accounts

>

"accounts": {

"admin": {
"password":"d28ef5d0e38a783662e74eda9fd2df316846585484",
"Tevel": "admin"

}
}
}

1 771% QRadar Network Packet Capture 7771 7 YV AI(FET DT ATV bD
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$ curl -vk https://admin:pandion@<IP_address>:443/1/accounts
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HAIDOHITIE, QRadar Network Packet Capture 7774 7 > A®D UUID HHUfF
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Ay —> a3 vBLUPEREDA T 3 VDERE

REST API # U Car—> a vy XOEREDA 7> a v 2 FKT 5121k, POST
/1/configuration/ EK%ZFETL £,

$ curl -X POST -H "Accept: Application/json" ¥
-H "Content-Type: application/json" ¥

-d '"{ ¥
"general": { ¥
"lTocation": "New York", ¥
"contact": "info@ibm.com" ¥
A
¥

-k https://admin:ibm@localhost:443¥
/1/configure/4c4c4544-0032-3210-804c-c7c04f4a8149
> {
"success": "Configuration applied"

}

Z oo UUID &, %9 HED QRadar Network Packet Capture 7771 7
A®D UUID TEE#HA T 7ZE W, QRadar Network Packet Capture 777 A 7
YA® UUID &, 1FEAXD APl T2 RARA Y M TREITLRLEHN, APL U
LEIZN—TOMDA U N—IZHEE T 272D bHEHLE T,

Ny —DEE

REST API TV KRS VBT TV r—varvB XY json OF —XEHDAAT
DEKLDT 2L EIZ, HTIP ANy X —%2ik(ET 572017 -H BPFREINX T,

RIECOFITIX, JSON 7Y 2 N EMHALT /1/configure/ T KA1 ¥ MZxf
% POST ERZHEITLTWVWET,
{"general": {"location": "New York",

"contact": info@ibm.com

}
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FL2iE, wWind 10101011 TT,

import httplib

import base64
import ssl

conn = httplib.HTTPSConnection('10.10.10.11"', 443)
conn._context.check hostname = False
conn._context.verify mode = ss1.CERT_NONE

headers = {}
headers['Authorization'] = ¥
"Basic %s" % base64.standard_b64encode("admin:ibm")

req = conn.request('GET', '/1/me', headers=headers)
res = conn.getresponse()

print res.read()

£1L AVR=—bTEIHEASTAITIV—DY A I,

4750 —=% A

httplib HARI 72 HTTP #afe i

base64 AR HTTP W H Base6d T>I— KNI
TWb7-8

ssl SSL AERHEDOEEMEZMAE L R\WE S 1T
HTTPLIB (2483 2 HENDH 5720

ZOHITlE. 1 &R — b U7z HTTPSConnection EYV a— V& {EHL T Fa 7
HTTPS ##izEi L £9., ZDO#EHiiE. QRadar Network Packet Capture 777
A7 VAD REST API 1 X —7x2—AD IP 7 RLABLIUOR— b 2IELXT,

HTTPS ZLRDOFFAI A~y X —Id base6d &\ 5 Python €Y a—ILZHHL TIEK
LET, 2Oy X —2fHL TV —ELBLIONRNAT - FE2EFLET,

COFE A X—%MHHLT /1/me API OIEVH L EZFEITL, #EREZFHFAND £
ERS
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POST /1/configure

AR OfITIX, POST /1/configure &\ 5 REST API =¥ KK+ > MEfHHL T
QRadar Network Packet Capture 7774 7 Y AD BT — 3 VIEHS L O
FlEmEREER L X9,

import httplib
import base64
import ssl
import json

# Create SSL connection while certificates are ignored
conn = httplib.HTTPSConnection("10.10.10.11", 443)
conn._context.check_hostname = False conn._context.verify_mode = ss1.CERT_NONE

# HTTP headers
headers = {'Authorization':
"Basic %s" % baseb4.standard_b64encode(
"admin:ibm"),
"Accept': "application/json",
'Content-Type': "application/json"}

# Configuration to be sent to ibm
config_post = {'general':
{"Tocation': 'New York',
'contact': 'info@ibm.com'
1
1

# Get the UUID (required for POST to /1/configure)
conn.request('GET', '/1/self', headers=headers)
res = conn.getresponse()

assert(res.status == 200)

resp = json.loads(res.read())
uuid = resp['uuid']

# Post the new configuration to ibm

conn.request('POST', '/1/configure/%s' % uuid,
headers=headers, body=json.dumps(config_post))

res = conn.getresponse()

assert(res.status == 200)

print res.read()

MR T4TF) —% AV AHR—bU7#., REST API % U T QRadar Network
Packet Capture 7 774 7 VY A LEET 272 DIZ Bt ¥ 2 7 Bkt
(HTTPSConnection) % {ER% L £,

HTTP ~v X —%{EK L £§, Authorization 1, HHHEDI—H —#E LU/
7 — FEREREIREST 57-OITBETT, 72, POST 5 Content-Type 7*
JSON T#H 5 Z &% QRadar Network Packet Capture 7 7741 7 ¥ AIZHEET 5
BEHHD FT, THLRITNIE. QRadar Network Packet Capture REST TV R
RA v M CERPESRINE T,

BAID conn.request %K T QRadar Network Packet Capture 7774 7 ¥ AD
UUID #Hf3U %3, UUID i, /1/configure @ REST API WEO'H L 25T 9 5
72T MHETT, Z0O UUID EZEE uuid 1AL £9°,
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2. ZOEK%E HTTP POST EROAK (a7 V) L UTEELET,

POST #»* & D)%%, HTTPSConnection # 7Y = 7 b %8 U THiAM - CTHEIZ#
AU ETF, QRadar Network Packet Capture 7 774 7 v A D& felfis & O
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