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£1. 7V— - 73— LBEOME FHE)

MBE S DOFEE SAH 15

AND #HE 72T 2858 | WHORKREFEVPXFHITHFEL RITNIE— | free AND

HEEDOHS BERLIBLNI L 2BELET, B | puppies
EOERFIIMEEZETH D, BT UBHEIZ
FELTWARLSTHHBVERA,

XEYT—8-8597

HETE2LYT 4 T4 —ITBRRXIBNToND 20, FEHLFIL, BIE L 72 30H
» O IEMERFERE Yy b 2REIZES IR TEET,

Incident Forensic 7 TlZ., vy ay, X&E, F-EF 7o baLofEEIZIELT
ZLDART =R« T4 —)VEWEHINLGELEHO ET,

ART—R - RTZ%RET DL ZI1ZI1, Forensic VARY M) —IZFETDIHD %
EffRE LR IR FH A,

ART =R - RTRROTMEE AT OFITRLE T
£ 2 ARTF =K - RIS

ARTF—& -« R ITHREDHE
¥ R 14l
Lpbi MetadataTag:<value> ApplicationProtocol:http
JANVRKA—=N MetadataTag:* CreditCardNumber:*
HEpH MetadataTag:[<start value> |Duration:[30 TO 56]
TO <end value>

Fﬁ IL;\
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3 WEA MY VIIINT BT IVEHET
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Bt B2 MY v 7 ofl Bl
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Web hT7 74 v 72T RTHMEL
3, Web ¥ A h%&&K—1F 8080 TIT5
BEE. MADORAFENIEICR SRV
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ERELET, 2 BHORAIEIL,
HTTP %3775 K—b2FHALT
WETRTDNT T4y 7 2BAL X

ER
0 (ApplicationProtocol:http AND NOT | ZHv o DIBETIX, fHil% %R IZFE
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£ 4 BEEYLE— - V—ILDNNTA—R— (§EX)

NI A—R— S

AND MEZ DA (Insert Query)] 227V v~ L/
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wh EHEA
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e &I, FLUVWRKEBREORS LS

F9, XEFXWTNUROBAFEIC LR
X0 A,

FEHLEZIX, 7740 - VATLD T A NVX—IIRBREZHEL CEETEZ 2N
TEET, Zhutky, FEEHEYERLTORAENAREIZZY £, FEHEYHE
X, REFEABSOBHAP A2, 2B, A, BXOCHMOHBED 72D
LI,

82 (Query)] X 7D TTEEDOH (Use Query)] FifEIL, fRIFFHADEEEE
19272017 MERSEMHDAJ) (Search Criteria Input)] 7+ —)V FIZ#EET 5 H
%?ﬁ%éﬂiﬁo

DARTIZEAT I N W2 fEH Y E PR THIETT 512, EfolRaY 2+ %
AL, ST LAVWHRRZREIRL T R0 A (Insert Query)] 227V v 27 L%
j—o
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VERR S % 7= D DM T 0 Z21E4EL £ 77,

BET7 0 VR =X, KRR ANy TS50 K- 740X —ThHb, BEANY V

WZEBBWEDLEMTONTWET 754 7XE XY b2HIKLEST, 710
R—%HTHILIZED, BEANY VICHNRBRGERZEOAATEL Z &
<, TR EE Y PRSI NE T, R LT, BEANY VTR KD
Mr<HIETE T,

AT AL R—F, T—AEEFED T4 NVE— - R4 T - VA, BINER, B
VD7 NRALTORERY <) =2 K- 572D, fAEDOFHEDITHEHATLDIC
BWLUTWET, 740K — XA 7 - VANMIIZE, HHTRERT —ANTHRE SN
2T RTOMEDPEDIAENE T, FTETEIT—ARICEDEL S BRT—EANEETNT
WENEZERCHRATEET, 740VE— - X4 7 - VA MNDOHEHZER LD 2
V7 UL7bd5e, fERY~<) —DHEBKIZERFINET, 71 V2 —DERME
X, TANVE—ZHEALZREBTEDLS 5WVWOEDLE LY M2 > TWBE 0D,
FTIThhrh £T,

FIANIDBET A NVRX—DF a—=>7%, BEAHATIREOEEIZEEOL
FHA, BEERELEZVWESIE. FILVIBE7 0 VR —=%2EHRLTLZEW, T
THANVINDIBET 4 VA —2EE LG5I KbozZERTY ey ML, Z0D#%
DRBBETXEPB > THRAINE Z DN E S IZLTLEE Y,
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TI9TF47T T4 —DFER
FEHLF I, BT 4L R — - VORI — - 22> avTT oI5+
T TR =S5 OREREFRUET,

TANZ=DPEFRINS LYV —EFEHIN, HBCGERS X O CED
BOFRINFE T, MXERIL, FAEHLYEHHAARETH 2 7 1 )V X —#HATD
XEHRCTT, FHATRERCERIX. 74V X AR TR R X EOKRTT,
FEHYEX, ZNSOREFHLT 7 V2 —OEMEZHBL, 71 VX —1E
ﬁﬁr‘ﬂﬁﬁbi?
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BN E L, UserQuery 7V — 72 AL T, MEDHEA MY v 72 EA b
U, 74X —IZBINTSZENRTEET,

RETIREN S XEHDOHIR

IBM Security QRadar Incident Forensics DT 7 4 VX —%BIIL T, MERHE
RR=VIZKRINDELEDH XA T2 HIRT 5 e NTEET,

FIE
1. [Forensics] X 7T, [M27 1)L X— (Query Filters)] 71 IV %27 Vv
[J i -j_o

T—=BZNT 4 NR— - ZRATHD TN =TI onExd,

2. [#E&7 1 VX — (Search Filters)] 71+ > KU T, 74X — - XA T &I
(5] £F TR 220y 2 LT, REBHERIIXEEZEDINE S %
EIRLUET,

3. TANR— - ZN—TNOHHZRDIFZIZIE, UFOFIHEZFETL T,
a. [74)&x— - XA7 (Filter Type)] 5T, 74 NV&— - ) —T%EH

LEd,
b. HE| 74Ny T, HEEZERLUT 'ME Find)] 22Vvy oL EFE
ER

Web 777 3V — (Webcategory)] 7 1 VX — - Z)—FTLa— K&K
RKede, ~HITBHTTV— - T4 =V REPITRTERRINET, HlX
¥, Web #7573V — (Webcategory)] [FELW] [F vy ] 2REKT
2y, [Fyyh] CEEITIV— (A VAZXRV N - Avke—V VT
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(Instant Messaging)] . [Web A—)L/2=T 74 R - Avk—T v
(Webmail/Unified Messaging)] . [MREBELT> YV /Web #2101 7[K—X
)L (Search Engines/Web catalogs/Portals)] . [27 77 K] 72&) PFER
INET,

PAEHEYEIX, T ANOXEBIZET 2E X XA ZENT 572012, XEIZT Y
IR—D IO XEBIZAEEZEBMLEZDLET,

XEAD Ty 7= —78BMNE, AV OFEREERDIEA, WG IC I s —if
DXEZFRRTDHHKIESY v N ED Surveyor YV —ILTIFH ZEeNTEET, W
2VHEFEMIC L GEN DL 720, FEHLHIZ, HLOMRVWIELEDTY
RNCOLVIA—RNITvIR—2 M Ed, Tvor~x—2oz2fifldse, EHzR
R R L) —HOHEE 2 EVELZD T LBENRL LD £, ERIE,
La—RNIZT7y o2 —=0 M7 RBIERT 2220 TEET,

PFEFIZ, BERONSZAZEZEDEWVRIIZZR2Z XDV X, 757 —DkkE
EHEALT, BIERELTVWE X 72 B L ET, 272 EHTLZZI2ED, B
STHIDN A% 2B #RATHELED, HERIZELEEZTATEL
TEHEAL R FET, BEDOX 71X, BB UTHETEE-TL N TEZE
T, TNTNDNRAERDORTTRLED, TOBWBTHEEEICIT Y I~ —7 % fF
TET, T o~ —20 M EEXEBIIESINRAAEWHRTEAELEMTEI LN
TEE,

AE, FAEPICEZ I L 2T EFETT, AE2HIRTEZDIXEHED
ATT, AEIZIE, FABHYLYEOI—H— ID CANKDRA L - ARV THRERY
LTI oNET, XEFEEZ2ZZAR-NTEL, HERSINEZXEBLICZTORE
iz AERHhINET,
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Tk

RAEY—IL

A YF L, Surveyor V=)L, TYXN - AT Lyay - V—)b, IR
—hF V=, BEOHBEY - VEMFEHALCT, SEIEFRHETT—XE2EHL
9,

[RERREE ] _—1L [Forensics] X 7 DT 7 4V b « R=UTT, MEFEEIL
(77w F (Grid)] 27 THRCE T, AEHLER. 7Y v FOBRRH Rz M
HUT, MHIZCEDREBER T 72 A%27A2ET, [V v F (Grid)] &7 Tld,
Surveyor Y =), TYXN - AT Ly¥ay V)b, TITAR—F V),
BIOHEMAY -V EMHHLU CHEMARAEZITVWET,

TFAVT4r—5—

FAVTar—2—=12&b, FREy MIOESINZKEXEIZEED ID HVE D 4T
SNET, 71 VT4 —X—lF XEBIOCBERITRXTOEECEL THHEK
Y 2 — (Reconstructed View)] fiH LY —IIZEET 2720 HL £7,

TDY— b

TV RIZRRINTVWETE2Y - THIENTEET, FVy FIZERRINT
WHKEROE L D BFERDOBBA L WGEVRH LD, #Rty balkeY — 7
LI TEEEA,

NEBEEHA VT AT—9—

XEREFRAS VT4 T —RX—INSVHTH O, FekoBTy O EboT, A
BEHYEPXEFEERR LN ESPERLET,

XEDER

PTG E X, RERNRXEOXL 7 X =2 LT, RV Y FIZRRTEX
HOBEERUET, [TRCHER 2HHT L, BHROKRBICXEZRXET S
ZENTE, WHMFEFZIIHURCDZDIIZBOXELRMETEET, BRNRGE
DYV I R—%HHLTXEEZERTLZE, 7)Y RIZRREINTWVWBEXERLITT
B, TRTCOXEZERTLHILIZRDET,

i

v M= EXEDHERIE

P E X, XX —vERBILZD, BELZHBICRDSZ DAY hT—2 -
NI 74y 7R XEDERE (SKZD) BPRELVMEFZEELZD, BbLwnway
TUVERRUZDT B0, HEAY—VEMHALEI, HlxIX FHEHEYE
WAy NI =2 - ST 49w IDNRE—Y (REDKREBIZT 7 AINET—N
— ) EHBEATEZENTEET,

VGrid VY —Vizi#E 7oy ZizpgEhxd, 2y RTik sEbLwarysoy
(AYNT—=2 - v I T 4w I2RXERY) PERWEAFTRINET, RODOES
Bix@EoarsyoyYarUET, HANVAO 70y 2 5740w 2% W &

© Copyright IBM Corp. 2014, 2017 27



ERUET, BORELREWVWEE NI 740y 70@NPENT L E2EKRL £9, FHE
78w 7D XX, VGrid ¥V —NVIZERINTWBEED T — XIZHBEL TV
T, HlzIX, HEAEMTay 2000 TH, TNEDET =X DL WH] DK
7oy rho—RInd e, @ahBEE< 2 7,

FEHELFZHIX, 2TV ERELERB Ty TRV NI =T - VT T 4w T
DHEEBLOXEDOHARRTHILNTEET,

BE7OYy 7ROy NT—0 - NS T4 v P EXEDKRE
FAEHUE T, BEORMT Oy 2 HO., e DOXE, KREN:E Web B4 b,
FEREA—VARET A LA TEET,

Fg
1. TForensics] X 7T [VGrid] X 7%#ERL £,
2. UFoOWThroArFvavifHALT, K7y Z7NOa Y7oy 2 KL

E

s XY NI—=2 - bTT 4w IOREEBE LOXEOREERRT HITIX, R T
Oy 70 EIIRVA - RA Vv X—%BELET,

s B7wy I N0 YT Y ERRT 2121 1 DM LK T Ty 7 %
RUxd, 7Yy 2% T LERUZREZO Y 7 OME (Search
selected time blocks)| %#ERL 7,

o —HOARY M EFRTBITIE, K TO Y 7 2ERLTH S [Surveyor
(Surveyor)] Z#ERL 7,

c AVFTUMEMREMATSICE. KETeY 2 2B TS THEAL
(Visualize) | Z:#ERLU £9,

Surveyor V—Jb

¥FaAVTA— AT TYMNIBITE HDA NV b EFREHHTET 21
&, Surveyor Y —ILEHHL £7,

ZDY =i, BEEVNRRUZNBLBIEZFANS 2012, FABEHSEMEHL
£, Surveyor V—WIZED, ¥Fa )T — - AV TYRTDT T4 T+
= BE VA Y —DXSICHRIHTERRINE Y, Surveyor IXRHEFRIAITH 5
72, FEREHE2S 1 DOXEZBRLUTEBERIIOE O RRINTERTA, ZIRL
T XENDRTELGEIE. BN (Attributes) | X 7T, EIR L 72 XEDHIZD
FEZlEH 2R LU ET, [TV TF A PDER (Show Context)] V> 2o % 7Yy
7 UT, Hffz8 kU £9,

NEt| X 7260 CaFlHEBRE A X T —2%2F R LET, IP TRLAEE
WBR=b2H2)VY T2, AXRVE, 77—, BLUOTEY NT7 140V &R—IZ
sz enTExd, £/ MAC 7TRLRZE27 Vv 2352, ARVEBL
U7Xy bTTZANRX—IZHITEZZ N TEET,

r—2Z20EHl, Jubal, BEUCIP TRUVATHEES2 74 VX —IZ#]IF5Z &
WTEET,

VAR 27 %HHLT, EZEINXEHELZHKIEDOY A N TRRTEET,
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XED ID HE5hfkEDY . ABEHEYEIZL - TXEL VY2 -3 k%
R~RUET, Hwﬁﬁ#fm% ivzn XNTVEHRA,

BEKENXEDRT

[ER (View)] X 72k, TU AN ¥a—OHEEDAEMTENU - SCED R
INEEORERINET,

EMTONEF T e AR TOBEEOMAGORIFBOITHY, HEEN XY bT
— 27 L TCMEFRRLUTHZT 72 2diND 2N TE XY, Surveyor 1F, £ v b
T—2%MIN—AULEBHIZRABDXEDFNMZ, BETifibhzar¥a—&—[
DAY Ry =7 PREEDO RS FR L 7,

BlEX R 2.

[41 R=VD 5 F P T RLAZHT S22y hT—2 - F 574 v 7 OFE |
FXFaVT— - ATy MIfTbNW R TOBET 237> M EARL
T5720IZ, IP 7T RVAIZE#ELZAxY NI —2 - NI T4 v 7 %180 CHER
THIENTEET, IP 7T RVAIZHEST SO — A2 RETHILHTE X

7,

HHINhEZXEOHRA
[FRAL) XTI, BSOS NERANRR S NET, XHONE
ERATT.

IDTFFAMI. MBI VI VDA VT2 —25E6N55DTT,

QRadar Incident Forensics TOXZDI J AR— b

IBM Security QRadar Incident Forensics Ti&, T2 AKR— kI N/ PCAP &
ZIRCTARTOT I AR = hEIT, HRSNIE, XEORMLTFA b,
JBE. B EOXHITRN ST N A :Eb’AiZ/LiTo

PCAP XEODIT I AKR— MRFIZIX, BFESRIIITONERA, HIZIX, Web X—=T %
IO AR—=PFTEHBICIE. A A VST TS0 =B a—RUAEHDNT
RTRXyva—RINFT, BHE, A VERTPIZETIFAN - avy7UoY0lFe
AEWZTva—REInNEd, 72720, BFOT7 79 F—DKEE, K207
AT L (ARAN - = FRAA=VURY) XY vE— N 272D EBOHE %
HHLTEY, ZholFT 7 AR—MIZEEENERFA, =7 AK— FRIZIX
PCAP 2 V7 UV IEEMICHBRINEEA,

BMofle LT, #E&7a hal (FIP ¥ VOIP & &) b Ed, Z0k>54 70
NaNTiE, A vavy ReGlEEEROIEZ, BEO T —XER1EH D £T,
VOIP J##G% FTP X7 >ua—RH® PCAP 77 A V& T I AKR— T B5E1%,
T ADEMEINT, FHURWERIZR A REERD 0 £7,

pcap 77 M IIELTXEZIT YV RAKR—h

#E D IBM Security QRadar Incident Forensics 5 & U IBM Security QRadar
Packet Capture D7 I 47 VAN pcap 77 A NE L TXEEZLZIAKR—FT
EESCI
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HRHEIH: pcap 74—y MIZIZAR—1 92370V BRI EE
AJO

Fg

1. BIRULAEXENST—X%E2T 2 AR— T 5121, [Forensics] X 7D LT
Vy RT, XEBEOMIZHAF vy T - Ry 7 AREIRLTHS, [Z7AKR—
Ml 22U v I ULUET,

pcap 7A=Y MITZAKR—MTEXER, &K 25 hETERTEET,

2. TZZZAR— - X1 FDREHR (Select Export Type)] U A hH 5. [PCAP)
27VvIUET,

3. QRadar Incident Forensics mA FDITRTOXENT I AR—bIN/Z56,
[Zyou—R]| 22Vv 735 ZLeNTEET,

4. XEOTIAR=-FPRBUIGE, RROA Yy —V2 27y 27 LT, X&EE
HEZIZAR-PFLET,

Y2 DR

1 DD pcap 77 A NVELZIAR—-TIHEIE. £D pcap 7 7 A VDX Y 1
—NEnxd, HED pcap 77’()1/73:177\‘1‘ M A5G, ENS5D peap
T7 AN 1 DDEMET 74V (zip) ILEEDSN, ZOEMT 7 1 VHRX T v
O—RENXd,

£ #EIZI1X, QRadar Incident Forensics A D IP 7 KLV A&, ZTDOXEDOHE
JLT®% QRadar Packet Capture7 /N1 ZAD IP 7 R L ADIEHI N E T,

QRadar Incident Forensics & A + ZHIfR U 72854, % 7-1% QRadar Packet
Capture ZBEI L7256, T/ AR— b 2FTTERVAEEEDLH D 7,

FOYIL AT Lyay
FTORN AT lyyay k. TATVT 4T 14—tz 28E2EeH
HDTY, TUVRNL - ATy avidry b —278GR2EBREL, BT
IVTATA—DTATYT 14T 14—, BELHE BIC@EEHFEESILEDSLZ
tEYRUET,
UFRD &S RBEERERMIINT 2EZ 2 0BG IZE, TRV - ATy
ay - VY—)IEMFHLET,
o ZOBROLLWKHEE avVa—&X—, £33 IP 7 KL AZOWTHAS D>

TWaB M,

o ZDEDLULWKHEBEZELHNZFELIZZ 0D 2 DIFH,
o RO UWIHEENEMLTWA Ry N T — 2 NIZHEI NS D,
o ZDWEEIZ, TATUTAT4—%EA52 L TW5ED,
T4
AvZ4Y ID(E A=) T RKLA Skype 7 KL A, MAC 7 RV A, F¥v b
ID. V=% - AF 470 ID, Twitter ® ID % &) X, TV 51 71 —®fHA

DOFANFHEINET, Fv bT—2 - 5T 40w 2B LUOXETHRE I NS B
DTYT 4T 14— EMNITEBRIZZ TR 5nFET,
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IBM Security QRadar Incident Forensics (. 7Y &) - 4 v T Ly ¥ a v aERK
THHIT, HAEIIKNGELZXIHED ID 2T ET,

FTIURNV AT lbyyay - LR—-—bDaALVIYa v BERIZ R8E 2y Y
—BEDODI VT4 T4 —, TRETVRIL - ATy vay s AXTF—XDOH
FEICBEET 5, MR I NZEB A EZRL 9, FAEHYEIX XFi
Bl ONAEBORINETFIRL -4 v T yvavy ID 22)v 29532
EMTEFT, BoNBTIVRIL - ATy vay - LR—MEEEATY R
X, ID XA 7T IR ENTVWET,

ERERDOIG

FIORN ATy yay - LR—MZE, Hb ID 220 TRTo 1D
EOMONEEIRINET, FID i, ¥FaVF4— - AV FrMIBW
TEHOEEIZTAA VS AV ID ODZ L TY,

B, < DOHT3) —THEMNEZLEDS ID 1Z. ZO ID 214 73 AH73aY
—ZBIAHLID DT7ATFTYT14T4—T7F, HlXIE, ID » MAC 7 KLV AT
H5GE. ROENGENEZWE A=)V - T RUVAN, ZOMAC 7RV ADa V¥ a
—R—%fBELTWARDLLUVWKHEEIZFEL TCWAHREELRD L EEZSNE
T, UL, IP 7 RUADBIZE D YT S5NDGEIE. — & OB Iz -
THEHOLBTOENTWEZ IP 7RVALFAETIHELH D 7,

WEEIX, iosF3) —dul ID OMOMHBIBERIEDF V@D FHA, TV
BN ATy a VIZEDWTITEIOREZ NI, #EOMT LY — A
TTF—XEREELTLZEW, TYVXRIL - ATy yay - WY—)LEEHL T,
TORBIBEOLULVWKHEERT Y T 1 714 —IZHBDOHHZ LT T 230,

BROAEICLEZTAT VT 14T 14 —iEhDEE
FIORN - AT lyaviday b7 —27BF2EHEL T, B LTWEATZ Y
FTA4TA—&, TDIVT A4 T4 —DPEELTVWAMOT YT 1 T4 —DREZE
T ET,

TURNV - ATy ay - =)k, HEARY NOBESHERRRAINE
T, ZOY—IIik, zvT1 T —[HORAKRERRL, BREAVCNLET, A
Ty NDBEEZ B, BBRBE VRSB ET, FIZIE E AL T RLALMD
IVT4 T4 —OBBRERD L, HPHELBELELTVWEI0ZLETEES, E X
—)b - 7 RVRAIZEEMIF SN TWS IP 7T RLVA, BEbLWA—HF =BT 7
L7 IP 7RUVA, BEXUTED E A—J)L - 7 R L AIZEHEATHT S TWB Z Dt

HHTERRTEET,

DT TaA A2 F T, MBOTD 1 oD — RaENfe T 5MRERRT S
LINEIRTE £ T,

FIE

1. #xZ VY FZhaXED) Ao RERER L, TRV - ATy
> a3 v (Digital Impression)] 2 7% 27 Vv -7 L%,
2. HARZZVWEHEZ Y A M2 SEIRUE T,
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FIFNWENTIE, TRV - ATy vay - LiR—hid ID OFEI LI
SN TEREATY A I NET, Fubh ID EXNFELZTRTOD ID HER
INFET, HEEHFO ID 13 ID OFEFHE I 2 IZHRA S ., NiEoSEETY — b
INET,

3. HWD ID ZHDIF7=6, TNEERL £T,

ID ENAR=D) T2 >TWT, JloVEAR—bodudy ID EUTHHATE E
T, MOXTHIERIN, FrLdL ID BRERINET, BIRULZEBEDLVL
WBEONFEHETFE2ERL, IO TONFEHFONFLEEERT LI ENTE
F9, IORBEDLULVHEEDLPLZ YT 1T 1 —, BXOZTNS OREEHTIZH
HEOHHZ LTS ZeNTEET,

4. BOFAPZFARZ1ZE,. TVE—bF - FAMDEIR (Select Remote Host)
DARMPRS IP 7 RUVAZERLET,

DEA VA D=L AEREE TlX, QRadar Incident Forensics A k&K T 5
ETVRNV - ATy arviERRTHEILENTEET, 774 bDOFERIF
77 4<Y— - KA MTTH, QRadar Incident Forensics A MZRE# T 21T
BOXAY XY — FANEERNT LI ENTEET,

5. b ID 2 oftio ID ~OXNFEOMEBEHRTAT S, [75—2O8FAA
(Visualize Data)] X 7227V v 27 L %7,

REY—IL
BEOBEB LT —X - 53 —Zblo THEMNIZEBREZFARSL Z LR TE
7,

1 2.2 2D, FREEEERLAEZXEDART—XOBB~Y Y T2SBT 51213,
[ (Visualize)] 71+ Y RO 2MHAL T, LHEERLZXEL2MHHLZEE
X, AXTF =X OBEGRE X CHSEENEFBICRRINE T, FAEHEYEX, Z
NOEDNRNA%EEZEST, ¥Fa) T4 — - AVY Ty MNOHHBEREDL I LNTE
EC

BIRUZXEDOHBEAZ, 1 2FEZI3MADBBREETET L Z 2T, HOEGREMM
FHUTADICHEER TSI TEET,

BT, BIRUXEOTIZEENEZTRTOMERE., BEROHEENERS N
¥4, &/ — R BRUEXEICH > EET YDA RT—2%2KLET,
Yo XiE, ) — R EHIRU 72856 O EEE2RLUET, Vv o, flx
DARTF—=ROTHRHINZDHDD ZRL, YA XTETOHEE2RLET, #
BHYEE, /- N2HHLUTCZOROAED/-DIZAHERFRERETE £T,

ELEAOL =R
B U XEOREEROBEGRESBT 5121k, T#HEAL (Visualize)] V1 v RV %
FHALUET, Pl BHED E A=) - 7RLVAL@EELEZE A=) -7KLA
BRI ENTEET,
Fl&

1. VY RT, fAETLIXNEDF v - Ry 2 2% 2) v 27 LT AL
(Visualize)] 227 Vv 2 LU FET,
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2. LAT7U M FRTEIXEOH, BLUFANEEMOBGREZERL, TR
w22V I ULET,
EROFEME Z T 212, A—LA-avba—LzHHLET,
FLULWRREETTEINT 2T 47 - 74 VX —%2ZEHTHIZE, /—N&f7
Vw27 UET,

AVFFAL c AZa—h5, TOAXTF—RETIZR U CTH L WREE ETT
BIUNTEET, 72, T/T47 - T4 VR—%BHLUTIDART— K%
HHBPRITHI L ETEET,

HRIEIE: 1 2D THEAL (Visualize)] 7 1 > K IZ—IZ 9999 #:F THOXE
ERRTDHIENTEET,

SHLWIAVFUYREBROAVYTFUVICDOWTOREYD D
LFXFaVFo— - TFYVRAMI, 77 ARG EDOFEMK I NAZREYE S
T2 T. RIHZEMLUZZHEE RO 22 e NTEEd, £/, HiH L KR
YOO D0 R HRT 27-D12, ZN5DT7 7 AL PHEGEEDRIDY > 2 53
BT eNTEET,

Bl - RBTZR DI 27DDERRNDMOER (RAMCRERRLLTY
)

John & Replay Industries Dt ¥ a5+ — - 7FUARMTYT, ¥ 7 —x
KEEBLTVWBIZHEDLST, WS ORDY AT ANREEL TWET, John 12
NHDYAT LEHH LU THRELET, ZNH6DVATLANRED XS ITER LT
DH, BIOMDEENFEBRIZEILL TWENE I D EFHRDIBERH D £7,

IP 7 RLADSD/NTy DETT

IP 7RVABXUHEETEIEBLZTORME 7 L —L4%248 2 LT, John &
QRadar Incident Forensics Z{#f L CE#T 287 v § - T—X2HELT5Z &0
TEET,
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‘9 Forensics Recovery

IP
Address:

Port:
Case:
Collection:
Start Date:
End Date:

Tags:

casel ‘ >
112612017 '~ 2230 |~
112612017 |~ || 323 PM | »

+ Advanced Options

Enable Custom BPF

tcp or udp

Enable Custom Capture Devices

172.16.166.73

172.16.166.76

1. IP 7 RV AD S DT

7714 IOk

John ZFETAGER IV T VY E2EELTWASD T, QRadar Incident Forensics (2
ARIAENTWE 7 7 A NDMEEREEZMHT S Z e othdEd, TN T John &,
TRTDT 7N, TNOVREESINHE, TNSITHDIAADT 7 A VPR
VDT EDREENTWENRES D, BLFENSH6DT Y b — - 237DV A%
RAEZENTESL LD D F L7z, John I&., QRadar Incident Forensics A3&E
LWwaysyve LT, BLUOHDRAARZ Y T MNE2RED2EDELTT7 I 7% T
HBR T 7 ANV EZRIMARTE T,

Doc# File Name
index php
2 index.php.

3 index.php.

Extension | Description
php Css File
php CSS File
php Javascript

2. 774V ENE

34 QRadar Incident Forensics & —#%#— - 44 K

Protocol | Frequency | Suspect Content Embedded Script Embedded Files | Fle Size (Bytes) | File Hash (SHA-256) | Entropy
hitp 1 NoSuspect Content  No Embedded Script | 0 1916 70c6€673cd0150b1f1aB9€ 4.93731
hitp 1 No Suspect Content | No Embedded Scipt 0 163060 dbbb35AcT2e494106809d1 5.74523
hitp 1 No Suspect Content  No Embedded Script | 0 164112 909206912451620580085, 5.36451



FT—=RDT VXL EREL, BElbEnzx Vo 72/ O 5720ICHI N
57740 -t —-2a37, LTyt —0%4128, 771D~
HRBBREZRTIIRVWI EHPHMBEIZRINET, SR MICE-oT, 207
7TAMZIE, BEOEF ) T4 —5EOREPSENT, VAT LDEYT SR
Reiotz, ILWERDI LT 2 T7HREENT WS Z LG EHINE T,

UFROETIE, N1 bh7zbory hOZEMEOEEL LTy b —2FHZ
NTVWET, T—X - 2=y FADOKEXFIE 1 N1 M55 772H, T2 had—
EIXZDF—& - 2=y NOXFOLFHB X OEMEEZRLET, 771 VNOT
Y MO E—HOEHEEZ, 77 ANVHNIZEDLWI YT UYREINTVWS I & 2R
THHREMERD O £3, HlZIE, STy o —Eid. F— XG5 E & O
ENTHMINTWE Z 2 RTAREMELD D £, KTy b —fHIX, ET
FRZ A 0 — RO SR I N, Blox sy a VBRI NTWS Z & 2R3 A
HEME2H D £,

[macro.ppt]

LS LN LM ArhiMim iRt m N e LA At
RS S AN l“l'!'\"l'.'r“" NI ML Wy
| | I A

Bytes

3 WODIAAAZ ) T v 2RT 774 - TV bRE— - 757 DH

John Z5E X, EIh6DIDT 7 A IHEN, MIZHERZDT7 7V ER>TWL
LH[REMED D B0 2 H B MENDH D £, John (X QRadar Incident Forensics % fii
LT, BEU-EGR Y 71 VEREEET 5 Web —N—FB /Ao £9, M
D Web R—VE, #HERBXAUIZADD NFL F—2DKRHF—a—A% 70— RF
YANTBZETALGLEHY, BHRILLTVWET, ZOWeb Y1 biZidEE < D
NEFNTVE T, R John 27 7 A IV EMHH L CTRIFER DI/, H
DIAATIVD =T 2 E ARG 1 MZTTT,

Web %1 hDBEZREILT S VI

D EDY AT LFEEZITTWBARENNDH 502 AT 572012, John XV
YO EGHLT, BEINZTRTO Web 1 hE2ZREL AL ET,
Replay 235 % L7-3ED Web ¥+ MIbDZRED T 71 v 2B
T, BHY L7z Web RA MIHTBIZAD—ERDT 71 AW, HHEICH SN BG4
NHYET, John IFIN6DY VI E[HLT, 2y N7 —27 LOMDEDH—N
—MRZD Web RAMIT V72 AT5-DIHHINZ0%2MRLET,
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FEFIZBWT John &, Web =Y %2K9/—F &, Web /\°~“/“Fa'ﬁ0)554ffﬁ‘ifdi
NoUH I avERT - FREIOKHZ S S 7ATHEALT, NI 74w -
R—=VIIERLST IR AL, EOXIITXENR N IN—ALZPZMHRLEST, /
— RPREWVIZE, ZOXEDNRRIZEIDZLL DY VI DHY, )Y I RHNKE
WY, 2OV VIR0 Z L DRIBHEHI N TVWET,

‘Select A Web Host To Highlight [ Nodes: Select this 0 clear web host highlighting

oo

ANGZDHD NFL —a—Z - A MIRd e, D% DY —N"—2NZTD Web &
A MZEMLUTED, BENICHEZZITTWAI L 2HERT IO, BLZ2T

XHH EFHA,

E{R DT
EDOY—N—DEEOHAEMBE T 7 AN ERX O — R UEPERDIAL DI,
John IXEBEOHIZU DR T, EZEINLITRTEG 7 71V E2ERLHRT S
ZeNnTEET,

- e

) :Ionnma

NELYPOVDN FANTASY
SURVVOR -

[

4. WK & TR D 73 E D

John &, FRTOMPEL Y —N—2 FEHRMF VT WRDP ST 2 DOY =N —
EREMRLET, INODOY —N—I3 I RTHIELEER T 7 1 VIZT 7+
ALTWE U,
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John X, LU Web ¥+ MMZT ZXAULMDNL DhDH — =03, EHRLZT
TANERXD VA= RUEP27ZBHHILET, John X205 2 DOEMY
—/N— %% U, Replay Industries #% IBM X-Force® Exchange |27 v 7H— R L
T HATED, BRLET 7 AVDHLWT 7 A0 - Ny Va2 FlT 208
WHBEVSHRERE U,

BHAAFOAVTF UV EEB A OD7 T4 ETF4—ICDWVWTDT 7
1L DD
BNZZBBIZOWT 7 7 A NVERET S22, 771400 - T b bE—fHZHFHN
T, XORBID/DEDIZHDIAAD T 7 A ILPAZ Y T ha2X7ra—FL, X
ErZOEMEERRTEHI LN TEET,

RAZEIZAYTF = T7ANVHDONAF ) — - T7ANDIAYT VY 2 #HET
& %72%, IBM Security QRadar Incident Forensics ® 7 7 1 V3 &S L T,
77 AWITHDIABAZ ) T I RMDNAF VY — - AV T UIBREENTNENY
IMEMETEET,

T7A4) - T hat— E, 77ANVADT—XDI VR LMEEZEL, 774
WERUT—XZPROLWAZ Y T EREENTVENE S 0 EYRIT2DICHX
NET, SUVXLMEOREIZ, SUXLATRWILEZRT 0 o, BEbaniz7
TANBRERZBILT VAL THEI%ERT 8§ £TTY, =v b2 I VEHTE
51, TV MR VE—HIFELS RV ET, 2=y bE2LDETERWVERY, =¥
Mo E—flHlEEm< D £,

UFROETIE, N bbby hOZLEMHEOREEFEL LTy b —2FHZ
NTVWET, 7—X - 2= MADEXFEIE 1 N1 b 6s72, T haE—
BIEZDT—X - 2=y NOXFOEHE L NEMMEE2RLET., 771 VADT
Y IO E—HEOEFEHIE, 77 ANVAIZEDLWI YT UYDREINT WS Z L ER
THREMED D D £ 97, HIRIEX, @By hrE—fElX, F—X2R 5L X OEME
INTHMINTVWEZ 2RI AEEMELH D FT, (KWWY b —fHIZ, £f7F
RRZ A O — RO SRS, HDXx T Y a MBI NTWS Z & 2R3 0
BEMEDH D £7,

FlE
1. [Forensics] 27D 7)) v K (Grid)] Ea—n6, VAN) —XnizT7 74
V& 1 DM EERLET,

2. ZVY RO ERBIZHAIFABEY —NVDA=a—T, [774)LSH (File
Analysis)] 227V v 27 L %7,

WERTIE, 70y FOEFIZRIXED DT —EREENTVET, HIXIX 7
7 AN, @, BEbLWwaryFrYBRRHE I ZnE S, Bz huY
—fER ¥ TT,

3. Tyhur—REloREDRETT7 AV EY — T 312, BEEMITShTY
ZHHELEZYV Yy 2 LET,

4. T7AND)ARNS, EORIZFABEDZOD T 7 ANEEIV Y 7 LET

s XELZOEMEZLVE2—F52i1F, TXFEDHKMSR (Display Document) ]
ZZVwIUET,
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e IVPMHE—-F7537%LEa—LT, HORAADT 7ML AT Y T MZ
IV 2T REENDARENDH L0 ES 0 ERT 212, [Zvhpy
—®D%R (Display Entropy)] %27V v 27 UL%7,

Ty AIWCEER AV T UYREENTVWEHRMELRH 205 hofiEe
LT, Zvbn—fzfHATEEd, HIRAIEX ASCIL 7F AL - 771
TR RS E L, T PR E—EMENTT, ST — X3 —fi%
BN BT 22 < BHIXT Y PO —EAEWTYT, £ DH4E. LY
T T ANV EEBROEFOFIZEMmHINBEINTVET,
o HWHAAT 74N ERXYyA—RT BT, THORAART 71 IVOHH

(Extract Embedded Files)] 227 Vw27 L, ¥ AO—R$TB37 71 )V %&
RUET,

ZOXTvavik, HMORADT 7 A NPAZ ) T NE2REOXETDOAER)
T, 7740V, ZHHD Web 790 —D&Xxoru—K-ar—va
ViIZA A= REINET, BEMGERBZAZ) T 2EEINLTHRND
BRETHPZR VWIS ITERLTLLEI Y,

BNAZBYPEDLLWT 7714 ET 4 —ICDWVWTODEKRDOSH
RREINZEGIZ, T4 Xe, FFERNOHEEDOKR L OFEETY — I TWE
T, TOHME, REEERSHD Y Y — AR FH LU TAEY) g, HIR X Nz E
B, £ NEGE L TWAEEITEIOREENH D £9, HIRAIXIN
5OMIE, ¥V TF 14 —BEDX—7T v N THLIRITHE. o, £/
LACEE L TWAAREE D b 2T,

EG I E2EHLT, 1 2B EDOXTrY N - F¥y TFvy— - 771 VHAIZHD 1 D
UEDOXENS, HBEET ZEGE, FNEE2HVCHEZRRTERLDIC 1
DDT A AT VA TRRTDHIENTEET,

FIE

1. [Forensics] X 7D 7'V v F (Grid)] ¥ a2—T, #HNICHBGEZ EDXHEE
1 DB EERL £9,

2. ZVY RO EIZHZHEY —VDA=a—T, [HEHEIH (Image
Analysis)] 227V v 27 L %7,

FERTIE, XHFNICEENTVE TR TOEBOY L F — VAN O JEF T

FRINE T, HEOBIZDH S FHIMAOB L, XENOHBED A VAR VAR

ERUET, YA3— - A A=VDEIZH—=YNEBETSL L, HELKEL

mhEY,

3. THIHMET ICREGELZ Yy I LET

« HiREZTOEMEEZLVE2—-95121d [XFEDFK/R (Display Document)
22V v I UET,

e IVhBE—-FF7%2La—LT, BEHEIZILVTIZTHEENTVSH
REMED D 2D E S &R T 512F. [T b —0D&KR (Display
Entropy)] 227 v 27 L%,

T7AVCEBRI VT VYREENTWAAREERD 0S5 hrofef s
LT, Zvbhov—fazffHTcEEd, flxX. €y b~y THEGT7 71V
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BXO ASCIL 7 A b - 77 A W IE— AN ERELEL, Ty b —ff
IHEWTT, BELT — X — MR EfMEA e <. BE I T Y b a Y —{f
NEWTT, 2L DHE. IV TIET 71V & EHBEDM 5O HIZEHG X
nREINTVWET,

EHEEERICODWTOY VDN

DU IARTIE. VY2 IZBE I N Web 1 Folod@EEE2RUEST, F
AT — A VYTV MNOWERIZ, A—N—F v THHIGFHE,. HARED
E2IGEELTVWE R ERRTEET,

BZIE, MEZHFD TNV —TBHIIUTWB LRSI, ZOHERDISLRWEGES.
ZHDOA—F—NoD—HOXEEZFTART, VI ofEMHAL THE Web R—
VERRLULET, TOH, FHED Web 1 F2HET LI eNTEXT,

FIg

1. [Forensics| X 7D [V v’ (Grid)] ¥ a—»5, Web *—=Y% 1 DBE
HEIRUE T,

2. VY RO EBIZHZHFEY — VDA =a—T, VI (Link
Analysis)] 227V v 27 UL%9,

Web H 1 MHIZBIRD D 2 55413, Cytoscape 77 712N 5D Web R~—Y
B () —F) EUTERIN, Web R—YDRIDY ¥ 7 HEAIL LTERE
NEJT, /= NPREVIFE, ZOXFEDOARZEOVEL DY VI ndbb, VYV
JRHPRKENZE, ZOV VY IBRE0 L DORIEHFEHEINTWE T, BRI N
7=/ —RNig#EaTcRRINET,

3. KFED Web FmAMPODIEFEZFHET 5121, [Web H A hDFER (Select
Web Host)] Y A N TZ®D Web A ME#ERL ET,

BEBIRL” Web mRARD Web R=Y%2ERT/—Rid, BWKEBEOMNE LT
FARREINET,

4. 4 (/—=F) KOV A ZZPRKUZOMNLZDTBHI21E, X—=L14Y (+)
AV RNE—VELZEFEA=LT YN () v b= E2MHALET,

Iz, YURA - RA =N EAZA=ILTY TLEDAZO—LE T LD L
T. /—RKRPERHOY A XEERLUZ0H/NLZDT B2 TEET,
5. 1 2 ED /) —FREBHIEZIZE., /—R220v2L0TCRKIvy I LET,

HROMEREDOHERZ2 VY 7 UEEERIvI$5I LT, 77 72KE2BH T
EFESCI

XED Bl R=IHH6D) AN —DEFT
HEXED B ZITNRRRENTWBEEZIZ, 1 2O P TRVAEAIZ 1 D
DR—MIFLTYINY) —2EFTEET,

Flg
1. [Forensics| X 7D M| R—=IUho, REEZITVWET,
2. BRENEXEDD)AIILS 1 222 V)w LT, FhzflEEET,
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3. @) 27%220vy o UL%T,
4. IP T RVAERBKR-—r22Y VI ULET,
5. A=a—n56, [UVHANY—DFET (Run Recovery for)] 227V v 27 LET,
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FESE5ZIP 7RLRICNTD Yy NT—0 - NS T4 v VDRE

tXaVFa— - AVYTFryhhifTbhEL2ETOEET a7V bR EEA
T5772012, IP 7TRVRAIZE#E LAYy T —2 - b T T 4w 2 %2800 CTHER
FTAEIENTEET, IP T RVRAIZEETAMED T — A2 MBI HILEHETEE
‘—é’—o

IP 7RUVAMRSRY NI —2 - ST 4w BB TEE. 1V F Y MHBMER
INET, FAEHYEIZ, X2V T — ATy MIHET S —HDO A RNV
NEMTEALZD, AV TV NOXEERRLEZDTEHIENTEET,

IBM Security QRadar Incident Forensics (&, A BRI XTDOLRY bT—7 -
T—=2, 774N T—=R AXRT=R, BIOELINET 71 VIHDT*
A DR 2T ET,

DT THA AV MTE, BBOF Y 7F ¥ — - 731 2B LU QRadar Incident

Forensics t A DT —X 2 INEL T U 3, EWEI N1 T v METHER

P, RANBLOF Y IF vy — - TS ALK DHERERRTHZNTEET,

Fg

1. 7F=Z%EHL, XTY b - FYy T Fvr— - TS ADRST—XEIEFT 51
IZ. QRadar T IP 7 RV AZ4L2 YU w27 LTHh5 [Forensics V H7/N1) —DE

171 %3ERT SH. Forensics VNN — -7V E #2Uv 2 ULE
‘—;—0
a. DITFOE#HZZMB U T Forensics DV AINY —DNRIFIA—R—%FZELET,

3% 5. Forensics U INY —D/INT A —&R—

NI A—=R— FiAH

IP 7RV A B IP 7 RVAZRYS121E, a2 FALES, IP TRV A
ER—FBASILBRVE, TT7AIL D TCP 721 UDP AMEHZ N
9,

A—h BHEOR— N 2R BI121Z, av~<2EHALET,

r—2 = A%EEAETRITER D FHA,

aLvrvayv BT —&%&2aLoya izZu—7L, r—AZEEMT %

9, ALY arvoguitEETRIINIERY FHA, TOaAL IV 3
VDT — AFHET BEER,. oAb sy a yhHlkEhEd,
Rz AT ayv, EEXENS EMAERYy N2 REIZIET 572012 f#
ALET, BROX 72X 2512, av~2iHLET, EHFDOA
EHEALTLSZI WV, B FIIMHTE £EA,
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% 5. Forensics V) 713 —DINT A —R— (§i &)

NI RA—R— B

71 AR L\ BPF EHHEL-V-PHATEES., ZO0Fzv 7 - Ry 7 AZERT 2
(Berkeley Packet |&., IP 7 RV A& R— b ZBET LT BPF AJ1 7+ — IV R0 T 2
Filter) DAL |71 71240 £,

(Enable Custom
BPF (Berkeley
Packet Filter))

HARL - Fv 7 |EEEL-V-DHFHTEET, ZOFzv T - Ry 7 AZERT?
Fyr— - FNAA &, FTAALAYFTOD PCAP 1 ZADY A MPEKEINET, 1
DAL (Enable |2 EQRFEDTFNAADNSEDNT T4 v 7 DAEFRRT HIZIE, Th
Custom Capture |6D LT 74 v 7 %2ERLET,

Devices)

b. TOKJ 227V w27 LTHh 5 [Forensics|] X722V w27 ULFET,

NIV a—TFa v T [F=X2%)HIN)—=F5HFARDY EFHA] &
WOHNBDA Y —=UNKRRINHEGIE, ZHEHAOEF2YV T4 — - T
T7ANMIZZFD IP T RUVAANDT 7 AR H 5 Z L 2R L TLFX
W, BEIZE TR, X 74—V RIZ # XFERMEHALEZEEIZ, Z
DAV E—=IUDRREINDEZENHD ET,

¢ AYYFYh-TA4aY a 27V I LTA VYT Y NERRLUE
J, BENZFEr— N85 NEZEREZIEMN£7,

d AV Ty hOXEERRTDITIE. TMER-IERIZEH Jump to
search page results)] %27V v 27 L £7,

e. TVYTYRD—EDARY MEBFETSHITIE. [Surveyor ~— VHER
IZ¥#) (Jump to surveyor page results)| Z27)v 27 L X7,

f. WEDA VYTV MEHIREZIZWMOETICER. 201 vy Ty b aHlR
F7/-IXE D ET (Delete or cancel this incident)] 227V vy 27 L 9,

g. LART®D Forensics Y ANV — - Y3 72 FFEITT 512l [Z D Forensics
Y 713 —DFFEAT (Re-run this forensics recovery)] 227V v 7 L&
T, BlZIE, RV TORINEZT—XDBRZEREEE, Bl IP 7RV A
EEDDBIZOIT, iz, BIEIETUZY AN — - U3 TTRE L 2
TV —LBEHT L7720 Forensics UV AN) —2HEFLET,

2. BEFEDOT —ZA%MHET HI121E, QRadar TIP 7 RLVAZLHZ7 Y v T L,

[Forensics Search D%EfT] 227 Vv o7 L%T,

a. [Forensics| X7 TCA VYT b - 7A4ava 2w I LET,

b. 1YY FYNMIBELEZT 7T 4T+ —%2ENLZE02HFET 5121,
T—=ADEIZIXTA - RA VX —2BH LU THREAKRL TR S, RRT 13
vEIZVYILET,

c. AT 7aA AY D QRadar Incident Forensics R A FB L UOF+ 7F v
= TNAALEBT VT4 T —2fETHITE. [F—Z] =Y
— %8B LT ¥4 (Collection)] =¥ bV —2EHL £,
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d AYYTFYPTCONFEEZHKREO) AR ULTERTBHIZIE, aLbrvay
DEIZXVA - RA 2 —%BE L TEHKRL TH2 S, Surveyor D7 A
avE2VY I ULET,

FSpEEi P
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