
IBM Security Privileged Identity Manager
Version 1.0.1.1

Administrator Guide

SC27-5619-02

���





IBM Security Privileged Identity Manager
Version 1.0.1.1

Administrator Guide

SC27-5619-02

���



Note
Before using this information and the product it supports, read the information in Notices.

Edition notice

Note: This edition applies to Version 1.0.1.1 of IBM Security Privileged Identity Manager (product number 5725-H30)
and to all subsequent releases and modifications until otherwise indicated in new editions.

© Copyright IBM Corporation 2013, 2014.
US Government Users Restricted Rights – Use, duplication or disclosure restricted by GSA ADP Schedule Contract
with IBM Corp.



Contents

Figures . . . . . . . . . . . . . . . v

Tables . . . . . . . . . . . . . . . vii

About this publication . . . . . . . . ix
Access to publications and terminology . . . . . ix
Accessibility . . . . . . . . . . . . . . x
Technical training . . . . . . . . . . . . . x
Support information . . . . . . . . . . . . x
Statement of Good Security Practices . . . . . . x

Chapter 1. Shared access administration 1
Administering shared access . . . . . . . . . 1
Administering non-exclusive shared access
credentials . . . . . . . . . . . . . . . 2
Privileged Administrator view . . . . . . . . 2
Privileged user view . . . . . . . . . . . . 3
Manual checkout and check-in of shared credentials 3
Administrative console host names, ports and URLs 4

Chapter 2. Session recording
administration . . . . . . . . . . . . 7
Session recording overview . . . . . . . . . 7

Screen-based recordings . . . . . . . . . 7
Text-based recordings . . . . . . . . . . 8

Session recorder configuration . . . . . . . . 8
Recording policies . . . . . . . . . . . 8
AccessProfiles . . . . . . . . . . . . . 8
Adding security auditors . . . . . . . . . 9

Accessing recordings . . . . . . . . . . . 9
Logging on to the IBM Privileged Session
Recorder console . . . . . . . . . . . . 9
Searching for recordings . . . . . . . . . 10
Saving frequently used search queries . . . . 12
Recording Permalink . . . . . . . . . . 12

Customizing the columns displayed . . . . . . 12
Playing back recordings . . . . . . . . . . 13
Search index . . . . . . . . . . . . . . 14

Backing up the search index . . . . . . . . 14
Restoring the search index . . . . . . . . 15
Index backup properties . . . . . . . . . 15

Chapter 3. Modifying AccessProfiles 19
Modifying the bundled AccessProfile for the IBM
Personal Communications application . . . . . 19
Modifying the bundled AccessProfile for the PuTTY
application . . . . . . . . . . . . . . 21
Privileged Session Recorder widgets . . . . . . 23

Initializing a session recording . . . . . . . 25
Starting a session recording . . . . . . . . 26
Stopping a session recording . . . . . . . 27
Pausing a session recording . . . . . . . . 27
Resuming a recording session . . . . . . . 28

Chapter 4. Database archival . . . . . 29
Archiving the database . . . . . . . . . . 29
Restoring an archived recording . . . . . . . 31
Adding a partition set . . . . . . . . . . . 32

Chapter 5. Syslog forwarding
properties . . . . . . . . . . . . . 33

Chapter 6. Report administration . . . 35
IBM Cognos reporting framework . . . . . . . 36

IBM Cognos Business Intelligence reporting
components . . . . . . . . . . . . . 36
Prerequisites for IBM Cognos report server . . . 37

Installation of IBM Cognos reporting components 38
Configuration of IBM Cognos reporting components 39

Setting report server execution mode . . . . . 40
Setting environment variables . . . . . . . 40

Importing the report package . . . . . . . . 41
Creating a data source. . . . . . . . . . . 42
Enabling the drill-through for PDF format . . . . 42
Security layer configuration around the data model
and reports . . . . . . . . . . . . . . 43

Authentication and authorization for IBM
Cognos reports . . . . . . . . . . . . 43
User authentication setup by using LDAP . . . 43
Creating users in an LDAP . . . . . . . . 45
Access control definition for the reports and
reporting packages . . . . . . . . . . . 47
References for IBM Cognos report security
configuration . . . . . . . . . . . . . 49

Globalization overview . . . . . . . . . . 50
Setting language preferences. . . . . . . . 50

Enabling session recording replay from the report 51
References. . . . . . . . . . . . . . . 51

Report model configuration by using IBM
Cognos components . . . . . . . . . . 52
Migration of Tivoli Common Reporting reports to
IBM Cognos reports . . . . . . . . . . 52
Scenarios . . . . . . . . . . . . . . 52

Report descriptions and parameters . . . . . . 56
Shared Access Entitlement by Owner Report . . 56
Shared Access Entitlement by Role Report . . . 57
Shared Access Entitlement Definition Report . . 57
Shared Access History Report . . . . . . . 58
Single Sign-On Privileged ID Audit Report . . . 58
Privileged Session Recorder Report . . . . . 59

Report models . . . . . . . . . . . . . 60
Single Sign-On Module model . . . . . . . 60
Shared Access Module model . . . . . . . 61

Query subjects and query items for the report
models . . . . . . . . . . . . . . . . 61

Mapping the attributes and entities . . . . . 61
Single Sign-On Audit namespace for Single
Sign-On Module . . . . . . . . . . . . 62
PSR Audit namespace for Single Sign-On Module 64

© Copyright IBM Corp. 2013, 2014 iii



Audit namespace for shared access module . . . 65
Configuration namespace for shared access
module . . . . . . . . . . . . . . . 70

Generating the report through IBM Cognos Business
Intelligence . . . . . . . . . . . . . . 78
Troubleshooting . . . . . . . . . . . . . 79

Appendix A. Tivoli Common Reporting 81
Connecting Tivoli Common Reporting to a DB2
database . . . . . . . . . . . . . . . 81
Configuring the data source . . . . . . . . . 82
Importing the report package into Tivoli Common
Reporting . . . . . . . . . . . . . . . 82
Running the IBM Privileged Session Recorder report 83
Generating reports in Tivoli Common Reporting . . 83

Appendix B. Automated check-out and
check-in audit logs . . . . . . . . . 85

Appendix C. Automated check-out and
check-in error message codes . . . . 87

Notices . . . . . . . . . . . . . . 89

Glossary . . . . . . . . . . . . . . 93
A . . . . . . . . . . . . . . . . . . 93

C . . . . . . . . . . . . . . . . . . 93
D . . . . . . . . . . . . . . . . . . 93
E . . . . . . . . . . . . . . . . . . 93
F . . . . . . . . . . . . . . . . . . 94
I . . . . . . . . . . . . . . . . . . 94
M . . . . . . . . . . . . . . . . . 94
P . . . . . . . . . . . . . . . . . . 94
R . . . . . . . . . . . . . . . . . . 94
S . . . . . . . . . . . . . . . . . . 94
W . . . . . . . . . . . . . . . . . 94

Index . . . . . . . . . . . . . . . 95

iv IBM Security Privileged Identity Manager: Administrator Guide



Figures

1. Session recording components. . . . . . . 7
2. Playback and view controls . . . . . . . 13
3. How the Privileged Session Recorder widgets

work . . . . . . . . . . . . . . . 24

4. Example of a basic recording AccessProfile
without check-in and check-out. . . . . . . 24

© Copyright IBM Corp. 2013, 2014 v



vi IBM Security Privileged Identity Manager: Administrator Guide



Tables

1. Shared access administration tasks . . . . . 1
2. Data reference for shared access. . . . . . 1
3. Description of variables for host names and

port numbers . . . . . . . . . . . . 4
4. Common URLs for IBM Security Privileged

Identity Manager . . . . . . . . . . . 5
5. What you can search for in recordings . . . 10
6. Advanced playback and view controls . . . 13
7. Details of the properties for online index

backup configuration in the psr.properties
file. . . . . . . . . . . . . . . . 15

8. Capabilities of the different AccessProfiles 19
9. Different application types use different

parameter values for successful recordings
with the Widget_PSR_Startwidget. . . . . . 26

10. Details of the properties for Syslog forwarding
configuration. . . . . . . . . . . . . 33

11. Software requirements for IBM Cognos report
server . . . . . . . . . . . . . . 37

12. Installation and data synchronization process 38
13. Configure IBM Cognos reporting components 39
14. LDAP advanced mapping values . . . . . 44
15. Basic tasks to configure report model . . . . 52
16. Filters for Shared Access Entitlement by

Owner Report . . . . . . . . . . . . 57
17. Filters for Shared Access Entitlement by Role

Report . . . . . . . . . . . . . . 57

18. Filters for the Shared Access Entitlement
Definition Report . . . . . . . . . . 58

19. Filters for Shared Access History Report 58
20. Filters for the Single Sign-On Privileged ID

Audit Report . . . . . . . . . . . . 59
21. Filters for the Privileged Session Recorder

Report . . . . . . . . . . . . . . 59
22. Single Sign-On Module model namespaces 61
23. Shared Access Module model namespaces 61
24. Mapping the attributes and entities . . . . 61
25. Query subjects in the Single Sign-On Audit

namespace. . . . . . . . . . . . . 62
26. Query items in the Single Sign-On Audit

namespace. . . . . . . . . . . . . 63
27. Query subjects in the PSR Audit namespace 64
28. Query items in the PSR Audit namespace 65
29. Query subjects in the Audit namespace 65
30. Query items in the Audit namespace . . . . 66
31. List of query subjects in the Configuration

namespace. . . . . . . . . . . . . 70
32. Query items in the Configuration namespace 71
33. Privileged ID Check-out audit log parameters 85
34. Filters for the Privileged ID Check-in audit log

parameters. . . . . . . . . . . . . 85
35. List of error codes, message identifiers and

descriptions . . . . . . . . . . . . 87

© Copyright IBM Corp. 2013, 2014 vii



viii IBM Security Privileged Identity Manager: Administrator Guide



About this publication

IBM Security Privileged Identity Manager Administrator Guide describes the
administration tasks for managing privileged identities.

Access to publications and terminology
This section provides:

v A list of publications in the “IBM Security Privileged Identity Manager library.”

v Links to “Online publications.”

v A link to the “IBM Terminology website” on page x.

IBM® Security Privileged Identity Manager library

The following documents are available online in the IBM Security Privileged
Identity Manager library:

v IBM Security Privileged Identity Manager Deployment Overview Guide, SC27-4382-03

v IBM Security Privileged Identity Manager Administrator Guide, SC27-5619-02

v IBM Security Privileged Identity Manager Virtual Appliance Deployment Guide,
SC27-5625-01

Online publications

IBM posts product publications when the product is released and when the
publications are updated at the following locations:

IBM Security Privileged Identity Manager library
The product documentation site (http://www.ibm.com/support/
knowledgecenter/SSRQBP_1.0.1.1/com.ibm.ispim.doc_1.0.1.1/kc-
homepage.html) displays the welcome page and navigation for the library.

IBM Security Identity Manager library
The product documentation site (https://www.ibm.com/support/
knowledgecenter/SSRMWJ_6.0.0.2/com.ibm.isim.doc_6.0.0.2/kc-
homepage.htm) displays the welcome page and navigation for the IBM
Security Identity Manager product.

IBM Security Access Manager for Enterprise Single Sign-On library
The product documentation site (https://www.ibm.com/support/
knowledgecenter/SS9JLE_8.2.1/com.ibm.itamesso.doc_8.2.1/kc-
homepage.html) displays the welcome page and navigation for the IBM
Security Access Manager for Enterprise Single Sign-On product.

IBM Security Systems Documentation central
IBM Security Systems Documentation Central provides an alphabetical list
of all IBM Security Systems product libraries and links to the online
documentation for specific versions of each product.

IBM Publications Center
The http://www.ibm.com/e-business/linkweb/publications/servlet/
pbi.wss site offers customized search functions to help you find all the IBM
publications you need.
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IBM Terminology website

The IBM Terminology website consolidates terminology for product libraries in one
location. You can access the Terminology website at http://www.ibm.com/
software/globalization/terminology.

Accessibility
Accessibility features help users with a physical disability, such as restricted
mobility or limited vision, to use software products successfully. With this product,
you can use assistive technologies to hear and navigate the interface. You can also
use the keyboard instead of the mouse to operate all features of the graphical user
interface.

For additional information, see the IBM Security Privileged Identity Manager
Deployment Overview Guide.

Technical training
For technical training information, see the following IBM Education website at
http://www.ibm.com/software/tivoli/education.

Support information
IBM Support provides assistance with code-related problems and routine, short
duration installation or usage questions. You can directly access the IBM Software
Support site at http://www.ibm.com/software/support/probsub.html.

The IBM Security Identity Manager Troubleshooting Guide and IBM Security Access
Manager for Enterprise Single Sign-On Troubleshooting Guide provides details about:

v What information to collect before contacting IBM Support.

v The various methods for contacting IBM Support.

v How to use IBM Support Assistant.

v Instructions and problem-determination resources to isolate and fix the problem
yourself.

SeeIBM Security Privileged Identity Manager Deployment Overview Guide for
instructions and problem-determination resources for IBM Security Privileged
Identity Manager.

Note: The Community and Support tab on the product documentation can
provide additional support resources.

Statement of Good Security Practices
IT system security involves protecting systems and information through
prevention, detection and response to improper access from within and outside
your enterprise. Improper access can result in information being altered, destroyed,
misappropriated or misused or can result in damage to or misuse of your systems,
including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure
can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a comprehensive security
approach, which will necessarily involve additional operational procedures, and
may require other systems, products or services to be most effective. IBM DOES
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Chapter 1. Shared access administration

When your IBM Security Privileged Identity Manager deployment is configured,
you can administer shared access features.

Administering shared access
The IBM Security Identity Manager shared access module provides centralized
management of shared and privileged accounts.

Table 1 describes administration tasks that you might want to complete, depending
on the requirements of your deployment.

Table 1. Shared access administration tasks

Administration Task Description

Setting the service unique
identifier

In the managed resource service definition, set the
unique identifier for connecting to the managed
resource. For example, the unique identifier might be an
IP address or the host name of the server.

Managing the credential vault As an Administrator, you can manage the credentials
for shared accounts through the credential vault.

Managing the credential pool As an Administrator, you can use IBM Security Identity
Manager to manage credential pools. A credential pool
provides a way to group credentials that have similar
access privileges. This grouping can be defined as a
service group or a set of service groups.

Managing shared access policies Shared access policies authorize role members to share
credentials or credential pools.

Shared access bulk load As an Administrator, you can use the shared access
comma-separated value (CSV) file to add accounts to
the credential vault. You also use the CSV file to add
and update the credential pools in bulk. You can also
modify credential settings for the accounts that are in
the credential vault.

Shared access objects for custom
reports

You can generate custom reports by using the Shared
Access objects. Use the shared access entities, such as
Credential, Credential Pool, Credential Lease, and
Shared Access Policy to generate the custom reports.

Table 2 describes data references that you can use during administration tasks.

Table 2. Data reference for shared access

Data Reference Description

Default access control items Use the default access control items for shared access to
manage access security.

Shared access tables Database tables that IBM Security Identity Manager
creates and uses to store information that is related to
Shared Access Module.

© Copyright IBM Corp. 2013, 2014 1



Table 2. Data reference for shared access (continued)

Data Reference Description

Shared access classes For Directory Server schema, shared access module has
several types object classes, such as credential
component, credential, credential pool, credential lease,
and shared access policy.

Auditing schema You can use auditing schema to track shared access
policy management, credential lease management,
credential pool management, and credential
management.

For more information:

v See “Roadmap for configuring shared access for a managed resource” in the IBM
Security Privileged Identity Manager Deployment Overview Guide.

v Shared access documentation

In the IBM Security Identity Manager product documentation, see the
“Administration” section to find links to the documentation for administering
shared access.

v IBM Security Identity Manager product documentation

To find information about a task in either Table 1 on page 1 or Table 2 on page 1,
go to this product documentation. On the home page, locate the product
documentation search window, and enter the administration task name or data
reference name, as listed in the table. For example, to administer shared access
policies, enter Managing shared access policies.

Administering non-exclusive shared access credentials
Take the following steps to configure the non-exclusive credential setting in IBM
Security Identity Manager for a shared access account.

Procedure
1. Start the IBM Security Identity Manager self-service interface.

2. SelectManage Shared Access > Manage Credential Vault.

3. Click Refresh.

4. Select a credential that you want to define as a non-exclusive credential.

5. Select theCredential Setting tab.

6. SelectDo not require the checkin and checkout process for shared IDs. For
more information about the other credential settings, see Modifying credentials
in the vault in the IBM Security Identity Manager product documentation.

Privileged Administrator view
In IBM Security Identity Manager, the shared access feature includes a default
group and a default view for privileged Administrators. The default view shows
the administrative tasks that can be accessed by users who have the group
membership.

The scope of activities for members of the Privileged Administrator group include
the following activities:

v Manage a service, including the user accounts and requests for that service
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v Manage and load privileged accounts from the managed service into the
credential vault

A privileged Administrator can manage and delegate the activities that are shown
in administration console view for the Privileged Administrator group. The
Privileged Administrator group can also view nearly all tasks on the self service
console.

For more information:

v Shared access documentation

In the IBM Security Identity Manager documentation, see the section “Features”
for links to topics on privileged Administrators.

v IBM Security Identity Manager product documentation

To find more information about privileged Administrators, search for Scope of
the Privileged Administrator group.

Privileged user view
In IBM Security Identity Manager, the shared access feature includes a default
group and a default view for privileged users. The default view shows the tasks
that can be accessed by users who have the group membership.

The scope of activities for members of the Privileged User group includes the
following activities:

v Manage their own profile

v Change their password

v Check in and check out shared accounts from the credential vault

The Privileged User group has no default view on the administration console, and
no default access control items.

For more information:

v Shared access documentation

In the IBM Security Identity Manager documentation, see the section “Features”
for links to topics on privileged users.

v IBM Security Identity Manager product documentation

To find more information about privileged users, go to this product
documentation. On the home page, locate the product documentation search
window, and enter Scope of the Privileged User group.

Manual checkout and check-in of shared credentials
Use the IBM Security Identity Manager self-service user interface console to access
shared credentials.

Some IBM Security Privileged Identity Manager deployments do not require
automated access to shared credentials. These deployments use only the IBM
Security Identity Manager component. In these deployments, users who have
sufficient privileges, such as membership in the Privileged Users group, can
manually access shared credentials.

v For initial access to the self service user interface console, see the topic “Initial
login and password information” in the IBM Security Identity Manager Product
Overview Guide in the IBM Security Identity Manager documentation.
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v When you log in to the self-service interface, go to the My Shared Access
section of the entry panel.

v From anywhere in the self-service user interface, you can open the shared access
section of the Help system to view help topics.

For more information:

v Shared access documentation

In the IBM Security Identity Manager documentation, see the section “User
scenarios for shared access” to view links to topics on user access.

v IBM Security Identity Manager product documentation

To find more information about manual access to shared credentials, go to this
product documentation. On the home page, locate the product documentation
search window, and enter Checking out a credential or credential pool.

Administrative console host names, ports and URLs
Configuration and administration tasks for IBM Security Privileged Identity
Manager require you to log on to administrative consoles.

Host names and ports

The following table contains the different variable host names and port numbers
that are used throughout the guide:

Table 3. Description of variables for host names and port numbers

Variable Description

<was_hostname> Name of the host where the WebSphere®

Application Server is installed.

<dmgr_hostname> Name of the host where the WebSphere
Application Server Network Deployment Manager
is installed.

<ihs_hostname> Name of the host where the IBM HTTP Server is
installed.

<loadbalancer_hostname> Name of the host where the load balancer is
installed.

<ims_hostname> Name of the host where the IMS Server is
installed.

<ihs_ssl_port> IBM HTTP Server SSL port number.

<admin_ssl_port> Administrative console secure port number.

<isim_hostname> Name of the host where the IBM Security Identity
Manager Server is installed.

<recorder_hostname> Name of the host where the Privileged Session
Recorder Server is installed.
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URLs

Table 4. Common URLs for IBM Security Privileged Identity Manager
Consoles Format Example URL

IBM Security Access
Manager for Enterprise
Single Sign-On
AccessAdmin

v If you are using a load balancer:

https://
<loadbalancer_hostname>:<ihs_ssl_port>/
admin

v If you are not using a load balancer:

https://<ims_hostname>:<ihs_ssl_port>/admin

v If the web server is configured properly:

https://ims_hostname>/admin

v https://imsserver:9443/admin

v https://imsserver/admin

IBM Security Access
Manager for Enterprise
Single Sign-On IMS
Configuration Utility

v If you are using WebSphere Application
Server stand-alone:

https://<was_hostname>:<admin_ssl_port>/
webconf

v If you are using WebSphere Application
Server Network Deployment:

https://<dmgr_hostname>:<admin_ssl_port>/
webconf

https://localhost:9043/webconf

IBM Security Identity
Manager
administrative console

https://<isim_hostname>/itim/console https://isimserver/itim/console

IBM Security Identity
Manager self-service
console

https://<isim_hostname>/itim/self https://isimserver/itim/self

IBM Privileged Session
Recorder console

v If you are using a load balancer:

https://
<loadbalancer_hostname>:<ihs_ssl_port>/
recorder/ui

v If you are not using a load balancer:

https://<recorder_hostname>:<ihs_ssl_port>/
recorder/ui

v If the web server is configured properly:

https://<recorder_hostname>/recorder/ui

v https://recorderserver:9443/recorder/
ui

v https://recorderserver/recorder/ui

v https://recorderserverihs/recorder/ui

v https://loadbalancerhost/recorder/ui

IBM Privileged Session
Recorder Server
(Collector)

v https://<recorder_hostname>:<ihs_ssl_port>/
recorder/collector

v https://<recorder_hostname>/recorder/collector

v https://recorderserver/recorder/
collector
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Chapter 2. Session recording administration

The IBM Privileged Session Recorder captures user activity of sessions on managed
workstations.

Session recording overview
You can record privileged identity sessions for auditing, security forensics, and
compliance.

Recordings are stored in a centralized database. To find recorded sessions or play
back recordings, you can use the web-based IBM Privileged Session Recorder
console.

When supported Windows applications are started, the IBM Privileged Session
Recorder is started so that user activity is captured.

Recordings are either snapshots of the screen or a text-based representation of the
console. Recordings include metadata that can be searched.

The software includes some AccessProfiles that have session recording enabled.
The following applications are supported:

v PuTTY or IBM Personal Communications for terminal sessions

Captured and played back as text-based recordings.

v Microsoft Remote Desktop connection for remote desktop sessions.

Captured as snapshots.

v VMware vSphere for sessions on virtualized infrastructure.

Captured as snapshots.

To add session recording support for other applications, you can design your own
custom AccessProfiles.

Screen-based recordings
Recordings are captured as a sequence of snapshots of the screen. Screen-based
recordings typically apply to desktop-based or graphics-driven applications such as
VMware vSphere and Microsoft Remote Desktop.

Client Server

AccessProfile
Recorder

Agent
Recorder
Daemon

Collector Database Player

WebSphere Application
Server

WebSphere Application
Server

Figure 1. Session recording components.

© Copyright IBM Corp. 2013, 2014 7



For a list of the attributes, see Table 5 on page 10.

Text-based recordings
Text-based recordings apply to terminal based applications such as PuTTY or IBM
Personal Communications. Text that displays in the terminal window are captured.
For text-based recordings with PuTTY to a UNIX endpoint, commands that are
entered are also captured for search and retrieval.

Differences exist between text-based recordings with PuTTY and IBM Personal
Communications:

v For recordings triggered by PuTTY to UNIX endpoints, commands that you
enter during the session are captured. When the recording is played back, the
identified commands are displayed in a command list sidebar. Captured
commands are searchable through global and advanced search.

v For recordings triggered by IBM Personal Communications to mainframe
applications, commands are not captured.

Session recorder configuration
You can start, stop, pause, or resume recording sessions by adding the Privileged
Session Recorder widgets to an AccessProfile. You can also customize additonal
session recording options by configuring policies.

Recording policies
You can use AccessAdmin to customize recording settings. You can customize
settings such as server location, recording quality, and keys to exclude.

Use AccessAdmin to configure the privileged identity management policies.

For example, you can customize some of the following options:

v Enable or disable session recording. (pid_recorder_enabled )

v Specify the Privileged Session Recorder Server URL. (pid_recorder_server )

v Capture recording in full color or in grayscale for smaller recordings.
(pid_recorder_image_capture_option )

v Enable or disable key logging. (pid_recorder_keyboard_capture_option )

This option applies only to screen-based recordings. It does not apply to
text-based recordings.

v Specify the action to take on the client computer when the Privileged Session
Recorder Server is not available. (pid_collector_comm_fail_action )

For more information about the policies for session recording, search for Policies
for privileged identity management in the IBM Security Access Manager for
Enterprise Single Sign-On product documentation.

AccessProfiles
Add the bundled Privileged Session Recorder widgets to custom AccessProfiles to
enable session recording.

For example, to add recording behaviour for a client application that is not
supported by the bundled AccessProfiles, be sure to add the Privileged Session
Recorder widget to the AccessProfile that you create.
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The controls for initializing, starting, stopping, pausing, or resuming a recording
depend on how the AccessProfile uses the Privileged Session Recorder widgets.

For more information about customizing AccessProfiles, see Chapter 3, “Modifying
AccessProfiles,” on page 19.

Adding security auditors
You can use the configuration utility to add members of security auditors to the
ISPIMRecorderAuditors group to access the Privileged Session Recorder console.

Before you begin

Install and configure the Privileged Session Recorder Server. For more information,
see the IBM Security Privileged Identity Manager Deployment Overview Guide.

About this task

Members of the ISPIMRecorderAuditors group have privileges to view session
recordings on the Privileged Session Recorder console.

The configuration tool already creates one auditor. To add more auditors, follow
this procedure.

Procedure
1. Start the configuration tool. You can start the configuration tool from the

following location <recorder_install_home>/configtool/IBMCM.exe.

2. When the configuration tool is displayed, click Configure Privileged Session
Recorder Server.

3. Click Guided Configuration.

4. Skip the steps in the configuration tool until the Configure Security Settings
page is displayed.

5. In the Configure Security Settings page, specify the user information you want
to add to the ISPIMRecorderAuditors group. Privileged Session Recorder. The
user credentials you specify are used to log on to the Privileged Session
Recorder console.

You can choose to create a user or specify an existing account. If you choose to
use an existing account, the account must exist on WebSphere Application
Server.

6. Click Finish.

Accessing recordings
You can access session recordings to play back, investigate, or audit the recorded
usage of privileged identities.

Logging on to the IBM Privileged Session Recorder console
To log on to the Privileged Session Recorder console, the user must be a member
of ISPIMRecorderAuditors group.

Before you begin

Grant security auditors access to the IBM Privileged Session Recorder console. For
more information, see “Adding security auditors.”
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Procedure
1. Open the IBM Privileged Session Recorder console athttps://

<recorder_hostname>/recorder/ui. For example: https://recorderserver/
recorder/ui

2. Enter your credentials. The credentials must be a member of the WebSphere
Application Server ISPIMRecorderAuditors group.

The Privileged Session Recorder console is displayed.

Searching for recordings
Use the available search and filter controls to quickly access the session recording
that you want to play back.

About this task

You can:

v Search recordings by their metadata, such as the user ID, application, or custom
metadata.

v Search for commands entered in text-based recordings.

v Save frequent searches for faster access the next time you log on.

Table 5. What you can search for in recordings

What you can search for Text-based recordings Screen-based recordings

General Search capabilities

Commands that were entered on the
managed UNIX endpoint session.

Not applicable

Application name, IP address, and other session metadata.

Advanced Search attributes

User ID The IBM Security Access Manager for Enterprise Single Sign-On user who
signed on to a system.

Local user ID The Windows user who logged on a client computer.

Application User ID The privileged account.

Local host Host name of the client computer.

Service Host The system that is accessed by using the privileged account.

Application name The program on the user computer where the privileged account is used.

Process name The executable file name of the application.

Start Time The date and time when the recording started on the client workstation.
The time is displayed in the browser's time zone.

End Time The date and time when the recording ended on the client workstation.
The time is displayed in the browser's time zone.

Live recordings only Recordings that have not ended.

Terminal Command The commands that were captured in
the UNIX endpoint session. This
attribute does not apply to session
recordings with mainframe
applications.

Not applicable

Global search
Use the Global search feature to find specific recordings.

For example, you can use the search function to accomplish the following tasks:

v Find recordings where a specific command was typed.

v Find recordings that include a specific application or process.
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v Find recordings for a specific User ID, Application User ID, or Local User ID.

v Find recordings by using wildcards or special characters. For more information,
see “Advanced search techniques.”

Note: Global search does not support the ability to search by date or time. To limit
the search results to a specific date range, useAdvanced Search.

Search is not case sensitive.

Advanced search techniques
Use the Advanced Search to retrieve recordings over a specific date range or to
narrow results to specific session recording attributes. You can also use wildcards,
backslash, and quotes.

Search with special characters

You can perform advanced searches by using asterisk (*), backslash (\), or quotes
to search for a recording in either Global Search or Advanced Search.

v Asterisk (*) represents a wildcard search.

For example:

– par* returns partly

– *.txt returns text.txt and sample.txt

– my*.txt returns myfile.txt

v Spaces enclosed in quote (') and double quotes (") characters are treated as a
literal character. For example, for a recording with the command:

cat 'my file.txt'

– "my file.txt" is a match.

– 'my file.txt' is a match.

– my file.txt is not a match.

v Backslash (\) is an escape character. Any character that follows the backslash is
treated as a literal character.

For example:

– my\ text.txt matches the term cat 'my file.txt'.

– \"* matches terms that start with a quote "term_with_quote.

Text-based recordings

Commands that you enter during UNIX endpoint sessions are added to the
text-based recording as searchable metadata. Commands that you enter during
mainframe sessions are not recorded.

To narrow the results of an advanced search with terminal commands as an
attribute, use the Terminal Command field.

For example, if you enter the search term sudo useradd, the following recordings
match:
sudo useradd jsmith
sudo useradd mstevens -m -d /home/mstevens

The following text does not match:
sudo ls
sudo shutdown
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Search criteria

Use the criteria in the Advanced Search group to refine the results of your search.
For example, you can search by process name, date range, or by combining
different keywords.

For the list of recording metadata, see Table 5 on page 10.

Saving frequently used search queries
If you repeat searches with specific criteria frequently, you can save your search
queries for faster result retrieval.

About this task

Search queries that you save are shared with all the IBM Privileged Session
Recorder console users.

Procedure
1. In the IBM Privileged Session Recorder console, use theAdvanced search fields

to refine and combine different search criteria.

2. Click Saved searches.

3. Specify a name for the saved search. For example:Linux endpoints in the
last 30 days

Recording Permalink
Each recording is identified by a recording ID.

If you know the recording ID of the recording that you need to play back, you can
access it directly using a permalink in the following format:

https://<recorder_hostname>/recorder/ui/SessionRecordingContainer.html?
recordingID=<recording_id>

For example:

https://recorderserver /recorder/ui/SessionRecordingContainer.html?
recordingID=bba18928854e403ca5d619fdf709cda6

Customizing the columns displayed
You can show or hide different columns in the Privileged Session Recorder console
view. You can also rearrange the columns that are displayed.

Procedure
1. Log on to the IBM Privileged Session Recorder console.

2. Click Customize View.

3. In the session recording view, complete any of the following tasks:

v Click the Plus or Minus symbols to add or remove a column from the view.

v Click the Up or Down arrows to change the order of columns displayed.

Note: You can also drag and drop the columns to change the order.

4. Save the view.
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Playing back recordings
Play back recordings from the IBM Privileged Session Recorder console to review
the activities that occurred during a session.

Before you begin

To play a recording that is archived, you might need to contact your database
administrator. To restore the archived recording, make a note of the part name
from the notification message. If you have permissions to restore an archived
recording, see “Restoring an archived recording” on page 31.

About this task

The following playback controls are available when you view recordings.

Table 6. Advanced playback and view controls

Item Name Description

1 Sidebar
Information

Displays details about the recorded session, such as the IP
address, date, and application.

Commands
Displays, in chronological order, the commands that were
typed during the recording session. This control applies to
text-based recordings only.

2 Sidebar
switch

Toggle the display of the information sidebar on or off.

i 2X

1

2

3 7

8

Date and time
of recording

Frame 1 of 100

4 6
5

Figure 2. Playback and view controls
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Table 6. Advanced playback and view controls (continued)

Item Name Description

3 Speed
multiplier

Control the playback rate with the playback speed multiplier control.
Each frame in a recording is played for the same amount of time,
regardless of the delay between user actions.

4 Previous Show the previous frame.

5 Play Play the recorded session

6 Next Show the next frame.

7 Full screen View the recording in full screen.

8 Close Close the player view.

Procedure
1. Log on to the Privileged Session Recorder console.

2. Search or filter the recordings that are based on the required fields.

3. Select the recording. Do one of the following steps:

v Click View recording.

v Double-click the recording.

4. Click Play.

Search index
IBM Privileged Session Recorder stores the recording index in the application
server.

Note: The search index format of Privileged Session Recorder Version 1.0.1.1 is
upgraded. It is not compatible with index backups that are taken from Privileged
Session RecorderVersion 1.0.1.

Backing up the search index
Set the time that the scheduled backup of the full-text index occurs for IBM
Privileged Session Recorder.

Procedure
1. Open the <was_home>\profiles\<profile_name>\config\psr\psr.properties

file in a text editor.

2. Specify an index backup storage location for the
recorder.indexer.backup.storage.dir property.

For example:
recorder.indexer.backup.storage.dir=c:\\psrindex\\backup

Important: Plan to archive or delete older backups in the target location
periodically to avoid storage problems as the number of backups increase.

3. Configure the online index backup schedule. For more information, see the
“Index backup properties” on page 15.

4. Save the file.

5. For clustered deployments, synchronize and restart the cluster.

6. For stand-alone deployments, restart the server.
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Restoring the search index
You can use the backups that are created by the online index backup schedule to
restore the indexes. Restoring the indexes from a backup is useful if the indexes
are stale and if rebuilding the index from scratch is not feasible.

Before you begin

Create an index backup schedule.

Procedure
1. Stop the Privileged Session Recorder Server.

For clustered deployments
Stop the cluster.

For stand-alone deployments
Stop the application server.

2. Move all the contents of the existing index in <was_home>/profiles/
<profile_name>/ispimrindex/<servername>/recordings to another location.

3. Restore the contents in <was_home>/profiles/<profile_name>/ispimrindex/
<servername>/recordings from the most recent backup.

4. Start the Privileged Session Recorder Server.

For clustered deployments
Start the cluster.

For stand-alone deployments
Start the application server.

Index backup properties
You can configure the backup schedule and backup storage location of the
Privileged Session Recorder Server search index. Plan to archive or delete older
backups to avoid storage problems as the number of backups increase.

Locate the psr.properties in the following places:

For clustered deployments
Browse to the following directory: <was_home>\profiles\<dmgr_profile>\
config\psr.

For stand-alone deployments
Browse to the following directory: <was_home>\profiles\<appsrv>\config\
psr.

Table 7. Details of the properties for online index backup configuration in the psr.properties file.
Property Name Description Example or Default Values

recorder.indexer.backup.enabled Specifies whether to enable full-text search index
backup.

Valid values, not case-sensitive:

v true

v false

Default:

recorder.indexer.backup.enabled=false
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Table 7. Details of the properties for online index backup configuration in the psr.properties file. (continued)
Property Name Description Example or Default Values

recorder.indexer.backup.storage.dir Specifies the location on the server to store the
index backups.

For backups to start on the computer, the
following conditions must exist:

v The backup storage directory that you specify
must exist.

v The value for this property is not empty.

Specify a property value for this key if you want
to back up the index.

If you do not want to back up the index, leave
this property value blank and ensure that the
storage location does not exist.

For clustered deployments, you can choose to
create backups only on specific nodes, by
completing the following tasks:

v On the nodes you want backups to start, create
the backup storage directory.

v On the nodes you do not want backups,
ensure that the backup storage directory does
not exist on the node.

Example 1, with backward slash (\) in the property
value:

recorder.indexer.backup.storage.dir=C:\\backups\\
psr_index_backup

Example 2, with forward slash (/) in the property
value:

recorder.indexer.backup.storage.dir=C:/backups/
psr_index_backup

recorder.indexer.backup.frequency Specifies how frequent the search index backups
occur.

Valid values:

v daily

v weekly

v monthly

recorder.indexer.backup.frequency=daily

recorder.indexer.backup.hourofday

recorder.indexer.backup.minute

recorder.indexer.backup.second

Specifies the time of day for the backup.

recorder.indexer.backup.hourofday is specified
in 24 hour format. Valid values are 0-23.

Valid values for recorder.indexer.backup.minute
are 0-59.

Valid values for recorder.indexer.backup.second
are 0-59.

Not all the property keys and values must be
defined. If the property value is undefined, the
default value is 0.

recorder.indexer.backup.hourofday=2

recorder.indexer.backup.dayofweek Specifies the day of the week.

Only required if backup is weekly
(recorder.indexer.backup.frequency=weekly).

Valid values ar e 1 - 7.

where:

v 1 is Sunday

v 2 is Monday

v 3 is Tuesday

v 4 is Wednesday

v 5 is Thursday

v 6 is Friday

v 7 is Saturday

recorder.indexer.backup.dayofweek=7

recorder.indexer.backup.dayofmonth Specifies the day of the month.

Only required if backup is monthly
(recorder.indexer.backup.frequency=monthly).

Valid values ar e 1 - 28.

recorder.indexer.backup.dayofmonth=15
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Example configuration
recorder.indexer.backup.enabled=true
recorder.indexer.backup.storage.dir=C:\\backups\\psr_index_backup
recorder.indexer.backup.frequency=daily
recorder.indexer.backup.hourofday=1
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Chapter 3. Modifying AccessProfiles

Modify the bundled AccessProfiles, learn how to use the widgets, or create your
own AccessProfiles, to adapt to changes in applications and endpoint logon
requirements.

Table 8. Capabilities of the different AccessProfiles

Bundled AccessProfiles

IBM Security Access
Manager for Enterprise
Single Sign-On

IBM Security Privileged
Identity Manager

Standard single sign-on Yes Yes

Privileged identity
management

- Yes

Privileged identity
management with session
recording

- Yes

To customize advanced AccessProfiles that are not covered, see theIBM Security
Access Manager for Enterprise Single Sign-On AccessStudio Guide. Alternatively, search
the IBM website for “Advanced AccessProfile Redbooks ®” for guidance.

Custom mainframe applications

Some custom mainframe applications have more logon requirements.

For example:

v Specifying more logon credential fields for credential injection.

v Simulating different keyboard keys to shift the terminal entry focus.

Use the privileged identity management AccessProfiles for IBM Personal
Communications as a template.

To use session recording for customized AccessProfiles, see the bundled privileged
identity management AccessProfiles that use the Recorder widgets.

For more information, see:

v “Modifying the bundled AccessProfile for the IBM Personal Communications
application”

v “Modifying the bundled AccessProfile for the PuTTY application” on page 21

v “Privileged Session Recorder widgets” on page 23

Modifying the bundled AccessProfile for the IBM Personal
Communications application

Modify the bundled IBM Personal Communications AccessProfile to customize its
behavior.
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Before you begin
v Install AccessStudio.

v Install the IBM Personal Communications client.

v Open the Personal Communications application.

v Upload the AccessProfiles to the IMS Server. See “Uploading AccessProfiles to
the IMS Server” in the IBM Security Privileged Identity Manager Deployment
Overview Guide.

Tip: Before you apply any modifications, you can take a local backup of the
AccessProfile. To back up the AccessProfile to file, you can save the AccessProfile
to a location on your computer.

Procedure
1. Start AccessStudio.

2. Import the Privileged Identity Management AccessProfile package into the
AccessStudio workspace by clicking File > Import data from IMS.

3. In the AccessProfile pane, open profile_PCOMM_main.

4. Select theStates tab.

5. In the AccessProfile state diagram canvas, select theRun a VBScript or
JScript action under the second state.

6. In the Properties pane, select theForm Editor tab.

7. Click Open Script Editor.

8. Edit the script.

a. Select a unique text from the mainframe application screen.

b. Remove the variable portion of the text.

c. Retain the non-variable portion of the text in the form of a regular
expression. For example:

v Unique text: WELCOME UserA

v Variable: UserA

v Non-variable: WELCOME

v Regular expression of the non-variable text: WELCOME.*

This regular expression matches any instances of text that might be
displayed as:

WELCOME
-WELCOME-
EXAMPLE APPLICATION WELCOME

This regular expression does not match the following instances:
welcome
Welcome
Example Welcome
W.E.L.C.O.M.E

d. Modify the second argument for each pc.SetPropValue entry. You can add
the regular expression or replace the existing regular expression.
pc.SetPropValue "text_to_identify_the_welcome_screen",

"^.*WELCOME.*$|.*User\sID\s:.*"

pc.SetPropValue "text_to_identify_and_initiate_PIM_workflow",
".*WELCOME\sTO\sCICS.*|.*User\sID\s:.*"

pc.SetPropValue "text_is_found_for_injecting_username",
".*[Ll]ogin.*:.*|.*LOGIN.*:.*|.*WELCOME\sTO\sCICS.*|.*Userid.*|
.*User\sID.*"

pc.SetpropValue "text_is_found_for_injecting_password",
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".*(?i)(please type your password|missing password).*"

pc.SetpropValue "text_is_found_for_not_injecting_password",
".*(?i)(your userid is invalid).*"

pc.SetPropValue "text_is_first_displayed_for_access_denied_or_failure",
".*[Dd]enied.*|.*DENIED.*|.*[Ii]nvalid.*|.*not\sdefined\.*"

pc.SetPropValue "text_is_found_for_successful_logon",
".*[Ll]ast login.*:.*|.*LAST LOGIN.*:.*|.*Microsoft\sWindows.*|
.*Sign-on\sis\scomplete.*|.*Enterprise\sSummary.*"

pc.SetPropValue "Wnd_sig_Username",
"/child::wnd[@class_name=""PCSWS:Main:00400000""]"

pc.SetPropValue "wnd_for_text_identication_on_mainframe_screen",
"/child::wnd[@class_name=""PCSWS:Main:00400000""]/
child::wnd[@class_name=""PCSWS:Pres:00400000"" and @ctrl_id=2]"

pc.SetPropValue "Parent_Wnd_Signature",
"/child::wnd[@class_name=""PCSWS:Main:00400000""]/
child::wnd[@class_name=""PCSWS:Pres:00400000"" and @ctrl_id=2]"

’Displays a consent dialog box with a custom message before starting
session recording.
pc.SetPropValue "recording_consent_dialog_custom_message", ""

’Specifies the parent window signature for the consent dialog message
pc.SetPropValue "recording_consent_dialog_parent_xpath",

"/child::wnd[@class_name=""PCSWS:Main:00400000""]/
child::wnd[@class_name=""PCSWS:Pres:00400000"" and @ctrl_id=2]"

’Specifies the additional custom metadata that will be passed to the
Privileged Session Recorder Server during session recording

’For example, pc.SetPropValue "param_custom_metadata", "Department_Name"
pc.SetPropValue "param_custom_metadata", ""

’Specifies the value for the above specified
custom metadata that will be passed to the Privileged Session Recorder
Server during session recording
’For example, pc.SetPropValue "param_value", "IT"
pc.SetPropValue "param_value", ""

’Specifies whether to enable either text based or screen based recordings
for terminal or Windows applications respectively

’For example, for Terminal applications such as PuTTY and PCOMM, to have
text based capture, set the value to 0. For screen based capture with
Windows based applications such as RDP and vSphere set the value to 1.

pc.SetPropValue "RecordingMode", "0"

’Specifies the algorithm to be used for command recognition
in text-based recordings. This value is ignored in screen-based recordings.
’Set this value to 1 for text recording of UNIX sessions. Otherwise, set it
to 0.
pc.SetPropValue "psr_command_recognition_algo", "1"

9. Test the AccessProfile.

a. Start Test Mode.

b. Start IBM Personal Communications.

10. After the test is completed, save the AccessProfile. The AccessProfile on the
IMS Server is updated.

Note: If you are working from a local copy of the AccessProfile, remember to
publish the completed AccessProfile to the IMS Server.

Modifying the bundled AccessProfile for the PuTTY application
You can modify the bundled PuTTY application AccessProfile to customize its
behavior.
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Before you begin
v Install AccessStudio.

v Install the PuTTY client.

v Open the PuTTY application.

v Upload the AccessProfiles to the IMS Server. See “Uploading AccessProfiles to
the IMS Server” in the IBM Security Privileged Identity Manager Deployment
Overview Guide.

Tip: Before you apply any modifications, you can take a local backup of the
AccessProfile. To back up the AccessProfile to file, you can save the AccessProfile
to a location on your computer.

Procedure
1. Start AccessStudio.

2. Import the Privileged Identity Management AccessProfile package into the
AccessStudio workspace by clicking File > Import data from IMS.

3. In the AccessProfile pane, open profile_putty_main.

4. Select theStates tab.

5. In the AccessProfile state diagram canvas, select theRun a VBScript or
JScript action under the second state.

6. In the Properties pane, select theForm Editor tab.

7. Click Open Script Editor.

8. Edit the script.

a. Select a unique text from the mainframe application screen.

b. Remove the variable portion of the text.

c. Retain the non-variable portion of the text in the form of a regular
expression. For example:

v Unique text: WELCOME UserA

v Variable: UserA

v Non-variable: WELCOME

v Regular expression of the non-variable text: WELCOME.*

This regular expression matches any instances of text that might be
displayed as:

WELCOME
-WELCOME-
EXAMPLE APPLICATION WELCOME

This regular expression does not match the following instances:
welcome
Welcome
Example Welcome
W.E.L.C.O.M.E

d. Modify the second argument for each pc.SetPropValue entry. You can add
the regular expression or replace the existing regular expression.
pc.SetpropValue "text_is_found_for_injecting_password",

".*[Pp]assword.*|.*PASSWORD.*"

pc.SetpropValue "text_is_found_for_not_injecting_password",
".*[Dd]enied.*|.*DENIED.*"

pc.SetPropValue "text_is_first_displayed_for_access_denied_or_failure",
".*[Dd]enied.*|.*DENIED.*|.*[Ii]nvalid.*|.*not\sdefined\.*"

pc.SetPropValue "text_is_found_for_successful_logon",
".*[Ll]ast login.*:.*|.*LAST LOGIN.*:.*|.*$.*|.*>.*|.*#.*|
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.*Microsoft\sWindows.*|.*Sign-on\sis\scomplete.*|

.*Enterprise\sSummary.*"

pc.SetPropValue "Parent_Wnd_Signature",
"/child::wnd[@title~"".*- PuTTY"" and @class_name=""PuTTY""]"

pc.SetPropValue "wnd_for_text_identication_on_mainframe_screen",
"/child::wnd[@title~"".*- PuTTY"" and @class_name=""PuTTY""]"

’Displays a consent dialog box with a custom message before starting
session recording.

’Specifies the text that would appear on the consent
message (custom consent message) for session recording
pc.SetPropValue "recording_consent_dialog_custom_message", ""

’Specifies the parent window signature for the consent dialog message
pc.SetPropValue "recording_consent_dialog_parent_xpath",

"/child::wnd[@title~"".*- PuTTY"" and @class_name=""PuTTY""]"

’Specifies the additional custom metadata that will be passed to the
Privileged Session Recorder Server during session recording

’For example, pc.SetPropValue "param_custom_metadata", "Department_Name"
pc.SetPropValue "param_custom_metadata", ""

’Specifies the value for the above specified custom metadata
that will be passed to the Privileged Session Recorder Server during
session recording

’For example, pc.SetPropValue "param_value", "IT"
pc.SetPropValue "param_value", ""

’Specifies whether to enable either text based recordings for terminals
or screen based recordings for Windows based applications.
’For example, for Terminal applications such as PuTTY and PCOMM, to enable
text-based recordings, set the value to 0. For Windows based applications
such as RDP and vSphere, to have screen based capture, set the value to 1.
pc.SetPropValue "RecordingMode", "0"

’Specifies the algorithm to be used for command recognition
in text-based recordings. This value is ignored in screen-based recordings.
’Set this value to 1 for text recording of UNIX sessions. Otherwise, set it
to 0.
pc.SetPropValue "psr_command_recognition_algo", "1"

9. Test the AccessProfile.

a. Start Test Mode.

b. Start PuTTY.

10. After the test is completed, save the AccessProfile. The AccessProfile on the
IMS Server is updated.

Note: If you are working from a local copy of the AccessProfile, remember to
publish the completed AccessProfile to the IMS Server.

Privileged Session Recorder widgets
Use the Privileged Session Recorder widgets in the bundled AccessProfiles to add
session recording support to your client application logon workflows.
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Each recorder widget has an entry state, a success exit state, and a failed exit state.
Some of the recorder widgets might have more than two pinnable states. For more
information about pinnable states and widgets, see the IBM Security Access Manager
for Enterprise Single Sign-On AccessProfile Widgets Guide.

IBM Security Privileged Identity Manager bundled AccessProfiles for RDP, PuTTY,
IBM Personal Communications and VMware vSphere are integrated with the
session recording widgets. The widgets start session recording when shared access
identities are checked out.

Session recording stops when the target application is closed.

When you develop or customize an AccessProfile, add the appropriate recorder
widget to the state.

The following Privileged Session Recorder widgets are included:

Start State
Recording

Started

Recorder Widget

To start recording When recording is started

Recording
Failed

If recording cannot start

Figure 3. How the Privileged Session Recorder widgets work

Start State

State 1 State 2 State 3

Init Rec Widget: Start
State

Init Rec Widget
(widget_psr_init)

Init Rec Widget: Success
Start Rec Widget: Start
State

Start Rec Widget: Recording_
Started

Start Rec Widget
(widget_psr_start)

Figure 4. Example of a basic recording AccessProfile without check-in and check-out.
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Widget_PSR_Init
Generates the recording ID which will be used when the recording starts.
Displays the message of consent dialog box.

Widget_PSR_Start
Starts a session recording. For example:

v Starts recording when a privileged identity is checked out.

v Starts recording when a secured application is started.

Widget_PSR_Pause
Pauses a session recording. For example, you can pause recording when
confidential information from a personal application is being displayed in the
application. Pausing a recording avoids including the confidential details in the
session recording.

Widget_PSR_Resume
Resumes a session recording that is paused. For example, you can resume
recording after the confidential information is no longer shown.

Widget_PSR_Stop
Stops a session recording. For example, you can stop recording when a
privileged identity is checked in.

Privileged Session Recorder with the bundled AccessProfiles work in the following
ways:

v Recording starts when the shared access user ID is checked out, and the user
agrees to give consent for recording.

If the IBM Privileged Session Recorder Server connection is interrupted, any
mouse or key input for the client application might be blocked depending on the
policies you configure in AccessAdmin.

For more information, see the IBM Security Access Manager for Enterprise
Single Sign-On product documentation and search for privileged identity
management policies.

v Recording automatically stops when the application is closed. For PuTTY, the
bundled AccessProfile is designed to stop the recording when the session is
inactive.

Note: If the Privileged Session Recorder service is stopped on the client
workstation, you can configure what action to take. For example, you can block
user input, or close the application. Search for “Policies for Privileged Identity
Management” in the IBM Security Access Manager for Enterprise Single Sign-On
product documentation.

Initializing a session recording
Initialize a session recording with the Widget_PSR_Init widget. The widget
generates a Recording ID for the recording.

Procedure
1. Add the Widget_PSR_Init to the AccessProfile.

2. Pin the Init_Recording state from the Widget_PSR_Init widget.

3. Specify the necessary parameters to pass to the widget.

Recorded Application Window's XPath
Specifies the window signature.
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User Consent Dialog Message
Specifies the user consent dialog box message.

Recorder Bag (Type: Account Data Bag)
Specifies the account data bag for internal use by the recording widgets.

Recording ID
The ID to be associated with the recording.

Starting a session recording
You can start or stop a recording session either by adding the Privileged Session
Recorder widgets in custom AccessProfiles or by using the AccessProfiles bundled
with IBM Security Privileged Identity Manager.

About this task

When a recording is started on the client workstation, a recorder tray notification is
displayed in the Windows notification area. A recording session stops when the
monitored client application is closed, or a Widget_PSR_Stopis encountered in the
process.

Table 9. Different application types use different parameter values for successful recordings
with the Widget_PSR_Startwidget.

Parameters VMware vSphere
Microsoft Remote
Desktop Services PuTTY (Terminal)

IBM Personal
Communications
(Terminal)

Listen to child
process?

1 0 0 0

Terminal Window
Signature

Not applicable. Not applicable. Passed by
reference.

Passed by
reference.

Recording Mode 1 1 0 0

Procedure
1. Add the Widget_PSR_Startto the AccessProfile.

2. Pin the Start_Recording state from the Widget_PSR_Start.

3. Specify the necessary parameters to pass to the widget.

PIM Bag (Account Data Bag)
Specifies the temporary data holder or cache that stores user credentials
that must be checked in or checked out after AccessAgent captures
credentials from the application.

Application Name (Type: Account Data Bag)
Specifies the application name that is recorded.

Recorder Bag (Type: Account Data Bag)
Specifies the account data bag for internal use by the recording widgets.

ISIM Authentication Service (Type: Account Data Bag)
Specifies the configured IBM Security Identity Manager authentication
service ID as an account data bag.

Custom Metadata Name (Type: Property Store Item)
Specifies a custom metadata attribute as a property store item.

Custom Metadata Value (Type: Property Store Item)
Specifies a custom metadata value as a property store item.
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Recording ID
The ID to be associated with the recording.

Listen to events from child process?
Set to 1 to include child processes in the parent process session recording
for certain screen-based recordings. For example, theListen to events
from child process? parameter is enabled in the VMware vSphere bundled
AccessProfile to address the scenario in which a virtual machine is opened
in a separate window. The parameter is set to 0 in the bundled
AccessProfile for terminal applications.

Terminal Window Signature [Property Store Item]
Specifies the unique identifier of the terminal application window element.
For example, for PuTTY, the terminal window signature is
/child::wnd[@title~"".*- PuTTY"" and @class_name=""PuTTY""]. The
property name is Parent_Wnd_Signature.

Recording Mode [Property Store Item]
Set to 1 to start screen capture based recordings for Windows-based
applications such as Microsoft Remote Desktop and VMware vSphere. Set
Recording Modeto 0 to enable text-based recording for terminal applications
such as PuTTY or IBM Personal Communications.

4. In the next state, pin the Recording_Started state from the Widget_PSR_Start.

Stopping a session recording
A recording stops when the monitored client application is closed. You can also
stop a session recording with the Widget_PSR_Stopwidget.

Procedure
1. Add the Widget_PSR_Stopto the AccessProfile.

2. Pin the Stop_Recording state from the Widget_PSR_Stopwidget.

3. Specify the necessary parameters to pass to the widget.

PIM Bag (Account Data Bag)
Specifies the temporary data holder or cache that stores user credentials
that must be checked in or checked out after AccessAgent captures
credentials from the application.

Capture Mode (Type: Account Data Bag)
Specifies whether screen capture already started for the account data bag.

Recorder Bag (Type: Account Data Bag)
Specifies the account data bag for internal use by the recording widgets.

Recording Mode [Property Store Item]
Pass the same value as inWidget_PSR_Start.

Pausing a session recording
You can pause a recording that is in progress by adding an instance of the
Widget_PSR_Pausewidget to your AccessProfile. For example, you can pause
recording when confidential information is being displayed in an application.
Pausing avoids including the confidential information in the session recording.

Procedure
1. In AccessStudio, open your AccessProfile.

2. Add an instance of the Widget_PSR_Pausewidget to the AccessProfile.
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3. With a state in the AccessProfile selected, pin the Pause_Recording pinnable
state.

4. With the pinned state selected, specify the necessary account data bag
parameters in the Form Editor.

An account data bag is a temporary data holder or cache that stores user
credentials.

PIM Bag (Account Data Bag)
Specifies the temporary data holder or cache that stores user credentials
that must be checked in or checked out after AccessAgent captures
credentials from the application.

Capture Mode (Type: Account Data Bag)
Specifies whether screen capture already started for the account data bag.

Recorder Bag (Type: Account Data Bag)
Specifies the account data bag for internal use by the recording widgets.

Recording Mode [Property Store Item]
Pass the same value as inWidget_PSR_Start.

5. In the next AccessProfile state, pin the Recording_Paused pinnable state.

Resuming a recording session
You can resume a recording session in an AccessProfile with the bundled
Widget_PSR_Resumewidget.

Procedure
1. In AccessStudio, open your AccessProfile.

2. Add an instance of the Widget_PSR_Resumewidget to the AccessProfile.

3. With a state in the AccessProfile selected, pin the Resume_Recording pinnable
state from the widget.

4. Specify the necessary parameters to pass to the widget.

Recording Mode [Property Store Item]
Pass the same value as inWidget_PSR_Start.

5. Add another state.

6. Pin the Recording_Resumed state to the new state you added.
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Chapter 4. Database archival

Archive recordings periodically by moving them to a file-based storage based on
online data retention policies. Regular archival ensures that recording storage space
is manageable.

Each time the archival process runs, files are written to a directory that you
specified. The database administrator can then choose to move the archived files to
a remote storage location.

As a security analyst, you can still play back recordings that are archived. To
restore archived recordings, the security analyst can provide the database
administrator with the necessary parameters for archive retrieval.

Archiving the database
Archive recordings to save storage space.

About this task

Replace the following variables with values that apply to your deployment:

<psr_db>
Your Privileged Session Recorder database.

<user name>
The database schema owner.

<part_name>
The partition that is selected for archiving for all the tables. For example:
PART1.

<part_alias>
An alternative name for the partition that is selected for archiving. For
example: ArchMarch2014.

Note: Each of the stored procedures include instructions that you can access from
the DB2 command processor. For example, type call
sp_detach_partitionset('HELP').

Procedure
1. Open the DB2 command processor.

2. Connect to the Privileged Session Recorder database.
DB2 CONNECT TO <psr_database> USER <db_owner> USING <password>

3. View the partition list and select the partition to archive.

a. Enter the following command to see a list of partitions that can be archived.
db2 call sp_list_archivable_partitionsets(’EXECUTE’)

For example:

PARTID PARTNAME STARTTIME ENDTIME
---------- ------------ -------------------------------- --------------------------------

1 PART1 ’2013-07-30-00.00.00.000000’ ’2013-09-30-00.00.00.000000’
2 PART2 ’2013-09-30-00.00.00.000000’ ’2013-11-30-00.00.00.000000’

b. Make note of the partition name that you plan to archive.
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4. Detach the partitions into temporary tables.

a. Enter the following command with the SIMULATEmode:
db2 call sp_detach_partitionset(’SIMULATE’,<partid>,’<part_name>’,
’<part_alias>’)

For example:
db2 call sp_detach_partitionset(’SIMULATE’,1,’PART1’,’ArchMarch2014’)

This command checks whether the partition can be detached successfully.

b. Enter the following command to run the procedure.
db2 call sp_detach_partitionset(’EXECUTE’,<partid>,’<part_name>’,
’<part_alias>’)

For example:
db2 call sp_detach_partitionset(’EXECUTE’,1,’PART1’,’ArchMarch2014’)

5. Prepare the archive directory.

a. Create an empty directory for the archive, <archive_dir>. The directory
must not contain spaces in the name. For example: C:\archive

b. In the archive directory, create a folder with the name frames. For example:
C:\archive\frames

c. In the archive directory, create a folder with the name images. For example:
C:\archive\images

d. Ensure that the database user has permissions to write to this directory.

Important: The archive directory that you export to must exist before you
enter the next set of commands in this task.

6. Export data from temporary tables to the archive directory.

a. Enter the following command with the SIMULATEparameter to verify the
validity of the parameters:
db2 call sp_archive_partitionset(’SIMULATE’,’<part_alias>’,
’<archive_folder_path>’)

For example:
db2 call sp_archive_partitionset(’SIMULATE’,’ArchMarch2014’,
’C:\archive’)

b. Enter the following command to export the partition.
db2 call sp_archive_partitionset(’EXECUTE’,’<part_alias>’,
’<archive_folder_path>’)

For example:
db2 call sp_archive_partitionset(’EXECUTE’,’ArchMarch2014’,
’C:\archive’)

7. Check the archive directory and the exported files.

8. To free up space on the database instance, run
sp_prune_detached_partitionset to delete the temporary tables.

CAUTION:
If you run this script before export is complete or if partition data is only
partially exported, you cannot recover the partition data.

a. Enter the following command with the SIMULATEparameter:
db2 call sp_prune_detached_partitionset(’SIMULATE’, ’<part_alias>’)

For example:
db2 call sp_prune_detached_partitionset(’SIMULATE’, ’ArchMarch2014’)

b. Enter the following command to prune the detached partition:
db2 call sp_prune_detached_partitionset(’EXECUTE’, ’<part_alias>’)

For example:
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db2 call sp_prune_detached_partitionset(’EXECUTE’, ’ArchMarch2014’)

Restoring an archived recording
If a recording is already archived and you want to play it back, you must obtain
the part name of the archived recording.

Before you begin

You must have database administrator privileges.

Procedure
1. Open the DB2 command processor.

2. Connect to the Privileged Session Recorder database.

DB2 CONNECT TO <psr_database> USER <db_owner> USING <password>

3. Load the archived partitions.

a. Enter the following command with the SIMULATEparameter to verify the
validity of the parameters:
db2 call sp_load_archived_partitionset(’SIMULATE’,’<part_alias>’,
’<archive_folder_path>’)

For example:
db2 call sp_load_archived_partitionset(’SIMULATE’,’ArchMarch2014’,
’C:\archive’)

b. Enter the command:
db2 call sp_load_archived_partitionset(’EXECUTE’,’<part_alias>’,
’<archive_folder_path>’)

For example:
db2 call sp_load_archived_partitionset(’EXECUTE’,’ArchMarch2014’,
’C:\archive’)

4. Mount the archived partition set.

a. Enter the following command with the SIMULATEparameter:
db2 call sp_mount_archived_partitionset(’SIMULATE’,’<part_alias>’,
’<part_name_mount>’)

For example:
db2 call sp_mount_archived_partitionset(’SIMULATE’,’ArchMarch2014’,
’PART1_MNT’)

b. Enter the command:
db2 call sp_mount_archived_partitionset(’EXECUTE’,’<part_alias>’,
’<part_name_mount>’)

For example:
db2 call sp_mount_archived_partitionset(’EXECUTE’,’ArchMarch2014’,
’PART1_MNT’)

5. Prune the detached partition set.

a. Enter the following command with the SIMULATEparameter:
db2 call sp_prune_detached_partitionset(’SIMULATE’,’<part_alias>’)

For example:
db2 call sp_prune_detached_partitionset(’SIMULATE’,’ArchMarch2014’)

b. Enter the command:
db2 call sp_prune_detached_partitionset(’EXECUTE’,’<part_alias>’)

For example:
db2 call sp_prune_detached_partitionset(’EXECUTE’,’ArchMarch2014’)
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Adding a partition set
You must add a partition set when the end date for range of partitions is near. You
configured the range of partitions with the configuration tool
<recorder_install_home>/configtool/IBMCM.exe in the Configure table
partitioning page during the configuration of the IBM Privileged Session Recorder
Server. For example, if you configured monthly partitions for a year, towards the
end of the year, you must complete this task.

Before you begin
v You must have database administrator privileges.

About this task

Important: You must add a partition set, so that your recordings are stored
successfully in the database.

Procedure
1. Open the DB2 command processor.

2. Connect to the Privileged Session Recorder database.
DB2 CONNECT TO <psr_database> USER <db_owner> USING <password>

3. To create a partition, choose one of the following ways:

call sp_create_psr_partitionset('EXECUTE', n)
Creates one instance of a new partition with a period of one month, where
n is the number of months.

call sp_create_psr_partitionset('EXECUTE', 1, '<part_name>')
Creates one instance of a new partition set with a period of one month
where <part_name> is a custom partition set name.
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Chapter 5. Syslog forwarding properties

You can configure the IBM Privileged Session Recorder Server to forward the
auditable IBM Privileged Session Recorder console events by auditors as Syslog
messages for monitoring on SIEM (Security Information and Event Management)
and log management solutions.

To configure Syslog forwarding, specify the following properties in the
psr.properties file.

Locate the psr.properties in the following places:

For clustered deployments
Browse to the following directory: <was_home>\profiles\<dmgr_profile>\
config\psr.

For stand-alone deployments
Browse to the following directory: <was_home>\profiles\<appsrv>\config\
psr.

Table 10. Details of the properties for Syslog forwarding configuration.
Property Name Description Default or Example Values

syslog.serverhost Specifies the Syslog host to
forward messages to.

Example value:

syslog.serverhost=syslogsrv.example.com

syslog.facility Optional.

Specifies the Syslog facility to log
at.

Default value:

syslog.facility=local5

Example configuration
syslog.serverhost=syslogsrv.example.com
syslog.facility=local2
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Chapter 6. Report administration

The IBM Security Privileged Identity Manager solution supports the IBM Cognos ®

reporting framework for report generation.

Available reports

The reporting package includes the following reports:

Shared Access Entitlements by Owner Report
This report shows the credentials and credential pools that are owned by
the selected owner.

Shared Access Entitlements by Role Report
This report shows the information about the credentials and credential
pools that are entitled by the selected role.

Shared Access Entitlement Definition Report
This report shows the configuration information of Privileged IDs and the
Shared Access Policies that are associated with these Privileged IDs.

Shared Access History Report
This report shows the history of actions that are performed on the shared
credentials.

Single Sign-On Privileged ID Audit Report
This report provides a log history of check-out and check-in actions that
are performed for each Privileged ID on the managed resource. This report
also includes a subreport that is called User Activity Audit Report. With
this subreport, you can play back the user session recording or view the
terminal commands that the user executed on the managed resource.

Privileged Session Recorder Report
This report shows the history of activities that occurred in the Privileged
Session Recorder console sorted by User Name. You can use this report to
track and monitor the actions of the selected user in the Privileged Session
Recorder console.

For more information about these reports, see “Report descriptions and
parameters” on page 56.

Note: For the shared access reports, you must map the attributes to the entities
before you can work with these reports. For more information about mapping the
attributes, see “Mapping the attributes and entities” on page 61.

For BIRT-based shared access reports, see Appendix A, “Tivoli Common
Reporting,” on page 81.

Report data overview

Report data is staged through a data synchronization process. The process gathers
data from the directory information store and prepares it for the reporting engine.
You can run data synchronization on demand or scheduled it on a regular basis.
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The generated reports are based on the most recent data synchronization, not on
current data. Activities that occur after the last completed data synchronization are
captured by the next data synchronization. Data in the reports is obtained from the
database and the directory server.

To generate a report, you must synchronize data at least one time. The report data
is based on the most recent data synchronization and is only as accurate as the
report data from that synchronization.

For more information, see "Data synchronization" from the IBM Security Identity
Manager Administration Guide, "Report administration" section.

IBM Cognos reporting framework
Use the IBM Cognos reporting framework to create and analyze Privileged Identity
Manager reports. With this framework, you can modify the schema and generate
reports in different formats.

Note: IBM Cognos reporting does not support Microsoft SQL Server database as
content store. Use DB2® database or Oracle database instead.

The IBM Cognos reporting framework includes the following items:

Reporting model
Represents the business view of the IBM Security Identity Manager and
IBM Security Access Manager for Enterprise Single Sign-On data. You can
use the models to customize and generate different types of Privileged
Identity Manager reports that suit your requirements.

Static reports
Ready-to-use reports that are bundled with the IBM Security Privileged
Identity Manager reporting package.

IBM Cognos Business Intelligence reporting components
This topic describes the IBM Cognos reporting components that you might use
while you work with the Privileged Identity Manager Cognos-based report models.

Query Studio
Query Studio is the reporting tool for creating simple queries and reports
in IBM Cognos Business Intelligence. To use Query Studio effectively, you
must be familiar with your organization's business and its data. You might
also want to be familiar with other components of IBM Cognos Business
Intelligence.

Report Studio
Report Studio is a Web-based report authoring tool that professional report
authors and developers use to build sophisticated, multiple-page,
multiple-query reports against multiple databases. With Report Studio, you
can create any reports that your organization requires, such as invoices,
statements, and weekly sales and inventory reports.

Your reports can contain any number of report objects, such as charts,
crosstabs, lists, and also non-BI components such as images, logos, and live
embedded applications that you can link to other information.

IBM Cognos Business Intelligence Connection
IBM Cognos Business Intelligence Connection is the portal to IBM Cognos
Business Intelligence software. IBM Cognos Business Intelligence

36 IBM Security Privileged Identity Manager: Administrator Guide



Connection provides a single access point to all corporate data available in
IBM Cognos Business Intelligence software.

You can use IBM Cognos Business Intelligence Connection to create and
run reports and cubes and distribute reports. You can also use it to create
and run agents and schedule entries.

Framework Manager
Framework Manager is a metadata modeling tool that drives query
generation for IBM Cognos Business Intelligence software. A model is a
collection of metadata that includes physical information and business
information for one or more data sources.

IBM Cognos Business Intelligence software enables Performance
Management on normalized and denormalized relational data sources and
various OLAP data sources. When you add security and multilingual
capabilities, one model can serve the reporting, ad hoc querying, and
analysis needs of many groups of users around the globe.

Before you do anything in IBM Cognos Business Intelligence Framework
Manager, you must thoroughly understand the reporting problem that you
want to solve.

Prerequisites for IBM Cognos report server
To work with the Privileged Identity Manager Cognos-based reports, set up the
IBM Cognos report server.

You must install the software in the following table.

Table 11. Software requirements for IBM Cognos report server

Software For more information, see

IBM Cognos Business Intelligence Server,
version 10.2.1 Fix Pack 1

1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Business Intelligence
Installation and Configuration Guide
10.2.1.1.

3. Search for the installation information
and follow the procedure.

Web server 1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. In the right pane of the home page,
under Supported hardware and
software section, click IBM Cognos
10.2.1 Business Intelligence software
environments.

3. Click 10.2.1 tab.

4. Click Software in the Requirements by
type column under the section IBM
Cognos Business Intelligence 10.2.1.

5. Search for Web Servers section.
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Table 11. Software requirements for IBM Cognos report server (continued)

Software For more information, see

Data sources 1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. In the right pane of the home page,
under Supported hardware and
software section, click IBM Cognos
10.2.1 Business Intelligence software
environments.

3. Click 10.2.1 tab.

4. Click Software in the Requirements by
type column under the section IBM
Cognos Business Intelligence 10.2.1.

5. Search for Data Sources section.

Note: Optionally, you can install IBM Framework Manager, version 10.2.1 Fix Pack
1 if you want to customize the reports or models.

Installation of IBM Cognos reporting components
Installation of IBM Cognos reporting components is optional. You need these
components only if you use the Privileged Identity Manager Cognos-based reports.

You must complete the installation and data synchronization process before you
can access and work with Privileged Identity Manager Cognos-based reports.

Note: IBM Cognos reporting does not support Microsoft SQL Server database as
content store. Use DB2 database or Oracle database instead.

The following table describes the installation and synchronization process.

Table 12. Installation and data synchronization process

Task For more information

Install Cognos Business
Intelligence 10.2.1 Fix Pack 1.

1. Access http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Install Cognos BI on one computer.

Install Framework Manager 10.2.1
Fix Pack 1.
Note: This task is optional. Install
this component only if you want
to customize the reports or
models.

1. Access http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Installing Framework Manager.

Complete the data
synchronization.

1. Access the IBM Security Identity Manager product
documentation.

2. Search for Data Synchronization.

Note: Run the data synchronization before you
generate the reports to obtain the latest report data.
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Cognos reporting

The Privileged Identity Manager Cognos-based reports are available at IBM
Passport Advantage®:

v ISPIMReportingModel_1.0.1.1.zip

v ISPIMReportingPackage_1.0.1.1.zip

Note: You must set the locale to English or to any supported language before you
run any of the reports. See “Setting language preferences” on page 50. Otherwise,
you might encounter a "Language not supported" issue.

Configuration of IBM Cognos reporting components
After you install the prerequisites for the IBM Cognos Business Intelligence server,
configure the Framework Manager, and create a content store database. Then,
configure the web gateway and web server.

During the database configuration process, ensure that you complete the points in
the following note.

Note:

v IBM Cognos reporting does not support Microsoft SQL Server database as
content store. Use DB2 database or Oracle database instead.

v Set the JAVA_HOME environment variable to point to the JVM used by the
application server.

v You must use the enterprise database as IBM Cognos content store.

v Delete the existing data source and create a new data source to enable an option
of generating DDL during creation of the content store database. For information
about data source creation, see “Creating a data source” on page 42.

The following table describes the configuration process.

Table 13. Configure IBM Cognos reporting components

Task For more information

Configure Framework Manager. 1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Configuring Framework
Manager on a 64-bit computer.

Create a content store in the database. 1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Start IBM Cognos
Configuration and complete the steps as
per your operating system.

3. Search for Create a content store
database.
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Table 13. Configure IBM Cognos reporting components (continued)

Task For more information

Configure the web gateway. 1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Configure the gateway.

Configure your web server. 1. Access the IBM Cognos Business
Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

2. Search for Configure your web server.

Setting report server execution mode
You must have a report server execution mode that is set to 32-bit mode for the
report packages that do not use dynamic query mode.

Procedure
1. Start IBM Cognos Business Intelligence Configuration.

2. In the Explorer panel, click Environment.

3. Click the Value box for Report server execution mode.

4. Select32-bit.

5. From the File menu, click Save.

What to do next

Restart the IBM Cognos Business Intelligence service. Complete the following
steps:

1. Access the IBM Cognos Business Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/v10r2m1/index.jsp.

2. Search for Restarting the IBM Cognos Business Intelligence service to apply
configuration settings.

Setting environment variables
You must set the database environment variables for a user before you start the
IBM Cognos processes.

Procedure
1. Access the IBM Cognos Business Intelligence documentation at

http://pic.dhe.ibm.com/infocenter/cbi/v10r2m1/index.jsp.

2. Search for Database environment variables.

What to do next

Start the Cognos service from IBM Cognos Configuration to host the IBM Cognos
portal. Complete the following steps:

1. Access the IBM Cognos Business Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/v10r2m1/index.jsp.

2. Search for Starting or stopping the Cognos service.
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Importing the report package
Import the report package to work with the bundled report models and the static
reports.

Before you begin
v Copy the reporting package files to the directory where your deployment

archives are saved. The default location is c10_location/deployment. For more
information about the reporting packages, see “Installation of IBM Cognos
reporting components” on page 38.

v To access theContent Administration area in IBM Cognos Administration, you
must have the required permissions for the administration tasks secured feature.

Procedure
1. Access the IBM Cognos Gateway URI. For example,https://hostname:port/

ibmcognos/cgi-bin/cognos.cgi. The localhost is the IP address or network host
name where IBM Cognos gateway is configured. The portnumber is the port on
which the IBM Cognos gateway is configured.

2. Go to Launch.

3. In the IBM Cognos Administration window, click the Configuration tab.

4. Click Content Administration.

5. Clear the history.

6. On the toolbar, click New Import icon. The New Import wizard opens.

7. In the Deployment Archive box, select the reporting package
ISPIMReportingPackage_1.0.1.1.

8. Click Next.

9. In the Specify a name and description window, you can add the description
and screen tip.

10. Click Next.

11. In the Select the public folders and directory content window, select the
model that is displayed.

12. In the Specify the general options page, select whether to include access
permissions and references to external namespaces, and an owner for the
entries after they are imported.

13. Click Next. The summary information opens.

14. Review the summary information. Click Next.

15. In the Select an action page, click Save and run once.

16. Click Finish.

17. Specify the time and date for the run.

18. Click Run.

19. Review the run time. Click OK.

20. When the import file operation is submitted, click Finish.

Results

You can now use the report package to create reports and to run the sample
reports. The sample reports are available in the reporting model on the Public
Folders tab in the IBM Cognos portal.
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Creating a data source
To work with the Privileged Identity Manager Cognos-based reports, you must
create a data source.

Before you begin
v If you are working with DB2 database client, copy the file db2cli.dll from the

DB2 client installation directory to the <IBM Cognos installation
directory>/bin folder.

v Catalog the database if the data source is remote. Use the following commands:

– db2 catalog tcpip node <alias-name> remote <remote-DB-server> server
<port-no>

– db2 catalog database <remote-dbe> as <alias-name> at node <alias-name>

About this task

You must use the following data source names:

v ISPIM - This data source name is used to establish connection to the IBM
Security Identity Manager database.

v ISAMESSO - This data source name is used to establish connection to the IBM
Security Access Manager for Enterprise Single Sign-On database.

v PSR - This data source name is used to establish connection to the Privileged
Session Recording database.

Procedure
1. Access the IBM Cognos Business Intelligence product documentation at

http://pic.dhe.ibm.com/infocenter/cbi/v10r2m1/index.jsp.

2. Search for Creating a data source and complete the steps.

What to do next

Note: Corrupted attribute names are displayed in the reports for Arabic, Chinese,
Hebrew, Japanese, Korean, and Russian languages. Double-byte character set (DBCS)
characters appear to be corrupted in the reports. Edit the data source so that the
data flow is in Unicode format. Complete the following steps:

1. On the Work with Reports page, click Launch > IBM Cognos Administration.

2. Click Configuration to open the data source connection.

3. Click <data_source>. For example: ISPIM.

4. Under the Actions column, click Set properties-<data_source>.

5. On the Set properties-<data_source> window, click Connection.

6. In the Connection String field, click the pencil symbol to edit the connection
string.

7. In the Collation Sequence field, type @UNICODE.

8. Click OK.

9. Run the report to verify that the text is no longer corrupted.

Enabling the drill-through for PDF format
You must enable the drill-through functionality to run the drill-through reports in
the PDF format.
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Before you begin

Disable any pop-up blocking software in the browser.

Procedure
1. Open IBM Cognos Configuration.

2. Specify the fully qualified domain name for all the URIs that are defined.

3. Save the configuration.

4. Restart the IBM Cognos service. Complete the following steps:

a. Access the IBM Cognos Business Intelligence documentation at
http://pic.dhe.ibm.com/infocenter/cbi/v10r2m1/index.jsp.

b. Search for Restarting the IBM Cognos service to apply configuration
settings.

5. In the Explorer window, click Environment.

6. In the Group Properties window, copy the value in the Gateway URI box.

7. Paste the copied Gateway URI value in the supported browser.

8. Run the report that you want.

Results

The drill-through report is run successfully in the PDF format.

Security layer configuration around the data model and reports
An access to the data model and reports can be restricted to a set of authorization
roles. The users can create the authorization roles and associate them with the
reporting entities. Only entitled users can access the data model or reports.

Authentication and authorization for IBM Cognos reports
IBM Cognos Business Intelligence administrators can set up the folders that store
the reports. They can then secure those folders so that only authorized users can
view, change, or perform other tasks by using the reports in the folder. To set up
access control on the reports, administrators can set up the user authentication and
define the access control for the set of users.

User authentication setup by using LDAP
You can configure IBM Cognos 10.2.1 Fix Pack 1 components to use an LDAP
namespace for authentication when the users are in an LDAP user directory.

Configuring an LDAP Namespace for IBM Directory Server
If you configure a new LDAP namespace for use with the IBM Directory Server,
you must modify the necessary settings and change the values for all properties of
the IBM Directory objects.

Procedure
1. Open IBM Cognos Configuration.

2. In the Explorer window, under Security, right-click Authentication.

3. Click New resource > Namespace.

4. In the Name box, type a name for your authentication namespace.

5. In the Type list, click LDAP-General default values.
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6. Click OK. The new authentication namespace resource appears in the Explorer
window, under the Authentication component.

7. In the Properties window, for the Namespace ID property, specify a unique
identifier for the namespace.

Tip: Do not use colons (:) in the Namespace ID property.
For Host and Port, specify <Hostname>:<port>. For example, localhost:389.

8. Specify the values for all other properties to ensure that IBM Cognos 10.2.1
Fix Pack 1 can locate and use your existing authentication namespace.

v For Base Distinguished Name, specify the entry for a user search.

v For User lookup, specify (uid=${userID}).

v For Bind user DN and password, specify cn=root. For example, cn=root as
a user name and secret as a password.

Note: Specify the values if you want an LDAP authentication provider to
bind to the directory server by using a specific bind user DN and password.
If no values are specified, an LDAP authentication namespace binds as
anonymous.

9. If you do not use external identity mapping, use bind credentials to search an
LDAP directory server. Complete the following items.

v Set Use external identity to False.

v Set Use bind credentials for search to True.

v Specify the user ID and password for Bind user DN and password.

10. To configure an LDAP advanced mapping properties, see the values that are
specified in the following table.

Table 14. LDAP advanced mapping values

Mappings LDAP property LDAP value

Folder Object class organizationalunit, organization, and container

Description description

Name ou, o, and cn

Group Object class groupofnames

Description description

Member member

Name cn

Account Object class inetorgperson
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Table 14. LDAP advanced mapping values (continued)

Mappings LDAP property LDAP value

Business phone telephonenumber

Content locale (leave blank)

Description description

Email mail

Fax/Phone facsimiletelephonenumber

Given name givenname

Home phone homephone

Mobile phone mobile

Name cn

Pager phone pager

Password userPassword

Postal address postaladdress

Product locale (leave blank)

Surname sn

Username uid

If the schema is modified, you must make extra mapping changes.

11. To prevent the anonymous access, complete the following steps:

a. Go to Security > Authentication > Cognos.

b. Set Allow anonymous access? to False.

12. From the File menu, click Save.

Results

A new LDAP namespace is configured with the appropriate values.

What to do next

Create the users in an LDAP. See “Creating users in an LDAP.”

Creating users in an LDAP
See the example in this procedure that uses an LDAP utility to create users in
LDAP.

Procedure
1. Open an LDAP utility. For example, if you are using the IBM Directory Server,

the LDAP utility is idsldapadd.

2. Import the sample file LdapEntries.ldif that lists all the users who are
authorized to access the reports. See the following example.

Results

After the successful import operation, you can see the users that are created in
ou=users,ou=SWG.

Example

A sample file: LdapEntries.ldif
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In this example, dc=com is the root entry. Specify the entry according to the schema
that you use.
dn: ou=SWG, dc=com
ou: SWG
objectClass: top
objectClass: organizationalUnit

dn: ou=users,ou=SWG, dc=com
ou: users
objectClass: top
objectClass: organizationalUnit

dn: uid=steves,ou=users,ou=SWG, dc=com
uid: steves
userPassword:: hello123
objectClass: inetOrgPerson
objectClass: top
objectClass: person
objectClass: organizationalPerson
sn: Wiley
cn: Steves

dn: uid=PortalAdmin,ou=users,ou=SWG, dc=com
userPassword:: hello123
uid: PortalAdmin
objectClass: inetOrgPerson
objectClass: top
objectClass: person
objectClass: organizationalPerson
sn: Poon
cn: Chuck

dn: uid=william,ou=users,ou=SWG, dc=com
userPassword:: hello123
uid: william
objectClass: inetOrgPerson
objectClass: top
objectClass: person
objectClass: organizationalPerson
sn: Hanes
cn: William

dn: uid=lucy,ou=users,ou=SWG, dc=com
userPassword:: hello123
uid: lucy
objectClass: inetOrgPerson
objectClass: top
objectClass: person
objectClass: organizationalPerson
sn: Haye
cn: Lucy

What to do next

Authenticate IBM Cognos Business Intelligence by using an LDAP user. Complete
these steps:

1. Access the IBM Cognos Business Intelligence Gateway URI. For example,
http://localhost:portnumber/ibmcognos/cgi-bin/cognos.cgi. The localhost is
the IP address or network host name where IBM Cognos Business Intelligence
gateway is configured. The portnumber is the port on which the IBM Cognos
Business Intelligence gateway is configured.

2. Select the configured Namespace, and click OK.

3. Enter your LDAP user ID and password.
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4. Click OK.

Access control definition for the reports and reporting
packages

You can define the access control for the LDAP users who are the members of a
role that is defined in the IBM Cognos Business Intelligence namespace. Access can
be granted to those users who are the members of a defined role.

A user who has the system administrator privileges can grant the access.

Initially, all users are the members of the system administrator. Therefore, you can
log in with your LDAP user authentication in IBM Cognos Business Intelligence
and access the administration section before you restrict the administration access.

Restricting administration access and adding an LDAP user to
system administrator role
You can restrict the IBM Cognos Business Intelligence administration access by
using the system administrators role in IBM Cognos Business Intelligence
namespace. You can also add an LDAP user to the system administrator role for
IBM Cognos Business Intelligence report administration.

Procedure
1. Log in to IBM Cognos Business Intelligence with an LDAP user whom you

want to assign the system administrator role.

2. Go to Launch, and click IBM Cognos Business Intelligence Administration.

3. Click the Security tab.

4. In the Users, Groups, and Roles section, click Cognos.

5. Navigate to System Administrator role.

6. Click the More link.

7. Under Available actions, click Set properties.

8. Click the Members tab.

9. Click the Add link.

10. Under Available entries section, click an LDAP namespace.

11. Select theShow users in the list check box.

12. Select the user whom you want to assign the system administrator role and
make it into selected entries list.

13. Click OK.

14. SelectEveryone from the members entry.

15. Click the Remove link to ensure that only the added users can have the
system administration access.

16. Click OK.

17. Click the Permissions tab.

18. Verify that the system administrators are listed and they are provided all the
permissions.

If no permissions are provided, then select the system administrators and
grant all the permissions. Select the Override the access permissions acquired
from the parent entry check box to grant the permissions.

19. Click OK.
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Results

An LDAP user is added with the system administrator role.

What to do next

Create a role and add LDAP users as the members to that role. See “Creating a
role and adding LDAP users as members.”

Creating a role and adding LDAP users as members
The topic describes the procedure to create a role in IBM Cognos and add the
members from an LDAP namespace to it.

Procedure
1. Log in to IBM Cognos with an LDAP user who has the system administrator

privileges. For example, PortalAdmin.

2. Go to Launch, and click IBM Cognos Administration.

3. Click the Security tab.

4. In the Users, Groups, and Roles section, click Cognos.

5. Click the New Role icon from the palette.

6. Specify the name for a role. For example, ISPIMAuditor.

7. Add the description and the screen tip.

8. Click Next.

9. Under Select the members, click Add.

10. Under Available Entries Directory, click an LDAP namespace.

11. Select theShow users in the list check box.

12. Select the users whom you want to add as the members to the role and make
it into selected entries list.

13. Click OK.

14. Click Finish.

Results

A new role is created and LDAP users are added as the members to the new role.

Defining an access to the report by using a role
You can define an access to the report by using a role. All the members of a role
can access the report or reports.

Procedure
1. Log in to IBM Cognos with an LDAP user who has the system administrator

privileges. For example, PortalAdmin.

2. Under Public Folders, click the reporting package
ISPIMReportingPackage_1.0.1.1.

3. Click the More link on the Actions toolbar that is associated with the report
for which you want to provide the access.

4. Under Available actions, click Set properties.

5. Click the Permissions tab.

6. Select theOverride the access permissions acquired from the parent entry
check box.

7. Click Add link at the bottom of the list of entries.
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8. Click Cognos.

9. Select the role that you want to add and make it to the selected entries.

10. Click OK.

11. Select the role and grant the permissions.

12. Optional: Remove other roles for which you do not want to provide the
access.

13. Click OK.

Results

An access is defined to the report by using a role and all the members of a role can
access the reports.

Defining an access to the reporting package by using a role
You can define an access to the report package by using a role. All the members of
a role can access the report package.

Procedure
1. Log in to IBM Cognos with an LDAP user who has the system administrator

privileges. For example, PortalAdmin.

2. Under Public Folders, click the More link on the Actions toolbar that is
associated with the report package ISPIMReportingPackage_1.0.1.1.

3. Under Available actions, click Set properties.

4. Click the Permissions tab.

5. Select theOverride the access permissions acquired from the parent entry
check box.

6. Click the Add link at the bottom of the list of entries.

7. Click Cognos.

8. Select the role that you want to add and make it to the selected entries.

9. Click OK.

10. Select the role and grant the permissions.

11. Optional: Remove other roles for which you do not want to provide the
access.

12. Click OK.

Results

An access is defined for the reporting package by using a role and the members of
a role can access the reporting package.

References for IBM Cognos report security configuration
Use the following references that provide information about the topics that are
related to the security configuration for the IBM Cognos reports.

Access the IBM Cognos Business Intelligence 10.2.1 documentation at
http://pic.dhe.ibm.com/infocenter/cbi/v10r2m1/index.jsp and search for the
following terms.

v Security model.

v Authentication providers.

v Add or remove members of a cognos group or role.
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v Create a cognos group or role.

v Authorization.

v Access permissions and credentials.

Globalization overview
You can use the globalization features of IBM Security Privileged Identity Manager
Cognos report models to produce the reports in your own language.

Language support overview

IBM Security Privileged Identity Manager Cognos reports support the following
languages.

v cs=Czech

v de=German

v en=English

v es=Spanish

v fr=French

v hu=Hungarian

v it=Italian

v ja=Japanese

v ko=Korean

v pl=Polish

v pt_BR=Brazilian Portuguese

v ru=Russian

v zh_CN=Simplified Chinese

v zh_TW=Traditional Chinese

Messages or terms related to the globalization

In the reports, some of the column values might display the term Language not
supported

When you select the language that is not supported by the reporting
model, the value in the column is displayed as Language not supported.

Setting language preferences
You can personalize the way data appears in IBM Cognos workspace by changing
your preferences. You can set the product language or content language to get the
preferred output format of the reports.

Before you begin

Install and configure the IBM Cognos Business Intelligence Server version 10.2.1
Fix Pack 1.

Procedure
1. In the IBM Cognos Connection window, click My Area Options menu button.

2. Click My Preferences.

3. In the Set Preferences window, under the Regional options section, select
Product language. Product language specifies the language that the IBM
Cognos user interface uses.
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4. In the Set Preferences window, under the Regional options section, select
Content language. Content language specifies the language that is used to view
and produce content in IBM Cognos such as data in the reports.

5. Click OK.

Results

You can view the reports or user interface in the language that you specified.

Enabling session recording replay from the report
To watch the recording of the user session on the managed resource, enable the
option to replay session recording from the User Activity Audit Report. Configure
the PrivilegedIDAuditQuery data items.

Before you begin

The Privileged Session Recording server must be installed.

About this task

When you specify the values for the data item expressions, ensure that you put the
values in single quotes.

Procedure
1. Open IBM Cognos Connection.

2. Open the Single Sign-On Privileged ID Audit Report with Report Studio. The
IBM Cognos Report Studio is displayed in a new window with the Single
Sign-On Privileged ID Audit Report in edit mode.

3. Open Query Explorer.

4. Double-click PrivilegedIDAuditQuery. The list of its corresponding data items
are displayed.

5. Double-click the Privileged Session Recording Machine data item. The Data
Item Expression window is displayed with the Single Sign-On Privileged ID
Audit Report in edit mode.

6. In Expression Definition, add the host name or the IP address of the machine
where the Privileged Session Recording server is installed. For example:
'abc.company.com' or '127.0.0.1'

7. Double-click the Privileged Session Recording Server Port data item. The Data
Item Expression window is displayed with the Single Sign-On Privileged ID
Audit Report in edit mode.

8. In Expression Definition, add the port number of the Privileged Session
Recording server where the session recordings are located. For example:'9080'

9. Save the changes to the Single Sign-On Privileged ID Audit Report.

References
Reference information is organized to help you locate particular facts quickly, such
as the mapping attributes, entities, or scenario to configure the report model.
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Report model configuration by using IBM Cognos
components

To customize reports, you might be required to configure the report model. The
following table provides a list of the basic tasks for configuring any IBM Cognos
report model. It also provides information about the user guide for some IBM
Cognos components.

Table 15. Basic tasks to configure report model

Tasks

Access the IBM Cognos Business Intelligence
documentation at http://pic.dhe.ibm.com/infocenter/cbi/
v10r2m1/index.jsp.

Framework Manager user guide. Search for Framework Manager User Guide 10.2.1.

Query Studio user guide. Search for Query Studio User Guide 10.2.1.

Report Studio user guide. Search for Report Studio User Guide 10.2.1.

Cognos Connection user guide. Search for Cognos Connection User Guide 10.2.1.

Import the metadata from the relational
database.

Search for Importing metadata from relational databases.

Create a relationship. Search for Creating relationships.

Modify a relationship. Search for Modifying a relationship.

Create a complex expression for a
relationship.

Search for Creating complex expressions for a
relationship.

Create a data source query subject. Search forData source query subjects.

Create a model query subject. Search forModel query subjects.

Update query subjects. Search for Updating query subjects.

Create or modify a package. Search for Creating or modifying packages.

Publish a package. Search forPublishing packages.

Migration of Tivoli Common Reporting reports to IBM Cognos
reports

If you want to convert the Business Intelligence and Reporting Tools (BIRT) reports
to IBM Cognos reports, see the IBM Tivoli ® Common Reporting version 2.1.1
product documentation.

Search for "Converting BIRT reports to Cognos reports" at http://pic.dhe.ibm.com/
infocenter/tivihelp/v3r1/topic/com.ibm.tivoli.tcr.doc_211/
ttcr_converting_birt_to_cognos.html.

Scenarios
See the possible scenarios that can be used to customize the IBM Security
Privileged Identity Manager Cognos report model.

Adding custom tables
This scenario describes the steps to add or import custom tables in the IBM
Security Privileged Identity Manager Cognos report model.

Before you begin
v Install and configure IBM Cognos Business Intelligence Server version 10.2.1 Fix

Pack 1.

v Install IBM Framework Manager 10.2.1 Fix Pack 1.

v Map the user and its required attributes through schema mapper in IBM
Security Identity Manager Console and run the data synchronization.
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About this task

You can define the custom types or objects in IBM Security Identity Manager. By
default, IBM Security Identity Manager provides the objects Person and Business
Partner Person for a User entity. You can further define your own object classes
that can be used as the custom person or custom Business Partner person types.
For example, JKPerson.

Consider that a custom user JKPerson defined in IBM Security Identity Manager.
With this customization in IBM Security Identity Manager, there are two profiles or
types of a user. The Person is a type that is provided by default and a new
customized person JKPerson.

Procedure
1. Extract the reporting package ISPIMReportingPackage_1.0.1.1.zip to the local

disk.

2. Create a project in IBM Cognos Business Intelligence Framework Manager and
open .cpf file for the model customization.

Note: Open an existing project if any customization is already done in IBM
Security Identity Manager metadata model.

3. Navigate to the Database Layer.

4. Select theDatabase Layer.

5. Right click, and then select Run Metadata Wizard.

6. SelectISPIM as a data source from the list that is defined in IBM Cognos
Business Intelligence, and then click Next.

7. Select the objects that you want to import, and then click Next. For example,
JKPerson, JKPerson_CN, or JKPerson_SN.

8. On Generate Relationships panel, clear the Use primary and foreign keys
check box.

9. Click Import.

Results

JKPerson, JKPerson_CN, or JKPerson_SN are added to the database layer in metadata
model. Similarly, you can import the other required tables that you want.

Creating a relationship with the existing tables
The scenario describes the steps to create a relationship with any existing custom
table.

Before you begin
v Install and configure IBM Cognos Business Intelligence Server version 10.2.1 Fix

Pack 1.

v Install IBM Framework Manager 10.2.1 Fix Pack 1.

v Map the user and its required attributes through schema mapper in IBM
Security Identity Manager Console and run the data synchronization.

About this task

IBM Security Privileged Identity Manager Cognos report model is divided into two
basic namespaces: audit and configuration. Audit namespace provides the tables or
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query subjects that helps to generate the audit reports. Configuration namespace
provides the configuration information that helps to generate configuration reports.

You can define the custom types or objects in IBM Security Identity Manager. By
default, IBM Security Identity Manager provides the objects Person and Business
Partner Person for a User entity. You can further define your own object classes
that can be used as the custom person or custom Business Partner person types.
For example, JKPerson.

The JKPerson is of a type User. Therefore, navigate to the User configuration
namespace to merge theJKPerson.

Procedure
1. Extract the reporting package ISPIMReportingPackage_1.0.1.1.zip to the local

disk.

2. Create a project in IBM Cognos Framework Manager and open .cpf file for
the model customization.

Note: Open an existing project if any customization is already done in IBM
Security Identity Manager metadata model.

3. Navigate to the Database Layer.

4. Hold the Ctrl key, and select the JKPerson and JKPerson_CN tables.

5. Right click, and then select Create > Relationship.

6. Set the Cardinality, and then click OK.

7. Create a relationship between the JKPerson and JKPerson_SN tables

8. A common entity such as User lists all types of the users. For example, Person,
Business Partner Person, or JKPerson.

To create a common entity, pick the common attributes in them. Assuming
that the cn, sn, businesunit dn, and dn are the attributes that are must, create
the JKPerson Must Attributes query subject that contains the attributes that
are must. Rename an individual item to some business names. For example,
CN to Full Name, SN to Last Name.

Introduce one more data item as Type. The Type attribute indicates the type of
a user such asJKPerson.

a. Navigate to the Database Layer.

b. Select theDatabase Layer.

c. Right click, and then select Create > Query subject.

d. Select the type as aModel query subject.

e. Provide the name to the query subject. For example, JKPerson Must
Attributes.

f. Click OK. The Query Subject Definition window is displayed.

g. Navigate to the Database Layer.

h. Add JKPerson DN, Business Unit Dn from the JKPerson query subject.

i. Add JKPerson_CN from the JKPerson_CN and JKPerson_SN from the
JKPerson_SN.

j. Add a Type data item to indicate the type of a user.

1) Click Add link.

2) Provide the Type as a name to the item.

3) In the expression definition, add the JKPerson.

4) Click OK.
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9. Edit the union definition for the User query subject and include newly added
JKPerson Must Attributes query subject.

10. SelectUser, right click, and test the results.

11. Optional: Create a shortcut of User and use it in the namespace. For example,
User Configuration.

a. Select aUser from the database layer.

b. Right click, and select Create > Shortcut.

c. Drag the shortcut to User Configuration namespace.

d. Rename the shortcut query to JKPerson or some business name and use it
as per the requirement.

Results

The relationship is created with the existing tables.

Adding custom attributes to an existing query subject
The static report does not show an email address. You can configure the report
model to add custom attributes such as, an email address. The scenario describes
how to configure model so that you can view or drag the email addresses of the
users in the reports.

Before you begin
v Install and configure IBM Cognos Business Intelligence server.

v Install IBM Framework Manager.

Procedure
1. Add the E-mail property to the <data_source> database schema. For example:

ISPIM.

a. In the IBM Security Identity Manager console, select Reports > Schema
Mapping.

b. From the Entities list, select Person entity.

c. From the unmapped attribute list, select E-mail address.

d. Click Add.

2. Run the data synchronization tool.

a. SelectReports > Data Synchronization.

b. Click Run Synchronization Now.

3. Add the information about email address in the reporting package
ISPIMReportingPackage_1.0.1.1.

a. Open the Framework Manager.

b. Select the report project ISPIMReportingPackage_1.0.1.1.

c. Right click and select Run Metadata Wizard.

d. From the Metadata Wizard window, select Data Source and click Next.

e. Select<data_source> and click Next. You must use the data source name
ISPIM.

f. Select theITIMUSER object and click Tables.

g. Select thePERSON_MAIL table and click Next.

h. Clear the Use primary and foreign keys check box.

i. Click Import.

j. Click Finish.
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4. Create a relationship between the PERSON and PERSON_MAIL table.

a. Hold the Ctrl key and select the PERSON and PERSON_MAIL tables.

b. Right click and select Create > Relationship.

c. Set the Cardinality of the following items:

v PERSON table to 1..1

v PERSON_MAIL table to 0..1

d. Click OK.

5. Publish the modified model.

a. In the Framework Manager console, expand Packages.

b. Right click the metadata model and click Publish Packages.

c. Click Next twice.

d. Click Publish.

e. If the package was published previously, a message prompts for the
confirmation. Click Yes.

f. Click Finish.

Results

You can view the email addresses in the reports.

Report descriptions and parameters
Each of the Privileged Identity Manager Cognos-based reports have parameters,
which you can use to filter the scope of the report.

To create and view these reports, see “Generating the report through IBM Cognos
Business Intelligence” on page 78.

Note:

v You must map the attributes to the entities before you work with the IBM
Cognos shared access reports. For more information about mapping the
attributes, see “Mapping the attributes and entities” on page 61.

v You must set the locale to English or to any supported language before you run
any of the reports. See “Setting language preferences” on page 50. Otherwise,
you might encounter a "Language not supported" issue.

v Use the percent symbol (%) as a default search character in all the reports.

v Any time stamp in the following reports is in Greenwich Mean Time (GMT)
format.

v Use the Report Studio to change the column title names in the layout to meet
the specific needs of your company.

Shared Access Entitlement by Owner Report
This report shows the credentials and credential pools that are owned by the
selected owner.

After you select the values for these parameters, the Prompt Page Summary is
generated. The Prompt Page Summary provides information about the selected
parameters and their values in a table.

The following table describes the parameters for filtering the report.
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Table 16. Filters for Shared Access Entitlement by Owner Report

Parameter Description

Entitlement Type Displays the type of an entitlement, such as credential or
credential pool.

Credential Service Business
Unit

Displays the business unit that is associated with the
credential service.

Credential Service Displays the service information that has the credential
entitlements that are associated with it.

Credential Owner Displays the shared access owner.

Credential Displays the shared access.

Credential Pool Service
Business Unit

Displays the business unit that is associated with the
shared access pool service.

Credential Pool Service Displays the service information that has the shared access
pool entitlements that are associated with it.

Credential Pool Owner Type Displays the shared access pool owner type.

Credential Pool Owner Displays the shared access pool owner.

Credential Pool Displays the shared access.

See “Generating the report through IBM Cognos Business Intelligence” on page 78.

Shared Access Entitlement by Role Report
This report shows the information about the credentials and credential pools that
are entitled by the selected role.

After you select the values for these parameters, the Prompt Page Summary is
generated. The Prompt Page Summary provides information in tabular format
about the selected parameters and their values.

The following table describes the parameters for filtering the report.

Table 17. Filters for Shared Access Entitlement by Role Report

Parameter Description

Role Business Unit Displays name of the business unit of the role.

Role Displays the list of roles.

Entitlement Type Displays the type of an entitlement, such as credential or
credential pool.

See “Generating the report through IBM Cognos Business Intelligence” on page 78.

Shared Access Entitlement Definition Report
This report shows the configuration information of Privileged IDs and the Shared
Access Policies that are associated with these Privileged IDs.

The following table describes the parameters for filtering the report.
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Table 18. Filters for the Shared Access Entitlement Definition Report

Parameter Description

Business Unit Displays the business unit that is associated with the shared
access credential service.

Service Displays the service of the Privileged ID.

Credential Owner Displays the name of the Privileged ID owner.

Credential Name Displays all the credentials that are associated to the Shared
Access Policies.

Credential Pool Name Displays all credential pools that are associated to the
Shared Access Policies.

See “Generating the report through IBM Cognos Business Intelligence” on page 78.

Shared Access History Report
This report shows the history of actions that are performed on the shared
credentials.

After you select the values for these parameters, the Prompt Page Summary is
generated. The Prompt Page Summary provides information about the selected
parameters and their values in a table.

The following table describes the parameters for filtering the report.

Table 19. Filters for Shared Access History Report

Parameter Description

Audit of Displays the entitlement types for which an audit is
performed. For example, credential, or credential pool.

Start Date Displays the start date of the shared access history.

End Date Displays the end date of the shared access history.

Service Business Unit Displays the business unit that is associated with the
service.

Service Displays the service information that has the shared access
that is associated with it.

Credential Owner Displays the shared access owner name.

Credential Displays the shared access.

Credential Pool Owner Type Displays the type of the shared access owner. The type of
owner can be either a person or a role.

Credential Pool Owner Displays the shared access owner name. The owner name
can be either a person name or a role name.

Credential Pool Displays the shared access pool.

See “Generating the report through IBM Cognos Business Intelligence” on page 78.

Single Sign-On Privileged ID Audit Report
This report provides a log history of check-out and check-in actions that are
performed for each Privileged ID on the managed resource. This report also
includes a subreport that is called User Activity Audit Report. With this subreport,
you can play back the user session recording or view the terminal commands that
the user executed on the managed resource.
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You can use the Single Sign-On Privileged ID Audit Report to audit all automated
check-out and check-in of shared access credentials from the IBM Security Identity
Manager server through IBM Security Access Manager for Enterprise Single
Sign-On.

The following table describes the parameters for filtering the report.

Table 20. Filters for the Single Sign-On Privileged ID Audit Report

Parameter Description

Audit Operation Date
Range: Start Date

Displays all events from the specified date.

Audit Operation Date
Range: End Date

Displays all events until the specified date.

User Name Displays the Privileged user whose operation needs to be
audited.

User Machine IP Address Displays the unique identifier of the machine that is used
by the IBM Security Access Manager for Enterprise Single
Sign-On user.

Privileged ID Displays the shared access credential.

Audit Event Displays the action that is performed on the shared access
credential. The supported audit events are Check-out and
Check-in.

Managed Resource Displays the unique identifier of the managed resource.

See “Generating the report through IBM Cognos Business Intelligence” on page 78.

User Activity Audit Report

To view the activity details of a user on a selected managed resource, click the
corresponding Click to view link in User Activity. The User Activity Audit Report
is displayed in a new window. This report contains a Recorded Sessions and a
Recorded Terminal Commands section.

To watch the recording of the user session on the managed resource, click the
Session Recording Link. To enable this feature, see “Enabling session recording
replay from the report” on page 51.

Privileged Session Recorder Report
This report shows the history of activities that occurred in the Privileged Session
Recorder console sorted by User Name. You can use this report to track and
monitor the actions of the selected user in the Privileged Session Recorder console.

You can determine from which computer the user accessed the console. You can
also determine the status of the actions.

The following table describes the parameters for filtering the report.

Table 21. Filters for the Privileged Session Recorder Report

Parameter Description

Audit Operation Date
Range: Start Date

Displays all events from the specified date.
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Table 21. Filters for the Privileged Session Recorder Report (continued)

Parameter Description

Audit Operation Date
Range: End Date

Displays all events until the specified date.

User Name Displays the Privileged user whose operation needs to be
audited.

Server Address Specifies the target server host name or IP address location
where the user is logged on.

Client Machine IP Address Specifies the client address location.

See “Generating the report through IBM Cognos Business Intelligence” on page 78.

Report models
Use the IBM Security Privileged Identity Manager Cognos report models to
generate different types of reports that suit your requirements.

IBM Cognos report models consists of the following objects.

Query Items
Query items are the smallest pieces of the model in a report. It represents a
single characteristic of something, such as the date that a product was
introduced.

Query subjects or dimensions contain query items. For example, a query
subject that references an entire table contains query items that represent
each column in the table.

Query items are the most important objects for creating reports. They use
query item properties of query items to build their reports.

Query Subjects
Query subjects consists of a set of query items that have an inherent
relationship. In most cases, query subjects behave like tables. Query
subjects produce the same set of rows regardless of which columns were
queried.

Namespaces
Uniquely identifies query items, dimensions, query subjects, and other
objects. You import different databases into separate namespaces to avoid
duplicate names.

Packages
Creates reports, analyses, and ad hoc queries. Packages are a subset of the
dimensions, query subjects, and other objects that are defined in the
project. A package is published to the IBM Cognos server.

Single Sign-On Module model
You can use the Single Sign-On Module model to customize the Single Sign-On
Privileged ID Audit Report.

The Single Sign-On Module model for IBM Security Privileged Identity Manager
consists of the following namespaces:
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Table 22. Single Sign-On Module model namespaces

Namespace
For information about query subjects and query items,
see

Single Sign-On Audit “ Single Sign-On Audit namespace for Single Sign-On
Module” on page 62.

PSR Audit “ PSR Audit namespace for Single Sign-On Module” on page
64

Shared Access Module model
You can use the Shared Access Module model to customize the shared access
reports.

The Shared Access Module model consists of two namespaces:

Table 23. Shared Access Module model namespaces

Namespace
For information about query subjects and query items,
see

Audit “ Audit namespace for shared access module” on page 65.

Configuration “ Configuration namespace for shared access module” on
page 70.

Query subjects and query items for the report models
Use the query subjects and query items information to customize the Privileged
Identity Manager Cognos-based reports.

Mapping the attributes and entities
You must map the attributes to the entities before you can work with the query
items for the IBM Cognos shared access report models.

After you map the schema by using the IBM Security Identity Manager
administration console, you must

v Run a successful data synchronization.

v Restart the IBM Cognos Business Intelligence Server version 10.2.1 Fix Pack 1 to
reflect the updated schema in the report.

The IBM Cognos report does not reflect the updated data immediately.

Table 24. Mapping the attributes and entities

Namespace Entity Attribute Name

Shared Access Audit Account Account Ownership Type

Shared Access Configuration Account Account Ownership Type

Group Group name

Business partner person
v Full Name

v Last Name

v Organizational Unit Name

v Organizational Roles

v Status
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Single Sign-On Audit namespace for Single Sign-On Module
The Single Sign-On Audit namespace provides information about the history of
actions for the Privileged ID.

Query subjects for Single Sign-On Audit namespace
The following table lists the query subjects in the Single Sign-On Audit namespace
for the Single Sign-On Module model.

Table 25. Query subjects in the Single Sign-On Audit namespace

Query subject Description

Checkout Checkin Audit Represents the audit of actions that are performed on the Privileged
ID. This query subject can generate an audit report for these actions:
Check-out, and Check-in.

User Activity Audit Represents the audit of actions that are performed by the user on the
managed resource. This query subject can generate an audit report for
the recorded sessions and terminal commands that the user executed.
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Query items for Single Sign-On Audit namespace
The following table lists the query items in the Single Sign-On Audit namespace.

Table 26. Query items in the Single Sign-On Audit namespace

Query subject Query items and their description

Checkout Checkin Audit
User Name

The unique identifier of the IBM Security Access Manager
for Enterprise Single Sign-On user.

Authentication Service
The users authentication service that is defined in IBM
Security Access Manager for Enterprise Single Sign-On.

Application User ID
User who has the privileges to check-out and check-in the
shared access credential.

Audit Event
The action that is performed on the shared access credential.
The supported audit events are Check-out and Check-in.

Event Code
The numeric code assigned for the audit event.

Result Indicates whether the Audit Event is successful or not.

User Machine IP Address
The user computer IP address.

User Machine Host Name
The user machine host name.

Server The server machine IP address or host name.

Timestamp
The time when the Audit Event happened.

Managed Resource
The IP address or host name of the Managed Resource.

Credential Pool
The name of the credential pool from which the Privileged
ID is retrieved.

Privileged ID
The shared access credential privileged identity.

Application
The name of the application that the user accessed with a
Privileged ID.

Session Recording ID
The unique identifier for the session recording link.
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Table 26. Query items in the Single Sign-On Audit namespace (continued)

Query subject Query items and their description

User Activity Audit
Recording ID

The unique identifier for the session recording link.

Bookmark ID
The unique identifier that is a reference to a frame in the
recording. It is a frame where a command is recognized.

Frame Sequence Number
The unique sequence number of a frame where a command
is entered.

Type The bookmark type. For instance, a command bookmark in
a text-based recording is of type 1.

User ID The Unique identifier of Privileged Identity Manager User.

Privileged ID
The shared access credential privileged identity.

Command Executed
The terminal command executed on the managed resource
using PUTTY application by the Privileged Identity manager
user.

Command Execution Time
The Date and time when the Privileged Identity Manager
user has executed the terminal commands on managed
resource using PUTTY application.

Local User ID
The Windows user who logged on a client computer.

Application Name
Application used by the Privileged Identity Manager user to
perform activity on managed resource. For instance :
PUTTY, RDP, and PCOMM.

Local Host
The host name of local machine.

Managed Resource
The IP address or host name of the Managed Resource.

Recording Start Time
The start date and time when the recording has begun.

Recording End Time
The end date and time when the recording has completed.

PSR Auditnamespace for Single Sign-On Module
The PSR Audit namespace provides information about the history of all session
recording actions performed by the User.

Query subjects for PSR Auditnamespace
The following table lists the query subjects in the PSR Audit namespace for the PSR
Audit model.

Table 27. Query subjects in the PSR Audit namespace

Query subject Description

PSR Audit Event Represents the audit of actions that are performed on the users
session recordings.
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Query items for PSR Auditnamespace
The following table lists the query items in the PSR Audit namespace.

Table 28. Query items in the PSR Audit namespace

Query subject Query items and their description

PSR Audit Event
Audit ID

The unique ID for the session recording activity audit
record.

Event ID
The numeric code assigned for the audit event.

User Name
The unique identifier of the IBM Security Access Manager
for Enterprise Single Sign-On user.

Event Time
The time when the Audit Event happened.

Result Indicates whether the Audit Event is successful or not.

Event Details
Provides description of the session recording event.

Server Address
The server machine IP address or host name.

Client Address
Specifies the client address location.

Audit namespace for shared access module
The Audit namespace provides information about the history of actions for the
shared access.

Query subjects for Audit namespace
The following table lists the query subjects in the Audit namespace for the shared
access module model.

Table 29. Query subjects in the Audit namespace

Query subject Description

Shared Access Audit Represents the audit of actions that are performed on the shared
credentials. This query subject can generate an audit report for these
actions: Checkout, Checkin, ViewPassword, NotifyExpiredLease, and
NotifyCheckinExpiredLease.

Account Represents account and its configuration attributes. You must use this
query subject with the Credential to obtain information about the
account that is associated with a credential.

Account Owner Represents a user owner of an account that is associated to the shared
credential. You must use this query subject with the Account to obtain
information about user owner of the account.

Credential Represents a credential on which the audit action is performed. You
must use this query subject with the Shared Access Audit to obtain
information about a credential and its configuration attributes.

Credential Service Represents the service on which an account associated with the
credential is provisioned. You must use this query subject with the
Account to obtain information about the service and its configuration
attributes.

Credential Service Business
Unit

Represents a business unit that is associated to the credential service.
You must use this query subject with the Credential Service to
obtain information about the configuration attributes of the business
unit.
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Table 29. Query subjects in the Audit namespace (continued)

Query subject Description

Credential Pool Represents a pool of credentials on which the audit action is
performed. You must use this query subject with the Shared Access
Audit to obtain information about the credential pool and its
configuration attributes.

Credential Pool Owner Represents an owner of the pool of credentials on which the audit
action is performed. You must use this query subject with the
Credential Pool to obtain information about a user or a role owner of
the credential pool and its configuration attributes.

Credential Pool Business
Unit

Represents a business unit that is associated with the credential pool.
You must use this query subject with the Credential Pool to obtain
information about the configuration attributes of the business unit.

Query items for Audit namespace
The following table lists the query items in the Audit namespace.

Table 30. Query items in the Audit namespace

Query subject Query items and their description

Shared Access
Audit Audit Action

The action that is performed by a user on the credential. The valid
values are Checkout, NotifyExpiredLease, ViewPassword, Checkin, and
NotifyCheckinExpiredLease.

Audit Date
The date and time of the audit action.

Audit Comments
The comments that are specified by a user during audit action.

Audit Justification
The justification that is provided by a user during the check-out
action.

Audit Pool Name
The name of the pool if a credential on which the audit action
performed belongs to the credential pool.

Audit Result Status
The result of the audit action. The valid values are Success, Timeout,
Warning, Failed, and In Progress.

Audit Lease Expiration Time
The check-out lease expiration time of a credential in time stamp form.

Audit Credential Business Unit
The name of a business unit to which an account corresponding to the
credential belongs.

Audit Initiator Name
The name of a user who initiated the audit action on a credential.

Audit Pool Dn
The Lightweight Directory Access Protocol (LDAP) distinguished name
for the audit pool.
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Table 30. Query items in the Audit namespace (continued)

Query subject Query items and their description

Account
Account Name

The name of an account that is associated with a credential.

Account Service Dn
An LDAP distinguished name for a service that provisions an account.

Account Status
The detailed information of an account status.

Account Compliance
The details about an account compliance. The valid values are Unknown,
Compliant, Non Compliant, and Disallowed.

Account Ownership Type
The ownership type of the account. The valid values are Individual,
System, Device, and Vendor.

Account Last Access Date
The last accessed date and time of an account.

Account Container Dn
An LDAP distinguished name for a business unit of an account.

Account Owner
Full Name

The full name of a user who owns an account.

Last Name
The surname of a user who owns an account.

Type The profile type of the user, which is either person or business partner
person.

Status The status of a user who owns an account. Status is either Active or
Inactive.

Supervisor
The supervisor of a user who owns an account.

Business Unit Name
The name of a business unit to which an account owner belongs.

Dn An LDAP distinguished name for a user owner of an account
corresponding to a credential.

Business Unit Dn
An LDAP distinguished name for the business unit to which an
account owner belongs.
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Table 30. Query items in the Audit namespace (continued)

Query subject Query items and their description

Credential
Credential Name

The name of a credential on which the audit action is performed.

Credential Description
The detailed description of a credential that is specified by an
administrator during the addition of an account into the vault.

Credential IS Exclusive
Indicates whether the credential is exclusive or not. You must check
out an exclusive credential to view its password or other details.

Credential USE Global Settings
A flag that indicates whether a credential uses the shared access global
settings. 0 represents Uses global settings, and 1 represents Does not
use global settings.

Credential IS Searchable
Indicates whether a credential is searchable or not. 0 represents
Credential can be searched, and 1 represents Credential cannot be
searched.

Credential IS Password Viewable
Specifies whether a user can view the password on a credential. 0
represents password is viewable, and 1 represents password is not
viewable.

Credential IS Checkedout
Provides the status of the credentials. Yesrepresents that the credential
is checked out, and Norepresents that the credential is available in the
credentials vault and not yet checked out.

Credential Account Status
The status of an account corresponding to a credential whether it is
active or inactive. 0 represents Active, and 1 represents Inactive.

Credential Reset password
Indicates whether the password of a credential is regenerated on every
check-in action. 0 represents Yes, and 1 represents No.

Credential MAX Checkout Time
The maximum allowed check-out duration for the credential in hours.

Credential Dn
An LDAP distinguished name for a credential.

Credential Account Dn
An LDAP distinguished name for an account that is associated with a
credential.

Credential Service
Service Name

The name of the service on which an account is provisioned.

Service Type
The profile type of the service.

Service Dn
An LDAP distinguished name for the service on which an account is
provisioned.

Service Business Unit Dn
An LDAP distinguished name for a business unit to which the service
belongs.
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Table 30. Query items in the Audit namespace (continued)

Query subject Query items and their description

Credential Service
Business Unit Business Unit Name

The name of a business unit to which the credential service belongs.

Business Unit Supervisor
A user supervisor of the business unit.

Business Unit Dn
An LDAP distinguished name for a business unit to which the
credential service belongs.

Business Unit Container Dn
An LDAP distinguished name for a business unit that applies to the
action initiator organization.

Credential Pool
Credential Pool Dn

An LDAP distinguished name for the credential pool.

Credential Pool Name
The name of the credential pool.

Credential Pool Service Dn
An LDAP distinguished name for the service to which a group
associated with a credential pool is provisioned.

Credential Pool Business Unit Dn
An LDAP distinguished name for a business unit of the credential
pool.

Credential Pool Use Global Settings
An operational attribute that might be empty in case of credential
pool.

Credential Pool Object Profile Name
An operational attribute that might be empty in case of credential
pool.

Credential Pool
Owner Credential Pool Owner Name

The name of the credential pool owner.

Credential Pool Owner Type
The description of a credential pool owner that is specified by an
administrator during the credential pool configuration.

Credential Pool Owner Business Unit
The name of the business unit to which the credential pool owner
belongs.

Credential Pool Dn
An LDAP distinguished name for the credential pool.

Credential Pool Owner Dn
An LDAP distinguished name for a user or a role owner of the
credential pool.

Credential Pool
Business Unit Business Unit Name

The name of a business unit to which the credential pool belongs.

Business Unit Supervisor
The supervisor of a user who owns the business unit.

Business Unit Dn
An LDAP distinguished name for a business unit to which the
credential pool belongs.

Business Unit Container Dn
An LDAP distinguished name for a business unit.
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Configuration namespace for shared access module
The Configuration namespace provides the configuration level information about
shared access entitlements and its supporting data. Only enabled policies are
shown in this namespace.

Query subjects for Configuration namespace
The following table lists the query subjects in the Configuration namespace.

Table 31. List of query subjects in the Configuration namespace

Query subject Description

Shared Access Policy
Organization

Represents the business unit to which the shared access policy applies.
You must use this query subject with the Shared Access Policy query
subject. By doing so, you can obtain the configuration information
about the business unit to which the shared access policy applies.

Shared Access Policy Represents the shared access policy that provides entitlements for
credentials and credential pools to a user or the role members. You
must use this query subject with the Credential Entitled to Shared
Access Policy and Credential Pool Entitled to Shared Access
Policy.

Credential Entitled to Shared
Access Policy

Represents the credentials that are entitled by using a shared access
policy.

Credential Service Represents the service on which a credential account is provisioned.
You must use this query subject with the Account query subject to
obtain configuration information about the account service.

Credential Service
Organization

Represents the business unit of the credential service. You must use
this query subject with the Credential Service query subject to obtain
configuration information for the business unit of the service.

Role Owning Credentials Represents the roles that have entitlements for credentials through a
shared access policy. You must use this query subject with the
Credential Entitled to Shared Access Policy to obtain information
about the direct and indirect roles that have entitlements.

Credential Pool Membership Represents the list of credential pool members. You must use this
query subject with the Credential Entitled To Shared Access Policy
query subject to obtain all credentials and the pools to which it
belongs.

Account Represents an account entity and some of its configuration attributes.
You must use this query subject with the Credential Entitled to
Shared Access Policy query subject to obtain information about:

v The accounts that are configured as shared credentials.

v The accounts that are entitled through the shared access policy.

Account Owner Represents a user owner of an account. You must use this query
subject with the Account query subject to obtain information about the
account owners.

Credential Pool Entitled to
Shared Access Policy

Represents the credential pools that are entitled by using a shared
access policy.

Credential Pool Members Represents the list of credential pool members. You must use this
query subject with the Credential Pool Entitled To Shared Access
Policy query subject to get all credentials and the pools to which it
belongs.

Credential Pool Service
Organization

Represents the business unit of the credential pool service. You must
use this query subject with the Credential Pool Service query
subject to obtain the configuration information about the service
business unit.

Credential Pool Service Represents the service on which the group corresponding to a
credential pool is provisioned. You must use this query subject with
the Credential Pool Entitled to Shared Access Policy query
subject to obtain the configuration information about the service.
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Table 31. List of query subjects in the Configuration namespace (continued)

Query subject Description

Role Owning Credential Pool Represents the roles that have entitlements for credential pools
through a shared access policy. You must use this query subject with
the Credential Pool Entitled to Shared Access Policy to obtain
information about the direct and indirect roles with entitlements.

Group Represents a group corresponding to the credential pool. You must
use this query subject with the query subject Credential Pool
Entitled to Shared Access Policy.

Credential Pool Owner Represents an entity that is an owner of the credential pool. The entity
can be either a person owner or a role owner. You must use this query
subject with the Credential Pool Entitled to Shared Access Policy.

Role Members Represents the user members of a role. You must use this query
subject with the Role query subject to obtain information about the
members of the role.

Query items for Configuration namespace
The following table lists the query items in the Configuration namespace.

Table 32. Query items in the Configuration namespace

Query subject Query items and their description

Shared Access Policy
Organization Business Unit Name

The name of a business unit.

Business Unit Supervisor
The user supervisor of a business unit.

Business Unit Dn
An LDAP distinguished name for the business unit.

Business Unit Container Dn
An LDAP distinguished name for the parent business unit.

Shared Access Policy
Shared Access Policy Name

The name of the shared access policy.

Shared Access Policy Scope
The scope of a shared access policy in terms of business
units the policy applies. The valid values and their
meanings:

v single - The policy applies to a business unit and not its
subunits.

v subtree - The policy applies to the subunits of a business
organization.

Shared Access Policy Status
Represents whether a policy is enabled or not. 0 represents
Enabled, and 1 represents Disabled.

Shared Access Policy Dn
An LDAP distinguished name for the shared access policy.

Shared Access Policy ID
A unique numeric ID assigned to the policy by IBM Security
Identity Manager system.

Shared Access Policy Organization Dn
An LDAP distinguished name for an organization to which
a shared access policy applies.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Credential Entitled to Shared
Access Policy Credential Name

The name of an account that is configured as a shared
credential.

Credential Description
The description of a credential as specified in the credential
configuration.

Credential Service
The name of a service to which the credential is
provisioned.

Credential Service Organization
The name of an organization to which the credential service
belongs.

Credential Policy Name
The name of a policy that provides the entitlements for the
credential.

Credential Shared Access Policy Membership
The users or roles that have entitlement on a credential
through the shared access policy. If a membership is for all
the users in an organization, then All Users is displayed.

Credential Use Global Settings
A flag that indicates whether a credential uses the shared
access global settings.0 represents Uses global settings,
and 1 represents Does not use gloabl settings.

Credential IS Searchable
Indicates whether a credential is searchable or not. 0
represents Can be searched, and 1 represents cannot be
searched.

Credential IS Exclusive
Indicates whether the credential is exclusive or not. You
must check out an exclusive credential to view its password
or other details.

Credential IS Password Viewable
Specifies whether a user can view the password on a
credential. 0 represents Password is viewable, and 1
represents Password is not viewable.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Credential Entitled to Shared
Access Policy Credential Account Status

The status of an account corresponding to a credential
whether it is active or inactive. 0 represents Active, and 1
represents Inactive.

Credential Reset password
Indicates whether the password of a credential is
regenerated with every check-in action. 0 represents Yes,
and 1 represents No.

Credential MAX Checkout Time
The maximum check-out duration that is allowed for the
credential in hours.

Credential Account Dn
An LDAP distinguished name for an account that is
associated with a credential.

Credential Service Organization Dn
An LDAP distinguished name for an organization of a
credential service.

Credential Service Dn
An LDAP distinguished name for the service on which a
credential is provisioned.

Credential Pool Dn
An LDAP distinguished name for the credential pool.

Credential Dn
An LDAP distinguished name for a credential.

Credential Service
Service Name

The name of the service on which the credentials are
provisioned.

Service Type
The profile type of the service.

Service DN
An LDAP distinguished name for the service.

Service Business Unit Dn
An LDAP distinguished name for a business unit of the
service.

Credential Service
Organization Business Unit Name

The name of a business unit.

Business Unit Supervisor
The user supervisor of a business unit.

Business Unit Dn
An LDAP distinguished name for the business unit.

Business Unit Container Dn
An LDAP distinguished name for the parent business unit.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Role Owning Credentials
Role Name

The name of a role that is entitled to the credential.

Role Organization Name
The name of an organization to which the role belongs.

Role Member
The user members of the role.

Role DN
An LDAP distinguished name for the role.

Role Container Dn
An LDAP distinguished name for an organization to which
the role belongs.

Credential Pool Membership
Credential Name

The name of an account that is configured as a shared
credential.

Credential Dn
An LDAP distinguished name for a credential.

Credential Pool Dn
An LDAP distinguished name for the credential pool.

Credential Pool Name
The name of the credential pool.

Credential Pool Business Unit Dn
An LDAP distinguished name for a business unit of the
credential pool.

Service Name
The name of the service on which the credentials are
provisioned.

Account
Account Name

The name of an account.

Account Service Dn
An LDAP distinguished name for a service that provisions
an account.

Account Status
The status of an account. The valid values are Active or
Inactive.

Account Compliance
The details about an account compliance. The valid values
are Unknown, Compliant, Non-compliant, and Disallowed.

Account Ownership Type
The ownership type of the account. The valid values are
Individual, System, Device, and Vendor.

Account Last Access Date
The last date when an account was accessed.

Account Container Dn
An LDAP distinguished name for a business unit of an
account.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Account Owner
Full Name

The full name of a user who owns an account.

Last Name
The surname of a user who owns an account.

Type The profile type of the user, which is either person or
business partner person.

Status The status of a user who owns an account. Status is either
Active or Inactive.

Supervisor
The supervisor of an owner, if applicable.

Business Unit Name
The name of a business unit.

Dn An LDAP distinguished name for an owner.

Business Unit Dn
An LDAP distinguished name for a business unit of an
owner.

Credential Pool Entitled to
Shared Access Policy Credential Pool Name

The name of the credential pool.

Credential Pool Service
The name of the service on which the groups corresponding
to the credential pool are provisioned.

Credential Pool Service Organization
The name of an organization to which the credential pool
service belongs.

Credential Pool Policy Name
The name of a policy that provides an entitlement for the
credential pool.

Credential Pool Shared Access Policy Membership
The users or roles that have entitlement on a credential
through the shared access policy. If a membership is for all
the users in an organization, then All Users is displayed.

Credential Pool Dn
An LDAP distinguished name for the credential pool.

Credential Pool Service Dn
An LDAP distinguished name for the credential pool
service.

Credential Pool Service Organization Dn
An LDAP distinguished name for the organization of the
credential pool service.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Credential Pool Members
Credential Name

The name of an account that is configured as a shared
credential.

Credential Service Name
The name of the service on which the credentials are
provisioned.

Credential Description
The description of a credential as specified in the credential
configuration.

Credential IS Exclusive
Indicates whether the credential is exclusive or not. You
must check out an exclusive credential to view its password
or other details.

Credential USE Global Settings
A flag that indicates whether a credential uses the shared
access global settings.0 represents Uses global settings,
and 1 represents Does not use gloabl settings.

Credential IS Searchable
Indicates whether a credential is searchable or not. 0
represents Can be searched, and 1 represents cannot be
searched.

Credential IS Password Viewable
Specifies whether a user can view the password on a
credential. 0 represents Password is viewable, and 1
represents Password is not viewable.

Credential IS Checkedout
Provides the status of the credentials. Yesrepresents that the
credential is checked out, and Norepresents that the
credential is available in the credentials vault and not yet
checked out.

Credential Account Status
The status of an account corresponding to a credential
whether it is active or inactive. 0 represents Active, and 1
represents Inactive.

Credential Reset password
Indicates whether the password of a credential is
regenerated with every check-in action. 0 represents Yes,
and 1 represents No.

Credential MAX Checkout Time
The maximum check-out duration that is allowed for the
credential in hours.

Credential Dn
An LDAP distinguished name for a credential.

Credential Account Dn
An LDAP distinguished name for an account that is
associated with a credential.

Credential Pool Dn
An LDAP distinguished name for the credential pool.

Credential Service Dn
An LDAP distinguished name for the service on which a
credential is provisioned.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Credential Pool Service
Organization Business Unit Name

The name of a business unit.

Business Unit Supervisor
The user supervisor of a business unit.

Business Unit Dn
An LDAP distinguished name for the business unit.

Business Unit Container Dn
An LDAP distinguished name for the parent business unit.

Credential Pool Service
Service Name

The name of a service on which the groups corresponding
to the credential pool are provisioned.

Service Type
The profile type of the service.

Service DN
An LDAP distinguished name for the service.

Service Business Unit Dn
An LDAP distinguished name for a business unit of the
service.

Role Owning Credential Pool
Role Name

The name of a role that is entitled to the credential pool.

Role Organization Name
The name of an organization to which the role belongs.

Role Member
The user members of the role.

Role Dn
An LDAP distinguished name for the role.

Role Container Dn
An LDAP distinguished name for an organization to which
the role belongs.

Group
Group Name

An LDAP distinguished name of a group that corresponds
to the credential pool.

Credential Pool Owner
Credential Pool Dn

An LDAP distinguished name for the pool.

Credential Pool Owner Dn
An LDAP distinguished name for an owner of the credential
pool.

Credential Pool Owner Name
The name of an owner of the credential pool.

Credential Pool Owner Business Unit
The name of a business unit to which the credential pool
owner belongs.

Credential Pool Owner Type Desc
The type of an owner. Possible values are User and Role.
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Table 32. Query items in the Configuration namespace (continued)

Query subject Query items and their description

Role Members
Full Name

The full name of a user who is assigned to the role.

Last Name
The surname of a user who is assigned to the role

Type The profile type of the user, which is either person or
business partner person.

Status The status of a user who is assigned to the role. Status is
either Active or Inactive.

Supervisor
The supervisor of a role member, if applicable.

Business Unit Name
The name of a business unit.

Dn An LDAP distinguished name for a role member.

Business Unit Dn
An LDAP distinguished name for a business unit of a role
member.

Generating the report through IBM Cognos Business Intelligence
Each report type has its own set of search parameters to filter the report data. Use
these search parameters to generate the content that meets your requirements for a
selected report.

About this task

You can choose the output format of the reports. For more information about the
supported report format, search Report Formats from the IBM Cognos Business
Intelligence product documentation at http://www.ibm.com/support/
knowledgecenter/SSEP7J/welcome.

Note:

v You can export the report data in plain format if you use formats other than
HTML or PDF. The reports that are generated in such formats do not support
some of the IBM Cognos interactive features. For example, charts. Use HTML or
PDF formats for running interactive reports.

v Any time stamp in the following reports uses Greenwich Mean Time (GMT)
format.

v Use the Report Studio to change the column title names in the layout to meet
the specific needs of your company.

Procedure
1. Open IBM Cognos Connection.

2. Select the report model ISPIMReportingModel_1.0.1.1.

3. Select the specific report.

4. Specify the parameters for the report.

a. Enter a keyword or % in the filter field and click Search.

b. Select the values from the Results list and click Insert to add the selected
parameter values to the Choice list.
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5. Click Finish. The Prompt Page Summary is displayed, which provides an
overview of the specified report parameters.

6. Click Page Down to view the details of the report.

Troubleshooting
You might encounter some problems or limitations when you generate reports.
This section describes the known problems and suggested solutions, including the
known limitations of the Privileged Identity Manager Cognos-based reports.

Problems and their solutions

Unable to view the Cognos drill through reports in Microsoft Internet Explorer
version 10

If you are using the Microsoft Internet Explorer version 10 browser, the
Cognos drill through reports might not work.

Solution
Complete the following steps:

1. Enable the compatibility view.

a. In the Microsoft Internet Explorer 10 menu, go to Tools.

b. SelectCompatibility View.

2. Add the IBM Cognos website to the trusted sites list.

3. In the Microsoft Internet Explorer 10 menu, go to Tools >
Internet Options.

4. On the Security tab, click the Trusted sites icon.

5. Click Sites.

6. In the Add this website to the zone box, add the IBM Cognos
website address.

7. Click Add.

8. Click Close.

Long filter values are not shown completely on the prompt pages
See the technote at http://www-01.ibm.com/support/
docview.wss?uid=swg21341018 to resolve this issue. The information in the
technote also applies to IBM Cognos Business Intelligence, 10.2.1 Fix Pack
1.

Generating reports is slow and causes timeouts

You might encounter slow performance or transaction time-outs during
report generation for certain reports against large data sets.

To improve performance and reduce time-outs, follow these best practices:

v When you run the large reports in PDF output format, specify the
appropriate filters or parameters and avoid the usage of the default filter
'Any' that fetches all the records.

v In a large data deployment, specify the HTML output format. HTML
format supports the pagination, which renders one page at a time and
provides the options to move to the next pages.

v Tune the database. See theIBM Security Identity Manager Performance
Tuning Guide at http://www-01.ibm.com/support/
docview.wss?uid=swg27036205 for suggested indexes to set on columns
in Report DB tables.
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Known limitations

The Prompt Page Summary table in the IBM Cognos Report shows "--" as the
parameter value when more than 1000 filters per prompt is selected.

IBM Cognos Reports provide the option for multiple selection. You can
select more than one value for each parameter in the prompt page. When
you select several values to filter the report, text overflow can occur and '--'
is displayed instead in the Prompt Page Summary table.

Solution
Avoid selecting too many values for each parameter in the prompt
page.

Disabled Shared Access Policy credentials are not displayed in the Shared
Access Entitlement Definition Report

This report does not include shared access credentials that belong to a
disabled Shared Access Policy.

Audit of the disconnected credentials in the IBM Cognos shared access history
report

In IBM Security Identity Manager, a user can disconnect the shared access
credentials in the credential vault. After the credentials are disconnected,
they do not have a connection with an account.

IBM Cognos shared access history report does not include the check-out
and check-in history of the credentials that are not connected to an
account. The shared access history report does not show the disconnected
credentials for check-out and check-in audit action.

Cannot truncate the length of the text in the pie charts
An option or a property that truncates the length of the text is not
available for the pie charts.

Languages that are not supported by the IBM Cognos Business Intelligence
10.2.1 Fix Pack 1

IBM Cognos Business Intelligence 10.2.1 Fix Pack 1 does not support the
following languages:

v ar=Arabic

v iw=Hebrew

Note: The unsupported languages are not in the Product Language list,
although they are displayed in the Content Language list in the Cognos
configuration of IBM Cognos Business Intelligence Server.
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Appendix A. Tivoli Common Reporting

You can use Tivoli Common Reporting to generate and view the BIRT-based
shared access reports and the Privileged Session Recorder Report.

Note: Support for IBM Tivoli Common Reporting is being deprecated.

Installation or upgrade to IBM Tivoli Common Reporting version
2.1.1

See the IBM Tivoli Common Reporting version 2.1.1 product documentation.

v For installation, see http://pic.dhe.ibm.com/infocenter/tivihelp/v3r1/
index.jsp?topic=%2Fcom.ibm.tivoli.tcr.doc_211%2Fttcr_install.html.

v For upgrade, see http://pic.dhe.ibm.com/infocenter/tivihelp/v3r1/topic/
com.ibm.tivoli.tcr.doc_211/ctcr_upgrade.html.

Connecting Tivoli Common Reporting to a DB2 database
Connect IBM Tivoli Common Reporting to a DB2 database for the Privileged
Session Recorder Report.

Before you begin

For detailed and up-to-date instructions, see the IBM Tivoli Common Reporting
documentation.

Deploy the DB2 database client on the computer where the Cognos-based Tivoli
Common Reporting engine is installed. The version of the client must match the
version of your database.

Determine the service name of the DB2 server. To determine the value, open a DB2
command prompt. Type get dbm cfg. Look for TCP/IP Service name (SVCENAME) =
<value>. You need the service name in the following example steps.

Procedure
1. Connect the DB2 database client to the database by running the Configuration

Assistant.

2. Create a connection by using the Wizard.

a. SelectManually configure a connection to a database.

b. SelectTCP/IP as the communications protocol.

c. Specify the connection parameters.

Host name
Host name of the Privileged Session Recorder DB2 server.

Service name
Service name of the DB2 server.

Port number
If the first two values are correct, this field is automatically
completed.

3. Specify the database details.
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Database name
Specifies the name of the Privileged Session Recorder database.

Database alias
Specifies the target database for Tivoli Common Reporting.

4. SelectRegister this database for CLI/ODBC.

5. Provide details about the node.

6. Provide information about the system.

7. SelectUse authentication value in the server's DBM Configuration.

8. Click Finish.

9. Test the connection.

Configuring the data source
Configure the data source in Tivoli Common Reporting to work with the shared
access reports or the Privileged Session Recorder Report.

Before you begin
v Install IBM Security Identity Manager Version 6.0. For more information, see the

IBM Security Identity Manager Installation Guide.

v Install the IBM Privileged Session Recorder Server.

v Install IBM Tivoli Common Reporting version 2.1.1. See the IBM Tivoli Common
Reporting product documentation.

Procedure
1. Log on to the Tivoli Common Reporting. See its product documentation at:

http://publib.boulder.ibm.com/infocenter/tivihelp/v3r1/topic/
com.ibm.tivoli.tcr.doc_211/ttcr_login.html.

2. Configure the data source by using the trcmd -modify command. See its
product documentation at: http://publib.boulder.ibm.com/infocenter/tivihelp/
v3r1/topic/com.ibm.tivoli.tcr.doc_211/rtcr_cli_modify.html.

Note:

v The MS SQL database password must not contain any special characters.

v You must set the Classpath to include the JDBC driver for SQL server.

What to do next

Import the IBM Privileged Session Recorder report into Tivoli Common Reporting.

Importing the report package into Tivoli Common Reporting
Import the report package into Tivoli Common Reporting to run the reports from
within Tivoli Common Reporting.

Before you begin

Configure the data source.

Procedure
1. Obtain the report package.

For the Privileged Session Recorder Report, copy the IBM Privileged Session
Recorder Report.zip file from <recorder_install_home>\report to the Tivoli
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Common Reportingcognos\deployment folder. For example: C:\IBM\tivoli\
tipv2Components\TCRComponent\cognos\deployment

2. Import the report package with the trcmd -import command. See
http://publib.boulder.ibm.com/infocenter/tivihelp/v3r1/topic/
com.ibm.tivoli.tcr.doc_211/ctcr_birt_reps_in_cog_importing.html.

What to do next

See “Generating reports in Tivoli Common Reporting.”

Running the IBM Privileged Session Recorder report
You can run a report on demand or create a snapshot of it for later viewing.

Procedure
1. Log in to Tivoli Integrated Portal.

2. Click Reporting > Common Reporting.

3. Click the IBM Privileged Session Recorder link.

4. Select theIBM Privileged Session Recorder Audit Report Query check box.

5. Click Play.

6. Click Run.

Generating reports in Tivoli Common Reporting
You can generate the BIRT-based shared access reports and the Privileged Session
Recorder Report from IBM Tivoli Common Reporting.

Before you begin
v Install and configure IBM Tivoli Common Reporting.

v Import the IBM Security Identity Manager Server shared access reports and the
Privileged Session Recorder Report into IBM Tivoli Common Reporting.

Procedure
1. Log on to Tivoli Common Reporting. See http://publib.boulder.ibm.com/

infocenter/tivihelp/v3r1/topic/com.ibm.tivoli.tcr.doc_211/ttcr_login.html.

2. From the navigation pane, select Reporting > Common Reporting. The Work
with Reports window gets displayed.

3. Search and select the specific shared access report or the Privileged Session
Recorder Report.

4. Follow the instructions in the Work with reports window to generate the
report.

Results

The report is generated based on the parameters that you selected.
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Appendix B. Automated check-out and check-in audit logs

You can use IBM Security Access Manager for Enterprise Single Sign-On
AccessAdmin to run a query of the Privileged ID Check-out and Privileged ID
Check-in audit log events.

Privileged ID Check-out

The Privileged ID Check-out audit log consists of the following parameters:

Table 33. Privileged ID Check-out audit log parameters

Parameter Description

ApplicationName Name of the application. For example: PuTTY.

ServiceURI Endpoint host name or IP address of the managed resource
where you log on.

Shared Access ID Shared Access ID of the privileged account.

Privileged User ID User ID of the privileged account.

Return code Return code of the checkout function. See Appendix C,
“Automated check-out and check-in error message codes,”
on page 87 for the example codes.

Recording ID Recording ID of the associated session recording for
playback.

Privileged ID Check-in

The Privileged ID Check-in audit log consists of the following parameters:

Table 34. Filters for the Privileged ID Check-in audit log parameters

Parameter Description

ApplicationName Name of the application. For example: PuTTY.

ServiceURI Endpoint host name or IP address of the managed resource
where you log on.

Shared Access ID Shared Access ID of the privileged account.

Privileged User ID User ID of the privileged account.

Return code Return code of the checkin function. See Appendix C,
“Automated check-out and check-in error message codes,”
on page 87 for the example codes.
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Appendix C. Automated check-out and check-in error
message codes

These error message codes are specific to the IBM Security Access Manager for
Enterprise Single Sign-On automated check-out and check-in events. You can view
these error codes from the Privileged ID Check-out and Privileged ID Check-in
audit logs.

Mapping error codes with message identifiers

The following table shows a list of error codes with their corresponding message
identifiers and description.

Table 35. List of error codes, message identifiers and descriptions
Error Code Description

0 Check-out and check-in is successful.

1 There is an unexpected or unknown error. Contact the Administrator.

2 There might be an error in the AccessAgent module. Contact the Administrator.

3 Cannot retrieve the AccessAgent user ID from AAScriptSupport. There might be an
error in the AccessAgent module. Contact the Administrator.

4 Re-authentication password is not correct. Ensure that the entered credential is correct.

5 IBM Security Identity Manager credentials cannot be retrieved from the Wallet.
Recapture the IBM Security Identity Manager credential and make sure that it is saved
properly.

6 Application authentication service ID is not found in PrivCredBag. It can be an
AccessProfile problem. Contact the Administrator.

7 Connection to IBM Security Identity Manager Server cannot be established. Check
network connections and the IBM Security Identity Manager URL setting.

9 Log on to IBM Security Identity Manager failed. Check whether your IBM Security
Identity Manager credentials are correct.

11 Get shared access list failed. Contact the IBM Security Identity Manager Administrator.

12 Shared access list from IBM Security Identity Manager is empty. Shared access is not
properly set in the IBM Security Identity Manager. Contact the IBM Security Identity
Manager Administrator.

13 Cannot show the Shared Access Selection window. There might be an error in the
AccessAgent module. Contact the Administrator.

14 Check out from IBM Security Identity Manager failed. Contact the IBM Security
Identity Manager Administrator.

15 Log off from IBM Security Identity Manager failed. Contact the IBM Security Identity
Manager Administrator.

17 Check in to IBM Security Identity Manager failed. Contact the IBM Security Identity
Manager Administrator.

18 An unknown exception is returned by IBM Security Identity Manager. Look in the
IBM Security Identity Manager logs.

19 The user canceled the shared access dialog box prompt.

20 An error occurred on an operation that requires the properties container of
AccessAgent. There might be an error in the AccessAgent module. Contact the
Administrator.

22 Cannot retrieve the IBM Security Identity Manager Authentication Service ID from the
system policy. Check the IMS Server system policy setting and do a full
synchronization to the IMS Server.

23 IBM Security Identity Manager service URL is not defined for this customer account.
Check the IMS Server system policy setting and do a full synchronization to the IMS
Server.
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Table 35. List of error codes, message identifiers and descriptions (continued)
Error Code Description

31 The credential information from IBM Security Identity Manager or Bgmonitor is not
complete. Contact the Administrator.
Note: Bgmonitor is a required component for managing the privileged identity
management workflow.

35 Check-out and check-in service of the endpoint is not configured in the IBM Security
Identity Manager. Contact the IBM Security Identity Manager Administrator.

36 All available credentials are checked out. Try again later.

37 No response from IBM Security Identity Manager for logon action.

38 No response from IBM Security Identity Manager for getsharedaccess action. It might
be an error in IBM Security Identity Manager. Contact the IBM Security Identity
Manager Administrator.

39 No response from IBM Security Identity Manager for checkout action. It might be an
error in IBM Security Identity Manager. Contact the IBM Security Identity Manager
Administrator.

40 No response from IBM Security Identity Manager for logout action. It might be an
error in IBM Security Identity Manager. Contact the IBM Security Identity Manager
Administrator.

41 No response from IBM Security Identity Manager for checkin action. It might be an
error in IBM Security Identity Manager. Contact the IBM Security Identity Manager
Administrator.

42 Checked out IBM Security Identity Manager user name does not match IBM Security
Identity Manager user name in the Wallet during check-in. The IBM Security Identity
Manager user name is changed after check-out and before check-in. This event is
logged. No action is required.

43 AccessAgent user name at checkout does not match AccessAgent user name on
check-in. Log on using the old AccessAgent user name to check in.

44 IBM Security Identity Manager returns an exception of CTGIMX202E. The object is not
found. It might be an error in IBM Security Identity Manager. Contact the IBM
Security Identity Manager Administrator.

101 Privileged Session Recorder service is not running in the client machine.

102 Privileged Session Recorder server cannot be contacted.

103 Privileged Session Recorder client is not functioning properly. More information about
the error may be available in Recorder.log.

104 The user refused to be recorded.

105 Privileged Session Recorder server has to be updated to a version that supports the
client. The client in AccessAgent 8.2.1 FP3 requires Privileged Session Recorder server
1.0.1.1.

500 The IBM Security Identity Manager credential is reused. No action is required.

501 The lease expired. Stop the process. No action is required.
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Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785 U.S.A.

For license inquiries regarding double-byte character set (DBCS) information,
contact the IBM Intellectual Property Department in your country or send
inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan, Ltd.
19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law :

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement might not apply to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.
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IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation
2Z4A/101
11400 Burnet Road
Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which
illustrate programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs. You may copy,
modify, and distribute these sample programs in any form without payment to
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IBM for the purposes of developing, using, marketing, or distributing application
programs conforming to IBM's application programming interfaces.

Each copy or any portion of these sample programs or any derivative work, must
include a copyright notice as follows:

© (your company name) (year). Portions of this code are derived from IBM Corp.
Sample Programs. © Copyright IBM Corp. 2012. All rights reserved.

If you are viewing this information in softcopy form, the photographs and color
illustrations might not be displayed.

Trademarks

IBM, the IBM logo, and ibm.com are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the Web at “Copyright and
trademark information” at http://www.ibm.com/legal/us/en/copytrade.shtml.

Adobe, Acrobat, PostScript and all Adobe-based trademarks are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
other countries, or both.

IT Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency which is now part of the Office of Government
Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo,
Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or
registered trademarks of Intel Corporation or its subsidiaries in the United States
and other countries.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office
of Government Commerce, and is registered in the U.S. Patent and Trademark
Office.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Oracle and/or its affiliates.
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Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are
trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.

Privacy Policy Considerations

IBM Software products, including software as a service solutions, (“Software
Offerings”) may use cookies or other technologies to collect product usage
information, to help improve the end user experience, to tailor interactions with
the end user or for other purposes. In many cases no personally identifiable
information is collected by the Software Offerings. Some of our Software Offerings
can help enable you to collect personally identifiable information. If this Software
Offering uses cookies to collect personally identifiable information, specific
information about this offering’s use of cookies is set forth below.

The IBM Security Access Manager for Enterprise Single Sign-On software uses
other technologies that collect each user's user name, password or other personally
identifiable information for purposes of session management, authentication, single
sign-on configuration or other usage tracking or functional purposes. These
technologies can be disabled, but disabling them will also eliminate the
functionality they enable.

The IBM Security Identity Manager and Role Management software does not use
cookies or other technologies to collect personally identifiable information. The
only information that is transmitted between the server and the browser through a
cookie is the session ID, which has a limited lifetime. A session ID associates the
session request with information stored on the server.

If the configurations deployed for this Software Offering provide you as customer
the ability to collect personally identifiable information from end users via cookies
and other technologies, you should seek your own legal advice about any laws
applicable to such data collection, including any requirements for notice and
consent.

For more information about the use of various technologies, including cookies, for
these purposes, see IBM’s Privacy Policy at http://www.ibm.com/privacy and
IBM’s Online Privacy Statement at http://www.ibm.com/privacy/details/us/en
sections entitled “Cookies, Web Beacons and Other Technologies” and “Software
Products and Software-as-a Service”.
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Glossary

This glossary includes terms and definitions for
IBM Security Privileged Identity Manager.

The following cross-references are used in this
glossary:

v See refers you from a term to a preferred
synonym, or from an acronym or abbreviation
to the defined full form.

v See also refers you to a related or contrasting
term.

To view glossaries for other IBM products, go to
www.ibm.com/software/globalization/
terminology (opens in new window).

A

account
An entity that contains a set of
parameters that define the
application-specific attributes of a user,
which include the identity, user profile,
and credentials.

adapter
An intermediary software component that
allows two other software components to
communicate with one another.

application server
A server program in a distributed
network that provides the execution
environment for an application program.

audit trail
A chronological record of events or
transactions. An audit trail is used for
examining or reconstructing a sequence of
events or transactions, managing security,
and recovering lost transactions.

C

collector
A web service that accepts uploads of
recordings and stores them into a
permanent storage medium. This web
service is a component of the session
recording server.

credential
Information acquired during

authentication that describes a user, group
associations, or other security-related
identity attributes, and that is used to
perform services such as authorization,
auditing, or delegation. For example, a
user ID and password are credentials that
allow access to network and system
resources. See also shared access.

credential pool
A group of credentials with similar access
privileges. The pool can be defined as a
service group or a set of service groups.

credential vault
A configured repository that stores
credentials for shared access management.

D

deprovision
To remove a service or component. For
example, to deprovision an account
means to delete an account from a
resource.

digital certificate
An electronic document used to identify
an individual, a system, a server, a
company, or some other entity, and to
associate a public key with the entity. A
digital certificate is issued by a
certification authority and is digitally
signed by that authority.

directory server
A server that can add, delete, change, or
search directory information on behalf of
a client.

E

endpoint
The system that is the origin or
destination of a session.

event An occurrence of significance to a task or
system. Events can include completion or
failure of an operation, a user action, or
the change in state of a process.
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F

frame A unit of information in a recording. A
frame can either be a screen capture or
information about mouse events,
keyboard events, or other relevant events.

I

IMS Server
An integrated management system for
ISAM ESSO that provides a central point
of secure access administration for an
enterprise. It enables centralized
management of user identities,
AccessProfiles, authentication policies,
provides loss management, certificate
management, and audit management for
the enterprise.

M

managed resource
An entity that exists in the runtime
environment of an IT system and that can
be managed. See also resource.

P

password
In computer and network security, a
specific string of characters used by a
program, computer operator, or user to
access the system and the information
stored within it.

permission
Authorization to perform activities, such
as reading and writing local files, creating
network connections, and loading native
code.

plug-in
A separately installable software module
that adds function to an existing program,
application, or interface.

policy A set of considerations that influence the
behavior of a managed resource or a user.

profile
Data that describes the characteristics of a
user, group, resource, program, device, or
remote location.

provisioning policy
A policy that defines the access to various
managed resources, such as applications

or operating systems. Access is granted to
all users, users with a specific role, or
users who are not members of a specific
role.

R

recording
A collection of information about user
actions performed on a monitored
application for some time.

recording agent
A shared library loaded into a monitored
application's process space that captures
frames.

recording daemon
A privileged process running on the same
endpoint as the monitored application,
which performs operations that require
elevated privileges.

resource
A hardware, software, or data entity. See
also managed resource.

retriever
A web application that provides access to
stored recordings.

S

shared access
Access to a resource or application using
a shared credential. See also credential.

shared access policy
A policy that authorizes role members to
share access by credentials or credential
pools. A policy can be defined for a
specific credential pool, specific credential,
all pool or credentials with the same
organization container context.

single sign-on (SSO)
An authentication process in which a user
can access more than one system or
application by entering a single user ID
and password.

SSO See single sign-on.

W

wallet A secured data store of access credentials
of a user and related information, which
includes user IDs, passwords, certificates,
encryption keys.
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