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Introduction

MaaS360 Email Access Gateway (EAG) is a secure, scalable and high-performance enterprise grade
reverse proxy solution that controls the ActiveSync traffic flow to a corporate email environment.
ActiveSync is a communication protocol developed by Microsoft that allows synchronization of data for
emails, calendar, contacts, notes and tasks to and from a corporate messaging server for mobile
devices. Most email clients use the ActiveSync protocol to synchronize data as does MaaS360 Secure
Mail.

MaaS360 EAG helps organizations secure the email environments by leveraging enhanced access
control mechanisms by means of allowing only authorized and compliant devices to connect and receive
email. In case of on-premises email environments (email server within the corporate network), MaaS360
EAG enables end users to securely access emails on mobile devices without requiring the exposing of
the mail environment to the internet.

The features of MaaS360 Email Access Gateway (EAG) are:
« reverse proxy for ActiveSync traffic for email environments
« security for both cloud and on-premises email environments
«  ability to restrict access to specific email client (MaaS360 Secure Mail)
« ability to restrict access to only devices that are enrolled in MaaS360
« enhanced security schemes in addition to email authentication

Note:

MaaS360 Email Access Gateway (IBM Security Verify Access) can be used to only proxy connections
from mobile devices managed by IBM MaaS360 to enterprise email servers

Microsoft Outlook is not supported
https://docs.microsoft.com/en-us/outlook/troubleshoot/profiles-and-accounts/outlook-cannot-use-
activesync-connect-exchange

Version History

Version Comment
6.0 2018 Public release using ISAM 9.0.x
7.0 2022 Updated for ISVA 10.0.3
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MaaS360 Email Access Gateway Deployment

MaaS360 Email Access Gateway (EAG) is a reverse proxy solution that is typically deployed in the
DMZ. EAG exposes an external interface to the internet for all mobile device connections. This
interface serves as the hostname for ActiveSync connections for email clients. EAG will proxy all
ActiveSync traffic from mobile devices before the traffic is forwarded to corporate email servers.

Lotus Traveler

Cloud Email Solutions ;
Domino

Internet DMz Corporate
| I P N
IBM MaaS360 | @
Authentication:
Password or Certificate | Enterprise Directory
Mobile Device I ——ActiveSynC———p L — 3- E
I
I | 443 Exchange
v > 4 | \
- 443 p
Office 365 g~ MaaS360 Email Access ]
'3 e Gateway (EAG) | - 3
- ~9 | |r
|

Mobile devices connect to the external hostname of EAG over SSL
EAG terminates the SSL traffic and performs one of the following tasks depending on how EAG is
configured:

o Forward the traffic as is to corporate email server

o Inspect headers and decide to allow or reject the traffic

o Identify user against corporate directory before forwarding traffic to corporate email server

If EAG is configured to identify user (e.g. Simon), then user identification is first performed before
allowing the traffic to pass to the email servers. The following security schemes are supported:

o Corporate credentials: EAG connects to corporate directory server using LDAP to validate the
user.

o Identity certificates: EAG can be configured to identify user based on identity certificates that
are provisioned to the user during MaaS360 enrollment. This requires MaaS360 Cloud Extender
integration with Certificate Authority (CA) to deliver identity certificates to MaaS360 enrolled
devices.

The connection is forwarded to the email servers. In addition to user identification at the reverse proxy
level, email servers will perform user authentication. Depending on the security scheme configured for
email servers, EAG supports these modes:

o Corporate credential: EAG presents the end user credentials to the email servers for
authentication.

o Kerberos delegation: EAG can attach Kerberos tickets for the email servers to avoid
authentication. This method allows email servers to offload authentication to EAG.
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Implementation Use-cases

MaaS360 Email Access Gateway (EAG) is configured depending on requirements for end user
productivity and email security. The below table shows the different scenarios for EAG deployment:

# Scenario

«1 Any ActiveSync Client

»2 MaaS360 Secure Mail
Only

<1 | User Identification
LDAP Federation

“I User Identification
Cloud Extender
Identity Certificate

Description
Workflow:

» ActiveSync traffic from any email client is forwarded from EAG to
corporate email servers

* EAG does not confirm identity of user before forwarding ActiveSync

traffic
»  Email servers will authenticate users
Use-case:

This option is to expose ActiveSync traffic while keeping email servers internal
to the network. All traffic is forwarded to the corporate email servers.
Workflow:

«  ActiveSync traffic originating from only MaaS360 Secure Mail client is
forwarded to corporate email servers

»  Traffic from any other email client (native email client on iOS /
Android) is blocked by EAG

«  EAG will only allow ActiveSync traffic based on email client type

(MaaS360 Secure Mail)
»  Email servers will authenticate users
Use-case:

This option is used to expose ActiveSync for only MaaS360 Secure Mail clients
while keeping corporate email servers internal to the network.
Workflow:

« ActiveSync traffic from any email client is only forwarded to
corporate email servers once user identity has been confirmed via
the federated LDAP connection

« The useridentity is checked against corporate directory via LDAP
federation on the EAG

+ Email servers will authenticate the user

Use-case:

This option is used to expose ActiveSync traffic and confirm user identity
before forwarding traffic to the corporate email servers, which remain internal
to the network.

Workflow:

« ActiveSync traffic from any email client is only forwarded to
corporate email servers once user identity has been confirmed using
both the federated LDAP connection and identity certificate

« Identity certificate is used to confirm user identity with EAG and can
be provisioned to email clients (MaaS360 Secure Mail or native
email) during MaaS360 enrollment

+ Email servers will authenticate the user

Use-case:

This option is used to expose ActiveSync traffic and confirm user identity
before forwarding traffic to the corporate email servers, which remain internal
to the network.
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Kerberos Constrained Workflow:

Delegation » ActiveSync traffic from any email client is only forwarded to corporate
email servers once user identity has been confirmed using both the
federated LDAP connection and identity certificate

« Userid or client identity certificate is used to confirm identity with EAG

« EAG attaches Kerberos tickets for corporate email servers along with
the forwarded ActiveSync traffic

« Corporate email servers will validate the Kerberos tickets and not

perform any secondary authentication. The authentication operations
are delegated to EAG

Use-case:

This option is used to expose ActiveSync traffic and confirm user identity
before forwarding traffic to the corporate email servers, which remains internal
to corporate network. In this option, EAG performs user authentication and
forwards authenticated ActiveSync traffic and Kerberos tokens to the corporate
email servers, offloading authentication from the email servers.

Each of the scenarios can be layered on top of another. For example, scenario 1 can be implemented
now, and scenarios 3 or 4 are configured later.
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Requirements and pre-requisites:

This section covers the system requirements for basic EAG installation. Scenarios of basic email gateway
and authorization of MaaS360 Secure Mail use-cases are accomplished with these requirements.

General Requirements

Type Minimum Requirement

Virtualization Environments

Supported environments

Hardware Requirements

Disk Space
Memory

Network Requirements

Network interfaces for EAG appliance:

Public Interface
(Reverse Proxy Traffic)

Private Interface
(EAG Management)

Email Server Connectivity

Certificate Requirements

SSL Certificate for public interface

SSL Signer Certificates (if SSL is used)

Refer to quick start guide for further information
https://www.ibm.com/docs/en/sva/10.0.3?topic=virtual-
appliance-quick-start-guide

100 GB
4GB

Public Interface for Reverse Proxy Traffic

Private Interface for EAG Management

Optionally an additional private interface to communicate to
email

Hostname

IP Address

Subnet Mask

Default Gateway

Hostname

IP Address

Subnet Mask

Default Gateway

Access to corporate email server from EAG public interface.
Firewalls rules may need to be opened to enable this
connectivity

Typically inbound port 443 needs to be opened on the firewall

Publicly signed certificate for public hostname
Private key of the public certificate

Signer Certificate of corporate mail servers

Signer Certificate of issuing CA and intermediaries
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Requirements for EAG implementation scenarios:
This section provides additional requirements for other various implementation use-cases highlighted in
the previous section. These requirements are in addition to the general requirements section above.

Scenario #1: Any ActiveSync Client

No additional requirements other than general requirements.
Scenario #2: MaaS360 Secure Mail Only

No additional requirements other than general requirements.
Scenario #3: User Identification with LDAP Federation

Type Minimum Requirement

Network Requirements

LDAP Connectivity Access to LDAP from EAG private (management) interface is required for
LDAP federation
Firewalls rules may need to be opened to enable this connectivity
One of the following ports is required depending on how the LDAP
integration is configured
Port 389 for LDAP
Port 636 for LDAP over SSL

Certificate Requirements

SSL Signer Certificates Signer Certificate of LDAP server

(If SSL is used) Signer Certificate of issuing CA and intermediaries of the LDAP server
Accounts

LDAP Bind Account Basic LDAP user for directory bind

Scenario #4: User Identification with Cloud Extender Identity Certificate

Type Minimum Requirement

Network Requirements

LDAP Connectivity Access to LDAP from EAG private (management) interface is required for
LDAP federation
Firewalls rules may need to be opened to enable this connectivity
One of the following ports is required depending on how the LDAP
integration is configured
Port 389 for LDAP
Port 636 for LDAP over SSL

Certificate Requirements

SSL Signer Certificates Signer Certificate of LDAP server

(If SSL is used) Signer Certificate of issuing CA and intermediaries of the LDAP server
Accounts

LDAP Bind Account Basic LDAP user for directory bind
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Scenario #5: Kerberos Constrained Delegation

Type Minimum Requirement

Network Requirements

LDAP Connectivity Access to LDAP from EAG private (management) interface is required for
LDAP federation

Firewalls rules may need to be opened to enable this connectivity

One of the following ports is required depending on how the LDAP
integration is configured

Port 389 for LDAP

Port 636 for LDAP over SSL

Key Distribution Centre (KDC) Access to KDC from EAG private (management) interface is required to
Connectivity obtain Kerberos tickets to forward to the email server

Firewall rules may need to be opened to enable this connectivity

KDC typically uses port 88

Certificate Requirements

SSL Signer Certificates Signer Certificate of LDAP server
(If SSL is used) Signer Certificate of issuing CA and intermediaries of the LDAP server
Accounts
LDAP Bind Account Basic LDAP user for directory bind
Kerberos Delegation User Account used to impersonate and obtain service tickets from KDC for the
Account email server
Account used to impersonate and obtain service tickets from KDC for the
email server

Supported Corporate directories:

Type
IBM Security Directory Server

IBM Tivoli Directory Server for z/OS
Microsoft AD LDS (Lightweight Directory Services)
Microsoft Active Directory

For further information refer to https://www.ibm.com/docs/en/sva/10.0.3?topic=configuration-
supported-registries
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Deploying MaaS360 Email Access Gateway (EAG):

Step 1: Download Media from MaaS360 Portal

MaaS360 EAG is delivered as a virtual appliance that is downloaded from the MaaS360 portal. The virtual
appliance is an image file that is deployed on a supported hypervisor.

Steps to download EAG media:
1. Logon to MaaS360 Portal
2. Goto SETUP > Services menu and locate the Email Gateway service
3. Click on link to download EAG installation media
If the Email Gateway service is not enabled, then please contact MaaS360 Support

See Box link:

Step 2: Deploy Virtual Appliance

MaaS360 EAG needs to be deployed in the DMZ and is installed on supported virtualization platforms.
Follow the quick start guide to build and configure the virtual machine from the supplied ISO file.

Useful links:
https://www.ibm.com/docs/en/sva/10.0.3?topic=virtual-appliance-quick-start-guide
https://www.ibm.com/docs/en/sva/10.0.3?topic=started-virtual-appliance-tasks

Step 3: Install Firmware
The next step after virtual machine creation is to load the EAG virtual appliance firmware from the ISO media

Configuration Screenshot

Power on the Vil‘tual machine ISOLINUX 4.85 8x 7a3765 ETCD Copyright (C) 1994-2811 H. Peter Anvin et al
After 10 seconds, the installation
will automatically start

Security Appliance Installer
Wait 18 seconds or press enter to boot the appliance installer.

oM the hard drive, or "interactive" to boot the

Type "boothdd" to boot
interactive appliance installer.

boot: _

The firmuware image is about to be installed. This stallation process will

Power on and the installation will
automatically start and if e e to vroceed
prompted enter yes to proceed o e o preeEt

erase the hard disk and all existing data will be lost.

The appliance firmware is
automatically installed to the
virtual machine

Wait for the installation to
complete

Remove installation media when
prompted and reboot

The signature of the installation image has been verified.
Partitioning the disk...

Formatting the boot partition on the disk...

Configuring the disk boot loader...

Formatting the swap partition...

Formatting the partition...

Installing the firmware image...

The firmware image has been successfully installed.

Unmount the installation media and then press the enter key to
reboot the appliance.
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Step 4: Configure Virtual Appliance

Configuration

A flashing cursor may be seen

The following prompt will appear

Login to the console using the
administrator user id admin and
the default password of admin

After the firmware has been
loaded onto the appliance a
wizard is automatically run

Press Enter to continue

Select option 1 to procced to By

agree
1:
2:
Sel

FIPS Mode can be enabled at this
stage and once enabled it cannot
be disabled

If

review the
such terms govern this transaction.
agr

You must enable FIPS mode in order to comply with

ail Access Gateway

Screenshot

unconfigured.appliance login:

unconfigured.appliance login: admin
Password:

Welcome

Welcome to the IBM Security Verify Access setup wizard.
Using this setup wizard, you can:

* Uiew and accept the Software License Agreement

= Set the appliance password

» Uiew and configure networking

Press Enter to continue._

choosing I agree,’ you agree that (1) you hau
terms of both the IBM and non-IBM li

If you do not

had the opportunity to

s presented above and (2)
agree, choose ' do not
ee’ .
I agree
I do not agree
ect option:

FIPS 140-2 Mode Configuration

FIPS 140-2 and NIST 800-131a,

you select to enable FIPS mode, appliance will be rebooted immediately to

perform FIPS power-up integrity checks.

Do
FIPS cannot be enabled after gu
setup and is not required for EAG

Enter n to continue

If

1:
x:
p:
n:

not choose to enable FIPS mode without reading the FIPS section in the user

ide.
disable

you choose to enable FIPS mode now, you canmot it later without

reinstalling the appliance.
FIPS 140-2 Mode

is not enabled.
Enable FIPS 140-2 Mode
Exit

Previous screen

Next screen

Select option: n

The next prompt is the option to
change the appliance password
This step can be skipped for now
by entering n

The passwords can be changed at
the end of the installation

Enter 1 to change the host name

Appliance Password

Password changes are applied immediately.
Password has not been modified.

1: Change password

x: Exit

p: Previous screen

n: Next screen

Select option: n_

Host Name Configuration

Host name: unconfigured.appliance
1: Change the host name

x: Exit

p: Previous screen

n: Next screen

Select option: 1
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Configuration Screenshot

Enter the hostname of the Host Name Configuration

appliance
Host name: eag.maas360swat.com
This is any arbitrary hostname 1: C}]ange the host name
that is used to identify this . Fxit
appliance X - X1

p: Previous screen
This hostname wi!l correspond to n: Next screen
the management interface of EAG
Enter n to continue

Select option: n

Next step is to configure a Network Interface Settings
management interface that is : Display device settings
used to configure and manage - Display policy

EAG : Configure an interface

: Create a ULAN interface
: Delete a ULAN interface
: Set IPu4 default gateway
: Set IPub default gateway
: Exit

: Previous screen

: Next screen

Select option: 3

Enter 3 to configure an interface

The reverse proxy interface is
configured at a later point

1
2:
3
4
S
6
2
X
p
n

Enter 1 to configure the 1.1 Configure an Interface Enable this interface?
Select the interface to configure: .
Interface 1: 1.1 1: Yes
2: 1.2 2: No
3: loopback . .
Enter 1 to enable this interface Enter index: 1 Enter index: 1
A static IP address for the Select an IPu4 configuration mode:
management interface is 1: Automatic

specified in this example Z2: Manual

3: Automatic and Manual

Enter 2 for manual .
Enter index: Z_

configuration

Enter 2 to add a new IP address Configure Static IPu4 Addresses
to the 1.1 interface Select an action:
1: Shouw configured addresses
Z: Add an address
3: Delete an address
4: Finish configuring addresses
Enter index: 2

Enter management IP address Enter the IPu4 address: 10.0.1.5
and the subnet mask Enter the IPu4 prefix or subnet mask: 255.255.255.0
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Configuration Screenshot

Enter 1 to specify this IP Enter the IPu4 address: 10.0.1.5
address as a management Enter the IPu4 prefix or subnet mask: 255.255.255.0
address Use this IP address for management?

1: Yes

Z2: No

Enter index: 1

Enter 1 to enable this IP Enable this IP address? gg‘lﬁé%u;ﬁ géitici)ﬁzum fddresses
address 1: Yes % gzgudﬁog(l;(i‘gggzd addresses
Z2: No 3: Delete an address
Enter 4 to finish configuring Enter index: 1 B e contlguring addresses
addresses -
Enter 1 to Automatic configure Select an IPub configuration mode:
IPv6 address 1: Automatic
Z: Manual
3: Automatic and Manual
Enter index: 1
Enter 2 to not use obtained IP Configure Auto IPub Address
address for management Use obtained IP address for management?
1: Yes
Z2: No
Enter index: 2
Enter 6 to set the IPv4 default Network Interface Setti ngs
gateway . . . .
1: Display device settings
Z: Display policy
3: Configure an interface
4: Create a VULAN interface
5: Delete a VLAN interface
6: Set [Pu4 default gateway
7: Set IPub default gateway
x: Exit
p: Previous screen
n: Next screen
Select option: 6
Enter the default gateway Set IPu4 Default Gateway
address

Enter gateway IP address: 10.0.1.1_
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Configuration Screenshot

Enter 1 to specify that the 1.1 Set IPu4 Default Gateuag
interface should be used to .
reach the Default Gateway Enter gateway IP address: 10.0.1.1

Select interface:
1: 1.1

2. 1.2
3: loopback
Enter index: 1

Networking configuration has
been completed

Netuork Interface Settings
Display device settings
Display policy

Configure an interface
Create a VULAN interface
Delete a VULAN interface
set IPv4 default gateway
set IPub default gateway
Exit

Previous screen

Next screen

select option: n

Enter n to proceed to the next
screen

:S"UX\IO\UT-&LUNH

Select option 1 to set DNS . .
server 1 DNS Conflgur*atlon

DNS is obtained from DHCP on 1.1
: 9et DNS server 1
Set DNS server 2
Set DNS server 3
Obtain DNS servers from DHCP
Exit
Previous screen
: Next screen
Select option: 1

Enter the IP address of the DNS Set DNS Server 1
server Enter the DNS server IP address: 10.0.1.2
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Configuration Screenshot

Once the DNS configurations
have been completed

Enter n to continue to the next
screen

Enter 3 to change time zone if
required, or enter n to continue

Check the time and date
displayed and modify if necessary

Once the date, time and time
zone are set correctly, enter n
to continue

Check the data displayed in the
Summary

Enter 1 to accept and apply the
specified configuration

DNS Configuration
DNS server 1: 10.0.1.2
DNS server 2:
DNS server 3:
: Set DNS server 1
Set DNS server 2

Set DNS server 3
Obtain DNS servers from DHCP
Exit
Previous screen
Next screen
Select option: n

Time Configuration
Time configuration changes are applied immediately.
Time: 12:50:23
Date: 03,15,2022
Time Zone: America-New_York
: Change the time

: Change the date
: Change the time zone
: Exit
: Previous screen
n: Next screen
Select option: n_

Summary

FIPS 140-2 Mode is not enabled.

Password has not been modified.

Host name: eag.maas360swat.com

Interface: 1.1

Policy:
IPu4 Mode: Manual
IPu4 Manual Settings:
IPu4 Address: 10.0.1.5,255.255.255.0 [Management]
IPub Mode: Automatic
IPub Automatic Settings:

Interface: 1.2

Policy:

Interface: loopback

Policy:

The IPu4 default gateway is 10.0.1.1 on interface 1.1.

DNS server 1: 10.0.1.2

DNS server 2:

DNS server 3:

Time: 12:50:42

Date: 03,15,2022

Time Zone: AmericasNew_York

1: Accept the configuration
Z2: Cancel the configuration
3: Modify the configuration
Select option: 1
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Configuration Screenshot

If prompted, press enter to reboot Applying policy changes.
Policy changes could not be "l'l'li"'|~ System must be rebooted.

and continue Press enter to continue: _

Applying policy change

Depending on Changes restart Policy changes were successfully applied. Local Management Interface has been
may not be required

restarted.

Welcome to the IBM Security Verify Acce appliance
Enter "help” for a list of available command

Step 5: Login to Web Management Interface

Configuration

The appliance offers a browser-based graphical user interface
In this example, the URL is https://eag.maas360swat.com
The default credentials to log in to the local management interface are user admin password admin

IBM® Security Verify Access

Local Management Interface

User name

admin

Password:

The password for the Local Management Interface (LMI) can be configured via the UI

eag.maas360swat.com admin @ Language

Set Password

Logout

Set the new password if required

Set Password X

Update the password for the authenticated user

Current Password: LT L]

New Password: esscee

Confirm New Password: eeesee
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Step 6: Configure Data Interface

Configuration

From the top menu, select System > Network Settings > Interfaces

Monitor We System
Updates and Licensing Network Settings System Settings Secure Settings

Application Database Settings Administrator Settings File Downloads

Available Updates Interfaces Management Authentication Silent Configuration

Interfaces

Scheduled Security Updates Static Routes Management Authorization

Provide a Name to the interface (Reverse Proxy for example)

Networking Configuration

Edit Interface

General Networking DNS Interfaces Static Routes Test Connection
Interfaces: General Configuration 1Pv4 Settings IPv6 Settings
+ New | &2 Edit
Interface: 1.2 v
Interface Enabled Name Address
O 12 10.0.1.5/255.255.255.0 [Management] Name: IReverse Proxy{
12 Enabled

Select IPv4 Settings to configure the external interface
Enter the IP address and subnet mask of the data interface
Uncheck the Management Address
Check Enabled option to enable the interface

Edit Interface

General Configuration IPv4 Settings IPvé6 Settings
Auto (DHCP)
[] Enabled

Management Address

Provides Default Route

Manual
Address Management Address Enabled
[:l 10.0.1.6/24 No Yes

[:l Override the Overlapping Subnet Validation

The option to override the overlapping subnet validation may have to be selected depending on the
configuration of the network interfaces

A warning message is shown if this is the case
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Configuration

° System Error X

Address 10.0.1.6/24 overlaps a subnet on interface 1.1 This interface will not be able to be
updated until all overlapping IPv4 addresses are removed.

Select the option to override the overlapping subnet validation if required

!  System Warning

The check to ensure that overlapping subnets do not span multiple interfaces has been
disabled. It is advised that this validation is not disabled as it can lead to networking
issues in certain environments.

Override the Overlapping Subnet Validation

Review and deploy changes

Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. -
Module Date Modified
Networking Configuration Mar 15, 2022, 11:27:16 AM

Review Pending Changes

Proxy network connections will reset and connection is lost

0 Session Ended
The policy was successfully applied but the
nature of the changes required the user
interface to restart.

This action does not disrupt the flow of
network traffic.

The local management interface will be
unavailable until the restart finishes.

Click here to return to the local
management interface
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Step 7: Activate Reverse Proxy

Configuration

System > Updates and Licensing > Licensing and Activation

System
Updates and Licensing Network Settings System Settings Secure Settings
General Date/Time SSL Certificates
Application Database Settings Administrator Settings File Downloads
Available Updates Interfaces Management Authentication Silent Configuration
Scheduled Security Updates Static Routes Management Authorization
Update Servers Test Connection Management SSL Certificate

Update History Hosts File Account Management

Licensing and Activation Packet Tracing Advanced Tuning Parameters

Licensing and Activation

Firmware Settings Cluster Configuration Snapshots

Locate the license key file with the EAG media that has been downloaded from the MaaS360 Portal
On the Licensing and Activation page, click Select License and locate the license file to install
Select the license file and then click Open

Licensing and Activation

@ File Upload X

Activated Modules
2 & > ThisPC > Downloads v O P
Import
Organize v New folder - 0
Name ’ Date modified Type
RRGCie # Quick access
Ki 3/15/2022 11:34 AM  Text Document 1KB
B Desktop License Key
¥ Downloads
Support License 3 Documents

Select License &= Pictures

System32
No licensed modules. Add a |
3 This PC

o Network

File name: | License Key v | | AllFiles M

Click Save Configuration

Activated Modules

The license file upload process is pending:

# Type File Name
1 TXT License Key.txt

Save Configuration ] I Cancel ]

Confirm license is enabled
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Configuration

Activated Modules

Module

Name: IBM Security Verify Access Base Appliance
Enabled: True
Software License Agreement: View Service Agreement

Review and deploy changes

Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change.  yodute Date Modified
Activation Mar 15, 2022, 11:36:54 AM

Review Pending Changes

Cance

The following message is displayed
Click on the link in the message to reconnect to the management interface

€ Session Ended
The policy was successfully applied but the
nature of the changes required the user
interface to restart.

This action does not disrupt the flow of
network traffic.

The local management interface will be
unavailable until the restart finishes.

Click here to return to the local
management interface

Reverse Proxy is now available via Web menu

Global Settings

Runtime Component URL Mapping

Reverse Proxy Junction Mapping

Authorizdlion Servel Client Certificate Mapping
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Step 8: Configure Runtime Component

Configuration

Web > Manage > Runtime Component
The Runtime Component is not configured
Click Configure

IBM Security Verify System

Global Settings

Runtime Component URL Mapping

Mo RS

Reverse Proxy . Mapping
Runtime Component

Authorization Server Client Certificate Mapping

IBM Security Verify Access Monitor IBM Security Verify System

Runtime Component

& Configure Manage v

Status: Not configured
Set Policy Server to Local
Set User Registry to LDAP Local

Runtime Environment Configure X

Main Policy Server LDAP

@® Local
O Remote

O Import

User Registry

(O LDAP Remote

(® LDAP Local

v

Select Policy Server

Enter a new password for Administrator Password
This password is called the Security Master Password
Keep the other fields as default
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Configuration

Runtime Environment Configure

Main Policy Server LDAP

Administrator Password *

Confirm Administrator Password *

SSL Server Certificate Lifetime (days)

1,460

SSL Compliance *

No additional compliance v

| Previous ” Next ” Finish || Cancel |

Select LDAP and click Finish

Runtime Environment Configure

Main Policy Server LDAP

[ clean existing data

| Previous I

I Finish ” Cancel |

Runtime Component status is now available

Runtime Component

8 Unconfigure ‘ ’ W Stop ‘ () Restart

Status: Available

Mode: The environment is configured using a local policy server and a local user registry.

Go to Application Log Files to view the Policy Server and User Registry log files.

Manage v
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Step 9: Set up Reverse Proxy

Configuration

Web > Manage > Reverse Proxy
Click New

IBM Security Verify

Global Settings

Runtime Component URL Mapping

Reverse Proxy Junction Mapping

Authorizalion Servel Client Certificate Mapping

Reverse Proxy

+ New P StartAll | B StopA () Restart Al 3 Refresh

[0 1nstance Name State Changes are Active Last Modified
N No filter applied
0 item 10 | 25 | 50 | 100 | All

Enter the Instance name (e.g. mailproxy)
Host name is populated automatically with the hostname of the instance
Select the IP Address for the Primary Interface to the address that was configured for the data
interface
New Reverse Proxy Instance

Instance 1BM Security Verify Access Transport

mailproxy

Description

Host name *

eag.maas360swat.com

Listening Port *

7234

IP Address for the Primary Interface *

10.0.1.6 v

Select IBM Security Verify Access
Enter the Security Master Password that was configured during Runtime configuration step
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Configuration

New Reverse Proxy Instance

Instance IBM Security Verify Access Transport

Administrator Name *

sec_master

Administrator Password *

Domain *

Default

Select Transport

Enable HTTPS Port 443

Instance IBM Security Verify Access  Transport

[[] Enable HTTP

HTTP Port

Enable HTTPS

HTTPS Port

443

Click Finish

The reverse proxy instance is created

Reverse Proxy

+ New P StartAll | @ StopAll | () Restart All | O Refresh

[0  1nstance Name State Changes are Active
N No filter applied

[0 mailproxy @ sStarted ® True
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Step 10: Disable Basic Authentication

Configuration

Select Reverse Proxy instance
Click Edit

Reverse Proxy Basic Configuration - mailproxy

Server SSL Junction Authentication Session Response SSO Logging Interfaces

Client Connection Threads and Connections

HTTPS Persistent Connection Timeout *
5
HTTPS Port *
443 Worker Threads *
300
[ HrTe
HTTP Port *
80
Select Authentication
Set Basic Authentication Transport to None
Click Save
Reverse Proxy Basic Configuration - mailproxy
Server SSL Junction  Authentication Session Response SSO Logging Interfaces
Basic Authentication Forms Authentication
Transport Transport
None v HTTPS v
Review and deploy changes
Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. |, . Date Moditied

Review Pending Changes

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse FfOXy
! System Warning
Successfully deployed all + New ‘ £ edit | [ Delete ‘ » start ‘ W Stop | () Restart | O Refresh

Manage v | Troubleshooting v
pending changes.
. Instance Name State Changes are Active
The following reverse — .
proxy instances need to - i e o System Notification X
No filt 7
baestalted fogupdatas o ereeele Successfully restarted the
to take effect : 5
mailproxy @ started A False proxy instance.
— mailproxy
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Step 11: Import SSL Certificates of Mail Server
Typically, corporate email servers have an SSL certificate to secure ActiveSync traffic. EAG terminates SSL
traffic from mobile devices and initiates a new SSL connection to the corporate email server.

In this step, the SSL certificate(s) for the email server are imported into EAG. To complete this step, the
following pre-requisite steps should already have been performed:

« All certificates should be exported in x.509 DER encoded format

- Ifthe above SSL certificate is issued from a private Certificate Authority (CA) or an Intermediate
CA, EAG requires the entire SSL certificate chain

«  Export the SSL certificate(s) of the issuing (and Intermediate if required) Certificate Authorities

«  SSL certificates can be exported by using a browser connection to mail server and then by
examining SSL connection (click on padlock in browser address bar). The certificates can be
viewed and exported from here

« Complete the following section once the mail server certificates have been exported

Configuration

System > Secure Settings > SSL Certificates
Select pdsrv
Click Manage > Edit SSL Certificate Database

IBM Security Verify System ~

SSL Certificates

+ New W Delete Q Refresh 1| [manage ~
Edit SSL Certificate Database

System Settings Secure Settings v Softtr o EditPropertes
Details
Certificate Database Name - Type Last Mo Describe
Date/Time SSL Certificates Rename
embedded_ldap_keys Local Mar 15, 2 Import
. . . . Export
Administrator Settings Eile Dowploode mi_trust_store Local Mar 15, 2022, 2:30:08 PM

SSL Certificates
Management Authentication Silent Configuration

pdsrv. Local Mar 18, 2022, 12:18:33 PM

Click on Signer Certificates
Select Manage > Import

Edit SSL Certificate Database - pdsrv

& Refresh Manage ~

View
Signer Certificates Personal Certificates Certil gecgjye s
Import X
Label Issuer Subject

Export

Extract

Load

Y .. No filter applied

Import the signer certificate of the mail server and any issuing CA certificates
Confirm certificate imported
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Configuration

Import Signer Certificate x

Certificate File *

mail-server-cert.cer
Browse

Certificate Label *

Mail Server

System Notification The management SSL certificate was successfully updated.

Select All option at the bottom of the screen to view all certificates
Scroll to bottom and confirm that both certificates loaded successfully
Depending on the certificate, make sure the chain is present and import any missing certificates

5|10 ]| 25| 50| 100 | All

O Mail Server CN=MS-EXCH2016 CN=MS-EXCH2016

Review and deploy changes

Deploy Pending Changes X

I Pending Changes

There is currently one undeployed change. . 4ute Date Modified

Review Pending Changes
e Cancel

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse Proxy
! System Warning X
Successfully deployed all

- + New | £ Edit | [ Delete | P Start | @ Stop | (V) Restart | & Refresh Manage v | Troubleshooting v
pending changes.

. Instance Name State Changes are Active
The following reverse

proxy instances need to - a e o System Notification X
N
:’:t’:ksg‘:f‘f:c{?’ updates o flterspplie Successfully restarted the
meilpraxy @ Started A False proxy instance.
— mailproxy

Step 12: Create Junction

A junction allows communication to a backend server resource, in this case the corporate email
environment.

Note:
In this example the junction server name is resolved using DNS. If a host entry is required,
then this is entered using System > Network Settings > Hosts File

If an SSL error is encountered when creating the junction, this may be related to SSL/TLS
configuration and is often be resolved by reviewing the reverse proxy instance
configuration file and updating the following section:
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# Selectively disable SSL version support for junction connections

disable-ssl-v2 = yes
disable-ssl-v3=yes
disable-tls-vl = no
disable-tls-v11 = no
disable-tls-v12 =yes

Configuration

Web > Manage > Reverse Proxy
Select the reverse proxy instance
Manage > Junction Management

Reverse Proxy

+ New | & Edit | [I] Delete p Start | @ Stop | (V) Restart | O Refresh Manage ~ || Troubleshooting v

Configuration »
LIEENERLEE JiEE AAC and Federation Configuration *»
Management Root
o No filter applied Junction Management
Renew Management Certificate
mailproxy @ Started ® True

New > Standard Junction
Set Junction Name to /mail
Set Junction Type to SSL

Junction Management - mailproxy Create a Standard Junction

‘ ) _ . A - .

N ‘ 2 Edit [l Delete Junction Servers Basic Authentication Identity 5SSO and LTPA  General

Standard Junction ) . . I .
Creation of a junction for an initial server Junction Type

Virtual Junction it Name
Junction Point Name * O TCP

Y ... No filter applied (=l
@® ssL

Select Servers and click New
Set hostname to the corporate mail server (in this example DNS is used for name resolution)

For Local Address select the IP address of data interface
Click Save

All other required values are completed automatically
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Configuration

Add TCP or SSL Servers X

Hostname * Query Contents
ms-exch2016.maas360swat.com | Lookup

TCP or SSL Port * UUID of the Server
443
Virtual Host Distinguished Name(DN)
Virtual Host Port ] wind File Sy Si rt

[[] Treat URL as case insensitive
Local Address

10.0.1.6 v

Confirm server added

+ New ‘ 2 Edit ‘ i Delete

Hostname

T e No filter applied

P ms-exch2016.maas360swat.com

Select Identity
Change HTTP Basic Authentication Header to Ignore

Junction Servers  Basic Authentication  Identity
Supply identity information in HTTP headers

HTTP Basic Authentication Header

fignore ~

Filter

Ignore

Click Save
The junction is created
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Configuration

Junction Management - mailproxy

System Notification Created junction at /mail X
£ Edit | [ Delete
Junction Point Name Virtual or Standard
W = No filter applied
O /mail Standard Junction

Click Edit and select Servers
Confirm junction is running

+ New | £ Edit | [ Delete

Hostname Server State Server Operational State
Y s No filter applied
O  ms-exch2016.maas360swat.com running Online

Step 13: Import SSL Certificate for Public Connection

This is the certificate of the hostname that mobile devices will connect to for SSL handshake
In this example, the SSL certificate is for the hostname: mail.maas360swat.com

« Itisrecommended to obtain an SSL certificate from a public CA for this purpose

*  The certificate needs to be in a P12 format and protected with a password

* All certificates that are part of the chain should also be imported

« Ifrequired, a new CSR can be generated on the proxy using the proxy FQDN as the certificate
request distinguished name (e.g. cn=mail.maas360swat.com)

Configuration

System > Secure Settings > SSL Certificates
Select pdsrv
Click Manage > Edit SSL Certificate Database

IBM Security Verify System ~

SSL Certificates

+ New W Delete Q Refresh LI [manage ~
- 3 Edit SSL Certificate Database
System Settings Secure Settings ¥ Sotramicd EditPropetes
Details
Certificate Database Name < Type Last Mo D cribe
Date/Time SSL Certificates Rename
embedded_ldap_keys Local Mar 15, 2 Import
. . : Export
Administrator Settlngs Cilo Downloodc Imi_trust_store Local Mar 15, 2022, 1:30:08 PM
SSL Certificates
pdsrv Local Mer 18, 2022, 12:18:33 PM

Management Authentication Silent Configuration

Click on Personal Certificates
Select Manage > Import
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Configuration

Edit SSL Certificate Database - pdsrv

+ New | ’ ’ G Refresh || Manage ~

View
Signer Certificates Personal Certificates Certif Rgcejye S

Import
Label Defau Issuer P
It Export
Extract
) ) Load
Y .. No filter applied

Import the SSL certificate for the data interface
Enter the password that is used to protect the certificate
Click Import

Use a friendly Name field when creating an SSL certificate as this label is used display the certificate
for selection from the drop-down menu options

Import Personal Certificate X

Type *
PKCS12

Certificate File *

mail-server.pfx

Browse

Password

mpor

Confirm certificate was imported
Confirm certificate and associated signer certificates are present in the SSL store

System Notification The management SSL certificate was successfully updated.

{B160BE23-

O E826-4A2E- false i CN=*maas360swat.com
BEC0-6C545B3 Encrypt,C=US
546F4}

O  R3-int CN=ISRG Root X1,0=Internet T s
e Security Research Group,C=US =R3,0=Lets Encrypl,C=

CN=ISRG Root X1,0=Internet CN=ISRG Root X1,0=Internet

O  ISGR-root Security Research Group,C=US Security Research Group,C=US
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Configuration

Review and deploy changes

Deploy Pending Changes X
I Pending Changes

There is currently one undeployed change. ... Date Modified

Review Pending Changes

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse Proxy

! System Warning X
Successfully deployed all

© + New ‘ 2 Edit | [ Delete | P Start ‘ ® stop | () Restart | 3 Refresh Manage v | Troubleshooting v
pending changes.

The following reverse Instance Name State Changes are Active
proxy instances need to o System Notification X
Efpelatted foquprates Vo Neftereppied Successfully restarted the
to take effect : 3
. mailproxy @ started A False proxy instance.
— mailproxy
Edit the reverse proxy instance
Select SSL
Select the newly imported certificate
Click Save

Reverse Proxy Basic Configuration - mailproxy

Server SSL Junction  Authentication
SSL

SSL Certificate Key File

s -

Network HSM Key File

SSL Server Certificate

JA2E-BEC0-6C545B3546F4} ~
WebSEAL-Test-Only

{B160BE23-E826-4A2E-BEC0-6C545B3546F4}

Deploy Pending Changes X

Pending Changes

There is currently one undeployed change. pate Modified

Review Pending Changes

cance

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse Proxy
! System Warning
Successfully deployed all + New ‘ 2 edit | [ Delete | B Start ‘ @ Stop | () Restart | & Refresh | Manage v | Troubleshooting v

pending changes.
. Instance Name State Changes are Active
The following reverse - -
proxy instances need to - ] o System Notification X
No filter applied
f:tflf;ae;‘f‘-:’c{‘?’ updates o ereppte Successfully restarted the
e oo @ started A False proxy instance.
- mailproxy
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Step 14: Validating Setup

Configuration

Browse to public interface
(e.g. https://mail.maas360swat.com)

QO 8 nhttps;//mail.maas360swat.com

Application Gateway

Username:

Username

Password:

The SSL certificate being used can be verified

*% Page Info — https://mail.maas360swat.com/

General Media Permissions :

Web Site Identity
Web site: mail.maas360swat.com
Owner: This web site does not supply ownership information.

Verified by:  Let's Encrypt

Enter the Security Master credentials

Application Gateway

Username:

sec_master

Password:

A successful logon will display the splash screen

< C o O 8 ntipsy//mailmaas360swat.com

IBM Security Verify Access

Page 34 of 76



IBM MaaS360 Email Access Gateway

Configuration

Logout using the pkmslogin form
(e.g. https://mail.maas360swat.com/pkmslogin.form)

O 8 https://mail.maas360swat.com/pkmslogin.form

Application Gateway

pkmslogout logout the current user session
(Not valid for clients who authenticate with
Basic Authentication or SPNEGO. BA clients
must exit their browser to properly terminate
their session. SPNEGO clients must log off
from their workstation)

pkmspasswd change password for logged-in user

Click logout and confirm user logged out

Application Gateway

User sec_master has logged out.
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Deployment Scenarios:
Scenario 1: Any ActiveSync Client

Use-case:

This option is selected to expose ActiveSync traffic while keeping email servers internal to the network.
EAG will forward the traffic from email clients to corporate email servers. EAG does not authenticate or
authorize connections.

Workflow:

« ActiveSync traffic from any email client is forwarded from EAG to corporate email servers
« EAG does not authenticate any users before forwarding ActiveSync traffic

«  Email servers will authenticate users

EAG Configuration:

Configuration

Web > Manage > Policy Administration
Sign on with Security Master credentials

IBM Security Verify Access Monitor Web IBM Security Verify

Policy Administration

Task List . Security Verify Access Sign On

Secure Domain

l

+User Id
|sec_master

+Password

Sign On

ACL > Create ACL
ACL Name > mailproxy-unauthenticated
Description > allow unauthenticated access to mail proxy resource

Click Create
Confirm ACL created
Click Done
Policy Administration
Create ACL
Create AL
> User @ The ACL was created successfully
» Group +ACL Name
» Object Space mailproxy-unauthenticated mailproxy-unauthenticated
v ACL o
Search ACLs Description [ Create Another |
Create ACL |a||ow unauthenticated access to mail proxy resou ———————
Import ACL =
Export All ACLs Create| | Cancel [Done |

List Action Grouns

ACL > Search ACL
Click on the Search button
Confirm new ACL is listed
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Configuration

Policy Administration

Task List Search ACLs

b User e e resut
» Group " ame  +Maximum Results
> Object Space [100 Search
= 11 ACLs matched the search criteria
Search ACLs
Create ACL (Create... | Delete|| Export|  Options | Filters |
Import ACL
Export All ACLs Select ‘ ACL Name
List Action Groups O default-config
Create Action Group O default-domain
b POP [0 default-gso
et [0 default-management
rec D Ruee O default-management-pro:
» Secure Domain = detauli-manag proxy

default-policy

default-replica

default-root

]

default-webseal

favicon
mailproxy-unauthenticated
Page 1 of 1 Total: 11

]|

Click on the link for the new ACL created

Under ACL Entries, click on Create

Under Entry-Type, select Unauthenticated
Check the Permissions T r x and click Apply
Click Create Another

Under Entry-Type, select Any-other

Check the Permissions T r x and click Apply

Click Done

ACL Properties
I General Y attacn Y Extenaed Arrioutes

ACL Name
[mailproxy-unauthenticated |

Description -
[allow unauthenticated access to mail proxy resou | Set|
ACL Entries
Select ‘ Entry Name | Entry Type | Permissions
(] sec_master User Tc-mdbsvaB-R—-1—
O Any-other T X-—
O Unauthenticated T X-—

[Delete| |Clone| |Export| |Cancell
Object Space > Browse Object Space

Policy Administration

Task List Browse Object Space

b User

> Group

+ Object Space Path | ACL | POP | AuthzRule
Browse Object Space /' default-root
Copy/Paste Object Space
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Configuration

Expand Object Space

Browse Object Space

'Refresh Prune]
Path | ACL | POP | AuthzRule
= default-root
Management default-management
= WebSEAL default-webseal
E eag.maas360swat.com-mailproxy
favicon.ico favicon favicon
icons
index_html
mail
pics
Select mail junction
Click Attach (ACL)
Select ACL that was previously created
Click Apply
Click Apply again on the main screen
['General Y Extended Attioutes YN
Object Name

[WebSEAL/eag.maas360swat. com-mailproxy/mai|

Description
[Object from host eag.maas360swat.com. |

Can Policy be attached to this object

ACL Attached
Imailproxy—unauthenticated | | Detach
POP Attached
| |Attach...|
AuthzRule Attached

[Attach___|

Create Child Object...

(Apply| [Delete| |[Export| [Cancel]

Browse Object Space and hit the Refresh button to refresh the ACL associations to junctions
Confirm that the ACL is associated to the junction
Sign Off from Policy Administration

[m?ﬁ 'Prune
Path | ACL | POP | AuthzRule
B/ default-root
Management default-management
= WebSEAL default-webseal
E] eag.maas360swat.com-mailproxy
favicon.ico favicon favicon
icons
index_html
mail mailproxy-unauthenticated
pics
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Configuration

If OWA is enabled, then this is accessible without requiring entering credentials because the
unauthenticated ACL was added to the junction

Browse to the OWA URL via EAG URL

<« C @ O B httpsy//mailmaas360swat.com/mail/owa/auth/logon.aspx?replaceCurrent=18url=https%3a?

&% Outlook

Domain\user name:

Password:

® Signin

MaaS360 Configuration:

Configuration

To configure native mail use the MaaS360 MDM policies

Browse to Security > Policies on the MaaS360 portal and edit the MDM Policy

Browse to Device Settings > ActiveSync

Configure the host name to point to the data interface of EAG (e.g. mail.maas360swat.com/mail)
Enable SSL

The username and email fields can be configured with wildcard variables like %username%,
%email% etc. depending on the username format of email environment

Save and publish the policy

Configure ActiveSync Settings

Account Name for the ActiveSync Server

End users will see the mailbox with this name. MaaS360 EAG Email

Host Name of the ActiveSync Server - -
Sy mail. maas360swat.com/mail

Use SSL

Domain Name

Leave this blank to use the enroliment information to populate the user's domain

Account Username

Leave this blank to use the enroliment information to populate the user's usemame.
If Account Username is same as Email Address (such as Office365 or Traveler), use
%email% as the variable

Email Address

Leave this blank to use the enroliment information to populate the user's email
address
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Configuration

To configure MaaS360 Secure Mail use the MaaS360 WorkPlace Persona policies

Browse to Security > Policies on the MaaS360 portal and edit the WorkPlace Persona Policy
Browse to Email > Configuration

Configure the Mail Server to point to the data interface of EAG (e.g. mail. maas360swat.com/mail)
Enable SSL

The username and email fields can be configured with wildcard variables like %ousername%,
%email% etc. depending on the username format of email environment

Save and publish the policy

« Configure Secure Mail

Exchange v
Mail Server

Select the appropriate email server to ensure that the devices get approved
automatically. Auto Approval supported for Exchange, Office 365,1BM Traveler and
IBM Connections Cloud

Hostname of the ActiveSync Server mail.maas360swat.com/mail

Enter your Email Server URL

Use SSL

Configure Secure Connection

Domain Name

Leave this blank to use the user's domain name. If a usemame is being entered in
the field below and you need a domain name then enter that domain name or
%domain% to use user's domain.

Email Address

Leave this blank fo use the user's email address

Account Usemame

Leave this blank to use the username in this system. If Account Username is same
as Email Address (such as Office365 or IBM Traveler) use %email% as the variable

Once the policy has been pushed to the device the email client will prompt for user credentials when
the connection to the email server (via the proxy) has been established
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Scenario 2: MaaS360 Secure Mail only

Use-case:
This option is used if only the MaaS360 Secure Mail client is to be allowed while keeping corporate email
servers internal to the network. Traffic from other email clients is blocked.

Workflow:
« ActiveSync traffic originating from only MaaS360 Secure Mail client is forwarded to corporate
email servers

«  Traffic from any other email client is blocked

«  Email servers will authenticate users

EAG Configuration:

Configuration

Complete all the steps for EAG configuration in Scenario #1

Web > Manage > Reverse Proxy
Select reverse proxy instance and click Manage > Configuration > Edit Configuration File

Search for text: [azn-decision-info]
Copy this text: useragent = header:user-agent

Click Save

Advanced Configuration File Editor - mailproxy X
mobileNumber = mobile ~

#
#
# [TAM CRED ATTRS SVC:organisationalPerson]
# emailAddress = mail
#
#

mobileNumber = mobile

[azn-decision-info]

useragent = header:user-agent

#

# This stanza is used to define any extra information which should
# be made available to the authorization framework when making

# authorization decisions. This extra information can be obtained
# from various elements of the HTTP request, namely:

# - HITP method

# - HTTP scheme

v

Review and deploy changes

Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. . . Date Modifled
Review Pending Changes
oo

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart
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Reverse Proxy

! System Warning X
Successfully deployed all + New | 2 Edit | [i] Delete | B Start | @ Stop | () Restart | & Refresh | Manage v | Troubleshooting v
pending changes.
. Instance Name State Changes are Active
The following reverse ee .
proxy instances need to § i o System Notification X
pelieatata ojupdates Vo Nofltereppted Successfully restarted the
to take effect : 5
mailproxy @ started A False proxy instance.
— mailproxy

Web > Manage > Policy Administration
Sign on with Security Master credentials

1BM Security Verify Access Monitor Web

IBM Security Verify

System

Policy Administration

Task List Security Verify Access Sign On

Secure Domain

+Userld
sec_master

+ Password

Sign On

AuthzRule > Create AuzthRules

Name: MaaS360-Mail-Only

Description: Only Allow MaaS360 Mail Client
Text:

<xsl:if test="contains(/XMLADI/useragent, "MaaS360")'>
ITRUE!

</xsl:if>
Fail Reason: Only MaaS360 Mail Client Allowed

Policy Administration

Click Create
Click Done

Task List Create AuthzRule
b User
» Group +AuthzRule Name
b Object Space MaasS360-Mail-Only
» ACL
b POP Description
< AuthzRule IOnIyAIIow MaaS360 Mail Client
List AuthzRules
Create AuthzRule *AuthzRule Text
Import AuthzRule ‘<xsl:if test="contains(/XMLADl/useragent, "MaaS360")">
Export All AuthzRules !TR_UE!
» GSO Resource </xslif>
b Secure Domain
V
Fail Reason
Only MaaS360 Mail Client Allowed
VY
Create| | Cancel
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(i) The AuthzRule was created successfully

MaaS360-Mail-Only
Create Another |
|Done

List of all AuthzRules

(Create_._ || Delete| Export| = Options| Filters|
Select [ AuthzRule Name
O MaaS360-Mail-Only,
Page1of1  Total: 1

Browse Object Space and locate the mail junction

Policy Administration

Task List Browse Object Space

b User
> Group
¥ Object Space Path | ACL | POP | AuthzRule
Browse Object Space = default-root
Copy/Paste Object Space m Y
Create Object Management default-management
Import Object = WebSEAL default-webseal
Create Object Space [£] eag.maas360swat.com-mailproxy
» ACL favicon.ico favicon favicon
> poP icons
b AuthzRule index.html
b GSO Resource i 7 henficated
» Secure Domain : mai mailproxy-unauthenticate
pics

Click on the entry for the mail junction
Attach the new AuthzRule
Click Apply

[ General Y Extended Atiiioutes YD

Object Name

[WebSEAL/eag.maas360swat.com-mailproxy/mail

Description

|Object from host eag.maas360swat.com. [

Can Policy be attached to this object

ACL Attached
[mailproxy-unauthenticated || Detach |
POP Attached

| | Attach...
AuthzRule Attached

[MaaS360-Mail-Only

| Detach |

Create Child Object...

(Apply| |Delete| |Export| |Cancell

Refresh the Object Space and confirm AuthzRule is now visible
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|Refresh || Prune |

Path | ACL | POP | AuthzRule
= default-root
Management default-management
= WebSEAL default-webseal
EI eag.maas360swat.com-mailproxy

favicon.ico favicon favicon
icons
index_html
mail mailproxy-unauthenticated MaasS360-Mail-Only
pics

Web > Manage > Runtime Component
Restart the Runtime Component

Runtime Component
@ System Notification X

$X Unconfigure ‘ ‘ ® Stop || () Restart ‘ Manage v Successfully restarted the
runtime component.
Status: Available
Mode:  The environment is configured using a local policy server and a local user registry.

Goto ion Log Files to view the Policy Server and User Registry log files.

Only MaaS360 Secure Mail client is allowed to connect via EAG Proxy

MaaS360 Configuration:

Configuration

To configure native mail use the MaaS360 MDM policies

Browse to Security > Policies on the MaaS360 portal and edit the MDM Policy

Browse to Device Settings > ActiveSync

Configure the host name to point to the data interface of EAG (e.g. mail.maas360swat.com/mail)
Enable SSL

The username and email fields can be configured with wildcard variables like %username%,
%email% etc. depending on the username format of email environment

Save and publish the policy

Configure ActiveSync Settings

Account Name for the ActiveSync Server
MaaS360 EAG Email

End users will see the mailbox with this name.

f
Host Name of the ActiveSync Server mail. naas360swat.com/mail

Use SSL

Domain Name

Leave this blank to use the enroliment information to populate the user's domain

Account Username

Leave this blank to use the enrollment information to populate the user's usemame.
If Account Username is same as Email Address (such as Office365 or Traveler), use
%email% as the variable.

Email Address

Leave this blank to use the enroliment information to populate the user's email
address
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Scenario 3: User Identification with LDAP Federation

Use-case:
This option is used to expose ActiveSync traffic and identify users before forwarding traffic to the
corporate email servers, which remain internal to the corporate network.

EAG connects to corporate LDAP servers to identify users using corporate directory before allowing users
to connect to mail servers.

Workflow:

* User identification takes place before traffic is forwarded to corporate email servers

* ActiveSync traffic from email client is forwarded to corporate email servers after successful user
identification

*  Email servers authenticate users

EAG Configuration:

To identify users against corporate credentials, the following set of tasks need to be completed on EAG:
«  Configure LDAP Directory as EAG user registry
*  Enable basic authentication for HTTPS junction

«  Remove unauthenticated ACL

Configuration

Complete all the steps for EAG configuration in Scenario #1 or #2

Web > Manage > Runtime Component
Manage > Federate Directories

Runtime Component

‘ X Unconfigure ® Stop | () Restart Manage ~

Configuration Files  »
Embedded LDAP L
Status: pvailable Server Cleanup

X Federated Directories
Mode:  The environment is configured using a local policy server and a local user registry.

Go to Application Log Files to view the Policy Server and User Registry log files.

Click New

Federated Directories

+ New £ SSL Settings | <3 Refresh

Name Suffix
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Example

Connect Name: MaaS360 SWAT LDAP

Hostname: maas360swat.com

Port: 389

Suffix: ou=maas360 users, dc=maas360swat, dc=com

Bind DN: cn=ldapbinduser, cn=managed service accounts, dc=maas360swat, dc=com

Click Save

Enter details for the corporate directory server

Name

MaaS360 SWAT LDAP

Hostname *

maas360swat.com

Port *

389

Suffix *

ou=maas360 users
,dc=maas360swat,dc=com

Bind DN

wnts,DC=maas360swat,DC=com

Bind Password

Enable SSL

Client Certificate

Verify that the specific settings are correct
Click Close

Federated Directories X
System Notification Successfully updated the directory x
+ New || 2 edit || [ Delete | £ SSLSettings | & Refresh Help 2
Name Suffix Server ssL
= No filter applied
ou=maas360 users maas360swat.com:389 Disabled
@  MaaS360 SWAT LDAP ,do=maas360swat,dc=com Bind DN: CN=LDAPBindUser,CN=Managed

Service Accounts,DC=maas360swat,DC=com

1-10of1item 10 | 25 | 50 | 100 | AU 1

Close
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Review and deploy changes

Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. . Date Modified
Review Pending Changes
e
Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart
Reverse Proxy
! System Warning X
Successfully deployed all + New | 2 Edit | [ Delete | B Start | @ Stop | () Restart | O Refresh | Manage v | Troubleshooting v
pending changes.
I . Instance Name State Changes are Active
proxy instances need to o System Notification X
Efpelatted foquprates Vo Neftereppied Successfully restarted the
to take effect : y
) mailproxy @ started A False proxy instance.
— mailproxy

Web > Manage > Runtime Component
Manage >Configuration Files > ldap.conf

Manage ~

Configuration Files  » pd.conf
Embedded LDAP » ivmgrd.conf
Server Cleanup |dap.conf

Federated Directories  Tracing Configuration File

Search for basic-user-support and set value to yes

# Basic user support enablement. Basic user support allows the use of LDAP
# users without the need tc import them into IBM Security Verify Access.
basic-user-support = yes

Search for basic-user-principal-attribute = uid

In this example, the corporate directory is Microsoft Active Directory, and the username attribute is
mapped to userPrincipalName

Copy this text and paste it at the bottom of the stanza under the suffix entry
Change this value from uid to userPrincipalName

[server:MaaS360 SWAT LDAP]

host = maas360swat.com

port = 389

bind-dn = CN=LDAPBindUser, CN=Managed Service Accounts,DC=maas360swat, DC=com
ssl-enabled = no

suffix = ou=maas360 users ,dc=maas3é60swat,dc=com
basic-user-principal-attribute = userPrincipalName

Search for basic-user-no-duplicates attribute and set value to no

Page 47 of 76



IBM MaaS360 Email Access Gateway

Configuration

If Basic user support is enabled, this coptiocn will contrel whether users with
duplicate names are detected across suffixes. If a duplicate name is detected,
then the operation on the user will return an error. If this option is
disabled, the server will not complete any cross-suffix checks to ensure that
there are no duplicates. Disabling this opticn allows for significant
performance gains as the search across each suffix will stop immediately once
the first match user name is located. To determine whether disabling this
cpticn is appropriate you must determine whether user names can be guaranteed
to be unique, or whether security requirements allows for duplicates. If
disabled then the basic-user-suffix-optimizer enablement must alsc be
considered if duplicate user names can be present.

basic-user-no-duplicates = no

BT S S R S D I S SR

Save Changes

Review and deploy changes

Deploy Pending Changes X
I Pending Changes

There is currently one undeployed change. |, . .. Date Modified

Review Pending Changes

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse Proxy
! System Warning
Successfully deployed all + New | 2 Edit

5 [ Delete | B Start | @ Stop | () Restart | & Refresh Manage v | Troubleshooting v
pending changes.

) Instance Name State Changes are Active
The following reverse en .
proxy instances need to - o System Notification X
No i lied
peestaried ioqupdates o Hierapple Successfully restarted the
to take effect : r
mailproxy @ started A False proxy instance.

- mailproxy

Web > Manage > Policy Administration
Sign on with Security Master credentials

1BM Security Verify Access Monitor We IBM Security Verify

Policy Administration

Task List Security Verify Access Sign On

Secure Domain

I

+User Id
sec_master

+Password

' Sign On

User > Search Users > Search
All directory users should show up in the list

Policy Administration

¥ User )
Search Users +User Id +Maximum Results
Create User [* I 100 Search
Import User
Show Global User Policy 75 users matched the search criteria
N gha“ge Sy Create... || Delete | Options || Filters
roup ‘
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Browse to public interface
(e.g. https://mail.maas360swat.com)

Enter the UPN as a username to validate configuration
Enter the password and click Login

Application Gateway

Username:

swalker@maas360swat.com

Password:

Enter the UPN as a username to validate configuration
Enter the password and click Login
Confirm login successful

Application Gateway

Your login was successful.

Logout using the pkmslogin form
(e.g. https://mail.maas360swat.com/pkmslogin.form)

Click logout and confirm user logged out

Application Gateway

Application Gateway

pkmslogout logout the current user session

(Not valid for clients who authenticate with
Basic Authentication or SPNEGO. BA clients
must exit their browser to properly terminate
their session. SPNEGO clients must log off
from their workstation) User swalker@maas360swat.com has logged out.

pkmspasswd change password for logged-in user

Web > Manage > Policy Administration
Sign on with Security Master credentials
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1BM Security Verify Access Monitor

Policy Administration

Task List Security Verify Access Sign On

Secure Domain

+Userid
|sec_master

+Password

[Sign On

Browse Object Space and locate the mail junction

Browse Object Space
Refresh || Prune]

Path | ACL | POP | AuthzRule
= s default-root
Management default-management
=] WebSEAL default-webseal
E] eag.maas360swat.com-mailproxy

favicon.ico favicon favicon
icons
index_html
mail mailproxy-unauthenticated MaaS360-Mail-Only
pics

Select mail and detach ACL
AuthzRule is optional depending on use case

Detach ACL

& Detach the ACL from the Object?

\ Detach ]

\ Cancel |

Refresh Object Space and confirm ACL removed

|Refresh|| Prune
Path | AcL | POP | AuthzRule
= default-root
Management default-management
= webSEAL default-webseal
El eag.maas360swat.com-mailproxy
favicon.ico favicon favicon
icons
index_html
mail MaaS360-Mail-Only
pics
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Web > Manage > Reverse Proxy
Select instance and click Edit

Reverse Proxy

+ New “ [i] Delete ‘ P Start ‘ W Stop ‘

Instance Name

Y7 oo No filter applied

mailproxy

Authentication > Basic Authentication > Transport > HTTPS

Click Save
Server SSL Junction  Authentication  Session  Response SSO Logging  Interfaces
Basic Authentication Forms Authentication
Transport Transport
HTTPS v HTTPS v

Review and deploy changes

Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. . . pate Modified
Review Pending Changes
oo
Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart
Reverse Proxy
! System Warning
Successfully deployed all + New | 2 Edit | [ Delete | B Start | @ Stop | () Restart | O Refresh | Manage v | Troubleshooting v
pending changes.
X Instance Name: State Changes are Active
The following reverse . -
proxy instances need to o System Notification X
be restarted forupdates Vo Nefterepnlied Successfully restarted the
to take effect : 5
mailproxy @ started A False proxy instance.

- mailproxy

Connecting to LDAP over SSL
If SSL connection to LDAP is required, the SSL Certificate(s) associated to the LDAP server needs to be
imported and the LDAP configuration needs to be setup to use SSL.

To complete this step, download and save the certificate(s) from the LDAP server:
The SSL certificate (public key) of the LDAP server will be known as ldap-certificate.cer

The SSL signer certificate of the issuing Certificate Authority (CA) will be known as ldap-ca-
certificate.cer
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System > Secure Settings > SSL Certificates
Select pdsrv
Click Manage > Edit SSL Certificate Database

SSL Certificates

IBM Security Verify System

+ New W Delete Q Refresh LI [ manage ~
. Edit SSL Certificate Database
System Settings Secure Settings . ofitraied EditPropertes
Details
Certificate Database Name - Type Last Mo Describe
Date/Time SSL Certificates Rename
embedded_ldap_keys Local Mar 15, 2 Import
.. . . Export
Administrator Settlngs Cilo Dowmnlaode Imi_trust_store Local Mar 15, 2022, 1:30:08 PM
SSL Certificates
pdsrv Local Mar 18, 2022, 12:18:33 PM

Management Authentication Silent Configuration

Click on Signer Certificates
Select Manage > Import

Edit SSL Certificate Database - pdsrv

& Refresh Manage ~

Signer Certificates Personal Certificates Certil gecejye
Import
Export
Extract
Load

Label Issuer

Y ... No filter applied

Import the signer certificate of the LDAP server (Idap-certificate.cer) and any relevant issuing CA
signer certificate(s)
Click Import and confirm certificate store updated

Import Signer Certificate X

Certificate File *

ldap-certificate.cer

Certificate Label *

LDAP

System Notification The management SSL certificate was successfully updated.

Select All option at the bottom of the screen to view all certificates
Scroll to bottom and confirm that both certificates loaded successfully
Depending on the certificate, make sure the chain is present and import any missing certificates

5|10 25| 50| 100 | All

0O LDAP CN=maas360swat-MS-DCO1- CN=maas360swat-MS-DCO1-
CA,DC=maas360swat,DC=com CA,DC=maas360swat,DC=com

Review and deploy changes
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Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. o qute pate Modified

Review Pending Changes

Cace

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse Proxy

! System Warning X
Successfully deployed all

+ New | & Edit | [ Delete | P Start | @ Stop | () Restart | O Refresh Manage v
pending changes.

Troubleshooting v

Instance Name State

The following reverse e e 2
proxy instances need to 0 System Notification X
Cetesadio ks Vo Nofltereppled Successfully restarted the
) mailproxy @ started A False proxy instance.
— mailproxy
Web > Manage > Runtime Component
Manage > Federated Directories
SSL Settings > set keyfile > pdsrv
Click Save
SSL Settings X

These settings are only valid if the primary LDAP
directory is not configured to use SSL

Keyfile *
pdsrv v
Select the federated directory > Edit
Change Port to 636
Enable SSL
Enter bind password > Save
Port *
636 Enable SSL
Click Close
Review and deploy changes
Deploy Pending Changes X
I Pending Changes
There is currently one undeployed change. o qute Date Modified

Review Pending Changes

Cace

Restart reverse proxy instance if prompted
Select the reverse proxy instance and click Restart

Reverse Proxy

! System Warning X
Successfully deployed all

+ New | & Edit | [ Delete | P Start | @ Stop | () Restart | O Refresh
pending changes.

Manage v | Troubleshooting v

Instance Name State

Cha Acti
The following reverse R . .
proxy instances need to - 0 System Notification X
No filt lied
T T o Successfully restarted the
) mailproxy @ started A False proxy instance.
— mailproxy
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Browse to public interface
(e.g. https://mail.maas360swat.com)

Enter the UPN as a username to validate configuration
Enter the password and click Login

Application Gateway

Username

swalker@maas360swat.com

Password.

Enter the UPN as a username to validate configuration
Enter the password and click Login
Confirm login successful (splash screen displayed)

IBM Security Verify Access

Logout using the pkmslogin form
(e.g. https://mail.maas360swat.com/pkmslogin.form)

Click logout and confirm user logged out

Application Gateway

Application Gateway

pkmslogout logout the current user session
(Not valid for clients who authenticate with
Basic Authentication or SPNEGO. BA clients
must exit their browser to properly terminate
their session. SPNEGO clients must log off
from their workstation) User swalker@maas360swat.com has logged out.

pkmspasswd change password for logged-in user

MaaS360 Configuration:

Configuration

Same as scenario 2
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Scenario 4: User Identification with Cloud Extender Identity Certificate

Use-case:

This option is used to expose ActiveSync traffic and identify users using client identity certificates before
forwarding traffic to the corporate email servers, which remains internal to the corporate network. EAG
uses information in the certificate and validates against corporate directory before allowing users to
connect to mail servers.

Mail servers will use the user corporate credentials to perform authentication.

MaaS360 Cloud Extenders should be implemented to integrate with corporate Certificate Authority (CA)
using Direct CA integration to issue Identity Certificates to devices. This way, only MaaS360 enrolled
devices access email. The email client can be native or MaaS360 Secure Mail client.

The client identity certificate is only used for identification against EAG. Directory credentials are used
against the email server.

Workflow:

« Useridentification takes place before traffic is forwarded to corporate email servers

« Certificates are used to validate client identity and are provisioned to email clients (MaaS360
Secure Mail or native email) during MaaS360 enrollment

« ActiveSync traffic from email client is forwarded to corporate email servers after successful
user identification

e Email servers authenticate users

Internet DMZ yemesiDcesio ) Corporate

deices

IBM aSj) |

3) Authenticate to Cloud Extender
Frnwpnw rna(: 0ry Over Enterprise
Certificate
Mobile Device . e A CEVE S YN *_>‘ : _W Authority
Enterprise Directory
\\443

4) Alows emai m_re-;,

443

.‘. 0 443
|

fhics ‘/
| Maas360 Email Access |

6-~8
Gateway (EAG)

Cloud Email Solutions | |

‘- s
-

Air

Lotus Traveler Exchange
Domino

/II

To successfully identify users via certificates, EAG needs to be configured to communicate with the user
registry (LDAP in this case).

EAG needs to be configured to extract the user information from the identity certificate and use this
information to against the corporate directory.

This authentication mechanism is depicted in the workflow diagram below:
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Identity Certificate Mapping in Email Gateway

B
Emal Gateway Active
E\D Directory
| 1 1]
| 1 ]
I 1 [
Device serds |den : : :
Certdcate 1 @ : :
—>| Converting kdent
Corticate o m:_ty format | XSL transiormation @ | ®
\: applied 1o file to exdract |
~ user DN | Chack for existence of
. 1 user DN entry In user
| registry

>
I >

|
!
I
: User exists In the @
;. registy. Authenticaton
! succassful.

|

!

SN SNSRI, S S ————————

|
!
|
|
!
|
|
i
|
!
'S
1
|

MaaS360 Cloud Extender Configuration:
The first step is to setup the MaaS360 Cloud Extender to integrate with a Certificate authority to issue
identity certificates to devices.

MaaS360 MDM or Persona policies need to be configured to use client identity certificate.

Setup MaaS360 Cloud Extender to integrate with a PKI.

In this step, it is important to configure the Subject Name of the certificate to contain the user
Distinguished Name (DN) from the LDAP directory.

Detailed instructions on how to set this up is described in the IBM MaaS360’s Knowledge Center page
under Certificate Integration Cloud Extender module.

Configuration

From Cloud Extender select the Certificate Integration module.

Page 56 of 76



IBM MaaS360 Email Access Gateway

Configuration

Certificate Integration

i‘

Securely deploy identity certificates
to mobile devices

a :
:
:

Once in the module, click “Add New Template”.
This action will open the “Select your Enterprise Certificate Authority (CA)” panel below.

" Select your Enterprise Certificate Authority (CA)

11—

' © Microsoft CA O Verizon O Open Trust

\ s

. O Symantec O Entrust O IDNomic - Mobile Guard .
O Generic OEST le

. Select the purpose of issuing Identity Certificates £

User Authentication for Email, Wi-Fi, VPN, browser or reverse proxy.
Creates Device Identity Certificates E

o Direct CA Certs
Creates Device Identity Certificates

SCEP
Creates Device Identity Certificates

0o S/MIME encryption and digital signatures or user authentication.
Creates User Identity Certificates

Next
A . . A ”
Make the following selections on this panel and click “Next”.
@ Cloud Extender Configuration Tool - [m] X
HOME EXPORT PROXY SETTINGS HELP English (United States) v I
Certificate Integration
Securely deploy identity certificates to mobile devices ®
SCEP - Microsoft, Verizon, Open Trust server details
° Start
Template Name l EAG Certificate Authentication ‘
Hostname of SCEP server l http v H host-1.maas360swat.com ‘
SCEP Server challenge type (O Dynamic O Static © None
e SCEP Config
Challenge Username l maas360swat\mscepadmin ‘
Challenge Password I oaoooooocool |

Cert Attributes

Finish

Back Next Save Cancel
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Set the server details on the following panel and “Next”:

@ Cloud Extender Configuration Tool - o X

HOME EXPORT PROXY SETTINGS HELP English (United States) vI

Certificate Integration 10

Securely deploy identity certificates to mobile devices

Certificate Properties
° Start .
Subject Name [0) JCN=%dn% ‘

Subject Alternate Name I UPN v ‘

Cache certs on Cloud Extender []
0 SCEP Config

Location of Certificate Cache Browse

e Cert Attributes

Finish

Configure the Subject Name of the certificate to have the user Distinguished Name (DN).
The format is: /CN=%dn%.
This requires MaaS360 User

Visibility Service to be enabled in order for MaaS360 to have access to user DN.

The Subject Name can be configured to contain any field. The Certificate Mapping rules in EAG needs
to be modified accordingly.

In this example, we will use the user DN.
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| General | Details | certification Path |

Show: I <All>

Field Value
[=] version v3 ]
-] serial number 1500 0000 26 1f 11b3 dbbf ... | =
|| signature algorithm sha256RSA .
DSignamre hash algorithm sha256

Issuer maas360swat-HOST-1-CA, ma...
[:=]valid from Wednesday, November 23, 20...
[=]valid to Thursday, November 23, 2017...
v

CN = Test User 1,CN=Users,DC=maas360swat.com

Edit Properties... Copy to File...

[ o ]

=
The issued certificate will look like this.

The Subject Name will have the user DN
<XMLUMI>
<-- Certificate Example A --!>
<stsuuser:STSUniversalUser xmlns:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser">
<stsuuser:Principal>

<stsuuser:Attribute name="name">
<stsuuser:Value>CN=Test User 1\,CN\=Users\,DC\=maas360swat.com</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:Principal>
<stsuuser:AttributeList>
<stsuuser:Attribute name="SubjectCN"
type="urn:ibm:security:gskit">
<stsuuser:Value> Test User 1\,CN\=Users\,DC\=maas360swat.com</stsuuser:Value>
</stsuuser:Attribute>
</stsuuser:AttributeList>
</stsuuser:STSUniversalUser>
</XMLUMI>

This certificate when presented to EAG is represented in an XML format.

The section marked in blue is attribute that EAG needs to extracted, properly formatted and compared
against the user
Distinguished Name (DN) on LDAP.
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EAG Configuration:

To configure EAG to use certificates the following steps needs to be completed:

« Enable Client Certificates
*  Setup Certificate Mapping

Enable Client Certificates:

Configuration

From IBM Security Verify Access Local Management Interface

Reverse Proxy Basic Configuration - mailproxy x
Help ?
Server ssL Junction icati Session ss0 Logging Interfaces
A~
Basic Authentication Forms Authentication
Transport Transport
HTTPS v HTTPS v

Realm Name

Token Authentication

Transport

None ~
o v
[ooe]
Reverse Proxy Basic Configuration - mailproxy x
Help
Server SSL Junction Authentication Session Response SsO Logging Interfaces
~
Client Certificates Kerberos
Accept Client Certificates Transport
Required v None v
Secondary Port Keytab File
0 v
Certificate EAI URI ] use Domain Qualified Name
Kerberos Service Names
Certificate Data
4+ New B Delete 1T Default
+ New | B Delete
Value v
-

Browser to Web >Reverse Proxy
Select the proxy instance and click Edit
On Authentication, set Basic Authentication >> Transport = HTTPS

Set Client Certificates >> Accept Client Certificates = Required

Click Save
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Pending Changes
There is currently one undeployed change. >

-

Review Pending Changes

@ System Notification X
Successfully submitted changes to
configuration.

Click on Review Pending Changes to deploy changes.

Deploy Pending Changes X

Module Date Modified
Reverse Proxy Configuration File  Jul 12, 2022, 2:59:38 PM

Roll Back | | Deploy

Deploy and Restart the reverse proxy instance

Setup Certificate Mapping:

EAG needs to be configured with a transformation rule (XSL) that extracts the Subject Name from the Identity
Certificate and compares that against the LDAP attribute of the user

This XSL rule is depicted here and the same is available as XSL-Template.txt in the EAG download media

Below the template contents can be observed. Modify provided XSL template above with the domain name
and other information that is different that given example :
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<!-- XSL-Template.txt -->
<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform" xmlns:stsuuser="urn:ibm:names:ITFIM:1.0:stsuuser"
version="1.0">
<xsl:output method="text" omit-xml-declaration="yes"
encoding='UTF-8' indent="no"/>
<xsl:template match="text()"/>
<xsl:template
match="/XMLUMI/stsuuser:STSUniversalUser/stsuuser:AttributeList">
<xsl:variable name="subjectCN">
<xsl:call-template name="tokenize">
<xsl:with-param name="rawSubjectCN"
select="stsuuser:Attribute[@name='SubjectCN']/stsuuser:Value"/>
</xsl:call-template>
</xsl:variable>
<xsl:choose>
<xsl:when test="starts-with($subjectCN,'CN=")">
1<xsl:value-of select="$subjectCN" />!
</xsl:when>
<xsl:otherwise>
<xsl:choose> <xsl:when test="contains($subjectCN,',")">
<xsl:choose>
<xsl:when test="contains($subjectCN,'.com')"> !CN=<xsl:value-of select="substring- before($subjectCN,'.com')"/>,DC=com!
</xsl:when>
<xsl:otherwise> !CN=<xsl:value-of select="$subjectCN" />!
</xsl:otherwise>
</xsl:choose>
</xsl:when>
<xsl:otherwise>
<xsl:choose>
<xsl:when test="contains($subjectCN,'.com')"> !<xsl:value-of select="$subjectCN" />!
</xsl:when>
<xsl:otherwise> !|CN=<xsl:value-of select="substring before($subjectCN,'.com')"/>,DC=com!
</xsl:otherwise>
</xsl:choose>
</xsl:otherwise>
</xsl:choose>
</xsl:otherwise>
</xsl:choose> </xsl:template>
<xsl:template name="tokenize">
<!-- this template removes backslashes, might be
not needed -->
<xsl:param name="rawSubjectCN" />
<xsl:variable name="first-item" select="normalize-
space(substring-before(concat($rawSubjectCN, '\'), '\')" />
<xsl:if test="$first-item">
<item>
<xsl:value-of select="$first-item"
/>
</item>
<xsl:call-template name="tokenize">
<xsl:with-param name="rawSubjectCN"
select="substring-after($rawSubjectCN,'\")" />
</xsl:call-template>
</xsl:if>
</xsl:template>
</xsl:stylesheet>
XSL Template can be modified from the IBM Security Verify Access management interface. See steps below.
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IBM Security Verify Systen

Global Settings API Access Control

Runtime Componi URL Mapping S Resources

Reverse Proxy Junction Mapping Policies

Authorization Server Client Certificate Mapping CORS Policies

Distributed Session User Name Mapping

Policy Administration Password Strength

HTTP Transformation
Kerberos Configuration
RSA SecurID Configuration
Rate Limiting

Redis Configuration

Go to Web > Global Settings > Client Certificate Mapping >Client Certificate Mapping

IBM Security Verify Access Monitor We ) urity Verify

Client Certificate Mapping

+ New | £ Edit [ pelete > Refresh Manage v

Client Cert Authentication Module Files

Select New to access the XSL Template

Create

Content:* | Al
<¢l=« XLS-Template.txt -->
<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform" xmlns:stsi
<xsl:output method="text" omit-xml-declaration="yes"
encoding='UTF-8' indent="no"/>
<xsl:template match="text()"/>
<xsl:template
match="/XMLUMI/stsuuser:STSUniversalUser/stsuuser:AttributeList">
<xsl:variable name="subjectCN">
<xsl:call-template name="tokenize">
<xs5l:with-param name="rawSubjectCN"
select="stsuuser:Attribute[@name="SubjectCN')/stsuuser:Value"/>
</xslicall-temp
</xsl:variable>
<xsl:choose>
<xsl:when test="starts-\
1<xsl:value-of select="$subjectCN™ />!
</xsl:when> v
< >

File Name:*  mMaze360DN

ok [ cancel

Copy the entire content of the XSL-Template.txt. Clear the contents of the screen and paste the copied
contents of the XSL-Template.txt

Save the file with the name
MaaS360DN
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Client Certificate Mapping
! Pending Changes

There is currently one undeployed change.

|+<1;,‘ 2. Edit @ Delete QRefresh  Manage v

Review Pending Cha

@ System Notification

nges

| The new resource was successfully

created.

Deploy the changes and restart reverse proxy.

Advanced Configuration File Editor - mailproxy

The name of the rules file which will be used by the certificate mapping
CDAS.

#* 4 8t 0

# The following files are currently available for this configuration entry:
| # - Maas3s@DN

| COEIEEER- Haas3ceon |

The initial tracing level of the authentication module. The level
variable indicates the trace level, with 1 designating a minimal

amount of tracing and 9 designating the maximum amount of tracing.

The trace level can also be modified using the IBM Security Verify Access
pdadmin trace commands, supplying the trace component name of

# O O % % &

pd.cas.certmap. This trace component is only available after the

v

Save

Navigate to Web > Reverse Proxy > select proxy instance
Manage > Configuration > Edit Configuration File

Search for the parameter:
rules-file

Configure the rules-file value to the Client Certificate Mapping
File from the previous step -

MaaS360DN

Save and Deploy the changes. Restart the reverse proxy

IBM Security Access Manager

An attempt to authenticate with a client certificate failed. A
valid client certificate is required to make this connection.

Browse to the EAG data interface (in this example
https://mail.maas360swat.com)

| Revert ‘ l Cancel l

An error should be displayed as shown indicating that the EAG is configured to require an Identity Certificate

for authentication
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EAG Federation Configuration:

In this step, EAG needs to be configured to integrate with a corporate directory

Follow the steps in Scenario 3 to connect EAG to LDAP

MaaS360 Configuration:

#

Configuration

If native email needs to be configured
on end user devices, MaaS360 MDM
policies need to be configured.

e Browse to Security >> Policies

on the MaaS360 portal.

e OniOS, Android or Windows
MDM policy, browse to Device

Settings >> ActiveSync

e Configure the hostname to
point to the data interface of
EAG

(mail.maas360swat.com)

e Enable SSL

e The username and email
fields can be configured with
wildcard variables. Use
%email% or %upn% for both
Username and Email Address
field since this user
authentication is now
configured to use UPN

e |eave Domain Name as blank.

e Save and Publish the policy

If MaaS360 Secure Mail needs to be
configured on end user devices,
MaaS360 Persona policies need to be
configured.

Browse to Security >> Policies on

the MaaS360 portal.

e On persona policy, browse to
Email >> Configuration

e Choose the Mail Server type.

Configure the hostname to point

to the data interface of EAG

(mail. maas360swat.com)

e Enable Use SSL

e The username and email
fields can be configured with
wildcard . Use %email% or
%upn% for both Username
and Email

Address field since this user

authentication is now configured

to use UPN

e Leave Domain Name as blank.

Screenshot

Account Name for the ActiveSync Server
End users will see the mailbox with this name

Host Name of the ActiveSync Server
Use SSL

Domain Name
Leave this blank to use the enroliment information to populate
the user's domain.

Account Username

Leave this blank to use the enroliment information to populate
the user's username. If Account Username is same as Email
Address (such as Office365 or Traveler), use %email% as the
variable

Email Address
Leave this blank to use the enrollment information to populate
the user's email address.

Synchronize Emails for the Selected Date Range

Identity Certificate

~| Configure Secure Mail

Mail Server
Select the appropriate email server to ensure that the devices get
approved automatically. Auto Approval supported for Exchange, Office
365,1BM Traveler and IBM Connections Cloud

Hostname of the ActiveSync Server
Enter your Email Server URL.

Yes

MaaS360 EAG Email

mail.maas360swat.com

Yes

Y%email%

%email%

EAG Certificate Authentication

Exchange

mail.maas360swat.com/mail

Use SSL Yes
Configure Secure Connection.
Domain Name
Leave this blank to use the user's domain name. If a username is being
entered in the field below and you need a domain name then enter that
domain name or %domain% to use user's domain.
Account Username .
9 9
” mail%
Leave this blank to use the username in this system. If Account Yoemail%
Username is same as Email Address (such as Office365 or IBM Traveler)
use %email% as the variable
. 9 ilo
Email Address Yoemail%
Leave this blank to use the user's email address
Certificate

Authentication Type
Choose from Corporate Credentials or Certificate based authentication

Identity Certificate

EAG Certificate Authentication
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e Set Authentication Type to
Password.
e Save and Publish the policy
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Enter the email password on the end
device. Mail should start to sync

MaaS360 Secure Mail also displays
the Identity Certificate that is used for
authentication before prompting to
enter the password.

iPad =

{ Mailboxes  Inbox Edit

MaaS360
App Catalog: Access

® MaaS360
Maa$360: Device Enrollment Request

® MaaS360
App Catalog: Access

® MaaS360
Maa$360: Device Enrollment Request

Microsoft Outlook
Your mobile phone is temporarily bloc...

® MaaS360
App Catalog: Access

® MaaS360
AAACDRN. Maviinn Envallonnt Darinst
Updated Just Now

iPad =

= Inbox (5) v

©® MaaS360
App Catalog: Access

® MaaS360
MaaS360: Device Enroliment Request

Microsoft Outlook

Your mobile phone is temporarily blocked fr...

Updated Just Now

Scenario 5: Kerberos Constrained Delegation

Use-case:

9:05 PM

MaaS360

A more.
App Catalog: Access
November 8, 2016 53 PM

Maa$360"

ssful delivery of email from Maas360, add

To ensure timely a
maas3 our address book.

60afiberlin

App Catalog

ipps, use your Apple credentials

To install private enterprise apps on devices with i0S 4.x and lower, use your Corporate
crex jevice: S 5.x and higher, private apps can be installed
auts h

elf

FOR SUPPORT CONTACT:

Email: kumara@fiberlink.com | Phone: 2156641871

Native Email

7%ED

910 PM 6% @D
© X 4 P B @ & /
From: MaaS360 ide

To: Kumar A
08 November 2016 3:53 PM

»
App Catalog: Access

» Maa$360"
App‘Calalog

»

FOR SUPPORT CONTACT:

MaaS360 Secure Mail

This option is used if to expose ActiveSync traffic and identify users before forwarding traffic to the
corporate email servers, which remains internal to corporate network. In this option, EAG performs user
identification and once successful attaches a Kerberos Token to the ActiveSync traffic that gets

forwarded to the email servers.

The email servers will use the Kerberos token that it receives along with the ActiveSync traffic to

authenticate the users.

MaaS360 Cloud Extenders should be implemented to integrate with a corporate Certificate Authority
(CA) to issue Identity Certificates to devices. This way, only MaaS360 enrolled devices access email if
email is configured via MaaS360 policies. The email client can be native or MaaS360 Secure Mail client.

The client identity certificate is only used for identification. Directory credentials are used against the
email server. The client identity certificate used will not be passed onto the email server.
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Workflow:

* User identification takes place before traffic is forwarded to corporate email servers

« Certificates are used to validate client identity and are provisioned to email clients (MaaS360
Secure Mail or native email) during MaaS360 enrollment

* EAG attaches Kerberos tickets for corporate email servers along with the forwarded
ActiveSync traffic

*  ActiveSync traffic from email client is forwarded to corporate email servers after successful
user identification

«  Corporate email servers will validate the Kerberos tickets and not perform any
secondary authentication. The authentication operations are delegated to EAG for
optimized corporate directory performance

EAG Configuration:

To configure EAG to use Client Identity Certificates the following steps needs to be completed:

Setup Cloud Extender for Direct Certificate Authority Integration
Setup Certificate Mapping

Configure Kerberos Constrained Delegation

Enable Kerberos SSO for HTTPS junction

R

#  Configuration Screenshot

Complete all the steps for EAG
configuration in Scenario #4. This
covers Steps 1 — 3 above.

Ensure that ActiveSync application on

the serveris configured for Kerberos
authentication. w P » HOST-2 » Sites » Default Web Site » Microsoft-Server-ActiveSync »

File View Help

In Microsoft IIS, set the permission on reTT @ Authentication
MS-Server-ActiveSync site to have sy = _
. P DST-2 (MAAS360SWAT\ad_admin) Sioup by No Grouping. <~
Windows Authentication enabled Application Pools - Name - Status Response Type
Sites Anonymous Authentication Disabled
@ Default Web Site ASP.NET Impersonation Disabled
b -] aspnet_client Basic Authentication Enabled HTTP 401 Challenge
[; 9 Autodiscover Digest Authentication Disabled HTTP 401 Challenge
b D ecp Forms Authentication Disabled HTTP 302 Login/Redirect
4 @ EwWs { Windows Authentication Enabled HTTP 401 Challenge
3 9 mapi
4P Microsoft-Server-ActiveSync
i b5 Proxy
b OAB
b P owa
['> 3 PowerShell
b (P Rpc
& Exchange Back End
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Ensure that Negotiate:Kerberos is
listed as an available provider for
Windows Authentication.

‘J Authentication

Group by: No Grouping
Name B Status Response Type.

by B
If it is not listed, add
Negotiate:Kerberos provider to the list. ™ ™
Restart IIS after the changes are made

Identify a domain user that can be

used as a service account in EAG to
o EAG Bind User Properties |2
request Kerberos service tickets — — R —
[ Published Certificates I Member Of l Password Replication I Dialin l Object |
Security | Environment ] Sessions Remote control
Remote Desktop Services Profle | COM- | Atribute Edtor |
General | Address [ Account I Profile l Telephones l Organization |
J ) EAG Bind User
First name: |§z§ l Inttials: ‘ ‘
Last name: lBind User ‘
Display name: lEAG Bind User l
Description: l ‘
Office: l ‘
Telephone number: l l [ Other... ]
E-mail: l ‘
Web page: l ] [ Other... ]
| 0K ‘ | Cancel Hel

Before generating the Kerberos keytab
file, review the chosen account for any
existing service principal names (SPN).

The expected result is that no existing
SPN is found.

Command:
setspn -L eag-binduser
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Generate a keytab file for the service
account user and register the user
principal in Active Directory for future
Kerberos transactions

Command: ktpass -

out

C:\Windows\Temp\eag-
binduser.keytab -princ

HTTP/eag-
binduser@MAAS360SWAT.COM -
mapUser maas360swat\eag- binduser
-mapOp set -pass

Password01! -pType
KRB5_NT_PRINCIPAL

Note: that the @DOMAIN.NAME must
be in an upper case for the

HTTP principal attribute

Confirm that the keytab file has been
created.

Update service account user in Active
Directory and set delegation for the
email server

Open the user account properties
and select Delegation

Select Trust using authentication
protocol

Click Add >> Users or Computers >>
enter name for the mail server
and >> Check Names >> OK

Scroll down the Services list and
ensure to select the Service Type as
http

Apply the changes on the service

account user

X Administrator: Command Prompt

:\Windows\system32>ktpass —out c:\temp\eag-hind—user.keytabh —princ HITP/eag-hings
userCPMAAS36BSYUAT .COM —map! » maas3bBswat\eag—binduser —-mapOp set —pass Passworjid
@1t —pType KRB5_NT_PRINCI

argeting domain controller: host—1.maas36Bswat.com

ISuccessfully mapped HTTP/eag—binduser to eag—binduser.

[Password successfully set?
[Key created.

Output keytab to c:\temp\eag—hind-user.keytah:
Keytab version: Bx502
lkeysize 68 HTITP/eag—binduserCMAAS36BSYUAT .COM ptype 1 (KRBS5_NT_PRINCIPAL)> vno 4 e
ype Bx17 (RC4-HMAC)> keylength 16 (Bx7c4feSeadab82714aB36e39378362hah>

:\Windous\system32>_

Name u Date modified - Type Size

. eag-bind-user keytab

KEYTAB File

1940142017 16:40

L2 -

Password Replication

EAG Bind User Properties

Organization | Published Cerificates | Member Of
Dialin Object Security Environment
Remote Desktop Services Profile | COM+
Address Account Profile

Sessions
Attribute Editor
Delegation

Remote control

General Telephones

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

Do not trust this user for delegation
Trust this user for delegation to any service (Kerberos only)
®) Trust this user for delegation to specified services only
Use Kerberos only
@) Use any authentication protocol

Services to which this account can present delegated credentials

Service Type  User or Computer Port Service N
http HOST-2
< m >
Expanded [ Add.. Remove
ok | [ cancel |[ Aeply
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Add another SPN of the service account
user: HTTP/eag-
binduser@maas360swat.com@MA
AS360SWAT.COM

setspn -S HTTP/eag-
binduser@maas360swat.com@MA
AS360SWAT.COM
maas360swat\eag-binduser

Review the configured service principal
names (SPN).

Command:
setspn -L eag-binduser

Configure Kerberos Realm:

Browse to Web > Global Settings >>
Kerberos Configuration.

o+ ] Administrator: Command Prompt

:\Windows\system32>setspn -8 HITP/eag—hinduser@BMAAS36BSUAT .COM eag-hinduser
hecking domain DC=maas36Bswat.DC=com

[Registering ServicePrincipalNames for CN=EAG Bind User.CN=Users.DC=maas36Bsuvat.D
=com

HTTP/eag—binduser@MAAS36BSWAT . COM
pdated object

\Windows\system32>

] Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.96001]
(c> 2013 Microsoft Corporation. All rights reserved.

:\Windows\system32>setspn —-L eag—binduser
R tered ServicePrincipalNames for CN=EAG Bind User.CN=Users.DC=maas36bBswat.DC

HTITP/eag-binduserPmaas36Bswat .comPMAAS36BSYAT .COM
HTITP/eag—bhinduser

IBM Security Verify System

Global Settings Global Keys API Access Control

URL Mapping SSO Keys Resources

Runtime Component

Reverse Proxy
Authorization Server
Distributed Session Cache

Policy Administration
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Click Realm, select New
>> Realm

Enter the Kerberos realm, this value
can be the directory domain name.

Do not use spaces in the Realm
Name

Hit Save

Deploy pending changes and restart
reverse proxy for changes to take
effect.

Create New Realm

Select the new realm and look for the
“New” pulldown just above the name.

Kerberos Configuration

Defaults Realms Domains CAPaths  Keyfiles

New v | & Edit |ﬁlDelete |ETest |3Refresh
5 maas360swat.com

Click New > Property

Kerberos Configuration

Defaults Realms Domains CAPaths Keyfiles

|NewA|| > Edit |ﬁ|0elete |BTest |3Re4resh

Realm )swat.com
Subsection
Property
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In the Create New Property window,
select kde

Enter the Directory KDC address in the
Value field. The Directory KDC address
is the name of the domain controller.
For example,

<machine>.<domain>, click Save

Note that using port 88 is optional for
Active Directory as this is default
value

Depending on the configuration, using
the domain name may be a more
preferred option instead of linking to
only a single directory

server. In this example, the setting is :
maas360swat.com

Deploy changes.

The following realm is now created

On Keyfiles, click on the Import
button to import the keytab file that
was generated for the EAG service
account user

Create New Property X

Pre-Defined Names
admin_server
auth_to_local
default_domain
kdc
kpasswd_server
master_kdc

v4_realm v

Name *

kdc

Value *

host-1.maas360swat.com:88

Save Cancel

Kerberos Configuration

Defaults Realms Domains CA Paths

Test

New v

@ Delete
=) 5 maas360swat.com
B kdc = host-1.maas360swat.com:88

Kerberos Configuration

Default: Real D

r X o
19 Delete | # Combine | ©) Test | O Refresh

Import keytab file X
N =
Select the keytab file to import *
Oitem eag-bnduseckeytab [ Select Files...|

Import ] [ Cancel
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Deploy the pending changes.

Deploy Pending Changes

Module Date Modified
Kerberos Keytab File Jul12, 2022, 5:23:21 PM

(][] N

On Defaults, select the
default_realm item, Edit and set
the value to the newly created
Kerberos realm on the pull down.

Deploy the pending changes and
restart the reverse proxy instance

Deploy Pending Changes

Module Date Modified
Kerberos Configuration File Jul 12, 2022, 5:28:58 PM

(B [ ot e | [oeoie]

Select Keyfiles, select the keytab
file and test authentication with the
recently configured SPN:

HTTP/eag-
binduser@MAAS360SWAT.COM

If the setup is correct, a successful
test action notification is shown
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Confirm Kerberos authentication is
working as expected for any user

Select the newly configured Realm
from Realms and click Test

Enter the valid credentials for a user
in the corporate directory in the
format user@DOMAIN.NAME

Confirm test is successful.

Browser to Web > Manage >
Reverse Proxy

Select the reverse proxy instance.

Click Manage >> Configuration >>
Edit Configuration File.

Locate the [junction] stanza.

Update the following properties:

kerberos-sso-enable = true

kerberos-keytab-file = eag-
binduser.keytab

Kerberos Configuration

Default: | D CA Paths  Keyfiles

New v ¢ | B Delete | @) T O Refresh
| 2 e | @ovee | |

B) ) maas360swat.com

Test Kerberos Authentication

Username

anyuserO1@MAASI60SWAT.CON

Password

.-..-0.-.-.{

d d Confij File Editor - p

# We only want to listen on our management interfaces.
listen-interface = 10.0.1.5

E T T e
# JUNCTION
RIS RSN S SRR SN SRR
[unction]|

# Location of the Junction to Request Mapping Table (IMT)
# This path is relative to the server-root value in the [server] stanza

# The following files are currently available for this configuration entry:
# - jmt.conf

Test Cancel

v

Advanced Configuration File Editor - mailproxy

Save | | Revert | | Cancel

# *{jct-id}' refers to the junction point for a standard junction (include the

# leading '/'), or the virtual host label for a virtual host junction.
kerberos-sso-enable = true

# The name of the Kerberos key table file for the WebSEAL server. This stanza
# entry is required when Kerberos SSO authentication for junctions is enabled.
% The keytab file must contain the key for the service-principal-name (SPN)

# used for Kerberos authentication.

# The following files are currently available for this configuration entry:
# - eag-binduser.keytab

I kerberos-keytab-file = !ag-binduser.key‘tab‘l

# The Kerheros SPN. used as the imnersonating user when creatine the taoken. The.
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Update the following properties:

Advanced Configuration File Editor - mailproxy

kerberos-principal-name =] # The Kerberos SPN, used as the impersonating user when creating the token. The

# service principal name can be determined by executing the Microsoft utility

HTTP !ea g_ # :i:zz:tgfhat is, setspn -L user, where user is the identity of the WebSEAL
binduser@MAAS360SWAT.COM

=
=
# Format is:

# kerberos-principal-name = HTTP/<username>@<realm>
#

=

k.3

This stanza entry is required when Kerberos SSO authentication for junctions
is enabled.

kerberos_service_name = l kerberos-principal-name = HTTP/eag-binduserMSBSGSNATACﬂ I

HTTP/host- -
2.maas360swat.com@MAAS360SW e

% The Kerberos SPN for the back-end Web server. The service principal name can
AT COM be determined by executing the Microsoft utility setspn (that is, setspn -L
ALY user, where user is the identity of the back-end Web server’'s account).
This configuration item may be customized for a particular junction by adding
the adjusted configuration item to a [junction:{jct_id}] stanza, where
*{jct-id}’ refers to the junction point for a standard junction (include the
leading /'), or the virtual host label for a virtual host junction.

ditor - mailproxy

S = T CEE-ULNGUSTT B S UU S | ST

Note that these values are replaced
with those specific to the
current implementation

Format is:
kerberos-service-name = HTTP/<username>@<realm>

This stanza entry is required when Kerberos SSO authentication for junctions
is enabled.
Srberos-service-name = HTTP/host-2.maas360swat. COM@MAAS SGOSWAT -COM |

Ales e nnnnn

Deploy changes and restart the Test authentication with MaaS360 Secure Mail. Authentication should
reverse proxy instance succeed with certificates and the end user should not be prompted for a
password.

MaaS360 Configuration:

#

Configuration Screenshot

MaaS360 configuration remains the
same as Scenario #4
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