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Getting started

Integrate the workflow between your ServiceNow Ticketing System and Privilege Manager.

Configuring the ServiceNow Connector add-on

1. Verify which ServiceNow User account you will use for your integration with Privilege Manager. If you
decide to create a new User account to manage your approval requests, make sure that it includes the
roles: Web Service Admin and Approval Admin

2. Browse to your Thycotic Management Server Setup page
at https://DomainName/TMS/Setup/ProductOptions/ShowProducts.

3. Install the following items:
e Thycotic ServiceNow Connector add-on

¢ Thycotic Management Server Silverlight Console.

Select Products to Install

[ Thycotic Application Control Solution 10.3.2021 m o Show installed products
[ Thycotic Local Security Solution 10.3.1004

& Thycotic Management Server Core Solution 10.3.2102

l ¥ Thycotic Management Server Silverlight Console 10.3.2055 Required o

[T Thycotic Mobile Console Selution 10.3.1003

I Thycotic Privilege Manager 10.3.2055 m
g
I W Thycotic ServiceNow Connector 10.3,1010 (1) I
)
[T Thycotic SysLog Connector 10.3.1002 B b
[ Thycotic System Center Configuration Manager Connector 10.3.1001 €
[T Thycotic VirusTotal Reputation Connector 10.3,2021 m o

0 B

4. Browse to the Privilege Manager Dashboard (https://DomainName/TMS/PrivilegeManager) and
then browse to Admin > Configuration > User Credentials.
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https://localhost/TMS/Setup/ProductOptions/ShowProducts
https://yourdomain/TMS/PrivilegeManager

Configuration

General H Discovery H Reputation H UserlkCredentiﬂs H Foreign Systems H Roles H Advanced ‘

User Credentials

User Credential’

Name

Description Last Modified By
It Prox r User Cr Proxy Server User Credential Principal Self Well Known Group
Default User Credential Default User Credential Principal Self Well Known Group
jslab domain sync admin SSadmin
| ServiceNow | ServiceNow Sync Creds SSadmin

5. Create a new User Credential by clicking the +User Credential icon above the table, click into your New
User Credential and Edit the Name (ServiceNow) and add a Description. Under Settings, provide the
ServiceNow Account Name and Password that you will use to run this integration and Approval
Management (Step 1). Click Save, then Back.

6. Next, under Configuration select the Foreign Systems tab. Click ServiceNow, then Add New. Add
a Name (ServiceNow Server) and the Base Uri from your ServiceNow instance. Click Create.

Configuration

General Discovery Reputation User Credentials

Foreign Systems Roles Advanced

o Foreign Systems can be configured to allow for integration with other environments, It is recommended to configure at least Active Directory and SMTP.

|

i
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ServiceNow Server

— Details
Name ServiceNow Server
Description ServiceNow Server
~ Settings
Credential m
Uri https://: .service-now.com/

(f)Create a Copy | fill Delete | </>View as XML

7. Next, in the Search Bar at the top of your Privilege Manager screen, search for "Create ServiceNow
Approval Request Items" In your search results, click on this task and then the Run Task button.
Under Task Settings, click Select resource and add the ServiceNow Server that you created as a
Foreign System in step 6. Then click Run Task.

Note: Clients with robust ServiceNow installations are welcome (and in fact encouraged) to alter their
ServiceNow scripted web services for use with their own ServiceNow items and workflow rather than relying on
this importing task. For more information on this, see our Advanced ServiceNow Integration Guide here.

|Create ServiceNoyﬂ | @

Number of Results Showing 1 to 1 of 1

5000 £ ra Create ServiceNow Approval Request Items h—
Role Type Name (1) 9/5/2017 - Registered Activity Task

: o This task creates required items in ServiceNow that enable Privilege Manager to use ServiceNow for approvals.
Registered Activity

Task (1) Showing 1 to 1 of 1
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https://thycotic.force.com/support/s/article/Advanced-ServiceNow-Integration-Guide-Privilege-Manager

Create ServiceNow Approval Request Items

Run Task

— Settings

Task Name *|Interactive run on Tue Sep 05 2017

*_ Force update
ServiceNow system ID

View Parameters

* Select resource.

Name

=t
D e s

@

25 ~ items per page

Resource Type CreatedDate

Showing 1 -1

8. The task you just ran creates several new items in your ServiceNow dashboard. Open ServiceNow and
Browse to Scripted Web Services > Scripted SOAP Services to verify that these three new options are

listed:

1) CancelExecuteAppApprovalRequest,

2) CreateExecuteAppApprovalRequest,

3) GetExecuteAppApprovalRequestStatus

service

Service Management

Scripted Web Services m Goto Created

System Web Services
= Name

SOAP Security Policies
CancelExecuteAppApprovalRequest

¥ Qutbound

GetExecuteAppApprovalReguestStatus

®

®

(i) CreateExecuteAppApprovalRequest
(i)  MiDIssuelogger

®

CMDBApPIWS

@ System Administrator ~

= Active

true

true

true

true

true

= Short description

This service cancels an execute applicat...

This service returns the status of an ap...

This service creates a new approval requ...

Allows logging to ecc_agent_issue

This scripted web service is for CMDB We...

Q & @ &

180f18  p pp

= Created ¥

2017-08-29 14:54:22
2017-08-29 14:54:18
2017-08-29 14:54:05
2017-01-24 14:06:03

2014-08-07 11:49:59

IBM Security Secret Server: ServiceNow Connector Guide




Now you've successfully defined a SOAP endpoint that Privilege Manager knows how to call to initiate a

ServiceNow request for approval.

Configuring the approval process

1. Browse to the Thycotic Management Server Silverlight Console (installed in step 3).

2. Open an Internet Explorer browser (not Microsoft Edge) Go to https://DomainName/TMS/Setup and
click Security Manager Console. If this is your first time opening Silverlight, you may need to follow the
download prompt to install.

3. Inthe Thycotic Silverlight Console you will first create a new ServiceNow Approval Process.

1. Click the Tasks tab, scroll to find Workflow in the left window and expand the window.
2. Browse to Automation > Approvals, right click on Approval Processes, then New > Approval
Process > ServiceNow Approval Process.

thycotic

Security Manager

| Resources | Configuration |

Reports

Home | Policies Tasks |

» Jobs and Tasks Approval Processes

v Workflow

i %
4 | Automation | Name Modified By
4 [ Approvals i Default Manual Approval Process 7/11/2017 7:30:12 PM +00:00 € Principal Self Well

b Ll Approvsl Dramasear

Import... s
7/10/2017 1:47:40 PM +00:00 ¢ Principal Self well

4 [ Approv | 4 Manual Approval Process with E-mail Alerts
3§ Export |
izl pef jion Reaud |
| ViewAsXml | | |
) ser plication | (1) serviceNow Approval Process 8/8/2017 1:26:37 PM +00:00 €1 SSadmin |
) Manag( [¥  Properties | |
» L Powershell New v Approval Process b Manual Approval Process |

4 [ workflow Folder Service[Ygw Approval Process

4 4 Approval

4w ServiceNow Approval

Your ServiceNow Approval Process will now appear under Approval Processes. Click on this.

4. Next click the search icon and select the name of your ServiceNow Server that you created in step 6.

User: administrator

thycolic.  gecurity Manager
Home Policies Software Reports | Profiles | Resources | Configuration |

» Jobs and Tasks }) - serviceNow Approval Process

~ Workflow

=
4

L5 Automation ServiceNow server: ServiceNow Serve

4 |, Approvals -
Create request service: CreateExecuteAppApprovalRequest

4 Approval Processes

Get request status service: | | GetExecuteAppApprovalRequestStatus

4 Default Manual Approval Process

4 Manual Approval Process with E-rif Cancel request service: CancelExecuteAppApprovalRequest
‘ () ServiceNow Approval Process I Check request status every: 30 . sSeconds v
» [ Approval Types Timeout after: 30 2 Minutes +
a Manage Approvals
Savi Cancel |

» . Powershell Commands L S L
» Lo Thycotic Selutions
» [ Workflow

Configuring the approval process


https://domainname/TMS/Setup

5. Click on Request Item and search for Thycotic > Execute Application Workflow , select this. It may
take a few minutes to load.
6. Complete the following fields:

e For Create request service, enter CreateExecuteAppApprovalRequest.
e For Get request status service, enter GetExecuteAppApprovalRequestStatus.
e For Cancel request service, enter CancelExecuteAppApprovalRequest.

7. Click Save.

Important: Note that the names of these services must be the same in Privilege Manager and
ServiceNow or the integration will break.

Now, still under Workflow in your Silverlight Tasks tab,

8. Browse to Automation > Approvals, right click on Approval Types and then New > Execute
Application Approval Request.

9. Click Service Now Execute Application Process under Approval Types.

10. Select the ServiceNow Approval Process as your Process Handler. Click Save.

thycotic Security Manager

Home | Policies | |

» Jobs and Tasks t. - Service Now Execute Application Request Type

Reports |  Resources | Configuration |

v  Workflow
g | oo ————————
4 | Automation Characteristics

4 | Approvals || Policy specific
4 | Approval Processes ¥] File specific
ik Default Manual Approval Process | | Options
| Security rating systems: Select.., i

ik Manual Approval Process with E-nj

. | pr handler: I ServiceMaow Approval Process
L'J ServiceNow Approval Process Process hand =8 AR -

4 |y Approval Types |

| save | Ccancel |

el Default Execute Application Reque]

iuaj Service Now Execute Application H

ﬁ Manage Approvals

» | Powershell Commands
4 | Workflow

4 |y Approval

saw ServiceNow Approval

S
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You must create an action and attach it to a policy to manage what events you want sent to ServiceNow for
approvals.

1. Browse back to Privilege Manager (https://DomainName/TMS/PrivilegeManager):

£ Add Action

Include date columns

nome - EEZ T > Description = T Type: T Macos: 7

Application Approval Request Message Action Application Approval Request Message Action for Mac 05 Display Advanced Message Action s

[ Approval Request Form Action I This action will display a approval request form for approval before allowing application to run. CustomXamlExecutionActionContract (-]

2. Inthe Privilege Manager Dashboard, go to Admin > Actions. Search for Approval Request Form
Action, click this, then Create a Copy.

ServiceNow Approval Request Form Action

Details Related ltems
_ Details
Name *|Ser\riceNuw Approval Request Form Action
Description This action will display a approval request form for approval before allowing application to run.
=
~Settings

[J Require authentication:
By the interactive end-user
By a member of the group:

Approval type * |ServiceNow Execute Application Reques: Type Q

~Window Design

Message prompt loge

thycotic

Choose File | No file chosen

Application label Application:
Approval status label Approval status:

Approval status section ‘A previous request for this application has been submitted for review.

Cancel button text

|\Ca ncel
Continue button text Continue
Information section This application has not been approved for use according to corporate policy. Please discontinue use or enter your justification to continue
I through ServiceMow. I “
Instruction section Type a brief explanation describing why this application is necessary. This explanation will form part of the request and will be reviewed by IT
staff in consideration of this request. P

3. Name your new Action (ServiceNow Approval Request Form Action).
4. Click Edit. Next to Approval Type, search for ServiceNow Execute Application Request Type.

You can also customize your Window Design and the Information Section to specify "This application

has not been approved for use according to corporate policy. Please discontinue use or enter your
justification to continue through ServiceNow," if desired. Click Save.

Configuring the approval process


https://yourdomain/TMS/PrivilegeManager

5. Browse to Policies > Create New or find an existing policy that you want to use for ServiceNow

Approvals.
*If you need help creating a new policy, see the Privilege Manager User Guide.
6. Onthe Policy's detail view under the Actions tab, click Edit and Add Action. Search for the action you

just created (ServiceNow Approval Request Form Action). Click Add, then Save.

Request Approval Policy Poli
General H Conditions Actions Policy Enforcement |_| Deployment

[ Send policy feedback @

Actions to apply to the application
Type  Action Name
Add Action

Viewa = List T ‘appr

B  Name Type Folder

I Approval Request Form Action CustomXamiExecutionActionContract Advanced Windows Messages

% ServiceNow Approval Request Form Action CustomXamiExecutionActionContract Advanced Windows Messages

Eladd | X Cancel

7. Update your endpoints by sending this new policy to target agents. Policies automatically update
according to a schedule. For steps on how to do this immediately, see the Privilege Manager User Guide.

Verifying the integration workflow

Now that you have a policy attached to your ServiceNow integrated Action, the requests from your policy will
be sent through ServiceNow for approval.

1. Onyour endpoint, perform the action that your policy targets for ServiceNow Approval. You will be
prompted with a justification window to explain your request. To approve these requests, open your

ServiceNow Dashboard.

(o]
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service

Sendce Management

= Approvals Goto Created

0} Requested

Approved

Approves

® fesected

Requested

Requested

Requested

Requested

Requested

Requested

Requested

Requested

Requested

Requested

= Approver = Comments.
Exic Schr{der
Eric Schroeder
fred Luddy

fred Ludd

Ered Luddy
Howard Johnson
Ron Kettering
Christen Mitchell
Bernard Laboy
Howard Johason
Ron Kettering

Luske Witson

= Approval for

REQ0010002

RITMD010001

0001000

CHE0000096

CHEG0000096

CHGO000096

CHGO0000%6

CHGO000036

CHG0000095

CHEO000095

CHE0000095

Q System Administrator ~

Vo €e < 1

= Created v

2017-08-08 06:53:05
2017-08-06 06:35:40
2017-08.08 06:35:24
2017-05-31 12:18:33
2017-05-3112:17:03
2017-05-3112:15:44
2017-05-31 06:15:29
2017-05-31 06:15:29
2017.05-31 06:15:29
2017-05-31 06:15:29
2017-05-31 06:15:29
2017-05-3106:15:25
2017-05-31 06:15:25

2017-05-31 06:15:25

Q@&

102000686 B PP

Go to MyApprovals in ServiceNow and you will see your new requests. Click Requested for details.

In the Request page you will be able to view details of what action is being requested, and you

can Accept the action.

On your endpoint, the pending justification window will update to an Approved status, and the user will

be able to access their requested application.

Verifying the integration workflow



