
 

 

  

IBM Security Secret Server 

Version 10.6 

 

 

 

Cylance Connector Guide 
 

 

 

 

IBM 



   i 

Contents 
 

Getting started .................................................................................................................................... 1 

Configuring the connector .................................................................................................................... 1 

Creating a Cylance Security Rating filter ............................................................................................... 4 

Creating a Cylance policy ..................................................................................................................... 7 

 

 Last modified: May 1, 2019 





Getting started 1 

Getting started 

Cylance is an Artificial Intelligence Based Advanced Threat Prevention Solution for enterprise environments. 

Privilege Manager integrates with Cylance to help you proactively act on any unknown applications that run in 

your environment to prevent potential malware attacks.  

The following steps describe how to integrate Cylance with Privilege Manager and create an example policy to 

begin using Cylance intelligence in action across your environment. 

Remember that while the Cylance integration provides insight into threat analysis, ultimately you can use 

Privilege Manager policies to act or react in whatever way makes most sense to your organization. 

Configuring the connector 

1. Open a browser on your Privilege Manager Web Server, browse 

to https://[YourInstanceName]/TMS/Setup/ 

2. On the Currently Installed Products screen, choose Install/Upgrade Products. 

  

3. Install the connector. 

a. Select option Thycotic Cylance Reputation Connector.  

b. Click Install and Accept the End User License Agreement.  

You will see your Installation Progress.  

c. Click “Show install Logs” to check for any errors. 

 

Note: If the installation of Cylance initially fails, redirect to 

https://[YourInstanceName]/TMS/Setup/ and click Repair. 

4. After installation completes, click the Home button.   
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5. Browse to Thycotic Privilege Manager > Admin > Configuration > Reputation tab. 

6. For Select Rating Provider. select Cylance Rating Provider, then click Edit. 

 

7. Enter the required Credentials and Settings Details.  

Locate these details in your Cylance account. Log in at protect.cylance.com under Integrations > 

Custom Applications. 

 

http://protect.cylance.com/
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8. When required details are entered, click Save. 
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Creating a Cylance Security Rating filter 

1. Next, in Privilege Manager navigate to Admin > More > Filters, then click Add Filter. 

2. Select a platform, and for Filter Type, select Security Rating Filter. Name the policy and add 

a description. 
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3. Next to Security Rating System, Click Application Control Rating system, then select Cylance Rating 

System from available options. Click Create. 
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4. After the filter is created, click Edit, select the Rating Level, and click Save 

. 
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Creating a Cylance policy 

1. After your Filter is created, Navigate to Admin > Policies > Add New Policy. 

2. Select Windows as a Platform. Enter required details and click Create. 

 

 

3. Click Edit and check the Enabled box. Select the Conditions tab, and select Add Application Target. 
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4. Search for the Cylance filter created in the previous steps. Select that filter and click Add. 
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5. Select the Actions tab. Add an action to take. Click Save.  

 

 

 


