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About this publication

IBM® Security Directory Server, previously known as IBM Tivoli® Directory Server,
is an IBM implementation of Lightweight Directory Access Protocol for the
following operating systems:

* Microsoft Windows

« AIX®

* Linux (System x®, System z®, System p®, and System i®)

* Solaris

* Hewlett-Packard UNIX (HP-UX) (Itanium)

IBM Security Directory Server Product Overview provides information about new
features in the release.

IBM Security Directory Server Product Overview also includes getting started
information, release information, and the list of standards that are implemented in
the release. It also includes the minimum hardware and software requirements for
IBM Security Directory Server and its related software.

Access to publications and terminology

This section provides:

* A list of publications in the [‘TBM Security Directory Server library.”|

+ Links to[“Online publications” on page vi.|

* A link to the [“IBM Terminology website” on page vi

IBM Security Directory Server library

The following documents are available in the IBM Security Directory Server
library:
* IBM Security Directory Server, Version 6.3.1.5 Product Overview, GC27-6212-01

Provides information about the IBM Security Directory Server product, new
features in the current release, and system requirements information.

* IBM Security Directory Server, Version 6.3.1.5 Quick Start Guide, GI111-9351-02
Provides help for getting started with IBM Security Directory Server. Includes a

short product description and architecture diagram, and a pointer to the product
documentation website and installation instructions.

* IBM Security Directory Server, Version 6.3.1.5 Installation and Configquration Guide,
SC27-2747-02

Contains complete information for installing, configuring, and uninstalling IBM
Security Directory Server. Includes information about upgrading from a previous
version of IBM Security Directory Server.

* IBM Security Directory Server, Version 6.3.1.5 Administration Guide, SC27-2749-02

Contains instructions for administrative tasks through the Web Administration
tool and the command line.

* IBM Security Directory Server, Version 6.3.1.5 Reporting Guide, SC27-6531-00

Describes the tools and software for creating reports for IBM Security Directory
Server.
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* IBM Security Directory Server, Version 6.3.1.5 Command Reference, SC27-2753-02
Describes the syntax and usage of the command-line utilities included with IBM
Security Directory Server.

* IBM Security Directory Server, Version 6.3.1.5 Server Plug-ins Reference ,
SC27-2750-02

Contains information about writing server plug-ins.
* IBM Security Directory Server, Version 6.3.1.5 Programming Reference, SC27-2754-02

Contains information about writing Lightweight Directory Access Protocol
(LDAP) client applications in C and Java .

e IBM Security Directory Server, Version 6.3.1.5 Performance Tuning and Capacity
Planning Guide, SC27-2748-02
Contains information about tuning the directory server for better performance.
Describes disk requirements and other hardware requirements for directories of
different sizes and with various read and write rates. Describes known working
scenarios for each of these levels of directory and the disk and memory used;
also suggests rules of thumb.

* IBM Security Directory Server, Version 6.3.1.5 Troubleshooting Guide, GC27-2752-02
Contains information about possible problems and corrective actions that can be
taken before you contact IBM Software Support.

* IBM Security Directory Server, Version 6.3.1.5 Error Message Reference, GC27-2751-02

Contains a list of all warning and error messages associated with IBM Security
Directory Server.

Online publications

IBM posts product publications when the product is released and when the
publications are updated at the following locations:

IBM Security Directory Server documentation website
The |http:/ /pic.dhe.ibm.com/infocenter/tivihelp /v2rl /topic/|
fcom.ibm.IBMDS.doc/welcome.htm|site displays the documentation
welcome page for this product.

IBM Security Systems Documentation Central and Welcome page
[[BM Security Systems Documentation Central| provides an alphabetical list
of all IBM Security Systems product documentation. You can also find links
to the product documentation for specific versions of each product.

[Welcome to IBM Security Systems documentation| provides and
introduction to, links to, and general information about IBM Security
Systems documentation.

IBM Publications Center
The |http:/ /www-05.ibm.com/e-business/linkweb / publications/servlet/|
|Ebi.wss‘ site offers customized search functions to help you find all the IBM
publications you need.

IBM Terminology website

The IBM Terminology website consolidates terminology for product libraries in one
location. You can access the Terminology website at [ttp:/ /www.ibm.com /|
lsoftware / globalization / terminologyl
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http://pic.dhe.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/welcome.htm
http://pic.dhe.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.IBMDS.doc/welcome.htm
https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?lang=en#/wiki/IBM%20Security%20Systems%20Documentation%20Central/page/Welcome
http://pic.dhe.ibm.com/infocenter/tivihelp/v2r1/index.jsp
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Accessibility

Accessibility features help users with a physical disability, such as restricted
mobility or limited vision, to use software products successfully. With this product,
you can use assistive technologies to hear and navigate the interface. You can also
use the keyboard instead of the mouse to operate all features of the graphical user
interface.

For more information, see the Accessibility Appendix in the IBM Security Directory
Server Product Ouverview.

Technical training

For technical training information, see the following IBM Education website at
lhttp:/ /www.ibm.com /software/ tivoli /education]

Support information

IBM Support assists with code-related problems and routine, short duration
installation or usage questions. You can directly access the IBM Software Support
site at fhttp:/ /www.ibm.com /software /support/probsub.html]

IBM Security Directory Server Troubleshooting Guide provides details about:
* What information to collect before you contact IBM Support.

* The various methods for contacting IBM Support.

* How to use IBM Support Assistant.

* Instructions and problem-determination resources to isolate and fix the problem
yourself.

Note: The Community and Support tab on the product information center can
provide additional support resources.

Statement of Good Security Practices

IT system security involves protecting systems and information through
prevention, detection, and response to improper access from within and outside
your enterprise. Improper access can result in information being altered, destroyed,
misappropriated, or misused or can result in damage to or misuse of your systems,
including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure
can be completely effective in preventing improper use or access. IBM systems,
products and services are designed to be part of a comprehensive security
approach, which will necessarily involve additional operational procedures, and
may require other systems, products or services to be most effective. IBM DOES
NOT WARRANT THAT ANY SYSTEMS, PRODUCTS OR SERVICES ARE
IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.
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Chapter 1. IBM Security Directory Server overview

You can use IBM Security Directory Server to provide a trusted identity data
infrastructure for authentication.

IBM Security Directory Server provides a server that stores directory information
using a DB2 database. It also provides a proxy server for routing LDAP operations
to directory servers with database. IBM Security Directory Server provides client
utilities and graphical user interfaces (GUI), such as Instance Administration Tool
(idsxinst) and Configuration Tool (idsxcfg), to manage servers.

IBM Security Directory Server provides the following features:

* A powerful and authoritative enterprise directory infrastructure that is a critical
enabler for enterprise security.

* An important part of the IBM Security Integrated Identity Management
portfolio. It plays a key role in building the enterprise identity data
infrastructure for applications such as identity management, portals, and web
services.

¢ The default directory for WebSphere Application Server and Portal, IBM Security
Identity Manager and Access Manager, as well as the AIX operating system.

Installation information

Use the links provided here to install IBM Security Directory Server service stream
enhancement 6.3.1.5.

Use IBM Installation Manager to install IBM Security Directory Server 6.3.1.5 on
Microsoft Windows operating systems. Follow the instructions in the section,
[Installing fix packs with IBM Installation Manager

Use the operating system utilities and scripts to install IBM Security Directory
Server 6.3.1.5 on AIX, Linux, and Solaris systems. Follow the instructions in the
section, [Installing fix packs with native scripts|

Use the information in the README file in the fix pack archive to complete the
installation.

What's new in this release

[Cognos-based audit reporting|

The Cognos reporting package is provided along with the following
ready-to-use static reports:

¢ Configuration Changes Audit Report

* LDAP Authentication Audit Report

* LDAP Password Policy Violation Report
¢ Long-Running Searches Report

* User Activity Audit Report

In addition to these ready-to-use reports, you can also generate custom
audit reports by using Cognos® Workspace Advanced.
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[Pass-through authentication improvements|
Pass-through authentication is now improved to support 1:N mapping.
Users from all the pass-through authentication directory servers can be
stored in a single user container of IBM Security Directory Server. The
server correctly identifies the pass-through authentication directory that
corresponds to the authenticating user and delegates the authentication to
that directory.

[Support for pass-through authentication over SSL|
You can configure pass-through authentication over SSL. You must meet
the described requirements for this configuration.

The LDAPSync solution provides both migration and synchronization
services from one or more source systems, such as Sun Directory Server
and Active Directory, to a target IBM Security Directory Server. The
LDAPSync solution replaces the deprecated Active Directory
synchronization.
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Chapter 2. System requirements

You must choose a computer that meets the minimum system requirements for the
installation of IBM Security Directory Server.

You can use the Software Product Compatibility Reports at |Ettp:/ / |
pic.dhe.ibm.com/infocenter /prodguid /v1r0/clarity /index.html| to view the
following information about IBM Security Directory Server:

* Operating systems

¢ Prerequisites

* Hypervisors

¢ Translations

* Detailed system requirements
* Hardware requirements

* End of service

You can view the detailed system requirements for IBM Security Directory Server
on various operating systems at the following links:

AIX  |ttp:/ /pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report /|
html/softwareRegsForProduct?deliverableld=1295861961251]
&rosPlatform=AIX|

HP-UX (Itanium)

http:/ /pic.dhe.ibm.com/infocenter/prodguid /v1r0/clarity-reports/report /|
html/softwareRegsForProduct?deliverableld=1295861961251]

& osPlatform=HP)|

Linux http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/|
html /softwareRegsForProduct?deliverableld=1295861961251]
&osPlatform=Linux|

Solaris

http:/ /pic.dhe.ibm.com/infocenter /prodguid /v1r0/clarity-reports/report /|
html/softwareRegsForProduct?deliverableld=1295861961251]
&osPlatform=Solaris|

Microsoft Windows

http:/ /pic.dhe.ibm.com/infocenter /prodguid /v1r0/clarity-reports/report /|
html /softwareRegsForProduct?deliverableld=1295861961251]
zosPlatform=Windows|

Customizing system requirements search

You can customize your system requirements search for IBM Security Directory
Server, that match your filter criteria.

Procedure

1. Open a web browser and enter the http://pic.dhe.ibm.com/infocenter/
prodguid/v1r0/clarity /index.html web address.

2. Select the required report option for which you want to view the report. You
can choose one of the following options:

* Operating systems

© Copyright IBM Corp. 2013, 2014 3


http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity/index.html
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity/index.html
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=AIX
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=AIX
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=AIX
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=HP
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=HP
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=HP
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Linux
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Linux
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Linux
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Solaris
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Solaris
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Solaris
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Windows
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Windows
http://pic.dhe.ibm.com/infocenter/prodguid/v1r0/clarity-reports/report/html/softwareReqsForProduct?deliverableId=1295861961251&osPlatform=Windows

* Prerequisites

* Hypervisors

¢ Translations

* Detailed system requirements
* Hardware requirements

* End of service

3. To generate a report for detailed system requirements, select the Create a report
link for the search criteria, Detailed system requirements.

4. On the Detailed system requirements for a specific product page, provide the
following values:

a. In the Full or partial product name field, enter the product name, Security
Directory Server.

From the Search results list, select the appropriate product name.
From the Version list, select the appropriate version number.
For Scope of report, select the appropriate option.

® oo o

From the Operating system family list, select an appropriate operating
system.

f. Click Submit.
Results

The Software Product Compatibility Reports website generates a report that match
your search criteria.
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Chapter 3. Compatibility specifications

IBM Security Directory Server implements a set of RFC standards that provides
compatibility with other LDAP servers.

Table 1. The list of RFCs implemented in IBM Security Directory Server

RFC standards

RFC 1274 The COSINE and Internet X.500 Schema

RFC 1777 Lightweight Directory Access Protocol (V2)

RFC 1778 String Representation of Standard Attribute Syntax

RFC 1779 String Representation of Distinguished Names

RFC 1823 LDAP Application Program Interface (V2)

RFC 2052 A DNS RR for specifying the location of services (DNS SRV)

RFC 2219 Use of DNS Aliases for Network Services

RFC 2222 Simple Authentication and Security Layer (SASL)

RFC 2247 Using Domains in LDAP/X.500 Distinguished Names

RFC 2251 Lightweight Directory Access Protocol (V3)

RFC 2252 Lightweight Directory Access Protocol (V3): Attribute Syntax Definitions

RFC 2253 Lightweight Directory Access Protocol (V3): UTF-8 String Representation
of Distinguished Names

RFC 2254 The String Representation of LDAP Search Filters

RFC 2255 The LDAP URL Format

RFC 2256 A Summary of the X.500(96) User Schema for use with LDAPv3

RFC 2596 Use of Language code in LDAP

RFC 2696 LDAP Control Extension for Simple Paged Results Manipulation

RFC 2829 Authentication Methods for LDAP RFC 2830, (V3) Extension for Transport
Layer Security (TLS)

RFC 2831 Using DIGEST authentication as a SASL Mechanism

RFC 2849 The LDAP Data Interchange Format (LDIF) - Technical Specification

RFC 2891 LDAP Control Extension for Server Side Sorting of Search Results

The Open Group schema for 1iPerson and 1iOrganization (NAC/LIPS)

RFC 2307 (Directory Schema Only) - Posix Unix Account authentication

RFC 3673 A1l Operational Attributes

RFC 3674 Feature Discovery in LDAP

RFC 4370 Lightweight Directory Access Protocol (LDAP) Proxied Authorization
Control
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Chapter 4. Known issues

For a list of known issues with IBM Security Directory Server 6.3.1.5, see the
technical note.

The technical note at [http://www-01.ibm.com/support/|
ldocview.wss?uid=swg21674565|lists all of the known issues.
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Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

For license inquiries regarding double-byte character set (DBCS) information,
contact the IBM Intellectual Property Department in your country or send
inquiries, in writing, to:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law :

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

Some states do not allow disclaimer of express or implied warranties in certain
transactions, therefore, this statement might not apply to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.
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IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation

274A /101

11400 Burnet Road
Austin, TX 78758 U.S.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM's future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

All IBM prices shown are IBM's suggested retail prices, are current and are subject
to change without notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to
change before the products described become available.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which
illustrate programming techniques on various operating platforms. You may copy,
modify, and distribute these sample programs in any form without payment to

IBM Security Directory Server: Product Overview



IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating
platform for which the sample programs are written. These examples have not
been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or
imply reliability, serviceability, or function of these programs. You may copy,
modify, and distribute these sample programs in any form without payment to
IBM for the purposes of developing, using, marketing, or distributing application
programs conforming to IBM's application programming interfaces.

Each copy or any portion of these sample programs or any derivative work, must
include a copyright notice as follows:

© (your company name) (year). Portions of this code are derived from IBM Corp.
Sample Programs. © Copyright IBM Corp. _enter the year or years_. All rights
reserved.

If you are viewing this information in softcopy form, the photographs and color
illustrations might not be displayed.

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of
International Business Machines Corp., registered in many jurisdictions worldwide.
Other product and service names might be trademarks of IBM or other companies.
A current list of IBM trademarks is available on the Web at "Copyright and
trademark information" at www.ibm.com/legal/copytrade.shtml.

Adobe, Acrobat, PostScript and all Adobe-based trademarks are either registered
trademarks or trademarks of Adobe Systems Incorporated in the United States,
other countries, or both.

IT Infrastructure Library is a registered trademark of the Central Computer and
Telecommunications Agency which is now part of the Office of Government
Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo,
Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or
registered trademarks of Intel Corporation or its subsidiaries in the United States
and other countries.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office
of Government Commerce, and is registered in the U.S. Patent and Trademark

Office.

UNIX is a registered trademark of The Open Group in the United States and other
countries.
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= Java and all Java-based trademarks and logos are trademarks or registered
'l__;;_a trademarks of Oracle and/or its affiliates.

COMPATIBLE

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the
United States, other countries, or both and is used under license therefrom.

Linear Tape-Open, LTO, the LTO Logo, Ultrium, and the Ultrium logo are
trademarks of HP, IBM Corp. and Quantum in the U.S. and other countries.
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