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4. *4(10dCDlU,k8(lUhv,;s%w4(lU#

5. ITTs+|DXv=4(lU1D6p#Z0klUP!qlU,;s%w0

k#

2+hC

T *O?<~qwXF( DCJ(I8(2+hCD;itTXF#

XkZ IBM Security Directory Integrator bv=8?<D solution.properties D~

P8(2+hC#b)tTXFTyP IBM Security Directory Integrator Web &CL

r(}g,Gme"REST API M*O?<~qwXF()DCJ(#

53(}+kCJksPDM'z IP X74xV>XM6LC':

v g{ IP X7tZ}ZKP IBM Security Directory Integrator D53OD3;vx

(,G4a+dS* localhost C'#

v a+yPd{ IP X7<S*6LC'#

T localhost C'DCJmI(GZCD,"R>$gB:

C'{:admin

\k:admin

*8(CJXF(MCJ(,IThCr^DTBO$tT:

dashboard.auth=true
8>Gq*sC'xPO$#

P'5* true(g{*sC'xPO$)r false(g{^hNNO$)#

dashboard.auth.localhost
8>4T localhost D,SXk9CDO$`M#

P'5*:

v properties,8(Xk9CyZtTDO$#

v none,8(;h*xPO$#

v deny,8(\xyP4T localhost D,S#

v ldap,8((}G< LDAP ~qw"!qTXi$iI1Jq4xPO$#

dashboard.auth.remote
8>6L,SXk9CDO$`M#

P'5*:

v properties,8(Xk9CyZtTDO$#

v none,8(;h*xPO$#

v deny,8(\xyP6L,SxPCJ,4\xyP;G4T localhost D,S

xPCJ#

v ldap,8((}G< LDAP ~qw"!qTXi$iI1Jq4xPO$#

{protect}-dashboard.auth.user.username=password

8(CZ6LCJDC'>$#
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1!C'{* admin,\k* admin:

{protect}-dashboard.auth.user.admin=admin

*8(`v*O?<~qwC'G<J',kNDTB>}:

{protect}-dashboard.auth.user.admin=admin
{protect}-dashboard.auth.user.user1=user1passwd
{protect}-dashboard.auth.user.user2=user2passwd

dashboard.auth.ldap.url
8(CZTC'xPO$D LDAP ~qwX7#v1z8(K ldap w*O$zF

1Ea9CKtT#

4TBq=dk LDAP wz{"KZET0I!DQwy!:

ldap://host:port [/search-base]

}g:

ldap://localhost:10389/ou=system

g{C'ZC'{dkVNPa)KgSJ~X7,G4 IBM Security Directory

Integrator WHaZSPi!(P{F (DN) D LDAP ~qwPQw(;u?#q

r,LDAP ~qw&C\;S\ya)D5#IBM Security Directory Integrator S

C'Goq!C'{D DN M\k.s,+9CC DN M\kxP LDAP y>O

$#

dashboard.auth.ldap.url.group
8(CZT-}O$DC'DiI1JqxPi$D LDAP ~qwX7#v1z8

(K ldap w*O$zF1Ea9CKtT#

4TBq=dk LDAP wz{"KZET0I!DQwy!:

ldap://host:port [/search-base]

}g:

ldap://localhost:389/cn=group1,ou=groups,ou=system

g{8(KKtT,G4y] LDAP f"bO$C'>$.s,9+4P;v=S

DO$=h#C=hHliyO$DC'Gq9Gy8(iDI1,;sYJmx

PCJ#

9ITZ IBM Security Directory Integrator“Gme”<NC'gfPdCb)tT#Z

“Gme”0ZP,%wYw > T>~qwj8E" > 2+TM,S#PX|`E",

kND IBM Security Directory Integrator D5"QwdC“Gme”2+hC#

CZxP6LCJD Internet Explorer hC
mSyhDdChC,Tc(}tCK Internet Explorer v?D2+dC (IE ESC) D

Internet Explorer /@wS6L53CJ*O?<~qwXF(#

1!ivB,IE ESC +h9 Web 3fOKPDyPE>#*O?<~qw+H0k

`vE>,;sEZXF(OT>Z]#rK,zr*XF(1,tCK IESC D Inter-

net Explorer /@w+T>UW3f#*CJK3f,Xk+P\*O?<~qwD>

cmS= Internet Explorer D2+PmP#

1. Z Internet Explorer K%P,%w$_ > Internet !n#

2. %w2+!n(#
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3. %w\END>c#

4. %w>c#

5. Z+Cx>mS=xrVNP,dk*O?<~qwXF(D URL#}g:https://

myfds.com/fds/*#

6. %wmS#

7. %wXU,;s%w7(TXU3f"#fhC#

8. XBt/ Internet Explorer /@w#

9. Z Internet Explorer /@wPCJ*O?<~qwXF(#

,S= IBM Security Directory Server
IBM Security Directory Server G *O?<~qw D1!KD/P=f"b#*9C

dS;vr`v453=?j?<~qwD,=~q,Xk**O?<~qwXF(

PD?j IBM Security Directory Server (e,SN}#

}L

1. Z*O?<~qwXF(<=0qPD?<~qwB=,%w,ShC#

2. Z,ShC3fD LDAP URL B=,dk?j IBM Security Directory Server D

wz{MKZ#

3. TZ2+,S,k!q SSL#

4. ZC'G<{M\kVNP,dkCZr IBM Security Directory Server xPO$

D(P{FM>$#

5. Z1!?j]wP,8(CZf",=}]D?j IBM Security Directory Server P

D]w#Ts,Z4(w1,IT*?v=88(m;v?j]w#

6. ZB;vVNP,9IT8(XkS*~xFDtT(Hg jpegPhoto)DPm#q

=*?;P;vtT{F#

7. k7#,SI&#%wbT,S#Kc{FT_T>DL+4!jGmw,SI

&#

8. *i4?j?<~qwPDu?,k%w/@}]#zIT9CK&\4/@?<

u?T0mS">}r^Db)u?#

B;=v24

kND:/@?<u?;#

`XE":

2+WSVc (SSL) 'V

/@?<u?

9C?</@wITi4?j IBM Security Directory Server PD?<cNa9T0C

'"iM]wD`M#mb,9ITi$Gq}7X+dK}]T0mS"^Dr>

}u?#
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*<.0

7#zITI&XS*O?<~qw,S=?j IBM Security Directory Server#,S

hC4ST_T>DL+4!jGmw,SI&#g{,S;I&,G4/@?<4

S+&Z{C4,#

}L

1. Z*O?<~qwXF(OD?<~qwB=,%w/@?<#mb,z9ITS

?<~qwD“,ShC”3fPCJ,;/@w#

2. %wQw+Z8(DQwpcBQw|,zdkDQwD>Du?#

3. %w!q"!qBPdP;v!n:

v *S?<~qwwDy*<xP/@,k%wSy/@#

v *S(},ShC8(D1!?j]w*<xP/@,k%w/@KcQwp

c#

4. %wu?Ti4dtT# b+vT>ndK5DtT#

5. *T>yPJCZCu?DTs`DtT,x;<Gb)tTGq_P5,k!q

T>yPtT# b+ZXhtTMI!tTb=v?VPT>b)tT#

6. zITmS"^Dr>}u?#

mSu?

%wYw > mS#

ST>DPmP!q5e`M#

%w7(#

^DtTD5

Z?<w<=0qP%wu?#

ZT>DtTM5DmP,+w5"TdxP`-#

%w#f#Z0qjbP,+T>Q^Du?{"#

>}u?

Z?<w<=0qP%wu?#

%w>}#

%w7(#

7. I!: bTT?<~qwDCJ#

a. %wG<bT#

b. dk\kTi$>$#

tCr{C+VX4

9C+VX4!nIT8(GqXk+?j?<~qwPxPD|D+%X=4K

c#

XZKNq

+VX4!nG;n2+&\,zIT+d{CTcTyPDwXUX4#+G,g

{*!qTXTX(DwtCX4,Xk9K+VX4!n#VtC4,#;s,9
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C?vwdCPDX4!n48(TZX(DwGtC9G{CX4#kNDZ 313

D:tCTwDX4;#

}L

1. *tC+VX4&\,kZ“?<~qw”B=%wX4,;s!qtCX4#X4

T_aT>;vL+DLHjG#

2. !PvT FDS xPD|D,T8>z;#{X4Yw&mI IBM Security Direc-

tory Server ,ShCP8(DC'^DDu?#

>}:

,ShCP8(DC'* cn=root#

g{4!PvT FDS xPD|D,G4C' cn=root xPDyP|D<+

X4=4Kc#b+E}I*O?<~qwwYwxPD|D#

a{

jIX4Yws,+T>PXX4=KcDZ]D**#**|(j8E",}gw

{F"Q^DDtTT0?<~qw DN MKc DN#IT9C}KwVN4QwX4

**#

dC+]O$

9C+]O$&\ITZO$>$;fZZ?j IBM Security Directory Server P1,

+O$/IXxKcxP#

*<.0

v T IBM Security Directory Server xP+]O$dC#kND IBM Security Direc-

tory Server D5#

v i$S*O?<~qw=?j IBM Security Directory Server D,S#Z?<~qw

B=,,ShC4ST_DL+4!jGmw,SI&#g{,S;I&,G4+

]O$4S+&Z{C4,#

XZKNq

+]O$G IBM Security Directory Server D;nI!&\,K&\+C'O$$w/

Ixd{ LDAP ~qw4P#9CK&\v+O$>$#tZKcP,x;a#tZ?

j IBM Security Directory Server P#g{dCK+]O$,G4 IBM Security Direc-

tory Server +"TzmM'zi$4Tb? LDAP ?<~qwD>$#

}L

1. Z<=0qPD?<~qwB,%w+]O$#

2. %wmS,"8({FTj6KdC#

3. Z?jSwVNP,8( IBM Security Directory Server ?jSw#+vTC?j

SwD]wPDC'tC+]O$#

v %w!qTi4CSw"8(]w#

v %w/@}],TcZ?j?<~qwPmSu?T0i4">}r^DdPD

u?#
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4. S!q*SP4F,Sj8E"DKcPmP!qKc#b)j8E"y]z4(

CKc18(D,SN}xPT/nd#

5. I!: X*1,k`-wz{"KZ"Qwpc"C'{M\kVN#

6. %wbT,S,Ti$CZ+]O$D,ShC#

7. 4PBPdP;nYw:

v %w#f,TcTKdCy0lDwtC+]O$zF#\0lDwG?jQw

pc%dr_;Z+]O$dCP8(DQwpcD]wcNa9.BD;vr

`vw#

v g{z;#{T\0lDwtC+]O$,k%w>}#

8. V/XBt/ IBM Security Directory Server,T9|Dz'"T\0lDwtC+

]O$#

`XNq:

Z 93D:/@?<u?;

9C?</@wITi4?j IBM Security Directory Server PD?<cNa9T0

C'"iM]wD`M#mb,9ITi$Gq}7X+dK}]T0mS"^Dr

>}u?#

8(U>hC

ZdCK IBM Security Directory Server D,ShC.s,IT8(U>D~D76M

U>hC#

}L

1. Z<=0qPD+2hCB=,%wU>hC#

2. ZU>?<VNP,k8(U>D~D76#1!76* LDAPSync/logs#

":

v zIT8( IBM Security Directory Integrator Dbv=8?<r10$w?<D

`T76#

v IT9C}1\,Tc,1JCZ Windows M UNIX 53#

3. ZU>D~z7G<VNP8(Xk#tDH0U>D~D}?#1!5* 20#

B;=v24

+;vr`v}]J4dC*Kc#kNDTBPXdC;,Kc`MD=hDw

b#

(FtT3d

S`v4*O}]1,Z+tTk%v?j?<,=1,Xk}73db)tT#I

(}*tT(e(F3d48(gN+tTS4Kc#=*;*?j#=#

XZKNq

53QZ(Kj<#=(}g,Active Directory M Sun Directory)DtT3d#Kb,

*O?<~qw P9a)K;)VIICD(F3d#+G,Z3)ivB,zI\h
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*^Dr)9b)tT3dr_4(BD(F3d#}g,g{+}]brD~Cw

Kc1,I\h*(F3d#

}L

1. Z<=0qPD+2hCB=,%wtT3d# “tT3d”3f+T>K1Ts"

iTsM]wTsDwVtT3d#b)3dGVIICD3dD~,|G;Z

sdi_solution_dir/LDAPSync ?<P#

2. SPmP!q*(FDtT3dD`M# b+T>tT3dm#

3. zIT4PBPNbYw:

4(tT3d

a. %wmStT#

b. S?j?<~qwDtTPmP!qtT#b+T>BD;P,"R!

(DtT{T>Z?<~qwtTP#

":g{“mStT”0Z4T>?j?<PDtTPm,k4PBPY

w:

1) Z<=0qPD?<~qwB=,*=,ShC#

2) %wbT,S#7#Kc{FT_T>KL+4!jG,bmw,

SI&#KYw9+ndCZ/@?j?<tTDVN#

c. ZKctT/VdB=,+w1!5T|DC3d,"*CtT3d8
(|`hC#

d. !PQtCT9CKcDKtT3d#

e. %wr%VdrE>/Vd8(3dD`M#

": g{!PKE>/Vd,G4IT(}`4 JavaScript zkrwC

sdi_solution_dir\LDAPSync\customScript.js D~PD/}4(eV

d#PX|`E",kND IBM Security Directory Integrator D5,;

sQw“IBM Security Directory Integrator PDE>`F”#

f. Z3d!OB=,8(G*+K3dCZyPYw,9G;kZ^Du

?r4(u?19CK3d#

g. Z!qtTVNP,8(4KcPXk3d=?jtTDtT{#

>}X(tTD3d

a. !PCtTTD4!r#

b. %w}%tT#

c. %w7(#

4F3dTc9CzT:D(FtT3dTdxP)9#

a. %w4F3d#

b. *B3dD~dk{F#

c. %w7(#

K1+4(_P43dDyPtT3du?DBtT3d#

>}tT3d0dyPu?

a. %w>}3d#

b. %w7(#
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4. %w#f#}G#f?vQ`-D3d,qr|D+a*'#

a{

yPtT3d<f"Z sdi_solution_dir/LDAPSync ?<P#

B;=v24

Z(ewf61,zIT*wYw!qK(FtT3d#

dCKc

Xk8(KcCZk?j IBM Security Directory Server ,=#IT+`v LDAP ?

<"}]b"D~r_uAGSwdC**O?<~qwXF(PDKc#

*<.0

k7#*?j IBM Security Directory Server 8(,ShC#kNDZ 93D:,S=

IBM Security Directory Server;#

}L

1. *8(BDKc,kZ<=0qD“Kc”?V%wmS# +T>mSKc0Z#

2. Z{FVNP,dk;vCZ6pKcD{F#

3. Z!qKc`MPmP,!q`&DKc`M# a)KTB`MDKc:

v Active Directory

v (Fi0w._

v D~

v JDBC

v LDAP

v Sun Directory

v Security Directory Server

":Z*8(DKc`M4(KdC3f.sM^(|DK#XkH>},;s*

k*dCDKc`MYN4(Kc#

a{

+T>|,KcN}DdC3f,?vKc`MDN}<;,#

Z<=0qP,+Z?vKcDT_T>4,<j#IT%w"BTi4nBD4

,#

v Z4(KKc.s+mOT>;vLc,"R1=ZKcP%wbT,SsE{

'#

v -bT,SI&.s,L+DLHjG+f;bvLc#

v g{,S'\K,+T>l+D.VjG#

14 IBM Security Directory Integrator: *O?<~qw\m8O



B;=v24

*KcdCN}#kNDTBPX;,Kc`MDwb#

g{k*>}Q4("dCCDKc,k4PTB=h:

1. Z<=0qDKc?V,R|%wk*>}DKc{F,;s%w>}#

2. 1T>7O{"1,%w7(#

":yZKcDwaZ>}Kc1T/;>}#

dC Active Directory Kc
*+ Active Directory dC*Kc,Xk8( LDAP URL"_P>$DG<{"Qw

y!Mys:#

*<.0

7#4(K;vKc,"R+`M8(* Active Directory#kNDZ 143D:dC

Kc;#

}L

1. Z Active Directory KcdC3fD LDAP URL B=,dk*CJD Active Direc-

tory Dwz{MKZ#1! LDAP KZE* 389#g{z9CDG SSL,G41!

LDAP KZE* 636# PX* Active Directory ,ShC SSL DE",kND IBM

Security Directory Integrator D5,;sQw“Microsoft Active Directory SSL dC

”#

2. TZ\#$,S,k!q SSL#

3. ZC'G<{M\kVNP,dkCZr~qxPO$D(P{FM>$#

}g:cn=administrator,cn=users,dc=your_domain,dc=com

4. Z|(TB]wDu?VNP,dk*K,=xA!Du?ytD4?<DQwy

!#r_,2IT%wOBD"S LDAP Qwy!PmPxP!q,;s%w7
(#

}g:dc=your_domain,dc=com

":TZ Active Directory,K5XkhC*rXFwDys:;qr,;alb“>

}^D”#

5. *i$ Active Directory ,ShC,k%wbT,S# Kc{FT_T>DL+4

!jGmw,SI&#g{,SI&,G4+Z%@D0qPT>KcPDtT#

IT9C}KwVNQwtT#

6. dCKcs,*aICJ?<PD}],k%w/@}]#zIT9C LDAP /@

w4i4?<cNa9T0C'"iM]wD`M#mb,9ITZK?<Pm

S"^Dr>}u?#PX LDAP /@wD|`E",kNDZ 22 3D:/@

LDAP ?<PDu?;#

7. I!: 9ITdCTB_6N}#9*_6?VIi4b)N}#

3fs!

8(ksZ?;3Xk5XDu?}#1!5* 500#
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,1.0H}Dk}

8(H}B;v|DD Active Directory TsDnsk}#1!5* 0#

=NV/.dDk}

8(,x=NV/.d`tD]_k}#1!5* 60#

|D4,|

8(CZf"|Dlb|zw4,D|rN}D{F#4,|CZZ=N

KP.dG!Q&mDns;N|D#g{,=IZNN-rx#9K,

G4ITS#9D;C*<#

KX|VD5XkTZ?vKc45G(;D#g{z4hCKN},G

4aT/Fc;v5T7#(;T#

~xFtT

8(XkbM*~xF5xGV{.DtTDPm#1zZKVNPdk

tT{F1,kZ?;Pdk;vtT,"R;*9CNNVt{#

B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

dC(Fi0w._Kc

IT+.0ZdC`-wP4(Di0w._8(**O?<~qwPDKc#

*<.0

v 9CdC`-w44(i0w._#k7#+i0w._n?DdC XML D~4F

= sdi_solution_dir/configs P#PX|`E",kND IBM Security Directory

Integrator D5"QwdC`-w#

v Z*O?<~qwXF(P,7#4(K;vKc"R+`M8(*(Fi0w.

_#kNDZ 143D:dCKc;#

}L

1. Z“(Fi0w._”KcdC3fOD SDI n?dC{FVNP,dk*|,i0
w._Dn?(eDbv=85}D{F#1!ivB,bv=85}{Fkn?

>mD{F`,#

2. ZBPVNP,8(XkCZ&m?Vu?Di0w._:

v CZA!K1u?D AL

v CZA!iu?D AL

v CZA!]wu?D AL

XkdkZdC`-wP4(Di0w._n?DTBj8E":

v |,Ki0w._D IBM Security Directory Integrator n?D{F

v i0w._D{F

k9CTBq=:

Project Name:/AssemblyLines/AssemblyLine Name

}g,g{n?{* OS400 "R|,K;v{* ReadUsers Di0w._,G4I

dk:
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OS400:/AssemblyLines/ReadUsers

3. *i$(Fi0w._Kc,ShC,k%wbT,S# Kc{FT_T>DL+

4!jGmw,SI&#g{,SI&,G4+Z%@D0qPT>KcPDt

T#IT9C}KwVNQwtT#

B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

dCD~Kc

*+D~dC*Kc,Xk8(D~76"u?`MMD~bvw#

*<.0

7#4(K;vKc,"R+`M8(*D~#kNDZ 143D:dCKc;#

}L

1. ZD~KcdC3fDD~76VNP,dkk*CJDD~76#

2. Su?`MPmP!qK1"ir]w#

3. *i$D~,ShC,k%wbT,S# Kc{FT_T>DL+4!jGmw,

SI&#g{,SI&,G4+Z%@D0qPT>KcPDtT#IT9C}K

wVNQwtT#

4. I!: 9ITdCTB_6N}#9*_6?VIi4b)N}#

,1(TkF)

8(;v}}T8(=NYw.dH}Dk},,}C1d+"z,1#

8( 0(c)m>@CH}#

g{z!qx(D~!n,G4,15+D*8(CZH}q!x(D1

d$H#

x(D~

!qK!nT8(q!%bx(CZTD~xP4k#Kx(I@9d{ *

O?<~qw 5}rNNd{Lrr*CD~xP4k,1=x(ME*

9#

5. SbvwPmP,!qCJD~1yhDbvwD{F#

B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

`XEn:

Z 393D:D~bvw;

ITS*O?<~qwXF(DD~KcdC3fya)DPmP!q"dC`&D

D~bvw#

dC JDBC Kc
*+ JDBC ,SdC*Kc,Xk8( JDBC URL"C'{M\k"#="m{Mu

?`M#
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*<.0

7#4(K;vKc,"R+`M8(* JDBC#kNDZ 143D:dCKc;#

}L

1. Z JDBC KcdC3fD JDBC URL B=,S`MPmP!q}]b`M#!n

gBy>:

v !q#C}]b#

a. SPmP!qBPdP;V}]b:DB2"Derby"6k= Derby"solidDB"

Microsoft SQL r Oracle#

b. Ph*1,k8(}]bDwz{"KZM{F#

v !q(C}]b#

a. !q JDBC j8E"#

b. Z JDBC URL VNP,dk*CJD}]bD JDBC ,S URL#TB>}

GwV JDBC a)LrD;)dM URL:

Informix®

j d b c : i n f o r m i x - s q l i : / / h o s t n a m e : p o r t /

dbname:informixserver=Informix Server Name

Sybase
jdbc:sybase:Tds:hostname:port/

c. Z JDBC }/LrVNP,dk JDBC }/Lr5V`{#TB>}GwV

JDBC a)LrD;)dM}/Lr5V`{:

Informix
com.informix.jdbc.IfxDriver

Sybase
com.sybase.jdbc3.jdbc.SybDriver

PX JDBC }/LrD|`E",kND IBM Security Directory Integrator D

5,;sQw“Kb JDBC }/Lr”#

2. ZC'{M\kVNP,dkCZCJy8(}]bDG<{M\k#

3. Sm{PmP,!q*YwDmrS<#KPmT>Ky8(}]bPDm#

4. Su?`MPmP!qK1"ir]w#

5. *i$ JDBC ,ShC,k%wbT,S#

Kc{FT_T>DL+4!jGmw,SI&#g{,SI&,G4+Z%@D

0qPT>KcPDtT#zIT9CK0q4/@G<T04tT{xP}K#

6. I!: 9IT8((F SELECT od48(YwDu?#

a. 9*_6?V#

b. Z(F Select VNPdkod#

7. I!: Zd{a)LrN}VNP,dk JDBC a)Lry'VDd{XhN}#

a. k9C name:value q="R?Pdk;vN}#

b. li}/LrD5TKb\'VDN}#

c. }g,BP=SN}X(Z DB2:
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securityMechanism:KERBEROS_SECURITY
loginTimeout:20
readOnly:true

B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

dC LDAP Kc
*+ LDAP ?<dC*Kc,Xk8( LDAP URL"_P>$DG<{"Qwy!M

ys:#

*<.0

7#4(K;vKc,"R+`M8(* LDAP#kNDZ 143D:dCKc;#

}L

1. Z LDAP KcdC3fD LDAP URL B=,dk*CJD LDAP ?<Dwz{

MKZ#1! LDAP KZE* 389#g{z9CDG SSL,G41! LDAP KZ

E* 636#

2. TZ\#$,S,k!q SSL#

3. ZC'G<{M\kVNP,dkCZr~qxPO$D(P{FM>$#

}g:cn=administrator,cn=users,dc=your_domain,dc=com

4. Z|(TB]wDu?VNP,dk*K|DxV/D LDAP ?<PDQwy!#

r_,2IT%wOBD"S LDAP Qwy!PmPxP!q,;s%w7(#

}g:dc=your_domain,dc=com

5. *i$ LDAP ?<,ShC,k%wbT,S# Kc{FT_T>DL+4!jG

mw,SI&#g{,SI&,G4+Z%@D0qPT>KcPDtT#IT9

C}KwVNQwtT#

6. dCKcs,*aICJ?<PD}],k%w/@}]#zIT9C LDAP /@

w4i4?<cNa9T0C'"iM]wD`M#mb,9ITZK?<Pm

S"^Dr>}u?#

7. I!: 9ITdCTB_6N}#9*_6?VIi4b)N}#

~xFtT

8(XkbM*~xF5xGV{.DtTDPm#1zZKVNPdk

tT{F1,kZ?;Pdk;vtT,"R;*9CNNVt{#

3fs!

8(ksZ?;3Xk5XDu?}#1!5* 500#

B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

`XE":

Z 223D:/@ LDAP ?<PDu?;

9C?</@wITi4KcPD?<cNa9T0C'"iM]wD`M#mb,

9ITi$Gq}7X+dK}]T0mS"^Dr>}u?#
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dC Sun Directory Kc
*+ Sun Directory dC*Kc,Xk8( LDAP URL"_P>$DG<{"Qwy!

Mys:#

*<.0

7#4(K;vKc,"R+`M8(* Sun Directory#kNDZ 143D:dCK

c;#

}L

1. Z Sun Directory KcdC3fD LDAP URL B=,dk*CJD Sun Directory

~qDwz{MKZ#1! LDAP KZE* 389#g{z9CDG SSL,G41!

LDAP KZE* 636#

2. TZ\#$,S,k!q SSL#

3. ZC'G<{M\kVNP,dkCZr~qxPO$D(P{FM>$#

}g:cn=administrator,cn=users,dc=your_domain,dc=com

4. Z|(TB]wDu?VN,dk*K|DxV/D Sun Directory PDQwy!#

r_,2IT%wOBD"S LDAP Qwy!PmPxP!q,;s%w7(#

}g:dc=your_domain,dc=com

5. *i$ Sun Directory ,ShC,k%wbT,S# Kc{FT_T>DL+4!

jGmw,SI&#g{,SI&,G4+Z%@D0qPT>KcPDtT#I

T9C}KwVNQwtT#

6. dCKcs,*aICJ?<PD}],k%w/@}]#zIT9C LDAP /@

w4i4?<cNa9T0C'"iM]wD`M#mb,9ITZK?<Pm

S"^Dr>}u?#

7. I!: 9ITdCTB_6N}#9*_6?VIi4b)N}#

,1.0H}Dk}

8(H}B;v|DD Sun Directory TsDnsk}#1!5* 0#

=NV/.dDk}

8(,x=NV/.d`tD,Sw]_k}#1!5* 60#

|D4,|

8(CZf"|Dlb|zw4,D|rN}D{F#4,|CZZ=N

KP.dG!Q&mDns;N|D#g{,=IZNN-rx#9K,

G4ITS#9D;C*<#

KX|VD5XkTZ?vKc45G(;D#g{z4hCKN},G

4aT/Fc;v5T7#(;T#

~xFtT

8(XkbM*~xF5xGV{.DtTDPm#1zZKVNPdk

tT{F1,kZ?;Pdk;vtT,"R;*9CNNVt{#

3fs!

8(ksZ?;3Xk5XDu?}#

20 IBM Security Directory Integrator: *O?<~qw\m8O



B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

`XE":

Z 223D:/@ LDAP ?<PDu?;

9C?</@wITi4KcPD?<cNa9T0C'"iM]wD`M#mb,

9ITi$Gq}7X+dK}]T0mS"^Dr>}u?#

dC IBM Security Directory Server 4Kc
*+ IBM Security Directory Server dC*Kc,Xk8( LDAP URL"_P>$D

G<{"Qwy!Mys:#

*<.0

7#4(K;vKc,"R+`M8(* IBM Security Directory Server#kNDZ
143D:dCKc;#

}L

1. Z IBM Security Directory Server 4KcdC3fD LDAP URL B=,dk*C
JD IBM Security Directory Server Dwz{MKZ#1! LDAP KZE* 389#

g{z9CDG SSL,G41! LDAP KZE* 636#

2. TZ\#$,S,k!q SSL#

3. ZC'G<{M\kVNP,dkCZr~qwxPO$D(P{FM>$#

}g:cn=root

4. Z|(TB]wDu?VNP,dk*K|DxV/D?<~qwQwy!#r

_,2IT%wOBD"S LDAP Qwy!PmPxP!q,;s%w7(#

}g:o=sample

5. *i$ IBM Security Directory Server ,ShC,k%wbT,S# Kc{FT_

T>DL+4!jGmw,SI&#g{,SI&,G4+Z%@D0qPT>K

cPDtT#IT9C}KwVNQwtT#

6. dCKcs,*aICJ?<PD}],k%w/@}]#zIT9C LDAP /@

w4i4?<cNa9T0C'"iM]wD`M#mb,9ITZK?<Pm

S"^Dr>}u?#

7. I!: 9ITdCTB_6N}#9*_6?VIi4b)N}#

,1.0H}Dk}

8(H}B;v|DD?<~qwTsDnsk}#1!5* 0#

=NV/.dDk}

8(,x=NV/.d`tD]_k}#1!5* 60#

|D4,|

8(CZf"|Dlb|zw4,D|rN}D{F#4,|CZZ=N

KP.dG!Q&mDns;N|D#g{,=IZNN-rx#9K,

G4ITS#9D;C*<#

KX|VD5XkTZ?vKc45G(;D#g{z4hCKN},G

4aT/Fc;v5T7#(;T#
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~xFtT

8(XkbM*~xF5xGV{.DtTDPm#1zZKVNPdk

tT{F1,kZ?;Pdk;vtT,"R;*9CNNVt{#

3fs!

8(ksZ?;3Xk5XDu?}#

B;=v24

ZdCKKc.s,IT4(w4(eKcM?j?<~qw.dDX5#

`XE":

:/@ LDAP ?<PDu?;

9C?</@wITi4KcPD?<cNa9T0C'"iM]wD`M#mb,

9ITi$Gq}7X+dK}]T0mS"^Dr>}u?#

/@ LDAP ?<PDu?
9C?</@wITi4KcPD?<cNa9T0C'"iM]wD`M#mb,

9ITi$Gq}7X+dK}]T0mS"^Dr>}u?#

*<.0

7#zITI&XS*O?<~qw,S=Kc?<#KcB=Kc{FT_T>D

L+4!jGmw,SI&#g{,S;I&,G4z"T/@}]1,+T>m

s#

XZKNq

K&\vJCZ LDAP ?<#ITZ*O?<~qwPdCD LDAP Kc|( Active

Directory"LDAP"Sun Directory M IBM Security Directory Server#

}L

1. ZKcdCA;O,%w/@}]#

2. %wQw+Z8(DQwpcBQw|,zdkDQwD>Du?#

3. %w!q"!qBPdP;v!n:

v *S?<wDy*<xP/@,k%wSy/@#

v *SKcdCP8(DQwpc*<xP/@,k%w/@KcQwpc#

4. %wu?Ti4dtT# b+vT>ndK5DtT#

5. *T>yPJCZCu?DTs`DtT,x;<Gb)tTGq_P5,k!q

T>yPtT# b+ZXhtTMI!tTb=v?VPT>b)tT#

6. zITmS"^Dr>}u?#

mSu?

%wYw > mS#

ST>DPmP!q5e`M#

%w7(#

^DtTD5

Z?<w<=0qP%wu?#

22 IBM Security Directory Integrator: *O?<~qw\m8O



ZT>DtTM5DmP,+w5"TdxP`-#

%w#f#Z0qjbP,+T>Q^Du?{"#

>}u?

Z?<w<=0qP%wu?#

%w>}#

%w7(#

7. I!: bTT?<~qwDCJ#

a. %wG<bT#

b. dk\kTi$>$#

4(w

4((eKcM?j IBM Security Directory Server .dDX5Dw#

*<.0

v ,S=?j?<~qw#

v dC;vr`vKc#

}L

1. %ww!n(Ti4“w”3f#

2. Z“w”3fP,%wmS#

3. Z“mSw”0ZP,8(wD“{F”#

4. Z!qKcPmP,!q3vQdCDKc*wa)}]#

5. %w7(T4(w#

B;=v24

`-wT(ewhC#

(ewhC

Z4(K;vw.s,IT`-Cw4(ehCr9C*s`}hCa)D1!5#

*<.0

4(w#

}L

1. *8(r^DwhC,kZw3fO%ww{F,;s%w`-# +r*!(wD

dC3f#ITZ4!n(Oi4"`-whC#

2. *|DKc,kZ4PmP!q3vQdCDKc*wa)}]#

3. IT8(Vi=TB`pPwhC:

#fhC

*&mDu?`p

!qXk<G*wYw9CDu?`M#
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1!ivB,+,1!P&mvKu?M&miu?D!n#

Z Directory Server P4(4cNa9D5q
8(Z,=ZdXkgN&mcNa9#

!qPK4!rI#t]w"+?<E"wa9SKc4F=?j

?<~qw#

e}K4!rI(}+yPu?SKcD`v]wP-A?j?<

D3v8(]w+cNa9rP/#

Directory Server PD?j]w
8(?j?<~qwPDQwy!#

v1!PKT4cNa9xP5qD!n1,EaT>KVN#

C5Z4(4cNa95q1;Cwy#

C'D?j]w

8(Xk4k Person u?D]w#

v14!PT4cNa9xP5qD!n1,EaT>KVN#

vZ+4cNa9rP/1EI9CK5#

iD?j]w

8(Xk4k“i”u?D]w#

v14!PT4cNa9xP5qD!n1,EaT>KVN#

vZ+4cNa9rP/1EI9CK5#

wTU>dv

!PK4!rIzI,P=SE"Dj8U>{",|(PX4-

&mr,=Du?Dms#

}Kj8E"

8(}Ku~,CZZ,=Zd|(rE}u?#ZBPVNP,

kZ?;Pdk;vu~#u?ITGj{ DN r?VD>#

|,TBZ]

8(k*,=DKcPDZcPm#

CZZQ5XDu? DN PQwSV{.D5#

E}TBZ]

8(Z,=1k*E}DKcPDZcPm#

“C'/K1”hC
y]*w!qDKc`M,*TBhCa)DdM1!5#

4K1u?Ts`

8(KcPD Person u?Ts`#

?jK1u?Ts`

8(CZZ?j?<P4( Person u?Du?#

“4C' RDN®”tT
8(Cw Person u? DN PD`T DN DtT#

“?jC' RDN”tT
Cw4k SDS Du?D RDN DtT#
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ihC y]*w!qDKc`M,*TBhCa)DdM1!5#

4iu?Ts`

8(KcPD“i”u?Ts`#

?jiu?Ts`

8(XkCZZ?j?<P4(“i”u?Du?#

“?jiI1Jq”tT
8(CZ#t?j?<PiI1JqDtT#

wR3 zIT!qTX8(XkZ4PwV`MDwYw.0r.swCDi0

w._#

kND:9CwR3TwxP(F;#

_6hC

IT!qTX8(CZ2G“*O?<~qw”XF(P8(hCD(Ft

T#

kNDZ 273D:dC(FtT;#

B;=v24

g{k*>};v;X*Dw,kXUCwDdC3f#Zw3fO,%ww{F,

;s%w>}w#1vV7O{"1,%w7(#

1. zIT*wdCBPv?&\:

v (FtT3d

v (e,S

v tCX4

2. ZjITyPwhCD(e.s,KPu<,=Yw#

3. ;s,V/KPv?,=r_wH(Z,=#

9CwR3TwxP(F

9CwR3,(}8(XkZ4Pw`wYw.0r.swCDi0w._,Twx

P(F#z9IT8(CZ2G*O?<~qwXF(PDhCD(FtT#

*<.0

1. 9CdC`-w44(i0w._#

2. +i0w._n?DdC XML D~4F= sdi_solution_dir/configs D~PP#

kND IBM Security Directory Integrator D5PD“dC`-w”?V#

XZKNq

wR3GwDYwPD;C,Zb);C,ITwC(Fi0w._T4PwVN

q#}g,zITwCi0w._TxPu?MtT}K"sFT0"v/(MB

~#mb,9ITwCi0w._TxPw0&mMws&m,}gF/D~r_+

D~X|{#

BP>}GdMDiv,Zb)ivB,zI\#{9CwR3:

v Z4P?n4Yw0,*Tu?rX(tTKP~=XF#
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v *ZjI4Yws)&d{53,}g IBM Security Access Manager#4k?j?

<~qwDu?9++]= afterwrite R3i0w._#C'IT+KE"kd{

53,=,"R9IT"MsFB~#

}L

1. Zw3fO,%ww{F,;s%w`-#

2. Z4!n(O,%wwR3#

3. !PtCR3TtCwR3#!{!PK4!r+{CyPwR3#K!n+2G

wnCZZ?nYw.BtCwvwR3DhC#

4. %w*$nDR3T_DQtC4!r#v1TyPwR3!P+VtCR3!n

.s,K!nEP'#

5. *8(i0w._,k9*QtCDR3"%w/@# b+T> sdi_solution_dir/

configs D~PPDi0w._#

6. k!q**CwR3wCDi0w._#

ITZ*O?<~qwXF(PdCBPR3:

wu</

ZwYw*7wC8(Di0w._#KR3Zi$"&mtT.s+Z

("NNkKcr?j?<~qwD,S.0"z#

9CKR3ITKPCZ*,SM&mw<8D|n#

}g,KR3ICZ(hMF/D~,r_KP|nTc*D~Kc4*

"E"#

tT{* hook.prolog#

4k.0

ZS4KcA!10u?.sT04PI!D,SYws"4wC8(D

i0w._#Ki0w._Z}]4k?j?<~qw.0xPwC#

9CKR3ITTu?MtTr_|GD5xPx;=}K#

tT{* hook.beforewrite#

C'mS/^D/>}
4PZ?j?<~qwPmS"^Dr>}K1u?D4Yw.s,wC

8(Di0w._#

mb,9IT9CKwR34wCCZ)& IBM Security Access Manager

Di0w._#

imS/^D/>}
4PZ?j?<~qwPmS"^Dr>}iu?D4Yw.s,wC8

(Di0w._#

mb,9IT9CKwR34wCCZ)& IBM Security Access Manager

Di0w._#

9CCZC'TsDi0w._

!PK4!rm>zTC'mS/^D/>}R38(DtT9CZimS/
^D/>}R3#*TimS/^D/>}R38(d{tT,k!{!PK
4!r#

wms ?1wYwP"zms1,wC8(Di0w._#

26 IBM Security Directory Integrator: *O?<~qw\m8O



wjI ZwjIT4T4KcDdku?xP-7&m.s,4,ZwYwjI

sXU1,wC8(Di0w._#

`XEn:

Z 553DZ 2 B, :Federated Directory Server Plug-in for IBM Security Access

Manager;

dCKe~,Tc+;vr`v?<Cw IBM Security Access Manager DO$4#

}g,zIT9C Active Directory M Sun Directory Server w*O$4,Sx+C

'\mM\ktZwTDm]f"bP#

dC(FtT

zIT8(CZ2G*O?<~qwXF(P8(DhCD(FtT#

XZKNq

zIT9C(FtTkTKc"?j?<~qw,Srw2G*O?<~qwXF(

P8(DhC#mb,z9IT9C(FtT4dCXF(P4a)DhC#

}L

1. *8((FtT,kZw3fO%ww{F,;s%w`-#

2. Z4!n(O,%w_6hC#

3. Z(FtTVNP,dk?v*dCD(FtT(?P;v)#

zITZ IBM Security Directory Integrator dC`-wPR=?nhCD(FtT

{:

a. Z,SwdC3fO,%w,S!n(#

b. %w3vVNT_D`-<jD>Tr*“mo=`-w”#

c. yT>DZ?{FG(FtT{#

zIT+BPZXF(P4a)DwR3dC*(FtT:

hook.onsuccess
wI&jI1,+wCKR3#

hook.onfailure
wIZvmx#91,+wCKR3#

hook.onshutdownrequest
rw"MXUks1,+wCKR3#

hook.afterwrite
(}XF(ITdCD afterwrite R3vCZ^DKu?DI&4Yw#+

G,Z(FtTP,ITdC4^(D afterwrite R3,CR3+Z44,*

I&"'\r_;x}1xPwC#mb,9ITZYwzzK4-|DDu

?1wCCR3#

>}

BP>}5wgN9C(FtT#
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8((FtTT2GXF(hC

Z#fhC3fO,ITtCwTU>dv4zIj8DU>#*2GKh

C,kdkTB(FtThC:global.debug=true#KhC++]= IBM Secu-

rity Directory Integrator bv=8P#

8(XF(P4a)D(FtT

Z*O?<~qwXF(P,4a) onfailure wR3#zIT9CbvwR

3ZwIZvmx#91wCi0w._#IT9CBP(FtT4tCbv

wR3:

hook.onfailure.AL=hookProject:/AssemblyLines/FlowFailure
hook.onfailure.enabled=true

)9wDtT3d

yPwX5<I|,_63dM}]*;#hCw1,I8(XkZwYwZd&C

D(FtT3d#ITSH0*C'Mi(eDtT3dP!q,2IT)98(w

D3d#

*<.0

(FtT3d#

XZKNq

(FtT3dCZ+4Kc#=PDtT*;*?j#=P`&DtT#

}L

1. Zw!n(O,%ww{F,;s%w`-Tr*wdC3f(g{4r*)#

2. ZwdC3fO,%wtT3d!n(,;s%wK1TsriTsTi4C'r

iD(F3d#

3. S*K1Ts!q3dr*iTs!q3dPmP,8(*&CZwYwD3d#

1!5* person.map(TZK1Ts)M group.map(TZiTs)#

ITSPmP!qm;v3d#Pm,1|,Kf*O?<~qwa)Df1IC

D(FtT3dMH0(FD3d#

4. *)9tT3d,k4PBPNbYw:

4(tT3d

a. %wmStT#

b. S?j?<~qwDtTPmP!qtT#b+T>BD;P,"R!

(DtT{T>Z?<~qwtTP#

":g{“mStT”0Z4T>?j?<PDtTPm,k4PBPY

w:

1) Z<=0qPD?<~qwB=,*=,ShC#

2) %wbT,S#7#Kc{FT_T>KL+4!jG,bmw,

SI&#KYw9+ndCZ/@?j?<tTDVN#

c. ZKctT/VdB=,+w1!5T|DC3d,"*CtT3d8
(|`hC#
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d. !PQtCT9CKcDKtT3d#

e. %wr%VdrE>/Vd8(3dD`M#

": g{!PKE>/Vd,G4IT(}`4 JavaScript zkrwC

sdi_solution_dir\LDAPSync\customScript.js D~PD/}4(eV

d#PX|`E",kND IBM Security Directory Integrator D5,;

sQw“IBM Security Directory Integrator PDE>`F”#

f. Z3d!OB=,8(G*+K3dCZyPYw,9G;kZ^Du

?r4(u?19CK3d#

g. Z!qtTVNP,8(4KcPXk3d=?jtTDtT{#

>}X(tTD3d

a. !PCtTPD`&4!r#

b. %w}%tT#

c. %w7(#

5. %w#f#}G#f?vQ`-D3d,qr|D+a*'#

a{

w*$@k),1)9(FtT3d1,+T-<tT3dD~D1>wv|D#B

DD~1X(ZKwD#|9C0: Flow_flow_name xP|{#}g:

Flow_ADFlow_person.map#

yPtT3d<f"Z sdi_solution_dir\LDAPSync ?<P#

dC,S

*)d"vSKcPD}],I+wdC*Sm;v}]4P!qX8(,S#

XZKNq

wIT+;vKcPD}]km;vKcPD}],Sp4#}g,3v}]bI\

|,PXK1DE",+G|Z LDAP ?<P;IC#(}+ LDAP ?<kC}]b

xP,S,*O?<~qwITT>PXK1D|a;DE"#

^[241rSU=K4TKcDu?,G4w+Z,S}]4OiRCu?,+|

kKcPD}]O"p4,;smS=?j IBM Security Directory Server#

":;P'ViRDKcE\CZ,S#}g,`FKcD LDAP 9CX(Du~'V

iR,rK|GITCZ,S#yZD~DKc;'ViR,rK^(CZ,S#

}L

1. Zw!n(O,%ww{F,;s%w`-Tr*wdC3f(g{4r*)#

2. %w,S!n(Ti4"`-?<r}]4DtTCZ,S#

3. !qtCT+,S&CZKw#

4. Z!qKcPmP,!qk*CZ,SDKc#!qKcPmT>QZ*O?<~

qwPdCDyPKc#g{z!{!PtC4!r,G4+{C!qKcVN"

Ra#tzH0dkDhC,+;aZwYwZd&C#
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5. 8(wYwZd,SPDu?"zmsrJO1Xk4PDYw#S,S'\1P

mP,!qTB;v!n:

v vTms"Lx,g{z!qK!n,G4avTms,mS"^Dr>}u

?,;saTB;vu?Lx4PwYw#

v x}10u?"Lx,g{z!qK!n,G4ax}<BmsDu?"Lx4

PwYw#

v P9"U9w,g{z!qK!n,G4aZKu?&U9wYw#

g{Z4!n(D#fhCPtCKwTU>dv,ITi4PX}pmsDu?

Dj8E"#

6. IT!q9Cod48(r%u~r_6u~DE>#

v *8(r%u~Z,SPiR%dDu?,ke}E>j<4!r,;s8(u

~od:

– ZtTVNPdk,SKcPDtT#

– SKc{PmP,*od!qJ1DKc{#

– Z5VNP,dkwKcP`&DtT#

v *9CE>48(_6u~,k!PE>/u~#+a);vVN,zIZdP

`4u~E>#PX|`E",kND IBM Security Directory Integrator D5,

;sQw“IBM Security Directory Integrator PDE>`F”#

7. ZtT3dP,ITmS"}%r^D,SDtT3d#

a. %wmStT,;sS?j?<~qwDtTPmP!qtT# +T>BD;

P,Z?<~qwtTPPT>!(DtT{#

b. ZKctT/VdP,8(ZXkk?jtT3dDKcP8(tT{#

c. +wKctT{T8(tT3dD`vhC#

v !PQtCT9CKcDKtT3d#

v %wr%VdrE>/Vd8(3dD`M#g{!PKE>/Vd,G4

IT(}`4 JavaScript zkrwC sdi_solution_dir\LDAPSync\

customScript.js D~PD/}4(eVd#PX|`E",kND IBM Secu-

rity Directory Integrator D5,;sQw“IBM Security Directory Integrator P

DE>`F”#

v 8(Gk+K3dCZyPYw,9G;kZ^Du?r4(u?19CK

3d#

d. *>}8(tTD3d,k%wCPOD4!r#;s%w}%tT,1vV

7O{"1%w7(#

8. 2ITa)T:Di0w._x;GvvGKc4(e,SYw#9*(FiR/,
Si0w._?V,;s8(K1Ts"iTsM]wTs#

XkH9C“dC`-w”4(i0w._,;sE\9Cb)VN#k7#+i0

w._n?DdC XML D~4F= sdi_solution_dir/configs D~PP#PX

|`E",kND IBM Security Directory Integrator D5"QwdC`-w#

Z(FDiR/,Si0w._VNP,dkZdC`-wP4(DTBi0w._
n?j8E":

v |,Ki0w._D IBM Security Directory Integrator n?D{F

v i0w._D{F
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9CTBq=Zb)VNPdk{F:

Project Name:/AssemblyLines/AssemblyLine Name

}g,g{n?{* OS400 "R|,K;v{* ReadUsers Di0w._,G4I

dk:

OS400:/AssemblyLines/ReadUsers

tCTwDX4

IT(}T!(tTtCZwPDX4,IT+Z?j?<~qwPwvD|D+%

XKc#

*<.0

+a)+VX4!nw*2+&\,ITC|4XUyPwDX4#+G,1+VX

UX4&\1,+h9yPwDX4,|(k*tCX4D8(w#rK,XkH7

#Z+V6pTyPDwtCX4&\#kNDZ 103D:tCr{C+VX4;#

ZtC+VX4&\.s,Xk4jITB=h*8(DwtCX4#

XZKNq

;PTKwD?jK1u?wvD|DE\;X4#

X4Ywv&mBP=hPhvD!(tT#

}L

1. **8(DwtCX4,kZw!n(O%ww{F,;s%w`-# +r*wD

dC3f#

2. %wX4!n(#

3. !qtC*KwtCX4!n#

4. ZXk%"X4YwD?<~qwP8(tT,"R+|kKcPDtTxP3

d#

a. %wmStT,;sSKcDtTPmP!qtT# +T>BD;P,ZKct

TPPT>!(DtT{#

b. Z Directory Server tT/VdP,ZXkkKctT3dD?<~qwP8(
tT{#

c. +w?<~qwtT{*tT3d8(|`hC#

v !qQtCTX4Yw9CKtT3d#

v %wr%VdrE>/Vd8(3dD`M#g{!PKE>/Vd,G4

IT(}`4 JavaScript zkrwC sdi_solution_dir\LDAPSync\

customScript.js D~PD/}4(eVd#PX|`E",kND IBM Secu-

rity Directory Integrator D5,;sQw“IBM Security Directory Integrator P

DE>`F”#

d. *>}8(tTD3d,k%wCPOD4!r#;s%w}%tT,1vV

7O{"1%w7(#
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a{

1"zX4Yw1,+T>X4=KcDZ]**#**|,Kj8E",Hgw{

F"Q^DDtT,"R+T>?<~qwMKcD DN#IT9C}KwVN4Qw

X4**#

i$wdC

ZdCKw"*wYw8(Ku~.s,ITKP#b,=Qi$w#

*<.0

k7#4("(ew#

XZKNq

#b,=KPgu<,=;yDYw,+G;aZ?<~qwP4kNNZ]#K&

\PzZZu<f.WNi$wGqITZKcP!q}7D}]S/#

}L

1. Zw3fO,%ww{F,;s%wKP,=#

2. Z“KP,=”0ZO,!q#b#

a{

+y]*w8(Du~#b453Dj{,=#

xHu+T>ZnBn/PB#4,MU>+T>ZwDB=#

B;=v24

g{k*#9}ZxPPD#bYw,k%ww{F,;s%wU9#1vV7O{

"1,%w7(#

YwjI.s,+ZBD!n(OT>#bDj8E",HgUZ"YwMQ^DD

tT#IT9C}KwVN4Qwmq#

2ITi44,MU>4i$#b,=GqI&r_wTms#

(}KP#b,=i$w.s,ITKPu<,=+}](F=?<~qw#

,=?j?<OD}]

Z(ewhC.s,IT+KcD}]k?j IBM Security Directory Server D,=#

ITV/xP,=,r_hCwH(ZT/,=#

KPu<,=

Z(eKwhC.s,ITKPu<,=+}]SKc(F=?j IBM Security Direc-

tory Server#

*<.0

k7#4("(ew#
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XZKNq

u<,=GTwD;NTYw#|a!Pkwu~%dDKcPDyPu?"|B?

<~qw#

}L

1. Zw3fO,%ww{F,;s%wKP,=#

2. Z“KP,=”0ZO,!qu<,=#

a{

T453Dj{,=+y]*w8(Du~t/#NN10,=4,}]<+4;#

xHu+T>ZnBn/PB#4,MU>+T>ZwDB=#

B;=v24

g{k*#9}ZxPPD,=Yw,k%ww{F,;s%wU9#1T>7O{

"1,%w7(#U9wDYw+9|#V?V,=4,,yTXkww9C#

YwjI.s,ITi44,MU>4i$,=GqI&r_wTms#

Z7#u<,=I&jI.s,IT48(D1ddthC,=wH#

KPv?,=

ZKPu<,=.s,ITy]TKcwvD|Dv?,=?j IBM Security Direc-

tory Server OD}]#ITV/xP,=,r_IThCwH(ZT/,=#

*<.0

v 4("(ew#

v *wKPu<,=#

}L

1. Zw3fO,%ww{F,;s%wKP,=#

2. Z“KP,=”0ZO,!qv?,=#

a{

,=Yw+t/,"RxHu+T>ZnBn/PB#

B;=v24

g{k*#9}ZxPPD,=Yw,k%ww{F,;s%wU9#1T>7O{

"1,%w7(#U9wDYw+9|#V?V,=4,,yTXkww9C#

YwjI.s,ITi44,MU>4i$,=GqI&r_wTms#

*(1T/KP,=,IT48(D1ddthC,=wH#

2E,=

IT8(;vwH4(1D1ddtZwPT/KPv?,=Yw#
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*<.0

v 4("(ew#

v *wKPu<,=#

}L

1. WN*wYw4(wH1,kZw3fDw{FB%w^wH#*`-Q4(D

wH,k%wT>ZwBDB;vwHYwDUZM1d#

2. Z“wH”0ZP,%wQtCT$nwHLr#

3. !qwH`M#

v g{!qF1w,G4+4ZwHP8(D1ddtKP,=#

v g{!q#Vn/,G449ZKcP8(K,15,,=2a#VKP4

,#

4. *wYw!q5J?vBr!(B]#g{z!q!(B],G4aT>B{F

"RzXk!q;vr`vB]#

5. STB!nP!qk*KPwYwDl}:?l"$wU(8(GZ})r!(

UZ(8(?BUZ)#

6. Z!1}/VS}/k}?VB,dk#{wYwt/D1d#2ITdk(d{ *

(GE)":EVtPmr;5P}V48(!1"VSMk#

}g:

v *Z?v!1*<1KP,=,kZ!1}VNPdk *,;sZVS}Mk}

VNPdk 0#

v *Z?v!1P?t 15 VSKP,=,kZ!1}VNPdk *,ZVS}V

NPdk 0,15,30,45,;sZk}VNPdk 0#

7. !qQtC#

8. g{z$ZwYwI\^(Z2EB;vYwt/.0jI,k!q;*ZQZ

KPDivBt/#K!nTZVx1dO$DYw45\PC,r*|ah9

,;YwD=v5},1KP#

9. g{zk*ZwYwv=JO1#9,k!qZi0w._'\1U9wH# }

g,ITZT/X4"T'\D,=.0tCK!n4^}U>D~PDms#

10. %wXUT#fwH#

a{

B;vQwHwYwDUZM1d+T>ZwB#

B;=v24

g{+4;k*9CwHLr,G4ITe}“wH”0ZPDQtC4!r#

i4U>M(f
jI,=n/.s,ITi4U>4i$|GqI&#
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XZKNq

Zw3fO,+ZwDB=T>wYwD**,|,TBE":

v QmS"^DM>}DC'}#

v QmS"^DM>}Di}#

v ZKwPKPDnBn/#

v y&mDC'MiD\}

*w(e#fhC1,g{!PKwTU>dv!n,G4+zI|,j8E"DU

>CZwT#

}L

1. *i4j8U>,kST>TBnDU>PmP!qYw#1!ivB,+T>n

BDYw#ITSPvDNNH0DU>PxP!q#

":*|DXkf"Dz7U>D~},kNDZ 123D:8(U>hC;#

2. %wU>PBPdP;v?VTi4j8(f:

** T>TB**:

v Q&mD“K1”"“i”M“]w”u?D}?

v msM/f}

v Qx}"R4I&4k?j?<Du?}

msU>

T>yPmsM/f#IT9Cj8E"T,=PDNNJOxPJOo

O#

(FU>r,=U>

g{}Zi4u<,=DU>,G4+T>(FU>,qr+T>,=Y

wDU>#KU>|,{vwYwDj8E"#

`S

*O?<~qwXF(a)KCZ`SwDP*MKP4vD!n#

a)KTB!n44P`S:

v IT(} Syslog +2+TB~"M= QRadar#?1mS"^Dr>}4T?j?<

~qwDu?1,<+(e2+TB~#

v ?1"z"G<Kms1,IT"vmsB~w* SNMP ]e#

v g{tCK(F`S,G4K`S+}CZNNd{R3$n.0t/,TZj<

R3M`SR3(QRadar M SNMP)ygK#

*dC`ShC,kZ“*O?<~qw”<=0qOD+2hCB=%w`S#

dC QRadar `S
dC QRadar `STzY2+TB~,bG?j IBM Security Directory Server PmS"

^Dr>}u?1"vDB~#

Z 1 B *O?<~qw 35



}L

1. Z<=0qPD+2hCB=,%w`S#

2. Z“`S”3fO,%w QRadar !n(#

3. Z“QRadar”3fO,!PtCT8>z*`S2+B~#

4. Zwz{VNP,dkXkSU2+B~D QRadar ~qwDwz{r IP X7#

5. ZKZVNP,dkXkSU Syslog B~D QRadar ~qwy9CDKZE#

6. SOXTPmP,!qCZ Syslog B~DOXT5#

7. Sh)VNP,!qCZ Syslog B~Dh)5#

8. Z3dD~VNP,8(3dD~D76MD~{,KD~C4hCB~DwV

QRadar LEEF tT#

9. %w!q...T/@3dD~#1!58r LDAPSync/QRadar.map D~#

10. I!: ZUZq=ZkVNP,k8(Z3dD LEEF tTP4kDUZ5Dj

< Java SimpleDateFormat Zk#

K5XF devTimeFormat tTD5T0B~PUZ5Dq=#1!5* ISO 8601

j<Zk MMM dd yy HH:mm:ss,|+4(g Oct 16 12 15:15:57 DV{.#

dC SNMP `S
dC SNMP `STzYmsB~,bGwYwZdG<Kms1"vDB~#

}L

1. Z<=0qPD+2hCB=,%w`S#

2. Z“`S”3fO,%w SNMP !n(#

3. Z“SNMP”3fO,!PtCT8>z*`SmsB~#

4. Zwz{VNP,dkXkSUmsB~D SNMP `SwDwz{r IP X7#

5. Z]eKZVNP,dk SNMP CZl}]eDKZE#

6. Z2CeV{.VNP,8(CZ"vD SNMP ]eD2CeV{.#

SNMP 2C{CwO$Dq=,r*;Kb}72C{Dh8+S SNMP YwP{

}#kK2CeV{.;%dDyP{"+;Oz#

g{#td*UW,G4+S\yP2CeV{.#1!5* public#

7. Z3dD~VNP,8(3dD~D76MD~{,KD~C4hC*Z"vD

SNMP ]eP+]DwVTsj6 (OID)#1!5* LDAPSync/SNMP.map

a{

g{tC,G4 SNMP `S/}+Mms{"Mms6p,g ERROR"WARN r FATAL#

B;=v24

zIT+ IBM-FDS-MIB.txt S sdi_solution_dir/LDAPSync 4F= SNMP ~qwD

MIB f"bP,T9 SNMP ~qw\;}7mb*O?<~qwy"MD SNMP {

"#kk SNMP ~qw\m1*5,Tq!PX+ SNMP h8dC*9C*O?<~

qw MIB D~Doz#
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dC(F`S

9C(F`S!nITZwYwZdD?vn/R3c4PNb}?DYw#

XZKNq

g{dCK(F`S,G4+ZwYwPDyPj<R3cwC8(Di0w._#

Ki0w._+Z5JwR3Di0w._t/0xPwC,49&Z{C4,2G

gK#

}L

1. Z<=0qPD+2hCB=,%w`S#

2. Z“`S”3fO,%w(F!n(#

3. Z“(F”3fO,!qQtCT8>z#{(}wC(Fi0w._4`SwB

~#

4. Z(Fi0w._VNP,8(*CZxP(F`SDi0w._#

a{

(F`S+}CZNNd{wR3$n.0t/#

(F?jdC

1!ivB,*O?<~qw?jG IBM Security Directory Server 5},zIT(}

XF(OD,ShC4dCC5}#*dC} IBM Security Directory Server TbD?

j,zXk(e(F,SwM(Fi0w._,T&m,ShCT0k?jxPD,

=#

*q!dC8>E"M>},kND<uD5*O?<~qw(F?jdC#

Q*Jb"V^TMd(=(

9CJbhv0dya)Dbv=84bvZ9C*O?<~qw 1I\v=DJb#

Zu<,=Zd,6WiI1JqI\*'#

Jb ZnuD,=Zd,g{&mK3vi,xdP|,P4,=DI1i,G4

a+KI1S*1'#

bv=8

*7#&myPD6WI1Jq,kZu<,=jIs,TyP1YI1Di

XBKPKw#"R,+yPD“1YI1”ms{"FY=ns;Vi&mj

Is"v#

lw=3fs!5.s,u<,='\K

Jb Z Windows Server 2008 R2 53O,lw=3fs!hCD5.s,u<,

='\K#

KJbX(Zf0 Active Directory DYw#

hv TB!0B"zKJb:
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v Windows Server 2008 R2 53OD Active Directory _P\`C'Mi,}

g 10,000 vC'M 10,000 vi#

v Active Directory KcD3fs!hC* 500(1!5)#

v Q+w(e*+b)u?(F= IBM Security Directory Server#

ZKPu<,=Yw1,+(F 500 vC',;sa"zms#;s,(F

5 0 0 vis"zms#Yw+U9,""z`FZTBmsD

OperationNotSupportedException l#:

2013-06-12 16:37:31,250 ERROR [AssemblyLine.Flow_ADFlow1_ReadGroups_group.7]
- [Flow_ADFlow1_ReadGroups_group/Read Groups/Default On Error]
- [Flow_ADFlow1_ReadGroups_group/Read Groups/Default On Error]
- javax.naming.OperationNotSupportedException: [LDAP: error code 12
- 00002040: SvcErr: DSID-031401E7, problem 5010 (UNAVAIL_EXTENSION), data 0

]; remaining name ’ou=set1,dc=adsync,dc=tditest,dc=internal’
- [LDAP: error code 12 - 00002040: SvcErr: DSID-031401E7,
problem 5010 (UNAVAIL_EXTENSION), data 0

]
Stacktrace (for support):
javax.naming.OperationNotSupportedException: [LDAP: error code 12

- 00002040: SvcErr: DSID-031401E7, problem 5010 (UNAVAIL_EXTENSION), data 0
]; remaining name ’ou=set1,dc=adsync,dc=tditest,dc=internal’
at com.sun.jndi.ldap.LdapCtx.mapErrorCode(LdapCtx.java:3159)
at com.sun.jndi.ldap.LdapCtx.processReturnCode(LdapCtx.java:3045)
at com.sun.jndi.ldap.LdapCtx.processReturnCode(LdapCtx.java:2852)
at com.sun.jndi.ldap.LdapCtx.searchAux(LdapCtx.java:1861)
at com.sun.jndi.ldap.LdapCtx.c_search(LdapCtx.java:1784)
at com.sun.jndi.toolkit.ctx.ComponentDirContext.p_search(ComponentDirContext.java:398)
at com.sun.jndi.toolkit.ctx.PartialCompositeDirContext.search(PartialCompositeDirContext.java:368)
at javax.naming.directory.InitialDirContext.search(InitialDirContext.java:287)
at com.ibm.di.connector.LDAPConnector.getNextEntry(LDAPConnector.java:750)
at com.ibm.di.server.AssemblyLineComponent.executeOperation(AssemblyLineComponent.java:3355)
at com.ibm.di.server.AssemblyLineComponent.getnext(AssemblyLineComponent.java:932)
at com.ibm.di.server.AssemblyLine.msGetNextIteratorEntry(AssemblyLine.java:3666)
at com.ibm.di.server.AssemblyLine.executeMainStep(AssemblyLine.java:3375)
at com.ibm.di.server.AssemblyLine.executeCycle(AssemblyLine.java:3151)
at com.ibm.di.server.AssemblyLine.executeCycle(AssemblyLine.java:3091)
at com.ibm.di.fc.AssemblyLineFC.executeCycle(AssemblyLineFC.java:451)
at com.ibm.di.fc.AssemblyLineFC.perform(AssemblyLineFC.java:272)
at sun.reflect.GeneratedMethodAccessor77.invoke(Unknown Source)
at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:55)
at java.lang.reflect.Method.invoke(Method.java:613)
at com.ibm.jscript.types.JavaAccessObject.call(JavaAccessObject.java:321)
at com.ibm.jscript.types.FBSObject.call(FBSObject.java:161)
at com.ibm.jscript.ASTTree.ASTCall.interpret(ASTCall.java:175)
at com.ibm.jscript.ASTTree.ASTAssign.interpret(ASTAssign.java:91)
at com.ibm.jscript.ASTTree.ASTProgram.interpret(ASTProgram.java:119)
at com.ibm.jscript.ASTTree.ASTProgram.interpretEx(ASTProgram.java:139)
at com.ibm.jscript.JSExpression._interpretExpression(JSExpression.java:435)
at com.ibm.jscript.JSExpression.interpretExpression(JSExpression.java:421)
at com.ibm.jscript.JSExpression.evaluateValue(JSExpression.java:251)
at com.ibm.jscript.JSExpression.evaluateValue(JSExpression.java:238)
at com.ibm.jscript.JSExpression.evaluateValue(JSExpression.java:241)
at com.ibm.jscript.JSInterpreter.interpret(JSInterpreter.java:57)
at com.ibm.di.script.ScriptEngine.interpret(ScriptEngine.java:940)
at com.ibm.di.script.ScriptEngine.interpret(ScriptEngine.java:925)
at com.ibm.di.server.ScriptComponent.add1(ScriptComponent.java:244)
at com.ibm.di.server.ScriptComponent.add(ScriptComponent.java:210)
at com.ibm.di.server.AssemblyLine.msExecuteNextConnector(AssemblyLine.java:3759)
at com.ibm.di.server.AssemblyLine.executeMainStep(AssemblyLine.java:3379)
at com.ibm.di.server.AssemblyLine.executeMainLoop(AssemblyLine.java:2988)
at com.ibm.di.server.AssemblyLine.executeMainLoop(AssemblyLine.java:2971)
at com.ibm.di.server.AssemblyLine.executeAL(AssemblyLine.java:2940)
at com.ibm.di.server.AssemblyLine.run(AssemblyLine.java:1319)

2013-06-12 16:37:31,250 ERROR [AssemblyLine.Flow_ADFlow1_ReadGroups_group.7]
- [Flow_ADFlow1_ReadGroups_group/Read Groups/Default On Error]
- Make sure that the search base is visible in the source system,
for example from an LDAP browser.

Also ensure that the credentials defined for the Source connection are
authorized to see entries in this container.

***** Start dumping: ERROR *****
class: ’javax.naming.OperationNotSupportedException’

connectorname: ’Read Groups’
exception: ’javax.naming.OperationNotSupportedException:

[LDAP: error code 12 - 00002040: SvcErr: DSID-031401E7,
problem 5010 (UNAVAIL_EXTENSION), data 0

]; remaining name ’ou=set1,dc=adsync,dc=tditest,dc=internal’’
message: ’[LDAP: error code 12 - 00002040: SvcErr: DSID-031401E7,

problem 5010 (UNAVAIL_EXTENSION), data 0
]’

operation: ’get’
status: ’fail’

***** End dumping: ERROR *****
***** Connector parameters: Read Groups *****

ldapUrl: ldap://9.120.98.148:389
ldapUsername: Administrator@adsync.tditest.internal
ldapSearchBase: ou=set1,dc=adsync,dc=tditest,dc=internal
ldapSearchFilter: objectClass=groupofuniquenames
ldapSearchScope: subtree
ldapSizeLimit: 0
ldapPageSize: 500
jndiExtraProviderParams: null
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"M 9CKVNImS"M#bv}]1;a<G"M#

j8U>

!PK4!rIzIxPj8wTE"DU>{"#

9ITdCTB_6N}#Zbvw?VB,9*_6Ii4b)N}#

!T XML yw
!PK4!rI8>bvwXkZdvwP!T XML yw7#

D5i$

!PK4!rIksy]y8(D DTD r#=xPD~i$#

I6p{FUd

!PK4!rI8>bvwXkksI6p{FUdDbvw#

V{`k

8(*CZAr4DV{`k#1!5* UTF-8#

PX|`E",k*A IBM Security Directory Integrator D5 "Qwr% XML

bvwPDV{`k#

uxdv

!PK4!rIy]odPDnHTdvxPux#a{;G*K@[,kd

vD~DoeZ]^X#
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PXr% XML bvw0d9C>}Dj8E",k*A IBM Security Directory Inte-

grator D5 "Qwr% XML bvw#

`XE":

W3C D5 (http://www.w3schools.com)

Oracle Java API D5 (http://docs.oracle.com)

D~KcD SOAP bvw
9C SOAP bvwIA4 SOAP XML D5#

SOAP bvw9CTB==T SOAP XML D5Mu?TsxP`%*;:

v 1CbvwT XML D5xP4k1,|+9Cu?PDtT49(D5#SOAP_CALL
tT&C|,CZ SOAP wCD5#

v 1CbvwT XML D5xPA!1,SOAP_CALL tThC*43zZ SOAP-

ENV:Body jGsfDZ;vjG#TZu?PD?vtT,<a4(;v_PC{F

M5DjG#SOAP_CALL jGBD?vjG<+*;*u?TsPD;vtT#

*CJ SOAP bvwdCN}:

1. mSD~Kc#

2. Z“D~”KcdC3fO,%wbvw,;sSPmP!q SOAP bvw#

3. 9*bvw?VTi4N}#

N}

"M 9CKVNImS"M#bv}]1;a<G"M#

j8U>

!PK4!rIzIxPj8wTE"DU>{"#

9ITdCTB_6N}#Zbvw?VB,9*_6Ii4b)N}#

!T XML yw
!PK4!rI8>bvwXkZdvwP!T XML yw7#

D5i$

!PK4!rIksy]y8(D DTD r#=xPD~i$#

I6p{FUd

!PK4!rI8>bvwXkksI6p{FUdDbvw#

V{`k

8(*CZAr4DV{`k#1!5* UTF-8#

PX|`E",k*A IBM Security Directory Integrator D5 "QwV{`

k*;#

PX SOAP bvw0d9C>}Dj8E",k*A IBM Security Directory Integra-

tor D5 "Qw SOAP bvw#

D~KcD SPMLv2 bvw
9C SPMLv2 bvwIbvr`4 SPML V2 (SPMLv2) {"w*%@D SPMLv2 k

sMl&#
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SPMLv2 (eK;vKD-i,;,D}]#M(}C-iICZ(e5J)&}]#

}]#Mk SPML KDf6DiOF*E*D~#9C SPML h*9CX(DE*D

~#*O?<~qwXF( f=DK SPMLv2 bvw'V SPMLv2 DSMLv2 E*D

~#

*CJ SPMLv2 bvwdCN}:

1. mSD~Kc#

2. Z“D~”KcdC3fO,%wbvw,;sSPmP!q SPMLv2 bvw#

3. 9*bvw?VTi4N}#

N}

"M 9CKVNImS"M#bv}]1;a<G"M#

j8U>

!PK4!rIzIxPj8wTE"DU>{"#

9ITdCTB_6N}#Zbvw?VB,9*_6Ii4b)N}#

~xFtT

8(:EVtDtTPm,bvwXk+b)tTS*~xFtT#1!iv

Ba)K;iI^DDtT#

V{`k

8(*CZAr4DV{`k#1!5* UTF-8#

SPMLv2 bvw)9K XML bvw;rK,`,DV{`kfrJC#PX

|`E",k*A IBM Security Directory Integrator D5 "Qw XML bv

wPDV{`k#

PX SPMLv2 bvw"dYwMtT0d9C>}Dj8E",k*A IBM Security

Directory Integrator D5 "Qw SPMLv2 bvw#

D~KcD XML bvw
9C XML bvwIA4 XML D5#XML bvw9C StAX (JSR-173) f6D XLXP

5)#StAX GyZNjD XML bvw,IT XML xPA4#

K XML bvwDYHH+3DyZ DOM Dr% XML bvwlC`,r*|;h

*q DOM GyZZfP0k{v XML a9#

*CJ XML bvwdCN}:

1. mSD~Kc#

2. Z“D~”KcdC3fO,%wbvw,;sSPmP!q XML bvw#

3. 9*bvw?VTi4N}#

N}

r% XPath
8(CZ"V*XD5(`FZ XPath Dmo=)T+b)*XbM*u?#

KN}9CZT>*4kD XML D5Da9#

u?jG

8(*XD{F,C*XCZ#f+]x XML bvwD?vu?#
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5jG 8(*XD{F,C*XCZ#f+]x XML bvwD?vtT5#

"M 9CKVNImS"M#bv}]1;a<G"M#

j8U>

!PK4!rIzIxPj8wTE"DU>{"#

9ITdCTB_6N}#Zbvw?VB,9*_6Ii4b)N}#

{FUd3dD0:

k9CTBq=8(0:k{FUd.d3dDPm:prefix=namespace#

9Cz_ (|) 4Vtwv3d#

g{0:T $ *7,G4a+dS*1!{FUdyw#

1!5* prefix=namespace#

XSD #=;C
8(#=;C,bvCZT>?D#

V{`k

8(*CZAr4DV{`k#1!5* UTF-8#

PX|`E",k*A IBM Security Directory Integrator D5 "Qw XML b

vwPDV{`k#

2,tTyw

8(tTM0:Dyw#+9Cr% XPath VNPy8(D2,*X4`4y
w#

1!ivB,KVNPa)KTBD>:

<!-- this is an example for statically declared XML attributes/namespaces -->
<!-- DocRoot xmlns="defaultNS" attr1="val2">
<Entry xmlns:p1="p1NS" p1:attr2="val2" />
</DocRoot-->

A!1vTX4D XML yw
!PK4!rI<U6pZ;v XML yw"vTsxyw#

aO !PK4!rIaO`ZDV{}]?V#

4k1!T XML yw
!PK4!rI{9+ XML yw4kdv#K!nTZ=S=VP XML D

~\PC#

`yD5

!PK4!rI+?vu?dv*@"*X,b+4(`yD5#

uxdv

!PK4!rIy]odPDnHTdvxPux#a{;G*K@[,kd

vD~DoeZ]^X#

JmZ4k19C^' XML V{
!PK4!rI+^' XML V{|,Z XML jGP#g{4!PK4!r,

G4T XML D5xP4YwZda"zl##

PX XML bvw0d9C>}Dj8E",k*A IBM Security Directory Integra-

tor D5 "Qw XML bvw#
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D~KcD XML SAX bvw
9C XML SAX bvwIA!sM XML D5,yZ DOM D XML bvwIZZ

f<x^(&mK`D5#XML SAX bvwyZ Apache Xerces b#

XML SAX bvw+i!}ZzZdCPy8(DijGZD}]#|+9C}]Pf

ZDtT44(u?#

*CJ XML SAX bvwdCN}:

1. mSD~Kc#

2. Z“D~”KcdC3fO,%wbvw,;sSPmP!q XML SAX bvw#

3. 9*bvw?VTi4N}#

N}

ijG 8(+u?(pD;vr`v XML ijGD{F#I8(`vjG,wvj

G{F.dT:EVt#g{z;8(5,G4+9CyjG,"RaT%v

u?DN=5X{v XML D5#

"M 9CKVNImS"M#bv}]1;a<G"M#

j8U>

!PK4!rIzIxPj8wTE"DU>{"#

9ITdCTB_6N}#Zbvw?VB,9*_6Ii4b)N}#

}%0:

8(*StT{FP}%D0:#

vTtT

!PK4!rIvTijGDtT0dStT#

V{`k

8(*CZAr4DV{`k#1!5* UTF-8#

D5i$

!PK4!rIksy]y8(D DTD r#=xPD~i$#

9C XSD i$
!PK4!rI9C XSD x;G DTD 4i$ XML D~#

I6p{FUd

!PK4!rI8>bvwXkksI6p{FUdDbvw#

A,1 8(bvwZ4SU=NN}]1H}`Yk.s#9#

PX XML SAX bvw0d9C>}Dj8E",k*A IBM Security Directory Inte-

grator D5 "Qw XML SAX bvw#

D~KcDyZ XSL D XML bvw
9CyZ XSL D XML bvwI9Cz8(D XSL 4bvNNq=D XML D5#

XML D5+bv*tT/5T"f"Zu?TsP#

*CJyZ XSL D XML bvwdCN}:

1. mSD~Kc#

52 IBM Security Directory Integrator: *O?<~qw\m8O

http://www-01.ibm.com/support/knowledgecenter/SSCQGF/welcome
http://www-01.ibm.com/support/knowledgecenter/SSCQGF/welcome


2. Z“D~”KcdC3fO,%wbvw,;sSPmP!qyZ XSL D XML bv
w#

3. 9*bvw?VTi4N}#

N}

"M 9CKVNImS"M#bv}]1;a<G"M#

j8U>

!PK4!rIzIxPj8wTE"DU>{"#

9ITdCTB_6N}#Zbvw?VB,9*_6Ii4b)N}#

V{`k

8(*CZAr4DV{`k#1!5* UTF-8#

yZ XSL D XML bvw)9Kr% XML bvw;rK,`,DV{`k

frJC#PX|`E",k*A IBM Security Directory Integrator D5 "

Qwr% XML bvwPDV{`k#

uxdv

!PK4!rIy]odPDnHTdvxPux#a{;G*K@[,kd

vD~DoeZ]^X#

!T XML yw
!PK4!rI8>bvwXkZdvwP!T XML yw7#

D5i$

!PK4!rIksy]y8(D DTD r#=xPD~i$#

I6p{FUd

!PK4!rI8>bvwXkksI6p{FUdDbvw#

*dCdkN},kZbvw?VB9*dk#

9Cdk XSL D~
!PK4!rI9Cdk XSL D~#g{z!PK4!r,G4avTdk

XSL VNDZ]#

dk XSL D~{
8(dk XSL D~D76MD~{,CD~|,CZ+C' XML *;* IBM

Security Directory Integrator Z?q=D%dfr#

dk XSL
9CKI`-xrIdkr3y{vdk XSL#

*dCdvN},kZbvw?VB9*dv#

9Cdv XSL D~
!PK4!rI9Cdv XSL D~#g{z!PK4!r,G4avTdv

XSL VNDZ]#

dv XSL D~{
8(dv XSL D~D76MD~{,CD~|,CZ+ IBM Security Direc-

tory Integrator Z?q=*;XC' XML D%dfr#

dv XSL
9CKI`-xrIdkr3y{vdv XSL#
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PXyZ XSL D XML bvw0d9C>}Dj8E",k*A IBM Security Direc-

tory Integrator D5 "QwyZ XSL D XML bvw#
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Z 2 B Federated Directory Server Plug-in for IBM Security
Access Manager

dCKe~,Tc+;vr`v?<Cw IBM Security Access Manager DO$4#}

g,zIT9C Active Directory M Sun Directory Server w*O$4,Sx+C'\

mM\ktZwTDm]f"bP#

Ke~yZI*O?<~qwa)D,=~qT0 IBM Security Directory Server D+

]O$&\#*O?<~qwa)KVIICD/@wgf,CZdC+`vm]f

"bkPk IBM Security Directory Server 5}xP,=#"R,z9IT9C*O?

<~qw/@wXF(Z IBM Security Directory Server PdC+]O$#

*O?<~qw(}w4&mTX(?<w*4D,=#zITdC;vw,TcZ

&m?vu?"+d4k IBM Security Directory Server .s4Pwv#ZKnYws

&\P,Federated Directory Server Plug-in for IBM Security Access Manager ,S=

yhDw#?1Z?j?<PmS"^Dr>}K1u?riu?1,<+wCKe

~#

wCKe~1,+rd+]*O?<~qwXF(PhCDdCN}#;s,Ke~

+m]E"|Dw*wYwDiI?V+%= IBM Security Access Manager#

IBM Security Directory Integrator 53r*O?<~qwD~qwK&\a)?s'V#

!\;*sz_8 IBM Security Directory Integrator D9C-i,+GKbK$_IT

|aIX?pM\m*O?<~qwbv=8#K$_ozz9C*O?<~qwP

DR3+T:D5q_-kKPPDwVs(*OxL`,S#

":vTZ LDAP Kc,E'V Federated Directory Server Plug-in for IBM Security

Access Manager#;'VG LDAP Kc#

`XE":

IBM Security Directory Integrator kE

IBM Security Access Manager V2 ,Sw

e~hC7_<

*hCKe~,XkZ IBM Security Access Manager API"IBM Security Directory Server

M*O?<~qwPdCyhDhC#

*O?<~qw(}9;vr`vm]f"bkPk IBM Security Directory Server 5

}#V,=,a)Km]*O~q#

IBM Security Directory Server a)K+]O$&\,zIT(}*O?<~qw4d

CK&\#

Federated Directory Server Plug-in for IBM Security Access Manager (}+C'J'

Mik IBM Security Access Manager ,=,TKbv=8xPK)9#
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TB7_<8(KCZhCKe~DK=K=8PD=h#

m 2. Federated Directory Server plug-in for IBM Security Access Manager hC7_<

X|=h |`E"

20e~m~|# :20e~;

zI IBM Security Access Manager API tT

D~"8(wvtTD5#

Z 573D:e~ API tTD~;

G<*O?<~qwXF(# Z 53D:CJ *O?<~qwXF(;

S*O?<~qw,S= IBM Security Direc-

tory Server#

Z 9 3D:,S= IBM Security Directory

Server;

dC4Kc,Tck IBM Security Directory

Server xP,=#

":vTZ LDAP Kc,E'V Federated

Directory Server Plug-in for IBM Security Access

Manager#;'VG LDAP Kc#

Z 143D:dCKc;

Z IBM Security Directory Server PtC+]

O$#

+]O$

Z*O?<~qwPdC+]O$# Z 113D:dC+]O$;

Z*O?<~qwP4(w"(ewhC# Z 233D:4(w;

Z 233D:(ewhC;

+Ke~,S=*O?<~qwPDw,"d

Ce~tT#

Z 583D:dCe~tT;

+4KctT3d= IBM Security Access Man-

ager C'u?Miu?#

Z 603D:3dtT;

KP#b,=TbTCw# Z 323D:i$wdC;

KPu<,=,Tc+}]SCKc(F=?

j IBM Security Directory Server#

Z 323D:KPu<,=;

bT IBM Security Access Manager O$Gq}

#$w#

Z 613D:i$e~hC;

4(;vwH,Tc41ddtT/KP]v

,=#

Z 333D:2E,=;

20e~

zXk9 IBM Security Access Manager API I) IBM Security Directory Integrator 9

C#

*<.0

20BPz7:

v IBM Security Directory Integrator V7.2("&CnBD^)|)#Ke~S V7.2.0.1

*<a)#

v IBM Security Access Manager V6.1.1 r|_f>#

"R,k7#*O?<~qw?j?<k IBM Security Access Manager 9CD?<G

,;v IBM Security Directory Server 5}#qr,h*T IBM Security Directory Server

56 IBM Security Directory Integrator: *O?<~qw\m8O

http://www-01.ibm.com/support/knowledgecenter/SSVJJU_6.3.1.5/com.ibm.IBMDS.doc_6.3.1.5/ds_ag_srv_adm_pass_thru_auth.html


xPV/dC#g{QT IBM Security Directory Server PD IBM Security Access Man-

ager #=mSK)9tT,G4Xk+35mS= FDS_ISAM_Plugin.map 3dD~P#

XZKNq

sdi_solution_dir G820Zd!qD IBM Security Directory Integrator bv=8?

<,K?<Z tdi_install_dir/bin/defaultSolDir E>P#

tdi_install_dir G IBM Security Directory 20?<#

+20Ke~DBPD~:

FDS_ISAM_Plugin.xml
KD~Ga)Ki0w._D IBM Security Directory Integrator dC XML D

~,Ci0w._CZ&mk IBM Security Access Manager xPD,=#

zWNCJ*O?<~qwXF(1,KD~+4F= sdi_solution_dir/

configs ?<P#

TZ44D|B,Xk+KD~S sdi_solution_dir/LDAPSync V/4F=

sdi_solution_dir/configs#

FDS_ISAM_Plugin.map
XF+4KctT3d= IBM Security Access Manager C'u?D==#

KD~;Z sdi_solution_dir/LDAPSync ?<P#

}L

(}BPNb;V=(9 IBM Security Access Manager API I) IBM Security Direc-

tory Integrator 9C:

v S ISAM_install_dir/java/export/rgy ?<P,+ com.tivoli.pd.rgy.jar D~4

F= tdi_install_dir/jars ?<#

v Z sdi_solution_dir/solution.properties D~PD com.ibm.di.userjars tTP
mS ISAM_install_dir/java/export/rgy#

B;=v24

XkzI|, IBM Security Access Manager API ,Sj8E"DdCD~#kND:e

~ API tTD~;#

e~ API tTD~
(}9C IBM Java KP173KP com.tivoli.pd.rgy.until.RgyConfig $_,T
c*e~4("hC API tTD~#

":Z tdi_install_dir/jvm/jre/bin D~PP,a)K IBM Java KP173#

o(

java com.tivoli.pd.rgy.util.RgyConfig properties_file_destination
create Default Default "ldaphostname:389:readwrite:5" "DN" DN_password
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N}

properties_file_destination

8(KPK|n14(DD~Dj{76#

1!5GTB`T76:LDAPSync/ISAM_API.properties#

ldaphostname:port:settings
8(BPj8E":

v dCK IBM Security Access Manager D LDAP ~qwDwz{#LDAP ~q

wwz{Z Security Access Manager KP1dCD~P8(#

v LDAP ~qwDKZE#1!5* 389#zIT|DK5#

v hC* :readwrite:5#

k+{v5 (ldaphostname:port:settings) (Z+}EZ#

DN 8(CZr IBM Security Access Manager xPO$D LDAP (P{F (DN)#k

+K5(Z+}EZ#

DN_password

8( DN D`&\k#

>}

java com.tivoli.pd.rgy.util.RgyConfig
sdi_solution_dir/LDAPSync/ISAM_API.properties
create Default Default "9.118.51.177:389:readwrite:5" "cn=root" cnrootpassword

|nodPD Default T&Z*kd/ID IBM Security Access Manager rT0 IBM

Security Access Manager e~i0w._N}PhCD5#

a{kTBtTD~`F,dPtThC43KKP RgyConfig $_18(D5#

#IBM Tivoli Access Manager
#Mon Dec 03 10:40:06 MHT 2013
ldap.ssl-enable=false
ldap.bind-pwd={obf2}dwTRqM+riTiJyfwSscdYIsiAAb2aAXkqmJrtiJm2Hp4\=
ldap.bind-dn=cn\=root
ldap.mgmt-version=6.1.1
ldap.svrs=9.118.51.177 \1:389\:readwrite\:5;
local_domain=Default
ldap.mgmt=true
mgmt_domain=Default
delFromRegistry=true

jIBP=h,T9dCz':

1. +B4(D ISAM_API.properties D~4F= sdi_solution_dir/LDAPSync ?<P#

2. XBt/ IBM Security Directory Integrator

dCe~tT

+e~,S=*O?<~qwPDw,"Te~dCtT8(5#

*<.0

jIZ 553D:e~hC7_<;PD=h 1 - 8#
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}L

1. Z*O?<~qwXF(Dw3fO%ww{F,;s%w`-#

2. Z4!n(O,%wwR3#

3. !qQtC,TtC+i0w._,S=wD&\#

4. 9*C'mS/^D/>}"!qQtC,T8>mS"^Dr>}?vC's,K

X(wR3XkwCCi0w._#

5. %wi0w._T_D/@#

6. Z/@K%P,9* FDS_ISAM_Plugin,!q ProvisionISAM,"%w7(#

7. 8(BPtTTdCKe~:

isam.api.properties.filepath
8( IBM Security Access Manager API tTD~D76#

1!5* LDAPSync/ISAM_API.properties#

isam.domain
8(*/ID IBM Security Access Manager r#

Kr{XkkCZ4( IBM Security Access Manager API tTD~Dr{`

,#

1!5* Default#

isam.map.principalName
8(y*,=D10 Person D`& IBM Security Access Manager u?D

principalName 3d8>E"#

zIT9CBPdP;vXb5:

v targetRDN 8(?j Person RDN#

v sourceRDN 8(4 Person RDN#

qr,KtTD5XkGS4KcA!Du?P3vtTD{F#

1!5* targetRDN#

":Kbv=8DhC*s*O?<~qwk IBM Security Access Manager 2

m,;v IBM Security Directory Server 5}#ZbVivB,Xk8(

targetRDN w*5#

isam.map.secDN
8(y*,=D10 Person D`& IBM Security Access Manager u?D secDN

3d8>E"#

zIT9CBPdP;vXb5:

v targetDN 8(?j Person DN#

v sourceDN 8(4 Person DN#

v mapFile 8(3dD~&m secDN#

qr,KtTD5XkGS4KcA!Du?P3vtTD{F#

1!5* targetRDN#
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":Kbv=8DhC*s*O?<~qwk IBM Security Access Manager 2

m,;v IBM Security Directory Server 5}#ZbVivB,Xk8(

targetRDN w*5#

isam.mapFile
bG;vI!tT,CZ8(*9CD3dD~D76MD~{#

IZbv=8?<<UG IBM Security Directory Integrator D10$w?<,

rKzIT9C`T76,}g LDAPSync/FDS_ISAM_Plugin.map#

1!5* LDAPSync/FDS_ISAM_Plugin.map#

3dtT

+4KctT3d= IBM Security Access Manager C'u?Miu?#

XZKNq

Z*O?<~qwXF(P,wdCa)KCZ3dtTD!n#+G,g{z"T

ZwdCDtT3d!n(O^D FDS_ISAM_Plugin.map,G4a{I\"Gzyh#

zywD|D;a#fZ FDS_ISAM_Plugin.map D~P#b)|D+#fZ_Pm;D

~{D FDS_ISAM_Plugin.map 1>P,CD~{kw{F`T&#bI\k“wR3”3

fP isam.mapFile tT5DdCPe;,CtT5(#* FDS_ISAM_Plugin.map#

}L

1 . Z*O?<~qwXF(PD+2hCB=,%wtT3d# b+Pv

sdi_solution_dir/LDAPSync ?<PDtT3d#

2. k!q FDS_ISAM_Plugin.map#b+T>e~DtT3dm,dPPvK1!3
d#

3. * FDS_ISAM_Plugin.map dCtT3d#k4Z 123D:(FtT3d;PD8>

E"4PYw#yhDnM^H3dGCZ`& IBM Security Access Manager C

'D principalName D4 Person tT#1!ivB,K5hC*4u?PD UID

5#g{Z4u?PR;= UID,G4Ke~+9C sAMAccountName,sz

employeeCode#

Z1!D FDS_ISAM_Plugin.map P,fZBPtT:

cn C'riD+2{F#

description
C'riDhv#

secAcctValid
C'u?j>,CZtCr{C IBM Security Access Manager C'J'#

v true m>+J'{C#1!5* true#K5XkhC* true,by+]O

$EaT)&D IBM Security Access Manager C'J'z'#

v false m>;{CJ'#

secPwdValid
C'u?j>,CZ8> IBM Security Access Manager C'D userPassword
tTGqP'#
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v true m>+J'{C#1!5* true#K5XkhC* true,by+]O

$EaT)&D IBM Security Access Manager C'J'z'#

v false m>;{CJ'#

sn C'DUO#

"GyPtT<I\fZZ1!D FDS_ISAM_Plugin.map D~P#}g,IZ;T

\kxP,=,rK;h* userPassword#IBM Security Directory Server D+]

O$&\a+4T IBM Security Access Manager DO$ks+]=4Kc#TB

PmT;)tTwKhv:

secDN
I B M S e c u r i t y A c c e s s M a n a g e r ?<PDC'u?Miu?Du?

DN#isam.map.secDN tThvgN3dKtT#v1KtTD5hC* mapFile

1,Ea9C3dD~u?#

member
uniqueMember
*C'u?a)DtT,CZ8( IBM Security Access Manager C'we{F

rd secDN 5DI!Pm#g{b)C'w*C'u?xfZ,G4+mS=

IBM Security Access Manager 2+iP#

g{7(3v5G secDN 5,G4+Y( DN D RDN GC'we{F#g{

hCKd/?Ywj>,G4+SiI1JqP}%yPjG* delete D5#

memberOf
*iu?a)DtT,CZ8(C'u?yt IBM Security Access Manager 2

+iDI!{FPm#

K&\G*Kz=cxa)#+G,(#(}3dC'u?D member tT4&

miI1Jq#

userPassword
IBM Security Access Manager C'DI!\k#

a{

tT3d+#f= sdi_solution_dir/LDAPSync ?<PD FDS_ISAM_Plugin.map D~

P#

i$e~hC

*bTKe~Gq}#$w,zXki$?j IBM Security Directory Server PD,=

u?#

XZKNq

Z*O?<~qwXF(P,zIT9C LDAP /@w4i$?j IBM Security Direc-

tory Server PDu?#PX|`E",kNDZ 93D:/@?<u?;#

}L

1. i$Ke~GqQmS IBM Security Access Manager C'#b)C'u?Xkv

VZ IBM Security Directory Server D SECAUTHORITY=instance name,cn=Users ]

w.B#

Z 2 B Federated Directory Server Plug-in for IBM Security Access Manager 61



2. g{z9CK Default w* IBM Security Access Manager 5},kZQwpc

cn=Users,SECAUTHORITY=DEFAULT BxPli,"9C principalname=* w*}K

wxPQw#i$Gq?vk IBM Security Directory Server ,=D LDAP K1u

?2m>* IBM Security Access Manager C'#CC'D secDN Xk8r`&D

LDAP u?#

3. 9CQ-k IBM Security Directory Server ,=+d-<\kZ4?<PDC'D

>$#g{G<I&,G4mw+]O$2}#$w#

JOoO

Kb#{msD^F"U>D~M5wITozzT Federated Directory Server Plug-in

for IBM Security Access Manager xPJOoO#

Q*V^T

Kbv=89CK IBM Security Access Manager Registry Direct API#;'VmS"

^Dr>}+VG< (GSO) C'#

U>D~

IBM Security Access Manager ,=}L+4(TBU>D~:sdi_solution_dir

/LDAPSync/logs/flow-ProvisionISAM.log,dP flow G,=wD{F,bv,=ww

CKe~T)& IBM Security Access Manager#"R,9,$ 50 vIU>Dz7G

<#KU>(#|,PXJbD|`j8E",|(y*,=Du?D principalName

M secDN#

IBM Security Access Manager )&}Ly(fDmsT>Z*O?<~qwP#b)

U>ZG<D{"P(#|,D> afterwrite r post-write#G<D{"(#I=?Vi

I,4,WHdv*O?<~qwms,SEdvm;u{"T8>CmsDy>-

r#

}g,4P4Yws,I\a"zTBms:

CTGDII761E Error invoking afterwrite Hook

P1,u<{"9|, “dCMi0w._ ”{F,1!ivB,K{F*

FDS_ISAM_Plugin:/AssemblyLines/ProvisionISAM#

?vms(fDns;?Va)nkDE",CZozzbvJb#

Mandatory attribute is missing from output map
Kms{"9|, IBM Security Access Manager yhDtTD{F#zXk

|B3dD~,T7#5XK5#

CTGDIS047W Entry is not found
KmsvZ]v,=Zd*S IBM Security Access Manager P>}C'1"

z#Kmsm>Z IBM Security Access Manager "amPR;=CC'#

CTGDKD262E Could not start Config Instance
Z sdi_solution_dir/configs D~PPR;=|, IBM Security Access Man-

ager )&i0w._DdC XML D~1,+"zKms#1!ivB,KD

~* FDS_ISAM_Plugin.xml#k7#+dCD~4F=KD~P"XT#
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HPDAA0321E The Distinguished Name does not map to an existing entry in
the registry.
HPDAA0320E The Distinguished Name that is provided has incorrect syn-
tax. b)msm> secDN tT5^'#

g{z+ isam.map.secDN tThC* compute,kli isam.user.container
tTD5#KtT|, IBM Security Access Manager ?<PD;vVP]w

D DN,C'u?+4kC]w#"R,k7# isam.map.secDN.type tTh
C* CN r UID#

g{ isam.map.secDN tThC* mapFile,k7#3dD~|, secDN tT#

3dVdXkzIo(}7D DN 5#"R,DN Ds:Xk}C IBM Secu-

rity Access Manager ?<PDVP]w#
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Z 3 B grm]\m53

grm]\m53 (SCIM) G;V*m]\m(e#=M-iDj<#I9C IBM Secu-

rity Directory Integrator M IBM Security Directory Server Pa)D SCIM ~qw*s

K?<#9IT9C SCIM ,Sw49 IBM Security Directory Integrator bv=8\

;A4'V SCIM -iD~qw#

Ev

SCIM G;VC'Mi\mDBKj<,(#CZfz+3 LDAP -i#SCIM a)K

HTTP REST"gs5MF&CLr?pyhDinT#IZm`F~q;aa) LDAP

SZ,rKzIT9CkWc-i;,D SCIM#

SCIM -iG;VCZ(FM\m Web Om]}]D&CLr6pD REST -i#C

-i'VKDm]J4(b)J4*C'Mi)T0(FJ4)9D4("^D"l

wM"V#

&\

SCIM f6<ZaI"l]xV.[X\mF&CLrM~qPDC'm]#

SCIM a)TB&\:

v yZVP#=M?pei#

v Xcr/*"M/I#

v &CVPO$"Z(M~=#M#

?DZZ(}a)#{C'#=M)9#M45MC'\mYwDI>M4ST#9

as(D5Ta)CZ(}9Cj<-i;;K#=D#=#

PX|`E",kND http://www.simplecloud.info/ &D SCIM Web >c#

5q!0

G LDAP 53ODC'Mi\m(#IC SCIM -i#s5ZMF`X=8PDB&

CLryI9C HTTP REST 4}Kty!<u#

SCIM II&CZBP=8:

v 9C SCIM w*)44$Z9CDdC-i4Z??pBm]~q#

v ;IS\ LDAP w*-iDZ?rb?F#

v T+ SCIM w*C'\mgfD SaaS &CLrxPdC#

PX|`E",kND http://www.simplecloud.info/ &D SCIM Web >c"Qw SCIM

=8#
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IBM Security Directory Integrator PD SCIM ~q

IBM Security Directory Integrator PD SCIM ~q* IBM Security Directory Server a

) SCIM SZ"*9C SCIM -iD~qwa) SCIM ,Sw#

SCIM ~qI(}9C IBM Security Directory Integrator >m9(#C~q5JOGd

1~qwD IBM Security Directory Integrator i0w._#SCIM ~qwsKXkG|

,m]}]D IBM Security Directory Server#SCIM ~qwSU= SCIM ks"ZZ

?,S= IBM Security Directory Server TCJCZ~qb)ksD}]#

SCIM ,Sw(}9C JavaScript M HTTP M'z,Sw45) SCIM -i#

\'VDm~

S IBM Security Directory Integrator V7.2 *<f=R'V IBM Security Directory Server

V6.3.1 D SCIM ~q#

Z IBM Security Directory Integrator P5VD SCIM ~qq- SCIM 1.1 f6#PX

|`E",kND http://www.simplecloud.info/ &D SCIM Web >c"Qwf6#

\'VD&\?~

IBM Security Directory Integrator PD SCIM ~q'V SCIM V1.1 Ds`}Yw,

"J1X" V2.0 PD|D#

TB&\Z10f>D SCIM ~qP\'V:

v 9C IBM Security Directory Server w*sK?<4\mC'Mi

v #=:s5C'#=)9

v JSON }]`M

v GET/PUT/POST/DELETE ks

v 9!:(}9! (HTTP) ksxP^DToz9C_v"Mh*^DDtT

v V3

v O$=8:HTTP y>O$

v }K&\C9C_\;9C filter i/N}4ks;?VJ4#

v ?VJ4C9C_\;9C attributes i/N}48(XkZJ4m>P5XDt
T

v Er&\C9C_\;8(5XJ4D3r#

10f>D SCIM ~qw;'V:

v OAuth O$

v z?|B

v T/^F5XDJ4}#

":*y]h*q!*$wD SCIM N} active,XkZ IBM Security Directory Server

P*t\k_T#*r*\k_T,ky] cn=pwdpolicy,cn=ibmpolicies + ibm-
pwdPolicy hC* true#KhCJm SCIM S IBM Security Directory Server PA!

ibm-pwdAccountLocked hC#PXhC\k_TD|`E",kND IBM Security

Directory Server D5"Qw“hC\k_T”#
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dCD~

Z?p SCIM ~q.0,Xk^DdCD~E\8(,ShC"C'Mi3dT0#

=#

Z20 IBM Security Directory Integrator .s,IZ tdi_install_dir PiR{* SCIM

DD~P#V/r_Zt/~qwDivB4(bv=8?<1,SCIM D~P+T/4

F=bv=8?<#r_,2ITV/+ SCIM D~P4F=zDbv=8?<#

SCIM D~P|,TBD~/,dP|(zI^DTdChCDdCD~#Zs`}iv

B,I\h*zv|B SCIM.properties D~#d{D~I\;h*xPNN^D#

SCIM.properties

SCIM.properties D~|,TB~qw53X(tT,dP|(sK IBM Security Direc-

tory Server Dj8E"#

;C

ISb?CJD SCIM ~qD URL#|v0l SCIM p4PD;C7#

httpPort
SCIM ~qCZl}DKZ#SCIM ~q<U9C SSL#

LDAP.LookupLimit
SCIM ~qITR=DJ4ns}#*K@9Zfgv,1!5v* 20000#

LDAPServer
CZf"C'}]D IBM Security Directory Server D URL#

userSearchBase
IBM Security Directory Server PC'DQwy!#

groupSearchBase
IBM Security Directory Server PiDQwy!#

userObjectClass
Z IBM Security Directory Server P4(C'1y9CDTs`DPm#

groupObjectClass
Z IBM Security Directory Server P4(i1y9CDTs`DPm#

userSearchFilter
CZiR userSearchBase PDyPC'#

groupSearchFilter
CZiR groupSearchBase PDyPi#

dummyGroupMember
4(Bi1,g{ dummyGroupMember _P;v5"RiP;PNNI1,G4a
mSK5T\bTs%}ms#

audit.log
+KN}hC* true T4(sFU>#

audit.logFile
sFU>D~D{F#
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audit.logFileDatePattern
UZ#=CZ8(U>D~Xv=8]D~D5J#|28(gN+UZ=S=f

"KH0U>D8]D~DD~{s#

audit.syslog
mwGqtCK QRadar® D53U>G<#+5hC* true ItC|#

audit.QRadarHost
QRadar ytDwz#

audit.QRadarPort
QRadar DKZE#

audit.facility
sF{"D$_#

audit.eventID
sFU>P9CDB~j6#

audit.devTimeFormat
sFU>P9CDUZq=#

mapTenantNames
+KtThC* true IT|DjI SCIM O$D==#*q!|`E"T0Kt

ThC* true 1IT9CDtTDPm,kNDZ 833D:T SCIM ksxP

DO$;#

AuthenticationRealm
*sO$1a)xC'Dr#

authenticationEndpoint
g{KtThC* true,G4+tCO$Kc#1!5* false#

UserMapping.json and GroupMapping.json

UserMapping.json M GroupMapping.json D~CZ8( SCIM tTk IBM Security

Directory Server C'ritT.dD3d#b)D~PD?vu?|, SCIM tT{

FM LDAP tT{F#u?PI\9|,TB=StT#

ReadOnly
8(vS LDAP 3d= SCIM D5(x;ICd{==)#

WriteOnly
8(vS SCIM 3d= LDAP D5(x;ICd{==)#Xk+Ku?CZ\

k#

CreateDN
8(9CZZ IBM Security Directory Server P4((P{F (DN) D5,=(G

+ userSearchBase =S=C5#*\;4(BJ4,XkfZ;v_P CreateDN t
TDu?,CtT9C<Ua)D SCIM tT{F#

`M

a)`5tTDf6`M#

*;

8(tT5D*;#*;tTI_PBPdP;v5:

v DateTime,+5S LDAP UZq=*;* SCIM UZq=#
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v Group,+5S LDAP i*;* SCIM i#

v NewLines,+ SCIM 5PDBP*;* LDAP 5PD $,4.`;#

":

v ?v SCIM {FXk;P;v3du?,}Gu?_P(;D Type#

v ?v LDAP {FXk;P;vu?,}Gu?G ReadOnly D#

UserSchema.json and GroupSchema.json

UserSchema.json M GroupSchema.json D~y] SCIM f6a)C'riD#=(e#

8(DtTXkk UserMapping.json M GroupMapping.json D~P(eDtT%d#

ServiceProviderConfig.json
(ef6OfT"\'VD}]#MMO$=8HH#

SCIM.xml
CZ5) SCIM ~qDdCD~#

QRadarLogging.map

QRadarLogging.map D~8(K1tC QRadar 53U>G<1"M= QRadar 53D

tT5#

PX|`E",kND IBM Security Directory Integrator 20D sdi_solution_dir Z

SCIM D~PPD Readme.txt D~#

t/ SCIM ~q

9C ibmdisrv |n4t/ SCIM ~q#

*<.0

v y]h*^D SCIM dCD~#

}L

KPTB|n:

ibmdisrv -c SCIM/SCIM.xml -r SCIM_Service -w

a{

t/ SCIM ~q1,|+"Tr IBM Security Directory Server xPd{s(#g{

KYw'\,G4 SCIM ~q+#9"Z ibmdi.log D~PT>;u{":

CTGDIS1930E ^(,S= LDAP ~qw#

SCIM ,Sw

IZ IBM Security Directory Integrator P9C SCIM ,Sw4A4'V SCIM -i

D~qw#

SCIM ,Swqd{ IBM Security Directory Integrator ,Sw;y$w,+Zs(a+

] REST wC"9C SCIM Yw#
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PXgNdCM9C SCIM ,SwDE",kND IBM Security Directory Integrator D

5 "Qw SCIM ,Sw#

U>G<MzY

SCIM DU>G<MzY&\IozzRvJbD-r"bvb)Jb#

IZ SCIM.properties D~P+ debug N}hC* true,TvSU>D~PG<D}

]?#

*dCsFU>G<,IZ SCIM.properties D~PhCTBtT#

audit.log
8>Gq*tU>G<&\#+5hC* true T*tU>G<&\#

auditLogFile
8(*ZdPjI?UU>G<DD~{#

audit.logFileDatePattern
8(U>D~XkXv=8]D~D5J#1!5* daily#v1BD;lG<Z;

u{"1,Ea"zXv#I(}9C log4j DailyRollingFileAppender jIU>G

<#

U>G<+T JSON q=jI,dP?;P<G;v JSON Ts,gTB>}Py>:

{"url":"\/Users", "date":"2013-08-03 14:19:25,234","host":"127.0.0.1",
"method":"POST","user":"cn=root",
"resourceID":"cn=John Doe,ou=People,DC=EXAMPLE,DC=COM",
"date":"2013-08-03 14:19:25,296","user":"cn=root","status":"201 Created"}

JSON Ts_PTBtT:

user
CZZ(ksDC'{#

date
SU=ksDUZM1d#

remoteHost
SdSUksDwzD IP X7#

remotePort
ksy4TDKZ#

localHost
>X IP X7#

localPort
>XKZ#

method
ksPD=(#

url
ksPD URL#

userAgent
ksy4TD/@wD{F(g{IC)#
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resourceID
ksy4(r_y5XDJ4j6#

status
y5XD HTTP 4,#

SCIM Ts#M

SCIM yZJ4*#CV8RyP SCIM Ts<SdIzDTs#M9(#

SCIM 10_P}v1SSJ4TsLPDTs#ServiceProviderConfiguration M

Schema CZ"VR;|,NNC'E"#CoreResource Ts|,d=vSJ4“C'

”M“i”ZDC'Mi}]#

Yw

SCIM r REST API a)K;izIC4\mJ4Da;xr%DYw#

SCIM Yw'V?;nZ],|(TX(C'^9X(tT=4Psz?|B#

4( POST https://example.com/{v}/{resource}

A! GET https://example.com/{v}/{resource}/{id}

f; PUT https://example.com/{v}/{resource}/{id}

>} DELETE https://example.com/{v}/{resource}/{id}

|B(Update)
PATCH https://example.com/{v}/{resource}/{id}

Qw

GET https://example.com/{v}/{resource}?filter={attribute}{op}{value}
&sortBy={attributeName}&sortOrder={ascending|descending}

z? POST https://example.com/{v}/Bulk

"VYw

*r/%YwT,SCIM a)K=vKc4"V\'VD&\MX(tTj8E"#

GET /ServiceProviderConfigs
"Vf6OfT"O$=8M}]#M#

< 2. SCIM Ts#M
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GET /Schemas

v GET /Schemas/User

v GET /Schemas/Group

4<J4MtT)9#

SCIM Yw>}

I9C SCIM Yw4Qw"4("^Dr>}wV!0PDC'Mi#

>} 1

*q!yPC'DPm,k"MTBks:

GET /users

>} 2

TB>}5wgNq!yPC'DPm+v|( displayName M id tT#|9+a{

^F*S`E 11 = 20 DC'#

ks:

GET /users?attributes=displayName,id&count=10&startIndex=11

a{:

{
"schemas": [

"urn:scim:schemas:core:1.0"
]

,
"Resources": [

{
"id":"7b401115-35f2-4a74-8384-a684cb4f31a1",
"displayName":"Alexander Shelton"

}
,

{
"id":"44216fbe-36a1-4215-b6f7-032775bc5e07",
"displayName":"Andy Walker"

}
,

{
"id":"c5292b7e-ffeb-4855-a086-7289d3445bd6",
"displayName":"Alan White"

}
,

{
"id":"5ad2d53c-9844-48ca-8460-c0d80fec5972",
"displayName":"Alan Worrell"

}
,

{
"id":"2b62e6a0-a698-4ffb-a107-1078b2d56437",
"displayName":"Barbara Francis"

}
,

{
"id":"3904d440-3f54-46cf-b63a-aacab03ac767",
"displayName":"Bjorn Free"

}
,
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{
"id":"abb9526e-dfa8-452a-9d88-9eff3d79da90",
"displayName":"Barbara Hall"

}
,

{
"id":"d7df93df-d0bd-4c60-ad52-ec2bf8917fbc",
"displayName":"Benjamin Hall"

}
,

{
"id":"f98c9470-d7fe-490f-ab71-e84c9d3e9448",
"displayName":"Barbara Jablonski"

}
,

{
"id":"87fd1385-7d13-4423-851a-fb1d047bc2f0",
"displayName":"Bjorn Jensen"

}

]
,

"totalResults":"163",
"startIndex":"11",
"itemsPerPage":"10"

}

>} 3

TB>}CZq! familyName T k *7DyPC'DPm#

ks:

GET /users?filter=name.familyName sw “k”

a{:

{
"schemas": [

"urn:scim:schemas:core:1.0"
]

,
"Resources": [

{
"id":"6f0fa17b-d988-4f95-98c0-095a545cc44e",
"externalID":"aknutson",
"meta": {

"created":"2013-04-16T09:14:02Z",
"modified":"2013-04-16T09:14:02Z"

}
,

"userName":"uid=aknutson,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Ashley Knutson",
"name": {

"givenName":"Ashley",
"familyName":"Knutson"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 2169"

}
,

{
"type":"fax",
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"value":"+1 408 555 4774"
}

]
,

"emails": [
{

"type":"work",
"value":"aknutson@example.com"

}

]

}
,

{
"id":"6f7a3e28-db6c-4846-ae78-2346f39f65ee",
"externalID":"ekohler",
"meta": {

"created":"2013-04-16T09:14:02Z",
"modified":"2013-04-16T09:14:02Z"

}
,

"userName":"uid=ekohler,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Elba Kohler",
"name": {

"givenName":"Elba",
"familyName":"Kohler"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 1926"

}
,

{
"type":"fax",
"value":"+1 408 555 9332"

}

]
,

"emails": [
{

"type":"work",
"value":"ekohler@example.com"

}

]

}
,

{
"id":"e5318e13-1534-4eb9-9237-e1367a2744e1",
"externalID":"skellehe",
"meta": {

"created":"2013-04-16T09:14:02Z",
"modified":"2013-04-16T09:14:02Z"

}
,

"userName":"uid=skellehe,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Sue Kelleher",
"name": {

"givenName":"Sue",
"familyName":"Kelleher"

}
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,
"phoneNumbers": [

{
"type":"work",
"value":"+1 408 555 3480"

}
,

{
"type":"fax",
"value":"+1 408 555 8721"

}

]
,

"emails": [
{

"type":"work",
"value":"skellehe@example.com"

}

]

}
,

{
"id":"3bac3d16-33ee-4a39-a6d1-063c5537530a",
"externalID":"tkelly",
"meta": {

"created":"2013-04-16T09:14:02Z",
"modified":"2013-04-16T09:14:02Z"

}
,

"userName":"uid=tkelly,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Timothy Kelly",
"name": {

"givenName":"Timothy",
"familyName":"Kelly"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 4295"

}
,

{
"type":"fax",
"value":"+1 408 555 1992"

}

]
,

"emails": [
{

"type":"work",
"value":"tkelly@example.com"

}

]

}

]
,

"totalResults":"4"
}
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>} 4

TB>}5wgNQw_Pj6* 2064f364-260b-4c29-8c28-b12583486ca3 DC'#

ks:

GET /users/2064f364-260b-4c29-8c28-b12583486ca3

a{:

{
"id":"2064f364-260b-4c29-8c28-b12583486ca3",
"externalID":"abergin",
"meta": {

"created":"2013-04-16T09:14:02Z",
"modified":"2013-04-16T09:14:02Z"

}
,

"userName":"uid=abergin,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Andy Bergin",
"name": {

"givenName":"Andy",
"familyName":"Bergin"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 8585"

}
,

{
"type":"fax",
"value":"+1 408 555 7472"

}

]
,

"emails": [
{

"type":"work",
"value":"abergin@example.com"

}

]
,

"groups": [
{

"value":"57a96228-48a6-4f29-a8ad-345828fccd6a",
"display":"QA Managers"

}

]
,

"schemas": [
"urn:scim:schemas:core:1.0"

]

}

>} 5

TB>}5wgNq!Zy8(DUZ.s4(DyPC'DPm#

ks:
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GET /users?filter=meta.created gt “2013-05-17T00:00:00Z”

a{:

{
"schemas": [

"urn:scim:schemas:core:1.0"
]

,
"Resources": [

{
"id":"78a13de7-0ef9-42ae-ba7c-b9c64a2050aa",
"externalID":"wlutz2",
"meta": {

"created":"2013-05-21T11:39:48Z",
"modified":"2013-05-21T11:53:30Z"

}
,

"userName":"uid=wlutz2,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Wendy Lutz",
"name": {

"givenName":"Wendy",
"familyName":"Lutz"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 3358"

}
,

{
"type":"fax",
"value":"+1 408 555 9332"

}

]
,

"emails": [
{

"type":"work",
"value":"wlutz@example.com"

}

]

}
,

{
"id":"a4cc7512-1530-4adc-952b-cd752aa79828",
"externalID":"wlutz4",
"meta": {

"created":"2013-05-21T11:54:12Z",
"modified":"2013-05-21T11:54:12Z"

}
,

"userName":"uid=wlutz4,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Wendy Lutz",
"name": {

"givenName":"Wendy",
"familyName":"Lutz"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 3358"
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}
,

{
"type":"fax",
"value":"+1 408 555 9332"

}

]
,

"emails": [
{

"type":"work",
"value":"wlutz@example.com"

}

]

}
,

{
"id":"9be8c033-cf93-448e-a96b-d1290ff6d445",
"externalID":"abergin2",
"meta": {

"created":"2013-05-24T11:29:51Z",
"modified":"2013-05-24T11:51:09Z"

}
,

"userName":"uid=abergin2,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Andy Bergin Jr",
"name": {

"givenName":"Andy",
"familyName":"Bergin"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 8585"

}
,

{
"type":"fax",
"value":"+1 408 555 7472"

}

]
,

"emails": [
{

"type":"work",
"value":"abergin@example.com"

}

]

}

]
,

"totalResults":"3"
}

>} 6

*4(C',k"MTBks:

POST /users
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}DXk|,PX JSON q=DBC'DE",gTB>}Py>:

{
"externalID":"abergin2",
"displayName":"Andy Bergin",
"name": {

"givenName":"Andy",
"familyName":"Bergin"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 8585"

}
,

{
"type":"fax",
"value":"+1 408 555 7472"

}

]
,

"emails": [
{

"type":"work",
"value":"abergin@example.com"

}

]
}

a{:

200 OK
{

"id":"9be8c033-cf93-448e-a96b-d1290ff6d445",
"externalID":"abergin2",
"meta": {

"created":"2013-05-24T11:29:51Z",
"modified":"2013-05-24T11:51:09Z"

}
,

"userName":"uid=abergin2,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Andy Bergin",
"name": {

"givenName":"Andy",
"familyName":"Bergin"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 8585"

}
,

{
"type":"fax",
"value":"+1 408 555 7472"

}

]
,

"emails": [
{

"type":"work",
"value":"abergin@example.com"
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}

]
,

"schemas": [
"urn:scim:schemas:core:1.0"

]

}

>} 7

TB>}5wgN^DC'#|v|,ZO;>}P4(Dj6* b9be8c033-cf93-448e-

a96b-d1290ff6d445 DC'D displayName#

ks:

PATCH /users/b9be8c033-cf93-448e-a96b-d1290ff6d445

HTTP }DXk|,TBE":

{
"displayName":"Andy Bergin Jr"
}

a{:

{
"id":"9be8c033-cf93-448e-a96b-d1290ff6d445",
"externalID":"abergin2",
"meta": {

"created":"2013-05-24T11:29:51Z",
"modified":"2013-05-24T11:51:09Z"

}
,

"userName":"uid=abergin2,ou=People,DC=EXAMPLE,DC=COM",
"displayName":"Andy Bergin Jr",
"name": {

"givenName":"Andy",
"familyName":"Bergin"

}
,

"phoneNumbers": [
{

"type":"work",
"value":"+1 408 555 8585"

}
,

{
"type":"fax",
"value":"+1 408 555 7472"

}

]
,

"emails": [
{

"type":"work",
"value":"abergin@example.com"

}

]
,

"schemas": [
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"urn:scim:schemas:core:1.0"
]

}

":*9C;P PATCH |nD/@w4bTYw,zI+ HTTP 7 X-HTTP-Method-

Override D5hC* PATCH#2IT9CKhC4bvh93) HTTP =(D@p=#

>} 8

TB>}5wgN>}j6 * 2064f364-260b-4c29-8c28-b12583486ca3 DC'#

ks:

DELETE /users/2064f364-260b-4c29-8c28-b12583486ca3

a{:

200 OK

>} 9

*q!yPiDPm,k9CTBks:

GET /groups

>} 10

TB>}5wgN4X(iDj64TdxPQw#

ks:

GET /groups/5653c887-1d5a-42cf-a470-6a2fe2608730

a{:

{
"id":"5653c887-1d5a-42cf-a470-6a2fe2608730",
"externalID":"Accounting Managers",
"meta": {

"created":"2013-04-16T09:10:45Z",
"modified":"2013-04-16T09:10:45Z"

}
,

"displayName":"Accounting Managers",
"members": [

{
"value":"71e064d4-3791-4ac8-b7c6-62686ce710cd",
"display":"Sam Carter"

}
,

{
"value":"6ba0ff5b-98b4-41c8-be28-331b99d94bde",
"display":"Ted Morris"

}

]
,

"schemas": [
"urn:scim:schemas:core:1.0"

]

}
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>} 11

TB>}5wgN4iDj64TdxPQw#

ks:

GET /groups?filter=displayName eq “Accounting Managers”

a{:

{
"id":"5653c887-1d5a-42cf-a470-6a2fe2608730",
"externalID":"Accounting Managers",
"meta": {

"created":"2013-04-16T09:10:45Z",
"modified":"2013-04-16T09:10:45Z"

}
,

"displayName":"Accounting Managers",
"members": [

{
"value":"71e064d4-3791-4ac8-b7c6-62686ce710cd",
"display":"Sam Carter"

}
,

{
"value":"6ba0ff5b-98b4-41c8-be28-331b99d94bde",
"display":"Ted Morris"

}

]
,

"schemas": [
"urn:scim:schemas:core:1.0"

]

}

>} 12

TB>}5wgN4(i#

ks:

POST /groups

}DXk|,PXBiDE":

{
"externalID":"Test Group",
"displayName":"Test Group",
"members": [
"5156d423-3c74-415b-844f-606a2aabafcc",
"900faa78-d7c6-421c-9181-313134d17dd0"
]

}

a{:

201 Created
{

"id":"7e15ce9e-2fe7-4624-b5d5-adedc242e07a",
"externalID":"Test Group",
"meta": {

"created":"2013-05-27T02:37:38Z",
"modified":"2013-05-27T02:37:38Z"
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}
,

"displayName":"Test Group",
"members": [

{
"value":"5156d423-3c74-415b-844f-606a2aabafcc",
"display":"Kirsten Vaughan"

}
,

{
"value":"900faa78-d7c6-421c-9181-313134d17dd0",
"display":"Robert Daugherty"

}

]
,

"schemas": [
"urn:scim:schemas:core:1.0"

]

}

T SCIM ksxPDO$

SCIM O$~qT SCIM j<xPK)9,TtCO$wCT0C'Mi\m#

}KT Schema r ServiceProviderConfig Ts"vDksTb,yP SCIM ks<

Xk-}O$#g{K`ks4-O$,G4+5X 401 Unauthorized {"#

KO$+9CdMD HTTP y>Z(7,s_|,C'{M\kDy> 64 ;`k#K

zFks`}/@w9CD}L`,#

O$>$DivV*=V:

v Z SCIM.properties D~P,4+ mapTenantNames tTD58(* true#ZbV

ivB,C'{XkGw* SCIM ~qi0w._sK~qwD LDAP ~qwy*

D LDAP {F#C'{0d`&\k+"M=K LDAP ~qwTxPi$#

v Z SCIM.properties D~P,+ mapTenantNames tTD58(* true#ZbVi

vB,XkZ SCIM.properties D~P8(|`tTT(eKC'{#}g,g{C

'{* domain,G4IT8( domain.ldapName=cn=root#bm>4T HTTP C'

{ domain Dks+9CC'{ cn=root k LDAP ~qws(#TZ\k,g{z

8(K domain.password=Secret M domain.ldapPassword=VerySecret,G4 HTTP

ks\kXk* Secret,qrO$+'\#"M= LDAP ~qwD\k*

VerySecret#g{48(b=vtT,G4\k+1S"M= LDAP ~qw#

g{TC' domain 5)KCJ(^F,G4TksxPDZ(2I\'\#g{48

( domain.access tT,r_KtTk9CDJ4M=(;%d,G4+;aTCks
xPZ(#g{+ mapTenantNames hC* true,G4KhC9+Jm9CyPC'D

CJ(tT#

CJ(i$

g{+ mapTenantNames tThC* true,G4yPks9+i$C'DCJ(#*T

ksxPZ(,zXkT domain.access tT8(kksDJ4M=(%dD5#

domin.access tT5XkGT:EVtDX|VV{.#1!ivG^CJ(#IT9

CBPX|V:
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all JmxPyPCJ#

createUser
"< (POST) C'#

createGroup
"< (POST) i#

modifyUser
^9 (PATCH) r#f (PUT) C'#

modifyGroup
^9 (PATCH) r#f (PUT) i#

deleteUser
>} (DELETE) C'#

deleteGroup
>} (DELETE) i#

readUser
q! (GET) ;vr`vC'#

readGroup
q! (GET) ;vr`vi#

auth (}Gj<KcrO$4O$C'#

*K7#2+,CJXF9i$yksJ4D LDAP DN Gqk LDAP Qwpc%d#

O$Kc

g{Z SCIM.properties D~PhCKtT authenticationEndpoint=true,G4+t

C SCIM -iD>X)9,"RITO$C'{#

49GTO$KcD9C2XkqCZ(#kyPd{ SCIM ks`,,Authoriza-

tion 7Xk|,C'{M\k#KC'{M\kDC(gO;Zyv#Z(>$ky*

O$DC'"G1S`X#k9C userName sw "Je" .`D}Kw48(y*O$D

C',dP sw m>*<Z]*#O$~qZZ(>$DozBiRKC'#Xk}C

P;vC'k}Ku~%d#;s,K~q9CKC'D DN T0 Authentication-

Password 7P8(D\k4"Tk LDAP ~qws(#K"T+zzBPdP;va

{:

v g{s(I&,G4+5X 204 No Content &p#

v g{IZCC';fZr_\k;%dx<BO$'\,G4+5X 403 Forbid-

den &p#

v g{;fZ Authentication-Password 7,G4+5X 403 No Password &p#

9CKc{F authentication 4CJO$Kc,gTB>}ksy>:

GET /authentication?filter=userName eq "Some User"
Authorization: Basic QWxhZGRpbjpvcGVuIHNlc2FtZQ==
Authentication-Password: secret

HTTP l&k
bohvkTI&DYwMms5XD HTTP l&k#
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I&DYw

200 OK
YwI&jI#

201 Created
4(C'riI&#

204 No Content
O$ksI&#

ms

400 Bad Request
Z URL P1Y76?V#

Q"T|D#?Kc(}g#=)#

Kc4*#

a)K;_Pb?j6D POST ks(4(C'ri)#

Z^D(PUT"PATCH r DELETE)ksP4a)j6#

Z"Tbvks1"zl##

Z^D(PUT r PATCH)ksP4|( HTTP we#

Z^D(PUT r PATCH)ksP4\+ HTTP webv* JSON#

4\+iI1tTPa)Dj6*;* LDAP DN#

4\I&XbvQw}Kw#

401 Unauthorized
4a)>$#

>$(C'{r\k);}7#

T<ZC'{DwCrb?^DCC'#

KC';_PCJ(#

KC'^(4Py"TDYw#

403 Forbidden
T<O$;fZDC'#

a)DCZO$C'D\k;}7#

403 No Password
Q"TO$C',+ HTTP 7“Authentication-Password”P4a)\k#

404 Not Found
kT4*D#="vKks#

T<^D(PUT"PATCH r DELETE)R;=DC'ri#

T<iR(GET)R;=DC'ri#

409 Conflict
T<4(QfZDC'ri#

409 Duplicate
AY=vC'k AUTHENTICATE ksPD}Kw%d#
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500 Internal server error
4(C'risR;=CC'ri#

"T&mks1"zl##

R;=#=D~#

R;=C'ri3dD~#

^(bvC'ri3dD~#

C'ri3d4|,4( DN D==#

501 Not Implemented
T<"MrSU XML `kE"#

46p HTML Yw#

503 Service Unavailable
^(,S=sK LDAP ~qw#
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yw

>E"G*Z@za)Dz7M~q`4D#IBM I\Zd{zRrXx;a)>D5

PV[Dz7"~qr&\XT#PXz10yZxrDz7M~qDE",krz

1XD IBM zmI/#NNT IBM z7"Lrr~qD}C"GbZw>r5>;

\9C IBM Dz7"Lrr~q#;*;V8 IBM D*6z(,NN,H&\Dz

7"Lrr~q,<ITzf IBM z7"Lrr~q#+G,@@Mi$NNG IBM

z7"Lrr~q,rIC'TP:p#

IBM +>I\Q5Pr}Zjkk>D5PhvDZ]PXDwn({#a)>D5"

4ZhC'9Cb)({DNNmI#zITCif==+mIi/Dy:

IBM Director of Licensing

IBM Corporation

North Castle Drive

Armonk, NY 10504-1785 U.S.A.

PX+VZV{/ (DBCS) E"DmIi/,kkzyZzRrXxD IBM *6z(

?E*5,rCif==+i/Dy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan, Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku

Tokyo 103-8510, Japan

B<;JC"zrNNbyDunk1X(I;;BDzRrXx:

INTERNATIONAL BUSINESS MACHINES CORPORATION“4V4”a)>vfo,;

=PNNV`D(^[Gw>D9G5,D)#$,|(+;^Z5,DPXGV

("JzMJCZ3VX(C>D#$#

3)zRrXxZ3);WP;Jmb}w>r5,D#$#rK>unI\;JC

Zz#

>E"PI\|,<u=f;;<7DX=r!"ms#K&DE"+(Z|D;b

)|D+`k>JODBf>P#IBM ITf1T>JOPhvDz7xPDxM/r|

D,x;mP(*#

>E"PTG IBM Web >cDNN}C<;G*K=cp{Ea)D,;TNN==

d1TG) Web >cD#$#G) Web >cPDJO;G IBM z7JOD;?V,

9CG) Web >cx4DgU+IzTPP##

IBM IT4|O*J1DNN==9CrV"zya)DNNE"x^kTzP#NN

pN#
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>LrD;mI=g{*KbPXLrDE"To=gB?D:(i)JmZ@"4(

DLrMd{Lr(|(>Lr).dxPE";;,T0(ii)JmTQ-;;DE

"xP`%9C,kkBPX7*5:

IBM Corporation

2Z4A/101

11400 Burnet Road

Austin, TX 78758

;*qXJ1Du~Mun,|(3)iNBD;(}?D6Q,<IqCb=fD

E"#

>JOPhvDmILr0dyPICDmIJOyI IBM @] IBM M'-i"IBM

zJm~mI-irNN,H-iPDuna)#

K&|,DNNT\}]<GZ\X73PbCD#rK,Zd{Yw73PqCD

}]I\aPwTD;,#P)b?I\GZ*"6D53OxPD,rK;#$k

;cIC53OxPDb?a{`,#Kb,P)b?G(}Fcx@FD,5Ja

{I\aPnl#>D5DC'&1i$dX(73DJC}]#

f0G IBM z7DE"ISb)z7D)&L"dvf5wrd{I+*qCDJO

Pq!#IBM ;PTb)z7xPbT,2^(7OdT\D+7T"f]TrNNd

{XZG IBM z7Dyw#PXG IBM z7T\DJb&1rb)z7D)&La

v#

yPXZ IBM 44=rrbrDyw<If1|DrUX,x;mP(*,|Gvv

m>K?jMb8xQ#

yP IBM D[qyG IBM 10D(ic[[,If1|Dx;mP(*#-zLD

[qIkK;,#

>E"vCZf.D?D#ZyhvDz7OP.0,K&DE"aP|D#

b)E"|,U#5qYwP9CD}]M(f>}#*K!I\j{X5wb)>

},>}PI\a|(vK"+>"7FMz7D{F#yPb){FyGi9D,

gk5JDL5s59CD{FMX7PNN`F.&,?tIO#

f(mI:

>E"|(4oTN=Dy>&CLr,b)y>5w;,Yw=(OD`L=(#

g{G*4UZ`4y>LrDYw=(OD&CLr`LSZ(API)xP&CLr

D*""9C"-zrV"*?D,zITNNN=Tb)y>LrxP4F"^

D"V",x^kr IBM 6Q#b)>}"4ZyPu~Bw+fbT#rK,IBM

;\##r5>b)LrDI?T"I,$Tr&\#C'g{G*K4U IBM &C

Lr`LSZ*""9C"-zrV"&CLr,G4ITNNN=4F"^DMV

"b)y>Lr,x^kr IBM 6Q#

2b)y>LrD?]=4rdNN?VrNN\zz7,<Xk|(gBf(y

w:

© (+>{F)(j])#K?VzkGy] IBM Corp. +>Dy>Lr\zv4D#

© Copyright IBM Corp.(dkj])#All rights reserved.
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g{z}Tm=4q=i4>E",<,MJ+<}I\^(T>#

Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of Interna-

tional Business Machines Corp., registered in many jurisdictions worldwide. Other prod-

uct and service names might be trademarks of IBM or other companies. 10D IBM

LjPm,IS Web >c www.ibm.com/legal/copytrade.shtml O“f(MLjE"”?

Vq!#

Adobe"Acrobat"PostScript T0yPyZ Adobe DLjG Adobe Systems Incorpo-

rated Z@zM/rd{zRrXxD"aLjrLj#

IT Infrastructure Library is a registered trademark of the Central Computer and Tele-

communications Agency which is now part of the Office of Government Commerce.

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron,

Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trade-

marks of Intel Corporation or its subsidiaries in the United States and other countries.

Linux G Linus Torvalds Z@zM/rd{zRrXxDLj#

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft

Corporation in the United States, other countries, or both.

ITIL is a registered trademark, and a registered community trademark of the Office of

Government Commerce, and is registered in the U.S. Patent and Trademark Office.

UNIX is a registered trademark of The Open Group in the United States and other coun-

tries.

Java™ and all Java-based trademarks and logos are trademarks or registered trade-

marks of Oracle and/or its affiliates.

Cell Broadband Engine is a trademark of Sony Computer Entertainment, Inc. in the United

States, other countries, or both and is used under license therefrom.
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