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Internet Fir (37 (9 EHLAAN 1P Hudik, ) LUk A 2S48 20 B 1 e H BT 1P ik,

3. FREWMBME T BT T MUY r R e o548, AT G LIk 2m g
Hf R T RUS A A 20 B Y el - B A 1P st dik.

iE LR — AR SR, BRI LIRSS root AR ARHISIR. KR
ST EEN AR B TI%5F%. SR, Mircosoft (Y SEE 7 2 4 1% 5138 5 el 5
Mo b, OB B AT S SR st A, (R ERIEREBRRERT
B pr s iE. XA R FATHT S0 [,

RERERMRSEH

28

DAARAE 24 AR A5 R I B R B R MEAT AR 15 Kk 05 KBS, IR — AR UERY
BIND 2 ik, WIFEZe4 2RI % 251 boot SC{FF ¥ i forwarders f1 cache iE 4],

forwarders aaa.bbb.ccc.ddd
cache . named.cache

AN 2 A7 S, named.cache 5 [m] 7 k4%

. 99999999 IN NS firewall.private.com
firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

X H, private.com#§4i 4 5 i Y4, 1M aaa.bbb.ccc.dddigpl ki 1P Hidk,

J4b, BRI REEAT P K FHLAEINE] DNS Bl e, i XAk, ARy H
AT DA P K i ) ML A8 AR L 1P st sik ke Vs el B K I Socks i 554, HTTP RHE,
Telnet [AHLA FTP fCHL. fngt, FEMMMALEE, 25 4 Fi) DNS A1 BIND Xflt
EFETHE. SCERNM T AT, ESHBH.
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BG4 A GO 2R S

firewall.private.com IN A aaa.bbb.ccc.ddd

FHE—A PTR ICRES NS S i S

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR  firewall.private.com.

IR 2 M2 Al DNS, B2 BB K55l 420 e B 46 2 200 HoAs 5 145 Bl
fEAT. FRIEH OB By kR, (BAEREZAMARSE ST F BN SR b7 K051 2 4 1
. SRJETE c:\winnt\system32\dns\boot T ¥ F%&17T:

primary ccc.bbb.aaa.in-addr.arpa c:\winnt\system32\dns\fwnamed.rev

QIS TAINEMLIA fwnamed.rev

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (

9 ; Serial

86400 ; Refresh after 1 day

300 ; Retry after 5 minutes

654000 ; Expire after 1 week

3600 ) 3 Minimum TTL of 1 day
ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR  firewall.private.com.

7 A 21O
REREEFER

DK i 7se LA i U R Ve L T WA e < i e S e Y i & A I E | HY RS
KR AR EAY, R O O U B K e A A A R R A R B R T IR B T
H, ©WE T KK TR, FONER T — P EEN e R B2k Eed, K
I KK TR E S,

R R Z 2 MGG DNS,  IRAGRE 7 REFF 700K 44 R 55 a4 48 161 7 K 355,

>

m 2R EMIRS
FZALIAEX Internet 22 ARFR AR ERI MR ST, WH, XMW e-mail fl Web
o5 a, BIMMLMIZEAE) TCPAP M5 el nl LI . o8 T RERE XLl 55, BEAET
ORI S5 BT TR SEfiR S5 i 2 ep, T ELRGE U ATTE S F DNS A 2R 55 &%,
U P AT RLBRARIE 0 69 45 5.

AT DL PR AN R SR, — o R L SR AR A5 B R A AR Ml 55 AR A LB (R
SR TH ARS8 ) , ERZEN 5050, 5—-FrkEysit HEC 4
PRk 5548, JEHEEMZE Internet M Internet fR 454N (ISP) [a] R AR 55 5 A
fH, WGP R, N Y 1 A TR A A EE A i AL AN 1P HihE, i,

TR ZDL www.public.compig FT A/ F web IR 555%, H IP #ihk2 50.100.150.200
b2 %1E 81 ISP 7E 50.100.150.2001 %1 4 www.public.com

F4h, WA BRI e-mail IR AR S ZR M ISP LRI A5 A L TR
SR B A He . ISP 24 F1IE 4L 44 (gateway.public.com) B IP Hidk
(50.100.150.201)2 K A B2 HI T 2 iR 4 i 3k 45 (puiblic.com)

IR ISP Af BRI SR 55, AR REE CoRoEm., HUH B, Eamt
BEAIEET. fsHT LK DNS fiR45#5 8T DMZ w, ol A B KBSV b SRR 55 4.
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{8 R BT K it B0 A BRI <22 P R, PR g £ TS B i B ) 00 P SO R B B AR T A ok
ZeMARIEE, Hrok AP R B e a2 38R 5.

WX E DNS MRS #5405 & 7E%E 4 & DNS fl BIND, FfEFHHF, mmFUHER &
Bl — B2, WA AAEE, NESEREI -5, #L— DNS W45 s ItEE — A
155, @HMNEAEFRTN, MREHXE-MNER, HEEEEFAHETH,

12 300 Ay REARIE 1 |DISRIE A0S B

3£ Microsoft DNS fR%2%

B4 Microsoft DNS i 454, ihk: MR, HHME, RHRESFRE, 9%
fn, SRIE1EHE Mircosoft DNS ARE8%. # %4 CDROM,

WEHMN DNS o)

IBM eNetwork Firewall 2% k£ fify — TR TPy kSRR, &g —4
FEEFRIEA K DNS [, X AH7 I ] nslookup 4 k451H DNS ZREEH
BB,

=N

ARAHR — LA E, AR REA E s, XSk 2 HE T DNS #
TELTHIECE, XS i — M2z T R R 4R A K AT RERY, TR o v T T A
NS, X R I A

ST 10 3ER£IEOL DMZ g DNS PREE

55— NS R TR EAE DMZ i ERE BRI 55 B0 SO, %S T AR R4 46 4,
BRI AIA 12 5.

BB S

DMZ - public.com

w4 4% - private.com

[ 12. 2[4 DMZ (19 £ 75 AR 55 4

XK — A& M 2%, private.com IBM Firewall 5 %4808k fw.private.com
, AEEAEEOFRA gateway.public.com AR DMZ ##EZRIEFLEEND, HEE -1
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ZR 5% dns.public.com —4~ FTP k5#% ftp.public.com#l— web iz 55 %%
www.public.com dns.public.com 523 1% 7 & 09 SCAFUN T :

db.public

public.com. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week

86400 ) ; minimum TTL 1 day
; Nameservers
public.com IN NS dns.public.com.

B

; Hosts in the DMZ

dns.public.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200

A 50.100.150.203

ftp.pubTic.com. IN

B

; Mail-related entries

public.com. IN MX 0 gateway.public.com.
public.com. IN CNAME gateway.pubTic.com.

db.50.100.150

150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 serial number

10800 ; refresh after 3 hours

3600 ; retry after 1 week

604800 ; expire after 1 week

86400 ) ; minimum TTL 1 day
202.150.100.50.1in-addr.arpa. IN NS dns.public.com.
203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.
db.127.0.0

0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number

10800 ; refresh after 3 hours

3600 ; retry after 1 week

604800 ; expire after 1 week

86400 ) ; minimum TTL 1 day

0.0.127.in-addr.arpa. IN NS dns.public.com.

1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache

VS F I — Mk N ftp://ftp.rs.internic.net/domain/named.ro®tTP 247 root 44
PR 55259135,

boot

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache
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FURCEE 98 S VRG2S DNS G5, Jo MR EMEREE M 1) /2 7F DNS 21,

Sl 22 LEEOLE DMZ shf DNS

32

FES —ANsEff, DMZ # DNS 57 & F £k o5 de b, (X —k DMZ #E# 2
AR 2242 P 4 4 ORI A3

A P s 15 K gk AR 4 2%

[ 13. L H#E0 i DMZ H1[5 DNS

dns.public.coml ] DNS #dfs SCF 5 i S lrh rAHE. o T 6 1% PRk 55 4% 7T A I
Vi), WRFELAFT TG A IS B2 AT X A% ik DU B SO B B k.

FUHTTHE G IER, W =K, £% DNS R 4452 f), DNS [5ZF] DNS %

FUET, R RN A B R R B AR H R SO B Y. SRR A — IR &b e

X =T LR, IR B AR R AT

+ DNS & #iff: >

e DNS [H%: <---

* DNS g5 dndrify: >

* DNS k55 Al <--

1E—PERPOEEMRS, M The World JExI4%, fi/i] dns.public.comy

HBX 4.

BAT XA R, T E R BRI AR IR R SRR 55 AR S A M A S, B Bl

1. EREHERBE IR L, J5)H 27F DNS Zif].

2. )\ dns.public.com(JE X 4:)¥ — A E AR M B k851 DMZ 20 (B X4), #%H
X 54045 4k DNS fZi% 55,

G X AL, ININFHIFTE c:\winnt\system32\dns HBjj k551 boot L f4F:

secondary public.com 50.100.150.202 db.public

secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

IR G e MR S5 i B AR, (5 1R AR BB 3 DNS e 55 i 55
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Tl 3 ERRNEARS SRS S

LG BT KOG Ry 2 A AR S5 A, WITE By i E e e 12 SO0 Gl o B B e 22 22 iR 55
ar L), SRIGE P RESR E By JORAE TR DNS M55 f. 53007 i A S Ao RS I
DNS fiit 55 fit AREHEAIZHRIE R H L2 iRk % eTdr. WL, ef%err i R Rits
EMAINEE 7 EAFRERBZ 2 DNS f5 .

B RTr ,  E E ACE A R TG BB S DNS Btk R Bh. X w4
TR, PIMEAEZ 2 M g B A. N T 22 SRS a, FIB KB,
XTI LS A, WHEIL ISP R ALH AR S AR, ARG LGB K R
(6] A S ARD ST X R

AT FH T8930 c:\winnt\system32\dns\fwnamed.rev,

ST, B K028 0 fr 448 fw.private.com, &1 IP #ifk% 10.100.100.1

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (
1 ; serial number

10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day
1.100.100.10.in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

SRIGTE c:\winnt\system32\dns\boot NI T 147:

primary 100.100.10.in-addr.arpa fwnamed. rev

R EF, UARCER P REFEm P k4 (10.100.100.1) 4l 1/) DNS M 554%. Bi
KBS 5 B AN ERE B R, (B Ze BN, XEWRE, (TEEEER
K AR BAR S5 e s A AR AR 55 2R ) e T R P A R 1P HHE TR R EALA R
5 HIB k5.
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FT7E SafeMail

IBM Firewall ff) SafeMail [ 5Ci2#—4 AT SMTP @FHIM K, BEHRMCNLE
mailserverf&ik £ %275, [FINER T BURAIEA. RSO % 207 Rk 2] 22 il
PRI, 82 4 R 2% Sl T ek

R SafeMail RHTHZTTE, (2 SafeMail 24t 7 — A E I, 81 H 1R
AT, Wi, 152 wEE36m A 1 SafeMail B 1 1]

SafeMail S 44 SO K8 B AR BIHCE . Rl O 1 4P B s _EARSTBASRY X
SRR 2 P, Kl o BN AT R P BV — SRR E MO B, FERESE AL, X SRR SR %t
T MR TS A, A RXAEOL,  ATLABMI S 2 SMTP iR 55 & AL
il —A~, SRJE K22 LI SafeMail . AR e % 22508 — 1 52 B /) SMTP iR 55 4%,
IR 2TEALERC B 5 e 2, 2 ER370y [ SMTP i 4¢ 28 ol AL afeMai
PIAREGEARS .

n![..H-

FREEEFEFKEE SafeMail

BIBCE SafeMail i LB % AR D0 VR 4% R G0 B, Rty SO e BT A DA FFA

K. 4% SafeMail, IBM Firewall ¥ 5 7x CUBCE B9HB ARl 55 g5 UG 513, 0700 H

IETERCE 1R % 7 iR E — A0,

1. BORM—AN8, g, A5 AT, IR IR AR & B8 X e,

2. REWA FROUE AR, WA, B K54 T T A] A5 0 I A 0 e
1k,

3. REMURFE[RTFEAE TIZIM MY 34 SR EIR 55 2 10 PRI 1P H
Hh, EMR S AR TE R — e Mg b, AT DU — N2 58— IR 55 45
4. PNRABBFEAE A, W% AR, FEdED 2B A% AT AR A I A

MEPFR. AR LM IR TNE, % AT 2 e AR,
5. BRIl

BB A EC B I

GO AW PR B, ARSI B - AT, ARG TR, B R AR S
AL E N A,

REWEFRASMN, EALWEIe R, ER N E A T )
[E_SafeMaili 1 77,

1 WERELIRTCACE SafeMail FFAEILHE & — 2 2B PEMe 5 4%, IR 1Al 55 & B ik
BRIT AT C A & AR E R 55 4%

2. WREELIET B Mo SafeMail HAEIAEE T — L2 MBIFR 525, WXL A
e 55 4 K A BE AL A
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b Bk A i B 100

ZMER SafeMail f &0, GFESIRP S — A, R A MBR, F A3 E — B
& P EIALUMBR 10, A SR T B, WEREUE.

i B = 2Rk 5=

7N B 22 MR E e 5 4, F LS A S R s SC i Bl ok i, XoHs S Ak
Tz 2 W IR R e B A By i, RIS, UL 5 i 55 A O B A R] 3 2 b o &
FASR A DA Rtk o 23 S AA B4R SC, BB s e — Sk B AR Z e M 25 RO TERET, 5
B BT A T 3 B R

UNSRAE 2 4 ) 28 T AFTEAS 1k — A FOAS TR BTHIR S, 8 2 o 2508 4 15 IR 5545 I B 0K 2
Kk 5y — T MM B R B G s Ar b, TR/ A B Kk, ks
TR K i AN bR A G, S 6 BT O3k 1Y S AR s LA H S g i T ARG S BPAL,

fe & 22 A

FE AR 2 G o 2 v — G AR e SRR B K e 81 S 4 IR S A TSRO AR
S ALV RTEMTIH DNS RS 88 h iR ML H (5 B, 6 S hBE27ay « aws Ob il &)
Mizea] DIBRIUA S XL Y e bk % 1,

HIRB &AL NI A R B35 B a5 0 Bl Jchik,  SRmT DU T IX 26 2% i dsl 44 4
SR A, an, anSR e ZE M2 P ik 4% private.com Ff HAEZ &M 2% 2 S T
public.com AT LLKs B k54 454 gateway.public.com FEX FiE AL T, R EER A
LR B A AR R AL CGEFEF A" 03 "PTR il — &%) 1B k8% F L4
IP Hitlk, SRJG, BEANEAEEZHNE user@public.conf R, i LR LE LR 75 Hdf
public.com# il —~ MX g5k, ZEHFIH gateway.public.cordE 1% sl i s 1452 #e 45
WASE A B HEMOLE  user@somethingelse.corfy iR, w51 — 4> [F] A 1] Bls K 58 Y
BRI MX 0 5%,

SafeMail AFHA

SafeMail {4t 7 M0, fE43E T SafeMail J5, @it izt 1 SafeMail fEf%
EL TR AR B E i, 1520 1BM eNetwork Firewall 2% A 42 DUk AS Ay B 4 1) 4
PRI R VR0 3 A

XTI R ERRE S QI ek B UsrCheck() ‘BESTERIR SafeMail Mk ik AAbHEl— 4>
BRAREIIENY, —DNEE T 2 MM RGR SN T B SRR 20X A Rk, %
ST —AME—R 206 1D, IEFERENEI AR 4250 1P Huhlk, w2 2 a iy
A A8 AR A — N S BRAE A BT A5 BB I 2 SR vh X

AR A bR AP B AL R R A

o ZEILAIENLSIFER

o MRSV AR TS CIIAE 41915 5 SO0 A2 ) #9H
o XA BT AR
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KL B A
NI, P AR T S — AN EE =0 AR R R

TSR T R AR E AR B R, %R RO 2R ] — ARG 2 SafeMail - SafeMail
WSEZE L RIEAE AK R SMTP i 5 gifididk, [N, fFEKBEAN KEEHE, Wi
H AP A A D LR A,

2P O ST B EAERS, UHCREACRIEI R E B ER BT iR sk, T B
RN, 3ERaTRE/ANG, DIBE IEXT RS RER A 2. JF H, 3EicHE, Rk istT
TEZEBEARET, HILB SR 22 AE A, G0 U AR 2 Ff 2 4 A 4
ERgRiFm B RO, FFarMER _cdecl 85492, FA1H IBM Visual Age C++
1 Microsoft Visual C++ 2 {t THEAR makefile

{FH SMTP BREZFTHFKMAKE SafeMail

#*FH SafeMail

SR A T B L AR — 4 SMTP iz 4525 7= dh & AR wh e i 4% 1k - SafeMail ARk i 4%
1L RS IERIE RS Y SafeMail flt45. M Windows [ FFIa 2, HIFEE, 15
SIEH. RE. BohiEsh%, % IBM Firewall SafeMail JR 4548 i Bzh, 16330
FERFE, HEER. BT

L& SMTP fR%5a%

B A TR SMTP R 55 &5 F1 SafeMail /e R — b, W24~ J7 T ki
FE. ATKITE SafeMail iYL EIIRE, XA BIERCE SMTP &, (AT
FARIEDIfE. KLk SMTP Jie 55 4% rl RETCEE AT R LA 55, BT RIFENG K= dh Z |, i 14l
ISDEINEE DI E VAR -

A7 AE L B R AR BA A T 0505 TR AL RO WA, EROR B0 AT 5 4 B R O IR 55 vl AE TC IR 1
BAANE 1 B0 T #ed, BANARRRE T 16— B8 SR 5 UL IRAT 55, gl mT LAy 205 Hi
PEBAIA S Y XU, 0 6 — 4> 3 BA A By i LB 4R AR B M O AL 2 /D

IR Al 55 o e 2 4= A 245 B AR B2, $- I SMTP MU, 3% AR 24 AR 55
W HRNAE A —E 1T Received: XLEHATHN A REWE — DIl E T MU 22/ g, 4
SafeMail b3 —MEREN, EHEERTEXLETT; KA SMTP R 545 R A A
H. [Fmy,  SafeMail ¥ 2 FS 4 B SHTA BIE 7 E004. XFEREREER & T Tt
S R E 2RI E.

ig3% SafeMail & H BISEHI

& Mgk SafeMail it 4,
Feb 03 13:46:11 1998 mr16n18: ICA2163i: safemaild started.

Feb 03 13:41:14 1998 mrl16n18: ICA2177i: SafeMail connection 0xd71e7al9
received from RACK3BD.

Feb 03 13:41:21 1998 mr16nl18: ICA2179i: SafeMail has forwarded 215575
bytes for connection 0xd71e6118 from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:21 1998 mr16nl18: ICA2178i: SafeMail session Oxd71e7al9
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:23 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e831a
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received from RACK3BD.

Feb 03 13:41:36 1998 mr16nl18: ICA2177i: SafeMail connection 0xd71e901b
received from RACK3BD.

Feb 03 13:41:56 1998 mrl16n18: ICA2179i: SafeMail has forwarded 215567
bytes for connection 0xd71e7al9 from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:56 1998 mr16nl8: ICA2178i: SafeMail session Oxd71e831a
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e901b
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 346
bytes for connection 0xd71e901b from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:57 1998 mr16nl18: ICA2179i: SafeMail has forwarded 358
bytes for connection 0xd71e831a from 9.67.144.52 to 9.67.131.250.

HEG BRI

* ICA2177 - Fo/R T H Y T 1.

« ICA2179 - $8/R AN IE,

* ICA2178 - fR/RC 5L SMTP fik 55 % BUIRHK &,

*+ ICA2181 - fi/~ SafeMail fi4i<xif. [ IBM eNetwork Firewall 2% A £ LI15 %]
JE RS 5 B

« ICA2180 - /R4 4

+ ICA2182 - 578 7 th 17tk g HE 4 25175
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$8E THIEIT Firewall BJIE{E

ARFEPRE T A6 G E & PR PR IZE d Firewall fRIZGETE. L 50984,
B S DL ARl AR T (i — KRR, 1P HuhERI ) SR E iR, IR
Y AR AN O Z W TAE, BT K5 K.

BRAIS, Firewall A FRVFAEATEAS7E 2 2 MAE 2 &M L5 T sh, 0% Bk fL s
S JEI 9300 15 75 22 A AR % 22 R 45 [ L 30,

EHEER PREFRELER

(i FESAQEUAGIE 14 Fhlisk (1 T0 B % BRI IO LR R B U 4 % 5 . HROUIAEAR. R 450
T,

B ACMLEXT A A socks Rk S BE S DLRE S i 2 [8] SV 938 17 2R,
A ERE LA 1P R BRETE, 1% P @ ETEIRANE B2 5 2 [ 1
TP ERAE,

BRE WA s E ., @ X IP EERER, % P EFTEIRFIE X4
I RiradEgs, i, a A — S5, feiF Telnet sidf4t Ping  (—
i FTP 4 tfh /A HLMIERR ). I1BM Firewall 5258155 & 4 — ik
. AREMIBRX LRI RAEVCEM ST, (Hr LB B, A, IR
BETUE SCRYAR 55 AN RE AL ZEK, AT DU i o AR ASEAR R B S A A0, 1A
BEARTR AR5, W BB 1 VIR 4 1]

F 1= AR

4 Firewall #4354, WRIFEMHAEEE RIFSIEL 1P A,
Socks &R

Bii k3 Socks K REEFIRALIE 4, W TR B RIFsdEL 1P (.,
D) 28 X %

FaRATS Firewall ZZHAM, WEYL. HPAFR. E010 1P kA bk
ARG E S, B DUA AT RE — 0 QR B M 25 Ik p L 2% 3 g ] DLy
X,

TE-FOESA]
FAR— NS ANMEN R, CNWE B EE N AR BOR 6, I n DUFER
BEEM LR, Hh— s LA R — A, TR — AR xSl DL R
AR AERT. SRIE IR 2 R G AL AT LUV B — 4 A I E A £
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b5 K Ji
ERRI

RN jH‘%
neg I—JQ%

ERE
TR
TR
TEPERC

o OE

v

T e rn | SocksT)%’f)il_n
T 2 II

FUHBERR I:I

&l 14. #5751

5 T E X ARSI E#

R T SOV ECHE 2 A A 24 00 X 2% X Gl X 2 6 G 2l 2 TB) (A o a5 R s 2T (1)
M, FTEEL - PER,

EXTMEZMEZ G, QX il Firewall BB, BEF—RIZN R 5
AR, 75— AR xR A H .

BENT AR, AL E & PRI R R SR E A R, SRS W SO Y S A e
FRUUBTFOLE,  MEPEEREIEE. ISR RNEE, s'ﬁfﬁm_afmﬁnﬁﬂﬁo REELR )
EEN EE, (EALRE 18 TR,
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g (LOCAL) FRNI— -
DD S —-T- 3.
&&: |
e :
# %
B : %
EERE
HEENERS
EZ3 L % -3
ir:
&
‘| | [ I
HEER Socks K& -
EZ3 i 5 i
uir:
+ | | v
v dA X B T ER

[&1 15, J5 i — 1% %

NHEZIHA TR,

A ERRI B,

XTI B, SRR T N L X SR X I B g R 4% H A,

ba s =i S SN v it = SN TS PO e URAIIESD Shvis s Sl MO0

SO TR IR ST, Sl i 3 UE PR A s a2 T BB o 1 £ ) 2R
MINFR I — A TS, AR R 55

o 0~ w D
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7. AL P A IS IR LR TR R AT %R, 1 S R4« R
Bz 4,

8. Al i BEFE — AR 55 I Ll AR R A B — M 55

9. fHHtbEER) Socks BLE. &ML 5-7 RifT Socks ik,

10. FEEEX T ARG, FhiimA.

11, WOR PR, WERA2BUY (g |,

HEEAF

KRZ% 1BM Firewall I/ #GRL0#E A>T 1000 MU Z, Xk BE A R OK

B — AW O IR — N, R B A L, R AR R S
(9 TR T 4 I AL ON . 42k B B 5 B S LU 9 5 B DL T i, 48 4F (fodr alidl
qe) WURMEM. MARR TR WA A KB, R ER,

RoR: B R AR B, KRR 0 R T, BN, RIREAR —
AT ABC, Hifibh (1.1.10.X) , HHA —GHLETERRTT ABC H1E NS 4%
A, Hifikh (1.1.10.7), GREANLEE 1.1.10.7 A2 iZ T telnet i@ 5 19k
SasmiA B e, W% R: Deny telnt for Dept ABC server JfE Permit
telnet for Dept ABC JEHZHT. WIIRATIELINT it k, whifth ALl E 4%
£z,

ERAA

i ERNEERED, BAEXTREEA.
WAL B % R 0 R P S B R RGE, AT DL AR T A
E I A RE RN EE
Firewall M %220 B H d 37 AR 0 122 00000 38 06 AR A U B 45
EROEZN
Firewall FL7EH &40 1% & MR 3,
SR HRNEER N
A DLE WA A R N, S DU A T, A8 A B A
BAl.
D6 JIF 30 0 4 A,
B Y LI 2 AT 2k e R
B REZEHNEF
Firewall 105% T i £ 10 5 2 0 k% H Bt
= REERN[IESFE
21 Firewall jg3¢.

IR EGE S, WEEASE A 18 R,
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‘“i (LOCAL) JEFEihiE

3 RN RS

e Fe N ML

(¢ FHEEFEERNIENGE
" BiEEan

" AFNaEEEAN

" BN

" BHAEERNET

" =RAEERANET

AT

FhRE e nmN | e
¥ fwadpt.cfg PRIBRFIAIHZESEORNE .
EENR NS

B i 7 E/

[5116. LA
TESATIRFE LU, S AT,

= E A BT R E AL B R A B AR

AR > 24 B A JSOH T 3 R R I ) H A5 A — RS,

Feb 03 13:46:53 1998 mrl16nl18: ICA9037i: Firewall interfaces being updated
automatically on Tue Feb 3 13:46:53 1998.

Feb 03 13:46:55 1998 mrl6nl8: ICA1032i: Filter rules updated at
13:46:55 on Feb-03-1998

Feb 03 13:46:55 1998 mrl16n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both Tocal both T=n f=y t=0 e=none a=none
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Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both Tocal both 1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6n18: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both Tocal both T=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both 1=y f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp/ack eq 25 gt 1023 both local both 1=y f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both 1=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:7 permit 9.67.130.154 255.255.248.

0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both 1=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:10 permit 9.67.131.250 255.255.255.

255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.

240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:12 permit 9.67.144.49 255.255.255.

240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure Tocal inbound
1=n f=y t=0 e=none a=none

Feb 03 13:46:58 1998 mrl6n18: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both 1=y f=y t=0 e=none a=none

TERNRE

IBM Firewall LT[ GELLT A FIRAEZ

1. Bl AN,
ERAEFHER PR RMIGHE, ECBRR TR E, XEHKRELE IBM
Firewall J£5|5 248 sl ot pE a8 AU B ER S, M E Rk %eEE Firewall B, &
R VEL IERHR T W% A 212 E

Firewall ijj[f]:
o BRI UEAS I B ARV A H A 8 A5 A A
2. FLERWEIN, HAHIR.

MG THCE, RERETRASER (EARHN) , MEFABBRERE. iR
L CBOE e O R,
Firewall ijj[a]:
o VT A AH A YA
FOVERTA I A
3. BLERWNNN, mMEEAMM. EHEE, OSSR T g RS ER T
UEATHLI
LS T A & & P AR AR AR R R ok B

E B SCAFATRE R A AR AR AR, XA DL T, RAE AR
FHY CIRAERTA T 0 B,
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Firewall ijj[a]:

o Pilnl e B SO .
I8 T Fh AT ART D9 28 42 1 i B O L N 2 4 0 R IE M B, HINAE S A
B R A BUNAE LL B, 244k 3] — AT ECEE, s AT X IR A4S 0 0] ) 2 4
( RVFEUEAS ),

o QAR BEA TR AN, A — AR A BR S Y ¢ AR AR 0 B,

wewE FEhlE Firewall iz 45
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TR ITECE Firewall SATHE B A IESF, SIH AL 55 FURR 0, (HEEfR 1 Xt
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KRB, DRI, i MR i e VS S B B A A R B

R3¢ 258 Fhbmad Firewall Bpd s L FTAiARY), M2 05 A %KEF Firewall
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H Y P S B AR 258 I A H 19 25 X 42

AT A 78 R A1 200 4

ZeEO
Firewall f)4 4.

EL£EO
Firewall f9EZ &40,

ZEMLE
i Firewall B2 43 ORI Piln] b hEJE Rl X AT RESE — M & LA AR R
Mg Xt A, B HE ORI S5okERR.

The World
LM 2k,

B0V A3 5 28 LA 0 4 BB O B A i ol B OB (R R, FEX — BB, EHHIE
TR By I JE 7R — E i AU R AL i, B0 Firewall 275 2 % H X i f5,

AR B KGR VR M ACEE, UKy DL 4 P B B O3 SRAT 0 B A, TR 22 4 ALK 7K
A2 HIE 22 TALRAAE, ARy s Ep B, 24 EUUMAE 22 & UK
HEGETE.

A Firewall £E AR, JUISE 5 10 0 K5 L4 By B, WNERARIAYIR A2 T 7R,
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& 17. Telnet{CHEFIE ## Telnet 1% #

Telnet KIERHI

Bl R ERE Telnet (CHESE, FEIZ00H, feifr & amgs B FP 68 RS K&
i Telnet fCHR T AEZ M 45 FHLERY telnet filk 55,

UNEEART AP 1 Tk, KA T A

1. GRMZRRE RSP KR Telnet fCHIE R,

2. By kA& Telnet fCHDLZ2 4 P (9 By 5 A 22 2 R 25 1) EWLE £,
Bk Al AL E Firewall F@E G, FRATH LR B EE:

# 1. Telnet L2

HEPOES EEPOE FrERIAR S
G 2% rEeian| Telnet Proxy out 1/2
E| e | The World Telnet Proxy out 2/2

LIERY Telnet 7Rf5l

,,,,, TEXFIENLT, %2 —Jri& PR
SR 4 —J7 ) EALUE T BRIE R,
# 2. Al jEN) Telnet
EPOES EEFFOES P& AR S
eSS The World Telnet direct out

war Tk, e S RFERSARTE TN, EEER A T2 R
Iik.
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KIB HTTP =5l

R 2Bz BAVIHEMATN 2% PR Fh 2 /0F — 5 n] DIEM 2 E i,

IBM

Firewall $24L 156 LY HTTP Wb B 5 DL A vrsm e HTTP, HIhfeth ingat it
IR Telnet /R, bz 4h, Firewall b2 4t HTTP R,

HTTP HMY5 Telnet AR, FA HTTP uf DIER TR PR, 20T R iR,
KEFHAPAMUFE HTTP, BFHE FTP R4, EiRME4 R4 HTTP MIRE, &M%
214 Gopher Fll WAIS, U4 i3 86 AR /b FH 3]

TR, RIREAEGE LSRR Er s, ENTEEESAEE MR A Z [H) HTTP H,

Milifs oy Eacramp 18tk .
B |ty B |ty G gh
Y 2% 0 N Y 2%
HTTP
< (HTTP HTTP
< FTP fCEE) +—
Gopher
© WAIS
HTTPS
(SSL fFii)
[£18. fLH HTTP
DR A B 0 7 KT o o5, A PR A T B2 .
# 3. fAH HTTP
NESOES Birxts FreE AR S
G W2 LD HTTP proxy outbound 1/2
ke The World MR

 HTTP proxy out 2/2
* FTP proxy out 2/2

» Gopher proxy out 2/2
* WAIS proxy out 2/2
e HTTPS proxy out 2/2

MAEAL HTTP REME L8, 152 iEm T L F13e o E i s ]

EEE &N ]
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Socks {5l

Socks £ T —/45 HTTP RRERLI O 4], Ho socks ks R FALHF £ AH
BIEM K He B3 A Firewall FI% P AR ] B9 AN SR . Socks bt HTTP A3 E
KRG, EAE R LA EE R UDP il TCP Ay HMY, I BB k% ar A7 T vk
fHEATRCE, DUEME — S,

DRA I T XFp R 16 M, BLE socks bR TR EHKANTH HTTP [CHEREREZ 4, i
TWEH=AEE, XWEARERE TR ALRE Firewall, =4 E#EHTEF
socks ¥ RFEF, — H IR0 B 284K

% 4. Socks

EESES BRI P RIAR S5

e IS gcie | Socks 1/2

&N The World MHEFE...
e HTTP proxy out 2/2
e FTP proxy out 2/2
* Telnet proxy out 2/2
(AT A B o Z 3R S FF IR
PAHMR S )

B 2% The World £ Socks L& & M, %
o fiF socksfbiy HTTP
« f¥F socksikfy FTP
« fuiF socksfLHy Telnet

Wk A PR R AR 4T socks AL 3 H A B R AE FHBH XS AE e
i1y socks Al 55 4.

DNS IR

WRASEHE DNS fiffr, siAREUEATARAESE. X TAKECE DNS 417, HZH
ER27I iy « Ba6Er A ZHE A a ] RERCE R SRS “R1F DNS il

ERE Socks EPIEFHIETR

Gtk LA IEEEIEREEOR Socks . XFPHR SR LT ML 440 T
b2 socks i REEFFUE, Al AP KR L 2R 2.

IR EAVFE 7 WAE L 2R 45 AR R4S, AR A I E,
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E10F EHlEEE

AFOR A I SIS MAI 5. MRS — S S — eSS, MLIRTFR
g Firewall FUIE(E EAVRERE, fitn, —4> telnet 23, T DUFHLNIAAR R B
AU, FE RSk, T RIMERAR 95, Socks iS5 T &4 socks [

.
IBM Firewall #i%H —&RAEVGEM T, AT LUWHE IR TS 2 5E AT A P00 SCHA A 55 2
QIR 55

& Al B & P12 Fr ok 8 @ A 4R

i P Z 3t o oF ) w0 DU S AN 41) 25 8% i 1 0

1. MECEZ PR p o Ya s rh s <l (s s SRE SO bR, R
W SR G BRI,

2. FEMNFIRAHEHES, S HEE.
IBM Firewall /s —/Mfi0 1P XS iEHE, 4N
SE SL—AH,

EES20KPEL 19 FITR, SRR L
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tcp/ack
5B A PO AUZZLTINE TCP DAL iz AL,

udp 5 PRI P fE B P (UDP) DITLACIZALN.
icmp 5 VAR A TR W PR 4R SC R (ICMP) LLITFE 12 8000,

ospf  fi BB UM AU Tl A fi i A2 2 — P Cospf) AT DG i 1% AR DU,
418 ospf 5 AL, P 1 ERAERITER O EBUH T ospf ICsRZEAYA.,
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[ 0 F B AR 2 R any 0. 1 H 1K bk 220,
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R GG ) A O (port#) DI H K O (port#) #ERCZ A E R,
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"
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14 Bl iy B 0E Sk DL R 0 b Bl Al 1P AR B — LR B
TEARDLAC, DNz il F A e G

= ZHUNRSVEIC A BOEHR, A BoRAR A B, X R BOR, R 200 o 5 B
HARREZILACH.
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Fre, R 2w R B

) AR BT ACRES. 7 B #BA A Bodl 1% 2 B BRTE A1
BEb AR B BE A REBILAL. BRO% S BHEBRTESL.
WEREATRE S E, WX <o IR <dhde” BUWRYBRAE A <27,
i TIIZERIRZE A, wE - (1) RBEN P RREBERESR. U
TEWER T — MR BOkE S TCP 1 #bhraE R C AU,
A — D E S — A O E X 1P SUNARIL A, 015 B 5 B A L2 AL 4
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IBM Firewall WA —~ERGEREMIFFE. ML PIEGR—-MELES, H
DA vFaliiads it Firewall fUE 5 EAYRFERM, #l0, —4> telnet 235, mTRLHIALN
BEAOR BB, PR 02 AR 55 2.
TRE A R i 55 2
All non-secure
TR P A T8 5 AR 4 e
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AvEIrAEE (RATEEE )
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RVEIAREE (RATRAER)
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All secure
R pr A (s Bl 220 (TSR E 2 ENEHT)
All shutdown
R AR (SALERI)
Anti B8FHRIW
LA LA TR IR A s 2
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CIEECYIE A EPSEE| B oecoe AN
Config Client non-secure

FEVFRE IR B E % 2 W 2% RO B B % 7 R

Config Client secure
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(L2 ) aYF DNS &if

DNS transfers
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Domain Controller Authentication

XF T F P A IE Fo 1/ Sl il 1) 4 P
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feirAE R 23] Firewall ) FTP A

FTP proxy in 2/2
oV Firewall 2% 4 M) FTP Ak

FTP proxy out 1/2
VAWML F] Firewall 1 FTP il

FTP proxy out 2/2
e Firewall F|4EZ /451 FTP ik

Gopher proxy in 2/2
FeVF Firewall 24425 gopher A

Gopher proxy out 2/2
fuiF Firewall FE4 2241 gopher A

HTTP deny non-secure
R R L2 OR HTTP
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R EENZ MG R JE L2 M2 HTTP

HTTP proxy in 2/2
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HTTP proxy out 1/2
iM% E] Firewall () HTTP (3510 8080)
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HTTP proxy out 2/2
fuif Firewall |4k 24 M40 HTTP

HTTPS direct out
VR MR E LML HTTPS (SSL)

HTTPS proxy out 2/2
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WAIS proxy in 2/2
foiF Firewall 2% 2M41 WAIS (239.50)

WAIS proxy out 2/2
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- YRS, 1BM Firewall K i 5 RTINS & SO (FESCHF TR R 3l ) g
MR, H4REH — A ILEC, B bR, AT A #R A,
— HH — RSN B R o5 h 2, sl UEBCE A IMRT. MARS MR IR i
=AW Bt R A e AR B E AL, sl AT DA e ok AR R A Bk
AR, i EE SRR R T — LB R AR, B RIA R AT S
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F113 HE Socks ARSESE

Socks ZHLEZM LR —Fh Internet riE,  WIERN AR T TCP, #lin Web
Yidy. FTP mt Telnet B 27, BT LI Socks iz 55 AT sk #546:.  Socks
FEFS BhATT ] Internet RIS RS ek P BBIA 1P Hiudk,

X R, WZEE P RFEAE L 2RS4, Socks il o5 At -5 AR 55 A A R Y
Hi: 1 Firewall EWiIFaifdtfaftzzer], favr M X By obRa, 3R %2 M
2%, TR I G4 PRI 2% 9 301k T AN 45 2540, Socks iz 5585 X Sk i B A iy 1Y
L%, RAABME EE TAE,

Socks fIlt 45 #E AER2 AR 0 L0 5 Bk Py BRI 28 F1 Internet (9T A 3G TCP sk,  Socks % 4%
AR PR AL R B R R B 10 DS AE 22 275 BN B & P RE AT ) T aE RT DLE I B ok Rs T
VEUG E 24 R 4ee, MMBEZ P P #ohk, 3525 Socks HIAH B 3 g
AR,

Socks fift 55 4 5 AAH MR 55 AR, (HZAUHRR 5545 4E Firewall E#U4T T TCP/IP JjfiE,
1M Socks it 55 i FU X 7 AT AR iR ARGl ad Firewall Sk 5 7E R Y)fg. #H5¢ £ TCPIP
IRERAER N TR, EPATHY, AR K B, E1E THE Firewall EAERGALER
TEZ A LR TP Al S #% Socks bRy £ TCPAP 7§, B2 318 Socks
i 55 A UOBOR H 22 2 W2 TR R PR HTTP 33K,

Bis K Sk

N http Web sever5 SOCKS Internet
i 55-2% Web sever5

|

L 1

[——]

[&] 21. Sockshr 4544
Socks Iz 55 # A T FRER I BB T P ER 1P Mk,

IBM Firewall &7 Socks WMXMA 5, “E L% 2 M2 N 1% 5 REAE T W AF %2 42 K
g5 rp g B A RE e DLAT 280 — AN AIERY Br. 3 T Ak 4 28 Ja A QB B — b Y 7 A A 4
AEMY, Bt — R,

Socksfif RFEFZ Windows NT [l 5 —+, HIERSIRGEN AL 55h, #4714
EARHL, AR s R AL, AT RLFsha sh e ACEE,

IBM Firewall 24t 7 — -V (L itte, =1 AIEREEA AL, HILH eS| Socks

P 5 &R R] RS 2 25y Socks BHX A 4 &),

1. BRI EA RV IAE, e RVHEMAS, (T2 H Socks A 4 i
it Socks ffiA 5 B URRFFARER ), FEXFIHIT, KRB EE,

2. EHMEAYF Socks HURA 4 T ALNEHEE, HFEZE Socks PHURA 5
MPBONIE. 548 Aul Socks MhUMA 4 #H, JfHFEAN Socks HHIRA 5
HEERINIE, X B L
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3. RESMETENAMN M Socks MUA 5 % MR HARHEA R IAIE,

Y247 Firewall J5, JGH socks R 45#%, {HFE socks it & SCHAHEA RN, X F 5
fdi i Socks IR % 4K Socks & S REFE, AU FAlCE & TR E Socks i &1
RS0 1 Socks eda 1 1)) FAG % B Socks I 45 Y 7 4,

Socks HARZA 5 AR IFHIMML

Socks WMUMIA 5 M54 FFLLF TCP il UDP BHstll L B ¥ £ Bl
* Archie

* Finger

* FTP

* Gopher

s HTTP

« HTTP {3
* News

+ SNMP

* Telnet

* TFTP

* RealAudio
* RealPlayer
* Whois

* X-Windows

Fi8b, SFFRZHAEFIRAEE . X S Y SRR T E AT SRR A S,

FHAGRES PIZFECE Socks AR55E

Socks B i | Socks i 55 an i e PE MU, socks Btk SLiFiEl, #SnEl, &2
il SR C A7 FE R socks #idR, X LEREAR, AIKUHL AT Firewall B4R E L (A
T i FH A 7 3% ),

ANINFTEY Socks #M

64

S0 D B 2 P AR A BRI I 2] socks Fit B SCEF,  FERD B & S sk m
fe ¥l (Traffic Control), XUy SUAFAY SCAFJe AR DU FFZ AR, i Hafimk. XX
A SO SO Je AR DL FFIZ A, 14 Socks. HIL Socks XfTEHE.
1. BGHFRERA I — A8 socks Bk,

HELERAN Socks WX IEHE, ANESESHUKIE 22 iR,

IBM eNetwork Firewall Windows NTH: H 15/



hj (LOCAL) FEi0—* Secks HLM]

N, F— A Socks BH.

BEsk: |

v WA | 2w | 7 em

[&] 22. 750 Socks H il

2. TEEIRBATRTE, HiA Socks WY AR, 1%AFRAAUREME — Y HRRY %60 5 0 LefE
HXAFERAFOEERS (D . #1515 (85 ) 7454 ) g0EG15 (1) F4F.
X BEF A {1 A5 B0™ AR N W] S .

3. AT,

4. PR ERAE ST L SR R AR B A AR E B A 15 ),

HHERIE A Socks 55 AR, 1% R 55 28R BOCE ARG 5 B0 B SR R — S LA
FEBE CEE—ADHNIFES ), BRI R E 2 UCECAHN R 1k, ARG 15 1R 1 & JF 40
PN b 03l 2 e (FrsdE e yiml ). WREA R BLILEL, W E shib4a i)
[f].

5 fERPFIRFES, UM A—NHP ID, —AHP ID Bk, —A e —
MERAIGIR,  WREA—DAIER, WALES R &0 FF, ANEAE P 5 i
MR, FIRME, FHEAS (D gZ0EG15 (7).

« HPBIRRT 396 I~F4F.
o P ID AUEAETE R EHUL LA D, WA EAEH R s Socks IR 44
iR
« M/ ID WEE 1 8 MFER, U
- afz
- AFZ
0% 9
- _ (Faz)
6. M/ ID AMZAETIIFA: EEFS () FAREE (7).
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7. MRS A, ENIAURERER (RIRL <7 JFk, BilR et i
D). WA EE M ID MSIE, BiTPA—-AEZA, HESaIr, FFHA
RO E M # FAERNER. BNEMRT - BUREC # SIFRRY. 7E1%3C
R — ATl LUERKIE 1023 F4F, B —4 “newling FAFZ& Ik,

8. TERMETBUR, WKL 105 EHATI 2 s R

eq ZF (Equal to)

neq A% TF (Not equal to

It /NF (Less than

gt KF (Greater than
le /NFE%F (Less than or equal tb
ge KF4%F (Greater than or equal fo
2 45—, ZEIsE LT AR O R, i, i e AR
YE gt Flui 05 23, DT 29 T HL A9 o 115 200K T 23,

9. feiwmO # FEh, WAW NS, 405 5HAE — 26 A UL R, 6
fn, i AERAE gt A 05 28, DT LI TR e 1S Lk T 28, dnsR
BIEHRAERNG 5, BUNE AT A A 8 H s 5

RN Socks  FRM X% HE AL VFsAE 4 B KB XTHET 1P M dik (9 k9 4% EALA T ).

& Socks #im|

1. 7£ Socks XfiHHE by — B RGE,
HIEE Socks  HIMXTIHAHE .

2. HRUEEGATT Yt AR Sacks HUML 1 FpRE AR B IRRE B @ M4 0 By, R,

fHiBE Socks #my

M Socks XPEHEH TSR — WO B MER. RG-SR S SLANZMER 1% Socks M

. RA KM L,
A E R

PIUAAE T ug SN, & 230h Socks MU, B e & 7 7 A e I YA _E Y BRI,
PEFF BT A AE R N FHAE AT AT,

Firewall 5 L A Socks it & SCAFE Hil 257 KGN, SRIGHEZ AL, 43508 ML,
LT SR 1 B K 33 H &S,

Socks RIREZ B H

PI'F & Socks i H &4 H g —

Feb 03 13:46:20 1998 mr16nl8:
Feb 03 13:47:31 1998 mrl6nl18:
Feb 03 13:47:31 1998 mrl16nl8:
Feb 03 13:49:15 1998 mrl6nl18:
Feb 03 13:58:31 1998 mrl6n18:
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ICA3123i:
ICA3010i:
ICA3011i:
ICA3007i:
ICA3015i:

Sockd server starting
Session start

Session start

Too many threads
Session termination



£/ Socks MRS AT PREFEEEM

KL Web WU sedrzeit Socks ik (soksified) , I A AT I3RS K 240414 Socks
Ry HERR, HE TCPAP W AT Socks thI&E FREFF v MiF L B3k, I
Socks L RF E R P REIY, IESH R FRIT O, RRmEE, §5%:

http://www.raleigh.ibm.com/sng/sng-socks.html
http://www.socks.nec.com

Socks HRSSaRTliEiE

Socks k555 R iE R — 68, B e —4 Socks ik 55 #% AT 5 B A 5 — 4 Socks ik
Fanla, A VFXER AN Socks iz 55 25 1 1 M 25 HEAT V], (BRI #A A& Socksfb
—~ Socks g 454%). X EAEFA IR £,

B 5 Socks /i 458 — @ T Socks R &2atiEH:, i socks5.header.cfg SCF, 1%
SCUFBEREAE Firewall 1) config FHkH. BRAIDLH I

* — no proxy fir% - 8RN Firewall H 447U —4~FH

o — socks4fi4 - 15/nilid SOCKS URUAA 4 R 45 &% vl 47 BU 1M

« —/ socks57r4 - g Rl Socks WMMAA 5 M55 ] £E B T

fltn, HIELUFMLE, WFEERN 1A — /NI L MY,  g.private.com EETHCH)
B KBS JE TE. WEFEERITH M & 10.007.007.0/255.255.255.04 /) 1 & M {45,

private.com 5 T 10.0.0.0/255.0.0.0%%%. A Socks MMURA 4 MRk 5545,
socks.private.com £ {1t 7% B K Y 7 ],

W E R Socks it % fs, socks.q.private.comb, ¥ DI TFHTHME
socksb5.header.cfg,

no proxy 10.0.0.0/255.0.0.0 - - -
socks4 0/0 - socks.private.com 1080

Ba, mim— g smiERELl i socks.q.private.comds socks.private.comiifs, X
ATREC Y — AR 55 5E i, WA — A& g.private.comFirewall fY3E 24421,
H b J& socks.private.com Jf H fi {5 Socks Proxy-Chainindli 55 %52, X5 B HM
T S P 15 42 TR
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F12F EENE EHAR

AERGR T A IBM Firewall SEHUAT H #1908 AL S5, 45

« HHPRINE 1BM Firewall, DUEAATA] DL 7E 32 4757 19 R 4 2 S0 AL

o S BICT [0 5 K K5 1 P S

o IR AN T ] 0 SR 2 1

RBE T BRI E SO A, 1BM Firewall JH PR G EREE . IR E R R
XS B A TR UEAT T A IBM Firewall (1% 8,

B RAAEIMZE IBM Firewall

HiRERISEE

IBM Firewall 7 ST =FRRIAY ™, FH5A ST (5 SAF S PSR 19 - Bl
JEH,

IBM Firewall i 20 it =25

RIEAR
i B KSR 55 (1 HTTP ACERR 55 ) Sk AR]85 3510] Internet b () /9 28 3
s, AREE P RE RS LB B KBS IRSS, (H R AT IRRE VTR B KBS HLRE, IF
AREPATRT Firewall AIL#5 04 HiyE T,

B MIREIR 5
REfE (] Firewall fCHAR 45, {H2 0 REAS 6 L & & 5 R A IS AR 4L
HME Firewall XL 'E Firewall, WNEMCELH T —FE, B kB35 H GURBEIAT
F| Firewall 2% A< HE
B Kk B 45 BE 5L REAS o0 F P G B E X, (B A RE BB B 08 vl H e B kB4
U E L,

FRINEEER
555 KB5S A AR O AE 1, AT T RERS PATXT Firewall AIL#% A A HvE S
T2 B KBS PR O3 RE A% 0 B 08 O B B KBS B A 2 X

JA Bl A K,

Bh KA P PR e
Q& TR AN B A B KRR SR A, A S A T By R
Lo BN DA e 3% i WA I 77 2 R DA F P AR 4 IR 55

o (CH P ANAER) Jchia P Bl e b S, LR Pl e B ks AR R R 5
WKL RSB E e fwdfusr, DL ORI 383E F 7 00 g R iE Jy

ES

“E B ok i A B SR BEAE Bl K S P A A R S, ARG BLE BBl K e A B
BIdsr fwdfadm, LUK 6 & 0% B,
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EMRCELH P, iRy ks B R fE Windows NT F P $dia v e S, 5
FHP R Windows NT 33 0 A PAE A DA GER, Bl I NT 3
14,

Windows NT FFAEIERE
AP NT a4, — B, ASOFE NT P $deEd e SR,
BrRAEM AT AR AT NT 30 4RI,
2R Bl B AR Bk AU -, WIFE Windows NT I i 2R
WhiE SUAATT,
F Py kS H 515 Windows NT 2[R XA, X246 Windows NT i 2 NT
B RAPMRLR, FHOBIAE Windows NT I i+ e .

EREER PREFRNINAA

P a 1BM Firewall, FF82 A AT U [l S0 2% AL ).
1. MBCEZF PRFRER S <H/P7, n R PEENIGE.

2. MFAPEEEE T R T, IR A A EE, Sz 23
R,
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hﬁ (LOCAL) FRhnF P

& Emmpe
=8 | BrkiEnS | = |

BREA - LHH

HPE&:

HP£4&:

we
524 Telnet ° EEES -
F5Z2 Temet - [EERT -l
FELFTP: EEES -]
FELFIP: EEES =]
3% Socks - EEES =]
F3EF Socks - EEES =]
L HTTP: EEESS ~1
R [E®2% =
Teaam:  [ERE® =
Securenet = - |

o A | 2w 2 %8
[&] 23. i
3. RAPITEA:
R 5
FZ R e ERBR S, PR AR R BTk R e A 2R
Socks/ RIEH A

IEFEE SCHY P T Socks i 5 e s T A HEAR 55 dx 5l 9.
PRI, X R BOE.

BhKIEEE R
WA MR AR, (B8 AW DITEA A Firewall I 4778
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HALSS, B AAR MR, 1 ST Vs BT RE T
M B IIRE. B R B A RE S R B kR TP, (B R RE A
BB EER G, Firewall 4 # GURNEAHITE TR Firewall MLAE.
AT DA A SIS RRATL 5 7 [R] P B P 556

ERINEEER
FOVF B KRS B A H A 2] Firewall HL#s, A X Irf 19 & 2
REFRA PRI, bt REAS QI EERBR T Bh K B4 B 0 i Hoe Bl ks
EH R,
A — A NT B, FEEZH PR NT &2 R4
HR — DOk B KR B, B fwdfadm 305k, DLwE LFB
KRS B A SR
BR& NiZHPI8E 4R, X &7 IBM Firewall E A telnet 3 FTP IR 428 3k4T
FEMEHE AP 2, A—E B RPN TCPIP P #As £414, HE]
Al PLEAR R Y,
Hrgah 1 £ 20 ©F5 W, B
a® z
A3 Z
0% 9
_ (FRiZk)
M 2T KNG,
Firewall 5 A > 10 55 286 10 P
a. RFEEEMM P fwdfuser, 25 P ARAER; K5 e S, 4
fwdfuser SR FH P OB KBS @, &N, AR kR 68 B TAGIE 77
%,
LA, MG T fwdfuser W, FrA IE 7265 E s 430,
fwdfuser FYVFRAIRL 0B K 5 AL BE R & SCH P ) 77 =K,
EH A DI AR E R P REFSaAIT kAR fwdfuser SR EHTIA
WA, Ak, RNREMIBE fwdfuser [ H B AUIRLATAE T B ki, 7
bh, B kEEO AR SNK A2 fwdfuser WA SGIEZRAE, £ IBM
eNetwork Firewall 2# A 4,
b. BAR TR ABE B fwdfadm, & XA £ 55 KBS E B 0BT k5% 8
P, A F B KA B AR B KBS RGRE E RE B C il sk, FriARId
S R 8 SO T IUE 32 By k85 8 3 03 1) DA Tk 7 ik
AN, fwdfadm [ FTAIAIE T IE#R B W IE2E 208 bR TIRE A NT F
Mo4rie, EZEEH T, 0 AREH AR A F H B Al
S, (HRAICEARYMER. Hoh, B kRO 4R SNK A2 fwdfadm
B A RN IE A,
ARE4&
BE— PR,

LT 2 Bl T E ik, Bk w3k DUMGAE 7 232 k. el
g X AT T
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Z4 Telnet
FUIAE N W 2 R AT, P B B O 2 5 200 R S Ty ik i AT A
Ik,

JEZLE Telnet
FATENAE L 2 M4 rh EATEE TS, TP 09 B 0 2 75 0 200 2 0y i R A7

TAIIE,

24 FTP
EZM P FREN FTP RN Z2M i Firewall [N uEZ 5,

L& FTP
AP FREN FTP R MAEZ M2 i Firewall (1A ELL .

Z4 Socks
Fee kBB ki %271 Socks & P ARIFERM Socks V5 INIE L, B
sk DUA I Fe b ek, (EEEZAm Ay ¢ B PO o | o b e A T3
.

JE% 4 Socks
fEEAREA BT K IEAR % 2T 1 Socks % PR FEEAY Socks V5 IAIE T k.
B Sk DU BRI S Fe v e 4%, FrERZAm Ay ¢ B UE Bk | spg X e A
Wi,
RE& HTTP
AR HTTP ARERTERET, H5E — AR ID/OA2R, Bfidi kDA
LIRS R e, FREEZAm A ¢ BLP U E B o | o b e AT .
WYEER A ID AO AR R, XFEAREIEAEf ] SDI, 7E O 44E
NSNS TS
P 45 L0 5, Socks/passwordi fE 34538 5. 200 i HE SR I A7 A,
ZEEE
feE T Eag 0 NBLE R P RF T EM A AE T, EER, 4
DI 07 AT OB AE i A b <AH” ), WG ZAbrre
TR, T LR 0K B A IE T i,
FREER
68 TR R a4 0L B P R EAT I ) Ay =KL
SecureNet Key
¥eEH — 4 AssureNet Pathways SecureNet Keyfime [l & i A5
FEFPA. i KRR R I & SRS, 7520 SecureNet Keyfs B3
13T PR L B S A i PR 7.
iE:
a. AFBEAHT SecurlD k&,
b. WA A A0 E — AR A,
c. 47E SecureNet key R 222 %4, {4 ] AssureNet Pathwaygz%:
I AR 5.
TS 770 U IDURBGEA S B
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ARINEA*®

F PR A

B4R ER
P W R4 5],

RIFEED
TeT NI,

NT FMEA<
Bl kB 04 NT HEM O SRR, (B, AR/ EFE Windows NT fiH &
X, WRewsfE H Windows NT FEM 04, HAMATFEZA D4,
EVRRRZUGE F I, BT EEACH Windows NT F P 0 ek GE A ID FilO
4 2 Firewall it B FE(THT Windows NT 428, DK 225X B2 (5T
R 5525 R I P 5 X
1£ Windows NT Firewall flIZ2{5 1 Windows NT %45 2% 2 8] @ 37 B AT 6
RZH, WL EREAEF G LS 2 8] fiF TCPAP A5 i,
il F R B 115 52 SR 45 ke 5% B 1% 1
1. SRR UGE - VR PO I 2R e
2. NetBT ZFRIR%T 3% - fiF TCPIP L) NetBIOS &R 4T #5
f# F] Windows NT [t & sE Ry, DL fEERAR.

SecureNet Key
i [l AssureNet Pathways SecureNet Keysi /iiililE.

1t SecureNet Key7 B, iy AKEAER B i i 25 B A0,
i
1. AUREA PR — r RE L .
2. FEALEHE 8 NS RIE R — D aTE 1-377 JE[EA,
3. %47 SecureNet keyRH 2% 4R, ] AssureNet Pathwaysz%é it
BIF BRI 5.

it 2 MIEEZ T U Bk DL RBO RS .

SecurlD
fifi il Security Dynamics SecurlDiz4: K@ pinpad 358 fIAIE, A ZEfd
SecureNet Key# P, PIN J7EXT IBM Firewall {5 FIAIE 752 BiiK &,
X FTP kid, AZHF SDI Hiy PIN 75 AT — A4 R 7 =,
5 RIEEZ 70 1 U g 1 DRGNS .

APIRMAAE 1. 2 F0 3
AR GIE, 7E Firewall b, 2 n] DA% =Fh P AL DOIE T7 ik,
XA S el B I g3k P R AL UGIE RS FARJF, 2 IBM eNetwork
Firewall 2# k2,

Firewall O%
PR, FHAP A - MR 04, S8 miZEARE, 1BM Firewall
PR AR P4 E — 104,
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B Ji 14 b Windows NT VM 14 505 20954 11 4RI 40, Lt
PEC RS

ERAPEY
By R <R, DR RS ESR AE T — YOAER O O
2.

MEAS

a2 W R, DIFERREMED S, Wl AR Z
B RAE 104 B A A B s B] > T 3 2 1 R S 2 P 4
iF, WEIZTE <27,

B AR ZFBAE N <2, PRI H A A AGE,

iE:

1. O4ERASK/NGRH, WEEmAT - MKANGRAEMA 04, WP
WA — N G2 — B — R 04, TR TR B Ae il R Bk, 1
AR EFAR AR P A4,

2. BEERGAVEE X DA W, 5388y A 00024 P 5 A Al ko Y A (E R
SN BT O A EREE A, 0N T:

HHETHES XY
C4 W K, FEX LR M, Firewall 45 F1 P B B0 4 19 1.
HRH AT S K B ¥
R B0 4 i SR AR
HERMIRKEH
BUE 4 Z R, A4 [ R AR
RFHIEXEMEIRLRE
F A BUE AT, M R MO fe 22 L
BERmMOS

F 4 D e AR AR AR A D AR RRERE 14 S 4 AiTAE 1y s 471
FHHUEM O 4, ASEMY <080 RS AT A A
2.

A< B{EARTH A
F A BREFFAE T2 T s AR R S B, AN RERE 14 SO 2 i1 7
HIFRAPRAERT 4

M2 DA R AL
REEEFHY
14 AT AT A7 4 B A2 ) e 22 UCRK.

BAOTRFHH
14 R R R AL

128 EHEE S AT 7O



HdiFirewall 4 FR%0k hEA I e bl e, WEEZ6mmE 24 bR,

|

|
ERAPES : (2 (e
WENS : (2 (e
A s X 5
HASAER IR B - 13
HERIR A B 3
RTPBAEMERGT : |10
AERHROS : 5
O4-F S e B 0
BAMCE : 8
BAFHFHE £
BARETHE: E
BRERSTHE: 2
BATRTHE 3
V HHA 2w T

& 24. Firewall []4F548
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B A FRITFEULR

£ Firewall E#—ANM 2 )5, w LOAER AR PRl HER St i 19 2 et E k.

1. IR PAXEE R S A E R, IF T

2. MR PXIEAE BN, EEOE ST, Sk ey o Pyt ine 1Ml
PABRAS n] LUSE i P T R4 2K

3. MEENE, HLEE.

M IBM Firewall =i f /A

iE: iEIMEG - fwdfuser B fwdfadm,
BMER P, fERPSIE EREER.

B PRI T REZR A

HA FB K 0 RERG A B U B 01, A& At T TR IR L 55 k355 2 B AR
fotn, AT LK —NREE B R IR CUR AT < PRI AR T fE

TERMAPXTIEHET, WRPRE ST Biksf Firewall BH 51, &5 S kR
gtz 1BM FEirewall s | DLFRAS 52 BGAR 0D O 36 HE A SE LEA0 5 1.

NG, TEARINA P TEHE () AR B AR, MR PRH AU B 01 1 i 2 e

INIE S &

PUF &R P T ik,
4 5B

IBM Firewall £ [} ijj[0] i 55 %,
ST

A EONIE, M55 R 2 0ME; HERS: DS, XN — oMl T
L.

Firewall O%

R 55 A AE Lk 2k 2 mrif I B KBS 114 (A RER ),
14

BB KhE O 4, X SRR A — BB IR SR AR R A 4
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SecurlD FIAUE

SecureNet Key

WRA SecurlD K H /45l i e tEshds ACEMR IS &%, WInl Ik,

fRHR 45 2o A4k SE 2 Rififin] PASSCODE (144 &R ),
i A\ PASSCODE:

X b, A 4 (% SecurlD PINMUAY, EHR—/AMES, SRR SecurlD RH1LHD,
Hian, 24 SecurlD K& RCAS 179091, TR A —AHEER 1234 PIN §)
NEWUSER v fi A:

s NEWUSER
A 1234,179091

R R P A FTP, WK FTP A RiF 02 e, Arll SecurlD KiAiE
B, P AR — 22k 74T SecurlD KM GEXE, MATEAIE 4 PIN)
W, i telnet W BEG I X FRUGFIAEM FTP, HTTP SE% 4 H PIN,

iR SecurlD RZHHH PIN £, WMHTES 1BM Firewall — & f FH1Z AR
ZHIE PIN,

WNIE

WA —14 Assurenet Pathways SecureNet Kgy, M FFibE:, 404k SNK R,
31

o TRt (HoSEE])

* ERASE Jjfig (JFEi%)

o BPABFEMDOARES ()

TEARSEZ T, ARBLR S5 4K I ) SecureNet Key R4 fit — iR,

Use SNK for challenge
######## for user user_id
Ed:

(4 #####4## Z—1%i A SecureNet KeyFH) 8 1%k,

1. MBWRERXARST, #IG SecureNet KeyF, JHfig A PIN 8%, PIN fCag5+
— AR,

2. kA HR S a R AR 04,
fitm: BB RS RR:

Use SNK for challenge
78987648 for user NEWUSER
Ed:

¥ {H 78987648%i A SecureNet Key R, RJG1% IR, ©J&H G ALZS
e 55 ).

3. K A 25 ik 55 4%
I SecureNet Key R/ 8AE222A9 DLW Xf 14 (A i), WK 8AE222A9 i A
25 M 55 4%

lTogon: NEWUSER
Use SNK for challenge 78987648 for user NEWUSER
Ed:8AE222A9
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Bl AXENT* HARFEH 4 SecurNetkey (SNK) & Defender Handheld Token**
(DHT).

NT EMO<
BN, 6 A Windows NT FIPSARERIGERT 1D IO 4, #

Firewall it & 4 fEEHE Windows NT [k 5@, R 20X L0 32 (5 A Mk 554 Hh 0 L 7
.

APRMEAIAE 1. 2 70 3

A% FTP Al telnet ff A FHEALATUGE T L, W TFHELZEE, iE26H IBM eNetwork
Firewall % k4,

g12m SEE A s 79
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F13TF BERERSR

AT A, A SRR IS 22 A [ 2% P A G AR St R AR I 4588 1) — R f

HTTP {XIE
HTTP fCB# i IBM Firewall {5 7 /1T Web W% socks IR %2802, Ao
AhFENI RGN, AR Internet A R E B, A MEER P9 E5R 25 10 4221 A
AN AR E PR sEH HTTP G R,
HTTP RELAE — RS54, wAH P A Mz T 80 a0k e /e iz L,
FFE, BWAEESEZEAHE, b kdh EREFEEICE HTTP ik 2.
BELIE

FRELER R E PRI GS & A TCP B HOCHING S, 145 5 A& B w7 B

IBM Firewall {QHESCHF% QB [E] AU SRp SR e, ARAFFLEIFR AR FRLEE B I 5%
FEEhlizE o e Z RIS E], QB Sy — 4, U AE i E 37
ﬁ%%%%mom%%ﬁﬁﬁmﬁ N 1 L1 P I 4 #Tﬁm,ﬁ¢ﬁﬁ%ﬁﬂ
IF, HH 7 05T P T I3 5K 52 Al

WERAEME, TRRSFECYRAERFERN, Stk EFEGFR. AXEN -1
Sk, ROl E R A e B ol , (RN & i shim B gk seiaty, Hidife b ki 1k3h
. b5 BRI sk ] FEERRI A [ ek By 1) A i b

ZHMEE.

FARERPIEFEE HTTP 1B

EECE HTTP M, &% Ny 5

1. 76 HTTP BT IE6f TAEZ Hi, a0 fL1F DNS £rifl, XA — A~ 5o o2
ERE R PPN R G REE B NE et JrRdG <R
DNS #if]”,

2. BRI IEAR
3. WImiERE, WS REEAm Y B HTTP filul, wy 3R AF A 7E G50 2% R 42 42 i —

SURS - R AIOR IR
4, FERLE HTTP R, ENEEREPEFNWEA LS HTTP, IBM Firewall &7x
HTTP KRIEXHIEHE, xR [ 29,
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ﬁ% (LOCAL) HITE

% HTTP LR E
TTP {CERE
fERns |soso
RESHEKE (KFB) |50
SRk A |40
A PB3 : EZ -
i
BAHEERE - 5
R RRB - |60
HTTP iEREH e ¥ ( %
v Bk | 2w | 7w
K 25. HTTP

5. BEEIRIZAH, AR AN/ R A/ M gy, BEFE IBM B HTTP fREEAR
J Bdi AL,
AHATHY phttpd S — SRS ST, HRSIRSEN € H3hE 3.

TE HTTP RIEXEHE EFC BX 25, R EUE 24k, Firewall HTTP AUHLAR 5545
(IR R, 15 SR B PR 2 kAT SR, B B R R sh JLAD st
[f]).

RERAS

MOk & o 15, AU b 15 R A3E5K, QR B o 15, A2 i
B g R ALV O VR S D Y. /T 1024 [y H 52 TCPAP R RS 7 {7
B, T Web it 55 & 923w 1 8080 A 8088

TEU 1 8080 ik B B4 i e Rs M Sk A% 1k A vl A dE 224l 5, (B MR O b fiF
FAEERAE., IR R 22 TR, Bk 8080, WIEE N E, WK
BCTC B T B A AR 45 FP o S BEAE R R, A R X B B R AT AT — S,
EH R Zh phttpd JEFE,
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EARNBTEPXKE

S HCA I 556 7 LE R ShASER B R XD, s EdE =N CCI B (R4
W), K AP BEFFf . BN MATER A R,

AT (K) MR E M. VAN 50K
SN NN

A S R B — R B I TG shae e, BRI AIER, HE 7 — MRS
HOF BB N, — M, PLARRY S GBOR, WEET HiZ2 8 Ed o, R
i THRAE T Z2 BIN TR AE RS M AHAT 55, nsc e Ay b, il iz qE. 18 5E — 4
A, pitn 60, BRAE(E N 200,

A RPEIZE 5

B HE A E YRR RO . f8E all, new X none iXE{H. GBRAE(E N

none JX4L{HJ2:

all JIT A D00 G 4 o ik A B DA TR M R DL ) Y g Y B R 48 TP P AR TR AL O
AL TR R SRR AR AR R, U R TR SRR RN AL IR
W& e, PR R F P AR IRAE I O A 38R 4.

new  FIVERMHE, ERAUKRE —A 407 ACHRDGIEMIR, A0 a% & — A
PRIRAFI O 28R, & WA IR E BE R HTTP/L.L a4, &rIfE
Internet Explorer 4.0 & — 156, XAEEEH HTTPALFRIRAT T #5i5K,
Netscape S e 5 HH B4Ry HTTP/L.0 453K,

none AL RSIOR, RHERE S BRIEA 4,
B

RS ACERAE TR SR P IR B S S5 0% P R PR 2 ], i X
B0 DRI T 4 S A DI IS I 45 7 RO RF 2 1P MBIk R P AR IR SRAFNGIE, - DA A3 AL
FREME, SRAEEA 60 35,

PUBLIT Pt — BE B, 20 6] 7 1R 2 .
BRI R

ZESEERY — A FE HTTP/LL Fp2b® i BRI MR (E, BRI
WAEHI ) — A ERE TR, BT — A giailih, AR A AGERL, BRAE
R Rk, 8E—MEEE, #iin 25 SE{EN 5.

B
YSEUR A AT — B HTTP/L.L WS A G 3216, 5% 57 A AR
HTTP/1.1 RpELiE e (], & B E AR I 1) — R TR, 44T —Mrsess

W, AT P OAEINA, BRAERFS IR AL, DI N BALREE ], B (i
H 60,
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HTTP 2R &8

S S R B S R sl HURT A 2B kB H B AR REESK, B LOG_NOTICE
JORG, WAREHFEWM HTTP KRG8, W TEEE I, FHICRE Bk HE
W,

MR ESELE
DAITE B P N E g R 2 2] HTTP A IEAE AT T A i 1.
WRAEH HTTPS Nk Zg B AE L e CHF) IBM Firewall Ry HTTP {GHE,
ISR EAE Internet Exploreriil] W48 2 QRS HTTP/L.L WY, AT FAI#RAE:
o FIFFEF TR,
o ¥ Internet FEIN,
o AR,
o NEZR HTTP 1.1 4% & Uitk & e AT,

SSL &E#

MTHHEMSA HTTP L4 SSL Mih &2 2. 1BM Firewall 7£iZf+
Y —AMC, ZIEENE PR E SR kR S . R BTN, EAESS HTTP
TAREEN AR 443
https://www.ibm.com:443

M, e LWk HTTPS proxy out 2/2.
R A HTTPS Nt B8 AR AL 2t PR IBM Firewall by HTTP f{FE,

MEELEE, HSREE4Am N A HTTP i) 1]

ZXFFRITTE

HTTP B HF R AN Internet A AS[R] 75 =K
. FTP

* Gopher

« HTTP

« HTTPS

« WAIS

HTTP RIEH L H gkeA

LT & HTTP RHAERY get 15 K ic s i i th A A,

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.

Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client

9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for O bytes.

Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
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using NT authentication from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated

for HTTP Server using NT from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gsplash.gif HTTP/1.1"
for 211 bytes.

Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gmast.gif HTTP/1.1"
for 211 bytes.

JCSRTE SN T

+ ICA2099i - fit7x—4> 407 &[SI H PR & DIESREUE 3K 04,
TN U SR 5 X P R — BB IE, S B R P AR IR A AT A

*+ ICA2140i - XTI/ fred, IEALE.

IIEFERRICRI Web BT b 19 8RN A A,

FTP

1. M FTP RHELIBE kKGN, GFRATEHE T ftp_gw.domain.net.com 1E KB K
1 FHL4).

ftp ftp_gw.domain.net.com

FRBE R 55 454 1R m] 25 1) P 44
login:
2. NSEHY P BAE Rl I K s AR
login: jane_doe
IR 55 S 1 S SR ) P A R A D)7 K G T8 52 AT 7 SR I A5 B (520 B
Bom it s PRt IBM Firewallil), iEZ&REEZZ0 0 1D GF 5k 1) 3154 %
FH P o] i A3 AR 55 25 AR AR UG R 45 .
EEARENAEE, RIS & 2R —1 FTP & s.
ftp>

il quote Ml site FTP #ir4 3k 5AMEF L%

ftp> quote site forhost.network.outside.com

SRESEMLBLR IR A A0 04, AT @RS, SR AR — NS EE AW FTP 2
By K K5 E’JH?F@?FHDAETTI_JH’JFHF%%HD/\

BRI B Iy 60 RO % PRARBLAY B B (O 7200 A, L i B T,
WS REEAZIY ¢ 5% FTP Fl Telnet {CHIch (I (4 |
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ERR FTP

SRl By KGR E M ftp. ARG ZE SR IAIE, PR s AR A

SCRBTKEERE A, UARVRE N b By s 2 207 K A2 277, kB

TAE, e E e e B % P AR e AR Lt e,

1. fEA ftp VilnlBy Kk EHL (FATHME T ftp_gw.domain.net.com fE s KI&HI T
%.)

ftp ftp_gw.domain.net.com
2. AREAR 55 A K e S0 L 42
USER:
3. FEAR LM S AL P 4
USER: username@remote_site_host_name
4. RJE Bis EMERRETE E— AR username 19114,
password:

5 HADOA,

SR A ERA RN 60 AP s R ACER A B BN (L 7200 FP(HI/INRF), B2 SRR A4S
W, 5% BRI i ETP I Telnet {1 ik i BUL{E 1]

Telnet

i telnet ARG R 2By KA S5 . Enl 6 £V L Internet HiLhiE, A5,
FEGMEIEARIVGEG, W AR A B5 telnet 448 % 2 S AR 0L fan, B3k
1A telnet A% M Z5 IEHT teTnet_gw SEALAA AR KA U [l R AT e 2 H B3,
forhost.network.outside.com,
1. ERENEE, A telnet o] B k&% F 0L, (FKATEE A telnet_gw.domain.net.com
VE ] b5 K B F 4044, )

telnet telnet_gw.domain.net.com
2. ACH R 5 A K3 o) 59 P 44

login:
3. H B TP KSR P 44

login: jane_doe

M 55 2R AR T B SR %) T 2 0 A BT K B s T 346 22 IR IIE 7 R I IE R 1y (521
&ﬁmu%ﬂmw) S cGE | RS
e P AT 3 A A R 5 AR AR AR R 15 B

UG EAE(E ] oneact #h3%, it IBM Firewall fLH telnet ¥5 RARF, A S
2L By kB,

TR IEMH oneactshie, MIFEBAFINIEE, IR S84 BoR:

ENTER DESIRED HOST:

A

telnet forhost.network.outside.com
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SRESEMLIIAETR EML LR C M I R0 4, BT REA R T EAER) KOs AR
e 55 £ R A AT E 4

B G I 60 FYTIZ A UL BRI (0 7200 B, BERCC b4 R (i,
it 2 HIBRBTLY Bk ETP 1 Telnet LB i RHE L,

1ERR Telnet

TR By KR EIH telnet B B AR TG EE0 KA, PRIt s ALY P
& SCA BT KBS AEL . A Ar B A R B K B A 1 — I R R A — 3.
EE A AR, WAZ0FE 2 4 P SR T B % 7 A T Al b e
1. A telnet 15Ia] By St EHL. (FATHGEA ftp_gw.domain.net.com 1ENFHL4. )
telnet telnet_gw.domain.net.com
2. AR 55 A K 3 o) 51 F P 44
Login:
3. 1EAR LM 45 A P 44
Login@remote_host
HMEREVLMIR R P A0 4, FOVEHEIR EAL L2 C B, AT REAR T &7
By K S ACBR AR 55 e LT R P A0 4

EOR A BE I (H o 60 B =S R AU A B (H o 7200 £b,  EH A I,
WS MEERTM Y [ 735 FTP Hl Telnet 42 HHrp At B¢ 4 |

EZ FTP F1 Telnet KRIBAEYBRHE

FTP #1 Telnet # A 5 s =S IR A7 Fr AR, FicBRAE(E, A28 A1 P AR 4 60
o2 AR — G sh. Xt FTERY loginTimeout

— BRI 5E 8 %, W4 7200 0 2 /0FE 2 A — UG shali b R &0,
B AE ROOTDIR\config Hog FAIE: fwTimeout.cfg SCAFFDARD Ay B 48 e 8 1

I {EOR B S X SE R (. fwTimeout.cfg SCUPFRAFAIHS .

telnet
proxyTimeout=7200
loginTimeout=60

ftp

proxyTimeout=7200
loginTimeout=60
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AR U SCBL A B R IC ok, BB A E R BER, A — A E R,

A E A EE, 1BM Firewall W40 & WA b T 78E R SELAE B0 T A% 2Bl k55 H
BHEE, — BB BBIEEA, B s DB ok e B 6 B 4 5 1 07 R — A
.

H{EE X
— A EE AR BRI S5 - RTERR et (argh) , BT EdE (R e 1
¥, Wi B EIF A ERG R, H RIS nT DL 5 P b2 5 i 5 (i
NI EE
2. ME—FEMF ID AIERK
3. MAE—H5E EHL L= A B A UE 2R K
4. HiEH M5 BARICH TR AL

i FABC S & R ol A A AT AT B B A 0 R, AT AT [ (R A STV 1 B SRR
HZH IBM Firewall Ui4E,

=

ERER

MIRENHE - FER, 1BM B KR AN ERG R, ERGERAE R A T
TR 2 B A — il
1. HESCHF R I
o FIH alert HEUH, %M@ i &% P siar 21T R TIL S,
o FER; ki H &
2. ¥ e-mail {5 B &L P A%
3. [ FECE S, 1S REEQATT A 1 S A 0 S e
4. PAT D E XA, RVERG BAERS — 124
AR B s il R B E A R B B

ICAQO0Le: ALERT -- 20 AIEZLIL,

ICAO002e: ALERT -- 10 #8Z%JH PRI,

ICA0O03e: ALERT -- 15 >kH EHL 56.67.78.89 MJINIERIK
ICAGQ04e: ALERT -- #4 3 A HZETMM Tag ICA1234e

KA H & AL A EAR R A5 B ML

ERAREEFEFEERTEASR

AR e B P 2 7 R P Ok C S H AR &, AT B R ) AR v e
BREHE, B SCERERUE A, il B RS EE.

MBEBAREEETESEES, QrTRIAS I, a5 E 2 X

© Copyright IBM Corp. 1994, 1998 89



AN H S E R

B E{EENX

i Bk = ELRE X

R E L, TN BE MM EEEEXGE R @I T, HHER
HEBMRIIEE. WS FFE:
1. AR AR S ok R T B R vh e PR B2, 24
o I E S
© PuTa A
o AN FPAUE 2R W
o DAIE 2R 0B K o 1
o A EMLAUE SR K {E
5 EEE
2. OOREEBERR I BIRA g ARE A, AR IR, AT DLE AR
RIE S
JIT A 35 80 (L 79 15 JE 4 325 8 7 T F T R A i
3. WREHEFEMHRANRA y: PAT@ 4, HES s 4.
HEEM R RATZ S, FHE A EIREBE N ENE 28 B RUUE L —
AT AR,
4, R GEREBER R RIS (5 R, EHEE —-AME RIS, BRE—-AEEERL
IBM Firewall HEfEEH R MERRIC.
5. WIRMEEFE THEZEPH—A, EHEEE AU 7.
130 {1 V50 A R A8 A IS TR P 70V 2R I 4 9 e e
6. WISRELEHRE THEZRR I —A, THHES B B
(5] B IS [R] 2 4R B B RO AR — S0 DUk 4 B L
7. IR T BES AN, B R U ke 2 B AR T AR S AL .
8. G M TN,
9. HIA.

B R (A X, A B R MBS B TR i AE P e A R 0 H TR,
B AR XEE,
. A S AT R (T R R o
5] {1 V1 250 (R G S F 1] PR 2R PR AR A5 L A R A, S (e 2 8 B o R R AR —
DUk L
2. H A,

MR 19 e E S, 38 AR B R M AL AR BB X T E P e M R 0 0 R e RR. s
FOR XM BR B EAT 00N, B drE DIWRIA. TR BR R A TR A H S ST A
Br. EACGERMIBRE .
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S HEALIE F 32 #

2B K LA AR AEARE, 1) B BT A SN R A AR L TR RS T B, B E T
WEHLE AR, W Z A E A =AF UL,

1 @l - AR I B A PR AR AIER, B LG A B A,
Vern 4 th AR OB FEOE R A & 7 0. 8 8 L LSO — T, 315
% i BEOZUTAY 1 da e B LIy 3 e SR VAL PRI T2 5 .

2. SEAFA AL - eI 85 2 B0 R S — B M A A, L0
o4 — B S G B (3 A R, RS I B AT 2 RDEAE R 2 —, B
LA FR A LA A, %2 ROy a1,
WS 55 25 ) BTk e B o 26 25 A LR P 0, 5 9 45 7 52
WORE, B4 A U e D A T T TR A M 5
B

3. IR T - {EdE B AR 2 B, AR i 4 A 2
R B SOHE A T LG 0 TRV B L, T 1L 0 o i
. AL P T S LA 2 0 91 HMT%%Mﬁ“mLﬁﬁﬁm
SR R AR A et AT e b A 8 A X9 1
2 (RO M AT ],

i I1BM Firewall SCRFSHIFHLIE (S SCRFSCRFRY Tele-AlphaNumericis (TAP)E 7 Hr.

] 32 ¢ MR 38 5 22 R e ol 8 =

A AR 2> m) R P SRR & — AR 2 AR SRS R 2 8. W] LIS I e |
70%LﬁﬁTzﬁﬂﬁﬂ%ﬂ%%ﬁvﬂZ%Mﬁﬁﬁﬁﬁ

s 253 EES I E S FNESSNE P S S iR N2 ST
o WEREER AWM. BRAME ALK E

AEAE S E A A5 2 /) 2 HT, AR 2wl il R TAP R,
FIEHUCHD A B TR A R 2 . e TE

* IBM MOD 448 14400 bps

* IBM 5853 2400 bps

* IBM 7852 28800 bps

* IBM 7855 2400 bps

* Generic Hayes compatible

* US Robotics Courier 9600 bps

e Zoom V.34

ﬁllk
5

fic & 3 FFHLE R FF

TP B IR AL & iy 4 5 i SO RIZESr 0 £ 2> ] S ]l gt o i 1. TSR AE
AT IPAL, A8 AL H 5 AL Ao 20 8 P 3P AL 80 R T S 1) S IR B

JEBIHT, BT B A A R A S, SRPAL 1D ORI AYAE 5 2 w1
WS

H1am WMpi AsieE 91



HCE SIPYLE A SR, AECEZ RN e R, SO e A R DA
LA, EERERE. bk EmLEITIE. I HFILIRE.

n % E il
B BFEFENIEER, Pk — Kl G A 7RG DUE 9w S S LG

t«m}u&

g

TEHIRE

EVAA DR prie —E'rﬂHJlleET A DA B — A A 4 S BB FIERLIZ B X I
HE, XA AHEHE SEEQ2B A 26 Hh AT 7R A HHEHE AL,

nj (Local) FEHEE E
& s oewnE
FILER
SHEHL D : 1111111

FEPlE=R = [222-2222

i AL S EH

L o Ilu'hilecu- iEFE
HERES - IGeneric Hayes compatible fr.7% = 3
V A | 2w 7 %

[&] 26. FIFHLEE

TE TR A A b A s PR,

1. AN 1D, EIE R A TR G AL — M PIN,

2. WAFWUEE, TR-AFHE, QAP ERENIEEL N RF 3T
Bl REERMTEE, WTFRECE IO, AU OA S, R EE A A
LB A 0 B LI R (5 B, A B . A
(). WG RE, TR AL,

3. HMEATE A AR, AR E GE AR, G S SRS A A EE A
VEAE, 372 OO A I/ T L] T L I 2 TS

4 WIS 55, IERULE LA, 5SS
SEWITIE. i O AT L] i A B A A
1.
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5. HLG A
B E Hl

LR P FIFIIZEN, KSR A

iy 4 i B A I ALBE B X .

1. e T B A SRR, DU SO AT 9 E il d A 7 LRI fEL

2. B,

ik 4 < E il

1. T DU i B g O G RR, R MR T PFE (5 22 B E XA HE s T IEAL

i) T B R B X HE P A IO
B S BRI M BR A AT B A

2. Flr R LUAR A BR B0 SRR LUK (8] TR i B X R AE,
AR A R HIATAE, IR FIPAILIE HI SRR A RE RIS S,

MFFHUZEX IHE, 3 il FAF AT B, R, Gok 5 SERa3m Ay

BZ i ot i A KA 1 SREE S A BB IR X AE.

B wow BRI

Nl T

G EEEEEE [ERE RS [BiE S
By - : |
% Mobilecorm 1-800-946-4644 1200 even 7 Sl
% FPagenet 1-800-720-8398 1200 EvEn T 1
¥ Skytel 1-800-758- G366 1200 even 7 1 B e |

| |
v EA | S B € B 7 #EB |

[K127. Wi {5 23 ] B 2R

AM—EEAT

IR =i AR, i NFEERER REEN ISR R, DT,

TEIE 24 1A 7 B A sl (A
1. AEFAR AR, B LR AR 45,
R AR EBRI(EE.

FUBLIRME — i EL W] oy S AR B — 50l

2. HABAE A A RS, 125 09X O AR 2 w5 — R AR R & LS S
i, AR & SISO E S (5, € AU 5O ol 7 B S L3 o
DX ] R 9 L 4 LE 0 1 0 o R e 50, 0 R L A 2 PR R 55 R SRR AL 8 A R B

L.
3. Hi A TAP WA
4. AR AR VFRASR A .

HALVFiZE.
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© © N o O

10. A,
EYEEAR

1. WNFMEERREEXE PR GG A, T

2. 2B i mlE ] 1]

HRREE M, %7 Bof s A

3. UATHIEEM E L.
4. A,

il SE VNG

1. \NFMEEAREEXIE P A MRl E 2w, A dimiEg.

2. A2 BORGXHM R RAEUEATHIIN, AR LA,

S B A AROR AR AR BB A T, WA GEE AR, BT
WAL S

ifE) il e = T T

i N TR F LR B R AR B K B BT I e Z B
B AR, BT LI AR AR (Y,
XA B F By Even, Odd m None,
VPR B O, By 7 5L 8.

PERE B I 1k By 1 51 2

IR B R B i, d (52 /] AR

D ) A R T TR 5 e A P R A AR O e AR DG AR RN ST R 9 A o) o
B E SEE AT B, (SRR AR VR H AR R & A 10 Hayes W] 7 I i AR

o

MEREHIBBXIENE, % F RS 2R TR, Rk
BEL28 7 7% X 175 HE AR (01 1) S P 78 s 7 ) B B8R X 5 A

et 195 SEEeAm i

B wow) FmilAsisABEe

7 e AR E RSN
|S§i |1§ﬂl‘3{l’. |9‘I~&

% <

&% Genetic Hayes compatible YOETH4END ]
&= |BMMOD 442 14400 EFWVOETX4EMNO ]
&= |BM 5853 2400 hps S11=7050=0E1C1F1HOMT QY11 ]
@ |BM 7852 28300 hps VIET<4&ND 9
&% |BM 7855 2400 hps &F1511=7080=0E1HOQIV 1 EDMOC T QMRD ]
&= USRobotics Courier 8600 hps GFAD2ECT &B1XMA QOST=70 ]
& USRobotics Sportster 14400 bps EFEDZECT &SN Q0ST=70 4
& Foom V.34 WOETH4E&ND ]

4 | |

v A | $ms | ¢ ma L

& 7.

...

Wil

O W

[&] 28. IR 7 ) i o 5
i FIZRTIEHE, ST UGS AN, 58 oSl 5 25 A A [ ) 80 o e ] k..
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A INE AR A 28

VR AT R R 5 R S, SRR SRR S A S D R R, e

EATF. (RSB TR, 75 AT B A SR

1 AR SRR, TR A%, B A SRR — ) Lk
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