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Ä1¹ ¶Ð IBM Firewall

IBM eNetwork FirewallO AIX Î Windows NT** º⌠⌠wþÊ{íC b»ΦWA¾⌡

≡O¶≤wþºíMÎ⌠⌠ÎΣL]DwþÊ^⌠⌠Î Internetºíº@DÊΩC¾⌡≡º

Øºb≤×Kú²nºÎ¼gÂvºqHiXwþÊ⌠⌠C¾⌡≡ºu@³TG

v Fµ InternetwþÊªñ

v ²zÛvº⌠⌠ÏÎÌÏÎÓÛ~í⌠⌠ºÂvΩ½AÓú²δ¹z⌠⌠ºΩÆMΣL

Ω½ºwþÊC

v N¼ÂvºÏÎÌÆúbzº⌠⌠º~C

¾⌡≡ºÀ

Internetº⌠NsqÊ|úÍ\hwþÝDCz²·O@ÛvºMÎΩÆA]²·O@Ûv

MÎ⌠⌠ºº≈¹súAHKQ~ÉÝÎCnF¿oÓO@ºÄ@BJNO¡εMÎ⌠⌠

suÜ InternetºsµIÆØCØ³zb[cñ²MÎ⌠⌠uzL@ÓhDsuÜ InternetA

oËzNiH±εiX InternetºΩÆÇΘCÚÌÙoØhD°¾⌡≡C

nAÑ¾⌡≡p≤B@ÉAÐÒ{oÓdÒCQ³zn±Þ@ÉØv½ºHûiJCØv

½ºjUOß@JfCbjUñAÑµÝHûtdµÝiJ¹Øv½ºXÈAOþHû|

Ê°oÇXÈABßv≈|²ULÌºÊ@AXÈº¡≈hgÑÑOÒ\¬≈²ÒC

∩≤p³Øv½ºùT±εÓÑAoÇúOD`nº¹IC²pG³DÂvÌ⌠LjUA

hÚ»LqO@¹Øv½Kⁿ¹Hº}a|ÊCúLAunpGÊþ¹Hº@|@ÊAK

α»ú⌠≤iÃµ°C

wq¾⌡≡ªñÉAziα|{°un²εÒ³iα|∩Õ´y¿M`ºÆ½iJAΣl

NiHú²ÞFCúLA]°IJΦkΘsδºAz²·w²]Qp≤¾εJIAN³e

zØv½ºÒl@ËAz²·Êþ¾m¹IO_X{Dⁿ}aºpⁿC@δÓÑAnq⌠

Jl`ñ_ìÒIXºNùA·WLÆ²ºw¾C

IBM Firewall uπ

IBM Firewall N³OØmUØ¾⌡≡[cºuπc@ËA@¹∩w²cÎwþªñºßAz

Nwg∩ÜF²nº IBM Firewall uπC IBM Firewall [cqÝ¸úÑΦKºÏÎÏÎ

Ì¶±HÑÞzºÎC IBM Firewall úÑÒ³½nÆ≤ºεXOⁿApÞzÜ≤HÎ}a

wþºÁÕC

]° IBM Firewall ΩΦWO@Ó IP hDAÒHªNπÓ⌠ÒÀÎ¿ΓÓHWº⌠⌠G@

ÎÆÓDwþÊ⌠⌠HÎ@ÎÆÓwþ⌠⌠C ÒpADwþÊ⌠⌠O InternetCwþ⌠⌠q

`O½qº IP ⌠⌠CIBM Firewall ÒúÑºuπ]AG
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v MÎLo¹

v Proxy °A¹

v Socks°A¹

v SwºAÈ{íA³OΓìWÙAÈ{í (DNS) M SafeMail

MÎLo¹

MÎLo¹OÚÚhÓ≥Ç (³OÉíBIP ì}Îl⌠⌠) ÓËdÑq@~h¸WºÊ]º

uπC LoWhP IP hD\α@_B@A]¹≈¹²·³ΓÓÎHWº⌠⌠¶±AÀOì

≤U IP ⌠⌠Îl⌠⌠ñCΣñ@Õ¶±|Åi°DwþÊAÓOÕ¶±h|Åi°wþC

Lo¹|boΓÕ¶±ºíB@ApÄ2¶ºÏ 1 ÒÜC

MÎLo¹º@Î

MÎLoBzúÑF¾⌡≡º≥»O@≈εCLo¹i²zÚÚ IP Ñq@~úÓÓMwq

L¾⌡≡ºΩÆÇΘAÇ¹O@wþ⌠⌠úⁿ~ÓÂÙAÒp½ËO_³wþ°A¹Î IP

ì}ºÛFµ°CNLo≈αϕ¿ØcΣªuπº≥ªC

Proxy °A¹

ú³LoBzu|ËdÊ]ºÇ¼A proxy °A¹úÈO¾⌡≡í≈º³Î{íAÓB|N

ϕ⌠⌠ÏÎÌ⌡µSwº TCP/IP \αCÓÏÎÌ|s¸ÏÎΣñ@Ó TCP/IP ³Î{í

(TelnetÎ FTP) º proxy °A¹Cproxy °A¹|NϕÏÎÌP·ÝDqús¸A]¹b

∩~íÏÎÌ⌠Ã⌠⌠²cÉ|±εsúvC Ä3¶ºÏ 2 íúI_ÓÛ~íÏÎÌºnD

º proxy Telnet°A¹C

Ï 1. π³MÎLoBzº¾⌡≡
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iÎº proxy AÈ{í° telnetBFTPBHTTPB WAISBGOPHERBHTTPSÎ SafeMailC

IBM Firewall proxy °A¹iHÏÎUØº²ÒΦkÓ²ÒÏÎÌCÏÎÌib Internetñ

sú³ÎΩTAÓúP≤MÎºí⌠⌠ºwþC

Proxy °A¹ºØÐ

zL Proxy °A¹sµºßA|b¾⌡≡ñ_ TCP/IP suAÓεÖMÎwþ⌠⌠ºiα

ÊCÏÎÌiα]ÝnÏÎΣñ@Ø²ÒΦkÓ²ÒÛvC

Proxy°A¹º@ÓDnuINO|⌠Ãì}CÒ³≈≡ proxy suú|ÏÎ¾⌡≡ì}C

Proxy°A¹ºt@ÓuINOwþC IBM MawπooÇ proxy °A¹AÓ¾ÃqÝ¸

≈¹WºwþzIC

Proxy°A¹ºt@ÓuIb≤qÝ¸≈¹WúÝSϕ©»ºqÝ¸{íC]¹A@¹wË

n Firewall ºßA Firewall ÒO²ºC@ÓÏÎÌúαsúDwþÊ⌠⌠AÓú²wË⌠

≤ΣªºnΘC

Socks °A¹

SocksOq⌠hDºÐÇAªúÝn³ÇÎ proxy °A¹ºB~⌡µÉíANi⌠Ãì}C

Socks°A¹P Proxy°A¹ÛⁿAΣÑq@~ú|b¾⌡≡ñ_CªÌºíºúPb≤A

socksiΣ©Ò³º³Î{íAÓú³C@Ó³Î{íúÝnß@º proxyCπMaASocks

qÝ¸|Î IBM Firewall DqúWº Windows NT SocksAÈ{íÓÒÊÑq@~AM

ß|τÒO_¹\Ó½ì}ÎÏÎÌ ID ØßsµìDwþÊ⌠⌠ºsuAºßAØßÄG

ÓÑq@~C Ä4¶ºÏ 3 HÏÜíúπ³ Socks°A¹º¾⌡≡C

Ï 2. π³ Proxy °A¹º¾⌡≡
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Üh³Î{íú³ SocksÆºqÝ¸ (¾D SocksºqÝ¸)AÒp Netscape Navigator**

Î Microsoft** Internet ExplorerFÎOzL TCP/IP nΘº³Î{íAp Aventail**

AutoSocks**C

Socks °A¹º@Î

N≈≡ºÑq@~ÓÑ (qwþqÝ¸≈}ÜDwþ°A¹)A Socks°A¹P Proxy°A

¹º@ÎÛPAYñ_¾⌡≡WºÑq@~AÃBúÑwþùAÏÎÌ²·ÒúΣ¡≈~

αqL¹wþùC o∩ÏÎÌÓÑD`²µAB~ºÞzu@úhC

ΓìWÙAÈ{í

súwþ⌠⌠ºΓìWÙO²∩IJÌ³Üjº°UA]°ª|úÑ@≈iIJºDqú

MµCÓQ}aºΓìWÙAÈ{í°A¹]|úÑsú⌠|Cq~í⌠⌠ñA¾⌡≡W

ºWÙ°A¹u¾DªÛvAÓB´ú|¬Sºí IP ⌠⌠ºΩTCqºí⌠⌠ñA¹WÙ

°A¹¾D Internet⌠⌠AÏÎ≈¹WÙsú InternetW⌠≤≈¹ÉAWÙ°A¹OD`n

ÎºC

DNS °A¹º@Î

⌡µ¾⌡≡Wº DNS °A¹π³HUΓµuIG¾εWÙÑRnDqL¾⌡≡AHÎbD

wþÊ⌠Òñ⌠Ãwþ⌠⌠DqúC

SafeMail

l≤OÕ´Qnsú InternetºD]º@C SafeMailO@Ø]pÓ⌠Ãzºí⌠⌠ºΓì

WÙº IBM l≤hDC SafeMail\αú|Nl≤xsbhDWA]ú|b root ÏÎÌ ID

U⌡µC¾⌡≡hD½ÎΓìWÙ|úNeXl≤WºMÎΓìWÙA]¹Al≤|πÜ

°q¾⌡≡ºì}eJAÓDÏÎÌºì}C SafeMail Σ©u²÷l≤ÇeqT≤wv

(SMTP) Îuh\α Internetl≤ÆÉWv(MIME)C

Ï 3. π³ Socks°A¹º¾⌡≡
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ÏÎ⌠⌠wþfÖ{í

u⌠⌠wþfÖ{ív|½Ë⌠⌠O_³wþ|}Î[cù~Cu⌠⌠wþfÖ{ív|

½Ë°A¹M¾⌡≡O_³ÝDÎzIAp}±ísµ≡MΣªnSÝDAMßs¶@Ó

CÜ²zα≈≤¿ÝDCu⌠⌠wþfÖ{íviÎ@½nDqúºwÁ½Ë¹AÎ@°

µ¸ΩT¼°uπCu⌠⌠wþfÖ{ívºÞz|zL÷≤ÏÎºROµ¶±¹¿C³

Fu⌠⌠wþfÖ{ívAiHÏ¾⌡≡ûùµÙC

u⌠⌠wþfÖ{ívºSÊ]tG

v ½y TCP M UDP sµ≡

v δÑbDÐÇsµ≡ñº°A¹

v °iMIAÈ{íBw¾ºzIBw@oº°A¹©»AHÎHÏÛµ]w¸xªñº

°A¹ÎAÈ{íC

v H HTML µíúÍ°iHΦKs²
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Ä2¹ Wº

}l[c IBM Firewall ºeAÐÏÎÖ∩CÜÎWºu@MµAÓ≤UzAÑ⌠⌠[cC

WºÖ∩CÜ

1. wqØºC ÐÝznG

v sú Internet (telnetBÎW FTP ÑÑ)?

v ÀÎºí⌠⌠H

v úÑ~ísúv¹⌠⌠ÜH

2. û⌠ IP l⌠⌠h¸Wº⌠⌠ÝδC

v @Ówþ¶±M@ÓDwþ¶±w¿Ta[cÜH

v zºì}α≈Σ©Whñºl⌠⌠BnH

3. Mwnp≤ÏÎ DNSC ÐÑ\Ä31¶ºyÄ6¹ BzΓìWÙAÈ{ízC

4. Mwnp≤ÏÎ safemailCÐÑ\Ä41¶ºyÄ7¹ SafeMailzC

5. pGnÏÎ socksAÐTwwwËÏÎ socksÆºqÝ¸A³O Netscape NavigatorÎ

Microsoft s²¹C÷≤ÏÎ SocksºΩTAÐÑ\Ä73¶ºyÄ11¹ [c Socks°A

¹zC

6. Ýn≤Øþ¼º²ÒOH

v pGnÏÎ Security Dynamics** ACE/Server**Ó²ÒÏÎÌAÐb¾⌡≡Dqúñ

wË ACE/ServerqÝ¸rXC Ø³zbwþ⌠⌠ººΣL@ÇDqúWAwË

ACE/Server°A¹rXC

÷≤wËMÏÎ Security Dynamics ACE/ServerHÎ SecurID** dºΩTAÐÑ\

Security Dynamics Technologies Inc.ÒúÑºΩTC

v pGnÏÎ AssureNet Pathways** SecureNetKey**dAÐb IBM Firewall º~µW

ÊRÓdC

v pGÏÎÛvº²ÒΦkAÐÑ\ IBM eNetwork FirewallÑÒΓU ñºuúÑÛv

º²ÒΦkv¹`C

v °F²ÒØºAz²·[cjMia Windows NTΓìº WindowsqÝ¸{íXA

ÓÏÎ TCP (ÓD NETBIOS)CN|±Î NETBIOSCiaº Windows NT°A¹²

·πÆ TCP/IPDqúWÙÎì}AÓBbªÌP¾⌡≡ºí²·πÆ TCP/IPsq

ÊC¾⌡≡ÞzÌÝnb¾⌡≡Piaº NT °A¹ºíØßsuAH¹\ªÌΓÓ

ºíºΩÆÇΘC

ÐÏÎUCw²wqºAÈ{íÓ]woÓsuG

a. Γì±ε¹º²Ò - iÏÎÏÎÌ²ÒºΓì±ε¹

b. NetBT WÙAÈ{ís½ - π\ NetBIOS over TCP/IPWÙAÈ{ís½

© Copyright IBM Corp. 1994, 1998 7



¹~AÐÏÎ Windows NT[c½Î{íAÓwqH⌠÷YC

7. YzÏÎLoAÐq²µºLoWh}lAÃÏªÌπ³¬×º¡εÊC⌠xzÒÝº

AÈ{íÒÏÎºsµ≡ÎqT≤wC

8. Mw@ØÎÓxsΘxÉºΦkCxsO Windows NT SchedulerAÈ{íñwÆ{u

@ºzQΦkC ÐÑ\Ä113¶ºyÄ15¹ ÞzΘxPOsÉzC

⌠⌠[cWºu@Mµ

±gUCΩTA@°Wº IBM Firewall [cº@í≈C

¾⌡≡ºDqúWÙ _________________________________________________________

wþ⌠⌠¶± (suìºíwþ⌠⌠)

IP ì} ________________________l⌠⌠Bn _________________________

IP ì} ________________________l⌠⌠Bn _________________________

IP ì} ________________________l⌠⌠Bn _________________________

IP ì} ________________________l⌠⌠Bn _________________________

Dwþ⌠⌠¶±]suìúiaºDwþ⌠⌠^

IP ì} ________________________l⌠⌠Bn ________________________

IP ì} ________________________l⌠⌠Bn ________________________

IP ì} ________________________l⌠⌠Bn ________________________

IP ì} ________________________l⌠⌠Bn ________________________

⌠Ñ¹WÙ _________________________________________________________

⌠Ñ¹ì} _______________________________________________________
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wþΓìWÙ _____________________________________________________

wþΓìWÙ°A¹ (DNS) º IP ì} ____________________________

DwþΓìWÙ°A¹ (DNS) º IP ì} ___________________________

wþl≤°A¹ ______________________________________________________

½ÎΓìWÙ ______________________________________________________

[cqÝ¸º IP ì} _________________________________________

·ÝqÝ¸º IP ì} _____________________________________________

Windows NT¾⌡≡ºÚØ² _____________________________________________

(bπ≈íúσ≤ñAÒÙΣ° ROOTDIR)

c:\winnt (ÚÌ²w Windows NTwËboÓØ²ñ)

Ä2¹ Wº 9
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Ä3¹ ]w[c°A¹Î[cqÝ¸

»¹NiDzp≤° IBM Firewall ]w[c°A¹Î[cqÝ¸]Σ°ÏÎÌÏÎ¶± -

GUI^C

]w[c°A¹

[c°A¹O[cqÝ¸P Firewall ºíº¶±C [c°A¹|BzÓÛ[cqÝ¸ºn

DCªb Firewall ≈¹W⌡µAÃBα≈Bz»ÝÎ·Ý≈¹Wº[cqÝ¸ºnDCun

zNª]wnAKiΓªϕ@ Firewall ≈¹º@í≈A

N T AÈ{íÉ (ì≤zwwË W i n d o w s @~tÎºØ²G

c:\winnt\system32\drivers\etc\services) ñwⁿw[c°A¹º≡¹C≡¹w]È°

1014A²OYznNªÜ≤AHW[ΣwþÊºÜAziH±εu[c°A¹AÈ{

ívAMß×∩AÈ{íÉ×AA½sÒÊ[c°A¹AÈ{íAYiÜ≤C

[c°A¹@}lº]wuµⁿ»Ý≈¹Wº[cqÝ¸ºnDC@}lºnDÃ¼[

KCYnÜ≤oÓ∩µAÐqROµÏÎ fwcfgsrv cmd=changeC

localonly=
ⁿwO_uαq»Ý≈¹Þz FirewallC

localonly=yes
[cuαb»Ý≈¹WiµF¹°w]ÈC

localonly=no
[cib⌠≤≈¹WiµC

encryption
ⁿÜ[c°A¹O_nzL secure socket layer (ssl)NÇJºΩÆ[KC

úÞzOÜ≤[K∩µÎ sslfileAú²·±ε[c°A¹AÈ{íAMßA½sÒ

ÊC

encryption=none
úiµ⌠≤[K@~F¹°w]ÈC

encryption=ssl
iµ SSL [K@~C

sslfile=
ⁿwnÎ S S L [Kº S S L KXΩÉ×WÙFw]È°

ROOTDIR\config\fwkey.kyrC ROOTDIR°zbiµwË@~ÉAÒ∩wº IBM

Firewall ØÐìmØ²Cp≤ØßKXΩÉ×ºÛ÷ΩTAÐÑ\ IBM eNetwork

Firewall ÑÒΓUC

© Copyright IBM Corp. 1994, 1998 11



pG[cqÝ¸LkPu¾⌡≡v≈¹suAÓBObΣL≈¹WºÜAÐÎ fwcfgsrv

cmd=list ÓËdO_w]w localonly=noCt~AqÝ¸ÒÏÎºyÑ]²·M°A¹Û

ÅC ÌßAÐ}ÒAÈ{íe±AÓT{[c°A¹O_B≤⌡µñº¼AC noËµ

ÉAÐ⌡ÜD±xAMß÷ΓUuAÈ{ívÏOAÓËdC@ÓAÈ{íº¼AC pGú

b⌡µñAh³Ó½sÒÊÓAÈ{íC

]w[cqÝ¸ (GUI)

ϕzwË IBM Firewall ÉA|ÛÊwË[cqÝ¸C [cqÝ¸τiÓOwËbS³

Firewall º⌠≤ Windows NT≈¹WAp¹i²z⌡µ·ÝÞzC ²ÒÊ[cqÝ¸³Î

{íAÐb IBM Firewall {ísÕñº[cqÝ¸ÏOW÷ΓUCϕ[cqÝ¸ÒÊÉA

z²·²ÏÎ Windows NTÞzÌbßAÓnJ FirewallC

u³Ö³AϕÞz²ÒºuWindows NTÞzÌvÎu¾⌡≡ÞzÌvA~iHÎu[cq

Ý¸vÓnJ FirewallC

¹¿ Firewall wËºßAÒ³º Windows NTÞzÌú|Qⁿw°Dnº¾⌡≡ÞzÌC

ziHÏÎu[cqÝ¸vÓnJÏÎDnº¾⌡≡ÞzÌºu[c°A¹vAY³²n

ºÜAÙiHwqΣL¾⌡≡ÞzÌºÏÎÌWÙC÷≤p≤ÏÎ[cqÝ¸AÓwq¾

⌡≡ÞzÌºΩTAÐÑ\Ä79¶ºyÄ12¹ Þz¾⌡≡ºÏÎÌzC

Yn°ûÖÎûCº≈¹]wnJOÉÈA÷@UuIBM Firewall [cqÝ¸vÏOAMß

÷@UºeAHÜ≤UCµØCÏÎ¶|ÐÒÓ×∩uºevCNÑÆ timeout Ü≤° 20A

Σñ 20 NϕÑÝsuX{ºϕÆCt×ûÖº≈¹i]° 10AÓt×ûCº≈¹h³Ï

Îw]ÈC

YnúÉ JAVA ±εxñúùΩTºh¸AÐ⌡µ ROOTDIR\cfgcli\gui ñº ibmfw.batA

ÓúOÏÎ[cqÝ¸ÏOCMÓAÐ`NIÒÎD±xOⁿ\αiα|°CÄαC

nJ[cqÝ¸

²nJ[cqÝ¸ (b»Ý≈¹Î·Ý≈¹W)AÐG

v ÏÎÌ²·O¾⌡≡ÞzÌ

v ¾⌡≡ÞzÌ²·π³wwqº²ÒpºCÐÑ\Ä84¶ºyÏÎÌ²ÒΦkzC

v ÏÎÌ²·³v⌡µSw[c\α

zL[cqÝ¸ÒÊ·Ý[c

YnzL[cqÝ¸ÒÊ·Ý[cAÐTwnnJºÞzÌπ³UCb Firewall ≈¹Wwq

ºÝÊG
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v pGÞzÌB≤⌠⌠ºwþÝABÏÎ Firewall ≈¹Wºwþ¶±AhÏÎÌ²·wÎw

þÞzºAϕ²ÒΦk[HwqC ]úi]¿þíÚ´)C¹¡ετAÎ≤qÏìnJ

FirewallC

v PËaAYÞzÌB≤DwþÝABÏÎ Firewall ≈¹WºDwþ¶±AhÏÎÌ²·w

ÎDwþÞzºAϕ²ÒΦk[HwqC ]úi]¿þíÚ´)C

Ò³ºÏÎÌÝÊúizL[cqÝ¸ñºu×∩ÏÎÌv∩ÜØÎÏÎ fwuser ROÓ]

wCwËnu¾⌡≡vºßAÒ³º¾⌡≡ÞzÌúNÖ³w¿T]wºWzÒ³µìC

Û÷ΩTAÐÑ\Ä79¶ºyÄ12¹ Þz¾⌡≡ºÏÎÌzC

·Ý[c°A¹ºOⁿΘXdÒ

HUO·Ý[c°A¹ºOⁿΘXdÒG

Feb 03 13:52:15 1998 mr16n18: ICA9005i: ¿bÒÊ·Ý[c°A¹C

Feb 03 13:52:21 1998 mr16n18: ICA2024i: ÏÎÌÞzÌw¶QaqwþÊ⌠⌠G
127.0.0AÏÎ NT ²ÒΦkÓ²ÒC
Feb 03 13:52:21 1998 mr16n18: ICA2169i: ÏÎÌÞzÌw¶QaqwþÊ⌠⌠G
127.0.0.1AÏÎ NT Ó°u·ÝÞz°A¹v²ÒC

Ä3¹ ]w[c°A¹Î[cqÝ¸ 13



14 IBM eNetwork Firewall for Windows NT:ÏÎⁿn



Ä4¹ ÏÎ[cqÝ¸

ÏÎÌÏÎ¶±º[cqÝ¸OÎÓ[cÎÞz IBM FirewallC

YzOÄ@¸wË IBM FirewallAª@}lº]wOuµⁿ»Ý≈¹Wº[cqÝ¸ºn

DCúLAziHbΣª≈¹WwË[cqÝ¸AÃq·ÝÞz FirewallCp≤µºÛ÷Ω

TAÐÑ\Ä11¶ºy]w[c°A¹zC

YnN[cqÝ¸]w°HzSwºyÑ⌠ÒÓÒÊA÷@UuIBM Firewall [cqÝ¸v

ÏOAMß÷@UºeAHÜ≤UCµØCÏÎ¶|ÐÒÓ×∩uºevCbw]º¼p

UA|ÏÎDqú≈¹ºyÑ⌠ÒC IBM Firewall Σ©UCyÑ⌠ÒG

v en_US -ⁿy

v ja_JP -Θy PC

v ko_KR - úy

v zh_CN -²Θñσ EUC

v zh_TW - cΘñσ (Big 5)

v fr_FR - ky

v it_IT - qjQσ

v pt_BR - ÚΦ²σúy

v es_ES -ΦZúy PC

ÏÎ[cqÝ¸ÝnÎìÆ½C

Ñí÷sba±[cqÝ¸De±»ÝBC÷@UÑíAYiúo⌠@\αºÛ÷ΩTC

p≤nJ[cqÝ¸

1. bunJþ¼vñApGzOb¾⌡≡º≈¹WAÐ∩úu»ÝvCu»Ýv°w]

ÈCGzniµ·Ýsút@Ó FirewallAÐ∩úu·ÝvA Y∩úu·ÝvAÝnΘ

JDqúWÙC

2. Yz∩Üu·ÝvnJAhÝΘJzÒnnJº¾⌡≡≈¹º IP ì}ÎDqúWÙC

3. ÚÚu¾⌡≡vÒÏÎº[KA∩ú SSLÎLCbuqÝ¸voÓ∩µUAu»Ývº

w]È°uLvAu·Ývºw]È° SSLC

4. ΘJ¾⌡≡ÞzÌÎ Windows NTÞzÌºÏÎÌWÙC

5. ΘJ°A¹iµÉÑº≡¹Aw]ÈO 1014C

6. buÒAv∩µUApGzQ[cznJº Windows NT ¾⌡≡≈¹AÐ∩úuDq

úvCÞzÌiHzLDqúÞzHÏìÎ·ÝΦí@¸≤s@Ó FirewallC° AIX ¾

⌡≡ºu°~¾⌡≡Þzv(EFM) Þz∩úu°~vC
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7. nJºßAz|Ýì²ÒTºApGoOzÏÎÌWÙº²ÒΦk]wAiα|X{ú

ÜAnDzΘJqµXCpG³úÜnDzΘJqµXAÐbuÏÎÌ^³vµìñΘ

JzºqµXAMß÷U EnterΣÎ÷@UuúµvCpGzΘJºqµXù~AN|

¼ì@hTºAÐ÷@Uu÷¼vß½sÒÊnJBzCpGS³úÜzΘJqµXA

hzºÏÎÌ²ÒΦkiαOuþí¹\vCb¹íÎUAzNßYÝì IBM Firewall

[cqÝ¸e±C

8. b¶Q¹¿²ÒºßAN|ÝìDn[ce±C

É²≡¼²c

[cqÝ¸¬¼³@Ói¼Xº≡¼É²²UuπApÄ17¶ºÏ 5 ñÒÜC

Ï 4. [cqÝ¸nJe±
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pG`IÎ\αU±³µØAhÉ×ΩÆ¿ÏO|X{b`I¬¼CYndÝ¸\αAz

iHs÷ΓUÓÏOÓi}Ë°e±CAs÷ΓUÓÏOAYi¼X¹`IºË°e±A

^ìì²ºË°e±ñC

z÷@Uº\αú°°w∩úº\αAÓB|jÕΦíπÜCziHi}Î¼X`IAÓ

k¼º°íË°e±ú|³⌠≤Ü≤Cϕi}º≡¼²cWXiÎº½½ÅíÉA²bY

X{bÉ²≡¼²ckΦFpG³⌠≤\αWÙ¼α¹ππÜ≤É²≡¼²cñAhX{

⌠¡²bC

De±Wº@δ\α

z|bµÜπÜe±WΦÝìUCTÓ÷sApÄ17¶ºÏ 5 ÒÜG

Ï 5. [cqÝ¸É²≡¼²c
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Ñí Ñí÷sba±[cqÝ¸De±»ÝBC÷@UÑíAidÝÒÊÎ⌡µ IBM

FirewallºBJíúC

ÏÎⁿn

ÏÎⁿn÷sba±[cqÝ¸De±»ÝC÷@UÏÎⁿnAidÝ¹uWX

©~C

ÑÒΓU

ÑÒΓU÷sba±[cqÝ¸De±»ÝC÷@UÑÒΓUAYidÝ¹uW

X©~C

z|bDe±WÝìΣªº÷s°G

Ìs Ìs÷sì≤[cqÝ¸De±³ÝC÷@UÌsAidÝÌ±ºµÜC

nX/nJ
nX/nJ ÷sì≤[cqÝ¸kWñCªO@Ó½ssµ÷sCzi½sÒÊn
J¶ÇAHsµúPºu¾⌡≡vÎnJ°úPºÞzÌC

YnnXAÐ÷@UunXvA÷@UnJe±Wºuú°vAMß÷¼³Î{

íC

ΘxË°¹

ΘxË°¹÷sì≤[cqÝ¸kUñAªi²zs²¾⌡≡ΘxC

e@Ó e@Ó÷sì≤[cqÝ¸De±³ÝC÷@Ue@ÓAidÝ²eºµÜC

µÜπÜe±

ziHË°ÑutÎΘxÊþ{ív(bDn[cqÝ¸°íkUΦ) ÒúÍºµÜO²Ap

Ä19¶ºÏ 6 ÒÜC

ÒπÜºuµÜO²vO ROOTDIR\config\syslog.conf É×ñÒwqºÄ@ÓµÜΘx≈

αÒÑOºÉ×C pGS³wqµÜΘx≈αAzN|ÝìÅÕºπÜe±C³÷wqµÜ

Θx≈αºÑíAÐÑ\Ä114¶ºysWΘx≈αzC

¹e±πÜµÜÉºWÙÎØeÒπÜºÓÉ×µ¹CziH÷@UÌsºÓdÝÌ±º

µÜF÷@U²eºAi²zdÝ²eºµÜC

X{ºC@µ|πÜµÜºΘÁPÉíBoÍµÜº¾⌡≡ºDqúWÙBµÜTºÐÒ

ÎµÜTºσrCÐÒiⁿXµÜºþ¼C
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ΘxË°¹

÷@UΘxË°¹AYX{ΘxË°¹°íApÄ20¶ºÏ 7 ÒÜC ΘxË°¹i²zË

°¾⌡≡ΘxO²CziHⁿwΘxÉÎO²ºÆØ (w]ÈO 25)C

w]Θx° ROOTDIR\config\syslog.conf ñÒwqºÄ@Ó¾⌡≡Θx≈αÒÑOºÉ×C

ziHqÉWµìºUÔ\αϕñA∩ú@ÓúPºØÐΘxÉAÎΣJnË°ºÉ×W

ÙC

²nDSwº}lµÆAbu}lµ¹vÇΣºµìñΘJµ¹ºßAA÷@U}lµ

¹GC²nDÌßºrµAh÷@U³ÝCU@Ói²zeiìÉ×ñºU@ÕrµCW

@Ói²zh^ìÉ×ñºe@ÕrµC»Ý|azìÉ×º»ÝCYz÷ YesAzNiH
∩ÜN¾⌡≡Θxi}°i¬úºσrC

Ï 6. µÜπÜe±
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÷≤ΘxÉB≈αBÊþ{íÎµÜºÔÓΩTAÐÑ\Ä113¶ºyÏÎ[cqÝ¸ÓØ

ßPOsΘxÉz ÎÄ101¶ºyÄ14¹ Êþ¾⌡≡OⁿzC

Σª\α

jMµìba±YÇe±¬Wñº»ÝCziHΘJ@jMrΩAMß÷@UMΣC

z|b\h[cqÝ¸\αϕWÝìΣªº÷s°G

ÞÎ ÷@UÞÎAÎzØeº∩µ±J²e@e±ºµìñAÎxszbe±WÒ@

ºÜ≤CÞÎ÷sú|²°í°óC

³Ý ÷@U³ÝA⌡Üe±³ÝC

ú° ÷@Uú°AY÷¼°í²úxs⌠≤Ü≤C

÷¼ ÷@U÷¼AqπÜe±Wúh°íC

Æs Æs÷sibsWµØÜCÜÉ`ÙÉíC∩úCÜñµØßA÷@UÆsÓØ

ßþ¼∩wµØºµØC÷@UÆsÓØß@Óþⁿ∩wµØºµØAÃ}ÒÆ

sCÜñ∩wµØWµìÈºsµØAMßzNiH÷ÓzºÝn×∩sµØµ

ìÈC

Rú ÷@URúAqCÜñRú∩wºµØC

Ï 7. ΘxË°¹
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¹U¾ ∩úCÜñºµØAMß÷@UVU¾AbCÜñ°CÓµØºÛ∩ìmAC÷

@UAµØN¹U¾@ÓìmC

¹W¾ ∩úCÜñºµØAMß÷@U¹W¾AbCÜñÉ¬ÓµØºÛ∩ìmCC÷

@UAµØN¹W¾@ÓìmC

OK ÷@U OKAHxsÒ@Ü≤Ã÷¼°íC

}Ò b∩úCÜñµØºßA÷@U}ÒÓË°Î×∩ÓµØCYnsWµØAÐ÷

@UCÜñºsWµØAMß÷@U}ÒC

_s ÷@U_sA½ssú¾⌡≡WºΩÆAÃNΩÆ½sπÜbe±WC

¾ú ÷@U¾úAúhCÜñ∩wºµØC¹Ê@Èα¾úCÜñºµØC¹Ê@b

wqµØºΣªìmñLÄC

∩ú ÷@U∩úAÓsú∩oÓ\α³ÄºÔÉµØCÜC

»Ý ÷@U»ÝAY⌡Üe±»ÝC

@δµì

zb\h[cqÝ¸∩ÜØñ|Ýìº@δµìpUG

ΘX ϕz_ÊºRO⌡µÉAi×ΩT|πÜb¹BC

WÙ °µØúÑWÙC∩≤¾⌡≡ñ¹Sw\αÓÑAoÓµØWÙ²·Oß@ºC

¹WÙuúiv]t½uÅ¹ (|)BµÞ¹r¸ (’) ÎùÞ¹r¸ (″)A]°oÇr

¸OÎÓ@ SMIT ÎÉ×ºwÉÅ¹CÏÎoÇr¸|úÍúiaºΩÆC

Ñí »µìO∩ÎÊµìAϕznúÑ³÷¹µØºΣLΩTÎÆùÉAtÎYúÑ

¹µìC

WS\α

³@Ç[cqÝ¸ºWS\αz³Ó¾DC

∩ Windows 95Î Windows NT[cqÝ¸ÓÑA[cqÝ¸·ÜÖÏÎ 1024ÏI x 768

ÏIºÑR×A~α≥PÌÎºÄGC

pGz÷ϕÆ½¬Σ~≥iµÛα±εA²N~ÔÊÆ½ΦìÓS³±}Æ½÷sAhÛ

α±ε|~≥⌡µCYn±εÛÛ±εAÐHÆ½¬Σ÷@UÛÛ±εΦVbYº@C

pGzÎ SSLs≥nJ Firewall G¸ÎHWAsu|DÚ´CÐ²⌠Î½sÒÊ[cqÝ

¸C
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Ä5¹ IBM Firewall Jù

»¹NiDzb}l IBM Firewall ]wÉÒÝº≥»[cBJC »¹íúp≤wqwþ¶

±Bp≤MwwþÊªñÎp≤wq⌠⌠½≤ºΦkC

≥»[cBJ

IBM Firewall º≥»]wABJpUG

1. Wºzº IBM Firewall ]wC¿¡MwnÏÎº¾⌡≡\αAHÎÏÎªÌºΦkCH

U¹`∩zÜ³°UG

v Ä1¶ºyÄ1¹ ¶Ð IBM Firewallz

v Ä7¶ºyÄ2¹ Wºz

v Ä55¶ºyWºÒqz

2. ⁿÜ FirewallAþÇ¶±nsuÜwþ⌠⌠Cz²·Ö³wþ¶±ÎDwþ¶±A~α²

¾⌡≡¿`B@CÐqu[cqÝ¸É²≡¼²cvñA}ÒutÎÞzvΩÆ¿AÃ

÷@U¶±ANiHÝìz¾⌡≡Wº⌠⌠¶±CÜCYnÜ≤¶±ºwþ¼AAÐ∩

úÓ¶±AMß÷@UÜ≤CÔÓÛ÷ΩTAÐÑ\Ä24¶ºyⁿw⌠⌠¶±zC

pGz´Γnsµ InternetAÐp¸zº ISPAHúo Firewall Dwþ¶±º IP nO

ì}C

3. súutÎÞzvΩÆ¿ñºwþÊªñ∩ÜAH]w@δwþÊªñC∩≤ÐÇº¾

⌡≡[cAÐ]wG

v ¹\ DNS dß

v Ú´∩Dwþ¶±s½Tº

v Ú´ SocksìDwþtµd

ÔÓÛ÷ΩTAÐÑ\Ä25¶ºyÏÎ[cqÝ¸ÓwqwþÊªñzC

4. ]wΓìWÙAÈ{íPl≤AÈ{íÐqu[cqÝ¸vÉ²≡¼²cñºutÎÞ

zvΩÆ¿súoÇ\αCÐÑ\Ä31¶ºyÄ6¹ BzΓìWÙAÈ{ízC

5. ziÏÎb[cqÝ¸É²≡¼²cñº⌠⌠½≤\αAÓwq¾⌡≡º⌠⌠½n¸

ÀCu⌠⌠½≤v|±εqL Firewall ºΩÆÇΘCNUC½n¸Àwq°⌠⌠½≤G

v Firewall ºwþ¶±

v Firewall ºDwþ¶±

v wþ⌠⌠

v wþ⌠⌠WºC@Ól⌠⌠

v SDI °A¹Î NT Γì°A¹ºDqú⌠⌠½≤ (pGAÎºÜ)
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ÔÓºÛ÷ΩTAÐÑ\Ä27¶ºy⌠⌠½≤zC

6. ÒÊ Firewall WºAÈ{íC oÇúOwþ⌠⌠ñºÏÎÌAiÎÓsúDwþ⌠⌠

]p SocksÎ Proxŷ ºΦkCzbWºÑqÒ@ºMwAO⌡µAÈ{íºÌÚC⌡

µAÈ{íq`Ýn]wYÇsu[cAÓe\YÇþ¼ºΩÆÇΘCÒpAYzQ²

zºwþÏÎÌQÎ HTTP ProxyÓs² InternetWº WebAzúÈÝnb Firewall

W[c HTTP Proxy`n{íAÓB²·]wsuA~αe\ HTTP ΩÆÇΘC p≤

]wΣ©YÇAÈ{ísuºÛ÷ΩTAÐÑ\Ä55¶ºyÄ9¹ AÈ{ídÒzC

7. ]w¾⌡≡ÏÎÌCYzn∩≈≡º WebsúÑ\αÎO∩¾⌡≡ÞzÌ⌡µ²ÒAz

²·b Firewall WwqoÇÏÎÌCÔÓÛ÷ΩTAÐÑ\Ä79¶ºyÄ12¹ Þz¾⌡

≡ºÏÎÌzC

8. YzQÎ Windows NTΓìqµXÓ²ÒA°Fn²ÒΩÆAz²·[c Windowsq

Ý¸{íXA⌡µjMia Windows NTΓìº\αAHÏÎ TCP ÓD NETBIOSC

N|±Î NETBIOSCiaº Windows NT°A¹²·Ö³ TCP/IPDqúWÙÎì}A

ÓBbªÌÎ Firewall ºíA²·n³ TCP/IPsqÊC¾⌡≡ÞzÌ²·b Firewall

Îiaº Windows NT°A¹ºíØßsuA~αbΓÌºíÇΘΩÆC

9. YznÏÎ⌠⌠ì}α½AÐ²p¸zº ISPAHúo Internet nOì}A~αÏÎ

Many-to-oneì}α½CMßA⌡ÜsW NAT[ce±ANnOº Internetì}sWÜ

Many-to-one IPì}µìCÔÓÛ÷ΩTAÐÑ\Ä121¶ºyÄ16¹ α½⌠⌠ì}zC

ϕ`oÇBJi≤UzÒÊP⌡µ≥»º¾⌡≡[cC IBM Firewall ]úÑΣª\αAp

tÎΘxAÓ≤UzTO⌠⌠ºwþÊCÔÓºÛ÷ΩTAÐÑ\Ä113¶ºyÄ15¹ Þz

ΘxPOsÉzC

ⁿw⌠⌠¶±

»ÑñAÚÌ|ÏOwþPDwþ¶±B⌠⌠HÎDqúCwþ¶±|N IBM Firewall D

qúsuìzºí⌠⌠]znO@º⌠⌠^ñºDqú⌠⌠C zº¾⌡≡ÜÖ²·πÆ@Ó

wþ¶±A~αB@C Dwþ¶±|N IBM Firewall suì@ÎÆÓ~í⌠⌠Î InternetC

IBM Firewall ÜÖ²·πÆ@ÓDwþ¶±C

zLwþ¶±ÓsµºÒ³⌠⌠Aú°°wþ⌠⌠CnÏOsµÜwþ¶±ºUØl⌠⌠

ÉAÐÏÎMùLoWhAÓÚÚ IP ì}Îì}BnAHÚ´Î¹\bP@Ó¶±Wsú

ÆÓl⌠⌠C

nⁿXwþPDwþ¶±ÉAÐÏÎ[cqÝ¸É²≡¼²cWºutÎÞzvΩÆ¿C Ò

³w¾¶±]tµd^ú|πÜXÓAÃÑO°wþÎDwþC

z²·²úÑCÓ¶±ºWÙA~α⌡µSwº¶±LoBzC

YnN⌠⌠¶±ÑO¿wþÎDwþAÐG
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1. ∩ú¶±AMß÷@UÜ≤C

2. ²nÉi½ÆWzBJC

3. ÷@U÷¼C

Yn²wÓ¶±°wþÎDwþ¶±AÃBnúÑ@³NqºWÙ¹Ó¶±ÉAÐ÷}

ÒCLo¹|ÏÎ¹WÙAÓLoSwº¶±C

ÏÎ[cqÝ¸ÓwqwþÊªñ

[c IBM Firewall ÉA²·²ÒqºΣñ@IANOwË@~º@δwþÊªñC

uIBM FirewallvúÑ∩ÜØAi≤Uz]wwþÊªñApÄ26¶ºÏ 8 ÒÜC
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÷@UuÑívAYio¾≤h³÷wþÊªñe±ºΩTC

uwþÊªñvúÑ@Ø³t²µºΦkAiÑÞzÌ]w¾⌡≡ºεXªñC uwþÊª

ñv°íñÒπÜºjí≈Ä∩ØAúúÑ¶|Ó∩úYÇuw²wqºAÈ{ívAo

ÇAÈ{íNÞÎ≤u¾⌡≡vÒµ¼º⌠⌠ÇΘΩÆWC²uzqí Proxyv∩µÒ~A

ªÌuOµÂÎÓÒÊÎ±εuzqí TelnetvMuzqí FTPvC

ϕz∩úwþÊªñÉAFirewall |ØßÒÊÉÒÝºLoWhC Firewall |ÒÎ∩wºA

È{íAÃB|ÏoÇAÈ{íbtÎº⌠≤aΦÒiÏÎC

Ï 8. wþÊªñ
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Ð`NGCϕ∩úMÝ≤uw²wqºAÈ{ívºÄ∩ØAÃ÷@U OK ºßAN²·
zLusuÒÊv°íÓÒÊÜ≤C zú²ÒÊuzq Proxyv∩µA]°oÇ∩µúÝ≤

uw²wqºAÈ{ívC²úow²wqºAÈ{íCÜAÐÑ\Ä66¶ºyw²wq

ºAÈ{ízC

¹ÉYπÜHUºÄ∩ØCÜAziqÓCÜñ∩úÝÊAÏMXz¸xºwþÊªñC

∩úºÝÊiÞÎ≤ IBM Firewall ΓÝºÒ³ì}C

v ∩ú¹\ DNS dßAÓ¹\uΓìWÙAÈ{ívÀδnDÎ^³C

v ∩ú SafeMailAH²l≤ΩÆÇΘqL FirewallC

v ∩úÚ´s½TºìDwþ¶±AH¾εuDwþsµ≡vµ¼s½TºCpG¾⌡≡

ºDwþ¶±suÜ InternetAh»AÈ{íi≤UεÖ Firewall WºOⁿqC

v ∩úÚ´ socks ìDwþtµdAÓTε SocksΩÆÇΘqDwþ⌠⌠iJ FirewallC

v ∩ú÷¼wþ¶± (≥µípÉ)AÓTεÒ³ΩÆÇΘzLwþ¶±iX FirewallCu³

≥µÉ~ÏÎo@µC

v ∩úúÕ IP ¼e⌠| (uAÎ≤úù^A²þíΩÆÇΘzL⌠≤¶±iX FirewallC

Ð`NGYzÜ≤¹Ä∩ØºÈAhz²·÷ OK ÓxsÓÈAÃBbusuÒÊv°
íñuÒÊvªCÏÎ»uAÈ{íviαÉP Firewall ºwþÊnúC ÒHÐÈ²p
ßÔVC

v ∩úÒÊ Telnet Ó¹\uzq Proxy TelnetvC

v ∩úÒÊ FTP Ó¹\uzq Proxy FTPvC

⌠⌠½≤

u⌠⌠½≤vNϕsb≤⌠⌠º¸≤ApDqúB⌠⌠B⌠Ñ¹BΩÀMÎ⌠⌠ÎÏÎ

ÌC ϕzØßsuÉAu⌠⌠½≤v|ⁿwAÈ{íºÓ½PØºì}C

½≤iÚÚWÙBÏOϕÜBþ¼HÎíúÓ[HÑOC⌠⌠W³\hØþ¼º⌠⌠½

≤AΣñHuDqúvMu¾⌡≡vÌ°`úC IBM Firewall Òþº⌠⌠½≤w]È°

″The World″C oO@Óþì½≤Aª]tÒ³iαº IP ì}Cbz±n⌠⌠[cu@M

µºß (ÐÝÄ8¶ºy⌠⌠[cWºu@Mµz)AzNiH}lØß½≤FC

ziØßµ@ÎsÕ½≤CÒ³º⌠⌠½≤OÑ IP ì}Îì}Bn (l⌠⌠Bn) ÒwqA

ÒHYnÎ@Ó½≤ÓNϕ@Ód≥º⌠⌠ì}A]O³iαºC

ÏÎ[cqÝ¸Ówq⌠⌠½≤

Ynwqµ@⌠⌠½≤AÐq[cqÝ¸É²≡¼²c∩ú⌠⌠½≤AY|X{u⌠⌠½

≤v∩ÜØC s÷ΓUsWCYπÜsW⌠⌠½≤∩ÜØApÄ28¶ºÏ 9 ÒÜC
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1. ÐΘJ½≤þ¼C÷@U½≤þ¼bYAHdÝziHØßº½≤þ¼C≥≤ÄαºÒ

qAzÌnØß⌠⌠þ¼½≤AÓDDqúþ¼½≤CziHØßº½≤þ¼³G

v Dqú - ⌠⌠ñºSw`IAΣBn° 255.255.255.255C

v ⌠⌠ - Hì}d≥MSwl⌠⌠Bny¸Xº⌠⌠ì}°Θd≥C

v ¾⌡≡ - wwË¾⌡≡ºµ@≈¹AΣBn° 255.255.255.255C u³¾⌡≡⌠⌠½

≤~α@° IBM qDÎΓÊqDºØÐC

v ⌠Ñ¹ - @ØDqúAibΓÓÎΓÓHWº⌠⌠ºí¼eÇΘºΩÆAΣBn°

255.255.255.255C

v ¶± - ≈¹Wº@Ø⌠⌠tµdAΣBn° 255.255.255.255AÃú@wOu¾⌡≡v

ñºtµdC

2. ±J½≤WÙC

3. ±JíúC»µìO∩ÎÊºC

4. ÐΣJ»½≤ºaIQiìÆ IP ì}C

Ï 9. sW⌠⌠½≤
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5. ÐΣJl⌠⌠BnAªⁿwì}ñºì¸Ó±û IP Ê]ºì}C

6. ÷@U OKC

⌠⌠½≤sÕ

Nϕ⌠⌠½≤°XºsÕCsÕÎÓ@°]wsuÉºKQuπAiKú½ÆÊ@~C Ò

pAΓH⌠⌠½≤e{ºÓOì}°X_ÓA¿°@Ó⌠⌠½≤sÕAÓNϕ@ÓíùC ¹

íùi@°suºÓ½ÎØºì}C

Ynwq@sÕº⌠⌠½≤AÐq[cqÝ¸É²≡¼²c∩úu⌠⌠½≤vA Y|X{⌠

⌠½≤∩ÜØC s÷ΓUsWsÕAYπÜsW⌠⌠½≤∩ÜØC

1. ±JsÕWÙC

2. ±JíúC»µìO∩ÎÊºC

3. ÷@U∩úÓ∩úsÕº½≤C

4. ÷@U OKC

µZ: Ø³z¿iαNs≥ºì}d≥]tbµ@⌠⌠½≤ñC p¹iú¬suWhBzº
ÄαCU±dÒiíú¹ØípC

|píù
Kevin º≈¹ 191.1.10.1
Susan º≈¹ 191.1.10.3
Helen º≈¹ 191.1.10.5
Peter º≈¹ 191.1.10.7
Bob º≈¹ 191.1.10.9

Yn°»|píùØß⌠⌠½≤AÐΘJ»sÕº IP ì}ΩTpUG 191.1.10.0 with

a Subnet Mask of: 255.255.255.0C»⌠⌠½≤]|píù^i@°suºÓ½ÎØº

aC

Æszº Firewall [c

Firewall |NΣÒ³º[cÉs±b ROOTDIR\config ñCYzQunÆs Firewall [cA

Óún⌠≤ Firewall É×ºÜAÐÆs ROOTDIR\config Ø²ºÒ³ºeC

Yzn_mwÆ≈º Firewall [cAÐN ROOTDIR\config Ø²ñÒ³º{sÉ×AMßA

_mÓÉ×ºÆ≈©»Cz²·²½ØÃÒÊLoWhAÒ_mº[c~|ÍÄC

Dn¾⌡≡[cÉCÜpUCz Firewall Wº \config Ø²iαú|]toÌÒCºCÓ

É×CÐ`NG÷Mjí≈º¾⌡≡[cÉúOiÎσrsΦ{íÓË°ºÂσrÉA²

OAzúαHΓÊºΦíÓsΦoÇÉ×C

v carriers.cfg -Is¹ºqT½qºwq

v cfgfilt.output
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v explode.cfg

v filters.active -ϕÜO_ÏÎLoBz

v fwadpt.cfg -⌠⌠¶±ºwq

v fwconfig.map -]t[cÉWÙ

v fwconns.cfg -Lo¹suwq

v fwfilters.cfg - ØebÏÎñºLo¹

v fwhttp.cfg - HTTP proxy[c

v fwmail.conf - SafMail[c

v fwobjects.cfg -⌠⌠½≤wq

v fwpolicy.cfg - wþÊªñ∩µ

v fwrules.cfg -LoWhÒ©wq

v fwservices.cfg -AÈ{íwq

v fwsocks.cfg -[cqÝ¸º Socks 5Wh

v fwtdefn.conf -µÜwq

v fwtpproxy.cfg - zqí Proxy wq

v fwusrdb.cfg -u¾⌡≡ÏÎÌvΩÆw

v logmgmt.cfg -xswq

v modems.cfg -ÆÚ≈wq

v pager.cfg -Is¹wq

v rcsfile.cfg - [cAÈ{íÑÆ

v Socks5.conf -úÍXÓº Socks 5[cÉ

v Socks5.header.cfg -ÒúÍº Socks5.confºÏÎÌúÑí≈

v syslog.conf -Θx≈αwq
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Ä6¹ BzΓìWÙAÈ{í

»¹Níúp≤[cP IBM Firewall Û÷ºuΓìWÙAÈ{í (DNS)vC DNS ºØÐ

OAúÑ¹πΓìWÙAÈ¹wþ⌠⌠ººDqúÏÎAPÉúúÑ⌠≤ΩT¹wþ⌠⌠

~ºDqúC ¹Φíi²wþÊ⌠⌠ººÏÎÌsú InternetÒúÑºÒ³AÈC ÓBA

zLÚ´¬SwþÊ⌠⌠ºÛ÷ΩTANÏJIÌ≤°HΣìiHUΓ≡»ºqúC

Yn¹¿¹ØÐÝ³TÓΓìWÙ°A¹G

1. @Ób IBM Firewall W

2. @Óbwþ⌠⌠ñ

3. @Óbwþ⌠⌠~

÷≤ DNS p≤ÏÎ IBM Firewall ºΩTAÐÑ\Ä31¶ºÏ 10C

Firewall º[cΦíAOn@°wþÊ⌠⌠ºWÙ°A¹PúÑAÈ¹DwþÊ⌠⌠ºWÙ

°A¹ºíºhDC Firewall ÒΩtñΓº¿íNy°ÈÖúWÙ°A¹A]° Firewall º

DNS »¡út⌠≤ΩÆwÉ×ºtGC

Ä31¶ºÏ 10 Níú Firewall ºñΓCCϕ Firewall ²·ÑRYÓWÙHiµΣÞ@ÉA

ªK|ßÝwþÝWÙ°A¹CCϕdßQαeÜ Firewall ÉAªK|NdßαeÜDwþ

WÙ°A¹C

ϕwþÊ⌠⌠WºqÝ¸nDwþÝΩTÉAqÝ¸|NΣnDÇe¹wþÝ DNSAÃÑ

DNS Ó¬ÐCϕP@ÓqÝ¸nDDwþÝΩTÉAqÝ¸|NnDÇe¹P@ÓwþÝ

DNSCÑ≤ÒdßºODwþÊΩTA]¹wþÝ DNS Lkiµ¬ÐAÓÑ DNS NÓd

ßαe¹ FirewallCbDwþÊ DNS NnDαe¹ Firewall ºípUAÓnD|αe¹D

wþÊ DNS ΓìA]¹πÓPÊºΩTPËú|Q¬SC

Ï 10. DNS
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ÏÎ[cqÝ¸[c DNS

²[c DNSAÐq[cqÝ¸É²≡¼²c∩úutÎÞzvC s÷ΓUÉ×ΩÆ¿ÏO

Hi}Ë°e±C ∩úΓìWÙAÈ{íC uIBM Firewallv|πÜ{µº DNS [cA

ziHNª×∩C

ù: sW DNS ÉA¾⌡≡|xsÃN⌠≤{³ΓìWÙAÈ{í[cÉ≤WC

1. wþΓìWÙµìiÑOΓìWÙA Firewall |NÓΓìWÙþ[Ü⌠≤ú¹πºDq

úWÙC

2. wþΓìWÙ°A¹µìϕÜAiÀδⁿ IBM Firewall O@A¾ε InternetIJºD

qúWÙM IP ì}ºWÙ°A¹C ziHΘJaIQiìÆº IP ì}AÃHÅµ[

HÏjC

3. DwþΓìWÙ°A¹µìNⁿÑzºAÈúÑÌÒúÑº°A¹AÎ≤ÑRDwþÊ

⌠⌠ºÛ÷ΩTC ziHΘJaIQiìÆº IP ì}AÃHÅµ[HÏjC

ù: ϕWÙ°A¹_l]wÉAª|eXdßAHúo RootWÙ°A¹ºCÜC jí≈º

⌡µ|N¹CÜOdbOÐΘñC úLA Mircosoft º⌡µh|N¹CÜg^ì[c

ÉC oÉ÷Mú|×∩WÙ°A¹ºµ°A²O|Ü≤πÜbDwþWÙ°A¹µìñ

ºÈC úLzú²SOdNo≤ÆC

Ï 11. ΓìWÙAÈ{í
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[cwþWÙ°A¹

wþWÙ°A¹²·[c°αN¼ÑRºdßαe¹ FirewallC pGzπ³ÐÇº BIND ⌡

µAÐN forwarders»zíÎ cache»zíAsWÜzwþWÙ°A¹Wº bootÉ×ñG

forwarders aaa.bbb.ccc.ddd
cache . named.cache

Øß cacheÉ named.cacheAHⁿV FirewallG

. 99999999 IN NS firewall.private.com
firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

Σñ private.comOqwþÝÒÎºΓìWÙAÓ aaa.bbb.ccc.dddhO Firewall º IP ì

}C

¹~AziαnNz firewall ºDqúWÙsWÜ DNS ΩÆwC oÉzºÏÎÌKiQ

Î FirewallºDqúWÙÓúNΣ IP ì}Asú Firewallº Socks°A¹BHTTP proxyB

Telnet proxyÎ FTP proxyC úLoµÞ@Ýn⌡µΓÓB~ºBJAÔÓΩÆÐÑ\Ä

4 ¹º DNSP BINDC »ÑºúÓÐÑ\ÑÒÑØC

º²AN@º A O²sWÜΓìΩÆwÉ×G

firewall.private.com IN A aaa.bbb.ccc.ddd

MßAAN@º PTR O²sWÜÏVMΣ (reverse-lookup)É×G

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.

pGzS³w∩zºwþÊ⌠⌠ÏÎ DNSAhzº¾⌡≡²·´ÂαÑRªÛvºΩTC

Ð÷Ó@δípÒyzºBJÓ[c¾⌡≡A²O²·N¾⌡≡ºwþ¶±CÜ≤wþW

Ù°A¹µìñC MßANUCo@µsWÜ c:\winnt\system32\dns\bootC

primary ccc.bbb.aaa.in-addr.arpa c:\winnt\system32\dns\fwnamed.rev

MßAAN fwnamed.revØß¿þⁿpUÒÜG

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (
9 ; Serial
86400 ; Refresh after 1 day
300 ; Retry after 5 minutes
654000 ; Expire after 1 week
3600 ) ; Minimum TTL of 1 day

ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.
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[cwþqÝ¸

wþÊ⌠⌠WºqÝ¸²·[c°αNªÌºdßÇe¹wþWÙ°A¹AúOÇe¹

FirewallC oµÞ@º½nÊb≤AªαTOwþÝΩTú|xsb Firewall ºOÐΘºº

ÖúOÐΘñC PÉAª|ε´ Firewall ºu@qAoO]° Firewall u³bYdß÷Y

ìNdßqwþÝαeìDwþÝÉA~|ÑP¹@~C

pGzS³w∩zºwþÊ⌠⌠ÏÎ DNSAzºqÝ¸K·ⁿV FirewallA@°qÝ¸ºW

Ù°A¹C

oGAÈ@°½Î

\h°~Õ´|QNYÇSwAÈoGì Internet@°½ÎµØC q`AoÇAÈµØ]

A E-mail Î Web°A¹AÓÆΩWziHÏÎ⌠@Øþ¼º TCP/IP°A¹C YnÏo

þAÈµØiÑÏÎAzúÈnN°A¹m≤iHQsúº⌠⌠WAÙ²·NÓ°A¹P

½Î DNS @_CÜAp¹ÏÎÌ~αúo¿TºΩTC

ziHÄúΓØΦk¹¿oµÞ@CΦkº@OGzºAÈúÑÌiNzº°A¹CÜ°

ΣΓìº@í≈ (Ó]¹m≤ªÌºWÙ°A¹W)AÎÌz²·úÑzÛvºWÙ°A¹A

ÃBb InternetWnOÓ°A¹C Ñzº InternetAÈúÑÌ (ISP)°zúÑoµAÈA

·±ÄGØΦíe÷ohC pGziH∩ÜoÓ∩µAz²·NÒnCÜºDqúWÙÎ

IP ì}úÑ¹AÈúÑÌCÒpA²]zº½Î Web°A¹° www.public.comAÓΣ IP

ì}° 50.100.150.200Ahz²·nDzº ISP°zCÜ www.public.com at 50.100.150.200C

¹~A²pzQµ¼ì E-mailAhz²·nDzº ISP w∩zº½Î E-mail ΓìANz

º¾⌡≡CÜ°l≤µ½¹C ISP ²·¾DDqúWÙ (gateway.public.com)BΣ IP ì}

(50.100.150.201)AHÎzÆµÑ¹µ¼l≤ºΓìWÙ (public.com)C

pGzº ISPú@N°zúÑoÇAÈAhz²·Ûµ¹¿oµÞ@C PËºAziH³

ΓÓB~º∩µCziHN DNS °A¹m≤zº DMZAÎÌz]iHNzº¾⌡≡ϕ@

ÓWÙ°A¹CÏÎ¾⌡≡Ãú|ÞoΣLºwþ·IAoO]°z±mbÓBºΩÆw

É×AÃS³]t⌠≤wþÊ⌠⌠ºÛ÷ΩTC¹BÒxsºΩTAu¡≤z∩ÜnúÑ

º½ÎAÈµØC

]w DNS °A¹ºÛ÷ÔÓΩTAÐÑ\ÑÒÑØÒCº DNS and BINDºÄ|¹CÚ

ÌjOÀËz\¬o@¹A²nÉAÚÌÙ|NªÇJ@°ÑñºÉ¬¹`C ]w DNS °

A¹ÃúO@≤e÷ºÆA]¹ÚÌØ³ÌnαÑMaÓ⌡µCpGziHΣìoþM

aAÐV½Ò{nnÉ½LÌºM~ÞNC

Û÷ΩTAÐÑ\Ä35¶ºy[cdÒzC
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wË Microsoft º DNS °A¹

²wË Microsoft º DNS °A¹AÐìu±εxvA÷GU⌠⌠A÷@UuAÈ{ívÐ

ÒA÷@UsWAMß∩ú Microsoft DNS °A¹Cz²·n³wË@~º CDROMC

DNS Ã°ÆÑ

IBM eNetwork FirewallÑÒΓU ]t Firewall Ã°ÆÑ¹`C ΣNHSw¹`ÔÓyz

DNS Û÷ÝDC »`NúÑzØ³ÆµAΦKzÏÎ nslookupROAÓÑO DNS tÎ

ºù~ÏqC

[cdÒ

oÓí≈N|HÏÜíú@Ç¾⌡≡iα|Îìº[cdÒCoÇdÒºjí≈½I|±

b DNS @~ÒÝº[cWCªMíú⌠⌠ºdÒú@³AÒHÐhßIÉíÓFÑC@Ó

dÒAÃBNAϕººÀBÎbzºwË@~WC

dÒ 1GbDwþ¶±W DMZ ñº DNS °A¹

Ä@ÓdÒíúϕznbDwþÊ⌠⌠Wº DMZ ñÞ@WÙ°A¹ÉAÒÝÎìºÉ×A

pÄ35¶ºÏ 12 ÒÜC

¹ÏÜíú@ IBM Firewall ººMÎ⌠⌠ private.comAÓ IBM Firewall ºwþ¶±WÙ

° fw.private.comAÓDwþ¶±ºWÙ° gateway.public.comCÓ½qº DMZ Ý≤Dwþ

¶±AÃB]tWÙ°A¹ dns.public.comB FTP °A¹ ftp.public.comÎ Web °A¹

www.public.comCb dns.public.comWÎÓ⌡µ¹pººÉ×ApUÒÜG

db.public

Ï 12. bDwþÊ⌠⌠W DMZ ñºWÙ°A¹
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public.com. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 hour

604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

;
; Nameservers
;
public.com IN NS dns.public.com.
;
; Hosts in the DMZ
;
dns.public.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200
ftp.public.com. IN A 50.100.150.203
;
; Mail-related entries
;
public.com. IN MX 0 gateway.public.com.
public.com. IN CNAME gateway.public.com.

db.50.100.150

150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

202.150.100.50.in-addr.arpa. IN NS dns.public.com.
203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.

db.127.0.0

0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

0.0.127.in-addr.arpa. IN NS dns.public.com.
1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache

N¹É×ÓÑAÌnºµkOq ftp://ftp.rs.internic.net/domain/named.rootÎ FTPÓÇe{

µº root WÙ°A¹CÜC
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boot

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache

²]wΩÆÇΘLo¹Ó¹\Aϕº DNS ΩÆÇΘAÐÒÎwþÊªñe±Wº¹\ DNS

dßC

dÒ 2GbMÎ¶±W DMZ ñº DNS

bÄGÓdÒñADMZ º DNS ´MObMÎºWÙ°A¹WA²Oo@¸ DMZ OÝ≤

t@Ó¶±AMDwþÊ⌠⌠º¶±úPC

dns.public.comWº DNS ΩÆÉ×PezdÒñºÉ×ÛPC²O°FnÏÓWÙ°A¹

α≈²½Î⌠⌠súAz²·}ÒΩÆÇΘLo¹AÎO⌡µÏìαeANΩÆÉÆsì

u¾⌡≡vC

²}ÒΩÆÇΘLo¹AÐNWÙÐD° DNS°A¹dßB DNS^³ Î DNSqÝ¸d

ß ºoTÓWhÒ©ÆsCNC@ÓWhº¼e]wq»ÝÜ≤°¼eCMßNºTÓsW

hÒ©ÖJAÈ{íAÃB]wUCºy{ⁿÜ¹G

v DNS qÝ¸dßG--->

v DNS ^³G<---

v DNS °A¹dßG--->

v DNS °A¹dßG<---

Ï 13. bMÎ¶±W DMZ ñº DNS
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bÏÎ The World°Ó½½≤ABH dns.public.com°Øºa½≤ºsuñAN¹AÈ{

íÖJC

²⌡µÏìαeAz²·]wΩÆÇΘLo¹AÃⁿÜWÙ°A¹ÆsAϕºÉ×C²]

wΩÆÇΘLo¹AÐ⌡µUCBJG

1. bwþÊªñe±WAÒÎ¹\ DNSdßC

2. sW@Óq dns.public.com(Ó½½≤) ìu¾⌡≡vº DMZ ¶± (Øºa½≤) ºs

uAÓsu]tuDNSαevAÈ{íC

²ÒÊÏìαeAÐNUCrµ[ìu¾⌡≡vc:\winnt\system32\dns Ø²Uº bootÉ

ñG

secondary public.com 50.100.150.202 db.public
secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

MßìuAÈ{í±εÞztÎvñA÷¼Ã½sÒÊuDNS °A¹vAÈ{íC

dÒ 3GÎ¾⌡≡ϕ@wþWÙ°A¹

²ÏÎu¾⌡≡vÓϕ@wþWÙ°A¹AÐNΩÆwÉ× (q`ì≤wþ°A¹W) ±m

bu¾⌡≡vWCMßzºqÝ¸NiⁿVÓu¾⌡≡vÓ@°ªÌº DNS °A¹C¹Φ

kÒÞoºÛ÷·I³GDNS °A¹LkÀδnDOÓÛwþÝAÙOÓÛDwþÝC]

¹Aª|N¹wþÝºΩTúÑ¹⌠≤úXnDºqÝ¸FzNA]Lk⌠Ãzºwþ DNS

ΩTFC

Yn⌡µoÓΦkAÐ²Î[cqÝ¸Ó[cu¾⌡≡ DNS ≈αvCbwþΓìWÙ µ

ìñACXzN|bzºwþ⌠⌠WÏÎºΓìWÙCbwþWÙ°A¹ ñACXu¾⌡

≡vºwþ¶±CbDwþWÙ°A¹ ñANp@δºípACXzº ISPÒúÑºWÙ

°A¹CMßAz²·bu¾⌡≡vWØß@ÓÏVMΣ (reverse-lookup)ÉAHWj¹[

cC

Øß c:\winnt\system32\dns\fwnamed.rev oÓÉ×AºepUCdÒC

N¹dÒÓÑAu¾⌡≡vºwþ¶±WÙ° fw.private.comAÓΣ IP ì}° 10.100.100.1C

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

1.100.100.10.in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

MßNU±o@µ[ì c:\winnt\system32\dns\boot ñG

primary 100.100.10.in-addr.arpa fwnamed.rev
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b¹dÒñAqÝ¸º[c²·Nu¾⌡≡v(10.100.100.1)ⁿw°ÓqÝ¸º DNS °A

¹Czºu¾⌡≡vN|°UzÑR~íΩTA²OS³wþÝΩTºÑRCNYAY³

⌠≤wþÝqÝ¸Qnsuì[c°A¹Î⌠≤u¾⌡≡vWº proxy°A¹Aú²·Î IP

ì}ÓÑÓu¾⌡≡vAÓúOÎDqúWÙC
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Ä7¹ SafeMail

IBM Firewall SafeMailhDúÑ SMTP ΩÆÇΘºhDC ª|NTºqwþl≤°A¹

Ç¼ÜDwþº@ΦAÃbÇ¼L{ñ⌠ÃπÓPÊºΓìWÙCª|NTºqDwþº

@ΦÇ¼Üwþl≤ΓìAÃO@wþÊ⌠⌠K≤DⁿI`C

÷M SafeMailÃú|⌡µºe½yAúL SafeMailoúÑFÏÎÌIsAÓzLªKi⌡

µºe½yCÛ÷ΩTAÐÑ\Ä43¶ºySafeMailÏÎÌIszC

SafeMail|YÉNTºqe≤ÌÇ¼¹µ¼ÌCoµÞ@iH×K]°û@ Firewall Wº

TºεCAÓiαÞoº·IMÆ°ÊCb¹ípUAÛFºl≤ΓìK·πÆSwº[

c≥»ÝDCbYÇípUAoÇ≥»ÝD∩SwºwË@~ÓÑAiα|πo³IúÁ

ΩÚCYX{oþíÎAziHtµÊRÃwËÆØ SMTP °A¹ñº⌠@ØAHúN

SafeMailCpGz∩ÜnwË¹πº SMTP °A¹AÐb[cªÉSO`NwþΦ±ºÝ

DCÛ÷ΩTAÐÑ\Ä43¶ºyH SMTP °A¹úN SafeMailzC

ÏÎ[cqÝ¸Ó[c SafeMail

n[c SafeMailÉAÐq[cqÝ¸É²≡¼²cñ∩úutÎÞzvC s÷ΓUÉ×Ω

Æ¿ÏOHi}Ë°e±C∩ú SafeMailCIBM Firewall NπÜw[cl≤°A¹ÎΓì

ºCÜCz²·∩w[cºC@ÓMÎl≤ΓìA[c@ÓµØC

1. nsWΓìÉAÐ∩úsWAMß÷@U}ÒCsWl≤°A¹∩ÜØY|X{C

2. wþΓìWÙµì]t²¾⌡≡wþÝñºÏÎÌ¾DΣl≤ΓìºWÙC

3. wþl≤°A¹µì]t¹µØAÎºl≤°A¹ºDqúWÙÎaIQiìÆ IP ì

}C¹°A¹²·ì≤Σñ@Ówþ⌠⌠WCzuαCXⁿwΓìº@Ól≤°A¹C

4. ½ÎΓìWÙµìÒ]tºl≤ΓìWÙAO¾⌡≡DwþÝºÏÎÌÒ¾Dºl≤Γ

ìWÙCoÓWÙNQwþΓìWÙÒúNAHNwþ⌠⌠ººe⌠Ã_ÓC

5. ÷@U OKC

Ü≤l≤[cµØ

nÜ≤l≤[cµØÉAÐqCÜ∩úµØAMß÷@U}ÒC Ü≤l≤°A¹[c∩ÜØ

Y|X{C

wþΓìWÙµìw±ÎA²ziÜ≤ΣªµìApÄ41¶ºyÏÎ[cqÝ¸Ó[c

SafeMailzñÒÜC
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ù:

1. pG²ew[c SafeMailAÓzSb¹ⁿwt@Ówþl≤°A¹ºÜAhsⁿwºw

þl≤°A¹|úN²e[cºl≤°A¹C

2. pG²e¼[c SafeMailAÓBSb¹ⁿwt@Ówþl≤°A¹AhßÓⁿwºoÓ

l≤°A¹|sWìÓ[cñC

Rúl≤[cµØ

nRú SafeMail[cµØÉAÐqCÜ∩úµØAMß÷@URúCe±WY|πÜRú

µiC ÷@U OKAYiRúFÎÌApGz∩ÜDNúnRúAÐ÷@Uú°C

[cwþ°A¹

z²·Nzºwþl≤°A¹A[c°αN Firewall CÜ°ΣúúΓìºhDCoµÞ@N

Ïì²neÜDwþÊ⌠⌠ºl≤AQαeÜ FirewallCPÉAC@Ó°A¹í·[c°α

µⁿÇe¹Σ½ÎΓìWÙHÎΣMÎΓìWÙºTºCϕ Firewall qDwþÊ⌠⌠αeT

ºÉAÒ³ºµ¼Ì|PΣ½ÎΓìWÙ@_CÜXÓC

pGzºwþÊ⌠⌠ñπ³@ÓHWºúPl≤ΓìAzτ·[cC@Ó°A¹AÏªα

Nì²nÇeÜΣªwþÊΓìºl≤½µαeÜÓ°A¹AÓúzL FirewallCoµÞ@

iε´ Firewall ú²nºu@tßAÃαÏ Firewall ºYÉ¼e≈ε¿`B@C

[c½ÎΓì

DwþÊ⌠⌠ñ²·⌡µºß@[c@~AOnNzº Firewall CÜ°z⌠⌠ºl≤µ½

¹CÐnDzºAÈúÑÌAN²nºΩTsWÜLÌº DNS °A¹CÐÑ\Ä31¶º

yÄ6¹ BzΓìWÙAÈ{ízAHúoÛ÷≈εºSwΩTC

ÓµÞ@ºØÐAOnNzº Firewall CÜ°CÓnµⁿl≤º½ÎΓìWÙºl≤µ½

¹CÒpA²]zbzºwþÊ⌠⌠ºÏÎΓìWÙ private.comAÓbzºwþÊ⌠⌠~h

ÏÎΓìWÙ public.comAziHNzº¾⌡≡RW° gateway.public.comCboØípUA

ziHnDzºAÈúÑÌN Firewall ºDqúWÙÎ IP ì}CÜ°Dqú (ªq`|P

″A″ O²M ″PTR″ O²@_CÜ)CMßAÑ≤znµⁿÇeÜ user@public.comºl≤A

ziHnDzºAÈúÑÌAw∩Γì public.comsW@º MX O²AÓ public.com|

°ÓΓìN gateway .pub l i c .comCÜ°l≤µ½¹CpGzPÉnµⁿÇeÜ

user@somethingelse.comºl≤AziHCÜ@ºB~º MX O² (ª]ⁿV Firewall)C
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SafeMail ÏÎÌIs

SafeMailNúÑÏÎÌIsAbiµwË@~ÉKiÇ¹Õπ SafeMailAHÚ´iαoÍº

cNΩÆÇΘC²úow∩¹ØºÒúÑºunΘ}oHûuπÕv (Software Developers

Kit) ºÔÓíúAÐÑ\ IBM eNetwork FirewallÑÒΓUC

¹SÊi²zØß@ÓτÆ UsrCheck()ACϕ SafeMailµⁿÓÛe≤ÌºÊ]ÉAK|I

sªC¹τÆ|µⁿÇ¼¹ªº²cAÓ²cñt³ÆÓPtÎ¼A³÷pºµìC¹²

cñt³@ÓW@LGºÑq@~ IDBÎ≤ÇePµ¼°A¹º IP ì}B²eÒµ¼R

OºⁿÜ¹AHÎ@Ó]twgLÀRºÊ]ºÂσrwÄÏC

HUOib¹τÆñ⌡µºËdþ¼dÒG

v QTεºDqúCÜ

v ½yúQ¹\ºr¸¶ÇAÒpGúAϕºyÑÎM×XWÙ

v ËdºOº[Þ¹rΩ

v Tº°×¡ε

pGÝnºÜAÏÎÌIs]i@°P≤OtÓºefd (content-screening)ú~íº¶±C

pGÏÎÌIsτÆMwúBzY@hTºAÓτÆ|Nì]XÇ^¹ SafeMailCSafeMail

|ßYÚ´PÇeñº SMTP°A¹ºíºsuCPÉA|³@hTºQgJ¾⌡≡ΘxA

]AÑÏÎÌIsÒÇ^ºì]XbºC

bsgÏÎÌIsÉAÐHÉ`Nϕµ¼C@ÓÊ]ÉAí|Is¹τÆCÐbsgªÉ

SO`NÄvÝDA×K∩tÎºÄαy¿t±ºÄ»Ct~Az]·`N¹τÆNbh

⌡µⁿº⌠ÒU⌡µA]¹ªºsgΦí]²·Ò{⌡µⁿwþÝDCziHÎ⌠@Øs

¶¹ÓsgÏÎÌIsAunÓs¶¹Σ©h⌡µⁿ@~AÓBiHÏÎ _cdeclì²DÒC

IBM Visual Age C++P Microsoft Visual C++ñíúÑ makefilesdÒC

H SMTP °A¹úN SafeMail

±Î SafeMail

Yn±Î SafeMailAH×KPΣª SMTP°A¹ú~oÍÄ≡AÐÛAÈ{í±εÞzt

Îñ±Î SafeMailAÈ{íCb Windows}l\αϕñA∩ú]wA±εxAAÈ{íC

zL²ÊÓ∩ú IBM Firewall SafeMail ServerC÷@UÒÊCbÒÊþ¼µìñA∩ú±

ÎC÷@U OKC

[c SMTP °A¹

ϕzwË¹πº SMTP °A¹HúN SafeMail ÉAz²·²Ò{ÆÓh±C»`Níú

SafeMailºwþÊ\αA²zαNzº SMTP°A¹A[c¿iH⌡µPΣþⁿº\αC
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úLAYÇSwº SMTP °A¹ú~iα|³Lk⌡µYÇ@~ºÝDA]¹ÐbÊRú

~ºeA²JÓπsÒ³iÎº∩µHÎzºÝDC

ziα|IìYÇSwº≡»AÕÏz¼Î´al≤εCC÷MS³@Ó\α¹πº°A

¹αbúÏÎl≤εCUÞ@A²²pzÆ²ⁿw@ÓMÎºÏÐeΘÑÓ@~BÎAK

i°Cl≤εCºÛ÷M≈CoµÞ@iHN]°zíºεCÓ∩¾⌡≡ºΣªÞ@y¿

ºÄ»°ÜÌCC

t~@Ó½nÆµOAzºl≤°A¹²·⌠ÃwþÊ⌠⌠ºÛ÷ΩTCÚÚ SMTP ºW

hAC@Óiαel≤º°A¹í³ÓíJ@Óµ¼GϕYµCoÇϕYµiα|QJI

ÌÎÓ∩MzºwþÊ⌠⌠CSafeMail|bªBzl≤ÉúhÒ³ºϕYFÐNzº SMTP

°A¹[c¿πÆÛPº\αCPÉA SafeMail|NÒ³MÎºDqúWÙA½ssg°

½ÎΓìWÙCoµÞ@|i@B¾ú≤hiÎ≤∩Mz⌠⌠ºΩTC

SafeMail ºOⁿΘXdÒ

HUO SafeMailºOⁿΘXdÒC

Feb 03 13:46:11 1998 mr16n18: ICA2163i: safemaild started.

Feb 03 13:41:14 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e7a19
received from RACK3BD.
Feb 03 13:41:21 1998 mr16n18: ICA2179i: SafeMail has forwarded 215575
bytes for connection 0xd71e6118 from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:21 1998 mr16n18: ICA2178i: SafeMail session 0xd71e7a19
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:23 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e831a
received from RACK3BD.
Feb 03 13:41:36 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e901b
received from RACK3BD.
Feb 03 13:41:56 1998 mr16n18: ICA2179i: SafeMail has forwarded 215567
bytes for connection 0xd71e7a19 from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e831a
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e901b
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 346
bytes for connection 0xd71e901b from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 358
bytes for connection 0xd71e831a from 9.67.144.52 to 9.67.131.250.

ΘxTºⁿXUCΩTG

v ICA2177 - ⁿÜssuº}lC

v ICA2179 - ⁿÜ×ε¿\C

v ICA2178 - ⁿÜwPµ¼Tºº SMTP °A¹ØßsuC
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v ICA2181 - ⁿÜ SafeMail Ú´FÓÑq@~C²úoì]XAÐÑ\ BM eNetwork

Firewall ÑÒΓUC

v ICA2180 - ⁿÜÑq@~±εC

v ICA2182 - ⁿÜÏÎÌIsMwnÚ´Ñq@~C
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Ä8¹ zL¾⌡≡±εΩÆÇΘ

»¹°zÑÀíúAp≤ÏÎ[cqÝ¸ÓzL Firewall ±ε⌠⌠ΩÆÇΘC ÏÎuMÎ

Lo¹vA¾⌡≡|ÚÚUØ≥ÇApÉíBIP ì}Îl⌠⌠AÓLoÑq@~h¸WºÊ

]CLo¹bwþÎDwþÊ⌠⌠¶±ºííÊAªÌú|vT¾⌡≡⌠ÑϕC

bw]º¼pUAFirewall ú¹\bwþPDwþÊ⌠⌠ºíÇ¼⌠≤ΩÆCz²·Øßs

uA~αbwþPDwþÊ⌠⌠ºíÇ¼Swþ¼ºΩÆC

ÏÎ[cqÝ¸Øßsu

ÐÏÎÄ48¶ºÏ 14 ñíúº[cqÝ¸¸≤AÓØß⌠⌠½≤BWhÒ©ÎsuC

su s²⌠⌠½≤PAÈ{íÎ]Î^socksÒ©AÓwqÝIºíie\ºqHþ¼C

C@ÓsuOwqÓ½PØº⌠⌠½≤ºíie\ÎÚ´ºSw IP ΩÆÇΘþ

¼C

AÈ{í

Ñ@ÎÆÓÒ©ØßÓ¿CAÈ{í|wq¹\ÎÚ´þÇþ¼º IP ΩÆbÓ½

ÎØºa½≤ºíÇΘCÒpAziHØc@ÓAÈ{íÓ¹\ Telnet ÎÚ´

PingC (FTP AÈ{íñ³@ØOÑ 8 ÓWhÒ©ÒÕ¿)C IBM Firewall ³w

]AÈ{í°C zúαRúoÇwⁿºw]AÈ{íA²iH×∩YÇµìCú

LAYoÇw²wqºAÈ{íúÅXzºÝDAziHÏÎWhÒ©ÓØßs

WhAHsWÜAÈ{íCÛ÷ΩTAÐÑ\Ä68¶ºywqAÈ{ízC

WhÒ©

ⁿÜ FirewallAÚÚ IP Ê]ºUØÝÊA¹\ÎÚ´oÇ IP Ê]iJC

Socks Ò©
ⁿÜ¾⌡≡ socks`n{íAÚÚ IP Ê]ºUØÝÊA¹\ÎÚ´oÇ IP Ê]

iJC

⌠⌠½≤

NϕUØP Firewall ¼Êº⌠⌠¸≤ApDqúBÏÎÌÎl⌠⌠CªÌOÑ IP

ì}Îì}BnÒwqAÒHYnÎ@Ó½≤ÓNϕπÓd≥º⌠⌠ì}A]O

³iαºC⌠⌠½≤iÕ¿sÕC

⌠⌠½≤sÕ

Nϕ@ÎÆÓ⌠⌠½≤Fi@°]wsuÉºKQuπAÓBi×K½ÆÊºu

@CÒpAN\hì}Õ¿@Ó⌠⌠½≤sÕAÓNϕ@ÓíùCMßAoÓ⌠

⌠½≤sÕNiHÎÓϕ@suºÓ½ÎØºaC
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ÏÎw²wqºAÈ{íØßsu

YnHΓÓ⌠⌠½≤Î⌠⌠½≤sÕ°ÝIA¹\ÎÚ´SwºqHþ¼AzÝØß@Ó

suC

bwq⌠⌠½≤ºßAzNiHØßsuCYnqL Firewall ÓÇΘΩÆAÐ∩ú@Ó⌠⌠

½≤ÎsÕ@°Ó½AÃ∩út@Ó⌠⌠½≤ÎsÕ@°ØºaC

²ØßsuAÐq[cqÝ¸É²≡¼²cñ∩úuΩÆÇΘ±εvAMß÷ΓUÉ×Ω

Æ¿ÏOANΩÆ¿i}C ∩úsu]wCsuCÜ∩ÜØY|X{C∩úsWAMß÷@

U}ÒCYX{sWsu∩ÜØApÄ49¶ºÏ 15 ñÒÜC

Ï 14. Øßsu
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1. ±JsuWÙC

Ï 15. sWsu
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2. ±JsuíúC

3. bÓ½µìñA÷@U∩úAq⌠⌠½≤∩ÜCÜñ∩Ü⌠⌠½≤C

4. bØºaµìñA÷@U∩úAq⌠⌠½≤∩ÜCÜñ∩Ü⌠⌠½≤C

5. ²∩Ü¹suºÈ{íCÜA÷@U∩úAÃ∩ÜznbÝIí±εºΩÆÇΘþ

¼C

6. qCÜñ∩Ü@ÓÎhÓAÈ{íANAÈ{ísWìusuvC

7. ziH∩úAÈ{íAMß÷@U¹W¾Î¹U¾A½sÆCCÜº¶ÇCÐÑ\Ä

50¶ºyÆCsu¶ÇzC

8. ziH∩úAÈ{íAMß÷@U¾úAÓ¾úAÈ{íC

9. ÏÎ¹suº Socks [cCÐϕ`BJ 5-7A¹¿ SocksºsuC

10. b@ÁúwwqºßA÷@U OKC

11. ÒÊzºÒ³suCÐÑ\Ä50¶ºysuÒÊzC

ÆCsu¶Ç

jí≈º IBM Firewall u³Ö≤ 1000ÓºWhCUhºWhAU|vTÄαC

b⌠⌠¶±Wµ¼Ê]ÉAL×OÇJÎeX¾⌡≡DqúAú|qÒúÍºsuWhÌ

W±º@°}lÞÎCpGÊ]ºΩT¹þÅXWhñºΩTAN|⌡µÓÊ@ (¹\ÎÚ

´)CYjMπÓÉ×ßS³o{⌠≤ÅXíÎAYÚ´nDC

µZ: iNûSwºsu±ba±»ÝºaΦAûúSwºsuh±ba±³ÝºaΦC
ÒpAziα³@Óì}° (1.1.10.X)ºuABC íùvAÎ@íì}° (1.1.10.7)º

≈¹A@°uABC íùvºíº°A¹CYznÆú≈¹ 1.1.10.7A]°ªOú³Ï

Î≤ telnetΩÆÇΘº°A¹Ahz²·NuÚ´ Dept ABC °A¹º telnetvs

u±bu¹\ Dept ABC º telnetvsuºeCpGzËαFsu¶ÇAN´∩ú

|IìÚ´suC

suÒÊ

ù: bzÒÊsuºeAÐTwzwwqwþ¶±C

∩ú[cqÝ¸É²≡¼²cñºsuÒÊAi²z⌡µUC@~G

½ØÃÒÊsuWh

Firewall |qsu[cAØßúÍºsuWhAÃÒÊÓWh°C

±εsuWh

Firewall {bⁿw]WhO@C
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CÜ{µºsuWh

z|ÝìÌsúÍºsuWh°CpGw±ÎWhºÜANú|ÏÎªÌC

T{WhúÍ

T{zÒØßºWhO_³ÄC

ÒÎsuWhOⁿ

Firewall NÒ∩úºΩÆÇΘOⁿÜ¾⌡≡Θx≈αñC

±ÎsuWhOⁿ

±ε Firewall Oⁿ\αC

X{suÒÊ∩ÜØApÄ52¶ºÏ 16 ñÒÜC
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b¹¿∩úºßA÷@U⌡µC

½ØPÒÊsuWhÉºOⁿΘXdÒ

HUOz½ØPÒÊsuWhÉºOⁿΘXdÒC

Feb 03 13:46:53 1998 mr16n18: ICA9037i: ¾⌡≡¶±N
≤ Tue Feb 3 13:46:53 1998 ÛÊ≤s

Feb 03 13:46:55 1998 mr16n18: ICA1032i: Lo¹WhN
≤ Feb-03-1998 º 13:46:55 [H≤s

Ï 16. suÒÊ
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Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp/ack eq 25 gt 1023 both local both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:7 permit 9.67.130.154 255.255.248.
0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:10 permit 9.67.131.250 255.255.255.
255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:12 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure local inbound
l=n f=y t=0 e=none a=none
.
.
.
Feb 03 13:46:58 1998 mr16n18: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both l=y f=y t=0 e=none a=none

P_Wh¼A

IBM Firewall WhiB≤UC⌠≤@Ø¼AG

1. [cúb@ÎñC

z|¼ÏÎ[cqÝ¸ÓÒÊ[cAÎÌzw±ε[cCoOzÄ@¸wË IBM Firewall

ßAÒÊtÎÉÎ±εLoWhº[c¼ACϕzÄ@¸wË Firewall ÉAw]Lo¹

|ßYNìAO@zº⌠⌠HKQIJC

¾⌡≡súG

v w]ºLo¹[c¹\Ò³»ÝºJ≡ΩÆÇΘÎÒ³º≈≡ΩÆÇΘC

2. [c°@ÎñA²³ù~C

zwÒÊ[cCiαO[cñ³ù~ (L³ÄWh) Î¼b[cñ]w⌠≤WhCù~Î

µi|πÜbuÒÊvΘX°íñC
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¾⌡≡súG

v ¹\Ò³º»ÝJ≡ΩÆÇΘC

v ¹\Ò³º≈≡ΩÆÇΘC

3. [c°ÏÎñAÓB³ÄCÐ`NGiαX{@ÇµiAΣñÌÈo`NºO½ÐºL

oWhC

zwÒÊÏÎ[cqÝ¸ΩÆÇΘ±εÏqÒwqº[cC

ù: ¹[cÉiH³ÄA²´útWhC b¹íÎUA|ÄÎ⌠tºyÚ´Ò³súz
WhC

¾⌡≡súG

v Ñ[cÉMwsúC

Ñ⌠≤⌠⌠¶±Òµ¼ÎYNnÇeºC@ÓÊ]únµⁿËdAÃÚÚÒúÍs

uWhñºC@ÓWhÓ±ûΣºeCpGo{ÅXºWhAY⌡µÓWhWºÊ

@ (¹\ÎÚ´sú)C

v pGS³WhÅXÓÊ]Ah|ÏÎ⌠tºyþíÚ´zWhAÚ´súC
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Ä9¹ AÈ{ídÒ

»¹íúp≤[c FirewallAH⌡µYÇ@δ@~C CXº@~ÈÝdÒA²FÑoÇdÒ

ºßAzNiH[c¾⌡≡ÓÏÎwúÑº⌠≤AÈ{íC

WºÒq

Firewall ºΩÆÇΘ±εOÚÚusuvÕ´Ó¿AoÇsu|wqGÝIºíÒe\ÎT

εºqHþ¼C ]¹Az@wnÚÚoÇÝIÓWºzºsuC

pÄ47¶ºyÄ8¹ zL¾⌡≡±εΩÆÇΘzñÒyzAb Firewall WÝIOH⌠⌠½≤

ÓNϕC pGz|¼H⌠⌠½≤ÓNϕAh³²¹¿Ä7¶ºyÄ2¹ Wºzñº⌠⌠Wº

u@MµAMßØß²nº⌠⌠½≤ÓNϕzº⌠⌠C

»¹ñºdÒOÏÎUC⌠⌠½≤G

wþ¶±

Firewall ºwþ¶±C

Dwþ¶±

Firewall ºDwþ¶±C

wþ⌠⌠

igÑ Firewall wþ¶±súºì}d≥C oiHO]tYzúPΓìº⌠⌠½

≤sÕAÓCÓΓìúÑΣ»¡º⌠⌠½≤NϕC

The World
DwþÊ⌠⌠C

C@ÓÒnºqHþ¼ú²·HI∩IqHº[IÓÝÝCboÓÑqñAÐÒ{zº¾

⌡≡OnH proxy ºÎíÓúÑoÇqHAÎO Firewall n¼eoÇqHC

pG¾⌡≡Rϕ proxyAh¾⌡≡NNϕwþÏÎÌ⌡µ²nu@AÓDwþDqúÃ·ú

|¾D³wþDqúsbCpGÎ¾⌡≡¼eΩÆAhwþDqúÎDwþDqú|½µ

∩ÍC

pGzN Firewall ϕ@ proxy ÏÎAhzºqHÝI|N¾⌡≡ÖJApÄ56¶ºÏ 17 ñ

ÒÜC
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Telnet Proxy dÒ

Ä@ÓdÒOµÂº≈≡ telnet proxysuCb¹dÒñAwþ⌠⌠WºÏÎÌiÏÎ¾⌡

≡ Telnet ProxyAÓsúDwþ⌠⌠ñDqúWº telnetAÈ{íC

pÄ56¶ºÏ 17 ñÒyzA¹ÉNúÍΓÓsuG

1. wþ⌠⌠ººqÝ¸sµì¾⌡≡º Telnet ProxyC

2. ¾⌡≡º Telnet Proxy (NϕwþÏÎÌ) sµìDwþ⌠⌠ñºDqúC

Yn°oÓqH[c Firewall ºΩÆÇΘ±εAÚÌÝn]wΓÓsuG

ϕ 1. Telnet Proxy

Ó½½≤ Øºa½≤ ²nºAÈ{í

wþ⌠⌠ wþ¶± Telnet Proxy≈≡ 1/2

Dwþ¶± þy⌠⌠ (The World) Telnet Proxy≈≡ 2/2

Ï 17. Telnet ProxyP½µ Telnetsu

56 IBM eNetwork Firewall for Windows NT:ÏÎⁿn



wLoº Telnet dÒ

ÎW±ºdÒÓP²µºLoßº telnetsuµ±ûCb¹íÎUAwþÝWºqÝ¸N½

µPDwþÝWºDqúsµC

ϕ 2. wLoº Telnet

Ó½½≤ Øºa½≤ ²nºAÈ{í

wþ⌠⌠ þy⌠⌠ (The World) Telnet½µ≈≡

peÒzAϕwþqÝ¸sµìDwþDqúÉA¹[c|ÉSXoÇqÝ¸ºì}C

Proxy HTTP ºdÒ

jí≈wËº⌠⌠suÜÖne\@ÇwþqÝ¸Ós² WebC IBM Firewall úÑFw²

wqº HTTP ≈≡ΦVAÈ{í (HTTP outbound direct service)AÓe\¼eº HTTP (\

αPwLoº TelnetdÒ¹þÛP)C¹~AFirewall ÙúÑ HTTP proxyC

HTTP qT≤wúP≤ TelnetA]°ªiHÊËΣªqT≤wCYÏO²µºs²Ají≈

ÏÎÌÝnºúÈO HTTPA]Ýn FTPAÈ{íCYnúÑ¹πº HTTP \αA]³¹

\ÏÎ GopherÎ WAISAúLoΓµºÏÎWvûCC

²Ð`NAϕÏÎoÇB~qT≤wÉAªÌO]tbqÝ¸P proxy ºíº HTTP ñC

]¹qH|þⁿÄ57¶ºÏ 18 ñºÏÑC

Ï 18. Proxy HTTP
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Ñ≤ÚÌ³ΓÕÝInÑP@~AÒH²·sgΓÓsuC

ϕ 3. Proxy HTTP

Ó½½≤ Øºa½≤ ²nºAÈ{í

wþ⌠⌠ wþ¶± HTTP proxy≈≡ 1/2

Dwþ¶± þy⌠⌠ (The World) ∩úÛ...

v HTTP proxy≈≡ 2/2

v FTP proxy≈≡ 2/2

v Gopher proxy≈≡ 2/2

v WAIS proxy ≈≡ 2/2

v HTTPS proxy≈≡ 2/2

÷≤ HTTP ProxyºÔÓΩTAÐÑ\Ä91¶ºyÄ13¹ [c proxy °A¹zC

Socks ºdÒ

Socks|³þⁿ HTTP proxyºÝDA]° socks`n{í|Bz\húPºqT≤wA

ÃB|NªÌÊËì Firewall PqÝ¸ºíºµ@ΩÆyñC Socks± HTTP proxy≤³

uÊA]°ªiHµⁿ⌠≤ TCPÎ UDP ÉVºqT≤wAÓB Firewall iHbLo¹~

Wß[cAHi@B±εqHC

Ñ≤¹µsWºuÊAÒH[c socksúFH HTTP proxyñÜdºsuº~AÙÝnÄ

TÓsuCΓÓ≥»sue\Ê]Ó^yÊÜ FirewallFÓn³ÄTÓsu~αb socks`

n{í¼ìÊ]ÉAq¾ª proxy nDC

ϕ 4. Socks

Ó½½≤ Øºa½≤ ²nºAÈ{í

wþ⌠⌠ wþ¶± Socks 1/2

Dwþ¶± þy⌠⌠ (The World) ∩úÛ...

v HTTP proxy≈≡ 2/2

v FTP proxy≈≡ 2/2

v Telnet proxy≈≡ 2/2

(znúÑΣ©º⌠≤ 2/2 proxy

AÈ{í)
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ϕ 4. Socks (~≥)

Ó½½≤ Øºa½≤ ²nºAÈ{í

wþ⌠⌠ þy⌠⌠ (The World) buSocks[cv°íñAbU

C∩µñ∩ú...

v ¹\ socksÆº HTTP

v ¹\ socksÆº FTP

v ¹\ socksÆº Telnet

ϕMAzwþ⌠⌠ººqÝ¸²· socksÆAB²·[c°H¾⌡≡ϕ@ socks°A¹Ï

ÎC

÷≤ SocksºÔÓΩTAÐÑ\Ä73¶ºyÄ11¹ [c Socks°A¹zC

DNS úÜ

pGz¼úÑ DNS ÑMΦ×ANÜ°³ÄvaiµqHC ÐÑ\Ä31¶ºyÄ6¹ Bz

ΓìWÙAÈ{ízAHúo³÷[c DNS ºúÓCÓBÐÈ²OoÒÎuwþÊªñv

ñºu¹\ DNS dßvC

Dwþ Socks qÝ¸ºúÜ

uwþÊªñve±]tÚ´ Socks ìDwþ¶±ºÄ∩ØCoÓAÈ{í|Ú´q⌠≤
Dwþ¶±¼eìz socks`n{íº⌠≤Ê]AoËiÏzº¾⌡≡≤[wþC

pGzn²qÝ¸qDwþÊ⌠⌠iJzº⌠⌠Az´úα∩ú¹Ä∩ØC
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Ä10¹ Ûµ]wΩÆÇΘ±ε

»¹≤UzwqLoWhÎAÈ{íC AÈ{íO@Wh°XÎ@ÕⁿO°AizL

Firewall Ó¹\ÎÚ´SwºΩÆÇΘþ¼AÒp telnetÑq@~C ziHÏÎWhÒ©

ÓØßsWhAHsWÜAÈ{íC z]iHRúAÈ{íC SocksAÈ{íiÞÎÜ

socksÆºsuWC

IBM Firewall þ³w²ⁿJºw]AÈ{í°CziH×∩⌠≤w²wqºAÈ{íAHÅ

XzºSwÝDAÎÌØßsºAÈ{íC

ÏÎ[cqÝ¸ØßWhÒ©

¹{ÇiÎÓNsWh[JÜiÎWhÒ©ºCÜñC

1. b[cqÝ¸É²≡¼²cñ∩úuΩÆÇΘ±εvAMß÷ΓUÉ×ΩÆ¿ÏOC

∩úsuÒ©ßAA∩WhC

2. bWhCÜ∩ØÜWA÷ΓUsWC

uIBM Firewallv|πÜpÄ62¶ºÏ 19 ÒÜºsW IP Wh∩ÜØAziHÎªÓ
wqsºWhC
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3. ΘJuWhWÙvC

4. ΘJuWhíúvC»µìO∩ÎÊºC

5. ÷@UÊ@b¹AMß∩Ü¹\ÎÚ´súu¾⌡≡vC

6. ÷@UqT≤wb¹AMßqUCCÜñ∩úG

Ï 19. sW IP Wh
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all ⌠≤qT≤wÒÅX¹WhC

tcp Ê]qT≤w²·OÇΘ±εqT≤w (TCP)A~αÅX¹WhC

tcp/ack
Ê]qT≤w²·Og{iº TCPA~αÅX¹WhC

udp Ê]qT≤w²·OÏÎÌÊ]qT≤w (UDP)A~αÅX¹WhC

icmp Ê]qT≤w²·O Internet±εTºqT≤w (ICMP)A~αÅX¹WhC

ospf Ê]qT≤w²·Ou}ÒÌu⌠|ºÄ@ÓqT≤w (ospf)vA~αÅX¹

WhCϕ ospf ⁿw°qT≤wÉAh ospf O²þ¼È|ÏÎÓ½≡@~M

Ó½≡ÈCospfþ¼WτiiµLoCziHⁿwþ¼È anyAÓØº≡µì
²·ⁿw° any 0AΣª⌠≤ÈY©H¿ñC

ipip Ê]qT≤w²·O IP-in-IP qT≤w (IPIP)A~αÅX¹WhC ⁿw IPIP

ÉAsµ≡µì²·ⁿw° any 0C

esp Ê]qT≤w²·OΩÀMÎ⌠⌠ÎÓÇeÊË IP Ê]ºÊËwþqT≤

wA~αÅX¹WhC

ah ²ÒϕYqT≤wYⁿΩÀMÎ⌠⌠ÎÓÇe IP Ê] (π³Û÷º²ÒO¹)

ºÊ]qT≤wC

7. ÆÈqT≤wi²zQÎΣQiìÈ (ÚÚ RFC-1700Ww) ÓⁿwqT≤wA³ÄÈ

d≥° 1 Ü 252CÐ`NGÏÎ»∩µÉA¹WhÏÎºsµ≡µì²·ⁿw° 0 (ϕ

Ü⌠≤sµ≡)CÐÑ\ RFC-1700AHúoÒ³qT≤wºCÜCÎÌAz]iH½µ

Îs²¹Ósú Internet Assigned Numbers Authority (IANA)C

8. BΓP≡¹BΓ¸OPÉÃÎCÓ½ÎÞΦBΓ»zÊ]ÒÎº≡¹ (ØºaÎÓ½) P

Ó½≡¹MØºa≡¹BΓ¸ºíº÷pCÒpApGÊ]Øº≡°≡ 20AÓBØºa

BΓMØº≡¹ú° yge 15zAÒHÊ]ÛÅC(20 j≤ÎÑ≤ 15)C

pGzÏÎÈ° any ºÓ½ÎØºaBΓAhLo¹|¿ñ≡¹F⌠≤sµ≡úNÅ
XCb¹íÎUAzúαÜ≤≡¹C

H ICMP qT≤wÓÑAhúⁿwÓ½≡AÓⁿw ICMP þ¼ABúⁿwØºa≡Ó

ⁿw ICMP XCÒⁿwºÞΦBΓl|ÞÎÜÓþ¼ÎrXAYO≡Ah anyBΓl

ϕÜ⌠≤þ¼Î/ÎrXÈÒÅXWhCb¹íÎUAzúαÜ≤≡¹C

BΓÈ°G

v ⌠≤

v Ñ≤

v úÑ≤

v p≤

v j≤

v p≤ÎÑ≤

v j≤ÎÑ≤
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HU°@ÇÝnO@º½n≡C≡¹È²·b 1 ì 65536ºd≥ºC

sµ≡ Î~

20 FTP ΩÆ

21 FTP ±ε

23 Telnet

25 l≤

53 ΓìWÙ°A¹

70 Gopher

80 HTTP

111 RPC

161 SNMP

1080 socks

U±CX ICMP þ¼MrXG

þ¼ rXMíú

0 0 - Ping^³

8 0 - PingnD

3 1 - LksúDqú

3 3 - Lksúsµ≡

5 1 - Dqú½sÉV

9. ÷@U¶±b¹Ó∩ú¶± (tµd) þ¼C

ΓÌ Î≤wþÎDwþÊ¶±WiJÎeXºÊ]

wþ Î≤wþÊ¶±WiJÎeXºÊ]

DwþÊ

Î≤Dwþ¶±WiJÎeXºÊ]

Sw ∩ú¶±ÉAP¶±WÙµì@_ÏÎ (pGzwⁿwWÙ¹¶±)C

10. pGz∩ÜSw¶±þ¼ASw¶±ºWÙYX{buWÙvµìñC

11. ÷@UÒnº¼e⌠|G

ΓÌ AÎÒ³ºΩÆÇΘC

»Ý NⁿÊ]Ob¾⌡≡Dqú»Ýd≥ºCoϕÜG

v ÒÇJºÏìÊ]°Ñ¶±µ¼BnÇeì¹¾⌡≡DqúºÊ]FoÇ

Ê]ú|ÇeìΣLDqúWAΣØºab»ÝC
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v eXºÊ]qÓ¶±ÇΘA²OÑ¾⌡≡DqúÒoXCΣÓ½°»ÝC

¼e NⁿÊ]OÑ¾⌡≡DqúÇeAoϕÜG

v iJºÏìÊ]OÑ¶±µ¼BÇ¼ìΣLDqúºÊ]FÊ]ú|Od

b Firewall WCΣØºab·ÝC

v eXºÊ]Oq¶±ÇΘAΣÓ½OΣLDqúo_ÇXCΣÓ½b·

ÝC

12. ÷@UÒnºΦVG

ΓÌ Ò∩wº¶±ÒÇeÎµ¼ºÊ]C

J≡ q⌠⌠ÇeìÒ∩wº¶±ºÊ]

≈≡ qÒ∩wº¶±Çeì⌠⌠WºÊ]

13. pGzbuΘx±εvµì∩ÜuOvAhÅXÓWhºC@ÓÊ]ú|Hu²¶Ç

h¸ Error O²b¾⌡≡ΘxñCpG¼ⁿwoÓÑÆAhw]È°u_vC

14. ÷@Uùq±εb¹Ó∩ÜÒnºùq±εC °FÏ IP Ê]ΩTÅXWhùq±εW

µA¹±εÑ¶pUG

O ÓWhNÅXùqϕYBùqÎDùqCYOùqAsµ≡ΩTN©H¿ñ

Ã{w°ÅXC

ß@ ÈùqMùqϕYiHÅXCYOùqϕYAsµ≡ΩT²·ÅXFYOù

qAsµ≡ΩTN©H¿ñC

_ ÈDùqiHÅXCùϕYMÏùQ¹ÑÆÆúb~C

ϕY ÈDùqMùqϕYiHÅXCùqQoÓÑÆÆúb~C

pG¼ⁿwoÓÑÆAhu¹\vWhÎuÚ´vWhºw]ÈÒ°uOvC

ù: úÞoÓ±εº]w°≤A¾m° 1 º IP ùqú|QË≤CoÓÊ@|°úH
Ê]ùqÓÐ\ TCP ϕYX¹ºw¾≡»C

°FÏÊ]ϕYÅXwwqº IP WhAÊ]ΩT²·ÅXsXWhñⁿwºÒ³ÑÆCY

OÊ]ùqAúF≡ΩTH~AÒ³ÑÆúiÎÓMwO_ÅXC

pGoÇÊ]ùqúQ²e³uOvÎuß@vsXºWhÒ¹\AhÊ]ùqN°Ã·

þ[bWhÉ½ÝºÌß@ÓWhÒÚ´C

Ü≤ IP Wh[cµØ

²×∩zwØßº IP WhAÐG

1. Ðs÷ΓUWhCÜñº{sWhAYX{×∩ IP Wh[c∩ÜØC

2. ×∩AϕºµìApÄ61¶ºyÄ10¹ Ûµ]wΩÆÇΘ±εzñÒÜAMß÷@U OK
ÓÞÎÒ@ºÜ≤C
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RúWh[cµØ

²RúWhAÐqWhCÜñ∩ú@WhAMß÷@URúC

w²wqºAÈ{í

IBM Firewall þ³w²ⁿJºw]AÈ{í°C AÈ{íO@Wh°XÎ@ÕⁿO°Ai

zL Firewall Ó¹\ÎÚ´SwºΩÆÇΘþ¼AÒp telnetÑq@~C ziHÏÎWh

Ò©ÓØßsWhAHsWÜAÈ{íC

w²ⁿJºw]AÈ{í°G

Ò³Dwþ

Ú´Ò³zLDwþ¶±ºΩÆÇΘ

þí¹\

¹\Ò³ΩÆÇΘ (È¡Î≤»ù)

þí¹\AHµVΦí

¹\Ò³ΩÆÇΘ (È¡Î≤»ù)

Ò³wþ

Ú´Ò³zLwþ¶±ºΩÆÇΘ (H¾εwþÊHW)

þí÷¼

Ú´Ò³Ê] (÷≈Î»ù)

ÏBF Ú´Ó½ì}°wþÊºDwþÊÊ]J≡

s½ Ú´NTºs½ìDwþ¶±

DwþÊº[cqÝ¸

¹\zqDwþÊ⌠⌠ÏÎ[cqÝ¸

[cqÝ¸wþ

¹\zqwþÊ⌠⌠ÏÎ[cqÝ¸

CU-SeeMe
CU-SeeMe Videoì≤w]≡ 7649Î 7648

DNS dß
(wþÊªñ) ¹\ DNS dß

DNS αe
¹\ DNS Ïìαe (w∩ÆÎWÙ°A¹)

Γì±ε¹²Ò

¹\zw∩ÏÎÌ²ÒÏÎuΓì±ε¹v
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FTP proxy J≡ 1/2
¹\ FTP qDwþ⌠⌠J≡ìu¾⌡≡v

FTP proxy J≡ 2/2
¹\ FTP qu¾⌡≡vJ≡ìwþ⌠⌠

FTP proxy ≈≡ 1/2
¹\ FTP qwþ⌠⌠≈≡ìu¾⌡≡v

FTP proxy ≈≡ 2/2
¹\ FTP qu¾⌡≡v≈≡ìDwþ⌠⌠

Gopher proxy J≡ 2/2
¹\ gopherÛ Firewall ≈≡Üwþ⌠⌠

Gopher proxy ≈≡ 2/2
¹\ gopherqu¾⌡≡v≈≡ìDwþ⌠⌠

HTTP Ú´DwþÊ
Ú´ HTTP ìDwþ¶±

HTTP ½µ≈≡
¹\ HTTP ½µqwþ⌠⌠≈}ÜDwþ⌠⌠

HTTP proxy J≡ 2/2
¹\ HTTP qu¾⌡≡vJ≡ìwþ⌠⌠

HTTP proxy ≈≡ 1/2
¹\ HTTP (≡ 8080)qwþ⌠⌠≈≡ì Firewall

HTTP proxy ≈≡ 2/2
¹\ HTTP qu¾⌡≡v≈≡ìDwþ⌠⌠

HTTPS ½µ≈≡
¹\ HTTPS (SSL)Ûwþ⌠⌠≈}ÜDwþ⌠⌠

HTTPS proxy ≈≡ 2/2
¹\ HTTPS (SSLqD) q Firewall ≈≡ìDwþ⌠⌠

IDENTD
¹\³ SocksqT≤wºÏÎÌ ID

l≤ (wþÊªñ) ¹\ul≤vΩÆÇΘqL Firewall

NetBT WÙAÈ{ís½
¹\ NetBIOS over TCP/IPWÙAÈ{ís½

Ping ¹\ Ping ≈}wþ⌠⌠Ü⌠≤aΦ

SDI ²Ò
¹\suìwþ⌠⌠ñº SecurID ACE°A¹
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Socks 1/2
¹\ÏÎqwþ⌠⌠ì Firewall º Socks

Socks Ú´Dwþ
Ú´ÓÛDwþtµdº Socks

Socks J≡ 1/2
¹\ÏÎqDwþÊ⌠⌠ì Firewall º Socks

Telnet ½µ≈≡
¹\ Telnetqwþ⌠⌠≈≡ìDwþ⌠⌠

Telnet proxy J≡ 1/2
¹\ TelnetqDwþ⌠⌠J≡ì Firewall

Telnet proxy J≡ 2/2
¹\ Telnetq Firewall J≡ìwþ⌠⌠

Telnet proxy ≈≡ 1/2
¹\ Telnetqwþ⌠⌠≈≡ìu¾⌡≡v

Telnet proxy ≈≡ 2/2
¹\ Telnetqu¾⌡≡v≈≡ìDwþ⌠⌠

VDOLIVE ½µJ≡
¹\DwþqÝ¸J≡ìwþ°A¹

Ð`NAÏÎÌ²·[cÓOÏÎÌ (player)ºÊΦAK≤ÈÏÎ UDP ≡ 7001C

VDOLIVE ½µ≈≡
¹\wþqÝ¸≈≡ìDwþ°A¹

WAIS proxy J≡ 2/2
¹\ WAIS (z39.50)q Firewall ≈≡ìwþ⌠⌠

WAIS proxy ≈≡ 2/2
¹\ WAIS (z39.50)qu¾⌡≡v≈≡ìwþ⌠⌠

wqAÈ{í

wqWhºßAz²·NWhsWìAÈ{íñCq[cqÝ¸É²≡¼²cñ∩úuΩ

ÆÇΘ±εvAMß÷ΓUusuÒ©vAA∩úuAÈ{ívAuAÈ{íCÜv∩Ü

ØY|X{C÷ΓUusWviúousWAÈ{ív∩ÜØApÄ69¶ºÏ 20 ñÒÜC
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ÏÎ[cqÝ¸ÓØßAÈ{í

1. ΘJAÈ{íWÙC

2. ΘJíúC

3. m½Θx±εµìúÑ@ØΦkAÓm½w°oÓAÈ{í∩úºWhÒ©ñºΘx±

ε]wCÒpApGzÖJ@ÕWhÒ©ΣΘx±ε@δ]¿u_vAhziSO°¹

AÈ{íANÓ]wm½¿uOvC¹m½]wN|vTAÈ{íñºÒ³WhCÐb

m½Θx±εµìñAΘJUC∩µº@G

v úm½ - m½w÷¼AWh»¡º]w´MAÎ

v O - ϕAÈ{íñ³⌠≤WhÅXÉAgJΘxO²

Ï 20. sWAÈ{í
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v _ - ϕAÈ{íñ³⌠≤WhÅXÉAúgJΘxO²

ϕw∩LoWhgJΘxO²ÉAΘxO²ñπÜºÈ°ÓÛ IP Ê]ºΩÚÈCÅXL

oWhºO²AiúÑ÷≤ Firewall ÒÝìº IP Ê]ºeº½nΩTAÒpΩÚqT

≤wM≡¹C

4. m½ùq ±εµìúÑ@ØΦkAÓm½w°oÓAÈ{í∩úºWhÒ©ñºuùq

±εv]wCÒpApGzÖJ@ÕWhÒ©Σuùq±εv@δ]¿u_vAhzi

SO°¹AÈ{íANoÓ]wm½¿uOvC¹m½]wN|vTAÈ{íñºÒ³

WhCÐbum½ùq±εvµìñAΘJUCº@G

v úm½ - m½w÷¼AWh»¡º]w´MAÎ

v O - ÅX⌠≤ IP Ê]AÒpADùqBùqϕYÎútϕYºùq

v _ - ÈÅXDùqÊ]AúÅXùqϕYÎútϕYºùq

v ß@ - ÈÅXùqϕYÎútϕYºùqAúÅXDùq

v ϕY - ÈÅXDùqÎùqϕYAúÅXútϕYºùq

5. Éí±εµi²zs²Éíd≥PC@ÓAÈ{íA]¹AoÓAÈ{íÈbⁿwºÁ

íº³ÄCpGS³°AÈ{íⁿwÉíAhÓAÈ{íbÒ³ÉíúO³ÄºC

Ñ@ÑñÉí±ε

pGznÚÚϕÑº_lÎ²⌠ÉíAÓÒÊÎ±εoÓAÈ{íAÐ∩ú¹

∩µC ÏÎ 24 pÉµíCY¼ÒÎ¹µìAhu@ÑñÉívµì|b@Ñ

24 ÓpÉñ_@ÎC

ÑΘÁ±ε

pGznÚÚH@gÎ@~ΘÁÆwºÉ{ÓÒÊÎ±εAÈ{íAÐ∩ú¹

∩µCÐ`NGAÈ{íOÒÊÎ±εA°uÉí±εÊ@vµìñºÈÓ

wC

Éí±εÊ@

pGznAÈ{íbⁿwÉíºÒÊAÐ∩ÜbⁿwÉíºÒÊAÈ{íC¹

AÈ{íboÇⁿwÉíº~|±εC

pGznAÈ{íbⁿwÉíº±εAÐ∩ÜbⁿwÉíº±εAÈ{íA¹

AÈ{íboÇⁿwÉíº~|ÒÊC

6. ÷@U∩úÓ∩Üc¿¹AÈ{íºWhC

7. ziÏÎuy{vÁ½AÓMwbNusuvºuÓ½vÎuØºavÈgJuWh≥

»vÉÉAp≤NoÇÈⁿw¹Lo¹C

---> uÑ¬VkvϕÜusuvºuÓ½vPuØºav
QgJuWh≥»ÉvÉA|½µgJÓWhC

<--- uÑkV¬vϕÜusuvºuÓ½vPuØºav
QgJuWh≥»ÉvÉA|ËαC
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8. ϕ¼ìÊ]ÉAuIBM Firewallv|NÊ]ººΩTPuWh[cÉvñºWhqÉ×»

Ý}l±ûC bo{Ä@ÓÅXºΩTÉY±ε±ûAÃ⌡µWhºÒtºÊ@C

bsW@ΩWhìAÈ{íßAziHÜ≤oÇWhº¶ÇC qAÈ{í½≤CÜñ∩

úWhAMß÷@U¹W¾Î¹U¾ ÷sÓNWh½swìCÎÌAziH÷@U¾ú

Ó¾úWhA[cqÝ¸|πÜ_sºWhCÜA÷@U OK ÓxszºÜ≤C
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Ä11¹ [c Socks °A¹

SocksOq⌠hDº InternetÐÇC pGzº³Î{íOÏÎ TCP (³O Web s²¹B

FTPÎ Telnet³Î{í)AhziHÏÎ Socks°A¹Óα½ì}C⌠Ãºí IP ì}ÉA

SocksiH°Uzsú InternetC

YOqwþqÝ¸ìDwþ°A¹º≈≡nDAh Socks°A¹º@ÎP Proxy°A¹Û

PGOnñ_ Firewall WºÑq@~AÃbO@ºí⌠⌠w}Î²cºPÉAúÑÏÎÌi

sú~íBDwþ⌠⌠ºwþùC Socks°A¹∩ÏÎÌºuIO≤e÷ÏÎABuÝÎÜ

ÖºB~Þzu@C

Socks°A¹idIÒ³qLz⌠⌠M Internetºíº≈≡ TCP nDC Socks°A¹ú

Ñ·Ý³Î{í¶±A]¹qÝ¸{íbwþΓìñ⌡µº\αAú|b¾⌡≡u@¸W

QÎÞDqLwþ°A¹AÓ⌠ÃqÝ¸º IP ì}CP SocksWhs²ºLo¹|±εs

úvC

Socks°A¹þⁿ proxy °A¹C²ÆΩW Proxy°A¹Ob Firewall W⌡µ TCP/IP\

αAÓ Socks°A¹uOÑOÏÎÌAÃÏÓ\αgÑ Firewall ½sÉVCΩÚº TCP/IP

\αObqÝ¸u@¸W⌡µAÓD¾⌡≡CoËiÙh Firewall ºBz{ÇCwþ⌠⌠ñ

ºÏÎÌiÏÎ\hΣ© SocksÐÇº TCP/IPú~C Ï 21 íú Socks°A¹p≤Iú

ÓÛwþ⌠⌠qÝ¸º HTTP nDC

Socks°A¹α³Äa∩~É⌠Ãººí IP ì}C

IBM Firewall úÑuSocksqT≤wÄ 5 ©vAi²wþ⌠⌠ñºqÝ¸bsúDwþÊ

⌠⌠ñº³Î{íºeAα≈qL²ÒÑqCPÉAª]úÑnµÎv³qT≤w¹gL

²Òº@δ proxy Î@ÇΩyº proxyC

Socks`n{í|btÎÒÊÉAHuWindows NTAÈ{ívº¼AÛÊÒÊC¹~AÒ

úÑº WatchNz{í (Watch Agent)iÊþ°A¹CziHHuΦíÒÊ WatchNz

{íC

Ï 21. Socks°A¹

© Copyright IBM Corp. 1994, 1998 73



IBM Firewall úÑ@²µº¾α⌠|AªOÑTØ²Ò]wÉÕXÓ¿AÒHϕ Socksq

Ý¸ÉJuSocksqT≤wÄ 5 ©vqÝ¸ÉAÈßÙOiH~≥ÏÎwwËºuSocksq

T≤wÄ 4 ©vqÝ¸C

1. L×ÏÎuSocksqT≤wÄ 4 ©vÎuSocksqT≤wÄ 5 ©vºqÝ¸ÓsuA

Ìejº]wÉúú|ÒÎ≈≡²ÒÓ{i⌠≤ÏÎÌCboØípºUA|Ú´J≡

suC

2. ¾α]wÉi²uSocksqT≤wÄ 4 ©vÏÎÌqLÓúÝ²ÒA²O|nDuSocks

qT≤wÄ 5 ©vºÏÎÌiµ²ÒCJ≡uSocksqT≤wÄ 4 ©vsu|DÚ´F

ÓJ≡uSocksqT≤wÄ 5 ©vsuÝg²ÒC¹°w]º]wÉC

3. Ìwþº]wÉ|nDÒ³ÏÎÌúÏÎuSocksqT≤wÄ 5 ©vqÝ¸AÃÝúÑ

³Äº²ÒΩÆC

ϕzwË Firewall ÉANwgÒÎF Socks°A¹A²oÓ Socks[cÉñÃS³WhC

Yn socksqÝ¸ÏÎuSocks°A¹vAz²·ÏÎ[cqÝ¸Ó[c socksC ÷≤p

≤]w SocksAÈ{íºdÒAÐÑ\Ä58¶ºySocksºdÒzC

Socks qT≤wÄ 5 ©°A¹ÒΣ©ºqT≤w

SocksqT≤wÄ 5 ©°A¹Σ©UC TCP Î UDP qT≤wÎΣLG

v Archie

v Finger

v FTP

v Gopher

v HTTP

v HTTP Proxy

v News

v SNMP

v Telnet

v TFTP

v RealAudio

v RealPlayer

v Whois

v X-Windows

¹~A]Σ©jí≈º E-mailqÝ¸CoÇqT≤wºΣ©Ý°ªÌºΩÚ⌡µ¼pÓwC
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ÏÎ[cqÝ¸Ó[c Socks °A¹

SocksÒ©O±ε Socks°A¹wþÊºWhC uSocksÒ©vi²zÛµ]wBsWB

ÆsÎRú{sºuSocksÒ©vCoÇ SocksÒ©iÌÇÏÎb¾⌡≡ºusuvwq

ñAÏÎΦíPuWhÒ©vÛPC

sW Socks Wh

²ÏÎÑ[cqÝ¸ÒúÑº SocksÒ©ÓNWhsWÜ Socks[cÉñAÐq[cqÝ

¸É²≡¼²cñA∩úuΩÆÇΘ±εvC÷ΓUÉ×ΩÆ¿ÏÜÓi}Ë°e±C∩

úusuÒ©vC ÷ΓUÉ×ΩÆ¿ÏÜÓi}Ë°e±C∩ú SocksA Socks ∩ÜØ
Y|X{C

1. s÷ΓUsWÓW[@Ósº socksÒ©C

YX{sW Socks Wh∩ÜØApÄ75¶ºÏ 22 ÒÜC

Ï 22. sW SocksWh
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2. ÐbÒ©WÙµìñAΘJ socksµØºWÙCoÓWÙ²·Oß@ºABú³]t½

uÅ¹ (|)BµÞ¹ (’) r¸ÎùÞ¹ (″) r¸A]°oÇr¸°É×wÉÅ¹CYzÏ

ÎoÇr¸Ah|úÍúiaºΩÆC

3. ±JíúC

4. ÷@UuÊ@vb¹AMß∩Ü¹\ÎÚ´ÑÓ½ÜØºaºíºsúC

ϕΩÆ]iJ socks°A¹ÉA°A¹|HΩÆ]WµP[cÉñC@ÓWhiµ±ûA

qÄ@ÓWh}l½ìΣì¹þÅXºWh°εA Mß±εjMAÃbÓWhW⌡µÛ

÷Ê@ (¹\ÎÚ´sú)CpGΣúìÅXºWhAsú|ÛÊQÚ´C

5. ziHbÏÎÌCÜµìñAΘJ@ÓÏÎÌ ID Î@ÓCÜºÏÎÌ IDCpGzΘJ

@CÏÎÌAÐHrIj}ΣñºµØCÐÅbÏÎÌCÜñAÏÎÅµBµÐB½u

Å¹ (|) ÎùÞ¹ (″)C

v ÏÎÌCÜÌh° 396 Ór¸C

v ÏÎÌ ID ²·OnDDqúWºÏÎÌ IDAÓDØºaDqúÎ Socks°A¹D

qúWºÏÎÌ IDC

v ÏÎÌ ID iÑ 1 Ü 8 Ór¸Õ¿A]AG

– a ì z

– A ì Z

– 0 ì 9

– _ (³u)

6. ÏÎÌ ID úi]tUCr¸G½uÅ¹ (|) ÎùÞ¹r¸ (″)C

7. pGÏÎÉWAh²·O¹πÉW (ÏÎemÅ¹ ″/″ Ó×KÉWQÑ¶°ÏÎÌ ID)C

C@ÓÉ×i]t@≈ÏÎÌ ID CÜAC@µ³@ÓHWºÏÎÌ IDAHrIj}A

Ãi∩ÜÇJH # r¸wÉºÆùA]Σ©¹πÆùµ - H # r¸}YºµCÉ×ñ

C@µÌ°° 1023Ór¸AB²·H ″newline″ r¸×εC

8. b@~µìñAΘJ≡¹Wn⌡µºÞΦ@~G

eq Ñ≤

neq úÑ≤

lt p≤

gt j≤

le p≤ÎÑ≤

ge j≤ÎÑ≤

ϕPu≡¹v@_ÏÎÉAÞΦBΓ|Øß@Ø²·ÅXº÷pCÒpApGzΘJ

u@~ gtvÎu≡¹ 23vAhÓ≡¹²·j≤ 23 ~αIs¹WhC
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9. b≡¹µìñAΘJ≡¹Cu@~vPu≡¹v@_ÏÎAÓØß@Ø²·ÅXº÷

pCÒpApGzΘJu@~ gtvÎu≡¹ 23vAhÓ≡¹²·j≤ 23 ~αIs¹W

hCpGÙñ@~Î≡¹ºÜAhWhAÎ≤Ò³ºØº≡¹C

ziÏÎ¹sW Socks Wh∩ÜØAÚÚ IP ì}Ó¹\ÎÚ´¾⌡≡∩⌠⌠Dqúºs

úC

×∩ Socks Wh
1. s÷ΓU Socks ∩ÜØWºµØA

YX{×∩ Socks Wh∩ÜØC

2. Ü≤AϕºµìApÄ75¶ºysW SocksWhzñÒzAMß÷@U OKC

Rú Socks Wh

q Socks ∩ÜØñ∩úµØAMß÷@URúC ¹ÉtÎ|ßÝzAO_uºnRúo

Ó SocksWhA÷@U OK YRúÓWhC

ÒÊsuWh

pPÏÎLoWh@ËAz²·ÒÊ socksWhC ÷@U[cqÝ¸É²≡¼²cñºs

uÒÊA∩ú½ØsuWhÎÒÊAMß÷@U⌡µC

Firewall N@ÇWhq socks[cÉÆsì¾⌡≡WhAMßÒÊoÇWhC ÒÊoÇW

hÉAsWhYO²b¾⌡≡ΘxÉñC

Socks ºOⁿΘXdÒ

HUO SocksºOⁿΘXdÒC

Feb 03 13:46:20 1998 mr16n18: ICA3123i: Sockd °A¹ÒÊ
Feb 03 13:47:31 1998 mr16n18: ICA3010i: Ñq@~ÒÊ
Feb 03 13:47:31 1998 mr16n18: ICA3011i: Ñq@~ÒÊ
Feb 03 13:49:15 1998 mr16n18: ICA3007i: Óhⁿ
Feb 03 13:58:31 1998 mr16n18: ICA3015i: Ñq@~×ε

ÏÎ Socks °A¹ÉºqÝ¸Òq

jí≈ Web s²¹úw SocksÆAziHqjhÆ¡xWAúo SocksÆº∩|CΣL

TCP/IP³Î{íº SocksÆqÝ¸iq\hÓ½úoC SocksÒ⌡µºSwqÝ¸ºÛ÷

ΩTAÐÑ\qÝ¸σ≤íúCÔÓÛ÷ΩTAÐÑ\G

http://www.raleigh.ibm.com/sng/sng-socks.html

http://www.socks.nec.com
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Socks °A¹ºs²

uSocks°A¹ºs²v\αiN@Ó Socks°A¹±bt@Ó Socks°A¹ß±A²O

Ì±º Socks°A¹´iVLÌ~±º Socks°A¹Ósú⌠⌠C (z]iHΓªϕ@N

Socks°A¹ SocksÆC) oO@ØÜ³Îººí⌠⌠pºC

YnÎ Socks°A¹Ó]wuSocksP°A¹ºs²vAÐsΦ socks5.header.cfg É×C

¹Éì≤u¾⌡≡vº config lØ²ñCsWUCÊ@G

v no proxyⁿÞ - ϕÜu¾⌡≡v½µsúºl⌠⌠

v socks4ⁿÞ - ϕÜizLuSOCKSqT≤wÄ 4 ©°A¹vÓsúºl⌠⌠

v socks5ⁿÞ - ϕÜizLuSOCKSqT≤wÄ 5 ©°A¹vÓsúºl⌠⌠

HU±oÓ⌠⌠°ÒCuπsvíùbÛvº¾⌡≡ß±³@ÓpºMÎ⌠⌠G

q.private.comCuπsvíùºl⌠⌠° 10.007.007.0/255.255.255.0C½qºMÎ⌠⌠

private.com]tπÓ 10.0.0.0/255.0.0.0⌠⌠CÓ½qºuSOCKSqT≤wÄ 4 ©°A¹v

socks.private.comúÑ InternetºsúvC

buπsvíùº Socks °A¹ socks .q .p r i va te .comWANHUGµsWÜ

socks5.header.cfg ñC

no proxy 10.0.0.0/255.0.0.0 - - -
socks4 0/0 - socks.private.com 1080

ÌßA[JuΩÆÇΘ±εvsuA² socks.q.private.comP socks.private.comqHCû`

ÎºuAÈ{íviαNwg¹¿oÓ{ÇFCsW@usuvGÓ½° q.private.comu¾

⌡≡vºDwþ¶±AØºa° socks.private.comAÃB]t Socks Proxy-ChainingAÈ{

íCMß½sÒÊzºuΩÆÇΘ±εvWhC
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Ä12¹ Þz¾⌡≡ºÏÎÌ

»¹íúp≤HuIBM FirewallvÓ⌡µCΘÞz@~A]tG

v NÏÎÌsWÜ IBM FirewallAHK²ÏÎÌsúⁿO@⌠⌠º~ºDqú

v Ü≤sú¾⌡≡ºÏÎÌºÝÊ

v RúúAÝnbz⌠⌠~iµsú@~ºÏÎÌ

ÐÅ½µsΦ[cÉFpGz½µsΦAhzº IBM Firewall ÏÎÌÝÊNLk¿T]wC

ÏÎ[cqÝ¸∩ÜØÎROµÓ⌡µÒ³ºuIBM FirewallvÞz@~C

NÏÎÌsWÜ IBM Firewall

IBM Firewall wqFTØþ¼ºÏÎÌAÃN³÷ªÌºΩTxsbΓÓúPºÏÎÌΩÆ

wñC

ÏÎÌþ¼

IBM Firewall NÏÎÌÀ°TjØþG

Proxy ÏÎÌ
bkHÕ´º⌠⌠ñAQÎ¾⌡≡AÈ{í (p HTTP proxy AÈ{í) Ósú

InternetWº Web¸xC ProxyÏÎÌiHzL¾⌡≡ÓÏÎAÈ{íA²OS

³¾⌡≡≈¹ºsúvA]úα⌡µ»ÝnJÜ Firewall ≈¹C

¾⌡≡ÞzÌ

iHÏÎ Firewall proxyAÈ{íAÓBiHÏÎ[cqÝ¸AÎq·ÝDqún

J Firewall Ó[c FirewallC ¾⌡≡ÞzÌM proxy ÏÎÌ@ËAúúα⌡µ»

ÝnJÜ Firewall ≈¹C

¾⌡≡ÞzÌiHØßÎ×∩ proxy ÏÎÌºwqA²OoLkØßÎ×∩ΣL¾

⌡≡ÞzÌºwqC

Dn¾⌡≡ÞzÌ

π³P¾⌡≡ÞzÌÛPºαOC²LÌiH⌡µ»ÝnJÜ Firewall ≈¹C D

n¾⌡≡ÞzÌiHØßÎ×∩ΣL¾⌡≡ÞzÌºwqC

ΩÆwþ¼

@³ΓØΩÆwþ¼C
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¾⌡≡ÏÎÌΩÆw

]tC@Ó proxy ÏÎÌÎÞzÌº¾⌡≡Û÷ÝÊC]tÏÎÌº¾⌡≡qµX

ÎqµXWhÑÝÊAHÎ³ÓÏÎ≤Ø²ÒΦkÓ²ÒC@ÓAÈ{íºÏÎ

ÌC

pG proxy ÏÎÌS³wqb¾⌡≡ÏÎÌΩÆwñAÓÓÏÎÌÕÛÏÎ¾⌡≡

proxy AÈ{íºÜAN|ÏÎw]ºÏÎÌO² fwdfusr ÓwqÝÊÎ²Òpº

HÎÓτÒÓÏÎÌC

Dn¾⌡≡ÏÎÌúαwqb¾⌡≡ÏÎÌÞzÌñCÏÎw]º¾⌡≡ÞzÌ

O² fwdfadm ÓⁿwÞzÌºÝÊC

¾⌡≡ÞzÌM proxy ÏÎÌ@ËApGLÌb Windows NTÏÎÌΩÆwñ]

³wqºÜAϕÏÎÌnD⌠≤²·Î NT nJqµXÓ²ÒºAÈ{íÉAN|

ÏÎÓÏÎÌº NT nJqµXC

Windows NT ÏÎÌΩÆw

]tÏÎÌº NT nJqµXC@δÓÑA proxy ÏÎÌiHú²wqb NT Ï

ÎÌΩÆwñAúDLÌnÏÎLÌº NT nJqµXÓiµ²ÒC

pGnÏÎΣL²ÒΦkÓ²Ò proxy ÏÎÌºÜAhLÌiHú²wqb

Windows NTÏÎÌΩÆwñC

Dn¾⌡≡ÞzÌP Windows NT ÏÎÌÛⁿAú@ËO NT ÞzÌsÕº¿

ûA]¹²·wqb Windows NTΩÆwñC

ÏÎu[cqÝ¸vÓsWÏÎÌ

NÏÎÌsWÜ IBM FirewallA²ÏÎÌsú~í⌠⌠C

1. b[cqÝ¸É²≡¼²cñA∩úuÏÎÌvCÏÎÌÞz∩ÜØY|X{C

2. ∩úÏÎÌÞz∩ÜØñºsWAMß÷@U}ÒC YX{sWÏÎÌ∩ÜØApÄ81

¶ºÏ 23 ÒÜC
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3. úÑUCΩTG

v¡h¸

°oÓÏÎÌⁿwv¡h¸C÷@Uv¡h¸b¹Ó∩úÏÎÌþ¼C

Ï 23. sWÏÎÌ
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Socks/Proxy ÏÎÌ

ÒwqºÏÎÌNÎ≤ Socks°A¹ºsúP proxy ºsúC¹ÏÎ

ÌúπÞzv¡C¹°w]ÈC

¾⌡≡ÞzÌ

ÞzÌÖ³ÏÎÌºÒ³ÝÊAÓBiHnJ Firewall Ã⌡µÞz@

~CÞzÌÙÖ³ΣLÝÊAiHwqÓÞzÌÒα⌡µºÞz\

αC¾⌡≡ÞzÌiHØß¾⌡≡ÏÎÌA²OLkØßΣL¾⌡≡

ÞzÌC¾⌡≡ÞzÌúαHÏìnJºΦíÓnJ Firewall ≈¹C

LÌ²·q·Ý≈¹Ósú[c°A¹C

Dn¾⌡≡ÞzÌ

Dn¾⌡≡ÞzÌiHÏìnJºΦíÓnJ Firewall ≈¹CLÌÖ

³¹πºsúvAiHsúÒ³Þz\αCÓB]iHØßΣLu¾

⌡≡ÞzÌvA²úαØßΣLuDn¾⌡≡ÞzÌvC

b NT ΩÆwñØßÏÎÌAÃÏÓÏÎÌ¿° NT ÞzÌsÕº@

ûAhÓÏÎÌYiwq°uDn¾⌡≡ÞzÌvC×∩ fwdfadm O

²AÓwqDn¾⌡≡ÞzÌºÝÊC

ÏÎÌWÙ

°oÓÏÎÌⁿwWÙCoOÏÎÌbIBM FirewallWAÎÓnJ telnetÎ FTP

°A¹ºÏÎÌWÙAÓÃú@wOÏÎÌº TCP/IP ÏÎÌWÙÎDqúW

ÙA²oÇWÙiHOÛPºC

ÏÎÌWÙiHÑ 1 Ü 20 Ór¸Õ¿A]AG

a ì z

A ì Z

0 ì 9

_ (³u)

ÏÎÌWÙÃú|ÏÀjpgC

Firewall ñþ³ΓÓw²wËºÏÎÌG

a. w]ÏÎÌÎ fwdfuserCYÏÎÌS³wqb¾⌡≡ΩÆwñAN|ÏÎ

fwdfuser ÓMwÏÎÌº¾⌡≡ÝÊAÒpnÎ≤Ø²ÒΦkÓ²ÒÓÏÎ

ÌC

bwËÉAYØß fwdfuserAÒ³²ÒΦkú|]w°uþíÚ´vC

fwdfuser º\ivi±εA¾⌡≡p≤Bz¼wqºÏÎÌWÙC

ÞzÌiÏÎ[cqÝ¸ÎROµÓË° fwdfuser ÎÜ≤wⁿwº²ÒΦ

kCúLAzúαRú fwdfuserAB²·Ã·NªOsb¾⌡≡WC¹~A

∩ fwdfuser ÓÑA¾⌡≡qµXÎ SNK úOLÄº²Òþ¼CÛ÷Ω

TAÐÑ\ IBM eNetwork FirewallÑÒΓUC
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b. w]ºuDn¾⌡≡ÞzÌvfwdfadm iwqÒ³Dn¾⌡≡ÞzÌº¾⌡

≡ÝÊC ]°uDn¾⌡≡ÞzÌvb¾⌡≡ΩÆwñS³LÌÛvºÏÎ

ÌO²AÒHN|ÎoÓO²ÓwqnÎÓ²ÒuDn¾⌡≡ÞzÌvº

²ÒΦkC

wËÉAfwdfadm ºÒ³²ÒΦkú|]w°þíÚ´A²wþÎDwþÞ

z²ÒΦkú~A]°ªÌº]wOuNT nJqµXvCuDn¾⌡≡Þ

zÌviHË°Î×∩oÓO²A²OúαNªRúC¹~A∩ fwdfadm Ó

ÑA¾⌡≡qµXÎ SNK úOLÄº²Òþ¼C

¹πÏÎÌWÙ

ⁿwÎÓyzÏÎÌº@ÓWÙC

UCµìÑÓ²ÒΦkC÷@Ub¹Aq²ÒΦkCÜñ∩úCbÄ84¶ºyÏÎÌ²

ÒΦkzñ|[HíúoÇ∩µC

wþ Telnet
ⁿXϕÏÎÌqwþ⌠⌠WnJÉAΣ¡≈O_²·HYØΦkÓ²ÒC

Dwþ Telnet
ⁿXϕÏÎÌqDwþ⌠⌠WnJÉAΣ¡≈O_²·HYØΦkÓ²ÒC

wþ FTP
ⁿwÏÎÌÏÎ FTPAqwþ⌠⌠sú Firewall ÉAÒÝnº²Òh¸C

Dwþ FTP
ⁿwÏÎÌÏÎ FTPAqDwþ⌠⌠sú Firewall ÉAÒÝnº²Òh¸C

wþ Socks
ⁿwÎ Socks V5²ÒΦkÓ²ÒÓÛ¾⌡≡wþÝº SocksqÝ¸suC÷

@Ub¹Aq∩µCÜñ∩úCÔÓΩTÐÑ\Ä84¶ºyÏÎÌ²ÒΦ

kzC

Dwþ Socks
ⁿwÎ Socks V5²ÒΦkÓ²ÒÓÛ¾⌡≡DwþÝº SocksqÝ¸suC

÷@Ub¹Aq∩µCÜñ∩úCÔÓΩTÐÑ\Ä84¶ºyÏÎÌ²ÒΦ

kzC

wþ HTTP
ⁿwÎÏÎÌ ID/qµXþ¼º²ÒΦkÓ²Ò≈≡º HTTP proxynDC÷

@Ub¹Aq∩µCÜñ∩úCÔÓΩTÐÑ\Ä84¶ºyÏÎÌ²ÒΦ

kzC

s²¹|úÜÏÎÌΘJÏÎÌ ID ÎqµXAÒHpGzOÏÎ SDIAÐb

qµXúÜÉ±gqµXC

ÏÎÌúÑº²ÒΦk²·FÑ Socks/qµXLkΣ©µÍí∩ÜA]ÓLk

°íp@ÎC
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wþÞz

ⁿwzLwþ¶±q[cqÝ¸nJÉAÒÎº²ÒΦkCÐ`NGϕziµ

»anJ (τYbnJe±W∩Ü»a) ÉAz@½úB≤wþ⌠ÒñAÒHz

ÏÎºNOoØ²ÒΦkC

DwþÞz

ⁿwzLDwþ¶±Aq[cqÝ¸nJÉAÒÎº²ÒΦkC

SecureNet KXΩ
ⁿwnÑπ³uAssureNet Pathwayswþ⌠⌠KXΩvdº·ÝÏÎÌΘJº

r¸¶ÇCÐΣJzÎÓ_ÊKXΩdºKXC ÐÑ\uSecureNetKXΩv

ΩTAHúo÷≤∩úMwËqµXºⁿÜíúC

ù:

a. oÓµìúAÎ≤ SecurIDdC

b. z²·°C@ìÏÎÌØßß@ºH≈KXΩC

c. ϕzb SecureNetKXΩdñwËKXÉAÐÏÎ AssureNet Pathwaysw

Ë{ÇAMß∩úÒí 5C

ÔÓÛ÷ΩTAÐÑ\Ä88¶ºy²ÒΦkzC

ÏÎÌ²ÒΦk

ÏÎÌ²Òº∩µpUG

þíÚ´

ÏÎÌQÚ´súC

þí¹\

úÝn²ÒC

NT nJqµX
NT nJqµX±¾⌡≡qµXºwþÊCC²OApGÏÎÌwb Windows NT

ΓìñwqºÜAzNiHÎ Windows NTnJqµXAÒHÏÎÌÃúÝnU

ØúPºqµXC

Yz∩ÜoÓ²ÒΦkAh|ÎÏì Windows NTÏÎÌΩÆwºΩÆAÓτÒ

zºÏÎÌ ID ÎqµXCpGNu¾⌡≡v[c°H⌠ΣL Windows NT°A

¹Ah|jMoÇⁿH⌠ºia°A¹AHMΣÏÎÌºwqC

z²·²b Windows NT FirewallÎiaº Windows NT°A¹ºí]wsuA

² TCP/IPqHα≈boGx≈¹ºíÇΘAºß~α]wGÌºíºH⌠÷YC

ÐÏÎUCw²wqºAÈ{íÓ]woÓsuG

1. Γì±ε¹º²Ò - iÏÎÏÎÌ²ÒºΓì±ε¹

2. NetBT WÙAÈ{ís½ - π\ NetBIOS over TCP/IPWÙAÈ{ís½
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ÃÏÎ Windows NT[c½Î{íÓwqH⌠÷YC

SecureNet KXΩ
ÏÎuAssureNet Pathways SecureNetKXΩv¹¿²ÒC

ÐbuSecureNetKXΩvµìñΣJqµXAÓqµXτiÎ≤_ÊuSecureNet

KXΩvdC

ù:

1. z²·°C@ìÏÎÌØßß@ºH≈KXΩC

2. H≈KXΩC@ÓKiìÈºd≥·b 1-377º

3. ϕzb SecureNetKXΩdñwËKXÉAÐÏÎ AssureNet PathwayswË{

ÇAMß∩úÒí 5C

ÔÓÛ÷ΩTAÐÑ\Ä88¶ºy²ÒΦkzC

SecurID d

ÏÎ Security Dynamics SecurIDwþdÎ pinpaddÓ¹¿²ÒCÐÅÏÎuw

þ⌠⌠KXΩvµìC H IBM Firewall ÏÎ¹²ÒΦkºeA²·²]w PINC

b FTP UAúΣ© SDI s PIN ÒAÎU@ÓO¹ÒAC

ÔÓÛ÷ΩTAÐÑ\Ä88¶ºy²ÒΦkzC

ÏÎÌúÑº²Ò 1B2 Î 3
ÑÏÎÌúÑ²ÒCzÌhiHb Firewall WwË 3 ÓÏÎÌúÑº²ÒΦkC

÷≤p≤°ÏÎÌúÑº²ÒØßÎs¶¸`íºÔÓΩTAÐÑ\ IBM eNetwork

Firewall ÑÒΓUC

¾⌡≡qµX

²·úÜÏÎÌΣJ³ÄºqµXC¹¿oÓe±ßAuIBM Firewallv|úÜz

°sÏÎÌⁿwqµXC

u¾⌡≡qµXvÒ¹\ºwþqµXÎqµXWh±uWindows NT nJqµ

XvhA]¹AØ³z∩ÜoÓqµXC

nDÏÎÌÜ≤

Ð÷uOvÎu_vAHⁿwÏÎÌbU¸²ÒÉAO_ÝnÜ≤qµ

XC

ΩwqµX

÷@UuOvÎu_vAⁿXO_nΩwqµXCϕnJóÑº¸ÆW

L¡εAÎO¼ÏÎqµXºgÆFìu±ueºÉíW¡vÒⁿwº

gÆÉAN|NoÓ]w]°uOvC

ÞzÌiHNoÓµì]w°uOvAH¾εÏÎÌÏÎqµX²ÒC
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ù:

1. qµX³jpgºÏÀCYzHjpgVXºΦíΘJÏÎÌqµXAhÏÎ

Ì²·ΘJjpg¹þÛPºqµXCpGzºu@¸ÈµⁿjgAÐHjg

ΣJÏÎÌºqµXC

2. Ó@~tÎi²zwqqµXWhCϕÏÎÌÜ≤LÎoºqµXÉAKiÞ

ÎqµXWhA²YOÞzÌÜ≤FqµXAhúαÞÎqµXWhCqµX

WhpUG

ìÁeºµiΘÆ (ΘÆ)
qµXìÁºeºΘÆAFirewall |úÑÏÎÌÜ≤qµXº∩µC

ìÁeºÌjgÆ

nDÏÎÌÜ≤qµXeºgÆC

±ueºÌjgÆ

qµX±ueA¼ÏÎÓqµXºgÆC

Ìj¹\nJ½ÕÆ

qµXΩwºeAnJóÑÉ½Õº¸ÆW¡C

½sÏÎeºqµX

s±buqµXú{CÜvñºqµXÓÆCzúαNqµXÜ≤°

⌠≤Øebú{CÜñºqµXC u³bui½ÎqµXºeºg

Æv° 0 ºípUAoÓÑÆ~³ÄC

i½ÎqµXºeºgÆ

NqµXOdbuqµXú{CÜvñºgÆCzúαNqµXÜ≤

°⌠≤Øebú{CÜñºqµXC

Ìp°×

qµXºÌÖr¸¡εC

σrr¸ÆU¡

qµXºÌÖσrr¸¡εC

Σªr¸ÆU¡

qµXñºDσrr¸ÆU¡C

½Ær¸ÆW¡

qµXñ⌠≤µ@r¸iH½Æº¸ÆW¡C

Ûºr¸ÆU¡

qµXñúPr¸ÆºU¡C

÷@U Firewall qµXÐÒAÛµ]wC@ÓÏÎÌºÈApÄ87¶ºÏ 24 ñ

ÒÜC
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Ï 24. ¾⌡≡qµXÐÒ
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Ü≤ÏÎÌsúv

NÏÎÌsWÜ Firewall ßAziHb×∩ÏÎÌ∩ÜØWÜ≤ÓÏÎÌºwþÝÊC

1. qÏÎÌ∩ÜØñA∩úznÜ≤ºÏÎÌAMß÷@U}ÒC

2. ϕX{×∩ÏÎÌ∩ÜØÉAÐÜ≤AϕºµìC÷≤ziÜ≤ºÏÎÌÝÊCÜAÐ

Ñ\Ä79¶ºyNÏÎÌsWÜ IBM FirewallzC

3. ¹¿Ò³Ü≤ßA÷@U OKC

quIBM Firewall vRúÏÎÌ

ù: ÐÅRúÏÎÌ fwdfuser Î fwdfadmC

nRúÏÎÌÉAÐ÷@UÏÎÌCÜe±WºRúC

ÚÚ\αÏÀºÞzÌv¡h¸

u³Dnº¾⌡≡ÞzÌiHØßÎ×∩ÞzÌAÃMwÞzÌ³vÏÎº¾⌡≡\αC

ÒpAziNSwÞzÌºv¡]w°uα⌡µuÏÎÌvÎuΘxÊþ{ív\αC

ÐbsWÏÎÌ∩ÜØWA°v¡h¸µì∩úu¾⌡≡ÞzÌvC÷≤¹¿sWÏÎÌ

∩ÜØºÔÓΩTAÐÑ\Ä79¶ºyNÏÎÌsWÜ IBM FirewallzC

Mß∩úsWÏÎÌ∩ÜØ»ÝºÞzÌÐÒC∩úznÂv©ÞzÌº\αC

²ÒΦk

UC°UØÏÎÌ²ÒΦkC

þíÚ´

uIBM FirewallvTεsú°A¹C

þí¹\

úÝn²ÒC°A¹Ãú|²Òzº¡≈F²µÛ|X{ROúÜAziHÇÑoÓRO

úÜÓsú~ÓDqúC
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¾⌡≡qµX

°A¹|nDz²ΘJ¾⌡≡qµX]ú|πÜXÓ^AMß~|²z~≥C

Password:

ÐΘJzº¾⌡≡qµXCoOϕìsWÏÎÌWÙìu¾⌡≡vÉÒÏÎºqµXC

SecurID d²Ò

pGz³ SecurIDdABzº⌠⌠ÏÎ Security Dynamics ACE/ServerºÜAziHÏÎ

oÓΦkC

Proxy °A¹nDΘJzº PASSCODE]ú|πÜXÓ^ºß~|²z~≥C

Enter PASSCODE:

¹ÉAÐΘJ 4 ìÆº SecurID PINXÃbß±[WrIAMßΣJzº SecurIDdXC

ÒpAϕzº SecurIDdπÜrX 179091ÉAYnHⁿw 1234 PINºÏÎÌ NEWUSER

¡≈nJAh²·ΘJG

login: NEWUSER
Enter PASSCODE: 1234,179091

pGÏÎÌ@}lKÏÎ FTPAK|]° FTP S³úÑ¹\Ü≤qµXº∩µAÓÉP

SecurIDdº²ÒóÑCÏÎÌ²·bÄ@¸ÁÕiµ SecurIDd²ÒHØß PIN ÉAÏ

Î telnetCÏÎÌHßiNÓ PIN Î≤yßiµº²ÒÞ@Ap FTPBHTTP ÑÑC

pG SecurIDdOB≤sº PIN ÒíAhb∩uIBM FirewallvÏÎ¹²ÒΦkºe²·

]w PINC

SecureNet KXΩ²Ò

pG³uAssurenet Pathwayswþ⌠⌠KXΩvdAÐÏÎ»ΦkC ϕz_l]w SNK d

ÉAÐÏÎUCµØG

v πÜµí (Q»iì)

v u°úv\α (}Î÷)

v µ@ÆrºLÝ\α (÷)

Proxy °A¹|nDÑÝzºuSecureNetKXΩvdúÑ^³ºß~²z~≥C

Use SNK for challenge
######## for user user_id
Ed:

challenge######## O@ÓzΘJìuSecureNetKXΩvdº 8 ìÆÆrC
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1. ϕµ¼ìoÓúÜÉAÐÒÊuSecureNetKXΩvdÃΘJ PIN XC PIN XH¹d

úÑ¹zC

2. ÐΘJ°A¹úÑºLÝ (challenge)C

ÒpGznJ°A¹A°A¹|úÜ:

Use SNK for challenge
78987648 for user NEWUSER

Ed:

ÐNÈ 78987648ΘJuSecureNetKXΩvdCMß¹d|πÜ^³AznN¹^³ú

Ñ¹ Proxy °A¹C

3. Ð∩°A¹ΘJoÓ^³C

pGuSecureNetKXΩvdπÜ 8AE222A9 Ó^³zºßÝAÐ∩°A¹ΘJ

8AE222A9G

logon: NEWUSER
Use SNK for challenge 78987648 for user NEWUSER

Ed:8AE222A9

SecurNetKey (SNK)wgÑuAXENT** Technologiesv≤W° Defender Handheld Token**

(DHT)C

NT nJqµX

Yz∩ÜoÓ²ÒΦkAh|ÎÏì Windows NTÏÎÌΩÆwºΩÆAÓτÒzºÏÎ

Ì ID ÎqµXCpGNu¾⌡≡v[c°H⌠ΣL Windows NT°A¹Ah|jMoÇ

ⁿH⌠ºia°A¹AHMΣÏÎÌºwqC

ÏÎÌúÑº²Ò 1B2 Î 3

ziHNuÏÎÌúÑº²ÒvΦkÎb FTP Î Telnet WC Û÷ΩTAÐÑ\ IBM

eNetwork FirewallÑÒΓUC
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Ä13¹ [c proxy °A¹

»¹]t÷≤p≤qwþ⌠⌠º~ºu@¸[cÎÏÎ proxy °A¹º@δΩTC

HTTP Proxy

HTTP proxy|bú²ÏÎ Socks°A¹Ós² Web ºípUA³ÄvaBzzL IBM

Firewall ºs²¹nDC ÏÎÌib Internetñsú³ÎΩTAú|MÎLÌºí⌠⌠w

þA]ú²∩ÜLÌºqÝ¸⌠ÒÓΩI HTTP ProxyC

HTTP ProxyúO°A¹C@δÏÎÌLkq ProxyñⁿXÉ×ÎbΣñ±JÉ×C¹~A

ªúOÖú proxyCú|³⌠≤FΦONϕ HTTP nDxsb¾⌡≡WC

ù≥ÊÑq@~

ù≥Êsu¹\qÝ¸Î°A¹w∩ TCPsuº÷¼oXT¹CoØoXT¹ºÞ@·Ï

Î@ÓsuϕYµìC

IBM Firewall proxy Σ©qÝ¸P proxy ºíºù≥ÊsuCÌjù≥ÊnDÆ°≤Îù

≥ÊsuOÉ°≤i±εÓsuºù≥ÉíCpGoÇ°≤º@X{Ah proxy PqÝ¸º

íº socketsuN|÷¼CpGÌjù≥ÊnDÆ°≤Îù≥ÊsuOÉ°≤úÅAhs

uNûù}Ò¼AAÃµÑqÝ¸tdMwnD≤É¹¿C

pGMwù~AKiαÉPπÜe±WⁿX´bsuWiµΩÆÇΘA²ΩÚWÃDp¹

ºípCÒpAs²¹ºÊeÏObwⁿJ¹π¶±ºßAo´b~≥⌡µC÷@U±

εAYi±εÊeCÐÑ\Ä94¶ºyÌjù≥ÊnDÆzÎÄ94¶ºyù≥ÊsuO

ÉzAHúooÇÑÆºÛ÷ΩTC

ÏÎ[cqÝ¸[c HTTP Proxy

n[c HTTP ProxyÉAÐ⌡µUCBJG

1. z²·π\ DNS dß~αAϕaB@ HTTP ProxyCnF¿¹ØºÜ²µAunb[

cqÝ¸É²≡¼²cñºutÎÞzvΩÆ¿W÷@UuwþÊªñvAMß÷@U

u¹\ DNS dßvYiC

2. ÒÊLo¹

3. sWsuC÷≤p≤b⌠⌠ºDwþÝ]wsuºdÒAÐÑ\Ä57¶ºyProxy HTTP

ºdÒzC
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4. Yn[c HTTP ProxyAÐq[cqÝ¸É²≡¼²cñ∩ú HTTPC IBM Firewall |

πÜ HTTP Proxy ∩ÜØApÄ92¶ºÏ 25 ñÒÜC

5. ²±ε proxyAÐ∩ú my computer/control panel/servicesCÐ∩Ü IBM Firewall

HTTP ProxyAMß÷@U STOPC

i⌡µº phttpdO]w°ÒÊtÎÉÛÊÒÊºtÎAÈ{íC

Ð[c HTTP Proxy ∩ÜØWºÑÆCpGzÜ≤F⌠@ÓÑÆAh Firewall HTTP proxy

AÈN|±εAMßA½sÒÊC{µº proxy ÏÎÌNo{LÌºnDQ×εA½ì

proxy ½sÒÊ (Æϕºß)C

Ï 25. HTTP
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Proxy ≡¹

ÏÎ¹ÑÆÓⁿw¹ Proxy³ÓÉÑnDº≡¹CpGÜ≤≡¹Ah²·[cLo¹Óπ\

ÎTεqLsµ≡Cp≤ 1024º≡¹|Od¹uTCP/IPv³Î{íC@δ proxy Web°

A¹ÒÏÎºsµ≡° 8080Î 8088C

w]LoWh]w¿Tεsµ≡ 8080³J≡ºDwþÊΩÆÇΘA²π\ÛPsµ≡³w

þΩÆÇΘCproxy uÚ´Dwþ proxy nDCw]ÈO 8080CpGÜ≤w]ÈAh]²

·bw∩¹[cÓ]wºuAÈ{ívñÜ≤≡¹CpGÜ≤⌠≤oÇ]wAh²·½s

ÒÊ phttpdBzC

ºewÄÏ°×W¡

ziÏÎ¹ÑÆÓ°°A¹ÒúÍºÊAΩÆ]wwÄÏºjpCq CGI {íB°A¹Ý

ÖJHÎ API {íΘXÊAΩÆCªúOÓÛ Proxy ºΩÆC

ÐHdì¸Õ (K) °µìÓⁿwoÓÈCw]È° 50KC

ⁿxsÀjp

¹ÑÆOÎÓ]wPÉ@ÎñºÌjⁿÆC Proxy|OdsºnDA½ìt@ÓnDw¹¿

BiÏÎⁿ°εC@δÓÑA≈¹º\αUjA¹ÑÆÒÏÎºÈN³ÓUjCpG≈¹

@}lNbg`@~]pµ½OÐΘ^WÎ¼ÓhÉíAÐ°C¹ÈC ÐⁿwπÆAÒp

60Cw]È° 200C

ÏÎÌh¸

¹ÑÆ|iD proxy Òn²ÒºÏÎÌh¸CziⁿwÑÆÈ° allBnew Î noneCw]

È° noneCÑÆÈNq°G

all oÓÑÆ|ÏÒ³ºs²¹Çe proxy ²Ò^³AHⁿÜs²¹úÜÏÎÌΘJÏ

ÎÌ ID ÎqµXCpGs²¹úΣ©oÓ proxy ²Ò^³AN|X{ù~¶±

ÓⁿXù~CpGs²¹³Σ©oÓ^³AN|πÜÏÎÌ ID ÎqµXúÜC

new oÓÑÆi°Uz⌡µ¾αºÊ@Cªu|Ç^@Ó 407 proxy²Ò^³¹NÛv

ÑO° HTTP/1.1s²¹ºqÝ¸s²¹AoÓ²Ò^³|nDs²¹oXΘJÏ

ÎÌ ID/qµXºúÜCziHb Internet Explorer 4.0ñ]wÁ½AoËªN|

Î HTTP/1.1ÑOXÓs½nDC NetscapeÎΣLs²¹ú|NªÌÛvÑO°

HTTP/1.0nDC

none úËds²¹nDC]úúÜΘJ⌠≤ÏÎÌ ID/qµXC
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OÉ

oÓÑÆ|iD proxy bnDÏÎÌÛÚ½s²ÒºeAnÑÝqÝ¸nDºÉíCÏÎÌ

OÑSwº IP ì}ÎÏÎÌ ID Ó²ÒAÒ×ºSw IP ì}ÎÏÎÌ IDANOboq

ómÁíA¹©ìl²ÒºΩÆCÐHÀÁ°µìÓⁿwÉíCw]È° 60 ÀÁC

unÏÎÌOB≤¿bs²º¼AAoÓÉí°íN|@½sbC

Ìjù≥ÊnDÆ

oÓÑÆiⁿw proxy b HTTP/1.1ù≥ÊsuWÒαµ¼ºnDÆW¡CoO@Ó½µ

vT²ÒOÉºÄαuπCbù≥ÊÑq@~ñAúDù≥ÊÑq@~²⌠A_hú|¹

¿⌠≤ºÏÎÌ²ÒúÕCÐHπÆⁿwÓÈAÒp 25Cw]È° 5C

ù≥ÊsuOÉ

»ÑÆOHϕ°µìAⁿÜbÅX HTTP/1.1ÐÇºs²¹ÒÊP proxy ºÑq@~ÉA

Od HTTP/1.1PqÝ¸s²¹ù≥suºÉíCoO@Ó½µvT²ÒOÉºÄαuπC

bù≥ÊÑq@~ñAúDù≥ÊÑq@~²⌠A_hú|¹¿⌠≤ºÏÎÌ²ÒúÕC

ÐHϕ°µìÓⁿwÉíCw]È° 60C

HTTP OⁿÞz

¹ÑÆ|iD Proxy NÒÊ/÷¼ÎÒ³ proxy nDO²ì¾⌡≡ΘxñCªOÏÎ

LOG_NOTICEh¸ÓOⁿCpGQnÊþ HTTP nDíÊAÐNª]w°}ÒCÆ≤|O

ⁿb¾⌡≡Θx≈αñC

s²¹[c

z²·[cqÝ¸s²¹AÓP HTTP proxyÉÑºsµ≡suC

pGÏÎ HTTPSºÜA]Ð°wþÊ proxy ⁿV IBM Firewall Wº HTTP proxyC

YzQ²zº Internet Explorers²¹H HTTP/1.1s²¹e{¹ proxyAÐ⌡µUCBJG

v }ÒË° UÔ\αϕC

v ∩ú Internet∩µC

v ∩úiÑÐÒC

v VU²Ê HTTP 1.1]wAÃN]wÁ½°u} (on)vC
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SSL su

Σ© HTTP Secure ConnectionìΣª°A¹º SSL qDCb¹ípñ IBM Firewall O

@°hDCqDÛqÝ¸gL¾⌡≡ì°A¹CpU±dÒÒÜA∩ HTTP Secure

ConnectionÏÎÐÇsµ≡ 443G

https://www.ibm.com:443

t~AÐÏÎw²wqºAÈ{í HTTPS proxy ≈≡ 2/2C

pGÏÎ HTTPSºÜA]Ð°wþÊ proxy ⁿV IBM Firewall Wº HTTP proxyC

ÔÓÛ÷ΩTAÐÑ\Ä57¶ºyProxy HTTPºdÒzC

Σ©Φk

HTTP ProxyΣ©UCΦkAoÇOs² Internetº@ÇúPΦkG

v FTP

v Gopher

v HTTP

v HTTPS

v WAIS

HTTP Proxy ºOⁿΘXdÒ

U±oÓdÒO HTTP Proxyg²Òº get nDºOⁿΘXC

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.
Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for 0 bytes.
Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
using NT authentication from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated
for HTTP Server using NT from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgsplash.gif HTTP/1.1"
for 211 bytes.
Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
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SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgmast.gif HTTP/1.1"
for 211 bytes.

OⁿíÊºÑÀpUG

v ICA2099i - πÜ^ÐX 407ANΣOÓ get nDº²ÒóÑC

Mßs²¹|nDÏÎÌiµ²ÒAª|nDzúÑÏÎÌ ID ÎqµXC

v ICA2140i - ÏÎÌ fred º²Ò¿\C

CϕzúX get nDÓúoÓ⌠¶Wº⌠≤¸ÀÉAN|X{¹²ÒC

FTP
1. ÏÎ FTP proxyÓsú¾⌡≡DqúC (ÚÌNÏÎ ftp_gw.domain.net.com @°¾

⌡≡ºDqúWÙ)C

ftp ftp_gw.domain.net.com

Proxy °A¹|nDΘJzºÏÎÌWÙG

login:

2. ÐΘJÂvºÏÎÌWÙÓÏÎ FirewallG

login: jane_doe

°A¹ÚÚϕìzºÏÎÌWÙsWÜ Firewall ÉÒ∩úº²ÒpºAÓτÒzº¡≈]Ð

Ñ\Ä79¶ºyNÏÎÌsWÜ IBM Firewallz^C÷≤ Proxy °A¹p≤²ÒÏÎÌº

ΩTAÐÑ\Ä88¶ºy²ÒΦkzC

²ÒºßAProxy °A¹|πÜ FTP ROúÜC

ftp>

ÏÎ quote M site FTP ROÓsuÜ~ÓDqúG

ftp> quote site forhost.network.outside.com

{bA~ÓDqú|nDzΣJÎ≤suºÏÎÌWÙMqµXC ohbPÎ≤ Firewallº

FTP ºÏÎÌWÙPqµXúPC

w]ºnJOÉÈ° 60 ϕAÓómº proxy OÉÈ° 7200 ϕC²Ü≤w]OÉÈAÐ

Ñ\Ä99¶ºym½ FTP Î Telnet ProxyºOÉÈzC
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zqí FTP

ziH ftp ΦíqLu¾⌡≡vCzqí ProxyúÝn¾⌡≡²ÒA]¹zqí Proxyº

ÏÎÌú·wq¿¾⌡≡ ProxyÏÎÌC zqí Proxyuαq¾⌡≡ºwþÝ≈}ì¾⌡

≡ºDwþÝC°FÏzqí Proxyα≈B@A²·buwþÊªñv[cqÝ¸e±ñ∩

úªC

1. ÏÎ ftp Ósú¾⌡≡DqúC(ÚÌNÏÎ ftp_gw.domain.net.com @°¾⌡≡ºD

qúWÙC)

ftp ftp_gw.domain.net.com

2. Proxy°A¹|nDΘJzºÏÎÌWÙG

USER:

3. ÐbDwþ⌠⌠ñΘJzºÏÎÌWÙG

USER: username@remote_site_host_name

4. MßAØÐDqú|úÜzΘJbW@ÓBJñΘJºÏÎÌWÙ ºqµXC

password:

5. ÐΘJzºqµXC

nJºw]OÉÈO 60 ϕAÓóm proxy ºw]OÉÈ° 7200ϕ (ΓÓpÉ)C²Ü≤

w]OÉÈAÐÑ\Ä99¶ºym½ FTP Î Telnet ProxyºOÉÈzC

Telnet

ÏÎ telnet proxyÓnJ¾⌡≡ Proxy°A¹C ziHÏÎDqúWÙÎ Internetì}C

MßAb²ÒLzºΩµßAÐb FirewallWÏÎ telnetROÓnJØºaDqúC ÒpA

qwþ⌠⌠ºÏÎ telnetAHDqúWÙ telnet_gw qL Firewall ÓsúÌ×Øºa

forhost.network.outside.comC

1 . YnÒÊBzA²·ÏÎ t e l n e t Ósú¾⌡≡DqúC (ÚÌNÏÎ

telnet_gw.domain.net.com@° Firewall ºDqúWÙC)

telnet telnet_gw.domain.net.com

2. Proxy°A¹|nDΘJzºÏÎÌWÙG

login:

3. ÐΘJÂvºÏÎÌWÙÓÏÎ FirewallG

login: jane_doe

°A¹ÚÚϕìzºÏÎÌWÙsWÜ Firewall ÉÒ∩úº²ÒpºAÓτÒzº¡≈]Ð

Ñ\Ä79¶ºyNÏÎÌsWÜ IBM Firewallz^C÷≤ Proxy °A¹p≤²ÒÏÎÌº

ΩTAÐÑ\Ä88¶ºy²ÒΦkzC
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zN|ÏÎ oneact shellC³F IBM Firewall proxy telnet`n{íAÒ³ºqHú|zL

¾⌡≡Ç¼C

YzÏÎ oneact shellAhb²ÒºßAProxy °A¹|πÜG

ENTER DESIRED HOST:

ΘJ

telnet forhost.network.outside.com

~ÓDqú|nDzΣJÏÎÌWÙMqµXA]°zº¡≈wnObÓDqúWFCo

ÇiαPzb¾⌡≡ Proxy °A¹ñÏÎºÏÎÌWÙPqµXúPC

w]ºnJOÉÈ° 60 ϕAÓómº proxy OÉÈ° 7200 ϕC²Ü≤w]OÉÈAÐ

Ñ\Ä99¶ºym½ FTP Î Telnet ProxyºOÉÈzC

zqí Telnet

ziH telnetΦíqLu¾⌡≡vCzqí Proxy úÝn¾⌡≡²ÒA]¹zqí Proxy

ºÏÎÌú·wq¿¾⌡≡ Proxy ÏÎÌC zqí Proxy uαq Firewall ºwþÝ≈}

ì Firewall ºDwþÝC°FÏzqí Proxyα≈B@A²·buwþÊªñv[cqÝ

¸e±ñ∩úªC

1. ÏÎ telnetÓsú¾⌡≡DqúC]ÚÌNÏÎ ftp_gw.domain.net.com @°DqúW

ÙC^

telnet telnet_gw.domain.net.com

2. Proxy°A¹|nDΘJzºÏÎÌWÙG

Login:

3. ÐbDwþ⌠⌠ñΘJzºÏÎÌWÙG

Login@remote_host

~ÓDqú|nDzΣJÏÎÌWÙMqµXA]°zº¡≈wnObÓDqúWFCo

ÇiαPzb¾⌡≡ Proxy °A¹ñÏÎºÏÎÌWÙPqµXúPC

w]ºnJOÉÈ° 60 ϕAÓómº proxy OÉÈ° 7200 ϕC²Ü≤w]OÉÈAÐ

Ñ\Ä99¶ºym½ FTP Î Telnet ProxyºOÉÈzC
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m½ FTP Î Telnet Proxy ºOÉÈ

FTPÎ Telnetú³unJvÎuÑÔómvºOÉÈCw]º¼pUAbnJÎ²ÒÏÎ

ÌÁíAC 60 ϕº²·ÜÖ³@ÓÑq@~íÊCoNOÒ×º loginTimeoutC

nJ¿\ßAÜÖb 7200ϕºÑq@~²·³íÊA_hN|Á_Ñq@~ºsuC

b ROOTDIR\config Ø²ñØß fwTimeout.cfg É×AÃHϕ°µìÓⁿwsºOÉÈA

Yim½oÇw]ÈC fwTimeout.cfg É×³³UCµíC

telnet
proxyTimeout=7200
loginTimeout=60

ftp
proxyTimeout=7200
loginTimeout=60

Ä13¹ [c proxy °A¹ 99



100 IBM eNetwork Firewall for Windows NT:ÏÎⁿn



Ä14¹ Êþ¾⌡≡Oⁿ

»¹íúYÉÊþOⁿµÜºΦkCHÏ[c{ÉÈÉ|úÍµÜC

IBM Firewall |ÚÚÏÎÌwqº{ÉÈAÓÊþeì¾⌡≡ΘxºTºAÝÝO_³τb

ºMµ¼pCHÏ{ÉÈÉAFirewall |H¾⌡≡ÞzÌÒⁿwºΦíÓ¼eµÜC

{ÉÈwq

{ÉÈÑpÆPÉíÑÆÕ¿ -- pGbⁿwÉí]HÀÁ°µì^ºWLYÓpÆ]Sw

Æ≤Æq^A{ÉÈhDHÏAoÉ|úÍµÜTºCΘxÊþ{íδÑ|Ø{ÉÈG

1. ²ÒóÑ`Æ

2. SwÏÎÌ ID º¡≈τÒóÑ

3. úÍÛ⌠≤SwDqúº¡≈τÒóÑ

4. ΘxñTºÐÒºX{

[cqÝ¸ÎROµ¶±iHÎÓ[cþíº{ÉÈC IBM Firewall |ÛÊ¼ì⌠≤∩{

ÉÈwqÒµºÜ≤C

µÜTº

ìFY{ÉÈºßAIBM Firewall |úÍµÜTºC µÜTººÇeiαOÄÎUC 4 Ø

Îíº⌠≤@ØG

1. O²ìUCΘxÉñG

v zLµÜΘx≈αAiÇÑ[cqÝ¸ÎROµ[cC

v b¾⌡≡Θxñ

2. N E-mail l≤Çeì@πCºÏÎÌ

3. zLÒ]wºIs¹CÐÑ\Ä103¶ºyIs¹q°Σ©zC

4. ⌡µÏÎÌwqºROµAÃHµÜTº@°Ä@ÓÑÆ

µÜTº]tPSw{ÉÈHW³÷ºΩTCÒpG

ICA0001e: ALERT -- 20 authentication failures.
ICA0002e: ALERT -- 10 authentication failures for user root.
ICA0003e: ALERT -- 15 authentication failures from host 56.67.78.89
ICA0004e: ALERT -- Tag ICA1234e with 3 log entries.

ú|ÊþÑuΘxÊþ{ívúÍºµÜTºÎΣªTºC
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ÏÎ[cqÝ¸Ó[cΘxÊþ{í

»`íúp≤ÏÎ[cqÝ¸Ó[cYÉΘxÊþ{íC q[cqÝ¸É²≡¼²cºñ∩

úutÎΘxvCs÷ΓUÉ×ΩÆ¿ÏOHi}Ë°e±C ÷@UΘxÊþ{ÉÈC

qΘxÊþ{ÉÈÞz∩ÜØñAzisWBÜ≤ÎRú{ÉÈwqC

sWΘxÊþ{í

nsW{ÉÈwqÉAÐqΘxÊþ{ÉÈÞz∩ÜØñ∩úsWAMß÷@U}ÒCs

WΘxÊþ{í∩ÜØY|X{CÐbUCµì±JΩÆG

1. nqÑÅþ¼CÜñ∩ÜA÷@UÑÅþ¼b¹CþOþ¼pUG

v l≤q°

v ⌡µRO

v ÓOÏÎÌ²ÒóÑ{ÉÈ

v ²ÒóÑ{ÉÈ`Æ

v ÓODqú²ÒóÑ{ÉÈ

v Tº{ÉÈ

2. pG∩úºþOþ¼°ul≤q¾vAÐΣJqll≤ì}Cziwqh½q°þOC

Nþíº{ÉÈHWTºÇeÜⁿwºqll≤ì}C

3. pG∩úºþOþ¼°u⌡µROvAÐ±JROÉWC

ΘxÊþ{í⌡µ»ROÉ|HµÜTº@°ªºÄ@ÓÑÆCzuαwq@Ó⌡µR

OþOC

4. pG∩úºþOþ¼OuTº{ÉÈvAÐ±JTºÐÒAoOÓÛznÊþº IBM

Firewall ΘxTººÐÇÐÒC

5. pG∩úΣñ@Ó{ÉÈþOAÐ±J{ÉÈpÆµìC

{ÉÈpÆOⁿwÁíºÒe\ºÌjóÑÆ≤ÆC

6. pG∩úΣñ@Ó{ÉÈþOAÐ±J{ÉÈÉíµìC

{ÉÈÉíOⁿqYÆ≤Ä@¸X{}lºÀÁÆC

7. pG∩úΣñ@Ó{ÉÈþOAÐ÷@UuOvÎu_vÓⁿÜO_nÏÎIs¹q

°C

8. ±JÆùAoOÝ≤∩ÎÊÊ@C

9. ÷@U OKC
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Ü≤{ÉÈwq

nÜ≤{ÉÈwqÉAÐqΘxÊþ{ÉÈÞz∩ÜØñ∩úQnÜ≤ºµØAMß÷@

U}ÒCÜ≤ΘxÊþ{í∩ÜØY|X{C

1. ÐΣJzn∩{ÉÈpÆM{ÉÈÉíµìÒµºÜ≤C

{ÉÈpÆObⁿwÁíºÒ»úìºÌhóÑ²ÒTºÆC{ÉÈÉíOⁿqYTº

Ä@¸X{}lºÀÁÆC

2. ÷@U OKC

Rú{ÉÈwq

nRú{ÉÈwqÉAÐqΘxÊþ{ÉÈ∩ÜØñ∩úQnRúºµØAMß÷@UR

úCtÎ|nDzT{RúC Ð÷@UOHT{CÐ`NGRúúϕÜqΘxÉñRúCª

ϕÜRú¹wqC

Is¹q°Σ©

Firewall ³IJµÜÉAFirewall iHNTºeìÞzÌºÇI¹AÓIstÎÞzÌCn

]wIs¹q°Σ©ÉA²·[cUC 3 ØIs¹¸≤C

1. ROÛµ]w - ¹¸≤²·ÏÎ[cqÝ¸ÓØßP×∩Cª|°ΘxÊþ{íÒÏÎ

ºIs¹RO (iqROµÏÎ)A]ww]ÈC»¸≤]twqIs¹⌠Òºß@µØC

wqÎÛµ]w¹¸≤ºÛ÷ΩTAÐÑ\Ä104¶ºyROÛµ]wzC

2. qT½qÞz - z²·bÆÚ≈suºewqAϕºqT½qC»¸≤]tⁿΩÒºÒ

ÏÎºw]qT½qCÜCpGzÏÎºqT½qúOΣñº@AÐb»¸≤ñsWz

ºqT½qCÛ÷ΩTAÐÑ\Ä106¶ºyqT½qÞzzC

ÐVzºqT½qúoqÜ¹XAHτÒqT½qº{µqÜ¹XCPqT½qµÍ

ÉAÐTwúoqT½qºÆÚ≈¹XÎΣªAÎ≤wÊRºSwAÈ{íº]wC

3. ÆÚ≈Þz - ÆÚ≈suºeA²·ØßAXºÆÚ≈wqCoÇwq]tIs¹q°

Σ©ÒÝÏÎºÆÚ≈Ò³Û÷ΩTC»¸≤]tziqñ∩úºÆÚ≈CÜCMÓA

YÇÆÚ≈iαPzºqT½qΣ©ºúÛeA÷MziHNªÌsWìCÜñCû@

ÆÚ≈wqºÛ÷ΩTAÐÑ\Ä108¶ºyÆÚ≈ÞzzC

ù: IBM Firewall Σ©iÎ≤Is¹q°Σ©º Tele-AlphaNumeric Protocol (TAP)qT≤

wC

Σ©ºqT½qMÆÚ≈

qT½qΩÆwÉ]tqT½qºCÜAHÎÛ÷ºÇΘÑÆC ziHsWΣªqT½qC

qT½qWÙÎÆÚ≈qÜ¹XH~ºΣLÑÆG
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v σr¼Is¹ºTº°×W¡AHÎÆr¼Is¹ºÆrìÆW¡

v ÇΘtvBPìËdBΩÆM±εì¸°×

ÏÎSwqT½qºeAÐTwÓqT½qOÏÎ TAP qT≤wC

Is¹X]tw]ºÆÚ≈wqAÀOOG

v IBM MOD 448 14400 bps

v IBM 5853 2400 bps

v IBM 7852 28800 bps

v IBM 7855 2400 bps

v Generic HayesÛeÊ

v US Robotics Courier 9600 bps

v Zoom V.34

[cIs¹q°Σ©

uIs¹]wvOÎÓ[cROÛµ]wÉHÎû@qT½qMÆÚ≈CpGzOÏÎI

s¹Az²·²ÏÎuIs¹]wvÓÛµ]wIs¹⌠ÒAAÏÎuΘxÊþ{ívC

}lºeAz²·²qqT½qúo¿TºÆÚ≈qÜ¹XBIs¹ IDAHÎÆÚ≈ÑÆC

²[cuIs¹q°Σ©vAÐq[cqÝ¸É²≡¼²c∩úutÎÞzvC s÷ΓUÉ

×ΩÆ¿ÏOHi}Ë°e±C ∩útÎΘxCs÷ΓUÉ×ΩÆ¿ÏOHi}Ë°e±C

∩úIs¹]wC

ROÛµ]w

∩úIs¹]wÉAzi∩únÏÎºqT½qÎÆÚ≈AÃgJIs¹TºC

ROÛµ]w

qÉ²≡¼²cñ∩úIs¹]wÉAY|πÜπ³uROÛµ]wvºIs¹]w∩Ü

ØAþⁿ Ä105¶ºÏ 26 ñÒπÜº∩ÜØC
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bnsWºΘJµìñΣJÎ∩ú@ÇÈG

1. ÐΣJIs¹ IDCoq`OqT½qⁿw¹zIs¹ºß@ PINC

2. ÐΣJIs¹TºC¹rΩ]tÏÎÌÒnÇeºw]TºCÇe¹Ær¼Is¹ºT

º²·uαOÆrCÇe¹σr¼Is¹ºTºiHOσrTºCÐÅWXqT½q]

wñÒⁿwºTº°×W¡A_hTºiα|QI_CúiÏÎ_¹ (:)CpGzÏÎ_

¹ºÜAÅÕr¸|úN_¹C

3. pGS³qT½qWÙAÐ÷@U∩úÓwqqT½qCIs¹ºqT½qÞz∩ÜØ

Y|πÜXÓCÐÑ\Ä106¶ºyqT½qÞzzAHúop≤±g¹e±ºÛ÷ú

ÓC

4. pGS³ÆÚ≈WÙAÐ÷@U∩úÓwqÆÚ≈C Is¹ÆÚ≈Þz∩ÜØY|πÜ

XÓCÐÑ\Ä108¶ºyÆÚ≈ÞzzAHúop≤±g¹e±ºÛ÷úÓC

5. ÷@U OKC

Ï 26. Is¹]w
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Ü≤ROÛµ]w

qÉ²≡¼²cñ∩úuIs¹]wvÉAY|πÜπ³uROÛµ]wvºIs¹]w

∩ÜØC

1. bΘJµìñΣJÎ∩ú@ÇÈAÓ×∩{³Ûµ]wΘJµìñºÈC

2. ÷@U OKC

RúROÛµ]w

1. qCÜñ∩úµØAMß÷ΓURúAYiRúIs¹ºqT½qÞz∩ÜØÎIs¹

ÆÚ≈Þz∩ÜØWºµØC

tÎ|nDzT{RúC

2. ÷@UOAT{RúFÎ÷@U_A≡^Is¹]w∩ÜØC

pGS³Ûµ]wµØAhIs¹q°Σ©LkÇeIsC

qT½qÞz

qIs¹]w∩ÜØñ⌡ÜqT½qWÙµìAMß÷@U∩úCIs¹ºqT½qÞz

∩ÜØY|πÜXÓApÄ107¶ºÏ 27 ñÒÜC
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sWqT½q

nW[sºqT½qÉAÐbIs¹ºqT½qÞz∩ÜØW∩úsWAMß÷@U}

ÒCbAϕΘJµìñΣJÎ∩ú@ÇÈG

1. ÐΣJqT½qWÙC⌠≤WÙúiHAunªOß@ºWÙABúÑ¼≈ºΩTi

²zÀδªOþ@ÓⁿiYiC

2. ÐΘJⁿiqÜ¹X (ⁿi½qºÆÚ≈qÜ¹X)AÓqÜ¹XPΣyµIsÎΣLA

È¹XúPCϕIsËmÎzÒÏÎºAÈ{ínDzΘJÆÚ≈¹XÉAzÒúÑ

º¹X²·O¿TºAz²·Àδªºd≥OÏìÊÎþΩÊºAÓIs¹OÆr¼

ºÎσr¼ºC

3. ÐΘJ TAP HúoIsΦkFoOÒ¹\ºß@ÈC

4. pGⁿi¹\ÎnDqµXAhÐΘJqµXC

5. ÐΘJuσr¼Is¹vºTºÌ°°×¡εAHÎuÆr¼Is¹vºÆrÌ°°

×¡εC

6. ÐΣJÇΘtvC÷@Ub¹AMßqCÜºñ∩ú@ÈC

7. w∩PìËdµì÷@U¸ÆB_ÆÎLC

8. ∩Üw]ΩÆì¸ÆF÷@U 7 Î 8C

9. ∩Üw]º±εì¸FÐ÷@U 1 Î 2C

Ï 27. Is¹ºqT½qÞz
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10. ÷@U OKC

Ü≤qT½q

1. qIs¹ºqT½qÞz∩ÜØñ∩únÜ≤ºqT½qAMß÷@U}ÒC

2. iÜ≤µìºÛ÷íúAÐÑ\Ä107¶ºysWqT½qzCqT½qWÙ»¡Lk

Ü≤C»µìNQ±ÎC

3. iµQnºÜ≤C

4. ÷@U OKC

RúqT½q

1. qIs¹ºqT½qÞz∩ÜØñ∩únRúºqT½qAMß÷@URúC

2. tÎ|nDzT{RúCÐ÷@UOHT{C

ù: qT½qΩÆwÉñÜÖn³@ÓqT½qCpG¼wq⌠≤qT½qAhIs¹
q°Σ©|óÄC

ÆÚ≈Þz

zºÆÚ≈ΓUñ|Oⁿ³÷p≤_l]wÆÚ≈ºΩTCziαÝnÕπqT½qºÆ

Ú≈]wC@δÓÑAu|Σ©ÏÎÐÇÆÚ≈ROº HayesÛeÆÚ≈C

qIs¹]w∩ÜØñ⌡ÜÆÚ≈WÙµìAMß÷@U∩úCIs¹ÆÚ≈Þz∩ÜØ

Y|πÜXÓApÄ109¶ºÏ 28 ñÒÜC
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ziÏÎ»∩ÜØÓsWBÜ≤ÎRúUØúPºÆÚ≈C

sWÆÚ≈

nW[sºÆÚ≈wqÉÉAÐqIs¹ÆÚ≈Þz∩ÜØñ∩úsWAMß÷@U}

ÒCbsWÆÚ≈∩ÜØñAÐbΘJµìñΣJÎ∩ú@ÇÈC

1. ÐΣJÆÚ≈WÙC⌠≤WÙúiHAunMΣLwqúPABúÑ¼≈ºΩTi²z

ÀδªOþ@ÓÆÚ≈YiC

2. ÐΘJuCOM sµ≡vº¹XAHwqÆÚ≈ÒnsµºÇC COM sµ≡¹CÐΘ

Jp≤ 10 ºÆrCÆÚ≈²·OwΘ[c¹¹sµ≡ÉAhªúαwq¹ Windows

NTA_h|y¿Ó≡Ú´súIs¹\αCpGÆÚ≈úÅXwΘ]wAhIs¹r

X|b½Õ@qÉíßóÄC

3. ÐΘJ_l]wrΩAªiHNÆÚ≈wq°ΩÆÆÚ≈AÖ³ X level4 º^³AHÎ

ÑÏì¸xÒwqºTwÇΘtvCÐÅ]t AT ROA]°Is¹\α|Nª±b_

l]wrΩ}lºaΦC

Ï 28. Is¹ÆÚ≈Þz
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4. ÐΘJ~uemÅ¹C¹¹X°znq½q·µ~uÉÒÝºÆrC

5. ÷@U OKC

Ü≤ÆÚ≈

1. nÜ≤ÆÚ≈wqÉÉAÐqIs¹ÆÚ≈Þz∩ÜØñ∩úÆÚ≈WÙAMß÷@U

}ÒC

bÜ≤ÆÚ≈∩ÜØWAz|Ýìi°ÆÚ≈wqÜ≤ºµìCÜC ÷≤oÇµìºí

úAÐÑ\Ä109¶ºysWÆÚ≈zC

2. ÷@U OKC

RúÆÚ≈

1. nRúÆÚ≈wqÉÉAÐqIs¹ÆÚ≈Þz∩ÜØñ∩úÆÚ≈WÙAMß÷@U

RúC

2. tÎ|nDzT{RúCÐ÷@UOHT{C

Is¹q°Oⁿ\α

Is¹q°Bz|ÏÎ¾⌡≡Θx½Î{íÓ¶gΘXΘxCÒ³ºIs¹TºÎù~ú

|gb@δ¾⌡≡tÎΘx≈αñC ²úop≤]wÎÏÎ¾⌡≡ΘxÉºÛ÷ΩTAÐÑ

\Ä113¶ºyÄ15¹ ÞzΘxPOsÉzC

úÕIs¹]w

ziHÏÎIs¹ROÓτÒIs¹]wCÛ÷ÔÓΩTAÐÑ\ IBM eNetwork Firewall

ÑÒΓUCØ³zbC@¸wqÎÜ≤]wÉAúÈ²ÏÎIs¹ROAHTOzºt

ÎBÆÚ≈BqT½qÎIsËmúα≈¿Ta¼¹qHAÓBzúα≈TΩaÇeÎµ

¼IsC

⌡µRO

ziHⁿw@Ó{íAbC¸ìFµÜ{ÉÈÉY|IsªCYnⁿw{íG

1. ÷@UΘxÞzAMßs÷ΓUsWC

sWΘxÊþ{í∩ÜØY|X{C

2. bÑÅþ¼UÔΦØñA∩ú⌡µROCoÉ|ÒÎe±WºROÉ×WÙµìC

3. bROÉ×WÙµìñAΣJìFµÜ{ÉÈÉAzÒnIsº{íº¹þXµ⌠|W

ÙC

ΘxÊþ{íÒ⌡µºROºu@Ø²° \winnt\system32C]°RO Shell OqtÎ

{Ç_ÊºAÒHu]wtÎ⌠ÒÜÆCÃS³]wÏÎÌ⌠ÒÜÆC@δÓÑAw_
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Êº{í³ÏÎ¹πºÉ×WÙAÓú³Êα⌠|ÜÆC

u¾⌡≡v|N¹πuµÜvTºÇe°{íºÄ@ÓÑÆApUÒÜG

²ÒóÑ`ÆµÜGICA0001e
CÓÏÎÌ²ÒóÑµÜGICA0002e
CÓDqú²ÒóÑµÜGICA0003e
Tº{ÉÈµÜGICA0004e

ÐÑ\ IBM eNetwork FirewallÑÒΓUAYiúooÇTºº¹πíúC
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Ä15¹ ÞzΘxPOsÉ

»¹Níúp≤zLu[cqÝ¸vÓÏÎΘx≈αC ϕÏÎÌÕÏzLúPº IBM

Firewall °A¹ÓsúDqúÉA IBM Firewall |NµØgJÑ IBM Firewall OⁿAÈ

{íÒû@ºΘxÉñC

IBM Firewall |ÚÚ¾⌡≡º[cΦkÓúÍjqOⁿΩTCΘxµØiÓÛ\haΦAp

socksMMùLo¹Ct~A]iHúPºY½Êh¸ÓgJΘxÉFÒpA»ùBΩTÎ

ù~C »¹]íúp≤ÏÎΘxÞzPΘxOsÞz≈αAÓÞzΘxPOsÉºjpC

ÏÎ[cqÝ¸ÓØßPOsΘxÉ

[cqÝ¸iHÎ≤ΘxÞzPΘxOsÞzC ²]zºiÎÏÐÅí¼≈eÇþíΘxΩ

TC Firewall |NúÍºÒµ»ùÎù~ΩTAOⁿì¾⌡≡Θx≈αCu³Dn¾⌡≡Þ

zÌ~αsú¾⌡≡Θx≈αCµÜTº|OⁿìµÜΘx≈αñC ÞzfÖΘxΩT|O

ⁿìfÖΘx≈αñC

°F²°i½Î{íiH¿`B@A²·uα²¾⌡≡ΘxTºX{bªÌºΘJÉñC ú

iNΣª≈αÉVìP¾⌡≡ΘxÛPºÉ×ñAÒHÐ°íp]w¾⌡≡Oⁿ\αC

pGnbDn[cqÝ¸e±WdÝµÜAh²·NµÜÉVìⁿw°µÜΘx≈αºÉ

×ñCúi°ÓÉ×ⁿwΣªµØC

UCu²¶Çh¸OH^újí≈ΩTº»ùÒÖpºCuY½º (Critical)vu^úÌY½

º¾⌡≡Æ≤C

v »ù

v ΩÆ

v µi

v ù~

v Y½º

Ø³zqΩTh¸}lAúD¾⌡≡{Ç¡wCMßAziHÜ≤°µiÎù~AHεÖ

OⁿºíÊÃYptÎΘxºWÒC

u²¶Çh¸PTºÐÒrÀ (i,e,w,s..)Ãú¹þkXCziαÝnúÕA~αPwnp≤

÷¼ (shut off)ºÇTºC
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sWΘx≈α

q[cqÝ¸É²≡¼²cñAs÷ΓUutÎÞzvÉ×ΩÆ¿ÏOAHi}Ë°e

±Cs÷ΓUutÎΘxvÉ×ΩÆ¿ÏOHi}Ë°e±C ∩úuΘx≈αvCΘx≈α

∩ÜØY|X{AÃπÜØeÒÎ@ÕºΘx≈αC

1. ÐqΘx≈α∩ÜØñ∩úsWAMß÷@U}ÒAYiNtÎΘx (syslog)µØsW

ìºÇØewÒÎºΘx≈αC

πÜsWΘx≈α∩ÜØApÄ114¶ºÏ 29 ÒÜC

2. ÷@Uþ¼bYAÓ∩úþ¼Cþ¼°uÉ×WÙvC

3. Θx≈α|P_wOⁿºΩTºþ¼PÓ½C÷@U≈αÓ∩úUCΣñ@ØΘx≈

αG

Ï 29. sWΘx≈α
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v ¾⌡≡Θx - @δ¾⌡≡ΘxA]ALoOⁿ

v µÜΘx - ΘxÊþ`n{í¼AAHÎÎÓΘJuµÜπÜe±vº{ÉÈHWµ

i

v l≤Θx

4. ÷@Uu²¶ÇbYAÓ∩Üu²¶ÇCOⁿu²¶Ç|Ì¼WY½Êº¸ÇÓC

ÜCzN∩úºu²¶Ç°ΘxOⁿºÌCh¸C

5. ±JΘxÉWCÓΘxÉWÙ²·³´∩⌠| (HÏÐ≈Î¿×u / }l)AÓBÓÉ

×º⌠|²·sbC

6. OsÞzuiPÉWþ¼Θx\α@_ÏÎCÒÊºßAiHwÁaYpΘxÉCÒ

ÎOsÞzϕÜz|ÚÚ fwlogmgmt ROÓ]wÑÆC ÐÑ\Ä116¶ºyOsΘ

xzCziÒÊÎ±ÎOsÞzÑÆC

7. ∩úwOs{µΘxñºO²ºþÑÆC¹È²·OsÎj≤sCϕ fwlogmgmt -l R

OΣì{µΘxO²ÅX¹≥ÇÉAK|⌡µOsÞ@CΘxÞzÃú]ApΓOd

ΘxO²ÑÆºϕÑC

8. ÐΘJOsÉWÎ¹πº⌠|C IBM Firewall úÑ@ÓÏÎØ²ºw]Os\αCM

ÓAziHÏÎþ[\α (pG³ÝnºÜ)C

9. ∩ú³ÓqOsΩÆñRúÒOsΘxÉºÑÔþÑÆC¹È²·OsÎj≤sCϕ

fwlogmgmt -a ROΣìOsºÉ×ÅX¹≥ÇÉAK|⌡µhúÞ@CΘxÞzÃú

]ApΓOdOsÉ×ÑÆºϕÑC

10. ÷@U OKC

Ü≤Θx≈α

1. ÐqΘx≈α∩ÜØñ∩úznÜ≤º¾⌡≡ΘxµØAMß÷@U}ÒC

Ü≤Θx≈α∩ÜØY|X{C

2. Ü≤QnºµìC÷≤µìºíúAÐÑ\Ä114¶ºysWΘx≈αzC

3. ÷@U OKC

RúΘx≈α

1. ÐqΘx≈α∩ÜØWØewÒÎºΘx≈αñ∩ú¾⌡≡ΘxµØAMß÷@UR

úC

πÜRúµie±C

2. pGn~≥RúAÐ÷@U OKC pGún~≥RúAÐ÷@Uú°C ¹Ê@ú|R

úu¿ºΘxÉC
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OsΘx

Os{ÇpUG

v q{µΘxñ¾úXµºO²

v NªÌm≤ΣªÉ×ñ

v ≥K²X²GÉ

v NsÉ×±JOsØ²ñ

YznÒÊΘxÞz{íÓOswÖnºΘxO²A³GØµkiÑz∩ÎG

1. ¸ÓqROµ⌡µ fwlogmgmt -l AÎO

2. N fwlogmgmt -l RO]w° NT Scheduled ServiceC

húΘxOsOÑRúOsØ²ñºXµOsÉÒÕ¿C

nhúOsºÉ×ÉAz³ΓÓ∩µG

1. ¸ÓqROµW⌡µ fwlogmgmt -a RO

2. N fwlogmgmt -a RO]w° NT Scheduled ServiceC

XµºO²ÎÉ×OÑΘx≈αwqñÒⁿwºÈÓMwApÄ114¶ºysWΘx≈αz

ñÒzC

⌡µΘxÞzBzÌ³ÄÎÌKQºΦkNOANª]w° NT Scheduled ServiceCziH

Îu±εxvWºuAÈ{ív½≤ÓÒÊªC

ÒpApGn]wbCΘ 3:00 AM ⌡µΘxÞzOsBzAÐΣJ

at 3:00 /every:M,T,W,Th,F,S,Su fwlogmgmt -l

þ[º DLL

ÐÑ\ IBM eNetwork FirewallÑÒΓUAHúoiÎÓúN Firewall w] DLL ºΘx

Os{íþ[º DLL Û÷ΩTC

ΘxÞzΘX

iµ⌠≤ΘxÞzíÊºeAΘxÞz≈α|⌡µ@ÇìBº¹πÊËdCpGo{⌠≤

ÝDAhbROµU⌡µ fwlogmgmt ROÉA|N»ùeì¾⌡≡Θx≈αC

l≤ÎÞzfÖ (local0)Θx≈αOⁿúPºOsWhÒΣtAÓúOⁿΣL≈αΣtCÒ

³ºΘx≈αú²·ÒÎOs\αA~αiµOsCMÓAúu³bΣΘÁWL≥Ç (⌡µ

OsBzÉAb≈αwqñⁿw≥Ç) ÉA~|Os¾⌡≡ (local4)ÎµÜ (local1)ΘxO

²F²OC@¸ú|ΓπÓ l≤ÎfÖΘxÉ×Os_ÓCPÉAl≤ΘxñºΩTQ{°
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Ow∩»ùØºÓÏÎºAÓB@δÓÑAu³ÎÇ\ÑÆÈÓOsCt~Aq`≤³Î

ºl≤ΩT|Oⁿb¾⌡≡ (local4) ΘxñC

°i½Î{í

ziHÏÎu°i½Î{í\αvÓ°Uzq{µºÎOsºΘxÉúÍ°iC u°i½Î

{ívúÍ@ÇgÕ´PµíÆºÞzΩTÉAK≤´÷a∩Mì÷síΩÆwϕµC oÇ

ϕµi≤U¾⌡≡ÞzÌÀRG

v ¾⌡≡º@δÎk

v ¾⌡≡Bzñºù~

v b¼gÂvípUÁÕsúwþ⌠⌠

ÞzÌiÏÎ½Î{íM¾⌡≡ΘxÓØßTºº@δσrÉCµÛA|úÍϕCÆÉ

×AÃ×J÷píΩÆwtÎ]³O DB2 tCºú~^ºϕµñCMßAÞzÌNiÏÎ

u²cÆdßyÑv(SQL)AÓdßΩÆÃúÍ°iC

wËu°i½Î{ív@° Firewall wËºÕ≤Cz]iHNªÌÓOwËAÃBbD¾⌡

≡DqúW⌡µCziHb¾⌡≡WÏÎ[cqÝ¸Ó⌡µu°i½Î{ívCbD¾⌡

≡≈¹WAÐÏÎROµC

°F²°i½Î{íiH¿`B@A²·uα²¾⌡≡ΘxTºX{bªÌºΘJÉñC

úiNΣª≈αÉVìP¾⌡≡ΘxÛPºÉ×ñAÒHÐ°íp]w¾⌡≡Oⁿ\αC

ÐÅb⌠≤± IBM Firewall for AIX V3R1 ÂºΘxÉWÏÎu°i½Î{ívC²OA

ziHÏÎ°i½Î{íÓBz IBM Firewall for AIX V3R1 Î≤s©»ºΘxÉCz]

iHÎªÌÓBz AIX su ΘxC÷≤°i½Î{íºÔÓΩTAÐÑ\ IBM eNetwork

Firewall ÑÒΓUC

ÏÎ[cqÝ¸Ó⌡µ°i½Î{í

q[cqÝ¸É²≡¼²cñAs÷ΓUutÎÞzvÉ×ΩÆ¿ÏOAHi}Ë°e

±Cs÷ΓUutÎΘxvÉ×ΩÆ¿ÏOHi}Ë°e±C∩ú°i½Î{íCπÜ°

i½Î{í∩ÜØApÄ118¶ºÏ 30 ÒÜC
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1. w∩ IBM Firewall úÑºw]Os¹AΘxOs⌠|WÙO]túYΘxÉºØ²Cb

ΘxOs⌠|WÙµìñAÐΘJzbΘx≈α∩ÜØºOsØ²µìñÒⁿwºØ

²CÐΘJOsØ²ºúT⌠|WÙCYnË°¼gOsºΘxÉA»µìÐOdÅ

ÕC

2. ∩ú°iþ¼CnúÍi}ºΘxTºσrÉAÐ∩úσrΘxCYnØß DB2 ÒÏÎ

ºϕCÆºÉ×AÐ∩úϕµΘxCpGNÒúÍºÉ××J DB2AhibΘxΩÆW

⌡µ SQL dßCÛ÷ΩTAÐÑ\ BM eNetwork FirewallÑÒΓUC

3. ΘxÉWiαO⌠≤@ÓúYOsΘxÉÎΣª³Ä¾⌡≡Θx Î AIX su ΘxÉºW

ÙCpGbΘxOsØ²µìñΘJµØAhi÷@UΘxÉWb¹AÓ∩ÜnÏÎº

ΘxCpGbBJ 1 ñ¼ΘJΘxOsA¹BΘJºΘxÉWÙh²·O³ÄºÑúY

¾⌡≡ΘxÉÎ AIX su ΘxÉºWÙCz²·ⁿw¹π⌠|C

4. ∩ú¾⌡≡Î AIX su Σñ@ØΘxþ¼C

5. ÐΘJΘXσrº⌠|MÉWC

6. ∩úOANϕµΘxnDº²Gþ[Ü{³sϕÉAÎ∩ú_ÓúN{³É×C

7. ¹µìi²z∩úSwºTºþ¼AHKm≤ΘXσrÉñC¹µìººe|Q°°O

±JÐÇ Windows NT Find ROñºÑÆCÒpA²]zbÓµìñΣJ ″ICA0″ (²

·]tÞ¹)ANpPzb⌡µUCROG

Ï 30. °i½Î{í
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fwlogtxt < my.log | find "ICA0"

HUO@ÇziH±J¹µìºµØdÒÎΣ²GG

Lo¹ ²G
"ICA0" CXΘxÊþ{ÉÈµÜTº
"ICA3" CXP Socks Û÷ºTº (#ICA3000 - 3999)
"ICA2010" ÈCX ICA2010 TººX{¸Æ
/V "ICA3" CXú Socks Tºº~ºÒ³Tº
/C "ICA001" pΓ ICA0001 TººÆØ

8. ÷@U OKA¾⌡≡≈¹WⁿwΘXØ²ñÒ|úÍnDºÉ×C

9. u°i½Î{í²GvÏì|πÜ⌠≤ÓÛw⌡µ°i½Î{íºù~TºCnË°Ó

ÛuσrΘxv°iþ¼ºΘxσr²GAÐ÷@UDu¾⌡≡[cqÝ¸ve±Wº

ΘxË°¹AÃΣJ¹πºΘXÉWCÑϕµΘxúoº .tbl É×iHⁿJΩÆwAÐ

Ñ\ IBM eNetwork FirewallÑÒΓUC
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Ä16¹ α½⌠⌠ì}

Ñ≤ InternetºµtoiA≡πX IP ì}pÉºÝDCu⌠⌠ì}α½v(NAT) úÑ@Ó

ÑMΦ×AHì}º½sÏÎ°≥ªAÓÑM IP ì}pÉºÝDC

MÎ⌠⌠ñºì}iHÛejì}Åíϕñ (@δ° 10.0.0.0ÑÅ A ºì}Åí) ÓⁿwC

oÇì}°MÎºAÓBú|πSb InternetWC]¹AΣª IP ⌠⌠]iH½ÆÏÎoÇ

ì}Cµ@º IP nOì}|QÎÓ⌠Ã\hMÎ⌠⌠ì}C NAT |N¼nOºì}Î≡

¹α½°³Äº InternetnOì}Î≡¹CbJ≡ΦVº NAT |NwnOº Internetì

}Î≡¹α½^_°¼nOºì}Î≡¹C NAT ºnBOAzqíe\ÏÎMÎÎDkì

}º⌠⌠P InternetWºDqúqHFp¹iH³Äva²MÎ⌠⌠Ö³esºì}ÅíC

¹~AYÏÎ NATAhMÎ⌠⌠ñºì}N|Q⌠Ã_ÓAú|Q~ÉÝìAiÓúÑh

@hºwþÊC

Ä121¶ºÏ 31 HÏÜíú IBM Firewall ⌠Òñº≥» NAT @~C

wþDqúÒúÍº TCP/UDPÊ]|NΣÓ½ì}À½°wnOº Internetì}CwþD

qúºsµ≡|Qα½°M³º≡¹CÒ³≈≡ºÊ]ú|³ÛPºÓ½ì}A²O³M

³º≡¹CoØÎíºα½Ù° Many-to-oneα½Ai²\hwþDqú⌠Ãbµ@ºì}

ß±C IP ϕYÎ TCP/UDP pseudoϕYñºÊ]º`Æúw≤sCÃµsuºÌj¡ε

Æ° 64536 (ΩÚ° 64512)A]°wOdsµ≡ 0-1023CJ≡suOÑRA (ÓúOÊA)

Ï 31. ⌠⌠ì}α½
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α½ϕµµØÒΣ©CÒpAu³ϕRAµØsb≤ NAT α½ϕµ (195.9.5.2∩MÜ

10.1.1.1)ÉADqú 193.5.8.2~iHÎDqú 10.1.1.1 (ÏÎþyì} 195.9.5.2)Ó_l

TCP suC

Ò³Ñ TCP/UDP³Î{íÒúÍºÊ]úiHQα½CpG IP Ê]Ò]tº³Î{íΩ

Æ]t IP ì}ºÜAN|oÍx°Cì}α½Σñ@ØÂÐº³Î{íANO FTPC FTP

±εsu|oX ″PORT″ ROÎ ″PASV″ ^³A|NH ascii sXº IP ì}]tbl≤

ñCb¹×ÒñANAT úuÝn×∩ IP ϕYñºì}AÓB]n×∩ΩÆµñº asciiì

}Î≡¹C

bYNX©º APAR ©¸ñA NAT º Many-to-oneÎ MAP α½∩µNi²J≡Î≈≡

º ICMP Ê]µⁿα½Cu³ϕ{sºα½ϕµµØoÍ½sÉVºº`¼pÉAJ≡º

ICMP ^³Ê] (pingBÉíÐOBì}Bn) ÎÒ³ù~Ê] (Lks´ºØºaBÓ½ϕ

εB½sÉVBWXÉ¡Îù~ºÊ]Tº) ~αQα½C ICMP ½sÉV|qL NATA

ÓúQα½Cª|ÚÚzºLoWhÓMwn¹\ÎÚ´ ICMP ½sÉVC

≈≡ºdß/^³ ICMP Ê] (ping dß/^³BÉíÐOdß/^³Bì}BnnD^³) O

gÑα½Ê]ºwþì}Î ICMP dßÑOXÓΣ©ºAp¹@ÓAÓÛúPwþDqúº

ICMP Ê]NiH@Îµ@ºwnOì}C

ϕuÞzÌv²YÇ ICMP Ê] (×ΣOì}Bn/^³Î½sÉV) bwþÎDwþÊ⌠

⌠ºíÇΘÉA²·D`pßC² ICMP ΩÆÇΘqL FirewallÉºwþÊÂÙÛ÷ΩTA

ÐÑ\U±º⌡Ul (CbÑÒÑØñ)AÑW°G Guarding the Gates Using the IBM

eNetwork Firewall for NT 3.2C

IBM eNetwork Firewall NAT ⌡µ

IBM Firewall NAT ⌡µΣ©≥»ºì}α½ (pWzíú)AÐ`NUCµiÆµG

v bΩÆµñ³]t IP ì}ΩTº TCP/UDP³Î{í (HUÒyzº FTP ú~) u|

²Ê]ϕYµìα½°WzºíÎCNYAUDP ³Î{í (p DNS Î SNMP) Nú|

α½ΩÆµÒ]tºì}ΩTC

v FTP PORTROπÓúQα½FA²OÃS³α½ PASV ^³Ê]ñÒ]tºì}C

v ICMP nD/^³Î[KTºú|Qα½CÒpAoËiH²≈≡º ping Î TCP ⌠|

MTU »ú¿TaÞ@C

v NAT ú|»ú TCP º_u¼pA²ObNÊAα½ϕµ¾úAÃBNwnOº IP ì

}í^iÎì}ºxsÏºeA|ûÌαi[cºómOÉ]wC

NATBLo¹ÎqDºíº¼ÊdÒ

Ä123¶ºÏ 32 HÏÒíú NATBLo¹ÎqDºíº¼ÊdÒC
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²]zOb¾⌡≡ 9.67.23.2Î 204.96.140.2ºíHΓÊºΦíØß IPSec ESPqDCh

NAT uαb 9.67.23.2¾⌡≡@ÎA]°oÓwþ⌠⌠OÏÎMÎì}CÓqDt@Ýºw

þ⌠⌠ÃúOÏÎ NATCúFHÏÒíú≥»º NAT α½ (¬ΣÄGÓÊ]ñºÊΘµ

ìOb≈≡ì}α½ÁíAÊ]ñw×∩ºµì) º~A Ä123¶ºÏ 32 ]HÏÒϕÜq

Dqúα½LÓºÊ]ËJ|¼α½º IP Ê]ñºÒlC

@δÓÑALoBz|²³Îb≈≡Ê]AMß~Îb NATAÃB|b NAT α½ºß~

³ÎìJ≡Ê]C]¹ALoWhOH¼α½ºì}°ÌÚCϕoAì NAT ÎqDÉAw

ÒÎ NAT º¾⌡≡WºLoWh]OH¼α½ºì}°ÌÚCbqDºt@Ý (²] NAT

úb¹¾⌡≡W@ÎºípU)AJ≡Ê]ºLoWhOHwα½LºÓ½ÎØºaì}°

ÌÚ (w∩J≡Î≈≡Ó³ÒÀO)CpGqDΓÝú³ÒÎ NAT ºÜAhWzºíúYi

PÉ³ÎbGÓΦVWC

ÏÎÄ123¶ºÏ 32 º]p°dÒAÃB²]ΣØºOn²wþDqú 10.1.1.1zLqD

ÓPwþDqú 204.96.145.9iµqHAhP 10.1.1.1sµº¾⌡≡N²·n³@ÓLo

WhAH² 10.1.1.1α≈zLqDÓP 204.96.145.9qHCbt@ÓPØºaDqúsu

º¾⌡≡WA²·n³@ÓLoWhAHzLqDb 9.67.23.1Î 204.96.145.9ºíiµq

HC

Ï 32. NATBLo¹ÎqDºíº¼ÊdÒ
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NAT ºΣªΩT

YzQ¹\UC@~AÐÏÎ NATG

v bO@Ówþ≈¹ºì}ºípUA¹\¾⌡≡ßº≈¹º½µsúDwþ¸xC

v ²YÇS³nOì}º≈¹α≈@ÎwnOºì}AH²oÇ≈¹α≈suì InternetW

º¸xC

v ²ΣªÓÛDwþìmº≈¹α≈sú¾⌡≡ßº°A¹C

Vzº ISP úo NAT ÒnÏÎºnOì}CÒ³Ñ NAT ÏÎºì}úúαÑΣªÎ~

ÏÎC

NAT º∩µ³|G

Many-to-one
zLα½Ê]ºwþì}Î≡¹AiH²\h (Ìh 65536)ºíì}@Î@Ów

nOº IP ì}CoÓÑhÌ@ÎºwnO IP ì}|N»Ýì}⌠Ã_ÓA²ú

F¹ IP ì}º~Az²·n³t@Ó InternetnOì}AHÑ Firewall ºDw

þì}ÏÎC NAT [c|QÎ Many-to-oneµØÓÑOÎHqÆsµ≡α½º

InternetnOì}C

α½ ÎÓØßnα½ºwþì}ºCÜC

Æú ÎÓØßúnα½ºwþì}ºCÜC

∩M ÎÓOdSwwþì}ºSwnOì}C

ÏÎu[cqÝ¸vÓ[cu⌠⌠ì}α½v

1. q[cqÝ¸É²≡¼²cñAs÷ΓUuì}α½vÉ×ΩÆ¿ÏOAHi}Ë°e

±Cs÷ΓU NAT É×ΩÆ¿ÏOHi}Ë°e±C

2. ∩ú NAT ]wÓ[cu⌠⌠ì}α½vÒÕC

⌠⌠ì}α½CÜX{ApÄ125¶ºÏ 33 ÒÜC
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3. NAT [cÉñÒ]tºu⌠⌠ì}α½vµØúπÜb¹∩ÜØWCz]iHsWBÜ

≤ÎRú NAT µØC

sW NAT µØ
1. q⌠⌠ì}α½CÜ∩úsWAÃ÷@U}ÒAHNsºµØsWÜ NAT [cÉC

sW NAT ∩ÜØYX{C

2. bsW NAT ∩ÜØñA÷@UuNAT þ¼vµìñºb¹AÃqUCµØñ∩úG

v Many-to-one⌠⌠nOì}GNÒⁿwº IP ì}sWÜOdº IP ì}CÑÆ°Od

º IP ì}ÎPα½ϕµÛ÷ºOÉ]wC

v α½wþ⌠⌠ì}Gⁿw@ÓÝn⌠⌠ì}α½ºwþ IP ì}d≥C

v Æúwþ⌠⌠ì}Gⁿw@Ónq⌠⌠ì}α½Æúºwþ IP ì}d≥C

v ∩Mwþ⌠⌠ì}Gwq@∩@ºwþ∩nO IP ì}RAα½C

Many-to-one ⌠⌠nOì}

Many-to-onenOì}µØiα½Ê]ºwþì}Î≡¹AiH²\h (Ìh 65536)ºí

ì}@Î@ÓwnOº IP ì}C ¹\αi²zÎ@ÓwnOº IP ì}Ó⌠Ã\h»Ýì

}C (z²·n³t@Ó InternetnOì}ÓÑ¾⌡≡ºDwþì}ÏÎC)

ϕ@ÓwþDqúNÊ]ÇeìDwþÊ⌠⌠ÉAN|tm@Ó IP nOì}C¹W@º IP

nOì}OÎÓb IBM Firewall Îwþ⌠⌠~º≈¹ºíÇΘ IP Ø[C

Ï 33. ⌠⌠ì}α½CÜ
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pGzqusW NATve±∩ú Many-to-oneAÐΘJUCÈG

wnOº IP ì}
Vzº ISPúo¹ì}C¹ì}N|OaIQiìÆº IP ì}AÓ¹ IP ì}º

Ò³wþì}ú|Q⌠Ã_ÓC

÷@U∩úÓúo∩ú⌠⌠½≤∩ÜØAYi∩Ü⌠⌠½≤C∩ú@Ó⌠⌠½

≤AÃ÷@UTwC⌠⌠½≤|sWÜsW NAT [c∩ÜØWºu⌠⌠½≤vµ
ìñCÎÌApGz²eS³Øß⌠⌠½≤AziH½µNÈΣJÓµìC

OÉÈ ΘJÀÁÆ (b NAT α≈À± IP nOì}ºeAì}α½iHûùbóm¼A

ºÀÁÆ)C¹OÉÈuα³Îbì}α½A¹ì}α½ÏÎoÓµØÒⁿwº IP

ì}d≥ñº IP nOì}C

w]È° 15 ÀÁCOÉÈºd≥° 5 Ü 45C

α½wþ⌠⌠ì}

α½wþ IP ì}µØiwqÝnÎ NAT Ó⌡µ IP ì}α½º@Õwþ⌠⌠ì}C b

w]º¼pUANAT |bα½wþ IP ì}ÕñºÒ³wþ IP ì}W⌡µì}α½C

pGzqusW NATve±∩úuα½vAÐΘJUCÈG

wþ IP ì}
ⁿw@ÓiÑOÝn⌠⌠ì}α½ºwþ IP ì}d≥ºaIQiìÆ IP ì}C

÷@U∩úÓúo∩ú⌠⌠½≤∩ÜØAYi∩Ü⌠⌠½≤C∩ú@Ó⌠⌠½

≤AÃ÷@UTwC⌠⌠½≤|sWÜsW NAT [c∩ÜØWºu⌠⌠½≤vµ
ìñCÎÌApGz²eS³Øß⌠⌠½≤AziH½µNÈΣJÓµìC

wþ IP ì}Bn
ⁿw@ÓBnAÒpl⌠⌠BnAiⁿwÎÓÑO IP ì}d≥ºwþ IP ì}ñ

ºì¸CboÇBnñAYNì¸]w° 0AϕÜ³ 0 Î 1 ºì¸ìmú]tb

IP ì}ºd≥ñC]¹AbBnñⁿw 255.255.255.255YϕÜ¹α½µØñu]

t@Ówþ IP ì}AÓ 255.255.255.0ºBnYϕÜþO C IP ì}Ýnì}α

½C

Æúwþ⌠⌠ì}

Æúwþ IP ì}µØiwqú·Î NAT Ó⌡µ IP ì}α½º@Õwþ⌠⌠ì}C b

w]º¼pUANAT |bα½wþ IP ì}ÕñºÒ³wþ IP ì}W⌡µì}α½C

pGzOqsW NAT ∩ÜÃ⌡Ó∩úuÆúvºÜAÐΘJUCÈG

wþ IP ì}
ⁿw@ÓiÑO³Æúb⌠⌠ì}α½~ºwþ IP ì}d≥ºaIQiìÆ IP ì

}C
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÷@U∩úÓúo∩ú⌠⌠½≤∩ÜØAYi∩Ü⌠⌠½≤C∩ú@Ó⌠⌠½

≤AÃ÷@UTwC⌠⌠½≤|sWÜsW NAT [c∩ÜØWºu⌠⌠½≤vµ
ìñCÎÌApGz²eS³Øß⌠⌠½≤AziH½µNÈΣJÓµìC

wþ IP ì}Bn
ⁿw@ÓBnAÒpl⌠⌠BnAiⁿwÎÓÑO IP ì}d≥ºwþ IP ì}ñ

ºì¸CboÇBnñAYNì¸]w° 0AϕÜ³ 0 Î 1 ºì¸ìmú]tb

IP ì}ºd≥ñC]¹AbBnñⁿw 255.255.255.255YϕÜ¹µØñu³ⁿw

@Ówþ IP ì}AÓ 255.255.255.0ºBnhϕÜNþO C IP ì}Æúbì}

α½º~C

∩Mwþ⌠⌠ì}

∩Mwþ IP ì}µØiwqqwþ IP ì}ì IP nOì}º@∩@∩MC ¹@∩@ IP

ì}∩Mi²~í³Î{íqÝ¸ (pGFTPÎ telnetqÝ¸) Îìbwþ⌠⌠ñº°A¹

≈¹Ó]w TCPÑq@~Cb∩Mwþ IP ì}µØñº IP nOì}AiPÑOdº IP

nOì}µØÒⁿwº IP ì}Åí@PC

pGzwqsW NAT [c∩ÜØñ∩úu∩MvAÐΘJUCÈG

wþ IP ì}
³α½°Òⁿwº IP nOì}ºaIQiìÆ IP ì}C

÷@U∩úÓúo∩ú⌠⌠½≤∩ÜØAYi∩Ü⌠⌠½≤C∩ú@Ó⌠⌠½

≤AÃ÷@UTwC⌠⌠½≤|sWÜsW NAT [c∩ÜØWºu⌠⌠½≤vµ
ìñC ÎÌApGz²eS³Øß⌠⌠½≤AziH½µNÈΣJÓµìC

uIP nOì}vµì
ⁿwºwþ IP ì}Ò³α½Ó¿ºaIQiìÆ IP ì}C

ziH÷@U∩úÓúo∩ú⌠⌠½≤∩ÜØAYi∩Ü⌠⌠½≤C∩ú@Ó⌠

⌠½≤AÃ÷@UTwC⌠⌠½≤|sWÜsW NAT [c∩ÜØWºu⌠⌠½
≤vµìñC

Ü≤ NAT µØ

q NAT [c∩ÜØ∩ú{sº NAT µØA÷@U}ÒÓÜ≤ NAT [cÉñºu⌠⌠α

½vµØC
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Rú NAT µØ
1. q NAT [c∩ÜØ∩ú{sº NAT µØA÷@URúAq NAT [cÉ¾úu⌠⌠

α½vµØC

X{T{∩ÜØC

2. ∩úuOvÎu_vC

NAT ÒÊ
1. q[cqÝ¸É²≡¼²cñAs÷ΓUuì}α½vÉ×ΩÆ¿ÏOAHi}Ë°e

±Cs÷ΓU NAT É×ΩÆ¿ÏOHi}Ë°e±C

2. ∩ú NAT ÒÊAYX{@ÓþⁿÄ128¶ºÏ 34 ñÒπÜº∩ÜØC

3. ziH∩úUC⌠@µAMßA÷@U⌡µG

v τÒÒⁿwº NAT [cÉñÒ]tº⌠⌠ì}α½µØC

Ï 34. NATÒÊ
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v ÒÊ/≤s[cAHπÜ NAT ÒÕØeÒÏÎºu⌠⌠ì}α½vµØC

v ±ε NAT H±Î⌠⌠ì}α½C

v ÒÎuOⁿvÓÒÎ⌠⌠ì}α½OⁿC

v ±ÎuOⁿvÓ±Î⌠⌠ì}α½OⁿC

Oⁿ

b NAT OⁿÎLoBzOⁿúwÒÎºípUANAT |OⁿUØù~¼pC NAT Oⁿ

OzL NAT ÒÊe±ÎOÎ fwnat ROÓÒÎºCLoBzOⁿOÇÑΘx≈αe±Î
OÎ fwlog ROÓÒÎºC

UCíÊúNOⁿb¾⌡≡Θx≈αG

v ÑuÞzÌv≤s NAT ϕµ (ÒpARAÎ MAP µØ)

v ÊA≤s NAT α½ϕµ

v ù~Tº

v óÑºα½ÁÕAÉPÊ]QË≤C

v ÒÊÎ±ε NAT ºCÓÉí

Øß NAT ºLoWh

bz¹¿ NAT [cßAz²·°YNÏÎ NAT ºsuØßLoWhCË\Ä47¶ºyÄ

8¹ zL¾⌡≡±εΩÆÇΘzÎÏÎnÎÓ½µsuºw²wqºAÈ{íCnÎÓ½µ

suºw²wqºAÈ{íºdÒApUÒÜG

v HTTP ½µ≈≡

v Telnet½µ≈≡

Û÷ΩTAÐÑ\Ä48¶ºyÏÎw²wqºAÈ{íØßsuzC

pGzn²AÈ{í½µiJzº⌠⌠AzN²·Øß@ÓAÈ{íCp≤µºÛ÷Ω

TAÐÑ\Ä69¶ºyÏÎ[cqÝ¸ÓØßAÈ{ízC
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þ². `NÆµ

»ÑbúÎ@Ç IBM ú~B{íÎAÈÉAútÜ IBM |b³~ÈτBºÒ³Ωaoµ

oÇú~B{íÎAÈCbúÎ IBM ú~B{íÎAÈÉAúϕÜÎtÜuαÏÎ IBM º

ú~B{íÎAÈCunúI`ì IBM ¼z]úvÎΣLⁿìkßO@ºvQAZO\α

ÛÑºú~B{íÎAÈ{íAúiHNÀ IBM ú~B{íÎAÈ{íCΣLú~bB@

WºûùPτÒAúD IBM SOⁿÜAΣd⌠Ý≤ÏÎÌC

»σ≤Ò[\ºDnµØAIBM w³MQÎ¿bÓÐMQCÏÎÌúÉ³»ÑºeºMQ

vC ÷≤nΘÂvY³⌠≤ÝDAÐHÑ±ΦíHìG

x_½≥©⌠@q 206 ¹

xWΩÚÓ~≈¹Ñ≈³¡½q

kÈí

»{íºXkÏÎÌYQn (i) bWßØßº{íMΣª{í (]A»{í) ºíµ½ΩTA

HÎ (ii) @PÏÎµ½ºΩTAÐs¸G

x_½≥©⌠@q 206 ¹
xWΩÚÓ~≈¹Ñ≈³¡½q

WzΩTÝnbAϕº°≤M¼pU~iúoA]AiαÝnIOC

»σ≤ÒyzºS\{íÎΣÒ³iÎºS\ΩÆAOÑ IBM ÚÚuIBM Èß´ùvº°

ÚWwÓúÑºC

»σ≤úMÑÍúÏÎBúúÑ⌠≤OÒA]APΓÊOÒÎSwÎ~ºAÎÊC

oÓú~]tÑ[wjÇfJÜÀÕÎΣÙUÌ@PoiºnΘC

nOÓÐ

UCⁿJO IBM ½qbⁿΩÎΣªΩaAÎΓÌÒÏÎºnOÓÐG

v Common User Access

v DB2

v eNetwork

v IBM

v OS/2
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MicrosoftBWindowsBWindows NTHÎ Windows 95ÐxO Microsoft CorporationºÓ

ÐÎnOÓÐC

JavaM HotJavaO Sun Microsystems, Inc.ºÓÐC

ÎùP¹ (**) ϕÜºΣª½qBú~ÎAÈ{íWÙAiαOΣª½qºÓÐÎAÈÐOC
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ÑÒÑØ

ÐyX IBM eNetwork Firewallº¶AHúo Internet

wþÊºÛ÷ΩTG

http://www.software.ibm.com.enetwork/firewall C

IBM X©~ñºΩT

³÷¾⌡≡BInternetwþÊÎ@δwþÊDDºΣª

IBM ΩTÓ½úCboÌC

¾⌡≡DD

UCσ≤ib IBM Firewall CD-ROM Î IBM

eNetwork Firewallº¶WúoC

v IBM eNetwork FirewallÏÎⁿn, GC40-0213

v IBM eNetwork FirewallÑÒΓU, SC40-0214

v Guarding the Gates Using the IBM eNetwork

Firewall for NT 3.2, SG24-5209

Internet ÎþyqT⌠ (World Wide
Web) DD
v A Guide to the Internet Connection Servers,

SG24-4805

v Accessing CICS Business Applications from the World

Wide Web, SG24-4547

v Accessing OS/390 OpenEdition MVS from the

Internet, SG24-4721

v Accessing the Internet, SG24-2597

v Building the Infrastructure for the Internet,

SG24-4824

v Cool Title about the AS/400 and Internet, SG24-4815

v The Domino Defense: Security in Lotus Notes and

the Internet, SG24-4848

v Examples of Using MQSeries on WWW, SG24-4882

v How to Secure the Internet Connection Server for

MVS/ESA, SG24-4803
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