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G4Ts{Ts%yvD;PF5RG<+xV^_#+G,g{`SKbvKDP

Y,MI\llvNNIIP*#

1(e@p=_T1,I\O*|cTh9NN?0Ti/y9ID#U,x*d`

G)1ZD#U(*sE#+G,IZBD%w=(cv;n,rh*$OgN%h

9b)%w,}gZs%8}o,zXk`SNN@yQ96DEE#;c45,v

r9NylIDp'M(QH@yZH*sC`#

IBM Firewall $_

IBM Firewall GC45V;,@p=e5a9D$_d#;)!(Ke5a9M2+T

_T,M&!qXhD IBM Firewall $_# IBM Firewall dCM'Lr*\ma)K

QCD<NC'gf#IBM Firewall a)KyPX*B~D[OG<,}g\m|DM

T2+TxPF5D"T#

r* IBM Firewall >JOG;v IP xX,|+@gVtI=vr|`xg:;vr

`vG2+xgM2+xg#}g InternetMGG2+xg#2+xg(#*+>D IP

xg#IBM Firewall a)D;)$_*:

v (R}Kw

v zm~qw

v Socks~qw

v X(D~q,gr{~q(DNS)M SafeMail
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(R}Kw

(R}KwGZa0cli|D$_,|T`vj<*y](g;lD1d"IP X7M

Sx)# }Kwk IP xX&\;p9C,yT*szwXhP=vTOxgSZ,?

vSZ<;Z;v%@D IP xgrSxP#;iSZ5w*G2+D,d|<*2+

D#}KwZb=iSZ.dpDwCgZ23D< 1 Py>#

(R}KwD?j

(R}K*@p=a)Ky>#$zF#}KwJmy] IP a0D8Z4v(@p=

O(}D)(E,J#$K2+xgbZ\=b?D~2,}g(h2+~qwr IP X

7[-#+}Kwh)4w9Id|$_Dy!#

zm~qw

zm~qwk}KPy;,,}Kv[l(}D|,xzm~qwG@p=D;?V

"TC'm]4PX(D TCP/IP&\D&CLr#C'k9C;V TCP/IP&CLr

(Telnetr FTP)Dzm~qw*5#zm~qwTC'Dm]k6Lwz*5,rK,

1Tb?C'~Xpxg1,\;XFCJ# Z23D< 2 hvK;vzm Telnet~

qwSb?C'X!ks#

ICDzm~qP FTP"HTTP"WAIS"GOPHER"HTTPSM SafeMail#

IBM Firewall zm~qw\;9C`VO$=(4O$C'#C'\;CJ InternetO

PCDE",x^kT96Z?xgD2+T*z[#

< 1. 9C(R}KD@p=

< 2. 9Czm~qwD@p=
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zm~qwDwC

1(};vzm~qw4,S1,TCP/IP,SZ@p=OO*,J962+xgD1Z

#zuYK#I\*sC'9CZ`O$=(PD;V4wTRO$#

zm~qwD;nw*EcGX7~X#yPv;zm,S<9C@p=X7#m;

nzm~qwDw*EcG2+T# IBM (RQ-*"Kb)zm~qw,T#$M

'zOI\fZD2+TJb#

zm~qwD;vw*EcGZM'zO;h*Xbf>DM'Lr#yT,;)2

0K@p=,r;CNN=SDm~20,Firewall P?vC'<TG2+xgPCJ

(#

Socks ~qw

SocksG;Vg7cxXj<,|;h*|#fDzm~qw53*zM\a)X7~

X#

Socks~qwkzm~qw`F,a0<Z@p=PO#;,.&G socks\'VyP

&CLr,x^h*?v&CLr*s;v(;zm#wTX,socksM'9C IBM

Firewall wzOD Windows NT socks~q4t/a0,;si$4X7MC' ID G

q;Jm("r0,SkG2+xg,Y4(Z~va0#Z33D< 3hvK;vx

P socks~qwD@p=#

Socks/DM'Lr(9C SocksDM'Lr) Zm`&CLrPIC,g Netscape

Navigator**"Microsoft** Internet Explorer,r(} TCP/IP m~(g Aventail**

AutoSocks**)#

Socks ~qwDwC

TZv>a0(S2+M'=G2+~qw),socks~qwkzm~qwP`,Dw

C,MG+a0Z@p=&O*,"a)KC'Xk$5{GDm]E\(}D;@

2+E# d;sEFGr/KC'D$w,+";vS+`nbD\mT$w#

r{~q

CJ2+xgDr{G<TZkV_45GG#PozD,r*b+*{Ga)K;

v*xP%wDwzPm#;vbF5Dr{~q~qw2\;*kV_a)CJD

76#Sb?xgGH44,@p=OD|{~qwv*@T:>m,xS;axv

< 3. 9C Socks~qwD@p=
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Z? IP xgDE"#SZ?xgDGH44,C{F~qw*@ Internetxg,"R

(}|D{F4CJ InternetODyPzwGG#PCD#

DNS ~qwDwC

Z@p=OKP DNS ~qwP+XEc,d;G\@9{Fbvksw-@p=,d

~+2+xgDwzTG2+@g~Xp4#

SafeMail

J~G;vCJ Internetnw*D-r.;# SafeMailGhF*~XZ?xgr{D

IBM J~xX# SafeMail&\;ZxXOf"J~rZ root C' ID BKP#Zb

vJ~PC@p=xX+Cr{fz(Cr{,byJ~4O%MsGS@p=X7

4D,x;GC'X7# SafeMail'Vr%J~+M-i(Simple Mail Transfer Protocol

(SMTP)) M`C> Internet J~)9(Multipurpose Internet Mail Extensions

(MIME))#

9Cxg2+TsFw

xg2+TsFw(hxgPD2+T)4rdCms#xg2+TsFwI(hz

D~qwM@p=PD;5PJbMuc,}g*EKZMd|Xb,"R`F;v

PmTcD}#xg2+TsFwICwX|wzD(Z(hwr;NTE"U/$

_#xg2+TsFwD\mG(}WC|nPgf4jID#PKxg2+TsF

w,zIZ@p=O#V/dT#

xg2+TsFwD&\|(:

v (h TCP M UDP KZ

v 6pGj<KZOD~qw

v (f#U~q"Q*uc"}1D~qwf>,T0%4K(FD>c_TD~q

wr~q#

v zI HTML q=D(fT=c/@
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Z2B f.

ZdC IBM @p=T0,H9C#imMf.$w%TozzKbxgdC#

f.#im

1. (ezD?j#k*:

v CJ Internet(telnet,d{ FTP H)p?

v .VZ?xgDw?Vp?

v *xga)b?CJp?

2. @@ IP SxcNODxgDXKa9#

v ;v2+M;vG2+SZG;v}7DdCp?

v zDX7\'VfrPDSxZkp?

3. v(gN9C DNS# kNDZ273D:Z6B &mr{~q;#

4. v(gN9C safemail#kNDZ353D:Z7B SafeMail;#

5. g{*9C Socks,r*7#20K Socks/DM'Lr,}g Netscape Navigator

r Microsoft Navigator#TZPX9C socksDE",kNDZ633D:Z11B d

C Socks~qw;

6. h*NV`MDO$?

v g{*9C Security Dynamics** ACE/Server**O$M',Z@p=wzO20

ACE/ServerM'Lrzk#RG(izZ2+xgZD3)d|wzO20

ACE/Server~qwzk#

TZ20M9C Security Dynamics ACE/ServerM SecurID** (DPXE",k

NDI Security Dynamics Technologies+>a)DE"#

v g{*9C AssureNet Pathways** SecureNet Key**(,k%@:r IBM Firewall

(#

v g{*9CTmDO$==,kNDZ IBM eNetwork FirewallN<s+P0a

)TmDO$==1;B#

v XkdC5VCZO$?DDQwIE Windows NT r,9C TCP fz

NETBIOSD WindowsM'zzk#NETBIOS+;{C#IE Windows NT~

qwXkP TCP/IPwz{MX7,"PZ|GM@p=.dD TCP/IP,S#@

p=\m1h*Z@p=MIE NT ~qwd4(,STJm(E?Zb=_d

w/#

9CBP$H(eD~q4hCC,S:

a. rXFwO$ - JmC'O$DrXFwD9C

b. NetBT {F~qc% - Jm TCP/IPOD NetBIOS{F~qc%

9C NT dC5CLr,T(eENX5#

7. g{9C}K,;*<9Cr%D}Kwfr,"9|GG#P^FT#l$yh

~qy9CDKZM-i#

8. v(f5U>D~D==#f5GZ Windows NTwHLr~qPD$(w5D;

vmkr!#kNDZ973D:Z15B \mU>M58D~;#
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xgdCf.$w%

n4TBE"w*f.zD IBM Firewall dCD;?V#

@p=wz{ _________________________________________________________

2+xgSZ(,SAZ?2+xg)

IP X7 ________________________SxZk _________________________

IP X7 ________________________SxZk _________________________

IP X7 ________________________SxZk _________________________

IP X7 ________________________SxZk _________________________

G2+xgSZ(,SAG\PG2+xg)

IP X7 ________________________SxZk _________________________

IP X7 ________________________SxZk _________________________

IP X7 ________________________SxZk _________________________

IP X7 ________________________SxZk _________________________

7Iw{F _________________________________________________________

7IwX7 _______________________________________________________

2+r{ _____________________________________________________

2+r{~qw(DNS)D IP X7 ____________________________

G2+r{~qw(DNS)D IP X7

2+J~~qw ______________________________________________________

+2r{ ______________________________________________________

dCM'LrD IP X7 _________________________________________

6LM'D IP X7 _____________________________________________
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zD W i n d o w s N T F i r e w a l l Dy?<

_____________________________________________

(RGZ{vD5P+|F* ROOTDIR)

c:\winnt (RGYh Windows NTQ20ZC?<P)
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Z3B hCdC~qwMdCM'Lr

>B[vKgN("dC~qwMdCM'Lr,(|GG IBM Firewall D<NC'

gf(GUI))#

hCdC~qw

dC~qwGdCM'LrA Firewall DSZ# dC~qw&m4TdCM'LrD

ks#|Z Firewall zOKP,"I&m>Xr6LzwODdCM'LrDks#;

)hCK|Ts,I+|4w Firewall zwD;?V#

dC~qwDKZEZ;Z20 W i n d o w s Yw53P

c:\winnt\system32\drivers\etc\services B NT ~qD~P8(#KZE1!*

1014,+*vS2+T,IT|D|,;h(}#9dC~qw~q,^D~qD

~,;sXBt/dC~qw~q4I#

dC~qw;*<;hC*;S\>XzwODdCM'LrDks#u<ks;P

S\#*|Db)!n,S|nP9C fwcfgsrv cmd=change #

localonly=
5w Firewall GqvITS>XDzwOxP\m#

localonly=yes
dC;\Z>XzwOxP;bG1!5#

localonly=no
dCITZNNzwOxP#

encryption
m>dC~qwGq#{dkD}](}2+WSVc(ssl)S\#

g{|DS\!nr sslfile,rXk#9MXBt/dC~qw~q#

encryption=none
^S\;bG1!5#

encryption=ssl
IC SSL S\#

sslfile=
m> S S L S\9CD S S L \?D~D{F;53h(5G

ROOTDIR\config\fwkey.kyr# ROOTDIRG20xLP!(*?jD IBM

Firewall D?<#*C=gN4(X|D~Dj8E",kND IBM eNetwork

Firewall N<s+#

g{dCM'Lr;\,S= Firewall zw,"R|Z;,DzwO,r9C fwcfgsrv

cmd=list 4liGqhCK localonly=no #,y,M'LrM~qwy9CDoTX

k%d#ns,(}r*~qfe"li|D4,47#dC~qw~q}ZKP#

*v=bc,*AXFfe,+w0~q1<j4li?v~qD4,#g{;PK

P,r&CXBt/~q#
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hCdCM'Lr(GUI)

Z20 IBM Firewall 1,aT/20dCM'Lr#dCM'Lr2IT%@20Z

NN;x Firewall D Windows NTzwO# *t/dCM'Lr&CLr,+w IBM

Firewall LriPD0dCM'Lr1<j#1dCM'Lrt/1,XkWH9C

Windows NT\m1J'"a= Firewall O#

;P Windows NT \m1M@p=\m1(PJ1D\mO$)EIT9CdCM'

Lr"a= Firewall O#

Z20K Firewall s,8(yP Windows NT\m1*w@p=\m1#(}w@p

=\m1,9CdCM'Lr"a=dC~qwO,,1(e=SD@p=\m1C

'{,(g{X*D0)#kNDZ693D:Z12B \m@p=ODC';TqCPX

gN9CdCM'Lr4(e@p=\m1DE"#

*hCOlrO}zwD"a,15,(}%w IBM Firewall dCM'Lr<j,;

s%wtT vBP|D#9Cl]==j)4^DtT#|DN},1*20,bo 20

HZH},SzzyCDk}#OlDzwIThC* 10,O}Dzw&1S\1!

5#

*vS JAVA XF(PwTE"D6p,KP ROOTDIR\cfgcli\gui PD ibmfw.bat

zf9CdCM'Lr<j#;}"b,tCXF(G<I\a5MT\#

"a=dCM'LrO

*"a=dCM'LrO(Z>Xr6LzwO):

v C'XkG@p=\m1

v @p=\m1Xk_PQ-(eD;VO$=8#kNDZ743D:C'O$=

(;#

v C'XkP4PX(dC&\D(^

(}dCM'LrtC6LdC

*(}dCM'LrtC6LdC,k7#*"aD\m1Z Firewall zwO(eKB

PtT:

v g{\m1ZxgD2+K"9C Firewall zwOD2+SZ,rXkCJ1DO$

=(T{r}xP(eTxP2+\m#(;\hC*\x+?)#b2JCZS>

X"a= Firewall O#

v `FX,g{\m1&ZG2+K"9C Firewall zwDG2+SZ,MXkCJ1

DO$=(T{r}xP(eTxPG2+\m#(;\hC*\x+?)#

yPDC'tT<IT(}dCM'LrPD0^DC'T0r1r9C|n fwuser 4

hC#Z20K@p=Ts,yPD@p=\m1+TyPOvVNxPJ1Dh

C#kN<Z693D:Z12B \m@p=ODC';qC|`E"#
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6LdC~qwDy>U>dv

TB*6LdC~qwDU>dvD;vy>:

Feb 03 13:52:15 1998 mr16n18: ICA9005i: Starting remote configuration server.

Feb 03 13:52:21 1998 mr16n18: ICA2024i: User administrator successfully
authenticated using NT authentication from secure network:127.0.0.
Feb 03 13:52:21 1998 mr16n18: ICA2169i: User administrator successfully
authenticated for Remote Administration Server using NT from secure network:127.0.0.1.
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Z4B 9CdCM'Lr

9CdCM'Lr, 4;v<NC'gf4dCM\m IBM Firewall#

1zZ;N20 IBM Firewall 1,|nuv\S\4T>XzwOdCM'LrDk

s#+G,zITZmb;(zwO20dCM'Lr,6LX\m@p=#{*g

Nv=b),kNDZ93D:hCdC~qw;#

*hCdCM'LrTzX(D >X73oTt/,r%w0IBM Firewall dCM'1

<j,;s%wtT#9Cl]==j)4^DtT#1!ivB,9CwzD>X

73# IBM Firewall +'Vb)!y:

v en_US -@="o

v ja_JP -Uo PC

v ko_KR - +zo

v zh_CN -rePD EUC

v zh_TW - 1ePD(Big 5)

v fr_FR - (o

v it_IT - bs{o

v pt_BR - MwOQ@o

v es_ES -w`@o PC

9CdCM'Lrh*sj#

oz4%;ZdCM'Lrwfe?|%?DX=#%wozIqCXZNN&\D

E"#

gN"a=dCM'LrO

1. XZ"a`M,g{k@p=Z,;(zwO,r!q0>X1#0>X1G1!

5#g{*T6L==CJm;v@p=,k!q06L1#06L1h*zdk

;vwz{#

2. g{!qK06L1"a,MCdkz*"a=D@p=zwDwz{r IP X7#

3. !q0SSL19G0^1+!vZ@p=9CKNVS\==#TZM'Lr,

0>X1D1!hCG0^1,06L1D1!hCG0SSL1#

4. dk@p=\m1r NT \m1DC'{#

5. dk~qwyl}DKZE#1!5G 1014#

6. XZ==,g{k*dC;(z}Z"aD Windows NT@p=zw,r!q0w

z1#KCwz\m==,\m1MITZ,;1LT>Xr6L==|B;v@

p=#TZ AIX @p=\mDs5@p=\m(EFM)!qs5#

7. "asIT4=O$E",9I\aa>zdkZn(g{ZnG*C'{xhC

DO$==D0)#g{a>zdkZn,kZ0C'l&1VNPdkZn,;

s4 Enter|r%w0a;1#g{dkDZn;}7,aC=;uE"#%w0X

U1,;sXBt/"axL#g{;Pa>zdkZn,G4zDC'O$==

I\GJm+?#ZbVivB,+"4qC IBM Firewall dCM'fe#

8. ZO$I&s,+4=wdCfe#
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/@w

dCM'LrDs`P;vIluDw4<=(z,gZ153D< 5Py>#

g{Z;vZcr&\BPn?,rZZcDs`avVD~DD~P<j#*i4

S&\,IT(}+w<j49*S<#YN+wC<j,CZcDS<MaUuX

-4DS<#

y%wDNN&\<;O*G!PD";vT>#IT9*rUuZcx;TR`D

0ZS<vNN|D#19*Dw,}KICD91Ud,MaZ/@wDR`vV

;vv/8#g{PNN;v&\{,}/@wD_g,MavV;v.=v/8#

< 4. dCM'Lr"afe

14 IBM eNetwork Firewall Windows NTf: C'8O



wfeOD#fXT

Z(/T>O,z+4=BP}v4%,gZ153D< 5 y>#

oz oz4%;ZdCM'Lrwfe?|%?DX=#%wozTi4gNhC

kKP IBM Firewall DE"#

C'8O

C'8O4%;Z?|dCM'Lrwfe%?DX=#%wC'8O Ti4

bvm=4vfo#

N<s+

N<s+4%;Z?|dCM'Lrwfe%?DX=#%wN<s+Ti4

m=4vfo#

ZwfeO+a4=Dd|4%P:

nB nB4%;ZdCM'Lrwfe?|W?DX=#%wnBTi4n|D(

/#

"z/"a
"z/"a4%;ZdCM'LrDROG#bG;vXB,S4%#*km

;v@p=,Sr"a*m;v\m1,zIXBt/"arP#

*"z,%w0"z1,%w"afeOD0!{1,;sXU&CLr#

< 5. dCM'Lr/@w
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U>i4w

U>i4w4%;ZdCM'LrDRBG#C4%Jmz/@@p=U>#

O;v O;v4%;ZdCM'LrwfeDW?#%wO;vTi4OgD/(#

(/T>

ITi4ZwdCM'Lr0ZRB=D53U>`SwzID(/G<,g Z163D

< 6Py>#

T>D(/G<GSZ;v(/U>h)j6DD~PqCD,Ch)(eZ

ROOTDIR\config\syslog.conf P# g{;P(e(/U>h),ra4=;vUWT

>#kNDZ973D:mSU>h);qCPX(e(/U>h)Doz#

feT>K(/D~D{FM10D~T>DPE#IT%wnBi4n|D/(#

%wO;vITCzi4OgD/(#

T>D?;P<P/(DUZM1d""z/(D@p=wz{"/(E"jGT0

/(E"D}D#jGG/(`MDm>#

< 6. /(T>
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U>i4w

%wU>i4wITT>;vU>i4w0Z,gZ173D< 7Py># U>i4wJ

mi4@p=U>G<#IT8(;vU>D~T0;vG<}(1!* 25)#

T>D(/G<GSZ;v(/U>h)j6DD~PqCD,Ch)(eZ

ROOTDIR\config\syslog.conf P# ITSD~{VNDB-K%P!qm;v?jU

>D~,2ITdk*i4D~D{F#

*ks;vX(t/P,k%w*<P:#*ksnsDP,k%wW?,+zx=D

~DW?#B;P+zx=D~DB;P#O;P+zxXD~DO;P#%?+z

x=D~D%?#%wG,INb+@p=U>9**IAD>#

kNDZ973D:9CdCM'Lr44("f5U>D~;MZ893D:Z14B `S

@p=G<;TqCXZU>D~"h)"`SM(/D|`E"#

d|XT

QwVN;Z3)fe?|sOGDX=#zIdk;vQwV{.;s%wiR#

Zm`dCM'LrT0rP<a4=Dd|4%#

&C %w&CITC10D!n4nd0;vfePDVNr#fTfeD|D#

&C4%;a90Z{'#

W? %wW?I=ofeDW?#

!{ %w!{IXU0Zx;#fNN|D#

XU %wXUST>wP}%C0Z#

< 7. U>i4w
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4F 4F4%IZrPmmSBn?1Z!1d#1!qKPmPD3;ns,%

w4F44(;vM!Pn?`,Dn#%w4F4(;vM!Pn?`,D

n,Cn?+r*;vB(n,|+IPmP!PDn4FVN5#;szM

I4h**B(n^DVN5K#

>} %w>}MI>}PmP!PDn?#

BF !qPmPD;n;s%wBF,IT5MCn?ZPmPD`T;C#?N

%wa9CCn?BF;;#

OF !qPmPD;n;s%wOF,IT}_Cn?ZPmPD`T;C#?N

%wa9CCn?OF;;#

7O %w7(T#f|D"XU0Z#

r* Z!qPmPD;ns,%wr*Ti4r^DCn#*mS;vBn?,%

wPmPDB(n?;s%wr*#

"B %w"BTXBCJ@p=PD}];s+}]XBT>ZfeO#

>} %w>}SPmP}%;v!PDn#CYw+;SPmP>}Cn#CYw

TZd|X=(eDn?;pwC#

!q %w!qTCJTZC&\P'Dr!n?DPm#

%? %w%?=ofeD%?#

+2VN

Zm`dCM'LrT0rP<a4=D+2VN#

dv 1Qt/D|nLx4P1,aZKvVx9E"#

{F *Cna);v{F#Cn?{TZ@p=PDbvX(&\XkG(;D#

C{F;&|,\@{(|)"%}E(r2E)V{(’)r+}E(″)V
{,r*|GGw* SMIT MD~(g{9CD#9Cb)V{I\azz;

I?D}]#

5w CVNGI!D,Z#{TCna)"br=SE"DivBvV#

@X&\

P8vXk*@DdCM'LrD@X&\#

TZ Windows 95r Windows NTdCM'Lr45,dCM'LrAY&9C 1024

sX x 768 sXDVfJ#

g{4Bsjs|v/=}*XF,"bbO*sj1;PMEsj|,r}*XF

+Lx#*#9|,Csjs|%w;v}*XF=r}7#

g{z9C SSLlY,xX=Nr`N"a= Firewall,,S+;\x#Kv;sXB

t/dCM'Lr#
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Z5B IBM Firewall kE

>Ba)zyhDhC IBM @p=Dy>dC=h# |5wgN(e;v2+SZ,

gNv(2+T_T0gN(exgTs#

y>dC=h

TZ;vy> IBM @p=DhC,&4PBP=h:

1. f. IBM Firewall hC#$Hv(z*9C@p=DD)&\0*gN9Cb)&

\#BPwZa\Poz:

v Z13D:Z1B i\ IBM Firewall;

v Z53D:Z2B f.;

v Z473D:f.<GBn;

2. *C@p=*@,|DD;vSZGM2+xg`,D#zXkP;v2+SZM

;vG2+SZT9@p=}#$w#SdCM'Lr/@wP,r*053\

m1D~P"%wSZ4i4Zz@p=ODxgSZPm#g{*|D;vSZ

D2+T4,,k!q;vSZ"%w|D#kNDZ203D:8(xgSZ; I

qC|j8E"#

g{zk,SA Internet,kkzD ISP*5TqC Firewall G2+SZD"a IP

X7#

3. (}CJ053\m1D~PPD2+T_TT0r4("#f2+T_T#TZ

dMD@p=dC:

v Jm DNS i/

v \x=G2+SZDc%E"

v \x socks=G2+Jdw

kNDZ203D:9CdCM'Lr4(e2+T_T;Tq!j8E"#

4. hCr{~qMJ~~q#SdCM'Lr<=wD053\m1D~PZCJb

)&\#WHkDAZ273D:Z6B &mr{~q;#

5. 9CdCM'Lr/@wPDxgTs&\(e@p=DxgX|*X#xgTs

(}@p=XF(E#+BPX|*X(e*xgTs:

v @p=2+SZ

v @p=G2+SZ

v 2+xg

v 2+xgOD?vSx

v J1D SDI ~qwM NT r~qwDwzxgTs

kNDZ223D:xgTs;Tq!j8E"#

6. tC@p=OD~q#b)~qG2+xgC'CJG2+xgD=((g socksr

zm)#D)~q\5V!vZzZf.WNDv_#5V3;~q(#h*hC

;),SdCTJmX(`MD(E?#}g,g{*Jm2+C'(}9C HTTP
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zmZ InternetOeK web,r;vh*Z@p=OdCD HTTP zm+iLr,

9XhhC,STJm HTTP(E#PXgN("'VX(~qD,SDj8Z],

kNDZ473D:Z9B ~q>};#

7. hC@p=C'#g{zh*O$ngv> WebCJD&\rO$@p=\m1,

rh*T@p=(eb)C'#kNDZ693D:Z12B \m@p=ODC';T

q!j8E"#

8. g{*9C Windows NTrZnw*O$,rXkdC WindowsM'Lrzk4

5VTO$*?DDQwIEN Windows NT rD\&,C TCP zf

NETBIOS#NETBIOS +;{C#IE5D Windows NT ~qwXk5P TCP/IP

wz{MX7,"RZb)~qwM@p=.dXk_P TCP/IP,(T#@p=\

m1h*Z@p=MIE5 Windows NT~qw.d4(,S,TJm(EZ=_

.dw/#

9. g{*9CxgX7*;,kWHkzD ISP*5Tq!"a InternetX7,49

C`T;X7*;#;s,*AmS NATdCfe+"a InternetX7mk`T;

IP X7VN#gh*|`E",kNDZ1033D:Z16B *;xgX7;#

q-b)=h&1\ozzhCMKP;vy>D@p=dC#IBM Firewall 9a)K

d|&\,gozz7#xg2+TD53U>#kNDZ973D:Z15B \mU>M

58D~;Tq!j8E"#

8(xgSZ

>iT2+kG2+SZ"xgMwz.dwvxV#2+SZ+ IBM Firewall wz

kZ?xPDwzxg(4k*#$Dxg)`,S# zXkAYP;vCZ@p=$

wD2+SZ#G2+SZ+ IBM Firewall k;vr;vTOb?xrk Internet,

S#IBM Firewall XkAYP;vG2+SZ#

yP(}2+SZ,SDxg<IS*2+xg#*xV,S=2+SZDwVS

x,k9C(ED}Kwfr4\xrJm8VSx.dDCJ(b)SxZyZ IP X

7rX7ZkD,;SZO)#

*8(2+MG2+SZ,k9CdCM'Lr/@wOD053\m1D~P# +T

>yPQ*DSZ(Jdw)"+|Gj6*2+rG2+#

XkZ\4PX(SZ}K0*?vSZa);v{F#

*+;vxgSZj6*2+rG2+xgSZ:

1. !q;vSZ"%w|D#

2. X*1X4Ov=h#

3. %wXU#

g{*+SZj6*2+rG2+,"*|p;vPbeD{V,r%wr*. C{F

+CZ}KwDX(SZ}K#

9CdCM'Lr4(e2+T_T

dC IBM Firewall 1*<GDW*Bi.;G20D#f2+T_T#
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IBM Firewall a)K;vgZ213D< 8y>DozzhC2+T_TDT0r#

%w0oz1IqCPX2+T_TfeDji#

2+T_T*\m1a)K;vl]r%DhC@p=+L_TD=(# 2+T_T0

ZPT>Ds`}4!r<a)K;v!qX(0$(e~q1(JCZyP@p=S

U=xg(E?) DlY76#}bivG08wzm1!n,|;Gr%XtCr{

C8w TelnetM8w FTP#

1z!qK;v2+T_T,@p=Ma("qs+*$nD}Kwfr#@p=t

C!(D~q"9d+VIC#

"bNN1n!qK;vStZ0$(e~q1D4!r"%w7O1,<Xk(}

0,S$n10Z$nb)|D#;X$n08wzm1!qr*b)!n;tZ

0$(e~q1#kNDZ553D:$(e~q; TqC$(e~qDPm#

< 8. 2+T_T
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Qa)KBP4!rPm,(}|GIT!q43z>c2+T_TDtT#Q!P

DtTJCZZ IBM Firewall =_DyPX7#

v !qJm DNS i/TJmr{~qbvksM&p#

v !q SafeMail TJmJ~(Ew- Firewall#

v !q\xrG2+SZc%E", @9ZG2+KZOS\=c%E"#g{@p=

DG2+SZ,S= InternetO,C~qPzZuYZ@p=OG<D}?#

v !q\x Socks AG2+Jdw, ;Jm socks(E?SG2+xgxk@p=#

v !qXU2+SZ(#1),;JmyP(E?Z2+SZOxv@p=#|;C

Zt1iv#

v !qbT IP 7I!q(vCZwT),JmZNNSZOD+?(E?xv@p=#

k"b:g{|DC4!rD5,zXk%w7O"(}0,S$n10Z$n

|#9CC~qI\<B@p=2+TDXb#9C1Xk+d!D#

v !qtC Telnet TJm8wzm Telnet#

v !qtC FTP TJm8wzm FTP#

xgTs

xgTsGTfZZxgPDi~Dm>,Hgwz"xg"7Iw"ib(Cxg

rC'# 14(,S1,xgTs8(~qD4M?DX7#

TsII{F"<jm>"`MM5w4j6#fZ8V`MDxgTs,+wzM

@p=GnUiD#f IBM Firewall ;6D1!xgTsG0b?@g1# |G;v

+VTs,|(yPI\D IP X7#Zn4KxgdC$wms(kNDZ63D:x

gdCf.$w%;),M<8("Ts#

IT4(%vriTs#yPxgTsI IP X7MX7Zk(SxZk)(e,yTPI

\;vTsm>{vxgX7D6'#

9CdCM'Lr4(exgTs

*(e%vxgTs,kSdCM'Lr/@wP!qxgTs#vV;vxgTs

T0r#+wB(#vVmSxgTsT0r,gZ233D< 9 y>#
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1. dkTs`M#%wTs`M}7Ti4zyIT4(DTs#vZT\-r,n

C4(xg`MTsx;Gwz`MTs#zI4(DTs`M*:

v wz - xgO,;vZk* 255.255.255.255XbZc#

v xg - ;iIX76'MX(DSxZkyhvDxgX76'#

v @p= - ;(20K@p="RZk* 255.255.255.255Dzw#;P;v@p

=xgTsITG IBM rK$m@D?j#

v 7Iw - Z=vr=vTODxgd7I(E?Dwz,dZk*

255.255.255.255#

v SZ - zwO;vZk* 255.255.255.255xgJdw#|;;(G@p=OD

Jdw#

2. nkTs{#

3. nk5w#CVNGN!D#

4. dkKTsDc.xF IP X7#

5. dkSxZk,8(X7PD;k IP E"|DX7`HO#

6. %w7O#

xgTsi

;vim>xgTsD;v/O#iGw*hC,S1Dc{h)9C,"IT{}

X4D$w#dP;}MG+;)X7 (IxgTs%vm>) i/I;vm>;v?E

DxgTsi#C?EICwkT;v,SD4r?DX7#

< 9. mSxgTs
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*(e;ixgTs,SdCM'Lr/@wP!q0xgTs1# vVxgTsT0

r#+wB(i#vVmSxgTsT0r#

1. nki{#

2. nk5w#CVNGN!D#

3. %w!qT!qCiDTs#

4. %w7O#

a>: ZNNI\D1n+,xDX76'|,=%vxgTsPG;vCl(# b+

Dx,Sfr&mDT\#TB>}MbMKbc#

aF?E
Kevin's machine 191.1.10.1
Susan's machine 191.1.10.3
Helen's machine 191.1.10.5
Peter's machine 191.1.10.7
Bob's machine 191.1.10.9

*4(CaF?EDxgTs,z+dkCiD IP X7E"*: 191.1.10.0,S

xZk* 255.255.255.0#bvxgTs,4aF?E,ICwkT;v,SD4

r?DX#

8]@p=dC

@p=+yPdCD~f"Z ROOTDIR\config P#g{*8]@p=dC,+;8]

yP@p=D~,r8] ROOTDIR\config ?<PDyPZ]#

g{*V48]D@p=dC,>}yP ROOTDIR\config ?<PDVfD~,;sV

4D~D8]f>#XkZ9-dCz'0XBzI"$n}Kwfr#

X|D@p=dCD~P>gB#@p=OD \config ?<I\;|,ZboPvD?

vD~#"bs`}@p=dCD~G\CD>`-wi4Dr%D>D~,;'V

V$`-b)D~#

v carriers.cfg -0t(E+>(e

v cfgfilt.output

v explode.cfg

v filters.active -8>}KwGqn/

v fwadpt.cfg -xgSZ(e

v fwconfig.map -|,dCD~{F

v fwconns.cfg -}Kw,S(e

v fwfilters.cfg - 10n/D}Kw

v fwhttp.cfg - HTTPzmdC

v fwmail.conf - SafMaildC

v fwobjects.cfg -xgTs(e

v fwpolicy.cfg - 2+T_T!n

v fwrules.cfg -}Kwfr#e(e

v fwservices.cfg -~q(e

v fwsocks.cfg -4TdCM'LrD Socks 5fr
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v fwtdefn.conf -/((e

v fwtpproxy.cfg - 8wzm(e

v fwusrdb.cfg -@p=C'}]b

v logmgmt.cfg -f5(e

v modems.cfg -wFbww(e

v pager.cfg -0tz(e

v rcsfile.cfg - dC~qN}

v Socks5.conf -zID Socks 5dCD~

v Socks5.header.cfg -zID Socks5.confDC'a)?V

v syslog.conf -U>h)(e
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Z6B &mr{~q

>B+5wgNdCk IBM Firewall `XDr{~q(DNS)# DNS D?jGZr2

+xgbDwz;a)E"D,1*2+xgPDwza)j{Dr{~q#b+9

2+xgZDC'ITCJ Internetya)DyP~q#+G,IZd\x9)PX2

+xgDE",+9;vkV_|Q0R=;vI%wDFcz#

h*}vr{~qw4jIbv?j:

1. ;vZ IBM Firewall O

2. ;vZ2+xgZ

3. ;vZ2+xgb

N<Z273D< 10 Ti4 DNS gNk IBM Firewall ;p$w#

Q@p=dCI;v;Z2+xg{F~qwMG2+xg{F~qw.dDxX#

@p=yg]DG+CY=uo45,F*v:fD{F~qw,r*@p=D DNST

m;|,NN}]bD~#

Z273D< 10 5wK@p=yg]DG+#NN1n,1@p=h*bv|T:y9

CD;v{V1,|M/J2+=D{F~qw#NN1n,1;vi/*"A@p

=1,|+@NQi/*"AG2+{F~qw#

12+xgODM'Lrk*@2+=E"1,|MQks"MA|y*/JD2+

= DNS#1,;v2+xgODM'Lr**@G2+=E"1,|+Qks"MAM

Ov`,D2+= DNS#IZCi/y**@DGG2+E",2+= DNS ;\X

p,yT2+= DNS YQi/*"A@p=#1;vG2+= DNS +;vks*"

=@p=O,Cks+;*"=G2+ DNS r,byT;;P9)tPE"#

9CdCM'Lr4dC DNS

*dC DNS,SdCM'<=wO!q053\m1# +wD~P<jT9*S<#!

qr{~q# IBM Firewall T>K10IT^DD DNS dC#

< 10. DNS
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": 1mS DNS 1,@p=+#f"XB|{yPVfDr{~qdCD~#

1. 2+r{VNj6K;vr{,@p=+QCr{mS=NN;Oqwz{P#

2. 2+r{~qwVN}CK;v~qw,C~qwCZbvI IBM Firewall S

Internety#$Dwz{M IP X7#ITdkCUqVtDc.xFD IP X7#

3. G2+r{~qwVN}CK~q)&La)D~qw,CZbvPXG2+xg

DE"#ITdkCUqVtDc.xFD IP X7#

": 1u</;v{F~qw1,|+"vi/TqC root {F~qwDPm#s`}

5V=(<ZZfP#tKCPm#;x,Mircosoft D5V=(G+CPm4X=

dCD~P#b+;^D{F~qwDKPiv,++^DG2+{F~qwV

NPyT>D5#b;GRGyXDDJb#

dC2+{F~qw

XkQ2+{F~qwdCI:Q4bvDi/*"A@p=# g{P;vj<D

BIND 5V=(,rZ2+{F~qwD bootD~PmS forwardersM cacheod#

forwarders aaa.bbb.ccc.ddd
cache . named.cache

4(_Y:fD~,named.cache,8r@p=:

. 99999999 IN NS firewall.private.com
firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

bo,private.com82+=9CDr{,x aaa.bbb.ccc.ddd8@p=D IP X7#

mb,z9I\*Q@p=Dwz{mS= DNS }]bP#9CbV=(,zDC'

MIT9C@p=Dwz{zfd IP X74CJ@p=D Socks~qw"HTTPzm"

Telnet zmM FTP zm#gK,h*vS=v=h,Z 4 BD DNS M BIND TK

QwKi\#{|j8XKb>i,kNDi?#

< 11. r{~q
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WHmS;v A G<Ar}]bD~:

firewall.private.com IN A aaa.bbb.ccc.ddd

YQ;v PTR G<mS=4riRD~:

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.

g{zD2+xg;9C DNS,G4zD@p=MXk\T<AUTd>mDE"ST

bv#4}#ivdC@p=,+Z2+{F~qwVNZP>@p=D2+DS

Z#;sZ c:\winnt\system32\dns\boot PmSBPwP:

primary ccc.bbb.aaa.in-addr.arpa c:\winnt\system32\dns\fwnamed.rev

4(kBPZ]`FD fwnamed.rev:

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (
9 ; Serial
86400 ; Refresh after 1 day
300 ; Retry after 5 minutes
654000 ; Expire after 1 week
3600 ) ; Minimum TTL of 1 day

ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.

dC2+M'Lr

XkQ2+xgPDM'LrdCI:+di/"MA2+{F~qwxG@p=#

bGG#X*D,r*b+#$@p=DZfPD_Y:fP;P2+=DE"#x

R,|Z!K@p=D$w:I,r*}K;vi/*S2+=*"AG2+=,d

|iv@p=+^hNk#

g{zD2+xg;9C DNS,G4zDM'LrXk+{F~qw8r@p=#

r+Z"<~q

m`i/<#{T Internet+Za)X(D~q#(#,b)~q|( e-mailM Web

~qw,d;NN`MD TCP/IP~qw<IT9C#*K\9Cb)~q,z;+h

*+~qwCZIq!b)~qDxgP,xRz9XkZ+C DNSPPvC~qw,

TcC'ITqC}7DE"#

IT(}=V=(45V#;V=(GCzD~q)&LQzD~qwPkdr(2

MrKEkKd{F~qw),w*CrD;?V;m;V=(GXk9CT:D{

F~qw,"+|"aA Internet#I Internet~q)&L(ISP)rza)~qO*=

c#g{z!qbV=(,z&1r{Ga)zy#{PvDwz{M IP X7#}g,

g{zT www.public.com4KPzD+C web~qw,d IP X7G 50.100.150.200,

G4z&CCzD ISP Z 50.100.150.200OPv www.public.com#

mb,g{z#{SU e-mail,G4&1*szD ISPQzD@p=P*+CgSJ~

rDJ~;;w# ISP &1*@wz{ (gateway.publ ic .com)"|D IP X7

(50.100.150.201)T0z#{CZSUJ~Dr{ (public.com)#

g{zD ISP;#{Tza)b)~q,G4z;\T:4jI#YNjw,zP=v

=S!n#zIT+ DNS ~qwCZ DMZ P,r_CzD@p=w*{F~qw#
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9C@p=";P=SD2+TgU,r*ZGoECD}]bD~;|,NNPX

2+xgDE"#dP+;f"PXz*a)D+2~q#

f0hC DNS ~qwD8Z|,ZZ 4 B DNSM BIND,PZi?P#?RFvz

DAb;B,gPX*,&WHDAG;B#(";v DNS ~qw"GG;vr%D

Nq,(#&tx(R4jI#g{zPby;;(R,wX<GKCd(E*6#

kNDZ303D:y>dC;Tq!j8E"#

20 Microsoft DNS ~qw

*20 Microsoft DNS ~qw,k*AXFfe,%wxg,%w~qj),%wm

S,;s!q Mircosoft DNS ~qw#+h*20 CDROM#

JOlb DNS Jb

IBM eNetwork FirewallN<s+PP;BGXZ@p=JOlbD#CBZPP;v

X(?VGPX DNS JbD#bv?V(i9C nslookup|n4j6 DNS 53D

JON#

y>dC

>Zhv;)y>dC,dPI\<C;v@p=#b)5}PDs`}EXZ DNSY

wXhDdC#b)5}PD;vhfKzDxgG;+I\D,rKk"bmb?

v5},"TXb20&CJ1DEn#

5} 1:G2+SZO DMZ PD DNS ~qw

Z;v5}T>Kh*Z DMZ PYw{F~qwDD~,CD~;ZG2+xgZ,

gZ303D< 12 y>#

bE<5w;v(Cxg,private.com,IBM Firewall sfD2+SZF* fw.private.com

,G2+SZF* gateway.public.com#+>D DMZ ,SAG2+SZ,"|,;v

< 12. 2+xgZ DMZ PD{F~qw
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{F~qw dns.public.com";v FTP ~qw ftp.public.comM;v web ~qw

www.public.com#dns.public.comO5VC=8DD~gB:

db.public

public.com. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 hour

604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

;
; Nameservers
;
public.com IN NS dns.public.com.
;
; Hosts in the DMZ
;
dns.public.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200
ftp.public.com. IN A 50.100.150.203
;
; Mail-related entries
;
public.com. IN MX 0 gateway.public.com.
public.com. IN CNAME gateway.public.com.

db.50.100.150

150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

202.150.100.50.in-addr.arpa. IN NS dns.public.com.
203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.

db.127.0.0

0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

0.0.127.in-addr.arpa. IN NS dns.public.com.
1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache

CD~nCD;v!qGS ftp://ftp.rs.internic.net/domain/named.rootFTP 10 root {

F~qwPm#

boot

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache

Z6B &mr{~q 31



*hC(E}KwJmJ1 DNS (E,tC2+T_TfeODJm DNSi/#

5} 2:(CSZO DMZ PD DNS

ZZ~v5}P,DMZ D DNS TZ(CD{F~qwO,+b;N DMZ ,SAk

G2+xgSZ;`,DSZ#

dns.public.comOD DNS }]D~k05}PD`,#*K9C{F~qwIS+Cx

gCJ,Xh*4r*(E}Kw*44Px+MT+}]D~4F=@p=#

*r*(E}Kw,4F}vfr#e,{* DNS~qwi/"DNSXpM DNSM

'i/#+?vfrOD7I!qhCS>X|D*7ID#;sZ;v~qP|(

b}vB(fr#e,"4gBhCw8>{:

v DNS M'i/:--->

v DNS Xp:<---

v DNS ~qwi/:--->

v DNS ~qwi/:<---

Z;v,SP|(C~q,C,S9C The World*4Ts,9C dns.public.com*

?DTs#

*4Px+M,h*hC(E}Kw"8>{F~qw4FJ1DD~#*hC(E

}Kw:

1. Z2+T_TfeO,tCJm DNSi/#

2. S dns.public.com(4Ts)+;v,SmSA@p=D DMZ SZ(?DTs),C?

DTs|({* DNS+MD~q#

*$nx+M,mSBPPA c:\winnt\system32\dns P@p=D boot D~:

secondary public.com 50.100.150.202 db.public
secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

;s*A~qXF\mw,#9;sXBt/ DNS ~qw~q#

< 13. (CSZOD DMZ PD DNS
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5} 3:9C@p=*2+{F~qw

*9C@p=*2+{F~qw,rZ@p=OEC}]bD~((#$tZ2+~q

wO)#;sM'M\8r@p=w*{GD DNS ~qw#kbV=(`X*DgU4

DNS ~qw;\fpCksG4T2+=9GG2+=#rK,|+2+=E"a)x

NNi/DM';z;Y\~X2+ DNS E"#

*5VbV=(,(}9CdCM'LrdC@p= DNS h)4t/#TZ2+r{

VN,Pv+Z2+xgO9CDr{#TZ2+{F~qw,Pv@p=DSZ#

TZG2+{F~qw,(#Pv ISPa)D{F~qw#;sXk4(@p=OD4

ri/D~T9dbVdC#

4(`FZBP}SDD~ c:\winnt\system32\dns\fwnamed.rev#

TZbv}S,@p=D2+SZ|{* fw.private.com,|D IP X7* 10.100.100.1#

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

1.100.100.10.in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

;sZ c:\winnt\system32\dns\boot PmSBPP:

primary 100.100.10.in-addr.arpa fwnamed.rev

ZC=8P,XkdCM'Lr8r@p= (10.100.100.1)*{GD DNS ~qw#@

p=+(zb?E"Dbv,+;P2+=E"Dbv#bb6E,NNk,SA@

p=ODdC~qwrNNzm~qwD2+=M'Xk(} IP X7x;Gwz{4

}C@p=#
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Z7B SafeMail

IBM Firewall D SafeMail xXa);vCZ SMTP (EDxX# |+(DS2+

mailserver+MAG2+=,,1~XKtPDr{#|+(DSG2+=+M=2+J

~r,92+xgbb%w#

d; SafeMail;4PZ]8!,+G SafeMaila)K;vC'vZ,(}CvZ44

PZ]8!#{*ji,kNDZ363D:SafeMailC'vZ;#

SafeMail51X+(DS"M_+M=SU_#b+\bK,$@p=O(DSPDg

UM4ST#bMh*TZ|J~rw;)X(DdC#Z3)ivB,b)hsT

Z;vXb20"^5C[5#tGbViv,IT%@:r`V SMTP~qwPDN

N;v,;s+d20Tfz SafeMail #g{z!q20;vj{D SMTP~qw,

G4kZdC1<Gd2+T#NDZ373D:9C SMTP ~qw4zf SafeMail;

Tq!j8E"#

9CdCM'Lr4dC SafeMail

*dC SafeMail,kSdCM'Lr/@w!q53\m#+wD~P<jT9*S

<#!q SafeMail#IBM Firewall +T>QdCDJ~~qwMrDPm#zXk*

}ZdCD?v(C=J~rdC;vn#

1. *mS;vr,!qB(,;s%wr*#vVmSJ~~qwT0r#

2. 2+r{ VN|,{F, (}C{F,@p=2+=DC'IC*};hvDJ~

r#

3. 2+J~~qw{VN|,KCn9CDwz{rJ~~qwDc.xFD IP X

7#C~qwXkZ3;2+xgO#ITv*;vx(rPv;vJ~~qw#

4. +Cr{VN|,{F,(}C{F,ZG2+@p==DC'IC*};hvD

J~r#*~,2+xgDXK<,C{F+;2+r{fz#

5. %w7O#

|DJ~dCn

*|D;vJ~dCn,kZPmP!q;vn,;s%wr*#vV|DJ~~q

wdCT0r#

2+r{VNG{CD,+IT|Dd|VN,gZ353D:9CdCM'Lr4d

C SafeMail;y>#

":

1. g{zT0QdC SafeMail"ZK8(;v2+J~~qw,rCJ~~qwf;

zH0QdCDJ~~qw#

2. g{zT00;P1dC} SafeMail,RZK8(K;v2+J~~qw,rCJ~

~qw+SkKdC#
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>}J~dCn

*>} SafeMail dCn,kZPmP!q;vn,;s%w>}#+C=;v>}/

f#%w7OT>}Cn,tzDdKwb,r%w!{#

dC2+~qw

zXkdC2+J~~qw,CTPvS*4*rxXD@p=#b+<B"MxG

2+xgDJ~H**"A@p=#,1,XkQ?(~qwdCIIS\X7*(

Cr{T0X7*+Cr{D(D#1@p=*";u4TG2+xgD"M1,+

PvyPx+C=r{DU~K#

g{Z2+xgPfZ;9;vD;,DJ~r,G4Xk+?(~qwdCI+*

"Mxm;2+=rDJ~1S*"=C(~qwO,x^kY(}@p=#b+u

a@p=;X*D$w:I,"+9@p=D51+]z9D&\KCC!=C&#

dC+Cr

ZG2+xgP(;*dCDG:+zD@p=P*zxgDJ~;;w#CzD~

q)&LZ{GD DNS ~qwPmSXhDE"#kNDZ273D:Z6B &mr{

~q;,Tq!PXTCzFDd|Xb<G#

dZ<G*?v+Cr{Pvw*J~;;wD@p=,zIT9Cb)+Cr{S

\J~#}g,g{zZ2+xgZ9Cr{ private.com,"RZ2+xg.b9C

public.com,zMIT+@p=|{* gateway.public.com#ZbVivB,z&*sz

D)&LPvw*wz((#M ″A″ G<M ″PTR″ G<;pPv)D@p=wz{M
IP X7#;s,r*z#{S\X7G user@public.comDJ~,yT&C)&L*r

public.commS;v MX G<,Cr+Pv gateway.public.comw*CrDJ~;;w#

g{9#{SUX7* user@somethingelse.comDJ~,IPv;v,y8r@p=D

=SD MX G<#

SafeMail C'vZ

SafeMaila)K;vC'vZ,Z20K SafeMails,(}CvZ+9 SafeMail\;

\x1ZDG((E?#kND IBM eNetwork FirewallN<s+TqC*Ka)Dm

~*"i~Dj85w#

bn&\+9z\;4(/} UsrCheck(),|aZ?N SafeMailS"MK&SU;v

|1C=tP#;v|,K`vM534,`XDVNDa9++M=bv/}#C

a9|,K;v(;Da0 ID,}Z"MMSUD~qwD IP X7,0fQSU=D

|n8>{M;v|,{wVvDE"|D?D>:ex#

IZbv/}P5VD#i`MP:

v {9DwzPm

v T;Jm9CDV{rP(g;J1DoTrn?zk{)D(h

v T6kD}CV{.Dli

36 IBM eNetwork Firewall Windows NTf: C'8O



v E"$H^F

g8b,C'vZ9ICZ5VT;vZ}=Z]8!z7DSZ#

g{C'vZ/}v(;&mE",C/}+a5X;v-rkA SafeMail#SafeMail

r"L\xM}Z"MD SMTP~qwD,S#,1,E"+;4k@p=U>,|(

IC'vZ5XD-rk#

1TC'vZxP4Yw1,PG?vQSU=DE"|<*tPC/}#xP4Y

w1,k!I\!D,T@9T53T\D:f0l#"R,kG!,C/}+KP

Z`_L73B,rKXkT9_L2+D==4k#zIT9CNN'V`_LY

wD`kw4C'vZ,"IT9C _cdecl4S<(#RG* IBM Visual Age C++

M Microsoft Visual C++a)Ky> makefile#

9C SMTP ~qw4zf SafeMail

{C SafeMail

g{*K@9Mm;v SMTP ~qwz7"ze;x{99C SafeMail,G4M&{

99C~qXF\mwPD SafeMail~q#S WindowsD*<K%P,!qhC"X

Ffe"~q#v/v/u,!q IBM Firewall SafeMail~qw#%wt/#Zt/

`MVNP,!q{C#%w7O#

dC SMTP ~qw

1zQ;vj{D SMTP~qwM SafeMail20Z,;vX=1,&T`v=fST

<G#>Z+V[ SafeMailD2+T&\,b+PzzdC SMTP~qw,9d4P

`FD&\#3) SMTP~qwI\^(4P3)Nq,yTZ:rz7.0,kP8

P?IC=8MzD*s#

fZ3)+9J~SPOgr_lRDF5#d;;Pj+)6D~qwIZ^J~

SPDivBYw,+g{z(E9C;vELm4jIKnNq,MITuYkJ

~SPPXDgU#b+9;vOgSPT@p=d|YwD0lDzan!#

J~~qw~X2+xgE"2GG#X*D#4U SMTPfr,?v*"J~D~q

w<&ek;WP Received:#b)WP<I\;;v%w_CZ3d2+xg#1

SafeMail&m;v"M1,|+%}yPb)WP;+zD SMTP ~qww,yDd

C#,1, SafeMail+*+Cr{X4yPD(C=wz{#byM\}%HICZ3

dxgDE"|`DE"#

G< SafeMail dvD6}

BfG;vG< SafeMaildvD6}#

Feb 03 13:46:11 1998 mr16n18: ICA2163i: safemaild started.

Feb 03 13:41:14 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e7a19
received from RACK3BD.
Feb 03 13:41:21 1998 mr16n18: ICA2179i: SafeMail has forwarded 215575
bytes for connection 0xd71e6118 from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:21 1998 mr16n18: ICA2178i: SafeMail session 0xd71e7a19
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:23 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e831a
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received from RACK3BD.
Feb 03 13:41:36 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e901b
received from RACK3BD.
Feb 03 13:41:56 1998 mr16n18: ICA2179i: SafeMail has forwarded 215567
bytes for connection 0xd71e7a19 from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e831a
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e901b
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 346
bytes for connection 0xd71e901b from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 358
bytes for connection 0xd71e831a from 9.67.144.52 to 9.67.131.250.

U>E"8>BP:

v ICA2177 - 8>B,SD*<#

v ICA2179 - 8>I&U9#

v ICA2178 - 8>QkSU SMTP ~qw!C*5#

v ICA2181 - 8> SafeMail\xa0#ND IBM eNetwork FirewallN<s+TC=

-rkE"#

v ICA2180 - 8>a0UK#

v ICA2182 - 8>C'vZv(\xa0#
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Z8B XF(} Firewall D(E

>B2vKgN9CdCM'Lr4XF-I FirewallDxg(E# 9C(R}Kw,

@p=T`vj<*y](g;lD1d"IP X7MSx)Za0c}K|#}KwZ

2+kG2+xgSZ.d$w#|G;0l@p=7Im#

1!1,Firewall ;JmNN(EZ2+MG2+xgdw/#Xk4(,S4JmX

(`MD(EZ2+MG2+xgdw/#

9CdCM'Lr4(",S

9CZ403D< 14 PhvDdCM'LrDi~44(xgTs"fr#e"~qM

,S#

,S QxgTsM~qM/r socks#eX*p4T(eKc.dJmD(E`M#

?v,S(e;v IP X(`MD(E,C IP (EZ4M?DxgTs.d;

Jmr\x#

~q I;vr`vfr#e("#(e IP (ED`M,C IP (EZ4M?DTs

.d;Jmr\x#}g,IT9I;v~q,Jm Telnetr\x Ping#(;

V FTP ~q|(Kvfr#e)# IBM Firewall k53h(~q/O;p9

C# ;\>}b)$0D53h(~q,+IT^D3)VN#;},g{b

)$(eD~q;\zc*s,rIT(}9Cfr#e44(BDfr,T

K4mS~q#j{ Z583D:(e~q;#

fr#e

* Firewall a)8n,y]|GD;,tTJmr\x IP |#

Socks #e
*@p= Socks+iLra)8n,y]|GD;,tTJmr\x IP |#

xgTs

m>wVk Firewall ;%i~,gwz"C'MSx#|GI IP X7MX7

Zk(e,yTPI\;vTsm>{vxgX7D6'#xgTsITV

`#

xgTsi

m>;vr`vxgTs#|Gw*hC,S1Dc{h)9C,"IT{}

X4D$w#dP;}MG+8vX7iI;i,EZ;vxgTsiPTm

>;v?E#;sCxgTsiMITw*kT;v,SD4r?D9C#

© Copyright IBM Corp. 1994, 1998 39



9C$(e~q(",S

*KJmr\xZ=v|{DxgTsrxgTsi.d(w*Kc)X(`MD(

6,h*(";v,S#

(eKxgTs.s,4(b),S#*(} Firewall D(Ew,!q;vxgTsr

iw*4,m;vxgTsriw*?D#

*(";v,S,SdCM'Lr/@wP!q(EXF,;s+wD~DD~P<

jT9*S<# !q,ShC#vV,SPmT0r#!qB("%wr*#vVmS

,ST0r,gZ413D< 15 Py>#

< 14. (",S
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1. *,Snk{F#

2. nk,SD5w#

3. TZ4VN,%w!q"SxgTsT0PmP!q;vxg?j#

4. TZ?DVN,%w!q"SxgTsT0PmP!q;vxgTs#

5. *TZC,S!q~q,%w!q"!qZKc.dk*XFD(ED`M#

6. SPmP!q;vr`v~q,*,SmS~q#

< 15. mS;v,S
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7. I(}!q;v~q"%wOFrBF4XBErPm#kNDZ423D:*,

SEr;#

8. I(}!q;v~q"%w>}4>};v~q#

9. 9CK,SD Socks dC#4U=h 5-7 4xP Socks,S#

10. ZQ(eKyP+ws,%w7O#

11. $nyP,S#{Z423D:,S$n;#

*,SEr

s`} IBM Firewall C'Dfr<YZ 1000#fr=`,TT\D0l=s#

1Z;vxgSZOSU=;v|1,Gx9Gv@p=wz,&SzID,Sfr

D%?*<&Cfr#14T|DE"kfrPDE"`%d1,Yw(Jmr\

x)MpwC#g{QwK{vD~s2<;P"V%d,r\xks#

a>: +|X(D,SEZOOK,+;\X(D,SEZOBK#}g,I\P;

v?E ABC,X7*(1.1.10.X),"RP;(zwZ?E ABC Pw*~qw

9C,X7*(1.1.10.7)#g{r*zw 1.1.10.7;G&CCZ telnet(ED~

qwx#{E}|,XkQ,S Deny telnt for Dept ABC server EZ Permit

telnet for Dept ABC ,S0#g{Q,S3r4}4,MY2;av=\x,

S#

,S$n

": Z$n,S0,7#(eK2+SZ#

SdCM'Lr/@wP!q,S$n,xPTBNNYw:

XBzI,Sfr"$n

Firewall S,SdCP("zID,Sfr"$nGvfr/O#

ME,Sfr

Firewall VZI53h(fr#$#

P>10,Sfr

IT4{n|zID,SfrhC#g{T0#CKfr,G4VZ+;9C

|G#

i$frzI

4(DfrGP'r^'D#

tC,SfrG<

Firewall G<Ky!qD(EA@p=U>h)P#

{C,SfrG<

#9 Firewall G<#

vV,S$nT0r,gZ433D< 16 Py>#
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ZxP!qTs,%w4P#

1XBzI"$n,Sfr1Dy>U>dv

TB*1XBzI"$n,Sfr1DU>dvD;vy>#

Feb 03 13:46:53 1998 mr16n18: ICA9037i: Firewall interfaces being updated
automatically on Tue Feb 3 13:46:53 1998.

Feb 03 13:46:55 1998 mr16n18: ICA1032i: Filter rules updated at
13:46:55 on Feb-03-1998

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both local both l=n f=y t=0 e=none a=none

< 16. ,S$n
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Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp/ack eq 25 gt 1023 both local both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:7 permit 9.67.130.154 255.255.248.
0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:10 permit 9.67.131.250 255.255.255.
255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:12 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure local inbound
l=n f=y t=0 e=none a=none
.
.
.
Feb 03 13:46:58 1998 mr16n18: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both l=y f=y t=0 e=none a=none

7(fr4,

IBM Firewall frI\&ZTB4,.;:

1. dCG;n/D#

9;P9CdCM'Lr4$ndC,r_QMEKdC#bGWN20 IBM

Firewall "}<53rME}Kwfr1DdC4,#1WN20 Firewall 1,P

53h(}Kw#$xg;\V&#

Firewall CJ:

v 1!}KwdCJmyP>Xk>(EMv>(E#

2. dCGn/D,+Pms#

Q$nKdC#;GdCPPms(GP'fr),MG242;PdC#msM

/fZ0$n1dv0ZPT>#

Firewall CJ:

v JmyP>Xk>(E?#

v JmyPv>(E?#

3. dCGn/D,xRGP'D#k"b,I\Q-PK;)/f,\wTXX4}

Kwfr#

Q$nK9CdCM'LrD(E?XF?V4(eDdC#

": dCD~I\GP'D+T;;|,NNfr#ZbVivB,pwCDG~

,D:\xyPCJ;fr#
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Firewall CJ:

v CJIdCD~v(#

liKINNxgSZSUDr+*IxgSZ"MD?v|,dZ]kzID

,SfrPD?vfrwHO#1R=;v%d1,M4PTGvfrDYw

(Jmr\x)#

v g{;P%d}](Dfr,P;v\xCJD~,D:\x+?;fr#
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Z9B ~q>}

>BhvgNdC Firewall 4PX(D+2Nq#PvDNq;G>},+mbKb)

}Ss,zMITdCT:D@p=49Cya)DNN~qK#

f.<GBn

Firewall D(EXFG4U,S4i/D,x,S(eKwTKcdJmr{9D(E

`M#rK,4Ub)Kc4F.zD,SG+*X|D#

gZ393D:Z8B XF(} Firewall D(E;PyhvD,xgTszm= Firewall

DKc#g{9;Pbyv,&1jIZZ53D:Z2B f.;Dxgf.$wmPP

vD?~B"4(zmxgyXhDxgTs#

>BPD}S9CBPxgTs:

2+SZ

Firewall D2+SZ#

G2+SZ

Firewall DG2+SZ#

2+xg

(} Firewall D2+SZICJDX76'#bI\G;v|,8v;,rD

xgTsi,?vrIT:DxgTs4m>#

The World
G2+xg#

?vZ{D(E`MXk4Uyf0DKcAKc(E4i4#Zb;WN,*<G

zD@p=Gq+;1Izma)b)(E,r_ Firewall Gqa7Ib)(E#

g{@p=w*zm,r|+T2+C'Dm]4PX*D$w,xG2+wz+@

6;a*@2+wzDfZ#g{@p=*7I(E?,r2+wzMG2+wz+

1S(0#

g{9C Firewall w*zm,r(EDKc+|(@p=,gZ483D< 17 Py>#
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Telnet zm>}

Z;v}SG1Sv> Telnetzm,S#ZC}P,Jm2+xgODC'9C@p=

D Telnetzm4CJG2+xgPwzOD telnet~q#

gZ483D< 17Pyhv,"zK=v,S:

1. 2+xgPDM'Lrk@p=D Telnetzm,S#

2. @p=D TelnetzmT2+C'Dm]kG2+xgPDwz,S#

**bV(EdC Firewall D(EXF,RGh*hC=v,S:

m 1. Telnetzm

4Ts ?jTs yhD~q

2+xg 2+SZ Telnet Proxy out 1/2

G2+SZ The World Telnet Proxy out 2/2

}KD Telnet >}

+O}k;vr%D-}}KD telnet,STU#ZbVivB,2+;=DM'z+

kG2+;=DwzxP1S,S#

m 2. -}}KD Telnet

4Ts ?jTs yhD~q

2+xg The World Telnet direct out

g0yv,Z2+M'Lr,S=G2+wz1,CdC++*2+M'LrDX

7#

< 17. TelnetzmM1S Telnet,S
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zm HTTP >}

s`}20#{JmZ{GD2+M'LrPAYP;)ITZxgOeK# IBM

Firewall a)$H(eD HTTP v>1S~qTJm7ID HTTP, d&\!g-}}

KD Telnet>}#}K.b,Firewall 9a) HTTP zm#

HTTP -ik Telnet;,,r* HTTP ITb0d|D-i#uATZr%DeK,

s`}C';vh* HTTP,9h* FTP~q#*a)+5PD HTTP &\,9&C

Jm GopherM WAIS,!\b)-i\YC=#

"b,49Z9Cb)=S-i1,|G9b0ZM'LrMzm.dD HTTP P#r

K(Eak Z493D< 18<P`F#

r*f0==TKc,Xk*=v,S`k#

m 3. zm HTTP

4Ts ?jTs yhD~q

2+xg 2+SZ HTTP proxy outbound 1/2

G2+SZ The World SP!q...

v HTTP proxy out 2/2

v FTP proxy out 2/2

v Gopher proxy out 2/2

v WAIS proxy out 2/2

v HTTPS proxy out 2/2

ghPX HTTP zmD|`E",kNDZ813D:Z13B dCzm~qw;#

< 18. zm HTTP
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Socks >}

Socksa)K;vk HTTP zm`FDZni/,dP socks+iLr&mm`;,

D-i"+db0k Firewall MM'LrdD%v}]wP# SocksH HTTP zm|

*in,r*|IT]INNfr UDP M TCP D-i,"R@p=IT@"Z}K

wxPdC,Tcx;=XF(E#

r*mSKbVinT,dC socks}Kh*RGC HTTP zm]>D,S.b,9

h*Z}v,S#b=vy>,SJm|wkrwv Firewall;Z}v,SCZf_

socks+iLr,;)SU=|Mzmb)ks#

m 4. Socks

4Ts ?jTs yhD~q

2+xg 2+SZ Socks 1/2

G2+SZ The World SP!q...

v HTTP proxy out 2/2

v FTP proxy out 2/2

v Telnet proxy out 2/2

(NN#{*.a)'VDB

kvzm~q)

2+xg The World Z SocksdC0ZP,!q...

v Jm socks/D HTTP

v Jm socks/D FTP

v Jm socks/D Telnet

1;,2+xgPDM'LrXkG-} socks/D"RXkdCI9C@p=w*|

GD socks~qw#

gh|`PX SocksDE",kNDZ633D:Z11B dC Socks~qw;#

DNS Da>

g{;a) DNS bv,M;\xPP'D(E#TZPXdC DNS D8Z,kND

Z273D:Z6B &mr{~q;#;*|GZ2+T_TPtC0Jm DNS i/1#

G2+ Socks M'LrDa>

2+T_TfeOP\xAG2+SZD Socks #bV~q+\xNNSG2+SZ0

7= socks+iLrD|,+9zD@p=2+C`#

g{*JmM'SG2+xgdkzDxg,zXk;!C#ir#
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Z10B (F(EXF

>B+oz(e}KwfrM~q# ~qG;vfr/Or;v8n/O,CTJmr

\x(} Firewall D(E?DX(`M,}g,;v telneta0#ITCfr#e44

(Bfr,YmS=~qP%#2IT>}~q# Socks~qJCZ,P socksD,

S#

IBM Firewall $0P;W53h(~q/#IT*Xbh*(FNN$H(eD~qr

4(BD~q#

9CdCM'Lr44(fr#e

9CC}L4rICDfr#ePmmSBfr#

1. SdCM'Lr/@wP!q0(E?XF1;s+wD~P<j#!q,S#

e";s!qfr#

2. ZfrPmT0rP,+wB(#

IBM Firewall T>;vmS IP frT0r,gZ523D< 19 y>,byMIT

(e;vfr#
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3. dkfr{F#

4. dkfr5w#CVNGN!D#

5. %wYw}74!qJmr\x= Firewall DCJ#

6. %w-i}7"STBPmP!q:

all NN-i<+%dCfr#

tcp E"|-iXkG+dXF-i(TCP)T%dCfr#

< 19. mS IP fr
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tcp/ack
E"|-iXkG-7OD TCP T%dCfr#

udp E"|-iXkGC'E"|-i(UDP)T%dCfr#

icmp E"|(-iXkGxJXF(D-i(ICMP)T%dCfr#

ospf E"|-iXkG*EDnL76Z;-i(ospf),Sx%dCfr#

1Q ospf8(I-i,r4KZYwM4KZ5;CZ ospfG<`M5#

}K2\;Z ospf`MO4P#IT8(;v any D`M5,+,1?
DKZVNXk8(* any 0#xd|D+;vT#

ipip E"|-iXkG IP-in-IP -i(IPIP)T%dCfr#18(K IPIP

1,KZVNXk8(* any 0#

esp E"|-iXkGb02+T-iT%dCfr#C-iIib(CDx

gy9C,CZ"M IP E"|#

ah O$W?-iGIibD(Cxgy9CDE"|-i,|CZ"M_P

`XO$nFD IP E"|#

7. }5M-iJm(}9C|D.xF5(y] RFC-1700)48(;v-i#P'5

6'S 1 A 252#k"b,Z9CC!n1,CfrDKZVNXk;8(* 0

(8(NNKZ)#kND RFC-1700TqCyP-iDPm#r_,I9C/@

w1SCJ InternetVdDEk(^(IANA) #

8. KcMKZEYw}*;p9C#4M_-Kc5wKCZE"|DKZE(?

DXrp<X)M4KZ(port#)T0?DKZ(port#)Yw}.dDX5#}

g,g{E"|?DXKZ*KZ 20 R?DYwM?DKZ(port#)* :ge

15;,rE"|%d#(20 sZrHZ 15)#

g{9CK;vxPNN5D4Ywr?DXYw,r}KwM;a4KZE;

NNKZ+%d#KZEZbVivB^(|D#

TZ ICMP -i45,";h*8(;v4KZxG*8(;v ICMP `M,"

RZ?DXKZ&8(;v ICMP zk#8(D_-Kc{;CZ`Mrzk,x

TZKZ45,;v any Kc{b6ENN`MM/rzk5<+%dCfr#K

ZEZbVivB^(|D#

YwD5*:

v NN(Any)

v HZ(Equal to)

v ;HZ(Not equal to)

v !Z(Less than)

v sZ(Greater than)

v !ZHZ(Less than or equal to)

v sZHZ(Greater than or equal to)

boG;)h*#$DHOX*DKZ#KZED5XkZ 1 = 655356'Z:

KZ 9C

20 FTP }]

21 FTP XF

23 Telnet
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25 J~

53 r{~qw

70 Gopher

80 HTTP

111 RPC

161 SNMP

1080 socks

boG;) ICMP `MMzk:

`M zkM5w

0 0 - PingXp

8 0 - Pingks

3 1 - wz^(=o

3 3 - KZ^(=o

5 1 - wzX(r

9. %wSZ}74!qSZ(Jdw)D`M#

=_ CZZ2+rG2+SZO4yDE"|#

2+ CZZ2+SZO4yDE"|

G2+ CZZ2+rG2+SZO4yDE"|#

X( g{Q35K{FxSZ,r1!q;vSZ1,k9CSZ{FVN#

10. g{*CSZ`M!q0X(1,rX(SZD{F+vVZ{FVNP#

11. %wyZ{D+]:

=_ CZyP(E?#

>X 5>E"|;Z@p=wz#b5w:

v kxD>XE"|GISZ4SUD,xRG*C@p=wzx8(

D;|G;a;+]Am;vwz#|GD?DXG>X#

v vxDE"|GSSZP"MD,+|G4T@p=wz#|GDp<

XG>X#

7I 5>E"|GI@p=wz+MD#b5w:

v kxD>XE"|GISZ4SUDR?DXGd|;)wzDE"

|;|G;atZ Firewall O#|GD?DXG6L#

v vxDE"|GSSZP"MD,+|4Td|;)wz#|GDp<

XG6L#

12. %wyZ{D=r:

=_ CZxvZy!SZD|

k> CZSxgxky!qSZD|

v> CZS!PSZdv=xgD|

13. g{TU>XFVN!q0G1,r?v%dGvfrDE"|<+TmsDE

H6Gk@p=U>#g{;P8(CN},1!5*0q1#
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14. %w,NXF}7T!qZ{D,NXF#*9 IP |E"k;vfr,NXFf

6`%d,rCXFDbMgB:

G Cfr+%d,NW?",NMG,N#TZ,N45,+vTKZE"

RYh|G%dD#

v ;P,NM,NW?\;%d#TZ,NW?,KZE"Xk%d#TZ

,N,+vTKZE"#

q ;PG,NIT%d#,NW?M,N<;CN}E}Zb#

W? ;PG,NM,NW?E\;%d#,N;CN}E}Zb#

g{;P8(CN},rTZ0Jm1frM0\x1frD1!5<*0G1#

": ^[CXFDhCgN,xP;v;(1)+F?D IP ,N<+;Oz#CY

w{}K;v9C|,N42G TCP W?j>DQ*%w#

*9;v|W?k;vQ(eD IP fr`%d,r|E"XkkyPZ`kfrP8

(DN}`%d#TZ|,N,}KZE"TbDyPN};CZ7(;v%d#

g{T0Dfr(C0G1r0v1`k);Jm,N,r\G=SZfrD~DW

?DnsDfr+\xE"|,N#

|D IP frdCn

*^D;vQ-4(D IP fr:

1. ZfrPmP;vVfDfrO+w#vV^D IP frdCT0r#

2. gZ513D:Z10B (F(EXF;PyhvDGy,^DJ1DVN,"%w7

(T&Cb)|D#

>}frdCn

*>};vfr,SfrPmP!q;vfr"%w>}#

$(e~q

IBM Firewall $0P;W53h(~q/# ~qG;vfr/Or;v8n/O,C

TJmr\x(} Firewall D(E?DX(`M,}g,;v telneta0#ITCfr

#e44(Bfr,YmS=~qP%#

$0D1!~qG:

All non-secure
\xyP(E(}G2+SZ

All permit
JmyPD(E(;CZwT?D)

All permit, in one direction
JmyPD(E(;CZwT?D)
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All secure
\xyP(E?(}2+SZ(Z%42+TDivB)

All shutdown
\xyPD|(XzrwT)

Anti gS[-
\xxP2+4X7Dk>G2+|

Broadcasts
\xc%E"=G2+SZ

Config Client non-secure
Jm9C4TG2+xgDdCM'Lr

Config Client secure
Jm9C4T2+xgDdCM'Lr

CU-SeeMe
Z1!KZ 7649M 7648OD CU-SeeMeS5

DNS queries
(2+T_T) Jm DNS i/

DNS transfers
Jm DNS x+M(CZN6{F~qw)

Domain Controller Authentication
TZC'O$JmrXFwD9C

FTP proxy in 1/2
JmG2+xg= Firewall D FTP k>

FTP proxy in 2/2
Jm Firewall =2+xgD FTP k>

FTP proxy out 1/2
Jm2+xg= Firewall D FTP v>

FTP proxy out 2/2
Jm Firewall =G2+xgD FTP v>

Gopher proxy in 2/2
Jm Firewall =2+xgD gopherk>

Gopher proxy out 2/2
Jm Firewall =G2+xgD gopherk>

HTTP deny non-secure
\xAG2+SZD HTTP

HTTP direct out
Jm1SS2+xg=G2+xgD HTTP

HTTP proxy in 2/2
Jm Firewall =2+xgD HTTP

HTTP proxy out 1/2
Jm2+xg= Firewall D HTTP (KZ 8080)
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HTTP proxy out 2/2
Jm Firewall =G2+xgD HTTP

HTTPS direct out
Jm2+xg=G2+xgD HTTPS(SSL)

HTTPS proxy out 2/2
Jm Firewall =G2+xgD HTTPS(SSL m@)

IDENTD
JmxP Socks-iDC'j6(C' ID)

Mail (2+T_T) Jm(} Firewall DJ~(E

NetBT Name Services broadcasts
Jm TCP/IPOD NetBIOS{F~qc%

Ping Jm Ping +2+xgv>=NNX=

SDI authentication
Jm,S=2+xgPD SecurID ACE~qw

Socks 1/2
Jm2+xg= Firewall D Socks9C

Socks deny non-secure
\xSG2+Jdw4D Socks

Socks in 1/2
JmG2+xg=@p=D Socks9C

Telnet direct out
Jm2+xg=G2+xgD Telnetv>

Telnet proxy in 1/2
JmG2+xg= Firewall = Telnetk>

Telnet proxy in 2/2
Jm Firewall =2+xgD Telnetk>

Telnet proxy out 1/2
Jm2+xg= Firewall D Telnetv>

Telnet proxy out 2/2
Jm Firewall =G2+xgD Telnetv>

VDOLIVE Direct In
JmA2+~qwDG2+M'Lr

"b,C'XkdCvpDN7_*v9C UDP KZ 7001#

VDOLIVE Direct Out
JmAG2+~qwD2+M'Lr

WAIS proxy in 2/2
Jm Firewall =2+xgD WAIS(z39.50)

WAIS proxy out 2/2
Jm Firewall =G2+xgD WAIS(z39.50)
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(e~q

ZQ-(eKfrs,h*+frmSA;v~q#SdCM'Lr/@wP!q(

EXF"Z,S#eO+w,;s!q0~q1#vV~qPmT0r#+w0B(1

TqCmS~qT0r,gZ593D< 20 y>#
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< 20. mS;v~q
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9CdCM'Lr4(~q

1. dk~q{F#

2. dk;v5w#

3. 2GU>XFVNa)K;V=(,CT2GZQ!PCZC~qDfr#ePU

>XFDhC#}g,g{|(K;vfr#eD/O,dU>XFhC*

0q1,MIT+ChC2GI0G1TzcC~qDh*#2GhC+ZC~q

PDyPfrOpwC#Z2GU>XFVNP,dkBP!n.;:

v ;2G - QXU2G,ZfrDhC!nT;JC

v G - 1%dC~qPDNNfr1,4k;vU>G<#

v q - 1%dC~qPDNNfr1,;4kU>G<#

1*;v}Kwfr4;vU>G<1,ZU>G<PyT>D5<G IP E"|P

D5J5#U>%dD}KwfrITa)P[5DE",b)E"GXZI

Firewall yNUD IP E"|DZ],}g,5J-iMKZE#

4. 2G,NXFVNa)K;V=(,CT2GZQ!PDCZC~qDfr#eP

,NXFDhC#}g,g{|(K;v(#,P,NDfr#e,M\+ChC

2GI0G1TzcC~qDh*#2GhC+ZC~qPDyPfrOpwC#

Z2G,NXFVNP,dkBP!n.;:

v ;2G - QXU2G,ZfrDhC!nT;JC

v G - %dNN IP E"|,}g,G,N",NW?T0;xW?D,N

v q - v%dG,NE"|,;%d,NW?r;xW?D,N

v ;P - v%d,NW?M;xW?D,N,;%dG,N

v W? - v%dG,NM,NW?,;%d;xW?D,N

5. 1dXFJm+;v1d6'k?v~q`X*#yT,C~q+;Z;v8(D

1d\ZZP'#g{~q;P1df6,rGv~qZNN1d<P'#

4?lD1dXF

g{*y];lPD*<Max1d4$nrMEC~q,M!q|#9

C 24 !1Fq=#g{;PtCCVN,r0?lD1d1VN+?l 24

!1<P'#

4UZXF

g{*y]yZGZDl}rUZDF.4$nrMEC~q,M!q

|#k"b,;n~qG$nD9GMED,!vZ1dXFYwVNP

D5#

1dXFYw

g{*C~qZ8(1dZ;$n,M!qZ8(1dZ$n~q#C~

q+Z,v8(1d6'1;ME#

g{*C~qZ8(1dZ;ME,M!qZ8(1dZME~q#C~

q+Z,v8(1d6'1;$n#

6. %w!q4!q|(C~qDfr#

7. 9Cw/+r*X47(4kfrbD~1,,SD4M?D5+gN35x}K

w#
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---> s=RmwZ4kfrbD~1,,SD4M?D
D~1S4k
fr#

<--- R=smwZ4kfrbD~1,,SD4M?D
4r#

8. 1SU|1,IBM Firewall +|PDE"MfrdCD~(ZD~%?t/)PD

fr`HO#1R=Z;v%d1,|+#9HO,"4PfrPDYw#

;)+;5PfrmS=~qP%,MIT|D|GDNr#S~qTsPm!q

;vfr"%wOFrBF4%4XB(;fr#r_IT(}%w>}4>};

vfr#dCM'LrT>K;vfrD"BPm#%w7O4#f|D#
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Z11B dC Socks ~qw

SocksGg7cxXD;V Internetj<# g{&CLr9CK TCP,}g Web /

@w"FTP r Telnet &CLr,G4zIT9C Socks~qwxPX7*;#Socks

\ozzCJ Internet,,1~XZ?D IP X7#

TZv>ks,S2+M'Lr=G2+~qw,Socks~qwkzm~qwP`,D

?D:Z Firewall OO*a0"a)2+E,JmC'SboCJb?D"G2+x

g,x,1#$Z?xgD07==Mxga9#Socks~qwTC'45_Pr%D

EF,\YPnbD\mT$w#

Socks~qw\9XG)g=Z?xgM InternetDyPv> TCPks# Socks~q

wa)6L&CLrSZTcZ2+6'ZIM'Lr4PD&\IT(}@p=$

w>OD2+~qw,Sx~XM'D IP X7#CJGIk Socksfr`X*D}K

wXFD#

Socks~qwkzm~qw`F#+Gzm~qwZ Firewall O4PK TCP/IP&\,

x Socks~qw;GTC'xPj6;s(} Firewall 4X(r&\#B5O TCP/IP

&\GZM'$w>O4PD,x;GZ@p=O#|Z!KZ Firewall OwD&m#

Z2+xgPDC'\9C'V Socksj<D`V TCP/IP z7# < 21 5w Socks

~qwX!4T2+xgZ?DM'LrD HTTP ks#

Socks~qwP'XTb?@g~XKZ?D IP X7#

IBM Firewall a)K Socks-if> 5,|9Z2+xgZDM'\ZCJG2+x

gPD&CLrT0-};vO$WN#TZO$D`tzm0;)wMy5MS5

D-i,|2;ya)#

Socks+iLrs Windows NT~q;y,T/Zt/531t/#mb,a)K;v

`Szm,Jm~qwD`S#ITV/t/`Szm#

IBM Firewall a)K;v=,D(F76,I}vO$E*iI,rKC'Z}k Socks

-i 5 M'D,1ILxZ9CQ20D Socks-if> 4 M'#

1. nm]DE*;Jmv>O$,x|JmNNC',(^[G9C Socksf> 4 9

G Socksf> 5 M'Lr4,SD)#ZbVivB,+\xk>,S#

2. (FE*Jm Socks-if> 4 C';-O$X(},+h* Socks-if> 5

C';O$#\xk> Socks-if> 4 ,S,"Rh*k> Socks-if> 5

,S4O$#bG1!E*#

< 21. Socks~qw
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3. n2+E*h*yPDC'9C Socks-if> 5 M'Lr"a)P'DO$#

120K Firewall s,tC socks~qw,+Z socksdCD~P;Pfr#TZ*

9C Socks~qwD SocksM'Lr,Xk9CdCM'Lr4dC Socks# kND

Z503D:Socks>};TqCgNhC Socks~qD>}#

Socks -if> 5 ~qw'VD-i

Socks-if> 5 ~qw'VTB TCP M UDP -iT0d|m`-i:

v Archie

v Finger

v FTP

v Gopher

v HTTP

v HTTP zm

v News

v SNMP

v Telnet

v TFTP

v RealAudio

v RealPlayer

v Whois

v X-Windows

mb,'Vs`}gSJ~M'#Tb)-iD'V!vZ|G5JD5V#

9CdCM'LrdC Socks ~qw

Socks#eG(}XF Socks~qwD2+Tfr# socks#eJm(F"mS="4

Fr>}QfZD socks#e#b)#e,I@NXCZ Firewall ,SD(eP(`,

Zfr#e9CD=()#

mSBD Socks fr

*9CdCM'a)D#emSfr= socksdCD~P,ZdCM'<=wP!q(

E?XF(Traffic Control)#+wD~DD~P<jT9*CS<#!q,S#e#+

wD~DD~P<jT9*CS<#!q Socks #vV Socks T0r#

1. +wB(4mS;vBD socks#e#

vVmS Socks frT0r,gZ653D< 22 Py>#
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2. Z#e{FVN,dk SocksnD{F#C{FXkG(;DR;&C|,G)w

*D~(g{D\@{E(|)"%}E(r2E)V{(’)r+}E(″)V{#

b)V{D9C+<Bzz;I?D}]#

3. nk5w#

4. %wYw}74!qJmr\xS4=?DXDCJ#

1}](xk Socks~qw1,C~qw+}](f6kdCD~D?;vfr`

HO(SZ;vfr*<),1="Vj+%dDfr*9#;s|#9Qw"4

PCfrODJ1DYw(Jmr\xCJ)#g{;P"V%d,rT/\xC

J#

5. ZC'PmVNP,ITdk;vC' ID";vC' ID DPm";vD~{r;

vD~{DPm# g{dk;vPm,rC:E+wnV*#;*ZC'PmP9

CUq"Fm{"\@{E(|)r+}E(″)#

v C'Pm^Z 396 vV{#

v C' ID XkGZkswzODC' ID,x;GZ?DXwzr Socks~qw

OD#

v C' ID I|, 1 = 8 vV{,|(:

– a = z

– A = Z

– 0 = 9

– _(B._)

6. C' ID ;&C|,BPV{:\@{E(|)M+}E(″)#

< 22. mS Socksfr
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7. g{9CD~{,|GXkG+^(D(4T 0/1*7,@9+|GO*GC'

ID)#?vD~I|,C' ID DPm,?PPP;vr`v,C:EV*,"RI

N!X|,C 0#1V{(gD"b#{v"bP - 4G)Q # E*<D#ZCD

~PD?;PITG$o 1023V{,|XkI;v0newline1V{U9#

8. ZYwVNP,dk+ZKZEO4PD_-Kc:

eq HZ(Equal to)

neq ;HZ(Not equal to)

lt !Z(Less than)

gt sZ(Greater than)

le !ZHZ(Less than or equal to)

ge sZHZ(Greater than or equal to)

1MKZE;p9C1,_-Kc("K;VXkzcDX5#}g,g{dkY

w gt MKZE 23,rTZ*wCfrDKZEXksZ 23#

9. ZKZ # VNP,dkKZE#KZEkYw;p9CT("XkzcDX5#}

g,g{dkYw gt MKZE 23,rTZ*wCfrDKZEXksZ 23#g{

!TYwMKZE,frJCZyPD?DKZE#

9CmS Socks frT0rJmr\x@p=TyZ IP X7DxgwzDCJ#

^D Socks fr
1. Z Socks T0rOD;nO+w#

vV^D Socks frT0r#

2. 4gZ643D:mSBD Socksfr;PhvDGy|DJ1DVN,"%w7O#

>} Socks fr

S Socks T0rP!q;n"%w>}#53a/JGq75k*>}C Socksf

r#%w7O4>}fr#

$n,Sfr

r*PK}Kwfr,h*$n Socksfr# %wdCM'Lr/@wOD,S$n,

!qXBzI,Sfr"$n;s%w4P#

Firewall+frS SocksdCD~4F=@p=fr,;s$nCfr#1$nfr1,

BfrG<=@p=U>D~P#

Socks Dy>U>dv

TB* SocksDU>dvD;vy>#

Feb 03 13:46:20 1998 mr16n18: ICA3123i: Sockd server starting
Feb 03 13:47:31 1998 mr16n18: ICA3010i: Session start
Feb 03 13:47:31 1998 mr16n18: ICA3011i: Session start
Feb 03 13:49:15 1998 mr16n18: ICA3007i: Too many threads
Feb 03 13:58:31 1998 mr16n18: ICA3015i: Session termination
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9C Socks ~qwDM'Lr<GBn

s`} Web /@w<-} Socks/(soksified),"RITqCs`}=(D Socks

/DQ;#d| TCP/IP &CLr Socks/DM'LrISm`J4OqC# gh

Socks5VDX(M'Lr,kN<CM'LrD5#gh=SE",kN<:

http://www.raleigh.ibm.com/sng/sng-socks.html

http://www.socks.nec.com

Socks ~qw=,S

Socks~qw=,SG;v&\,(}|;v Socks~qwI$tZm;v Socks~

qws,TJmTZnbf Socks~qw_DxgxPCJ# (|I;O*G Socks/

;v Socks~qw)#bGG#PCDVrx=8#

*k Socks~qw;p(" Socks~qw=,S,`- socks5.header.cfg D~#C

D~$tZ Firewall D config S?<P#mSTBn:

v ;v no proxy|n - 8>zD Firewall 1Sf!D;vSx

v ;v socks4|n - 8>(} SOCKS-if> 4 ~qwIf!DSx

v ;v socks5|n - 8>(} Socks-if> 5 ~qwIf!DSx

}g,<GTBxg#P??EP;v!MD(Cxg, q.private.com,Z|GT:D

@p=sf#P??EDSxG 10.007.007.0/255.255.255.0#+>D(Cx|(,

private.com,|,K{v 10.0.0.0/255.0.0.0xg#+>D Socks-if> 4 ~qw,

socks.private.com,a)KT%*xDCJ#

ZP??D S o c k s ~qw, s o c k s . q . p r i v a t e . c o mO,+TB=PmSA

socks5.header.cfg#

no proxy 10.0.0.0/255.0.0.0 - - -
socks4 0/0 - socks.private.com 1080

ns,mS;v(EXF,STJm socks.q.private.comk socks.private.com(E#b

I\QI;v|#fD~qjI#mS;v4G q.private.comFirewall DG2+SZ,

?DXG socks.private.com,"R|, Socks Proxy-Chaining~qD,S#;sXB$

nzD(EXFfr#
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Z12B \m@p=ODC'

>BhvKgNC IBM Firewall 44PU#D\mNq,|(:

v +C'mSA IBM Firewall,Tc{GITCJZ\#$Dxg.bDwz#

v |DCJ@p=DC'DtT

v >};Yh*CJbgxgDC'

;*1S`-dCD~;qr,IBM Firewall C'tT+^(}7hC#CdCM'L

rT0rr|nP4xPyP IBM Firewall D\m#

+C'mSA IBM Firewall

IBM Firewall (eK}V`MDC',"+PX{GDE"f"Z=v;,DC'}]

bP#

C'`M

IBM Firewall +C'VI}`:

zmC'

9C@p=~q(g HTTP zm~q)4S+>xgCJ InternetODxg>

c#zmC'\;9C(}@p=D~q,+G{G;\CJ@p=zw,"

;\4PT Firewall zwD>X"a#

@p=\m1

\;9C Firewall zm~q,+G2\;(}9CdCM'LrMS6Lwz

"a= Firewall 4dC Firewall#g,zmC';y,@p=\m1;\4P

= Firewall zwD>X"a#

@p=\m1\;*C'4("^D(e,+G;\4(r^Dd|@p=\

m1D(e#

w@p=\m1

k@p=\m15P`,D\&#{G2\;4PT FirewallzwD>X"a#

w@p=\m1\;4("^Dd|@p=\m1D(e#

}]bD`M

C'}]bP=`#

@p=C'}]b

|,K?vzmC'M\m1D@p=`XtT#|(DtTgC'@p=Z

n"ZnfrT0&C9CDVO$=(4O$C'D?v~q#

tzmC';Z@p=C'}]bP(e,RC'T<9C@p=zm~q,

r+9C53h(DC'G< fwdfusr,T(eCZi$C'DtTMO$=

8#

w@p=\m1;\Z@p=C'}]bP(e#9C53h(D@p=\m

1G< fwdfadm,T+tT8(*\m1#
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g,zmC',g{@p=\m12Z Windows NTC'}]bP(e,rt

C'ksXk9C Windows NT "aZnDNNO$1,+9Cd NT "a

Zn#

Windows NT C'}]b

|,C'D NT "aZn#;cX,;XZ NT C'}]bP(ezmC',

}G{G<89C{GD NT "aZn4O$#

g{*9Cd|O$=(4O$zmC',rZ Windows NTC'}]bP;

X(e{G#

w@p=\m1k Windows NTC'G,eD,b) Windows NTC'G NT

\m1iPDI1,"XkZ Windows NTC'}]bP(e#

9CdCM'LrmSC'

+C'mSA IBM Firewall,"Zh{GCJb?xgD(&#

1. SdCM'Lr/@wP!q0C'1#T>C'\mT0r#

2. SC'\mT0rP!qB("%wr*#vVmSC'T0r,gZ713D< 23

Py>#
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3. a)TBE":

(^6p

*CC'8((^6p#%w(^6p}74!qC'`M#

Socks/zmC'
}Z(eDC'GCZ Socks~qwCJMzm~qwCJD#C

';P\m(^#bG53h(5#

@p=\m1

5PC'DyPtT,+G\m12IT"ak Firewall "4P\

< 23. mSC'
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mNq#\m1P=SDtT,CtT(eKJm\m1y\4P

D\m&\#@p=\m1\;4(@p=C',+G;\4(d

|@p=\m1# Firewall \m1;\>X"a= Firewall zw#

{GXkS6LzwCJdC~qw#

w@p=\m1

Jmw@p=\m1>X"a= Firewall zw#{TyPD\m&

\<P+?CJ(#{2\;4(}K@p=\m1Dd|@p=

\m1#

(}4(;v NT }]bPDC',"9CC'I* NT \m1i

PD;14(ew@p=\m1#^D fwdfadm G<,T(ew@

p=\m1DtT#

C'{ *CC'8({F#bGZ IBM Firewall Or telnetr FTP ~qwxP

"a19CDC'{#;;(*GC'D TCP/IPC'{rwz{,+|G

ITG`,D#

C'{II 1 A 20 vV{9I,|(:

a = z

A = Z

0 = 9

_(B._)

C'{;Vs!4#

Firewall xP=v$H20DC':

a. 53h(DC'r fwdfuser#tC'4Z@p=}]bP(e,r9C

fwdfuser 47(C'D@p=tT,ng,O$C'1y9CDO$=

(#

201,14(K fwdfuser 1,yPO$=(+hC*\x+?#

fwdfuser DmI( XF@p=&m4(eC'D==#

\m1IT9CdCM'Lrr|nP4i4 fwdfuser r|D8(DO

$=(#;},;\>} fwdfuser xR|Xk<UfZZ@p=P#m

b,@p=ZnM SNK ;G fwdfuser DP'O$`M#j{ IBM

eNetwork FirewallN<s+#

b. 1!Dw@p=\m1 fwdfadm,(eyPw@p=\m1D@p=t

T# r*w@p=\m1Z@p=}]bP;PT:DG<,yT>G

<C4(eCZO$w@p=\m1DO$=(#

201,fwdfadm DyPO$=(<hC*\x+?,}KhC* NT "

aZnD2+"G2+\m=(#w@p=\m1\;i4"^D>G

<,+G>G<;\;>}#mb,@p=ZnM SNK ;G fwdfadm

DP'O$`M#

C'+{

8(;vC'hv#

TBVNJCZO$=(#%w}7TSO$==PmP!q#ZZ743D:C'

O$=(; PPT|GD5w#
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2+ Telnet
mwZS2+xgPxP"a1,C'Dm]GqXkC3)=(xPO

$#

G2+ Telnet
mwZSG2+xgPxP"a1,C'Dm]GqXkC3)=(xP

O$#

2+ FTP
8(CC'h*C FTP 4S2+xgCJ Firewall DO$6p#

G2+ FTP
8(CC'h*C FTP 4SG2+xgCJ Firewall DO$6p#

2+ Socks
8(4T@p=2+=D SocksM'Lr,SD Socks V5O$=(#%

w}7TS!nPmP!q#ZZ743D:C'O$=(; PPT|GD5

w#

G2+ Socks
8(4T@p=G2+=D SocksM'Lr,SD Socks V5O$=(#

%w}7TS!nPmP!q#ZZ743D:C'O$=(; PPT|GD

5w#

2+ HTTP
1v; HTTP zmks1,8(;vO$DC' ID/Zn`M#%w}7T

S!nPmP!q#ZZ743D:C'O$=(; PPT|GD5w#

/@w*C' ID MZnwva>,byg{z}Z9C SDI,rZZna

>&nk\k#

C')xXk"b,Socks/password;\'V;%=T0r0`&P*#

2+\m

8(CZ(}2+SZSdCM'LrxP"aDO$==#k"b,1

T>X==xP"a1((}Z"afeO!q0>X1),r<U&Z

2+73B,yTbGz+*9CDO$=(#

G2+\m

8(CZ(}G2+SZSdCM'LrxP"aDO$==#

SecureNet Key
8(I;;5P AssureNet Pathways SecureNet Key(D6LC'dkDV

{rP#dk+Z\?(PS"D\?zk#kND SecureNet KeyE"q

CXZ!qM20\?zkD8>#

":

a. >VN;CZ SecurID(#

b. Xk*?vC'4((;Dfz\?#

c. 1Z SecureNet key(P20\?1,k9C AssureNet Pathways20

}L"!q== 5#

kNDZ773D:O$=(;Tq!j8E"#

Z12B \m@p=ODC' 73



C'O$=(

C'O$D!nP:

\x+?

C';\xCJ#

Jm+?

^hO$#

NT "aZn
@p=ZnH NT "aZn|#U#+G,tC'QZ Windows NT rP(

e,r\;9C Windows NT"aZn,C'M;h*`vZn#

t!qCO$=(,+TU>X Windows NTC'}]b4O$C' ID MZ

n#t Firewall dC*ENd| Windows NT ~qw,r+Qwb)\EN

~qwPDC'(e#

Z Windows NT FirewallM\END Windows NT~qw.d("pENX

5.0,Xk(",STZ=(zw.dJm TCP/IP(ED(E#

9CBP$H(eD~q4hCC,S:

1. rXFwO$ - JmC'O$DrXFwD9C

2. NetBT {F~qc% - Jm TCP/IPOD NetBIOS{F~qc%

9C Windows NTdC5CLr,T(eENX5#

SecureNet Key
9C AssureNet Pathways SecureNet Key4jIO$#

Z SecureNet KeyVNP,dk+Z\?(PS"D\?zk#

":

1. Xk*?vC'4((;Dfz\?#

2. fz\?D 8 vKxF5PD?;vXkZ 1-3776'Z#

3. 1Z SecureNet key(P20\?1,k9C AssureNet Pathways20}

L"!q== 5#

kNDZ773D:O$=(;Tq!j8E"#

SecurID (

9C Security Dynamics SecurID2+(r pinpad(4jIO$#;*9C

SecureNet KeyVN#PIN XkZT IBM Firewall 9CO$=(.0hC#

TZ FTP 45,;'V SDI BD PIN ==MB;vnF==#

kNDZ773D:O$=(;Tq!j8E"#

C'a)DO$ 1"2 M 3
IC'a)DO$#Z Firewall O,n`IT20}VC'a)DO$=(#

TZPXgN4("`kC'a)DO$DSLr,kND IBM eNetwork

Firewall N<s+#

Firewall Zn
Xka>C',"IC'dk;vP'DZn#1jICfe1, IBM Firewall

a>*bvBC'8(;vZn#
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@p=ZnH Windows NT"aZnJm|`D2+ZnMZnfr,yT(

ibVZn!q#

*sC'|D

%w0G1r0q1,T8>Gq*sC'ZB;NO$1|DdZ

n#

x(Zn

%w0G1r0q1,T8>Gqx(Zn#1,}"a'\Dn`

N}r4Z0Znx(0Dn$1d1Py8(D\}.Z9CZn

1,hCCn*0G1#

\m1\;+CVNhC*0G1,T@9C'9CZnO$#

":

1. ZnGxVs!4D#g{dkK;vs!4lODC'Zn,rC'X

kdk;vk.;#;yDZn#g{3)$w>;\9Cs4Ve,k

Cs4Ve*G)C'dkZn#

2. Yw53Jm(eZnfr#b)Znfr1C'|D{r}DZn+;

G1\m1xPZn|D1JC#ZnfrgB:

Zz0D/fl}

ZnZzDl},Zb8lZ,FirewallxhC'|DZnD!q#

Zz0Dns\}

*sC'|DZn0D\}#

x(0Dns\}

x(Zn.0,;9CZnD\}#

JmDns"aXTN}

Znx(0,"a"T'\Dn`N}#

Y9C0DZn

Znz7PmPf"DZnv}#;\+Zn|D*10Zz7P

mPDNNZn#>N}v10ZnY9C0D\}1*c1EP

'#

ZnY9C0D\}

Zn#VZZnz7PmPD\}#;\+Zn|D*10Zz7

PmPDNNZn#

n!$H

ZnPnYDV{}#

nYV8V{}

ZnPnYDV8V{}#

nYd|V{}

ZnPnYDGV8V{}#

n`X4V{}

ZnPNN%vV{X4Dn`N}#

n!;,V{}

ZnPnYD;,V{}#
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%wFirewall Znj)4*?vC'(Fb)5,gZ763D< 24 Py>#

< 24. Firewall Znj)
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|DC'Df!(^

Z Firewall OmS;vC'.s,ITS^DC'T0r4|DKC'D2+TtT#

1. SC'T0rP!qzk|DDC',"%wr*#

2. 1^DC'T0rvV1,|DJ1DVN#kND Z693D:+C'mSA IBM

Firewall; TqCIT|DDC'tTPm#

3. vj|Ds,%w7(#

S IBM Firewall P>}C'

": kp>}C' fwdfuser r fwdfadm#

*>}C',ZC'PmO%w>}#

\m1(^D&\6p

;P w@p=\m1 \;4("^D\m1,"7({GTD)@p=&\P(^#

}g,IT+;vX(D\m1^FZvZ(4P0C'M`Sw1&\#

ZmSC'T0rP,*(^6pVN!q Firewall \m1#kkNDZ693D:+C

'mSA IBM Firewall; TqCjImSC'T0rD|j8iv#

;s,ZmSC'T0rD%?!q\m1j)#!qZ(\m19CD&\#

O$=(

TBGwVC'O$=(#

\x+?

IBM Firewall {9CJ~qw#

Jm+?

;h*O$#~qw4"TO$;+|Lx;v|na>,by\CJ;vb?w

z#

Firewall Zn

~qwZLx.0/J@p=Zn(Zn;T>)#

Zn:

dk@p=Zn#bGkzDC'{;pmSk@p=D`,DZn#
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SecurID (O$

g{P SecurID(Rxg9C2+T/, ACE/~qw,rICK(#

zm~qwZLx.0/J PASSCODE(Zn;T>)#

dk PASSCODE:

ZbcO,dk 4 ;} SecurID PINzk,sz;v:E,;sG SecurID(Dzk#

}g, 1 SecurID(T>zk 1790911,*G<*;vx8(D 1234 PINDC'

NEWUSER,&dk:

G<:NEWUSER
dk:1234,179091

g{C'nu9C FTP,rr* FTP;PJmZn|DD!n,yT SecurID(O$

+'\#C'XkZZ;N"TxP SecurID(O$((}|,{G+4(;v PIN)

1,9C telnet#C'fsITZTsDO$g FTP"HTTP HH9C PIN#

g{ SecurID(G4BD PIN #=,rXkZk IBM Firewall ;p9CCO$#=

.0hC PIN#

SecureNet Key O$

g{P;v Assurenet Pathways SecureNet Key(,rCK(# 1u</ SNK (1,

9CBP:

v T>q=(.yxF)

v ERASE&\(*rX)

v %v}ViJZn\&(X)

ZLx.0,zm~qw+/JI SecureNet Key(a)D;vl&#

Use SNK for challenge
######## for user user_id
Ed:

Zn ######## G;vIdk SecureNet Key(D 8 ;}#

1. 1SU=bva>{,$n SecureNet Key(,"dk PIN zk# PIN zkk(

;pa)#

2. dkI~qwa)DZn#

}g:G<=~qw;~qwa>:

Use SNK for challenge
78987648 for user NEWUSER

Ed:

+5 78987648dk SecureNet Key(#;sC(T>l&,|GIza)xzm

~qwD#

3. +Cl&dkx~qw#

g{ SecureNet Key(T> 8AE222A9 Tl&TZnDiJ,r+ 8AE222A9 dk

x~qw:

logon: NEWUSER
Use SNK for challenge 78987648 for user NEWUSER

Ed:8AE222A9
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Q(} AXENT** <uXB|{ SecurNetKey(SNK) * Defender Handheld Token**

(DHT)#

NT "aZn

t!qCO$=(,+TU>X Windows NTC'}]b4O$C' ID MZn#t

Firewall dC*ENd| Windows NT~qw,r+Qwb)\EN~qwPDC'(

e#

C'a)DO$ 1"2 M 3

IT FTPM telnet9CC'a)DO$=(# TZ|`E",kND IBM eNetwork

Firewall N<s+#
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Z13B dCzm~qw

>B|,PXgNSz2+xgZbD$w>9CMdCzm~qwD;cE"#

HTTP zm

HTTP zm(} IBM Firewall {}KCZ Web /@D socks~qwDh*,P'X

&m/@wks# C'ICJ InternetOPCDE",x;96Z?xgD2+T"R

;CDddM'73M5V HTTP zm#

HTTP zm;G;v~qw#nUC';\SCzmBXD~r+D~EZCzmO#

,y,|2;G_Y:fzm#@p=O;Pf"NNzm HTTP ksDZ]#

Vxa0

Vx,SJmM'M~qw"v TCP ,SXUDEE#CEE9C,SW?VN#

IBM Firewall zm'VM'MzmdDVx,S#nsVxksu~MVx,S,1u

~XFC,S+fZ`$1d#;*vVb)u~PD;v,zmMM'dDWSV

,S<+XU#g{nsVxksu~MVx,S,1u~;%d,C,S+#Vr

*,RIM':pv(N1ksjI#

g{;}77(,I\<B1;P(E?1,aT>,SOP(E?#PX|D;v

5}G,49Q0kj{3f,+/@wD/-<jTLxKP#%w#94#9/

-#kNDZ833D:nsVxks}; MZ833D:Vx,S,1;TqCPXb)

N}DE"#

9CdCM'LrdC HTTP zm

*dC HTTP zm,k4BP=h:

1. Z HTTP zmI}7$w.0,zXkJm DNS i/#byvD;vr%=(G

ZdCM'Lr/@wO%w53\mD~PZD02+T_T1"%w0Jm

DNS i/1#

2. $n}Kw

3. mS,S#kNDZ493D:zm HTTP >};,IqCgNZzxg;2+D;

_hC,SD}S#

4. *dC HTTP zm,kSdCM'Lr/@w!q HTTP# IBM Firewall T>

HTTP zmT0r,T>ZZ823D< 25P#
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5. *#9Czm,k!qRDgT/XFfe/~q#!q IBM @p= HTTP zm;

s%w#9#

I4PD phttpdG;n53~q,1t/531|T/t/#

Z HTTP zmT0rOdCb)N}#g{|DNNN},Firewall HTTPzm~q+

#9"XBt/#n/DzmC'+U9{GDks,1=zmXBt/(8kS1

d)#

zmKZE

CKN}48(KZE,Czml}KKZEqCks#g{|DKZE,rXkd

C}Kw4Jmr;Jm-}KZDw#!Z 1024DKZEG* TCP/IP&CLr#

tD#CZzm Web ~qwD+2KZ* 8080M 8088#

ZKZ 8080OhC1!}Kwfr4{9k>MG2+(E?,+Z`,KZOJm

2+(E?-}#zm+v\x;2+Dzmhs#1!5* 8080#g{|D|,r*

KdCyhCD~qPDKZE2*w|D#g{|Db)hCPDNN;v,rX

kXBt/ phttpdxL#

< 25. HTTP
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nsZ]:ex$H

CKN}*I~qwzzD/,}]hC:exs!#/,}]GS CGI Lr (~q

w=y|(D),0 API Lrdv#|;GSzm4D}]#

T'VZ (K) *%;8(5#1!5* 50K#

_LXs!

CKN}hCz;NyhD^)n/_L}#zmRpBDks,1=m;vksa

x"R_Ld*IC#;c,zwD&J=s,rzyCCN}D52=s#g{z

w*<(Q}`D1dZ53*zNq,g;;ZfO,r"TuYC5#8(;v

{},}g 60#1!5* 200#

C'D6p

CN}f*zm*O$NV6pDC'#8( all"new r none b`5#1!5*

none#b)5G:

all yP/@w+"MzmO$l&T8>/@w&a>xC'C'j6{MZ

n#g{/@w;'VKzmO$l&,rms3f+T>8>KZ]#g{

/@w'V,r+T>C'j6{MZna>{#

new CwF2(z#|+v"X;v 407zmO$l&,f*/@w"v;vC'

j6{/Zna>{,M'/@wj6dTmw* HTTP/1.1 /@w#zIZ

Internet Explorer 4.0PhC;v*X,by|+C HTTP/1.1j6{c%ks#

Netscape0d|+dTmj6* HTTP/1.0ks#

none ;!(/@wks#;a>NNC'j6{/Zn#

,1

CN}f*zmZksC'O$dTm0hH}M'Lrks`Y1d#C'IZb

NUP1dD-<O$1yx(DX( IP X7MC'j6{qCO$#TVS*%;

8(1d#1!5* 60 VS#

;*C';1Z}+X/@,C1d0Z;aZz#

nsVxks}

CN}8w;vzmIZ HTTP/1.1Vx,SOSU=DksDns5#|G1S0l

O$,1D;vT\$_#1&Z;vVxa0P,;xPNNC'O$bT,}G

Vxa0U9#8(;v{}5,}g 25#1!5* 5#

Vx,S,1

CN}Tk*%;8w;) HTTP/1.1 S/@wCzmt/a0,kM'/@w#V

HTTP/1.1Vx,SD1d#|G1S0lO$,1D;vT\$_#1&Z;vVxa

0P,;xPNNC'O$bT,}GVxa0U9#Tk*%;8(1d#1!5

* 60#
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HTTP G<\m

CN}f*zm*G<t//XzMyP=@p=U>Dzmks#|9C LOG_NOTICE

G<6#g{z#{`S HTTP ksn/,r+|hC**#B~G<Z @p=U>

h)P#

/@wdC

XkdCM'/@w4,S= HTTP zm}Zl}DKZ#

g{9C HTTPS,r2*8vw*2+TzmD IBM Firewall OD HTTP zm#

g{*Q Internet Explorer/@wm>*AzmD HTTP/1.1/@w,4PBPYw:

v r*i4B-K%#

v !q Internet!n#

v !q_6j)#

v BmA HTTP 1.1hC!n"hC*X**#

SSL ,S

CZkd|~qw HTTP 2+,SD SSL (@G\'VD# IBM Firewall ZC}P

d1;vxX#C(@SM'Lr)}@p==~qw#gB}y>,9Cw* HTTP

2+,SDj<KZ 443:

https://www.ibm.com:443

xR,9C$(eD~q HTTPS proxy out 2/2#

g{9C HTTPS,r2*8vw*2+TzmD IBM Firewall OD HTTP zm#

gh|`E",kNDZ493D:zm HTTP >};#

\'VD=(

HTTP zm'VBP/@ InternetD;,==:

v FTP

v Gopher

v HTTP

v HTTPS

v WAIS

HTTP zmU>dvDy>

TBG HTTP zmO$D get ksG<Ddvy>#

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.
Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for 0 bytes.
Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
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using NT authentication from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated
for HTTP Server using NT from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgsplash.gif HTTP/1.1"
for 211 bytes.
Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgmast.gif HTTP/1.1"
for 211 bytes.

G<n/5wgB:

v ICA2099i - T>;v 407 5Xk"Rb6EO$q!ks'\#

/@w;sTC'*s;)O$#/@w/JC'j6{MZn#

v ICA2140i - TZC' fred,O$I&#

O$Z?Nq! Web 3fOD?v*X1"z#

FTP
1. C FTP zmCJ@p=wz# (RG+9C ftp_gw.domain.net.com w*@p=

Dwz{)#

ftp ftp_gw.domain.net.com

zm~qw+/JzDC'{:

login:

2. dkzDC'{w*9C@p=DXm:

login: jane_doe

~qw@?+zDC'{mSk@p=1y!(DO$=84i$zDm](kND Z

693D:+C'mSA IBM Firewall;)#kNDZ773D:O$=(;,IqCPX

C'gN(}zm~qwqCO$DE"#

ZzC=O$s,zm~qwT>;v FTP |na>#

ftp>

9C quote M site FTP |n4kb?wz,S:

ftp> quote site forhost.network.outside.com

b?wzV+/JC'{MZn,CZzD,S#b\I\G;vkz}%# FTP =

@p=DC'{MZny;,DC'{MZn#

G<D1!,15* 60 kxUPzmD1!,15* 7200k#*|D1!,15,

kNDZ873D:2G FTP M TelnetzmPD,15;#
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8w FTP

zI(}@p=8wX ftp#8wzm;h*@p=O$,rK;X+8wzmDC'(

e*@p=zmC'# vJm8wzmI@p=2+=%rd;2+=#*C8wzm

$w,XkZ2+T_TdCM'LrfeO!P|#

1. 9C ftp CJ@p=wz#(RG+9C ftp_gw.domain.net.com w*@p=Dwz

{#)

ftp ftp_gw.domain.net.com

2. zm~qw+/JzDC'{:

USER:

3. ZG2+xgdkzDC'{:

USER: username@remote_site_host_name

4. ;s?jwza>zZO;=dkD username DZn#

password:

5. dkZn#

G<D1!,15* 60 kxUPzmD1!,15* 7200 k(=!1)#*|D1!

,15,kNDZ873D:2G FTP M TelnetzmPD,15;#

Telnet

9C telnetzmG<=@p=zm~qw# zI9Cwz{r InternetX7#;s,

ZzD>$C=O$s,I9C@p=D telnet|nG<=*9CDwz#}g,CR

G9C telnetS2+xgZ(}x telnet_gw wz{D@p=4CJzDnU?DX,

forhost.network.outside.com#

1. *t/xL,k9C telnetCJ@p=wz#(RG+9C telnet_gw.domain.net.com

w*@p=Dwz{#)

telnet telnet_gw.domain.net.com

2. zm~qw+/JzDC'{:

login:

3. dkZ(9C@p=DzDC'{:

login: jane_doe

~qwy]+zDC'{mSk@p=1y!(DO$=84i$zDm](kND

Z693D:+C'mSA IBM Firewall;)#kNDZ773D:O$=(;,IqCP

XC'gN(}zm~qwqCO$DE"#

z+}Z9C oneactbG#(} IBM Firewall zm telnet +iLr,yPD(E<

-I@p=#

g{z}9C oneactbG,rZzC=O$s,zm~qw+T>:

ENTER DESIRED HOST:

dk

telnet forhost.network.outside.com
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b?wz/JZGwzOGQ*DzDC'{MZn#|GI\;,ZzZ@p=z

m~qwOy9CDC'{MZn#

G<D1!,15* 60 kxUPzmD1!,15* 7200k#*|D1!,15,

kNDZ873D:2G FTP M TelnetzmPD,15;#

8w Telnet

zI(}@p=8wX telnet#8wzm;h*@p=O$,rK;X+8wzmDC'

(e*@p=zmC'#vJm8wzmI@p=2+D;_%rd;2+D;_#

*C8wzm$w,XkZ2+T_TdCM'LrfeO!P|#

1. 9C telnetCJ@p=wz#(RG+9C ftp_gw.domain.net.com w*wz{#)

telnet telnet_gw.domain.net.com

2. zm~qw+/JzDC'{:

Login:

3. ZG2+xgdkzDC'{:

Login@remote_host

b?wz/JzDC'{MZn,r*zZGwzOGQ*D#|GI\;,ZzZ

@p=zm~qwOy9CDC'{MZn#

G<D1!,15* 60 kxUPzmD1!,15* 7200k#*|D1!,15,

kNDZ873D:2G FTP M TelnetzmPD,15;#

2G FTP M Telnet zmPD,15

FTPM Telnet<PG<MUPH}D,15#41!5,ZG<MC'O$Zd? 60

kAYXkP;Na0n/#bMGy=D loginTimeout#

;)I&XjIG<,r? 7200kAYZa0OP;Nn/rO*a0#

zI(}Z ROOTDIR\config ?<B4( fwTimeout.cfg D~"Tk*%;8(BD,

1542Gb)1!5# fwTimeout.cfg D~&PBPq=#

telnet
proxyTimeout=7200
loginTimeout=60

ftp
proxyTimeout=7200
loginTimeout=60
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Z14B `S@p=G<

>BhvgN5V1`S/(DG<#1%4dCDP51,+zI;v/(#

y]C'(eDP5,IBM Firewall `Sw`SIZ1ZD#zivx"MA@p=U

>DE"#;)vVP5%f,@p=MT@p=\m1y8(D=="v;v/

(#

P5(e

;vP5|(F}5M1dN} -- g{Z8(1dZ(VS),,}F}5(X(B~

}),ra%4P5"zz/(E"#U>`SwIT6pDV`MDP5:

1. O$'\\}

2. TN;X(C' ID O$'\

3. SN;X(wzOzzDO$'\

4. U>P;vE"jGDvVN}

9CdCM'Lrr|nPgf\dCyPDP5#NNTP5(eywD|D<+

T/I IBM Firewall U/#

/(E"

1o=3;P51,IBM @p=+zz;v/(E"# /(E"D+]IICBfD

VN=PDN;V:

1. U>D~PDn:

v {C alert U>h),Ch)I(}dCM'Lrr|nP4xPdC#

v Z@p=U>P

2. + e-mail E""M=C'Pm

3. 9CdCD0tz#kNDZ913D:0tz(*'V;#

4. 4P;vC'(eD|n,C/(E"w*Z;vN}

/(E"P|,k%4X(P5`XDE"#}g:

ICA0001e: ALERT -- 20 O$'\#

ICA0002e: ALERT -- 10 ,6C'O$'\#

ICA0003e: ALERT -- 15 4Twz 56.67.78.89 DO$'\
ICA0004e: ALERT -- xP 3 vU>nD Tag ICA1234e #

4TU>`SwD/(E"0d{E";\`S#

9CdCM'LrdCU>`Sw

b?VhvgN9CdCM'Lr4dC51U>`Sw# SdCM'Lr/@wP!

q53U>#+wD~P<jT9*S<#%wU>`SwP5#

SU>`SwP5\mT0rP,zITmS"|Dr>}P5(e#
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mSU>`Sw

*mSP5(e,ISU>`SwP5\mT0rP!qB("%wr*#vV|D

U>`SwT0r# n4BPVN:

1. %w6p`M}74S6p`MPmP!q6p`M#6p`MP:

v J~(*

v 4P|n

v ?vC'O$'\P5

v O$'\\}P5

v ?vwzO$'\P5

v E"P5

2. g{z!qD6p`M*:J~(*,kdkgSJ~X7#zIT(e`vJ~

(*`#

yP%4P5DE"+"M=8(DgSJ~X7#

3. g{z!qD6p`M*:4P|n,kn4;v|nD~{#

U>`Sw+4PC|n,"9C/(E"w*|DZ;vN}#zITv(e;

v4P|n`#

4. g{z!qD6p`M*:E"P5,kn4;vE"jG,|G;vz*`SD

IBM Firewall U>E"PDj<jG#

5. g{z!qKP5`PD;v,kn4P5F}5VN#

P5F}5GZ8(1dZJm'\B~Dns}?#

6. g{z!qKP5`PD;v,kn4P51dVN#

P51dG8TWN"z;vB~T4DVS}#

7. g{z!qKP5`PD;v,%wGrq4mwzGqk$n0tz(*#

8. n4"bGN!D#

9. %w7O#

|DP5(e

*|DP5(e,kZU>`Sw\mT0rP!q*|DDn?"%wr*#vV

|DU>`SwT0r#

1. dk*|DDP5F}5MP51dVN#

P5F}5GZ8(1dZ'\DO$E"Dns5#P51dG8TWN"z;

vB~T4DVS}#

2. %w7O#

>}P5(e

*>}P5(e,kZU>`SwP5T0rP!q*>}Dn?"%w>}#+a

*szT>}YwxP7O#%wGT7O#"b>}";b6ESU>D~P>

}#|zm>}(e#
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0tz(*'V

1@p=OPVk/(1,r\m1Ddyw"ME"ItP53\m1#*hC0

tz(*'V,h*dCBP}v0tzi~#

1. |n(F - Ci~XkCdCM'Lr44(M^D#|*0tz|nhC1!5,

C|nIU>`Sw9C"\S|nP9C#||,(e0tz73D(;n#k

NDZ923D:|n(F;IqC(eM(FCi~Dj8E"#

2. (E+>\m - XkZ,SzDwFbww.0(e;vJ1D(E+>#Ci~

|,;PZ@z9CD1!(E+>#g{z}9CD(E+>"GdP.;,G

4I+dmSkCi~P#ghj8E",kNDZ933D:(E+>\m;#

SzD(E+>qCb)EkIi$C(E+>VZDg0Ek#Zk(E+>;

f1,;(*qCC+>DwFbwwg0Ek0d{JCZzQ):DXb~q

DhC#

3. wFbww\m - Z,SzDwFbww.0,XkH4(;vJ1DwFbww

(e#b)(e+|(yP`XDwFbwwE",x0tz(*'V+9Cb)

E"#Ci~|,zI!qDwFbwwDPm#+2I+3)kzD(E+>D

'V;f]DwFbwwmSkCmP#ghPX,$wFbww(eDE",k

NDZ943D:wFbww\m;#

": IBM Firewall 'V0tz(E'V'VD Tele-AlphaNumeric-i (TAP)(E-i#

I'VD)(E+>MwFbww

(E+>}]bD~|,;v(E+>DPmM`XD+dN}# ITmSd|(E+

>#}(E+>{FMwFbwwg0Ek.bDd|N}P:

v V8}V0tzDnsE"$H0}V0tzDn`}V;#

v (XJ"f<T"}]M#9;$H

Z9CX(D(E+>.0,k7O(E+>9CDG TAP -i#

0tzzkxP1!wFbww(e#|GG:

v IBM MOD 448 14400 bps

v IBM 5853 2400 bps

v IBM 7852 28800 bps

v IBM 7855 2400 bps

v Generic Hayes compatible

v US Robotics Courier 9600 bps

v Zoom V.34

dC0tz(*'V

0tzhCLrGC4dC|n(FD~M,$(E+>0wFbwwD#g{z}

9C0tz,G4Z9CU>`Sw0Xk9C0tzhC4(FzD0tz73#

t/0,h*C=}7DwFbwwg0Ek,0tz ID MzD(E+>DwFbw

wN}#
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*dC0tz(*'V,SdCM'Lr/@wP!q53\m# +wD~P<jT9

*S<#!q53U>#+wD~P<jT9*S<#!q0tzhC#

|n(F

1z!q0tzhC1,I!q;R(E+>MwFbwwT9CM`40tzE

"#

|n(FhC

1zS/@w!q0tzhC1,ITC=;vxP|n(FhCD0tzhCT0

r,bvT0rkZ923D< 26 Py>DT0r`F#

Z*mSDdkVNPdkr!q5#

1. dk0tz ID#|(#GI(E+>8(xz0tzD;v(;D PIN#

2. dk0tzE"#|G;vV{.,|,C'*"MD1!E"#TZ}V0t

z,;\G}VE"#TZV8}V0tz,ITGD>E"#;*,}(E+>

hCy8(DV8}V+tzDnsE"$H,qrE"+;XO#;*9C0E

(:)#g{9CD0,|+a;Uq{fz#

3. g{;P(E+>{F,%w!qT(e(E+>#z+C=0t(E+>\mT

0r#kNDZ933D:(E+>\m; gNndCfeTqCj88Z#

4. g{;PwFbww{F,%w!qT(ewFbww#z+C=0tzwFbw

w\mT0r#kNDZ943D:wFbww\m; gNndCfeTqCj88

Z#

< 26. 0tzhC

92 IBM eNetwork Firewall Windows NTf: C'8O



5. %w7O#

|D|n(F

1zS/@w!q0tzhC1,+aC=xP|n(FhCD0tzhCT0r#

1. ZdkVNPdkr!q5,T^DVfD(FdkVND5#

2. %w7O#

>}|n(F

1. zIT(}SPmP!qn"+w>},4>}0t(E+>\mT0rr0tz

wFbwwT0rPDn#

+a*szT>}YwxP7O#

2. %wGT7O>}Ywr%wqT5X0tzhCT0r#

g{;P(FnfZ,G40tz(*'V+;\"M0t#

(E+>\m

S0tzhCT0r,*A(E+>{FVN,"%w!q#z+C=kZ933D<

27 y>T0r`FD0t(E+>\mT0r#

mS;v(E+>

*mS;vBD(E+>,kS0t(E+>\mT0rP!qB(,"%wr*#

ZJ1DdkVNPdkr!q5:

1. dk(E+>{F#|ITGNN{V,;*G(;DRI*z7OGD;R(

E+>a)c;DE"#

2. dk(E+>Dg0Ek,CEkGbR(E+>D3;wFbwwDg0E

k,x;Gdyt0tzrd|~qDEk#|XkG}VrV80tz2GX

xrzR6'D}7DwFbwwEk,TzQ)<D~qM0tzh845G

XhD#

3. dk TAP IqC0t=(;;JmC5#

4. g{(E+>JmrhsrdkZn#

< 27. 0t(E+>\m
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5. dkV8}V0tzDnsE"$H0}V0tzDn`}V;#

6. dk(XJ#%w}7"SPmP!q5#

7. TZf<TVN%w Even"Odd r None#

8. !q1!}];;%w 7 r 8#

9. !q1!D#9;;%w 1 r 2 #

10. %w7O#

|D(E+>

1. S0t(E+>\mT0rP!qzk|DD(E+>,"%wr*#

2. N<Z933D:mS;v(E+>;,TqC*|DVND5w#(E+>{F>

m;\|D#CVN+;{C#

3. xPZ{D|D#

4. %w7O#

>}(E+>

1. S0t(E+>\mT0rP!q*>}D(E+>,"%w>}#

2. +a*szT>}YwxP7O#%wGT7O#

": (E+>}]b\G|,AY;v(E+>#g{;P(e(E+>,G40

tz(*'V+'\#

wFbww\m

wFbwwVa+|,gNu</wFbwwD`XE"#zI\h*-wwFbw

whCk(E+>#;c,v'V9Cj<wFbww|nD HayesIf]wFbw

w#

S0tzhCT0r,*AwFbww{FVN,"%w!q#z+C=kZ943D

< 28 y>T0r`FD0tzwFbww\mT0r#

9CCT0r,zITmS"|Dr>}wV;,DwFbww#

< 28. 0tzwFbww\m
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mSwFbww

*mSBDwFbww(eD~,S0tzwFbww\mT0rP!qB(,"%

wr*#ZmSwFbwwT0rP,ZdkVNdkr!q5#

1. dkwFbww{F#|ITGNN{V,;*|Zd{(ePG(;DR*z7

OGD;vwFbwwa)Kc;DE"#

2. dk COM KZE,|(eKkwFbww`,D.P COM KZ#dk;v!Z

10 D}#1wFbwww*2~dCxKZ,|;&(e* Windows NT;g{(

eD0+<B0tzCJKZD&\\\x#g{wFbww;%d2~hC!

n,r0tzzk+XT;N1d"nU'\#

3. dku</V{.,|+wFbww(e*;vZ X level4 OxXTMPL((X

J (I>X;C(e) D}]wFbww#;|( AT |n#0tz&\+dEZu

</V{.D*<#

4. dkb?P0:#bvEkI&EA+>b?#

5. %w7O#

|DwFbww

1. S0tzwFbww\mT0rP!qwFbww{F,"%wr*T|DwFb

ww(eD~#

Z|DwFbwwT0rP,za4=wFbww(ePI|DDVNPm#N<

Z953D:mSwFbww;,TqCb)VND5w#

2. %w7O#

>}wFbww

1. S0tzwFbww\mT0rP!qwFbww{F,"%w>}T>}wFb

ww(eD~#

2. +a*szT>}YwxP7O#%wGT7O#

0tz(*G<

0tz(*xL9C@p=U>5CLr4`4dvU>#+yPD0tzE"Mm

s<4k#f@p= syslogh)# *qCgN("M9C@p=U>D~Dj8E",

kNDZ973D:Z15B \mU>M58D~;#

bT0tzDhC

zI(}9C0tz|n4i$0tzDhC#kND IBM eNetwork FirewallN<s

+Tqji#rz?RFv:Z*#$53"wFbww"(E+>M0th8\%

`}7X;wRIf5X"MMSU3fx(er|DhC1,k9C0tz|n #

Z14B `S@p=G< 95



4P|n

IT8(;vLr,CLrZ?N=o/('51;wC#*8(;vLr:

1. %wU>`Sw\m,;s+wB(#

vV|DU>`SwT0r#

2. Z6p`MB-rP!q4P|n#|tCfeD|nD~{VN#

3. Z|nD~{VNP,dk1=o/('51kwCDLrD+^(76{#

IU>`Sw4PD|nD$w?<G \winnt\system32#r*|nbGGS53x

Lt/D,yTvhCK5373d?#;PhCC'73d?#(#,;t/D

Lr&C9C+^(D~{,x;G@?76d?#

@p=agB++?D(/E"w*LrDZ;vN}+Mv%:

\FO$'\/(: ICA0001e
?vC'O$'\/(: ICA0002e
?vwzO$'\/(: ICA0003e
E"P5/(: ICA0004e

kND IBM eNetwork FirewallN<s+TqCb)E"Dj{5w#
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Z15B \mU>M58D~

>BhvKgN(}dCM'Lr49CU>h)# 1C'T<(}wV IBM Firewall

~qw4CJwz1,I IBM Firewall +dkn4kI IBM Firewall G<~q4,

$DU>D~P#

y]@p=GgNdCD,IBM Firewall \zIs]?DU>E"#U>nI4T`V

X=,}g socksM(R}Kw#mb,I+U>D~4k`VmsOXT6p;}g

wT,E", rms#>B9{vKgN9CU>\mMU>58\mh)4\mU>

M58D~Ds!#

9CdCM'Lr44("f5U>D~

I9CdCM'Lr4xPU>\mMU>58\m# YhICDELUdcT|,y

PDU>E"#@p=zI}PLrwTMvmE"=v@p=U>h)#;Pw@

p=\m1EP(CJ@p=U>h)#(/E"*A(/U>h)P# \mDsiU

>E"*AsiU>h)P#

*K(f5CLr\}#KP,X*DG&;P@p=U>E"ZdkD~PvV# ;

&C+d|h)8rk@p=U>`,DD~,yT`&XhC@p="a#

t*i4wdCM'LrfeOD(/,rXk+(/+A8(*;v(/U>h)

DD~P#;&CY*GvD~8(24Z]#

BPDEH6G]vD,IwT46=n`DE"#X|;6=nOXD@p=B

~#

v wT

v E"

v /f

v vm

v X|

(iIE"6p*<,1=@p=}LH(#;sIT|D*/frvm,TuY"

an/M53U>Ds!#

EH6p;+7Xk{"jGs:`X,s:G (i,e,w,s..)#. zI\h*-i47(g

NXU3){"#

mSU>h)

SdCM'Lr/@wP,+w053\mD~1D~P<j,Tc)sS<#+w

053U>D~1D~P<j,Tc)sS<#!P0U>h)1#U>h)T0rv

V,T>K10tCDU>h)/#

1. !PU>h)T0rPDB(,"%wr*,Tc+;v syslognmS=G)10

tCDU>h)DhCP%#

vVmSU>h)T0r,gZ983D< 29 Py>#
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2. %w`M}74!q`M#`MGD~{#

3. U>h)7(qCG<DE"D`MM4#%wh)}7,!qBPU>h).

;:

v @p=U> - ;cD@p=U>,|(}KwU>

v (/U> - U>`SwD+iLr4,MP5D%4/f,CZ(/T>

v J~U>

4. %wEH6}7,Tc!qEH6#U>DEH6TmsOXTD]vNrP

v#y!PDEH6+*G<Dn!6p#

5. nkU>D~{#U>D~{XkPxT76(T drive M41\ \ *<)R=o

D~D76XkfZ#

6. 58\m;\k;vD~{`MU>h);p9C#1tCs,IZ\ZDy!

OuYU>D~s!#tC58\mm>hC fwlogmgmt |ny!vDN}#kN

D Z993D:58U>;#ITtCr{C58\mN}#

7. !qj{Dl},1=n/DU>PDG<&Cf5#5XksZHZ 0#1

fwlogmgmt -l |nR={OCj<Dn/DKPG<1,Ef5#1Fc#tU>

G<Dl}1,U>\m;|(1l#

8. dk;v58D~{Mj{76# IBM Firewall a)K;v9C?<D53h(

f5/}#+Gth*,IT9C plug-in f5&\#

< 29. mSU>h)
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9. !qj{Dl},1=f5DU>D~&CS58P>}#5XksZHZ 0#1

fwlogmgmt -a |nR={OCj<Df5D~1,Ee}#1Fc#tf5D~D

l}1,U>\m;|(1l#

10. %w7O#

|DU>h)

1. SU>h)T0rP!q*|DD@p=G<n,"%wr*#

+vV|DU>h)T0r#

2. |DZ{DVN#ghVNDj85w,kNDZ973D:mSU>h);#

3. %w7O#

>}U>h)

1. ZU>h)T0rPG)10tCDdknP!q;v@p=G<n,"%w>

}#

vV>}/ffe#

2. t*Lx>}1,%w7(#t;*Lx>},r%w!{#b;a>}5JDU

>D~#

58U>

f5}L:

v Sn/DU>P>}{ODG<

v +|GEkV"DD~

v 9ua{D~

v +BD~Ekf5?<

*t/U>\mLrTcf5}[DU>G<1,ITw=V!q:

1. KP fwlogmgmt -l |n

2. hC fwlogmgmt -l |n* NT $(~q#

e}U>58|(S58?<P>}J1DQf5D~#

*e}Qf5D~P=v!n:

1. KP fwlogmgmt -a |n

2. hC fwlogmgmt -a |n* NT $(~q#

JODG<MD~IU>h)(eP8(D547(,gZ973D:mSU>h); P

yhvD#

KPU>\mxLnP'c]D=(G+dhC*;v NT $(~q#h*t/|,k

(}9CXFfeOD~qTs#

}g,t*+U>\mf5xLhC*Z?l 3:00 AM KP,rdk

at 3:00 /every:M,T,W,Th,F,S,Su fwlogmgmt -l
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e~ DLL

kND IBM eNetwork FirewallN<s+TqCPX\9C4f; Firewall 1! DLL

DU>58be~ DLL DE"#

U>\mdv

ZCNN\mP*4P.0,U>\mh)a4P;)u<j{Tli#tR=KN

NJb,r1S|nPKP fwlogmgmt |n1,+"MoO=@p=U>h)#

J~r admin si (local0) U>h)!vZ;,D58frx;Gd|h)#yPU

>h)h*tC58Tf5#;},@p= (local4)M(/ (local1)U>G<;f5v

1ZKPf5xL1,|GDUZ,}KZh)(eP8(Dj<,m;=f,+?

Nf5{v mail rsiU>D~#,y,ZJ~U>PDE"G<G*CZwT?D

D"R;cf5|1PY?5#d|D,;c|`PCDJ~E"G<Z@p= (local4)

U>P#

(f5CLr

IT9C(f5CLr&\,TS10r58U>D~P(zzI(f# (f5CLr

zI\mE"DFmD~,b)D~;i/Mq=/9dWZ3d=X5}]bDm

P# b)moz@p=\m1Vv:

v @p=D;cC(

v @p=&mPDms

v T2+xgD4Z(CJD"T

(}9C5CLrM@p=U>,\m1IT(";v#fDE"D>D~#Kb,

IzImq/DD~"+dwkX5}]b53(ng DB2 5Pz7)PDm#\m1;

sIT9Ca9/i/oT(SQL)i/}]"zI(f#

(f5CLrw*@p=20D;?VxP20#2I%@20|G,"ZG@p=

wzOKP#dCM'LrIC4Z@p=OKP|G#ZG@p=Ozw,9C|

nP#

*K(f5CLr\}#KP,X*DG&;P@p=U>E"ZdkD~PvV#

;&C+d|h)8rk@p=U> `,DD~,yT`&XhC@p=U>hC#

kp"T9C IBM Firewall AIX f V3R1 O;vNNU>D~OD(f5CLr#+

G,IT9C(f5CLrT&m4T IBM Firewall AIX f V3R1 r|Bf>DU>

D~#z2I9C|G4&m AIX su U>#PX(f5CLr|j8DE",kND

IBM eNetwork FirewallN<s+#

9CdCM'Lr4KP(f5CLr

SdCM'Lr/@wP,+w053\mD~1D~P<j,Tc)sS<#+w

053U>D~1D~P<j,Tc)sS<#!q(f5CLr#vV(f5CL

rT0r,gZ1013D< 30 Py>#
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1. TZ IBM Firewall a)D1!f5j>,U>5876{G|,9uKDU>D~

D?<#Z0U>5876{1VNdkZU>h)T0rD058?<1VNP

8(D?<# dk58?<DxT76{#t*i44f5DU>D~,r+CV

NC*U#

2. !q(f`M#h*zz)dDU>E"}D,!qD>U>#*4( DB2 C(D

FmD~,!qmU>#t+a{D~wkK DB2,rIZU>}]O4P SQLi

/#ghC|`E",kN< IBM eNetwork FirewallN<s+#

3. U>D~{GNN9uD58U>D~"d|P'D@p=U>r;v AIX su U

>D~D{F#tZ0U>f5?<1VNPhK;n,r\;%wU>D~{}

7,T!q$wDU>#t4Z=h 1 dk;vU>28D~{,rZbodkD

XkG;vP'D"49uD@p=U>D~{FrG;v AIX su U>D~#X

k8(+76#

4. !qU>`M"@p=r AIX su#

5. dkdvD>D76MD~{#

< 30. (f5CLr
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6. !qG+mU>ksDa{mS=VfDFmD~,r!qq4f;VfD~#

7. CVNJmz!q*EkdvD>D~DE"DX(`M#CVNDZ];O*G

Ekj< Windows NTiR|nPDN}#}g,g{dk ″ICA0″ =VN(Xk|

(}E),Bpz}ZKPBP|n:

fwlogtxt < my.log | find "ICA0"

byG;)\+|GEkCVND5}nMa{:

}Kw a{
"ICA0" PvU>`SwP5/(E"
"ICA3" Pv Socks X*DE"(#ICA3000 - 3999)
"ICA2010" vPv ICA2010 vVE"
/V "ICA3" PvyPE"}K Socks E"
/C "ICA001" Fc ICA0001 E"}

8. %w7(,Z@p=zwO8(dv?<PzzksD~#

9. (f5CLra{xrT>NN4TKPD(f5CLrDmsE"#*i4SD

>U>(f`M<vDU>D>,%ww@p=dCM'feODU>i4w,"

dk+^(dvD~{#I0kSmU>(f`M<vD .tbl D~=}]bP,g

IBM eNetwork FirewallN<s+Pyhv#

102 IBM eNetwork Firewall Windows NTf: C'8O



Z16B *;xgX7

fE Internet D,(Tv$,IP X7D]_JbTC=4=X*#xgX7*;

(NAT)a)K;vyZX7X9C4bv IP X7]_JbD=8#

ITS;v\sDX7Ud(dMXG 10.0.0.0 A`X7Ud)VdX7x(CxgPD

X7#b)X7G(CD,xR;a)6x Internet#yTb)X7ITIm;v IP x

gX9C#9C%vQ"aD IP X7IT~X\`(CDxgX7# NAT +4"a

DX7MKZE*;IP'DQ"a InternetX7MKZE#Zk>=r1,NAT Y

+Q"aD InternetX7MKZE*;X4"aDX7MKZE# NAT DEcG|T

xW{XJm9C(CrG(X7Dxgk InternetODwz(E,SxP'XJm(

Cxg5P\sDX7Ud#xR(}9C NAT a)K=SD2+6p,\+(Cx

gPDX7~Xp4,9b?@g;\4=|G#

Z1033D< 31 5wK IBM Firewall 73PDy> NAT Yw#

2+wzzID TCP/UDP|+|GD4X7f;IQ"aD InternetX7#2+wz

DKZ+*;I;v(;DKZE#yPDv>|<+5P`,D4X7M;v(;

DKZE#bV*;N=F*`T;*;,|Jm\`2+wz~XZ%vX7.

s# IP W?M TCP/UDP 1W?P|DliM;|B#"P,SDns};^F*

64536(5JOG 64512),r*KZ 0-1023G#tKZ#k>,S\2,(x;G/,)

*;mn'V#}g,;P1 NAT *;mPfZ3d 195.9.5.2= 10.1.1.1D2,n

1,wz 193.5.8.2E\t/kwz 10.1.1.1D TCP ,S(9C+VX7 195.9.5.2)#

yP TCP/UDP&CLrzID|<\;*;#g{ IP |P|,D&CLr}]|,

IP X7,razzJb#X7*;D;vXp,VD&CLrG FTP#FTP XF,S

"v(DP,P ascii `kD IP X7D″PORT″|nr″PASV″Xp#ZbVivB,

NAT ;vXk^D IP W?PDX7,9Xk^DjXPD ascii X7MKZE#

fE4+"PD APAR,NAT D`T;M MAP *;!n+Jm*;k>Mv>D

ICMP |#v1fZ9CX(rl#D*;mn1,E\*;k> ICMP Xp|(ping,

< 31. xgX7*;
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1dAG,X7Zk)MyPDvm|(;I=oD?DX"4;{}"X(r",1M

ms|E")# ICMP X(r+;-*;(} NAT +M#Jmr\x ICMP X(r!

vZzD}Kwfr#

(}*;|D2+X7M ICMP i/j6{4'Vv>i//Xp ICMP |(ping ks/

Xp"1dAGks/Xp,X7ZkksXp),Tc4T;,2+wzD ICMP |\

2m%vQ"aDX7#

\m1&C/h,;*Jm3)X(D ICMP |,XpGX7Zk/XpMX(r,Z

2+MG2+xgdw/#PXJm ICMP (E?(} Firewall 1a}pD2+T#

&,kNDBPl$i#QZi?PPv,b*: 9C IBM eNetwork Firewall NTf

3.2 @XE'(Guarding the Gates Using the IBM eNetwork Firewall for NT 3.2)#

IBM eNetwork Firewall NAT 5V

IBM Firewall NAT 5V'VgOyhvDy>X7*;,+xPBP5w:

v jXP|, IP X7E"D TCP/UDP&CLr(}KBfyhvD FTP);\gOy

v*;|W?VN#b5>E UDP &CLr(}g DNS r SNMP);\*;jXP

|,DX7E"#

v j+*; FTP PORT|n#+G,Z PASV l&|P6kDX7+;;*;#

v *; ICMP ks/XpMS\E"#bJm,}g,v> ping \s TCP76 MTU

"V;y}7Yw#

v NAT ;lb TCPO*,+|Z>}/,*;mnM+Q"aD IP X7eXICD

X7X0~8@5;vIdCDUP,1#

NAT"}KwMm@dD5};%

Z1053D< 32 5wK;v NAT"}KwMm@dD5};%#
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YhZ@p= 9.67.23.2M 204.96.140.2.dV$("K;v IPSec ESPm@# NAT

vZ 9.67.23.2@p=K$n,r*bv2+xg9C(CX7#m@m;K&D2+

xg;9C NAT#}K5wy> NAT *;(spZ~v|PDVeVVN5wKZv

>X7*;Zd|P;^DDVN).b,Z1053D< 32 95wK4TwzDQ*;D

|;b0Z;v4*;D IP |#

;civB,}KHZ NAT JCZv>|,RZ NAT *;sEJCZk>|#rK

}KwfrGyZ4*;DX7D#1|, NAT Mm@1,P NAT $nD@p=K

D}Kwfr2yZ4*;DX7#Zm@Dm;K(YhZC@p=K NAT 4$n),

k>|D}KwfrGyZQ*;D4M?DX7(VpkTk>Mv>D;,iv)#

g{Zm@D=K NAT <Gn/D,rOvV[,1JCZ=v=r#

TZ1053D< 32 P5wD=8*},Yh?DG*Jm2+wz 10.1.1.1(}m@k

2+wz 204.96.145.9(E,r,S= 10.1.1.1D@p=XkPJm 10.1.1.1(}m

@k 204.96.145.9(ED}Kwfr#,S=?DXwzDd|@p=,rh*PJm

(}m@Z 9.67.23.1M 204.96.145.9.d(ED}Kwfr#

PX NAT D|`E"

g{kJmBPBn,r9C NAT :

v *K#$2+zwDX7,1Sf!@p=szwDG2+;C#

v `1}?,4"aX7Dzw2m;vQ"aX7,Tc|G\CJ InternetOD>

c#

v d|4TG2+;CDzwf!@p=sD~qw#

< 32. NAT"}KwMm@dD5};%
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SzD ISP qC NAT DQ"aX7#yPCZ NAT DX7<;\CZd|?D#

NAT PDV!n:

`T; |,}Z*;|D2+X7MKZETc\`(n` 65536)Z?X7\2m;v

Q"aD IP X7#bv2mDQ"a IP X7+~X>XX7,+G}K|.

b,z9h*m;vCZ Firewall G2+X7DQ"a InternetX7# NAT

dC+j69C`T;nDKZ*;yCDQ"a InternetX7#

*; CZ4(+;*;D2+X7Pm#

E} CZ4(+;a;*;D2+X7Pm#

3d CZ*X(2+X7#tX(Q"aX7#

9CdCM'LrdCxgX7*;

1. SdCM'Lr/@wP,+w0X7*;D~1D~P<jT)dS<#+w

0NAT D~1D~P<j4)dS<#

2. k!q NAT hC4dCxgX7*;#i#

vVxgX7*;Pm,gZ1063D< 33 y>#

3. NAT dCD~P|,DxgX7*;n+T>ZCT0rP#zITmS"|Dr

>} NAT n#

mS NAT n
1. SxgX7*;PmP!qB(,"%wr*TmSBn= NAT dCD~P#

vVmS NAT T0r#

2. SmS NAT T0r,%w NAT `MVNPD}7SBP!nP!q;n:

< 33. xgX7*;Pm
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v `T;Q"axgX7:mS8(D IP X7=#tD IP X7#N}G#tD IP

X7,R,1k*;mPX#

v *;2+xgX7:8(h*xgX7*;D2+ IP X7D6'#

v E}2+xgX7:8(&CSxgX7*;PE}D2+ IP X7D6'#

v 3d2+xgX7:(e;v;T;D"2+ IP X7=Q"a IP X7D2,*

;#

`T;Q"axgX7

`T;Q"aX7n*;|D2+X7MKZETc\`(n` 65536)Z?X7\2m;

vQ"aD IP X7# byM\9C;vQ"a IP X74~X\`>XX7# (z+

h*;vCZ@p=G2+X7D=SDQ"a InternetX7)#

1;v2+wz+|"M=G2+xg1,aVd;vQ"aD IP X7#bv(;D

Q"a IP X7GCZZ IBM Firewall M2+xgb?Dzw.d+M IP !#

g{zSmS NAT A;O!qK`T;,kdkBP5:

Q"a IP X7
SzD ISP !C|#b+I*yP2+X7<~XZsDc.xF IP X7#

*!q;vxgTs,k%w!qqC!qxgTsT0r#!q;vxgT

s"%w7O#ZmS NAT dCT0rDxgTsVNPMmSKCxgT
s#r_,g{;P$H4(xgTs,r+51SdkCVN#

,15 dk;vZ NAT \MEQ"a IP X7.0,X7*;I#VUPDVS}#

,15vJCZICn8(D IP X76'P9CDQ"a IP X7DX7*

;#

1!5* 15 VS#5D6'S 5 = 45#

*;2+xgX7

*;2+ IP X7n(eKh* NAT 44P IP X7*;D2+xgX7/# 1!i

vB,NAT 4P*;2+ IP X7/PyP2+ IP X7DX7*;#

g{zSmS NAT A;P!qK*;,kdkBP5:

2+ IP X7
8(;vc.xFD IP X7,4j6h*xgX7*;D2+ IP X7D6

'#

*!q;vxgTs,k%w!qqC!qxgTsT0r#!q;vxgT

s"%w7O#ZmS NAT dCT0rDxgTsVNPMmSKCxgT
s#r_,g{;P$H4(xgTs,r+51SdkCVN#

2+ IP X7Zk
8(;vZk,`FZ;vSxZk8(K2+ IP X7PD;,CZj6;v

IP X76'#b)ZkPD~xF;thC* 0 m>C~xF;OG;v 0,

thC* 1 m>C;|,Z IP X76'.Z#yT,ZZkP8(

255.255.255.255mwvP;v2+ IP X7G|,Zbv*;nZD,+G

255.255.255.0DZkmw C ` IP X7<h*X7*;#
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E}2+xgX7

;vE}2+ IP X7n(eK;h* NAT 4P IP X7*;D2+xgX7/# 1

!ivB,NAT 4P*;2+ IP X7/PyP2+ IP X7DX7*;#

g{zSmS NAT dCT0rA;P!qKE},kdkBP5:

2+ IP X7
8(;vc.xF IP X7,4j6&CSxgX7*;PE}D2+ IP X7

D6'#

*!q;vxgTs,k%w!qqC!qxgTsT0r#!q;vxgT

s"%w7O#ZmS NAT dCT0rDxgTsVNPMmSKCxgT
s#r_,g{;P$H4(xgTs,r+51SdkCVN#

2+ IP X7Zk
8(;vZk,`FZ;vSxZk8(K2+ IP X7PD;,CZj6;v

IP X76'#b)ZkPD~xF;thC* 0 m>C~xF;OG;v 0,

thC* 1 m>C;|,Z IP X76'.Z#yT,ZZkP8(

255.255.255.255mwZKnP;8(K;v2+ IP X7,+GZk

255.255.255.0mwSX7*;PE}K C ` IP X7#

3d2+xgX7

3d2+ IP X7n(eKS2+ IP X7=Q"a IP X7D;T;D3d# bv;

T;D IP X73dJmb?&CLrM',}g FTP r telnetM',k2+xgZ

?D~qw(" TCP a0#Z3d2+ IP X7nPDQ"a IP X7,\X~I#

tQ"a IP X7n8(D IP X7Ud#

g{zSmS NAT dCT0rP!qK3d,kdkBP5:

2+ IP X7
+;*;I8(DQ"a IP X7Dc.xF IP X7#

*!q;vxgTs,k%w!qqC!qxgTsT0r#!q;vxgT

s"%w7O#ZmS NAT dCT0rDxgTsVNPMmSKCxgT
s#r_,g{;P$H4(xgTs,r+51SdkCVN#

Q"a IP X7VN
8(D2+ IP X7+;*;IDc.xF IP X7#

*!q;vxgTs,k%w!qqC!qxgTsT0r#!q;vxgT

s"%w7O#ZmS NAT dCT0rDxgTsVNPMmSKCxgT
s#

|D NAT n

S NAT dCT0rP!q;vVfD NAT n,"%wr*TZ NAT dCD~P|

Dxg*;n#
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>} NAT n
1. S NAT dCT0rP!q;vVfD NAT n,"%w>}TZ NAT dCD~

P>}xg*;n#

vV;v7OT0r#

2. !q0G1r0q1#

NAT $n
1. SdCM'Lr/@wP,+w0X7*;D~1D~P<jT)dS<#+w

0NAT D~1D~P<j4)dS<#

2. !q NAT $n,+vV;vMZ1093D< 34̀ FDT0r#

3. zIT!qBPPDNb;v"%w4P:

v i$|,Z8(D NAT dCD~PDxgX7*;n#

< 34. NAT$n
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v $n/|BdCTT> NAT #i109CDxgX7*;n#

v ME NAT T{CxgX7*;#

v tCU>TtCxgX7*;G<#

v {CU>T{CxgX7*;G<#

G<

Yg,1tCK NAT G<M}KwG<,NAT +G<wV;,Dmsu~#(} NAT
$nfer9C fwnat |n4tC NAT G<#(}U>h)fer9C fwlog |n
4tC}KwG<#

BPn/+;G<=@p=U>h):

v \m1yvD NAT mD|B(}g,2,nr MAP n)

v NAT *;mD/,|B

v msE"

v <B|;OzD'\*;"T

v ?N$nMME NAT

4( NAT D}Kwfr

1zQjI NAT dCs,Xk*+9C NAT D,S4(}Kwfr#4iZ393D

:Z8B XF(} Firewall D(E; ,"9CCZ1S,SD$(e~q#CZ1S

,SD$(e~qD5}*:

v HTTP direct out

v Telnet direct out

kNDZ403D:9C$(e~q(",S;Tq!j8E"#

g{k*1SxkxgD~q,rXk4(;v#kNDZ603D:9CdCM'L

r4(~q;TqCj8E"#
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>vfoPT IBM z7"Lrr~qD}C";b6 IBM rcZdKwDyPzR

Fv#NNT IBM z7"Lrr~qD}C";5wr5>;\9C IBM z7"L

rr~q#y] IBM P'*6z(rd|\(I#$D({,NN_PH[&\Dz

7"Lrr~qyITC4fz IBM Dz7"Lrr~q#Zkd|z7aO9C1,

}KI IBM w78(Dz7.b,d@@Mi$yIC'TP:p#

TZ>D5Pf0DZ]DO,IBM I\5P({r4v({Djk#>D5Da)"

4xhzXZb)({DNNmI#zITTif==+mIi/"MA:

IBM Director of Licensing

IBM Corporation

500 Columbus Avenue

Thornwood, NY 10594

USA

>LrDmI$VPK,g{qCPXDE"T\;:(i)ZwT("DLrkd|

Lr(|(>Lr).d;;E"T0 (ii)`%9CQ;;DE",k*5:

IBM Corporation
P.O. Box 12195
3039 Cornwallis
Research Triangle Park, NC 27709-2195
USA

@UJ1DunMu~,dP|(Z;)ivBh*6Q,b)E"rmGICD#

>D5PhvDXmLrMyPICDXmJOGI IBM 4U IBM M'-iuna

)D#

>D5;rc*zz9C,d)x;xNNN=D##,rKRG\x;P#$,|

(Iz[T##kT;vX(C>DJKT#

>z7|,KIS{#aGs'.K"V:0d^zL2,*"Dm~#

Lj

BPuo* IBM +>Z@zrd|zRDLj:

v Common User Access

v DB2

v eNetwork

v IBM

v OS/2

Microsoft"Windows"Windows NTM Windows 95UjG Microsoft +>DLjr"

aLj#

JavaM HotJavaG Sun Microsystems+>DLj#
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IBM vfoE"

d|XZ@p="Internet2+TM#f2+TJbD

IBM E"4<PvZbo#

@p=wb

BPD5Z IBM Firewall CD-ROMM IBM eNetwork

Firewall w3O<IC=#

v IBM eNetwork FirewallC'8O, GA31-1909

v IBM eNetwork FirewallN<s+, SA31-1911

v 9C IBM eNetwork Firewall NTf> 3.2 @XE

'(Guarding the Gates Using the IBM eNetwork

Firewall for NT 3.2),SG24-5209

Internet M World Wide Web w

b

v Internet ,S~qw8O(A Guide to the Internet

Connection Servers), SG24-4805

v S World Wide WebCJ CICS L5&CLr

(Accessing CICS Business Applications from the

World Wide Web), SG24-4547

v S Internet CJ OS/390 OpenEdition MVS

(Accessing OS/390 OpenEdition MVS from the

Internet), SG24-4721

v CJ Internet (Accessing the Internet), SG24-2597

v (" InternetDy!z9 (Building the Infrastructure

for the Internet), SG24-4824

v AS/400M InternetwPwb(Cool Title about the

AS/400 and Internet), SG24-4815

v Domino@y: Lotus NotesM InternetPD2+

T (The Domino Defense: Security in Lotus Notes

and the Internet), SG24-4848

v Z WWWO9C MQSeriesD>}(Examples of

Using MQSeries on WWW), SG24-4882

v gN#$ MVS/ESAD Internet,S~qw(How to

Secure the Internet Connection Server for

MVS/ESA), SG24-4803

v AIX 53OD Lotus Domino~qw"Pf 4.5:

20"(FM\m(Lotus Domino Server Release

4.5 on AIX Systems: Installation, Customization, and

Administration), SG24-4694

v Netscapezm~qw (Netscape Proxy Server),

SK2T-7444

v (} WebKP CICSBq: = VSE/ESAD CICS

InternetxX (Running CICS Transactions through

the Web: The CICS Internet Gateway to VSE/ESA),

SG24-4799

v 2+eK:gN("2+D World Wide Web,S

(Safe Surfing: How to Build a Secure World Wide

Web Connection), SG24-4564

v T'C PERLxP CGI `L_U((Teach Yourself

CGI Programming with PERL in a Week),

SR23-7343

v 9CE"_Y+7(Using the Information Super

Highway), GG24-2499

v World Wide WebCJ DB2 (World Wide Web

Access to DB2), SG24-4716

#f2+Twb

v IP xghFy!(The Basics of IP Network

Design), SG24-2580

v 2+T*X:AIX V4.1 (Elements of Security: AIX

V4.1), GG24-4433

v s56'2+Te5a9Mbv=8J>8O

(Enterprise-Wide Security Architecture and Solutions

Presentation Guide), SG24-4579

v HACMP/6000(F>} (HACMP/6000 Customization

Examples), SG24-4498

v IBM +rx(IGN)2+T_T (IBM Global

Network (IGN) Security Policy), GC34-2206

v IBM 2+Te5a9:#$*EDM'z/~qwV

<s5(IBM Security Architecture: Securing the Open

Client/Server Distributed Enterprise), SC24-8135

v IBM 53`Sw:;vG\Dzma9 (IBM

Systems Monitor: Anatomy of a Smart Agent),

SG24-4398

v *E53*xD2+TEv (Security Overview of

Open Systems Networking), GG24-3815
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v AIX 53`SwC'8O (Systems Monitor for AIX

User’s Guide), SC31-8173

v TCP/IP LLM<uEv (TCP/IP Tutorial and

Technical Overview), GG24-3376

$5vfoE"

TBvfo<f0=K TCP/IPM UNIX:

v Albitz, Paul, and Cricket Liu.DNSM BIND(DNS

and BIND). Sebastopol, CA: O’Reilly and

Associates, 1997.(ISBN: 1-56592-236-0)

v Costales, Brian with Eric Allman.Sendmail. O’Reilly

and Associates, Inc.(ISBN: 1-56592-222-0)

v Hunt, Craig. TCP/IP xg\m(TCP/IP Network

Administration). O’Reilly and Associates, Inc.

(ISBN: 0-937175-82-X)

v Nemeth, Snyder, et al.UNIX 53\mVa(UNIX

System Administration Handbook). Prentice Hall.
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TBvfo<f0=K@p=M Internet OD2+

T:

v Ahuja, Vijay.xgM Internet2+T(Network and

Internet Security). Boston: Academic Press
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v Ahuja, Vijay. Internet OD2+3W(Secure
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Sebastopol, CA: O’Reilly and Associates, 1995.
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v Cheswick, Willam R., and Steven M. Bellovin.@
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Security). New York: Addison-Wesley, 1994.

(ISBN: 0201633574)
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18O(UNIX System Security: Guide for Users and
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and Associates, 1994.(ISBN: 0201563274)

v Garfinkel, Simson, and Gene Spafford.UNIX 2+

T5Cs+(Practical UNIX Security). Sebastopol,

CA: O’Reilly and Associates, 1991.(ISBN:
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v Garfinkel, Simson, and Gene Spafford.UNIX M

Internet 2+T5Cs+(Practical UNIX and

Internet Security). Sebastopol, CA: O’Reilly and

Associates, 1996.(ISBN: 1565921488)

v Hare, Chris, and Karanjit Siyan.Internet@p=M
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v Randall, Neil.T' Internet_U((Teach Yourself
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v Stevens, W. Richard.TCP/IP <b(TCP/IP

Illustrated). Reading, MA: Addison-Wesley, 1994.
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IZ:

http://www.networking.ibm.com/nsg/nsgmain.htm
CJ IBM m~Jcm#
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\m 69
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fr#e 51
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}KwfrM~q,(e 51

}KwdC,53h( 44
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$n,,S 42

r%J~+M-i(Simple Mail Transfer Protocol
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(";v,S 40
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SZ,xg

2+ 20
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