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W2, T AT U —I)VEREIL. 0 2 DOMICHEREEERT DHEND D F
ER

© Copyright IBM Corp. 1994, 1998 7



ZOHERIE, U FOFERMEEROY—ERZHANWTHRELET,

a. RAAS-a>bO—F—it - ZUTEXH>T, FAAS - a2 bhO—F—
Z1—H—DORFEICHEATE %

b. NetBT *—24 « U—EAF#GERE - ZHUTEL>T, TCPNP X—L - T—
Y A [E#iE{E T NetBT 2T 2%

ZL T, BHEEEZERETSIE, NT BRIl —FT U —Z2HL XTI,

7. T4V AR FERT 5IE. BT VY —HADN 5D, 2 OHIR %2R
O5EIICLET., BEARY—EATHEHATLZHR—METORNDINIZTONTIE,
E<HMLTHBNWTLEI W,

8. RFEOY « 77 AIHDAY v REREL LT, 7—7H1 71, Windows NT A%
Pa—I— Y —EAXATOAT P a—I)INEYa 70BN RERD
T, WMAR—=T [8155 07 « 72y A ET—HA T « T AINQEM] 25
LT ZE W,

Xy M7 —OBREET -0 —F
KOEHRZ, IBM Firewall #pROFIHO—EH&E L TRRAL T ZESI W,

T7A4 79— I)VDKRAKN%

tFay - XY RT=T A 2F =T =R (1 DFLEFEL  (NER
TFaT - XYy BT=IAEHINTNDEHD)

IP 7 RLA v SN NS 4
P 7 RL A YTy b A
P 7 RLA YTy b A
P 7 RL A TRy b XRY

FtFa7 X bhT—V A2 —Tx—A (1 DFF1FEK) (BETERZN
FEtLFa7T Xy FNT—IABEHEINTNEHD)

P 7 RLX YTxy b RAY
IP 7 RLA v SN NS 4
P 7 RL A L SUN NS
IP 7 RLX YTxy b YA

8 IBM Firewall Windows NT ki & DF8I=



V—4 — D4l

V=5 —D7 KL A

tFELT - RALS - R — N

€F 27  RAAL> « %—L-F—/)N\— (DNS) ® IP 7 RL %

JFEtFa7c RAS « F—LA «HF—/)N— (DNS) (1 DF/~1FER o IP 7 RL
A

tF 2T - A=) H—N—

KTV w2« BALY + %=1

W7 94780 IP 7RL X

JE—b 2714728 (1DFLFEL O IP TRLA

Windows NT Firewall ®J)l—hk «F 4L Z7 b —

(LEERITHT=% ROOTDIR)

c¥winnt (ZDOF 4 L7 MU —IZ Windows NT 28 > A h—)laNTnhs &
ELET, )



10 IBM Firewall Windows NT ii: & DF5=



B3R BRY—N—BLUVERI A7 2 FDERE

A#ETIE, IBM Firewall 0757 4 )b« 2—H—+ 4> H—Tx—Z (GUI) T
HD. Y —NN—ERRT T14T7 > NOREFEZOWTHHALET,

BRY—/N—DRE

WY —N—ldZ, 7747 T =N ~NOWEKZ Z14T7 DA 2F—T 2 —AT
T, KR —N—13, R IAT NS OEREWELUET, 77 AT T4 —
eI ETEITL, O—HA)L - x> L<BYE—b - OMKY 71
7 ORMODOEREZWUH TSI ENTEET, Wk —N—1&, —ERELEZS,
T7ATI4—)b X >O—EEZTIEI N,

WY —/N—0DR— h&EFIE. Windows XL —F 4 > 7 « AT L%EA A R—=)b
L7zT4 L2 R)—=iZdHbD NT H—EZX - 77 1),
c:¥winnt¥system32¥drivers¥etc¥services THRESINET., F"—rEFDT 75V K
& 1014 TEA, HERY—N— - —EXZEIEL, Y—EX - Ty AIVELFHL,
LU THRY—N— - B —EAZHBEITAHIET, BMLEEFa2UT 4 —ID
WT, INELETHIENTEET,

MR —N—=13, &#IE, O—HI)L - T2 LD 5147 O Fh 6 OERE %
FANDORETICREINE T, BAOERIIEFEINTNEEAL. IhHDF
Ta vEAETLIE, O RITN S fucfgsry cmd=change ZfEH L 9

localonly=
T7AT7 TN —H) - I 2INEDAEMTELNEINERLE
—§_O
localonly=yes
MR Z2ERTEZ01E, O—H)L - X MEDA T, ZHUET
T4 TY,
localonly=no
BRI TR TOY I MBS ERTEET,
encryption

R —N—~D, BZET—INEFa7 - ITyh - LAY — (ssl)iTko
THEH SN TWBENESIMERLET,

et 7 a 213 sslfile Z8F T 55513, #kY—/N— - H—EZ
ZEIELUT, BBREHLRTER0 R A

encryption=none
BEidFELERAL, ZNUIT 74V BT,

encryption=ssl
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o [FIRRIC, BEHENELFLTHICNT, 77475 )b XDkt Fa
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Feb 03 13:52:15 1998 mr16n18: ICA9005i: Starting remote configuration server.
Feb 03 13:52:21 1998 mrl16n18: ICA20247i: User administrator successfully
authenticated using NT authentication from secure network:127.0.0.

Feb 03 13:52:21 1998 mrl6nl8: ICA2169i: User administrator successfully
authenticated for Remote Administration Server using NT from secure network:127.0.0.1.
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J— FERZEBEEDO TICHEN® 225G, 774V TANEY— - TAaA2N)
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Iy hNT—=0 - F TV hElE, RAM Fy U=, )b—%—, (KA HE
HAxy hU—2, BELRI—HF—DX57%, Fy NT—=VIZT TIKEET SR
—%>hDZETY, FwhT—0 AT NI, HEREERTIERIC, —F
ADFEETLRBEDT RLUAZEELET,

FT72xr ME Al TAACER Y17, BRXOFHHICK> THEAIT2Z &
MTEET, Xy hT—=7 ATV MWL DODDY A THRH O £TH, K
ARNET7ATTH—NDE>EH R TT, IBM Firewall DF 7 4+ )L hDF*w
NT—2 «F 7227 NI, "The World T9., ZHUd, wWRELHSPS IP ¥ KL
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AE@WBANTZTO—=)N)) « FT P27 F T, Xy FT—=IRROT—0 2 — K
ANDFRAKEDOIUL BR=2D T BT —ZHERERT — 7 > — N ] | 508), 7
Tl b OIEREENRIZTE 7T,

FT72x NEIE—TH I N—TTHIERTHIENTEET, Ty hNT—T - F
T2 METXRT, IP 7 RLVABINT RLA <AV (TR y bk« XAV IZ
FoTERINET, LENST, 1 D04 T2/ NTREHMO Ry hT—72 -
T RUVAERTENTEET,

BROSATVNERWERYNTD =0 - AT 0 POEE

28

WDy hT—2 « AT 020 FEEETIHAIE. BRI I 7> T ES
—>ar - —m5 [RyMNI—H ATz H b 2BINLET, TXv kD
=Y~ F TV N FATOY - Ry ZANFEREINET. [HR 25707
Jo s LEd, BBR=CORKd okd7, TRy kD=4 - AT bOiEM)
FATOY « Ry 7 ADNERINET.

[ O-b) ok O-5 A5 ok mistn

2y b I—H - AT Y OES

&
AFT= ot - 24
A7 & |
K BR; |
P 7 FL2A: |
HIFxa -2 |255_255_255_255

VTR | 2w 7 A7

K9, %y hU—2 - 372z FOEN

1. 72z b 91T ANLET., ATz 0b-947) ORAREZEY
w2 U, ERRATREIR A TP 2 b - YA TERIRLET. NT 5= P ADM
Mo, [RAM 470X T2y hTRELS, Xy bT—=0] 14T D
ATVl FEERT 2 MNARTYT, FRTE24F T2 b - ¥4 T%, R
WWRLET,

e RAN - Fy FT—=V LOFED /) — R (¥ AZ1d. 255.255.255.255)
s Xy hNT—=2 - Y RLVAHBEERFEDOY T2y b « YAV TRHEOT 5 N7Z*
w RDT—2 « 7 RL ZDOELEHPH,
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s I7ATUA—I - Ty AT It—INEA A=)V LIEHE—-DIT > (XA
7713, 255.255.255.255) IBM LZIEFE LIV DY =7y M2 I EMNT
Z5DI. 77 ATIA—IN Ry NT—0 AT FOAKRTT,

e = — - "I T4 I EEEDFRY NT—JITI—T4 2T TBHHRAL (X
A 713, 255.255.255.255)

s {2 —Tx—R - R EDFYRNT—=D - THETH— (XATIZ,
255.255.255.255) 7 7 { 7 U4 — )V EDOT T TH—TH B4 EIH D £ A,

FTOx NAEATILET,

BMAEANLEDT., 207 40—V RIFEERIRTT,

ZDFTIP D IP 7 RLAZ, /INEREATE 10 EETANLET,

7 RLVADEY hEEETZY T Xy b - XAV EZANLT, IP XTIy DT R
VA EHIRLET,

TR &7 v LET,
XY BMND—=0 - FTOOM - TIN=T

Th—=T, xRy bT—=0 -T2 FOBEETY. JI—T13, HaRE DR
HEEAIN, BORUIEEZHRTZIENTEET, Xy hT—2 - FTDx
7 ML THLZICERENDZNSDNDTY RLAZ, 1 DDy hI—7 «F T2
Db N—TICEEDTHMEERTRERF, TOHTT, ZOMMIL, Bk
Brmside” RLADWINMAE L THERATEET.

a > D

o

I NT—=0 AT N TN—TaEETDHEE. Bk 7147 > FOF
Er—> a2 - vU—mns [(xy "NTI—=0 - FT72xz7 ) Z2RRLET., Ry b
D=0 ATz o b 4700 - Ry ANERINET., FRIIN—T)
BTNV LET, [y b7—=0 - FT2x o bDEM Y4707 - K
W AMBERINEKT,

1. VNV—T%E2ANLET,

2. MHEANLET, 2074 =)L RIFEEREIRTT,

3. [#R) 227U LT, INW—TOFT ol hEERLET,

4. 1T 22Uy L%,

Evb: BETSHY RLUAEHMZ, AJRELRBROE Oy NT—27 « TP b
WCEHETAZEE2BEHHLET, ZHUud. BHEEANEONT 53— A%
BELET, LTFOHIMN, ZOZEZFHIALTWET,

ACCOUNTING DEPARTMENT
Kevin's machine 191.1.10.1
Susan's machine 191.1.10.3
Helen's machine 191.1.10.5

Peter's machine 191.1.10.7
Bob's machine 191.1.10.9

Z® ACCOUNTING DEPARTMENT ®%w RTU—72 « 7217 N EER
T2IE, ZOTI—=TD IP 7 RLVAEHRE, YTy bk XAT %
255.255.255.0& LT, 191.1.100E AN L ET., TORYy NT—2 « F T
=7 b, DF0D ACCOUNTING DEPARTMENT I&. i DEIE LS8 T
RLZDWTNNEL THERTEET,
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72747 0=IBRDINYOT T

30

T7A4 74—V, TXTOMERKT 71 )L %, ROOTDIR¥config IZHAML £9., 77
AT T4 =) Tr7ANVDITXRTENY I Ty TEFTIMEANDT 714 77 % — I
&Ny 77y T LmWEEIL, ROOTDIR¥config T4 L7 RU—DENED/Nw 7
Ty Tl oTLZEWN,

NV DT T« TyAT I+ — )UK AEEICT 512X, ROOTDIR¥config 7«4 L7 b
J—DFXRTOMET 7 1IVEHIRL T, Nw 7T N=2a>D7yA )%
BHILTLESW, HxLEREENCT 21203, 74 )Ly —HHI2BHARR LG
LI BTSN,

F— T AT IR T 7 AL, UFICUARSINTVWETS, 774 7Y
=)V E®D ¥config T4 L7 FU—IZId, ZTIKUARINETXRTDT 71 IVNE
FNEZDITTIEHOER L, FEAED Ty AT T —IUHERT 71 IVDY, TF A
N TF 4 —THERAUBERBEEAETFARN - TJ7AMILTTN, TNE65DT774)b
DFEFREFIYR—FEINTWVARWZI EITHEEL TSN,

« carriers.cfg -7 v b« N)VEGEEEE

« cfgfilt.output

» explode.cfg

- filters.active - 7 4 )& —LEANEEPREEN E D M ERT
 fwadptcfg - *v hT—2 « f 2 H—T 2 —ADEFH

« fwconfig.map -7 7 1L # 2 &

 fweonns.cfg - 7 1 V¥ — Bk E R

o fwfilters.cfg - BITIHEMRE T ¢ )L 5 —

+ fwhttp.cfg - HTTP 7' 003 2 — Kk

+ fwmail.conf - SafMail #k%

« fwobjects.cfg - v NT—2 « F T NEFE

* fwpolicy.cfg - ¥4 —- R — - FTa>r

« fwrules.cfg - 7 4 L& —HlAIF > 7L — hEH

« fwservices.cfg -V —E 2 EF

« fwsocks.cfg -#§Ek27 717 > hM 5D Socks 5HiHI

+ fwtdefn.conf - 77— MEFH

« fwtpproxy.cfg - Bl 7 OF > —EHK

 fwusrdb.cfg - 771 74 —)b « I—H—+« T—=HFX—2
+ logmgmt.cfg - 7 —H 1 7iEF

+ modems.cfg -ET LEFE

* pager.cfg -RT v bk« R)VERE

« rcsfile.cfg - R —E X « IXNTA—%—
 Socks5.conf - Socks ¥k~ 7 A IV AR
 Socksb5.header.cfg 4Epk#5 % Sockss.confdd L —H — g 55>
« syslog.conf - 0 7 H§REE &
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FOE FASY - R—L - Y—ERDN KUY

ZDETIE., RAA 2« F—L - H—E X (DNS) DHERLHIEIZDWT,  IBM Firewall
EOREBRTHALET, DNS OoHMIZ, £Fa7 - 2y U= HBDOKRA MZIE
WMERELZVWESICLAERS, vFa7 « 2y FT—=THNEHOKRA MR R
A2 F—L o —EAERMT S ETT., DNS 2HEHTIL. EFa7 - %
v NI = RNEOI—F =T, 1 >F =y EBRETHIITRTOY—EXICT Y
TATHIENTEET, LAL., BFa7 - Fv NI OERIL. NS IE
HHEZEMTERNELDIILTHS20, RAFENREDI > E2a—4F—HDITT
WS35 R TT,

INZETIITE. RD 3 DDRAA L« =L« P=N—DNETT,
1. IBM Firewall 2 1 D

2. BFa7 - Xy hU—=IHIT 1D

3. BFary -y bhU—=24IT 1D

DNS 7% IBM Firewall 2 E DX D I T M EHET 51213, BIX=ND[X 10%
ZHLTL7ZE W,
FEtFa7
DNS
I%
e DNS-

T7AT 4=

A
v

O
€Fa7 - Fxy kT—Y ~ FtFaT Ry T2

[<10. DNS

T7AT7I4+—)E, €Fa7 - Fv NI —VUBIVOELFaT - Xy NT—2D
F—UL =N —[DOTF = Tz ELTHREELET., 7717 U+ —VOBHE%E
ERICEHTNDE, Fr v aBHRr—A - P—/N\—TF, 7717 74—)L® DNS
BRI, T—FXRX—=Z - 77 I EENTVRNNSTT,

BIR=2DR10 12, 77 A 74— )IVOEEEZRLET, T7A4 74— IVHEHSD
TITOUHZHWE L TARIZMAIR LT NE R snEEd, tFa7floxr—
L H=N—=ICHWEDLEET, BEN Ty 75— )VIESENDE, Ty AT
A=V, ZOWBEEIELF T o Fx—L U= N—IERITED E T,

tFa7  cFYy NIV LI IAT IR EFaTHOBHREERTSHE, Ty
AT I+ —)VFZFDEREZLF 27 MO DNS IZED, IWELTHHEVWET, DY
TAT > INELFTHOHEREERLTH, 774 7T+ —ZZDEREZF
CtFa7Md DNS ICED £9, BNkt 7ERICHTZ2HDOTHIUL, T
F a7 DNS IZRIETEER . LN > T, DNSIZZDREZE T v A 7T+ —
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JNIZEDET, JFEEFa7D DNS WERZ T 7 7 U+ —)VICED A, ZOER
13FEEF 27D DNS RAA NCESNET, LN> T I THEBBEHRMNRA W
THZEEHDEHEA,

BS54 7 MERW= DNS DR

32

DNS Z##KT 21213, By 5147 > bOFEX = a - V) —=h5, [P AT A
B 2RBRLET., Iy T3NS — - TAaAE=F TV LT, FR
EIRLET, TRASLY - X—L - Y—ER] ZRLET. IBM Firewall 13,
BIfT DNS W2 £ R L E T, THUILEETDH I ENTEET,

23 -l ot e —E R

@Dms O
a7 FAA - F—iy |
Ha V- FAA Y -F—b-F—1—@p FPFLA: |

Feta?: FALY - F—da-Y—1—@p FFLA: |

v TR K T ~7

K11, RXA 2« R=A4 - Y—EX

E: DNS 2B 5E, 774774 —)VIEBEED RXAA 2« 2—LA « —E AR
T 7 A IIVDORE EAREEEITNET,

1. T2Fa7 - RASLY - R—=A] 74—V RIFBETHDE, 77147 T+—)b
MIEEHSA R A NITT D RAA 4TI,

2. [EFa7 - RFALY - RX—A-H—/)N—] 7—)VRIZIZ. IBM Firewall &
SDSTA =%y "D OREINTNEERA NDLHTIBEIN IP 7 KL A &MY
DY —N—ZfEELET, MU E 10 BEERELDO IP 7 RLAZ AN LET,
AR—ATRYIUIERATI T ENTEET,

3. [EEFaT7: RAAY - R—A -HY—=N—] 70—V RITIZL, FELFa7 - *
W N =2 BT 2 EME2RRT D2 —N—2RELET., ZOT—N—1F, =
FRAOY—EZ « 7ONA ¥ =gt T 25D TY, /NEUfHE 10 EEIELO 1P
7 RLVAZANLET, AR—ZATRUIUIEBRANT L ZENTEET,

A HIRRES NS EF—LA - = N—IZEEH L, root F—L - H—/N—0D U X
REESELET, FEAEDT—N—DFRETIE, TOY XD ATY —IT4E
FESNETMN,  Mircosoft DFXEDHZ AL, HR 7 7 AIIVICEZIAENET,
DEEICELD, F—L - U—N—OEERLE LD Z LIIH D FHALN. (L
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Fa7 - R—A-Y—=N—] T4V FTEREINSEIEMLLET, 7L,
CHNSMELRS I ETEHD XE A,

a7 - R—4L - Y—N—0DER

tFaT o F—L = N—DFETIE. RIFROBENT 747 T+ —ITES
NBESITHET HHENHDET, EHED BIND 1 > TUAZT— 3 &7
BElE, PO L5 IT forwarders 3, BX cache X&ELF a7 « F—L4 « —N
—® boot 7 71 )NZEML £T,

forwarders aaa.bbb.ccc.ddd
cache . named.cache

KiZ, 7747 T4 —I)VERETSHFvy v a- 7 71)b, named.cachez{ER L F£
—g-o

. 99999999 IN NS firewall.private.com
firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

Z 2T private.comid, EFaT7HNSHEHEINDERAAL 2 - F—LTHO,
aaa.bbb.ccc.dddd, 77 A7 U+ =)D IP ¥ RLATTY,

S5, I AT T4 =)+ IRA K% DNS T—IR—AIEMT 3 EHTEE
T, IHOTNEI—T—F. IP 7RLADRDDICT 7y AT T4 —IVDKRA 4%
FHTHZET, 77147 4—)L®D Socks—/N—, HTTP 7OF 3 —, Telnet 7
OF>—, BEY FTP JOF =7V BATHIENTEET., =27FL. 2D
WIZIE. DNS BLUBIND O 4 HOFHIZH D, 2 DOBIMAT Y TINBETT,
ZOBEROFHEMICONWTIL, St 22l T</Z3 W,

FIT.A LOA—RERAAS Y « T—HXR—=Z - Ty )VITEBMLET,

firewall.private.com IN A aaa.bbb.ccc.ddd

PTR L d— K% reverse-lookup” 7 T JLIZEML £,

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR  firewall.private.com.

tF a7« Fv hT—=21Z DNS ZHWVWEBWEE, 771 7T+ —IWIESOEHRE
HAOTHRELRZTNUI/ZDER L. TOEEIE, 7747 T4 — IV EEHEREL.
[tFa27 - X—A - Y—=—N—] T4V RTI4TN DOtFaT -1
=Tz —AZELET., RIZ. LFDITZ c:¥winnt¥system32¥dns¥boot (ZiEMN
LET,

primary ccc.bbb.aaa.in-addr.arpa c:¥winnt¥system32¥dns¥fwnamed.rev

IR XS 7 fwnamed.revEfER L £9,

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (
9 5 Serial

86400 ; Refresh after 1 day

300 ; Retry after 5 minutes

654000 ; Expire after 1 week

3600 ) ; Minimum TTL of 1 day
ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR  firewall.private.com.
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€F¥a7 - 95347 bDIER

YFaT xR NT=TDIITA T MO, BETIREN Ty T T 5 —
IWTIEEL, BFa7 - %=L - P=—N—ZEs5NHE R ELRTNE 0 £
T, ZOFRER. tFaT7HOERE T 71 7T+ —IVONHEAEY — - Frv v
AWRELBRNWEDICTBEEDTIDT, BEHETY, £/, 202 EE. 77147
T =) OEEERMER LET, BERS5, BENF 7N 5IEEF 2 7
NOBEDREFEZEZVLEELBWVWED, 774704 —)LIZiEZhhb D RET NN
5T,

tFay - Fy RT—=2IT DNS ZHWEWGE, 7947 > NMEIT7 71477+ —)b
ER—L o U= N—E LU TRELZRTNERD 8 A

Yb—ERDAR

34

2 < DDA > =%y b EITREDODY—EXZRNHATHIEEZLEATVEY, &
DEHHATD TCPNP H—N—NEbNTWTH, T—EZIZIE, ET AP
Web H—N\—MNEENTNET, TOLIBRT—EZXZFHLTHSE I LDIZF, Y
—N\N—%3y NT—27 EOT 7 ARRERGINCEE T 57217 Tld7e <. A DNS i
= N—ZH&E L, I—F—DNELWEHEREATFTTELIIICLATNIERD £H
Mo

ZDEHIZIE, 2 DOHENRHDET, 1 DI, Y—ER - JONA Y —IZ1—H—
DY —=N—% RAAL > O—EELTEELTHE I HiE (DFD, F—L - F—/)\—
Eiz®), 9 1 DlF, BOTHF—L  H—N—2HEL T, ThEA>Y—Fv K
BT HZETT, Ao —Fy kP —EZ - TONAF— (ISP) ICE > TA—
Ve B—=N—ZHETBHIEIE, P TWVWIETY., ZOEEIE. BELEZWERA R
HBEYIP 7 RLAZTONA Y —IBADBENH D ET, LA web H—
JN—7% www.public.com IP 7 KL A 50.100.150.200CiEH 3 213,
www.public.com (IP7 R L-X 50.100.150.200)- W\ S &% ISP IZHEL TH S D4
BN ET,

IHIC, BFANEZELEWESIT, 22— —0D07 7y 7 U — V& HE
A=) RAA DA —)L5cHifg LT ISP ICEERL THEIMBENH D ET, ISP
WA BDHBEOHHEHIL, AN (gateway.public.com)EZD IP 7 RL A
(50.100.150.201) BEL XA —)L (public.com) 32T 2 RAA > « F—ALTT,

ISP MZNS5 DT —ERAZRETERNEARIE. BSOF TU LOFWNETT D LEN
HOET, TITEE 2 ODOBRENHODET, 1 DId. DNS —/)N\—% DMZ
NICELET 22 &, B9 1 D13, 7747 U+ —IIVEFR—L - H—N—ELTHERHT
5ZETT, 7747 94—NEfSETEFaU T4 —DERENEAT S Z
ERHOFETN, T AT I —INVITEINDT—FIR—=Z - Ty AV, &F
A7 Fxy NT—=JIETHEHERNEEN TN STY, 7717 T4 —)UIC
BENANDERIL, BELZWADOY—E RIS IEHIZT T,

DNS H—/\—DZE IR T 2 5EM1IE, DNS HL N BIND (BHEXHIZ ) A RSN TN
£9) OF 4 BB INTWET, BLERGES. ZOHBRBLTHATBNTE
IV, DNS H—N—DOREIENBIEETII D EFH A, HEMRIITo>THEH T E
MERBEORTT, EMENNLILEHIT. TOHIHEEZKBEL T EI W,
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2 ONTIE, BSR=20 TRy ~ 7Ll #5IR LT FE ),

Microsoft @ DNS H—/N—DEA

Microsoft @ DNS H—/N\—%4 > A b=V 95551, a>hao—)b Xx)L] %
F—=7>U, TxybT—=4) . H—EXR 47 . BN DEICZY w7 L,
[Mircosoft DNS H—/\—] Z#RLEXT, 1 A N—I)LHD CD-ROM DHEIZ
2D ET,

DNS FHREIER

IBM Firewall faid# 12i&, 774 7 U4+ — )V OREBRICDWTHILZENE £
NTWET, ZOEOHIC, DNS BEEHL < HHLTWAHETAB DT, =C
IZ1&. nslookup 2~ > RZH L T, DNS > AT ADEEMATZHET 5 > koY
RN TNET,

BRY 7N

At a TR 77479+ —IVERBETDEROY > TIVENS ONEIRL
F9, IFTEAEDHIN, DNS BAETHEBHEKICERZENWTNWET, ZTNSOHFD
WITNNIZI—F—DFRy NT—INRERINTVDEEEFEDETFL, BOBOOD
B, ADA A M—IViIZE oMUz dTsLOICLTLEE
W,

Gl 1 FEEFaAT - A9—T71x—ARD DMZ AIC DNS Y—nN—DH 3

BHOMELT, #FFay - Xy FT—=THIZBWT DMZ NDF—L « H—/)\—
BEETLEOONET 71V E BER=2"D 1A IZrLET,

X7 -2V ET—H
DMZ - public.com

tXa7 - &y bT—% -private.com

K12, JFFa7 - Fxw hT—=2I1281FE DMZ NDF—LI « H—/V—

ZOE, HRAFY hT—2 private.comZFRLTWET, TOFRy hT—2I13,
tFa7 A H =T A4 fw.private.comT, JFELFa7 - A1 F—Tx—A
#MY gateway.public.comiC& % IBM Firewall DERZICHEL TWET, ZORED
DMZ 3. #tFa7 -4 —Tx—AIMMEIN, F—L - F—/)\—
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dns.public.com FTP H—/\— ftp.public.com X Web B —/N— www.public.com
EENTVWET, ZOTFUFTEETT SO dns.public.comiZdh b 7 7 -1 JUILLL
TOEBDTY,

db.public

public.com.  IN SOA dns.public.com. admin.public.com. (
1 ; serial number

10800 ; refresh after 3 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

; Nameservers
public.com IN NS dns.pubTic.com.

B

; Hosts in the DMZ

dns.pubTic.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200
ftp.public.com. IN A 50.100.150.203

; Mail-related entries

public.com. IN MX 0 gateway.public.com.
pubTic.com. IN CNAME gateway.public.com.

db.50.100.150
150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (

1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day
202.150.100.50.in-addr.arpa. IN NS dns.public.com.
203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.
db.127.0.0
0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day
0.0.127.in-addr.arpa. IN NS dns.public.com.
1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache

D7 7AIIVOREFUCEAL TE, AFDOYA biZHD FTP NOHEDIL— b+ % —
L —=N—DYUARZEZIRL T ZIW, ftp/ftp.rs.internic.net/domain/named.root

boot

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache
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o274 w7« T4V =TGR DNS b5 7 4 w7 22K DRET DT,
(EFa2UTq—-RU>—]) )Xx)LD DNS FRFFA) ZFHAFRRICL £9,

Gl 2. ERAA Y —71x—AD DMZ HIZ DNS DdH3

ZOPITIE, KARELT DMZ @ DNS FHEHAR—L « H—=NN—EIZH D F£IN,
DMZ 3dEtF a7 - Xy FIT—V EEICA 2 —T 2 — AT ERB (1 5—T
T A mENTNWET,

T27AT24+—IL

K13, BEH A >4 —7 x—X D DMZ D DNS

dns.public.comb® DNS 7—% « 77 1)UL, BEFiOFHEFRTCTT, ZOFR—L Y
—N—=Z/NT Ul « = N=IZT7 7 AAREICT SO, b7 4w 7
AW =" F—TFBN, R EETFLT Iy AT T4 —INT—4 « 7
AN EIE—=LURFER0 £8 A,

NS T 4w s T4INI—FF—T T 5I2iE, DNS H—/V—HEA, DNS &, B
FUNDNS 7907 7> FEE @ 3 DOHHAIFT > L —hrE2aE—-LTL/ZaWn, £
NZENOHAORRIGERTEZ. local 5 routed ICZE L TLEFI W, KIZ 3D
OFHROBAIT > T L — 2 —EAICED, 7O0—E#HZUTOLIICHREL T
<7EEWN,

* DNS 7 917 > bR& >

* DNS % <---

* DNS #—N—H&: >

* DNS H—/N—ME: <

V—A AT ~hELT The World %, %8564 727 k&L T dns.public.com
BT AEGNICZOY—EAZEHET,

=B ETOIE. T T4 T T4 IV —EREL, D, F—L Y —
N—IZHR LT 7 7y EIE—FT DL RTDIENNETT, T T4
w7 e T4 )V —EHRETHITIE. UFEITVWET,

1. TF+aVUFqs— - -RU>—] T, [DNS HBRFHFnr]) z=FHTEEICL T,

WEE RAA >« x—L - H—EZON> KUY 37



2. dns.public.com(’—A + ATz M) D™ T 7 AT I4—)LD DMZ A > 5 —7T
T—A BEA T R AEHEEML£T, JNITIE, DNS 5k oY —E
AMZENET,

Vo JEREEZEHETSICE. LWTFOfTE, 7747 94— )LD

c:¥winnt¥system32¥dns N boot 7 7 1 ILIZEIML T 7ZE W,

secondary public.com 50.100.150.202 db.public

secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

KIZ, P—ERBIEIY 2= —~H, DNS H—N—OHP—EZX&FI LS, H

WBEIL TS 7230,

Bl 3: Z7479F—-NVEtF*a7 - F—AL - -H—N—-ELLTERTS
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T7AT7 I —I)VE@AOLFaT « F—L - H—N—ELTHEHATBICIL. B
tFa7 = N—FLIlHET—IR—=A - Ty ET 747 7+—)V EICEE
LET, TH5FBHZETYIAT NI, 7747 T+ —)VEEAND DNS H—/)N—
ELTHRURTZENTEET, ZOHEICEFRTSU A2713. DNS H—N—0, &
FaTHNSOERNELFATHNS DERNEXGITELRNWZ EIZHD £,
LMo T, BENONIEDY T4 7 M2, ZOtF a7 HOFEHRN R X
NET, I—H—13MEADLF 27 DNS IHERERT I ENTE/R<RDEL,

ZDHEEFTTHITNT. I SA47 > NEFERLTY 74 77+ —)l DNS H#E
ERRTDZENSIHDET., [Fa7 - RX12 - F—A) 74—I)VRIZ, &
Fa7 Xy NIT—=UTHHTHERAS Y « x—LZUANLET, [BF2T -
F—L s V—=/N—] TA4—=I)VRIZ, T7A4794—=I)IDEFay - A2F—Tx—A
ZUARNLET, [FEEFaT - F—L4 - H—/V—] 74 —IVRIZ. BAD ISP 215
Rt rx—L - H—N—Z2UZARLET, RIZT. TZOWEKZEZHET 2D,
7714774 —) LT reverse-lookup” 7 1 IV EMER L £

PUROBNTRITZ T 7 1)V c:¥winnt¥system32¥dns¥fwnamed.rev Z/ERL £7,

ZOHITIE. 7747 94— DtFaT - A 25 —7x—A%4IT fw.private.comT,
IP 7 R 21 10.100.100.1C79,

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (

1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day
1.100.100.10.1in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

KIZ, LLFDOITZE c:¥winnt¥system32¥dns¥boot 2B 3,

primary 100.100.10.in-addr.arpa fwnamed. rev

ZDOTFUATIE, 2—F—DII7147 > M, MEH® DNS H—N—&LT77A
7% 4—)b (10.100.100.1)Z$5RT B L ORI N2 TN B0 EF' L. 774 T Y
F — VI RER ORI E EBHITEB LT, 3 2 7AEROMRIZH D £H
o DED, 77474 — )V EOBRY —N—FLZ7O0F>— « —/N\N—ITH
WMITHEDEFaTMMIIAT D, TryAT7Ur—)VE&, FANATIERS IPY
RLATEZRLUATNERD /A,
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SE7E SafeMall

IBM Firewall SafeMail 7 — k™7 =1 12lZ. SMTP ~ T 7 4 v 7O — h =1 HhE
A TWET, IBM Firewall SafeMail ¥ — k7 =113, vF 27 « A=)l - H—
IN=—DSIETFaTHADA Y E—DiliniEE, BEEBRAA OLZRLENS
Pk Ed, EEF a7l FaT - A=) RAAL ADIGEDHHHL ET
M, ZOB. £Fa7 « Fy NT—U ZNBORENSRELET,

SafeMail l&, A>7 >V « AV =27 &F T LUERAMN, AT - AU —
Z2UEFEGITLHZI-F-HOZREMELET., FMICTDONTIE,
LSafeMail T —t—H 1] 2L T /FI W,

SafeMail 1%, EEHNSZEHAN, U7 IVIALTAYy =200 T, 2RI
KO, SEIERYZATR, T7A T T4V ED Ay —IRH BT ORSFICE
THEMSEZRBT L ENTEET, 2L, BETHIA—)L - RAA VICEL
T, FFEDOBREHNLEIZRDET, BRICL>TZOEFIT, BEDT VA
M= a ML TIEADTRENWIENHDET, TOXIRLEEIT. W47k
SMTP H—N\—% A L. SafeMail DfHDICA > A —I)VLET, SMTP H—N
—DEHEEEZA AN —IVTIEHEEE, EF 2T —DMERET S LD ITHERR L T
IV, FELIT. B2X=>>0 [SafeMail Dfth 01z SMTIP 2fHT AL 2%
L T<EZ N,

B S547 > &R SafeMail DHERL

SafeMail 253 21213, BkZ 547>« FESF—2 a2 - —hn, [P
FTLEH] ZBIRLET, [Ty AI) I3 —] 7A4AEF T I L
T, ZRZEWIRLET, [SafeMail | Z3IRL £, IBM Firewall (&, HERRFE A D A
)= N—=BELARRAAS DY AREERLET, 771 X— MIDOKERFEH
BA=) s RAALZTEIZ, 1 OOHEBZERLZTFIUIRDEE A,

1. RAAEBMTDICE. TEFR) 28R, -T2 22Uvw L %7,
(A=)« b=N—0DBM| Y1707 « Ry ANERINET,

2. TFa7 - RAAY - X=A] 74—V RIZIE,. 77479 —)VOtFa
7 U A ROI—Y—N, it INDZA—=)L « RAA D ZHFHTIERITHND4
HIZNAD £,

3. T&Fa7 A=) -Y—=N—--X—=A] 74—V RICIZ, ZOHEENEHIN
A=) e = N—DKRA M EIINEEAE 10 BEEERXDO IP 7 RLARA
NET, ZOY—N—IF. WINrOtLFa7 « xy NT—=2ZRTFNUERD
Tl FHELEZRAALT 1 DIZDE, 1 DOA—) « Y—=N—%ZLATDHIEN
TEET,

4. IRTUwY - RAL Y - R—=A] 74 —=)VRIZIE, 7714794+ —)VDIEtLF
27 A ROI—F =N, WREINDA—) « RAA 2R HBITIRICHNS
LHIMADET, tFa7 - 2y b=V OMEZE®RT 272012, Fa7 -
RAA 2 « 2= LADOROLDICZDEAFIINMERINET,

5. T8 270w 27 L%,
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*— IV ERIEE DEE

A—)UHERIHE 2 AE 21213, YA MNOHBEZZERL T, [#—=F>) 22V
v LR, A=) - B—N—HBROEE| 51707 « Ry ANEKRINE
@—0

a7 - KALY - R—Al 74— RIZEATEE A, BoA—on THY
V547 RAEBWNE SafeMail QiR TOFHD LS 1T DT =)L R
THIEMTEET,

E:

1. DLRIC SafeMail 2L TWT, 22 TEFa7 « A=)« Y—=N—2FETS

. BT LUZA=IL s U—=N=1ZZDORXA—)L « = N—ITL> TEHINE

2. VRctEF a7 « A=)« H—=N—ZElRL T FEic, 2Z2TeFa7y
A=)l e Y= N—ZEETDHE. ZOA—)L « Y= NN—ITHRITEMETNET,

< v

*—)Vi5RkIE B DHIFR

SafeMail #pIEHE ZHIFRT 51218, U A MAOEHHEZERL T, THIRR) 22V v
LET. HIBROEENZREINET, [TH8) 22Uy 7 LU THIBRS 25, HibkZ
POLEEE BUE] 22Uy LERT,

tF+a7 - Y—N—0DIEK

TFLT A=) H—=N—OMRTIZ, 7747 T+ —IVERAD R AA T
ER-N F'?I/f&b“(?aﬁbf&bj‘hbif&@iﬁ/u Z9952&T. EEFa
T X2y NT—=ITDOA—INNT 7 A7 T+ —IVIZESNET, £k, &Y —N

—l&, TIAR=F« RAAS Y« ZF=LAFETTREBSAHRAAL Y « F—=LAIZT R
VARESINIZA v =B ZIF AN I ITHR LT R0E L. 771
T I =IDELFaT - Fy NT—IDNEDEREELET B EZT, TXXTOHE
ENRNAMDO R AA 2« XF—=LEEBITUARINET,

tFaT - Ry MU=V WNIZ 2 DLLEDORIEDO A=)l « RAA 20RH2HLEEF. o
TFIATHMRALADA—)VE, T7A T T+ —I)VTIERLZDOT—/)N—ITHE%
INBEDITHERLRTNERDFER A, 2O5THE, 7747 T4 —IILOARLE
HERARMMEB N, 774 7T+ —=I)VDU T IV A LDk ERERE N EH I HERE
LET,

DA A DB

40

FEFaT - 2y NT—=DITHBELREKRIT. 7714794 IVEFy RT—=T7 DA
— IR E U THIRET A I EETTY., U—EZX - JONA Y —ITIKEL T, &
FEHRE DNS H—N—IZBIML TH 55 TLEI W, BEET 2 NSO
AL DONTIEIRIR = [ieeEs RAA Vv e 2—) . H—FPZON R
ilesmLcZan,
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ZOHMIZE, A—IVEZITANTEWE/NT U T « RAAL 2« F—LD A — )L
BELTIyAT7 I+ INEUANTEHIETT, ZEZE BAA Y « F—LAICT,
tFa7 - Fv T —=INTIE private.comZ, £F 27 - Fv b= TIZ
public.comZffE T 5855, 7 7177+ —)Uid gateway.public.com=fEET 5 I &
MTEEXT, ZOHHFE, 7747 T+ —IVDRAMBEINIP 7 RL A%, @FE
"A" LO—=RFBEY 'PTR LO—REEBHICUARINEHRANELT, JONng
F—IHRELTHEWNWET, KIZ, user@public.confi TD A —)LZ&ZIF AN/ D
T, TORAAL DO A—)LHHEE LT gateway.public.com® ) A R 325 RAA >
public.com ® MX L d—RZEMNTHLIIC, TONA Y —ITEKBEL X7,
user@somethingelse.cofi TO A — )L HZIETL2HEIE. 771 7T+ —ILbIFT MX
La—RZBMLULTYARLTLEI N,

SafeMail A—¥—#0O

SafeMail I3, ®Z5FHEMEDH S, WHNKREL ST T 4 v 7 EHEETSODL—
H—HOZRMELET, UL, 1A ML —3 a3 VKT SafeMail 2792 2 & T
RtINET, ZOHKM TSNS Software Developers KitDFEHIIZ D W T,
IBM Firewall figaid 22U T<7ZE 0,

ZDHEREIZ L D, UsrCheck(BEREZ AR T 5 Z EMNTEET ., ZHld. SafeMail 2%
BREINSINT Y FEZETHEOCHEOHEEINSBHDOTY ., ZOHEEICIT, AT
LDIRBIZET 2N DD T 4 — )V REFDRGEARMNESNET, ZOMEERIC
GENDZOIL. FAEDOLEYar ID, REBIUVZEY—N—0 IP 7 RL A, #ilc
ZELZIR Y ROE#. BROSNEA/NNT Y FEeEG0EXNy 77 —T1,

ZOMEEEICA > TUA RINEMEDY A TON DNELFITRLET,

o BLINEEAN - UAL

o RSN TVWERWEFEIEF, LA, FENYREHEELEI 7O b a—
R X=LRBEDAFY >~

o FAIABGIHTFATE SCFHOikER

o Awt—IEHK

WERGE, Y—R - N—Fg4—8pa>5>V - A7Y—Z27 - TJO¥ 7 kN

DAH—T—A%A > TIVAL T BRI, I—Y—HOZEHTHIIED

TEET,

I—F—HOBETAY =20 LXK DT D E, I—Y—HIOHEREI
SafeMail ICHIHHI— RZRL £9, SafeMailld. 3<I2, #IE SMTP H—/N\—~OD
BRHEHEAGLET, R, 77074 —)b - OZI32—Y—HONREL =#
HI—REEFODAy—INEZAENET,
I—Y—HOZERT DB, ZOEEIINT Y hEZETHTEIRTERHEEINS &
WO ZEIRKEMITITLZS N, £z, YATLDNT = P ANEZELZ LIF
IRNEDIT, TELETENIT/ERT 2LDITEREL TS EI N, ZOHREIX
RIVFALy REEETEITINAIDT, ALy RICTEEEZLZHEZWXISITERL
BRI FEEAL, ZOI—Y—HOE, <IVF « ALy REBENARET, 7D
_cdecl HIRHAIZFHTES 02 /81 I —TERTE X9, IBM Visual Age C++ 5
KW' Microsoft Visual C++ Hl®D Make 7 7 1 )VOY > TIVHNHEINTVWET,

#7% SafeMail 41



SafeMail Db Y IC SMTP Z{ERT S
SafeMail DfERAAREE(L

fhd SMTP H—/N— « T O%¥ 7 k& OEZEZ BT 2 2912 SafeMail Z # FHAEEICT
51213, yY—EX arbkO—J)b ¥Rx— ¥ =05 SafeMail b —E 2 % dHAHEIC
LEd, Windows ® [RFZ—F| AZa—mn5, [FBE. 2> bO—=Jb XxI. Y
—EXR] EERLET, AZ0—)LLT. [IBM Firewall SafeMail H—/V—] % %R
LET, RE—=bT7vT) 20U LET, [RE—NTVT %471 740—)b
RS ERARRE 2&#IRLET. [TH 227Uy LET,

SMTP B —/N—DiEH;

SafeMail DfXH D IZ SMTP H—/N—DEHEEZ 1 > A F—ILT2I21E, W< DD
MEBELES TR0 ERL, ZO17 2 a2 Tld, SafeMail & [altEOHERENFFT
SNDEDIT SMTP T 27201, SafeMail D 2 U 7 —HEREIC DN TR
BHHL £9., SMTP ¥—/)\— - 7047 M2k > Tld, SafeMail D¥ X7 O—ifi% 3k
TTERVDHDRHDET, LENST, 7057 NOBAOBIZIE, FHTES
BEREC N LT HHAELZ K <HFAXRTNS, BATHEDICLTSESIN,

A=NFREBFAEF—N—T7 0 —SBLZOBELZ DT HRPANDNHD X
To A=NFBITHZMER LIEWTENET 2 7IIVEFHOT—/N—1dH D XEAN,
A=V ERDT 4 A7 « R a— L&A TIUE, A—ILREETFICBET 5
BREBKMTZ2ZENTEET., 2595 ET, A—N—T70—LERBITHINT
TAT T4 —IIOMOEEICEEEZ G A D ARIEEZER/NRICHAD I ENTERX
ER

A=) s H—=N—=IZFa7 - XYy TV IETHEREZBELTHEIIEDE
BETY, HBOARKEZEIDA—INZEHET LY —/N—IL. SMTP OHHANZHE > T,
Received:E WO\ ¥ —1TaHALRITIUIRDER A, ZONYY—ITIE, BAE
NEFay - Fxy NT—0%2 Y TTEEDIEATLHREMENH D 9, SafeMail
TIEERZUET LR, ZONY Y — (72 TXTHROREET, SMTP H—/N\N—TH
INEFRUIMEETBEDITHRL T</ZaW, £z, SafeMail Tid, 771 X—Fh
BIDORA N HZETXRTRNHARAA AICEZBELEXT., ZHUTEKD, Xy hT—7F
BRI T THEDIHEHINS RO S 2 ERNS SICBREINET,

SafeMail DY)V - AF¥F 5D

42

SafeMail OO F > 7 H DY > TIVELFIRLET,
Feb 03 13:46:11 1998 mrl16n18: ICA2163i: safemaild started.

Feb 03 13:41:14 1998 mr16nl18: ICA2177i: SafeMail connection 0xd71e7al9
received from RACK3BD.

Feb 03 13:41:21 1998 mr16n18: ICA2179i: SafeMail has forwarded 215575
bytes for connection 0xd71e6118 from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:21 1998 mr16nl18: ICA2178i: SafeMail session Oxd71e7al9
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:23 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e831a
received from RACK3BD.

Feb 03 13:41:36 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e901b
received from RACK3BD.
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Feb 03 13:41:56 1998 mr16n18: ICA2179i: SafeMail has forwarded 215567
bytes for connection 0xd71e7al9 from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e831a
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:56 1998 mr16nl18: ICA2178i: SafeMail session 0xd71e901b
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 346
bytes for connection 0xd71e901b from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 358
bytes for connection 0xd71e831a from 9.67.144.52 to 9.67.131.250.

0z« Avyt—2, AFZERLET,

« ICA2177 - HiRlEER OHLA

« ICA2179 - IEH T

+ ICA2178 - %Zf3 SMTP H—/\— & D il

* ICA2181 - SafeMailic&kstv i a JEGAHEI— ROFMICDOWTI,
Firewall i ZZRL T /230,

* ICA2180 - w3 > DT
+ ICA2182 - I—HF—HMOiIckstya S

$7E SafeMail

IBM
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F8E 77AM4T7UA=IVICKB NS T4 v DFIHE

ARETIE, Bk 5947 > NEHWT, 77474 —I)VNTORy hT—2 « K
T4 I EHIETEHECONWTHHLES, 77147 U4 —)lid, TFZ/—
ke T4 —EHWT, B4l IP 7 RLA, BT T3y M EOEEDOFNKEIC
HONWT, Byia LNV TNANTy b7V —UELET, 745 —
3. tFa7 Ry NI A =T A L F AT FYRNT—=T - A
=Tz —ADETEHEET, 74N —1E. 77140704 IIVORKIRET—
T3 EEEZH5ZER A,

FIFIENOBET, 7747 T4 ITREDI T T4 w7 HbtFaT - Xy bk
TJ—=2E kL FaT - Fy NU—VMEFRNDIEFITEER L. BEDY AL TD
NS4 RtEFay  Fy NT—2EELFaY - Xy NT—VRZHRNS X
ST 21T, B EER L TR0 £/ A,

B S147 2 bR\ IRGRDIER

Fw RO—=0 «F T2 b, BAIF T L —b, Y—EXABIOEHGEIERT S

213, WBRX—=2D 14 [RTHERY 9147 > NOBREZEZHHL T,

B *vbhNIU—0-FTPxV E, Y—EAXAZX/IL Socks T L—h (BB
WIEZZ DM A) ITBEAMA T T, mAB T SN2 EOY 1 TE2EHEL E
. HHERIL. RETERY NT—U - F TV FEEETRy NU—2 - F
T TS LIMESRSINS, KEDYLTDIP hTT74 v 0%
EELET,

H—ER
1 DFERZFEROBAIT > T L — S EREINET., EETLrY hU—2 -
FT7ox hEwry NT—0 - AT METHFAID LIS EIN
5IP NI T740IDIATEERLET, IzE XL, Telnet ZiFrI L. PING
ST A2 —EXZHRTHIEbHDET, (FTPH—EZXD 1 DI,
8 DOMAIFT > T L — N THRLET), IBM Firewall 213, 7 %)L b -
J—ERADTY FIMffNTWET, 607V a—RF74)b b« U—
EZZHIBRTEEEAN, BED 74—V REEAFTHIENTEET, L
ML, INSOFMERT —EANBEFICEDRWEAEIE, BHElT> 7L —
rZ2HAWTHLWHRAZERL T, S—ERICBINTAZENTEET, &
MIZDONWTIE, BZR=20 TH VP ZQEZE] ] 2B L T/Z3 0,

WAFTL—b
T7AT7 T4+ —)VIZFERLT, IP X7y hOIEIEREHICTHEDOVWTZD
S EfTHOEET,

Socks Fr7lL—Fh
T7A 7 I4+—)V Socks T—E HRL T, IP X7y OIS EIEEN
WKHOWTZEDOR B EITHOEET,

*ry b= ATz O b
Ty AT I+ —=IVEMNFETBHRA L, I—HF—, ¥ T %y Ml E3F
7ty NU— R EFZEEEZLET, NS IP 7 RLABLYT RLA -
NAZIZEoTEEINET., LENST, 1 D20F T2V FTry hU
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—27 « 7 RLVADHPHEKEZET I ENARETT, Xy b= - F TP
7 RE, TI—TIT B ENTEET,
XYy bD=H - FTz O TN—=T

1 DFRRBEEORY NT—0 - ATV hERLET, INHIE. HEik
EOFEE EERIN, BEORUIEEZERTLHIENTEELET, WDOND
7 RUVAZ 1 DDF%y NT—=0 « ATV bk« ZI—TITEEDT, M
ERTIET. TOHTT, ZNT, TOFRYNT—D - F T2 k7
=13, BHROBREILNBERONTNNE L THEATSLZENTEET,

T7AT 24—

EpEnt=
EHEIL—IL

it

BB
e D
FRiTHERL
BETIERL

FEATAE R
// | \\
ey kO— - AT TH FI HY—ER 'H Socks 7 FL— k "H

A

RAIToTL— —’-‘

X 14. $EkE DIERL

HAERY - ERZRAWIZEDIER

Ui E LTRSS 2 DOARIMMIT SN2y NT—0 « AT 7 hERIFXRY B
=0 «F T2z b« TI—THORKEDY A TOEZ, #Frld L <I3HESRT
B0, B EERT D2HENHDET,
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Xy hT=0 « F TV FEERLULRIC, EHREFERLET. DXy bY
=7 F TPz RERIN—TE, T7A T I EBERITEZET T4 v
DHNDREFILELTRRL, H5ORY bT—2 - ATV bEREBTIV—T
ZHdel UGERL XY,

PBGEERTZIE. BRI ST ROFEF—a> - VU= [T 4
I BB, 77 A TANY— - TAALEZ TV Y v 7 LTHER
EHALET, HESRE 2BINLET. MHEHEURN ¥1707 - Ry s AMn
FRINET, FR 2L T, #—F2) 22Uv LY. lex=aK
B3 1c"d MBSO ¥ 705 - Ry 7 ANERINET,

e Ty AT Ir—ICkB NS T4 v o 47



=1 (O— L) $EIEND

Dl FrREHROEMN,
3
= ﬂﬂ:
E{Em y: 2
I I y< 3 i
_OEEHROTY— A
=5 ELj ER.
b
A-hAEEn
‘| | LJTﬁﬁﬁ
—OEER® socks #K5:
=5 ELj ER.
b
+ | | i
v TR 2 mH d A~

X1 15. $E#kEDEN

1. Emosaiz AT LET,
2. BRoRikE AN LET,

MEEIX) 74 —J)VRTI, T#IR) 22Uy /LT, TRy bD—2-F7
UM Fa7al - URARDNSFRY NT—0 - ATV M EEVET,
4. 3% 74 —I)VRTIE, BR) 2270w s LT, xybD—=0 -FT2
b a7l - UANNSRY NT—0 - F TV hEEVET,

5. ZOEROY—EXZEETHICIE, TEIR) 22U v r L, s CHlEd
HRTT 40T DI TERIRLET,
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6. UARMS 1 DFERIZEROY—EXEZRAT, #EHEIEMLUET,

7. Y—EREBRL., TLABH) £/213 ITABE 22Uy 2L T, UAbL
EARBEZ DT ENTEET, BIR=—20 THEGEOIEFEAMTI] 28R LT /7
Uy,

8. U—EXIZ, BIRLT IBRE 27V vV THEMRETEIENTEET,

. TCDEHEHAD Socks R ZHHAL E9 . Socks DERZITOICIE. AT v
T 5 M5 7 EETLTLIZIN,

10. IRNTERLLRIC, [T 22Uy LET,

11. BROITNTEEIHLL £9, box=—20 MEgoiEail| 22B L T2
W,

-3

125 b)

1ZEAED IBM Firewall Z—H =N DRI, 1000 £ T, HAIOE NS
WIEE, NI 3 =X ARHZABEEBIRELRDET,

XYy hT—=0 A2 =T x2—ATN\Ty b 22ETHE, T7A4T7T4+—)V K
ARCADHD, HTW HDITBERAR <, Ek S N RO JegEn S FAIN
BHINET, N7y S OFERNEMRICHAINOERE—HT H5H1E. £0
7O ary (FalERIHER) DERONET, 7y AIVEERERRL TH SN EOHM
S5iaWGEE. BERIFEGEINET,

B b FE o dE LIS, FICHATRAVWER TR FHICEWTSES
W, 72X 7 RN (1.1.10.X) OEFH ABC &, #Bf9 ABC ONERD
B—=N—ELTHEHTS, 7 RLAN (1.1.10.7) DX > > 2ROBEERH D
£9., ¥ (1.1.10.7)% Telnet b7 7 4 v Z IR L TR S5B0WHT—N
—THDIZDITERINL W E1E, Hift:Deny telnet for Dept ABC server
% FEi: Permit telnet for Dept ABC DRIICEMN/ZITIUI/LD FH . Bkt
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Feb 03 13:46:53 1998 mrl16n18: ICA9037i: Firewall interfaces being updated
automatically on Tue Feb 3 13:46:53 1998.

Feb 03 13:46:55 1998 mrl6nl8: ICA1032i: Filter rules updated at
13:46:55 on Feb-03-1998

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both Tocal both T=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both Tocal both 1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both Tocal both T=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both 1=y f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp/ack eq 25 gt 1023 both local both 1=y f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6n18: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any O both both both 1=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:7 permit 9.67.130.154 255.255.248.

0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both T=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6n18: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure Tocal outbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:10 permit 9.67.131.250 255.255.255.

255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound
1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:12 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure Tocal inbound
1=n f=y t=0 e=none a=none

Feb 03 13:46:58 1998 mr16n18: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any O both both both 1=y f=y t=0 e=none a=none
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FREILTT., ZONXT Yy hOFRETIIYE—FTT,

LT D HMEI Y LET,
mA BRINA YT —ALDOBITREZETSH/NTy M

AN R
I RT—=IMERBIRL A 2 —T 2 — AT A TLB/7 vy M
TOMNDR

BIRLZA =T —ANS%y FT—=2ICHTW <INy M
o7&l 74—V RiC Ndwn) 2&58E, TOHANC—HT5H 515/
o RIS, BRIEN (T5—) T77A4A70+—)b - AJICkEHEINET, &
DINT A= —ZfFELLTWE, T7HILME Tz I/ ET,
TETHEHIE) OKEIZ 27U w7 L, HET DA bHlEZ2@=IRL =9, B
{EHIE O ERAE—BT 2 IP /N7y MEHRDEGE., RO X D ITHRE
Nk,

(FO RANIE A by ¥ — Wi BXOFERFE—BL£T., BiFoha,
R— MERIZEHR SN, —BLHBRINET,

A Wi EWR Ay =R L £T. Wity —08ga, K-
MERD —HT2HENH D LT, Wi OBHEIR, R— MEFRIZESRS

NE9,

WWZ FEWR 720N £9., Wity Y —EWRIZZDNT A= —IC
FOBRAEINET,

Ny E—
JEWTH EWT A b\ =720 ML ET, WIFIZZD/INT A=~ —IC
IR ENET,

ZDINT A= —%FRELRW\WE, "iFa]" HAIBI 2L HAlOm 50T 7
I RE. NEwn) iIZkanxd,
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A COFEOREICEFZRAELS., A7y S 1 ([TEBESINE IP IR ISEES
nNEd, ZOUBEICKD, —RUITASNTWS /Ny MR L2/ L
F-IET TCP AW H — -« I MM EEZIINZOEMEET,

INT Y s ANy =3, EEINZ IP HHIE—KT 272DI12id. /8y MERD.
d— RS NZHAITHEESNZ/NTA—Y—DTXRTE-HLARTNERD R
ho T2 EZZNT Y R OEE, R— MEMZRS TXRTO/NT A—F—N—F
ZHHITHEOICHHEINET,

NIy F£213 THEH) 2HHE L TW2ETOBANC K > THR LTS e h -
EHEEE. WICHAT 71 VO FEIGBEME N2 RBEOBRANCE > T, X7y i
Wi MHESINET,

IP #HABRIEE DZEE

fERR U7z IP HRAIZZEE T 5121d, ROKIICLET,

1. MHREWWZ b oMFO#MES TV w7 LET, (P HABKOEE] ¥
A7 Ry I AMERINET,

2. BOR—) 51088 b5 7 ¢ W ZHIHIOH 2 A X1 TOFHHD LD IT3%Y T
574 —I)VREEELEL, [T#H 27Uy LT, EEZITVWET,

HAIERLIE B D AIER
HAERRYT 2103, (RAIUR ) »SRMERL T, MR 221092 L
i‘a—c

FRERY—EX

IBM Firewall 2%, H—EZDT74)L b « &y kAT O—REINTWET, B
—EREEF, 2EAE Telnettwy > a>DEHIC, 771475 ILENLTHEED
YATDORT T4 w7 ZFAILED, HELEZDTHHAOEES L IT. MHFD
ty hDZETT, BAIT > T L — b E2HWTHBRBIZERL T, v—ERIE
M5 EMTEET,

T)O—REINTWET T4k « b—EZXZ, UFRITRLET,

All non-secure
FtFay A2 =T —AZ@EBTEIXRTON T T4 vV ZHESLE
-d—

All permit
TRTONT T4 w7 EFILET (FT/Vy 7 HBOIZRE)
All permit, in one direction
ITRTDO LT T4 v ZFHFAILET (T/Ny 7 HHIZHRE)
All secure
tFaT AT AEBEBRBTHIIRTON T T4 v 7HEELET (&
FaTa —EROHLE
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All shutdown
TRTONTy FEHESELET vy YT ERET N D)

Anti Spoofing
TFaTEBILT FLADA NI > RIEEFaY - Ty hEHEELET

Broadcasts
FtFa7 A =T —ANDTO—RFr Ak« Awt—IF2EAL
ESr

Config Client non-secure
FtFay Xy NT=INSDOMRT 747 > O ZFAIL X9

Config Client secure
tFaT Xy NT=INS O 547 > O EFRILEXT

CU-SeeMe
FI74)N bk« R—k 7649 BL 7648 D CU-SeeMe Video

DNS queries
(EFa2UF4—+RU—) » DNS BEZEFFILET
DNS transfers
DNS V' —EikZFF e LET 2 KFr—L « —N—0D§5G
Domain Controller Authentication
A—H—BREHD R AA VHlHEEICHEAZHILET
FTP proxy in 1/2
FEEFay - XY NT=INST AT T4 =)D FTP A 2)\NT > RZ& i
L ET

FTP proxy in 2/2
T7AT7 I =NNSEFaT « Xy ET—=UAD FTP A 2\ > R Z&FFn]
LEd

FTP proxy out 1/2
TFaT XY NT—INST AT TH )LD FTP 77 b\ > R &7
] UET

FTP proxy out 2/2
T7AT7 T4 —=INNEIEEFaT - Fy NT—TAD FTP 7T SN\ R%E
LT

Gopher proxy in 2/2
T7AT7 I x—I)IVinstFay - 2y bT—U D gopher ZFF L X7
Gopher proxy out 2/2
T7A7 I x—=I)IIn6IELFaT - Xy NT—T D gopher ZFFr] L £
HTTP deny non-secure
FLFaT AH =TT —ZA~D HTTP ZHEABELET
HTTP direct out
tFaT - Fy MU= EIEEF AT - Xy NT—IAOEBED HTTP &
FrefLEd
HTTP proxy in 2/2
T7AT7 T =6+ « Xy bT—=IAD HTTP ZiFal L X7
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HTTP proxy out 1/2
tFaT7 - FY NT=IDNS Ty A T T+ —)bAD HTTP (A—  8080) %
AL ET

HTTP proxy out 2/2
T7AT7 T4 —IMSEEFaT - Xy FT—=IAD HTTP ZiFn]L £ ¢

HTTPS direct out
tFay - Fxy NT—INSIEEFaT - Xy NT—IAD HTTPS (SSL) %
L ET

HTTPS proxy out 2/2
T7AT7 T4 —=Im6kEEFaY - Fxy bT—=TAD HTTPS (SSL k> *)))
ZEFRILET

IDENTD
Socks 7O RN DI1—H— ID ZHFALET

Mail (EFa2UFo4—-RUI—) BT7ATI5—I&fLIcA—Ib T T4
v EHAILET

NetBT Name Services broadcasts
NetBIOS over TCP/IPFx—LA » H—E ARSEBEZFH T L £9

Ping tFay %y hU—=U05DEREOHHFANDY T M)\ 2 K PING Z#fn]
LET

SDI authentication
tF+a7 - Fv hT—2® SecurlD ACE H—/N\N—~D#EHFi 2= LE T

Socks 1/2
tFa7 XY RNT—=IMET AT T4 —)LD Socks DFHZFHFL £
—g-—

Socks deny non-secure
FtFa7 - 7HTHZ =050 Socks EHAGL 9

Socks in 1/2
FELFaT XY NT—=TIMNE Ty T T+ =)D Socks DFFHZFAI L
ESE

Telnet direct out
TtFa7 Xy NT—I0EIEEFaT Xy NT—=IADT T NI 2R
Telnet Z§Frl L £

Telnet proxy in 1/2
HEFaT - Xy NT=INST 7 AT T4 —Ib\DA 2)NT 2 R Telnet %
FFAIL £ T

Telnet proxy in 2/2
Ty AT I x—=)instFay « Xy bT—=IADA NI 2 K Telnet Z#F
ALY

Telnet proxy out 1/2

TFaT XY NT=IDNST AT T4 —=IbANDT T F)NT R Telnet %
FrLET
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Telnet proxy out 2/2
T7AT7Ix—=InoIELFay - X2y bT—=IADT77 ~)\NT 2R Telnet
ZEFRILET

VDOLIVE Direct In
tFaT NI FaT -V IAT O NEHFLET
FEEMBOT L —Y—0kEIZ, UDP AR—b 7001 ZF0MEH NS L D1
RERR U 72 ud72 0 £8 e

VDOLIVE Direct Out
FFa7y - ==\ >5tFay - V7347 > hEFILET

WAIS proxy in 2/2
T7A 7 T4 —=IInStFaT « Xy NT—T D WAIS (239.50) Z#r] L
EJcH

WAIS proxy out 2/2

T7AT7 T4 —=Nm6EEFT - Fv FT—U D WAIS (239.50) Z7Fr]
LET

Y—ERDERE

BRI (1 DFA3ER) 2EHRLEBIE. S—ERCHA (1 DEAIZEE) Zamd
SZHENRHDET., BRI A7 > hDFEF =2 ar - )—=n5 [F5 T4y
HIE EBRL, BT TL—h 2T U I LTHS, [H—F
A ERIRLET, H—EX-URRM 4707 - Ry T ANERINET,
() 25 TNy T 5E, CERT LS [H—E20En)
FATAY Ry ANEFRINET,
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S (C— 1LY = 20580

S Y—E 2Miah

1
~
S
A

S |
MAA 55z 2 b
SO %# ELi —
s
EFiEEh
Tz
| | o

H—EAD LT M

O L 8ad i IJ:E??J.L- "I

BinLdaoLEE: | LEFLL ~|

Rz L) G | FELT, |

SEUE

(L i -1 1 = &= [
[ Bfhcka$lE =70 |
fﬁﬂ-‘:‘: IE w I ET: IH - I

Eealfelf b (o RS- — B Aok
( {eEREIE Y — EA A el

v TR | mn BEENE

120, H—EXDEM

BRI SAT7 > bRV —EXDIERK
1 Y—ER&EANLET.
2. HMEANLET,
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3.

ras4$l#EoLtEE] 70—V RTIE, ZOY—EZARICERIN-HAIT > T
L—hroalHHREMEEIREEFRTEIENTEET, 2EAF, aJiklEz

L%ﬁrmmijuﬂﬁbTW6EW?/7V rotw b E#HAADEEIE
ZDOY—EADEDIT, REMZ NIV ICHRERET S Z &@T%iﬁo
:@%ﬁ@@%ﬁﬁﬁm‘:@ﬁ—EX@ﬁ%%WK@%i?OFDﬁﬂﬁ@i

22X 74 —=)VRTIE, ROWTNOMORIREHZ AN L T,

o FEXL - BELFEIZESC/RD, HABKOREEEZZOEEHHAT 5,

e IV - ZOY—EADITXRTOBRAN—FLZEEIC, OF - LO—RaEE
AT,

e WA - ZOY—EZXADITXRTOMAIN—KLEEIZ, OV - LaO—REeHE
ZIAFE TR,

07« L= 74 )V —HAFICESAENS5AIE,. 0F - LId— RIOR
SNTNBEN IP )Ny RS OEBROMEIZ/RDET, —H L7740y —HH|
EOJICEREET S E, 2EAIE, ERoTObaleR—hEESRED, TvA
T4 IV, P XNy FONFICETHEERIEHRERD I EMNTEE
ER

B FERED EEEZ] 70—V RTIE, 2OV —EZHIGERSNHHIT >
TL— b OWREHIEOREBEIREELETETHIENTEET, £EAE. Wi
LRI ZEE T TR ITEREL TWAHAIT > 7L — Dty ZHABAD
LA, 2O —EXADLDICZOREEE NIV ITHEELEETLHIENTE
£9., ZOREMOIB/ELHEIL, O —EXOHAIEEKICEHEET, WAL
flfHO EEE] 70—V RTIE, KOWTINEANLET,

o EEXRL - fEELHEITESICRD, RABKROREMEEZZDOEXEMAT 5,

o 13V - fEED IP X v b, 2EZR, EMA. WA Ay Y —BLUANY S
—72 L DOWiHF & —T %,

e WWZ - JEWTH - Ny FOARE—EL BRI bANY Y —F723ANy ¥ =T Lk
B &id—E LUz,

o B - MiFbAY Y —BIUANY Y= LUMFOAE T D, JEWH &13—
HLWn,

o AwH— - FEMHBIOMHIAY Y —DAE—HTD, "N & =72 LW &
13— L7z,

FrZHI I & o T, R 2 &40 —E X HH%’&ﬁT%i? L7=M
> T, ZOY—E R, ?ﬁbthﬁﬁf@&ﬁﬁf? Y —E RICHZ D5 E

M2 WS, TOY—Y A3HICERTT .

Control by Time of Day ( BEZII(C & 2 HIE)
—H OPERER & TN K > TZ OY — E X ZIEEb £ 721336 8
IESEEWESICERLET, 24 KB Z2HEHALET. 2074 =)
RZEMERAEEIC LU, Time of Day 7 4 —J)L Rid 1 H 24 FfiAE
2T,

Control by Days ( HIZX 5
WERZIALV A —HICE DK AT D a—IlIZL>TI DY —EXEIF
L EZIIEELIE258IGERLET. 2O —EXZIGE#H LT
L, WEEMEIET 2003, THRERIHIELIE) 7 0 —)V ROMEIC X D Bz
HOTHEELTLEIWN,
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Time Control Action ( BRI HILIER)
ZOY—ERAZIE L ZREOMEELT 2581, HEE LERREO
M. Y—EXZFEL) 2RNET, 20T —ERIT. 15ELRRELEL
S OFITIEEE IRIT/2 D £9

ZOY—ERZE L ZRHEOREEELT 255138, [H8E U/CRE
DOEl, Y—EXRZFEEL] Z2EVET, ZOTF—EAL, HELLE
LA ORIITEBE L SN K T
6. [BR) 27Uy /LT, ZOY—EXEHETHHAEZRDET,
7. T70O—) FIIVERNT, HHORETLESLEDMEERAIN—Z « 77 1)Z
HFIADEIZ, ZNHE2T 4 IVI =D Y TEHHEEROET,
---> Left to Right indicates that the Source and Destination of the

Connection gets written directly to the rule as it is written
to the Rule Base File.

<--- Right to Left indicates that the Source and Destination of the
Connection gets reversed when it is written to the Rule Base
File.

8. N7y hEZIETSE, IBM Firewall 13/87 v bINOGH & JHAIRERR 7 7 1 LN
OHAIE DL E, 77y A IIVOEEN S L £ 9. &IOS N7z K
RTHERIIHE T U, BAINICHBAENZTY V7 2 a VINEITEINE T,
—HO#HAZ T —E21EmT L, RAIOEFZEETSHIENTEET,
b—ERXR ATz b UAMDSHAIZRIRL, TEABH) 4T (A
REE) "Y>E7Y w7 LT, HAIOMEZEELET., bdWiE, [BRE]
2010w LT, HAZRETSHZEHTEET., Wk 2107 > M, HAIO
BATERY A NERRLUET, [THR 27Uy 0L T, ZHEERELET,
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8118 Socks Y —/N—DIERK

Socksld, U—F v b LN - F—= T AHDOA ¥ —Fv MEETT, 77U
r—3a >, Web 78— FTP, /213 Telnet 72D TCP ZAT 255
3. 7 R AZEHIZ Socks —/N—%fHH L 9. Socksid. NI IP ¥ RL A%
FEik L7z S A > —%y BT 7B AT HHAITELEET,

TIRNTRER (EFa7 - V547 2 M5 EEFaT - H—NN—~D) DI
&, Socks—N—lcid7 O+ — - Y—=N—LEUCHWNH D £9., T7bb, &
wiarEIyAT7Ix—IVTHEIL, Ny T =207 R L AFECHEZ
REL NS, I—F =2 EDOELF 2T « Xy NT—IANDT VA%
NBLFTC, ¥ a7 « R7ZFITET, Socks—/N\—iZid, IT—H—Iic& > THH
FEOFENH D, BIMOEEELZISEDHD £ A,

Socks —/N—id, *v hT—T A > —Fy MNEZBBTDEITXTDOT T b\
>R TCP ERZEZMRITZETH I ENTEET., SocksH—/N—IZIZVE—K - 77
Uhr—a> - TalIh A =T 2—ANH27=0D, TFa7 « RALD
DIAT N T I LANETTEEEL. 7y AT U= T—T AT —
a>OtFay = N—IZXo TS TSN, V347D IP 7 RLRIZ
[ZikSNET, 77 A1d. Socks HANZBEAT T S 72 7 1 IV —IT & - THhilfE S
NET,

Socks ' —/N—ld, 7OF— « $—=N—1ZHEPLTVET, LNL, JTOF—-
Y—=N=T 74 774 —)VTERIC TCP/IP #REZFITT B DI L, Socks ¥ —
N—=ZA—H—Z# L. WEEE Ty T I+ —INENLTIUYAL Y NTE72F
TY. EBEO TCPIPHREIL, 77 A 7 U+ —IVTAB, V75347 T—U A
T—a THEITINET., ZORR, 77107 U4+ — IV TOUENRENMNET,
tFa7 - Fy bT—VDOI—H -3, SockstEHEZEZYR— T 5LED TCP/IP
MmEEHTSZENTEET, K21 T, vFa7 - Fy NU—JHDI AT >k
M5O HTTP ERZ2 172159 % Socks H—/N—ZFHHL £7,

T77AT 24—

http Web Server 5 SOCKS LB —Fy b

H—/\— Web Server 5

_
L)

Socks H—/N—I&, WEL IP 7 R L AZRNRIITHIAN SRR L 9.

X 21. Sockst—/\V—

IBM Firewall 1213 Socks 7B b))l N—2a > 5 Mb0DET, ZHickD, &+
a7 xRN IT—=VRNOYIAT7 NI, ELFaT -2y NI DOT TS —
a7 VAT HEIORIEME/NATHIENTEELT, £/, IBM Firewall
W, BiEESNRHTO0F>—, BEOWSDONDA M) =3I 27 « F—F 4 4B
LVOETH - JobhaloryaFr—E2bEEICANTNET,
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Socks 7T —E >1d. Windows NTH—E X ELTHEL. FO> AT AMNEET S &,
HEWICBEHBLET, 610, BHI—z O M2HATEBD, b—N—%2F_%
— 5 ENTEZT, BHI—Y > MNE, FETHBTAZENTEET,

IBM Firewall 1213, 3 DDFEFET O 7 7 A IVOE KX TD A L— XTI ANH D,
Socks 7O R N—=23 > 5 7547 RN LENS, £ A —=ILEHD
Socks 7O R N—=23 > 4 V547 O N3 EHEFHTIENTEET,

1.

ROHHEAZTOT7 71 IVOHEIE. 7 N > REBGEIZEHTEEIC/R 5T,
Socks 7O hI)V N—=a > 4 75347 hEFHT 5. Socks 7O k)b
IN—=2ar 57547 heFRATINCERES, E01—Y—bHERKTHZ
EMMTEET., ZOTFUFTIE. A 2NT > RERIIESSINET,
BiT7O07 71 I)VOBE. Socks 7O ) N—2 3> 4 12— —3HEHFETD
INAIMEFESNEIN, Socks 7O )V N—2 3> 5 I—HF—FFENHET
I, 12N >R Socks 7O b)) N—2 3 > 4 BlddES SN, 12\
R Socks 7O hI)L N— a3 > 5 EFHIGGREE RO S NE T, UL, AlEE:
J07 74T,

L RERTO T v AIIOBEEIE. ITRTOI—T—N Socks 7O k)L N—

ar 507747 heERL, ARSEEREZ A THWET,

Firewall 21 > A b—)L 9% &, Socks Y —/N—I3HAIEETT A, Sockstisk~” 7
AIZIFHHNIA > TWEH A, Socks”Z T4 7 > bAY Socks B —/N\N—Z [T %I
3. WY 5147 > N ZEBWT Socks Z#RE L2 Ud 7D £8 A, Sockst—E
ADFEFHEDOFNZONTIE, BER=2D [Socks DHIL] ZHHRL T EI W,

Socks ZAMAIN N—=2 3y 5 H=—N=—DYR-bFTSB70Fa)

Socks 7O )L N—2 3> 5 H—N—id. LAFD TCP LW ubP 7O +a)l
E. BELo7obha)lEYR—FLET,

72

Archie
Finger

FTP
Gopher
HTTP
HTTP Proxy
News
SNMP
Telnet
TFTP
RealAudio
RealPlayer
Whois
X-Windows

MZ T, RKEHPDODETA—=I - 7547 "I R—rEINFET, ZNHO70OK
IO R— KL, TOEBOA > TIAT—a ko TRV T,
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B S547 > &RV Socks —/N—DiEE

Socks 7> 7L —hk &ld, SocksH—N—ICX>TlEFal T —2HEdT2HAT
9, SocksT 7L —hZEHWSE, BEFED Socks T > 7L —hD, HAYTA X,
B, aE—, HLLEBHIRETD ZENTEET, KIZ, NS5O SocksT > 7' L
— b BAIT > T L — 2RI ERUAET, 7747 U+ —)V LD
HOERTHERITSHZENTEET,

$ LU Socks 3REIDEM

MRk 947 > ROMEA TW5 Socks 7> 7 L— hZHWT, #HI% Socks #ik 7
7 AIEMT 51213, BR7 5147 > hOFEY—2a> - VU—n5, [h5
T4 IHE BZRIRLET, Ty A T — - TAALEYTTIVIY v
LT, #REIALET, T TL—h Z2EIRLET. 7710 73
F— e 74T TNI )y I LT, ZRaEILRKLUET., [Socks | ZHERL E
9, [Socks | #1702 « ihw 7 ANERINET,

1. R 25702 Uy 27 LT, #HLW Socks 7> 7L —h&EMLET.

3= 22 127 k578, [Socks HAIDEM ¥ 707 - Ry 7 ANk
RENEKT,

23 (0— L) Secks BAIDIBN =1 K3

K ¥ socks T FL-— DB

=2BlB LA F 222

FeF—tE& |

SRR

Fo¥aw E&l =1
I—H—- U

FEFCEEHE

Y X" FH= ES Iﬂ

VIR | 20w BERN =

X 22. SocksH Al D E

2. 7L —b2)] 74—)VRT. SocksEEHDLHIZANLET, ZO4HIL
EAA Tl iudian g8, T8 Ties () BE—5IH& (FRR 7R A a7
4 (). BULIEZESIARK () DA TWTIRRDFERA, RS, 263

#11% Socks H—/N\N—0fEk 73



74

T7 AR FELTHAENSGZHTT. INHOXFEHERTLE, F
FTERWT I Z2ETLIENHD LT,

3. MAZANLET.

E] A7 a>  AZa—%2270 v 7 LT, ZEILNSEBRADT 7 EAD
Fral) LT HES] 2N ET,
F—=527F LM Socks B —/N—IZAD &, U—N—F. T—F 75 LTt
77 AINVANOEHAZ, mAORANSED TR0l ZEd 2 £ Tl
BLET, T2 HORAZBRETSEMBEK T LT, TOHANTKT 2 BEHE
WiE (772 ADRE) 2EITLET, BRI NRTE, 7278 A3HH)
MICHESESINET,
A—H%—-URbr] 74—V RTIF, 2—Y— ID £HIF1—Y— ID DU X
NEANTHIEMNTEET, URAMIANTZEEIE, HEHZ2I X THEEL
TLEZ W, I—HF—+ UARTIE, AR—=Z, 7, X1 7iH (). £F=
HAHAR () 1 ZHEHLENTLEZEI N,
o I—HY— - UM, 396 XFICHBEINET,
o I—Y— ID &, %8R A ME/~1E Socks Y —/N— « IRA LD ID Tld/z<,
U7 TAMIEKFARDIZ—TF—O ID TRIFTHIIAZD EE A,
e I—HY— DL, 15 8 XFETHREIN, ROIDBXFEEDIENTE
EJCIN

—amb z

- A0S Z

- 05 9

- _ (F#Y

6. IT—H— ID ITiF. N1 TRE () CoEIAG () EANTIIARD EH A,
7. 77 ANVREBENT AHA. BREMLRTIEIRDEEA BIC BT

T, I—H—ID ERINTNEDICLETD), &7 7 1ILICiE, 117 1 OF
FREHEO, 2o THEiSNZIA—T— ID ODUARNEEDDHTENTE, 35
WAEEEINT # XFTRUYSNEZIA RO EFDTENTEET., # LFTHE
HEFRITHOYR—FINTVET, 771 OKTED, Kk 1023 XF T, "
WIT X TR UTEsn 8 A,

B1E1 74— I)VET. R=FBBIZOWTHEITINLU TFOmBERE 7% AT

LET,

eq FLW

neq FL<7RW

It ~XD/phEn

gt ~XDREWN

le ~E D/, FRFFELNY

ge ~EDREWD, FEEFFELW

MEEAE I, R—FBBEEBICHEHIND & —H LTSRS 0Bk

ERESILET. LA, HET gt ER—FES 23 ZAN UGG, BUlZF
CHITIZIE, R—FEFIE 23 KO RE<RTFIUTRD £H A,
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9. [R=FrBES| 74 —I)VRT, R—rDHBEF5EANLET., H— L EFIT HEIE)
T4 =)V RE—FITHEHEIN, B LTSRS AWEREHLLET, &
ZE, WET gt EAR—REF 23 2 AN LGS, BRI, -k
HHIZ 23 KO RELARTFNEFRDFERA, HETERA—NBEBEZAKT S, B
AN RTOsER— MEFICHEH INET,

Z® [Socks #MAIDEM| #1707 - Ry ZAZHANWT, IP 7 RLZAIZHEDNT

Iy RT—=0 « RAMAND Ty AT T4 —)« 7O AZHFAELIIHELL LT,

Socks HAIDZEE
1. [Socks| #4470y - Ry AQEHZY TN )y LET,
[Socks }REIDEE | ¥ (707 - Ry 7 ANERINET,
2. I3X=20 T LW Sacks HAIOEIL | OFEOLDIZ, XU TB T4 —I)VRE
ZEHLTC, TR 2270y L%ET,

Socks REIDHIRR

[Socks | #4712 « Ry ZAMWSTEEHZSEIRL, (HIRR) Z227Uw 2 L%,
Z® Socks HAIZMEFEICHIBRT 2N EI N EHRINET, (TR 270y
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BRARELTH: B
RMR TR B

v TR X mE RS

K24, 77474 =) NXAT—R 57

A—Y—-DT7 I LADEE

dI—HY—2 7747 Ix—)LicEmLTmns, [A—¥—DZEE) ¥r702 - R
W AME, FOL—F—DtFa) T4 —@lEELEHEITLIIENTEET,
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1. BHELZWIA—Y—% (A=Y —) 4707 - Ry AnS&ERL, =7
v 27Uy LET,
2.Fl—ﬁ—@ﬁﬁj547D5-ﬁy72ﬁ§%3hk6‘ﬁ%?674—wF
EEBELEY, BEARERI-Y—BEDOY A MIDOWTIE, z8=20 [BM
Eirewall A 7 —+H—3Btnn | EIELIEIN,

3. £HEZIToE, [T 27U v/ L&Y,

IBM Firewall 501 —4%—0HI
E: fwdfuser 7213 fwdfadm T—H—IZHIBRLARNWTLZE N,

I—HF—%HIRT DI, A—Y—--URb] XRILD THIER 270y LE
ERS

BHEICK A EHEERL NI

EMEEERNDOEEL, HEHENEH T IHREZF D7 71 70+ — )L OHEEZ
WHBZEMTEDLDIR, 1 X771 T4 —NEBEEDHTT, &AL FFED
EHEOHRZ, HIC 12— —] XX OV «- T2 —) HEEOETICHRET
HTENTEET,

(A—Y—miEM 17l - Ry AT, HERLANIV] 74—V RD [Ty
A7 IVERE) 2RBIRLET, A—HY—0EMN Y1707 - Ky I A%
SETTBEDOEMIIOVWTIE. IZ2=0 TIBM FEirewall ~O 1 —H— @B ]
EBIRL T I,

K, TA—HY—mEM Y1707 - Ry 7 A0 BT EBE] ¥ 7 %8R
L9, EEEICHEHZHT28EEZRIRLET,

SRk A T

PIriC, &1l —H3 -G iz Rl £9.
ITRTEELE

IBM Firewall i3, —/N\N—~DO7 V7 AZHELHL L7,
T RTEHA

uL.u i%?%@it"h H— /\‘—‘Li d— ﬁ_ @nuuﬁ%fﬁ‘b)iﬂ_hﬁ\ :['\7‘\/}\ °
T2 T MIFITTHDT, TR ANCT VA TEHZENTEET,

2747 9=V - KRAT—F

FIEDENS, Y—N=—D25T 747 T x—) « NAT—RZRDENET (KRS
Nz,

W12 Ty A T4 —IIcB s 1 —0Er 87



Password:

T7AT7 T4 =)« XAT—=RZ AN LTS, ZONRAT—RE, 1—H5—
#%HET 7 AT T+ —IVTEMT S EZIHALEZNXAT—REFRLCBDTT,

SecurlD H1— FDEREE

ZOHAIF, BEEKD SecurlD 71— RZFi> TWAHE, BIUBEHRDO Y hT—
27 Security Dynamics ACE/Serves ffi ] L'Cbséiﬁ/*\ WAL ET,

JOF— = /N\N—ld, LITHEDHIC, PASSCODEZERL £ (HimHICIIFRS
NEEA).
Enter PASSCODE:

ZDKFET, 4 7D SecurlD PIN I— RIZHWTI > X, ZDOHKIT SecurlD 71— R
DODIA—REZANLET, 7zE 2, SecurlD 71— RIZI— R 179091 MFE/R S 1T
BRI, :1~43L~ NEWUSER & LT 1234 NEID ¥ THNZ PIN 2L TOoZ/ 1
2T BITE. ROEDIICTATLET,

Togin: NEWUSER
Enter PASSCODE: 1234,179091

FTP ZiAIZfEH 95 &, SecurlD 71— REBFEMRIL £9. FTP IZIZ/NAT— RE
HEFTEL T a oW TY, PIN Z2ERT 572912, #% T SecurlD 1
— REBREZITS & &1, telnet 2 A L2l a0 £/ . fERLZ PIN 12, DI
@D FTP. HTTP 72 EDFRFED/=DIZ, HITTHEHATH I ENTEET,

SecurlD 1— EMHHD PIN E— RiZh> TWAEEIZ. ZOFEHRZE IBM
Firewall CTfEFA T % Hi1IZ. PIN %7 T‘Eb‘(%<%£75x%@i’9’”

SecureNet F—DF2E

88

Z@ﬁfi I —H—7A Assurenet Pathways SecureN&t— « 71— RZ2Ff> T\ 5%
WAL ET, SNK H—FZAHIRET S L&, UTFEMERALTZE N,

-%m%ﬁaﬁﬁ&)

o HEERE A7)

s H—ioF v L > UHKRE (2‘7)

JaF— - B—N—Il3, i Z SecureNett¥— +» 1— RIZL B EEERL

TEET,

Use SNK for challenge
######## for user user_id
Ed:

Fx LoD st 1L, I—HP—7N SecureNet+— + 1— RICANT S 8 HiDk

FT9.

1. Zo7u>7  NEZFH o775, SecureNety¥— « 1— REJEELL, 1—H—0D
PINI—RZANLET, TO PIN I—RiE, I—REHETHEASNEZHDT
ED

2. Y=N—IZXo Tt NeF Y L P2 ANNLET,

ez Y—=N—icalA295&, v—N=1ZXkOTO> T rEHLET,
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Use SNK for challenge
78987648 for user NEWUSER

Ed:
& 78987648 % SecureNetF— « H— RICANLET, XiZ, ZOH— RIFNE
EFRRAL, I—H—-l3FnETOoFs— - Y= N—CIRHEL T,
3. ZOREEY—N—ICANTLET,
SecureNet¥— » 1 — R, I—H—DF v L > IITHT HE%E 8AE22209 &5
RLUTZS, B—/N—IT 8AE222A9 AN L TLZE N,

logon: NEWUSER
Use SNK for challenge 78987648 for user NEWUSER

Ed:8AE222A9
AXENT** £4f71ck D, SecurNetkey (SNK)i& Defender Handheld Token** (DHT)-

FHTAEEINE L,

NT AJF > - RRT—KR
ZOWE SR EBEBINT D E, 11— — ID E/8AT—Rid, O—H4JL Windows NT L
—H e T IR EWEL THZUEREINET, J7 1T T4 — LMD
Windows NT B —/N\N—%ZKRT DI IR INTHNIL, NSRBI N —
N—lF, I—TF—ERIIOWTHRREINET,

A—Y—_HTEE 1, 2. XV 3
IA—Y— 2 tDRFHXZE, FTP & Telnet ITEHT A EMNTEET,
T3, IBM Firewall fEgidt =R L T 7230,

FEHIZ DOV
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$F13E JOFo— - Y—N—DIERK

ZOETIE, tFa7 - %2y NIV ORNEEINTROEED T —07 A5 — 3 >n
570F — « U= N—2REBIOFEHT 2 HIEICDOWTO R IEHRZLHE
LTWET,

HTTP A%+ —

HTTP 70— IBM Firewall 27t L C7 T U —FREZNRINTUEE ST 5 DT,
Web 75 X &FFD 720D socks P —/N—ZpELELERFA, I—F—1F. HHD
Wy =2 DtF )T —2BRICSIST &R, £z HTTP JOF—
BATURARNTBEDICHDDOY A7 > MNREZEARET L L, (24
—%v N EOFHBERE TV CATEHIENTEET,

HTTP Yo+ —i3, U—N—TRH0FETL, T> R - 2—HF—F, TOoF—N»
5774 INEROHTIESTEEFRAL, JTOFI—ICT7MIVEANDTED
TEER A, £z, HTTP JO0F2—13, Frva - 7O0F>—TbHDEH A,
HTTP EXRNH->TH, 774 7 U+ —INIIMEHLRE I NEE A,

Bixty>ay

RrfcHEfelc kD, 7947 > hEY—N—F TCP /D I/ O0— X% T FIVT 5
EMTEERY., OV FNARI, ERiNy Y — - 71—V REFAL £,

IBM Firewall 7OF>—id, 7547 > T O0F o —MoOREERETR— L E
o EAFFE ERGEMN B I NFFRHEG S 1 LT T FNRIFICL D, ZO#EDOTFHN
MAHIEINET, ZNSOERBEONWTNMINEC D E, TaFo—E0I7147 >
NED socket$#6ild 7 O — AU KT, mAFHG BRGEMB L NS 1 LT 0 K
SUENE WSS, ERdEMNZEE T, BERNE T ITHRMZRET DI
79347 NOEHKTT,

NN ARBUNICREEIND &, B ETEN I 74 v IR aWEEIL, T4 AT LA
WhI T4 IHBRINET, TOHELTIE, R=INERICO— RINEERT
HEIEHNTEBHLTVD, TV —0OHEY A 20DV ET, Y A—T3
CEEIET AR, Bk 27U LET, TNEDNTA—F—IZDONTD

26T, IR=0 T AR ikl BLO MR="0 e 1 77 1]
22U TL7ZES 0,

BROI2SAT7 MEERLE HTTP Z7AF 2 — DR

HTTP 7OF>—2#d212id, UFoX5IcLET,

1. DNS HEEZEHAIEEIC LT, HTTP YOF I —ZELLEffS 8 x 3, 2h 2
HMIZHFOI1I2E, Bkr7 547> bOFEXN =232 - VU —FRIZHBD [P AT A
EBH| I3V =D Fa)5T4—-HRY—] Z27Uw 7L, [DNS I
S 27Uy LET,

2. T4V —ZiEEL L £,
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3. EhZEBML KT, *y hT—=T7 DIy BT =2l

TR ERRET D HED

BlcONWTIE, BER=20 T70F>— HTTP Ofll] 28R T Z3 0,

HTTP 7RF>— ¥4 707 - Ry 7 A%EFRRLET,

ga (O—1) HTTP

{HTTP 704 > —

4. HTTP 7OF o — &Mk d 51213, Mk 2147 > hoFEFXr— a2 - w1 —n
5 THTTP) Z®INLET. IBM Firewall 13, b2xX— D29 |

ICRT LD

=E

TP ZF0O4 3 —#kBk

O+ — - F— &S IBI]BI]

AT - NeI7—RKEKHI1TH 50

AlLaF-F—-1-94X 40

I—H—D L~ [Tz L ]|

A fs |

wmAFEEE 5

HElEI1 LF | |su

HTTP O, SEH (o A2 ( A

v TR X A P~

X 25. HTTP

5. 7OF3—&ET5I0E. Y4 IoEa—%/a>bta—)b Sx)L/Y—FE
R ZBERLET, [IBM Firewall HTTP 7O+ —| ZER L THh 5., ZiE %

7Uw 7 LET,

FATAIRER phttpd 1. AT LDBMGT 2 EEITHBRICHIBES NS S AT L -

F—ERTT,

HTTP 7O+ — 14707 « Ry A LT, NTIA—F—%FZELET, /NTA—
H—%EET L&, Firewall HTTP 7 OF > — « —E X3 EIELHOHBL E9,
EE#hoyoFxFy— - - =3, JOF—NHEITDETICEREZK TI®E

T (B,
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7a*o— - K- FES

ZDINTA—=HF =L, TOF>—NER%Z listen THHR— "NEFEIFET H72DIME
ALET, R—rREELEEITIEGFIE. 7O0—NR—K 282 2T 50
AL NWINE T 4 VY —ICRRETDHDLENHDET, 1024 KD/NS K- EF
&, TCPIP 77U —a HICTHRINTWET, JOF— Web H—/N\N—IZff
AansH@EOAR— I, 8080 & 8088 TT,

FTI7FIEDT 4 I)VY—HHNL, R—k 8080 D1 >N\ > RDIELFaT « hT7
AT EHFANLEVNEDIICRESNTVETN, TOR—FTOEFaT - hT77
A4y ENET, TaF—NMERTLHOR, EtFaT - TOoF R
ZWTd., T74I)V M3 8080 TY ., ZOREELHETIHHEIL. ZOBRICTDONT
REINTVDS [H—EZX| OFR—FEEHLELRTNERDERAL. Z05D
WTNDDREELE L Z5E1E, phttpd 7O A2 FHIBEET2046ENH D ET,

AT IDBRANY 77—k

ZDONTA=F =T, P—=N=ICXoTERINZEFNT—FYHNY 77 —DHA
AERETBHEOIHALET. BNT—7IE, CCl 70T I A, —N— - H¥A
ReA227)—R, BN API 7OV I hEk->THAIENET, 857 —413. 7
OF > —nsidH SNz nwrTr—47T19,

K NA R (K) BATHEZEELET. T74)00 M. 50K TY,
Ay R -T=)b- Y4 X

ZDONT A= —IL, FRFICIEEIREBICT S ALy REZRETSH0ITHEHAL £
T, JTO0F =3, FIOERIMKTLUTAL Yy ROMEHATREIC/R D E T, HLWNE
REMELET, —RIC, YT 2ORINELZRDIFE, ZONTA—F—ITHHT
HEHRESHBDET, F—N—AY R - IV (FzLAE. AERU—+-ZATvE>
7)Y DeDIT< T 2 NEEORMZESCT LD IR EEE. ZOEEES L TH
TSN, FEZR, % 60 SfFELET. T 74V NI, 200 TY,

dA—-Y—nuAXN)b

RALT 21— —DLN)VET7O0F o —IHRLET, TXT) . THE .
2 7L onwdnhoEzisEeL£d., 774V ME. Tl ) T, ThE
NOWEDOEKIZ, ROEBD T,

ITART 2—H— ID BEONAT—ROANZI—HF =270 T MERTSH720H0
TOF I ENTRTOT I IHF—ICESNET, 77U —n7n
FU—BAREETR— FLTORWEAR, TOREEADTI— - R—
UCNERINET, 779U —NT70F =B EETR—F L TW5H
HliE, -5 — ID BEXOZAT—R - JO 7 MMNERINET,

iR BEM YOI LAELTHALEY, I—Y— ID BXOSATU—R - JO
ST REMTIEET IUY—IHRRT 7200 407 T OF 2 —RAERE D
BIN, TIAT b TITIH— HTTPAL 77 IH—TH35HD) I23%ED
IRINET, Internet Explorer 4.0C A v FZRETIUL, HTTP/L.1 3%
F oA ERDFEHGEE SNE T, NetscapeBLRZDMD T T 7 —
. TNEEN HTTP/LOERE L T SN E T,
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L TOUHP—ERERELIFBA. I—HF— ID BLOSAT—ROoTOr 7Sk~
BRIZH D ER A,

ZA4LTI b

A—Y—RAEHERTHIETD, 773147 > bEROFERMEZ 70+ —ITF
ARUEY., 2—T—id, 7 RIVEHP ORY)OFRED & EIHRE SNIRFED IP Y
RLABIVI—H— ID NoRFEEINET., FHIDBEMLTHRELET. T 74
&, 60 2 TY.

A—H—=NEHNCT T XL TWBH, ZOEEDT 4 > R 7T LER A,
B KHFHEE K

T0F =7 HTTP/L.1 DK E#E CTRZITIS 2 & D TE 2 EROREREEIRE
LEYd., ZHd, #BEEY M LYY NCEEZEEZ 522N T4+ —<X A - V—)I'T
T, ALY a0\, kkitty > a K TTAET, -9 —RiD
FAMIfTTONER A, BETHEZRELET., 2E21E 25 SfFELET. T 74
JVRIE, 5 TY,

BRI LT U b

ZDINT A= =L, HTTPIL1 BT S —nryaF—LEbictyia %M
WBLEEZIZ, 7947 2« 770 —4E0 HTTP/L.1 OENSsHERE 2T 5
R ZEZBREMATHELET. JHUd, BT 1 LT NCEEEEZE 5 X5/ 7 +
—X A Y—=)LTY, kYT a ofa, kElNtya i T7d5%
T, -0 TF A MIfrbnE . HEIIPDEMTIEELET. T 740
N, 60 TT.

HTTP A EHE

ZDINT A= =L, BT v v R T > DEH, firewall log KT 5T XRTOT O
Fo—BEREZOZICREBTLESCTOF O —IHERTAEOICHEALET, 7O
F—Id. LOG_NOTICE L N\)bona ksl L £9, HTTP ERiGEZE=%
—LEWERI, INEAICERELET. AR NE 7747 04—)b - O
BEICRLER SN E T,

759Y—ORE

94

75347 >k« TIIF—=E, HTTP 7OF > —N listen L TWSR— bAHEHR I N
HEICRETIVENDDET,

HTTPS Z {3 2 841L, IBM Firewall ® HTTP YOx>—Z&2tFaUs5 14—+ 7
OF > —ELTHRETAIEBMLETT,

Internet Explorer7 5o —7%, JOF T —AD HTTP/A.1 75U —EL L THEAT
L2HEE. K270 ET,

o Wiew &Enr)) IINFI 2 EA—T L LET,

+ Tinternet Options ¥ 7> 3 >)| ZRINL£7,

« [Advance Tab #F#llaxE)] ZZERL X7,
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SSL &

o HTTP 1LAFRTEEFTCAZO—=IIY I L, U0 EZFT,

DY —/)N—~D HTTP ¥ a2 7HHED SSL k> FIUMeENYR— I NFET,
IBM Firewall 2. ZOHEDTr — x4 ELTEELET,. hoxIWE, 7547
CEME T AT U —IVEREHL THY—/N—"DRN>TNET, KOHIIRS
NTWB LS, HTTP F o 7 HEH OFEMER—~ 443 Z2fFHL £,

https://www.ibm.com:443
F/z, FRIEFEY —E A HTTPS proxy out 2/2 HFEHAL XTI,

HTTPS Z i H T 2 841L, IBM Firewall ® HTTP JOx>—Z&2tFaUs5 14—+ 7
OF > —ELTHRETAIEBBLETT,

21T BsR=>0 T70%> — HTTP 0fijl] #BBL T FS W,

YR-—bPEShTVOBAY Y F

HTTP YOF>—3, XoFXZ2HR—rLET, 20 AR, 12 —%v b
EENETNHOBENS A-HDTT,

« FTP

* Gopher
 HTTP
« HTTPS
* WAIS

HTTP ZAa*+<—nAFxF D6

PIFIE, get ExRZ2H&B L= HTTP JOoF—oaF > Z7HHof T3,

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.

Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for 0 bytes.
Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
using NT authentication from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated

for HTTP Server using NT from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gsplash.gif HTTP/1.1"
for 211 bytes.

Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gmast.gif HTTP/1.1"
for 211 bytes.
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OF> 7 707574 ET74—1&, LFOLSICHHAINET,
+ ICA2099i - IR0 O— K 407 ZmxR L. get ToRICH L TRAEMNER L -2 L2 Ek
LET,

KIZ, TP —3A—F—ICRFEEERL, I—H— ID BLXWISZAT— RER
DET,

+ ICA2140i - ZiEtN1—H— fred I L THRIHL E L7z,
RREIX, Web R—2Y EOTRTOEREICHKHT S get BRTEICEUET,

FTP

1. 7747 U%—)V - RANMIT VAT 5IZiE, FTP JOF>—ZHHL £,
(7747 T4 —)IVDHRANAIZIE, ftp_gw.domain.net.com ZfHH L £9),

ftp ftp_gw.domain.net.com

JoF— = N—ld, TP —-HEERLTZZET,
login:
2. 7747 U= OFRETF SN TWSI—F—%Z AL ET,
login: jane_doe
P—=N—F, =T —%Z2 7717 T+ —)IVTBIMNT RIS N 72385 4
Mo Ta1—H— ID Z2Z4MHE L T [@X==0 [IRM Firewall NI —1F—7)
Bl #28), 1—5—270F>— - $—N—C&k> TED LI IR SN BN
IZoOWNWTIE, BZR=20 GG AKX 2SR L T30,
A—H—GEiEI NS &, JOFo— - H—=N—lF FTP AX > R - O 7 &k
RLUET,
ftp>

RDOEDIZ, FTP A RD quote & site ZfH L THEARZ Mok L £9°

ftp> quote site forhost.network.outside.com

CZTHERA NI, BT 5200 11— —%ENAT—RZERLET, 20
dI—HY—%ENAT— RiZ. Firewall N® FTP Z{7O DIl LD EE > T
WHHJREMEDN B D Z EICIHEE L TL/EE 0,

OJA 20774k« A4 L7 T M#lZ 60 T, 71 R - JO0F—DT 7%
IV = A LT MBI 720000 TS, 774k « A4 LT T MEZEET 51213
e = TETP B 7N Telnet 7 F 3 —D&Z A4 /77 MEQ F#EX] (2B T

STEEW,

BBy FTP

TyA T I+ —)VEBL THEBIIC fip $H5IENTEET., BBRNTOF—ITIT
T7A 7 T —)VBiLEbEH D FH A, LN>T, M7 0F—01—4
—%&, J7 47— TOFT— AL L TEBRITILERIHDFE
o BRTOFI—IL, 774 T7I4+—IVONERY NT—=V RN T 74T T %—
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IVOINERT > b T =7 INDIEED ICOAFFESNET, Bl T OF 2 —ZHEE
SEBITE, Wk 2147 2 bD r't’_-‘}F‘J.UT/(“_ - RY =] RN TENZ E
RIDMBENDHD X,

1 fp ZEALTT 7474 =)+ RALZTVRALEXY, (717 T4—)LD
KA NI, ftp_gw.domain.net.com ZfHHL £, )
ftp ftp_gw.domain.net.com
2. JOF T — - H—N—lF, I-—Y—REERLTEET,
USER:
3. FtFay - XYy MU= TROI-—F—HEANLET,
USER: username@remote_site_host_name
4. HIOAT Y T TAN LAY —RBDONRAT—REANTLLIIT, =5
ke RARMNSEREINEKT,
password:
5. NAT—RZANLTLZE W,
OJA>OF 74k - A4 L7 MilL 60 T, 71 Rb- JO0F—DFT 7+

Wbk ZALT T H‘ébi 7200 B (2 KEfE]) TY, 774 b - FA LT T MEEE
T AT, eR—=0 [ETP BEZN Telnet 70X — DA A S T7r7 MED FE#EX] |

EZRLTEE N,

Telnet

T7AT7Tx—)b TOF—« —=N—lCOFA >F %I, telnet 7 OF 2 —Z(f
ALET, "ANEERERZA =%y s 7 RLAOWTNNEHEHT 2 ZEMT
XTFET, RIZ, GiEHNEES N TS, 774774 —) T Telnet AX > K%
@mLTﬁW®TXF Ory4>LET, 2EXE BFaT - Fxv hT—TONE
M5 Telnet ZEAL T, RA M telnet gw T 7 A 7 U4+ — )V &L, &
72%85%¢ forhost.network.outside.com 2727t ALTHEL XD,

1. W ZBIRET 51213, Telnet 2/ L T, 77’1’7‘72‘ Ve IRARMZTZE2AL
¥9. (771474 —IVDHRANAIZIE, telnet_gw.domain.net.com&fli ] L £
7. )

telnet telnet_gw.domain.net.com
2. JOFT— - H—N—lF, I -HEERLTZET,

login:
3. Iy A7 U =IO EH RSN TWEI—F—HE AN LET,

login: jane_doe
P—=N—F, =P —%%ZT7 7177+ —)IVTBINT 5T EIR S N 72385 45U
Mo TaA—Y— ID Z2ZUMHHREL £9 2= [BM Firewall ~D 1 —+H—7)
B 2208), 1—H—n70Fs— - H—N—ICL-> TEDL S ITRIF SN D
COWTIE, BzX=20 [ LA 2R L T30,

T o7k )AL TLZEEY, IBM Firewall 7033 — telnet ¥ —F
CEMERATIIE. ITRTOBEN 7 7y 7 U+ —)VE@iBLET,

T TIRK-z)VEFALTWSEEIL, -0tz 7o+
= N\N—IREFKRLET,
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ENTER DESIRED HOST:

RDEDITANLET,

telnet forhost.network.outside.com

SRR A ML, FORARNTRBINTVWALI—F—LBLUONNAT— RE2m31F
T, ZOA—Y—HENATU—RIZ, 77147 I+—)b- 7OF—+ —=N—T
FHLEZDDERBZ S TWAHEEENH D £T,

Or7A>0F 74V« A LT T MEIZ 60 T, 71 RV JOF2—DFT 7 %
IV« A LT ML 72000 Td. T 74V b - A4 LT T MEZZEET ST,
paxX—> TETP BE7R Telnet 7 0F > — DA (L A 707 hMEND FEX] |AHBIRL T
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AT A—=NEDLT— « Awvt—IUNERINET, [FFAL -0V LR
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F16E *vy bT—9 - 7RV RADER

A =%y NOZHEBTEEITHEN, IP Y RLAORENEE/MEE/L> TNE
T, *y hT—2 « 7 RLAEH (NAT) Z2FHT2E, 7 RL ZAOHEFHIZHE DN
T, IP 7 RVADOARRORMEZMIRT HZENTEET,

HHRY RT—2HNOT RLAZZ, FEFITANWTY R AZEM (—8IIZ 1 7 R A
Zeff247=0 10.0.0.0.7 T R) ZEDYUTHIENTEET, INSIFHEHOT RLA
T, 42—y NTRHETAHZIEFTEEFEA, LENST, ZNSEDTY RLA
RO IP 2w NT—ONEAHATEZENTEET, H—0OBEEA IP 7 RL A
ZHEATHE, E<IADFERAXY FT—7 « VRV ADNREINET, NAT [TRB
DT RLAER— FNBRBEAENBEEREA A Y —Fy b+ TRLAER— &
FICEWLUET, 12N 2 RIERTIE, NAT [ 3BEEHADA > —Fy ~ 7 Rl
AER—FBFSEREHOTY RLAER—FEFICEBLBELET . NAT OFIA
3. Fxy NU—U0, EHOERIFIEFTOY RUAZBHALTA > —%v M E
DHRARNEFETESLZIETHD, 2L T, AR NT—JIZJEWTY R
ABMEZHDIEMTEET, BT, NAT 2HHTEHI LIS T, BFaU50
—OEML N 2RI 2N EHAY NV RNOY RLAZRETI LD
TEET,

L21X—>N[ 31 1L, IBM Firewall BB TOHA NAT #EEZRL TWET,

T—9RF—=3vOIPF7FLR
10.1.1.3

T—=P9RT—=3VvDIP7 FLR
10.1.1.4

T7ATI4—IL
IP NAT ] IP
Wryb ¥ ry b
FEETT7 FLX10.1.1.1 PFEIETXTT FL X 195.9.5.2
%7 FL X 193.5.8.2 5E%7 KL R 193.5.8.2
NAT :Imlll‘llllllol
v [
T—HRF—L 32D P 7 FLR NAT ZH 7 —J)L: T—HRF—L 3D P 7 KLR
10111 O—A)L - 7 KLR B—AjL-R—k #EE1 Ja—3L - R—k 193.5.8.2
10.1.1.1 3041 195.9.5.2 1024
10.1.1.1 3096 195.9.5.2 1025
10.1.1.3 5425 195.9.5.2 1026
10.1.1.4 2362 195.9.5.2 1027

K31, %y hU—2 « 7 RL X Z

¥ a7 - RARTHERLZ TCPIUDP /N7 vy ML, BEFEADA 2 F—Fw k-
T RUVAEBEZWAZEZE LY RULARHOVET, tFa7 - FAMDER— I,
BADR— FESICEBINET, IRNTOTITRNT LR« X7y hOREETLT
RLUZIEECTIMN, A— bEBIIEHTT., EER 1 OB EMEIND Z O
KL T, Z<DF27 - FALZHE—~OY RLAIRTI ZENTEXT, IPA
w4 & TCPIUDP S¢EANw FNICBIT 28y NOBEMEIIEH I NET, R
PRt CE DB, 64536 ICHIBR SN E T, (FEFRI364512) ZHUIH—K 0 »n 5
1023 X FPHRIEALENS T, A 2N\T > REERHE, @EWS X D) §NEIT—T
WAITHR—raINET, 2&X1E, 19595.2% 10.1.1.11C<¥ v 735 NAT &
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T — TV AHE N H 5 HEOH, RA N 1935.8.21F%, AL 101.1.1T
TCP ki ZMMad 2 ZEMTEET (FO—/Vb» 7 RL X 195.9.5.2% L 0).

TCP/UDP 7 7 U —3a > THERTDITXRTO/NTry hEZEBLET, IP /STy b
WWEENDT TV —2 3>« T=HIZIP 7T RLANGENTNWD &, EENFEE
LET, 7 RULABWICE > TRICEN T TUr—2a i3, FTP T9, FTP O
S ho—IVEERT. AvtE—0C ascii A— R{ELZ IP 7 RLAZET "PORT O
Y REZIZ PASY RIEEFEITLET. ZOHAE. NAT 13, IP AV FDT RL X
T, XA O—RHND ascii 7 RLAER—MEBHEETLHZLENDD ET,

PNTREINS APAR OU U—ZI2k>T, NAT @ EER 1 & MAP £
FTaid, A NI RETTRNT RO ICMP )Ny REEHT S5 ENT
ZFDHXDITHVET, HBEDIINITBFEOLM T — T IVEEAEBEND 255 D H,
A 2NT 2RO ICMP RIE/NT Y & (pingg YA LAY T, TRLA - RAY) &
TRTOILT— - Ny b (REOHE, V— AWK, imx, FEE#R, PO
ERNTY R« Ayt—2) Z28HLUET, ICMP #zikld, REHO NAT OH 2B
FLET, ZUIT IV —HENTKEEL TW T, ICMP k28350, H5 W0
FHESELET,

T RNT 2 ROWE - 5% ICMP /87w b (ping ZRISE . A LAY > THR -
&, 7 RLA « AT ERIGE) 1d, MotFaT « FARNSD ICMP /87 v b
INBE—DBFFEEATY RLAZHEHATES ISR, XMy hotFay - YRR E
ICMP BE#BHTE2EWMTHIEICEI>T, YR—FFTBIENTETET,

EHHEL FED ICMP X7 v b, KT RLADTY A « WEBLMEEN 2 F 2
T ey b= EEF T Ry NI ERNDZIENTELLDITHER
TRDRENHVET, 77 AT T+ —I)VERLIZ ICMP ~F 7 4 v 7 IZFFrl S5 4
FEREREEICETAERICOVNTIE, KOLYy RTy 7 E2BRLTIEIWV, 20O
Ly R7w 73BEHICY A h 3, REIZKRDEPBD TI: Guarding the Gates
Using the IBM eNetwork Firewall for NT 3.2

IBM eNetwork Firewall NAT A Y FTUAF— 3>

122

IBM Firewall NAT 1 > 7 U A5 —23 > Tld, ERRTHALEIDBREATY RL

ABMETR—RLTWETD, ROXDREFEFENODET,

s RAO—RAIZ IP 7 RLAEHwEESL TCP/IUDP Y 77U — a3 > (Fid TiiHH
I% FTP %#fr<) 1T, LEEOBOICEBMININNT Yy K Ay -« 74—V RN
HD7EFTI, ZAUL, DNS F£721F SNMP Ok H7 UDP 77U r— 3 i
13, B INZRXAO—RHNICEENDT RL ZABERN /2N E2REBRIEEL T
WETd,

e FTP PORTO Y > RIZZERICAHBEINET, UL, PASV IRE/NT v MTHLA
AENZT RLAFERINER A,

o ICMP ZR « BB ERFFEA v =238 aINET., Zhuck-> T, =EXIE
7 RN 2R ping I8, TCP /SA MTU 7 4 AH/NY — E[EEKICIEL <{EEHT
X5LOICLET,
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o BIAHT— T )Vt AJHH ZHIBR L, BEIEFEAD IP 7 R AZH a7 KL
ADT—=)VITRETHIIZ, NAT 13TCP Ul 2t L7snE Z A0, R nTRE/ 7 1
RV A LT T MRELET,

NAT, 247 =LV b RIVEIDXFEEDHI

123X =N 32 13, NAT. 74N —BLO b RIVEOMETEOH ERL THWE
RS

},4._17 . T7A T I 4—ILELF217:9.67.23.2 T7ATIA—ILIEEF217:204.96.140.2 t%—_17 .
R—J71—R | | A R—=T1—R
J4058= NAT IPSec/ko®l)  C roxzgn IPSec/ R HRL ™~ T4 IWE—
| L8 —Fy K [
A
REHRT FLR NAT Z4 57— J )L 7 FLR
10.1.1.1:4786 || q—pyL- 7 KLR Ol - He b ABSG 1 SO—s L - e b 204.96.145.9:80
oexay . |ETPRTRA TR L A A A DEFa7 -
KRR~ 10.1.1.1 4786 9.67.23.1 1024 KRR+

src: 9.67.23.2

dst: 204.96.140.2
src: 10.1.1.1:4786 src: 9.67.23.1:1024 er cffﬁgﬁ%g src: 9.67.23.1:1024
dst: 204.96.145.9:80 dst: 204.96.145.9:80 | XXX dst: 204.96.145.9:80
IP REBE: 123 IP REHE: 789 src: 9.67.23.1:1024 IP REME: 789

v

A 4

TCP 2ZEHEE: 456 [P TCP RAEME: 123 dst: 204.96.145.9:80 TCP #EME: 123

IP REHE: 789
TCP 2 EME: 123

A TELibEhi
AvAN

NAT Zik 0
Ny b

FEHEARR kA
EEht=/Ty b

K32, NAT. 714 b5 —BIL K > RIVEI D5 DH

IPSec ESP > IV, 77 A 774 —)b 9.67.23.2& 204.96.140.20 IR E S
TWBERFELET., NAT 13 9672327 717 T4 —IVTDRT 7 T4 TIT/%0
F9, UL, Z0tFaT cFxy NT—JI3HFEAT RLAEZERATENSTY,
FoIDED—HDuDEF T « %y FT—2I1E NAT Z2fFHHL TWhEH A, &
A NAT B2 RIIEINT (EMS 2 ZEHON Yy MNIZH D KFO 7 0 —)b Rid,
TIINTROY RUAEBPITET NSy NND 7 4 — )V RZRLE
7)., L23X—2 D323, RARNSEHRI NNy "D, BRI TR IP
Ny BICHTRIMEEN TS ZEHRLTNET,

—HREIIZ, T4 IV =L, NAT & NAT BHEOA1 2 NT 2 R« )7y X O
DY TINT RNy MGEASNET, LERN>T, 740y —HHAHNIRE
DY RLAZHAELET, NAT ERFIDEENDE, TV T4 775 NAT %
H5DOT7 7 AT I A—INDT 4 VY —HAE, REWROTY RLAZFREARELET, b
RNV DH D —FH DU TIE (NAT NZD T 74 7T+ —IVTIET I T4 T TlRNER
ELT) ANTR XTIy bDOT 4 )Ly —HHANIEHRFEADY — A L5857 R
VABRAELET (A 2NT 2 RETT M 2 RENZHUTKHL)e NAT 28k >
FIVDWESHTT 7T 4 7 THh DL, EiOFIm AMICEHE S NET,
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BlELT 1R23X=2DX 32 TRLAESFUFZEFEHLT, LT, vFa7 - KA
N 101 1A8 S >INV DEZHSHOLF 2T « FANERETEDLLHICTEHIEZE
HEEEL, 101.1.1MHmMENz7 7147 T+ —)WZid, 10.1.1L108 2 )LD
MZSHID 204.96.145 EHETE DL IICT S 7 4 )Ly —HAMZITNIER D £48
o R A NCERESNZIENDO T 74 7 U4+ —I)L T, 74y —HANT,
kI ZEI LTz 9.67.23.1& 204.96.145. 9D DEENFF A SNz D £8
Mo

NAT (CB89 S5$#

ROFFA]INAEILIG L, NAT Z2#HLET.

e tFaT R UDT RLANMBEEINTVWBEAIC, 7747 I+ —ILDHkS
DY VTEHETY 72 AT 5,

o BEEADT RLAZEBZRWEROTI UM, 12 —Fv hEOYA N
TEHIENTELIDITRBRFADY RLAZIHATESLDITT %,

o FEFaTMEBEBUNDMBENSIEINOIT N, T7A4 T T4 —IVDHESDH—
IN—=IZT VAT 5,

NAT D7=DITBEFAHADT RL A% ISP ML EELET, NAT OOICMHL=
ITRTOTY RLAZ, FMhOEMICHERATSZ LI TEER A,

NAT IZIZRD 4 DOF T2 a b o xd,

Bt 1 (Many-to-One)
72<E D (65536 £T) WE7 RL AN 1 DOBEREHA IP 7 RL A %3
ATE2L51C. NWrybhOtFay - 7RLAER—-EEEEHRT D
LEGLTVET, BEEAD IP 7 RLAZIHLEZNEY RLAIZo—7
Ve 7 RLZAZERBLETN, 61, 7747 I4—I0IktLFa7 - 7R
L 2R LT, ENOBEEADOA > —Fy b7 RLUADNKETT,
NAT Hipkid, BE 1 OFRLAHB Z AT 28— MBI S BERE A D
A2 =%y kT RLVAZEHNLET,

Zi (Translate)
BT HYEFaT - TRLADY A NEIERT 27201 FHL £,

B4+ (Exclude)
LNt F a7 - TRLVADUARNEEKRT 2DIHHALET,

< v 7 (Map)
BEDtLFa7 - 7 RLVAMIC, BEOREAT RLAZTRT 5701
FHLET,

BROISAT v beERLE. 2y b7 =0 - 7 RV AEBRDIBR

1. k79147 b FESY—2ar V=T, 7TRVAEH T 714 7%
H— o742 TN )y LT, FREJIRLET. NAT 77 A1) 7%
W — e TAAESTTINIIw I LT, EreEELET,

2. INAT Setup (NAT £y b7 v ) Z2RBIRLT, Fvy bT—2 « 7 RLAEHE
Pa—)LERL £,
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125X —=2 DX 33 IZ7;r9 [Network Address Translation List ( ®xv k7 —% -
7 RUVREBY R b)) BERINET,

=| (LOCAL) Network Address Translation List [ =]
MNAT Configuration Administration

Timeaut |

Type ||Address MaskiAddress

<MNEW=
Zopy... |
[ Delete |

@pen...

| 1 =

H Close \‘.‘Refresh | EIActivate..l 7 Help

K33. %y hU—2 « 7 RLXZHU X K~

3. NAT 7 7 1 VICEENZ 2y bU—2 « 7 RUAEHEAEHBIZ, 2051
YO Ry ACERINET, NAT i ABEHOEM, 2%, F7-13HRZ2TT
HTEHTEET,

NAT

s AIEB DEN
1. [Network Address Translation List ( ®v hT7—% - 7 RLRZE#RY X k)] »
5 [New (¥i#) | Z2=IRL. [lOpen (B<)) 227U v 27 LT NAT ¥k 7 71
JVIZHTHIORAHE ZENL £9,
25— R34 1277 F & 572 TAdd NAT (NAT &M #1707 - Ry >
AMEPERINET,

v oK ‘ Xcancel‘ 7 Help ‘

[X] 34. NAT #5pk DB

2. [Add NAT (NAT OEM) #1702 - Ry 7 ZAn5, [Type of NAT (NAT
DR T4 —IVROKRMZZ ) w7 LT, ROFNSERL LT,
« Many-to-One Registered Network AddresEont 1 OBERF A XY NT—72 -
7 RLVA): TRIEAD IP 7 RLAIIRELZ IP Y FLAZBMLET, /NT
A—=HFL, BT —TIVICEET 2 FHIEAD IP 7T RLAEYA LTI RT
ER
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 Translate Secured Network Addredg#E L /=%y kT —2 « 7 KL ADZEH): =
v NT—20 « 7 RLAEMELEETDEF a7 IP 7 RLAOHPAZIREL £
KR

» Exclude Secured Network Addres$pf&=N/=%y RT—727 « 7 R L A DFRI:
Fy NT—=2 « 7 RUAEBNSRINVT HRELF 27 IP 7 RL ADOHIFH %5
ELET,

+ Map Secured Network Addres$i& X /=%y hT—2 « 7 RLZDT v 7). 1
K1 OIRENEEEAD IP 7 RL AN ERZERLET,

w'EM 1 OBEFFEHDRY FT—S - T VR

FESNhLRY

BE 1 OBGFRFEAT RLUAGAEANNNTY Yy hOotFa7 « 7RV AER—MEF
R T, < S AD (65536 £T) NE7 RL AWM 1 DOXEEFEHA IP 7 KL A
EHHTESLEDICLET, ZNT. 1 DOFHKEAD IP 7 RLAT, Z<ZAD
O—5)V« 7V RV AZRETZEMNTEET, (IrA 70+ ID¥EFay - TR
L Z2Zid, BIOBEFEHA > —F v b« 7 RLUADBETT, )

TFaT cBRANDNNTw FEEEFAT - XY NT—VIZREEFTHE, 1 DOXER
BAIP 7 RLUZANEDIRSGNET, ZOBEAD IP 7 RL AL, IBM Firewall &
tFa7 - XY NIV DOHOIL DT IP 7L—LE T AR—FT B0
WAL £,

FAdd NAT (NAT DjBN)) B2 5 [Many-to-One %%t 1)) 2R L /-5 E13,
ROMEEASLUET,

Registered IP Address ( E#&&EH IP 7 KL X)
ISP NSRS LET, 2OV RLAEF, IXRTOEF2T - 7 RLANEET /M
BmfrE 10 O 1P 7 RL AR ET,

[Select (ZF#IR)) 27UV I L TRy NT—2 - F T2 NEREIRL,
lSelect Network Object ( Ry bT—% - A7 1o bDEIR) ¥ 70
TRy AZAFLET, Xy " T—0 - F T2 FEERLT, 1T
) 22Uy LET, Xy bTU—=2U - AT/ M, TAdd NAT
Configuration (NAT #&RMDIEM)] #1707 -« iRw 7 A®D [Network Object
(X T—=0 - FT2xI M) 74— RizEmMENET., HH0WE H
SMECODFRY NT—0 « F T2 hEER LN EHEIE. 74—V
WCEEZEEANLET,

A LTI ME
NAT DVEEEA IP 7 RL ZAZMTESHNIC, 7 RUAEBERTY A RIVIR
HBTWeNENEEANTLET, 2O LT MEZ, ZORAEETH
ETD IP Y RLAOHEANOEERFA IP ¥ BLAIZEFEAINET,

T 74V NE 15 5 TY, [EOHPHIZ 5 05 45 T,
F7—2 - 7RVARDZEH

REINZ IP 7 RLZADOEMBOFEAEHIZ, IP 7 RLU AR EFTEITT 572D E
BtFay  cFy U= - 7RLADEY hEERELET. T 74V ETIE Ri#E
SN IP 7 RLVADEHLY FNOTXRTOLEFa7 IP 7 RLAICHT BT R
AEWEFITUET,
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TAdd NAT (NAT OB HEENS [Translate £42) ) 2RI L 25513, ROME
EANLUET,

Secured IP Address ( RESN7/= IP 7 KL R)
Fy hT—=2 « 7 RUABBITNRESLF a7 IP 7 R AOHPHZ#HNT S
INBURATE 10 D IP 7 RLAZEEL £7,

Select (#iR)] 27U v I LTy NT—0 AT FERERL,
[Select Network Object ( ®v bD—2 - AT 1o bDEIR) #1710
JeRmw I ABAFLET, Xy U= AT hEBIRLT, [T
Bl 22Uy LEd, 2y hT—=2 - FT 2l ~. [TAdd NAT
Configuration (NAT #8RKDEN)) ¥ 7077 - Ry AD INetwork Object
(FYRT—=0 - FTIx I N 74—V RIZEBMENET, HDHWIE &
SMECODFRy NT—0 « F T2 bEER LN HEIE. 74—V R
WCHEEEE AL ET,

Secured IP Address Mask ( RSNz IP 7 KL R - TRYD)

IP 7 RLADHHZ#HN T 272DIHHT5EFa7 IP Y RLATEY K
ERETDT TRy b - XATDEI 7, YAV ERELET, 0 ICRES
NBEZORAZOEY ME, 0FRIT1E2HDOEY MIENIP 7 RLAD
HENICIDIAENTNSZEEZRLTWET, LAERST, YAVNT
255.255.255. 2554 5 E 9 A Z &1, ME—DtEF a7 IP 7 RL AN D4
FEAHHICEDAEN TS ZRLTNWET, ZOHE, 255.255.255.00<
AV, 7 RUABWIIHE 7T C D IP 7 RLAZRLTWET,

FEShIRY FT—5 - 7 RVADRKRS

tFa7 IP 7 RLADORINEATERIZ. IP 7 RL AL EZETT H72DI NAT %
MFEELBWEFaY - Xy b=V « VP RLADOEY hE2EELET. T 74K
T, REINZ IP 7V RLADOEH LYy NNOTXRTOEF 27 IP 7 RL AT
257 RLAEMEEITLET,

[Add NAT (NAT DiEMN)) ¥4 7OV EE» S [Exclude §RIV)) 22N 285G
i ROMEZEANLET,

Secured IP Address ( R#E=N/= IP 7 RLR)
Ty RT—=2 « 7 RV AN SRV T RELF 27 IP 7 R L ADOHIPHZ %
T2/ BURTE 10 #E O IP 7 RLZAZBRELET,

[Select (FIR)) 227Uy L TRy NI—0 - F T2 FEEIRL,
[Select Network Object ( 2y b7 —2% - X721 bOEIR) ¥ 170
JeRmw A AFLET, xy hT—0 AT hEBRLT, [T
Bl 27Uy LET, xy hU—2 - F T2/ NN, TAdd NAT
Configuration (NAT #RKDEN) ¥ 71077 - R AD INetwork Object
(XY T—=2 - FT2x I N 74 —IVRIZEMEINET, H2WE, H
SMECODFRY NT—0 « AT hEERLEN S ZHEIE. 74—V R
WCHEEEEZ AL ET,
Secured IP Address Mask ( R#ESh7 IP 7 RLR - TR D)
IP 7 RLADHIHZHNT H57-DITERATLRESNLZ IP Y FLADE Y
NEEETHA2Y TRy b - XA DED7, YAV ZRELET. 0 ITRE
INDHIORATDOEY ME, 0 F&FZ 1 E2HDEy MIEMNIP 7 RL A
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OHPANICHDAEN TS ZEZRLTVWET, LENST, YAIZNT
255.255.255.255% R E 9 5 Z &3, ME—DREINZ IP 7 RL AN Z DR
ABEHTHEESNTWSZEEZRLTWET, ZOHEA, 255.255.255.00
AV VIACDIPTY RLARY RLUAEBNSERINSND Z&E5RL
TWET,

REINERYMNTI—=D - P RVADR YT

REINZ IP 7 RLAOY Yy TRRAEHBIZ., £Fa7 IP 7 RL AN SKEREAD
IPY7RLAAND 1% 1 DRV ETZEEHRZLET. ZO L1 1LDOIPYRLAD
v ETIE, FTP £/213 Telnet 7947 > bOE DN EBT TV r—a> by
FAT NN, RESINTFY NI NICEEET 20— N— - I CEMFEHLT
TCPtwiarzbty b Yy I TELELIICLET., EFa7 IP T RLADY YT
REATHHNOBERF A IP 7 RL AL, BEFEA IP 7 RL ADTHGEEAHE THE
SNBIP 7 RV AZEMZA—N—TF Y TTH5ENTEET,

[Add NAT Configuration (NAT 8D ¥ 707 - Ry 7 AMmS [Map (¥
v ) EFERLZGAIR. ROMEE AN LET,

Secured IP Address ( R#E=N/= IP 7 RLR)
fRE S NIRRT A IP 7 B L AICERT 2 RE/NERMNE 10 EEHO 1P Y
RLZ,

[Select (FEiR)] 227Uy I L THxy NT—V «F T2V FEERL,
Select Network Object ( Xy b7 —2 - AT x40 bDOEIR) ¥ 170
JeRmw A AFLET, Fy hT—0 AT hERRLT, [T
B 22Uy LET, Xy hT—=V - ATl M. [TAdd NAT
Configuration (NAT #RKDEN)) ¥ 71077 « R AD INetwork Object
(XY RT—=0 - FTPxI ) 74—V RIZEMENET. HdHWE H
SMCOFRYy NT—0 « F T2 hEERLEN AL, 74—V R
WCHEEEE AL ET,

Registered IP Address (B#&&FH IP 7 KLR) 74 —JL R
RELEEFaY IP Y RUANERSND/NERAE 10 EHO IP 7 R L
XO

Select (FER)] 227Uy L TRy hT—27 - F T2/ bZERL,
[Select Network Object ( Ry bT—2 - A7 o bDEIR) ¥ (70
TRy I AZAFTHIENTEET, Xy NT—V - ATV haiE
RUT, ITHRI 27U9 I LET, Xy T —0 - F T MM,
TAdd NAT Configuration (NAT #EKDEM) ¥ 707 « KRy 7 AD
[Network Object (v FT—2 « X T2V M) 74—V RIEMINE
KR

i AIREDEE

[NAT Configuration (NAT #8RR)| #1707 - Ry 7 AN SEEFED NAT Rt AHE
HzZZERL T, TOpen (BL)) 27 YUwZ L. NAT Hpk~7 7 1)L ® [Network
Translation v N7 —27 2| AHHEZEEL X7,
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NAT E2AIEB DHIRR

1. [NAT Configuration (NAT #&m)] #1707 « Ry 7 AN SBEED NAT FEA
HEHZEIRL T, TDelete (HIBR)) =27 U w27 L. NAT Kk~ 7 1)L ® [Network
Translation ¢ b7 —27 2541 s ATHH ZHIBRL £,

MRS A 7O TRy 7 ANERINET,
2. NEWn) F£7213 TwWwahz 22RLET,

NAT #ZE)

1. M7 947> b FES—>a> - VU—T, TRVAZMT 7 1)+ T+
F— 742 TN Yy LT, ZREHKLET. NAT 77 1) 7+
WE— A& TNy LT, RREHRLET,

2. INAT Activation (NAT #28h)) Z#IRT 2L, 120X=2D38 [TRTHD &
FIERICE A 707 « Ry 7 ANERINET,

—|  (LOCAL) Network Address Translation Activation || ||
Control Activation Status of NAT Configuration

NAT Configuration Controls

“Activate/Update Configuration
Deactivate Configuration
+Run Validation
«Enable Logging
«Disable Logging
Execute |
Qutput
3
I~ I
& Close | F Help
[X]35. NAT ##)

3. RONWTNMEZEIRL T, [Execute (RIT)) 27U vV THIENTEET,

o« FEESIN/Z NAT R 7 7 1 IIVIZEENZ Ry hT—2 « 7 RL AEWGLAIEH
DL BB ZETTNET,

o MERRZEE/FEH L, BHE NAT T2 a—I)L2MEMH T2 [Network Address
Translation v b7 —72 « 7 RLAZH)) S ABHEHZERRL ET,

« NAT ZIEEELL. Xy hU—=2 « 7 R L AEMZ LRI L KT,
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s OF U ZEMHHATEEICL, Fy hT—7 « T RLAEWMOF O VEFHTES
EOICLET,

s OF U EMHHARRNICL, Fy NT—2T « VT RLAEWOF > 7 EFHTE/
WwkaicL 9,

a¥>s

NAT (3. NAT OF > 7 &7 4 )y — - OF 2T OMAMERAEETH 2 HEHIT, T
I—4&ofEEEO S LET. NAT OF > 713, [NAT Activation (NAT #CEh))
INFIVT, £23 fwnat IR RZEFEHT S EICEK- T, FHMREICRD X, 7
4 IVF— - OF >3, TLog Facility ( AZ#8E) /X)L T, £7213 fwlog I< >
RZE[MHTZZEICE> T, MARMRRICRD XTI,

ROIEENT, 7707 U+—)b - aF¥mRIcOINET,

o EHBERE (R AE BWEZIZ MAP EEAEE)D S NAT 77— 7L ADOFEH
o NAT 215 — 7 )L NOBEH

e ITI—+ Awytk—

o N7 v EIBEEIND, BHROKK

o BEOIEEMLB L OIEEEL

NAT D7 1 Jb& —RRAIDIER

NAT #pZ5c 78, NAT 2T 58001, 74 VY —HHIZER T 2 0%
MNHNFET, UBR—= (8% T A 77+ —ILIC YA B Z T ¢ w7 QHlfEL | %

BMatl, BEEROZDODOERBFEAT—EAZFALET, EEEGROZODER
BAT—EZOHIL, XKOEBDTT,

e HTTP direct out

¢ Telnet direct out

FEHICOWTIL, BBR="0 THaEzed—F 22 MW@ OERL ] 28 T<
723,

9w NI —=JICEEAD T —EANBERGEL, TREAT—ERXAEZERT 50
TWARHDET, ZHCONTIE. BBR—0 TR 9147 R afunrd—F A
RFESFL] 2L T EE 0N,
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