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Ä1¹ ÏÎ IBM Firewall ROµ¶±

»¹Q×ziHq IBM eNetwork FirewallROµñÏÎºROC

UCΩTAÎ≤RO@~G

v »ÑÒCXºROÏÎUCykG

– [³u ϕÜ°ÏÎÌΘJºΩÆC

– [] ⁿÑÆ°∩ÎÊºC

– {} ⁿÏÎÌi∩ÜºÑÆC

– | OÎÓÏj∩µC

v Ò³ÑÆíÏÎ keyword=value (÷Σr=È) ºµíC

v pG@ÓÑÆπ³hÓÈAhÈ³ÓAbùÞ¹ºAB³ÓHÅµÏjªÌAÒpG

secaddr="11.22.33.1 11.22.33.2"

v ⌠≤ÑÆúúα]tÅµAúDªbùÞ¹ºC

v pGzñL@ÓÎhÓ²nÑÆAhROµ½Î{íNCX≥|ºÑÆC

v pGbÑÆñΘJF@ÓLÄÈAhROµ½Î{íN°ioÓù~C

v YÇ¾⌡≡AÈ{í|bªÌº[cÉÜ≤ÉAHÊAΦí≤sªÌº@ÎCYÇÝn

update¸ROCwN update ¸ROúÑ¹ºÇÝnªº¾⌡≡AÈ{íC

v u³Dnº¾⌡≡ÞzÌiHqROµñ⌡µ{íC

v ]°Æ°ÊPÉ×ºµ¼ÛÌÊAún½µsΦ⌠≤[cÉC

[c°A¹

fwcfgsrv RO|CXÎÜ≤[c°A¹º∩µCÞzÌ²·Ö³ÞzΩÆÇΘ±ε\αºv

¡A~αoXoÓROC

YnCX[c°A¹∩µAÐoXUCROC

fwcfgsrv cmd=list

fwcfgsrv ROºΘX²G|OU±oÓËlG

localonly = yes/no
encryption = none/ssl
sslfile = filename if one is defined

YnÜ≤[c°A¹∩µAÐoXUCROC

© Copyright IBM Corp. 1994, 1998 1



fwcfgsrv cmd=change
[localonly={yes|no}]
[encryption={none|ssl}]
[sslfile=]

ÑÆwqpUG

localonly
ⁿw¾⌡≡O_uαq»Ý≈¹ÓÞzC³ÄÈ° yesÎ noC

encryption
ⁿX[c°A¹O_nzL ssl NeJºΩÆ[KC³ÄÈ° noneÎ sslC

sslfile ⁿwÏÎ sslKXΩÉ×WÙÓiµ ssl[KC ÐÑ\Ä57¶ºyÄ6¹ ÏÎuØ

ßKXΩÉ×½Î{ív(MKKF)zC

ΓìWÙAÈ{í

uΓìWÙAÈ{í(DNS)vNúÑ¹πΓìWÙAÈ{í¹wþ⌠⌠ººDqúÏÎA

ÓúÑÌÖºΩT¹wþ⌠⌠~ºDqúCYn¹¿¹ØÐÝ³TÓΓìWÙ°A¹G

v @Ób¾⌡≡

v @Óbwþ⌠⌠º

v @Óbwþ⌠⌠~

Û÷ΩTAÐÑ\ IBM eNetwork FirewallÏÎⁿnC

ù:

1. x.x.x.x O@ÓaIQiεµíº IP ì}C

2. secaddrP remaddrÑÆºÈiHOµ@ IP ì}Î IP ì}ºCÜCpGⁿwF IP

ì}ºCÜAhCÜ³ÓHÅµÏjAÃ]tbùÞ¹ºC

3. ½Ðºì}NQ»úÃÐÜ°@Óù~C

4. Ä@¸[c DNS ÉAfwdns cmd=change NØßsÉ×C¾⌡≡NϕÈπ³@Ó

DNS [cO²CÈiαOÅºCÜ≤¸RO¼HÜ≤ DNS O²ñº⌠@Îþí

ÈC

UCROCXØeº DNS [cC

fwdns cmd=list

YnÜ≤ DNS [cµØÎØßsÉ×AÐΘJG

fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"
remaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"
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ÑÆwqpUG

secdomain= SecureDomainName

zººíBwþ⌠⌠ºΓìWÙ

secaddr= SecureDNSaddr[,...]

zºwþΓìWÙ°A¹º IP ì}

remaddr= NonSecureDNSaddr[,...]

zº InternetsuAÈÑ³¸ÒúÑºwþ⌠⌠~ºΓìWÙ°A¹º IP ì}C

Lo

ÐÏÎ fwfilter ROÓÒÊÎ±εLoWhC

fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog

ÑÆwqpUG

fwfilter cmd=update
½sØm[cÎÒÊÓWh°C

fwfilter cmd=verify
⌡µ[cºuúÕØmvA²úÒÊ⌠≤Ü≤C

fwfilter cmd=list
CÜÌ±Ømº[c

fwfilter cmd=shutdown
±ÎLo≈ε

fwfilter cmd=startlog
NÒ∩úºΩÆÇΘOⁿÜ¾⌡≡Θx≈αñ

fwfilter cmd=stoplog
±ε firewall LoOⁿ

HTTP Proxy

HTTP proxy|zL IBM Firewall û⌠ socks°A¹ÎÓs² Web ºÝDAÓ³ÄBz

s²¹nDC ÏÎÌiHsú InternetW³ÎºΩTAÓú|MÎªÌºí⌠⌠ºwþA

ÃBúÝnÜ≤ªÌºqÝ¸⌠ÒÓ⌡µ HTTP proxyC

fwhttp ROiCXÎÜ≤{µº HTTP proxy[cC

YnCXØeº HTTP proxy[cAÐÏÎUCROC

fwhttp cmd=list
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YnÜ≤Øeº HTTP proxy[cAÐÏÎUCROC

fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idlethreadtimeout=]
[logging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

ÑÆwqpUG

port HTTP proxyAÈ{íÒnÉÑºsµ≡C

maxcontentlengthbuffer
nÎÓNσ≤Ç^ºÌjwÄÏjpAHα≈Nºe°×ÐYºþ[ΩTÇ^C

minactivethreads
b_l]wÉÒÊAÃib⌡µÁí~≥íÊºu@ÌⁿÌpÆ¡εC

maxactivethreads
iHÉ⌡µºu@ÌⁿÌjÆ¡εC

idlethreadtimeout
NómⁿOùbiÎ¼AºÌ°Éí¡εC

logging
ⁿÜO_nOⁿ HTTP íÊCÑÆÈ° on Î offC

authenticate
Òn²ÒºÏÎÌh¸CÑÆÈ³ allBnoneÎ newC

authenticatetimeout
bØßù≥ÊsuºßAnÑÝqÝ¸úXnDºÉí°uC

maxpersistrequests
bù≥ÊsuWÒnµ¼ºÌjnDÆØC

persisttimeout
ûùù≥ÊsuºÉíC

¶±

wþ¶±|N IBM Firewall DqúsìznO@ººí⌠⌠ºDqú⌠⌠C zÜÖÝπÆ

@Ówþ¶±A¾⌡≡~|@ÎC Dwþ¶±|N IBM Firewall sì@ÎÆÓ~í⌠⌠Î

InternetC IBM Firewall ÜÖ²·πÆ@ÓDwþ¶±C
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¹RO|CX¾⌡≡º⌠⌠¶±CÞzÌ²·Ö³Þz¶±\αºv¡A~αoXoÓR

OC

fwinterface cmd=list
[addr=x.x.x.x]

ÞzÌv¡ºÛ÷ΩTAÐÑ\ IBM eNetwork FirewallÏÎⁿnºuÞzv@¹C

ÑÆwqpUG

addr=x.x.x.x
CXw[cb¾⌡≡ºÒ³⌠⌠¶±AÃÑOC@Ó⌠⌠¶±°wþÎDwþ¶

±CPÉª]iHÑOWÙCYⁿw∩ÎÊÑÆ addrANu|CXoØ¶±C p

GúÑ¹ addr º IP ì}°aIQiìÆACÜN|]tì}B¼AÎÒⁿwº

ì}ºWÙ (²wwNª[cÜ¾⌡≡)C

¹ROi²zNzº⌠⌠¶±wqÜ¾⌡≡CÞzÌ²·Ö³Þz¶±\αºv¡A~α

oXoÓROC

fwinterface cmd=change
addr=x.x.x.x
[state={secure|nonsecure}]
[name=]

ÑÆwqpUG

addr=x.x.x.x
]tnÜ≤º¶±ºaIQiìÆì}CpGS³NÓ¶±wqÜ¾⌡≡AN|

úÍù~°iC

state={secure|nonsecure}
]t ″secure″ Î ″nonsecure″ Σñ@Ó÷ΣrAoGØ÷ΣriN¶±ÒÝº⌠⌠

ÀþC

name ³NqºWÙAiÎÓÑOΣÒÝº¶±Î⌠⌠Ci]tÅµA²²·ÎùÞ¹

A_ÓC

÷M¼AÎWÙÑÆúO∩ÎÊºA²Oz²·ⁿwΣñ@µC

ΘxOs{í

UCRO|IsΘxÉOs{íAÓû@w[cÓÎ≤OsºΘx≈αC

fwlogmgmt -1 Î fwlogmgmt -a

b Windows NT Scheduled Serviceñ±JoÓRO|ÜÞÎCÛ÷ΩTAÐÑ\ IBM

eNetwork FirewallÏÎⁿnC
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ΘxÉÞz

ΘxÉÞziwqÎÞzzºΘxPOsÉC fwlog ROisWB×∩ÎRúΘx≈αC

YnsWΘx≈αAÐÏÎUCROC

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath

logtime=DaysToKeepInLog
arctime=DaysToKeepInArchive

facility º³ÄÈ°G

v firewall (local4) - @δ¾⌡≡ΘxA]tLo¹Oⁿ\α

v alert (local1) -ÎÓπÜuµÜvπÜe±ºΘxÊþ`n{íÎ{ÉÈHWµiC

v adminaudit (local0) -ÞzfÖΘx

v mail - l≤Θx

priority º³ÄÈ°G

v debug

v info

v warning

v error

v crit

logfile ÑÆiⁿw³N¾⌡≡ΘxµØÇeÜ≤BC logfile º³ÄÈ°¹πºÉ×WÙ (µ

í° (ÏÐ≈:\Ø²))AHⁿwnNΘxµØgJìþ@ÓÉ×C

ù: °µÜΘxÎ¾⌡≡Θx≈αÑOºÉ×³¼¹ÛºAÓB]²·PnÎ¾⌡≡\α
ÓBzº⌠≤ΣLΘx≈αºÉ×úPC

`NAÈ³¾⌡≡ΘxTº|X{b°i½Î{íºÉ×ΘJñCS³ΣL≈α³Ó

ÉVÜP¾⌡≡ΘxÎµÜΘxÛPºÉ×C

arcfileBlogtime Î arctimeÒ°∩ÎÊÑÆABu³ϕ logfile ÑÆ³ⁿwÉ×WÙÉ~α

ÍÄCpGⁿwF⌠≤@ÓÑÆAN²·ⁿwÒ³TÓÑÆCoÇÑÆi±εΘxOsC

YnÏΩÚΘxOsX{A²·wÁ⌡µ fwlogmgmt ROCÐÑ\Ä5¶ºyΘxOs{

ízC

bw]º¼pUA¾⌡≡|ÏÎoÇÑÆÓⁿÜxsOsΘxO²ºìmAHÎh[nO

s@¸CzÝnⁿwoTÓÑÆAÓÒÎOs\αC
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ziH¶gþ[º¾⌡≡Os\αÓúNÓOs\αCÐÑ\Ä47¶ºyÄ4¹ þ[ºΘx

Os{ínΘ}oM≤zC

arcfile ÑÆ·t³¹π⌠|WÙC

logtime ÑÆiⁿwb¾ÜOsÉºeAN¾⌡≡ΘxµØOdbΘxÉñºÌÖÑÆC

arctime ÑÆiⁿwbMúºeAN¾⌡≡OⁿO²OdbOsÉñºÌÖÑÆC

YnÜ≤Θx≈αAÐÏÎUCROC

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[logfile=LogFileName]
[arcfile=ArchiveFileName]
[logtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

pGÜ≤ (×ΣOb_l×Òñ) LkØß@Óyk¿Tº[cÉ (ÒpAwØßºΘxÉ

wq≥|FYÇµì)ANoX@ÓµiAÓBu¾⌡≡vNú|OⁿΩÆC

Yn⌡µOⁿ²únOsAÈÝ facility Bpriority P logfile ÑÆYiC@¹ÒÊΘxO

sAYnNª±εAÐN archiveB logtime Î arctime ÑÆdÕCYzwgÆwFOs
u@AÐNªRúC

YnCXØeºΘxÉ[cΩÆAÐÏÎUCROC

fwlog cmd=list

YnRú fwlog cmd=listROWºµØÒÇ^ºÁÞ¹Xⁿwº¾⌡≡ΘxµØAÐoXU

CROC

fwlog cmd=delete
index=index of entry to delete

ΘxÊþ{í

ÐÏÎuΘxÊþ{íROvÓiDΘxÊþ{íAn≤≤ÉBp≤²oµÜCbÒⁿw

ºÉííjñAϕFìoÓRO (ÎOÛ∩³º[cqÝ¸e±) Òⁿwº{ÉÈÉAN|

X{oÓµÜCϕµÜX{ÉG

1. |NO²gJ¾⌡≡µÜ≈αÎ¾⌡≡Θx≈α

2. |⌡µÒⁿwºRO

3. |Nq¾ÇeÜ@ÎhÓÏÎÌ ID

Ä1¹ ÏÎ IBM Firewall ROµ¶± 7



4. |NTºÇeÜIsËm

ÌßTµÊ@OÑoÌÒⁿwºAϕ[cÈÓ[H±εC

CXΘxÊþ{í]wÈ

fwlogmon cmd=list

ⁿwϕ³⌠≤µÜX{ÉAnÎÓµ¼l≤q°ºÏÎÌ ID

Ynⁿwϕ³⌠≤µÜX{ÉAnÎÓµ¼l≤q°ºÏÎÌ (|Nq¾ÇeìzÒ[Jº

C@Ó ID)G

fwlogmon cmd=add|delete
type=id
username=
[comment=]

ⁿwϕ³⌠≤µÜX{ÉAÒn⌡µºRO

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

ÚÚóÑºnJÁÕ¸ÆAⁿwbìF{ÉÈÉ³²oµÜ

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

ÚÚSw¾⌡≡Tº ID X{º¸ÆAⁿwbìF{ÉÈÉ³ÒÊµÜ

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]
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fwlogmon cmd=change
type=msg
tag=
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=msg
tag=

ÑÆwqpUG

type ÑOÒsWÎ×∩ºΘxÊþ{íROÊΦºþ¼C

¹ÎºÈ³ idBcommandBmsgBsingleBmulti Î hostC

id ⁿwnNq¾Çeìþ@ÓÏÎÌ IDC

command
ⁿwn⌡µºROC

msg w∩SwΘxTººÊþu@C

single ∩µ@ÏÎÌ ID Êþu@C|°C@ÓÁÕóÑº ID Od@ÓpÆ

¹Cϕ⌠@ ID ºpÆ¹Fìb¹ROñⁿwº{ÉÈÉAN|²oµ

ÜC

multi ∩hÓÏÎÌ ID Êþu@CpGÁÕóÑºÒ³ÏÎÌ ID ºpÆ¹`

ÆAFìb¹ROñⁿwº{ÉÈÉAN|²oµÜC

host w∩DqúWÙÓÊþu@C|°C@ÓÁÕóÑºDqúWÙOd@

ÓpÆ¹Cϕ⌠@DqúWÙºpÆ¹Fìb¹ROñⁿwº{ÉÈ

ÉAN|²oµÜC

username
¾⌡≡ÞzÌÎΣLnµ¼µÜq°ºÏÎÌºl≤ IDCz²·¿Ta[cwþ

Ýºl≤°A¹A~α¶QaÇeµÜq°C

command
ϕ⌠≤µÜX{ÉAÒn⌡µºROºWÙC²·O⌡µÉº¹π⌠|WÙCª

iHO .batÉA⌡µÓÉñºhµROF²OpGÓ .batÉ|oAìΣLÉ×A

]²·³ºÇÉ×º¹π⌠|WÙC

count ]wóÑ¸Æº{ÉÈAÎOSwΘxTºX{¸Æº{ÉÈAbFì{ÉÈ

ÉA|ÏÎµÜTºC

time HÀÁ°µìÓ]wÉííjCqÄ@¸X{ßA²·boqÉííjñFìÓ

pÆA~|²o@ÓÆ≤CoÍb{µÉíºeA±¹íjÙ¡ºÆ≤A|qÓ

pÆRúC
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pager ⁿwbÛ÷º{ÉÈ²oµÜÉAO_nÏÎIsCÏÎñºIs¹[c|QÎ

ÓÇeIsC

tag nⁿÊþºΘxTºÐÒ (TºemÅ¹° ICA)CLkÊþ ICA ÐÒÖ≤ 1000

ºΘxÊþ{íTºC

l≤

ÏÎ fwmail ROAÓ∩Mì½ÎÎwþl≤ΓìC

fwmail cmd=list

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

ÑÆwqpUG

secdomain
²b¾⌡≡wþÝºÏÎÌ¾DÒyzºl≤ΓìºWÙC

mail l≤°A¹ºì}C

remdomain
²b¾⌡≡DwþÝºÏÎÌ¾DÒyzºl≤ΓìºWÙC

⌠⌠ì}α½

u⌠⌠ì}α½v(NAT) i²ΣL⌠≤º IP ⌠⌠½ÐÏÎwþ IP ⌠⌠ººì}AHÑM

IP ì}ú≈ÎºÝDC

NAT Σ©|Øþ¼º[cG

v Many-to-OnenOì} - Many-to-Oneα½iα½Ê]ºwþì}Î≡¹A²\h (Ìh

65536)ºíì}@Î@ÓwùUº IP ì}C oÓÑhÌ@ÎºwnO IP ì}|N»

Ýì}⌠Ã_ÓA²úF¹ IP ì}º~Az²·n³t@ÓMùÑ Firewall ÏÎº

InternetnOì}C

v α½wþ IP ì} - α½wþ IP ì}µØiwq@ÕÝn NAT Ó⌡µ IP ì}α½

ºwþ⌠⌠ì}C bw]º¼pUAu⌠⌠ì}α½{ív|bÒ³ºwþ IP ì}W

⌡µì}α½C
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v Æúwþ IP ì} - uÆúwþ IP ì}vµØiwq@ÕúÝ NAT Ó⌡µ IP ì}

α½ºwþ⌠⌠ì}C bw]º¼pUAu⌠⌠ì}α½{ív|bÒ³ºwþ IP ì

}W⌡µì}α½AúDÓì}buÆúwþ IP ì}vµØÒⁿwºd≥ºC

v ∩Mwþ IP ì} - u∩Mwþ IP ì}vµØiwquwþ IP ì}vÎuwnOº IP

ì}vºíº@∩@∩MC @∩@í IP ì}∩Mi²~í³Î{íqÝ¸]p FTPÎ

TelnetqÝ¸^]wPwþ⌠⌠ºº°A¹≈¹ºíº TCP Ñq@~C

NAT ROºykpUG

fwnat
cmd=list | update | verify |shutdown | startlog | stoplog

ÑÆwqpUG

fwnat cmd=list
CÜ{µ NAT [c

fwnat cmd=update
_s NAT Þº

fwnat cmd=verify
Ëd[cyk

fwnat cmd=shutdown
±εÒ³ì}α½

fwnat cmd=startlog
ÒÊOⁿC@Ówα½ºÊ]

fwnat cmd=stoplog
±εOⁿC@Ówα½ºÊ]

YnN@Ó many-to-oneµØ[ì NAT [cAÐÏÎ type=many-to-one G

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

ÑÆwqpUG

type=many-to-one
sW many-to-one µØ

addr= Addr

ÑOwsWÜwnOì}xsÏºwnO IP ì}d≥º IP ì}

timeout= minutes

b NAT iHÀXwnO IP ì}ºeAì}α½iOùómºÀÁÆCw]È°

15Ad≥° 5-45C
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Yn×∩ NAT [cñº many-to-oneµØAÐÏÎUCykG

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

ÑÆwqpUG

index ϕz⌡µ fwnat cmd=list ÉA¬Σº½µñ|X{Sw NAT µØº¹XCÐÏ

ÎzºSw NAT µØº¹XÓ@°ÁÞÑÆC

addr= Addr

ÑOwsWÜwnOì}xsÏºwnO IP ì}d≥º IP ì}

timeout= minutes

b NAT iHÀXwnO IP ì}ºeAì}α½iOùómºÀÁÆCw]È°

15Ad≥° 5-45C

YnN@Óα½µØ[ì NAT [cÉAÐÏÎ type=translate AÓYnÛ NAT [cÉ

Æú@ÓµØAÐÏÎtype=exclude G

fwnat cmd=add
type={translate|exclude}
addr=Addr
mask=Mask

ÑÆwqpUG

type=translate
sWα½µØ

type=exclude
sWÆúµØ

addr= Addr

ÑOÝnα½ºwþ IP ì}d≥º IP ì}C

mask= Mask

ÑO IP ì}d≥

Yn×∩ NAT [cÉñºα½ÎÆúµØAÐÏÎUCykG

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

ÑÆwqpUG

index ϕz⌡µ fwnat cmd=list ÉA¬Σº½µñ|X{Sw NAT µØº¹XCÐÏ

ÎzºSw NAT µØº¹XÓ@°ÁÞÑÆC
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addr= Addr

ÑOÝnα½ºwþ IP ì}d≥º IP ì}C

mask= Mask

ÑO IP ì}d≥

YnN@ÓMgµØ[ì NAT [cAÐÏÎ type=mapG

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

ÑÆwqpUG

type=map
sW∩MµØ

secaddr
³Óα½°ⁿwºwnOì}º IP ì}

remaddr
ⁿXÒⁿwºwþì}³Óα½°wnOì}

Yn×∩ NAT [cñº∩MµØAÐÏÎUCykG

fwnat cmd=change
index=
[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

ÑÆwqpUG

index ϕz⌡µ fwnat cmd=list ÉA¬Σº½µñ|X{Sw NAT µØº¹XCÐÏ

ÎzºSw NAT µØº¹XÓ@°ÁÞÑÆC

secaddr
³Óα½°ⁿwºwnOì}º IP ì}

remaddr
ⁿXÒⁿwºwþì}³Óα½°wnOì}

Is

ziHÒÊIs¹q°Σ©Ab¾⌡≡W³⌠JµÜÉNTºÇeìÞzÌºIs¹A²

¾⌡≡IstÎÞzÌCYn¿TaB@Az²·Î fwpgrB fwcarrier Î fwmodem RO

Ó[cIs¹BqT½qAÈÎÆÚ≈C
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Is¹[c

fwpgr ROi]wÏÎñºIs¹ºÑÆ (Ò×ÏÎñºIs¹YOu¾⌡≡v|HT¹q

¾ºIs¹)C

YnCXIs¹AÐÏÎUCROC

fwpgr cmd=list

YnsWIs¹AÐÏÎUCROC

fwpgr cmd=add
carrier=

modem=
pagerid=
message=

Yn×∩Is¹ÑÆAÐÏÎUCROC

fwpgr cmd=change
[carrier=]
[modem=]
[pagerid=]
[message=]

ÑÆwqpUG

carrier qT½qAÈ{íWÙAPqT½qΩÆwñÒwqºÛP (QÎ fwcarrier R

O)C

modem
ÆÚ≈WÙAPÆÚ≈ΩÆwñÒwqºÛP (QÎ fwmodem RO)C

pagerid
ÑqT½qÒⁿwBSOÎÓÑOzºIsËmº¹XÎWÙC

message
ÇeìIsËmÃB|bIsËmWπÜºTºCÚÚzºqT½qÒúÑºA

ÈAÓTºiHOÆrÎσrCpGTºWLqT½qº°×]w (± 200Ór¸

Ö)AÎOWL 200 Ór¸ATº|QI_C

qT½q

ÏÎ fwcarrier ROÓ]wzÒÏÎºIsAÈºÑÆC

YnCXqT½qAÐÏÎUCROC

fwcarrier cmd=list
carrier=

YnsWqT½qAÐÏÎUCROC
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fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=

baud=
parity=
databits=
stopbits=

Yn×∩qT½qÑÆAÐÏÎUCROC

fwcarrier cmd=change
carrier=
[dial=]
[method=]
[password]
[length=]
[baud]

[parity=]
[databits=]
[stopbits=]

YnRúqT½qAÐÏÎUCROC

fwcarrier cmd=delete
carrier=

ÑÆwqpUG

carrier qT½qºWÙC

dial ²·ⁿwwqùº TAP AÈºqT½qÆÚ≈qÜ¹XC

method
ÑÆÈ²·° TAPC

password
¹°∩ÎÊºÑÆAúDqT½qAÈ³nDC

length qT½qAÈÒ¹\ºTº°×W¡C

baud ⁿwqT½qAÈÒΣ©ºÌ¡wÇΘtvC

parity zqT½qAÈÒΣ©ºPìËdþ¼C ∩ TAP qT≤wÓÑAoq`O¸ÆP

ìËdC

databits
zqT½qAÈÒΣ©ºΩÆì¸ÆC ∩ TAP qT≤wÓÑAoq`O 7C

stopbits
zqT½qAÈÒΣ©º±εì¸ÆC ∩ TAP qT≤wÓÑAoq`O 1C
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ÆÚ≈[c

n]wq°Σ©ÉAzÝn[cÆÚ≈C

ÐÏÎÆÚ≈ROÓ[cÆÚ≈AHÇeIs¹nD¹Is¹ºqT½qC

YnCXÆÚ≈AÐÏÎUCROC

fwmodem cmd=list
modem=

YnsWÆÚ≈AÐÏÎUCROC

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

Yn×∩ÆÚ≈ÑÆAÐÏÎUCROC

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

YnRúÆÚ≈AÐÏÎUCROC

fwmodem cmd=delete
modem=

ÑÆwqpUG

modem
ÆÚ≈WÙC

comport
ÆÚ≈Òsµº COM ÇC≡Cz²·bzº Windows NTtÎWwqoÓ COM

sµ≡WºÆÚ≈C

initstring
ÆÚ≈º_l]wrΩCrΩñºÑÆ²·AX AT ÆÚ≈ROA²OúαN AT

Ö°rΩºí≈CÒⁿwºÑÆ²·PqT½qÆÚ≈ºqHÝDtXC

outsideline
²·µ~uÉÒÏÎº¹XC

úÕIs¹[c

YQTwzw¿Ta[cÏÎñºIs¹AÐÏÎUCROC
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pager
carrier=

modem=
ID=
msg=

ÑÆwqiÑ fwpgr ROºÑÆÓÑOC

hØIs¹

pGz²·``Ü≤zÒÏÎºIs¹AÐ⌡µUC@~G

v TwzwwqÒ³²·ºqT½qÎÆÚ≈C

v ÏÎ fwpgr Î[cqÝ¸ÓwqÎxsIs¹[c

v Æs ROOTDIR\config\pager.cfg É×AÃ¹ª@Ózα≈δÑºWÙ

v wqt@ÓIs¹[cAÃNªÆsÑÑA½ìz³ÒÝºþí pager.cfgÉ×Æ≈°ε

v NznÏÎº[cÉÆs^ ROOTDIR\config\pager.cfg

YzÁÕBzÁ½Ü≤AÐÎ Windows NT at ROÓ]wwÆ{ºu@AHÛÊ½ÆC¸

Á½}lÉºÌß@ÓµØÅ¹C

ÏÎÌ

¹ROsW@ÓÏÎÌAÎ×∩{sº¾⌡≡ÏÎÌº@ÓÎhÓÝÊC Ò³ÑÆπ³w]

ÈAÎbYÇípUúÝnC ∩ cmd=add ÓÑAw]ÈNQxsF∩ cmd=change ÓÑA

{sÈNQOdC

fwuser cmd={add|change}
username=LoginName
[fullname="UsersRealName"]
[password={yes|no}]
[pwdvalue=Password]
[level={proxy|admin}]

[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]

[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]

[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP]

[key="SecureNet Key Code"]
[histexpire=HistoryExpiration]
[histsize=HistorySize]
[loginretries=LoginRetries]
[maxage=MaxAge]
[maxexpired=MaxExpiredAge]
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[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars]
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]

[userchng={yes|no}]
[pwlocked={yes|no}]

[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes|no}]
[fg_logmonitor={yes|no}]
[fg_logs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjs1={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

≥»ÑÆ

username
oÓÏÎÌºnJWÙC

fullname
ÏÎÌºþWAÎYÇΣLÝ≤oÓÏÎÌº²u (uW) ΩTCpGÅµN]A

boÓÈºA·HùÞ¹AϕoÓÈC

level w]È° proxyAⁿXNØßºÏÎÌ°µÂ proxy Î SocksÏÎÌCÞzτÆ

sÕPÞz²ÒúAÎ≤ proxy ÏÎÌC

key ÎÓ²ÒÏÎÌºuDigital Pathways’ SecureNetKXΩvdºKXΩC]°oÓ

È²·t³ÅµA·HùÞ¹AϕªC

²Ò

UC°²ÒrΩÎΣÛ∩³º²ÒΦkCU±ⁿX fwuser ROUØÑÆº²ÒrΩÎkC

v permit-permit all

v deny-deny all

v password-Firewall password

v NT-NT logon password

v snk-SNK

v sdi-SDI

v user-user-supplied authentications

v userauth2-user-supplied authentications
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v userauth3-user-supplied authentications

secftp qwþ¶± F T P nJº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3Cw]È°

denyC

remftp qDwþ¶± F T P nJº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3Cw]È°

denyC

secauth
qwþ¶± t e l n e t nJº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdi P userC w]È° denyC

remauth
qDwþ¶± t e l n e t nJº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3Cw]È°

denyC

secadmin
qwþ¶±u¾⌡≡[cqÝ¸vnJº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3C Y° proxy

ÏÎÌAhw]È° denyFY°uDn¾⌡≡vÞzÌAhw]È° NTC

remadmin
qDwþ¶±u¾⌡≡[cqÝ¸vnJº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3C Y° proxy

ÏÎÌAhw]È° denyFY°uDn¾⌡≡vÏÎÌAhw]È° NTC

secsocks
ÓÛ¾⌡≡ºwþÝº Socks qÝ¸suº Socks5 ²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3C

pG Socks5°A¹O[c°ÏÎÌ ID/qµXÎí²ÒΦkAÓDuDÔ^³²

ÒΦkv(CRAM)Ah SNK Nú|B@A]° Socks5ÏÎÌ ID/qµXqT≤

wLkπÜ SNK LÝC

w]È° denyC

remsocks
ÓÛ¾⌡≡ºDwþÝº SocksqÝ¸suº Socks5²ÒΦkC ³ÄÈ°

denyBpermitBpasswordBNTBsnkBsdiBuserBuserauth2Î userauth3C

pG Socks5°A¹O[c°ÏÎÌ ID/qµXÎí²ÒΦkAÓDuDÔ^³²

ÒΦkv(CRAM)Ah SNK Nú|B@A]° Socks5ÏÎÌ ID/qµXqT≤

wLkπÜ SNK LÝC

w]È° denyC
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sechttp
ÓÛwþ¶±º H T T P nDº²ÒΦkC³ÄÈ°

denyBpermitBpasswordBNTBsdiBuserBuserauth2Î userauth3C

HTTP qT≤wúΣ© SNKA]°ªS³úÑπÜ SNK LÝºΦk¹ÏÎÌC

ªΣ© SDIA²|úÜÏÎÌΘJuqµXv(ÓDúÜÏÎÌΘJ SDI qµX)C

ÏÎÌ³ÓΘJ SDI qµXC

ù: fwdfuser úαbΣ²ÒΦkµìW]w SNK Îu¾⌡≡qµXvC

¾⌡≡qµXÑÆ

password
ⁿXO_NúÜÏÎÌΘJqµXCÌÚw]ÈApGⁿw⌠≤²ÒΦkAÎw

]·ΘJqµXAN¹PzúÜC

pwdvalue
jí≈Î≤ script{í]pA¹ÑÆe\bROµWⁿwÑÆÈC Ð`NAHM

íºσrΘJoÓÈA|N¹ÈúTai¾ÑÑÌC S³w]ÈC

userchng
Mwnp≤bÏÎÌΩÆwñ]wuÞzÌÜ≤X¹vCY]w° yesAhuÞz

ÌÜ≤X¹vN|bÏÎÌÄ@¸nJÉAnDÏÎÌÜ≤qµXCw]È°

NoCu³búÑ password=yesÎ pwdvalue=″ ÑÆÉA¹ÑÆ~³ÄC

pwlocked
ⁿwO_nΩwqµXCϕnJóÑº¸ÆWL¡εAÎO¼ÏÎqµXºgÆ

Fìu±ueºÌ°ÉívÒⁿwºgÆÉAN|NoÓ]w]° yesC

histexpire
wqÏÎÌLknDqµXºÁí (g)CoÓÈOπÆrΩC ³ÄÈ° 0 - 52C

0 ⁿX¼]w⌠≤Éí¡εCw]È° 0C

histsize
wqÏÎÌLk½sÏÎº²eqµXºÆØCoÓÈOπÆrΩC ³ÄÈ° 0

- 20Cu³b histexpire=0 ºípU~³ÄCw]È° 5C

loginretries
wqW¸btÎΩwbßºew¶QnJßAÒe\ºú¿\nJÁÕºÆØC

oÓÈOπÆrΩC ³ÄÈ° 0 - 20Cw]È° 10C sÎtÈⁿXS³¡εC

@¹ΩwÏÎÌºbßAÏÎÌNLknJA½ìtÎÞzÌN pwlocked ]°

noC

maxage
wqqµXºÌ°ÏÎÁ¡ (g)C¹ÉA²·Ü≤qµXCoÓÈOπÆrΩC ³

ÄÈ° 0 - 52C 0 ⁿXS³Ì°ØRCw]È° 13C
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maxexpired
wqWXÏÎÌiÜ≤wLÁqµXº maxageÈ (g) ºÌjÉíCboÓwq

ºÉíßAÈ³ÞzÏÎÌiÜ≤qµXCoÓÈOπÆrΩC ³ÄÈ° -1 -

26CpG maxexpiredÝÊ° 0AhbÅX maxageÈÉAqµXYìÁCpG

maxageÝÊ° 0AN¿ñ maxexpiredÝÊCw]È° 3C

maxrepeats
wq@Ór¸ibsqµX½ÆºÌj¸ÆC³ÄÈ° 0 - 8A²È 0 LNqC

È 8 ⁿXS³ÌjÆØCw]È° 2C

minalpha
wq·bsqµXñºrÀr¸ºÌÖÆØCoÓÈOπÆrΩC ³ÄÈ° 0 -

8C0 ⁿXS³ÌÖÆØC w]È° 4C

mindiff wqÝbsqµX²úbÂqµXñºr¸ºÌÖÆØCoÓÈOπÆrΩC ³Ä

È° 0 - 8C0 ⁿXS³ÌÖÆØC w]È° 3C

minlen wqqµXºÌu°×CoÓÈOπÆrΩC³ÄÈ° 0 - 8C0 ⁿXS³ÌÖÆ

ØC w]È° 8C

minother
wq·bsqµXñºDrÀr¸ºÌÖÆØC oÓÈOπÆrΩC ³ÄÈ° 0

- 8C0 ⁿXS³ÌÖÆØC w]È° 1C

pwdwarntime
wq@ÓÑÆAboÓÑÆßAtÎNoX@ÓÝnqµXÜ≤ºµiCoÓÈ

OπÆrΩC ³ÄÈ° 0 - 30CsÎtÈⁿXúoX⌠≤TºCw]È° 5C

ÞzτÆsÕ

fg_all pGe\oÓÞzÌÞz¾⌡≡ºÒ³h±AÐΘJ yesCw]È° noC

fg_dns pGe\oÓÞzÌÞzuΓìWÙAÈ{ívAÐΘJ yesC w]È° noC

fg_interfaces
pGe\oÓÞzÌwq¾⌡≡¶±AÐΘJ yesCw]È° noC

fg_logmonitor
pGe\oÓÞzÌÞzuΘxÊþ{ív{ÉÈAÐΘJ yesC w]È° noC

fg_logs
pGe\oÓÞzÌÞzuΘx≈αvAÐΘJ yesCw]È° noC

fg_mail
pGiH²oÓÞzÌÞz¾⌡≡l≤hDAÐΘJ yesC w]È° noC

fg_netobjs1
pGiH²oÓÞzÌ⌡µu⌠⌠½≤vº≥»ÞzAÐΘJ yesC w]È° noC
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fg_netobjs2
pGiH²oÓÞzÌ⌡µu⌠⌠½≤vºiÑÞzAÐΘJ yesC w]È° noC

fg_pagers
pGiH²oÓÞzÌÞzuIs¹]mvAÐΘJ yesCw]È° noC

fg_proxyserver
pGiH²oÓÞzÌ[c¾⌡≡ proxy `n{íAÐΘJ yesC w]È° noC

fg_traffic
pGe\oÓÞzÌÞzuΩÆÇΘ±εvAÐΘJ yesCw]È° noC

fg_user
pGe\oÓÞzÌÞzu¾⌡≡ÏÎÌvAÐΘJ yesCw]È° noC

YnCÜÒ³¾⌡≡ÏÎÌÎµ@ⁿwº¾⌡≡ÏÎÌºÒ³ÝÊAÐΘJG

fwuser cmd=list
[username=username]
[type={short|long}]

type={short|long}
pGzÏÎ@ÓÏÎÌWÙAþ¼ºw]È° longCpGz¼ÏÎÏÎÌWÙAw

]È° shortC

Ynq¾⌡≡ñúh@ÓÏÎÌAÐΘJG

fwuser cmd=delete
username=username
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Ä2¹ ÏÎ°i½Î{í

»¹N´Qp≤ÏÎ IBM Firewall º°i½Î{íC °i½Î{íºDnØºb≤ÌÚ¾

⌡≡ΘxÉAúÍÞzΩTºϕCÆÉ×C

iúÍϕCÆºÉ×AÃNoÇϕµ×JÜΩÆwtÎ (p DB2/6000Î DB2/2)ñºϕµC

MßAÞzÌNiÏÎu²cÆdßyÑ (SQL)vAÓdßΩÆÃúÍ°iC½Î{íτe

\ÞzÌØß¾⌡≡ΘxTººi¬úσrÉC

°i½Î{íOÑUC{íPÉ×Òc¿G

fwlogtxt
ÌÚ¾⌡≡ΘxÉúÍþσrTºº{í

fwlogtbl
ÌÚ¾⌡≡ΘxP suΘxAúÍΩÆw×JÉ (π³ DEL (³Ïjr¸) µí) º

{íC

YnÏÎ fslogtbl {íÎ DDLBDML P DEL ÉAz³Óπ³YÇ÷píΩÆ

wº¾ÑAÃñ´p≤ÏÎAϕº÷píΩÆwú~C

fwschema.ddl
uSQL ΩÆwqyÑ (DDL)v»zíºÉ×AAX≤wqΩÆwϕµ

fwimport.dat
DB2 ×J»zíºÉ×AAX≤N DEL É×JÜΩÆwϕµñ

fwqrysmp.dml
uSQL ΩÆÞ±yÑ (DML)v»zíºÉ×AAX≤úÍ°idÒ

fwlogcvrt
N Windows NT¾⌡≡Θxµíα½° AIX ¾⌡≡Θxµíº{íCoi²Σ

ªtÓº°iuπ³He@δaB@AúFiαLkδÑsºTºC

DDL P DML ÉOMÑ DB2 tCÏÎA²iQ×∩AHKαPΣLΩÆwÞztÎ@_

ÏÎCDEL µíÉi¡wa×J (ⁿJ) Ü DB2/6000BDB2/2 ÎΣLΩÆwÎÉ×tÎC

²nÉAªÌº²µµí³Óe\α½°ΣLµíC

°i½Î{íÎk

¹ΩTNÑÀp≤qROµÏÎ°i½Î{ípÝq[cqÝ¸ÏÎ°i½Î{íºÛ÷

ΩTAÐÑ\ IBM eNetwork FirewallÏÎⁿnC

YnqROµdÝ¾⌡≡ΘxÉAÐÏÎ fwlogtxt ½Î{íC Û÷ΩTAÐÑ\Ä25¶º

yq¾⌡≡ΘxÉúÍTºzC
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YnÌÚΘxΩTÓúÍ°iAÐG

1. wË÷píΩÆwú~C

2. ØßÅºΩÆwC

3. bΩÆwñØßÅº¾⌡≡ΘxϕµC

4. ²úÍsϕÉAÐqROµ⌡µ fwlogtbl C

5. ×J²GÉ×ANΘxΩÆ¾JΩÆwϕµñC

6. gÑ⌡µ SQL »zíÎ SQL {íÓúÍ°iC

ù: eTÓBJuÝn⌡µ@¸AMßAC@¸³sºΘxΩÆiÏÎÉAN½ÆΣlB
JC

IBM Firewall Θxµí

¾⌡≡ΘxÉºC@ÓµØíπ³pUµíG

Date Time firewall_name:year;pid:Amsg_num; msg_ID;var_1;...;var_n;

Σñ

v eTÓµì dateBtime P firewall-name OÑ¾⌡≡Θx≈αÒsWC

v year O|Ór¸º~C

v pid OµØNMÎºⁿ IDC

v Amsg_num O@Ó`ÇπÆAu°i½Î{ívNÏÎªAq fw_log.cat ÉñsúA

ϕBwα½ºTºσrCÓHÆrϕÜº msg_nume±|³@ÓΘxh¸ⁿÜ¹rÀ

(A)CoÓⁿÜ¹|ÀδXúÍΘxº¡xAHÎUØΘxµíº⌠≤tºC

v msg_ID OTºº~í¹X (p ICA0001e)C

v var_1-n NϕTºÜÆºÈAΣñ n YOTºwqñºÜÆÆØC

ù: únNΣLO²ÞÉÜP¾⌡≡ΘxÛPºÉ×C ]°oØO²úϕu°i½Î{íÒ
ÝºµíAÓúÍLkwúº²GC

ÐÏÎRO fwlogcvrt NoÓ Windows NT©»Θxµíα½¿ AIX ΘxµíCziα

ÝnoËBzA~αÏÎΣLΣ© IBM Firewall for AIX ΘxºtÓ°iuπCoþα½

|¾úX{b msg_nume±º ’A’ Θxh¸ⁿÜ¹AÃNΓÓÅÕr¸íJì

firewall_nameÎ~≈íº_¹ºΓΣC

ÑÆ]AG

input q Windows NT FirewallΘx½sÉVºÐÇΘJC

output ÐÇΘXAi½sÉVÜÉ×C
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fwlogcvrt yk

fwlogcvrt

dÒG

fwlogcvrt < fw980212.log >logcvrt.out

q¾⌡≡ΘxÉúÍTº

ziHÏÎRO fwlogtxt Aq¾⌡≡ΘxÉºµØñØßi¬úºTºC

ÑÆ]AG

input ÓÛ¾⌡≡ΘxÉºÐÇΘJ

output ÐÇΘX

fwlogtxt yk

fwlogtxt

dÒG

fwlogtxt < fw980212.log >logtxt.out
fwlogtxt < my.log | find "ICA0"

S³ fwlogtxt ºÑÆFªÄÎÐÇΘJºΩTAÃN²G±ÜÐÇΘXñC

úÍΩÆw×JÉ

ziHÏÎRO fwlogtbl AÓØßB∩gÎþ[ϕCÆÉ×AMßqΣñ¾XΩÆwϕµÓ
úÍ°iC

ÑÆ]AG

input ¾⌡≡ΘxÉC

output É×WÙG

a_alert.tbl

f_rule.tbl

f_info.tbl

f_match.tbl
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f_stat.tbl

interfaces.tbl

nat_info.tbl

p_info.tbl

p_ftp.tbl

p_http.tbl

p_info.tbl

p_login.tbl

p_stat.tbl

server_info.tbl

session.tbl

s_ftp.tbl

s_info.tbl

ssl_info.tbl

fwlogtbl yk

fwlogtbl -w [-d OutDir] [-su]LogName
|

-a

dÒG

fwlogtbl -a -d :c\reports fw961031.log

-w ⁿw³Óm½{sºΘXÉCpGÉ×úsbAfwlogtbl NØßªC

-a ⁿwÒúÍºÉ×³Óþ[Ü{sºΘXÉñCpGÉ×úsbAfwlogtbl NØß

ªC

-d ÑOΘXØ²C

OutDir ⁿwNxsΘXÉºØ²CpG¼ⁿw⌠≤Ø²AΘXÉNxsb{µØ²ñC

-su ⁿw LogName° AIX su ΘxÉºWÙCoËAzº Windows NT FirewallN

iHBz²eÂ©º AIX Firewall º¾⌡≡Î su ΘxÉC

LogName
ⁿw¾⌡≡ΘxÉÎ AIX su ΘxÉC

÷MΘXÉOw²wqºA²b⌡µ fwlogtbl ßAi∩ªiµÆsÎ≤WCΘXÉ×ºµí

°π³Ïjr¸º ASCII (DEL) É×µíAS³rΩÏjr¸AÓOHÀ¹ (;) @°½µ

ºÏjr¸C
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÷≤TººÔÓΩTAÐÑ\Ä75¶ºyþ²A. TºzC

zL°i½Î{íÏÎΩÆw

»qNyzP¾⌡≡@_úÑºÉ×AoÇÉ×NÎÓØßΩÆwBNΩT×JΩÆwA

HÎdß°iCpGz³ DB2Adb2oÓROiHÎboÇÉ×WC (þⁿ≤ db2ROº

\αiαsb≤ΣLΩÆwÞztÎñCoÇÉ×iαÝnÜ≤AΦiPp¹º\α@_

ÏÎC)

Yn⌡µ db2ROAz²·wË DB2AÃwq@Óu×ÒvCÐÑ\ DB2 wËΓUCº

²Az²·ÏÎ DB2 ºØßΩÆwROAÓØß@ÓÅºΩÆwC (Ø³zNªRW°

’fwlog’C) Yn⌡µoÓÊ@AÐbROµWΘJpUºROG

db2cmd

Mßb DB2 RO²G°íñΘJG

db2 create database fwlog

MßAz²·sµÜ fwlog ΩÆwG

db2 connect to fwlog

db2 ROº -vf ∩µºÏÎΦípUG

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > report.out

UCUqN³oÇBJºÔÓíúCb⌠≤ípUAÏÎÌ³ÓJÓËdÐÇΘX (bC@

ÓdÒñAw½sÉVÜÉ×)C∩×J@~ÓÑAPÉ]ÝnËdC@ÓÓO×J»zí

ÒúÍº .msgÉC

Øßϕµ

db2 -vf fwschema.ddl > schema.out oÓRO|ØßÒ³²·ºϕµÎÁÞC ÌnO

bwË¾⌡≡ú[ºßAoXoÓRO@¸CϕoÓdÒ¿b⌡µÉÒÎº{µÏÎÌ ID

NOϕµºØßÌ IDCbyßº SQL »zíñAoÓ ID iαÝn@°ϕµWÙº¡w

¸ (p creatorid.tableName)AúDªÌ¿bØßÌ ID U⌡µC]¹ApG¼ÏÎØßÌº

IDAhÏÎÌNÝnsΦ fwimport.datP fwqrysmp.dmlÉAHKNØßÌ ID m≤C@Ó

ϕµWÙºeC

ROOTDIR\sample\report\fwschema.ddl t³iØßΩÆwϕµº DDL »zíA³FoÇ

ΩÆwϕµANiHµⁿÓÛ fwlogtbl ÒØßºϕCÆÉ×ºO²C ROOTDIR°zbi

µwË@~ÉAÒ∩wº IBM Firewall ØÐìmØ²Cz³Ód\ schema.outAHP_z

º@~O_¶QC fwschema.ddl É×ñº»zíi÷ì¼ÏÎAÎñ@×∩HAÎ≤úP

ΩÆwtÎC (ÏÎÌú³ÓÜ≤ϕµP½µWÙC)
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×JΩÆ

db2 -vf fwimport.dat > import.out oÓRO|NΩÆqÒ³ DEL É×ⁿJÜ db2-vf
fwschema.ddl ROÒØßºϕµñC

ROOTDIR\sample\report\fwimport.dat É×t³dÒ»zíAª|N *.tbl ÉºΩÆ×JÜ

DB2 ΩÆwCp Ä27¶ºyØßϕµz Òú@δApG×JºÏÎÌúOϕµºØßÌA

hØßÌ ID ²·m≤C@ÓϕµWÙºeC

C@Ó×J»zíNbÐÇΘXñúXΩTAÓb tblname.msg ÉñúÍΣLΩTAΣñ

tblname∩≤C@Ó×J»zíÓÑNOSwºC ÏÎÌ³ÓËdoΓØΘXµíAÓP_

O_¶Q¹¿×JCϕzLp DB2 º{íA⌡µoÓÉ×ñºÒ³×J»zíÉAÏÎÌ

³ÓNÐÇΘXÞÉÜÉ×AMßËdÓÉ×PC@Ó .msgÉC C@Ó×JROí|ú

ÍÓOº .msgÉC¹~ACϕªÌ³sΘxNÏMbΩÆwÉAÏÎÌ³Ó½soX db2
-vf fwimport.dat > import.out ROC

ϕ×JjΘxÉÉAziα|¼ì SQL ù~¹XAΣíúⁿXÝn≤hºOÐΘÎÏÐÅ

íCÒpATºiαOuΩÆ∩ÅíÎºÊΘxÅíú¼vCoÇù~ÝnÕπΩÆwú

~Î fwlog ΩÆwºÑÆ]wCÐÑ\ DB2 σ≤AúoÔÓΩTCt@ØÕπ DB2 ÑÆ

]wºÈNΦíNONjºΘxÎjºϕCÆÉ×À¿ûpºÉ×C

⌡µdÒdß

d b 2 - v f f w q r y s m p . d m l > r e p o r t . o u t RO|⌡µdÒdßC

ROOTDIR:\sample\report\fwqrysmp.dml É×t³ SQL »zídÒAªiÌÚYÇdßÝ

DAúÑ³Îº°iΩÆCziHÏÎoÇdÒÓØßzÛvº°iCp Ä27¶ºyØßϕ

µz Òú@δApG×JºÏÎÌúOϕµºØßÌAhØßÌ ID ²·m≤C@Óϕµ

WÙºeC

ϕqROµñ⌡µdßÉADB2 Ntmªiα∩C@ÓΘX½µÝnºÌjÅíCoiα|

y¿ú÷\¬º°iCziHzLbC@ÓdßñnD≤Öº½µAÎzLNoÇdß»

zíºtbziH≤e÷±εe{Φíº{íºAÓF¿≤íNº²GC

°i½Î{íºÏÎÌ¶±

u°i½Î{ívNwË°¾⌡≡wËº@í≈CªÌ]iHÓOwËAÃbD¾⌡≡D

qúW⌡µC[cqÝ¸Î fwlogtbl ROiÎÓb¾⌡≡W⌡µ°i½Î{íCbD¾⌡

≡WAÐÏÎROµC
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SQL ϕµ

»qNwq SQL ϕµºGmC

C@Ó¾⌡≡ΘxTºÎ AIX su ΘxTºúN∩MìUCΣñ@Ó SQL ϕµG

ADMIN_ALERT
FILTER_INFO
FILTER_MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO
SU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

zú³ÓÜ≤ϕµP½µWÙCMÓApGzo{ªºYÇÈQI_ºÜAziHW[r

¸½µºe×C

ÁÞ

NϕSϕ¾⌡≡Æ≤ºΘxO²³ÓÈbΩÆwñX{@¸CpGÞzÌh¸×JP@Ó

ϕCÆÉ×AÎpG×JqP@ÓΘxÉ×lÍXÓºt@ÓϕCÆÉ×Ah@ÓΘxO

²iαX{h¸C

Yn×KoÓÝDAΩÆwwqdÒÉ× (fwschema.dll)NÏÎoTÓµìAbC@Óϕµ

Wwq@Óß@ÁÞG

v °oÓO²ºÓ½ºΘxÉºÉ×WÙ (LOG_FILE)

v oÓO²bÓΘxÉñºµ¹ (LINE_NUM)

v oÓrµº½Æ¸ÆAOÌÚtÎΘxºuW@ÓTºw½Æ n ¸vTº

(REPEAT_NUM)ÓÓ

oÓÁÞi²εzqÛPWÙºÉ×ñⁿJÛPµ¹h¸CoÓ¹I[WpßÞzzºΘ

xÉWÙA³i×KbzºΩÆwñ½ÆX{ΘxÆ≤C
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NΣLÁÞ[ÜzºΩÆwi[jzÌ`ÎdßºÄαCÐÑ\zºΩÆwσ≤AúoÔ

ÓΩTC

ϕµíú

»qNÏ¾⌡≡ΘxTº∩MÜϕµP½µAÃⁿVzQndß@°zº°iºΩTCN

∩MÜSϕϕµºÒ³TºNCÜbϕµÀÝºþùñCúÑΩÆ¹Sϕ½µºTºNC

ÜbÓ½µºíúCoÇϕµñt³ IBM Firewall for AIX Î IBM Firewall for NT ºÓ

OTºAHÎoΓÓ¾⌡≡@ÎºTºC

÷≤¾⌡≡ΘxTººÔÓΩTAÐÑ\Ä75¶ºyþ²A. TºzC

bUCíúºuΩÆþ¼v½µñA’int’ tⁿ DB2 º SMALLINT ½µþ¼F’long int’ t

ⁿ DB2 INTEGERþ¼CuΘÁÉívΩÆþ¼tⁿ DB2 TIMESTAMPCbÉíÐOñA

LϕÈNϕ° ″000000″C

pGíúÐÜ°²nA²·ⁿw@ÓÈAΦibϕµñΘJO²C

boÇϕµíúñANÙñRϕß@ÁÞºTÓ½µHÎµ¼Θxh¸ⁿÜ¹º½µA]

°ªÌºwqÛPABq`S³zÑdßªÌC

ϕ 1. ADMIN_ALERT.oÓϕµt³PÓÛ a_alert.tbl ÉºIJµÜ³÷ºTºC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (ICA0001BICA0002BICA0003BICA0004B

ICA2001BICA2002BICA2003BICA2026BICA2043B

ICA2068BICA2167BICA2168BICA 2170BICA2173B

ICA3001BICA3012BICA3018)

ACTION char(7) su (ICA3012) Îs² (ICA3018)

NUM_COUNT int ²ÒóÑÆØ (ICA0001BICA0002BICA0003)F

TAG_MSG_NUM ºΘxµØÆØ (ICA0004)FÑÆ

(ICA9000)

TAG_MSG_NUM char(8) ÐÜTº¹X (ICA0004)

SRC_IP char(15) Ó½ IP ì} (ICA2001BICA2028B

ICA2079BICA2167BICA3012BICA3018)

DST_IP char(15) Øºa IP ì}

(ICA2028BICA2079BICA3012BICA3018)
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ϕ 1. ADMIN_ALERT (~≥). oÓϕµt³PÓÛ a_alert.tbl ÉºIJµÜ³÷ºTºC

½µ ΩÆþ¼ ²uíú

AUTH_METHOD char(20) ²ÒΦk (ICA2002BICA2167B ICA2170)

NETWORK char(25) ⌠⌠WÙ (ICA2001BICA2002BICA2167)

HOST_NAME char(100) DqúWÙ (ICA0003BICA2002)

TIMEOUT_SEC int OÉϕÆ (ICA2026)

CONN_USERID char(16) SockssuÏÎÌWÙ (ICA3001)

APPLICATION char(30) ³Î{íWÙp telnetBftpB...

(ICA2167BICA2168BICA2170BICA3012)

ù: Û÷TºG ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009 ICA0010

ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022

ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079

ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

ϕ 2. FILTER_ACTIVE_RULE.»ϕµt³ÓÛ f_rule.tbl Éº{µuLo¹vWhC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

RULE_NUM int Wh¹X (²n)

RULE char(150) Wh (²n)

ù: Û÷TºGICA1037

ϕ 3. FILTER_INFO.»ϕµt³PÓÛ f_info.tbl ÉºuLo¹v³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

RULE_NUM int LoWh¹X (ICA1005)
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ϕ 3. FILTER_INFO (~≥). »ϕµt³PÓÛ f_info.tbl ÉºuLo¹v³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

ERROR_NUM int tÎù~¹X -- AIX ù~¹XÎ Windows NTÌß@Ó

ù~ (ICA1007, ICA1008, ICA1009, ICA1011 ICA1013,

ICA1015, ICA1021, ICA1023, ICA1024)

∩³≤oÓù~¹XºσrizL _strerrorτÆÓúoC

uWindows NTÌß@Óù~vºσrizLuµíT

ºv\αAÎb Win32 Programmer’s Reference Volume

2 º Appendix A ñúoC

LOAD_PATH char(100) Öß{íXRⁿJ⌠| (ICA1011BICA1012)

DVC_DRV char(25) ËmXÊ{í (ICA1021)

TERM_SIG char(25) ×εH¹ (ICA1260)

FILE_NAME char(100) É×WÙ (ICA1024)

RC int ºí¾⌡≡^ÐX (ICA1019)

ù: Û÷TºGICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA1013 ICA1014

ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

ϕ 4. FILTER_MATCH.oÓϕµt³ÓÛ f_match.tblÉºÛÅLoWhC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

RULE_NUM int Wh¹X (²n)

ACTION char(6) Whþ¼Ge\BÚ´ÑC

DIRECTION char(8) Ê]ºÇeΦV°J≡Î≈≡ (²nº)

SRC_IP char(15) ÇeÌº IP ì} (²n)

DST_IP char(15) ¼≤Ìº IP ì} (²n)

PROTOCOL char(7) ¬ÑqT≤wp UDPBIPIPBICMPBTCP Î TCP/ACK

(²n)

SRC_PORT int
v ICMP º IP Ê]þ¼

v ΣLºΩ½qT≤w≡¹ (²nº)

DST_PORT int v ICMP º IP Ê]X

v ΣLºØºaqT≤w≡¹ (²nº)

ROUTING char(5) Ê]º¼ed≥G¼eÎÏì (²n)

INTERFACE char(10) ¶±þ¼GwþÎDwþÊ (²n)
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ϕ 4. FILTER_MATCH (~≥). oÓϕµt³ÓÛ f_match.tblÉºÛÅLoWhC

½µ ΩÆþ¼ ²uíú

FRAGMENT char(8) ÑOÊ]°ùqÎDùq (²n)

TUNNEL_ID int qD ID (²n)

ENCRYPTION char(7) [KtΓkG DES_CBCÎ CDMF ÎL

BYTES long int SwÊ]º°× (²n)

ù: Û÷TºGICA1036

ϕ 5. FILTER_STATUS.oÓϕµt³÷≤ÓÛ f_stat.tblÉºLo¹º¼AÜ≤ºΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

DAEMON char(25) AIX LoOⁿ`n{í (ICA1004)AÎ Windows NTL

oOⁿAÈ{íC

VERSION int ©»¹X (ICA1004BICA1033)

RELEASE int ©¸¹X (ICA1004BICA1033)

PACKET_LOGGING char(8) ÒÎÎ±ÎÊ]Oⁿº¼A (ICA1035)

ù: Û÷TºGICA1004 ICA1032 ICA1033 ICA1034 ICA1035CLoWh≤s (ICA1032) ºúÓiq

FILTER_ACTIVE_RULE ϕµñúoC

ϕ 6. INTERFACES.¹ϕµ]t interface.tblÉ×ñº¶± (tµd) [cTºΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

IP char(15) tµdº IP ì} (ICA9038B ICA9039BICA9040)

OLD_MASK char(15) ²eºBnÈ (ICA9040)

NEW_MASK char(15) sºBnÈ (ICA9040)

ù: Û÷TºG ICA9037BICA9038BICA9039BICA9040BICA9041

ϕ 7. NAT_INFO.»ϕµt³ÓÛ nat_info.tblÉºu⌠⌠ì}α½vTºΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)
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ϕ 7. NAT_INFO (~≥). »ϕµt³ÓÛ nat_info.tblÉºu⌠⌠ì}α½vTºΩTC

½µ ΩÆþ¼ ²uíú

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

VERSION int NAT ©»¹X (ICA9033)

RELEASE int NAT ©¸¹X (ICA9033)

IP char(15) IPì} (ICA9035BICA9036)

ù: Û÷TºGICA9032BICA9033BICA9034BICA9035BICA9036

ϕ 8. PAGER_INFO.»ϕµt³P Firewall ºIs\α³÷ºΩT (ÓÛ pgr_info.tbl É)C

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (ICA4036BICA4174BICA4175)

ERROR_NUM int tÎù~¹X - AIX ù~¹XÎ Windows NTÌß@Ó

ù~ (ICA4371)

PROGRAM char(25) {íWÙ (ICA4000)

SIGNAL int ×εH¹ (ICA4000)

ID int ÑOX (ICA4036)

PRIORITY int u²¶Ç (ICA4036)

PERIOD int ÉÁ (ICA4036)

RETRY_COUNT int ½Õ¸Æ (ICA4036BICA4313BICA4314B

ICA4364BICA4365)

FROM_ENTRY char(15) τÆWÙ (ICA4036)

HOST_NAME char(100) DqúWÙ (ICA4174BICA4175)

MESSAGE_TEXT char(250) ¶±ºσr (ICA4036BICA4353 -

4360BICA4368BICA4372)

SERVICE char(25) AÈ{íWÙ (ICA4017)

SOCKET int Socket¹X (ICA4017)

FILENAME char(100) É×WÙ (ICA4154BICA4351BICA4352)

ù: Û÷TºGICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA4175BICA4300 -

4303BICA4305 - 4315BICA4351 - 4360B ICA4362 - 4372)
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ϕ 9. PROXY_FTP.oÓϕµt³ÓÛ p_ftp.tbl Éº FTP Ñq@~º FTP Ê@ΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (²n)

SRC_IP char(15) ÏÎÌº IP ì} (²n)

DST_IP char(15) ·Ý≈¹º IP ì} (²n)

ACTION char(5) É×αeÊ@Gs±Îúo (²n)

FILE_NAME char(100) É×WÙ

BYTES long int ΩÆºαeÆq

SID long int ß@Ñq@~ ID (²n)

ù: Û÷TºGICA2075

ϕ 10. PROXY_HTTP.»ϕµt³ÓÛ p_http.tblÉº Proxy Ñq@~º HTTP Ê@ΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

STATUS int ¼A (²n)

SRC_IP char(15) ÏÎÌº IP ì} (²n)

REQUEST char(250) HTTPnDººe (²n)

BYTES long int ΩÆºαeÆqC

ù: Û÷TºGICA2099

ϕ 11. PROXY_INFO.»ϕµt³PÓÛ p_info.tbl Éº Proxy ³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (ICA2018BICA2019BICA2057B

ICA2058BICA2166BICA2177BICA2172)
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ϕ 11. PROXY_INFO (~≥). »ϕµt³PÓÛ p_info.tbl Éº Proxy ³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

ERROR_NUM int tÎù~¹X - AIX ù~¹XÎ Windows NTÌß@Ó

ù~ (ICA2005B

ICA2006BICA2009BICA2029BICA2035BICA2038B

ICA2039BICA2052BICA2054BICA2055BICA2056B

ICA2057BICA2058BICA2059BICA2063BICA2064B

ICA2065BICA2066BICA2067BICA2068BICA2069B

ICA2069BICA2070BICA2071BICA2074BICA2110B

ICA2111BICA2113BICA2114BICA2115BICA2118B

ICA2119BICA2121BICA2122BICA2123BICA2124B

ICA2200BICA2201BICA2202BICA2203)

ù~¹Xºσr (AIX tÎù~) izL _strerrorτÆÓ

úoC uWindows NTÌß@Óù~vºσrizLuµ

íTºv\αAÎb Win32 Programmer’s Reference

Volume 2º Appendix A ñúoC

OPTION_VAL char(20) ∩µXÐÎÑÆÈ

(ICA2014BICA2015BICA2049BICA2050)

TIME char(15) LÄºÉííj (ICA2044BICA2202)

RC int ºí¾⌡≡^ÐX (ICA2007BICA2030B

ICA2031BICA2033BICA2034BICA2054BICA2057B

ICA2058BICA2065BICA2120BICA2166BICA2203)

INVOC_NAME char(20) oÍtÎù~É socketÎsµ≡ºIsWÙ

(ICA2055BICA2056)

AUDIT_TYPE char(7) úúfÖþ¼ (7 ÓQ»iìÆr) (ICA2004)

HOST_NAME char(100) DqúWÙ (ICA2106BICA2107BICA2126)

FILE_NAME char(100) É×WÙ (ICA2029BICA2030BICA2072B

ICA2183BICA2204BICA2205BICA2206BICA2207)

LINE_NUM int µ¹ (ICA2029BICA2030)

PROTOCOL char(25) LÄqT≤wWÙ (ICA2112BICA2116)

CUSTOMIZED_ATTR char(25) µ¹ (ICA2105BICA2106BICA2125B ICA2166)

ODM_ERR_NUM int ÓÛu½≤ΩÆÞztÎvºù~¹X (ICA2102B

ICA2103BICA2104BICA2105BICA2107BICA2108B

ICA2109BICA2125)

APPLICATION (È¡ NT) char(30) ³Î{íWÙ (ICA2200BICA2201B

ICA2202BICA2203BICA2204BICA2205BICA2206B

ICA2207)
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ϕ 11. PROXY_INFO (~≥). »ϕµt³PÓÛ p_info.tbl Éº Proxy ³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

CALLER (È¡ NT) char(25) IsτÆ (ICA2200BICA2201B

ICA2202BICA2203BICA2204BICA2205BICA2206B

ICA2207)

FAILED_IN (È¡ NT) char(25) óÑτÆ (ICA2201BICA2203)

ù: Û÷TºG ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023

ICA2029 ICA2030 ICA2031 ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046

ICA2047 ICA2048 ICA2049 ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058

ICA2059 ICA2060 ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070

ICA2071 ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111

ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123

ICA2124 ICA2125 ICA2126 ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203

ICA2204 ICA2205 ICA2206 ICA2207

ϕ 12. PROXY_LOGIN.»ϕµt³÷≤ÓÛ p_login.tbl Éº¶Q Proxy nJºΩT (Dn÷≤²Ò)C

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (²n)

APPLICATION char(30) ³Î{íWÙ - telnetBftpB.... (²n)

AUTH_METHOD char(15) ²ÒΦk (²n)

NETWORK char(25) ⌠⌠ (wþ/Dwþ -]iαπ³ΣLΩT) (²n)

HOST_NAME char(100) DqúWÙ (²n)

ù: Û÷TºG ICA2024 ICA2025 ICA2169

ϕ 13. PROXY_STATUS.»ϕµt³ÓÛ p_stat.tblÉº PROXY¼AΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (ICA2008BICA2016BICA2021)

SRC_IP char(15) Ó½ IP ì} (ICA2000BICA2008BICA2010B

ICA2011BICA2012BICA2013BICA2141BICA2180)
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ϕ 13. PROXY_STATUS (~≥). »ϕµt³ÓÛ p_stat.tblÉº PROXY¼AΩTC

½µ ΩÆþ¼ ²uíú

DST_IP char(15) Øºa IP ì} (ICA2000BICA2010B

ICA2011BICA2012BICA2013)

REMOTE_HOST char(100) ·ÝDqúWÙ (q¾⌡≡≈¹º[IÓÝ)

(ICA2021BICA2022BICA2027)

SID (È¡ NT) int Ñq@~ÑOX (ICA2177BICA2180BICA2181 ICA2182)

SOCKET (È¡ NT) char(25) SocketWÙ (ICA2177)

RC (È¡ NT) int ^ÐXÎì]X (ICA2181BICA2182)

CMD (È¡ NT) char(36) SMTPd (ICA2182)

ù: Û÷TºG ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097

ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

ϕ 14. SERVER_INFO.»ϕµt³÷≤ÓÛ srv_info.tblÉºu[c°A¹v¼APíÊºΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (ICA9003BICA9004)

ERROR_NUM int tÎù~¹X - AIX ù~¹XÎ Windows NTÌß@Ó

ù~ (ICA9008BICA9009)

ù~¹Xºσr (AIX tÎù~) izL strerrorτÆÓ

úoC uWindows NTÌß@Óù~vºσrizLuµ

íTºv\αAÎb Win32 Programmer’s Reference

Volume 2º Appendix A ñúoC

ù: Û÷TºGICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA9012 ICA9013

ICA9014 ICA9015

ϕ 15. SESSION.oÓϕµt³ÓÛ session.tblÉº SOCKSP PROXYÑq@~ÒÊ/±εΩTC

½µ ΩÆþ¼ (°×) ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX AIX Bz IDBNT ⁿ IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (²n)

SERVICE_TYPE char(10) AÈ{íþ¼GsocksÎ proxy (²n)
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ϕ 15. SESSION (~≥). oÓϕµt³ÓÛ session.tblÉº SOCKSP PROXYÑq@~ÒÊ/±εΩTC

½µ ΩÆþ¼ (°×) ²uíú

APPLICATION char(30) ³Î{íWÙ - telnetBftpB.... (²n)

SRC_IP char(15) ÏÎÌº IP ì} (²n)

DST_IP char(15) ·Ý≈¹º IP ì} (²n)

SESSION_EVENT char(5)
v ϕØßÑq@~É}lC

v ϕ×εÑq@~É²⌠

(²n)

BYTES long int bÑq@~ÁíwαeºΩÆÆqCY³Î{í°

TelnetA¹È³° 0C

SID long int u¾⌡≡vÒúÍºß@Ñq@~ÑOXAHÉí°≥

ªC

ù:

Û÷TºG

v SafemailÑq@~ÒÊGICA2178

v SafemailÑq@~±εGICA2179

v SocksÑq@~ÒÊGICA3011

v SocksÑq@~±εGICA3015

v Proxy TelnetÑq@~ÒÊGICA2036 (AIX Θx) ICA2208BICA2218 (NT Θx)

v Proxy TelnetÑq@~±εGICA2077 (AIX Θx) ICA2209BICA2219 (NT Θx)

v Proxy FTPÑq@~ÒÊGICA2041 (AIX Θx) ICA2208BICA2218 (NT Θx)

v Proxy FTPÑq@~±εGICA2076 (AIX Î NT Θx)

Socks FTPÑq@~Ê@ºúÓìb SOCKS_FTPϕµñC Proxy FTPÑq@~Ê@ºúÓìb PROXY_FTPñC

ϕ 16. SOCKS_FTP.»ϕµt³ÓÛ s_ftp.tblÉº FTP Ñq@~º SOCKS FTPÊ@ΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (²n)

SRC_IP char(15) ÏÎÌº IP ì} (²n)

DST_IP char(15) ·Ý≈¹º IP ì} (²n)
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ϕ 16. SOCKS_FTP (~≥). »ϕµt³ÓÛ s_ftp.tblÉº FTP Ñq@~º SOCKS FTPÊ@ΩTC

½µ ΩÆþ¼ ²uíú

DATA_BIND char(5)
v ϕØßΩÆs²É ’ÒÊ’C(ICA3010)

v ϕ×εΩÆs²É ’±ε’C(ICA3014)

(²n)

BYTES long int ΩÆºαeÆqC

ù: Û÷TºGICA3010 ICA3014

ϕ 17. SOCKS_INFO.»ϕµt³PÓÛ s_info.tblÉº Socks³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

USERID char(16) ÏÎÌ ID (ICA3044BICA3045BICA3046BICA3047B

ICA3049)

ACTION char(7) su (ICA3044BICA3049) Î s² (ICA3046B

ICA3047)

ERROR_NUM int tÎù~¹X - AIX ù~¹X (ICA3013B

ICA3019BICA3031BICA3032BICA3040BICA3044B

ICA3101BICA3102BICA3103BICA3104BICA3106B

ICA3107BICA3108BICA3122BICA3124BICA3125B

ICA3126BICA3128)

SRC_HOST char(25) Ó½DqúWÙ (ICA3019BICA3035)

DST_HOST char(25) ØºaDqúWÙ (ICA3016BICA3045)

SRC_IP char(15) Ó½ì} (ICA3042BICA3043BICA3044B

ICA3045BICA3046BICA3047BICA3049)

DST_IP char(15) Øºaì} (ICA3044BICA3045BICA3046B

ICA3047BICA3049)

LINE_NUM int µ¹ (ICA3022BICA3023BICA3024BICA3025B

ICA3026BICA3109BICA3110BICA3111BICA3112B

ICA3115BICA3116BICA3117BICA3118BICA3119B

ICA3120);

ÎµÆ (ICA3113)

EXEC_STATUS int ⌡µ¼A (ICA3027)
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ϕ 17. SOCKS_INFO (~≥). »ϕµt³PÓÛ s_info.tblÉº Socks³÷ºù~Î@δΩTTºC

½µ ΩÆþ¼ ²uíú

CMD char(36) pnJºRO (ICA3027BICA3039B

ICA3042BICA3044BICA3048) þùG∩ ICA3042 Ó

ÑAROºµí°Q»iìµí

FILE_NAME char(100) É×WÙ (ICA3030BICA3032BICA3105BICA3109B

ICA3110BICA3111BICA3112BICA3113BICA3114B

ICA3115BICA3116BICA3117BICA3118BICA3119B

ICA3120)

APPLICATION char(30) ³Î{íWÙ - telnetBftpB....

(ICA3044BICA3045BICA3049)

VERSION char(10) HQ»iìϕÜº Socks©»¹X (ICA3043)

ù: Û÷TºGICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026 ICA3027 ICA3030

ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043 ICA3044 ICA3045 ICA3046

ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104 ICA3105 ICA3106 ICA3107 ICA3108

ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115 ICA3116 ICA3117 ICA3118 ICA3119 ICA3120

ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126 ICA3127 ICA3128

ϕ 18. SSL_INFO.»ϕµt³÷≤ÓÛ ssl_info.tblÉº SSL¼APíÊºΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

Client_IP char(15) qÝ¸º IP ì}

ù: Û÷TºGICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063 ICA5082 ICA5120

ϕ 19. SU.»ϕµt³÷≤ su.tbl Éº SU íÊºúÓ]pGz¿bⁿJ AIX suΘx)C

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

]° AIX ú|b su ΘxÉñO²~ADATE_TIME ½

µº~í≈N]w°µ~Îe@~A°δ/Θ]wÓw (p

Gδ/Θß≤{µδ/ΘAN²wªOW@~C)

FROM_USERID char(16) ÏÎÌ ID (²n)

TO_USERID char(16) ÏÎÌ ID (²n)

LOGIN_STATUS char(7) nJÁÕº¼AG¿\ÎóÑ (²n)
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ϕ 20. TUNNEL_CONTEXT.»ϕµt³ÓÛ t_cntxt.tblÉº{µuqDd≥v]wC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

TUNNEL_ID long int qD ID (²n)

SRC_IP char(15) Ó½ IP ì} (²n)

DST_IP char(15) Øºa IP ì} (²n)

ENCRYPTION char(7) [KtΓk

DES_CBCÎ CDMF

ù: Û÷TºGICA1043

ϕ 21. TUNNEL_POLICY.»ϕµt³ÓÛ t_policy.tbl ÉºuqDªñv»zíC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

POLICY char(60) q fwpolicy É¬úªñ»zí (²n)

ù: Û÷TºGICA1040

ϕ 22. TUNNEL_STATUS.»ϕµt³÷≤ÓÛ t_stat.tblºuqDv¼AÜ≤ºΩTC

½µ ΩÆþ¼ ²uíú

DATE_TIME date_time Ê@ºΘÁPÉí (²n)

FIREWALL char(100) ¾⌡≡≈¹º¹πWÙ (²n)

PID int AIX Bz IDBNT ⁿ ID (²n)

MSG_NUM int Tº¹X (²n)

SESSION_SCKT long int Ñq@~ socketsµ≡ (ICA1038)

MASTER_SCKT long int Dn socketsµ≡ (ICA1038)

TUNNEL_ID long int wRúqD ID (ICA1041)
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ϕ 22. TUNNEL_STATUS (~≥). »ϕµt³÷≤ÓÛ t_stat.tblºuqDv¼AÜ≤ºΩTC

½µ ΩÆþ¼ ²uíú

ù:

Û÷TºGICA1038 ICA1039 ICA1041 ICA1042

v wwqºªñ (ICA1039) ºúÓiq TUNNEL_POLICY ϕµúoC

v wwqºqDd≥ (ICA1042) ºÔÓΩTAiq TUNNEL_CONTEXT ϕµñúoC
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Ä3¹ þ[º SafeMail nΘ}oM≤

IBM Firewall SafeMailhDºDnØºAOnbwþÎDwþÊ⌠⌠ºíαel≤AÃ⌠Ã

wþ⌠⌠WºDqúWÙC

SafeMail hD»¡ÃúúÑ⌠≤ººeLoBzC²OAziHsg SafeMail Content

Screener (ºefd{í)AÃNªwËbu¾⌡≡vWAH@°þ[º SafeMailhDCzþ

[º SafeMailhDiHË°πÓ E-mail TºAÃiÚÚzÒØßº≥ÇÓfd E-mailC

þ[º SafeMail hDiHiD SafeMail hDnTεTººαeAÎOn¹\TºqLh

DC

SafeMail Bzº[

ϕ SMTPqÝ¸sµì SafeMailhDÉA SafeMailhD|suìØºa SMTP°A¹A

ÓBϕ SafeMail hD¼ìÓÛqÝ¸π³Æµσrº E-mail ÉA|qqÝ¸@¸Çe@

µσrº e-mailTºìØºa°A¹C SafeMailhD|ÌÝn∩g E-mail ºYÇϕYr

µAH⌠Ãwþ⌠⌠DqúºWÙC

pGwwËþ[ºuºefd{ívAhϕC@µ E-mail TºÇL SafeMail hDÉA

SafeMailhDN|Isºefd{íC SafeMailhD]|Ç¼ E-mail TººÓ½ÎØº

aºÛ÷ÎΣLΩTAoËºefd{í~iH²UÓIs¼¹úÍ÷pCpG²·²À

RπÓTºAºefd{í~αMwO_n²ÓTºqLu¾⌡≡vºÜAboØípº

UAo|Ü³ÎC

pG SafeMailhD²·∩g⌠≤ϕYAH⌠Ãwþ⌠⌠WºDqúWÙAb∩gÓϕYº

eA|²Isþ[ºuºefd{ívC

Øßþ[º SafeMail hD

YnØßÃwËþ[º SafeMailhDAz²·G

v sgþ[ DLL ºìl{í

v Øß DLL

v N DLL wËbu¾⌡≡vW

ROOTDIR\samples\safemail ]tþ[ººefd{íºdÒ{íXB²nϕYÉÎ IBM

Visual Age M Microsoft Visual C++º makeÉdÒC ROOTDIR°zbiµwË@~

ÉAÒ∩wº IBM Firewall ØÐìmØ²C
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¶gìl{í

þ[ººefd{í²·⌡µ@Ósµ UsrCheckºτÆAoÓτÆπ³UCì¼G

int _Export UsrCheck(pCheckData Data);

ϕ SafeMailhD³@µ E-mail TºÇÆn²ºefd{íËdÉA¹° SafeMailhDI

sºiJIC¹τÆtdËdo@µ E-mail TºFpGªn² E-mail Tº~≥qL

SafeMailhDAN|Ç^ 0FpGªn SafeMailhDÚ´~≥Bz¹TºAhÇ^DsÈC

ÐÑ\ ROOTDIR\samples\safemail º usrcheck.cñºdÒ{íXAHúo¶≤ SafeMail

hDÎºefd{íºíº¶±º¹πíúC

CheckτÆWº pCheckDataÑÆ° ROOTDIR\samples\safemail º usrcheck.hñÒíú

º C ²cC¹²c]t¿bBzº E-mail TººÛ÷½nΩTAÒpGSMTP °A¹º

Ó½ÎØºaì}AHÎ⌡µÇeÎµ¼Ê@º SMTP°A¹º⌠⌠þ¼ (wþÎDwþ)C

Ó²cPÉ]]t@Ó∩Í÷pÊ{íAi²ºefd{íÏÆÓIsPP@Ó E-mail T

ºúÍ÷pC

Øß DLL

bzgnþ[ºuºefd{ívºìl{íßAz²·Nªs¶AÃBì²Ü DLLCÓ

DLL ²·RW° smusr.dllCÃB²·qÓ DLL ×X UsrCheck iJICÐÑ\

ROOTDIR\samples\safemail ñº makeÉdÒAúoAϕºs¶Îì²Á½dÒAH¿T

aØß DLLCÒúÑº makeÉdÒAÎ≤ IBM VisualAge C++Î Microsoft Visual CC

wË DLL

@¹zØß smusr.dll¿\Az²·NªwËbu¾⌡≡vWCN smusr.dllÆsìu¾⌡

≡vº \bin Ø²ñCMßÏÎ Windows NTu±εxvñºuAÈ±εÞztÎvA÷¼

Ã½sÒÊ IBM Firewall SafeMail°A¹AHⁿJþ[º{íC

IBM Firewall úÑ smusr.dllºdÒAì≤u¾⌡≡vº \bin Ø²ñCÐ²NoÓ DLL

≤WAAΓzº smusr.dllÆsìÓØ²ñAHKNÓΓzºþ[{í¾úÉAα≈NªÙ

ìC

»¹ÎUG¹ñºs¶¹WÙ|ÌUØdÒÓ³ÒúPC²oT¹ÒÑÓGÓÛPºs¶

¹C
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Ä4¹ þ[ºΘxOs{ínΘ}oM≤

IBM Firewall Θx`n{í|NÒOⁿºΩTgJzb[cqÝ¸ºΘx≈α∩ÜØñÒⁿ

wºÉ×ñCMßziHÏÎ fwlogmgmt ROAwÁOsÂºΘxO²C@δÓÑAzi

Hq Windows NTºuÆ{{ívÓ⌡µ fwlogmgmt ROCbw]º¼pUAfwlogmgmt

RO|NÂºΘxO²Osb@ÓØ²ñAÃB|Î Windows NTºúYROÓNΘxO

²úYC²OAziH¶gþ[ºuΘxOs{ívAHúNw]ºOsÊ@C

p≤Øßþ[ºΘxOs{í

²Øßþ[ºuΘxOs{ívAz²·G

1. sgþ[ DLL ºìl{í

2. Øß DLL

3. N DLL wËbu¾⌡≡vW

ROOTDIR\sample\logarch Ø²]tþ[ºuΘxOs{ívºdÒ{íAΣÆsu¾⌡≡v

ºw]Ê@Î IBM Visual Age for C++º makeÉC ROOTDIR°zbiµwË@~ÉA

Ò∩wº IBM Firewall ØÐìmØ²C

¶gìl{í

þ[ºuΘxOs{ív²·⌡µ@Õu¾⌡≡vÎÓ⌡µOs\αºτÆCoÇτÆº

ì¼dÒÒwqb ROOTDIR\sample\logarch Ø²º fwarch.hñC

oÇτÆ|⌡µ≥»ºOs\αAÒpGNÉ×sWÜOsÉñBqOsÉñ^úÉ×B

_sOsÉÎCXOsÉñºÉ×C

oÇτÆºÛ÷ÔÓΩTAÐÑ\ ROOTDIR\sample\logarch Ø²ñ fwarch.cºdÒC

Øß DLL

bzgnþ[ºuΘxOs{ívºìl{íßAz²·Nªs¶AÃBì²Ü DLLCÓ

DLL ²·RW° fwarch.dllCb fwarch.hñCXºÒ³τÆú²·qÓ DLL ×XC

ROOTDIR\sample\logarch Ø²úÑ@ IBM VisualAge for C++ º makeÉdÒAiÎÓ

NdÒ{íXØßìAϕº DLL ñC

wË DLL

bz¿\aØß fwarch.dll ßAÐNªwËbu¾⌡≡vWCN fwarch.dll Æsì

ROOTDIR\bin Ø²ñC
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u¾⌡≡vºw] fwarch.dll]b¹Ø²ñCÒHbzNzÒØßº DLL Æsì¹Ø²eA

Ð²N¹w]º DLL Æ≈Î≤WC

PÉAÐTwØeÃS³⌡µ fwlogmgmt ROAÃBbzm½w]º DLL ÉAÐTwS

³⌡µ IBM Firewall Θx`n{íCÐÏÎuAÈ±εÞztÎvÓ÷¼ IBM Firewall Θ

x`n{íAMßAm½ DLLAÃ½sÒÊC
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Ä5¹ úÑÛvº²ÒΦk

»¹N°zíúp≤úÑÛwº²ÒΦkºÛ÷ΩTC

ÏÎÌúÑº²Ò

ÚÌúÑFì≤ ROOT_DIR\bin\authsdk Ø²ºÏÎÌ²ÒdÒC É×]AG

v authschm.h -¶±wqÉ

v authus.cpp -dÒpººìlÉ

v gwauth4.lib -¾⌡≡º{íw

v msvc++.mak - Microsoft Visual C Make file

v schmname.h -¶±wqÉ

v vac++.mak - IBM Visual Age Make file

ÏÎUCROÓs¶ IBM Visual Age ºÏÎÌ²ÒdÒC

v nmake -f vac++.mak -Øm DLL

v nmake -f vac++.mak install -ØmÃwË DLL

v nmake -f vac++.mak clean -Mú»ÝØ²

ÏÎUCROÓs¶ Mircrosoft Visual CºÏÎÌ²ÒdÒC

v nmake -f msvc++.mak -Øm DLL

v nmake -f msvc++.mak install -ØmÃwË DLL

v nmake -f msvc++.mak clean -Mú»ÝØ²

ÏÎunΘ}oM≤ (SDK)vÓØßÏÎÌúÑº²Òpº

IBM Firewall úÑi~¾º¶±AÓπX≤OtÓº²ÒwþÊú~Ci¶gþ[b Firewall

²Òpº¶±º²Òpº .dllAÓ⌡µ¹µ@~C

¾⌡≡²ÒBzºº[

UC¾⌡≡AÈ{í²·²ÒÏÎÌA~i²ªÌsú¾⌡≡AÈ{íG

v IBM Firewall [c°A¹

v IBM Firewall Proxy FTP`n{í

v IBM Firewall Proxy HTTP`n{í

v IBM Firewall Telnet`n{í

v IBM Firewall Socks°A¹
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Firewall úÑUC²ÒpºG

þíÚ´

Ú´ÏÎÌsúAÈ{íC

þí¹\

¹\ÏÎÌsúAÈ{íAÓúÝn[H²ÒC

Firewall qµX
úÜÏÎÌΘJwwqbu¾⌡≡ÏÎÌvΩÆwñºqµXC

NT nJqµX
úÜÏÎÌΘJuWindows NTnJqµXvC

SecureNetKey
ÏÎuAssureNet Pathways SecureNet Keyv²ÒÏÎÌC

SecurID d

ÏÎ Security Dynamics SecurIDwþdÓ²ÒÏÎÌC

ÒÏÎº²ÒpºiHwqbC@ÓÏÎÌÎC@ÓAÈ{í≥ªWCÒpAiH[c

FirewallA²ÏÎÌ JohnÕÏnJ IBM Firewall [c°A¹ÉúÜLΘJuWindows NT

nJqµXvC²Oϕ JohnnÏÎ IBM Firewall Telnet ProxyÉAh|ÏÎLºuSecurID

dvÓ²ÒLCΣíAϕÏÎÌ Mary ÕÏnJuIBM Firewall [c°A¹vÉAh|ú

ÜoΘJu¾⌡≡qµXvCFirewall ÒúÑº²ÒpeAHÎp≤°ÏÎÌwq²Òpe

ºÛ÷ΩTAÐÑ\ IBM eNetwork FirewallÏÎⁿnºuÞzv@¹C

úF IBM Firewall úÑº²ÒpºAzÌhiwËTÓÏÎÌúÑº²ÒpºCziHÚ

Ú{³ºwþ≥ªÓ¶goÇpºFÎÌAziHq≤OtÓúowþpºANLÌºú

~Pu¾⌡≡vπXC

u¾⌡≡vñºC@Ó²Òpº (]AÏÎÌúÑº²Òpº) OÑ⌡µ²Òpº API º

DLL NϕC¹ API Owq²Òpºp≤ÏÎu¾⌡≡vÓnOÛvAHÎu¾⌡≡vp≤

N²ÒnDÇ¼¹ªC

ØßÏÎÌúÑº²Òpº

ØßÏÎÌúÑº²ÒpºOÑUCBJÕ¿G

v ¶gìl{íÓ⌡µ²Òpº API

v s¶Îì²ìl{íì DLL

v N DLL wËbu¾⌡≡vW

ØßÏÎÌúÑº²ÒpºÒÝº C ìlϕYÉÎ{íwÉ×AHÎ Microsoft Visual C++

Î IBM Visual Age for C++ ºdÒ{íÎdÒ makeÉ×úib ROOTDIR\bin\authsdk

ñΣìC
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¶gìl{í

Ò³²Òpº²·⌡µΓ≤ÆG

1. ÏÎu¾⌡≡vnOªÌÛv

2. ⌡µ AuthSchmFn

V Firewal l nO : ÒÊu¾⌡≡vAÈ{íºeAu¾⌡≡v|ÕÏⁿJªb

\bin\authschm lØ²ñΣìºC@Ó DLLCⁿJC@Ó DLL ÉAªº_l]w`í²

·Isu¾⌡≡vñº registerAuthSchmτÆA~αÏÎu¾⌡≡vnOªÛvC

registerAuthSchmτÆì¼Owqb authschm.hϕYÉñCª|ÄÎⁿV AuthSchmInfo²

c (]wqb authschm.hñ) ºµ@ÑÆC The AuthSchmInfo²c|s²²ÒpºPu¾

⌡≡v³ÓIsºAϕ AuthSchmFnºì}AHKN²ÒnDÇ¼¹²ÒpºC

ÏÎÌúÑº²Òpº²·ÏÎUCTÓWÙñºΣñ@ÓG

1. user

2. userauth2

3. userauth3

ϕYÉ schmname.hñA³wq¹oÇWÙºÅ¹WÙCÏÎÌúÑº²Òpºº]p³Ó

²@δÏÎÌúiHⁿwnÏÎoTÓWÙñºþ@ÓAHK²hÓÏÎÌúÑº²Òp

ºiHwËbP@Óu¾⌡≡vWAÓúÝnßßΓÓúPºpº|³PËºWÙC

DLL _l]w`í¶QIsnO AuthSchmÃÇ^Is{íºßA|ÇÆ DLL ÓBz²

ÒnDC≥≤oÓì]Aiα]Ýnb DLL _l]w`íñ⌡µ⌠≤ºpºSw_l]

wC

⌡µ AuthSchmFn: C@Ó²Òpº DLL ²·ÏÎwqb authschm.hñºì¼AÓ⌡

µ AuthSchmFnτÆC AuthSchmFnτÆπ³@ÓⁿV AuthReq²cºÑÆCAuthReq²

cO@Ó²µº C ²cAΣñ]t{µ²ÒnDºÛ÷ΩTCAuthReqOwqb authschm.h

ñC AuthReq²c]tn²ÒºÏÎÌºWÙBnD²Òºu¾⌡≡v¸≤/AÈ{íAH

ÎÓnDºΣªÛ÷ΩTCpÝ AuthReq²cºΩTº¹πCÜÎíúAÐÑ\ authschmh

ñ³÷ªºíúC

úFÏÎÌWÙÎ¾⌡≡¸≤º~A AuthReq²cñÙ³TÓÑÆb⌡µ²ÒpºÉSO

½nG

gwaput
oOu¾⌡≡vúÑº^Ð`íºì}AbªÝnÇeTº¹ÏÎÌÉiHÏÎ

Ó²ÒpºC ÒpApG²ÒpºÝnoX@ÓúÜTº¹ÏÎÌºÜAhª|I

s gwaput ÑÆúÑºn²IC gwaput ^Ð\αOH authschm.hñº

AuthSchmPut typedef°ì¼CÐÑ\ AuthSchmPut typedefWºíúAYiúo

AuthSchmFn²·b¹IsWÇ¼ºÑÆ¹πCÜC
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gwaget
oOu¾⌡≡vúÑº^Ð`íºì}AbªÝnq²ÒºÏÎÌ^ú^³Éi

HÏÎÓ²ÒpºC ÒpApG²ÒpºÝnqÏÎÌúoqµXºÜAhª|I

s gwagetÑÆúÑºn²ICgwaget^Ð\αOH authschm.hñº AuthSchmGet

typedef°ì¼CÐÑ\ AuthSchmGet typedefWºíúAYiúo AuthSchmFn

²·b¹IsWÇ¼ºÑÆ¹πCÜCSO½nº@ÓÑÆ° echo ÑÆC

AuthSchmFniHÏÎ¹ÑÆÓⁿÜÏÎÌº^³O_³Ç^¹LC

opaque_data
opaque_dataµìOu¾⌡≡vÎÓ²∩ AuthSchmFnºIsP∩Σ^Ð`íºI

súÍ÷pC Is gwagetÎ gwaput `íÉAh AthSchmFn³Ó|ÏÎb

AuthReq²cWÇ¼¹ªºÛP opaque_dataÈÓÇ¼C

Ð`NG²Òpº²·α≈PÒ³ºu¾⌡≡v¸≤¼ÊCYÇu¾⌡≡v¸≤iHΣ©

P@δÏÎÌºhÓúÜ/^³∩ÜCoÇ¸≤Ùº°µÍíu¾⌡≡v¸≤CYÇu¾⌡

≡v¸≤]°ªÌqT≤wº»Φ, ÒHuΣ©µ@ºúÜ/^³CoÇÙ°DµÍíu¾⌡

≡v¸≤C

ÏÎÌúÑº²Òpº²·α≈ÚÚIsªºu¾⌡≡v¸≤Ó×∩ªºµ°Ap AuthReq

²cº¸≤µìÒⁿÜº@ËC¸≤µìº³ÄÈOwqb authschm.hñC¸≤µìØe

º³ÄÈpUG

ϕ 23. ¸≤µìº³ÄÈ

AuthSchm.h ñº¸≤Å¹ u¾⌡≡v¸≤ µÍí/DµÍí

AUTHSCHM_UNKNOWN sºÎLkδÑºu¾⌡≡v¸

≤

²]ªOµÍí

AUTHSCHM_REMADMIN [c°A¹ µÍí

AUTHSCHM_FTP FTP Proxy DµÍÊ

AUTHSCHM_TELNET Telent Proxy µÍí

AUTHSCHM_HTTP HTTP Proxy µÍí

AUTHSCHM_SOCKS_PWD ÏÎqµX²Òº Socks°A

¹

DµÍÊ

AUTHSCHM_SOCKS_CRAM ÏÎ CRAM ²Òº Socks°

A¹

µÍí

AUTHSCHM_REMIPSEC u·ÝqÝ¸ IPSECv°A¹

(Øeb Windows NTWLkÏ

Î)

µÍí

AuthSchmFnwg¹¿ªºBzÉAª²·HΣñ@Ó GWA ^ÐX (wqb authschm.hñ)

ÓÇ^¹Is{íC¹^ÐXOÎÓⁿÜ²ÒÏÎÌO_¶QAHÎbBzÁíO_oÍ

ù~C
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ϕ 24. GWA^ÐX

^ÐX ϕÜ

GWA_OK BzÁíS³oÍù~AÓB¶Q²ÒÏÎÌ

GWA_DENY BzÁíS³oÍù~A²ÏÎÌLk²Ò»¡

GWA_IOFAILURE ÕÏÇeúÜ¹ÏÎÌAÎÕÏúoÏÎÌº^

³ÉoÍù~C @δÓÑA^Ð`íñ³ù~o

ÍÉN|Ç^oÓ^ÐXC

GWA_BUFFERTOOSMALL AuthSchmFnτÆLkqÏÎÌ^ú^³A]°

ªLktm@Ó≈jºwÄÏÓµ¼Ó^³C

GWA_NOAUTHFN ù~ - P²ÒpºL÷

GWA_FNNOTREG ù~ - P²ÒpºL÷

GWA_RSVNAME ù~ - ]tOdWÙBLkÎ≤¹²Òpºº²

ÒnD

GWA_BADNETTYPE ù~ - P²ÒpºL÷

GWA_BADAPP ù~ - P²ÒpºL÷

GWA_BADADDR ù~ - ²ÒnDWúÑºì}LÄ

GWA_MEMSHORTAGE ù~ - ]°LktmOÐΘAÒHLkBz²Ò

nD

GWA_USERDBFAIL ù~ - LkdßÒÝºΩÆw

GWA_REGFAILED ù~ - P²ÒpºL÷

GWA_AUTHERROR ù~ - ²ÒpºSwù~¼p

GWA_INTERNAL ù~ - ²ÒpºñºΣLù~¼p

ϕ AuthSchmFnÇ^u¾⌡≡vÉApG^ÐX° GWA_OKAh|Ò{²ÒÏÎÌAÃ²

ÓÏÎÌiHsúÒnDºAÈ{íCGWA_DENY Q°°Dù~¼pA²Ú´ÓÏÎÌs

úÒnDºAÈ{íCÒ³Σªº^ÐXúOù~¼pAÓBÚ´ÓÏÎÌsúÒnDº

AÈ{íC

s¶Îì²ììl{í: s¶Îì²ìl{íì DLL ÉAz²·ÏÎ \bin\authsdk Ø

²ñúÑº gwauth4.libAN DLL ì²ì gwauth4.dllAHKÑRwqb authschm.hñºn

²IWÙC¹~AAuthSchmFnúOq DLL ×XºA¹IÛϕ½nC IBM VisualAge for

C++ Î Microsoft Visual C++ºdÒ makeÉ×ib \bin\authsdk Ø²ñΣìC

wË DLL: DLL w¶QØmnÉAÐNªÆsì ROOTDIR\bin\authschm Ø²ñAMß½

sÒÊu¾⌡≡v≈¹C °F²¾⌡≡αⁿJ DLL ÃnO DLL º²ÒpºA²·½s

ÒÊu¾⌡≡v≈¹C
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Nª±b@_: Ä54¶ºÏ 1 |πÜp≤ⁿJ²ÒpºAHÎπÜp≤b²ÒnDBzÁ

íIsDnτÆC

ÝnÏÎ²ÒAÈ{íºu¾⌡≡v¸≤|ì²ìÙº° gwauth4ºu¾⌡≡vDLLC ⁿ

J gwauth4 dllÉAh|Isªº DLLEntryTerm `íAÓB|ÕÏiµ⌡µÉÁⁿJA

Ï 1. DLL _l]wPnO
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ⁿJ ROOTDIR\bin\authschm ñÒ³º DLLCpG²Ò DLL LkⁿJAhªú|Q°°

@ÓⁿJ gwauth4 dllºù~Cgwauth4 dll´|~≥ÁÕⁿJC

ϕ²Òpºº DLLEntryTerm`í⌡µÉAªÌ|tdÏÎ gwauth4.dllnO²ÒpºCI

s registerAuthSchmY|¹¿¹µ@~Cauthschm dllÝn° DLL Σ©ºC@Ó²Òpº

Is@¸ registerAuthSchmCb registerAuthSchmτÆWÇ¼º AuthSchmInfo²c|N²

ÒpººWÙ (xsbÏÎÌΩÆwñ) P AuthSchmFnτÆºn²Is²Cregistrationτ

Æ|NΣ²cºþ©Ç¼¹ªAHK² authschm dlliHbÝnÉ½sÏÎA×∩oÓ²

cC²Òpº DLL ]|tdÀ± AuthSchmInfo²cC

registerAuthSchmτÆOtdØmì²ºCÜ (NϕÒ³nOº²Òpº)Cgwauth4º

DLLEntryTerm `í|NCÜπI_l]w°ÅÈCMßAϕ authschm DLLIs

registerAuthSchmτÆÉAª|⌡µUCÆµG

1. b²ÒpºCÜñ½ËAHjM@ÓWÙPÇ¼WÙÛPºµØCpGsbºÜAÐN

ªqCÜñ¾úAÃRúªÒ³Û÷ºxsΘC

2. ÚÚ AuthSchmInfo²cØm AuthSchmEntry²cAÃNªsWì²ÒpºCÜñC

3. NnO@~¿\ (GWA_OK) ÎóÑ (GWA_REGFAILED) ºⁿÜÇ^¹Is{íC

ϕ gwauth4º DLLEntryTermwbC@Ó authschm dllW⌡µF⌡µÉⁿJAÓB authschm

DLL wnOªÌº²ÒpººßA gwauth4º DLLEntryTerm`í|Ç^¹Is{íC¹

ÉAΣª¸≤iH}lIs gwauth4τÆAÓnD²ÒAÈ{íC

ϕ gwauth4.dll°ⁿÉAh|½sIs DLLEntryTerm `íAH×εBzC °F×εÓI

sÉA¹`íN|Rú AuthSchmListWº AuthSchmEntryµØAÎΣÛ÷ºxsΘC]°

|¹¿¹µ@~AÒH²ÒpºNúÝnqu¾⌡≡vú°nOªÌÛvC

²ÒnDBz: ϕu¾⌡≡vAÈ{íÝn²ÒÏÎÌÉAª|Is gwauth4.dllñºτ

ÆC gwauth4|qIs¸≤^úΩTAÃdßu¾⌡≡vÏÎÌΩÆwÓMwnÎÓBzn

Dº²ÒpºWÙC

gwauth4wMw²ÒpººWÙÉAª|½ËwnO²ÒpººCÜAHúoÛPWÙºp

ºCpGªÌÚÛPWÙMΣnOºpºAhª|Øm AuthReq²cÓNϕØeºnDA

ÃIs²Òpº DLL (PÓWÙÛ÷) ñºn²IC

gwauth4ÒIsº AuthSchmFnτÆ|BznDÃbÝnPÏÎÌ¼ÊÉAIs gwagetP

gwaput^Ð`íC ϕª¹¿BzÉAª|HAϕº^ÐXN±εÇ^¹ gwauth4C

gwauth4|¶gAϕºΘxO²ÓOⁿ²ÒnDAMß≡^oXnDÎ¼ì²Òpº DLL º

^ÐXº¾⌡≡¸≤C
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Ä6¹ ÏÎuØßKXΩÉ×½Î{ív(MKKF)

wþ SSL ⌠⌠sunDzπÆG

v [czº[c°A¹AÑ SSL ÏÎ

v Øß@ÓKXΩAÑwþqHÏÎ

v ⁿw°zº°A¹WiaºDKX

v ⌠ÃzºKXΩÉ×qµX

ÏÎ MKKF HØß_l°A¹KXΩBΩ⌠ÉÎ{ÒnDC MKKF ]NÎÓµ¼Ω⌠º

º_l{ÒAHÎ⌠ÃzºKXΩÉ×qµXC

ØßKXΩÉ×

⌡µ¹½Î{íÉAz²·ÏÎ Windows NTÞzÌbßnJC

1. iJ ROOTDIR\configØ²AÃÐΘJUCROAHÒÊKXΩ½Î{íG

c:\program files\IBM\Firewall\config > mkkf

MKKF Key Manager
Copyright IBM Corp. 1996
All Rights Reserved

2. Øß@ÓsΩ⌠ÉC

Ω⌠\αϕ
Øe∩úºΩ⌠G(L)

N - ØßsΩ⌠É
O - }ÒΩ⌠É
X - ²⌠

ΘJ@ÓROGn

pWÒÜΘJ ’n’AÓØß@ÓsKXΩÉ×C

NúÜzΘJ@ÓNÑKXΩÉ×ÏÎºÉ×WÙCziHÏÎ⌠≤É×WÙA²ª·

H .kyr ²ÀCÌÚw]ÈA¾⌡≡NMΣW° fwkey.kyr ºÉ×C

ΘJΩ⌠ÉºWÙAÎO÷U ENTER ΣAµⁿ fwkey.kyr ºw]È

MKKF NØß@ÓsKXΩÉ×AÃπÜΩ⌠\αϕCÐ`NAKXΩÉ×NCÜ°Ø

e∩úºΩ⌠C

3. Øß@ÓsKXΩP{ÒnDC
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Ω⌠\αϕ
Øe∩úºΩ⌠Gfwkey.kyr

N - ØßsΩ⌠É
O - }ÒΩ⌠É
S - xsΩ⌠É
A - NΩ⌠Éxs°t@ÓÉ×
P - ]wΩ⌠ÉºqµX
C - ØßΩ⌠Éº⌠ÃÉ
R - bΩ⌠Éºµ¼{Ò
W - ÏÎKXΩP{Ò
X - ²⌠

ΘJ@ÓROGw

pWÒÜΘJ ’w’A⌡ÜuKXΩv\αϕC

KXΩ\αϕ
Øe∩úºΩ⌠Gfwkey.kyr
∩úºKXΩµØG(L)

L - CÜ/∩úNÏÎºKXΩ
C - ØßsKXΩP{ÒnD
I - qu¾@vKXΩÉ×ñ×J@ÓKXΩ
X - ²⌠oÓ\αϕ

ΘJ@ÓROGc

pWÒÜΘJ ’c’AÓØß@ÓsKXΩC

biHNKXΩxsbKXΩÉ×ºeAKXΩÉ×²·n³qµXºO@C MKKF N

úÜzΘJ@ÓÎÓO@KXΩÉ×ºqµXCϕzΘJqµXÉAªú|πÜXÓC

MKKF ]|ßÝqµXO_n]wìÁÑÆCΘJpUÒÜº ’n’C

ΘJNÎ≤KXΩÉ×ºqµXG
qµX
½sΘJqµXAiµτÒGqµX
qµXLÁFÜH
ΘJ Y NϕOAÎΘJ N Nϕ_G
n
w¶Q]wqµXC
÷ ENTER ΣA~≥@~

MKKF N¹PziØßºKXΩþ¼ºúÜC

∩Ü{Òþ¼\αϕ
S - PEM {ÒnDµí]MÎWjTº^
P - PKCS10 {ÒnDµí
C - ú°

ΘJ@ÓROGs
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pWÒÜΘJ ’s’AÓØß PEM {ÒCMKKF NúÍ@ÓÅ{ÒG

¶gwþ°A¹{Ò\αϕ

{µ{ÒΩT
KXΩWÙG(L)
KXΩjpG0
°A¹WÙG(L)
Õ´G(L)
Õ´µìG(L)
°½/aÏG(L)
{/ÙG(L)
l¼Ï¹G(L)
ΩaG(L)

M - ×∩{Òµì
R - ÇÆØßKXΩP{ÒnD
C - ú°

ΘJ@ÓROGm

ΘJ ’m’A×∩Å{ÒCNúÜzΘJ÷≤s{ÒºΩTG

v ΘJ@ÓNÏÎºWÙCoÓWÙiHO⌠≤rΩABÈQ MKKF ½Î{íÏÎG

ΘJ@ÓNÎbKXΩµØÏÎºWÙG

¾⌡≡KXΩ

v ΘJKXΩºjpCIBM Firewall uúÑi×Xº MKKF ©»CÌjºKXΩjp

° 1024C

1: 508
2: 512
3: 768
4: 896
5: 1024
ΘJPzQnºKXΩjp∩³ºÆrG

2

v ΘJ¾⌡≡º¹π TCP/IPDqúWÙ (ÒpAjupiter.raleigh.ibm.com)G

ΘJ°A¹º¹π TCP/IP ΓìWÙAÎ÷U Enter ΣAÏµìdÕ

jupiter.raleigh.ibm.com

v ΘJP{Ò³÷pºÕ´WÙC(ÒpA½qWÙ)G

ΘJniµ{ÒºuÕ´WÙvAÎÛµ÷U ENTER ΣAÏµìdÕC

AAA Inc.
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v ΘJÕ´µìWÙC(ÒpAíùWÙ)G

ΘJniµ{ÒºuÕ´µìWÙvÎÛµ÷U ENTER ΣAÏµìdÕC

⌠⌠wþú~

v ΘJNbΣñÏÎ{Òº°½G

ΘJniµ{Òºuϕa/°½WÙvAÎÛµ÷U ENTER ΣAÏµìdÕC

RTP

v ΘJÙC

ù: ]°{ÒWµAÒHoÓµìÌÖ·³TÓr¸A]¹ΓÓrÀº{YgLÄC

ΘJniµ{Òºu{/ÙWÙvAÎÛµ÷U ENTER ΣAÏµìdÕC
uÙvÌÖ·³TÓr¸C

N.C.

v ΘJP{Ò³÷pºl¼Ï¹C (oP≤lFsX)G

ΘJniµ{Òºul¼Ï¹vAÎÛµ÷U ENTER ΣAÏµìdÕC

27709

v ÐΘJΓÓrÀºΩXG

ΘJniµ{ÒºuΩXvAÎÛµ÷U ENTER ΣAÏµìdÕC
ΩXÈα³ΓÓrÀC

US

MKKF qzºÌ¼°ìÒ³ΩTßANπÜ{ÒG

¶gwþ°A¹{Ò\αϕ

{µ{ÒΩT
KXΩWÙG¾⌡≡KXΩ
KXΩjpG512
°A¹WÙGjupiter.raleigh.ibm.com
Õ´GAAA Inc.
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Õ´µìG⌠⌠wþú~
°½/ϕaGRTP
Ù: N.C.
l¼Ï¹G27709
ΩaGUS

M - ×∩{Òµì
R - ÇÆØßKXΩP{ÒnD
C - ú°

ΘJ@ÓROGr

pGb{ÒΩTñ³⌠≤ù~AziHΘJ ’m’AÓiµ≤¿CpGΩTO¿TºAÐΘ

J ’r’ ÓØßsKXΩÎΣÛ÷ºKXΩÉ×C

MKKF NúÜzúÑ@Óxs{ÒºÉ×CziHÏÎ⌠≤É×WÙA²ÌnÏÎÛP

º≥»WÙ@°KXΩÉ×AÃ[J .cert @°ÆÉWG

ΘJNxsUCº{ÒnDºÉ×G
fwkey.cert
¿bØßMÝKXΩ...
w¶QØßMÝKXΩC
¿bØß{ÒnD...
w¶QØß{ÒnD
¿bNsKXΩ[ìKXΩÉ×ñ
w¶QØßsKXΩP{ÒnDC
÷ ENTER ΣA~≥@~

4. ÏsØßºKXΩ¿°w]ÈC

bØßFKXΩP{ÒßANπÜuKXΩv\αϕCsØßºKXΩNCÜ°u∩ú

ºKXΩµØvG

KXΩ\αϕ
Øe∩úºΩ⌠Gfwkey.kyr
∩úºKXΩµØG¾⌡≡KXΩ

L - CÜ/∩úNÏÎºKXΩ
S - πÜ÷≤∩úºKXΩºΩT
D - Rú∩úºKXΩ
C - ØßsKXΩP{ÒnD
I - qu¾@KXΩÉ×v×J@ÓKXΩ
E - N∩úºKXΩ×XÜu¾@KXΩÉ×v
F - Ï∩úºKXΩ@°oÓΩ⌠ºw]KXΩ
U - ú°ÐÜ∩úºKXΩºÂvÌWÙ¼A
R - Øß∩úºKXΩº{ÒnD
X - ²⌠oÓ\αϕ

ΘJ@ÓROGf

z²·ÏsØßºKXΩ¿°KXΩÉ×ñºw]KXΩCΘJ²edÒñÒÜº ’f’C

NúÜzT{Ê@G
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KXΩ\αϕ
Øe∩úºKXΩG¾⌡≡KXΩ
zTwQnÏoÓKXΩ¿°w]ÈÜH
ΘJ Y NϕOAÎΘJ N Nϕ_G
y
wNKXΩ]w¿°w]KXΩC
÷ ENTER ΣA~≥@~

bKXΩwÐÜ°w]ÈßAuKXΩ\αϕvY|πÜXÓG

KXΩ\αϕ
Øe∩úºΩ⌠Gfwkey.kyr
∩úºKXΩµØG¾⌡≡KXΩ

L - CÜ/∩úNÏÎºKXΩ
S - πÜ÷≤∩úºKXΩºΩT
D - Rú∩úºKXΩ
C - ØßsKXΩP{ÒnD
I - qu¾@KXΩÉ×v×J@ÓKXΩ
E - N∩úºKXΩ×XÜu¾@KXΩÉ×v
F - Ï∩úºKXΩ@°oÓΩ⌠ºw]KXΩ
U - ú°ÐÜ∩úºKXΩºÂvÌWÙ¼A
R - Øß∩úºKXΩº{ÒnD
X - ²⌠oÓ\αϕ

ΘJ@ÓROGx

ΘJ ’x’A²⌠uKXv\αϕC

5. µ¼Ω⌠Éºº{ÒC

uΩ⌠v\αϕNπÜXÓG

Ω⌠\αϕ
Øe∩úºΩ⌠Gfwkey.kyr

N - ØßsΩ⌠É
O - }ÒΩ⌠É
S - xsΩ⌠É
A - NΩ⌠Éxs°t@ÓÉ×
P - ]wΩ⌠ÉºqµX
C - ØßΩ⌠Éº⌠ÃÉ
R - bΩ⌠Éºµ¼{Ò
W - ÏÎKXΩP{Ò
X - ²⌠

ΘJ@ÓROGr

ù: JM¾⌡≡ú|°F⌡µ{ÒÓÏÎ SSLAÒH{Òµì(CA)ú²±pzº{ÒC

ΘJÉ×WÙAÎ÷U ENTER Óúo Cert.txtC
fwkey.cert
oOÛÚ±pº{ÒCnNª[ìKXΩÉ×ñÜH
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ΘJ Y NϕOAÎΘJ N Nϕ_G
y
{ÒwsWÜΩ⌠C
÷ ENTER ΣA~≥@~

6. ØßKXΩÉ×º⌠ÃÉC

b{ÒwsWÜΩ⌠ßAuΩ⌠\αϕvY|πÜXÓG

Ω⌠\αϕ
Øe∩úºΩ⌠Gfwkey.kyr

N - ØßsΩ⌠É
O - }ÒΩ⌠É
S - xsΩ⌠É
A - NΩ⌠Éxs°t@ÓÉ×
P - ]wΩ⌠ÉºqµX
C - ØßΩ⌠Éº⌠ÃÉ
R - bΩ⌠Éºµ¼{Ò
W - ÏÎKXΩP{Ò
X - ²⌠

ΘJ@ÓROGc

zÝnØßKXΩÉ×º⌠ÃÉCp²edÒñÒÜAΘJ ’c’C MKKF NÏÎÛPº

≥»WÙ@°KXΩÉ×AÃÏÎ .sth @°ÆÉWG

⌠ÃºKXΩÉ×wxsÜ fwkey.sth
÷ ENTER ΣA~≥@~

bwØß⌠ÃÉßAuΩ⌠\αϕvY|πÜXÓG

Ω⌠\αϕ
Øe∩úºΩ⌠Gfwkey.kyr

N - ØßsΩ⌠É
O - }ÒΩ⌠É
S - xsΩ⌠É
A - NΩ⌠Éxs°t@ÓÉ×
P - ]wΩ⌠ÉºqµX
C - ØßΩ⌠Éº⌠ÃÉ
R - bΩ⌠Éºµ¼{Ò
W - ÏÎKXΩP{Ò
X - ²⌠

ΘJ@ÓROGx

{biÏÎzºKXΩÉ×CpWÒÜΘJ ’x’A²⌠ MKKFAHÎΘJ ’y’A÷ÓÒÜ

ºΦíNÜ≤xsÜzºKXΩÉ×ñG
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Ω⌠ÉwÜ≤CnxsÜH
ΘJ Y NϕOAÎΘJ N Nϕ_G
y
Ω⌠wxsÜ fwkey.kyr
÷ ENTER ΣA~≥@~
#

7. ≤s[cÉC

bØßÉ×ßAz·ÏÎ fwcfgsrv ROAb[c°A¹ÑÆÉñⁿwKXΩÉ×WÙC

pGzn∩[c°A¹ÏÎ SSL[KAz]·ÏÎ fwcfgsrv ROÓ]w encryption=ssl

∩µC

ÏÎ fwcfgsrv ROºßAÐ±εÃ½sÒÊ°A¹AÈ{íC
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Ä7¹ Ã°ÆÑPúÕ

»¹iDzϕ]wM[c IBM Firewall ÉAp≤ÑM@Ç`úºÝDC

pGzJìÝDAº²ÐÎ»ùu²¶ÇØß@Ó¾⌡≡ΘxAÓW[ÇeÜzºΘxº

ΩTC ÐÑ\Ä6¶ºyΘxÉÞzzAúoÛ÷ΩTC

wËÎ]w

LoΣ©óÑ

ÝDíú

zµ¼ù~TºC

LoΣ©τÒóÑC Socket ØßIsóÑC
⌠|WÙñºÉ×ÎØ²úsbC

»ÝDO]bwËßÃ¼½sÒÊ¾⌡≡ÒPC

Ø³Ê@

Ð½sÒÊzº¾⌡≡Ã½Õ{ÇC

¼e⌠|ÝD

IBM Firewall |bwþªñ∩ÜØWAúÑ@ÓÐDWÙ° úÕ IP ¼e⌠|º\αAo

Ó\α∩P¼e⌠|³÷ºÝDºúùÛϕ³ÎC ÒÊoÓÄ∩ØAÒÊzºusuv[

cAÃÒÊusuWhOⁿvC MßËdzº¾⌡≡ΘxAË°÷≤Ò³qLz¾⌡≡ºÊ

]ºÔÓΩTC

º²ÏÎ IP ì}AMßÏÎDqúWÙAÓ⌡µoÇúÕCpGzºΩÆÇΘ¼e⌠|÷

¿TÏÎì}²¼ÏÎWÙAÐÑ\Ä67¶ºyDNS ÝDzAúoÛ÷ΩTC

Lkq¾⌡≡ ping Dqú

ÝDíú

zº⌠⌠¶±Ã¼¿T[cC

Ø³Ê@

ÐÑ\@~tÎσ≤C

ÝDíú

zsµÜDwþ⌠⌠ºsuÃ¼¿T[cC
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Ø³Ê@

Ðs¸zºuInternetAÈúÑÌvAúo≤UC

ÝDíú

pGzºwþ⌠⌠Oj≈b⌠Ñ¹ºßAhzº¾⌡≡²·³ÜÓ⌠Ñ¹ºRA

¼e⌠|CÏÎ netstat -rnAτÒRA¼e⌠|G

netstat -rn

HuqT≤wtC 2v ÓÑA¹ΘX³pUÒÜG

nrr.nrr.nrr.nrr
Nϕzsµ Internetº⌠Ñ¹ÃBOw]¼e⌠|C w]¼e⌠|OR

A¼e⌠| (Flag=UG)C

nnn.nnn.nnn
NϕzºDwþΓìCoO@Ó¶±¼e⌠| (Flag=U)C

nnn.nnn.nnn.nnn
NϕzºDwþ¶±C

sss.sss.sss
NϕzºwþΓìCoO@Ó¶±¼e⌠| (Flag=U)C

sss.sss.sss.sss
Nϕzºwþ¶±C

ss1.ss1.ss1
Nϕ⌠⌠wþÝºlΓìAÓ srr.srr.srr.srrNϕoÓlΓìº⌠Ñ¹Co

O@ÓRA¼e⌠| (Flag=UG)C

127.0.0.1
O^⌠ÎÏìDqúC oO@Ó¶±¼e⌠| (Flag=U)C

z²·³CÓ¶±º¶±¼e⌠|AÓBzºw]¼e⌠|²·ⁿVu¾⌡≡v

DwþÝº⌠Ñ¹C

Ø³Ê@

NRA¼e⌠|sWìzº⌠Ñ¹ñC Ðs¸⌠Ñ¹ÞzÌCÐÏÎ route add

ROC

Øºa hD X¹ ....
]wÈ nrr.nrr.nrr.nrr UG
nnn.nnn.nnn nnn.nnn.nnn.nnn U
sss.sss.sss sss.sss.sss.sss U
ss1.ss1.ss1 srr.srr.srr.srr UG
127 127.0.0.1 U

Ï 2. ºdÒΘX netstat -rn.
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ÝDíú

zºwþ¶±Îz¿bÁÕsuºDqúWºl⌠⌠Bniαú¿TC

Ø³Ê@

ÐÏÎzºqÝ¸[c½Î{íAÓ≤¿Bn]wC

LkqwþDqú ping DwþDqú (ÏºτM)

ÝDíú

C@ÓF±¾⌡≡º⌠Ñ¹ú·]tRA¼e⌠|AN¾⌡≡ⁿw°hDAHK

ÇeΩÆì¾⌡≡~ºØºa⌠⌠C

Ø³Ê@

ÐPzº⌠Ñ¹ÞzÌs¸C

ÝDíú

pGzºwþ⌠⌠ÏÎ¼nOBibDwþ⌠⌠W¼eºì}A]A RFC 1597ñ

ÒⁿwºMÎì}AhÊ]ú|¼^¹ÇeÌC

Ø³Ê@

ÐÏÎπ³wnOì}ºqÝ¸C

DNS ÝD

¾⌡≡ DNS N|zLdßwþWÙ°A¹ÓÑRWÙCwþWÙ°A¹NÑRwþ⌠⌠ñ

ºÒ³WÙCwþWÙ°A¹|V¾⌡≡WÙ°A¹úXDwþWÙºnDC¾⌡≡WÙ

°A¹|dßDwþWÙ°A¹AÓÑRnDC

DNS ÝD|vTΣªÏìº¾⌡≡@~C YÏÝDP DNS º÷YÃúúπA²OzÌn

ÙOnËd DNSC

HUO@ÇdÒAazvBFÑoÓΦkAHKÏÎ nslookup ½Î{íAÓj≈ÝDCb

oÇdÒñAÚÌNÏÎUCÈG

www.ibm.com
NϕDwþ⌠⌠Wº⌠NDqúWÙ

nns.nns.nns.nns
NϕDwþWÙ°A¹ºì}

sns.sns.sns.sns
NϕwþWÙ°A¹ºì}

host.secure.company.com
Nϕzwþ⌠⌠º⌠NDqúºWÙ
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127.0.0.1
Nϕz¾⌡≡WºjΘì}

oÇÈiqu[cqÝ¸vºΓìWÙAÈ{í∩ÜØñúoC ϕzmßoÇ@~ÉANÝ

noÇÈC

ù: nslookup ROÝnDqúWÙ[W@ÓyIAH×K nslookup þ[zºwþΓìW

ÙC

|¼[c DNS

ÝDíú

z|¼[c¾⌡≡º DNS ≈αC

Ø³Ê@

Ð¹¿ΓìWÙAÈ∩ÜØC

DNS dßóÑÎOÉ

ÝDíú

¾⌡≡ΩÆÇΘ±εúe\ DNS Ê]yLC

Ø³Ê@

ÐiJwþªñ∩ÜØAÒÊ ″¹\ DNS dß″ Ä∩ØAMß½sÒÊzºΩÆ

ÇΘ±εC

nslookup www.ibm.com. nns.nns.nns.nns óÑ

ÝDíú

DwþWÙ°A¹¼ÏÎÒⁿXºì}AÎÃ¼¿T[cC

Ø³Ê@

ÐPzº DNS AÈÑ³Ìs¸Aúo³ÄºWÙ°A¹ì}C

nslookup www.ibm.com. 127.0.0.1 óÑ

ÝDíú

Microsoft DNS AÈ{íiαØeúb⌡µñC ÐìAÈ{í±εÞztÎAÓ

P_ªO_¿b⌡µC

Ø³Ê@

ÐÏÎAÈ{í±εÞztÎÓÒÊ DNSC
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nslookup host.secure.company.com. sns.sns.sns.sns óÑ

ÝDíú

zºwþWÙ°A¹w÷¼C

Ø³Ê@

Ð½sÒÊzºWÙ°A¹C

nslookup www.ibm.com. sns.sns.sns.sns óÑ

ÝDíú

zºwþWÙ°A¹Ã¼¿T[cAÒHLkP IBM Firewall µÍC

Ø³Ê@

[cº²Æ°≤AÐÑ\ IBM eNetwork FirewallÏÎⁿnC

[cqÝ¸

°A¹S³^³

ÝDíú

[cqÝ¸Î[c°A¹¿bÏÎúPºyÑC

Ø³Ê@

b[cqÝ¸nJe±WAÐ∩ú¾⌡≡wgwËºyÑC

ÝDíú

SSL [KiαÃ¼¿T[cC

Ø³Ê@

ÐTwwbqÝ¸nJe±ñ∩ú SSLCÐÏÎAÈ{í±εÞztÎAÓ±εÎ

½sÒÊ¾⌡≡[c°A¹C

ÝDíú

¾⌡≡º[c°A¹iαw±ÎC

Ø³Ê@

Tw¾⌡≡[c°A¹¿b⌡µñC

ÝDíú

¾⌡≡º[c°A¹iα¿bÊþDÐÇsµ≡C

Ø³Ê@

ÐËd c:\winnt\system32\drivers\etc\servicesAÃTwªt³rµ ibmfwrcs

1014/tcpC pGzQnÏÎt@Ósµ≡Wº°A¹AÐÚÚzºÝDsΦ

ibmfwrcs 1014/tcp AÃTwzwbqÝ¸ºnJe±ñⁿwssµ≡C ÐÏÎ

AÈ{í±εÞztÎAÓ±εÎ½sÒÊ[c°A¹C
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ÝDíú

¾⌡≡ºΩÆÇΘ±εiαú¹\Pu[c°A¹viµùVqHC¹Ê@Èv

Tb·ÝDqúW⌡µºu[cqÝ¸vC

Ø³Ê@

Ðb⌡µu[cqÝ¸vº≈¹P¾⌡≡ºíØß@ÓsuCu[cqÝ¸v³

ÓOsuºÓ½AÓ¾⌡≡³°ØºaCÐ½sØßÃÒÊzºÜ≤CÛ÷Ω

TAÐÑ\ IBM eNetwork FirewallÏÎⁿnC

ÝDíú

u[c°A¹viα¼[cAÓe\q·ÝDqúiµnJC

Ø³Ê@

ÐÏÎ fwcfgsrv ROAÓτÒ localonly ÑÆO_]w° noC

LknJÜu[c°A¹v

ÝDíú

C@Ówb¾⌡≡ñ²ÒºÏÎÌWÙQ[cÓÏÎÆÓ²ÒΦkº⌠@ÓC Deny

all OÎÓTε∩ÓÏÎÌÏÎY@ÓSwºAÈ{íC

Ø³Ê@

ÐËd¿bÏÎºÏÎÌWÙºuwþÞzvPuDwþÞzvµìCoÇµì

È∩uÞzÌv³ÄA∩¾⌡≡ÏÎÌhLÄC

ΩÆÇΘ±ε

∩suÒµºÜ≤¼ÍÄ

ÝDíú

∩⌠≤uΩÆÇΘ±εv¸≤ÒµºÜ≤bªÌÒÊºeÃú|ßYÍÄC ]A

utÎÞzvUºwþªñ∩ÜØC

Ø³Ê@

ÐÏÎsuÒÊ∩ÜØA½sØßÃÒÊzº[cC

Proxy °A¹

¼ÇΘ⌠≤ΩÆ

ÝDíú

¾⌡≡º proxy AÈ{í|bwËß½sÒÊ≈¹ÉÒÊC

Ø³Ê@

½sÒÊ≈¹C
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ÝDíú

²·[c¾⌡≡ºuΩÆÇΘ±εvA~α¹e\Ê]b proxy BzñÓ^ÇΘA

Óú½µqL¾⌡≡C

Ø³Ê@

÷Ó IBM eNetwork FirewallÏÎⁿnñÒíúA[c proxy suºC@bC

¿iαÏÎw²wqºAÈ{íASOO∩ FTP ΩÆÇΘ≤³p¹C

LksuÜQnºDqú

ÝDíú

pGΩÆb proxy BzñÓ^yÊA²¼sµDqúAhzºqÝ¸iαLk¿T

ÀδDqúWÙC

Ø³Ê@

ÐTwwbwþªñ∩ÜØWÒÎ¹\ DNSdßAÓBwÒÊzºsu[cCÐ

Ñ\Ä67¶ºyDNS ÝDzAúoÛ÷ΩTC

ÝDíú

b¾⌡≡ñAÑ⌠@¾⌡≡AÈ{í²ÒºCÓÏÎÌWÙAiQ[c°nÏÎ

Σñ⌠@²ÒΦkCDeny all OÎÓTε∩ÓÏÎÌÏÎY@ÓSwº proxyC

Ø³Ê@

Ëdu[cqÝ¸vWAÏÎÌ∩ÜØñºÏÎÌbß²Ò]wC

²ÒAÈ{í

Lk²Ò Windows NT ÞzÌbß

ÝDíú

Windows NTÞzÌbßº¾⌡≡ÝÊ|xsb fwdfadm Uº¾⌡≡ÏÎÌΩÆ

wñC

Ø³Ê@

ÐτÒ fwdfadm O_w°zÕÏÏÎºAÈ{í]w¿TºτÒΦkC

Lk²Ò¾⌡≡ proxy ÏÎÌ

ÝDíú

pG¾⌡≡ proxy ÏÎÌOwqb¾⌡≡ÏÎÌΩÆwñAh fwdfuser WÙOÎ

ÓwqÏÎÌºÝÊC

Ø³Ê@

ÐτÒ fwdfuser º²ÒΦkO_¿Twq¹zÕÏsúºAÈ{íC
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⌠⌠ì}α½

NAT suú@Î

ÝDíú

w]wÃÒÊ NATA²suÙOú@ÎC

Ø³Ê@

iαO⌠Ñϕ³ÝDAÎO NAT [cÝDC

p≤° NAT Ê]Øß⌠|OH

ÝDíú

S³° NAT Ê]Øß⌠|C

Ø³Ê@

ÏÎ NAT ì}ºØºaÎ¾⌡≡ºhDAN⌠Ñ¹WºRA⌠|sWb¾⌡≡º

e±C

³þÇiÎº»ùuπiHÎÓ≤UÏÎ NATH

ÝDíú

³þÇiÎº»ùuπiHÎÓ≤UÏÎ NATH

Ø³Ê@

uNAT Oⁿ\αvi²zlÜÞzÊAnOºì}C

Θx≈α

Θx≈αÜ≤b°A¹WS³ÍÄ

ÝDíú

RúÎÜ≤Θx≈αÉAªÝ_ÓⁿGib GUI W@ÎA²b°A¹WoS³Í

ÄC

Ø³Ê@

½sÒÊzºtÎC
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°i½Î{í

súÉ×ÉoÍù~G

ÝDíú

bÏÎUC⌠@ROßA|ÝìWzù~G

db2 -vf fwschema.dll > schema.out
db2 -vf fwimport.dat > import.out

db2 -vf fwqrysmp.dml > sample.out

Ø³Ê@

úÑ .ddlB.dat Î .dml Éº¿T¹πÉ×WÙC

×JΩÆÜΩÆwÉoÍù~C

ÝDíú

Û db2 -vf fwimport.dat>import.out ROúÍº import.outÉñ³TºⁿXΣ

ñº×J@~óÑÎÈí≈¿\C

Ø³Ê@

ËdÛ∩≤X{ÝDº×J»zíº .msgÉ×CΣNúÑ÷≤ÝDºÔÓΩTC

ÐdÝ∩³ .tbl ÉºÛ÷O²HËdΘJΩÆÎPwÝDÒbCÒpAΩÆwñº

ØÐ½µO_L°HØÐ½µþ¼ºΩÆþ¼O_XyHpGΘJΩÆÝⁿù

~Aziα²·ΣXìlºΘxÉO²ÓTw fwlogtbl ¿TaúÍ .tbl ÉO²C

YLkÑMÝDAÐ²xs import.outÉB.msgÉBÛ÷º .tbl ÉÎìÓºΘx

ÉAMßAs¸ IBM AÈHûC
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þ²A. Tº

¹þ²]t IBM Firewall for AIX Î IBM Firewall for NT ºUÛºTºAHÎoΓÓ¾

⌡≡@ÎºTºCª]úÑUC IBM Firewall TººÛ÷ΩTG

v Î¿TººΦí

v TººY½Êh¸

v TºÎΣÑÀ

pGzwÝLTºÎΣÑÀA²´Ýni@BΩTºÜAÐÑ\Ä65¶ºyÄ7¹ Ã°ÆÑ

PúÕzC

TºÐÒ

ICA e 3 ÓTwr¸C

xxxx d≥q 0000 - 9999ñº¹XC

a Y½ÊⁿÐCTºHY½Êh¸ÓÀþC

v i - ÑÒÎΩT

v w - µi

v e - ù~

v s - Y½

¹X 0000 - 9999ÓÀpUG

v 0000 - 0999JIµÜ

v 1000 - 1999Lo¹

v 2000 - 2999 Proxy

v 3000 - 3999 Socks

v 4000 - 4999Is¹

v 5000 - 8999iÏÎºµØ

v 9000 - 9999@δ/ΣL

Tº

ICA0001 µi - pÆ Ó²ÒóÑC

Ñí: wF²ÒóÑº{ÉÈ°≤C

ICA0002 µi - ÏÎÌ ÏÎÌWÙ w³ p

Æ ¸²ÒóÑC

Ñí: wF»úSwΘxTºº{ÉÈ°≤C
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ICA0003 µi - pÆ ÓÛDqú Dqú IP

ì}º²ÒóÑC

Ñí: wFÓÛ⌠≤SwDqúº²ÒóÑº{ÉÈ
°≤C

ICA0004 µi - ÐÒ Tº ID π³ pÆ Ó

ΘxµØC

Ñí: wF»úSwΘxTºº{ÉÈ°≤C

ICA0005 ΘxÊþ{í - OÐΘú¼C

Ñí: BzwNOÐΘÎÉC

ICA0006 ΘxÊþ{í - LksúAÈ{íÉ
×Gù~X

Ñí: b /etc/servicesñΣúì fwlogmondºµØC

ICA0007 ΘxÊþ{í - LkØß socketG
ù~X

Ñí: Lk}Ò socket -ÐÑ\ù~TºC

ICA0008 ΘxÊþ{í - bind() wóÑGù
~X

Ñí: Lks² socket -ÐÑ\ù~TºC

ICA0009 Lk}Ò{ÉÈwqÉGù~X

Ñí: sú{ÉÈwqÉÉAoÍÝD - ÐÑ\ù

~TºC

ICA0010 ΘxÊþ{í - Y½º¬úù~Gù
~X

Ñí: q socket¬úΩÆÉAoÍÝD - ÐÑ\ù

~TºC

ICA0011 Lkúo{ÉÈwqÉº¼AGù~

X

Ñí: sú{ÉÈwqÉÉAoÍÝD - ÐÑ\ù

~TºC

ICA0012 ¿b÷¼ΘxÊþ`n{íC

Ñí: `n{í¿bº`ñεÎw¼ì×εH¹C²
eºΘxTºNúÑÔÓΩTC

ICA0013 ΘxÊþ{íúo×εH¹C

Ñí: `n{íw¼ì×εH¹ABN÷¼C

ICA0014 ÒÊΘxÊþ`n{íC

Ñí: wÒÊ`n{íC

ICA0015 Lk°ΘxÊþØß`n{íGù~

X

Ñí: LkØß`n{í - ÐÑ\ù~TºC

ICA0016 Lk}Ò Bz ID É× - `n{í
iαwbÏÎñC

Ñí: `n{íLk}ÒBz id ÉC

ICA0017 LkNBz id (Bz ID) gJ É
×C

Ñí: `n{íLkNBz ID gJÜÉ×C

ICA0018 ΘxÊþ{í - ¬úúì⌠≤ΩÆC

Ñí: ¼ìS³ΩÆºÊ] - wË≤C

ICA0019 ΘxÊþ{í - u¬úCwË≤Ð
ÒC

Ñí: ¼ìS³¼≈ΩÆºÊ] - wË≤C
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ICA0020 ΘxÊþ{í - ICA ÐÒµíú
∩C

Ñí: ¼ìºÊ]µíù~ºΩÆ - wË≤C

ICA0021 ΘxÊþ{í - ²ÒΩÆµíú∩C

Ñí: ¼ìºÊ]µíù~ºΩÆ - wË≤C

ICA0022 {ÉÈwqÉñykLÄ (LÄºΘ
JÈ)C

Ñí: {ÉÈÉñÒⁿXºµØoÍykù~C

ICA0023 Lk}Ò fwmail.conf É×C

Ñí: }Ò fwmail.conf É×óÑÎÉ×OÅº

ICA0024 LksuÜ SMTP °A¹C

Ñí: SMTP °A¹úuñÎÚ´su

ICA0025 µÜTº Email óÑC

Ñí: LkNΘxÊþ{íµÜTº E-mail ìⁿw

ì}C

ICA0051 OsbΘxÉ ΘxÉWÙ ºÑÆ²

·OL¿tÅ¹ºuπÆÈC

Ñí: OsbΘxÉºÑÆ²·O³ÄºπÆÈC

ICA0052 OsbOsÉ ΘxÉWÙ ºÑÆ²

·OL¿tÅ¹ºuπÆÈC

Ñí: OsbOsÉºÑÆ²·O³ÄºπÆÈC

ICA0053 @ÓΘxÉ ΘxÉWÙ sb³hÓ

µØb logmgmt.cfg OúQ¹\C

Ñí: @ÓΘxÉ³hÓµØb logmgmt.cfgOúQ

¹\C

ICA0054 Lk}Ò $ ÜÆ : ÉC

Ñí: Lk}Ò logmgmt.cfgÉ×C

ICA0055 logmgmt.cfg ÉL³ÄµØC

Ñí: logmgmt.cfgÉL³ÄµØC

ICA0056 ΘxTº ″$ ÜÆ :″ LÄ

Ñí: ΘxTºLÄ

ICA1001 LkHÚÌºBz ID ÓØßÉ×

Ñí: gJÉ× fwlogd.pid ÉLo¹Oⁿ`n{í

o{ù~C

ÏÎÌ^³: ËdØ² /etc/security`nΣñºÉ×

tÎCiαÅíú¼C

ICA1002 LkP cfgfilt {íqH

Ñí: Ñ≤S³Øß fwlogd.pidÉAÒH fwlogd `

n{íM cfgfilt ³Î{í (Lo±εÒÝ) ºíLk

qHC

ÏÎÌ^³: ËdØ² /etc/security`nΣñºÉ×

tÎCiαÅíú¼C

ICA1003 ~≥Oⁿ`n{í_l]w

Ñí: fwlogd `n{íN~≥ÒÊBzC

ICA1004 w≤ ΘÁ Éí ÉA_l]wLo

¹Oⁿ`n{í fwlogd (h¸ ©».
©¸)

Ñí: wÒÊ IP Ê]Oⁿ`n{íCpGÒÎÊ]

OⁿA`n{í fwlogd |NÒÝºO²gJ syslog

(local4 É)C
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ICA1005 ]°wÄÏ¸ìAÒHϕε

filter_rule_noÊ]TººOⁿC

Ñí: fwlogd `n{íLoΘxwÄÏw¸ìCL

kOⁿwⁿwLoWhºÊ]C

ÏÎÌ^³: ËdΘxCzº¾⌡≡iαQÚ´A

ÈAÎÌziα¿bOⁿú²nºTºCÒpAs

½Tº²·³@°Θx±ε]w°_ (l=n) ºÚ´W

hAH×K±íΘxC

ICA1006 Y½º fwlogd ù~ - óÑºτ
ÆGù~Tº

Ñí: fwlogd °A¹bÒⁿXºτÆñóÑ, w×ε

`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
fwlogdC

ICA1007 LkÀÎlBzGù~X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ÏÎÌ^³: ÚÚwπÜºù~AÄú≤¿Ê@C

ICA1008 q setpgrp `íÇ^ºù~Gù~

X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ICA1009 LkÀÎlÍÄGÓlBzGù~X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ICA1010 ²·³ Root v¡~α⌡µoÓ`n
{í

Ñí: ²·b Rootv¡ºU~αÒÊLo¹Oⁿ`

n{í

ÏÎÌ^³: H Root v¡½sÒÊC

ICA1011 dßÖß{íXR load_pathº

sysconfig IsóÑGù~X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ICA1012 ¼ⁿJ AIX Öß{íXR netinet --
Lk~≥

Ñí: netinet ËmXÊ{í¼tLo¹Σ©C

ÏÎÌ^³: wËu¾⌡≡vrXCiαwwËr

XA²|¼½s}≈C

ICA1013 Socket ØßIsóÑGù~X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ICA1014 AIX netinet ËmXÊ{íúbÒn
Dºh¸W

Ñí: netinetËmXÊ{íM fwlogd `n{íúO

ÛPh¸C

ÏÎÌ^³: ÑúoÓÄ≡FbwËsh¸ºu¾⌡
≡vßAiαÝn½s}≈C

ICA1015 b ioctl() Is (SIOCGFWLOG) W
oÍù~Gù~X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ICA1016 Lkúo{µÁmºΘxεC

Ñí: ΘxTººe≥sÛΣLΩTC

ICA1017 q SIOCGFWLOG ioctl() IsÇ^
ù~

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C
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ICA1018 Y½º fwlogd ù~ - óÑºτ
ÆGtÎù~Tº

Ñí: fwlogd °A¹bÒⁿXºτÆñóÑ, w×ε

`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
fwlogdC

ICA1019 º`ù~²⌠Arc
internal_fw_return_code

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ICA1020 Y½º fwlogd ù~ - óÑºτ
ÆG^ÐX = 0x τÆ^ÐX

Ñí: fwlogd °A¹bÒⁿXºτÆñóÑ, w×ε

`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
fwlogdC

ICA1021 }Ò /dev/ipsp_poifÉAoÍù~G

ù~X

Ñí: ¼wËⁿwºËmXÊ{íC

ÏÎÌ^³: YwwËu¾⌡≡vrXAÐËd

/tmp/rc/net.outÉAΣXiαºù~TºC

ICA1022 LkτÒLo¹Σ©

Ñí: boÓTººewúÍù~O²A]¹Lkτ
ÒLo¹Σ©C

ICA1023 b ioctl() Is (SIOCGFWLVL) W
oÍù~Gù~X

Ñí: ÒÊLo¹Oⁿ`n{íÁíAoÍÒⁿXº
tÎù~C

ÏÎÌ^³: Ð⌡µUCΣñ@µG

v Y° AIXGÐτÒO_wwË¿Th¸ºu¾⌡≡

netinetvËmXÊ{íABbwËßAO_w½

s}≈C

v Y° OS/390G :p.ÐτÒO_wwË¿Th¸º

TCP/IPABO_H IPCONFIG FIREWALL [c»
zíÓÒÊC

ICA1024 gJÉ× /etc/security/fwlogd.pidÉA

oÍù~Gù~X

Ñí: Ñ≤ⁿXºtÎù~XAÒH fwlogd Lkg

JⁿwÉ×C

ÏÎÌ^³: ≤¿ⁿXºÝDAMß½sÒÊLo¹
Oⁿ`n{íC

ICA1032 w≤ ΘÁ, Éí A≤sLoWh

Ñí: w≤s IP Ê]LoWhC

ICA1033 w≤ ΘÁ, Éí A_l]wLoΣ
© (h¸©».©¸)

Ñí: w_l]w¾⌡≡Lo¹Σ©C

ICA1034 w≤ ΘÁ, Éí É, ±εLoΣ©

Ñí: IP Ê]LoBzØe¿bÏÎw]ºLoW

hAÓDÏÎ /etc/security/fwfilters.cfgÉ×ñÒwq

ºWhC

ICA1035 w≤ ΘÁ, Éí ANÊ]Oⁿ¼A
]w°ÒÎ/±ε

Ñí: wÜ≤Ê]Oⁿ¼ACTºⁿXÉíWOº{
µ¼AC
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ICA1036 #:rule_noR: rule_typeΦVG ¶±

s:src_addr d: dst_addr p:qT≤w

ÐÒG scr_port/icmp_type tag:

dst_port/icmp_code r:w¼e/»Ý a:

secure/non_secure f:yes/no T:tunnel_id

e:C/D/n l:packet_length

Ñí: ΘxO²ⁿXÒBzº IP Ê]ÎΣÅXºL

oWhCYngJ¹O²AÓÅXºLoWhºΘ

x±ε²·]w° yesCpGÅX¹Whº IP Ê]

O@ÓùqAN|πÜϕYÊ]º por ts / icmp

type/codeΩTA²pGúOϕYÊ]Ah|πÜsC

ICA1037 #:rule_no action src_addr src_mask

dst_addr dst_maskqT≤w

logical_op value logical_op value

interface_type¼eΦVl= log_control

f=fragment_controlt= tunnel_ID

enc_alg auth_alg

Ñí: ϕ≤sLoWhÉA|NwÒÊºWhgJΘ
xC oÓΘxTºíúΣñ@°wÒÊºWhC

ICA1038 wÒÊuÑq@~KXΩvÞºAÏ

ÎÑq@~ socket sµ≡G≡¹
PDn socket sµ≡ ≡¹

Ñí: p /etc/servicesWºwqAÏÎⁿwº UDP

sµ≡¹XÒÊ[KqDC

ICA1039 ªñw (½s) wq°G

Ñí: ªñÖúwÏÎ /etc/security/fwpolicyÉ×Ó

(½s) wqCUCrµ|πÜsºªñÖúC

ICA1040 >ªñ»zíGtunnel_origin

tunnel_end tunnel_ID

encrypt_flag/authenticate_flag

Ñí: ÒO²ºrµ¬úÛ /etc/security/fwpolicyÉ

×C

ICA1041 w°qDqD ID Rúd≥]w >

Ñí: wCXº ID ºqDd≥úA³ÄC

ICA1042 wwqUCqDd≥]wG

Ñí: pUCΘxO²ÒCÜAwqqDd≥]wC

ICA1043 >tunnel_ID: Ær, src_addr: IP ì

}, dst_addr: IP ì}, [K: tΓk

Ñí: TºCÜwÒÊqDd≥ºSwÝÊC

ICA1044 DqúpÆ¹µiGIP(IP ì}) W
X¡ε

Ñí: ÕÏPu¾⌡≡v≈¹suºwþDqúÓh

tÎÊ@: Ç¼su

ICA1045 TCP WX¡εGIP ì}(sµ
≡)->IP ì}(sµ≡) wQÚ´

Ñí: qLu¾⌡≡v≈¹º TCP Ñq@~Óh

tÎÊ@: Ú´su

ICA1046 UDP WX¡εGIP ì}(sµ
≡)->IP ì}(sµ≡) wQÚ´C

Ñí: qLu¾⌡≡v≈¹º UDP Ñq@~Óh

tÎÊ@: Ú´su

ICA1047 e¡ÁµiGwÇ¼Lhº TCP Ñ
q@~AIP ì}(sµ≡)->IP ì}

(sµ≡)

Ñí: qLu¾⌡≡v≈¹º TCP Ñq@~Óh

tÎÊ@: Ç¼su
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ICA1048 e¡ÁµiGwÇ¼Óh UDP Ñq
@~AIP ì}(sµ≡)->IP ì}(s
µ≡)

Ñí: qLu¾⌡≡v≈¹º UDP Ñq@~Óh

ICA1049 LÄº ipsec MËnΘGs: IP ì}
d: IP ì} qT≤wGqT≤w spi:
wþÊÑÆÁÞ

Ñí: ¿bµ¼º¾⌡≡LkÑ} ipsecMËnΘº

ÊËC

ÏÎÌ^³: ÐTwqDwqw¿T×XAÃBwb
C@Ó¾⌡≡WÒÊC

ICA1050 w°qD tunnel_IDRú]w

Ñí: wCXº ID ºqD]wúA³ÄC

ICA1051 wwqUCqD]wG

Ñí: pUCΘxO²ÒCÜAwqqD]wC

ICA1052 >tunnel_ID: ¹X,
src_addr: IP_address,
dst_addr: IP_address, src_enc: tΓ
k rem_enc:tΓk src_mac: tΓ
k rem_mac:tΓk src_enc_mac:
tΓk rem_enc_mac: tΓk
src_pol: ªñ rem_pol: ªñ ÒAG

transport_mode

Ñí: TºCÜwÒÊqDºSwÝÊC

ICA1200 Ñ≤Wzù~Ó×εOⁿ`n{í

Ñí: Ñ≤oÓTºe±ÒO²ºù~A]¹×ε

fwlogd `n{íC

tÎÊ@: úÒÊ IP Lo¹OⁿC

ÏÎÌ^³ : ≤¿ÒⁿXºù~AÃ½sÒÊ

fwlogdC

ICA1260 ≤ ΘÁ, Éí ×εLoOⁿ`n{
íA]°¼ì terminationH¹ÒP

Ñí: fwlogd `n{íµ¼ìⁿwº×εH¹Ó±

εC

ICA1305 \″úú[″]

Ñí: À syslogs@ IP Ê]ºµíÉAo{úú

qT≤wWµºO²C iδÑºqT≤w° IPB

ICMPB TCPB UDP P IPSPC Ð`NAIPSPO

IBM ]pÓzLqDÇ¼[KÊ]C

ICA1400 Y½º fwtimernat ù~ - óÑºτ
ÆGtÎù~Tº

Ñí: fwtimernat°A¹bÒⁿXºτÆñóÑA w

×ε fwtimernat°A¹C

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
fwtimernatC

ICA1401 Y½º fwtimernat ù~ - óÑºτ
ÆG^ÐX = 0x τÆ^ÐX

Ñí: fwtimernat°A¹bÒⁿXºτÆñóÑA w

×ε fwtimernat°A¹C

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
fwtimernatC

ICA1402 Y½º fwtimernat ù~ - óÑºτ
ÆGù~Tº

Ñí: fwtimernat°A¹bÒⁿXºτÆñóÑA w

×ε fwtimernat°A¹C

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
fwtimernatC

ICA2000 q IP ì} (Dwþ¸x) Çesº
FTP Ñq@~Ü IP ì}C

Ñí: ¿qDwþ¸xñÒÊsº FTPÑq@~C
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ICA2001 ²ÒóÑA] net ftpºÏÎÌ WÙ

(úú)GIP ì}C

Ñí: @ìS³bßºÏÎÌÁÕq⌠⌠WÏÎ FTP

proxyC

ÏÎÌ^³: Ðs¸zº¾⌡≡ÞzÌ]w proxy

bßC

ICA2002 ÏÎÌ WÙ º²ÒóÑA²ÒΦk

° ⌠⌠ GDqúWÙ º ²ÒΦ

kC

Ñí: u¾⌡≡vLkÏÎⁿwº²ÒΦkÓ²Òⁿ
ÜºÏÎÌWÙC

ÏÎÌ^³: Ðóßzºu¾⌡≡vÞzÌC

ICA2003 S³ shell Ow∩ ÏÎÌWÙ Ó[

cºC

Ñí: wÑOºÏÎÌÁÕ proxy nJA²S³w

qnJ shellC

ÏÎÌ^³: Ðóßu¾⌡≡vÞzÌA≤¿oÓÏ
ÎÌnJ]wÉC

ICA2004 ¼ìúúºfÖÆ≤ 0xhex_valueC

Ñí: ÒÕ tcpip_audit.cµ¼ì@úúfÖnDC

ICA2005 NΩÆgJqÝ¸ÉAoÍù~Gù

~XC

Ñí: LkPqÝ¸qHFÐdÝOⁿºtÎTºC

ICA2006 ptelnetd: auditproc: ù~XC

Ñí: telnetfÖBzÇ^ⁿwù~CtÎÉ×ºτ

b_~C

ICA2007 ptelnetd: ≥µ¼p=ÑÆÈC

Ñí: »úìúúù~CtÎÉ×ºτb_~C

ICA2008 ÓÛGIP ì} ÓÏÎ telnet iJ
ºD¾⌡≡ÏÎÌ WÙ C

Ñí: S³¾⌡≡bßºÏÎÌÁÕÏÎ telnet

proxyC

tÎÊ@: ²]wÏÎu@δ²ÒvC

ICA2009 /bin/login Gù~XC

Ñí: tÎnJÁíoÍY½ù~CÐÑ\ⁿXºt
Îù~TºC

ICA2010 q IP ì} (Dwþ) suÜ IP ì

}C

Ñí: zLDwþÊ¶±w¿\Øßⁿw IP ì}º

íºsuC

ICA2011 q IP ì} (wþ) suÜ IP ì

}C

Ñí: zLwþÊ¶±w¿\Øßⁿw IP ì}ºí

ºsuC

ICA2012 q IP ì} (wþ¸x) Çeì IP

ì} ºs FTP Ñq@~C

Ñí: ¿bÒÊsº FTP Ñq@~C

ICA2013 q IP ì} Çeì IP ì} ºs

Telnet Ñq@~C

Ñí: wØßsº TelnetÑq@~C

ICA2014 úΣ©∩µ valueC

Ñí: úΣ©ÒⁿXºX¹AÐÑ\²eºTºC

ICA2015 úΣ©∩µ -valueC

Ñí: úΣ©ÒⁿXºX¹AÐÑ\²eºTºC
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ICA2016 ·ÝÏÎÌ ID \″WÙ\″C

Ñí: ÒⁿwºÏÎÌº FTP sunDC

ICA2017 »ù - b µÆC

ICA2018 ΣúìÏÎÌ WÙ º SNK KX
ΩC

Ñí: ΣúìÒⁿwºÏÎÌ ID SecureNetKeyÈC

ÏÎÌ^³: ÐPu¾⌡≡ÞzÌvs¸AΣXiα
ºnJ[cÝDC

ICA2019 ¼¿T¬úÏÎÌ WÙ º SNK K
XΩC

Ñí: LkN SecureNetKeyÈ¬ú°ÒⁿwºÏÎ

Ì ID ºKiìÆÈC

ÏÎÌ^³: ÐPu¾⌡≡ÞzÌvs¸AΣXiα
ºnJ[cÝDC

ICA2020 /usr/bin/fwuserau Î

/usr/bin/fwuserpt úsbC

Ñí: ÒÏÎÏÎÌúÑº²ÒΦkwº`ñεC

tÎÊ@: ²Òwº`ñεC

ÏÎÌ^³ : Tw³ / u s r / b i n / f w u s e r a uÎ

/usr/bin/fwuserptsbABÖ³ÌO rootCpG⌡µÉ

úsbAÏÎÌ²·ÏÎP¾⌡≡@~tÎÛeº

s¶¹AÓúÍ⌡µÉAMßNΣWÙⁿw°

/usr/bin/fwuserauÎ /usr/bin/fwuserptC

ICA2021 ¿bÁÕHÏÎÌ ID WÙAsuÜ
·ÝDqú WÙC

Ñí: ¿bÁÕØßsº FTP suC

ICA2022 ¿ÁÕsuì·ÝDqú WÙC

Ñí: ¿bÁÕØßsº FTP suC

ICA2023 ÎkG ptelnetd [-n] [-s].

Ñí: ÒÊ ptelnet`n{íÉⁿwúúX¹C

ÏÎÌ^³: ÈÏÎX¹ -n Î/Î -sC

ICA2024 w¶QÏÎ Φk ²ÒΦkAq ⌠

⌠: DqúWÙ ñA²ÒÏÎÌ W
ÙC

Ñí: FW wÏÎⁿwº²ÒΦkAT{ⁿXºÏÎ

ÌWÙC

ICA2025 ÏÎÌ WÙ w¶QÏÎ Φk ²Ò

ΦkAq ⌠⌠: DqúWÙ ñn
JC

Ñí: FTP ÏÎÌwnJC

ICA2026 gL n ϕßAÏÎÌ WÙ wb Ø

eÉí oÍOÉC

Ñí: ⁿwÏÎÌºsuÁÕOÉCiαO⌠⌠¼e
ÝDÎOLkÏÎ·ÝDqúC

ICA2027 ≤ Éí q ·ÝDqú suC

Ñí: wPu¾⌡≡vØß Net FTPsuC

ICA2028 wgÚ´q IP ì} ì IP ì} º

FTP suC¹≈¹úΣ©qDwþ¸
x FTP suC

Ñí: @δíÓAoϕÜÁÕqLDwþ¶±ÓP

u¾⌡≡vØß FTP suC

tÎÊ@: Ú´suC

ICA2029 tÎù~Aù~X = - b ìm Ä

µ¹ µC

Ñí: ⌡µtÎIsÉAtÎIsoÍÝDC

tÎÊ@: tÎ⌡µ×ε
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ÏÎÌ^³: ÐúoΘxAΣXù~¹XºNqAM
ß]kÑMÝDCYLkÑM¹ÝDAÐs¸ IBM

AÈHûC

ICA2030 τÆIsA^ÐX = - b ìm Ä

µ¹ µC

Ñí: τÆIsoÍÝDC

tÎÊ@: Ç^ù~

ÏÎÌ^³: úoΘxAFÑ^ÐXÃÁÕÑM¹Ý
DC YLkÑM¹ÝDAÐs¸ IBM AÈHûC

ICA2031 sdi τÆIs creadcfg() rc = -C

Ñí: τÆIsoÍÝDC

tÎÊ@: Ç^ù~

ÏÎÌ^³: ÐÑ\ sdi ÑÒΓUºíúC

ICA2032 óhsuC

Ñí: óh FTP suC

ÏÎÌ^³: ½sØßÑq@~C

ICA2033 sdi τÆIs sd_init rc = -C

Ñí: τÆIsoÍÝDC

tÎÊ@: Ç^ù~

ÏÎÌ^³: ÐÑ\ sdi ÑÒΓUºíúC

ICA2034 sdi τÆIs sd_check rc = -C

Ñí: τÆIsoÍÝDC

tÎÊ@: Ç^ù~

ÏÎÌ^³: ÐÑ\ sdi ÑÒΓUºíúC

ICA2035 setsockopt(): ù~TºNXC

Ñí: setsocketoptIsWºtÎù~C

ICA2036 w°ÏÎÌ ÏÎÌ ID ÒÊ Telnet
Ñq@~ Ñq@~ ID (Ó½ IP ì

}:Øº IP ì}) C

Ñí: bÒÊC@Ó TelnetÑq@~ÉAí|úÍ

TºCϕÏÎÌ IDBÓ½ ip PØºa ip ¾⌡≡ú

{ÑÉAY}lÑq@~CÑq@~ ID O¾⌡≡Ò

úÍºß@ÑOXC

ICA2037 ÏÎÌ fwdfuser Î fwdpuser w
ÁÕnJA²úQe\C

Ñí: fwdfuserP fwdpuser°OdºÏÎÌAúi

HÏÎC

tÎÊ@: wÚ´nJC

ÏÎÌ^³: ÞzÌ³ÓÕdÖ¿bÏÎoÓÏÎÌ
WÙC

ICA2038 ttloop: PhÅBzw±εGù~
XC

Ñí: Rg⌠⌠ΘXwÄÏÉAoÍù~C PhÅ

Bz±εC

ICA2039 ttloop: ¬úGù~XC

Ñí: Rg⌠⌠ΘXwÄÏÉAoÍù~C

ICA2040 ÏÎÌ ID fwdfuser úα²²Ò]
w¿ password B none Î snkC

Ñí: fwdfuser °wOdºÏÎÌ IDAúiÏÎ

passwordÎ noneÓ@°²ÒΦkC

tÎÊ@: wÚ´nJC

ÏÎÌ^³: ÞzÌ³ÓÜ≤ÏÎÌ ID fwdfuserº

²ÒΦkC
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ICA2041 wÒÊ ÏÎÌ ID º FTP Ñq@~
Ñq@~ ID (Ó½ IP ì}:Øº IP

ì})C

Ñí: bÒÊC@Ó FTPÑq@~ÉAí|úÍT

ºCϕÏÎÌ IDBÓ½ ip PØºa ip ¾⌡≡ú{

ÑÉAY}lÑq@~CÑq@~ ID O¾⌡≡Òú

Íºß@ÑOXC

ICA2042 req_rsp_code w~]°

FW_AUTH_REQC

Ñí: úe\ fw_tn_authenticateN req_rsp_code]

w° FW_AUTH_REQC

tÎÊ@: ×ε²ÒC

ÏÎÌ^³: Ü≤ fw_tn_authenticate,½ss@

(make){íw fwuser.oAMßNª±Ju¾⌡≡v

ñC

ICA2043 Lkúo ÏÎÌWÙ ºqµXC

Ñí: oÓÏÎÌº²Òþ¼OuqµXvA²Σú
ì⌠≤qµXC

ÏÎÌ^³: Ðóßzºu¾⌡≡vÞzÌC

ICA2044 -t Éíⁿwù~ (È)C

Ñí: ÒπÜºÉíÈt³bÆÈd≥ 0 Ü 9 ~º

r¸AÎWXÒe\ºÌjÈC

ICA2045 ¾⌡≡úΣ©∩µ -TC

Ñí: úΣ©ⁿÜº∩µC

ICA2046 ¾⌡≡úΣ©∩µ -kC

Ñí: úΣ©ⁿÜº∩µC

ICA2047 ¾⌡≡úΣ©∩µ -sC

Ñí: úΣ©ⁿÜº∩µC

ICA2048 ¾⌡≡úΣ©∩µ -uC

Ñí: úΣ©ⁿÜº∩µC

ICA2049 X¹ -ÑÆÈ úúAú©BzC

Ñí: wⁿÜºX¹A²LkδÑÓX¹C

ICA2050 ÑÆ ÑÆÈ úúC

Ñí: LkδÑⁿw°∩µºÈC

ICA2051 ì}º adapt_addr α½ù~C

Ñí: wπÜº IP ì}OLÄºC

ÏÎÌ^³: iαO /etc/security/fwsecadpt.cfgÉ×

º_~CÐ¾úÉ×A½s[czºwþ¶±AM

ß½s_l]wLo¹C

ICA2052 afopen Lk}Ò

/etc/security/login.cfg: ù~XC

Ñí: Lk²ÒÏÎÌFÒⁿwºÉ×oÍ}Òù

~C

ICA2053 Lk}Òwþ¶±ÉC

Ñí: |¼[cwþÊ¶±C

ÏÎÌ^³: pG²·wqwþ¶±AÐÏÎu¾⌡
≡vRO/smit e±Ówqwþ¶±C

ICA2054 enduserdb rc= ÈAù~XC

Ñí: ϕÁÕ^úÏÎÌnJ]wÉΩTÉA¼ìÒ
ⁿXºtÎù~XC

ÏÎÌ^³: ÐPzºu¾⌡≡ÞzÌvs¸AHτ
ÒzºnJbßC

ICA2055 getpeername() ( IsWÙ)Gù~
XC

Ñí: ϕ FTP `n{íÕÏúo socketWÙÉA

oÍtÎù~C
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ICA2056 t)esockme() ( IsWÙ)Gù~XC

Ñí: ϕ FTP`n{íÕÏúosµ≡WÙÉAo

ÍtÎù~C

ICA2057 ÏÎÌ ID º getuser Dwþ
Shell rc=ÈAù~XC

Ñí: ÕÏqu¾⌡≡vºDwþÝ^úsuº

Shell WÙÉA¼ìÒⁿXºtÎù~XC

ÏÎÌ^³: ÐPzºu¾⌡≡ÞzÌvs¸A°z
ºÏÎÌnJ]wÉ]w@Ó shellC

ICA2058 ÏÎÌ ID º getuser wþ shell
rc=ÈAù~XC

Ñí: ÕÏqu¾⌡≡vºwþÝ^úsuº Shell

WÙÉA¼ìÒⁿXºtÎù~XC

ÏÎÌ^³: ÐPzºu¾⌡≡ÞzÌvs¸A°z
ºÏÎÌnJ]wÉ]w@Ó shellC

ICA2059 ioctl(): ù~X

Ñí: b SIOCSPGRPº ioctl() IsWAoÍtÎ

ù~C

ICA2060 ptelnetd: ftok nD@ÎºOÐΘó

ÑC

Ñí: Lktm@ÎOÐΘÏqC

ÏÎÌ^³: ÐPu¾⌡≡ÞzÌvs¸AÜπMo
OOÐΘºÝDC

ICA2061 ptelnetd: shmat nD@ÎºOÐΘ

óÑC

Ñí: Lktm@ÎOÐΘÏqC

ÏÎÌ^³: ÐPu¾⌡≡ÞzÌvs¸AÜπMo
OOÐΘºÝDC

ICA2062 ptelnetd: shmget nD@ÎºOÐ

ΘóÑC

Ñí: Lktm@ÎOÐΘÏqC

ÏÎÌ^³: ÐPu¾⌡≡ÞzÌvs¸AÜπMo
OOÐΘºÝDC

ICA2063 setsockopt() (SO_DEBUG): ù~

XC

Ñí: ÒⁿXºù~TºOÑsµ ’setsockopt’ºt

ÎÇ^C

ICA2064 setsockopt() (SO_KEEPALIVE):
ù~XC

Ñí: ÒⁿXºù~TºOÑsµ ’setsockopt’ºt

ÎÇ^C

ICA2065 setuser rc= ÈAù~XC

Ñí: ]Wzì]AÒH¼ìtÎIsºú¿T^Ð
XC

ICA2066 signal(): ù~XC

Ñí: ϕ FTP`n{íÕÏØßH¹Bz¹ÉAo

ÍtÎù~C

ICA2067 Y½º pftpd _l]wù~ -
bind(): ù~X

Ñí: pftpd °A¹_l]wóÑ, w×ε`n{

íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
pftpdC oÓù~ºÌiαì]Ot@Ó FTP`n{

íwbÐÇ FTP sµ≡ (21) WiµÉÑC

ICA2068 Y½º pftpd _l]wù~ -
listen(): ù~X

Ñí: pftpd °A¹_l]wóÑ, w×ε`n{

íC
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ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
pftpdC

ICA2069 Y½º pftpd ù~ - Dn
accept(): ù~X

Ñí: pftpd °A¹ºDn`íóÄ, w×ε`n{

íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
pftpdC

ICA2070 Y½º pftpd _l]wù~ -
socket(): ù~X

Ñí: pftpd °A¹_l]wóÑ, w×ε`n{

íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
pftpdC

ICA2071 suÚ´AwFÌjsuÆC

Ñí: pftpd°A¹LkØßt@Ó FTPÑq@~A

]°wFÑq@~ºÌj¡εÆC

tÎÊ@: Ú´suC

ÏÎÌ^³: ÐÑ{sºsu²⌠ßAA½ÕnDC

ICA2072 LkÏÎ ftp [cÉ (É×WÙ)C

Ñí: FTP `n{íÁÕ}ÒÒⁿwº FTP [c

ÉA²É×úOúsbANOLk}ÒC

tÎÊ@: FTP `n{íBzÏÎw][cC

ÏÎÌ^³: LFúDÉ×³ÓsbCYOÉ×³Ó
sbAY·ØßÉ×AÎNÉ×¾ÜTºñÒⁿw

ºìmC

ICA2073 Lkúo FTP yÑϕµºxsΘC

Ñí : LkúoNϕ F T P [cÉñº

REPLYLANGUAGE »zíÒÝºxsΘC

tÎÊ@: ~≥iµBzC

ÏÎÌ^³: b[cÉñW[ÏìjpÎεÖµØC

ICA2074 FTP [c»zíºBzw¹¿G[c
»zí

Ñí: FTP wBzÒⁿXº[c»zíC

tÎÊ@: ~≥iµBzC

ÏÎÌ^³: L

ICA2075 ÏÎÌ ID º FTP (Ó½ IP ì}:
Øº IP ì})A@~ É×WÙAì

¸ÕÆ Óì¸ÕC sid: Ñq@~
idC

Ñí: }Ò FTPÑq@~É∩CÓÉ×ÇeúÍ¹

TºC sid O¾⌡≡bÑq@~ÒÊÉAÒúÍºß

@ÑOXC

ICA2076 ÏÎÌ id º FTP Ñq@~ Ñq@
~ id (Ó½ IP ì}:Øº IP ì})
wg²⌠AúÉ úÉ ϕ, ì¸ÕÆ
Óì¸ÕC

Ñí: CÓ FTP`n{íÑq@~²⌠ÉúÍ¹T

ºC sid O¾⌡≡bÑq@~ÒÊÉAÒúÍºß@

ÑOXC

ICA2077 ÏÎÌ ID º Telnet Ñq@~ Ñ
q@~ ID (Ó½ IP ì}:Øº IP

ì})Aì¸ÕÆ Óì¸ÕC

Ñí: CÓ TelnetÑq@~²⌠ÉúÍ¹TºC sid

O¾⌡≡bÑq@~ÒÊÉAÒúÍºß@ÑO

XC

ICA2078 wgñ_ proxy ÏÎÌ ÏÎÌ -
ómF Éí ÀÁC

Ñí: ÏÎÌºÑq@~wWLÌje\ómÉíC
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ICA2079 `N - ¼gÂvKÕÏq IP ì}

suÜ IP ì}C

Ñí: @δíÓAoϕÜÁÕzLDwþ¶±ÓØß
P Firewall ºsuC

tÎÊ@: Ú´suC

ICA2080 FTP [cÉÄ µÆ µñAa±½µ

½µ ºykù~ (ì])G[c»z
í

Ñí: ìbⁿwµº FTP[c»zí³ù~CtÎ

NúÑoÍù~ºzÑP»úìÓù~ºìmC

tÎÊ@: »zíwQ¿ñC

ÏÎÌ^³: Ð≤¿ FTP [cÉñº»zíC

ICA2081 FTP [c»zíúÑºTºØ²Lk
ÏÎC

Ñí: ÕÏ}Ò REPLYLANGUAGE FTP[c»z

íÒúÑTºØ²óÑCS³qÝ¸TºØ²iH

ÏÎC

tÎÊ@: qÝ¸TºØ²Qó° C Ø²ñº^

σC

ÏÎÌ^³ : ÐTwbP F T P [c

REPLYLANGUAGE »zíñºyÑØ²Û÷ºC@

ÓØ²ñAí³Ø²ÉCτÐËdO_w¿T]w

NLSPATH ⌠ÒÜÆAHe\ÀNÓÛ LANG ⌠Ò

ÜÆPØ²WÙ (%N) (%L) º¸Ø²C

ICA2082 LkN ftp LANG ⌠ÒÜÆ]w°

lØ²WÙ, ì]Gì]

Ñí: ϕ FTP `n{íÕÏN LANG ⌠ÒÜÆº

]wÜ≤°Òⁿwº¸Ø²ÉAoÍtÎù~ (uì

]vÒúÑºù~)C

tÎÊ@: ~≥iµBzCì_iα|úÍΣLT

ºC

ÏÎÌ^³: ÏÎÒúÑºzÑAMwoOtÎù~
Î{í]pù~C

ICA2083 Lk}Ò lØ²WÙ Ø²ñº ftp
qÝ¸TºØ²Aì]Gì]

Ñí: ftp `n{íLk}Òⁿw¸Ø²ñºTºØ

²CÒ¹PºzÑOq catopen()Ç^ºù~¹XC

tÎÊ@: ~≥iµBzCì_iα|úÍΣLT

ºC

ÏÎÌ^³: ÐTwbØ²ñ³@ÓPÒúÑºyÑ
Ø²Ûs²ºØ²C ÐËdO_w¿T]w

NLSPATH ⌠ÒÜÆAHe\ÀN¸Ø² (%L) PØ

²WÙ (%N)C

ICA2084 jεzL C lØ²N FTP qÝ¸
TºØ²]¿^σC

Ñí: ]°²eCÜºù~Aftp `n{íwÏÎ C

¸Ø²AóÏqÝ¸TºØ²H^σπÜC

tÎÊ@: pGyÑiHQó¿° C TºØ²Ah

BzN~≥F _hA{íN⌡XC

ÏÎÌ^³: Ð≤¿²eTººù~CpG{íτs
bAÐb C ¸Ø²ñØßTºØ²AÃ¿T]w

NLSPATH ⌠ÒÜÆC

ICA2085 pid Bz ID (Ó½ IP ì}) º
Telnet Ñq@~wg²⌠C

Ñí: CÓ TelnetÑq@~²⌠ÉúÍ¹TºC

ICA2086 ÏÎÌÉ×[cù~FÏÎÌ ÏÎ

Ì S³KXΩ (KXΩ)C

Ñí: ftpd wbÏÎÌÉ×ñΣìÒnDºÏÎÌA

²ΣúìKXΩ - [cFù~ºÏÎÌÉ×C

ÏÎÌ^³: ÐÏÎu¾⌡≡vRO/smit e±AÓ

≤¿oÓÝDC

ICA2087 ftpd bÏÎÌ[cÉñAΣúìÒⁿ

wºÏÎÌ ÏÎÌWÙC

Ñí: ÒⁿwºÏÎÌWÙ|¼[cAÎ user.cfgÉ

wl´C
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ÏÎÌ^³: ÐÏÎu¾⌡≡vRO/smit e±AÓ

≤¿oÓÝDC

ICA2088 ftpd Lk}ÒÏÎÌ[cÉC

Ñí: ftpd ∩ fopenÒµºIswóÑA]°ªL

k}ÒÏÎÌ[cÉC

ÏÎÌ^³: TwÏÎÌ[cÉ (ÌÚw]ÈAⁿº

O user.cfg)iÑÏÎFÐÏÎu¾⌡≡vRO/smit

e±

ICA2089 bϕµ (struct tab2 authtab[])
ñAΣúì⌠≤PÏÎÌÉ×ºÂv

þ¼ (Âvþ¼) ÛÅºµØC

Ñí: ÒⁿwÏÎÌºv¡þ¼ (q user.cfgÇ^º)

úÅX⌠≤Σ©ºþ¼ (p

denyBnoneBsnkBsdiBpasswordÑC)

ÏÎÌ^³: ÐËd user.cfgÉº¹πÊÎ[cFÏ

Îu¾⌡≡vRO/smit Ó≤¿oÓÝDC

ICA2090 ÏÎÌ ’ÏÎÌWÙ’ LkqL qÝ
¸ IP º²ÒAì]O KEY=DENY
b user.cfg É×ñC

Ñí: ²ÒwóÑA]°u¾⌡≡vÞzÌÒ]wº
user.cfgÉ×WµÒPC

ÏÎÌ^³: Ðóßzºu¾⌡≡vÞzÌC

ICA2091 úe\ÏÎÌ ’ÏÎÌWÙ’ ftp ÜD
wþsµ≡ (¾⌡≡ IP)C

Ñí: ÏÎÌÁÕQÎ FTPzLDwþsµ≡ (nsp)

ÓiJ¾⌡≡°A¹ - Ò³ nspÏÎÌú²·¿T

aN ’fwnsftp’ KXΩ[c°³Äºv¡þ¼ (b

user.cfgÉñ)C

ÏÎÌ^³: ÐËd user.cfgÉº¹πÊÎ[cFÏ

Îu¾⌡≡vRO/smit Ó≤¿oÓÝDC

ICA2092 ºíù~Gnt_gwauth() óÑC

Ñí: nt_gwauth()q`|Ç^UCTÓÈº@

(AUTHENTICATEDBNOT_AUTHENTICATED Î

DENY) boÓ×ÒñAnt_gwauthÇ^F@ÇLÄº

πÆC

ICA2093 úe\ÏÎÌ ’ÏÎÌWÙ’ FTP Ü
wþsµ≡ (≡¹)C

Ñí: ÏÎÌÁÕzLwþsµ≡ (sp) Î FTP i

J¾⌡≡°A¹ - Ò³ spÏÎÌ²·¿TaNLÌ

º ’fwsftp’ KXΩ[c°³Äºv¡þ¼ (b user.cfg

Éñ)C

ÏÎÌ^³: ÐËd user.cfgÉº¹πÊÎ[cFÏ

Îu¾⌡≡vRO/smit Ó≤¿oÓÝDC

ICA2094 nJóÑGwÁºµíG″PASS <q
µX>″ b ″USER <ÏÎÌWÙ>″

ß±; ¼ì LÄºROC

Ñí: ²ÒóÑA]° FTPqÝ¸¼ÇewÁºµ

í (C@ RFC959n³@Ó PASS ’qµX’)

ÏÎÌ^³: ΘJ ″user <username>″FΘJ¿Tº

qµXC Ðóßzºu¾⌡≡vÞzÌC

ICA2095 nJóÑG(zL ²ÒΦk Φk) Ï
ÎÌ ’ÏÎÌWÙ’ LkqL qÝ¸
IP (qÝ¸¸x) º²ÒC

Ñí: ²ÒóÑA]°ΘJLÄ (ÑqÝ¸ÒΘJº

ÈÓⁿw²Òþ¼) - ÒpÏÎÌΘJLÄºqµ

XBsnk KXΩÑC

ÏÎÌ^³: Ðóßzºu¾⌡≡vÞzÌC

ICA2096 w²ÒG(ÏÎºΦk° ²ÒΦk)
ÏÎÌ ’ÏÎÌWÙ’ wgqL qÝ
¸ IP (qÝ¸¸x) º²ÒC

Ñí: w¶Q²Ò
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ICA2097 httpd --> ¿bÒÊ HTTP proxy
°A¹©» HTTP Proxy©»C

Ñí: ¿bÒÊ WWW súº HTTP ProxyC

ICA2098 httpd --> ¿b÷¼ HTTP proxy
°A¹C

Ñí: ¿b÷¼ WWW súº HTTP ProxyC

ICA2099 httpd --> ¼AG<HTTP ¼AX>F
qÝ¸ <IP ì}>nD<\″ HTTP

GET nD\″>F <ì¸ÕÆ>Óì¸
ÕC

Ñí: zL proxy iµqÝ¸ HTTP nDYÇÉ×

º¼ACu¼AvsXÈºÛ÷ΩTAÐÑ\ HTTP

1.0(RFC 1945)Î HTTP 1.1(RFC 2068)íúσ≤ (Î

OÀNº RFC)AziHb InternetWºUØ¸xΣ

ìoÇσ≤A]A ds.internic.netC

ICA2100 Socket ì}Ñ≤sC

Ñí: bÏìnDñAo{LÄºØºaì}C

ICA2101 Socket ì}tCù~G
sin_family_typeC

Ñí: bÏìnDñAΣìLÄºì}tCþ¼C

ICA2102 _l]w odm ÉAoÍù~Godm

ù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_initialize()ù~C

ICA2103 ]w odm w]⌠|ÉAoÍù~G

odmù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_set_path()ù~C½≤þOAOCSvhostC

ICA2104 Ωw odm ΩÆwÉAoÍù~G

odmù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_lock()ù~C

ICA2105 }Ò odm ½≤ ÛqºÝÊ ÉAo

Íù~Godmù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_open_class()ù~C

ICA2106 jM odm ½≤ OCSΩÀDqú

ÉAoÍù~Godmù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_get_first()ù~C½≤þOAOCSvhostC

ICA2107 ÷¼ odm ½≤ OCSΩÀDqú

ÉAoÍù~Godmù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_close_class()ù~C½≤þOAOCSvhostC

ICA2108 ÑúΩw odm ΩÆwÉAoÍù

~Godmù~XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_unlock()ù~C

ICA2109 ×ε odm ÉAoÍù~Godmù~

XC

Ñí : oÍF ODM (½≤ΩÆÞztÎ ) º

odm_terminate()ù~C

ICA2110 ÌÚWÙúo°A¹ÉAoÍù~G

ù~XC

Ñí: oÍF getservbyname()ù~Cb /etc/services

ÉñA¼¿TⁿwDqúunJÊþ{ívAÈ{

í lmC
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ICA2111 byname() ù~Gù~XC

Ñí: oÍF gethostbyname()ù~Cb /etc/hosts

ñA¼¿TⁿwDqú≈¹WÙC

ICA2112 qT≤wWÙLÄGqT≤wWÙC

Ñí: úΣ© ODM ½≤þO OCSvhostñÒⁿw

ºqT≤wWÙC

ICA2113 }Ò socket Ü LM ÉAoÍù

~Gù~XC

Ñí: bunJÊþ{ív`nºDqú≈¹ñAo
Í socket()ù~C

ICA2114 s²Ïìì}ÉAoÍù~Gù~

XC

Ñí: ÏÎoÓ OCS `IºÏìì}ÉAoÍ

bind() ù~C

ICA2115 N socket suì LM ÉAoÍù

~Gù~XC

Ñí: bunJÊþ{ív`nºDqú≈¹ñAo
Í connect()ù~C

ICA2116 qT≤wþ¼ù~GqT≤wþ¼C

Ñí: ÎÓPDqúunJÊþ{ívqHºΩÀ×
Ý≈qT≤wþ¼LÄC

ICA2117 LM TºoÍ Malloc ù~C

Ñí: HÊAΦítmiÜ°×unJÊþ{ívT
ººÅíÉAoÍF malloc() ù~C

ICA2118 ÇΘTºÜ LM ÉAoÍù~Gù~

XC

Ñí: ϕÇe@ÓnD¹unJÊþ{ívAnD}
Ò¿TºDqúËmÉAoÍF send()ù~C

ICA2119 q LM µ¼ìTºÉAoÍù~Gù

~XC

Ñí: ϕunJÊþ{ívÇ^{iÉAoÍF

recv() ù~C

ICA2120 LM º¼Aù~G¼AC

Ñí: ÓÛunJÊþ{ívº{iⁿXAÃu¼v
¶Q}ÒDqúËmC

ICA2121 }Ò OCS ÞzËmÉAoÍù~G
ù~XC

Ñí: ¼¶Q}Ò OCSÞzËmC

ICA2122 LkN IP ì}α½° TBM IDGù
~XC

Ñí: oÍF ioctl() OCS_GET_TBMIDù~Cioctl

RO OCS_GET_TBMIDLkb OCSÞzËmWÏ

ÎC

ICA2123 Ñ rlogin ⁿXsµ TBM ÉoÍù

~Gù~XC

Ñí: oÍF ioctl() OCS_IS_TBM_CONNECTEDù

~C ioctl RO OCS_IS_TBM_CONNECTEDLkb

OCSÞzËmWÏÎC

ICA2124 ¼sµ⌠≤Dqú`IGù~XC

Ñí: S³⌠≤Dqú`IsuìÓÛiαºDqú
`ICÜº¹ OCS`IC

ICA2125 úo ODM (½≤ΩÆÞztÎ) º
CÜÉAoÍù~GÛqºÝÊG

odmù~XC

Ñí: oÍF ODM ½≤þOACuAt(Ûµ]wºÝ

Ê) º odm_get_list()ù~C
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ICA2126 S³⌠≤Û÷º OCS Dqú`IW
ÙGns²ºDqú`IC

Ñí: ΣìF CuAt (Ûµ]wºÝÊ) µØA²S

³ÛÅºDqú`I/ocs`IC

ICA2127 buDqúv}CWoÍ Malloc ù
~C

Ñí: HÊAΦítmiαºDqúWÙ}CÅí

ÉAoÍF malloc() ù~C

ICA2128 b²ÒeAqÝ¸ IP (qÝ¸¸x)
ºÏÎÌ (úú) ÁÕ⌡µRO ’LÄ
ºRO’C

Ñí: bΘJÏÎÌWÙPqµXÓiµ²ÒeAÏ
ÎÌwÁÕ@ÇÊ@ - b~≥⌠≤i@BºBzº

eA ²·²²ÒÏÎÌC

ÏÎÌ^³: ÐH USERP PASSnJ

ICA2129 gethostbyname ( invocation

name)Gerrno

Ñí: ϕ ftpd ÁÕúo∩³≤DqúWÙºDqú

ΩTÉAoÍFtÎù~C

ICA2130 qÝ¸ IP (qÝ¸¸x) ºÏÎÌ
(ÏÎÌWÙ) ÕÏ⌡µRO ’LÄº
RO’C

Ñí: ÒⁿwºÏÎÌÁÕiµLÄºROC

ÏÎÌ^³: bzⁿw ″quote site destination″ º

eAue\ USERBQUOTE SITEP QUIT ROC

ICA2131 qÝ¸ IP ºÏÎÌ ’ÏÎÌWÙ’
LkqL²ÒAì]O user.cfg É

×oÍù~C

Ñí: ²ÒwóÑA]°u¾⌡≡ÞzÌvÒ]wº
user.cfgÉ×WµÒP (ÐdÝ²eºΘx)C

ÏÎÌ^³: Ðóßzºu¾⌡≡vÞzÌC

ICA2132 IP qÝ¸ IP (qÝ¸¸x) ºÏÎ
Ì ’ÏÎÌ’ ÕÏ⌡µLÄºⁿO ’L
ÄºⁿO’C

Ñí: ÏÎÌÁÕiµLÄºROC¹É³ÄºRO
È° SITEBUSERP QUITC

ICA2133 ù~G τÆ IsLkÏÎ≤×Ò

ñGµA WSAGetLastError

Ñí: @δù~TºGÐËdΘx

ICA2134 `NG ftpd: connect() ( ≤ ×Ò)
LkP IP suA

WSAGetLastErrorC

Ñí: Connect()ΣúìÒnDºì}FÐËd

WSAGetLastError²GC

ÏÎÌ^³: ÐJÓÆdzºì} - iαO DNSÎ

⌠⌠ù~

ICA2135 ΩÆαe¹¿G¼ì ì¸Õ Óì¸

Õ (ÓÛ Ó½ IP); Çe ì¸Õ Ó
ì¸Õ (Ü Øºa IP)C

Ñí: oµΩTÏMbSw FTPÑq@~Éºµ@

ΩÆαeC\²OÐ`NGiαOΩÆαeú¿\ \

(ÐdÝΘxÉñóÑºµ¼ (recv)ÎÇe (send)I

s)C

ICA2136 ù~GCreateThread() LkÏÎ≤
×ÒG errnoC

Ñí: ftpd LkØßⁿC

ICA2137 wØßΩÆsuF°A¹GÓ½ IP

qÝ¸GØºa IPC

Ñí: w¶Q¹¿ΩÆsuC
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ICA2138 OÐΘú¼Gpftpd: malloc( ì¸Õ)
Ç^ NULL ≤τÆ ×ÒC

Ñí : Lktm¼≈ºOÐΘ - mal loc Ç^

NULLC

ICA2139 LogonUser() óÑGì]C

Ñí: Windows NT (SAM) API LogonUser (Î≤q

µX²Ò) ]WzzÑÓóÑC

ÏÎÌ^³: Ðs¸u¾⌡≡vÞzÌC

ICA2140 httpd --> HTTP Proxy ²Ò ²

GFÏÎÌ <ÏÎÌ>Fb <ÏÎÌ
IP> WFzL ⌠⌠ ... RCG<ì]
>C

Ñí: HTTP ProxyÁÕ²ÒÏÎÌC Σ¿\Îó

Ñºì]ú|boÌ°iC

ÏÎÌ^³: Ðs¸u¾⌡≡vÞzÌC

ICA2141 ×εÑ IP ì} Ü IP ì} º FTP
Ñq@~C

Ñí: ×εsuì¾⌡≡º FTP Ñq@~C

ICA2142 fw_tn_authenticate w¶Q²Ò Ï

ÎÌ IDC

ICA2143 fw_tn_authenticate Lk²Ò ÏÎ

Ì IDC

Ñí: fw_tn_authenticateLk²ÒÒⁿwºÏÎÌ

IDC

tÎÊ@: wÚ´nJC

ÏÎÌ^³: pG fw_tn_authenticateπ³⌠≤Oⁿ

≈αAhÞzÌ³Ód\ΘxÉAHΣXì]C

ICA2144 fw_tn_authenticate Ã¼¶QÇ

^C

Ñí: fw_tn_authenticateÒÇ^ºÈúOsC τÆ

fw_tn_authenticateiα≥|FC

tÎÊ@: wÚ´nJC

ÏÎÌ^³: pßd\ fw_tn_authenticateAdÝO_

¿gÇ^DsÈFY¿Ç^DsÈAÐ[H≤¿C

YOp¹AÐ½ss@ (make){íw fwuser.oAÃ

Nª±Ju¾⌡≡vñC

ICA2145 tÎwÇ^^ÐX rcAìbÉ× É

×WÙ ºÄ µ¹ µC

Ñí: tÎIsóÑCiαÊ{íw fwuser.oC

tÎÊ@: ²Òwº`ñεC

ÏÎÌ^³: ÐTw /usr/lib/fwuser.osbCpGs

bAÐPzº IBM Nϕs¸C

ICA2146 ¼m½ IBM úÑº fwuser.o C

Ñí: z¿bÏÎ IBM úÑº fwuser.oA]°zÃ

¼ÎÛvº fwuser.o[HúNC

tÎÊ@: ²Òwº`ñεC

ÏÎÌ^³: pGzwq⌠≤ÏÎÌAÓÏÎuÏÎ
ÌúÑºv²ÒAzN³Ó¶gÃs¶Ûvº²Ò

ΦkC IBM úÑº fwuser.oN|Ú´Ò³ÜuD

AIXvÎuD¾⌡≡vÏÎÌºsúC

ICA2147 fwtelnet GÏÎÌ ÏÎÌ ID wgÒ

Êq Ó½ IP ì} (wþÝ) ì Ø
º IP ì} ºzqí telnet Ñq@
~C

Ñí: bÒÊC@Ózqí proxy Ñq@~ÉAY

úÍTºCϕÏÎÌ IDBÓ½ IP PØºa IP ¾⌡

≡ú{ÑÉAY}lÑq@~CÈ¡qwþÝÒÊ

ºÑq@~C

tÎÊ@: e\zqí telnetC
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ICA2148 `N -- ú¹\ÏÎÌ ÏÎÌ ID ¼

gÂvKÕÏq Ó½ IP ì} (Dw
þÝ) suì Øº IP ì}C

Ñí: @δíÓAoϕÜÁÕzLDwþ¶±ÓØß
P Firewall ºsuC

tÎÊ@: Ú´suC

ÏÎÌ^³: z³ÓÏÎzq proxyAqwþÝiµ

telnetC

ICA2149 fwtelnet: ÒÊq Ó½ IP ì} Ü

Øº IP ì} ºzqí telnet Ñq
@~ÉAoÍ

LOGIN_ADAPTER_ERRORC

Ñí : Is q_check_secure(0 )ÉAoÍF

LOGIN_ADAPTER_ERRORC

tÎÊ@: Ú´suC

ÏÎÌ^³: ÐËdwþtµdC

ICA2150 Pftpd ù~ - óÑºτÆG^ÐX
= 0xτÆ^ÐX

Ñí: pftpd °A¹»úìÒⁿXºτÆñ³ù~C

`n{í×εC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
pftpdC

ICA2151 Ú´nJC

Ñí: ohTºNπÜ¹ÁÕnJ²úQe\ºÏÎ
ÌC

ICA2152 fwlogin GgJ Ëm óÑC

Ñí: LkgJËmC

ICA2153 fwlogin: ¬ú Ëm óÑC

Ñí: Lk¬úËmC

ICA2154 sµ≡WÙ ñ³ù~Aì]C

Ñí: oÓu¾⌡≡voÍÝDC

ICA2155 Pftpd ù~ - óÑºτÆGtÎù~
Tº

Ñí: pftpd °A¹»úìÒⁿXºτÆñ³ù~C

`n{í×εC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
pftpdC

ICA2156 `N -- ÏÎÌ ÏÎÌ ID ÕÏÏÎ

zqí ftp quDwþÝvÓ½ IP

ì} suì Øº IP ì} A²úQ

e\C

Ñí: @δíÓAoϕÜÁÕzLDwþ¶±ÓØß
P Firewall ºsuC

tÎÊ@: Ú´suC

ÏÎÌ^³: z³ÓÏÎzqí proxyAqwþÝi

µ FTPC

ICA2157 Ó½ IP ì} ºÏÎÌ ÏÎÌ ID

úαÏÎzqí proxy Ósµ Øº
IP ì}C

Ñí: @δíÓAoϕÜb¼[czqí proxy º

ípUAÁÕØßPu¾⌡≡vºsuC

tÎÊ@: Ú´suC

ÏÎÌ^³: }Ò fwtpproxy ftp = on

ICA2158 Òⁿwº∩µ ÑÆÈ ú¿TC

Ñí: ÒⁿXºX¹ⁿwù~C

ICA2159 ¼ⁿw -t ∩µºOÉÈC

Ñí: ²·úÑ -t ∩µºOÉÈC
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ICA2160 wÜ≤ ⌠⌠GDqúWÙ ÏÎÌ

ÏÎÌ ID ºqµXC

Ñí: FTPÏÎÌw¶QÜ≤qµXΩÆwñºqµ

XC

tÎÊ@: L

ÏÎÌ^³: L

ICA2161 ÏÎÌ ÏÎÌ ID ÕÏÏÎ ⌠⌠G

DqúWÙ ºLÁqµXÓnJC

Ñí: FTP ÏÎÌÕÏÏÎLÁºqµXÓØßP

u¾⌡≡vºsuC

tÎÊ@: FTP nJτÒóÑAÏÎÌN^ì FTP

RO shellC

ÏÎÌ^³: ÏÎÌ²·Î FTP USERROAÎ½

sØß F T P suÃÇ¼qµXrΩµí

″old_password/new_password/new_password″AA@

¸iµτÒC

ICA2162 Ü≤ ⌠⌠GDqúWÙ ÏÎÌ Ï

ÎÌ ID ºqµXóÑC

Ñí: FTPÏÎÌÁÕÜ≤qµXAÓqµXτÒ`

íóÑCiαºóÑì]]AG- Òⁿwº ″Â″ q

µXù~B- u³ⁿw@¸ ″s″ qµXB - Òⁿw

ºG¸ ″s″ qµXúÛÅAÎÌ - ÎÓÀjqµX

ºwÉÅ¹úO ″/″C

tÎÊ@: FTP qµXτÒóÑAÏÎÌN^ì

FTP RO shellC

ÏÎÌ^³: ÁÕ½sτÒ FTP°A¹AdÝÒΘ

JºqµXO_¿TCpGÙO³ÝDAhÐs¸

AÈNϕC

ICA2163 wÒÊ safemaild C

Ñí: ¿bÒÊ safemaildC

ICA2164 ±ε safemaild C

Ñí: ¿b±ε safemaildC

ICA2165 wñ_ telnet Ñq@~C

Ñí: ¿b²⌠ TelnetÑq@~A²LkqÞDñ

^úÑq@~ΩTCbÒÊÁíAqÝ¸iαwñ

_Ñq@~A]¹Ã¼¹þ_l]wÑq@~C

ICA2166 Lk^úÏÎÌ ÏÎÌ ID ºÝÊ

ÝÊC^ÐX = ^ÐXC

Ñí: u²ÒAÈ{ívLk°ÒⁿXºÏÎÌq

uÏÎÌΩÆwv^úÒⁿXºÝÊCtÎÊ@G

ÏÎÌ²ÒóÑC

ÏÎÌ^³: Ðs¸tÎÞzÌAH≤¿ÏÎÌΩÆ
wO²C

ICA2167 ÏÎÌ ID nD AÈ{í ÉA²Ò

óÑFÒÏÎº²ÒΦk° ⌠⌠þ

¼ Wº qÝ¸ì} º ²ÒpºC

Ñí: ÒⁿXºÏÎÌ²nDÒⁿXºAÈ{íAÃ
BÏÎÒⁿXº²ÒΦkÓ²ÒÏÎÌA²OóÑ

FCÓÓÏÎÌOqÒⁿXºì}Î⌠⌠þ¼nD

ÓAÈ{íCtÎÊ@GÏÎÌ²ÒóÑC

ÏÎÌ^³: Ðs¸tÎÞzÌC

ICA2168 ÏÎÌ ID nD AÈ{í ÉA]x

sΘú¼Ó²ÒóÑC

Ñí: b²ÒΩÆÉAOÐΘtmóÑA]¹Lk²
ÒuÏÎÌ IDvÓnDAÈ{íCtÎÊ@GÏÎ

Ì²ÒóÑC

ÏÎÌ^³: Ðs¸tÎÞzÌC

ICA2169 ÏÎÌ WÙ nD AÈ{í ²Ò¿

\F²ÒΦk° ⌠⌠GDqúWÙ

º ΦkC

Ñí: FW wÏÎÒⁿXº²ÒΦkÓ²ÒÒⁿXº

ÏÎÌWÙAHúÑÓÏÎÌÒnDºAÈ{íC
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ICA2170 ÏÎÌ ID nD AÈ{í ²Òó

ÑC¼ÏÎu¾⌡≡vÓnO ²Ò

ΦkC

Ñí: Lk²ÒuÏÎÌ IDvÓnDAÈ{íCÒ

nDº²ÒΦk¼ÏÎu¾⌡≡vÓnOCtÎÊ

@GÏÎÌ²ÒóÑC

ÏÎÌ^³: Ðs¸tÎÞzÌC

ICA2171 qµXLÁAwΩwbß ÏÎÌW

ÙC

Ñí: qµXwLÁAB|¼Ü≤C wΩw¹b

ßC

tÎÊ@: wΩw¹bßAu¾⌡≡vqµX²Òó
ÑCUserRes

ICA2172 wΩwbß ÏÎÌWÙC

Ñí: wΩw¹bßC

tÎÊ@: wΩw¹bßCu¾⌡≡vqµX²Òó
ÑC

ÏÎÌ^³: ÐPu¾⌡≡ÞzÌvs¸AHΣX¼
ΩwºbßC

ICA2173 ÏÎÌÁÕÏÎwOdºÏÎÌWÙ

ÏÎÌ ID ÓnJC

Ñí: ÏÎÌÒúÑº ID wQ¾⌡≡OdC

tÎÊ@: wÚ´nJC

ÏÎÌ^³: ÞzÌ³ÓÕdÖ¿bÏÎoÓÏÎÌ
WÙC

ICA2174 ºíBzoÍù~A]¹ ÏÎÌ ID

nD AÈ{í ²ÒóÑFÒÏÎº

²ÒΦk° ⌠⌠þ¼ Wº qÝ¸

ì} º ²ÒpºC

Ñí: ÒⁿXºÏÎÌ²nDÒⁿXºAÈ{íAÃ
BÏÎÒⁿXº²ÒΦkÓ²ÒÏÎÌA²OóÑ

FCÓÓÏÎÌOqÒⁿXºì}Î⌠⌠þ¼nD

ÓAÈ{íCÑ≤ºíBzoÍù~A²ÒnDó

ÑCtÎÊ@GÏÎÌ²ÒóÑC

ÏÎÌ^³: Ðs¸tÎÞzÌC

ICA2175 ÏÎÌ ÏÎÌWÙ º Windows
NT LogonUser IsóÑCÌßù
~° Ìßù~C

Ñí: Î Windows NT LogonUser APIIsÓ²Ò

ÒⁿXºÏÎÌWÙóÑC LogonUseróÑßA

Windows NT°iÌßù~CtÎÊ@GÏÎÌ²Ò

óÑC

ÏÎÌ^³: Ðs¸tÎÞzÌC

ICA2176 ÏÎÌWÙ ÏÎ ⌠⌠ º ¸≤

ÉAQwqÓ²ÒÏÎÌº²Òpº

²Òpº úúC

Ñí: ϕÏÎÌÏÎÒⁿXº⌠⌠º¾⌡≡¸≤ÉA
wqÏÎÒⁿXº²ÒpºÓ²ÒÒⁿXºÏÎ

ÌA²OØeÓ²Òpº|¼Î¾⌡≡ÓnOCt

ÎÊ@GÏÎÌ²ÒnDóÑC

ÏÎÌ^³: Ðs¸tÎÞzÌC

ICA2177 ¼ìÓÛ socket∩ÑWÙ º

SafeMail su 0xÑq@~ IDC

Ñí: SafeMail ¼ìÒCXºPÑWÙº \J≡s

uCÒⁿXºsu ID ¹X \wQÎ@lÜºØºC

(»ùh¸)

tÎÊ@: wⁿú@ⁿÓBzoÓ \suC

ICA2178 wØßq e≤Ìº IP ì} ì µ¼

Ìº IP ì} º SafeMail Ñq@
~ 0xÑq@~ IDC

Ñí: SafeMailwØßPµ¼Ìl≤°A¹ºsµA

\ÃBÇÆαel≤C(ΩTh¸)

tÎÊ@: N}lαeΩÆC
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ICA2179 SafeMail w°su 0xÑq@~ ID

q Çe°A¹ºì} αeF Tº

ì¸ÕÆ ì¸Õì µ¼°A¹ºì

}C

Ñí: SafeMailw¿\abÒCXºGxl≤°A¹

ºíαeTºCb ICA2166TºñNwÑO \oÓÑ

q@~C¹Tº]tÒⁿXº \ì¸ÕÆC(ΩTh¸)

ICA2180 SafeMail ×εÓÛ e≤Ìºì}

ºÑq@~ 0xÑq@~ IDC

Ñí: SafeMailÚ´αebÒⁿXºÑq@~ñ \Ò

Çeºl≤C (ΩTh¸)

tÎÊ@: ¹Ñq@~w×εC

ÏÎÌ^³: W[Oⁿu²¶Çºh¸AHúo \û

ÔÓºE_ΩTC

ICA2181 SafeMail ×εÑq@~ 0xÑq@~
IDAì]X° ì]XC

Ñí: ]°»úìDnºù~¼pASafeMailºDn

Bz¹×εFÒⁿXºÑq@~Cì]X]tG\01 -

Σúìµ¼Ìl≤°A¹ \02 - e≤ÌÕÏbΓxD

wþ°A¹ºí¼el≤ \03 - µ¼Ìl≤°A¹Ú

´suAiαwϕ≈ \04 - µ¼Ìl≤°A¹Ú´µ

ⁿl≤ \05 - @ÓÎhÓsuOÉFe≤ÌÎµ¼Ì

l≤°A¹iαwϕ≈ \06 - recv()Ç^ 0 ì¸ÕF

e≤ÌÎµ¼Ìl≤°A¹iαwϕ≈ \07 - recv()

Ç^tÆFe≤ÌÎµ¼Ìl≤°A¹iαwϕ≈

\08 - ¼ìÓhù~RO \09 - select()Ç^tÆFe

≤ÌÎµ¼Ìl≤°A¹iαwϕ≈ \oÓTºOⁿ

≤u»ùvh¸C

tÎÊ@: ¹suw×εC

ICA2182 Ñ≤ SMTPRO ROLÄA

SafeMail Ú´Ñq@~ 0xÑq@~
IDAì]X° ì]XC

Ñí: SafeMailºROτÒ¸`í»úì \LÄÎM

IºROCoÇì]XÌUØ SMTPRO \Ó³Òú

PC{µÈºÛ÷ΩTAÐÑ\ IBM Firewall Support

\⌠¶C(»ùh¸)

tÎÊ@: ¹suw×εC

ÏÎÌ^³: ≤¿Çel≤ºqÝ¸ÎÇel≤º°
A¹A\HÇewþB³ÄºΩTC

ICA2183 httpd --> LkÏÎ HTTP Proxy
[cÉ (É×WÙ)C

Ñí: HTTP proxy`n{íÁÕ}ÒÒⁿwº[c

ÉA²OÉ×úsbÎOLk}ÒC

tÎÊ@: HTTP ProxyS³ÒÊ

ÏÎÌ^³: zL GUI Î fwhttp ROÓ[c

proxyAMß½sÒÊ proxyC

ICA2184 signal() oÍù~AT¹° T¹¹
XCsafemaild ²⌠C

Ñí: ϕ safemaild`n{íÕÏØßH¹Bz{í

ÉAoÍtÎù~C

ICA2185 Lk}Ò socketC safemaild ²⌠

Ñí: }Ò socketóÑC

ICA2186 LkN socket s²Üsµ≡C
safemaild ²⌠

Ñí: N sockets²Üsµ≡ÉóÑC

ICA2187 LkµⁿsºsuCsafemaild ½Õ

Ñí: µⁿssuÉóÑC
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ICA2188 -l Éíⁿwù~ (È)C

Ñí: ÒπÜºÉíÈt³bÆÈd≥ 0 Ü 9 ~º

r¸AÎWXÒe\ºÌjÈC

ICA2189 ¼∩ -l ∩µⁿwOÉÈC

Ñí: ²·∩ -l ∩µúÑ@ÓOÉÈC

ICA2200 (AÈ{íGτÆ) WinSocket _l
]wù~G WSAGetLastError

Ñí: _l]w WinSocketÉAoÍù~C

ÏÎÌ^³: ≤¿ WSAGetLastErrorÒⁿXºtÎ

ÝDAÃ½sÒÊÒⁿXºAÈ{í ( Ä@ÓÑ

Æ)C

ICA2201 (AÈ{íGIsτÆ) óÑºτÆ
bµ µ¹ óÑGWSAGetLastError

Ñí: ÒⁿXºu⌠⌠v¸≤óÑC

ÏÎÌ^³: ≤¿ WSAGetLastErrorÒⁿXºtÎ

ÝDAÃ½sÒÊÒⁿXºAÈ{í ( Ä@ÓÑ

Æ)C

ICA2202 (AÈ{íGIsτÆ) b
WSAGetLastErrorϕßAOÉ OÉG

Ñí: ÒⁿXºτÆbómFÒⁿXºϕÆßAoÍ
OÉC

ÏÎÌ^³: ½ssµÒⁿXºAÈ{íAÃbÒⁿ
XºOÉÉíº^³C

ICA2203 (AÈ{íGIsτÆ) OÐΘù~F
óÑºτÆ bµ µ¹ Ç^ Ç^

ÈG WSAGetLastError

Ñí: oÍOÐΘù~Aq`OOÐΘú¼FÐËd
WSAGetLastError

ÏÎÌ^³: MXÏÐÅí - ÐóßutÎÞz

Ìv

ICA2204 (AÈ{íGIsτÆ) É×WÙ o
Íù~GsúDÚÎØßóÑC

Ñí: ÕÏsúÎØßÒⁿXºÉ×ÎPÉ×ÑÆ³
÷ºÉ×ÉAÒⁿXºAÈ{íoÍù~C

ÏÎÌ^³: ÐTwÒⁿXºÉ×WÙsbB³¿T
ºsúvC

ICA2205 (AÈ{íGIsτÆ) ΣúìÒÝn
ºÉ× É×WÙC

Ñí: ÒⁿwºÉ×úsbCy¿óÑºì]AÜ³
iαO]°u¾⌡≡vºw][cQ°úFCÐq

ØeºÆ≈NÉ×ÙìC

ÏÎÌ^³: ÐτÒ[cÉO_sbC[c{í|w
ÁoÓÉ×sbCpGS³Æ≈©»AÐs¸zº

AÈNϕC

ICA2206 (AÈ{íGIsτÆ) [cÉ É×
WÙ wl´C

Ñí: ÒⁿXº[cÉºµíú¿TCΣºewl

´Cy¿l´ºì]AÜ³iαO]°ÓÉ×OH

ΓÊsΦAB[JFLÄºΩÆC

ÏÎÌ^³: ²·H¿TºΦí½sØß[cÉC²
úoÓÉ× (ÎØß@iË°ºÆ≈)AMßNìÓº

É×°úCÏÎAϕº¾⌡≡[cROÓ½s[c

oÓÉ× (Y³ÝnAiÑÒìÓºÉ×)C

ICA2207 (AÈ{íGIsτÆ) [cÉ É×
WÙ OÅºC

Ñí: ΣúìÒⁿXº[cÉAÎO÷MΣìFA²
OOÅºCΣúìÉ×ºì]AÜ³iαO]°|

¼⌡µÒⁿXºAÈ{íº[cC

ÏÎÌ^³: ÐτÒ[cÉº¼ACpGÉ×sbA
[cRO|wÁoÓÉ×]tΩÆCÛ÷ΩTAÐ

Ñ\ÏÎⁿnC
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ICA2208 AÈ{í ° ÏÎÌ ID qDwþt

µdÒÊÑq@~ Ñq@~ ID (Ó
½ IP ì}:Øº IP ì})C

Ñí: oObCÓÒⁿXºÑq@~}lÉÒúÍº
TºC

ICA2209 AÈ{í w°DwþtµdWº Ï

ÎÌ ID ²⌠Ñq@~ Ñq@~ ID

(Ó½ IP ì}:Øº IP ì})Fì¸
ÕÆ ì¸Õ`ÆC

Ñí: bCÓÒⁿXºÑq@~²⌠ÉA|úÍT

ºCuì¸Õ`ÆvOⁿbÑq@~ÁíAÒαe

ºì¸Õ`ÆCúΣ©uì¸Õ`ÆvºAÈ{í

(Y ptelnetd)|πÜusvC

ICA2210 (AÈ{í) ÏÎÌ ÏÎÌ ID °Ï

ÏÎwLÁºqµXAHq Ó½ IP

ì} (Dwþ) nJC

Ñí: ÒⁿXºÏÎÌÕÏqDwþtµdWºÓ½
IPAÏÎÒⁿXºLÁqµXAÓØßPu¾⌡

≡vºsuC

ÏÎÌ^³: ÒúÑºqµXwLÁCÐs¸zºt
ÎÞzÌC

ICA2211 (AÈ{í) ÏÎÌ ÏÎÌ ID °Ï

ÏÎwLÁºqµXAHq Ó½ IP

ì} (wþ) nJC

Ñí: ÒⁿXºÏÎÌÕÏqwþtµdWºÓ½

IPAÏÎÒⁿXºLÁqµXAÓØßPu¾⌡

≡vºsuC

ÏÎÌ^³: ÒúÑºqµXwLÁCÐs¸zºt
ÎÞzÌC

ICA2212 (AÈ{í) Ó½ IP ì} (wþ) W
ºÏÎÌ WÙ w¶QqL²ÒC

Ñí: FW w²ÒÒⁿXºÏÎÌWÙAÓÏÎÌÓ

ÛÒⁿXºwþtµdWºÓ½ IPC

ICA2213 (AÈ{í) Ó½ IP ì} (Dwþ)
WºÏÎÌ WÙ w¶QqL²ÒC

Ñí: FW w²ÒÒⁿXºÏÎÌWÙAÓÏÎÌÓ

ÛÒⁿXºDwþtµdWºÓ½ IPC

ICA2214 (AÈ{í) Ó½ IP ì} (Dwþ)
WºÏÎÌ WÙ ²ÒóÑC

Ñí: ÒⁿXºÏÎÌWÙS³qL FW ²ÒAÓ

ÏÎÌÓÛÒⁿXºDwþtµdWºÓ½ IPC

ÏÎÌ^³: ÉPóÑºì]AÜ³iαO]°zÒ
ΣJºÏÎÌWÙÎqµXú¿TFÏÎÌWÙÎ

qµXÒÝÏÀjpg (ÐËdO_ÒÎF Caps

Lock Σ)C

ICA2215 (AÈ{í) Ó½ IP ì} (wþ) W
ºÏÎÌ WÙ ²ÒóÑC

Ñí: ÒⁿXºÏÎÌWÙS³qL FW ²ÒAÓ

ÏÎÌÓÛÒⁿXºwþtµdWºÓ½ IPC

ÏÎÌ^³: ÉPóÑºì]AÜ³iαO]°zÒ
ΣJºÏÎÌWÙÎqµXú¿TFÏÎÌWÙÎ

qµXÒÝÏÀjpg (ÐËdO_ÒÎF Caps

Lock Σ)C

ICA2216 (AÈ{í) ÓÛ Ó½ IP ì} (Dw
þ) ºÏÎÌ WÙ S³ΘJÛÅº
(τÒ) qµXC

Ñí: ÒⁿXºÏÎÌnDÜ≤qµXA²OÒΘJ
G¸qµXúÛÅFÓÏÎÌÓÛÒⁿXººDw

þtµdWºÓ½ IPCÏÎÌº²ÒΩÆS³Ü≤C

ÏÎÌ^³: YznÜ≤qµXA²·ΘJG¸qµ
XAÄG¸O°FτÒFÉPóÑºì]AÜ³i

αO]°ÒΘJºτÒqµXú¿TC
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ICA2217 (AÈ{í) ÓÛ Ó½ IP ì} (w
þ) ºÏÎÌ WÙ S³ΘJÛÅº
(τÒ) qµXC

Ñí: ÒⁿXºÏÎÌnDÜ≤qµXA²OÒΘJ
G¸qµXúÛÅFÓÏÎÌÓÛÒⁿXººwþ

tµdWºÓ½ IPCÏÎÌº²ÒΩÆS³Ü≤C

ÏÎÌ^³: YznÜ≤qµXA²·ΘJG¸qµ
XAÄG¸O°FτÒFÉPóÑºì]AÜ³i

αO]°ÒΘJºτÒqµXú¿TC

ICA2218 AÈ{í w°wþtµdWº ÏÎ

Ì ID ÒÊÑq@~ Ñq@~ ID

(Ó½ IP ì}:Øº IP ì})C

Ñí: oObCÓÒⁿXºÑq@~}lÉÒúÍº
TºC

ICA2219 AÈ{í w°wþtµdWº ÏÎ

Ì ID ²⌠Ñq@~ Ñq@~ ID

(Ó½ IP ì}:Øº IP ì})Fì¸
ÕÆ ì¸Õ`ÆC

Ñí: bCÓÒⁿXºÑq@~²⌠ÉA|úÍT

ºCuì¸Õ`ÆvOⁿbÑq@~ÁíAÒαe

ºì¸Õ`ÆCúΣ©uì¸Õ`ÆvºAÈ{í

(Y ptelnetd)|πÜusvC

ICA2220 (AÈ{í) ÏÎÌ ÏÎÌ ID ÒÊ

F@Óq Ó½ IP ì} (wþÝ) ì
Øº IP ì} ºzqí proxy Ñq
@~C

Ñí: oObÒÊC@Ózqí proxy Ñq@~É

ÒúÍºTºCϕ¾⌡≡ÑOXÏÎÌ IDBÓ½ IP

PØºa IP ÉAY}lÑq@~CÈ¡qwþÝÒ

ÊºÑq@~C

tÎÊ@: ¹\zqí proxyC

ICA2221 (AÈ{í) µiGbu±εvu⌠º
∩ÑÝWº IP (±ε IP ì}) úÑ
≤uΩÆvu⌠º∩ÑÝWº IP (Ω
Æ IP ì})C

Ñí: °TOuwþÊv(YuÏIJv)AÐTw

u±εsu socketvÒsµº∩ÑÝ IP ì}AP

uΩÆsu socketvÒsµº∩ÑÝ IP ì}ÛPC

²OpGÏÎu⌠⌠Àú{ívAÎOØºawÏ

ÎhÓtµdAoÇípK|³ÒúPC

tÎÊ@: ÐËduØºa FTP°A¹vO_³Ï

ÎÆÓtµdAÎOËdO_wÏÎu⌠⌠Àú{

ívCÐTwLo¹u¹\³Äº IP ì}qLÄ 20

ÎÄ 21 ¹sµ≡C

ICA2222 (AÈ{í) µiIqT≤wHWC¼
ìuD RFCvÛeRO LÄrΩF
wÁ° qT≤wrΩC

Ñí: ÒⁿXºAÈ{í¼ìº`rΩAÓrΩPÛ
÷º RFC úÛeFiαO⌠⌠bÈC

tÎÊ@: ÏÎP RFCÛeºuqÝ¸vÓnDÒ

ⁿXºAÈ{íC

ICA3001 *µi*Gu¿ºÏÎÌO ÑOÏÎÌ
WÙAÓúO SockssuÏÎÌWÙ

Ñí: iα³}awþÊº°ÏF¼²ÒÏÎÌW

ÙC

ICA3006 pÆ Óì¸ÕÓÛ qÝ¸ApÆ

Óì¸ÕÓÛ °A¹

Ñí: TºⁿX sockd`n{íÎΣÓOºqÝ¸

M°A¹Dqúºíαeºì¸ÕÆØC

ICA3007 Ñ≤WLÌjsupÆQÚ´suC

Ñí: socks°A¹º[cuαµⁿY@qÝ¸Ñq

@~ºÌj¡εÆCϕwìFÓ{ÉÈAS³B~

ºsunDÇÓÉAN|úÍ¹TºC

tÎÊ@: ÷¼soXºsuC
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ÏÎÌ^³: ÃµsuºÌjÆ¡εOÑ socks5.conf

ñº SOCKS5_MAXCHILDÑÆÒMwC W[¹]

wÈAÃ_s°A¹CÛ÷ÔÓΩTAÐÑ\ IBM

Firewall ÑÒΓUC start unused

ICA3010 wsu -- q ÏÎÌ

(real_user)@src_addrs²Ü

dst_addr ( Øºasµ≡)

Ñí: ØßsuC

ICA3011 wsu -- q ÏÎÌ

(real_user)@src_addrsuÜ

dst_addr ( ³Î{í)

Ñí: Î socketsuÜ~É¿\C

ICA3012 DÚ´ -- q ÏÎÌ

(real_user)@src_addrsuÜ

dst_addr (³Î{í)

Ñí: ·ÝDqúwÚ´suC

ICA3013 select() ù~X

Ñí: tÎoÍù~C

ICA3014 w×ε -- q ÏÎÌ

(real_user)@src_addrs²Ü

dst_addr (Øºasµ≡)C (Û qÝ
¸ µ¼ pÆ Óì¸ÕAÛ °A¹)
µ¼ pÆ Óì¸ÕC

Ñí: su×εC

ICA3015 w×ε -- q ÏÎÌ

(real_user)@src_addrsuÜ

dst_addr ( ØºaDqú)C (Û q
Ý¸ µ¼ pÆ Óì¸ÕAÛ °A

¹ µ¼ pÆ Óì¸Õ)

Ñí: w×εP°A¹ºsuC

ICA3016 ***ΣúìiP ØºaDqú qHº

Aϕ¶±

Ñí: É× /etc/sockd.routeú]A°ÒⁿXºØº

aDqúº¼eΩTC

ICA3017 Lk⌡µ pid sockdBz º shell
RO

Ñí: Sockd`n{íLk⌡µ /bin/shROC

ÏÎÌ^³: τÒ /bin/sh shellibtÎWÏÎC

ICA3018 DÚ´ -- q ÏÎÌ

(real_user)@src_addrs²Ü

dst_addr

Ñí: ·ÝDqúwÚ´suC

ICA3019 ÓÛDqú socks_src_name: ù~X
º GetDst() ù~

Ñí: bÑRÒnDºsuºØºaì}ÉAoÍù
~C

ICA3022 Ä µ¹ µº ?= µìLÄ

Ñí: b /etc/sockd.confÉ×ño{LÄºµØC

ICA3023 LÄº±ûAìbÄ µ¹ µ

Ñí: b /etc/sockd.confÉ×ño{LÄºµØC

ICA3024 LÄºµØAìbÄ µ¹ µ

Ñí: b /etc/sockd.routeÉ×ño{LÄºµØC

ICA3025 LÄº¹\/Ú´µìAìbÄ µ¹
µ

Ñí: b /etc/sockd.confÉ×ño{LÄºµØC

ICA3026 LÄº≡¹AìbÄ µ¹ µ

Ñí: b /etc/sockd.confÉ×ño{LÄºµØC
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ICA3027 \″cmd\″ º Shell ROwóÑ (⌡µ
¼A)

Ñí: ÒπÜº Shell ROóÑC

ÏÎÌ^³: τÒtÎW³ Shell Bz¹C

ICA3030 Lk}Ò[cÉ (/etc/sockd.conf)

Ñí: nD}ÒÒⁿXºÉ×óÑC

ICA3031 Lk}Ò⌠ÑÉ (/etc/sockd.route)G
ù~X

Ñí: nD}ÒÒⁿXºÉ×óÑC

ÏÎÌ^³: Ðóßzºu¾⌡≡vÞzÌC b

u¾⌡≡vwËÉwúÑw]ÉC

ICA3032 Lk}ÒÏÎÌÉ× (ÏÎÌWÙÉ
×)Gù~X

Ñí: bπ\ºWhñΣúì∩ *=userlistⁿwºÉ

×WÙC

ICA3033 Validate() Ç^º`º²G

Ñí: wⁿwÏÎÌWÙº IdentdτÒA² Identd

º^³°º`º²GC

ICA3035 Lksuì qÝ¸Dqú Wº

identd

Ñí: wⁿwÏÎÌWÙº IdentdτÒA² Identd

S³^³C

ICA3039 ù~ -- shell RO \″cmd\″ S³]
t^Ær¸C

Ñí: Shell ROLÄAÐÑ\ΘxTºC

ICA3040 ù~ -- shell_cmd fork() ù~X

Ñí: Sockd`n{íLkzL ’fork()’ Á½ÜlB

zC

ICA3041 ù~ -- LkúoqÝ¸ì}C

Ñí: q ’getpeername()’IsÇ^ºù~C

ÏÎÌ^³: Ëd¼eM DNS [cC

ICA3042 ù~ -- Dqú qÝ¸ì} ÇeF

¼wqºRO

(0xhex-command-received)

Ñí: µ¼ÓÛqÝ¸³Î{íºLÄROC

ÏÎÌ^³: iαOqÝ¸[c³ÝDAÎOqÝ¸
Mu¾⌡≡vΣ©h¸úÅC

ICA3043 ù~ -- Dqú qÝ¸ì} º©»

ù~ (0xhex-version-number)

Ñí: u¾⌡≡vΣ© Socks 4.2©»C

ÏÎÌ^³: iαOqÝ¸[c³ÝDAÎOqÝ¸
Mu¾⌡≡vΣ©h¸úÅC

ICA3044 óÑ -- q ÏÎÌ

(real_user)@src_addrsuì

dst_addr ( ³Î{í)Cù~XGRO
y¿ºóÑ ù~XC

Ñí: sunDóÑC

ICA3045 óÑ -- q user(real_user)@src_addr

s²Ü dst_addrCù~Gwsuìù

~Dqú dst_name(dst_port

(application))C

Ñí: s²nDóÑC

ICA3046 óÑ -- q user(real_user)@src_addr

s²Ü dst_addrCù~XGROy¿

ºóÑ ù~XC

Ñí: s²nDóÑC
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ICA3047 OÉ -- q user(real_user)@src_addr

s²Ü dst_addr

Ñí: suOÉC

ICA3048 Shell ROÓ°Gcommand...

Ñí: ÓÛ /etc/sockd.confÉº⌡µROÓ°C

ICA3049 OÉ -- q user(real_user)@src_addr

suì dst_addr ( application)

Ñí: suOÉC

ICA3050 ÛÅº sockd.confLoWh

Ñí: ÓÛ /etc/sockd.confÉºLoWhAÅX

sockssuC

ICA3051 AIX sockd_route() Σúì remote

addressº¶±C

Ñí: Σúì¶±¼e⌠|ΩTC

ICA3052 NÏÎÌ ID ]w° ″nobody ″ ÉA

oÍù~C

Ñí: LkNlµ sockdBzºÏÎÌ ID ]w°

″nobody″C

ICA3053 popen (AIX ¼e⌠| script) oÍ
ù~GtÎù~Tº

Ñí: Lk⌡µ script MΣ¼e⌠|ΩTC

ICA3054 b AIX sockd_route() oÍY½º

OÐΘtmù~C

Ñí: ÕÏ¼°¼eΩTAoÍOÐΘtmóÑC

ICA3055 AIX sockd_route() ÑR ΘJµ ñ

ºÄ@ÓÅíÉAoÍY½ù~

Ñí: ÑRtÎ¼e⌠|ΩTÉAoÍù~C

ICA3056 AIX sockd_route() ÑR ΘJµ ñ

ºÄGÓÅíÉAoÍY½ù~

Ñí: ÑRtÎ¼e⌠|ΩTÉAoÍù~C

ICA3057 AIX sockd_route() ¬ú¼e⌠|

script ΘXÉAoÍY½ù~G
system error message

Ñí: ¬ú script ΘXÉAoÍù~C

ICA3058 popen (AIX tµd script) oÍù
~GtÎù~Tº

Ñí: Lk⌡µ script MΣ¶±ΩTC

ICA3101 ÇeΩÆÉAoÍ Sockd ù~ -
select(): tÎù~Tº

Ñí: (SOCKS422)ÇeΩÆÉAoÍù~C

ICA3102 ÇeΩÆÉAoÍ Sockd ù~ -
write(): ( tÎù~Tº

Ñí: (SOCKS422)ÇeΩÆÉAoÍù~C

ICA3103 µ¼ΩÆÉAoÍ Sockd ù~ -
select(): tÎù~Tº

Ñí: (SOCKS422)µ¼ΩÆÉAoÍù~C

ICA3104 µ¼ΩÆÉAoÍ Sockd ù~ -
read(): tÎù~Tº

Ñí: (SOCKS422)µ¼ΩÆÉAoÍù~C

ICA3105 LkØßBz id É É×WÙC

Ñí: (SOCKS422)LkØß/gJBz id ÉC
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ICA3106 Sockd ÀÎlµóÑGtÎù~T

º

Ñí: (SOCKS422)ÀÎlµÓBz SOCKSnDº

ÁÕóÑC

ICA3107 ]wJ≡ socket SO_LINGER ∩

µóÑGtÎù~Tº

Ñí: (SOCKS422)úOY½ºù~

ICA3108 ]w≈≡ socket SO_LINGER ∩

µóÑGtÎù~Tº

Ñí: (SOCKS422)úOY½ºù~

ICA3109 É× É×WÙ Ä µ¹ µºµØL

ÄC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3110 É× É×WÙ Ä µ¹ µº¶±µ

ìLÄC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3111 É× É×WÙ Ä µ¹ µºØºa

IP ú¿TC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3112 É× É×WÙ Ä µ¹ µºØºa

Bnú¿TC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3113 wÑRÉ× É×WÙ ñºÄ µ¹

µC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3114 bÉ× É×WÙ ñΣúì⌠≤³Ä

rµC

Ñí: (SOCKS422)[cÉOÅºAÎykú∩C

ÏÎÌ^³: Ð≤¿ÒⁿXº[cÉC

ICA3115 É× É×WÙ Ä µ¹ µº ’\i/
Ú´’ µìLÄC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3116 É× É×WÙ Ä µ¹ µº ’?=’
µìLÄC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3117 É× É×WÙ Ä µ¹ µºÓ½

IP ú¿TC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3118 É× É×WÙ Ä µ¹ µºÓ½B

nú¿TC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3119 É× É×WÙ Ä µ¹ µº±ûL

ÄC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3120 É× É×WÙ Ä µ¹ µº≡¹L

ÄC

Ñí: (SOCKS422)ù~º[cµØykC

ICA3121 ¼ì SIGUSR1 - ¿bÉX socks
[cC

Ñí: (SOCKS422)oÍH¹N{µº[cÉXÜΘ

xÉAboÓTººßC
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ICA3122 Sockd LkÀÎ`n{íGtÎù

~Tº

Ñí: (SOCKS422)LkÀÎH_l]w sockd`

n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3123 ¿bÒÊ Sockd °A¹C

Ñí: (SOCKS422) Sockdw¶Q_l]wAÃÑÝ

suC

ICA3124 Y½º sockd _l]wù~ -
bind(): tÎù~Tº

Ñí: (SOCKS422)Lk_l]w Sockd°A¹, w

×ε`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3125 Y½º sockd _l]wù~ -
listen(): tÎù~Tº

Ñí: (SOCKS422)Lk_l]w Sockd°A¹, w

×ε`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3126 Y½º sockd ù~ - main
accept(): tÎù~Tº

Ñí: (SOCKS422) Sockd°A¹Dn`íwóÑ,

w×ε`n{C

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3127 Sockd °A¹¼ì×εH¹C

Ñí: root Î nobodyRúBz, w×ε`n{íC

ÏÎÌ^³: pGÞzÌQ½sÒÊ sockdAÐ½s

ÒÊ (ΘJ ″sockd″)C

ICA3128 Y½º sockd _l]wù~ -
socket(): tÎù~Tº

Ñí: Sockd °A¹_l]wóÑ, w×ε`n{

íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3129 Y½º sockd _l]wù~ - óÑ
ºτÆ: tÎù~Tº

Ñí: LkbÒⁿXºτÆñ_l]w Sockd°A

¹, w×ε`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3130 Sockd ù~ - óÑºτÆ: tÎù
~Tº

Ñí: sockd°A¹»úìÒⁿXτÆñºù~C`

n{íN~≥⌡µA²suiα|QÚ´Î×εC

ÏÎÌ^³: pGÝDù≥AÐ±ε sockdAÐ≤¿

ÒⁿXºtÎÝDAMß½sÒÊ sockdC

ICA3131 ¬ú É×WÙ ÉAoÍù~CNÏ

Î²e±JÖúOÐΘñºΩÆC

Ñí: Lk¬úÉ×AÎÉ×t³ú¿TºΩÆC

²eºTº³Ó|íúÝDC SockdN~≥HÖúO

ÐΘñÛ²e©»É×ºΩÆÓiµ@~C

ÏÎÌ^³: Ð≤¿ÒⁿXÉ×ñºù~C

ICA3132 úúX¹ -ÑÆÈC

Ñí: LkδÑÒⁿXºX¹Aw×ε`n{íC

ÏÎÌ^³: Ð≤¿ykAÃ½sÒÊ sockdC
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ICA3133 úúÑÆ ÑÆÈC

Ñí: LkδÑÒⁿXºÑÆAw×ε`n{íC

ÏÎÌ^³: Ð≤¿ykAÃ½sÒÊ sockdC

ICA3134 ∩µ option1P option2Ä≡C

Ñí: LkPÉⁿwÒⁿXº∩µAw×ε`n{

íC

ÏÎÌ^³: Ð≤¿ykAÃ½sÒÊ sockdC

ICA3135 Sockd ù~ - óÑºτÆ: ^ÐX
= 0x\α^ÐX

Ñí: sockd°A¹»úìÒⁿXτÆñºù~C`

n{í×εC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA3700 WinSocket _l]woÍù~G
WinSocketù~

Ñí: _l]w WinSocketÉAoÍù~C

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
sockdC

ICA4000 {í - µiG¼ìT¹ T¹A¿b
×ε ...

Ñí: Ñ≤µ¼ìH¹Ó×εC

ICA4001 u±εv {í @° PID Bz ID

Ñí: CL`n{í²⌠º¹¿TºCÑÒTºC

ICA4002 ÈÉÊ ID

Ñí: ÑÒTºC

ICA4003 lBz Bz ID oÍÝDC

Ñí: LkØßlBzC

ICA4004 Y½ù~C¿bRúT¹ T¹ Wº

fwpagerd C

Ñí: T¹Bz{íC

ICA4005 S³⌡µ⌠≤ fwpagerd `n{íA

Σúì {íC

Ñí: `n{íúb@ÎñALkÇeIsC

ICA4006 S³⌠≤ÎBz ID Bz ID Ó⌡µ

º fwpagerd `n{íC

Ñí: Σúì`n{íBz{ÇºBz IdC

ICA4007 uÒÊv{í @° PID Bz ID

Ñí: CLÒÊΩTCÑÒTºC

ICA4008 Lk]w SIGPIPE º sigignore C

Ñí: iµ]wH¿ñl´ºÞDH¹ÉóÑC

ICA4009 Lk]w SIGCHILD º sigsetC

Ñí: ìúÑzlH¹º]wóÑC

ICA4010 Lk]w×εBzC

Ñí: ìú×εBzºT¹]wóÑC

ICA4011 Lk}Ò socketC

Ñí: }Ò socketóÑC

ICA4012 Lk]w SIGTERM º sigsetC

Ñí: iµ]wHÖú SIGTERMP SIGINT H¹

ÉóÑC

ICA4013 Lk]w socket ½sÏÎ∩µC

Ñí: ]w socket½sÏÎ∩µóÑC
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ICA4014 Lk]w socket ód∩µC

Ñí: ]w socketód∩µóÑC

ICA4015 LkN socket s²Üsµ≡C

Ñí: N sockets²Üsµ≡ÉóÑC

ICA4016 Lk]wÉÑ socketC

Ñí: ÉÑ socketº]wóÑC

ICA4017 ÏÎ TCP socket socketºAÈ{í

servNameC

Ñí: oOÑÒTºC

ICA4018 τÆIs select() óÑC

Ñí: ºíτÆIsóÑC

ICA4019 new_work() oÍY½ù~C

Ñí: ÓÛ new_work`íºY½ù~C

ICA4020 ù~({í)GLkgJΩy socket:
socket

Ñí: iαtÎoÍù~C

ÏÎÌ^³: Ëd socketÎkC

ICA4021 µ¼^³oÍÝDC

Ñí: µ¼ÓÛÆÚ≈º^³³ÝDC

ÏÎÌ^³: ËdÆÚ≈suM_l]wrΩC

ICA4022 nD¿\C

Ñí: ÑÒTºC

ICA4023 nDóÑC

Ñí: nDÇeIsóÑC

ICA4024 ù~({í): u²¶ÇWXd≥
(minpri - maxpri).

Ñí: ù~ºu²¶Çd≥C

ÏÎÌ^³: ÐΘJ¿Tºu²¶Çd≥C³ÄÈO
q -1 ì 5C

ICA4025 ù~({í): ÏÎ -n ∩µÉAì}º
µí²·O ID@carrierC

Ñí: ù~ºROÎkykC

ÏÎÌ^³: ≤¿ROÏÎykC

ICA4026 ù~({í)GúúDqú DqúWÙ

Ñí: LkÀδDqúWÙC

ÏÎÌ^³: ËdDqúWÙC

ICA4027 ù~({í): Lk}ÒΩy socket :
ù~X

Ñí: LkØßs socketC

ICA4028 ù~({í): Lk]w socket ∩
µGù~X

Ñí: Lk]w socket linger∩µC

ICA4029 ù~({í): Lksuì Dqú : ù
~X.

Ñí: LksuìDqúC

ÏÎÌ^³: ËdÇCsµ≡[cMËmXÊ{íÉ
ºsbC

ICA4030 ù~({í): LkgJΩy socket :
ù~X.

Ñí: LkgJΩÆy socketC
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ICA4031 µ¼^³oÍÝDCTºº¼pú

úC

Ñí: µ¼ÓÛÆÚ≈º^³³ÝDC

ICA4032 w¿\aNTºÇeìεCC

Ñí: ÑÒTºC wNTºÇeìεCC

ICA4033 TºóÑC¼Çe⌠≤TºC

Ñí: LkÇeTºìIs¹εCC

ICA4034 ΘÁ óÑ (ID ID u²¶Çu²¶Ç

ϕÆ Áí ÁÕ¸Æ ½Õ¸Æ)
[fromEntry] HWG TºC

Ñí: ÇeIsóÑÉAN|πÜoÓTºC

ICA4035 Lk½sÆCq {í Çeì HÙ

ºTº TºC

Ñí: LkÇeìIsεCC

ICA4036 ¿\ (ID ID u²¶Ç u²¶Ç ϕ

Æ Áí ÁÕ¸Æ ½Õ¸Æ)
[fromEntry] HWGTºC

Ñí: ÇeIs¿\ÉAN|πÜoÓTºC¹°Ñ
ÒTºC

ICA4037 ÉXÜ ÉXÉ (ID ID u²¶Ç u

²¶Ç ϕÆ Áí ÁÕ¸Æ ½Õ¸

Æ) [fromEntry] HWG TºC

Ñí: S³ßΦÇeºIs|QÉXìÉ×AÑyß
AÕC

ICA4038 LkgJÉXÉ ÉXÉ×C

Ñí: LkgJÉXÉC

ÏÎÌ^³: ËdÉ×tÎ\ivC

ICA4039 IpcKey: 0x IpcKey

Ñí: ÑÒTºC

ICA4040 ½ÕÉíWL ½ÕÉí ÀÁC

Ñí: ⁿwÀÁßLk_l]wÆÚ≈C

ÏÎÌ^³: Ëd_l]wrΩC

ICA4041 o{Çe¹Ær¼Is¹ºTº°^

ÆTºC

Ñí: Ær¼Is¹úα]t^ÆΩÆC

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4042 ∩ΦLkµ¼IsC

Ñí: iαS³ÒÊIs¹C

ÏÎÌ^³: ËdIs¹O_ÒÊC

ICA4043 ⁿi ⁿi úsbC

Ñí: S³ⁿwºⁿiC

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4044 ⁿi ⁿi S³ DTMF qÜ¹XC

Ñí: ÒⁿXºⁿiS³ DTMF qÜ¹XC

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4045 Is¹¹X Is¹¹X Ó°AWX

ⁿiº ⁿiÌ°¡ε W¡C

Ñí: Is¹¹XÓ°AWXⁿiºÌ°¡εC

ÏÎÌ^³: ÏÎΣLp≤ⁿiÌ°¡εºûuºI
s¹¹XC

ICA4046 Is¹¹X Is¹¹X Ó°AWX

w]°× w]ⁿi°×C

Ñí: ϕw]°×ÓuÉANoXohTºC
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ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C W[

w]°×C

ICA4047 ÆÚ≈É× ÆÚ≈É⌠|WÙ ºÄ

µ¹ µ³ÝDC

Ñí: ÆÚ≈wqÉt³@ÓLÄr¸C

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4048 Lk}ÒËm /dev/ËmWÙ WºÆ
Ú≈C

Ñí: Lk}ÒÒⁿXºËmWºÆÚ≈C

ÏÎÌ^³: ËdÎ½s[cCÇsµ≡CËdË

mC

ICA4049 w}Ò /dev/ËmWÙ WºÆÚ≈C

Ñí: ÑÒTºC w¿\abÇC≡W»úìÆÚ

≈C

ICA4050 Lk]wÆÚ≈ÊΦC

Ñí: ÁÕ]wÆÚ≈ÊΦÉóÑC

ÏÎÌ^³: ËdÆÚ≈_l]wrΩC

ICA4051 ½Õ ÁÕ_l]w¸Æ ¸ºßLk

_l]wÆÚ≈C

Ñí: Lk_l]wÆÚ≈C

ÏÎÌ^³: ËdÆÚ≈_l]wrΩMÇC≡[

cC

ICA4052 Lk·µIs¹¹X Is¹¹X

Ñí: Lk·µIs¹¹XC

ÏÎÌ^³: ËdIs¹¹Xº³ÄÊC

ICA4053 Lk¾_ÆÚ≈C

Ñí: Lk¾_ÆÚ≈C

ÏÎÌ^³: ËdÒÏÎºÆÚ≈_l]wrΩM¾
_ROC

ICA4054 Lk·µTº Tº

Ñí: Lk·µTºC

ICA4055 ÆÚ≈É× É×WÙ ºÄ µ¹ µ

³ÝDC

Ñí: LÄºÆÚ≈wqÉC

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4056 Lk·µⁿi ⁿi º DTMF ¹X
(DTMF ¹X)C

Ñí: DTMF ¹XwÜ≤AÎÓ¹X∩oÓⁿiÓ

Ñú¿TC

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4057 LkÇΘÏ⌠C

Ñí: ÁÕÇΘÏ⌠ÉóÑC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4058 S³^³ÜwÇΘºÏ⌠C

Ñí: ÇΘÏ⌠ßALkqⁿioì^³C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4059 ÇeTºßA¼úì^³C

Ñí: TºÇ¼ºßALkqⁿioì^³C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4060 LkÇΘIs¹ IDC

Ñí: LkÇΘIs¹ IDC
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ÏÎÌ^³: Î smitty/SMIT\αϕÓËdIs¹¹

XÎⁿiÑÆC

ICA4061 LkÇΘÛÊÒAnDº²À

<CR>C

Ñí: LkÇΘÛÊÒAnDº²À <CR>C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4062 LkÇΘÛÊÒAnDC

Ñí: LkÇΘÛÊÒAnDH¹C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4063 ½Õ ÁÕ¸Æ ¸ºßALkµ¼ⁿ

i ⁿi º go-headC

Ñí: ¹ÉⁿiiαúuC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆAyßAÕC

ICA4064 bHⁿi ⁿi úÑúÜÉAoÍq

Hù~C

Ñí: iα]YÇì]ÓoÍqHù~CÐyßA

ÕC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆAyßAÕC

ICA4065 Lkµ¼nJº^³C

Ñí: ÆÚ≈Lkµ¼nJº^³C

ÏÎÌ^³: ËdÆÚ≈_l]wrΩMⁿiÑÆC

ICA4066 ⁿi ⁿi ¼^³nJºÊ@C

Ñí: ⁿiS³^³nJúÜC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆAyßAÕC

ICA4067 ⁿi ⁿi ϕÜ µ¼ΩÆrΩC

Ñí: ⁿiÇ^YÇù~TºÎúuTºC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆAyßAÕC

ICA4068 bnJÉAⁿi ⁿi wjεÁ_s

uC

Ñí: nJÁíⁿijεÁ_suC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4069 ¿bNTºÉXì]½Õ Ìj½Õ

su ¸j⌠Òy¿ºⁿi ⁿiC

Ñí: YⁿiúuñAh{í|ÉXIsÃByÔA
ÕC

ICA4070 ñL]½Õ Ìj½Õ`Æ ¸Ñq@

~suÓy¿ºⁿi ⁿiC

Ñí: gLX¸ÁÕß´MLkµ²ⁿiC

ÏÎÌ^³: ËdⁿiÑÆAyßAÕC

ICA4071 ù~({í)GLktmOÐΘAHÑ
ⁿi½ÕÏÎGù~XC

Ñí: iαOtÎÎOÐΘtmoÍù~C

ICA4072 ù~({í): LksWÜⁿi½ÕC
ÜGù~XC

Ñí: iαS³ⁿiC

ÏÎÌ^³: Ëdⁿi³ÄÊMßAÕC

ICA4073 ½Õ ½Õ¸Æ ¸ºßAΩÆLkz

L qÜ¹X suÜⁿi ⁿiC

Ñí: ΩÆsuóÑC

ÏÎÌ^³: ÐÏÎ smitty/SMIT\αϕÓËdÆÚ

≈suÎⁿiÑÆC
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ICA4074 ½Õ ÁÕ¸Æ ¸ºßA¼¼ìⁿi

ⁿi nDΘJ ID ºúÜC

Ñí: ⁿi¼α^³ ID Î{iúÜC

ÏÎÌ^³: ÐTwⁿiÏÎ TeleAlphanumericq

T≤wC

ICA4075 zLⁿi ⁿi nJÉAoÍqHù

~C

Ñí: iαÑ≤XÓì]ÓoÍqHù~C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4076 wWXⁿi ⁿi ºnJÁÕ¸ÆW

¡C

Ñí: ⁿi¼αbⁿwÁÕº^³C

ÏÎÌ^³: ËdⁿiÑÆAyßAÕC

ICA4077 ¼qⁿi ⁿi ñ¼ì~≥iµºT

ºC

Ñí: ⁿi¼αHu~≥iµvúÜÓ^³C

ÏÎÌ^³: ËdⁿiÑÆAyßAÕC

ICA4078 LkØßÏ⌠C

Ñí: ⁿiLkØßÇΘºÏ⌠C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4079 ⁿi ⁿi ¼^³TºÇ¼C

Ñí: ⁿibÇ¼TºÉ³x°C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4080 bÇ¼TºÁíAⁿi ⁿi wjε

Á_suC

Ñí: Ç¼TºÁíAⁿijεÁ_suC

ÏÎÌ^³: ËdⁿiÑÆMÆÚ≈_l]wrΩC

ICA4081 ⁿi ⁿi Ú´TºÎuIs¹

IDvC

Ñí: ⁿiÚ´Is¹TºÎIs¹ IDC

ÏÎÌ^³: ËdIs¹ ID º³ÄÊBIs¹ÒÊ

P_ÎⁿiÑÆC

ICA4082 bTºÇ¼Üⁿi ⁿi ÉAoÍq

Hù~C

Ñí: iα]YÇì]ÓoÍqHù~C

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4083 ½Õ ÌjÁÕ¸Æ ºßALkµ¼

ⁿi ⁿi ºT{C

Ñí: YⁿiúuÎLkØßsuÉAh|oÍoÓ
TºC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆALXÀÁßAÕ@¸C

ICA4084 LkÇΘ <EOT>C

Ñí: ÆÚ≈LkÇΘ <EOT>C

ÏÎÌ^³: ËdÆÚ≈suM_l]wrΩC

ICA4085 Lk¼ì <EOT> º^³C

Ñí: ÆÚ≈Lk¼ì <EOT> º^³C

ÏÎÌ^³: ËdÆÚ≈suM_l]wrΩC
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ICA4086 ⁿi ⁿi ¼^³ <EOT>C

Ñí: ⁿiLk^³ÇΘºΩÆC

ÏÎÌ^³: Ëdⁿi³ÄÊMÆÚ≈suC

ICA4087 ⁿi ⁿi ΩÆLkµⁿºù~Ó^

³A]°ºe³ÝDC

Ñí: ⁿiLk^³ÇΘºΩÆC

ÏÎÌ^³: Î smitty/SMIT \αϕÓËdⁿiÑ

ÆC

ICA4088 Lk}Òw]É w]⌠|WÙC

Ñí: iαS³ÆÚ≈w]ÉÎπ³ù~\ivC

ÏÎÌ^³: ËdO_t³É×M\ivC

ICA4089 ú¹πºw]É w]⌠|WÙC

Ñí: ÆÚ≈w]É³≥|ΩÆC

ÏÎÌ^³: Î smitty/SMIT \αϕÓ≤¿C

ICA4090 w]É w]⌠|WÙ Ä µ¹ µº

~u¹XLÄC

Ñí: ⁿiΩÆwÉ³LÄºµ¹C

ÏÎÌ^³: MúⁿiΩÆwÉC

ICA4091 w]É w]É× Ä µ¹ µºÇΘ

tvÈLÄC

Ñí: ⁿiΩÆwÉ³@ÓLÄºÇΘtvC

ÏÎÌ^³: MúⁿiΩÆwÉC

ICA4092 w]É w]É× Ä µ¹ µºΩÆ

ì¸ÈLÄC

Ñí: ⁿiΩÆwÉ³@ÓLÄºΩÆì¸ÈC

ÏÎÌ^³: MúⁿiΩÆwÉC

ICA4093 w]É w]É× Ä µ¹ µºPì

ÈLÄC

Ñí: ⁿiΩÆwÉ³@ÓLÄºPì¸ÈC

ÏÎÌ^³: MúⁿiΩÆwÉC

ICA4094 w]É w]É× Ä µ¹ µº±ε

ì¸ÈLÄC

Ñí: ⁿiΩÆwÉ³@ÓLÄº±εì¸ÈC

ÏÎÌ^³: MúⁿiΩÆwÉC

ICA4095 LkÑOw]É w]É× Ä µ¹

µºÐÒ ÐÒ IDC

Ñí: ⁿiΩÆwÉ³@ÓLÄÐÒC

ÏÎÌ^³: MúⁿiΩÆwÉC

ICA4096 ÑÆÆØù~C

Ñí: ÑÒTºC

ICA4097 ù~({í): LkØßⁿiCÜCO
ÐΘoÍÝDC

Ñí: iαOtÎÎOÐΘ³ÝDC

ICA4098 ù~({í): biµⁿiÉ ⁿiÉ
IsÉAoÍù~C

Ñí: ⁿiΩÆwÉ³@ÇLÄΩÆC

ÏÎÌ^³: ËdⁿiΩÆwÉºO_³LÄÐÒC

ICA4099 ù~({í): Lkúo IPC O¹ ù
~XC

ICA4100 ù~({í): LkØß½ÕCÜCi
αOOÐΘoÍÝDC

Ñí: iαOtÎoÍù~ÎOÐΘ³ÝDC
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ICA4101 ù~(ⁿi): LkØßεC,
page_q_err: IsεCù~C

ICA4102 ù~({í): Lk°
SIGTERM/SIGINT ]wH¹ÌúG
ù~XC

Ñí: iαtÎoÍù~C

ICA4103 ù~({í): Lk]wⁿi ⁿi º
ÆÚ≈ÊΦC

Ñí: Lk]wÆÚ≈C

ÏÎÌ^³: ËdÇC≡[cM_l]wrΩC

ICA4104 ≥óⁿi ⁿi ºÐÒ ÐÒC

Ñí: ≥óÆÚ≈ΩTCÐÒiαOÇΘtvB~

u...ÑÑC

ÏÎÌ^³: ËdÆÚ≈[cÉO_³LÄr¸C

ICA4105 ⁿi ⁿi ÜÖnCX@ÓqÜ¹

XC

Ñí: ⁿi²·]tqÜ¹XC

ÏÎÌ^³: Î smitty/SMIT \αϕÓsWqÜ¹

XC

ICA4106 Lk}ÒÉ× ⁿiÉ×WÙC

Ñí: ²·³ⁿiΩÆwÉC

ÏÎÌ^³: pGúsbAÐÏÎ smitty/SMIT\α

ϕÓØßC

ICA4107 Ä µ¹ µÓ°C

Ñí: ⁿiΩÆwÉººµÓ°C

ÏÎÌ^³: ËdⁿiΩÆwÉO_³LÄµC

ICA4108 Ä µ¹ µºÐÒúúC

Ñí: ⁿiΩÆwÉº³úúÐÒC

ÏÎÌ^³: ËdⁿiΩÆwÉO_³LÄÐÒC

ICA4109 Ä µ¹ µº¶ÇLÄC

Ñí: ⁿiΩÆwÉº³LÄ¶ÇC

ÏÎÌ^³: ËdⁿiΩÆwÉºO_³LÄ¶ÇC

ICA4110 ⁿi ⁿi LÄAú©BzC

Ñí: ⁿiLkÎ≤IsC

ÏÎÌ^³: Ëdⁿiº³ÄÊC

ICA4111 LksWⁿiìCÜC

Ñí: LksWⁿiìCÜC

ÏÎÌ^³: Ëdⁿi³ÄÊMqÜ¹XC

ICA4112 Ä µ¹ µ|¼ⁿiWÙÎÌⁿiW

ÙÓ°C

Ñí: ≥óⁿiWÙC

ÏÎÌ^³: Î smitty/SMIT \αϕÓsWⁿiC

ICA4113 LktmsºIsⁿiGⁿiC

Ñí: LktmⁿiìCÜC

ÏÎÌ^³: Ëdⁿi³ÄÊMqÜ¹XC

ICA4114 Ä µ¹ µºÈÓ°C

Ñí: ⁿiΩÆwÉ³@µÓ°C

ÏÎÌ^³: MzⁿiΩÆwÉWL°ºrµC

ICA4115 Ä µ¹ µºÐÒ ÐÒ ½ÆAú©

BzC

Ñí: o{½ÆÐÒC

ÏÎÌ^³: qⁿiΩÆwÉ¾ú½ÆÐÒC
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ICA4116 Ä µ¹ µºÈúsbC

Ñí: o{ÅÕµìC

ÏÎÌ^³: ÏÎ smitty/SMITbÅÕµìñ[J@

ÓÈC

ICA4117 Ä µ¹ µºÈ²·O YBYesBN
Î NoC

Ñí: oÓµìÝn YBYesBN Î NoC

ÏÎÌ^³: Î smitty/SMITÓsWÎÜ≤³ÄºΩ

ÆC

ICA4118 Ä µ¹ µºÈ²·j≤ 0C

Ñí: oÓµì²·O¿ÈC

ÏÎÌ^³: Î smitty/SMITN@ÓÈÜ≤°ÛÏº

ÈC

ICA4119 Ä µ¹ µºÈLÄC

Ñí: ⁿwµW³@ÓLÄÈC

ÏÎÌ^³: Î smitty/SMIT \αϕÓÜ≤ÈC

ICA4120 ⁿi WÙ LÄÓQñLC

Ñí: o{LÄⁿiC

ÏÎÌ^³: Î smitty/SMIT\αϕÓsW³Äºⁿ

iC

ICA4121 LksWⁿiìCÜC

Ñí: LksWⁿiìIsCÜC

ÏÎÌ^³: Ëdⁿi³ÄÊC

ICA4122 Ä µ¹ µºÐÒ ÐÒ ½ÆAú©

BzC

Ñí: bⁿiq¿Wo{½ÆÐÒC

ÏÎÌ^³: Mz]t½ÆÈºⁿiq¿C

ICA4123 ù~({í): Lkúo IPC O¹Gù
~X

Ñí: {íLkúo IPC O¹C

ICA4124 ù~({í): ¬úεCÉAoÍù~
IsεCù~C

Ñí: {íLk¬úεCC

ICA4125 pÆ ÓεCµØC

Ñí: ÑÒTºC

ICA4126 wRú ID ° id ºTºC

Ñí: ÑÒTºC

ICA4127 ID id úbεCñC

Ñí: ÑÒTºC

ICA4128 ù~({í): ÁÕRú ID id ÉAo

Íù~ IsεCù~C

Ñí: ÁÕRúεCº IDC

ICA4129 KXΩ°GentryKeyºe° @ ptr:
ptrC

Ñí: È°ÑÒTºC

ICA4130 ÆÚ≈ÊΦG

Ñí: ÆÚ≈_l]wΩTC

ICA4131 WÙGÆÚ≈WÙ

Ñí: ÆÚ≈_l]wΩTC

ICA4132 Init: initString

Ñí: ÆÚ≈_l]wΩTC
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ICA4133 ROÒAGRO

Ñí: ÆÚ≈_l]wΩTC

ICA4134 RO×²r¸G0x×²r¸

Ñí: ÆÚ≈_l]wΩTC

ICA4135 ·µG·µ

Ñí: ÆÚ≈_l]wΩTC

ICA4136 ·µÈ±GÈ±

Ñí: ÆÚ≈_l]wΩTC

ICA4137 ·¹Gdiallb

Ñí: ÆÚ≈_l]wΩTC

ICA4138 ·µ *: dialstar

Ñí: ÆÚ≈_l]wΩTC

ICA4139 ¾_G¾_

Ñí: ÆÚ≈_l]wΩTC

ICA4140 ³ÄºRO^³GvalidCommandresp

Ñí: ÆÚ≈_l]wΩTC

ICA4141 ³ÄsuGvalidConnect

Ñí: ÆÚ≈_l]wΩTC

ICA4142 ^TGecho

Ñí: ÆÚ≈_l]wΩTC

ICA4143 ÆÚ≈úùO²GPUTS(id) txd->
outStr

Ñí: ÆÚ≈T¹µ½ΩTC

ICA4144 ÆÚ≈úùO²GPUTC(id) txd->
outStr

Ñí: ÆÚ≈T¹µ½ΩTC

ICA4145 ÆÚ≈úùO²GGET rxd-> O²
id

Ñí: ÆÚ≈T¹µ½ΩTC

ICA4146 ÆÚ≈úùO²GINPUT(O² id

Ñí: ÆÚ≈T¹µ½ΩTC

ICA4147 ÆÚ≈úùO²G) rxd->

Ñí: ÆÚ≈T¹µ½ΩTC

ICA4148 ÆÚ≈úùO²GWAITFOR(O² id

Ñí: ÆÚ≈T¹µ½ΩTC

ICA4149 Lkú°ΩwlT¹C

Ñí: ú°Ωw SIGCHLD T¹C

ICA4150 LkΩwlT¹C

Ñí: Ωw SIGCHLD T¹C

ICA4151 x}≈É× filePathnameúsbC

Ñí: ÑÒTºC

ICA4152 Lk}Òx}≈É× filePathname

Ñí: ÑÒTºC

ICA4153 x}≈É× filePathnameºⁿOµÓ

°C

Ñí: x}≈É]tYÇLÄr¸C
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ICA4154 x}≈É× É×⌠|WÙ ñ³¼Ï

ÎºΩÆC

Ñí: ÑÒTºC

ICA4155 x}≈É× É×⌠|WÙ S³⌠≤

ΩÆC

Ñí: ÑÒTºC

ICA4156 x}≈É× É×⌠|WÙ Ä µ¹

µº¼≤Ì ì} ù~Aú©BzC

Ñí: x}≈É³@ÇLÄr¸CÑÒTºC

ICA4157 x}≈É× É×⌠|WÙ Ä µ¹

µºµíù~Aú©BzC

Ñí: x}≈É³@ÇLÄr¸CÑÒTºC

ICA4158 x}≈É× É×⌠|WÙ Ä µ¹

µS³TºAú©BzC

Ñí: x}≈ÉS³TºC ÑÒTºC

ICA4159 ÆCx}≈É× É×⌠|WÙ ºÄ

µ¹ µoÍù~Aú©BzC

Ñí: x}≈É³@ÇLÄr¸CÑÒTºC

ICA4160 w¹¿É× É×⌠|WÙ º pÆ

µTºx}≈C

Ñí: ÑÒTºC

ICA4161 ù~({í): s≥lµù~ÓhC

Ñí: @Cñ³Óhlù~CYⁿiÎÆÚ≈wqÉ
³@ÇLÄr¸Ah|oÍoØù~C

ÏÎÌ^³: Î smitty/SMIT\αϕÓËdⁿiΩÆ

wÉÎÆÚ≈wqÉC

ICA4162 lµLk⌡µ {íGù~XC

Ñí: iαtÎoÍù~C

ICA4163 ù~(ù~X): lµLkÀÎlµG
{íWÙC

Ñí: iαtÎoÍù~C

ICA4164 LkØßIsⁿiCÜC

Ñí: ºí{íoÍù~C

ICA4165 iµⁿiÉ carrierFile IsÉAoÍ

ù~

Ñí: ⁿiΩÆw]t@ÇLÄΩÆC

ÏÎÌ^³: Î smitty/SMIT\αϕÓËdⁿiΩÆ

wÉ×C

ICA4166 ÑÒTºC IPC KXΩ°G
0xIpcKeyC

Ñí: ÑÒTºC

ICA4167 LkØßεC, page_q_err:
pageQerrC

Ñí: ÁÕØßεCÉóÑC

ICA4168 wb Éí ØßuIsx}≈vÉ×

Ñí: ÑÒTºC

ICA4169 u²¶Ç -p priority numPagerAÓ

Û objfrom message

Ñí: ÑÒTºC

ICA4170 u²¶Ç -p priority

alpaPager@carrierAÓÛ from

message

Ñí: ÑÒTºC
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ICA4171 u²¶Ç -p priority -n
numPager@carrierAÓÛ from

message

Ñí: ÑÒTºC

ICA4172 Is¹x}≈É×º²ÀC

Ñí: ÑÒTºC ϕÜ²⌠TºC

ICA4173 LkgJx}≈É warmstrtFileñC

Ñí: iαS³x}≈ÉC

ICA4174 Éí STATUS-REQUEST ÓÛ
user@Dqú

Ñí: πÜ¼AnDΩTC

ICA4175 Éí SUMMARY-REQUEST ÓÛ
user@DqúC

Ñí: πÜKnnDΩTC

ICA4176 pÆ ÓεCµØC

Ñí: pΓIs¹εCWºεCµØÆØC

ICA4177 ÌÂºµØGID idA¼ìÉí É

íC

Ñí: πÜεCWÌÂºµØC

ICA4178 XRßAsµOÐΘóÑC

Ñí: iαtÎoÍù~C

ICA4179 Xiºß½sþ[OÐΘA∩⌠ó

ÑC

Ñí: iαtÎoÍù~C

ICA4180 Lk÷¼ page_q_print() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4181 LkÒÊ page_q_print() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4182 ì² headLink -> Tº IDGidC

Ñí: ÑÒTºC

ICA4183 u²¶ÇGpriorityC

Ñí: ÑÒTºC

ICA4184 HûGWÙC

Ñí: ÑÒTºC

ICA4185 ⁿiGcarrierC

Ñí: ÑÒTºC

ICA4186 TºGmessageC

Ñí: ÑÒTºC

ICA4187 Lkúo@Îº RAMGù~XC

Ñí: iαtÎoÍù~C

ICA4188 Lkúoþ[º@Î RAMGù~
XC

Ñí: iαtÎoÍù~C

ICA4189 Lkúo PAGE_Q H¹C

Ñí: iαtÎoÍù~C
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ICA4190 Lk_l]w page_q_create() ñ
º PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4191 Lk]w page_q_create() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4192 Lk÷¼ page_q_empty() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4193 LkÒÊ page_q_empty() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4194 Lk÷¼ page_q_enq(WÙ,
message) ñº PAGE_Q H¹Gù~

XC

Ñí: iαtÎoÍù~C

ICA4195 LkÒÊ page_q_enq() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4196 page_q_enq(): ID( id) u²¶Ç
(priority) Hû(WÙ) Tº(messageC

Ñí: ÑÒTºC

ICA4197 Lk÷¼ page_q_head() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4198 LkÒÊ page_q_head() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4199 Lk÷¼ page_q_first() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4200 LkÒÊ page_q_first() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4201 Lk÷¼ page_q_next() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4202 LkÒÊ page_q_next() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4203 Lk÷¼ page_q_tail() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4204 LkÒÊ page_q_tail() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4205 Lk÷¼ page_q_del() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4206 LkÒÊ page_q_del() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C
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ICA4207 page_q_del( ID)C

Ñí: úùΩTC

ICA4208 Lk÷¼ page_q_deq() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4209 LkÒÊ page_q_deq() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4210 page_q_del(): ID( id) u²¶Ç
(priority) Hû(WÙ) Tº(message)C

Ñí: ÑÒTºC

ICA4211 Lk÷¼ page_q_walk() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4212 LkÒÊ page_q_walk() ñº
PAGE_Q H¹Gù~XC

Ñí: iαtÎoÍù~C

ICA4213 PAGE_Q wíC

Ñí: IsεCwíC

ÏÎÌ^³: b@qÉíßÇeIsC

ICA4300 ¿b¾_C

Ñí: ¿b¾_qÜC

ICA4301 ¿b_l]wÆÚ≈ ..

Ñí: ¿bH_lrΩ_l]wÆÚ≈C

ICA4302 ¿b·µ ......

Ñí: ¿b·µqÜC

ICA4303 ¿bÑÝsuC

Ñí: ¿bÑÝÆÚ≈suC

ICA4304 wgsu t×

Ñí: ¿bHⁿwºt× (ÇΘtv) su

ICA4305 wgsu!!!!!!!

Ñí: wsuÜIs¹AÈÑ¹Ì

ICA4306 ¿bnDuÛÊÒAvºúÜC

Ñí: ¿bnDÛÊÒAºúÜC¿bÑÝ ″ID=″

ICA4307 úÜ OK.....

Ñí: qÑ¹Ìú^ ″ID=″C

ICA4308 ¿bÇeuÛÊÒAnDvC

Ñí: ¿bN ID P SSTÇe¹Is¹AÈÑ¹Ì

ICA4309 ÇeuÛÊÒAnDv .....OK!

Ñí: wúo [p;AϕÜqH¶Q

ICA4310 ¿beXTº

Ñí: ¿beXTºÏ⌠

ICA4311 ¿bÑÝ²G

Ñí: ¿bÑÝT{
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ICA4312 wg¼ì AckCIs¿\C

ICA4313 ¼ì NakA½sÇeÏ⌠CÁÕ
NakTries

Ñí: w¼ì NakCIs¹Ñ¹Ì¿nD½sÇe

ICA4314 ºÊoÍù~C ½sÇeÏ⌠CÁ

Õ RsTries

Ñí: ºÊoÍù~C½sÇeÏ⌠C

ICA4315 ⁿi×εsuC

Ñí: Is¹Ñ¹Ìw×εµÍC´qÜ¹Ñ¹ÌA
ÐDÑMÝDC

ICA4350 fwpage [ qT½q=″...″] [ÆÚ≈
=″...″] [ID=″...″] [msg= ″...″]

Ñí: fwpageÎkCÐËdzºÑÆAMßAÕ@

¸C

ICA4351 ¹ É×úsb

Ñí: ÐËdÉ×AdÝO_ìb¿TºØ²UC

bÏÎoÓrXºeA²·²Øß carriers.cfg,

modems.cfgP pager.cfgC

ICA4352 WhatÉ×l´C

Ñí: ÏÎÌw×∩É×A²D stanzeCÒ³ÝÊí

³zL GUI ÓΘJC

ICA4353 WhatÓ°AÐYεßAÕ@¸C

Ñí: ’What’ ÑÆÓ°CÐ[HYuAAÕ@¸C

ICA4354 Whatù~C

Ñí : pGOÇΘtvù~A³Äº∩µ°G

600B1200B2400B4800B9600B14400FpGOC

@ì¸ÕºΩÆì¸ù~A³Ä∩µ°G7B8Fp

GO±εì¸ù~A³Ä∩µ°G1B2FpGO~

uemÅ¹ù~AzuαΘJ¹XFpGOIsΦ

kù~A»©uΣ© TAPFpGOIs¹ ID ù~A

ÐËd@UAdÝªO_þ°ÆrFpGOPìË

dù~A³Ä∩µ°GO (µÆ )BE (ùÆ )B

N(L)BS(Åµ)B M(ÐÜ)FpGO COM sµ≡ù

~A³Ä∩µ°GCOM1BCOM2 ....AboÓ©»

ñA COM sµ≡³ÓÖ≤ 10FpGOTºr¸ù

~AÐËdTºAdÝΣñO_³Sϕr¸C

ICA4355 b whereñ]wÑÆÉAoÍù~C

Ñí: Lkb (where)ñ]wÑÆC ÐËdÑÆA

MßAÕ@¸C

ICA4356 ϕ WhenÉACOM sµ≡oÍ¬ú

ù~C

Ñí: COM sµ≡oÍ¬úù~CNÆÚ≈^T]

w°}ÒAAÕ@¸

ICA4357 ϕ WhereÉ COM sµ≡oÍgJ

ù~C

Ñí: COM sµ≡bgJΩÆÉAoÍù~C

ICA4358 ]w Whatù~

Ñí: Ì ’What’ ÒⁿXA]wù~C ÐËdΘx

ÉAÃΣXù~ÒbC

ICA4359 WhereWXÁÕ¸ÆW¡Cñε{í

......

Ñí: ÁÕb 60 ÀÁºA}Ò Com sµ≡ 60

¸ABþíóÑCpGoÍoØíÎAÐËdwΘ

suCÁÕb 10 ÀÁºÇeIs¹Tº 10 ¸AB

þíóÑCpGoÍoØíÎAiαO]°Isú

ÑÌϕ≈FC
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ICA4360 buⁿivqÜ¹Xñ³úúr¸G

*pCarrierPhoneNum

Ñí: bⁿiqÜ¹XñAΣìLkδÑºr¸C

ÐËd¹XAMßAÕ@¸C

ICA4361 µi!!! b@δípUAÇIúÑt
ÓºÆÚ≈³Óp≤ 2400C

Ñí: oÈO@ÓµiÓwCs½Ñ¹ÌºÆÚ≈t
×º]wÈq`³Ö≤ 2400C

ICA4362 Lk_l]wÆÚ≈

Ñí: Ü≤ÆÚ≈_l]wrΩAMßAÕ@¸C

ICA4363 ÆÚ≈Ç^ù~C

Ñí: ÆÚ≈qHù~

ICA4364 tries ÕÏ}Ò Com sµ≡ÉAo

Íù~Cb 1 ÀÁº½Õ

Ñí: }Ò comsµ≡ÉAoÍù~CiαOt@

Ó{í¿bÏÎªC b 1 ÀÁºÛÊ½ÕC

ICA4365 b tries ÁÕÉALkÇeIsCb

1 ÀÁº½ÕC

Ñí: LkÇeIsCÐËdΘxÉAΣXu¿ºì
]C

ICA4366 TºÓ°AwQI_C

Ñí: ÈO@ÓµiCTº°×Ó°AÒHI_AH
K±JÒúÑÅíC

ICA4367 NuÌ°Tº¡εv½]°ºíwq

ÈGTº°×

Ñí: NuÌ°Tº¡εv½]°w]°×A]°Ï
ÎÌwqºTº°×j≤ºíwqº°× 80C

ICA4368 Ê@GWhereù~

Ñí: pGO}Ò COM sµ≡ÉAoÍù~AÐ

Ëd[cAAÕ@¸FpGO÷¼ COM BzÉAo

Íù~AoOtÎÝDFpGOMú COM ÉAoÍ

ù~AoOtÎÝDFpGOÇe·µROÉAo

Íù~AoO·µROÝDAÐËd@UAÝªO

_° HayeÛeÆÚ≈FpGOÇe ID nDÉAo

Íù~AÐËdIs¹úÑÌO_Σ© TAP qT≤

wFpGOÇeÛÊúÜÉAoÍù~AÐËdI

s¹AÈO_B@¿`FpGOÇeTºÉAoÍ

ù~AÐËdΘxÉAΣXóÑºì]FpGOú

Üù~ANLkqIs¹úÑÌBúo@ÓúÜC

ICA4369 ù~ÓhC¿bñε ....

Ñí: ù~ÓhAñεoÓÁÕC

ICA4370 ¼ìÓhº NakA¿bñε{í .....

Ñí: wqIs¹Ñ¹ÌB¼ìLhº NakAñεo

ÓÁÕC

ICA4371 COM sµ≡Wº szComPortAτÆ

° τÆWÙAÇ^ ù~¹X

Ñí: ÐËdÑÆAMßAÕ@¸C

ICA4372 ÆÚ≈Ç^ù~Tº.....CÇ^ºTº

Ñí: Tº°GS³suBaT²S³suBS³ⁿ
iBS³·¹nBúuBS³^¬C

ICA4373 (τÆWÙ) qÆÚ≈ÎⁿiÇ^úú
º^ÐXG char1Bchar2C

Ñí: oÓTºOqÆÚ≈Îⁿiº^³Aq¾z

u¾⌡≡vºIs\αLkδÑC char1Î char2°

^³ñeGÓr¸º ascii (hex)rXC

ÏÎÌ^³: zibÑÓÆÚ≈íúÎⁿiÉAÏÎ
oÓΩTAHP_úú^³ºNqC
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ICA5005 SKIT _l]wóÑC^ÐX°G^
ÐX

Ñí: wþ socket_l]wóÑAπÜ SKIT º^

ÐXC

ICA5014 u·ÝqÝ¸qD°A¹v¿bÉÑ

sµ≡ °A¹sµ≡ #

Ñí: πÜ° sslrctd[cº≡¹C

ICA5015 wµⁿÓÛ chp0.chp1.chp2.chp3º

su

Ñí: πÜqÝ¸ºIP ì}C

ICA5017 Lkúowþº socketCτÆ
skit_secure_soc_init retcode
°GτÆ retcode

Ñí : Lkúowþ s o c k e tA]°

skit_secure_soc_init()óÑFC

ICA5018 ÒÏÎºqÝ°A¹[KWµOspec1

spec2 spec3

Ñí: πÜKXWµC

ICA5019 Lkúo Free Homenet IP xs

ÏC

Ñí: ÊALo¹ºÝDC

ICA5020 Lk}Ò·ÝÎßÝ[cÉC

Ñí: Lkúo /etc/security/rcsfile.cfgC

ÏÎÌ^³: ÐËdÉ×O_sbAÃËdΣºeC

ICA5021 Σúì ’÷Σr’ ÷ΣrC

Ñí: /etc/security/rcsfile.cfgÉ×ñS³¹÷ΣrC

ÏÎÌ^³: ËdÃ≤¿ /etc/security/rcsfile.cfgC

ICA5024 `íWÙ ñºτÆ

skit_secure_soc_write ù~C

Ñí: ¹`íñº skit_secure_soc_write()ù~C

ICA5025 ACKClient() ñºτÆ
skit_secure_soc_write() ù~C

Ñí: ACKClient() `íñº skit_secure_soc_write()

ù~C

ICA5026 q `íWÙ ñºuqÝ¸vµ¼ì

LÄº^ÐXC

Ñí: q¹`íñºqÝ¸µ¼ìº`º^ÐXC

ICA5027 q `íWÙ ñºuqÝ¸vµ¼ì

ù~nDº^ÐXC

Ñí: b¹`íñA^ÐXTºñºnD{íXº

`C

ICA5028 LÄºnJnDC

Ñí: nJnDTººµíLÄC

ICA5030 úúº·ÝqÝ¸ IDG·ÝqÝ¸
ID

Ñí: ¾⌡≡≈¹ú{o¹ÏÎÌ IDC

ÏÎÌ^³: Ð≤¿¹·ÝqÝ¸ºÏÎÌΩTC

ICA5031 RCTLoginPhase ñºτÆ

skit_secure_soc_write ù~C

Ñí: nJÑqº skit_secure_soc_write()ù~C

ICA5035 LÄºnXnDC

Ñí: nXnDTººµíLÄC

ICA5067 úoLÄºÊ]C

Ñí: Ò¼ìºÊ]µíLÄC
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ICA5078 b SvrReqHandler() ñúoLkδ
ÑºnD

Ñí: LkÑOÒ¼ìºnDAN¿ñÓnDC

ICA5082 wÁ_PqÝ¸ ·ÝqÝ¸ ID º

qDC

Ñí: wÁ_¹·ÝqÝ¸ ID ºqDC

ICA5086 ID: ÏÎÌ ID |¼wqC

Ñí: ¾⌡≡≈¹WS³¹ÏÎÌ IDC

ICA5087 ’ÏÎÌ ID’ LkqL²ÒC

Ñí: ¹ÏÎÌ ID º²ÒóÑC

ICA5089 τÆ rcFilterClear() óÑC^ÐX
° ^ÐXC

Ñí: rcFilterClear()óÑA^ÐXpWÒzC

ÏÎÌ^³: ÐËd IPSEC LANqÝ¸O_sbC

oÇú~úiÃsC

ICA5090 τÆ rcFilterInit() óÑC^ÐX°

^ÐX

Ñí: rcFilterInit() óÑA^ÐXpWÒzC

ICA5091 τÆ TunnelUp() Lk⌡µi⌡µÉ
ROµC

Ñí: ÒπÜºROµº system()IsóÑC

ICA5092 Lkúo recoverstash τÆIsº

Ω⌠qµXC

Ñí: Lkì_⌠ÃÉºΩ⌠qµXC

ICA8001 SYSLOG/udpGúúºAÈ{í

ICA8002 τÆWÙ τÆóÑ - ù~XA
errno2 = 0x errno2

Ñí: Bz×εA]° syslogdLk⌡µÒⁿwºτ

ÆCÓù~XΩTþ[bù~TºWC

ÏÎÌ^³: Ðp¸tÎ{í]pvCtÎ{í]p
vGÏÎÓù~XΩTÓPwy¿óÑºì]C

ICA8004 b AF_INET socket W»úìù
~A \ slogd úAÊþ socket

ICA8006 úúºu²¶ÇWÙ \″u²¶Ç\″

Ñí: b[cÉñΣì@ÓLÄºu²¶ÇWÙC

ÏÎÌ^³: Ðp¸tÎ{í]pvCtÎ{í]p
vGËd[cÉC

ICA8007 úúº≈αWÙ \″≈α\″

Ñí: b[cÉñΣì@ÓLÄº≈αWÙC

ÏÎÌ^³: Ðp¸tÎ{í]pvCtÎ{í]p
vGËd[cÉC

ICA8008 b ÉíÐO ¼ìÓÛ SYSLOG@
DqúWÙ ºTº...

Ñí: tÎΘx`n{í[cÉ]t@ÓµØAiN
tÎΘxTºÇe¹Ò³wnJºÏÎÌC¹Tº

|Çe¹Ò³ØenJtÎΘx`n{íÒ¿b⌡

µºtÎºÏÎÌC

ÏÎÌ^³: DtÎ{í]pvGL

ICA8009 ¼ìT¹ T¹ ß²⌠ SYSLOG

Ñí: tÎΘx`n{í¼ìwy¿tÎΘx`n{
í²⌠ºT¹C

ÏÎÌ^³: DtÎ{í]pvGL
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ICA8010 wg½sÒÊ SYSLOGD

ICA8012 SYSLOGD LkO²ì SMF - ù~
»σ

Ñí: NO²gJ SMF ÉAoÍù~CÓù~»σ

ΩTþ[bù~TºWC

ÏÎÌ^³: Ðp¸tÎ{í]pvCtÎ{í]p
vGÏÎÓù~»σΩTÓPwy¿ SMF gJóÑ

ºì]C

ICA8013 ≤sBz¼AóÑA^ÐX = 0x^
ÐX

Ñí: ÁÕ°u¾⌡≡vÖßBz≤s syslogdBz

º¼AÉAoÍù~C^ÐXyzXq≤sBz¼

AIsÇ^ºSwù~C

ÏÎÌ^³: Ðp¸tÎ{í]pvCtÎ{í]p
vGp¸AÈNϕC

ICA8014 b SYSLOGD Isⁿwº∩µ
(-startup_option) úú

Ñí: ÁÕÒÊ syslogd`n{íBzÉAoÍù

~C syslogdºIsúΣ©Òⁿwº∩µC

ÏÎÌ^³: ÐËdÒÊ∩µAÃ½sÒÊ syslogd

`n{íCtÎ{í]pvGpGÙO³ÝDAh

Ðs¸AÈNϕC

ICA8015 [cÉµØ ([cΩÆ) LÄ

Ñí: ÁÕÑR SYSLOG[cÉº[cµØÉAo

Íù~C

ÏÎÌ^³ : ÐËd[cÉµØAÃ½sÒÊ

syslogd`n{íCtÎ{í]pvGpGÙO³Ý

DAhÐs¸AÈNϕC

ICA8016 É×WÙ º τÆWÙ óÑ - ù~
X

Ñí: ÁÕ⌡µÒⁿwºËmºτÆÉAoÍù~C
Óù~XΩTþ[bù~TºWC

ÏÎÌ^³: ÐτÒÒⁿwºËmO_sbAÃ½Õ
nDCpGÙO³ÝDAhÐs¸tÎ{í]p

vCtÎ{í]pvGpGÙO³ÝDAhÐs¸

AÈNϕC

ICA8050 τÆ óÑCerror_text

Ñí: ⌡µTºñÒπÜºτÆÉAoÍù~CÓù
~º≤hΩTOÑù~TºÒúÑC

ÏÎÌ^³: ≤¿TºñÒⁿwºù~F²nÉA½
Õ¹@~C

ICA8051 τÆ óÑG^ÐX = 0xreturn_code

Ñí: ⌡µTºñÒπÜºτÆÉAoÍù~CÓÛ
ⁿwºτÆº^ÐX]bTºñπÜXC

ÏÎÌ^³: ≤¿TºñÒⁿwºù~F²nÉA½
Õ¹@~C

ICA8052 FWSTACKD ¿b° stack_nameÒ

ÊLo¹OⁿC

Ñí: FWSTACKD ¿bÁÕÒÊÊ]Lo¹OⁿC

tÎÊ@: {í~≥⌡µC

ICA8053 FWSTACKD Lk° stack_nameÒ

ÊLo¹OⁿC error_text

Ñí: LkÒÊÊ]Lo¹OⁿAΣì]íú≤Òþ
ºù~TºñC

tÎÊ@: ú⌡µLo¹OⁿC

ÏÎÌ^³: ÏÎù~TºÓ≤¿Óù~AMßH

fwfilter cmd=startlog ½sÒÊLo¹OⁿC
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ICA8054 FWSTACKD ¿b° stack_nameÒ

Ê NAT OⁿC

Ñí: FWSTACKD ¿bÁÕÒÊ⌠⌠ì}α½

(NAT) OⁿC

tÎÊ@: {í~≥⌡µC

ICA8055 FWSTACKD Lk° stack_nameÒ

Ê NAT OⁿC error_text

Ñí: LkÒÊ⌠⌠ì}α½ (NAT) OⁿAΣì]

íú≤Òþºù~TºñC

tÎÊ@: ú⌡µ⌠⌠ì}α½OⁿC

ÏÎÌ^³: ÏÎù~TºÓ≤¿Óù~AMßH

fwnat cmd=startlog ½sÒÊ⌠⌠ì}α½OⁿC

ICA8056 FWSTACKD ¿b° stack_nameÒ

Ê NATC

Ñí: FWSTACKD ¿bÁÕÒÊ⌠⌠ì}α½

(NAT)C

tÎÊ@: {í~≥⌡µC

ICA8057 FWSTACKD Lk° stack_nameÒ

Ê NATC error_text

Ñí: LkÒÊ⌠⌠ì}α½ (NAT)AΣì]íú≤

Òþºù~TºñC

tÎÊ@: ú⌡µ⌠⌠ì}α½C

ÏÎÌ^³: ÏÎù~TºÓ≤¿Óù~AMßH

fwnat cmd=update ½sÒÊ⌠⌠ì}α½C

ICA8058 FWSTACKD ¿b° stack_name½

sÒÊqDwqC

Ñí: FWSTACKD ¿bÁÕÒÊqDwqAoÇw

qbtÎ÷¼É´iÏÎC

tÎÊ@: {í~≥⌡µC

ICA8059 FWSTACKD Lk° stack_name½

sÒÊqDwqC error_text

Ñí: LkÒÊqDwqAΣì]íú≤Òþºù~
TºñC

tÎÊ@: |¼ÒÊqDwqC

ÏÎÌ^³: ÏÎù~TºÓ≤¿Óù~AMßH

fwtunnl cmd=activate ½sÒÊqDwqC

ICA8060 FWSTACKD ¿b° stack_nameÒ

ÊLoÎ Socks WhC

Ñí: FWSTACKD ¿bÁÕÒÊØeºÊ]LoW

hÎ SocksWh°C

tÎÊ@: {í~≥⌡µC

ICA8061 FWSTACKD Lk° stack_nameÒ

ÊLoÎ Socks WhC error_text

Ñí: LkÒÊLoWhÎ SocksWhAΣì]í

ú≤Òþºù~TºñC

tÎÊ@: w]LoWhNÍÄCh|¹\»Ýs

úAÓÚ´Ò³ΣLºsúC

ÏÎÌ^³: ÏÎù~TºÓ≤¿Óù~AMßH

fwfilter cmd=update ½sÒÊLoÎ SocksWhC

ICA8062 FWSTACKD ¿b° stack_nameÒ

Ê RealAudio Σ©C

Ñí: FWSTACKD ¿bÁÕÒÊ Real AudioΣ

©C

tÎÊ@: {í~≥⌡µC

ICA8063 FWSTACKD Lk° stack_nameÒ

Ê RealAudio Σ©C error_text

Ñí: LkÒÊ Real AudioΣ©AΣì]íú≤Ò

þºù~TºñC

tÎÊ@: RealAudioAÈ{í´úiÎC
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ÏÎÌ^³: ÏÎù~TºÓÑOÓù~A×¿Óù
~AMßH fwaudio cmd=change ÒÊ Real

AudioC

ICA8064 τÆ óÑCerror_text

Ñí: ⌡µTºñÒπÜºτÆÉAoÍù~CÓù
~º≤hΩTOÑù~TºÒúÑC

ÏÎÌ^³: ≤¿TºñÒⁿwºù~F²nÉA½
Õ¹@~C

ICA9000 IBM Firewall û⌠©Nb ÑÆ Ñ
ßLÁC

Ñí: oÓnΘQÐÜ°û⌠©AUWΣqAΣ»¡
OLÄºC

ICA9001 uÉ×tÎ¹πÊËd{ívµi -
µiíú»σ

Ñí: fwfschk bÉ×tÎño{ÙÞ - τbºÂÙ

ICA9002 ÌßºTº½ÆF %1$d ¸

Ñí: ϕOⁿÛPTºABS³⌠≤¶JTºÉA

AIX syslogd ÒúÍºTºCTºNOsboÌAH

ÑuΘxÊþ{ív≈»úì¼pCoÓTººy

Ñ²·OgJu¿ syslogdTºÉÒÎºyÑC

ICA9003 ÏÎÌ WÙ LkqL[c°A¹º

²ÒC

Ñí: FW [c°A¹Lk²ÒÒⁿXºÏÎÌC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9004 ÏÎÌ WÙ ¶QqL[c°A¹º

²ÒC

Ñí: FW [c°A¹w²ÒÒⁿXºÏÎÌC

ICA9005 ¿bÒÊ·Ý[c°A¹C

Ñí: wÒÊ[c°A¹C

ICA9006 ¿b²⌠·Ý[c°A¹C

Ñí: ¿b²⌠[c°A¹C

ICA9007 ·Ý[c°A¹Lk}ÒTºØ²C

Ñí: ·Ý[c°A¹ÒÏÎº@ÓÎhÓTºØ²
iαw≥óC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9008 ·Ý[c°A¹b getpeername()
ÉóÑGù~ ù~XC

Ñí: [c°A¹Lkúo»¡ºÛ÷ΩTC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9009 ·Ý[c°A¹b getsockname()
ÉóÑGù~ ù~XC

Ñí: [c°A¹Lkúo÷≤ÛvºΩTC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9010 ·Ý[c°A¹LkúotµdΩ

TC

Ñí: [c°A¹LkúotµdΩTC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9011 S³°·Ý[cÒÊ[c°A¹C

Ñí: [c°A¹bªº[cÉñπ³ local=yesº

]wABqÝ¸Ob·Ý≈¹WC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9012 ·Ý[c°A¹Lk¬únJnDC

Ñí: [c°A¹Lk¬JqÝ¸nJnDC

ÏÎÌ^³: Ðóßzº FW ÞzÌC
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ICA9013 ·Ý[c°A¹¼ìù~ºnJn

DC

Ñí: nJnDt³ú¿TºΩTC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9014 ·Ý[c°A¹LkØßÞDC

Ñí: [c°A¹LkØß²ÒÞDC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9015 ·Ý[c°A¹LkØßBzC

Ñí: [c°A¹LkØß²ÒBzC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9016 ¿bÒÊ EFM `n{íC

Ñí: wbⁿÞzº¾⌡≡WAÒÊ EFM `n{

íC

ICA9017 ¿b²⌠ EFM `n{íFrc = Ñ
ÆÈC

Ñí: ¿bHÒⁿwº^ÐX²⌠ EFM `n{íC

ICA9018 EFM `n{íLk}ÒTºØ²C

Ñí: EFM ÒÏÎº@ÓÎhÓTºØ²iαw≥

óC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9020 LkÁ½⌡µñºÏÎÌ IDC

Ñí: LkúÍtÎIsAÓÁ½⌡µñºÏÎÌ

IDC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9021 oÓ¾⌡≡úΣ© logon ÒAC

Ñí: oÓ¾⌡≡úΣ©oÓSwÒAC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9022 ÏÎÌ ¼gÂvAúαH nJ Ò

AnJ¾⌡≡C

Ñí: oÓÏÎÌWÙ½úoÂvALkÏÎoÓS
ϕÒAÓnJC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9023 LkⁿJ EFM DLLC

Ñí: LkⁿJ efm dllC

ÏÎÌ^³: Ðóßzº FW ÞzÌC

ICA9024 N ÏÎÌ ÒÒÊºnDαeÜ¾⌡

≡ ≈¹C

Ñí: wÒÊαenDC

ICA9025 αenDw²⌠A^ÐX° ^Ð

XC

Ñí: αe@~¹¿C

ICA9026 ≤ Éí ÉAb¾⌡≡ ≈¹ W¼ì

ÏÎÌ ºαenDC

Ñí: wbWzÉíÒÊFαe@~C

ICA9027 τÆ τÆ ñºÉ× É×WÙ ws

WÜαenDñC

Ñí: NαeÒⁿwºÉ×C

ICA9028 N ÏÎÌ ÒÒlºnDÒÊÜ¾⌡

≡ ≈¹C

Ñí: w}lÒÊ@~C

ICA9029 ÒÊnD²⌠A^ÐX° ^ÐXC

Ñí: w¹¿ÒÊ@~C
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ICA9030 ≤ Éí ÉAb¾⌡≡ ≈¹ W¼ì

ÏÎÌ ºÒÊnDC

Ñí: wbWzÉíÒÊFÒÊ@~C

ICA9031 w²⌠ÒÊτÆ τÆ A^ÐX°

^ÐXC

Ñí: w¹¿ÒÊÒⁿwºτÆC

ICA9032 w≤ ΘÁ Éí ≤s NAT [cC

Ñí: NAT [cw≤sC

ICA9033 w≤ ΘÁ Éí _l]w NAT Σ
© (h¸ ©».©¸)C

Ñí: w_l]w¾⌡≡ NAT Σ©C

ICA9034 w≤ ΘÁ Éí ±ε NAT Σ©C

Ñí: w±Î NAT Σ©C

ICA9035 NAT Lk°uwþì}vwþ IP

ì} tmuwnOºì}vC

Ñí: ¼α½uwþºì}vA]°uwnOº IP

ì}vxsÏñS³iÎºì}C

ICA9036 NAT NuwnOºì}vwnOº
ì} À±Üì}xsÏC

Ñí: uwnOºì}vwÀ±ÜwnOº IP ì}

xsÏC

ICA9037 w≤ ÉíÎΘÁ ÛÊ≤s¾⌡≡¶

±C

Ñí : u¾⌡≡v_l]w{íwIs

UpdateInterfaces() AH²ou¾⌡≡v¶±É×
fwadpt.cfgºÛÊ≤s\αC

tÎÊ@: L

ÏÎÌ^³: L

ICA9038 wN¶± ì} qu¾⌡≡v[c¾

úC

Ñí: wNÒCXºuaIQiìÆì}vCÜb

u¾⌡≡v[cÉ× fwadpt.cfgñA²O TCP∩|

Ãú¾DA]¹AwqÓ[cÉ¾úC

tÎÊ@: L

ÏÎÌ^³: L

ICA9039 wN¶± ì} sWÜu¾⌡≡v[

cñC

Ñí: TCP ∩|wΣìÒCXºuaIQiìÆì

}vA²Obu¾⌡≡v[cÉ× fwadpt.cfgñÃS

³o{A]¹AwsWÜÓ[cÉC

tÎÊ@: L

ÏÎÌ^³: L

ICA9040 ¶± ì} BnwÑ ÂBn ∩°

sBnC

Ñí: fwadpt.cfgÉ×ñºBnPwΘWÒwËºB

núÅCwN¿TºBnµì≤sb fwadpt.cfgÉ×

ñC

tÎÊ@: L

ÏÎÌ^³: L

ICA9041 box≈¹WΣúì¶±C

Ñí: box≈¹WΣúìtµd¶±C

tÎÊ@: L

ÏÎÌ^³: L

ICA9042 NAT H@Îñº many-to-one ì

} many-to-oneì} ÓÒÊC

Ñí: NAT w¿\a_l]wA{biÏÎC²Y

ì}° 0AYN²´úiÏÎ many-to-oneα½C

tÎÊ@: L
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ÏÎÌ^³: L

ICA9043 NAT Lk_l]wA^ÐX rcC

Ñí: NAT Lk_l]wA{b´úiÎC

tÎÊ@: ú|Is⌠≤ NAT τÆC

ÏÎÌ^³: YÏÎÌQn NAT τÆAdÝ^ÐX

Ã[HÕπ≤¿CYLkÑM¹ÝDAÐs¸ IBM

AÈHûC

ICA9044 ±Î NATC

Ñí: NAT w¿\±ÎA{bDÏÎñC

tÎÊ@: L

ÏÎÌ^³: L

ICA9045 NAT w°wþì}Gsµ≡ wþì
}Gsµ≡ tmì}Gsµ≡ì

}Gsµ≡

Ñí: NAT w°wþDqútmì}xsÏñºì

}Gsµ≡C

tÎÊ@: L

ÏÎÌ^³: L

ICA9046 NAT Lk°wþì} wþì} t
m many-to-one ì}C

Ñí: NAT wÎÉ many-to-oneì}ºsµ≡C

tÎÊ@: wË≤»ÝDqúºÊ]C

ÏÎÌ^³: N²ÛA³Óh¿bÑÝºsuCÞz
ÌiαÝnYu many-to-oneì}s²ºOÉAHK

≤Öúhómα½ϕµµØC

ICA9047 NAT wqwþì}Gsµ≡ wþì
}Gsµ≡ ú°tmì}Gsµ≡

ì}Gsµ≡C

Ñí: NAT wNÒⁿwºì}Gsµ≡Õh^iÎ

ºxsÏC

tÎÊ@: L

ÏÎÌ^³: L

ICA9048 NAT »úìqT≤wGqT≤w ì
}Gsµ≡ ì}Gsµ≡ wþì

}Gsµ≡wþì}Gsµ≡ºùq

Ê]C

Ñí: NAT »úìùqº FTP ±εÊ]ÎOùq

º I C M P ù~TºC÷M¼ËdΩÆµ

(payload)ANAT ´|α½ùqº FTP±εÊ]CY

Oùqº PORTROA]°TºÒtº IP ì}|¼

α½AFTPΩÆN|óÑCYÊ]Oùqº ICMP ù

~TºAh|QË≤C

tÎÊ@: ÐÑ\ÑíC

ÏÎÌ^³: pG½ÆoÍoípAÐq° IBM A

ÈHûC

ICA9049 NAT »úìµÇºùqALkα½
Ó½ì} ì Øºaì}C

Ñí: NAT »úìùqºΩÆ]AΣûΩÆ]Ä@

Óùq²ìFC

tÎÊ@: NAT Lk¿Tα½ÓùqA]ÓË≤Ó

ΩÆ]C

ÏÎÌ^³: pG½ÆoÍoípAÐq° IBM A

ÈHûC

ICA9050 NAT Lkα½ÓÛì}Gsµ≡ ì
}Gsµ≡ qT≤w qT≤w º

Ê]ìwþì}Gsµ≡ wþì

}Gsµ≡A^ÐX° rcC

Ñí: NAT Lkα½Ê]C

tÎÊ@: wË≤Ê]C

ÏÎÌ^³: pG½ÆoÍoípAÐq° IBM A

ÈHûC
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ICA9051 NAT »úìÓÛwþì}Gsµ≡
wþì}Gsµ≡ qT≤w qT≤

w ºÊ]ìFì}Gsµ≡ ì}G

sµ≡

Ñí: NAT »úìÊ]ìFC

tÎÊ@: L

ÏÎÌ^³: L

ICA9052 NAT »úìÓÛwþì}Gsµ≡
wþì}Gsµ≡ qT≤w qT≤

w ºÊ]¿ne¹ì}Gsµ≡ ì

}Gsµ≡

Ñí: NAT »úìÊ]≈≡C

tÎÊ@: L

ÏÎÌ^³: L

ICA9053 %3$d ñ³ rΩÈ É×WÙ

Ñí: »ùñ

tÎÊ@: L

ÏÎÌ^³: L

ICA9054 IP ì} ì} úiJO

many-to-one ì}PÉSODwþ/
wþì}C

Ñí: ΓÌúiÛPC

tÎÊ@: ú⌡µÒnDºÊ@C

ÏÎÌ^³: Ð∩ÜúPºDwþ/wþì}ÎOú

P many-to-oneì}C

ICA9055 NAT »úìµÇºùqAiα½ Ó
½ì} ì Øºaì}C

Ñí: NAT »úìΦFÉµÇººíÎÌ×ΩÆ]

ùqC

tÎÊ@: NAT i¿Tα½ÓùqAÒHÃ¼Ë≤

ÓΩÆ]C

ÏÎÌ^³: L

ICA9060 Y½º[c°A¹_l]wù~ -
socket(): tÎù~Tº

Ñí: [c°A¹_l]wóÑ, w×ε`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
[c°A¹C

ICA9061 Y½º[c°A¹_l]wù~ -
listen()G tÎù~Tº

Ñí: [c°A¹_l]wóÑ, w×ε`n{íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
[c°A¹C

ICA9062 Y½º[c°A¹ù~ - main
accept(): tÎù~Tº

Ñí: [c°A¹ºDn`íóÄ, w×ε`n{

íC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
[c°A¹C

ICA9063 [c°A¹ù~ - óÑºτÆ: ^Ð
X = 0xτÆ^ÐX

Ñí: [c°A¹»úìÒⁿXτÆñºù~C `

n{í×εC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
[c°A¹C

ICA9064 ∩µ -ÑÆÈ úúAú©BzC

Ñí: wⁿÜº∩µA²LkδÑÓX¹C
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ICA9065 [c°A¹ù~ - óÑºτÆ: tÎ
ù~Tº

Ñí: [c°A¹»úìÒⁿXτÆñºù~C `

n{í×εC

ÏÎÌ^³: Ð≤¿ÒⁿXºtÎÝDAÃ½sÒÊ
[c°A¹C

ICA9066 OÐΘú¼G[c°A¹G

malloc(ì¸Õ) Ç^ NULL ≤τÆ
function_nameC

Ñí : Lktm¼≈ºOÐΘ - mal loc Ç^

NULLC

ICA9067 s²óÑAì}Gsµ≡ wbÏÎ

ñC

Ñí: ¹wºsµ≡ì}ØebÏÎñC

tÎÊ@: w×ε[c°A¹C

ÏÎÌ^³: ÐÏÎúPºsµ≡ì}Asuìu[
c°A¹vAÎÐp¸zºu¾⌡≡vÞzÌC

ICA9068 -ÑÆÈ ∩µóÑÎⁿwù~C

Ñí: ÒⁿXº∩µóÑAÎⁿwù~C

tÎÊ@: w×ε[c°A¹C

ÏÎÌ^³: Ð≤¿ÒⁿXº∩µÎkA½sÒÊ[
c°A¹C

ICA9069 SSL _l]wóÑC

Ñí: Lk_l]w SSL[K⌠ÒAÎOPÙ±T

¹µ½óÑC

tÎÊ@: w×ε[c°A¹C

ÏÎÌ^³: Ðóßu¾⌡≡vÞzÌAτÒ SSL

⌠ÒC
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þ²B. jÆuWindows NT tÎ[cv

jÆO@ØBzAªα≈gÑ÷¼ú²nº`n{íÎ±ÎS³ÂvºÏÎÌ IDAoºÌ

jºwþÄGPu@ÄvC jÆO IBM Firewall nΘwË@~º@í≈AisΦMÎwþ

ÊºtÎΩ½C

N|±Î IBM Firewall [cúÝnºAÈ{íÎiαÂÙwþÊºAÈ{íCÃB|Rú

Ò³D TCP/IPqT≤wC
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þ²C. úoÆùºnD (RFC)

uÆùºnD (RFC)v°sqT≤wPØß InternetqT≤wMÕÐÇºσ≤C Ò³ RFC

ºÛ÷ÑyÒiV Network Information Center (NIC)µWÊRÎHq\ºΦíúoCzi

HqUCìmñúooÇσ≤G

Government Systems, Inc.

Attn: Network Information Center

14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

ziHqoÓ URL sú RFCG

http//www.cis.ohio-state.edu/hypertext/information/rfc.html .

iÏÎ FTP suÜ ds.internic.netAq NIC úouWþ©CziHÏÎUCµíÓα

eÉ×G

RFC:RFCnnnn.TXT
RFC:RFCnnnn.PS

ΣñG

nnnn RFC ¹X

TXT °σrµí

PS ° PostScriptµí

RFC ÁÞºµí°G

RFC:RFC-INDEX.TXT

ù: Üh RFCúu³σrµíC]¹AbzÁú PostScriptÉ×ºeAÐ²dÝuRFCÁ

ÞvAHTw RFC ³ÓµíºÉ×Cz]iHQÎqll≤ANTºÇeÜ

mailserv@ds.internic.netAHVÛÊÆ NIC l≤°A¸nD RFC ºuWþ©Cz

²·bzºþùDΘñA]AUCΣñ@ÓROG

SEND RFCnnnn.TXT
Î

SEND RFCnnnn.PS

ΣñG

nnnn RFC ¹X

TXT °σrµí
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þ²D. IBM eNetwork Firewall Socks5.conf [cÉµí

bw]º¼pUA[cÉ socks5.conf |ì≤ IBM Firewall ºwË{íØ²UCY³Ý

nAziHÏÎσrsΦ{íÓsΦoÓÉ×C

bÄ@¸Is°A¹ÉA|¬ú socks5.conf [cÉC (Ynbú÷¼ºípU_sAÐ

ΣJ socks5.configC) ¹É]t IBM Firewall bMwnÏÎþ@Ó¶±HìFSwì}

]L×O½µsuÜSwì}ÎOÏÎ proxy °A¹^ÉAÒÝºþíΩTAHÎÅX

proxy suÒÝº≥»°≤C

[cÉñNX{UCí≈G

v OW

v ÜÆ

v ÒÕ

v ²Ò

v ¼e⌠|

v Proxies

v sú±ε

bu²ÒvBu¼e⌠|vBProxiesÎusú±εví≈ñANÌÇ¬úµA½ÜÓí≈Å

XºµGµº¶ÇOD`½nºCw∩²ÅXºµAÓµñºC@µØíÝÅXC

ⁿwsµ≡

iHÏÎWÙB¹XÎd≥Óⁿwsµ≡Cd≥H [ Î ( °}lABH ) Î ] °²⌠A

°d≥O_]tbºÓwCd≥ººAwÉÅ¹³°ΓÓsµ≡ⁿw¸]WÙP¹X^A

HrIj}C ⁿwsµ≡ºΦkÎÙ°sµ≡¼ËC

ⁿwDqú

g`ÝnDqúì}P⌠⌠BnÓⁿwÞÎ≤SwWhºDqúCⁿwDqúºΦkÎÙ

°Dqú¼ËC³ÆØΦíiÎ≤ⁿw host/maskÕXG

ÑÆ íú

hostIP/ mask π³BnºDqúì} ″ANDed″ ²ÝPπ³B

nºDqú IP ″ANDed″ ÛPC@δÎ≤q⌠⌠

Îl⌠⌠í≈Bn¼ì}ºDqúí≈C

- þíúÅXC¹\Ò³DqúC
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ÑÆ íú

n1 ÛÑ≤ n1.0.0.0/255.0.0.0C

n1.n2 ÛÑ≤ n1.n2.0.0/255.255.0.0C

n1.n2.n3 ÛÑ≤ n1.n2.n3.0/255.255.255.0C

.domain.name DqúWÙ²·HrΩ .domain.name°²⌠C

a.host.name DqúWÙ²·¹þÅX a.host.nameC

]úΣ©ûÂºDqú¼ËykAíúpUC²OAØ³zÄÎûsºΦkBΣû÷\

¬C

ÑÆ íú

hostIP/a þíúÅX]P ″-″ ÛP^C¹\Ò³DqúC

hostIP/n ⌠⌠ÅXCBn¼DqúÎì}ºl⌠⌠í≈A

Èd⌠⌠í≈CÎ≤⌡µ¹µ@~ºBnÌÚD

qú IP ì}ºþOÓ³úPC

hostIP/s l⌠⌠ÅXCBn¼ì}ºDqúí≈AÈdl

⌠⌠Î⌠⌠í≈C Î≤⌡µ¹µ@~ºBnÌÚ

Dqú IP ì}ºþOÓ³úPC

hostIP/h DqúÅXCÛÑ≤Dqú IPC

ⁿw²ÒΦk

ÚÌÒúÑº²ÒΦk³ ibmcramÎ ibmpwdCziHW[ΣL²ÒΦkC

ziHQÎrIj}²ÒΦkÓⁿw@CÜº²ÒΦkCÒ∩Üº²ÒΦk²·ÅXCÜ

ñX{ºΣñ@ØΦkC¹ykYÙ°²Ò¼ËC bw]º¼pUANwq²ÒΦk°

NULLCÇÑⁿJAyÒÕAiHÖJΣLΦkC ″-″ ϕÜµⁿ⌠≤²ÒΦk]]t

NULL^C

²ÒµØ

²ÒµØⁿXiÏÎ²Òºþ¼CΣµípUG

auth/ban source-address source-port
auth-methods

ÑÆ íú

auth/ban L×²ÒµØwÂv (auth)Î¼Âv (ban)C

source-address ³ÄºDqú¼ËC
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ÑÆ íú

source-port ³Äºsµ≡¼ËC

auth-methods ³ÄºτÒ¼ËC

÷Σr ″ban″ ⁿXú³ÁÕ²Ò¹DqúBÓSw°A¹L³ÄºÏÎC

Y¼ⁿw auth/banµÉAΣw]°⌠≤²ÒΦkíiµⁿCYNsuºv¡]w¿ deny]w

]È^A½ìÞÎ²ÒºßA~|Ú´suCb SOCKS5qT≤wñA²ÒoÍ≤Âvº

eCz²·¹þÌÚDqúÓMwp≤²ÒDqúC

ⁿwRO

τiHr¹j}ROÓⁿw@CÜºROC¹ykAYÙ°RO¼ËCwwqºRO°G

connectBbindB udpBping Î tracerouteCziQÎÒÕÓsWΣLROC ″-″]}Θ¹^ϕ

Üiµⁿ⌠≤ROC

ⁿJÒÕ

QÎÒÕi²zsW²ÒΦkBROBv¡ËdÎºeLo¹ÓÛµXi°A¹º\α

ÊCΣµípUG module stub filename options

ÑÆ íú

module ⁿJºÒÕÑOXC

stub sú\αWÙºÒÕÛ÷WÙºemÅ¹C

filename ⁿJºÒÕÉ×WÙC

options ÒÕSwº[cΩT]Y³ºÜ^C

ÒÕiwqÎ≤UBºµìAÒHÌn²s±ÒÕµCÒpA²ÒÒÕwqÏÎ≤ authP

permit µº²ÒΦkWÙC

¼e⌠|µØ

bπ³h½⌠⌠¶±]]¹A]π³h½ IP ì}^º≈¹WAÐTwSwº⌠⌠¶±OP

Swºì}Û÷sºCÇÑTwºí≈¹ÏÎºí⌠⌠¶±AÓ~í≈¹ÏÎ~í⌠⌠¶

±Ai¾ε ″IP BF″ ]⌠⌠~º≈¹²_°⌠⌠ºº≈¹^C SOCKS °A¹bµⁿ

BIND nDÎOoX SENDTOnDÉA]iQÎªÓMwÒns²º⌠⌠¶±CYLÅX

ºµØANÏÎ INADDR_ANY Ós²ABb⌠≤¶±Wµ¼suCµ@⌠⌠ºDqúL

Ý¼e⌠|µØGΣÈbπ³@Ó⌠⌠¶±HWº≈¹A~O²·ºCΣµípUGroute
dest-address dest-port interface-address
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ÑÆ íú

route ÎHⁿX¼e⌠|µØº÷ΣrC

dest-address ³ÄºDqú¼ËC

dest-port ³Äºsµ≡¼ËC

interface-address ⌠⌠¶±dº IP ì}AÎ⌠⌠¶±ºWÙ]Ò

pAelnk31̂ C

ÜÆµØ

[cÉñºYÇÜÆÎX¹iH±εOⁿPÑÒTººÆqÎþ¼Cµí°G set variable

value

ÑÆ íú

set ÎÓ]wÑ»ÝÏÎº⌠ÒÜÆº÷ΣrC

variable ³Äº⌠ÒÜÆCÐÑ\U±ºÄ140¶ºy⌠Ò

ÜÆzAúoiÎÜÆºCÜC

value ⁿúºÈC

⌠ÒÜÆ

⌠ÒÜÆ íú

SOCKS5_BINDPORT [port] N IBM Firewall [c°ÏÎⁿwºsµ≡AÓ

úOÏÎsµ≡ 1080ºw]ÈC

SOCKS5_RECVFROMANYONE pGÒÎ UPD Σ©AΣ¹\ UPD qÝ¸µ¼

ÓÛúúe≤ÌºTºC

SOCKS5_USECLIENTSPORT ub IBM Firewall is²ÜPqÝ¸ÎÓÇe

TººP@sµ≡ÉA~N IBM Firewall [c

¿ proxyCϕ°A¹ÇΘΩÆÜqÝ¸É]bq

Ý¸ÇeTºÜ°A¹ºeÇeTºÜqÝ

¸^A proxying UDPsuO²nºCoÓÎk

ºdÒ° RealAudioC

SOCKS5_MAXCHILD ÃµⁿºÌjÆC

SOCKS5_NOREVERSEMAP ±Î IP ì}ÜDqúWÙº∩MCYb[cÉ

ñⁿúOWA¹|NW[OⁿΩTºÄαC

SOCKS5_NOSERVICENAME ±Î≡¹ÜAÈ{íWÙº∩MCYb[cÉñ

ⁿúOWA¹|NW[OⁿΩTºÄαC
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⌠ÒÜÆ íú

SOCKS5_NOIDENT YÏbs¶ñAÐ±Î IDENT nDCϕzÜq

Ý¸ºì²ûCBDÏÎ IDENTDAΣ°³Î

ºC¹|NεÖOÉÁíC

SOCKS5_DEMAND_IDENT YLÓÛqÝ¸º IDENT ^³AÐN NULL

²Ò[c¿óÑCΣbTwÏÎÌWÙÃ·Ps

unDÛ÷sWD`³ÄC

Proxy µØ

ProxyµØíú SOCKS proxy°A¹ºì}CoÇµiº°A¹p≤s¸SwºDqú C

YLµÅXDqúAN½µs¸DqúCΣµípUGproxy-type dest-addr dest-port

proxy-addr proxy-port

ÑÆ íú

proxy_type proxy°A¹ºþ¼C³ÄºµØ°G

v socks5

v socks4

v no proxy

dest-address ³ÄºDqú¼ËC

dest-port ³Äºsµ≡¼ËC

proxy-address IPì}Î proxy °A¹ºWÙC

proxy-port proxy°A¹ì≤µⁿsuº SOCKS`n{í

WC

sú±εµØ

sú±εí≈Mw¹\ÎÚ´ØßsuºnDCΣ³ΓØþ¼AÀO°¹\µÎÚ´µC

µñºC@µØ²·ÅX²ÅXºπµCΣµípUG

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]

ÑÆ íú

auth ²ÒΦkºCÜAÑ³Äº²Ò¼ËÎµØÒⁿ

wC

cmd ÅX¹µÒⁿwROº³ÄRO¼ËC

scr-host Ó½Dqúº³ÄDqú¼ËC

dest-host ØºaDqúº³ÄDqú¼ËC
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scr-port Ó½Dqúº³Äsµ≡¼ËC

dest-port ØºaDqúº³Äsµ≡¼ËC

userlist ³ÄºÏÎÌ¼ËC

Lo

Lo¹ⁿÞ⌡µzLⁿJÒÕºLoBzCΣµípUG

filter name auth cmd src-host dest-host src-port dest-port [userlist]

ÑÆ íú

name Lo¹ÒÕºÑOXC

auth ²ÒΦkºCÜAÑ³Äº²Ò¼ËÎµØÒⁿ

wC

cmd ÅX¹µÒⁿwROº³ÄRO¼ËC

scr-host Ó½Dqúº³ÄDqú¼ËC

dest-host ØºaDqúº³ÄDqú¼ËC

scr-port Ó½Dqúº³Äsµ≡¼ËC

dest-port ØºaDqúº³Äsµ≡¼ËC

userlist ³ÄºÏÎÌ¼ËC
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InternetwþÊºÛ÷ΩTAÐyX IBM Firewall º

¶ G
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IBM X©~ñºΩT

¾⌡≡BInternetwþÊÎ@δwþÊDDºÛ÷ΩT

ºΣL IBM Ó½C≤¹BC

¾⌡≡DD

zib IBM Firewall CD-ROM Î IBM eNetwork

Firewall º¶úoUCσ≤C
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v IBM eNetwork FirewallÑÒΓU, SC40-0214
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Internet ÎþyΩT⌠DD
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Wide Web, SG24-4547
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SG24-4824
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the Internet, SG24-4848
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SG24-4694
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