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fwinterface cmd=1ist
[addr=x.x.x.x]
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state BENX name DNTA—F—1ZEBE5HF T2 a > TTA, 1 DN THREL
U0 8 A,

Ay - 7—hA4/)N—

PIFoax > RiE, a2« 7714« 7—hHAN—2&EEHL T, 7—hA1 THICHE
RSNz HEREERSEL £,

fwlogmgmt -1 or fwlogmgmt -a

Windows NT DA P2 —)ViEA T —ERXT, ZOIAX > REHEHTS EEHTT,
FEIC DWW TIE, IBM Firewall fiHFHDF5E 2L T Z3 W,
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Ay - 7274 ER

6

ay - 77AI)VEMHE, 07« T AVBERET—NAT « Ty AIVEERBID
BMLEY, fwlog I~ Fid, OFB&REZBM, 228, HIFRL X7

OJHREZBINT 51213, LFoax > REHHLET,

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInlLog
arctime=DaysToKeepInArchive

facility OBAZMEIX. RDEBDTT,

« firewall (locald) - 74 WV —OOF L TBEDT vy A T I+ —)VEKOO,T

« alert (locall) -7 7 — FEREBHT S -DICHEHTHIOY - EZF— - T—F >
DORM & LU ZFWHEE K DL,

+ adminaudit (local0) “EHEA D 7

e mail - A—)L- 0%

priority DOAFMEIE. KD EBD T,

* debug

* info

e warning

. error

e crit

logfile /NTA—=F—IL, 7747 I4+—=)VOOJIERZXDLFHZERLET. logfile

DOERIAEIL, SERER/ T 7 1 V4 ((drive:¥directory) D R) T, OVIHEEMNEZA
EFNH577MINVERLUET,

F7S—bN-ATFEREBT AT OA—IL - OTREEEN SN T 71 VI,
INSDOT7 7 AIVDAEIZ T v 14 7 7 4 — )URENFEH S N5 55121E. AN
IR, Zoon#EETHES 7y A IIVEB R D ET,

LAR=b - A=FT 4 UTFA—DANTZ7A4INICIE. 7747 9+—)b-05 -
Ayt—=TREIFUDPADTIEASHMNWZ EITEFELTLES N, ZOMMmOEEE
Mo, 72747 9x—)b - AJEEET7S—b-OFERALZ7A4IICHAE
BTERYERA.

arcfile. logtime, BX N arctime DF/NT A—4 —34 T 3 > T, logfile /N T A—
HY—INT 7 ANAEHREL TNDEEZIZOAENTT, INHD 3 DD/INTA—F
—FITXRT, ENAPEESINTWBEHEICTIE. SITHE LRTNERD £/ A,
INEDNITA—F =X, 7—hA7 - alzf#LET, BRI T 7TZ&1T
S121E, fwlogmgmt A~ > RZEHICEF LTSN, BA=2n N7 - 7
HANR—1 ] ZBIRL T EIN,

IBM Firewall Windows NT fil; fifais



FTIFIVETIE., 7747 75— IEZNEDNT A=Y —%EHL T, 7—Hh1
70l - LO— RORESMERGFEEITOMEZIEELET, 7= 72175
W, ZN6D 3 DONTA—F—ZRETHHENHD FT,

T—HA TR, 77 AT U= INDT—NAT - TI3TA EERTEHET
RATHZENTEET, UR—=—D AR | og Archiver 75774 - 2) 7 bl
sy bl 22U T EE 0,

arcfile /NTA—%—IC13, SBEEM/SZAHDAS TWRITHIERD T8/ A,

logtime /XTI A—%—I3, 7747 U+ —)IVOOJEENT —HA T I N5HIIC
Oz« 77 )VcEEE2HR/NHEZERLET,

arctime NTA—F—I3, 77147 U4—)lOOY « L d— RNREINDHICT —
AT EEEHmNAEERLET,

OJEREZAE T 210, Utoav > ReAL 7.

fwlog cmd=change
index=Index

[faciTity=Facility]
[priority=Priority]
[Togfile=LogFileName]
[arcfile=ArchiveFileName]
[Togtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

W, RRCHIA A8 2 ADEETHSIICIE L WHERL 7 7 1 )V ORISR B L
B (A FERLEOY « 77y A IIVERICT 4 — IV EBARR L TWS), &
NHEIN, 77474 —=ET—F00 7 Z2FT\WER A,

T—hA TilonaF > EHET 2551213, facility . priority . B X Wlogfile D
BINTA=F—DPMETY, OTOT—NA T &R L% T, E8EILT 255
3. archive . logtime . BXW arctime DE/NTA—F—%2T I3 7ICLET, 7—
AT - 2aTdaAr2a—)LLTHHHEEITIE. HIBRL T ZI W,

BfEoO T - 77 AIVBRT —5 2 ) A 9212, UWTFToax > RE2HAL X
‘a—o

fwlog cmd=Tist

fwlog cmd=list ¥ > ROEHIZRINEA > T v I ABEMEET D77 AT T+
=)o EHBZHIFRT 5IZE. FOax > REfERALET.

fwlog cmd=delete
index=index of entry to delete

as-E=49-—

log monitor A< > REMHL T, 77— NOEESR| B HikEO ) - E=4—I1C
ﬁBﬁT<EéM075~Fﬁ\Z@ﬂ??F(iti”h”ﬂWTé%Wﬁ?fY
RN OIRET DL EWEIC, FEERFERBNICEL 2SS ICRE s NET,
7I—bMHENSE, LFOZEMETINET,
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1. 774704 —)+ 77— bMERRBIOT7 747U +—)b - OF > UHREICL O
— REZAEN S,

2. fREOX T RINEITEINS,

3. 1 DFLREHEOI—Y— ID ITEBBHNEEIND,

4. Ry b NNVEBIZA Y E—INREEIND,

BED 3 D077 a2 id, TITHRE L EYAEERICE > THEl S nEd,

Ay - E=Z4—HREDYR b

fwlogmon cmd=Tist
75— bREBICA—IIVBMZZ(TRS2HO1I—Y— ID DIEE

7 I — hRERICA—)IVBHZZ TS 200 1—Y— ID ZET DI, AFD
EIIICLUET (BHITI—T—BMT 5% ID ITEEFEINET),

fwlogmon cmd=add|delete
type=id
username=
[comment=]

75— hREBICERITENSIAT FOEE

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

AJA Y ORBEKICEDNTTY 5— hEEHT S L& MEDIEE

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

BEDIZ7A4T794—)b Ayt—2 ID BHEENDIEKICEDONTT S— MRS
THLEMEDIETE

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=msg
tag=
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[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete

type=msg
tag=

NTA—=F—DERIFIUTOEBD T,

type

BMELFEEINLZOY - £ — - O RO Y A TE2RLUET,
AR NS MEIT, id. command msg single multi, host TY,
id WHERIETH21—H— ID ZRLET,

command
E795aAv > RERLET,

msg HEDOOT « Avt—YDEZY—ERELET,

single H—@OI1—H— ID ICEDOVWEEZY—ZIFEEL T, ilfrokil
ZID ITHLUTHY Y =PRI NET, & ID OHT 2 —73,
DA ROBETHLENWEICGET S &L, 77— MNEEHIN
£7,

multi  EHEOI—Y— ID ICHEDWETEZY—Z2IEEL ET., idfrNkigl
ZIRTOI—HY— ID OENT F—DGEED, 20X RDtE
ETHLENHEICETSE, VY I—MNEHEINET,

host HARMKICEDOWEEZY—ZRELET. lfTHRKLIZEFR A
R L THY V=DM S NET., ERARNEOH T 4 —
N, ZOAXROIEETHLEWHEICET D E, 75— bAEE)
INETY,

username

T I—hEEANTE I AT I —INVEREE IO —D A=)l ID
TS, 77— FDOBANEFBIIA—IINEZDIE, BFaT7HDO A=)« B
—N—ZIELHERLESEZTTT,

command

count

time

pager

7 I — MBERCFEITT LI ROARTTT, Z3UL. Efralge7 v 1)
OENALTRINFIRDERAL, 2T, BEOaX > REZDT 7L
MBETEDLLDICTD bat 77 MIICTHIEMNTEETN, bat 77 1)
MDD 7 7 A I ESIRT D512, TNSHENALSRTRITNIERD
FH A,

77— bEHEHTLREER, FrEns - Ay t—20EBOL EWEZR
ELET,

iR 2 D AL CTREL £T, AN hZEEHT HIE. BT > MImES)
D 1 [N S ZORFEFRD S BITEL TWRITIUZARD £/ A, BIERZID
5ZOMMBEDETIONT > MEAhT > bhsitanExd.

B L 72 L EWERTY I— FZEFHLZHEIT, BTy k- Nbeffidsne
IMERLET., ATy b« NVWIRETDIE, Y7 T4 TR Try b -
NIV Z R L X9
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tag TEoA—INZOYT - Ayt— - T (Avt—IHEEE ICA £X) T,
07« 8= —+ Ayt—2 (1000 LD FD ICA #77) FEZA—TEFEH

/UO

DHADA=) « BAABEIREFaT « A=)V RAAS &I Y TT 5121,

fumail I REFHL LT,
fwmail cmd=11ist

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

INTA=F—DEFRIFUTDOEBD T,

secdomain

TORBENTND A=)V« RAA N,

I—HF—IZH 5N TS 4E.
mail A=) s H—=N—=D7 Rl A,

remdomain

TORBENTND A=)« RAA R,

DI—HF—IZH SN TS %H],

T7AT T+ —=I)IVOF 7D

T34 7T —=)IVDIEEF 27l

ETIC R R d s )

Iy hT—2 « 7 RUVAEE (NAT) 13, EFa 7 IP xRy NT—JHNDOY RL A%,
MOEED IP %y FT—=V THANHATESLDIZLT, IP 7 RLADOREFEDE

RRZRML KT

NAT WY R—FT 3% 4 DORAT, XKOEBDTT,

o ZMEBEREAT RLA - SR —AHIE, 28 (K 65536) DY R LA
N, 1 DOBEEA IP 7Y RLAZKATES DI, Ny hotFay - 7R
LABLVOAR— N EEOEWMEENET, 0 1 DOHABEEA IP 7 RL A
X, 0=V« 7 RV AZRLEIA, Z3UTIA T, Firewall (2% L T—EM7z,
B DBERF A > F—Fw b+ 7 RUADRBETT,

s YFaT7 IP7YRLADEW - tFa7 IP 7 RLAOEHIERIZ, IP 7 RL X
B EFRITT H720IC NAT 208 ETEH—@#HOFa7 - xy hI—2 - 7 RL
AEERLET, TIHINIEST, Fvy hT—0 « P RLAEHT O T A
3, IXRTOEFa7 IP 7RLVAICHTEY RUAEHEZFEITLET,

« TFaT7 IP 7 RLADBRS - EFa7 IP 7 RLAOKRAIEBIIR. IP 7 RL A
B EITT D201 NAT Z20EELBVW—HOYFaT - Fv hT—27 - 7R

10 IBM Firewall Windows NT fi: figais



L 2AZERLET, T7RLANEF27 IP 7 RLUAOKRINEE THRE S 1172
NIZIZWIRD, *y hT—=2 « Y RLAEWBMT O I ME,. T 74V Micko
T, IRTOEFa7 IP 7RLVAICHT DY RLALHEFITLET,

c EFaT7 IP7RLZAOY YT - FaT IP 7 RLAOYy JHEHAR, £Fa7
P 7 RLAMSBEFEH IP T RLAAND 14 1 DYV ETEEHRLET,
DIPTRLAD 11O ETICES>T, MY T r—a -1
78 (FTP 2547 > hERIE Telnet 7547 > k) &, ©Fa7 - Fv
KT —VWNICHFEET B —N— X ICE>TTCP a0ty b7 v
INTEBLLEHITRDET,

NAT X2 ROEXIILLTOEB D TY,

fwnat
cmd=1ist | update | verify |shutdown | startlog | stoplog

INT A= —DEFBIILLFDERBD T,
fwnat cmd=list
BED NAT #pkEU A RNLET,

fwnat cmd=update
NAT >0 >2>Z2UT7Lbvwialfxd,

fwnat cmd=verify

RO URAEZ L £,

fwnat cmd=shutdown
7 RUVAEMETRTEILLET,

fwnat cmd=startlog
BHEHINT y T RTOOF > T E2HBLET,

fwnat cmd=stoplog
BFE SNy I RTOOF > T &2FIELET,

LB —JAEH % NAT MERRICBINT %1213,  type=many-to-one Z#HLET,

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

INTA=F—DEZRIFILUTDOEBDTY,
type=many-to-one
ZyE— HEZBML X,

addr= Addr
BEEAT RL A « T—)UNTIBINS N B EE A IP 7 R L A DO#HPH 23519
5P 7 RLA,

timeout= minutes
NAT INVEEREHA IP 7 RLAZMRIT BRI, 7 RLAEWMZEZT A RILDE
FICLTHBUIT2EEHE (0 HALD). T 74 )V M 15 T, #ipHIZ 5 ~ 45 TY,

SR —IHHZ NAT #RTEET SIS, UTOMXEFERLET,
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fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

NITRA=F —DERIFUTDOEBD T,

index fwnat cmd=Tist 23795 &, FrED NAT HHEHODOLEF OWICHESTI/RI N
£9, index /NT A—4—DFE NAT HHOESZMHEHL £,

addr=Addr
BEIAAT RL A « T—)UIGBME N8B A IP Y KL ZAOHIFZ #5179
5 1P 7RLA,

timeout= minutes
NAT VB EREA IP Y RLU AZMIT SRIIC. 7 RV AE#ET A RILDE
FICLUTBUIT2EEE (HAD). T 74 )V M 15 T, #ipHiZ 5 ~ 45 TY,

ZHIEH Z NAT Wk~ 7 1 VITIBINT 51213 type=translate %, NAT &7 7
T IVINE BRIV T B1213 type=exclude ZEHL £

fwnat cmd=add
type={trans1ate|exc1ude}
addr=Addr
mask=Mask

INTA—=F —DERIFULTFDOEBDTT,
type=translate
ZHIAH 280 £7.

type=exclude

BROMEEZBML X9,

addr= Addr
EAELEETHEF2T IP Y RLAOHMZFNT SIP 7 FL A,

mask= Mask
IP Y RLADHIFHZFR L £,

IR E £ /2 13BRINVEE & NAT HR 7 7 1V TETE T 51213, ITFTOECE#FAL
EJCIN

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

INT A= —DEHBILLFDEBDTT,
index fwnat cmd=Tist Z3f79 5 &, FrED NAT HHEHOLEH OWICE SRS N
£, index /NTA—F—DFKE NAT HHOFRSZ/MHHL X7,

addr=Addr
BAEVIEETHEF2T IP 7 R ADOHEMZE#RNTSIP 7 RL A,

mask= Mask
IP 7 RL ADHFHZFHA L £,

< JHEEZ NAT BRRIZEMT 21213, type=map ZHHL £,
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fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

INTA—F—DERIILLTFDOEBD T,
type=map
<y JIHAZEBIMLET,
secaddr
FREDBERE AT R L ANOERDNBE IP 7 RLZ,

remaddr
BELFaT « 7Y RLUANEMINDHEREAT R A,

~vw JIHEHZ NAT R TEAE T 5IC1E,. LROBXZHHL X7,

fwnat cmd=change
index=
[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

INTA—=HF —DERIILLTOEBD T,
index fwnat cmd=list 25795 &, FED NAT HEDOLEFOMICHEFTINRIN
£9, index /XT A—F—0DFE NAT HHOEZESZFHL £,

secaddr
FREDBEFHE AT RV ANOEBMNLE IP 7V KL A,

remaddr
BELFaT « 7 RV ANEMINDEEHEATY RL A,

RTy b - NJIbADB

ATy ke NVBEHYR— NERIEEETDE, 77 AT U4 —IVITBAT I— b0
FAELEE, 77147 04— NN AT LERBEDORT Y b« RV Ay E—T%
EELT, EHFONMVTHLEZTOXDICTSHZENTEET., EL#ESES
7Z9121E, fwpgr., fwcarrier, fumodem A< > RZ2ffi> T, TNZENRT v k- N,
WEFEEET—EA, ETLEZEETZ2LENHDET,

Ry b - RIVDERR

fupgr AX > RIE, 77 AT T4 —INTFIWNEREDLT T4 TR Ty k- X))
DINTA—F—ZRELET,

Ay b X)VEYZARNTSHIZE, LFOoax > REFHALET,
fwpgr cmd=Tist

Ry bk e X)EEMT2ICE, UFoaXY > REFEHLED,

fwpgr cmd=add
carrier=
modem=
pagerid=
message=
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BIEERSE

BT R e NJNVDONTA—F—2EFHTHIZE, LFOax > REFHLET,

fwpgr cmd=change
[carrier=]
[modem=]
[pagerid=]
[message=]

NIRA=F—DERFIUTDOEBD T,

carrier
(fwcarrier AX > RIZEL->TC) BEFEEDOT —IR—RATERINTNS,
WEFERFTT—EXDLREITTY,

modem
(fwmodem IR > RIZEL-T) BT L * T—IR—ARLEHEINTNEET A
DHRTTT .

pagerid
MEBEENED L T2, 2—F—DOKRT v b« N)VEFO#BIES /13
%ﬁﬁf—é—o

message

By b SVERICERBEOERT S A v — U TY, BEREEME
BELTOAH—ERITHD, KEATFA b EASNLET. Thid. BEE
BEOREMOR/MEE FEZH, 200 LFEBAS LD IRTENET,

fwcarrier X RZFHL T, HHLTWBRTZY Y K« N« H—EZAD/NT A—
H—mHBELTLIEIN,

BEFREZVANT2IE, LToav > RE2EMLEXT.

fwcarrier cmd=1ist
carrier=

WEFREFELZEMT 2T, BLFOaY > RZ2FEHRL XTI,

fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=
baud=
parity=
databits=
stopbits=

WEFEEDONITA—FY—ZEETLHIE, UFoax > RedEHALET,

fwcarrier cmd=change
carrier=
[dial=]
[method=]
[password]
[Tength=]
[baud]
[parity=]
[databits=]
[stopbits=]
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T LR

WEFRREZHRT 212, BLFOa~Y > RZ2HERL £,

fwcarrier cmd=delete
carriers=

INT A= —DEFRIZLLFDERBD T,

carrier
BIEEEE DA

dial BHILT TAP H—EZADEDIGREEEEDOET LEBHBHEIEE L RITN
3720 F8 A

method
EI1Z TAP TRFHUIRD FH/ A,

password
WEFEZET—EATHREELSSBRWED, ZNEA T3 a>T7,

length BEFHFEZDODH—EATHFAIINTNIRAA Y E—ETT,

baud HREHFEEOHY—EATHR—FINTWEIEBEFEEOSWVWR— " L —h
ZHRELET.

parity WBEFEEZEOY—EATHR—FINTWEINY T4 —REDY 1T, Ih
I3, TAP 70 k)L OB/ 574 —T9,

databits
WEFELEOT—EATHR—rINTWVWET—% - Ev FO¥, TAP 7O
NV TI@EE 7 T,

stopbits
WEFEHEOT—EATHR—FINTWVEA YT - Ev hO¥, TAP 7
O k)L Ti@EY 1 T,

BTy b« NVOBHAYR— b ZRET 2L, ETLEMRTL2LENH D E
EE

Ry ks N)VAEEEZICRTYY b - N)VOEREEETE-DDET L ERERK
TA5I12E. fwmodem IX 2 REMHLET,

ETLEUARNTZIZIE, UFoax > REFHLET,

fwmodem cmd=11ist
modem=

ETLEBEMNT A2, UFOaY > REFHLET,

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

ETLDNTA—F—ZZBETHI2E, UTFoax > RefFEHALEd,
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fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

ETLZHIBRT 511, oI~ RZ2HHLET.

fwmodem cmd=delete
modem=

INT A= —DEFRIZLUTDOEBDTT,
modem
TTLDARITTY,

comport
ETLEHEHRTSHUTI COM R—h, 2@ COM H"—rDET AL,
Windows NT > AT AICEET HARETEDH D FH A,

initstring
ETLOHHHREA N 2T, XFFDINTA—F—IL AT 5T L - I
RIZH > TWRTNIXR D FRAN, XFHO—HE LT AT ZHAAALT
B0 ERA. HELENTA—F—|L, BEEEEOTT LOEEEHIC
BV TRHELRTNIXRD £ .

outsideline
RN D I <BREHEH.

Ry b - RIVBRRDTR b

BHORT Y b

TOT4TIEARTy ks NVZELSHERT ZI2E, UToav > ReffL &
j—o

pager
carrier=
modem=
1D=
msg=

INT A= —EFKIZL, fupgr I ROLFEEFEL T,

Ny

BT VT4 TIRT v b« R)VEEBETLHENDH5HI1T1F. KoLSITL
S

s BERBEFEEECETLNIRTERINTNSLLIICTS

o fupgr WKV 247 > REMEHL T, Ry b - NIUEREEEBIOMRET 2

* ROOTDIR¥config¥pager.cfg 7 7 1 I)LZIE—L T, N0 TWHAEIZAITS

o TRTOMSE pager.clg7 7 TIIVODAE—=NTEDLET, JIORT v k- X))V
REERELTENEIE—T 5

o IEENMLT DREER Y 7 1 )L %, ROOTDIR¥config¥pager.cfg ICIE—LET

27 NEEEFTIHEITIE, Windows NT D at AX > R&2ffio TAT Y a—ILiEH
TaTdERELT, £¥T FOBDICHREOBIEZHERICHEDETLIICLTL

7230,
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Z0aAX 2y RIFE, FiHI—Y—2BMT20nELE BEV7 77U+ —)b - 1—
H—0 1 DFERBFEROBMEEZELTLE T, TXRTONTA—F—L, T 74V b
EEFONELITIH S ~EORETIIAEONTNNCADET., cnd=add DHA.
T4 MEIMEE SN ET, cmd=change DA, HEDBENMEESNET,

fwuser cmd={add|change}
username=_LoginName
[fullname="UsersRealName"]
[password={yes[no}
[pwdvalue=Password]
[Tevel={proxy|admin}]
[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]
[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]
[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP
[key="SecureNet Key Code"]
[histexpire=HistoryExpiration]
[histsize=HistorySize]
[Toginretries=LoginRetries]
[maxage=MaxAge
[maxexpired=MaxExpiredAge]
[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]
[userchng={yes|no}]
[pwlocked={yes|no}]
[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes
[fg_logmonitor={yes
[fg_Togs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjsl={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

no}]
]

no}

BEERNSA—4—

username
Zoa—Y—onasA 4,

fullname
A—H—=O T F—L, Fld, TOI—F—ICBTHZOMOMEL (1 17)
1EH. ZDMHEDOHFITAR—=ZA 2 AND AL, HIZES AT CHOSNIE
MHDFET,

level 7 7#)l MEIZ proxy TY ., ZHUT. fERS NS 21— —0N > 7)) 70O
F— AP —F7~IT Socks T—H—TH 5D & RLET., EHEMES
=T BIOEHEEL, YoFo— - - —iid@Ef I nE .
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key  I—%—® Digital Pathways® SecureNet¥— « 71— ROFRIEICH AT 5 F
—o ZOMEIZIIHT AR—=ZAMMADDOT, ZOMEIE-EIHFTHERTN
3720 £ A,

FOEE

PARICRT DO, SR FEAB I ONFIUCHINT DT, fuuser IR
DIEITEB/NT A=Y —DRAFEHNOFHEZ, LFNIORLET,

* permit- §XTZFFA]

« deny- $XRTZEHIL

e password-7 7 774 —)b « INAT—R
« NT- NT ouaZr/ %> - )XAT—R

* snk-SNK

* sdi-SDI

o user- T—H—fE DG

+ userauth2-ZL—H— i‘mﬁ#@nm

« userauth3-1—H —#2 kDR

secftp tF a7 - A —T—AMSE FTP OJ A 2751200 R. HR
721X, deny. permit password NT, snk sdi. user userauth2 userauth3
T9., T 74J)V 3. deny TT,

remftp
FtFa7 A2 —T—ANS FTIP OJA > &275700RMAF. A
272, deny permit.  password NT. snk sdi. user userauth2 userauth3
T9, 774V, deny TT,

secauth
ttFa7 . A =T —AM5 telnet Dﬁ’f /7“6_??5 f;&b@wunijjf ﬁ
#h7efiEld. deny permit password NT. snk sdi. user T3, 7 7 %)L M3,
deny T9,

remauth
FEtFa7 A2 =T —ANS telnet OV A > &21TI 72D DIRBIESH K.
FH#)7eMEl,. deny. permit. password NT. snk. sdi. user userauth2
userauth3T9, 7 74 JL hid, deny TT,

secadmin
tFaT AT ANS Ty AT I IV ST > k-0 )
A 2 ETFO DDA SR, ARh/2fEIZ, deny. permit  password NT.
snk, sdi, user userauth2 userauth3Td., T 7#JLKE, JOF— -
—H—D&EL deny. 77 AT UA—ID 1 KEHEDEZIT NT TY,

remadmin
FFay AT —ANST 7 AT T+ =K 47>k - O
TA 2 EITD 120D K. AR/ MEIL. deny. permit password NT,
snk sdi. user userauth2 userauth3Td., T 74J)VhNE. TOoFi—-
A—H—p&Eid deny 7747 T4 =)D 1 RI—PF—DEET NT T
ER
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secsocks
774 7'72“—}1/0)123\—17 A RS Socks 7 747 > b EEHRT 572
@D Socks5BIESH R TY ., A%h7afElL, deny. permit password NT.
snk. sdi. user userauth2 userauth3TTd,

Socks5H—/\—M i EEREEAE 5 X (Challenge Response Authentication Method

(CRAM)) Tlid7z<, Z—H— ID /| XA T—RK « 25 A )V DRt X THR
SNTWBHA., SockssDODIL—H— ID/ NNATU—K 70kl SNK
DWERZEZFRTEIRWNWZD, SNK IFEHEL /A,

7 7 %)V M3, deny TT,

remsocks
T7AT7 T4 —=)IDItLFaT - YA RIS Socks 7 747 > M EHE#HT 5
7=8® @ Sockss#at FINTY . A#)72fllZ, deny permit password NT,
snk, sdi. user userauth2 userauth3TTY,

Socks5H—/N\—NInE iERFRAE 5 (Challenge Response Authentication Method

(CRAM)) Tld7s<, I—H— ID [ JSAT—R « 25 A )L DB THERR
SNTWBEE, SockssDIL—HF— ID [/ JSAT—R -« 70 ka)LA SNK
DHERZEFRTER W=D, SNK IZEIEL H A,

T 74 )V M3, deny T,

sechttp
TFaT A =TT —ANSD HTTP ERICHT 258iEH . AR 72 fE
. deny. permit. password NT. sdi. user userauth2 userauth3TTd,

HTTP 7O N )L TlE SNK DR ZE L—H—ICEKIRT 2 HIENRWZ
SNK ZHHR—FLEHA, SDI FHYHR—FLTWETMN, SDI /XA - O—
RTIRR<NAT—REANTEZLOEREINET., 2—F—I1ZHHD SDI
INA « A= RZEADLTLIZS N,

E: fwdfuser Tld, FOFIESR T 4 — IV RIZ SNK £ 774 7 T4 —)b « XA
J—RERETDHZEEITEERA,

7747 94—=) - NAT—F - NSA—-H—

password
AT —=REANTBHEIDICERTZTO T NEeERTEINESIMERL
F9, AN TE, RAAXMEESNTVWSEEIIZT O T Rtk
IRIN, T THERWESICENAT—RIZT 74 )V ENFRISNET,

pwdvalue
NWTWiE, A7 UT S - TSI THEDINET, TONTA—F—
W, NIA—F =Dz A< RITICEETES LI ICLET, ZOfEITT
FARNTANEINDDT, BHRAZTNTHRERERWZI EITHEELTLES
W, T 74 MIHD EH .

userchng
A—H— TIR—ALCBITLERELE T T T OREHEERE L E
. flyesZiRETHE, BHEOLEE I I V2R ELET., ZOHG., 2L
—Y—3RMOOTF VRN AT— RELEBETLHLENHVET, T 7+
JVMIE. no T9, ZONTFA—4—Id, password=yes/N T A —% —&
pwdvalueZ /NT A —8 — N REINZIHBEDAEN T,

1% IBM Firewall <> RfF1( > ¥ —7x—A0fHE 19
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pwlocked
NAT—=Ray 7 INMEINZEZRLET, EERKEELDZLOY
A MMRET B, Ov o7 hETORERMEE L THEE L7 EE DM/
AT — RS NRNWE, yes ITRESNET,

histexpire
A—T =S AT— REHAIHTELWHIZ (B¥EA) €L 9. ZOl
W BN U TY, ARhafElE, 0 - 52 TY, fE 0 IZRFRIHIBRAGR
EINTWRNWIEEZRLET, T 74)V MAER, 0 TY,

histsize
A—H—NEHHHATERVATONAT— RO¥ZERELET, ZOMHEIT, ¥
BARY U TY., ARIMEIL. 0-20 TY. histexpire=0 OLFHFITDH
AHTT, 774V MEIZ, 5 TY.

loginretries
BB LI=0 A 2%, SATLMT NI a2y 7 dTH5ETOD, O
A VRfTORMEEERLET., JOMEIE. BEAN) ST, B
fflx, 0-20TY., F74J)VMEIL 10 TY., TYoOFEIZADMHEIT. RE
MBEINTNWENWIEEZRLET., WoltAd—H— - T HT > Oy
vEINBHE, AT LEHEIN pwlocked & NO IKRRET S E T, I—H—
(= A G Q< /A AN A = S

maxage
ISNAT— ROBREAM GEEL) 2E&HLET. /SNAT—RIE, SHEEHE
LT nEm0 . ZOMEE. BEAN) U T, ARh7sfEZ. 0 - 52
TY, 0l IREAMHMNRESN TV NI EEZRLET, T 7401
&, 13 T3,

maxexpired
I—Y—DEFNHIRENTNIZNAT— REEETESLXDIZ. maxagefEz
A SRR GEEA) 28U XY, ZOEHZSNERFHELRIZ. /SNAT
— ROAEFIEHI—HY—LMNTEETAL, ZOMEIZ. BEARN) T T
9. ARRfEIL. -1 - 26 TY. maxexpired/@IEAY 0 DE. maxagefldic
725 ENAT— RIZEH L £, maxage/EMEDN 0 DS, maxexpired/@ ik
WBEEINET, 774V M 3 TT,

maxrepeats
HRNAT — R T FZERETE 2R ZERLXT. ARI2MEIE 0 ~
8 TYM, M 0 lTEH®RNADHD FHA. E 8 1T, BABNZNI LERLE
T, 774N 2 TY,

minalpha
FHINAT — FNICAN OGNS EFOR/NIZERLET. JOMHEIT. B
AR T TY, AR75EIZ 0~ 8 TIA, i 0 dm/NENnWZ &%
RLET, 772K 4 TY,

mindiff
H/SAD— RiZidZemn o7z, Hi/N AT — RNICKLER X FOR/NEEEFR
LEd, ZofElE, BEARN) 7T, AREILZ 0~ 8 TIM, 0
RN NWZ EERLET., T 74 M 3 T,
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minlen
INAT— RO/ EERLET., ZOMEIE. BEARNY T TY., B
X 0 ~ 8 TYA, il 0 BRm/NEN NI EEZRLET., T 74K
1%, 8 TI,

minother
FRNZAT— RRNICANS N2 B FLUNDOLTFOR/NEEERLET, D
fEld, BEANY > TY, ARMEILX 0 ~ 8 TIM, il 0 ITH/NEMN
BWZEERLET, T74I KNI 1 TT,

pwdwarntime
INAT—ROEEMBETH D ENIEEEZ AT LANNTETOHKZEE
£LEd., ZOEIE BEAN) U T, ARIEMEZ 0-30 T,
OFZIFADMHEIEZ, AvE—IUNbiHEINTWERNWIEEZRLET, T7
+ )l M, 5 TY.

EEBEIIN-T

fg_al 7747 4= I)VOTXRTOEIIH L TIOEREEZTIT 255, YES &
ANLET., 774V KE. NO T,

fg_dns
RAA 2« 2—Lh - U—EXOEMZEHHFICH T L85G, YES ZANIL
F9., 774V KE. NO TT,

fg_interfaces
T7AT T4 =) A 2H—T - ADEREELEICH T 2855, YES
ZANLET, 774 KME. NO TY,

fg_logmonitor
oy« 84— LEWVWHEOEMZEREICHIT25E,. YES AL
9o T 74 MiE. NO TT.

fg_logs
O EREOE M2 EMEICH 5858, YES ZANLET. 774k
1. NO T9,

fg_mail
T7AT7TH=) s A=)« =T 1 OERZEREICHFTT D55,
YES #A N LET., 774K, NO TT,

fg_netobjsl
Py hNT—=0 - F TV NOEREMEEREITHTITLHE, YES A
HILEd. 774 ME NO TT,

fg_netobjs2
Iy NT—0 - F TV NOPREMEEHEICH T 585, YES A
HLUFET., 774V ME. NO TT,

fg_pagers
ATy bk -ty N7y TOEREERFICHIT 55, YES 2 AT
LEd., 774V KE. NO TT,

fg_proxyserver
Ty7AT7I4—=)b TOF— « T—F > OBREERFICH T 5855,
YES #AILET, 774V M. NO TY.
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fg_traffic
N7 4w I HEOERZERFICHTS5E. YESEANLET, 77
+)V K&, NO T9,

fg_user
T7AT7Ix—) - I—PF—OEREERFIFIT25E,. YES ZANIL
£9. 774V KE. NO TT,

TRTCOIT 7 AT I4—)b» I—F—DIXNTCOREEEZIT 1 DOBE T 71 T I %
— )b =T —FXRTCOEMEZ) X FT2I12E, ROXHITLET,

fwuser cmd=11ist
[username=username]

[type={short|Tong}]

type={short|long}
usermamez i L TWAHE, #1 7DF 74 )1 M long TY, usernamez
AL TWRWES, 774 )1 M3 short T,

T7A TIN5 =P —2WOR<IZIE, ROKIITLET,

fwuser cmd=delete
username=username

IBM Firewall Windows NT filt: s



28 VAR—bF - -2—FT12UTFT1+—DERE

AFE T, IBM Firewall DL AR—F « T—F 4 U T4 —DEAEICDODWTHBEL
T, LAR—h - I—=FT4 VT4 —DOFEHWIE, Z7A4T70+—)b-045 - T71)
MO EHIERICET ST —TINERO 7 7y ANV EERTEHZETT,

52, TIIVERD T 71 IV &AL TE, DB2/6000 £7-13 DB2/2 Iz EDFT—4
R—=2 + VAT LHNDT—TINZA >R —RTHZENTEET, HFHEFIL Bl
MEERE (SQL) 2L Tr—4 2L, LAR—NEERTHIENTEET,
DA—T4 VT4 —dFk, EHEN T 747 U4+—)b -0V « Avt—18T
L0 TRERTF AL « 77y A IVEIERTE S L SICLET,

LR—R - 2=5 4 UFq—ik BFOTOSTLET 74 b SHRENET,
fwlogtxt
TyAT A=) 0T - Ty ANMNE, TIVTFFAL - Avt—T&AERK
57005 I
fwlogtbl
DEL (RUID) BT, 7747 U4—) - O BLIY sun s, 75
N=A s AZR=b - Ty AINEERTHTOT T L

fwlogtbl 71075 A8 X DDL, DML, DEL D& 7 71 IIVEMHT 51213
JbL—>aF- ?~&N ADMHEHICET 25 TOMGEEZSLEE L, #Y)
mUL—aF) s T—FR—2Z8GZFH LU0 £48 .

fwschema.ddl
SQL 7—#E# (DDL) AT — KA DT 7 A )e T—FR—Z 57—
IVOFEFICHEL TWET,

fwimport.dat
DB2 { >R—b +« AF—bA> DT 7A1)b, DEL 77 )V ET—HX—
A+ T—=TZA AR —FTDBDITMLTVWET,

fwgrysmp.dml
SQL 7—¥#ESEE DML) AT —hA DT 7)o 2T - LR—
NOERICHE L TWET,

fwlogevrt
Windows NT 77 7 U+ —)L - OVEXZE AIX 7747 T+—) - 0T
RICEHT B 707 T L, ZHUTED, HILW Ay E—JIF@REINETEA
M. ZOENDORTIIMEOEGI LD LR — MERY — IV E LT EF X 51
BIETEZ 2L ET,

DM.774»&DML774»1 DB2 77 IU—[MEEDOHDTIMN, foF—%
B AT ATOMEHICEOETEFE TSI ENTEET, DEL KX 7 7 1)L
M‘DMMWQDMQ\BiU%@@@?—§N—X-&X?At774w-92
TLANEZEBIZA R —F (B—R) §52EMNTEET, BRANHMARZ EITkD,
DETHIUIMDOIERITEET T2 I EMTEET,

© Copyright IBM Corp. 1994, 1998 23



VR—=b-2A=F12UFT1—DERE

2T, ax RS L AR—h c A—FT 4 YT —ZHERT S HEITONTH
BLET, 79147 MDD LIR—b - =54 U T4 —OHHEICET S
FERIICDWTIE,  IBM Firewall fEHEZEDFEFE 2ZBL T EI N,

ARRENS Ty A T4 =) 07 « 7y A )VEFERTSHIZIE,  fwlogtxt L—
FAUT4—2EHLTLEIN, FHlicOnTIE, sR=2D [T 7z L 774
D07 - D2 Ao iutr—VOERIEBRL T EE 0,

OJERICH EDELHR—F2AERT 212 KOLDITLET,

1. Ub—>aF)« F=IR—28G %A > A —)LT 5,

2eDT—H N—AZMERT 5,

ZDT 7y AT TH—)b 0T « T—T)E&T—FN—ZANIIEKT %,
T—INMERD T 7 LIV EERT 212iE.  fwlogtbl E:?yFﬁ@6£ﬁTé

WRELUTERSNZ7 7 1IIVEAAR—FLT, BY « T—=HZEDT—FINX
~x€¢%¢éo
6. SQL AF—hA>RF/ZIE SQL 7OV I AZ2FEFTL T, LiR—b2EKRT 2,

o bk 0D

E ORI 3 ATy SE. —EERTSZTTIN, BOOATy SdEHLnwos .
T—HEFHTEICEDRTHLEND D ET,

IBM Firewall
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AJER

T7A7I4—)V 07« 77 )OFEHEHOEXIT, ROEBDTY,

Date Time firewall_name:year;pid:Amsg_num; msg_ID;var_l;...;var_n;

ZZTIiE, UTFToLSIcib£d,

s ®AID 3 74 —JVE, date. time. LU firewall-name 1. 777U+ —)b
OO JHREIC XK > TEINE N5,

o year |3, 4 LFETEITH,

« pid &, HEMNEHINASAL v B D,

¢ Amsg_num &, LAR—b - 1—F 1 UT 1 —7h fw_log.cat 7 7 1IN 5EMT 2
BEA Y tT—2 « TFARNIT VAT 2EEOEFES. B msg_numdE i
IZiE, Oy - LXIVEESCE (A) <5, ZOE#IE, V7 z2R-k7 Iy b7+
— L&, OVEROBENOW G ZXHLET,

« msg_ID &, Avt—T0#BIES (ICA0001e 75 &),

e var_1-n 1, Avt—IFBOMEEERT. nld. AvE—IFRNOEEDE.

F AMOLIO—RET A7 U =)V - O EFRLCT 7 AIVICUF AL LW
TLEEW, ZO&5RVI—RiF, LR—F - 2—=F 4 UT 1 —ITHhERT
=Xy bE—HLTEET, PHTERWHRNECDSZENHD T,

a< > R fwlogevrt 2 LT, 2@ Windows NT OOV A2z AIX OO
HITEH L TL7ZEW, IBM Firewall AIX RO Y #HR— 95, WOEBIHED
LiR— MERY =V Z2FHAT 2. ZOLDCTHIRENSLBEENHD T,
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ZHTIE. msg_num®@REiD A O F - LAR)VEEEMBRE I N, firewall_name & year

DOV > DRIEIZT T 2 I FM 2 DEASINET,

INTGA=F—=IZId, ROBDORHD XY,

input  Windows NTfRO 7 v A 7T+ —) - OUMNSUF A LT K INDHEEHEAT)
T,

output
TyAICIUZ AL N TEHEERTITT,

— fwlogevrt  #83C

fwlogcvrt

fi:
fwlogcvrt < fw980212.70g >logcvrt.out

7274794 =)b- Q0 - 77M4IDS5DAyt—DER

fwlogtxt IX > RZEMHALT. 77047 U+ —)b- 07 « 77 A )LOHEEMN SHHH
DR[EER A v E— &R L E£T,

INTA=F—=IZIL, ROBDNHDXT,

input 77 A7 U4 =)V OF « Ty A5 OFEHEATTT,

output

BT

— fwlogtxt #X
fwlogtxt

%

fwlogtxt < fw980212.1og >logtxt.out
fwlogtxt < my.log | find "ICAQ"

fwlogtxt IZII/NT A= =136 d 0D T A, BEHEANNSIEREZGAIAS, FERE
EREHJICEESHLET,
F—IR—=R A VR—PF - 774 IVDER

a2 R fwlogthl Z#HAL T, 7—7WERXDO T 7 1)V &ER, EEEFLITEM
LET. ZOT7—TNERXDOT7 7 A IS LER— MERDZDDT—F RX—Z « 5
—TINVEERTE LT,

INTA—=F—=IZIF, ROBDOMNHD LT,
input 7y A7 TUx—)b-07 - Ty A),

285 LR— b - 1—5 4 T4 —OfAE 25



26

output

77 ANV, ROBORH D XT,

— fwlogtbl

R

fwlogtb]l

a_alert.tbl

f rule.tbl
f_info.tbl
f_match.tbl

f stat.tbl
interfaces.tbl
nat_info.tbl
p_info.tbl
p_ftp.tbl
p_http.tbl
p_info.tbl
p_login.tbl
p_stat.tbl
server_info.tbl
session.tbl
s_ftp.tbl
s_info.tbl
ssl_info.tbl

BxX

-a

fwlogthl -a

-w [-d OutDir] [-su]LogName

-d :c¥reports fw961031.1og

-w MEOHN 7 7 AN ZBEEWMADL I EEZBELET, 77 1IN VWEAIC
13, fwlogtbl 237 71 )V Z{ERL L £,

-a HERRENTZT7 7 A INEGFEOM T 7 7 A IVITEBIMT A5 E2EELET, 7
7 A IVINI2 WG AL, fwlogtbl 737 7 1 )V ZERR L £,

-d AT L2 M) —Z@HILET.

OutDir

M7 7 ANTRTERNT DT 4 L7 P —2FELET. T4 L7 KU
—ZMHIRELBEWEA, BHh 7 70 IV3BRITT 4 L7 MU —ICKRMmE N E

ED

-su LogNameld AIX su 0% -« 77 VDA THD ZEE2BELET. LN
5T, Windows NThZ 71 77+ —) Ui, $ERD AIX R7 714 7T —)b
MEDT AT ITr—)v T7AIBXN sudy « 7y A1)V Eli U TE
EJC I
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LogName
Ty7AT7T4—)-0F « 774 )VEZIZ AX su OF - 77y AL ILVEFEEL
i@—o

W7 7 AINVBITERBEAHTI A, fwlogthl Z2RITRICOAE—FHIIHREE TEE
T, HAh7 71V D AED ASCI (DEL) 7 7 1 IVER T, KED XFITLF
AR 73 MEHTIC, AT LXK FELTEIaOy () 2FEHALET,

Ay t—YOFMICONTIE, BRX=20 MRA Autb—D1] 28BL TS
(/)o

LR=PF - A=—TFT4VT1—DHBT—IRXR—RADEH

Oty a TR, TIR—ADER, T—IN—ZAANDBERDA > HR— K,
BEIARVAR—FOBARHES, 7747 U+ — IV TRESINDZ 771D WTHE
L X9, DB2 BH2%LE, di2 AX RE2INSD Ty A I THHATEET, (db2
a2 RIZHELILZZHEEMN, DT —FRXR—Z « IFXx—T ¥ —IZFEET DT END
DET, ZOT77AI)E, T LAEETHATSDICIIEENLER I END
DET, )

db2 I~ RZETTBHITIE. DB2 21 A h—=I)LL., "1 > AY A ZEFRLILT
NIV EEA. DB2 DA A M—IVERZZRL T /ESI W, HMIZ. DB2 ©O
ROREMERALTT—FR—=Z « OAX 2 REMERL., BOT—H RX—ZZER L7
D ER A, (FN%E fwlog EMERZ EICLET, ) FHUCE, I~ > RfF
WZROEDITAHLET,

db2cmd

KIZ, #ERD DB2 AR - U4 Y RUTROEIIICANLET,
db2 create database fwlog

Z D%, fwlog T—4 X—ZIZHEH LT iuden £48 A,
db2 connect to fwlog

db2 IAX>RD vf A7 >3 i, ROLDITHEHTEET,

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwgrysmp.dml > report.out

INSDOATY TE, Koty a THLFHINTVWET, ThEn0HEE
IZDNWT, I—H¥—I3EEH S BloZNZTHUIDONT, 77U Y A LT R
Nz) ZEEICHRDZLENHDET., 1 oh— FOHFHFITIT, TNENDOA > h—
ke ZF =M A RDMER L7z msg 7 7 1 IIVEFARZHENH D T,

T—TIVDERK

I > R db2 -vf fwschema.ddl > schema.out 1%, HELET—TIVEA 2Ty
AZEINXNTERLET, 2OaAXRZ 1 EHLET, 7710774 —I)LOA Ak
—IVEBENENWTL LD, ZORNFETINZEEOBREDOLI—F— D &, 7—7
IVOERRAE ID IZ/8DFd, 2D ID IE, #D SQL AT —hA Y FTTF—TIVAE
fii7 (creatorid.tableNaméx &) ELTHAINS I ENHDET, /2L, AT—h
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A2 SZFDOERE ID FTEFINTWEEEZREET., L2> T, fER#E ID
A LRWESICIE, —9—13 fwimport.dat 7 7 -1 JL & fwgrysmp.dml 7 7 1 )L
EHREL T, 1B ID 287 — 7 NADRICANDRHENH D £,

ROOTDIR¥sample¥report¥fwschema.ddl 7 7 JLIZid. fwlogthl ZMERLL 725 — 7)1
BEROT7 74 ImEL I— REZITWSDICBLERT =Y RX—R + 7—T )L & VER
9% DDL AT —hFAYENRZENTVWET, ROOTDIRIZ., IBM Firewall D% —
Ty bh-Ob—2a L TA AN IIVOBICERLEZT ALY MU =TT,
schema.outZifiRXT, XL —2a RNl LEnESNEHEL 7.
fuschema.ddl 7 7 f VD AT — KM A NI, BHROFETHEHLEZD, SE£IFhT
—HINR—=Z + VAT LATEIEZDICEELZDTEET, (—Y—id. =74
EHTRBEEEL TR0 EA, )

T—IDA R—F

a< > K db2 -vf fwimport.dat > import.out X, 9XTD DEL 7715
db2-vf fwschema.ddl <> RAWERL /=T —7 ) AT—F%&0—RL %7,

ROOTDIR¥sample¥report¥fwimport.dat 7 7 -1 JLIZI&, *tbl 7 71 )75 DB2 T —
IR=ANT—HEA R — T HEDDAT— AL ROY > TINRA->TNE
T, PZIR—2 [F—7 WOERIITHIAL LD, 1 > F—hT 21— —0F
— TNV DIERRE TRWES, fERE ID 38T — 7 VA DRI ANRTIUIR D £8
Hoo

FA R —b « AT — R A NI, BEEHDTHEREZERL. BIMERZ tbiname.msg
77 AIHERLE T, I T, thinameld &1 >R —h « AF— M A MEEOHD
TS, =T —EWmAHFDOHNERETH T, 1 B — SRR L 7=0 E S »ZHk
THMENHODET, DB2 DLHIBTOATIALATIDT 7 AIIZHBA HR—b -
AT —hAZRETRTEFTTEHEEE, I—TF—3EEENZ T 7 AU T A
LKL, ZOT7 70V EE msg 7 7 A IVEFARDZLENHOET, >R —k -
av > RENZTIUL. BILZD msg 7 7 AIVEERLET., £2, T—FX—ZARNIZ
WEITLZHL WO NS D EEITHIC, db2 -vf fwimport.dat > import.out  I<
CREERBITIALENRHD ET,

KEROT « I7yA)INEA 2 HR—FT5EE, ARYU—FREFTAAY « AXR=Z
MEBIHMETHBE I EERTRBREEDIC, SQL TT— +« A—RNERIND T &
MHDFET, 72& &1L, insufficient heap space F7zId transaction log space
EVWH A= NERINET, ZTNEDOLT—IE, T—FRX—2 8 F 7213 fwlog
T—HIR—ATHEHATEH/NT A=Y —FEMORBENBHERZ EE2RUET, HM
IZDOWTIE, DB2 DERIZSIRL T /ZE W, DB2 /N\T A—F —RElzifHEd 2
—R R HIEEL T, REROTERZEBT—TIIVEROKRER Ty IV ENS
WT 7 AIVZHET 2 HERH D FT,

> 7 )V QUERY DEIT

db2 -vf fwgrysmp.dml > reportout <> Rid., ¥ > 7))L QUERY ZH#EITL £,
ROOTDIR:¥sample¥report¥fwgrysmp.dml 7 71 JLIZiX, HHWEEHICHEDE, A
NizLR—b - T ERETEDY > TV SQL AT —h A FRASTVET,
INSOpZFMALT, - —HBEDLR—ZERTEET,
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PIR=o0 I7— T L OERICHAL &SI, o > h— b T HL—F — 5 —
TVOERETROES, R 1D 1365 — 74D ARZFUE D £ A

AR BTN RERZFIATTHEE, DB2 BN T LT LT EERSL ETHEIN
BRARANR—ZAZEDRD £T., TORR, SHAC<WILAR—RIMEREND &
MHDET, SWETLRBRHEON I LZERT DN, TR INSOWMEAT—
A2 R ERROHENLLTNT DT T LANITHDAD I EIZE> T, KDHRED
WSHERZR/DIENTEDXRIITRD T,

VR=bF -A—TF4 VT4 —ADA—Y— - 49— 1—R

SQL F—7J

LAR—h2—=F4UF4—&. 7747 I4—I)IDOA A=) O—HELLTA
A R=ENET, FMEICA AR =IVLT, 7747 T4 —IVDIRNKART
EIFTHIEDHTEET., BT 717 > hE/IE fwlogthl IX R, 77147
A=)V ETLHR—F - I—FT 4T 4 —ZETTHELEHEHINET, 771
T —=)VPUANDEEITIE, O RTEEATA I EICRDET,

Zotrrarid, SQL T—7INDL A7 NEEHELET,

T7AT7T4—=) 07« Avt—TFRIF AX su OF « Xyt—I3FNnEhn,
KD SQL T—TID 1 DIy TINET,

ADMIN_ALERT
FILTER_INFO
FILTER MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO

sU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

T—TINRBELVATALARBEIEEL T AV ERAL, LAL, HO—ENTN TS
BEIWZE, char 1T LADEIIIAT S Z EMNTEET,
AUTFvIOR

BEDT 7 AT I AR EEITOS - LI—RIE, T—FRX—ZARNIZ 1D
FIHs139TT. HHEN, MUT—TIERO 7 71V EEKE A > R—KL
88, £REECOY - 7y ANV SIRELENOT—T IO 7 7 1 VA
CI—=hENEHE, O - LO—-RPNEEHNSZENHD ET,
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COREZBT B2, T—IXR—=AERY > TIV+ 771, fwschema.dllid X
WWRS 3 74—V REFEHLT, &7 —7IIVCBEEA T v I AEEELET,

c ZOLA—RDY—ATh-ok0y « 774D T 71 )£ (LOG_FILE)
e O« 77 AI)INDOL I— RDfFEE (LINE_NUM)

+ syslog @ ’last message repeated n timest vt —I2H &< T OITD KB REL
(REPEAT_NUM)

DA T A, RUAHOT 7 AIVhsE R, FUT&E5Z20—RLAaW
EOWBIELET, ZHd, Or - 7y A INVAOBEEREREEEHIC, T—IRN—
AWNICEY « AR NNEETIOEHETET,

ZTOMDA Ty I AT —HR—=AZEMTSE, RBISFEOLNTNBRED
INT =R AMENRBZENBDET, FHICONTIE, T—IXR—ADERZ
ZRL TSN,

T—7IVDFREA

IOt a T, I7yAT7 U= -0 - Avt—IFFT—T)IEHNT LI
Yy 7 Ul, LIR— MEROEDICREOLEREREZRLRLET. FREDT—T
W TEINBEZA Y= TXRT, 7—TINOKODDEFEDOHMICU A NEINT
WET, BENILAOT =42 HGTH5AvtE—21F, TON T LOHHAMICY
ARINTVWET, T—7)LIZIE. IBM Firewall AIX iRD A wt—< . IBM Firewall
Windows NT RO A wt—2, BEXOE T 714 70+ —)LIHBED A v t—TW A5
TWET,

T7ATI4—)b 07 « Avt—0OFMICONTIE, RBR=20 [ffEA A w
ESBLTIEI N,

AR OO T —4 8z H 5 lint) 1. DB2 D SMALLINT H oL « A1 TER
L. Tlong int) i, DB2 INTEGER #f 7%Z/RL £7 ., date-time 7 —% %3, DB2
TIMESTAMP ZRLE9, AL AY T TiE, <127 OIEHEIZ 000000 1275
D i—gﬂo

MHICBH EX—VINTWAHER. =WV = REANT 201347
ZOEZERELRTNERD 5 A,

BEEA Ty AELTEHLS 3 DO T LBIUTOY « LN)IVEEHRZEZITIS T L
3. ZOEENFE—-THD, BHEEEIND I EEFRVOT, ZOoT—TI)Vididn
SHEMENET,

# 1. ADMIN_ALERT.Z D7 —7J)LIZid, a_alertthl 7 7 TIVDIRAT 77— MIBEHEL =X v —2NEFNTNET,

hIA T—4E [SEYATL
DATE_TIME date_time 77 aOHKE (WHE)
FIREWALL char(100) TyAT7I4—) -« X > OEEEM4 (KH)
PID int AIX 7OtZ ID. NT AL v R ID (#4%H)
MSG_NUM int Ay =& (BH)
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7% 1. ADMIN_ALERT {i¢ &).

ZDT—T7IZIE, a_alerttbl 7 7 1T IVDRAT 77— MIBH#EL /=X v Et—2NEENT

WEJ,
hoh T—5E RSB /REREA

USERID char(16) Z—+— ID (ICA0001. ICA0002 ICA0003,
ICA0004, ICA2001. ICA2002 ICA2003. ICA2026.
ICA2043. ICA2068. ICA2167. ICA2168. ICA2170.
ICA2173. ICA3001, ICA3012 ICA3018)

ACTION char(7) Bt (ICA3012) £7z13/Nf > R (ICA3018)

NUM_COUNT int FBRE B (ICA0001, ICA0002, ICA0003), TAG_MSG_NUM
(ICA0004) ® 11 ZIEH%. H%X (ICA9000)

TAG_MSG_NUM char (8) B« Awt—I%A (ICA0004)

SRC_IP char(15) ®fETC IP 7 BL X (ICA2001. 1CA2028,
ICA2079. ICA2167. ICA3012 ICA3018)

DST_IP char(15) %85 IP 7 R LA (ICA2028, ICA2079. ICA3012, ICA3018)

AUTH_METHOD char(20) PEE A0 (ICA2002, ICA2167, ICA2170)

NETWORK char(25) Fw b7 —24% (ICA2001, ICA2002. ICA2167)

HOST_NAME char(100) KA M4 (ICA0003, ICA2002)

TIMEOUT_SEC int Time-out seconds (ICA2026)

CONN_USERID char(16) Sock$fi 1 —H—4 (ICA3001)

APPLICATION char(30) 7TV = a4 (telnet fip, ... 72 &)

(ICA2167. ICA2168. ICA2170, ICA3012)

7 BEE A wt—0 ICA0001 ICA0002 ICAO003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009 ICA0010
ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022
ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079
ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

#2. FILTER_ACTIVE_RULEZ 57— 7)LiZid, f ruletbl 7 7 1 IV DIiEEREED 7 ¢ L ¥ —HHIN G FNTNET,

hIA T—4E GSEVadL):
DATE_TIME date_time 77 aOHK (WE)
FIREWALL char(100) Tr7 AT I 5 =) X2 DEEMBEHS (HEH)
PID int AIX 7OtZ ID. NT AL v R ID (W)
MSG_NUM int Ayt —TFE (WH)
RULE_NUM int RAIE S (B4)
RULE char(150) Rule (required)

E: BhEA v t—2 1 ICA1037

# 3. FILTER_INFO. Z D7 — 7 )23, finfotbl 7 71D 7 4 I E—ICBTEL 2T F— « X v b—2F 213 —MR7s
HBHIRA v C—NEENTNET,

hIA T—5E [SE AL
DATE_TIME date_time 77 a Ok (@A)
FIREWALL char(100) TyA T T4 =)« X DEEEMYG (WEH)
PID int AIX 7Ot Z ID. NT AL v R ID (W)
MSG_NUM int Ayt —TFK5 (WA
RULE_NUM int 74 )5 —#iHIES (ICAL005)
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#3. FILTER_INFO ). ZD7—7)LZiZ, finfotbl 77 1D T 4 N E—ICBH#EL /2L T — « Xwt—F =13

—HREVZIEHIA =N EENTNET,

hoA T—4E B /R R EA

ERROR_NUM int VAT A s TT—%F - AIX errno %7213 Windows NT Last Error
(ICA1007, ICA1008. ICA1009. ICAl011
ICA1013. ICA1015. ICA1021, ICA1023. ICA1024)
ZOLT—BFBFIHINT BHTFA ML, _strerror B L > TAFET
ZF79, Windows NT Last ErrordFF A b, Avt—2 - T
—< v MEAEE /21T Win32 Programmer’s Reference Volume Q17 &k
A TAFTEXET,

LOAD_PATH char(100) N —%)VIEBEFO— R+ )X Z (ICA1011. ICA1012)

DVC_DRV char(25) FINA A+ R4 /\— (ICA1021)

TERM_SIG char(25) T 7))L (ICA1260)

FILE_NAME char(100) 7 7 A )4 (ICA1024)

RC

int

N7 7447 U —)VEDI— R (ICA1019)

A BIE A v t— 1 ICAL001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA101
ICA1014 ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

# 4. FILTER_MATCH.ZC @5 —7JLICid, f_matchtbl 7 7 1D F 2792 7 ¢ )5 —HANEGENTNET,

ho A T—58 [SEYATL
DATE_TIME date_time 77 a>OHK (AE)
FIREWALL char(100) TyA T4 —) - X > OEEEMG (WH)
PID int AIX 7Ot Z ID. NT ZL v R ID (@)
MSG_NUM int Ay t—TF5T (WMH)
RULE_NUM int HAES (HH)
ACTION char(6) A% 1~ : permit deny 72 &,
DIRECTION char(8) Ny RISED LR, A 2N Y RERIZT D RNT >R, (W)
SRC_IP char(15) EEQ IP Y RLA (W)
DST_IP char(15) ZEM 1P 7 RL A (W4H)
PROTOCOL char(7) Eff7Ba k3l (UDP, IPIP, ICMP, TCP 7zid TCP/ACK (¥ZH)
72&E)
SRC_PORT int < ICMP AID IP X5y k= 547
o ZOMTHESHEEILTO NI OR— &S (KHEH)
DST_PORT int cICMP i@ IP X7y bk » O—R
« ZOMTHES%LT O NI OKR—  EF (%)
ROUTING char(5) Ny S ORRERIEERIR (AZH)
INTERFACE char(10) A2 —Tx—AH1T  FaT7ERFELF2T BH)
FRAGMENT char(8) Ny SR E D EERBIL £9, (W)
TUNNEL_ID int K>V ID (#AZH)
ENCRYPTION char(7) 5L 7 )L 31 X A DES_CBC £/213 CDMF F£/z137zL
BYTES long int BUNT Yy FOES (WEH)

E: BE A v t—2 : ICA1036
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# 5. FILTER_STATUSZ O 7 —7JLIZIZ, f stattbl 7 7 1IN D T ¢ 5 —DIRIMEFIZE T 2 ERNEFNTNETS

hS A T—45E (SEVasL:):

DATE_TIME date_time 77 aOHE (W)

FIREWALL char(100) Ty AT T4 =)« X DEEEMS (WHE)

PID int AIX 7OtEZ ID. NT AL v R ID (#4%H)

MSG_NUM int Aw =T (BE)

DAEMON char(25) AIX 74 )VF—-0OF 7 « 7—TF > (ICA1004) £7=1% Windows
NT 74V —--0aF 7 - -t XA,

VERSION int N—a %5 (ICA1004, ICA1033)

RELEASE int 1)) —2#&5 (ICA1004 ICA1033)

PACKET_LOGGING char(8) NIy k- OF T ORI (B FTHE £ 72 13 A4 R]) (ICAL035)

& Ay -

ICA1004 ICA1032 ICA1033 ICA1034 ICA10357 ¢ )L& —HHIEH OFEM (1ICAL1032) 13,
FILTER_ACTIVE_RULE T—7 I MWS AFTEET,

#6. INTERFACES.C 75— 7J)LICId,

interface.tol 7 ¥ 1IN DA > —T 21— (THTH—) kA v E—RH

MEENTNET,
hI A T—58 (SEVad L)
DATE_TIME date_time T aOHR (W)
FIREWALL char(100) Ty AT T4 =)« YT DEEEMS (WHE)
PID int AIX 7OtZ ID. NT AL v R ID (W)
MSG_NUM int Ayt —T%FKE (WH)
IP char(15) THTH—D IP 7 KL A (ICA9038. ICA9039. ICA9040)
OLD_MASK char(15) ERIDON A7 E (ICA9040)
NEW_MASK char(15) LW AT {E (ICA9040)

7 BAELA vt —27 ICA9037, ICA9038. ICA9039, ICA9040, ICA9041

7. NAT_INFO. ZD 7 —7)LiZid, nat_infotbl 7 7 1 I DFy KT —2 « 7 RLIBEHX v — RN G EN TN

*75

hIA T—4E GSEVad L)
DATE_TIME date_time T a OHKE (AZH)
FIREWALL char(100) TyATIH =) X2 OEREMS (WE)
PID int AIX 7OtZ ID. NT AL v R ID (W)
MSG_NUM int Ayt —T%FE (WH)
VERSION int NAT N—2 3 > &5 (ICA9033)
RELEASE int NAT U U —Z&%5 (ICA9033)
IP char(15) IPY RL A (ICA9035. ICA9036)

A BAE A wt—2 1 ICA9032, ICA9033, ICA9034, ICA9035, ICA9036

# 8. PAGER_INFO.Z D7 — 7 )LIZiZ, pgr_info.tbl 7 71 LD 7 7+ 74— IV DX—2 > THEGEIZBI T 2 [E S &

NTHETF,

hIA T—4E GSEVas L)
DATE_TIME date_time 77 aOHK (W)
FIREWALL char(100) TyA T4 =)« X OEEEM4L (WE)
PID int AIX 7OtZ ID. NT AL v R ID (#4%H)
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#8. PAGER_INFO #£ ).

ZDT— T I,

pgr_info.tol 77 A IND T 7 A T4 —ILDX— > THEREIC BT 1%

WOEENTNET,
N T—45E8 [SEYAwL
MSG_NUM int Ayt —TF5F (WMH)
USERID char(16) I—H— ID (ICA4036. ICA4174, ICA4175)
ERROR_NUM int AT A TT—FF - AIX errno £7z13 Windows NT Last Error
(ICA4371)
PROGRAM char(25) 707 < L% (ICA4000)
SIGNAL int #1727 F )L (ICA4000)
ID int AT (ICA4036)
PRIORITY int HESEIEAT (1ICA4036)
PERIOD int I (ICA4036)
RETRY_COUNT int FHalfTH (ICA4036. ICA4313. ICA4314. ICA4364. ICA4365)
FROM_ENTRY char(15) BRES: (ICA4036)
HOST_NAME char(100) KA N4 (ICA4174, ICA41T5)
MESSAGE_TEXT char(250) R—=TPDFF AR (ICA4036, ICA4353 - 4360 ICA4368, ICA4372)
SERVICE char(25) P—EZf (ICA4017)
SOCKET int V4w b (ICA4017)
FILENAME char(100) 7 7% (ICA4154, ICA4351, ICA4352)

7 BEELA w2 —27 ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA417TECA4300 -
4303 ICA4305 - 4315 ICA4351 - 436Q ICA4362 - 4372

#9. PROXY_FTP.C D7 —7JLIZiE, p_ftptbl 771 J)LD FTP v a>hod FTIP 72U 2 a AERNEEFN TN

£7.

hIA T—45E8 [SEYAL
DATE_TIME date_time 77 aOHK (WHE)
FIREWALL char(100) Ty AT T4 =)« X DEEBEMS (WHE)
PID int AIX 7OtEZ ID. NT AL v R ID (#4%H)
MSG_NUM int Ay =TT (WH)
USERID char(16) d—H— ID ()
SRC_IP char(15) I—H—0 IP 7 RLA (W)
DST IP char(15) JE—KF 2D IP 7 RLA (W4ZH)
ACTION char(5) Ty ANVIEET 7 a: EFAAERITHAID (HE)
FILE_NAME char(100) A PIZ
BYTES long int BEINTT—F &
SID long int Aty a3 ID (WHE)

E: BEEA Y t— 1 ICA2075

#10. PROXY_HTTP.Z O 57— 7 JLZiZ, p_http.tol 7 7 7D T OF— Ly ansd HITP 727 2 a &

MWEHEENTNETS,

h> A T—5E B 755 AR
DATE_TIME date_time 70 aOHK (WE)
FIREWALL char(100) TyAT7 T4 =)« X > DOEEEMY% (WEH)
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#10. PROXY_HTTP # &).

ZDTF—=TIVICIE, p_httptbl 7 r 7D TOF— by alns5dD HTTP 7223

NERPEENTNET,

N T—45E [(SEPAwL
PID int AIX Z7OtZ ID. NT AL v R ID (W)
MSG_NUM int Ayt —TFK5 (WA
STATUS int R (ZH)
SRC_IP char(15) I—H—D IP 7 RL A ()
REQUEST char(250) HTTP) 7 T A FONE (WZH)
BYTES long int RkINTT—F &

E: BE A v E—2 ; ICA2099

#11. PROXY_INFO.Z D7 —7JLIZid, p_infoitbl 7 7 1 I)ILD 7 OF 2 —ICB# L =TT — « X wb—2F =13 — R

TEHEHIA v =N EENTNET,

b2 N

F—55E

CERE L

DATE_TIME

date_time

70 aOHKRE (H)

FIREWALL

char(100)

Ty AT T4 =) X 2OTELEEMS (WEH)

PID

int

AIX 7OtZ ID, NT AL v R ID (&4%H)

MSG_NUM

int

Avt—IFE (MH)

USERID

char(16)

I1—H— ID (ICA2018. ICA2019. ICA2057.
ICA2058, ICA2166. ICA2177, ICA2172)

ERROR_NUM

int

AT A s LT—%F - AIX errno 7213 Windows NT Last Error
(ICA2005. ICA2006. ICA2009. ICA2029. ICA2035, ICA2038.
ICA2039. ICA2052, ICA2054. ICA2055, ICA2056,

ICA2057, ICA2058, ICA2059, ICA2063. ICA2064.

ICA2065, ICA2066, ICA2067, ICA2068, ICA2069

ICA2069. ICA2070. ICA2071. ICA2074. ICA2110.

ICA2111. ICA2113. ICA2114. ICA2115, ICA2118

ICA2119, ICA2121. ICA2122, ICA2123 ICA2124,

ICA2200. ICA2201, ICA2202, ICA2203)

ermo D7F AR~ (AIX AT L« TT—) &, _strerror BERERLH T
AFTEEJ. Windows NT Last Errord 5 F A MI, Avt—

T 74 —< v MEEE T Win32 Programmer’s Reference Volumge
2 Oftek A TAFTEET,

OPTION_VAL

char(20)

AT ar e TITREFNT AT —{l
(ICA2014, ICA2015, ICA2049, ICA2050)

TIME

char(15)

MEEHRFEIEINE (ICA2044, ICA2202)

RC

int

WEZ 717 7+ —IVRRDI—R

(ICA2007. ICA2030. ICA2031. ICA2033. ICA2034
ICA2054, ICA2057, ICA2058, ICA2065. ICA2120,
ICA2166, ICA2203)

INVOC_NAME

char(20)

AT L TI—NRELEKEDOY ry FERIZR— O L
% (ICA2055, ICA2056)

AUDIT_TYPE

char(7)

KHDEES AT (7 Hid 16 #E) (ICA2004)

HOST_NAME

char(100)

RA R4 (ICA2106, ICA2107. ICA2126)

FILE_NAME

char(100)

7 71 )V% (ICA2029. ICA2030. ICA2072,
ICA2183. ICA2204, ICA2205, ICA2206. ICA2207)
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#11. PROXY_INFO # ). D7 —7)LiZiE, p_infoitbl 7 7 1)l 7 OF o —ICB#ELZLT— « XAwb—2F =13
—MREJILIBHIA v b= NEENTNET,

A5 A T—45E8 [FSEbassL::

LINE_NUM int 178+ (ICA2029. ICA2030)
PROTOCOL char(25) shie 70k a)L4 (ICA21120 ICA2116)
CUSTOMIZED_ATTR char(25) fT%5 (ICA2105. ICA2106, ICA2125, ICA2166)
ODM_ERR_NUM int FTOx IR T4 - RF—TrY—DLIT—FK5

(ICA2102, ICA2103. ICA2104. ICA2105. ICA2107.

ICA2108, ICA2109. ICA2125)
APPLICATION (NT @) |char(30) 77U —3 a4 (ICA2200. ICA2201,

ICA2202, ICA2203, ICA2204, ICA2205, ICA2206, ICA2207)
CALLER (NT DO&) char(25) MEONH UHEHE (ICA2200. ICA2201.

ICA2202. ICA2203, ICA2204, ICA2205, ICA2206, ICA2207)
FAILED_IN (NT DO&) char(25) PEEAE Z - 72 HAE (ICA2201, ICA2203)
E: BEE A w2 —3 ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023
ICA2029 ICA2030 ICA2031 ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046
ICA2047 ICA2048 ICA2049 ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058
ICA2059 ICA2060 ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070
ICA2071 ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123
ICA2124 ICA2125 ICA2126 ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203
ICA2204 ICA2205 ICA2206 ICA2207

#12. PROXY_LOGIN.C ®F7—7JLiZid, p_logintbl 7 7 1 L DIE#R 78 7 OF2— « 071 AT D 1E#H (L2784
ICBIT 2 15H) NEEFNTNET,

hoA T—5E (GE Va1
DATE_TIME date_time 77 a Ok (WHE)
FIREWALL char(100) TyA T4 =)« X > DOEEEMYN (WEH)
PID int AIX 7OtZ ID. NT AL v R ID (W)
MSG_NUM int Ayt —TH5 (WA
USERID char(16) I—H— ID (#4%H)
APPLICATION char(30) TTUr—a s - telnet ftp, ... ()
AUTH_METHOD char(15) FBAEA T (AZH)
NETWORK char(25) v hT—=7 (BFaT7HEEF T - BIERNPH DL ZENHD X

T) ()

HOST_NAME char(100) RA M4 (W)

FE BEEA Y-

ICA2024 ICA2025 ICA2169

#13. PROXY_STATUSZ @ 57— 7J)LiZid, p_stattbl 7 7 1 I)LD 7 OF > —RIIFERN G FNTHET,

ho A T—58 FSE VAL
DATE_TIME date_time 7 aOAK (K%HE)
FIREWALL char(100) T4 T4 —) - X > OEEEM% (WEH)
PID int AIX 7Ot Z ID. NT ZL v R ID (W)
MSG_NUM int Awt—T%5 (WH)
USERID char(16) I—4— ID (ICA2008. ICA2016. ICA2021)
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#13. PROXY_STATUSH{Z). ZDF—7)LIZid, p_stattbl 7 7 1)L D 7 OF > —RIERNEENTNET,

hoh T—45E (GRS

SRC_IP char(15) ®fE7C IP 7 KL A (ICA2000, ICA2008, ICA2010.
ICA2011. ICA2012, ICA2013. ICA2141, ICA2180)

DST_IP char(15) ZE4E 1P 7 KL A (ICA2000. ICA2010,
ICA2011. ICA2012, ICA2013)

REMOTE_HOST char(100) UE—K - RAR (74T U4 =) - I 2ORMMNS)
(ICA2021, ICA2022, ICA2027)

SID (NT OH&) int t v a VAT (ICA2177. ICA2180. ICA2181 ICA2182)

SOCKET (NT O&) char(25) V4w b4 (ICA2177)

RC (NT O&) int REDI—REZIFHEEBI—R (ICA2181, ICA2182)

CMD (NT DOH) char(36) SMTPJ1— R (ICA2182)

7 B A wt— ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097
ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

#14. SERVER_INFOZ D7 — 7J)LIZIE, #Hkth—/N—IZBId 2 1E#H & srv_info.tbl 7 7 1 )L DIEBNZ T 2 FM e

FNTNWET,
ho A T—58 (SEVadLi):
DATE_TIME date_time T aOHR (WE)
FIREWALL char(100) TyAT T4 =) X2 DOEEEM% (HEH)
PID int AIX 7OtZ ID. NT AL v R ID (W)
MSG_NUM int Ayt —T%FK5 (WMH)
USERID char(16) I—H— ID (ICA9003, ICA9004)
ERROR_NUM int VAT A s TT—%F - AIX errno £7z213 Windows NT Last Error

(ICA9008, ICA9009)

ermno OFF A~ (AIX AT L« TT—) 1d. strerror #REZHH L
TAFTEET., Windows NT Last Errord T F X M3, Avt—
T 74 —< v MEEE 2L Win32 Programmer’s Reference Volum
2 OfHek A TAFTEET,

& BEAY -
ICA9013 ICA9014 ICA9015

ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA901

#15. SESSION.C D5 — 7)LICid, session.tbl 7 7 7 )LD SOCKS BL NN T OF > —DFIGIHEIFIERN G FNTNE

7,

hIA T8 (RY) 5B 72 R EA
DATE_TIME date_time T aOHR (WHE)
FIREWALL char(100) TyA T T4 =)« X DEREMYG (WEH)
PID int AIX AIX 7Ot Z ID, NT ALy K ID, NT AL v K ID (#%H)
MSG_NUM int Ayt —T%5F (WH)
USERID char(16) I—H— ID (&%)
SERVICE_TYPE char(10) HY—EZ - ¥4 7 socks /23T OF T — (W)
APPLICATION char(30) 77U = a4 - telnet fip, ... (AZH)
SRC_IP char(15) I—H—D IP 7 RL A (WZH)
DST_IP char(15) JE—h X220 IP 7 KL A (W)

28 LA~k 21— 4 UF 4 —0fifE 37



#215. SESSION#& &). D7 —7)LiCid, session.tbl 7 7 1 )LD SOCKS B LN T 0F > — DRIAHE ILFR N & F

TNET,

2N

T—4E (R¥)

[GL A L

SESSION_EVENT

char(5)

o by VHENLL = & EITHHGA.
s by a T Lz EITEL,
(BH)

« JOF—
- JoFr—
« JOF—
s JOoFi—

Socks FTPtw>a> « 77 a>d
23 COFMIE. PROXY_FTPIZH D £,

+ Safemail v > a Bl ICA2178
+ Safemail v > a {1k ICA2179
» Socks v a »Hildf: ICA3011

+ Socks tzw > a f&1k: ICA3015
Telnet v > a > BAh: ICA2036 (AIX Logs) ICA2208, ICA2218 (NT Logs)
Telnet v 3 3 > {#1k: ICA2077 (AIX Logs) ICA2209, ICA2219 (NT Logs)
FTP v i 3 “Bi%h: ICA2041 (AIX Logs) ICA2208, ICA2218 (NT Logs)
FTP t w3 = »f%1k: ICA2076 (AIX and NT Logs)

BYTES long int tyalhiliEEINET YR, 77U Tr— a3 >N telnet D
. 0 T9,

SID long int BEf7SEy > a @ilF. 70y AL LIS EDET 71T I+
— VAR,

E:

B A w—2 ¢

. SOCKS FTPF—7)ich v £d, JaoF— FTIP v a2 77”7

#16. SOCKS_FTP.Z D7 —7)LiZiE, s ftptbl 771 LD FTP w3 > 5D SOCKS FTPY 77 2 a &R E

FNTNET,
hIA T—48 FSEVasL:):

DATE_TIME date_time 7 a Ok (WHHE)

FIREWALL char(100) Ty AT T4 =)« YT DEEEMS (WAE)

PID int AIX AIX 7OtZ ID. NT AL v R ID (W)

MSG_NUM int Ay =& (WH)

USERID char(16) I—H— ID ()

SRC_IP char(15) I—H—0 IP 7 RLA (W)

DST_IP char(15) JE—K 2D IP 7 RLA (W4ZH)

Al char(5) . F—HONA > RARET L7 & =Bk (ICA3010)
o T—HDNA Y RIKET Lz &ZITHE I (ICA3014)
(BZH)

BYTES long int mkInkEr—5 &

E: BE A t—3 1 ICA3010 ICA3014
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#17. SOCKS_INFO.Z DT —7)LIZid, s_info.tbl 7 717 )LD SocksIiCBIH L /2 L5 — « X v bt—F /13— MR8
HRA Y E—NEFNTNET,

hoh T—5E RSB /REREA
DATE_TIME date_time T aOHR (WAE)
FIREWALL char(100) T4 T4 —) -« X > OEEEM% (WH)
PID int AlX 7Ot Z ID. NT ZL v R ID (W)
MSG_NUM int Ayt —T%F5 (WH)
USERID char(16) J—H— ID (ICA3044. ICA3045. ICA3046, ICA3047. ICA3049)
ACTION char(7) Bt (ICA3044. ICA3049) £7-13/31 > R (ICA3046. ICA3047)
ERROR_NUM int AT L TT—F5 - AIX ermo (ICA3013
ICA3019. ICA3031., ICA3032 ICA3040. ICA3044
ICA3101. ICA3102. ICA3103, ICA3104. ICA3106.
ICA3107. ICA3108, ICA3122, ICA3124, ICA3125.
ICA3126. ICA3128)
SRC_HOST char(25) REIETLHRA M4 (ICA3019. ICA3035)
DST_HOST char(25) ZEER A N4 (ICA3016. ICA3045)
SRC_IP char(15) EIEILT R A (ICA3042, ICA3043. ICA3044,
ICA3045, ICA3046. ICA3047. ICA3049)
DST_IP char(15) 2857 RL A (ICA3044. ICA3045, ICA3046. ICA3047. ICA3049)
LINE_NUM int 7% (ICA3022 ICA3023. ICA3024, ICA3025,
ICA3026, ICA3109. ICA3110, ICA3111, ICA3112.
ICA3115. ICA3116, ICA3117. ICA3118. ICA3119, ICA3120);
721374 (ICA3113)
EXEC_STATUS int FITIRI (ICA3027)
CMD char(36) a2 R, 071 27x&E (ICA3027. ICA3039,
ICA3042, ICA3044. ICA3048) 7 : ICA3042 DFE. ZDIAX R
13 16 #EERITAHRD £T,
FILE_NAME char(100) 7 74 )4 (ICA3030. ICA3032. ICA3105,
ICA3109. ICA3110, ICA3111, ICA3112, ICA3113
ICA3114. ICA3115, ICA3116, ICA3117. ICA3118,
ICA3119. ICA3120)
APPLICATION char(30) 77U —3 a4 (telnet ftp...) (ICA3044 ICA3045, ICA3049)
VERSION char(10) Sockg\— 3 &5, 16 # (ICA3043)

7 BEE A w1 —0 ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026 ICA3027
ICA3030 ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043 ICA3044 ICA3045
ICA3046 ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104 ICA3105 ICA3106 ICA3107
ICA3108 ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115 ICA3116 ICA3117 ICA3118 ICA3119
ICA3120 ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126 ICA3127 ICA3128

#18. SSL_INFO.ZC D7 —7)LIZid. ssl_info.tol 7 7 1 )LD SSL DRI B I VEENCEI T 2 IEWMOEFNTNET,

hoA F—4E S B AL 55 BA
DATE_TIME date_time T aOHR (WE)
FIREWALL char(100) TyA T T4 =) X DEEEMYG (WEH)

PID

int

AIX 7Ot Z ID, NT AL w R ID (&)
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#18. SSL_INFO #£&). T D7 —7)LICid, ssl_info.tbl 7 7 17 )LD SSL DIRHB L NEBNIZBIT B 1ERNEFEN TN
*7,

hSA F—4&E /LR
MSG_NUM int Ay t—T%F (WHH)
Client_IP char(15) 27347 RDIP Y RLA

7 BIEL A vt —0: ICAB015 ICA5022 ICA5023 ICA5028 ICAS029 ICA5036 ICA5039 ICA5060 ICA5063 ICA5082
ICA5120

#19. SU. D7 —7J)LIZiZ, sutbl 7 71D SUIEENZEET 2 NG FNTNET (AIX su D7 z20— RLTW
5‘{%/‘%)0

h3h T—4E B/ 55 BA
DATE_TIME date_time 70 aOHK (W)

AIX 1 suny -« 77 AIVITHEZETERLRNWDT, DATE_TIME /15
LOEDOHME, AIAZREMEICS & D EARENEZITAHFEDO VT N
WCERESNET (AIEHNBIEOHIH LD b, HWIHHITIE, FI3ME

FEEHEINETD).
FROM_USERID char(16) I—H— ID (&)
TO_USERID char(16) I—H— ID (&ZH)
LOGIN_STATUS char(7) O > OFITIRM © BRI E 21358 ()

7 20. TUNNEL_CONTEXTZ O 7 —7JLIZIZ, t_cntxttbl 7 71 L DIGFBKEED TUNNEL I > 7F X MEEEN G EN
TNET,

hoA T (SEVad L)
DATE_TIME date_time 7 a Ok (WHE)
FIREWALL char(100) TyAT T4 —)b - X2 DOEEEMSL (WEH)
PID int AIX 7OtZ ID. NT AL v R ID (WFH)
MSG_NUM int Ayt —TFS (WH)
TUNNEL_ID long int K>V ID (#AZH)
SRC_IP char(15) RIETL IP 7 BL X (W)
DST_IP char(15) ZE5C IP 7 RL A (W)
ENCRYPTION char(7) BrEAL T IVTU XA

DES_CBC %7/zld CDMF

E: BB X v t—3: ICAL043

#21. TUNNEL_POLICY.C D7 —7JLiZiZ, t_policytol 7 7 A D 2L« R Z— « A7— KA FWEENTNH
5\':?_0

hoA F—48 FSEVad L)
DATE_TIME date_time 7O aOHK (WH)
FIREWALL char(100) Tr AT I 5 =) XD (HEH)
PID int AIX 7Ot Z ID. NT AL v R ID (W)
MSG_NUM int Ayt —T%E (WH)
POLICY char(60) fwpolicy 7 7 A WM S5 Ao 2R — « ZF— M A2~ (W)

E: BE A v t—3 : ICA1040
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#£22. TUNNEL_STATUSZ @7 —7)LZid, tstattbl 7 7 1 IV D k>R DIRIHEFIZET D ERPEENTNET,

hS A T—58 (SEVasL:):
DATE_TIME date_time 77 aOHE (W)
FIREWALL char(100) T7AT T4 =) X2 DEEEML (WHH)
PID int AIX 7OtEZ ID. NT AL v R ID (#4%H)
MSG_NUM int Ayt —TFKE (WH)
SESSION_SCKT long int tyar-VUry bk AR—k (ICAL038 DHH)
MASTER_SCKT long int YA — -y k- R—k (ICAL038 DHRH)
TUNNEL_ID long int HIER L 72 s > %)L ID (ICA1041 DEH)
&

BYH A vtz —27 : ICA1038 ICAL039 ICAL1041 ICA1042

 ERINSZARY —DFEM (ICA1039) IZ. TUNNEL_POLICY WS AFTEET,
e BEINSZBMFIL - AFFA DM (ICAL1042) 2. TUNNEL_CONTEXT T— 7N MMBAFTEET,
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$E3E SafeMail 7S94 - VYI7 b0z T7HREFY B

IBM Firewall SafeMail 77— 7 =1 OFERHWZE, EFa7 - Fv hT—2 EOKRA
FAZELT, EXFa7BI0IEFa70xy b=V RITA—=)V2iET DD
ET9,

SafeMail 7 — F U =113, MBI T VDT 1)Ly —UHEREZIREL £
o LML, SafeMall 2>5 > « A7 U—F—%2EHE, % SafeMail 7— K
1 757420 T Firewall EICA > AM—ILTHIENTEET, SafeMail 7
—hTxA - TITTAF BRETHHEIEC T e-maill DA v —I 2K EFRL
FORZBRLEDTEHZENTEEY, SafeMall ¥—ho A1 - T34 13,
SafeMail 7 — h 7 = A ITIKFEL T, Aw b=z 68-720, £21375—hY
TA TDAYE—2 - JO—ZF LD THIENTELT,

SafeMail IEDETE

SMTP 7 54 7 > hAY SafeMail 77— b =1 ~EEfi 5 &, SafeMail 7 — ~7 =1
&, HTHED SMTP H—N—~EHE L. 7 I7147 > b5 e-maill DIT&ZITES 72
Nz, e-maill Ay t—IF2—FIZI T OHTHEOT—N—~EL XY, SafeMalil
F—hUxAld, emal OBMNT, £Fa7 - Fxy NT—VOKRA NAERTHED
HORFEDNY T —(TEHEZAHRLET,

AT AP U—F— (RZ U=« TOTTL)  TITA A VA h—
ans &, SafeMail ¥— k7 A1d, e-mal Avt—I0KfFEEHICAT >
Ve A7) —F =5 — MU o @EPIENH L ET, SafeMail 7 — h U =13 FE
7z, emal Avt—YDREEILBLVD TRICHET2ER, BXra sy - AV
J—F—NEEOEDNH L ZBEWICEEM T2 ZENTES LD BZDMDER
HELET, JHUT, T2T 2V - AT —F =B Avt—T% Firewall NJETNE
IMBERET HHIC A v — 2K E DN LTI 5 WA ICERI T,

SafeMail 7 — h 7 A NtF a7 « Fv FT—V EORANGERT 2D, N
—Z2HEIZAALBRITNEIRSRVWEEIE. Ny Y —DNEZAENDIEIICT T
Ve AT —F— « TITA4 NEH I E T,

5

>

SafeMail '—= b9 x4 - 7554 2 DIERK

SafeMail ¥ — U A - TI5TA4 D EERLA A R—ILTBITIE. UFETTVWE
ER

s 754> DLL DYV —Z « O—Rz&#EL,

« DLLZAERRT %,

« Firewall I DLL =1 > A h—)VT 5,
ROOTDIR¥samples¥safemail Zi&k, A>T « AV U—F— - TS5 HOY T
Ve dA— R, BHADANYvF—+ T71), BXY IBM Visual Age 725 N Microsoft
Visual C++ FIDIERR 7 7 1 IV OBINEZTENTWET, ROOTDIRIZ. IBM Firewall
D=y bk -0F—2a L TA AR OBRIZERLEZT 4L M) —T
ER
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V=R A—FZERT S

A>T« A7 Y—F— - TS50 03F, UFOT70 sy A 7%%HD UsrCheck &
IEXN B BERE 2 AT L7z iT ez 0 £8/ A,
int _Export UsrCheck(pCheckData Data);

ZNE, ATy - AV —F—ICLBMEMAD e-mail Ay t—I172HDEE
2, SafeMail 7 — F 7 = MFEONHTADORTY, ZOWEET, J>F72Y « A
J—F—I3 e-mail A v t—If7Z2BAL, SafeMail 77—~ =1 AT e-mail A vt
—PO7O—%2HTIEAEAEIE 0 2, £213 SafeMail ¥ — T A I Ay E—2
W ZFTBEU S E25813 0 AR TFEREL LT,

SafeMail 7 — h U A BXLORaA> TV « AV Y —F—[DA >H—T 12— ADTEE
7RRCIRIC DV TIE,  ROOTDIR¥samples¥safemail PN usrcheck.cizd b4 > 7 )L « O
—REZHRL TSN,

MAHEAED pCheckData/N T A —4 —{3., ROOTDIRYsamples¥safemail @ usrcheck.h
TX#EIINE CHETYT, ZOMEICIE, SMTP U —N—0DREETLTY FLAB X
DHTHRT RLAR, SMTP U—N—REBIVOZERADOFRY NT—2 - Y147 (&
FaT7ERIZELFAT) RED, WHIND e-mail Avt—IICBT 2 EEIER
MEENTVET, ZOMEICIEER, 2T « A7 —F—NEROEUH
LZFC e-mail Avwt—EBEMITZZENTELRHEMETHEENTNET,

DLL Z{ERkd 5

ATV« AT U—F— T34 DY —A - A—REHZKDDE, TDO
— R% DLL NI /A IV UERRET 248N H D £, DLL OFAFIIE. smusr.dll
IZL723Ud 720 £/ A, UsrCheck AD M fIE, DLL 5L AKR— KT HLEND
DFEd., DLL ZIEFEICIERT DD EE LY /N1 - 4T arh
K OESRIREE/XN T A —& —DHNZDWTIL, ROOTDIRYsamples¥safemail WNODIERK T 7
ANDY > TNESRLTLIZI W, ERT7 71 I)VOH > 7))V, IBM VisualAge C++
B L Microsoft Visual C HICHEAEINET,

DLL Z4 A =IVT B

44

IEHIC smusrdll ZHERR L7725, 2% Firewall 121 > A=)V LET, smusrdll
%. Firewall ® ¥bin ¥4 L7 hU—IiCat—LF£7, KIZ. Windows NT > O
=) NS —EAREYF =Dy —E2FHL, TSI N0 —Ranb
X 91Z IBM Firewall SafeMail J—/N—%{# [t S EHBHFHIEET,

IBM Firewall {213, ¥bin T4 L7 MU —NIZH > 7 )LD smusr.dll HFEHHE 11 TWE
T, MED smusr.dlZ2ZDF 4 L7 M) —IZaAE—F 3R, SBRMEOT 71 >
ERETDHIENHDLEHRITEILTESLLD, Y2 7IVD DLL OF4RTEERELTH
NWTLZE W,

A28 =83, AEERD 2 DOZICBWTIE, 1oAY ATEICEEDE
T, 3DOEITXRTIIBITS 2 20221 F7—FRLCHDTT,
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S848 Log Archiver 7394 -V7bh0x7HE LY b

IBM Firewall 07 - F—E& 213, o/iEwmz. #ks 747> ho TOJ#EE 51
7Oy - Ry ATHRELE 7 7 AIINCESIAAET, gfiicinwos - La—
RE7—HA T3 572DI121&, fwlogmgmt IX > REFHL T ZI W, B,

fwlogmgmt < > Rid., Windows NT A7 P a—F—Mn"6ETLET, 774V b
T, fwlogmgmt I <> Ridhbwos « Lad—RE25F4 L7 M= 7—h1 7L,

ZN 5% Windows NTJEMO~Y > REMAL CTEMLUET. 272 L. Log Archiver 7
FTA 2 EBEZADIET, 774NN —NA TEMEEZBESMA LI LN TE
£7,

Log Archiver 7544 > DYERE

Log Archiver 75 71 > ZVERT 5I121E, AR ZEITWET,

1. 79742 DLL DY —Z « O—R&E#EL,

2. DLLZAERRT %,

3. Firewall IZ DLL %1 > A ~—)LT 2,
ROOTDIR¥sample¥logarch T« L7 RU—ICiE, OF « 7—HAN—+ T4
IZ,  Firewall ®7 7 )V FEIEB LN IBM Visual Age for C++ HIERR 7 71 L%

BT 25T - - RNGENTVWET, ROOTDIRIE., IBM Firewall % —
Twhk eOb—2a3a> E ELTA P AN=INOBRICERLEZT4 L7 Y —TT,

Y—2R - aA— RDERK

Log Archiver 7 77 1%, Firewall N7 — /1 THEREZ KITT 5 7= DI T 51
Oy NE2BRETHILENDDET., 205 OHEAEEDFRIT,
ROOTDIR¥sample¥logarch =+ L' 27 U —® fwarch.h ICEZEINTVET,

NS DOHREIC K ST, 7—HA TN T 7AILDEMN, 7T—HATNh6DT 71
IWOKEHRL, 7T—HA TOBRHER, BLXET—HATHNOT 71 ILDY X~
EORAN T —hA THEENFEfTSNE T,

I35 OHEREICEE 9 2 3EMII.  ROOTDIRYsample¥logarch 5+« L 77 hU—® fwarch.c
KH2Y 2T - A—-RESHRLTIZI N,

DLL Z{ERkd 5

Log Archiver 7574 > DY —Z « A— ROEZAANKDS &, £OI— K% DLL
NIV UERRET 20 ENH D £9 ., DLL DAL, fwarch.dll IZL7ziTN
720 £/ A, fwarchh NICU Z R INDTRTOMHBEIL, DLL M5 AHR—k
INBHZHENRHDET,

B 7) - O— RZEY)7 DLL ~ERT 57295 IBM VisualAge for C++ I DIE
K7 7 AN DY T IViE,  ROOTDIR¥sample¥logarch 4 L7 hU—IZH D T,
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DLL A A k=)

EIC fwarch.dll Z/ERL77=5. 2% Firewall I21 > A =)L LET, fwarch.dll
% ROOTDIR¥bin ¥4 L7 R —~JE—LF7,

Firewall ®7 7 # )L b ® fwarch.dll FE/=, ZOF4 L7 MU—IchHDFET, BEHH
D DLL Z2ZDT4 L7 MY —=AJE—TF BRI, 2D DLL DN I 7w THEES
M, FRFAREEBREL TRV TLZE N,

F2. 774V E® DLL ZEEHZA DBRICIE. fwlogmgmt I < > RBXLW IBM
Firewall 07 « T—E R THBE L TWaEWI E2HRL TEZSWn, —F
AR 2—2 v —ZFH LT IBM Firewall 0% « F—E>ZWo 7z AEIESHE,
DLL ZEEHA B THKEL T EI W,
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SR5E JRB DR AN DEM

AETE, =P —MBORESHNOREITDONTHIL £,

1 —Y— 12~ DL
T4 L2 kU — ROOT_DIR¥bin¥authsdk 2. 1T—H—FFEOY > FILBMHAEINTY
£9., HEINTWET7710)UE IFOEBDTT,
 authschm.h —{ > ¥ —T7 =t —AEHKT7 71 )
« authus.cpp -9> 7)) « ZF—LDV—Z - T 7 1)
« gwauthdlib - 77 A7 T —ILDFAT T —
e msvc++.mak - Microsoft Visual GD Make 7 7 1 )l
« schmname.h < > =7t —AE#R I 7 1)V
» vac++.mak - IBM Visual Age® Make 7 71 )l
DFoa~x > RzE#i>T, IBM Visual Age D IL—H—3RGEH > 7))V aa > /)81 )L L
S N
+ nmake -f vac++.mak - DLLOYERL
+ nmake -f vac++.mak install - DLLOYERRB I N1 > A h—)b
* nmake -f vac++.mak clean S—H )L « T 1 L7 M —ORKAEULEE
IR~ > RZff> T, Mircosoft Visual C O L—F—FRiEY > 7))V &3 /81 )b
LET,
* nmake -f msvc++.mak - DLLOYERL
+ nmake -f msvc++.mak install - DLLOYERRB LA > A b—)b
« nmake -f msvc++.mak clean E—H)L « T4 L7 b U —D#KAEULEE

V72 b0z 7HRAREFY FEEALTOI—Y —RHBARF — ADERL

IBM Firewall 121 “HORAEF ) T4 — -G EMABAD DD T T T A >
A5 —Tx— Zﬁx}ﬂﬁéﬂ’(b\i'@_ T7A 70— I)ORFFEAF—L - 2F
— T 1= AT I G HBIAAF—L dl ZERT S EICk> T, ZNNATHE
272D £9,

727479+ —)VORENEDELER

UFO77A4 704 —)V - b—EXTIE, I—F—NT 747 T+—)b - Hb—EXA
7 7R BHENC, - —Z2@ZFEL RT3 0 £8A.

* IBM Firewall #pkt—/\—

+ IBM Firewall 7O — FTP 7—&
« IBM Firewall 7OF > — HTTP 7 —& >
+ IBM Firewall Telnet ¥—%& >

e IBM Firewall Socks ¥ —/\—

T 7 AT T =)W, U FORRGEAF—LANHESNTNET,
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dA—-Y—{&Ho

ITRTEE
I—HF—iL, BWIcH—EZANDOT VAR INET,
T&Té#?
—1Z. HRELTH—EZANOT7 VA EHFINET,
7747 04—+ INAT—R
A—HF—F, 7747 T4—) s I—HF—« T=IXR—=ARXERINTZ/NA
J— ROMEERZEZITET,
AJgA>y - NRT—FR
I—H—1%, Windows NT DO %> « )NATU— ROWEREZITET,

SecureNetKey
I—4H—|3. AssureNet Pathways SecureNet K&y > Tk SN E T,
SecurlD A—F
:L*—*f &, Security Dynamicst:® SecurlD ¥+ 254 — -« I—Rizk-
I'Jh ﬂﬁéhij—

FHITZ2RAEAF—LIF, I—Y—Hf, Y—EABNTERTDHIENTEE
o HEZX, ROEDTT 7 AT I+ —)VEMHKRT 2 EMTEET, John A IBM
Firewall #pk—/N—Ic 07 % 295, Windows NT 0274 > « )N AT — R &R
T5LHICLFT., LML, John A IBM Firewall Telnet 7O+ —Z2H T 5855
IZid. SecurlD 1— RZ&f#-> CERAEL £9. —F4. I—H— Mary 7% IBM Firewall #4
RO —N—=I207F > FT 58I, 7747 —IVONAT— RZEHRTHLDIC
bi-gd 7747’7?*‘)1/%@?0).“:&1:\: A%DJ:U\%O):I 'ﬁ""‘k_&@ﬁzfﬁajjff

IZBE9 BFEIC DWW TIX,  IBM Firewall fEHOF5[E OEBICEET 2E 2L
TLZa,

IBM Firewall 12 & I NZBEAF—LDIENT, I—H—2HtORHEAF—L% 3
DETAAR=INTHIENTEXT, BFEOEF2UT 4 —-A2TFTART
DF X —EMFETH0I, A= —MNIHLEAF—LEZERTHIEHTEE
T, Ty BEEFHOEFaUT 4 — ROV —MDNOSAFLEERE Ty AT T4 —
NCHARD Z EHTEET,

1

:L*—*J‘*—T%#EOD%EEZ:\:*—A%T?&D\ Ty AT I+ — )V DERIEAF— AL, L
AF—L APl A > TYUA> TS DLL IZL>TEINET, _@Amci 74
FEAF—LMMT 7 A 7T+ —)VICHCEERT 5 5L BERT 7 A4 7T+ — V%
DAF— LRI ERZIET HiEZERELET,

nu

FRRER F— ADERL

I—F—fEHOFRIEAF— L ZERT 21213, LFOZX Ty THRNETY,
o WFEAF—L APl ZA 2 TUAL T BHY—A -« I— ROERK

o =R+ A—ROAAIBXN DLL ~AND > 7

e DLL D7 7 A 7 T4 —=)~\DA > A k=)

Microsoft Visual C++ 3 XN IBM Visual Age C++ O > 7))L make 7 7 1 )L7ZF
T, =2t ORFEAF— L ZERTDICHEL/LD C DY —X + A\ ¥
— Ty A4IVETATTU— T 71)LH ROOTDIRYbin¥authsdk IZH D £,
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Y—2 - dA— FDERK

TRTORFEAF—LIE. AFD 2 DO EZ2Tbadiudzn T8 A,
1. 774794 —I)LADHCEE
2. AuthSchmFn®-1 > 7 U A2

Z7A4 704 —=IADEEE: 7747 I+—) - F—EXDBBT 2RI, 7717
7+ —)UiZ ¥bin¥authschm 4754 L7 R —IZHBHTRTOD DLL #O0—RLE
T, % DLL NO—RINBEE, TNV —F 377474+ —)LD
registerAuthSchm& WO B ALV LT, 771 7 U+ —ILICHEX B Z2Tbh i)
X720 8/ A,

registerAuthSchmBd$® 7’0 k¥ 1 713, authschm.h\v ¥ — « 77y 1 JVITEZR SN

TWET., ZHUCid, [T < authschm.hiZEFE S 172 AuthSchminfo #iE A %59 R

AT —=THB/INTA=F =N 1DOHDFET, AuthSchminfolfiEikix, 7717w

7f JUDNERAF R 2 30 EE A — ATTET 720N @ )78 AuthSchmFnd Y R L
ERFEAF— LA EBEE T E T,

I—P—REOFRIEAF— LT, BLFD 3 DOAFIOI BTN 1 Dafibisls
NF7R 0 £H A

1. user
2. userauth2
3. userauth3

Ay H—+ 7 71)l schmname.HZld, ZNH5DELFOIZDICERSI NI FELND
Di‘g—o j-#qjs_‘*%{#\:@nunﬁx:\: Abj: IR --1— 'H_ ﬁ\k_hbo) 3 DO)%HUO)
ENEFRATAIMNERETCELLDICHFSINTNET, LENST, 2 DOREKLS
AF—LDFECAFHIZHEELTHRICET, L7714 7 U4 —)WITEED L—
Y12 AF— LB AR TBHIENTETET,

DLL #HEIL—F >N IEHEIC register AuthSchmZIEON LT, IEOH LBICER - 72
%, DLL |JGRFEEROMIEHEfREZREZ £9, Z D=, DLL #bIL—F > TH
AF— LK EOINLZIT O BN H D GENH 0 £,

AuthSchmFn DA >FTU X2 b HB#EFEAF—L DLL 13,  authschm.hiZEFE S
Ni=70 k¥ A1 7EHi5T AuthSchmPn EIFEIEN BB E 1 > 7 U A > b Lz iud
RO ER . AuthSchmFnBEEiCid, /NT A—%—M 1 D (AuthReq &K &2 157
™A H—) HVET, AuthReqitifRid, BT ORFEERICBET 2T R TOFHR
ZE O C MERTY . AuthReq bi authschm.hiZEFE SN E 9, AuthReq
ERICIE, BIESND1—T— D4R, RAEEZERTDET 747 T+ — IV OHRE
# I Y—ER, EERICET S ZDOMDERNZENET . AuthReq HEARDEHRD
eais ) A MBI OWTIE,  authschmhiZ & % 2 DEROFERESH L T<
I,

AuthReq #iE(RIZIE, I—H—HET 7147 T+ —IVERERDIFNIT, BREAF—

LA TIAY NS LBICHICEER 3 DONT A=Y —NHD T,

gwaput
Tr7A 74— IV T2I—IVN T - —F D7 RLATY, ta
AF—LEL—T—ICA v =V Z2EDZLENH D EZITNDTH INZ(H
MTHIEMTEET, A BIEAF—LNI—F =707 b -
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Ayt —=T%FRITTHMENHDHGE. gwaput/NT A—F —IZdHBHAD M
EZIFOHLTINEZITWET, gwaput I—)LNy 7B 7O~ 1 71d
authschm.h® AuthSchmPut¥ { 7E# T, OO L T AuthSchmFnAY
HEIRTFNUTE 5 0WNT A= —D5%E2 ) A ME,  AuthSchmPut¥ 1 7'&
ZOERZESHL T Z3 N,

gwaget
Ty T I 4=V T BNy 7 - b—F > DY RLATY, #i
AF—LIZRBAESNEZL R « =Y —D5DIEEMRRBT HHLEND S &
ZINOTHINEHHATEZENTEET, AR BREAF—LND
— P —INENNAT— RE/{LZLEND H5E. gwaget/NT A—F—I1ZH DA
DORZEIFOH L TINETNET, gwagetI—)L\y VEEO 7O Ky A
713 authschm.h® AuthSchmGet#¥ { 7 &# T9d. ZOIENHL T
AuthSchmFn ME I 2T NI 5B NWNTA—F—D%L) X NI,
AuthSchmGet¥ 1 7EZDEREZ SR L TSV, FRICEELR/NT A—¥
—13 echo /ST A—%—T7F, AuthSchmFnidZ D/NT A—4—%Zff-> T,
A—Y—DREZEZLI— - Ny I TEINEIMERETSHIENTEET,

opaque_data
774794 —)Uid opaque_dataZ 4+ —)V RZfEH L T, AuthSchmFn~\®
XL EZOI—=INY 7 - )b—=F > AOFEOH L ZB#E 1T £,
gwaget )L —F > £ 721 gwaput )l —F > ZIEOHTEE,  AthSchmFn [
AuthReq HiE A TIE S N/zD &R U opaque_datdEi £ L £77,

RAEAF—LFTRTOT 7 A 7 U+ — IIVERER EMGFETERITNE RSN
CIHEBELTLEEIY, o774 7 I+ —IUERERIZ, TR« 2—H—ED
BEOME | I8NEYA 70T E2YR— R T5ZEMNTEET, INSOBRERIT
HFER T 7 AT I+ —IVBRERZEIEINE T, B80T 741 77+ —)VHERESE
3. 2070 N )VEENRINTHE—O/MR | RE LM ER—hTEEtAh. NS
. IERGER T 7 £ 7 — VR E R IR E T,

A—H—REORFEAF—LIE, EOT 747 T+ — )URERERNIENH L &7
TWa M (AuthReq #iEARD component”  —)L RITIRENTVWET) ITE->TZED
RAZBVWELHETERTNIE2DEH A, component” « — )L RDOA RN 72X
authschm hiZEFE SN TNWE T, FITE. component” 4 —)L R THZRMEIZLLTF D &
‘B D T‘a_o

7 23. component” «+ —JL R DOH )74l

AuthSchm.h DEREREE |77A4 77+ —J)ViEkESR | W&ER AEER

k=)

AUTHSCHM_UNKNOWN FHROEZIIRBHDO 7 71 | wah L & iliE
VAVE I 5 =

AUTHSCHM_REMADMIN RERR B — N — pOETEM

AUTHSCHM_FTP FTP7OF T — FextaE=

AUTHSCHM_TELNET Telent 7B — K6l

AUTHSCHM_HTTP HTTP 7 OF > — pUETRaY

AUTHSCHM_SOCKS PWD |/SAD— RBFEZMHT 2 FEXF5H
Socks ¥ —/N—
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7 23. component” ¢ —JL ROFER)LME (#iE )

AuthSchm.h D#ERRERET
s

77479 +—IVERESR

EEI FERFER

AUTHSCHM_SOCKS_CRAM

CRAMGZGEZ 9% Socks
H—/N—

POETFaN

AUTHSCHM_REMIPSEC

JE—bh 2791472k
IPSEC ¥ —/N— (BfE
Windows NT _ETI3FIHAR

&b
He

RFFEZ

AuthSchmFnlZ UL 252 1714,

authschm.hiZ

EFINZ GWA BEDO— R 1 D

STHERNHLU LIRS TR ER AL, TORDI—REfMi>T, 2—H—N0

EEICRREES NZM E DM,

#24. GWAKR O I—FR

EyN

WHAPIZ TS —MboTenESNERLET,

RYa—~K Bk

GWA_OK PWEHIC T T —13 <, I—Y—ITEFITR
AES N7z,

GWA _DENY BN T 5 =13/ WA, I—T =133k
LWLz,

GWA_IOFAILURE

A—HF—AD7a 7 NEERERIZI—Y
—NOINEEEIMICT T =254, WH
UL, a—=INw o
FELEBICRENET,

I—=F TN

GWA_BUFFERTOOSMALL

AuthSchmFrig %,
FIDON Ty —INEIDIENIN D727

B DZFIT

+47a K

2, A=V —MNSDREZEZITND ZEMNT
ERAV/SY
GWA_NOAUTHFN TI— - FBREAF— 1 LI HB (R,
GWA_FNNOTREG I o— - PRREAF— L ST MRS,
GWA_RSVNAME Io—- FIEERIZ, PREINEZ, 2O

AF—LATIRERATERAVETINEG TN TN

,,
L\

7z
GWA_BADNETTYPE TT— - FBAEAF— L B R,
GWA_BADAPP I5— - RREEAF— L EITIEBIR,
GWA_BADADDR II— - BAERTHRESINLT RL AN
#ho
GWA_MEMSHORTAGE IT— - AFY—NEOIENZN o 2720

i nﬁgkékigfgﬁiﬁyﬁ 710

GWA_USERDBFAIL

II— - BERFT—FX—2% QUERY T

ElhoTz,
GWA_REGFAILED II— - BREEAF— L EITIERIR,
GWA_AUTHERROR Io— - RAEAF—LRAEDI T —51,,
GWA_INTERNAL II— - BAEAF—LOEML T —5AF,

AuthSchmFnN 7 7 £ 7 7 4 — VIR S 2B OR D I— KA GWA_OK Th B H5H.

I—H =I5
TEEY,

H5H M H OGS XD it

a1—H—

RSN, BERLEY—EANDT VEANEZA SN EEAD T EMN

GWA_DENY 3T T —4MhE LT I N E T, IFEER L2
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P—EANDTY VB AZHBESINET, ZOENORD I—FEIXRTT T —5M4
THD, =P —FERL Y —EANDTY VA EEEINET,

Y=R A= RDANAIINELONY > V—Z - OI—R%E2>2)81)LL T DLL
WU > 795K, authschm hiZEZESINTZADORABZEMHRT 572012,
¥bin¥authsdk 7+« L7 hU—IZd % gwauth4.lib Zff> T DLL % gwauth4.dlliZ)
SO URTNERD EFR AU, £, AuthSchmFn2t DLL 75 TV AR — kTN
EWH ZEHEETT, IBM VisualAge C++ B XU Microsoft Visual C++ DY >~
)l make 7 7 1)UL, ¥binYauthsdk T+ L7 U —IZH D ET,

DLL DA >R ~—=J)b: DLL MIEEIZERTE/=5, 4% ROOTDIR¥bin¥authschm
T4 L7 M)—=IZaE—=L, 7747 U4—)b X&) T—hLTLESWN, 7
714774 —J)V/IN DLL 20— RL., DLL OFRFFAF—LZEET DH-0DIC1E, VT
— " TT,

FLo: 13, BREFAF—AOTO— RAED L DR ERYLIE T o E 3
PRI L AR L TWET,
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HUH LI 74T 04— LIERER
(config H—/3—_ telnet, ftp 7x &)
FEUNH L#aE gwaget() gwaput()
au |
DLLEntryTerm() registerAuthSchm() y\«autmo
fwusrdb.dll

fwGet/PutUserAttribute()

i

auth*.dll

DLLEntryTerm() auth*fn()

e L
OP-@ A ~L—F (5 - VRTL
e EMHEARO—F

K 1. DLL D#IHEHB L OB &R

R —EZXZHHATIHEDOH DT 71 7 U+ —)VHERESRIL, gwauthd EIETH
577474+ —) DLL IZU >Z7 L£d, gwauthd dII7b\D REINBHE. =0
DLLEntryTerm JL—F > 2VECE) S 41, ROOTDIR¥bin¥authschm D9 XT®D DLL %3Efr
BO—RLEY, #BIEAF—L DLL NO— RIZEKRLTH, gwauthd diloo—R -
Io—ELFRAEINETL, gwauthd diliZZNsoo— RifrEgEXEL £

REAF— LD DLLEntryTerm )b—F >N FEf TIN5 &, #iEAF— L% gwauth4.dll
NEEELET, 2D registerAuthSchmZ IEON LT E 9, authschm dllid.
DLL 23R — N9 2385EAF— L4 Z &I registerAuthSchmZ IO § A FE 2 8
DFETF, registerAuthSchnBi#i TiE 1% AuthSchminfofiEARlL, 1 —H— - 57—
A N— 2R E SN TN BRRIEAF— LA DT & AuthSchmFnBEE D A U [ 5 % B8
MFEd., BEERTIEINIEEROIE—2ERL ET. LzA> T, authschm
dil X OERZHEISCTHAE | BETSZENTEET., BiEAF—L4A
DLL ® AuthSchminfo & ARZMKT @2 £7,
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registerAuthSchmBA$iid., TR TOBERFEHRIEAF—LZRTY 27 « UA NZAE
RS AEEAELEI, gwauthd ® DLLEntryTerm JL—F &, UZX L« 7 H—%
NULL IZ#J#{E L £, XiZ, authschm DLLIZ registerAuthSchii3d %z IOV 3R
WUTFDZ E&EfTWET,

1. #FEAF—L - UARZEZAFY LT, EXINARERCARTZRFDHE 28
T, HENAOD > HGR3ZENZY X M0 SHIBRL ., ZOBEERERZTXT
HELET,

2. AuthSchminfof i RIZ 3D T AuthSchmEntry &R E1ERR L. N & RIEAT
— A+ UANZENYT 5,

3. BEDRRYI L7z (GWA_OK) MR L 7= (GWA_REGFAILED) 7% /< 9 KR 2 I
O LITICR T,

gwauth4 @ DLLEntryTerm 234 authschm dIlDFEITRFO— RZ%E(TL. MO authschm

DLL MZDFIEAF—LDOBERZT T 5 &, gwauthd D DLLEntryTerm JL—F >

WEEOH LICICRD £9, ZORRT. MOMRERIL gwauthd BIEZ IO Z &

&> T, HAFY—EADERZHIHT D EMTEET,

gwauth4.dll 737 > 0 — R I 5K, DLLEntryTerm JL—F J3#& T UL D 7= 6D 1 FEHE
OHENET. KTRHIFOHENS &, ZDI)I—F i3 AuthSchmList D9 RT
@ AuthSchmEntryXHH &2 OBHEE R AHIFR L £9. JUd, BREAF—L07 7
A7 T+ —IVINS B OBGFEHEFE LR THODL D IITbNEd,

EBIMIERDIIE: 7717 T4 =) T—EANL—Y— 2R T 50BN H DY
&, gwauthd.dil OBFEEIEFOH LT, gwauthd 137 DIEONH U ek B30 & 1
WMEAFLTIZ 7 A 74— DI—HF—« T—FX—2Z% QUERY L. ZROLH
L:ﬁiﬁﬁj‘énun X‘_‘L\" A@%HH%H&%L&@‘

gwauth4'f HEX:‘: A@%H”ﬁx{k%’é—é& %@”ﬁ(ﬁ%nwﬁxf\* VA UX}‘;&
AF v LT, FAADAF—LEZRLET., FHODBREFAAT—LZHT L2
A, BIEOERZXRT AuthReq iERZEIER L, D01 & BIEANT & N/-58FEA F
—/ DLL OADORZEENHL ET,

gwauthd 2\FENH U 72 AuthSchmPnBEE3 ZEsR 2L, T2 R « 2—H— L0557
HEMNH D E X gwaget B XN gwaput I—)L/Nw 7 ZFFOH L £, UL
T95E, HlHZE#EYRED I—REEDHIZ gwauth4 IZREL £T

gwauth4 |3FBFEE R = X EL T 502/ - LaO— REfieskl, BERERELLET
74T T —IVERERICK > T, BiEAF—LA DLL W62 ELZRD I— R2(5
T’ﬂ%[—/i‘a—o
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86E Make Key File Utility (MKKF) ®DfER%

tFa7 SSL xv b=V EHETIE, LFOZ ENRMHZICRD £T,

+ SSL HOMHRRY —/N—ZHKT 5,

s BFaATEREOEDOF—EERT S,

e Y—N—FLEDKrIFATY R )= ELTHEINS,

e F— Ty AI) - NAT—RE[ET,

AT —N— e F—, F—-U2T - Ty ), GEHBERZERT 2121,
MKKF ZfH L T<7/Z3W, MKKF &, BHIOFFHEZF— « U > JITZITHRD,
F— Ty RAT—RERTOIZBHFEOLNET,

F— 7714 IVDERK

ZDI—F 4 )T 4 —&FTT5HEEICIE. Windows NT 7 REZA ML —4—-7F

ho >y hEfioTalA > UkiThidan £8 A,

1. ROOTDIR¥configT « L7 b U —IZi#eA, AFDEIICANL THF—+1—F 1
T4 — &Y 5,

c:¥program files¥IBM¥Firewall¥config > mkkf

MKKF Key Manager
Copyright IBM Corp. 1996
A1T Rights Reserved

2. FLnwF— - U7 - Ty AIVEERT S,

Key Ring Menu
Currently Selected Key Ring: (none)

N - Create New Key Ring File
0 - Open Key Ring File
X - Exit

Enter a command: n

ERENFERENTVWDEEIT ' ZANLT, HilvwdF— - T7 1)L 2kl X
ER

F— Ty AINEHERATEED, Ty AINVAEERTS IO T IRERINE
T, EQOXIBT7AINATHHATTA, mEIL kyr IKT22HENHD T,
FIHIVETIE, 7740774 fwkey.kyr EWILETD T 7 1 IV 2R L X
—é‘o

F— U Ty INOLHIEANTTENEIZ. ENTER 2L T, T 741
~®D fwkey.kyr ZZIFANET,

MKKF 13, #iLWwF— - 771 IVEERL, F— U2V - AZa—%2FRLE
T, F— - TryI)E HESBRINTWLEF—- ) TLELTUVARINS T
LIZEELTLIEEn,

3. FiLWnF— EREHEERZIERT 5,
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Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

- Exit

X =ZXOVO T nmo=
1

Enter a command: w

FRENFERINTND EXIC W Z AN LT, Key Menu IZ#EAE T,

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: (none)

- List/Select a key to work with

- Create a New Key and Certificate Request
Import a key from an Armored key file

- Exit this menu

<= O

Enter a command: ¢
ERNFRINTNEHEZIZ ¢ZANLT, HILWF—Z/ERLET,

F— - T AICF—ZBMT DA, F— - T AIVE/NNAT— R THR#EL R
RO EE . MKKF 1E, F— - 77 AV ER#ET DI 5 /XA T —
REANTHEDICERTLH IO T haRRLET, NAT—RF. ANT2S
EEICHFERSINFER A, MKKF 1, NAT— ROBINARZ T 50 E S InE
WEDEET, FadhERINzs ' ZANLET,

Enter password to use for the key file: password

Enter the password again for verification: password

Should the password expire?

Enter Y for yes or N for no:

n

Password successfully set.
Press ENTER to continue

MKKF &, 1ERT2F—DF A T2 ANTHEDICERTE IO T MEERL
ECIN

Choose Certificate Type Menu

S - PEM Certificate Request Format (Private Enhanced Message)
P - PKCS10 Certificate Request Format

C - Cancel

Enter a command: s

FRNERINTVNBZEEIC s ZAN LT, PEM GEHEYD 7 T X MERXZIER
LEd, MKKF I3, Z2OfEHEZAKL ET,

Compose Secure Server Certificate Menu

Current Certificate Information
Key Name: (none)

Key Size: 0

Server Name: (none)
Organization: (none)
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Organization Unit: (none)
City/Locality: (none)
State/Province: (none)
Postal Code: (none)
Country: (none)

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: m

m ZANLT, ZOHEEZEE LTI, FEMEHEICETSHEREANTT DX

IICERTHZTO T IR ERINTT,

s HHITHA4FZEANLET, ZOL4HTE, EEDARNY >V EFEHTE,
MKKF Z—5 4 U5 4 —TOHMEDLNET,

Enter a name to use for the key entry:

Firewall Key

o F—DHYALEANLET, IBM Firewall 1Z. TZ7 AHR— LAJREN—T 3 > D
MKKF O#ZHmLET, mAkF— U1 XL, 1024 T,

1 508
2 512
3: 768
4: 896
5: 1024
Enter the number corresponding to the key size you want:

2

s Iy AT U —IVIT, B TCPIP RA MK EANLET (EEAE.
jupiter.raleigh.ibm.com)

Enter the server's fully qualified TCP/IP domain name or press
Enter by itself to leave the field blank

Jjupiter.raleigh.ibm.com

< MBBEANLT, EAFEEENTLET. (X 2tth)

Enter Organization Name for the certificate
or press ENTER by itself to leave the field blank.

AAA Inc.

o MO HZEATLET, (ZEAR, HEH)

Enter Organizational Unit Name for the certificate
or press ENTER by itself to leave the field blank.

Network Security Products

« AEAEZMEMT 2T OAATZ AL KT,

Enter Locality/City Name for the certificate
or press ENTER by itself to leave the field blank.

RTP

« MNERZFHSGOHFTZ AL KT,
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G AEBHEOMLAEICE D, 20T 40— RIZRE 3 XFETRTIUIRD FH A,
2 XFOMDOEMEIIIERNTT,

Enter State/Province Name for the certificate
or press ENTER by itself to leave the field blank.
State/Province must be at least three characters long.

N.C.

 BEFRSZEZANLT, EHFELEAEMITLET, (UL, BEHFSI—F&
[C)
Enter Postal Code for the certificate
or press ENTER by itself to Teave the field blank.

27709

* 2 XFOEIA-RZANLET,

Enter Country Code for the certificate
or press ENTER by itself to leave the field blank.
Country code must be exactly two characters long.

us

MKKF MNI—H—n5TXRTOEREED D &, EHENERINET,

Compose Secure Server Certificate Menu

Current Certificate Information

Key Name: Firewall Key

Key size: 512

Server Name: jupiter.raleigh.ibm.com
Organization: AAA Inc.

Organizational Unit: Network Security Products
City/Locality: RTP

State/Province N.C.

Postal Code: 27709

Country: US

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: r

SEAEERICM S NOBROMNH - 258123, 'm ZASN LU TCETIET A ENTE
F9, HHRMAELTFNUL v ZAHL T, filnwF—FncBEEL2F— - 7
7AINEER L £7,

MKKF 13, FEBHEZENT D 7 7y AV EIRET A LDICERT 7O T a2k
RLUET, FEO T 7 AINAEFEZFETN, F— - 77 ANV ERUELRL Z/HEH
L. VEBET cent ZBIMMTAENDETEDICMD L Z2BEDLET,

Enter file to store the certificate request in:

fwkey.cert

Creating Private Key...

Private key was successfully created.

Creating certificate request...

certificate request was successfully created

Adding new key to key file.

The new key and certificate request were created successfully.
Press ENTER to continue

IBM Firewall Windows NT filt: s



HIZIERLIZF—2T 73V MICT 5,

F-—BICFHZT LR L2, F— A2 —DNERRINFTT. FHizITERL

=i, BREAF-EHEHELTYAMENEKT,

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

- List/Select a Key To Work With

- Show Information about Selected Key

- Delete Selected key

- Create a New Key and Certificate Request

- Import a Key From an Armored Key File

Export Selected Key To an Armored Key File

- Make Selected Key the Default Key for this Key Ring
- Unmark Selected Key's Trusted Root Status

- Create A Certificate Request for Selected Key

- Exit This Menu

X OoCTMmMmHOOWI—
1

Enter a command: f

HIZIER L eF—2F— - Ty AN OT 74 hOF—ICLRFNERD £
Ko BIOBITRUIZE DT, P ZANLET, WEZHRT ST 02T FRER

ENET,

Key Menu

Currently selected key: Firewall Key

Are you sure you want to make this key the default?
Enter Y for yes or N for No:

y

Key was made the default key.

Press ENTER to continue

F—MTIHIVFELTY—VENDE, F— AZa—NRRINFET,

Key menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

- List/Select a Key To Work With

- Show Information about Selected Key

- Delete Selected key

- Create a New Key and Certificate Request

- Import a Key From an Armored Key File

Export Selected Key To an Armored Key File

- Make Selected Key the Default Key for this Key Ring
- Unmark Selected Key's Trusted Root Status

- Create A Certificate Request for Selected Key

- Exit This Menu

X W CCTMMmMmHOOWmI
1

Enter a command: x

X ZANLT, F—+ AZa—2KTLET,
tHEEF— - U 2T - T 7 A)NTRZITE S,
F—U2T c A a—MNERINEKT,

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

Open Key Ring File

Save Key Ring File

Save Key Ring as Another File
Set Password for Key Ring File

T WBmWOoO=
1

556% Make Key File Utility (MKKF) i %
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Create Stash File for Key Ring File
Receive a Certificate into a Key Ring File
Work with Keys and Certificates

- Exit

X =30 O
1

Enter a command: r

E T 747U+ —IVIIEREEEZ HE LT SSL ZHL7R2WD T, #aREMERIZ X
LAEHFEDELIILT L OSED D T A,

Enter file name or press ENTER for Cert.txt.

fwkey.cert

This is a self-signed certificate. Add it to the key file?
Enter Y for yes or N for no:

y
Certificate added to key ring.
Press ENTER to continue

6. F— T 7MINDEEL T 7 1IIVEERT %,
REENF— - Y 2 JiIcEMENZ®, F— U2 T - AZa—"ERREINE
@_‘O

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

- Exit

X =ZXOVO T nmo=
1

Enter a command: ¢

F— - Tr7AINORL Ty AIVEEKRTHIHLENHDET, HiOHICHEELD
12, ¢ ZANLET, MKKF {3, F— - 77 1IN EEUCEALZFHL, sth
AR TE LT £,

Stashed password file saved to fwkey.sth
Press ENTER to continue

L 7 7 AIIVDMERR S NziR, F— - U 2T - AZa—DERREINET,

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

- Exit

X =ZXOVO T nmnOo=
1

Enter a command: x
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F— - Ty AIVFBEFEDODNTVWET, ERNERINTNSEEIT X AN
L. MKKF Z# 7L XT, F— - 77 MIINTHTDEENEZRAFET DI, F
RUMERESNZS Yy ZANLET,
Key ring file has been changed. Save?

Enter Y for yes or N for no:

y

Key ring saved to fwkey.kyr
Press ENTER to continue

#

. W7 VR ERT S

F— Ty AIVOIERE. fucfgsry I > RZ2MH L THERYT—/N— /8T XA—
H— - Ty AIINDOF— 771 )VAZEE LRTIUIR0 8 A,

e —/N—I1Z SSL B L2 L TWAE, FERIC fucfgsry I~ > RZ&fd
F LT encryption=ssIt 7 a > &RET2HLENH D ET,

fwcfgsry I~ > ROMHE, Y—/N— - S—EX&E L THIREIL T 230,

6% Make Key File Utility (MKKF) offif: 61
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B7E BEERELUTRAE

AETIE, IBM Firewall Ot b7 v THREB X ORE LR IR AT 2 EMEO W< D
NMIDONT, BEEBKDHIEZEZHHALET,

FRENFEEL TWAHAITIE, T 77147 U+ —)b - O (debug HIENELL) 21
LT, BZICESNBHEWEMCLTIEIN. FMICONTIE,
- 7z OVEFRINZBRLTLZI 0,

AAMN=ELOEY MY

Z4IH— - HR— MK
GEAEL):
RDEDRLT— - Awt—T%ZTWD T,
TAIE— - HR— FORIEICEBLE L, YTy MEBERUOHE LIZEBLUEL

—o

NRABTEESNLETZ 7AIPT 4 LI bU—BHFELEEA.
ZOMEE, A 2 AP=IVOBTT 747U+ —)b&Y T—hLTWaRWE
WIZECET,

HRNE
T7A7Ix—)veYT—hL, 7O =% —ZHMTLTZI N,

IR E DRE

IBM Firewall ® IP Jb—F 4 > DFZ K EWDIFAMILD T£FaUF4— R
Do—| 4707 - Ry AT, BREREOWBEDT)IN Y F IR DHEREN R
INET, TOFz vl - Ry AEMFHAREICL, #EEREEEL T, #k
HMAloO 7 2FRHRRICLTL/ZEWn, FTOHET, 7717 I+ —IVEFXRT, 7
AT T4 —INVEN L THATWETRTONT v MIBET 2 H#IE®REZ L T<7E
=W,

BOICIP 7 RLZAZEALTINS DT A &I, KICKRA M EHEHL TT A
FEfTo>TLEIWN, PRLVAZEALESEICNT 74 v 7 DE L WK Z
N, i LU7ZSEICE LW 2 RN WESITIE. f35liconT
[TDNS O 1Z BB T FE 0,

F77AT79x—=IVIPSKRRA MAD ping BTERL

BEEDELE

Ty hT=2 « A2 =Tz —AMEL<BERLSNTHEE A,
HIWLE

ARV —=F4 27« DATLOERESRL T IZE W,
EIRE D EA

FFaT - Xy FT=7 LOERHMNIEL SHRSNTHWEREA.
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HRLE
A2 =%y b« P—EARMFITER L T, BYE2TFTIZE N,
EIRED i EA
TFa7 Xy U= = =R SN TWSEHEFITE, 771
T4 —)VT, TDI—F —E TOHFMNRENIEE SN THRITNIIRD X
Hh. netstat -rn ZfIH L THARRIEEZMEL TILS W,

netstat -rn
Protocol Family 2008&DHNITRD X DIT/RD £T,

Destination Gateway Flags
default nrr.nrr.nrr.nrr UG
nnn.nnn.nnn - nan.nnn.nnn.nnn U
$55.555.55S  $55.555.555.5ss U
ssl.ssl.ssl srr.srr.srr.srr UG
127 127.0.0.1 U

X 2. netstat -rn72» 5 D HI .

nrr.nrr.nrr.nrr
A2 =%y b \DIIN—F—%FE£ L, TIHINIIREKERDFET,
T 7 4 )V MR ISEREE (752 =UG) T,

nnn.nnn.nnn
tFaT RAAMERLET. ZHUIAM Y —T 2 —AREK (7
27 =U) TY,

nnn.nnn.nnn.nnn

FtFa7 A2 =—Tx—-A2KLXT,

S$SS.SSS.5SS
RO+ « FASZERLET, ZNEFAM2H—=Tx—2A
& (777 =U) TY,

1555.555.555.5SS
RO EFay - A —Tx—AEERLET,

11ss1.ssl.ssl
BEKOXY NI =2 OtFaT7@lOYTRAAL 2 EEL,
SITSIESIT.SMEIZ DY T RAA > ADN—%—%2KLFET, JIUIHN
¥ (757 =UG) TY.

127.0.0.1
=T NNy F-Fa—L « RARTY, ZHUI1> ¥ —Txz—A
B (75727 =U) TI,

FNENDA =T 12— AT LA =T 21— ARKERAET DHEN
HO, TIAINNDON—F =37 747 I+ —I)IVDIktFaT7RIH B —
Y —ZRTBENHDET,

HELZALE
= — DB ZBIML T EI W0, =7 —DEHZFITHEKL TL
7230, route add IX > RZHHL TL/ZI N,
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FEIRE D EA
TFaT A2 =T ALFREHEHRLEIDSELTVWSHRA N EOYT
b e XATMWIEL TRWATREHEDNH D £ 7

HENE
2747 2 bORELI—T 4 VT4 —ZEHL T, YAV OREZIIEL T
<TEEW,

TF*a7 - RAMDSFHEFaT - RAMAD ping BTEEN (FlFE

1))
2 D Ei B
T7AT7 5= IVICHEET A8 —F =121, 77107+ —ILVLLIE D%
Iy RT—=2HNOTF =R x4 ELTEDT 7 AT I+ —I)VEIRET DHH
BREEINEENTWRITIIUIRD 8 A,
#ERMNE
—4 —OEHFITHEEKZL T3 N,
f5 28 0D 5 B
tEa7 c xy hT—=2M, FrFaT - Ry bU—2 TRIEIEE AT RE R
BEHDT RL A (RFC 1597 THRESNTWE T IAR—hK « T RLAZER
F9) ZHEHLTWSEEITE. N7y POABREMNICEDRINE Z EEH
DER A,
#EBNE
BEE AT RLUAZREL T IA4T7 > h2FERL T Za N,
DNS DERE

T77A47 74—V DNS L, Fa7 « F—L « U= N—ZWSL THRIZMIIEL £
T, BFaT - Fx—L - T—N—& F27 - XV FT—THNOITXRTOH4H]ZE
R LET., tFaT =L - H—N—ld, EFaT7HICETHIEREZ 7 71
TIg =) F—Ah - B—=N—TEHELET, 7717 Tr—)b F—L =N
—ld. FFaT7HERES L TEREZMPELET,

DNS DI, MOTU 7 D7 714 7 74— IEEICHZETILEENH D ET, B
50MC DNS IZIZRER L TW/RWEETS DNS Z2RET 5 &2B#od L £,

ZDHIET nslookup L—F 4 T4 —&MHL CTHEZDEET 272008 AT v T
DOHZLTFITORLET, ZNH5OFITIE, ATOMEAFEHREINTWET,

www.ibm.com

FFa7 - Xy bT—VHNDIEEDOFRA MHZRLEXT,

nNS.NNS.NNs.NNs
FEFaT F—L - H—N—DOT7 RLAZEEXLZET,

SNs.sNs.sns.sns
TFaT c F =L H—N—DF7 RLAZERL LT,

host.secure.company.com
tFay Xy NIV NOEBEDORA SDOAFTIZRL £,
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127.0.0.1
T7AT7IF—IVNDI—T)Nw 2 « T RLAZELET,

INSOMEE, B2 9147 D TRAL Y - X—=A - HY—ER] Y1707 -
Ry T AMBEZZENTEET, UTFTOMEEZEZ LRIC, 2115 OENHEIC
2D ET,

E: nslookup AR ENREF 2T « RAASHZHZEMMUIENWEDIZT B0,
nslookup X > RTHRET HHARADRIC Ry MNEBIMTH2LENH D ET,

DNS DB E N TV

RIREDEHER
T7 A7 T74—)L®D DNS HEREMNERINTHER A,
HRWLE
[RAALY - =L - Y—ER] Y4707« Ry AZERIVTLZS
[/)o

DNS BEMWKMEXEIIZALTOI M

EDEL
T7AT7Tx—IVD KT T 4w ZHIEIT DNS /N7y FZERT T ENFFRI S
TWEYR A,

RS
[CF¥aVUFqs—- -RUS—) 4707 - Ry AICBD, [DNS BAFF
] Fro IRy A%F AL ThT 74w 7 HZEHNEEEL T2
W,

nslookup www.ibm.com. nns.nns.nns.nns MK

IR D ER A
FFaT « F—=L o = N=DPRESNLZT BV AZEHL TWRnD,
HZHWIIEL <K N THEE A,

HRLE
DNS U —EXD#RMIHFITHKE L T, AR —L « F—/N—+ 7 FL A2
WEDETZES N,

nslookup www.ibm.com. 127.0.0.1  /3%<B&

EEEE L)
Microsoft DNS service DNEFTIN TV WATEEMEMNH D £T, H—E 2H
= =05, ZUNETHTHL20HBL T ZI N,

HIRNE
J—EARIH~YF—2 v —Z2MH L T DNS ZBtEL T<7ZS W,

nslookup host.secure.company.com. sSns.sSNs.sNs.sns PR
fERE D&}t ER

tFaT =L = NI T L TNET,
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HRENE
F—bo s U= N—ZHEHL TZE N,

nslookup www.ibm.com. sSns.sns.sns.sns PR
FIREDEREA
TFa7 - F—L - B—/)\—2 IBM Firewall LiBET DL IITIEL < RS
NTHET A,
HLALE
RERLEEIEIC DWW TR, IBM Firewall fEHEDFTIE 2SR T IZE 0,

B4 7 >
Y—N=—BRELEL

fEl ZE D Eit BA
W7 2147 > N ERRT—N—NEAR5EE2FHAL TWET,

HERNE
W27 o4 7> b A 2 « )NFIVT, 7747 I4—)vEA A=)V
LEEHBEERLTZE N,

FIREDEHER
SSL K5 HEMIE L < KRR S NN TW R WRIBEMED S D £ 77,

HERNE
DI3A47 b TO7F ) INFIVT SSLAEIRINTNS ZEZ2MRL T
IV, H—EAH#IT = —ZHEHL T, 77147 U4 —IVOWHRK
H—N—ZEIE L THRE L T EI N,

fEIRE D EHER
T7A 7T+ —IVORRY = /N—=2MEHARIZ/2 > TWBa[REHENH D £
KR

HERNE
T 7 AT T4 —IVORREY —/N—ZFTL T ZI 0,

fEl RE D it BA
T 747 T A=) ORERY—/N—DEHELS DR — N ZEEH L TS lRelE:
MHDET,

HeRZNE
c:¥winnt¥system32¥drivers¥etc¥services ZM#&E L. ibmfwrcs 1014/tcp &
WHTREENTND ZEEMRLTLEI W, HOR—MIH BT —/N\—
A LZWESICIE. 2RUCEDHRE T ibmfwrcs 1014/tcp ZfREL. 75
A7 >bhO TaTF 2] NIV TEZOHHA— N ELTHEL T LI,
H—EAGHT R —2 vy —Z2 AL T, MR —N\N—ZEFIE L THRE L T
<TZEW,

REIREDEHER

T7AT T4 =D T T 4y 7 RS —/N— DR OEEZFF A L
TWRWATRENH D £T. ZNE, UE—b - FRAPTEGFEIN TN
O IAT 2 NIRRT EEGERAERT,
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HERNE
W7 947 > "RDFEFTFSNTNBEII U ET 7 A T I+ — IV EDHERETE
ZLTLES W, Bk 9407 > baeEROEETLEL, 7747 T+ —)b
ZHRICT DM ENHDE T, BEHNRZHEMRL T, EHLL TEZSE
W, FHMCDWTIE, IBM Firewall HEDF5IE 2SR L TL7Z3 N,

IR D ER A
R —N=2, UE—h - RA 50071 &2 5K IS
NTHEWAREMER D D X7

HERNE
fwcfgsry I RZEH LT, Tocalonly /8T A—4—7% no ICREIN
TNWBHEMREL TSI,
BRY—/N—(COJF > TEEWN
REIRE D ER

Ty AT T4 =V E> TRAESNEZELI—T —£1F. W< ODNDORIEH R
DIBEDOENTHHEHT LD IR I NET., TOI—F—DFEDY—
EAEEATERNEDICTEEDIC, [TXRTEZAL AMfEAINTHE
ER

HERNE
FHINTNWSZI—Y -0 tFaT7EH] 74—IVRE HEEFa78E
Bl 74 =)V REFEXRTLEZIV, IN6O74—IVRIE, 7747 T4 —
Ve A—H—TlRE<ERFIHLTOAERN T,

FS7 4y OFIE
BRICHTAEENEDICE SR
FIRED S EA
ST 4w 7 I ORRERZICH L TIT> 228, E8tENs E£TIIAE
D ERA, UL, [PATFLAER] O0bET %2 UF4— -
RUS—] 470y - Ry AZERTEENGENTT,
#ERMNE
MEHOES] Y170y - Ry 7 AZ2FHALT, HRZ2EERL, &8
fELTLEE N,

7Oy — - Y—n-—

TF—IPEEZT R
EEEE L)
Ty7AT7I5=)lOTaF— - $—ERIE, 1A M=LBIc> >Ny
T—RhEINZETHBINER A
HRNE
2B T—=RLTLEE N,
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RIREDER A
T7AT7T=INDKEITT 4w 7HENE. NTy 8T 7470+ —)VEE
BHNnsoTiRR<L, JOF— - TObAEOMTHEND XD ITHRL 7
TR0 FH A

HRWLE
TOF T —EHEOFNZTNOMIZ,.  IBM Firewall fiHZDOF5E 1Til#S
NTNDEDITHERL T ZE W,

AJEETHIUL BRI FTP R T 74 w 712D TR, HiiEHRS Nz —EZ
AL TZEIN,

HLETHRRABMIIEETEA N

RIREDEREA
TOFI—LOMTT = NHENTNDITENNDET, RA DR TE
W EITE, 79147 2 RRRA NGB L Tz WalEMEA S D £
ER

HEIZALE
[tF¥aVUFqs—-RU—] 4707 - Ry AT [DNS BBRFFA]] MY
ARSI NTWT, EHRBRMEIMEIN TS Z 2R L T ES
Ve fERIICDONTIE. BeX=2>0 [DNS QI ZHIL T 7230,

RIEDERA
T3 AT I H— IV TNTINDNDT 7L T7 T+ —)b« B—E R > THIES
NEEI—F 413, W< DODDORMEHFRXDOENTHMHATES LD ITHRL
THIEMNTEET, TOA—Y—RE070F > —2FHATERNELD
9572012, TTXTEZEIL] BEHINTHWET,

HeRZNE
W7 247> b0 (A=Y= Y4707 « Ry ATL—H—--ThY
> OB EMZ TR T /230,

REIY—EXR

Windows NT ZREZRAMV—F— - TFhHO Y PRI TEEN

RIRE D ER
Windows NT 7 REZA KL —4%— 7 HT > hOD firewall gL, fwdfadm
DIT7ATT4—)+ A—H— + T—IXR—AIREINTNET,
HeRNE
fwdfadm 7%, FHALELD ELTNEY—EZICH LU TIELWIBFEF N E#E L
TNBENMREL T I,

27A479#4=)b-7AF— - A—Y—DPHEFTPTEH

sl 8L 0D 5 BR
T7ATI5—) s TOF>— « I—F—MNT 7475 —)l + 1—H— .
T—AR—ZAWXEBREINTNRNWES, IV —0ORBREZEET 2D
fwdfuser HMEHINE T,
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HRWLE
A—H—NT7 7 HLALLDELTNEY—ERICH LT, fwdfuser's #ZiFh
KNELLSERBINTWNEMHBEL T 7ZS W,

2y bI—=9 - FRUVREH
NAT E&GSEEN LR

RIREDEHER

NAT ZRELEFLLZICHMND 5T, EE/MEEL 8 A,
HRWLE

RIEET — 7)) NAT BICRIERH D £ 7,

NAT N7y BBRIV— BMIWDICHEILTE SN

DA
NAT /N7y b D7z ICHENL S N HER N D D R ' Ao
HRWE

Ty AT I+ —=IVDRIIH DI —F—IZ, %565, NAT Y RL A, ¥— U<
A1, T7 AT 74— )VEHE LR ZEML T ZE 0,

NAT [CTRIITAZEDTESETNY T - vY—=)b

EEEE L)

NAT IZBYVLTBZEDTEDTINY T « I—)UIFRATH DM,
HRNE

NAT OF > 7, BT RLADEHEZ N —ATESL5ITRDET,

0 & #4EE
OJEEDZTEENY —N—THMICESIZN

IRE DA
OV BREZHIFR R /2 IIEE T 20, GUI TEMET 2K DICRATIN, J—
N—=IZITZE LA

HRLE
VAT LEYT—HRLTLIZE N,

bR=b-2=F14 V71—

727ANVET O RCARBICIS—DPRELE

70

EEEE L)
FiEoTI—1Z. LFOWTNr0aAX Y REFH LB THRET S EMN
HOET,
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db2 -vf fwschema.d11 > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > sample.out

HRNE
ddl dat F72E .dml 7y AIIZiE. ELWEEEM 7y A IV 4 %252 T<
7230y,
T—=IN=RAANT =9 %A R—PMRICIS—HDRE
FIRE DR BR

db2 -vf fwimport.dat>import.out I~ > ROFER T 7 )L import.out M A
=N WTRDDOA IR — RV L 2, I LRSI U e
Sl EERLTNET,
HEEALE

MEAVRINIZA R — FUTHIRT S msg 77 (I EF w7 LTLES
WV, MEICEET 25005139 T, MIind 5 thl 771 )LOBEEL O
— RERL TANT—FZHRHX, RICHNERZONZHFH LTI /EZIWn, =
LR, T=AIR—ADH =y b ATLACHLTEBRESLENS Z &I
BNWTLEINe =T R ATL - FATITHLTT—% - ¥ T3
YT, ANT—MNELLIBWES, FUTFHlons - T77A1)b- L
O— RZ AT T, fwlogthl 2% tbl 77 ()b« LO—RZIELLAERT S &L
INCT2HENH D ET,

M 2 i TE WAL, IBM IH—E X 2K SH(IC.  import.out 7
7)., .msg 7 7)., BET S thl 77 ()L, BLOFYDH)onas -
Ty AINERELTIZI N,
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Aot—2

Z DfHEICIE
Awt—,

fTERA.

. IBM Firewall AIX FRD A wt—3,
BLOWM Ty A7 T4 —IVICHBEOA Yy = MASDTWET, £

IBM Firewall Windows NT i ®

7=, IBM Firewall A vt —ICBT B FOEREZRLE T,

e Awt—TDFERX
e Awt—TDHEKEL AN
e Avwt—ILEZFDHH

Awt—=IBIOZOHBIZOWNWT I SITHERNLEREEIL,. BBR="0 [HE7H
EEELBEI O Z 2R T Fan,

ICA REEINZHEID 3 N1 b,
XXxx  #ifl 0000-9999 N D% fil,

a BREOEH. Avt— W<DODRDOEKREL IS

o i - 1B
cw - EE
e e -L7—

«s-P—EX

0000-9999 DX fiEi 14

+ 1000 - 19997 4 )L %7 —
+ 2000 - 2999 7/ O F 3 —
» 3000 - 3999 socks

* 4000
+ 5000
*+ 9000

8999 I FI i
9999 —fix/Z Dt

49997R 47w K« NI

MEHEINET,

 ROKSIBFHET/HALET,
* 0000 - 0999%|DAAT T— LI\

IAyt—

ICA0001 75 —b - count OFREEIC KB,
B RRREREED L EWESEANmEZINE L

75 b - 3—Y— user_name® count
ﬂl. HI(H%E&

$EE: HEonos - Avt—YoBHICEET S L EWE
NI NE L,

ICA0002
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75—k - 7RA b host IP addressh 5
@D count DFPEED KB,

B BRE DR A DS OFBREREEO L & WIS
mEnE Lz,

ICA0003

75—bk - count AL IEEDS &
message_id

SEA: RrEonS - Avt—ToRIMICET S L EWNE
DI NE L,

ICA0004
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ICA0005 as -« E=4— - AEY—FRETT,
$BE: OB ANATY 2R LELE,

ICA0006 as --E=4—-4Y—EX - 774/~

DT UV AITKEL: ermo

SHEA:  Jetc/services/ 5 fwlogmond (2B B IHH 2 sk
TEEHATL,

ICA0007 as -®=4— - Yoy MERRIZKEL

F L7 ermo
S$BE: Vv hEA—T TEFEALTCLE, T5— -
Awt—EZHLTLEI N,

ICA0008 04 - E=#— - bind() MkELELE:

errno
BB Vv hENARTEEEATLE, 25—
Avt—TVEZRLTIES N,

LEWMEEER7 7N EA—TTEEE
ATLZ: ermo

$B: LEWHEET 7 1IADT 7 A -EIFH
HLELRE, TI— - Avt—I28MRLTLEI N,

ICA0009

ICA0010 as - E=Z4— - ¥SMHEAIRUIS—:

errno

HMEB: VT FORHAIO PICRHENELELE L, T
T— Ay t—TESRLTIEE W,

LEWVMEEE7 7AMNDIRAEAFTEE
HATLE: ermo

BB LEWEERT 7 1 IIADT 72 AHITRHIENFE
BLELE, T5— - Avt—TV2BHLTIEZS W,

ICAO011

ICA0012 as -« &=4— - F—EV& vy D

YLTWET,
B TEVNREK TP THEN, KBFKTT
FNEZTROE L, HRETOBAY « A v t— 7
MRENEKT,
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ICA0013 O - EZ4—DRTIFIVEHESL

FLL.
HBA: TR T T FINEZIMD, vy RS
U LEY.

ICA0014 a4 «-&=4—- - T—EVEHRFLTNE

-g_o
BB ToEIVNEFHINE L.

ICA0015 AY - EZ9—DTFT—EVEERTEEE

ATUL, : ermo

B ToECOMERNRBLELZ, TT— - Ayt
—VESRLTIEE N,

ICA0016 process id fleZF -7 TEEXHATL
- TEVRITICEHRTHSAIEE

ERHYET,

HEB: TECATOEAID Ty ANV EA—TTE
FHATLE.

ICA0017 7O+t X ID (process i)l & file [CH&iA

HEFATLE,
SEA: T—EMNTORBA ID 277y AINCESIADE
BATLE,

ICA0018 AJ - E=4— - ZOHb0EHHYE

L7z,
BB T—ADRNWNTy NEZITEWOELE, Ty
MIBEEINE L7z,

ICA0019 AJ «-E=Z4— - BOWVbDEZARY F

L7z, #J13BESNELE,
SHEA: T—AINR DTN Y REZITERD E LR, N
Ty MIEEINEL,

ICA0020 OJ -E=4— - #BokEAD ICA %
ﬁ—cg_o

S T—YORENES TWB Ny b EZITED £
L7z, N7y MdgESNE L,




O -« EZ4— - Bo DRI T—
5"6?—0

HEA: T—YORANES TWBE NNy b EZITED X
Uiz. N7y BERBESNE L.

ICA0021

ICA0022 LEWMEEERT 7 M) (invalid entry [CH

MNEEXBHYET.

BB LEWHET 7 MIVNOR RS NZHBR, MO
ELSHDEE A,

fwmail.conf Z7AIEF—TTEEH
/llo

StBE:  fwmail.conf 7 7 1)V DI —T UK LZh, T
7 A IVINETY,

ICA0023

ICA0024 SMTP H—N—[lEHETEEH A,

. SMTP B —N—0EAHD, BERaELG L ThE
9,

ICA0025 ZEAyE—2 Emall BEEULELE,

SHER: FREDOT RLZICOY - B2 — T I—h A
wt—T% email TEEFHEATLE,

ICA0051 Og - 774IVICIRFETSHE log file
name (¥ unsigned short integer BT

FhiFmy .

HMEB: O - T 7 AIAOLRE HEII AR R E TR
N0 £E A

ICA0052 7—=h4A7ICRF TS HE log file name
[Z unsigned short integer {ETA(TH

FEYEEA.

BB T —H A T AR H T AR TR
AOR= R e N

ICA0053 logmgmt.cfy Z7AI)ICHBAT - T 7
AIVICEAT BEBDIER log file nameld

FaEshEtA.

FEA:  logmgmt.cfg D1« 7 7 A )L TIIHEE O EEITFF
mENTHER A,

Variables 7 7 A V&4 —TF > TEEH
hc

FEA: logmgmtcfy 7 7 AV EF—T > TEEH A,

ICA0054

ICA0055 logmgmt.cfy 7 7 A IVICERNZIEE N H

UEHA,
SHBA:  logmgmt.cfg 7 7 1 WZHERRER NS D 18 A,

ICA0056 A4 « Avy+t— "Variabled (3T

j_e
BEA: OY - Ay t—INEHTY,

FALTWAZO®R ID T77/4I %%
RTEEHA,

SHBH: 7 7 1) fwlogd.pid ZEEAALTND EEIT, 7
AN —-OF 27 - FT—FENITI—2RALEL
7zo

A—Y—0DME: Jetc/securityT 4 L7 M —INEFENT
WH77 AN s AT LEF I LTLEI N, AN
— AREIRIEIC 72> TWB ATREMED S D £ T,

ICAl1001

ICA1002 cfgfit 7RIS ALDBENTEEY
/.JO

SHBA:  fwlogd.pid 7 7 T IIVOMERR SN TW iz =,
fwlogd T—E > & cfgfit 77V —>a> (747 —
HIENC A M OBENRAIREICAR S TWET,
A—Y—0DE: /etc/securityT 4 L7 MU —NEENT
W77+ YATLEF I LT EI N, AX
— ARBIRIBIC 72> TW B AJEEME S D £77,

AF¥>s - T-ECOMELELEITLTH
ij_o

A fwlogd T—E . REMLEE ARG L £9,

ICA1003

ICA1004 Z4INE—-OF25 - F—E 2 fwlogd
(LX) versionrelease MRS E L

7=. BfT: date BZl: time

BEE: P Xy heOF 2T FoEVNEEBIINEL
oo XNy k- OF T NFEANEEICR > TWAHEEIC
&, fwlogd F—T& >N ERL L I— K% SYSLOG 7 7
)b locald IZEZAAET,

KA. AvE—2 75



ICA1005 Ny 77 —HidbANDH. filter_rule_no
Ny b AytE—=o0OF 7 3HNES

nELE

SHEA: fwlogd T—FE DT 4 IY— 0T - Ny T 7 —
INA—N—70O0—LE L7, fHEINEZT )Ly —HHl
D)y by TcEER A

A—Y—DUE: D7E2Fryv 7L TLEIWN, 771
74 =)V —E AT (deny-of-service)” ¥ v 77 IR fE
IZIZ>TNBEMN, HE2NEIRBERAyE—220712
FEERL TWARREMEN D D 9, &2, FHERE A
vl =213 0 V2 no (I=nW2ERE L7z deny HHIZ
BELT, OB E0WICRs02EET.

ICA1011 H—X IV load_path Z2BBET 57/=%
@ sysconfig FFUH UKL ELE:

errno

HEA: Ty — - OF T - T OBEFIC, E
RENEZVAT L - TS—MFEAELELE,

ICA1006 #B# fwlogd IS — - failing function

error message

FEA:  fwlogd Y —N—MNERINHERETRBLEL
oo TR TLEL,

A—-Y—DWE: FRSINZIATLOBEEETIEL.
fwlogd ZFEHEIL T7/Z3 W,

AIX A —RIVIEE netinetZA— K& T
WEHA - BIfTTEEEA

SiEA: netinet TN A+ RIAN—IZT 4 IVF— « HR
— Rk EENTNE A,
A—HY—DWE: 7747 Uxr—) I—R&A AL
— )L TLEEIW, IJ=RBA A=)k EINTNT
H, UT— K NEFINTORWATREENRH D 9,

ICA1012

Vo MEBREUH UIFRBKLELE:
errmo

B T Ny — - OX T - F—FOBHEPIC, E
RENZIAT L s TI—MMEELEL =,

ICA1013

F7OERET7+—40TEEHA: ermo
SEE: Ty —-OX S - TR OBETIC, £
RENTZIAT L TI—MMEELEL =,
A-—Y—0WE: TI7—FRIZEDE, My ilEz &
STLEEWN,

ICA1007

ICA1008 setpgrp W—F U MDEIS—DBRENE

L7=: errmo
BB TNy —-OF T - T OBRETRIC. £
IRENTEI AT L - TI—DFELELE,

AIX netinet T/NA R« RSA/N=H, &
BOLRNILDOHDTIEHYEHA,

B netinet 7/NA A « RIA/N\N—& fwlogd 7—E >~
N, HCLRXNZlasTWhER A,

A—Y—DWE: FEEMIL, LW Ty T T 4—
Ve LRV EA D AR=)VLEEBT, UTJ—h2fF>T
<7,

ICA1014

2 BEDFORET7+—4OTEEH
Au: errno

SEB: Ty —-OX S - TR OBETIC, £
RSNTZV AT L TI—IFELE LT,

ICA1009

ICA1015  ioctl() (SIOCGFWLOG) MUH L THI

Z— . erno
B Uy —--OF T - T OMBEIHIC, £
RSN AT L TI—MNFEELELE,

ZOT—EVE, I— MERTRITTS%
EPHYET.

BB TNy —-OF 2T - T, root HEBRD
bETEETLIUNENDDET,

2—Y—DME: root R L TY ZAF— KL TL
ZE N,

ICA1010
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ICA1016 RITBEAEZOS/FBIMEAFTEEE

/LIO
BB ERIODY - AytE—DICBEY S8 MERNE
RENET,

ICA1017 SIOCGFWLOG ioctl) MUHLMEIS

—DPREINF L,
SEA: TNy — - OF T - T OBHEFIC, E
IRENTZI AT L TI—DFELE L,




ICA1018 & fwlogd I 5 — - failing function
system error message

FER: fwlogd U — N—MNZERSINHRETRKL EL

2o T—EUMETLEL,

A—HY—DWE: FRINZIATLOREEETIEL,

fwlogd ZFEH L T<7Z3 W,

ICA1019 FHLAWIS—HONHYELE, rc=
internal_fw_return_code

. TaNH—-0F T - TEORBPIT, &

RSNV AT L - TI—NRELE L,

ICA1020 &y fwlogd IS — - failing function
RY 31— F = Oxfunction return code

FEA:  fwlogd B — N—MNERRINMRETRIKL EL

7o T—EVIMETLELRE.

A—Y—DWE: FRINZVATLOREEITIEL.

fwlogd ZFEEIL T 230,

ICA1021 Ideviipsp_poifA —7 VB IC TS — e E
F L7 ermo

BB RREINETNA A« RIAN=A A=)V
SNTHEE A

A—Y—-DRE: DO 7747 I4—)b A=A
A R—=ILENTWBEHEITIL, ftmp/re/net.out” 7 A )W
ITI— - AvE—IUNEENTVDHREENRH D LT
T, ARTLES W,

« 0S/390 DA ELWLARILD TCPIP 31 > A b—
NENTWBEZE, BLY IPCONFIG FIREWALL #%
JRAT—RAL REHEAL CHBEINTVWD Z L2
BLTLEE N,

ICA1024 7 74 )b letc/security/fwlogd.pidDE & 1A
HIZ—TT: ermo

SHBE: FRINZT AT L errmno WEIKT, fwlogd 1348
ESNET 7 ANNDEEZAHLNTEER A

A—Y—QURE: FRINLZMEETEL. 74 LY
— - OFT - FTEUEHEEHLTIZI N,

ICA1032 Z4 Ny —RANEFHSINE L, B
date B¥Zl: time

AR IP NI b e T )Ly —HRAINEHENER L.

ICA1033 Z4IE— - HR—=b (LR
versionreleas¢ S#IEA{bENE L7z, B
. date BFZl: time

BB T AT UF I T4 IVE— - HR— b AIH
RESNE L

ICA1034 T4 — - BR—EELEINEL
7=, Bft: date B#%l: time

A P NIy b 74y =1,
letc/security/fwfilters.cfg” 7 1 IVIZERE SN T 4 LY
—HAITI32 <, BEEFT 74V D7 2 V5 —HlHI %
AL THNET,

ICA1022 T4 E— - BR—FOBRIEICKBKLEL
7::0

SEA: ZOAvE—JORIICEREINZT T —NER

T, T4 — - HR— 2RI TEE T,

ICA1023 ioctl() PEUAH L (SIOCGFWLVL) TIS

= EX LA ermo

HEA: Ty — - OFF - TE2OBHFIC, £

IRENZV AT L - TI—NFELE L,

dA—HY—DWE: U TFTOWTNNETO>TZI N,

o AIX OBE ELWLXILDT 71 77 —)LD netinet
FINAA« RIAN=DNA A R=)hINTN3BZ
E, BIXOA A R=ILOBTII N T—ha N
TWB I EEMRLTLIEI N,

ICA1035 p7y k- OFIOKAIE
enabled/disabled<sREZN E L= B
date BFZl: time

SER: Ny k- OF > TORENEEINELE, A
wl—JiE, YA LAY T EEBITHEDIREER
LTWET,

ICA1036 #:rule_no R: rule_type direction: interface
s:src_addr d: dst_addr p: protocol tag:
scr_port/icmp_type tag: dst_port/icmp_code
r:routed/local a: secure/non_secure fiyes/no
T:tunnel_id e:C/D/n l:packet_length

FEA: O - La— Rid, UHEFEAD IP Ny k&,
ZDONT Yy MTRIET B 7 4 Iy —HHIZRL T E
T, ZOLO—RNESAENDZDICIT. BEGDOYE
IND T I —HAlOTOZHIEN TEn (yeg) 1TEE
INTWVBLENDD FT, ZOHANC—FHK L7 IP /N7
w R T T T A RO, NwF— )Ny MO0



Tl portsficmp type/codd&HMNZRINE T, ANy
— - Ny KPS DTy BiZDWTIE, ZofEmel
THONFRINET,

ICA1037 #:rule_no action src_addr src_mask
dst_addr dst_mask protocol logical_op
value logical_op value interface_type
routing directionl= log_control
f=fragment_controlt= tunnel_ID enc_alg

auth_alg
BB T VY —HIAINER SN EE, ITHIREOH
AlZoZicHEESAENET, 2oy - Aye—I0F
mEPRREDHHAIOH D 1 DEBLTWET,

ICA1038 tyiar - F—-IPUEBRBLEL
=, ERALEEY 3 - YTy b -R—
k: port no RRZ— YTy bk -R—
: port_no

SRBR: BEEAL b RIS, fetc/servicesN DEFRITHEWY,
fBESN/z UDP ih— hEHZFEAL TEFHINEL /.

ICA1039 RUS—EXRODHDELT (B) TELT

W&,

SHEB: 7 7 1)L letc/security/fwpolicy Z i fH L TR
— s Frvian (H) EXINTVWET, ZOAvtE
—YOBIZ, HTILWRY I — - FrvianFrank
ER

ICA1040 >R & —3C: tunnel_origin tunnel_end

tunnel_ID encrypt_flag/authenticate_flag
fREA: O ICRIER S 72177 Jetc/security/fwpolicy 7 7 -1
IVINEFRAIAENFT LT,

ICA1041 ROBRNOAVTF R MEEISHIBRE

NFE L7 tunnel_ID

BB UAREINZID OV AT FAMIME
FARRRIC/IRD E L7z,

ICA1042 ROBRIV - AVTFRAMEEDNEES

nTnET,

BB bl AXTFFA MK, BFons - b
O—RTUAREINELIITERINTNET,
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ICA1043 >tunnel_ID: number src_addr: IP_address

dst_addr: IP_address Bg&{t:algorithm
BB Avt—JIRIEEBREO N LV - A TFA B
DOEEREEEZY A RNLET,

ICA1044 KRR - WOy —&SE: IP(IP Address

PRFZEBAELL

SEE: Ty AT Ut R EOEEAAS S
a7 - RAMNETEET,

SRTADMIE: HEETVWET,

ICA1045 TCP MIRFEBAELE: IP
Addres¢Port)->IP Addres¢Port) [$EFE &

nELE

B Ty AT7Ua— XY ERTS TCP Ly
a UMNELTEET,

PARATADIE: HHpEESLET.

ICA1046 UDP MBRFZEZEBAELE: IP
Addres¢Port)->IP Addres¢Port) [SIEF X

nELE.

HEA: Ty AT U= XTI ENTS UDP Ly
a>METEET,

PARATADIE: HEEHESLRT.

ICA1047 MPHMESL - TCP vy arNEd&E
9. IP Addres¢Port)->IP Addres¢Port)

BNRRENELE

B TrATUA I X ENTD TCP Ry ¥
a ML TEET,

SRTLDE: HEREITNET,

ICA1048 WMPHMEE . UDP £y a v ngTE
£9, IP Addresg§Port)->IP AddresgPort)

INRRENE L.

SHEA: Ty AT U= XTI ENTS UDP Ly
a>MNETEET,




ICA1049 M ipsec /Ny —: s IP Address
d:IP AddressZ'A b 3 JL:Protocol

spi: Security Parameters Index
S ZELET77yA 7 U4 —I)V T ipsec /S ir—
DA TRINCERRT 5 Z LT TEEE Ao
A-—HY—DU0E: FOFRNVERZELL IV AR—b

L. 8774705V TEIETHLDICL TS
W,

ICA1050 k> Z&J)b:tunnel ID [C¥ 9 B8 EISHIBR S

nElLk,

BB UABRENZ ID Ok 2 RIHERRISIEEIRERIZ 2
DERLZ.

ICA1051 RO VRIVIEEDEESNTWET
AR o RIUERE. BIFons - La—RTU A b

ENDEDITEREINTVET,

ICA1052 >tunnel_ID: number src_addr: IP_address
dst_addr: IP_address src_enc: algorithm
rem_enc: algorithm src_mac: algorithm
rem_mac: algorithm

src_enc_mac: algorithm

rem_enc_mac: algorithm src_pol: policy

rem_pol: policy mode: transport_mode

BEA: A - PIEIEEIREO b 2RIV DA 7@ 2
JARLET,

tEnIS—nH, OFr 5 - F—EY
ERTLET,

S ZOAvtE—UoRcEEI NS —NEHRK
T, fwlogd T—EAKTLE L=,
DARTADME: 1P 74 )VF— - OF 213, IGENRRE
730 £H A

A—Y—DME: FRINSEZII—%FTIEL. fwlogd %
HIBH LT EE 0,

ICA1200

termination > FIVEZIEL=H. 7
4 IE—-OF 5 - FT—EVIIEFELELE
9., Bftf: date B%l: time

SHEA: fwlogd T—EId, BRINEK TSV FIVESZ
FL., BEIELE L,

ICA1260

¥!/Z:EE¥U

SHEA: SYSLOG HIC IP N7y hZ2BERBEL TWVWD &
ZZ, RO T O R D)UEENEE I N2 L O— RO
HanElz. BFchs 70 balbid,

IP, ICMP, TCP, UDP, BXW IPSP ®#& 70 )L T
T, IPSPIE. kR ENL TEINDEEHLIN72/8
7w NI IBM THESINTVWSHDTT,

ICA1305

ICA1400 B&pRY fwtimernat TS5 — - failing

function system error message
SHBA:  fwtimernat B — /N—WFER I N/ HAETRML £
L7z, fwtimernat b —/N—23& 7L £ L 7=
A—HY—DWE: FRINZIATLDOBEEETIEL,
fwtimernat Z FHEB L T< /23 W,

ICA1401 #5hY fwtimernat TS — - failing
function BRY d— K = Oxfunction return

code

SHER:  fwtimernat B —/N—NE RS N/-HRETHRIRL X
L7=. fwtimernat 5 —/N\N—M& T L XL 7=,

A—HY—DWE: FRINZVATLOREETIEL,
fwtimernat ZELE L T 7ZE W,

ICA1402 BapRY fwtimernat IS5 — - failing

function error message
SHER:  fwtimernat B —/N\—2NER S N/-HERETHRIRL £
L7z, fwtimernat 5—N\N—M& 7L XL 7=,

A—H—DWIE: FRINEVATLOMEEETIEL,
fwtimernat Z fiEEI L T< 7230,

ICA2000 IP_addressGEt+a7 - Y1 k) 5

IP_addressN\D#i# FTP £y 3>,
B HLWFTPtya aEt+:ay - U1 b5
B TI,

ICA2001 net ftplP_address/ 5 M1 —4— name

(FBR) DFRFEICKBLE L,
SHER: THULRORWI—T =R, Ry hTU—=Tn5
FTP JOF > — D zEilAE Lz,
A—HY—DWNE: Ty 7 U+ IVERFIERKE &
D, proxy 7 HD > haRELTZEI N,
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network host namef 5 M1 —H— name
@ authentication methodC D E25E I 5k BL
LELAE,

HMEB: Ty AT U+ IV, FEE S NRERE S XA
LT, FRENEI-Y-HZRAETHIENTEEY
Hue

A—HY—DWE: 7717 T+ I)VOERFIGEKEL T
<7ZEWN,

ICA2002

ICA2009
S AT LA - OFA DHIZEGMNI S —NFHEL X
L7ze ZRENSZVATAL LT T— - Awt—T%2BH
LTLEE,

/bin/login:  errno

ICA2003 user namefA TR SN T IILIZHY E

Hh,
B FErIhi-a—v—idyoFi—--nors1 2 ER
BHELEDN, OTA 2 - PV ERINTVLEE A,
A—H—DWE: 7717 U+ OEEFITHEE &
D, ZOI—Y— -l - 707 71)VEITIELT
XN,

ICA2010 IP_address(3Et+217) »5 IP_address

ICEHELET,
S EtFaT AT —AEBELT, FRS
N7z IP 7 RUAMTOEGENRILE L,

ICA2011 IP_address(£¥27) 5 IP_address|C

ERELET.
BB tFay AT —AZML T, RSN
= IP 7 RUAMTOEGMAKRI L E L7z,

ICA2004 Oxhex_valueDARBADEERA N> & Z(E

Ll
SHBE: TYa—)) tepip_audit.cNREHS B D BK 2%
BLEL7.

ICA2012 IP_address(Z+ 27 - YA k) 5

IP_addressN\D#ifi FTP £v >3,
B LW FTP Ly a V&AL ET,

ICA2005 DA77 PADEZAHZFICT S-S

EFX L/ ermo
S V947 hEOBBIRTEERA, OF - VA
Th s AvtE—JFZHBLTLESI N,

ICA2013 IP_address 5 IP_address DR

Telnet v 32,
HEA: H LW Telnet -ty a A IINE L7z,

ICA2006 ptelnetd: auditproc: errno

BB FRSINSZT TN Telnet BB 7O ANS RS
NELze VAT L 77 AIVDBIEIN TS aJRElE
MHDET,

F7ar value lIYR—bFENTIE
Hh,

BB RRINEZT IV EFTR—-FEINTVERE A, #l
WKERSNTVD Ay E—VESRL TSI,

ICA2014

ICA2007 ptelnetd: /3=y & {kEE=value

BB AL IS—PREINELE, YATL Ty
AIVDBEIE SN TS AREERH D £9

F7ay - value [FYR— b THE
Hh,

BB RREINLEZTIVEFYR—FEINTOEE . i
KERRSNTVDE Ay E—VZ2BHLTZES N,

ICA2015

ICA2008 IP_address 537747 U +—)b - 1
—4H— name S Telnet TAY AL E

L7,

SHEA: THU hOBWI—T =, Telnet 7OF—
OFERAZERAE L7,

DRTLDUE: —REFENMEH SN DEBIRLE
kB
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JE—b - 31—Y— ID ¥ name”

B FTP S, ZoREN1—F—2BRLTOE
7

ICA2016




ICA2017 TNy - in line,

d—H— name[ZDW\T SNK F—HR
DY EEA,

SHEA:  FERENJz user ID @ SecureNetKeyfE 2 i &
NELATLE,
A—HY—DRE: 77T x IV OEHEICHEEE &

D, OFA REROBENTEAE L TWRNNE D MR
TLEE N,

ICA2018

A—H— nameCDWVT SNK F—7H5E
MIcGEArmONEHATLE,

FtBA:  SecureNetKeyliZ, &K/RI 17z user_ID 2K 8
HEETELTHAWMD ZENTEERATLE,
A—Y—DWE: 77147 U+ —)LOEMEIHEE &
D, OFA REROBENFEEL TWRWNE D MR
TLEE W,

ICA2019

Jusr/bin/fwuserau  E£7=[%
lusr/bin/fwuserpt  [ITFEELEH A,

BtEA: U —VRAE U RREE S K (T 9 S RBRE AT
BY5NET,

PRATADIE: RN EYISNEKT.

A—H—0ME: Jusribin/fwuserau& /usr/bin/fwuserpt)’
FAELTWT, FrEHED root 172> TWb T EZ2MERL
TLEE W, EITARET 7 1 IVINETE LI W EITIE,
T7A 7T+ =NOFXRL—2a - VAT AEREEME
DHBANNAT—ZMERH LU TETIREY 7 1 IV & VERK
L. £O7 74 )VIZ lusr/ibin/fwuserau X 7z &
{usr/binffwuserpt& WD FRIZ T TS W,

ICA2020

d—H%— ID name TUE—b - KR b
name [CIEHRL LD ELTVET,

A HTLW FTP HEZfsiL LD & LE L.

ICA2021

JE—bF-KRADM namelCEHRLLD &
LTWET,

HMEB: LW FTP &zl KO LEL .

ICA2022

ICA2023 {ERi%: ptelnetd [-n] [-s] »

FHEA. ptelnet T —E > ERENIT S, AT T T HE
EINFEL

A—HY—DW&E: 757 -n BEXW -s (FFZ20NT
nm) EFEFERLTEI N,

network host namef»5 M1 —H — name
(&, methodRREEZFER L TERICFRIE
hElLik,

B Ty AT Ux =V, fEE S NIRRT KA
LTRRENEI—TF—#ERFELE LTz,

ICA2024

name ¥, method 531 —4H— name
(3. methodBFEZFERLTOS A LE
L7,

SHEE: EFTP 1—H—204 4 > LEL~,

ICA2025

d—Y— nameld, n BEICILA LT D
MZAEYELE, B current time

BB HESINZI—Y—0HERGAITNY 1 LT M
BOELZ. *y bT—=0 < )b—F 4 2T IZHENH S
n. FZFUE—b - SASPHARETT,

ICA2026

ICA2027 remote host 5 DI&EHK. BEZ: time

FREA: Net FTP)\S 7 7 A 70 4 — )b\ DAL X
NE L7z,

ICA2028 IP_address/ 5 IP_address~\® FTP 1%
BORTIERINELE, 2OV
3. EEFa7 - YA bDOSD FTP 2

R—bLTOWEEA,
SREA: @EEIE, ErFaT A AT —XEFELT
FTP NS 77 A7 04— \OEHEMILED &L
ZEERLTVET,

SRATLADIE: ZoOEGREESLET,
ICA2029 JRATA-IS5—TY, I5—BF = -

(in @ line 78)
BER AT L O NVOFETHIZ, TOTAT L -
—IVTRIEN R DMND £ LTz,
DRATLADWE: AT LOFEITIIEIELET,

aA—HY—DNE: D7 ZAFL. errno DEERZHPIL
T, MEERRL T EI N, FRTER0E, IBM
H—EZICHEHE L T ZI N,
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BB L SRORY I— KTRYEL
= = - (|n D line 1:[@)0

HEA: BIEUITOMH L TRIENR DM D £ LT,
PRTADRE: TI—NRINET,

A—H—0WE: TOJVZ2AFL., BDI— ROEKREH
LT, MEERHERELTESNn, HkTERd.
IBM H—EZAICHEKEL T ZI W,

ICA2030

ICA2031 sdi BIEFFUNE L creadefg() rc = -
R BRI L CTRIEMNROMD £ L,
DRTADE: TI—MNEINET,

A—HY—DWE: sdi OEHTOFHAEZIRL T EZSX
AR

ICA2032 EEARDODNE L,
B FTP kbt L,

A—-Y—DU0E: tvyialZEELLTIZIN,

ICA2033 sdi BIEFFUHE L sd_init rc = -
SRR BEEUTONMH U CRIEM RO £ L7,
DRTADME: TI—NEINET,

A-Y—DRLE: sdi OHEOHAZSML TS
W,

ICA2034 sdi BAEFUH L sd_check rc = -,
e BB U CRIEMN R OND £ L7z,
SRATLADIE: TIT—NRINET,

A—Y—DWE: sdi OEHTOHHAEZIRL T EZX
AR

ICA2035 setsockopt(): errno,

FiB8:  setsocketoptF UM L T AT A« TT—0FEA L
EJ 0%

Telnet £v < 3> session idB1—H—
user id ICxt LU Ti#EIL E L7 (source IP
addr.dest IP addy.

BB & Telnettzvy > a  DOFIMARICAERIND AVt
—TY., kyrarid, 2—Y— D, ®EETIP. B
KSEE IP DT XRTNT 7 A 7 I+ —)LIZHSNTNS
EERBENET., By ar IDIE, T4 T U4 —
T X > TEKRS NS EE OHF T,

ICA2036
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ICA2037 ad—H— fwdfuser 7=l fwdpuser 73
A4 L&D ELELEDS, ZNITEFA

ENEHA.

SHBF:  fwdfuser BX N fwdpuser lE FHIFEAL—H—T
HO, FHLTERDEREA,

DPRATADE: OUA VIESINET,

A—HY—0D0E: EEHFIZL ENZOI—H— ID Eff
FALTWEONEFRDZBLEND D ET,

ICA2038 ttloop: E7MELLE L7 ermo,

BB X FU—ZOHINY Ty —DT Ty afiic
II—MWNRAELELRE, WEUEMEF Lo/ 2
EERLTWVWET,

ICA2039 ttloop: FAHXY: errno,

BB Ry hU—ZOMANY Ty —DT Ty ahic
II—RELELE,

ICA2040 NNRAT—R, L. £7IF snk ITERES
Nn7/=825k%. 1 —Y%— ID fwdfuser [CD

WTIEHFRIEhEH A,
SHBA:  fwdfuser I3 PHRIFEAIL—Y— ID THO. il h
K& LT passwordE /=13 none Z T RETIIH D F
B,
DARATLADME: Tl CRETEINET,

I—-Y¥—00E: EFEFHFI BiEAFRZE21—F— ID
fwdfuser ICHE L 7= HDICLEETLILERDH D T,

ICA2041 FTP < 3> session id& user id IC
¥ U CRAtE L& L7= (source IP addmest

IP addr),

HBE: & FTP v a > ORBRICAERIND A v t—
DT, tyTarid, a—H¥— 1D, EEL IP. BEY
B IP DITRTRT 7 A 7 I —IVIZHIENTND EE
WG ENET, Eyva> IDIE 7717 U4+l
Ko TERINGEADOHHTTI.

ICA2042 req_rsp_code [¥. FW_AUTH_REQ IC

BOoTHRESNTNET,
fRBA: fw_tn_authenticateTIld. req_rsp_code%
FW_AUTH_REQIZFR¥ET D &IETEEE A
PRTADE: RAEEFTBYID £,

A—HY—DMAE: fw_tn_authenticate®Z5H L, fwuser.o >
A7V —ZERLELT. TNET7 747 7+ —IVIC
FAAATLSES N,



ICA2043 user_nameD/SRA T — REZAFTE LA
TUL7Z%,

BB ZOI—Y—0FRFEY 1 713 password’ TI A,
INAT—RREOMND 8 A,

A—Y—DWE: 77147 U4+ —IVOEEFITHEEL T
<7ZEWN,

ICA2044 -t [CERo/=BFRE (valug ZHIEELE L7,

SHBE: ORI N-FFRMEIZ 0 05 9 T TOEFLUUSD
NENEGENTVDEN, HDWIET DENTA SN
KIEZBATHET,

ICA2051 7 RV AT adapt_addr Z#T>5—T

g—o
SHBR: FoRENz IP 7 RLARERTT,

d—HY—mME: /etc/security/fwsecadpt.cfy 7 -1 )L,
BWEINTWBARENHOET., 771 IVZEREL.
tFaT7 AT AEHERL, T4 —%&
L L72B LT ZE 0,

AFary Tk 727470 +x—I)IVTY
R—bEhTOWERA,

BB FERSINA T3 iE, BPR—FINTVER
Ao

ICA2045

ICA2052 afopen 7% /etc/security/login.cfg  DF

—7UICKRBKLUE L ermo,
B HRINSET 7 ANICH—T 2 s TT—DFAEL
Flz, I—Y—Z2BETEER A,

*7ar k3. 7747 04— TY
R—bENTOERA,

B fRSNEA TV, Y- R ENTHEY
P

ICA2046

ICA2053 t*a7 A —T—R - T7AMIN%E

F—-ToTEEHATLEL,
BB EFaT ATz AREREIN TR
Huo

A—Y—DWE: tFa7 - A —T T —AEEHKET
LHENHDIHZHITE., 77y AT U —)bOaAT
RISMIT /Sx)VZEHLT 1 DFZEEHRD) v+
T oA =T —AEERLTIEI N,

A7ar s E. 7747 0+—ILTY
R—bhrEhTOWERA,

BB ZRINEA T ariF bR—hFINTWER
Ho

ICA2047

A7oary uld. 77470 +x—ITY
R—bEhTOERA,

B FErRSInA T aiE, PR—FINTVER
Ao

ICA2048

ICA2054 enduserdb rc= value errno,

SER: I—H—-0J4a 2 70771 IVERERRE
12, BRSINZIAT L+ LT— -« I—REZITHD F
L7z,
A—HY—DWRE: 7717 U+ —)VOERFITEKE &
D, OJA2 - ThHI 2 RERELTLZI N,

ICA2049 FBEDOT7S54 - value FERENE LA,

B RRINLETIUMRESNRLEN, 2075
T3 TEE A

ICA2055 getpeername() ( invocation namg errno,

HE: FTP T—E2MV 7w bAEZITIS D & LIk
. AT L s T RELELE,

ICA2050 ABHD parm value

HEB: AT TarilTREINE, BRINMEITE
HTEER A,

ICA2056 getsockname() ( invocation namg

errno,

HEA: FTP T—ENAR— MNAZEZITIAD & L7z
W2, AT L ZI—0RELELE,

kA, Avt— 83



ICA2057 user_ID ICX} LT getuser JEEF+27 -

< x )b rc=value. errno,

BB Iy AT U —INVDIEEFaT - A RIS DOE
B E Y T VR EMRBHRIC, BREINEZTVAT L -
I5— - d—REZFEDELZ.
A—-Y—DWE: 771704 —)VOERFIHERKE &
0, A—HY—-0rq0> - TJOI7yIVICEbETY
NWEBRELTLIIES N,

ICA2063

SHEB: AT LM L setsockopt 5, FERI N7z
II— - Avt—UNRINELL,

setsockopt() (SO_DEBUG): errno.

ICA2064

SHBE: AT AU L setsockopt 5. FoRS Nz
Io— - Avt—IUNEEINELZ,

setsockopt() (SO_KEEPALIVE): errno,

ICA2058 user_ID ICXF LT, getuser £Fa7 -

1)l rc=value errno,

HEB: Ty AT U —NDOEFaT - A RS DR
R I VEAERZTIC, BRINSZIATL T
F— -+ A—RZEZITWOE L,
A—H—DWE: 7717 U+ ) OEEFITHEEE &
0, A—HY—-0rs1> - Ty MIVHOT IV ES
LT EEn,

ICA2065 setuser rc= valug errno.

FMEA: FRINTZHAICEKD, AT AR LHITA
YRR - REZITWD £L 7.

ICA2066 signal(): errno,

SEE: FTP T—TENI T FHIL - N> RTI—ZELL &
HSELERIC, VAT L ZI5—NHRELE LT,

ICA2059 ioctl(): errno

FiBA: SIOCSPGRPD 7z ® ioctl() MO LHIZ> AT
L TT=NFEAELE L,

ICA2060 ptelnetd: FHAAEU—D ftok MKEL

FL7,
SHEA: HARATY— - BT AL NREDIRD ZENTE
FH .
A—H—DWE: 7717 U+ OEEFITHEHEE &
D, AT —DEEZHSNMILTIESI N,

ICA2061 ptelnetd: HAAEU —D shmat MK

LELE,
FB: AT — - BT A RNERDRDENTE
FHA.

A-—Y—DRE: 777U+ IVOEHEFIEKE &
D, AEY—DOREZHSNIL TSN,

ICA2062 ptelnetd: FHAAEY —®D shmget Mk

BLELE.

BB HAAERY— - 2T A REHIDIRS ZENTE
FH A,

A—H—DWE: 7717 U4 OEEFITHEEKE &
D, AT —DREEZHSNMILTIEIN,
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ICA2067 @7 pitpd #EMET S — - bind():

errno

BEA: pftpd U—N—DHHRENRML L. T—F
ST LE L,

A—H—DWE: FRINEZIATLOMEZETEL,
pftpd ZHEEEHL T /FEW, TOILIT—OKKEEL T
HAREMEAE VDL, BD FTP F—F /N7 TICfEHE
FTP A—1b (21) % listen L TW5 Z & TY,

ICA2068 HI7E pftpd #MEAET S — - listen():

errno
A pftpd H—N—OWIRENEB L E Lz, T—F
DT LEL,

A—HY—DWE: FRINZIATLDOREEETIEL.
pftpd ZFEEEIL T2,

ICA2069 BK&iia pitpd T5— -

errno
FtBA:  pftpd —/N—D AL I —F KRR LE LT,
TEIMKTLELE,
I-H—DNB: FRSNEIATLAOMEETIEL,
pftpd & FHEE) L T< 7230,

main accept():




ICA2070 HI7E pftpd #MEAETZ 5 — - socket():

errno
A pftpd H—N—OUHRENLB L E Lz, T—F
CETLEL,

A—Y—DWE: FRINEZVATLOREEITIEL,
pftpd ZFEBH L T /23,

ICA2071 EBEEPEEINE L, BRORKEICE

LTWET,

SHER: mAEKEOLv T a DABICEEL TN E0HI,
pftpd B—/N—FD FTP v a > EERTE EH A,

PRATADRE: HEHNMEGSNET,

A—Y—-DUE: BHFEOEGRIKTI202/>T, H
FEEREZHLTZS N,

ICA2075 FTP user id F (source IP addrdest IP
addr). operation file name numbytes/\A
;. sid: session id

BB A—T 2 FTP kv a Ty y I DEmEEINDS
TFNCERESNDAYyE—ITT, sidid, v a b
WBIRHIZ 7 71 70+ — VT K o TER S N5 A O
FT9,

ICA2076 user id (source IP addresslest IP addy
D=HD FTP v 3> session ids
T LE L7, duration #. numbytes/\

4 I\O
BB K FTPT—E> - kyia ObDIZERSIN
DAY= TY, sidid, Byia JBARICT 74T
4 =T Ko TERESNDEHOHAT T,

ICA2072 ftp M7 7 AL (flenamd IJMEATEE

B,

SEA: FTP T—TE2M, @SNz FTP Kk 7 71 )b
B =T LEDELELEDN. ZOT v AIVDTEEL
TWRWD, HEIWEA—T > TEFEALTLE,

SRATFADIE: FTP F—T> - JOotAld, 72
N EHERLET,

A—H—DW0E: D77 A IV ERGELSMNT. L
EIIAE, 207 7 AIIVNBEREEIE. AvtE—T
RESNZHIICZOT7 7 A INVEEREZITIBHL T
723,

ICA2073 ftp EET -7 HAREEEZRBTEEE

/‘JO
SHBE: FTP M5k ~7 7 1 LN REPLYLANGUAGE AT
— h A MERRTDEDICHERTDENEESETEE
HATLR,
AT ADIE: WHENGITINET,

A—H—DWE: FEEY A XEHOCTH, HDNVITHER
77 AIIVHOIHBREZRES LT ZE 0N,

ICA2074  ftp config XDMEAETLELE:

configuration statement

A FTP MZERINIMREAT — A M2 L £
L7z

PRATADRE: UHNHITESNET,
:._-US_ODMIE 7:;[./0

ICA2077 user id (source IP addresslest IP addy
D7=HD Telnet £ 3> session id

BT UE L7z, numbytes/NA b,
SHEA: & Telnettw i a > OKODITERINDE AV
—2T9, sidid, Lya BRIy A T U+—)
2> THERE NS EA OFNTTT .

ZO%>— - 2—H— user #HILEL
7= - time HEEEZELELTOWELE,
SER: I—Y—0tvia UARKIHR idle K Z2E X
L7,

ICA2078

ICA2079 BE - BEFFARIO#ERD IP_addressih b

IP_addressNfTbh&>&ULE LA,
FEA: AW FErFaT AT —AEHMLT
T7AT I+ — IO EHILLED E LI EER
LTWET,

SRATADNE: ZOEGEEGLET,

ICA2080 ftp #BR7 74D line TTET. column
HDEL ITHEX IS — (reason BHY E

9. configuration statement
BEA: FRESINATICHD FTP HERRAT— A > hA%A
STWEY., ITI—OHRBIOLTT—DORHMEDR
INTNET,
SRATADWE: ZDOAT—HFAXMIERINET,

A—HY—DWE: FTP KT 7 A IVNDAT—HE Ak
EIIIELTLES N,
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ICA2081 fip BRAT— AV FTHEESNEAY

-2 - h505 ERTEEEA.

SHEA: REPLYLANGUAGE FTP R AT — b A > M TR
ESINIZAvE—2 - hyarzr—720&5&0
T, RRLELE, V94708 Ayt—2 - %O
TEEHTHZENTEER

SRTADWE: V54T b Avk—Y - hyns
ELT. CT4LZ MJ—HND English SFEDH DR
HIFICHH S NET,

A—H—0WE: FTP A D REPLYLANGUAGE A
T—RMARNTIREINESE T« LY MU —ICBET
HRT4 LT RNI—IZ, hyOT - Iy AN EENT
W5 Z EEMRLTLEEI N, F/2, NLSPATH EREIZ %K
M. LANG REAKTIHREINEZY T4 LY MY —
(%L) EAhHZ T4 (%N) O FEERTES X512, 1E
LSERESNTVEIMEINF v 7 LTSN,

ICA2082 ftp LANG IRIEZ# % sub-directory [CE%

ETEEHA, BH: reason

SHBE: FTP T—E 27 LANG REZAKOREMEIE
SNV TTAL I P —=IZERE LD ELEEEIT,
(RREINEZHHD) AT L TI—NFEAELEL
770

DRATADME: WHENFITINET . EHEICK - TH
DAY T—=IUNERINDAJEEENH D £T,
A—Y—DWUE: FREINZHEZRT, b AT
L II—THBOMNTOATIILT + T5—TH5D
MEHFIL T ZI N,

ICA2083 T4 L& kU — sub-directory® ftp &5
A7 b Aye—=2 - hoynsear—7

Y TEXEH A, BH: reason

BB FTP 7—E2, FRSNHTT4 LY MU —
NOAYyY—2 - A OT7EF—T 2 TEERHATL
Too FoREIN/ZMHAIE, catopen() S ERE I #1172 ermo T
‘3_0

DRTLADIE: HAGEITESNET., EHEICK S T
DAY=V NERSNDAREENRH D £,

A—HY—DWE: RMESNESHET« Lo MU —ICBE
L7zT4 L7 M) —=IZhyarNEgEZnTtng I L2k
BWLTL7ZE W, NLSPATH BREZMN, 754 LY
RU— (%L) EhH0r% (%N) liFEEHRTESLLD
12, ELSREINTVENEINTF v 7 LTLEE
W,
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ICA2084 ftp 95478 Aytw—2 - hsnso
# CYHYIFT4L O M) —ZERLTHE

HIBICEEICLTWET,

e AU A RSN I —AFEKET, FTIP T —E >
MIIAT R Ayt—2 - hYOTDFiEE, C Y
TF4 L7 M) —Z2EMT S English SiBICL £ L7z,

DRATADUE: SFEELLTC AyE—Y - 75070
S mAlEH TESHAITE, WENEITESNERT,
C Avt—o - Aynrsz@blfiiTERnEEITE,
TaT I LK T LR,

A—HY—0DWE: FIOA Y=V TREINSZITT—%ET
IELTLEZES N, 7OV I LT LESSRICIE. C B
TF4 L7 M) —RNIZA Y= - hy o7 #ERLT
NLSPATH BREAZEL <HEL T ZI N,

ICA2085 Telnet £v 3 >Id. pid Process id
(source IP addresICDWTHETLEL
7=

SHBH: & Telnettzw i a >OKODICERINDE Ayt
—JTT,

ICA2086 Lo —Y—--TJ7(), A—Y

— user [ZF— (key) DY EHA,
FEA: fipd NI —Y— -« Ty IS ERINLI—T
—ZHlDFELEN, F—DEROMDEFATLE, O
—H— e Ty A IVOREENERS TWET,

A—HY—DWE: 7747 TF—)bDAT 2 RISMIT /¥
TIVEFHAL T, ZOMEEFTIELT/Z3N,

ICA2087 ftpd (3. FEESN/AI—Y— user &1
—Y—BR 7 7M1 TREDIISENEHAT

L7,

BEE EINI—T—EARERINTWARND, &
B user.cfg 7 7 A IIVINBEI N TWET,

A—HY—DWE: 77147 TH—)bDIAT > RISMIT /¥
FIVEMAL T, ZOMEEZITELTIEIN,

ICA2088 ftpd (3. I—Y—BR77 M) EA—T

S TEERATLL.

EF: ftpd A% fopen ITK L THFONH L 217 WK L72AY,
A=Y=k T 7 (I &F =7 > TERWEDITREL
FL7.

A—HY—DWE: I—F—Hk771I) (74T
I& user.cfg MEARRETH D I EEMHERL TIZI W,
T7AT7 T4 =)D RISMIT NIV L TL 2
é I/)o



ICA2089 A—H— - T774IDORAT14 T
(Authorization type 7%, 7—7Jb (struct

tab2 authtab[]) DIER &E—HL A,

SHBE:  (usercig/HRINGZ) RESINZI—H—0DFF
wyA TN, BR—KIN55 17 (denw none snk
sdi, password’£ &) OWITNEH—FHL FH A,

A—Y—DWE: userclg” 71 IVOREMEE ISR ZE
Frw I LTLKEZSIW, 77474 —)lOaAX >
RISMIT /SRIVEFHAL CZOREEITIEL T ZE 0,

ICA2090 client ip 5 ML—H— ’user name D
REICKRBRLE L, Ihld userclg 77

4 )LD KEY=DENY D7/=8HTT,

BB Ty AT U — ) OEMFENHRE Lz user.cfg 7
7 A IALRERDRIA T, GRAEARKL £ L7,

A—HY—DRE: 7717 T x—IVOEHHFITHELEL T
<FEEWN,

ICA2091 I—4— 'user name (., FEEFa7 - R
— b (firewall ip) AN ftp ZFRAISNT

WEHA.

BB o—Y—, JEtFaT - R—b (nsp) ENLT
TyATI4— )b H—N—~D FTP ZikHE L=,
ITARTO nsp I—H—IF, ‘fwnsftp’ F—7% (user.cfg”
7AIWNT) BNl 1 7 ICEbHETIEL <HRL
TWARITIRD £8 A,

A—HY—DME: usercly” 7 1 IO E 7213 E
Fzw I LTLEZEIWV, 774794 —)lOaX >
RISMIT /)L 2R L T OREZITIEL T 7Z 30,

ICA2092 AMERLS—: nt_gwauth() MERBELEL
7.

SHEB:  nt_gwauth() I, 3 DDA
(AUTHENTICATED. NOT_AUTHENTICATED. £7-1%
DENY) OS5 B5D0WITNNZEZRLETHN, Z0HAEI
nt_gwauth WX 7282 RE L £ L7,

ICA2093 d—4Y— 'user name (¥, £F27 - R—
k (port numbey AD ftp EFFRIESNT

WEtEA.

B -T2, &FaT7 - R—hk (sp)ENMLTT 7
A7 T4 =)+ F—=NN—=~D FTP #idHE L1z, TXT
@ sp L—H—IF. fwsftp’ F—% (user.cfg 7 71 LN
T) BRI A TICEDETEL MR L TWialT
TR0 EE A

A—Y—DIE: userclg” 71 VDO E 2132
Fzwv I LTLKEZIWV, 77474 —)lOa< >
RISMIT /S3)V 2L TZOREEITIEL T ZE N,

Q74 2Kk UE L7 "USER<user
name’ DEDFEAENZFR
:"PASS<password> ", invalid cmd &%
fSLELE,

B FTP 7 94 7 > i PiHIE /=&KX (RFCI59 &
&IZ PASS ‘password)& k(g L7sino 727z, FREEN R
WLELE.

dA—H—@ALE: "user <usernamé>t ¥ 1 7L, IELW

NAT—=REZ2ANLTLEZIWN, T7AT7 T4 —ILD%
FFITHEKE L TLZE N,

ICA2094

ICA2095 A4 ICKRBUELE: (AV Y B auth
method 4 L ) client ip (¥ 547 >~
kYA b) HESOI—H— 'user name

DFFEICKELE L,

SHEA:  (REINEZRAY A TICHETZ7 7147 > b
&%) EHha AN (2 =P =T KB ER N
AT— R, SNK F—, ZTDOMDANKRE) MEEKET, @&
REMMERB L E L7,

A—Y—DWE: 77y AT I3 —I)LOEMFITHEL T
<IEEwn,

ICA2096 PELENELE: (AY v E auth method
#NLT0) clientip (OS54 T7 b6 YUA
k) M5OI —H— 'user name ZEFI(C

FRELE L7,
S REEAERIITObNE L,

ICA2097 httod --> HTTP ZAF > — - H—/N— -
/N—2 3> HTTP Proxy VersionZi88) L

TWET,

SEE: WWW 77 ADDO HTTP JOF 2 — 036
BLTWET,

ICA2098 httpd --> HTTP 7OF>— - $—N—%
Sy UV LTOWET,

B WWW 77 2AD7DHO HTTP JOF > —
vy R LTWET,




ICA2099 httpd --> KiE: 547> b~ <IP
address M5MD <HTTP Status code <
DOSAT > ME <¥"HTTP GET
reques¢’> % <number of bytes /N1 b

BERkULELE

EB: TOF I —FEN L TiIrbNEMenhD 7 v 1 IV
B2 547>~ HTTP ZROKPHLTY, "Statug 1
— REIZDWTOFMIL.  ds.internic.net/z EDI T I %
BA =%y kYA NTHMHTES HTTP 1.0(RFC
1945) 7213 HTTP 1.1(RFC 2068 (E7/z13Z3Ucft
D5 RFC) 2R L T Ea W,

ICA2100 Iy b TZRUVARAD 0 ICHE->TWE

TO
SRBE: O—AVESR TESN 58T R L ADNKRE S NE
L7,

ICA2101 VT b T7RVR-T7I)—-I5—

. sin_family_type
BB O—HIVERTER T RLA - T73IU—-%
1 ITREnE Lz,

ICA2102 odm D#MELT > —: odmerrnq

B ODM (A T7V I bk -5—% - 3I%x—Vx—) I
B L T odm_initialize() T —0FEAEL £ L7z,

dm FI7AI bk - RADHBRELS—:
odmerrn@

B ODM (X 7Pz / bk F—% - I%x—I¥—) I
BIL T odm_set path(LI—MFELEL. 7P
27« 75 A1 OCSvhostTY,

ICA2103

ICA2104 odm F—4#AR—XADAOvYY - T5—:

odmerrn@
HE: ODM (X T7VxzV bk FT—% - I3x—Tx%—) I
BIL T odm_lock() T —MNRALEL /.

ICA2105 odm #7714 b Customized Attribute

NDHA—F> «- T5—: odmerrna

B ODM (X7l bk -5—% - I%x—Vx¥—) I
B L T odm_open_class()L 7 —2FAEL £ L /=,
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ICA2106 odm #7721 ¥ b OCS_virtual_hostDi&

FI>—: odmerrnq
HEB: ODM (A 7Y/ h-57—% - X%x—TVv—) I
BEL Todm_get first) LI —MNFELELZ, ATV
k~ « 275 21 OCSvhostTY,

ICA2107 odm #F72x & b OCS_virtual_hostD &

O—X - I>—: odmerrng
HEB: ODM (AT xV b - FT—4 - IX%x—TY¥v—) I
BIL T odm_close_class(QL I —MFEL L Lz, T
=7 &+ 275 X3 OCSvhostTTY,

ICA2108 odm F—#NR—R0Oy IRFEBRIS—:

odmerrng
B ODM (A7 P/ b T—% - X%x—I%—) I
BIL T odm_unlock() TT—m74AEL £ L7z,

odm D#TIS—: odmerrng

BB ODM (AT V b FT—4 - X%x—Tv—) I
B L T odm_terminate) Lo —MNFEEL £ L7z,

ICA2109

ICA2110 ZHICEBY—N—DAFIS—:

errna,
FtBA: getservoyname(JL T —MMIEEL E L. RARD
OJA >« &= —H—EZX (Im) A letc/services” 7
ANWTIELSHEEINTHWER A,

ICA2111 byname() > —: errno,

#tBH: gethostbyname(JL T —MEiFEL F L7z, FA L -
XTI letchosts TIEL <IBEINTWER A,

ICA2112 |70 b3J)V4: protocol_name

$HEA: ODM TISESNTWA 7O k)4 OCSvhostid
PR—hIhTOERA.

LM ANDYTy DA =T - T5—:
errno,

B OJA2 - ®ZY—DHDZHEAL I AD
socket() T —MIEEL £ LT,

ICA2113




ICA2114 O—A)-T7RLARONA VR - IT5—:

errno,

$BE: Zo® oCS /—Ropo—Hh)L - 7 KL AZzHHH
IZ bind() TI—2FAELELZ,

ICA2115 LM ANDY 4Ty hDEHETTS—: ermo,

BB nOJA 2 - B —MHDZHEAL - AD
connect) T —/MMIEEL LT,

IP 7 KLAD TBM ID NDZEHR(Z %KL
LZEL7: ermos,

S#BA:  ioctl) OCS_GET_TBMID I —FEL £ L 7=,
joctl I¥ > K OCS_GET_TBMID % OCS T /N1 A
THRBMLUEL,

ICA2122

JOoraN 447 - T5—:
protocol_type

$EE: OJA > - BEZAY—ELDBEIHEHIN TSR
Mgk 70 k)b« ¥4 THER T,

ICA2116

ICA2123 rlogin ICk> THIBIE /A TBM DIEH
I>—: ermno,

S%BA: ioctl) OCS_IS_TBM_CONNECTEDTL T —7/\%/E

LEL7%. ioctl A% K OCS_IS TBM_CONNECTEDN

OCS EHIT /NA ATRMLE L 2,

ICA2117

SEA: WAEOVA Y BEZA— - AvbE—TDEDIC
AR—AZHNTEDIE-> TS EEIZ, malloc() TF
—MMFEAELE L,

LM Ayt—ITO Malloc T5—,

KRB -/ —EBSEHRINTOERA:

errmo.

BB AlRERAR AL ¢« J—FROUABMIEENTVSR
AR J—=RMNZOD OCS /—RiZEmIN TWEEA,

ICA2124

ICA2118 LM A®D msg EEILS—: ermo,

B ELWEHRAL - TNAAZA—T 2T 200%H
kzEOTA 2 - B —ITERFELTNS EEIT, send() T
T—MWFELE L,

ICA2125 ODM (A7 x o b -T—4EBTOY
SAL) DURMAFIS—:

Customized_Attributeodmerrnq
8. ODM A7V k + 7T A CuAt (WAZ XA X

FEABEM) 1B % odm_get list) T —2FAEL FL
7z

ICA2119 LM M50 msg ZFI{EILS—: ermo,
BB OJA42 c T2 -DNEEREERLEZEEIC

recv() T —0FEAELE L,

ICA2120 LM D50IKRIT S —: status

$EE: OV BEZA-N5OHEENEIL. FAR -
FINA AMERICA =T o ENaho7l L2 RLTW
EJCIN

RDHDEFERFF 5N OCS KRR
k- /—R&BIRIHYEEA:
hostnode_to_connect

FEA: CuAt (M AZ YA AFEAEE) HEME ENE
L7273, hostnode/ocsnod@ —# L TWEH A,

ICA2126

OCS BEBFNSARDA—T> - T5—
errno,

SHEA: OCSEHHI T INA AMIEFICA—T > INEBAT
L7z,

ICA2121

ICA2127 KRR MEEFITOD Malloc TZ5—,

FER: WIRER R A FADEFID =8 D AR— A Z BT
HDR->TNB EXIZ, malloc() TI—NFELEL
7o

ICA2128 clientip (2547 YAk HH5D
d—4H— (RBF) MEBFFIICaAT R

‘invalid commant Z&&E L 7=,
SHEE: T, BAOZHDOI—HF—HE/SAT—
REANTDHEICT 7 a s EildE LIz, mIICEREE
EETHLTHRITNE, TOHEDUMEHITTEEE
oo

IA—H—DHE: USER BXU PASS ZIFEL TOY A
SLTLEE N,
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ICA2129

FEA:  ftpd DR A PAITHIET DR MEWZSLD &
LIZEEIT, AT L ZT—0RELEL

gethostbyname (' invocation namg errno

ICA2130 clent ip (347> kYA k) 5D
a—4— (usernamp AT K invalid

command ZiA&F L7,
BER: HmEINI—Y-ERaav > ReEaEL
7o
dI—Y—DIE: "quote site destinatisnZgEd 5 £ T

2. USER QUOTE SITE BLU QUIT X RET%E
FHITHEMNTEET,

ICA2131 client ip 5D —H— ’user name DFR
REICKRBRLE L., NS userclg 77

AIWICZS—DHBHTY,

SEB: Ty AT U — )L OEEENEE L= user.cfg 7
7 VIVEREDNRRKR T, BAENRRLELE Gioosz
FARTLEI N,

A—HY—DW0E: 7717 I+ IVOEHFITEEL T
FEEWN,

ICA2132 ip clientip (2347 >k YAk 5
DI1—Y— 'uset BEZIATR

'invalid commantd Z3g& % L 7=,
S I—Y—EYma~ > RERAAELE, O
MTAZ2 I~ > Rid, SITE. USER BXW QUIT 7ZiF
T35

ICA2133 T 5 —: function BENHE LAY instanceline

THRBLELE, WSAGetLastError
S I I— - Avt—ITY, OV ERRTLE
é [/)o

ICA2134 AR ftpd: connect() ( instance ®) (IP
ICEETEEFHATLE.
WSAGetLastError

StBA: Connect()7Y, EoRIN/A=7 RLAZMETEER
AT LT, WSAGetLastErrorDfERZFIR T Z I W,

I—H—DPE: TRLZZZEREAGLTIEI N,
DNS £7&idxy hU—2 « TS5 —ORREMENH D £77,
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ICA2135 TFT—HEENPTET LE LK bytes/NA b

% (source IPM5) FAIELE L7, bytes
/NA N % (destination IPIC) E{ELEL

7o

SEE: ZofEHiE. o FTP by i a v Hicfrbhiz
HB—DF—FEERERBLTWET, LML, T—FiE
EMEEIZTET L TWRWATREENH 2 Z SITERL T
<IN (recv MERL =N ES WO T ERET S, W
ODHLZEEREFELTIEIN),

ICA2136 IS —: CreateThread() 7% instance T

KBLELE, ermo
B ftpd WAL vy REERTEEHATLR,

ICA2137 TF—YEGPEILINELE, Y—N—:

source ip 2 54 7 > b destination ip
BE TAEEMNEREIITONELE,

ICA2138 AEY—FZE: pftpd: malloc( byteg HEI

# instance T NULL ZRLE L7,
B OB ATY—ZHORDIENTEER A,
malloc 2% NULL ZRELEL 7=,

ICA2139 LogonUser() MSkBEL % L7z: reason

SHEA:  ONZAU— RFBIEDZHD) Windows NT (SAM)
API LogonUser?y, RRIN/ZHBICEDRMLE L,

A—Y—DWE: Ty T3 —)VOEMFITHKL T
<7ZEWN,

ICA2140 httpd --> user Z@U TD <user ip> D
d—H— < user [C¥F B HTTP 7O+

< —FR5L result.RC:< reasorr
B HTTP 7OF —MNA—F -0 &2ikAE L
7o ZZTIE, ZTORGEBBEERELTVET,

A—Y—DWRE: 7717 T4 —)VOEHEFITEIEL T
<7ZEWN,

ICA2141 IP_address 5 IP_address\® FTP

v arvPETLET,
B Uy AT UF—IED FTPya ik rLE
ER




ICA2142 fw_tn_authenticate & userid ZIE&IC
BELELE,

ICA2143 userid @ fw_tn_authenticate F2EE( &
BMLEULE,

FiBA:  fw_tn_authenticate)§E SNz 1 —H— ID 2%

AECTE X A

DATADME: Tl IEFEINET,

A—HY—0ME: fw_tn_authenticatdZff 5D F > 7
BEENED > TWAEE, ElFIay - 771 I)VEH
NTHK %*’J/‘?‘J’d‘éb%ﬁ‘% DET,

fwtelnet: 11— — user id A% source IP
addr (E+ a2 7)) 55 dest IP addrA®D
BB Telnet v a2 ERIALEL
7=

B ThEnoBdE T aFs— -y a s (fwtelnet)
DBABRFICERSINDE Ay —2Td, by a il
I—H— D, #EIL IP. BXUIEE IP OTRTHT 7
A7 T —=IVITHIENTWVWD EZICHBESINET, BF
a7 YA ROSHIS Ny > a ETNRFI SN
=S N

SRATLADIE: Bl

ICA2147

Telnet Z# ] L £

ICA2144 fw_tn_authenticate [IIEEEICRY EHA
TL7,

#BA:  fw_tn_authenticate 5 YOS OENR I NE L
7. fw_tn_authenticate3d 5003 k% L TW A RTREMED S O
EC I

DRATADRE: OrA REEEINET,

d—HY—0WE: fw_tn_authenticated A&XITIHNT, JE
tﬂﬁ%%bfméﬁéj@%%ab JroEzREL
TWBEEITIE, FTIELTLKEZS W, FTEZTTOHAIC
13, fwuser.o7’1’77U ZERLELT, ThE7T 71
T4 —IVTHAAATLTZE N,

ICA2148 BEE - source IP addr(BEEF a7 »
5 dest IP addr~ND1—H— user id D
\EIAOEEORAIFITEINER A,

SHER: @WI, EbFaT A YT —AEELT

T7 AT T4 — ) \OEREMIIL IO E LT EER

LTWET,

DRTADWE: ZOEHEESLET,

A—Y—OWE: BE7OF —2HHLTEFaT -
YA KNS telnet LTLZE W,

DRTAM, 774 filename D
linenumberfTETRYI—F rc ZRLZE
L7,

BB AT AN UMNERLUE L, fwuser.o T
TS5 —=INEEL TWRWATREER H D £ 9,
:/Zj__A@&LLIE uunﬂiﬁ‘{[%@]bhi@_
aA—H—0ME: Just/lib/fwuser.oNEEL TWEH I L%

RBLTLES N, ZOTFATITY—DHFEL TWBY
HITIE, IBM HEBICHEKE L T Z3I 0,

ICA2145

ICA2149 fwtelnet: source IP addr/» 5 dest IP
addr NDFBIBA) Telnet v 3 DR
4% IC LOGIN_ADAPTER_ERROR 7#SiE

EFELL

B q_check_secure(0) OIEUH L I
LOGIN_ADAPTER_ERRORMFEAL £ L 7z,

SRTADWE: ZOEHEESLET,

A—Y—DWE: tFa7 - 7Y THIY—EFzw LT
<7ZEn,

ICA2146 IBM 12t fwusero [EBHENhTNE

Hh,

B I —T—MB® fwuser.o TEEHMZ Tz
%, IBM 2D fwusero MEHINTNET,

:/Zj__.L\o)MIE uuuﬁﬁ\*TEthBmiTo

A—HY—DME: User-SuppliedBiE & EHT 21— —
EERLEZGAICT. MEOREERL T 281
THLENHDET, IBM kD fwuseroild, IXT
DI AX I—HF—BXOFET 71T T4 —)b » T—HF—
DT A EHEELET,

ICA2150 Pftpd IS — - failing function Y 31—

R = Oxfunction return code
FHBA:  pftpd B —/N—DEE I NZBEKR T I — 2R L
FL7”, 20 daemoniIf& 7L X9,

A—HY—DWE: FREINEZVATLOMEE
pftpd ZFEEIL T2 30,

RIIEL.
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ICA2151 o4 vI3EgEnELE,

B COAvt—DW, OYA P ERBTHTE N
Molel—H—i L TERRINET,

F7 a3 value BE->THEEINEL
7=
B BRINET I VNS THRESNTWE L,

ICA2158

ICA2152 ¥fwlogin: device NDEEAHTKB LU E

L7,
FE: TNA ACEEZAAETI ZEMNTEER A

ICA2153 fwlogin: device M5 DFRAEY [THBL

FUL&
SHEB: TNA AEFmAID I EMNTEERA.

ICA2154 portname T reason D7/=®HICT S — i

EE Lk
BB ZOT7 A7 UV TRENMRHE SN E L.

4 AT aVICEAALT Y MEDIBES
nNTHEtA,

BB t AT alii3Y A LT MEZEEE LRITN
13720 £8 A,

ICA2159

network :host name’ 5 M1 —4H — user
ID DNRT—RBEEEINE L,

$EA: FTP 1—H—7AY XATU— R« TF—=F RXR—2ZAHND
ZDA—Y—DNAT— REZEHICEBEL L L,

DRATLDME: 750U,
A—HY—0W0&E: 7L,

ICA2160

ICA2155 Pftpd T > — - failing function system

error message
FEA: pftpd —N—DEEINEEK T I —2 ML
FL7/7=. 2O daemoniF& T L XTI

A—Y—DWE: FRSINIZIATLOREEETIEL.
pftpd ZFHEE) L T 7230,

ICA2156 BE - O—Y— user id BB ftp &
JEt+ 2 71 source IP addrmS dest
IP addr NERLELSELELEN.

IIFAIEhERHATLE,
REA: @I, EEFaT A YT —RAEFELCT
Ty AT I H—I\OEREHIL LD ELEZ EER
LTWET,
SRATADNE: ZOEREESLET,

A-HY-—D0E: BETOF—zEHLTEFLT -
A RDS ftp LTSS,

ICA2157 source IP addri» 501 —H— user id

%, dest IP addrADFEBT O+ —DfE
BEHFAhTHWERA,

5B mEIL. BETOF MR IN T aENnEE
I, 7747 03— I\OEREHILEIDELEZ E
ZRLTWET,

SRATADNE: ZOHEREESLET,
A—H—DME: fwtpproxy FTP 24 L T 23,
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ICA2161 d—H— user ID 8. HERRRAHIN/=/SR
7 — K#{EMH L T network :host namen»

574 L&5&LE L,

BB FTP Z—H =7 ARMIRYIND/NA T — R 2 fi
ALTI 71074 —)V EDHERERHLL &S EiddHE
L7z,

SRTADIE: FTP OJ A > O 4 NKL .
ZOI—T—F FTP OAX > R - Pz LITEEINE T,

A—Y—DME: 1—H—F, FTP USERIY > K&/t
LT, 20 FTP it 2 HIELL T 5
"old_password/new_password/new_passWwolgzl D /X A T
—R-ZAMNJTZETIEICEST, ZYMEBREZRH
QB2 BERH D ET,

network :host name/ 5 M1 —4H — user
ID M/IXRT— REEX,

BB FTP I—Y—AHNO/NNAT—REEFEL LD &
A, NAT— KRRV —F WL E Lz, BAS5
NDEBOFERIIRDOEBDTY, - IBELEZIH/NNAT—
RINREES TS, - HI/NAT—R%Z 1 ELNMRELT
W, - 2 DOFI/NAT— RIN—F L T, - /NZ
J— R ENAT— ROMZERXYIZ XY O CFED " TId7s
W,

SRTADIE: FTP /XA T — RO YR AR
L, 202 —HF—F FTP OX > R« Y zI)VITREINE
KR

A—HY—DWE: NAT—RNEL S ANINEnBE
LT, FTP U—N—0DOZ Y% HKEELHET->T<ES
W, BIESHEMENE Z 2551213, —E X EIC
HEL T /ZE N,
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safemaild RIAEINE L/,
SHBA:  safemaild DBHA,

ICA2163

ICA2164 safemaild EIELE L=,

SiBH:  safemaild D151

ICA2165 Z|UAEN/ Telnet Evra,

SHEB: Telnettwy s a >R TLETMN, /N1 Thot
wia MNERERBTCEERAL, 2Oy a3 iibE
5L, BFHICZIAT7 Mo THlraNz7z0
tya OUHIRENTERIIIfTOhN THER A,

service [C¥3 % user id SREFICKE L E
L7=. auth methodldZ7 74 7V +—JLIC
EEIhThWEHA,

B I1—Y— ID 2 —EAICH L CHATEERA
Tl UVIANEINEZRIHSFRITT A T+ —))
WCHFEINTWER U, AT LDWE: 11— —DFEFLE
1T LET,

A—Y—ORE: AT LAFEEIHK LT A0,

ICA2170

d—4— user id M attribute Bt % &S
TEFEtHA, BRYI—FK = return code

ﬁﬂﬂi uuuiE"j' EXVJ\ *Eiﬁ@:’-'—ﬁ_’—@l'—ﬁ_“'ﬁ:
—IN—ADHEDBEEMRETH I ENTEERAT
Lize AT ADUE: 1—Y—OFEFITE L £,
A—H—DWE: AT LEMFICHEHEL T, 1—F—
DTF—HFR—=Z « LO—REFTIELTLZE W,

ICA2166

ICA2171 FhU b user_nameld/SR T — RDHR

[RASUINTWA Oy I ENTNWET,
BBE: AT RIAEMHRUNTEEINERFATL
72o TOT7HTRNEIOY I EINELE,
DRATLADIME: FOTY AT NIay VIRET, Ty
AT T4 —)VD/)NAT— RFBAEIFEK L £9 . UserRes

ICA2167 authentication schemé fEF L 7= network
type @ client addressiP 5D service M7=

BHD user id FRBEEICKBLUELE,

B HEORGES e > T, fEEOI—Y—ZHE
DY —EARHAET LI ERFTEEEATLE, 2—Y
—RBERINET FLABLIORY bT—7 - A4 Th
B“H‘ E2Z#RLE LIz, AT LOUE: 1—H—D
DLD i%gﬁbi‘a—

A-Y—DARE: AT LEHHEITHEEL T ZI 0,

ICA2172 ThOY b user namelOv I ENE

g_ﬂ
B oAU hNIovrEInNFELE.

SRATADWE: THU RNIovrEhELE Ty
AT+ —)IVD/)NAT — RIBFFFEK L £T,

A—HY—DWE: 771474 —VOEEFICHEKE &
D, 7HT>h0Oy 7 2R L T ZI N,

SEEASRELTWVS =8 service D
user id FRREICKBALE LA,

P FRAEALEEHICAEY —OFEIDRDITERK L 7
5@ :L_“H-‘“ ID f&‘ﬂ‘*‘tl ;(beuuuﬁfgiﬁhfb
7:_.0 /ZTA@L%" :L‘_"“ﬂ_ o)nuu big&g&bij—

A-H—DWE: AT LERFICHELTILESN,

ICA2168

ICA2173 FHFDIL—Y—4% user id TA—H—H

A4 LE>&ELELE,

B I—Y—0OfELZ ID X T AT T —ILN
FHITZELIICFREINTNET,

SPRATADUE: OrA VIFESINET,

A-HY—D0E: FHFL #AZOI—F—HZE[H
LTWSDONETIRDNLENRH D FT,

ICA2169 network host name» 5 method Z{ER L
7= service DA —H— name (FIEF (CFRE

EnELE.

;’EEE 7747'71‘“_)1/ i *Eﬁ@nuuﬂix:‘: A%ﬁﬁﬁ
LTI IARSNEY—ERADERINEI—T -4
Rt L E Lz,

RERLIBET S —D7= network @ client
address 5 authentication schemée (&
B L7 service® user id Z2EFICkBL £
L7,

HEA: FE ORI REMMo> T, HEQL—Y—ZIE
DY —ERICRIHTZ I LFTEEREATLE, 2—F
—W3EERREINZT RLABEI YRy NT—0 - AT
S5H—EAZERL KL, WELELT S =2 K TR
AEECRIFRIM L £ LTz, AT LOQE: 1—H— DG
IFRBLET,

A—Y—ORE: AT LAFEEIHK LT ZI 0,

ICA2174
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1—H— user namelZ¥xtd 3 Windows
NT LogonUser MU LICKBERLEL
7= REDIS—IZ last error TL7=,

S%BB: Windows NT LogonUser APRENH LIC K %, f8
EAL—F—ZOFRAIIEKM L E L=, Windows NT %
LogonUsersk %, mEODILI—2RELET., AT A
DOLE: T —F—ORIRTEK L £T,

A—HY—DWE: > AT LAEHFICHE LTI N,

ICA2175

ICA2176 AER/RFRRER F+— A authentication scheme
A5 user namelC¥ LEESNE L=,

(network 75 component# £ L /=15

)

SER: HREORMAF—LIF, BEDOFRY NT—=U 05
HRED T 7477 — VIR E R Z M T 2 BRITHEE D
I—HY—ICEEINFT LN, ZORFAF—LITHE
T7AT7 T4 =)VCEEINTVWERL, AT LON
B I—Y— ORI ERITEKL T,

I—H—OIE: AT LEEHICEKL T EEL,

ICA2177 socket peer namé» 5%2{g L7z SafeMail

& Oxsession 1D
SHBA:  SafeMail 28U A I NZELMN S NT 2R

BhieZELE LR, ZRINZEHE ID FE50NEHEN
THEIDHBTENELRE, (TN T - LA
DRTADME: ZOEFGENET S0, ALy R
MT 4 ANy FEINELE,

ICA2178 SafeMail v < 3> Oxsession IDIE

sender’s IP addresgph 5 recipient's IP
addressICHEII ENFE L7z,

BB SafeMail 1%, ZEMD A —)L « B—/)N— & D
BRENL L, A—)VEETELREIC/o TWET, (IF

HLXIV)
AT LADIE: TYEEOERFHNTETLET,
ICA2179 SafeMail (& sending server's address 5

receiving server's address\ D
Oxsession IDIZX L message size\A b
E74x7—FLELE,

SiBA: SafeMail 2"J A FENZ 2 DDOA—)L « —/)N—
D TIEFEICAYyt—VZEELE LE, 2Oty 3
JNIHHTIZ ICA2166 Ay E—T TSN E L, 2D
Ayt =2, ERINEZNA REREGENTVE
9, (WL
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ICA2180 SafeMail (& sender’'s addressi 5Dty

< 3> 0xSession IDZERTLELS,

SHBA:  SafeMail ld, ERESNzty i a > TEEINE
A—)VDEEEFERLELEZ, (BRI

DRATADNE: Ly alEKTLETD,

A—Y—0IE: DX/ OEEIEE EFT. KD
LOBBHEREAFRL TSN,

ICA2181 SafeMail (F¥EEHI— K reason code®D7=
Htvr3 > 0xSession IDEERTLEL
7=
A &mmmwxﬁyfnt/ﬁ 13, E¥LTI—
REEZBME L 2201c, RSNty a2 akrl
FL7z, Miia— I\ z Mz@%@ﬁ%@i@“o 01 - %f3
BIA =)L « —=/)N—2% BAFF 5 nisn, 02 - EEHR 2
DDIEEF a7 « ==/ TA—)LORKIRE Z1T
o7, 03 - AP MNUEZEMA—IL « =N
—INFT L TWABHERENEDH D, 04 - ZEHA—)) -
H—=N—MMA=)NDOZTFANEHEE L, 05-1DFk
WSEBROBERNY A LT T Moz, BEMA—)L -
= N—FZFZEMMA—I « F—=N=0FT > L Th
nEEMENH S, 06 - recv() N 0 N1 RERLEZ, #
BRIA =)L « = N—FZIZZEMMA =)L « F—/)N—/N
U TWABHREENH S, 07 - recv() WEEERL
77o BEMA—)) « = N—FZIEZEMA—)) - Y—
IN=INT T U TWBREEEDN B 5, 08 - ZIEL7=LT
— s A RNLEED, 09 - select)0WEEEREL 7=,
REEMA—=) « = N—FZIIZEMA =)L « F—/)N—
NT T L TWBRIEENE N H D, DAy t—JFFN
v TEE TR EINET,

DATADNE: HERIIETLEL .

ICA2182 SafeMail (ZEMAI< > K SMTP
command®D /=&t v 3 0xSession ID
#EBFLELE, BHI— P reason

code

FtBA: SafeMail DI > RZYMEREYT T )L—F >0,
W2 AX > RERSGHRAIY > REREBLEL -,
INSOEBEI—RIZ, & SMTP O R &EICEARD
F9., HEDEITDWTIZ, IBM Firewall ®HiHR— K
Web R—=JZZMLTLZSW, (TN\vT « LX)

PARATLADIE: HEEIIHK T LU,

A-Y—DUE: RETHNBHERPEREFEINDSLD
2o BEAI - V54T 2 hEREBREA I - P —
N—ZFTIEL T ZEE W,




ICA2183 httpd --> HTTP ZFOF>—#ER7 7ML

(flenamg (AEATE XA,
SEA: HTTP JOF— - T—F 2N, €I NI
Ty ANEd—T>LEDELELEN, 2077 1))
MNEELTOWERND, HEIWEA—T > TEEFHATL
776

SARATADME: HTTP 7JOF—IIBHAL T8/ A

A—H¥—DAE: GUI » fwhitp AX > Rick->T70O
Fr—mHEL., TOF—FHAHLTIZI N,

ICA2184 signal signal No.® signal() T>—,

safemaild DT LET,
5B safemaildT—FE M T F)V - N2 RS —ZREST
LEDSELEEER, PATL - IZT—MNFELEL
7zo

ICA2200 (servicefunction WinSocket #IE{tTS

—: WSAGetLastError
BB WinSocket D#IHIRREHFICT I —0 AL E L2,
dA—H—0DME: WSAGetLastErrorll K-> TRz

AT LREZEFTIEL, RENLZT—ERX @HID/XT A
—&—) ZHEEBEHLTIZS N,

ICA2201 (servicecalling function) failed function 4%
7 line number TKEILE L7

WSAGetLastError
FE: BEORY FNIT—F R ERNERLUEL
7o
dA—H—0DME: WSAGetLastErroriZ K> TRrE Nz
AT LMEZFTIEL, RSN —ERX (HAID/INT A
—4&—) ZHEIFEIL T Z3 W,

oy hEA—TTEEHA.
safemaild DT LET,

HEA: Uy hEA—T TR EEICEENEELEL
7z

ICA2185

Ty hER—BMINA 2V RTEERA,
safemaild ¥ TLET.

SHEA: Uy RER—RMINA S RLTWS EEICESE
MIEALELE,

ICA2186

ICA2202 (servicecalling functior) timeout ¥ 4 A7

Y b (WSAGetLastErrofb#%:@1%) :
B fREOKE Y A R T L% T, ZRINTH
BEMY A LT 7 MR D E L7z,

A-HY—DWRE: FKRINEY—ERTHERL, 71
LT MTIRBENTRE L TS IZE W,

ICA2187 HHROBEHREZITANONE T A,

safemaild (IBHRTLET.
A HLWEREZITANS EEICEENFEELEL
7z

ICA2203 (servicecalling function *EU— - I5—
; failed function (& return value ZRU %

L7= (T line number WSAGetLastErrgr
BB A®'YU— - II—MRELE L, EEIZATY
—RETT ., WSAGetLastErrorZgRT< 72X W,
A-—Y-—DRE: T4 AT + AR—AZMKL TS
Vo AT LEMZICHEEL T EI 0,

ICA2188 -l [TREo /=B%5RE (valug ZIEELE L,
BB FRINZFFRUEIC 0 205 9 T TOEFLUIND
WENEENTNDED, BN I DENTFESN-HE
KIEZEBATHET,

A AT avICHIALT Y MEDIRE S
NTHEEA,

BEA A AT T3 T3S A LT MEZIRE LRI N
30 £8 A

ICA2189

ICA2204 (servicecalling function) filename TS —:
TR, FEEFERPRBELUEL
7o

BB BREINEZT 7, HEIWIEZEDT 7A1)b - /X
TA—EI—ELBHHEL T 7 AT VAT HEE, X
207 7 AIIVEERLES ELTWS EEIT, R
SN —EANRNTI—ERHL E L7,

A-HY—DW0E: FKRINEZT 7 A IIVAPNEFEL, EL
W7 U AMETIBEL TWS ZEZMHRL T ES W,
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ICA2205 (servicecalling function 7 7 A JL filename
MERINELEN., ROMYEHATL
7.

AR HEDOT7 7 A NVIBFEL EEA. TOEEDHR
ELTROAREENSEVWDIL., 7717 4= I)IVOT 7
FIV MERAEEINZEND T ETT, BHEONY Y
T TS Ty A IIVEEITLL TSN,

A—-Y—DWE: BR7 7 A INVDIEELREWMREL T
<FEEW, BR7O7IA3ZD7 7 A IIVIEELTY
DZHEDERELTVWET, Nw o7y T« N—T3 o)
FIHTERVWESICIE, P—ERHFHRBICEKL T2
0,

ICA2206 (servicecalling function R 7 7 1 JL

filename ENTNET,

OB RSN T 7 AV MER AlEZs B Tl &
DEBA. NENBESNTHET., REOFERELT
BEOARENGNDIE., 207 7 A IIVBFEHTHRES
N, BT —FMEMSNZENDS TETY,

A—-Y—D0E: BE7 7 NVEIEL <BEEKT 20HE
MNHOET. T, 77 1IIVEER (B WIEERATRER
JE—Z2ER) L, KiIZHFVDOFIL s 771 IV EHELE
T, BERCTHY DTV - Ty IV ESRL, #Y)
BI7AT I+ =IO REM>T T 71 ILEH
Bl T<Zawn,

ICA2207 (servicecalling function #8771 )L

filename BSE T,

FEA: BRI NRERR T 7 A IR DM S 780, FLD
Mo T=INET L, 77 AINVMAEMNSENWEHREL T
ROWREENEWDIL, ZRS N —E XD RT
bR TWRENWI ETT,

A—Y—DWE: W7 7 A IVDREZBFEL T2
W, 77 AMIDNEELTWSEE, Eka~x > RiZzo
Ty ANV T=IDNEENTVEIHDEMEL TWE
T, BIMERICDONWTIE, MaiEESRLTEI N,

ICA2208 service kEFa7 - 7474 — (source
IP addressdest IP addy /5@ user id
DEvrar session idBEIELEL
7z

BB FRINEELY T a CORBRICAERI NS A
vE—ITY,

96 IBM Firewall Windows NT fit: figais

ICA2209 service k¥ a7 - 74 74— (source
IP addressdest IP addy 25 ® user id
Dty 3 session dBRTLEL

7=. total bytes/NA b

B EBRINEELY I a OO DITERI NS A
wt—I T, GEINA MIL By a iz Ih
HNA MRERLTWET, i1 hEYER—KL7&
WH—EZX (DXD. ptelnetd) IFFOZ/RLET,

ICA2210 (servicd 1—H— user id [FERRRDSTIN /=
ISR — RZ{FERL T source IP address
GEEFa27) hoOsasLEDELE

L7,

B EBARINZI—T -0, ERINEZFIHBEIN
DNAT—REMHEALT, tFa7 - 7¥T75— LD
FRSNZEFBIL IP NS T 74 77 4 —)b & DR 21
MLEDERAE L,

dA—H—DWE: FBED/NAT— R, /SAT— REH]
Ty MK TEMMRAYUINE L2, AT LEHE
WCHE L TLEE N,

ICA2211 (servicg A —H— user id [ZEARRDSTIN =
INATD— RZ{FERA LT source IP address
(Fa7) »o5psM4LE&5LEL
7=

FBE: FRINI—Y 0, RS NTZHRHR TN
DODNAT—REMHEALT, vFa7 - 775 — Lok
IRSNZIRETC IP NS T 74 7 % — )b & OHE 2 L
LS EidAaEL .

A—Y—DWE: HED/SAT—RIZ. NAT— REH
Ty ML THEIHRMSUINE L 2. AT LEHE
WHE L TLEE N,

ICA2212 (servic§ L —H— name [& source IP
address(£+27) DHIELLSFTRERENE

L7,
HEA: Ty AT Ur—IE, BFaT T TIY—-DFK
TRENZBETT IP OFREINZA—TF - ERELEL
7z




ICA2213 (servicg 1 —H — name [E source IP
address(FEEF+217) MSIELLKRIAZN

L7,

HEE: Ty A 7=, EFaT T TIY—D
FRSINIZEEIL IP OFE RSNV - &R L £
L7z,

ICA2214 (servicg 1 —Y — nameld source IP
address(FEtFa27) HoOERASNEHA

Tl

BB Ty AT U= EEFaT - TYTI—D
%Téﬂf;L{;f[} IP @%Té*’j‘\_:’— 'ﬂ_ %@uun 9&
WLELRE,

A—Y—DAE: EHWEEOEVERIT. 1—3—%
FRFNAT—=ROANIATYT, 2—HF—%L/)XAT
— RIIKRFINFEXB L ET (Caps Lock I NT
WREWMAF Ty 7 LT EIN),

ICA2217 (servicd source IP addres§tz+a7) »
5N1—Y— namelI—ET 3 (HEZH)

NRAT—FZAQLEEATL,

SRBEA: NNATU—REENY J T Z MENzh, INAT—
REFENNET, vFa7 - 7H¥TH—DORETT IP DFE
RENSI—T—DN—F LW AT—REZ2ANLEL
7o I—Y =BT —FIILEINETATL.

A—Y—DUE: NAT—RZEEETBHITIE, TD/INA
J—R%Z 2EANTZLENHD E9, 2 [BIHIIMHER
T9, mOAREENEWEEL, MEEADONAT— RO
AT ATY,

ICA2218 service t¥a7 + 74 7% — (source IP
addressdest IP addy 75 ® user id Dt

w3 session idDSBIBE L E L7,

BB BRINZBT Y a > OBIBRICER I NS A
wt—ITY,

ICA2215 (servic§ L—H— nameld source IP
address(E+27) DHRIEASNEHAT

L7,

SHEA: Ty A T7Ur—IUE, vFaT T TIY—DE
RESNZREETT IP OFRIN2L—H — ORI I
LEL

A—H—DWE: HEbBAREEOEVERIE, 1—5—%4
FEEFNAT—=ROANIATY, I—HF—%E/N2T
— RIIRXENLFEKERILET (Caps Lock M HaiT
WRWDNF Ty 7 LTLIEEN),

ICA2219 senice ¥ 7 - 7474 — (source IP
addressdest IP addy 5@ user id D&
w3 session dB#RTLELE,

Total Bytes/NA

BB FRINEEL Y a s ORDDITERINS A
wt—I T, GEtNA1 MMIL By arhiciEsh
BHNA MRZERLTVWET, GEtNAT FZEYR—KLR&
WH—EZ (DED, ptelnetd) T O ERLET,

ICA2216 (servicd source IP addres§3Et+ 1 7)
ME5NI—H— name[I—E T3 (HER
A) RRO—REAHALEHATLE,

BEE: NAT—REEMNY T ARSI, NAT—

REEDLET, FFaT - 7Y THY—DREET IP D
FRENEI—HF =D —HLBWIAT—REANLE
Lo =¥ —FiET — Y B3EEINEFFATL,

A—Y—DWE: NAT—REEFETBITIE, TD/INA
T—R%Z 2 BANTHHLENDHDET, 2 MIHITHER
T, mOHAREENEWERIT, #RHDO/NSNAT—ROD
ANIATY,

ICA2220 (servicg 1 —H— user id [& source IP
addr (U R{El) 5 dest IP addr~NDiE
B0+ — -ty a ERKLEL
7.

B ThThoZ#ynFs— -ty a > OBk
WERSINDE Ay tE—2TT, Lyarid, 12—8—
ID. EETT IP, BEUSEE IP OTRTRT 747 T+
—INZHIENTNS EEITHBENET, EFa T - ¥
1 RSB SNEYy > a YN ENETd,

SRTLADWUE: FimTOF—wFAILTLZI N,

ICA2221 (serviceg E&E: HIEITTOETRT O IP
(Control IP add) BTF—FITOETHT
@ IP (Data IP add) EELLKHUEH

Ao
A bFaUT—EOBW ZEZE NTPv vl
Bilk7s &) NG, il 7y MRS NSET O IP
7 RULZAM, T—FHEREY Ty PRI NLETO IP
7 RUVAEFUTHD I EZMHMABELTLEZEI N, *v



ke T4 AN Fr—2FHLTWBEE, HDWNI5E
HTEBEDOT Y TH—2HHAL TWBEEIZIE. 25
BRI ENDHDET,

SRATLADIE: 580 FTP U—N—NEHOT7 5 75—
EEALTOWSD, 2y b T4 ANy Fr—2HAL
TWENEHERLTLEI N, T4 LY =00 LT
D7 IP Y RLAM, R—bk 20 5K —K 21 £T
THDIEEHRBL TSN,

ICA2222 (servicd & 7O MIJLiER. RFC #
#Tr WA R protocol string &3 (F
U E L7, ; invalid string 2% L TL

Flr.

BB RSN Y—EAMN, BEMIT SN2 RFC (T
MIEL TWBEWTFHILIEWA N >V E2ZIFLE L,
Ny H—DRREENH D £

SRATADIE: FRINZH—E AT, RFCITHIGL
I 47 R EERHL TS ZEI N,

ICA3001 *7S5—kx REOI—Y—IZ ident user

name T socks connect user namé &
YEEA

BB LFaU T —DRESNZATREEN D D KT
A=Y ARSI NEE

client 5 count /NA k. server 5
count /NA b

fREB: sockd T—E L EZDFNTNDZ TAT K - K
ANEY—)N— RZAMETREEINZNA NEEERT
Ayt—,

ICA3006

ICA3010 #EHLE L -- use(real_usej@src_addr
M5 dst_addr ( destination poit ND/NA
v R

B BN SNE L

ICA3011 EHELUE LK -- use(real_usej@src_addr

M5 dst_addr( application) ~ODE#HE
AR ML TOY ry MEERICERIIL £ L7z,

ICA3012 {E## -- use(real_usej@src_addr 5

dst_addr (application) Dz
B UE—b - RAREEREESLE L.

ICA3013 select() errno

SEE: VAT L LT—,

ICA3014 BTUZELE - use(real_use)@src_addr
M5 dst_addr (destination poit NOD/NA
> K. (client 25 count /NA k. server

M5 count /NA 1)
B HEmOE T L E L,

BAREGREBEEAIOERIJESTSN
EJ 0y

fRBA:  socks Y —N—l3, HEESINI=HRAREOY S5 T >
cetvrarEHaZit ANsLOITERINTNE
T, TOAYE—IIF, BEICLEWEIGEL TS EE
2. SOICHERERDNEIET S EAERINET,
DARATADWE: HiZIZidA S N ERIZ O— X3 h
F£75,

A—Y—DNE: FFRERORAEIL, sockss.confd
SOCKS5_MAXCHILD /8T A—% —IZX> TRED X7,
ZOHREMERELLT, Y=N—=2UT7Lv>alT
<IN, FHICDWTIE. IBM Firewall Ofigai 2208
LTLESN,

ICA3007
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ICA3015 BT LELE -- use(real_usej@src_addr
M5 dst_addr( destination hodt N\(D1E
%i. (client »5 count /NA k. server i

5 count /NA 1)
B H—N—~OEHGEME T LE L,

***(estination host&iBIET 5726 DIEL)
BAVE—T7—RERDIIShEHA

SHEB: 7 7 1)V letc/sockd.routedZ i, fHE S N/=560E R
A BDN—T 4 2 TERPEENTHEE A,

ICA3016

ICA3017 pid sockd processD> )b - ATV K%
RITTEEHA

#tBA: Sockd 7T—E A /oin/sh ¥ > RERTTEEH

}UO

dA—Y—DME: /oin/sh > )V AT L ETHIFATEE
IR EEHRLTSIEE N,




EENELE -
usereal_usej@src_addr 705 dst_addr N
DNA > R

BB UE—b - RAMDHEREESLE L.

ICA3018

ICA3030 7 7 1)V (letc/sockd.conf &4 —7 >

TEEEA
B FRENET 7 ANOF—T VIERHIKKLEL
2o

ICA3019 KRR b socks_src_namér 50D GetDst()

ICIZS—MHYET: ermo
B ERINZEHOBET R ADMRRIFIC TS —
MWHEAELEL.

ICA3022 BN 2= 74 —ILED line numberfT

BICHYET

5RBA:  Jetc/sockd.conf? ¥ 1 VN TERNRIEE A S 1
EJ O

HENELEEDS line number{TEICH Y F
T

BB Jetc/sockd.conf? 7 1 VN TR IEHE KR S 1
F L7

ICA3023

ICA3024 W\H/ZIEBD line numberfTEICHY X

.g—

#tBA:  Jletc/sockd.route” 7 f )N THER) /2 IHH 2 &
NEx L7k,

ICA3025 BEN/ZFFR/ZZIE T « — )V RS line number

TEICHAYET
5RBA:  Jetc/sockd.conf” ¥ 1 VN TERNRIEE A S 1
L7,

EHiAR— FEED line numberfTEIC
HUET

SRBB:  Jetc/sockd.conf” 7 1 VN TR HE KRB S 1
F L7

ICA3026

ICA3027 ¥'emdd' O )l AR ROKBKLE

L7z (exec status
S FRSINLT I O RBERBRLUEL =,
A-—Y—ONE: ) Tty P—NTATLET
HARRER Z 2R L T ES W,

ICA3031 =T 420 - 774) (letc/sockd.route

A - TEEHA: ermo
SHEA: FBRINZT 7 AINOA—T DERMNERLEL
7o

A—Y—DWE: 77T I3 —)LOEMFITHKEL T
KEIW, TIANE - TryANNBT 74T T4 —)bD
A A RM=VRRCHRBE SN TNET,

ICA3032 dA—Y =774 )L (user name filp &+ —

T TEEHN: ermo

SHEA:  permit JHAID *=userlist ICIFE S NZT 7 1 IV 4
MEAODNDEEATL,

ICA3033 Validate() MWSFHILAWERSRYEL
=

B 1 —Y—40 |dentd MEEMIEE S NFE LA,
Identd /05 THIL A WERMNER SN E L 7=,

ICA3035 client host® identd [CIEHRTEEEA

B I —Y—40 |dentd REEMNIEE I NFE L2,
Identd 25 DIREMNH D £H A,

IS5— - 2x)b-a2F ¥emdd (T
RYFNEENTHEE A,

$B: )b AR EPEITT, 1Y - Avt—2
EIRSEEN,

ICA3039

ICA3040

SHBA:  Sockd T—E N fork() ZEL T OLRAII
YoEzTEEE A,

I>— -- shell_cmd fork() errno

I5— - 0547 b 7RVREAF
TEE A,

BA:  'getpeername()MEUNH L NS T —MREINEL
7z
dA—HY—0DWE:
<7ZEN,

ICA3041

JV—F4 >/ & DNS Wk Z#He L T
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IS5— - 7/RX b client addressh b D%k
EENDIT Y K (Oxhex-command-receivied
B V51TV R 7T = a SN
> REZITED L,
A—Y—0O0E: 75147 > MERICHENS 2. H
BNWETIAT O RET AT I — VDY R—K - L
NRIM—F L TWIWATREERH D £ T,

ICA3042

ICA3043 IS5— -- 7RR b client address 5 D&

UMD/N—2 3 (0xhex-version-numbgy
BB Ty A7 U4 —)UE, Socks/ N—a > 42 &Y
A—hFLTWET,
A—Y—DWE: 75147 > MERICHEENRSH D0, H
BNRTIAT I NET AT T A —IDOTFR— - L
NIVIR—F L TOWRWATRENENH D £7,

ICA3044 KBELUE L7 - use(real_usej@src_addr
M5 dst_addr (application ~DEkE, T
Z— + d—F: command causing failure

errno,

AR RRERDRIL KLz,

ICA3045 KEBLE L -- use(real_usej@src_addr
M5 dst_addrADNA VK, T5—: 8
o 7/=7RA Ik dst_name(dst_port

(application) [CIEHL £ L7,
SRR NA 2 RESRMNEBL £ LTz,

ICA3046 KEBLUE L7 -- use(real_usej@src_addr
M5 dst_addr NDNA VK, T5— -3

— F: command causing failure errgo

AR NA 2 RERMEMLU £ L,

ICA3047 A4 AT D - use(real_usej@src_addr

M5 dst_addr ~ND/NA VR
BB EEY A LT U RIRDELE,

)b ARVRPRTEET:
command.

SiBA:  letc/sockd.conf” 7 f VNS FEIFI N/ 2 RN
E9&F7.

ICA3048
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ICA3049 A LTI - use(real_use)@src_addr

M5 dst_addr( application) ~DiE#E
S BN A LT T NMIBDELR,

ICA3050

SiBA:  SocksEfi & —F L 7=, letc/sockd.conf” 7 -1 L
507 4 )5 —HAl,

matched sockd.conf filter rule

ICA3051 AIX sockd_route() [ remote addressH

DAVF—T1—RERDIFonEHA,
B AT ARKEERERIITEERFATL
7z

ICA3052 1—H— D & "BEADAN ICREFDT
5_0

SHBB: ¥ sockd 7Ot ADI—H— ID % "nobody I
RETHIENTEFTHEATL .

ICA3053 popen (AIX Jb— bk (route) XL UT k)

TOIZ>—: system error message
SHEA: —T 4 D UEWMERET DDA Y T RO
EITMEMUE L7,

ICA3054 AIX sockd_route() TOHEHBHIAEY —

BVIRVEE,
A =T PITERENEL LD EL T LS
i AEY—EIDIRONEBL KL,

ICA3055 input line DRFDAR—ZRD=HIT AIX
sockd_route() ASEEIAHRICEGHITS —

MEEELEL

S AT ARBIEROMSUFEITPIC T S —NFEAL
L7,

ICA3056 input line @ 2 FLEDAR—XD7=HIC
AIX sockd_route() DR CEMHEIT

S—MEELLE

BB AT AREEIEMOMSURITRIC T S — T AL
EJ O




=k ROV T MEADFHEHERY HI(
AIX sockd_route() TEHIIS—H#E
ZF L7=: system error message

BB AU T MAOBABOPICT T —NREEL F
L7z,

ICA3057

ICA3058 popen (AIX 7 T&—-RHOUTN) T

IZ>—eEE L/ system error message
BB Y- T —AEmERBT 220DV T
rDOEFTNRBLEL .

ICA3101 F—HEEPRD Sockd T5— -
select(): system error message

SHBA:  (SOCKS422)F—4# OEEHICT I —0FAEL £

L7z,

ICA3102 T—FREERD Sockd TS5— - write():
system error message

FRBB:  (SOCKS422) T —4 OEFEHICT I —DFAEL E

L7z,

ICA3103 F—HZEHRD Sockd T5— -
select(): system error message

FiBA:  (SOCKS422) T —# DZEHICL I —FAL £

L7z,

ICA3104 F—HZEFRD Sockd TF— - read():
system error message

SHBA:  (SOCKS422) 7 —4 OZEHICT I —0FAEL E

L7z,

ICA3105 ZO+R ID 774 )L filename 2K T

EFEtHA,

SiBE:  (SOCKS422)7mt A ID 7 7 A VOVERE A
BNRBLE LTz,

ICA3106 Sockd MFDT7 +—UICKEUE L
system error message
FiBA:  (SOCKS422) SOCKSERZIT 572D % 7

F—27L&DELT, RBLELZ,

ICA3107 AVNIVER - VTy b SO_LINGER #
T a OREICKBKUE L system
error message

SHER:  (SOCKS422) Tidd h £t A

ICA3108 7IRNOYR V4 y b SO_LINGER
FTaVDBRECKKLUE LK system
error message

SHBA:  (SOCKS422) Tlidd h £H A,

ICA3109 filename 7 7 4 JL® line numberfTB ICH
MRIEENHVET,

FHBA:  (SOCKS422) MRk HH DT> TWE T,

ICA3110 filename 7 7 4 JL® line number{TH ICE
HRIDA I —T1—R T 4=V RDPH
‘) ij-o

FHBA:  (SOCKS422)HipkIHH DM SCMFR > TWE T,

ICA3111 filename 7 7 4 JL® line numberfTB ICH
FFRIDZEE IP BBV ET,

FHBA:  (SOCKS422)HEpkIHH DM MFR > TWE T,

ICA3112 filename 7 7 4 JL® line numberfTB I[CHE
A DRBERRIBHY ET,

FBA:  (SOCKS422) Mk HH DT MFH> TWE T,

ICA3113 filename 7 7 4 JLC line number{Tf&#7 L
FL&

FBA:  (SOCKS422)MpkIHH DM > TWE T,

ICA3114 7 74 )b filename TEMAEITHNREDOMY
FHA,

FBA:  (SOCKS422)MERR 7 7 A IWMZETH B M. $H 5N

32 DN S THWET,

A—HY—DWE: FRINHRT 71 IIVETIELTL
7230,
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flename 7 7 4 JL® line number{T B [CHE
Shiz TEFR]/ZE) T4 —IVRDBYUE
j_o

BiBA:  (SOCKS422)HnkEE DRI FR> TWET,

ICA3115

ICA3116 flename 7 7 4 JL® line number{T B ICH

iz 2= Z4—IVRBHYVET,
FiBA:  (SOCKS422)WmkIHE DR MER> TWET,

Sockd H—N—ZBRHFHLTIVET,

SiBE:  (SOCKS422) SockddSIEH ICHIMARE I N, ke
ERoTWET,

ICA3123

ICA3117 flename 7 7 4 JL® line number{T B [CH

HEIOXRET IP BHYUET,
SRBE:  (SOCKS422)#pkIE H DRIV > TWET,

flename 7 7 4 JL® line number{T B [CHE
FAIDRETIRIBHY T,

FiBH:  (SOCKS422)HmkIHHE DRI > TWET,

ICA3118

ICA3119 flename 7 7 4 JL® line number{T B [CHE

ShistEE S H Y ET,
FEA:  (SOCKS422)HEpkIH H DR AR > TWE T,

flename 7 7 4 JL® line numberfTB [CE
MR- BENHYET,

FiBA:  (SOCKS422)hkIEE DIMFR> TWET,

ICA3120

ICA3121 SIGUSR1 #Z{ELE L7

=Y TLET,
FBA:  (SOCKS422) Z D A vt — I T, I EREE
Ok EOY « Ty AT > TT570DT T FIVm
HahnxEd,

- socks &Rk

Sockd [FTF—EVET7+—UTEFEHEA
TL7/: system error message

FBA:  (SOCKS422) sockdr—E& > & W ET 572D
T —0MNRRLEL

A—Y—DWE: FRESNZIATLDOEEEFTEL,
sockd ZHEEI L T<7ZE W,

ICA3122
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ICA3124 H@nhY7x sockd #MEA{ET S — - bind():

system error message
SHBA:  (SOCKS422) sockdd—/N—D#JHi{bas kit L % L
o TEIUIETLEL .

A—HY—DWE: FRINEZVATLOBEETIEL,
sockd ZFHALEIL T 7230,

ICA3125 vERHI7E sockd #IER{EI S — - listen():

system error message

StBH:  (SOCKS422) sockdd—/N—D LML £ L
2o TEIMKTLEL,

A—HY—DWE: FRINEZIATLORMEETIEL,
sockd ZHELEI L TS ZI W,

ICA3126 H&HIAL sockd TS5 — - main

accept(): system error message
SHEH:  (SOCKS422) sockddy—/N—®D A 2 )L—F »h%k
WMUELR. T—EPTLELE.
I—H¥—DUE: FRINEIATLOMEEITIEL.
sockd ZFHEE L TS 7230,

ICA3127 sockd H—N—ETIFIEZEFEL

EJ DYl

StBA:  root E7=1& nobody IZX > T O AN kil X
N, TSR TLELE.

A—Y—DMNE: EHFEN sockd DEEHEZFHHET Y
HlTiE, BE#FHEIT-oTL/ESW ("sockd &1 7L T
<IN,

AR sockd #IHAMETZS— -
socket(): system error message

EA:  sockd H—N—DHHIRENRBL L Lz, T—F
ST LEL,

A—H—DWE: FRINZIATLDOEEEETIEL,
sockd ZFIEEIL TS Z 3 WY,

ICA3128




ICA3129 HI78 sockd #HA{LI S — - failing

function system error message
FBA:  sockd B —/N—DOHIMELED, ZRS NTHERETR
MLELE. T—EATLELE,
A—H—DWE: FRINZIATLOREEETIEL,
sockd ZFEEI L T 230,

ICA3134 ZF < 3> optionl & option2 BFRE L

TWET,
BB FRENSA T3 ERIIEETHIEET
EFERA, TEIEIKTLETD.

A—Y—DWNE: HXZETIEL T sockd ZHEH L T<
7ZE 0,

ICA3130 sockd I > — - failing function system

error message

FREA:  sockd H—N—EE I NZBEK TS —E/RHEL
Fllze ZOT—FEVFHHITINETN, ERIFELS
N0, KTYLEDTDalREENH D £,
A—HY—DWE: FREDHRE L 7WEEITIE, sockd & {5
U, BREINZATLOREZITIEL T, sockd %
HEgL T EEn,

ICA3135 sockd IS5 — - failing function Y 21—

K = Oxfunction return code
FtBA:  sockd B — N—MREI N TS — &ML
FL7”=., Z0 daemoniFK T L XTI,

A—HY—DWUE: FRINEZVATLOMEETIEL,
sockd ZHALEIL T 230,

file name MDFEHBMY TS5 —T9, AIICF
yyialler—9BERINET,

HE Ty AIDHEABNEDN S D, HDWEES 2
T—=HEGENTVE LIz, EHIDOA v t— IR
WENTWBIFTTI. sockd id, HIDN—a>D7
TAIVCEENTWEFrya - T—FE/MHAL TH
EZRIT LT,

1-Y—ORE: ERINET7ANOIT—EIEL
TLEE,

ICA3131

ICA3132  FBADT >4 -value
BB BRENLTIVEREH ST A T-E
KTLET,

A—Y—DWE: WLZFTIEL T sockd Z it L T <
ZaEwn,

WinSocket #1Ei{tT>— : WinSocket
error

BB WinSocket DFIHIEREHFICT I —MHEL £ Lz,

A—Y—DWE: ZRINZIATLOMEZEITIEL,
sockd ZHCEI L T Z 3 W,

ICA3700

ICA4000 program - Z&: >4 F )b signal £=(5
LELE, TLET..

BB U FINERE LD Ok,

ICA4001 PID processld& LT STOP program

B FE O TEMLE LR, WA Y —
v,

ICA4002 —K ID

HEA: WHIA Y=,

ICA3133 RBDINS A —% — value

B FERINENT A=Y —FE B I NET A, T—
EURKTLET,

dA—HY—DME: W XZZTIEL T sockd ZFEEEHIL T
ZE W0,

ICA4003 F70+t R processld CRIEMNHY E L

=
SBE: T ObRAEERTEEE A

ICA4004 BSHIS—Td, >4 FJ signal T

fwpagerd # Kill LTWET,
BB UFIN NIRRT,
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ICA4005 fwpagerd TFT—EVIEIRTINTHWEH

A, program MEDHMHY EH A,
BB T UANEERREEIC /o T g, XR—=2iF
EETEERA.

iy MEBREF T a v ERETERE
AJO

BB VT NEBEF T a  EREL TS EEITHE
ENFELE L

ICA4014

ICA4006 7O+ ID processld TRITEN TV

fwpagerd F—EIEHY EH A
5B T—E> - 7otRo7OotX ID REDODMDE
B,

YTy bER—BMINA 2 RTEEEA,

BEA: VT w RER—BMINA BL TN & EITkEE
MFEELEL,

ICA4015

ICA4007 PID processld& LT START program

B FIAEROER, BHA Y =2,

ICA4016 V4w BT listen Z2RETE=FE A,
SHEA: VA v RTlisten §5&2icty b7y LTV
LEZICHEENFEALE L,

ICA4008 SIGPIPE [T sigignore #ERETEEH

AJO
BB A THES TSIV EEHTSESICEY R Ty
T2 EETRENEELE L.

HY—E R servNameld TCP Y& v b
socketZ{FEHAL TWET,

HMEA: WBHA Y-,

ICA4017

ICA4009 SIGCHILD [T sigset ZRETEEH

A’O
FEA: FHES VIV EFy v TFITELESICEY AT Y
TTBEETEENEELE L.

ICA4018 RASIPUNH L select() MKkBELELE,
SHEE:  NEREABUTONH L o,

ICA4010 BT7OERERETEE A,

. TotAdiEF Yy v F I FINERET D
EEITHEENELELE L,

ICA4019 new_work() MSDEARIS—,

SHBA:  new work —F >S5 ONEEART T —,

ICA4011 iy beX—ToTEERN,

SR Uy hEA—T I IBEEEENFEELEL
7o

ICA4020 I5— (program): A hU—A--VYTyk

socket [CEZAHEHATLE
SHER: AT L TI—ORFEMENH D FT.

A-Y—DWE: Vv bORHEEFL v LTLE
=,

ICA4012 SIGTERM [C sigset ZFRETCEEH A,

B3 SIGTERM BL W SIGINT >/ EFv v Fd
DEIITRELTND EEICHEENREELE L.

oy hBERA T 3V ERETEEE
AJO

BB VI AT 3 D ERELTNSEEI
PEEMEEL E LT

ICA4013
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REDZEPRICHBEMNEEE L,

BB ETLMNSIREEZIFEL TS & EICHENFAE
LEL7=,

A—HY—DW0E: ETLEGREVEREAN) VT E2F
Ty LTLEE N,

ICA4021

ICA4022 ERIIRIMLE LA,

B HEAAYtE—T,




ICA4023 EXRIIEKBMLUELE,
B R—DRFERNE LU E L,

ICA4024 I 5— (progran): BSEIERIASEEE (minpri

- maxpr) 44T,
BEA: BRIEALOHIPADRR D,

dA—Y—0W0E: ERIEMOFMEZETIEL T/ZE W,
HR7eMIE -1 N5 5 ETTOHPETY,

ICA4025 IS5— (program): -n A7 3 DERE
13, 7 RLUR(E ID@carrier ORI

TEIVLENHYET,
B OX 2 RO ORD,

A—HY—0WE: a7 REFOBXEITIEL T ESX
VY,

ICA4026 GZ— (program): ARBAD7KRZR & hostname
BB RANAZEfRTEEEATLR,

A—Y—DIE: FANEFT I LTIES N,

ICA4027 IS5— (program): AMU—A-VYTy

AT TEEHBATLE : ermo
S HHY Ty FEIERTEXHATLE,

ICA4028 I>— (program): Yoy b -FFar

ERETEEHATLE : ermmo
SHEA: Vv BT linger 772 a L EBRETEERTAT
L7z,

ICA4029 IS5 — (progran): host [CIEHRTEEHA

TL7% : ermo,
B RABMCHERTEERATLE,

dA—H—DW0E: U7 R—FORRE, TNA
A RIAN—TryAINDHBHIEEZF Y7L TL
a0,

ICA4030 I5— (program): AMU—A-VYTy bk

[CEZAHEHATLE : ermo,
B ARNU—LA VT NCESAANTEEHAT
L7z,

ICA4031 REDZEFICHEICEELE, AVt

— S OREHTHTT,
B ETLMSINEEZEL TS &SI HENTE
LElL/.

ICA4032 AytE—CHNERICEFBTIIGREINE

Lz,
BB EAIA v E—Y, Avb— DRGSR S
NEL%Z,

ICA4033 Ayt—IBNRBLELE, AytE—21F

RESNELATLE,
B Ay t—DERTY k- NLOBBITIICERET
EFEHATLE.

ICA4034 date kB LUE L7 (ID ID Pri priority
Secs period Tries retryCoun) [fromEntnyj]

personName mesage

A R=—DORENRKLIZEZITIDOAY =20
KREINET,

ICA4035 program M5 person ND* v t—

mesgZBEFLITIICANSNERA.
B R=D URBITAIICEAETELRRATL.

ICA4036 BINLE L7/ (ID ID Pri priority Secs
period Tries retryCoun) [fromEntry]

personName mesage

P R=TVOREMVPRILZEERIDAy =N
KREINEKT, BHAAYE—2TY,

ICA4037 dumpFile IC¥ > 7 L& L7 (ID ID Pri
priority Secs period Tries retryCoun}

[fromEntry] personName mesage

SHER: BRI RELARWR—IE, 77Ty > T L
T, BhSREEERAET,
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ICA4038 T 774)b dumpFile [CEZ1ADE

A,
B YT Ty AINICEZAANTET R A,

A—Y—DUE: 771 SATLDT 7 AMETF
Ty LTLIEEN,

ICA4039 IpcKey: Ox IpcKey

S BHIAYE—,

ICA4045 RTw b - R)VBEB pagerNumberdSi@(s
BEEORKED carrLen ICIFRTEE

Te
SFBE: Ry b NLBEN, BEFEEEORKNELL
NTETEET,
A—HY—DWE: BREFEZORKMELDENRORT
vk e NFEFEHALTLEI N,

ICA4040 retryTime S EIDOBHITREZEZEBAEL
7::0

EE.  FEERERE () OfBE. BT L OHHIREICK
BMLELE.

A-Y—00E: WIHREAN) > TEFzy L TL
=30,

BERTY b NIVADERFA Y-
ZRDIFE L,

BB BERISEIART v b - RVICHEBTET Y EED
ZEFTELE A
A—H—DWE: smitty/SMIT A=a—ZFHL CEIIEL
TL7ZE 0,

ICA4041

ICA4042 BAIR—CEZETEEHA,

HEA: ATy b NINRE LS N TN WATREED B
D&,

A—H—DWE: T v b - NDNEE LI N TS )
Frv I LTLESIN,

ICA4043 BEEEE carier FBELEHE A,
SHER: fEESN-EEFEEZFIEELIEA.

A—H—DAE:  smitty/SMIT A =2 —ZHL TETIEL
TLEEWN,

ICA4046 Ry b - R)VEE pagerNumberdST 7
# )V bROD defaultCarrLenICIZRT&EE

-g_o
BB COAYE—JIE, T EOERSINETED
EETERENET,

A—HY—DWE: smitty/SMIT A=a—%2fHL TETIEL
TLEEIW, TIHIMOEIZHEPLTIZI N,

7 A - 774 J)L ModemfilePathnameD
lineNumberfTB ICEIZEDNH Y £,

HE: ETLAEERT 7 AINIKENCENEENTHE
ER
A—HY—DAE: smitty/SMIT A =a—2FHLTITIEL
TL7ZEWN,

ICA4047

F/NA R [dev/deviceNameTET A%+
—TJoTEE A,

BB REOEE LOETLES—T O TEEFHATL
7o

A—H—-DWE: U7 - R— 2Ty 7T 50H
ML T</ES W, EEZFT 2y 7 LTLEZIN,

ICA4048

ICA4049 EF AlL /dev/ideviceNameTH—F> L

TWET,
SO EHIAYtE—2, BEFLANUTII c R—KET
EwicmHINE Lz,

BIEEEHE carrier IC(E. DTMF BEE
EnbHYUEHA.

B FHESNEEEEEIC. DITMF BEEHENH D
FH A,
A—H—DWAE: smitty/SMIT AZa—2FH L CIIIEL
TL7ZS W,

ICA4044
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ICA4050 ETLFHERTETCEE A

B BETLARMEEZRELLD ELTWE EZITEEN
HZ0ELRE,

A—HY—DWE: EFTLUHREAN) T EF v
LTL7ZEW,




numinitTries BIBEATLE LD ET L E
MELTEE A,

. BT LOWMRENTEERATL K,

A—Y—D0E: EFLUMHZEAN) T EUT
Ve R—= Mk EF v 7 LTLEE 0,

ICA4051

ICA4052 Ry b - R)VEE pagerNumberz & A

YITEEEA
BB R v b NNFESESA VI TEEEA.

A-Y—DRE: KTy b NNESOZYEEF Y
JLTLIEE N,

ETLENITT YT TEE A,
HEA BTLENITT T TEERA.

dA—Y—0WE: FHLE. ETLA0MREARN) >
ENVTT T AR REF I LTLESN,

ICA4053

ICA4054 AyE— messageE S A VI TEEH

v
BB Avt—IEYIVITEERA.

EF L - 774 filename @D lineNumber
TEICHMESHY ET,

. BT LERT 7 1IVNER T,

A—Y—DIE: smitty/SMIT A =2 —2fHLTITIEL
TLES W,

ICA4055

ICA4056 BIEEEE carrier ® DTMF &S

(DTMFnuml) IZF A4 VIl TEE A,
HBA: ZOWEEEELED DIMF BEVNEHINZM, &
S TWAAREMENH D £,
A—H—DMB:  smitty/SMIT A2 —Z#HL TETIEL
TLEE W,

JOv U ERETEE A,

. U0y DEREERALEZITEENEIDEL
7zo
A—HY—DIE: smitty/SMIT A2 —ZFHL T, Fv
VY« RIA=F—F v LTIEEN,

ICA4057

EEENETAVIICHT ZRENHY £
Hh,

BB T 0y DEER, BEFREENSDIRENDHD
FEATLZ.

A—Y—DWAE: smitty/SMIT A=a—2@FHL T, Fv
U7 NI A—F—Fzu 7 LTLIEIN,

ICA4058

Ay E—TUREICHTBILEERETEE
Hh,

A AT ORER, BEFRENSDINEND
DEEATLE,

A—HY—DAE: smitty/SMIT AZa—Z2FHL T, Fv
Y « NTGA=F—%2F w7 LTLEIN,

ICA4059

ICA4060 RTy b RJ)ID ZRETEEEA,
StEE: Ry w b NV ID ZREETEEHE A,

A—H—DE: smitty/SMIT A=a—Z#HL T, R7
ke RNBEFEFYUT - NITA—F—ZFzv L
TLEE N,

BEE—- FEROET <CR> ZRETE
A,

SEE: HEIE— RESROKT <CR> Z2EETEEH A

A—HY—DWE: smitty/SMIT AZa—Z2FHL T, F+v
Y « INTGA=F—%2F w7 LTLEIN,

ICA4061

ICA4062 HE)E— FEKREZXETEEHA,
SHEF: HE)T— RERI VI ZRETEEEA.

A—HY—DAE: smitty/SMIT A=Za—2@FHL T, Fv
VY «NFGA—F—%2F w7 LTLEI N,

ICA4063 numTriesEIBERITLE LA, BIEEE
Z carrier ®»5DIT—7 ANy KOZ{5ICk
BUELE,

SHEE: WEBHEZIIZONSETHATORRENENSH D £

‘g—o

A—HY—DWE: smitty/SMIT A=a—Z2FHLTF+ Y
T eNTGA—F—EF v L, HETPDHELTLE
Wy,
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BIEEXE carrier TO7OY T MRD@
1%15_—6j-0

S W<ODPOMHTHEEL I —NREEL TS AHE
HERHDET, BOHLGPRDELTLIEIN,
A—H—QWAE: smitty/SMIT A=a—2@FHL Ty
T oNTA—HI—FEF v I L, HBETPVDELTLE
=,

ICA4064

ICA4070 BIEEXE carrier NOAYE—SDRF
v 7 maxTotalTriestz v & 3 iEkET

[CkoTEEELE,
B BEIEE OB AR E LA, BT
EEH A,
A-Y—DORB: FrUT - NITA—F—%Fzv/
L. B05PDELTIES Y,

ICA4065 OJA I BIEEZETEERA.
SR BT ANOVFIADREEZETEER A,

I—Y—DWE: TFTLHHEEA RN > J & carrier /N
FA—H—%F v LTI EEN,

ICA4071 I>— (program): F+ U T7HBEHTAICA

EU—FZVIRNERA: ermo.
BB ATL TN ATU—EIDIRD T —Dn]
BEMENH D ET,

ICA4066 BIEEEE carrier 3. O A DEITIC
BELERATLE,

REA: WEEFEENOTA D OMAIELERATL

7o

A—H—QWE: smitty/SMIT A=a—2@FHL Ty
T NFGA—EF—Fzv L, HETPRPOELTLE
I,

ICA4072 T 5— (program): ¥+ U7 HB&ETUR b

[EMTEEHA: ermo.
SBE: WEEEENGELEL TOARWITREENHD D T,

1-H—OUE: EEFEHEORLLMET v L,
MHERDELTLESIN,

ICA4067 BISEEE carrier 5 receiveDataString

ZRULEULUL,
BB EEFEEENSTIT— - Ayvt—IFRIIMAF
AvtE—UNEEINE L
A—H—DMWE: smitty/SMIT A=a—ZFHLTFv
T eNTA=H—F v, HETPDHELTLE
=Y,

ICA4073 retryCount BIBEHITLUE LD
phoneNumberCDIBIEEZEE carrier ND

EElIRBMUELL,
A Ty R Lz,

A—H—DME: smitty/SMIT AZa—2#HL T, &5
LB EF YUY - NTA—F—Z2F v 7 LTS
W,

BIEEEE carrier 8. OJF R ICHIER
ZRHILELE,

FER: O HRic, WEEEENEEICUINLEL
7z

IA—HY—DWE: smitty/SMIT A=a—2@FHL T, Fv
Y « NTA—F—EF w7 LTLIEIN,

ICA4068

ICA4074 numTriesBIEXITLE L=, BIEEESE
carrier ®5® ID 7OV T MNEZ(ELE

HtATL,
EA: WEHEEFIT. ID FLEFEEE O T MK
BINEICRBUEL 2,
A—H—DME: FEEFHHEED TeleAlphanumeric T k
INVEMEHLTOWENHRL TLEI N,

BIEEEE carrier NOAYE—CDY
Z7'h. ConnectRetryMax@ 1T/ — 7T &
S>TEEIVELE,

B EEFEEEMEATRICRo TS E, TOT I A
IR=VEY T, BOSPRVELET,

ICA4069
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BIEEXE carrier TOOS A HITEE
IS—HMeEELE,

S W< O OMHTHEFE LT —MNFA L etk
HDET,

A—H—DME: smitty/SMIT A=a—ZFHL T, Fv
VY - NFGA—F—%2F w7 LTLEIWN,

ICA4075




BIEEEE carrier NOBRAOS A URT
E#EEBAE LR,

SHEA: EEFEENEEORATOREICERLEL
7o
A—Y—DWBE: FxUT - NTA—F—%Fv/
L. BNER0DELTLESN,

ICA4076

BIEEXE carrier NDAytE—%ER
ICBEIS—MEEE LA,

. W< O OMHTHEFE LT —MNFA L 2nlEelEn
HDET,

A—Y—DWAE: smitty/SMIT A=Za—2@FHL T, Fv
U7 +NIA—F—ZF oy LTLIEIN,

ICA4082

ICA4077 BEEEE carrier HdAvE—Y - I—

Ty REZEFELERATLL,
BB JEIEEEEN go-aheadV T > T MC K BIREITR
UKL
A—H—-DUE: FrvUT7 - NKNTA—FY—EFv7/
L, Bh5LDELTIZEEN,

ICA4078 JOy o EERTEE A

B WEEEEMEXOTOY I EERTEERAT
L7z

A—Y—DIE: smitty/SMIT A=a—2FHL T, Fv
D7 « NIA—HF—2F 1y LTI,

ICA4079 BIEEEE carrier [IAYE—JREICS

ZLEEATLEL,
BB EEHERET, AvbE—YOREIHEENHD X
—é_o

A—H—0ME: smitty/SMIT A=a—Z2#HL T, Fv
V7 « NIGA=F—&2F v LTLEIN,

maxTriesBIEHITLUE LD, BIEEES
carrier M5 DHEEFREDOZEICKBLEL
7=

SHEE: WEHEZHEMERATIC/R> TWED, B AT
TERLM-o570T25LE, ZOAYE—IUNERINE
@—0

A—HY—DWAE: smitty/SMIT AZa—Z2FHLTFr U
T e NTA—I—EF v I L, BORIIPDELTL
7230,

ICA4083

ICA4084 <EOT> ZX{ETEFEHA.
SHEA: ET AN <EOT> 2 TEEH A,

A—Y—DWRE: T LEREIREA N 27 E2F
Ty LTSN,

<EOT> "DILEERETEE A,
HEB: EFLMN <EOT> \DINEZEZETEEE .

A—Y—DWRE: T LEmENLRGEA N 22T
Ty 7 LTLEEN,

ICA4085

ICA4080 BIEEEE carrier [FAyvE—JFXZERIC

SEHEICTIET L E L=,
BB Awt—TOBEENIC, BEEEENMRBIRICY)
WriLFEL7z.
A—H—DWE: FvUT « NITA—F—EET LI
REARNY > 2Fro 7 LTLEIN,

BIEEESE carrier % <EOT> [CHEBL
FHATLE,

BE: EBEERENERT Y IEETEEE A,

A—H—DWE: BREFEFOZUEEET LT
Ty LTSN,

ICA4086

BEEEE carrier A YE—JFELIER
Jyb X)L ID #EELELE,

FEE: HEGEEEENRT Y R - N Avt—TFERIT
Rry b N ID 2HAELELE,

A—HY—DWE: K7y bk N)L ID 024, Ry
ke NVOIEEL, BEIRFX VT - NKTA—F—%F
T LTLIEE N,

ICA4081

BISEEE carrier /5, T—IZHETREL
BELELE, RRIINATY,

B BEEEENERT SIS TEE Y A,

A—HY—DAE: smitty/SMIT AZa—Z2FHL T, Fv
Y « NIGA=F—%F w7 LTLEIN,

ICA4087
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FT7#)I b« 77 4)J)L defaultPathname®
F-—FoTEERA,

BB BT LTI - T AINDEIEL IRV,
TR AMETRRO DD DR H D £

A—Y—DUE: 77 1IVOFEET VL AMETF Y
7LUTLES N,

ICA4088

ICA4089 AREHETI7AIVE - T7A4I)

defaultPathname
FE: ETL T IAINDE Ty AINDOT—F N L
TWET,
A—H—DAE:  smitty/SMIT A =2 —Z2HL TETIEL
TLES W,

T4 b - 77 4)J)L defaultPathnameD
lineNumber{T B I(CEMRIMEBSHH Y
ij_o

B EEFEET—FR—R - T 7 A I
BENHD LT,
I-Y-ORE: BEFEET—HN—A - T A%
AELT 0,

ICA4090

ICA4091 FT7#I - 77 4L defaultFile D
lineNumber{T B I[CEMAAR— - L— ME

BHYET,

BE: EEBFEHET—IR—R - T 7 VISR
— L= BB T,

1-—Y—DNE: BEFEEF— IR~ Ty %
TELTL A,

ICA4092 T4 - 7 74)0 defaultFile D
lineNumberfTB ICEXAT—% - Evw

ENHYET,

BEA: EEFEEHTIN—RA - Ty AIVICER 8T —
Z By MENRHDET,

A-—Y—DWE: BREFHFEET —IXR—A Ty ()%
FTIELTL7ZE N,
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F7AI b+ 774)L defaultFile @
lineNumber T B [CEX A/ U T 4 — (@D
HUET,

BB BEFEEET—IN—A - T 7 AIVITER) 2N
T4 —ENRHD T,

A—Y—-DUE: BEFXRET —IN—Z - T7 ()%
FIIELTLZE W,

ICA4093

ICA4094 F7A) b+ 77 4)L defaultFile D
lineNumberfTH ICEXMZA My T - Ey

MEDSB Y ET.

WO WEERET 5 N Ty LRI
v 7 By MERB Y £,

I-Y-ORE: BERFRET—IN—L - T (VE
TELT RSN,

FT7#IV b+ 774 )b defaultFile D
lineNumberfTH ICER#TE/2 1\ 4 & tag
id MHYUET,

BB BEFEEHT—IN—RA - Ty AIVICER 25 T
NdHDET,

A—Y—-DUE: BEFXRET —IRN—A - T7 ()%
FIIELTLZE W,

ICA4095

ICA4096 INDA—H —DEMBRY T,
B WEAIAYE—,

ICA4097 I5— (program): BIEEXEY R MEE

BRTEEth, *EY—DHEETT.
BB AT LMEMNATY —MEOREENH D £

Ny

ICA4098 IS5 — (program): R—I T #{T58EBE
BEEDT 74 carrierFile [CTS—0

HUET,
SHER: BEHEEET—IN—Z - T 7 A IICER 2T —
ANHDET,
A—HY—DWE: BEFFEET—IN—Z - T7 1)
SN2 5 TN F =y 7 LTLZE N,




ICA4099 I>— (program): IPC b= V& AFT
ZFHA ermo,
ICA4100 I5— (progran): BEITU X FEERT

EEHA, AEY-—DORBEDOAREEDSDH Y
i-g-o
BB AT L TN ATY —EOWREEND D
£,

7 74 )L CarrierFileName 24— 7> T&
iﬁﬁlﬂ

HER: WEHEEET IR - Ty AIVEFEL T
LMHEMBH O LT,

A—H—DWE: FEZOT7 7 AIVIEEL TWin Wi
AITIE, smitty/SMIT AZa—ZfH L THERL T EE
VY,

ICA4106

ICA4101 I5— (progran): 5175 page_g_err
#=ERTE EH A pageQEr:
ICA4102  I5— (program): SIGTERM/SIGINT O

OFN - FryTFERLYNTYITTEE
HA: ermo,

BB AT L T —OREEMESAH D T,

ICA4107 17 lineNumber R T &£,

B WEEEET—SR— - T 7 VN HET
%‘\35‘6_0

1Y —OWE: EEFEHTF IR~ - T 7 A
WA F £ 7 LTS EE W,

ICA4103 I5— (progran): B{EEXE carrier @

ETLABEERETEE A,
S ETLELY RNy TTEFEHATLE,

A-Y—DRE: U T )b R— MEREAIIRGE A b
V2 T7Fzy 7 LTSN,

lineNumberfTB ICREBD & I hH Y £

g_e

SHEE: WEHEEET—INR—R - Ty IV TER
WHITNH D ET,

A—HY—DWRE: BEFHXEET—IRN—Z - T71)IZ
WEN T2 5 TINTENINF 2y 7 L TLZE N,

ICA4108

ICA4104 BIEEEE carrier ¥ Y tag YU E

Hh,
BB ETLBWMAMEL TCWET, ¥V1E K- L
— b AERES, IRELTHIENTEET,

A—Y—DWE: TFTLHEKT 7 1 IVITEN LT NN
MFT 7 L TLEEIN,

ICA4109 lineNumberfTB [CEMN/AR > —T VA DBH

‘) i’g_o
SHER: MEFERET—INR—R - T 7 LIVITE T —
TUANB D ET,
A—HY—DWE: BEFEET—IXR—Z - T71I)IC
NI — AN F Ty 7 LTLESI N,

BIEEXEE carrier T3, P7a<<ED 1
DOBHEBEDBURRNENTWBREDND
U ij-o

S BEEREAICIBHEBENTENTVDILEND
DET.
A—Y—DIWE: smitty/SMIT A = —2H L TERE
FEBIMLTI SN,

ICA4105

BIEEEE carrier (FEHT, R¥F v
NTHET,

B WEFXEENR-—ICJOHMICEHATEEE
Po

ICA4110

A—HY—DWE: BREFEEOZUMEEF YL TL
720N,
ICA4111 BEEEZZVURAMNIEBMNTEEHA,

FEA: WEFEEZYAMTENTEEREA.

I-Y-ORE: ERFEEOR AL EERFET
v/ LTLES W,
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lineNumberfTE DBIEBEZERMBREL
TWBh, RTEET,

FEA: EEFRELDBEL THET,

IA—HY—DWE: smitty/SMIT A= a—ZfHL CTlEsE
EFEZBEMLT/ZE N,

ICA4112

lineNumberfTE®DMEIL 0 KU KEWNZ &
BLETT.

BB CoT74 -V RRECTHRENHD LT,

A—Y—@DAE: smitty/SMIT ZH L T, EZ2IEDHEIC
BHELTLZIN,

ICA4118

ICA4113 HROR— U ETOBIESESE

carrier ZE|UIRNEH A,
B WEFEEZUANMIEOELZIENTEEE
AJO
A—Y—DUE: BREFEHFOZUEEFESET
w7 LTLEE N,

ICA4114 lineNumberfTEDENKTEE T,

SHEE: MEFEET—AIR—A - T71IAIC, ETE
BITMEDOMO £ LT,

A-Y—DWE: BREFEET —IRN—Z - T71IHN
DEWTZZY—=27y 7L TLEE N,

ICA4115 lineNumberfTEDEH L TI\54 Y tag

[FEREINELE,
B EEIDYITMEODMDELE,

A-—Y—DWNE: BHETIY T EREEREET Y RN—
ATy AIMBRELTZE N,

lineNumberfTB ICIEDNFEL EH A,
HEA: T - T4 =)V RDREDONDFEL T

A—H—QOWE: smitty/SMIT ZFHLTTF>7 - T4
—JVRIZEZBIML T ZS W,

ICA4116

ICA4119 lineNumberfT B ICEXENSH Y E T,
SHER: T OTICEMNENROMD L,

A—H—DWE: smitty/SMIT A2 —ZFHL T, E2z
EFELTLZI N,

BIEEXE name [3EH T, X+ v T&
hTWET,

B WEETRENEONDE L.,

A—H—DME: smitty/SMIT A= —Z#H L THEZ
WEFEFZBEMLTIEI N,

ICA4120

ICA4121 BEEXZBZVURAMNIEMNTEEHA,
BB EEEEEER—VIS - UAMOEMTEEY
Mo

A—Y—DWE: BREFEEOZUMEEF V7L TL
723,

ICA4122 lineNumberfTEDEET 545 tag [IE

HEhE Lk,
SEE: BEFEEAY Y TEEITDZYIINEONDE
L7z,
A—H—DWE: BFEHEMEEZEODBEEEEEOAY > TE
JU—=27y T LTLES N,

lineNumberfTE Df&E(Z. Y. (L), N F
EIZWWZTHBZENVETT,

B ZO74—J)LRIZIE Y. Yes. N, F721d No @
WwWinnzEEL £,

A—H—DAE: smitty/SMIT Z2HL T, AT —4
ZBIMERIZETEL T ZI N,

ICA4117

112 I1BM Firewall Windows NT Ff: fifai

ICA4123 I>— (program: IPC b—4 V& AFT

EFEFHATLE: errNo
$BA: OV ILMNIPC b= D EBRTEERATL
7o

ICA4124 I > — (program): FHITHIDFHAELY F
[ICT 5 — pageqErr MEEEE L,

BB OV I ANHRBITAEGRARNERATL .




count FH1T5IIEE,
B WAy tE—,

ICA4125

ICA4136 A4 ¥)UKIE: pause
AR BT AWWIERE R,

ICA4126 ID id DAy E—DEIBRENE LR,

BB HEAAYtE—T,

ICA4137 # OFA¥)L: diallb
SER: T LW E .

ICA4127 ID id AEFEITHICHY EHA.

BB BHA Y-,

ICA4138 * DA )b: dialstar
B T AWHREEHR.

ICA4128 I5— (program): ID id ZHIRL LS &

LTI S — pageqEmr BEEEE L7,
FEA: FEBTHI0 ID ZHIBRL LD E LKL

ICA4139 N>T 7Ty 7: hangup
BB BT LYIERE S .

ICA4129 F—I(: entrykey BIA(E @ ptr: ptr T

TO
BB WAy =T DA,

ICA4140 B < Y RIE%E: validCommandresp
SEE T AWHIEE .

ICA4130 T LM
S BT LAWMHIRRE ISR,

ICA4141 Bah/riER: validConnect
SER: T AWRRE EH.

%&#1: modemName

BER:  ET LFHIRGE .

ICA4131

ICA4142
S BT LHIRGE .

I 3—: echo

ICA4132
BB TT LAIRGE .

Init: initString

ICA4143 EFAL TNy - LO—R: PUTS(id)

txd-> outStr
EEEE :E?A . /\‘\/ F:/I‘__ﬁﬁﬁ‘r%ai&o

ICA4133 av>» k- E—F: command
B 7 AWM EER.

ICA4144 ETFAL - TNy - LO—R: PUTC(id)

txd-> outStr
HEE: ®T A N RIx—rHER.

ICA4134 a7 R#ETES: Oxterminator
SREB: BT AP E SR

A ¥I: dial
S BT LWIMEEIE R,

ICA4135

EFA-TFTNYS - LOA—F: GET rxd->
record id

E%EE ;E?A . ]\“/ F:‘/I‘_—ﬁﬁiﬁll‘jﬁsi&o

ICA4145

ETFL-TNyS - La-BK:
INPUT(record id)

BB BT L - NY R —7 A EH.

ICA4146
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ICA4147 EFAL - TNvS - LO—RK: xd->
SEA: BT L N2 RIz—r HEUER,

ICA4148 EFA-FNyL - La—K:

WAITFOR(record id)
BB BT L N R x—7 A EH.

ICA4157 DA—hL-RY—bk-T74)
filePathname® lineNumberfTH [CRER®D

EXABHUET. BRENET,

HMEB: U —L o A= b Ty AIVITEDTRH D
LT, WHA YT

FOFINE]RTOY I TEEEATL
to
StB8: SIGCHLD >/ )Lz 7ow 7ML £9.

ICA4149

ICA4150 FUOFINETOY O TEEHATLE,
StBA: SIGCHLD ¥/ ) &7novw 7 L%T,

ICA4158 Dd—Ah--RI—br-T74)L
filePathname® lineNumberfTHICA v+

—ChhUEEA. BRENET,

BB U —L - AY—b - T AINICAyE—INA
STWEREA, BHAY T,

ICA4151 Jr—hb RI—F--T74)

filePathnameMSFEL £ A,
B BHIAYE—,

ICA4159 DA—Ah-RG—b-T74)
filePathname® lineNumberfTH ##&# 51T

FANDLEICTS—MEEEL L,

BB U4—L - AY— b Ty A VCEACTABH D
9, WMAIA Y,

ICA4152 Dt—h-RI—b-T74)

flePathnameZ®#*+—7>TE£H A,
B WAy tE—,

ICA4160 7 74 filePathname» S ® count * v
DI —A - RY—FDETLEL
7=

A A v E—T,

ICA4153 DA—bL-RIG—b-T7A)

filePathnamelCE T E2FTHH Y ET,
BB U —Lc AV — b Ty A IV FERDH O
35‘6_0

ICA4154 DA—h-RY—b-T74)
filePathnamelZER SN TWWEWT—4 8

HUET,
B HHAwE—,

ICA4161 I5— (progran): E#LZFOIS—18

£9ELT.

BB (TCTOII—MNETEET, BEFEHEELIT
ETLERT 7 AIVICEILFNHDE, ZDOAyE—
UMERINET,
A—H—DME: smitty/SMIT A=a—2Z2HL T, #fE
FEET—HIR—A - Ty MIINBROETLELRT 71
NWeF v LTSN,

ICA4155 Dr—b-RI—bk-T7A4)

filePathnameSZETY,
B WAy tE—,

ICA4162 FI(3 program £X{TTEEHA: ermo,

BB AT Lc TT—OHBENRH D RT,

ICA4156 DAr—b - RI—bk-T7A)
filePathname® lineNumberfTB [CARR®D
Z85% addressdHUET. BREINE
ERS

BB U —L c AV — b Ty AIVITENLFERDH O
F9, HAAYE—,
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ICA4163 I5— (ermo): FIEFZET7+—0TEE

HA: program
S AT LA - IT—OREEENHD ET,




R=DYOEFSBIEEEEDOY R MM
RTEERATLL,

SEE: N r oL 15—,

ICA4164

ICA4165 R=DUETOBEEEEDI 714

carrierFile ICZS—HDHYVET
B HEEXEEHET—IR—RITENBT—INHD X
9,
A—H—DME: smitty/SMIT A= a2 —Z#H L CTHiEHE
BT —INR—A - Ty AN EFryv I LTLIESIN,

Dr—Ah-RZ—b-T7A4)
warmstrtFile [ICEZAHEH A,

FEA: U —L - AY—b - Ty AINDEEL Th7an
AIREMEN D U £ T,

ICA4173

use@host M5 D time
STATUS-REQUEST

AR IRMEREHRZ TR T

ICA4174

ICA4166 BHAYE—, IPC F—(3 OxlpcKey
_Cj_o

BB BHMAYE—T,

ICA4175 use@host M5 D time

SUMMARY-REQUEST,
FEA: EHEREMEZZORL XY,

ICA4167 #5175 page_q err EERTEEEA

TL7=: pageQersg
FER: fFBITAIDERERATZ EZITEENR IO XL
7=,

ICA4176 count FH5175IEH,

FEA: KT b - NVORBITHINOR BITHIHE %
A hLET,

ICA4168 ~ R—=UUT -t —A-RF—h-T74

VIS ERRENE L=, BZ: time
S BHIAYE—,

HoLHbHWIER: ID id DZERZIZ
time TY,

BEA: HEEAITRLbEVWEHERRLET.

ICA4177

ICA4169 objfrom 5 DESCIERL -p priority

numPager message

BB EAAYtE—T,

HEREBDAE) —OBFMMICKBLEL
7=
SHEA: AT L - IT—DREEMENH D FT,

ICA4178

ICA4170 from M5 DEFENERL -p priority

alpaPage@carrier message

B HEAAYtE—T,

IREBOAEY —DOBMME. fIBEEIC
KBLUELE,

BB ATL IO —ORREENHD T,

ICA4179

ICA4171 from M5 O@BELIERL -p priority -n

numPage@carrier message

B HEAAYtE—T,

ICA4180  page q_print) @ PAGE Q <7 +—

YYD UTEEHATLE: ermo.
BB AT L IT—OREEEND D ET,

KTy b -N)h-9r—Ah-RF—F-7
7AINDIRY,

B HEAAYtE—Y, Avt—IUKEERLET,

ICA4172

ICA4181 page_g_print) @ PAGE_Q €Y7 #+—

7y T TEEHATLE: ermo.
SHER: AT L - TT—DRREMENRH D T,
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ICA4182 1) >4 headLink-> *vt—< ID: id.
S EAAvE—,

ICA4183 BSIERL: priority.

S BHIAYE—,

ICA4193 page_g_empty() D PAGE_Q £~ 7+

— %79 T TEEHATLE: ermo,
SHER: AT LA TT—ORREMERH D T,

ICA4184 f&A: name

FEA: BHA Y-,

ICA4194 page_d_eng( nhamemessage @ PAGE_Q
YT —ES U TEELEATLE:

errmnaoe

BEE: AT TI—OHEASH D T,

ICA4185 BISEESE: carrier,

B HEAAYtE—T,

ICA4186 Mesg: message

B EHIAYE—,

ICA4195 page_g_enq() @ PAGE_Q &% 7+ —

#7 v T TEEHATLE: emo,
HEA: AT LA - IT—OWEEMENH D ET,

#£A RAM ZERBTEEHATLL:
errno,

$EE: AT L IT—OREMENRD D ET,

ICA4187

ICA4196 page_q_enq(): ID( id) Pri(priority)

Person(namg Mesg(message

HMEA: WHA Y-,

ICA4188 Th0#£HA RAM ZEREBTEEHATLE:

errmo.

BB AT L TT—ORREMENH D LT

ICA4197 page_q_head() M PAGE_Q X7 +—

YO TEFHATLE: ermo.
B SAT L TI—ORMENHD ET.

ICA4189 PAGE_Q €Y7 +#—ZHBETEXHAT

L7=,
HEA: VAT L IT—OWREMENH D FT,

ICA4198 page_g_head() ® PAGE Q €Y7 +—

#7 v T TEEHATLE: ermo,
SHER: AT LA TT—ORREMERH D T,

ICA4190 page_g_create() D PAGE_Q &% 7 x

— &MLt TEEBATLE : ermos,
SEA: VAT L TT—OWEEMENH D ET,

ICA4199 page_g_first) @D PAGE_Q %7 +—

EYDTEEHATLE: ermo.
SEA: AT A TS—ORREMENH D FT,

ICA4191 page_q_create() ® PAGE_Q &% 7%

—ERETEEHATLE : ermo.
$BE: AT LA IT—OREEMERD D ET,

ICA4200 page_qg_first) @ PAGE_Q &% 7+ —

#7 v T TEEHATLE: emo,
B SATLA - IT—OWEEMENH D ET,

ICA4192 page_g_empty() ® PAGE_Q &% 7 *

—EI O TEEHATLE: ermo,
$BE: AT L IT—OREMENRDD T,
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ICA4201 page_g_next() ® PAGE Q €% 7+—

YD TEEHATLE: ermo.
SHEA: VAT L TT—ORREMERH D T,




ICA4202 page_q_next() @D PAGE Q €Y7 +—

7w T TEEHATLE: ermo.
SHEA: VAT LA TT—DWREMERH D T,

ICA4212 page_g_walk() @ PAGE Q €¥7+—

7y T TEEHATLE: ermo.
SHER: AT LA - TT—DRREMERH D T,

ICA4203 page_g_tail) @ PAGE_Q €Y7 #—%

9 TEEHATLE: ermo.
SEA AT A TIT—DHREMENRH D £T,

ICA4204 page_g_tail) ® PAGE Q ¥ 7#+—%

7y T TEEHATLE: ermo,
BB VAT LA IS—DAREMENRH D T,

ICA4213  PAGE_Q MW\o(FWTY,
SER: R—=I  UHBFAINNSIENTT,

QA—H—DIE: BTENUAEFICN—UEREL TS
EEun,

ICA4205 page_q_del) ® PAGE Q X7 +—%

I TEEHATLE: ermo.
BB AT L TI—DREEMENRH D ET,

ICA4300 NTT7yTLUTOWET,
B IO UL2AMEIEL TnET,

ICA4206 page_g_del() @ PAGE_Q €% 7 #+—

#7 v T TEELEHBATLE: emo,
SR AT L - TT—OuEEENH D £,

ICA4301 ETLZEMEMELTOWET..

SHEA: FIIRREA RN VR L TET LAEMRE
LTW%Td,

ICA4302 FAVYILLTHWET ...
HEA: RSO A VIVFRHLHPTY,

ICA4207 page_g_del( ID),
SR TNy U EH.

ICA4303 EBREFOTLET,
HEA: BT AR INDDER-STNET,

ICA4208 page_g_deq() ® PAGE_Q €% 7 +—

EYDTEEHATLE: ermo.
BB AT L - IT—OREEMENRD DT,

ICA4304 EHELUE L speed

SHBA:  |speed|R— ¢« L — b TR TT .

ICA4209 page_q_deq() @ PAGE_Q &< 7 +—

#7 v T TEEHBATLE: emo,
SHEA: AT LA TT—DHREMERH D T,

ICA4305 EHELOE LA

B Ry b - N0V —E AR ICERSINEL
7o

ICA4210 page_q_del(): ID( id) Pri(priority) fEA

(nam§ Mesg(messaggr

BMEA: WBHA Y-,

BEIE—RO7OYT FEEKLTWE
'g_o

SEA: HEIE—Ro o> RE2ERLTWET, "ID="
MREINDDZERHF>TNET,

ICA4306

ICA4211 page_g walk() @ PAGE_Q €% 7 #+—

EYODTEEHATLE: ermo.
B AT L IT—OREEERD D T,

ICA4307 TOVThOEFMNTEELE....
SHER: a1y =5 "ID=" NREEINFEL-.
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ICA4308 BEE—FEKREXELTVHET,

SHEB: R w b - NP —EZ$RHFIZ ID & SST %
EELTWET,

ICA4309 BFE—RFEXRERELET ..EFITE

TLELRE
BE: [p AREDET. AU BENEEICHEbNEC
EEHRLTUET,

ICA4310 AyE—CFFELTOVET

BB Avt—Y-TnvrEEFELTHET.

ICA4311 BEREFO>TVLET
BB MERREfF O TWET,

ICA4312 Ack #ZfELELE, R—TDME(IIE
BICTbhELE
ICA4313 Nak #2{ELE LA, 7Ov I E=HERE

LTLES, &7 NakTries

B Nak ZZUTWMO0ELZ, "7 v b X)bo7oNn
A —NERETERLTNET,

oY o a3y - IS5—, TJAvOE
BREELTL AL, #1T: RsTries

SEA: RS LYY IareIS5—, JOvwTEHXLT
WEd,

ICA4314

ICA4315 BIEEEEMNERZEZRTLELE,

HHEA: R YR RNOTONA Y —NRFEEK T SH
FL. TN ¥ —ig#EKL T, MEIDODWTHWS
HETLEE N,

ICA4351 This 77 A IVDBFELEEA

BB ZOT7FAIIMELWT 4 LT MU —IZAD T
EMEIMNF I LTLEIN, ZOa— REFHHAT
BHIC, carriers.cfg modems.cfg 3 XN pager.cfgZ 1ERK
L7 audrzn £8 A,

ICA4352 What 7 7 A )V DSBRIESNTVET

BB Ty AINMNI—Y =k TEEIN, AY Y
B ThL<BoTWET, TXRTOEMEE GUI I2L-
TANTBLENRHDET,

ICA4353 What BRTEEY., @< LTEHITLT

<EEW,

SHEA:  |What| " ETEET., B LTMhERDELTL
ZE0,

ICA4354 What 888 Y T,

B R— - L—FDRIELL WSS, it T a3
>13 600, 1200, 2400, 4800 9600, 14400 T9, /N1 b
BODTF—4 - Ev bRIELLBWEE, A8t T
a3 7 £2FE8TT, Abhwy T - Ev MIELL 2
B, AR A T aid 1 £21F 2 T, HAERO
BEHNIE L <7 WES. ANSEEZFITT 248808
HOFET, X=Y T HFRNELLZWEE, ZON—
23> THR—bFEINBDIE TAP 13T, ATy b -
NV ID TT—DFH, TOTRTOETFEF v LT
I, NUFT 4 —=DNIELLBWEE, B4t 7
avid, O &FH) . E (UB%) . N (F2L) . S (AXR—
2) v M (X—7) TY, COM Fr—rMNIEL 7N
&, BRisA T a ld COML, COM2 ... T9, D
N—3 > Tld, COM R—hE 10 KD H/PhS<T B
ENHDET, Avbt—IWENELLBVEE, Ay
t—Y%F v LT, BHECEREEN TV RN E
IMFARTLZZI N,

ICA4350 fwpage [carrier= "..."] [modem="..."]

[ID:H-“H] [msg: H.”H]

FEA:  fwpage DL, NFTA—F—ZE2F v LT,
POELTIZE N,

118 IBM Firewall Windows NT Ff: fifai

ICA4355 where TS —[C/NNTA—F -/ ELTL

=N,
FEA:  |where| N TNNTA—F —ZRETEEE . /N
A= —%F Ty LT, POELTILEIN,




When B(C. COM R— hRARYU TS5 —
NEEEELE,

SHBA: COM R— hOFAMWMD TTI—, BT L - TO—%
FZLT, RVELTLEI N,

ICA4356

EFADPIS—ERLELE,
BB TTLAOWEII—.

ICA4363

ICA4357 Where B5[C., COM R— FEEAHZITS—
NEEEELE,

B COM R—hDEZAALT —,

COM R—bDA—F>T®D tries HITT
Z—, 1 PLUAICBRTLTSEZN
5B WER—bOA—T2 - T5—, TOR—HFEIB
5L, loTar s Ao THEREINTHET, 1
SRICABMICEAfTINE T,

ICA4364

ICA4358 What TS5 —DRE
SRBE:  |What| DR ELT—, OV - Iy A IVEF vl

LTII—%RE IO TIIZE N,

Where TRARITRIZZBZE LI, 7
OS5 AZITBHIVET ...

SHEB: 60 23T 60 [A] com R— kDA —T > &RfTL
F9, IXRTERHLELE, ZOHH, N—RUzT7#
HaEaFTy 7 LTLEIWN, 10 2/ 10 FR ) b -
N Ayt—COEREEATLET. IXRTRHRLE
L7z ZOHBE. vy b - RO TOaNA =Ny
SLTWABAREM R H D T,

ICA4359

tries BT TR—DREEITKBLEL
7=. 1 SURICERTLTSEZZN
SRBEA: R—IEENKRWMLELEZ, OF - JyA1ILEF
v UTCIEMERERZBEDOITTEZI N,

ICA4365

ICA4366 Ay—CHRTIEET., IVBTELE

BB T, BEICTEERA. AvE—VENET
TET, NELEITYDFEEDSNET,

BIEEXEEFBSCTHALGXFENHY £
9. *pCarrierPhoneNum

B NEBTIEE S 0k Frii s VR R VAN RS EE VA ]
HanEzlhz, B5EZ2F v I LTRVHELTLEZES
W,

ICA4360

ICA4367 BRAAVE—CREABEEEICUEY b

L %9 msg-length
BB I -EROAvE-TVENANEERDME 80
KO BHRERMIIIZOTNDEED, AvE—YDRAE
T 7)Yy RLTLZE N,

Z2EN R=D25 - FANAFT—DET
Ald, BE 2400 KYNESWZEBRKE
—(;g—o

BRI, BECITEERAL X=Y 2 oTaNn
A X —DTT LHEEL, WL 2400 KimICERE SN TN
i@_l)

ICA4361

ICA4362 ETFLEVEMETEE HA,

BB ETLWMIREAN) U ELEELT, LOEL
TLZEW,

ICA4368 703y WhereLS—

B COM R—hDA—T > « TIT—DEFEITIE, KK
ZFzyv L TRPDELTSEIN, COM N2 RILD
JO0—X - TI7—OEHFICE., VAT LOMETT,
COM D)X=« TIT—DHFHITE, AT LDOEET
T, ¥4V - A ROFEEIIT—DHHITIE, A1
TIVERHL O< > ROMETY ., Haye BIETLNE
IMEF Ty LTLEIN, ID EBEROEELIT—DY
FiZiE, Ry k- X)o7 aNA Y= TAP 7o b3
NWESR—=RLTWENEIMF v 7 L TLES N,
HE 7O 7 hORELIS—0BEE&ICE, Ry kX
Ve —EANELLSHERL TWAENEINFv I L
TLEEIW, AvbE—YBEEII—0EEICIE. oy -
T7ANaeFryl L THEODKRNZRE O T LES
W, 7ar7 ks TI—0HAFIIE. KTy ke N)LD
TONA YT =N T 0T NeZITWMA I EMTEER
s
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bSoHo a3y  IS-NETEXT,
IV ET ...

BB FIHUTal  IT-NETEXT. O
fr24Ibun £9,

ICA4369

ZEL= Nak ST EET., OS5 A
ZITBYIVET ...

S5 Ry v b N TONA Y= 552{EL - Nak
METEET, ZORfT2IBU0 £,

ICA4370

VE—b 934720 bRV - Y=
IN—1 listen LTULVBR— b server port
#

FtEA:  sslrctd ICK L TRERR S N7z R — RESNEIREN
EC

ICA5014

ICA5015 chpQchplchp2chp3 M5 DEHEEZHE L

FL
B UIAT RO IP 7 RLUANERINET,

B8#{ FunctionNameT COM 7R— kD
szComPort#S Error Number ZERLE L
7::0

BB NIA—F—FFzy /LT, POELTLES
W,

ICA4371

ETFLADPIS— - AyE—CFRLUEL
/z......ReturnMessage

ICA4372

. A wt—13, Not connected Ringing, but not
connected No carriex No dial tone Busy. No answerT

ED

ICA4373 function namp EF AEZILBEEEED
SAARIEENRENE LA charl,

char2,

B ZDAYE—I. Ty AT U —IDR—T
THERENRBR LB NWET LERRFF YU 7056 DNEZE
WELET., charl BE char2ld, IEEDEYD 2 X
F0 ASCIl (16 #) I— R TY,

A—H—DWE: ZOFBRIT. RHDGE O E 5
THEDICET LOHAEZSIL /2 0l{E 5 3H TH
THRICHAL T ES W,

ICA5005 SKIT O#EMEICKELELAE, RYO—

RIZZRDEHYTY: return code

SEA: tFaT VT Y FOWEMEN LKL EL =,
SKIT MHDRED I— RNERINET,
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tFa7 - VITy b - NCBRIVEAFTE
FHA. BE skit_secure_soc_init
retcode [3R®D & FH Y TT :function
retcode

FtBA:  skit_secure_soc_init(\N R L 7272012, EF
‘7 . ‘jﬁ‘xy hﬁfﬁ%%ﬂiﬁ'/uo

ICA5017

ICA5018 The slave server cipher specs used

are specl spec2 spec3

FBA:  cihper (LD ZREINET,

Free Homenet IP 7—ILZAFTEEH
ATLE,

BB BT 4 LY —DRETT,

ICA5019

ICA5020 JE—F-OSAT7 MERT7 74N EF

-7 TEERA,
SHEB: 7 7 1)L letc/security/resfile.cfgFI i TE £ H A,

A—HY—DUE: 77 MIINVBIOZONENHDZNF
w7 LTLEEWn,

ICA5021 ‘keyword F—T— RBREDMHY EHA,

fRBE: 7 7 1)l letc/security/resfile.cfgd ZDF—T— R
ERoTWERA,

dA—Y—DME: letc/security/resfile.cigEF = v 7 L TR
ELTL SN,




ICA5024 skit_secure_soc_write() HERET S —7Y

routine name TiEZ Y E L7,
SHEB: T DIL—F T, skit_secure_soc_write(p3Hi L
F L7

ICA5025 skit_secure_soc_write() {EET S —

ACKClient() T&ZVUELE,
ftBE:  ACKClient() JL—F > T skit_secure_soc_write()®
KMLELE,

routine name T% 54 7 > M L EML
RYUI—KREZ{ELELE,

BB ZON—F T, VAT S TFHLABVWE
Da—RzEZEFELELE,

ICA5026

ICA5067 BHINTy FEZIELELE,
BE: ZELNTY bOBANE T,

ICA5078 SvrRegHandler() TR TEHRWEXRZ%Z

AFLET,
FE WEEINBEWI I T AMEZELEOTERL £
@_0

ICA5082 25472k remote client IDAD k>

xIVIFTIEREhE L=,
SHEA: ZOID BFEDOUE—b 547 RDMIX
VNI s nE L7z,

routine name TY 547 > RPBERUD
ERICHTIRYI—FKEZELELE,
FEE: ROO—R - Ayt—IHOUZIT AL OI—R
3., ZON—F>TIEFHLTOWER A,

ICA5027

ID: userid [IETRINTLEHA,

SEA: Uy AT Ur—I) eI UICZOI—HY— ID 1T
FELER A,

ICA5086

ICA5028 \|HAEOS A4 EKRTY,
SHER: OV - UJITAR - Avt—20RANES
T‘a_o

ICA5087 ‘userid DFRFEICKBKLE L,

B ZOI—Y— ID I BBRENRI L £ Lz,

ICA5030 AHOVE—F 23472 ID:

remote client 1D
BB ZOI—HY—ID BTy AT7 U
EOTAHZ ID TT,
A—HY—DUE: ZDUVE—K-II514T7 > DI
—DEHMEFTEL TS EZEI W,

ICA5089 BB%L rcFilterClear() MKBLELRE, B

Y d—K(Z return code TY.
FBA: rcFilterClear()MRML £ L7z, TORD I— KA
ROET,
A—HY—DWE: IPSEC LAN 7 A7 > "B 5HMMF =
w7 LTL7ZESWn, IN6OH-MIHEETEENTE
s A,

ICA5031 RCTLoginPhase TODRI%

skit_secure_soc_write L7 —,
SiBA:  skit_secure_soc_write( A >« 7 = — X Tk
MLELE,

ICA5090 BBEL rcFilterinit) MRELELE. RY

d— K return code TY
BB rcFilterinit) AR L £ L7z, ZORD I— ROE
D i‘g_o

ICA5035 ‘WO 7D MEKTY,
SRER: OV 79Ik UJIAb -« Avt—0RANNE

T

ICA5091 BB%% TunnelUp() MRITRIGEZ 7 1)V

command linexX{TTEXHA,
BB RORI N RITH system()FEOHE UIZJ i
LEL7,
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ICA5092 recoverstash BIEIMUHLMSF—U Y

T NRRAT—REAFTEE A,
B stash7 7 A I SF— - U 2T « )NAT— RZ&[H
BTEFEEA.

ICA8009 SYSLOGD (¥4 F)L signal TH#ETLT

WEd

StBB: syslog T —TE 3. syslogT—E KT LR
WEisozd 7 FINEZIFTRO £ L=,

A—Y—DWE: AT L TOTITI—DFTDUET

ICA8001 SYSLOG/udp: FREHDHY—ERTT, HDEH A
ICA8002 function_namefBEAS kB L E L/ - ICA8010 SYSLOGD #»HiREiLE L7/,
errno, errno2 = errno2
HEA:  syslogd MHEE DBREZ KITTE /RN /272012, ICA8012 SYSLOGD (& SMF [CR$TEEHA -

MK TLET, ermolEWMN, TI— - Avt—1
BnEnEd.

A—H—DUE: AT L TOTI—IHKLTL
I, AT 0753 —3, ermofElEMHL
TZORBOFERZHR L ET,

ICA8004 AF_INET Yoy hTIS—%#BRHBLEL
7= syslogd [¥®H S Socket ZE=%—
LExtA.

ICA8006 AEADEEIERIZ ¥ priority¥”

BEB: MR T 7 A VN DB V) T,

A—H—DWE: AT L TOTII—ITHKLTL
FEW, YAFA - 7ar5x—i3, #7710V ER
HELTLES N,

ICA8007 TEADHEEE
B MR T 7 1IN OMERER INERNTT,

A—H—DWE: TATL - TOVII—ITHKLTL
PV, YAF A 7Ors<x—i3, M7 7 1L &R
HELTLZE W,

¥"facility¥”

ICA8008 ¥b SYSLOG@ hostname/P 5D A v —

T YA LRY T timestamp...

B syslogT—FE MR T 71 IVICid, O 4L T
WBHIL—HY—F XTI syslog Avt—I%%EDAD OM
EGENTVWELE, ZOAytE—I1d, syslogT—E >
DEEL TWD AT AIHEOTF > L TNSETXRT
Oa—H—ZRHLTESNET,

A—Y—DUE: AT L TO7ITI—DFFHULiEIL
HOFER .
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error_text

B L O—R%Z SMF AEZADMICT I —MNECE
Lize TT— - THFANEHRN, T7— - Avt—20C
EBinInEd,

A—HY—DWE: S ATFL - TOTII—ITEKLTL
IV, AT A0 I3—F, TI7—+-FFZL
TEHZ AL T SMF EHEZAANR L 72 K& 5] U £
ER

ICA8013 MBIRROEFHICKEKLELE, RYO—

K = Oxreturn_code

BB Ty AT U= DH—FIVIEED syslogd YLEE
RMOEFHHRICTS—NECELE, D a— RT3,
HHABRTPFONH U S RENZRHE DT T — D%
MIRINET,

A—HY—DWE: AT L7075 —10EKELTL
IV, AT LA T07I—13, —EXHFHMAIC
HELTL/ZS W,

ICA8014 SYSLOGD iE#HEICFBEDA T 3>

(-startup_optiop MHEEENE L

FHBA:  syslogd 7T —E AU EBFBIE LD LT AKICT
T—MECE L, EEINEAT T a 13, syslogd D
EEFIZIT TR — I nNER A,

A—Y—DuE: 25—+ 7 TOF T aERE
L. syslogd 7 —E>ZHEH L T LI, MENHR
INRBNWEE, VAT LA - 0T T —13Y—E 2
BICHKL T ZI N,




ICA8015 B 7 74 JVIEB (config_datd HET

j_

SHBA:  SYSLOG Hk 7 7 1 )L SRR A O O 5 % W SR
W32 —NECEL,

A—HY—D0E: BR771IVADOREREL.
syslogd 7 —E > ZFRE L T 230, BENHRI N
BWEE, DAT LA OV I3 =3V —E XA
HIE LT ZE 0,

ICA8016 function_name?’ filename ICD W\ THRELL

FUL7& - ermo

S EEEEOREREZETIIRICZ T 04T
F L7z, emolFmA, TI—+« Avb—JIGBINENE
9,

A—H—DWE: EEEENGEET S Ea2ERL T,
gREHRITL TSI, MENRIRS N NES
3. YATFA - TOTII—ICHEK LT FI N, [HE
MMERINIZWES, AT L TV I3 —13v—E
AR EICHERE L T 20,

ICA8053 FWSTACKD (& stack_nameRIZ7 1 /L%
—-OFJEFELTEE A,

error_text

HB: MEOLI— - Avtk—JICEHAI NS HHMN
5, NIy bk TV — - OF T DIFEMEN LKL
FL7,

DARATADWE: T4V — - OF D TIETINEE
e

A—HY—DUE: ITI5— - Ayvt—TZEFHL, TI7—
ZETIELTH 5, fwiilter cmd=startiog TV 4 V5 — -
OF > 7 2E#IEL T /ZE 0,

ICA8054 FWSTACKD 78 stack_namefIC NAT O

FUUOEBMELTOET,

FBE: FWSTACKD 8, % hTU—2 « 7 RL ZAZEH#H
(NAT) OF > U Z&EIEL LS5 ELE L,

DRTLADWNE: TS T NIRATLET,

ICA8050 function 8RB L E L7z, error_text

B Awb—JIORINEEEDETHRIC, TT—0
BELELE, T7—ICET2EMERIT. =T5— - F
FAMIREINET,

A—H—DWNE: Avt—IIiFEEIN-T5—%3]1E
U, BEREGE, TOREZHEEKITLTIEIN,

function WKL E LA, RYI—K =
Oxreturn_code

S Avt—JIORINEHEEDOETHIC, T —N)
FAELELE, BELEERENSORDI—FHERIRL
E

A—H—DWUE: Avt—IIiEEINZTI—%51LE
U, BEE, TOBEZRETLTSES 0N,

ICA8051

ICA8055 FWSTACKD 78 stack_namefi[C NAT O

FUUOEFHILTEE A, error_text

HA: MEOLI— - Ayvtk—ICEHAI NS HHMN
5. %y hT—27 - 7 RLAZH (NAT) OF > 7 OiEH)
(EMEB L EL =,

DARATADWE: Ry NT— - T RLAZBOF T
3FEFINER s

A—HY—DUE: ITI5— - Ayt—TZEFHL, T57—
ZE[IELTH S, fwnat cmd=startlog THxw ~hT—72 -«
7 RUVAESBOF > 7 ZFEHEL T/Z3 0,

FWSTACKD W74 )& — - -OF 5%
stack_namef IC;EEMEL TWWE T,

StBE: FWSTACKD 78, X7 w k-« 74 )& — - OxF>
TEIEIEL LD EL TWET,

SRATADNME: TV I AIFITLET,

ICA8052

ICA8056 FWSTACKD 7% stack_nameflIC NAT %

AEMELTWET,

5B FWSTACKD 8, v hTU—2% « 7 RL AEH#
(NAT) ZiEEftL LS5 &ELE L,

SRTLADWNE: TS T NIRATLET.

ICA8057 FWSTACKD (3 stack_nameflIC NAT %

EENMETEEH A, error_text

FH: MEOILS— - Avt—JICHBAI NS EEAN
5. %y hT—27 « 7 RLAZH (NAT) OIFEMLINKREL
LEL7%,

DRTADME: Fy RT—7 - 7 R ALBHIIETS
NnEH A,

A—HY—DWE: TI7— - Avb—TEFHL, TI7—
ZFTIELTHM 5, fwnat cmd=update THy hTU—7 -«
7 RUAEBEFEE L L T<ES W,
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ICA8058 FWSTACKD stack_namefIC b RIVE

FEZBEPELLTLET,

ftBE: FWSTACKD 2%, 3 A7 AMEIERHCIEBEHREEZ 5
R RIVEEE, BFIEEELES ELTNET,

SRATADNE: TV I AIGITLET,

ICA8059 FWSTACKD (& stack_nameRIZ k>3

EEEZHEEELTEEH A, error_text
HEA:. MfEOLIT— - Avtb—JICHHI NS HEHN
5. NOFRIVEFBROIFEMENER L E L,

DRATADRE: b RIVERSEIHLEINEEA.

A—-Y—0WE: TI7— - Avtb—IEFHAL, TI7—
ZFTIEL T 5, fwtunnl cmd=activate T b > RIVET
EEILEMLL TL7ZE N,

ICA8060 FWSTACKD (& stack_namefIC7 14 L%

—¢& Socks #EIZEFENMEL TLET,
SHEA: FWSTACKD 7%, /N7 w b« 74 )by —HHAIB &
N Socks HAIOB Ty F&EFEEEL LD EL TWE
E

SRATADNE: TSI AIFGEITLET,

ICA8061 FWSTACKD stack_namefC7 4 )L& —
& Socks #HAIEFEMETEXEH A,

error_text

BB MEOTLI— - Ay t—JIZHBE NS HE b,
5. 74 )& —RIRIB LW Socks HAIDTEENMLA KL
E 00

SRATADNME: TIFIVEDT 4 IV =A% %
BHEd, o—Hh)l - 77 AFHFTEN, TOMITN
TOY A HEGENET,

A—Y—DUE: ITI57— - Ayvt—TZMHL, 25—
ZE[IEL T 5, fwfilter cmd=update TV 4 )% —BX
" Socks HAIZFHEEMEL T 7ZE W,

ICA8062 FWSTACKD (& stack_namef(C

RealAudio Z;&EELLTWVET,

SHEA: FWSTACKD 78, U7 )L« F—F 4 DY iR— b
ZIEFMEL LD ELTNET,

SRATADNE: TSI AIGITLET,
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ICA8063 FWSTACKD (& stack_namef(C
RealAudio HR—h#EBHLTEER

A, error_text

g MEOLS— - Avt—JICHBAI NS AN
5. U7« F—F 4 FOYR— NMEBENEBMLEL
7z,

AT LADIE:
TEEHA,
A—HY—DUE: ITI5— - Ayvt—TZEFHL, TI7—
EHABIMEIEL TH, 5, fwaudio cmd=change TV
TV =T 4 FZEEL T ZI W,

D7) =T 4 FDOT—¥ AIIFH A

ICA8064 function KB L E L 7=, error_text

BB A b—JITRINZWEEDETHRIC, TN
FAELELE, TI—ICETREIMERIT, T5— -7
FAMIREINET,

A—H—DWE: Avt—IJIEEINZITI—%3]1E
U, BEREGAE, TOREZHERITLTIZEIN,

ICA9000 IBM Firewall &kl number of HREIT

BMERBSUINE T,

B ZOVTbU T, FHEHE L TRESNTY
5HbDTHD, RRENLEXDITHAARBEIT/ARD £
EE

ICA9001 774N - DRATAGREEF v h—EF

- warning description text

SHEA: fwfschk X7 7 1) « AT A THE (BERED
nlReEtE) EMHLUELR

ICA9002 BEOAYE—2F numberEIREE N

FLL

HEA: BIORX Y= BNEICASTIZE— A v E—I0
O 72k S N7= & E1T AIX syslogd IC &> THER SN
BAytE—Y, TOAYE—JIE, OF - EZY—NT
OEMFEBETEDLDICTBH2DIC, ZZIEINE
T, ZOAvtE—JF, FEBO syslogd A v t—I &[T
FETEMNTWARTIUIRD FH A,




BRY—/N—T1—H— name DREEIC

BB Ty AT U IV — N, FoRE Nz
_ﬁ_ %nunﬁf%iﬁﬁ/

A—Y—DWE: 771474 —ILVOEEFITHEEL T
<7ZEWN,

ICA9003

VE—MERY —N—DT 5T —1FHRD
BBICKBLELE,

S WY —N—DNT YT —EmEAFTEEE
Huo

A—HY—DWRE: 77147+ —ILOERFEITHIEL T
<7ZEn,

ICA9010

d—4H— name (B Y —/N—TEEIC
EEENE LA,

BB Ty AT U4 IV — N, RoREn
'_"]j‘ %wunﬁbibf;o

ICA9004

ICA9005 JE—MERY—N—ZBELTWET,
SHBE: HERY—N—E#HINFE L,

BRY—N—(32. UE— MERKICHL TE
AREICE > TOWE R A,

AR RERRH —N—2ERL T 7 1 )LT local=yes IZRE
INTWBIZHEMMDET, 7947 > bR E—h -
RIICHDET,
A-Y—DRE: 7717+ IVOEMHFITHEEL T
<3N,

ICA9011

ICA9006 JE—MERY—N—ZBRTLTWET,
SR BT —N—KTLET,

JE—FMERY—N—DBAyE—2 - h¥
OJ&4+—-7oTEEtHA,

SHER: UE— MY —N—ICko TSNS 1 DX
FEEED A —2 - Ay O T NREL TWhDaHEN
MHVET,

A—Y—DWE: 77147 UL OEEEZITEKEL T
<EEWn,

ICA9007

UE—MERKY—N—(3, OV EKRE
HABNERE A,

HEB: WK T—N—DV AT > honsA L ERE
HENEHE A,

A—Y—DWE: 77 A7 T+ OEHIHEKL T
<7ZEn,

ICA9012

ICA9008 JE— MER Y —/N—1% getpeername()

THREBLELE: T5— ermo.
SREB: MY — =D, VT4 7 > MBI AEHRE A
FTEEH A

A—Y—DWE: 77147 U4 —)VOEEFITHEEL T
<IZEWN,

ICA9013 JE—MEBRY—N—DBYDEKREZ(E

LELE,
HEA: OUF CERICHES EEWRATENTVWET,

A—Y—DWE: 774 T I3 —)LOEMFITHKEL T
<FEEWN,

ICA9009 ) E— MERY—/N— getsockname()

TKRELELE: T5— ermo.

BEA MY — =2 TN BEKICET 2 EREATFT
TR,

A-Y—DRE: 7717+ —IVOEMEITHIEL T
SN,

DE— MERRY —N—I3/A TEEKRTE
iﬁ’/‘lﬁ

BB WY —N—DRRE DD DA TERIERTE E
A,

A—Y—DWE: 77 A7 T+ =) OEHFIHEKL T
<7ZEn,

ICA9014

DE—MERY —N—0T7TO0RXEERT
E2EHA,

SHEA: WRY—N—DEED oD T O A EERTE
FH A,

A—Y—DWE: 774 7T —)LOEMFITHKEL T
<IEEwn,

ICA9015

A, Avt— 125



EFM F—EVERBILTLET,

S BHNR Ty A7 U4 —I)LT EFM T—E& 2
FHLEL,

ICA9016

ICA9017 EFM F—EVE#ETLTWET, rc =

value,

B EFM DMRESNZRERDI—RTKRTLET.

ICA9023 EFM DLL #O0—RT&EtA,
SHEA: efm dll oO— Rk LU E L7,

A—HY—DWE: 7717 U4 I)VOEEFITHEKEL T
<7ZEW,

ICA9018 EFM F—EVIE. Ayt—2 - A0

#A—TTEE A,
B EFM T—E &> THHAINDS 1 DFE/-13E
BOXAyt—2 - B OTNRFEL TWBHEEEND D
S

1-Y—ORE: 77T+ IV OERHIHEL T
&N,

ICA9024 user IC&>TZ 747U +—)l machine

NDERERDPFEIBESNE L.
FMEA: BmEBIEN SN L,

LR EKIIRY 3— K returncode THRT
LELE,

FMEA: MRBIENTET LR

ICA9025

RITEINTWBS1—Y— ID #HIlUEZS
hEH A,

SHEA: EfThOI—Y— ID ZYDEBEXLZODIAT
L A=)V E L=,

A—H—DWE: 77147 T+ )VOEHFIEKEL T
<7ZEWN,

ICA9020

ICA9026 user WODEREBERET 747V 4—)

machine TREL E L7z, BZl: time
BB BT SN ANCEEREDS BB I NE L 2,

ICA9027 BBZL function D7 7 A )l filename % 851X

ERICEMUE L,
BEA: fRESNLZT 7 AIINERIESNET.

ICA9021 CDT77A7D4—)IE logon E— K%

HR—FLTOLEEA,
HEB: ZOT7yAT7UA—INE, ZOHEDE—REY
A—hLEHA,
A—HY—DWE: 777U+ OEBZFIEKL T
<FEEWn,

ICA9028 user IC&L->T. Z74794—)b

machine N;EENLER DRI NE L=
SHER:  EENMLERED BRI L E LTz,

ICA9029 SEFEERDSRY 3— K return code TR

TLELE,
HER: ISEMLEMENTE T LR L.

ICA9022 user &, logon E=RTTZ7 747D +—)

ICASF T BERDBHY EE A,

5B Coa—Y—%Id, ZoREE—RTOosAt 9
L EMTRIINTHER A,

A—H—DWE: 7717 T+ —)VOEHRFIGEEL T
<7ZEWN,
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ICA9030 user PEDEFERE 77 AT U 4+ —

JU machine CZEL XL/, BEXl: time
BB fRE S NMRRNIEEMEEREN BB S NE L=,

ICA9031 BB%% function M;EENLITIRY O— R

return code THRTLE L7,
SEE: T S NHEREDIEEMENTE T L E L,




NAT #BREDNEFNE LA, BHf: date
BEZl: time

SRBE:  NAT HRAEHINEL =,

ICA9032

ICA9033 NAT H#7R— bk (LUAJL versionreleasg 7%

MEtENE L7z, Bt date B5Zl: time

HEA: T A T UF—ILD NAT HR— W E X
NE Lk,

A2 —T1—R addressT7 7 A7 D
*+—IVEBRIEBIMEhE L,

SRBA: TCP A% v 713U A MFAH/INESATE 10 #5 7
RUVAZRDTELEDN, 7747 I+ —IVOWRKT 7
1)V fwadpt.cfg IZ DM 5N 72O THR Y 71 VIC
BMLELR,

DARATLADME: 7L

d—H—0WNE: 7L

ICA9039

NAT BR— bSEEMEIEENELE, B
fF: date BZl: time

BB NAT SiRh— hOVERAARANIZ/RD E L=

ICA9034

NAT [3t+27 - 7 RV X Secured IP
AddressDEEFEH7 RV AZEIVIRNE
Hh,

BB BERFEAT RL A - T—ILICHIFTES 7 RL A
MIENW=DIZ, TFaT « 7T RUVANREBHEINER A,

ICA9035

ICA9036 NAT DEEFRFEHT KL R Registered IP

AddressZ#7 KL R « T—)LICBLEL
7‘:__0

SHER: BEREAT RLUANBEEHA IP 7T RL A - T—
M) —AINE Lk,

72747 94=) A2 =T —RW
time_and_datelC BEIIICEFHFENEL

7=

HEB: Uy AT7Uxr—I)VO#HZRE T OT I LZ
Updateinterfaces() ZIF-UHL., 771 7 T+ —)LDA >
H—Tx—A 7 71)V fwadpt.cfg ®H B EHZiEE L
£ L7z,

DATADWE: 7L
A—HY—0WE: 7L

ICA9037

A2H—71x—R addressY RO H
oldmask*5 newmasklCEFianE L
7=

SHBA:  fwadptcfg 7 7 T IIVDR AT, N—RI7x7ICA
AR ENTWEHDE—HLERA, FLWT A
7« 74 —)V R fwadpt.cfg 7 7 IV THEFIINE L7z,
DARATLADME: 7L

A—Y—0WE: 7L

ICA9040

DRI VNCA VI —T 2 —RIBRDOHMY
FtHA.

B oYU LRIITYTIY— A =T — AT
mHEINFEATL,

DARATLADME: 7L
I—HY—DWE: 7L

ICA9041

ICA9042 Z¥t8E— (many-to-one) 7 KL R
many-to-one addres NAT AS;EE){EL

ULk,

FEA: NAT [FEFE M E N, BIEEEIRETT, 7
RLAM 0 THDHE, THUd, Zxt NIRRT
RETHD I LEBH®RLET,

DRATLDNME: 75U
dA—Y—0WE: 7L

AH#—Tx—R addressB 77 AT D
+—IVEBRMSBRESNELE,

SHEA: U R MEANESATE 10 #ET RL A, 77
AT T4 —)VOWERR T 7 1)l fwadpt.cfg IZU A hEINT
WETH, TCP A w7 IZIdB#EI N Tz,
77 AIMhESREINELZ,.

DATADME: 7L

d—HY—DWE: 75l

ICA9038

NAT S#IHAEICKBERLE L, RYO—
K rc

SREA: NAT O@HHMEMNEI L, JEEERETT,
SRATADNE: NAT HEEISEFH INER A
A—H—DAE: I1—H— NAT MEEZNELT2E
G, R0O—REZBL, TNEITETDEEDICHEL
TLEE W, RTERITIL, IBM —E RICHK L
TLEE W,

ICA9043
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ICA9044 NAT ASEENEIELE L=,

FEA:  NAT IJIEWICIEREMb S . BEIHGEEHIRET
ED

SARATADME: 5L
A—H—DWE: 7L

DT, FTP T—F3LM L F9. /Ny b, WAL
7ZICMP 57—« Awvt—IThBHEE, TIUIHIRS
nx9.

DRTADNE: FHZZIL TZI N,

dA—H—DWE: ZNANEDRLFEET DA, IBM T
—ERIHEKL T EE 0,

NAT (3. EF27 - 7 RLVRKR—b
secured addresport IC7 KL R:/R— b+
addressport ZE|UHRY £ L7,

SEA: NAT 28, EFa7 - FAPORODOIIC, T RL
A s T=NMET RLAR—hZEEDIRDE L,

SRTLADE: 7L
A—-Y—0E: 7L

ICA9045

ICA9046 NAT [FEF27 - 7 KL R secured
address[CZXB— (many-to-one) 7 K

VRZEIVIRNEE A

FEA: NAT 2%, ZH—Y RLATR—FZ2FEVWRL
E 0%

DRTLDIE: O—H) RARDONT Y MHIRRE
NEXLXk,

A—-Y—0E: L. IEEIZEOERENH D Z &
EEWRLET, EEAR. SR I N TWAEN
BT —TIINOEHEREL IS ELT, ERE—~T R
LACHEHETLEY A LT M E2ELSTH2HENHDE
ER

NAT 7% source addressh5 destination
addressANDIEFDIE L < A W\ET b &%
HUELE, ZNEEBRTEEHA,
BB NAT S, 77— 7 5 LDBRHIDT 7 A > hDii
Wiz, Wikfb Lz —4% 7 I L& L £ L7,
SRATADE: NAT 1I, £DT T A2 N EHEYNTE
WMTEERA, TOT—F T T LFHIBRSNEL =,
A—HY—DWE: ZNINEVRLFEETDEE. IBM
—EZICHE LT /Z3 W,

ICA9049

NAT &, £Fa7 - 7RLRR=-F
secured addresport 57 KL R:7R— b
addressport ZZ|UiRUBEBRLE L7,

BEA:  NAT (3, fEHWRER T —IWC, RELEY RL A
AR—hERLELE.

SRTLDIUE: 7L
A-Y—DWE: 7L

ICA9047

ICA9048 NAT (3770 k3)Jb:protocol 7 KL R:7R
— b addressport ¥ 27 - 7 KL R
— b secured addresport Z¥FDHiE{LX

nrenTy bERELELL,

SHEA: NAT 2%, 7T A K FTP a2 bo—)b - X7
v b, EREBAELZ ICMP ZT9—ODITI— - Avt
—YEBRELUELZ, NAT 3. WAkl FTP a2 b
O—)b « N7y REEHLETN, X1 O0— RiImaEx
NEFL, INM, WiF{ELZ PORTIXY > RThH-oH 7=
BE, Avt—JIZEEND IP 7 RLARERI NN
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ICA9050 NAT failed to translate a packet with
protocol: protocol to address:port

addressport from secured address:port
secured addresport with returned code

Ic.
B NAT 28, XNT vy FOBEHITRKLUE L=,
DRATLADME: )Ny EOHIBRENEL =,

A—Y—DNE: NV ELUFEETDIEE, IBM Y
—ERITHEL T ZI W,

ICA9051 NAT (27°00 b 3Jb:protocol ZHFD/XT v

F7 KL R:7R— bk secured addresport
M5 7 R R:AR— b addressport [ZF& LN
TeléERELELE,

HEA: NAT 2% Ty hOZEERINLE L7
AT ADMWE: sl
A—HY—nDWE: 7L

ICA9052 NAT (7’0 b 3Jb:protocol Z#D/847

FO7 R R:7R— b secured addresport
M5 7 R R:AR— b addressport ICEEN
felEERELE L,

B NAT 28, N7y FOREFZEMRHLUEL =,
DARATLADNME: 7L
dA—Y—0WE: 75l




ICA9053
BB TNNw T

DRATADNE: 7L
dA—H—0WE: 7L

lineNo @ stringValue filename

ICA9054 IP 7 KL R:address(3Z 5t B —
(many-to-one) 7 KL R ERBFICIEEF
a7/leFa7 A8 —T1x—R TR

LRELUTERTEE B,
71z R e WY = S i Rl e A & g =< c oV U
SRATADME: FERLETVIa it EfrahEt
Ao

A-Y—DRE: #H2ktFa7 - TRLA, Fid
BISBHEME—T FLAEERL T ZE W,

RBAIEA T 3> -value (FEHRZNEL
7=

B ERINEA T aMEEINE LN, B
TEFEH A,

ICA9064

ICA9065 WY —/N— + T5— - failing function

system error message
SHEA: WY —N—DMEE Ik T 2R L
FL7”=, 20 daemoniIf& 7L X9,
A—HY—DWE: FRINZIATLOREETIEL,
R —N—Z2HEE L T 7230,

ICA9060 e /s BB b T S —

system error message

BB BT —N— WU L EL Tz, T—F >
METLUELR,

A—HY—DWNEB: ERINIZIATLAOREZITIEL.,
WY —N—Z2 R L T 7ZE 0,

- socket():

AEY—FRZE: BRY—/N—:
malloc( byte #3B8%% function_nameT
NULL ZRLE L&,

B OB ATY—ZEHORDIENTEER A,
malloc 28 NULL ZRLEL 7=,

ICA9066

ICA9061 B BRAEET S — - listen():

system error message

B MR —N— ORI L E L, F—E
BT UE LT,

A-Y—DRE: KRINEZIATLOMBEETIEL,
W —N—ZHEHL TIZE 0,

ICA9067 NA Y RPRBLELE., 7 RUR: port

[T TITERASNTHWET,
SHER: fREOR—b - 7 RL AR, BfEERD T,
DRATADNE: HERY—N—I3KTLET,

A—HY—DWE: HEigssHR—b: - 7RLVAZEHLT,
Y —N—2EHT20, 7747 T+ —)LOEHE
ICHE L T2,

ICA9062 BB I > — - main accept():

system error message
BB BT —N—DAA I —F ONRMLE L.
TR TLELL.
A—H—DWE: FRINZIATLOMEZEITIEL,
W —N—ZHEHL T ZI 0,

-value 7L a kL ELE, T3
FLLIEEESNTOWERA,

BB FRINLAT T a KL ELE, 7203,
EL<fEEINTOE R A,

PATLADRE: RS —N—I3& T LT,

A—Y—0DWE: ERINZA T a3 offEETIE
L. Bl —N—2HEHL T ZIW0n,

ICA9068

ICA9063 Hé&Y —/N— - T5— - failing
function RY d— K = Oxfunction return

code
B WY —N—DEE SN T2 /RHL
FL7/7=. 2O daemoniF& T L XTI

A—Y—DWE: KRINEZIATLOMBEEETIEL,
WY —N—ZHEHL TIZS 0,

ICA9069 SSL #MEMEDI KRB L E L=,

FEA:  SSLWFELIRELE, M TEEBATL . X
Zid, N=hF—EDNY o= MPNRBLEL,

AT LADIE: MR —N—3& T LET,

A-Y-—DRE: 77417V )VOEHFITHEKE L
0. SSL REEZBEEL T</EE 1,

A, Avt—> 129
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f18%B. Windows NT 2 RTABRDE{E

Bk, AT &2 7L, FERFTI—T— ID 2HHARICTS D
EWEo T, EF a4 —ERERAMETHTOEATY, HE{LIX. IBM
Firewall V 7 b =7 DA > A M —IUMEED—FTHD, tFaUF s —%HORL
NoOH2ATLAEREwWELET,

IBM Firewall H§pRICHED /WY —EZXB IR T2 570 —Z2HEZHOBNOH 5
—EREERAARICLUET, TCPAP DO 70 k)T RTHIBRENET,

© Copyright IBM Corp. 1994, 1998 131



132 IBM Firewall Windows NT Ff: figai



f1£%C. Requests for Comments (RFC) DHE

RFC (Request For Comment&}, 1 > ¥ —%v b7 Ord)L « A4 — D7D DH L
W70 )V ERLR L THREZHETHXETY . TRXTO RFC ON—RIaE—
3. Ry =21 HRE Y — (NIC) DSEANEZIZI2ENFIHTA2ZENTEE
T, INS5OXEI. ROBFFNSAFTEET,

Government Systems, Inc.

Attn: Network Information Center
14200 Park Meadow Drive
Suite 200

Chantilly, VA 22021

RFC IZIX, RO URL TY V7 BATHZENTEET,
http//www.cis.ohio-state.edu/hypertext/information/rfc.html

FIA4 >« AE—IL. FTP Zffiffl L C ds.internic.net 1286 L. NIC 25 fE
THIENTEEY, ROEOBEREFEHL T, 77NV EHEETEET,

RFC:RFCnnnn.TXT
RFC:RFCnnnn.PS

Z Z T,
nnnn  RFC &5

™@Xr  FFAMEX
PS PostScriptf& =

RFC 1 > 7 v 7 ZAMOBHXIZ, XOEHBDTY,
RFC:RFC-INDEX.TXT

E: RFC %< 1L, TFAMEATOARMTE LT, PostScript7 7 1 )L & HRT
BHNC, £9. RFC A>T v A%F v LT, RFC " PostScript/Z X T
HATEHZ LB LTSV, Avt—T% mailserv@ds.internic.net 1T
HEETHZEICEST, HEEEZN/Z NIC A—)L « H—=N—M5, BT A%
WMUT, RRCOF I« AE—2FRTZHILEDHTEXT., XOAX R ZE
BEEED ) — N ORI AADBENH D T,

SEND RFCnnnn.TXT
EJ/lPS
SEND RFCnnnn.PS

Z 2T,

nnnn  RFC &5

™@r  FFAKEX
PS PostScriptfZ =X

7zEZE, RFC 812057 F A MERZERT 225G, BEHD /) — NOARZITRD
IO ELET,

SEND RFC812.TXT
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REC A>T v I ADF T4 « AE—ZFERT BTN, BEHED /) — bOAITK
DEDRAT Y REMAIAALTLIESI N,
SEND RFC-INDEX.TXT
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f1$2D. IBM Firewall Socks5.conf #8771 LR

Wik 7 7 1 )l socks5.conf 1%, 7 7 # )L b Tid IBM Firewall D1 > A h—)L « 5«
L2 R)—=IchDFET, REICRLCT, F AR T4 —TZDT7 71 IV
EFTHENTEET,

socks5.conf R T 7 1 IWd, H—N—ZHD TIHOHTEICHEAMSNET (EI1-
VIPICHEHFERT BITIE. socks5.config EANLTLZEIN), DT 71 LTI,
IBM Firewall 28, f5EDT R L AICEET B0 ERA 25 —T7 = —AZHF| L
20, HEOY RLAICEEER T 20, Jlo7oFs— - —/)N—%{f5/h &
L0, 7O0F > —EHEEZITOICIEEDE D REMZImZTHEND D D)%
AML7Z0T5DIHERERNTRTADTNET,

W7 7 V2, LT ok r > a >ndbb X9,
. B

. AH

« £EPa—)b

EVSET
® non

o REESRTE

- JoF—

« TR A

WeAE. REESHEE, TOF I — BROT I EARBEO/RL Y a > TE, 20wy
A TREGOED -HTHET, TEBFEBDICHAMD 7. {TOMFIL
FHICEETY., G0 -BT 513 FTHOFEHAD LT NERD £H A,

R— bDIEE

=M, Al e, FLFHBECK>TRET 2 I ENTE XY, #HFEIE, £
DHPANEFENTH DM EINITE ST, [ 2 (THED., ) 2] THROD X, #i
FOXY D XXFOMICIE, 2 DOR—MEET (BATELIIES) 23> TRY)-S
THRELRTNIIRD £ . R—FOIREAY v Blid, A—k - NF—2 EIFEN
I
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KRR MDIEE

FREOHRANCGEA T 2HRANEZIRETHH, "AL - 7 RLAERY RYAT WA
BIIRDBIENHDET, ZOFRAMEEAY Y R, AL - Xy —2 EIFFEN
F9, AL | XAZOXRTY OIFEFEITINS DONH D T,

INSGA—H — SiEA

hostIP/ mask RAVMWHBHRAL « 7 KL A "ANDed"
13, YA MNHBHAN IP "ANDed’ &R U
TR0 F' A, ZHUTEH, v b
T—0ER3T TRy NT—=U NS T R
LADRA RS ZER AT BDICfHH S
NET,

- TRT—HTT, TREDKRAMNFTEN
F L7

ni n1.0.0.0/255.0.0.-[F U T9,

nil.n2 n1.n2.0.0/255.255.0.&:[5] U T9,

n1.n2.n3 n1.n2.n3.0/255.255.2550[F U TY .

.domain.name FA M OEBKITIZ, FF] .domain.name
MR £/ A,

a.host.name RA M4, ahost.named IEREIC —E L 72l)
N0 R A

PIFICRT LD, ERDIBA L « XY =LY R—FLTWET, L~L,
HLWAY Y ROGNGmARD LT <, #HERINEKT,

INTA—H — StEA

hostIP/a TRT—F (" EFLC) T, TREDKA
rNEFRIENE L7,

hostIP/n I NT—=IN—HLET, 7 RLADKRA

FBEOY TRy MR EIT AT LT, *v
M= 87T LT ES N, ZHUCfH
HITBIYAVIE, "ARD IP 7Y RLADY
FALE>TI_REDET,

hostIP/s YTy MIN—FHLET, TRLADHEA K
WMRrE<T A7 LT, Y73y hBXUFY
T—78 7RI LT EE N, JUTfig
THIYATIE, FARD IP 7 RLADY S
2L > THREDET,

hostIP/h RARN—HLET, FAK IP &EFEUCT
ER
FRREARDIEE
RS NBFRFESHRIL.  ibmeram BELY ibmpwd TY . MOAHFXBHBEMNT S Z &N
TEE9,

Al AL, IR TRYSNIZHRY AP ELTIRET S ZENTEXT. TA
=9 2I1iE, BRSNS LD, VA RPFONTNNADAY v RIZk->THE
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INTWARTNERD R L. ZOET, #BiE/SY—2 ERENET., T 7401
FTIE, FBREA R NULL DNERINTVWET, BYUABTY a—)l20— RT3
HMOLEEXNEFTENTNBEERHDET, " 1d. NULL 25D, ﬁmfwmnﬁf
MZIF AN THD ZEE2RLET,

REIIEH
RAEEEIL, FHTAZENTEDRADY A TZ2RLET, BRI, XKOEBD
Tj—c
auth/ban  source-address source-port
auth-methods
INSA—H— EA
auth/ban FRREEE 2795 (auth) 22 L72W (ban)

NTY,

source-address AN A R « )N —2TT,
source-port BihlsR— bk « XY —2TY,
auth-methods BRI F8FENY — > T,
F—T—F "part 1L, BiAEE ZDOFRA N THITIRETIEHARL, HEOY—N—TIX
BN TE RN EERLET,
auth/banfT 28 L7 WG, 77 4 )V MITRTORIES RZ T ANATEEIC R0 £
T BEEOTRIE L (F 74 )V R ICRELESE, RIS NARICSE
T, #hldY P/ hanEFB A, SOCKS5 70 k)L OHH. RAEILEF ] DRI
FONET, K72 FOBASRIE, TOFZ MEFITHED N THE LT EA D
FH A

a2 RDIEE

IR, UARZOACIY TR THRETSZIEDBTEEXRT . ZOMI
ROR N =2 EFENET, ERXRFAHAOIT > RIF,

connect bind, udp. ping. tracerouteT9d, £ 2 —)Ll&> THO I RAGEMNE
NBHZENHVET., " (Fyia)id, IXRTOAYY RNZITFANATRETH S Z
EERLET,

€ a—-ioa—Fk

EVaI)NTE- T LWL, a~x >R, #fellE, a>57>v - 7400
F—ZBML TH—N—DHEREZILNETZE 5L ET, HKTRDEBDT
9, module stub filename options

NFA—F— A

module O—RTHEa2—)lD ID TT,

stub 7 ABBADED 2 —I)VIEE S OEEEE
T,

filename O—REZEZa—INDT 71 I TT,
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INSGA—H — Bl

options TV a2 —I)VRREDHKRIBHRTY (H25H5).

EDa-IE, EhOEMTHEODNS 74 — IV REEXRTDHIENHVET, L
Mo T, EDa—NOIFERINICTZ2OMRBNWHIETY, ZEAE BiEEY
‘—)l/biuqu%cl:U\le@ Tﬁbhéuuuﬁﬁ_ﬁ;&%%bi‘a—

BRRIEEIER

BEOFY NT—0 A =T x2—A (LIEN>TIP 7 RLRA) 2FDO< 208

G BEORY NI =20 A2 =T —AEBEDT RLAZEDODETHAT S
T BIENLEENETT, THTBHZLEICEHST, NEYIORNE R Y BT

— A =T x—AEMFHL., L NNy NT—T A =T

—AEFHTHEOITRD, P AT—T 4 20" MRy NT—=0 DX 2HNER

I RT—= DR >DEDET D) Z<TENTEET, 4T, SOCKS H—/\

—7/%, BIND ZRZZIFANDEES SENDTO kA2 H TR, N1 > R D%y b

J—=2 « A =T 2 —AZRDDEEICHEAINTT, —HIT2HEHEN WS

3. INADDR_ANY ZFHLTNAT > RL, £EBDOA ¥ —T 21— ATHEHZZIT3

ZENTEET, B—FR—LDFKAMIT, BEECHBEZLELDER L. TN

BEBEOXY FT—2 « A =T 2 —AZHFHOYI OB ICOARLEICTRD

9, 3. route dest-address dest-port interface-addre€sd .

INGA—4— SRR

route REEEHEHZ R F—T—RTY,

dest-address BENSHEARN « XY —2TT,

dest-port BRisAR—bk - )X¥—2TT,

interface-address Fw RhNT—=0 A2 =T —A - I—FD

IP 7 RLAM Ry hT—=0 A 25—7T
T—ADHFITY (Fz& 21, elnk31)
ZHIER

O « Avt—YBLNRBHA v =08 EY A TIE. HRT7 7 1 IVICH DEE
DOERET I TICX>THIET D ZEMNTEET, BRI, set variable value T39,

INGA—4H— Bl

set O—H)VTHATHRELKERHZRET S
F—TJ—RTY,

variable BHNEEREERTT, fHTELLHDY R
rMzonwTid, Bex=0 TR
TEZRLTEZIWN,

value DY TRHETI,
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RALH

IRIBEE A

SOCKS5_BINDPORT [port] FT74 )V EOAR— K 1080 Tl3/x<., HED
R—hrZ2EHT 5D IBM Firewall ZHE
RUET,

SOCKS5_RECVFROMANYONE UPDYR— EAMERTE 288, 2K

2T, UPD 7 5147 > MEIRAIDEE RN
SAy =T 2RITRNLKDITRD KT,

SOCKS5_ USECLIENTSPORT DIAT R Ay =D %BETDHEEI
FHTLZOERMUR—NENA > RTESY
FHIZOH,  IBM Firewall 287 0% — &7
BHEDITHERLET, T—N—DT 51T >
MZTF—%%EARN)—=32T (V5147 > b
MY —=N—IC Ay =& EFTHHITT T
AT R AYytE—V%EETS) LTWS
EEIZ, UDP #fia 7 0F 2 —I295DI
INDRLEIZIRDET, TOFAFELT

. TN A =T ADBBH D FET,

SOCKS5_MAXCHILD WAT ALy B ORKRE

SOCKS5 NOREVERSEMAP IP7 RUADRA REANDR BT %
HAARTICUET ., W7 7 1 IV THIZNEID
LYTHNTWBEA, ZHud, oF > VR
EEBHICL TN T3 —<X AR EEIEE

ER

SOCKS5 NOSERVICENAME R—rEBOYF—EZHLANDT v E T
AR UET . MR T 7 1V THIZDE D
WTHENTWBEE, U, OoF > JEHR
ERBHICL TN —X U AEA LIV E
ER

SOCKS5_NOIDENT AIANINTNEHEETS, IDENT H
REMHAICLES, 2T 7517 >
rADAO— U INHO, 77147 2k
A IDENTD Zffil L TWiz WG ITHER]T
T, ZHIA LT NI EERKRLET,

SOCKS5_DEMAND_IDENT 7547 > MG IDENT IRENE0WEE
IZ. NULL FRREARMT B KD ITHERL £
T JHUS. T —ANVEITEE R R & B
BT 5ND XD ICT BHEEITHERTT,

70%2—I18H

JOF—IHHIZ, SOCKS 7OF— « H—=N—D7 RLAZLRLET., ZN5D
TiE, U= N—ICHERA MOEGRAHEZH ST ET, FANE—T 2170
WA, EERZ MR L 9. BRI, proxy-type dest-addr dest-port proxy-addr
proxy-port T3,
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NSA—H— SiEA

proxy_type JaFT— - B—=N—D¥ A T TY, iz
AN, ROEBDTY,
* socks5
* socks4
* no proxy

dest-address BN A « XY —2TT,

dest-port BRisAR—bK « )X¥—>2TT,

proxy-address JaFT— == IP 7 RLAE=IZ
HHEITY

proxy-port SOCKST—E VMR EZITANTNS T
Oy — -« F—)N— - K= b TT,

7Y AHEIEE

TR ARET Y 2a S, AL EORZ T AN ER T AN EIRELET . 2
DDYAT DI, DEOIHFAHTEREIETAH D £9, ITREN-HT 21T, 70
FHEEN-H LTI 0 A, BT XOEBDTT,

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]

INTA—H — StEA

auth BRNIRRANY — > BIOEEBIC K> T
fRESINEFIESFLD Y A N T,

cmd ZOfTE—HT BN REIEETHER:
AYTR - XY —2TT,

scr-host =& c IRANDODENERA S « JNF—2T
9,

dest-host R ANDERNZERAN « XY —2TT,

scr-port V—R +RAL - R—bOFRBA—K -
y\—\‘/bt“@_‘o

dest-port FEHABRA L « R—hOFFRHR— K - )87 —
> T,

userlist Bz 1—H— « )N¥—2TT,

74)v5—

O—R e E®Ba—OT74NIY—WUHIE, TNV I— - To LT TIZE>THE
franEsd., BRL, KoLBDTT,

filter name auth cmd src-host dest-host src-port dest-port [userlist]

INTGA—H — Bl

name TJA4INWF— T 2a—)LD ID TI,

auth BRNIRBANY — > B I OFERHEBIC XL > T
RESINLEFFEHFRDOY AT,
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INTA—H — StEA

cmd O E—HTBax L RERETLH:
AR - NF—=2T9,

scr-host V= IRANDENBIRARS « XY —2T
R

dest-host SRR A N DBERNZRAN « XY —2TY,

scr-port V—Z +RA L - R—hOFRIZAR— - /X
7 —>T9,

dest-port MR AL« R— b OFRBAR— b - Ny —
>TY,

userlist BNz d—— « N¥—2TT,

{18#D. IBM Firewall Socks5.confihk~ 7 1 LB
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i

2 Ba 3R

4?&~?yh£@t#1U?4—K%Téﬁm

ERICDONTIZ,  IBM Firewall OFR—2L4 « R—2
http:/Mmww.software.ibm.com/enetwork/firewall %z
TELIEIN,

IBM BEHCET 215k

T7AT7 T4 =), 12 —Fy - tEFa2UF
4=, =R EF 2T —RBREDNEYTIZ
B 5Z2DMD IBM B2 Z ZICTUARLET,

727479 F—)VEERR

IBM Firewall CD-ROM B XN IBM Firewall DHk—
L RXR=TJT, UTOERZAFITHIENTE
E AN

+ IBM Firewall Windows NT/K fiHZDF5[,
GD88-7845

+ IBM Firewall Windows NTAK f#772E. SD88-7846

* Guarding the Gates Using the IBM eNetwork
Firewall for NT 3.2 SG24-5209

A=y LT Wwww B§E

153k

* A Guide to the Internet Connection Servers
SG24-4805

» Accessing CICS Business Applications from the World

Wide Web SG24-4547

* Accessing OS/390 OpenEdition MVS from the
Internet SG24-4721

* Accessing the InternetSG24-2597

* Building the Infrastructure for the Internet
SG24-4824

Lotus Domino Server Release 4.5 on AIX Systems:
Installation, Customization, and Administration
SG24-4694

Netscape Proxy ServeSK2T-7444

Running CICS Transactions through the Web: The
CICS Internet Gateway to VSE/ES8G24-4799

Safe Surfing: How to Build a Secure World Wide
Web ConnectionSG24-4564

Teach Yourself CGI Programming with PERL in a
Week SR23-7343

Using the Information Super HighwaysG24-2499
World Wide Web Access to DB3G24-4716

—REIEEF 1 VT 1 —BEBR

The Basics of IP Network DesigisG24-2580
Elements of Security: AIX V4.15G24-4433

Enterprise-Wide Security Architecture and Solutions
Presentation GuideSG24-4579

* HACMP/6000 Customization ExampleSG24-4498

IBM Global Network (IGN) Security Poligy
GC34-2206

IBM Security Architecture: Securing the Open
Client/Server Distributed EnterpriseésC24-8135

IBM Systems Monitor: Anatomy of a Smart Agent
SG24-4398

Security Overview of Open Systems Networking
GG24-3815

Systems Monitor AIXiK fEH#HDF 5],
SC88-7990

TCP/IP A, N:GG24-3376

-
* Cool Title about the AS/400 and Intern@G24-4815 E#tﬂﬁ&% L'"Téﬁ#&
* The Domino Defense: Security in Lotus Notes and UL FDpEZEH WL sendmail TCP/IP, UNIX 2B
the Internet SG24-4848 I 5 TT,
« Examples of Using MQSeries on WW®8G24-4882  « Albitz, Paul, and Cricket Liu.DNS and BIND

e How to Secure the Internet Connection Server for

MVS/ESA SG24-4803
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