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TOY. ;z{8N Firewall: O* LsG 8H, ;N 3N W.v)M Y

% (q8H) W.v) GB NM] gLG w\0! XgUOY. Firewall
G q{: 8H W.v)G ;N GB \N!- xOv JE* GQL x

B kE; ]vOb 'Q MTOY.Firewall!B Y=G < !v [wL V

@OY.

v NM] 8H T$; --UOY.

v W.v) %LMM b8 Zx; UsOv Jm gkZG m/ W.v)

gkZ! \N W.v)!- c!H Zx; gkR v VT UOY.

v c!Gv J: gkZ& W.v)! in @v xOT UOY.

Firewall 3d

NM]G n2 Mi gLG ,a:: YvG 8H 'h; J!R v V@

OY.gkZB ZEG 3Nk %LM& 8#Om, 3Nk W.v) ;G C

:[; \N!- GkOv xO5O L! kQ W<:5 8#X_ UOY.

L/Q 8#& :kOb 'Q 9x0 \hB 3Nk W.v)! NM]!

,aGn VB v!G v& &QOB MTOY. 3Nk W.v)! \ O

*G TL.~L! GX NM]! ,aH 8:!-B NM] ;N W \N

! ckGB kE.; 6}R v V@OY.L TL.~L& FirewallLsm

UOY.

FirewallL [wOB f}; LXOAi, Y= 9&& mAX 8JC@. b

T; &QOm in !B gw; k&Ob xOB tyL VYm !$UC

Y.ty!B Q 3G Nq! V8g, LB /OQ T8! KOY. L N

q!-B ty; in !B gw; /5OB n mG A1., Li; (C

OB n mG 8H dx, LiG `?; l-R n 3G qp@ +^s W

Ex; .NR n 3G hv .u! V@OY.

LB 3N ty8N in @B gwi; k&Ob 'Q A: f}TOY.

W/* 8O c! ^v J: gwL Nq& v*B % :xQYi, L gw

G `?8NNM ty; 8#R v VB f}: x@OY.W/*, L gw

G `?; (6R v VYi, GIL !B `?; (vR v VT I MT

OY.

Firewall |+; $GOB fl!B 6w! 'hL GB pg M; fvOm

*SvB ckOB M8N fPOYm }"R MTOY. W/* uNn C

:[ x] f}!'.! L1 x]; 7B f}; L. 9xOm tyG f

l!B 8#7! ]L ,YB 6|; pOMX_ UOY.O]{8N, 'T

8NNM 98OB ML L& x5 @bOB M8Y N@ u GX& Tw

m u 9: qkL lOY.
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IBM Firewall x

IBM Firewall: Y% Firewall 86& 8vOB % gkOB x Z:M 0:

MTOY.O\, 86 W 8H |+; 1COi, JdQ IBM Firewall x;

1CUOY. IBM Firewall 8: ,sLp.B gkZ!T #wQ |.k W

!H gkZ NMdL:& &xUOY.IBM Firewall: |. /fz 8H;

e./ u; C5M 0: pg _dQ L%.G w}{N bO; &xUO

Y.

IBM FirewallL G&NB IP TL.~LLGN, LM: ye& Q LsG W

.v) o, O* LsG q8H W.v)M O* LsG 8H W.v)N *

/OY.9& in, q8H W.v)B NM]TOY. 8H W.v)B O

]{8N 6w IP W.v)TOY. IBM FirewallL &xOB ON x: Y

=z 0@OY.

v Expert JM

v AOC -v

v Socks-v

v 5^N L' -q:(DNS) W SafeMailz 0: /$ -q:

Expert JM

Expert JuB C", IP VR W -jW.M 0: )/ bX! {s <G 9

'!- P6; KgOB xTOY. JM T": IP TL.~LM T2 [

?O) C:[!- 05G IP W.v) GB -jW.v) ""! N 3 L

sG W.v) NMdL:& ._n_ UOY.Q <.G NMdL:B q

8H8N 1pGm, b8 <.B 8H8N 1pKOY. JMB 2dLvG

W2 1!-M 0L Li N <.G NMdL: gL!- [?UOY.

Expert JMG q{

Expert JM5: Firewall! kQ b;{N 8# ^+Or; &xUOY.J

M& gkO) IP <G <NgW! {s Firewall! ID |^GB kE.;

a$R v V8g, WM! GX 8H -v :3W GB IP VR SLbM 0

W2 1. ExpertJM5L VB Firewall
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: \N 3.NNM 8H W.v)! 8#KOY.JM5 bI; b8 x

L 8:GB b;8N }"OJC@.

AOC -v

\v kzH P6; KgOB JM5zB ^., AOC -vB FirewallG O

NN @k ANW%Lg, W.v) gkZ kE! /$ TCP/IP bI; v`

UOY. gkZB TCP/IP @k ANW%(Z] GB FTP) _ O*& gkO

) AOC -v! "KUOY.AOC -vB gkZ& kEO) x] #

:.M "KO) \N gkZNNM W.v) 86& (_i- W<:& &

nOT KOY. 3dLvG W2 2B \N gkZNNMG d;; !N$B

AOC Z] -v& 8)]OY.

gk !IQ AOC -q:NB Z], FTP, HTTP, WAIS, GOPHERW HTTPS,
SafeMailL V@OY.

IBM Firewall AOC -vB YgQ gkZ .N f}8N gkZ& .NR

v V@OY. gkZB ZEG ;N W.v)G 8H; UsC0v Jm

NM]G /kQ $8& W<:R v V@OY.

AOC -vG q{

AOC -v& kX ,aR ' TCP/IP ,a: Firewall!- \}GGN 8H

W.v)& UsC3 !I:L YnlOY. gkZi!TB 9: gkZ .

N f} _ O*& gkO) ::N& .NO5O d8KOY.

AOC -vG Q !v VH L!: VR (_bTOY. pg FtYne

AOC ,a: Firewall VR& gkUOY.AOC -vG GY% Vd L

!: 8HTOY.IBM |.!i: ,sLp. C:[!- *8/ v VB

8H `!; 8OOb 'X L/Q AOC -v& 3__@OY.

AOC -vG GY% L!: ,sLp. C:[!- /$ v|G ,sL

p. ANW%; gkX_ R Jd! xYB MTOY.{s-, O\ Firewall
; 3!_8i, Firewall! bOH pg gkZB _! RA.~n& 3!O

v Jm5 q8H W.v)! W<:R v V@OY.

W2 2. AOC -v& .a Firewall
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Socks -v

SocksB VR {h; &xOv8 ;u sk{N AOC -v! eB qkL

JdOv J: 81 9' TL.~L! kQ %XTOY.

Socks-vB <GL Firewall!- wnxYB !!- AOC -vM /gU

OY.N -vG wL!: SOCKSB " @k ANW%! kX m/Q AO

C& d8OB kE pg @k ANW%; vxR v VYB MTOY. !

C{8N Socks,sLp.B IBM Firewall #:.!- Windows NT Socks
-q:& gkO) <G; C[Q D, b_v VRM gkZ ID! q8H W

.v)NG |x ,a; 3$R v VBv! kQ /?:; KuQ Y=, N
x0 <G; [:UOY.4dLvG W2 3: Socks-v& .a Firewall;
W28N 3mUOY.

Socksified,sLp. RA.~n(Socks-Xv ,sLp.sm T)B Netscape
Navigator** GB Microsoft** Internet ExplorerM 0: 9: @kANW%!

- gkR v V8g, Aventail** AutoSocksM 0: TCP/IP RA.~n& k

X gkR v V@OY.

Socks -vG q{

FtYne <G(8H ,sLp.!- q8H -vN)! kX Socks-vB

AOC -vM 0: q{; !}OY.o, <G; Firewall!- w\C0m

gkZ! L& kzOb 'X ZEG Ex; umX_ OB 8H T8& &

xOB MTOY. LB {: gG |. _! |. [w8N gkZ! #

\w [wR v VT X]OY.

5^N L' -q:

8H W.v)! kQ 5^N L' 9Ze! kQ W<:B 'TZ!TB

k\Q 5rL KOY.VDOi, x]R v VB #:.G .:.& &x

Ob '.TOY. D+H 5^N L' -q:B 'TZ!T W<: fN

& &xX Y v5 V@OY. \N W.v)!- Firewall! VB L' -

vB Zb ZE8 NDOm ;N IPN $8& }k &xOv J@OY.;

W2 3. Socks-v& .a Firewall
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N W.v)!- L L' -vB NM] W.v)& NDOm NM]!-

pg bh& W L'8N W<:OB % El /kUOY.

DNS -vG q{

Firewall!- DNS -v& v`OB M: L' P. d;L Firewall; v*

e#v J5O 7m 8H W.v) #:.& q8H /f!- {bB N !

v e!L V@OY.

SafeMail

|Zlm: 6wL NM]; W<:Om M: Vd L/! KOY. SafeMail
: ;N W.v)G 5^N m; {bb 'X mHH IBM |Zlm TL

.~LTOY. SafeMail bI: TL.~Ls! |Zlm; zeOv J8

g, g. gkZ IDO!- v`Gv J@OY.Firewall TL.~L xk 5

^Nm: |ZlmL gkZ VR kE! FirewallG VR!- *BYB M

; *8;5O, [E |ZlmG 30 5^Nm; kEUOY. SafeMail!
-B Simple Mail Transfer Protocol(SMTP)W MIME(Multipurpose Internet Mail
Extensions)& vxUOY.

W.v) 8H (g ANW% gkOb

W.v) 8H (g ANW%!-B 8HsG j!L* 8: @y! kX

W.v)& :5UOY.W.v) 8H (g ANW%!-B w. -b W

b8 kbz 0: .&!L* k`!! kQ .:.& 8b 'X -vM

Firewall; :5Om, $$R v V5O .:.& DDOUOY.W.v) 8

H (g ANW%: I"Q #:.G Vb{N :3J* 18k $8 v}

xN gkI v V@OY. W.v) 8H (g ANW%G |.B gkO

b ,n mI` NMdL:& kX G`KOY.W.v) 8H (g AN

W%8N, Firewall!- fh& /vUOY.

W.v) 8H (g ANW%G bI: Y=z 0@OY.

v TCP W UDP w. :3W

v q%X w.!- -v ND

v 'hQ -q:, KAx k`!, 5p xB -v v| W 6$H gL. T

$; ']Q -v* -q: 8m

v 1T -wOb 'X HTMLN 8m- [:
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&2e h9

IBM Firewall; 8:Ob |! W.v, 8:; LXOB % 5rL GB <

).:.M h9 v)C.& gkOJC@.

h9 Kg.:.

1. q{; $GOJC@.Y=; G`OZ@On:

v NM](Z], +mG FTPnn); W<:OZ@On??

v ;N W.v)G NP; 89 PROZ@On?

v W.v)! kQ \N W<:& &xOZ@On?

2. IP -jW.v) 9'!- W.v)G dzNv& r!OJC@.

v Q 3G 8Hz Q 3G q8H NMdL:! CY% 8:TOn?

v VR! T"! VB -jW. 6:)& vxR v V@On?

3. DNS& gkR f}; a$OJC@. 31dLvG :&6e 5^N L'

-q: 3.;& |6OJC@.

4. safemail& gkR f}; a$OJC@. 41dLvG :&7e SafeMail;
; |6OJC@.

5. SOCKS; gkOAB fl ]:ILA WqTLM* Microsoft jslz

M 0: Socks-Xv ,sLp.! 3!Gn VBv .NOJC@. Socks
gk! kQ $8! kX-B 73dLvG :&11e Socks-v 8:;;

|6OJC@.

6. JdQ gkZ .N /|

v Security Dynamics** ACE/Server**& gkO) gkZ& .NR MLs

i, Firewall #:.! ACE/Server,sLp. Ze& 3!OJC@. 8

H W.v);G Y% #:.! ACE/Server-v Ze& 3!OB M

L YwwUOY.

Security Dynamics ACE/ServerW SecureID** +eG 3! W gk! k

X-B Security Dynamics Technologiesg!- &xOB $8& |6O

JC@.

v AssureNet Pathways** SecureNetKey**+e& gkR MLsi, IBM
Firewallz 05N +e& 8EOJC@.

v )/P m/G gkZ .N f}; gkR fl, IBM eNetwork Firewall
|6-!- )/P m/G gkZ .N f} &x! |Q e; |6

OJC@.

v NETBIOS kE! TCP& gkOAi, gkZ .Nk8N '9H

Windows NT 5^N; =vR IB; 8vOB Windows ,sLp.

Ze& 8:X_ UOY.NETBIOSB gkL _\KOY. '9H

Windows NT -v!B TCP/IP #:. L' W VR! Vn_ Og, L
iz Firewall gL! TCP/IP ,a:L Vn_ UOY. Firewall |.
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ZB Firewallz v9H NT -v gL! kEL ckI v V5O L

i #G ,a; [:X_ UOY.

Y= g|$GH -q:& gkO) L ,a; 3$OJC@.

a. 5^N &nb gkZ .N - gkZ .N; 'Q 5^N &nbG

gk; ck

b. NetBT L' -q: jNe3:. - NetBIOS over TCP/IPL' -

q: jNe3:. ck

W1 D, NT 8: /?.<& gkO) '9 |h& $GOJC@.

7. JM5; gkR 'B #\Q JM T"8N C[X- !! u &Q{

8N 8eJC@.JdQ -q:!- gkGB w.M ANd]! kX

#wX vJC@.

8. NW DO; F+LjOB f}; a$OJC@.F+LjB Windows NT
:IY/ -q:!- :IYH [w; 'Q Ls{N D8TOY.113d
LvG :&15e NW W F+Lj DO |.;& |6OJC@.

W.v) 8: h9 v)C.

IBM Firewall 8:! kQ h9G Q NP8N Y= $8& $lJC@.

F i r e w a l lG #:.m

_________________________________________________________

8H W.v) NMdL:(;N 8H W.v)! ,a)

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

_________________________

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

_________________________

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

_________________________

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

_________________________

q8H W.v) NMdL:(EZR v xB q8H W.v)! ,a)

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

________________________
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I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

________________________

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

________________________

I P VR _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _-jW. 6:)

________________________

slMm _________________________________________________________

slM VR _______________________________________________________

8H 5^Nm _____________________________________________________

8H 5^N L' -v(DNS)G IP VR ____________________________

q8H 5^N L' -v(DNS)G IP VR ___________________________

8H |Zlm -v

______________________________________________________

xk 5^N L'

______________________________________________________

8: ,sLp.G IP VR _________________________________________

x] ,sLp.G I P VR

_____________________________________________

W i n d o w s N T F i r e w a l lG g. p:d.

______________________________________
(L %Z |<!- L& ROOTDIRN p^UOY)

c:\winnt (L p:d.! Windows NT! 3!Gn VB M8N #VUO

Y).

&2e h9 9
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&3e 8: -v W 8: ,sLp. 3$

L e!-B IBM Firewall; 'Q W!H gkZ NMdL:(GUI)N 8: -

vM 8: ,sLp.& 3$OB f}! kX 3mUOY.

8: -v 3$

8: -vB Firewall! kQ 8: ,sLp.G NMdL:TOY. 8: -

vB 8: ,sLp.! 8;B d;; 3.UOY.L -vB Firewall C
:[!- v`Gg NC GB x] C:[! '!OB 8: ,sLp.!

8;B d;; 3.R v V@OY.O\ L -v& 3$_8i, L&

Firewall C:[G ONN #VOJC@.

8: -vG w. x#B Windows n5 <&& 3!Q p:d.! in V

B NT -q: DO c:\winnt\system32\drivers\etc\services! v$KOY.

pz. w. x#B 1014L* 8: -v -q:& _vOm -q: DO;

/fQ Y= 8: -v -q:& gC[Oi 8H; _!Ob 'X L x

#& /fR v V@OY.

8: -vB 3=!B NC C:[G 8: ,sLp.! 8;B d;; v

kR vB sBN8 3$KOY.Jb d;: O#-Gv J@OY. L/

Q IG; /fOAi, mI `!- fwcfgsrv cmd=change& gkOJC@.

localonly=
FirewallL NC C:[8NNM8 |.I v VBv )N& v$U

OY.

localonly=yes
8:: NC bh!-8 _}R v V@OY.LB pz.T

OY.

localonly=no
8:: pg bh!- _}R v V@OY.

encryption
8: -v!- 8H Socket~(ssl); kX vE %LM! O#-Iv

)N& *8@OY.

O#- IGL* sslfile; /fOi, 8: -v -q:& _\Q D Y

C C[X_ UOY.

encryption=none
O#-! On*v J@OY.LB pz.TOY.

encryption=ssl
SSL O#-! _}UOY.

sslfile=
SSL O#-! gkI SSL 0 DOG L'; *8@OY.pz.B

ROOTDIR\config\fwkey.kyrTOY. ROOTDIR: 3! AN<: _!
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IBM FirewallG q% '!N 1CQ p:d.TOY. 0 DO [:

f}! kX-B IBM eNetwork Firewall|6-& |6OJC@.

8: ,sLp.! Firewall C:[! ,aR v xm Y% C:[ s! V

8i fwcfgsrv cmd=list& gkO) localonly=no! 3$Gn VBv .N

OJC@.GQ ,sLp.M -v!- gkGB pn! O!X_ UOY.

6v78N -q: PN; -i! %COm 8: -v -q: sB& !K

O) 8: -v -q:! G`Gm VBv .NOJC@.L8T OAi, &
nG8N !- -q: FL\; N x -/ " -q:G sB& !KOJ

C@.L -q:! G`Gm Vv J8i gC[X_ UOY.

8: ,sLp. (GUI) 3$

IBM Firewall; 3!R ' 8: ,sLp.B Z?8N 3!KOY. 8:

,sLp.B GQ Firewall xL Windows NT C:[! {N 3!Gn )

/PL x] |.& v`R v VT UOY. 8: ,sLp.& C[OA

i, IBM Firewall ANW% Wl!- 8: ,sLp. FL\; N x )#

JC@.8: ,sLp.! C[Gi, Uz Windows NT |.Z h$; g

kO) Firewall! NWBX_ UOY.

{}Q |. gkZ .N; E# Windows NT |.ZM Firewall |.Z8

L 8: ,sLp.& gkO) Firewall8N NWBR v V@OY.

FirewallL 3!H D!B pg Windows NT |.Z! 1w Firewall |.ZN

v$KOY.8: ,sLp.& gkO) 1w Firewall |.Z& gkOB 8

: -v! NWBQ D, JdOi _! Firewall |.Z gkZ L'; $G

OJC@.8: ,sLp.& gkOB Firewall |.Z& $GOB f}!

kX 81dLvG :&12e Firewall!- gkZ |.;& |6OJC@.

u |#E* @0 C:[! kO) NWB C#>a *; 3$OAi, IBM
Firewall 8: ,sLp. FL\; )% D /:; -/, Y=z 0L /f

OJC@. YN !b G; gkO) /:; /fOJC@. E3/v

timeout; 208N /fOJC@.)b- 20: ,aL v`Gb& bY.B

C#(J \'); *8@OY.u |% bhB 108N 3$I v Vm u @

0 bhB pz. *; $CX_ UOY.

JAVA \V!-G pvW $8 vX; u!C0Ai, 8: ,sLp. FL

\; gkOB kE ROOTDIR\cfgcli\guiG ibmfw.bat& G`C0JC@. W

/* \V bOL !IOi, :IL zOHYB !! /GOJC@.

8: ,sLp.NG NWB

8: ,sLp.(NC GB x] C:[! '!)N NWBOAi Y=z 0

L OJC@.

v gkZB Firewall |.ZLn_ UOY
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v Firewall |.Z!TB gkZ .N :4L $GGn Vn_ UOY.86d
LvG :gkZ .N f};; |6OJC@.

v gkZB /$ 8: bI; v`Ob 'Q GQ; !vm Vn_ UOY

8: ,sLp.& kX x] 8: [?C0b

8: ,sLp.& kX x] 8:; [? !IOT OAi, NWBR |.

ZB ]eC Y=z 0: S:L Firewall bh! $GGn Vn_ UOY.

v 8O |.Z! W.v)G 8HJ! Vm Firewall C:[!- 8H NM

dL:& gkOm VYi, WB 8H |.& 'X {}Q gkZ .N f

}8N $GGn_ UOY.(LM: pN ENN 3$I v x@OY).
L gW: NCN Firewall! NWBR fl!5 {kKOY.

v LM qAOT, |.Z! q8H J! Vm Firewall C:[G q8H N

MdL:& gkOB fl!B q8H |.! kX {}Q gkZ .N

f}8N $GGn_ UOY.(LM: pN ENN 3$I v x@OY).

pg gkZ S:: 8: ,sLp.G gkZ /f k- sZ& gkOE

* mI fwuser& gkO) 3$I v V@OY. pg Firewall |.Z!T

B Firewall 3! D 'G pg Je! {}w 3!H sBN &xKOY.

u Z<w Km M8i, 81dLvG :&12e Firewall!- gkZ |.;&

|6OJC@.

x] 8: -v& 'Q yC Nk bB

Y=: x] 8: -v& 'Q Nk bBG yCTOY.

1998b 2y 3O 13:52:15 mr16n18: ICA9005i: x] 8: -v C[_.

Feb 03 13:52:21 1998 mr16n18: ICA2024i: 8H W.v):127.0.08NNM NT&
gkO)
gkZ |.Z! :x{8N .NGz@OY.
Feb 03 13:52:21 1998 mr16n18: ICA2169i: 8H W.v):127.0.0.1NNM NT&
gkO)
x] |. -v! kO) gkZ |.Z! :x{8N .NGz@OY.

&3e 8: -v W 8: ,sLp. 3$ 13
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&4e 8: ,sLp. gk

W!H gkZ NMdL:N 8: ,sLp.& gkX- IBM Firewall; 8

:Om |.OJC@.

3= IBM Firewall; 3!R fl NC C:[!- 8: ,sLp.NNM

G d;; ^FiL5O 3$KOY. W/*, Y% bh! 8: ,sLp

.& 3!O) x]8N Firewall; |.R v5 V@OY.L! kQ $8

B 11dLvG :8: -v 3$;; |6OJC@.

/$ v*(locale)G pnN C[R 8: ,sLp.& 3$OAi, IBM
Firewall 8: ,sLp. FL\; )% D, /:; )#JC@.YN !b

G; gkO) /:; /fOJC@. pz.N, #:. C:[G NIOL

gkKOY. IBM Firewall: Y=z 0: /$ v* pn& vxUOY.

v en_US -L9 5n

v ja_JP -O;n PC

v ko_KR - Q9n

v zh_CN - #< _9n EUC

v zh_TW - $< _9n (Big 5)

v fr_FR - Rn

v it_IT - LB.n

v pt_BR - jsz wg.%n

v es_ES -:dNn PC

8: ,s.p.& gkOb 'X-B 6l:! JdUOY.

5r; \_B 8: ,sLp. Vd PN s\ Y3! '!X V@OY.

bI! kQ $8& 8Ai 5r;; )#JC@.

8: ,sLp.N NWBOB f}

1. NWB /|! kX Firewallz ?OQ bh! V8i, NC; 1COJ

C@. NC: pz.TOY.G Y% Firewall; x]8N W<:OmZ

OB fl!B x]; 1COJC@.x]G fl #:.m; TBX_

UOY.

2. 8O x] NWB; 1C_Yi, NWBR Firewall bhG #:.m G

B IP VR& TBX_ UOY.

3. Firewall! n2 O#-! gkGBv! {s SSL GB x=; 1COJ

C@.,sLp.! kX NC! kQ pz.B x=Lm x]! kQ p

z.B SSLTOY.

4. Firewall |.Z* Windows NT |.ZG gkZ L'; TBOJC@.

5. -v! ,akbOm VB w. x#& TBOJC@.pz.B 1014T
OY.
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6. peG fl, NWBOm VB Windows NT FirewallC:[; 8:OA

i, #:.& 1COJC@. #:. |.N, |.ZB Q x! O*G

Firewall; NCN GB x]8N ;ER v V@OY. AIX FirewallG #

MAsLn Firewall |.(EFM)! kQ #MAsLn& 1COJC@.

7. NWBQ D! gkZ .N ^<v& 8T Gg O# TBL gkZm

! kX 3$H gkZ .N f}O fl, L& TBO5O ARA.K

OY. O#! kQ ARA.! %CGi, gkZ @d Je! O#& T

BQ D Enter 0& )#E* BN; )#JC@. 20 O#& TBO

i, ^<v! %CKOY.]b& )#m NWB AN<:& gC[OJ

C@.O#& TBOsB ^<v! *8*v J8i gkZ .N f}L

pN ckO v V@OY. L1 fl! oC IBM Firewall 8: ,sL

p. PN; rT KOY.

8. :x{8N gkZ& .NQ fl!B V 8: PNL %CKOY.

W2 4. 8: ,sLp. NWB PN
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WqTLG ..

8: ,sLp.B 17dLvG W2 5!-M 0L ^J! `RI v VB .

. /|G WqTLG vx; !vm V@OY.

8O L .. X! ke GB bIG WqL V8i, DO zu FL\L k

e ^J! *83OY.-jbI; 8b 'X-B FL\; N x -/-

W 8b& .eC3 v V@OY. FL\; YC N x )#i, L keG

8b! YC x!G 8bN "|OY.

)% pg bI: 1CH M8N #VGm -6%CKOY. @%J! V

B " 8b& /fOv Jm ke& .eC0Em "; v V@OY..e

H ..! gk !IQ vw x#; JzOi, :)Q Y! WqTLG .

. @%J! *83OY. bIm _!- WqTLG ..! Bv JB M

L V8i, vr :)Q Y! *83OY.

W2 5. 8: ,sLp. WqTLG ..
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Vd PNsG O] G3

f8 %C'! 17dLvG W2 5!- 8mL Y=z 0: < 3G \_!

*83OY.

5r;

5r; \_B 8: ,sLp. Vd PN s\ Y3! '!X V@

OY.5r;; -/- IBM Firewall; !.M- v`C0B f};

KF8JC@.

gkZ H;-

gkZ H; \_B 8: ,sLp. Vd PN s\ Y3! '!X

V@OY.gkZ H;& -/- L RA.+G bG0; 8JC@.

|6 |6 \_B 8: ,sLp. Vd PN s\ Y3! '!X V@O

Y. |6& -/- L RA.+G bG0; 8JC@.

V PN! %CI b8 v0: Y=z 0@OY.

VE VE \_B 8: ,sLp. Vd PN O\! '!X V@OY.

VE; -/- !e VYG f8& 8JC@.

NW@A/NWB

NW@A/NWB \_B 8: ,sLp.G s\ @%J 8.! '

!X V@OY.LB g,a \_TOY.NWB x-& gC[X-

Y% FirewallN ,aOE* GB Y% |.ZN NWBR v V@O

Y.

NW@AOAi, NW@A& )#m, NWB PN W @k ANW%

!- kR& )#JC@.

NW %Cb

NW %Cb \_B 8: ,sLp.G O\ @%J 8.! '!X

V@OY.LM8N Firewall NW& jslnR v V@OY.

L| L| \_B 8: ,sLp. Vd PN O\! '!X V@OY.

L|; -/- L| f8& 8JC@.

f8 %C

19dLvG W2 6!-M 0L Vd 8: ,sLp. "G O\ @%J =

G!- C:[ NW pOM! GX }:H f8 9Ze& < v V@OY.

%CH f8B ROOTDIR\config\syslog.conf! $GH 9x0 f8 NW b

I! GX D0GB DONNM rn}OY. f8 NW bIL $GGv

J8i, xi -iL %CKOY. f8 NW bI; $GOB % Vn 5

r;; 8Ai, 114dLvG :NW bI _!;& |6OJC@.

PN: f8 DOG L'z W DO!- vg %CH ` x#& 8)]O

Y. VE; -/ !e VEG f8& < v V@OY. L|; )#i, L

| f8& < v V@OY.
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%CH " `: f8G /%M C#, f8! _}Q FirewallG #:.m, f

8 ^<v BW, W.m f8 ^<vG X:.& 8)]OY. BWB f8

/|; *8@OY.

NW %Cb

NW %Cb& )#i, 20dLvG W2 7! %CH kN NW %Cb "L

%CKOY. NW %CbN Firewall NW 9Ze& < v V@OY. NW

DOz 9Ze hv(pz.B 25)& v$R v V@OY.

pz. NWB ROOTDIR\config\syslog.conf! $GH 9x0 Firewall NW

bI! GX D0GB DOTOY. DOm JeG .-Yn ^:!- Y%

q% NW DO; 1COE* GB -wR DOG L'; TBR v V@

OY.

/$ C[ sN; d;OAi, W 7G Je! sN x#& TBQ D C[

R sN:; )#JC@.6v7G )/ sN; d;OAi, DOG G F!

! %CGn VB F!J; )#JC@. Y=: DOG Y= sN <.N

x`UOY. L|: DOG L| sN <.N G9F)OY. 'J: D

OG G 'N )OY. 9& <) %CO), 1C{8N Firewall NW& P

; v VB X:.N .eR v V@OY.

NW DO, bI, pOM W f8! kX u Km M8i, 113dLvG :8

: ,sLp.& gkQ NW DO [: W F+Lj; W 103dLvG :&

14e Firewall Nk pOM;& |6OJC@.

W2 6. f8 p:C9L
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b8 G3

#b JeB ON PNG ^J 8. Y3! '!X V@OY.#b :.5

; TBOm #b& )& v V@OY.

YvG 8: ,sLp. k- sZ! %CI Y% v0: Y=z 0@OY.

{k {k; -/- L| PNG Je! v 1C; TBOE* GB PN

!- /fQ ;k; zeOJC@. {k \_N "L gsvvB J

@OY.

\_ \_& -/- PN O\8N !JC@.

kR kR& -/- /fH ;k; zeOv Jm "; ]8JC@.

]b ]b& -/- "; p:C9L!- h&OJC@.

9g 9g \_B uNn Wq; .:.! _!R ' C#; }`X ]O

Y. .:.!- Wq; 1CQ D 9g& -/- 1CH Wqz q

AQ Wq; [:OJC@.1CH Wqz qAQ Wq; [:Ob

'X 9g& )#i, .:.G 1CH Wq!- Je *; 9gOB

uNn WqL -3OY. W/i, uNn Wq! JdQ kN Je

*; /fR v V@OY.

h& h&& -/- .:.!- 1CH Wq; h&OJC@.

F!N L?

.:.!- Wq; 1COm F!N L?; -/- .:.!-G W

qG sk{N '!& F!N 7_JC@. )& '6Y WqL Q

'! F!N L?UOY.

W2 7. NW %Cb
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'N L?

.:.!- Wq; 1COm 'N L?; -/- .:.!-G Wq

G sk{N '!& 'N C.JC@. )& '6Y WqL Q '!

'N L?UOY.

.N .N; -/- /f ;k; zeOm "; ]8JC@.

-b .:.!- Wq; 1CQ D -b& -/- W Wq; 8E* /f

OJC@.uNn Wq; _!OAi, .:.!- ET Wq; )%

D -b& )#JC@.

VE m'

VE m'; -/- Firewall!- %LM& YC W<:Om PN!

- %LM& YC %COJC@.

h& h&& -/- 1CH Wq; .:.!- h&OJC@.L 6!B

\v .:.!- Wq; h&UOY. L 6!B WqL $GGn V

B Y% '!! 5b; Vv J@OY.

1C 1C; -/- L bI! kX /?Q D8 WqG .:.& W<:

OJC@.

'N 'N& -/- PN s\8N !JC@.

x? Je

YvG 8: ,sLp. k- sZ! %CI xk JeB Y=z 0@OY.

bB C[Q mIL x`T! {s x` $8! )b! *83OY.

L' L Wq! kQ L'; &xOJC@.L Wqm: Firewall!- L

/$ bI! kX m/X_ UOY.L'!B DLA b#(|), \O {

H%(GB nw:.NG) .Z(’), GB L_ {H%(″) .Z& wTR

v x@OY.VDOi, LB SMITM DO P. .ZN gkGb '

.TOY.L1 .Z& gkOi EZR v xB %LM& J!R v

V@OY.

3m L JeB 1C{Lg L Wq! kQ V.L* GB _! $8& &

xOm M; ' gk !IUOY.

m/ /!

8: ,sLp.G )/ !v m/ /! _!- Km Vn_ R ML n !

v V@OY.

Windows 95GB Windows NT 8: ,sLp.G fl, VR 1024 H? x
768 H?G Xs5!- 8: ,sLp.! !e G"w 8TOY.

8O :I &n& kX x`Ob 'X ^J 6l: \_& )#m 6l:

\_& X&Ov J: sB!- 6l:& Y% '!N _x xi, :I &
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n! hSKOY.L& $vC0b 'X-B ^J 6l: \_N :I &

n fb -l% _ O*& )#JC@.

SSL; gkO) aS{8N N x Ls |#T Firewall! NWBOB fl

!B ,aL ENKOY. 8: ,sLp.& >aOm gC[OJC@.
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&5e IBM Firewall C[

L e!-B IBM Firewall 3$! JdQ b; 8: \h& &xUOY. )

b!-B 8H NMdL:& $GOB f}, 8H T$; a$OB f} W

W.v) @j'.& $GOB f}! kX 3mUOY.

b; 8: \h

b; IBM Firewall 3$:

1. IBM Firewall 3$; h9OJC@.Uz gkOAB FirewallG bIz x

OB gk f}; a$OJC@. Y= =GL 5rL I MTOY.

v 1dLvG :&1e IBM Firewall R3;

v 7dLvG :&2e h9;

v 55dLvG :h9 mAgW;

2. n@ NMdL:! 8H W.v)! ,aGBv& Firewall! K.JC@.

FirewallL &kN [?Gb 'X-B 8H NMdL:M q8H NMd

L:! Vn_ UOY.8: ,sLp. WqTLG ..!- C:[ |

. zu& -m NMdL:& -/ Firewalls! VB W.v) NMdL

:G .:.& 8JC@. NMdL:G 8H sB& /fOAi, NM

dL:& 1COm /f; )#JC@. u Z<w Km M8i, 24dL

vG :W.v) NMdL: v$;; |6OJC@.

NM]! ,aR fl!B ISPN ,tO) nOH Firewall q8H NM

dL: IP VR& ^8JC@.

3. C:[ |. zu!- 8H T$ k- sZ& W<:O) O] 8H T

$; 3$OJC@. O]{N Firewall 8:G fl:

v DNS 68G BN

v q8H NMdL:! kQ jNe3:. ^<v EN

v q8H npM! kQ SocksEN

u Z<w Km M8i, 25dLvG :8H T$; $GOb 'X 8:

,sLp. gk;; |6OJC@.

4. 5^N L' -q:M |Zlm -q:& 3$OJC@.8: WqTL

G ..G C:[ |. zu!- L/Q bI! W<:OJC@. Uz,
31dLvG :&6e 5^N L' -q: 3.;& |6OJC@.

5. 8: ,sLp. WqTLG ..G W.v) @j'. bI; gkO)

Firewall! kQ W.v)G Vd dR& $GOJC@. W.v) @j

'.B Firewall; kQ kE; &nUOY. Y= _d dR& W.v)

@j'.N $GOJC@.

v FirewallG 8H NMdL:

v FirewallG q8H NMdL:
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v 8H W.v)

v 8H W.v)sG " -jW..

v XgGB fl, SDI -v W NT 5^N -v! kQ #:. W.v)

@j'..

u Z<w Km M8i, 27dLvG :W.v) @j'.;& |6OJ

C@.

6. Firewall!- -q:& [? !IOT OJC@.LB 8H W.v)G g

kZ! q8H W.v)(SocksGB AOCM 0:)& W<:R v VB

f}TOY.8vGB -q:B h9 \h!- ;0 a$! {s ^s}

OY.-q:& 8vR ' /$ /|G kE; ckO5O ON ,a 8

:; 3$X_ OB fl! V@OY.9& in, 8H gkZ! HTTP
AOC& gkX- NM]G %!- Z/ST L?OT OAi, FirewallG
HTTP AOC pU; 8:OB MS8 FOs HTTP kE.; ckOb

'X ,a5 3$X_ UOY./$ -q:& vxOB ,a 3$ f}

! kX-B 55dLvG :&9e -q: 9&;& |6OJC@.

7. Firewall gkZ& 3$OJC@.FtYne % W<:M 0: bIL*

Firewall |.Z!T gkZ .NL JdR fl, Firewall! Li gkZ

& $GX_ UOY.u Z<w Km M8i, 81dLvG :&12e
Firewall!- gkZ |.;& |6OJC@.

8. gkZ .N! Windows NT 5^N O#& gkOAi, gkZ .N; '

X '9H Windows NT 5^N; =vOm NETBIOS kE! TCP& g

kR IB; 8vOB Windows ,sLp. Ze& 8:X_ UOY.

NETBIOSB gkL _\KOY. '9H Windows NT -v!B TCP/IP
#:. L' W VR! Vn_ Og, Liz Firewall gL! TCP/IP ,

a:L Vn_ UOY.Firewall |.ZB Firewallz '9H Windows NT
-v#G RkL ckI v V5O Li#G ,a; [:X_ UOY.

9. W.v) VR //; gkR fl!B Uz ISPN ,tO) )/ VR

& O*G VRN //R ' gkR nOH NM] VR& ^8JC@.
W1 D NAT 8: _! PNN !- Y-k-O IP AddressJeG nOH

NM] VR& _!OJC@. Z<Q ;k: 121dLvG :&16e W.

v) VR //Ob;& |6OJC@.

L/Q \h& v`OB M: b; Firewall 8:; 3!O) G`OB % 5

rL KOY. IBM Firewall: W.v)G 8H; 8eX VB C:[ NW

M 0: b8 bI; &xUOY.u Z<w Km M8i, 113dLvG :&

15e NW W F+Lj DO |.;& |6OJC@.

W.v) NMdL: v$

L %!-B 8H W q8H NMdL:, W.v) W #:.#; 8PUO

Y.8H NMdL:B 8#OAB ;N W.v)! VB #:.G W.v

)N IBM Firewall #:.& ,aUOY. FirewallL [?GT OAi O*

LsG 8H NMdL:! Vn_ UOY.q8H NMdL:B IBM Firewall
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; O* LsG \N W.v)* NM]8N ,aUOY. IBM Firewall!
B O* LsG q8H NMdL:! Vn_ UOY.

8H NMdL:& kX "SH pg W.v)B 8H W.v)N #VK

OY. 8H NMdL:! "SGn VB YgQ -jW. #; 8POA

i Expert JM T"; gkO) IP VR* VR 6:)& bX8N ?OQ

NMdL: s! VB )/ -jW. #G W<:& ENOE* ckOJ

C@.

8H W q8H NMdL:& v$OAi 8: ,sLp. WqTLG .

.G C:[ |. zu& gkOJC@. KAx pg NMdL:(npM)
! %CGm 8H GB q8H8N D0KOY.

/$ NMdL: JM5; v`Ob |! " NMdL:! kO) L';

&xX_ UOY.

8H GB q8H8N W.v) NMdL:& .NOAi, Y=z 0L O

JC@.

1. NMdL:& 1COm /f; )#JC@.

2. JdQ kN ]9OJC@.

3. ]b& )#JC@.

NMdL:& 8H GB q8H8N 8POm W NMdL:! GLVB L

'; N)OAi -b& )#JC@. L L': /$ NMdL: JM5

; 'Q JM!- gkKOY.

8H T$; $GOb 'X 8: ,sLp. gk

IBM Firewall; 8:OB ML 3!C O]{N 8H T$! XgR fl m

AX_ R 9x0 gW.

IBM Firewall: 26dLvG W2 8!-M 0L 8H T$; 3$R ' 5r

L GB k- sZ& &xUOY.
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8H T$ PN! kX ;u P@OAi 5r;; )#JC@.

8H T$: |.Z! Firewall! kQ blanketT$; |#m 1T 3$R v

VB f}; &xUOY. 8H T$ "! %CH kNPG .Nu: Firewall
!- vEH pg W.v) kE.! {kI /$ g|$GH -q:& 1

CR v VB |% fN& &xUOY.9\B \xw !C{ Z]z !C

{ FTP& [? !I GB R!I8N 8ib 'X ?[OB !C{ AOC

1CTOY.

8H T$; 1COi, FirewallL 0:-Gn_ OB JM T"; 8`UO

Y.Firewall: 1CH -q:& [? !IOT O) Li; |*!- gk

R v VT X ]OY.

W2 8. 8H T$
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g|$GH -q:! |CH .Nu; 1COm .N; )& '6Y L1

/fgW; ,a 0:- "; kX 0:-CQ_ UOY.!C{ AOC 1

C: g|$GH -q:! SOv Jb '.! 0:-C3 Jd! x@O

Y.g|$GH -q:G .:.B 66dLvG :g|$GH -q:;& |

6OJC@.

gkZG gL.! kQ 8H T$; ]5OB S:; 1CR v VB Y

=z 0: !KZ:! *83OY.1CH S:: IBM Firewall gJ! V

B pg VR! {kKOY.

v DNS 68G BN; 1CX- 5^N L' -q: P. d;z @d; c

kOJC@.

v SafeMail; 1CO) |ZlmL Firewall; kzR v V5O OJC@.

v q8H NMdL:NG jNeI:. EN& 1CO) q8H w.!-

jNe3:. ^<v! vEGv JT OJC@.FirewallG q8H NM

dL:! NM]! ,aGn V8i, L -q:! Firewall!-G Nkg

; YLB % 5r; Y v V@OY.

v q8H npMNG Socks EN& 1CO) q8H W.v)NNM

FirewallN SockskE.L in !B M; 78JC@.

v 8H NMdL: >a(panic)& 1CX- 8H NMdL:& v* Firewall
N in!m *!B pg kE.; 78JC@.LB qsk8N8 gk

KOY.

v IP fNv$ Kg(pvW8)& 1CX- n2 NMdL:& ED-g

FirewallN in!m *!B pg kE.; ckOJC@.L .NuG *

; /fOB fl .N; -/ *; zeOm ,a 0:- "; kX 0

:-X_ UOY.L -q:& gkOi Firewall! kX 8H kbL /

_I v V@OY.FV 6I:4T L& gkOJC@.

v Z] gk !I; 1CO) !C{ AOC Z]; ckOJC@.

v FTP gk !I; 1CO) !C{ AOC FTP& ckOJC@.

W.v) @j'.

W.v) @j'.B #:., W.v), slM, !s 3N W.v) GB g

kZM 0L W.v)! 8gOB 8:dRi; *8@OY. W.v) @

j'.B ,a [:C -q:G b_v W q{v VR& v$UOY.

@j'.B L', FL\ %v, /|, W.m 3m8N D0I v V@OY.

W.v) @j'.!B )/ !v /|L Vv8 #:.M FirewallL !e

O]{TOY.IBM Firewallz T2 @B pz. W.v) @j'.B ″The
World″ TOY. LB pg !IQ IP VR& wTOB [Nz @j'.T

OY.W.v) 8: v)C.& Y $|8i (8dLvG :W.v) 8:

h9 v)C.; |6) @j'. 8` Xq! OaH MTOY.
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\O GB Wl @j'.& [:R v V@OY. pg W.v) @j'.

! O*G IP VRM VR 6:)(-jW. 6:))N $GGGN Q @j

'.! $|'Q W.v) VR& *8> v V@OY.

W.v) @j'.& $GOb 'X 8: ,sLp. gk

\O W.v) @j'.& $GOAi 8: ,sLp. WqTLG ..!

- W.v) @j'.& 1COJC@.W.v) @j'. k- sZ! *

83OY.ET& N x )#JC@. 28dLvG W2 9!- 8)VB Y

M 0L W.v) @j'. _! k- sZ! *83OY.

1. @j'. /|; TBOJC@.@j'. /| -l%& -/ [:R v

VB @j'. /|; 8JC@.:IsG L/N NX, #:. /| @

j'. kE! W.v) /| @j'.& [:OB ML u A@OY.

[:R v VB @j'. /|: Y=z 0@OY.

v #:. - 255.255.255.255G 6:)& !x W.v)sG /$ ke.

v W.v) - VR |'M /$ -jW. 6:)N /!vnvB W.v

) VRG }U{ |'.

v Firewall - FirewallL 3!Gn VB 255.255.255.255G 6:)& !x \

O C:[.Firewall W.v) @j'.8L IBM GB v? MNG q

%! I v V@OY.

W2 9. W.v) @j'. _!
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v slM - Q LsG W.v) gL!- kE fN& v$OB

255.255.255.255G 6:)& !x #:..

v NMdL: - 255.255.255.255G 6:)& !x C:[sG W.v) n

pM.LB Firewall! VB npMO JdB x@OY.

2. @j'. L'; $lJC@.

3. 3m; $lJC@.L JeB 1C{TOY.

4. L @j'.! kQ !P. - Jxv IP VR& TBOJC@.

5. VR! VB q.& v$OB -jW. 6:)& TBX- IP P6G V

RM q3OJC@.

6. .N; )#JC@.

W.v) @j'. Wl

Wl: W.v) @j'.G }U; *8@OY.Wl: ,a; 3$R k

m.O5O gkGg, ]9GB [w; xY v V@OY.9NB ""L W

.v) @j'.N %vGB ON VR& O*G N-& *8;B W.v

) @j'. Wl8N Wl-OB ML V@OY.L N-B ,a! kQ

b_v GB q{v VRN gkI v V@OY.

W.v) @j'.G Wl; $GOAi, 8: ,sLp. WqTLG ..

!- W.v) @j'.& 1COJC@. W.v) @j'. k- sZ!

*83OY.ET Wl; N x )#JC@.W.v) @j'. _! k-

sZ! *83OY.

1. Wlm; $lJC@.

2. 3m; $lJC@.L JeB 1C{TOY.

3. 1C; -/ Wl! kQ @j'.& 1COJC@.

4. .N; )#JC@.

y.: !IR 'B p&gv N" VR |'& \O W.v) @j'.! w

TC0B ML YwwUOY. LB ,a T" 3.G :I; bsC

5OY.Y= 9&B L& 3mUOY.

ACCOUNTING DEPARTMENT
Kevin's machine 191.1.10.1
Susan's machine 191.1.10.3
Helen's machine 191.1.10.5
Peter's machine 191.1.10.7
Bob's machine 191.1.10.9

L ACCOUNTING DEPARTMENT! kQ W.v) @j'.& [:

OAi, L Wl! kQ IP VR $8& -jW. 6:) 255.255.255.
0G 191.1.10.08N TBOJC@. ACCOUNTING DEPARTMENTN L

W.v) @j'.B ,a! kQ b_v GB q{vN gkI v V

@OY.

&5e IBM Firewall C[ 29



Firewall 8: iw

Firewall: 8: DO pN& ROOTDIR\config! zeUOY. Firewall DO

; 8N iwOv Jm Fi rewal l 8:8; iwOmZ OB fl ,
ROOTDIR\config p:d.G ;k |<& iwOJC@.

iwGn VB Firewall 8:; 9xOmZ OB fl, ROOTDIR\config p:

d.G b8 DO; pN h&Om, DOiG iw v|; 9xOJC@.

9xH 8:L ?B; _VOAi, JM T"; g}:Om 0:- CQ_

R MTOY.

Vd Firewall 8: DO: Y=z 0@OY. )b! *-H DOiL pN

Firewall sG \config p:d.! in Vv J; v5 V@OY. Firewall
8: DO kNPL X:. m}bN -wL !IQ \xQ X:. DOL

v8 Li DO; w" m}OB M: vxGv J@OY.

v carriers.cfg -#bb ][Z $G

v cfgfilt.output

v explode.cfg

v filters.active -JM5L 0:- Gn VBv& *8@OY.

v fwadpt.cfg - W.v) NMdL:! kQ $G

v fwconfig.map -8: DO L'; !vm V@OY.

v fwconns.cfg -JM ,a $G

v fwfilters.cfg - vg 0:- Gn VB JM

v fwhttp.cfg - HTTP AOC 8:

v fwmail.conf - SafMail 8:

v fwobjects.cfg -W.v) @j'. $G

v fwpolicy.cfg - 8H T$ IG

v fwrules.cfg - JM T" [C.. $G

v fwservices.cfg --q: $G

v fwsocks.cfg -8: ,sLp.NNMG Socks 5T"

v fwtdefn.conf - f8 $G

v fwtpproxy.cfg - !C{ AOC $G

v fwusrdb.cfg - FirewallgkZ %L8#L:

v logmgmt.cfg -F+Lj $G

v modems.cfg -p) $G

v pager.cfg -#bb $G

v rcsfile.cfg - 8: -q: E3/v

v Socks5.conf -}:H Socks 58: DO

v Socks5.header.cfg -}:H Socks5.conf!- gkZ! &xOB NP

v syslog.conf -NW bI $G
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&6e 5^N L' -q: 3.

L e!-B IBM Firewallz |CX- 5^N L' -q:(DNS)& 8:OB

f}; 3mUOY. DNSG q%B 8H W.v) [! VB #:.!T

B n0Q $85 &xOv J8i- 8H W.v) ;! VB #:.!T

B O|Q 5^N L' -q:& &xOB MTOY.L8T Oi 8H W

.v) ;! VB gkZi: NM]L &xX_ OB pg -q:& W<

:R v V@OY.W/*, 8H W.v)! kQ $8& )3Ov xOT

T8Na 'TZ! x]R D;MG '!& #B M; u nFT UOY.

L& Lgb 'X-B 33G 5^N L' -v! JdUOY.

1. O*B IBM Firewall!-

2. O*B 8H W.v) ;!-

3. O*B 8H W.v) [!-

DNS! IBM Firewallz [wOB f}! kX-B 31dLvG W2 10; |

6OJC@.

Firewall: 8H W.v)& 'Q L' -vM q8H W.v)& -q:O

B Mi#G TL.~LN- [kO5O 8:KOY.FirewallG *R! k

Q xD knB 33 |k L' -vN%, LB FirewallG DNS ZE: n

0Q %L8#L:5 wTOv Jb '.TOY.

31dLvG W2 10B FirewallG *R; 8)]OY.Firewall: Z< k5N

L'; P.R Jd! V; '6Y, 8H x L' -v!T /@OY. 6

8! FirewallL |^Gi p&g YC 68& q8H L' -v!T |^U

OY.

8H W.v)sG ,sLp.! 8H x $8! kX 08i, @dOB 8

H x DNS!T d;; 8@OY.?OQ ,sLp.! q8H x $8!

kX 08i, ?OQ 8H x DNS!T d;; 8@OY.68! q8H $

8! kQ MLb '.!, 8H x DNS! @dR v x8g {s- Firewall

W2 10. DNS
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! 68& |^UOY.q8H DNS! Firewall! d;; |^X_ OB f

l!B, W d;L q8H DNS 5^N! |^I MLm {s- n0Q N

(Q $85 kbGv J@OY.

8: ,sLp.& gkX- DNS 8:

DNS& 8:OAi 8: ,sLp. WqTLG ..!- C:[ |.& 1

COJC@. DO zu& N x -/- 8b& .eOJC@.5^N L

' -q:& 1COJC@. IBM Firewall: gkZ! /fR v VB vg

DNS 8:; %CUOY.

V: DNS& _!R ' Firewall: b8G pg 5^N-L' -q: 8: D

O; zeOm gmmUOY.

1. 8H 5^N L' JeB FirewallL N{] #:. m! 7NR 5^N

m; D0UOY.

2. 8H 5^N L' JeB IBM Firewall! GX NM]8NNM 8#GB

#:.! kQ L' W IP VR& P.OB -v& |6UOY.!P.

Jx IP VR& TBOJC@.VRi gLB xi8N 8POJC@.

3. q8H 5^N L' -v JeB )/PG -q: &xZ! &xOB -

v& |6O) q8H W.v)! kQ $8& P.UOY.!P. Jx

IP VR& TBOJC@.VRi gLB xi8N 8POJC@.

V: L' -v! Jb-R ', 68& 8; g. L'-vG .:.& .8

UOY.kNPG 8v!- L .:.& ^p.! 8/UOY.W/*

MircosoftG 8v!-B L .:.& 8: DO! YC 9OY.W8Y

m X- L' -vG `?L /fGB M: FO*, q8H L' -v

Je! %CGB *L /fKOY.LB F$R OL FUOY.

W2 11. 5^N L' -q:
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8H L' -v 8:Ob

Firewall! LP.H 68& |^Ob 'X 8H L' -v! 8:Gn_ U

OY. %X BIND 8vN fl!B, Y=z 0L forwardersmI.z cache
mI.; 8H L' -vsG boot DO! _!OJC@.

forwarders aaa.bbb.ccc.ddd
cache . named.cache

Firewall; vCO5O 3, DO, named.cache& [:OJC@.

. 99999999 IN NS Firewall.private.com
firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

)b- private.com: 8Hx8NNM gkH 5^NmLg aaa.bbb.ccc.dddB
FirewallG IP VRTOY.

L! uO), DNS %L8#L:! FirewallG #:.m; _!OmZ R v

5 V@OY.L1 D8N )/PG gkZiL IP VR kE! FirewallG
#:.m; gkO) FirewallG Socks-v, HTTP AOC, Z] AOC W

FTP AOC& W<:R v V@OY.L& 'X DNS W BINDG & 4e!

- bzH kN 23G _! \h! JdUOY.%! kX u s<Q M:

|m .e; 8JC@.

Uz A 9Ze& 5^N %L8#L: DO! _!OJC@.

firewall.private.com IN A aaa.bbb.ccc.ddd

W.m *- * #b DO! PTR 9Ze& _!OJC@.

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.

8H W.v)& 'Q DNS& gkOv JB fl, FirewallL Zb ZEG

$8& )|w P.R v Vn_ UOY.$s fl! kX bzH kN

Firewall; 8:OG, 8H L' -v Je! FirewallG 8H NMdL:& *

-OJC@.W.m *- c:\winnt\system32\dns\boot! Y= `; _!O

JC@.

primary ccc.bbb.aaa.in-addr.arpa c:\winnt\system32\dns\fwnamed.rev

W.m *- Y=z qAOT fwnamed.rev& [:OJC@.

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (
9 ; wD
86400 ; 1 O LD VE m'
300 ; 5 P LD gC5
654000 ; 1 V LD 8b
3600 ) ; VRQ 1 OG TTL

ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.
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8H ,sLp. 8:Ob

FirewallL FOs 8H L' -v! 68& 8;5O 8H W.v)sG ,

sLp.! 8:Gn_ UOY.LB n0Q 8H x $85 FirewallG ^

p.; 3,! 8|Gv JTOb '.! _dUOY.GQ, 68! 8H x

8NNM q8H x8N 68& |^OB O; v]Ov JBQ FirewallL
,gGv Jb '.! FirewallG v)Ne& }(C5OY.

8H W.v)& 'Q DNS& gkOv JB fl, ,sLp.! ZEG L

' -vN- Firewall; vCX_ R MTOY.

xx! -q: _%Ob

9: 6wiL NM] k_!T /$ -q:& _%Ob xUOY.qO n

2 /|G TCP/IP -vg gkI v V; vs5, L1 -q:i!B >>

|Zlmz % -v! wTKOY.W/Q -q:i; gk !IOT OA

i, 5^I v VB W.v)s! -v& h!X_ RS8 FOs, xk DNS
M W -v& *-O) gkZ! CY% $8& .8R v VT X_ UO

Y.

L& :kOB %B N !v f}L V@OY.-q: &xZ! Wi 5^

NG ONN- (W/GN L' -vs!) )/PG -v& *-OE*, )/

PL ZEG L' -v& &xOm L& NM]! nOX_ UOY. )/

PG NM] -q: &xZ(ISP)! )/P; 'X L -q:& &xOB m

L N@ 1@OY.L IG; m& v VYi, )/PL xOB #:.mz

I P VR& &xR Jd! V@OY.9& in , xk % -v&

www.public.com8N nkOm W IP VR! 50.100.150.200Li, ISP!T

50.100.150.200N www.public.com; *-O5O d8R Jd! V@OY.

L! uO), |Zlm; vEOb YuYi ISP!T )/PG Firewall; )

/PG xk e-mail 5^N; 'Q Mail ExchangerN *-O5O d8X_ U

OY.ISPB #:.m(gateway.public.com), IP VR(50.100.150.201)W.m )

/PL |Zlm; vEOmZ OB 5^Nm(public.com); K Jd! V@

OY.

ISP! )/P; 'X L/Q -q:& &xOAm Ov J8i, )/P :

:N L& `O)_ UOY.)b- YC N !v _! 1C gWL V@

OY. )/PG DNZ! DNS& h!OE* $: )/PG Firewall; W L

' -vN gkR v V@OY. Ww! u; %L8#L: DOL )/P

G 8H W.v)! kQ n0Q $85 wTOv Jb '.! FirewallG g

kL _! 8H 'h; /_Ov J@OY. 8|I /OQ $8B )/P

L &xObN 1COB xk -q:! |Q MTOY.

DNS -v 3$! |CH <NgW: |m .e! *-Gn VB DNS W

BINDG & 4e! in V@OY.JdOYi L| eiz 6y!vN W e

; ]eC Pn < M; GUOY.DNS -v& 3$OB O: aZ gR
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Q OL FOg 'NB |.!!T CbB ML V1TOY.W/Q |.

!! VYi, W |. bzG 0k; xvOT mAOJC@.

Z<Q ;k: 35dLvG :8: 9&;& |6OJC@.

Microsoft G DNS -v 3!

MicrosoftG DNS -v& 3!OAi, &nG8N !- W.v)& )#m, -
q: G; )#m, _!& )% Y= Mircosoft DNS -v& 1COJC@.

3! CDROML JdUOY.

DNS .& __ W v.

IBM eNetwork Firewall|6-!B Firewall me __ v.! |Q eL i

n V@OY.W e! DNS .&! kQ =GL V@OY.L =G:

nslookupmI; gkO) DNS C:[G eV <WU.& D0OB % k

Q &H; &xUOY.

8: 9&

L }!-B FirewallL gkGB 8: 9&& 8)e3OY. Li 9& k

NP: DNS 6[! JdQ 8:! VN P!; B_z@OY@232EL 9

&iL )/PG W.v)& ]5Q ML FOGN, " 9&& _ LXOm

{}Q 3d; )/PG /$ 3!! {kOJC@.

9 1: q8H NMdL: s!- DMZG DNS -v

9x0 9!-B 35dLvG W2 12!-M 0L, q8H W.v) ;! '

!Q DMZG L' -v& 6[OB% JdQ DOi; 8)]OY.

W2 12. q8H W.v) ; DMZG L' -v
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L W2:, 8H NMdL:! fw.private.comLm q8H NMdL:!

gateway.public.comN 30 W.v) private.com; 8)]OY. 8gG DMZ
B q8H NMdL:! "SGn V8g, L' -v dns.public.com, FTP -

v ftp.public.comW % -v www.public.com; !vm V@OY. L C*.

@& 8vOb 'Q dns.public.comsG DOi: Y=z 0@OY.

db.public

public.com. IN SOA dns.public.com. admin.public.com. (
1 ; OC x#
10800 ; 3C# D VE m'
3600 ; 1C# D gC5
604800 ; 1VO LD 8b
86400 ) ; VRQ 1OG TTL

;
; L' -v
;
public.com IN NS dns.public.com.
;
; DMZG #:.
;
dns.public.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200
ftp.public.com. IN A 50.100.150.203
;
; lm |C Wq
;
public.com. IN MX 0 gateway.public.com.
public.com. IN CNAME gateway.public.com.

db.50.100.150

150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; OC x#
10800 ; 3C# D VE m'
3600 ; 1VO D gC5
604800 ; 1VO LD 8b
86400 ) ; VRQ 1OG TTL

202.150.100.50.in-addr.arpa. IN NS dns.public.com.
]203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.

db.127.0.0

0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; OC x#
10800 ; 3C# D VE m'
3600 ; 1VO D gC5
604800 ; 1VO LD 8b
86400 ) ; VRQ 1OG TTL

0.0.127.in-addr.arpa. IN NS dns.public.com.
1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache
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L DO! kQ V1G 1C: ftp://ftp.rs.internic.net/domain/named.rootG vg

G g. L' -v .:.N FTP OB MTOY.

N.

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache

kE. JM& 3$O) {}Q DNS kE.; ckOAi, 8H T$ PN

!- DNS zG BN; gk !IO5O OJC@.

9 2: DMZ |k NMdL:G DNS

N x0 9!- DMZ! kQ DNS! |k L' -v! Vv8, Lx!B

DMZ! q8H W.v)M 0: NMdL:! FQ Y% NMdL:! "

SGn V@OY.

dns.public.comsG DNS %LM DO: UG 9!-M 0@OY. W/*

L L' -v! xk W.v)! W<: R v V5O OAi, %LM DO

; FirewallN 9gOb 'X kE. JM& -E* v* |[; v`R J

d! V@OY.

kE. JM& -Ai DNS -v 68, DNS@d, W DNS ,sLp. 68

sm OB < !v T" [C..& 9gOJC@. " T"G fNv$ 3

$; NC!- fNv$J8N /fOJC@. W.m*- < 3G ET T

" [C..& -q:! wTC0m, e' %CZ& Y=z 0L 3$OJ

C@.

v DNS ,sLp. 68: --->

v DNS @d: <---

v DNS -v 68: --->

W2 13. |k NMdL: sG DMZG DNS
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v DNS -v 68: <---

L -q:& R: @j'.N The World& gkOm, q{v @j'.N

dns.public.com; gkOB ,a! wTC0JC@.

v* |[; v`OAi kE. JM& 3$Om L' -v!T {}Q D

O; 9gO5O vCX_ UOY. kE. JM& 3$OAi Y=z 0

L OJC@.

1. 8H T$ PN!- DNS 68G BN; gk !I8N 3$ OJC@.

2. dns.public.com(R: @j'.)8NNM FirewallG DMZ NMdL:(q{v

@j'.)N ,a; _!OB%, )b!B DNS |[LsB -q:! w

TKOY.

v* |[; 0:-OAi, c:\winnt\system32\dnsG Firewall N. DO!

Y= `; _!OJC@.

secondary public.com 50.100.150.202 db.public
secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

W.m *- -q: &n |.ZN !-, DNS -v -q:& _\Q D Y

C C[OJC@.

9 3: 8H L' -vN Firewall gk

8H L' -vN Firewall; gkOAi, 8k 8H -v! in VB %L

8#L: DOi; FirewallN EbJC@. W/i ,sLp.! DNS -v

N Firewall; v$R v V@OY. L fD! Vn-G 'h: DNS -v

! 8H J!- @B d8M q8H J!- @B d8& 8PR v xYB

!TOY. {s- DNS -vB 8H JG $8& d8OB ,sLp.s

i )8!T* L $8& &xR MLg, u Ls 8H DNS $8 :PL R

!IUOY.

L fD; 8vOAi, 8: ,sLp.& gkO) Firewall DNS bI; 8

:OB M8N C[OJC@. 8H 5^Nm Je! kX-B, 8H W.

v)!- gkOT I 5^Nm; *-OJC@. 8H L' -v!-B

FirewallG 8H NMdL:& *-OJC@. q8H L' -v!-B ISP
! GX &xGB L' -v& *-OJC@. W.m*- L 8:; 8O

Ob 'X Firewall s!- *=v DO; [:X_ UOY.

Y=G 9M /gQ c:\winnt\system32\dns\fwnamed.rev DO; [:OJC

@.

L 9!- FirewallG 8H NMdLB fw.private.comLm IP VRB

10.100.100.1TOY.

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (
1 ; OC x#
10800 ; 3C# D VE m'
3600 ; 1VO D gC5
604800 ; 1VO LD 8b
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86400 ) ; VRQ 1OG TTL
1.100.100.10.in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

W.m*- c:\winnt\system32\dns\boot! Y= `; _!OJC@.

primary 100.100.10.in-addr.arpa fwnamed.rev

L C*.@!- ,sLp.B DNS -vN Firewall; v$O5O 8:Gn

_ UOY. Firewall: \N $8 P.G 5r; ^B%, 8H J $8G P

.: x; MTOY. LB Firewall sG 8: -v* AOC -v! ,a

OmZ OB 8H J ,sLp.B #:.mL FQ IP VRN Firewall; |

6X_ QYB GLTOY.
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&7e SafeMail

IBM Firewall SafeMail TL.~LB SMTP Rk; 'Q TL.~L& &x

UOY. N(Q 5^N m; {bi- 8H |Zlm -vNNM q8H

x8N ^<v& _hUOY.q8H x8NNM 8H |Zlm 5^NH8

N ^<v& _hOm C:[x]8NNM 8H W.v)& w\UOY.

SafeMailL qO ;k Kg& v`Ov J;vs5, SafeMail: ;k Kg!

v`I v VB gkZ exit; &xUOY. u Z<Q $8B 43dLvG

:SafeMail gkZ *((Exit);; |6OJC@.

SafeMail: [EZNNM vEZ!TN GC#8N ^<v& _hUOY.

LB FirewallsG ^<v %& /v8vOB % v]H 'h W 9b:; G

Ob 'Q MTOY.LB Y" |Zlm 5^NsG /$ 8: dG; J

dN UOY.ON fl!B, /$ 3!! kX L/Q dGL Gk{Lv

J; MTOY.W/Q fl!B, SafeMail; kEO) )/!v SMTP -

vi _ n2 MLg 05N 8TO) 3!R v V@OY. |< SMTP -

v& 3!ObN 1COi, 8H; 0N! Nm 3!OJC@. u Z<Q

;k: 44dLvG :SafeMail kE SMTP -v gk;& |6OJC@.

8: ,sLp.& gkQ SafeMail 8:

SafeMail; 8:OAi 8: ,sLp. WqTLG ..!- C:[ |.

& 1COJC@.DO zu& N x -/- 8b& .eOJC@. SafeMail
; 1COJC@.IBM FirewallL 8:H |Zlm -v W 5^NG .:

.& %CUOY.8:Gm VB ""G 3N x |Zlm 5^N! kX

O*G TBWq; 8:X_ UOY.

1. 5^N; _!OAi, ET& 1COm -b& )#JC@.|Zlm -

v _! k- sZ! *83OY.

2. 8H 5^Nm Je!B 3mGm VB |Zlm 5^NL FirewallG 8

H NP!- gkZ!T KA. VB L'L in V@OY.

3. 8H |Zlm -vm Je!B L WqL {kGB |Zlm -vG #

:.mL* !P. Jx IP VR! in V@OY.L -vB 8H W.

v) _ O*! '!X_ UOY.Vnx 5^N! kX O*G |Zl

m -v8; *-R v V@OY.

4. xk 5^N L' Je!B 3mGm VB |Zlm 5^NL FirewallG
q8H NP!- gkZ!T KA. VB L'L in V@OY.L L

': 8H W.v)G 86& (_b 'X 8H 5^N L' kE k<

KOY.

5. .N; )#JC@.
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|Zlm 8: Wq /f

|Zlm 8: Wq; /fOAi, .:.!- Wq; 1COm -b& )

#JC@.|Zlm -v 8: /f k- sZ! *83OY.

8H 5^Nm JeB gk_\Gv8, 41dLvG :8: ,sLp.& g

kQ SafeMail 8:;!- bzH kN Y% Jei: /fR v V@OY.

V:

1. L|! SafeMail; 8:_8g )b!- 8H |Zlm -v& v$Q f

l L |Zlm -vB Uz 8:Q -v& kEUOY.

2. L|! SafeMail; 8:Ov JR8g )b!- 8H |Zlm -v& v

$OB fl, L |Zlm -v! 8:! _!KOY.

|Zlm 8: Wq h&

SafeMail 8: Wq; h&OAi .:.!- Wq; 1CQ Y= h&& )

#JC@.h& fm! %CKOY..N; -/ h&OE*, 6=L /_

8i kR& )#JC@.

8H -v 8:Ob

K v xB 5^Ni! kX ZEG TL.~L& *-O5O 8H |Zl

m -v& 8:X_ UOY.LB q8H W.v)& bQ |ZlmL

FirewallN |^GT UOY.GQ, ""G -vB 3N 5^Nm \! xk

5^Nm8N VRv$H ^<v& ^FiL5O 8:Gn_ UOY.

FirewallL q8H W.v)NNM k.& |^Oi, pg vEZ! WiG

xkx 5^Nmz T2 *-I MTOY.

8H W.v) ;! N 3 LsG QGQ |Zlm 5^NL V8i, Y%

8Hx 5^N; bQ |ZlmL Firewall; kX-! FOs w" W -v

N |^G5O ""G -v& 8:X_ UOY.LB FirewallG RJdQ v

)Ne& h&Og FirewallG GC# ^+OrL &kN bIOT UOY.

xk 5^N 8:Ob

q8H W.v)!- JdQ /OQ 8:: )/PG Firewall; W.v)!

kQ Mail ExchangerN- *-OB MTOY.DNS -v! JdQ $8& _

!O5O -q: &xZ!T d8OJC@.v]H bz! |Q _! m<

B 31dLvG :&6e 5^N L' -q: 3.;& 8JC@.

Firewall; |Zlm; ^FiLmZ OB ""G xk 5^Nm! kQ Mail
ExchangerN- *-OB ML q{TOY.9& in, 8H W.v) H!

- 5^Nm private.com; gkOm 8H W.v) [!-B public.com; g

kOi, )/PG Firewall; gateway.public.com8N mmR MTOY.W1 f

l!B, &xZ!T #:.N- FirewallG #:.mz IP VR& *-O5O
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d8R MTOY (8k ″A″ 9ZeM ″PTR″ 9ZeN *-I MTOY).W

.m *-, user@public.comVRN |Zlm; ^b& xOi, &xZ!T 5

^N! kQ Mail ExchangerN- gateway.public.com; *-OB 5^N

pub l i c . com! kQ MX 9Ze& _!O5O d8X_ UOY.

user@somethingelse.com8N VRv$H |Zlm5 vEOf xQYi, *C

Firewall; !.0B _! MX 9Ze& *-R v V@OY.

SafeMail gkZ *((Exit)

SafeMail: 3!! ag{8N XNo v VB kE.; ENO5O SafeMail
; 6$R v VB gkZ *((exit); &xUOY. L/Q q{8N &x

GB RA.~n 3_ 58! kQ Z<Q 3m: IBM eNetwork Firewall|
6-& |6OJC@.

L G3B SafeMailL [EZNNM P6; vER '6Y #bGB

UsrCheck()Tv& [:R v VT UOY. C:[G sB! |CH )/

Je& wTOB 86<! Tv! |^KOY.L 86<B m/Q <G ID,
[E W vE -vG IP VR, L|! vEH mI! kQ %CZ, W.m

P.Gm VB P6; wTOB C9N X:. v[& wTUOY.

L Tv!- 8vI v VB ON !K /|i!B Y=z 0: MiL V

@OY.

v ]vH #:. .:.

v N{UQ pn* AN'. Zemz 0: ]Xx .Z x- ll8b

v ;w NkH .Z- 6g

v ^<v fL &Q

xQYi, gkZ *((exit) *C &oZ ;k Kg &08NG NMdL:

& 8vOB % gkI v V@OY.

gkZ *((exit) Tv! ^<v! 3.Gn-B HHYm a$Oi, TvB

SafeMailN xN Ze& ]/UOY.SafeMail: SMTP -vNG ,a; o

C ENR MTOY.?C!, gkZ *((exit)! GX ]/H xN Ze&

wTO) ^<v! Firewall NW! 2)z MTOY.

gkZ *((exit) [:C, vEH pg P6! kX L Tv! #bJ; 0

N! NJC@.C:[ :I! N${N 5b; "!B M; GOb 'X,
!IQ ?z{8N [:O5O VGOJC@. GQ, L Tv! Y_ 29

e /f!- v`I MLg, {s- thread-safefD8N 2)._ T; m

IOJC@.Y_ 29e 6[; vxOg _cdecl50v T`; gkR v

VB n2 DDO/Ng gkZ exit; [:R v V@OY.yC makefile
iL IBM Visual Age C++ W Microsoft Visual C++; 'X &xKOY.
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SafeMail kE SMTP -v gk

SafeMail [?RI-

Y% SMTP -v &0zG f9; GOb 'X SafeMail; RI- C0Ai,
-q: &n |. ANW%8NNM SafeMail -q:& RI- C0JC@.

Windows C[ ^:!-, 3$, &nG, -q:& 1COJC@.-i L?

O) IBM Firewall SafeMail -v& 1COJC@.C?; )#JC@. C

? /| Je!-, gkR!& 1COJC@..N; )#JC@.

SMTP -v 8:Ob

SafeMail; kEO) |< SMTP -v& 3!R '!B )/!v xi; m

AX_ UOY.L =G!-B /gQ bI; v`O5O SMTP -v& 8

:R v VT OAB G5N, SafeMailG 8H G3i; 3mUOY./$

SMTP -v &0i: Li 8:)_ ONB v`R v x; v5 p(OY.

W/GN &0; 8EOb |! gk !IQ 1C gW W )/PG Jd

& VGmT ,8OJC@.

@vCNlOA OE* W8v J8i |Zlm %& UsC0B /$ C

:[ x]L V@OY.O|w Ky n0Q -v5 |Zlm % xL 6[

R v x;vs5, W 8:) |k8N p:) <}; v$R v V8i |

Z lm %M ,|H 'hL YnlOY.LB @vCNlH %! Firewall
G Y% 6[! 5b; L% !I:; VR-C5OY.

|Zlm -v! 8H W.v)! kQ $8& {CB M5 _dUOY.

SMTPG T"! {s, |Zlm; |^OB ""G -vB Received:lu `

; pTX_ UOY.L/Q lu `i: 8H W.v)& k@C0b '

X C:[ x]Z! GX gkI v V@OY.SafeMail: k. 3.C L

/Q lu& pN <n@OY.H0: `?; O5O SMTP -v& 8:O

JC@.GQ, SafeMail: pg 3Nx #:.m; xk 5^Nm! YC 9

OY.LB W.v)& k@C0b 'X gkI v Vzx N@ u 9: $

8& h&UOY.

SafeMail! kQ yC Nk bB

Y=: SafeMail! kQ Nk bBG yCTOY.

1998b 2y 3O 13:46:11 mr16n18: ICA2163i: safemaild! C[Gz@OY.

1998b 2y 3O 13:41:14 mr16n18: ICA2177i: SafeMail ,a 0xd71e7a19
! RACK3BDNNM vEGz@OY.
1998b 2y 3O 13:41:21 mr16n18: ICA2179i: SafeMailL
9.67.144.52NNM 9.67.131.2508N ,a 0xd71e6118! k
Q 215575 YL.& |^_@OY.
1998b 2y 3O 13:41:21 mr16n18: ICA2178i: SafeMail <G 0xd71e7a19
b 9.67.144.52NNM 9.67.131.2508N |:Gz@OY.
1998b 2y 3O 13:41:23 mr16n18: ICA2177i: SafeMail ,a 0xd71e831a
! RACK3BDNNM vEGz@OY.
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1998b 2y 3O 13:41:36 mr16n18: ICA2177i: SafeMail ,a 0xd71e901b
! RACK3BDNNM vEGz@OY.
1998b 2y 3O 13:41:56 mr16n18: ICA2179i: SafeMailL 9.67.144.52NNM
9.67.131.2508N ,a 0xd71e7a19! kQ 215567 YL.
& |^_@OY.
1998b 2y 3O 13:41:56 mr16n18: ICA2178i: SafeMail <G 0xd71e831a
b 9.67.144.52NNM 9.67.131.2508N |:Gz@OY.
1998b 2y 3O 13:41:56 mr16n18: ICA2178i: SafeMail <G 0xd71e901b
b 9.67.144.52NNM 9.67.131.2508N |:Gz@OY.
1998b 2y 3O 13:41:57 mr16n18: ICA2179i: SafeMailL 9.67.144.52NNM
9.67.131.2508NG ,a 0xd71e901b! kQ 346 YL.
& |^_@OY.
1998b 2y 3O 13:41:57 mr16n18: ICA2179i: SafeMailL 9.67.144.52NNM
9.67.131.2508NG ,a 0xd71e831a! kQ 358 YL.
& |^_@OY.

NW ^<vB Y=z 0: ;k; cm V@OY.

v ICA2177 - ET ,aG C[; *8@OY.

v ICA2179 - :x{N >a& *8@OY.

v ICA2178 - vEOB SMTP(\x |Zlm |[ T`) -vM "SL Lg

n3=; *8@OY.

v ICA2181 - SafeMailL <G; EN_=; *8@OY. L/ ZeB IBM
eNetwork Firewall|6-& |6OJC@.

v ICA2180 - <G >a& *8@OY.

v ICA2182 - gkZ *(L <GL ENGn_ QYm a$_=; *8@

OY.
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&8e Firewall ; kX kE. 6}

L e!-B 8: ,sLp.& gkO) Firewall; kX W.v) kE.

; 6}OB f}; KA]OY. expert JM& gkO), <G 9'G

Firewall JM P6: C", IP VR W -jW.M 0: )/ !v bX;

{(OY. L JMB 8H W q8H W.v) NMdL: gL!- [?

UOY. L JMB Firewall fNv$ %!B 5b; L!v J@OY.

pz.N Firewall!-B 8H W q8H W.v)#G n0Q kE.5 e

#5O ckOv J@OY./$ /|G kEL 8H W q8H W.v)

gL!- L?R v VT OAi, ,a; [:X_ UOY.

,a; 8`Ob 'X 8: ,sLp. gk

48dLvG W2 14!- 3mH 8: ,sLp.G 8:dR& gkO) W

.v) @j'., T" [C.., -q:, W.m ,a; [:OJC@.

,a W.v) @j'.& -q:M GB Socks[C..& ,|CQ- !

!#! ckH kEG /|; $GOJC@. " ,a: b_v W

q{v W.v) @j'. #! ckGE* ENGB /$Q IP k

E /|; $GUOY.

-q:

O* LsG T" [C..G 8`TOY. b_v W q{v @j

'.#! ckGE* ENGB IP kE /|; $GUOY.9& i

i Z]; ckOE* ping; ENO5O -q:& 8`R v V@

OY.(FTP -q: _ O*B 83G T" [C..N 8:KOY).
IBM Firewall: pz. -q: <.! V@OY. L1 g|NeH p

z. -q:& h&R v xv8 /$ JeB /fR v V@OY.

W/*, 8O L1 g|$GH -q:! gkZG Jd& 87C0

v xOi, T" [C..N uNn T"; [:X- -q:! _!

R v V@OY.u Z<w Km M8i, 69dLvG :-q: $G;

& |6OJC@.

T" [C..

YgQ S:! YEO) IP P6; ck GB ENO5O Firewall!
v'; &xUOY.

Socks [C..

Firewall SockspUL IP P6; W YgQ S:! YEO) ck G

B ENO5O mI; &xUOY.

W.v) @j'.

Firewallz s#[kOB #:., gkZ W -jW.M 0: YgQ

W.v) 8:dR& *8@OY. Li: O*G IP VRM VR 6

:)N $GGGN Q @j'.! $|'Q W.v) VR& *8>

v V@OY. W.v) @j'.B Wl; Lj v V@OY.
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W.v) @j'. Wl

O* LsG W.v) @j'.& *8@OY.LB ,a; 3$R

' mGN gkGm ]9{N [w; h&R v V@OY.9&NB

)/ VR& T2 W.v) @j'. Wl8N pF- N-& *8

;B MTOY.L W.v) @j'. Wl: ,aG b_v GB q

{vN gkI v V@OY.

g|$GH -q:& gkX- ,a 8`

N 3G mmH W.v) @j'.M !!8N &xGB W.v) @j'

. Wl#G /$ /|G kE; ckOE* ENOb 'X-B, ,a; 8

`X_ UOY.

W.v) @j'.& $GQ D! ,a; [:OJC@. Firewall; kQ k

E e'! kQ b_v! I O*G W.v) @j'.* Wl; 1COm

q{v! I GY% W.v) @j'.* Wl; 1COJC@.

,a; 8`OAi, 8: ,sLp. WqTLG ..!- kE. 6}; 1

COm DO zu& N x -/- 8b& .eOJC@. ,a 3$; 1

COJC@. ,a .:. k- sZ! *83OY. ET& 1COm -

W2 14. ,a 8`Ob
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b& )#JC@. 49dLvG W2 15!- 8)VB YM 0L ,a _!

k- sZ! *83OY.

1. ,aG L'; $lJC@.

2. ,aG 3m; $lJC@.

3. b_v JeG fl, 1C; )#m W.v) @j'. k- .:.!

- W.v) @j'.& m#JC@.

4. q{v JeG fl, 1C; )#m W.v) @j'. k- .:)!

- W.v) @j'.& m#JC@.

W2 15. ,a _!
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5. L ,a; 'Q -q:& 1COAi, 1C; )#m !!#! 6}O

m M: kE.G /|; m#JC@.

6. .:.!- Q 3 LsG -q:& 1CX- -q:& ,a! _!O

JC@.

7. -q:& 1COm 'N L? GB F!N L?; -/ .:.G x-

& YC $R v V@OY. 50dLvG :,a x- v$;; |6O

JC@.

8. -q:& 1COm h&& -/ -q:& h&R v V@OY.

9. L ,a; 'Q Socks 8:; gkOJC@. Socks& 'Q ,a; L

gb 'X \h 5–7; {#JC@.

10. pg M; $GQ D!B, .N; )#JC@.

11. pg ,a; 0:-C0JC@.50dLvG :,a 0:-;& |6O

JC@.

,a x- v$

kNPG IBM Firewall gkZB 1000!v LOG T"; !}OY. T"

L 9; vO :I! L!B 5bL ?}OY.

W.v) NMdL:!- P6L vEGi L P6L Firewall #:.N i

n!gv L #:.!- *@gv! |hxL }:H ,a T"G G 'N

M T"iL {kKOY. P6G $8M T"G $8! $.w O!Oi

6!(ck GB EN)! v`KOY.|< DO =vC O!GB ML x8

i d;: ENKOY.

y.: ;u /$Q ,a: 'J! !uT Nm z /$Q ,a: F!J!

!uT NJC@. 9& in (1.1.10.X)G VR& !x N- ABCM

(1.1.10.7)G VR& !vg N- ABC ;!- -vN gkGB C:[

; !z v V@OY. Z] Rk! gkGn-B HGB -vLb '

.! C:[ 1.1.10.7; &\C0mZ OB fl N- ABC -v! k

X Z] EN& N- ABC! kX Z] ck ,a U! uF_ UO

Y. ,a x-& EYN Oi EN ,aL }kN _}Ov JT K

OY.

,a 0:-

V: ,a; 0:-Ob |! 8H NMdL:! $GGn VBv .NOJ

C@.

8: ,sLp. WqTLG ..NNM ,a 0:-& 1CO) Y=; v

`OJC@.
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,a T" g[: W 0:-

Firewall: ,a 8:8NNM }:H ,a T"; 8`Om Xg T

" <.& 0:-UOY.

,a T" q0:-

L& Firewall: pz. T"8N 8#KOY.

vg ,a T" *-

!e VY! }:H ,a T" <.& %CUOY. L|! T"i

; q0:-Oi, T"iL gkGv J@OY.

T" }: /?: .N

[:H T"L /?OE* /?Ov J@OY.

,a T" Nk !I

Firewall: 1CH kE.; Firewall NW bI! bOUOY.

,a T" Nk RI

Firewall Nk; _\UOY.

,a 0:- k- sZ! 52dLvG W2 16!- 33 *83OY.

&8e Firewall; kX kE. 6} 51



1C; Q D!, G`; )#JC@.

,a T" g}: W 0:-CG yC Nk bB

Y=: ,a T"; g}:O) 0:-R 'G Nk bBG yCTOY.

1998b 2y 3O 13:46:53 mr16n18: ICA9037i: 1998b 2y 3O -dO
! Firewall NMdL:! Z?8N ;EKOY.

1998b 2y 3O 13:46:55 mr16n18: ICA1032i: 1998b 2y 3
O 13C 46P 55J! JM T"L ;EGz@OY.

1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both local both l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both local both l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both local both l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both l=y f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

W2 16. ,a 0:-
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tcp/ack eq 25 gt 1023 both local both l=y f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:7 permit 9.67.130.154 255.255.248.
0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound
l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:10 permit 9.67.131.250 255.255.255.
255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound
l=n f=y t=0 e=none a=none
1998b 2y 3O 13:46:55 mr16n18: ICA1037i: #:12 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure local inbound
l=n f=y t=0 e=none a=none
.
.
.
1998b 2y 3O 13:46:58 mr16n18: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both l=y f=y t=0 e=none a=none

T" sB G0Ob

IBM Firewall: Y= sB_ O*! V; v V@OY.

1. 8:: 0:-Gv JR@OY.

Fw 8:; 0:-C0b 'X 8: ,sLp.& gkOv JRE* G

B 8:; q0:-CW@OY. LM: G 3= IBM Firewall; 3!Q

D C:[; N.OE* JM T"; q0:-R flG 8: sBTO

Y. pz. JMB Firewall; 3=8N 3!R ' W.v)& 'T8N

NM 8#Ob 'X h!KOY.

Firewall W<::

v pz. JM 8:: pg NC NYne kE; ckOm pg Ft

Yne kE; ckUOY.

2. 8:: 0:-Gv8 @yB x@OY.

8:; 0:-CW@OY. 8:! @y(/?Ov J: T")! VE*

GB F+M5 8:Gv JR@OY. @yM fmB 0:- bB "!

%CKOY.

Firewall W<::

v pg NC NYne kE; ckUOY.

v pg FtYne kE; ckUOY.

3. 8:: 0:-Gm /?UOY.n !v fm! V; v VB%, W _

!-5 /w JM T" 9&nTOY.

8: ,sLp.G kE. 6} =G; gkX- $GQ 8:; 0:-

_@OY.

V: 8: DO: /?Oi-5 )|w T"; wTOv J; v V@O

Y.L1 fl!B ;wH :pg W<: EN; T"L {kKO

Y.
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Firewall W<::

v 8: DO! GX a$H W<:.

vEGE* p |[I " P6, W.v) NMdL:B KdGm }:

H ,a T"! VB " T"z W ;kL q3KOY. O!OB M

; #T Gi, W T"! kQ 6!(ck GB W<: EN)! v`K

OY.

v P6z O!OB T"L x8i W<:& ENOB OC{N :pN

EN; T"L 8gUOY.
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&9e -q: 9&

L e!-B /$Q xk 8:)& v`O5O Firewall; 8:OB f}!

kX 3mUOY.*-H 8:)B \v 9&Lv8, LM; LXOm *i

&xH pg -q:& gkOb 'X Firewall; 8:R v Vn_ UOY.

h9 mAgW

FirewallG kE. 6}: !! V gL!- ckGE* ]vGB kE /|

; $GOB ,a! GX 8:KOY.{s- L/Q !!! {s ,a;

h9OB ML _dUOY.

47dLvG :&8e Firewall; kX kE. 6};!- bzH kN, !!

: W.v) @j'.! GX Firewall! %CKOY.8O Fw W8T O

v JRYi, 7dLvG :&2e h9;G W.v) h9 v)C.& Oa

Om W.v)& *8;b 'X JdQ W.v) @j'.& [:X_ U

OY.

L e! *@B 9&B Y=G W.v) @j'.& gkUOY.

8H NMdL:

FirewallG 8H NMdL:.

q8H NMdL:

FirewallG q8H NMdL:.

8H W.v)

FirewallG 8H NMdL:& kX W<:R v VB VRG |'.

LM: ""L W Z<G W.v) @j'.N %vGB )/ 3G

8PGB 5^N; wTR v VB W.v) @j'. WlO v V

@OY.

ye q8H W.v).

xOB " kE /|: |CH v!# kE! {s -wGn_ UOY. L

\h!- FirewallL AOC! GX L/Q kE; &xOBv $: Firewall
L L/Q kEG fN& v$R MNvG )N& mAOJC@.

FirewallL AOCG *R; Oi, Firewall: 8H gkZ kE! JdQ [

w; v`OT Gg, q8H #:.B 8H #:.! 8gQYB M; aZ

p#T KOY. FirewallL kE fN& v$Oi 8H #:.M q8H #

:.B -N w" k-OT KOY.

Firewall; AOCN gkOi kEG !!!B 56dLvG W2 17!-M 0

L FirewallL wTKOY.
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Z] AOCG 9&

L 9x0 9&B #\Q FtYne Z] AOC ,aTOY. L 9&!

-, 8H W.v)G gkZB q8H W.v)! VB #:.G Z] -q

:& W<:R v V5O FirewallG Z] AOC& gkR v VT KOY.

56dLvG W2 17!- 3mH kN N 3G ,aL Lgn}OY.

1. 8H W.v);! VB ,sLp.B FirewallG Z] AOC! ,aK

OY.

2. FirewallG Z] AOCB 8H gkZ kE q8H W.v)! VB #

:.N ,aKOY.

L kE! kX FirewallG kE. 6}; 8:OAi, N 3G ,a; 3$

X_ UOY.

% 1. Z] AOC

b_v @j'. q{v @j'. Jv -q:

8H W.v) 8H NMdL: Z] AOC Ft 1/2

q8H NMdL: The World Z] AOC Ft 2/2

JMH Z]G 9&

'G 9&& JMH \x Z] ,az k6X 8JC@. L fl, 8H x

G ,sLp.B q8H xL #:.M w" ,aKOY.

% 2. JMH Z]

b_v @j'. q{v @j'. Jv -q:

8H W.v) The World Z] w" Ft

W2 17. Z] AOC W w" Z] ,a
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U- p^Q kN, L 8:: q8H #:.! ,aR ' 8H ,sLp.

G VR& kbOT KOY.

AOC HTTPG 9&

kNPG 3!B VRQ n n 8H ,sLp.! %; Z/ST L?R v

V5O UOY. IBM Firewall: JMH Z] 9&M $.w ?OOT bI

OB fNv$H HTTP& ckO5O g|$GH HTTP FtYne w" -

q:& &xUOY. L \!, Firewall: HTTP AOC5 &xUOY.

HTTP ANd]: b8 ANd]; weR v VYB !!- Z]z Y(

OY. \x -NG fl!5 kNPG gkZB HTTP S FOs FTP -

q:& d8UOY.|< |'G HTTP bI; &xOAi, GopherW WAIS
! z ZV gkGus5, ckGn_ UOY.

qO L1 _! ANd]L gkGm LB ,sLp.M AOC gLG

HTTP! &KOY.W/GN, kE: 57dLvG W2 18! VB 5%M q

AUOY.

N VG !!L wTGn V8GN, N 3G ,a; ZyX_ UOY.

% 3. AOC HTTP

b_v @j'. q{v @j'. Jv -q:

8H W.v) 8H NMdL: HTTP AOC FtYne
1/2

W2 18. AOC HTTP
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% 3. AOC HTTP (hS)

b_v @j'. q{v @j'. Jv -q:

q8H NMdL: The World 1C...

v HTTP AOC Ft 2/2

v FTP AOC Ft 2/2

v GopherAOC Ft 2/2

v WAIS AOC Ft 2/2

v HTTPS AOC Ft 2/2

HTTP AOC! kX u Z<w Km M8i, 93dLvG :&13e AOC

-v 8:;; |6OJC@.

Socks G 9&

SOCKSB SOCKSpUL )/ Y% ANd]; 3.Om L& Firewallz ,

sLp. #G \O %LM :.28N weQYB !!- HTTP AOCG

SOCKSM /gUOY. SOCKSB TCP GB UDP vb ANd]; vkR

v Vm FirewallL kE; ;u _ &nR v V5O JMM 63{8N 8

:I v VYB !!- HTTP AOC8Y ;u /?{TOY.

6k:L _!H SocksN NX Socks& 8:Oi, HTTP AOCN G,GB

,a\!5 & 3G ,aL JdUOY.N 3G b; ,a: P6L Firewall
8N e#E* GB Firewall!- \NN e#5O UOY. SockspUL P

6; O\ vEOi d;; AOCO5O vCOb 'X-B & 3G ,a

L JdUOY.

% 4. Socks

b_v @j'. q{v @j'. Jv -q:

8H W.v) 8H NMdL: Socks 1/2

q8H NMdL: The World 1C...

v HTTP AOC Ft 2/2

v FTP AOC Ft 2/2

v Z] AOC Ft 2/2

(vx; &xOAB 2/2 A

OC -q:)

8H W.v) The World Socks8: "!- Y=;
1C...

v Socks-Xv HTTP ck

v Socks-Xv FTP ck

v Socks-Xv Z] ck
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0P, 8H W.v);G ,sLp.B Socks& XvX_ Og Firewall;
Socks-vN gkOb 'X 8:Gn_ UOY.

Socks! kX u Km M8i, 73dLvG :&11e Socks-v 8:;; |

6OJC@.

DNS! kQ y.

DNS P.; &xOv J8i El {: kE8L ?2{8N Lgn}O

Y.DNS 8:! kQ <NgW: 31dLvG :&6e 5^N L' -q:

3.;& 8JC@. Xv;m 8H T$!- ″DNS zG BN″; [?!I

OT OJC@.

q8H SOCKS ,sLp.! kQ y.

8H T$ PN!B q8H NMdL:! kQ Socks EN& 'Q .Nu

L in V@OY. L -q:B q8H NMdL:!- SOCKS pU8N

VR! v$H P6; ENOg Firewall; ;u H|OT 8:X ]OY.

,sLp.! q8H W.v)NNM )/PG W.v)N in!5O ck

OAi, L .N sZ! %CX-B HKOY.
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&10e kE. 6} 6$

L e: JM T"z -q:& $GOB % 5r; ]OY. -q:B Z

] <Gz 0L Firewall; kX /$ /|G kE.; ckOE* GB E

NOB T"G }U GB O,G mITOY. T" [C..N uNn T

"; [:X- -q:! _!R v V@OY.-q:& h&R v5 V@

OY.Socks-q:B Socks-Xv ,a! {kKOY.

IBM Firewall: pz. -q: <.N g|NeKOY.pg g|$GH -

q:& /$ Jd! BT 6$OE* GB uNn -q:& [:R v V

@OY.

T" [C..& [:Ob 'X 8: ,sLp. gk

L ANC`n& gkX- uNn T"; gk !IQ T" [C..! _

!OJC@.

1. 8: ,sLp. WqTLG ..!- kE. 6}; 1COm DO z

u FL\; N x )#JC@. ,a [C..& 1COm *- T"

; 1COJC@.

2. T" .:. k- sZ!-, ET& N x )#JC@.

IBM Firewall: 62dLvG W2 19!- 8)VB YM 0L IP T" _

! k- sZ& %CO), )/PL T"; $GR v VT UOY.

© Copyright IBM Corp. 1994, 1998 61



3. T"m; TBOJC@.

4. T" 3m; TBOJC@.L JeB 1C{TOY.

5. 6! -l%& )#m FirewallNG W<: ck GB EN& 1COJ

C@.

6. ANd] -l%& )#m Y= .:.!- 1COJC@.

all L T"z O!OB pg ANd].

tcp P6 ANd]: L T"! O!OAi |[ &n ANd](TCP)
Ln_ UOY.

W2 19. IP T" _!
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tcp/ack
P6 ANd]: L T"! O!OAi .N @d; *8;B

TCP)_ UOY.

udp P6 ANd]: L T"! O!OAi gkZ P6 ANd]

(UDP)Ln_ UOY.

icmp P6 ANd]: L T"! O!OAi NM] &n ^<v A

Nd](ICMP)Ln_ UOY.

ospf P6 ANd]: L T"! O!OAi 3f| V\ fN 9x

0 ANd](OSPF)Ln_ UOY.OSPF! ANd]N v$Gi,
OSPF9Ze /| *! kX b_v w. 6[z b_v w.

*L gkKOY.JM5: OSPF/|! kX-5 v`I v V

@OY.SGG /| *L v$I v V8g q{v w. Je

B SG 08N v$Gn_ UOY.W \!B +CKOY.

ipip P6 ANd]: L T"! O!OAi IP-in-IP protocol(IPIP)L
n_ UOY.IPIP! v$Gi, w. JeB SG 08N v$G

n_ UOY.

esp P6 ANd]: L T"! O!OAi weH IP P6; |[

Ob 'X !s 3N W.v)!- gkOB we 8H ANd

]Ln_ UOY.

ah gkZ .N lu ANd]: |CH gkZ .N d+; !v

B IP P6; |[Ob 'X !s 3N W.v)!- gkOB

P6 ANd]TOY.

7. }Z ANd]: Jx *; gkX- ANd]; v$R v VT UO

Y(RCF-1700! {s)./? *G |'B 1!- 252TOY.L T"! k

Q w. JeB L IG; gkR ' 0(SG w. GL)8N v$Gn

_ UOY. pg ANd]G .:.! kX RFC-1700; |6OJC@.

FOi, jslz& gkO) NM] x# Rg b|(IANA)! W<:R

v V@OY.

8. 6[z w. x# G6[ZB T2 gkKOY. b_v W m.{ 6

[L P6! kQ w. x#(q{v GB b_v)M b_v port# 6[

Z W q{v port# 6[Z#G |h& bzUOY.9& in P6 q

{v w.! w. 20Lm q{v 6[z q{v port#! :ge 15;Li

P6L O!KOY.(20: 158Y )E* 0@OY.)

anyG b_v GB q{v 6[; gkOi, JM! w. x#& 8v

J@OY.n2 w.g O!KOY.w. x#B L1 fl! /fI v

x@OY.

ICMP ANd]! kX b_v w.& v$Ob 8YB ICMP /|; v

$Om q{v w. Z.! ICMP Ze& v$OJC@. v$H m.

{ 6[Z! /| GB Ze! {kGg, w.! kX- anyG 6[Z

B n0Q /| GB Ze *Lg T"z O!J; GLUOY.w.

x#B L1 fl! /fI v x@OY.

6[! kQ *i: Y=z 0@OY.

&10e kE. 6} 6$ 63



v SG

v 0=

v 0v J=

v 8Y [=

v 8Y -

v [E* 0=

v )E* 0=

)b!B 8mX_ OB ;u _dQ ON w.! *M V@OY. w

. x#! kQ *G |'B 1!- 65535Ln_ UOY.

w. gk

20 FTP %LM

21 FTP &n

23 Z]

25 |Zlm

53 5^N L' -v

70 Gopher

80 HTTP

111 RPC

161 SNMP

1080 Socks

)b! ICMP /|z Ze_ ON! V@OY.

/| Ze W 3m

0 0 - Ping @d

8 0 - Ping d;

3 1 - #:.! 5^ R!I

3 3 - w.! 5^ R!I

5 1 - #:.! kX fN gv$

9. NMdL: -l%& -/ NMdL: /|(npM); 1COJC@.

pN 8H GB q8H NMdL: s; @!B P6

8H 8H NMdL: s; @!B P6

q8H

q8H NMdL: s; @!B P6

/$ NMdL:! LL L'; v$Q fl, NMdL: 1CC N

MdL: L' JeM T2 gkOJC@.
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10. 8O NMdL: /|8N /$; 1COi, /$ NMdL:G L'L

L' Je! *83OY.

11. xOB fNv$; )#JC@.

pN pg kE.! {kKOY.

NC P6L Firewall #:.! kX NCLsB M; GLUOY.L

B Y=; GLUOY.

v vE NC P6: NMdL:!- vEGB P6Lg L

Firewall #:.N bOm V@OY.LB GY% #:.N f

Nv$Gv J@OY.q{vB NCTOY.

v [E P6: NMdL:!- |[Gv8 Firewall #:.!-

C[KOY.b_vB NCTOY.

fNv$

P6L Firewall #:.! GX fNv$HYB M; GLUOY.

LB Y=; GLUOY.

v in@B NC P6: NMdL:!- vEGB P6Lg Y

% #:.N bOm V@OY.LB Firewall! 2F Vv J

@OY. q{vB x]TOY.

v [E P6: NMdL:!- |[Gv8 Y% #:.!- C

[KOY.b_vB x]TOY.

12. xOB fb; )#JC@.

pN 1CH NMdL:N in@E* *!B P6

NYne

W.v)NNM 1CH NMdL:N in@B P6

FtYne

1CH NMdL:!- NMdL:N *!B P6

13. NW &n Je! kX 9& 1COi, Xg T"! BB pg P6L

l1x' 9' @yM T2 Firewall NW! bOKOY. L E3/

v! v$Gv J8i, pz.B FO@TOY.

14. P6 PR &n -l%& -/ xOB P6 PR &n& 1COJC@.

P6 PR &n T" :ez O!OB IP P6! kX &nB Y=z

0L X.KOY.

9 T": PR lu, PRNPz qPRNP; k@C5OY.PR

NP! kX w. $8B +CGm O!OB M8N #VKO

Y.

|k PRNPz PRNP lu8 k@I v V@OY.PRNP l

u! kX w. $8B O!X_ UOY.PRNP! kX w.

$8B +CKOY.

FO@

qPRNP8 O!R v V@OY.PRNP luM PRNP:

L E3/v! GX &\I v V@OY.
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lu qPRNPz PRNP lu8 k@I v V@OY.PRNP:

L E3/v! GX &\KOY.

8O L E3/v! v$Gv J8i, ″ck″ T"z ″EN″ T"! k

Q pz.B 9TOY.

V: L &nG 3$*! |hxL O(1)G @AB; !x IP PRNP

: wbKOY.L 6!B TCP lu C!W! cD2b 'X P6

PRNP; gkOB KAx C:[ x]; h&UOY.

P6 lu! $GH IP T"! O!Ob 'X-B P6 $8! Ze-H T

"! v$H pg E3/vM O!X_ UOY.P6 PRNP! kX w

. $8& &\Q pg E3/v& gkX- k@; G0X_ UOY.

9 GB |k8N Ze-H L| T"! GX PRNPL ckGv J8i,
T" DO F!J! Ws 7N GB V> T"! GX ENKOY.

IP T" 8: Wq /f

[:Q IP T"; /fOAi, Y=z 0L OJC@.

1. T" .:.!- b8G T"; N x )#JC@. IP T" 8: /f

k- sZ! *83OY.

2. 61dLvG :&10e kE. 6} 6$;!- bzH kN {gQ Je

& /fOm .N; -/ /f; {kC0JC@.

T" 8: Wq h&

T"; h&OAi T" .:.!- T"; 1COm h&& )#JC@.

g|$GH -q:

IBM Firewall: pz. -q: <.N g|NeKOY. -q:B Z] <

Gz 0L Firewall; kX /$ /|G kE.; ckOE* GB ENOB

T"G }U GB O,G mITOY.T" [C..N uNn T"; [

:X- -q:! _!R v V@OY.

g|N#H pz. -q:B Y=z 0@OY.

pg q8H

q8H NMdL:& kOB pg kE. EN

pN ck

pg kE. ck(pvk k5N8)

pN ck, Q fb8N

pg kE. ck(pvk k5N8)
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pg 8H

8H NMdL:& kOB pg kE EN(8H ']C)

pg >a

pg P6 EN(>a GB pvW)

SLb ]v

8H b_v VR& !x NYne q8H P6 EN

jNe3:.

q8H NMdL:NG ^<v jNe3:. EN

8: ,sLp. q8H

q8H W.v)NNM 8: ,sLp.G gk ck

8: ,sLp. 8H

8H W.v)NNM 8: ,sLp.G gk ck

CU-SeeMe
pz. w. 7649 W 7648sG CU-SeeMe Video

DNS zG

(8H T$) DNS zG BN

DNS |[

DNS v* |[ ck(2w L' -vG fl)

5^N &nb .N

gkZ .N; 'Q 5^N &nbG gk ck

FTP AOC N 1/2
q8H W.v)!- FirewallNG FTP NYne ck

FTP AOC N 2/2
Firewall!- 8H W.v)NG FTP NYne ck

FTP AOC Ft 2/2
8H W.v)!- FirewallNG FTP FtYne ck

FTP AOC Ft 2/2
Firewall!- q8H W.v)NG FTP FtYne ck

m[ AOC N 2/2
Firewall!- q8H W.v)NG m[ ck

m[ AOC Ft 2/2
Firewall!- q8H W.v)NG m[ ck

HTTP EN q8H

q8H NMdL:NG HTTP EN

HTTP w" Ft

8H W.v)!- w" q8H W.v)NG HTTP ck

HTTP AOC N 2/2
Firewall!- 8H W.v)NG HTTP ck
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HTTP AOC Ft 1/2
8H W.v)!- FirewallNG HTTP(w. 8080) ck

HTTP AOC Ft 2/2
Firewall!- q8H W.v)NG HTTP ck

HTTPS w" Ft

8H W.v)!- q8H W.v)NG HTTPS(SSL)ck

HTTPS AOC Ft 2/2
Firewall!- q8H W.v)NG HTTPS(SSLMN) ck

IDENTD
SOCKS ANd]; kQ gkZ D0 ck

|Zlm

(8H T$) Firewall; kQ |Zlm kE. ck

NetBT L' -q: jNe3:.

TCP/IP L' -q: jNe3:.& E# NetBIOS ck

Ping pg '!NG FtYne 8H W.v) ping ck

SDI gkZ .N

8H W.v)!- SecurID ACE-vNG ,a ck

Socks 1/2
8H W.v)!- FirewallNG Socksgk ck

Socks EN q8H

q8H npMNNMG SocksEN

Socks N 1/2
q8H W.v)!- FirewallNG Socksgk ck

Z] w" Ft

8H W.v)!- q8H W.v)NG Z] FtYne ck

Z] AOC N 1/2
q8H W.v)!- FirewallNG Z] NYne ck

Z] AOC N 2/2
Firewall!- 8H W.v)NG Z] N ck

Z] AOC Ft 1/2
8H W.v)!- FirewallNG Z] Ft ck

Z] AOC Ft 2/2
Firewall!- q8H W.v)NG Z] Ft ck

VDOLIVE YL:. N

8H -vNG q8H ,sLp. ck

UDP w. 70018; gkO5O gkZiL 30 g}b nO$8&

8:X_ QYB gG; VqOJC@.
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VDOLIVE YL:. Ft

q8H -vNG 8H ,sLp. ck

WAIS AOC N 2/2
Firewall!- 8H W.v)NG WAIS(z39.50)ck

WAIS AOC Ft 2/2
Firewall!- q8H W.v)NG WAIS(z39.50)ck

-q: $G

T"(i); $GQ D! T"(i); -q:! _!X_ UOY. 8: ,s

Lp. WqTLG ..!- kE. 6}; 1COm ,a [C..& N

x )% D -q:& 1COJC@. -q: .:. k- sZ! *83O

Y.ET& N x -/ 70dLvG W2 20! %CH kN, -q: _! k

- sZ& %COJC@.
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W2 20. -q: _!
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-q:& [:Ob 'X 8: ,sLp. gk

1. -q:m; TBOJC@.

2. 3m; TBOJC@.

3. NW &n $n2b JeB L -q:! kX 1CH T" [C..!

- NW &n& $n2B v\; &xUOY. 9& in, x! NW &

n! FO@N 3$H T" [C..G <.& wTOm V8i, L -

q:G q{; 'X L 3$*; 9N k<R v V@OY. k< 3$

*: L -q:G pg T"! kX ?[UOY. NW &n $n2b

Je! Y= 1C gW_ O*& TBOJC@.

v k< HT - k<B (. Vm T"! VB 3$* Z<! hS {k

KOY

v 9 - L -q:! VB T"L O!Oi NW 9Ze& 2JC@

v FO@ - L -q:! VB T"L O!Oi NW 9Ze& 2v 6

JC@

NW 9Ze! JM T"! kX 2)vi, NW 9Ze! VB *L IP
P6!- B G&*L KOY.Nk k@ JM T": Firewall!- < v

VB G& ANd]z w. x#M 0: IP P6G ;k! kQ /kQ

$8& &xUOY.

4. PRNP &n $n2b JeB L -q:! kX 1CH T" [C.

.!- P6 PR &n 3$*; $n2B v\; &xUOY. 9& i

n, O]{8N P6 PR &n! FO@N 3$H T" [C..G <

.& wTOm VB fl!B L -q:G q{; 'X L 3$*; 9

N k<R v V@OY.k< 3$*: L -q:G pg T"! kX

?[UOY.k< P6 PR &n Je! Y= _ O*& TBOJC@.

v k< HT - k<B (. Vm T"! VB 3$* Z<! hS {k

KOY

v 9 - 9& in, qPRNP, PRNP lu W.m lu! xB PR

NPz 0: pg IP P6; k@C5OY

v FO@ - qPRNP P68 k@C0m PRNP lu* GB lu!

xB PRNP: k@C0v J@OY

v |k - PRNP luM lu! xB PRNP8 k@C0m qPRN

P: k@C0v J@OY

v lu - qPRNPz PRNP lu8 k@C0m lu! xB PRN

P: k@C0v J@OY

5. C# &nB " -q:M C# |'& ,|C3 v VT UOY. W/

GN, L -q:B v$H C# b# ?H8 /?UOY.8O -q:!

kQ C# :eL x8i, W -q:B p&gv /?UOY.

OgG C#0 &n

L -q:& OgG C[z >a C#! {s 0:- GB q0
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:-C0mZ OBv 1COJC@.24 C#G |D; gkOJ

C@. L Je! [? !IOv J8i, OgG C# Je! O

g 24C# /?X_ UOY.

O0 &n

L -q:& dO GB ^B /%! bJO) :Il! {s 0

:- GB q0:-C0mZ OBv 1COJC@. -q:! C

# &n 6! JeG *! {s 0:-GzBv FOi q0:-

GzBv VGOJC@.

C# &n 6!

L -q:& v$H C#_! 0:-C0Ai, v$H C#_ -

q: 0:-& 1COJC@. L -q:B v$H C#\!B q

0:-KOY.

L -q:& v$H C#_! q0:-C0Ai, v$H C#_!

-q: q0:-& 1COJC@.L -q:B v$H C# \!

B 0:-KOY.

6. 1C; -/ L -q:& 8:OB T"; 1COJC@.

7. e' d[ \_& gkO) T" b; DO! bOH Mz 0L ,aG

b_v W q{v *L JM! n;T RgGn_ OBv& a$OJC

@.

---> ^J!- @%J: ,aL T" b] DO! 2
)vi- b_vM q{v! T"! w" 2)xYB M;
*8@OY.

<--- @%J!- ^J: ,aL T" b] DO! 2
)z ' b_vM q{v! *xL HYB M
; *8@OY.

8. P6L vEGi IBM Firewall: P6! VB $8& DO G '!- C

[OB T" 8: DO! VB T"z q3UOY.9x0N $.OT O

!OB M; #F T"! VB 6!& v`Oi q3& XdOY.

O\ -q:! OCG T"; _!_Yi, W x-& /fR v V@O

Y.-q: @j'. .:.!- T"; 1COm 'N L?L* F!N

L? \_& -/ T"; gh!OJC@.GB h&& -/ T"; h

&R v V@OY.8: ,sLp.B VE M8N mDx T"G .:

.& %CUOY..N; -/ /fgW; zeOJC@.
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&11e Socks -v 8:

SocksB 81 9' TL.~L! kQ NM] %XTOY. % jslz, FTP
GB Z] @k ANW%z 0: ANW%L TCP& gkOB fl VR /

/; 'X Socks-v& gkOT KOY.SocksB ;N IP VR& (_i

- NM]! W<:OB % 5r; Y v V@OY.

8H ,sLp.!- q8H -vNG FtYne d;G fl, Socks-v

!B AOC -vM ?OQ q%! Vn Firewall!- <G; _\Om ;N

W.v)G VR 3.fD W 86& 8#OB ?H \NG q8H W.v

)! gkZ! W<:R v VB 8H 5n(door)& &xUOY.Socks-v

B _!{N |. [wL xn5 gkZ! #\w [wR v VT X]O

Y.

Socks-vB W.v)M NM] #; kzOB pg FtYne TCP d;

; !N' v V@OY. socks-vB 8H 5^NG ,sLp. ANW%

L G`OB bIiL Firewall v):WLGG 8H -v& kX DLAG

n ,sLp.G IP VR& (b v V5O x] @k ANW% NMdL

:& &xUOY. SOCKS T"z |CH JM! GX W<:! &nKO

Y.

Socks -vB AOC -vM /gUOY. W/* AOC -v! G&N

Firewall!- TCP/IP bI; v`OB ]i Socks-vB \v CkZ& D

0Om Firewall; kOB bIG fN& gv$X ]OY. G& TCP/IP b

I: FirewallL FQ ,sLp. v):WLG!- v`KOY.L& kX

Firewall!-G AN<LL YnlOY. 8H W.v)G gkZB SOCKS
%X; vxOB 9: TCP/IP &0; gkR v V@OY. W2 21B 8H

W.v) ;G ,sLp.NNM *@B HTTP d;; !N$B socks-v

& 8)]OY.

socks-vB \NNNM gkZG ;N IP VR& ?z{8N {\]OY.

IBM Firewall: q8H W.v)!- @k ANW%! W<:Ob |! 8

H W.v) ;G ,sLp.! gkZ .N \h& kzR v VT OB

W2 21. Socks-v
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SocksANd] v| 5& &xUOY.GQ .NH |k AOCM ON :

..V @p@ W qp@ ANd]! kQ AOC& &xOb5 UOY.

Socks pU: C:[ C[C Z?8N C[O) Windows NT -q:N G

`KOY.GQ -vG pOM5; 'X Watch !L|.! &xKOY.v

[w8N (C !L|.(Watch Agent)& C[R v V@OY.

IBM Firewall: m4iL Socks,sLp.& 5TR ' 3!Gn Vx Socks
ANd] v|4 ,sLp.& hS gkR v V5O, < !v gkZ .N

ANDO |BN m.Q LV fN& &xUOY.

1. kNPG ckGB ANDO!-B FtYne gkZ .NL [?Gv

J8g, ,a! SocksANd] v| 4* SocksANd] v| 5 ,sL

p. _ n2 M; gkOBv! |hxL, pg gkZ& ckUOY.

L C*.@!- NYne ,a: ENKOY.

2. LV ANDO; gkOi SocksANd] v| 4 gkZi: .N; E

!v Jm kzI v V8*, SocksANd] v| 5 gkZG fl .

NL d8KOY. gkZ .N! Vn NYne SocksANd] v| 4
,a: ENGm, NYne SocksANd] v| 5 ,aL d8KOY.

LM: pz. ANDOTOY.

3. pg gkZ! Socks,sLp.& gkOm /?Q gkZ .N; &x

O5O d8OB ANDOL !e H|Q ANDOTOY.

FirewallL 3!Gi Socks -vB [? !IXvv8 Socks 8: DO!B

T"L xB sBTOY.Socks,sLp.! Socks-v& gkOb 'X

-B 8: ,sLp.& gkX- Socks& 8:X_ UOY. Socks-q:

3$ f}! kQ 9& 8Ai 58dLvG :SocksG 9&;& |mOJC

@.

Socks ANd] v| 5 -v! vxOB ANd]

SocksANd] v| 5-vB Y=z 0: TCPM UDP ANd] W W\ Y

v& vxUOY.

v Archie

v NE

v FTP

v Gopher

v HTTP

v HTTP AOC

v News

v SNMP

v Z]

v TFTP

v RealAudio
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v RealPlayer

v Whois

v X-Windows

_!{8N kNPG e-mail ,sLp.! vxKOY. L/Q ANd]!

kQ vx )NB ANd]G G& 8v sB! {s ^s}OY.

8: ,sLp.& gkO) Socks -v 8:

Socks[C..B Socks-v& kX 8H; &nOB T"TOY. SOCKS
[C..& gkOi b8G SOCKS [C..& 6$, b8 [C..! _

! GB h&R v V@OY.L/Q Socks[C..B wJN T" [C.

.! gkGB ?OQ f}8N FirewallsG ,a $G!- gkI v V@

OY.

uNn Socks T" _!

SOCKS8: DO! T"; _!OAi 8: ,sLp.! &xOB SOCKS
[C..& gkO) 8: ,sLp. WqTLG ..!- kE. 6};

1COJC@. DO zu FL\; N x -/- 8b& .eOJC@.

,a [C..& 1COJC@.DO zu FL\; N x -/- 8b&

.eOJC@.Socks& 1COJC@. Socks k- sZ! *83OY.

1. ET& N x -/ uNn Socks[C..& _!OJC@.

76dLvG W2 22!- 8) VB YM 0L Socks T" _! k- s

Z! *83OY.
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2. [C..m Je! SocksWqG L'; TBOJC@. L L': m/

X_ Og DO P.ZN gkI v VB DLA b#(|), [:{H%(G
B nw:.NG) (’) GB +{H%(″)! wTGi HKOY. L1 .Z

& gkOi EZR v xB %LM& J!R v V@OY.

3. 3m; $lJC@.

4. 6! -l%& )% D, b_v!- q{vNG W<:& ckOE* E

NO5O 1COJC@.

%LMW%L Socks-v!- vEGi, -vB %LMW% :e; 8:

DOG 9 T"; C[8N $.OT O!OB T"; #; 'nv "

T"z q3UOY.W.m *-, #b& $vOm W T"z |CH 6

!(W<: ck GB EN)& v`UOY. 8O O!OB M; #v x

Oi, W<:B Z?8N ENKOY.

5. gkZ .:. Je! gkZ ID* gkZ ID .:.& TBR v V@

OY. .:.& TBR 'B Wq; 0%N P.OJC@.gkZ .:

.!- xi, G, DLA b#(|) GB +{H%(″)& gkOv 6JC@.

v gkZ .:.B 396 .ZN &QKOY.

v gkZ IDB d;OB #:.G gkZ IDn_ Og q{v #:.*

GB Socks-v #:.G M: HKOY.

v gkZ IDB Y=; wTQ 1!- 83G .ZN 8:KOY.

– a!- z

– A!- Z

W2 22. SocksT" _!
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– 0!- 9

– _(XY)

6. gkZ IDB DLA b#(|) L_ {H% .Z(″)! wTI v x@OY.

7. 8O DOmL gkGi, LB O|w T$Gn_ UOY(1` ″/″& g

kX- gkZ IDN X.GB M; fvUOY)." DO: 0%N P.

Gn V8g 1C{8N # .ZN 8PGB V.; wTOB Q `g Q

3 LsG gkZ ID .:.& wTR v V@OY. # .ZN C[O

B O|Q V. `5 vxKOY.DOG " `: VkQ 1023 .Zn

v !IOg ″3`.Z(newline)″N >aGn_ UOY.

8. 6[ Je!, w. x#!- v`I m. 6[; TBOJC@.

eq 0=

neq 0v J=

lt 8Y [=

gt 8Y -

le [E* 0=

ge )E* 0=

w. x#! gkR fl, m. 6[: 87X_ OB |h& 3$UO

Y.9& in, 6[ gtM w. x# 23; TBOi, w. x#B #bG

B T"! kX 238Y ?_ UOY.

9. w. # Je!, w. x#& TBOJC@.w. x#B 87X_ OB

|h& 3$Ob 'X 6[! gkKOY.9& in, 6[ gtM w. x

# 23; TBOi, w. x#B #bGB T"! kX 238Y ?_ UO

Y.6[ W w. x#! }+Gi, T": pg q{v w. x#! {

kKOY.

L SocksT" _! k- sZ& gkO) IP VR! YEO) W.v) #

:.! kQ Firewall W<:& ckOE* ENR v V@OY.

Socks T" /f

1. Socks k- sZ& N x )#JC@.

Socks T" /f k- sZ! *83OY.

2. 75dLvG :uNn SocksT" _!;!- bzH kN Xg Je& /

fOm .N; )#JC@.

Socks T" h&

Socks k- sZ!- Wq; 1CQ D, h&& )#JC@. L SocksT
"; $;N h&Om M:v .NUOY. .N; -/ T"; h&OJ

C@.
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,a T" 0:-

JM T"! kX SocksT"; 0:-CQ_ UOY. 8: ,sLp. W

qTLG ..!- ,a 0:-& )#m ,a T" g}: W 0:-& 1

CQ D G`; )#JC@.

Firewall: Socks 8: DO!- Firewall T"8N T"; 9gOm T";

0:-C5OY.T"L 0:-Gi uNn T": Firewall NW DO! b

OKOY.

Socks ! kQ yC Nk bB

Y=: Socks! kQ Nk bBG yCTOY.

Feb 03 13:46:20 1998 mr16n18: ICA3123i: Sockd -v! C[Gz@OY.
Feb 03 13:47:31 1998 mr16n18: ICA3010i: <GL C[Gz@OY.
Feb 03 13:47:31 1998 mr16n18: ICA3011i: <GL C[Gz@OY.
Feb 03 13:49:15 1998 mr16n18: ICA3007i: 29e! J+ 9@OY.
Feb 03 13:58:31 1998 mr16n18: ICA3015i: <GL >a_@OY.

Socks -v& gkOb 'Q ,sLp. mAgW

kNPG Web jslzB Socks& XvOg EG pg C?{! kX Socks
& XvOB :C; .8R v V@OY.b8 TCP/IP @k ANW%! k

Q Socks-Xv ,sLp.B 9: R:!- gk !IUOY. Socks! 8

vOB /$ ,sLp.! kX ,sLp. .-& |6OJC@._! $

8! kX-B Y=; |6OJC@.

http://www.raleigh.ibm.com/sng/sng-socks.html

http://www.socks.nec.com

Socks- -v /f

Socks--v /fLu O*G Socks-v! Y% Socks-v Z! V; v V

B G3N-, W!5 )|w !e YyJG Socks-v JSG W.v)N

W<: R v V@OY. (LM: Socks-vG Socks-N }"R v5 V

@OY). LB El /kQ N.s] C*.@TOY.

Socks -v! Socks--v <N; 3$OAi socks5.header.cfg DO; m

}OJC@. L DO: FirewallG config -jp:d.! V@OY. L D

O! Y=; _!OJC@.

v no proxy v$. - gkZG FirewallL w" W<: OB -jW.& *

8@OY.

v socks4v$. - Socks ANd] v| 4 -v& kX W<: R v VB

-jW.& *8@OY.

v socks5v$. - Socks ANd] v| 5 -v& kX W<: R v VB

-jW.& *8@OY.
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9& in Y=G W.v)& mAX 8JC@. ,8 N-!-B Firewall
Z! q.private.comLsB [: 30 W.v)& !vm V@OY. ,8 N

-G -jW.B 10.007.007.0/255.255.255.0TOY. L 8gG 30 W.v

)N private.com!B |< 10.0.0.0/255.0.0.0W.v)! in V@OY. 8

gG Socks ANd] v| 4 -vN socks.private.com!-B NM]! kQ

W<:& &xUOY.

,8 N-G Socks -vN socks.q.private.com!- Y=G N `;

socks5.header.cfg! _!OJC@.

no proxy 10.0.0.0/255.0.0.0 - - -
socks4 0/0 - socks.private.com 1080

6v78N kE. 6} ,a; _!O) , socks .q .p r i va te .comL
socks.private.comz kER v V5O OJC@. LB u O]{N -q:

! GX LL v`Gn V; v5 V@OY. R:! q.private.comFirewall
G q8H NMdL:Lm, q{v! socks.private.comLg, SocksAOC-/
f -q:& wTOm VB ,a; _!OJC@. W.m*- kE. 6

} T"; g0:- OJC@.
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&12e Firewall !- gkZ |.

L e!-B Y=; wTO) IBM Firewall; gkO) EOG |. [w;

v`OB f}! kX 3mUOY.

v gkZ! 8#H W.v) \NG #:.! W<:R v V5O IBM
Firewall! gkZ _!

v Firewall; W<:OB gkZG S: /f

v W.v) [!- u Ls W<:R Jd! xB gkZ h&

8: DO; w" m}Ov 6JC@.L8T R fl, IBM Firewall gk

Z S:: CYN 3$Gv J@OY.8: ,sLp. k- GB mI `

; gkO) pg IBM Firewall |.& G`OJC@.

IBM Firewall ! gkZ _!

IBM Firewall: < !v /|G gkZ& $GOg N 3G Y% gkZ %

LM#L:! Li gkZ! kQ $8& zeUOY.

gkZ /|

IBM Firewall: gkZi; Y=G < |VN 8PUOY.

AOC gkZ

HTTP AOC -q:M 0: fierwall -q:& gkO) bw W.v

) ;NNNM NM]sG % gL.& W<:UOY.AOC gk

ZB Firewall; kX -q:& gkR v V8* Firewall C:[! k

Q W<: GQL x8g Firewall C:[8NG NC NWN; v`

R v x@OY.

Firewall |.Z

Li: Firewall AOC -q:& gkR v V8g, 8: ,sLp.

& gkOm x] #:.NNM FirewallN NWBO) Firewall; 8

:R v5 V@OY.AOC gkZM 6y!vN, Firewall |.Z5

Firewall C:[8NG NC NWN; v`R v x@OY.

Firewall |.ZB AOC gkZ! kQ $G& [:Om /fR v

V8* Y% Firewall |.ZG $G& [:OE* /fR vB x@

OY.

1w Firewall |.Z

Firewall |.ZM ?OQ bI; !}OY.GQ Firewall C:[8N

G NC NWN; v`R v5 V@OY.1w Firewall |.ZB Y

% Firewall |.Z! kQ $G& [:Om /fR v V@OY.

%LM#L: /|

gkZ %LM#L:!B N !v /|L V@OY.
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Firewall gkZ %LM#L:

" AOC gkZ W |.Z6YG Firewall |C S:L wTGn V

@OY.gkZG Firewall O# W O# T"z 0: S: W gk

Z .N f}L " -q:6Y gkZ& .NOB % gkGn_ S

:L wTKOY.

AOC gkZ! Firewall gkZ %LM#L:! $GGn Vv J

: sB!- gkZ! Firewall AOC -q:& gkOA Oi gk

ZG /?:; KuOB % gkGB S:z gkZ .N :4

(scheme); $GR ' pz. gkZ 9ZeN fwdfusrL gkKO

Y.

1w Firewall |.Z! Firewall gkZ %LM#L:! $GI v x

@OY.pz. Firewall |.Z 9Ze fwdfadm; gkO) |.Z

!T S:; v$R v V@OY.

AOC gkZM 6y!vN, Firewall |.Z! Windows NT gkZ

%LM#L:!5 $GGn VB fl, gkZ! NT NWB O#&

gkO) .NX_ OB -q:& d;R ' W NT NWB O#!

gkKOY.

Windows NT gkZ %LM#L:

gkZ! kQ NT NWB O#! in V@OY.O]{8N, AO

C gkZB W NT NWB O#& gkO) .NGv JB Q, NT
gkZ %LM#L:! $GI Jd! x@OY.

Y% gkZ .N f}L AOC gkZ& .NOB % gkGAi,
LiL Windows NT gkZ %LM#L:! $GGn-B H KO

Y.

1w Firewall |.ZB NT |.Z WlG bvN Windows NT gk

ZG ?GnLg, Windows NTgkZ %LM#L:! $GGn_ U

OY.

8: ,sLp.& gkQ gkZ _!

IBM Firewall! gkZ& _!Oi, Li: \N W.v)! W<:R v V

@OY.

1. 8: ,sLp. WqTLG ..!- gkZ& 1COJC@. gkZ

|. k- sZ! *83OY.

2. gkZ |. k- sZ!- ET& 1COm -b& )#JC@.83dL

vG W2 23!- 8) VB YM 0L gkZ _! k- sZ! *83

OY.
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3. Y=z 0: $8& &xUOY.

GQ 9'

L gkZ! kQ GQ vX; v$OJC@. GQ 9' -l%

& -/ gkZ /|; 1COJC@.

Socks/Proxy gkZ

$GGB gkZ! Socks-v W<:M AOC W<: p

N& 'Q MTOY.L gkZ!TB |. GQL x@O

Y. LB pz.TOY.

W2 23. gkZ _!

&12e Firewall!- gkZ |. 83



Firewall |.Z

|.ZB gkZG pg S:; !vv8 FirewallN NW

NR v V8g |. [w; v`R v V@OY. |.

ZB v`O5O ckH |. bI; $GXVB _! S

:; !}OY. Firewall |.ZB Firewall gkZ& [:

R v V8* Y% Firewall |.Z& [:R vB x@O

Y. Firewall |.ZB Firewall C:[8N NC NWNR

v x@OY. x] C:[8NNM 8: -v! W<:X

_ UOY.

1w Firewall |.Z

1w Firewall |.ZB Firewall C:[8NG NC NWN

L ckKOY. L |.ZB pg |. bI! kQ O

|Q W<: GQ; !}OY. GQ 1w Firewall |.Z

& &\Q Y% Firewall |.Z& [:R v V@OY.

1w Firewall |.ZB NT %LM#L:! gkZ& [:

Om L gkZ! NT |.Z WlG bv! GT T8N

a $GKOY. fwdfadm 9Ze& /fO) 1w Firewall
|.Z! kQ S:; $GOJC@.

gkZ L'

L gkZ! kQ L'; v$UOY.LB L gkZ! IBM
FirewallG Z] GB FTP -vN NWOB gkZ L'TOY.

LB gkZ TCP/IP gkZ L' GB #:. L'O JdB x

v8 0; v V@OY.

gkZ L': Y=; wTOB 1 ;v 20ZN 8:I v V@O

Y.

a!- z

A!- Z

0!- 9

_ (XY)

gkZ L': kR.Z& 8POv J@OY.

Firewall: N 3G g|3!H gkZM T2 x^KOY.

a. pz. gkZ GB fwdfuser.gkZ! Firewall %LM#L:

! $GGn Vv J8i gkZ& .NR ' gkR .N f

}z 0: gkZG Firewall S:; a$OB % fwdfuserL
gkKOY.

3!C fwdfuser! [:Gi pg gkZ .N f}L pN E

NN 3$KOY. fwdfuser B FirewallL $GGv J: g

kZm; 3.OB f}; &nUOY.

|.ZB 8: ,sLp. GB mI `; gkX- fwdfuser
& -wOE* GB v$H gkZ .N f}; /fR v V

@OY.W/*, fwdfuserB h&I v x8g Ws Firewall!
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Vn_ UOY.GQ Firewall O#M SNKB fwdfuser! kQ

/?Q gkZ .N /|L FUOY.Z<Q ;k: IBM
eNetwork Firewall|6-& |6OJC@.

b. pz. 1w Firewall |.Z fwdfadm: pg 1w Firewall |.

Z! kQ Firewall S:; $GUOY. 1w Firewall |.ZG

Z<G gkZ 9Ze! Firewall %LM#L: ;! x8GN

1w Firewall |.Z& .NOB % gkGB gkZ .N f

}; $GOB % L 9Ze! gkKOY.

3!C, NT NWB O#N 3$GB 8H W q8H |. .

N f}; &\Q fwdfadm! kQ pg gkZ .N f}: p

N ENN 3$KOY.1w Firewall |.ZB L 9Ze& 8

m v$R v V8* h&R vB x@OY.L \!5,
Firewall O#M SNKB fwdfadm! kX /?Q gkZ .N /

|L FUOY.

gkZ |< L'

gkZG 3m; v$UOY.

Y= JeB gkZ .N f}; |6UOY. -l%& -/ gkZ .

N !} .:.!- 1COJC@. LB 86dLvG :gkZ .N f

};!- 3mKOY.

8H Z]

8H W.v)!- NWNR ' L gkZ Ex; ON v\! G

X .NGn_ OBv& *8@OY.

q8H Z]

q8H W.v)!- NWNR ' L gkZ Ex; ON v\!

GX .NGn_ OBv& *8@OY.

8H FTP
L gkZ! q8H W.v)!- Firewall; W<:Ob 'X FTP
& gkR ' JdQ gkZ .N vX; v$UOY.

q8H FTP
L gkZ! q8H W.v)!- Firewall; W<:Ob 'X FTP
& gkR ' JdQ gkZ .N vX; v$UOY.

8H SOCKS
FirewallG 8H NP!- C[H SOCKS,sLp. ,a! kQ

Socks V5gkZ .N f}; v$UOY. -l%& -/ 1C

gW .:.!- 1COJC@. LB 86dLvG :gkZ .N

f};!- 3mKOY.

q8H SOCKS
FirewallG q8H NP!- C[H SOCKS,sLp. ,a! k

Q Socks V5gkZ .N f}; v$UOY. -l%& -/ 1

C gW .:.!- 1COJC@. LB 86dLvG :gkZ .

N f};!- 3mKOY.
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8H HTTP
FtYne HTTP AOC d;! kQ gkZ .N f}G gk

Z ID/O# /|; v$UOY. -l%& -/ 1C gW .:

.!- 1COJC@. LB 86dLvG :gkZ .N f};!

- 3mKOY.

jslz! gkZ IDM O#! kQ ARA.& %COGN, SDI
& gk_O fl, O# ARA.! passcode& $lJC@.

gkZ &x: Socks/O#! k-D YLsNW& vxR vx8

g L! {s 0?R v xYB M; NDX_ UOY.

8H |.

8H NMdL:& kX 8: ,sLp.!- NWBR ' gk

GB gkZ .N f}; v$UOY.NC{8N NWB(NWB

PN!- NC; 1CX-)R ' gkZB Ws 8H /f! V

8GN L gkZ .N f}; gkOT KOY.

q8H |.

q8H NMdL:& kX 8: ,sLp.!- NWBR ' g

kGB gkZ .N f}; v$UOY.

SecureNet0
AssureNet Pathways SecureNet0 +e& !vm VB x] gk

Z! GX TBH .Z x-& v$UOY. 0 +e& XqOb

'X-5 !vm Vn_ OB 0 Ze& TBOJC@. 0 Ze

& 1COm 3!OB mI! kX SecureNet0 $8& |6OJ

C@.

V:

a. L JeB SecurID +e! kX gkGv J@OY.

b. " gkZ! kX m/Q SGG 0& [:X_ UOY.

c. 0& SecureNet0 +e! 3!R ' AssureNet Pathways3!

ANC`n& gkOm pe 5& 1COJC@.

Z<Q ;k: 90dLvG :gkZ .N f};; |6OJC

@.

gkZ .N f}

gkZ .N! kQ 1C: Y=z 0@OY.

pN EN

gkZB ENH W<:TOY.

pN ck

gkZ .NL Jd x@OY.

NT NWB O#

NT NWB O#B Firewall O#8Y 8H bIL u `UOY. W
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/* gkZ! Windows NT 5^N! LL $GGn V8i 9vG

O#! JdOv J5O Windows NT NWB O#& gkR v V

@OY.

L gkZ .N f}; 1COi, gkZ IDM O#B NC Windows
NT gkZ %LM#L:! q3O) /?:L KuKOY.Firewall
L Y% Windows NT -v& v9O5O 8:Gi Li v9H -

v!- gkZ $GiL =vKOY.

Windows NT Firewallz '9H Windows NT -v#G '9 |h! 3

$GAi, Uz N C:[#! TCP/IP kE RkL ckG5O ,a

L 3$Gn_ UOY.

Y= g|$GH -q:& gkO) L ,a; 3$OJC@.

1. 5^N &nb gkZ .N - gkZ .N; 'Q 5^N &nb

G gk; ck

2. NetBT L' -q: jNe3:. - NetBIOS over TCP/IPL' -

q: jNe3:. ck

Windows NT 8: /?.<& gkO) '9 |h& $GOJC@.

SecureNet0
gkZ .N: AssureNet PathwaysgG SecureNet0& gkX- Lg

n}OY.

SecureNet0 Je!- SecureNet0 +e& XqOb 'X-5 !v

m Vn_ OB 0 Ze& TBOJC@.

V:

1. " gkZ! kX m/Q SGG 0& [:X_ UOY.

2. SGG 0 |'B 8xv *6Y 1–377Ln_ UOY.

3. 0& SecureNet0 +e! 3!R ' AssureNet Pathways3! A

NC`n& gkOm pe 5& 1COJC@.

Z<Q ;k: 90dLvG :gkZ .N f};; |6OJC@.

SecurID +e

gkZ .N: Security Dynamicsg SecurID 8H +e GB IPe

+e& gkX- Lgn}OY.SecureNet0 Je& gkOv 6J

C@.PIN: L gkZ .N f}; IBM Firewallz T2 gkOb

|! 3$Gn_ UOY.

FTP! kX SDI ET PIN peM Y= d+ pe! vxGv J@

OY.

Z<Q ;k: 90dLvG :gkZ .N f};; |6OJC@.

gkZ &x gkZ .N 1, 2 W 3
gkZ .N: gkZ! GX &xKOY.Firewall! < 3nvG g

kZ &x gkZ .N f}; 3!R v V@OY. gkZ &x g

kZ .N; 'Q -jg>; [:Om DDOOB % kQ f}:

IBM eNetwork Firewall|6-& |6OJC@.
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Firewall O#

gkZB /?Q O#& 'X ARA.Gm GQ L& TBX_ U

OY. L PNL OaGi, IBM Firewall: L ET gkZ& 'X

O#& v$O5O ARA.UOY.

Firewall O#B Windows NT NWB O# 8Y u H|Q O# W O

# T"; ckOGN GeGB O# 1CgWTOY.

gkZ!T /f d;

gkZ! .NGB Y= x! W O#& /fO5O d;R

v )N& v$OAi 9* FO@& )#JC@.

O# a]

O# a] )N& v$OAi 9* FO@& )#JC@. V

k GP NWN 8v! JzGE* a] L| Vk C#! v

$H Vv! L O#! gkGv JR; ' L Wq: 9N

3$KOY.

|.ZB gkZ! O# .N; gkOv xO5O L Je

& 9N 3$R v V@OY.

V:

1. O#B kR.Z& 8PUOY.8O kR.Z! %UH gkZ

O#& TBOi, gkZB O#& $.OT TBX_ UOY.v

):WLGL k.ZN8 [wOB fl!B L1 gkZ! kQ

O#& k.ZN TBOJC@.

2. n5<&! O# T"; $GR v VT UOY.L/Q O# T

": gkZ! ZEG O#& /fOv8 |.ZB O# /f;

Ov J; '! {kKOY.O# T": Y=z 0@OY.

8b L| fm O v(O \')
FirewallL gkZ!T O# /f IG; &xOB O# 8

b L|G O v.

8b L| Vk V v

gkZ!T O# /f; d8Ob L| V v.

abb L| Vk V v

O#! abb L| gkGv JB V v.

Vk ck NWN gC5 8v

O#! abb L| ckGB Vk GP NWN 8v.

ggk L| O#

O# LB .:.! zeH O#G v.O#B vg LB

.:.! VB O#NB /fI v x@OY.L E3/v

B O# ggk L| V v! 08N 3$H fl!8 /

?UOY.

O# ggk L| V v

O# LB .:.! O#! 8/GB V v. O#B v

g LB .:.! VB O#NB /fI v x@OY.
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VR fL

O#! VB VR .Z v.

VR 5.Z .Z

O#! VB VR 5.Z .Z v.

VR b8 .Z

O#! VB VR q 5.Z .Z v.

Vk ]9 .Z

O#!- Q .Z! ]9I v VB Vk 8v.

VR Y% .Z

O#! VB Y% .ZG VR v.

Firewall O# G; -/ " gkZ! kX L/Q *i; 6$OJ

C@.

gkZG W<: /f

Firewall! gkZ& _!Q D!B gkZ /f k- sZ!- Xg gkZ

G 8H S:; /fR v V@OY.

1. gkZ k- sZ!- /fOmZ OB gkZ& 1COm -b& )#

JC@.

2. gkZ /f k- sZ! *8*i, Xg Je& /fOJC@. /fR

v VB gkZ S: .:.! kX 81dLvG :IBM Firewall! gk

Z _!;& |6OJC@.

3. /f; _8i, .N; )#JC@.

IBM Firewall !- gkZ h&

V: gkZ fwdfuser GB fwdfadm; h&Ov 6JC@.

gkZ& h&OAi, gkZ .:. PN!- h&& )#JC@.

bI! GQ |.Z GQ 9'

1w Firewall |.Z8L |.Z& [:Om /fR v V8g, Li!T G

QL VB Firewall bI; G0R v V@OY. 9& in, gkZ W N

W pOM bI; v`R v VB GQ8; !v5O /$ |.Z& &Q

R v V@OY.

gkZ _! k- sZ!-, GQ 9' Je! Firewall |.Z& 1COJ

C@. gkZ _! k- sZ& OaOB % kQ Z<Q ;k: 81dL

vG :IBM Firewall! gkZ _!;& |6OJC@.
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W1 D, gkZ _! k- sZ!- |.Z G; 1COJC@. |.Z!

T gk GQL N)H bI; 1COJC@.

gkZ .N f}

Y=: )/ !v gkZ .N f}TOY.

pN EN

IBM Firewall: -v& W<:Ov xO5O fvUOY.

pN ck

gkZ .NL JdOv J@OY.-vB gkZ& .NOAm Ov Jv

8 gkZ! \N #:.& W<:R v V5O mI ARA.M T2 x

`UOY.

Firewall O#

-vB gkZ! hS x`R v V5O Uz Firewall O#(%CGv J=)
& d;UOY.

O#:

Firewall O#& TBOJC@. LB gkZ L'L Firewall! _!I ' g

kH Mz 0: O#TOY.

SecurID +e .N

SecurID +e& !vm Vm W.v)!- Security Dynamicsg ACE/Server
& gkOi L f}; gkOJC@.

AOC -vB gkZ! x`R v VT Ob |! PASSCODE(%CGv J

=)& d8UOY.

PASSCODE TB:

L C!!- 4-Z. SecurID PINZe, 0% W.m SecurID+eG Ze x

8N TBOJC@.9& in, SecurID +e! Ze 179091; *8> '

PINL 1234N v$H gkZ NEWUSERN NWNOAi, Y=; TBOJ

C@.

NWN:NEWUSER
PASSCODE TB:1234,179091

gkZ! 3=8N FTP& gkOi, FTP! O# /f; ckOB IGL x

b '.! SecurID +e gkZ .NL GPR MTOY.gkZB 3=8

N PIN; [:R SecurID +e gkZ .N; OAm R' Z]; gkX

_ UOY.gkZB FTP, HTTPnnz 0: *_ gkZ .N!- W PIN
; hS gkR v V@OY.
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8O SecurID+e! uNn PIN pe! V8i,L gkZ .N f}; IBM
Firewallz gkOb |! PIN; 3$X_ UOY.

SecureNet 0 .N

Assurenet Pathways SecureNet+ +e& !vm V8i, L f}; gkOJ

C@. SNK +e& Jb-R 'B Y=; gkOJC@.

v %C |D(16xv)

v ERASE bI(on GB off)

v Q Z. ?0v bI(off)

AOC -vB gkZ& x`C0b |! SecureNet0 +e! GX &xG

B @d; d8UOY.

Use SNK for challenge
######## for user user_id
Ed:

?0v ########B SecureNet0 +e! TBOB 8-Z. }ZTOY.

1. L ARA.& vEOi, SecureNet0 +e& 0:-C0m PIN Ze&

TBOJC@.PIN ZeB +eM T2 &xKOY.

2. -v! &xQ kN ?0v& TBOJC@.

9& in, -vN NWNOi, -vB Y=z 0L ARA.UOY.

Use SNK for challenge
78987648 for user NEWUSER

Ed:

SecureNet0 +e! * 78987648; TBOJC@.W/i, +eB @d

; %COm L& AOC -v! &xOT KOY.

3. L @d; -v! TBOJC@.

8O SecureNet0 +e 8AE222A9! '0vG @d8N %CGi, 8AE222A9
& -v! TBOJC@.

logon: NEWUSER
Use SNK for challenge 78987648 for user NEWUSER

Ed:8AE222A9

AXENT** Technologiesg! GX SecurNetKey(SNK)! Defender Handheld
Token**(DHT)8N gmmGz@OY.

NT NWB O#

L gkZ .N f}; 1COi, gkZ IDM O#! NC WIndows NT g

kZ %LM#L:! q3O) /?:L KuKOY.FirewallL Y%

Windows NT -v& v9O5O 8:Gi Li v9H -v!- gkZ $

GiL =vKOY.
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gkZ &x gkZ .N 1, 2 W.m 3

FTPM Z]! kX gkZ &x gkZ .N f}; gkR v V@OY.

Z<Q ;k: IBM eNetwork Firewall|6-& |6OJC@.
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&13e AOC -v 8:

L e!B 8H W.v) H[!- v):WLGG AOC -v& 8:O

m gkOB f}! kQ O] $8! in V@OY.

HTTP AOC

HTTP AOCB Web jsl!! kQ Socks -v xL IBM Firewall; k

X jslz d;; ?2{8N 3.UOY. gkZB ;N W.v)G 8

H; UsC0v Jm GQ HTTP AOC& 8vOb 'X ,sLp. /

f; /fOv Jm NM]G /kQ $8& W<:R v V@OY.

HTTP AOCB -v! FUOY.O] gkZB AOCG DO; Y% w

8N NeOE* AOC! DO; u; v x@OY. GQ L AOCB 3

3 AOC5 FUOY. HTTP d;; kEX Firewall! zeGB M: x

@OY.

vS{ <G

vS{ <G: ,sLp.M -v! TCP ,aG ]b& E#OT UOY.

L E#B ,a lu Je& gkUOY.

IBM Firewall AOCB ,sLp.M AOC#G vS{ <G; vxUOY.

Vk vS{ d; 6Gz vS{ ,a C#>a 6G: s6* @! ,a

L 8gR v& &nUOY. L 6Gi _ O*! _}Oi, AOCM ,

sLp.#G Socket,aL ]z MTOY.Vk vS{ d; 6Gz vS

{ ,a C#>a 6GL f7Gv J8i, ,aL hS -A V; MLg

p& d;L OaGBv& a$OB M: ,sLp.G %STOY.

_ x a$Gz8i, p:C9L! kE.L x; '! ,a! kE.; %

CR v V@OY.L 9B O|Q dLv! NeGz; vs5 hSX-

v`OB jslzG VO^L.H FL\TO.VO^LG; X_Ai $

v& )#JC@. L E3/v! kQ $8B 96dLvG :Vk vS{

d;; W 96dLvG :Vk ,a C#>a;& 8JC@.

8: ,sLp.& gkO) HTTP AOC 8:

HTTP AOC& 8:OAi, Y=z 0L OJC@.

1. HTTP AOC! &kN [wR v Vb |! DNS 68& ckX_ U

OY. L& 1T OB f}: 8: ,sLp. WqTLG ..G C

:[ |. zu;! VB 8H T$; )#m DNS 68 BN; )#B

MTOY.

2. JM& 0:-OJC@.

3. ,a; _!OJC@.W.v)G q8H x!- ,a; 3$OB f}

! kQ 9&B 57dLvG :AOC HTTPG 9&;& |6OJC@.
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4. HTTP AOC& 8:OAi, 8: ,sLp. WqTLG ..!- HTTP
& 1COJC@. IBM Firewall: 94dLvG W2 24!- 8) VB Y

M 0L HTTP AOC k- sZ& %CUOY.

5. AOC& >aOAi ; D;M/&nG/-q:& 1COJC@. IBM
Firewall HTTP AOC& 1COm $v& )#JC@.

G` !IQ phttpdB C:[ C[C Z?8N C[OB C:[ -q:

TOY.

HTTP AOC k- sZ!- E3/v& 8:OJC@. E3/v& /f

Oi, Firewall HTTP AOC -q:! $vOm YC C[R MTOY.g

k_N AOC gkZB AOC! gC[R 'nv WiG d;L >aG

T UOY(v J $5).

W2 24. HTTP
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AOC w. x#

L E3/v& gkX- AOC! d;; ,akbX_ OB w. x#&

v$OJC@. w. x#& /fOi, w.& kQ e'; ckOE* G

B ckOv Jb 'X JM& 8:X_ UOY.10248Y [: w. x#

B TCP/IP @k ANW%; 'X 9`KOY. AOC % -v! gkGB

xk w.B 8080 W 8088TOY.

pz. JM T": w. 8080!-G NYne, q8H kE.; RkOb

'X 3$Gv8 ?OQ w.!- 8H kE.; ckKOY. AOCB q

8H AOC dG8; ENUOY. pz.B 8080TOY. 8O L& /

fOi, w. x#5 L 8:! kX 3$H -q:!- /fGn_ UOY.

L1 3$*; /fOB fl!B phttpd AN<:& gC[X_ UOY.

Vk ;k v[ fL

-v! }:Q ?{ %LM! kQ v[ )b& 3$OAi L E3/v&

gkOJC@. ?{ %LMB CGI ANW%, -v-J N,ge, W.m API
ANW%!- bBKOY.LB AOC!- bBGv JB %LMTOY.

*; 3NYL. \'(K)N v$OJC@.pz.B 50KTOY.

29e . )b

L E3/v& gkO) Q x! 0:-C0AB m$ 29e v& 3$R

v V@OY.AOCB Y% d;L OaOm 29e! gk !IXz '

nv uNn d;i; 88UOY.O]{8N, C:[L -BRvO L E

3/v! kX u + *; gkX_ UOY. 8O C:[L ^p. 3/

z 0: @vle 8:)! J+ 9: C#; 2b C[Oi, L *; YL

5O OJC@. 60z 0: $v& v$OJC@.pz. *: 200TOY.

gkZ 9'

L E3/vB .NR gkZG 9'; AOC!T KA]OY.*; all,
new GB none8N v$OJC@.pz.B noneTOY.*: Y=z 0@

OY.

all pg jslzB gkZ!T gkZ IDM O#& TBOsB ^<v

& %CX_ T; *8;b 'X AOC gkZ .N @d; |[O

T KOY.jslz! AOC gkZ .N @d; vxOv J8i

L& *8;B @y dLv! %CKOY.jslz! L& vxO

i gkZ IDM O#& TBOsB ^<v! %CKOY.

new LV 86k8N gkKOY.gkZ ID/O# TB ^<v& %CO

5O jslz!T vCOb 'X ZE; HTTP/1.1jslzN ND

OB ,sLp. jslz!T 407 AOC gkZ .N @d8; Y

C |[UOY.HTTP/1.1D0Z& !x d;; jNe3:.OB N

M] M:CN/ 4.0! :'!& 3$R v V@OY.]:ILAM

Y% jslzB ::N& HTTP/1.0 d;8N 8PUOY.
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none jslz d;; !KOv J@OY.gkZ ID/O#& TBOsB

^<v& %COv J@OY.

C#>a

L E3/vB gkZ! g.N; d;Ob |! ,sLp. d;; bY

A_ OB C#; AOC!T KA]OY.gkZB L /^ C# ?H J

bG gkZ .NC &xH /$ IP VRM gkZ IDNNM .NKOY.

C#; P \'N v$OJC@.pz. *: 60PTOY.

gkZ! 0?{8N #b& v`OB Q L C# ": 8bGv J@OY.

Vk vS{ d;

L E3/vB AOC! HTTP/1.1 vS ,a!- vEOB Vk d; 8v

& v$UOY.LM: gkZ .N C#>a! w" 5b; L!B :I

xTOY.vS <GL !/ 'nv gkZG .N! kQ KgB v`G

v J@OY.25M 0L *; v$OJC@.pz. *: 5TOY.

Vk ,a C#>a

L E3/vB HTTP/1.1 Xv jslz! O\ AOCMG <G; C[O

i ,sLp. jslzMG HTTP/1.1 vS ,a; /vX_ OB C#;

J \'N v$UOY.LM: gkZ .N C#>a! w" 5b; L!

B :I xTOY.vS <GL !/ 'nv gkZG .N! kQ KgB

v`Gv J@OY.C#; J \'N v$OJC@.pz. *: 60TO

Y.

HTTP Nk |.

L E3/vB AOC!T C?/>aM Firewall NW! kQ pg AOC d

;; bOO5O vCUOY.LB NkG LOG_NOTICE vX; gkUO

Y.HTTP d; 0?; pOMOm M8i, L& Q|8N 3$OJC@.

L%.B Firewall NW bI! bOKOY.

jslz 8:

,sLp. jslzB HTTP AOC! ,a kb_N w.! ,aG5O 8

:Gn_ UOY.

GQ HTTPS gkC 8H AOC! kX IBM Firewall! VB HTTP AOC

& !.0JC@.

Internet Explorerjslz& AOC!T HTTP/1.1jslzN *8;mZ O

B fl, Y=; v`OJC@.

v -w .Yn; )JC@.

v NM] IG; 1COJC@.

v |x G; 1COJC@..
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v HTTP 1.1 3$8N -iL?O) :'!& B(on)8N 3$OJC@.

SSL ,a

HTTP 8H ,a! kQ Y% -vNG SSL MN5L vxKOY. IBM
Firewall: L1 fl! TL.~LN ?[UOY.MN: ,sLp.!-

Firewall; kX -vN )OY.Y= 9&!-33 HTTP 8H ,a! kX

%X w. 443; gkOJC@.

https://www.ibm.com:443

GQ g|$GH -q: HTTPS AOC Ft 2/2& gkOJC@.

GQ HTTPS gkC 8H AOC! kX IBM Firewall! VB HTTP AOC

& !.0JC@.

Z<Q ;k: 57dLvG :AOC HTTPG 9&;& |6OJC@.

vxGB f}

HTTP AOCB Y=z 0: f}; vxOB %, LB NM]!- >y!

Y% #b f}TOY.

v FTP

v Gopher

v HTTP

v HTTPS

v WAIS

HTTP AOC! kQ yC Nk bB

Y=: HTTP AOC gkZ .NH !.@b(get) d8! kQ Nk bBG

yCTOY.

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.
Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for 0 bytes.
Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
using NT authentication from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated
for HTTP Server using NT from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgsplash.gif HTTP/1.1"
for 211 bytes.
Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgmast.gif HTTP/1.1"
for 211 bytes.

Nk 0?: Y=z 0L 3mKOY.
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v ICA2099i - .O Ze 407; 8)Vg, Xg !.@b(get) d8! kQ g

kZ .NL GP_=; GLUOY.

W/i jslzB gkZ!T gkZ .N; d8UOY. jslzB

gkZ IDM O#& d8UOY.

v ICA2140i - gkZ Fred! kQ gkZ .NL :x_@OY.

gkZ .N: % dLv sG pg dv! kQ !.@b(get) d8! _

}R '6Y Lgn}OY.

FTP
1. FTP AOC& gkX- Firewall #:.& W<:OJC@. (Firewall!

kQ #:.m8N ftp_gw.domain.net.com; gkOT KOY).

ftp ftp_gw.domain.net.com

AOC -vB gkZm; d8UOY.

NWN:

2. Firewall; gkR v VB GQ; ^: gkZm; TBOJC@.

login: jane_doe

-vB gkZmL Firewall! _!Gz; '! 1CH gkZ .N :4!

{s gkZ ExG /?:; KuUOY(81dLvG :IBM Firewall! g

kZ _!; |6). AOC -v! gkZ& .NOB f}! kX-B 90
dLvG :gkZ .N f};; |6OJC@.

gkZ .NL !- D! AOC -vB FTP mI ARA.& %CUOY.

ftp>

quoteM site FTP mI; gkX- \N #:.! ,aOJC@.

ftp> quote site forhost.network.outside.com

\N #:.B L& gkZ! ,aR gkZmz O#& d8UOY.LB

FirewallNG FTP!- gkQ gkZm W O#MB Y& MTOY.

NWN! kQ pz. C# >a *: 60JLg /^ AOC! kQ pz

. C# >a *: 7200JTOY.pz. C# >a *; /fOAi 100
dLvG :FTP W Z] AOC!- C# >a * 3<;& |6OJC@.

!C{ FTP

Firewall; kX !C{8N ftpR v V@OY.!C{ AOCB Firewall g
kZ .NL Jd x8GN !C{ AOCG gkZB Firewall AOC gk

Z33 $GI Jd! x@OY. !C{ AOCB FirewallG q8HJ8N

[EGB FirewallG 8HJ!-8 ckKOY.!C{ AOC! [?Ob '

X-B L& 8H T$ 8: ,sLp. PN!- 1CX_ UOY.
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1. ftp& gkX- Firewall #:.& W<:OJC@.(Firewall! kQ #:

.m8N ftp_gw.domain.net.com; gkOT KOY.)

ftp ftp_gw.domain.net.com

2. AOC -vB gkZm; d8UOY.

gkZ:

3. q8H W.v)!- gkZm; TBOJC@.

gkZ: username@remote_site_host_name

4. W/i q% #:.B L| \h!- TBQ gkZ L'G O#& T

BOsB ^<v& %CUOY.

O#:

5. O#& TBOJC@.

NWN! kQ pz. C# >a *: 60JLg, /^ AOCG fl!B

7200J(2C#)TOY.pz. C# >a *; /fOAi 100dLvG :FTP
W Z] AOC!- C# >a * 3<;& |6OJC@.

Z]

Z] AOC& gkX- Firewall AOC -vN NWNOJC@. #:.m

L* GB NM] VR& gkR v V@OY.gkZG ESL .NH D

Firewall!- Z] mI; gkX- G5Q #:.N NWNOJC@.9&

in, telnet_gwG #:.m; !vm Firewall; kX 8H W.v) ;!

VB Z]; gkO) CX{N q{vN forhost.network.outside.com; W

<:R v V@OY.

1. AN<:& C[Ob 'X Z]; gkO) Firewall #:.& W<:O

JC@. (Firewall! kQ #:.m8N telnet_gw.domain.net.com; gk

OT KOY.)

telnet telnet_gw.domain.net.com

2. AOC -vB gkZm; d8UOY.

NWN:

3. Firewall; gkR v VB GQ; ^: gkZm; TBOJC@.

login: jane_doe

-vB gkZmL Firewall! _!Gz; '! 1CH gkZ .N :4!

{s gkZ ExG /?:; KuUOY(81dLvG :IBM Firewall! g

kZ _!; |6). AOC -v! gkZ& .NOB f}! kX-B 90
dLvG :gkZ .N f};; |6OJC@.

oneact); gkOT KOY.IBM Firewall AOC Z] pU8N, pg k

EL Firewall; kzUOY.

oneact); gkOB fl gkZ .NL !- D! AOC -vB Y=;

%CUOY.

ENTER DESIRED HOST:
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/|

telnet forhost.network.outside.com

\N #:.B #:.! KAx kN gkZ L'z O#& TBO5O d

;UOY. LB Firewall AOC -v!- gkQ gkZm W O#MB Y

& v V@OY.

NWN! kQ pz. C# >a *: 60JLg /^ AOC! kQ pz

. C# >a *: 7200JTOY.pz. C# >a *; /fOAi 100
dLvG :FTP W Z] AOC!- C# >a * 3<;& |6OJC@.

!C{ Z]

Firewall; kX !C{8N Z]R v V@OY.!C{ AOCB Firewall
gkZ .NL Jd x8GN !C{ AOCG gkZB Firewall AOC g

kZ33 $GI Jd! x@OY. !C{ AOCB FirewallG q8H J

8N [EGB FirewallG 8H J!-8 ckKOY.!C{ AOC! [?

Ob 'X-B L& 8H T$ 8: ,sLp. PN!- 1CX_ UOY.

1. Z]; gkX- Firewall #:.& W<:OJC@.(#:.m8N

ftp_gw.domain.net.com; gkOT KOY.)

telnet telnet_gw.domain.net.com

2. AOC -vB gkZm; d8UOY.

NWN:

3. q8H W.v)!- gkZm; TBOJC@.

Login@remote_host

\N #:.B #:.! KAx kN gkZ L'z O#& TBO5O d

;UOY.LB Firewall AOC -v!- gkQ gkZm W O#MB Y

& v V@OY.

NWN! kQ pz. C# >a *: 60JLg /^ AOC! kQ pz

. C# >a *: 7200JTOY.pz. C# >a *; /fOAi 100
dLvG :FTP W Z] AOC!- C# >a * 3<;& |6OJC@.

FTP W Z] AOC!- C# >a * 3<

FTPM Z]: pN NWNz /^ kb! kQ C# >a *; !}OY.

pz.N NWNz gkZ .N_! 60J6Y {n5 Q x? <G 0?L

Vn_ UOY.LM: loginTimeout8N KA. V@OY.

O\ NWNL :x{8N OaGi 7200J6Y {n5 Q x? <G! 0

?L Vn_ Og W8v J: fl <G: \}KOY.
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ROOTDIR\config p:d.! fwTimeout.cfg DO; [:Om uNn C# >

a *; J \'N v$O) L/Q pz.& k<R v V@OY.

fwTimeout.cfg DOG |D: Y=z 0F_ UOY.

Z]
proxyTimeout=7200
loginTimeout=60

ftp
proxyTimeout=7200
loginTimeout=60
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&14e Firewall Nk pOM

L e!-B GC#8N f8G Nk; pOMOB f}; 3mUOY. 8

:H Sh*L ']Gi f8! }:KOY.

IBM Firewall: gkZ $G Sh*! {% ag{N 'b s2G fl

Firewall NW! |[H ^Cv& pOMUOY. Sh* ']L _}Oi,
Firewall: Firewall |.Z! v$Q fD8N f8& |^UOY.

Sh* $G

ShB hvM C# E3/vN 8:KOY. v$H C# (P) _! hv (/
$ L%.G v)& JzOi, Sh& ']OT Gm f8 ^<v! }:K

OY.NW pOMB 4!v /|G Sh& NDUOY.

1. Q gkZ .N GP

2. /$ gkZ ID! kQ gkZ .N GP

3. /$ #:.!- C[OB gkZ .N GP

4. NW!-G ^<v BWG _}

pg Sh*: 8: ,sLp.* GB mI ` NMdL:& gkX- 8

:I v V@OY.Sh* $G! kQ /fgW: IBM Firewall!- Z?

8N 1CKOY.

f8 ^<v

Sh! 5^Oi, IBM FirewallL f8 ^<v& }:UOY. f8 ^<v

G |^: 4!v |BN On/ v V@OY.

1. NW DOG TBWq.

v 8: ,sLp.* mI `; kX 8:R v VB f8 NW bI;

kX.

v Firewall NW!-

2. gkZ .:.N |Z lm ^<v& [EOJC@

3. 8:H kN #bb.105dLvG :#bb K2 vx;; |6OJC

@.

4. f8 ^<v! 9x0 E3/vN gkZ-$G mIG G`.

f8 ^<vB /$ Sh* ']z |CH $8& !vm V@OY. 9&

ii, Y=z 0@OY.

ICA0001e: ALERT — gkZ .N GP 20.
ICA0002e: ALERT — gkZ g.! kQ gkZ .N GP 10.
ICA0003e: ALERT — #:. 56.67.78.89G gkZ .N GP 15.
ICA0004e: ALERT — 33G TBWqL VB BW ICA1234e.
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f8 ^<vM NW pOM! GX C[H b8 ^<vB pOMGv J@

OY.

8: ,sLp.& gkO) NW pOM 8:

; =G: GC# NW pOM& 8:Ob 'X 8: ,sLp.& gkO

B f}! kX 3mUOY. 8: ,sLp. WqTLG ..!- C:

[ NW& 1COJC@.DO zu& N x -/- 8b& .eOJC@.

NW pOM Sh*; )#JC@.

NW pOM Sh* |. k- sZ!-, Sh* $G& _!, /f GB h

&R v V@OY.

NW pOM _!

Sh* $G& _!OAi, NW pOM Sh* |. k- sZ!- ET&

1COm -b& )#JC@.NW pOM _! k- sZ! *83OY.

Y= Je& $lJC@.

1. ,!: /| -l%& -/ ,!: /| .:.!- 1COJC@.n^

/|: Y=z 0@OY.

v |Zlm kv

v mI G`

v gkZ .N GP Sh*g

v Q gkZ .N GP Sh*

v #:. gkZ .N GP Sh*g

v ^<v Sh*

2. 8O |Zlm kvG n^ /|; 1C_Yi, |Zlm VR& TBO

JC@.9v |Zlm kv n^; $GR v V@OY.

pg Sh* '] ^<vB v$H |Zlm VRN [EKOY.

3. 8O mI G`G n^ /|; 1C_Yi, mI DOm; $lJC@.

NW pOMB 9x0 E3/vN f8 ^<vM T2 L mI; G`

UOY.@Nv Q 3G mI G` n^8 $GR v V@OY.

4. 8O ^<v Sh*G n^ /|; 1C_Yi, pOMOm M: IBM
Firewall NW ^<v!- %X BWN ^<v BW& $lJC@.

5. 8O Sh* n^ _ O*& 1C_Yi, Sh* hv Je& $lJC

@.

Sh* hvB v$H C# b#! ckGB GPQ L%.G Vk v

TOY.

6. 8O Sh* n^ _ O*& 1C_Yi, Sh C# Je& $lJC@.

Sh C#: L%.G 9 _}!- C[OB PG vTOY.

7. 8O Sh* n^ _ O*& 1C_Yi, #bb K2G 0:- )N&

*8;b 'X 9 GB FO@& )#JC@.

104 Windows NTk IBM eNetwork Firewall: gkZ H;-



8. V.; $lB M: 1C{TOY.

9. .N; )#JC@.

Sh* $G /f

Sh* $G& /fOAi, NW pOM Sh* |. k- sZ!- /fI

Wq; 1CQ D -b& )#JC@. NW pOM /f k- sZ! *

83OY.

1. Sh* hv! kQ /fz Sh C# Je& TBOJC@.

Sh hvB v$H C# b# ;! (vGn_ OB GPQ gkZ .

N ^<vG Vk vTOY.Sh C#: L%.G 9 _}!- C[O

B PG vTOY.

2. .N; )#JC@.

Sh* $G h&

Sh* $G& h&OAi, NW pOM Sh* k- sZ!- h&I Wq

; 1COm h&& )#JC@. h&& .NO5O d8KOY.9& -

/ .$OJC@. h&B NW DONNMG h&& GLOv JBYB M

! /GOJC@.LB $GG h&& GLUOY.

#bb K2 vx

Firewall: Firewall! 'T f8! V; ' |.ZG #bbN ^<v& 8

; C:[ |.Z& #bR v V@OY. #bb K2 vx; 3$OAi

Y=G < !v #bb 8:dR& 8:X_ UOY.

1. mI 6$ - L 8:dRB 8: ,sLp.& gkO) [:Gm v$

Gn_ UOY. LM: NW pOM!- gkGn mI `!- gkR

v VB #bb mI! kQ pz.& 3$UOY.L 8:dR!B #

bb /f; $GOB m/Q WqL in V@OY. L 8:dR& $

GOm 6$OB M! kX-B 107dLvG :mI 6$;; |6OJ

C@.

2. ][Z(carrier) |. - p); ,aOb |! {UQ ][Z& $GX_

UOY. L 8:dR!B L9!- gkGB pz. ][Z .:.! i

n V@OY.gk_N ][Z! L .:.! VB ML FOi L 8

:dR! gkOB ][Z& _!OJC@. u Z<w Km M8i, 108
dLvG :][Z |.;& |6OJC@.

][ZNNM b8 |-x#& gkO) ][Z! kX L/Q |- x

#G /?:; KuOJC@.][ZM kER ' 8EQ /$ -q:!

kX /?Q ][ZG p) |-x#M b8 3$; .NOJC@.

3. p) |. - p); ,aOb |! {UQ p) $G& [:X_ UOY.

L1 $GB #bb K2 vxL gkOB pg |C p) $8& !v

m V@OY. L 8:dR!B 1CR v VB p) .:.! in V
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@OY. L .:.! p); _!R v5 V8* ON p): ][Z

! vxOB Mz #/Gv J; v V@OY.p) $G /v8v! k

X-B 110dLvG :p) |.;& |6OJC@.

V: IBM Firewall: #bb K2 vx; 'Q Tele-AlphaNumeric Protocol (TAP)
kE ANd]; vxUOY.

vxGB ][Z W p)

][Z %LM#L: DO!B ][ZM |C |[ E3/vG .:.! i

n V@OY. Y% ][Z& _!R v V@OY.][Zmz p) |-

x#& &\Q ON E3/vB Y=z 0@OY.

v .Z| #bb! kQ Vk ^<v fLM }Z| #bb! kQ Vk Z

.v

v 8@e2, P.<, %LM W $v q. fL

/$ ][Z& gkOb |!, ][Z! TAP ANd]; gkOBv .N

OJC@.

#bb ZeB pz. p) $GM T2 &xKOY. LB Y=z 0@O

Y.

v IBM MOD 448 14400 bps

v IBM 5853 2400 bps

v IBM 7852 28800 bps

v IBM 7855 2400 bps

v O] Hayes#/ !I

v US Robotics Courier 9600 bps

v Zoom V.34

#bb K2 vx 8:

#bb 3$: mI 6$ DO; 8:Om ][ZM p); /v8vOb

'X gkKOY.#bb& gk_Li, NW pOM& gkOb |! #b

b /f; 6$Ob 'X #bb 3$; gkX_ UOY.

C[Ob |!, CY% p) |-x#, #bb ID W ][ZG p) E3/

v& .8X_ UOY.

#bb K2 vx; 8:OAi, 8: ,sLp. WqTLG ..!- C

:[ |.& 1COJC@. DO zu& N x -/- 8b& .eOJC

@. C:[ NW& 1COJC@. DO zu& N x -/- 8b& .

eOJC@. #bb 3$; 1COJC@.
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mI 6$

#bb 3$; 1COi gkR ][ZM p); 1COm #b ^<v&

5 v V@OY.

mI 6$ 3$*

WqTLG ..!- #bb 3$; 1COi, 107dLvG W2 25! *M

VB k- sZM /gQ mI 6$ 3$*L in VB #bb 3$ k-

sZ! %CKOY.

TB Je! _!I *; TBOE* GB 1COJC@.

1. #bb ID& TBOJC@.LM: k3 ][Z 8g! gkZG #b

b! v$Q m/Q PINL KOY.

2. #bb ^<v& TBOJC@.LM: gkZ! |[OAB pz. ^

<v& wTOB .Z-TOY.}Z| #bb! kX LB }Z8Ln

_ UOY..Z| #bb! kX LB X:. ^<vO v V@OY.

][Z 3$! v$H Vk ^<v fL& JzOv J5O OJC@.

W8v J8i ^<vB _3OY.]P(:); gkOv 6JC@.8O g

kOi, LB xi .ZN k<KOY.

3. ][ZmL xB fl!B 1C; -/ ][Z& $GOJC@.#bb

][Z(carrier) |. k- sZ! %CI MTOY.L PN; $lB %

kQ Z<Q ;k: 108dLvG :][Z |.;& 8JC@.

W2 25. #bb 3$
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4. p)mL xB fl!B 1C; -/ p); $GOJC@.#bb p)

|. k- sZ! %CKOY.L PN; $lB % kQ Z<Q ;k

: 110dLvG :p) |.;& 8JC@.

5. .N; )#JC@.

mI 6$ /f

WqTLG ..!- #bb 3$; 1COi, mI 6$ 3$*L in V

B #bb 3$ k- sZ! %CKOY.

1. TB Je! *; TBOE* GB 1CO) b8G 6$ TB JeG

*; /fOJC@.

2. .N; )#JC@.

mI 6$ h&

1. .:.!- Wq; 1COm h&& N x -/ #bb ][Z(carrier)
|. k- sZ* #bb p) |. k- sZG Wq; h&R v V

@OY.

h&& .NO5O d8KOY.

2. 9& -/ h&& .$OE* FO@& -/ #bb 3$ k- sZN

G9F !JC@.

8O 6$ WqL x8i, #bb K2 vxL #b; [ER v xT KO

Y.

][Z |.

#bb 3$ k- sZ!-, ][Z(carrier) m JeN !- 1C; )#J

C@. 109dLvG W2 26! %CH Mz /gQ #bb ][Z(carrier) |

. k- sZ! %CKOY.
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][Z _!

uNn ][Z& _!OAi, #bb ][Z (carrier) |. k- sZ!- E

T& 1COm -b& )#JC@. Xg TB Je! *; TBOE* G

B 1COJC@.

1. ][Zm; TBOJC@.LM: m/Q L'Li n2 L'L* +f

Og gkZ! ][Z& NDOB % JdQ fPQ $8& &xUO

Y.

2. =: #b GB b8 -q: x#MB k6GB M8N ][Z 8gG

p)! kQ |-x#N ][Z |-x#& TBOJC@. LM: g

kZ! h`Q #b e!M -q:! d8OB v* GB 9! {k|

'! {}Og }Z| GB .Z| #bb! {}Q p) x#)_ U

OY.

3. #b f}! kX TAP& TBOJC@.*8 ckKOY.

4. ][Z! ckOE* d8OB O#& TBOJC@.

5. .Z| #bb! kQ Vk ^<v fLM }Z| #bb! kQ Vk

Z.v& TBOJC@.

6. 8@e2; TBOJC@.-l%& )#m .:.!- *; 1COJ

C@.

7. P.< Je! kX &v, &v GB x=; )#JC@.

8. pz. %LM q.& 1COJC@.7 GB 8; )#JC@.

9. pz. $v q.& 1COm 1 GB 2& )#JC@.

10. .N; )#JC@.

W2 26. #bb ][Z |.
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][Z /f

1. #bb ][Z(carrier) |. k- sZ!- /fOAB ][Z& 1CQ

D -b& )#JC@.

2. /fR v VB JeG 3m! kX-B 109dLvG :][Z _!;

& |6OJC@.][Zm Z<B /fI v x@OY.L JeB gk

_\KOY.

3. xOB /f; v`OJC@.

4. .N; )#JC@.

][Z h&

1. #bb ][Z(carrier) |. k- sZ!- h&OAB ][Z& 1CQ

D h&& )#JC@.

2. h&& .NO5O d8KOY. 9& -/ .$OJC@.

V: ][Z %LM#L:!B VRQ O*G ][Z! Ws in Vn_

UOY.8O $GH ][Z! x8i #bb K2 vx: GPUO

Y.

p) |.

p) 3m-!B p); Jb-OB f}! kQ |C $8! in V@O

Y. ][Z& gkO) p) 3$; 6$X_ R v5 V@OY. O]{

8N %X p) mI; gkOB Hayes#/ p)8 vxKOY.

#bb 3$ k- sZ!-, p) m JeN L?Q D 1C; )#JC@.

110dLvG W2 27! %CH Mz /gQ #bb p) |. k- sZ!

%CKOY.

W2 27. #bb p) |.
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L k- sZ& gkO) )/ !v p); _!, /f GB h&R v V

@OY.

p) _!

uNn p) $G DO; _!OAi, #bb p) |. k- sZ!- E

T& 1CQ D -b& )#JC@. p) _! k- sZ!-, TB Je

! *; TBOE* 1COJC@.

1. p)m; TBOJC@.LM: Y% $G_!- m/OYi n2 L'

L* +fOg gkZ! p); NDOB % JdQ fPQ $8& &

xR v V@OY.

2. p)L "SGB wD COM w.& $GOB COM w. x#& TBO

JC@.108Y [: }Z& TBOJC@.L w.! Oe~nN 8:

Gn_ O*, Windows NTN $GGn-B H KOY.L fl, #bb

bI8N NX w.! kQ W<:! ENKOY.p)L Oe~n 3$

z O!Ov J8i, #bb ZeB @# C# ?H gC5OT Gg a

9 GPOT KOY.

3. X 9'4!- ]b(echo); !vg NC gL.! GX $GH m$ 8@

e2; !x %LM p)8N Xg p); $GXVB Jb- .Z-;

TBOJC@.AT mI: wTC0v J5O OJC@. #bb bI:

Jb- .Z- G U! L mI; _!OT KOY.

4. \N 81 "Nn& TBOJC@.LM: 8g \NN !b 'X YL

sOB x#TOY.

5. .N; )#JC@.

p) /f

1. #bb p) |. k- sZ!- p)m; 1COm -b& -/ p)

$G DO; /fOJC@.

p) /f k- sZ!-, p) $G! kX /fR v VB JeG .

:.! %CKOY.L1 Je! kX-B 111dLvG :p) _!;&

|6OJC@.

2. .N; )#JC@.

p) h&

1. #bb p) |. k- sZ!- p)m; 1COm h&& -/ p)

$G DO; h&OJC@.

2. h&& .NO5O d8KOY. 9& -/ .$OJC@.

#bb K2 Nk

#bb K2 AN<:B Firewall NW /?.<& gkO) bB NW& b

OUOY.pg #b ^<vM @yB O] Firewall syslogbI! bOKO

Y. Firewall NW DO; 3$O) gkOB f}! kX-B 113dLvG

:&15e NW W F+Lj DO |.;& |6OJC@.
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#bb 3$ Kg

#bb mI; gkO) #bb 3$; KuR v V@OY. <NgW!

kX-B IBM eNetwork Firewall|6-& |6OJC@. 3$; $GOE

* /fR fl p&gv #bb mI; gkO) C:[, p), ][Z W

#b e!! pN -N &kN kEOm V8g #b ;kL G&N [v

EI v VBv .NOJC@.

mI G`

f8 Sh*! 5^R '6Y b?GB ANW%; v$R v V@OY.

ANW%; v$OAi Y=z 0L OJC@.

1. NW pOM |.& )#m ET& N x )#JC@.

NW pOM _! k- sZ! *83OY.

2. ,!: /| eS Yn sZ!-, mI G`; 1COJC@. LB P

NG mI DOm Je& [?!IOT UOY.

3. mI DOm Je!-, f8 Sh*! 5^I ' b?OmZ OB AN

W%G O| fNm; TBOJC@.

NW pOM!- G`Q mI! kQ [w p:d.B \winnt\system32
TOY. mI )L C:[ AN<:!- v`GGN, C:[ /f /v

8 3$KOY. gkZ /f /vB 3$Gv J@OY. O]{8N, v

`H ANW%: fN /v! G8Ob 8YB O|w T$H DOm;

gkX_ UOY.

FirewallL Y=z 0L ANW%G 9x0 E3/vN- |< f8 ^<

v& |^R MTOY.

Q gkZ .N GP f8: ICA0001e
gkZ g gkZ .N GP f8: ICA0002e
#:. g gkZ .N GP f8: ICA0003e
^<v Sh* f8: ICA0004e

Li ^<vG |< 3m: IBM eNetwork Firewall|6-& 8JC@.
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&15e NW W F+Lj DO |.

; e: 8: ,sLp.& kX NW bI; gkOB f}! kX 3m

UOY. gkZ! )/ !v IBM Firewall -v& kX #:.! W<:O

Am R ', IBM Firewall!-B IBM Firewall Nk -q:! GX /v8

vGB NW DO! Wq; bOUOY.

IBM Firewall: Firewall; 8:OB f}! {s Nk $8G + <}; }

:R v V@OY.NW Wq: Socks W Expert JMM 0: YgQ eR

!- *C v V@OY. _!{8N, NW DO: !I, pvW, $8 GB

@y nG YgQ I"5 9'N NW DOL 2)z v V@OY. GQ,
L e!-B NW |. W NW F+Lj |. bI; gkO) NW W F

+Lj DOG )b& |.OB f}; KA]OY.

8: ,sLp.& gkQ NW DO [: W F+Lj

NW |. W NW F+Lj |.! 8: ,sLp.& gkR v V@O

Y. gk !IQ p:) x#L pg NW $8& zeR v V; 8- f

POYm #VKOY.Firewall: Firewall NW bI! kQ g> pvW W

@y $8& }:UOY.1w Firewall |.Z8L Firewall NW bI! W

<:R v V@OY.f8 ^<vB f8 NW bI8N L?UOY. |

. (g NW $8B (g NW bI8N L?UOY.

&kN bI; v`OB 8m- /?.<G fl, Firewall NW ^<v8L

W TB DO! %CGB M: _dUOY. Y% n0Q bI5 Firewall
NWM ?OQ DO! v$Gn-B HGGN, Firewall Nk; {}OT 3

$OJC@.

V 8: ,sLp. PN!- f8& 8Ai, f8 NW bI8N v$H D

O! f8& v$X_ UOY. W DO! kX W \G n0Q M5 v$

Gn-B HKOY.

Y=G l1x' 9': kNPG $8& 8DOB pvWM T2 ){K

OY. I": !e I"Q Firewall L%.8 83UOY.

v pvW

v $8

v fm

v @y

v I"

Firewall ANC`n! H$I 'nv $8 9'N C[OB ML A@OY.

W1 Y= fm GB @yN /fO) Nk 0?z C:[ NW )b& Y

O v V@OY.

© Copyright IBM Corp. 1994, 1998 113



l1x' 9': ^<v BW "Ln (i,e,w,s..). ON ^<v& >a(shut off)
OB f}; G0OAi W:.! JdR v5 V@OY.

NW bI _!

8: ,sLp. WqTLG ..!- 8b& .eOb 'X C:[ |.

DO zu FL\; N x )#JC@. C:[ NW DO zu FL\;

N x -/- 8b& .eOJC@. NW bI; 1COJC@.NW b

I k- sZ! vg [?GB NW bI <.& %COi- *83OY.

1. NW bI k- sZ!- ET& 1COm -b& -/ vg gk !

IQ Mi! syslog Wq; _!OJC@.

114dLvG W2 28!- 8) VB YM 0L NW bI _! k- s

Z! *83OY.

2. /| -l%& -/ /|; 1COJC@./|: DOmTOY.

W2 28. NW bI _!
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3. NW bI: bOGB $8G /|z b_v& G0UOY. bI -

l%& -/ Y= NW bIi _ O*& 1COJC@.

v Firewall NW - JM Nk; wTQ O] Firewall NW

v f8 NW - f8 -i! sVOb 'X gkGB NW pOM pU

sB W Sh* '] fm

v |Zlm NW

4. l1x' -l%& -/ l1x'& 1COJC@.Nk l1x'B I

"5G u! x8N *-KOY.1CQ l1x'B bOGB VR 9

'L KOY.

5. NW DOm; $lJC@.NW DOm: }k fN(esLjM i=

!, \N C[OB)& !._ Og DOm8NG fN! 8gX_ UO

Y.

6. F+Lj |.B @Nv DOm /| NW bIz T2 gkI v V

@OY.gk !IXvi, NW DO )b! $b{8N Y)z v V

@OY.F+Lj |.& [? !IOT Oi fwlogmgmt mIL G8O

B E3/v& 3$QYB M; GLUOY.116dLvG :NW F+

Lj;& |6OJC@.F+Lj |. E3/v& gkR v VT O

E* GB gkR v xT 8i v V@OY.

7. 0?_N NW! VB 9Ze! F+LjGn_ R 'nvG Ov& 1

COJC@.L *: 0LE* 08Y ?_ UOY. fwlogmgmt -l mI

L L bX! BB NW 9Ze& __R '! F+Lj! On3OY.

NW |.B NW 9Ze 88 Ov& hjR ' vg /%& wTO

v J@OY.

8. F+Lj DOmz O| fN& TBOJC@. IBM Firewall: p:d

.& gkOB pz. F+Ly bI; &xUOY. W/* xOB f

l, C/WN F+Lj bI; gkR v V@OY.

9. 0?_N NW DO! F+LjNNM h&Gn_ R 'nvG Ov&

1COJC@.L *: 0LE* 08Y ?_ UOY. fwlogmgmt -e m

IL L bX! BB F+Lj DO; __R '! $.([v)! On

3OY.NW |.B F+Lj DO 88 Ov& hjR ' vg /%

& wTOv J@OY.

10. .N; )#JC@.

NW bI /f

1. NW bI k- sZ!- /fOAB Firewall Nk Wq; 1CQ D, -
b& )#JC@.

NW bI /f k- sZ! *8/ MTOY.

2. xOB Je& /fOJC@.Je! kQ 3m: 114dLvG :NW b

I _!;& |6OJC@.

3. .N; )#JC@.
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NW bI h&

1. NW bI k- sZ!- vg gk !IQ M8NNM Firewall Nk W

q; 1CQ D, h&& )#JC@.

h& fm PNL *83OY.

2. h&& hSOAi .N; )#JC@.6=L Ynz8i kR& )#

JC@.LB G& NW DO; h&Ov J@OY.

NW F+Lj

F+Lj AN<:

v gk_ NWNNM Z]L VB 9Ze& h&UOY.

v Li; 05G DO! u@OY.

v az DO; q3UOY.

v uNn DO; F+Lj p:d.! u@OY.

NW |. ANW%; C[O) ){H NW& F+LjOB %, Y=G N

!v IG; gkR v V@OY.

1. ''N mI `!- fwlogmgmt -l mI; v`OJC@.

2. NT :IY -q:N fwlogmgmt -l mI; 3$OJC@.

NW F+Lj& $.([v)OB O: Z]VB F+Lj DO; F+Lj

p:d.NNM h&OB ON Lgn }OY.

F+Lj DO; h&OAi, N 3G IGL Vn_ UOY.

1. ''N mI `!- fwlogmgmt -a mI; v`OJC@.

2. NT :IY -q:N fwlogmgmt -a mI; 3$OJC@.

114dLvG :NW bI _!;!- bzH kN NW bI $G! v$

H *! GX Z]VB 9Ze W DOiL a$KOY.

NW |. AN<:& v`OB !e ?2{Lm m.Q f}: L& NT :

IY -q:N 3$OB MTOY. &nGG -q: @j'.& gkO)

C[OJC@.

9& in NW |. F+Ly AN<:! EO @| 3C! G`G5O 3

$OAi Y=; TBOJC@.

at 3:00 /every:M,T,W,Th,F,S,Su fwlogmgmt -l

C/WN DLL

Firewall pz. DLL k<C gkOB NW F+Lv (archiver)C/W-N DLL
! kX Km M8i, IBM eNetwork Firewall|6-& |6OJC@.
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NW |. bB

NW |. bI: NW |. 0?; x`C0b |! ON 9q O|: K

g& v`UOY..&! _}Oi, mI `!- fwlogmgmt mI; v`R

' x\L Firewall NW bI8N |[KOY.

|Zlm GB |. (g(local0) NW bI: Y% bI8YB Y% F+L

j T"! {s ^s}OY. pg NW bI! Vn-, F+Lj! GAi

F+Lj! gk !I sB! Vn_ UOY. W/* |< |ZlmL*

(g NW DOL Ex F+Lj GB% ]X, Firewall(local4)z f8(local1)
NW 9Zei: /%! F+Lj AN<:! G`I ' bI $G! v$

H bX; Qn1 fl!8 F+LjKOY. GQ |Zlm NWG $8

B pvWkLg, F+LjR8Q !!B x@OY. O]{8N u /kQ

Y% |Zlm $8B Firewall(local4) NW! bOGn V@OY.

8m- /?.<

8m- /?.< bI; gkO) vg GB F+Lj NW DONNM 8

m-& }:OB % 5r; r; v V@OY. 8m- /?.<B |h|

%LM#L: %N 1T k@I v V5O 8:Gm -D-H %N [:H

|. $8 DO; }:UOY. Li %B Firewall |.Z! Y=; P.O

B % 5r; ]OY.

v FirewallG O] gk}

v Firewall AN<:! VB @y

v 8H W.v)NG c! ^v xQ W<: C5

/?.<M Firewall NW& gkOi, |.Z! ^<vG O]{N X:.

DO; [:R v V@OY.GQ %N [:H DO: }:Gn DB2 &0

h-z 0: |h| %LM#L: C:[G %N ]TI v V@OY. W

/i |.ZB 86- 68 pn(SQL)& gkO) %LM& 68Om 8m

-& }:R v V@OY.

8m- /?.<B Firewall 3!G ONN- 3!KOY. Li: GQ 3

0{8N 3!Gm q-Firewall #:.!- G`I v V@OY.8: ,s

Lp.B L& Firewall!- v`Ob 'X gkI v V@OY. q-Firewall
C:[!-B mI `; gkOJC@.

&kN bI; v`OB 8m- /?.<G fl, Firewall NW ^<v8

L W TB DO! %CGB M: _dUOY. Y% n0Q bI5

Firewall NWM ?OQ DO! v$Gn-B HGGN, Firewall Nk; {

}OT 3$OJC@.

AIXk IBM Firewall V3R1 L| v|G NW DO! kX-B 8m- /?

.<& gkOv J5O OJC@.W/* AIX V3R1k IBM Firewall!- !

.B NW DO; 3.OB %B 8m- /?.<& gkR v V@OY.

L& gkO) AIX su NW5 3.R v V@OY. 8m- /?.<! k

Q <NgW: IBM eNetwork Firewall|6-& 8JC@.

&15e NW W F+Lj DO |. 117



8: ,sLp.& gkX- 8m- /?.< v`

8: ,sLp. WqTLG ..!- 8b& .eOb 'X C:[ |.

DO zu FL\; N x )#JC@. C:[ NW DO zu FL\;

N x -/- 8b& .eOJC@. 8m- /?.<& 1COJC@. 118
dLvG W2 29!- 8) VB YM 0L 8m- /?.< k- sZ! *

83OY.

1. IBM Firewallz T2 &xGB pz. F+Lj ANW%G fl, NW

F+Lj fN L': P`H NW DOL in VB p:d.TOY.

NW F+Lj fNm Je! NWbI k- sZG F+Lj p:d.

Je!- v$Q p:d.& TBOJC@. F+Lj p:d.NG }

k fNm; TBOJC@. 8O F+LjGv J: NW DO; -w

Om M8i, L Je& xi8N 2\ u8JC@.

2. 8m- /|; 1COJC@. .eH NW ^<v X:.& }:OAi

X:. NW& 1COJC@.DB2 gk}! kQ %N [:H DO; [

:OAi, % NW& 1COJC@.8O az DO; DB2N ]TOi,
SQL 68& NW %LM!- v`R v V@OY. u Z<Q $8B

IBM eNetwork Firewall|6-& 8JC@.

W2 29. 8m- /?.<
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3. NW DOm: P`H F+Lj NW DO GB Y% /?Q Firewall
NW NW GB AIX su NW DOG L' _ O*TOY. NW F+L

j p:d. Je! TBQ fl NW DOm -l%& -/ [wR N

W& 1CR v V@OY. \h 1!- NW F+Lj& TBOv J:

fl )b! TBQ NW DOm: /?Om P`X&H Firewall NW D

OLE* AIX su NW DOLn_ UOY. |< fN& v$X_ UO

Y.

4. NW /|, Firewall GB AIX su& 1COJC@.

5. bB X:.! kQ fN W DOm; TBOJC@.

6. % NW d;G az& b8G %N [:H DO! 7NOb 'X 9&

1COE* GB b8G DO; k<Ob 'X FO@& 1COJC@.

7. L JeB bB X:. DO! u)z ^<vG /$ /|; 1CR v

VT UOY.L JeG ;k: %X Windows NT Find mIH! u)

vB E3/vN k^KOY.9& in, Je! ″ICA0″; TBOi(N
k %C& X_ UOY), L@ 6! Y= mI; v`OB Mz 0; M

TOY.

fwlogtxt < my.log | find "ICA0"

Y=: L Je! V; v VB n!v 9& Wq W W azTOY.

JM az
"ICA0" NW pOM Sh* f8 ^<v& *-UOY
"ICA3" Socks |C ^<v(#ICA3000 - 3999)& *-UOY
"ICA2010" ICA2010 ^<vG _}8; *-UOY
/V "ICA3" Socks ^<v& &\Q pg ^<v& *-UOY
/C "ICA001" ICA0001 ^<v v& AOY

8. .N; )#i Firewall C:[sG v$H bB p:d.! d;H DO

; }:UOY.

9. 8m- /?.< az 5*: v`H 8m- /?.<NNMG @y ^

<v& 8)]OY.X:. NW 8m- /|8NNM _bH NW X:

.& 8Ai, V Firewall 8: ,sLp. PN!- NW %Cb& )#

m O|Q Z]G bB DOm; TBOJC@.IBM eNetwork Firewall
|6-& |6OJC@.

&15e NW W F+Lj DO |. 119
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&16e W.v) VR //Ob

NM] gk N8! x_8N :eT! {s IP VRG N7: _dQ .

&N kNGz@OY. W.v) VR // (NAT): VR ggk; bJN

IP VR N7 .& Xa%; &xUOY.

3N W.v)! VB VRB El + VR x#!- v$I v V@OY

(O]{8N, 10.0.0.0,!: A VR x#). L1 VRB 3NkLg NM]

!- kbGv J@OY. W/GN, Y% IP W.v)!- L1 VR& YC

gkR v V@OY. nOH IP VR O*B )/ 3G 3N W.v) VR

& {bb 'X gkKOY. NATB nOGv J: VRM w. x#& n

OGm /?Q NM] VRM w. x#N //UOY. NYne fb NAT
B nOH NM] VRM w. x#& nOGv J: VRM w. x#N

YC //UOY. 3N GB '}G VR& gkOB W.v)! NAT& k

X NM]G #:.M kEO) u 9: x#; 3N W.v)! ?z{8

N &xR v VB !L NATG e!TOY.u:Y*, NAT& gkOi, 3

N W.v)!- VR& \NNNM {f v V8GN 8H 9'; O* u

_!R v VT KOY.

8H #:.! }:Q TCP/UDP P6!-B b_v VR! nOH NM]

VRN k<KOY. 8H #:.G w.B m/Q w. x#N //KOY.
pg FtYne P6G b_v VRB 0v8 w. x#B m/UOY. L

1 |BG //: Y-k-O(many-to-one)//Lsm Og, O*G VRN )

/ 8H #:.& {f v V@OY. IP luM TCP/UDPc' luG P6

<)6L ;EKOY. Vk ?C ,a vB w. 0–1023L 9`Gn Vb '

.! 64536 (G&N 64512)8N &QKOY. NYne ,a: ${ (?{8

Y) // WLm Wq8N vxKOY. 9& in, #:. 193.5.8.2B 195.9.5.2
to 10.1.1.1; JOB NAT // WLm! ${ Wq8 V; ' #:.

10.1.1.1G TCP ,a; C[UOY ([Nz VR 195.9.5.2gk).

TCP/UDP nC.ILG8N }:H pg P6: //KOY. IP P6G n

C.ILG %LM! IP VR! V8i nAv}OY. VR //C /w .

&! GB nC.ILG O*B FTP TOY. FTP &n ,a: ^<v!

asciiN Ze-H IP VR! VB ″PORT″ mI GB ″PASV″ @d; _`U

OY. L1 fl NATB IP luG VRS8 FOs ZaNPG ascii VR

M w. x#5 v$X_ UOY.

LxG APAR 1.:!- NATG Y-k-Oz MAP // IG; gkOi N

Yne W Ft Yne ICMP P6; //R v V@OY. NYne ICMP
@d P6 (ping, C#RN, VR 6:))z pg @y P6 (5^R v xB

q{v, b_v &v, fN gv$, C# Jz W.m *[ P6 ^<v):
b8G // WLm Wq! fN gv$ 9\! V; '8 //KOY. ICMP
fN gv$: //Gv J: NAT& kzUOY. ICMP fN gv$ ck

GB ENB gkZG JM T"! ^A V@OY.
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FtYne 68/@d ICMP P6 (ping d;/@d, C# RN d;/@d, V

R 6:) d;/@d): Y% 8H #:.G ICMP P6L nOH O*G V

R& x/R v V5O P6 8H VR //z ICMP 68 D0Z! GX

vxKOY.

|.ZB 8H W q8H W.v)!-, /w VR 6:)/@d W fN g

v$z 0: /$ ICMP P6; |^R '!B E_X_ UOY. ICMP k

E.L Firewall; kzR ' }f v VB 8H 'h! kX-B |m -{

_ O*N NT 3.2k IBM eNetwork Firewall; gkQ TL. 8#& |6O

JC@.

IBM eNetwork Firewall NAT 8v

IBM Firewall NAT 8v: Y=z 0: fmM T2 U!- 3mH kN b

; VR //; vxUOY.

v ZaNP! IP VR $8! VB TCP/UDP nC.ILG (*_! 3mH

kN FTP &\)!-B U!- 3mH kN P6 lu Je8 //KOY.
LB DSN GB SNMPM 0: UDP nC.ILGG ZaNP! VB V

R $8! //Gv JBYB M; GLUOY.

v FTP PORTmI: O|w //KOY. W/*, PASV @d P6! pT

H VRB //Gv J@OY.

v ICMP d;/@d W O#- ^<vB //KOY. LN-, 9& in, F

tYne pingS8 FOs TCP fN MTU KvL CYN [?R v V

@OY.

v NATB TCP \}; (vOb 8YB ?{ // WLm Wq; &EOm

gk!IQ VR .! nOH IP VR& YC pTOb |! 8:!IQ

/^ C# Jz! G8UOY.

NAT, JM, W MN#G s#[k 9

IPSec ESPMNL Firewall 9.67.23.2M 204.96.140.2gL!- v[w8N 3

$GzYm !$OJC@. NATB L 8H W.v)! 3N VR& gkO

GN 9.67.23.2. Firewall!-8 0:-KOY. MNG Y% J !! VB 8

H W.v)B NAT& gkOv J@OY. b; NAT //; 3mOB M\

! (^J!-NM N x0 P6G g JeB FtYne VR // _! v

$H P6G Je& 3mUOY), 0dLvG B GQ #:.G //H P6

L //Gv J: IP P6!- weJ; 3mUOY.

O]{8N, JM5: NAT! U- FtYne P6! {kGm NAT //

LD! NYne P6! {kKOY. W/GN, JM T": //Gv J:

VR& bJN UOY. NAT W MNL |CI fl, JM T": GQ NAT
! 0:-H Firewall!- //Gv J: VR& bJN UOY. MNG Y

% J !!- (L Firewall!- NAT! 0:-Gv JRYm !$), NYne

P6! kQ JM T": //H b_vM q{v VR& bJN UOY (N
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YneM FtYneG fl6Y). NAT! MNG gJ !!- 0:-Gi,
U!- Lgnx 3m: gJ fb! Y {kKOY.

0dLvG !- 3mH C*.@& 9N gkOm 8H #:. 10.1.1.1G M

N; kQ 8H #:. 204.96.145.9MG kE; q%N bRYm _; ',
10.1.1.1! "SH Firewall!B 10.1.1.1L MN; kX 204.96.145.9M kER

v V5O ckOB JM T"L Vn_ UOY. q{v #:.! ,aH Y

% Firewall J!-B MN; kQ 9.67.23.1z 204.96.145.9G kE; ckO

B JM T"L JdUOY.

NATG _! $8

Y= fl& !II OAi NAT& gkOJC@.

v Firewall8N 8H C:[G VR& 8#Oi- W C:[!- q8H g

L.& w" W<:OB fl.

v nOH VR! xB )/ C:[L NM]G gL.! Y; v V5O n

OH VR& x/OB fl.

v q8H '!G b8 C:[L Firewall8N 8#H -v& W<:OB f

l.

ISP!- NAT! kX nOH VR& .8OJC@. NAT! gkGB pg V

RB Y% q{8N gkI v x@OY.

NAT! kX-B 4!v IGL V@OY.

Y-k-O(Many-to-One)
9: (Vk 65536) ;N VR! nOH O*G IP VR& x/R v

V5O P6 8H VRM w. x#G //L On3OY. x/GB

L O*G nOH IP VRB NC VR& {bv8, L \!5,
FirewallG q8H VR! kX G Y% nOH NM] VR! Jd

UOY. NAT 8:: Y-k-O WqL |CH w. //!- gkG

B nOH NM] VR& D0UOY.

// //I 8H VRG .:. [:C gkKOY.

&\ //Gv J; 8H VR .:. [:C gkKOY.

J /$ 8H VR! kX nOH /$ VR& 9`Ob 'X gkKO

Y.

8: ,sLp.& gkOB W.v) VR // 8:Ob

1. 8: ,sLp. WqTLG ..!- VR // DO zu FL\; N

x -/ d& .eOJC@. NAT DO zu FL\; N x -/ d&

.eOJC@.

2. NAT 3$; 1CO) W.v) VR // pb; 8:OJC@.

3. NAT 8: DO! VB W.v) VR // Wq: L k- sZ! %

CKOY. NAT Wq; _!, /f, GB h&R v5 V@OY.
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NAT Wq _!

1. W.v) VR // .:.!- ET& 1COm -b& -/- uNn

Wq; NAT 8: DO! _!OJC@.

NAT _! k- sZ! *83OY.

2. NAT _! k- sZG NAT /| Je!- -l%& )#m Y=!-

1COJC@.

v Y-k-OG nOH W.v) VR. v$H IP VR& 9`H IP VR!

_!UOY. E3/vB 9`H IP VRM // WLmz |CH C#-
JzTOY.

v 8H W.v) VR //. W.v) VR //L On*_ OB 8H
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