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Firewall €515 EFTE )24 TEAE ROOTDIR\config H1 o 5 AL B EL Firewall 284 -
MAZTA Firewall HZ20U55 » A50% ROOTDIR\config HERIATHAZ °

FETEE O Firewall 226 » 3514 ROOTDIR\config HERTMATEMIITAIESR » SRIEH
1B E RN o (078 S S 3 R B S L » P8 B 20RE A & A5 -
FHKAEGHRERE SR © 1 Firewall 1/ \config HEkATREN &8 & E AT I
REZE o FATER - BESRAERI IR KRS 2 g AT 2 v A SO m i R =X AR A R At sS4 - H
& ARG F M5 TR S g -

« carriers.cfg -ITAZRIMEAL RN E

« cfgfilt.output
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» explode.cfg

« filters.active - Z7 /e & 18 F I R

« fwadpt.cfg - Hé# I E 2

« fwconfig.map - & 2Lk 41

+ fweonns.cfg -2 HEAR E

o fwfilters.cfg - E IR ArysEyEds

« fwhttp.cfg - HTTP proxy Z24#%

+ fwmail.conf - SafMail 42##

« fwobjects.cfy - HEESYI 1€ 75

« fwpolicy.cfg - 2214 RN EIE

o fwrules.cfg - R HIRERR & 25

« fwservices.cfg -IRIFFERE

« fwsocks.cfg - ZEfE{EEEEMY Socks 5HH]
« fwtdefn.conf - ZIRiE#

« fwtpproxy.cfg - &l Proxy &%

« fwusrdb.cfg - T KREHAE ) ERHE

+ logmgmt.cfg - EE{EER

« modems.cfg -BEI%E

* pager.cfg -FEAL 33 7E 2

« rcsfile.cfy - ZeE R FE N 28

+ Socksb.conf -EA A Socks 5 2Lt
+ Socks5.header.cfg A2 Socks5.confftyfsE & FE R {7

Loz 2

« syslog.conf - HiEMERE T 3%
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BoE ERIERIBWRBEDN

AFHERIAAIZUHEL 1BM Firewall fHBARY MRS 220 (DNS))  DNS HIHIE
e e B AR AR AL 2 MRS Y AR - [RIIRFA e P ) B 3G 2 2= s
SHR LA o BT A AR VR R R AT P I Internet AT (RAOFTEARSS - MH. -
AR IR A 2 MRS B A » KO8 AN S LARCE AT DU T BORA A -

TR H R A = e iR
1. —{E{E IBM Firewall L

2. —{ETE R AT

3. —fEfEZ kst

B K it

O
\ %

LA Elicaeny i

\ 4

[ 10. DNS

Firewall (2720 » R EER 2 VERERS 1) 2 M (A Al o Bl AR Fs A TR 2 VERRE ) 2 7
fAIR A Z [RIRRRE © Firewall R f Gy IR 2l aE 55 (E TRHE Fifalfileas » IES Firewall 1)
DNS A5 AN E LA B R EE R ZE AR L -

EERE IR 10 #537H Firewall (A o 5 Firewall AWM AR ARG LEST HARIERE »
EEEHRR L 2im i Eikes o BEEIEIRE Firewall IFf > EE & AR EIFL 2
RS

B2 A VRS RORE R UG BOR A A E AR - (B UL @ L R (IR 2 20w DNS » i
DNS K% o & [ — (8@t BRI L i R - 18 b &l SORAE R G R — {822 20
DNS - HIfA AT g R IE L 2B » (NI 20 DNS HEAEITE A » M DNS 5%
AIERTS Firewall o fEJEZ 21 DNS IFEOKIRTS Firewall FUTETL T » B2 EOKR E#LRHGIE
Z2E DNS fHisk » KI ERURIER B AR G ol ER -

© Copyright IBM Corp. 1994, 1998 31



{FRIBHEBIGEEE DNS

B DNS - FHIEAUEIL B SRR R DRITEEE ) o SEEW MR RERIRIERC
DIt o EINRIEBRIFED o [IBM Firewall) &#URIBITHY DNS 426 »
&Ll ed -

i) B BREED

¢&P BB ONS
ZEE it - |chtnt. raleigh. ibm, com

TEFELIEFIRE (P f2ht) 0 [9.67.129.152

% B2 AR(RAR AR (1P fizht) - [100.100.9.35

¥ OK 2€ B 7 B

11. A RS

#f: T DNS IRF > B KO & R AT B e A AR s R AR S 4 -

1. ZEEHBBMOL AR - Firewall 3% a4 MM IR T A e 880 18
il A o

2. ZERGBWBEMRSEMIIZT > 7 HEZ 1IBM Firewall £#3# » i1k Internet (R ARIE
RN IAT 1P A2 mEARES o E0n] DU AR T E B P AL - G D2 RSN
LAl

3. FLZE=TREBIERIRES M (TS R RS PRt A e A A - FIRSIRAT IR & 21
MRS RHBHE A o AT LU AR &I B 1P 7k - A DIZE RS LA RS -

st EomfiRasini ey - eeahE - LIS Root Ai{EIARASAISIIR o KER Y
AT E LR R AERCIE RS - T > Mircosoft BUBIT HII &L 91 R 5T [l 2114248
fid o ERFEAN FEUERGIITE - (B SSEH R =R B RS M
MfE o AR EE S -
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RiEZ2 2@ MRS

B AR AR LEAE B RES AT E LA Firewall o ANSEEAGIEHEN) BIND h
17 » &4 forwarders BUfi=k cache fUult= » #THy B % 24 iBFAMRAS 1Y boot M :
forwarders aaa.bbb.ccc.ddd

cache . named.cache

737 cachef named.cache LIE[A Firewall :

. 99999999 IN NS firewall.private.com

firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

Hrh private.com et 2T R REIAHE » 1 aaa.bbb.ccc.dddll;E Firewall 1 IP fif
HE o

Beot s ERTREZHIGE firewall 1) FEBASEIEHTIIE DNS BERHEH o SR & {ErTF]
H Firewall B3 ERSARRARIUE 1P {7t » FHL Firewall ) Socksfrlfllk#s ~ HTTP proxy-
Telnet proxy & FTP proxye Nithig G ERR BT HEEI M B8R » FHHERIGE 2R %
4 #f) DNS £ BIND - AFRIAMGE 2 2EEHH -

B I —%E A R R A PR

firewall.private.com IN A aaa.bbb.ccc.ddd

K% HIE—% PTR 08I E KM= (reverse-lookup)fE % :

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR  firewall.private.com.

TR A ST AR 22 2 MRS BE ] DNS - AUEHIRT KOS LR E RERETE H CRIE »
AR IR AR 1L P 4L 25 BEAR SRR KOS - (RN K& 2 A Y R iR e &
MBRMRES ML o IR - PILE —1THTHEE c:\winnt\system32\dns\boot °

primary ccc.bbb.aaa.in-addr.arpa c:\winnt\system32\dns\fwnamed.rev

IR1% > IS fwnamed.reviE 7 e EEIAN T AR ¢

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (

9 ; Serial
86400 ; Refresh after 1 day
300 ; Retry after 5 minutes

654000 ; Expire after 1 week

3600 ) 3 Minimum TTL of 1 day
ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR  firewall.private.com.
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RIEZEHRBIG

2 VERE RS L AT R Uk L JE 2R R REI € (M A R HE 2  B R AR ES - SRR
Firewall  iSTEMRIFHVEENEER » CREMEMR L 2 IME AN G ETFE Firewall HIRCIEREAIY
TREVGCIERE T o [FIIE » E &S Firewall #) TIFE » i8R N Firewall FATERA R
GBI L 2 IR R IR 20 - A Er 2 H IR -

IR AE BN L 2 VERERE B DNS » fERIIEBULEZEE N Firewall » {ERIEEULHIH
El e

RifoIRFER LA

34

L AR G IR E RS B 2 Internet {ERBAFIAHE - @% > ELEREHEE R
ff E-mail & Web falflies » MR E_EERTLUS LR TCPAP fAlflkes - #EfHE
FRARBSIEE ATHEGEA] > AN G AR AR 1 S AT LA I A% L - SRR ]l s B
23H) DNS —#E317R » ALL{E & A REMUS IERERYE A -

SR DIARHU A AR 7715 5 O TR © T7ikz—2 « AR R B2 nT i B RIR AR 21
Haany—ah ey (MALER e amEkeas L) - @3 AR IS B O AREIRES -
i HAE Internet &0 FARSS © HIER Internet IRFSIE L E (1SP) B A He S TEARYS
HHE T AES15% o AURERT DLEEE S > AU 2817~ n - E RS A e
IP (ZkER A AR (it - B4 » Bk BRI A Web fFRER S www.public.com T 1P
ik 50.100.150.200 HIIEA/EEK IR ISP F&57R www.public.com at 50.100.150.260

Eesk > (BRAn AR E-mail » AIELZHZORER) ISP AR A E-mail w3l > #5148
IR KN B A 18RS - ISP EAIE B4 (gateway.public.com) H 1P {i7ik:
(50.100.150.201) LLUK f&7 S FH BRI R 58478 (public.com)e

IR ISP MRS R AR S LS - AIELHBTERGE IR o WY » &AL
WA IERES M2 o fan] LIS DNS (AfRESER AR DMZ - s i tha] LU B Kol & 1F
AR o (EFBG KOREEA &5 | 3 HA A 2 22 Ebe » 38 2 KRS S B AR 3% R & R e
TS M E U E T2 R HBIE o ILERTREFRIEA - ARG s 2 he it
RIS HEE -

&E DNS frlflkas (U HHBREEHIE A - 2B 25 ZFHITY.Z DNS and BINDIVESIY & - &
{58 HEES (ERERE — = - I - HMTEEIFEMACER S =A o 30€ DNS fd]
AR as it A& —fFEZHI S - R R AT REH EFORBIT o AR n] U B E
% » G EEE 2 S A A {5 2 I B B -

FHRIEH - 2B ElRE T A Eme ] -
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8 Microsoft HY DNS {FiR2E

AZ4E Microsoft ) DNS falfilas » GEE] THEdIG Y - ¥ = MRS » #— © TIRESIETN . 1]
> 17— MY > ARLEIL Microsoft DNS  fFIARES « LHZEA 2 AE(ESER) CDROM °

DNS REXEHERR

IBM eNetwork Firewall 2% Fit ©& Firewall SEHEHERRERET o HIGLURE S AT EAH A
DNS HHBAMIRE = AHiR e RS E - J{EEH nslookup iy » Ak DNS it
(SRR IERER

LB

38 (BB A7 1% & LUBLTR A — S5 K il ol BE & F 2R ARG RE D © 53 LERERIRY R 1) SR & ik
£ DNS {ESFTFRIAUNE L o CHERVIHER RGN —& > FTLER 2 TERSRFRIAC 1 e — (1
H - i EREE B R ESSE AR AR L -

gl 1: EFLZENEL DMZ BPY DNS EiREs

B — RGN & B2 VEERE L) DMz i i fRAkasIR - PR FH SRR »

Elaereeay Elict

DMZ - public.com

W3 Kt

[E 12. TFIELE MRS E DMz iy FafaliR 25

IEEVRERBH— IBM Firewall PIRJELHIHERE private.comr 3% IBM Firewall F9Z: 27418
£ fw.private.conr IMFEZEEMHEIATER gateway.public.com #%/A RN DMZ B IER 2
i A A 4RSS dns.public.com FTP fAflREs ftp.public.com & Web fafk&s
www.public.conv 7E dns.public.com 2B T LT RIFURE S » A0 N AR

db.public
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public.com. IN SOA dns.public.com. admin.public.com. (

1 ; serial number

10800 ; refresh after 3 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week

86400 ) 5 minimum TTL 1 day

; Nameservers

public.com IN NS dns.public.com.

; Hosts in the DMZ

dns.public.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200

A 50.100.150.203

ftp.public.com. IN

; Mail-related entries

pubTic.com. IN MX 0 gateway.public.com.
public.com. IN CNAME gateway.public.com.

db.50.100.150
150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com.

1 ; serial number

10800 ; refresh after 3 hours

3600 ; retry after 1 week

604800 ; expire after 1 week

86400 ) 5 minimum TTL 1 day
202.150.100.50.1in-addr.arpa. IN NS dns.public.com.
203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.1in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.
db.127.0.0

0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com.
1 ; serial number

10800 ; refresh after 3 hours

3600 ; retry after 1 week

604800 5 expire after 1 week

86400 ) 3 minimum TTL 1 day

0.0.127.in-addr.arpa. IN NS dns.public.com.

1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache

PR S » RIFAIHIE R ftp/ftp.rs.internic.net/domain/named.rofl FTP 2K {2

1T root HIEMFEIARESSIIT

IBM eNetwork Firewall for Windows NT: i Fi$5



boot

primary pubTic.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache

AREGEE RHE I EIE SR A L EE ) DNS BERHER - FFE LS RIS E 1 LA /277 DNS

& 2 : ®EAMTEL DMZ 4989 DNS

FES —(BFERBIF - DMZ ) DNS (A REH ML MERS L - (H2iE—X DMZ 2B
Sy—MBA i > FOFEZZVERRE ) 7 A

LA B K s Elaereecy hii

[E 13. 7EEHH I - DMZ 417 DNS

dns.public.com ) DNS & FHig ZEL R EiF] Rt 2= o (B2 5 7B L

BESTRE N IR A7 HL (B AR E FHEEIE 28 > BUR AT ML » & R E|
FRAKAEL o

ARBHAE BHE IR RS - IS R IRIEREE DNS fiflRA8 &3 - DNS [A]fE K DNS &)@k
7 1938 = (AR . o 51— (BRI R A 1 A tdt B 08 o SRS A = (I

HIFER i A IRFSFE S, » i FLERTE T AW TEnes ¢

+ DNS {/@uLd « >

« DNS [HJ : <---

> DNS fallllxags#a @ --->

» DNS falllRasdify : <---
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TEfH The World SBAEYIF: » HLLL dns.public.comf B MR b - 15 AR FE

APEA e

ATl EGR - L EEE B RHE IR EE RS - WH T PR RS RUE B AU R - AR

B RHE I EE RS - FEIT FYIPER -

1. (EREMRIBER L - B AL/ DNS & -

2. FH—E{E dns.public.com(ZEPIFF) £ TFGKilE1 # DMZ Frif (HEHA)E) #9sH
3 BOERREE TDNS %) REsFE -

WK B AR - GERE P OIFATINE] THIKAED c:\winnt\system32\dns F &k MY boot fi
e

secondary public.com 50.100.150.202 db.public
secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

RRE] TSR AR E R A b > BARANG AT E) TDNS falfifeas ) ARt -

g%l 3 : AMNEEFZE2BAMKRES

BREEHT TR ) ACEAF2 22 MfmEikes - FEISTERIHE S GaH (IR & 2 mikd b) Bl
£ THIKiE L b o SRR RSt T Fa maz TS ARIFFREMY) DNS ks o 17
EERATS AR E PR - DNS {alfkds e 7 HFEOROR A H 22 b - SRR AR E IR 20
It EERIL A 2 A E AR MG (M HR HH EORA NG + Eah i th LRSS 4 2 DNS
BT -

HEBITE T - AT AE B ANE THIKGS DNS BREE1 - (ELZ i #/ W
iz - S GG EER 2 2 BRI - L2 AR o I THiK
G0 R o (EFFL LR ARG T A —RETEDL - SR ISP et £
fallas o 2R1% - ZATE TRKGE ) EANT —(EN M= (reverse-lookup)ii » LU L
f o

37 c:\winnt\system32\dns\fwnamed.rev JS{EIEZE » AU T HIHEIH]

SULEEHIMS - TR ) 2/ fw.private.comr T IP fiZhEf% 10.100.100.%

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (
1 serial number

10800 ; refresh after 3 hours
3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day
1.100.100.10.in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

SIRIENS TS —1TH0%] c:\winnt\system32\dns\boot H :

primary 100.100.10.in-addr.arpa fwnamed. rev
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TERLEEHI > B ULI SIS TR K% 1 (10.100.100. 148 & Ba% i @ un DNS falik
a3 o 1B TRA KNS ) 1SS EBERTIHTE SR » BRI AELRImME AT - BH > 58
A2 e @k AR ELEA R R SRS AR B B ] TRAKRS ) B proxy fRlllREs » #FL7EM 1P
bk 2 THARE L AER LB -
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8B78 SafeMail

IBM Firewall SafeMail [flidfeéftt SMTP &EHERIRIE - CERAR KR B FEIRES
BRI 2 — 77 » WAL EREE TR B BUE IR s il o EEi S IR R 21
— VIR L I 0 MRS L R VRS RS

SR SafeMail MiASEHAT AR > AN SafeMail ANFRHE T 50T » 1157 8 € {5 a) 5
TSR o FHRAEH > 352 RIEEARE T SafeMail (I | -

SafeMail & ARG AEIEE & FIRG TN - BPEIRE DT LUl e K EAERE Firewall 1Y
FUEATI > T AT RES | S0 IR A HENE o TEBLIBE LT » FEAR T (- pE e (5 78 B fi e e iy 28
REFEAR TR K o FERBLIEWR T » 18 AR TR R E LA EEM S - nlRe e S A2 Y)
B - HHBLEMENE - BT LIATIEE I Z4E8fE SMTP {Afikes thegT—7FE » LU
SafeMaile JI15EFEIF R AT SMTP ARES @ G EAME TR B =& 2 5 i R
R o FHEA - 2 AR T SMTP (AR 2a it _SafeMaill] -

{FRARBIREBIGREEE SafeMail

LU SafeMail IR » GRTEALEIC B LS EREBHIRAGE roEI TRUEHL - HEW MERE

R R LRGSR - L SafeMail o IBM Firewall j$E/ R C 42l as e pEdal

HIBIT o S b ZH S CARER B — (8 SR B Fredsk - Z0HE—(EEE -

1. SR AR o GRS - AR TR o AMBEMFEARES RN & HBT

2. RERBIEMOLE 23D JOM% 20 - 2 61 2 HE E AR 2 A o

3. LZEEMFEINRESN(LE & L E HE ) Z B e A 1) = SRS AR s B -8 1P fi
Hik o BEARIAR 88 L EALHS Ferp—(A 2 g b o L RESI HIFERE EUk A — (R (A AR 25

4. ARSI RSB EE I - R0 KGRI L i 2 B A P R A B
Sk o SE (AR L I FRATIU DU 2 S B P SRR RRE 2 -

5 #—TF OK-

SEHEIMEIER
PG R AEE Y - FEIEIOBIUEE o KRR — TR - S FEENMHEIRSS LM HEAIE
Bl H3R -

REEHSEMIC A » (B0 T E R A [ i A 2
BateMailt /15
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it
1. MRJCATELHE SafeMails T XFEILIEE S — (2 2 B RARESHUES » HIET R €%
I E RS & BRI AT ARSI B R Es -

2. WNFSCRIRIAUE SafeMail- ifi H X AEMAETE 7 —E % 2B FRES - AR AGEE RS (1
BRIk B AT EIRL A o

IBRER 4+ 2R1SIEE

ZMFR SafeMail ZEEHEE K » H{CYIREIUAH - Atk — MER o Ei ERT & RURIHER
Gy o ¥ OK > BIATIHER 5 = - AR Ao £ R 2R - 34— MEGH -

RiBL AR

TR R L B ERGS - ZERSRSRENT Firewall 5117~ HANHAREIRIIRAE - 8B ERE
(IS ZOR B R MR TR - SR Firewall o [FlF - B— (A A& 2L R RE
ARG H A s M DU S s RIS © & Firewall 1EJFE 24 2 MEHERE 25
R FrA RIS & B s R — RS R ke

R i) 22 2 A s v B — {8 DL E AN TR B R pl bk - 8/ EAE S — [ FRRES - (HERE
HEF I e T B H e 7 2 M RS A B o T R R AR AR » T ASE® Firewall o S8 TEIR(E
AIYRES Firewall SAEI TAEEHE » WiGEMH Firewall FIENRER RS IE & E(E o

SR8 FTEE

42

Iz B PEARE L AT OE 3 SEBFIEN) Firewall 17 F5 BB 201
B - ALREIRIS RIS - JL SNHFIDEELII DNS (15 - 2RI
(T PR - UIHEA I 29

BIERE B RE > REFIER Firewall Y7 5 B B2 B0 2 A sBIsk i 2 BY (R A0 HR
s o AN > REIETEN Z2 2 MERERE P B R REBak 488 private.comv ITEREIY Z2 2 PEERE 1 HI]
{HFABEEHE public.com: AT L& K féan ¥ 5 gateway.public.com TEEFEIEDL T »
18R] AR ISR S R I E S Firewall 9-EERSAHE & 1P (b REEER (CEy il
"A" FUEEFT "PTR FCEk—HEAIIR) o A% > HIAEEEZEEE user@public.comy B {f: »
fa] DIESR SRS 1R E » #HEHHEIE public.com #i—% MX ZC#% » 1fi public.com &
B S gateway.public.com¥ 7R 5B 28R o AR IEFREEEZEHE R
user@somethingelse.cofV B » AT LITI/R—44RSMY MX G0k (E$ER Firewall) °
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SafeMail {8 &I

SafeMail R UL FZ IR » (EHE]T2UEVESERHE n] #EILAR%E SafeMail> LUEAR rTREFE A1
TEEERHE - ARIUSETE 0L H ARty Tiashds A8 T BM1 (Software Developers
Kity RUFEAIEREH - G526 1BM eNetwork Firewall 2% FHff o

BER I IR, — (% UsrCheck(y Rt SafeMail #2K HR FE BT - (&I
ME o BB 52 52 ERAG CRIFGHE - e & SR B R MR E R BRI 6L - kS
i EE — (R —HE T AUREBR(ESE 1D ~ FRME R EEAARER Y 1P {7kl ~ JeRTRT R
FHET A DU — (& & CROE D HTHYEEL 2SR o

DUN @ ATAE L B B g T (b AR Y1)

o HEEE LR BRI R

o RN T ICER > B0 AEE MIRE S BE R

o BENRIIMERF S

o SRR

WIRTFERTES - (HH B TRt T E R B R N3 & (content-screeningE dalEIf /[ ©

AR A FH 2 O AL B R E R BRI — IS, » 3% B R KIS E] %5 SafeMaile SafeMail
G EEAREL TR SMTP {AlllRaR Z R o RN > & —HIFAE R AT KRS HEE »

LA 168 FH 2 WP o [ g S DRI FE A

e 55 {5 FH & I IUIRE - BERERHT &5 BT —(E B aRE - s eIl s B - G5 7E R 5 e
FiRE BRI » R R A RE i A B TR o A4t > AR IR EOR 2
BATHEMERER T80T - I ERIHR S 7 XL H = BB TR & R o & n] DUAME — iR
AR AR B A FH BT > B HRRE o SR S THATESE » T H AT LUEH _cdecl SEASTEA o

IBM Visual Age C++ il Microsoft Visual C++ H15$2{it makefiles #iff] o

Bl sSMTP {GiR2ZENX SafeMail

=B sSafeMail
FEEH SafeMail> LUlFpEIH S SMTP faliReyE a4 %% - i HIRFIETVITHIBIER
#rhiEH SafeMail IRFESFER © 1F Windows BIIALNRERH » SEHGERRE @ IFFHIE » IRFEIER -
FHavEEhAGE IBM Firewall SafeMail Server % — FEEE) o (FREEENFBRIANT P - SIS
BHet—T OKe

20488 SMTP {GfREE

IR E ) SMTP fRIfiRES LUK SafeMail I » S0 5% e B0 g © ARERfG AR EA
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i FLECRFE ) SMTP falfilR e i bt ] RE & A AT SELL/E3EA0 IR - NIEETERS E
miZ i > Jef PRI ZERT R AT A LR SE R #OK -

AT RE SR AL R LR GBI IR P e BB AT Y o BEARIE —(E D RE S BRI (AR
FRREEA LB (T 51 M RIE - (HIRAEE e — (HE AR AR Bt aZ (EGER -
AR OF AT S RHBREA © SE SRR AT LU IR R B 11 51 T KRG ) HL e Rk
R 2 A

SO EE IR - BRI SRR R A 2 MRS O AHBRE A - ARIE SMTP YR
S o (8] TR B (eI R s 3 HE R A A — (I 2k - ZROAAT - 8 SLREATT AIRE @ LALR
H AT R 22 2 VRS o SafeMail & 7E C B FIEHRIFR A AT RYZREE 5 G5 SMTP
{Al IR 2R LA LR AHEI R I HE © [FIRE - SafeMail &% AT E AR EENSAR - EHRED
DRI o ST F e — D RRR I % i) S SR R B A, -

SafeMail HYECEKEIHEG 5

LIT @ SafeMail f3c &l
Feb 03 13:46:11 1998 mr16nl18: ICA2163i: safemaild started.

Feb 03 13:41:14 1998 mr16nl18: ICA2177i: SafeMail connection 0xd71e7al9
received from RACK3BD.

Feb 03 13:41:21 1998 mrl16nl8: ICA2179i: SafeMail has forwarded 215575
bytes for connection 0xd71e6118 from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:21 1998 mrl16nl8: ICA2178i: SafeMail session Oxd71e7al9
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:23 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e831a
received from RACK3BD.

Feb 03 13:41:36 1998 mrl16nl18: ICA2177i: SafeMail connection 0xd71e901b
received from RACK3BD.

Feb 03 13:41:56 1998 mrl16nl8: ICA2179i: SafeMail has forwarded 215567
bytes for connection 0xd71e7al9 from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:56 1998 mr16nl18: ICA2178i: SafeMail session Oxd71e831a
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:56 1998 mr16nl18: ICA2178i: SafeMail session 0xd71e901b
has been established from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 346
bytes for connection 0xd71e901b from 9.67.144.52 to 9.67.131.250.

Feb 03 13:41:57 1998 mrl16nl8: ICA2179i: SafeMail has forwarded 358
bytes for connection 0xd71e831a from 9.67.144.52 to 9.67.131.250.
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Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both Tocal both T1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl18: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both Tlocal both 1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both Tocal both 1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tep gt 1023 eq 25 both local both 1=y f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp/ack eq 25 gt 1023 both local both 1=y f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both 1=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:7 permit 9.67.130.154 255.255.248.

0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both 1=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbhound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:10 permit 9.67.131.250 255.255.255.

255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:11 permit 9.67.144.49 255.255.255.

240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound

1=n f=y t=0 e=none a=none

Feb 03 13:46:55 1998 mrl6nl8: ICA1037i: #:12 permit 9.67.144.49 255.255.255.

240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure Tocal inbound
1=n f=y t=0 e=none a=none

Feb 03 13:46:58 1998 mrl6nl8: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both 1=y f=y t=0 e=none a=none

FUERRRRUAR R&

IBM Firewall MIAIRIEERS T HI{E(T—FHKRE -

1. ZEREAESER
SERRBE A ZERETE B B 22 » SRE L IF LS8 - BRI — R 4LEE IBM Firewall
1% - REBRAIE B L RIS I ZERERRE © 5050 — XL Firewall I » THER IS
GLENERNL - PRAETEHIMERE LI IR A
B K7 I -
o THARAAEIE 25 2L SCR T ATE A Sf A SR RIS S i A Y R R e

2. BUERIERS - (HAH -
ECEBIZLE - TTRERZME P SES (A RORAN) BORTEZEREPEE (TR » SR
BERURE T i glg e -

Fewt EMM KGRI E R e 53



B Kl 7 -
o« FFFITARYAS ASRE BHE R o
o SCEFRTAEERE R S -
3. ZHWREMT > mHEHAR - FEE - AR B S HhRESEREN R EENE
RN -
1 E R (5 P 2 A B8 ot e e 2 o s i o R AR

5t BLARRERE AT LI (BN SRR - fEIRIZ T - AR EEy TEERT A1
R o

B KA -

o FHZRRRRE R FHL -
FH AR e o i Ffr B S s BT R A — (B B R BN B bty AR Ffr 7 e
PRI A B — (BRI LLIBCEL R o AR BT SRR > PO T KR RO Bh
E (SedFgUdBie i) -

« MRRERAFTEZEQ - MEEMEEEN T2k SR BieE -

54 IBM eNetwork Firewall for Windows NT:ffi fi$5



BoE RBIENES

AFERIIAIAI 2N Firewall - LIBATTRLE—f(ESE o SIHIAOTESE(EBAEH] - (B 1S Leaifl
L& o SEla] LIZRAEET KHS A6 ] E e BT AR st -

REIZE

Firewall HYEEHEEZEHR IR TEHR ) FHRKIMAK > 38 LEER & E 2 Vi L (R FF st
IEREEREAY o R » 85— SRS L6 bl AR B L R

I{’E{ﬁﬁ %&Lid&%E’JfﬂE&foFXF@'%J’T\E’J%IﬂEﬂ

K EE PR ELGE T PR
ZENHE
Firewall B2 211 °
FEZE=NE
Firewall HJFEZL 21110 ©
ZERBE
nHEH Firewall Z2 N EFIINIEEE] - 33 0] LURE & T BRI )
PEREAR o T (18] RSB AT FH A By R AR
The World
FEL AR

B {E AT B3 (3 Y 062 DUBE B B S BB B 1F - (EE MRS - 35 18 I8R5
KGZELL proxy M ZUREREE LLH(E - BT Firewall BURRIE LTS -

WIHBA KIS Fe 8 proxy » HIBG KSR F L2 HHE P TLE TIE > mIER 2 FBEMEKER
@%ﬂﬁﬁﬁ%f EIEAECE o WG KRR E R » Q22 B I 2 E B ErE
F

ARSEHE Firewall B {F proxy ] » AU E{E Imkb & i KEHFA » AllES56
IR ©

© Copyright IBM Corp. 1994, 1998 55



e e LE LA

iz S ST e
— (Telnet —
— Proxy) EE—
E% Telnet -

[&# 17. Telnet ProxyEZ[E ## Telnet #i#

Telnet Proxy &&%I

55— {E#EIE BARTEER telnet proxy 3B o FESLEIGI » 2o MRS L g{sE F & T s ARG K
1% Telnet Proxy AAFHEFEL 2ME&rhEEE 1Y telnet IRIFHE -

AEESEETHUME 17 HHffrifdt » JHCIRRISE 7 A R {E e «

1. TR EREEE KRR Telnet Proxye

2. BiKoiERY Telnet Proxy (RFEZLEMME) HERFEZ 2 i L& -
S EEEEE Firewall MYERHERTES - FATH L% E Rl -

# 1. Telnet Proxy

FRIEVDE Bt NERERFFED
e % LA Telnet Proxy i 1/2
JEZ 2 ZEkEEE (The World) Telnet Proxyfiilii 2/2

56 IBM eNetwork Firewall for Windows NT:fifi fi$5



BiBiEH Telnet &3

FA_E T FE I AC S B EE IR Y telnet SERRISLLE - FERLIRIE & - &t LAOTEBUGI E
PeEIEL 2 b bR F AN o

2. EiER Telnet

AEE S:p:ckyas INWERIRFFIER
et ol ZERHEEE (The World) Telnet [ ZHfkHE

QURGAL » 22 2 (e Rt B 20 2 L AR - U2 o 2R 88 g L B SR (T -

Proxy HTTP HI&EHI

RER M 2SI R 22 /D B — S BB Webe IBM Firewall $2fit [T
TEFEN HTTP B 75 AR FE20 (HTTP outbound direct service) KA FFHEZEN HTTP ()
REBE L EUERY Telnet #Ef5¢ 2 HHIE]) o LESL > Firewall 324@{it HTTP proxy.

HTTP B EAFS Telnet: AR E A B EEARE - AVHE BT - KEf0
(& TR EAAMER HTTP > (W FTP IRBSRE - R M 5TRE) HTTP Thie » LA
FFEE Gopher K2 WAIS » ANithig A (5 FSEAS X o

(HERTERD » H B SR En T E s - EMTS TS TERBULEL proxy A HTTP H1 o
I 5 e AR RS ZE Tl 18 P lEl g o

E e L e Eaey EeNe
i SrHE SrHE i
HTTP
TP (HTTP HTTP
< Proxy)
Gopher
T WAIS
HTTPS
©(SSL )

[E 18. Proxy HTTP

ot MkpsiE=Es 57



FRR AT WA e B 2R B 2 - it LAA B 7 P ([
# 3. Proxy HTTP

EDE Baiinit ILERYIRFZFER
R LEAIH HTTP proxy &t 1/2
JEL A ZEk#EEE (The World) EIE...

« HTTP proxy i 2/2
« FTP proxy fifif 2/2

+ Gopher proxy#itif 2/2
« WAIS proxy it 2/2
« HTTPS proxy & 2/2

Socks HY&EH

58

Socks & H AL HTTP proxy HIRRE » [RIFS socks HEFFE U & BB T2 R RN EATE
i HE i eME4EE] Firewall BLIE LS 2 IRV —&ERRAH  Socks tt HTTP proxy 6
P R e LIRS AT TCP 3¢ UDP i EiAME » MH Firewall o] LI{EHEIEZF/H
SIS > Dt — S PEfiE(E -

S L ERT SRS > P AZERS socks BR LA HTTP proxy HUREEHERR 294 » =TS
AR o W EREASERA AR ENREN R Firewall s 2 = (@334 6E(E socks H
BEREZUICEIET IR - SBAIE proxy ZK o

# 4. Socks

SRR Bauitnit WERIRFFED
LA LA Socks 1/2
LA i ZERAEEE (The World) EEHLH ...

« HTTP proxy & 2/2
« FTP proxy ffts 2/2
 Telnet proxy ffti& 2/2

(I BRI S AR R 2/2 proxy
R FE =)

IBM eNetwork Firewall for Windows NT: i Fi$5




# 4. Socks {HE)

AT Bavitpts INEHIRRFFFET

Lok L] ZER#EE% (The World) 1E 'Socks Z24# ) it » 7E F
F| SR VE PSR HY..

 ft#F socks 1Ly HTTP

« ftEF socks Ly FTP

« #2#F socks L) Telnet

HR LWL H socks 1t - HALHZHER LB KiEE1F socks Ak
i o

S Socks BUFEHIEH » 352 BIEEZ3EEY TA118 21kE Socksalllidse |-

DNS &R

INFEFRE DNS B TE - SRS SR TB(E - FH2REEI1E THae [EH
REb IR AR 1] LIS A RAZEHE DNS AOHHHE o 1 BB 3CIS R T2 ML SRmg
Fify T/ZF DNS #ifyy o

FERZE Socks HEBIGEIRT

Mz 2VEgig ) BT EIER Socks BIFFZENENILIEME o B @Ak ErEfa e (Ll
L/ HRREE socks BRI ETENEL » EERATBEAHIDT K N2 4 o

MRS ZEAE R U e I & A VR S A AR » (B AE A BEERUL 2 AR -

Hom RESFEAHEH 59



60 IBM eNetwork Firewall for Windows NT:fifi fl$5



F10¥E BT EERIBEHED

KREREEZEEHR N REER o IRBEAR—HAE SR —HiESE gl
Firewall 2 fCEFBIEAREEE N BHERERL » BIA0 telnet FEERIEZE o 1&TT LU A FRHIEERR
AAESTHORAD » LI BRI o Sl LIHERIR SR o Socks IR AT HE
socks {LAEAR [ o

IBM Firewall FffHTE/CEARTHRRARESRE AL o ST UBSUETAY E AR IE R » LIFT
EERIRFETRR » A AT AR -

EEAREIEBIGE LR RBIRER

AR o] FR AR AR I 0 A 22 o] F R B RSERR Y 91
1. TRARRERE B S B i P T & BB ) > RRIE T R R A BRI -
HEHGEIRIER T - FEREA -
2. (ERRBIBITREMERS b - 2R T#TE -
FBM Firewall ] &8RRG T
TEZATIHR o

19 ForrIFTE 1P ARRISENE - &R LI ER

© Copyright IBM Corp. 1994, 1998 61



K28 i) il 1P 398

IR EITERR

ARG |

A - |

B : FLEF v| & EFRE - all -
C BT ETREIETRE -

TR ¢ (Cmp R

Rah -  @E S KBS
A - & WE CAE CmE
HEEH: 2 65
FrEbms o |2 -
¥ OK \ 3 Byl 9 m

&

3
4
5
6

19. Fri 1P HEAI

A TR -

A THIHERIA L - AR TR -

- P TENERTR - ARBSERE AT EUBREEEL TR KIE ]
- M AR ENTRE - SRRIE T AISITR AR

62 IBM eNetwork Firewall for Windows NT:{#f&r




all AR E BT A LR o

tcp BB E LT ESGE (TCP)» A RERT & LLAIA] -

tcp/ack
HELEIIG E LERASE RN TCP > A BERF & ILEIHI -

udp BB E LR & EH LB E (UDP) » A RERT & LLARAN o

icmp  FEELEFIGELER Internet FEHIFACBARE (ICMP) » A REFF & ILALH o

ospf  EELEFGELHR [HAE AL S S —(H@ARE (ospf » ARERFEIL
HHI o & ospf HEE BB ER: » Il ospf FLERAEIE & 5 A ARG ZEA
SRYFHRE © ospf AU 7R AIETIENE o AT LIS ESHAUE any » 11 E SRR
WEIRER any 0 > HEEAERDT L2

ipip HEEAGELEVE IP-in-IP SAWE (IPIP) > ARERFEILAH] - $8%E IPIP
IRf > SEEHRAI LIS ER any O ©

esp IR b E S R S P A AR B EHEE 1P BRI 62 2 @i
R ABERFA LB -

ah St FBE b E (R I HRE L A A 2R B0 1P B (VA HHRARISREE ECHR)
HIEHELEA R E

7. BEEE b E nTE AR E (R RFC-17004%E) K7€ @il E » A 3E

HIERS 1 % 2520 s « (OAASEERE » ORI GE R EBER RS E RS 0 (R

TERGEEER) o 352/ RFC-17000 LIS AT B E RIS o 8k > thinl Dhs

FBIE 284 AFHL Internet Assigned Numbers Authority (IANA)

8. ESTOURRESTRIFIRALA o A ROBIRESIMUAE AT ISR (H roaaels) 5
IR A L T 2 PN - AT » AR OB 20> 17 ELHIAHE
SESTRIEARSRALS Toe 150 » FLLEMOAIT - (20 KRS 15)-

WISAE PR any KOSCHRSKE ROHBIESE » HINEUE S O 2R © (EITEpas
e AR T » GRS R -

LLICMP SEIMBETIS » HIRIRGE A o THEGE ICMP S8 » FLRHEE H M
FEE ICMP 1l PSR HOMEIEE R T 7| TS 7 » 250208 » HI any 3857
77 T AEY B/ e S (ELE MU o TEMEASTY T o (B s s -

VLA -

. {Ef

. D

N

. K

WINE

. KESHEH

105 FTIROEERHEEH] 63



64

10.
11.

LIPS —Se il ARG R B 20  IRSRELZHAE 1 % 65536 HIFLEA -
EEE AR

20 FTP &k

21 FTP #44i

23 Telnet

25 pites

53 e A (A Al s
70 Gopher

80 HTTP

111 RPC

161 SNMP

1080  socks

TSI ICMP FEEIFIFH -

A FHSTIERER

0 0 - Ping [alfE

0 - Ping Z3R

1 - REFI AN

3 - AR

1 - FEMETER

H—TTE AR T R -

mE AR L GRS R E
ZE  ARLRVENH LEABGEHREE

FZzEM
PRS2 2= A b5 A BRI SR

BE  ENUTER - ARG A (R ETHEE S i)
AOFEEREREE AR > FrE /iy AR HERAE T88) BRI -

H— T T EARRIEE -

mE  EATERE R -

A BRI RN KIS LB A R A - R0

g w w o

o PRI GRS FR A TR A L SRR s A E RS B

HuAEEREI AR o HEHAEA g o

IBM eNetwork Firewall for Windows NT: i Fi$5

=

it



o SEHAYEMERERS A TR o {HE G KRS E RS R o HAIR A o
B EfRE RN KOS B - B
o SEAM RIS A R SRR A E A e R
{E Firewall I o HH L& -
o SRHAYENE B THHE R o HoAR RS HAN AR o HORIRTEE
Uity ©
12, $%— FATEIy 1A
ME  ANEE L EATERE BRI o
NE (RS ER B A E 2 N i EE
BiE  (CFTERE 2 IER B EryEe
13. WIRETE THEEER BIALEEE T2 - RIRFEER AN —EE a8 & LUEIE
J&R Error ECEXTEBHNABHEEET » IR AT CEEBE > AITERMEE M1 -
14. ¥ T R B HIER AR B R PR o BT 1P EEEARFEHHIF EREhR
¥ o BLPEHIARE T
2 FIRAG T & P B 2R TEH ~ R B IR B, o e B SEEIRE S T LLZHE
iR TSI o
ME—  (ERERAEREEI DS - B BREHE » HERIREALAEATTS s el
E% o SHPRRE A T LI o
& EIEF BRI LIFF S o Fr FRBEAIE A R L 2 BAERRAES S »
®IE  (HIERBRRBREETLSE o B ERYGE (A2 BB -
MR FAREEE2E - ) THdr) MAR TR BRHITEREES T2l -
i AEEEEFNEESD  RES 1 1 1P HERESHIEE - SHEEBRKRLL
MR ERKEZE TCP RIEMEYRAE MBI -
BT HEEREMEGCESRN P HA  SEEFLENT SRS EE 28 - 4
EEAE . B TEEALS - B 2BET AR E R ST
WNESESeE L BRANESEHTE T2l 3 THE—1 SREBAYELRIAT it » RIS a R Bl m ks
B IIAE R RS A S0 etk — (B AL A dE AR -

8F P HAREER

Al ERETIY 1P B - 3 -

L. G T RBIBIR B - EIHES 1P ARAUSE e -

2. oM - R T AR i7r » At — T OK
A FF (O -

108 FITIROEERHEEH] 65



RERRRIZRBIRE

ARIMIERKLAN » GE(ERRRIFUZR L — KA - SR — MIIBR

AEERNERBED

66

IBM Firewall FffH FH/CEARTHRRARPREALE o B2 — RIS 8 —HHfg % - A
i Firewall 28 SCEFBUBAERE B RHERRER - B4 telnet BEERIESE o ZmT LUBE IR
FRRRAE LA AR > DU AR -

FASCE AR TR AR TE RS

mEkRS

AT A4 % T
SEEF

ARAFHTHTIRH (R )
SYREF - BRI

ARFFHTHZORI (TR 5)

FaZz
EREFT A 2 /iR B R e (DA 12 2 MEE )

=obEaR
fEfEAT A B (RRRREEE)

REEER {EEARIENIHE B 2 IR 2 s AR
EE AR EEEIEL A
EZEEHVEEEB RIS
FOFTIEHEIELE 2 PRI 8 F ZERs e Ja
B BINEE
FOFFIETE L2 PR 0 AR 1 g
CU-SeeMe
CU-SeeMe Videofi[fATHAXH 7649 K 7648

DNS &&8

(Z2VEERIE) fLéF DNS #3)
DNS 5%

FUFF DNS |EisifEs: (B im 2 EIRES)
RIEIRHI2S S

FORFIES B E SR A TaE ke thilas

X

Fo {2

il

.

IBM eNetwork Firewall for Windows NT: i Fi$5



FTP proxy AR 1/2
FFF FTP feFE2e g ASRE] TH K0fE )

FTP proxy AR 2/2
FeRF FTP & TS ) ASREIZ 2%

FTP proxy BH#E 1/2
FFF FTP (e Hapk s TF5 k0%

FTP proxy BH#E 2/2
FFF FTP & TBAKRE ) BEREIFEZ 2 i

Gopher proxy A& 2/2
FEF gopher B Firewall Bl 28 %2 2 {E1%

Gopher proxy BE 2/2
FFT gopher & THA KGNS 1 BB IR 2 2 Heits

HTTP 1Bi@IEZ =t
JE4E HTTP FIFEZL 2/

HTTP BEiEEte
FEF HTTP [E M 20 E R 2 I 2 24

HTTP proxy A& 2/2
FFF HTTP ¢ TRAKS ) AMRE|Ze 2 i

HTTP proxy Bfi& 1/2
FFF HTTP (2 8080) it &Ik HERE] Firewall

HTTP proxy B8 2/2
RFF HTTP 4 TR ) BRI 2 %

HTTPS BEiERtis
fLFF HTTPS (SSL) H 2 M Bt i 2 JEZ 2 i

HTTPS proxy Bfig 2/2
Fe#F HTTPS (SSLiEiE) # Firewall B EIFEZ: 2

IDENTD
FLATH Socks HEAENIER# 1D

B (LUERE) i TECR) BRHMEEEE Firewall

NetBT BIEIRIFIENEE
f2#F NetBIOS over TCP/IPLHARISFE %

Ping 7T Ping HERH7Z 2 /i 2 (AR )5

SDI &
AR B A MG ) SecurlD ACE frIfilgs

10 H 1T & RHE ]

67



Socks 1/2
FFHE e L g% 2| Firewall ) Socks

Socks IEfEIERE
EfEAR B IEZ 2R Socks

Socks A& 1/2
FOFHE A IEZL 2 MRS E] Firewall 9 Socks

Telnet EIEEHE
oI Telnet {67 2 HEIEHER B JEZ 2181

Telnet proxy A& 1/2
L Telnet {EJEZ 2 MEEs ARE] Firewall

Telnet proxy A& 2/2
I Telnet i Firewall AMRE|Z 5 HER&

Telnet proxy B#E 1/2
FFF Telnet (e 2 HREEEIRE] T A%

Telnet proxy BHE 2/2
RFF Telnet §& TFIAKME 1 BEREIIEZ 2K
VDOLIVE EEAIE
RAFIEL B A RS2 2 R Ay
PR (A E LEZEREERIE S (player) FITEE » (BMEHF UDP H#: 70010
VDOLIVE EiEEHE
R L B IS EE R R IR 2 (AR A
WAIS proxy AIE 2/2
e WAIS (239.50) i Firewall FfHR 222 2 #81%

WAIS proxy BitiE 2/2
FCEF WAIS (239.50) # TBA KRG 1 Bl 222 2 M

EBREFHFEN

FHA 2% - BT 2R 2 o TR Bt S BT IR I T
ﬂ@ﬁ“f%ﬂj S RIRIEW T DERRER ) o FREE MRS - FH&?%&fW'JTJ E R
REEN G B « /i T DFrg ) mTHUS DFEARBs i $IEAHE - JkEao )

68 IBM eNetwork Firewall for Windows NT:fii f$5



[ (i) 27 1P 4RA

§ wsmaviEz

e
HANEAE |

A - |

E{E - fLaF T @ EFRE - all hd

LS FRmaiEiine -

TR CvP EE

H mE -

== ® mE ¢ AR KA
T - mE CAE R
B 8 &5
EEvma: [B <]
¥ OK | s 7 B

20. #Frigfeste 2

[ERZREIEBIGRE I ARFFIZEL

1. EAMRESEA A -

2. AR -

3. EREEHIMAIRGE R - AR E B B B2 BBy F e
HIRGE © (A1 - AT A — SR AR T - AT RIS I
MRS - AR I TR - IEEES e BB R R AL ©
BIREWEEIM - WA T
- R - EIRCHIR - B G RE RER
s R - BB b BRI AR o FOA FIRkRCR

108 HITREERHEZEH 69



70

4.

© & - ERBEAPHEMRATTER - N A AR

HEHEEIEAIES A HAERCHI » HASACHRMERIIERAE 1P B EEE - 1748
VERIRIRGCER - ATERMERRS Firewall FTEEZ 1P BRARIEEE I » FlIA1EER @S
e FIHEE -

BiRAER IRt —HTE - AE IR E RS AR R sCE L Z SRR iy TR B
PRI BROE o BN > ARG G A —AEARIRRRRIL TR Bl —figaknk M50 - Rilfam]
Fenl RIS RE A RS (R e AR TR o BB e B R e s e
AR GETE TEHR A Bzl MG > fA Tz — ¢

o PEM - EHRCEIR - BRI S EERE TRE

© 8 - TTEER P B B JERER ~ BRI AN E R Fr B

o B - ERFEIER BB - DTS R BRIEEC & R IR B

o ME— - (ERTE R BRERERAGREAE  ATEIER B

o KU - BRAIER B BREE > ATE G REN B

R D P22 1 2 ] A e i ] i — (AR 22X > TR - SE AR B R AR R e A
AR » AR A R RS TE B e s ] » AL AR R e A A IR R A 2 -

BH—X iR
QTR A8 AR & R BB AA RS AR - SR B Es S (E AR 2 - G &L
HEIE o (] 24 /RS o BRI BLRRNL o Bl T—KrPmER ) MifrgE—K
24 {E/NRFHRRESEA -

BB ERE
QNSRBI DL —E 8 — 4 H B E R R AR B s R AR X o G AUt
I o FEEE - IR AR E B S AR - B TIRFI RS 0E ) R i e

P

}‘\E o

TR EHIENE
AR E R R AR R RIS - GH R R e RN B EREED - It
MRS A g e e R 2 St g 2k -
R E AR R AR AR IR - GRS ERENE I AREEL » It
AREHE 2 A58 L F RE IR ] 2 S & e

17— T BREUCE R AR B R AR -

7. fEAIfER TR YR - RPUECERE TEER Y /Y TR K THA ERA TR

A FERE - AUALRE S LR RE A I AS

---> THZMHG] o HBER] B TR 2 TEEM)
WA TRAETIE] F > EEERAKSER -

<--- HEM@Z Foo HER) BY TR B TE)
WA DRAETIE ) B > SHE -

IBM eNetwork Firewall for Windows NT: i Fi$5



8. HULEIEMIF - T1BM Firewall s EiFEITANIEAE THIHIZLERE ) dhig R AITErESTH
ImBRAALLEE o AESEER AR — T SR AR A 1L LU > AT AR I A B & BB
FERTE — B AR RE 201 - T DU BLE LE R AIONER: © (e ARBSREDNV ISV
RO > 8%t — MELBSUE TR HLHAGRHAIERTE(L - 8 - oL — MR
AREERIIAN » ZUREGE B UG SRR ARRTHIBHIIR » #—F OK AREATFIERIEETE -

F10E HiTiRCEE RS 71



72 IBM eNetwork Firewall for Windows NT:fii f$5



56115 2248 Socks {TREE

Socks SEEIEHEN Internet f2¥E o AURAEAERMRXEHH TCP (372 Web BIE 2 -
FTP 5 Telnet FEMTZR) » HIHTLU# A Socks frlfk & sAKHEHAATHE © FREAES 1P AIhER -
Socks A] LLE BEAEHL Internete

FRIE R E BRI 2 AR HBEREOK - Al Socks {alfkas I EAIEL Proxy {alfkas i
[« REPET Firewall ERIFEERIESE » MiTE PR PIRHERS 4k KA RERIRIR - SR EE A& AT
FFHUOMED ~ FEL A= 2 22 o Socks fRliR dsEH6E & HIBERE A B » HIFTAIR
DHIERIVE BT AE o

Socks frlfil2s AT AT A SIS Internet Z AR TCP 2K o Socks {fllz#sH
s R i - R B b R U 22 2 pelbsk I T THRE - R & (R KO TAFus 1
FII S B EE 2 2ATR S MRS UG 1P {7kl o B2 Socks HiRIHE T IS 2 & 27
HUHE -

Socks {AllRZS AL proxy fAlllRes < (HEF E Proxy fFIREEAT Firewall F#4T TCP/IP Ih
e > M Socks fallkas FURFAIE A& - AL IIRERSH Firewall ST E M - EEXHY TCP/IP
UIRE AL NS TOruh_ BT > IERA KIS < JE6ETT 4% Firewall FIBEHIIRT o Zafdigrh
WM A & T E % 4% Socks IEHERY TCP/IP i, FHH Socks frlik A4l T HY
R E LN BIEH) HTTP ZK -

P
SOCKs Internet
APk =S Web Server5

8 1
| =1 [
==\

http Web Server5

21. Socksfalias

Socks fAIAR S RET R E I+ BRI ST 1P (it o

IBM Firewall $2{it TSockslAAMES 5 kRl - "L 2l e But e FIEL 2
AR i E AR 2 B RESTE S RS ER o [EIRE » EHhSRIVER S B GoEA I E AR E
HEFEA—% proxy BK—SLERRAY proxy e

Socks i E 2 S E BB » LL TWindows NT IR AOEIAE EEhEH) o 1o -
FRUERY watch (XEEFEZC (Watch Agent) BRIk o &0 LA 77 2UE#) watch (AR
R -

© Copyright IBM Corp. 1994, 1998 73



IBM Firewall #&{it—f Bih R pgIs » C R =MEE R TR AT » FrLlE Socks 7

B A TSocksBAMER 5 i) (EBILEE » &Pl IR F O 2250 TSocks @

AWES 4 W 1B

1. MEEm{H TSocks EBAMES 4 il 56 TSocks BAMES 5 il BUILEILACGHER »
T BRI 35 T8 R A B B 2R R R & o A EfEE T~ - GiER AR
I

2. B R i [Socks BT 4 Hil (A EBEM AT » (HEEZOK MSocks
SBAESR 5 il WA &I THERE - AR TSocks AT 4 iy HfgenEiEs
M AR TSocks BAAGER 5 M) HEARTEIER o LI THRAR TR -

3. AW ERGERATA R EE A TSocks @AM ES 5 My 1@k » Wit
BRI E R -

2 Firewall I » BRCRUEH T Socks{Alflkes » HEE Socks 2Rk Hhi iR A HRHI

FH socks (UL TSocks falflligs ) - HAET LS B LA 290 sockse  BHAAAN

A% Socks IRFSFERAIEEH] » 352 FIEES8EAY [ Socks (gl ] -

Socks BEAIETESE 5 WMRIFAREZFTSZIERVEERBE

Socks A EH 5 MifAfilkas Sz M9 TCP K UDP @7 E K HA -
* Archie

* Finger

« FTP

* Gopher

« HTTP

* HTTP Proxy
* News

* SNMP

¢ Telnet

« TFTP

+ RealAudio
* RealPlayer
* Whois

* X-Windows

WS » SR AERIHT E-mail L85G o 18 LEEHE B SR S E MR BB TR TR

74  IBM eNetwork Firewall for Windows NT:{ii f$5



{FRAZRIBHEBINAREE Socks {FiRES

Socks &2 Socks fAlfikasZ EMERIRIAN - TSocks Bk AIREMR FHATEOE ~ #THg
HEBLEBRBLFRY T Socks BRI < J82E Socks M AT P8 FHTER KRR Thdigs ) E2%
o (G B TR RR ) AHTE] o

12 Socks #RAI

AR FH I A T U AT PR 1Y) Socks BAGEFAHIFTIE 2= Socks 2Rt » FETEAUAETE S
UL EEERRES R - SRR TEORHER ] o P20 RS BRI A R B A A e o 33
HO Mgl ) o $m MR SER SeIEDT A Bt (R E 1 - AL Socks » Socks #IHAE
B i -
1. GHEZH FRTIBAHI I —{E#THY) socks AR -

HIHBIRTE Socks MRBIHEIHE » MIEEZSEAYIE 22 TR o

B3 (AR i Socks 3HA)

N\, #48 Socks 1@k

AR R PR

oK | oxmm | emm

[E] 22. #rHF Socks Al

x

F11% Z9H% Socks frlfiligs 75

H



76

FATEARRRBZREME I » B A socks THH AT < S (i v LA 1 » HAEREHE

PRATHE ()~ B519E () ForsEslat (1) FoT - INREETITRMETE FATHE « HIEHE

igse e » ML SR E R o

3. HEAGRHA -
4. ¥—T TEIWE Wik - RIS i s HEAR H 200 22 H r 2 R 7Y -

HERMIEA socks{afiliasty » {Ffikas & LIETEH BT SRR s — (AR USRS T LA -
e — (ARG E RS 2T SRR L - RRF IS AR E3ITHE
BREDE (FedFBUBAGTFHL) » AREABITT SRIBIAN » FHUE H B HARAE -

- SR DAEERESIRM O - WA R #E 1D S {EF RIS 1D o AUREEA

—HIEME - FELLERBRRIE hRIEE o FEZEB & YR - ERZ2RE ~ B ~ ERR
(5/8() jiﬁﬁ'%l’j}” (") e

o HFHEIIRRZE 396 T IC °

« EM#E 1D LHRERERM EAEME 1D - MIEHIH LB Socks A&+
G R E 1D -

o % ID ATl 1 2 8 {HF kR - wfE -
- aflz
- AE Z
- 0%#9

_ (=D

. EA#E D ARG FYIEIT  ERRATRE (1) SESIBEEIT ()
- ANRERIfE S > HLZER SR (BEFIRTERTSR "1 AR 2 e S M & 1D) -

4%%ﬂ@é%ﬁ@éﬁ%% ID ¥ » 1A L EAERE 1D » LUZBERERE -
IR A LL # FOUE SRR - IR TE RN T - LU # FOUBHEEIVIT o M
B mr%fz‘a 1023 {HF7oC » HAZELL "newling FIoC#4 1L -

- AEVESEMROIA - g ASREE I B TR -

eq E
neq TEE
It /B
gt NS

le ANPEEN S
ge NIEEES S

B EL TR ) — RO I - S SR AT — ML AT SRR o BIA - R A
MESE gty Ko TIRAE 231 - HIRZRSRLURGS 23 A RERFAYILRIAL -

IBM eNetwork Firewall for Windows NT: i Fi$5



9. TENESRMALIA » B AMREE o TIESE) 82 TIRGE) — N » AL — ML ZHTT SRR
gk o A - AN THESE gt K ri%af"’ 23] » ARZIRSRMEARRS 23 A RERIY LA
B o 2R AN R 3 R RBRANETS - HITHIE B A A 1 H SR -

ERIE LTS Socks FRBILIEEAE - #REE 1P (IhEA ARFTEAERRR K% SRS - BALGHITF
e

18 Socks #RAI
1. EHEW T Socks HIFGHE_RAIEE -
Eﬂhﬂfﬁﬂ"ﬂﬁz Socks #REUEZHAE o
2. SETEERGT - (EEZRET] THE Socks AT IHATE » R — T OK °

B Socks #RAI

& Socks BfFSHEHUENCHHE » Ri%HE— TRIBR - LLRERAKE A - 25 E R Z R
ﬂﬁl Socks Ml » #Z—F OK BNMIEREZAI

R EREIRAREA

TR {55 P A I — % - SEL B socks BHI o #— T A Ul S B ASHIR K518 ) &
IREEED - ENERERRARES - &L THIT -

fﬁuh

Firewall % —SERRITE socks AEHEERIEINT KGRI - ARERIEE G LA - FEBhig Ll
SR - HTRERIRIRCER AR K HRERE -

Socks HYECHiEaHLEE S

AN R Socks L Hk HEE ] -

Feb 03 13:46:20 1998 mrl6n18: ICA3123i: Sockd {ERESEE)
Feb 03 13:47:31 1998 mrl6nl8: ICA30107: PESER{EEERZSE)
Feb 03 13:47:31 1998 mr16nl8: ICA3011i: PESER{FZERZH)
Feb 03 13:49:15 1998 mrl6nl8: ICA3007i: ABiE

Feb 03 13:58:31 1998 mrl6n18: ICA3015i: BEERVEZEARIE

fEM Socks {AlREEFFHIICRBIGSE

Kty web BIFEGHEE Socks b » EAILIERZEF A I » HUS Socks {LHHEMR: o Hith
TCP/IP FEFIFEZNH Socks UL (32 ACURHNS © Socks Arghi T Z R e e Ut AHRH
BFA S EIRB N I o FEHIHBEE A - F220 -

http://www.raleigh.ibm.com/sng/sng-socks.html

http://www.socks.nec.com

1% 9% Socks falflkes 77

HH?



Socks (SR 2EHVELS

78

' Socks {illlR #sHEAS | DIRERTIF—{E Socks {AAR#HE S —{E Socks filllk# %Ik > {H2
I Socks frlilkds {7 ] BGER AR Socks frlflkas KRR o (Ethr] LUt EE (FR
Socks fAlfiieds Socks b ©) & & —MARA A BRG] o

H M Socksfrlllas A% E Socks Blfrlileashis@EAs | » A5fmEE socks5.header.cfg HHE o
PRSI TR KRS 1 config THEERH o Fril ~HIEYE

« no proxy ff5l - Fom THIKORS ) EEAFRUN 1R

« socks4#Br| - FRWEE [SOCKS HAWELR 4 MUAIMRES 1 SR8

* socks58A| - FIRu[iE TSOCKS @A ES 5 MRk 1 ARTEE T

DI GE R mel o Tirge) ST E SR O A — 8/ 2 R
g.private.conr 5% #RFI0YF#EE% 5 10.007.007.0/255.255.255:0/ F 1 5 A g%
private.comf Z#4([ 10.0.0.0/255.0.0.6[85 © i FI) [SOCKS @AM S 4 MRIFINRAR
socks.private.conffit Internet [TFEHUAE

£ THF5E ) HRF9MY Socks fAIik#F socks.q.private.comb » LI —{T# £
socks5.header.cfg Hi o

no proxy 10.0.0.0/255.0.0.0 - - -
socks4 0/0 - socks.private.com 1080

% 0 A TERHE#ZES]) SHE 5% socks.q.private.confil socks.private.comf(3 o #H
FIRY TR R0 nTREsE EASSERGEERERT T o #ig— DHgR) A q.private.coml
Kif ) WIFEL A/ HEHIES socks.private.com i HA1 & Socks Proxy-Chainindi #5512
X o RILEFEE N TERHE e B o

IBM eNetwork Firewall for Windows NT: i Fi$5



F12E EEMMNENERE

AEFIANFLL TIBM Firewall ] 80T HEHESE - 5 -

« EREFHE 1BM Firewall » USRS A & 7 U2 (&S < S0 A
o SREFHT KSR B & 2 BT

o MHBRAS P35 AR (AR S T U B &

AR HRTRAAERE 5 ARIEE R - QISR 1BM Firewall {5 & B TEIHRE ERERTE
(S AR JB uh B AR B S AT A TR Y TIBM Firewall) EBE{ESE

1EEREFIEE IBM Firewall

IBM Firewall 53 T ARSI » 6 I 7\ 1 WA T
CER

EFR&E%RE

IBM Firewall <5 il # 73 % = KM

Proxy {EFR&E
FEE GRS - FIFRG KASARIZFEES (0 HTTP proxy ARIEFER) ZRT7HL
Internet /%) Web 355 o Proxy {# H & n] LU K s A5 AR L » (B2
B K S ER A EURE - tRBERI T AN E AL Firewall FE25% ©

PN IEEIEE
A LUER Firewall proxy RRFESFEZ » 10 EL AT LU F ZREGE B G » e e s v - B A
A Firewall 58224 Firewall o B K fS& FEZ A proxy EFE —kE » EARRERITA
& AE Firewall #8s o
[ K e £ ] LUERNT B B2 proxy {HAE M E R - (B R AL SHE S AEs
KABEHENTESR -

TEHNEEES
B HG KfGE EE A EIIEE T o (B rT LIS T A5G E A E Firewall #es o
TR KR B ] LU B AS S A KRS PR Y E 5% -

BERERE
A FE A -

© Copyright IBM Corp. 1994, 1998 79



PN IEEREERIE

WE R proxy i F# K EBERIBG KIS FHBRBEIE o & 6 A s Kkt Tl
BTSSR E » DURe JERS (o PR A ek /5 o ARt 1 — (e Al R =X 15 P
# .

AR proxy {5 A& RAAE AL KGR E B » TRZ (6 & 3 (IR i
proxy ARESFEZCHIGE - sk & B AR B A acEk fwdfusr AGEFBIE R sfiaaat
LIRARERRERL & -

E B KOS & A RERE AR KO (0 A & A B R o {6 I FHER AP KRS A B
FCER fwdfadm ASHEE BB # I o

W3 KASEE AT proxy (& —H » ARMRI(E Windows NT & &R Hh
HIEFHES » B E ZORIEMLZEM NT S AGE TR AR A s L= - it g
[EFEZBEE) NT B AGBITHS ©

Windows NT {EFR&EERIE

WEHHER NT ZAGETTHE - — &S > proxy A& T LIALERETE NT
FE&RES > BRI MM NT BB TIEAEI T8 -

TR B P At B 28 75 v A 3 proxy BEF EENES o RN AT IS 2058 26 10E
Windows NT {# & &kHEH -

TGS EL Windows NT fFHAEMEL - @2 NT EHEFHHEA
8 KHZEEFRE Windows NT &R o

B TZeiBfeimiun | RAMBERE

80

TFHEFTHTE 1BM Firewall » 38 1 E F IR

1. (EZSR B IL SRR T - SEI TR E ) - EREEEH A& HE -

2. BUUEAEEEIE RG> A% TR - AIHBFISERSLEHE - 1lEad
BT o

IBM eNetwork Firewall for Windows NT: i Fi$5



B i) gig s Pl

& pramiEE
—E | A S ABSETEE | |

TR - |Prosy BERE =]

FERELHE - |

FERAERS - |

FE Telnet : B -]

JEZE Telnet - | FH R 1 ~]

EEFTP: |MT B2, =]

=R FTP - SecuriD F

X Socks - | 2 EFAEE =]

JEER Socks ¢ | 2 EFAEE |

23 HTTP - (B ok e TR -]
| =
| [~

Securehlet EFEE - |

¥ OK | e 7 B

& 23. Frie &

3. Rt MIIEA -

EREXR
g flE s 8 E HERR R © 42— T REPRIE RN R A HU o I & 4 Y

125 EREPRERE 81



82

Socks/Proxy &
FriE B E S Socks fRIMRESAIFEELEL proxy FITFHL o LA
EAEEERER o ILETERE -

PN IEEEE
EMEFEAEMERIFTE B - T EHATLIEA Firewall A #0dTHE H{E
% o EHMEEPEE MBI - FTLUE A A TRE I TR E B D)
BE o B Kt B B & n] LUENZPA KIS LR & - (B2 Mk v A K&
EHE o DK EEE A GE LRI AR TR A Firewall 45 o
f A e i b A AR I R R Al s

EBHNBEES
F KR B R] DA e AR TR A Firewall B © {4
B SCEEFIE > T LMFIAT A& BEIRE © i ELthn] DIg v Hoth T
KEEHE L - (HAREENIHA TR R EHE ) -

£ NT BRIERESLEAE » WAL E KR NT SR E R —
H - QA& RIATE #0 TEEDKEHEE ) - B fwdfadn AL
% AER LR KB E B -

ERE=8E

RIS (A AR E I © R MAETEIBM Firewall | » FIZKE A telnet 2 FTP
fRIAR AR F & 08 - 1l A — & R & TCPIP HH & A imsF &4
> (Hig e fmn] L2 MR o
FHAEAHEA Ll 1 £ 20 ([HFoHE » B4 -
af z
A Flz
0 %9
_ (E#D
i & BRI G KN o
Firewall HFE M@ TECZEENHRE
a. THEMMEE fwudfuser o # A E W E ERIENT K EEBHES » Serd
fwdfuser ZRURTE i F & IR KRS 1 » BI4nT2 A nlfdi 28 /7 ok s 28 2
%‘ o
TELUERE » 7 fwdfuser  FTA G T iEElEi e m T2y -
fwdfuser AUFFATRERTFEH] » By KRS AT BEEIA E ZME & 48 -
G ] R B B B A S T AR AR L fwdfuser BEETE 2 FE Y
o A58 > SBAGEMIER fwdfuser » HALZEAGESG EIRTFAERT KIS L o BLot »
Bt fwdfuser M5 » B AHRSEITHE R SNK #RE MG g sm T - MIRE
> F2HE IBM eNetwork Firewall 2% Ffff

IBM eNetwork Firewall for Windows NT: i Fi$5



b. FHERH) [EZRGAHEEREE ) fwdfadm AIEFRATE 205 JORE B I K

Ak o I TEZPREREE ) R KSR RER G e CHEH]
HREk o P LUk & A S (ERCHR A e SR B A e TR 2P KIS E & 1 1y
STk -
LT » fwdfadm PR T AN ROE R RAERE - (B2 RIEREE
PR TERRS, - WREMRYEGER TNT BAGEITHE) o TEERAREE
BE ) LS ESUE R - (HRAGERFEMER - 1ot » ¥ fwdfadm i
5 BRSBTS SNK # 2 M fhiae Ke Al o

TRERERR
FEE A AL (5 2 — (8 2 7

THIRIAI UG i o TR (R r PRI - (e EERArT T 5
EETE T b P11 LAGRIA i S o

ZE Telnet

TR E A E R L2 L AR - H B3 @ S n/E DI 7 15 K83 -
JEZE Telnet

TR E E & IR L 2R DB ARE - H B 032 S DU 77 152K 8 2 o
ZE FTP

FREERAEFER FTP . f{t L2 HISFIL Firewall W » FEE BEAEEEfE R -

FZ=E FTP
REMMEMR FTP fEIEL Mt (FHL Firewall IRf » Ffr il SR SRS E X o

ZE Socks
fEER Socks V5 #ia8 7714 5K R 2K H G KE e a2 timfY) Socks (e @k Hg o %
— TR fORIEY R R - 2T G 2 B EaaE T EE 2T
= -

JEZE Socks
fEEHR Socks V5 i 771K 2K H A KIS IE L 2 tmfY Socks 1iE b H o
BT R (ORIET R R - 2 G2 HEAE R TFHE AT
.

ZE HTTP
TEERMRE \DAEITHERARIA#EEE /5 15 R HERTY HTTP proxy 2K o 4%
— R BIEY R AR o ZEATE S 2 MR AR I T & s
=1 -

BT AR GO & A BRI 1D FoE TS - FTLIAIERER A SDI > FR1E
BTSSRI AR 58 TR o

(ERE R LA /7R TR SocksiBA TG MEi%: SCiE 20 sk U BHag » TRl Mk
BUBBLER
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84

ZEEE
FRE B M A T E ARSI Rt 2 AN > TSRS /708 « FRER « B LT
g A (RENTEE A AN 1 - B EERERR 2R » FrLlE
Rk ST RE Tk

EZEERE
B BIEL RN - AR B LB AR » FT I8 ik -

SecureNet ZFi53H
TREEHES AssureNet Pathway&Z 2 A IESE 1 .2 5 0m {H F & i AR
FIUER o FEHA SR R ELEN AR IR o 55225 TSecureNetZHi5H
B o DA eI S i AT i e A o
it
a. JEEMAIASEAT SecurlD F »
b. EWZE A — AL S M — A RE R A -
c. HIELE SecureNetZ5HH R H 2285 15IKs - G {1H AssureNet Pathway&Z

R REEIUER 5 -

FEFERRE A - 52 REEesE Yy THEE T ] -

ERERETE

{5 P & Bl 2B R A

£ERIEE
{5 F BB TEAL -

EEPREF
TR -

NT BENETES
NT B ACBITHELLRA KOS B TREAY 22 2 K » (B2 » WIEREHE B Windows NT
PR E ZERVES 0 SELAT LU Windows NT & AGETTHE » It LU I 0 R334
FEAR[E A TR ©
R E MRS U7 HIE MRS Windows NT (i H& B RERIE R » a2
BEHERE 1D BB o 050G TRA KRS ) 29SS T Windows NT falfii
7y Qe siE o2 SRy 5 AMRES - LIS A& ER -
IBWEPEE Windows NT Firewall 52 0] 3£ Windows NT frIAR &S < [HR% € #ER
P& TCP/IP SH{SRESTEIE —Htas Z [ HE » 2% BEiE — & Z M E TR -
AR T 9 FESCE R IR 2R E B (L ER
1. FEIRPERIBRIOMERE - {6 A (o A SR A e R B
2. NetBT LR - 4EZF NetBIOS over TCP/IPL AR L= 1%
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i Windows NT 4228 FARE 20K E ZE(TRATR ©
SecureNet ZBhEsH
#fiff] TAssureNet Pathways SecureN&HifisH | SR HEZE o
FH1E [SecureNet=HEH 1 #A FHEEARTTHE - ZCEITHEIR AT AHEE) SecureNet
S R o
&t
1. BHBE N B A —RIRE BRI o
2. PEtERssas ) ENEREREE 1-377 N
3. EIEAE SecureNetB B 2745 0ENT » Z5(#F AssureNet Pathway&z4EfE
Fr > SRIGETUET 5 -
FEHIFHBRE A, - 35 2 RESSH Y [ Hk 1] »
SecurlD &
f#ifl Security Dynamics SecurlDiZ%:FR8( pinpad R TER#EE © g 7 T4
ZHERSEHESE L MAGT o LA IBM Firewall {37 tL88:28 5 2 1l » DVESEERE PIN ©
£ FTP T » A& SDI # PIN fERERK T —{#HECHEHRE -
FEHIFHREE A - 52 REEesE Wy [ ] -
FRERHNES 1 2 & 3
H{# A Z PR L - MR ] LITE Firewall 228 3 ({5 Z S LAY 825 /71 -
R A AT AT 550 F 2 B LA B8 AT e AR R A RVREHIE A » 552K IBM eNetwork
Firewall 2% FHfif -
BN iGE TS
VAP E FEAABETTHS « SERGEEEL » TIBM Firewalll &g
P AT 5 R AT ©
FRA KOG EA TG ) BT fRd P4 43

=S

1T BB TSI L Twindows NT 2 AETT

W1 % o DL - AR IRE T -
ERERERE
i TR T LSRR EE T A - R TR
i -
BT

B 21 8 T5) - f5 RO B mTHS « &5 A KM KBt
R > BOR AR S TAS RECER] TE Taif R E LR Frigen
TR - e SRR e TRl -

EHE T LU E AR E RS TRy » DAB (o A 22 (o6 A e T A S -
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#—T Firewall @ITESIRE - BATHOCH @B EAE > 41
IR

OEITISHE AR/ NEIIE S o B LUK NI AR T 20 A S EmA TS - HIEH

F LA K NE 5E S AR A THS o ARIEH LIRS ER 2 KT - S LURE
B P A TS o

- BSVESE R TR A E B TR ] o 6 (o P B T fth At 3B TR > (] 5

FHABATREARI - (HAE R B S 0 5B TS - AINGES | ALET THE AL © @1 TS
FRIATTE
FHRHESHE (BE)

ABITIS N AT HEL - Firewall 4 ({5 & 8 HEm 1 TG R0 -

e PR

SR 10 S 3 -
B IHINEAER

ST T » SR OB TSR
BARHEABRH

ST FISHGE 2 » B A SR TR IR -
EFERNNETE

FERAE DE{THSERLS R ) rsE TS (EE - ErRErh B TS R
LAl H BiE R SR H BTG o FURAE T Al 8 ATET TS Z A E
B 0 WIET - S EBEAHR -

O ERBITIRZAHEH
FEEATHEEREEAE B TSR YR RS - ENRENI @ THE S
RS H IR R S ) A TS o

RIRE
AT eV TR o

XFFTE TR
AEATHEHY AR D S TR o

HEFTA TR
ST IE ST ICBO IR

ERFTHLR
ABA TG F AT AR B — ST nT DASE R R KB L RR -

HEFTH TR
TS AN E] T B MER

EER7E]E 24 th
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—i BEAEETE | |

TEE A EERE - CE @5
T AT - CReF

T TEE A
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SR Rk S - EN
5 TR RS -
Pt o
TR ETE - s
EAETECAES: 0
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BT EETH - [
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BEFEAEFHIE

FHERAEHEE Firewall f& A LITEASCUE R B 5 E5HE B iS4 E L2 @k

1. 1EEREHEEESD W‘%ﬁ%ﬁ’v%ﬁ%% s R — TR -

2. EHBUSTIERBHGEHER » FE5 BEEWINNL o BRI v 51 (i F & B 19w
S EE7OE T T PHE & aie 2 IBM Flrpwallﬂl

3. FERMFTHEE R - T OKe

# T1BM Firewall ; MIBRERS

£t FEMIBR#EMA#E fwdfuser BX fwdfadm o
TIHBR A &R - i — N ERESETE LIS -

RBVEEDNEREERERX

WU £ BB K e B P v DN BB SUE B - MR EE If%%‘ﬁ%@i)ﬂﬁ’]ﬁﬁkﬂﬁmﬁb
WJZZD » JEADIFR B A ORERRR E R ARERMT TEEM#E L ke THEEETEEEC ThRE

FEERTIBEREAEE L RERERMALEN THJGEEHE ) - LT ETBERE
FIEENERZEHIE A - 2B zaE sy DM i == |IRM Firewalln | o

R EATIBER SR Hinr EIRE R - RIS T EH &R

&EDE

e

ZEEpeET

RS & A T3

FIBM Firewall | %5 - {7FHUEIRES ©

NTEEE o (AR SR TR B0y 5 (BEE GG ir > &0 LR E [ an 4
PERARIEI A R
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B EE TR
{FMRES O BRI S KRBT (R EBRHR) > At i -

Password:

AR ASEIIRG KRS TR o B E Y)ETE A& LA TG GRS 1 WA P Ths -
SecurlD FiEE

WMFIEH SecurlD £ » HIEHIHEREHE Security Dynamics ACE/Servettzk » 4 a] LL{#
BT -
Proxy fAlfREsEEKii A L) PASSCODE (RNEfiR A ) 2% e i

Enter PASSCODE:

LERE > ZEdA 4 (78079 SecurlD PINTG/EL N FIEE - ARZHEAER SecurlD R o
N > EIER) SecurlD REVRFME 1790011 » FHELUEE 1234 PINFY{HAHE NEWUSER
G A o HILERA

Togin: NEWUSER

Enter PASSCODE: 1234,179091

AORBERE —FRIAEER FTP (BN FTP 1A FRHt fudFie T m e THE s - M)
SecurlD R © (EHEH LA —REFHEIT SecurlD FiaE LI PIN I » (i
H telnete (A &RER A% PIN RIS MIEET TROSRAEBAE - 40 FTP~ HTTP 555 -

W SecurlD R2BERHET PIN B2 - HITEE TIBM Firewall 1 {5 ISR 7715 2 Bl 7H
HE PIN o

SecureNet ZIEHEZ

MIRA TAssurenet Pathwayg EMEFEEIEIL F » FREEAATTE o HEHIGRE SNK F
5 » FEEEA T AIEE

o BURRRE (H/NHERD)

« TifBR1 ZhRE (FASKRH)

o H-BERE IR (R)

Proxy {ilflés & 2R E R T SecureNetFilhsH | RER UL 2 4 7R A

Use SNK for challenge
######## for user user_id
Ed:

challenge######## Z— & AZ] TSecureNetZHE#H1 K/ 8 (BT -
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1. EHEIEDEEETRE - FEEE) [SecureNet# 881 RififfiA PIN 5 o PIN RERELF
PR fiiafa

2. Gt A fFARETEHEIARR (challengey
fan - e AfEs - Fikas g e

Use SNK for challenge

78987648 for user NEWUSER
Ed:

A 78987648ii A SecureNet& G 1 F o SRR IR & BURMIE » B IR
it Proxy falllREs -

3. A e i A2 {181 FE

WHE TSecureNetZHESE | FEE/R 8AE222A9 7R [ HE Ay ZE » 25 BHA AR 28l A
8AE222A9 :

Togon: NEWUSER

Use SNK for challenge 78987648 for user NEWUSER
Ed:8AE222A9

SecurNetKey (SNK)EFEEH TAXENT** Technologies! ¥4 /% Defender Handheld Token**
(DHT) -

R (/T - WIS Windows NT (i FH % 7RI L » ACBRZE A0 (5
# 1D RGBT o WIS THiKHE) AE(E R Windows NT Al - FIl it gt
ASIEATT SR ARG - LIS 107E 3 -

ERERRRE 12 & 3

R LR T & SR 8ER ) L HTE FTP K& Telnet I o MHBAEA > 528 1BM
eNetwork Firewall Z2#Ff
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SE13E 2248 proxy {IIR3E

AE G RR AR 2 ZHERE NI LIRS 2 K E ] proxy fRIfilas)—fR & -

HTTP Proxy

HTTP proxy E{ETAHH Socks flllassKEIE Web FIIET » AREEHEHZEH 1BM
Firewall FBIEESEK o HAE 0E Internet FIEEUE &N » A& 1 KM A ST HERE 22
2= RO MR 1 B UEER BE A E i HTTP Proxye

HTTP Proxy T e frlfilkas o —f & HakfE Proxy FREHIRE S SE AR S - 15
EARIREL proxy e NEHEMEERNAER HTTP ZOREFEN K L

FHEBMRSERIE=

FEAEMEERR AR (B G R iRas B TCP SRRABHPA 2 AN GE - dEfl 8 SRR IR AL
FH— iR 2R BER L

IBM Firewall proxy XiEHC/@uGEL proxy ZEWFHE I ERE o RAFHEIE R BN T 47
FEF ARG ] VR R R I IR R © AN SFLE Sk 2 — B > HIl proxy BAfEERE.2
M) socket SEARAF €T BARA A0S AR AFFAE 1 FER BRI B 7 P AR m IR A AN - HIlE
HRAHHHE IR BREARTE - A8 R Fd i B B R 8 BRI 5T Rk -

ARRFEHER > (] REEBEUR E i L FE SRR ST B R - (HEER LG IRt
WITE DL - W'JZZD’Y%ﬂa%ﬁﬁﬁbiluﬂfei}z)\%ﬁ,EEZfﬁMﬂ%fﬁ‘l%"r%*ﬁﬁ }” E
LE > Bimris b BhE - A5 2Bk 94 ' B2 ]
EEr] > DS E 28 HHRRE A -

{FRIZRERCBULSEEHE HTTP Proxy

FAAEE HTTP Proxy ¥ » 58T FYII2DEE

1. W ZEUREFT DNS A REEEHLEE HTTP Proxye ZLERIM EIVRAAEHE » TR
FEE B EE BRI TRME ) BRI b —TF T2 MERg) o RigiE—T
[ feZF DNS 2y Hinf

2. EEEpyEds

3. HTHEEER o BRFSAACEMERE Y FEZE 2 ek s HAR A B - 32 RIEESZE Y [Proxy HTTR
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BUEE IR A HTTP > IBM Firewall
E 28 HFfR o

Eﬂ

4. FFBRE HTTP Proxy’ i (CZEHEE )

BH/R HTTP Proxy BIEGHE - 4I1ES

E;,%'Tﬁ” HITE
B HTTP Proxy 2218

HTTF Proxy 22

Prosy 5% IEDEG—

NESEERE kB) [0 00000

FERBTE A 40

HERAEERT - i M
——

NG

TR 60

HTTF SCEh B @ B B

¥ oK i s 7 OB

25. HTTP

5. BIF1E proxy’ F5iEH my computer/control panel/services ° ifitf# IBM Firewall

HTTP Proxys X#%&#%— T STOP.
ATEITHY phttpd f&a% & B B R aE H B Eh B RIS HE 2

FHZANE HTTP Proxy BIEGAE LAUZRE o WIRIEEE 7T (@228 > HI| Firewall HTTP proxy
IR a1l » SR FEHTVEE) - BHITHY proxy {5 & B M BOR S 1k - E 3
proxy HEHTEE) (B 2i%)

92 IBM eNetwork Firewall for Windows NT:fii fi$5



Proxy B3

BEFFLILSWOIIRE L Proxy MERZIGHESERAHLE - A1FABEINE » HILREBIE R AL
SAE LTI o /M 1024 MBS @RI [TCPIP) MM - —# proxy Web fd
Az AT LA R S 8080 f 8088°

THASEERA HIEE E RO 11 H R 8080 A AMRIYIEZ: 2 & RHER - (HUEFTH IR SR A &
EEMERG o proxy FUBAEIER A proxy ZK o THELERZ 8080 o AISRLAH HFHALfE » Hilthah
JAAESTET LA M A E R THRISHZE ) A SRR o QRS S AL 8 LEE% R - AL ZH BT
F&@) phttpd BEH o

NEREERE LR

LRI A 2 B B AR aS T E R B REE R E AR @A A/  f CGI F22K ~ frl & v
PEALLE AP R HEIREE KL - EARAKH Proxy HIER

FHUATHDICHL (K) RS AE - FHRRERS 50K -
TEREE A

(2R P A 3% 8 B E PR B B » Proxy SR REHTHELR » BRI —HER 58
HrlfERfES L - —Mmis > BEESRITIRERTSE - BB 8 FH IO AL FERL AT K o 20 RpkRR
—BAEERERS (B2 (ANACHGECIERE ) LR R > GERILIE o FETEE 5 - ilan
60 o THE{ERS 200 °

EREEXR

WBHE ST proxy FTEEEENEREER - B HEE2BER all ~ new 3 nonee THZ%
fE nonee Z2EUHEHS

all E(ESBE HATE BT EHEE proxy HEFEIRIIE » LUFR/RBIEE S He 7 6 F 2 i A8
% 1D B BATHE o ARBITE AR SRS proxy HRENINE - mh e RS H
AAR SR - ARBIE A A SR E(ERIE - SRERURBEHE 1D folf TSR -

new  EIEZBATEBEITRRERBENE o € X Er{#EEl—{E 407 proxy i EIERKH C
IS HTTP/L.1 BIEE 2RO (e UG TRITE AR » 18 {18838 n] FE & ZORBITE AR 3 Hilm A8
FI¥& \DEEATHERIEE T © AT LITE Internet Explorer 4.0MG%7E UM% » B C it &
FI HTTP/L.1 3 AIRS A BB ZOK « Netscape HAMBIE Z#L el e M E e
HTTP/1.0 ZEK -

none  MMEABIEIREOR o WATTRE AL EME IDLBETTH -

135 284 proxy frlfilkes 93



BIE S

peIliS ]

iE(H2EE & proxy EEOREEM# B HEHTHERE 2 AT - EEERHE BN EORIIG - 6 #
RHFFER P ALk R EH#E 1D AH#EE - FrERVRRE 1P (AR B E 1D - SR IEER
(RIE AR » #6 F IRUA SRR RO DR o 38 LAO) S A B (VL 2R B RE G H] © THERIEFS 60 773 o
B R B IEERITEHIRRE » & (RF R sk & — B AE

BRAFHEMEZERE

EASEATHEE proxy £ HTTP/L.L FHEMEHR FRTRERAy R B ERR - 18 R — {2
BB MR RRE T o (ERFEMERE B VRS D » PRIFFFETERE BV ESRAT R - S HIIA & 52
P AT ARTAC o8 FH & ARG = 5 DU B RERZ(E - B4 25 - FHRRAERS 5 -

FHEITEIRET

K2R LB > HREMS HTTP/L.L BER RIS B S proxy MREERIEENT >
PREF HTTP/1.1 BB b B BE s R ai s ] © 2872 — b B @R e TR -
TERHEVERSEAESE T > BRIERFEVERS B FSEAE A - A RIS dr SE R TR o & Sellan o
A AR s BT AR FR RE RFH] » THAR{ERS 60 °

HTTP EC&EEIE

2 8E &5 3% Proxy B EN/BAEA KR proxy ZSRECERFIBG KIS HEED - ©R2HEH
LOG_NOTICE J&@ X ARZ0HL o WIRAHTERE HTTP SURIGH) » 25 TRERE - Hitdid
FAERG N B AL T -

TEERE R BRI 2% 2CEL HTTP proxy EEE);H 1R HER -
WIHGEA HTTPS BUES » iR L2 proxy 48[ IBM Firewall Y HTTP proxy®

FHEAGRIERY Internet Explorer®lE 33 DL HTTP/1.1 BIRE 23 24 proxy » FE# T FAIDEE
o B tEe THIIRER -

o SEL Internet i1 o

o SEIUHERFER

o [THE) HTTP 1.1 3%GE » WFEE U THE (on)) -
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SSL &R

Y% HTTP Secure Connectiod| e flflkasf) SSL W » LGN H IBM Firewall &
VEEE o M8 1% 8 Uk KB KOS BE R ES a0 N E#EElFrs > ¥ HTTP Secure
Connection{#i FEHEEEAHR 443:

https://www.ibm.com:443

A% GE TR E ZRIRBETEL HTTPS proxy BEIR 2/2 ©
WIERER HTTPS fIEE » thiE B %2 proxy #6I[ IBM Firewall /) HTTP proxye

FEMEBR A - 3 2 REESZEI TProxy HTTP GUERHI1] -

XIEFSA

HTTP Proxy 348 N9I75i5 > ELL28IE Internet i) —ELA[F] 7714 ¢
« FTP

* Gopher

« HTTP

« HTTPS

+ WAIS

HTTP Proxy HIECEiiaHEEH

MHEEFEHIE HTTP Proxy Ui get ZORMIGCHHI -

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.

Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for O bytes.

Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated

using NT authentication from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated

for HTTP Server using NT from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gsplash.gif HTTP/1.1"
for 211 bytes.

Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
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SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gmast.gif HTTP/1.1"
for 211 bytes.
AUEE B T
* ICA2099i - #IR[EIEME 4070 EEEEZ get ZORIHEE LM -
SRR o & ZOR G &t T e > ZORERIEBE M 1D BodfTHs -
* ICA2140i - i fred HISEEALD) -
TFEEIRN get ZURAREUS LM E _EruFEcsaiRe - midr i pLae o

FTP

96

1. fH] FTP proxy AK1ZEHBS KRG FEME - (FRAMIFEE] ftp_gw.domain.net.com {Ef5F]
KB F B TE) -
ftp ftp_gw.domain.net.com

Proxy {rlir#s & 2Kl AT A & 40
login:
2. GHERASHER L & 2 MAER] Firewall :
login: jane_doe
AR AR MBI F & A RAHTE 2 Firewall FEATSERUPMEE A » KBRS S G
2RHEE7aE Y DG Z a2 IBM Firewalltl) < BR® Proxy fAlIR AR AI{AI#53% (50 A & 1Y
Wi - s ERRE I TR k] -
#iat 2% - Proxy fAliRes &§HUR FTP an Hidm o
ftp>

M quote #I site FTP dn i AGEFREI PR EENM -

ftp> quote site forhost.network.outside.com

BUE » SEACE BRI ORGSR FSERRA B & AR ALE THS » 8% PER Firewall H)
FTP Hf & AR EL @ TS AN

THERI B AGEIHER 60 # > MHIEN proxy MIFER 7200 7 o AR5 5 FEEGERHE > 3
2Z2GHERQ9E 1] ¥ ETP v Telnet ProxyHgiE{E 1| -
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E&EN FTP

Tl ftp JiECEE TR < &z Proxy AT &R KOS » KIHEE Proxy )
A ANHRE F DT K% Proxy BEHIE  iZEEz0 Proxy HEERERS AEHY 2 2 bt 2155 K
IR 220 o B T B Proxy RESSE(T » WVETE T2 VESNG | 4RSI B e
e -
1. 6 ftp SRAFHS KRG LB o (FAMEHER] ftp_gw.domain.net.com {ERFAERIE
It o)
ftp ftp_gw.domain.net.com
2. Proxy falfuds & 2K A R & 45
USER:
3. FRTEIRZE s Pl A S B & 4 0
USER: username@remote_site_host name
4. %Rt% - HIELEEMEIOREmAL E—LHhim A 2 (ERE2E BT -
password:
5. Rl A SR EITHS -

FARTERGEEE 60 - MHIE proxy HITHZGEIFER 7200 F (RE{E/ ) o AR E
FEIGEIGHE - ZE2 R EeaE My [EHL ETP K Telnet Proxy [ 1 o

Telnet

i telnet proxy 2K ARG K% Proxy frllilR#s o BT LAEAH EEEAEEL Internet 74k
K% TEHREEHE I ENSTE » 35T Firewall FEH telnet A T2k 8 AH RUME AL - 40 »
WL AER telnet> LIEEMAH telnet_gw B Firewall 2R7FHURFE HAYHE
forhost.network.outside.com°
1. HEEHEM > LHEMH telnet RAZHBT AN EEMR - (KM HH
telnet_gw.domain.net.confff % Firewall 1Y+ EA§HHE <)

telnet telnet gw.domain.net.com
2. Proxy frlfilss & ZK g A R 12 440

login:
3. FEABHREN & AR Firewall :

login: jane_doe
IR A AR M (& AT 2 Firewall FRFFTEIIERES M » AREGEEIIS 0 (G5
2EEETOE T [ e = IBM Eirewall1]) © BEA Proxy falRESAAl 83 (5 F & 1
B 0 R HER’E Y T8 771 -
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B E ] oneact shelt 55 7 IBM Firewall proxy telnet w2 » Fra R EIEE0 &%
B3 K R R -

HIEH A oneact shelt HITESEEE 2% » Proxy falllli#y €T
ENTER DESIRED HOST:

T A

telnet forhost.network.outside.com

IR LB RSB Z 2 AE TS » RSN S hEE A ERKET -8
LRI REBLIELER KitiG Proxy A& - {58 A (50 A & 2 Al B TG AR o

THFRZ AERFER 60 F0 - MHER proxy MEFHER 7200 F5 o AREE THREE » 25
22 HEEQaE 1 TE@ ETP & Telnet Drnyylﬁ’ﬂigﬂiﬁ@o

BB Telnet

98

AL telnet 7520 TRAANE ) - 5Zd@:0 Proxy 175 25 KiE#ERE - KILZE @ Proxy
O & ANHRE R RRI Kifid Proxy (A1 - &l Proxy HEERE Firewall A% 2 IR
# Firewall FIFEZ 20 o 5 7 (0E@0 Proxy BESELE - MJHAE T2 MENG ) SRR
s HEE -
1. £/ telnet A7 K 7B o (FFIHE ftp_gw.domain.net.com {ER-EREEH
o)

telnet telnet_gw.domain.net.com
2. Proxy falHieds & ZORm A SZR 6 4H

Login:
3. GAMEFER s hil A SR E R & R

Login@remote_host
IR NG ZOR IR A ST & L MALE TS - WREN SN ESE TR LT -8
SEnTHEBLIEAERA K& Proxy fRIAR s HH 50 AR 5 FH & 44 AR RS TS AN ] -

THRRA B AERHES 60 ) - MHIER proxy MHRHERS 7200 # o AT TR ERHE » 35
SR TEHY ETP K Telnet Praxy Wil 1 ] -

IBM eNetwork Firewall for Windows NT: i Fi$5



B8 FTP K Telnet Proxy HiBEFHE

FTP J Telnet#84 M& AL K THRHAEIE ) HO@IGE « FERADGIRDL T » 128 A KREEE LA
HWIE > & 60 PALHEDH —ERE B FRIGE) - &l AERIY loginTimeoute

FARIR » DM 7200 BAREBESRLAGIRE - 5 HIE0 & VBT B ESE 0 HER -
7E ROOTDIR\config H -, fwTimeout.cfg % » A LURDES BT ACHE 2 BT dIRF i -

BIVR] [EH#GE ST ©  fwTimeout.cfg FZEMER T IIE -

telnet
proxyTimeout=7200
loginTimeout=60

ftp

proxyTimeout=7200
loginTimeout=60

135 284 proxy frlfilkes 99

i



100 I1BM eNetwork Firewall for Windows NT:{iiF$55



B14E EBGNIEECH
AR IH R BB B R 7 o 3 S RIS FUE IR i AR R o

IBM Firewall & HRIE {5 #7E 000G FUE - AT ERR BN K HAEWAE - BERGHETE
MIFERIRDL o & SR SIS » Firewall o DIBT KORSEBE & A r9 )7 XURBE G

BT EE S

R S A T RN R 2 LR - A SRAEAE B IR (LA S L) POREIL a8 (R
HFEE) - RFYEHIEER - EF g AL T RAL o HEEEEE A MR YR U -

1. ARG

2. FEMA#E ID e HmEREANK

3. FEE B AR E BRI B Oy EaE

4. HEEHASRET HEL

ZRETE I G Bk e AT A AT ORI AR SRS 2= BRI R S © 1BM Firewall & EH BHYCEIT ] 11
FUERE AT 5 -

FEREGRIME.Z1% > 1BM Firewall @EEETAL o BHTRARKIEZRATRERRA T 4
fEEAXEHE A — 7
1. FOERE| T YIHEERE S -
 EHEREEEREE - AR A G s T A o
. {EFNIEEEEH
2. % E-mail B FERE]—RELR A #
3. BMEFTEGERITI AT o ESHHER L0 TIPIZLm R | -
4. PTHREEENG AT WABRARIERE —(H2H
FRAE S R E RS EE S BRI o B -

ICAOOO1le: ALERT -- 20 authentication failures.

ICA0O02e: ALERT -- 10 authentication failures for user root.
ICAOOO3e: ALERT -- 15 authentication failures from host 56.67.78.89
ICA0004e: ALERT -- Tag ICA1234e with 3 log entries.

AEEEH MHEEEEREN) EENERARREENE -

© Copyright IBM Corp. 1994, 1998 101



EARBIERIGRRBHIBEEEN

AFIRRIIAA (5 FA AR T U AR AR RIS HEE B o (AU B UL S RE IR 2 &
HU AR HGED o R MERERRIERC DURR = » 14— B EmTE -

(B BERFEE IR AT » iy ~ S 5 sk PR S e % -

FMBHGEEREL

102

TR U E 15 > G5 SRR IR R EE IR SEE R IEIE - AL — TR -
1B RN RN & T - FETE NI AE R
1. TSRS - e — T S RERBYNIHE o BUIEAATT ¢
o BT
o BdTERT
o (RIS FH 5 3 38 O A S A
o SREE IR S AR L
o (IR0 - R O 3 O B A
o AEERUE
2. QISGERURHAREALE TEM@EAT - FERAEFEROIHE - A0 E L EmEdE| -
A2 B R S E RS B0R B8 E ) BT B -
3. MEGERWREREEE TRdTa sl o FEEA G AR o
HESE B T A Al g IE R ALIER ENE — 28 - RS R — (T
AHER o
4. WISSENEERERDE TAEERSUE L - GERAGEEE  ER_KHEEE RN 1BM
Firewall HaEHUEAFHEREE -
5. QUFGEROH A — {8 FUE R - FEH ARG SHEE SR o
R S A U 45 R HARIA P 25 3R A B KR B
6. AIFGENIL A —{EEG SRR - SR ARG SHE R IR o
B S EIRF BT R 4B 1 FE SRR 28— R B R o) S L
7. QIEGERC R SRR > T TRy 8T SRR 2 & Ll FH 0L 2558
o
8. MEAfHEE - ERBIEREE o
9. #—1TF OK-

IBM eNetwork Firewall for Windows NT:{#i fi#5



LERAEEE

A O i U E I - FE T B EE B EEIEH A R I S A IHE o AR —
TR - #FHREEEN ARG HIA -
1. GEGEA SR U R S E T SBORNIER SRS IR (57 P i s B o
R S EE T R AEHE 2 IR P Afr (e ) e 26 2R g VU B o BRI TR 45 1 SRS
R B BHARN 7 BB o
2. #—1F OKe

MIERERFEE R

SRR I E #0F - 36 (¢ D SO B B R TR B A A HE B U S IR I H - 2R %E— T
BR o A EOREHERBIER o G52 — M RUIER  FHTER « MR ZRKE HAtm bR - ©
FORMPRILRE -

D0l 285822

Firewall H{% AE RN > Firewall A] LIRS R R B & 1O EIFAS - ANFIRIAEE & -

AR g5 SR I - LZHAE A1 3 R R oTrE -

1. i EATERGE - LTTIR /AT ARSI Bk AR S B ek - C i 3 HAE BB R U B A
WONEILERanr (AIRERT T TIEH]) » BROETHRE © AT L& E P g BRI E— I H -
FEFE R BITROEIITIHHHRIE I - 32 BEE10458Y T FUT2E 1] -

2. FHVARIEI - U ATEBISIIR L A MM IS 7 - A7CIF R A R BB
BEFRA TR A A AR © AR RN A RSIOR 2 — - FHEATEE I
OB T - DA » it BEELORRE TeE s aVE L] -

AL A AL PR AEBERS » LSRR IR BT ASEARAS - PO 7123k
I » GHERE I AL ALS F BB R B 3 3 CU L 2 45 E B Rt e -

3. WEHRE T - BURHGER AT - LHENTE SBT3 o S E R AT SR
SR 0 F O SBB PP AHBRE A » AT IH RS S mT e s U BB pR S 17 » 24
HCLLH R n] BE S I FERN A FI SR HA - MESR IR DU E Mg 2151Rr - fE3E
BRHE A MHBRE S - 55 2 P08 I TRERER T ] -

5t IBM Firewall SZiEw] FRAIEIL 2858 H 3421 Tele-AlphaNumeric Protocol (TAP)E 1
o

SZIBHYVE A BRI BT

HANFE R B DS EANLFINIR - DA 28 - Er LU e EALF -
FEA A s BB AR AR RS UM A 22,

FR1ast BrEPKMERCER 103



o CFAINFIY ERHIRAE R IR > DU B AU L SR i B (i B B RR
o (HEER ~ Ffiad - ERAE I ADTREE

{5 E AL LA - AT AL FIR M TAP #HE -
I-IL Z b L & THAR BRI 22 - 0@ -

* IBM MOD 448 14400 bps

+ IBM 5853 2400 bps

+ IBM 7852 28800 bps

* IBM 7855 2400 bps

+ Generic HayestHZ 1%

* US Robotics Courier 9600 bps

e Zoom V.34

RiBIFSREEZE

I 8% A% AE 1 2 FAR 2R an 1 1 73500 i LR HERE R 8 IR B = AR B (6 AV
MEs - B ZESCER] TWEIERERE ) 2R B TR M AR ER0R - B T HEERERE L -

Bl Z Bl » SRR RS IE A B R bR PR AR ~ IPILES 1D » DUS B2 -
AR TIPSR SR | - GRICAURIC B S RS DRACE L - HLW MR

FEFERC LIRS - EIGRIEES o W MMERE R ERC LRt S
EIFIUESERRE

RNV ITOUBSRR T » (P SEH S 0 I AR ) B Setst » i 8 ANT I BRALEL -
mTEITEE

BT IR s A IO BSER RERS - PG RURBA Tanm HITR0E ) HIITILSSERE AN
fiE > A0 BE10RE BIEl 28 FRATETRAYEEIAE

104 I1BM eNetwork Firewall for Windows NT:{ii 455



[ i) oo gete

(== Bt

W3R E R

PR32 | \1111111
LSS T - \222-2222

WIT] ‘Mnbilecnm B
st ‘Generic Hayes compatible b2l T
W OK | mn 7 B

& 26. WL A3 e

FEZHTHE Tl AR (L P A BT L

1.
2.

HHEANPILES 1D o &l 2 WAL AR E RS g HE— PIN -

APEAIPILESI o I R E B A P 2R TR,  FOEAS R AT LR O3
EHEARERET o ERta ST RIS AR T U XCFVE - SR )RR
JE AT E RS R R - SHIFAE ATRE S il - A nIfA] 'E‘?ﬁ% () o RSB E
HRAYES > ZEFITEIUCEE -

MRREEALNF M - G5 — BT REALFA - [FIUSHEARDERA
HI g BN HAR - G2 PR 0ae] TEgan /sl il ] > DUCISAN AT SR 5 L 2 i e A RR A
Al

MR BB - 3H1e— TEBUKE R - IF0SS BB IR A ARG BTR
2K o FE 221085 B TETIRERE R 1 | » DUNS AN 35S b 25 i AHRR AR

#H—T OK -

BR14st BiEPKMERCER 105



&
>
1>)

SEMTETNE

OB R PRI MITI B E ) i - Bl Bn B Tins BT ) MIIR0USSERE

$EEHE -

1. R AR G7 B A SO — 2Ll > SRS SHA BT E B AR R o

2. H#—1F OKe

RIFREE S E1TERE

1. REFIRHERUAE - AR TRIER - BVAT ERIFILSREYE AR S ETRE ZHHE s IT0Y 88
B EIRIGHE FIIHE -
it g BOR AR MBS -

2. #H—T R WeRMER : Sz — T8 > RREIIFIUSIEEEHFHE o

WFZ A BT E o TR B8 S 17 M5 BRI o

mﬂ}ﬂuéﬁ E%TnﬁEEPEJEE 7%%&@@%@%& EE - ISR ERALTEE

106 IBM eNetwork Firewall for Windows NT:{iiF$55



fed (i) 1R BBADTEER L Fl R
X s E T R

EAEAE R

RRLE] |BREEE  |mWEE | Rl | ST LT

I_LI <¥a‘f1‘§‘>

% Mobilecom |1-800-946-4644 1200 even 7 1 =
% Fagenet 1-800-720-8393 1200 even 7 1 )
%o Skl 1-800-759-6366 1200 even 7 1 5}
. | ~l

¥ OK o 1BH 2 BB el =

27. M ESHIREA L A EBE

FBEART

£
=

1.

TR TG > A SN ERATERE T LRIEE » Rkl T
o {EHE AR A SO — i

FRABHANTGE - (LTl NEC R 125 > BRIz AT
SBR[ -

i B TR (ROR A T BT RR) » R FAR YR B EL A TP 2 R
FEURIE IR o 300U 5T R 57 0 R IR T R i A S BB » S5 441
OGRS AR R TE TN » SR S A2 TR A B » TN 3 B
S S o

3. AfEA TAP LIUHUSHENLTGE 5 i8R FT Fear iy —{E -
4. AR FFFEEGETTHE > AEHERABITHS -

o

© ® N o

A TSR ) R R IR > DR TR ) R R
FEBRH -

IR - e TR BRI 2 P -

SHETR A — T B ~ SR -

SRR T BT 7 3 8¢

SRR AT T 1 % 20

F1ast EoEPKMERCER 107



HBHER

10. ##—T OK =

BEEAAT

1. RIFIUSEHVEA RIS AN RN E S TR ENAF] - R — TR -

2. ATFERRAIRIMHRRAER I - 3522 BHEE107H Y Tl eg BN A RA D ik
S o AROIFHE -

3. HEITAHEIAEE -

4. #—T OK=

RIBREA LT
1. (eIFIUSSEVERA LT ERE LR IE MR EAL A - Rk — TR -
2. MG EORIERERINER - G514 — TR LIER -

&t "EALFRI BRI EDEE —EEALF] o ARRE ZTTEALF > HIELES
RS R G RRY o

& Eﬁ%&f&*&ifﬂ}ﬂhﬁuajﬁﬁﬁﬁﬂﬂﬂtﬁn SE BURPRAE I - L nRETR SR AL R
BHEGE - —fRIMS > HNE SR AEERSEG B0 Hayes tHAEURK -

rARdNERS E“ﬁnﬂEqJEJEﬁﬁT)%T&%ﬁﬁ%ﬂ’ﬁ{ﬁ& TEEY o IT0U SIS E TR A EHHE
Eﬂ@ﬂﬁi‘tﬁ?ﬁ > YTER =l 24

108 IBM eNetwork Firewall for Windows NT:{ii 455



e ) v

R
e e |
|j S _ 1
Generic Hayes compatile YOETH4&ND ¥ COm |
@ B MOD 448 14400 BFYOETHAEND 5 com 4
% [BM 5853 2400 bps 511=7080=0E1C1FTHOM! A0V X1 5 com
% BM 7852 28800 s WOETRARND 5 COMt |
BN 7855 2400 bps EF1811=T080=0ET HOQDVI X1 RDMOICTIOMRD 9 COM
@ USRohofics Courier 8600 bps | AFADZECT ESTHVIQ0S7=T0 g CoM
@ USRohctics Sportster 14400 bps | AFAD2ECT ESTHAVIQ087=T0 5 com
@ ZoomY.34 WETRAAND 5 comt

oo | 0w [ xm | om |

5] 28. WL g5 B e B P

7R
PIaAY

b

3

%
=&
1.

N

A EAACSETREAE KT ~ 53 5 Sl SR 23R A ] ) BB

IBBIE

YR A SR E AR - G TE IR0 SR BB AR E IR BRI AE PR I8 - AR RiL— TR
o (ERTIBEIRHEIZNAE T - 35 (i AR {12 rh B A SIS — 2L fH -

AHBEA BRI A o (T RE AT DL RERIEE AR - B4R RSB e R S
T E R (HE R AN T -

R TCOM HEZR | [HUSERE » DUE SERHRAT Z5E A FPS] COM SEIEZIRER o 3
AN 10 HYBT o BB USRS SRR RS LE BRI - HIEAREE#RAT Windows
NT » 75 A Er i % SR HEAE A7 UL SR D0 BE © AN SRBIREE AT SRR e - AN 83
MG E A BRI R

AR A RIGEGE - eh - E ] LU R E SR BRI EIR - BEE X leveld HY[IFE » LIk
FH IRt 15 i A [ 78 (2 B 7008 AT ansy » RIS DhRE & E e RS

AR E T ERBRIGHIH T

FR14st BoEPKMERCER 109



4. FEEAIMRATIETTSE o HLARAER R N AR R T BT -

5 #%—T OK-e

SERIEE

1. SR EURARE AT o FHCITIU SIS E B H SEAE U AR - R — T
BHRK -

TESBBUREINE L - GBI RBIRRC R RIMAIIR o BIR SRR
B » FE22REE1008 0 Tk Biigeg ] -

2. #—T OK-e

MIBREE

1. BEMEREIEFEE AT > FHCITIU S SIS E R H SEME U A - KRB — T
THBR

2. @ EREHEMIE - H— T R -
IR0 BB R ECETDEE
L 3 R € 5 X 5 PR AR 38 T UL 70 B Bl

BRI E— DT KOS RA H GEHERE R o RIS AR RE B s FHBG KO H SEHERAHRRE A - 3522
MG 138 W (iRl aes i FSEBEZkE 0] o

AT ERE2TE

5T DL RIS 43 SBT3 o HIBHEERIIZAA + 2520 1BM eNetwork Firewal
BHFM - FRE(ER—IOE R TR EN » BRI 4 o LIRS0
5~ B~ T RO BB AR E REMOO LIS T EL AL SR EE M R
L o

R LR (AR R B BRI FYAR g e o R

1. #%— THEEE - AREEW T -
FBEFREERENEEEN & HIT -

2. (EERERBY MRTAED - EEETIS - SN GE M EN LY amigE2mm L

3. {EonHIBEBMMNLI » BABLEERIGSUERS - EATEPIIRE K2 e 2 BRI
fif o
HESE B R Pt T 2 an iy LOEE SRS \winnt\system32 « I3 a7 Shell Z{ERH
TEFPAEBhHY » At UAGRE SRR BT o s a3 E (1 & SRl - —fiim =5 »

110 I1BM eNetwork Firewall for Windows NT:{iiF$55



B AR FOREE A S B AR S0 - TS M R S i
TR G e TER) S ERREARE —E28 WTAR

PEE O BRENEE R + 1CA0001e
B{EFEAZEBRWET : 1CA0002e
EHEEERGEERENE R - 1CA0003e
FEEEFRIBEZET - 1CA0004e

a2 IBM eNetwork Firewall 225 Fffff » BITHUSE LLEA SR CEEHHA o

HFlam BEDIAREECE 111



112 I1BM eNetwork Firewall for Windows NT:{iiF$55



51°5 EEHGHRRATE

REENG A AE S T2REe B oG ) (i F HaEMERE o E (A R BELE R ET 1BM
Firewall {AIfARESAIZELFEAGHS > 1BM Firewall @S5 IEEF AN IBM Firewall S2HEARS
FETVFTHERERY H 3B -

IBM Firewall & HRIER KEHIZERE T EAE A K RECEEA - HAtEHE rIAREFFZ M7 » 4
socks FIEFTEEAS o 51 » T DA E B M ROR TS A HEERE 5 BIA0 - (584 ~ &alsk
#HAR o AEAMERIAANAT L ] H 35 P EL HEE0R 17 PIBRAE » AP FAEBLRTFRRI R

EEAREIERIGAE I BRRTF HEE

ZRREE UG AT LIS HEEE B HEEPR A3 - (B fEy n] IR 22 e S a2 il HAEH
o Firewall @A LRI T{ESE SSEBEA - FCEIFNIGEEERAE - UG £ E=BKHEE
BEA REF N IBEEGIEEE - BriVE S e Er HEtReerh - EHE HEEN G
HEF L HabAE

B 1R A AR AT DUERSEE » L e KO HEEAE HBEEMAim AR+ -
AL E R GE ) B BB NS EFEAH R Z > B LIEESUBILEE D Kl aC B RE o

RS B AR L R I A SR - MRS m 2 E R BB e R i
Ft o NlfsRgtE R E HEEA -

I EESNA R 28 DAICRER 3 B A (H#AR Sa T » TBEEERY (Critical)) USSR L
IR KB F -

RIS B R - BRIEDT KISIEFAETE - Rtk - n DU 3 B A sl gl » LAY
FCBKAIE Bl Tt HAER B -

ESENEFr i REA SR FRE (.ew,s. ) MiAEEV)G » LT g 2R » A GEPIE ZANA
[BF (shut off) ARLEEAE

© Copyright IBM Corp. 1994, 1998 113



FIBHEEEE

TEZERE B bt E BT AR A b R R T TRTE B *%%Z%%JJEISE LU A 4 &

i o PR & CRAEHEE ) IERERKERCDURRIR S - 2 [HEERKEE) - B5tHEE

BRETHERN G R - AT F R —RHAY HEEHERE

1. Gt EIEEHERE AT AT - AR — PRI - BIRRRIEHEE (syslog) HH H #TH
BB H pif R IR HEERRBE

HURHTIBE SRR ERNAE - 41

R 1AEHNIE] 29 Fis e

e - R 2
PEIER [ ]
AiEtsEets |

¥ OK \ 3 BuE 9w

29. FH HEERRE

2. P NEEBUNRUE o AGROUEA o JEAIS THRERAM) o
3. HEEHERE G2 C 30 &m0 A2 S BRI o P — T REBEAGEH T 41 Horh—F [ 25 1%
e :

114 I1BM eNetwork Firewall for Windows NT:{iiF$55



MipR B tERE

S

10.

1.

o PKHEHEE - —fRbiAGE HEE - i@ EeRCHE
o BORHEE - HESEE R EREARRE - DI A MERBURET ) RIS EE

=y
=

o BPFHEE
. - TBEIEBFE - AGERE IR o ACRE STNE Y & fOR N A E VR KPS
T o SEHEIU B SENE Y £ H SEACakH i (g K -

CRAHEEES o B2 HANE 2L HGHEA IS (IR R ERER 1 BatnR) - i HAE%

RINBEIELATEAE ©

- PRAFEEL AT LA AR H GE D RE — BB OE A o X208 - T LU I D AR o
PR E IR SIS fwlogngmt @A REE2M - 2 RELI6HT TEEZH
EEL] - B MR 2 -

EMERAFHUT HIEPARCRZ 2R - MBS FR TSRS » & fwlogmgmt -1 i
A HCEIBT HEEACHRT & L ELUERT - S G RIT ORFIRAF o HEEEE ARG SR
HRERCSR R E K -

R SRR 4 B SE BB - 1BM Firewall $2{E— (1 H $% FERL IR AEIORE - 24
M > $ERT LU PR AIDIRE. (A1 76 2E003E) -

SEIERZAE RA7 DR P BRI R 7 H SERA SR 2 KB - B LR TR - B
fulogmgnt -a AT HCEIPRIZAVIEEAT & LA HERS - (B @ T RERIRE - HEEEHEIGA
TffEt F R R R R BIE X -

#H—T OK~

Ah 1 N EGHERE SRR FPOB U BB B B KOS HEEE E > R — TBRRE -
BT HFEEEE AR g B -

88 SH AHBRORRT o BRASIRNIAIEREA > G52k
#—T OK

Ar e B SRR BB RN AE I H AT IR H SERRE Hhgg LS AGHE HAEHEHE » R — MR
BI% ]

SURRIBRES i -

AR EREAEMER - 354 — & OK o AISRANEHERMIER - 5t — NEUH o B EA G
BRIEIERY H A5

F1sn M HGEERFE 115



REHEE

BiyN0EY DLL

RIFREFAT

 JEHIT HEEREBR SR8 HIRCE

- HEMBEREEEREH

o BRSO R

o FERTRE S CRAE H Bk

B B H S E PR UK IR AT O SRR HAGaCER - A ARk nT HtAnEH]

1. EmMEa-H1THIT fwlogmgmt -1 » BU/E

2. 1% fwlogmgmt -1 #a-Ha%ER NT Scheduled Service

KRR HEER A2 MBS PRAF H 8P S A& TR AR AT ALK -

LEPRORIERIEZI » 0 Mg

1. {EmfEa1T E8IT fwlogmgmt -a ey

2. 1 fwlogmgmt -a MiTE%ER NT Scheduled Service

ErA& IOk Bh 22 1 H 3SR AR E 28T E R MEAE - ANBEL ALY Tk HZERERE ) |
Hffrd -

AT HEEE BRI R R 750 » e ERS NT Scheduled Service A LA
FI TGy Bry TR YIRS e -

40 > AIREFELERH 3:00 AM BT HEEE IR 7R » FEHA

at 3:00 /every:M,T,W,Th,F,S,Su fwlogmgmt -1

A2 IBM eNetwork Firewall 2% Flf » LUFF AT AU Firewall THi% DLL #JHEE
CRAFFEF 0T DLL FHBREA o

HisEEELH

EATATA HEEE BG4 - HESE BB RE &8 T — LW DR s BVERR AL © AN BT AR
e - BIfEan 1T T EIT fwlogmgmt anaiks - @ HSEE 205 Kilid HEERRE -

BFEE AN (local0) HAEEHEER SZ A RIFIGRAFRERIFTSIAC » 12 = HALBRRESAC - At
I HEERREARLHE A RTFIIEE - A REREITIRTF 28N » B /EE H IR E (BT
PRAFIZPEIS » (ERRREE R rPHEICILUE) I > A FER1FHI Kl (locald) KB R (locall) HEER

B (HRE— RIS G LR B F s HEEE R R AR - [RIIRF - BOPE HAEP &GRS

116 I1BM eNetwork Firewall for Windows NT:{iiF$55



e ST EHESE B AT AR - 1 H i S - AR 2R RTT - H5t - @E EH A
WIBM A GRCHEAERT K (locald) HEEH °

HWSELARER

REn LUER T A REAIIRE ) KR BETESU TRISIR PR HEER A AL ey - TS
R A — SRR LR s LA BB RV - (EF S SR BB R A - S8k
A& TGO KA T

o PR — AR

o BKlE R B S

o TERFEIRMENG DL T B UEIUL A8

P AT 2 PR SRR G H EE AR LA — M SO - B3 - S E R
o E AR E BRI (BU2 DB2 RYIIAELN) HIZRIEH o K% - EEE AT
MR LGRS 1 (SQL) » AKEME RIS -

Z8E TGS AR (B3 Firewall ZEEMFHEE o @ thnl LIS EMERIZEE » 36 HAEFERG K
s RS EAT o AT LATERA Kl (o AR i It Ak T TS A RREZC » TEFERG K
HEHERS I AEMT R d T o

BT RERE AT LUEHESEE - M/E HBEER NS B S A S IR E M AR T o
AT e RS ) B BL 5N B B EEAH R R 2 - B LGS SIS IGER BB K RS 3 # I RE -
SHIMEITARILL IBM Firewall for AIX V3R1 ERJHZER FOEH MREAAESL] - HE
el LU RS AR EE IBM Firewall for AIX V3R1 B HTMUCARY H 2R - foth
AL EMAKRHE AIX su HEE © BlA#sE AR XEEET > 55268 1BM eNetwork
Firewall Z2#Fff -

ERZBEBILRHITRS L AEED
HEEHR T B S BE SRR R » SEHER TR AR I T o AR i o

I o HE R T TR HRE ) EEROKERCURRI R L E T - EIERSAARER - SR
SRAENHEHE » MEE1185 8lE 30 FR o

FB1sn EHMHGEEREE 117



118

B S RErE R R | ki

$BEEEL - @ FTAE C HEAE

L FERRE

B3R | |
@ frkEERE ¢ AKSU B

W R R AR
@R CT

RS |

RSO RERAER

¥ OK b ] 7 B

& 30. #Heeti 22 HIFE

1.

N o g &

£ 1BM Firewall F2HLTHELIRFAs » HESIRIFIS SRS B & WA HEERER E Bk - 1
HESRF IS BB AL - 35 A &1L B SR S 35 1E 2 PR AF H SRR AL TR P s € v H
Bk o GEEACRAT H SRV BHRERS IS A0 o 7 B SRR F R HEERE - ANNIAE IR 22
E[o

SENVERESEREY o HA AL RN HEENE U - S5 EISHE - =5 E#N. DB2 Arfd A
RIS - G5 &G EEE - WSIGATEERRE EREA DB2 - HIR[fEHEEE R L
AT SQL #E o HHEHE I - F522B) BM eNetwork Firewall 2% Fff -

H a4 T RE S (] — R e R A7 HEERE S L E A RBn B LTS 88 AIX su HEERIZ
5 o QNSRAE HEERTF H S A b AEE - HilnTiz— T B8R L - AGEE LA
HEE o AIRAELEE 1 haiii A HEECRT - BLBa ARy H 3EM 2 s R JE @B 3 i i
B Kol HEERE S AIX su HEERHIIAATE o EZEFRE TCREEEIK o
SEEUpNIEEL AIX su Hrh—fEEEEER -

i AR SRR EIIES -

SRV o A IS H EE TR ATSS SN E A B EAE » BOENE R IAREE -

DU AR (57 P AR A R e S Y - DU R SCFAE D o BUI N A S it s 2
AKE®E Windows NT Find v I8 o FlA0 » (RERETEMR IR "ICAQ" (&
BERESIFR) » A RIEIERI T T olaay

IBM eNetwork Firewall for Windows NT:{#i fi#5



fwlogtxt < my.log | find "ICAQ"

DUR @ — et n] LUBCA A7 60 26 H A5 e HLAS 2R -

BiEss s

"ICAQ" S HEEERABEBETAR

"ICA3" S HEE Socks #EEAAVEAE (#1CA3000 - 3999)
"ICA2010" B 1cA2010 SAEHVLHIRANEN

/V "ICA3" FHBR Socks SAEZNHIFTEIR

/C "1CA0O1" & 1cA0001 FLERIEE

. T OK o BAKER S L HE Rl B ke ey 22 4R BRI E -

TR AR B S BUR T B B TS A AR SRS - Ea sk
H MCFHEE ) WM HEESUTRR » B — N TR KRS ZERs e s ) i LY

BEEE1R2S o Wik A SIS 2 o ZAE HESHUSHY bl AR T LIE A ERHE - 35

220 IBM eNetwork Firewall 2#F{ff -

F155 WHIHAEHRIAE 119



120 I1BM eNetwork Firewall for Windows NT:{iiF$55



SR16E \BMIsit

HIA2 Internet HySdi 8 - Z€RAh 1P (ZARSAFERIMIRE o THEBSOZAEEEE) (NAT) fefft—(E
FRIRTTEE > LILHERT AT 0 F RS JEE » 2REIR 1P (hEFRFRAIMIRE -

MRS AR P DL RO ZE M E B (— %% 10.0.0.055 ) A BYHEZEfH) SKEERE -
SEEETHE BB o T BN EEHEETE Internet | o K > H'E 1P fER&th o] LIS 4R {5 i
fizhk o B—0Y 1P BREChE & 2 RR T 2 AR AE o NAT €nf$ AR B aenyiil f i
PR A Internet ZRECAIHERIRST o TEAIRTT R NAT &2 &3 Internet 17
b B SR 0] 15 B R B EC Ak B RAR o NAT RUIFRE » 5Bl A 2 B sk kAL
RIS EL Internet RIS 5 A n] LIS SR HIRE B R SIS S S A (ki 22 T o
BEAL > FER NAT » HIE AT A i bkt & we bRt sk - Naruiyt B H) » Mm%
—JgM A -

R 101 AR 21 LU IBM Firewall BRIEHIIEA NAT {F% -

T1Euh IP 473£10.1.1.3

T ek IP it

10.1.1.4
975 K e
IP NAT IP

HE > HE >

iRz 10.1.1.1 FEAIHE 195.9.5.2

Byt 193.5.8.2 BHyefizit 193.5.8.2

NAT
ToEsh IP fizst s L NAT i . ToESE IP fizst
CRBE AWmEmE 3y Eeieme

10.1.1.1 3041 195.9.5.2 1024
10.1.1.1 3096 195.9.5.2 1025
10.1.1.3 5425 195.9.5.2 1026
10.1.1.4 2362 195.9.5.2 1027

31. A&

T EISATE AR TCP/UDP EE @i H ARG IR T 8301 Internet 74k » 22+
TR R g B IRAE o ATA BRI G E G AR IR - (HR_R A
HHIIEE o SR AR Many-to-one 8 » n]FEITZ 2 2 F S ARSI AL B — AUk
%1 o IP KK TCP/UDP pseudoz<dr 2 St i #EBER C ST o Wif 7R i RRR
Wi 64536 EFER 64512) A CIRENEENE 0-10230 AR HARRE (MATHRE)

© Copyright IBM Corp. 1994, 1998 121



T FRASIHE PR © B0 > R ESEEE AR NAT RS (195.9.5.2 #tE
10.1.1.2) I » £EM 193.5.8 24 v LIAFEAS 10.1.1.1 (HEAZRAHE 195.9.5.2) 5K EEMA
TCP AR o

FiEH TCP/UDP [ IR = AT e A s i o] LUpiEs - 417 1P HefmuanEmREXE
BHaE 1P (LHERIEE > Sher s A Rt o (b —fERUE A E AR - B2 FTPe FTP
PehilEsREr st "PORT miak "PASV' [AIFE » €% Ll ascii #@isiy IP (b & TEE:
HH oo TEILEBIF - NAT ARFEES 1P BRI AHE > i B thEESCE RHE R ascii fi
HE B e

TEBE AR APAR FRZRFR > NAT ) Many-to-one 5z MAP BEHGSETE N n] 35 A 15 K it 5
1Y ICMP E[Eiszigiif o WU B BIF I IS IE H 55 4 EAnd mry Za R - AR
ICMP [RIEEE (ping ~ FERFIATRC ~ rbsEE) K dhaRsta (M B ~ 2ikyEH
Hil~ EHOE ~ ABHRR R SEIA B RAAE) A RENEEE o ICMP EFPE M EE NAT »
AW o EEiRIEEIEE R R E B AT B ICMP ST A o

HEHRA BRI/ E ICMP BHEL (ping #af/BIE ~ IRFEMFRC AL/ FE ~ (IR 20K E]FE) 2
A BT f ) Ze 2= ikt K ICMP ZEZRERBIRG M SCAR A » AL —2K - 2 AN A% 2 = AR Y
ICMP Bk il UL B — ) E S A it -

W OTEME ) ERL ICMP BE (JUH R ATHEE /[0 FE K AT W) TR IR
%2 EEaRE - WEIER IV o 3B ICMP B RHERLEE Firewall I 2 LR FERRE »
2 THIALR T FIE2EEHY) » F4E ¢ Guarding the Gates Using the IBM
eNetwork Firewall for NT 3.2

IBM eNetwork Firewall NAT $11T

IBM Firewall NAT #4{7TSCEEEEARGAIHETEE (1 LAiERbA) » S Ty s

« GEETE®E 1P (HEEFR TCP/UDP FERER (UL PRGN FTP BRI Hé
FEE FETERR AT S RATE I o FEET - UDP JEFIFEZ (41 DNS = SNMP) A g
B R AT SR -

« FTP PORT i BAFE AR i Ha 1 » (HZ R A PASY [RlfEEME AT E E AL o

 ICMP ZZK/[0] i B 23RS A Er fig i o 5an » SRR T DEEBERN ping K& TCP B&{K
MTU el LF HE e -

o NAT gl TCP MEMRIRIL » (HR7EiGE) ettt tebs - W BAS 230 1P i1
HHAERIAT A AL RETEIR 2 A - SR n] AR TR D@ RS E

NAT - iBifE 28 528 2 v E EnEa s

122

1 23 N[ 32 DB BRI NAT ~ i a5 S iE < [ ELEh#if o

IBM eNetwork Firewall for Windows NT:{#i fi#5



ReNE BAAiEIER S ¢ 9.67.23.2 Kﬁﬁ(;ﬂlﬁiﬁﬁlg : 204.96.140.2 ZENE

BmfeX NAT PEe/mE () C B3 U rasims sk
ks
A 4
HEFEA NAT iz EAE e et
IO s, || AT Ameime  2m-  Resims 204:96.145.9:30
10.1.1.1 4786 9.67.23.1 1024

%A 9.67232
it : 204.96.140.2

. 1P HEAIRREY: xx Ny
g 10.1.1.1:4786 i i e :
éﬁiﬁz; 9.67.23.1: 1024 TCP #ERIRRTE: xxx 9.67.23.1:1024
204.96.145.9:80 H it : EST :
1P HEFIARA: 123 —p 204.96.145.9:80 » 9_5’7\_'23_1:1024 P 204.96.145.9:80
TCP #FIfats: 456 1P A@AiRTE: 789 B i P 789
TCP #afkfdr: 123 204. 96. 145. 9:80 TCP #fIfR#: 123

— s 4L SRR be]
e NAT B HEHE i .

32. NAT iy J 38 . [EIH) L B ]

R RAEN K% 9.67.23.2 % 204.96.140.22 LA TF-Bhi) /5 20, IPSec ESPiE:E - HI

NAT HRETE 9.67.23. 2[5 KHS1ER » RG22 i B S A ALIE o M ME 5 — i 22

EHEREAASRAEA NAT o B 7 LUEIBIERBASE AR NAT #E (285 (85 e rh i i

NS FEBE R AT AR - SR P EEQMRAL) 2ob - 123 AlE 3 th DIE §I 2R
BN HOE AR E A A AL 1P B ARIHIT

—RIMNS @R SE MR - SRR AITE NAT » M HETE NAT #2120
JEFEIAIRENE R - SERERHITR DURBHRI I R R - HEWE NAT FoilEls - 2
TR NAT  ZBf5 Kl B R EE A I @ DUREHIEA I R AR o (EEER) 7 —im (BE NAT
AAERERG KIS EAEFRIRITE DL T) » ASRE LR @SR IR DL S r A5 B H B9 bk £
15 GHE AR R BRI 0 A) o AFSEE R A NAT #9a5 - Rl EdrgagBARTa]
L5y et o

{5 FH lE] 32 [T o A AR H AR B 2 T EM 10.1.1.1 FH8E
RElL 2 FER 204.96.145. %1 TE(E - HIEE 10.1.1.1 3 EEAIER KRG k78 B — (8
FHHT > DIEE 10.1.1.1 BESEEM5E 2K B 204.96.145.90(3 © 1553 — 1 il H (h 3t =F T I HE AR
IR K L EEAE —(EEE A > DUEEEIEAE 9.67.23.1/% 204.96.145.92 L 758

e

FR16Rt Iz 123



NAT RETEEHEEA

HIEREAREE T OIVESE » FEMH] NAT ¢

o ERFEZ L A MERITEIL T » SRFFPG KR aR Y B RE L 2l -

o ERLG A EAUAHE B AR REST I OB LI AL o LGRS LEBR AR EESTHARE Internet b
k& o

o EHTKREIEZ BRI EES 7 I SRS R R e

W) ISP HUS NAT FREefd ARSIk « FrEH# NAT ARG RER L E F %

A o

NAT FLEHEAM :

Many-to-one
B B IR A T HE R RE 0 AT LEERTS (% 65536) NERHE A — W
BECM P A7AE o B FH AN CER P A E A Ak RE RGeS - {HER
TP k24t EEEE S Internet BECAIHE 0 LI Firewall #JFEZ
ZAHHER o NAT ZEREEFIF Many-to-one JE H 25851 F LUAE S5 8 Bt g 51

Internet #aC A7k ©
I RN S e R SR o
HEBR  HIARESI A S 2 e ISR o
IR ARCRERE L AR E B AL

EF "RBtEmG 1 JRERE T HERS ISR

124

1. (AR B HIRAE S - Sl & T AhEEE ) R EERIERC - DURRIfR
[ e SAZRT  NAT RSB RHIE]RC R R i o

2. GBI NAT BRREALAE THERS(IuksR ) 1A -
RSN EIRSR I - AR 2aE a3 i -

IBM eNetwork Firewall for Windows NT:{#i fi#5



=| (LOCAL) Network Address Translation List [ =]
MNAT Configuration Administration

Timeout |

Type || Address MaskiAddress

<MNEW=>
Zopy... |
[ Delete |

@pen...

| 1 =

Close | \‘.‘Refresh | EIActivate..l 7 Help |

33. HeES (i S

3. NAT ZEfEfErpr il ahy Mg A THH MR EAEHIE b o Ethn] DU ~ 5
FEEHHER NAT JEHH -

¥1i8 NAT 1B
1. (EHERRSAII BRSO G » i — TR - LUSEIHE T 2 NAT B2k -
FTIZ NAT HESHEANHIA -
2. TEFMI8 NAT SHEEHED > & —1 TNAT U MR STE - A6 T 31EE e
* Many-to-oneffdig a0t  FATHEER) 1P (LUEFEZELEEN 1P (7hk - 2B
19 1P bk BEHEHASRAS AR @R 5 AE
o WA AL ¢ 8 E (TR SRS L A e A 1P (7 hkEEIE o
o HEBRZ MR AL - 5 E — (AR RS O AR e A 1P (7 hEAEIE -
o IR MO - EE LR EEE P (IHEEFRERE o
Many-to-one #8ESEECAIIE
Many-to-one &FC ik PE H nT i E G Y 22 A bk S dR9% > nTLUGERFS (% 65536) NED
bk —{E &R 1P fidk o BLYIRERTEEH —{E 28GR 1P (kb SRR 2 A (i
ko (BREBEAS M Internet BECAIHEAHET K RERIFEZL B ALHEE <)

B2 2 E AN B O R R FIE L VERREIR > S BCE — M 1P BECAHE o E—HY 1P
HECMHER A 1BM Firewall ez 2=k s i 2 [H{Edm 1P HEZE -

FR16Rt iz 125



RS THrHT NATJ FHIHE Many-to-one AR A T 1M -

BEEEH P it
WY ISP HUSILALHE o BEATHEG S @A B0 1P 7kt » sk 1P (kR
FiT 2 2 ik S E 3 e 2K o

e — TR US E AR RS YD A 50T - DI AL R P 1 o A — (A P

o A% — MHERE - MBI R EFTIE NAT ZREBEENHE LAY TRt

it o BE - RS H LRI - ST USRI B A RZ AL -
BEHE B AR (£ NAT BESURRAY 1P SFaChiik 2 il » (LHbEioa T DUsE Rr (L AT IRRE

B8 o BLEIRAIE SUREIE FHCE AT LB > e A hEf s F S (8 H Frdg e 2 1P
AHEEE AR 1P &S -

THRLMERS 15 S8 o @EHEMHIER 5 £ 45¢

LS Bl

2 1P (EEHE FIERFEM NAT KEIT IP (hbEar) —fH 2 s ik o /£
FHERADIRIL T » NAT @{EEHL % 1P (HAHAIIRTA 22 1P (hk BT A7k o

IRSERE TR NAT ) S MEe - GEA T I10E -

Z2 P il
PR — 1 T 3k A1 T TR (kL 2 2 % P AhEEE RO EE O P (k-

% — T BRI E AN M A5 AE - Al al i s P 1 o I — (g P
o Aif— FHERE - MBI @R IE ERTIE NAT ZRBEEAIE LAY TR R
i o B - AR LAY - fn] USRS AL -

ZE P iDEE
FEE— (R > FIANT-HEEEEEEE - I8 7E FAZRERA 1P (it Ei R 22 1P {rkkh
HINLITT o TR » FFNITRER 00 291E 0 3 1 A TiiEERE&TE
IP A HEAEEE o NI - (RIS RS E 255.255.255. 2558115 5 I iEHaIE H rh 3 4
&—{fZ% % P fifht » T 255.255.255.008 5 AIZE R A8R] C 1P [kt 3 2R il
jcgg °

HERRZ MR ik

BEbRZE 2 1P (NCHEEE I EFAE NAT KT 1P (NZHEE)— L 2 sl £
TEZRHIHRIN T » NAT @{FiEin 2 P (CHHARTE LS P ikl FE Tk -

IR RTERIB NAT BEEEHACEI THERR ) /U35 - A T oIE -

ZZ P il
B — (AT EHERRAERE RS (TS 2 2 2 1P (hE IR EG (3 1P {3
2|

126 I1BM eNetwork Firewall for Windows NT:{iiF$55



i — T EBUKR S REVE B DR E1A5HE - RIS SRR - ez
o A% — THERE - MK SR IT ERTIE NAT ZREBRENHE LAY THERsYIC: ) 1l
i o B - AR AT - fn] LIS RHESE AL -

ZZ IP RS
FEE — MBS - GIAN-FHERE e - ATHEE AR 1P (L hk @R % 2 1P (74kr
FIRLTC - FEBEGER T » HIFAITTRER 00 FF 0 5 1 T EH e ST
IP (kA EE o R > FEE R APEE 255.255.255.258 %R L HH A TEE
—fEZ % 1P {4k > 1 255.255.255.01 A ZR SRR C 1P ALk HEERE 4L
. 9} o

HIRZ EEIS AL

A2 1P ACHEEE EFE L2 P AR 1P ANy — Sk o % 1P
Arhk e rl R E R 2N B S (A 2 FTP 2K telnet {E/BYL) FAAIIEZ: MO ARk ES
BEERARALE TCP BEERIEZE - TERIRZ 2 1P (ZHETEE Ay 1P BEChdk - rTELEH{REENy 1P
BECAIHETEE FTHEERY 1P {rhbZef—5 -

MMRECIERTIE NAT ZRBHERHErGERL MLy - HEA T 5IME -

ZZ P il
JERHES AR E 2 1P BFCOLHEA ARSI 1P ik

15— T REUR S SR ENMB B WD 5 20 AT » BN e S 1 o SRE— (AR
> Wit — TERE o WIS i B ETIE NAT Z8HEEHE iy THsik
NI o BN o ANRIESERTR A B SLHEEE I o (AT LU B A G -

MNP SECAE 1 #6I
FERERZ S (P (kb Al RERA T R A B AT B 1P AZhE -
0] LU — T SEEUR IS SRR YDA HE5AE » BIn] SN - BRI — (e
Bt > Wit — T HERE o MAESYIIE et EFIE NAT ZRHBHIAGHE LAY THEEEY)
EIR T VAR

=88 NAT BB
{6 NAT ZERERETHESENCRTENT NAT S » % FRIRSACST NAT ZHHiechny gk
# ) IEHH -

BR16R I Ia 127



MR NAT BB

1. & NAT ZEBEEIHEEIUREH) NAT JHH - 2 MRIER - 7€ NAT ZUREREREER THdRs

) HE -
IR R AR -
2. MR 8 Ty -

NAT EXE)

128

7,

o SEIEFT F NAT HEZRERI[E R LURRH S -
2. N NAT EXEp - BIH IR —(E%E L

512807 HIE] 34 THRTRVRAVEIEAE -

—|  (LOCAL) Network Address Translation Activation |- | |
[{=7 Control Activation Status of NAT Configuration
g

NAT Configuration Controls

“Activate/Update Configuration
Deactivate Configuration
+Run Validation

«Enable Logging

«Disable Logging

Execute |

Qutput

1 l'|

— Close | F Help

34. NAT EEf

3. SR LGER ML —H - RREHE— FET -
BRAHFTTEAE . NAT ZUREAE T & RS (Ll R IE H -

IBM eNetwork Firewall for Windows NT:{#i fi#5

1. IR SRR B RT & TR G RUKIERC - DR &



o TEBHSERTANG > LR NAT SHLEATRTE AR MO HE -
o PEIE NAT LUSF MRS AT kg o

o FEF TECER SRR RS AT AT o

o {SH TECH SRS A AT A o

CEk

fE NAT FC#bORISEEHECEE T IR » NAT GacHia Maiabiko » NAT GC#
i NAT BEENEISUE fwnat A0S Y « i PERCHUE #5 t B atHAE 3 1 =X
&M fwlog ar AR o

T ANEB AR ECHRAERT KNS H FERRRE -

o W MEBEE ) BT NAT Ri& (B4 - ##REC MAP IHH)
o B)RETET NAT A%

« BRGNS

o RIBEEIRE A - BEEUHHRE -

o EFRAEIE NAT BREEIGRE

BII NAT BBiERA

TEIESERE NAT 2% - ERB RIS NAT RUSEERET g o AR §
Bii 7 e el iy o Vi {50 FF S R R 1 B2 AT TR O 18 R AR R 20 - AR I B2
SHR 2 FEICE I ARBSFE X AVEEE] - TR -

o HTTP HE#ZHkER

+ Telnet [H#HEE

MRAB A » E22 AR L e & e g 1] o

LSRR BRI B A B » (St B8 ST —(F AR BSAE 2 o RIS vy FH B3
2 > 252 pEROE T I e e A B R ] -

4 H 55!

i =W

BR16Rt I za: 129



130 IBM eNetwork Firewall for Windows NT:{iiF$55



Bigk. EEER

AFER L —LE 1BM S ~ FEASARFEE - AR IBM SR SRR TR B SR T
s tbEsy ~ FETUEiRES - fE5@ K 1BM Ehh ~ ARSI - AZOREE R e 1BM HY
el ~ BB - REAREE] 1IBM BEV AR ERERORERIRER] - FL2II6E
MR E S ~ A2 ERE R > AT 1BM & ~ RSO » HoithE i /sl
EryFFEEERE - BRIE 1BM ReBlER - HEEEBR R -

AXPEFTsEN EEIAE » 1BM EA SN BUEERGEER] - HAHE R ZEAENE ZHF
fE o BERHORHNE A IR - 38 DAE T A

Gt — B 206 5t

BB R AR R PR A

T

AR EEEREERE () R A RN e (BREAER) ZRHEA -
LU (i) SEIRI6E FHACHAM B, » G

GAtmispER— B 206 5t
BB R SR AR I 0 H IR A A

B AT EAEE E BB RIRDL N A ATHUS » RS TR AT -

Al R AR U LA o] ERRF AR - 2 1BM 1REE TIBM F 5501 #If
FHUE MY -

ASCPEAE L HAR T EREE » R AESA 1V OREE R e IR @ I TE

A8 18 ity B FR I R R T 38 3 B EL B B & 3 () 8 PR i o

BEER

THFERE IBM ARIERB S EEISK - SR E A e iis
* Common User Access

» DB2

» eNetwork

* IBM

* 0S/2

© Copyright IBM Corp. 1994, 1998 131



Microsoft > Windows~ Windows NT LUK Windows 95 1%/ Microsoft Corporationft')i

REEE O o
Java fll HotJavas& Sun Microsystems, InciYiEie
RGN () FrmHERT] ~ Ea kRS TR e AR B -

132 IBM eNetwork Firewall for Windows NT:{iiF$55



&E88

i3 IBM eNetwork Firewall B » LIS Internet
TR AH B E S
http://www.software.ibm.com.enetwork/firewall °

IBM HEhRGaCPEYEER

BB KA ~ Internet 2 M i — i 2 ML RER HE
IBM & FRIFALSIAE S

B EERE
THISCERI4E IBM Firewall CD-ROM K IBM
eNetwork Firewall &5 B _FHS -

+ IBM eNetwork Firewall /55, GC40-0213

+ IBM eNetwork Firewall 2% Ffff, SC40-0214

* Guarding the Gates Using the IBM eNetwork
Firewall for NT 3.2 SG24-5209

Internet RRZEIREFAHE (World Wide
Web) F*&

* A Guide to the Internet Connection Servers
SG24-4805

Lotus Domino Server Release 4.5 on AIX Systems:
Installation, Customization, and Administration
SG24-4694

Netscape Proxy ServeGSK2T-7444

Running CICS Transactions through the Web: The
CICS Internet Gateway to VSE/ES8G24-4799

Safe Surfing: How to Build a Secure World Wide
Web ConnectionSG24-4564

Teach Yourself CGl Programming with PERL in a
Week SR23-7343

Using the Information Super HighwaysG24-2499
World Wide Web Access to DB3G24-4716

—REZEEERE

* The Basics of IP Network DesigisG24-2580

» Accessing CICS Business Applications from the World®

Wide Web SG24-4547

» Accessing OS/390 OpenEdition MVS from the®

Internet SG24-4721
» Accessing the InternetSG24-2597

* Building the Infrastructure for the Internet
SG24-4824

* Cool Title about the AS/400 and Intern&G24-4815

* The Domino Defense: Security in Lotus Notes and

the Internet SG24-4848
» Examples of Using MQSeries on W\W8G24-4882

MVS/ESA SG24-4803

© Copyright IBM Corp. 1994, 1998

Elements of Security: AIX V4.15G24-4433

Enterprise-Wide Security Architecture and Solutions
Presentation GuideSG24-4579

HACMP/6000 Customization ExampleSG24-4498

IBM Global Network (IGN) Security Poligy
GC34-2206

IBM Security Architecture: Securing the Open
Client/Server Distributed EnterpriseSC24-8135

IBM Systems Monitor: Anatomy of a Smart Agent
SG24-4398

Security Overview of Open Systems Networking
GG24-3815

Systems Monitor for AIX User's Guid&C31-8173
TCP/IP Tutorial and Technical OverviewicG24-3376

R GaPRYE R

+ How to Secure the Internet Connection Server for ™=

seZE R L8 TCP/IP Kz UNIX A ¢

133



= [l

134

Albitz, Paul, and Cricket Liu.DNS and BIND .
Sebastopol, CA: O'Reilly and Associates, 1997.
(ISBN: 1-56592-236-0)

Costales, Brian with Eric AllmanSendmail O’Reilly .
and Associates, Inc. (ISBN: 1-56592-222-0)

Hunt, Craig. TCP/IP Network AdministrationO’'Reilly
and Associates, Inc. (ISBN: 0-937175-82-X) .

Nemeth, Snyder, et alUNIX System Administration
Handbook Prentice Hall. (ISBN: 0-13-151051-7

£ R R A BB KOS B Internet &2 214 7 1HI

A :

Ahuja, Vijay. Network and Internet SecuritBoston:
Academic Press Professional, 1996. (ISBN:
0120455951)

Ahuja, Vijay. Secure Commerce on the Internet
Boston: Academic Press Professional, 1997. (ISBN:'
0120455978)

Anderson, Bart, et alThe Waite Group’s UNIX
Communications and the Interndndianapolis, IN:
Sams Pub., 1995. (ISBN: 0672305372)

Atkins, Derek, et alnternet Security: Professional
Reference Indianapolis, IN: New Riders Publishing,
1996. (ISBN: 1562055577)

Chapman, D. Brent, and Elizabeth D. Zwicky.
Building Internet Firewalls Sebastopol, CA: O’'Reilly
and Associates, 1995. (ISBN: 1565921240)

e

I |

\
.
T

IBM eNetwork Firewall for Windows NT:{#i fi#5

Cheswick, Willam R., and Steven M. Bellovin.
Firewalls and Internet SecurityNew York:
Addison-Wesley, 1994. (ISBN: 0201633574)

Cooper, Frederic J., et almplementing Internet
Security Indianapolis, IN: New Riders Publishing,
1995. (ISBN: 1562054716)

Curry, David. UNIX System Security: Guide for Users
and Systems AdministratorSebastopol, CA: O'Reilly
and Associates, 1994. (ISBN: 0201563274)

Garfinkel, Simson, and Gene SpafforBractical
UNIX Security Sebastopol, CA: O’Reilly and
Associates, 1991. (ISBN: 0937175722)

e Garfinkel, Simson, and Gene SpafforBractical

UNIX and Internet SecuritySebastopol, CA: O'Reilly
and Associates, 1996. (ISBN: 1565921488)

Hare, Chris, and Karanjit Siyarinternet Firewalls

and Network Securitylndianapolis, IN: New Riders
Publishing, 1996. (ISBN: 1562056328)

« Randall, Neil. Teach Yourself the Internet in a Week

Indianapolis, IN: Sams.Net, 1995. (ISBN:
0672307359)

 Stallings, William. Internet Security Handbook-oster

City, CA: IDG Books, 1995. (ISBN: 0077092546)

» Stevens, W. RichardTCP/IP lllustrated Reading,

MA: Addison-Wesley, 1994. (ISBN: 0201634953)



PRI

fEn] LE T YIlfahE FFH IBM Software &R
http:/Mmww.networking.ibm.com/nsg/nsgmain.htm °

© Copyright IBM Corp. 1994, 1998 135



136 IBM eNetwork Firewall for Windows NT:{iiF$55



EE]

FKAINEFF LA 30 » 930 > RORRIRAT 3R 2 KPPk

gl o

(—&l)

—g = TERNE 25

(=&

LR, BiE 8
T.H, IBM Firewall 1

(POE))

M 24
frim, BEMHE 11, 15
I, M
Dx 24
w24
JefF o IFAER 103
FERFEE 113
f%ﬁgfiﬁ AR 102
Elu?fif&ﬁ‘é 113
iy 18, 19

(HE&)

{
Z5E#H, SecureNet 89
SecureNet&ZfiE#H 89
SecurlD 89

(77&l)

EA HiGliE

%% 33

W% 33
% IJRe Internet B/FEIEY (MIME) 4
ARG 33
TRUERE 1
RRERNE, —f 25
TR 41

© Copyright IBM Corp. 1994, 1998

A 24

&

(C&l)

ki, faEE 121
falflz%%, socks 4

fAflkes, ZaE4m 33
fAfRes, LR 41
HERELH] 66

PR HESEEE 20 102
R, BARZERE 23
HHEERRE 110

BH KIS HEE 19, 113, 117

B, BEAIER 88

Wi KSR G, RE 26

5K, 1BM 1

(A&l

HRE v, B2 11, 15

HRENZ 2B, E 88
FH E RIS /57 90

& BRI LEAE (UDP) 5

HHE#E 84

IEES T 103

I EREEE 104

MENL B R 104

7 R HI R AR s e =X
Mhepsia=AtE, THi% 47, 66
MREsfE, proxy 3
Mesfe=t, THikEE 47, 66
MR, s 31
Yotk g 27, 47
FIbhER, EE 117

(N&)

RIFERE, HEE 113
fR1EfE 113, 116
JENHEAR 48

Zak% DNS 32

ZJURE Socks fAlfilgs 74
ok 11

61

137



LB, R 23 IR R RS, 3 61

LAREREIBYL 11, 15, 47 IBPE RS AERE, TH 53
SOREGEIEL, B 12 WEPEEY, 4 47
SUMEETERS 47 EyERs, HA 2
DUKE, THRREJERS 53 g, SMTP 41
[ _I_;IJ] BHANF 103

= THERIRFSFENEE 47, 66
& 1P #AI 65 THRY YA 44E 53
SR, KAl 7 TERL R 27

—=
:+ =) (POl )
;zig izz EGMHE A E 11, 15
%Nj&%*%ﬁ% - BZe s P sk 127

2 (=g
S 2 A
Bk, socksit 4, 77 f; P
s, 15 RO, Hachier 118
e s 111
i 5 2% o4
RIS 131 F5E 24
BESIEARIES 50 T
PHiR%% P ik 126 ARSI S

Rk hbigin 121

K& socks HiHI 77

A HaEErr 47
&), AR 50 BEE 27
RIS 117 ?E;Q 07
H . B24s)
o IR 290, 47
MBI TIESHE 8 fl:ig 12
RIS 7 s e
S O A 26 E AR ER 31
i;% u?m?%g "’“134 E ARSI, 20 32
SRR, WEIUES 104
SHEEE) 50 [+£§UJ
S, N7 48 #FHHE 113
R, HEF 50 WHEKETE 108
FEEX Proxy 97 FERY, Sock 75

— i A
[-I__%IJ] kR, #HH 61
wes AR 117 (+75&l)

BAZERE Y, 12
HA, #wim 15
Herfikes, 22 41

(+=81) (+t&l)

HERBHRKGTE 16
HaE, AHMHZE 110

[ PESEARE (TCP) 5, 73 WMREZEERE FTP) 73
FHAH, MEEsItE 29, 47 M TS0 18

138 IBM eNetwork Firewall for Windows NT:{i#iF$55



(+N\&l)

AR B LR B E (SMTP) 4
W22 P itk 126
Wi MRS AIHE 121

(Z+&l)
ZoRHEE 18, 113
TORRLEK, el 18
ZoRAE 101

(Z+Z&1)
WG, TR 88
g, R 84
s, WEMERG 90

(Z+==1)

BHEIHENLEBE 88

D

DNS 31

F

FTP 73

FTP Proxy 96
fwdfadm 83

fwdfuser 82
fwlogmgmt &4 116
fwlogmgmt -a @iy 116
fwlogmgmt -l @147 116

H

HTTP proxy 91

IBM Firewall 1
IBM Firewall TH 1
IP I, &t 65

Many-to-one it irilk 125
MIME 4
NAT 121

proxy IR#fE= 3
proxy, HTTP 91
Proxy, telnet 97
Proxy, iZ#z 97

S

SafeMail 4
SecureNetZfiiH+F 89
SecurlD £ 89

SMTP 4

SMTP & 41
Socks 3

socks LG 4, 77
Socks filllk#s 73
socks filllli#s 4

Socks fillk#s, 444 74
socks #iHI, E&&) 77
Socks f&hR 75

TCP 5, 73
Telnet 73

telnet Proxy 97

U

UDP 5
URLs 133
w

Web f8H 133

Al

139



140 I1BM eNetwork Firewall for Windows NT:{iiF$55



=R

IBM eNetwork Firewall for Windows NT
fFERERE
IRA 3 MR 2.1.1

GC40-0213-01

LA stk

N ) A A

AR



HERERR
GC40-0213-01

—_—————————————————— e ————— e —————————————————————— e ————————— e ———

s A2

YIII/\)

Pt s b BEZRIESEI L Pl st b
1%
i
=
JELE L
IBM Corporation
Information Development
Department CGMD / Bldg 500
P.O. Box 12195
Research Triangle Park, NC
27709-9990
Pt - B2REIEHEIE Hrdlit b

BT A
JL%%

MEEY

GC40-0213-01






Printed in Australia

GC40-0213-01



