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\qKD$F

\qO"Windows NT** ^7seG IBM Firewall V3.2 r$s9H<k"I}"HQ

9kMCHo</I}T^?O79F`&;-ejF#<I}TN?aNrbqG

9# Telnet^?O FTPJIN/i$"sH&Wm0i`rHQ9klgO"4HQ

N TCP/IP/i$"sH&Wm0i`NHQTNjz-r4w/@5$#

=wN1

IBM Firewall r$s9H<k*hS=.9k0K" TCP/IP*hSMCHo</I}

KD$FN57$N1rHKD1k3H,gZG9#MCHo</XNP~jr)

f9kU!$"&)<kr;CH"CW7"=.9k?aKO"GiKMCHo<

/N0n}!r}r7F*+J1lPJj^;s#CK"IP "Il9"04$~>"

5VMCH&^9/Np\KD$F}r7F*/,W,"j^9#

TCP/IP Network AdministrationO"netstat"arp" ifconfig"ping" nslookup"DNS"

sendmail"P)XjJINbFrhj7C?"TCP/IPKX9k%l?qAG9#\Y

KD$FO"2M8%r2H7F/@5$#

UNIX System Administration HandbookO"UNIX NI}KX9k%l?qAG9#

TCP/IP"P)Xj"MCHo</&O<I&'""DNS"sendmailKD$Fb5b7

F$^9#\YKD$FO"2M8%r2H7F/@5$#

3Njj<9N7!=

IBM Firewall Windows NTGO"5^6^J-YJ!=rw("4tG 3 DNU!

$"&)<k&"<-F/Ac<rs!7^9#

1. "Wj1<7gs&Wm-7<

v FTP

v HTTP (Gopher*hS WAIS r^`)

v Telnet

v SafeMail

HTTP"Telnet"FTP KO'Z!=,"j^9#

2. SocksWmH3k P<8gs 5 ($s?<MCH,J) rL7?5<-CH&l

YkN2<H&'$

3. U#k?<h} (HiU#C/rvD^?Oq]9k"l"N-OO+DxGJp

`)#p`KO"TCP/IP"Il9"]<H"WmH3k"}~""@W?< (;-

e"/s;-e") JI,^^l^9#

?/N5<S9,jAQ_G9NG";CH"CWrGa/*(k3H,G-^

9#

Socks WmH3k P<8gs 5

=N7$d95H@p-KC("SocksWmH3k P<8gs 5 KOJ<Nh&J

x@,"j^9#
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v FWKhQG-k'Z*hSEf=}0

v UDP (f<6<&G<?&WmH3k) Y<9NWm-7<&5<-CHrP39

k?aN>[Wm-7<&5<-CHrn.9k UDP "=7(<7gs

v socksNQU)<^s9NB~Vpsr=(9k Socks V5&)CAc<

MCHo</&"Il9Q9

$s?<MCHN^cJ.9Khj" IP "Il9NT-dj,<oKJCF$^9#

MCHo</&"Il9Q9 (NAT) O""Il9rFxQ9k3HKhCF"IP "

Il9NT-djrrh7h&H7^9#

!NAT Nx@O"lQ^?O5vDN"Il9rMCHo</G)a*KHQ7"$

s?<MCHN[9HHL.G-kh&KJk3HG9#^?"gFLN"Il9

uV,d_VGz(I/H(k3HG9#5iK" NAT rHQ9k3HKhCF"

d_VN"Il9O0&+i#5l";-ejF#<&lYkr/=9k3H,G

-^9#

J1JI}

jb<H&^7s+iI}D=J Java** "Wj1<7gsrHQ9k3HG"U!

$"&)<kN=.rFWK979k3H,G-^9#^?"5^6^JI}TK

5^6^JlYkN"BrdjvFk3HKhj"U!$"&)<kKP9k5i

KeLN"/;9)frT&3H,G-^9#3N1lN0iU#+k&f<6

<&$s?<U'<9 (GUI) G" Windows NTNU!$"&)<kH AIX NU!

$"&)<kN>}rJ1KI}9k3H,G-^9#

NT N!=/=

U!$"&)<kN$s9H<k,Q`H"s TCP/IPWmH3k"T,WJ79F

`&5<S9"s"I_K9Hl<?<&"+&sH+iNm<+k&m0$s,

HQG-J/Jj^9#

'ZN/=

lL*JH</s&Y<9N'Z!= (SecurID"SecureNet Key"=N>) r9YF5

]<H7F$^9#

l]<H&f<F#jF#<

l]<H&f<F#jF#<O"G<?Y<9&(s8sK79F`&m0r(/

9]<H7?eGb"79F`&m0KP7F SQLHqrBTG-kh&K7^9#

"i<H"bK?<"m0-?

U!$"&)<kN4h0rO8a"TCP/IP"Il9"f<6< ID"TOD"U!$

k>"]<HVfJIr^`-O+D\YJm0-?rT$^9#?o7$h0r

Fk7"7-$Mr6(kH"i<Hr/9km0&bK?<,H_~^lF$^

9#
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#tMCHo</N,%

U!$"&)<kbG#tNMCHo</&$s?<U'<9&+<I (NIC) rHQ

9k3HG"5VMCHo</r#tK,%9k3H,G-^9#

Fql5]<H

Ql"|\l"Zql"Uis9l"fql (JNz)"fql (KNz)"$?j"

l"9Z$sl"Vi8k&]kH,klNFqlr5]<H7F$^9#

IP "Il9N~O

U!$"&)<kr=.9klg"IP "Il9N~O,Wa5l^9# .t@ND

$?04J IP "Il9r"4tG 4 */FCHK7F"J<NA0G~O9k,W

,"j^9#

nnn.nnn.nnn.nnn

33G"F nnn O"000A255 NOON 3 eNtMG9#

IBM 5<S9XN"m}!

IBM 5]<H&;s?<O"f<6<NdjGGHrhN?aN4jLrECKhC

FTCF*j^9# IBM N5]<H&;s?<K$DGb*EC/@5$#DH~

Vb (nKAbKN 8:00 a.m.A5:00 p.m.)K^jV7"m$?7^9#ECVfO"

1-800-237-5511G9#

Fq^?OW(kHj3J0NOhGO"@RDH4vw^?O.R4v IBM Cs

9K"mr*hj/@5$#

\qKD$F ix
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h1O IBM Firewall 3^sIT$s?<U'<9NHQ!

\OGO"IBM Firewall N3^sIT+iHQG-k3^sIKD$Fb@7^9#

3^sIKO"J<N3H,,Q5l^9#

v \qK-\5lF$k3^sIO"J<N=8rHQ7^9#

– <~U- O~OG<?r(9#

– [] O"$U*rQia<?<G9#

– {} O"f<6<,Qia<?<r*r9k3Hr(7F$^9#

– | O"*r`\NhZj#

v Qia<?<O9YF keyword=value NU)<^CHrHQ7^9#

v Qia<?<,#tNMr}Dlg"MOsEzQdGO_"Vis/&9Z<

9GhZiJ1lPJj^;s#?H(P"!Nh&K7^9#

secaddr="11.22.33.1 11.22.33.2"

v sEzQdGOsG$klgr|-"Qia<?<bKO9Z<9r~lJ$G

/@5$#

v ,\Qia<?<r 1 D^?O#tJ,9kH"3^sITQia<?<Og1F

$kQia<?<rj9H7^9#

v Qia<?<K5zJM,~O5lkH"3^sITf<F#jF#<O(i<

rsp7^9#

v U!$"&)<k&5<S9NfKO"=.U!$k,Q95lkH=N6kq

$r0*K979kbN,"j^9# update5V3^sI,,WJbNb"j^

9#X(r,WH9kU!$"&)<k&5<S9KD$FO"update 5V3^s

I,s!5l^9#

v 3^sIT+iWm0i`rBTG-kNO"U!$"&)<kN 1 !I}T@1

G9#

v #(G"k3H"^?U!$k,j_KM87F$kNG"=.U!$kO>\

T87J$G/@5$#

=.5<P<

fwcfgsrv 3^sIO"=.5<P<N*W7gsrj9H7?jQ97?j7^9#

I}T,3N3^sIr/T9kKO"HiU#C/)f!=rI}9k"Brj

-7F$J1lPJj^;s#

=.5<P<N*W7gsrj9H9kKO"J<N3^sIrHQ7^9#

fwcfgsrv cmd=list

fwcfgsrv 3^sIKhkPOO"J<Nh&KJj^9#

localonly = yes/no
encryption = none/ssl
sslfile = filename if one is defined

=.5<P<N*W7gsrQ99kKO"J<N3^sIr/T7F/@5$#

© Copyright IBM Corp. 1994, 1998 1



fwcfgsrv cmd=change
[localonly={yes|no}]
[encryption={none|ssl}]
[sslfile=]

Qia<?<NjAOJ<NH*jG9#

localonly
U!$"&)<k,"m<+k&^7s+iN_I}D=+I&+r(7^

9#-zJMO"yes^?O no G9#

encryption
=.5<P<,"e.G<?O sslrH*7FEf=5lF$kbNH[j7

F$k+I&+r(7^9# -zJMO"none^?O ssl G9#

sslfile sslNEf=K sslN-<U-U!$k>rHQ9k+I&+r(7^9# 55

Z<8NXh6O Make Key File Utility (MKKF) NHQ!Y r2H7F/@

5$#

Ia$s&M<`&5<S9

Ia$s&M<`&5<S9 (DNS) N\*O";-e"&MCHo</N0tN[9

HKOG.BNps7+s!7J$NKP7F";-e"&MCHo</bN[9

HKO"04JIa$s&M<`&5<S9rs!9k3HK"j^9#3lrT

&KO"!N 3 DNIa$s&M<`&5<P<,,WG9#

v U!$"&)<kNIa$s&M<`&5<P<#

v ;-e"&MCHo</btNIa$s&M<`&5<P<#

v ;-e"&MCHo</0tNIa$s&M<`&5<P<#

\YKD$FO"IBM Firewall HQTNjz- r2H7F/@5$#

m:

1. x.x.x.x O".t@U- 10 JtA0N IP "Il9G9#

2. secaddrQia<?<H remaddrQia<?<NMO"1 DN IP "Il9+

^?O"IP "Il9Nj9HG9#IP "Il9Nj9HrXj9klgK

O"=Nj9HO9Z<9GhZj"sEzQdGO^J1lPJj^;

s#

3. E#"Il9,!P5lkH"(i<H7FUi0,U1il^9#

4. GiK DNS ,=.5lkH-KO"fwdns cmd=change O77$U!$kr

n.7^9#U!$"&)<kKOoK"DNS =.l3<I, 1 D@1"j

^9#MOuGb+^$^;s# DNS l3<IbN$UNM^?O9YFN

MNQ9O"change5V3^sIG=,T(^9#

J<N3^sIO"=_N DNS =.rj9H7^9#

fwdns cmd=list

DNS =.`\rQ97"7,U!$krn.9kKO"!Nh&K7^9#

fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"
remaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"
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Qia<?<NjAOJ<NH*jG9#

secdomain= SecureDomainName

btN";-e"&MCHo</NIa$s>#

secaddr= SecureDNSaddr[,...]

;-e"&Ia$s&M<`&5<P<N IP "Il9#

remaddr= NonSecureDNSaddr[,...]

$s?<MCH\3J5<S9s!TKKhCFs!5lk;-e"&MC

Ho</N0tNIa$s&M<`&5<P<N IP "Il9#

U#k?<

fwfilter 3^sIrHQ7FU#k?<,'rh0=^?Oh0d_7F/@5$#

fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog

Qia<?<NjAOJ<NH*jG9#

fwfilter cmd=update
=.rFn.7",';CHrh0=7^9#

fwfilter cmd=verify
=.NVF9Hn.WrB\7^9,"Q9bFOIlbh0=7^;s#

fwfilter cmd=list
G7N=.rj9H7^9#

fwfilter cmd=shutdown
U#k?<!=rh0d_7^9#

fwfilter cmd=startlog
*r7?HiU#C/Nm0rU!$"&)<k&m0!=X-?7^9#

fwfilter cmd=stoplog
U!$"&)<k&U#k?<Nm.s0rd_7^9#

HTTP Wm-7<

HTTP Wm-7<O"IBM Firewall rL7FVi&6<NWarz(*Kh}9kN

G" Web NVi&:N?aK socks5<P<rH&,WO"j^;s# f<6<

O"btMCHo</N;-ejF#<r407?j" HTTP Wm-7<rHQ9k

?aK/i$"sHD-rQ(?j7J/Fb"$s?<MCHeNXxJpsK

"/;9G-^9#

=_N HTTP Wm-7<N=.rj9H7?jQ97?j9kKO"fwhttp 3^s

IrHQ7^9#

=_N HTTP Wm-7<N=.rj9H9kKO"J<N3^sIrHQ7^9#

fwhttp cmd=list

=_N HTTP Wm-7<N=.rQ99kKO"J<N3^sIrHQ7^9#
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fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idlethreadtimeout=]
[logging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

Qia<?<NjAOJ<NH*jG9#

port http Wm-7<&5<S9, listen 9k]<H#

maxcontentlengthbuffer
V5lk3sFsD9XC@<NICrD=K9k"aj8qNPCU!<

NGg5$:#

minactivethreads
i|=~K+O7"BT~NVn0uVK"knHQ9lCING.t#

maxactivethreads
oKBTD=JnHQ9lCINGgt#

idlethreadtimeout
9lCIr"$IkuVN^^]}G-k~V#

logging
HTTPh0Gm.s0r,WH9k+I&+r(7^9#MO"on^?O off

G9#

authenticate
'Z9kf<6<NlYk#MO"all"none"^?O new G9#

authenticatetimeout
}3\3rN)7F+i/i$"sH+iNWarTD~V#

maxpersistrequests
}3\3Gu.9kWaNGgt#

persisttimeout
}3\3r]}9k~V#

$s?<U'<9

;-e"&$s?<U'<9O"btMCHo</"D^j]n9kMCHo</

N[9HNMCHo</K IBM Firewall N[9Hr\37^9# U!$"&)<k

r0n5;kKO"Gc 1 DN;-e"&$s?<U'<9,J1lPJj^;s#
s;-e"&$s?<U'<9O"IBM Firewall r 1 D^?O#tN0tMCHo

</""k$O$s?<MCHK\37^9# IBM Firewall KO"Gc 1 DNs;

-e"&$s?<U'<9,J1lPJj^;s#

3N3^sIO"U!$"&)<kNMCHo</&$s?<U'<9rj9H7

^9# I}T,3N3^sIr/T9kKO"$s?<U'<9!=rI}9k"B

rj-7F$J1lPJj^;s#
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fwinterface cmd=list
[addr=x.x.x.x]

"I_K9Hl<?<"BKD$FN\YO IBM Firewall HQTNjz- NI}K

X9kOr2H7F/@5$#

Qia<?<NjAOJ<NH*jG9#

addr=x.x.x.x
U!$"&)<kKP7F=.5lF$k9YFNMCHo</&$s?<

U'<9rj9H7"=l>l,;-e"&$s?<U'<9+s;-e

"&$s?<U'<9+r1L7^9#>0b1L9k3H,G-^9# *

W7gsN addr Qia<?<,Xj5lF$klg"=N$s?<U'<9

N_,j9H5l^9# addr K.t@U- 10 JtrXj9kH"U!$

"&)<kKP7F=.Q_G"kH[j7F"Xj"Il9N_N"Il

9"uV">0rj9H7^9#

3N3^sIKhCF"U!$"&)<kKP7FMCHo</&$s?<U'<

9rjA9k3H,G-^9#I}T,3N3^sIr/T9kKO"$s?<U

'<9!=rI}9k"Brj-7F$J1lPJj^;s#

fwinterface cmd=change
addr=x.x.x.x
[state={secure|nonsecure}]
[name=]

Qia<?<NjAOJ<NH*jG9#

addr=x.x.x.x
Q99k$s?<U'<9N.t@U- 10Jt"Il9,~j^9#P]N

$s?<U'<9,U!$"&)<kKjA5lF$J$lg"(i<,s

p5l^9#

state={secure|nonsecure}
XjN$s?<U'<9K\35l?MCHo</r+F4j<=9k 2 D

N-<o<I"″secure″ *hS ″nonsecure″ N$:l+,~j^9#

name $s?<U'<9^?O=N\3hNMCHo</r1L9k,+jd9$

>0G9# sEzQdG57/OaP"9Z<9r~lk3H,G-^9#

state*hS nameNQia<?<OIAib*W7gsG9," 1 DO,:Xj7

J1lPJj^;s#

m0&"<+$P<

J<N3^sIO"m0&U!$k&"<+$P<r/07F""<+$VQK=

.5l?m0!=r]i7^9#

fwlogmgmt -1 or fwlogmgmt -a

Windows NTN918e<kQ_5<S9G"3N3^sIrHQ9kHXxG9#

\YKD$FO"IBM Firewall HQTNjz- r2H7F/@5$#
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m0&U!$kI}

m0&U!$kI}O"m0&U!$k*hS"<+$V&U!$krjA*hS

I}7^9# fwlog 3^sIO"m0!=rIC"Q9"o|7^9#

m0!=rIC9kKO"J<N3^sIrHQ7^9#

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInLog
arctime=DaysToKeepInArchive

facility N-zMO"!NH*jG9#

v firewall (local4) - U#k?<Nm.s0JINU!$"&)<k4LNm0

v alert (local1) -"i<H=(r\"9k?aKHQ9km0&bK?<&G<bs

Nu7H7-$Mc?NYp#

v adminaudit (local0) -I}F:m0

v mail - a<k&m0

priority N-zMO"!NH*jG9#

v debug

v info

v warning

v error

v crit

logfile Qia<?<O"U!$"&)<kNm0`\rwkljr(7^9# logfile

N-zJMO"04$~U!$k> ((drive:¥directory)NA0) G"m0`\,q-~

^lkU!$kr(7^9#

m: "i<H&m0^?OU!$"&)<k&m0!=H1L5l?U!$kO"
3liNU!$kNh}KU!$"&)<k!=,HQ5lklgKO"_$

K[Jj"=N>Nm0!=GH&U!$kHb[Jj^9#

l]<H&f<F#jF#<N~OU!$kKO"U!$"&)<k&m0&

aC;<8@17+~CFOJiJ$3HKmU7F/@5$#=N>N!=

+i"U!$"&)<k&m0^?O"i<H&m0H18U!$kKPO5

;FOJj^;s#

arcfile"logtime"*hS arctimeNFQia<?<O*W7gsG"logfile Qia<

?<,U!$k>rXj7F$kH-KN_-zG9# 3liN 3 DNQia<?

<O9YF"Il+,Xj5lF$klgKO",:Xj7J1lPJj^;s#

3liNQia<?<O""<+$V&m0r)f7^9#B]K"<+$VrT

&KO"fwlogmgmt 3^sIrj|*KBT7F/@5$# 5Z<8NXm0&"<

+$P<Y r2H7F/@5$#
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GU)kHGO"U!$"&)<kO3liNQia<?<rHQ7F""<+$

V&m0&l3<IN]8ljH]8rT&QYrXj7^9#"<+$VrT&

KO"3liN 3 DNQia<?<rXj9k,W,"j^9#

"<+$V!=O"U!$"&)<kN"<+$V&Wi0$srn.9k3HG

eQ9k3H,G-^9# 45Z<8NXh4O Log Archiver Wi0$s&=UH&

'"+/-CHY r2H7F/@5$#

arcfile Qia<?<KO"04$~Q9>,~CF$J1lPJj^;s#

logtime Qia<?<O"U!$"&)<kNm0`\,"<+$VK\5lk0K

m0&U!$kKHI^kG.|tr(7^9#

arctime Qia<?<O"U!$"&)<kNm0&l3<I,|n5lk0K"<
+$VKHI^kG.|tr(7^9#

m0!=rQ99kKO"J<N3^sIrHQ7^9#

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[logfile=LogFileName]
[arcfile=ArchiveFileName]
[logtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

Q9"CKi|$s9?s9NQ9G=8*K57$=.U!$kNn.K:T7

?lg (?H(P"n.7?m0&U!$kjAKU#<kI,T-7F$k)"Yp

,P5l"U!$"&)<kOG<?Nm0rT$^;s#

"<+$VJ7Nm.s0rB\9klgKO"facility "priority "*hSlogfile N

FQia<?<,,WG9#m0N"<+$Vr+O7?eG"h0d_9klg

O"archive"logtime "*hS arctime NFQia<?<rVis/K7^9#"<
+$V&8gVr918e<k7F"klgKO"o|7F/@5$#

=_Nm0&U!$k=.G<?rj9H9kKO"J<N3^sIrHQ7^

9#

fwlog cmd=list

fwlog cmd=list3^sIN`\Ka5l?$sGC/9Vf,Xj9kU!$"&)

<kNm0`\ro|9kKO"J<N3^sIrHQ7^9#

fwlog cmd=delete
index=index of entry to delete

m0&bK?<

log monitor3^sIrHQ7F""i<HN/0~oH/0}!rm0&bK?<K

Ni;F/@5$#"i<HO"3N3^sI (^?O3lKP~9k=./i$"

sH&QMk) NXj9k7-$MK"Xj~VVVbK#7?lgK/;il^9#

"i<H,P5lkH"J<N3H,BT5l^9#
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1. U!$"&)<k&"i<H!=*hSU!$"&)<k&m.s0!=Kl3

<I,q-~^lk#

2. Xj3^sI,BT5lk#

3. 1 D^?O#tNf<6< ID KLN,w.5lk#

4. ]1CH&YkuVKaC;<8,w.5lk#

GeN 3 DN"/7gsO"33GXj7?,ZJM=.KhCF)f5l^9#

m0&bK?<_jNj9H

fwlogmon cmd=list

"i<H/8~Ka<kLNru1hk?aNf<6< ID NXj

"i<H/8~Ka<kLNru1hk?aNf<6< ID rXj9kKO"J<N

h&K7^9 (LNOf<6<,IC9kF ID Kw.5l^9)#

fwlogmon cmd=add|delete
type=id
username=
[comment=]

"i<H/8~KBT5lk3^sINXj

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

m0$sN:TstKpE$F"i<Hr/09k7-$MNXj

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

CjNU!$"&)<k&aC;<8 ID ,P5lkstKpE$F"i<Hr/0
9k7-$MNXj

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=msg
tag=
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[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=msg
tag=

Qia<?<NjAOJ<NH*jG9#

type IC^?OQ95lkm0&bK?<&3^sIC-N?$Wr(7^9#

vD5lkMO"id"command"msg"single"multi"hostG9#

id LNrw.9kf<6< ID r(7^9#

command
BT9k3^sIr(7^9#

msg CjNm0&aC;<8NbK?<rXj7^9#

single 1lNf<6< ID KpE$?bK?<rXj7^9#nT,:T7

? ID KP7F+&s?<,]}5l^9#F ID N+&s?<,"

3N3^sINXj9k7-$MK#9kH""i<H,/05l

^9#

multi #tNf<6< ID KpE$?bK?<rXj7^9#nT,:T7

?9YFNf<6< ID NF+&s?<NgW,"3N3^sINX

j9k7-$MK#9kH""i<H,/05l^9#

host [9H>KpE$?bK?<rXj7^9#nT,:T7?F[9

H>KP7F+&s?<,]}5l^9#F[9H>N+&s?<

,"3N3^sINXj9k7-$MK#9kH""i<H,/0

5l^9#

username
"i<HrLN9kU!$"&)<kI}T^?O>Nf<6<Na<k ID

G9#"i<HNLN,5oKa<k5lkNO";-e"&Na<k&5

<P<r57/=.7?lg@1G9#

command
"i<H/8~KBT9k3^sIN>0G9#3lO"BTD=U!$k

N4Q9>GJ1lPJj^;s#3lO"#tN3^sIr=NU!$k

+iG-kh&K9k .batU!$kK9k3H,G-^9," .batU!$k

,>NU!$kr2H9klgKO"=lib4Q9>2HGJ1lPJj

^;s#

count "i<HrHQ9k:Tst"Cjm0&aC;<8NstN7-$Mr_

j7^9#

time ~VVVr,1LG_j7^9#$YsHr/09kKO"+&sHOGi

N 1 s+i3N~VVVN&AK#7F$J1lPJj^;s#=_~o+

i3NVVhj0N+&sHO+&sH+i05l^9#

pager X"7?7-$M,"i<Hr/07?lgK"]1CH&YkrH&+I

&+r(7^9#]1CH&YkKw.9kKO""/F#VJ]1CH&

Yk=.rHQ7^9#
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tag bK?<5lkm0&aC;<8&?0 (aC;<8\,l ICA U-) G9#

m0&bK?<&aC;<8 (1000hj<N ICA ?0) ObK?<G-^;

s#

a<k

xQNa<k&Ia$s*hS;-e"&a<k&Ia$sr^CW9kKO"

fwmail 3^sIrHQ7^9#

fwmail cmd=list

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

Qia<?<NjAOJ<NH*jG9#

secdomain
=N-R5lF$ka<k&Ia$s,"U!$"&)<kN;-e"&N

f<6<KNilF$k>0#

mail a<k&5<P<N"Il9#

remdomain
=N-R5lF$ka<k&Ia$s,"U!$"&)<kNs;-e"&

Nf<6<KNilF$k>0#

MCHo</&"Il9Q9

MCHo</&"Il9Q9 (NAT) O";-e" IP MCHo</bN"Il9r"

>N$UN IP MCHo</GFxQG-kh&K7F"IP "Il9NT-djNr

hvrs!7^9#

NAT ,5]<H9k 4 DN=.?O"!NH*jG9#

v ?P1lP?Q_"Il9 - ?P1lQ9O"?t (Gg 65536)Nbt"Il9

,"1 DNP?Q_ IP "Il9r&QG-kh&K"Q1CHN;-e"&"I

l9*hS]<HVfNQ9r<$^9# 3N 1 DN&QP?Q_ IP "Il9

O"m<+k&"Il9r#7^9,"=lKC(F"FirewallKP7FlU*J"

LNP?Q_$s?<MCH&"Il9,,WG9#

v ;-e" IP "Il9NQ9 - ;-e" IP "Il9NQ9`\O" IP "Il9

Q9rBT9k?aK NAT r,WH9kl"N;-e"&MCHo</&"Il

9rjA7^9# GU)kHKhCF"MCHo</&"Il9Q9Wm0i`

O"9YFN;-e" IP "Il9KP9k"Il9Q9rBT7^9#

v ;-e" IP "Il9N|0 - ;-e" IP "Il9N|0`\O" IP "Il9

Q9rBT9k?aK NAT r,WH7J$l"N;-e"&MCHo</&"I
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l9rjA7^9# "Il9,;-e" IP "Il9N|0`\GXj5l?OO

bKJ$Bj"MCHo</&"Il9Q9Wm0i`O"GU)kHKhC

F"9YFN;-e" IP "Il9KP9k"Il9Q9rBT7^9#

v ;-e" IP "Il9N^CW - ;-e" IP "Il9N^CW`\O";-e"

IP "Il9+iP?Q_ IP "Il9XN 1 P 1 N^CTs0rjA7^9# 3

N IP "Il9N 1 P 1 N^CTs0KhCF"0t"Wj1<7gs&/i$

"sHJFTP /i$"sH^?O Telnet/i$"sHJIKO";-e"&MC

Ho</bK8_9k5<P<&^7sKhCF TCP;C7gsN;CH"CW

,G-kh&KJj^9#

NAT 3^sIN=8OJ<NH*jG9#

fwnat
cmd=list | update | verify |shutdown | startlog | stoplog

Qia<?<NjAOJ<NH*jG9#

fwnat cmd=list
=_N NAT =.rj9H7^9#

fwnat cmd=update
NAT (s8srjUlC7e7^9#

fwnat cmd=verify
=.N=8!:r7^9#

fwnat cmd=shutdown
"Il9Q9r9YFd_7^9#

fwnat cmd=startlog
Q9Q_Q1CH9YFNm.s0r+O7^9#

fwnat cmd=stoplog
Q9Q_Q1CH9YFNm.s0rd_7^9#

?P1l`\r NAT =.KIC9kKO" type=many-to-one rHQ7^9#

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

Qia<?<NjAOJ<NH*jG9#

type=many-to-one
?P1l `\rIC7^9#

addr= Addr

P?Q_"Il9&W<kKIC5l?P?Q_ IP "Il9NOOr1L9

k IP "Il9#

timeout= minutes

NAT ,P?Q_ IP "Il9rr|9k0K""Il9Q9r"$IkN^

^K7F*1k~V (,1L)# GU)kHO 15 G"OOO 5 A 45 G9#

?P1l`\r NAT =.GQ99kKO"J<N=8rHQ7^9#
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fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

Qia<?<NjAOJ<NH*jG9#

index fwnat cmd=list rBT9kH"CjN NAT `\N8}NsKVf,(5l

^9# index Qia<?<NCj NAT `\NVfrHQ7^9#

addr= Addr

P?Q_"Il9&W<kKIC5l?P?Q_ IP "Il9NOOr1L9

k IP "Il9#

timeout= minutes

NAT ,P?Q_ IP "Il9rr|9k0K""Il9Q9r"$IkN^

^K7F*1k~V (,1L)# GU)kHO 15 G"OOO 5 A 45 G9#

Q9`\r NAT =.U!$kKIC9kKO type=translate r" NAT =.U!

$k+i|09kKO type=exclude rHQ7^9#

fwnat cmd=add
type={translate|exclude}
addr=Addr
mask=Mask

Qia<?<NjAOJ<NH*jG9#

type=translate
Q9`\rIC7^9#

type=exclude
|0`\rIC7^9#

addr= Addr

Q9r,WH9k;-e" IP "Il9NOOr1L9kIP "Il9#

mask= Mask

IP "Il9NOOr1L7^9#

Q9`\^?O|0`\r NAT =.U!$kGQ99kKO"J<N=8rHQ7

^9#

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

Qia<?<NjAOJ<NH*jG9#

index fwnat cmd=list rBT9kH"CjN NAT `\N8}NsKVf,(5l

^9# index Qia<?<NCj NAT `\NVfrHQ7^9#

addr= Addr

Q9r,WH9k;-e" IP "Il9NOOr1L9kIP "Il9#

mask= Mask

IP "Il9NOOr1L7^9#

^CW`\r NAT =.KIC9kKO"type=map rHQ7^9#
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fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

Qia<?<NjAOJ<NH*jG9#

type=map
^CW`\rIC7^9#

secaddr
XjNP?Q_"Il9XNQ9,,WJ IP "Il9#

remaddr
Xj;-e"&"Il9,Q95lkP?Q_"Il9#

^CW`\r NAT =.GQ99kKO"J<N=8rHQ7^9#

fwnat cmd=change
index=
[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

Qia<?<NjAOJ<NH*jG9#

index fwnat cmd=list rBT9kH"CjN NAT `\N8}NsKVf,(5l

^9# index Qia<?<NCj NAT `\NVfrHQ7^9#

secaddr
XjNP?Q_"Il9XNQ9,,WJ IP "Il9#

remaddr
Xj;-e"&"Il9,Q95lkP?Q_"Il9#

]1CH&YkXNLN

]1CH&YkLN5]<Hrh0=9kH"U!$"&)<kK/~"i<H,

/87?]"U!$"&)<k,79F`I}TN]1CH&YkKaC;<8r

w.7F"I}TNFSP7rT&h&K9k3H,G-^9#57/0n5;k

?aKO"fwpgr"fwcarrier"fwmodem 3^sIrHCF"=l>l]1CH&Yk"

L.vHT5<S9"bG`r=.9k,W,"j^9#

]1CH&YkN=.

fwpgr 3^sIO"U!$"&)<k,70Jkrwk"/F#VJ]1CH&Yk

NQia<?<r_j7^9#

]1CH&Ykrj9H9kKO"J<N3^sIrHQ7^9#

fwpgr cmd=list

]1CH&YkrIC9kKO"J<N3^sIrHQ7^9#

fwpgr cmd=add
carrier=
modem=
pagerid=
message=
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]1CH&YkNQia<?<rQ99kKO"J<N3^sIrHQ7^9#

fwpgr cmd=change
[carrier=]
[modem=]
[pagerid=]
[message=]

Qia<?<NjAOJ<NH*jG9#

carrier
(fwcarrier 3^sIKhCF) L.vHTNG<?Y<9KjA5lF$k"

L.vHT5<S9N>0G9#

modem
(fwmodem 3^sIKhCF) bG`&G<?Y<9KjA5lF$kbG`

N>0G9#

pagerid
L.vHT,djvF?"f<6<N]1CH&YkG-N1LVf^?O

>0G9#

message
]1CH&YkuVKw.*hS=(9kaC;<8G9#L.vHT,s

!7F$k5<S9K>$"tM+F-9Hr~O7^9#3lO"L.v

HTN_jMNG.Mr<sk+"200 8zr6(kHZjNFil^9#

L.vHT

fwcarrier 3^sIrHQ7F"HQ7F$k]1CH&Yk&5<S9NQia<

?<r_j7F/@5$#

L.vHTrj9H9kKO"J<N3^sIrHQ7^9#

fwcarrier cmd=list
carrier=

L.vHTrIC9kKO"J<N3^sIrHQ7^9#

fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=
baud=
parity=
databits=
stopbits=

L.vHTNQia<?<rQ99kKO"J<N3^sIrHQ7^9#

fwcarrier cmd=change
carrier=
[dial=]
[method=]
[password]
[length=]
[baud]
[parity=]
[databits=]
[stopbits=]
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L.vHTro|9kKO"J<N3^sIrHQ7^9#

fwcarrier cmd=delete
carrier=

Qia<?<NjAOJ<NH*jG9#

carrier
L.vHTN>0#

dial @s7? TAP 5<S9N?aKL.vHTNbG`ECVfrXj7J1l

PJj^;s#

method
MO TAP GJ1lPJj^;s#

password
L.vHT5<S9G,WHJiJ$Bj"3lO*W7gsG9#

length L.vHTN5<S9GvD5lF$kGgaC;<89G9#

baud L.vHTN5<S9G5]<H5lF$kGb.jYNb$\<&l<H

rXj7^9#

parity L.vHTN5<S9G5]<H5lF$kQjF#<!:N?$W#3l

OLo"TAP WmH3kNvtQjF#<G9#

databits
L.vHTN5<S9G5]<H5lF$kG<?&SCHNt# TAP Wm

H3kGOLo 7 G9#

stopbits
L.vHTN5<S9G5]<H5lF$k9HCW&SCHNt# TAP W

mH3kGOLo 1 G9#

bG`=.

]1CH&YkNLN5]<Hr_j9kKO"bG`r=.9k,W,"j^

9#

]1CH&YkL.vHTK]1CH&YkNWarw.9k?aNbG`r=.

9kKO" fwmodem3^sIrHQ7^9#

bG`rj9H9kKO"J<N3^sIrHQ7^9#

fwmodem cmd=list
modem=

bG`rIC9kKO"J<N3^sIrHQ7^9#

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

bG`NQia<?<rQ99kKO"J<N3^sIrHQ7^9#
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fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

bG`ro|9kKO"J<N3^sIrHQ7^9#

fwmodem cmd=delete
modem=

Qia<?<NjAOJ<NH*jG9#

modem
bG`N>0G9#

comport
bG`r\39k7j"k COM ]<H#3N COM ]<HNbG`O"

Windows NT79F`KjA9kY-GO"j^;s#

initstring
bG`Ni|_j9Hjs0#8zsNQia<?<O AT bG`&3^s

IKgCF$J1lPJj^;s,"8zsNltH7F AT rH_~sG

OJj^;s#Xj7?Qia<?<O"L.vHTNbG`NL.WoK

go;F407J1lPJj^;s#

outsideline
0~XDJ0ECVf#

]1CH&Yk=.NF9H

"/F#VJ]1CH&Ykr57/=.9kKO"J<N3^sIrHQ7^

9#

pager
carrier=
modem=
ID=
msg=

Qia<?<jAO"fwpgr 3^sINlgH18G9#

#tN]1CH&Yk

QKK"/F#VJ]1CH&YkrQ99k,W,"klgKO"!Nh&K7

^9#

v ,WJL.vHTdbG`,9YFjA5lF$kh&K9k

v fwpgr +=./i$"sHrHQ7F"]1CH&Yk=.rjA*hS]I9k

v ROOTDIR¥config¥pager.cfg U!$kr3T<7F",+jd9$>0rU1k

v 9YFN,WJ pager.cfgU!$kN3T<,G-k^G"LN]1CH&Yk=

.rjA7F=lr3T<9k

v h0=9k=.U!$kr"ROOTDIR¥config¥pager.cfg K3T<7>9

7UHQ9rT&lgKO"Windows NTN at 3^sIrHCF918e<kQ_

8gVr_j7F"F7UHNOaKGeNu]r+0*K+jV9h&K7F/

@5$#
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f<6<

3N3^sIO"7,f<6<rIC9k+^?O"{8U!$"&)<k&f<

6<N 1 D^?O#tN0-rQ97^9# 9YFNQia<?<O"GU)kH

Mr}D+^?O"kljND-GOTWN$:l+KJj^9# cmd=add Nlg"

GU)kHM,]I5l^9# cmd=change Nlg"{8NM,]85l^9#

fwuser cmd={add|change}
username=LoginName
[fullname="UsersRealName"]
[password={yes|no}]
[pwdvalue=Password]
[level={proxy|admin}]
[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]
[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]
[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP]
[key="SecureNet Key Code"]
[histexpire=HistoryExpiration]
[histsize=HistorySize]
[loginretries=LoginRetries]
[maxage=MaxAge]
[maxexpired=MaxExpiredAge]
[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars]
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]
[userchng={yes|no}]
[pwlocked={yes|no}]
[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes|no}]
[fg_logmonitor={yes|no}]
[fg_logs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjs1={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

p\Qia<?<

username
3Nf<6<Nm0$s>#

fullname
f<6<NUkM<`#^?O"3Nf<6<KX9k=N>NJ1J (1 T)

ps#3NMNfK9Z<9r~lklgKO"MOsEzQdGO`,W

,"j^9#

level GU)kHMO proxy G9#3lO"n.5lkf<6<,7sWk&Wm

-7<&f<6<^?O Socksf<6<G"k3Hr(7^9#I}!=0

k<W*hSI}'ZO"Wm-7<&f<6<KO,Q5l^;s#
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key f<6<N Digital PathwaysN SecureNet-<&+<IN'ZKHQ9k-

<#3NMKO,:9Z<9,~kNG"3NMOsEzQdGO^J1l

PJj^;s#

'Z

J<K(9NO"'Z8zs*hS=lKP~9k'Z}0G9# fwuser 3^sI

N5^6^JQia<?<N'Z8zsNHQ!r"J<K(7^9#

v permit- 9YFrvD

v deny-9YFrX_

v password-U!$"&)<k&Q9o<I

v NT- NT Nm0*s&Q9o<I

v snk-SNK

v sdi-SDI

v user-f<6<s!N'Z

v userauth2-f<6<s!N'Z

v userauth3-f<6<s!N'Z

secftp ;-e"&$s?<U'<9+i FTPm0$srT&?aN'Z}0#-z

JMO"deny" permit" password" NT"snk"sdi"user"userauth2"userauth3

G9#GU)kHO"denyG9#

remftp
s;-e"&$s?<U'<9+i FTPm0$srT&?aN'Z}0#-

zJMO"deny" permit" password" NT"snk"sdi"user"userauth2"userauth3

G9#GU)kHO"denyG9#

secauth
;-e"&$s?<U'<9+i telnetm0$srT&?aN'Z}0#-

zJMO"deny"permit"password"NT"snk"sdi"userG9#GU)kHO"

denyG9#

remauth
s;-e"&$s?<U'<9+i telnetm0$srT&?aN'Z}0#

-zJMO"deny"permit"password"NT"snk"sdi"user" userauth2"

userauth3G9#GU)kHO"denyG9#

secadmin
;-e"&$s?<U'<9+iU!$"&)<k=./i$"sH&m0

$srT&?aN'Z}0#-zJMO"deny" permit" password" NT"

snk" sdi" user"userauth2"userauth3G9# GU)kHO"Wm-7<&f

<6<NH-O deny"U!$"&)<kN 1 !I}TNH-O NT G9#

remadmin
s;-e"&$s?<U'<9+iU!$"&)<k=./i$"sH&m

0$srT&?aN'Z}0#-zJMO"deny"permit" password" NT"

snk" sdi" user" userauth2" userauth3G9# GU)kHO"Wm-7<&

f<6<NH-O deny"U!$"&)<kN 1 !f<6<NH-O NT G

9#
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secsocks
U!$"&)<kN;-e"&5$I+i Socks/i$"sHr\39k?

aN Socks5'Z}0G9#-zJMO"deny" permit" password" NT"

snk" sdi"user"userauth2"userauth3G9#

Socks55<P<,~zN''Z}0 (Challenge Response Authentication Method

(CRAM)) GOJ/"f<6< ID / Q9o<I&9?$kN'Z}0G=.

5lF$klg" Socks5Nf<6< ID / Q9o<I&WmH3k, SNK

NN'r=(G-J$?a"SNK O0n7^;s#

GU)kHO"denyG9#

remsocks
U!$"&)<kNs;-e"&5$I+i Socks/i$"sHr\39k

?aN Socks5'Z}0G9#-zJMO"deny" permit" password" NT"

snk" sdi"user"userauth2"userauth3G9#

Socks55<P<,~zN''Z}0 (Challenge Response Authentication Method

(CRAM)) GOJ/"f<6< ID / Q9o<I&9?$kN'Z}0G=.

5lF$klg" Socks5Nf<6< ID / Q9o<I&WmH3k, SNK

NN'r=(G-J$?a"SNK O0n7^;s#

GU)kHO"denyG9#

sechttp
;-e"&$s?<U'<9+iN HTTP WaKP9k'Z}0#-zJM

O"deny"permit"password"NT"sdi"user"userauth2"userauth3G9#

HTTP WmH3kGO SNK NN'rf<6<K=(9k}!,J$?a"

SNK r5]<H7^;s# SDI O5]<H7F$^9,"SDI Q9&3<

IGOJ/Q9o<Ir~O9kh&Wa5l^9#f<6<O+,N SDI

Q9&3<Ir~O7F/@5$#

m: fwdfuser GO"=N'Z}0U#<kIK SNK ^?OU!$"&)<k&Q9

o<IrXj9k3HOG-^;s#

U!$"&)<k&Q9o<I&Qia<?<

password
Q9o<Ir~O9kh&KWa9kWmsWHr=(9k+I&+r(7

^9#GU)kHGO"'Z}0,Xj5lF$klgKOWmsWH,=

(5l"=&GJ$lgKOQ9o<IKGU)kH,vD5l^9#

pwdvalue
?$F$O"9/jWH&Wm0i_s0GHol^9#3NQia<?<

O"Qia<?<NMr3^sITKXjG-kh&K7^9#3NMOF

-9HG~O5lkNG"p_+5lFb#;J$3HKmU7F/@5

$#GU)kHO"j^;s#

userchng
f<6<&G<?Y<9K*1kI}TQ9Ui0N_j}!rhj7^

9# M yesrXj9kH"I}TNQ9Ui0r_j7^9#3Nlg"f

<6<OGiNm0*s~KQ9o<IrQ99k,W,"j^9# GU)

kHO"no G9#3NQia<?<O"password=yesQia<?<H

pwdvalue=″ Qia<?<,s!5l?lgN_-zG9#
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pwlocked
Q9o<I,mC/5l?+I&+r(7^9#XjGgsthj?/m0

$s,:T9k+"mC/"&H^GNG9~VH7FXj7?5tNVQ

9o<I,HQ5lJ$H"yesK_j5l^9#

histexpire
f<6<,Q9o<IrFxQG-J$|Vr (51L) jA7^9#3NM

O"0t9Hjs0G9# -zJMO"0 - 52G9# M 0 O~V)B,_

j5lF$J$3Hr(7^9#GU)kHMO"0 G9#

histsize
f<6<,FxQG-J$0NQ9o<INtrjA7^9#3NMO"0

t9Hjs0G9# -zJMO"0 - 20G9# histexpire=0 NlgKN_

-zG9#GU)kHMO"5 G9#

loginretries
GeK.y7?m0$se"79F`,"+&sHrmC/9k^GN"m

0$snTN:TtrjA7^9#3NMO"0t9Hjs0G9# -zJ

MO"0 - 20 G9#GU)kHMO"10 G9# <m^?OiNMO"BY

,_j5lF$J$3Hr(7^9#$C?sf<6<&"+&sH,mC

/5lkH"79F`I}T, pwlocked r NO K_j9k^G"f<6<

Om0$sG-J/Jj^9#

maxage
Q9o<ING9-z|V (51L) rjA7^9#Q9o<IO"#sQ9

7J1lPJj^;s#3NMO"0t9Hjs0G9# -zJMO"0 - 52

G9# M 0 OG9-z|V,_j5lF$J$3Hr(7^9#GU)kH

O"13 G9#

maxexpired
f<6<,-z|B,Zl?Q9o<IrQ9G-kh&K" maxageMr

6(kG9~V (51L) rjA7^9#3NjA5l?~VJeO"Q9o

<INQ9OI}f<6<7+G-^;s#3NMO"0t9Hjs0G

9# -zJMO"-1 - 26G9#maxexpired0-, 0 Nlg"maxageMK

JkHQ9o<IO:z7^9#maxage0-, 0 Nlg"maxexpired0-

O5k5l^9#GU)kHO"3 G9#

maxrepeats
7,Q9o<IG8zr?|G-kGgstrjA7^9#-zJMO 0 A

8 G9,"M 0 OU#,"j^;s#M 8 O"Ggt,J$3Hr(7^

9#GU)kHO"2 G9#

minalpha
7,Q9o<IbK~lilkQzNG.trjA7^9#3NMO"0t

9Hjs0G9# -zJMO 0 A 8 G9,"M 0 OG.t,J$3Hr

(7^9# GU)kHO"4 G9#

mindiff
lQ9o<IKOJ+C?"7,Q9o<IbK,WJ8zNG.trjA

7^9#3NMO"0t9Hjs0G9# -zJMO 0 A 8 G9,"M 0

OG.t,J$3Hr(7^9# GU)kHO"3 G9#
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minlen
Q9o<ING.etrjA7^9#3NMO"0t9Hjs0G9#-z

JMO 0 A 8 G9,"M 0 OG.t,J$3Hr(7^9# GU)kH

O"8 G9#

minother
7,Q9o<IbK~lilkQzJ0N8zNG.trjA7^9#3N

MO"0t9Hjs0G9# -zJMO 0 A 8 G9,"M 0 OG.t,

J$3Hr(7^9# GU)kHO"1 G9#

pwdwarntime
Q9o<INQ9,,WG"kH$&Ypr79F`,P9^GN|trj

A7^9#3NMO"0t9Hjs0G9# -zJMO"0 - 30 G9# <

m^?OiNMO"aC;<8,?bP5lF$J$3Hr(7^9#GU

)kHMO"5 G9#

I}!=0k<W

fg_all U!$"&)<kN9YFNLKP7F3NI}TrvD9klg"YES r

~O7^9#GU)kHO"NO G9#

fg_dns
Ia$s&M<`&5<S9NI}rI}TKvD9klg"YES r~O7

^9#GU)kHO"NO G9#

fg_interfaces
U!$"&)<k&$s?<U'<9NjArI}TKvD9klg"YES

r~O7^9#GU)kHO"NO G9#

fg_logmonitor
m0&bK?<7-$MNI}rI}TKvD9klg"YES r~O7^

9#GU)kHO"NO G9#

fg_logs
m0!=NI}rI}TKvD9klg"YES r~O7^9#GU)kH

O"NO G9#

fg_mail
U!$"&)<k&a<k&2<H&'$NI}rI}TKvD9klg"

YES r~O7^9#GU)kHO"NO G9#

fg_netobjs1
MCHo</&*V8'/HNp\I}rI}TKvD9klg"YES r~

O7^9#GU)kHO"NO G9#

fg_netobjs2
MCHo</&*V8'/HNH%I}rI}TKvD9klg"YES r~

O7^9#GU)kHO"NO G9#

fg_pagers
]1CH&Yk&;CH"CWNI}rI}TKvD9klg"YES r~O

7^9#GU)kHO"NO G9#

fg_proxyserver
U!$"&)<k&Wm-7<&G<bsN=.rI}TKvD9klg"

YES r~O7^9#GU)kHO"NO G9#
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fg_traffic
HiU#C/)fNI}rI}TKvD9klg"YES r~O7^9#GU

)kHO"NO G9#

fg_user
U!$"&)<k&f<6<NI}rI}TKvD9klg"YES r~O7

^9#GU)kHO"NO G9#

9YFNU!$"&)<k&f<6<N9YFN0-^?O 1 DNXjU!$"&)

<k&f<6<9YFN0-rj9H9kKO"!Nh&K7^9#

fwuser cmd=list
[username=username]
[type={short|long}]

type={short|long}
usernamerHQ7F$klg"?$WNGU)kHO longG9#usernamer

HQ7F$J$lg"GU)kHO shortG9#

U!$"&)<k+if<6<rhj|/KO"!Nh&K7^9#

fwuser cmd=delete
username=username
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h2O l]<H&f<F#jF#<NHQ!

\OGO"IBM Firewall Nl]<H&f<F#jF#<NHQ!KD$Fb@7^

9# l]<H&f<F#jF#<Ng\*O" U!$"&)<k&m0&U!$k

+iI}psKX9kF<VkA0NU!$kr8.9k3HG9#

5iK"F<VkA0NU!$kr8.G-"DB2/6000^?O DB2/2 JING<?

Y<9&79F`bNF<VkK$s]<H9k3H,G-^9# I}TO"=$=

Hq@l (SQL) rHQ7FG<?rHq7"l]<Hr8.9k3H,G-^9#3

Nf<F#jF#<O^?"I}T,U!$"&)<k&m0&aC;<8KX9

kI_hjD=JF-9H&U!$krn.G-kh&K7^9#

l]<H&f<F#jF#<O"J<NWm0i`HU!$k+i=.5l^9#

fwlogtxt
U!$"&)<k&m0&U!$k+i"UkF-9H&aC;<8r8.

9kWm0i`#

fwlogtbl
DEL (hZj) A0G"U!$"&)<k&m0*hS sum0+i"G<?

Y<9&$s]<H&U!$kr8.9kWm0i`#

fwlogtbl Wm0i`*hS DDL"DML"DEL NFU!$krHQ9kKO"

jl<7gJk&G<?Y<9NHQKX9kc3NN1r,WH7",Z

Jjl<7gJk&G<?Y<9=JrHQ7J1lPJj^;s#

fwschema.ddl
SQL G<?jA (DDL) 9F<HasHNU!$k#G<?Y<9&F<V

kNjAK,7F$^9#

fwimport.dat
DB2 $s]<H&9F<HasHNU!$k# DEL U!$krG<?Y<

9&F<VkK$s]<H9kNK,7F$^9#

fwqrysmp.dml
SQL G<?`n@l (DML) 9F<HasHNU!$k#5sWk&l]<

HNn.K,7F$^9#

fwlogcvrt
Windows NTU!$"&)<k&m0A0r AIX U!$"&)<k&m0A

0KQ99kWm0i`#3lKhj"77$aC;<8O'15l^;s

,"=N[+N@GO>NhzhNl]<Hn.D<krJ0H18h&K

`nG-kh&KJj^9#

DDL U!$kH DML U!$kO"DB2 U!_j<G-NbNG9,">NG<?

Y<9I}79F`GNHQKgo;FQ99k3H,G-^9#DEL A0U!$k

O"DB2/6000"DB2/2"*hS=N>NG<?Y<9&79F`HU!$k&79

F`X?@AK$s]<H (m<I) 9k3H,G-^9#A0,1cJ3HKhj"

,WG"lP>NA0KQ99k3H,G-^9#
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l]<H&f<F#jF#<NHQ!

33GO"3^sIT+il]<H&f<F#jF#<rHQ9k}!KD$Fb

@7^9#=./i$"sH+iNl]<H&f<F#jF#<NHQ!KX9k

\YKD$FO" IBM Firewall HQTNjz- r2H7F/@5$#

3^sIT+iU!$"&)<k&m0&U!$kr=(9kKO" fwlogtxt f<
F#jF#<rHQ7F/@5$# \YKD$FO"25Z<8NXU!$"&)<

k&m0&U!$k+iNaC;<8N8.Yr2H7F/@5$#

m0psKbHE-l]<Hr8.9kKO"!Nh&K7^9#

1. jl<7gJk&G<?Y<9=Jr$s9H<k9k#

2. uNG<?Y<9rn.9k#

3. uNU!$"&)<k&m0&F<VkrG<?Y<9bKn.9k#

4. F<VkA0NU!$krn.9kKO" fwlogtbl r3^sIT+iBT9k#

5. kLH7Fn.5l?U!$kr$s]<H7F"m0&G<?U-NG<?Y

<9rn.9k#

6. SQL 9F<HasH^?O SQL Wm0i`rBT7F"l]<Hrn.9k#

m: GiN 3 9FCWO"lsB\9k@1G9,"DjN9FCWO77$m0&

G<?rxQ9kYK+jV9,W,"j^9#

IBM Firewall m0A0

U!$"&)<k&m0&U!$kNF`\NA0O"!NH*jG9#

Date Time firewall_name:year;pid:Amsg_num; msg_ID;var_1;...;var_n;

33GO"J<Nh&KJj^9#

v GiN 3 U#<kI"date"time"*hS firewall-name O"U!$"&)<k

Nm0!=KhCFIC5lk#

v year O"4 8zG=9/#

v pid O"`\,,Q5lk9lCI ID#

v Amsg_num O"l]<H&f<F#jF#<, fw_log.catU!$k+i:v9k

Q9aC;<8&F-9HK"/;99k0tNgxVf#tM msg_numN>0

KO"m0&lYk818z (A) ,/k#3N81O"m0rhC?WiCHU)

<`H"m0A0Nc$N>}rhL7^9#

v msg_ID O"aC;<8N1LVf (ICA0001eJI)#

v var_1-n O"aC;<8QtNMr=9# n O"aC;<8jAbNQtNt#

m: >Nl3<IrU!$"&)<k&m0H18U!$kKj@$l/H7J$
G/@5$#=Nh&Jl3<IO"l]<H&f<F#jF#<K,WJU

)<^CHHlW7F*i:"=,G-J$kL,88k3H,"j^9#

3^sI fwlogcvrt rHQ7F"3N Windows NTGNm0A0r AIX Nm0A

0KQ97F/@5$# IBM Firewall AIX GNm0r5]<H9k">NhzhN

l]<Hn.D<krHQ9kKO"3Nh&K9k,W,"klg,"j^9#
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Q9GO"msg_numN0N ’A’ m0&lYk81,|n5l" firewall_nameH year

NVN3msN0eKVis/8z, 2 D^~5l^9#

Qia<?<KO"!NbN,"j^9#

input Windows NTGNU!$"&)<k&m0+ij@$l/H5lk8`~O

G9#

output
U!$kKj@$l/HG-k8`POG9#

fwlogcvrt =8

fwlogcvrt

c:

fwlogcvrt < fw980212.log >logcvrt.out

U!$"&)<k&m0&U!$k+iNaC;<8N8.

fwlogtxt 3^sIrHQ7F"U!$"&)<k&m0&U!$kN`\+iI_h
jD=JaC;<8r8.7^9#

Qia<?<KO"!NbN,"j^9#

input U!$"&)<k&m0&U!$k+iN8`~OG9#

output
8`POG9#

fwlogtxt =8

fwlogtxt

c:

fwlogtxt < fw980212.log >logtxt.out
fwlogtxt < my.log | find "ICA0"

fwlogtxt KOQia<?<O?b"j^;s#8`~O+ipsrI_~_"kLr

8`POKq-P7^9#

G<?Y<9&$s]<H&U!$kN8.

3^sI fwlogtbl rHQ7F"F<VkA0NU!$krn."eq-^?OIC
7^9#3NF<VkA0NU!$k+il]<Hn.N?aNG<?Y<9&F

<Vkrn.G-^9#

Qia<?<KO"!NbN,"j^9#

input U!$"&)<k&m0&U!$k#
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output
U!$k>KO"!NbN,"j^9#

a_alert.tbl

f_rule.tbl

f_info.tbl

f_match.tbl

f_stat.tbl

interfaces.tbl

nat_info.tbl

p_info.tbl

p_ftp.tbl

p_http.tbl

p_info.tbl

p_login.tbl

p_stat.tbl

server_info.tbl

session.tbl

s_ftp.tbl

s_info.tbl

ssl_info.tbl

fwlogtbl =8

fwlogtbl -w [-d OutDir] [-su]LogName
|

-a

c:

fwlogtbl -a -d :c¥reports fw961031.log

-w {8NPOU!$krV-9(k3HrXj7^9#U!$k,J$lgK

O"fwlogtbl ,U!$krn.7^9#

-a 8.5l?U!$kr{8NPOU!$kKIC9k3HrXj7^9#U

!$k,J$lgKO"fwlogtbl ,U!$krn.7^9#

-d POG#l/Hj<r1L7^9#

OutDir
POU!$k9YFrJ<9kG#l/Hj<rXj7^9#G#l/Hj

<r?bXj7J$lg"POU!$kO=TG#l/Hj<KJ<5l^

9#

-su LogNameO AIX su m0&U!$kN>0G"k3HrXj7^9#7?,

CF"Windows NTGU!$"&)<kO">hN AIX GU!$"&)<k

+iNU!$"&)<k&U!$k*hS sum0&U!$kr>}h}G-

^9#
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LogName
U!$"&)<k&m0&U!$k^?O AIX su m0&U!$krXj7

^9#

POU!$k>OjAQ_G9,"fwlogtbl rBTeK3T<^?O>0Q9G-^

9#POU!$kOhZjU-N ASCII (DEL) U!$kA0G"hZj8zK8z

9Hjs0OHo:K"+i`hZj8zH7F;_3ms (;) rHQ7^9#

aC;<8N\YKD$FO"73Z<8NXU?A. aC;<8Y r2H7F/@5

$#

l]<H&f<F#jF#<N"kG<?Y<9NHQ

3N;/7gsGO"G<?Y<9Nn."G<?Y<9XNpsN$s]<H"

*hSl]<HNHqKH&"U!$"&)<kGs!5lkU!$kKD$Fb

@7^9# DB2 ,"klg"db23^sIr3liNU!$kGHQG-^9# (db2

3^sIK`w7?!=,">NG<?Y<9&^M<8c<K8_9k3H,"

j^9#3NU!$kO"=&7?!=GHQ9k?aKOQ9,,WJ3H,"

j^9#)

db23^sIrBT9kKO"DB2 r$s9H<k7"’$s9?s9’ rjA7J1

lPJj^;s# DB2 N$s9H<kqAr2H7F/@5$#GiO"DB2 N3

^sIrHQ7FG<?Y<9&3^sIrn.7"uNG<?Y<9rn.7J

1lPJj^;s# (=lr ’fwlog’ HFV3HK7^9#) =lKO"3^sIT

K!Nh&K~O7^9#

db2cmd

!K"kLN DB2 3^sI&&#sI&G!Nh&K~O7^9#

db2 create database fwlog

=Ne"fwlog G<?Y<9K\37J1lPJj^;s#

db2 connect to fwlog

db2 3^sIN -vf *W7gsO"!Nh&KHQG-^9#

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > report.out

3liN9FCWO"!N;/7gsG\7/b@5lF$^9#=l>lNlg

KD$F"f<6<O8`PO (cN=l>lKD$F"U!$kKj@$l/H5

lk) r5EK4Yk,W,"j^9#$s]<HNlgKO"=l>lN$s]<

H&9F<HasH,n.7? .msgU!$kr4Yk,W,"j^9#

F<VkNn.

3^sI db2 -vf fwschema.ddl > schema.out O",WJF<VkH$sGC/

9r9YFn.7^9#3N3^sIr 1 sP7^9#U!$"&)<kN$s9H

<k>e,h$G7g&#3Nc,BT5l?H-N=_Nf<6< ID O"F<V

kNn.T ID KJj^9#3N ID O"eN SQL 9F<HasHGF<Vk>$

~R (creatorid.tableNameJI) H7FHQ5lk3H,"j^9#?@7"9F<H
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asH,=Nn.T ID <GBT5lF$klgr|-^9#7?,CF"n.T ID

rHQ7J$lgKO"f<6<O fwimport.datU!$kH fwqrysmp.dmlU!$k

rT87F"n.T ID rFF<Vk>N0K~lk,W,"j^9#

ROOTDIR¥sample¥report¥fwschema.ddl U!$kKO" fwlogtbl ,n.7?F<Vk
A0NU!$k+il3<Iru1hkNK,WJG<?Y<9&F<Vkrn.

9k DDL 9F<HasH,^^lF$^9# ROOTDIRO" IBM Firewall N?<

2CH&m1<7gsH7F$s9H<kN]K*r7?G#l/Hj<G9#

schema.ou tr4YF"*Zl<7gs,.y7?+I&+r=G7^9#

fwschema.ddl U!$kN9F<HasHO"=uN^^GHQ7?j"5^6^JG

<?Y<9&79F`G7&?aKQ97?jG-^9# (f<6<O"F<Vk>

H+i`>rQ97FOJj^;s#)

G<?N$s]<H

3^sI db2 -vf fwimport.dat > import.out O"9YFN DEL U!$k+i

db2-vf fwschema.ddl 3^sI,n.7?F<VkXG<?rm<I7^9#

ROOTDIR¥sample¥report¥fwimport.dat U!$kKO" *.tbl U!$k+i DB2 G<

?Y<9XG<?r$s]<H9k?aN9F<HasHN5sWk,~CF$^

9# 27Z<8NXF<VkNn.YGb@7?h&K"$s]<H9kf<6<,F

<VkNn.TGJ$lg"n.T ID OFF<Vk>N0K~lJ1lPJj^;

s#

F$s]<H&9F<HasHO"8`POGpsrn.7"ICpsr tblname.msg

U!$kKn.7^9#33G"tblnameOF$s]<H&9F<HasHC-NbN

G9#f<6<O>}NPOA0r4YF"$s]<H,.y7?+I&+r=G

9k,W,"j^9# DB2 Nh&JWm0i`G3NU!$kK"k$s]<H&

9F<HasHr9YFBT9kH-O"f<6<O8`POrU!$kKj@$

l/H7"=NU!$kHF .msgU!$kr4Yk,W,"j^9#$s]<H&

3^sI=l>lO"L9N .msgU!$krn.7^9#^?"G<?Y<9bK

FA9k77$m0,"kH-OoK" db2 -vf fwimport.dat > import.out 3^

sIrF/T9k,W,"j^9#

g-Jm0&U!$kr$s]<H9kH-"abj<^?OG#9/&9Z<9

,5iK,WG"k3Hr(9-RHHbK"SQL (i<&3<I,=(5lk3H

,"j^9#?H(P" insufficient heap space ^?O transaction log space

H$&aC;<8,=(5l^9#3liN(i<O"G<?Y<9=J^?O fwlog

G<?Y<9GHQ9kQia<?<_jMN40,,WJ3Hr(7^9#\Y

KD$FO"DB2 NqAr2H7F/@5$# DB2 Qia<?<_jMr409k

l~*JeX}!H7F"g-Jm0^?OF<VkA0Ng-JU!$kr.5

$U!$kK,d9k}!,"j^9#

5sWk QUERY NBT

db2 -vf fwqrysmp.dml > report.out 3^sIO"5sWk QUERY rBT7^9#

ROOTDIR:¥sample¥report¥fwqrysmp.dml U!$kKO""kHqroKbHE-"-

zJl]<H&G<?rs!G-k5sWk SQL 9F<HasH,~CF$^9#

3liNcrxQ7F"f<6<H+Nl]<Hrn.G-^9#
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27Z<8NXF<VkNn.YGb@7?h&K"$s]<H9kf<6<,F<

VkNn.TGJ$lg"n.T ID OFF<Vk>N0K~lJ1lPJj^;s#

3^sIT+iHqrBT9kH-"DB2 OPO+i`4HK,WHJkH=[5l

kGg9Z<9rdj6j^9#=NkL"I_K/$l]<H,n.5lk3H

,"j^9#FHqG/J\N+i`rWa9k+"^?O3liNHq9F<H

asHr=(N)f,7d9$Wm0i`bKda~`3HKhCF"hj~-N

$/kLr@k3H,G-kh&KJj^9#

l]<H&f<F#jF#<XNf<6<&$s?<U'<9

l]<H&f<F#jF#<O"U!$"&)<kN$s9H<kNltH7F$

s9H<k5l^9#LDK$s9H<k7F"U!$"&)<kNJ$[9HG

BT9k3HbG-^9#=./i$"sH^?O fwlogtbl 3^sIO"U!$"

&)<keGl]<H&f<F#jF#<rBT9kH-KHQ5l^9#U!$

"&)<kJ0NlgKO"3^sITrHQ9k3HKJj^9#

SQL F<Vk

3N;/7gsO"SQL F<VkNl$"&HrjA7^9#

U!$"&)<k&m0&aC;<8^?O AIX su m0&aC;<8O=l>l"

!N SQL F<VkN 1 DK^CW5l^9#

ADMIN_ALERT
FILTER_INFO
FILTER_MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO
SU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

F<Vk>*hS+i`>OQ97FOJj^;s# 7+7"MNlt,ZlF$k

lgKO" char+i`N}O-2k3H,G-^9#

$sGC/9

CjNU!$"&)<k&$YsHr=9m0&l3<IO"G<?Y<9bK 1 D

@1"kO:G9#I}T,"18F<VkA0NU!$kr#ts$s]<H7

?lg"^?O18m0&U!$k+iI87?LNF<VkA0NU!$k,$

s]<H5l?lg"m0&l3<I,#t=lk3H,"j^9#
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3Ndjrr1k?aK"G<?Y<9jA5sWk&U!$k"fwschema.dllO!

K(9 3 U#<kIrHQ7F"FF<VkKG-$sGC/9rjA7^9#

v 3Nl3<IN=<9G"C?m0&U!$kNU!$k> (LOG_FILE)

v m0&U!$kbNl3<INTVf (LINE_NUM)

v syslogN ’last message repeated n times’aC;<8KbHE/3NTN?|st

(REPEAT_NUM)

3N$sGC/9O"18>0NU!$k+i#ts"18TVfrm<I7J$

h&KI_7^9#3lO"m0&U!$k>N5EJI}HHbK"G<?Y<

9bKm0&$YsH,E#9kNrI.^9#

=N>N$sGC/9rG<?Y<9KIC9kH"Gbh/HolF$kHqN

QU)<^s9,e,k3H,"j^9#\YKD$FO"G<?Y<9NqAr

2H7F/@5$#

F<VkNb@

3N;/7gsGO"U!$"&)<k&m0&aC;<8rF<VkH+i`K

^CW7"l]<Hn.N?aKHqN,WJpsrX7(7^9#CjNF<V

kK^CW5lkaC;<8O9YF"F<VkN*ojNmNsKj9H5lF

$^9#Cj+i`QNG<?r!k9kaC;<8O"=N+i`Nb@sKj

9H5lF$^9#F<VkKO"IBM Firewall AIX GNaC;<8"IBM Firewall

Windows NTGNaC;<8"*hS>U!$"&)<kK&LNaC;<8,~C

F$^9#

U!$"&)<k&m0&aC;<8N\YKD$FO"73Z<8NXU?A. aC;

<8Y r2H7F/@5$#

J<Nb@NG<??sK"kVintWO"DB2 QN SMALLINT +i`&?$Wr(

7"Vlong intWO"DB2 INTEGER ?$Wr(7^9#date-timeG<??O"DB2

TIMESTAMP r(7^9# ?$`&9?sWGO"^$/mCOoK ″000000″ KJ
j^9#

b@K,\ H^</5lF$klgO"F<VkKl3<Ir~O9k?aKO,:

3NMrXj7J1lPJj^;s#

G-$sGC/9H7F// 3 DN+i`*hSm0&lYk81ru1hk+i`

O"=NjA,1lG"j"LoHq5lk3HOJ$NG"3NF<Vk-R+

iJ,5l^9#

= 1. ADMIN_ALERT.3NF<VkKO"a_alert.tblU!$kN/~"i<HKX"7?aC;<8,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)
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= 1. ADMIN_ALERT (3-). 3NF<VkKO"a_alert.tbl U!$kN/~"i<HKX"7?aC;<8,^^lF
$^9#

+i` G<?? J1Jb@

USERID char(16) f<6< ID (ICA0001"ICA0002"ICA0003"
ICA0004"ICA2001"ICA2002"ICA2003"ICA2026"
ICA2043"ICA2068"ICA2167"ICA2168"ICA2170"
ICA2173"ICA3001"ICA3012"ICA3018)

ACTION char(7) \3 (ICA3012) ^?OP$sI (ICA3018)

NUM_COUNT int 'Z:Tt (ICA0001"ICA0002"ICA0003)#TAG_MSG_NUM
(ICA0004) Nm0`\t#|t (ICA9000)

TAG_MSG_NUM char (8) ?0&aC;<8Vf (ICA0004)

SRC_IP char(15) w.5 IP "Il9 (ICA2001"ICA2028"
ICA2079"ICA2167"ICA3012"ICA3018)

DST_IP char(15) 8h IP "Il9 (ICA2028"ICA2079"ICA3012"ICA3018)

AUTH_METHOD char(20) 'Z}0 (ICA2002"ICA2167" ICA2170)

NETWORK char(25) MCHo</> (ICA2001"ICA2002"ICA2167)

HOST_NAME char(100) [9H> (ICA0003"ICA2002)

TIMEOUT_SEC int Time-out seconds (ICA2026)

CONN_USERID char(16) Socks\3f<6<> (ICA3001)

APPLICATION char(30) "Wj1<7gs> (telnet"ftp"... JI)
(ICA2167"ICA2168"ICA2170"ICA3012)

m: X"aC;<8: ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009 ICA0010
ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022
ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079
ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

= 2. FILTER_ACTIVE_RULE.3NF<VkKO"f_rule.tbl U!$kNh0uVNU#k?<,',^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

RULE_NUM int ,'Vf (,\)

RULE char(150) Rule (required)

m: X"aC;<8 : ICA1037

= 3. FILTER_INFO.3NF<VkKO"f_info.tblU!$kNU#k?<KX"7?(i<&aC;<8^?OlL*J
LNaC;<8,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

RULE_NUM int U#k?<,'Vf (ICA1005)
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= 3. FILTER_INFO (3-). 3NF<VkKO"f_info.tbl U!$kNU#k?<KX"7?(i<&aC;<8^?O
lL*JLNaC;<8,^^lF$^9#

+i` G<?? J1Jb@

ERROR_NUM int 79F`&(i<Vf -- AIX errno ^?O Windows NT Last Error
(ICA1007"ICA1008"ICA1009"ICA1011
ICA1013"ICA1015"ICA1021"ICA1023"ICA1024)

3N(i<VfKP~9kF-9HO"_strerrorXtKhCF~jG
-^9# Windows NT Last ErrorNF-9HO"aC;<8&U)
<^CHXt^?O Win32 Programmer’s Reference Volume 2NU?
A G~jG-^9#

LOAD_PATH char(100) +<MkH%Rm<I&Q9 (ICA1011"ICA1012)

DVC_DRV char(25) GP$9&Ii$P< (ICA1021)

TERM_SIG char(25) *;70Jk (ICA1260)

FILE_NAME char(100) U!$k> (ICA1024)

RC int btU!$"&)<kaj3<I (ICA1019)

m: X"aC;<8 : ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA1013
ICA1014 ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

= 4. FILTER_MATCH.3NF<VkKO"f_match.tblU!$kN^CAs09kU#k?<,',^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

RULE_NUM int ,'Vf (,\)

ACTION char(6) ,'?$W : permit"denyJI#

DIRECTION char(8) Q1CH,J`}~"$sP&sI^?O"&HP&sI#(,\)

SRC_IP char(15) w.& IP "Il9 (,\)

DST_IP char(15) u.& IP "Il9 (,\)

PROTOCOL char(7) eLWmH3k (UDP"IPIP"ICMP"TCP ^?O TCP/ACK (,\)
JI)

SRC_PORT int
v ICMP QN IP Q1CH&?$W

v =N>GH&w.5WmH3kN]<HVf (,\)

DST_PORT int v ICMP QN IP Q1CH&3<I

v =N>GH&8hWmH3kN]<HVf (,\)

ROUTING char(5) Q1CHNP)XjX8 (,\)

INTERFACE char(10) $s?<U'<9&?$W : ;-e"^?Os;-e" (,\)

FRAGMENT char(8) Q1CH,GR+I&+1L7^9#(,\)

TUNNEL_ID int HsMk ID (,\)

ENCRYPTION char(7) Ef="k4j:`: DES_CBC^?O CDMF ^?OJ7

BYTES long int :vQ1CHN95 (,\)

m: X"aC;<8 : ICA1036
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= 5. FILTER_STATUS.3NF<VkKO"f_stat.tblU!$kNU#k?<Nu7Q9KX9kps,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

DAEMON char(25) AIX U#k?<&m.s0&G<bs (ICA1004) ^?O Windows
NT U#k?<&m.s0&5<S9#

VERSION int P<8gsVf (ICA1004"ICA1033)

RELEASE int jj<9Vf (ICA1004"ICA1033)

PACKET_LOGGING char(8) Q1CH&m.s0Nu7 (HQD=^?OHQTD) (ICA1035)

m: X"aC;<8 : ICA1004 ICA1032 ICA1033 ICA1034 ICA1035U#k?<,'97N\Y (ICA1032) O"
FILTER_ACTIVE_RULE F<Vk+i~jG-^9#

= 6. INTERFACES.3NF<VkKO" interface.tblU!$kN$s?<U'<9 ("@W?<) =.aC;<8ps
,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

IP char(15) "@W?<N IP "Il9 (ICA9038"ICA9039"ICA9040)

OLD_MASK char(15) >0N^9/M (ICA9040)

NEW_MASK char(15) 77$^9/M (ICA9040)

m: X"aC;<8: ICA9037"ICA9038"ICA9039"ICA9040"ICA9041

= 7. NAT_INFO.3NF<VkKO"nat_info.tblU!$kNMCHo</&"Il9Q9aC;<8ps,^^lF$
^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

VERSION int NAT P<8gsVf (ICA9033)

RELEASE int NAT jj<9Vf (ICA9033)

IP char(15) IP"Il9 (ICA9035"ICA9036)

m: X"aC;<8 : ICA9032"ICA9033"ICA9034"ICA9035"ICA9036

= 8. PAGER_INFO.3NF<VkKO"pgr_info.tblU!$kNU!$"&)<kNZ<8s0!=KX9kps,^^
lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)
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= 8. PAGER_INFO (3-). 3NF<VkKO"pgr_info.tbl U!$kNU!$"&)<kNZ<8s0!=KX9kp
s,^^lF$^9#

+i` G<?? J1Jb@

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (ICA4036"ICA4174"ICA4175)

ERROR_NUM int 79F`&(i<Vf - AIX errno ^?O Windows NT Last Error
(ICA4371)

PROGRAM char(25) Wm0i`> (ICA4000)

SIGNAL int *;70Jk (ICA4000)

ID int 1LR (ICA4036)

PRIORITY int %hgL (ICA4036)

PERIOD int |V (ICA4036)

RETRY_COUNT int FnTt (ICA4036"ICA4313"ICA4314" ICA4364"ICA4365)

FROM_ENTRY char(15) !=> (ICA4036)

HOST_NAME char(100) [9H> (ICA4174"ICA4175)

MESSAGE_TEXT char(250) Z<8NF-9H (ICA4036"ICA4353 - 4360" ICA4368"ICA4372)

SERVICE char(25) 5<S9> (ICA4017)

SOCKET int =1CHVf (ICA4017)

FILENAME char(100) U!$k> (ICA4154"ICA4351"ICA4352)

m: X"aC;<8: ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA4175"ICA4300 -
4303"ICA4305 - 4315"ICA4351 - 4360"ICA4362 - 4372

= 9. PROXY_FTP.3NF<VkKO"p_ftp.tblU!$kN FTP ;C7gs+iN FTP "/7gsps,^^lF$
^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (,\)

SRC_IP char(15) f<6<N IP "Il9 (,\)

DST_IP char(15) jb<H&^7sN IP "Il9 (,\)

ACTION char(5) U!$k>w"/7gs: q-~_^?OI_hj (,\)

FILE_NAME char(100) U!$k>

BYTES long int >w5l?G<?L

SID long int G-;C7gs ID (,\)

m: X"aC;<8 : ICA2075

= 10. PROXY_HTTP.3NF<VkKO"p_http.tblU!$kNWm-7<&;C7gs+iN HTTP "/7gsps
,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)
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= 10. PROXY_HTTP (3-). 3NF<VkKO"p_http.tblU!$kNWm-7<&;C7gs+iN HTTP "/7g
sps,^^lF$^9#

+i` G<?? J1Jb@

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

STATUS int u7 (,\)

SRC_IP char(15) f<6<N IP "Il9 (,\)

REQUEST char(250) HTTPj/(9HNbF (,\)

BYTES long int >w5l?G<?L

m: X"aC;<8 : ICA2099

= 11. PROXY_INFO.3NF<VkKO"p_info.tblU!$kNWm-7<KX"7?(i<&aC;<8^?OlL*
JLNaC;<8,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (ICA2018"ICA2019"ICA2057"
ICA2058"ICA2166"ICA2177"ICA2172)

ERROR_NUM int 79F`&(i<Vf - AIX errno ^?O Windows NT Last Error
(ICA2005" ICA2006"ICA2009"ICA2029"ICA2035"ICA2038"
ICA2039"ICA2052"ICA2054"ICA2055"ICA2056"
ICA2057"ICA2058"ICA2059"ICA2063"ICA2064"
ICA2065"ICA2066"ICA2067"ICA2068"ICA2069"
ICA2069"ICA2070"ICA2071"ICA2074"ICA2110"
ICA2111"ICA2113"ICA2114"ICA2115"ICA2118"
ICA2119"ICA2121"ICA2122"ICA2123"ICA2124"
ICA2200"ICA2201"ICA2202"ICA2203)

errnoNF-9H (AIX 79F`&(i<) O"_strerror!=P3G
~jG-^9# Windows NT Last ErrorNF-9HO"aC;<
8&U)<^CHXt^?O Win32 Programmer’s Reference Volume
2 NU? A G~jG-^9#

OPTION_VAL char(20) *W7gs&Ui0^?OQia<?<M

(ICA2014"ICA2015"ICA2049"ICA2050)

TIME char(15) 5z~VVV (ICA2044"ICA2202)

RC int btU!$"&)<kaj3<I

(ICA2007"ICA2030"ICA2031"ICA2033"ICA2034"
ICA2054"ICA2057"ICA2058"ICA2065"ICA2120"
ICA2166"ICA2203)

INVOC_NAME char(20) 79F`&(i<,/87?~@N=1CH^?O]<HNFSP7

> (ICA2055, ICA2056)

AUDIT_TYPE char(7) $NNF:?$W (7 eN 16 Jt) (ICA2004)

HOST_NAME char(100) [9H> (ICA2106"ICA2107"ICA2126)

FILE_NAME char(100) U!$k> (ICA2029"ICA2030"ICA2072"
ICA2183"ICA2204"ICA2205"ICA2206"ICA2207)
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= 11. PROXY_INFO (3-). 3NF<VkKO"p_info.tblU!$kNWm-7<KX"7?(i<&aC;<8^?O
lL*JLNaC;<8,^^lF$^9#

+i` G<?? J1Jb@

LINE_NUM int TVf (ICA2029"ICA2030)

PROTOCOL char(25) 5zJWmH3k> (ICA2112"ICA2116)

CUSTOMIZED_ATTR char(25) TVf (ICA2105"ICA2106"ICA2125" ICA2166)

ODM_ERR_NUM int *V8'/H&G<?&^M<8c<N(i<Vf

(ICA2102"ICA2103"ICA2104"ICA2105"ICA2107"
ICA2108"ICA2109"ICA2125)

APPLICATION (NT N_) char(30) "Wj1<7gs> (ICA2200"ICA2201"
ICA2202"ICA2203"ICA2204"ICA2205"ICA2206" ICA2207)

CALLER (NT N_) char(25) FSP7!= (ICA2200"ICA2201"
ICA2202"ICA2203"ICA2204"ICA2205"ICA2206" ICA2207)

FAILED_IN (NT N_) char(25) c2,/3C?!= (ICA2201"ICA2203)

m: X"aC;<8: ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023
ICA2029 ICA2030 ICA2031 ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046
ICA2047 ICA2048 ICA2049 ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058
ICA2059 ICA2060 ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070
ICA2071 ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123
ICA2124 ICA2125 ICA2126 ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203
ICA2204 ICA2205 ICA2206 ICA2207

= 12. PROXY_LOGIN.3NF<VkKO"p_login.tblU!$kN5oJWm-7<&m0$sKX9kps (gK'Z
KX9kps) ,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (,\)

APPLICATION char(30) "Wj1<7gs> - telnet"ftp" ... (,\)

AUTH_METHOD char(15) 'Z}0 (,\)

NETWORK char(25) MCHo</ (;-e"/s;-e" - ICps,"k3H,"j^
9) (,\)

HOST_NAME char(100) [9H> (,\)

m: X"aC;<8: ICA2024 ICA2025 ICA2169

= 13. PROXY_STATUS.3NF<VkKO"p_stat.tblU!$kNWm-7<u7ps,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (ICA2008"ICA2016"ICA2021)
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= 13. PROXY_STATUS (3-). 3NF<VkKO"p_stat.tblU!$kNWm-7<u7ps,^^lF$^9#

+i` G<?? J1Jb@

SRC_IP char(15) w.5 IP "Il9 (ICA2000"ICA2008"ICA2010"
ICA2011"ICA2012"ICA2013"ICA2141"ICA2180)

DST_IP char(15) 8h IP "Il9 (ICA2000"ICA2010"
ICA2011"ICA2012"ICA2013)

REMOTE_HOST char(100) jb<H&[9H> (U!$"&)<k&^7sN+O+i)
(ICA2021, ICA2022, ICA2027)

SID (NT N_) int ;C7gs1LR (ICA2177"ICA2180"ICA2181 ICA2182)

SOCKET (NTN_) char(25) =1CH> (ICA2177)

RC (NT N_) int aj3<I^?O}33<I (ICA2181"ICA2182)

CMD (NT N_) char(36) SMTP+<I (ICA2182)

m: X"aC;<8: ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097
ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

= 14. SERVER_INFO.3NF<VkKO"=.5<P<KX9kpsH srv_info.tblU!$kNh0KX9kps,^
^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (ICA9003"ICA9004)

ERROR_NUM int 79F`&(i<Vf - AIX errno ^?O Windows NT Last Error
(ICA9008"ICA9009)

errnoNF-9H (AIX 79F`&(i<) O"strerror!=rHQ7
F~jG-^9# Windows NT Last ErrorNF-9HO"aC;<
8&U)<^CHXt^?O Win32 Programmer’s Reference Volume
2 NU? A G~jG-^9#

m: X"aC;<8 : ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA9012
ICA9013 ICA9014 ICA9015

= 15. SESSION.3NF<VkKO"session.tblU!$kN SOCKS*hSWm-7<N+O/d_ps,^^lF$^
9#

+i` G<?? (95) J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX AIX Wm;9 ID"NT 9lCI ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (,\)

SERVICE_TYPE char(10) 5<S9&?$W: socks^?OWm-7< (,\)

APPLICATION char(30) "Wj1<7gs> - telnet"ftp, .... (,\)

SRC_IP char(15) f<6<N IP "Il9 (,\)

DST_IP char(15) jb<H&^7sN IP "Il9 (,\)
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= 15. SESSION (3-). 3NF<VkKO"session.tblU!$kN SOCKS*hSWm-7<N+O/d_ps,^^l
F$^9#

+i` G<?? (95) J1Jb@

SESSION_EVENT char(5)
v ;C7gs,N)7?H-K+O#

v ;C7gs,*;7?H-Kd_#

(,\)

BYTES long int ;C7gsfK>w5l?G<?L#"Wj1<7gs, telnetNl
g"0 G9#

SID long int G-J;C7gs1LR"/mC/&?$`KbHE-U!$"&)

<k,8.#

m:

X"aC;<8 :

v Safemail;C7gs+O: ICA2178

v Safemail;C7gsd_: ICA2179

v Socks;C7gs+O: ICA3011

v Socks;C7gsd_: ICA3015

v Wm-7< Telnet;C7gs+O: ICA2036 (AIX Logs) ICA2208, ICA2218 (NT Logs)

v Wm-7< Telnet;C7gsd_: ICA2077 (AIX Logs) ICA2209, ICA2219 (NT Logs)

v Wm-7< FTP ;C7gs+O: ICA2041 (AIX Logs) ICA2208, ICA2218 (NT Logs)

v Wm-7< FTP ;C7gsd_: ICA2076 (AIX and NT Logs)

Socks FTP;C7gs&"/7gsN\YO"SOCKS_FTPF<VkK"j^9#Wm-7< FTP ;C7gs&"/

7gsN\YO"PROXY_FTPK"j^9#

= 16. SOCKS_FTP.3NF<VkKO"s_ftp.tblU!$kN FTP ;C7gs+iN SOCKS FTP"/7gsps,^
^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (,\)

SRC_IP char(15) f<6<N IP "Il9 (,\)

DST_IP char(15) jb<H&^7sN IP "Il9 (,\)

DATA_BIND char(5)
v G<?NP$sI,N)7?H-K+O (ICA3010)

v G<?NP$sI,*;7?H-Kd_ (ICA3014)

(,\)

BYTES long int >w5l?G<?L

m: X"aC;<8 : ICA3010 ICA3014
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= 17. SOCKS_INFO.3NF<VkKO"s_info.tblU!$kN SocksKX"7?(i<&aC;<8^?OlL*JL
NaC;<8,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

USERID char(16) f<6< ID (ICA3044"ICA3045"ICA3046"ICA3047" ICA3049)

ACTION char(7) \3 (ICA3044"ICA3049) ^?OP$sI (ICA3046"ICA3047)

ERROR_NUM int 79F`&(i<Vf - AIX errno (ICA3013"
ICA3019"ICA3031"ICA3032"ICA3040"ICA3044"
ICA3101"ICA3102"ICA3103"ICA3104"ICA3106"
ICA3107"ICA3108"ICA3122"ICA3124"ICA3125"
ICA3126"ICA3128)

SRC_HOST char(25) w.5[9H> (ICA3019"ICA3035)

DST_HOST char(25) 8h[9H> (ICA3016"ICA3045)

SRC_IP char(15) w.5"Il9 (ICA3042"ICA3043"ICA3044"
ICA3045"ICA3046"ICA3047"ICA3049)

DST_IP char(15) 8h"Il9 (ICA3044"ICA3045"ICA3046" ICA3047"ICA3049)

LINE_NUM int TVf (ICA3022"ICA3023"ICA3024"ICA3025"
ICA3026"ICA3109"ICA3110"ICA3111"ICA3112"
ICA3115"ICA3116"ICA3117"ICA3118"ICA3119" ICA3120);

^?OTt (ICA3113)

EXEC_STATUS int BTu7 (ICA3027)

CMD char(36) 3^sI"m0$sJI (ICA3027"ICA3039"
ICA3042"ICA3044"ICA3048) m : ICA3042 Nlg"3N3^sI
O 16 JA0KJj^9#

FILE_NAME char(100) U!$k> (ICA3030"ICA3032"ICA3105"
ICA3109"ICA3110"ICA3111"ICA3112"ICA3113"
ICA3114"ICA3115"ICA3116"ICA3117"ICA3118"
ICA3119"ICA3120)

APPLICATION char(30) "Wj1<7gs> (telnet"ftp...) (ICA3044"ICA3045"ICA3049)

VERSION char(10) SocksP<8gsVf"16 J (ICA3043)

m: X"aC;<8: ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026 ICA3027
ICA3030 ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043 ICA3044 ICA3045
ICA3046 ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104 ICA3105 ICA3106 ICA3107
ICA3108 ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115 ICA3116 ICA3117 ICA3118 ICA3119
ICA3120 ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126 ICA3127 ICA3128

= 18. SSL_INFO.3NF<VkKO"ssl_info.tblU!$kN SSLNu7*hSh0KX9kps,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)
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= 18. SSL_INFO (3-). 3NF<VkKO"ssl_info.tblU!$kN SSLNu7*hSh0KX9kps,^^lF$
^9#

+i` G<?? J1Jb@

MSG_NUM int aC;<8Vf (,\)

Client_IP char(15) /i$"sHN IP "Il9

m: X"aC;<8: ICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063 ICA5082
ICA5120

= 19. SU.3NF<VkKO"su.tblU!$kN SUh0KX9k\Y,^^lF$^9 (AIX sum0rm<I7F$
klg)#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

AIX O su m0&U!$kK/r-?7J$NG"DATE_TIME +i
`N/Nt,O"n/|_jMKbHE-\/+^?O0/N$:l+
K_j5l^9 (n/|,=_Nn/|hjb#c$lgKO"/Or
/H[j5l^9)#

FROM_USERID char(16) f<6< ID (,\)

TO_USERID char(16) f<6< ID (,\)

LOGIN_STATUS char(7) m0$sNnTu7 : .y^?O:T (,\)

= 20. TUNNEL_CONTEXT.3NF<VkKO"t_cntxt.tblU!$kNh0uVN TUNNEL3sF-9HEM,^^l
F$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

TUNNEL_ID long int HsMk ID (,\)

SRC_IP char(15) w.5 IP "Il9 (,\)

DST_IP char(15) 8h IP "Il9 (,\)

ENCRYPTION char(7) Ef="k4j:`

DES_CBC^?O CDMF

m: X"aC;<8: ICA1043

= 21. TUNNEL_POLICY.3NF<VkKO"t_policy.tblU!$kNHsMk&]j7<&9F<HasH,^^lF$
^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

POLICY char(60) fwpolicyU!$k+iI_hC?]j7<&9F<HasH (,\)

m: X"aC;<8 : ICA1040
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= 22. TUNNEL_STATUS.3NF<VkKO"t_stat.tblU!$kNHsMkNu7Q9KX9kps,^^lF$^9#

+i` G<?? J1Jb@

DATE_TIME date_time "/7gsN|~ (,\)

FIREWALL char(100) U!$"&)<k&^7sN04$~> (,\)

PID int AIX Wm;9 ID"NT 9lCI ID (,\)

MSG_NUM int aC;<8Vf (,\)

SESSION_SCKT long int ;C7gs&=1CH&]<H (ICA1038 Nlg)

MASTER_SCKT long int ^9?<&=1CH&]<H (ICA1038 Nlg)

TUNNEL_ID long int o|7?HsMk ID (ICA1041 Nlg)

m:

X"aC;<8 : ICA1038 ICA1039 ICA1041 ICA1042

v jA5l?]j7<N\Y (ICA1039) O"TUNNEL_POLICY +i~jG-^9#

v jA5l?HsMk&3sF-9HN\Y (ICA1042) O"TUNNEL_CONTEXT F<Vk+i~jG-^9#
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h3O SafeMail Wi0$s&=UH&'"+/-CH

IBM Firewall SafeMail2<H&'$NgJ\*O";-e"&MCHo</eN[9

H>r#7F";-e"*hSs;-e"NMCHo</VGa<kr>w9k3

HG9#

SafeMail 2<H&'$O"H+KO3sFsDNU#k?<h}!=rs!7^;

s#7+7"SafeMail3sFsD&9/j<J<rq-"3lr SafeMail2<H&

'$&Wi0$sH7F FirewalleK$s9H<k9k3H,G-^9# SafeMail2

<H&'$&Wi0$sO"_j9kp`K~8F e-mailNaC;<84Nr=(7

?j+(J/7?j9k3H,G-^9# SafeMail 2<H&'$&Wi0$sO"

SafeMail2<H&'$KMj7F"aC;<8>wrGAZC?j"^?O2<H&

'$GNaC;<8&Um<rvD7?j9k3H,G-^9#

SafeMail h}N5W

SMTP/i$"sH, SafeMail2<H&'$X\39kH" SafeMail2<H&'$

O""FhN SMTP5<P<X\37"/i$"sH+i e-mailNTru1hk?

SK" e-mail aC;<8rlYKlT:D"FhN5<P<XO7^9# SafeMail

2<H&'$O"e-mailNJ+G";-e"&MCHo</N[9H>r#9,WN

"kCjNXC@<TrFq-~_7^9#

3sFsD&9/j<J< (9/j<Ks0&Wm0i`)&Wi0$s,$s9H<

k5lkH" SafeMail 2<H&'$O"e-mail aC;<8NFTHHbK3sFs

D&9/j<J<r2<H&'$LafKFSP7^9# SafeMail2<H&'$O^

?" e-mailaC;<8Nw.5*hS"FhKX9kps"*hS3sFsD&9/

j<J<,#tNFSP7r*_$KX"U1k3H,G-kh&J=N>Nps

bO7^9#3lO"3sFsD&9/j<J<,aC;<8r Firewall XO9+I

&+rhj9k0KaC;<84Nr,O7J1lPJiJ$lgK-zG9#

SafeMail2<H&'$,;-e"&MCHo</eN[9H>r#9?aK"XC@

<rFq-~_7J1lPJiJ$lgO"XC@<,q-~^lk0K3sFs

D&9/j<J<&Wi0$s,FSP5l^9#

SafeMail 2<H&'$&Wi0$sNn.

SafeMail 2<H&'$&Wi0$srn.7$s9H<k9kKO"J<rT$^

9#

v Wi0$s DLL QN=<9&3<Irq/#

v DLLrn.9k#

v Firewall K DLL r$s9H<k9k#

ROOTDIR¥samples¥safemail KO"3sFsD&9/j<J<&Wi0$sQN5sW

k&3<I",\NXC@<&U!$k"*hS IBM Visual Age JiSK Microsoft

Visual C++QNn.U!$kNc,^^lF$^9# ROOTDIRO" IBM Firewall

N?<2CH&m1<7gsH7F$s9H<kN]K*r7?G#l/Hj<G

9#
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=<9&3<Irn.9k

3sFsD&9/j<J<&Wi0$sO"J<NWmH?$WrbD UsrCheckH

FPlk!=rBT7J1lPJj^;s#

int _Export UsrCheck(pCheckData Data);

3lO"3sFsD&9/j<J<Khk!:QN e-mail aC;<8TrbDH-

K"SafeMail2<H&'$,FSP9~j}@G9#3N!=G"3sFsD&9/

j<J<O e-mailaC;<8Tr!:7"SafeMail2<H&'$bG e-mailaC;

<8NUm<r3T5;klgO 0 r"^?O SafeMail2<H&'$KaC;<8

h}rGAZi;klgO 0 J0Ntzra7^9#

SafeMail2<H&'$*hS3sFsD&9/j<J<VN$s?<U'<9N04

J-RKD$FO" ROOTDIR¥samples¥safemail bN usrcheck.cK"k5sWk&3

<Ir2H7F/@5$#

!:!=N pCheckDataQia<?<O" ROOTDIR¥samples¥safemail N usrcheck.h

G8q=5l? C =$G9#3N=$KO" SMTP5<P<Nw.5"Il9*h

S"Fh"Il9d" SMTP5<P<w.*hSu.QNMCHo</&?$W (;

-e"^?Os;-e") JIN"h}5lk e-mailaC;<8KX9kEWJps

,^^lF$^9#3N=$KO^?"3sFsD&9/j<J<,#tNFSP

7r18 e-mailaC;<8HX"U1k3H,G-kqCX"Rb^^lF$^9#

DLL rn.9k

3sFsD&9/j<J<&Wi0$sN=<9&3<Irq-*okH"=N3

<Ir DLL X3sQ$k7"8T89k,W,"j^9# DLL N>0O"smusr.dll

K7JlPJj^;s#UsrCheck~j}@O" DLL +i(/9]<H9k,W,"

j^9# DLL r5NKn.9k?aK,WHJk,ZJ3sQ$k&*W7gs*

hS"8T8Qia<?<NcKD$FO"ROOTDIR¥samples¥safemail bNn.U!

$kN5sWkr2H7F/@5$#n.U!$kN5sWkO"IBM VisualAge C++

*hS Microsoft Visual CQKs!5l^9#

DLL r$s9H<k9k

5oK smusr.dllrn.7?i"3lr Firewall K$s9H<k7^9# smusr.dll

r"Firewall N ¥bin G#l/Hj<K3T<7^9#!K"Windows NT3sHm

<k&QMk+i5<S9)f^M<8c<rHQ7"Wi0$s,m<I5lk

h&K IBM Firewall SafeMail5<P<rd_5;FO05;^9#

IBM Firewall KO"¥bin G#l/Hj<bK5sWkN smusr.dll,1-5lF$^

9#H+N smusr.dllr3NG#l/Hj<K3T<9k0K"#eH+NWi0$s

r|n9k3H,"klgK|5G-kh&"5sWkN DLL N>0rQ97F*

$F/@5$#

3sQ$i<>O"\OH!N 2 DNOK*$FO"$s9?s94HK[Jj^

9# 3 DNO9YFK*1k 2 DN3sQ$i<O18bNG9#

44 IBM Firewall Windows NTG: rbq



h4O Log Archiver Wi0$s&=UH&'"+/-CH

IBM Firewall m0&G<bsO"m0psr"=./i$"sHNVm0!=W@$

"m0&\C/9GXj7?U!$kKq-~_^9#j|*KE$m0&l3<

Ir"<+$V9k?aKO" fwlogmgmt 3^sIrHQ7F/@5$#Lo"

fwlogmgmt 3^sIO" Windows NT 918e<i<+iBT7^9#GU)kH

GO"fwlogmgmt 3^sIOE$m0&l3<IrG#l/Hj<K"<+$V7"

=lir Windows NT5L3^sIrHQ7F5L7^9#?@7"Log ArchiverW

i0$srq-~`3HG"GU)kHN"<+$V0nrV-9(k3H,G-

^9#

Log Archiver Wi0$sNn.!

Log Archiver Wi0$srn.9kKO"J<rT$^9#

1. Wi0$s DLL QN=<9&3<Irq/#

2. DLLrn.9k#

3. Firewall K DLL r$s9H<k9k#

ROOTDIR¥sample¥logarch G#l/Hj<KO"m0&"<+$P<&Wi0$sQ

K" Firewall NGU)kH0n*hS IBM Visual Age for C++ Qn.U!$kr

#=9k5sWk&3<I,^^lF$^9# ROOTDIRO" IBM Firewall N?<

2CH&m1<7gsH7F$s9H<kN]K*r7?G#l/Hj<G9#

=<9&3<INn.

Log ArchiverWi0$sO"Firewall ,"<+$V!=rBT9k?aKHQ9k!

=N;CHr_j9k,W,"j^9#3liN!=N6?O"

ROOTDIR¥sample¥logarch G#l/Hj<N fwarch.hKjA5lF$^9#

3liN!=KhCF""<+$VXNU!$kNIC""<+$V+iNU!$

kN4-P7""<+$VNG7=("*hS"<+$VbNU!$kNj9HJ

INp\*J"<+$V!=,BT5l^9#

3liN!=KX9k\YO" ROOTDIR¥sample¥logarch G#l/Hj<N fwarch.c

K"k5sWk&3<Ir2H7F/@5$#

DLL rn.9k

Log ArchiverWi0$sN=<9&3<INq-~_,*okH"=N3<Ir DLL

X3sQ$k7"8T89k,W,"j^9# DLL N>0O"fwarch.dllK7J1l

PJj^;s# fwarch.hbKj9H5lk9YFN!=O"DLL +i(/9]<H

5lk,W,"j^9#

5sWk&3<Ir,ZJ DLL Xn.9k?aN IBM VisualAge for C++ QNn

.U!$kN5sWkO" ROOTDIR¥sample¥logarch G#l/Hj<K"j^9#
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DLL N$s9H<k

5oK fwarch.dll rn.7?i"3lr Firewall K$s9H<k7^9# fwarch.dll

r ROOTDIR¥bin G#l/Hj<X3T<7^9#

Firewall NGU)kHN fwarch.dll b^?"3NG#l/Hj<K"j^9#V9Q

N DLL r3NG#l/Hj<X3T<9k0K"3N DLL NPC/"CWrHk

+"^?O>0rQ97F*$F/@5$#

^?"GU)kHN DLL rV-9(k]KO"fwlogmgmt 3^sI*hS IBM

Firewall m0&G<bs,=~@GT/7F$J$3HrN'7F/@5$#5<S

9)f^M<8c<rHQ7F IBM Firewall m0&G<bsr$C?sd_5;"

DLL rV-9(?eGFO07F/@5$#
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h5O H+N'Z}0Ns!

\OGO"f<6<H+N'Z}0Ns!KD$Fb@7^9#

f<6<s!N'Z

G#l/Hj< ROOT_DIR¥bin¥authsdk K"f<6<'ZN5sWk,QU5lF$

^9# QU5lF$kU!$kO"J<NH*jG9#

v authschm.h -$s?<U'<9jAU!$k

v authus.cpp -5sWk&9-<`N=<9&U!$k

v gwauth4.lib -U!$"&)<kNi$Vij<

v msvc++.mak - Microsoft Visual CN Make U!$k

v schmname.h -$s?<U'<9jAU!$k

v vac++.mak - IBM Visual AgeN Make U!$k

J<N3^sIrHCF"IBM Visual Age Nf<6<'Z5sWkr3sQ$k7

^9#

v nmake -f vac++.mak - DLLNn.

v nmake -f vac++.mak install - DLLNn.*hS$s9H<k

v nmake -f vac++.mak clean -m<+k&G#l/Hj<N*kh}

J<N3^sIrHCF"Mircosoft Visual CNf<6<'Z5sWkr3sQ$k

7^9#

v nmake -f msvc++.mak - DLLNn.

v nmake -f msvc++.mak install - DLLNn.*hS$s9H<k

v nmake -f msvc++.mak clean -m<+k&G#l/Hj<N*kh}

=UH&'"+/-CHrHQ7FNf<6<s!'Z9-<`Nn.

IBM Firewall KO"h0TN'Z;-ejF#<=JrH_~`?aNWi0$s&

$s?<U'<9,QU5lF$^9#U!$"&)<kN'Z9-<`&$s?

<U'<9KWi0$s9k'Z9-<` .dll rn.9k3HKhCF"3l,D=

KJj^9#

U!$"&)<kN'Zh}N5b

J<NU!$"&)<k&5<S9GO"f<6<,U!$"&)<k&5<S9

K"/;99k0K"f<6<r'Z7J1lPJj^;s#

v IBM Firewall =.5<P<

v IBM Firewall Wm-7< FTP G<bs

v IBM Firewall Wm-7< HTTP G<bs

v IBM Firewall TelnetG<bs

v IBM Firewall Socks5<P<

U!$"&)<kKO"J<N'Z9-<`,QU5lF$^9#
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9YFrX_

f<6<O"oK5<S9XN"/;9rq]5l^9#

9YFrvD

f<6<O"N'J7G5<S9XN"/;9rvD5l^9#

U!$"&)<k&Q9o<I

f<6<O"U!$"&)<k&f<6<&G<?Y<9KjA5l?Q9

o<INN'ru1^9#

m0*s&Q9o<I

f<6<O"Windows NTNm0*s&Q9o<INN'ru1^9#

SecureNetKey
f<6<O"AssureNet Pathways SecureNet KeyKhCF'Z5l^9#

SecurID +<I

f<6<O"Security DynamicsRN SecurID;-ejF#<&+<IKhC

F'Z5l^9#

HQ9k'Z9-<`O"f<6<1L"5<S91LGjA9k3H,G-^

9#?H(P"!Nh&KU!$"&)<kr=.9k3H,G-^9#John, IBM

Firewall =.5<P<Km0*s9k]"Windows NTm0*s&Q9o<IrN'

9kh&K7^9#7+7"John, IBM Firewall TelnetWm-7<rHQ9klg

KO"SecurID+<IrHCF'Z7^9#l}"f<6< Mary , IBM Firewall =

.5<P<Km0*s9k]O"U!$"&)<kNQ9o<IrN'9kh&K

7^9#U!$"&)<ks!N'Z9-<`*hS=Nf<6<4HNjA}!

KX9k\YKD$FO" IBM Firewall HQTNjz- NI}KX9kOr2H7

F/@5$#

IBM Firewall KQU5l?'Z9-<`N[+K"f<6<s!N'Z9-<`r 3

D^G$s9H<k9k3H,G-^9#{8N;-ejF#<&$sUi9Hi

/Ac<HPC9k?aK"f<6<,3&7?9-<`rn.9k3HbG-^

9#^?"h0TN;-ejF#<&Ys@<+i~j7?=JrU!$"&)<

kKH_~`3HbG-^9#

f<6<s!N'Z9-<`b^a"U!$"&)<kNF'Z9-<`O"'Z

9-<` API r$sWjasH9k DLL KhCF=5l^9# 3N API O"'

Z9-<`,U!$"&)<kK+JP?9k}!"*hSU!$"&)<k,=

N9-<`K'ZWarO9}!rjA7^9#

f<6<s!N'Z9-<`Nn.

f<6<s!N'Z9-<`rn.9kKO"J<N9FCW,,WG9#

v 'Z9-<` API r$sWjasH9k=<9&3<INn.

v =<9&3<IN3sQ$k*hS DLL XNjs/

v DLL NU!$"&)<kXN$s9H<k

Microsoft Visual C++*hS IBM Visual Age C++ N5sWk makeU!$k@1

GJ/"f<6<s!N'Z9-<`rn.9k]K,WHJk C N=<9&XC@

<&U!$kHi$Vij<&U!$kb ROOTDIR¥bin¥authsdk K"j^9#
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=<9&3<INn.

9YFN'Z9-<`O"J<N 2 DN3HrToJ1lPJj^;s#

1. U!$"&)<kXN+JP?

2. AuthSchmFnN$sWjasH

U!$"&)<kXNP?: U!$"&)<k&5<S9,+O9k0K"U!$"
&)<kO ¥bin¥authschm 5VG#l/Hj<K"k9YFN DLL rm<I7^

9#F DLL ,m<I5lk]"=Ni|=k<AsOU!$"&)<kN

registerAuthSchmH$&XtrFSP7F"U!$"&)<kK+JP?rToJ1

lPJj^;s#

registerAuthSchmXtNWmH?$WO"authschm.hXC@<&U!$kKjA5l

F$^9#3lKO"18/ authschm.hKjA5l? AuthSchmInfo=$NrX9]

$s?<G"kQia<?<, 1 D"j^9# AuthSchmInfo=$NO"U!$"&

)<k,'ZWar'Z9-<`KO9?aKFSP9,ZJ AuthSchmFnN"Il

9H'Z9-<`>rX"U1^9#

f<6<s!N'Z9-<`O"J<N 3 DN>0N&A$:l+ 1 DrHoJ1

lPJj^;s#

1. user

2. userauth2

3. userauth3

XC@<&U!$k schmname.hKO"3liN>0N?aKjA5l?-f>,"

j^9#f<6<s!N'Z9-<`O"(sI&f<6<,3liN 3 DN>0N

IlrHQ9k+rXjG-kh&K_W5lF$^9#7?,CF"2 DN[Jk

9-<`,18>0r,WH7Fb$K;:"18U!$"&)<kK#tNf<

6<s!'Z9-<`r$s9H<k9k3H,G-^9#

DLL i|=k<As,5oK register AuthSchmrFSP7F"FSP7hKaC?

e" DLL O'ZWaNh}`wr0(^9# 3N?a"DLL i|=k<AsGb

9-<`C-Ni|=rT&,W,"klg,"j^9#

AuthSchmFn N$sWjasH: F'Z9-<` DLL O" authschm.hKjA5

l?WmH?$WrHCF AuthSchmFnHFPlkXtr$sWjasH7J1lP

Jj^;s# AuthSchmFnXtKO"Qia<?<, 1 D (AuthReq=$NrX9

]$s?<) "j^9# AuthReq=$NO"=TN'ZWaKX"9k9YFNps

r^`J1J C =$NG9# AuthReqO authschm.hKjA5l^9#AuthReq=

$NKO"'Z5lkf<6<N>0"'ZrWa9kU!$"&)<kN=.W

G / 5<S9"WaKX9k=N>Nps,^^l^9# AuthReq=$NNpsN

04Jj9H*hSb@KD$FO" authschmhK"k=NpsNmar2H7F/

@5$#

AuthReq=$NKO"f<6<>HU!$"&)<k=.WGN[+K"'Z9-<

`r$sWjasH9k]KCKEWJ 3 DNQia<?<,"j^9#

gwaput
U!$"&)<k,s!9k3<kPC/&k<AsN"Il9G9#'Z

9-<`Of<6<KaC;<8rwk,W,"kH-O$DGb3lrH

Q9k3H,G-^9# ?H(P"'Z9-<`,f<6<KWmsWH&
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aC;<8r/T9k,W,"klg" gwaputQia<?<K"k~j}@

rFSP7F3lrT$^9# gwaput3<kPC/XtNWmH?$WO

authschm.hN AuthSchmPut?$WjAG9#3NFSP7G AuthSchmFn,

O5J1lPJiJ$Qia<?<N04j9HO" AuthSchmPut?$Wj

ANmar2H7F/@5$#

gwaget
U!$"&)<k,s!9k3<kPC/&k<AsN"Il9G9#'Z

9-<`O'Z5lk(sI&f<6<+iN~zr!w9k,W,"kH

-O$DGb3lrHQ9k3H,G-^9# ?H(P"'Z9-<`,f

<6<+iQ9o<Ir@k,W,"klg" gwagetQia<?<K"k~

j}@rFSP7F3lrT$^9# gwaget3<kPC/XtNWmH?$

WO authschm.hN AuthSchmGet?$WjAG9#3NFSP7G

AuthSchmFn,O5J1lPJiJ$Qia<?<N04j9HO"

AuthSchmGet?$WjANmar2H7F/@5$#CKEWJQia<?

<O echoQia<?<G9# AuthSchmFnO3NQia<?<rHCF"

f<6<N~zr(3<&PC/9k+I&+rXj9k3H,G-^9#

opaque_data
U!$"&)<kO opaque_dataU#<kIrHQ7F" AuthSchmFnXN

FSP7H=N3<kPC/&k<AsXNFSP7rX"U1^9#

gwagetk<As^?O gwaput k<AsrFSP9]" AthSchmFnO

AuthReq=$NGO5l?NH18 opaque_dataMrO7^9#

'Z9-<`O9YFNU!$"&)<k=.WGHPCG-J1lPJiJ$3

HKmU7F/@5$# ltNU!$"&)<k=.WGO"(sI&f<6<HN

#tNN' / ~z@$"m0r5]<H9k3H,G-^9# 3liN=.WGO

PC0U!$"&)<k=.WGHFPl^9# ltNU!$"&)<k=.WG

O"=NWmH3kC-,6xG1lNN' / ~z7+5]<HG-^;s#3li

O"sPC0U!$"&)<k=.WGHFPl^9#

f<6<s!N'Z9-<`O"INU!$"&)<k=.WG,FSP7rTC

F$k+ (AuthReq=$NN componentU#<kIK(5lF$^9) KhCF=N

6kq$rQ9G-J1lPJj^;s# componentU#<kIN-zJMO

authschm.hKjA5lF$^9#=_"componentU#<kIG-zJMOJ<NH

*jG9#

= 23. componentU#<kIN-zJM

AuthSchm.h N=.WG-

f

U!$"&)<k=.WG PC0 /sPC0

AUTHSCHM_UNKNOWN 7,N^?O$'1NU!$

"&)<k=.WG

PC0H0s

AUTHSCHM_REMADMIN =.5<P< PC0

AUTHSCHM_FTP FTPWm-7< sPC0

AUTHSCHM_TELNET TelentWm-7< PC0

AUTHSCHM_HTTP HTTPWm-7< PC0

AUTHSCHM_SOCKS_PWD Q9o<I'ZrHQ9k

Socks5<P<
sPC0
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= 23. componentU#<kIN-zJM (3-)

AuthSchm.h N=.WG-

f

U!$"&)<k=.WG PC0 /sPC0

AUTHSCHM_SOCKS_CRAM CRAM'ZrHQ9k Socks
5<P<

PC0

AUTHSCHM_REMIPSEC jb<H&/i$"sH

IPSEC5<P< (=_
Windows NTeGOxQT
=)

PC0

AuthSchmFnOh}r0;e" authschm.hKjA5l? GWA aj3<IN 1 D}

CFFSP75KaiJ1lPJj^;s#3Naj3<IrHCF"f<6<,

5oK'Z5l?+I&+"^?"h}fK(i<,"C?+I&+r(7^9#

= 24. GWAaj3<I

aj3<I U#

GWA_OK h}fK(i<OJ/"f<6<O5oK'

Z5l?#

GWA_DENY h}fK(i<OJ$,"f<6<O'ZK

:T7?#

GWA_IOFAILURE f<6<XNWmsWHw.f^?Of<6

<+i~zr@kVK(i<,/8# Lo

3lO"3<kPC/&k<AsK(i<,

/87?]Ka5l^9#

GWA_BUFFERTOOSMALL AuthSchmFnXtO"~zNu.K=,Jg
-5NPCU!<,dj6lJ+C??a

K"f<6<+iN~zru1hk3H,G

-J+C?#

GWA_NOAUTHFN (i< - 'Z9-<`HO5X8#

GWA_FNNOTREG (i< - 'Z9-<`HO5X8#

GWA_RSVNAME (i<- 'ZWaK"=s5l?"3N'Z
9-<`GOHQG-J$>0,^^lF$

?#

GWA_BADNETTYPE (i< - 'Z9-<`HO5X8#

GWA_BADAPP (i< - 'Z9-<`HO5X8#

GWA_BADADDR (i< - 'ZWaGXj5l?"Il9,5
z#

GWA_MEMSHORTAGE (i< - abj<,dj6lJ+C??a
K"'ZWarh}G-J+C?#

GWA_USERDBFAIL (i< - ,WJG<?Y<9r QUERY G
-J+C?#

GWA_REGFAILED (i< - 'Z9-<`HO5X8#

GWA_AUTHERROR (i< - 'Z9-<`C-N(i<ro#

GWA_INTERNAL (i< - 'Z9-<`NFo(i<ro#

AuthSchmFn,U!$"&)<kKaC?]Naj3<I, GWA_OK G"klg"

f<6<O'Z5l"Wa7?5<S9XN"/;9,?(il?HM(k3H,

G-^9# GWA_DENY Os(i<roH7Fh}5l^9,"f<6<OWa7?
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5<S9XN"/;9r]j5l^9#3N[+Naj3<IO9YF(i<ro

G"j"f<6<OWa7?5<S9XN"/;9r]j5l^9#

=<9&3<IN3sQ$k*hSjs/: =<9&3<Ir3sQ$k7F DLL

Kjs/9k]" authschm.hKjA5l?~j}@>rrh9k?aK"

¥bin¥authsdk G#l/Hj<K"k gwauth4.librHCF DLL r gwauth4.dllKj

s/7J1lPJj^;s#^?"AuthSchmFn, DLL +i(/9]<H5lJ$

H$&3HbEWG9# IBM VisualAge C++*hS Microsoft Visual C++N5sW

k makeU!$kO" ¥bin¥authsdk G#l/Hj<K"j^9#

DLL N$s9H<k: DLL ,5oKn.G-?i"=lr ROOTDIR¥bin¥authschm

G#l/Hj<K3T<7"U!$"&)<k&^7srjV<H7F/@5$# U

!$"&)<k, DLL rm<I7"DLL N'Z9-<`rP?9k?aKO"jV

<H,,WG9#

^Ha: 53Z<8N^ 1 O"'Z9-<`Nm<I}!*hS'ZWah}fNEW

JXtFSP7r(7F$^9#
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'Z5<S9rHQ9k,WN"kU!$"&)<k=.WGO" gwauth4HFPl

kU!$"&)<k DLL Kjs/7^9# gwauth4 dll,m<I5lk]"=N

DLLEntryTermk<As,/05l"ROOTDIR¥bin¥authschm N9YFN DLL rBT

~m<I7^9# 'Z9-<` DLL ,m<IK:T7Fb"gwauth4 dllNm<I&

(i<HO+J5l^;s# gwauth4 dllO3liNm<InTr`!=7^9#

'Z9-<`N DLLEntryTermk<As,BT5lkH"'Z9-<`r gwauth4.dll

XP?7^9#3lO registerAuthSchmrFSP7FTol^9# authschm dllO"

DLL ,5]<H9k'Z9-<`4HKhs registerAuthSchmrFSP9,W,"

j^9# registerAuthSchmXtGO5lk AuthSchmInfo=$NO"f<6<&G<

?Y<9K]I5lF$k'Z9-<`N>0H AuthSchmFnXtN~j}@rX"

U1^9# P?XtOO5lk=$NN3T<rn.7^9#7?,CF"authschm

dll O3N=$Nr,WK~8FFxQ / Q99k3H,G-^9# 'Z9-<`

DLL b AuthSchmInfo=$Nrr|9k/-r7^9#

^ 1. DLL Ni|=*hSP?
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registerAuthSchmXtO"9YFNP?Q_'Z9-<`r(9js/&j9Hrn

.9k/-r7^9# gwauth4N DLLEntryTerm k<AsO"j9H&"s+<r

NULL Ki|=7^9#!K"authschm DLLO registerAuthSchmXtrFSP9]

KJ<N3HrT$^9#

1. 'Z9-<`&j9Hr9-cs7F"O5l?>0H18>0r}D`\r5

9#`\,+D+C?lgO=lrj9H+io|7"=NX"-1hr9YF

Cn7^9#

2. AuthSchmInfo=$NKpE$F AuthSchmEntry=$Nrn.7"=lr'Z9-

<`&j9HKIC9k#

3. P?,.y7? (GWA_OK) +:T7? (GWA_REGFAILED) +r(981rF

SP75Ka9#

gwauth4N DLLEntryTerm,F authschm dllNBT~m<IrBT7"+D authschm

DLL ,=N'Z9-<`NP?r0;9kH" gwauth4N DLLEntryTermk<As

OFSP75Kaj^9#3N~@G">N=.WGO gwauth4XtrFSP93H

KhCF"'Z5<S9NWar+O9k3H,G-^9#

gwauth4.dll,"sm<I5lk]"DLLEntryTermk<AsO*;h}N?aKFY

FSP5l^9# *;~KFSP5lkH"3Nk<AsO AuthSchmListN9YF

N AuthSchmEntry`\H=NX"-1hro|7^9#3lO"'Z9-<`,U!

$"&)<k+i+,NP?ruC7J/FQ`h&KTol^9#

'ZWaNh}: U!$"&)<k&5<S9,f<6<r'Z9k,W,"kl

g" gwauth4.dllNXtrFSP7^9# gwauth4O=NFSP75=.WG+ip

sr~j7FU!$"&)<kNf<6<&G<?Y<9r QUERY 7"WaNh}

KHQ9k'Z9-<`N>0rhj7^9#

gwauth4G'Z9-<`N>0,hj9kH"=NP?Q_'Z9-<`&j9Hr

9-cs7F"1>N9-<`r57^9#1>NP?Q_9-<`r!P7?l

g"=_NWar=9 AuthReq=$Nrn.7"=N>0HX"U1il?'Z9-

<` DLL N~j}@rFSP7^9#

gwauth4,FSP7? AuthSchmFnXtOWarh}7"(sI&f<6<HPC9

k,W,"kH-K gwaget*hS gwaput3<kPC/rFSP7^9# h},0

;9kH")fr,ZJaj3<IHHbK gwauth4Ka7^9#

gwauth4O'ZWar8q=9k,ZJm0&l3<Ir-?7"War/.7?U

!$"&)<k=.WGKaCF"'Z9-<` DLL +iu.7?aj3<IrA

B7^9#
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h6O Make Key File Utility (MKKF) NHQ!

;-e" SSL MCHo</\3GO"J<N3H,0sKJj^9#

v SSL QN=.5<P<r=.9k#

v ;-e"L.N?aN-<rn.9k#

v 5<P<eNHi9FCI&k<HH7FXj5lk#

v -<&U!$k&Q9o<Ir#9#

i|5<P<&-<"-<&js0&U!$k"Z@qWarn.9kKO"

MKKF rHQ7F/@5$# MKKF O"GiNZ@qr-<&js0Ku1hj"

-<&U!$k&Q9o<Ir#9NKbHol^9#

-<&U!$kNn.

3Nf<F#jF#<rBT9klgKO"Windows NT"I_K9Hl<?<&"

+&sHrHCFm0*s7J1lPJj^;s#

1. ROOTDIR¥configG#l/Hj<KJ_"J<Nh&K~O7F-<&f<F#j

F#<r+O9k#

c:¥program files¥IBM¥Firewall¥config > mkkf

MKKF Key Manager
Copyright IBM Corp. 1996
All Rights Reserved

2. 77$-<&js0&U!$krn.9k#

Key Ring Menu
Currently Selected Key Ring: (none)

N - Create New Key Ring File
O - Open Key Ring File
X - Exit

Enter a command: n

e-,=(5lF$kH-K ’n’ r~O7F"77$-<&U!$krn.7^

9#

-<&U!$krHQ9k?a"U!$k>rWa9kWmsWH,=(5l^

9#INh&JU!$k>GbH(^9,"GeO .kyr K9k,W,"j^9#

GU)kHGO"U!$"&)<kO fwkey.kyr H$&>0NU!$kr57^

9#

-<&js0&U!$kN>0r~O9k+^?O"ENTERr!7F"GU)k

HN fwkey.kyr ru1~l^9#

MKKF O"77$-<&U!$krn.7"-<&js0&aKe<r=(7^

9#-<&U!$kO"=_*r5lF$k-<&js0H7Fj9H5lk3

HKmU7F/@5$#

3. 77$-<HZ@qWarn.9k#
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Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: w

e-,=(5lF$kH-K ’W’ r~O7F"Key MenuKJ_^9#

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: (none)

L - List/Select a key to work with
C - Create a New Key and Certificate Request
I - Import a key from an Armored key file
X - Exit this menu

Enter a command: c

e-,=(5lF$kH-K ’c’r~O7F"77$-<rn.7^9#

-<&U!$kK-<rJ<9k0K"-<&U!$krQ9o<IG]n7J

1lPJj^;s# MKKF O"-<&U!$kr]n9kNKHQ9kQ9o<

Ir~O9kh&KWa9kWmsWHr=(7^9#Q9o<IO"~O9k

H-K=(5l^;s# MKKF O"Q9o<IN-z|Br_1k+I&+rd

$go;^9#<-,=(5l?i ’n’ r~O7^9#

Enter password to use for the key file: password
Enter the password again for verification: password
Should the password expire?
Enter Y for yes or N for no:
n
Password successfully set.
Press ENTER to continue

MKKF O"n.9k-<N?$Wr~O9kh&KWa9kWmsWHr=(7

^9#

Choose Certificate Type Menu
S - PEM Certificate Request Format (Private Enhanced Message)
P - PKCS10 Certificate Request Format
C - Cancel

Enter a command: s

e-,=(5lF$kH-K ’s’ r~O7F"PEM Z@qj/(9HA0rn.

7^9# MKKF O"uNZ@qr8.7^9#

Compose Secure Server Certificate Menu

Current Certificate Information
Key Name: (none)
Key Size: 0
Server Name: (none)
Organization: (none)
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Organization Unit: (none)
City/Locality: (none)
State/Province: (none)
Postal Code: (none)
Country: (none)

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: m

’m’ r~O7F"uNZ@qrQ97^9#7,Z@qKX9kpsr~O9kh

&KWa9kWmsWH,=(5l^9#

v HQ9k>0r~O7^9#3N>0O"$UN9Hjs0rHQG-"

MKKF f<F#jF#<GN_Hol^9#

Enter a name to use for the key entry:

Firewall Key

v -<N5$:r~O7^9# IBM Firewall O"(/9]<HD=P<8gsN

MKKF N_rPY7^9# Gg-<&5$:O"1024G9#

1: 508
2: 512
3: 768
4: 896
5: 1024
Enter the number corresponding to the key size you want:

2

v U!$"&)<kK"04$~ TCP/IP [9H>r~O7^9 (?H(P"

jupiter.raleigh.ibm.com)#

Enter the server's fully qualified TCP/IP domain name or press
Enter by itself to leave the field blank

jupiter.raleigh.ibm.com

v H%>r~O7F"Z@qHX"U17^9#(?H(P"qR>)

Enter Organization Name for the certificate
or press ENTER by itself to leave the field blank.

AAA Inc.

v H%Ntg>r~O7^9#(?H(P"tp>)

Enter Organizational Unit Name for the certificate
or press ENTER by itself to leave the field blank.

Network Security Products

v Z@qrHQ9kTTN>0r~O7^9#

Enter Locality/City Name for the certificate
or press ENTER by itself to leave the field blank.

RTP

v #^?OO}N>0r~O7^9#
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m: Z@qNEMKhj"3NU#<kIOGc 3 8zGJ1lPJj^;s#

2 8zN#NJ,AO5zG9#

Enter State/Province Name for the certificate
or press ENTER by itself to leave the field blank.
State/Province must be at least three characters long.

N.C.

v 9XVfr~O7F"Z@qHX"U17^9#(3lO"9XVf3<IH

18)

Enter Postal Code for the certificate
or press ENTER by itself to leave the field blank.

27709

v 2 8zNqL3<Ir~O7^9#

Enter Country Code for the certificate
or press ENTER by itself to leave the field blank.
Country code must be exactly two characters long.

US

MKKF ,f<6<+i9YFNpsr8akH"Z@q,=(5l^9#

Compose Secure Server Certificate Menu

Current Certificate Information
Key Name: Firewall Key
Key size: 512
Server Name: jupiter.raleigh.ibm.com
Organization: AAA Inc.
Organizational Unit: Network Security Products
City/Locality: RTP
State/Province N.C.
Postal Code: 27709
Country: US

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: r

Z@qpsK?i+Nmj,"C?lgKO"’m’ r~O7F{59k3H,G-

^9# ps,571lP"’r’ r~O7F"77$-<H=lKX"7?-<&U

!$krn.7^9#

MKKF O"Z@qrJ<9kU!$krXj9kh&KWa9kWmsWHr=

(7^9#$UNU!$k>rH(^9,"-<&U!$kH18p\>rHQ

7"H%R .cert rIC9kH$&-^jK>&3Hr*+a7^9#

Enter file to store the certificate request in:
fwkey.cert
Creating Private Key...
Private key was successfully created.
Creating certificate request...
certificate request was successfully created
Adding new key to key file.
The new key and certificate request were created successfully.
Press ENTER to continue
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4. 7?Kn.7?-<rGU)kHK9k#

-<*hSZ@qrn.7?e"-<&aKe<,=(5l^9#7?Kn.7

?-<O"*rQ_-<`\H7Fj9H5l^9#

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

L - List/Select a Key To Work With
S - Show Information about Selected Key
D - Delete Selected key
C - Create a New Key and Certificate Request
I - Import a Key From an Armored Key File
E - Export Selected Key To an Armored Key File
F - Make Selected Key the Default Key for this Key Ring
U - Unmark Selected Key's Trusted Root Status
R - Create A Certificate Request for Selected Key
X - Exit This Menu

Enter a command: f

7?Kn.7?-<r-<&U!$kNGU)kHN-<K7J1lPJj^;

s#0NcG(7?h&K"’f’ r~O7^9#hVrN'9kWmsWH,=(

5l^9#

Key Menu
Currently selected key: Firewall Key
Are you sure you want to make this key the default?
Enter Y for yes or N for No:
y
Key was made the default key.
Press ENTER to continue

-<,GU)kHH7F^</5lkH"-<&aKe<,=(5l^9#

Key menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

L - List/Select a Key To Work With
S - Show Information about Selected Key
D - Delete Selected key
C - Create a New Key and Certificate Request
I - Import a Key From an Armored Key File
E - Export Selected Key To an Armored Key File
F - Make Selected Key the Default Key for this Key Ring
U - Unmark Selected Key's Trusted Root Status
R - Create A Certificate Request for Selected Key
X - Exit This Menu

Enter a command: x

’x’ r~O7F"-<&aKe<r*;7^9#

5. Z@qr-<&js0&U!$kKu1hk#

-<&js0&aKe<,=(5l^9#

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
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C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: r

m: U!$"&)<kO'Zr\*H7F SSLrHQ7J$NG"'Z"BKh

kZ@qNp>O,:7b,W"j^;s#

Enter file name or press ENTER for Cert.txt.
fwkey.cert
This is a self-signed certificate. Add it to the key file?
Enter Y for yes or N for no:
y
Certificate added to key ring.
Press ENTER to continue

6. -<&U!$kN#7U!$krn.9k#

Z@q,-<&js0KIC5l?e"-<&js0&aKe<,=(5l^

9#

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: c

-<&U!$kN#7U!$krn.9k,W,"j^9# 0NcK"kh&

K"’c’ r~O7^9# MKKF O"-<&U!$k>H18p\>rHQ7".sth

rH%RH7FU1^9#

Stashed password file saved to fwkey.sth
Press ENTER to continue

#7U!$k,n.5l?e"-<&js0&aKe<,=(5l^9#

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: x
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-<&U!$kO=_HolF$^9#e-,=(5lF$kH-K ’x’ r~O

7"MKKF r*;7^9#-<&U!$kKP9kQ9bFr]89kKO"<

-,=(5l?i ’y’ r~O7^9#

Key ring file has been changed. Save?
Enter Y for yes or N for no:
y
Key ring saved to fwkey.kyr
Press ENTER to continue
#

7. =.U!$kr979k#

-<&U!$kNn.e"fwcfgsrv 3^sIrHQ7F=.5<P<&Qia<

?<&U!$kbN-<&U!$k>rXj7J1lPJj^;s#

=.5<P<K SSLEf=rHQ7F$klg"1MK fwcfgsrv 3^sIrH

Q7F encryption=ssl*W7gsr_j9k,W,"j^9#

fwcfgsrv 3^sINHQe"5<P<&5<S9rd_7FFO07F/@5$#
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h7O c2IZ*hSF9H

\OGO"IBM Firewall N;CH"CW~*hS=.~K/89k&LdjN$/D

+KD$F"c2IZN}!rb@7^9#

dj,/87F$klgKO"^:U!$"&)<k&m0 (debug %hgL) rn

.7F"m0Kwilkpsr}d7F/@5$# \YKD$FO"6Z<8NXm

0&U!$kI}Yr2H7F/@5$#

$s9H<k*hS;CH"CW

U#k?<&5]<HK:T

djNb@

!Nh&J(i<&aC;<8ru1hj^9#

U#k?<&5]<HN!ZK:T7^7?#=1CHn.FSP7O:T7^7
?#
Q9>GXj5l?U!$kdG#l/Hj<O8_7^;s#

3NdjO"$s9H<kNeGU!$"&)<krjV<H7F$J$?

aK88^9#

d)hV

U!$"&)<krjV<H7"Wm7<8c<rFnT7F/@5$#

P)XjNdj

IBM Firewall N IP k<F#s0NF9H H$&?$HkNV;-ejF#<&]

j7<W@$"m0&\C/9G"P)XjNdjNGPC0Kr)D!=,s!

5l^9#3NA'C/&\C/9rHQD=K7"\3=.rh0=7F"\3

,'Nm0rHQD=K7F/@5$# =N"HG"U!$"&)<kr4YF"U

!$"&)<krp7F.lF$k9YFNQ1CHKX9k\Ypsr+F/@

5$#

GiK IP "Il9rHQ7F3liNF9HrT$"!K[9H>rHQ7FF9

HrTCF/@5$#"Il9rHQ7?lgKHiU#C/,57$P)r.

l">0rHQ7?lgK57$P)r.lJ$lgKO"\YKD$F 65Z<8N

XDNS NdjYr2H7F/@5$#

U!$"&)<k+i[9HXN ping ,G-J$
djNb@

MCHo</&$s?<U'<9,57/=.5lF$^;s#

d)hV

*Zl<F#s0&79F`NqAr2H7F/@5$#

djNb@

s;-e"&MCHo</HN\3,57/=.5lF$^;s#
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d)hV

$s?<MCH&5<S9s!TK"m7F"guru1F/@5$#

djNb@

;-e"&MCHo</,k<?<J_K,%5lF$klgKO"U!$

"&)<kG"=Nk<?<^GNE*P),Xj5lF$J1lPJj^

;s# netstat -rn rHQ7FE*P)Xjr!:7F/@5$#

netstat -rn

Protocol Family 2NlgNPOO!Nh&KJj^9#

nrr.nrr.nrr.nrr
$s?<MCHXNk<?<r=7"GU)kHP)HJj^9#

GU)kHP)OE*P)JUi0 =UGKG9#

nnn.nnn.nnn
;-e"&Ia$sr=7^9#3lO$s?<U'<9P)JU

i0 =UKG9#

nnn.nnn.nnn.nnn
s;-e"&$s?<U'<9r=7^9#

sss.sss.sss
HQfN;-e"&Ia$sr=7^9#3lO$s?<U'<9

P)JUi0 =UKG9#

1sss.sss.sss.sss
HQfN;-e"&$s?<U'<9r=7^9#

11ss1.ss1.ss1
*RMNMCHo</N;-e"&N5VIa$sr=7"

srr.srr.srr.srrO=N5VIa$sXNk<?<r=7^9#3lOE*

P)JUi0 =UGKG9#

127.0.0.1
k<WPC/^?Om<+k&[9HG9# 3lO$s?<U'<9

P)JUi0 =UKG9#

=l>lN$s?<U'<94HK$s?<U'<9P)rQU9k,W,

"j"GU)kHNk<?<OU!$"&)<kNs;-e"&K"kk<

?<rX9,W,"j^9#

d)hV

k<?<XNE*P)rIC7F/@5$#k<?<NI}TK"m7F/

@5$# route add 3^sIrHQ7F/@5$#

Destination Gateway Flags ....
default nrr.nrr.nrr.nrr UG
nnn.nnn.nnn nnn.nnn.nnn.nnn U
sss.sss.sss sss.sss.sss.sss U
ss1.ss1.ss1 srr.srr.srr.srr UG
127 127.0.0.1 U

^ 2. netstat -rn+iNPOc.
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djNb@

;-e"&$s?<U'<9e^?O\37h&H7F$k[9HeN5V

MCH&^9/,57/J$D=-,"j^9#

d)hV

/i$"sHN=.f<F#jF#<rHQ7F"^9/N_jr{57F

/@5$#

;-e"&[9H+is;-e"&[9HXN ping ,G-J$ (^?OU
}~)

djNb@

U!$"&)<kKY\9kFk<?<KO"U!$"&)<kJsN8h

MCHo</bN2<H&'$H7F=NU!$"&)<krXj9kE*

P),^^lF$J1lPJj^;s#

d)hV

k<?<NI}TK"m7F/@5$#

djNb@

;-e"&MCHo</,"s;-e"&MCHo</GP)XjD=J$

P?N"Il9JRFC 1597GXj5lF$kWi$Y<H&"Il9r^_

^9KrHQ7F$klgKO"Q1CH,w.&KwjV5lk3HO"

j^;s#

d)hV

P?Q_"Il9rXj7F/i$"sHrHQ7F/@5$#

DNS Ndj

U!$"&)<k DNS O";-e"&M<`&5<P<rHq7F>0rrh7^

9#;-e"&M<`&5<P<O";-e"&MCHo</bN9YFN>0r

rh7^9#s;-e"&M<`&5<P<O";-e">KX9kWarU!$

"&)<k&M<`&5<P<K>w7^9#U!$"&)<k&M<`&5<P

<O"s;-e">rHq7FWarrh7^9#

DNSNdjO">N(j"NU!$"&)<k`nKbFA9klg,"j^9# @

i+K DNS KOX87F$J$djGb DNS r!:9k3Hr*+a7^9#

3N}!G nslookup f<F#jF#<rHQ7Fdjr,%9k?aNF9FCW

NcrJ<K(7^9#3liNcGO"J<NM,HQ5lF$^9#

www.ibm.com
s;-e"&MCHo</bN$UN[9H>r=7^9#

nns.nns.nns.nns
s;-e"&M<`&5<P<N"Il9r=7^9#

sns.sns.sns.sns
;-e"&M<`&5<P<N"Il9r=7^9#

host.secure.company.com
;-e"&MCHo</bN$UN[9HN>0r=7^9#
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127.0.0.1
U!$"&)<kbNk<WPC/&"Il9r=7^9#

3liNMO"=./i$"sHNVIa$s&M<`&5<S9W@$"m0&

\C/9+i@k3H,G-^9#J<NdjrM(k]K"3liNM,,WK

Jj^9#

m: nslookup 3^sI,;-e"&Ia$s>rUC7J$h&K9k?aK"

nslookup 3^sIGXj9k[9H>NeKICHrIC9k,W,"j^9#

DNS ,=.5lF$J$
djNb@

U!$"&)<kN DNS !=,=.5lF$^;s#

d)hV

VIa$s&M<`&5<S9W@$"m0&\C/9r0.5;F/@5

$#

DNS Hq,:T^?O?$`"&H
djNb@

U!$"&)<kNHiU#C/)fG DNSQ1CHr.93H,vD5l

F$^;s#

d)hV

V;-ejF#<&]j7<W@$"m0&\C/9K\j"VDNSHqv

DWA'C/\C/9r*sK7FHiU#C/)frFSh0=7F/@

5$#

nslookup www.ibm.com. nns.nns.nns.nns ,:T

djNb@

s;-e"&M<`&5<P<,Xj5l?"Il9rHQ7F$J$+"

"k$O57/=.5lF$^;s#

d)hV

DNS 5<S9Ns!TK"m7F"-zJM<`&5<P<&"Il9rd

$go;F/@5$#

nslookup www.ibm.com. 127.0.0.1 ,:T

djNb@

Microsoft DNS service ,BT5lF$J$D=-,"j^9# 5<S9)

f^M<8c<+i"3l,BTfG"k+=L7F/@5$#

d)hV

5<S9)f^M<8c<rHQ7F DNS r+O7F/@5$#

nslookup host.secure.company.com. sns.sns.sns.sns ,:T

djNb@

;-e"&M<`&5<P<,@&s7F$^9#
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d)hV

M<`&5<P<rF/07F/@5$#

nslookup www.ibm.com. sns.sns.sns.sns ,:T

djNb@

;-e"&M<`&5<P<, IBM Firewall HL.9kh&K57/=.5

lF$^;s#

d)hV

=.WoKD$FO"IBM Firewall HQTNjz- r2H7F/@5$#

=./i$"sH

5<P<,~z7J$

djNb@

=./i$"sHH=.5<P<,[Jk@lrHQ7F$^9#

d)hV

=./i$"sHNm0*s&QMkG"U!$"&)<kr$s9H<k

7?@lr*r7F/@5$#

djNb@

SSL Ef=,57/=.5lF$J$D=-,"j^9#

d)hV

/i$"sHNVm0*sWQMkG SSL,*r5lF$k3HrN'7F

/@5$#5<S9)f^M<8c<rHQ7F"U!$"&)<kN=.

5<P<rd_7FFO07F/@5$#

djNb@

U!$"&)<kN=.5<P<,HQTDKJCF$kD=-,"j^

9#

d)hV

U!$"&)<kN=.5<P<rBT7F/@5$#

djNb@

U!$"&)<kN=.5<P<,8`J0N]<HrFk7F$kD=-

,"j^9#

d)hV

c:¥winnt¥system32¥drivers¥etc¥services r!:7" ibmfwrcs 1014/tcp H

$&T,^^lF$k3HrN'7F/@5$# LN]<HK"k5<P<

rHQ7?$lgKO"=lKgo;F ibmfwrcs 1014/tcp rT87"/i

$"sHNVm0*sWQMkG=N7,]<Hr,:Xj7F/@5$#

5<S9)f^M<8c<rHQ7F"=.5<P<rd_7FFO07F

/@5$#

djNb@

U!$"&)<kNHiU#C/)f,=.5<P<HNVNL.rvD7

F$J$D=-,"j^9#3lO"jb<H&[9HGBT5lF$k=

./i$"sHK@1FAr?(^9#
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d)hV

=./i$"sH,BT5lF$k^7sHU!$"&)<kHN\3rj

A7F/@5$#=./i$"sHr\3Nw.5H7"U!$"&)<k

r8hK9k,W,"j^9#Q9bFrF8.7F"h0=7F/@5

$# \YKD$FO"IBM Firewall HQTNjz- r2H7F/@5$#

djNb@

=.5<P<,"jb<H&[9H+iNm0$srvD9kh&K=.5

lF$J$D=-,"j^9#

d)hV

fwcfgsrv 3^sIrHQ7F" localonly Qia<?<, no K_j5l

F$k+!:7F/@5$#

=.5<P<Km0*sG-J$

djNb@

U!$"&)<kKhCF'Z5l?Ff<6<>O"$/D+N'Z}0

N&ANIlGbHQ9kh&K=.5l^9#=Nf<6<,CjN5<

S9rHQG-J$h&K9k?aK"V9YFrX_W,HQ5lF$^

9#

d)hV

HQ5lF$kf<6<>NV;-e"I}WU#<kIHVs;-e"I

}WU#<kIr4YF/@5$#3liNU#<kIO"U!$"&)<

k&f<6<GOJ/I}TKP7FN_-zG9#

HiU#C/)f

\3KP9kQ9,-zKJiJ$

djNb@

HiU#C/)fN=.WGKP7FTC?Q9O"h0=5lk^GO-

zKJj^;s#3lKO"V79F`I}WNbHGV;-ejF#<&

]j7<W@$"m0&\C/9rHQ9k3H,^^l^9#

d)hV

V\3Nh0=W@$"m0&\C/9rHQ7F"=.rF8.7"h0

=7F/@5$#

Wm-7<&5<P<

G<?,w.5lJ$

djNb@

U!$"&)<kNWm-7<&5<S9O"$s9H<keK^7s,j

V<H5lk^G+O5l^;s#

d)hV

^7srjV<H7F/@5$#
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djNb@

U!$"&)<kNHiU#C/)fO"Q1CH,U!$"&)<kr>

\.lkNGOJ/"Wm-7<&Wm;9HNVG.lkh&K=.7J

1lPJj^;s#

d)hV

Wm-7<\3N=l>lN&r" IBM Firewall HQTNjz- K-\5

lF$kh&K=.7F/@5$#

D=G"lP (CK FTPHiU#C/KD$FO)"v0jA5l?5<S9

rHQ7F/@5$#

u>9k[9HK\3G-J$

djNb@

Wm-7<HNVGG<?,.lF$kKb++oi:"[9H,\3G-

J$lgKO"/i$"sH,[9H>rrh7F$J$D=-,"j^

9#

d)hV

V;-ejF#<&]j7<W@$"m0&\C/9GVDNSHqvDW,

HQD==5lF$F"\3=.,h0=5lF$k3HrN'7F/@5

$#\YKD$FO" 65Z<8NXDNS NdjYr2H7F/@5$#

djNb@

U!$"&)<kG$:l+NU!$"&)<k&5<S9KhCF'Z5

l?Ff<6<>O"$/D+N'Z}0NIlGbHQG-kh&K=.

9k3H,G-^9#=Nf<6<,CjNWm-7<rHQG-J$h&

K9k?aK"V9YFrX_W,HQ5lF$^9#

d)hV

=./i$"sHNVf<6<W@$"m0&\C/9Gf<6<&"+&

sHN'Z_jMr4YF/@5$#

'Z5<S9

Windows NT "I_K9Hl<?<&"+&sH,'ZG-J$

djNb@

Windows NT"I_K9Hl<?<&"+&sHN firewall 0-O" fwdfadm

NU!$"&)<k&f<6<&G<?Y<9K]I5lF$^9#

d)hV

fwdfadm ,"HQ7h&H7F$k5<S9KP7F57$'Z}0r_j7

F$k+!:7F/@5$#

U!$"&)<k&Wm-7<&f<6<,5'G-J$

djNb@

U!$"&)<k&Wm-7<&f<6<,U!$"&)<k&f<6<&

G<?Y<9KjA5lF$J$lg"f<6<N0-rjA9kNK

fwdfuser >,HQ5l^9#
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d)hV

f<6<,"/;97h&H7F$k5<S9KP7F" fwdfuser's 'Z}

0,57/jA5lF$k+!:7F/@5$#

MCHo</&"Il9Q9

NAT \3,n07J$
djNb@

NAT r_j7h0=7?Kb++oi:"\3,n07^;s#

d)hV

P)XjF<Vk+ NAT =.Kdj,"j^9#

NAT Q1CHQk<HO$+KN)G-k+
djNb@

NAT Q1CHN?aKN)5l?P),"j^;s#

d)hV

U!$"&)<kN0K"kk<?<K"8h"NAT "Il9"2<H&'

$"U!$"&)<krXj7?E*P)rIC7F/@5$#

NAT Kr)Fk3HNG-kGPC0&D<k
djNb@

NAT Kr)Fk3HNG-kGPC0&D<kOJsG"k+#

d)hV

NAT m.s0#0*P?"Il9NI}rHl<9G-kh&KJj^9#

m0!=

m0!=NQ9,5<P<G-zKJiJ$

djNb@

m0!=ro|^?OQ99k]" GUI G0n9kh&K+(^9,"5<

P<KOFA7^;s#

d)hV

79F`rjV<H7F/@5$#

l]<H&f<F#jF#<

U!$kr"/;9fK(i<,/87?

djNb@

e-N(i<O"J<N$:l+N3^sIrHQ7?eG/89k3H,

"j^9#
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db2 -vf fwschema.dll > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > sample.out

d)hV

.ddl".dat"^?O .dml U!$kKO"57$04$~U!$k>r?(F/

@5$#

G<?Y<9XG<?r$s]<HfK(i<,/8

djNb@

db2 -vf fwimport.dat>import.out 3^sINkLU!$k import.outNa

C;<8,"$:l+N$s]<H,:T7?+"t,*K7+.y7J+

C?3Hr(7F$^9#

d)hV

dj,(5l?$s]<H8KP~9k .msgU!$krA'C/7F/@5

$#djKX9k\Y,,+kO:G9#P~9k .tbl U!$kNX"l3

<Ir57F~OG<?r4Y"JK,6xJN+r=L7F/@5$#?

H(P"G<?Y<9N?<2CH&+i`KP7F9a.kH$&3HO

J$G7g&+#?<2CH&+i`&?$WKP7FG<?&?$WO,

ZG9+#~OG<?,57/J$lg"*j8JkNm0&U!$k&l

3<Ir+U1F"fwlogtbl , .tbl U!$k&l3<Ir57/8.9kh

&K9k,W,"j^9#

djrrhG-J$lgO"IBM K5<S9rMj9k0K" import.outU

!$k".msgU!$k"X"9k .tbl U!$k"*hS*j8JkNm0&

U!$kr]I7F/@5$#

h7O c2IZ*hSF9H 71



72 IBM Firewall Windows NTG: rbq



U?A. aC;<8

3NU?KO"IBM Firewall AIX GNaC;<8"IBM Firewall Windows NTGN

aC;<8"*hS>U!$"&)<kK&LNaC;<8,~CF$^9#^

?"IBM Firewall aC;<8KX9kJ<Npsr(7^9#

v aC;<8Nq0

v aC;<8NEgYlYk

v aC;<8H=Nb@

aC;<8*hS=Nb@KD$F5iKps,,WJH-O" 63Z<8NXh7O

c2IZ*hSF9HYr2H7F/@5$#

aC;<8&?0

ICA Gj5l?GiN 3 P$H#

xxxx OO 0000-9999bNtM#

a EgYN81# aC;<8O"$/D+NEgYlYkK,`5l^9#

v i - ps

v w - Yp

v e - (i<

v s - 5<S9

0000-9999NtMO"!Nh&Jo`G,`7^9#

v 0000 - 0999dj~_"i<`

v 1000 - 1999U#k?<

v 2000 - 2999Wm-7<

v 3000 - 3999 socks

v 4000 - 4999]1CH&Yk

v 5000 - 8999HQD=

v 9000 - 9999lL/=N>

aC;<8

ICA0001 "i<H - countN'ZK:T#

b@: 'Zc2N7-$Mro,~?5l^7?#

ICA0002 "i<H - f<6< user_nameN count

N'ZK:T#

b@: CjNm0&aC;<8N!PKX9k7-$M

ro,~?5l^7?#

ICA0003 "i<H - [9H host IP address+i

N countN'ZN:T#

b@: CjN[9H+iN'Zc2N7-$Mro,~

?5l^7?#

ICA0004 "i<H - countm0`\N?0

message_id#

b@: CjNm0&aC;<8N!PKX9k7-$M

ro,~?5l^7?#
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ICA0005 m0&bK?< - abj<T-G9#

b@: Wm;9,abj<rH$T/7^7?#

ICA0006 m0&bK?< - 5<S9&U!$kX
N"/;9K:T: errno

b@: /etc/services+i fwlogmondKX9k`\r!w

G-^;sG7?#

ICA0007 m0&bK?< - =1CHn.K:T7
^7?: errno

b@: =1CHr*<WsG-^;sG7?#(i<&

aC;<8r2H7F/@5$#

ICA0008 m0&bK?< - bind() ,:T7^7?:
errno

b@: =1CHrP$sIG-^;sG7?#(i<&

aC;<8r2H7F/@5$#

ICA0009 7-$MjAU!$kr*<WsG-^;

sG7?: errno

b@: 7-$MjAU!$kXN"/;9fKdj,/

87^7?#(i<&aC;<8r2H7F/@5$#

ICA0010 m0&bK?< - W?*I_hj(i<:
errno

b@: =1CHNI_hjfKdj,/87^7?#(

i<&aC;<8r2H7F/@5$#

ICA0011 7-$MjAU!$kNu7r~jG-^

;sG7?: errno

b@: 7-$MjAU!$kXN"/;9fKdj,/

87^7?#(i<&aC;<8r2H7F/@5$#

ICA0012 m0&bK?<&G<bsr7cCH@&

s7F$^9#

b@: G<bs,[o*;fG"k+"^?O*;70

Jkru1hj^7?#>0Nm0&aC;<8K\Y

,(5l^9#

ICA0013 m0&bK?<,*;70Jkra=/7

^7?#

b@: G<bs,*;70Jkru1hj"7cCH@

&s7^9#

ICA0014 m0&bK?<&G<bsrO07F$^

9#

b@: G<bs,/05l^7?#

ICA0015 m0&bK?<NG<bsrn.G-^;

sG7?#: errno

b@: G<bsNn.,:T7^7?#(i<&aC;

<8r2H7F/@5$#

ICA0016 process id filer*<WsG-^;sG7

? - G<bsO9GKh0fG"kD=
-,"j^9#

b@: G<bs,Wm;9 ID U!$kr*<WsG-

^;sG7?#

ICA0017 Wm;9 ID (process id) r file Kq-~

a^;sG7?#

b@: G<bs,Wm;9 ID rU!$kKq-~a^

;sG7?#

ICA0018 m0&bK?< - uNbNrI_hj^
7?#

b@: G<?NJ$Q1CHru1hj^7?#Q1C

HOK~5l^7?#

ICA0019 m0&bK?< - ;$bNrI_hj^
7?#?0OK~5l^7?#

b@: G<?,T=,JQ1CHru1hj^7?#Q

1CHOQ~5l^7?#

ICA0020 m0&bK?< - mC?A0N ICA ?
0G9#

b@: G<?NA0,mCF$kQ1CHru1hj^

7?#Q1CHOK~5l^7?#
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ICA0021 m0&bK?< - mC?A0N'ZG<
?G9#

b@: G<?NA0,mCF$kQ1CHru1hj^

7?#Q1CHOK~5l^7?#

ICA0022 7-$MjAU!$k (invalid entry) K5
zJ=8,"j^9#

b@: 7-$MU!$kbNX(5l?`\O"=8,

57/"j^;s#

ICA0023 fwmail.conf U!$kr*<WsG-^;

s#

b@: fwmail.confU!$kN*<Ws,:T7?+"U

!$k,uG9#

ICA0024 SMTP 5<P<K\3G-^;s#

b@: SMTP5<P<,HQf+"\3rq]7F$^

9#

ICA0025 YpaC;<8 Email ,:T7^7?#

b@: XjN"Il9Km0&bK?<&"i<H&a

C;<8r email G-^;sG7?#

ICA0051 m0&U!$kK]}9k|t log file

nameO unsigned short integer MGJ

1lPJj^;s#

b@: m0&U!$kXN]}|tO-zJ0tGJ1

lPJj^;s#

ICA0052 "<+$VK]}9k|t log file name

O unsigned short integer MGJ1l

PJj^;s#

b@: "<+$VXN]}|tO-zJ0tGJ1lP

Jj^;s#

ICA0053 logmgmt.cfg U!$kK"km0&U!

$kKX9k#tN`\ log file nameO

vD5l^;s#

b@: logmgmt.cfgNm0&U!$kGO#tN`\Ov

D5lF$^;s#

ICA0054 VariablesU!$kr*<WsG-^;

s#

b@: logmgmt.cfgU!$kr*<WsG-^;s#

ICA0055 logmgmt.cfg U!$kK-zJ`\,"

j^;s#

b@: logmgmt.cfgU!$kK-zJ`\,"j^;s#

ICA0056 m0&aC;<8 ″Variables″ O5zG

9#

b@: m0&aC;<8,5zG9#

ICA1001 HQ7F$kWm;9 ID GU!$krn
.G-^;s#

b@: U!$k fwlogd.pidrq-~sG$kH-K"U

#k?<&m.s0&G<bs,(i<r/+7^7

?#

f<6<NhV: /etc/securityG#l/Hj<,^^lF

$kU!$k&79F`rA'C/7F/@5$#9Z

<9T-uVKJCF$kD=-,"j^9#

ICA1002 cfgfilt Wm0i`HNL.,G-^;
s#

b@: fwlogd.pid U!$k,n.5lF$J$?a"

fwlogd G<bsH cfgfilt "Wj1<7gsJU#k?<

)fK,WKVNL.,TD=KJCF$^9#

f<6<NhV: /etc/securityG#l/Hj<,^^lF

$kU!$k&79F`rA'C/7F/@5$#9Z

<9T-uVKJCF$kD=-,"j^9#

ICA1003 m.s0&G<bsNi|=r3T7F$

^9#

b@: fwlogd G<bsO"O0h}rQ37^9#

ICA1004 U#k?<&m.s0&G<bs fwlogd

(lYk version.release) ,i|=5l^7
?#|U: date~o: time

b@: IP Q1CH&m.s0&G<bs,/05l^7

?#Q1CH&m.s0,HQD=KJCF$klgK

O" fwlogd G<bs,,WJl3<Ir SYSLOGU!

$k local4 Kq-~_^9#
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ICA1005 PCU!<e"UlN?a"filter_rule_no

Q1CH&aC;<8Nm.s0O^_5

l^7?#

b@: fwlogd G<bsNU#k?<&m0&PCU!<

,*<P<Um<7^7?#Xj5l?U#k?<,'

NQ1CH,m0G-^;s#

f<6<NhV: m0rA'C/7F/@5$#U!$

"&)<k,5<S9q] (deny-of-service)"?C/uV

KJCF$k+""k$OT,WJaC;<8rm0K

-?7F$kD=-,"j^9#?H(P"1sL.a

C;<8KOm0)fr no (l=n)K_j7? deny,'r

Xj7F"m0,$CQ$KJkNrI.^9#

ICA1006 W?* fwlogd (i< - failing function:
error message

b@: fwlogd 5<P<,=(5l?!=G:T7^7

?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

fwlogd rF/07F/@5$#

ICA1007 RWm;9rU)</G-^;s: errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

f<6<NhV: (i<=(KpE-",ZJhVrH

CF/@5$#

ICA1008 setpgrp k<As+i(i<,a5l^

7?: errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

ICA1009 2 V\NRWm;9rU)</G-^;
s: errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

ICA1010 3NG<bsO"k<H"BGBT9k,

W,"j^9#

b@: U#k?<&m.s0&G<bsO"root "BN

bHG/09k,W,"j^9#

f<6<NhV: root "Brh@7Fj9?<H7F/

@5$#

ICA1011 +<MkH% load_pathrHq9k?a

N sysconfig FSP7,:T7^7?:
errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

ICA1012 AIX +<MkH% netinetOm<I5lF

$^;s -- 3TG-^;s

b@: netinet GP$9&Ii$P<KU#k?<&5]
<H,^^lF$^;s#

f<6<NhV: U!$"&)<k&3<Ir$s9H

<k7F/@5$#3<I,$s9H<k5lF$F

b"jV<H,BT5lF$J$D=-,"j^9#

ICA1013 =1CHn.FSP7O:T7^7?:
errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

ICA1014 AIX netinet GP$9&Ii$P<,",
\NlYkNbNGO"j^;s#

b@: netinetGP$9&Ii$P<H fwlogd G<bs

,"18lYkKJCF$^;s#

f<6<NhV: 7brrh7"77$ U!$"&)<
k&lYkr$s9H<k7?eG"jV<HrTCF

/@5$#

ICA1015 ioctl() (SIOCGFWLOG) FSP7GN(
i< : errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

ICA1016 =Tx(V-m0TATsr~jG-^;

s#

b@: >0Nm0&aC;<8KX"9kICps,=

(5l^9#

ICA1017 SIOCGFWLOG ioctl() FSP7+i(i
<,a5l^7?#

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#
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ICA1018 W?* fwlogd (i< - failing function:
system error message

b@: fwlogd 5<P<,=(5l?!=G:T7^7

?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

fwlogd rF/07F/@5$#

ICA1019 =|7J$(i<P},"j^7?#rc=
internal_fw_return_code

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

ICA1020 W?* fwlogd (i< - failing function:
aj3<I = 0xfunction return code

b@: fwlogd 5<P<,=(5l?!=G:T7^7

?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

fwlogd rF/07F/@5$#

ICA1021 /dev/ipsp_poif*<Ws~K(i<,/-

^7?: errno

b@: =(5l?GP$9&Ii$P<,$s9H<k

5lF$^;s#

f<6<NhV: 3N U!$"&)<k&3<I,$s
9H<k5lF$klgKO"/tmp/rc/net.outU!$kK

(i<&aC;<8,^^lF$kD=-,"j^9N

G"4YF/@5$#

ICA1022 U#k?<&5]<HN!ZK:T7^7

?#

b@: 3NaC;<8N0K-?5l?(i<,6x

G"U#k?<&5]<Hr!ZG-^;s#

ICA1023 ioctl() FSP7 (SIOCGFWLVL) G(i
<,/-^7?: errno

b@: U#k?<&m.s0&G<bsNO0fK"=

(5l?79F`&(i<,/87^7?#

f<6<NhV: J<N$:l+rTCF/@5$#

v AIX Nlg: 57$lYkNU!$"&)<kN netinet

GP$9&Ii$P<,$s9H<k5lF$k3

H"*hS$s9H<kNeG^7s,jV<H5l

F$k3HrN'7F/@5$#

v OS/390Nlg: 57$lYkN TCP/IP,$s9H<

k5lF$k3H"*hS IPCONFIG FIREWALL =
.9F<HasHrHQ7F+O5lF$k3HrN

'7F/@5$#

ICA1024 U!$k /etc/security/fwlogd.pidNq-~

_(i<G9: errno

b@: =(5l?79F` errno,6xG"fwlogd OX

j5l?U!$kXNq-~_,G-^;s#

f<6<NhV: =(5l?djr{57"U#k?

<&m.s0&G<bsrFO07F/@5$#

ICA1032 U#k?<,',975l^7?#|U:
date~o: time

b@: IP Q1CH&U#k?<,',975l^7?#

ICA1033 U#k?<&5]<H (lYk
version.release) ,i|=5l^7?#|U
: date~o: time

b@: U!$"&)<k&U#k?<&5]<H,i|

_j5l^7?#

ICA1034 U#k?<&5]<H,h0d_5l^7

?#|U: date~o: time

b@ : I P Q1CH&U#k?<O"

/etc/security/fwfilters.cfgU!$kbKjA5l?U#k?

<,'GOJ/"=_OGU)kHNU#k?<,'r

HQ7F$^9#

ICA1035 p1CH&m.s0Nu7O
enabled/disabledK_j5l^7? |U:
date~o: time

b@: Q1CH&m.s0NuV,Q95l^7?#a

C;<8O"?$`&9?sWHHbK=_NuVr(

7F$^9#

ICA1036 #:rule_no R: rule_type direction: interface

s:src_addr d: dst_addr p: protocol tag:

scr_port/icmp_type tag: dst_port/icmp_code

r:routed/local a: secure/non_secure f:yes/no

T:tunnel_id e:C/D/n l:packet_length

b@: m0&l3<IO"h}Q_N IP Q1CHH"

=NQ1CHKP~9kU#k?<,'r(7F$^

9#3Nl3<I,q-~^lk?aKO"M-go;

5lkU#k?<,'Nm0)f,VO$ (yes)WK_j

5lF$k,W,"j^9#3N,'KlW7? IP Q1

CH,Ui0asHNlg"XC@<&Q1CHKD$
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FO"ports/icmp type/codeps,=(5l^9,"XC@

<&Q1CHJ0NQ1CHKD$FO"3NpsH7

F<m,=(5l^9#

ICA1037 #:rule_no action src_addr src_mask

dst_addr dst_mask protocol logical_op

value logical_op value interface_type

routing directionl= log_control

f=fragment_controlt= tunnel_ID enc_alg

auth_alg

b@: U#k?<,',975l?H-"h0uVN,

'Om0Kq-~^l^9#3Nm0&aC;<8O"

h0uVN,'NfN 1 Dr-R7F$^9#

ICA1038 ;C7gs&-<&(s8srO07^7

?#HQ7?;C7gs&=1CH&]<

H: port_no" ^9?<&=1CH&]<

H: port_no

b@: Ef=HsMk,"/etc/servicesbNjAK>$"

Xj5l? UDP]<HVfrHQ7F/05l^7?#

ICA1039 ]j7<r!NbNH7F (F) jA7F
$^9#

b@: U!$k /etc/security/fwpolicyrHQ7F]j7

<&-cC7e,JFKjA5lF$^9#3NaC;

<8NeK"77$]j7<&-cC7e,=(5l^

9#

ICA1040 >]j7<8: tunnel_origin tunnel_end

tunnel_ID encrypt_flag/authenticate_flag

b@: m0K-?5l?T, /etc/security/fwpolicyU!$

k+iI_~^l^7?#

ICA1041 !NHsMkN3sF-9HXjOo|5

l^7?: tunnel_ID

b@: j9H5l? ID NHsMk&3sF-9HOn

0T=KJj^7?#

ICA1042 !NHsMk&3sF-9HXj,jA5

lF$^9#

b@: HsMk&3sF-9HEMO"J<Nm0&l

3<IGj9H5lkh&KjA5lF$^9#

ICA1043 >tunnel_ID: number, src_addr: IP_address,
dst_addr: IP_address, Ef=:algorithm

b@: aC;<8Oh0uVNHsMk&3sF-9H

NG-J0-rj9H7^9#

ICA1044 [9H&+&s?<Yp: IP(IP Address)
,B&r6(^7?

b@: U!$"&)<k&^7sHN\3rn_k;-

e"&[9H,?9.^9#

79F`NhV: \3rT$^9#

ICA1045 TCP ,B&r6(^7?: IP

Address(Port)->IP Address(Port) Oq]5
l^7?

b@: U!$"&)<k&^7srp9k TCP ;C7

gs,?9.^9#

79F`NhV: \3rq]7^9#

ICA1046 UDP ,B&r6(^7?: IP

Address(Port)->IP Address(Port) Oq]5
l^7?#

b@: U!$"&)<k&^7srp9k UDP ;C7

gs,?9.^9#

79F`NhV: \3rq]7^9#

ICA1047 1=|VYp : TCP ;C7gs,?9.
^9# IP Address(Port)->IP Address(Port)
OQ95l^7?

b@: U!$"&)<k&^7srp9k TCP ;C7

gs,?9.^9#

79F`NhV: \3rT$^9#

ICA1048 1=|VYp : UDP ;C7gs,?9.
^9# IP Address(Port)->IP Address(Port)
OQ95l^7?#

b@: U!$"&)<k&^7srp9k UDP ;C7

gs,?9.^9#
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ICA1049 5zJ ipsec QC1<8: s: IP Address

d: IP AddressWmH3k:Protocol

spi: Security Parameters Index

b@: u.7?U!$"&)<kGO ipsecQC1<8

N+W;k=rr|9k3HOG-^;s#

f<6<NhV: HsMkjAr57/(/9]<H

7"FU!$"&)<kGh0=9kh&K7F/@5

$#

ICA1050 HsMk:tunnel_IDKP9kXjOo|5

l^7?#

b@: j9H5l? ID NHsMkEMOn0T=KJ

j^7?#

ICA1051 !NHsMkXj,jA5lF$^9:

b@: HsMkEMO"J<Nm0&l3<IGj9H

5lkh&KjA5lF$^9#

ICA1052 >tunnel_ID: number, src_addr: IP_address,
dst_addr: IP_address, src_enc: algorithm

rem_enc: algorithm src_mac: algorithm

rem_mac: algorithm

src_enc_mac: algorithm

rem_enc_mac: algorithm src_pol: policy

rem_pol: policy mode: transport_mode

b@: aC;<8Oh0uVNHsMkNG-J0-r

j9H7^9#

ICA1200 e-N(i<N?a"m.s0&G<bs

r*;7^9#

b@: 3NaC;<8N0K-?5l?(i<,6x

G"fwlogd G<bs,*;7^7?#

79F`NhV: IP U#k?<&m.s0O"h0uV

KJj^;s#

f<6<NhV: =(5l?(i<r{57"fwlogd r

FO07F/@5$#

ICA1260 termination70Jkru.7??a"U

#k?<&m.s0&G<bsOd_7^

9#|U: date~o: time

b@: fwlogd G<bsO"=(5l?*;70Jkru

.7"d_7^7?#

ICA1305 ¥″T@¥″

b@: SYSLOGQK IP Q1CHrA0_j7F$kH

-K"$NNWmH3kEM,Xj5l?l3<I,!

P5l^7?#'15lkWmH3kO"

IP"ICMP"TCP"UDP"*hS IPSPNFWmH3kG

9# IPSPO"HsMkrp7FO5lkEf=5l?Q

1CHQK IBM GXj5lF$kbNG9#

ICA1400 W?* fwtimernat (i< - failing

function: system error message

b@: fwtimernat 5<P<,=(5l?!=G:T7^

7?#fwtimernat5<P<,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

fwtimernatrF/07F/@5$#

ICA1401 W?* fwtimernat (i< - failing

function: aj3<I = 0xfunction return

code

b@: fwtimernat 5<P<,=(5l?!=G:T7^

7?#fwtimernat5<P<,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

fwtimernatrF/07F/@5$#

ICA1402 W?* fwtimernat (i< - failing

function: error message

b@: fwtimernat 5<P<,=(5l?!=G:T7^

7?#fwtimernat5<P<,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

fwtimernatrF/07F/@5$#

ICA2000 IP_address(s;-e"&5$H) +i
IP_addressXN7, FTP ;C7gs#

b@: 77$ FTP;C7gsrs;-e"&5$H+i

+OfG9#

ICA2001 net ftp:IP_address+iNf<6< name

(T@) N'ZK:T7^7?#

b@: "+&sHNJ$f<6<,"MCHo</+i

FTP Wm-7<NHQrn_^7?#

f<6<NhV: U!$"&)<kI}TK"mrH

j"proxy "+&sHr_j7F/@5$#
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ICA2002 network: host name+iNf<6< name

N authentication methodGN'ZK:T

7^7?#

b@: U!$"&)<kO"Xj5l?'Z}0rHQ

7F"=(5l?f<6<>r'Z9k3H,G-^;

s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2003 user nameQK=.5l?7'kO"j^

;s#

b@: =(5l?f<6<OWm-7<&m0$srn

_^7?,"m0$s&7'k,jA5lF$^;s#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"3Nf<6<&m0$s&WmU!$kr{57F

/@5$#

ICA2004 0xhex_valueNT@NFk$YsHru.

7^7?#

b@: b8e<k tcpip_audit.c,T@JF:NWaru

.7^7?#

ICA2005 /i$"sHXNq-~_fK(i<,/

-^7?: errno

b@: /i$"sHHNL.OG-^;s#m0&79

F`&aC;<8r2H7F/@5$#

ICA2006 ptelnetd: auditproc: errno

b@: =(5l?(i<, TelnetF:Wm;9+ia5

l^7?#79F`&U!$k,Ku5lF$kD=-

,"j^9#

ICA2007 ptelnetd: QKC/uV=value

b@: T@J(i<,!P5l^7?#79F`&U!

$k,Ku5lF$kD=-,"j^9#

ICA2008 IP_address+isU!$"&)<k&f

<6< name, Telnet Gm0$s7^
7?#

b@: "+&sHNJ$f<6<,"TelnetWm-7<

NHQrn_^7?#

79F`NhV: lL'Z,HQ5l?bNH_J7^

9#

ICA2009 /bin/login: errno

b@: 79F`&m0$sfKW?*(i<,/87^

7?#=(5l?79F`&(i<&aC;<8r2H

7F/@5$#

ICA2010 IP_address(s;-e") +i IP_address

K\37^9#

b@: s;-e"&$s?<U'<9rL8F"=(5

l? IP "Il9VGN\3,.y7^7?#

ICA2011 IP_address(;-e") +i IP_addressK

\37^9#

b@: ;-e"&$s?<U'<9rL8F"=(5l

? IP "Il9VGN\3,.y7^7?#

ICA2012 IP_address(;-e"&5$H) +i
IP_addressXN7, FTP ;C7gs#

b@: 77$ FTP ;C7gsr+O7^9#

ICA2013 IP_address+i IP_addressXN7,

Telnet ;C7gs#

b@: 77$ Telnet;C7gs,N)5l^7?#

ICA2014 *W7gs valueO5]<H5lF$^

;s#

b@: =(5l?Ui0O5]<H5lF$^;s#0

K=(5lF$kaC;<8r2H7F/@5$#

ICA2015 *W7gs - valueO5]<H5lF$^

;s#

b@: =(5l?Ui0O5]<H5lF$^;s#0

K=(5lF$kaC;<8r2H7F/@5$#

ICA2016 jb<H&f<6< ID ¥″name¥″

b@: FTP\3O"=(5l?f<6<rWa7F$^

9#
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ICA2017 GPC0 - in line#

ICA2018 f<6< nameKD$F SNK -<,+
D+j^;s#

b@: =(5l? user_IDN SecureNetKeyM,!P5

l^;sG7?#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"m0$s=.Ndj,/87F$J$+I&+4Y

F/@5$#

ICA2019 f<6< nameKD$F SNK -<,,
ZKI_hil^;sG7?#

b@: SecureNetKeyMr"=(5l? user_IDr=9 8

JtzH7FI_hk3H,G-^;sG7?#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"m0$s=.Ndj,/87F$J$+I&+4Y

F/@5$#

ICA2020 /usr/bin/fwuserau ^?O

/usr/bin/fwuserpt O8_7^;s#

b@: f<6<,s!7?'Z}0rHQ9k'ZOG

AZil^9#

79F`NhV: 'Z,GAZil^9#

f<6<NhV: /usr/bin/fwuserauH /usr/bin/fwuserpt,

8_7F$F"j-T, root KJCF$k3HrN'7

F/@5$#BTD=U!$k,8_7J$lgKO"

U!$"&)<kN*Zl<7gs&79F`H_9-

N"k3sQ$i<rHQ7FBTD=U!$krn.

7"=NU!$kK / u s r / b i n / f w u s e r a u^?O

/usr/bin/fwuserptH$&>0rU1F/@5$#

ICA2021 f<6< ID nameGjb<H&[9H

nameK\37h&H7F$^9#

b@: 77$ FTP \3rN)7h&H7^7?#

ICA2022 jb<H&[9H nameK\37h&H

7F$^9#

b@: 77$ FTP \3rN)7h&H7^7?#

ICA2023 HQ!: ptelnetd [-n] [-s] #

b@: ptelnetG<bsr/09k]"T@JUi0,X

j5l^7?#

f<6<NhV: Ui0 -n *hS -sJ^?O=N$:

l+K@1rHQ7F/@5$#

ICA2024 network: host name+iNf<6< name

O"method'ZrHQ7F5oK'Z5

l^7?#

b@: U!$"&)<kO"Xj5l?'Z}0rHQ

7F=(5l?f<6<>r'Z7^7?#

ICA2025 nameO"method+if<6< name

O"method'ZrHQ7Fm0$s7^

7?#

b@: FTP f<6<,m0$s7^7?#

ICA2026 f<6< nameO"n CeK?$`"&

HKJj^7?#~o: current time

b@: Xj5l?f<6<N\3nT,?$`"&HK

Jj^7?#MCHo</&k<F#s0Kdj,"k

+"^?Ojb<H&[9H,xQT=G9#

ICA2027 remote host+iN\3#~o: time

b@: Net FTP+i U!$"&)<kXN\3,N)5

l^7?#

ICA2028 IP_address+i IP_addressXN FTP \
3NnTOqd5l^7?#3N^7s

O"s;-e"&5$H+iN FTP r5
]<H7F$^;s#

b@: LoO"s;-e"&$s?<U'<9rL8F

FTP+i U!$"&)<kXN\3rN)7h&H7?

3Hr(7F$^9#

79F`NhV: 3N\3rq]7^9#

ICA2029 79F`&(i<G9#(i<Vf = -

(in N line T\K

b@: 79F`&3<kNBTfK"=N79F`&3

<kGdj,+D+j^7?#

79F`NhV: 79F`NBTOd_7^9#

f<6<NhV: m0r~j7"errno NU#r=L7

F"djrrh7F/@5$# rhG-J1lP"IBM

5<S9K"m7F/@5$#
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ICA2030 XtFSP7,!Naj3<IGaj^7

? = - (in N line T\)#

b@: XtFSP7Gdj,+D+j^7?#

79F`NhV: (i<,a5l^9#

f<6<NhV: m0r~j7"aj3<INU#r=

L7F"djrrh7F/@5$# rhG-J1lP"

IBM 5<S9K"m7F/@5$#

ICA2031 sdi XtFSP7 creadcfg() rc = -#

b@: XtFSP7Gdj,+D+j^7?#

79F`NhV: (i<,a5l^9#

f<6<NhV: sdi NrbqNb@r2H7F/@5

$#

ICA2032 \3,:ol^7?#

b@: FTP \3,:ol^7?#

f<6<NhV: ;C7gsrFN)7F/@5$#

ICA2033 sdi XtFSP7 sd_init rc = -#

b@: XtFSP7Gdj,+D+j^7?#

79F`NhV: (i<,a5l^9#

f<6<NhV: sdi NrbqNb@r2H7F/@5

$#

ICA2034 sdi XtFSP7 sd_check rc = -#

b@: XtFSP7Gdj,+D+j^7?#

79F`NhV: (i<,a5l^9#

f<6<NhV: sdi NrbqNb@r2H7F/@5

$#

ICA2035 setsockopt(): errno#

b@: setsocketoptFSP7G79F`&(i<,/87

^7?#

ICA2036 Telnet ;C7gs session id,f<6<

user idKP7FO07^7? (source IP

addr:dest IP addr)#

b@: F Telnet;C7gsN+O~K8.5lkaC;

<8G9# ;C7gsO"f<6< ID"w.5 IP"*

hS8h IP N9YF,U!$"&)<kKNilF$k

H-K+O5l^9#;C7gs ID O"U!$"&)<

kKhCF8.5lkG-N1LRG9#

ICA2037 f<6< fwdfuser ^?O fwdpuser ,
m0$s7h&H7^7?,"3lOvD

5l^;s#

b@: fwdfuser *hS fwdpuserO=sQ_f<6<G

"j"HQ7FOJj^;s#

79F`NhV: m0$sOq]5l^9#

f<6<NhV: I}TO"/,3Nf<6< ID rH

Q7F$kN+r4Yk,W,"j^9#

ICA2038 ttloop: T",d_7^7?: errno#

b@: MCHo</NPOPCU!<NUiC7efK

(i<,/87^7?# Pyh},n07J/JC?3

Hr=7F$^9#

ICA2039 ttloop: I_hj: errno#

b@: MCHo</NPOPCU!<NUiC7efK

(i<,/87^7?#

ICA2040 Q9o<I"J7"^?O snk K_j5
l?'ZO"f<6< ID fwdfuser KD
$FOvD5l^;s#

b@: fwdfuserO=sQ_f<6< ID G"j"'Z}

0H7F password^?O nonerHQ9Y-GO"j^

;s#

79F`NhV: m0$sOq]5l^9#

f<6<NhV: I}TO"'Z}0rf<6< ID

fwdfuserK,7?bNKQ99k,W,"j^9#

ICA2041 FTP ;C7gs session idr user idK

P7F+O7^7? (source IP addr:dest

IP addr)#

b@: F FTP;C7gsN+O~K8.5lkaC;<

8G9#;C7gsO"f<6< ID"w.5 IP"*hS

8h IP N9YF,U!$"&)<kKNilF$kH-

K+O5l^9#;C7gs ID O"U!$"&)<kK

hCF8.5lkG-N1LRG9#

ICA2042 req_rsp_code O" FW_AUTH_REQ K

mCF_j5lF$^9#

b@ : fw_tn_authenticateGO"req_rsp_coder

FW_AUTH_REQK_j9k3HOG-^;s#

79F`NhV: 'ZrGAZj^9#

f<6<NhV: fw_tn_authenticaterQ97"fwuser.oi

$Vij<rn.7>7F"=lrU!$"&)<kK

H_~sG/@5$#
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ICA2043 user_nameNQ9o<Ir~jG-^;s

G7?#

b@: 3Nf<6<N'Z?$WO ’password’G9,"

Q9o<I,+D+j^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2044 -t KmC?~V (value) rXj7^7?#

b@: =(5l?~VMK 0 +i 9 ^GNtzJ0N

8z,^^lF$k+""k$O3NM,vF5l?G

gMr6(F$^9#

ICA2045 *W7gs -T O"U!$"&)<kG5
]<H5lF$^;s#

b@: =(5l?*W7gsO"5]<H5lF$^;

s#

ICA2046 *W7gs -k O"U!$"&)<kG5
]<H5lF$^;s#

b@: =(5l?*W7gsO"5]<H5lF$^;

s#

ICA2047 *W7gs -s O"U!$"&)<kG5
]<H5lF$^;s#

b@: =(5l?*W7gsO"5]<H5lF$^;

s#

ICA2048 *W7gs -u O"U!$"&)<kG5
]<H5lF$^;s#

b@: =(5l?*W7gsO"5]<H5lF$^;

s#

ICA2049 T@NUi0 - valueO5k5l^7?#

b@: =(5l?Ui0,Xj5l^7?,"3NUi

0O'1G-^;s#

ICA2050 T@N parm value#

b@: *W7gsH7FXj5l?"=(5l?MO'

1G-^;s#

ICA2051 "Il9G adapt_addr Q9(i<G
9#

b@: =(5l? IP "Il9O5zG9#

f<6<NhV: /etc/security/fwsecadpt.cfgU!$kO"

Ku5lF$kD=-,"j^9#U!$kr|n7"

;-e"&$s?<U'<9rF=.7"U#k?<r

i|=7J*7F/@5$#

ICA2052 afopen , /etc/security/login.cfg N*

<WsK:T7^7?: errno#

b@: =(5l?U!$kK*<Ws&(i<,/87

^7?#f<6<r'ZG-^;s#

ICA2053 ;-e"&$s?<U'<9&U!$kr

*<WsG-^;sG7?#

b@: ;-e"&$s?<U'<9,=.5lF$^;

s#

f<6<NhV: ;-e"&$s?<U'<9rjA9

k,W,"klgKO"U!$"&)<kN3^s

I/SMIT QMkrHQ7FJ1 D^?O#tNK;-e

"&$s?<U'<9rjA7F/@5$#

ICA2054 enduserdb rc= value, errno#

b@: f<6<&m0$s&WmU!$kpsr!wf

K"=(5l?79F`&(i<&3<Iru1hj^

7?#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"m0$s&"+&sHr!:7F/@5$#

ICA2055 getpeername() ( invocation name): errno#

b@: FTPG<bs,=1CH>ru1hm&H7?~

K"79F`&(i<,/87^7?#

ICA2056 getsockname() ( invocation name):
errno#

b@: FTP G<bs,]<H>ru1hm&H7?~

K"79F`&(i<,/87^7?#

U?A. aC;<8 83



ICA2057 user_IDKP7F getuser s;-e"&
7'k rc=value"errno#

b@: U!$"&)<kNs;-e"&5$I+iN\

3K,WJ7'k>r!wfK"=(5l?79F`&

(i<&3<Iru1hj^7?#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"f<6<&m0$s&WmU!$kKgo;F7'

kr_j7F/@5$#

ICA2058 user_IDKP7F"getuser ;-e"&7
'k rc=value"errno#

b@: U!$"&)<kN;-e"&5$I+iN\3

K,WJ7'k>r!wfK"=(5l?79F`&(

i<&3<Iru1hj^7?#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"f<6<&m0$s&WmU!$kQN7'kr2

H7F/@5$#

ICA2059 ioctl(): errno

b@: SIOCSPGRPN?aN ioctl() FSP7fK79F

`&(i<,/87^7?#

ICA2060 ptelnetd: &Qabj<N ftok ,:T7
^7?#

b@: &Qabj<&;0asHrdj6k3H,G-

^;s#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"abj<Ndjr@i+K7F/@5$#

ICA2061 ptelnetd: &Qabj<N shmat ,:T
7^7?#

b@: &Qabj<&;0asHrdj6k3H,G-

^;s#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"abj<Ndjr@i+K7F/@5$#

ICA2062 ptelnetd: &Qabj<N shmget ,:
T7^7?#

b@: &Qabj<&;0asHrdj6k3H,G-

^;s#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"abj<Ndjr@i+K7F/@5$#

ICA2063 setsockopt() (SO_DEBUG): errno#

b@: 79F`FSP7 ’setsockopt’+i"=(5l?

(i<&aC;<8,a5l^7?#

ICA2064 setsockopt() (SO_KEEPALIVE): errno#

b@: 79F`FSP7 ’setsockopt’+i"=(5l?

(i<&aC;<8,a5l^7?#

ICA2065 setuser rc= value, errno#

b@: =(5l?}3Khj"79F`FSP7fKT

,ZJaj3<Iru1hj^7?#

ICA2066 signal(): errno#

b@: FTPG<bs,70Jk&OsIi<rN)7h

&H7?~K"79F`&(i<,/87^7?#

ICA2067 W?*J pftpd i|=(i< - bind():
errno

b@: pftpd 5<P<Ni|_j,:T7^7?#G<b

s,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

pftpdrF/07F/@5$# 3N(i<N6xH7FG

bD=-,b$NO"LN FTP G<bs,9GK8`

FTP ]<H (21) r listen 7F$k3HG9#

ICA2068 W?*J pftpd i|=(i< - listen():
errno

b@: pftpd 5<P<Ni|_j,:T7^7?#G<b

s,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

pftpd rF/07F/@5$#

ICA2069 W?*J pftpd (i< - main accept():
errno

b@: pftpd 5<P<Na$sk<As,:T7^7?#

G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

pftpd rF/07F/@5$#
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ICA2070 W?*J pftpd i|=(i< - socket():
errno

b@: pftpd 5<P<Ni|_j,:T7^7?#G<b

s,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

pftpd rF/07F/@5$#

ICA2071 \3,q]5l^7?#\3NGgtK#

7F$^9#

b@: GgtN;C7gs,{K8_7F$k?aK"

pftpd5<P<,LN FTP;C7gsrn.G-^;s#

79F`NhV: \3,q]5l^9#

f<6<NhV: {8N\3,*;9kNrTCF"F

YWarP7F/@5$#

ICA2072 ftp =.U!$k (filename) OHQG-^
;s#

b@: FTP G<bs,"Xj5l? FTP =.U!$k

r*<Ws7h&H7^7?,"3NU!$k,8_7

F$J$+""k$O*<WsG-^;sG7?#

79F`NhV: FTPG<bs&Wm;9O"GU)k

HN=.rHQ7^9#

f<6<NhV: 3NU!$k,,WJlgJ0O"h

VOTW#3NU!$k,,WJlgO"aC;<8G

Xj5l?ljK3NU!$krn.^?O\07F/

@5$#

ICA2073 ftp @lF<VkQ-1hrh@G-^;
s#

b@: FTP =.U!$kbN REPLYLANGUAGE 9F

<HasHr=(9k?aK,WJ-1h,M@G-^

;sG7?#

79F`NhV: h},3T5l^9#

f<6<NhV: Nh5$:r}d9+""k$O=.

U!$kbN`\tr:i7F/@5$#

ICA2074 ftp config 8Nh},0;7^7?:
configuration statement

b@: FTP,=(5l?=.9F<HasHrh}7^

7?#

79F`NhV: h},3T5l^9#

f<6<NhV: J7#

ICA2075 FTP user idQ (source IP addr:dest IP

addr)"operation file name"numbytesP$

H"sid: session id

b@: *<Ws FTP;C7gsGU!$k,>w5lk

?SK8.5lkaC;<8G9# sidO";C7gs+

O~KU!$"&)<kKhCF8.5lkG-N1L

RG9#

ICA2076 user id (source IP address:dest IP addr)
N?aN FTP ;C7gs session id,

*;7^7?#duration C"numbytesP

$H#

b@: F FTPG<bs&;C7gsN*ojK8.5l

kaC;<8G9# sidO";C7gs+O~KU!$"

&)<kKhCF8.5lkG-N1LRG9#

ICA2077 user id (source IP address:dest IP addr)
N?aN Telnet ;C7gs session id

,*;7^7?#numbytesP$H#

b@: F Telnet;C7gsN*ojK8.5lkaC;

<8G9# sidO";C7gs+O~KU!$"&)<k

KhCF8.5lkG-N1LRG9#

ICA2078 Wm-7<&f<6< userrZG7^7

? - time ,Vh0rd_7F$^7?#

b@: f<6<N;C7gs,GgvF idle ~Vr6(

^7?#

ICA2079 EW - 5vDN\3, IP_address+i

IP_addressXTolh&H7^7?#

b@: LoO"s;-e"&$s?<U'<9rL8F

U!$"&)<kXN\3rN)7h&H7?3Hr(

7F$^9#

79F`NhV: 3N\3rq]7^9#

ICA2080 ftp =.U!$kN line T\G"column

eNa/K=8(i< (reason) ,"j^
9: configuration statement

b@: Xj5l?TK"k FTP=.9F<HasH,m

CF$^9# (i<N6x*hS(i<N!PLV,(

5lF$^9#

79F`NhV: 3N9F<HasHO5k5l^9#

f<6<NhV: FTP=.U!$kbN9F<HasH

r{57F/@5$#
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ICA2081 ftp =.9F<HasHGXj5l?aC
;<8&+?m0O"HQG-^;s#

b@: REPLYLANGUAGE FTP=.9F<HasHGX

j5l?aC;<8&+?m0r*<Ws7h&H7

F":T7^7?#/i$"sH&aC;<8&+?m

0rHQ9k3H,G-^;s#

79F`NhV: /i$"sH&aC;<8&+?m0

H7F"C G#l/Hj<bN English @lNbN,/

)*KHQ5l^9#

f<6<NhV: FTP =.QN REPLYLANGUAGE 9

F<HasHGXj5l?@lG#l/Hj<KX"9

kFG#l/Hj<K"+?m0&U!$k,^^lF

$k3HrN'7F/@5$#^?"NLSPATHD-Qt

,"LANG D-QtGXj5l?5VG#l/Hj<

(%L) H+?m0> (%N) N>}rV9G-kh&K"5

7/_j5lF$k+I&+A'C/7F/@5$#

ICA2082 ftp LANG D-Qtr sub-directoryK_

jG-^;s#}3: reason

b@: FTP G<bs, LANG D-QtN_jMrXj

5l?5VG#l/Hj<KQ97h&H7?H-K"

J=(5l?}3NK79F`&(i<,/87^7

?#

79F`NhV: h},3T5l^9# s|KhCF>
NaC;<8,8.5lkD=-,"j^9#

f<6<NhV: =(5l?}3r+F"3l+79F

`&(i<G"kN+Wm0i_s0&(i<G"kN

+r=L7F/@5$#

ICA2083 G#l/Hj< sub-directoryN ftp /i
$"sH&aC;<8&+?m0r*<W

sG-^;s#}3: reason

b@: FTPG<bs,"=(5l?5VG#l/Hj<

bNaC;<8&+?m0r*<WsG-^;sG7

?#=(5l?}3O"catopen()+ia5l? errnoG

9#

79F`NhV: h},3T5l^9# s|KhCF>
NaC;<8,8.5lkD=-,"j^9#

f<6<NhV: s!5l?@lG#l/Hj<KX"

7?G#l/Hj<K+?m0,^^lF$k3HrN

'7F/@5$# NLSPATH D-Qt,"5VG#l/

Hj< (%L) H+?m0> (%N) >}rV9G-kh&

K"57/_j5lF$k+I&+A'C/7F/@5

$#

ICA2084 ftp /i$"sH&aC;<8&+?m0
r"C 5VG#l/Hj<rHQ7F/
)*KQlK7F$^9#

b@: 0Kj9H5l?(i<,6xG"FTPG<bs

,/i$"sH&aC;<8&+?m0N@lr"C 5

VG#l/Hj<rHQ9k English@lK7^7?#

79F`NhV: @lH7F C aC;<8&+?m0N

@lr/)HQG-klgKO"h},3T5l^9#

C aC;<8&+?m0r/)HQG-J$lgKO"

Wm0i`,*;7^9#

f<6<NhV: 0NaC;<8G(5l?(i<r{

57F/@5$#Wm0i`,*;7?lgKO" C 5

VG#l/Hj<bKaC;<8&+?m0rn.7F

NLSPATH D-Qtr57/_j7F/@5$#

ICA2085 Telnet ;C7gsO"pid Process id

(source IP address) KD$F*;7^7
?#

b@: F Telnet;C7gsN*ojK8.5lkaC;

<8G9#

ICA2086 mC?=.Nf<6<&U!$k#f<6

< userK-< (key) ,"j^;s#

b@: ftpd ,f<6<&U!$k+iWa5l?f<6

<r+D1^7?,"-<,+D+j^;sG7?#f

<6<&U!$kN=.,mCF$^9#

f<6<NhV: U!$"&)<kN3^sI/SMIT Q

MkrHQ7F"3Ndjr{57F/@5$#

ICA2087 ftpd O"Xj5l?f<6< userrf

<6<=.U!$kG+D1il^;sG

7?#

b@: Xj5l?f<6<>,=.5lF$J$+""

k$O user.cfgU!$k,Ku5lF$^9#

f<6<NhV: U!$"&)<kN3^sI/SMIT Q

MkrHQ7F"3Ndjr{57F/@5$#

ICA2088 ftpd O"f<6<=.U!$kr*<W

sG-^;sG7?#

b@: ftpd , fopenKP7FFSP7rT$^7?,"

f<6<=.U!$kr*<WsG-J$?aK:T7

^7?#

f<6<NhV: f<6<=.U!$kJGU)kHG

O user.cfgK,HQD=G"k3HrN'7F/@5$#

U!$"&)<kN3^sI/SMIT QMkrHQ7F/@

5$#
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ICA2089 f<6<&U!$kN'Z?$W

(Authorization type) ,"F<Vk (struct
tab2 authtab[]) N`\HlW7^;s#

b@: Juser.cfg+ia5l?KXj5l?f<6<Nv

D?$W,"5]<H5lk?$WJdeny" none" snk"

sdi" passwordJIKN$:lHblW7^;s#

f<6<NhV: user.cfgU!$kN]4-^?O=.r

A'C/7F/@5$#U!$"&)<kN3^s

I/SMIT QMkrHQ7F3Ndjr{57F/@5$#

ICA2090 client ip +iNf<6< ’user name’ N'
ZK:T7^7?#3lO user.cfg U!

$kN KEY=DENY N?aG9#

b@: U!$"&)<kNI}T,_j7? user.cfgU

!$kEM,6xG"'Z,:T7^7?#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2091 f<6< ’user name’ O"s;-e"&]
<H (firewall ip) XN ftp rvD5lF
$^;s#

b@: f<6<,"s;-e"&]<H (nsp)rp7F

U!$"&)< k&5<P<XN FTP rn_^7?#

9YFN nspf<6<O" ’fwnsftp’ -<rJuser.cfgU

!$kbGK-zJvD?$WKgo;F57/=.7

F$J1lPJj^;s#

f<6<NhV: user.cfgU!$kN]4-^?O=.r

A'C/7F/@5$#U!$"&)<kN3^s

I/SMIT QMkrHQ7F3Ndjr{57F/@5$#

ICA2092 bt(i<: nt_gwauth() ,:T7^7
?#

b@: nt_gwauth()OLo"3 DNM

(AUTHENTICATED" NOT_AUTHENTICATED"^?O

DENY) N&AN$:l+ra7^9,"3NlgO

nt_gwauth,5zJ0tra7^7?#

ICA2093 f<6< ’user name’ O";-e"&]<
H (port number) XN ftp rvD5lF
$^;s#

b@: f<6<,";-e"&]<H (sp)rp7FU!

$"&)<k&5<P<XN FTPrn_^7?#9YF

N sp f<6<O"’fwsftp’ -<rJuser.cfgU!$kb

GK-zJvD?$WKgo;F57/=.7F$J1

lPJj^;s#

f<6<NhV: user.cfgU!$kN]4-^?O=.r

A'C/7F/@5$#U!$"&)<kN3^s

I/SMIT QMkrHQ7F3Ndjr{57F/@5$#

ICA2094 m0$sK:T7^7?:″USER<user

name>″NeN=|5l?A0

:″PASS<password> ″# invalid cmdru

.7^7?#

b@: FTP /i$"sH,=|5l?q0 (RFC9594

HK PASS ’password’)rw.7J+C??a"'Z,:

T7^7?#

f<6<NhV: ″user <username>″ H?$W7"57$

Q9o<Ir~O7F/@5$# U!$"&)<kNI

}TK"m7F/@5$#

ICA2095 m0$sK:T7^7?: (a=CI auth

methodrp7F) client ip (/i$"s
H&5$H) +iNf<6< ’user name’
N'ZK:T7^7?#

b@: JXj5l?'Z?$WKX9k/i$"sHK

hkK5zJ~OJ?H(P"f<6<Khk5zJQ

9o<I"SNK -<"=N>N~OJIK,6xG"'

Z,:T7^7?#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2096 'Z5l^7?: (a=CI auth method

rp7F) client ip (/i$"sH&5$
H) +iNf<6< ’user name’ r5oK
'Z7^7?#

b@: 'Z,5oKTol^7?#

ICA2097 httpd --> HTTP Wm-7<&5<P<&

P<8gs HTTP Proxy VersionrO07

F$^9#

b@: WWW "/;9N?aN HTTP Wm-7<,+

O7F$^9#

ICA2098 httpd --> HTTP Wm-7<&5<P<r

7cCH@&s7F$^9#

b@: WWW "/;9N?aN HTTP Wm-7<,7

cCH@&s7F$^9#
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ICA2099 httpd --> u7: /i$"sH <IP

address> +iN <HTTP Status code>#3
N/i$"sHO <¥″HTTP GET

request¥″> r <number of bytes> P$H
Wa7^7?#

b@: Wm-7<rp7FTol??i+NU!$kK

X9k/i$"sH HTTP WaNu7G9# ″Status″ 3

<IMKD$FN\YO" ds.internic.netJIN5^6^

J$s?<MCH&5$HGxQG-k HTTP 1.0(RFC

1945)^?O HTTP 1.1(RFC 2068)8q (^?O=lKe

ok RFC) r2H7F/@5$#

ICA2100 =1CH&"Il9, 0 KJCF$^
9#

b@: m<+kWaG5zJ8h"Il9,!P5l^

7?#

ICA2101 =1CH&"Il9&U!_j<&(i<

: sin_family_type#

b@: m<+kWaG5zJ"Il9&U!_j<&?

$W,!P5l^7?#

ICA2102 odm Ni|=(i<: odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_initialize()(i<,/87^7?#

ICA2103 dm GU)kH&Q9N_j(i<:
odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_set_path()(i<,/87^7?#*V8'

/H&/i9O OCSvhostG9#

ICA2104 odm G<?Y<9NmC/&(i<:
odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_lock()(i<,/87^7?#

ICA2105 odm *V8'/H Customized_Attribute

N*<Ws&(i<: odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_open_class()(i<,/87^7?#

ICA2106 odm *V8'/H OCS_virtual_hostN!

w(i<: odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7Fodm_get_first()(i<,/87^7?#*V8'/

H&/i9O OCSvhostG9#

ICA2107 odm *V8'/H OCS_virtual_hostN/

m<:&(i<: odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_close_class()(i<,/87^7?#*V8

'/H&/i9O OCSvhostG9#

ICA2108 odm G<?Y<9NmC/r|(i<:
odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_unlock()(i<,/87^7?#

ICA2109 odm N*;(i<: odmerrno#

b@: ODMJ*V8'/H&G<?&^M<8c<KK

X7F odm_terminate()(i<,/87^7?#

ICA2110 >0Khk5<P<N~j(i<:
errno#

b@: getservbyname()(i<,/87^7?#[9HN

m0$s&bK?<&5<S9 (lm) , /etc/servicesU!

$kG57/Xj5lF$^;s#

ICA2111 byname() (i<: errno#

b@: gethostbyname()(i<h/87^7?#[9H&

^7s>, /etc/hostsG57/Xj5lF$^;s#

ICA2112 5zJWmH3k>: protocol_name#

b@: ODM GXj5lF$kWmH3k> OCSvhostO

5]<H5lF$^;s#

ICA2113 LM XN=1CHN*<Ws&(i<:
errno#

b@: m0$s&bK?<,"k[9H&^7sXN

socket()(i<,/87^7?#
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ICA2114 m<+k&"Il9NP$sI&(i<:
errno#

b@: 3N OCSN<INm<+k&"Il9rHQf

K bind() (i<,/87^7?#

ICA2115 LM XN=1CHN\3(i<: errno#

b@: m0$s&bK?<,"k[9H&^7sXN

connect()(i<,/87^7?#

ICA2116 WmH3k&?$W&(i<:
protocol_type#

b@: m0$s&bK?<HNL.KHQ5lF$k>

[<vWmH3k&?$W,5zG9#

ICA2117 LM aC;<8GN Malloc (i<#

b@: DQ9m0$s&bK?<&aC;<8N?aK

9Z<9r0*Kdj6CF$kH-K" malloc() (i

<,/87^7?#

ICA2118 LM XN msg w.(i<: errno#

b@: 57$[9H&GP$9r*<Ws9k?aNW

arm0$s&bK?<Kw.7F$kH-K"send()(

i<,/87^7?#

ICA2119 LM +iN msg u.(i<: errno#

b@: m0$s&bK?<,Nj~zra7?H-K

recv() (i<,/87^7?#

ICA2120 LM +iNu7(i<: status#

b@: m0$s&bK?<+iNNj~zO"[9H&

GP$9,5oK*<Ws5lJ+C?3Hr(7F$

^9#

ICA2121 OCS I}GP$9N*<Ws&(i<:
errno#

b@: OCSI}GP$9,5oK*<Ws5l^;sG

7?#

ICA2122 IP "Il9N TBM ID XNQ9K:T
7^7?: errno#

b@: ioctl() OCS_GET_TBMID(i<,/87^7?#

ioctl 3^sI OCS_GET_TBMID, OCSI}GP$9

G:T7^7?#

ICA2123 rlogin KhCF=L5l? TBM N\3

(i<: errno#

b@: ioctl() OCS_IS_TBM_CONNECTED(i<,/8

7^7?# ioctl 3^sI OCS_IS_TBM_CONNECTED,

OCSI}GP$9G:T7^7?#

ICA2124 [9H&N<I,\35lF$^;s:
errno#

b@: D=J[9H&N<INj9HK^^lF$k[

9H&N<I,3N OCSN<IK\35lF$^;s#

ICA2125 ODM (*V8'/H&G<?I}Wm0
i`) Nj9H~j(i<:
Customized_Attribute: odmerrno#

b@: ODM *V8'/H&/i9 CuAtJ+9?^$:

Q_0-KKX9k odm_get_list()(i<,/87^7

?#

ICA2126 !NbNHX"U1il? OCS [9
H&N<I>O"j^;s:
hostnode_to_connect#

b@: CuAtJ+9?^$:Q_0-K`\,!P5l^

7?,"hostnode/ocsnode,lW7F$^;s#

ICA2127 [9H[sGN Malloc (i<#

b@: D=J[9H>N[sN?aN9Z<9r0*K

dj6CF$kH-K" malloc() (i<,/87^7

?#

ICA2128 client ip (/i$"sH&5$H) +iN
f<6< (T@) ,'Z0K3^sI
’invalid command’ rn_^7?#

b@: f<6<,"'ZN?aNf<6<>HQ9o<

Ir~O9k0K"/7gsrn_^7?#GiK'Z

r@F+iGJ1lP"=N"HNh}r3TG-^;

s#

f<6<NhV: USER*hS PASSrXj7Fm0$

s7F/@5$#
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ICA2129 gethostbyname ( invocation name): errno

b@: ftpd ,[9H>KP~9k[9Hpsr@h&H

7?H-K"79F`&(i<,/87^7?#

ICA2130 client ip (/i$"sH&5$H) +iN
f<6< (username) ,3^sI ’invalid

command’ rn_^7?#

b@: Xj5l?f<6<,5zJ3^sIrn_^7

?#

f<6<NhV: ″quote site destination″ rXj9k^G

O"USER"QUOTE SITE"*hS QUIT 3^sI@1r

HQ9k3H,G-^9#

ICA2131 client ip +iNf<6< ’user name’ N'
ZK:T7^7?#3lO user.cfg U!

$kK(i<,"k?aG9#

b@: U!$"&)<kNI}T,_j7? user.cfgU

!$kEM,6xG"'Z,:T7^7?J0Nm0r

4YF/@5$K#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2132 ip client ip (/i$"sH&5$H) +i
Nf<6< ’user’ ,5zJ3^sI
’invalid command’ rn_^7?#

b@: f<6<,5zJ3^sIrn_^7?#3N~

@G-zJ3^sIO"SITE"USER"*hS QUIT @1

G9#

ICA2133 (i<: functionFSP7, instance:line

G:T7^7?# WSAGetLastError

b@: lL(i<&aC;<8G9#m0r4YF/@

5$#

ICA2134 mU: ftpd: connect() ( instancef) OIP

K~#G-^;sG7?#

WSAGetLastError

b@: Connect(),"Wa5l?"Il9r!PG-^;

sG7?#WSAGetLastErrorNkLr4YF/@5$#

f<6<NhV: "Il9rsEHg7F/@5$#

DNS ^?OMCHo</&(i<ND=-,"j^9#

ICA2135 G<?>w,0;7^7?: bytesP$H

r (source IP+i) u.7^7?#bytes

P$Hr (destination IPK) w.7^7
?#

b@: 3NpsO"CjN FTP;C7gsfKTol?

1lNG<?>wr?G7F$^9#7+7"G<?>

w,5oK0;7F$J$D=-,"k3HKmU7F

/@5$ (recv,:T7?+I&+m0r!:9k+"F

SP7rw.7F/@5$)#

ICA2136 (i<: CreateThread() , instance: G
:T7^7?#errno

b@: ftpd ,9lCIrn.G-^;sG7?#

ICA2137 G<?\3,N)5l^7?#5<P<:
source ip/i$"sH: destination ip#

b@: G<?\3,5oKTol^7?#

ICA2138 abj<T-: pftpd: malloc( bytes) ,X
t instanceG NULL ra7^7?#

b@: =,Jabj<rdj6k3H,G-^;s#

malloc , NULL ra7^7?#

ICA2139 LogonUser() ,:T7^7?: reason#

b@: JQ9o<I'ZN?aNKWindows NT (SAM)

API LogonUser,"=(5l?}3Khj:T7^7?#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2140 httpd --> userrL8FN <user ip> N
f<6< < user> KP9k HTTP Wm-
7<'Z result..RC:< reason>

b@: HTTP Wm-7<,f<6<N'Zrn_^7

?#33GO"=N.]H}3rsp7F$^9#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA2141 IP_address+i IP_addressXN FTP ;
C7gs,*;7^9#

b@: U!$"&)<kHN FTP;C7gs,*;7^

9#
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ICA2142 fw_tn_authenticate O useridr5oK

'Z7^7?#

ICA2143 useridN fw_tn_authenticate 'ZO:

T7^7?#

b@: fw_tn_authenticate,Xj5l?f<6< ID r'

ZG-^;s#

79F`NhV: m0$sOq]5l^9#

f<6<NhV: fw_tn_authenticateK?i+Nm.s0

!=,woCF$klg"I}TOm0&U!$kr4

YF6xr=L9k,W,"j^9#

ICA2144 fw_tn_authenticate O5oKaj^;s

G7?#

b@: fw_tn_authenticate+i<mJ0NM,a5l^7

?# fw_tn_authenticateXt,gn7F$kD=-,"j

^9#

79F`NhV: m0$sOq]5l^9#

f<6<NhV: fw_tn_authenticater~0K4YF"s

<mMra7F$k+I&+rN'7"s<mMra7

F$klgKO"{57F/@5$# {5rT&lgK

O"fwuser.oi$Vij<rn.7>7F"=lrU!$

"&)<kKH_~sG/@5$#

ICA2145 79F`,"U!$k filenameN

linenumberT\Gaj3<I rc ra7^

7?#

b@: 79F`FSP7,:T7^7?# fwuser.oi$

Vij<,8_7F$J$D=-,"j^9#

79F`NhV: 'Z,GAZil^9#

f<6<NhV: /usr/lib/fwuser.o,8_7F$k3Hr

N'7F/@5$#3Ni$Vij<,8_7F$kl

gKO"IBM 4vwK"m7F/@5$#

ICA2146 IBM s!N fwuser.o OV95lF$^

;s#

b@: f<6<H+N fwuser.oGV-9(F$J$?

a"IBM s!N fwuser.o,HQ5lF$^9#

79F`NhV: 'Z,GAZil^9#

f<6<NhV: User-Supplied'ZrHQ9kf<6<

rjA7?lgKO"H+N'Zrn.7F3sQ$k

9k,W,"j^9# IBM s!N fwuser.oO"9YF

Ns AIX f<6<*hSsU!$"&)<k&f<6<

N"/;9rq]7^9#

ICA2147 fwtelnet: f<6< user id, source IP

addr (;-e"&) +i dest IP addrXN

)a* Telnet ;C7gsr+O7^7
?#

b@: =l>lN)aWm-7<&;C7gs (fwtelnet)

N+O~K8.5lkaC;<8G9#;C7gsO"

f<6< ID"w.5 IP"*hS8h IP N9YF,U!

$"&)<kKNilF$kH-K+O5l^9#;-

e"&5$I+i+O5l?;C7gs@1,vD5l

^9#

79F`NhV: )a TelnetrvD7^9#

ICA2148 EW -- source IP addr(s;-e"&) +
i dest IP addrXNf<6< user idN

5vDN\3Nn_OvD5l^;s#

b@: LoO"s;-e"&$s?<U'<9rL8F

U!$"&)<kXN\3rN)7h&H7?3Hr(

7F$^9#

79F`NhV: 3N\3rq]7^9#

f<6<NhV: )aWm-7<rHQ7F;-e"&

5$I+i telnet7F/@5$#

ICA2149 fwtelnet: source IP addr+i dest IP

addr XN)a* Telnet ;C7gsN+
OfK LOGIN_ADAPTER_ERROR ,/

-^7?#

b@ : q _ c h e c k _ s e c u r e ( 0 ) NFSP7~K

LOGIN_ADAPTER_ERROR,/87^7?#

79F`NhV: 3N\3rq]7^9#

f<6<NhV: ;-e"&"@W?<rA'C/7F

/@5$#

ICA2150 Pftpd (i< - failing function: aj3<
I = 0xfunction return code

b@: pftpd 5<P<,Xj5l?XtG(i<r!P7

^7?#3N daemonO*;7^9#

f<6<NhV: =(5l?79F`Ndjr{57"

pftpd rF/07F/@5$#
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ICA2151 m0$sOqd5l^7?#

b@: 3NaC;<8O"m0$srn_FvD5lJ

+C?f<6<KP7F=(5l^9#

ICA2152 ¥fwlogin: deviceXNq-~_K:T7^

7?#

b@: GP$9Kq-~_rT&3H,G-^;s#

ICA2153 fwlogin: device+iNI_hjK:T7

^7?#

b@: GP$9rI_hk3H,G-^;s#

ICA2154 portnameG reasonN?aK(i<,/

-^7?#

b@: 3NU!$"&)<kGdj,!P5l^7?#

ICA2155 Pftpd (i< - failing function: system

error message

b@: pftpd 5<P<,Xj5l?XtG(i<r!P7

^7?#3N daemonO*;7^9#

f<6<NhV: =(5l?79F`Ndjr{57"

pftpd rF/07F/@5$#

ICA2156 EW -- f<6< user id,)a* ftp r
s;-e"& source IP addr+i dest

IP addr XHQ7h&H7^7?,"3l

OvD5l^;sG7?#

b@: LoO"s;-e"&$s?<U'<9rL8F

U!$"&)<kXN\3rN)7h&H7?3Hr(

7F$^9#

79F`NhV: 3N\3rq]7^9#

f<6<NhV: )aWm-7<rHQ7F;-e"&

5$I+i ftp 7F/@5$#

ICA2157 source IP addr+iNf<6< user id

O"dest IP addrXN)aWm-7<NH

QrvD5lF$^;s#

b@: LoO")aWm-7<,=.5lF$J$H-

K"U!$"&)<kXN\3rN)7h&H7?3H

r(7F$^9#

79F`NhV: 3N\3rq]7^9#

f<6<NhV: fwtpproxy FTPr*sK7F/@5$#

ICA2158 *W7gs value,mCFXj5l^7

?#

b@: =(5l?Ui0,mCFXj5lF$^7?#

ICA2159 -t *W7gsK?$`"&HM,Xj5
lF$^;s#

b@: -t *W7gsKO?$`"&HMrXj7J1l

PJj^;s#

ICA2160 network :host name+iNf<6< user

ID NQ9o<I,Q95l^7?#

b@: FTPf<6<,"Q9o<I&G<?Y<9bN

=Nf<6<NQ9o<Ir5oKQ97^7?#

79F`NhV: J7#

f<6<NhV: J7#

ICA2161 f<6< user ID ,"|B,Zl?Q9

o<IrHQ7F network :host name+

im0$s7h&H7^7?#

b@: FTPf<6<,"-z|BZlNQ9o<IrH

Q7FU!$"&)<kHN\3rN)7h&Hn_^

7?#

79F`NhV: FTPm0$sNEv-!:,:T7"

3Nf<6<O FTP 3^sI&7'kKa5l^9#

f<6<NhV: f<6<O"FTP USER3^sIrp

7F""k$O FTP \3rFN)7F+i

″old_password/new_password/new_password″ A0NQ9o

<I&9Hjs0rO93HKhCF"Ev-!:rF

Sn_k,W,"j^9#

ICA2162 network :host name+iNf<6< user

ID NQ9o<IQ9:T#

b@: FTPf<6<,+,NQ9o<IrQ97h&H

n_"Q9o<I!Zk<As,:T7^7?#M(i

lk:TN6xO!NH*jG9#- Xj7?lQ9o<

I,VcCF$k#- 7Q9o<Ir 1 Y7+Xj7F

$J$#- 2 DN7Q9o<I,lW7F$J$#- Q9

o<IHQ9o<INVrhZkhZj8z, ″/″ GOJ

$#

79F`NhV: FTP Q9o<INEv-!:,:T

7"3Nf<6<O FTP 3^sI&7'kKa5l^

9#

f<6<NhV: Q9o<I,57/~O5l?+!:

7F"FTP 5<P<NEv-!:rFYTCF/@5

$#z-3-dj,/3klgKO"5<S9;QwK

"m7F/@5$#
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ICA2163 safemaild ,+O5l^7?#

b@: safemaildN+O#

ICA2164 safemaild ,d_7^7?#

b@: safemaildNd_#

ICA2165 dj~^l? Telnet ;C7gs#

b@: Telnet;C7gs,*;7^9,"Q$W+i;

C7gspsr!wG-^;s#3N;C7gsO*=

i/"/0fK/i$"sHKhCFfG5l??a"

;C7gsNi|_j,04KOTolF$^;s#

ICA2166 f<6< user idN attribute 0-rM@

G-^;s#aj3<I = return code#

b@: 'Z5<S9,"XjNf<6<Nf<6<&G

<?Y<9NXjN0-r!w9k3H,G-^;sG

7?#79F`NhV: f<6<N'ZO:T7^9#

f<6<NhV: 79F`I}TK"m7F"f<6<

NG<?Y<9&l3<Ir{57F/@5$#

ICA2167 authentication schemerHQ7? network

typeN client address+iN serviceN?

aN user id'ZK:T7^7?#

b@: XjN'Z}0rHCF"XjNf<6<rXj

N5<S9K'Z9k3HOG-^;sG7?#f<6

<O=(5l?"Il9*hSMCHo</&?$W+

i5<S9rWa7^7?#79F`NhV: f<6<N

'ZO:T7^9#

f<6<NhV: 79F`I}TK"m7F/@5$#

ICA2168 -1h,T-7F$k?a serviceN

user id'ZK:T7^7?#

b@: 'Zh}fKabj<Ndj6jK:T7??

a"f<6< ID r5<S9KP7F'ZG-^;sG7

?#79F`NhV: f<6<N'ZO:T7^9#

f<6<NhV: 79F`I}TK"m7F/@5$#

ICA2169 network host name+i methodrHQ7

? serviceNf<6< nameO5oK'Z

5l^7?#

b@: U!$"&)<kO"XjN'Z9-<`rHQ

7Fj/(9H5l?5<S9N=(5l?f<6<>

r'Z7^7?#

ICA2170 serviceKP9k user id'ZK:T7^

7?#auth methodOU!$"&)<kK

P?5lF$^;s#

b@: f<6< ID r5<S9KP7F'ZG-^;s

G7?#j/(9H5l?'Z}0OU!$"&)<k

KP?5lF$^;s#79F`NhV: f<6<N'Z

O:T7^9#

f<6<NhV: 79F`I}TK"m7F/@5$#

ICA2171 "+&sH user_nameOQ9o<IN|

B,ZlF$k?amC/5lF$^9#

b@: Q9o<IO-z|BZlGQ95l^;sG7

?#3N"+&sHOmC/5l^7?#

79F`NhV: =N"+&sHOmC/uVG"U!

$"&)<kNQ9o<I'ZO:T7^9# UserRes

ICA2172 "+&sH user_nameOmC/5l^

9#

b@: 3N"+&sHOmC/5l^7?#

79F`NhV: "+&sHOmC/5l^7?#U!

$"&)<kNQ9o<I'ZO:T7^9#

f<6<NhV: U!$"&)<kNI}TK"mrH

j""+&sHNmC/rr|7F/@5$#

ICA2173 =sQNf<6<> user idGf<6<,

m0$s7h&H7^7?#

b@: f<6<NXj7? ID O"U!$"&)<k,

HQ9kh&K=s5lF$^9#

79F`NhV: m0$sOq]5l^9#

f<6<NhV: I}TO"/,3Nf<6<>rHQ

7F$kN+r4Yk,W,"j^9#

ICA2174 bth}(i<N?a networkN client

address+iN authentication schemerH

Q7? serviceN user id'ZK:T7^

7?#

b@: XjN'Z}0rHCF"XjNf<6<rXj

N5<S9K'Z9k3HOG-^;sG7?#f<6

<O=(5l?"Il9*hSMCHo</&?$W+

i5<S9rWa7^7?#bth}(i<,6xG'

ZWaO:T7^7?#79F`NhV: f<6<N'Z

O:T7^9#

f<6<NhV: 79F`I}TK"m7F/@5$#
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ICA2175 f<6< user nameKP9k Windows
NT LogonUser FSP7K:T7^7
?#GeN(i<O last error G7?#

b@: Windows NT LogonUser APIFSP7Khk"X

jf<6<>N'ZO:T7^7?# Windows NT O

LogonUser:Te"GeN(i<rsp7^9#79F`

NhV: f<6<N'ZO:T7^9#

f<6<NhV: 79F`I}TK"m7F/@5$#

ICA2176 T@J'Z9-<` authentication scheme

, user nameKP7jA5l^7?#

(network+iN componentrHQ7?l

g)

b@: XjN'Z9-<`O"XjNMCHo</+i

XjNU!$"&)<k=.WGrHQ9k]KXjN

f<6<KjA5l^7?,"3N'Z9-<`O=_

U!$"&)<kKP?5lF$^;s# 79F`Nh

V: f<6<N'ZWaO:T7^9#

f<6<NhV: 79F`I}TK"m7F/@5$#

ICA2177 socket peer name+iu.7? SafeMail
\3 0xsession ID#

b@: SafeMail,j9H5l?Py>+i$sP&sI

\3ru.7^7?#=(5l?\3 ID Vf,IW\*

GdjvFil^7?# (GPC0&lYk)

79F`NhV: 3N\3rh}9k?aK"9lCI

,G#9QCA5l^7?#

ICA2178 SafeMail ;C7gs 0xsession IDO

sender’s IP address+i recipient’s IP

addressKN)5l^7?#

b@: SafeMailO"u.&Na<k&5<P<HN\3

rN)7"a<kr>wG-kuVKJCF$^9#(p

slYk)

79F`NhV: G<?>wN`w,0;7^9#

ICA2179 SafeMail O sending server’s address+i

receiving server’s addressXN\3

0xsession IDKP7 message sizeP$H

rU)o<I7^7?#

b@: SafeMail,j9H5l? 2 DNa<k&5<P<

NVG5oKaC;<8r>w7^7?#3N;C7g

sOv0K ICA2166aC;<8G1L5l^7?#3N

aC;<8KO"=(5l?P$Ht,^^lF$^

9# (pslYk)

ICA2180 SafeMail O sender’s address+iN;C

7gs 0xSession IDr*;7^7?#

b@: SafeMailO"=(5l?;C7gsGw.5l?

a<kN>wrq]7^7?# (pslYk)

79F`NhV: ;C7gsr*;7^9#

f<6<NhV: m.s0N%hgLre2F"hj\

7$GGpsr~j7F/@5$#

ICA2181 SafeMail O}33<I reason codeN?

a;C7gs 0xSession IDr*;7^7

?#

b@: SafeMailNa$sWm;C5<O"EWJ(i<

uVr!P7??aK"=(5l?;C7gsr*;7

^7?#}33<IKO!NbN,"j^9# 01 - u.

&a<k&5<P<r+U1ilJ$#02 - w.&, 2

DNs;-e"&5<P<NVGa<kNP)XjrT

C?# 03 - \3rj8'/H7?u.&a<k&5<P

<,@&s7F$kD=-,"k# 04 - u.&a<k&

5<P<,a<kNu1~lrq]7?# 05 - 1D^?

O#tN\3,?$`"&HKJC?#w.&a<k&

5<P<^?Ou.&a<k&5<P<,@&s7F$

kD=-,"k# 06 - recv(), 0 P$Hra7?#w

.&a<k&5<P<^?Ou.&a<k&5<P<,

@&s7F$kD=-,"k# 07 - recv(),]jra7

?#w.&a<k&5<P<^?Ou.&a<k&5<

P<,@&s7F$kD=-,"k# 08 - u.7?(i

<&3^sI,?a.k# 09 - select(),]jra7?#

w.&a<k&5<P<^?Ou.&a<k&5<P<

,@&s7F$kD=-,"k#3NaC;<8OGP

C0J,G-?5l^9#

79F`NhV: \3O*;7^7?#

ICA2182 SafeMail O5zJ3^sI SMTP

commandN?a;C7gs 0xSession ID

rq]7^7?#}33<I reason

code#

b@: SafeMailN3^sIEv-!:5Vk<As,"

5zJ3^sI^?Om1J3^sIr!P7^7?#

3liN}33<IO"F SMTP3^sI4HK[Jj

^9#=_NMKD$FO"IBM Firewall N5]<H

Web Z<8r2H7F/@5$# (GPC0&lYk)

79F`NhV: \3O*;7^7?#

f<6<NhV: B4G-zJps,w.5lkh&

K"w.a<k&/i$"sH^?Ow.a<k&5<

P<r{57F/@5$#
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ICA2183 httpd --> HTTP Wm-7<=.U!$k

(filename) OHQG-^;s#

b@: HTTP Wm-7<&G<bs,"Xj5l?=.

U!$kr*<Ws7h&H7^7?,"3NU!$k

,8_7F$J$+""k$O*<WsG-^;sG7

?#

79F`NhV: HTTP Wm-7<O+O7^;s#

f<6<NhV: GUI + fwhttp 3^sIKhCFWm

-7<r=.7"Wm-7<rFO07F/@5$#

ICA2184 signal signal No.N signal() (i<#
safemaild ,*;7^9#

b@: safemaildG<bs,70Jk&OsIi<rN)

7h&H7?H-K"79F`&(i<,/87^7

?#

ICA2185 =1CHr*<WsG-^;s#

safemaild ,*;7^9#

b@: =1CHr*<Ws9kH-Kc2,/87^7

?#

ICA2186 =1CHr]<HKP$sIG-^;s#

safemaild ,*;7^9#

b@: =1CHr]<HKP$sI7F$kH-Kc2

,/87^7?#

ICA2187 7,N\3ru1~lil^;s#

safemaild OFnT7^9#

b@: 77$\3ru1~lkH-Kc2,/87^7

?#

ICA2188 -l KmC?~V (value) rXj7^7?#

b@: =(5l?~VMK 0 +i 9 ^GNtzJ0N

8z,^^lF$k+""k$O3NM,vF5l?G

gMr6(F$^9#

ICA2189 -l *W7gsK?$`"&HM,Xj5
lF$^;s#

b@: -l *W7gsKO?$`"&HMrXj7J1l

PJj^;s#

ICA2200 (service:function) WinSocket i|=(i
<: WSAGetLastError

b@: WinSocketNi|_jfK(i<,/87^7?#

f<6<NhV: WSAGetLastErrorKhCF(5l?7

9F`djr{57"=(5l?5<S9 (GiNQia

<?<) rFO07F/@5$#

ICA2201 (service:calling function) failed function,

T line numberG:T7^7?:
WSAGetLastError

b@: XjNMCHo<-s0=.WG,:T7^7

?#

f<6<NhV: WSAGetLastErrorKhCF(5l?7

9F`djr{57"=(5l?5<S9 (GiNQia

<?<) rFO07F/@5$#

ICA2202 (service:calling function) timeout?$`"

&H (WSAGetLastErrorCPae) :

b@: XjN~V"$Ijs07?eG"=(5l?!

=,?$`"&HKJj^7?#

f<6<NhV: =(5l?5<S9KF\37"?$

`"&HKJk0K~z7F/@5$#

ICA2203 (service:calling function) abj<&(i<
; failed functionO return valuera7^

7? (T line number: WSAGetLastError)

b@: abj<&(i<,/87^7?#LoOabj

<T-G9#WSAGetLastErrorr4YF/@5$#

f<6<NhV: G#9/&9Z<9rr|7F/@5

$#79F`I}TK"m7F/@5$#

ICA2204 (service:calling function) filename(i<:
"/;9X_"^?On.,:T7^7

?#

b@: =(5l?U!$k""k$O=NU!$k&Q

ia<?<HX"7?U!$kK"/;99kH-"^

?O=NU!$krn.7h&H7F$kH-K"=(

5l?5<S9,(i<r!P7^7?#

f<6<NhV: =(5l?U!$k>,8_7"57

$"/;9"rj-7F$k3HrN'7F/@5$#
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ICA2205 (service:calling function) U!$k filename

,Wa5l^7?,"+D+j^;sG7

?#

b@: XjNU!$kO8_7^;s#3Nc2N6x

H7FGbD=-,b$NO"U!$"&)<kNGU

)kH=.,Cn5l?H$&3HG9#=_NPC/

"CW+iU!$kr|57F/@5$#

f<6<NhV: =.U!$k,8_7J$+!:7F

/@5$#=.Wm0i`O3NU!$k,8_7F$

kbNH[j7F$^9#PC/"CW&P<8gs,

xQG-J$lgKO"5<S9;QwK"m7F/@

5$#

ICA2206 (service:calling function) =.U!$k
filename,ulF$^9#

b@: =(5l?=.U!$k,HQD=JA0GO"

j^;s#bF,Ku5lF$^9#KuN6xH7F

GbD=-,b$NO"=NU!$k,j0GT85

l"5zJG<?,IC5l?H$&3HG9#

f<6<NhV: =.U!$kr57/Fn.9k,W

,"j^9#^:"U!$krn. ("k$O=(D=J

3T<rn.) 7"!K*j8Jk&U!$krCn7^

9#,WK~8F*j8Jk&U!$kr2H7",Z

JU!$"&)<k=.3^sIrHCFU!$krF

=.7F/@5$#

ICA2207 (service:calling function) =.U!$k
filename,uG9#

b@: =(5l?=.U!$k,+D+iJ$+"+D

+C?,uG7?# U!$k,+U+iJ$6xH7F

GbD=-,b$NO"=(5l?5<S9N=.,T

olF$J$3HG9#

f<6<NhV: =.U!$kNuVr!Z7F/@5

$#U!$k,8_7F$klg"=.3^sIO3N

U!$kKG<?,^^lF$kbNH[j7F$^

9#ICpsKD$FO"rbqr2H7F/@5$#

ICA2208 services;-e"&"@W?< (source

IP address:dest IP addr) +iN user id

N;C7gs session id,+O7^7

?#

b@: =(5l?F;C7gsN+O~K8.5lka

C;<8G9#

ICA2209 services;-e"&"@W?< (source

IP address:dest IP addr) +iN user id

N;C7gs session id,*;7^7

?#total bytesP$H

b@: =(5l?F;C7gsN*ojK8.5lka

C;<8G9#gWP$HO";C7gsfK>w5l

kP$Htr(7F$^9#gWP$Hr5]<H7J

$5<S9 (D^j"ptelnetd)O<mr(7^9#

ICA2210 (service) f<6< user idO|B,Zl?

Q9o<IrHQ7F source IP address

(s;-e") +im0$s7h&H7^
7?#

b@: =(5l?f<6<,"=(5l?-z|BZl

NQ9o<IrHQ7F"s;-e"&"@W?<eN

=(5l?w.5 IP +iU!$"&)<kHN\3rN

)7h&Hn_^7?#

f<6<NhV: XjNQ9o<IO"Q9o<I,'

;CHKhCF-z|B,Zl^7?#79F`I}T

K"m7F/@5$#

ICA2211 (service) f<6< user idO|B,Zl?

Q9o<IrHQ7F source IP address

(;-e") +im0$s7h&7^7
?#

b@: =(5l?f<6<,"=(5l?-z|BZl

NQ9o<IrHQ7F";-e"&"@W?<eN=

(5l?w.5 IP +iU!$"&)<kHN\3rN)

7h&Hn_^7?#

f<6<NhV: XjNQ9o<IO"Q9o<I,'

;CHKhCF-z|B,Zl^7?#79F`I}T

K"m7F/@5$#

ICA2212 (service) f<6< nameO source IP

address(;-e") +i57/'Z5l^
7?#

b@: U!$"&)<kO";-e"&"@W?<N=

(5l?w.5 IP N=(5l?f<6<>r'Z7^7

?#
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ICA2213 (service) f<6< nameO source IP

address(s;-e") +i57/'Z5l
^7?#

b@: U!$"&)<kO"s;-e"&"@W?<N

=(5l?w.5 IP N=(5l?f<6<>r'Z7^

7?#

ICA2214 (service) f<6< nameO source IP

address(s;-e") +i'Z5l^;s
G7?#

b@: U!$"&)<kO"s;-e"&"@W?<N

=(5l?w.5 IP N=(5l?f<6<>N'ZK:

T7^7?#

f<6<NhV: GbD=-Nb$6xO"f<6<>

^?OQ9o<IN~O_9G9#f<6<>HQ9o

<IOg8z.8zrhL7^9 (Caps Lock,!5lF

$J$+A'C/7F/@5$)#

ICA2215 (service) f<6< nameO source IP

address(;-e") +i'Z5l^;sG
7?#

b@: U!$"&)<kO";-e"&"@W?<N=

(5l?w.5 IP N=(5l?f<6<>N'ZK:T

7^7?#

f<6<NhV: GbD=-Nb$6xO"f<6<>

^?OQ9o<IN~O_9G9#f<6<>HQ9o

<IOg8z.8zrhL7^9 (Caps Lock,!5lF

$J$+A'C/7F/@5$)#

ICA2216 (service) source IP address(s;-e")
+iNf<6< nameOlW9k (N'
Q) Q9o<Ir~O7^;sG7?#

b@: Q9o<IQ9,j/(9H5l?+"Q9o<

IQ9,,WG"s;-e"&"@W?<Nw.5 IP N

=(5l?f<6<,lW7J$Q9o<Ir~O7^

7?#f<6<'ZG<?OQ95l^;sG7?#

f<6<NhV: Q9o<IrQ99kKO"=NQ9

o<Ir 2 s~O9k,W,"j^9#2 s\ON'Q

G9#GbD=-,b$6xO"N'QNQ9o<IN

~O_9G9#

ICA2217 (service) source IP address(;-e") +
iNf<6< nameOlW9k (N'Q)
Q9o<Ir~O7^;sG7?#

b@: Q9o<IQ9,j/(9H5l?+"Q9o<

IQ9,,WG";-e"&"@W?<Nw.5 IP N=

(5l?f<6<,lW7J$Q9o<Ir~O7^7

?#f<6<'ZG<?OQ95l^;sG7?#

f<6<NhV: Q9o<IrQ99kKO"=NQ9

o<Ir 2 s~O9k,W,"j^9#2 s\ON'Q

G9#GbD=-,b$6xO"N'QNQ9o<IN

~O_9G9#

ICA2218 service;-e"&"@W?< (source IP

address:dest IP addr) +iN user idN;

C7gs session id,+O7^7?#

b@: =(5l?F;C7gsN+O~K8.5lka

C;<8G9#

ICA2219 service;-e"&"@W?< (source IP

address:dest IP addr) +iN user idN;

C7gs session id,*;7^7?#

Total BytesP$H

b@: =(5l?F;C7gsN*ojK8.5lka

C;<8G9#gWP$HO";C7gsfK>w5l

kP$Htr(7F$^9#gWP$Hr5]<H7J

$5<S9 (D^j"ptelnetd)O<mr(7^9#

ICA2220 (service) f<6< user idO source IP

addr (5$I&) +i dest IP addrXN)

aWm-7<&;C7gsr+O7^7

?#

b@: =l>lN)aWm-7<&;C7gsN+O~

K8.5lkaC;<8G9#;C7gsO"f<6<

ID"w.5 IP"*hS8h IP N9YF,U!$"&)

<kKNilF$kH-K+O5l^9#;-e"&5

$I+i+O5l?;C7gs@1,vD5l^9#

79F`NhV: )aWm-7<rvD7F/@5$#

ICA2221 (service) Yp: )fTNT"*; N IP
(Control IP addr) ,G<?TNT"*;
N IP (Data IP addr) Hy7/"j^;
s#

b@: ;-ejF#<eN\* (?H(P"O$8cC/

I_JI) +i")f\3=1CH,\35lkT"N IP

"Il9,"G<?\3=1CH,\35lkT"N IP

"Il9H18G"k3HrN'7F/@5$#MC
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H&G#9QCAc<rHQ7F$klg""k$O8

hG#tN"@W?<rHQ7F$klgKO"3li

O[Jk3H,"j^9#

79F`NhV: 8h FTP5<P<,#tN"@W?<

rHQ7F$k+"MCH&G#9QCAc<rHQ7

F$k+rN'7F/@5$#U#k?<,vD7F$

k-zJ IP "Il9,"]<H 20 +i]<H 21 ^G

G"k3HrN'7F/@5$#

ICA2222 (service) Yp! WmH3kc?#RFC `
rGJ$3^sI protocol stringru1

hj^7?#; invalid string r=|7F$

^7?#

b@: =(5l?5<S9,"X"U1il? RFC K

P~7F$J$=|7J$9Hjs0ru.7^7?#

OC+<ND=-,"j^9#

79F`NhV: =(5l?5<S9G"RFCKP~7

?/i$"sHrHQ7F/@5$#

ICA3001 *"i<H*: B]Nf<6<O ident user

nameG socks connect user nameGO"

j^;s

b@: ;-ejF#<,/25l?D=-,"j^9#

f<6<>O'Z5l^;s#

ICA3006 client +i countP$H"server+i

countP$H

b@: sockdG<bsH=N=l>lN/i$"sH&[

9HH5<P<&[9HVG>w5l?P$Htr=9

aC;<8#

ICA3007 Gg\3str6(??a\3Oq]5l

^7?#

b@: socks5<P<O"Xj5l?GgtN/i$"s

H&;C7gs@1ru1~lkh&K=.5lF$^

9#3NaC;<8O"{K7-$MK#7F$kH-

K"5iK\3Wa,~e9kH8.5l^9#

79F`NhV: 7?Kn_il?\3O/m<:5l

^9#

f<6<NhV: 1~\3NGgtO"socks5.confN

SOCKS5_MAXCHILDQia<?<KhCFh^j^9#

3N_jMrg-/7F"5<P<rjUlC7e7F

/@5$#\YKD$FO"IBM Firewall Nrbqr2H

7F/@5$#

ICA3010 \37^7? -- user(real_user)@src_addr

+i dst_addr ( destination port) XNP$
sI

b@: \3,N)5l^7?#

ICA3011 \37^7? -- user(real_user)@src_addr

+i dst_addr ( application) XN\3

b@: 0KP7FN=1CH\3K.y7^7?#

ICA3012 qd -- user(real_user)@src_addr+i

dst_addr (application) XN\3

b@: jb<H&[9H,\3rq]7^7?#

ICA3013 select() errno

b@: 79F`&(i<#

ICA3014 *;7^7? -- user(real_user)@src_addr

+i dst_addr (destination port) XNP$
sI#(client +i countP$H"server

+i countP$H)

b@: \3,*;7^7?#

ICA3015 *;7^7? -- user(real_user)@src_addr

+i dst_addr ( destination host) XN\
3#(client +i countP$H"server+

i countP$H)

b@: 5<P<XN\3,*;7^7?#

ICA3016 ***destination hostHL.9k?aN,Z

J$s?<U'<9r+D1il^;s

b@: U!$k /etc/sockd.routeKO"Xj5l?8h[

9HNk<F#s0ps,^^lF$^;s#

ICA3017 pid sockd processN7'k&3^sIr

BTG-^;s

b@: SockdG<bs, /bin/sh3^sIrBTG-^;

s#

f<6<NhV: /bin/sh7'k,79F`eGxQD=

J3HrN'7F/@5$#
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ICA3018 qd5l^7? --
user(real_user)@src_addr+i dst_addrX

NP$sI

b@: jb<H&[9H,\3rq]7^7?#

ICA3019 [9H socks_src_name+iN GetDst()
K(i<,"j^9: errno

b@: Wa5l?\3N8h"Il9Nrh~K(i<

,/87^7?#

ICA3022 5zJ ?= U#<kI, line numberT

\K"j^9

b@: /etc/sockd.confU!$kbG5zJ`\,!P5l

^7?#

ICA3023 5zJfS, line numberT\K"j^

9

b@: /etc/sockd.confU!$kbG5zJ`\,!P5l

^7?#

ICA3024 5zJ`\, line numberT\K"j^

9

b@: /etc/sockd.routeU!$kbG5zJ`\,!P5

l^7?#

ICA3025 5zJvD/X_U#<kI, line number

T\K"j^9

b@: /etc/sockd.confU!$kbG5zJ`\,!P5l

^7?#

ICA3026 5zJ]<HVf, line numberT\K

"j^9

b@: /etc/sockd.confU!$kbG5zJ`\,!P5l

^7?#

ICA3027 ¥″cmd¥″ N7'k&3^sI,:T7^

7? (exec status)

b@: =(5l?7'k&3^sI,:T7^7?#

f<6<NhV: 7'k&Wm;C5<,79F`eG

HQD=J3HrN'7F/@5$#

ICA3030 =.U!$k (/etc/sockd.conf) r*<Ws
G-^;s

b@: =(5l?U!$kN*<WsWa,:T7^7

?#

ICA3031 k<F#s0&U!$k (/etc/sockd.route)
r*<WsG-^;s: errno

b@: =(5l?U!$kN*<WsWa,:T7^7

?#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#GU)kH&U!$k,U!$"&)<kN

$s9H<k~Ks!5lF$^9#

ICA3032 f<6<U!$k (user name file) r*<
WsG-^;s: errno

b@: permit ,'N *=userlistKXj5l?U!$k>

,+D+j^;sG7?#

ICA3033 Validate() +i=|7J$kL,aj^7
?#

b@: f<6<>N Identd !Z,Xj5l^7?,"

Identd+i=|7J$kL,V5l^7?#

ICA3035 client hostN identd K\3G-^;s

b@: f<6<>N Identd !Z,Xj5l^7?,"

Identd+iN~z,"j^;s#

ICA3039 (i< -- 7'k&3^sI ¥″cmd¥″ K

Qtz,^^lF$^;s#

b@: 7'k&3^sI,5zG9#m0&aC;<8

r4w/@5$#

ICA3040 (i< -- shell_cmd fork() errno

b@: SockdG<bs, ’fork()’ rL8FRWm;9K

ZjX(G-^;s#

ICA3041 (i< -- /i$"sH&"Il9r~j
G-^;s#

b@: ’getpeername()’FSP7+i(i<,a5l^7

?#

f<6<NhV: k<F#s0H DNS =.r!:7F

/@5$#
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ICA3042 (i< -- [9H client address+iN$

jAN3^sI (0xhex-command-received)

b@: /i$"sH&"Wj1<7gs+i5zJ3^

sIru1hj^7?#

f<6<NhV: /i$"sH=.Kdj,"k+""

k$O/i$"sHHU!$"&)<kN5]<H&l

Yk,lW7F$J$D=-,"j^9#

ICA3043 (i< -- [9H client address+iNm

jNP<8gs (0xhex-version-number)#

b@: U!$"&)<kO"SocksP<8gs 4.2 r5

]<H7F$^9#

f<6<NhV: /i$"sH=.Kdj,"k+""

k$O/i$"sHHU!$"&)<kN5]<H&l

Yk,lW7F$J$D=-,"j^9#

ICA3044 :T7^7? -- user(real_user)@src_addr

+i dst_addr (application) XN\3#(
i<&3<I: command causing failure

errno#

b@: \3Wa,:T7^7?#

ICA3045 :T7^7? -- user(real_user)@src_addr

+i dst_addrXNP$sI#(i<: m
C?[9H dst_name(dst_port

(application)) K\37^7?#

b@: P$sIWa,:T7^7?#

ICA3046 :T7^7? -- user(real_user)@src_addr

+i dst_addrXNP$sI#(i<&3

<I: command causing failure errno#

b@: P$sIWa,:T7^7?#

ICA3047 ?$`"&H -- user(real_user)@src_addr

+i dst_addrXNP$sI

b@: \3,?$`"&HKJj^7?#

ICA3048 7'k&3^sI,99.^9:
command...

b@: /etc/sockd.confU!$k+iBT5l?3^sI,

99.^9#

ICA3049 ?$`"&H -- user(real_user)@src_addr

+i dst_addr ( application) XN\3

b@: \3,?$`"&HKJj^7?#

ICA3050 matched sockd.conf filter rule

b@: Socks\3HlW7?"/etc/sockd.confU!$k+

iNU#k?<,'#

ICA3051 AIX sockd_route() O remote addressQ

N$s?<U'<9r+D1il^;s#

b@: $s?<U'<9P)psr!PG-^;sG7

?#

ICA3052 f<6< ID r ″5>NM″ K_jfN(

i<#

b@: R sockdWm;9Nf<6< ID r ″nobody″ K

_j9k3H,G-^;sG7?#

ICA3053 popen (AIX k<H (route) 9/jWH)
GN(i<: system error message

b@: k<F#s0psr!P9k?aN9/jWHN

BT,:T7^7?#

ICA3054 AIX sockd_route() GNW?*abj<

dj6jc2#

b@: k<F#s0psr}87h&H7F$?H-

K"abj<dj6j,:T7^7?#

ICA3055 input line NGiN9Z<9N?aK AIX
sockd_route() ,rOfKW?*(i<

,/-^7?

b@: 79F`P)psN=8rOfK(i<,/87

^7?#

ICA3056 input line N 2 V\N9Z<9N?aK
AIX sockd_route() ,rOfKW?*(

i<,/-^7?

b@: 79F`P)psN=8rOfK(i<,/87

^7?#
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ICA3057 k<H&9/jWHPONI_hjfK

AIX sockd_route() GW?*(i<,/

-^7?: system error message

b@: 9/jWHPONI_hjfK(i<,/87^

7?#

ICA3058 popen (AIX "@W?<&9/jWH) G
(i<,/-^7?: system error message

b@: $s?<U'<9psr!P9k?aN9/jW

HNBT,:T7^7?#

ICA3101 G<?w.fN Sockd (i< -
select(): system error message

b@: (SOCKS422)G<?Nw.fK(i<,/87^

7?#

ICA3102 G<?w.fN Sockd (i< - write():
system error message

b@: (SOCKS422)G<?Nw.fK(i<,/87^

7?#

ICA3103 G<?u.fN Sockd (i< -
select(): system error message

b@: (SOCKS422)G<?Nu.fK(i<,/87^

7?#

ICA3104 G<?u.fN Sockd (i< - read():
system error message

b@: (SOCKS422)G<?Nu.fK(i<,/87^

7?#

ICA3105 Wm;9 ID U!$k filenamern.G

-^;s#

b@: (SOCKS422)Wm;9 ID U!$kNn./q-~

_,:T7^7?#

ICA3106 Sockd ,RNU)</K:T7^7?:
system error message

b@: (SOCKS422) SOCKSWarh}9k?aNRrU

)</7h&H7F":T7^7?#

ICA3107 $sP&sI&=1CH SO_LINGER *
W7gsN_jK:T7^7?: system

error message

b@: (SOCKS422)GO"j^;s#

ICA3108 "&HP&sI&=1CH SO_LINGER
*W7gsN_jK:T7^7?: system

error message

b@: (SOCKS422)GO"j^;s#

ICA3109 filenameU!$kN line numberT\K5

zJ`\,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3110 filenameU!$kN line numberT\K5

vDN$s?<U'<9&U#<kI,"

j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3111 filenameU!$kN line numberT\K5

vDN8h IP ,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3112 filenameU!$kN line numberT\K5

vDN8h^9/,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3113 filenameU!$kG line numberTrO7

^7?#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3114 U!$k filenameG-zJT,+D+j

^;s#

b@: (SOCKS422)=.U!$k,uG"k+""k$

O=N=8,mCF$^9#

f<6<NhV: =(5l?=.U!$kr{57F/

@5$#
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ICA3115 filenameU!$kN line numberT\K5

zJ VvD/X_W U#<kI,"j^
9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3116 filenameU!$kN line numberT\K5

zJ ’?=’ U#<kI,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3117 filenameU!$kN line numberT\K5

vDNw.5 IP ,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3118 filenameU!$kN line numberT\K5

vDNw.5^9/,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3119 filenameU!$kN line numberT\K5

zJfS,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3120 filenameU!$kN line numberT\K5

zJ]<HVf,"j^9#

b@: (SOCKS422)=.`\N=8,mCF$^9#

ICA3121 SIGUSR1 ru.7^7? - socks =.
r@sW7^9#

b@: (SOCKS422)3NaC;<8K3$F"h0uV

N=.rm0&U!$kK@sW9k?aN70Jk,

P5l^9#

ICA3122 Sockd OG<bsrU)</G-^;s

G7?: system error message

b@: (SOCKS422) sockdG<bsri|_j9k?aN

U)</,:T7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA3123 Sockd 5<P<rO07F$^9#

b@: (SOCKS422) Sockd,5oKi|_j5l"\3

rTCF$^9#

ICA3124 W?*J sockd i|=(i< - bind():
system error message

b@: (SOCKS422) sockd5<P<Ni|=,:T7^7

?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA3125 v?*J sockd i|=(i< - listen():
system error message

b@: (SOCKS422) sockd5<P<Ni|=,:T7^7

?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA3126 W?*J sockd (i< - main
accept(): system error message

b@: (SOCKS422) sockd5<P<Na$sk<As,:

T7^7?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA3127 sockd 5<P<,*;70Jkru.7

^7?#

b@: root ^?O nobodyKhCFWm;9, kill 5

l"G<bs,*;7^7?#

f<6<NhV: I}T, sockdNF/0ru>9kl

gKO"F/0rTCF/@5$J″sockd″ H?$W7F

/@5$K#

ICA3128 W?*J sockd i|=(i< -
socket(): system error message

b@: sockd5<P<Ni|_j,:T7^7?#G<b

s,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#
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ICA3129 W?*J sockd i|=(i< - failing

function: system error message

b@: sockd5<P<Ni|_j,"=(5l?!=G:

T7^7?#G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA3130 sockd (i< - failing function: system

error message

b@: sockd5<P<,Xj5l?XtG(i<r!P7

^7?# 3NG<bsO3T5l^9,"\3Oq]5

l?j"*;7?j9kD=-,"j^9#

f<6<NhV: dj,rC7J$lgKO"sockdrd

_7"=(5l?79F`Ndjr{57F" sockdr

F/07F/@5$#

ICA3131 file nameNI_hj(i<G9#0K-

cC7e7?G<?,HQ5l^9#

b@: U!$k,I_hlJ+C?+""k$OmC?

G<?r^sG$^7?#>0NaC;<8Kdj,-

R5lF$kO:G9# sockdO"0NP<8gsNU

!$kK^^lF$k-cC7e&G<?rHQ7F`

nr3T7^9#

f<6<NhV: =(5l?U!$kN(i<r{57

F/@5$#

ICA3132 T@NUi0 -value#

b@: =(5l?Ui0O'15l^;s#G<bsO

*;7^9#

f<6<NhV: =8r{57F sockdrF/07F/

@5$#

ICA3133 T@NQia<?< value#

b@: =(5l?Qia<?<O'15l^;s#G<

bsO*;7^9#

f<6<NhV: =8r{57F sockdrF/07F/

@5$#

ICA3134 *W7gs option1H option2,%g7

F$^9#

b@: =(5l?*W7gsrloKXj9k3HOG

-^;s#G<bsO*;7^9#

f<6<NhV: =8r{57F sockdrF/07F/

@5$#

ICA3135 sockd (i< - failing function: aj3<
I = 0xfunction return code

b@: sockd5<P<,Xj5l?XtG(i<r!P7

^7?# 3N daemonO*;7^9#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA3700 WinSocket i|=(i< : WinSocket

error

b@: WinSocketNi|_jfK(i<,/87^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

sockdrF/07F/@5$#

ICA4000 program - Yp: 70Jk signal ru.

7^7?#*;7^9...

b@: 70Jkru.7??aNfG#

ICA4001 PID processIdH7F STOP program

b@: G<bsN0;rNi;k=(#LNaC;<

8#

ICA4002 l~ ID

b@: LNaC;<8#

ICA4003 RWm;9 processIdGdj,"j^7

?#

b@: RWm;9rn.G-^;s#

ICA4004 W?*(i<G9#70Jk signal G

fwpagerd r Kill 7F$^9#

b@: 70Jk&OsIi<#
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ICA4005 fwpagerd G<bsOBT5lF$^;

s#program,+D+j^;s#

b@: G<bs,h0uVKJCF$J$H"Z<8O

w.G-^;s#

ICA4006 Wm;9 ID processIdGBT5lF$k

fwpagerd G<bsO"j^;s#

b@: G<bs&Wm;9NWm;9 ID ,+D+j^

;s#

ICA4007 PID processIdH7F START program

b@: +OpsN=(#LNaC;<8#

ICA4008 SIGPIPE K sigignore r_jG-^;

s#

b@: Q$WfG70Jkr5k9kh&K;CH"C

W9kH-Kc2,/87^7?#

ICA4009 SIGCHILD K sigset r_jG-^;
s#

b@: RCG70Jkr-cCA9kh&K;CH"C

W9kH-Kc2,/87^7?#

ICA4010 *;Wm;9r_jG-^;s#

b@: Wm;9fGr-cCA9k70Jkr_j9k

H-Kc2,/87^7?#

ICA4011 =1CHr*<WsG-^;s#

b@: =1CHr*<Ws9kH-Kc2,/87^7

?#

ICA4012 SIGTERM K sigset r_jG-^;s#

b@: SIGTERM*hS SIGINT 70Jkr-cCA9

kh&K_j7F$kH-Kc2,/87^7?#

ICA4013 =1CHFHQ*W7gsr_jG-^;

s#

b@: =1CHFxQ*W7gsr_j7F$kH-K

c2,/87^7?#

ICA4014 =1CHYd*W7gsr_jG-^;

s#

b@: =1CHYd*W7gsr_j7F$kH-Kc

2,/87^7?#

ICA4015 =1CHr]<HKP$sIG-^;s#

b@: =1CHr]<HKP$sI7F$kH-Kc2

,/87^7?#

ICA4016 =1CHK listen r_jG-^;s#

b@: =1CHG listen9kh&K;CH"CW7F$

kH-Kc2,/87^7?#

ICA4017 5<S9 servNameO TCP =1CH
socketrHQ7F$^9#

b@: LNaC;<8#

ICA4018 XtFSP7 select() ,:T7^7?#

b@: btXtFSP7Nc2#

ICA4019 new_work() +iNEg(i<#

b@: new_workk<As+iNbtEg(i<#

ICA4020 (i< (program): 9Hj<`&=1CH
socketKq-~a^;sG7?

b@: 79F`&(i<ND=-,"j^9#

f<6<NhV: =1CHNHQ!rA'C/7F/@

5$#

ICA4021 ~zNu.fKdj,/-^7?#

b@: bG`+i~zru.7F$kH-Kdj,/8

7^7?#

f<6<NhV: bG`\3Hi|_j9Hjs0rA

'C/7F/@5$#

ICA4022 WaO.y7^7?#

b@: LNaC;<8#

104 IBM Firewall Windows NTG: rbq



ICA4023 WaO:T7^7?#

b@: Z<8w.Wa,:T7^7?#

ICA4024 (i< (program): %hgL,OO (minpri

- maxpri) 0G9#

b@: %hgLNOONmj#

f<6<NhV: %hgLNOOr{57F/@5$#

-zJMO -1 +i 5 ^GNOOG9#

ICA4025 (i< (program): -n *W7gsNHQ~
KO""Il9O ID@carrier NA0K
9k,W,"j^9#

b@: 3^sIHQN=8Nmj#

f<6<NhV: 3^sIHQN=8r{57F/@5

$#

ICA4026 Gi< (program): T@N[9H hostname

b@: [9H>rrhG-^;sG7?#

f<6<NhV: [9H>rA'C/7F/@5$#

ICA4027 (i< (program): 9Hj<`&=1CH
r*<WsG-^;sG7? : errno

b@: 7,=1CHrn.G-^;sG7?#

ICA4028 (i< (program): =1CH&*W7gs
r_jG-^;sG7? : errno

b@: =1CHK linger *W7gsr_jG-^;sG

7?#

ICA4029 (i< (program): hostK\3G-^;s

G7? : errno#

b@: [9HK\3G-^;sG7?#

f<6<NhV: 7j"k&]<HN=.H"GP$

9&Ii$P<&U!$k,"k3HrA'C/7F/

@5$#

ICA4030 (i< (program): 9Hj<`&=1CH
Kq-~a^;sG7? : errno#

b@: 9Hj<`&=1CHKq-~_,G-^;sG

7?#

ICA4031 ~zNu.fKdj,/-^7?#aC;

<8Nro,T@G9#

b@: bG`+i~zru.7F$kH-Kdj,/8

7^7?#

ICA4032 aC;<8,5oKTATsKw.5l^

7?#

b@: LNaC;<8# aC;<8OTATsKw.5
l^7?#

ICA4033 aC;<8,:T7^7?#aC;<8O

w.5l^;sG7?#

b@: aC;<8r]1CH&YkNTATsKw.G

-^;sG7?#

ICA4034 date:T7^7? (ID ID Pri priority

Secs period Tries retryCount) [fromEntry]
personName: mesage#

b@: Z<8Nw.,:T7?H-K3NaC;<8,

=(5l^9#

ICA4035 program+i personXNaC;<8

mesgrFYTATsK~lil^;s#

b@: Z<8s0TATsKw.G-^;sG7?#

ICA4036 .y7^7? (ID ID Pri priority Secs
period Tries retryCount) [fromEntry]
personName: mesage#

b@: Z<8Nw.,.y7?H-K3NaC;<8,

=(5l^9#LNaC;<8G9#

ICA4037 dumpFileK@sW7^7? (ID ID Pri
priority Secs period Tries retryCount)
[fromEntry] personName: mesage#

b@: (~Kw.7J$Z<8O"U!$kK@sW7

F"e+iw.rn_^9#
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ICA4038 @sW&U!$k dumpFileKq-~a^

;s#

b@: @sW&U!$kKq-~_,G-^;s#

f<6<NhV: U!$k&79F`N"/;9"rA

'C/7F/@5$#

ICA4039 IpcKey: 0x IpcKey

b@: LNaC;<8#

ICA4040 retryTime,VNFnT~Vr6(^7

?#

b@: Xj~VJ,KNPae"bG`Ni|_jK:

T7^7?#

f<6<NhV: i|_j9Hjs0rA'C/7F/

@5$#

ICA4041 tz]1CH&YkQNQtzaC;<8

r+D1^7?#

b@: tzP~?]1CH&YkKQtzG<?r^`

3HOG-^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4042 DMOZ<8ru.G-^;s#

b@: ]1CH&Yk,h0=5lF$J$D=-,"

j^9#

f<6<NhV: ]1CH&Yk,h0=5lF$k+

A'C/7F/@5$#

ICA4043 L.vHT carrier O8_7^;s#

b@: Xj5l?L.vHTO8_7^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4044 L.vHT carrier KO"DTMF ECV
f,"j^;s#

b@: Xj5l?L.vHTK"DTMF ECVf,"j

^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4045 ]1CH&YkVf pagerNumber,L.

vHTNGgMN carrLen KO99.^

9#

b@: ]1CH&YkVf,"L.vHTNGgMHf

YF99.^9#

f<6<NhV: L.vHTNGgMhj;$LN]1

CH&YkVfrHQ7F/@5$#

ICA4046 ]1CH&YkVf pagerNumber,GU

)kH9N defaultCarrLenKO99.^

9#

b@: 3NaC;<8O"GU)kHN95,;9.k

H-K8.5l^9#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$# GU)kHN95r}d7F/@5$#

ICA4047 bG`&U!$k ModemfilePathnameN

lineNumberT\Kdj,"j^9#

b@: bG`jAU!$kK5z8z,^^lF$^

9#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4048 GP$9 /dev/deviceNameGbG`r*

<WsG-^;s#

b@: CjNuVeNbG`r*<WsG-^;sG7

?#

f<6<NhV: 7j"k&]<HrA'C/9k+F

=.7F/@5$#uVrA'C/7F/@5$#

ICA4049 bG`O /dev/deviceNameG*<Ws7

F$^9#

b@: LNaC;<8#bG`,7j"k&]<HeG

5oK!P5l^7?#

ICA4050 bG`C-r_jG-^;s#

b@: bG`C-r_j7h&H7F$?H-Kc2,

/3j^7?#

f<6<NhV: bG`i|_j9Hjs0rA'C/

7F/@5$#
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ICA4051 numInitTriessFnT7^7?,bG`r

i|=G-^;s#

b@: bG`Ni|_j,G-^;sG7?#

f<6<NhV: bG`i|_j9Hjs0H7j"

k&]<H=.rA'C/7F/@5$#

ICA4052 ]1CH&YkVf pagerNumberr@$

dkG-^;s

b@: ]1CH&YkVfr@$dkG-^;s#

f<6<NhV: ]1CH&YkVfNEv-rA'C

/7F/@5$#

ICA4053 bG`rOs0"CWG-^;s#

b@: bG`rOs0"CWG-^;s#

f<6<NhV: HQ7?"bG`i|_j9Hjs0

HOs0"CW&3^sIrA'C/7F/@5$#

ICA4054 aC;<8 messager@$dkG-^;

s

b@: aC;<8r@$dkG-^;s#

ICA4055 bG`&U!$k filenameN lineNumber

T\Kdj,"j^9#

b@: bG`jAU!$k,5zG9#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4056 L.vHT carrier N DTMF Vf
(DTMFnumb) K@$dkG-^;s#

b@: 3NL.vHTN DTMF Vf,Q95l?+"m

CF$kD=-,"j^9#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4057 VmC/rw.G-^;s#

b@: VmC/NAwrn_?H-Kc2,/3j^7

?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4058 w.5l?VmC/KP9k~z,"j^

;s#

b@: VmC/NAwe"L.vHT+iN~z,"j

^;sG7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4059 aC;<8w#KP9k~zru.G-^

;s#

b@: aC;<8Nw#e"L.vHT+iN~z,"

j^;sG7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4060 ]1CH&Yk ID rw.G-^;s#

b@: ]1CH&Yk ID rw.G-^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F"]1

CH&YkVfH-cj"&Qia<?<rA'C/7

F/@5$#

ICA4061 +0b<IWaN*; <CR> rAwG-
^;s#

b@: +0b<IWaN*; <CR>rAwG-^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4062 +0b<IWarw.G-^;s#

b@: +0b<IWa70JkrAwG-^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4063 numTriessFnT7^7?,"L.vH

T carrier +iN4<"XCINu.K:

T7^7?#

b@: L.vHTO3N~@GHQfND=-,"j^

9#

f<6<NhV: smitty/SMIT aKe<rHQ7F-cj

"&Qia<?<rA'C/7""HGdj>7F/@

5$#
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ICA4064 L.vHT carrier GNWmsWHfNL

.(i<G9#

b@: $/D+N}3GL.(i<,/87F$kD=

-,"j^9# e+idj>7F/@5$#

f<6<NhV: smitty/SMIT aKe<rHQ7F-cj

"&Qia<?<rA'C/7""HGdj>7F/@

5$#

ICA4065 m0*sKP9k~zru.G-^;s#

b@: bG`,m0*sXN~zru.G-^;s#

f<6<NhV: bG`i|_j9Hjs0H carrierQ

ia<?<rA'C/7F/@5$#

ICA4066 L.vHT carrier O"m0*sNnTK

~z7^;sG7?#

b@: L.vHT,m0*sNn_K~z7^;sG7

?#

f<6<NhV: smitty/SMIT aKe<rHQ7F-cj

"&Qia<?<rA'C/7""HGdj>7F/@

5$#

ICA4067 L.vHT carrier , receiveDataString

ra7^7?#

b@: L.vHT+i(i<&aC;<8^?OHQf

aC;<8,Aw5l^7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F-cj

"&Qia<?<rA'C/7""HGdj>7F/@

5$#

ICA4068 L.vHT carrier ,"m0*sfKZG

r/)7^7?#

b@: m0*sfK"L.vHT,/)*KZG7^7

?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4069 L.vHT carrier XNaC;<8N@s

W,"ConnectRetryMaxFnTk<WKh

CF/3j^7?#

b@: L.vHT,HQfKJCF$kH"Wm0i`

OZ<8r@sW7"e+idj>7^9#

ICA4070 L.vHT carrier XNaC;<8N9-

CW, maxTotalTries;C7gs\3nT

KhCF/-^7?#

b@: L.vHTN\3r?s+n_^7?,"\3G

-^;s#

f<6<NhV: -cj"&Qia<?<rA'C/

7"e+idj>7F/@5$#

ICA4071 (i< (program): -cj"FnTQKa
bj<rdj6l^;s: errno#

b@: 79F`&(i<+abj<dj6j(i<ND

=-,"j^9#

ICA4072 (i< (program): -cj"FnTj9H
KICG-^;s: errno#

b@: L.vHT,8_7F$J$D=-,"j^9#

f<6<NhV: L.vHTNEv-rA'C/7"e

+idj>7F/@5$#

ICA4073 retryCountsFnT7^7?,

phoneNumberGNL.vHT carrier XN

\3O:T7^7?#

b@: G<?\3,:T7^7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"bG

`\3H-cj"&Qia<?<rA'C/7F/@5

$#

ICA4074 numTriessnT7^7?,"L.vHT

carrier +iN ID WmsWHru.7^
;sG7?#

b@: L.vHTO"ID ^?ONj~zWmsWHKh

k~zK:T7^7?#

f<6<NhV: L.vHT, TeleAlphanumericWmH

3krHQ7F$k+N'7F/@5$#

ICA4075 L.vHT carrier GNm0*sfKL.

(i<,/-^7?#

b@: $/D+N}3GL.(i<,/87?D=-,

"j^9#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#
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ICA4076 L.vHT carrier XNGgm0*snT

str6(^7?#

b@: L.vHT,CjNn_GN~zK:T7^7

?#

f<6<NhV: -cj"&Qia<?<rA'C/

7"e+idj>7F/@5$#

ICA4077 L.vHT carrier +iaC;<8&4<

"XCIru.7^;sG7?#

b@: L.vHT, go-aheadWmsWHKhk~zK:

T7^7?#

f<6<NhV: -cj"&Qia<?<rA'C/

7"e+idj>7F/@5$#

ICA4078 VmC/rn.G-^;s#

b@: L.vHT,AwNVmC/rn.G-^;sG

7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4079 L.vHT carrier OaC;<8w#K~

z7^;sG7?#

b@: L.vHTG"aC;<8Nw#Kc2,"j^

9#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4080 L.vHT carrier OaC;<8w#fK

/)*KZG7^7?#

b@: aC;<8Nw#fK"L.vHT,/)*KZ

G7^7?#

f<6<NhV: -cj"&Qia<?<HbG`i|

_j9Hjs0rA'C/7F/@5$#

ICA4081 L.vHT carrier ,aC;<8^?O]

1CH&Yk ID rq]7^7?#

b@: L.vHT,]1CH&Yk&aC;<8^?O

]1CH&Yk ID rq]7^7?#

f<6<NhV: ]1CH&Yk ID NEv-"]1C

H&YkNh0="*hS-cj"&Qia<?<rA

'C/7F/@5$#

ICA4082 L.vHT carrier XNaC;<8w#f

KL.(i<,/-^7?#

b@: $/D+N}3GL.(i<,/87?D=-,

"j^9#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#

ICA4083 maxTriessnT7^7?,"L.vHT

carrier +iNN'Nu.K:T7^7

?#

b@: L.vHT,HQfKJCF$?j"\3rN)

G-J+C?j9kH"3NaC;<8,=(5l^

9#

f<6<NhV: smitty/SMIT aKe<rHQ7F-cj

"&Qia<?<rA'C/7"t,eKdj>7F/

@5$#

ICA4084 <EOT> rw.G-^;s#

b@: bG`, <EOT> rAwG-^;s#

f<6<NhV: bG`\3Hi|_j9Hjs0rA

'C/7F/@5$#

ICA4085 <EOT> XN~zru.G-^;s#

b@: bG`, <EOT> XN~zru.G-^;s#

f<6<NhV: bG`\3Hi|_j9Hjs0rA

'C/7F/@5$#

ICA4086 L.vHT carrier , <EOT> K~z7
^;sG7?#

b@: L.vHT,>wG<?K~zG-^;s#

f<6<NhV: L.vHTNEv-HbG`\3rA

'C/7F/@5$#

ICA4087 L.vHT carrier ,"G<?uzT=H

~z7^7?#6xObFG9#

b@: L.vHT,>wG<?K~zG-^;s#

f<6<NhV: smitty/SMIT aKe<rHQ7F"-c

j"&Qia<?<rA'C/7F/@5$#
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ICA4088 GU)kH&U!$k defaultPathnamer

*<WsG-^;s#

b@: bG`&GU)kH&U!$k,8_7J$+"

"/;9"Kmj,"kD=-,"j^9#

f<6<NhV: U!$kN-5H"/;9"rA'C

/7F/@5$#

ICA4089 T04JGU)kH&U!$k

defaultPathname#

b@: bG`&GU)kH&U!$kNG<?,&n7

F$^9#

f<6<NhV: smitty/SMIT aKe<rHQ7F{57

F/@5$#

ICA4090 GU)kH&U!$k defaultPathnameN

lineNumberT\K5zJ0~Vf,"j

^9#

b@: L.vHTG<?Y<9&U!$kK5zJ0~

Vf,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kr

{57F/@5$#

ICA4091 GU)kH&U!$k defaultFileN

lineNumberT\K5zJ\<&l<HM

,"j^9#

b@: L.vHTG<?Y<9&U!$kK5zJ\

<&l<H,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kr

{57F/@5$#

ICA4092 GU)kH&U!$k defaultFileN

lineNumberT\K5zJG<?&SCH

M,"j^9#

b@: L.vHTG<?Y<9&U!$kK5zJG<

?&SCHM,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kr

{57F/@5$#

ICA4093 GU)kH&U!$k defaultFileN

lineNumberT\K5zJQjF#<M,

"j^9#

b@: L.vHTG<?Y<9&U!$kK5zJQj

F#<M,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kr

{57F/@5$#

ICA4094 GU)kH&U!$k defaultFileN

lineNumberT\K5zJ9HCW&SC

HM,"j^9#

b@: L.vHTG<?Y<9&U!$kK5zJ9H

CW&SCHM,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kr

{57F/@5$#

ICA4095 GU)kH&U!$k defaultFileN

lineNumberT\K'1G-J$?0 tag

id ,"j^9#

b@: L.vHTG<?Y<9&U!$kK5zJ?0

,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kr

{57F/@5$#

ICA4096 Qia<?<Nt,mjG9#

b@: LNaC;<8#

ICA4097 (i< (program): L.vHTj9Hrn
.G-^;s#abj<NdjG9#

b@: 79F`dj+abj<djND=-,"j^

9#

ICA4098 (i< (program): Z<8s0rT&L.
vHTNU!$k carrierFile K(i<,

"j^9#

b@: L.vHTG<?Y<9&U!$kK5zJG<

?,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kK

5zJ?0,J$+A'C/7F/@5$#
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ICA4099 (i< (program): IPC H</sr~jG
-^;s errno#

ICA4100 (i< (program): FnTj9Hrn.G
-^;s#abj<NdjND=-,"j

^9#

b@: 79F`&(i<+abj<djND=-,"j

^9#

ICA4101 (i< (program): TATs page_q_err
rn.G-^;s: pageQErr#

ICA4102 (i< (program): SIGTERM/SIGINT N
70Jk&-cCAr;CH"CWG-^

;s: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4103 (i< (program): L.vHT carrier N

bG`C-r_jG-^;s#

b@: bG`r;CH"CWG-^;sG7?#

f<6<NhV: 7j"k&]<H=.Hi|_j9H

js0rA'C/7F/@5$#

ICA4104 L.vHT carrier N?0 tag ,"j^

;s#

b@: bG`ps,&n7F$^9#?0O"\<&l

<H"0~Vf"JIH9k3H,G-^9#

f<6<NhV: bG`=.U!$kK5z8z,J$

+A'C/7F/@5$#

ICA4105 L.vHT carrier KO"/J/Hb 1
DNECVf,j9H5lF$k,W,"

j^9#

b@: L.vHTKOECVf,^^lF$k,W,"

j^9#

f<6<NhV: smitty/SMIT aKe<rHQ7FECV

frIC7F/@5$#

ICA4106 U!$k CarrierFileNamer*<WsG-

^;s#

b@: L.vHTG<?Y<9&U!$kO8_7F$

k,W,"j^9#

f<6<NhV: ^@3NU!$k,8_7F$J$l

gKO"smitty/SMIT aKe<rHQ7Fn.7F/@5

$#

ICA4107 T lineNumber,99.^9#

b@: L.vHTG<?Y<9&U!$kbNT,99

.^9#

f<6<NhV: L.vHTG<?Y<9&U!$kK

5zJT,J$+A'C/7F/@5$#

ICA4108 lineNumberT\KT@N?0,"j^

9#

b@: L.vHTG<?Y<9&U!$kK'1G-J

$?0,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kK

5zJ?0,J$+A'C/7F/@5$#

ICA4109 lineNumberT\K5zJ7<1s9,"

j^9#

b@: L.vHTG<?Y<9&U!$kK5zJ7<

1s9,"j^9#

f<6<NhV: L.vHTG<?Y<9&U!$kK

5zJ7<1s9,J$+A'C/7F/@5$#

ICA4110 L.vHT carrier O5zG"9-CW5

lF$^9#

b@: L.vHT,Z<8s0N\*KHQG-^;

s#

f<6<NhV: L.vHTNEv-rA'C/7F/

@5$#

ICA4111 L.vHTrj9HKICG-^;s#

b@: L.vHTrj9HKICG-^;s#

f<6<NhV: L.vHTNEv-HECVfrA'

C/7F/@5$#
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ICA4112 lineNumberT\NL.vHT>,&n7

F$k+"99.^9#

b@: L.vHT>,&n7F$^9#

f<6<NhV: smitty/SMIT aKe<rHQ7FL.v

HTrIC7F/@5$#

ICA4113 7,NZ<8s0rT&L.vHT

carrier rdj6l^;s#

b@: L.vHTrj9HKdj6k3H,G-^;

s#

f<6<NhV: L.vHTNEv-HECVfrA'

C/7F/@5$#

ICA4114 lineNumberT\NM,99.^9#

b@: L.vHTG<?Y<9&U!$kbK"99.

kT,+D+j^7?#

f<6<NhV: L.vHTG<?Y<9&U!$kb

N9$Tr/j<s"CW7F/@5$#

ICA4115 lineNumberT\NE#7F$k?0 tag

O5k5l^7?#

b@: E#9k?0,+D+j^7?#

f<6<NhV: E#9k?0rL.vHTG<?Y<

9&U!$k+i|n7F/@5$#

ICA4116 lineNumberT\KM,8_7^;s#

b@: Vis/&U#<kI,+D+j^7?#

f<6<NhV: smitty/SMIT rHQ7FVis/&U#

<kIKMrIC7F/@5$#

ICA4117 lineNumberT\NMO"Y"O$"N ^
?O$$(G"k3H,,WG9#

b@: 3NU#<kIKO"Y"Yes"N"^?O No N

$:l+rXj7^9#

f<6<NhV: smitty/SMIT rHQ7F"-zJG<?

rIC^?OQ97F/@5$#

ICA4118 lineNumberT\NMO 0 hjg-$3H
,,WG9#

b@: 3NU#<kIO5K9k,W,"j^9#

f<6<NhV: smitty/SMIT rHQ7F"Mr5NMK

Q97F/@5$#

ICA4119 lineNumberT\K5zJM,"j^9#

b@: XjNTK5zM,+D+j^7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F"Mr

Q97F/@5$#

ICA4120 L.vHT nameO5zG"9-CW5

lF$^9#

b@: 5zJL.vHT,+D+j^7?#

f<6<NhV: smitty/SMIT aKe<rHQ7F-zJ

L.vHTrIC7F/@5$#

ICA4121 L.vHTrj9HKICG-^;s#

b@: L.vHTrZ<8s0&j9HKICG-^;

s#

f<6<NhV: L.vHTNEv-rA'C/7F/

@5$#

ICA4122 lineNumberT\NE#9k?0 tag O5

k5l^7?#

b@: L.vHT9?s6GE#9k?0,+D+j^

7?#

f<6<NhV: E#Mr^`L.vHTN9?s6r

/j<s"CW7F/@5$#

ICA4123 (i< (program): IPC H</sr~jG
-^;sG7?: errNo

b@: Wm0i`, IPC H</srM@G-^;sG7

?#

ICA4124 (i< (program): TATsNI_hjf
K(i< pageqErr,/-^7?#

b@: Wm0i`,TATsrI_hl^;sG7?#
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ICA4125 countTATs`\#

b@: LNaC;<8#

ICA4126 ID id NaC;<8,o|5l^7?#

b@: LNaC;<8#

ICA4127 ID id ,TATsK"j^;s#

b@: LNaC;<8#

ICA4128 (i< (program): ID id ro|7h&H

7F(i< pageqErr,/-^7?#

b@: TATsN ID ro|7h&H7^7?#

ICA4129 -<O: entryKeybFO @ ptr: ptr G

9#

b@: LNaC;<8N_#

ICA4130 bG`C-:

b@: bG`i|_jps#

ICA4131 >0: modemName

b@: bG`i|_jps#

ICA4132 Init: initString

b@: bG`i|_jps#

ICA4133 3^sI&b<I: command

b@: bG`i|_jps#

ICA4134 3^sI*;-f: 0x terminator

b@: bG`i|_jps#

ICA4135 @$dk: dial

b@: bG`i|_jps#

ICA4136 @$dkY_: pause

b@: bG`i|_jps#

ICA4137 # N@$dk: diallb

b@: bG`i|_jps#

ICA4138 * N@$dk: dialstar

b@: bG`i|_jps#

ICA4139 Os0"CW: hangup

b@: bG`i|_jps#

ICA4140 -zJ3^sI~z: validCommandresp

b@: bG`i|_jps#

ICA4141 -zJ\3: validConnect

b@: bG`i|_jps#

ICA4142 (3<: echo

b@: bG`i|_jps#

ICA4143 bG`&GPC0&l3<I: PUTS(id)
txd-> outStr

b@: bG`&OsI7'</}0ps#

ICA4144 bG`&GPC0&l3<I: PUTC(id)
txd-> outStr

b@: bG`&OsI7'</}0ps#

ICA4145 bG`&GPC0&l3<I: GET rxd->
record id

b@: bG`&OsI7'</}0ps#

ICA4146 bG`&GPC0&l3<I:
INPUT(record id)

b@: bG`&OsI7'</}0ps#
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ICA4147 bG`&GPC0&l3<I: rxd->

b@: bG`&OsI7'</}0ps#

ICA4148 bG`&GPC0&l3<I:
WAITFOR(record id)

b@: bG`&OsI7'</}0ps#

ICA4149 R70JkrsVmC/G-^;sG7

?#

b@: SIGCHLD 70JkrVmC/r|7^9#

ICA4150 R70JkrVmC/G-^;sG7?#

b@: SIGCHLD 70JkrVmC/7^9#

ICA4151 &)<`&9?<H&U!$k

filePathname,8_7^;s#

b@: LNaC;<8#

ICA4152 &)<`&9?<H&U!$k

filePathnamer*<WsG-^;s#

b@: LNaC;<8#

ICA4153 &)<`&9?<H&U!$k

filePathnameK99.kT,"j^9#

b@: &)<`&9?<H&U!$kK5z8z,"j

^9#

ICA4154 &)<`&9?<H&U!$k

filePathnameKHQ5lF$J$G<?,

"j^9#

b@: LNaC;<8#

ICA4155 &)<`&9?<H&U!$k

filePathname,uG9#

b@: LNaC;<8#

ICA4156 &)<`&9?<H&U!$k

filePathnameN lineNumberT\KTIN

8h address,"j^9#5k5l^

9#

b@: &)<`&9?<H&U!$kK5z8z,"j

^9#LNaC;<8#

ICA4157 &)<`&9?<H&U!$k

filePathnameN lineNumberT\KTIN

A0,"j^9#5k5l^9#

b@: &)<`&9?<H&U!$kK5z8z,"j

^9#LNaC;<8#

ICA4158 &)<`&9?<H&U!$k

filePathnameN lineNumberT\KaC;

<8,"j^;s#5k5l^9#

b@: &)<`&9?<H&U!$kKaC;<8,~

CF$^;s# LNaC;<8#

ICA4159 &)<`&9?<H&U!$k

filePathnameN lineNumberT\rTAT

sK~lkH-K(i<,/-^7?#

b@: &)<`&9?<H&U!$kK5z8z,"j

^9#LNaC;<8#

ICA4160 U!$k filePathname+iN countaC

;<8N&)<`&9?<H,0;7^7

?#

b@: LNaC;<8#

ICA4161 (i< (program): "37?RN(i<,
?9.^9#

b@: TGRN(i<,?9.^9#L.vHT^?O

bG`jAU!$kK5z8z,"kH"3NaC;<

8,=(5l^9#

f<6<NhV: smitty/SMIT aKe<rHQ7F"L.

vHTG<?Y<9&U!$k*hSbG`jAU!$

krA'C/7F/@5$#

ICA4162 RO programrBTG-^;s: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4163 (i< (errno): RORrU)</G-^
;s: program#

b@: 79F`&(i<ND=-,"j^9#
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ICA4164 Z<8s0rT&L.vHTNj9Hrn

.G-^;sG7?#

b@: btWm0i`&(i<#

ICA4165 Z<8s0rT&L.vHTNU!$k

carrierFile K(i<,"j^9

b@: L.vHTG<?Y<9K5zJG<?,"j^

9#

f<6<NhV: smitty/SMIT aKe<rHQ7FL.v

HTG<?Y<9&U!$krA'C/7F/@5$#

ICA4166 LNaC;<8# IPC -<O 0xIpcKey

G9#

b@: LNaC;<8#

ICA4167 TATs page_q_err rn.G-^;s
G7?: pageQerr#

b@: TATsNn.rn_?H-Kc2,/3j^7

?#

ICA4168 Z<8s0&&)<`&9?<H&U!$

k, n.5l^7?#~o: time

b@: LNaC;<8#

ICA4169 objfrom +iN%hgL -p priority

numPager message

b@: LNaC;<8#

ICA4170 from +iN%hgL -p priority

alpaPager@carrier message

b@: LNaC;<8#

ICA4171 from +iN%hgL -p priority -n
numPager@carrier message

b@: LNaC;<8#

ICA4172 ]1CH&Yk&&)<`&9?<H&U

!$kN*j#

b@: LNaC;<8#aC;<8*kr=7^9#

ICA4173 &)<`&9?<H&U!$k

warmstrtFileKq-~a^;s#

b@: &)<`&9?<H&U!$k,8_7F$J$

D=-,"j^9#

ICA4174 user@host+iN time

STATUS-REQUEST

b@: u7Wapsr=(7^9#

ICA4175 user@host+iN time

SUMMARY-REQUEST#

b@: WsWapsr=(7^9#

ICA4176 countTATs`\#

b@: ]1CH&YkNTATsbNTATs`\tr

+&sH7^9#

ICA4177 bCHbE$`\: ID id Nu.~oO

time G9#

b@: TATsGGbE$`\r=(7^9#

ICA4178 H%eNabj<NFUCK:T7^7

?#

b@: 79F`&(i<ND=-,"j^9#

ICA4179 H%eNabj<NFUCO"LVg;K

:T7^7?#

b@: 79F`&(i<ND=-,"j^9#

ICA4180 page_q_print() N PAGE_Q ;^U)<

r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4181 page_q_print() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#
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ICA4182 js/ headLink -> aC;<8 ID: id.

b@: LNaC;<8#

ICA4183 %hgL: priority#

b@: LNaC;<8#

ICA4184 DM: name#

b@: LNaC;<8#

ICA4185 L.vHT: carrier#

b@: LNaC;<8#

ICA4186 Mesg: message#

b@: LNaC;<8#

ICA4187 &Q RAM rh@G-^;sG7?:
errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4188 UC&Q RAM rh@G-^;sG7?:
errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4189 PAGE_Q ;^U)<rh@G-^;sG

7?#

b@: 79F`&(i<ND=-,"j^9#

ICA4190 page_q_create() N PAGE_Q ;^U)

<ri|=G-^;sG7? : errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4191 page_q_create() N PAGE_Q ;^U)

<r_jG-^;sG7? : errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4192 page_q_empty() N PAGE_Q ;^U)

<r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4193 page_q_empty() N PAGE_Q ;^U)

<r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4194 page_q_enq( name,message) N PAGE_Q
;^U)<r@&sG-^;sG7?:
errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4195 page_q_enq() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4196 page_q_enq(): ID( id) Pri(priority)
Person( name) Mesg(message)

b@: LNaC;<8#

ICA4197 page_q_head() N PAGE_Q ;^U)<

r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4198 page_q_head() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4199 page_q_first() N PAGE_Q ;^U)<

r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4200 page_q_first() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4201 page_q_next() N PAGE_Q ;^U)<

r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#
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ICA4202 page_q_next() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4203 page_q_tail() N PAGE_Q ;^U)<r

@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4204 page_q_tail() N PAGE_Q ;^U)<r

"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4205 page_q_del() N PAGE_Q ;^U)<r

@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4206 page_q_del() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4207 page_q_del( ID)#

b@: GPC0ps#

ICA4208 page_q_deq() N PAGE_Q ;^U)<

r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4209 page_q_deq() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4210 page_q_del(): ID( id) Pri(priority) DM
(name) Mesg(message)#

b@: LNaC;<8#

ICA4211 page_q_walk() N PAGE_Q ;^U)<

r@&sG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4212 page_q_walk() N PAGE_Q ;^U)<

r"CWG-^;sG7?: errno#

b@: 79F`&(i<ND=-,"j^9#

ICA4213 PAGE_Q ,$CQ$G9#

b@: Z<8s0TATs,$CQ$G9#

f<6<NhV: eG,vJH-KZ<8rw.7F/

@5$#

ICA4300 Os0"CW7F$^9#

b@: FSP7,d_7F$^9#

ICA4301 bG`ri|=7F$^9..

b@: i|_j9Hjs0rHQ7FbG`ri|_j

7F$^9#

ICA4302 @$dk7F$^9......

b@: ECVfN@$dkFSP7fG9#

ICA4303 \3rTCF$^9#

b@: bG`,\35lkNrTCF$^9#

ICA4304 \37^7? speed

b@: |speed|\<&l<HG\3fG9#

ICA4305 \37^7?!!!!!!!

b@: ]1CH&YkN5<S9s!TK\35l^7

?#

ICA4306 +0b<INWmsWHrWa7F$^

9#

b@: +0b<INWmsWHrWa7F$^9#″ID=″

,a5lkNrTCF$^9#

ICA4307 WmsWHN`w,G-^7?.....

b@: WmP$@<+i ″ID=″ ,a5l^7?#
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ICA4308 +0b<IWarw.7F$^9#

b@: ]1CH&YkN5<S9s!TK ID H SSTr

w.7F$^9#

ICA4309 +0b<IWarw.7^9 .....5oK*
;7^7?!

b@: [p ,aj^9#3lO"L.,5oKTol?3

Hr=7F$^9#

ICA4310 aC;<8rw.7F$^9

b@: aC;<8&VmC/rw.7F$^9#

ICA4311 kLrTCF$^9

b@: N'rTCF$^9#

ICA4312 Ack ru.7^7?#Z<8Nh}O5
oKTol^7?

ICA4313 Nak ru.7^7?#VmC/rFw.
7F/@5$#nT: NakTries

b@: Nak ru1hj^7?#]1CH&YkNWmP

$@<,FwrWa7F$^9#

ICA4314 His6/7gs&(i<# VmC/r

Fw.7F/@5$#nT: RsTries

b@: His6/7gs&(i<#VmC/rFw7F

$^9#

ICA4315 L.vHT,\3r*;7^7?#

b@: ]1CH&YkNWmP$@<,qCr*;5;

^7?#WmP$@<K"m7F"djKD$Fd$g

o;F/@5$#

ICA4350 fwpage [carrier= ″...″] [modem= ″...″]
[ID=″...″] [msg= ″...″]

b@: fwpageNHQ!#Qia<?<rA'C/7F"

dj>7F/@5$#

ICA4351 This U!$k,8_7^;s

b@: 3NU!$k,57$G#l/Hj<K~CF$

k+I&+A'C/7F/@5$# 3N3<IrHQ9

k0K"carriers.cfg"modems.cfg"*hS pager.cfgrn.

7J1lPJj^;s#

ICA4352 WhatU!$k,Ku5lF$^9

b@: U!$k,f<6<KhCFQ95l"9?s6

A0GJ/JCF$^9# 9YFN0-r GUI KhC

F~O9k,W,"j^9#

ICA4353 What,99.^9#;/7FFnT7F

/@5$#

b@: |What|,99.^9#;/7F+idj>7F/

@5$#

ICA4354 What,mjG9#

b@: \<&l<H,57/J$lg"-zJ*W7g

sO 600"1200"2400"4800"9600"14400G9#P$H

vjNG<?&SCH,57/J$lg"-zJ*W7

gsO 7 ^?O 8 G9#9HCW&SCH,57/J$

lg"-zJ*W7gsO 1 ^?O 2 G9#POs~N

\,t,57/J$lg"~OOtM@1K9k,W,

"j^9#Z<8s0}0,57/J$lg"3NP<

8gsG5]<H5lkNO TAP @1G9#]1CH&

Yk ID (i<Nlg"=N9YFNtzrA'C/7F

/@5$#QjF#<,57/J$lg"-zJ*W7

gsO"OJqtK"EJvtK"NJJ7K" SJ9Z<

9K"MJ^</KG9# COM ]<H,57/J$l

g"-zJ*W7gsO COM1"COM2 ....G9# 3N

P<8gsGO"COM ]<HO 10 hjb.5/9k,

W,"j^9#aC;<88z,57/J$lg"aC

;<8rA'C/7F"Cl8z,^^lF$J$+I

&+4YF/@5$#

ICA4355 where(i<KQia<?<r_j7F/

@5$#

b@: |where|bGQia<?<r_jG-^;s#Qi

a<?<rA'C/7F"dj>7F/@5$#
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ICA4356 When~K"COM ]<HI_hj(i<

,/-^7?#

b@: COM ]<HNI_hj(i<#bG`&(3<r

*sK7F"dj>7F/@5$#

ICA4357 Where~K"COM ]<Hq-~_(i<

,/-^7?#

b@: COM ]<HNq-~_(i<#

ICA4358 What(i<N_j

b@: |What|N_j(i<#m0&U!$krA'C/

7F(i<rM-_aF/@5$#

ICA4359 WhereGGgnTstr6(^7?#W

m0i`rGAZj^9......

b@: 60 ,VK 60 s com]<HN*<WsrnT7

^9#9YF:T7^7?#3Nlg"O<I&'"\

3rA'C/7F/@5$# 10 ,VK 10 s]1CH&

Yk&aC;<8Nw.rnT7^9#9YF:T7^

7?#3Nlg"]1CH&YkNWmP$@<,@&

s7F$kD=-,"j^9#

ICA4360 L.vHTECVfKT@J8z,"j^

9: *pCarrierPhoneNum

b@: L.vHTNECVf+i'15lJ$8z,!

P5l^7?#VfrA'C/7Fdj>7F/@5

$#

ICA4361 Yp!!! Z<8s0&WmP$@<NbG
`O"Lo 2400 hj.5$3H,,W
G9#

b@: 3lO"YpK9.^;s#Z<8s0NWmP

$@<NbG`.YO"LoO 2400$~K_j5lF$

^9#

ICA4362 bG`ri|=G-^;s#

b@: bG`i|_j9Hjs0rQ97F"dj>7

F/@5$#

ICA4363 bG`,(i<ra7^7?#

b@: bG`NL.(i<#

ICA4364 COM ]<HN*<WsGN tries nT(

i<# 1 ,JbKFnT7F/@5$

b@: L.]<HN*<Ws&(i<#3N]<HO*

=i/"LNWm0i`KhCFHQ5lF$^9# 1

,eK+0*KFnT5l^9#

ICA4365 tries nTGZ<8Nw.K:T7^7

?#1 ,JbKFnT7F/@5$

b@: Z<8w.,:T7^7?#m0&U!$krA

'C/7F5NJ}3r+D1F/@5$#

ICA4366 aC;<8,99.^9#ZjNF^7?

b@: 3lO"YpK9.^;s#aC;<89,99

.^9#}^k95KZjMail^9#

ICA4367 GgaC;<89rbtjAMKj;CH

7^9: msg-length

b@: f<6<jANaC;<89,btjANM 80

hjbg-JMKJCF$k?a"aC;<8NGg9

rGU)kHKj;CH7F/@5$#

ICA4368 "/7gs: Where(i<

b@: COM ]<HN*<Ws&(i<NlgKO"=.

rA'C/7Fdj>7F/@5$# COM OsIkN

/m<:&(i<NlgKO"79F`NdjG9#

COM NQ<8&(i<NlgKO"79F`NdjG

9#@$dk&3^sINw.(i<NlgKO"@$

dkFSP73^sINdjG9# Haye_9bG`+I

&+rA'C/7F/@5$# ID WaNw.(i<Nl

gKO"]1CH&YkNWmP$@<, TAP WmH3

kr5]<H7F$k+I&+A'C/7F/@5$#

+0WmsWHNw.(i<NlgKO"]1CH&Y

k&5<S9,57/!=7F$k+I&+A'C/7

F/@5$#aC;<8w.(i<NlgKO"m0&

U!$krA'C/7Fc2N6xrM-_aF/@5

$#WmsWH&(i<NlgKO"]1CH&YkN

WmP$@<+iWmsWHru1hk3H,G-^;

s#
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ICA4369 His6/7gs&(i<,?9.^9#

GAZj^9....

b@: His6/7gs&(i<+?9.^9#3Nn

TrGAZj^9#

ICA4370 u.7? Nak ,?9.^9#Wm0i`
rGAZj^9.....

b@: ]1CH&YkNWmP$@<+iu.7? Nak

,?9.^9#3NnTrGAZj^9#

ICA4371 Xt FunctionNameG COM ]<HN

szComPort, Error Numberra7^7

?#

b@: Qia<?<rA'C/7F"dj>7F/@5

$#

ICA4372 bG`,(i<&aC;<8ra7^7

?......ReturnMessage

b@: aC;<8O"Not connected"Ringing, but not

connected"No carrier"No dial tone"Busy"No answerG

9#

ICA4373 function name) bG`^?OL.vHT+
iT@J~z,a5l^7?: char1,
char2#

b@: 3NaC;<8O"U!$"&)<kNZ<8s

0!=,'17J$bG`^?O-cj"+iN~zr

sp7^9# char1*hS char2O"~zNGiN 2 8

zN ASCII (16 J) 3<IG9#

f<6<NhV: 3NpsO"T@N~zNU#r=L

9k?aKbG`Nb@r2H7?jL.vHTKjL

9k]KHQ7F/@5$#

ICA5005 SKIT Ni|=K:T7^7?#aj3<
IO!NH*jG9: return code

b@: ;-e"&=1CHNi|=,:T7^7?#

SKIT +iNaj3<I,=(5l^9#

ICA5014 jb<H&/i$"sH&HsMk&5<

P<, listen 7F$k]<H server port

#

b@: sslrctdKP7F=.5l?]<HVf,=(5l

^9#

ICA5015 chp0.chp1.chp2.chp3+iN\3ruz7

^7?

b@: /i$"sHN IP "Il9,=(5l^9#

ICA5017 ;-e"&=1CH&OsIkr~jG-

^;s#Xt skit_secure_soc_init
retcode O!NH*jG9:function

retcode

b@: skit_secure_soc_init(),:T7??aK";-e

"&=1CH,@il^;s#

ICA5018 The slave server cipher specs used
are spec1 spec2 spec3

b@: cihperEM,=(5l^9#

ICA5019 Free Homenet IP W<kr~jG-^;

sG7?#

b@: 0*U#k?<NdjG9#

ICA5020 jb<H&/i$"sH=.U!$kr*

<WsG-^;s#

b@: U!$k /etc/security/rcsfile.cfg,xQG-^;s#

f<6<NhV: U!$k*hS=NbF,"k+A'

C/7F/@5$#

ICA5021 ’keyword’ -<o<I,+D+j^;s#

b@: U!$k /etc/security/rcsfile.cfgO3N-<o<I

r}CF$^;s#

f<6<NhV: /etc/security/rcsfile.cfgrA'C/7F{

57F/@5$#
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ICA5024 skit_secure_soc_write() !=(i<,

routine nameG/3j^7?#

b@: 3Nk<AsG"skit_secure_soc_write(),:T7

^7?#

ICA5025 skit_secure_soc_write() !=(i<,

ACKClient() G/3j^7?#

b@: ACKClient() k<AsG skit_secure_soc_write(),

:T7^7?#

ICA5026 routine nameG/i$"sH+i5zJ

aj3<Iru.7^7?#

b@: 3Nk<AsG"/i$"sH+i=|7J$a

j3<Iru.7^7?#

ICA5027 routine nameG/i$"sH+imjN

WaKP9kaj3<Iru.7^7?#

b@: aj3<I&aC;<8fNj/(9H&3<I

O"3Nk<AsGO=|7F$^;s#

ICA5028 5zJm0$sWaG9#

b@: m0$s&j/(9H&aC;<8NA0,5z

G9#

ICA5030 T@Njb<H&/i$"sH ID :
remote client ID

b@: 3Nf<6< ID OU!$"&)<k&^7sK

HCFT@J ID G9#

f<6<NhV: 3Njb<H&/i$"sHNf<6

<Npsr{57F/@5$#

ICA5031 RCTLoginPhase GNXt

skit_secure_soc_write (i<#

b@: skit_secure_soc_write(),m0$s&U'<:G:

T7^7?#

ICA5035 5zJm0"&HWaG9#

b@: m0"&H&j/(9H&aC;<8NA0,5

zG9#

ICA5067 5zJQ1CHru.7^7?#

b@: u.7?Q1CHNA0,5zG9#

ICA5078 SvrReqHandler() G'1G-J$War
~j7^9#

b@: '15lJ$j/(9Hru.7?NG5k7^

9#

ICA5082 /i$"sH remote client IDXNHs

MkOZG5l^7?#

b@: 3N ID r}Djb<H&/i$"sHNHsM

k,ZG5l^7?#

ICA5086 ID: useridOjA5lF$^;s#

b@: U!$"&)<k&^7sK3Nf<6< ID O

8_7^;s#

ICA5087 ’userid’ N'ZK:T7^7?#

b@: 3Nf<6< ID KP9k'Z,:T7^7?#

ICA5089 Xt rcFilterClear() ,:T7^7?#a
j3<IO return codeG9#

b@: rcFilterClear(),:T7^7?#3Naj3<I,

aj^9#

f<6<NhV: IPSEC LAN/i$"sH,"k+A'

C/7F/@5$#3liN=JO&89k3H,G-

^;s#

ICA5090 Xt rcFilterInit() ,:T7^7?#aj

3<IO return codeG9

b@: rcFilterInit() ,:T7^7?#3Naj3<I,a

j^9#

ICA5091 Xt TunnelUp() ,BTD=U!$k
command linerBTG-^;s#

b@: =(5l?3^sIT, system()FSP7K:T

7^7?#
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ICA5092 recoverstash XtFSP7+i-<js

0&Q9o<Ir~jG-^;s#

b@: stashU!$k+i-<&js0&Q9o<Irs

|G-^;s#

ICA8001 SYSLOG/udp: T@N5<S9G9#

ICA8002 function_nameXt,:T7^7? -
errno, errno2 = errno2

b@: syslogd,XjN!=rBTG-J+C??aK"

h},*;7^9# errnops,"(i<&aC;<8K

IC5l^9#

f<6<NhV: 79F`&Wm0i^<K"m7F/

@5$#79F`&Wm0i^<O" errnopsrHQ7

F3N:TN6xr=L7^9#

ICA8004 AF_INET =1CHG(i<r!P7^7
?#syslogd Ob& Socket rbK?<
7^;s#

ICA8006 T@N%hgL> ¥″priority¥″

b@: =.U!$kbN%hgL>,5zG9#

f<6<NhV: 79F`&Wm0i^<K"m7F/

@5$#79F`&Wm0i^<O"=.U!$kr!

:7F/@5$#

ICA8007 T@N!=> ¥″facility¥″

b@: =.U!$kbN!=>,5zG9#

f<6<NhV: 79F`&Wm0i^<K"m7F/

@5$#79F`&Wm0i^<O"=.U!$kr!

:7F/@5$#

ICA8008 ¥b SYSLOG@hostname+iNaC;<

8 ?$`9?sW timestamp...

b@: syslogG<bs=.U!$kKO"m0*s7F

$kf<6<9YFK syslogaC;<8rwk~j}@

r^^lF$^7?#3NaC;<8O"syslogG<bs

,T/7F$k79F`K=_m0*s7F$k9YF

Nf<6<KP7Fwil^9#

f<6<NhV: 79F`&Wm0i^<NT&hVO

"j^;s#

ICA8009 SYSLOGD O70Jk signal G*;7F

$^9

b@: syslogG<bsO"syslogG<bs,*;7?6

xHJC?70Jkru1hj^7?#

f<6<NhV: 79F`&Wm0i^<NT&hVO

"j^;s#

ICA8010 SYSLOGD ,FO07^7?#

ICA8012 SYSLOGD O SMF K-?G-^;s -
error_text

b@: l3<Ir SMF Xq-~`VK(i<,88^

7?#(i<&F-9Hps,"(i<&aC;<8K

IC5l^9#

f<6<NhV: 79F`&Wm0i^<K"m7F/

@5$#79F`&Wm0i^<O"(i<&F-9H

psrHQ7F SMFq-~_,:T7?6xr=L7^

9#

ICA8013 h}u7N97K:T7^7?#aj3<

I = 0xreturn_code

b@: U!$"&)<kN+<Mkh}N syslogdh}

u7N97fK(i<,88^7?#aj3<IKO"

97h}u7FSP7+ia5l?CjN(i<N5W

,(5l^9#

f<6<NhV: 79F`&Wm0i^<K"m7F/

@5$#79F`&Wm0i^<O"5<S9;QwK

"m7F/@5$#

ICA8014 SYSLOGD /0~KT@N*W7gs

(-startup_option) ,Xj5l^7?

b@: syslogdG<bsh}r+O5;h&H9k]K(

i<,88^7?#Xj5l?*W7gsO"syslogdN

/0~KO5]<H5l^;s#

f<6<NhV: 9?<H"CWN*W7gsr!:

7"syslogdG<bsrFO07F/@5$#dj,rh

5lJ$lg"79F`&Wm0i^<O5<S9;Q

wK"m7F/@5$#
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ICA8015 =.U!$k`\ (config_data) ,5zG
9

b@: SYSLOG=.U!$k+i=.~j}@r=8r

O9k]K(i<,88^7?#

f<6<NhV: =.U!$k~j}@r!:7"

syslogdG<bsrFO07F/@5$#dj,rh5l

J$lg"79F`&Wm0i^<O5<S9;QwK

"m7F/@5$#

ICA8016 function_name, filenameKD$F:T7

^7? - errno

b@: XjuVNXj!=rBT9k]K(i<,88

^7?# errnops,"(i<&aC;<8KIC5l^

9#

f<6<NhV: XjuV,8_9k3HrN'7F"

WarFnT7F/@5$#dj,rh5lJ$lg

O"79F`&Wm0i^<K"m7F/@5$#dj

,rh5lJ$lg"79F`&Wm0i^<O5<S

9;QwK"m7F/@5$#

ICA8050 function,:T7^7?#error_text

b@: aC;<8K(5l?!=NBTfK"(i<,

/87^7?#(i<KX9kICpsO"(i<&F

-9HK(5l^9#

f<6<NhV: aC;<8KXj5l?(i<r{5

7",WJlg"=N`nrFnT7F/@5$#

ICA8051 function,:T7^7?#aj3<I =
0xreturn_code

b@: aC;<8K(5l?!=NBTfK"(i<,

/87^7?#Xj7?!=+iNaj3<Ib=(7

^9#

f<6<NhV: aC;<8KXj5l?(i<r{5

7",WJlg"=N`nrFnT7F/@5$#

ICA8052 FWSTACKD ,U#k?<&m.s0r

stack_nameQKh0=7F$^9#

b@: FWSTACKD ,"Q1CH&U#k?<&m.s

0rh0=7h&H7F$^9#

79F`NhV: Wm0i`O3T7^9#

ICA8053 FWSTACKD O stack_nameQKU#k?

<&m.s0rh0=G-^;s#

error_text

b@: U0N(i<&aC;<8Kb@5lk}3+

i"Q1CH&U#k?<&m.s0Nh0=,:T7

^7?#

79F`NhV: U#k?<&m.s0OBT5l^;

s#

f<6<NhV: (i<&aC;<8rHQ7"(i<

r{57F+i"fwfilter cmd=startlog GU#k?<&

m.s0rFh0=7F/@5$#

ICA8054 FWSTACKD , stack_nameQK NAT m
.s0rh0=7F$^9#

b@: FWSTACKD ,"MCHo</&"Il9Q9

(NAT) m.s0rh0=7h&H7^7?#

79F`NhV: Wm0i`O3T7^9#

ICA8055 FWSTACKD , stack_nameQK NAT m
.s0rh0=G-^;s#error_text

b@: U0N(i<&aC;<8Kb@5lk}3+

i"MCHo</&"Il9Q9 (NAT) m.s0Nh0

=,:T7^7?#

79F`NhV: MCHo</&"Il9Q9m.s0

OBT5l^;s#

f<6<NhV: (i<&aC;<8rHQ7"(i<

r{57F+i"fwnat cmd=startlog GMCHo</&

"Il9Q9m.s0rFh0=7F/@5$#

ICA8056 FWSTACKD , stack_nameQK NAT r
h0=7F$^9#

b@: FWSTACKD ,"MCHo</&"Il9Q9

(NAT) rh0=7h&H7^7?#

79F`NhV: Wm0i`O3T7^9#

ICA8057 FWSTACKD O stack_nameQK NAT r
h0=G-^;s#error_text

b@: U0N(i<&aC;<8Kb@5lk}3+

i"MCHo</&"Il9Q9 (NAT) Nh0=,:T

7^7?#

79F`NhV: MCHo</&"Il9Q9OBT5

l^;s#

f<6<NhV: (i<&aC;<8rHQ7"(i<

r{57F+i"fwnat cmd=update GMCHo</&

"Il9Q9rFh0=7F/@5$#
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ICA8058 FWSTACKD stack_nameQKHsMkj

ArFh0=7F$^9#

b@: FWSTACKD ,"79F`d_~Kh0uV@C

?HsMkjAr"Fh0=7h&H7F$^9#

79F`NhV: Wm0i`O3T7^9#

ICA8059 FWSTACKD O stack_nameQKHsMk

jArFh0=G-^;s#error_text

b@: U0N(i<&aC;<8Kb@5lk}3+

i"HsMkjANh0=,:T7^7?#

79F`NhV: HsMkjAOh0=5l^;s#

f<6<NhV: (i<&aC;<8rHQ7"(i<

r{57F+i"fwtunnl cmd=activate GHsMkjA

rFh0=7F/@5$#

ICA8060 FWSTACKD O stack_nameQKU#k?

<H Socks ,'rh0=7F$^9#

b@: FWSTACKD ,"Q1CH&U#k?<,'*h

S Socks,'N=T;CHrh0=7h&H7F$^

9#

79F`NhV: Wm0i`O3T7^9#

ICA8061 FWSTACKD stack_nameQKU#k?<

H Socks ,'rh0=G-^;s#
error_text

b@: U0N(i<&aC;<8Kb@5lk}3+

i"U#k?<,'*hS Socks,'Nh0=,:T7

^7?#

79F`NhV: GU)kHNU#k?<,',zOr

}A^9#m<+k&"/;9OvD5l"=N>9Y

FN"/;9Oq]5l^9#

f<6<NhV: (i<&aC;<8rHQ7"(i<

r{57F+i"fwfilter cmd=update GU#k?<*h

S Socks,'rFh0=7F/@5$#

ICA8062 FWSTACKD O stack_nameQK

RealAudio rh0=7F$^9#

b@: FWSTACKD ,"j"k&*<G#*N5]<H

rh0=7h&H7F$^9#

79F`NhV: Wm0i`O3T7^9#

ICA8063 FWSTACKD O stack_nameQK

RealAudio 5]<Hrh0=G-^;

s#error_text

b@: U0N(i<&aC;<8Kb@5lk}3+

i"j"k&*<G#*N5]<Hh0=,:T7^7

?#

79F`NhV: j"k&*<G#*N5<S9OxQ

G-^;s#

f<6<NhV: (i<&aC;<8rHQ7"(i<

r1L*hS$57F+i"fwaudio cmd=change Gj

"k&*<G#*rh0=7F/@5$#

ICA8064 function,:T7^7?#error_text

b@: aC;<8K(5l?!=NBTfK"(i<,

/87^7?#(i<KX9kICpsO"(i<&F

-9HK(5l^9#

f<6<NhV: aC;<8KXj5l?(i<r{5

7",WJlg"=N`nrFnT7F/@5$#

ICA9000 IBM Firewall >AGO number of|VG

-z|B,Zl^9#

b@: 3N=UH&'"O">AQH7Fs!5lF$

kbNG"j"=(5l?h&KHQTD=KJj^

9#

ICA9001 U!$k&79F`]4-A'C+<Yp

- warning description text

b@: fwfschk,U!$k&79F`G7bJdj/8N

D=-Kr!P7^7?

ICA9002 GeNaC;<8O numbers?|5l

^7?

b@: LNaC;<8,VK~i:K1laC;<8,

m0K-?5l?H-K AIX syslogd KhCF8.5l

kaC;<8#3NaC;<8O"m0&bK?<,3

Nror!PG-kh&K9k?aK"33KD5l^

9#3NaC;<8O"B]N syslogdaC;<8H18

@lGq+lF$J1lPJj^;s#
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ICA9003 =.5<P<Gf<6< nameN'ZK

:T7^7?#

b@: U!$"&)<k=.5<P<,"=(5l?f

<6<r'ZG-^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9004 f<6< nameO=.5<P<G5oK

'Z5l^7?#

b@: U!$"&)<k=.5<P<,"=(5l?f

<6<r'Z7^7?#

ICA9005 jb<H=.5<P<rO07F$^9#

b@: =.5<P<,/05l^7?#

ICA9006 jb<H=.5<P<r*;7F$^9#

b@: =.5<P<,*;7^9#

ICA9007 jb<H=.5<P<,aC;<8&+?

m0r*<WsG-^;s#

b@: jb<H=.5<P<KhCFHQ5lk 1 D^

?O#tNaC;<8&+?m0,gn7F$kD=-

,"j^9#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9008 jb<H=.5<P<, getpeername()
G:T7^7?: (i< errno#

b@: =.5<P<,"/i$"sHKX9kpsr~

jG-^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9009 jb<H=.5<P<, getsockname()
G:T7^7?: (i< errno#

b@: =.5<P<,"=l+NKX9kpsr~jG

-^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9010 jb<H=.5<P<,"@W?<psN

h@K:T7^7?#

b@: =.5<P<,"@W?<psr~jG-^;

s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9011 =.5<P<O"jb<H=.KP7FH

QD=KJCF$^;s#

b@: =.5<P<,=.U!$kG local=yesK_j

5lF$kKb++oi:"/i$"sH,jb<H&

^7sK"j^9#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9012 jb<H=.5<P<O"m0*sWar

I_hl^;s#

b@: =.5<P<,/i$"sHNm0*sWarI

_hl^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9013 jb<H=.5<P<,mjNWaru.

7^7?#

b@: m0*sWaKmC?ps,^^lF$^9#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9014 jb<H=.5<P<OQ$Wrn.G-

^;s#

b@: =.5<P<,'ZN?aNQ$Wrn.G-^

;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9015 jb<H=.5<P<,Wm;9rn.G

-^;s#

b@: =.5<P<,'ZN?aNWm;9rn.G-

^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#
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ICA9016 EFM G<bsrO07F$^9#

b@: I}P]U!$"&)<kG EFM G<bs,/

07^7?#

ICA9017 EFM G<bsr*;7F$^9#rc =
value#

b@: EFM ,Xj5l?aj3<IG*;7^9#

ICA9018 EFM G<bsO"aC;<8&+?m0

r*<WsG-^;s#

b@: EFM G<bsKhCFHQ5lk 1 D^?O#

tNaC;<8&+?m0,gn7F$kD=-,"j

^9#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9020 BT5lF$kf<6< ID rZjX(i
l^;s#

b@: BTfNf<6< ID rZjX(k?aN79F

`&3<k,:T7^7?#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9021 3NU!$"&)<kO logon b<Ir

5]<H7F$^;s#

b@: 3NU!$"&)<kO"3NCjNb<Ir5

]<H7^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9022 userO"logon b<IGU!$"&)<k

Km0*s9k"B,"j^;s#

b@: 3Nf<6<>O"3NCjb<IGm0*s9

k3H,vD5lF$^;s#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9023 EFM DLL rm<IG-^;s#

b@: efm dll Nm<IK:T7^7?#

f<6<NhV: U!$"&)<kNI}TK"m7F

/@5$#

ICA9024 userKhCFU!$"&)<k machine

XN>wWa,+O5l^7?#

b@: >w`n,+O5l^7?#

ICA9025 >wWaOaj3<I returncodeG*;

7^7?#

b@: >w`n,0;7^7?#

ICA9026 user+iN>wWarU!$"&)<k

machineGu.7^7?#~o: time

b@: Xj5l?~oK>w`n,+O5l^7?#

ICA9027 Xt functionNU!$k filenamer>w

WaKIC7^7?#

b@: Xj5l?U!$k,>w5l^9#

ICA9028 userKhCF"U!$"&)<k

machineXh0=Wa,+O5l^7?#

b@: h0=`n,+O5l^7?#

ICA9029 h0=Wa,aj3<I return codeG*

;7^7?#

b@: h0=`n,0;7^7?#

ICA9030 user+iNh0=WarU!$"&)<

k machineGu.7^7?#~o: time

b@: Xj5l?~oKh0=`n,+O5l^7?#

ICA9031 Xt functionNh0=Oaj3<I

return codeG*;7^7?#

b@: Xj5l?!=Nh0=,0;7^7?#
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ICA9032 NAT =.,975l^7?#|U: date

~o: time

b@: NAT =.,975l^7?#

ICA9033 NAT 5]<H (lYk version.release) ,
i|=5l^7?#|U: date~o: time

b@: U!$"&)<kN NAT 5]<H,i|_j5

l^7?#

ICA9034 NAT 5]<H,h0d_5l^7?#|
U: date~o: time

b@: NAT 5]<H,HQTDKJj^7?#

ICA9035 NAT O;-e"&"Il9 Secured IP

AddressNP?Q_"Il9rdj6l^

;s#

b@: P?Q_"Il9&W<kKxQG-k"Il9

,J$?aK";-e"&"Il9,Q95l^;s#

ICA9036 NAT ,P?Q_"Il9 Registered IP

Addressr"Il9&W<kKr|7^7

?#

b@: P?Q_"Il9,P?Q_ IP "Il9&W<

kKjj<95l^7?#

ICA9037 U!$"&)<k&$s?<U'<9,

time_and_dateK+0*K975l^7

?#

b@ : U!$"&)<kNi|_jWm0i`O

UpdateInterfaces() rFSP7"U!$"&)<kN$s
?<U'<9&U!$k fwadpt.cfgN+097r/07

^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9038 $s?<U'<9 address,U!$"&

)<k=.+i|n5l^7?#

b@: j9HQ_.t@U- 10 Jt"Il9O"U!

$"&)<kN=.U!$k fwadpt.cfgKj9H5lF

$^9," TCP9?C/KO'15lF$J$?a"=

.U!$k+i|n5l^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9039 $s?<U'<9 address,U!$"&

)<k=.KIC5l^7?#

b@: TCP9?C/Oj9HQ_.t@U- 10 Jt"

Il9r+D1^7?,"U!$"&)<kN=.U!

$k fwadpt.cfgK+D+iJ+C?NG=.U!$kK

IC7^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9040 $s?<U'<9 address^9/,

oldmask+i newmaskK975l^7

?#

b@: fwadpt.cfgU!$kN^9/,"O<I&'"K$

s9H<k5lF$kbNHlW7^;s#57$^9

/&U#<kI, fwadpt.cfgU!$kG975l^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9041 3N^7sK$s?<U'<9,+D+j

^;s#

b@: 3N^7seK"@W?<&$s?<U'<9O

!P5l^;sG7?#

79F`NhV: J7

f<6<NhV: J7

ICA9042 ?P1l (many-to-one) "Il9
many-to-one addressG NAT ,h0=7
^7?#

b@: NAT O5oKi|=5l"=_h0uVG9#"

Il9, 0 G"klg"3lO"?P1lQ9,sh0

uVG"k3HrU#7^9#

79F`NhV: J7

f<6<NhV: J7

ICA9043 NAT ,i|=K:T7^7?#aj3<
I rc

b@: NAT Ni|=,:T7"sh0uVG9#

79F`NhV: NAT !=O/05l^;s#

f<6<NhV: f<6<, NAT !=r,WH9kl

g"aj3<Ir2H7"=lr{59kh&K407

F/@5$#rhG-J1lP"IBM 5<S9K"m7

F/@5$#
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ICA9044 NAT ,h0d_7^7?#

b@: NAT O5oKsh0=5l"=_sh0uVG

9#

79F`NhV: J7

f<6<NhV: J7

ICA9045 NAT O";-e"&"Il9:]<H
secured address:port K"Il9:]<H
address:port rdj6j^7?#

b@: NAT ,";-e"&[9HNeojK""Il

9&W<k+i"Il9:]<Hrdj6j^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9046 NAT O;-e"&"Il9 secured

addressK?P1l (many-to-one) "I
l9rdj6l^;s#

b@: NAT ,"?P1l"Il9G]<HrH$T/7

^7?#

79F`NhV: m<+k&[9HNQ1CH,o|5

l^7?#

f<6<NhV: 3lO"soK?tN\3,"k3H

rU#7^9#I}TO"hjW.KHQ5lF$J$

Q9F<VkN`\r|n7h&H7F"?P1l"I

l9KX"9k?$`"&Hr;/9klg,"j^

9#

ICA9047 NAT O";-e"&"Il9:]<H
secured address:port +i"Il9:]<H
address:port rdj6jr|7^7?#

b@: NAT O"HQD=JW<kK"Xj7?"Il9

:]<Hra7^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9048 NAT OWmH3k:protocol "Il9:]
<H address:port ;-e"&"Il9:]
<H secured address:port r}DGR=5

l?Q1CHr!P7^7?#

b@: NAT ,"Ui0asH FTP3sHm<k&Q1

CH"^?OGR=7? ICMP (i<N(i<&aC;

<8r!P7^7?# NAT O"GR=7? FTP3sH

m<k&Q1CHrQ97^9,"Z$m<IO!:5

l^;s#3l,"GR=7? PORT3^sIG"C?

lg"aC;<8K^^lk IP "Il9OQ95lJ$

NG"FTP G<?O:T7^9#Q1CH,"GR=7

? ICMP (i<&aC;<8G"klg"=lOo|5

l^9#

79F`NhV: b@r2H7F/@5$#

f<6<NhV: 3l,+jV7/89klg"IBM 5

<S9K"m7F/@5$#

ICA9049 NAT , source address+i destination

addressXNgxN57/J$GR=r!

P7^7?#=lOQ9G-^;s#

b@: NAT ,"G<?0i`NGiNUi0asHN0

KO$?"GR=7?G<?0i`r!P7^7?#

79F`NhV: NAT O"=NUi0asHr,ZKQ

9G-^;s#=NG<?0i`Oo|5l^7?#

f<6<NhV: 3l,+jV7/89klg"IBM 5

<S9K"m7F/@5$#

ICA9050 NAT failed to translate a packet with
protocol: protocol to address:port
address:port from secured address:port
secured address:port with returned code
rc.

b@: NAT ,"Q1CHNQ9K:T7^7?#

79F`NhV: Q1CH,o|5l^7?#

f<6<NhV: 3l,+jV7/89klg"IBM 5

<S9K"m7F/@5$#

ICA9051 NAT OWmH3k:protocol r}DQ1C

H,"Il9:]<H secured address:port

+i "Il9:]<H address:port Ke$

?3Hr!P7^7?#

b@: NAT ,"Q1CHNu.r!P7^7?#

79F`NhV: J7

f<6<NhV: J7

ICA9052 NAT OWmH3k:protocol r}DQ1C

H,"Il9:]<H secured address:port

+i "Il9:]<H address:port K%l

?3Hr!P7^7?#

b@: NAT ,"Q1CHNw.r!P7^7?#

79F`NhV: J7

f<6<NhV: J7
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ICA9053 lineNo N stringValue filename

b@: GPC0

79F`NhV: J7

f<6<NhV: J7

ICA9054 IP "Il9:addressO?P1l

(many-to-one) "Il9H1~Ks;-
e"/;-e"&$s?<U'<9&"I
l9H7FHQG-^;s#

b@: =liO"1lKJl^;s#

79F`NhV: Wa7?"/7gsO"BT5l^;

s#

f<6<NhV: [Jks;-e"&"Il9"^?O

[Jk?P1l"Il9r*r7F/@5$#

ICA9060 W?*J=.i|=(i< - socket():
system error message

b@: =.5<P<Ni|=,:T7^7?#G<bs

,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

=.5<P<rF/07F/@5$#

ICA9061 W?*J=.i|=(i< - listen():
system error message

b@: =.5<P<Ni|=,:T7^7?#G<bs

,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

=.5<P<rF/07F/@5$#

ICA9062 W?*J=.(i< - main accept():
system error message

b@: =.5<P<Na$sk<As,:T7^7?#

G<bs,*;7^7?#

f<6<NhV: =(5l?79F`Ndjr{57"

=.5<P<rF/07F/@5$#

ICA9063 W?*5<P<&(i< - failing

function: aj3<I = 0xfunction return

code

b@: =.5<P<,Xj5l?XtG(i<r!P7

^7?#3N daemonO*;7^9#

f<6<NhV: =(5l?79F`Ndjr{57"

=.5<P<rF/07F/@5$#

ICA9064 T@J*W7gs -valueO5k5l^7

?#

b@: =(5l?*W7gs,Xj5l^7?,"'1

G-^;s#

ICA9065 =.5<P<&(i< - failing function:
system error message

b@: =.5<P<,Xj5l?XtG(i<r!P7

^7?#3N daemonO*;7^9#

f<6<NhV: =(5l?79F`Ndjr{57"

=.5<P<rF/07F/@5$#

ICA9066 abj<T-: =.5<P<:
malloc( bytes) ,Xt function_nameG

NULL ra7^7?#

b@: =,Jabj<rdj6k3H,G-^;s#

malloc , NULL ra7^7?#

ICA9067 P$sI,:T7^7?#"Il9: port

O9GKHQ5lF$^9#

b@: XjN]<H&"Il9O"=_HQfG9#

79F`NhV: =.5<P<O*;7^9#

f<6<NhV: [Jk]<H&"Il9rHQ7F"

=.5<P<r\39k+"U!$"&)<kNI}T

K"m7F/@5$#

ICA9068 -value*W7gs,:T7^7?#^?O

57/Xj5lF$^;s#

b@: =(5l?*W7gs,:T7^7?#^?O"

57/Xj5lF$^;s#

79F`NhV: =.5<P<O*;7^9#

f<6<NhV: =(5l?*W7gsNHQ!r{5

7"=.5<P<rF/07F/@5$#

ICA9069 SSL i|=,:T7^7?#

b@: SSLEf=D-O"i|=G-^;sG7?#^

?O"Q<HJ<HNOsI7'</,:T7^7?#

79F`NhV: =.5<P<O*;7^9#

f<6<NhV: U!$"&)<kNI}TK"mrH

j"SSL D-r!Z7F/@5$#
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U?B. Windows NT 79F`=.N/=

/=O"T,WJG<bsr*UK7"^?$vDf<6< ID rHQTDK9k3

HKhCF";-ejF#<Hz(rGg=9kWm;9G9# /=O"IBM

Firewall =UH&'"N$s9H<knHNltG"j";-ejF#<r;J&2

lN"k79F`q;rT87^9#

IBM Firewall =.K,WNJ$5<S9*hS;-ejF#<r;J&2lN"k5

<S9OHQTDK7^9# TCP/IPJ0NWmH3kO9YFo|5l^9#
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U?C. Requests for Comments (RFC) Nh@

RFC (Request For Comments)O"$s?<MCHWmH3k&9$<HN?aN77

$WmH3kr-R7F8`rN)9k8qG9# 9YFN RFC NO<I3T<

O"MCHo</ps;s?< (NIC) +iDM^?Oqw,xQ9k3H,G-^

9# 3liN8qO"!Nlj+i~jG-^9#

Government Systems, Inc.

Attn: Network Information Center

14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

RFC KO"!N URL G"/;99k3H,G-^9#

http//www.cis.ohio-state.edu/hypertext/information/rfc.html

*si$s&3T<O"FTPrHQ7F ds.internic.net K\37" NIC +iHQ

9k3H,G-^9# !Nh&JA0rHQ7F"U!$kr>wG-^9#

RFC:RFCnnnn.TXT
RFC:RFCnnnn.PS

33GO"

nnnn RFC Vf

TXT F-9HA0

PS PostScriptA0

RFC $sGC/9QNA0O"!NH*jG9#

RFC:RFC-INDEX.TXT

m: RFCN?/O"F-9HA0GN_xQG-^9#PostScriptU!$krWa9

k0K"^:"RFC $sGC/9rA'C/7F"RFC , PostScriptA0GH

QG-k3HrN'7F/@5$#aC;<8r mailserv@ds.internic.net K

w.9k3HKhCF"+0=5l? NIC a<k&5<P<+i"ERa<kr

L8F"RFCN*si$s&3T<rWa9k3HbG-^9#!N3^sIr

*RMNN<HN\8KH_~`,W,"j^9#

SEND RFCnnnn.TXT
^?O

SEND RFCnnnn.PS

33GO"

nnnn RFC Vf

TXT F-9HA0

PS PostScriptA0

?H(P" RFC 812NF-9HA0rWa9klg"*RMNN<HN\8K!N

h&KXj7^9#

SEND RFC812.TXT
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RFC$sGC/9N*si$s&3T<rWa9kKO"*RMNN<HN\8K!

Nh&J3^sIrH_~sG/@5$#

SEND RFC-INDEX.TXT
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U?D. IBM Firewall Socks5.conf =.U!$kA0

=.U!$k socks5.conf O"GU)kHGO IBM Firewall N$s9H<k&G#

l/Hj<K"j^9#,WK~8F"F-9H&(G#?<G3NU!$krT

89k3H,G-^9#

socks5.conf =.U!$kO"5<P<riaFFSP9]KI_hil^9 (d_

;:KG7=(9kKO" socks5.config H~O7F/@5$)#3NU!$kKO"

IBM Firewall ,"XjN"Il9K~#9k?aK,WJ$s?<U'<9r=L7

?j"XjN"Il9K>\\39k+"LNWm-7<&5<P<rH&+r=

L7?j"Wm-7<\3rT&KOINh&JWor~?9,W,"kN+r=

L7?j9kNK,WJps,9YF~CF$^9#

=.U!$kKO"J<N;/7gs,"j^9#

v L>

v Qt

v b8e<k

v 'Z

v P)Xj

v Wm-7<

v "/;9)f

'Z"P)Xj"Wm-7<"*hS"/;9)fNF;/7gsGO"=N;/

7gsGM-go;,lW9k^G"TrgxI*jKI_hj^9#TNgxO

soKEWG9#T,lW9kKO"TfNF`\,lW7J1lPJj^;s#

]<HNXj

]<HO">0"Vf"^?OOOKhCFXj9k3H,G-^9#OOO"=

NOO,qg*G"k+I&+KhCF"[ + ( GO^j") + ] G*oj^9#O

ONhZj8zNVKO"2 DN]<HXjR (>0^?OVf) r3s^GhZC

FXj7J1lPJj^;s#]<HNXja=CIO"]<H&Q?<s HFPl

^9#
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[9HNXj

XjN,'K,Q9k[9HrXj9k]"[9H&"Il9HMCH^9/,,

WKJk3H,"j^9#3N[9HXja=CIO"[9H&Q?<sHFPl

^9#[9H / ^9/NZ"NXj}!O$/D+"j^9#

Qia<?< b@

hostIP/ mask ^9/,"k[9H&"Il9 ″ANDed″
O"^9/,"k[9H IP ″ANDed″ H18
GJ1lPJj^;s#3lOLo"MCH

o</^?O5VMCHo</t,+i"I

l9N[9Ht,r^9/9k?aKHQ5

l^9#

- 9YFlWG9#9YHN[9H,vD5l

^7?#

n1 n1.0.0.0/255.0.0.0H18G9#

n1.n2 n1.n2.0.0/255.255.0.0H18G9#

n1.n2.n3 n1.n2.n3.0/255.255.255.0H18G9#

.domain.name [9H>NGeKO"8zs .domain.name
,3J1lPJj^;s#

a.host.name [9H>O"a.host.nameH5NKlW7J1
lPJj^;s#

J<K(9h&K">hN[9H&Q?<s=8b5]<H7F$^9#7+7"

77$a=CIN},I_hjd9/"d)5l^9#

Qia<?< b@

hostIP/a 9YFlW (″-″ H18) G9#9YHN[9
H,vD5l^7?#

hostIP/n MCHo</,lW7^9#"Il9N[9

H*hS5VMCHt,r^9/7F"MC

Ho</t,@1K7F/@5$#3lKH

Q9k^9/O"[9HN IP "Il9N/
i9KhCFh^j^9#

hostIP/s 5VMCH,lW7^9#"Il9N[9H

t,r^9/7F"5VMCH*hSMCH

o</t,@1K7F/@5$#3lKHQ

9k^9/O"[9HN IP "Il9N/i
9KhCFh^j^9#

hostIP/h [9H,lW7^9#[9H IP H18G
9#

'Z}0NXj

s!5lk'Z}0O" ibmcram*hS ibmpwdG9#>N}0bIC9k3H,

G-^9#

'Z}0O"3s^GhZil?}0j9HH7FXj9k3H,G-^9#T,

lW9kKO"*r5l?'Z}0,"j9HfN$:l+Na=CIKhCF=
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5lF$J1lPJj^;s#3N=8O"'ZQ?<sHFPl^9#GU)k

HGO"'Z}0 NULL ,jA5lF$^9#,ZJb8e<krm<I9k]K"

>N}0,^^lF$klg,"j^9# ″-″ O"NULL r^a"9YFN'Z}0

,u1~lD=G"k3Hr(7^9#

'Z`\

'Z`\O"HQ9k3H,G-k'ZN?$Wr(7^9#A0O"!NH*j

G9#

auth/ban source-address source-port
auth-methods

Qia<?< b@

auth/ban 'Z`\rvD9k (auth)+7J$ (ban)
+G9#

source-address -zJ[9H&Q?<sG9#

source-port -zJ]<H&Q?<sG9#

auth-methods -zJ'ZQ?<sG9#

-<o<I ″ban″ O"'Zr3N[9HGnT9Y-GOJ/"XjN5<P<GO
-zKHQG-J$3Hr(7^9#

auth/banTrXj7J$lg"GU)kHO9YFN'Z}0u1~lD=KJj^

9#\3NvDrX_ (GU)kH) K_j7?lg"'Z,,Q5l?eKJk^

G"\3Oj8'/H5l^;s# SOCKS5WmH3kNlg"'ZOvDN0K

Tol^9#[9HN'Z}0O"=N[9H@1KpE$Fhj7J1lPJj

^;s#

3^sINXj

3^sIO"j9Hr3s^GhZCFXj9k3HbG-^9#3N=8O"3

^sI&Q?<sHFPl^9#jAQ_N3^sIO"

connect"bind"udp"ping"tracerouteG9#b8e<kKhCF>N3^sI,IC5

lk3H,"j^9# ″-″ (@C7e) O"9YFN3^sI,u1~lD=G"k3

Hr(7^9#

b8e<kNm<I

b8e<kKhCF"77$'Z}0"3^sI"vD!:"3sFsD&U#k

?<rIC7F5<P<N!=rH%G-kh&KJj^9#M0O!NH*jG

9# module stub filename options

Qia<?< b@

module m<I9kb8e<kN ID G9#

stub "/;9Xt>Nb8e<k>0>N\,t

G9#

filename m<I9kb8e<kNU!$k>G9#
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Qia<?< b@

options b8e<kCjN=.psG9 ("klg)#

b8e<kO"[+NljGHolkU#<kIrjA9k3H,"j^9#7?

,CF"b8e<kNTrGiK9kN,GbI$}!G9#?H(P"'Zb8

e<kO'Z*hSvDNTGHolk'Z}0rjA7^9#

P)Xj`\

#tNMCHo</&$s?<U'<9 (7?,CF IP "Il9) r}D^7sNl

g"CjNMCHo</&$s?<U'<9HCjN"Il9rgo;FHQ9k

h&K9k3H,>^l^9#3&9k3HKhCF"bt^7s,btMCHo

</&$s?<U'<9rHQ7"0t^7s,0tMCHo</&$s?<U'

<9rHQ9kh&KJj" ″IP 9W<U#s0″ (0tMCHo</N^7s,bt

MCHo</N^7sNUjr9k) rI03H,G-^9#3lO"SOCKS5<P

<," BIND Waru1~lk]d SENDTOWarP9]K"P$sI9kMCH

o</&$s?<U'<9rhakH-KbHQ5l^9# lW9k`\,J$lg

O"INADDR_ANY rHQ7FP$sI7"$UN$s?<U'<9G\3ru1k

3H,G-^9#1l[<`N[9HKO"P)Xj`\O,W"j^;s#3l

O#tNMCHo</&$s?<U'<9r}D^7sNlgKN_,WKJj^

9#A0O"route dest-address dest-port interface-addressG9#

Qia<?< b@

route P)Xj`\r(9-<o<IG9#

dest-address -zJ[9H&Q?<sG9#

dest-port -zJ]<H&Q?<sG9#

interface-address MCHo</&$s?<U'<9&+<IN

IP "Il9+"MCHo</&$s?<U
'<9N>0G9 (?H(P"elnk31)#

Qt`\

m0&aC;<8*hSLNaC;<8NLH?$WO"=.U!$kK"kCj

NQtHUi0KhCF)f9k3H,G-^9#A0O"set variable valueG9#

Qia<?< b@

set m<+kGHQ9kD-Qt`\r_j9k

-<o<IG9#

variable -zJD-QtG9#HQG-kQtNj9

HKD$FO"139Z<8NXD-QtYJ
<r2H7F/@5$#

value djvFkMG9#
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D-Qt

D-Qt b@

SOCKS5_BINDPORT [port] GU)kHN]<H 1080GOJ/"XjN
]<HrHQ9kh&K IBM Firewall r=
.7^9#

SOCKS5_RECVFROMANYONE UPD5]<H,HQG-klg"3lKh
CF"UPD /i$"sHO$NNw.&+
iaC;<8ru1hlkh&KJj^9#

SOCKS5_USECLIENTSPORT /i$"sH,aC;<8rw.9kH-K

HQ9kNH18]<HrP$sIG-kl

gKN_" IBM Firewall ,Wm-7<HJ
kh&K=.7^9#5<P<,/i$"s

HKG<?r9Hj<_s0 (/i$"sH
,5<P<KaC;<8rw.9k0K/i

$"sHKaC;<8rw.9k) 7F$k
H-K"UDP \3rWm-7<K9kNK
3l,,WKJj^9#3NHQcH7F

O"j"k&*<G#*,"j^9#

SOCKS5_MAXCHILD BT9lCINGgt

SOCKS5_NOREVERSEMAP IP"Il9N[9H>XN^CTs0rH
QTDK7^9#=.U!$kGL>,dj

vFilF$klg"3lO"m.s0ps

r>7K7FQU)<^s9r~e5;^

9#

SOCKS5_NOSERVICENAME ]<HVfN5<S9>XN^CTs0rH

QTDK7^9#=.U!$kGL>,dj

vFilF$klg"3lO"m.s0ps

r>7K7FQU)<^s9r~e5;^

9#

SOCKS5_NOIDENT 3sQ$k5lF$klgGb"IDENT W
arHQTDK7^9#3lO"/i$"s

HXN9m<&js/,"j"/i$"sH

, IDENTD rHQ7F$J$lgKXxG
9#3lO?$`"&H|Vr;L7^9#

SOCKS5_DEMAND_IDENT /i$"sH+i IDENT ~z,J$lg
K"NULL 'Z,:T9kh&K=.7^
9#3lO"f<6<>,oK\3WaHX

"U1ilkh&K9klgKXxG9#

Wm-7<`\

Wm-7<`\O"SOCKSWm-7<&5<P<N"Il9r-R7^9#3liN

TO"5<P<KXj[9HXN\3}!rNi;^9#[9HHlW9kT,J

$lg">\[9HK\37^9#A0O"proxy-type dest-addr dest-port proxy-addr

proxy-portG9#
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Qia<?< b@

proxy_type Wm-7<&5<P<N?$WG9#-zJ

~OO"!NH*jG9#

v socks5

v socks4

v no proxy

dest-address -zJ[9H&Q?<sG9#

dest-port -zJ]<H&Q?<sG9#

proxy-address Wm-7<&5<P<N IP "Il9^?O
>0G9#

proxy-port SOCKSG<bs,\3ru1~lF$kW
m-7<&5<P<&]<HG9#

"/;9)f`\

"/;9)f;/7gsO"\3N)WarvD9k+q]9k+rhj7^9# 2

DN?$WNT"D^jvDTHX_T,"j^9#T4N,lW9kKO"TN

F`\,lW7J1lPJj^;s#A0O"!NH*jG9#

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]

Qia<?< b@

auth -zJ'ZQ?<s*hS'Z`\KhCF

Xj5l?'Z}0Nj9HG9#

cmd 3NTHlW9k3^sIrXj9k-zJ

3^sI&Q?<sG9#

scr-host =<9&[9HN-zJ[9H&Q?<sG

9#

dest-host 8h[9HN-zJ[9H&Q?<sG9#

scr-port =<9&[9H&]<HN-zJ]<H&Q

?<sG9#

dest-port 8h[9H&]<HN-zJ]<H&Q?<

sG9#

userlist -zJf<6<&Q?<sG9#

U#k?<

m<I&b8e<kNU#k?<h}O"U#k?<&G#l/F#VKhCFB

T5l^9#A0O"!NH*jG9#

filter name auth cmd src-host dest-host src-port dest-port [userlist]

Qia<?< b@

name U#k?<&b8e<kN ID G9#

auth -zJ'ZQ?<s*hS'Z`\KhCF

Xj5l?'Z}0Nj9HG9#
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Qia<?< b@

cmd 3NTHlW9k3^sIrXj9k-zJ

3^sI&Q?<sG9#

scr-host =<9&[9HN-zJ[9H&Q?<sG

9#

dest-host 8h[9HN-zJ[9H&Q?<sG9#

scr-port =<9&[9H&]<HN-zJ]<H&Q

?<sG9#

dest-port 8h[9H&]<HN-zJ]<H&Q?<

sG9#

userlist -zJf<6<&Q?<sG9#
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2H8%

$s?<MCHeN;-ejF#<KX9kIC

psKD$FO" IBM Firewall N[<`&Z<8

http://www.software.ibm.com/enetwork/firewall r

4w/@5$#

IBM qAKX9kps

U!$"&)<k"$s?<MCH&;-ejF

#<"lL*J;-ejF#<JINHTC/K

X9k=N>N IBM qAr33Kj9H7^9#

U!$"&)<kX"ps

IBM Firewall CD-ROM *hS IBM Firewall N[<

`&Z<8G"J<NqAr~j9k3H,G-

^9#

v IBM Firewall Windows NTG HQTNjz-"

GD88-7845

v IBM Firewall Windows NTG rbq"SD88-7846

v Guarding the Gates Using the IBM eNetwork

Firewall for NT 3.2, SG24-5209

$s?<MCH*hS WWW X"

ps

v A Guide to the Internet Connection Servers,

SG24-4805

v Accessing CICS Business Applications from the World

Wide Web, SG24-4547

v Accessing OS/390 OpenEdition MVS from the

Internet, SG24-4721

v Accessing the Internet, SG24-2597

v Building the Infrastructure for the Internet,

SG24-4824

v Cool Title about the AS/400 and Internet, SG24-4815

v The Domino Defense: Security in Lotus Notes and

the Internet, SG24-4848

v Examples of Using MQSeries on WWW, SG24-4882

v How to Secure the Internet Connection Server for

MVS/ESA, SG24-4803

v Lotus Domino Server Release 4.5 on AIX Systems:

Installation, Customization, and Administration,

SG24-4694

v Netscape Proxy Server, SK2T-7444

v Running CICS Transactions through the Web: The

CICS Internet Gateway to VSE/ESA, SG24-4799

v Safe Surfing: How to Build a Secure World Wide

Web Connection, SG24-4564

v Teach Yourself CGI Programming with PERL in a

Week, SR23-7343

v Using the Information Super Highway, GG24-2499

v World Wide Web Access to DB2, SG24-4716

lL*J;-ejF#<X"ps

v The Basics of IP Network Design, SG24-2580

v Elements of Security: AIX V4.1, GG24-4433

v Enterprise-Wide Security Architecture and Solutions

Presentation Guide, SG24-4579

v HACMP/6000 Customization Examples, SG24-4498

v IBM Global Network (IGN) Security Policy,

GC34-2206

v IBM Security Architecture: Securing the Open

Client/Server Distributed Enterprise, SC24-8135

v IBM Systems Monitor: Anatomy of a Smart Agent,

SG24-4398

v Security Overview of Open Systems Networking,

GG24-3815

v Systems Monitor AIXG HQTNjz-"

SC88-7990

v TCP/IP ~g"N:GG24-3376

:HPG*KX9kps

J<N:HPG*O sendmail"TCP/IP"UNIX KX

9kPG*G9#

v Albitz, Paul, and Cricket Liu.DNS and BIND.

Sebastopol, CA: O’Reilly and Associates, 1997.

(ISBN: 1-56592-236-0)

v Costales, Brian with Eric Allman.SendmailO’Reilly

and Associates, Inc. (ISBN: 1-56592-222-0)
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v Hunt, Craig.TCP/IP Network AdministrationO’Reilly

and Associates, Inc. (ISBN: 0-937175-82-X)

v Nemeth, Snyder, et al.UNIX System Administration

HandbookPrentice Hall. (ISBN: 0-13-151051-7)

3liO"$s?<MCHeNU!$"&)<k

H;-ejF#<KX9k:HPG*G9#

v Ahuja, Vijay. Network and Internet Security. Boston:

Academic Press Professional, 1996. (ISBN:

0120455951)

v Ahuja, Vijay. Secure Commerce on the Internet.

Boston: Academic Press Professional, 1997. (ISBN:

0120455978)

v Anderson, Bart, et al.The Waite Group’s UNIX

Communications and the Internet. Indianapolis, IN:

Sams Pub., 1995. (ISBN: 0672305372)

v Atkins, Derek, et al.Internet Security: Professional

Reference. Indianapolis, IN: New Riders Publishing,

1996. (ISBN: 1562055577)

v Chapman, D. Brent, and Elizabeth D. Zwicky.
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