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RTFEH

AT FTE X 2 2 AFLEFE Windows NT** A4 bZ2%e, EHIAIME ] IBM eNetwork
Firewall hit4 3.2 M8 s R a8 M 0, R 1AM Telnet 5 FTP %% 12
I, SRR THA RN TCPIP % 12T,

HEENH
TEZAEFIELE 1IBM eNetwork Firewall Z |, HA — &R TCP/IP FI/ 244 B AR E AR
WHE BN, PO EOR B E AL E — DB K EE IR e AR R Ti, BT LR E
SRR 2 2 A TAERY. e AR AT R 1P bk, 2 PR 48R0 P R Yy S A
HIA,
TCP/IP M54 7 (TCP/IP Network Administration & —AJE# A KX T TCP/IP i)
45, ‘BfIE netstat, arp, ifconfig, ping, nslookup, DNS, sendmail, routidg¥ & £ 1)1+
%, =4 Bibliography DI EAI{E B,
UNIX ZZ & FM (UNIX System Administration Handbopk J& — A%} T UNIX 4
HE+aA AR, RN TR TCPAP | BRiEs. ML, DNS DLk
sendmail i #fi£. Z: % Bibliography DI13 2 1E4015 E.
I ZATh PRI TIBE
IBM eNetwork Firewall NT it it TR L IIRE. B EEITA = KRB K IEik R
4,
1. A
< FTP
« HTTP, fuf§ Gopher I WAIS
e Telnet
« SafeMall

HTTP, Telnet fl FTP EAINIERE

2. JEid Socks PHLHIHLEEH M SE, —Fh Internet frifE

3. ik - —AY RAMET AR, XA RS R, b ERIE TCPIP
Hihb, O, PHY $5S. EREE (ReARRS) F5%,
VF 2 T8 SO IR 5500 15 s,

Socks YRR 5

Br TR 1S, Socks PHURA 5 BAETE T AL A

o AR UE RN Ty ik A

o UDP XBE, ‘B NEEET UDP (A 35 e BR A Et e 40l i A8 20 B
+ Socks V5 M4Y, W/RCHT socks HERETE B
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PO 2% 31 311 % $62

i Internet BYMRFERIG IS, 1P Hb Ik B4k o8 [n) A1 O 22 AR 1 B R L B, 90 245 i i 4 4
(NAT) T Ml B9, 4 1P Mtk Al o o] AR 1t T — ANt 7 R,

NAT B RAE T e b S VPl & BRI 28 5 Internet HLEATE (R,
U\ﬁﬁﬁxﬁliﬂﬁ?ﬂ?ﬂ%ﬁﬁf@ﬁﬁiﬂﬂ Sl WiH, AT NAT, % HR % bkt
FTAOMERI AL BB, X fit T 2 e R R B g .

EREE
] Javar* [N FE P, ] i R s E . R, ARIAEHE AR
18 E AR Z R AR DL — 25 45 6 B KRS 0 v ], X APl Rk 9 & T B AR 0 DR P
W (GUI) A T4 Firewall Windows NT it & AIX }.
NT BJANE
AT Firewall J5, Jo TCPAP (U@ 28 FinY, ATFEMRFERSGA SN, WIS
B IR ) A S SR 2 AE Y.
o8 K BTIAIE
FRECARATRI T A ATAENLE], 4 SecurlD SecureNet KeyZF4g,
WELAERF

— ER S e 5 2R S5, f RirEustT SQL AL ARG H &,

RE, HEMLR

AR A RTE AN Y IS G B A R B TS SR TCPAP Mk, P ARIRAAF, TOD, 3¢
P48 P 15, H RSO DL ] B St H. 4 M B (e, R R

PRLE A W 4%
SRR AR AR 0 F (NIC) | T LI B2 T,
ERESZH

ERIES IR TIE, HiE, i, PR, Rk e, Zihdsr, BRANE, 7
PE 18 FTE VG 1 2 R

N IP ik

TERCE BT KEE, SESREEA P Hibk, WAk DUF R A — 58 B S 1P
ik, EWHTA 4 AAAA:

nnn.nnn.nnn.nnn
XHEAEA nnn #E - MEFAE 000-255 ) =140
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$F1E {8 IBM Firewall &<1THRA
REAETHE 1BM Firewall 47 il L FAG fir %

DU B T ax 2y 4

o ARAFN2E R A Al B R AL
— FRIZk FoRaoE A A £

[ ferlikZ4L.

{4 TR PR SE) — Pk e,

— | srIFRI,

s A SHERE N keyword=value HYA%,

o MR —-DSEIAEZAME, WV R E T XG5 N IF s, Fin:
secaddr="11.22.33.1 11.22.33.2"

s BRTTENEISZH, EAREEEMSHPEES

o MAREBRE T —NEESNRESE, w17 RS X s s i) 25

o MEFAT DI SEAE, 217 LRI % IS 1R,

o RO KBER R P A HC B SR TR, K s A R s IRk al. K —
SR B Far 4. update Far Al AR S BLEATHE 4 17 K 8 I 55 5 T B At
1.

o HUA E07 KEE B A A DA ST AT R .

o T HEIRME RS DA, BAEERRE TR E .

it B AR S5 AR

% fwefgsryv T8I S S Be AR 55 A BRI, 8 G i 4 (0 B G020 0 A 2
A {7 H 4 1 ) AR

FHN G B MR 55 e, B R A4,

fwcfgsrv cmd=Tist

IR A4 fwcfgsry [y 25 58

Tocalonly = yes/no
encryption = none/ss]
ss1file = filename if one is defined

S PG E e S5 AR, R Sl 4.

fwcfgsrv cmd=change
[Tocalonly={yes|no}]
[encryption={none|ss1}]
[ss1file=]

SHE SUR:

localonly

BT Bs KGR OOT LUAA AL EUEA TR B, A RLE A yes 2 no,

© Copyright IBM Corp. 1994, 1998 1



encryption
1t B BC B 55 75 BOR gE i BiHls 64T ssl . AAE A none 5 ssl|
sslfile 384 AT ssl &0 ssl B 4. S0 EEAQM Y 1 6% i ] Make Key

Eile Utility (MKKE) 1]
&R
W45 (DNS) (1% 4 [ 4 1 19 S LA B 52 B0 B A4 I 5, T 0 222 4019 25 b 19 L
R AHFEE, FEHA=AELKTERE:
o =Mk
o — LT EERLEN
o —MITEEMEL,
W2 IBM eNetwork Firewall /48 LIk BUE 2 1 (5 B
iE:
1oxxxx RFE—A A IEHLHEH 1P b,
2. 2 secaddrfll remaddr e AT DU — D HY 1P Hudikbsl—40 1P Hihk. o
KBS P Huhk, EOINIZHAZERK RTINS 5 ZA.
3. K INE sibRic AR M A AR AR 1Y,
4. HIKFELE DNS I, fwdns cmd=change ##8&: — AN 0. B K E5H — EAS
WOk —1> DNS B Eics. ZEW A=, F4 changen] T H i DNS
ISR AP AR ST A (.
TR AN T AT DNS AL .
fwdns cmd=1ist
AEE P DNS i & WU BB Y SCAF,
fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.x.X | "X.X.X.X X.X.X.X X.X.X.X"
remaddr=x.x.X.X | "X.X.X.X X.X.X.X X.X.X.X"
ZHE N
secdomain= SecureDomainName
T8 P I 4 ) 4% 1) 44
secaddr= SecureDNSaddr],...]
R Z AW A1 1P Mk
remaddr= NonSecureDNSaddr],...]
e 2M IS # (H Internet FERE RS- HE R B 4R4E ) (19 1P HiuhE,

O fwfilter w4 B ARG B84 AL,
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fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog

ZHE SR
fwfilter cmd=update
Eig Rl aiw-eiai ey IS
fwfilter cmd=verify
PAT—MECE R AL, AR IS AR L,
fwfilter cmd=list
1|24 i 5 3 SE A A
fwfilter cmd=shutdown
RO U AR AL
fwfilter cmd=startlog
W 126 7 8 £ B SR BBy ko H AR
fwfilter cmd=stoplog
15 11 By S g AR I %

HTTP {XIE

HTTP f{HE . IBM Firewall A %CHAN N 853K, 1 ATFE N Web il U i i F
socks k%%, FFTAITE Internet Bl MR B, AN EE PN R 25 1Y 42 4 1 B
ANHMAR R PSR S HTTP R R,

fwhttp @i & SRS HTAY HTTP fUEEACE.

BOIHYET HTTP ACHBCE, M Folam4.
fwhttp cmd=1ist

FEKCEE HTTP fUBIACE, M H T 464,

fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idTethreadtimeout=]
[Togging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

port 45 http (UK 55 K EATWT A5 1

maxcontentlengthbuffer
IR (8] SO ) d R 2 v X DA Fe VFaR [BIREHANEY content-lengthi i,

minactivethreads

FEVIUR AL ATIEATIN R AR 7 B0 Y /D TARZRRERL

1% (fifl IBM Firewall 74470 3



maxactivethreads

AIAE[R] — I 23847 1 e 2 26 P k.
idlethreadtimeout

PR 25 TR A ] F A IR TR 2
logging

YOS L HTTP i E5R, HAE N on 5 off,
authenticate

FREANER P2, {524 all, none & new,
authenticatetimeout

HE S SRS T SR TR P R R SR AN []
maxpersistrequests

TR 2L 1 e rh HC B 1 fe 27 SR AL
persisttimeout

YEFF Fr SEE BRI IH],

=M

ZB O IBM Firewall ##:8] AR 1 N ER 255 FHL M, ZDmBE—4
REBEOAGMETIE. FELLBOE IBM Firewall 3] —ak 244 EER 25 %
Internet I, IBM Firewall &/bWWia —MAEL4EED,

AR iy 4 K A1) M B K S B AR 2 . I i 4 P A B BN A B R 1 T RE A AL
fR.

fwinterface cmd=1ist
[addr=x.x.x.x]

Z# 1BM eNetwork Firewall /717w {8 L5 DIRICAE SC8 B GURLR () V405
H

ZHE LN

addr=x.X.x.x
P B T A SR KB E B B M2 52 DO R IR — M 0 R L e rid k%
2. RIRNEFARRE 25, WRAEE T ANER adde 2280, W 2 A6 E HY 4
M. WA addr $85€ 7 —A~ 8 Tt 1P sk, ZIFHe 45 1%3s e Huhk i 1
Bk, RS AR, BB CTER KRR E

A i A B SUVFIE ORI KER R R 25 e 1. T i 4 A B 6L U A B 11 )
AEAYALRR,

fwinterface cmd=change
addr=x.x.x.x
[state={secure|nonsecure}]
[name=]

SHE SURA:

addr=x.x.x.X
A5 B ST R O, SRz O RAER AR B S, R R
.
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state={secure|nonsecure}
W <wZp” MOAERe” EMARETZ—, MUK 548 E H O HERRM
%,

name  J5HRAR I T EIRIZE B 24 PR, AT AL A%, (HAAZURTDIG [ 516,

HIRBH state Il name #E A LT, (HAZHE & HH AL A —

HERIFEER

AN VAT H RSO AR LAZE S O A T G B Y H RSB

fwlogmgmt -1 or fwlogmgmt -a

F iz Windows NT e R 55+ 2R A . 25 IBM eNetwork Firewall /]
FE R LLARIUE 2 (145 B,

HEXHEE

H RSO BUE SCRVE BT H RS AR SOfF. % fwlog TSN, B ECMER H 751k
Jit.

FRINA A, T F A4

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInLog
arctime=DaysToKeepInArchive

facility )4 R0 2

« firewall (locald) - 345 JE4R 0 SR 1 BB 8% H &

+ alert (locall) - El%H’EM%FE?’F&J”E’J%ﬁ%ﬂﬂﬂéﬁ?ﬁ%‘ﬁ%%&*E"Jliﬂﬁiﬁfi’%‘%
+ adminaudit (local0) -%& H [ 8 # H &

« mail - HFfFHE

priority 1A R {E 2

* debug

* info

e warning

. error

e crit

24 lodfile PEEA T firewall H TN %A XS Ty, — 2R ESUEAMa20E (%%
#&2  (drive:\directory) ) $&H T H &I 5 AR S,

iE ARIROARE H RS S R H RSSO RN ], S LR By i 2 R BT T Ak
B SESCE, AT R[] AT T e Y H RSSO ST

1% (fiffl IBM Firewall #7447 8H 5



FEEEMNR "W BHABEEFEEHAEMANERETLAREFNXHEF. 7
BEEMEBEANXERSHMEREERENR -1 M.

2% arcfile, logtime F1 arctime # &7 iE I H R 4S8 lodfile 18 T — 144
BFEMTA AR, R E T HAPEM — D25, WrA X =S8 usiis e, XL
SHEHIC TR, X T E AR SRR, AUE ST fwlogmgmt #r4. ZhkEd
T REEE e i |

BRI, Bl K B X 8 2 HORAE AR A TS IS 4710 A7 B AE IR LR VA5 1% 8] B 22 A
KE—R, TEIEEL=AZHORE M.

DR B AT S L 5 AR S AR ok e, S EBALIU « Bider HL IR
B e |,

24 arcfile 2545 — > 2R E AL

24 logtime LR 1K By RS I0RS 2 VIS SO0 2 e RAE H RS0 AR B Y /R
18

24 arctime  YiBIAET BR B R IESRIC SR 2 BB K AR VRS SO A DR B A di /N R L
SR H B, AT A4,

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[Togfile=LogFileName]
[arcfile=ArchiveFileName]
[Togtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

UNAR—TE N, R BRAERIR AL T, RAEQIE —MEE ER A& SCF (i, )
HEOHBXHFERTE) , Ik kil — 575 & I HB7 O A C s 5.
WR A VAT ISR A AT IR, W AT EM S5 facility . priority  F11 logfile . 2

TR SIS R ITAY, 24 archive . logtime Al arctime ‘B2%s, HE i
E T IR, MERE.

BHH Y H H AR SRR E AR, T a4

fwlog cmd=Tist

MR fwlog cmd=list fir 43R [8] ()56 5|5 i % 19 Bl I H AR I0,  IURE AR Sl 4

fwlog cmd=delete
index=index of entry to delete

6

) H RS O i 2 R H AR MR TS, el fih AR A RS E A [R] B P A E
s (SORRZRRC B & P iR ) haeE B, ZARRCE, HME AN
1. AR K E B AN B I H BB 5 A — JK gk,

2. BITRERN WA

IBM eNetwork Firewall Windows NThi: &% k4>



3.l AAGE E] — A s — A DL PRI
4. Rfm B AEE SR

PAE = A EA Hh 4 E R A9 18 4 0 B 1 .

I BB B

fwlogmon cmd=Tist
187 A PARIR R TE A £ R SR B B W R 14 18 %0

B 2 H P RRIRAFAE A A AT AnT 4 R B 2 AT IR 44 A 0 (A R0 ik B AR N A BB IRAT
£

fwlogmon cmd=add|delete
type=id
username=
[comment=]

BEEEMERLZENEITHSS

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

BE— 1 EMRMZETRAER XYM & EE

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

BE—NERLZETHENNERFEE ID REHMMEHEIE

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=msg
tag=
[count=]
[time=]
[pager=]
[comment=]

5512 i) IBM Firewall 7447 Rm 7



fwlogmon cmd=delete

type=msg
tag=
ZHOE LR
type  ARIR T IETEG INEE S H AR A a2 R 0 S,
A PI& id., command single multi, host & msg
id SR PR IRAT Ak A,
command
TREMATR A 4.
msg  sElRE H G B I,
single LT B PARIRAF IR, R A RIEE AR IR AT A
TVHEG WSRARAT AR IR AT I T B0k B A A W s e I A, 00 A &
iR,
multi  FZEET 24 P ARRAF . R A R 8 T A B AR
SR P FRIRAT R ) , R B TR A TR g B SR, 0
2.
host 52 T AT EMAMEE. HENH RN EVAEHAE T
B, A RAT A WL B TEBOR BIAE I A A R AR E B A, D i
fz.
username
W7 K S A B 53 SR W A e P R AR 1D, HELIE AR E A iR
5, NI i AR Bl A TK .
command
TEATA 5 e AR AT I i 2 248K, B AR AT ST U 2 B2 PR, B RT
PIJE bat S0, RFTEZ U HATZ a4, R, R bat SCAFSIH T H
B, MDA 4 AR AR 5.
count % B MR ECE R H ARG B LA (BTN ) 1.
time  DIorBh o BB EE R, o T MO B A, WAATE B — R R AR s TE] [R] B
 Beaea [ W e =1 T g 21 3 SN O - e = N A e g el ]
.
pager 8 75 K A il A IR S0 FIEAIL. 15 S S >R &K T,
tag BRI HEEERRIE (BHAHFEERH ICA), HERMGEE (KT 1000 1y

ICA Fric) AREMAL.

NG

T fwmail iy & SR 22 A2 2.

fwmail cmd=Tist

fwmail cmd=add

secdomain=
mail=
remdomain=

8 IBM eNetwork Firewall Windows NTRG: %% k4



fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

secdomain
FeB kB Z 2T P B AT, I AT R R AF .
mail R 55w Ak,

remdomain

P J AR Z 2T P M E AT, H A TR AR R .

PO % St $1 % $42

RIZE L hE S0 (NAT) feiFdiZe s 1P MZ AL BT E 1P Mg maEH, Dt
9 1P A v A Tl R A T — M7 5,

NAT S5 PO Fb 2780 4 i -

o ZXF—TEMHIE - 22X B P A 1 22 4 H ik R SRS AR iR R4 2 (2% 6553604
R HE AT DI — ARG 1P bk, XIS ATEM 1P MK R A s ik AN
BIETZ EHm, BFHE R Firewall 5 —MFMATHE— Internet Hiik,

o B4 P ML - B s P HETUE LT R E NAT SRPUT IP Mtk 45
(L aMas b5, Banr, Mg g %2 4a (P ik dE 17 bk % .

o HEBRZ 4 P MuhE - HEBRZ A P MBHETE LT AT NAT $U7 1P Ml
Mgk, BUEn, Mg T 1) %4 1P hESE T b R, R
A% hEEHERE 264 1P Mo hE3S E Va2 4.

o BLEFEA IP MM - MRS IP HBETE X T N—A %A P ik E e IP
HUhE () — X — AW, X R — X — ) 1P bk Bt e AR AR & P (fldn FTP
o Telnet & 2P ) 5L LM% NIIRS#s#EL TCP 2.

NAT & iiEkInT:

fwnat
cmd=1ist | update | verify |shutdown | startlog | stoplog

SHE SUR:
fwnat cmd=list
S TR NAT FCE

fwnat cmd=update

REr NAT 5%
fwnat cmd=verify

X e B AT A A
fwnat cmd=shutdown

158 1 FT A )t 2 46
fwnat cmd=startlog

(AN S S

1% (fifl IBM Firewall #7447 8H 9
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fwnat cmd=stoplog
15 1 IE S f e o

BNt —mE NAT BlE, 56 H type=many-to-one :

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

SH0E LN
type=many-to-one
8 M —~ many-to-one i
addr=Addr
g IP Hisik, Efmil TEHRMEBECEMENE SN P Mk
timeout= minutes
876 NAT A RURS R M 1P bk 2/, bk ] (AR5 25 IR 2 B g, By
{H/& 15 Ju[EZ 5-45

BBUAE NAT Bc & H a2 X — 30, 6 T8k

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

ZHE LR

F5|  HPAT fwnat omd=Tist B, FELBEFHERE NAT TS, KArE NAT 5
MTETIZH

addr=Addr
8 IP itk, EFRIRTEHRMECEMIE A EEM 1P bk E R

timeout= minutes
FRTE NAT mIDIBERCE M 1P Hihk 2w, Hohbdeda ] (REFZS R A - BP 8k, B4y
H/& 15 JuflZ& 5-45

BN IS NAT BCESCHFd, i type=translate , I NAT [ SO
[ —~i, W type=exclude :

fwnat cmd=add
type={translate|exclude}

addr=Addr
mask=Mask
ZHUE SR

type=translate
g — translate TN

type=exclude
SR M— exclude T

addr=Addr
18 IP address TARR T B 424 1P il AyERE.
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mask= Mask
/T A IP HhEE

FEUHE NAT BCE AR Bl BRI, 38 61 F A1

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

2R SO

3|l 4T fwnat emd=Tist W, EAEAPHAREE NAT TS, HEHE NAT 5
HTRIIZH

addr=Addr
1§ IP address EFril TR ERK B2 1P HilikiTEH,
mask= Mask

o T A 1P HubESEE

B — AU iR NAT BoE, 1 type=map :

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

ZHUE SN
type=map
FRERAN—4 map I
secaddr
8 W 1% e AR E 1 EVE M ALY 1P sk
remaddr

4 7 1% R 8 7 14 22 4 M I 2 45 1 L 1 Mkt
FEUHE NAT BCE A9BSR, 38 fH T 2R

fwnat cmd=change
index=
[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

SHE LR
Z5|  HPAT fwnat emd=1ist B, TEAMEPAERE NAT TS5, HEEE NAT 5
MT RIS,

secaddr
BV % A s e 1 R RS 1P Mk
remaddr

1% 198 2 1Y 22 4 kA 46 Al F) 2 T 0 S ik

1% i1 IBM Firewall 4475w 11



FHEE

B K S BB RARE I, AT TP AILAR SR A T ks — (R R
TR T RS H 1, B YRR TAE, A fwpgr, fwcarrier F fwmodem
A R AL E I, 3815 2 w55 R i e R

fupgr TS UCE TSI ISR, BRI R 5.

LS, TS A4,
fwpgr cmd=Tist

ZRIMS AL, B R Sl

fwpgr cmd=add
carrier=
modem=
pagerid=
message=

RREUSEIL, AT A4,

fwpgr cmd=change

[carrier=]
[modem=]
[pagerid=]
[message=]
ZHUE R
carrier
RIEAEA ARG 0 2R, el AR A BdE R E L Glst fwcarrier fir4)
HIARFE,
modem
ST VR DR AR (0 4K, AnAE A R RS B e S Gl fwmodem i) 1Y
HRFE.
pagerid

SR AT YR, ME—FRIR A SIS A S A s AR,

message
FES P EAGE MR R B, B0 Ry sE R IOR, Bk Tl R 2 vl ik
AR S5, Rl 5 A R BB R BUIME S 200 74T, AT E.

M fwearrier fir 4B E AL IEERE B IFIR 55 OS2
ZHIHEAE A, T4,

fwcarrier cmd=1ist
carrier=

HHIEE AR, AT,
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1B AR RSB &

fwcarrier cmd=add
carrier=

dial=

method=

[password=]

length=

baud=

parity=
databits=
stopbits=

HRUCEFE AR, BRI,

fwcarrier cmd=change

carriers=

[dial=]

[method=]

[password]

[Tength=]

[baud]

[parity=]

[databits=]
[stopbits=]

SMBRIEAE A, TS a4

fwcarrier cmd=delete

carrier=

ZHE SO

carrier

Eizplil RN i VRTINS
dial  WHUNCERRR TAP it 5545 1 M5 23w B4 8 il i 3] 4 FL 3 5 7.

method

(AR

password

TAP,

ERATIERY, BRARXSE 2 R S5
length SR (5 28 W i 55 & SLVF RO R (5 BV K.
baud  #55E 815 24 W it 55 SR A R n] 52 B AR R,
B AR5 SRR A AR Y, SR e TAP BHXAY B 5.

parity 18 EiH
databits
e

stopbits

e

2 )

EH

SR A

'E

'E

DA SRR L. X TAP BhGEE 7

SEVIRSS SRR IR R X T TAP BMGHET A 1

SRR L HLE HI SO, G B A A
SRR TIPSR R SRR 2 W), 0P R o e R 4 T A o
YRR &, R Sl %,

fwmodem cmd=11ist

modem=
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E S IVEE R R A

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

RRUREIF RS, AT L.

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

SO BRI R &, G R Sl 4.

fwmodem cmd=delete

modem=
ZHE R
modem

PRI 4 B 4 R
comport

SR g AHIER AT COM %, 7E1% COM iy I AR fFE 65 A BE e
Y #| Windows NT &%,

initstring
RS A AR FAT . FEFA RS RLAE AT PG 2
AHEC, {H AT REZAE T8 0 — 58 g . eSS0z 5 5EE
A P R AR U S )l A T SRR DA

outsideline

TR H 2 2 K 1) 1,

WX F I EE
TR E R E T FIEL, GH FAar4

pager
carrier=
modem=
1D=
msg=

SHCE ST fwpgr 2 1Sk 1 TE 25 1
£

AR B s S S, D

o BINEE LT TR T HE A 2 R R AR

o M fwpgr BUMCE %K P ORE HRAFFIFALECE.

* X2 ROOTDIR\config\pager.cfg 3CfF, LEM— A LIALI AT

o ENFH-AFIEHEEIE NI, X H R ST T ER pager.cfg S
o SHIMHBELE ROOTDIR\config\pager.cfg J& i iYL & 31
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2k A F AL B pk, DU F] Windows NT at iy 8@ riElE, HhEEEES
B TR AL i 5 — A1 %€ (bullet),

AR

A TR =8P 808 — A AAENB AP B — 25 T4 8. e
SR E AR EHSCE S RN ER, Y cmd=add B, KARHGREE; 4
cmd=change B}, #5384 4 Hi{H.

fwuser cmd={add|change}

username=_LoginName
[fulTname="UsersRealName"]
[password={yes|no}]
[pwdvalue=Password]
[Tevel={proxy|[admin}]
[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]

[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]

[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP
[key="SecureNet Key Code"]
[histexpire=HistoryExpiration]
[histsize=HistorySize]
[Toginretries=LoginRetries]
[maxage=MaxAge
[maxexpired=MaxExpiredAge]
[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars]
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]
[userchng={yes|no}]
[pwlocked={yes|no}]
[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes
[fg_Togmonitor={yes
[fg_logs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjsl={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

no}]
no}]

username
8 1 BSR4,

fullname
P 24—~ S5 ARHEE - SHEE (—17) FE. REERE
B, WL G5 K e AR .

level  BRAEG N proxy, BLBIIELERIEE MM — M RIAA A Socks Ff.
H O fed 58 HYGEAE H A,

1% fli i IBM Firewall 4 475m 15



16

key FH AT IUGEA ) Digital Pathways’ SecureNet Keyls, o Fi%{E 4100 &
2R, FrLLIE A NG 536,

TNIE

U S AETAT R ME T M A AUE T 50, i N RR ) fwuser i & &R 2 1A
UEFAT ER

* permit-permit all

* deny-deny all

» password-Firewall password

* NT-NT logon password

* snk-SNK

+ sdi-SDI

» user-user-supplied authentications

» userauth2-user-supplied authentications

» userauth3-user-supplied authentications

secftp 48 1 T M % & 1 SL FTP R R INIE T . A RCE N

deny, permit password NT, snk sdi, user userauth2fl userauth3 Hit4y
{2 deny

remftp
T MNEZ 2D LM FTP BRMNIE T .. ARE N
deny. permit. password NT. snk sdi, user userauth2fil userauth3d Hit4
H & deny,

secauth
8T &2 L telnet BRWNIET ., AREN
deny, permit password NT. snk sdi fil user HEt4E{EHE deny

remauth
HTMNEZL2EBEOSH telnet B FMIAIEFT %, AN
deny, permit password NT, snk sdi, user userauth? userauth3 Hit4
{6J& deny

secadmin
AT MNZ e Firewall BLE R P ERMETE., AUER
deny, permit password NT, snk sdi user userauth2fll userauth3 45
EXTFREH A deny, XFFE Firewall 3 614 NT |

remadmin
BHTMNEZ2EOLH Firewall FLER PSR WNIEST L, B8E R
deny, permit password NT. snk sdi, user userauth? userauth3 Ht4{E
YRS deny, X3 Firewall 1704 NT |

secsocks
KB By ke 42T 1) Socks %& FUREFF LR Socks5 NIETT R, ARKE N
deny, permit password NT, snk sdi user userauth2fll userauth3
ik Socksb 55 ¢+ liL &4 User ID/PasswordXA% B IAIETT 2, 1A &

Challenge Response Authentication Methods (CRAMONK KA TAE, [HK
Socks5 User ID/Passworti X AN GE #x SNK chal
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HEE {2 deny,
remsocks

K E B kAR 477 ) Socks & TR P SocksSAIETT . A RE A

deny, permit password NT. snk sdi, user userauth2fl userauth3

R Socksb iz 5 4rfic B & User ID/PasswordXUAs B9 IAIETr 30, 1A 2
Challenge Response Authentication Methods (CRANONK KA TAE, H N
Socks5 User ID/Passwort} ¥ ANRE .78 SNK chal

HErAE 2 deny,

sechttp
o 1T %240 s HTTP WORMNIE . ARE N
deny, permit password NT, sdi, user userauth2fll userauth3
HTTP BMUARSCRE SNK, BN EARBAL R R SNK 1142 245 ] i 05 12,
HTTP pl 3¢ SDI, {HJE M ¥l 024808, mAZ SDI JEATY. i1
WAHCHK SDI AT,

iE: fwdfuser REEFEALMIHIE L FBIP X E SNK % Firewall 14,

Firewall O% &%

password
RUIRBRAHImALL, REHLT, WRCHE TR — R Tr ik 5l
FRVF 4 AR R 1] 54 HE 2.

pwdvalue
ZRAEOLT AT AR, ESBAFEG ST eE — DS E,
R, GERIERR AR (REAER) BPRES T AR IF AT DLgi UL,
Teit A A,

userchng
B A P 2880 P vh x4 3 B B MOhR AV E AT R i L. B yes I, 61
MR BRI P TR B M s O 4, BEESS No, AZHUYS4L
password=yesfll pwdvalueZ A4 # %k,

pwlocked
PO A RECYUE, 248 iR 2 OS5 Bl e B 49 AT A (8 e S5 R I ]
W8 E B 04, ORI BN yes .

histexpire
SESLT — Bt (AR, AP TE BN A AR O 4, HE2—
AR, ARE R 0 - 52 0 AERARAEMEIRS. BEHEA O,

histsize
€T P RNBERHE AT AT ZE 02480, HE R — D BEh, ARUE N 0 - 20
HA histexpire=0 BfAR. BHAAMEN 5.

loginretries
E ST RGBUEM P Z AT — I &k e, 08 SR R UCE.
2 — 8, ARUEN 0 - 200 BN 10, TGRSR S, —
HH Ak o gifE, AP RAERGE MG pwlocked &N no A REE
X,
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maxage
EXTHAOSHEKEaG (HEFER)., LHESPER D4, HER -1 %
B, ARUEN 0 - 52 0 #oniwkKHar, BEMHEN 13

maxexpired
ESLT —A AP REE M 2 0 A WK (HEER) , HEKT maxage
MfE. BHzE X E, RSP AT DRSO 04, HEE DB
B OEMER -1 - 26 415 maxexpiredi@ Pt Ay 0, NIF/R M4 7EAF] maxage
AU{E I AT, Wk maxagel@ >l 0, NI ZB% maxexpired/g@it. BAEEHR 3,

maxrepeats
EXLTIE—DMHOSH = MR EE N RZ . A3EN 0 -8 {H 0 2
TENH., 8 R ZREAMESl HREER 2,
minalpha
EXT —A# 02 U R FAR R A2, HEE DB, f
BMAEA 0 - 8 0 RARLmPDME. WEMHEN 4
mindiff
ST A O R AR I T2 1 4o B A I b SR
BHHE, AER 0 - 8 0 HatmD 1. EER 3
minlen
EXT = POS MR/, HEE - MEECE, A3UEN 0 -8 0 Rk
DAEL, BREEA 8.

>
s

minother
JE ST — A 0 AT bR AR R E A W R DL HE R — DA,
ARHUEA 0 - 8 0 RARTmDAEL BREMEN L

pwdwarntime
FE ST RGALRAT O 20T BB S Z AR KA, HER— R, AL
HH 0 - 30 FHMMEREARMGEE. REHEN 5,

EIRINRELA
fg_all  WR AVFIZE B OVE BEDT K AT, s A yes BRETEA no,
fg_dns

WA SOV 2 B OV T 44 e 95, A yes BRAG{EN no,
fg_interfaces

U SRV IZE B b SR K s A, s yes BRE{ECA no,
fg_logmonitor

WA SRV B OV L H AR LA E, A yes BRAE{EN no,

fg_logs
R AR i, WA yes BEEb no
fg_mail

TSR SRV B 50 B KB AF I OC, A yes BR4F{E N no,
fg_netobjsl

TR VIR B GLXT R 2 0 R AT BEAVE B, A yes BRAE{EA no,
fg_netobjs2

USRSV B A R 4 X St T U B, A yes BRAE{EN no
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fg_pagers

IR VR B BV LS IPLE, WA yes SRE(EN no,
fg_proxyserver

AR SRR B 01 B B e AU R ARy, M A yes #RE(E N no,
fg_traffic

UAR ALVRIZAE B O 5 R R AT E B, M A yes BRE(EA no,
fg_user

AR SEVFILZ A B O B O, WA yes  BRAE{EN no,
FHIE I BT By e TP 80— 52 1 By e AP B s g, i 6

fwuser cmd=11ist
[username=username]

[type={short[Tong}]
type={short|long}
WRAE A 4, W type MBI A long, USRS 4, WA N

short

BT K i B — A ™, a8

fwuser cmd=delete
username=username

1% {fi1 IBM Firewall #7447 5% 19
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F2E ERAMSEHER

ZEDHE T IBM Firewall B9 SRR P EOGEH. el Se R e i 32 2 H A2 By K
5t H RSSO A O BRAE R R T ST,

Tl SUA SO ] Bl A g A B EREE R R Se, i DB2/6000 5 DB2/2 [k, R
ARG AT DU S AL B TE S (SQL) A s A: iR 4. s R 4 i as B
TR — B kRS H R AR B AT SR S,

el AR P S T LT RIS

fwlogtxt
M —ANB75 ki H RSSO A 4 SOAR A5 R AR

fwlogtbl
M—ANB kg% H B A — 4~ su HAERL DEL (R ) WX, A iU et A e
R,

L fwlogtbl 2/, DDL, DML, DIJ DEL U, Wi%A —260C R4
8 Rl e 3 24 1 56 ZR 080 128 7 i,
fwschema.ddl
18T R R R SQL Bl SGIEF (DDL) & 4] i S0
fwimport.dat
E AT DEL SUPH AR R DB2 i ATE RIS
fwgrysmp.dml
T A BRI R SQL BE#EES (DML) 354 By SCHF
fwlogcevrt
T ONT By kb HAERS U AIX B chis B s RO RE . Xl e 3k 7y
AR THBR T A REFUN A B (5 ST LAY — R4 A,

DDL #il DML {24 T DB2 #4101, HEnBEM I HTHEHIEE M R%. DEL
keSO 2 G b A (B A) F| DB2/600Q DB2/2 I EHIREM RS . T
A a7 A 2 3% P e R e a0 CanR 77 1935 ).

WELRERFRE

Vs B T a0 e] A i AT 6 R s AR P, X T B E % P Rl 4 s R
A X5, 20 1IBM eNetwork Firewall J] P45 57

BN AT B O B &S, TR fwlogxt ScREE. dTFHEZER, 26k
DO 1 ARl B e P Ry B 1]

AT H & SR

1 TR A MR 7 .

2. QIR BRI,

3. AERUR AP Rl A Bl kg H RS

4. MArAATIEAT fwiogtbl  DLU=A: il % S F.
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5. Hi AGT RSO A AT H R i e 1 .
6. Midiafr SQL ifyEl SQL &AM,

iE TR =R A, TR B PR R H SR R R

IBM Firewall HE#&I
7 J i 25 S0 45 — T DL T o

Date Time firewall_name:year;pid:Amsg_num; msg_ID;var_l;...;var_n;

Hrp

o FE=%Bt, date, time FA firewall-name HiBij 5530571 M TR A1

o year EWADTFRFRAYFA.

* pid ZINHIELFRE 1D,

© Amsg_num EIEZLAEEL, SRR F HE R fw_log.cat SCIFVTRIE 2 Y,

PERTHRIESC. HEEIEAM T (A) ZREAER TN msg_num Z i, Z3HRT
DX H AR5 F0H S A 22 5.

« msg_ID & B MANERS (i ICA0001e),

e var_1-n FRHEARMNE, P n BHEEXHNAES,

i AREFRHETIC R S0 kB HEME RSP, XA IE Sk S iR s AR
FIT B SR I AS 20O — B B85 SRR TR,

i F 4 fwlogevrt SE4E1% Windows NT &R H sk Lk f AIX [ H B,

I fig 75 Bl 1 X Sk A I SZ FF IBM Firewall AIX it H B HE ﬁir”ﬁél’ﬁ&tbl% 1?

Bl IR AE msg_numi iy’ A" H 235/~ FFFAE firewall_name Fl4E 43 [|] ) H
N =L

S
input M Windows NT Firewall H 7 & & [ b 4 A

output

brufEda i, T AR HEE ) B — S0

— fwlogcvrt syntax

fwlogcvrt

il
fwlogcvrt < fw980212.7o0g >logcvrt.out

}‘ABHX% IL\I1¢$h& ﬁ {55
il e % fwlogtxt >R By Jchis H & S0 A Un] 12 1 7 .

SR
input R Bl i H RS RO AR fER A
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output

pr A

— fwlogtxt &%k
fwlogtxt

151

fwlogtxt < fw980212.10g >Togtxt.out
fwlogtxt < my.log | find "ICAQ"

fwlogtxt #A 2% € WARER A SRS B IS AL 2 A5 .

A pCE R BN S

i il fir % fwlogtbl Sk, w5 sl is i 2 dl 2 S0rr,  ACH P ] 4 il 34 5 26 LAY

SR

input B ki H RS,

output

44

a_alert.tbl
f_rule.tbl
f_info.thl
f_match.tbl
f_stat.tbl

interfaces.tbl
nat_info.tbl
p_info.tbl
p_ftp.tbl
p_http.tbl
p_info.tbl
p_login.tbl
p_stat.tbl
server_info.tbl
session.tbl
s_ftp.tbl
s_info.tbl
ssl_info.tbl
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— fwlogtbhl &%
fwlogtbl -w [-d OutDir] [-su]LogName
-a

i
fwlogtbl -a -d :c\reports fw961031.1og

-w T8 MR B i BRAT (9 i HE SO, SR SCEANAFAE,  fwlogtbl G E.

-a 16 8 N 1% TS 0 2 BLAE B0y tE ST B R AR SR SO AR K SO R AR AR,
fwlogtbl g &,

-d PrRil i H %,

OutDir
fRE T A SO H ok, R AR E %, SO A S ET E
3K,

-su f& & LogName & —1 AIX su HEXMHMAFR, XHER Windows NT
Firewall TJ4ZbH A ELHIRG AIX Firewall SrB5 k51 su H &0,

LogName
$85E — B S H BSR4 AIX su H RS,

i SO AR R TS E LY, {HEAEis4T fwlogtbl 5 #% DIk S8 fir 44, it U AT
FHERAFRYESR ASCII (DEL) UK, MRS () fEASIE AT,

MTHRMBMEZEL, SN (WEA (FE]

& RS M Sk AR PR E

VEC UL T B K B A A T R R A, A B P R A Y ST
WA DB2, | db2 dy 4 ] T XLk, (5 db2 a4 RIS fE Al REA7AE T H
R E ST, TR DIRER, SO AT RERE B, )

Biaft db2 4, BE LHE T DB2 JfE X T — . 25 DB2 3.
), PR DB2 Ky K A ok B — A e L (AT e
fwlog’. ) BEXHFH, TR 1T H A

db2cmd

IRIGTELE S DB2 44 % M A

db2 create database fwlog

sk a E# R fwlog ik

db2 connect to fwlog

G db2 iy Hy i BT BEDLT T A A

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwgrysmp.dml > report.out
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FEU TR TX SRR, FERME T, 7ROz AR A e (72
TPl EER E DS, FRA, AR AR R AGE R AR msg
S,

tlER

#ir4 db2 -vf fwschema.ddl > schema.out  BIEFTFEIITE LR, RIF1ERHE
Firewall J RA K %64 — K, £ T2t f 24751 1D $ iR D,
% ID WEEELEM SQL EAHMRHEMME - RLRE W (Fm
creatorid.tableName, BRAEENIEELEWN ID Tistr, XHE, R HEHET
ID, F/R T gmiE fwimport.dat 1 fwarysmp.dml SO AE 44> 38 44 B & HE S2#
ID,

ROOTDIR\sample\report\fwschema.ddl {460 &A% EZR A DDL E5), XL¥E
PEFE R fwlogtbl  BIEE IR U207, Tt FEHIE], ROOTDIR &
Pt 1BM Firewall HERfi BRI H, Wi%AE schema.out) i & #4E & M ALY, 7E
fwschema.ddl SCAFH YR A A T 8B ol 5 IIFE &M EdRIE RS £ (M RV IZE
MR, )

PN 6

#r% db2 -vf fwimport.dat M DEL SUfF%E A% db2-vf fwschema.ddl
ARl MR,

ROOTDIR\sample\report\fwimport.dat /FEE T HT M *tbl X5 A%dEs DB2
BAR AR RAEIE A, wtin EE25m Ay o @l de | R B0, UnSRHE AR PR R R A
SLE, HBALE 1D AUELE R R AT

B ATE AEARE S B A (5 BJRAE thiname.msg SO =AM (5 B,
tbiname.msg JE45E TR AR, R 1ZAG A 0 9 A DL g A 75 180,
Y H— RGN DB2, fEVZSCAF R BT A AR RIS, R RO AR b o o — A
SO, SRR R ARSI RIEEAS omsg SCF, AT 2 7 — N MSLRY .msg SCIF.
[GIRE, P RAZAEAT A AT SRR 2 b oA — A T SO H S ki, 508 & i

db2 -vf fwimport.dat > import.out %,

2 A KA H RSSO, ] GE BSOS A 15 78 BB 22 N A7 i 482 R A T A SQL
BEURACAS. BTN, T R AT RER AN AR A HE S (W) B A5 H RS (A]. X E R  E Rd
P ISR E ST IR B fwlog Bdi . EARBCEZIIfE R, 152 DB2 34,
— A% DB2 S My B I I B AU AR H AR sR 2 S0 20 BB N S

BITREEN

db2 -vf fwqrysmp.dml > report.out fir A 1B 4T T R M A,
ROOTDIR:\sample\report\fwqrysmp.dml LRG0 T Al 424G HI RS B ny 25 F — gt
BT SRIRAE SQL B4, AT LIS G| 7 A LR QIR IR E O R4, skn
R Ef, WS A PR R RN ELE, B E D WAEEEAHE
44,
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LA L ATIA T AN, DB2 XA 510 AL E AT e B RO Ry Asa], n] A
—MERLB AR . AR B AR R A R SR B Y B, s T B A ] R
AR PP r i A X B U ) SR SE B 22 R D SR

AR EERAEFFRIAARE

SQL *

Wt S AR PR Firewall 2223 — &R A7 223, AT n] 3 TR 22 I AE AR B Kot 3=
PlLEiafr, BUEZ M RFE fwlogthl fir 4l FIRAERS ki Liafri & s iR, 7k
By b, a7

EEE LT SQL EIY R,

BB K H B RS AIX su HEHEMMER £ THIRKZ —

ADMIN_ALERT
FILTER_INFO
FILTER_MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO

sU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

EAROZERRFNGI A, SR, A0SR S BT T HAG U T DL 4 511 5 2
=5l

PR —REE BB KO S IS AT IC SR N AR B PR QU B — R, W R A B A
AR TR] B 1l 2 SCA 22 i A DA [ 09 H 75 SO IR A 19 5 — Sl R s, I — A~ iz A7
SR I ZIR,

S R 0 1% 0], B 2 S SURFE SO fwschema. dIl ik ik = A BoE LT B4
* EME—&5]:

« ONIZACEMIRIY H RSO SUF 4 (LOG_FILE)

o FEABH RESAFHFAYIZILE 4TS (LINE_NUM)

s VATMEES, T syslog 'FXIHEESE n X' WIHE (REPEAT_NUM)

R 5B 1L M E ) i 48 SO AR AT S 20, X kE, S0 H B0 a0
EHALE G, MAZBE TSR R H R E A
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AN IECE 2R 5| 2 O A o T B 4 5k 22 B0l A T fiE
JE SO,
ik

TR B K H S H R Z RIS BT A 2T IS I E R, R
§%ﬁﬁ’]%§ﬁ’]ﬁﬁ7€/ﬁaﬁﬂtﬂf%ﬁﬁ HRRATERAL. e ok SR A Xt 19 7 B 81 R 1 1%

FIELI s, %% A& IBM Firewall AIX JifY I1BM Firewall NT RRf{5 8, 5/ %
T IRANB KR A 3615 B

MEARP K EHENEZER, &

TE T B3 BA 1) $ s 2R A 3 k% DB2 [ SMALLINT ZI26%): ‘long int
% DB2 INTEGER 27 date time ¥ 4E 26K 1k E DB2 TIMESTAMP, fE
timestamp {FPE 5 7000000,

. MTEZEE, FikdE

R VLR IC N LA BY, Wb 704G 5 — MEIFER P i A — Mgk,

TE A ME—ZR 51 H9 = FIAIEEN H 238875 1) — I X e R B rh g, A E AT TR
SE SRR AR I B W B EIE TS,

# 1. ADMIN_ALERT.iZ£ % T a_alert.tbl JLAFH A5 RAERAIHRATE.

5l HiEER B 48 1% RE

DATE_TIME date_time AR H IR (6F509)

FIREWALL char (100) B K ERHLAR 1 R E 2488 (Y )

PID int AIX B ID, NT 22 ID (FHH)

MSG_NUM int HES (BFN)

USERID char(16) JF ID (ICA0001, ICAO002, ICA0003. ICA0004,
ICA2001. ICA2002 ICA2003, ICA2026, ICA2043
ICA2068, ICA2167. ICA2168, ICA2170, ICA2173.
ICA3001, ICA3012 ICA3018)

ACTION char(7) R (ICA3012) =iBt#E (1CA3018)

NUM_COUNT int INIFZE W% ICA000L,  ICA0002, ICA0003) ;

TAG_MSG_NUM it IS (ICA0004) ;
(ICA9000) KK %k

TAG_MSG_NUM char(8) FRIETH B (1CA0004)

SRC_IP char( 15) Ji IP ikl (ICA2001 ICA2028, ICA2079 ICA2167,
ICA3012. ICA3018)

DST_IP char( 15) HAgH 1P sk (1ICA2028 1CA2079,
ICA3012. ICA3018)

AUTH_METHOD char(20) PMIE T (ICA2002. ICA2167, ICA2170)

NETWORK char(25) Rz &% (ICA2001 ICA2002 ICA2167)

HOST_NAME char( 100) FHL4 (ICA0003, ICA2002)

TIMEOUT_SEC int AR (ICA2026)

CONN_USERID char(16) SockgE#z 4 (1CA3001)

APPLICATION char(30) ML A4 FR, 0 telnet ftp...

(ICA2167, ICA2168 ICA2170, ICA3012)
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7 1. ADMIN_ALERT ££). iZ# @4 T a_alert.tbl L9 5@ A SR 91 B,

5

| iR R

[CESAAE

iE: FMIXR{5 B: 1ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009 ICA0010
ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022
ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079
ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

# 2. FILTER_ACTIVE_RULEZ# €& T f_rule.tbl JXAFHAY %S FILTER HL,

5 HiELRE [EE S
DATE_TIME date_time ERVERY B BIASE (ER)
FIREWALL char (100) Bij K EEHLAR 0 2B 44 7R (LFHY )
PID int AIX 2 ID, NT Z2 ID (W)
MSG_NUM int HES (BFEN)

RULE_NUM int P (LT
RULE char (150) B (TR

i MHEEE: ICA1037

# 3. FILTER_INFO. &£ & 7 f_info.tbl XAFHAYAHXET FILTERS HY45 1R 8 — i 7ERHE B

5l ES 6t B 425t AR

DATE_TIME date_time A H AR (R )

FIREWALL char (100) B KBV &R 0 2 P AR (FRIY)

PID int AIX H#FE 1D, NT 2% ID (LFEH)

MSG_NUM int HES (BF)

RULE_NUM int g HNS (1ICA1005)

ERROR_NUM int RG4S - AIX errno B Windows NT R4S 1R
(ICA1007. ICA1008, ICA1009, ICA1011, ICA1013
ICA1015, ICA1021, ICA1023 ICA1024)
LA S AR Y B SCAR Tl _strerrorText D) REFRAR.
Windows NT 53/ 4 15 1 SCA AT 7EA% {5 B R s Win32
BFREZAEE 2 WM A LLRF

LOAD_PATH char (100) WAZY JE e A B%42 (ICA1011 ICA1012)

DVC_DRV char (25) WHFIK ST (ICA1021)

TERM_SIG char( 25) £ 5% (ICA1260)

FILE_NAME char (100) 4 (ICA1024)

RC int PIRBI B 53R [ 15 (1ICA1019)

JE: FHG{EHA: ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA1013
ICA1014 ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

# 4. FILTER_MATCH.iZK 617 7 f_match.tol SCAFH Y UL FiE i 12 3 i A0,

5 b3 67 E it {425t AR
DATE_TIME date_time PR H RIS ()
FIREWALL char (100) Bij K AL 1 2 PR E AR (FRY)
PID int AIX 2 ID, NT 72 ID (WTFHY)
MSG_NUM int HES (BFH)
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# 4. FILTER_MATCH £5).

ERE T T f_match.tbl SLAFH R UL AL AT 1 0E S HL,

7l HiEzR 4235t AR
RULE_NUM int HNE (T )
ACTION char (6) FRZERY: foifF, fE4e%E
DIRECTION char(8) A A B 1 5 1) CFR )
SRC_IP char( 15) SR N 1P HhE (R
DST_IP char(15) ek N 1P Hidik (TR )
PROTOCOL char(7) &2PMY, fn UDP, IPIP, ICMP, TCP &, TCP/ACK
(T
SRC_PORT int . ICMP iy IP {28
o HEMREBIGROS (BLHFR)
DST_PORT int * ICMP f IP fuftfy
o HERHMMBE DS (BFR)
ROUTING char(5) LR BRI B SR (FR)
INTERFACE char( 10) BORRE: ZedidEzs (LFRN)
FRAGMENT char(8) AR Fr B AR BOR BRI CARR )
TUNNEL_ID int Wi 1D (TR
ENCRYPTION char(7) fn# % DES_CBC &, CDMF {5
BYTES long int FERRKE (LFH)

i %5 E: ICA1036

#5. FILTER_STATUSIZ X @& T f_stat.tbl XA AT dE a7 AR Ay (7 5.

5 S 67 E it [EE AL
DATE_TIME date_time AR H BRI (2675 09)
FIREWALL char (100) B KESPL & 0 2 P E 2K (FRAY)
PID int AIX JFFE ID, NT &% ID (LFM)
MSG_NUM int HES (BFH)
DAEMON char (25) AIX 1HERHER AT (ICA1004) , & Windows NT|
BRSO 5 .
VERSION int JiiA5 (ICA1004, ICA1033)
RELEASE int %175 (ICA1004 ICA1033)
PACKET_LOGGING char(8) 5 58 H &8 HEdE RZE (1ICA1035)

7 M%{EHB: ICA1004 ICA1032 ICA1033 ICA1034 ICAL035 i JEA M T 3T (1CAL1032) 407 ] M

FILTER_ACTIVE_RULE #1783,

# 6. INTERFACES. %4 (% T interface.tol XFripy# 0 (ERLAT ) FoEIHE 5 E.

) S 6t & 4235t AR
DATE_TIME date_time BAER H IAIRHE (F0)
FIREWALL char (100) B KBV SR 0 2 R AR (FFIY)
PID int AIX H#FE ID, NT £ ID (LFER)
MSG_NUM int HES (BT
P char(15) WAL IP ik (1ICA9038 ICA9039, ICA9040)
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7 6. INTERFACES £). Z#£ & T interface.tbl AR Ay 0 (ER#E) BB EFE.

5l BERA a1 4815 e
OLD_MASK char (15) L HEf3{E  (1CA9040)
NEW_MASK char(15) Brrgfas{E  (1CA9040)

£ M 5 B ICA9037, ICA9038 ICA9039, ICA9040, ICA9041

£ 7. NAT_INFO. iZ& 7 T nat_info.thl ST H Y R 2 3 ik 7 1 1 BL (7 L

5l bS] g
DATE_TIME date_time AR H PRI (6T )
FIREWALL char (100) Bl K S AILE 1 4 BR E AR (R
PID int AIX 2 ID, NT 472 ID (W)
MSG_NUM int HES (BFHER)

VERSION int NAT fii4<5 (ICA9033)
RELEASE int NAT k175 (ICA9033)
IP char(15) IP #ifil: (1CA9035 1CA9036)

£ MefF B ICA9032 ICA9033 ICA9034, ICA9035, ICA9036

# 8. PAGER_INFO.iZ#£ @4 T pgr_info.tbl X143 Firewall gLy RERT(ZE,

5l ES et g

DATE_TIME date_time AR H PRI (06T )

FIREWALL char (100) Bl K AL 1 A PR E AR (BRI

PID int AIX H#FE ID, NT £ ID (LFEH)

MSG_NUM int HES (BFHE)

USERID char(16) FIF* ID (ICA4036, ICA4174 ICA4175)

ERROR_NUM int REEHRES - AIX errno 3% Windows NT AR
(ICA4371)

PROGRAM char( 25) FEFF 4 (1CA4000)

SIGNAL int A Ef55 (1CA4000)

ID int FRIRAF (1CA4036)

PRIORITY int i 5e4h (1CA4036)

PERIOD int JE# (1ICA4036)

RETRY_COUNT int Fik% (ICA4036, ICA4313 ICA4314
ICA4364, ICA4365)

FROM_ENTRY char(15) 4 (ICA4036)

HOST_NAME char(100) FH4 (ICA4174 ICA4LT5)

MESSAGE_TEXT char( 250) T I SCA  (ICA4036, ICA4353 - 4360
ICA4368, ICA4372)

SERVICE char(25) #4545 (ICA4017)

SOCKET int EP75 (ICA4017)

FILENAME char (100) PF4  (ICA4154, ICA4351, ICA4352)

JE: FMHG{EHE: ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA417ECA4300 -
4303 ICA4305 - 4315 ICA4351 - 436Q ICA4362 - 4372
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#9. PROXY_FTPiZ £ M & T p_fip.tbl XFh1g FTP £iFth FTP #(E(ZH.

7l HERE 4235t AR
DATE_TIME date_time BRVE BRI E] ()
FIREWALL char (100) B K AL A PR E AR (b HY )
PID int AIX 2 ID, NT Z#2 ID (WFHY)
MSG_NUM int HES (BFR)

USERID char(16) T ID ()

SRC_IP char( 15) PR P fisk COFFR)

DST_IP char(15) TEAENLES Y 1P ikl (T )
ACTION char (5) AL IR BRAE: put 5 get (AATEHAY)
FILE_NAME char ( 100) X4

BYTES long int BRI .

SID long int ME—43E ID (AR

i MEEE: ICA2075

# 10. PROXY_HTTPZE (& T p_http.tol SCAFHAGICEE i HTTP #R1E(F AL

7l 367 E it B 423t AR
DATE_TIME date_time PR H IR TR (595 0Y)
FIREWALL char (100) B KBS & 0 2 R E 2K (TR
PID int AIX 72 ID, NT Zf2 ID (W)
MSG_NUM int HES (BF)

STATUS int RE (BT

SRC_IP char( 15) MR P sk CRFRE)
REQUEST char( 250) HTTP RN E (WFHR)
BYTES long int %35 A

i MR 1ICA2099

# 11. PROXY_INFO.iZ# W # T p_info.tbl XX AFH I #H KT

PROXY #4122 — Y 7R L.

5l S 6t B 423t AR
DATE_TIME date_time FEVERY H BRI ] (FERT)
FIREWALL char (100) Bl K S AL A PR E 48R (LFRHY)
PID int AIX #FE ID, NT 72 ID (W)
MSG_NUM int HES (BFM)
USERID char(16) JIFT ID (ICA2018 ICA2019, ICA2057,

ICA2058 ICA2166, ICA2177, ICA2172)

ST TR SRR
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# 11. PROXY_INFO £%). iz €% T p_info.tbl XXAEHAIAHR T PROXY HY 85 iR 2l — M0 7R .

5l BERA 214515 AR
ERROR_NUM int ZHARS - AIX errno 5 Windows NT b — 7 shiR
(1CA2005, ICA2006, ICA2009, ICA2029, ICA2035,
ICA2038, ICA2039, ICA2052, ICA2054, ICA2055,
ICA2056, ICA2057, ICA2058, ICA2059, ICA2063,
ICA2064, ICA2065, ICA2066, ICA2067, ICA2068,
ICA2069, ICA2069, ICA2070, ICA2071, ICA2074,
ICA2110, ICA2111, ICA2113, ICA2114, ICA2115,
ICA2118, ICA2119, ICA2121, ICA2122, ICA2123,
ICA2124, ICA2200, ICA2201, ICA2202, ICA2203
ermo (AIX RS ) MISUARTTZEH _strerror Difig 4k
1%, Windows NT fziT &5 i i SCA ] FEA% 3045 B R Bk
Win32 #r isE Kes 2 Mt A 485,
OPTION_VAL char(20) IR R B S HUE (1ICA2014 ICA2015,
ICA2049, ICA2050)
TIME char (15) JeRkmtal[E B (ICA2044 ICA2202)
RC int N B B k353 [11 75 (1ICA2007. 1CA2030,
ICA2031, ICA2033 ICA2034, ICA2054. ICA2057.
ICA2058, ICA2065, ICA2120, ICA2166, ICA2203)
INVOC_NAME char (20) TE R G0 1 R AR B 1 5 o 1 A 9 FH 44 8K
(1CA2055, ICA2056)
AUDIT_TYPE char(7) AHI audit-type (7 i+ ity ) (1CA2004)
HOST_NAME char(100) FHL4 (ICA2106, ICA2107. ICA2126)
FILE_NAME char (100) Y4 (1ICA2029, ICA2030, ICA2072,
ICA2183, ICA2204, ICA2205, ICA2206, ICA2207)
LINE_NUM int 75 (1CA2029, ICA2030)
PROTOCOL char( 25) Tea il & Fk (1ICA2112. ICA2116)
CUSTOMIZED_ATTR char( 25) 75 (ICA2105, ICA2106, ICA2125 ICA2166)
ODM_ERR_NUM int MHE A Eidl 4 B 3 ok 1 A5 %45 (ICA2102
ICA2103, ICA2104. ICA2105, ICA2107. ICA2108,
ICA2109, ICA2125)
APPLICATION ({2 NT) char(30) N FEFZFR  (1ICA2200, ICA2201,
ICA2202. ICA2203 ICA2204. ICA2205, ICA2206,
ICA2207)
CALLER (f¥ NT) char (25) A% (ICA2200, ICA2201,
ICA2202, ICA2203, ICA2204. ICA2205, ICA2206,
ICA2207)
FAILED_IN ({Z NT) char (25) K R%c  (1ICA2201 ICA2203)
S MSE{EE: ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023
ICA2029 ICA2030 ICA2031 ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046
ICA2047 ICA2048 ICA2049 ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058
ICA2059 ICA2060 ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070
ICA2071 ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123
ICA2124 ICA2125 ICA2126 ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203
ICA2204 ICA2205 ICA2206 ICA2207
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#12. PROXY_LOGINiZ% T p_login.tbl 3L £FFa94 6 2y PROXY A (2 .

5 HERE 4235t AR
DATE_TIME date_time BRVE BRI E] ()
FIREWALL char (100) B K AL A PR E AR (b HY )
PID int AIX 2 ID, NT Z#2 ID (WFHY)
MSG_NUM int HES (BFR)
USERID char(16) T ID ()
APPLICATION char(30) R AFET 4T - telnet ftp, ... (WFER)
AUTH_METHOD char(15) IET R (F)
NETWORK char(25) Mzg (A% e - M aRnmER) (BFHN)
HOST_NAME char(100) FHAL (BFR)

i MM B ICA2024 ICA2025 ICA2169

# 13. PROXY_STATUSZ K @4 T p_stat.tbl XA PROXY KA.

el S it B 4235t AR
DATE_TIME date_time FEVERY H RIS ] (TER)
FIREWALL char (100) B KBRS I 2 I AR (FFIY)
PID int AIX #FE ID, NT Z#2 ID (W)
MSG_NUM int HES (BT
USERID char(16) I ID (ICA2008 ICA2016, ICA2021)
SRC_IP char( 15) BOIP Hbhk
(ICA2000, ICA2008 ICA2010, ICA2011 ICA2012,
ICA2013, ICA2141 ICA2180)
DST_IP char( 15) H i 1P #dik (1ICA2000, ICA2010,
ICA2011 ICA2012 ICA2013)
REMOTE_HOST chai( 100) IEFE EMLAFR (BT KL A EA )
(ICA2021, ICA2022 ICA2027)
SID ({X NT) int ZEFRRAF (ICA2177, ICA2180, ICA2181 ICA2182)
SOCKET ({{ NT) char (25) ERFHAF (ICA2177)
RC ({¢ NT) int IR [E B JE ARG (ICA2181, ICA2182)
CMD ({X NT) char (36) SMTP £ (ICA2182)

iE: Ff5 E: ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097
ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

#14. SERVER_INFOiZZE @& T srv_info.tbl 314 14 5 B EHIR 45 20k 25 HITE Sh (2 8.

5 ES 6t B 425t AR
DATE_TIME date_time BEAER H WA (A FAY)
FIREWALL char (100) B KBSV SR 0 2 P AR (FEIY)
PID int AIX H#FE ID, NT £ ID (LFER)
MSG_NUM int HES (TR
USERID char(16) fIF 1D (ICA9003 ICA9004)

ST TR SRR
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# 14. SERVER_INFOZ). £ W& T srv_info.tol SCFFH B A 5L EAR 5 A RS AT shid (7 .

7l KRR {215t AR
ERROR_NUM int ARG TS - AIX errno 5 Windows NT L y4hie

(1CA9008 ICA9009)

W strerro Jifig, errno (AIX REEHFIR) MISCAS RN 3R
49, Windows NT #ilt 8535 i SCA ] 7% 205 B R Bk
Win32 BBFRE%Hk4eE 2 MkE A A3k,

7 M5ef5 B ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA9012
ICA9013 ICA9014 ICA9015

# 15. SESSIONiZK @& T session.tbl X ) SOCKSfll PROXY & Jii sl / 15 115 K.

Safemail &% JFif: ICA2178

Safemail 215 1k ICA2179
Socks £ i JF4h: ICA3011

Socks £:ifif5 1k:  ICA3015

R Telnet 1% JF4fh: 1ICA2036 (AIX Hi&
fCH Telnet 253 1l: ICA2077 (AIX A
O FTP £if JFih: ICA2041 (AIX HiE
Proxy FTP &5 1k: ICA2076 (AIX 1 NT Hi)

5 HiEEE (KE) g

DATE_TIME date_time BRVERY B BIASE (2ER)

FIREWALL char (100) B KEEPL & 0 2 PR E S (TR

PID int AIX AIX JEFE ID, NT £f¢ ID, NT 47 ID (%%
i)

MSG_NUM int HES (BFE)

USERID char(16) AP ID ()

SERVICE_TYPE char( 10) MR 45252570 socks B (LFHRY)

APPLICATION char(30) N F 45k - telnet ftp, ... CbFFAY)

SRC_IP char( 15) T 1P Husik (T

DST_IP char(15) ImREALAE 1P M (TR

SESSION_EVENT chat 5) . MR I,
I e I S
(L)

BYTES long int TESTE MG R R R, R IRT R telnet NJ5X
¥h o,

SID long int ME— P23 ARIAE, | Firewall A28, 5T I Bt ],

i

HRAF B

ICA2208 ICA2218 (NT Hi&
ICA2209 ICA2219 (NT H#E&)
ICA2208 ICA2218 (NT Hi&

Socks FTPLIGHEAERIANTT/E SOCKS_FTPEH, UH FTP &i5#ERY4l"5 £ PROXY_FTP i,

34
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#16. SOCKS_FTPiZX @A T s_ftp.tbl LAY FTP £ifH iy SOCKS FTP#IE(FH.

7l HERE 4235t AR

DATE_TIME date_time BRVE BRI E] ()

FIREWALL char (100) B K AL A PR E AR (b HY )

PID int AIX AIX EFE ID, NT £ft ID (UFEM)

MSG_NUM int HES (BFEN)

USERID char(16) FFID (FHH)

SRC_IP char( 15) MR P fisk (TR

DST_IP char(15) JEREDLEREY IP ok (AFFRY)

DATA_BIND char () o RN, CTFR (ICA3010),
o MHHRBCEZ LR, {F1E (ICA3014),
(LT

BYTES long int IR R Al

¥ ME{5 B ICA3010 ICA3014

#17. SOCKS_INFOZE W& T s_info.tbl X4 AGHHK T

Socks [ 1 2 — 19 FERHE B

5 b6 el B

DATE_TIME date_time AR H IR (6F5109)

FIREWALL char (100) Bis JIEBLAR 0 2B 2 2 FR (AT )

PID int AIX R ID, NT 2872 ID (M)

MSG_NUM int HES (BFHR)

USERID char(16) 1/ ID (ICA3044, ICA3045 ICA3046, ICA3047,
ICA3049)

ACTION char(7) % (ICA3044, ICA3049) Tl (ICA3046,
ICA3047)

ERROR_NUM int RG4S - AIX errno (ICA3013  ICA3019,
ICA3031, ICA3032 ICA3040, ICA3044 ICA3101,
ICA3102, ICA3103 ICA3104 ICA3106, ICA3107,
ICA3108 ICA3122 ICA3124 ICA3125 ICA3126,
ICA3128)

SRC_HOST chat 25) JEFEM4 (ICA3019, ICA3035)

DST_HOST char( 25) HiyH £414 (ICA3016, ICA3045)

SRC_IP char( 15) Pl (ICA3042 ICA3043, ICA3044
ICA3045, ICA3046, ICA3047, ICA3049)

DST_IP char(15) H il (1ICA3044, ICA3045, ICA3046,
ICA3047, ICA3049)

LINE_NUM int 175 (ICA3022 ICA3023 ICA3024 ICA3025

ICA3026, ICA3109, ICA3110, ICA3111 ICA3112
ICA3115 ICA3116, ICA3117, ICA3118 ICA3119
ICA3120) ;

w74 (ICA3113)

EXEC_STATUS

int

Execlk#s (1CA3027)

F2E iR & SRR
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# 17. SOCKS_INFO %), 1K €7 T s_info.thl XA RYAIE T Socks Ay 44 1R 5 — A 7 RH E.

5

[CESAAE

CMD

char (36)

4, e s
(ICA3027, ICA3039, ICA3042. ICA3044, ICA3048) iE
B XT ICA3042  fir 4yt Nk il Hots X

FILE_NAME

char (100)

44 (ICA3030, ICA3032, ICA3105, ICA3109,
ICA3110, ICA3111 ICA3112 ICA3113 ICA3114
ICA3115, ICA3116, ICA3117. ICA3118
ICA3119, ICA3120)

APPLICATION

char(30)

NP #FE - telnet ftp....
(ICA3044, ICA3045, ICA3049)

VERSION

char(10)

FSEHI) Socks fiAs S (ICA3043)

iE: FRf5 E: ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026 ICA3027
ICA3030 ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043 ICA3044 ICA3045
ICA3046 ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104 ICA3105 ICA3106 ICA3107
ICA3108 ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115 ICA3116 ICA3117 ICA3118 ICA3119
ICA3120 ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126 ICA3127 ICA3128

#18. SSL_INFO.IZ# 4% T ssl_info.tbl 194 SSLRAERTE S 15 B,

3 T C e EaE e
DATE_TIME date_time HRAER) F RIS ()
FIREWALL char ( 100) B K LA A B 440 (A1)
PID int AIX HF ID, NT 4 ID (LE)
MSG_NUM int MBS (H)

Client_IP char( 15) EF P Hidk

ICA5120

3 fHEfEHE: ICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063 ICA5082

#19. SU. WHR IEFE M AIX su Hi, WHiZREE T sutbl XHHRTE R SU JEshrg40 1,

5 HiER fE %15t AR

DATE_TIME date_time PEAER H IR (7R )
HA AIX REE su HECFRICEES, Bl
DATE_TIME FIHJ4E#R 41 S N M AT — 4, X HE
T AR EES (R JH BT 24850 A/H, BAE
Wi L —4.)

FROM_USERID char(16) A D (MFHH)

TO_USERID char(16) P ID (L)

LOGIN_STATUS char(7) BRI AIRAS: B ER I (WY

7 20. TUNNEL_CONTEXT#Z#£ @7 7 t_cntxt.tbl 119755 TUNNEL F F3C 3 H.

5 HiELRE {4235t AR
DATE_TIME date_time BAVERY B AR (FEAY)
FIREWALL char (100) B K AL A PR E AR CbFHY)
PID int AIX 2 ID, NT Z7% ID (WFHY)
MSG_NUM int HES (BFHH)
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7 20. TUNNEL_CONTEXT4). iZ# @4 T t_cntxt.tbl X975 TUNNEL _F F 0.

7l HiEzR 4235t AR
TUNNEL_ID long int Wi ID (FER)
SRC_IP char( 15) I8P HhhE (7R
DST_IP char(15) Bt 1P #isk (TR
ENCRYPTION char(7) s

DES_CBC 1, CDMF

i FHEEE: ICA1043

# 21. TUNNEL_POLICY %% 17 T t_policy.tbl 119 TUNNEL 5 i ],

5 St B 425t AR
DATE_TIME date_time BAER H IAIRHE (6F50Y)
FIREWALL char (100) B K EEDL SR 0 2 R SR (FRIY)
PID int AIX 2 ID, NT Z#2 ID (WK
MSG_NUM int HES (BFN)
POLICY char(60) M fwpolicy SCA ISR IGIEA) (LFFRY)

iE: HHPE{E B ICAL1040

7 22. TUNNEL_STATUSIZ X @& T t_stat.tbl XA RIH & TUNNELS AR E B AL 1915 5.

5 HiELRE [EE S|
DATE_TIME date_time AR H AR (TR
FIREWALL char (100) Bl KA AL 1 2 PR E A FR (TR
PID int AIX PEFE ID, NT Z7E ID (W)
MSG_NUM int HES (BFR)

SESSION_SCKT long int SiEEEFmO (4T ICA1038)
MASTER_SCKT long int FEETRO (XF ICAL038)

TUNNEL_ID

long int

M EIRRE ID (KT 1CAL1041)

iE:

{5 B ICA1038 ICA1039 ICA1041 ICA1042

o GEXIHIEARTT (ICA1039) Hf A TUNNEL_POLICY #7535,
o SESLERE BRSO (ICA1042) M TUNNEL_CONTEXT Frh753),

ST TR SRR
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3% SafeMail fHEFRHFRE

IBM Firewall SafeMail [% ¢ 35 5 H B AE % AR 22 M 25 ] 5 A MR AF, - [l e %
2 FHL LR AR,

SafeMail [% & R4 AT AL JERE 71, 2RTH, W DA4mE —4> SafeMail 425 i EF2 T,
I B LTEN; ki EAER SafeMail [ SCHA{F.  SafeMail P i 4G fE 1 & & BA~
FEL I (5 B AR 3 2 57 b R i BEFEL TR, SafeMail &4 4R mT DU+ if SafeMail
W S P AR B %3 B AR 1A BE R e E] e 3.

SafeMail AbIEHEIA

Y SMTP % i8] SafeMail M chf, SafeMail PcitiE 2 H ) SMTP 54
FEAE R & 5 i (1 HL T ER PR A TR, TR BsPKe o R 15 BN R A% 2 H R 55 25
IR ERGE, SafeMail [ 56K B 5 E BT IR B bR AT o 8 55 22 4 R 4% T LY 4%
K.

QAR T AT RE PP R, SafeMail [0 SRE 72 FL - MIF £ S0t 1 0] S s 8] P P 2 i
PERE 7 S 0 e TR F 5 B4 — 47, SafeMail %56 [ EAE 5 T HL I8 AF5 B A A1 E
MEE UL ERE, AN A MR T ] LUEZ A0S B MG, AR LEHTT,

UIAE P2 O R R o e s 7 SR VAR B AE Bl KB I Sh A, 0 B B A Y,

IR SafeMail (X e U B AT, DI % &M 4 B EALAFR, N4 A
A P A H S AL R T,

fl|72 SafeMail W F¥H!HE

W5 IR

AL L SafeMail W S id 4, I E:

o MM DLL 45 JEACHS

« @57 DLL

e Y& Firewall %% DLL

ROOTDIR\samples\safemail & NZA IR FH1F. BRI IBM Visual Age
FI Microsoft Visual C++ k4 make X FRIFEACAS, FELSEVEFERE], ROOTDIR &
Wik H IBM Firewall HArizE i H %,

P25 0 VEFE R F 5280 T Rkl UsrCheck 9T E, & BA T 15!
int _Export UsrCheck(pCheckData Data);

£ SafeMail [ 5 A — 47 THBCFfE B SE R A it i P Ac e, &t SafeMail %
MBI R, 120 RE T A F IR PE A B AT, R ARV IR (F B4k SiAE SafeMall
WS g, WERE 0 WniR#E SafeMail 2115 BALE, WERFEIHEE,

Z: R 7E ROOTDIR\samples\safemail Hf) usrcheck.c DIf3F|{E SafeMail W &H1 P 2
TUFE 8] [ 2 1 1) 58 2 1 A
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40

i

DLL

DLL

A PR BT 1) pCheckDataZ: ¥ 7F ROOTDIR\samples\safemail f¥ usrcheck.hdii
B C Z5M, &M & EFEAE i FIR M B EE FE, W SMTP Ik 55 8% 19
AH B HhE, AT AR SMTP IRF5850M % (ZafdEga) KA, 45 E
PR TR,  TRVF N A 0 DB 7 28 S5 0 TR ) R A B A A O

LGS A T AR Y (A R, BRI RIS ES] DLL th, DLL 4hZifi
4% smusr.dll JfH UsrCheck A &SN DLL HiFgd. &5
ROOTDIR\samples\safemail ffitf4 make SCfF, DIfFE|FHEEMET DLL Fii
BIE P IRIFEZYI N s H., FEAR make XM IBM VisualAge C++ #1
Microsoft Visual C HY.,

— B hEEsr smusr.dl) MZEEAE Firewall E22357 . %% smusr.dil % D1 2] Firewall [
\bin H, #RJ5, M Windows NT 4 il 1A H i AR 45 42 i 8 2345 ok 458 10 F0 08 I 3
IBM Firewall SafeMail iR 45 %%, M ] DL3E A $di 44,

IBM Firewall #7& Firewall \bin H39 ) smusr.dll 7% smusr.dll & H2%H F
B B BT i 24 1% DLL, AT 0 S Ke Sk B B3k 4 (R BsF mT DUKE B R

FEARTERN T T, G iEan e SRl o lan 44, Pra =582 % H R 0 P42 18 2.
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$4F AXAEEFAEGRETLE

IBM Firewall HERRBEFHICEFEREAZMEER P Log Facilites  XifHHESS
ERCH. SRIE, i fwlogmgmt fiv 4 k4 BEHAYIHH &5t A, M
Windows NT JHZ#E/FHiafT fwlogmgmt, HAER, fwlogmgmt 4K IHH &ids%H
PiEIH S, R H Windows NT E4fr &7 ESE, SR, RIS — 4~ H &R
TR PP 470 1 R e il 45 A A E R T

ERtZETIEEFIEYT

EAE H R ERE TR,

1. MidfF DLL 2w 5 AR

2. #37 DLL

3. 1£ Firewall %% DLL

ROOTDIR\sample\logarch H:gtd & H BRIIRH PG FEALCH, EE 6T Firewall [

g BERRF A IBM Visual Age for C++ [ make SCf4. 7EZe3E#EFEiE], ROOTDIR
JEE RN IBM Firewall H b ErH 3.

HWE IR
H R ISR P idi i i se B — Rk, efile Firewall FRPATIHREIIRERT, X LLpR
Ry JRRETE ROOTDIR\sample\logarch HsEH Y fwarch.h HE LAY,
XSE PR RSB T AR RS T EE, A SRR R R AR R IR, RS
ZEHHERSE A A SO,
Z:[5%] ROOTDIR\sample\logarch H3Erp fwarch.h fREASCHS DLIAS 35X 28 bR B 1R 4045 B,
#5r DLL

YEwmEAH BRGNS, SO EIENERE DLL 1, DLL i 44
S fwarch.dil FiFAFE fwarch.h H 31| H g pRBA 2N DLL Hrif .

IBM VisualAge for C++ [FEA make S (SR FEAS RS & S 2)5E 419 DLL H1)
1 ROOTDIR\sample\logarch H s+,

a4 DLL

R IE ST fwarch.dll J5, 522363 Firewall #, ¥ fwarch.dll & %] ROOTDIR\bin
Ht,

Firewall [#t4s fwarch.dll FFEFEIZ H Fb, 7EfE# DLL &2 H1211% B P UIarT, &
oy 8 B B dw 441% DLL,

[IAE, BiORER B s DLL DIAT, Bcfiafr fwlogmgmt H#Ai247 IBM Firewall H
TR AL, IR S e FEas k(5 11 IBM Firewall H 5K RALF, RJGTE&H: DLL
JEEHEEE.
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58 REUSFBRIMEAR
SR T A AR U B AGE TS 915 B,

F PR ERIIAIE

B — P IERREAS, BT H st ROOT_DIR\bin\authsdk ", fHGAYCHA:
* authschm.h -F & 0

* authus.cpp -FEAS 7 £ 1 SC 14

» gwauth4.lib - Firewall %

« msvc++.mak - Microsoft Visual G’

» schmname.h U & 0

» vac++.mak - IBM Visual AgeZsi 14

i T 2144 okgmi® IBM 1) Visual Age i I IAIEREA:

e nmake -f vac++.mak 3. DLL

* nmake -f vac++.mak install &7 fll4¢%E DLL

+ nmake -f vac++.mak clean #[%4<H H 5%

fii IR 51l i 4 k4 1% Mircosoft i Visual C [ ST IAIEREAR:
e nmake -f msvc++.mak 3. DLL

» nmake -f msvc++.mak install 47 fll42%E DLL

+ nmake -f msvc++.mak clean %A H H %

1 R I A B R 1 A PIRHERDIAMET &

IBM Firewall $& {41 0 55 = J5 b2 4= i A A 2%, st B i A Firewall
ETF RO HIETT % dil SR EX — i,

Firewall JAVEACIEHELA

T HIB) K Sk R 5 AL AAE SR T 7 1 Bl ok 3k R 95 2 HiAIE
« IBM Firewall [if & Iz 55 ¢
e IBM Firewall ftE FTP #§ R1EF
* IBM Firewall {{# HTTP K§ R T
« IBM [j k% Telnet K5 RALFF
* IBM [j ki Socks It 55 &
Firewall $2{it 7T FIAIE Ty %
Deny All
SRR P TR e 55 A
Permit All
JC T AT A A [m] 3 foa/F I 7 [l AR 545
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i {mEcy

FFE Firewall i 8ol i b SCHY A4 2]
NT EHA<

A E AP (sl ) 1) Windows NT {14,

SecureNetKey
Fl AssureNet Pathways SecureNet Kelil [ J.

SecurlD Card
] Security Dynamics SecurlDi4:P:+R U E M .

A AIE Jr v T A AR R a8 e L. #ln, Firewall o] & Xt 4 H
S John Z{7ENT 2 1BM Firewall Fi & Ik 55 g5, AWl Windows NT {14,

{BJE4 John #8(#i Jf] IBM Firewall Telnet fCHERf, i [l SecurlD Cardi\iF. AT,

LA Mary, 232 IBM Firewall it B0k 55 geif, FArnltfy Firewall Password
%1 IBM eNetwork Firewall /i /#5514 B2 15 DIRECA ¢ Firewall $2 43 19 A0E 7
R A A H P E SCEN T VETE B

BT 1BM Firewall §&ftA9INIETr 5, B2 23 =AM SR EERAIE T &, &alLl
BRI RS AN LRI T b, B0 NS =07 Z e A R IR L
RAFENILAGE T Firewall S & H 7 b,

Firewall FH 45 PR LA NIE T %, HSCBE % APIL [ DLL #£/R. 1% API
E X i Firewall {HIAE T ZEMECH Firewall i 4& i 0 EF iR 4.

B2 FH PR ERIMET =

44

ANz R AL E R ISR

o ZEPACHLRLIINE T % API

o ZRiIFMEEREIRAISE DLL

e 1E Firewall %% DLL

2 R AN P AR UAIE 7 B8 C JEACHY L ST S, [AIAERYIR A Microsoft

Visual C++ 1 IBM Visual Age for C++ [{FEASfCHSFIUREAS I 4E SC {2, #Bw] £
ROOTDIR\bin\authsdk H 4%

WEIERH

RN E A e
1. i Firewall FEMEf1EC
2. P AuthSchmFn

H Firewall ;E£ff: Firewall IR %%8 B 3h2 fi, Firewall 223 #k & 1~7E \bin\authschm

FHZEPHIW DLL. &4 DLL m#Ja, HWGerErLmE M Firewall o4
i registerAuthSchmiy pg % L 1a) Firewall .

registerAuthSchmef £ E AE authschm. sk e, BEHFA 8445 AuthSchminfo
SiMMSEL, R E XAE authschm b, AuthSchminfo £5 #4E A TIE 77 52 4475 5 1
2 Firewall 2 T %3 ARG K 2 AGE 7 Z M8 A AuthSchmPnHifik JCHAE — i,

FP AR T R R S = A2k 22—
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1. JF
2. HFikiE2
3. HJIAIE3

1E3L30F schmname.hif JiX S8 285 € LT A5 4, FP AR UAGE T R IZ 5T A
Vi s B PR E R = A BRI, XFEZ A R PR BE R IE 5 0] DL ESETE A
[F 1 Firewall I, T ASHEOFA AR F 275 ZHE 1) 25K,

DLL #Ifa e BT e o A FAEM AuthSchm Rz o] P ¥ 2 )5, DLL Wiz
AEFATESE R, BT IZRE, A W%EAE DLL WAL GITRF P kT — 207 R 21
s,

SEFf AuthSchmFn: &M AE % DLL #4204 FifE authschm.hrb i SCi J5 R sk
SEHFR A AuthSchmPn ) Zhfig. AuthSchmFneR%0E — 250, 24510 AuthReq 451
44, AuthReq Z5H iRy C 4544, BREIA X T YR IEE KRG L.
AhthReq 7t authschm.hi g L, AuthReq £5 1460 & SEATINUE A B 448K, 1 RINIER)
Firewall 2/l 54 DL R EARERMGEE, ZIRIL AuthReq &5 14 (5 B 1 2551
FHAULH, 125 authschm.hdr (73 i,

B T HI P 4 Firewall 411F, 78 AuthReq £5 #4904 =31 S B UE J7 284 il 22

=4

gwaput
XJE Firewall 32 {1 30 JHa [ G4 T AR e A ikl FEDIEr BRAFERIEFER 2 M
FURARATI AR T DAGE ., fdn, wRVGE S RFELBERAE RS, B
T 8 FHAE gwaput S0P R ALY A D SUORMEX — 8. gwaput 18 11 5] e £
JE7E authschm.htp i AuthSchmPutZi B g g R R 20 AuthSchmPutz il
TE U R DURBUE B 1 250003, X280 AuthSchmPnZi 78 1% 8 JH AT
(3

gwaget
X JE Firewall $2& 410978 AR G TRE PP HhE,  FEIATE r 275 Bk 2 ok B iE AT
WAUIE Y e 28 FH P 0 2 B A AR IS (e 0 e DA . o n, 2Rk 7 R EE M
WAREIO %, ERERE gwaget ZHP R ALRY A T SURMEX — 5. gwaget
W IR [ s 2 E authschm.hti i) AuthSchmGet 288 & XAy JE I, 23
AuthSchmGetH e L TEMLIRICE R 250013k, X454 AuthSchmFn)
WAEAZI AT, R R E R — DS HOEEIIE S H. AuthSchmPnw] DL
VS HORAG 7~ 2 1 B AZ AT e 17 8] 2% Al

opaque_data
Firewall {fi [l opaque_dat&7 B4 £ AuthSchmFn {41 F A1 2 HJE F & [ 4]
FIRE PP GG k. ] gwaget sl gwaput Bil47A2FIf,  AthSchmFn fy
%A A STE AuthReq £t i ie ARIMEHEF ) opaque_dataf {H.

PR NE R LA ST Firewall AU, —2 Firewall 414 %4524
SRLH P O AR, AL WA Firewall 410F. il THLHMX I,
3t Firewall 4114 FA] SHE AN A IS, LR Ak T Firewall 7B,

FH P B AR (9 DIE 7 R AT AR B AE AuthReq 45 ¥ 1 4008 5 BE b i 16 R 19 8 &2 14
Firewall 41FMMEBULAT N, 4107 B A 2 EE AE authschm.hif, 411F7 B4 T HY
AR

#e RKEMIMErL 45



% 23. HIFFEATAE

AuthSchm.h HRYZAESE | Firewall 2B RE/FEZE
AUTHSCHM_UNKNOWN FIECREEIR I Firewall 41 | R TR A
%
AUTHSCHM_REMADMIN e B M 55 ZHA
AUTHSCHM_FTP FTP{C 3 B H
AUTHSCHM_TELNET Telent {3 2 H
AUTHSCHM_HTTP HTTP {3 LHR
AUTHSCHM_SOCKS_PWD | {fi {114 AiiER) Socks flk%s | dE3CH.
i
AUTHSCHM_SOCKS_CRAM | ffi l CRAM 1AIERY) Socks Ik | 32 T2
Eig i
AUTHSCHM_REMIPSEC mREE ) IPSEC a4k (4 | RERK
Ri7E Windows NT _FA#]
il

AuthSchmFn5g i H AN 5, %41 F7E authschm.hiE XY GWA 3% [8]fi5 7 — i [[] & i
3. 1ZaR Y R RAE s PR A RS UE FIAE A B (B2 A5 B R

724, GWA &[54

1R B[R Fik

GWA_OK A0 IR A IA) A & A i BB BB AE T

GWA_DENY AbBEIE R A A S e, B P OIER L)

GWA_IOFAILURE TESAR RIS R 2 )P BN P AR R AR 1 15f
KSR, SRR AE IR R [ 647 e L
A3 [1]

GWA_BUFFERTOOSMALL AuthSchmFres $UE 5463 o T R R
B ASRES3TC A 5 114 22 i DX A M .,

GWA_NOAUTHFN ik - SINETX

GWA_FNNOTREG ik - HINIETLR

GWA_RSVNAME B R IR R A (R B BRI RE F %A TE Jy
ES(UiiE

GWA_BADNETTYPE ik - SINET X

GWA_BADAPP iR - SINETRX

GWA_BADADDR HER - BB DGR R G ik e L

GWA_MEMSHORTAGE IR - RIMBCAE T LIS REAL B DGIET 5K

GWA_USERDBFAIL iR - AREE TR EI R

GWA_REGFAILED R - SRR

GWA_AUTHERROR B - AIE BRRE IR R AR

GWA_INTERNAL B - AR B S RS iR S 1

AuthSchmFniz i 32 Firewall i), R B2 GWA_OK, A H & I AIE I X
WERIIR 28247 T, GWA_DENY A N2 ki &0F, (HIE4 F P ijinlig sk ik
%ok, A H TR BRI AR 5818 20k ELIE 46 1 P 5 0] 3 R 1 IR 45 4%
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YIFFIEE AR SEHE A 2 DLL I, 206 H \bin\authsdk H3%
L) gwauth4.lib 4 DLL 4%#:% gwauth4.dl] DI authschm.hdh i A
MAFR, AR, AuthSchmPnAJE M DLL #dify, X — &4 E %, IBM VisualAge
for C++ FlI Microsoft Visual C++ fFEASHIVESC/4EFE \bin\authsdk H FH#Eft,

L4 DLL:  —H Oy 7 DLL, B¢ 015 ROOTDIR\bin\authschm [ &rJf &
3 Firewall HLg, DT EFHESNE N T Firewall gk DLL FHEM DLL #IAIET
zz

Ao

BEEHIE LS R R T INEE SR AL B AT AGE 7 e anfaT R, 4
SR AT

W B K e 2l A
(config server, telnet, fip, etc.)
R gwaget() gwaput()
au dii
DLLEntryTerm() registerAuthSchm() g\vauth4()
fwusrdb.dll

fwGet/PutUserAttribute()

i

auth*.dil

DLLEntryTerm() auth*fn()

—> R
[ 2 o SO
e ENABAT IR

[&] 1. DLL #2441 FIEid

T Z i HAIERR 4547 11 Firewall #f{H4%EH: 2 458 gwauth4 [ Firewall DLL. gwauth4 dll
M#JE, WHE DLLEntryTerm FIATFE/F, HiZGI17FE 54 2218 76 i 17 0 1) 2%
ROOTDIR\bin\authschm H 4 DLL, HIERARFEMBGAUET % DLL, A2
gwauth4 dil filizk iy 55i%. gwauthd dil B 474k X 28 iz s,

#e REKEmIMEL 47



48

NIETT %1 DLLEntryTerm #4748 Fi247)a, B35 gwauth4.dil FEHAIET %,
LA registerAuthSchmslefig 13X — &, authschm dilxf &4~ DLL 32 F5FIAE 5 %
B A registerAuthSchm—ik. [ registerAuthSchmeg 1% A FJ AuthSchminfo 2%
MO A7k e R B8 122 AR A DGIE J7 6 H1 AuthSchmPnpf B A 1 6B — 2, BICER
B DA A g, (f authschm dIl A DUAE 55 EHE 5 /18 ok i 45 4
Authentication 7% DLL 11 3i8 i AuthSchminfo &5 4,

registerAuthSchmpf 51 171 57 72 37 % T A B M A IE 7 R 558251135, gwauth4 1y
DLLEntryTerm {4772 5K ¥ tatb L 464 NULL. SRJ5 I authschm DLL 3 H]
registerAuthSchmpR 5415, B

1. FRGAET RI1%, S8R5 A AFAR MR ATL WERAAAE,  F0Z5 b MBI
Wi T 5 H ORI A7 it 4

2. @V IET AuthSchminfoZ5#1 AuthSchmEntry4s #y FE4E & Vs EAGE 7 22513,

3. REHETMEE R N8R (B GWA_OK, %0: GWA REGFAILED),

gwauth4 [j DLLEntryTerm 52 %4> authschm dlIffiz 47 19 mZk A1 authschm DLL
M EAE T 25, gwauth4 /) DLLEntryTerm A7 FEFEEGR Bl 20 A%, 1E144, H
BALER FE A gwauthd 5% sk AIEIR 45,

gwauth4.dll 5115, 4 FEiE ] DLLEntryTerm FI4TFEFF & E 40T, 38 %G1 T 5
Z kR, ¥R AuthSchmListH T AuthSchmEntry i CHE /7 i # . il 173X
5, MEFERMATEAC LN Firewall F44.

IWIEIE KL HE:  Firewall IR 55 #8752 AUEH P EF, B gwauth4.dll H A &%,
gwauth4 47 k8 4L 1E 15 B IE 210 Firewall P 50 22 Sk 0 5 Aok b 33375 3R i DI 7
ESIUEAW

— B gwauth4 i 5 T INE 7 Z AR, B3 M GE 5 52019513 DL SR AH R 28R
P, MRKE THRIZFRMCEFEM T %R, B AuthReq 458K %R 411G K I
FH5 ZFR A M IAIE % DLL B9 A A5,

H gwauth4 38 I AuthSchmPnpg b # G Sk HAE 77 B S 2 P s BT gwaget
F1 gwaput J8 FHIR Bl s 5, 2 AN S, B HE S0 IR B AR [E] 21X gwauthd 45
il

gwauth4 5 24 () H &30 5% A0 A5 3K G OO 3% [0 7= A 5 5K /Y Firewall 2044,
propagating \IATIE /7% DLL #2293 5154,
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$E6E {FH Make Key File Utility ( MKKF )

LA SSL W2 i it

* 4 SSL AL & A & M55 &

o QT T el s e

 E TR S5 B AR YU

o AP TEBICE A

] MKKF SR oIaai o a1, @ PIR SO IR iR R, MKKF [ R R 21
BRI 2 PR A IR R A SRR PSR D 4

BB AN

BATIZ AR P, 25 Windows NT 7 2 Gk i,
1. 3] ROOTDIR\config H g I ja sh & H 5 AR e, d@idimA
c:\program files\IBM\Firewall\config > mkkf
MKKF Key Manager

Copyright IBM Corp. 1996
A1l Rights Reserved

2. QEEHT I B R S A
Key Ring Menu
Currently Selected Key Ring: (none)

N - Create New Key Ring File
0 - Open Key Ring File
X - Exit

Enter a command: n
bR, WA N, BT A SO

Wi P rn s B YIS RSO 4. T RAGE ST Sk 42, (EZiRL kyr S50, B
[, B ksS4 — 208 fwkey.kyr BSCHE,

WSS 4R, sidE ENTER #2352 fwkey.kyr (1R EIHA.

MKKF G879 % 91 SO I s S AR SR AL, TR RO I SCHF R S O 24 i e A9
A,
3. BB PN K.

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

- Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

=0 O T uno=

© Copyright IBM Corp. 1994, 1998 49



50

X - Exit

Enter a command: w

WA w, I ERURIAREE, BE ISR,

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: (none)

- List/Select a key to work with

- Create a New Key and Certificate Request
- Import a key from an Armored key file

- Exit this menu

X = O

Enter a command: ¢
WETET R, A C, E .

TER YIS AT E S BIHT, B9S2 0204, MKKF 7Rt A 14 R
BRI, TERAR, DA ARER, MKKFE SifiR 042GV iZE 8, ik
frik, fA 0

Enter password to use for the key file:

password

Enter the password again for verification: password

Should the password expire?

Enter Y for yes or N for no:

n

Password successfully set.
Press ENTER to continue

MKKF & 7 0 2 1 2 AR08

Choose Certificate Type Menu

S - PEM Certificate Request Format (Private Enhanced Message)
P - PKCS10 Certificate Request Format

C - Cancel

Enter a command: s

WErpTs, WA s, Qld PEM IERLE RS, MKKF CREAE — 2 AR

Compose Secure Server Certificate Menu

Current Certificate Information
Key Name: (none)

Key Size: 0

Server Name: (none)
Organization: (none)
Organization Unit: (none)
City/Locality: (none)
State/Province: (none)

Postal Code: (none)

Country: (none)

M - Modify the Certificate Fields

R - Ready To Create Key and Certificate Request

C - Cancel

Enter a command: m

A DB IR, KRR R R A UE R 45 R

o FAEME R ATR. AT DURET A # I HREH T MKKF SE
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Enter a name to use for the key entry:

Firewall Key

WAEHRIR/D, 1BM Firewall HAiA i) MKKF A, R % 81K/

% 1024

1 508
2 512
3: 768
4: 896
5: 1024
Enter the number corresponding to the key size you want:

2

B B KSR E TCPIP £4L4 (#14n,  jupiter.raleigh.ibm.com :

Enter the server's fully qualified TCP/IP domain name or press

Enter by itself to leave the field blank
Jupiter.raleigh.ibm.com

WAL AR FIUE R FCEE, (B, ARAHK)

Enter Organization Name for the certificate
or press ENTER by itself to leave the field blank.

AAA Inc.

WAL BIT AR, (i, FRITAR)

Enter Organizational Unit Name for the certificate
or press ENTER by itself to leave the field blank.

Network Security Products

b A\ o IR B )

Enter Locality/City Name for the certificate
or press ENTER by itself to Teave the field blank.

RTP

PN R

i SRS Y, % T B R = A T AT IME, R R 1 0 44 46

BT,
Enter State/Province Name for the certificate
or press ENTER by itself to leave the field blank.
State/Province must be at least three characters long.

N.C.

Gy ABR B S-S IR SCHR, (XSRS XS —[E )

W6 {fiJf] Make Key File Utility (MKKF )
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Enter Postal Code for the certificate
or press ENTER by itself to leave the field blank.

27709

o BB A E AR

Enter Country Code for the certificate
or press ENTER by itself to leave the field blank.
Country code must be exactly two characters long.

us

f£ MKKF W2 I 1966 BUn, 5 Rk

Compose Secure Server Certificate Menu

Current Certificate Information

Key Name: Firewall Key

Key size: 512

Server Name: jupiter.raleigh.ibm.com
Organization: AAA Inc.

Organizational Unit: Network Security Products
City/Locality: RTP

State/Province N.C.

Postal Code: 27709

Country: US

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: r

WERAEIEMfF B A RS R, A 'm &GE, SR ES, WA v B
4 BRI SC I 2 A S A

MKKF 5875 — SCHERATARUERT . T DUGE AL SO R 44, (E28 AR Y 24 5 S i
FHAR IR 2 AR R B BRI I cert MDY R 44

Enter file to store the certificate request in:

fuwkey.cert

Creating Private Key...

Private key was successfully created.

Creating certificate request...

certificate request was successfully created

Adding new key to key file.

The new key and certificate request were created successfully.
Press ENTER to continue

4. FEHQIE RPN REBINE.

TR AFNE R QI J5, B RSB 8, Brala iy % g8 /R kv i % %A
Ijﬁ:

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

L - List/Select a Key To Work With
S - Show Information about Selected Key
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- Delete Selected key

- Create a New Key and Certificate Request

- Import a Key From an Armored Key File

- Export Selected Key To an Armored Key File

Make Selected Key the Default Key for this Key Ring
- Unmark Selected Key's Trusted Root Status

- Create A Certificate Request for Selected Key

- Exit This Menu

X oWCmMmMmH—OO
1

Enter a command: f

WP B (Y B O B B SCER BBRE E A. IERTEIRRE A Cf . KRR
INERAE:

Key Menu

Currently selected key: Firewall Key

Are you sure you want to make this key the default?
Enter Y for yes or N for No:

y

Key was made the default key.

Press ENTER to continue

FEFPMCARERIMEG, BR THIIR

Key menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

- List/Select a Key To Work With

- Show Information about Selected Key

- Delete Selected key

- Create a New Key and Certificate Request

- Import a Key From an Armored Key File

Export Selected Key To an Armored Key File

- Make Selected Key the Default Key for this Key Ring
- Unmark Selected Key's Trusted Root Status

- Create A Certificate Request for Selected Key

- Exit This Menu

X o C TMMmMmHOOWIr—
1

Enter a command: x

WA x BHEHISE.
MG 2 3 9IRS,
B 7R IR

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

- Exit

X =ZXOVO T nmo=
1

Enter a command: r

i EOAB KGR BA M SSL MTIAIE R Y, B DAUE B B 6 B R A RR SR
ic.
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Enter file name or press ENTER for Cert.txt.

fwkey.cert

This is a self-signed certificate. Add it to the key file?
Enter Y for yes or N for no:

y
Certificate added to key ring.
Press ENTER to continue

6. BIH PO IS
FEUEWES N2 B i, s s I ER e

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

- Exit

X =ZXOVO T WnmOo=
1

Enter a command: ¢

hr BRI PRI SO, BRI A e, MKKF K50l FiTAR ] 9 3 #4408
B IR sth R R R 4

Stashed password file saved to fwkey.sth
Press ENTER to continue

TEAEI ORI G, BRI,

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

- Create New Key Ring File

- Open Key Ring File

- Save Key Ring File

- Save Key Ring as Another File

Set Password for Key Ring File

- Create Stash File for Key Ring File

- Receive a Certificate into a Key Ring File
- Work with Keys and Certificates

- Exit

X =ZXOVO T WnmOo=
1

Enter a command: x

WHISCHIAERT DL, Warps, A X Bl MKKFE FRA Yy, RAFEXE
BISCHR R BN T

Key ring file has been changed. Save?
Enter Y for yes or N for no:

y

Key ring saved to fwkey.kyr
Press ENTER to continue

#

7. RGBS

TERIR S HISCIFIE, FERC B AR 55 % 2 O 8 fwefgs rv il 4 13 52 B 9150
AR
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UnRA FAC B AR 5 # ) SSL AN, 5 268 il fucfgsrvin &k 1 encryption=sslif
.

A fwcfgsrv 4 a, SCMIIF BB RS 5 SR 55

6% {fiffl Make Key File Utility (MKKF) 55
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E7E WERN S
AT SRR 1BM Firewall i, 147K IFFE] 6 — L6 L5110

wAME, §oE, ARERILERAE -k HE, D mAEE HENFEE. 2
) EESTAN ¢ H v RS | DIREOE 211 B,

RIEFMEE
EiE FF 2 Rk
io) &5 B
Pl LA R AR B
Filter support verification failed. Socket creation call failed.
A file or directory in the path name does not exist.
7 A M T R Ji PR T 22 B ki 2 R R G|,
EILHIRE
FORGISB A, R Rz R,
% FH 12 7 [0) 7

IBM Firewall {EFREUR I 1P ff i b A0 R &M SRBE XSG HE P 32 41 T — DUORE, 1530
AE T T IR e R B, 3 2 REAE, S R BCE, SRR <R
R, RIERERJOEHE IR A 2Py SR 0 BT R

T PATIX LM, WIESCR A P Hihk, SRR L4, Al fs it Al b A
THUAHE R 448K, 10 EEROIAY T DNS nlili |

To ik MR KA AE o0 il E 4

i) 2 35 B

W 2% 4% 11 BiC & AN IE .
BEIHHRE

SRR RGO,
i3 35 A

R F AE 22 42 M 4% () FiC B AN IE B4,
BEILHIRIE

SR Internet it 55 (IR RTECR,  DIRATHY.
[e) & 35t B

T W N B A R T, DB K BRI A — A B R R RS
A2, I netstat -rn, DIFGIEFRSEAR LR

netstat -rn
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9&~

58

¥ CPlEE 27, Y AZI T SRR

Destination Gateway Flags
default nrr.nrr.nrr.nrr - UG
nnn.nnn.nnn - nan.nnn.nnn.nnn U
$55.555.55S  $55.555.555.5ss U
ssl.ssl.ssl srr.srr.srr.srr UG
127 127.0.0.1 U

[& 2. netstat -rn [1J%i 175 4.

nrr.nrr.nrr.nrr

HRGEBONRBH, RE internet M FEH#F. RGBS H A S H
(Flag=UG),

nnn.nnn.nnn

RERLZEH, XE—MEOEE (Flag=U),

nnn.nnn.nnn.nnn

RERZ2EO,

S$SS.SSS.SSS
EZ e, - MENHE (Flag=U).

SSS.SSS.SSS.SSS

REZeEA.

ssl.ssl.ssl
FeFe 48 2247 (7, srr.srr.sir.srrfC R EI A T B 2%, 3= —
MR EH (Flag=UG),

127.0.0.1
SEEGE A EL.  XR—-MEOHE (Flag=U),

BAEOMMIZA — MEOHE, JFH RGOS RZAE 10 By K AR % 205

E .
BILHIR(E

WIS B A, SEEEE B KR, M route add A4,
()&% 35t BR

Za R 1 LA R A 2 LU R B LR AN IE 5 .
BRI ERME

ERE PR RCE SRR, DRIEE I &,

ENREENNZBEMNIFEREEN (HRZ)

()2 35t A
A7 I I A B o A B — RSB, VA A R By S R
s KAz B E) E AR K2 Rk

BILHIR(E
55 e A DU AR
()& 35 B

FEEME T REEMIAEAEZ 2 M2 Ik m g hl, HA i an
£ RFC, 1597 W45 @M & b hl, IR AR 2% 3 K% N,
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BIHRIE
i =ML R & R,

DNS &)=

HKELE DNS

B Kk dis DNS T 0022 & H R 55 A R o BEAARR, % PRI 55 A o Bk 22 e g o
RIFTA 2R, ERF AR % 2 AR SR K 2 B KOG 2R 55 #%.  H Bl Kk 2 AR A 55 2%
i A AR 22 AR 5 R B K.

DNS [i] U] oM HE B IR A DX, AR DNS BB A K, flf ke
— | DNS,

X B — S 7, Fe b B S AR nsTookup SEFHAR T4 B 1% M8, AEIX L4
Frb, AT T AIME:
www.ibm.com

REAEL LML E—AMMEER T4

nns.nns.nns.nns

AR 2 & F AR5 45 A 3t ik

SNS.SNs.sns.sns

A2 AR 55w (1 3 ik

host.secure.company.com

%2 R 45 P A Y LA AR

127.0.0.1

PR Jhia A [l 38 A,
XSO E ] AL B F T AR B AR SF R XA E IR AR, ek S RE 0K T X L
A,

iE: nslookup & ERIE £ A LRI, FRLBG (6245 4 m#] nslookup
J5 T,

i) 2 35 A

RBCE B KR HT DNS i,
BRI BR(E

5E I B AR 55 28 X A,

DNS & i 5 ¥ sl #8 it

i) 2 35 B
By il {5 A SLVF DNS it sh,
BRI

B R REE AN, B /2F DNS 75 ify& B HE - 5 5T 0 i 5 4 il

H7E WIS 59



nslookup www.ibm.com. nns.nns.nns.nns 5L

()2 35t A
B2 2 AR ST f A BT AR 7R A b aE,  SCHC B A IR 64,
BILHIERME

SEH DNS f g5 fERIR IR AR, LUREARAS— A R0 2 Rk AR 55 #

nslookup www.ibm.com. 127.0.0.1 5kI¥
o) &35t AR

Microsoft DNS HizJ5 & il AEANIaqT. &% 2 M o5 il i B i LA E B R 1 iaqT.

BILHR(E
{7 PR 9542 il 6 BURR PR 3 8l DNS,

nslookup host.secure.company.com. sSns.SNs.sSNS.sNs 5K
i) 215t AR
4 A FRIR 55 A £ G H,
BIAIRIE
FOHA S A RMR 55 &%

nslookup www.ibm.com. sns.sns.sns.sns 5

()72 35t A
RIEHHBCE Z &AM &, PreUARES 1BM Firewall 520,
BIRIER(E

%7 IBM eNetwork Firewall /74557, DIaRAGH & 550K,

REXFIERF

AR 55 2R AR R
L
P i % P BURIIG B 55 76 6 P02 AR 935 25
IR
(ERL R POEANITRL L, JoRe b D 2

(o) = 352 A
SSL il i FC & n] e L 6.

BILHR(E

i€ CAER AR P A EM I P e T SSL i MR O5 P i AR P, 1%

HHT R S K S e R 55 4.
i) 35t AR

AT REZE 1Bl K e A 55
BILHRIE

PRAE BT K S B 55 A IEAE 21T
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a) 5t AR
B ¢ S8 E P B IR AE M 4% — N AR e 1

BIRRE
¥ c:\winnt\system32\drivers\etc\services H{fiEE 51T ibmfwrcs
1014/tcp. A& Bl MAEATE 55 0 B 55 45, WA HiZw 4 ibmfwres
1014/tcp, JFHARUETEE T % P AR 7 A W m Ak b 0 1, et PR 554 ol A 2
FEFP, A5 1R IR 300 A shil & M 55 4.

o) &% 35 FA
B 2 5% A9 308 15 B o m] RE R o /R ST B R S5 gl I, X (SO A IS AR AL
FIEfFHACEE SR,

EILHR(E

HIEEBITRLE R P RTS8 k8 2 A gt — &, BER P RET N
VORENTE, MR ks A, A SO T e, iE 26 1BM
eNetwork Firewall if 7 #5p L3R EUE 21915 B

a) 5t AR
Al HEACK BC B R 55 28 L B R ALV R AL

BIRERE
i fwcfgsrv a4 KIGIE Tocalonly ZH K E N no,

TiF TR E RS =R
Lk
/N EB) S LA EIAGERY I 44 T RERG T RAERTIAGE 7. fJ7) Deny
al B I L RS A 5.
RIHIIRIE
G EAEGRI I A1 <RI R RRREE TR, TR
WG, R,

BEEEH

X EE AT R E R AN
BV
FEIRE SRR LT A B S TOR AR, B R R
R SRR T 1.
BIHIRIE
it PR BESRATIAE, DT A T T

RIEAR 525
PNEEHIRE

i) 2 35 B
By I S ) A ke 55 L 2 2R LA I BB B sh i e A A 3,
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BEILATRIE

HRBhLA.

()& 35t BR
By i il A5 m AR DECE M PRI R AR, SRR ERE
LBy .

BRI ER(E

{218 IBM eNetwork Firewall ] /45 mgH (1) H R e & B % 32
ATREMYTE, HFBIA FTP (5 sk A FH e 2 LR 55

TR EEEBAEREN

BERE
ERAR AR, WA, BREESEVEBER, WK PR NG
S EEENLA.

BN HRIE
i e R HEHE 2 FI T 723 DNS 253, L S0E T B S, 550
Ui/ r DNS [0 @i 1] FKIH Z 1015 8.

1) 55135 A
FANTEDT KIS 1 B S 25 DE G B P 4 AT IR B R AT AT AGE ., {8
Deny all Ak [ Fi P PR 5 (0 A,

BN HRIE
WA TER B PR A B AOGHEE B A e A

INERRSS
NT EE R A ARERINLE
E1 B35t
NT EFBU P 9 AR PR T Fudfadm 47 GA7E D) Al TP S0 P
RILHIIRIE

BouE fwdfadm A7 o SR B A MR 55 A% 50 B H9 IR 6 A AR DT 35,

B JIEACTER A AN BEBIAIE

()2 35t A
TR BTy IS AR P RAER) K i P Bl e b e X, B fwdfuser 247Kk E L
DRI

BILHRIE

e fwdfuser HYIAIETT ¥ S P 21 15 0] (4 A 55 IE A 2 5L
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P12 1t 1t % 462

NAT ZHEEARTIE

i) 2 35 B
BB IFEE NAT (HiEB A TAE.

RILHOIRIE
Bt RS R NAT A 6]
gfarss NAT SLEIIREE?
EEL
WAy NAT (28 S B .
IR
JIVEH NAT S ATB) S 015 5 1597 S5 R B o 2 A 5 o

B ARKTEATHMER NAT?

[B) &% 15 AR
HA 208 THA] H TR B NAT?
EILTIRE

NAT ics%, © F AR BE S 25 0 b i) 45

=gt
IR E S ERR SR EARER
i) 25115 AR
i B B H AR, GUI LRI FERIARE, (EAENR 45 8 b ARARL
EIAYIRIE
HIHh R,
wEXRIER
18] 3R H 58
2] 25 35 AR

DALt 58 AT DU s 6 R S A iy & 2 5 R AR

db2 -vf fwschema.d11 > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > sample.out

BiYHR(E
Pt .ddl. .dat =3¢ .dml SCPFRYIE#H 4FR E SCHF 4.
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BEANBEZEYIEEN ZEHIR.

o) @35t AR
SkHdb2 -vf fwimport.dat>import.out @44 import.out XHHEF IR —1
AR H AR I 1E .

EIAIRIE
AN S AGE R A msg SCHE kA B BRI, KRkl 19 B 2 40
T, FARAHRAY bl ST B S0 SR ok A A i A B I i e R AT AR, B
mn, EAEEAE I EARSR? iR T H AR SRR R R iE 4 1Y ? ansk
BAEARE EEARRN, PTREFF B R R IE O IC SR B fwlogtbl &5 IEHf
AR bl SO,

IR A RE I IZ RS, A7 import.out SCHF, .msg S, SRER Lthl SCAFFRITER
WHESCHE, 35 IBM RSV R,
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ZRA 58

AMsEfLE IBM Firewall AIX R,
HARGE. ERMEETXT IBM Firewall {7

o fR B AL
© fE R E RGN
o fRE RH AR

LIRS EE Il )
i g |

IBM Firewall NT fi9fE 8, DLEGX FIFE; k5%
B TAMEE:

G RRE, (R A E, e BRI s MRS

EEMRIC

ICA el 3 PMEEFET.

XxxX  JaFEh 0000 - 9999y %K.

a FEEPEIE R, R Bl

ci-f{=m

H o

©w - B

o PG K.

0000 - 9999+ Bt — 243 F 51| 1):

+ 0000 - 0999 A fF44R
+ 1000 - 1999iiJk#s

+ 2000 - 29991t 3

+ 3000 - 3999 Socks

+ 4000 - 4999 FIFHL

+ 5000 - 89997 JH

+ 9000 - 9999 —fit/HiAth

(==

ICA0001 RE - INERBEER.
fREE B DIE 2 MR 1 S 1,

ICA0002 WE - BPHPZINERB R
FRRE OO AR E H S AE BB A A1,

ICA0004 RE - BildEA BEBHRE /A E A
Fe

FRRE OO AR E H AR R Y (A

ICA0003 BE - MEHEY P HAHENERM 5
H%R.
AR Ok B AR E LAY DTIE 2 W i 19 1 45 1F,
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ICA0005 HEMBAE - IERE.
R UHRERR TN,

ICA0006 BEBIE - RS XERM: ermo
RFE: KEEAE letc/servicesH # F 110,
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ICA0007 AEMKME - QIEEEFLM: ermo
R AEITTFERET - WHREE.

s - TEEWIE.

ICA0018 HEKE
BEARWEEE - K.

MR (R

ICA0008 HEMKMEE - bind() LM errno
ERE KRE bind EH:F - WEREE.

ICA0009 TEEFITHBEEXXH: ermo

FRRE VIR (EE SOCPF I B - LR A R

ICA0010 BELMSE - BHHEEBEIR ermo

MR WEETERBUH M - W REE.

ICAO0LL  FAESEIMERNTHERE: ermo
FRRE VI SR - LA,

ICA0012 HEBRBEREF KA.

fBR: WMARFERWS RS A EES. E—1H
N EYSELE Rt Rt

ICA0019 BHEBUE - SRAINEZERBHH

#&. BFHRIC.
MR B E R AN RS IEIE - B,

- FERELH ICA FRIE.

ICA0020 HEMK 2
S U A R - TR,

MR (R

25 - SHIREKXBAESIE.

ICA0021 BHEE
B s A Bl - .

MR HfE

ICA0022 BIERE XS ( LA REFELREE.
FRRE BESCAF A A IO

ICA0023 TEEFTF fwmail.conf 5.
AR 7T fwmail.conf 226 Mk e hzs

ICA0013 BELMEHEIERLLERES.
BRE WRBEFENAILES I,

ICA0024 TEEiEEZE SMTP JR&KEE.

fRFE  SMTP IR 55l sl dh 4 i 4%

ICA0014 BHEERNBERER.
BB B RARF

ICA0025 REEE email %0,
R AREK H ERAHREFE email 245 E M.

ICA0015 THAHFENRCERRIER: ermo
R WABRFAIELM - ARG A

ICA0016 TREFTFRABAR IR AF - FTREC BB R
RiEFF.

FRRE M R AREST TR ARARIRAT SO,

ICA0017 TREBBARAMRF (HFEIFIRFT) BAX
.

FRRE M AR AREIC IR AR IR 5 AT,
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ICA0051 REABEXHTH Days, HEXMHFH
, AR AEERSHEEHE.

fRRE RATAE H AU B R B R A RO AL

ICA0052 REAERTHXREY, HEXFLRF, DR
EAFERSHEEYIE.

FRRE DRATAERE SR P O R AU AR A RO

ICA0053 logmgmt.cfg ARSI BB H M
E2-eE20n IDNTR

&% logmgmt.cfg "R ARIVF H &SR 24 AT




ICA0054 TEEFTFF $ Variables : 3T,

% KHAEFTIT logmgmt.cfg SCF,

ICA0055 logmgmt.cfg XHEFEBEEIEHMNI.

%8 logmgmt.cfg SO HR G ALY AT,

ICA1006 Bien fwlogd $RIR - KIMRE:  HHR1F

o

fRRE: fwlogd MieJ5 avfEdi i R ECP RN, W RAEFFA L.
RAREE:  HOESRER RS EHE S fwlogd,

ICA0056 BHEEE"$ Variables "3
R HEFBEIL

ICA1001 Toik AR e

fRRE uEEE HBER RBEFES S fwlogd.pid Bl 2 55

IR,

ARPEZ: {EHF letc/security T {EAM B U E R %5, W]
RE o A TR ) B B

ICA1002 TS cfdfiit FBFHITER
fERE I TRAIRE fwlogd.pid SCfF, AAIAEDETT fwlogd H
REEFFH cfgfilt AR (g HTHER ) [ A

fA.

ARPEZ: {fEEX letc/security i fEAMG A SCF REe, W]
fE R 2 T AT L

ICA1003 BEMBRUICEERER
fRRE:  fwlogd K R PR AkE g s AR,

ICA1004 HEREERRERF fwlogd (RAMA. L

1TIR)TE H 0 [ #1384
B g P FREEHERARF, WREBATHE
WHE, AT fwlogd BT EMICEE A locald 1)
syslog X4,

ICA1005 HFE WX L, #%T fiter_rule_no

BIEERIER
R fwlogd #§ RAE P kM H EZ X E L. AREid
FARE LIRS A (5 B .
APEE: KAHE. Bkl ae sz 2] T4 i or 122
HURILR T AR EMGE, flin, 7% SRza —14
HEEHBEE AT (l=n) BN R B 1k 5E H 75,

ICA1007 TiEfEFiHIE: ermo

FRRE (e UB S H AR RAR T R shiE,
GiAkiR,

RREE: RETRRmER HATIEMIERE,

HETHEH AR

ICA1008 M setpgrp BITIEFIREIRTH$E: errmo
fRRE el uER H B R T IEnE, S8 TIEHMR
GEE TR,

ICA1009 ToiEflE X FiHFE: errno

fRRE  feiduEdn HER AT ENE, B2 TIRENR
SRR,

ICA1010 ZREREFVIHBRRAPRRIEIT

FRRE I uBE H RS R AR AU B SRR 5 3,
RREE: i AR e 2.

ICA1011 sysconfig ERZEGHLY E load path
5 errno

fERE feiduEdn HER AT AN, B2 TIRENR

GLERIR,

ICA1012 FENH AIX YR netinet NRELR S

HiT
BT netinet W RAIKNFET A E L IER L.

RREE: 23 Firewall fURY. AAIfRE, C %% TUSHE
ERPATETF,

ICA1013 EEEFAEMEI L errno

fRRE:  (Eib e H B AT B i,
SRR,

BE TR
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ICA1014 AIX netinet ZEFIRFIEFAEMEENSR
F

BT netinet I FIKSHAR A1 fwlogd 5 RAEF A E[F —

2,

APREZE: frompsE, E2EHT Firewall 4505 1l 6B

B R 8,

ICA1015 1£ ioctl() i FARTH &
( SIOCGFWLOG ) : errno

fRRE Aot dBas H SR R R sh e, BB TR R
GikkiR.

ICA1016 TeEBE HEERAI B EBLT
B HTEE SRR H B B,

ICA1017 I SIOCGFWLOG ioctl() i FiRERTH
S

FRRE AEdlERR HAOR R A S, B TR A0 R

Lk IR,

ICA1018 Biay fwlogd $HiIR - KM% REH
R

BT fwlogd Mt 55 R TEdR 2 BRECP RN, K RAEFL L.
RREE:  SOERRE f RS R B EH R S fwlogd,

ICA1019 RHMHRSEREMER, c X
internal_fw_return_code

BRRE: Teid ik s H SR R shiE, B2 B R

GAR.

ICA1020 Bar fwlogd iR - KMES: REES =
Ox R 4428 [7] 74

fERE: fwlogd I 55 R (EARE SR BH RN, K RAEFFA AL,
RREE:  SOERRE § RS R B E RS fwlogd,

ICA1021 ¥TFF /deviipsp_poiffit i $&: errno
fRRE  IORLERE RN SR FET.

AREZE: WRCLZ¥T Firewall U4, f#&
tmp/rc/net.out 3L RLAR AT RE 19 45 1215 5.
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ICA1022 TR S S B IE R T

fRRE W TR BATCR T — iR, PrRUARRERE
S-S

ICA1023 ioctl) B (SIOCGFWLVL ) At $:
errno

fERE e iEdn HER AT RN, B8 TIRENR

GLER IR,

AREE: PATRIIERZ —

o NPT AIX Jfi: BRIEC 23R Firewall netinetik &K sl
A7 2% 7 O3 S S LA 19 IE 8 2 A1,

o XfF OS/390 fi: WIEC %A A IPCONFIG
FIREWALL [¢ & 157)J528h) TCPIP {1 IER 2 .

ICA1024 5314 /letc/security/fwlogd. pickd H £&:
errmo

MR TR RGEIRS, fwlogd Tk GHEE 1T,

FAREIE: BRSSO R shid g4t H R R AR
FF.

ICA1032 £ H AR EIRT EFHT RSN .
B CHH P {5 A uEdm,

ICA1033 TR S IF (R AN AR S A ThR)TE H B ]
R THIER L .
BRE: CWG1L Firewall 1 jgss sz,

ICA1034 TS 88 S HETE H IR oS (1] B FE B

MR P {5 B i DRI P i s I i AN 2
XAE letc/security/fwfilters.cfgr it L0,

ICA1035 BETERHIRESTE H i HFHE B A 5
JHIZE

MR FEEREEHE. 58 AN EEICHE = 4k
K

Lo

ICA1036 #:rule_noR: rule_type direction: interface
s:src_addr d: dst_addr p: protocol tag:
scr_port/icmp_type tag: dst_port/icmp_code
r:routed/local a: secure/non_secure fiyes/no
T:tunnel_id e:C/D/n l:packet_length

MR fnebEny P (5B RIS TEF AN KL AL
FIRZE BEAR MU, FHZICsR, UL ACL B8R U 498 H



HEESE N, RS EHERY P FEEE -
Wr, % T2 portslicmp type/codds BT HEE
BAERRA O,

ICA1037 #:rule_no action src_addr src_mask
dst_addr dst_mask protocol logical_op
value logical_op value interface_type
routing directionl= log_control
f=fragment_controlt= tunnel_ID enc_alg

auth_alg

R EORIEAR LG, WS RS A H
& SIS A — .

ICA1038 ‘EFH EERFIRO: port_no MEEEF
imH: port_ng EHRIEEALE

fREE: A letc/servicesh iE X5 E UDP i 0505
SN b E

ICA1039 KEg (EH) EXA:

B BURS M o0 Jetc/security/fwpolicy ) E
X, TFAT BB R S A

ICA1040 >%RE&ER): tunnel_origin tunnel_end

tunnel_ID encrypt_flag/authenticate_flag

R fTicsE N Jetc/security/fwpolicy SCEFEHL.

ICA1041 Bk THSE: tunnel_ID B9 LT CHARIR

fA.
R X THIE 1D, BRIE LR SO HUT,

ICA1045 TCP #Bit LPR: B4 \P Jht(i 1)->1P
H (3 7)

@R B KL TCP £riFiEid b A HEHL A

REREN: E4EE

ICA1046 UDP #Bit EfR: B4 1P HhL(w )->IP
Hh hiF (2 1)

R G KL UDP & b Kt es

RGERN:  IE4 R

ICA1047 ERPESE: F@EidE TCP SiF HIIP
HifiE (5 C1)->1P - HEdF (i 1)

5% A K% TCP AiEmitpy kgl s

RERE: (GHEE

ICA1048 FIREAZE: £i$d% UDP &iE BkTIP
HhE( T)->1P - HhF(5 )

R KL UDP &ifiiid b KBt es

ICA1049 T3 ipsec B E: IP #ift BEY: P

HE W PR spi: EeEESHES]
fRFE:  ipsec L RAEH BT KR,

RREE:  RUEC E 6 AR % ERES TR E
E L,

ICA1042 E X 5B E TR H4&5 R

R CoE XBRE BRSO, WLl H ISR

ICA1050 MBS TREIE: tunnel ID BIEITE.

MR XET IR 1D, BRI B R AT AT

ICA1043 >tunnel_ID : 544, src_addr: IP A,

dst_addr: IP fbhF, fNEE: Hik
R fE BIURBOEEE bR SRR e R .

ICA1051 EX TFBE e A

MR CE RRIEALE, WLIT HEERAS.

ICA1044 FHITEEREL. BH P (IP Hi4))
B NERe T Frewall PLEEE.

BGRR AL

ICA1052 >tunnel_ID: number src_addr: IP_address
dst_addr: IP_address src_enc: algorithm
rem_enc: algorithm src_mac: algorithm
rem_mac: algorithm

src_enc_mac: algorithm

rem_enc_mac: algorithm src_pol: policy

rem_pol: policy mode: transport_mode

R (R EAIREIE IR IE 1R E TR .
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ICA1200 HFUELEREILAERRER

MR T RFERANCRHR, fwlogd H§ R FL
1k,

RERE: 1P duESH SRR,
AREE: ROER 055 IF BT R fwlogd,

ICA1260 HTWREIXIHES, TEBICERBRIEFE
H 8t fif ek 1

fRRE fwlogd 5 RAEFF RN /R (92 1L 545 L.

ICA1305 “RENHY”

R N syslog#:0fk 1P 5 BEN, KB —3H KM
WS LAY ICsE. UMY IP, ICMP, TCP, UDPAI IPSP &
ARSI EMY, R IBM X B 14 % 1 in s 45 5L A
18EHN IPSP

ICA1400 Brép fwtimernat 818 - KWERE R4
IR

fRFE fwtimernat ]t 545 7E 35 H AR 2RI, fwtimernat
IR 452 21k,

RAEE: ORI RS RS E FORT R 3 fwtimernat

ICA1401 Fdn fwtimernat $&iR -
R = Ox K 30K 1 14
fBRE:  fwtimernat 2 55 8 7635 H 19 sE 0P 220K, fwtimernat
IR 452k,

RREE:  UOERR RGBS E R 5 fwtimernat

RIS R[]

ICA1402 Edy fwtimernat 1% - KK 4R

fi

fERE:  fwtimernat IR 55 #8572 48 H 0 BRECH AR, fwtimernat
i 55 #2221k,

RAEE: ORI RS ERE FORT R 3 fwtimernat

ICA2000 BTN IP il (FREME) E IP M

HEEIHREY FTP &9,
MR NAEL 2 SRS fip &3,
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ICA2001 WFRBE M ftp: P MR P 4 FRNIE

K.
fRRE AR AR g A fp fUREL
FREIE: bk O A DA B — U

ICA2002 kB M%: THL4, ERME AR

FRNERYL .
FRAE By KT AR AR R A B A 4 52 DGR 77 SR
2.

AAEE: ik Firewall % 5 5%,
ICA2003 REAM T FEEINE.

FRRE ARiRE P s U e e E e 3L

FRREIZ: 10 Firewall 5B 5% M DLSCIE XA P& Rl
B,

ICA2004 BEUE ox [ AHHIERRIEEEG.
#RR%: B topip_audit.c iU E] R H1 A G R

ICA2005 EXx PYATHEE: ermo.
B KESESYLERE; WidRENW ARG E.

ICA2006

BRRE: R E teinet WA MERLR I, RS
TE AT

ptelnetd : auditproc: errno,

ICA2007 ptelnetd : REVRZS=1H.
MERE RCMRENES IR, RGO WA I8t

ICA2008 FERFNIEA AR AN 1P i HE#EATIRS

Z%.
fRRE A Jok ki B PR T telnet {REE,
RgRA: B T RIS,

ICA2009
fRR ARG AEa e, WA ) RS RS
H

o

/bin/login:  errno.




ICA2010 WP hhtEERER)ZEZEZE IP H1f .
AR Al AR e R e 1P Mk,

ICA2011 WP AN RER)ZFEEE IP i1
AR Il e O EEE RN 1P M,

ICA2012 M IP Hif (REWME) FHE FTP SEE

IP Ak
BRSO ftp &4,

ICA2013 WP Hifif 3R Telnet &1 Z IP #h

k.
fRRE @S THN telnet 21,

ICA2014 REFHED -(H.

FRRE ASCRHBHARE, WATH A .

ICA2015 REHFED -4,
B AR iR, WarmE (s A,

ICA2016 mARAPIRRF A "E.

FRRE: ftp EEHGRARRIA,

ICA2017 ik - in line.
ICA2018 HAEI AP AZFE SNK Z4A.

BERE:  HORBHR I PR IR SecureNetKey(H.,
AREZ: 1 Firewall 3 51 A DL DL AT RE 06 SR AC B

(1] L,

ICA2019 FRIEFZEE AP 48 SNK Z4.

R T P ARRATI SecureNetKeyfifE g /A ki
LW NTIRES
AR W) Firewall 430 613 DL AR P ] i 05 ST &

1] 1.

ICA2020 Jusr/bin/fwuserau =Y /usr/bin/fwuserpt

REE.
fRRE PR UGIE AR AL,
BEGERMN: NEREALIL,

RARAEZ: @i lusribin/fwuserau and /usr/bin/fwuserpt
FERTAHERERGL, WRATPATHANEE, 1PN
JH 5 Bh 85 14 E RS I 1 G R4 d 5L — AT BT 1
%K lusr/bin/fwuserau or /usr/bin/fwuserpt

ICA2021 S AR PR S REERZEREEN A
.

MR Sl E S ftp k.

ICA2022 SRIEEBEEEN SR,
R i ES N fip R

ICA2023 Ri%: ptelnetd [-n] [-s] .
R JA3h ptelnet K RELFFI 18 E R HAR .

AREE:  (UEARE -n FI/E -s,

ICA2024 RRAREREB R L4877 INE
BIh.

R FW R E UG UER R 7 44,

ICA2025 AR AREREB M4 THIA77 ARE
x.

MR ftp g,

ICA2026 B RS L Frnfaeg n #EBE.

FRRE NPT E R P R R Iy, P TE R 9 46 B o
F B AR EALA AT AL

ICA2027 if [T 3R B A A2 T LIRS .
fRFE ML ftp HEHEEIE Firewall |

ICA2028 IELEIN 1P HOHFE IP Hifl B FTP iEiE
2k, ZBEATFREEREMNEN
FTP.

R WEWEHEESIEC SR OmME S Frewall (17 ftp
R 22K,

RERRL: iR,
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ICA2029 BSEE, ZEinElinefTH ermo =-.

R

ZYGE FAE AT — > R GE IR I a8 2 (] i,

RERRN: RGEHRATEL

AREZ: KBUZHE, FiF errno [ B 25 i ok m]
LOINSUORRRMRYL, 5 IBM RS HEIER.

ICA2030 Ein FlinefTHEREFAAREAE = -,

fRRE:

BRI KR FH 268 21 [ R,

RGERRE: SRR

RAREIE: 0T T, 7R a6 Y R R g s ] B
WMACRREME, 5 IBM 55 Rk &,

ICA2031 sdi EHEUAA creadcfg() rc = -.

R

BRI R FH 268 31 [

RGRRE: 4SRRI
APE%: %ilfl sdi 2% DIREEEI.

ICA2032 EhEE.

fRRE:

ER ftp iR

RAmE: HEEx

ICA2033 sdi EFEAA sd_init rc = -,

R

B KA B ][]

RGERRF:  HEIRRIE
APREZ: &l sdi 2% DIREUE.

ICA2034 sdi E#EAA sd_check rc = -,

fRR:

BRI KR P 268 31 [

R R SRR
BAAEE: %l sdi 2%DIRERE,

ICA2035 setsockopt() : errno.

fRRE:

72

setsocketoptif F i R GE 4 1%,
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ICA2036 HRPHPFRIRAQE P Hisik Hig 1P it
HHEZh Telnet £iE £ iEHRIRAT.

R R Telnet 2SI, 4B KEEx T
i RE A ’ﬁ*“ I ip MIE/ ip #AGEE, JHA— =i,
S id e ph B K e A A M — R

ICA2037 ARFHARA fwdfuser By fwdpuser &
Ko

fB%%:  fwdfuser Fl fwdpuser fi {5 B A AR 1% 48 1.
RGERL 4B
APEZ: B RN SRS AR,

ICA2038 ttloop : [EZRIHFEZIE: errno.

MR SNSRI R AR, BRI R T
A

ICA2039 ttloop ; JEEX: errno.
BREE: S g 2 R XN R AR S R

ICA2040 ARIFEAR ID fwdfuser BIAEIEZEH
4. X8 snk JAIE.

fR%E.  fwdfuser A& A ID HANZMHO4E n
none YE R INIETT =K,
RERN: 45

ARPEZE: HHANIZENRMS ID fwdfuser MAIET
.

ICA2041 HHFEREAE P dhl H A WP HAh B
Zh FTP &£i& S ibtnilff.

R (5 EAEEA FTP &b shid 4 . é‘l[ﬁikf@ﬁ?ﬂ%
PARIREE, IR ip MEE ip ARLENE, JHE—-Tal. &
W id B R B HE — AR,

ICA2042 req_rsp_code $iRIZEH
FW_AUTH_REQ.

&%  fw_tn_authenticatef 217X & req_rsp_codel
FW_AUTH_REQ

RGERE: MERFLLL

AAE%: T fw_tn_authenticate FLR T/ fwuser.g
HiBHEA Firewall,




ICA2043 TEBE M £10%.
R RPROERRE 04 HRRE 04,
AREZ: i Firewall &3 5%,

ICA2044 A -t IBETAERAIRE ().

fERE: DRI 0 & 9 i LAY fE o
R SLVHE.

ICA2045 KBRS HFEI -
fRFE:  ARSCRRE M,

_|

ey

ICA2046 B MR HFEI K.
TREE RS kT,

(7]

ICA2047 M XIEARZHFE -s.
i =S N & ki

ICA2048 B MIEARZ LD -u.

fRRE ASCRRS TR,

c

ICA2049 ZRERIRE -14.
A% I5E TR MRS R ARG,

ICA2050 &0 parm fH.
R 8N — NI R E A AR B

ICA2051 adapt_addr 7EMifitEERER H .

MR ORI P MhETERL

ARAMEE: X letc/security/fwsecadpt.cfé v e iR, M
Bz ok,  EOHAC B A 2 4 10 SR JE S n Ak o g
.

ICA2052 afopen FREEFTFF

letc/security/login.cfg : errno.

fRRE TR 4R S EFTITER.

ICA2053 TREFTFFREEOXH.
MR ERREZEED,

BARAEIE: nREE XeefEn, 4 Firewall fir4/smit
TR E 224N,

ICA2054

FRRE: HRUCEIER ARG U AU IE 2R 2 P 5 Al
BOCFER.

AREZ: W Firewall & 8 % DUIE UE B SRk

enduserdb rc= f#, errno,

ICA2055 getpeername()( ¥ JH 4 FF): errno,
R fip AT IEBIERF AN RGN,

ICA2056 getsockname() ( JHH#F): errno.
MR ftp A ARl IR 20 0 S0 RS

ICA2057 ItF H R IHATHY getuser FERESME

rc={H, errno,
R B R R R UL IE 2R Rk Firewall
et & TR AT 4R,
AREIZE: [ Firewall 4 2 51531 DA F P8 Al 24
AL — AT,

ICA2058 SF AR IHAR] getuser RESME re=

{H, errno.

fRRE Bl AR RS R U IE A 2ok B Firewall
T ER NS ATR.

ARPEE: m Firewall 3 5% DL A A P8 Al 250
FRY S,
ICA2059 ioctl() : errno.

fRFE:  XT SIOCSPGRP{Y ioctl) 18RS 4 1%,

ICA2060 ptelnetd : ftok HERTFLMK.
R LRI ENFE,

BREE: 5 Firewall FH REER, g7 n] s,
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ICA2061 shmat £EREFEXK.
BB LEAMLENFR.
ARAEZ: 5 Firewall & BEER, RN S,

ptelnetd :

ICA2062 ptelnetd : shmget HERTFEK.
BRE LR B ENAFE,

AREIE: 5 Firewall HH GUKAR, A A7

ICA2063 setsockopt() (SO_DEBUG) : errno,
MR MR G R MNRAEI setsockopti& [1],

ICA2064  setsockopt() (SO_KEEPALIVE ) :

errmo.,

fRRE IR E RGN setsockopt& [a].

ICA2065

FRRE: b TR Y M AR ARG i B B R R (]
i,

setuser rc= value errno,

ICA2066
fRRE fip M R IR 5L 5 5 A B PRI R ST

signal() : errno.

ICA2067 & pftpd FIHEILEEIR - bind(): errno
A% pftpd RS HAIIRTLRIL, K RBEFAL,

RARmE: SOEREH K RENEH TR pftpd 1Z45 5%
AT RERY R 5 — 4 ftp RS R B FEAERRE ftp 0
(21) fiilr.

ICA2068 Bae) pftpd #IERULER -

listen() : errno
fREE  pftpd RS EWIIaIL RN, K REEFA L.
AREIE: PRSI RGER I E S pftpd,

ICA2069 ey pftpd $&iR - main

accept(): errno
#RRE: pftpd M558 ZHIRRRIM, A5 RFETL AL,
AREZE: BUESR RGNS R E3) pftpd,
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ICA2070 H&H pftpd #IIBHEEIR -

socket() : errno
R pftpd Messantlaafb R, HRIEEFL L.
ARPEZE: BUESR IR RGNS ER E3h pftpd,

ICA2071 IEYIERE, ERLFRAH.

fR%E:  pftpd & MAREQIE S —4 FTP &5, WANETE
TES T I R R,

RERRL: iR,
RPEIE: SRRAREZREZL, REHRZRR
ICA2072 fip BLEXXMH (XHF4) RATA.

fRRE fip M RBFEUITIHEER fp BB SUIHEE AT
FE S AT REANAEST IT.

RGRR:  ftp KRR UERRAL AR R I B

ARmE: T, BRAESCIRIALE, FEXFE oL TR AR E
iR 205 SR E R AL E.

ICA2073 fip IEERIERGFIHEER.

R TR HFEMEER FTP E X fFd
REPLYLANGUAGE &) I 7E it %,

RGERE:  AbHEAksE,

APEE: 8RN el e SR e I,

ICA2074 ftp EEIEA: A &5 BETER

MR fip CARBE TR H AR E A,

RERERN:  AHE4ks:,
ARPEZ: T
ICA2075 HPRRIRAFE \P bk H iy \P b hb)Bg

FTP, #EX {4, numbyte§FT. F
. sid: SFERIRA.
fEFE NP FTP &if DR R4 U E s B, sid
I FH B KOS AE 20005 i S A S ME — 4RI,




ICA2076 FHPBRIRAFQE 1P Ak H B 1P A AL
R FTP SESIIRIAR, fFEENTIE] 7,

numbytes™F35 .

R (FEAEA FTP W ARF ARG RIER, sid &
FiT 3 K B0 2 4 3 S P — B,

ICA2077 AP FRRAFE P HhE B 1 P Hif))gE
R FTP £IE & FRIAAT, numbyte§~=

.

R (A EAERA Telnet ZIEREE RN A, sid Bk
BRAE 218 0 S AR A ME — AR,

ICA2078 B FFRIRIBR AP - = REE A 5

.
FRRE P 2ih C R R SR R,

ICA2079 AR - NP #hFE P Al HEER R
BRI,

fRRE EEE-ITEBIEEEBEOMmMENL S Firewall #E#
(E=ani

BREGRE: R4,

ICA2080 # ftp EEESCHNEE 717 AL E i 7 513

Bt HH B E IR (A ).

FRRE EATIO ftp MOEIRAIMIAT. SROETERRA R E A
R0 21 5 5% ) 07

REGRN: A5,
RPmE: Wik fip FCE SOG4

ICA2081 fip BEEEARUNEEBERELTAN.
#5% 4TIFH REPLYLANGUAGE ftp fit & i Al # L=
B HFER 2R, T UEEE .

RGERE:  FPUUEEHEHEMEY C HE THYSEIE,
APEZE: fUEERGNS fip Bl REPLYLANGUAGE if
A E S H R B H ok A HoR U HE. Bk A
NLSPATH #5545 & IEMf% S Ak L F R E LANG 578
# (%L) MTHEERBAVFEREATK (%N) FHR.

ICA2082 TERE ftp LANG IMEEZEHR 7H R,

EHE: FEH
AR Y FTP B RREFZIRME LANG B R E
S E M T, B4 —REEAE (HIFEFERM),

Aoty Ab¥gksr, WK AREAE R E .
FAREE: R Ak A 5P R i it ARG B DRI R
BT R R.

ICA2083 TETFER FHRH fip ERERE

&, EE: FH.
R fip ABRFARIT S ETEXTNELEES. 4
W JE B 2 A catopen() iR B [ 45 1R 5
RERMN: AbPIgksr, WE AR EE A,
AREZ: RifESEENESES KBS AE
s¢. KA NLSPATH FREAR & IE A & o8 BE Avf+ B %
(%L ) Bt i H R AR (%N) AL,

ICA2084 £ fip TAEERREHAIER C FER
MZiE.

BRI TETIA A ER, ftp MR EE P ERE
FHER C FHFHHEIE,

R WARAEIRENE S N C (FEHR, WIHEFEgkLE,
IR AR PR .

RAmE: HIERA A ERHR. IR F O,
f£ C FHRPAIEREE HRIFIEM A NLSPATH ki

=X
AR,

ICA2085 pid HEFRINFFIE IP HifhEY Telnet &
EER.

R FRAEA Telnet 231G 45 RATAE AL,

ICA2086 FREER AP RPHIEESR (#

#).

R fpd 7 SO R SR ENSRIGH, BARAREH
- FHURIC B AR SR

ARPEZ: i Firewall fiy4/smit TH H k58 1E 1% 7] 5,

BA. 55 75



ICA2087 ftpd FERAPEEXHPHRAFEEEHNAR

il
B EMHP BERE B user.cfg U{FE IR,
BARMOZ: i/ Firewall fiv4/smit T & F 1% A 5,

ICA2088 ftpd FEEITH FPELE X5

R ftpd VA fopen KIKH JE AREFT I &
F.

ARAEE: W H P E S (B user.cfg n] Hl;
{fi F§ Firewall iy 4 /smit [k

ICA2089 FPRIRRZERY ( fUR2EH ) 5FRebi

EABIARE (443 tab2 authtabl] ).

fRRE fEE M IRRZETY (f user.cfgiR [ ) 54FAs2
FRRRUORITHD (40 deny, none snk sdi passwordZs)

AREZE: K& user.cfg UMY e ol &;
Firewall #4>/smit [ Al 3k B 1F 1% 5,

ICA2090 SFES ipBIRAR A A NERY, B

user.cfg 3fFH KEY=DENY.
BERE DIERIUER T user.cfg UAFMTERH Firewall 3
T E.

ARAEZ: i Firewall &3 1%,

ICA2091 ARERFA L ftp ZIEREHO (F
K3 ip ).

R MBI L0 (nsp) ftp HEART KHEIR 5524
- Tl nsp P LA0H I fwnsftp’ 259 IEAARC & W —
B IGEZER (7230 user.cfgHr ),

AREZ: A user.cfg UM e B iL &, ]
Firewall 4> /smit [ # >fe B 1 1217 f,

ICA2092 MEBEEIR: nt_gwauth() kM.

B nt_gwauth() IERRE=EZ —
(AUTHENTICATED,NOT_AUTHENTICATED &
DENY) , FEXFHEA T, nt_gwauth 3% [m] — 26 JR5f ) 4
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ICA2093 TREAP £ fip ZEREWA (i

).

@R WP ein (sp) ftp AR KSR 58 -
A sp P b2t 5 fwnsftp’ %5 8H 1E 6 JC &8 A RL A
JEZEA (78 user.cfg SCfEd ),

ARE%E: kA user.cfg XM e i &, ]
Firewall iy 4>/smit Tij# 3k 5 1F 1% 3,

ICA2094 BFELEM: 1F: "USER </HF#£>"Z 5,
HINRA: "PASS <O%>" ; EUWE| Lt
cmd,

R INERMBUZEREE ftp & REZEFTFHEL (555
RFC959 ) PASS 14 )

APREZE: WARFP<APZ>", WMAESHOL, Wb

Firewall 453 5%,

ICA2095 BRRM:  (@idAzauth 7=0) KEIA
WA ip (EPNE) WA A 4.
AR MEENGE R T IR A (BE XTI ERIA
UEEI ) - I P A TCA D 4, snk B4,

AREE: i Firewall 458 505,

ICA2096 JNIE: (B A Rauth 77:0) RINAEE
Fip (BPAE) WA JHFA.

fERE RN,

ICA2097 httpd --> 3% HTTP RIBERESEMRA

HTTP fCE kAR
BB ST WWW i B HTTP {tH,

ICA2098  httpd > 3] HTTP RIBFREE.
MR XHIT WWW e f HTTP U,

ICA2099 httpd --> K7 FEP<IP #AF>E<HTTP
KA, ER<" HTTP GET iR ><F T

MR WECHE S HTTP ok —Sese ks, gk
AKX oRED” RAENTEAEE, 25 internet £ 5
(f34% ds.internic.net #24ftfY) HTTP 1.0(RFC 1945 3%
HTTP 1.1(RFC 2068 % (=i i1 RFC),




ICA2100 EEFHHIF%TF 0.
fRRE TEAMLIE R R TCRLE .

ICA2101 R R 5 $EIR: sin_family_type
fRRE ARG SR P & B IR A R A 2

ICA2110 BT 2 KBRS SRS ermo.

R Kk getservbyname(Btif., TGS EOLEIR 5568
Im FAE letc/servicessCfH IE TS &,

ICA2102 ¥R odm REFH$E: odmerrna
B ODM (M4 RE M) L4 odm_initialize() 4%

*®.

ICA2111 byname() ##iz: errno.

fi##E:  &/E gethostbyname(¥fi®, EHLAFRALE fetc/hosts
hIEHEE.

ICA2103 ZE odm #HRAEKEAHE: odmerrna

% ODM (XM LB M E ) K4 odm_set_path(f
iR, W42, OCSvhost

ICA2112 TR ZFR: protocol_name

fEFE A FE ODM X4 I8 BN 4 Fk OCSvhost

ICA2113 HFZE LM PEEFRHE: ermo.
fRFE:  socket() # 1R & A AEE S W ARAR BT AE 1 FEALH.

ICA2104 ¥ odm #HIBEMEIART: odmerrna
T ODM (X&) K4 odm_lock() &i%.

ICA2114 BRIEARM IR HEE: ermo.
fRFE % OCS W7 ffii FAMMIER bind() iR,

ICA2105 $TFF odm X3 Customized_AttributdifH

. odmerrnag

fRFE: ODM (X Hdlis et ) K4 odm_open_class(f

I3

ICA2106 #% odm X% OCS_virtual_hostifH

. odmerrna

f#R: ODM (XZEdRE M) KE odm_get first()
iR, X%, OCSvhost

ICA2107 %] odm ItHOCS virtual_hodkH &

odmerrna

fi#fE: ODM (WA E AT ) &4 odm_close_class@i
., X%, OCSvhost

ICA2108 3 odm EIEEMEUIFTHE: odmerrna
A% ODM (XEBIEE M) &4 odm_unlock()5hiR.

ICA2109 221k odm: odmerrndidH§s.
A% ODM (W4 EIEME) K4+ odm_terminate()H:

.

ICA2115 EEZE LM EEFRHE: ermo.
R connect() B 1% & AEAE G SR ISR AR 0F B 1 AL,

ICA2116 YU ZERIEEIR: protocol type

FRRE RS LB SR WA 1 11 R AL 28 o DM TE K.

ICA2117 LM {£& Malloc AfHiE.

fRRE AR R ARG R S I A W e & R
malloc() %%,

ICA2118 &% msg £ LM FfH%: ermo.

FRRE YRR IS AR R DLFT IR IE A 19 F AL A i) &
E send() &%,

ICA2119 EskE LM B msg BFHEE: ermo.

MR G IILERR AR R recv() B R,

ICA2120 kB LM BIREHE: K.
MR kA SRS FIAR R TSR R BINITIT.

BERA. HE 77



ICA2121 $THF OCS EEigEMTHE: ermo,
A% OCS &M # R MINTIT,

ICA2122 KREEFER 1P HhilkZE TBM ID: errno.

fB%%:  K‘E ioctl) OCS_GET _TBMID 4£i%. ioctl #4
OCS_GET _TBMID 7 OCS & # % # I 204,

ICA2123 EHEH rlogin BER TBM B 4:

errno,
% k4 ioctl) OCS_IS_TBM_CONNECTED4R.
ioctl fir4 OCS_IS_TBM_CONNECTEDE OCS &M%
R,

ICA2124 REBREMENT A ermo.

AR ATREM ALY Mg ER, TRV SEE R
OCS 5 4.

ICA2125 FREL ODM(RIZR#IEEIERS):

Customized_Attribuf] &8t H $&:0odmerrna

fR%8: ODM W4 K% % odm_get list)45i%, CuAt (&
il S ).

ICA2126 Jt OCS FHTHAZMS:

hostnode_to_connei&EE,

R #E CuAt (EHlmEsE) m, HEA
hostnode/ocsnod@t it

ICA2127 EEHEA L Malloc iR,

fRRE OWATRERY LA B S Bl A TRl I & A malloc()
iR,

ICA2128 %/ ip (BRMAE) AR (k&) &L

EZ ARG LA 4.
FRRE HPTER AR Z M0 4 Z R T 28480
- FEALATE — P AL B AT REARSE 2 T P B Se b AGIE.

ARPE%: /] USER 1 PASS %3¢,
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ICA2129 gethostbyname ( & /4 #5): errno
fRFE:  fipd =PRSS EUAMAN I EVE BN KR RS

BR.

ICA2130 % ip (BPAE)RARUTF #)EINE
ZHEAHE LS.

@R mENAP RG2S,

APE%: (A4 USER QUOTE SITE A1 QUIT,
FrAEdEZE <SRN EHH 7,

ICA2131 WFF - pBIAR A NERM, EA

user.cfg R EALIR.

fRRE IIERIMCER T Firewall & H R H 1 user.cfg
RS (A E—AH&).

APEZ: ifm Firewall & B 5%,

ICA2132 M ip (BRAUEMABAR I £) SR
Mas LS.

BB Al RS, G AR AR
SITE, USER fll QUIT,

ICA2133 Mk sLfl BT, RECRARRM,

WSAGetLastError
B EANEREE; RAEHE

ICA2134 jEE: ftpd: connect() (S H1) ANBE
23X IP, WSAGetLastErrar

R Connect() A FRWHM I, K&

WSAGetLastError4t F.

RREE: MEMREHIL - WTHEE DNS Bk 441k

ICA2135 SERHHEEE W FIFT (AE

IP); XETFTNMEBEHN IP),
R 15 BRI ftp &SGR AR E, Sk
M, EERAARGE T REAR NI N (K HERLF SRR
eEy recv 3¢ send 1 ).




ICA2136 R FESLMIHR CreateThread() SR

errno.

R ftpd AREQIE L&A

ICA2137 BAHIEEE RSEA O ip B
H: HHY ip.

fRRE BURERN.

ICA2144 fw_tn_authenticate  FRIR[E RN,

fR%:  fw_tn_authenticatei® MY {§ A& 0, B&%L
fw_tn_authenticaten] it =& T,

RERR:  fHAgESE.

APREZ: {f4itrE fw_tn_authenticate ik [f] — 4~ 4EZE
B, WREXHREEE., MRAEXFGR, FRIT
FE fwuser.q HIEH LA Firewall,

ICA2138 AEARR: pftpd: FE (L47) B

malloc F771R[E NULL,

B KEAEE% AT - malloc iR [E] NULL,

ICA2139 LogonUser() kW JE[A.

fi#%%. Windows NT (SAM) API LogonUser( Hi+ 114
INIE)  RMG, R T r R A,

APEZ: 5 Firewall &8 GER,

ICA2145 EXHFERATIS, REIEEIARE

Ic,
fRRE: RHVAMALM. FE fwuser.o W RE R L.
ZERMN: NEREAIL,

BAEE: L H Jusrlib/fwuser.o MEEXEE, 5
IBM fREKR,

ICA2140 httpd --> HTTP RKRIBINELEBRA <A

>, on <JifT ip>, B ... RC<EH
>,

R HTTP MR P ke, W) s O (i HL AR

A R Y TR

AAE%: 5 Firewall &3 AR,

ICA2146 IBM I2{tHE] fwuser.o iRREi,

R IEFEMHA 1BM 2{EF fwuser.g [ AHE A
A fwuser.o &,

RERM: NEREXIL.

BAREZ: R E ST a6 AR AR UAGIE AT
1, W EIFRFEE CAIAIE, 1IBM R4 fwuser.o iR
iyt dE AIX FIFE Firewall B 7 1],

ICA2141 KIEM 1P H#IHFE 1P HIHIRY FTP £45.
fRRE L LRBAEEM ftp &1F.

ICA2142 fw_tn_authenticate S INIAIE - #riH
Fo
ICA2143 fw_tn_authenticate 3t /i A 45 iH A RIAE

K.
f#%%:  fw_tn_authenticateNEINIERR E /I A 1D,
BRGERE:  HY4E

ARPEEZ: WFE fw_tn_authenticatef {EAmic ik, &
N %A E H RSOk A,

ICA2147 fwtelnet :  FPJHF#RIFFIIE 1P addr
(ZE€iR) ZHM IP addrigzhiERR telnet
S8

R HMHESANBHABEATER (fwtelnet) £ RUfE
B 4B KBS P ARIRAE, W ip AE M ip #R%IE
G, -4t RAalFhgelBshinais.

RGERR: RUFHEN telnet

ICA2148 IR - NP RN 1P

addr (FFREM ) EHA IP addiffTRiE
BUEERIE.
fRRE: WIS - EEIRE AN ME LS Firewall 3%
iPE=sriw
ZG RN R4,
BAREIZ: Wiz B AR % & s,
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ICA2149 fwtelnet : WJF IP addrZE /Y IP addrg
ZhiERR telnet £iERTE4E
LOGIN_ADAPTER_ERROR #i%.

R WM g_check_secure(0) W %4

LOGIN_ADAPTER_ERROR

R RN R4,

AREE: Az ailnes.

ICA2150 Pitpd & - KM eREL:

HR 2] 7%

fRFE: pftpd M5 4R 7Ed R BRI — e, RER
B4,

APEZE:

IBRERS = Ox /&

IR H Y RGBT BB A 3 pftpd,

ICA2151 IEEER.
B WEREFEAARTFMH A ERXEFR,

ICA2152 fwlogin : SN AEKXY.
B AREARSE.
ICA2153 fwlogin : JEEUX AR,

fRRE AREDE A

ICA2154 BFFEE, fEmb4HHE.
R XA Firewall 33— i,
ICA2155 Pftpd Wik - KW s: REH#iREE

fRRE: pftod ARIFARAESS R ECP AR — R, MR
P UL,

BAAEE: WOIERH R RS S5 ash pftpd.
ICA2156 EE - TREAPAFIRIRFERN

NONSECURE Wi/ IPZHfAY IP addr
{ERERR ftp .

R EWIR B AR eSS Firewall R
=g

RGERE: R4 ERE.
AREE: WiZE SRR LT fip,
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ICA2157 BRFBFHFRRFTAN 1P addrZ H /Y

IP addrfE FiERRKIE.

ARE WEETSERE B BN EL R Firewall HEEEHY
S

RGERE: 4R,
APEZ: &H fwtpproxy ftp = on
ICA2158 I (6 KRIEFRIEE.

MR WA IERRE R HbRES.

ICA2159 REIEE -t ETAEBRHE.
fRRE: AN -t VEIREL AT,

ICA2160 RBMZ%: EHAMARAF DROSE
EX.

fRRE FTP P CEhfe O A8 e s sk 0 4,

RERR: TG

AFREZE: T

ICA2161 RPRF \DEKM ML F 11416 AR

A<RER.

fRRE FTP JH P il H0E O Aok #r 2 Firewall i34
B,

REGERR: FTP ERIGIEARMH AR EE FTP M4 sh
5T,

APEZE: MArPregzEntEs FTP USER iy 4 iﬁkﬁ
B AL FTP EEIFLL

old_password/new_password/new_passwollh = & 1
DT,

ICA2162 PRI RATF D: FH4REEROS.

MR > FTP Pl S O A H R BRI 12 ik
BIATRR P, RIAY AT REJR ) A - 5 TRIERAAY IR

2, - BURET =4 TET B4, - I THT BRI
Fom - R BE O 2R ERFERZ

RGgRE: FTP ERBIERM A MR E 2 FTP fir 44t
L.
AREE: A0 FTP RFa Kk (B A T 04k E

Bk, AR EEAE, R ARMR SR,




ICA2163 safemaild 2330,

%% B3h safemaild

ICA2164 safemaild 2{E1E.

fR%%: =] safemaild

ICA2165 i telnet £3F.

fRRE Telnet ZiH4TH, (HEAREMNEERRZIEREE.
VAT REAE JS S A 2 LR, XS TR S 2
1.

ICA2166 T ZERA PRI EE E Y. BE
g = &[T,

R EMR S ARRE R E & 2ok 8 T Bl R
RERME, REERE APGERT,

RREE: 5 R M BRI IE R Bl L.

ICA2167 1 RSk B #25 B ARG % 7 b B S GIE 7 53R

HIR 55 B P A R A ANE R T
FRRE R M P ORRE R AR E DA Tr 2 48 RE Y 55 A
e, ROk B R R HUIE T 2 2R R B i 55 6. R AL
R PRI,

RREE: SRS E M AKAR.

ICA2168  FRFAEESERE, s 080 M PRI ATA

e .

MR XTIRGAREIER M 1D, B e AL B[R] 73
FCAAF R, ARG H AR,

RAmE: 5 RGE KA,

ICA2169 EREB Mm% TUAR TR, HIRFEER

INANIER R £ 7.
FRRE PW I IS IO IE 7 58 i R IR 55 4 AL £ H
H 44,

ICA2170 A5 R P AR IRAFINER M. A 7y =

F7& Firewall Eff.

B S FMEARIUIERS 1D, 3#ERIAAE T XARAE
Firewall {3 MF. RGHAE: A UGERN,

RAEE: 5 RGE KA,

ICA2171 HFASEE, kAM LMt
MR DA HEREN, kT EPUE.

BEREN: W giE H Firewall 04 AERNE,
UserRes

ICA2172 L=V REARYiER
R ik OBiE.
RERR: W PREIE. Firewall 14 AIER 204,

APEZ: [ Firewall & 8 5% DL gk .

ICA2173 AREMERRBNARPE A IRiRfGE
x.

fRRE B KEE N AR B B P8R 1D,

ARG RN Y,

RPEIE: BB G RZH AR TR I P 4.

ICA2174 BT RESRAEER, ER%RE ML
C YRS UNIN: VN o) e ol Ul A
FRAMERY

FRRE 45 M RAE AR AR E DR 7 O 8 R 9 R 55 A
W, P ROk B 4878 1 LA 25 T 55 . AR
PERAL B R, AUETESRRI. RGEHAE HAER
.

RREE: iSRG E MUK AR,

ICA2175 R P41 Windows NT LogonUser
PRAKM. E—R$EIRA L — KR,
fi#F%: Windows NT LogonUser APHE Tk GEIAIESE & 19
4. Windows NT 7F LogonUser &IBG 4R & F— -4
R, RGEEAE HPIAERK,

AREE: ESRGEH KR

ICA2176 1ERRB MM AR P ZEX T RETA
IEREIAIE T E.

fRRE IR B 45 M4 O 48 5 B J s LR, Ads e
FUE SR EE 5, {H IR VIE J7 8 24 1 AR AE B kb L7
M. RGEAE P UGETE R RN,

RREIE: 5 RGE M KR,
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ICA2177 MNEZFFR 4 FERER SafeMail &
# 0x £,

fB%%:  SafeMail M1 H BRI A PR IR A 4, H8H
MiEd: 1D 0 MIREE MM, (g H)

BERE: IR DAL XA,

ICA2178 SafeMail £1F 0x £ ID BMLE AR

\P HALRIIENCAARY 1P AL

f#%E:  SafeMail © -5 ABBER 55 %% 8 S Bk R T A 15
EWRE.  (fF B2

RN HRfeis S IT IR,

ICA2179 SafeMail B M L% 5575 19 HEZE 12 H0IR
FES Iy Gl ERE Ox £9% ID BiEFA

KANFFI .
fRRE: SafeMail CJSCIIFEPI A1 H 0 2 Al 55 18] 3% —
FEE. ESELIEIE ICA2166 15 B irill, X&FEM
TR TARL (R E0)

ICA2180 SafeMail 2&1E3kB &% A B IS 1E

(SR

fETE:  SafeMail 6 AL IEESR 1 26 o &k ol 1, (
15 84050

BERMN: SECAIL.

DT b b I NE R v t2 6 & L 1D R O e £ X R
B

ICA2181 SafeMail TR E 7 A H41E &1 0x

2% 1D,

f#%%:  SafeMail fY FACH# & LFERI0STE, AR H
TEEMERSE, RS A 0L - ok E M AR
PRS2 \02 - Kik NI EITE P AN JE 22 4 Ik 45 ] 1% s 44
\03 - it AMB{F MR S5 R dE i B, TTRE R N E G \04
- WA AR 14 Bl 55 AR £ 45 52 MR \O5 - — AN e AT
s ik s AR 4525 AT RE S \06 - recv()iR[E] O ¢
s ROR TR A I 55 A8 T RESCFA] \O7 - recv() 1R [H] 11
{E; \08 - 25| K L45 \09 - select()ik Al fifl; Kik
BRI A 55 T RE S P, X AR TH B M A PR 0 |,

BRI EREZILL
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ICA2182 SafeMail HFIL SMTP mr$a& e

HSIE Ox £iF 1D, JRERLH A,
fR%E: SafeMail {1 iy 4 B iiE 1 F2 46 I 2] Fo Rl AZ B8 1 i
A XULE YRGS SMTP M ARRETIAE. ZH IBM
Firewall %45 web TU LIRS ATE,  (JH40)
RERMN: EECAIL.
AREE: WIEREMRERE PP SRR 555, UE
BEUEEHUMER.

ICA2183 httpd --> HTTP RIBELE X ( X4F4)
A A.

fRRE: HTTP fCHDRS R P2 T 8 E i B e
AFAED AR REF] TT

REERN: HTTP REAF3)

AREZ: il GUI 5 fwhitp 4 A HC & ARG B
B H.

ICA2184  signal() Wi HFHESHES No.

safemaild EH.
fRFE  safemaild ki R AR PR K @ S5 S AL EFE P R Et
i,

ICA2185 TEEITHEIEF. safemaild EH

MR TTITERTIRIL

ICA2186 TREIMEZFEHEZRO. safemaild B

H
FRRE HIRHECE T B R,

ICA2187 TEEEEZIAERE. safemaild FixEik

fRRE AREHRUCHTIY L,

ICA2188 A -l BETAERBAETE ( E).

R DORMMEEAS 0 & 9 e LAY (o
i R FRVFE.




ICA2189 FHEE - EMAEBEE.

FRRE N - BEISUR LA I (E.

ICA2200 (R## IhFE) WinSocket #Ii51LH

. WSAGetLastError
fBEE: 4wlhfk WinSocket I % A HE R

AR@EZ: WIEH WSAGetLastErrords H 1) 245 ] i &
Brashis B S (R —A4250.

ICA2206 (MR 75 #: T pR%D) B3R T BRE LM S 1F

&
2 O L o R N DAL s S W R 4 27 N
R f AT e Y PR R T i T SCF IR I T T A
ARmE: BEEXHFREEFIEMO®E. § cat XF

(S AR AA ) RIGEERIEG SO, i 2 Y b
JCIRE B A4 BORTIC B SCHE, R EN, ZE ORI,

ICA2201 (IR %75 VIHeRE) R R HTFEITITE5%

W: WSAGetLastError
fRFE  IEEMIEM A M g,

ARPEZ: #IEH WSAGetLastErrords H 1) 245 ) i &
BashiE RS 8 (-2,

ICA2202 (M 752%: 14 k%) TEWSAGetLastErrdd

=RElipy=:l:hg
FRRE: A5 T RELES (I (8] 25 DR e I

RAmE:  EEE R4 AR ae e 4E R 2 A
I

ICA2207 (R85 FHmE) BEXE L HEA

o

2.
fRRE RN ENE 7R A9 B SO SR B T SO, (ESCHE
725, ARAS B SO B f AT e A M DR R AT X4 A R 9 9
FLE.

RREE: WUEACESCIFRPRE. WERSCIRAATE, & fr
WSO R S R, T B TR 0 £ R

ICA2208 R #EE SN T REEREMIE
BCES(U P Akl HAY \P b hE)BSH P ds

HAFFHE.
FRRE 5 SRR 0 235 TR I A2 AL

ICA2203 (M7 V%) WTEHEE KWK L

T 59REE A (5: WSAGetLastError

HmRE: KENGFHR, BFENEAL, BA
WSAGetLastError

RAREIE: Bl - RS B

ICA2209 JR 55 #Em S iR TR B IEREMIE
ER2E (M IP Hihl: HAY P BB H P 4

TSR, FHETFT.
B EEAEENRBMNSELS RN AR, FIaER
TECTEWIAZ IR I F 8. AR BB g4 (41
in: ptelnetd) K O,

ICA2204 (M5 FHRE) LM E4TF

s BRI .

R i A B A E Y B S S BRI Y S
I, AE7R M 55 18 B A R,

RREE: P8R 0 SO A AR A IR VR T AL

ICA2205 (M HRA) REXM 1B

FE.
FRRE: 45RO SCHERAEAE, RV T RE 0 S5 I T
Firewall HIBCAETRE. M 2434 3 h s S 1k,
AAEE: WiERE R, BT B
. WRADRART I, i 5466 A RHER.

ICA2210 (IR%#H RPEF#RiRFALEEREIEO

S 1P HiAHEERER)ER.
fERE et 0y P 2 I EE B R N O Ak L AR
S R R 1P 2 Firewall 1Yi%Hz,
AREE: AHn a0 e, 585
EH AR,

ICA2211 (IR%#H AR RiRAREERZIEO

SHB P HHH(RERNER.
FRRE: SR AP G A B 04 R S e 4
dhcar LIS ATIR 1P % Firewall By,
RREE: @i oL n e nEn . 585
R,

WwA. 5E 83



ICA2212 (R%#9 kB P HilHREMBARL S

FREIAERLIN .
R FW AR T 2@ o Lok A48 MY 1P 1fsH
A 44,

ICA2218 R A =1E S iE b AT TSR B 2R EHIEHED
B P HHE HAY P HHEY S iE bR A
g .

FRRE 5 SRR MG Y 235 TR I A2 A

ICA2213 (R%29) kB P Mt (AEREH)BI AR

FRFEINER .

MR FW MR TR Z ARl A EoR AR IR 1P B4R
H 4.

ICA2214 (R%#5 kB P s AEREH)M AR

LR BINERY .
R kAR AER S EATIRE P R R P
2 FW IATERNE,
AREE: RATRER R R RA TP A0 4 H
JTAMALRKAK/NGR (iEfA Caps Lock)

ICA2215 (R%#9 kB P HilHREMBAR S

P HIAIER K.
fRRE kB ZemERR LRI P R R A0 FwW
IER I,
RAREE: wARER R RMA TR A4 A
FIEMOLRX D R/NER (e Caps Lock)

ICA2216 (%) kBW P Hiff (EREHY)

RRAFRARERR (BIE) A<,
FRRE IR B B 0 AT HL ok 8 2 Al s AR
IP A FTHE I P A TORIEELAY B 4, P ISR A
.
AREE: HHOASTHEMADSHR, HoRENTR
ks f AT RE A SR PR AR A T IR 4

ICA2217 (IR%#%) kBW P #ifh (RE8Y) A

REFRALRER (BIE) AL,
FRRE R R B T A T LR A % i oAy LR R I
IP 94673 P R T ARIERCAY B 4. P AR S R 5
o
AREE: HROSTHEMADLMK, HoWENTR
ks 5 AT A M PR B AL T BRI 14
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ICA2219 JR 55 2B A AT TR B R ERIEE
= P AR HAY WP HiE)BYH R

R, FHEFT.
R [HEESMEHMSIES RN AR, T AHER
TG MEZ RN FEITR, AT RRWIR S (6
in: ptelnetd) ¥45H; 0,

ICA2220 (IR%#9H BRPAFRIRAFNE P k(R

EWR)EH M P M REERKERIE.
R R EUCHE IR THGE AR B, 2B K 5ExT
TG, W ip MEK ip #AERE, THE—Ta
W RN 2T RS 2.
R R AvrEUAE,

ICA2221 (R#4) EBE BHERERELHN P
(#5 1P) NETFHBLBERE LA P

( £t 1P HbHE ),

MRRE AT EEMEHEA (P Bk RRE ) IR
ERTIEEIFEGN P -5 B e By i R
(1P AH[A. SXAEFEH Net Dispatchersi H [ Hufi A T2
A AC A RO T AT REAR A

BHERE: WERTEN FTP RS2 T Fl £ 58 i st ul
1Ef# ] Net Dispatcher #fiff i JE# ARV 1P Hiht
Wit 20 o 21

ICA2222 (579 ZE hilLEMR. EWE
Non-RFC EMEE LaFFrd; HIEH
PHLFERF

R MRS AR TR B A/, B AR
KB RFC AlRERBE,

RgRR: i HEMR AR S5 RFC %

ICA3001 HRE: SAPR ident IS £, MARE

ETEZEN
MR WREZetdA s, AP AL




ICA3006 EFHHEANFET, R EEANF

o

MR (5 B IR MTE sockd R L FFFIHAR DGR & F LS
% 55 45 2 18] 43K ) 5 15 4.

ICA3007 EE—NiERE, EABETRREEY.

AR socks R 55 # L B RS2 4 B & P il I R AL,
e B 15 S £ AN 0 i e ok, AR X 4515 B
REGERR: KM T HIEREZR.

ARPEE: ®mAIHITEESH sockss.confHify

SOCKS5_MAXCHILD ffizE, 4Nz & 8 I mlH ik 5548,
25 IBM Firewall 2% K4 PIZRI4AT,  start unused

ICA3010 EE - MW (real_use)@src_addiEiEz]
dst_addr (H A9 1)

fRRE @,

ICA3011  i&# - M/ (real_usej@src_addi#E|

dst_addr (V2 F)
R RN E T,

ICA3012 ELEIERE - M (real_usej@src_addiE

$ZZ| dst_addr (57 IF7)
R oRE AR E R,

ICA3013 select () ermo
R ARG,
ICA3014 2&1F - M/ (real_usej@src_addiEiEE]

dst_addr (H A9 £ 40). (& /By i S =5,
M 55 a8 1T 4 EFT)

MR AL

ICA3015 2&1F - M/ (real_usej@src_addiEiEER
dst_addr (A 19 EHL) . (% F B 4UEF T,

R 55 8 U B T)
MR RS anERA L.

P RREREIE HRYIEARS A iy LIIER
% UMt Jetc/sockd.routeN B & e H A T LAY B H

BREE.

ICA3016

ICA3017 ABEHLIT pid sockd #F HISPFEaE
fR%%:  Sockd K RFLFILIEMAT /bin/sh A4,

BAAEEZ: RiF /bin/sh 4hE1E &5 1A F,

ICA3018 48 - M (real_user) @src_addiZ

#£2| dst_addr
MRRE: AR FAIELIERE.

ICA3019 F#l socks_src_namé] GetDst() 77

HIEIR: errno

FRRE TSR AR Y H AL 4

ICA3022 FITTHRERRH 7= FR

f#%%:  1r letc/sockd.confxy £FH & BRI,

ICA3023 BT HATHEERMLR
f#%E:  7r letc/sockd.confsgFb & BTG R IN,

ICA3024 FEHATEELIM

%% 7r letc/sockd.routess {4/ & L IC R I,

ICA3025 FBIT5TFEELY permit/deny FE
fRFE: 7 letc/sockd.confsgFb & B IC SN,

ICA3026
A%

BT HTEELRIROH
TE letc/sockd.conf3 {4 H & I TL A0,

ICA3027 WFemd HEHFS
R REEZ RANTEMmA,
AREZ: Rk AERS ol .

T (exec R &)
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ICA3030 TiEITHE & 304 ( /etc/sockd.conf
FREE FTTFHS SO SR 2R K,

ICA3031 ToiEFTFFRR B30 (/etc/sockd.routé

: errno
FRRE:  FTITHE 0 SO i R R,

BARAEEZ: iim Firewall B3 A%, 76 Firewall Z¢3E 1)
(]2 Ak — A~ e ST,

ICA3032 FTEFTHRARPXE ( P 43F) © ermo
fRRE HABNFE ARV A *=userlist 48 & 1 S 44,

ICA3033 H Validate() FFEEIER

AR ETHSAZD dentd F, Identd DA TURNE 19
2 B B

ICA3035 TREEEZEZX A EHIH identd

MR fRE AN Identd KE, 1dentd ARAREY.

ICA3039 Hé -- ShEFS 'omd BEEFEHF
FH,

R b S WHERE

ICA3040 H4E - shell_cmd fork() errno

fBFE: Sockd ki AP TLIELH fork() PIE| T bR

ICA3041 HiE - TiEFEE PiLibit.
fB%%:  getpeername()' I JHIR [H] 1 Ek %

ARMOE: AR HA DNS i,

ICA3042 HEE - ENF IR REXHGS

(0Oxhex-command-received
FRRE N LR R IR i TE AL 4

APmE: %Fom Firewall SO LRI RER) R /7 0 E (0]
AL R,
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ICA3043 HE -- RBEIAF A HHHIRRZA

(Oxhex-version-number $&i.
fiE%%:  Firewall £} socks A 4.2

AREZ: %/ H Firewall SZHF4 5 FrTRERY & - BC & W]
i NN

ICA3044 5K --
dst_addf application HJiZEE.
il A& FERIL errno,

fRRE EHOERAERI

M use(real_usej@src_addr &
HIRR

ICA3045 K -- M use(real_use)@src_addr £

dst_addr fBX#E. HiE: ERZEHRRAE
#l dst_name(dst_port (application).

R IR

ICA3046 5L -- M use(real_use)@src_addr E
dst_addr fyBkEz. $BIRARED: @ SEHA

g errno,

fRRE BCHOERARIL

ICA3047 et - M uselreal_usej@src_addr &
dst_addr fEXEE.

FRRE IR

ICA3048 MIEFEREK ..

&% letc/sockd.confsC {4 HRELHAT Y i 4 K I,

ICA3049 At -- M use(real_usej@src_addr &
dst_addr (application) HJiZEE.

fRRE  ERHIN

ICA3050 VCHZ Y sockd.confid g #5-4 f

fi2%%:  letc/sockd.confC AL socks i 12 i g Re I
ny,

ICA3051 AIX sockd_route() “BEIXE| L A 1R

&0,
fRRE AREIREIE DR E R




ICA3052 8 userid FE}H "nobody " BFHE.

B NEEICT sockd #EFERY userid % & N "nobody .

ICA3053  popen (AIX BFEMHIZA) HE:
i B

FRRE e AT AR DUF ) B el e A R R I

RGHHIR

ICA3104 U HIERT Sockd W -
iR E

fRRE BRI &R (SOCKS 4225 1,

read(): R4

ICA3105 Nl EESEig e TN S g Lo

fRRE: REEQIE/E A (SOCKS422 HHFEFRINAF ST,

ICA3054 AIX sockd_route() AREFEEEENHGED

TR
FRRE T BOTE X A B e £ N SR .

ICA3106 Sockd REEBIRFHIE: RAH L

fRFE:  (SOCKS422 g T kAb ¥l SOCKS =Rk
SRR,

ICA3055 AT E — N B BHATIEE D BT H I

FEEREIR AIX sockd_route()
R HREEASTRSEEER.

ICA3107 ZENEERET SO_LINGER AT M:

RAHRE

AR (SOCKS422)R Yok

ICA3056 WATHRIE AN SERIEEDTHIE

= AIX sockd_route()

MR BUOEEON ARG mE R,

ICA3108 EEHIEEET SO LINGER #EILM:

RAH IR
AT (SOCKS422)R % fit

ICA3057 & AIX sockd_route() EENERIZRBIALH

MEREHMER AAHIREE
FRRE B URDEIUMA

ICA3058 popen (AIX adapter script ) H5E: £E&
HR 5B

fRRE  RABISTTIARK R O (5 B

ICA3101 KIEHIER Sockd HEE -
TSR E

RRE RIEEIREN & E(SOCKS4225k 1%,

select(): &

ICA3102 KIEHIER Sockd HEE -
iRk B

fRRE SR Ml K (SOCKSA22)# 1%,

write(): R4

ICA3103 B EERT Sockd HEE -
FHF R

fRRE: BCEdERT & 4 (SOCKS4225% 14,

select(): &

ICA3109 MMM ER BT AT ERSUR.

fRTR:  (SOCKSA22) 45 fhfic & I0iE v,

ICA3110 N ER BT ATREREROFR.

fERE:  (SOCKSA22) 4k () i B IUIF .

ICA3111 XXM ER BT ATEEIREBRR P,

fRRE:  (SOCKSA22)f it i fiL B I I 15,

ICA3112 XX EPRITATERIREB R G,

fERE:  (SOCKSA22) %k (1) it B IiF .

ICA3113 XS A AR T EATHRATIE R

fRRE:  (SOCKSA22)H i i it B 1M I 15,

ICA3114 X LR TRAT.
fi#FE:  (SOCKS422 [l&E CiA=s, SUEEAILER,
FAREE:  HIESS 0 E S,
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ICA3115 XXM EARETHATEEL
‘permit/deny’  FE%.

fBRE:  (SOCKSA22) i i il B IiF .

ICA3116

4t

ST SRS T BATIET ALY 7=
&.

BREE:  (SOCKS422) 455 i B i i 1k,

ICA3117 MMM ER BT HATEEIRERIR IP.

fRRE: (SOCKSA22) 4 ik I L B I %,

ICA3118 XM LR R T ATEHEIRERIRER.
AR (SOCKSA422)fiix iy i & I k.

ICA3119 XM LR ETHATEELILR.

AT (SOCKSA422) 45 D B IiE V5.

ICA3120 XX ER BT HATRERMRRAS.
fBRE:  (SOCKSA422) 4k (Y L B IF .

ICA3121 I F| SIGUSRL - #fi# socks EiE.

fRTE:  (SOCKS422 #HfEiZEE, WiHi EfHmEH
BXHNES.

ICA3122 Sockd FEEEIEBRER: RAHIKLGE

A% (SOCKS422 @ Ipliaft sockd F RFEJF R
T,

FAREE:  HOE ARG B B A3 sockd

ICA3123 Sockd BRFZFEIEERN.

5% (SOCKS422 Sockd C i Ihntafh, IFZfiE:,

ICA3124 sockd TR EHEE - bind(): R& 44

R 1A

fi#RE:  (SOCKS422) Sockdii 75 ¥l a LRI, K RAEFF
Ak,

FAREE:  HOES ARG B R 3h sockd
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ICA3125  sockd #IAWT=EEH & - listen(): RZ4

PSS

fE¥E:  (SOCKS422) Sockdiit 55 & bItatb R, M5 RFEF
ALk,

RAREE: SOEREH RG] E A 3h sockd

ICA3126 sockd EEHEE -
iR E

AT (SOCKS422 Sockd fI7 4548 £ IR g, ks A
FAAE,

RPREE:  HOERE RS EH A 80 sockd

main accept() : R4

ICA3127 Sockd RREFERFWEIZILES.
fB%E: root(@ nobodyX b kAR, KERFEFLLL.

ARPEZ: RE A EXR, WEHEsh sockd (4
A "sockd ),

ICA3128 sockd HIBLEEHE -

SR E
fR¥E:  Sockd AR AIAA LRI, K RBEFL AL,
FREE: SRS A RS R B 3 A 8 sockd

socket(): &

ICA3129 sockd W¥IALmEHSE - KMEE: &
G iR A

f#FE:  Sockd k%5 AR FEE I R ECRRIAR L R, AE RFE
B4 IE,

RAPEE: SOEREH ARG E A 3h sockd

ICA3130 Sockd M - KMHE: REH RS

T sockd IR R AELR E BREHACIE — R, KRR
Froksk, RS REging s A ok,

RREE:  WnREETE, WL sockd BUESRE R &R
Gelu) @I BB a8l sockd

ICA3131 ER AL, BERRECSRET

FRRE AEEBRVZOCHF SO SU AR B, B E—4
FERGIHI . Sockd K 4kEk 5k H 1% S LLRTARA Y
0 A e — IR R A

RREE:  SUERRE SRR R,




ICA3132 RENEREM.
R AR SRS, BARFEAL,

RAPREIE: HOEEEIFEH S sockd

ICA4004 FEE#HIR. £IETIES signal Y

fwpagerd .
RR:  (FEAEERF,

ICA3133 RENSH.
MR ARVUIE RS, RMARFA L.
AREIE: PUEERIFERAS) sockd

ICA3134 B0 1 AT 2 KEMR.
R FFERTAREFEMNIEE, BREFLL.
AREZ: WEERIFENEE) sockd

ICA3135 Sockd HiE - KM EEE

Oxfunction return code

fRFE: sockd 5 AR TESR 2 SR BRI — M, K RAR
FFA L,

AREIE:  HUERRH I RGN B E G 3h sockd

RO =

ICA3700 WinSocket #1i54LEIR: WinSockets# 12
fRRE UPA1k WinSocket i & AE 4R
ARMEE: b s m AR5 mBEE i Hsh sockd

ICA4000 iy - EE: #KE signal 55, £&LLg

1E...
MR HEE S ML,

ICA4001 STOP ({21t ) #/F{€h PID processid
fRRE HTHVRRRETERE R, TORHME .

ICA4002  IifsBt 1D
R BORME R

ICA4003 Fi#i2 processld7E7EA)E .
B LR T IEE,

ICA4005 %%F fwpagerd RERBFEIEIT, EFE
a#3.

PR DA R FF R T g ik Kk DT

ICA4006 SESHE id processld—REIEITHI

fwpagerd EREF.
R RAIE R SRR 1d,

ICA4007 START ( B3h) # /€A PID processid
AR fTEIFIRfE R, PORMEE.

ICA4008 TEEH SIGPIPE iZE sigignore .

FRRE LU E MR E I F S I R

ICA4009 T EEH SIGCHILD BE sigset .

MR L EMRA T E SR

ICA4010 THE B HHE.

fRRE BB LR IIE S R

ICA4011  FEEFTFERET.

MR AITITERTIT R

ICA4012 THeH SIGTERM % E sigset .

fRRE HIEDMHIE SIGTERM Al SIGINT {5 5 KL,

ICA4013 THIEEEEREFTERED.
AR MU E ST I BRI S,

ICA4014 TEIZEEET linger #EIN,
R MUEEET linger BEIHT RN,
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ICA4015 THEEEFKEZRO.
R Mk EE T B IR,

ICA4016 TREAEEEF HZEMR.
fERE: MR B A ELET LA BTV,

ICA4017 BR& servNamefdF§ TCP &£ socket
fREE YORME A,

ICA4018 REE A select() %K.

FREE PR eR O FH R

ICA4019 new_work() FEEHIR.
AR RE new_work WY P R AR,

ICA4026 e (F7) : REEN LA
MR AREHEENLA.

AREE: fdEA,

ICA4027 HiE (FF) : TEITHREZES: ermo

MR RRERIEMIIE T

ICA4028 M (7)) FRERERRFRI

errno

R ARERCEE TSR

ICA4029 HeE (F27)
fRRE RREEER L.

RREE: K4y oo B AR & K SR P SR AT AE,

TEEZEREZ T4 ermo

ICA4020 HeE (F27)
TR WREARGZR.
APEZE: KEEERFRE.

THBENREES: socket

ICA4021 EWNE R B fF 7RI & .
FRAE: TR AR 2 A o 17 IS A7 A i)
BAREE: AR RE G

ICA4022 BRI,

R WRMEE.

ICA4023 BEKRKM
FRFE: SR A DU R,

ICA4024
maxpri).

fRRE AR,
AREE: dOEedaEl. AREMN -1 5 5,

HeE (FF) : ERBHTER  (minpri -

ICA4025 & (7). SER -n BTE, ik

ML ID@carrier FIFENHI .
TR HERURAY Al R,
BREE: LR HEE.
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ICA4030 HeE (F7)

MR AREEIRERT.

THENREES: ermo

ICA4031 EW SRR R ERIEHRA.

PR DRI AR ) i F2E Ay . s 77 7 [1] L

ICA4032 BEERINAEZERT.
R WEMER. CAZEEBEIPAA,

ICA4033 FERERM. LEERE.

R JOHR R AR BB SRS,

ICA4034 HHR(D 1D LRI ICLF B AHIE
KRB AL [fromEntry] ALk

fr e

FRRE TR RN, BORIZER.

ICA4035 THEFHIIN BFxZEMAHER

mesg

MR AREAIEEIT RS,




ICA4036

REH KA [fromEntry TALES: (7
B

/ho

R USRI, BOoRIZFER. PERMEE.

IR (ID ID SRR L LR ATHIER

ICA4037 HA4EZE dumpFile (ID ID Hh4ER LR #
BUAER R B E i A %) [fromEntry] 4
ANIE#: (8.

FRRE R ANRESL RN ik i 0T i 2 S0P DUEE DU PR,

ICA4045 S ML S pagerNumberiBH TiEEA TR

=X E carrLen ,
R FIEHLS R TS A R B R DR KK,
RRPEIZ: M5 —AE s A e o E R E R S

T

ICA4038 TEES N# 3 FdumpFile
2 N PN L

RAREIE: SRSV AL

ICA4046 SMEHS pagerNumberd@H 7

defaultCarrLen UGt &K .
fRRE MEE KRR B .
AAEZ: EfE A smitty/SMIT SE8, Bafnkg K,

ICA4039
R TORMEE.

IpcKey :  OxIpcKey

ICA4047 VB I R B ST R S A S R R T E

THEAEDE.
BERE: IR & S — AN TR A
ARPEZ: EMMEA smitty/SMIT S5,

ICA4040 BET retryTime 8B EIRATIE .
FRRE: FEFRE B E W) b 10 VR i e R 2 S K

AREE: fAEGLTAS,

ICA4048 T EETFFiZE /dev/deviceName EBYIE S

FRRE RREFT TR E A B A IR I e .
RREE: MASERIERTO. SERE,

ICA4041 ZROHFIHIHEFHEFRER.
R HFSITUURRE R & TR R,

FARE%E: Ef6EH smitty/SMIT 3,

ICA4049 $TFF /dev/deviceName i %I fRIFSE,
fRRE WORMEE. AR IRRE B AT O LB AR,

ICA4042 A ATEEHEKINE.
FRRE FIEHLRITIE,

RREE: fERESTTITSF L.

ICA4050 TeeZ B RFIRERES.
AR Yol LU B R R e st 2

FAREIE: A ol i I 2 0 e AL 74 o5

ICA4043 B{E AT carrier A EEE.
MERE: AAATEAE ERRE A .

AREE: FE A smitty/SMIT g5,

ICA4051 £ numinitTries R EiX [FAGEVI IR LA E

fRERE
fRRE JRHIR S A RERIIR L.
FAREIE: e e U a0 A 74 B R ER AT 11 TR

ICA4044 BEAT carrier i%HF DTMF BEiASH.
@R HENEGEAREA DTMF HiES5H,
AROE: LA smitty/SMIT K5,

ICA4052 TEEHRFT A S pagerNumber
R ARk ST,

AREE: KA IFIFILS AT,
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ICA4053 VN Salk )l
R NHEHE R,
BAREE: KRG R R s A L 745 B A AR Ay

ICA4054 T EE¥RFTIS Emessage

R ARER(ER.

ICA4055 VSRR B S AR B 1T BT TR

.
FRRE TURH VR R g R SOCE.
AREE: LT smitty/SMIT S,

ICA4056 REERITEIE /AT carrier § DTMF £%5

(DTMFnumb,
fRFE: DTMF S0 n] AE 4 58 ot mi v 0 15 28 ) & A IE 1,
AREIZ: [EffH smitty/SMIT KH,

ICA4057  TREERIEHR.
L E i S SN 8
RPEE: (A smitty/ SMIT 3§ A8 5 23 7l 24

ICA4058 32 A ERIHL TG R .
fRRE RIS AR DGEAE 2wl B
AREE: 1] smitty/SMIT £ R E A R S4L

ICA4059 TREFRBIIE B AR HINE R .
fRRE R B ARG A AE G 5 2w el ),

AREZE: H smitty/SMIT 3K A S A A S5,

ICA4060 TEERZEFHEH id.

B AHEREFIEHL id,

AREE: ] smitty/SMIT 22 HR A A ST A5 FlE (5
NFEIBH
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ICA4061 TEREBEHAXIBEKRRILER <CR>.
MR AREAIE AT ERAEE R <CR>,
FAPmE: A smitty/SMIT 3 SR #1385 22 7l S48

ICA4062 TR ERFHAXIEK.
BB ARERkAasyERES.

FAEE: i smitty/SMIT 38k (5 2 7 25

ICA4063 numTries X EiXfG, TEEZEWRBEREL
T carrier HIEZREBIES.

fERE: SLzEE AR RN,

FRAEE: i smitty/SMIT 3EEORKEE S A /2508
i J5 Al

ICA4064 EBELT carrier IR RHAEBEEHE.
R WEHRTRER TR FEE AL, e HHK—
K.

AREE: A smitty/SMIT & HRE Al (5 A R SH0F
il 5 TR,

ICA4065 N opE ] ) o
FRRE: R R 2 N E R USRS A 1

FARmEE: 6 A 0 0 AL A R RE A R S

ICA4066 BIEAT carrier AR EFMEIZEENE
H ME AT

ik = /NS M €1 ) VAR s =3 W0

AREE: (A smitty/SMIT SRR A 5 A R SH0f
il F5 T,

ICA4067 B{5/~\] carrier &£\ receiveDataString
fRRE  EfEA R KR - S RAE B (E A,
APEZ: M/ smitty/SMIT 3£ 5RE A F A/l S 80F
i 5 P,




ICA4068 BERAT carrier TEEMERERIBETFF.
fRRE EAE A RITE b i Uk T,
AREE: (] smitty/SMIT 22 HRA A8 (5 A Rl 24

ICA4076 BETHEERLT carier &S iEMIRE.
fRRE  BIEARITERE E 2R U B i R 2,
AREE: EEREARSEORE R —K.

ICA4069 i®i¥ ConnectRetryMaxX fEHEiXBES
BHEMZEEF L Fcarrier,

R WRIE(EAFIE, RS IERE

ICA4070 4 maxTotalTries)k &iFiEE Rt LM,

FrABkit ZiEIEAF] carrier BIER.
R E— R E AR R E A,
BARAEE: KBEEEARSEORE R — K,

ICA4071 HiE (BF) : TeIBEEATERSER

7 errno,
B RN AR N TR,

ICA4072 M (FJF) : FEERMBARATERL

&: errno,

ICA4077 HHEWRISREEFEAT carrier FI4RLEE
AR,
FRRE:  WAE AR IOHE LAk S ) AR R AT i R

RREE: Al A S HormE il — K,

ICA4073 retryCount XEiXfg, ZFEMH
phoneNumbei&E {52 8] carrier BIEHEE

BRM.
R HdRIERRIL

AREE: (7] smitty/SMIT 2Bl A 8 il ik 25 1% 12
MIEAE AR SR

ICA4074 numTries X EiXfG, RBEEWIIREEE

NF] carrier B 1D 127R.
MRRE MELATEW 1D SRS TT IR R,
AREE: #iilffEa M TeleAlphanumerichi,

ICA4075 FIEELNT carrier JEHRT, BEHE.
R MEEHRAREE TR 2 kL.

AREE: ] smitty/SMIT £k (E A ml S5k,

ICA4078 TREGIESL.
S K /A B NeT b i TREA 85
FAEE: i smitty/SMIT 32 A Al 5 A 7 S5

ICA4079 BIET] carrier ZAEXEEREB(EHM
N o

MR MR AL B A R XE.
RPEE: {EH smitty/SMIT 3R 208 7 2 7 241

ICA4080 BIEAT carrier 7E15 B %1% B8] 38 8 W
%

o

FRRE: E (A IS B AL i i T

RREE: KAl (52 w2 5O il i 98 a4 20 0 16 547
.
ICA4081 BIEAT carrier EHARKE ST

ID,

EEEEREEEAT carier i, BIEH
.

R EERRER TR ZERE LA,

APE%: i smitty/SMIT 3536 25 A [ S50
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ICA4083 maxTries X EXGZEZEWEIKBERE

AT carrier HIBIAMER.
FRER: LR (5 2 T TE R A e S BN U 0 £
A.
RARFEE: 1 smitty/SMIT 3k Al 524 ml B4,
AL LAY Bl B

ICA4084 T EERI%E <EOT>.
fRRE AR 4 R RE RS <EOT>,

FARMEIE: A e e U 5 e M 46 AL 74 5

ICA4085 TEEIEWXT <EOT> BYNmAL.
R JAHIfR RS A RERIRE <EOT> [y,
FREIE: KA R v 2 4 B A LR AL T4 S

ICA4091 Hr& 4 defaultFile HEE lineNumber{T

FEIMRREFRE,
FRRE (B A SO — D TR B
FREE: 5 FRaE 5 2w e e S

ICA4092 szt defaultFile FHE lineNumber{T

FHELVRIBHRAE.
FRRE: A 2 R A SO — A TE R B LA
FREIE: R 5 2 w8l e S rr,

ICA4093 A defaultFile 188 lineNumber{T

FELMHFBREE.
PR E (B SO — A TR AT AR A
FREE: 5 FRaE 2w e e s

ICA4086 BT carrier ZHX <EOT> {EH A

18
Ez.
FRRE AR A FIARE X WA IE 1Y KR AR i R

FREIE: AR 5 2 7 A 2RI i 8 1 4.

Br& Sz defaultFile & lineNumberdT
FELHHIELAE.

FRRE A B SO — A TE R 5 AR LA
FREIE: B 5 2 w5 e S r

ICA4094

ICA4087 BERAT carrier ERNEHERETEE
W A Im s .

PRRE AR 2 W) AN RE X Ak (Y KR R R

ICA4095 A defaultFile 188 lineNumber{T

HETREMIFIE tag id .
WRRE: S0 A RSO — M TEAL I

FAAEE: il smitty/SMIT 38k 255 23 7l 250 FREZ: R 15 A w50 P S
ICA4088 TEEFTFFERA L defaultPathname ICA4096 SHMBBRER.

FRAE TR 5 B SO T RE AN AT B S IR Y T
L,

RREE: A SRRV AL,

ICA4089 st defaultPathnameR5ess,
i = il A R s i R e S Bt T &
AREE: AT smitty/SMIT g8,

ICA4090 & defaultPathnamep &

lineNumber {TIEEE LR BIINERITE
fRRE B A FEIEE SR — T ANERIT .
AREZ:  HFREE A m 51z SO,
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R PR R

ICA4097 HiE (F7) : FeEtIRBREARIER. A
o),

fRRE TAERY RGN AE ],

ICA4098 HeE (7). FEREATNH

carrierFile FfH .
R S RVBE SO — ST
AREE: KA w Bds e SCrm TR,




ICA4099 HiE (/7). TeeRkBE IPC £
errno,
ICA4100 HiE (£F): THRAUBRERIE. THER

AMTFiEE .
fRRE AR RS IR A ],

ICA4101 HeE (ilifionr) . REERIET,
page_g_err: pageQEr:
ICA4102 HiE (FF) : TeegEX

SIGTERM/SIGINT EE/y#EIE: errno,
AR RERGANIR,

ICA4108 £ lineNumber {TTEFER FIERIT.
fRRE EIE AR B SR AR,

RREE: Rl 2 w8 RSO i TR I,

ICA4109 £ lineNumber{TTR&EREFS.
fRRE S A RIVBAE SRR T A,
AREE: KA m B e SCrm T sU7 3,

ICA4103 HiE (F/F) : TeeiZEBELAT carrier
pEE ST =T
fERE  REEX BRI .

BREIE: A HT O E G TR .

ICA4104 BEAT] carrier JERID tag E5k.

B ERFERMERGEE, —MMRICT RN EER, A
BGEES

FAREZ: 7 R R A B SR TR AT

ICA4105 BIEAT carrier WREDRE—1THBIES

.
22 S U R AN D R N TR T
RAEIE: I smitty/ SMIT SIS IS 5719,

ICA4106 REEFTFFL{E CarrierFileName
fRRE IS A FVEE SO A E.

RAREIE:  WRAAAE, @A smity/SMIT 3k e
H—1

ICA4107 £ lineNumber{TX{€.
fRRE AR A RV BE R SRR AT KK
AREE:  KAs s a5 e SCrE TR0 T.

ICA4110 BIEAT carrier TRHBEE.

FRRE RNREDV ST H 6 S 2 R,

AREE: KaE A a ma 8.
ICA4111 THRERMBEARZEIE.

R ARERINER AR BISIR.
RREE: A w A ARG S,

ICA4112 £ lineNumber{THIBEE AR BELIF K.
R HEARABRER,
APEZ: 7] smitty/SMIT 3% 5 SEE ME S A,

ICA4113  TREEAEREEFIFERAR:
2 N S i CUSUFIE I

APEE: Al w AR S S Y,

carrier,

ICA4114 % lineNumber{TAIE K.
fRRE: EAEAFREEE S RB A AT KK,
ARmEE:  H5REE A FEE SR K AT,

ICA4115 ZREEE lineNumber {THHIEEHRIC tag.
R BB EE R
BAREE:  MOlfEA a5 e SCrmBR =2 bR,

ICA4116 & lineNumber{TH{EREFELE.
R MISATE,
AREE: ] smitty/SMIT 3HEALES [F B iR A,
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ICA4117 % lineNumber {THHEVRRE Y
Yes. N 3 No .,
B UFBHE Y., Yes N i No,
AREZ: A smitty/SMIT 387 sl 58 shoA 5m %t
1,
ICA4118 % lineNumber {THREEVRATE.
R YT BAMIUEIERL
FBAEE: i smitty/SMIT 32808 2 (f S 1F 5o/,
ICA4119 & lineNumber {THH{E T

fRRE (AR EAT LB E T A,

ARPEZ:  fiF smitty/SMIT 325k (A,

ICA4120 BIEAT name TFEMEE

i3 S K G LI /A

APREEZ: 1 smitty/SMIT 3EHRE AR EE A
Al

ICA4121 TEERMBELATZEIE.

fREE ARREES A AW B SIS,
RREE: A 2w A Rk

ICA4122 ZB&E lineNumber {THRIEEHRIC tag.
R fEEEAR T EL R,
AREZ: Wk s g ErEEAr Ty

ICA4123 HEE (FF): TS IPC S

errNo
fERE R RRERTE IPC 4.
ICA4124 HsE ( : JEBA G B IR

pagqurr .
TR BT RREIRBAAY,
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ICA4125 count PRABIIR,
R WEMEE.

ICA4126 HgE=a D id HiEE.

MR WRMER.

ICA4127 ID id RTEBAFIHR.
B WEEH.

ICA4128 Mg (F57) 0 iXEMER 1D id RIHIEE
= pagegErr .

iR Sl R MERBASIEY 1D |

ICA4129 ZHR:
ptr.

R (UONPORME R

entryKey IR A @ ptr:

ICA4130 BHI R RS
R JHRIR A bR B

ICA4131 ZF: modemName
R R R I .

ICA4132 Init ( #13R1%)
R HIE RS B

initString

ICA4133 w4 A command

SR LR EErZ GRS

ICA4134 WYL

FRRE IR AR R R R

Oxterminator

ICA4135 #5: dial

SRR LR E RN R IA IS




ICA4136 ¥ SEE: pause
fRRE PRI R R

ICA4147 AEFRERERICR: ) rxd->
ik = ) A Er R =R A = S W

ICA4137  # # dialb
R RIS A I B

ICA4138 ¥ * dialstar
R PRI IR R

ICA4148 AHIRERERIER: WAITFOR(ICRFRIH

#
FRRE AR U 4 £ S SRS R

ICA4139 $E#2: hangup
R WA &GS R

ICA4140 BRI S ImAL: validCommandresp
RRE RIS IS B

ICA4141 BEREEE: validConnect
fRRE IR R R

ICA4142 [&: echo
R NIRRT IR A

ICA4143 RAHIFRARERIZFE: PUTS(d) txd->

outStr
R SRR E S S E R,

ICA4144 EHIRIAZREIEKIERE: PUTC(d) txd->

outStr
R WHIfE RS 5 sc 5 B

ICA4149 THENEFIES.

f#¥E: 70 SIGCHLD f5 5.

ICA4150 TgREHFES.
% GJF SIGCHLD f5%.

ICA4151 B EEHHE filePathname RTETE.

MR BORMER.

ICA4152 TEEFTH#IL BB filePathname,
RRE TRMEE.

ICA4153 M EENCE filePathname BT A .
fRRE: USSR — AT

ICA4154 MBI filePathname& B It BRI

i
MR BORME R

ICA4155 MBS filePathname A=,

MR WRMER.

ICA4145 WEHIFERREILIER: GET rxd-> i
HEF

fRRE PAmIR RS S B E B

ICA4156 B filePathnameZ lineNumber

(TR SEIRRHIHIAL address Z2BEE.
IR BRI A — SRR, VR,

ICA4146 BHIRASRERIEFE: INPUTGE R IHA
fRRE TR ESE TG R,

MBI filePathnameZE lineNumber
ITEEEIRER, ZBE.
R PUBIIU S SRR, WREME R

ICA4157
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ICA4158 M EEIE filePathnamesE lineNumber
ITZEER ZEE.

fRRE RRsiUFRAER. BRMEE.

ICA4159 M BEN4E filePathnameZE lineNumber
ITRIIHE ZBEE.

MR PURSSUFE S SRR, WRMER.

ICA4160 SR filePathnamedr count &£EEH
#aE.

MR BORMER.

ICA4161 HeE (/7)) HIMKSHELEFRIR.
fRRE - ITAKRZ TR, L fE 2 F R R
52 SCOUHA — B TC R A I 2 R A XA R L.

MAPREE: A smitty/SMI S RS A2 5 24 ] Kidle 50
PR D il el < SO

ICA4162 FHIEBAEHITES ermo.
fRFE TRERLHEIR.

ICA4163 HE (ermo) 1 FHETEECIEFIHTE:
BFH.

fRRE  TRERGHIR

ICA4164 TREGIEFIFERFER AR
FRRE NEREE T AR R

ICA4165 SIEBE AT carrierFile H4E.
B EEA R IR A — R,

RPEE: EE ) smitty/SMI SR 5 20 R 2o
JE S

ICA4166 AEHMEE. IPC Z4AR: OxlpcKey.
R PORMEAR.
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ICA4167 T BECIERLT) page_q_err: pageQert
R Y=L AT 2R

ICA4168 £ time BRI IR BEIC4E.
R YORME A

ICA4169 5kB objfrom 17 BRI -p priority
numPager

MR BORMER.

ICA4170 kB from {5 ERILESR -p priority
alpaPage@carrier

MR BORMER.

ICA4171 k8 from {7 ERILELR -p priority -n
numPager @carrier

MR BORMER.

ICA4172 I EHLLE.
MR WRMER. FRRMOrETR.

ICA4173 TEEB NI B3 warmstrtFile,
BRSSO T RERAFTE.

ICA4174 kH use@host B time
STATUS-REQUEST

MR BRIRSIRE L.

ICA4175 3kH use@host B time
SUMMARY-REQUEST

fRRE R ELERAE .

ICA4176 count MRS .
R VIS SIEHLBAS ) A A T,

ICA4177  Oldest Li: 7 time BHEULE] ID id .
fRRE SR BB i L i AT




ICA4178 VRBEMEEFHEENE.

MR TRERGHIR

ICA4189 THERE PAGE_Q ES
R TTRERSANIR,

ICA4179 ¥V EARRNFREMEENRE.
R TREARSHR,

ICA4180 7£ page_q_print() ARAEEXE PAGE_Q

{£8: errno,

MR TRERGGE IR

ICA4190 1E page_q_create() HARBEHIIAIL

PAGE_Q {§%5: errno,
MRRE: TIRERGLENIR.

ICA4181 £ page_q_print() FRAEEFTIF PAGE_Q

{£5: errno,

fRRE WRERZHR.

ICA4182 $53E headLink-> =& ID: id.
AR WEMER.

ICA4183 5EZR: priority.
R TRMEA.

ICA4184 A~ A: name
MR BORMEE.

ICA4185 @IS/ F]: carrier,
R WEMEA.

ICA4186
R BORMEER.

{58 (Mesg ) : message

ICA4187 TEEBEIEE RAM : errno,
fRRE TRERSIEIR.

ICA4188 TREBZIFMEYEEZ RAM : errno,
MR WRERSH R

ICA4191 ¥ page_g_create() HAEEIEE

PAGE_Q {§%5: errno.
MRFE WTRERGUAHT IR,

ICA4192 7£ page_qg_empty() HRAEEFRH

PAGE_Q {55: ermo.
MRRE: TRERGER.

ICA4193 7£ page_g_empty() FRABEFTIF

PAGE_Q {§%5: errno,
MR WTRERGUAAIR.

ICA4194 # page_g_enq( namemessage FA~EE

[l PAGE_Q {§%5: errno.
R TTRERSANIR,

ICA4195 7 page_q_enq() FREEFTFF PAGE_Q

E8: errno.

fRRE WRERZHR.

ICA4196 page_g_enq(): ID(id) 52k (priority)

4 A(namg f&E (message

MR BORMER.

ICA4197 7£ page_g_head() FAEEXRH PAGE_Q
{£5: errmno,

fRRE WTRERSLHR.

ICA4198 7 page_g_head() HAEEFTFF PAGE_Q

2 errno.

fREE WRERGHIR
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ICA4199 £ page_q_first() HAEEXHA PAGE_Q

{£5: errno,

fRRE WRERLZHEIR.

ICA4209 7 page_q_deq() HAEETH PAGE_Q

{£8: errno,

MR WRERLHR.

ICA4200 7 page_q_first() FRAEEFTHF PAGE_Q

8 errno.

fREE ARERSEIR

ICA4210 page q_del() : ID(id) ¥k (priority) 4

A(namg {52 (message
fRRE WORME K.

ICA4201 7 page_g_next) HAEEXHF PAGE_Q
{5 errno.

MR WHRERLLHR.

ICA4211 7£ page_q_walk() AAREEXHA PAGE_Q
{£8: errno,

MR TRERS IR

ICA4202 £ page_g_next() FAREEFTFHF PAGE_Q

{£5: errno,

fREE RERSER.

ICA4212 7 page_q_walk() HAREEFTFH PAGE_Q

{£5: ermo,

MR WRERLLHR.

ICA4203 7 page_q_tail) HAREEXH PAGE_Q
{8 errno.

fRRE WTRERLLHR.

ICA4204 £ page_qg_tail) HAEEFTH PAGE_Q

{£8: errno,

MR WRERLHE R,

ICA4205 7 page_qg_del() AAEEXH PAGE_Q

8 errno.

MR ARERSEIR

ICA4206 7£ page_qg_del() AAEEFTHF PAGE_Q

{8 errno.

MR WHRERLSHR.

ICA4207 page_g_del( ID).
R HGER.

ICA4208 7 page_q_deq() FREEXEM PAGE_Q

{8 errno.

fRRE WRERLHR.
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ICA4213  PAGE_Q .
fRRE SIPPASIE .

RREE: o —2)LAETIE,

ICA4300 RS,
R Ry,

ICA4301 VIR LA HI AR 28

FRRE: DG B8 0 s A DR T e )

ICA4302  #%5 ..
AR RHIESD.

ICA4303 LEEE.

FRRE PRI i,

ICA4304 CONNECTED # /¥

FRRE DU /R B D B (DA 59).

ICA4305  CONNECTED!!!I!
fERE CLIEREE| FF IR AT R R




ICA4306 BEXRBIHALIRER.
R A UE SRR, %R "ID="

ICA4307 #R OK.....

MR LAY "ID=" |

ICA4308 EEEHAXEK.

fERE: kKi% D 1 SST 2T 5540 F

ICA4309 RZEEHARIBFK ... OK!

fERE AT [p; [, ORI I

ICA4310 EEHER
B RRHEER

ICA4311  EF4ER
MR HREIA

ICA4312 R Ack . SMERKIN.
ICA4313 ZEUWE Nak , BXAkER. 2 NakTries

b/
fRRE HlE] Nak . FOPHLR R R FFAGE.

ICA4314 ESNIEHE. BrkiER. 2K

RsTriesi&.,

fREE HASAHINGE,  HEB

ICA4315 BIEARILILERE.

S VA L E VA SR S AL B

ICA4350 fwpage [carrier= "..."] [modem="..."]

[ID="..."] [msg="..."]
R fwpage 1Y L. RASHOFHIA—K.

ICAd351  STHATEE

B KEXHEEGHELERNERET. carriers.cfg
modems.cfgfll pager.cfg WA 7EH FH1Z Y A A .

ICA4352 What S ERKIE.

R P Bl TGO, EXHEATETRS AR, AN
JEtE N 1ZiET GUI i A,

ICA4353 What XK, BREEARRHIR—RK

MR What 28K, 4% E I Al — 0.

ICA4354 What H .

fERE WURVERARSRHAE, ARUMIETE: 600, 1200,
2400 4800 9600 1440Q  UNSRBIENL(EEFAY) H A,
BRIETE: 7. 8 . WEREIOHEE, AR
1. 2, WRANEBITRIS AL, WANEOURET. WRT
WEJr kA, AR TAP | IR SEHL ID Ol
B, R NE AT, WURA MR, AR
PEIR: O(@F %D, E(EED). N(K). SE#K). M(Frid).
WE COM i 1 Hi4S, ARIEDE: COML COM2 ...
ZAHY COM 3 R /NT 10 . WNSRAE BT AL,
K (s BB B S 5 A R R AT

ICA4355 7£ where RiZES#ATH .

fRRE JUAE (where) FIXEZM.  KASHOFHIA—
K.

ICA4356 £ WhenBf, COM BEiE$EIR.

fRRE: COM e, i A VA il it ] ] o -3 —
K.

ICA4357 £ WhereBf, COM #OS4ER.

BT COM i B4R,

ICA4358 %8 What BfH &
R WE What fRHMEE R, KA HE U IR

.

ICA4359 £ Where 6B R SWZXAAE. BF

SELILE ...

R 2fE 60 4r4hN 60 KETIF COM i, APk
W AR AEOL, A AR RS, 2HlAE 1000 Bh N
10 WA FIFILE R, &RbRM,  IREXAEAL, I
AR R AT RE KT,

WA FE - 101



ICA4360 BEATRESHPEERINERS

*pCarrierPhoneNum
R AL A SRR — SRR A,
A5 i f sl — K.

ICA4361 BE FPREENESBEREREE

RzZNF 2400,
fRRE X RUR A, SR AR A IR g A ek 2
WRCE N/ 2400

ICA4362 ToiE R R IR 25

FRRE S AR AR R % 00 46 AL A BB OF PRI —

ICA4363 IR R IR E A H 5.
FRTE: VR VR s A i

ICA4369 REZKEHE. FELLE ..
MR RZHSLMEHR, REL L=

ICA4370 EWEKZH Nak , RHLILER

MR ASIFULEE R I K2 Nak, FHZ IR
it

8RS

ICA4371 COM im0 L& m# w448 szComPort

jR[E Error Number,

R BAESHORE K

ICA4372 BHRERROERER. ...

ReturnMessage
R R K& B, HOREE,
A, ke, T LREE,

T fE 2

ICA4364 tries KX FTHF COM EORTHEE. 7 1
NHAEIR

fR%E:  fJJT COM imO4fi. WS — A BFEEEH
B, 185 A 3sER

ICA4365 tries XERXEEIIERM. £ 1 HHHE

o
FRRE SR UG, A A IE SR SO DU i D A S A

ICA4366 SEXK, BEET

R HE-EE FERERK, BELEGE.

ICA4367 BRAGEKEERZENRIBENE:

msg-length
MR O e R B R T ERE X(80), FTI&E
(RUNEISRIS EIF SN =N

ICA4368 HL1T: Where H5&

fBRE: WURFTIF COM i i 4s, ANl & Al — k.
IR COM i s, MRS, nRiERE COM
w A, WM RGN, R kEES A mE, R
WS MmAME, BEERTE Haye eaEImRRE. g
Kk D R, AT TIRALN RS SR TAP B
WK%k H SRR A, A T IEUUIR S TAE R IE
W, WR A B, KT H RSO R MR A,
TSR 7R A 68 D0 TG ik DA SR ATL AR R R B 7 A
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ICA4373 (function namg 3k BiFHIfFASESEEL

BRRMEEAH:  charl, char2,
MERE 1%A5 BARE TR R A R A S AR 2 R A R,
Al Firewall (93 W IIREARGEIR S,  charl fl char2 sy
e 2 NFRFM ascii (F/SsEf) D,
AREE: LA RS E 25 2 20m 5 A | DU E AR A
W B SRS, il A .

ICA5005 SKIT #EEk. REREE: return

code

R ZRERTHRRN, MR SKIT &[E Y,

ICA5014 EE PR ERR S22 O server port

#
fBRE: WoRR sslretd AL E 19 05,

ICA5015 M chpQchplchp2chp3 iEsiEiE

R BRFE LN P Hidl.

ICA5017 TEFRBREEEF. AY

skit_secure_soc_init retcode  J4:
function retcode

fEF% 4 skit_secure_soc_init($eit, LIk RLeE
BT,




ICA5018 ERANMERESE cipher specs £

specl spec2 spec3

MR WRE MR,

ICA5031 RCTLoginPhase FRRJREL

skit_secure_soc_write  H%&.

fR%%: skit_secure_soc_write(JE 5 S B B 2R L,

ICAS019 TEEFEIZ A Homenet IP i,

R ShBduEAR I,

ICA5035 FTRHIRHIEK.

PR TEBOERAGE R ek,

ICA5020 TEEFTFIZTEE PR F .
B3 U4 letc/security/resfile.cfghn] H,

RAREIE: SRR,

ICA5067 BUELTHEEER.

MR HREAEE AR,

ICA5021 K AE keyword XgEF.
%% S0 letc/security/resfile.cfglt I G A

ARAEZ: KAIHFFEIE /etc/security/rcsfile.cfy

ICA5078 315 SvrReqHandler() HFEIRAIAIER
FRRE: PRI B R RE T B A SR R H: 22

ICA5024 BITTFEIT 4 FREREL

skit_secure_soc_write() H$&.

#R%%:  skit_secure_soc_write(JE I BT FE T 2k .

ICA5082 BERLEEF IDRBED .

fRRE A% ID CARRE S AORRIE BT T

ICA5086 ID: userid XEN .
R M ID R KL EAREAE.

ICA5025 ACKClient() FRHJEH

skit_secure_soc_write() H%&.

R ACKClient() 47 2 )7 1Y eR A

skit_secure_soc_write(J I,

ICA5087 "userid BIAIESRTY .

MR X ID AUERNE,

ICA5026 W7 Z P PHLIEI R 3R [

i,
FRRE NIZBITRR P IO % 7 BB oR TR 2] (3 [2] 65,

ICA5027 WHITTFE 7 2 B & PR R 58 1R1E K B
iR[EAG,

FRRE IO PR (o] A 3 B b i R A

ICA5089 IhEE rcFilterClear() kM. IR[EADZE & [
4.

f#%%:  rcFilterClear() A 1% 1]l 5 g,

ARE%: A IPSEC LAN & AhFR, X bp= i RaE st
17,

ICA5090 BREL rcFilterinit() kM. IR[ERDR & 5] 47

fE%E:  rcFilterInit() 77 1% [ 5 2K 1,

ICA5028 THMERIEK.

RREE ESRIRAS BRI UTeRk.

ICA5030 REZIEREF ID: mFEF S 1D
R N ID X B KEEL R R A,

AREE: EIEZTRE L.

ICA5091

S

K% TunnelUp() FBEETTAIHITI M
S,

MR WRHY AT S ATRAEUEAT system() IR .

ICA5092 ABEM recoverstash ER#EE RS 2RIZ4$A
E7 N m

fERE:  AREM stash SCHHRE H AR D 4,
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ICA8001 SYSLOG/udp: FEIRRE
ICA8002 PR LB - iR E, ermo2 =

Oxerrno2

fRRE AHZOE, [l syslogd RAEHTHE & k. errno
15 BRI e 28R 45 B B .

APEZE: KRARGETR. ZEEFA: #F ermo 5
SR RE R MR A

ICA8004 AF_INET EEF FRMHEIR, \ slogd
BLrRBYRERT
ICA8006 FENL R ZFR \"priority\”

FRRE JEMC BOCHF P IR BRI SE R A PR TR,

RPREE: KRRGETH. RGBT HAERE
.
ICAB007  SkAMEMELZFR \"facility”

FRRE TEMC B SCIF P HR ) I Bt 44 PR AL

ARE%E: KRRSGEFL, RAERFR: KEREX
.
ICA8008 I #CRsRE SYSLOG@ FHL4RIE

=|

o e

R syslog #f RALFACE LB &K syslog {7 B AL F
P A L A VI, AR JEH A3 BB A A 2 R4
(syslog fi§ R P IEAEH: iz fTHy ) f9H.

ARAE%: J SystemProgrammer TG

ICA8009 SYSLOGD #HEEHS MEH

f#%%:  syslog K REFHWE —MES, i syslog K R 2
PR,

FAPEZ: I SystemProgrammer Tt

ICA8010 SYSLOGD ZE#H/Ezh

ICA8012 SYSLOGD Fi%kid&%| SMF - error_text

MR TERCRSA SMF IR, S SCAE BB
FERR R B L.

RAREE: KARGET. RGBT TSR
i BokWE SMF 5 A KM JEK.
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ICA8013 EHEERERY RO =

Oxreturn_code

MR 42 Firewall WAZUER BB syslogd JEAEIT i
B, R [ERGHEEAGE T T U RRR A IR AR [E R S

.

AREE: KRRARFR. RARFL: KR4EEA
B,
ICA8014  SYSLOGD ifMIERE T ARENEIR

(-startup_option
fRRE Y EA3h syslogd i R LR Hi4h. syslogd # A
SCRFR E BRI,

AREE: WARhESFE A8 syslogd i R T,
RGRET 0 ARV AE, BRRLEB A G,

ICA8015 BLE X4 (config_daty Fc3x

fRRE BN SYSLOG Jit & 3OS B 1 I
B

RAPEIE: A E AN BOFEH S syslogd 15 7
. RGARF O WERMBNAAAE, BARLEE AN,

ICA8016 XMFERIREERY - i

PR AT HEE LA 109 E DI RE N H 66,
Je RS AIE 2R £ L L,

RAmE: Wik E & iR, R m sy
e, WHRRRF AR, RARTF R QR WS 17
e, BKARAEB AR,

errno {5 &,

ICA8050 R KM, error_text

R EPUTE B BRI RERT B R AR, AR
HE s BRSO R4

BREZE: WIEEBPIEEmER, mRTEE, b H il
fE.

ICA8051 PRSI JR[E1AY = Oxreturn_code

fRRE EPUT R B BRI RERH B E $ IR, AR R
ok E 4 E IR YR (8] f5,

AREE: EIEFRBREEMNSER, DR, HER
fE.




ICA8052 FWSTACKD 7E4 stack nameffigidiE 88

igx.
fBFE  FWSTACKD IFEfFE 2 G fad e a0 5.
REGERN BFYks:,

ICA8053 FWSTACKD A gEh stack nameligitiE

#2=i0R.  error_text

FRRE ORMTS BLd DB ARICSR, TSR A B B A £ 17 B it
.

RERM: KARITIEIES LR,

AREZ: N 0EEREIEMSD, REM fwlilter
cmd=startlog  HHH G T IE ALK,

ICA8058 FWSTACKD 24 stack namez FrigligikiE
EX.

BT FWSTACKD IEAEZIR E WIS £ Rge s b 3
S SERSE

REGRN: FRITARLE.

ICA8059 FWSTACKD AgEA stack_nameE Fidig

BEIEE N . error_text
BRRE ORBUGREE E S, TR BT BB Y A R B i
RERR: W E CRRERE.

APEEZ: 8 REEREIES R, ARFM fwtunnl
cmd=activate T B E RRIE 2 .

ICA8054 FWSTACKD 74 stack_nameifig NAT

8%,

fERE:  FWSTACKD IEFES# S M 2% Hudik 45 e (NAT) IC
X,

RERE:  BFYkLL

ICA8060 FWSTACKD 34 stack nameigidigsefn

Socks #M|.

f#¥E:. FWSTACKD F#EZfi0E i ne g MU AT Socks
TR 24 i i B

RERR:  RIF4kLL.

ICA8055 FWSTACKD A gEA stack_nameflid

NAT i2%. error_text
FRRE RRBMOG LS A LA (NAT) ISR, 5 R A B I 11
PAE B U,
RGERRFL: B ARPAT S I 10 5%

AREZ: MM REEREIESR, REM fwnat
cmd=startlog  F TR M 2% M ik 40 %

ICA8056 FWSTACKD 3 stack name#iE NAT,
fEFE:  FWSTACKD IE7EZ2IR 0N W 25 H bk 2 4 (NAT).

ICA8061 FWSTACKD A gt stack nameigidis

22%0 Socks #M|. error_text
fRRE: KRBT IESH A Socks ML, Tt R TE BBl 1Y) 65
WRAE B,
RGERRE: BRI A R K A m, T
HENTA BN,
ARPEZ: fHERGEEREIER R, REMH fwfilter
cmd=update FHEIGE LI IERR A Socks B,

ICA8057 FWSTACKD A gEA stack_nameflid

NAT. error_text

FRRE RAESIS A LA B (NAT), IS AR B B R B % £
B,

BRGEREL B ARIAT R4 e e

RAPEE: iR GERTIERR, %KAM fwnat
cmd=update  F H I 2% Hudi 5 4.

ICA8062 FWSTACKD 34 stack nameig

RealAudio Fi%.
f#¥E: FWSTACKD [EfE2iRi%iE RealAudio 37 #F,

ICA8063 FWSTACKD AgEA stack_nameflii

RealAudio 3Z#. error_text
fRFE RIS RealAudio SzHF, i RITE B RE 1 45 1R 15 B
PiHA,
Z% R RealAudio il 45 AT .

AREE: R EERRRER, A5 fwaudio
cmd=change HEHri#i% RealAudiq
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ICA8064 PRAC KM error_text
R APUTE PR E RN RER BB IR, AR IR
HEAE B AR SO R,

AREE: WIEFEPRRENHER, WeRTEE, 6 Eils
fE.

ICA9000 IBM Firewall £ number XFIEfLER.
AR PRI IR BIA IS E &,

ICA9001  THRAEEMHEREL -

ZS

MR fwischk TE3CIF RGP KRE 1 ER
Ji#.

E UL

- TRTERY B

ICA9002 F—REEEE %1$d &

fRRE HEMNEAAUEM A ALG B 5D EN, |
AIX syslogd L5 B, FEX ARG B LUGE H 2R A e ig
KA, %05 BUIUREMTS real syslogdfs B MG .

ICA9003 HEEERSHLXAA name INERK.
FRRE FW OB MRS & A GRS E R .
RAREIE: g FW R B G,

ICA9004 HEREMRS R EX AR name MER ).
fERE FW LB A A Ak T3 M .

ICA9005 JBnEE EARSSES.
B WERSHE S,

ICA9006 KA EIEE ERRSSE.
MR WMERSHEWAL,

ICA9007 ERRERSHBEEFTHAEREER.

FRRE AR BN A5 A A A E B H R T RE
K,

RREE: EmEn FW R B G
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ICA9008 A BREE getpeername() kM H

£ errno,
R MERS A ITEARE P EE.
RRPEIZ: HmEr FW S H G,

ICA9009 EFEEL B AR SSEE getsockname() kI

HEE errno,
B MERSHLEAITESNEA.
AREIZ: EmErN FW S H %,

ICA9010 IiEE BRI BUE R R E R R
MR BERS R T EARLER R A,
AREE: EmER FW 5,

ICA9011 B EREBLEHITIEIEERE .

fRRE MOEMSSAVE A SRR E S A local=yesi &,
HE PR & 1.

RAREIE: g FW e B G,

ICA9012 IEA B AR S R IEERUEMHE XK
fRRE OB RS R e SR R P R RE B,
AREE: EmEN FW ST R %,

ICA9013 IAEE B AR S RS B R IEREREAHE K.
BB IR HEAE A,
AREIZ: &R FW S G,

ICA9014 mERERSRLEEEEE.
R B MSSHRARE MU E QI .
AREIZ: EmErN FW S H %,

ICA9015 iEE ERR SRS TR B HE.
fERE MRS AR A E A AR,
AREE: EnEH Fw 8 HE G,




ICA9016 J2% EFM BRERF.
AR OB kEE a8 EFM K RRET,

ICA9017 *HF EFM #RIERF; rc = value,
fBTE: EFM K RFEFar 5 2R F A L.

ICA9026 7 time BY, W ZEISRERGNEE machine
H user fEIXIEK.

FRRE AL SRAEAESR SE I A] 5 30,

ICA9018 EFM BREFLTETFEERZ.

fRRE EFM WREFMEAN — 82 F R H AT RE:
e

FAEE: W FW A A,

ICA9027 EFEL function KRS filename FINZE
fEEIER.

fRRE ELRARE RS,

ICA9020 EEETHAR ID Tk,
B KEEARSDYSIEEZIT A, D,
BAAEE: GG FW & G,

ICA9028 H user BEIRZERXIE machine BEIE
BEXK.

FRRE RS A,

ICA9029 HiRiERE®R, 1RMEASA returncode.,
R POSEAED 5.

ICA9021 B MIEAR L logon AKX,
fRFE DT KBS AR TSR AR,
AROZ: EmEr Fw 8 HE G,

ICA9030 7 time BY, EUWZE|SREPRFMIE machine
B user HiAEK.

FRRE WG BRAEAESR SE I 18] 5 30,

ICA9022 user L logon A IER MIE EIFMER R

i3: 0P
RRRE LN A AR A E Oy A
RAREIE: G FW e B G,

ICA9023  Fik#EN EFM DLL,
B LA efm dil,
AREIE: EER FW SR G,

ICA9024 i user BIIRZERNIE machine BIfEiE
BEXK.

2= S LSS i ()

ICA9025 fERIERE®R, RMEEA returncode.
i S S L (R

ICA9031 EFBGERERE function, RERYA

returncode .

PR ST E R RS

ICA9032 NAT EB7E date time A E 3.

fERE NAT [iCHC AR

ICA9033 NAT (L5 versionreleas¢ £ date

time BF#1IR1L .
R Ay kEE NAT S2H,

ICA9034 NAT sZi%7E date time BTEEHL.
fRRE O NAT SCH,

ICA9035 NAT FgehLR4it Secured IP Address

SEEEMAIMIL.

FRRE ORI s BE T L, B AR
L4 UL
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ICA9036 NAT 2 ;EMaoihit Registered IP

Address TR E it .
fRRE BuE Ml Z E M 1P ki,

ICA9037 B NIEIE 7 time and_datek B ZhE 3.

fB%%:  Firewall WG FE ] Updatelnterfaces() £
fih % Firewall #0304 fwadpt.cfg (1 E 35 5.

RGERRN: T
ARPEZ: T

ICA9038 O addressE A Firewall B &A1

fREE: HIH A T kML E Firewall config SO
fwadpt.cfg H 51|, {H1E TCP bk RIEE], FILHN
config S BE,

RERR: T
APEZE: &

ICA9039 0 addressE2HFMZE Firewall FE.

B FIHM TR hEAE TCP etk 8 T, (HIE
Firewall config SCff fwadpt.cfg HR#F], FEILERERME
config L.

BRERR: T
APEZE T

ICA9040 #0O address#ERYM oldmask EZZ|

newmask

fRFE:  fwadpt.cfg SCAFrH RS S8 1F 23R R, IE
RS 7 BEAE fwadpt.cfg SCIFH E HUHT.

RGERRN: T
ARPEZ: T

ICA9041 ZHlsE bR E®EEA.
fRRE LA LA R EE R .
RgRE: T
APEE: &k
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ICA9042 NAT HEIT{EHEX3f—1iit many-to-one

addressi#ig.

R NAT TR BRI ERY. it 2
0, XIE7RZ X —HeA i ARG sh.

ReERM: T
ARPEZE: X

ICA9043 NAT KReemHIRERD rc #IEK.
fRFE: NAT KREw A1 B ARG shi.
BHERRE: JC NAT SRECK B .

BREZ: WEMASEE NAT MR8, 56 R B HE
WIHEOREIEE, MRMBARME, 5 1BM Rk
A,

ICA9044  FEHL NAT.
FERE: NAT ORI B AR Zh i,
R RA: T

ARPEZ: T

ICA9045 NAT Sficthit: swOMHE m R REH

b1 o o 1 A B |
fERE: NAT T HihE o2 0 FAL Bl hk: s,
RGERE: T
RAREZE: T

ICA9046 NAT A AREHIE 202 A5 B3t —

i3k,
FRRE NAT CHSE THrA 2% —Huhik s o
RGN A ENAEEEHT.

RAPEIE: XERAEZHRERER, 85 A e AE
iof SR 25 A R AR IR I, R 2% — A SR Y
I,

ICA9047 NAT REpriit: SO#0: 350 NREH

1| 7 |
MERE: NAT SR[EFEE bR 56 0ox 20 m] i,
RERE: T
APEE: &k




ICA9048 NAT #®MFEFHLEIS FE: Bt
mEMAE 0 REMAE WO L

HE w O
R NAT DRI E FTP #EHlEsi 5B ICMP H
HEEEIRIE R, NAT BB FTP e, SR AR
EE, R RSB PORT d4, M FTP $dik A
FEEFEELFN 1P RS AR, iR e s
BI ICMP #5158, MIEBpE T,
RERN: SN,
AREZ: WUREL LML, WEA IBM RS R,

ICA9053

R iR
RERMN: T
APEE T

%3%$d FIEY stringValue X144

ICA9049 NAT &S] A I i 2 H A9 LA REFE

HISHIRER .
FREE: NAT CAE] DB, eHss— ol
R BIE Ik,
RGERE: NAT RREIE#FE, HIZEdRRE T,
AREE: WEeREE KA, WEEA IBM RS,

ICA9054 IP Hudik: A i EE R B FA{E 23—tk A0

FRE/REEOMIL.
MR ENTR%M.
RERE:  RIBRIEA T,
RREIE: AR AR % 22 e s 20 —

ICA9050 NAT SREER#Y: B E MiFbiE: ik

Obhk: bR ZE BRI wO 220
Hf: s, REES re.

fRRE NAT R — 1.
RERRN: HWHET,
AREIE: WeRES KA, EEA IBM RSR.

ICA9055 NAT #&Z M I H 0EZ H 9 4 BE i

RISEIRER -
FRRE NAT 3] — AP Bl g (9 A U 213k 1 e
Bz,
RGERE:  NAT RS IR 8 BOT HAET Bofi it

ARPEZ: T

ICA9060 i ERESBRLER -

socket(): R IR1FE
R MERSHURRN, HRBFAL.
FAREIZE:  SUESSE 1RG0 R R R S R 55 4.

ICA9051 NAT #MHEEHLELENT FE: A

eI WO L2 O EIE 3
A bk G0

fRFE NAT CRME EmaEL,
RGERMN: T
ARPEZ: T

ICA9061 BB ERR S BRI ILEER - listen():

REHHREH
MR ECEM SRR, R R P,
FREE:  SOESRE R ARG S Shlc B R 55 4%

ICA9052 NAT #MEFEHLEFNTHE: A

Retllh: wOLLMAE OB iR
O #ihk wmo

AR NAT U2 ) &,
RERMN: G
ARPEZ: T

ICA9062 BB ERSEREIR - main accept() :

RAHRFE
MR MOEMOS AR EBIRAN, WREFAL.
RREIE:  BUESRE R RGN 5 E Shilc B IR 5545

ICA9063 B ERRSRRHE - KMmL
Ox £ %02 [71] 14

FRRE BCEMSE SN E RECP R — R, R R AR
FPA L,

RREE:  UOESSE R RGBT E S Shilc B R 55 4%

RO =
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ICA9064 ZREARENEIR -1
R 1RE TR MBES A AR R,

ICA9065 EERRSSREIR - KMRE

fRRE PCEMIS SRR E R ECP AT — MR, B R
AL,

RREIE:  UOESRE R RS B E Shlc BR 55 .

REHIR T

ICA9066 AEAE BERSSE EH

function_names? malloc( byted R[]
NULL ,

R o BCE A - malloc Z[E NULL,

ICA9067 BRiEkm, Mtk g2 AR,
RRRE AR AR O M 2 AR .
RN FCER S,
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APEE:  HRE A bk 2 R, S

31y Firewall 4 3 B 1K &,

ICA9068 - (EIERTR R M R ETRIERE -
fERE: TR AY PRI S N R IE A E.
RGERAM: BlEMRS AL,

FREE: SRR R I Hk I 30 shilic B 55 4.

ICA9069 SSL #ItRLRm.

FRIE:  SSL NEERHLILHE BTG f o 5 K PR 0 5 5 S
it

RERR: BERSHLLE.
AREZ: |0 Firewall &# AEIHLIGIE SSL 3%,



ffs%B. Windows NT Z%ifit & RIINE

] i 3 2o S P A 2 S A A SRR P 25 PR AL A P A TRARE SR e KA 22 2 PR RIAICR
Ayt fe. AR 1BM Firewall BR{FRY 2252 — 00 B4 5 ol B fE Je 2 V) RAEHE

IBM Firewall it & A7 80 X222 — D ERN R RS, 28, MBkmra dE
TCP/IP P3i¥.

© Copyright IBM Corp. 1994, 1998 111



112 I1BM eNetwork Firewall Windows NTHG: %% k4



fiRC. 315 RFC 14

TEREE SR 23R AEB MSOF 257 Internet PMUZHARHER SCRE, T RFC (S ERATT MK
ZARE AL (NIC) /A3, ol DI BT, SR R S Ak 3R AR 48 S0

Government Systems, Inc.

Attn: Network Information Center
14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

A R4 URL ] RFC
http//www.cis.ohio-state.edu/hypertext/information/rfc.html

FEI NIC FRIUBALEIA, T H FTP # % ds.internic.net, 0TI
AT Bk S A ik ST

RFC:RFCnnnn . TXT
RFC:RFCnnnn.PS

Horp:

nnnn i RFC 544

™XT SR

PS i PostScript =,

RFC R 55 20
RFC:RFC-INDEX.TXT

it %2 RFC RAESCARA AR, 1EiERK—4> PostScripts(fF 2 fif, #Hitk# RFC
%5, ik RFC  FEAEFA% K v A 2. har DLl o & 2 d 7 g 4 3
mailserv@ds.internic.net, DI NIC WK 558515 K RFC RUBRHLEIA, £
IRAESCFH A& R il i 4
SEND RFCnnnn . TXT

i

SEND RFCnnnn.PS
Hrp:
nnnn  y RFC 544
™XT SO
PS A PostScript =,

i, FHEWR RFC 812 BsuA#E A, 1H7E T iseE:
SEND RFC812.TXT

i BOER — 1 RFC RIIHEIA, B THEE M las
SEND RFC-INDEX.TXT
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Bif3ED. IBM eNetwork Firewall Socks5.conf — BgE L&

FC B 301 socksS.conf A ENAE IBM Firewall 223¢ Hoerr, WR ARG, T LA
SCA G 8 e G 2 S

TES — I TR % 2en 2 socks5.conf 0B Sk, ( RAfE 1249 socksh.config T
RIHT), ZCHFEE A IBM Firewall 752 6 & 6 FHMEA 2 0 2240k 5 8,
Tt e B4R A s hk sl 6 R 5 — AR B 55 2%, DL KA el ST AR B e R
47K,

THER S BRAE L S

. B

« AR

.« Bk

Nk

© BEHIEES

.« RH

o TFHGE]

FEINIE, BfEEs, AREAF RS T, RO RUT B2 S IR AT
MU IE R BB, ATEILRL, AT AR IR L L.

fEEImwmA
vt VAT AR 48R, SAgsu bkt e, JERM [ 80  JFes, 2 ) 80 ] 4R, X
WRTEEEG LR, Y, RN IZEMD W OHERT (BRES) ,
HAE S, F5 8 0 1 1) 7 k152 % port pattern

BEEN

S0 W T B ML AN R 4 B e E DR LS SR AR AN, 2R E EVLRY Tk
ERENMERZSH. JLAEE BV BRI 9 T7

¥ iR

hostIP/ mask “5r EHRE EV IS <57 LR
B9 AL 1P FHIA]. K PR st ik B SEATLHE
G DA 2% 5 I 53 o .

PCRCHY, SLirRTA AL

nl %+ n1.0.0.0/255.0.0.0

nl.n2 %+ nl1.n2.0.0/255.255.0,0

nl.n2.n3 % T nl1.n2.n3.0/255.255.255.0
.domain.name FIALBLLFF 4 . domain.namest i,
a.host.name FHL UMY a.host.namesg £ VLR,
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ARt S R I A EAUREIERE, UnTRpTad. SR, e 6 SR 05 ik LA i,

S 15 BA
hostIP/a VERCHY (5"-"#fA ). SRFrA L.
hostIP/n G0 VLY T e | R ) 37 O 84
G0 W R DT e e o | M | o 1 £
5.
hostIP/s TWICEL. BR#cHhEr 30585, (LR T MA
PR 26 &85, (Y R dk Lo T 200 1P Hihik i
51,
hostIP/h FHLHE, FTFHIP,
FEEINIEAE
BT A IAIE 7 2 ibmeram 1 ibmpwd 5 A fETR IHE 1.
IIET L] DL IE 540 TR ik B 3ok 48 . BEILPCHE — 17, EEEIIAIE 77 ik ah 25l i
IR TR — kR, R AMER A S %, g SORAIE T NULL, HE
J5 k] Re Il N AGE S BT EOR S, " fR AR T2 A IE i, B4 NULL,
TAEIR
INUETRE 7 ] DU B AR 2R Y, A5 =&
auth/ban  source-address source-port
auth-methods
S 152 BH
auth/ban PIETUR T4 (auth 2 ban),
source-address HR K,
source-port Ao R,
auth-methods AR,
KA " barl 18 78 AN 1ZAEVZ F VL 2 ik HA T 45 22 I 5548 Jo A 2 .
IR KA E auth/banfT, BRAERAE(TUGE IR A #232, WSS T AU & 7
A CHAAE) , BiEdEmasb A EE 2 G, 72 SOCKSS HrlHr, INIEFER AL Z Aif
KA, AR T RS E (A IE E AL,
EEMS

i nl UG E DL 58 R GIR, ZERAE GO RASE, @S E L &
%, %, udp ping RBREREH, HEamS el d igdsm. - (Bdrs) #nfE
Al 4252 1) i 42
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INERIR

B AR VER OB ORI DT i, S, ARG A RN A IR AR R AR DR R B
k%45, #2&: module stub filename options

B BLRA

module IR AR IR,

stub A B0 BR B4 AR SE AR (1Y 4 PR AT 2K,
filename TSR SO 44,

options fRER AN ERR, WRA M,

R ] fg e L H T o B, P DR O R AT R . BN, AR AR R
A TE auth Fl permit 17l A IAGIE 7 5.

1WA 2 M2 BRI e b (BRI 1P Hidih ) |, 75 B 5 — P 2% LT 5 3 — Mk
— A, XA Tl Y ERAL AR P RN 4 LT, ANERAIL G A 2% AT R
Bij ik 1P HSw” (2 SR ERIAILEHECRE A M 28 BRI RLES ). SOCKS iz 45 i th HI R ff
SEFEIL BIND ifsRui ki SENDTO 53R 4 FU sz, a0t seg mitic, 6 H
INADDR_ANY SfHcH:, HAZEARf 0 F e RE,  BrE FALAR T B4 B i i8R o
HAEWAEZ M R mLa A4 R[EEN]. #%XJE: route dest-address dest-port

interface-address

BH AR

route 7 B BRI A G B,

dest-address ARFHH,

dest-port A 3500 AR,

interface-address PIZEFE TR A 1P i hE B0 M 2645 1R 44
(f4n, elnk31),

TEH NI
L 75 4 KT8 DL W T i B o 0 B — A AR AR . RSt set

variable value

B P5AH

set S AR Hu s P58 B PR BT S

variable HROE AR, 2% Fwi EBE1isny i
BESRE L] DIgRmunT FAs B 913,

value JRAE .

FED. IBM eNetwork Firewall Sockss.confit & ekt 117



MNETE

NETE WiRA

SOCKS5_BINDPORT [port] il IBM Firewall efdi 45 & s 0, s
B I G T 108Q

SOCKS5_RECVFROMANYONE WRBAT UPD X, fuif UPD & MR
H ik N H A5 5.

SOCKS5_USECLIENTSPORT fi® IBM Firewall S{0fr ] DLBEHES] 5%

iR 3 A7 R R A [R] 3 1 I AT ACR, IXAEAR
F AACEIR P (FE5 7 AR R EI R
I LW AEAR BB ) MR UDP
BRI, R B R S E .

SOCKS5_MAXCHILD R IFATERIREL,

SOCKS5_NOREVERSEMAP M OIP MHEE BB BT, IR E S
R E TR, BB H & E BT AR,

SOCKS5 NOSERVICENAME A5 Ml 059 R R 5545 22 WLy, An SR # S

PRt E T B4, K H BB
fiE.

SOCKS5_NOIDENT 51 IDENT 353k, £REHFARPR. X
EEFPEEgENAERE M, LeiIrdi
IDENTD, 34 ki /0 i isf i 441,

SOCKS5 DEMAND_IDENT WAREAREZ P IDENT mpy, ALE
NULL AIERA, 48 FRIERA M ZERES
PR SRA L ICE R A AL

KIRIn

BT T SOCKS AUl 558 A bk, X 2847 5 Jp e 554 Al S 4@ AL 1 EVLIK R,
MRBAETSFVICH, MEESFVEKR, #%XE: proxy-type dest-addr dest-port
proxy-addr proxy-port

Y A
proxy_type FRBAR 55 a7 192, A RN
* socks5
* socks4
* No proxy
dest-address AR FENAL,
dest-port A e O,
proxy-address P B AR 55 2 Y 24 9%
proxy-port SOCKSE FF U He i AT 55 4 i 11

T EN 4= ) Tt

A7 BP0 8 R 5 SR VR SR S 3, AP RELHAT, VTS EST, B
AMTICHE, A7 AR IRARLIC T, A

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]
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BH BLRR

auth WIEFEMAIZR, dA R R R
iE.

cmd 858 51ZATIC R it 2 1A R 2.

scr-host TR FEMLA R F LR,

dest-host ENUERIINE SR E IR S

scr-port TR F ALY A 2 1 A,

dest-port H i E 00 O A A DA,

userlist ARON PR,

L

n
I

A o A e U8 o SR AR A R R AT, A U

filter name auth cmd src-host dest-host src-port dest-port [userlist]

S tRB

name IR R AR IR,

auth WIEF RIS, BRI ER RIS
iE.

cmd 6 28 5147 IT E A 4 A AL 4.

scr-host TR FEMLA R F R,

dest-host ENUERIINE SR E IR

scr-port T8 F AL A 2 A,

dest-port B Y 3 AL 0 A 250 1 A,

userlist ARON PR,
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SRR E X

B — 5 TA X Internet &2 MERE R, #OEE
Il IBM Firewall F oo, Hihk A
http://www.ics.raleigh.ibm.com/firewall

IBM HR#FRIER

TERLANH T T8l k5%, Internet 22 PEFIR L 22 2 1
FEHEER IBM {5875,

B MG

% CR4TT/E IBM Firewall f§ CD-ROM Fl IBM
eNetwork Firewall 3 71 3R EL,

« IBM eNetwork Firewall /4557, GC31-8658
* IBM eNetwork Firewall =# A4, SC31-8659

e f#i/f IBM eNetwork Firewall NTj 3.2 [iffIE%
(Guarding the Gates Using the IBM eNetwork
Firewall for NT 3.2) SG24-5209

Internet #1 World Wide Web =
Fi(Internet and World Wide Web
Topics)

o Internet #E# K 545455 (A Guide to the Internet
Connection Servers) , SG24-4805

« M WWW pjif] CICS Rk JIFE)F (Accessing

Lnfarai iR Internet 4 55 4F MVSIESAIR Y44
(How to Secure the Internet Connection Server for

MVS/ESA , SG24-4803
AIX ZE% LR Lotus Domino iR 545 X 1Tk 4.5

22t EHIFIAE R (Lotus Domino Server Release
4.5 on AIX Systems: Installation, Customization, and
Administration) , SG24-4694

Netscape fCH /IR 4 4% (Netscape Proxy Server,
SK2T-7444

% Web izf7 CICS #F4LHH: F VSE/ESAHY
CICS Internet %5 (Running CICS Transactions
through the Web: The CICS Internet Gateway to
VSE/ESA , SG24-4799

BRMR: QT eI — 220 WWW £ (Safe
Surfing: How to Build a Secure World Wide Web
Connection , SG24-4564

JH PERL #17 CGl F/Fikit H+t Hil (Teach
Yourself CGI Programming with PERL in a Week
SR23-7343

15 17 B =5 s #% (Using the Information Super
Highway) , GG24-2499

World Wide Web% DB2 f§ijjli] (World Wide Web
Access to DB2 , SG24-4716

EAREMEEHR

CICS Business Applications from the World Wide °

Web) , SG24-4547
* M Internet j5/n] OS/390 OpenEdition MVS

(Accessing OS/390 OpenEdition MVS from the

Internet) , SG24-4721
77l Internet (Accessing the Internet, SG24-2597

e #3 Internet FyHE X (Building the
Infrastructure for the Internet , SG24-4824

o 43 AS/400 fil Internet [#4/ ]34 (Cool Title
about the AS/400 and Internet SG24-4815

« Domino [iffl: Lotus Notesfill Internet o[22 4

(The Domino Defense: Security in Lotus Notes and

the Internet , SG24-4848

o 75 WWW FE i/ MQSeries /971547 (Examples of
Using MQSeries on WWW, SG24-4882
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o IBM LR PEIR R

IP p5 it 2 (The Basics of IP Network
Design) , SG24-2580
ZePEEZE: AIX V4.1 (Elements of Security: AIX
V4.1) , GG24-4433

Al 78 [ 22 1K R G H R R R T 3 T S 18

(Enterprise-Wide Security Architecture and Solutions
Presentation Guide , SG24-4579

HACMP/6000 % /i # (HACMP/6000
Customization Examples, SG24-4498

IBM 25/ (IGN) L2 5mk (1BM Global
Network (IGN) Security Policy) , GC34-2206

TR IR PR 5545 A1
(4 (1BM Security Architecture: Securing the
Open Client/Server Distributed Enterprige,
SC24-8135

IBM R4 it as: FREMAH A% (1IBM Systems
Monitor: Anatomy of a Smart Agent, SG24-4398
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o T RGEEM B L2 EREE (Security Overview of
Open Systems Networking GG24-3815

o RHEWAE AIX B F 48R (Systems Monitor for
AIX User's Guide) , SC31-8173

s TCP/IP # FEFI#; R A (TCP/IP Tutorial and
Technical Overview , GG24-3376

57 H R EE 2

XU T RS T sendmail TCP/IP il UNIX:

* Albitz, Paul, and Cricket LiuDNS #// BIND (DNS
and BIND) . Sebastopol, CA: O'Reilly and
Associates, 1997.(ISBN: 1-56592-236-0)

» Costales, Brian with Eric AllmanSendmailO’Reilly
and Associates, Inc.(ISBN: 1-56592-222-0

 Hunt, Craig. TCP/IP %% # (TCP/IP Network
Administration) O’Reilly and Associates, Inc.
(ISBN: 0-937175-82-X

* Nemeth Snyder et al. UNIX Z&EHFH (UNIX
System Administration Handbook Prentice Hall.
(ISBN: 0-13-151051-7

PUR #0518 7 B KESH Internet b )42 4

,@:

* Ahuja, Vijay. 25 fl1 Internet %4 (Network and
Internet Security . Boston: Academic Press
Professional, 1996.(ISBN: 0120455952

« Ahuja, Vijay. Internet E %4 5% (Secure
Commerce on the Interngt Boston: Academic Press
Professional, 1997.(ISBN: 0120455978

e Anderson, Bart, et alff4F4Hpy UNIX 415 H1

Internet (The Waite Group’s UNIX Communications

and the Internel , Indianapolis, IN: Sams Pub.,
1995. (ISBN: 0672305372

+ Atkins, Derek, et alinternet Z£: Lk A %
#k4 (Internet Security: Professional Reference

Indianapolis, IN: New Riders Publishing, 1996.

(ISBN: 1562055577

122 I1BM eNetwork Firewall Windows NTHR: %% k4

Chapman, D. Brent, and Elizabeth D. Zwickyg#
3 Internet B k4% (Building Internet Firewalls) .
Sebastopol, CA: O'Reilly and Associates, 1995.
(ISBN: 1565921240

Cheswick, Willam R., and Steven M. Bellovifi

kEEA] Internet Z4 P (Firewalls and Internet
Security) . New York: Addison-Wesley, 1994.
(ISBN: 0201633574

Cooper, Frederic J., et abZ# Internet Z 4
(Implementing Internet Securily. Indianapolis, IN:
New Riders Publishing, 1995.(ISBN:
1562054716

Curry, David. UNIX RZ22PE: RS E 2
5135/ (UNIX System Security: Guide for Users and
Systems Administratoys, Sebastopol, CA: O'Reilly
and Associates, 1994(1SBN: 0201563274

Garfinkel, Simson, and Gene SpafforldNIX %4>

PESIZ A4 (Practical UNIX Security . Sebastopol,
CA: O'Reilly and Associates, 1991.(ISBN:

0937175722

Garfinkel, Simson, and Gene SpaffordNIX 7

Internet & 3Cfii k4 (Practical UNIX and

Internet Security . Sebastopol, CA: O'Reilly and
Associates, 1996.(ISBN: 1565921488

Hare, Chris, and Karanjit Siyarnternet [ k 55
25z 4 (Internet Firewalls and Network
Security) . Indianapolis, IN: New Riders Publishing,
1996. (ISBN: 1562056328

Randall, Neil. F72 Internet £ [ (Teach Yourself
the Internet in a Week. Indianapolis, IN: Sams.Net,
1995. (ISBN: 0672307359

Stallings, William. Internet %2 FAf (Internet
Security Handbook . Foster City, CA: IDG Books,
1995. (ISBN: 0077092546

Stevens, W. RichardTCP/IP [{fi# (TCP/IP
lllustrated) . Reading, MA: Addison-Wesley, 1994.
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