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Z1B 9C IBM Firewall |nPgf

>B+V[ IBM Firewall |nPPIT9CD|n#

TBE"JCZb)|n:

v >iPYD|n9CBPo(fr:

– B._ m>bGC'dkD}]#

– [] 8I!N}#

– {} 8C'TN}D;V!q#

– | V*!n#

v yPN}<9C keyword=value Dq=#

v g{;vN}5P`v5,r&1+dCZ+}EZ"CUqVt,}g:

secaddr="11.22.33.1 11.22.33.2"

v }KZ+}E.Z,k;*ZNNN}P|,Uq#

v g{zE)K;vr`vX*N},|nP5CLr+Pvb)E)DN}#

v g{dkK;v^'DN}5,|nP5CLr+(fCnms#

v P)@p=+iLrZddCD~wK|D1,+/,X|BdKP4v#dP;

)h*|BDS|n# update S|nMG*G)*4P8nD@p=~qwya)

D#

v ;Pw@p=\m1EITZ|nP4PLr#

v IZd4ST0D~D`%@fT,k;*1S`-NNdCD~#

dC~qw

|n fwcfgsrv CZPvr|DdC~qwD!n#9CK|nD\m1Xk5P\m

(E?XF&\D(^#

*PvdC~qw!n,9CBP|n#

fwcfgsrv cmd=list

TB*|n fwcfgsrv Ddva{:

localonly = yes/no
encryption = none/ssl
sslfile = filename if one is defined

*|DdC~qw!n,9CBP|n#

fwcfgsrv cmd=change
[localonly={yes|no}]
[encryption={none|ssl}]
[sslfile=]

N}(e*:

localonly
5w@p=GqvITS>XDzwOxP\m#P'5* yesr no#
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encryption
5wdC~qwGq*sx>}]xP ssl S\#P'5* noner ssl#

sslfile 8vCZ sslS\D ssl\?D~{#ND Z493D:Z6B 9C Make Key

File Utility(MKKF);#

r{~q

r{~q(DNS)r2+xgZDwza)j{Dr{~q,xT2+xgbDwz

a)+YDE"#h*C}vr{4jI|:

v ;v;Z@p=O

v ;v;Z2+xgZ

v ;v;Z2+xgb#

kND IBM eNetwork FirewallC'8OTq!|`DE"#

":

1. x.x.x.x zm;vCc.xFq=i4D IP X7#

2. N} secaddrM remaddrD5ITG;v%@D IP X7r;i IP X7#g

{G8;i IP X7,|G&CCUqVt"|,Z+}E.Z#

3. lb=rjGX4X7<GmsD#

4. WNdC DNS 1,fwdns cmd=change +4(;vBD~#@p=+;1+7

X#t;v DNS dCG<#C5I\*U#S|n changeICZ|D DNS

G<PNNryPD5#

BP|nmPvK10D DNS dC#

fwdns cmd=list

t*|D DNS dCn"4(BDD~,r:

fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"
remaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"

N}(e*:

secdomain= SecureDomainName

8Z?2+xgDr{

secaddr= SecureDNSaddr[,...]

82+r{~qwD IP X7

remaddr= NonSecureDNSaddr[,...]

82+xgbDr{~qw(I Internet,S~q)&La))D IP X7#

}Kw

9C fwfilter |n$nMME}Kwfr#
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fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog

N}(e*:

fwfilter cmd=update
XB4(dC"$nfr/#

fwfilter cmd=verify
4P;vdCD09lbT1,+";$nNN|D#

fwfilter cmd=list
PYvn|("DdC

fwfilter cmd=shutdown
ME}KwzF

fwfilter cmd=startlog
+!(D(E?G<=@p=U>h)Z

fwfilter cmd=stoplog
#9@p=}KwG<

HTTP zm

HTTP zm(} IBM Firewall P'X&m/@wks,x;h** Web /@x9C

socks~qw# C'IZ InternetOCJPCDE",x;96Z?xgD2+T"R

;CDddM'7345V HTTP zm#

fwhttp |nPvM|D10D HTTP zmdC#

*Pv10 HTTP zmdC,9CBP|n#

fwhttp cmd=list

*|D10 HTTP zmdC,9CBP|n#

fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idlethreadtimeout=]
[logging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

N}(e*:

port 8 http zm~q+*l}DKZ#

maxcontentlengthbuffer
85XD5Dns:exTJm5X=SD content-lengthjb#

minactivethreads
Zu</MKP1#Vn/DnY$w_L}#
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maxactivethreads
IZ,;1LKPDn`_L}#

idlethreadtimeout
#VUP_LICD1d$H#

logging
5wG<Gqzc HTTP n/D*s#d5* on r off#

authenticate
8*O$DC'6p#5* all"noner new#

authenticatetimeout
("Vx,SsH}M'LrksD1d#

maxpersistrequests
8Vx,SPSU=Dn`ks}#

persisttimeout
,VVx,SD1d#

SZ

2+SZQ IBM Firewall ,S=zk#$DZ?xgPwzDxg# AYXkP;v

2+SZ*@p=$w# G2+SZQ IBM Firewall ,S=;vr`vb?xgr

InternetO#IBM Firewall AYXkP;vG2+SZ#

>|n+Pv@p=ODxgSZ#9CK|nD\m1Xk5P\mSZ&\D(

^#

fwinterface cmd=list
[addr=x.x.x.x]

ND IBM eNetwork FirewallC'8O PD\mBZTq!PX\m1(^Dj8E

"#

N}(e*:

addr=x.x.x.x
+PvyPQZ@p=OdCDxgSZ"8v?;vSZG2+D9GG2

+D#,19+j6v{V#g{8(KI!D addr N},r;Pv8(DS

Z#g{* addr 8(K;vc.xF IP X7,PmP+|(C8(X7DX

7"4,"{F,Yh|QZ@p=dC}#

>|n+Jmz(eA@p=DxgSZ#9CK|nD\m1Xk5P\mSZ&

\D(^#

fwinterface cmd=change
addr=x.x.x.x
[state={secure|nonsecure}]
[name=]

N}(e*:

addr=x.x.x.x
|,*|DDc.xFSZX7#g{CSZ4Z@p=O(e},+(fv

m#
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state={secure|nonsecure}
|,02+1M0G2+1b=vX|V.;,CTxVk8(SZ`,Dx

g#

name 8C4j6SZrxgD{F#I|,Uq,+XkC+}E(p#

d;N} stateM name<GI!n,+Xk8(dPDNN;v#

U>i5Lr

BP|nwCKU>D~i5LrT,$*i5xdCDU>h)#

fwlogmgmt -1 or fwlogmgmt -a

+C|nEk Windows NT$(~qPG\PCD#kND IBM eNetwork FirewallC

'8OTq!|`DE"#

U>D~\m

U>D~\m(eM\mKU>Mi5D~#|n fwlog CZmS"^DM>}U>h

)#

*mSU>h),9CBP|n#

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInLog
arctime=DaysToKeepInArchive

facility DP'5G:

v firewall (local4) - |(}KwG<D#f@p=U>

v alert (local1) -U>`Sw+iLrD4,MC4SZ(/T>wPDP5%4/f

v adminaudit (local0) -\mDsiU>

v mail - J~U>

priority DP'5G:

v debug

v info

v warning

v error

v crit

N} logfile 5wK firewall U>n&C"M=DX=#;v+^(D~{DP'5(4

q= (drive:\directory))8vKU>n&4kDD~#

": j6*(/U>r@p=U>DD~&KK;,,"Rg{@p=&\;CZ&
mb)D~,|Gr&;,ZNNd|DU>h)D~#

Z1B 9C IBM Firewall |nPgf 5



G#X*DG0vP1@p=U>E"vVZdkA(f5CLrDD~P#;

Pd|Dh)w*@p=U>r(/U>1S4k,;vD~#

N} arcfile"logtimeM arctime<GI!n"R;P1N} logfile 8(K;vD~{

1|GEP'#g{8(KdPNN;vN},ryPb}vN}<Xk8(#b)

N}XFG<Di5#TZ*zzD5Ji5,k\ZKP fwlogmgmt |n#NDZ5

3D:U>i5Lr;#

1!X,@p=9Cb)N}48>Qi5KPG<f"ZDoMi5&Cdt`C

"z;N#h*8(b}vN}4tCi5#

i5h)I(}4v;v@p=i5e~4f;#NDZ413D:Z4B U>i5Lr

e~m~*"|;#

N} arcfile Xk|,;v+^(76#

N} logtime 5wK+@p=G<nFAi5D~.0|+ZU>D~Z#tDn!l
}#

N} arctime 5wZe}@p=G<G<.0|+Zi5D~Z#tDn!l}#

*|DU>h),9CBP|n#

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[logfile=LogFileName]
[arcfile=ArchiveFileName]
[logtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

g{;n|D,XpGZu<ivB,4\4(;vo(}7DdCD~(}g,4

(DU>D~*'VN),G4+"v;u/f"R@p=+;G<}]#

g{kxPG<+;xPi5,r;h*9CN} facility " priority M logfile #g{

#{U>Zt/1;i5,r9N} archive " logtime M arctime CU#g{Q$

(Ki5w5,>}|#

*Pv10U>D~dC}],9CBP|n#

fwlog cmd=list

>}I fwlog cmd=list |n5XDw}Ey8(D@p=U>n,r9CBP|n#

fwlog cmd=delete
index=index of entry to delete

U>`Sw

9CU>`Sw|nf_U>`SwN1,gN%"/(#1Z8(DdtZo=K

|n(r`&DdCM'fe)P8(DP51,"z(/#1(/"z1:

1. Z@p=(/h)M@p=U>h)P4k;uG<#

2. KP8(D|n
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3. +(*"M=;vr;vTODC'j6{

4. +E""M=0th8

TO}vYwI8(5DJ1dCXF#

PvU>`SwhC!n

fwlogmon cmd=list

8(C'j6{Z"zNN/(1SUJ~(*

*8(C'j6{Z"zNN/(1SUJ~(*((*"M=zmSD?vj6{

O):

fwlogmon cmd=add|delete
type=id
username=
[comment=]

8(ZNN/("z1KPD|n

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

8(;v/(&CyZ4I&G<"T}x%"DP5

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

8(;v/(&CyZX(@p=E" ID "z}x%"DP5

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=msg
tag=
[count=]
[time=]
[pager=]
[comment=]
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fwlogmon cmd=delete
type=msg
tag=

N}(e*:

type j6K}ZmSr^DDU>`Sw|nXTD`M#

ITG id"command"single"multi"hostr msg#

id 0lC'j6{"M(*#

command
8*4PD|n#

msg 0lX(U>E"D`X#

single 0lyZ%vC'j6{D`X#*?vP'\"TDj6{<#t

KF}#g{NNj6{DF}o=ZK|nP8(DP5,r%"

/(#

multi 0lyZ`vC'j6{D`X#g{yPF}(TZyP_P'\

"TDC'j6{45),o=KZK|nP8(DP5,r%"/

(#

host 0lKyZwz{D`X#*?vP'\"TDwz{<#tKF

}#g{NNwz{DF}o=ZK|nP8(DP5,r%"/

(#

username
G@p=\m1rd|(*NN(/DC'DJ~ ID#;*}7dC2+=~

qw,r(/(*<+I&"M#

command
ZNN(/"z14PD|n{F#|XkGI4PD~D+76{F#|I

TG .batD~,JmZCD~P4P`v|n,;x,g{ .batD~}CKd

|D~,rXkG+76{FD}C#

count hCJO}r_X(U>E""z((/+9CD)DP5#

time TVS*%;hC1ddt#*K%"DB~,XkZZ;N"zD1ddt

Zo=F}5#H101dO;vdt9*gD(JO)"z+SF}5P>

}#

pager 8(ZX*P5%"(/1Gq9C0tz#n/0tzC4"M3f#

tag *`SDU>E"jG (_PE"0: ICA)#U>`SE"(MZ 1000D

ICA jG);\`S#

J~

9C fwmail |n43d+CM2+r#

fwmail cmd=list

fwmail cmd=add
secdomain=
mail=
remdomain=
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fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

N}(e*:

secdomain
8@p=2+=C'DQ*{V,IK{V4hvJ~r#

mail 8J~~qwX7#

remdomain
8@p=G2+=C'DQ*{V,IK{V4hvJ~r#

xgX7*;

xgX7*;(NAT)Jmd2+ IP xgZDX7*NNd| IP xgY9C,TK

* IP X7]_DJba)K;vbv=8#

NAT 'VDV`MDdC:

v `T;"aX7 - `T;*;Q|D2+X7MKZEk*;*m`(A` 65536)Z

?X7IT2m;v"aD IP X7# bv2mD"a IP X7+~X>XX7x;

GZ|.OmS,zh** Firewall 9Cm;v"aD(; InternetX7#

v *;2+ IP X7 - *;2+ IP X7n(eK;vh* NAT 44P IP X7*;

D2+xgX7/# 1!1,xgX7*;wTyPD2+ IP X7xPX7*;#

v E}2+ IP X7 - E}2+ IP X7n(eK;v^h NAT 4P IP X7*;D

2+xgX7/# 1!1,xgX7*;wTyPD2+ IP X7xPX7*;,}

GCX7ZE}2+ IP X78(D6'.Z#

v 3d2+ IP X7 - 3d2+ IP X7n(eKS;v2+ IP X7A;vQ"a IP

X7D;T;D3d# bV;T;D IP X73dJmb?&CLrM'(}g FTP

r TelnetM'Lr)k2+xgZD~qw(" TCP a0#

NAT |nDo(gB:

fwnat
cmd=list | update | verify |shutdown | startlog | stoplog

N}(e*:

fwnat cmd=list
Pv10D NAT dC

fwnat cmd=update
"B NAT }f

fwnat cmd=verify
TdCxPo(li

fwnat cmd=shutdown
#9yPDX7*;

fwnat cmd=startlog
#9G<?v*;|
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fwnat cmd=stoplog
#9G<?v*;|

*mS`T;nA NAT dC,k9C type=many-to-one :

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

N}(e*:

type=many-to-one
8mS;v many-to-one n

addr= Addr

8 IP X7,|j6KmSAQ"aX7XDQ"a IP X7D6'

timeout= minutes

8Z NAT ITMEQ"a IP X7.0,X7*;I#VUPDVS}#1!

5G 15,6'G 5-45#

*^DZ NAT dC9CPD`T;n,k9CBPo(:

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

N}(e*:

w} 14P fwnat cmd=list 1,Zs_8PPX( NAT nDE#+X( NAT E

CZw}N}#

addr= Addr

8 IP X7,|j6KmSAQ"aX7XDQ"a IP X7D6'

timeout= minutes

8Z NAT ITMEQ"a IP X7.0,X7*;I#VUPDVS}#1!

5G 15,6'G 5-45#

*mS*;n= NAT dCD~P,9C type=translate ,*S NAT dCD~P>

};vn,r9C type=exclude :

fwnat cmd=add
type={translate|exclude}
addr=Addr
mask=Mask

N}(e*:

type=translate
8mS;v translate n

type=exclude
8mS;v exclude n

addr= Addr

8 IP address,|j6Kh**;D2+ IP X7D6'#
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mask= Mask

8vK;v IP X76'

*^DZ NAT dCPD*;rE}n,k9CBPo(:

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

N}(e*:

w} 14P fwnat cmd=list 1,Zs_8PPX( NAT nDE#+X( NAT E

CZw}N}#

addr= Addr

8 IP address,|j6Kh**;D2+ IP X7D6'#

mask= Mask

8vK;v IP X76'

*mS;v3dnA NAT dC,k9C type=map:

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

N}(e*:

type=map
8mS;v map n

secaddr
8&C*;I8(DQ"aX7D IP X7

remaddr
8&CI8(D2+X7*;IDQ"aX7

*^DZ NAT dCPD3dn,k9CBPo(:

fwnat cmd=change
index=

[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

N}(e*:

w} 14P fwnat cmd=list 1,Zs_8PPX( NAT nDE#+X( NAT E

CZw}N}#

secaddr
8&C*;I8(DQ"aX7D IP X7

remaddr
8&CI8(D2+X7*;IDQ"aX7
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0t

1@p=OvVkV(/1,I$n0tz<f'V9@p=I(}"M;E"Ad

0tz40t53\m1#*9|}#$w,Xk9C fwpgr"fwcarrier M fwmodem

|n4dC0tz"(E+>~qMwFbww#

0tzdC

fwpgr |nhCKn/0tzDN},|G@p=+"vDEE#

*Pv0tz,9CBP|n#

fwpgr cmd=list

*mS0tz,9CBP|n#

fwpgr cmd=add
carrier=

modem=
pagerid=
message=

*^D0tz,9CBP|n#

fwpgr cmd=change
[carrier=]
[modem=]
[pagerid=]
[message=]

N}(e*:

carrier
G(E+>~qD{F,gZ(E+>}]bP(e((} fwcarrier |n)

DGy#

modem
GwFbwwD{F,gZwFbww}]bP(e((} fwmodem |n)D

Gy#

pagerid
G(E+>VdD,(;j6D0th8DEkr{F#

message
Z0th8O"MMT>DE"#r_G}Vr_GD>,!vZ(E+>a

)D~q#g{,}(E+>$HhCDO!5r 200vV{,r+XO|#

(E+>

9C fwcarrier |nhCNN}Z9CD0t~qDN}#

*Pv(E+>,9CBP|n#

fwcarrier cmd=list
carrier=

*mS(E+>,9CBP|n#
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fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=
baud=
parity=
databits=
stopbits=

*^D(E+>,9CBP|n#

fwcarrier cmd=change
carrier=
[dial=]
[method=]
[password]
[length=]
[baud]
[parity=]
[databits=]
[stopbits=]

*>}(E+>,9CBP|n#

fwcarrier cmd=delete
carrier=

N}(e*:

carrier
8(E+>D{F#

dial Xk*Q*5D TAP ~q8((E+>DwFbwwg0Ek#

method
5XkG TAP#

password
|GI!D,}GT(E+>~qGX*D#

length zD(E+>~qwJmDnsE"$H#

baud 8((E+>~q'VDnI?D(XJ#

parity 8((E+>~q'VDf<#i`M#b(#G TAP -iD<#i#

databits
8((E+>~q'VD}];}#TZ TAP -i(#* 7#

stopbits
8((E+>~q'VD#9;}#TZ TAP -i(#* 1#

wFbwwdC

*("0tz(*'V#h*dCwFbww#

*"M0tksAzD0t(E+>,k9CwFbww|ndCwFbww#

*PvwFbww,9CBP|n#

fwmodem cmd=list
modem=
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*mSwFbww,9CBP|n#

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

*^DwFbwwN},9CBP|n#

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

*>}wFbww,9CBP|n#

fwmodem cmd=delete
modem=

N}(e*:

modem
wFbwwD{F#

comport
kwFbww`,D.P COM KZ#ZC COM KZODwFbww;\(

e= Windows NT53#

initstring
8wFbwwDu</V{.#ZV{.PDN}Xkk AT wFbww|n

`d,+ AT ;&Cw*V{.D;?Vx;|(#8(DN}&Ckz(E

+>DwFbwwD(Ehs`-w#

outsideline
8&(v>_7DEk#

bT0tzdC

*7#Q}7dCKn/0tz,9CBP|n#

pager
carrier=

modem=
ID=
msg=

N}(eTZ fwpgr |nD45GcHD#

`v0tz

g{*-#|Dn/0tz,r:

v 7OQ(eKyPXhD(E+>MwFbww#

v 9C fwpgr rdCM'4(eM#f0tzdC#

v 4F ROOTDIR\config\pager.cfg D~,x|!;vITOvD{V

v (em;v0tzdC"4F|,X4b)Yw1=4FyPh*D pager.cfgD~

v 4Fk*Z ROOTDIR\config\pager.cfg s$nDdCD~#
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g{"T&mF;|D,r9C Windows NT at |n("$(w5,T/X4Z?v

F;*<&Dns;ve{(bullet)#

C'

C|nCZmS;vBC'r*;vQfZD@p=C'^D;AtIvtT#yP

N}r_P1!5r_Z3)ivG;X*D#1 cmd=add 1,+#t1!5;1

cmd=change 1,+#t105#

fwuser cmd={add|change}
username=LoginName

[fullname="UsersRealName"]
[password={yes|no}]
[pwdvalue=Password]
[level={proxy|admin}]
[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]

[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]

[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP]
[key="SecureNet Key Code"]
[histexpire=HistoryExpiration]
[histsize=HistorySize]
[loginretries=LoginRetries]
[maxage=MaxAge]
[maxexpired=MaxExpiredAge]
[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars]
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]
[userchng={yes|no}]
[pwlocked={yes|no}]
[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes|no}]
[fg_logmonitor={yes|no}]
[fg_logs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjs1={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

y>N}

username
8C'DG<{#

fullname
8C'+{r;)kCC'PXDd|;)rL(;P)E"#g{C5P|

,Uq,rXkC+}E+|(p#

level 1!6p* proxy,5w}Z4(DC'G;vr%Dzmr SocksC'#\

m&\ik\mO$;JCZzmC'#
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key \?CZO$C'D Digital Pathways’ SecureNet Key(#IZC5Xk|,

Uq,yT|XkC+}E(p#

O$

TBGO$V{.M|G`&DO$==#9CBfm>D fwuser |nwVN}DO

$V{.#

v permit-permit all

v deny-deny all

v password-Firewall password

v NT-NT logon password

v snk-SNK

v sdi-SDI

v user-user-supplied authentications

v userauth2-user-supplied authentications

v userauth3-user-supplied authentications

secftp 8CZS2+SZ5V F T P G<DO$=(#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2M userauth3#d1!

5G deny#

remftp
8CZSG2+SZ5V F T P G<DO$=(#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2M userauth3#d1!

5G deny#

secauth
8CZS2+SZ5V t e l n e t G<DO$=(#P'5*

deny"permit"password"NT"snk"sdi M user#d1!5G deny#

remauth
8CZSG2+SZ5V t e l n e t G<DO$=(#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2"userauth3#d1!

5G deny#

secadmin
8CZS2+SZ5V Firewal l dCM'G<DO$=(#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2M userauth3# 1!

5TZzmC'* deny,TZw Firewall \m1* NT #

remadmin
8CZSG2+SZ5V Firewall dCM'G<DO$=(#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2"userauth3#1!5

TZzmC'* deny,TZw Firewall C'* NT #

secsocks
4T@p=G2+=D SocksM'Lr,SD Socks5O$==#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2M userauth3#

g{ Socks5~qwdC* User ID/PasswordgqDO$==,x;G

Challenge Response Authentication Methods (CRAM),SNK +;$w,r*

Socks5 User ID/Password-i;\T> SNK chal
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d1!5G deny#

remsocks
4T@p=G2+=D SocksM'Lr,SD Socks5O$==#P'5*

deny"permit"password"NT"snk"sdi"user"userauth2M userauth3#

g{ Socks5~qwdC* User ID/PasswordgqDO$==,x;G

Challenge Response Authentication Methods (CRAM),SNK +;$w,r*

Socks5 User ID/Password-i;\T> SNK chal

d1!5G deny#

sechttp
8CZS2+SZ5V H T T P ksDO$=(#P'5*

deny"permit"password"NT"sdi"user"userauth2M userauth3#

HTTP -i;'V SNK,r*|4a)T> SNK ZniJxC'D=(#

HTTP -i'V SDI,+GC'+IZna>,x;G SDI (Pk#C'&C

dkT:D SDI (Pk#

": fwdfuser ;\ZNNdO$=(VNPhC SNK r Firewall Zn#

Firewall ZnN}

password
mwGqa>C'dkZn#1!ivB,g{Q8(KNN;VO$=(r

JmZn1!<+rzwva>#

pwdvalue
`}ivBCZE>LrhF,CN}JmZ|nPP8(;vN}D5#k

"b,C5GZe}D>(4;T>)D4,BdkD"R;ITT!C5#

^1!5#

userchng
7(ZC'}]bPT\m1|Dj>wNVhC#hC* yes1,\m1|

Dj>**sC'ZdWN"a1|DZn#1!5* No#>N}v1N}

password=yesM pwdvalue=″ 1EP'#

pwlocked
5wZnGqQx(#1,}ns'\G<}rZbx0;P9CZns1d

Z8(\}DZn,rb+hCI* yes #

histexpire
(eK;N1d(C\m>),C'ZKN1dZ;\Y9CZn#d5G;

v{}.#P'5* 0 - 52# 0 zm4hC1d^F#1!5* 0#

histsize
(eKC';\Y9CD0xZn}#d5G;v{}.# P'5* 0 - 20#

;P histexpire=0 1P'#1!5* 5#

loginretries
(eK53x!J'.0n|;NI&G<.s,"TG<4I&DN}#d

5G;v{}.# P'5* 0 - 20#1!5* 10#cr:}m>^^F#;

)C'J';x!,C';PZ53\m1Q pwlocked hC* no 1E\G

<#
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maxage
(eKZnDn$Y|(C\m>)#XkZ=Z0|DZn#d5G;v{

}.#P'5* 0 - 52#0 m>^n$Y|#1!5* 13#

maxexpired
(eK;vC'\|DQ=ZZnDn$1d(C\m>),d5sZ maxage

D5#,vC(e1ds,;P\mC'EIT|DKZn#d5G;v{}

.# P'5G -1 - 26#g{ maxexpiredtT* 0,rm>ZnZo= maxage

D51Zz#g{ maxagetT* 0, rvT maxexpiredtT#1!5* 3#

maxrepeats
(eKZ;vBZnP;vV{IX4Dn`N}#P'5* 0 - 8,+ 0 G

^beD#8 m>^Kn`N}D^F#1!5* 2#

minalpha
(eK;vBZnPXkfZDV8V{DnYv}#d5G;v{}.#P

'5* 0 - 8#0 m>^nYv}# 1!5* 4#

mindiff
(eK;vBZnPhfZDxOZnP;PDV{DnYv}#d5G;v

{}.#P'5* 0 - 8#0 m>^nYv}# 1!5* 3#

minlen
(eK;vZnDn!$H#d5G;v{}.#P'5* 0 - 8#0 m>^n

Yv}# 1!5* 8#

minother
(eK;vBZnPXkfZDGV8V{DnYv}#d5G;v{}.#

P'5* 0 - 8#0 m>^nYv}#1!5* 1#

pwdwarntime
(eK53Z"<ZnXh|DD/f.0Dl}#d5G;v{}.# P'

5* 0 - 30#cr:}m>+;"<E"#1!5* 5#

\m&\i

fg_all g{JmC\m1\m@p=Dwv=f,rdk yes#1!5* no#

fg_dns
g{JmC\m1\mr{~q,rdk yes#1!5* no#

fg_interfaces
g{JmC\m1(e@p=gf,rdk yes#1!5* no#

fg_logmonitor
g{JmC\m1\mU>`SwP5,rdk yes#1!5* no#

fg_logs
g{JmC\m1\mU>h),rdk yes#1!5* no#

fg_mail
g{JmC\m1\m@p=J~xX,rdk yes#1!5* no#

fg_netobjs1
g{JmC\m1TxgTsxPy>\m,rdk yes#1!5* no#

fg_netobjs2
g{JmC\m1TxgTsxP_6\m,rdk yes#1!5* no#
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fg_pagers
g{JmC\m1\m0tzhC,rdk yes#1!5* no#

fg_proxyserver
g{JmC\m1dC@p=zm+iLr,rdk yes#1!5* no#

fg_traffic
g{JmC\m1T(E?XFxP\m,rdk yes#1!5* no#

fg_user
g{JmC\m1\m@p=C',rdk yes#1!5* no#

*PYvyP@p=C'r;v8(D@p=C'D+?tT,k9C:

fwuser cmd=list
[username=username]
[type={short|long}]

type={short|long}
g{9CC'{,r typeD1!5* long#g{;9CC'{,rd1!5*

short#

*S@p=>};vC',k9C:

fwuser cmd=delete
username=username
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Z2B 9C(f5CLr

CBV[K IBM Firewall D(f5CLrD9C# (f5CLrDw*?DGS@p

=U>D~zI\mE"DFmD~#

FmD>D~I;zI"dk=}]b53,}g DB2/6000r DB2/2 DmP# \m

1;sIT9Ca9/i/oT (SQL) i/}]"zI(f#5CLr2Jm\m

14(;v@p=U>E"DIAD>D~#

(f5CLr|,KTBLrMD~:

fwlogtxt
S;v@p=U>D~zI+D>DE"DLr

fwlogtbl
S;v@p=U>M;v suU>T DEL((g)q=,zI}]bdkD~

DLr#

*9C fwlogtbl Lr"DDL"DML"T0 DEL D~,&CP;)X5}]b

D*6"9C}J1DX5}]bz7#

fwschema.ddl
JCZ(e}]bmD SQL }](eoT(DDL)odDD~

fwimport.dat
JCZQ DEL D~dk}]bmD DB2 dkodDD~

fwqrysmp.dml
JCZzIIy(fD SQL }]YwoT(DML)odDD~

fwlogcvrt
Q NT @p=U>q=*;* AIX @p=U>q=DLr#b9d|)&L

D(f$_}K;\6pDBE"bMMT0;yYw#

DDL M DML D~GX(Z DB2 5PD,+I^DTCZd|}]b\m53# DEL

q=D~I]WXdk(0k)= DB2/6000"DB2/2 Md|}]bMD~53P#|

GDr%q=&CJm*;*d|q=(g{XhD0)#

(f5CLrC(

CE"5wKgNS|nP9C(f5CLr#TZSdCM'Lr9C(f5CL

rDPXE",kND IBM eNetwork FirewallC'8O

*S|nPi4@p=U>D~,I9C fwlogtxt 5CLr# TZ|`E",NDZ

223D:S@p=U>D~zI{";#

zIyZU>{"D(f:

1. 20X5}]bz7#

2. 4(;vUD}]b#

3. Z}]bP4(U@p=U>m#

4. S|nPKP fwlogtbl TzzFmD~#
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5. dka{D~T9IxU>}]D}]bm#

6. (}KP SQL odr SQL Lrzz(f#

": *<}=h*v;N,x#`D=h?P;BDU>}]M*X4;N#

IBM Firewall U>q=

@p=U>D~D?;nPTBq=:

Date Time firewall_name:year;pid:Amsg_num; msg_ID;var_1;...;var_n;

dP

v *<}VN,date,time M firewall-name I@p=G<h)mS#

v year GDvV{$Dj]#

v pid GnjkD_L ID#

v Amsg_num G,xD{},(f5CLrC|4S fw_log.catD~CJJ1D,*

kD{"}D#U>c8>{V8(A)*tSZ}VD msg_num.0#C8>{

xVzIU>D=(MU>q=PDnl#

v msg_ID G{"Db?E(}g ICA0001e)#

v var_1-n m>{"d?D5,dP n G{"(ePDd?E#

": ;*8>d|G<EAk@p=U>`,DD~P# byDG<+k(f5CLr

y*sDDq=;;B"Ra{G;I$OD#

9C|n fwlogcvrt 4QC Windows NT"PfDU>q=*;* AIX DU>q=#

I\h*(}b)49C'V IBM Firewall AIX fU>Dd|)&LD(f$_#C

*;+>}Z msg_num0D’A’U>c8>{"Z firewall_nameMj]dD0E=_

ek=vUW{#

N}|(:

input S Windows NT FirewallU>X(rj<dk#

output
j<dv,I\X(rA3;D~#

fwlogcvrt syntax

fwlogcvrt

}S:

fwlogcvrt < fw980212.log >logcvrt.out

S@p=U>D~zI{"

9C|n fwlogtxt 4S@p=U>D~zIIAD{"#

N}|(:

input 4T@p=U>D~Dj<dk
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output
j<dv

fwlogtxt o(

fwlogtxt

}S:

fwlogtxt < fw980212.log >logtxt.out
fwlogtxt < my.log | find "ICA0"

fwlogtxt ;PN};|Sj<dkq!E""Qa{EAj<dv#

zI}]bdkD~

9C|n fwlogtbl 44(,2GrmSAFmD~,SdC'I9ICZ(fzID
}]bm#

N}|(:

input @p=U>D~#

output
D~{:

a_alert.tbl

f_rule.tbl

f_info.tbl

f_match.tbl

f_stat.tbl

interfaces.tbl

nat_info.tbl

p_info.tbl

p_ftp.tbl

p_http.tbl

p_info.tbl

p_login.tbl

p_stat.tbl

server_info.tbl

session.tbl

s_ftp.tbl

s_info.tbl

ssl_info.tbl
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fwlogtbl o(

fwlogtbl -w [-d OutDir] [-su]LogName
|

-a

}S:

fwlogtbl -a -d :c\reports fw961031.log

-w 8(&Cf;DVfDdvD~#g{CD~;fZ,fwlogtbl 4(|#

-a 8(&CmSAVfDdvD~DyzIDD~#g{CD~;fZ,

fwlogtbl 4(|#

-d j6dv?<#

OutDir
8(f"yPdvD~D?<#g{;P8(?<,dvD~+f"Z10?

<#

-su 8( LogNameG;v AIX su U>D~D{F#byzD Windows NT

Firewall I&mSgZD AIX Firewall 4D@p=M su U>D~#

LogName
8(;v@p=U>D~r;v AIX su U>D~#

dvD~{F*$H(eD,+IZKP fwlogtbl s=4rXB|{#dvD~*^V

{.(g{D(g ASCII(DEL)D~q=,"9CVE(;)w*P(g{#

TZPX{"D|`E",NDZ653D:=<A. E";#

9Cx(f5CLrD}]b

CBZ5wK@p=a)DCZ4(}]b,dkE"=}]b"i/(fDD~#

g{P DB2,r db2 |nICZb)D~# (k db2 |n`FD&\I\fZZd

|}]b\mwP#ZCZbyD&\1,D~I\h*D/#)

*KP db2|n,zXkQ20K DB2 "(eK;v5}#ND DB2 20D5#n

u,cXk9C DB2 D4(}]b|n44(;vU}]b#(RG(iP|

’fwlog’ #)*byv,Z|nPdk:

db2cmd

;sZa{ DB2 |n0Zdk:

db2 create database fwlog

zXk;s,SA fwlog }]b:

db2 connect to fwlog

;s db2 |nD -vf !nI4UTB=(9C:

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out

db2 -vf fwqrysmp.dml > report.out
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ZTBBZPj85wKb)=h#Z?VivB,C'&CP8lij<dv(Z

?v}SPX(rA;vD~)#TZdk,PX*li?v%@dkodzzD .msg

D~#

4(m

|n db2 -vf fwschema.ddl > schema.out 4(yhDyPmMw}#nCZ20

Firewall s;C"vC|n;N#ZC}SKP1D10C' ID +GmD("_ ID#

C I D I\ZTsD S Q L odPh*Cw;vm{^(J(}g

creatorid.tableName),}G|GZ("_D ID BKP#by,g{;9C("_D

ID,C'+h*`- fwimport.dat M fwqrysmp.dmlD~4Z?vm{0EC("_

ID#

ROOTDIR\sample\report\fwschema.ddl D~|,4(}]bmD DDL od,b)}]

bmGC4S fwlogtbl 4(DFmD~S\G<D# Z20xLZd,ROOTDIRG

;!* IBM Firewall ?j;CD?<#&Ci4 schema.outT7(YwGqI&#Z

fwschema.ddl D~PDodICZr^DsCZwVD}]b53O#(C';&C|

DmMP{#)

dk}]

|n db2 -vf fwimport.dat SyP DEL D~0k}]=I db2-vf fwschema.ddl
|n4(DmP#

ROOTDIR\sample\report\fwimport.dat D~|,KCZS *.tbl D~dk}]= DB2

}]bDIyod#Mg Z253D:4(m; Pa=D,g{dkDC';GmD(

"_,("_ ID XkECZ?vm{0#

?vdkodZj<dvzzE""Z tblname.msgD~Pzz=SDE",dP

tblname.msg GX(Z?vdkodD#C'&ClidvDmqT7(dkGqI&#

1C;vLr}g DB2,ZCD~PDyPdkod1,C'&C8>j<dv*;v

D~,;sliGD~M?v .msgD~#?vdk|nzz;v@"D .msgD~#

,y,C'&CZNN{G*Z}]bPP;vCZ43DBU>D1r,XB"v

db2 -vf fwimport.dat > import.out |n#

1dksDU>D~1,zI\SU=xP8>h*|`ZfrELUdD5wD SQL

mszk#}g,{"I\G;cDQUdrBqU>Ud#b)msh*T}]b

z7DN}hC!nxPw{r fwlog }]b#*q!|`DE",kND DB2 D5#

;vw{ DB2 N}hC!nDY1fz=(QsU>rsFmD~Vn*O!DD~#

KPIyi/

d b 2 - v f f w q r y s m p . d m l > r e p o r t . o u t |nKPKIyi/#

ROOTDIR:\sample\report\fwqrysmp.dml D~|,KIa)PCD(f}]DyZ;)

i/hsDIy SQL od#ITb)}S*y!4(cT:D(f#Mg Z253D

:4(m; Pa=D,g{dkDC';GmD("_,("_ ID XkECZ?vm

{0#
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1S|nPKPi/1,DB2 TZ?vdvPVd|I\h*DnsDUd#bIzz

;vQTDAD(f#I\*(}Z?vi/PksOYDP, rZI|CXXFT>

DLrP6kb)i/od45V|`IzbDa{#

Z(f5CLrPDC'gf

(f5CLrw* Firewall 20D;?VxP20#{G2IV*20"ZG@p=w

zOKP#dCM'Lrr fwlogtbl |nIC4Z@p=OKP(f5CLr#ZG

@p=O,9C|nP#

SQL m

CBZ(eK SQL mD<V#

?v@p=U>{"r AIX su U>{";3sABPmq.;:

ADMIN_ALERT
FILTER_INFO
FILTER_MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO
SU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

z;&C|DmMP{#;x,g{"VXOKd5rITvSV{PDmH#

w}

m>;vX(D@p=B~DKPG<&CZ}]bPvvV;N#g{\m1dk

`,DFmD~`NrdkS`,DU>D~IzDm;vFmD~,r;vKPG

<IvV`N#

*oz\bCJb,}]b(eIyD~ fwschema.dll(}9Cb}vVN(eK?v

mOD(;w}:

v *CG<D4DU>D~DD~{(LOG_FILE)

v ZGU>D~PDCG<DPE(LINE_NUM)

v CPDX4},yZ syslog ’ON{"X4 n N’ D{"(REPEAT_NUM)

Cw}@9zS`,D|{D~0k`,DPE`N#by,kzDU>D~D8D

\m`aO,&C@9KZ}]bPU>B~DX4#
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mSd|w}A}]bPI\v?s`}U(i/DT\#TZ|`E",I/}]

bD5#

m5w

CBZ3s@p=U>{"AmMPP"8vzI\#{CZ(fi/DE"#3s

AX(DmDyP{"PvZmDa2D"M&#*XbPa)}]DE"P>ZC

PD5wP#Cm|, IBM Firewall AIX fD IBM Firewall NT fDE",9PX

Z=v@p=D+2E"#

TZPX@p=U>{"D|`E",NDZ653D:=<A. E";#

ZBP5wD}]`MPP,’int’ b6E DB2 D SMALLINT P`M; ’long int’ b

6E DB2 INTEGER `M#date-time}]`Mb6E DB2 TIMESTAMP#Z

timestamp,"k5+\* ″000000″#

g{5wjG*XhD,rXk8(;v5TZmPdk;vG<#

w*(;w}D}vPMSUU>c8>{D;PSb)m5wP!T,r*|GD

(eGcHD"R(#;Pi/|GD5I#

m 1. ADMIN_ALERT.Cm|,K a_alert.tbl D~PDkVk/(D`XE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(ICA0001"ICA0002"ICA0003"ICA0004"
ICA2001"ICA2002"ICA2003"ICA2026"ICA2043"
ICA2068"ICA2167"ICA2168"ICA2170"ICA2173"
ICA3001"ICA3012"ICA3018)

ACTION char(7) ,S (ICA3012) r*S (ICA3018)

NUM_COUNT int O$'\} ICA0001" ICA0002"ICA0003);
TAG_MSG_NUM DG<nE(ICA0004);
(ICA9000)Dl}

TAG_MSG_NUM char(8) jG{"E(ICA0004)

SRC_IP char(15) 4 IP X7(ICA2001"ICA2028"ICA2079"ICA2167"
ICA3012"ICA3018)

DST_IP char(15) ?DX IP X7(ICA2028"ICA2079"
ICA3012"ICA3018)

AUTH_METHOD char(20) O$==(ICA2002"ICA2167" ICA2170)

NETWORK char(25) xg{F (ICA2001"ICA2002"ICA2167)

HOST_NAME char(100) wz{(ICA0003"ICA2002)

TIMEOUT_SEC int ,1Dk(ICA2026)

CONN_USERID char(16) Socks,SC'{(ICA3001)

APPLICATION char(30) &CLr{F,g telnet"ftp...
(ICA2167"ICA2168"ICA2170"ICA3012)
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m 1. ADMIN_ALERT (x). Cm|,K a_alert.tbl D~PDkVk/(D`XE"#

P }]`M rL5w

": `XE":ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009 ICA0010
ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022
ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079
ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

m 2. FILTER_ACTIVE_RULE.Cm|,K f_rule.tbl D~PDn/ FILTER fr#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

RULE_NUM int frE(XhD)

RULE char(150) fr(XhD)

": `XE":ICA1037

m 3. FILTER_INFO.Cm|,K f_info.tbl D~PD`XZ FILTERSDmsr;cDJOE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

RULE_NUM int }KwfrE(ICA1005)

ERROR_NUM int 53msE -- AIX errno r Windows NTONms
(ICA1007"ICA1008"ICA1009"ICA1011"ICA1013"
ICA1015"ICA1021"ICA1023"ICA1024)

kCmsE`&DDD>I(} _strerrorText&\qC#

Windows NTn|msDD>IZq=E"/}r Win32
Lr1N<s+m 2 D=< A &R=#

LOAD_PATH char(100) ZK)90k76(ICA1011"ICA1012)

DVC_DRV char(25) h8}/Lr(ICA1021)

TERM_SIG char(25) U9EE(ICA1260)

FILE_NAME char(100) D~{(ICA1024)

RC int Z?D@p=5Xk(ICA1019)

": `XE":ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA1013
ICA1014 ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

m 4. FILTER_MATCH.Cm|,K f_match.tblD~PD%dD}Kwfr#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)
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m 4. FILTER_MATCH (x). Cm|,K f_match.tblD~PD%dD}Kwfr#

P }]`M rL5w

RULE_NUM int frE(XhD)

ACTION char(6) fr`M:Jm,\xH

DIRECTION char(8) |+]k>rv>D=r(XhD)

SRC_IP char(15) "MKD IP X7(XhD)

DST_IP char(15) U~KD IP X7(XhD)

PROTOCOL char(7) _c-i,g UDP,IPIP, ICMP,TCP r TCP/ACK
(XhD)

SRC_PORT int
v ICMP D IP |`M

v d|DJ4-iKZE(XhD)

DST_PORT int v ICMP D IP |zk

v d|D?DX-iKZE(XhD)

ROUTING char(5) |D7I!q]4:7IrVr(XhD)

INTERFACE char(10) SZ`M:2+rG2+(XhD)

FRAGMENT char(8) g{|*,NDrG,N1Dj6(XhD)

TUNNEL_ID int m@ ID(XhD)

ENCRYPTION char(7) S\c(:DES_CBCr CDMF r^

BYTES long int X(|D$H(XhD)

": `XE":ICA1036

m 5. FILTER_STATUS.Cm|,K f_stat.tblD~PD}KwD4,|DDE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

DAEMON char(25) AIX }KwU>+iLr (ICA1004),r Windows NT
}KwG<~qw#

VERSION int f>E(ICA1004"ICA1033)

RELEASE int "PE(ICA1004"ICA1033)

PACKET_LOGGING char(8) E"|U>tCr{C4,(ICA1035)

": `XE":ICA1004 ICA1032 ICA1033 ICA1034 ICA1035#}Kwfr|B(ICA1032)D8ZIS
FILTER_ACTIVE_RULE mPC=#

m 6. INTERFACES.Cm|,K interface.tblD~PDSZ(Jdw)dC{"E"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

IP char(15) JdwD IP X7 (ICA9038" ICA9039"ICA9040)
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m 6. INTERFACES (x). Cm|,K interface.tblD~PDSZ(Jdw)dC{"E"#

P }]`M rL5w

OLD_MASK char(15) O;vZk5 (ICA9040)

NEW_MASK char(15) BDZk5 (ICA9040)

": `XE":ICA9037"ICA9038"ICA9039"ICA9040"ICA9041

m 7. NAT_INFO.Cm|,K nat_info.tblD~PDxgX7*;{"E"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

VERSION int NAT f>E(ICA9033)

RELEASE int NAT "PE(ICA9033)

IP char(15) IP X7(ICA9035"ICA9036)

": `XE":ICA9032"ICA9033"ICA9034"ICA9035"ICA9036

m 8. PAGER_INFO.Cm|,K pgr_info.tbl D~PPX Firewall D0t&\DE",

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(ICA4036"ICA4174"ICA4175)

ERROR_NUM int 53msE - AIX errno r Windows NTONms
(ICA4371)

PROGRAM char(25) Lr{(ICA4000)

SIGNAL int U9EE(ICA4000)

ID int j6{(ICA4036)

PRIORITY int EH6(ICA4036)

PERIOD int \Z(ICA4036)

RETRY_COUNT int XT} (ICA4036"ICA4313"ICA4314"
ICA4364"ICA4365)

FROM_ENTRY char(15) &\{(ICA4036)

HOST_NAME char(100) wz{(ICA4174"ICA4175)

MESSAGE_TEXT char(250) 3fDD> (ICA4036"ICA4353 - 4360"
ICA4368"ICA4372)

SERVICE char(25) ~q{(ICA4017)

SOCKET int WSVE(ICA4017)

FILENAME char(100) D~{ (ICA4154"ICA4351"ICA4352)

": `XE":ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA4175"ICA4300 -
4303"ICA4305 - 4315"ICA4351 - 4360"ICA4362 - 4372)
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m 9. PROXY_FTP.Cm|,K p_ftp.tbl D~PD FTP a0P FTP YwE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(XhD)

SRC_IP char(15) C'D IP X7(XhD)

DST_IP char(15) 6LzwD IP X7(XhD)

ACTION char(5) D~+MYw:put r get (XhD)

FILE_NAME char(100) D~{

BYTES long int +MD}]?#

SID long int (;Da0 ID(XhD)

": `XE":ICA2075

m 10. PROXY_HTTP.Cm|,K p_http.tblD~PDzma0PD HTTP YwE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

STATUS int 4,(XhD)

SRC_IP char(15) C'D IP X7(XhD)

REQUEST char(250) HTTP ksDZ](XhD)

BYTES long int +MD}]?#

": `XE":ICA2099

m 11. PROXY_INFO.Cm|,K p_info.tbl D~PD`XZ PROXYDmsr;cDJOE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID (ICA2018"ICA2019"ICA2057"
ICA2058"ICA2166"ICA2177"ICA2172)

Z2B 9C(f5CLr 31



m 11. PROXY_INFO (x). Cm|,K p_info.tbl D~PD`XZ PROXYDmsr;cDJOE"#

P }]`M rL5w

ERROR_NUM int 53msE - AIX errno r Windows NTO;Nms
(ICA2005, ICA2006, ICA2009, ICA2029, ICA2035,
ICA2038, ICA2039, ICA2052, ICA2054, ICA2055,
ICA2056, ICA2057, ICA2058, ICA2059, ICA2063,
ICA2064, ICA2065, ICA2066, ICA2067, ICA2068,
ICA2069, ICA2069, ICA2070, ICA2071, ICA2074,
ICA2110, ICA2111, ICA2113, ICA2114, ICA2115,
ICA2118, ICA2119, ICA2121, ICA2122, ICA2123,
ICA2124, ICA2200, ICA2201, ICA2202, ICA2203)

errno(AIX 53ms)DD>I-I _strerror&\q
C# Windows NTn|msDD>IZq=E"/}r
Win32 Lr1N<s+m 2 D=< A &R=#

OPTION_VAL char(20) !nj>rN}5(ICA2014"ICA2015"
ICA2049"ICA2050)

TIME char(15) ^'1ddt (ICA2044"ICA2202)

RC int Z?D@p=5Xk(ICA2007"ICA2030"
ICA2031"ICA2033"ICA2034"ICA2054"ICA2057"
ICA2058"ICA2065"ICA2120"ICA2166"ICA2203)

INVOC_NAME char(20) Z53ms"z1WSVrKZDwC{F

(ICA2055"ICA2056)

AUDIT_TYPE char(7) 4* audit-type(7 ;.yxF}V) (ICA2004)

HOST_NAME char(100) wz{(ICA2106"ICA2107"ICA2126)

FILE_NAME char(100) D~{ (ICA2029"ICA2030"ICA2072"
ICA2183"ICA2204"ICA2205"ICA2206"ICA2207)

LINE_NUM int PE(ICA2029"ICA2030)

PROTOCOL char(25) ^'-i{F(ICA2112"ICA2116)

CUSTOMIZED_ATTR char(25) PE (ICA2105"ICA2106"ICA2125" ICA2166)

ODM_ERR_NUM int S?j}]\mw4DmsE(ICA2102"
ICA2103"ICA2104"ICA2105"ICA2107"ICA2108"
ICA2109"ICA2125)

APPLICATION (v NT) char(30) &CLr{F (ICA2200"ICA2201"
ICA2202"ICA2203"ICA2204"ICA2205"ICA2206"
ICA2207)

CALLER (v NT) char(25) wC/} (ICA2200"ICA2201"
ICA2202"ICA2203"ICA2204"ICA2205"ICA2206"
ICA2207)

FAILED_IN (v NT) char(25) '\D/} (ICA2201"ICA2203)

": `XE":ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023
ICA2029 ICA2030 ICA2031 ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046
ICA2047 ICA2048 ICA2049 ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058
ICA2059 ICA2060 ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070
ICA2071 ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123
ICA2124 ICA2125 ICA2126 ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203
ICA2204 ICA2205 ICA2206 ICA2207
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m 12. PROXY_LOGIN.CmK p_login.tbl D~PDPXI&D PROXY"aDE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(XhD)

APPLICATION char(30) &CLr{F - telnet"ftp,....(XhD)

AUTH_METHOD char(15) O$==(XhD)

NETWORK char(25) xg(2+/G2+ - 2IP=SDE")(XhD)

HOST_NAME char(100) wz{(XhD)

": `XE":ICA2024 ICA2025 ICA2169

m 13. PROXY_STATUS.Cm|,K p_stat.tblD~PD PROXY4,E"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(ICA2008"ICA2016"ICA2021)

SRC_IP char(15) 4 IP X7
(ICA2000"ICA2008"ICA2010"ICA2011"ICA2012"
ICA2013"ICA2141"ICA2180)

DST_IP char(15) ?DX IP X7(ICA2000"ICA2010"
ICA2011"ICA2012"ICA2013)

REMOTE_HOST char(100) 6Lwz{F(S@p=zwD8S)

(ICA2021"ICA2022"ICA2027)

SID (v NT) int a0j6{ (ICA2177"ICA2180"ICA2181 ICA2182)

SOCKET(v NT) char(25) WSV{F (ICA2177)

RC (v NT) int 5Xr-rk (ICA2181"ICA2182)

CMD (v NT) char(36) SMTP ( (ICA2182)

": `XE":ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097
ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

m 14. SERVER_INFO.Cm|,K srv_info.tblD~PDPXdC~qw4,Mn/DE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(ICA9003"ICA9004)
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m 14. SERVER_INFO (x). Cm|,K srv_info.tblD~PDPXdC~qw4,Mn/DE"#

P }]`M rL5w

ERROR_NUM int 53msE - AIX errno r Windows NTONms
(ICA9008"ICA9009)

(} strerro&\,errno(AIX 53ms)DD>GIq

CD# Windows NTn|msDD>IZq=E"/}r
Win32 Lr1N<s+m 2 D=< A &R=#

": `XE":ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA9012
ICA9013 ICA9014 ICA9015

m 15. SESSION.Cm|,K session.tblD~PD SOCKSM PROXYa0t//#9E"#

P }]`M($H) rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX AIX xL ID,NT _L ID,NT _L ID (Xh
D)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(XhD)

SERVICE_TYPE char(10) ~qw`M:socksrzm(XhD)

APPLICATION char(30) &CLr{F - telnet"ftp,....(XhD)

SRC_IP char(15) C'D IP X7(XhD)

DST_IP char(15) 6LzwD IP X7(XhD)

SESSION_EVENT char(5)
v 1;va0("1*<#

v 1;va0U91ax#

(XhD)

BYTES long int Za0Zd+MD}]?#g{&CLr* telnet,rb
+* 0#

SID long int (;Da0j6{,I Firewall zI,yZ1S1d#

":

`XE":

v Safemaila0*<:ICA2178

v Safemaila0#9:ICA2179

v Socksa0*<:ICA3011

v Socksa0#9:ICA3015

v zm Telneta0*<:ICA2036 (AIX U>) ICA2208,ICA2218 (NT U>)

v zm Telneta0#9:ICA2077 (AIX U>) ICA2209,ICA2219 (NT U>)

v zm FTP a0*<:ICA2041 (AIX U>) ICA2208"ICA2218 (NT U>)

v Proxy FTPa0#9:ICA2076 (AIX M NT U>)

Socks FTPa0YwD8ZZ SOCKS_FTPmP#zm FTP a0YwD8ZZ PROXY_FTPP#
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m 16. SOCKS_FTP.Cm|,K s_ftp.tblD~PD FTP a0PD SOCKS FTPYwE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(XhD)

SRC_IP char(15) C'D IP X7(XhD)

DST_IP char(15) 6LzwD IP X7(XhD)

DATA_BIND char(5)
v 1}]*S("1,’*<’(ICA3010)#

v 1}]*SU91,’#9’(ICA3014)#

(XhD)

BYTES long int +MD}]?#

": `XE":ICA3010 ICA3014

m 17. SOCKS_INFO.Cm|,K s_info.tblD~PD`XZ SocksDmsr;cDJOE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

USERID char(16) C' ID(ICA3044"ICA3045"ICA3046"ICA3047"
ICA3049)

ACTION char(7) ,S(ICA3044"ICA3049)r*S(ICA3046"
ICA3047)

ERROR_NUM int 53msE - AIX errno(ICA3013" ICA3019"
ICA3031"ICA3032"ICA3040"ICA3044"ICA3101"
ICA3102"ICA3103"ICA3104" ICA3106"ICA3107"
ICA3108"ICA3122"ICA3124"ICA3125"ICA3126"
ICA3128)

SRC_HOST char(25) 4wz{(ICA3019"ICA3035)

DST_HOST char(25) ?DXwz{(ICA3016"ICA3045)

SRC_IP char(15) 4X7(ICA3042"ICA3043"ICA3044"
ICA3045"ICA3046"ICA3047"ICA3049)

DST_IP char(15) ?DXX7(ICA3044"ICA3045"ICA3046"
ICA3047"ICA3049)

LINE_NUM int PE(ICA3022"ICA3023"ICA3024"ICA3025"
ICA3026"ICA3109"ICA3110"ICA3111"ICA3112"
ICA3115"ICA3116"ICA3117"ICA3118"ICA3119"
ICA3120);

rP}(ICA3113)

EXEC_STATUS int Exec4,(ICA3027)
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m 17. SOCKS_INFO (x). Cm|,K s_info.tblD~PD`XZ SocksDmsr;cDJOE"#

P }]`M rL5w

CMD char(36) |n,}gG<

(ICA3027"ICA3039"ICA3042"ICA3044"ICA3048)"
b:TZ ICA3042,|n*.yxF}q=

FILE_NAME char(100) D~{(ICA3030"ICA3032"ICA3105"ICA3109"
ICA3110"ICA3111"ICA3112"ICA3113"ICA3114"
ICA3115"ICA3116"ICA3117"ICA3118"
ICA3119"ICA3120)

APPLICATION char(30) &CLr{F - telnet"ftp....
(ICA3044"ICA3045"ICA3049)

VERSION char(10) .yxFD Socksf>E(ICA3043)

": `XE":ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026 ICA3027
ICA3030 ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043 ICA3044 ICA3045
ICA3046 ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104 ICA3105 ICA3106 ICA3107
ICA3108 ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115 ICA3116 ICA3117 ICA3118 ICA3119
ICA3120 ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126 ICA3127 ICA3128

m 18. SSL_INFO.Cm|,K ssl_info.tblPDPX SSL4,Mn/DE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

Client_IP char(15) M'D IP X7

": `XE":ICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063 ICA5082
ICA5120

m 19. SU.g{}ZSX AIX suU>,rCm|,K su.tbl D~PDPX SU n/D8Z#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

r* AIX ;Z su U>D~PG<j],yT
DATE_TIME PDj?V;hC*10jrO;j,by
ZB/UDhC!n(g{B/UmZ10DB/U,G4|
MGO;j#)

FROM_USERID char(16) C' ID(XhD)

TO_USERID char(16) C' ID(XhD)

LOGIN_STATUS char(7) G<"TD4,:I&r'\(XhD)

m 20. TUNNEL_CONTEXT.Cm|,K t_cntxt.tblD~PDn/ TUNNELOBD5w#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

36 IBM eNetwork Firewall Windows NTf: N<s+



m 20. TUNNEL_CONTEXT (x). Cm|,K t_cntxt.tblD~PDn/ TUNNELOBD5w#

P }]`M rL5w

TUNNEL_ID long int m@ ID(XhD)

SRC_IP char(15) 4 IP X7(XhD)

DST_IP char(15) ?DX IP X7(XhD)

ENCRYPTION char(7) S\c(

DES_CBCr CDMF

": `XE":ICA1043

m 21. TUNNEL_POLICY.Cm|,K t_policy.tbl D~PD TUNNEL_Tod#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

POLICY char(60) S fwpolicy D~AvD_Tod(XhD)

": `XE": ICA1040

m 22. TUNNEL_STATUS.Cm|,K t_stat.tblD~PDPX TUNNELSD4,|DDE"#

P }]`M rL5w

DATE_TIME date_time YwDUZM1d(XhD)

FIREWALL char(100) @p=zwD+^({F(XhD)

PID int AIX xL ID,NT _L ID (XhD)

MSG_NUM int {"E(XhD)

SESSION_SCKT long int a0WSVKZ(TZ ICA1038)

MASTER_SCKT long int wWSVKZ(TZ ICA1038)

TUNNEL_ID long int >}Dm@ ID(TZ ICA1041)

":

`XE":ICA1038 ICA1039 ICA1041 ICA1042

v (eD_T8Z(ICA1039)IS TUNNEL_POLICY mPC=#

v (eDm@OBDD8Z(ICA1042)IS TUNNEL_CONTEXT mPC=#
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Z3B SafeMail e~m~*"|

IBM Firewall SafeMailxXDw*?DGZ2+MG2+xgd*"J~,,1~X2

+wzOD{F#

SafeMailxX;a)NNZ]}K\&#;x,IT`4;v SafeMailZ]8!Lr,

"+|20Z@p=Ow* SafeMailxXDe~# SafeMailxXe~P\&i4{v

gSJ~E""y]("Dj<48!gSJ~# SafeMailxXe~ITf_ SafeMail

xXP9E"D+MrJmE"ZxXdw/#

SafeMail &mEv

1 SMTP M',S= SafeMail xX1, SafeMail xXM,S=?D SMTP ~qw

"ZSU=M'KDgSJ~P1,,1+gSJ~E"SM'+]=?D~qw#

g{X*D0,SafeMail xX+X4X(gSJ~DjbP4ZG2+xgwzD{

F#

g{20KZ]8!Lre~, SafeMailxX+ZgSJ~E"(}xX1wCZ]8

!Lr48!gSJ~E"D?;P# SafeMailxX,y+]KgSJ~E"D4M?

DE"T0d|E",9CZ]8!LrIT9`vwCwT`X#bZ3)X=,

gZZ]8!Lrv(GqJmE"Z@p=dw/0,Vv{vE"1GPCD#

g{ SafeMailxXXkX4NNjb,TZG2+xgODwz{F,rZ]8!Lr

e~+ZX4jb0wC#

4( SafeMail xXe~

*4(M20 SafeMailxXe~,r*:

v *e~ DLL `44zk

v (" DLL

v Z Firewall O20 DLL

ROOTDIR\samples\safemail |,Z]8!Lre~"X*D7D~T0 IBM Visual Age

M Microsoft Visual C++y> makeD~Dy>zk#Z20xLZd,ROOTDIRG

;!* IBM Firewall ?j;CD?<#

`44zk

Z]8!Lre~5VKF* UsrCheckD&\,|_PBP-M:

int _Export UsrCheck(pCheckData Data);

Z SafeMailxXP;PgSJ~E"H}Z]8!Lr#i1,|G SafeMailxXw

CDkZc#C&\:pligSJ~E"P,g{JmgSJ~E"LxZ SafeMail

xXdw/,r5X 0;g{* SafeMailU9E"&m,r5XGc#

NDZ ROOTDIR\samples\safemail PD usrcheck.c,TC=Z SafeMailxXMZ]8

!LrdDSZDj{5w#
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Z#i/}OD pCheckDataN}GZ ROOTDIR\samples\safemail D usrcheck.hP5

wD C a9#Ca9|,}Z&mDgSJ~E"DX*E",g SMTP~qwD4

M?DX7,MCZ"MMSU SMTP~qwDxg(2+MG2+)`M#Ca9,

y|,a0`Xw,JmZ]8!Lr+`vwCk`,DgSJ~E"KK`X#

(" DLL

1Q`4vZ]8!LrDe~1,Xk*+|`kM,S= DLL P# DLL Xk|

{* s m u s r . d l l#"R U s r C h e c k kZcXkS D L L Pwv#ND

ROOTDIR\samples\safemail PDy> makeD~,TC=h*}7(" DLL yhD

OJD`kM,SP;D>}#y> make D~Ga)x IBM VisualAge C++ M

Microsoft Visual CD#

20 DLL

;)I&(" smusr.dll,rh*Z Firewall O20|#+ smusr.dll=4= Firewall D

\bin P#;s,9C Windows NT XFfePD~qXF\mw4#9MXBt/

IBM Firewall SafeMail~qw,SxIT0ke~#

IBM Firewall xP Firewall \bin ?<PD smusr.dll#Z+ smusr.dll4F=C?<P

1XB|{C DLL,Sxg{+4*>}e~1IT+|V4#

Z>BMB=BP,`kwZ5}dVp|{#yP}B<N<`,D=v`kw#
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Z4B U>i5Lre~m~*"|

IBM Firewall U>+iLr+G<E"4k=CdCM'D Log Facilities T0r8

(DD~P#;s,9C fwlogmgmt |n4VWNi5IU>G<#dMX,S

Windows NT wHLrPKP fwlogmgmt#1!D, fwlogmgmt |n+IU>G<i

5=?<P,"9C Windows NT 9u|nxP9u#;x,IT`4;vU>i5

Lre~4f;1!D58YwLr#

uy4(U>i5LrDe~

*4(U>i5LrDe~,r*:

1. *e~ DLL `44zk

2. (" DLL

3. Z Firewall O20 DLL

ROOTDIR\sample\logarch ?<|,U>i5Lre~Dy>zk,|4FK Firewall D

1!YwLrM IBM Visual Age for C++D makeD~#Z20xLZd,ROOTDIR

G;!* IBM Firewall ?j;CD?<#

`44zk

U>i5Lre~Xk5V;5P/},|GG Firewall C44Pi5&\D#b)/

}D-MGZ ROOTDIR\sample\logarch ?<PD fwarch.hP(eD#

b)/}5VKy>Di5&\,gmSD~=58P"S58Pi!D~""B5

8MZ58PPvD~#

ND ROOTDIR\sample\logarch ?<P fwarch.hDy>zkTC=b)/}Dj8E"#

(" DLL

1Q`4kU>i5Lre~1,Xk*+|`kM,S= DLL P# DLL Xk|{

* fwarch.dll#yPZ fwarch.hPPvD/}XkS DLL Pwv#

IBM VisualAge for C++Dy> makeD~(C4+y>zk("=J1D DLL P),

Z ROOTDIR\sample\logarch ?<Pa)#

20 DLL

ZI&(" fwarch.dlls,+|20= Firewall P#+ fwarch.dll4F= ROOTDIR\bin

?<P#

Firewall D1! fwarch.dll ,yZC?<P#Z+f; DLL 4F=C?<PT0,8

]rXB|{C DLL#

,y,7#Zf;1! DLL T0,;PKP fwlogmgmt R;PKP IBM Firewall U

>+iLr#9C~qXF\mw4#9 IBM Firewall U>+iLr,;sZf; DLL

sXBt/|#
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Z5B a)wTDO$==

>BxvKPXa)wTO$==DE"#

C'a)DO$

a);C'O$Dy>,|;Z?< ROOT_DIR\bin\authsdk P#|(DD~P:

v authschm.h -gf(eD~

v authus.cpp -y>=8D4D~

v gwauth4.lib - Firewallb

v msvc++.mak - Microsoft Visual C̀ -D~

v schmname.h -gf(eD~

v vac++.mak - IBM Visual Age`-D~

9CBP|n4`k IBM D Visual AgeDC'O$y>:

v nmake -f vac++.mak -(" DLL

v nmake -f vac++.mak install -("M20 DLL

v nmake -f vac++.mak clean -e}>X?<

9CBP|n4`k Mircosoft D Visual C DC'O$y>:

v nmake -f msvc++.mak -(" DLL

v nmake -f msvc++.mak install -("M20 DLL

v nmake -f msvc++.mak clean -e}>X?<

9Cm~*"|44(C'a)DO$=8

IBM Firewall a)e~SZ9Z}=O$2+Tz7D/Iz'#(}4vek Firewall

O$=8SZDO$=8 .dll 4v=b;c#

Firewall O$&mEv

BP@p=~qXkZJmC'CJ@p=~q.0O$C':

v IBM Firewall dC~qw

v IBM Firewall zm FTP +iLr

v IBM Firewall zm HTTP +iLr

v IBM @p= Telnet+iLr

v IBM @p= Socks~qw

Firewall a)KBPO$=8:

Deny All
\G\xC'CJ~qw#

Permit All
^hNNiJXJmC'CJ~qw#
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@p=Zn

CZ Firewall C'}]bP(eDZniJC'#

NT "aZn
iJC'({r})D Windows NT"aZn#

SecureNetKey
C AssureNet Pathways SecureNet KeyO$C'#

SecurID Card
C Security Dynamics SecurID2+T(O$C'#

9CDO$=8IyZ?vM?v~qwx(e#}g,Firewall IdC*by:1C

' John"T"aA IBM Firewall dC~qw1,iJ{D Windows NT"aZn#

+G1 Johnk9C IBM Firewall Telnetzm1,{9C SecurID CardO$#;x,

1C' Mary,"T"aA IBM Firewall dC~qw1,+iJ}D Firewall Password#

ND IBM eNetwork FirewallC'8O D\mBZTq!PX Firewall a)DO$=

8MgN*?vC'(e|GDj8E"#

}K IBM Firewall a)DO$=8,9In`20}vC'a)DO$=8#zIT

4Bb)=84kQ-fZD2+Ty!xP;%,r_SZ}=2+T)&LGy

qC|GT9C Firewall 4/Idz7#

Firewall P|(C'a)D?vO$=8,I5VO$=8 API D DLL m>#C API

(egNC Firewall 9O$=8"aT:M Firewall gN+]O$ksx|#

4(C'a)DO$=8

4(C'a)DO$=8|(BP=h:

v `44zk45VO$=8 API

v `kM4S4zkA DLL

v Z Firewall O20 DLL

h*C44(C'a)DO$=8D C 4zk7D~MbD~,,yD9P Microsoft

Visual C++ M IBM Visual Age for C++ Dy>zkMy>FwD~,<IZ

ROOTDIR\bin\authsdk PR=#

`44zk

yPO$=8Xkv=~B:

1. C Firewall "a|GT:

2. 5V AuthSchmFn

C Firewall "a: Firewall ~qwt/.0,Firewall "TSX?vZ \bin\authschm

S?<PR=D DLL#?v DLL SXs,du</}PLrXkwC Firewall P{

* registerAuthSchmD/}Tr Firewall "a#

registerAuthSchm/}-M(eZ authschm.h7D~P#|xP%v8r AuthSchmInfo

a9DN},C/}2(eZ authschm.hP# AuthSchmInfoa9QO$=8{FkJ

1D Firewall *K+]O$ksAO$=8xwCD AuthSchmFnX7X*Z;p#

C'a)DO$=8Xk9CBP}v{F.;:
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1. C'

2. C'O$2

3. C'O$3

Z7D~ schmname.hP*b){F(eK{E{#C'a)DO$=8&ChF*J

mKcC'8(9C}v{FPDGv,by`vC'a)DO$=8IT20Z`

,D Firewall O,x;X#D=v;,D=8h*`,D{F#

DLL u</}PLrI&wC"a AuthSchm"5XAwC_.s, DLL &C<8

&mO$ks#IZC-r,PX*Z DLL u</}PLrP2xP;)=88(D

u</#

5V AuthSchmFn: ?vO$=8 DLL <Xk9CZ authschm.hP(eD-M4

5VF* AuthSchmFnD&\#AuthSchmFn/}P;vN},G8r AuthReqa9

D8k#AuthReq a9Gr%D C a9,||,yPXZ10O$ksDE"#

AhthReqZ authschm.hP(e# AuthReqa9|,xPO$C'D{F"ksO$D

Firewall i~/~qwT0d|PXksDE"#*q! AuthReqa9PE"Dj{P

mM5w,kND authschm.hPD"b#

}KC'{M Firewall i~,Z AuthReqa9P9P}vTZ5VO$=8XpX*

DN}:

gwaput
bG Firewall a)DwC5X}PLrDX7,ZO$=8h*"ME"AC

'DNN1n<IT9C#}g,g{O$=8h*"va>E"xC',|

h*wCZ gwaputN}Pa)DkZc4v=b;c#gwaputwC5X/}

GZ authschm.hPI AuthSchmPut̀ M(eD-M#ND AuthSchmPut̀ M

(eD"bTq!j{DN}Pm,b)N} AuthSchmFnXkZCwCxP

+]#

gwaget
bG Firewall a)DwC5X}PLrDX7,ZO$=8h*lw4TxP

O$DnUC'l&DNN1n<IT9C#}g,g{O$=8h*SC'

&C=Zn,|h*wCZ gwagetN}Pa)DkZc4v=b;c#gwaget

wC5X/}GZ authschm.hPI AuthSchmGet`M(eD-M#ND

AuthSchmGet̀ M(eD"bTq!j{DN}Pm,b)N} AuthSchmFnX

kZCwCxP+]#XpX*D;vN}GXMN}#AuthSchmFnIT9C

CN}48>Gq&CQC'l&XM{#

opaque_data
Firewall 9C opaque_dataVN4QA AuthSchmFnDwCMAdwC5X}

PLrDwCX*p4#wC gwagetr gwaput}PLr1, AthSchmFn&

C+kkZ AuthReqa9P;+kD5`,D opaque_dataD5#

"b:O$=8Xk\kyP Firewall i~xP;%#;) Firewall i~I'V`v

knUC'DZn/&pT0#b)i~F*;%= Firewall i~#IZd-iDTJ,

;) Firewall i~;I'V%vZniJ/&p#b)F*G;% Firewall ?~#

C'a)DO$=8XkIy]Z AuthReq a9Di~VNPy8>DwC|D

Firewall i~x^DdP*#i~VNDP'5(eZ authschm.hP#i~VN10D

P'5G:
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m 23. i~VNDP'5

AuthSchm.h PDi~{E Firewall i~ ;%/G;%

AUTHSCHM_UNKNOWN BDr;\6pD Firewall i
~

Yh|G;%=D

AUTHSCHM_REMADMIN dC~qw ;%=

AUTHSCHM_FTP FTPzm G;%=

AUTHSCHM_TELNET Telentzm ;%=

AUTHSCHM_HTTP HTTPzm ;%=

AUTHSCHM_SOCKS_PWD 9CZnO$D Socks~q
w

G;%=

AUTHSCHM_SOCKS_CRAM 9C CRAM O$D Socks~
qw

;%=

AUTHSCHM_REMIPSEC 6LM' IPSEC~qw(1
0Z Windows NTO;I
C)

;%=

AuthSchmFnjId&ms,XkCZ authschm.h(eD GWA 5Xk.;5XAw

C_#C5XkC48>C'GqI&O$MZ&mZdGqvVms:

m 24. GWA5Xk

5Xk =(

GWA_OK &mZd4"zmsRQI&O$C'

GWA_DENY &mZd4"zms,+C'O$4I&

GWA_IOFAILURE Z"T"Ma>AC'rSC'&qCl&1

"zms#dMXGZwC5X}PLrvm

15X#

GWA_BUFFERTOOSMALL AuthSchmFn/}^(lw4TC'l&,r
*|;\Vdc;D:ex4SUl&#

GWA_NOAUTHFN ms - kO$^X

GWA_FNNOTREG ms - kO$^X

GWA_RSVNAME ms- O$ks|,#tDM;\ICO$=
89CD{F#

GWA_BADNETTYPE ms - kO$^X

GWA_BADAPP ms - kO$^X

GWA_BADADDR ms - a)xO$ksDX7^'

GWA_MEMSHORTAGE ms - 4VdZfyT;\&mO$ks

GWA_USERDBFAIL ms - ;\i/h*D}]b

GWA_REGFAILED ms - kO$^X

GWA_AUTHERROR ms - O$=8X(Dmsu~

GWA_INTERNAL ms - O$=8PD`Vmsu~

AuthSchmFn5XA Firewall 1,g{5XkG GWA_OK,O*C'QI&O$"T

ksD~qwxPKCJ# GWA_DENY O*G^msu~,+\xC'CJksD~

qw#yPd|5XkO*Gmsu~R\xC'CJksD~qw#
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`kM4SA4zk: Q4zk`k"4SA DLL 1,Xk9C \bin\authsdk ?<

Pa)D gwauth4.libQ DLL 4SA gwauth4.dll,TVb authschm.hP(eDkZ

c{F#,yD,AuthSchmFn;GS DLL dvD,b;c.VX*#IBM VisualAge

for C++ M Microsoft Visual C++Dy>FwD~Z \bin\authsdk ?<Pa)#

20 DLL: ;)I&("K DLL,Q|=4= ROOTDIR\bin\authschm ?<P"Xt

/ Firewall zw#XhXBt/G*K9 Firewall SX DLL ""a DLL DO$=

8#

QyPD<aOp4: Z473D< 1 T>KO$ks&mZdO$=8gNSX,\?

/}gNwC#

h*9CO$~qwD Firewall ?~4SA{* gwauth4D Firewall DLL#gwauth4 dll

SXs,wCd DLLEntryTerm }PLr,RC}PLr+"TZKP1dSX

ROOTDIR\bin\authschm PDyP DLL# g{4\SXO$=8 DLL,;aO*G

gwauth4 dllSXDms#gwauth4 dll.P/b)SX"T#

< 1. DLL u</MGG
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O$=8D DLLEntryTerm}PLrKPs,|G:pC gwauth4.dll"aO$=8#

(}wC registerAuthSchm4v=b;c#authschm dllT?v DLL 'VDO$=8

<h*wC registerAuthSchm;N#I registerAuthSchm/}+kD AuthSchmInfoa

9Qf"ZC'}]bPDO$=8M AuthSchmFn/}DkZcX*Z;p#GG/

}+=4+kdPDa9,9 authschm dl lITZh*1XC /^DCa9#

Authentication=8 DLL 2:pME AuthSchmInfoa9#

registerAuthSchm/}:p("m>yPQ"aDO$=8D4SPm#gwauth4D

DLLEntryTerm }PLr+u</Pm** NULL#;s1 authschm DLLwC

registerAuthSchm/}1,|+:

1. (hO$=8Pm,iRk+k{F`,Ddkn#g{fZ,SPmP>}">

}yPkdX*Df"w#

2. ("yZ AuthSchmInfoa9D AuthSchmEntrya9"Q|mS=O$=8PmP#

3. 5XwC_"aGqI&D8>(I&:GWA_OK,'\:GWA_REGFAILED)#

gwauth4D DLLEntryTermjI?v authschm dllDKP1dDSXM authschm DLL

"adO$=8s,gwauth4D DLLEntryTerm}PLr+5XAwC_#ZCc,d

|i~I*<wC gwauth4/}ksO$~q#

gwauth4.dll6vs,+YNwC DLLEntryTerm}PLrU9&m#wCC}PLr%

U91,|+>} AuthSchmListPDyP AuthSchmEntrynMX*Df"w#vKb

)s,O$=8M;h*T:%S Firewall "z#

O$ks&m: Firewall ~qwh*O$C'1,|wC gwauth4.dll PD/}#

gwauth4x4wCi~DE""i/ Firewall C'}]b47(C4&mksDO$=

8D{F#

;) gwauth47(KO$=8D{F,|(hQ"aDO$=8DPmT0R`,{F

D=8#g{R=K`,{FDQ"a=8,|(" AuthReqa94m>10ks"w

Ck{F`XDO$=8 DLL DkZc#

I gwauth4wCD AuthSchmFn/}&mks"Zh*knUC';%1wC gwaget

M gwaputwC5X/}#jId&ms,|CJ1DD5Xk5X=T gwauth4DX

F#

gwauth44J1DU>G<QO$ks`ID5"5XzzksD Firewall i~,

propagatingSO$=8 DLL SU=D5Xk#
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Z6B 9C Make Key File Utility (MKKF)

2+D SSL xg,Sh*:

v * SSL dCdC~qw

v 4(KCZ2+(ED\?

v 8(K~qwO\PD,6C'

v fEK\?D~Zn

9C MKKF 44(u<~qw\?"\?7D~"7Oks#MKKF ,yC4SUu

<7O=\?7P"#fzD\?D~Zn#

4(\?D~

KPC5CLr1,Xk9C Windows NT\m1J'"a#

1. = ROOTDIR\config?<P"t/\?5CLr,(}dk:

c:\program files\IBM\Firewall\config > mkkf

MKKF Key Manager
Copyright IBM Corp. 1996
All Rights Reserved

2. 4(BD\?7D~#

Key Ring Menu
Currently Selected Key Ring: (none)

N - Create New Key Ring File
O - Open Key Ring File
X - Exit

Enter a command: n

gOy>,dk ’n’ ,4(;BD\?D~#

+a>h*\?D~DD~{#IT9CNND~{,+XkT .kyr a2#1!

D,@p=0R;{* fwkey.kyr DD~#

dk\?7D~D{F,r4 ENTER S\ fwkey.kyr D53,O5#

MKKF +4(BD\?D~"T>\?7K%#"b\?D~+P>*10!PD

\?7#

3. 4(BD\?"7Oks#

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
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X - Exit

Enter a command: w

dk ’w’,gOy>DGy,=\?K%P#

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: (none)

L - List/Select a key to work with
C - Create a New Key and Certificate Request
I - Import a key from an Armored key file
X - Exit this menu

Enter a command: c

g0y>,dk ’c’,4(;BD\?#

Z\?D~If"\?0,\?D~XkPZn#$#MKKF +a>dkZnC4

#$\?D~#Zdk1,Zn+;T># MKKF a/JZnGq&C=Z#gO

yv,dk ’n’:

Enter password to use for the key file:
password
Enter the password again for verification: password
Should the password expire?
Enter Y for yes or N for no:
n
Password successfully set.
Press ENTER to continue

MKKF a>+4(D\?`M#

Choose Certificate Type Menu
S - PEM Certificate Request Format (Private Enhanced Message)
P - PKCS10 Certificate Request Format
C - Cancel

Enter a command: s

g0y>,dk ’s’,4( PEM $wksq=# MKKF +zI;UD$w:

Compose Secure Server Certificate Menu

Current Certificate Information
Key Name: (none)
Key Size: 0
Server Name: (none)
Organization: (none)
Organization Unit: (none)
City/Locality: (none)
State/Province: (none)
Postal Code: (none)
Country: (none)

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: m

dk ’m’ T^DUD$w#+a>dkB$wDE":

v dk*9CD{F#C{FITGNNV{.";\CZ MKKF 5CLr:
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Enter a name to use for the key entry:

Firewall Key

v dk\?Ds!#IBM Firewall ;xPIdvD MKKF f>#nsD\?s!

* 1024#

1: 508
2: 512
3: 768
4: 896
5: 1024
Enter the number corresponding to the key size you want:

2

v dk@p=D+^( TCP/IPwz{(}g, jupiter.raleigh.ibm.com):

Enter the server's fully qualified TCP/IP domain name or press
Enter by itself to leave the field blank

jupiter.raleigh.ibm.com

v dki/{Fk$w`X*#(}g,+>{F):

Enter Organization Name for the certificate
or press ENTER by itself to leave the field blank.

AAA Inc.

v dki/%*{F#(}g,?E{F):

Enter Organizational Unit Name for the certificate
or press ENTER by itself to leave the field blank.

Network Security Products

v dk+9C$wDGP:

Enter Locality/City Name for the certificate
or press ENTER by itself to leave the field blank.

RTP

v dk]r!#

": k$wf6`T&,CVNXkG}vV{Dn!5,rK=V8D]{u
4^'#

Enter State/Province Name for the certificate
or press ENTER by itself to leave the field blank.
State/Province must be at least three characters long.

N.C.

v dkJ~`kk$w`X*#(bkJ]xEG;XB):
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Enter Postal Code for the certificate
or press ENTER by itself to leave the field blank.

27709

v dk=V8DzRzk:

Enter Country Code for the certificate
or press ENTER by itself to leave the field blank.
Country code must be exactly two characters long.

US

Z MKKF U=yPDE"s,+T>$w:

Compose Secure Server Certificate Menu

Current Certificate Information
Key Name: Firewall Key
Key size: 512
Server Name: jupiter.raleigh.ibm.com
Organization: AAA Inc.
Organizational Unit: Network Security Products
City/Locality: RTP
State/Province N.C.
Postal Code: 27709
Country: US

M - Modify the Certificate Fields
R - Ready To Create Key and Certificate Request
C - Cancel

Enter a command: r

g{Z$wE"PPNNms,Idk ’m’ #}#g{E"}7,dk ’r’ 4(B

D\?MX*\?D~#

MKKF +a>C;D~4f"$w#IT9CNND~{,+-#q-D<(G9

C`,Dy{w*\?D~"mS .cert w*)9{:

Enter file to store the certificate request in:
fwkey.cert
Creating Private Key...
Private key was successfully created.
Creating certificate request...
certificate request was successfully created
Adding new key to key file.
The new key and certificate request were created successfully.
Press ENTER to continue

4. 9B4(D\?I*53,O5#

Z\?M$w4(s,+T>\?K%#B4(D\?+T>*!PD\?dk

n:

Key Menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

L - List/Select a Key To Work With
S - Show Information about Selected Key
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D - Delete Selected key
C - Create a New Key and Certificate Request
I - Import a Key From an Armored Key File
E - Export Selected Key To an Armored Key File
F - Make Selected Key the Default Key for this Key Ring
U - Unmark Selected Key's Trusted Root Status
R - Create A Certificate Request for Selected Key
X - Exit This Menu

Enter a command: f

Xk9B4(D\?I*\?D~PD1!\?#gH0DGydk ’f’ #+a>7

OYw:

Key Menu
Currently selected key: Firewall Key
Are you sure you want to make this key the default?
Enter Y for yes or N for No:
y
Key was made the default key.
Press ENTER to continue

Z\?jG*53,O5s,T>K\?K%:

Key menu
Currently Selected Key Ring: fwkey.kyr
Selected Key Entry: Firewall Key

L - List/Select a Key To Work With
S - Show Information about Selected Key
D - Delete Selected key
C - Create a New Key and Certificate Request
I - Import a Key From an Armored Key File
E - Export Selected Key To an Armored Key File
F - Make Selected Key the Default Key for this Key Ring
U - Unmark Selected Key's Trusted Root Status
R - Create A Certificate Request for Selected Key
X - Exit This Menu

Enter a command: x

dk ’x’ Kv\?K%#

5. SU$w=\?7D~P#

+T>\?7K%:

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: r

": r*@p=;P9C SSL CZO$?D,yT$w;PX*C$w(^4j

G#
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Enter file name or press ENTER for Cert.txt.
fwkey.cert
This is a self-signed certificate. Add it to the key file?
Enter Y for yes or N for no:
y
Certificate added to key ring.
Press ENTER to continue

6. 4(\?D~Df|D~#

Z$wmS=\?7Ps,T>\?7K%:

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: c

h*4(\?D~Df|D~#gH0Gydk ’c’#MKKF +9C`,Dy{w*

\?D~"+ .sth w*)9{:

Stashed password file saved to fwkey.sth
Press ENTER to continue

Zf|D~4(s,T>\?7K%#

Key Ring Menu
Currently Selected Key Ring: fwkey.kyr

N - Create New Key Ring File
O - Open Key Ring File
S - Save Key Ring File
A - Save Key Ring as Another File
P - Set Password for Key Ring File
C - Create Stash File for Key Ring File
R - Receive a Certificate into a Key Ring File
W - Work with Keys and Certificates
X - Exit

Enter a command: x

\?D~VZIT9C#g0y>,dk ’x’ Kv MKKF "dk ’y’ ,#fT\

?D~D|DgB:

Key ring file has been changed. Save?
Enter Y for yes or N for no:
y
Key ring saved to fwkey.kyr
Press ENTER to continue
#

7. |BdCD~#

Z4(\?D~s,XkZdC~qwN}D~P9Cfwcfgsrv|n8(\?D~

{F#

54 IBM eNetwork Firewall Windows NTf: N<s+



g{9CdC~qwD SSLS\,+h*9Cfwcfgsrv|n4hC encryption=ssl!

n #

9C fwcfgsrv |ns,XU"XBt/~qw~q#
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Z7B JOlbkbT

>Bf_z1hCMdC IBM Firewall 1,gNlbyv=D;)#{Jb#

tPJb,WH,CwTEH64(;v@p=U>,TvS"M=U>DE"#N

D Z53D:U>D~\m; Tq!|`DE"#

20MhC

8!Lr'V'\

Jb5w

SUb)msE"#

Filter support verification failed. Socket creation call failed.
A file or directory in the path name does not exist.

zzKJbD-rZZ20@p=.s4X}<#

(iDYw

XB}<@p=,"XTC}L#

7I!qJb

IBM Firewall Zjb*bT IP 7I!qD2+T_TT0rPa)K;n&\,C&

\ICZwT7I!qJb#tCC4!r,$n0,S1dC,"tC0,Sfr

G<1# ;sli@p=U> Ti4yP)=@p=D|Dj8E"#

h*4Pb)bT,rWH9C IP X7,;s9Cwz{#t(E?7I}7X9C

KX7+49C{F,j{ Z593D:DNS Jb;#

^(S@p=6Llbwz

Jb5w

xgSZdC;}7#

(iDYw

NDYw53D5#

Jb5w

,S=G2+xgDdC;}7#

(iDYw

kzD Internet~q)&L*5,Tsoz#

Jb5w

t2+xg;tkZ7Iwsf,r@p=Xk5P;v,=C7IwD2,

76#9C netstat -rn,Ti$2,76!q:

netstat -rn
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TZ0-iX 21,dv&CgBPy>:

nrr.nrr.nrr.nrr
*53,O7I,zm= internetD7Iw#53,O7I*2,7I

(Flag=UG)#

nnn.nnn.nnn
zmG2+r#bG;vSZ7I(Flag=U)#

nnn.nnn.nnn.nnn
zmG2+SZ#

sss.sss.sss
zm2+r#bG;vSZ7I(Flag=U)#

sss.sss.sss.sss
zm2+SZ#

ss1.ss1.ss1
zmxg2+=DSr,srr.srr.srr.srrzm=GvSrD7Iw#bG;

v2,7I(Flag=UG)#

127.0.0.1
GXMr>Xwz# bG;vSZ7I(Flag=U)#

?vSZ<&CP;vSZ7I,"R53,O7I&C8r@p=G2+=

OD7Iw#

(iDYw

mS2,D7IA7Iw#k7Iw\m1*5#9C route add |n#

Jb5w

2+SZODSxZkr}Z"T*5DwzG;}7D#

(iDYw

9CM'LrDdC5CLr,T#}ZkhC#

^(S2+wz6LlbG2+wz(r4.)

Jb5w

?vk@p=Z|D7IwXk|,;v2,7I,C2,7I+@p=8(

*@p=.O=?jxgDxX#

(iDYw

k7Iw\m1*5#

Jb5w

t2+xg9CK4-"a"ZG2+xgO^(7IDX7,dP2|(g

Z RFC,1597Py8(D(CX7,r|+;XMA"MK#

Destination Gateway Flags ....
default nrr.nrr.nrr.nrr UG
nnn.nnn.nnn nnn.nnn.nnn.nnn U
sss.sss.sss sss.sss.sss.sss U
ss1.ss1.ss1 srr.srr.srr.srr UG
127 127.0.0.1 U

< 2. netstat -rnDdvD6}.

58 IBM eNetwork Firewall Windows NTf: N<s+



(iDYw

9C;vxP-"aX7DM'Lr#

DNS Jb

@p= DNS (}i/2+{F~qw4Vf{F#I2+{F~qwVf2+xgP

DyP{F#|+G2+{FDks*"=@p={F~qw#I@p={F~qw

(}i/G2+{F~qw4Vfks#

DNS JbI\0ld|@p=YwDxr#g{Jbk DNS ;wTPX,nC2li

;B DNS#

boP;)}S,4=hX8<z(}9C nslookup 5CLrVkCJb#Zb)}

SP,RG+9CBP5:

www.ibm.com
zmG2+xgO;vNbDwz{

nns.nns.nns.nns
zmG2+{F~qwDX7

sns.sns.sns.sns
zm2+{F~qwDX7

host.secure.company.com
zm2+xgZ?NbDwz{F

127.0.0.1
zm@p=DXMX7#

b)5ISdCM'Dr{~qwT0rqC#Z70}LP,z+h*9Cb)

5#

": nslookup |n*sZwz{sfmO=Sc,CT@9+2+r{S= nslookup

sf#

4dC DNS
Jb5w

4dC@p=D DNS h)#

(iDYw

jIr{~qwT0r#

DNS i/'\r,1
Jb5w

@p=(E?XF;Jm DNS |w/#

(iDYw

*A2+T_TT0r,!PJm DNSi/4!r"XB$n(E?XF#
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nslookup www.ibm.com. nns.nns.nns.nns '\

Jb5w

G2+{F~qw49Cy8>DX7,rddC;}7#

(iDYw

kzD DNS ~q)&L*5,TcqC;vP'D{F~qwX7#

nslookup www.ibm.com. 127.0.0.1 '\

Jb5w

Microsoft DNS ~qwI\;KP#*A~qXF\mLrT7(|GqKP#

(iDYw

9C~qXF\mLr4t/ DNS#

nslookup host.secure.company.com. sns.sns.sns.sns '\

Jb5w

2+{F~qwQXU#

(iDYw

XBt/{F~qw#

nslookup www.ibm.com. sns.sns.sns.sns '\

Jb5w

4}7dC2+{F~qw,yT;\k IBM Firewall ;%#

(iDYw

N< IBM eNetwork FirewallC'8O,TqCdChs#

dCM'Lr

~qw;l&

Jb5w

dCM'zMdC~qw9CDG;,DoT#

(iDYw

ZdCM'"afeO,!q@p=Q20DoT#

Jb5w

SSL S\DdCI\;}7#

(iDYw

7(QZM'LrD"afeP!(K SSL#9C~qXF\mLr,#9"

XBt/@p=dC~qw#

Jb5w

I\{CK@p=dC~qw#

(iDYw

#$@p=dC~qw}ZKP#
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Jb5w

@p=dCI\}Z`X;vGj<KZ#

(iDYw

li c:\winnt\system32\drivers\etc\services "#$||,P ibmfwrcs

1014/tcp# t*9CZ;,KZOD~qw,r`&X`- ibmfwrcs

1014/tcp,"#$8(KM'LrD"afePDBKZ# 9C~qXF\m

Lr,#9"XBt/dC~qw#

Jb5w

@p=D(E?XFI\;JmdkdC~qw(6#bv0l}Z6Lwz

OKPDdCM'Lr#

(iDYw

*}ZKPdCM'LrDzwk@p=.d`k;v,S#dCM'Lr&

CG,SD4,x@p=G?DX#XBzI"$nyvD|D#kND IBM

eNetwork FirewallC'8OTq!|`DE"#

Jb5w

I\4+dC~qwdC*JmS6Lwz"a#

(iDYw

9C fwcfgsrv |n4i$ localonly N}QhC* no#

^("aa=dC~qw

Jb5w

?vZ@p=OC=O$DC'{I\dC*9CNNO$==#9C Deny

all 4{9C'9CX(D~q#

(iDYw

li}Z9CDC'{D02+\m1M0G2+\m1VN#b)VN;\

;\m19C,@p=C';IC#

(E?XF

T,SyvD|D;z'

Jb5w

NNT0(E?XF1i~D|D<1=|G$nEz'# |(53\mBD

2+T_TT0r#

(iDYw

9C,S$nT0r,TXBzI"$ndC#

zm~qw

;"M}]

Jb5w

@p=Dzm~qw1=20Czw"XBt/.sEt/#
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(iDYw

Xt/zw#

Jb5w

@p=D0(E?XF1XkdC*Jm|wk"wvzm}L,"G1S(

}@p=#

(iDYw

4U IBM eNetwork FirewallC'8OPDhvdC?vzm,S#

I\D0,XpC FTP (E?49C$H(eD~q#

^(,S=Z{Dwz

Jb5w

t}]}Zwk"wvzm,+G^(kwz*5,rM'LrI\;\}7

Vfwz{#

(iDYw

7#2+T_TT0rtCKJm DNSi/,RQ$nK,SdC#kND Z

593D:DNS Jb; q!|`DE"#

Jb5w

?vZ@p=OI@p=~qO$DC'{IdC*9CNNO$=(#9C

Deny all 4{9C'9CX(Dzm#

(iDYw

liZdCM'LrODC'T0rPDC'J'O$hC#

O$~q

NT \m1J';\;O$
Jb5w

NT \m1J'D@p=tT9C fwdfadm f"Z@p=C'}]bP#

(iDYw

i$ fwdfadm P*z"T9CD~qwhCD}7DO$=(#

@p=zmC';\;O$

Jb5w

g{@p=zmC'4Z@p=C'}]bP(e,9C fwdfuser {F4(e

C'tT#

(iDYw

i$ fwdfuser DO$=(*C'"TCJD~qw}7(e#
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xgX7*;

NAT ,S;$w
Jb5w

hC"$n NAT +,S;$w#

(iDYw

7ImPJbrG NAT dCPJb#

gN* NAT |("7I?
Jb5w

;P* NAT |("7I#

(iDYw

C?D NAT X7M@p=DxXZ@p=D0D7IwOmS2,7I#

P24wT$_ICZoz9C NAT?
Jb5w

P24wT$_ICZoz9C NAT?

(iDYw

NAT G<,|JmzzY/,"aX7D\m#

U>h)

U>h)D|DZ~qwO;z'

Jb5w

>}r|DU>h)1,GUI OI4=d/,+Z~qwO;z'#

(iDYw

Xt/53#

(f5CLr

CJD~1vm:

Jb5w

TOvmIT(}9CBPNN|n.s4i4:

db2 -vf fwschema.dll > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > sample.out

(iDYw

a) .ddl".dat r .dml D~D}7+^(D~{#
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wk}]A}]b1"zms#

Jb5w

4Tdb2 -vf fwimport.dat>import.out |nD import.outD~PP8>;v

<k'\r;P?VI&DE"#

(iDYw

4`&D<kodli .msgD~4i4*"bDJb#+a)JbDD|`8

Z#0R`&D .tbl D~PDPXG<4i4dk}]"7(G24ms#}

g,G;G}]bPD?jP+$? }]`MTZ?jP`MGqJ1D? g{

dk}]4O%;+T,I\h*Rv-<}7G<47# fwlogtbl Gq}7

zI .tbl D~#

g{;\bvCJb,#f import.outD~".msgD~"X*D .tbl D~M-

<U>D~,"k IBM ~qz9*5#
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=<A. E"

>=<|, IBM Firewall AIX f" IBM Firewall NT fDE",T0b=V@p=

D+2E"#|a)KXZ IBM Firewall E"DBPE":

v E"gNq=/

v E"DOXT6p

v E"0dbM

g{4=E"0dbM,+h*|j8DE",kN<Z573D:Z7B JOlbkb

T;#

E"jG

ICA nHD 3 vL(VZ#

xxxx 6'* 0000 - 9999D}#

a OXT8>{#E"(}OXT6pV`#

v i - E"

v w - /f

v e - ms

v s - OX

0000 - 9999PD}x;=V*BP`p:

v 0000 - 0999kV/(

v 1000 - 1999}Kw

v 2000 - 2999zm

v 3000 - 3999 Socks

v 4000 - 49990tz

v 5000 - 8999ICD

v 9000 - 9999;c/d{

E"

ICA0001 (/ - O$'\F}5N#

bM: QzcO$'\DP5u~#

ICA0002 (/ - C'C'{O$'\F}5N#

bM: QzclbX(U>E"DP5u~#

ICA0003 (/ - Twzwz IP X7O$'\F}

5N#

bM: Qzc4TNNX(wzDO$'\DP5u~#

ICA0004 (/ - CF}5vU>njGE"j6
{#

bM: QzclbX(U>E"DP5u~#

ICA0005 U>`Sw - Zf;c#

bM: xLD!KZf#

ICA0006 U>`Sw - CJ~qD~'\:errno

bM: 4\Z /etc/servicesPR=Dn#
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ICA0007 U>`Sw - 4(WSV'\:errno

bM: ;\r*WSV - {msE"#

ICA0008 U>`Sw - bind() '\:errno

bM: ;\ bind WSV - {msE"#

ICA0009 ;\r*P5(eD~:errno

bM: CJP5(eD~vVJb - {msE"#

ICA0010 U>`Sw - B|DA!ms:errno

bM: SWSVA!vVJb - {msE"#

ICA0011 ;\C=P5(eD~D4,:errno

bM: CJP5(eD~vVJb - {msE"#

ICA0012 U>`Sw+iLrXU#

bM: +iLr}l#axrSU=U9EE#O;vU

>E"+a)8Z#

ICA0013 U>`Sw6==U9EE#

bM: +iLrSUU9EE"XU#

ICA0014 t/U>`Sw+iLr#

bM: Qt/+iLr#

ICA0015 ;\*U>`Sw4(+iLr:errno

bM: +iLr4('\ - {msE"#

ICA0016 ;\r*xLj6{D~ - I\Q$n+
iLr#

bM: +iLr;\r*xLj6{D~#

ICA0017 ;\QxLj6{(xLj6{) 4kD

~#

bM: +iLr;\QxLj6{4kD~#

ICA0018 U>`Sw - ^}]IA#

bM: SUDE"|;xP}] - OzD#

ICA0019 U>`Sw - SU=D|;Pc;D}
]#OzjG#

bM: SUDE"|;xPc;D}] - OzD#

ICA0020 U>`Sw - msq=D ICA jG#

bM: SUDE"|xPmsq=/D}] - OzD#

ICA0021 U>`Sw - msq=DO$}]#

bM: SUDE"|xPmsq=/D}] - OzD#

ICA0022 P5(eD~(^'n)PfZ^'o(#

bM: P5D~P8vDno(vm#

ICA0023 ;\r* fwmail.conf D~#

bM: r* fwmail.conf D~'\rD~*U

ICA0024 ;\,SA SMTP ~qw#

bM: SMTP ~qw&r\x,S

ICA0025 (/E" email '\#

bM: ;\+U>`Sw(/E" email A8(X7#

ICA0051 #fZU>D~PD Days,U>D~{
F, XkG;x}:EDL{}5#

bM: #fZU>D~PDl}XkGP'{}#

ICA0052 #fZ58PDl},U>D~{F, Xk
G;x}:EDL{}5#

bM: #fZ58PDl}XkGP'{}#

ICA0053 logmgmt.cfg P;JmU>D~U>D~

{FD`vdkn#

bM: logmgmt.cfgP;JmU>D~D`vdkn#

66 IBM eNetwork Firewall Windows NTf: N<s+



ICA0054 ;\r* $ Variables :D~#

bM: ;\r* logmgmt.cfgD~#

ICA0055 logmgmt.cfg D~P^P'Ddkn#

bM: logmgmt.cfgD~P^P'Ddkn#

ICA0056 U>E"″$ Variables :″^'

bM: U>E"^'

ICA1001 ^(CxLj6{4(D~

bM: }KwU>+iLrZ4D~ fwlogd.pid1v=m

s#

C'Xp: Z?< /etc/securityyZ&liD~53#I

\*,vUdDiv#

ICA1002 ;\k cfgfilt LrxP(E

bM: IZ44( fwlogd.pidD~,;I\xP fwlogd +

iLrM cfgfilt &CLr(}KwXFh*D)dD(

E#

C'Xp: Z?< /etc/securityyZ&liD~53#I

\*,vUdDiv#

ICA1003 Lxu</G<+iLr

bM: fwlogd +iLr+Lxt/xL#

ICA1004 }KwU>+iLr fwlogd (6pf>."
Pf)ZUZ1du</#

bM: Qt/ IP E"|U>+iLr#g{tCKE"

|U>,+iLr fwlogd +Qh*DG<4k local4 D

syslogD~#

ICA1005 IZ:exDOg,VFK filter_rule_no

|E"DG<

bM: fwlogd +iLr}KwU>:exQOg#;\G

<8(}KwfrDE"|#

C'Xp: liU>#@p=I\\=K\xD~qD.

wrGG<K;h*DE"#}g,c%E"&CP;v

U>XFhC*q(l=n)D\xfr4@9ndU>#

ICA1006 B| fwlogd ms - '\/}: msE

"

bM: fwlogd ~qwZ8(/}P'\,+iLrU9#

C'Xp: D}8(D53Jb"XBt/ fwlogd#

ICA1007 ^(4(SxL:errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

C'Xp: yZT>Dms,4P}7DYw#

ICA1008 S setpgrp }PLr5X1vm:errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

ICA1009 ^(4(NSxL:errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

ICA1010 C+iLrXkI,6C'(^KP

bM: }KwU>+iLrXkZ\m1(^Bt/#

C'Xp: I\m1Z(XBt/#

ICA1011 sysconfig *si/ZK)9 load_path

'\:errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

ICA1012 40kD AIX ZK)9 netinet;\Lx

4P

bM: netinet h8}/Lr;|,}Kw'V#

C'Xp: 20 Firewall zk#PI\,Q20Kzk+

944PX}<#

ICA1013 WSV4(tP'\:errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#
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ICA1014 AIX netinet h8}/Lr;Zyh*D6
p

bM: netineth8}/LrM fwlogd +iLr;G,;

6p#

C'Xp: bve;,Z20BD Firewall 6psI\h

*Xt/#

ICA1015 Z ioctl() wC1vm
(SIOCGFWLOG):errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

ICA1016 ;\C=10SYDU>SP

bM: d|DE"k"4lHDU>E"`X*#

ICA1017 S SIOCGFWLOG ioctl() wC5X1v
m

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

ICA1018 B| fwlogd ms - '\/}: 53m
sE"

bM: fwlogd ~qwZ8(/}P'\,+iLrU9#

C'Xp: D}8(D53Jb"XBt/ fwlogd#

ICA1019 Kv1vVbk;=Dms, rc *
internal_fw_return_code

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

ICA1020 B| fwlogd ms - '\/}:5Xk =
0x/}5Xk

bM: fwlogd ~qwZ8(/}P'\,+iLrU9#

C'Xp: D}8(D53Jb"XBt/ fwlogd#

ICA1021 r* /dev/ipsp_poif1vm:errno

bM: 94208>Dh8}/Lr#

C'Xp : g{Q20K F i r e w a l l zk,li

/tmp/rc/net.outD~Tq!I\DmsE"#

ICA1022 }Kw'Vi$'\

bM: IZZCE"0G<K;nms,yT;\i$}

Kw'V#

ICA1023 ioctl() wC(SIOCGFWLVL)1vm:
errno

bM: Z}KwU>+iLrt/Zd,v=K8vD5

3ms#

C'Xp: 4PBP=h.;:

v TZ AIX f:i$Q20D Firewall netineth8}/

LrM20sQXt/DzwD}76p#

v TZ OS/390 f:i$Q20MQC IPCONFIG
FIREWALL dCodt/D TCP/IPD}76p#

ICA1024 4D~ /etc/security/fwlogd.pid1vm:

errno

bM: IZ8vD53msE,fwlogd ^(48(D~#

C'Xp: #}8vDJb"XBt/}KwU>+iL

r#

ICA1032 Z UZD1d1|B}Kwfr#

bM: Q|B IP E"|}Kfr#

ICA1033 }Kw'V(6pf>."Pf)ZUZD1d
1xPu</#

bM: Qu</ Firewall }Kw'V#

ICA1034 }Kw'VZUZD1d1ME

bM: IP E"|}KVZ9C1!}Kwfrx;9C(

eZ /etc/security/fwfilters.cfgPDfr#

ICA1035 |yG<D4,ZUZD1d1hC*t

C/{C

bM: E"|4,QDd#E"C1dAG8>104

,#

ICA1036 #:rule_noR: rule_type direction: interface

s:src_addr d: dst_addr p: protocol tag:

scr_port/icmp_type tag: dst_port/icmp_code

r:routed/local a: secure/non_secure f:yes/no

T:tunnel_id e:C/D/n l:packet_length

bM: 8>-&mD IP E"|DKPG<Mkd%dD

`&}Kwfr#*4CG<#%d}KwfrXkQU
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>XFhC*G#g{kCfr%dD IP E"|G;v,

O,TZjbT> ports/icmp type/codeE"xTZd|E

"|T>* 0#

ICA1037 #:rule_no action src_addr src_mask

dst_addr dst_mask protocol logical_op

value logical_op value interface_type

routing directionl= log_control

f=fragment_controlt= tunnel_ID enc_alg

auth_alg

bM: |B}Kwfrs,$nDfr4kU>#CU>

E"5w$nfr.;#

ICA1038 9Ca0WSVKZ:port_noMwWSV

KZ:port_no,t/a0\?zF

bM: 9CZ /etc/servicesP(eD8( UDP KZ}t

/S\m@#

ICA1039 _T(XB)(e*:

bM: ~__Y:f9CD~ /etc/security/fwpolicy (X)(

e#BPPT>BD~__Y:f#

ICA1040 >_Tod:tunnel_origin tunnel_end

tunnel_ID encrypt_flag/authenticate_flag

bM: PG<S /etc/security/fwpolicyD~A!#

ICA1041 >}Km@:tunnel_IDDOBDfq5

w#

bM: TZPvD ID,m@OBDY2;I4P#

ICA1042 (eBPm@OBDfq5w*:

bM: Q(em@OBDf6,gTBU>G<yP#

ICA1043 >tunnel_ID :Ek"src_addr :IP X7"

dst_addr :IP X7,S\:c(

bM: E"P>$nm@OBDDX(tT#

ICA1044 wzF}w/f:,v IP(IP X7)

bM: }`2+wz"Tk Firewall zw,S#

534&: +],S

ICA1045 TCP ,}O^:\x IP X7(KZ)->IP

X7(KZ)

bM: P+` TCP a0(}@p=zw

534&: \x,S

ICA1046 UDP ,}O^:\x IP X7(KZ)->IP

X7(KZ)

bM: P+` UDP a0(}@p=zw

534&: \x,S

ICA1047 m^Z/f:+]}` TCP a0,x}IP

X7(KZ)->IP X7(KZ)

bM: P+` TCP a0(}@p=zw

534&: +],S

ICA1048 m^Z/f:+]}` UDP a0,x}IP

X7(KZ)->IP X7(KZ)

bM: P+` UDP a0(}@p=zw

ICA1049 ^' ipsec |:4:IP X7 ?D:IP X

7 -i:-i spi:2+TN}w}

bM: ipsec|;\ISU@p=b|#

C'Xp: #$Q}7dvRZ?v@p=O$nKm@

(e#

ICA1050 >}Km@:tunnel_IDDf6#

bM: TZPvD ID,m@f6Y2;I4P#

ICA1051 (eBPm@f6*:

bM: Q(em@f6,gTBU>G<yP#

ICA1052 >tunnel_ID: number, src_addr: IP_address,
dst_addr: IP_address, src_enc: algorithm

rem_enc: algorithm src_mac: algorithm

rem_mac: algorithm

src_enc_mac: algorithm

rem_enc_mac: algorithm src_pol: policy

rem_pol: policy mode: transport_mode

bM: E"P>$nm@DX(tT#
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ICA1200 IZTOmsU9U>+iLr

bM: IZbuE"T0G<ms,fwlogd +iLrU

9#

534&: IP }KwU>;$n#

C'Xp: #}8vDms"XBt/ fwlogd#

ICA1260 IZU=U9EE,}KwG<+iLrZ

UZD1dU9

bM: fwlogd +iLrSU8>DU9EE"#9#

ICA1305 04*D1

bM: * syslogq=/ IP E"|1,R=;xP4*-

ifq5wDG<#-i IP, ICMP, TCP, UDPM IPSPG

I6pD-i#"b IBM TZ(}m@+]DS\E"|

8(* IPSP#

ICA1400 B| fwtimernat ms - '\/}: 53
msE"

bM: fwtimernat~qwZ8vD/}P'\#fwtimernat

~qwU9#

C'Xp: D}8vD53Jb;sXBt/ fwtimernat#

ICA1401 B| fwtimernat ms - '\/}:5X
k = 0x/}5Xk

bM: fwtimernat~qwZ8vD/}P'\#fwtimernat

~qwU9#

C'Xp: D}8vD53Jb;sXBt/ fwtimernat#

ICA1402 B| fwtimernat ms - '\/}: ms
E"

bM: fwtimernat~qwZ8vD/}P'\#fwtimernat

~qwU9#

C'Xp: D}8vD53Jb;sXBt/ fwtimernat#

ICA2000 ("KS IP X7(G2+;C)A IP X

7DBD FTP a0#

bM: SG2+>ct/BD ftp a0#

ICA2001 TZ4Txg ftp:IP X7DC'{FO$

'\#

bM: ;v^J'DC'T<SxgO9C ftp zm#

C'Xp: r@p=\m1I/ThC;vzmJ'#

ICA2002 4Txg:wz{,9CO$==DC'{
FO$'\#

bM: @p=^(O$8>D9C8(O$==DC'

{#

C'Xp: kr Firewall \m1I/#

ICA2003 ;P*C'{dCbG#

bM: j6DC'"TG<zmR^"abGQ-(e#

C'Xp: r Firewall \m1I/TD}bvC'G<E

*D~#

ICA2004 SU= 0x .yxF5D4*siB~#

bM: I#i tcpip_audit.cSU=4*siks#

ICA2005 4M'z1vm:errno#

bM: ^(kM'z(E;{G<D53E"#

ICA2006 ptelnetd :auditproc: errno#

bM: 8vDmsI telnetsixL5X#53D~D1

Z@##

ICA2007 ptelnetd :*V4,=5#

bM: lb4*ms#53D~D1Z@##

ICA2008 G@p=C'{{FS:IP X7xP6L

G<#

bM: ;v^@p=J'DC'T<9C telnetzm#

534&: Yh9CK`tO$#

ICA2009 /bin/login: errno.

bM: 53G<ZdDB|ms#{8vD53msE

"#
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ICA2010 S IP X7(G2+D),SA IP X7 #

bM: I&(}G2+SZ,S8vD IP X7#

ICA2011 S IP X7(2+D),SA IP X7 #

bM: I&(}2+SZ,S8>D IP X7#

ICA2012 S IP X7(2+;C)B( FTP a0A
IP X7

bM: t/BD ftp a0#

ICA2013 S IP X7B( Telnet a0 A IP X

7#

bM: ("KBD telneta0#

ICA2014 ;'V!n -5#

bM: ;'V8vj>,{0fDE"#

ICA2015 ;'V!n -5#

bM: ;'V8vj>,{0fDE"#

ICA2016 6LC'j6{* ″{F″#

bM: ftp ,Sks8>DC'#

ICA2017 wT - in line.

ICA2018 R;=C'{FD SNK \?#

bM: R;=8vDC'j6{D SecureNetKey5#

C'Xp: r Firewall \m1I/TbvI\DG<dC

Jb#

ICA2019 4}7A!C'{FD SNK \?#

bM: 8vDC'j6{D SecureNetKey5w*KxF

};;IA#

C'Xp: r Firewall \m1I/TbvI\DG<dC

Jb#

ICA2020 /usr/bin/fwuserau r /usr/bin/fwuserpt
;fZ#

bM: 9CC'a)DO$==DO$l#U9#

534&: O$l#U9#

C'Xp: 7# /usr/bin/fwuserau and /usr/bin/fwuserptf

ZRyP_*\m1#g{I4PD;fZ,C'&C9

Ck@p=DYw53f]D`kw(";I4PD"|

{* /usr/bin/fwuserau or /usr/bin/fwuserpt#

ICA2021 "TCC'j6{{F,SA6Lwz{

F#

bM: "T("BD ftp ,S#

ICA2022 "T,SA6Lwz{F#

bM: "T("BD ftp ,S#

ICA2023 C(:ptelnetd [-n] [-s] #

bM: t/ ptelnet+iLr18(4*j>#

C'Xp: v9Cj> -n M/r -s#

ICA2024 C'{F9C4Txg: wz{D==O$
I&#

bM: FW 9C8(DO$==O$8>DC'{#

ICA2025 C'{F9C4Txg: wz{D==4G
<#

bM: ftp C'G<#

ICA2026 C'{FZ101dD n ks,1#

bM: TZ8(DC',S"T,1#1ZDxg7I!

qJbr6Lwz;IC#

ICA2027 1d14T6LwzD,S#

bM: xg ftp ,S("A Firewall #

ICA2028 \xS IP X7A IP X7 D FTP ,S
"T# Czw;'V4TG2+;CD

FTP#

bM: (#8vg=G2+SZx("A Firewall D ftp

,SD"T#

534&: \x,S#
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ICA2029 53ms,ZinZlinePP errno = -#

bM: 53wCZ4P;v53wC1v=Jb#

534&: 534P#z#

C'Xp: q!CU>,*e errno Db<"TbvJ

b#g{;\bv,k IBM ~qL*5#

ICA2030 Zin ZlinePP/}wC5Xk = -#

bM: /}wCv=Jb#

534&: ms5X

C'Xp: G<;B,*e5XkDb<"TbvJb#

g{;\bv,k IBM ~qL*5#

ICA2031 sdi /}wC creadcfg() rc = -#

bM: /}wCv=Jb#

534&: ms5X

C'Xp: I/ sdi N<Tq!5w#

ICA2032 *',S#

bM: *' ftp ,S#

C'Xp: X(a0#

ICA2033 sdi /}wC sd_init rc = -#

bM: /}wCv=Jb#

534&: ms5X

C'Xp: I/ sdi N<Tq!5w#

ICA2034 sdi /}wC sd_check rc = -#

bM: /}wCv=Jb#

534&: ms5X

C'Xp: I/ sdi N<Tq!5w#

ICA2035 setsockopt() :errno#

bM: setsocketoptwCD53ms#

ICA2036 *C'C'j6{(4 IP X7:?D IP X

7)t/ Telnet a0a0j6{#

bM: E"Z?v Telneta0t/1zI#1@p=TZ

C'j6{,4 ip M?D ip <*@s,*<;va0#

a0 id GI@p=zID(;j6#

ICA2037 ;JmC' fwdfuser r fwdpuser G
<#

bM: fwdfuserM fwdpuserD#tC';&C9C#

534&: \xG<#

C'Xp: \m1&CsiG-Z9CCC'#

ICA2038 ttloop :,6xLQ@:errno#

bM: eUxgdv:ex1"zms#vV,6xLQ

@v#

ICA2039 ttloop ;A!:errno#

bM: eUxgdv:ex1"zms#

ICA2040 ;JmQC' ID fwdfuser DO$hC*
Zn"^r snk O$#

bM: fwdfuser G#tC' ID R;&C9CZnr n

nonew*O$==#

534&: \xG<#

C'Xp: \m1&C|DC' ID fwdfuser DO$=

=#

ICA2041 *C'j6{(4 IP X7:?D IP X7)t
/ FTP a0a0j6{#

bM: E"Z?v FTPa0t/1zI#1@p=TZC

'j6{,4 ip M?D ip <*@s,*<;va0#a

0 id GI@p=zID(;j6#

ICA2042 req_rsp_code mshC*

FW_AUTH_REQ#

bM: fw_tn_authenticate;JmhC req_rsp_code*

FW_AUTH_REQ#

534&: O$l#U9#

C'Xp: |D fw_tn_authenticate,YN4Pb fwuser.o,

RQdEk Firewall#
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ICA2043 ;\C=C'{DZn#

bM: CC'DO$`MG’Zn’RR;=Zn#

C'Xp: kr Firewall \m1I/#

ICA2044 * -t 8(K;}7D1d(5)#

bM: T>D1d5|, 0 A 9 }V6'TbD5r,

}nsJm5#

ICA2045 @p=;'V!n -T #

bM: ;'V8vD!n#

ICA2046 @p=;'V!n -K#

bM: ;'V8vD!n#

ICA2047 @p=;'V!n -s#

bM: ;'V8vD!n#

ICA2048 @p=;'V!n -u#

bM: ;'V8vD!n#

ICA2049 vT4*j> -5#

bM: 8(K8vDj>R;I6p#

ICA2050 4* parm 5#

bM: 8(*;v!nD8>5;I6p#

ICA2051 adapt_addr ZX7*;Pvm#

bM: T>D IP X7^'#

C'Xp: D~ /etc/security/fwsecadpt.cfgDI\Yp#>

}CD~,XBdCzD2+DSZ;sXBu</}K

w#

ICA2052 afopen 4\r*

/etc/security/login.cfg :errno#

bM: ^(O$C';8vD~Or*ms#

ICA2053 ;\r*2+SZD~#

bM: 94dC2+SZ#

C'Xp: g{*(e2+SZ,9C Firewall |n/smit

fe4(e2+SZ#

ICA2054 enduserdb rc= 5,errno#

bM: SU=D8v53mszk}"TlwC'G<E

*D~E"#

C'Xp: r Firewall \m1I/Ti$G<J'#

ICA2055 getpeername()( wC{F):errno#

bM: ftp +iLrT<C=WSV{153vm#

ICA2056 getsockname() ( wC{F):errno#

bM: ftp +iLrT<C=KZ{153vm#

ICA2057 TZC'j6{D getuser G2+bG
rc=5,errno#

bM: SU=D8v53mszk}"Tlw4T Firewall

G2+=,SDbG{F#

C'Xp: r Firewall \m1I/T*C'G<E*D~

(";bG#

ICA2058 TZC'j6{D getuser 2+bG rc=
5,errno#

bM: SU=D8v53mszk}"Tlw4T Firewall

2+=,SDbG{F#

C'Xp: r Firewall \m1I/Ti/C'G<E*D

~DbG#

ICA2059 ioctl() :errno#

bM: TZ SIOCSPGRPD ioctl() wC53ms#

ICA2060 ptelnetd :ftok 2mZf'\#

bM: ^(Vd2mZfN#

C'Xp: k Firewall \m1*5,bvZfJb#
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ICA2061 ptelnetd : shmat 2mZf'\#

bM: ^(Vd2mZfN#

C'Xp: k Firewall \m1*5,bvZfJb#

ICA2062 ptelnetd :shmget 2mZf'\#

bM: ^(Vd2mZfN#

C'Xp: k Firewall \m1*5,bvZfJb#

ICA2063 setsockopt() (SO_DEBUG):errno#

bM: 8vmsE"S53wC ’setsockopt’5X#

ICA2064 setsockopt() (SO_KEEPALIVE):
errno#

bM: 8vmsE"S53wC ’setsockopt’5X#

ICA2065 setuser rc= value,errno#

bM: IZ8vD-rZ53wCPSU=msD5X

k#

ICA2066 signal() :errno#

bM: ftp +iLrT<("EE&mLr153vm#

ICA2067 B|D pftpd u</ms - bind():errno

bM: pftpd ~qwu</'\,+iLrU9#

C'Xp: D}8vD53Jb"XBt/ pftpd#Cms

nI\D-rGm;v ftp +iLrQZj< ftp KZ

(21)l}#

ICA2068 B|D pftpd u</ms -
listen():errno

bM: pftpd ~qwu</'\,+iLrU9#

C'Xp: D}8vD53Jb"XBt/ pftpd#

ICA2069 B|D pftpd ms - main
accept():errno

bM: pftpd ~qww}L'\,+iLrU9#

C'Xp: D}8vD53Jb"XBt/ pftpd#

ICA2070 B|D pftpd u</ms -
socket():errno

bM: pftpd ~qwu</'\,+iLrU9#

C'Xp: D}8vD53Jb"XBt/ pftpd#

ICA2071 \x,S,,So=ns}#

bM: pftpd ~qw;\4(m;v FTPa0,r*Qf

Za0Dns}#

534&: \x,S#

C'Xp: H}VPD,SU9,;sYN"Tks#

ICA2072 ftp dCD~(D~{);IC#

bM: ftp +iLr"Tr*8(D ftp dCD~+|;f

ZrI\;\r*#

534&: ftp +iLrxL&m9C1!dC

C'Xp: ^,}GD~fZ,ZbVivB&C4(|

rFAE"P8(D;C#

ICA2073 ftp oTm^(qCf"w#

bM : ^(qCh*C4m> F T P dCD~P

REPLYLANGUAGE odDf"w#

534&: &mLx#

C'Xp: vSxrs!ruYdCD~PDn#

ICA2074 ftp dCod:dCod D&mjI

bM: ftp Q&mK8vDdCod#

534&: &mLx#

C'Xp: ^

ICA2075 C'j6{(4 IP X7:?D IP X7)D
FTP,YwD~{,numbytesvVZ#V

Z# sid:a0j6{#

bM: *r*D FTPa0O+MD?vD~zIE"#sid

GI@p=Za0t/1zID(;j6#
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ICA2076 *C'j6{(4 IP X7:?D IP X7)a
x FTP a0a0j6{,Vx1d k,
numbytesvVZ#

bM: E"Z?v FTP+iLra0ax1zI#sid G

I@p=Za0t/1zID(;j6#

ICA2077 *C'j6{(4 IP X7:?D IP X7)a
x FTP a0a0j6{,numbytesvV

Z#

bM: E"Z?v Telneta0ax1zI#sid GI@p

=Za0t/1zID(;j6#

ICA2078 O*DzmC'C' - UP1d*1dV
S#

bM: C'a0Q,}nsJmUP1d#

ICA2079 "b - SIP X7A IP X7 D,SG4

Z(D#

bM: (#8;vg=G2+SZx("A Firewall ,S

D"T#

534&: \x,S#

ICA2080 Z ftp dCD~gZPP:dCodZPP
=|vVo(ms(-r)#

bM: x(PD ftp dCodvm#a)KmsD-rM

lb=msD;C#

534&: vTod#

C'Xp: D} ftp dCD~PDod#

ICA2081 ftp dCoda)DE"?<G^CD#

bM: r*I REPLYLANGUAGE ftp dCoda)DE

"?<D"T'\#^M'zE"?<IC#

534&: M'zE"?<?F* C ?<BD"o#

C'Xp: #$Z?vk ftp dC REPLYLANGUAGEo

dPDoT?<X*D?<PP?<D~#2*li

NLSPATH 73d?}7hC*HJm4T LANG 73d

?(%L)DS?<fz2Jm?<{F(%N)fz#

ICA2082 ^(hC ftp LANG 73d?*S?<,
-r:-r

bM: 1 FTP+iLr"TDd LANG 73d?DhC

*8(DS?<1,"z;53ms(I-ra))#

534&: &mLx#V4I\zId|E"#

C'Xp: 9Ca)D-r47(bG53ms9GLr

hFms#

ICA2083 ^(r*?< S?<D ftp M'E"?
<,-r:-r#

bM: ftp +iLr;\r*x(S?<PDE"?<#x

vD-rGS catopen()5XDmsE#

534&: &mLx#V4I\zId|E"#

C'Xp: #$Zka)DoT?<X*D?<PP?

<#li NLSPATH 73d?}7hC*HJmS?<

(%L)fz2Jm?<{F(%N)fz#

ICA2084 Q ftp M'E"?<?F*9C C S?<
D"o#

bM: IZ0fPvDms,ftp +iLr?FM'E"?

<*9C C S?<D"o#

534&: g{\?FoT* C E"?<,rxLLx#

g{;\rLrKv#

C'Xp: |}4TT0E"Dms#g{Lr2fZ,

Z C S?<P4(E"?<"}7hC NLSPATH 73

d?#

ICA2085 pid xLj6{(4 IP X7)D Telnet a
0ax#

bM: E"Z?v Telneta0ax1zI#

ICA2086 msdCDC'D~:C'C'^\?(\

?)#

bM: ftpd ZC'D~PR=ksDC',+R;=\?

- msdCDC'D~#

C'Xp: 9C Firewall |n/smit fe4|}CJb#
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ICA2087 ftpd ZC'dCD~PR;=8(DC'

C'#

bM: 8(DC'{94dCr user.cfgD~Qp5#

C'Xp: 9C Firewall |n/smit fe4|}CJb#

ICA2088 ftpd ;\r*C'dCD~#

bM: ftpd wC fopen '\r*|;\r*C'dCD

~#

C'Xp: 7#C'dCD~(1!5* user.cfg)IC;

9C Firewall |n/smit fe

ICA2089 C'D~D(^`M((^`M)kmPD

NNn;%d(a9 tab2 authtab[] )#

bM: 8(C'D(^`M(I user.cfg5X)kNN'

V`M;%d(g deny,none,snk,sdi,passwordH)

C'Xp: li user.cfgD~Dj{TrdC;9C

Firewall |n/smit fe4|}CJb#

ICA2090 TZM' ipDC'’C'{’O$'\,r*
user.cfg D~P KEY=DENY#

bM: O$'\GIZ user.cfgD~f6I Firewall \m

1hC#

C'Xp: kr Firewall \m1I/#

ICA2091 ;JmC'’C'{’ ftp AG2+KZ(@
p= ip)#

bM: C'(}G2+KZ(nsp) ftp xk@p=~qw

- yP nspC'Xk+d ’fwnsftp’ \?}7dCI;vP

'DO$`M(ZD~ user.cfgP)#

C'Xp: li user.cfgD~Dj{TrdC;9C

Firewall |n/smit fe4|}CJb#

ICA2092 Z?ms:nt_gwauth() '\#

bM : n t _ g w a u t h ( ) }#5X}5.;

(AUTHENTICATED,NOT_AUTHENTICATED r

DENY),ZbVivB,nt_gwauth5X;)^'D{

}#

ICA2093 ;JmC'’C'{’ ftp A2+KZ(KZ
E)#

bM: C'(}2+KZ(sp) ftp xk@p=~qw -

yP spC'Xk+d ’fwnsftp’ \?}7dC*P'DO

$`M(Z user.cfgD~P)#

C'Xp: li user.cfgD~Dj{TrdC;9C

Firewall |n/smit fe4|}CJb#

ICA2094 G<'\:Z:″USER <C'{>″.s,

q=&*:″PASS <Zn>″ ;SU=^'

cmd#

bM: O$'\Gr* ftp M'4"MyhDq=({O

RFC959D PASS ’Zn’ )

C'Xp: dkC'<C'{>″;dk}7DZn#kr

Firewall \m1I/#

ICA2095 G<'\:((}==auth ==)'\O

$M' ip (M';C)DC'’C'{#

bM: O$'\GIZ^'Ddk(IM'TZ8(DO

$`M) - gC'dk^'Zn,snk \?H#

C'Xp: kr Firewall \m1I/#

ICA2096 O$:((}==auth ==)I&O$M

' ip(M';C)DC'’C'{#

bM: O$I&#

ICA2097 httpd --> t/ HTTP zm~qwf>
HTTP zmf>#

bM: t/CZ WWW CJ D HTTP zm#

ICA2098 httpd --> XU HTTP zm~qw#

bM: XUCZ WWW CJ D HTTP zm#

ICA2099 httpd --> 4,:M'<IP X7>D<HTTP

4,k>,ks<″ HTTP GETks″><VZ
}>VZ#

bM: (}zmDM' HTTP ks;)D~D4,#*q

!PX04,1zk5Dj8E",ND internetw>c

(|( ds.internic.net)a)D HTTP 1.0(RFC 1945) r

HTTP 1.1(RFC 2068)D5(rSfD RFC)#
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ICA2100 WSVX7HZ 0#

bM: Z>XksP"V^'?DX7#

ICA2101 eyX75Pms:sin_family_type#

bM: Z>XksP"V^'X75P`M#

ICA2102 u</ odm 1vm:odmerrno#

bM: ODM(Ts}]\mw)"z odm_initialize()m

s#

ICA2103 hC odm 1!761vm:odmerrno#

bM: ODM(Ts}]\mw)"z odm_set_path()m

s#Ts`,OCSvhost#

ICA2104 T odm }]bSx1:odmerrno#

bM: ODM(Ts}]\mw)"z odm_lock()ms#

ICA2105 r* odm TsCustomized_Attribute1v

m: odmerrno#

bM: ODM(Ts}]\mw)"z odm_open_class()m

s#

ICA2106 Qw odm Ts OCS_virtual_host1v

m:odmerrno#

bM: ODM(Ts}]\mw)"z odm_get_first()m

s#Ts`,OCSvhost#

ICA2107 XU odm TsOCS_virtual_host1vm:

odmerrno#

bM: ODM(Ts}]\mw)"z odm_close_class()m

s#Ts`,OCSvhost#

ICA2108 T odm }]bbx1vm:odmerrno#

bM: ODM(Ts}]\mw)"z odm_unlock()ms#

ICA2109 U9 odm:odmerrno1vm#

bM: ODM(Ts}]\mw)"z odm_terminate()m

s#

ICA2110 (}{FqC~qw1vm:errno#

bM: "z getservbyname()ms#wzG<`Sw~qw

lm 4Z /etc/servicesD~P}78(#

ICA2111 byname() ms:errno#

bM: "z gethostbyname()ms#wz{F4Z /etc/hosts

P}78(#

ICA2112 ^'-i{F:protocol_name#

bM: ;'V ODM Ts`P8(D-i{F OCSvhost#

ICA2113 r*A LM DWSV1vm:errno#

bM: socket()ms"zZG<`SwyZDwzP#

ICA2114 *S>XX71vm:errno#

bM: *C OCSZc9C>XX7D bind() ms#

ICA2115 ,SA LM DWSV1vm:errno#

bM: connect()ms"zZG<`Sw$tDwzP#

ICA2116 -i`Mms:protocol_type#

bM: C4kwzG<`Sw(EDibUK-i^'#

ICA2117 LM E" Malloc 1vm#

bM: *Id$HG<`SwE"/,VdUd1"z

malloc() ms#

ICA2118 "M msg A LM 1vm:errno#

bM: 1"MG<`SwksTr*}7Dwzh81"

z send()ms#

ICA2119 SU4T LM D msg 1vm:errno#

bM: G<`Sw5X7OD"z recv() ms#

ICA2120 4T LM D4,vm:4,#

bM: 4TG<`SwD7O8>wzh84I&r*#
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ICA2121 r* OCS \mh81vm:errno#

bM: OCS\mh84I&r*#

ICA2122 4\*; IP X7A TBM ID:errno#

bM: "z ioctl() OCS_GET_TBMIDms#ioctl |n

OCS_GET_TBMIDZ OCS\mh8O'\#

ICA2123 ,SI rlogin 7(D TBM 1vm:

errno#

bM: "z ioctl() OCS_IS_TBM_CONNECTEDms#

ioctl |n OCS_IS_TBM_CONNECTEDZ OCS\mh8

O'\#

ICA2124 4,SNNwzZc:errno#

bM: SI\DwzZcDPmP,^wzZc,SAC

OCSZc#

ICA2125 q! ODM(Ts}]\mw):
Customized_AttributePm1vm:odmerrno#

bM: ODM Ts`"z odm_get_list()ms,CuAt((

FDtT)#

ICA2126 ^ OCS wzZc{Fk:
hostnode_to_connectX*#

bM : R= C u A t((FDtT)n,+;P

hostnode/ocsnode%d#

ICA2127 Zwz}iO Malloc ms#

bM: *I\Dwz{}i/,VdUd1"z malloc()

ms#

ICA2128 M' ip(M';C)DC'(4*)ZO

$.0"T|n ’^'|n’#

bM: C'ZdkO$DC'{MZn.0*K"TYw

- ZNNx;=&mI\Lx.0C'WHXkO$#

C'Xp: kC USERM PASSG<#

ICA2129 gethostbyname ( wC{F):errno

bM: ftpd "TqCkwz{`&DwzE"1"z53

ms#

ICA2130 M' ip (M';C)DC'(C'{)ZO$
.0"T|n ’^'|n’#

bM: 8(DC'"T^'|n#

C'Xp: vJm|n USER,QUOTE SITEM QUIT,

}G8(0}C;C?DX 1#

ICA2131 TZM' ipDC'’C'{’O$'\,r*
user.cfg D~PfZms#

bM: O$'\GIZI Firewall \m1hCD user.cfg

D~l6(liO;vU>)#

C'Xp: kr Firewall \m1I/#

ICA2132 M' ip (M';C)DC'’(C'{)’"T^
'|n ’^'|n’#

bM : C'"T^'|n#Cc(;P'D|nG

SITE,USERM QUIT#

ICA2133 vm:5}:ZP,/}wC'\,

WSAGetLastError

bM: #fDmsE";liU>

ICA2134 "b:ftpd: connect() (5} P);\

=o IP, WSAGetLastError#

bM : C o n n e c t ( ) R;=ksDX7,li

WSAGetLastErrora{#

C'Xp: +XliX7 - I\G DNS rxgms

ICA2135 jI}]+M:SU=VZvVZ (S4
IP);"MKVZvVZ(A?D IP)#

bM: CE"43Xb ftp a0ZdD%v}]+M#;

x,k"b}]+MI\4I&jI(liU>T0s'

\D recv r sendwC)#
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ICA2136 ms:Z5}P CreateThread() '\:
errno#

bM: ftpd ;\4(_L

ICA2137 ("}],S;~qw*:4 ip M'z

*:?D ip#

bM: }],SI&#

ICA2138 Zf;c:pftpd:/}(5})P
malloc VZ5X NULL#

bM: ^(Vdc;Zf - malloc 5X NULL#

ICA2139 LogonUser() '\:-r#

bM: Windows NT(SAM) API LogonUser(CZZn

O$) '\,GIZ8(D-r#

C'Xp: k Firewall \m1*5#

ICA2140 httpd --> HTTP zmO$a{C' <C'
>, on <C' ip>,(}xg ... RC:<-r
>#

bM: HTTP zm"TC'O$#I&r'\<Zbo(

f8(D-r#

C'Xp: k Firewall \m1*5#

ICA2141 U9S IP X7A IP X7D FTP a0#

bM: U9A@p=D ftp a0#

ICA2142 fw_tn_authenticate I&O$C'j6

{#

ICA2143 fw_tn_authenticate TC'j6{DO$

'\#

bM: fw_tn_authenticate;\O$8(DC' ID#

534&: \xG<#

C'Xp: g{ fw_tn_authenticatePNNG<h),r\

m1&Ci4U>D~47(-r#

ICA2144 fw_tn_authenticate 45XI&#

bM : fw_tn_authent icate5XD5;G 0#/}

fw_tn_authenticateI\*'K#

534&: \xG<#

C'Xp: P8i4 fw_tn_authenticateGq5X;vGc

5,g{GbyM|}|#g{"zbViv,YN4P

b fwuser.o,RQdEk Firewall#

ICA2145 ZD~D~{DPPE,535XD5Xk

rc#

bM: 53wC'\#b fwuser.oI\l#U9#

534&: O$l#U9#

C'Xp: 7#vV /usr/lib/fwuser.o#g{Gby,k

IBM zm*5#

ICA2146 IBM a)D fwuser.o 94f;#

bM: z}Z9C IBM a)D fwuser.o,r*;\Cz

T:D fwuser.o4f;#

534&: O$l#U9#

C'Xp: g{Q(eKI9CC'a)DO$DNNC

',&C`4"`kT:DO$#IBM a)D fwuser.o\

xTyPG AIX MG Firewall C'DCJ#

ICA2147 fwtelnet :C'C'j6{S4 IP addr

(2+K)A?D IP addrt/8w telnet
a0#

bM: ?DXZ?v8wzma0D(fwtelnet)zIE

"#1@p=TZC'j6{,4 ip M?D ip <*@

s,*<;va0#;JmS2+=t/Da0#

534&: Jm8w telnet#

ICA2148 "b - ;JmC'C'j6{S4 IP

addr(G2+K)A?D IP addrxP4Z

(,Sa0#

bM: (#8;vg=G2+SZx("A Firewall ,S

D"T#

534&: \x,S#

C'Xp: &C9C8wzmS2+=6LG<#

=<A. E" 79



ICA2149 fwtelnet :S4 IP addrA?D IP addrt

/8w telnet a01"z
LOGIN_ADAPTER_ERROR ms#

bM : wC q _ c h e c k _ s e c u r e ( 0 ) 1"z

LOGIN_ADAPTER_ERROR#

534&: \x,S#

C'Xp: li2+Jdw#

ICA2150 Pftpd vm - '\/}: 5Xk = 0x/
}5Xk

bM: pftpd ~qwZ8v/}Plbv;vms# +i

LrU9#

C'Xp: D}8vD53Jb"XBt/ pftpd#

ICA2151 \xG<#

bM: T"TG<+;JmDC'T>buE"#

ICA2152 fwlogin :4kh8'\#

bM: ;\4kh8#

ICA2153 fwlogin :A!h8'\#

bM: ;\A!h8#

ICA2154 IZ-r,ZKZ{Pvm#

bM: bv Firewall v=;vJb#

ICA2155 Pftpd vm - '\/}: 53msE"

bM: pftpd ~qwZ8v/}Plbv;vms#+iL

rU9#

C'Xp: D}8vD53Jb"XBt/ pftpd#

ICA2156 "b -- ;JmC'C'j6{"TS
NONSECURE DK4 IPA?D IP addr

9C8w ftp#

bM: (#8;vg=G2+SZx("A Firewall ,S

D"T#

534&: \x,S#

C'Xp: &C9C8wzmS2+= ftp#

ICA2157 ;JmC'C'j6{SS IP addrA?D

IP addr9C8wzm#

bM: (#8Z4dC8wzm1("A Firewall ,SD

"T#

534&: \x,S#

C'Xp: hC fwtpproxy ftp = on

ICA2158 !n 5 4}78(#

bM: ;P}78(8vDj>#

ICA2159 ;P8( -t !nD,15#

bM: XkT -t !na),15#

ICA2160 4Txg:wz{DC'C' IDDZnQ

|D#

bM: FTP C'QI&ZZn}]bP|DdZn#

534&: ^

C'Xp: ^

ICA2161 C'C' ID"TSxg:wz{9CZz

Zn4G<#

bM: FTPC'"T9CZzZn4("A Firewall D,

S#

534&: FTP G<i$'\RC'5XA FTP |nb

G#

C'Xp: C'Xk"T(} FTP USER|nr(}X

B(" F T P ,S"T0

old_password/new_password/new_password1DN=+]Z

nV{.YNi$#

ICA2162 xgDC'C' ID:wz{4\|DZn#

bM: ;v FTPC'T<|DdZn+4\4PZni$

}PLr#'\DI\-r|(:- 8(K;}7D ″I″

Zn,- v8(K;v ″B″ Zn,- =v ″B″ Zn;%

dr - C4VtZnD(g{;G ″/″#

534&: FTP G<i$'\RC'5XA FTP |nb

G#

C'Xp: "TC FTP~qwi$}7XdkKZn4X

Bi$#g{JbTfZ,k*5~qzm#
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ICA2163 safemaild Qt/#

bM: t/ safemaild#

ICA2164 safemaild Q#9#

bM: #9 safemaild#

ICA2165 PO telnet a0#

bM: Telneta0ax,+|;\S\@lwa0E"#

a0I\Zt/ZdIM'zPO,bya0M4j+u

</#

ICA2166 ;\lwC'C'j6{DtTtT#5X

k = 5Xk#

bM: O$~q;\*8(DC'lw4TC'}]bD

8(tT#53Yw:C'O$'\#

C'Xp: k53\m1*5T|}C'}]bG<#

ICA2167 9C4Txg`MDM'X7DO$=84

*~qwDC'j6{O$'\

bM: 8(C'4\9C8(O$==*8(D~qO

$#C'ks4T8>DX7Mxg`MD~qw#53

Yw:C'O$'\#

C'Xp: kk53\m1*5#

ICA2168 IZf"w;c,*~qwDC'j6{O

$'\#

bM: TZ~q;\O$C' ID,r*ZO$&mZdV

dZf'\#53Yw:C'O$'\#

C'Xp: kk53\m1*5#

ICA2169 9C4Txg:wz{D==,*~qwI

&O$C'{F#

bM: FW 9C8(DO$=8*ksD~qwO$8v

DC'{#

ICA2170 *~qwDC'j6{O$'\#O$==

4Z Firewall "a#

bM: TZ~q;\O$C' ID#ksDO$==4Z

Firewall "a#53Yw:C'O$'\#

C'Xp: kk53\m1*5#

ICA2171 IZZn=Z,J'C'{QSx#

bM: Zn=ZR94|D#CJ'Qx(#

534& : J';x(R Firewall ZnO$'\#

UserRes

ICA2172 J'C'{QSx#

bM: CJ'Qx(#

534&: J';x(#Firewall ZnO$+'\#

C'Xp: r Firewall \m1I/TbxJ'#

ICA2173 C'"T9C#tDC'{C'j6{G

<#

bM: @p=*9C#tIC'a)D ID#

534&: \xG<#

C'Xp: \m1&CsiG-Z9CCC'{#

ICA2174 IZZ?D&mms,9C4Txg`MD

M'X7DO$=84*~qwDC'j6

{O$'\#

bM: 8(C'4\9C8(O$==*8(D~qO

$#C'ks4T8>DX7Mxg`MD~qw#r*

Z?&mms,O$ks'\#53Yw:C'O$'

\#

C'Xp: kk53\m1*5#

ICA2175 C'C'{D Windows NT LogonUser
wC'\#O;Nms*O;Nms#

bM: Windows NT LogonUser APIwC4\O$8(D

C'{#Windows NTZ LogonUser'\s(fO;vm

s#53Yw:C'O$'\#

C'Xp: kk53\m1*5#

ICA2176 9C4TxgDi~*C'{(eK4*O

$=8O$=8#

bM: 9C4T8(xgD8(@p=i~1,*8(C

'(e8(O$=8,+GO$=8104Z@p=O"

a#53Yw:C'O$ks'\#

C'Xp: kk53\m1*5#
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ICA2177 SWSV,6{FSU=D SafeMail ,
S 0x a0#

bM: SafeMailSPvD,6{FSU=k>,S#8v

D,S ID }Q*zYD?Dx358(# (wT6p)

534&: VI;v_L&mbv,S#

ICA2178 SafeMail a0 0x a0 ID QS"MKD

IP X7("AU~KD IP X7#

bM: SafeMailQkU~KJ~~qw("*5"<8+

MJ~# (E"6p)

534&: }]+M<8*<#

ICA2179 SafeMail QS"M~qwDX7ASU~
qwDX7*,S 0x a0 ID "ME"

s!VZ#

bM: SafeMailQI&Z=vPvDJ~~qwd"M;

uE"#Ca0T0Z ICA2166E"Pj6#buE"|

,8>DVZ}# (E"6p)

ICA2180 SafeMail U94T"MKDX7Da0
0xa0 ID#

bM: SafeMail\x+MZ8vDa0P"MDJ~# (

E"6p)

534&: a0QU9#

C'Xp: vSU>EH66pT|,|j8DoOE

"#

ICA2181 SafeMail IZ-rk-rkU9a0 0x
a0 ID#

bM: SafeMailDw&mwU98>Da0,r*lbv

Kw*Dmsu~#-rk|(: \01 -^((;U~KJ

~~qw \02 -"MKT<Z=vG2+~qwd7IJ~

\03 - U~KJ~~qw\x,S,I\Gr*QXz \04

- U~KJ~~qw\xS\J~ \05 - ;vr`v,S,

1;"MrSUJ~~qwI\XU \06 - recv()5X 0 V

Z;"MrSUJ~~qwI\XU \07 - recv()5X:

5; \08 - S\=+`ms \09 - select()5X:5;"M

rSUJ~~qI\XU#bu{""aZwT6pO#

534&: ,SQU9#

ICA2182 SafeMail IZ^' SMTP|n|nx\

xa0 0x a0 ID,-rk-rk#

bM: SafeMailD|ni$S}Llb=^'r#UD|

n#b)-rkf?v SMTP|n;,x;,#ND IBM

Firewall 'V web 3fTq!105# (wT6p)

534&: ,SQU9#

C'Xp: |}"MJ~M'zr"MJ~~qw,T"

M2+P'DE"#

ICA2183 httpd --> HTTP zmdCD~(D~{)

;IC#

bM: HTTP zm+iLr"Tr*8(DdCD~+|

;fZr;\r*#

534&: HTTP zm;t/

C'Xp: (} GUI r fwhttp |ndCzm;sXBt

/zm.

ICA2184 signal() vm,xPEEEE No.#

safemaild Kv#

bM: safemaild+iLrT<("EE&mLr153v

m#

ICA2185 ;\r*WSV# safemaild Kv

bM: r*WSV1'\#

ICA2186 ;\QWSV*SAKZ# safemaild K

v

bM: 1*SWSVAKZ1'\#

ICA2187 ;\S\BD,S#safemaild YN"T

bM: ;\SUBD,S#

ICA2188 * -l 8(K;}7D1d(5)#

bM: T>D1d5|, 0 A 9 }V6'TbD5r,

}nsJm5#
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ICA2189 ;P8( -l !nD,15#

bM: Xk* -l !na),15#

ICA2200 (~qw:&\) WinSocket u</v
m:WSAGetLastError

bM: 1u</ WinSocket1"zms#

C'Xp: |}I WSAGetLastError8vD53Jb"X

Bt/8vD~qw(Z;vN})#

ICA2201 (~qw:wC/}) '\/}ZPPE'
\:WSAGetLastError

bM: 8(D,xi~Q'\#

C'Xp: |}I WSAGetLastError8vD53Jb"X

Bt/8vD~qw(Z;vN})#

ICA2202 (~qw:wC/}) ZWSAGetLastErrork

s,1,1:

bM: 8vD&\Z8vD1dUPs,1#

C'Xp: X,SA8vD~qw"Z8vD,1.0l

&

ICA2203 (~qw:wC/}) Zfvm;'\/}
ZPPE5X5X5:WSAGetLastError

bM : "zZfms,(#GZf;c;li

WSAGetLastError

C'Xp: MEELUd - r53\m1I/

ICA2204 (~qw:wC/}) D~{vm:\xf
!r4('\#

bM: 1T<f!r4(8(DrkD~N}X*DD~

1,8>D~qwv=ms#

C'Xp: 7#8>DD~{fZ"P}7DmI(#

ICA2205 (~qw:wC/})h*D~D~{+R

;=#

bM: 8(DD~;fZ#'\nI\D-rG>}K

Firewall D1!dC#S108]PV4D~#

C'Xp: i$dCD~;fZ#dCLrZ{CD~f

Z#g{8]f>;IC,kk,^K1*5#

ICA2206 (~qw:wC/}) F5KdCD~D~
{#

bM: 8vDdCD~*;ICq=#Z];F5K#F

5nI\D-rGV$`-KD~"mSK^'}]#

C'Xp: dCD~h*XB}74(#WH cat D~

(r("Ii41>);sA}-<D~#(}J1D@

p=dC|nXBdCD~,X*1,N<-4DD~#

ICA2207 (~qw:wC/}) dCD~D~{*
U#

bM: R;=8>DdCD~rR=KD~,+D~*

U#R;=D~DnI\D-rG44PT8vD~qD

dC#

C'Xp: i$dCD~D4,#g{D~fZ,dC|

nZ{CD~|,}]#kiDVaq!=SE"#

ICA2208 ~qwa0a0j6{TZ4TG2+DJ

dw(4 IP X7:?D IP X7)DC'j
6{*<#

bM: E"Z?v8vDa0*<1zI#

ICA2209 ~qwa0a0j6{TZ4TG2+DJ

dw(4 IP X7:?D IP X7)DC'j
6{ax;VZ\VZ#

bM: E"Z?v8vDa0ax1zI#VZ\}m>

Za0Zd+MDVZ}#;'VVZ\}D~qw(}

g:ptelnetd) +8v 0#

ICA2210 (~qw) C'C'j6{T<9C=ZZ
nS4 IP X7(G2+D)G<#

bM: 8vDC'"T9C8vD=ZZn4("SG2

+JdwO8vD4 IP A Firewall D,S#

C'Xp: xvDZn4?vZnfr/1=Z#k53

\m1*5#

ICA2211 (~qw) C'C'j6{T<9C=ZZ
nS4 IP X7(2+D)G<#

bM: 8vDC'"T9C8vD=ZZn4("S2+

JdwO8vD4 IP A Firewall D,S#

C'Xp: xvDZn4?vZnfr/1=Z#k53

\m1*5#
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ICA2212 (~qw) 4T4 IP X7(2+D)DC'{
FDO$I&#

bM: FW O$K2+JdwO4T8vD4 IP D8v

DC'{#

ICA2213 (~qw) 4T4 IP X7(G2+D)DC'
{FDO$I&#

bM: FW O$KG2+JdwO4T8v4 IP D8v

DC'{#

ICA2214 (~qw) 4T4 IP X7(G2+D)DC'
{F DO$'\#

bM: *4TG2+JdwOy84 IP D8vD>C'

{D FW O$'\#

C'Xp: nI\D-rGmsdkKC'{rZn;C

'{MZnGxVs!4D (kli Caps Lock)#

ICA2215 (~qw) 4T4 IP X7(2+D)DC'{
F DO$'\#

bM: *4T2+JdwOy84 IP D8>C'{D FW

O$'\#

C'Xp: nI\D-rGmsdkKC'{rZn;C

'{MZnGxVs!4D (kli Caps Lock)#

ICA2216 (~qw) 4T4 IP X7(G2+D)

C'{F4S%dD(i$)Zn#

bM: ksrh*|DZnxR4T2+JdwO8v4

IP Dy8DC'dkK;%dDZn#C'O$}]4|

D#

C'Xp: |DZnh*dkZn=N,Z~NG*Ki

$;n*I\D-rGmsdkKi$Zn#

ICA2217 (~qw) 4T4 IP X7(2+D)C

'{F4S%dD (i$) Zn#

bM: ksrh*|DZnxR4T2+JdwO8>4

IP D8>C'dkK;%dDZn#C'O$}]4|

D#

C'Xp: |DZnh*dkZn=N,Z~NG*Ki

$;n*I\D-rGmsdkKi$Zn#

ICA2218 ~qwa0a0j6{TZ4T2+DJd

w(4 IP X7:?D IP X7)Da0j6
{*<;#

bM: E"Z?v8vDa0*<1zI#

ICA2219 ~qwa0a0j6{TZ4T2+DJd

w(4 IP X7:?D IP X7)DC'j6
{ax;VZ\VZ#

bM: E"Z?v8vDa0ax1zI#VZ\}m>

Za0Zd+MDVZ}#;'VVZ\}D~qw(}

g:ptelnetd) +8v 0#

ICA2220 (~qw) C'C'j6{S4 IP X7(2
+K)A?D IP X7t/8wzma0#

bM: Z?v8wzma0D*<zIE"#1@p=T

ZC'j6{,4 ip M?D ip <*@s,*<;va

0#;JmS2+=t/Da0#

534&: Jm8wzm#

ICA2221 (~qw) /f:XF_7,6KOD IP
(XF IP);HZ}]_7,6KOD IP
(}] IP X7)#

bM: *K2+T?D(}g:@9ZM)7#XF,S

WSV,SD,6D IP X7k}],SWSV,SD,6

D IP `,#bZ9C Net Dispatcherr?DX9CK`

vJdwDivBI\;,

534&: liGq?D FTP~qw}9C`vJdwr

}9C Net Dispatcher#7#}KwvJmP'D IP X7

(}KZ 20 MKZ 21#

ICA2222 (~qw) /f! -i%f#SU=
Non-RFC qS|n ^'V{.;Z{D

-iV{.#

bM: 8vD~qwSU=4$O=DV{.,|;qS

X*D RFC;I\GZM#

534&: 9CqS8vD~qD RFC DM'

ICA3001 *(/*:5C'G ident C'{,x;GW

SV,SC'{

bM: I\2+TF5"T;C'{4O$#
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ICA3006 M'DF}5vVZ,~qwDF}5vV

Z#

bM: E"8vDZ sockd+iLrMd`XDM'zk

~qw.d+MDVZ}#

ICA3007 \x;v,S,r*,}ns,S}#

bM: socks~qwdCIvS\X(M'a0Dns}#

ZQo=P5M=S,Sks1,zIbuE"#

534&: XUKBD,S"T#

C'Xp : ns"P,S}I s o c k s 5 . c o n f PD

SOCKS5_MAXCHILD7(#vSChC5""B~qw#

kND IBM Firewall N<s+Tq!8Z# start unused

ICA3010 ,S -- SC'(real_user)@src_addr,S=

dst_addr (?DKZ)

bM: (",S#

ICA3011 ,S -- SC'(real_user)@src_addr,S=

dst_addr (&CLr)

bM: AbgI&DWSV,S#

ICA3012 \x,S -- SC'(real_user)@src_addr,

S= dst_addr (&CLr)

bM: 6Lwz\x,S#

ICA3013 select() errno

bM: 53ms#

ICA3014 U9 -- SC'(real_user)@src_addr,S=

dst_addr (?Dwz)#(M'DF}5VZ,
~qwDF}5VZ)

bM: ,SU9#

ICA3015 U9 -- SC'(real_user)@src_addr,S=

dst_addr (?Dwz)#(M'DF}5VZ,
~qwDF}5VZ)

bM: A~qwD,SU9#

ICA3016 ***;\R=J1DSZ4k?Dwz(E

bM: D~ /etc/sockd.route;|,8(?DwzD7I!

qE"#

ICA3017 ;\4P pid sockdxL DbG|n

bM: Sockd+iLr^(4P /bin/sh|n#

C'Xp: i$ /bin/shbGZ53OIC#

ICA3018 \x -- SC'(real_user)@src_addr,

S= dst_addr

bM: 6Lwz\x,S#

ICA3019 wz socks_src_nameD GetDst() PfZ
Dms:errno

bM: bvksD,SD?DX7vm#

ICA3022 ZPEPfZ^'D ?= VN

bM: Z /etc/sockd.confD~P"V^'n#

ICA3023 ZPEPfZ^'HO

bM: Z /etc/sockd.confD~P"V^'n#

ICA3024 ZPEPfZ^'n

bM: Z /etc/sockd.routeD~P"V^'n#

ICA3025 ZPEPfZ^' permit/deny VN

bM: Z /etc/sockd.confD~P"V^'n#

ICA3026 ZPEPfZ^'KZ}

bM: Z /etc/sockd.confD~P"V^'n#

ICA3027 TZ″cmd″ bG|n'\ (exec4,)

bM: 4\T>bG|n#

C'Xp: i$bG&mZ53OIC#

=<A. E" 85



ICA3030 ^(r*dCD~(/etc/sockd.conf)

bM: r*8vDD~Dks'\#

ICA3031 ^(r*7I!qD~ (/etc/sockd.route)

: errno

bM: r*8vDD~Dks'\#

C'Xp: kr Firewall \m1I/#Z Firewall 20Z

da);v1!D~#

ICA3032 ^(r*C'D~ (C'{D~): errno

bM: R;=ZJmfrP* *=userlist 8(DD~{#

ICA3033 I Validate() zzbba{

bM: 8(KC'{D Identdi$,IdentdT4$O=D

a{l&#

ICA3035 ;\,SAM'wzD identd

bM: 8(C'{D Identdi$,Identd;l&#

ICA3039 vm -- bG|n ″cmd″ |,GV8}V

V{#

bM: ^'bG|n;{U>E"#

ICA3040 vm -- shell_cmd fork() errno

bM: Sockd+iLr^(-I ’fork()’ P;=SxL

ICA3041 vm -- ^(qCM'zX7#

bM: ’getpeername()’wC5XDms#

C'Xp: li7IM DNS dC#

ICA3042 vm -- wzM'X7P4(eD|n
(0xhex-command-received)#

bM: SM'&CLrSU=D^'|n#

C'Xp: M'M Firewall 'V6pOI\DM'dCJ

br;%d#

ICA3043 vm -- 4TwzM'X7Df>
(0xhex-version-number)ms#

bM: Firewall 'V socksf> 4.2#

C'Xp: M'M Firewall 'V6pOI\DM'dCJ

br;%d#

ICA3044 '\ -- S user(real_user)@src_addrA

dst_addr( application) D,S# msz

k:|n<B'\ errno#

bM: ,Sks'\#

ICA3045 '\ -- S user(real_user)@src_addrA

dst_addrD*S#vm:,SAmsDw

z dst_name(dst_port (application))#

bM: *Sks'\#

ICA3046 '\ -- S user(real_user)@src_addrA

dst_addrD*S#mszk:|n<B'

\ errno#

bM: *Sks'\#

ICA3047 ,1 -- S user(real_user)@src_addrA

dst_addrD*S#

bM: ,S,1#

ICA3048 bG|n+$:|n...

bM: /etc/sockd.confD~P*4PD|n+$#

ICA3049 ,1 -- S user(real_user)@src_addrA

dst_addr (application) D,S#

bM: ,S,1#

ICA3050 %dD sockd.conf}Kwfr

bM: /etc/sockd.confD~P%d socks,SD}Kwf

r#

ICA3051 AIX sockd_route() ;\R=6LX7D

SZ#

bM: ;\R=SZ76E"#
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ICA3052 Q userid hC* ″nobody ″ 1vm#

bM: ;\QS sockdxLD useridhC* ″nobody″ #

ICA3053 popen(AIX 7IE>)vm: 53ms
E"

bM: KPE>TR=7I!qE"'\#

ICA3054 AIX sockd_route() PfZOXDZfV

dJO#

bM: ZfVdZ"T/P7IE"1'\#

ICA3055 TdkPDZ;vUqxPo(Vv1vV

OXms AIX sockd_route()

bM: mso(Vv537IE"#

ICA3056 dkPPTZ~vUqDo(VvDB|m

s AIX sockd_route()

bM: mso(Vv537IE"#

ICA3057 Z AIX sockd_route() A!76E>dv

1"zB|ms:53msE"

bM: msA!E>dv#

ICA3058 popen(AIX adapter script )vm:53
msE"

bM: 4\KPE>4R=SZE"#

ICA3101 "M}]1 Sockd vm - select(): 5
3msE"

bM: "M}]1"z(SOCKS422)ms#

ICA3102 "M}]1 Sockd vm - write():53
msE"

bM: "M}]1"z(SOCKS422)ms#

ICA3103 SU}]1 Sockd vm - select(): 5
3msE"

bM: SU}]1"z(SOCKS422)ms#

ICA3104 SU}]1 Sockd vm - read():53
msE"

bM: SU}]1"z(SOCKS422)ms#

ICA3105 ;\4(xLj6{D~D~{#

bM: 4\4(/4k(SOCKS422)xLj6{D~#

ICA3106 Sockd 4\4(SxL:53msE"

bM: (SOCKS422)4(SxL4&m SOCKSksD

"T'\#

ICA3107 hCk>WSV SO_LINGER !n'\:
53msE"

bM: (SOCKS422);X|

ICA3108 hCv>WSV SO_LINGER !n'\:
53msE"

bM: (SOCKS422);X|

ICA3109 D~D~{PZPEPfZ^'n#

bM: (SOCKS422)msDdCno(#

ICA3110 D~D~{PZPEPfZG(SZVN#

bM: (SOCKS422)msDdCno(#

ICA3111 D~D~{PZPEPfZG(?D IP#

bM: (SOCKS422)msDdCno(#

ICA3112 D~D~{PZPEPfZG(?DAN#

bM: (SOCKS422)msDdCno(#

ICA3113 TD~D~{PZP}PxPo(Vv#

bM: (SOCKS422)msDdCno(#

ICA3114 D~D~{PR;=P'P#

bM: (SOCKS422) dCD~*U,ro(;}7#

C'Xp: |}8vDdCD~#
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ICA3115 D~D~{PZPEPfZ^'

’permit/deny’ VN#

bM: (SOCKS422)msDdCno(#

ICA3116 D~D~{PZPEPfZ^'D ’?=’ V
N#

bM: (SOCKS422)msDdCno(#

ICA3117 D~D~{PZPEPfZG(D4 IP#

bM: (SOCKS422)msDdCno(#

ICA3118 D~D~{PZPEPfZG(D4Zk#

bM: (SOCKS422)msDdCno(#

ICA3119 D~D~{PZPEPfZ^'HO#

bM: (SOCKS422)msDdCno(#

ICA3120 D~D~{PZPEPfZ^'DKZE#

bM: (SOCKS422)msDdCno(#

ICA3121 SU= SIGUSR1 - *" socks dC#

bM: (SOCKS422)q-CE",+n/DdC*"AU

>D~DEE#

ICA3122 Sockd ;\4(+iLr:53msE"

bM: (SOCKS422)4(Tu</ sockd +iLr'

\#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3123 Sockd ~qw}Zt/#

bM: (SOCKS422)SockdQI&u</,}H},S#

ICA3124 sockd u</OXvm - bind():53m
sE"

bM: (SOCKS422) Sockd~qwu</'\,+iLr

U9#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3125 sockd u</OXvm - listen():53m
sE"

bM: (SOCKS422) Sockd~qwu</'\,+iLr

U9#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3126 sockd OXvm - main accept() : 53
msE"

bM: (SOCKS422) Sockd~qww}L'\,+iL

rU9#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3127 Sockd ~qwSU=U9EE#

bM: root(r nobody)U9xL,+iLrU9#

C'Xp: g{\m1#{by,rXBt/ sockd(d

k ″sockd″)#

ICA3128 sockd u</OXvm - socket(): 5
3msE"

bM: Sockd~qwu</'\,+iLrU9#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3129 sockd u</OXvm - '\/}: 5
3msE"

bM: Sockd~qwZ8vD/}Pu</'\,+iL

rU9#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3130 Sockd vm - '\/}: 53msE"

bM: sockd~qwZ8(/}Plbv;vms#+iL

rLx,+,SI\;\xrU9#

C'Xp: g{JbTfZ,r#9 sockd,D}8(D5

3Jb"XBt/ sockd#

ICA3131 A!D~{1vm#+9C-HQ_Y:f

D}]#

bM: ;\ACD~rCD~fZms}]#9CO;v

E"45wJb# Sockd+Lxk4TCD~T0f>D

_Y:f}];pYw#

C'Xp: D}8(D~PDms#
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ICA3132 4*j>5#

bM: ;\6p8(Dj>,+iLrU9#

C'Xp: D}o("XBt/ sockd#

ICA3133 4*N}5#

bM: ;\6p8vDN},+iLrU9#

C'Xp: D}o("XBt/ sockd#

ICA3134 !n 1 M!n 2 "ze;#

bM: X(!n;\,1;8(,+iLrU9#

C'Xp: D}o("XBt/ sockd#

ICA3135 Sockd vm - '\/}: 5Xk =
0xfunction return code

bM: sockd~qwZ8(/}Plbv;vms#+iL

rU9#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA3700 WinSocket u</ms:WinSocketms

bM: 1u</ WinSocket1"zms#

C'Xp: D}8vD53Jb"XBt/ sockd#

ICA4000 Lr - /f:SU= signal EE,U9Y

w...

bM: rU=EExU9#

ICA4001 STOP(#9)Lrw* PID processId

bM: r!+iLrjIax#JOE"#

ICA4002 Y1 ID

bM: JOE"#

ICA4003 SxL processIdfZJb#

bM: ^(4(SxL#

ICA4004 OXms#U9KEE signal PD

fwpagerd #

bM: EE&mLr#

ICA4005 ;P fwpagerd +iLrZKP,Lr;

PR=#

bM: r+iLr4$nx^("M3f#

ICA4006 ;PkxL id processId;pKPD

fwpagerd +iLr#

bM: R;=+ixLDxL Id#

ICA4007 START(t/)Lrw* PID processId

bM: r!*<E"#JOE"#

ICA4008 ;\* SIGPIPE hC sigignore #

bM: 1hCvTPO\@EE1'\#

ICA4009 ;\* SIGCHILD hC sigset#

bM: 1hC6=@vSEE1'\#

ICA4010 ;\hCU9xL#

bM: hC6=U9xLDEE'\#

ICA4011 ;\r*WSV#

bM: 1r*WSV1'\#

ICA4012 ;\* SIGTERM hC sigset#

bM: 1hCT6= SIGTERMM SIGINT EE1'\#

ICA4013 ;\hCWSVXC!n#

bM: 1hCWSVY9C!n1'\#

ICA4014 ;\hCWSV linger !n#

bM: 1hCWSV linger !n1'\#
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ICA4015 ;\QWSV*SAKZ#

bM: 1*SWSVAKZ1'\#

ICA4016 ;\ZWSVOhCl}#

bM: 1hC=WSVODl}1'\#

ICA4017 ~q servName9C TCP WSV socket#

bM: JOE"#

ICA4018 /}wC select() '\#

bM: Z?/}wC'\#

ICA4019 new_work() OXms#

bM: 4T new_work}PLrDZ?OXms#

ICA4020 vm(Lr):;\4kwWSV:socket

bM: I\53ms#

C'Xp: liWSVC(#

ICA4021 SUl&1fZJb#

bM: SwFbwwSUl&1fZJb#

C'Xp: liwFbww,SMu</V{.#

ICA4022 ksI&#

bM: JOE"#

ICA4023 ks'\#

bM: ks"M3f'\#

ICA4024 vm(Lr):EH6,v6' (minpri -
maxpri)#

bM: msDEH66'#

C'Xp: D}EH66'#P'D5S -1 = 5#

ICA4025 vm(Lr):19C -n !n1,X7X
kT ID@carrier DN=vV#

bM: msD|n9Co(#

C'Xp: }7D|n9Co(#

ICA4026 vm(Lr):4*wzwz{

bM: ;\Vfwz{#

C'Xp: liwz{#

ICA4027 vm(Lr):;\r*wWSV:errno

bM: ;\4(BDWSV#

ICA4028 vm(Lr):;\hCWSV!n:

errno

bM: ;\hCWSVVx!n#

ICA4029 vm(Lr):;\,SAwz:errno

bM: ;\,S=wz#

C'Xp: li.PZdCMh8}/LrD~DfZ#

ICA4030 vm(Lr):;\4kwWSV:errno

bM: ;\4=wWSV#

ICA4031 SUl&1fZJb#E"Du~4*#

bM: SwFbwwSUl&1fZJb#

ICA4032 E"I&"MASP#

bM: JOE"# Q"ME"=SP#

ICA4033 E""M'\#^E""M#

bM: ^("ME"=0tzSP#

ICA4034 UZ'\(ID ID EH6EH6k}\ZX

TN}XTN}) [fromEntry] vKU{:
E"#

bM: 10t"M'\1,T>CE"#

ICA4035 ;\XBEPS Lr"AvKDE"

mesg#

bM: ;\"M=0tSP#
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ICA4036 I&D (ID ID EH6EH6k}\ZXT

N}XTN}) [fromEntry] vKU{:E
"#

bM: 10t"MI&1,T>CE"#JOE"#

ICA4037 *"A dumpFile (ID ID EH6EH6 k

}\ZXTN}XTN}) [fromEntry] v
KU{:E"#

bM: *";\"4"MD3f=D~PTcTsYT#

ICA4038 ;\4k*"D~dumpFile#

bM: ;\4k*"D~#

C'Xp: liD~53mI(#

ICA4039 IpcKey: 0xIpcKey

bM: JOE"#

ICA4040 ,}K retryTimeVSDXT1d#

bM: Z8(VSsu</wFbww'\#

C'Xp: liu</V{.#

ICA4041 "V}V0tzPPV8}VE"#

bM: }V0tz;\|,V8}V}]#

C'Xp: }79C smitty/SMIT K%#

ICA4042 vK;\SU0t#

bM: 0tz4r*#

C'Xp: liGqr*0tz#

ICA4043 (E+> carrier ;fZ#

bM: ;fZ8(D(E+>#

C'Xp: }79C smitty/SMIT K%#

ICA4044 (E+> carrier ;P DTMF g0Ek#

bM: 8(D(E+>;P DTMF g0Ek#

C'Xp: }79C smitty/SMIT K%#

ICA4045 0tzE pagerNumber,vK(E+>D

ns$H carrLen #

bM: 0tzEkTZ(E+>Dns542+$#

C'Xp: 9Cm;vH(E+>ns5OLD0tz

E#

ICA4046 0tzE pagerNumber,vK

defaultCarrLenD1!$H#

bM: 11!$H+L1vVCE"#

C'Xp: }79C smitty/SMIT K%#vS1!$H#

ICA4047 wFbwwD~wFbwwD~{PZPE

PfZJb#

bM: wFbww(eD~|,;v^'DV{#

C'Xp: }79C smitty/SMIT K%#

ICA4048 ;\r*h8 /dev/deviceNameODwF

bww#

bM: ;\r*8(h8ODwFbww#

C'Xp: lirXBdC.PZ#lih8#

ICA4049 r* /dev/deviceNameODwFbww#

bM: JOE"# wFbwwZ.PZOQI&lb#

ICA4050 ;\hCwFbwwXT#

bM: 1"T%hCwFbwwXT1'\#

C'Xp: liwFbwwu</V{.#

ICA4051 Z numInitTriesNXTs;\u</wF

bww#

bM: wFbww;\u</#

C'Xp: liwFbwwu</V{.M.PZdC#

ICA4052 ;\&r0tzEkpagerNumber

bM: ;\&0tzE#

C'Xp: li0tzEDP'T#
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ICA4053 ;\RpwFbww#

bM: ;\RpwFbww#

C'Xp: liwFbwwu</V{.M9CDRp|

n#

ICA4054 ;\&rE"message

bM: ;\&E"#

ICA4055 wFbwwD~D~{PZPEPfZJ

b#

bM: ^'DwFbww(eD~#

C'Xp: }79C smitty/SMIT K%#

ICA4056 ;\&r(E+> carrier D DTMF Ek
(DTMFnumb)#

bM: DTMF EkI\;|DrTC(E+>Q;}7#

C'Xp: }79C smitty/SMIT K%#

ICA4057 ;\"Mi#

bM: 1"T%"Mi1'\#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4058 TQ"MDi^l&#

bM: "Mis;\S(E+>SUl&#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4059 ;\SUTE"+]Dl&#

bM: E"+]s;\S(E+>SUl&#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4060 ;\"M0tz id#

bM: ;\"M0tz id#

C'Xp: 9C smitty/SMIT K%4li0tzEM(E

+>N}#

ICA4061 ;\"MT/==ksDax <CR>#

bM: ;\"MT/==ksDax <CR>#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4062 ;\"MT/==ks#

bM: ;\"MT/==ksEE#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4063 numTriesNXTs,;\SU4T(E+

> carrier DLxr0E"#

bM: KL(E+>I\&#

C'Xp: 9C smitty/SMIT K%4li(E+>N}"

TsYT#

ICA4064 Z(E+> carrier a>Zd(Evm#

bM: (EmsI\IZ\`-r"z#TskYT;

N#

C'Xp: 9C smitty/SMIT K%4li(E+>N}"

TsYT#

ICA4065 ;\SUT"aDl&#

bM: wFbww;\SUT"aDl&#

C'Xp: liwFbwwu</V{.M(E+>N

}#

ICA4066 (E+> carrier ;PTT<"aDY/w

vl&#

bM: (E+>;Pl&"a"T#

C'Xp: 9C smitty/SMIT K%4li(E+>N}"

TsYT#

ICA4067 (E+> carrier "X receiveDataString#

bM: (E+>"MX;)msE"r&E"#

C'Xp: 9C smitty/SMIT K%4li(E+>N}"

TsYT#
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ICA4068 (E+> carrier Z"aZd?HO*#

bM: (E+>Z"aP?HO*#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4069 (} ConnectRetryMaxN-7XTB9E

"*"A(E+>carrier#

bM: g{(E+>}&,Lr*"0t"TsYT#

ICA4070 r* maxTotalTriesNa0,S"T'\,

yTx}A(E+> carrier DE"#

bM: Z;5P"Ts;\*5(E+>#

C'Xp: li(E+>N}"TsYT;N#

ICA4071 vm(Lr):;\*(E+>XTVdZ

f:errno#

bM: I\D53rZfVdms#

ICA4072 vm(Lr):;\mSA(E+>XTP

m:errno#

bM: (E+>I\;fZ#

C'Xp: li(E+>DP'T"YT;N#

ICA4073 retryCountNXTs,A9C

phoneNumberD(E+> carrier D}],

S'\#

bM: }],S'\#

C'Xp: 9C smitty/SMIT K%4liwFbww,S

M(E+>N}#

ICA4074 numTriesNXTs,;PSU=4T(E

+> carrier D ID a>#

bM: (E+>x ID r7Oa>{Dl&'\#

C'Xp: 7O(E+>9C TeleAlphanumeric-i#

ICA4075 C(E+> carrier "a1,(Evm#

bM: (EmsI\IZ\`-r"z#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4076 ,}K(E+> carrier Dn`"aN}#

bM: (E+>Z8("TN}Zl&'\#

C'Xp: li(E+>N}"TsYT;N#

ICA4077 ;PSU=4T(E+> carrier DLxr

0E"#

bM: (E+>^(TLxr0a>{*l&#

C'Xp: li(E+>N}"TsYT;N#

ICA4078 ;\4(i#

bM: (E+>;\*+d4(i#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4079 (E+> carrier ;PTE"+]wvl

&#

bM: (E+>+]E"P'Q#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4080 (E+> carrier ZE"+]Zd?HO

*#

bM: (E+>ZE"+]P?HO*#

C'Xp: li(E+>N}MwFbwwu</V{

.#

ICA4081 (E+> carrier \xSUE"r0tz

ID#

bM: (E+>\xSU0tzE"r0tz id#

C'Xp: li0tz id DP'T"0tzD$n4,M

(E+>N}#

ICA4082 ZE"+]A(E+> carrier 1,(Ev

m#

bM: (EmsI\IZ\`-r"z#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

=<A. E" 93



ICA4083 maxTriesNXTsT;PSU=4T(E

+> carrier D7OE"#

bM: g{(E+>}&r;\(",S1rvVCE

"#

C'Xp: 9C smitty/SMIT K%4li(E+>N},

"Z8VSsYT#

ICA4084 ;\"M <EOT>#

bM: wFbww;\"M <EOT>#

C'Xp: liwFbww,SMu</V{.#

ICA4085 ;\SUT <EOT> Dl&#

bM: wFbww;\SUA <EOT> Dl&#

C'Xp: liwFbww,SMu</V{.#

ICA4086 (E+> carrier ;PT <EOT> wvl
&#

bM: (E+>;\T;"MD}]wvl&#

C'Xp: li(E+>DP'TMwFbww,S#

ICA4087 (E+> carrier TrZ]vm}]^(S

Uw*l&#

bM: (E+>;\T;"MD}]wvl&#

C'Xp: 9C smitty/SMIT K%4li(E+>N}#

ICA4088 ;\r*1!D~ defaultPathname#

bM: wFbww1!D~I\;fZrP;}7DmI

(#

C'Xp: liD~DfZMmI(#

ICA4089 1!D~ defaultPathname;j{#

bM: wFbww1!D~PE)}]#

C'Xp: }79C smitty/SMIT K%#

ICA4090 1!D~ defaultPathnamePZ

lineNumberPfZ^'Db?PE#

bM: (E+>}]bD~P;v^'Db?PE#

C'Xp: e}(E+>}]bD~#

ICA4091 1!D~ defaultFilePZ lineNumberP

fZ^'D(XJ5#

bM: (E+>}]bD~P;v^'D(XJ#

C'Xp: e}(E+>}]bD~#

ICA4092 1!D~ defaultFilePZ lineNumberP

fZ^'D}];5#

bM: (E+>}]bD~P;v^'D}];5#

C'Xp: e}(E+>}]bD~#

ICA4093 1!D~ defaultFilePZ lineNumberP

fZ^'Df<T5#

bM: (E+>}]bD~P;v^'Df<T5#

C'Xp: e}(E+>}]bD~#

ICA4094 1!D~ defaultFilePZ lineNumberP

fZ^'D#9;5#

bM: (E+>}]bD~P;v^'D#9;5#

C'Xp: e}(E+>}]bD~#

ICA4095 1!D~ defaultFilePZ lineNumberP

fZ;7(DjG tag id #

bM: (E+>}]bD~P;v^'DjG#

C'Xp: e}(E+>}]bD~#

ICA4096 N}D}?;}7#

bM: JOE"#

ICA4097 vm(Lr):;\4((E+>Pm#Z

fJb#

bM: I\D53rZfJb#

ICA4098 vm(Lr):0t(E+>D~

carrierFile 1vm#

bM: (E+>}]bD~P;)^'}]#

C'Xp: li(E+>}]bD~D^'jG#
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ICA4099 vm(Lr):;\qC IPC nF
errno#

ICA4100 vm(Lr):;\4(XTPm#I\G

ZfJb#

bM: I\53msrZfJb#

ICA4101 vm((E+>):;\4(SP,

page_q_err: pageQErr#

ICA4102 vm(Lr):;\hCT

SIGTERM/SIGINT EED6=: errno#

bM: I\53ms#

ICA4103 vm(Lr):;\hC(E+> carrier

DwFbwwXT#

bM: ;\hCwFbww#

C'Xp: li.PZdCMu</V{.#

ICA4104 (E+> carrier DjG tag *'#

bM: *'wFbwwE"#;vjGI\G(XJ"b

?PHH#

C'Xp: liwFbwwdCD~D^'V{#

ICA4105 (E+> carrier XkAY5P;vg0E

k#

bM: (E+>Xk|,g0Ek#

C'Xp: 9C smitty/SMIT K%4mSg0Ek#

ICA4106 ;\r*D~ CarrierFileName#

bM: (E+>}]bD~XkfZ#

C'Xp: g{;fZ,(}9C smitty/SMIT K%44

(;v#

ICA4107 Z lineNumberP+$#

bM: (E+>}]bD~PDP+$#

C'Xp: li(E+>}]bD~D^'P#

ICA4108 Z lineNumberPfZ4*jG#

bM: (E+>}]bD~fZ4*jG#

C'Xp: li(E+>}]bD~D^'jG#

ICA4109 Z lineNumberPfZ4*rP#

bM: (E+>}]bD~fZ4*rP#

C'Xp: li(E+>}]bD~D^'rP#

ICA4110 (E+> carrier ^'"x}|#

bM: ;\*0t?D9C(E+>#

C'Xp: li(E+>DP'T#

ICA4111 ;\mS(E+>APm#

bM: ;\mS(E+>=Pm#

C'Xp: li(E+>DP'TMg0Ek#

ICA4112 Z lineNumberPP(E+>{*'r+$.

bM: (E+>{F*'#

C'Xp: 9C smitty/SMIT K%4mS(E+>#

ICA4113 ;\VdBD0t(E+>: carrier#

bM: ;\Vd(E+>=Pm#

C'Xp: li(E+>DP'TMg0Ek#

ICA4114 Z lineNumberPD5+$#

bM: (E+>}]bD~Pv=DP+$#

C'Xp: e}(E+>}]bD~PD$P#

ICA4115 vTZ lineNumberPPDX4jG tag#

bM: v=X4DjG#

C'Xp: S(E+>}]bD~>}X4DjG#

ICA4116 Z lineNumberPP5;fZ#

bM: v=UWVN#

C'Xp: 9C smitty/SMIT K%ZUWVNPmS5#
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ICA4117 Z lineNumberPPD5XkG Y"
Yes" N r No #

bM: CVNh* Y" Yes" N r No#

C'Xp: 9C smitty/SMIT K%4mSr|DP'D}

]#

ICA4118 Z lineNumberPPD5XksZc#

bM: CVNXkG}}#

C'Xp: 9C smitty/SMIT K%|D5*}}5#

ICA4119 Z lineNumberPPD5^'#

bM: Z8(POv=^'5#

C'Xp: 9C smitty/SMIT K%4|D5#

ICA4120 (E+> name^'"x}|#

bM: v=^'(E+>#

C'Xp: 9C smitty/SMIT K%4mSP'D(E+

>#

ICA4121 ;\mS(E+>APm#

bM: ;\mS(E+>=0tPm#

C'Xp: li(E+>DP'T#

ICA4122 vTZ lineNumberPPDX4jG tag#

bM: Z(E+>ZPv=X4jG#

C'Xp: e}|,X45D(E+>Z#

ICA4123 vm(Lr):;\qC IPC nF:
errNo

bM: Lr;\qC IPC nF#

ICA4124 vm(Lr):ASP1vVms

pageqErr#

bM: Lr;\ASP#

ICA4125 countvSPn#

bM: JOE"#

ICA4126 >}xP ID id DE"#

bM: JOE"#

ICA4127 ID id ;ZSPP#

bM: JOE"#

ICA4128 vm(Lr):T<>} ID id 1vVm

s pageqErr#

bM: "T%>}SPD ID #

ICA4129 \?G: entryKeyDZ]* @ ptr:

ptr#

bM: v*JOE"#

ICA4130 wFbwwXT:

bM: wFbwwu</E"#

ICA4131 {F:modemName

bM: wFbwwu</E"#

ICA4132 Init(u</): initString

bM: wFbwwu</E"#

ICA4133 |n==:command

bM: wFbwwu</E"#

ICA4134 |nU9{: 0xterminator

bM: wFbwwu</E"#

ICA4135 &E:dial

bM: wFbwwu</E"#
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ICA4136 &E]#:pause

bM: wFbwwu</E"#

ICA4137 & #: diallb

bM: wFbwwu</E"#

ICA4138 & *: dialstar

bM: wFbwwu</E"#

ICA4139 Rp:hangup

bM: wFbwwu</E"#

ICA4140 P'D|nl&:validCommandresp

bM: wFbwwu</E"#

ICA4141 P',S:validConnect

bM: wFbwwu</E"#

ICA4142 XT:echo

bM: wFbwwu</E"#

ICA4143 wFbwwwTG<:PUTS(id) txd->
outStr

bM: wFbwwEE;;E"#

ICA4144 wFbwwwTG<:PUTC(id) txd->
outStr

bM: wFbwwEE;;E"#

ICA4145 wFbwwwTG<:GET rxd-> G<j
6{

bM: wFbwwEE;;E"#

ICA4146 wFbwwwTG<:INPUT(G<j6{

bM: wFbwwEE;;E"#

ICA4147 wFbwwwTG<:) rxd->

bM: wFbwwEE;;E"#

ICA4148 wFbwwwTG<:WAITFOR(G<j6
{

bM: wFbwwEE;;E"#

ICA4149 ;\VbSEE#

bM: Vb SIGCHLD EE#

ICA4150 ;\O"SEE#

bM: O" SIGCHLD EE#

ICA4151 Ht/D~ filePathname;fZ#

bM: JOE"#

ICA4152 ;\r*Ht/D~ filePathname#

bM: JOE"#

ICA4153 Ht/D~ filePathnamePDP+$#

bM: Ht/D~|,;)^'V{#

ICA4154 Ht/D~ filePathname,P^CD}

]#

bM: JOE"#

ICA4155 Ht/D~ filePathname*U#

bM: JOE"#

ICA4156 Ht/D~ filePathnameZ lineNumber

PfZmsD;CX7 address,vT|#

bM: Ht/D~|,;)^'V{#JOE"#

ICA4157 Ht/D~ filePathnameZ lineNumber

PfZmsq=,vT|#

bM: Ht/D~|,;)^'V{#JOE"#
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ICA4158 Ht/D~ filePathnameZ lineNumber

P;PE",vT|#

bM: Ht/D~;PE"#JOE"#

ICA4159 Ht/D~ filePathnameZ lineNumber

PrPvm,vT|#

bM: Ht/D~|,;)^'V{#JOE"#

ICA4160 jID~ filePathnameP countuE"D

Ht/#

bM: JOE"#

ICA4161 vm(Lr):vV+`D,xSms#

bM: ;PP+`SxLms#1(E+>rwFbww

(eD~P;)^'V{1a"zbViv#

C'Xp: 9C smitty/SMI K%4li(E+>}]bD

~MwFbww(eD~#

ICA4162 SxL;\4PLr:errno#

bM: I\53ms#

ICA4163 vm(errno):SxL;\4(SxL:

Lr{#

bM: I\53ms#

ICA4164 ;\4(0t(E+>Pm#

bM: Z?Lrms#

ICA4165 0t(E+>D~ carrierFile vm#

bM: (E+>}]b|,;)^'}]#

C'Xp: (}9C smitty/SMI K%4li(E+>}]

bD~#

ICA4166 JOE"# IPC \?G:0xIpcKey#

bM: JOE"#

ICA4167 ;\4(SP page_q_err: pageQerr#

bM: 1"T%4(SP1'\#

ICA4168 Z time 14(0tHt/D~#

bM: JOE"#

ICA4169 4T objfrom E"DEH6 -p priority

numPager

bM: JOE"#

ICA4170 4T from E"DEH6 -p priority

alpaPager@carrier

bM: JOE"#

ICA4171 4T from E"DEH6 -p priority -n
numPager@carrier

bM: JOE"#

ICA4172 0tzHt/D~U9#

bM: JOE"# m>(Dax#

ICA4173 ;\4kHt/D~ warmstrtFile#

bM: Ht/D~I\;fZ#

ICA4174 4T user@hostD time

STATUS-REQUEST

bM: T>4,ksE"#

ICA4175 4T user@hostD time

SUMMARY-REQUEST

bM: T>**ksE"#

ICA4176 countvSPn#

bM: Fc0tzSPDSPdkn}#

ICA4177 Oldest n:Z time 1SU= ID id #

bM: T>SPPngDdkn#
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ICA4178 )9'\sXB,SZf#

bM: I\53ms#

ICA4179 )9;\TksXB,SZf#

bM: I\53ms#

ICA4180 Z page_q_print() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4181 Z page_q_print() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4182 4S headLink -> E" ID: id#

bM: JOE"#

ICA4183 EH6:priority#

bM: JOE"#

ICA4184 vK:name#

bM: JOE"#

ICA4185 (E+>:carrier#

bM: JOE"#

ICA4186 E"(Mesg):message#

bM: JOE"#

ICA4187 ;\C=2m RAM :errno#

bM: I\53ms#

ICA4188 ;\C==SD2m RAM :errno#

bM: I\53ms#

ICA4189 ;\C= PAGE_Q EE#

bM: I\53ms#

ICA4190 Z page_q_create() P;\u</
PAGE_Q EE:errno#

bM: I\53ms#

ICA4191 Z page_q_create() P;\hC
PAGE_Q EE:errno#

bM: I\53ms#

ICA4192 Z page_q_empty() P;\XU
PAGE_Q EE:errno#

bM: I\53ms#

ICA4193 Z page_q_empty() P;\r*
PAGE_Q EE:errno#

bM: I\53ms#

ICA4194 Z page_q_enq( name,message) P;\X
U PAGE_Q EE:errno#

bM: I\53ms#

ICA4195 Z page_q_enq() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4196 page_q_enq() : ID(id) EH6(priority)
vK(name) E"(message)#

bM: JOE"#

ICA4197 Z page_q_head() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4198 Z page_q_head() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#
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ICA4199 Z page_q_first() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4200 Z page_q_first() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4201 Z page_q_next() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4202 Z page_q_next() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4203 Z page_q_tail() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4204 Z page_q_tail() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4205 Z page_q_del() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4206 Z page_q_del() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4207 page_q_del( ID)#

bM: wTE"#

ICA4208 Z page_q_deq() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4209 Z page_q_deq() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4210 page_q_del() : ID(id) EH6(priority) v
K(name) E"(message)#

bM: JOE"#

ICA4211 Z page_q_walk() P;\XU PAGE_Q
EE:errno#

bM: I\53ms#

ICA4212 Z page_q_walk() P;\r* PAGE_Q
EE:errno#

bM: I\53ms#

ICA4213 PAGE_Q z#

bM: 0tSPQz#

C'Xp: };ay"M0t#

ICA4300 Rp#

bM: RptP#

ICA4301 u</wFbww#

bM: Cu<V{.u</wFbww#

ICA4302 &E ......

bM: &g0Ek#

ICA4303 H},S#

bM: H}wFbww,S#

ICA4304 CONNECTED YH

bM: T8>DYH,S((XJ)#

ICA4305 CONNECTED!!!!!!!

bM: Q,S=0t~q)&L
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ICA4306 ksT/==Da>#

bM: T/D==ksa>{# H} ″ID=″

ICA4307 a> OK.....

bM: S)&LqC ″ID=″ #

ICA4308 "MT/==ks#

bM: "M ID M SST=0t~q)&L

ICA4309 "MT/==ks .....OK!

bM: qC [p; Xp#b6(EI&

ICA4310 "MvE"

bM: "MvE"i

ICA4311 H}a{

bM: H}7O

ICA4312 SU= Ack #0tI&#

ICA4313 SU= Nak ,YN"Mi#"T NakTries

N #

bM: SU= Nak #0t)&L*sY"M#

ICA4314 Bq&mvm# YN"Mi#"T

RsTriesN#

bM: Bq&mvm# Y"Mi#

ICA4315 (E+>U9,S#

bM: 0t)&LU9T0#r)&Li/CJb#

ICA4350 fwpage [carrier= ″...″] [modem= ″...″]
[ID=″...″] [msg= ″...″]

bM: fwpageDC(#liN}"YT;N#

ICA4351 CD~;fZ

bM: liD~4GqZ}7D?<B#carriers.cfg"

modems.cfgM pager.cfgXkZ9CCzk04(#

ICA4352 WhatD~bF5#

bM: C'^DKCD~,CD~;ZZq=P#yPD

tT&C(} GUI dk#

ICA4353 What+$,kuL|;sYT;N

bM: ’What’ N}+$# uL|"YT;N#

ICA4354 Whatvm#

bM: g{(XJvm,P'D!nG: 600" 1200"

2400" 4800" 9600" 14400# g{}];(?VZ)vm,

P'D!nG:7"8 #g{#9;vm,P'D!nG:

1"2 #g{b?P0:vm,dk&CvG}V#g{0

t=(vm,Cf>Pv'V TAP #g{0tz ID v

m,li;B|Gq<*}V#g{f<Tvm,P'D

!nG:O(f})"E(<})"N(^)"S(Uq)"M(jG)#

g{ COM KZvm,P'D!nG:COM1"COM2 ....

Cf>PD COM KZ&!Z 10 #g{E"V{vm,

liE"4ofGqPXbV{#

ICA4355 Z wherePhCN}1vm#

bM: ^(Z (where)PhCN}# liN}"YT;

N#

ICA4356 Z When1,COM KZAms#

bM: COM KZAms#hCwFbwwXT"YT;

N#

ICA4357 Z Where1,COM KZ4ms#

bM: COM KZ4ms#

ICA4358 hC What1vm

bM: hC ’What’ 8vDms# liU>D~"Rvm

s#

ICA4359 Z Where&,}n`I"TDN}#Lr

l#U9 ......

bM: "TZ 60 VSZ 60 Nr* COM KZ#+?'

\ g{GbViv,kli2~,S# "TZ 10VSZ

10N"M0tzE"#+?'\# g{GbViv,0t

)&LI\XU#
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ICA4360 (E+>g0EkPfZ4*V{:

*pCarrierPhoneNum

bM: (E+>g0EkPR=;v;\6pDV{#k

liEk"YT;N#

ICA4361 /f!!! 0ta)_DwFbww(#YH
&!Z 2400#

bM: b;G;v/f#0ta)_DwFbwwYH(

#hC*!Z 2400#

ICA4362 ^(u</wFbww

bM: |DwFbwwu</V{."YT;N#

ICA4363 wFbww5X1vm#

bM: wFbww(Ems

ICA4364 tries N"Tr* COM KZ1vm#Z 1
VSZXT

bM: r* COM KZms#I\m;vLr}Z9C

|#1 VSsT/XT

ICA4365 tries N"T"M0t'\#Z 1 VSZX
T

bM: "M3f'\#liG<D~TRv7PD-r#

ICA4366 E"+$,kXO|

bM: ;G;v/f#E"$H+$#XOTJO|#

ICA4367 +nsE"$HXBhCIZ?(e5:

msg-length

bM: r*C'(eDE"$HsZZ?(e(80),yT4

;nsE"$H=1!5#

ICA4368 4P:Wherevm

bM: g{r* COM KZvm,lidC"YT;N#

g{XU COM KZvm,r*53Jb#g{e} COM

KZvm,r*53Jb#g{"M&E|nvm,r*

&E|nJb#li4GqG Hayef]wFbww#g{

"M ID ksvm,li0t)&LGq'V TAP -i#

g{"MT/a>{vm,li0tz~q$wGq}

7#g{"ME"vm,liU>D~TRv'\-r#

g{a>{vm,r^(S0tz)&L!Xa>{#

ICA4369 rBq+`vm#l#U9 ....

bM: +`Bq&mms,l#U9C"T#

ICA4370 SU=+`D Nak ,l#U9Lr .....

bM: S0tz)&LSU=+` Nak,l#U9C"

T#

ICA4371 COM KZO,/}/}{D szComPort

5X Error Number#

bM: liN}"YT;N#

ICA4372 wFbww5XmsE"......
ReturnMessage

bM: E"G:4,S" el,+4,S" ^(E+

>" ^&Et" &" ^Xp#

ICA4373 (function name) 4TwFbwwr(E+
>D4*l&zk: char1, char2#

bM: CE"(fK4TwFbwwr(E+>Dl&,

4 Firewall Dw3&\;\6p# char1M char2Gl&

PDnH 2 vV{D ascii (.yxF)zk#

C'Xp: 1i/wFbww8nr(E+>T7(4*

l&be1,9CCE"#

ICA5005 SKIT u</'\#5XkG: return

code

bM: 2+WSVu</'\,ST>D SKIT 5Xk#

ICA5014 6LM'm@~qwl}KZ server port

#

bM: T>* sslrctddCDKZE#

ICA5015 S chp0.chp1.chp2.chp3S\,S

bM: T>M'zD IP X7#

ICA5017 ^(qC2+WSV#/}

skit_secure_soc_init retcode *:

function retcode

bM: r* skit_secure_soc_init()'\,^(qC2+W

SV#
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ICA5018 9CDSt~qw cipher specs G

spec1 spec2 spec3

bM: T>\kf65w#

ICA5019 ;\C=UP Homenet IP X#

bM: /,}KwJb#

ICA5020 ;\r*6LM'LrD~#

bM: D~ /etc/security/rcsfile.cfg;IC#

C'Xp: liD~fZMZ]#

ICA5021 R;=’keyword’ X|V#

bM: D~ /etc/security/rcsfile.cfĝ KX|V#

C'Xp: li"|} /etc/security/rcsfile.cfg#

ICA5024 }PLr{ P/}

skit_secure_soc_write() vm#

bM: skit_secure_soc_write()ZK}PLrP'\#

ICA5025 ACKClient() PD/}
skit_secure_soc_write() vm#

bM : A C K C l i e n t ( ) }PLrPD/}

skit_secure_soc_write()'\#

ICA5026 S}PLr{PDM'zSU=^'5X

k#

bM: SC}PLrDM'SU=4$O=D5Xk#

ICA5027 S}PLr{PDM'zSU=msksD

5Xk#

bM: C}PLr5XkE"PDkszkvm#

ICA5028 ^'DG<ks#

bM: G<ksE"Dq=^'#

ICA5030 4*6LM' ID:6LM' ID

bM: CC' ID TZ@p=zw4*#

C'Xp: |}C6LM'DC'E"#

ICA5031 RCTLoginPhase PD/}

skit_secure_soc_write vm#

bM: skit_secure_soc_write()ZG<WN'\#

ICA5035 ^'DKvks#

bM: "zksE"Dq=^'#

ICA5067 SU=^'E"|#

bM: SU=DE"|q=^'#

ICA5078 qC SvrReqHandler() P^(6pDks

bM: SU=;\6pDks"+dvT#

ICA5082 AM'6LM' IDDm@QO*#

bM: xPC ID D6LM'Dm@QO*#

ICA5086 ID: userid4(e#

bM: CC' ID Z@p=zwO;fZ#

ICA5087 ’userid’ DO$'\#

bM: CC' ID O$'\#

ICA5089 &\ rcFilterClear() '\#5XkG5X
k#

bM: rcFilterClear()xPC5Xk'\#

C'Xp: li IPSEC LANM'bm#b)z7;\2

f#

ICA5090 /} rcFilterInit() '\#5XkG5Xk

bM: rcFilterInit() xPC5Xk'\#

ICA5091 /} TunnelUp() ;\KPI4PD~|
nP#

bM: T>D|nP4\xP system()wC#

ICA5092 ;\S recoverstash /}wCC=\?

7Zn#

bM: ;\S stashD~V4\?7Zn#
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ICA8001 SYSLOG/udp: 4*~q

ICA8002 /}{/}'\ - msE, errno2 =
0xerrno2

bM: &mU9,r* syslogd;\4P8(/}#errno

E"G=SZmsE"OD#

C'Xp: *553Lr1#53Lr1:9C errnoE

"47('\-r#

ICA8004 AF_INET WSVOlbvms,\ slogd
+;Y`XWSV

ICA8006 4*EH6{F \″priority\″

bM: ZdCD~PR=DEH6{F^'#

C'Xp: *553Lr1#53Lr1:lidCD

~#

ICA8007 4*h){F \″facility\″

bM: ZdCD~PR=Dh){F^'#

C'Xp: *553Lr1#53Lr1:lidCD

~#

ICA8008 1dAG14T SYSLOG@ wz{DE

" ...

bM: syslog+iLrdCD~|,+ syslogE""M=

yP"aC'DkZn#CE"+"M=yP"a=53

(syslog+iLr}ZdOKPD)DC'#

C'Xp: ^ SystemProgrammer:^

ICA8009 SYSLOGD ZEEEE &Kv

bM: syslog+iLrSU=;vEE,9 syslog+iL

rKv#

C'Xp: ^ SystemProgrammer:^

ICA8010 SYSLOGD XBt/

ICA8012 SYSLOGD ^(G<= SMF - error_text

bM: Z+G<4k SMF 1vm#vmD>E"G=S

ZmsE"OD#

C'Xp: *553Lr1#53Lr1:9CvmD>

E"47( SMF 4k'\D-r#

ICA8013 |BxL4,'\,5Xk =
0xreturn_code

bM: 1** Firewall ZKxL|B syslogdxL1v

m#5XkE*pvKS|BxL4,wC5XDX(m

s#

C'Xp: *553Lr1#53Lr1:*5,^K

1#

ICA8014 SYSLOGD wC8(K4*!n

(-startup_option)

bM: 1*t/ syslogd+ixL1vm#syslogdwC;

'V8(D!n#

C'Xp: lit/!n"XBt/ syslogd+iLr#

53Lr1:g{JbTfZ,*5,^K1#

ICA8015 dCD~n (config_data) ^'

bM: 1*S SYSLOGdCD~4VvdCkZn1v

m#

C'Xp: lidCD~kZn"XBt/ syslogd+i

Lr#53Lr1:g{JbTfZ,*5,^K1#

ICA8016 D~{D/}{'\ - msE

bM: 1*4P8(h8D8(&\1vm# errnoE"

G=SZmsE"OD#

C'Xp: i$8(h8fZ"XTks#g{JbTf

Z,kk53Lr1*5#53Lr1:g{JbTf

Z,*5,^K1#

ICA8050 /} '\#error_text

bM: Z4PE"PT>D&\1v=ms#PXmsD

d|E"ImsD>a)#

C'Xp: |}E"P8(Dms,g{I\,kXTY

w#

ICA8051 /}'\:5Xk = 0xreturn_code

bM: Z4PE"PT>D&\1v=ms#,y2T>

4T8(&\D5Xk#

C'Xp: |}E"P8(Dms,g{I\,kXTY

w#
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ICA8052 FWSTACKD Z* stack_name$n}Kw

G<#

bM: FWSTACKD }Z"T$n|}KwG<#

534&: LrLx#

ICA8053 FWSTACKD ;\* stack_name$n}K

wG<# error_text

bM: 4$n|}KwG<,-rZ=fDmsE"P5

w#

534&: +;4P}KwG<#

C'Xp: 9CmsE"4|}ms,;sC fwfilter
cmd=startlog XB$n}KwG<#

ICA8054 FWSTACKD Z* stack_name$n NAT
G<#

bM: FWSTACKD }Z"T$nxgX7*;(NAT)G

<#

534&: LrLx#

ICA8055 FWSTACKD ;\* stack_name$n

NAT G<# error_text

bM: 4\$nxgX7*;(NAT)G<,-rZ=fDm

sE"P5w#

534&: +;4PxgX7*;G<#

C'Xp: 9CmsE"4|}ms,;sC fwnat
cmd=startlog XB$nxgX7*;G<#

ICA8056 FWSTACKD * stack_name$n NAT#

bM: FWSTACKD }Z"T$nxgX7*;(NAT)#

534&: LrLx#

ICA8057 FWSTACKD ;\* stack_name$n

NAT# error_text

bM: 4\$nxgX7*;(NAT),-rZ=fDmsE

"P5w#

534&: +;4PxgX7*;#

C'Xp: 9CmsE"4|}ms,;sC fwnat
cmd=update XB$nxgX7*;#

ICA8058 FWSTACKD * stack_nameXB$nm@

(e#

bM: FWSTACKD }Z"TXB$nZ53#91n/

Dm@(e#

534&: LrLx#

ICA8059 FWSTACKD ;\* stack_nameXB$n

m@(e#error_text

bM: 4$nm@(e,-rZ=fDmsE"P5w#

534&: m@(e;\$n#

C'Xp: 9CmsE"4|}ms,;sC fwtunnl
cmd=activate XB$nm@(e#

ICA8060 FWSTACKD * stack_name$n}KwM

Socks fr#

bM: FWSTACKD }Z"T$n|}KwfrM Socks

frD10hC#

534&: LrLx#

ICA8061 FWSTACKD ;\* stack_name$n}K

wM Socks fr# error_text

bM: 4$n}KwfrM Socksfr,-rZ=fDm

sE"P5w#

534&: 1!}Kwfr+P'#+Jm>XCJ,x

q(yPd|CJ#

C'Xp: 9CmsE"4|}ms,;sC fwfilter
cmd=update XB$n}KwM Socksfr#

ICA8062 FWSTACKD * stack_name$n

RealAudio 'V#

bM: FWSTACKD }Z"T$n RealAudio'V#

534&: LrLx#

ICA8063 FWSTACKD ;\* stack_name$n

RealAudio 'V# error_text

bM: 4$n RealAudio'V,-rZ=fDmsE"P

5w#

534&: RealAudio~q;IC#

C'Xp: 9CmsE"4j6ms,;sC fwaudio
cmd=change XB$n RealAudio#
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ICA8064 /} '\#error_text

bM: Z4PE"PT>D&\1v=ms#PXmsD

d|E"ImsD>a)#

C'Xp: |}E"P8(Dms,g{I\,kXTY

w#

ICA9000 IBM Firewall Z numberlZ@@ax#

bM: Cm~;jw*@@1>"+{CTm#

ICA9001 D~53j{Tliw/f - /f5wD
>

bM: fwfschk ZD~53PR=;vnl - 1ZD~

2#

ICA9002 O;NE"X4 %1$d N

bM: 1H,DE";TNNikE"==G<1,I

AIX syslogdzzE"#Zbo#fE"TcU>`Sw\

lbu~#CE"XkGNN4 real syslogdE"DoT#

ICA9003 ZdC~qwOTC' nameO$'\#

bM: FW dC~qw^(O$8(DC'#

C'Xp: krzD FW \m1I/#

ICA9004 ZdC~qwOTC' nameO$I&#

bM: FW dC~qwO$K8(DC'#

ICA9005 t/6LdC~qw#

bM: dC~qwQt/#

ICA9006 XU6LdC~qw#

bM: dC~qw}#U9#

ICA9007 6LdC~qw^(r*E"?<#

bM: 6LdC~qw9CD;vr`vE"?<I\*

'#

C'Xp: krzD FW \m1I/#

ICA9008 6LdC~qw getpeername() '\:v
m errno#

bM: dC~qw^(C=M'DE"#

C'Xp: krzD FW \m1I/#

ICA9009 6LdC~qw getsockname() '\:
vm errno#

bM: dC~qw^(C=|TmDE"#

C'Xp: krzD FW \m1I/#

ICA9010 6LdC~qwq!JdwE"'\#

bM: dC~qw^(C=JdwE"#

C'Xp: krzD FW \m1I/#

ICA9011 dC~qw^(xP6LdC#

bM: dC~qwZTmDdCD~PP local=yeshC,

RM'Z6LzwO#

C'Xp: krzD FW \m1I/#

ICA9012 6LdC~qw^(A!"aks#

bM: dC~qwZM'"aksP;\A#

C'Xp: krzD FW \m1I/#

ICA9013 6LdC~qwSU=;}7D"aks#

bM: "aks|,msE"#

C'Xp: krzD FW \m1I/#

ICA9014 6LdC~qw^(4(\@#

bM: dC~qw;\*O$4(\@#

C'Xp: krzD FW \m1I/#

ICA9015 6LdC~qw^(4(xL#

bM: dC~qw;\*O$4(xL#

C'Xp: krzD FW \m1I/#
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ICA9016 t/ EFM +iLr#

bM: ZQ\mD@p=Ot/ EFM +iLr#

ICA9017 XU EFM +iLr;rc = value#

bM: EFM +iLrx8(5XkU9#

ICA9018 EFM +iLr^(r*E"?<#

bM: EFM +iLr9CD;vr`vE"?<I\*

'#

C'Xp: krzD FW \m1I/#

ICA9020 }ZKPDC' ID ^(;;#

bM: ^(wC53TP;}ZKPDC' ID#

C'Xp: krzD FW \m1I/#

ICA9021 C@p=;'V logon ==#

bM: C@p=;'VCX(#=#

C'Xp: krzD FW \m1I/#

ICA9022 userT logon ==Z@p=O"aG;J

mD#

bM: CC'{;PZ(9CCX(=="a#

C'Xp: krzD FW \m1I/#

ICA9023 ^(0k EFM DLL#

bM: ^(0k efm dll#

C'Xp: krzD FW \m1I/#

ICA9024 I usert/DA@p= machineD+M

ks#

bM: t/+MYw#

ICA9025 +Mksax,5Xk* returncode#

bM: +MYwQjI#

ICA9026 Z time 1,SU=4T@p= machine

D user+Mks#

bM: +MYwZ8(1dt/#

ICA9027 Q/} functionZDD~ filenamemSA

+Mks#

bM: *+M8(DD~#

ICA9028 I usert/DA@p= machineD$n

ks#

bM: t/$nYw#

ICA9029 $nksax,5Xk* returncode#

bM: $nYwQjI#

ICA9030 Z time 1,SU=4T@p= machine

D user$nks#

bM: $nYwZ8(1dt/#

ICA9031 XU$nD/} function,5Xk*

returncode#

bM: jI8(/}D$n#

ICA9032 NAT dCZ date time1|B#

bM: NAT dCQ|B#

ICA9033 NAT 'V(6p version.release) Z date

time 1u</#

bM: Qu</@p= NAT 'V#

ICA9034 NAT 'VZ date time1ME#

bM: Q{C NAT 'V#

ICA9035 NAT ;\*2+X7 Secured IP Address

VdQ"aDX7#

bM: r*"aDX7XP;PICDX7,yT;*;

2+DX7#
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ICA9036 NAT QQ"aDX7 Registered IP

AddressMEAX7X#

bM: ME"aDX7AQ"a IP X7X#

ICA9037 @p=SZZ time_and_dateOT/|B#

bM: Firewall u</LrQwC UpdateInterfaces() 4
%" Firewall SZD~ fwadpt.cfgDT/|B#

534&: ^

C'Xp: ^

ICA9038 SZX7 addressQS Firewall dCP>
}#

bM: PvDc.xFX7Z Firewall config D~

fwadpt.cfg PPv,+Z TCP Q;P4R=,rK;S

config D~>}#

534&: ^

C'Xp: ^

ICA9039 SZ addressQmSA Firewall dC#

bM: PvDc.xFX7Z TCP Q;PR=K,+Z

Firewall config D~ fwadpt.cfgP4R=,rK;mSA

config D~#

534&: ^

C'Xp: ^

ICA9040 SZ addressZkS oldmask|B=

newmask#

bM: fwadpt.cfgD~PDZkk2~O20D;%d#}

7DZkVNZ fwadpt.cfgD~PQ|B#

534&: ^

C'Xp: ^

ICA9041 CzwO;PR=SZ#

bM: CzwO;PR=JdwSZ#

534&: ^

C'Xp: ^

ICA9042 NAT xP$wD`T;X7 many-to-one

address$n#

bM: NAT QI&u</RVZGn/D#g{X7G

0,b5>`T;*;DGn/D#

534&: ^

C'Xp: ^

ICA9043 NAT 4\xP5Xk rc u</#

bM: NAT 4\u</RGGn/D#

534&: ^ NAT /}+;wC#

C'Xp: g{C'k* NAT D&\,k45Xk"(

}w{4|}|#g{Jb;\bv,k IBM ~qL*

5#

ICA9044 ME NAT#

bM: NAT QI&MERVZGGn/D#

534&: ^

C'Xp: ^

ICA9045 NAT VdX7:KZX7:KZx2+X
7:2+X7:KZ

bM: NAT QSX7X*2+DwzVdX7:KZ#

534&: ^

C'Xp: ^

ICA9046 NAT ;\*2+X72+X7Vd`T;
X7#

bM: NAT QCjKxP`T;X7DKZ#

534&: >XwzD|Q6B#

C'Xp: b5>P}`D4jI,S#\m1I\k(

}|lX{%UP*;mn,4uYk`T;X7PXD

,1#

ICA9047 NAT MEX7:KZX7:KZS2+X
7:2+X7:KZ

bM: NAT 5X8(DX7:KZT=ICDX#

534&: ^

C'Xp: ^
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ICA9048 NAT lbxP-iDV,|:-iX7:
KZX7:KZ 2+X7:KZ 2+X

7:KZ

bM: NAT Qlb=VN FTPXF|rVND ICMP v

mmsE"# NAT +*;VND FTPXF|,;x;l

ijX#g{bGVND PORT|n,r FTP }]+r

*|,ZE"PD IP X74xP*;x'\#g{|GV

ND ICMP msE",r|+;6B#

534&: kND5w#

C'Xp: g{X4"z,k(* IBM ~qL#

ICA9049 NAT lb=S4X7A?DX7;\*;
DmsN#

bM: NAT Qlb=;vVND}](,|HZ;v}]

(NH=o#

534&: NAT ;\}7*;N,RC}](;6B#

C'Xp: g{X4"z,k(* IBM ~qL#

ICA9050 NAT 4\C-i:-iQ|S4X7:K
ZX7:KZ*;A?DX7:KZ2+X

7:KZ,5Xk rc#

bM: NAT 4\*;;v|#

534&: |;6B#

C'Xp: g{X4"z,k(* IBM ~qL#

ICA9051 NAT lbxP-i=oDV,|:-iS
2+X7:KZ2+X7:KZ=X7:K

Z X7:KZ

bM: NAT Q-lb=|D=o#

534&: ^

C'Xp: ^

ICA9052 NAT lbxP-ik*DV,|:-iS
2+X7:KZ2+X7:KZ=X7:K

Z X7:KZ

bM: NAT Q-lb=|D"v#

534&: ^

C'Xp: ^

ICA9053 %3$d PD stringValueD~{

bM: wT

534&: ^

C'Xp: ^

ICA9054 IP X7:X7;\,1Cw`T;X7M
G2+/2+SZX7#

bM: |G;H,#

534&: ksDYw;\4P#

C'Xp: !q;,DG2+/2+X7r`T;X7#

ICA9055 NAT lb=S4X7A?DX7\;*;
DmsN#

bM: NAT lb=;vZ?rnsD;4Nr=oD}]

(N#

534&: NAT \;}7*;N"R;6B}](#

C'Xp: ^

ICA9060 B|DdC~qwu</ms -
socket():53msE"

bM: dC~qwu</'\,+iLrU9#

C'Xp: D}8(D53Jb"XBt/dC~qw#

ICA9061 B|DdC~qwu</ms - listen():
53msE"

bM: dC~qwu</'\,+iLrU9#

C'Xp: D}8(D53Jb"XBt/dC~qw#

ICA9062 B|DdC~qwms - main accept() :
53msE"

bM: dC~qww}L'\,+iLrU9#

C'Xp: D}8(D53Jb"XBt/dC~qw#

ICA9063 dC~qwvm - '\/}: 5Xk =
0x/}5Xk

bM: dC~qwZ8(/}Plbv;vms#+iL

rU9#

C'Xp: D}8(D53Jb"XBt/dC~qw#
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ICA9064 vT4*!n -5#

bM: 8(K8>D!nR4j6#

ICA9065 dC~qwms - '\/}: 53msE
"

bM: dC~qwZ8(/}Plbv;vms#+iL

rU9#

C'Xp: D}8(D53Jb"XBt/dC~qw#

ICA9066 Zf;c:dC~qw:/}

function_nameP malloc( bytes) 5X
NULL#

bM: ^(Vdc;Zf - malloc 5X NULL#

ICA9067 *S'\,X7:KZQ-Z9C#

bM: a)DKZX710}Z;9C#

534&: dC~qwU9#

C'Xp: 9C;,DKZX7,SAdC~qw,rk

zD Firewall \m1*5#

ICA9068 -5!n'\r4}78(#

bM: 8>D!n'\r4}78(#

534&: dC~qwU9#

C'Xp: |}8>!nDC("XBt/dC~qw#

ICA9069 SSL u</'\#

bM: SSLS\73^(;u</rkoiDEE;;'

\#

534&: dC~qwU9#

C'Xp: r Firewall \m1I/Ti$ SSL 73#
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=<B. Windows NT 53dCDSL

SLG(}XU;X*D+iLr"{C4Z(DC'j6{4ns/2+TM'J

D}L# SLG IBM Firewall m~D20D;?V"R`-I\#02+TD53J

4#

IBM Firewall dC;h*D"T2+TG;v1ZD~2D~q,;{C#>}yPG

TCP/IP-i#
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=<C. qC RFC D5

"MksGa)B-i"(" Internet-iij<DD5# yP RFCD4!>ISx

gE"PD(NIC)qC,2IT%@w!r)D#zISBPX7qCb)D5:

Government Systems, Inc.

Attn: Network Information Center

14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

zISBP URL CJ RFC:

http//www.cis.ohio-state.edu/hypertext/information/rfc.html #

h*S NIC q!*z1>,I(}9C FTP,S= ds.internic.net#zIT(}9

CBPq=+MD~:

RFC:RFCnnnn.TXT
RFC:RFCnnnn.PS

dP:

nnnn * RFC Ek

TXT *D>q=

PS * PostScriptq=

RFC w}Dq=*:

RFC:RFC-INDEX.TXT

": m` RFC;ZD>q=PP'#Zks;v PostScriptD~.0,WHli RFC

w},7O R F C ZGVq=PP'#2IT(}"MgSJ~=

mailserv@ds.internic.net,TcS NIC J~~qwks RFCD*z1>#zX

kZDVP|,BP|n:

SEND RFCnnnn.TXT
r

SEND RFCnnnn.PS

dP:

nnnn * RFC Ek

TXT *D>q=

PS * PostScriptq=

}g,h*ks RFC 812DD>q=,kZDVP8(:

SEND RFC812.TXT

h*ks;] RFC w}D1>,kZDVP|,BP|n:

SEND RFC-INDEX.TXT
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=<D. IBM eNetwork Firewall Socks5.conf dCD~q=

dCD~ socks5.conf 1!(;Z IBM Firewall 20?<P#g{#{D0,ITC

D>`-w`-CD~#

ZZ;NwC~qw1A! socks5.conf dCD~#(;x#9`M socks5.config x

"B)#CD~|,yP IBM Firewall h*C47(9CDvSZ=oa)X7DE",

^[G1S,S=a)DX7r9Cm;vzm~qw,T0Z("zm,S1h*

24hs#

BP?VvVZdCD~P:

v p{

v d?

v #i

v O$

v 7I!q

v zm

v f!XF

ZO$,7I!q,zmMf!XF?VP,4NrA!P1=kC?V`%d:P

DNrG#X*#P*%d,PPD?vn<*%d#

8(KZ

KZIT9C{F,Ekr6'48(#6'S [ r( *<,= )r ] ax,b!

vZ6'Gq|(72#Z6'P,(g{&CG=vKZ8>{({FrEk),

I:EV*#8(KZD=(kN<port pattern#

8(wz

-#h*wzX7MxgAN8(DvwzJCZa)Dfr#C8(wzD=(k

w*wz#=N<#8v8(wz/ANTD=(:

N} 5w

hostIP/ mask 0k1OZkDwzX7Xkk0k1OZk

Dwz IP `,#b(#C4QX7Dwz?

VSxgrSx?VAN#

- %dD#JmyPwz#

n1 HZ n1.0.0.0/255.0.0.0#

n1.n2 HZ n1.n2.0.0/255.255.0.0#

n1.n2.n3 HZ n1.n2.n3.0/255.255.255.0#

.domain.name wz{XkTV{. .domain.nameax#

a.host.name wz{Xkk a.host.namej+%d#
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,y2'VIDwz#=o(,gByv#;x,Fv9C|BD=(R|]WA#

N} 5w

hostIP/a %dD(k″-″`,)#JmyPwz#

hostIP/n xg%d#ANX7DwzMSx?V,vt

xg?V#9CDAN!vZwz IP X7D
6p#

hostIP/s Sx%d#ANX7Dwz?V,vtSxM

xg?V#9CDAN!vZwz IP X7D
6p#

hostIP/h wz%d#HZwz IP#

8(O$=(

y0KDO$=(G ibmcramM ibmpwd#2I\mSd|D#

O$=(ITI:EV*D=(Pm48(#*%d3;P,!qDO$=(XkI

PmPD=(.;4zm#o(w*O$#=N<#1!(e*O$=( NULL#d|

=(I\(}SXJ1D#i4|(# ″-″ 8>NNIS\DO$=(,|( NULL#

O$n

O$n8>IT9CDO$`M#q=G:

auth/ban source-address source-port
auth-methods

N} 5w

auth/ban O$nGqXm(authr ban)#

source-address P'wz#=#

source-port P'KZ#=#

auth-methods P'O$#=#

X|V″ban″8>;&CZCwzO"TO$RTZ8(~qw^P'9C#

g{48( auth/banP,1!5GNNO$=(<IS\#g{,SDmI(hC*q

((1!5),+\x,S1=O$JC.s#Z SOCKS5-iP,O$ZZ(.0

"z#XkvyZwz4v(gNO$wz#

8(|n

|n2IT8(*T:E(gDPm#Co(w*|n#=N<#|n(e*:,

S,*S,udp,ping MzY7I#d||nI\(}#imS#″-″ (F[E)8>N
NIS\D|n#
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SX#i

#iJmM'(}mSBDO$=(,|n,(^liMZ]}Kw4Q&\)9=

~qw#q=G:module stub filename options

N} 5w

module SX#iDj6#

stub f!/}{D@?#iD{F0:#

filename SX#iDD~{#

options 8(#=DdCE",g{PD0#

#iI\(ed|X=9CDVN,yTnCQ#iPEZn0f#}g,O$#i

(eZ authM permit PP9CDO$=(#

7I!qn

ZxP`vxggfDzwO(rKG IP X7),#{7#3;xggfk3;X7

;p9C#bG*K(}Z?zw9CZ?xggf,b?zw9Cb?xggf4

@90IP [-1(xgb?DzwY0*xgZ?Dzw)# SOCKS~qw2C47

(SU BIND ksr"v SENDTO ks1xggfD*S#g{;Pn%d,9C

INADDR_ANY 4*S,RIZNNSZOSU,S#%^wz;h*P7I!qn:

;P5P`vxggfDzwEh*|G#q=G:route dest-address dest-port

interface-address

N} 5w

route 8>7I!qnDX|V#

dest-address P'wz#=#

dest-port P'KZ#=#

interface-address xgSZ(D IP X7rGxgSZD{F
(}g,elnk31)#

d?dkn

U>}?M`MT0JOE"IIdCD~PD3;d?Mj>XF#q=G:set
variable value

N} 5w

set *>X9ChC73d?nDX|V#

variable P'73d?#N<BfD Z1183D:73

d?; Tq!ICd?DPm#

value 8(D5#
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73d?

73d? 5w

SOCKS5_BINDPORT [port] dC IBM Firewall 49C8(DKZ,x;
G1!DKZ 1080#

SOCKS5_RECVFROMANYONE g{tCK UPD 'V,Jm UPD M'S4
*D"MKSUE"#

SOCKS5_USECLIENTSPORT dC IBM Firewall *vZIT*S=kM'
C4"ME"D`,KZ1xPzm#bZ~

qwQ}]wrM'1(ZM'"ME"=~

qw.0"ME"=M')TZzmD UDP
,SGXhD#KC(D}SG5t5D#

SOCKS5_MAXCHILD ns"P_L}#

SOCKS5_NOREVERSEMAP {C IP X7Awz{D3d#g{dCD~

P8(Kp{,+vSU>E"*zDT\#

SOCKS5_NOSERVICENAME {CKZEkA~qw{D3d#g{dCD

~P8(Kp{,+vSU>E"*zDT

\#

SOCKS5_NOIDENT {C IDENT ks,uAG`kZdPD#b

ZAM'4S:}1G#PC,R|G;9C

IDENTD#b+uY,1\Z#

SOCKS5_DEMAND_IDENT g{;P4TM'D IDENT l&,dC
NULL O$*'\#bTZ#$C'{\Gk

,Sks`X*G#PC#

zmn

zmn5wK SOCKSzm~qwDX7#b)Pf_~qwgNka)Dwz*5#

g{;PPkwz%d,M1Skwz*5#q=G:proxy-type dest-addr dest-port

proxy-addr proxy-port

N} 5w

proxy_type zm~qwD`M#P'n*:

v socks5

v socks4

v no proxy

dest-address P'wz#=#

dest-port P'KZ#=#

proxy-address IPX7rGzm~qwD{F#

proxy-port SOCKSWSVSU,SDzm~qwKZ#

f!XFn

f!XF?V7(GqJmks(",S#P=v`MDP,JmPMq(P#*{

vP%d,PPD?vn<Xk%d#q=G:

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]
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N} 5w

auth O$=(DPm,IP'O$#=MO$n8

(#

cmd 8(kCP%d|nDP'|n#

scr-host 4wzDP'wz#=#

dest-host ?DwzDP'wz#=#

scr-port 4wzDP'KZ#=#

dest-port ?DwzKZDP'KZ#=#

userlist P'C'#=#

}Kw

(}SX#i}KI}Kw8>44P#q=G:

filter name auth cmd src-host dest-host src-port dest-port [userlist]

N} 5w

name }Kw#iDj6#

auth O$=(DPm,IP'O$#=MO$n8

(#

cmd 8(kCP%d|nDP'|n#

scr-host 4wzDP'wz#=#

dest-host ?DwzDP'wz#=#

scr-port 4wzDP'KZ#=#

dest-port ?DwzKZDP'KZ#=#

userlist P'C'#=#
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