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L %! |O)

L %: Windows NT** C:[!- IBM eNetwork Firewallv| 3.2& 3!,
|. W gkOB W.v) GB C:[ 8H |.Z& 'Q |6-N m

HGz@OY. Z] GB FTPM 0: ,sLp. ANW%; gkOAi,
TCP/IP ,sLp. ANW%! kQ gkZ H;-& |6OJC@.

g| vD

IBM eNetwork Firewall; 3!Om 8:Ob |! TCP/IP W W.v) |.

! kX {}Q vD; ._B ML _dUOY. gkZ W.v) ;N W

\NG W<:& &nOB Firewall; 3$ W 8:OT GGN, l1 W.

v)! [?GB f}; LXX_ UOY./w, IP VR, O| T$ L' W

-jW. 6:)G bJ& LXX_ UOY.

netstat, arp, ifconfig, ping, nslookup, DNS, sendmail,fNv$ W u 9: $

8! YgnvB TCP/IP! kQ !e A: %: TCP/IP Network Administration
TOY.Z<Q ;k: |m .e; |6OJC@.

TCP/IP W fNv$, W.v) Oe~n, DNS W sendmailG 3d! *M V

B UNIX |. v`; 'Q A: %: UNIX System Administration Handbook
TOY.Z<Q ;k: |m .e; |6OJC@.

L 1.:! wTH bI

Windows NTk IBM eNetwork Firewall!-B 3NOm YgQ bI; &x

Og, pN 3!vG Firewall 86& wTUOY.

1. @k ANW% AOC

v FTP

v GopherW WAIS& wTQ HTTP

v Z]

v SafeMail

HTTP, Z] W FTPB gkZ .N bI; !}OY.

2. SocksANd] v| 5& kQ 81 9' TL.~L, NM] %X

3. JM5—kE.L ckGE* ENI v VB .eH OCG -BQ b

X. bX!B TCP/IP VR, w., ANd], fb, npM(8H/q8H) n

L wTKOY.

YvG g|$GH -q:B 3$; ESOT 8lOY.

Socks ANd] v| 5

W \x: W 6k: \!5, SocksANd] v| 5!B Y=z 0: e!

L V@OY.
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v gkZ .N W O#- f}G ,n |3

v UDP b]G AOC 81; kz& 'Q !s AOC 81; [:OB

UDP ,U.

v GC# socks:I $8& %COB Socks V5(CZ

W.v) VR //

NM] gkZG x_{N u!N IP VR N7: _dQ .&N kNGm

V@OY. W.v) VR //(NAT): VR ggk; bJN IP VR (R

.&! kQ Xa%; &xUOY.

3N GB '}G VR& gkOB W.v)! NAT& kX NM]G #:

.M kEO) u 9: x#; 3N W.v)! ?z{8N &xR v V

B !L NATG e!TOY.u:Y*, NAT& gkOi, 3N W.v)!-

VR& \NNNM {f v V8GN 8H 9'; O* u _!R v V@

OY.

\x |.

x] C:[!- |.R v VB Java** @k ANW%; gkO), Firewall
8:; 1T ;ER v V@OY. W/i, Y% |.Z!T FirewallN W

<:& u &nR v VB Y% 9'G GQ 9'L v$I v V@OY.

L33 LXOb ,n \O W!H gkZ NMdL:(GUI)B Windows NT
Firewallz AIX Firewall; |.OB % gkR v V@OY.

NT H$-

FirewallL 3!Gi, TCP/IP L\G ANd]; gkR v x8g, RJdQ

C:[ -q:& gkR v xm q|.Z h$G NC NWN; gkR v

x@OY.

-BQ gkZ .N

SecurID, SecureNet0 nz 0L O]{N pg d+ b]G gkZ .N ^

+Or! kQ vxL &xKOY.

8m- /?.<

8m- /?.<& gkO) %LM#L: #x8N ]bH D C:[ N

W! kX YC SQL 68& G`R v V@OY.

f8, pOM W bO

.eH s<Q Nk!B TCP/IP VR, gkZ ID, TOD, DOm, w. x#

& wTOB pg Firewall 0?L wTKOY.GQ NW pOM! in V

n GI:/n 0?; (COm Sh*L JzI ' fm& 8@OY.
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Y_ W.v) P.

Firewall!- 9vG W.v) NMdL: +e(NIC)& gkO), )/ 3G

-jW.v)& P.R v V@OY.

Z9n vx

Z9n vx: 5n, O;n, Q9n, A{:n, #< QZ, $< QZ, L;

.Fn, :dNn W jsz w#u%n! kX &xKOY.

IP VR TB

Firewall; 8:OB fl, IP VR& TBO5O d8UOY. O|Q !8

N 8PH IP VR& pN 43G 8xv& gkO) Y=z 0: |D8N

TBX_ UOY.

nnn.nnn.nnn.nnn

)b- ""G nnn: |' 000–255gLG 3 }Z <.TOY.

IBM -q: #b f}

IBM vx >MB .&! x\z Xa! Vn- |- vx; &xUOY.

p&gv IBM vx >MN ,tOG v V@OY. )/P: 8C#;! .

N |-& ^T KOY (ydO–]dO, 8:00 a.m.–5:00 p.m.,Xg v* m

4 C#). |- x#B 1-800-237-5511TOY.

L9L* GB *!#d.Z [! V; 'B IBM 5w k%N* c!^:

IBM x^Z!T .GOJC@.

L %! |O) ix



x Windows NTk IBM eNetwork Firewall: |6-



&1e IBM Firewall mI ` NMdL: gk

L e!-B IBM eNetwork FirewallmI `!- gkR v VB mI; 3

mUOY.

Y= $8B mI! {kKOY.

v L %! *-H mI: Y=z 0: 8.; gkUOY.

– XY: LML gkZ TB %LMS; vCUOY.

– []B E3/v! 1C{S; *8@OY.

– {} B E3/v 1CgWL V=; *8@OY.

– |B 1CgW; 8PUOY.

v pg E3/vB keyword=value |D; gkUOY.

v O*G E3/v! 9vG *; .B fl *; + {H%N -E* x

i8N 8PX_ UOY.9& ii Y=z 0@OY.

secaddr="11.22.33.1 11.22.33.2"

v + {H%N -Lv J: fl E3/v;! xi; wTC0v 6JC

@.

v O* LsG Jv E3/v& }+OB fl, mI ` /?.<! )tH

E3/v& *-UOY.

v E3/v! kQ _xH *; TBOB fl, mI ` /?.<!- @y

& 8mUOY.

v ON Firewall -q:B W 8: DO /fC W ?[; ?{8N ;EU

OY.ONB ;E(update)O' mI; JdN UOY. update O' m

I: mIn& JdNOB Firewall -q:! &xKOY.

v 1w Firewall |.Z8L mI `!- ANW%; G`R v V@OY.

v 9b: W DO s# G8:8N NX, SGG 8: DO; w" m}O

v 6JC@.

8: -v

fwcfgsrv mI: 8: -vG IG; *-OE* /fUOY.|.ZB L

mI; G`Ob 'X kE &n bI; |.R v VB GQ 9'; !.

_ UOY.

8: -v IG; *-OAi, Y= mI; _`OJC@.

fwcfgsrv cmd=list

fwcfgsrv mIG bB azB Y=z 0L *83OY.

localonly = yes/no
encryption = none/ssl
sslfile = filename if one is defined

8: -v IG; /fOAi, Y= mI; _`OJC@.
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fwcfgsrv cmd=change
[localonly={yes|no}]
[encryption={none|ssl}]
[sslfile=]

E3/vB Y=z 0L $GKOY.

localonly
FirewallL NC C:[! GX-8 |.I v VBv )N& v$U

OY. /?Q *: yes GB noTOY.

encryption
SSL; kX vE %LM! O#-Iv )N& v$UOY./?Q *

: none GB sslTOY.

sslfile SSL O#-! gkI SSL 0 DOm; v$UOY. 59dLvG :&

6e Make Key File /?.< gk(MKKF);; |mOJC@.

5^N L' -q:

5^N L' -q:(DNS)B 8H W.v) H! VB #:.! O|Q 5

^N L' -q:& &xOB ]i 8H W.v) \NG #:.!B VR

QG $8& &xUOY. L& Lgb 'X-B 33G 5^N L' -v

! JdUOY.

v Firewall! VB O*G -v

v O*B 8H W.v) ;!-

v 8H W.v) \N! VB O*G -v.

Z<Q ;k:IBM eNetwork FirewallgkZ H;-& |mOJC@.

V:

1. x.x.x.xB !8N 8PH Jxv |DG IP VRTOY.

2. secaddrW remaddrE3/vG *: O*G IP VRLE* IP VR

.:.O v V@OY.IP VR .:.& v$OB fl, .:.B x

i8N 8PGn_ Og + {H%N -)_ UOY.

3. _9H VR! (vGz8g @yN %CKOY.

4. G 3= DNS& 8:Oi, fwdns cmd=change! uNn DO; [:

UOY.Firewall: Ws $.w O*G 8: 9Ze8; .@OY.

*: qn V; v5 V@OY./f O' mI8N DNS 9ZeG

SGG GB pg *; /fR v V@OY.

Y= mI: vg DNS 8:; *-UOY.

fwdns cmd=list

DNS 8: Wq; /fOm uNn DO; [:OAi, Y=; gkOJC

@.
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fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"
remaddr=x.x.x.x | "x.x.x.x x.x.x.x x.x.x.x"

E3/vB Y=z 0L $GKOY.

secdomain=SecureDomainName
;N, 8H W.v)G 5^N L'

secaddr=SecureDNSaddr[,...]
8H 5^N L' -vG IP VR

remaddr=NonSecureDNSaddr[,...]
NM] ,a -q: &xZ! &xOB 8HH W.v) \N! V

B 5^N L' -vG IP VR.

JM

fwfilter mI; gkOi, JM& 0:- GB q0:-R v V@OY.

fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog

E3/vB Y=z 0L $GKOY.

fwfilter cmd=update
8:; g[:Om Xg T" <.& 0:-UOY.

fwfilter cmd=verify
8:! kQ ″Kg [:″ ; v`Ov8 /fgW; 0:-OvB J

@OY.

fwfilter cmd=list
!e VY! [:H 8:; *-UOY.

fwfilter cmd=shutdown
JM ^+Or; q0:-UOY.

fwfilter cmd=startlog
Firewall NW bI! 1CQ kE.; bOUOY.

fwfilter cmd=stoplog
Firewall JM Nk; _vUOY.

HTTP AOC

HTTP AOCB Web jsl!! kQ Socks -v xL IBM Firewall; k

X jslz d;; ?2{8N 3.UOY. gkZB W NM] W.v

)G 8H; 'yOv J8g HTTP AOC& 8vR W ,sLp. /f

; /fOv Jm NM]!- /|Q $8! W<:R v V@OY.

fwhttp mI: vg HTTP AOC 8:; *-OE* /fUOY.
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vg HTTP AOC 8:; *-OAi, Y= mI; gkOJC@.

fwhttp cmd=list

vg HTTP AOC 8:; /fOAi, Y= mI; gkOJC@.

fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idlethreadtimeout=]
[logging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

E3/vB Y=z 0L $GKOY.

port HTTP AOC -q:! ,akb& v`OB w..

maxcontentlengthbuffer
qw fL luG _! ;kG ]/; ckOB .-& ]/Ob '

X JdQ Vk v[ )b.

minactivethreads
Jb-C! C[O) v`C! 0? sB& /vOB VR [w 2

9e v.

maxactivethreads
p&gv G`I v VB Vk [w 29e v.

idlethreadtimeout
/^ 29e& gk !I sBN /vOB C#.

logging
HTTP 0?! kQ Nk; v`Rv )N& v$UOY.Xg *:

on GB offTOY.

authenticate
.NR gkZG 9'.Xg *: all, noneGB newTOY.

authenticatetimeout
vS ,a; 3$Q D! ,sLp. d;; kbOB C#.

maxpersistrequests
vS ,a s!- vER Vk d; v.

persisttimeout
vS ,a; /vOB C#.
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NMdL:

8H NMdL:B ;N W.v)! VB #:.G W.v)N 8#OAB

W.v)! IBM Firewall #:.& ,aUOY. FirewallL [?GT OA

i O* LsG 8H NMdL:! Vn_ UOY. q8H NMdL:B

O* LsG \N W.v) GB NM]! IBM Firewall; ,aUOY. IBM
Firewall!B VRQ O*G q8H NMdL:! Vn_ UOY.

L mI; G`Oi FirewallG W.v) NMdL:! *-KOY.|.Z

B L mI; G`Ob 'X NMdL: bI; |.R v VB GQ 9'

; !._ UOY.

fwinterface cmd=list
[addr=x.x.x.x]

|.Z GQ 9'! kQ Z<Q ;k: IBM eNetwork FirewallgkZ H

;-G |.Z e; |mOJC@.

E3/vB Y=z 0L $GKOY.

addr=x.x.x.x
Firewall! kX 8:Gn VB pg W.v) NMdL:& *-O

m ""; 8H GB q8H NMdL:N 8PUOY. L'5 D

0I v V@OY.1C{N addr E3/v& v$Oi Xg npM

8 *-KOY.addr! kX !P. Jx IP VR! &xGi L IP
VR! Firewall! kX 8:GzYm R ' W VR, sB W v$H

VRG L'8 L .:.! wTKOY.

L mI; G`Oi Firewall! kX W.v) NMdL:& $GR v V@

OY. |.ZB L mI; G`Ob 'X NMdL: bI; |.R v V

B GQ 9'; !._ UOY.

fwinterface cmd=change
addr=x.x.x.x
[state={secure|nonsecure}]
[name=]

E3/vB Y=z 0L $GKOY.

addr=x.x.x.x
/fI NMdL:G VR! !P. JxvN wTKOY. Xg N

MdL:! Firewall! kX $GGn Vv J8i @y! 8mKO

Y.

state={secure|nonsecure}
v$H NMdL:! "SH W.v)& PyOB N 0ve ″8H″
GB ″q8H″ _ O*! wTKOY.

name NMdL:* L NMdL:! ,aH W.v)& *8;B GLV

B L'TOY.+ {H%! Y) V8i xi5 wTI v V@O

Y.
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stateW nameE3/v! pN }+ !IOv8 Q _ O*B ]eC v$

Gn_ UOY.

NW F+Lv

Y= mI: F+LjO5O 8:H NW bI; /v8vOb 'X NW

DO F+Lv& #bUOY.

fwlogmgmt -1 or fwlogmgmt -a

L mI; Windows NT 9$ -q:(Scheduled Service)! VB ML A@O

Y. Z<Q ;k:IBM eNetwork FirewallgkZ H;-& |mOJC@.

NWDO |.

NW DO |.B NW W F+Lj DO; $GOm |.UOY. fwlog m

I: NW bI; _!, /f W h&UOY.

NW bI; _!OAi, Y= mI; _`OJC@.

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInLog
arctime=DaysToKeepInArchive

bI! kO) /?Q *: Y=z 0@OY:

v Firewall (local4) - JM Nk; wTQ O] Firewall NW

v alert (local1) -f8 -i! sVOB % gkGB NW pOM pU sB

M Sh* '] fm

v adminaudit (local0) -|. (g NW

v mail - |Zlm NW

l1x'! kO) /?Q *: Y=z 0@OY:

v debug

v info

v warning

v error

v crit

logfile E3/vB Firewall Nk WqL [EI '!& v$UOY. /?Q

logfile *: NW WqL bOI DO; *8;B O|Q T$- DOm(|
D drive:\directory& !|)TOY.

V: f8 NW GB Firewall NW bI! kX D0GB DO: -N ^s

_ Og, Firewall bIL Li DO; 3.OB % gkI fl GY%

NW bI! kQ DOz ^s_ UOY.

6 Windows NTk IBM eNetwork Firewall: |6-



Firewall NW ^<v8L 8m- /?.<! kQ DO TB! %CG

B M: _dUOY. Y% n2 bI5 Firewall NW* f8 NWM ?

OQ DO! v$Gn-B HKOY.

arcfile, logtime W arctime E3/vB }+ !IOg logfile E3/v! D

Om; v$R '8 /?UOY.n2 M; v$Ogv < E3/v! p

N v$Gn_ UOY. L/Q E3/vB NW F+Lj(archival)& &n

UOY.G& F+Lj(archival)& _`OAi, fwlogmgmt mI; $b{8

N v`OJC@. 6dLvG :NW F+Lv;& |mOJC@.

pz.N, Firewall: Li E3/v& gkO) F+Lj NW 9Ze& z

eOB '!M F+Lj! _}OB 8v& *8@OY. F+Lj& [?

Ob 'X-B Li < !v E3/v& v$X_ UOY.

F+Lj bI: C/WN; F+LjOB Firewall; [:O) k<R v V

@OY.49dLvG :&4e NW F+Lv C/WN RA.~n 3_ 0

.;& |mOJC@.

arcfile E3/v!B O|w T$H fN! in Vn_ UOY.

logtime E3/vB Firewall Nk WqL F+LjN L?Gb |! NW D

O! 2F VB VR O v& *8@OY.

arctime E3/vB Firewall Nk 9Ze! h&Gb |! F+Lj! 2F

VB VR O v& *8@OY.

NW bI; /fOAi, Y= mI; _`OJC@.

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[logfile=LogFileName]
[arcfile=ArchiveFileName]
[logtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

v`Q /f(/w Jb N:O:G fl)L CY% 8.G 8: DO; [

:OB % GPOi (9& in [:H NW DO 8:! )tH Je! V

B fl) fm! *8*m Firewall: %LM& bOOv JT KOY.

Nk; v`Ov8 F+LjB v`Ov J8AB fl, facility , priority W

logfile E3/v8L JdUOY. O\ C[H NW F+Lj& gkR!

N 8iAi archive, logtime W arctime E3/v& qv NJC@. F

+Lj(archival) [w; 9$! V: fl, L& h&OJC@.

vg NW DO 8: %LM& *-OAi, Y= mI; _`OJC@.

fwlog cmd=list

fwlog cmd=list mI!- Wq! kO) ]/H N&: x#! v$H Firewall
NW Wq; h&OAi, Y= mI; _`OJC@.
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fwlog cmd=delete
index=h&R WqG N&:

NWpOM

NW pOM mI; gkOi, f8& ..EOB CbM fD; NW pO

M!T KA Y v V@OY.L mI(GB Xg 8: ,sLp. PN)!
v$H Sh*L v$H C# #]! 5^R fl f8! _}UOY. f

8! _}Oi Y=L G`KOY.

1. 9Ze! Firewall f8 bI W Firewall Nk bI! 2)}OY.

2. v$H mIL v`KOY.

3. K2L O* LsG gkZ ID(i)!T [EKOY.

4. ^<v! #b pYL:N [EKOY.

6v7 < 6!B )b! v$H *; {}w 8:O) &nR v V@O

Y.

NW pOM 3$ *-

fwlogmon cmd=list

f8 _}C |Zlm kv& vEOB gkZ ID v$

f8! _}R '(gkZ! _!Q " ID! K2L [EI ') |Zlm k

v& vEOB gkZ ID& v$OAi, Y=; v`OJC@.

fwlogmon cmd=add|delete
type=id
username=
[comment=]

f8 _}C v`R mI v$

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

:xOv xQ NWN C5 v! bJO) f8! ..EGB Sh* v$

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

8 Windows NTk IBM eNetwork Firewall: |6-



fwlogmon cmd=delete
type=single|multi|host

v$H Firewall ^<v IDG _} v! bJO) f8! ..EGB Sh

* v$

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=msg
tag=
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=msg
tag=

E3/vB Y=z 0L $GKOY.

type _! GB /f _N NW pOM mI /:G /|; D0UOY.

ckH *: id, command, msg, single, multiW hostTOY.

id K2; [ER gkZ ID! 5b; ]OY.

command
G`I mI; v$UOY.

msg /$ NW ^<vG pOM! 5b; ]OY.

single \O gkZ ID! b]Q pOM5! 5b; ]OY.+nM

B GPQ C5& !x " ID! kX /vKOY.SG IDG

+nM! L mI! v$H Sh*! 5^Oi, f8! ..

EKOY.

multi 9v gkZ ID! b]Q pOM5! 5b; ]OY.GPQ

C5& !x pg gkZ ID! kQ pg +nMG Q v!

L mI! v$H Sh*! 5^Oi, f8! ..EKOY.

host #:.m! b]Q pOM5! 5b; ]OY.+nMB GP

Q C5! _}Q " #:.m! kX /vKOY.SG #

:.mG +nM! L mI! v$H Sh*! 5^Oi, f

8! ..EKOY.

username
SG f8& kv^B Firewall |.Z GB Y% gkZG |Zlm

ID. 8H |Zlm -v& {}w 8:Q fl!8 f8 kv! :

x{8N |[KOY.
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command
SG f8! _}R ' G`GB mIG L'TOY.LM: G` D

OG O|Q fNmLn_ UOY.LB .bat DOL I v V8g,
W DO H!- 9v mIG G`; ckR v V@OY.W1% .bat
DOL Y% DO! kQ |6& [:Oi W |65 O|Q fNm

|6Ln_ UOY.

count f8! gkI ' GP vG Sh* GB /$ NW ^<vG _}

; 3$UOY.

time P \'G C# #]; 3$UOY.countB L%.G ..E& 'X

9 x0 _}8NNM L C# #] H8N 5^Gn_ UOY. v

]8NNM L #]8Y @!H _}: count!- h&KOY.

pager |C Sh*L f8& ..ER ' dLv gk )N& v$UOY.

0: #bb 8:: dLv& [EOB % gkKOY.

tag pOMGB NW ^<v BW(ICAsB "Ng& !x ^<vG)TO

Y.NW pOM ^<v(10003 LOG ICA BW)B pOMR v x

@OY.

|Zlm

fwmail mI; gkOi xk W 8H |Zlm 5^N; k@R v V@

OY.

fwmail cmd=list

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

E3/vB Y=z 0L $GKOY.

secdomain
3mGm VB |Zlm 5^N! kX FirewallG 8H NP! VB

gkZ! Km VB L'TOY.

mail |Zlm -vG VRTOY.

remdomain
3mGm VB |Zlm 5^N! kX FirewallG q8H NP! V

B gkZ! Km VB L'TOY.

10 Windows NTk IBM eNetwork Firewall: |6-



W.v) VR //

W.v) VR //(NAT): 8HH IP W.v) ;NG VR& Y% IP W

.v)!- YC gkR v V5O T8Na IP VR (R .&! kQ X

a%; &xUOY.

NATB 4 !v /|G 8:; vxUOY.

v Y-k-OG nOH VR - Y-k-O //!-B 9: (Vk 65536);N V

R! O*G nOH IP VR& x/R v V5O P6G 8H VRM w

. x#& //OB [wL On3OY. L x/H O*G IP VRB N

C VR& {bv8, L \!5 Firewall8; 'Q G O*G nOH NM

] VR! JdUOY.

v 8HH IP VR // - 8HH IP VR // Wq: IP VR //; v`

Ob 'O) NAT& JdNOB 8HH W.v) VR <.& $GUO

Y. b;{8N, W.v) VR // ANW%: pg 8HH IP VR!

|Q VR /; v`UOY.

v 8HH IP VR &\ - 8HH IP VR &\ Wq: IP VR //; v`

Ob 'X NAT& JdNOv JB 8HH W.v) VR <.& $GU

OY. b;{8N, VR! 8HH IP VR &\ Wq!- v$OB |'

H! Vv J: fl W.v) VR // ANW%: pg 8HH IP V

R! |O) VR //; v`UOY.

v 8HH IP VR k@ - 8HH IP VR k@ Wq: 8H IP VR!- n

OH IP VRNG OkO k@; $GUOY. L/Q OkO IP VR k

@; gkO) FTP GB Z] ,sLp.M 0:, \N @k ANW% ,

sLp.! 8HH W.v);! EVOB -v C:[zG TCP <G;

3$R v V@OY.

NAT mIG 8.: Y=z 0@OY.

fwnat
cmd=list | update | verify |shutdown | startlog | stoplog

E3/vB Y=z 0L $GKOY.

fwnat cmd=list
vg NAT 8:; *-UOY.

fwnat cmd=update
NAT #x; VE8N m(OY.

fwnat cmd=verify
8:; 8. KdUOY.

fwnat cmd=shutdown
pg VR //; _vUOY.

fwnat cmd=startlog
" //H P6 Nk; C[UOY.
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fwnat cmd=stoplog
" //H P6 Nk; _vUOY.

Y-k-O Wq; NAT 8:! _!OAi, type=many-to-one; gkOJC@.

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

E3/vB Y=z 0L $GKOY.

type=many-to-one
Y-k-O(many-to-one) Wq; _!UOY.

addr=Addr
nOH VR .! _!H nOH IP VRG |'& D0OB VRT

OY.

timeout=minutes
NAT! nOH IP VR& X&C3 'nv VR //L /^ sBN

2F Vn_ OB C# fL (P). pz. *: 15Lm |'B 5–45
TOY.

NAT 8:!- Y-k-O Wq; v$OAi, Y= 8.; gkOJC@.

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

E3/vB Y=z 0L $GKOY.

vN fwnat cmd=list& G`R ' /$ NAT WqG ^J C3! }Z!

V@OY. vN E3/vN /$ NAT Wq! kQ }Z& gkO

JC@.

addr=Addr
nOH VR .! _!H nOH IP VRG |'& D0OB VRT

OY.

timeout=minutes
NAT! nOH IP VR& X&C3 'nv VR //L /^ sBN

2F Vn_ OB C# fL (P). pz. *: 15Lm |'B 5–45
TOY.

NAT 8:! // Wq; _!OAi type=translate& gkOm, NAT 8:

!- Wq8 &\OAi type=exclude& gkOJC@.

fwnat cmd=add
type={translate|exclude}
addr=Addr
mask=Mask

E3/vB Y=z 0L $GKOY.
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type=translate
translate Wq; _!UOY.

type=exclude
exclude Wq; _!UOY.

addr=Addr
//; d8OB 8HH IP VR |'& D0OB IP VRTOY.

mask=Mask
IP VR |'& D0UOY.

NAT 8: DOG // GB &\ Wq; /fOAi, Y=z 0: 8.;

gkOJC@.

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

E3/vB Y=z 0L $GKOY.

vN fwnat cmd=list& G`R ' /$ NAT WqG ^J C3! }Z!

V@OY. vN E3/vN /$ NAT Wq! kQ }Z& gkO

JC@.

addr=Addr
//; d8OB 8HH IP VR |'& D0OB IP VRTOY.

mask=Mask
IP VR |'& D0UOY.

NAT 8:! k@ Wq; _!OAi type=map; gkOJC@.

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

E3/vB Y=z 0L $GKOY.

type=map
map Wq; _!UOY.

secaddr
v$H nOH VRN //Gn_ OB IP VR

remaddr
v$H 8H VR! //I nOH VR

NAT 8:!- J Wq; /fOAi Y=z 0: 8.; gkOJC@.

fwnat cmd=change
index=

[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

E3/vB Y=z 0L $GKOY.

&1e IBM Firewall mI ` NMdL: gk 13

|

|

|

|

|

|

|

|

|

|

|
|
|
|

|

||

|

|

|

|

|

|

|

|
|
|
|

|

|

|

|

|

|

|

|

|
|
|
|

|



vN fwnat cmd=list& G`R ' /$ NAT WqG ^J C3! }Z!

V@OY. vN E3/vN /$ NAT Wq! kQ }Z& gkO

JC@.

secaddr
v$H nOH VRN //Gn_ OB IP VR

remaddr
v$H 8H VR! //I nOH VR

#b

#bb K2 vx; 0:-O) Firewall!- 'T f8! V; ' |.ZG

#bb! ^<v& |[T8Na C:[ |.Z! Firewall dLv& .5O

R v V@OY. {}w bIOT OAi, fwpgr, fwcarrierW fwmodem m

I; gkO) #bb, ][Z -q: W p); 8:X_ UOY.

#bb 8:

fwpgr mI: FirewallL E#& _EOB 0: #bbG E3/v& 3$U

OY.

#bb& *-OAi, Y= mI; _`OJC@.

fwpgr cmd=list

#bb& _!OAi, Y= mI; _`OJC@.

fwpgr cmd=add
carrier=

modem=
pagerid=
message=

#bb& /fOAi, Y= mI; _`OJC@.

fwpgr cmd=change
[carrier=]
[modem=]
[pagerid=]
[message=]

E3/vB Y=z 0L $GKOY.

carrier
][Z -q:G L'Lg, ][Z %LM#L:! $GGn V@O

Y(fwcarrier mI; kX).

modem
p)G L'Lg, p) %LM#L:! $GGn V@OY(fwmodem m

I; kX).

pagerid
#b pYL:G ][Z RgH, m/Q D0 x# GB L'TOY.
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message
#b pYL:N [EGB GB W '! %CGB ^<vTOY. ]

[Z! &x _N -q:! {s }Z GB X:.! KOY. ][

Z! kQ fL 3$G [: NP GB 200Z& JzR fl _A}

OY.

][Z

fwcarrier mI; gkOi gkZ! gkOB SG #b -q:G E3/

v& 3$R v V@OY.

][Z& *-OAi, Y= mI; _`OJC@.

fwcarrier cmd=list
carrier=

][Z& _!OAi, Y= mI; _`OJC@.

fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=

baud=
parity=
databits=
stopbits=

][Z& /fOAi, Y= mI; _`OJC@.

fwcarrier cmd=change
carrier=
[dial=]
[method=]
[password]
[length=]
[baud]

[parity=]
[databits=]
[stopbits=]

][Z& h&OAi, Y= mI; _`OJC@.

fwcarrier cmd=delete
carrier=

E3/vB Y=z 0L $GKOY.

carrier
][ZG L'.

dial gkZ! h`Q TAP -q:k ][ZG p) |- x#& v$X

_ UOY.

method
*: TAPLn_ UOY.
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password
][Z -q:! JdOv J; fl IGTOY.

length ][Z -q:! ckGB Vk ^<v fLTOY.

baud ][Z -q:! vxOB !e EZ: VB 8@e2; v$UO

Y.

parity ][Z -q:! vxOB P.< !K /|TOY. TAB ANd]

G fl LM: 8k &v P.<TOY.

databits
][Z -q:! vxOB %LM q.vTOY. TAB ANd]G

fl LM: 8k 7TOY.

stopbits
][Z -q:! vxOB $v q.vTOY. TAB ANd]G f

l LM: 8k 1TOY.

p) 8:

#bb K2 vx; 3$OAi, p); 8:X_ UOY.

#bb d;; #bb ][Z! [ER p); 8:OAi, p) mI; g

kOJC@.

p); *-OAi, Y= mI; _`OJC@.

fwmodem cmd=list
modem=

p); _!OAi, Y= mI; _`OJC@.

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

p); /fOAi, Y= mI; _`OJC@.

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

p); h&OAi, Y= mI; _`OJC@.

fwmodem cmd=delete
modem=

E3/vB Y=z 0L $GKOY.

modem
p)G L'TOY.
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comport
p)L "SGB wD COM w.TOY.L COM w.G p):

Windows NT C:[! $GGn1 HKOY.

initstring
p)! kQ Jb- .Z-TOY.:.5 HG E3/vB AT p

) mI! {UX_ Ov8, ATB :.5G ONN wTGn1 HK

OY. v$H E3/vB ][Z p)G kE Jd6G8N 6$G

n_ UOY.

outsideline
\N 818N ,aOb 'Q YLs x#TOY.

#bb 8: Kg

0: #bb& CY#T 8:_Bv .NOAi, Y= mI; gkOJC

@.

pager
carrier=

modem=
ID=
msg=

E3/v $GB fwpgr mIG flM ?OUOY.

9v #bb

)/PG 0: #bb& $b{8N /fX_ R fl, Y=; G`OJC

@.

v JdQ ][Z W p); pN $G_Bv .NOJC@.

v fwpgr GB 8: ,sLp.& gkX- #bb 8:; $G W zeO

JC@.

v ROOTDIR\config\pager.cfg DO; 9gOm, 80R v VB L'; &x

OJC@.

v Y% #bb 8:; $GOm JdQ pager.cfgDOG g;; pN r;

'nv hSX- 9gOJC@.

v 0:-OAB 8: DO; YC! ROOTDIR\config\pager.cfgN 9gOJ

C@.

CA. /f; 3.OA R fl, " CA. C[!- 6v7 R4; Z?

{8N ]9O5O mI!- Windows NT& gkO) 9$H [w; 3$

OJC@.
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gkZ

L mI: uNn gkZ& _!OE* b8G Firewall gkZG O* Ls

G S:; /fUOY./$ /f!- pg E3/v! pz. *; gk

OE* JdOv J@OY.cmd=addG fl, pz. *L zeKOY;
cmd=changeG fl, b8 *L 88KOY.

fwuser cmd={add|change}
username=LoginName
[fullname="UsersRealName"]
[password={yes|no}]
[pwdvalue=Password]
[level={proxy|admin}]

[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]
[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]
[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP]

[key="SecureNet Key Code"]
[histexpire=HistoryExpiration]
[histsize=HistorySize]
[loginretries=LoginRetries]
[maxage=MaxAge]
[maxexpired=MaxExpiredAge]
[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars]
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]

[userchng={yes|no}]
[pwlocked={yes|no}]

[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes|no}]
[fg_logmonitor={yes|no}]
[fg_logs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjs1={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

b; E3/v

username
Xg gkZG NWN L'.

fullname
Xg gkZ! kX 8/OB gkZG |< L' GB n !v W

[G #\Q(Q `8NH) $8.L *! xiL wTGB fl, *

; + {H%N -n_ UOY.
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level pz. *: AOCLg, [: _N gkZ! \xQ AOC GB

SocksgkZS; *8@OY. |. bI Wl W |. .N: A

OC gkZ!TB {kGv J@OY.

key gkZG Digital Pathways SecureNet0 +e .N! gkGB 0.

L *: xi; wTX_ OGN, + {H%N -n_ UOY.

gkZ .N

Y=: gkZ .N :.5Lg W Xg gkZ .N ^ReTOY. fwuser
mIG YgQ E3/v! kQ gkZ .N :.5 k}: F!M 0@O

Y.

v permit–pN ck

v deny–pN EN

v password–FirewallO#

v NT–NT NWB O#

v snk–SNK

v sdi–SDI

v user–gkZ &x .N

v userauth2–gkZ &x .N

v userauth3–gkZ &x .N

secftp 8H NMdL:NNM FTP NWN! gkR gkZ .N f}./

?Q *: deny, permit, password, NT, snk, sdi, user, userauth2W

userauth3TOY. pz.B denyTOY.

remftp
q8H NMdL:NNM FTP NWN! gkR gkZ .N f}.

/?Q *: deny, permit, password, NT, snk, sdi, user, userauth2W

userauth3TOY. pz.B denyTOY.

secauth
8H NMdL:NNM Z] NWN! gkR gkZ .N f}./

?Q *: deny, permit, password, NT, snk, sdiW userTOY.pz.

B denyTOY.

remauth
q8H NMdL:NNM telnet NWN! gkR gkZ .N f}.

/?Q *: deny, permit, password, NT, snk, sdi, user, userauth2W

userauth3TOY.pz.B denyTOY.

secadmin
8H NMdL:NNM Firewall 8: ,sLp. NWN! gkR g

kZ .N f}./?Q *: deny, permit, password, NT, snk, sdi, user,
userauth2W userauth3TOY. 1w Firewall |.ZG AOC gkZ

W NTG fl pz.B denyTOY.

&1e IBM Firewall mI ` NMdL: gk 19



remadmin
q8H NMdL:NNM Firewall 8: ,sLp. NWN! gkR

gkZ .N f}./?Q *: deny, permit, password, NT, snk, sdi,
user, userauth2W userauth3TOY. 1w Firewall gkZG AOC g

kZ W NTG fl pz.B denyTOY.

secsocks
FirewallG 8Hx!- *B Socks,sLp. ,a! kQ Socks5g
kZ .N f}TOY./?Q *: deny, permit, password, NT, snk,
sdi, user, userauth2W userauth3TOY.

Socks5-v! CRAM(Challenge Response Authentication)kE! gk

Z ID/O# |B .N f}! kX 8:Gn V8i, SNKB Socks5
gkZ ID/O# ANd]L SNK '0v(challenge)& %COv J8

GN [?Gv J@OY.

pz.B denyTOY.

remsocks
FirewallG q8Hx!- *B Socks,sLp. ,a! kQ Socks5
gkZ .N f}TOY./?Q *: deny, permit, password, NT, snk,
sdi, user, userauth2W userauth3TOY.

Socks5-v! CRAM(Challenge Response Authentication)kE! gk

Z ID/O# |B .N f}! kX 8:Gn V8i, SNKB Socks5
gkZ ID/O# ANd]L SNK '0v(challenge)& %COv J8

GN [?Gv J@OY.

pz.B denyTOY.

sechttp
8H NMdL:G HTTP d;! kQ gkZ .N f}./?Q *

: deny, permit, password, NT, sdi, user, userauth2W userauth3TOY.

SNKB SNK '0v! gkZ!T %CGB f}; &xOv J8G

N, HTTP ANd]!- vxGv J@OY.SDI! vxGv8, gk

Z!TB SDI passcodekE! O#& TBOsB ARA.! %CK

OY.gkZB W SDI passcode& TBX_ UOY.

V: fwdfuser!B W gkZ .N f} Je! SNK GB Firewall O# <

.! x@OY.

Firewall O# E3/v

password
gkZ!T O#& TBO5O AR.GBv )N& *8@OY. b

;{8N, gkZ .N f}L v$GzBv GB pz. O#& c

kR MNv )N& AR.UOY.

pwdvalue
kNP :)3. ANW!V! gkGg, L E3/v& gkO) m
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I `!- E3/v *; v$R v V@OY. L *: xvOT X

:.N TBGg eavesdroppersNNM Ws miUOY.pz.B x

@OY.

userchng
gkZ %LM#L:!- |.Z /f C!W! 3$GB fD; a

$UOY.* yes& gkOi gkZ! 3= NWBR ' O#& /

fR M; d8O5O |.Z /f C!W! 3$KOY.No! pz

.TOY. L E3/vB password=yesW pwdvalue=″ E3/v! &

xI fl!8 /?UOY.

pwlocked
O#! a\vBv )N& v$UOY.L E3/vB Vk GP N

WN 8v! JzGE* O#! a] L| Vk C#! v$H Vv

! gkGv J: fl! yesN 3$KOY.

histexpire
gkZ! O#& ggkR v xB C# Vv& $GUOY.*: $

v :.5TOY. /?Q *: 0 - 52TOY. * 0: C# &QL

3$Gn Vv J=; *8@OY. pz. *: 0TOY.

histsize
gkZ! ggkR v xB L| O#G v& $GUOY.*: $

v :.5TOY. /?Q *: 0 - 20TOY. histexpire=0G f

l!8 /?UOY. pz. *: 5TOY.

loginretries
C:[L h$; aWb |! 6v78N :xQ h$ LD ckG

B :xOv J: NWN C5 v& $GUOY.*: $v :.5

TOY./?Q *: 0 - 20TOY. pz. *: 10TOY.0 GB

=v *: &QL 8gOv J=; *8@OY.O\ gkZ h$L

abi, C:[ |.Z! pwlocked& noN 3$R 'nv, gkZB

NWNR v x@OY.

maxage
O#G Vk vm(V \'); $GUOY.O#& L C#! {s /

fX_ UOY.*: $v :.5TOY. /?Q *: 0 - 52TO

Y.* 0: Vk vmL 3$Gn Vv J=; *8@OY.pz.

B 13TOY.

maxexpired
gkZ! 8aH O#& /fR v VB maxage* LD Vk C#

(V \'); $GUOY.L $GH C#L !*i, |. gkZ8L

O#& /fR v V@OY.*: $v :.5TOY. /?Q *:

-1 - 26TOY.maxexpiredS:L 0N fl, maxage*L O!I '

O#! 8aKOY.maxageS:L 0N fl, maxexpiredS:L +

CKOY.pz.B 3TOY.

maxrepeats
u O#!- ]9R v VB Q .ZG Vk 8v& $GUOY. /
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?Q *: 0 - 8Lv8, * 0: GL! x@OY. * 8: Vk 8v

! x=; *8@OY.pz.B 2TOY.

minalpha
u O#! 8gX_ OB 5.ZG VR 8v& $GUOY.*: $

v :.5TOY. /?Q *: 0 - 8Lv8, * 0: GL! x@O

Y. pz.B 4TOY.

mindiff
b8 O#!B xB u O#!- JdQ .ZG VR 8v& $GU

OY.*: $v :.5TOY. /?Q *: 0 - 8Lv8, * 0: G

L! x@OY. pz.B 3TOY.

minlen
O#G VR fL& $GUOY.*: $v :.5TOY. /?Q

*: 0 - 8Lv8, * 0: GL! x@OY. pz.B 8TOY.

minother
u O#! 8gX_ OB 5.L FQ .ZG VR 8v& $GUO

Y.*: $v :.5TOY. /?Q *: 0 - 8Lv8, * 0: G

L! x@OY. pz.B 1TOY.

pwdwarntime
O#& /fX_ OB M; C:[L fmOb | O v& $GUO

Y.*: $v :.5TOY. /?Q *: 0 - 30TOY.0 GB =

v *: ^<v! G`Gv J=; *8@OY. pz. *: 5TO

Y.

|. bI Wl

fg_all Xg |.Z! pg Firewall dR& |.R v VB fl yes& T

BOJC@.pz.B noTOY.

fg_dns
Xg |.Z! 5^N L' -q:& |.R v VB fl yes& T

BOJC@.pz.B noTOY.

fg_interfaces
Xg |.Z! Firewall NMdL:& $GR v VB fl yes& T

BOJC@.pz.B noTOY.

fg_logmonitor
Xg |.Z! NW pOM Sh*; |.R v VB fl yes& T

BOJC@.pz.B noTOY.

fg_logs
Xg |.Z! NW bI; |.R v VB fl yes& TBOJC

@.pz.B noTOY.

fg_mail
Xg |.Z! Firewall TL.~L& |.R v VB fl yes& T

BOJC@.pz.B noTOY.
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fg_netobjs1
Xg |.Z! W.v)! kQ b; |.& v`R v VB fl yes
& TBOJC@.pz.B noTOY.

fg_netobjs2
Xg |.Z! W.v) @j'.! kQ m^ |.& v`R v V

B fl yes& TBOJC@.pz.B noTOY.

fg_pagers
Xg |.ZB #bb 3$; |.R v VB fl yes& TBOJ

C@.pz.B noTOY.

fg_proxyserver
Xg |.Z! Firewall AOC pU; 8:R v VB fl yes& T

BOJC@.pz.B noTOY.

fg_traffic
Xg |.Z! kE. 6}; |.R v VB fl yes& TBOJ

C@.pz.B noTOY.

fg_user
Xg |.Z! Firewall gkZ& |.R v VB fl yes& TBO

JC@.pz.B noTOY.

pg Firewall gkZ* Q mG v$H Firewall gkZG pg S:; *-

OAi, Y=; gkOJC@.

fwuser cmd=list
[username=username]
[type={short|long}]

type={short|long}
gkZ L'; gkOB fl pz. /|: longTOY.gkZ L

'; gkOv JB fl, pz.B shortTOY.

Firewall!- gkZ& h&OAi:

fwuser cmd=delete
username=username
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&2e 8m- /?.< gk

L e!-B IBM FirewallG 8m- /?.< gk! |O) 3mUOY.

8m- /?.<G 1w{N q{: Firewall NW DO!- |. $8G %

N [:H DO; }:Ob 'Q MTOY.

%N [:H X:. DO: DB2/6000 GB DB2/2M 0: %LM#L: C

:[!- %N }:Gm ]TI v V@OY. W/i |.ZB

SQL(Structured Query Language); gkO) %LM& 68Om 8m-& }

:R v V@OY. GQ, /?.<& gkO) |.ZB Firewall NW ^

<vG P; v VB X:. DO; [:R v5 V@OY.

8m- /?.<B Y= ANW%z DON 8:KOY.

fwlogtxt
Firewall NW DO!- O| X:. ^<v& }:Ob 'Q ANW

%

fwlogtbl
Firewall NW W su NWNNM DEL(P.) |D8N %LM#L: ]

T DO; }:OB ANW%.

fwlogtbl ANW%z DDL, DML W DEL DO; gkOAi, |h|

%LM#L: W Xg |h| %LM#L: &0 gk! kQ s6

#G vDL Vn_ UOY.

fwschema.ddl
%LM#L: WLm; $GOB% {UQ, SQL %LM $G pn

(DDL) mI.8NH DO

fwimport.dat
%LM#L: WLmN DEL DO; ]TOB% {UQ, DB2 ]T m

I.8NH DO

fwqrysmp.dml
9& 8m-& }:OB% {UQ SQL %LM 3. pn(DML) m

I.8NH DO

fwlogcvrt
Windows NT FirewallNW |D; AIX Firewall NW |D8N //

OB ANW%TOY. L& gkO) Y% %uG 8m x: uN

n ^<v! NDGv J; v VYB !; &\OmB |z 0L 6

[KOY.

DDL W DML DO: DB2 h-! /${Lv8, Y% %LM#L: |.

C:[!- gkOb 'X v$R v V@OY.DEL |D DO: 1T

DB2/6000, DB2/2W W[G %LM#L: W DO C:[8N ]T(Ne)I
v V@OY. #\Q |D8N Jd! {s Y% |D8N //R v V

n_ UOY.
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8m- /?.< gk}

L $8!B mI`!- 8m- /?.<& gkOB f}! kQ 3mL

c\ V@OY. 8: ,sLp.NNM 8m- /?.<& gkOB f}

! kX-B IBM eNetwork FirewallgkZ H;-& |mOJC@.

mI `!- Firewall NW DO; 8Ai, fwlogtxt /?.<& gkOJC

@. Z<Q $8B 27dLvG :Firewall NW DONNM ^<v }:;

; |6OJC@.

NW $8! {s 8m-& }:OAi:

1. |h| %LM#L: &0; 3!OJC@.

2. qnVB %LM#L:& [:OJC@.

3. %LM#L:! qnV: Firewall NW%& [:OJC@.

4. %N [:H DO; }:OAi mI`!- fwlogtbl; G`OJC@.

5. NW %LM& gkO) %LM#L: WLm; $lAi az DO; ]

TOJC@.

6. SQL. GB SQL ANW%; gkO) 8m-& }:OJC@.

V: 3= < !v \hB Qx8 v`X_ Og, *Sv \hB uNn N

W %LM! gk!IR '6Y ]9KOY.

IBM Firewall NW |D

" f-. NW DO WqG |D: Y=z 0@OY.

Date Time Firewall_name:year;pid:Amsg_num; msg_ID;var_1;...;var_n;

)b-,

v 3= 33G Je date, time W Firewall-name: Firewall Nk bI! G

X _!KOY.

v yearB 4ZNH ,5TOY.

v pidB WqL {kGB 29e IDTOY.

v Amsg_numB 8m- /?.<!- fw_log.cat DONNM {UQ, //H

^<v X:.! W<:OB % gkOB xw{N $vTOY. }Z

msg_numB NW 9' %CZ .Z (A) YN Y=! *IOY. L %C

ZB NW! C[H C'{z NW |D HG wL!; 80X ]OY.

v msg_IDB ^<vG \N }Z(ICA0001eM 0:)TOY.

v var_1-nB ^<v /v*; *8;g, )b- n: ^<v $G! VB /

vG vTOY.

V: Firewall NWM ?OQ DO! Y% 9Ze& v$Ov 6JC@.W/

Q 9ZeB 8m- /?.<!- d8OB |D; {#v J8g az

& 9sR v x@OY.
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fwlogcvrt mI; gkX- L Windows NT 1.:G NW |D; AIX N

WG |D8N //OJC@.AIXk IBM Firewall NW& vxOB b8 %

M 8m x; gkOAi L& G`X_ R v V@OY. //: msg_num
U! *@B ’A’ NW 9' %CZ& h&Om Firewall_namez year gLG

]P V/! N xi .Z& pTUOY.

E3/vB Y=z 0@OY.

input Windows NT FirewallNWNNM fN& gv$Q %X TBTOY.

output
DON fN& gv$R v VB %X bBTOY.

fwlogcvrt 8.

fwlogcvrt

9:

fwlogcvrt < fw980212.log >logcvrt.out

Firewall NW DONNM ^<v }:

mI fwlogtxt& gkO) Firewall NW DOG Wq8NNM Pb !IQ ^

<v& }:R v V@OY.

E3/v!B Y=L wTKOY.

input Firewall NW DONNMG %X TBTOY.

output
%X bBTOY.

fwlogtxt 8.

fwlogtxt

9:

fwlogtxt < fw980212.log >logtxt.out
fwlogtxt < my.log | find "ICA0"

fwlogtxt!B E3/v! x8g; %X TB8NNM $8& kO) %X b

B8N az& ;8@OY.

%LM#L: ]T DO }:

mI fwlogtbl; gkO) gkZ! 8m-& }:Ob 'O) %LM#L:

WLm; $o v VB %N [:H DO; [:OE*, bOOE*, _!

R v V@OY.
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E3/v!B Y=L wTKOY.

input Firewall NW DO.

output
DOm:

a_alert.tbl

f_rule.tbl

f_info.tbl

f_match.tbl

f_stat.tbl

interfaces.tbl

nat_info.tbl

p_info.tbl

p_ftp.tbl

p_http.tbl

p_info.tbl

p_login.tbl

p_stat.tbl

server_info.tbl

session.tbl

s_ftp.tbl

s_info.tbl

ssl_info.tbl

fwlogtbl 8.

fwlogtbl -w [-d OutDir] [-su]LogName
|

-a

9:

fwlogtbl -a -d :c\reports fw961031.log

-w b8 bB DO; k<O5O v$UOY.DOL 8gOv JB f

l, fwlogtblL [:UOY.

-a }:H DO; b8 bB DO! _!O5O v$UOY.DOL 8

gOv JB fl, fwlogtblL [:UOY.

-d bB p:d.& D0UOY.

OutDir
pg bB DO; zeR p:d.& v$UOY.p:d.& v$

Ov J: fl, bB DOL vg p:d.! zeKOY.
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-su LogNameL AIX su NW DOG L'S; v$UOY. {s-

Windows NT Firewall!- u L|G AIX Firewall8NNM Firewallz
su NW DO; pN 3.R v V@OY.

LogName
Firewall NW DO GB AIX su NW DO; v$UOY.

bB DOmL g|$GGn Vv8 fwlogtbl G`D 9gOE* gmmR v

x@OY.bB DO: .Z- 8PZ xL, ASCII(DEL) DO |D; 8P

Og, ]P 8PZN <L]P(;); gkUOY.

^<v! |Q Z<Q $8B, 77dLvG :NOA. ^<v;& |6OJC

@.

8m- /?.<& gkQ %LM#L: gk

L }!-B %LM#L:& [:Om, $8& %LM#L:N ]TOg, 8
m-& 68Ob 'O) Firewall!- &xOB DO; 3mUOY.DB2!
VB fl, db2 mI; Li DO! gkR v V@OY. (db2 mIz /

gQ bIL Y% %LM#L: |. ANW%! 8gR v V@OY.D

OL W/Q bI! gkR k<fH; d8R v5 V@OY.)

db2 mI; G`OAi, DB2! 3!Gm ’instance’! $GGn_ UOY.

DB2 3! 3m-& |mOJC@. Jb{8N, DB2G %LM#L: [:

mI; gkO) qnVB %LM#L:& [:X_ UOY.(’fwlog’ N *

O5O &HUOY.) L& v`OAi, mI `! Y=z 0L TBOJC

@.

db2cmd

W1 Y= *8*B DB2 mI "! Y=; TBOJC@.

db2 create database fwlog

Y=!B fwlog %LM#L:N ,aX_ UOY.

db2 connect to fwlog

W1 Y= db2 mIG -vf IG; Y=z 0L gkR v V@OY.

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out

db2 -vf fwqrysmp.dml > report.out

Li \h! kX-B Y= }!- ;u s<w 3mUOY. ""G fl,
gkZB %X bB(""G 9&!- DON fN gv$H); VGO) .

NX_ UOY. ]TG fl, GQ ""G 30{N ]T mI.!- }:

Q .msg DO; .NX_ UOY.

WLm [:

mI db2 -vf fwschema.ddl > schema.out: JdQ pg WLmz N&:&

[:UOY. L mI: Firewall 3! D oC, Qx8 G`OJC@. L
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9&& G`R ' vg gkZ ID! WLmG [:Z ID! KOY. L ID
B [:Z IDN G`Gv JB fl, *_! SQL.!- WLmm T$Z

(reatorid.tableNamez 0:)N gkGn_ R v5 V@OY. {s-, [:

Z ID& gk _L FQ fl, gkZB ""G WLmm U! [:Z ID&

'!C0Ai fwimport.dat W fwqrysmp.dmlDO; m}X_ UOY.

ROOTDIR\sample\report\fwschema.ddl DO!B fwlogtbl! GX %N [:H

DONNM 9Ze& vkOB % JdQ %LM#L: WLm; [:R

DDL.L in V@OY. ROOTDIR: 3! AN<: ?H! IBM Firewall
G q% '!N )/PL 1CQ p:d.TOY. 6[L :x_Bv a

$OAi schema.out; 6gX_ UOY. fwschema.ddl DO! *@B m

I.i: VB WkN gkGE* YgQ %LM#L: C:[! B5O v

$I v V@OY. (gkZB WLmz C3m; /fOv JF_ UOY.)

%LM ]T

db2 –vf fwimport.dat > import.out mI: pg DEL DO!- %LM&

db2-vf fwschema.ddl mI! GX [:H WLmN NeKOY.

ROOTDIR\sample\report\fwimport.dat DO!B *.tbl DO!- DB2 %LM

#L:N %LM& ]TOB yC mI.L in V@OY. 29dLvG

:WLm [:;! p^H kN, ]T gkZ! WLm [:Z! FQ fl,
[:Z ID! ""G WLmm U! '!X_ UOY.

" ]T mI.: %X bB8N, tblname.msg DO! _! $8& }:O

g, )b- tblname: " ]T mI.! /$UOY.]TL :x_Bv a

$OAi gkZB bB gD; Q Y .NX_ UOY.L DO! VB p

g ]T mI.; DB2M 0: ANW%8N G` _N fl, gkZB %

X bB; DON v$Q Y=, XgDOz " .msg DO; .NX_ UO

Y.""G ]T mI _ O*! 30{N .msg DO; }:UOY.GQ,
gkZB %L8#L:!- uNn NW! ]5I '6Y db2 –vf
fwimport.dat > import.out mI; g_`X_ UOY.

kk. NW DO; ]TOB fl, _! ^p.* p:) x#! kQ J

d:; *8;B 3mz T2 SQL @y Ze& vER v5 V@OY. 9

& in, ^<vB |(heap) x#L fPOv J@OY GB ."hG NW

x#TOYO v V@OY. Li @yB %LM#L: &0 GB fwlog %

LM#L:! kQ E3/v 3$; 6$O5O d8UOY.Z<Q $8B

DB2 .-& |6OJC@.DB2 E3/v 3$; 6$Ob 'Q SC k<

fH: kk. NW* kk. %N [:H DO; 8Y [: DON I3

B MTOY.

yC 68 G`Ob

db2 -vf fwqrysmp.dml > report.out mI: yC 68& v`UOY.

ROOTDIR:\sample\report\fwqrysmp.dml DO!B ON 68 d8gW! {s

/kQ 8m- %LM& &xR v VB yC SQL.L in V@OY. Z
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< 8m-& [:Ob 'O) Li 9&& gkR v V@OY. 29dLv

G :WLm [:;! p^H kN, ]T gkZ! WLm [:Z! FQ f

l, [:Z ID! ""G WLmm U! '!X_ UOY.

mI `!- 68& G`Oi, DB2B ""G bB -! JdQ Vk x#

; RgUOY.LM: Pb nAn 8m-& }:R v V@OY." 6

8! 8Y {: -; d;OE* %C& 8Y _ &nR v VB ANW%

! Li 68 mI.; wTCQ- 8Y 87:1 az& ^:R v5 V

@OY.

8m- /?.<! kQ gkZ NMdL:

8m- /?.<B Firewall 3!G ONN 3!Gn V@OY. Li: G

Q 30{8N 3!Gm q-Firewall #:.!- G`I v V@OY.8:

,sLp.* fwlogtbl mI: Firewall!- 8m- /?.<& G`OB %

gkI v V@OY. qFirewall!-B mI`; gkOJC@.

SQL WLm

L }!-B SQL %G 3d! kX 3mUOY.

" Firewall NW ^<v GB AIX su NW ^<vB Y= SQL % _ O*

N k@KOY.

ADMIN_ALERT
FILTER_INFO
FILTER_MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
<G
SOCKS_FTP
SOCKS_INFO
SSL_INFO
SU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

WLmz C3 L'; /fX-B HKOY. W/* W * _ ON! }

\Gm VYB M; __Q fl, char C3G x; C1 v V@OY.
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N&:

/$ Firewall L%.! %LM#L:!- Qx8 *8*_ T; *8;B N

W 9Ze.|.Z! 0: %N [:H WLm; )/ x ]TOE* 0:

NW DO!- /5H GY% %N [:H DOL ]TH fl, NW 9Z

e! Nx Ls *8/ v V@OY.

L/Q .&& fvOb 'O), %LM#L: $G yC DO, fwschema.dll:
Y=z 0: < !v Je& gkO) ""G WLm! m/Q N&:& $

GUOY.

v Xg 9ZeG R:N NW DOG DOm(LOG_FILE)

v W NW DO!- Xg 9ZeG ` x#(LINE_NUM)

v syslog ’6v7 ^<v! nx ]9Gz=’ ^<v! {s, Xg `G ]9

8v(REPEAT_NUM)

L N&:B 0: mmH DO!- Nx Ls 0: ` x#& NeOv J

5O UOY.LM: NW DOm! kQ VGm: |.M aUO), %L

M#L:G NW L%. _9; fvX_ UOY.

Y% N&:& %LM#L:! _!O) !e xk{N 68G :I; b

sC3 v5 V@OY.Z<Q $8B %LM#L: .-& |6OJC@.

WLm 3m

L }!-B Firewall NW ^<v& WLmz -! k@Om 8m-! kO

) 68OAB $8& *8@OY./$ WLm! k@H pg ^<v! W

Lm !! VB V.! *-KOY./$ -! kQ %LM& &xOB ^

<v! Xg - 3m! *-KOY. L WLm!B AIXk IBM FirewallG
^<vM NTk IBM FirewallG ^<v W N Firewall! xk{N ^<v!

V@OY.

Firewall NW ^<v! |Q Z<Q $8B, 77dLvG :NOA. ^<v;

& |6OJC@.

Y= 3mG %LM /| -!-, ’int’B DB2G SMALLINT - /|; *

8;g; ’long int’B DB2 INTEGER /|; *8@OY./%-C# %LM /

|: DB2 TIMESTAMP& *8@OY.C#RN!-, 6L)NJ *: Ws

″000000″TOY.

3mL JvN %CH fl, WLm! 9Ze& TBO5O *; v$X_

OB M; GLUOY.

$G! ?OOg O]{8N 68R L/! x8GN m/Q N&: W -

N [kOB < 3G -; Li WLm 3m!- }+UOY.
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% 1. ADMIN_ALERT.L WLm: a_alert.tbl WLmG '] fmM |CH ^<v& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID (ICA0001, ICA0002, ICA0003, ICA0004,
ICA2001, ICA2002, ICA2003, ICA2026, ICA2043,
ICA2068, ICA2167, ICA2168, ICA 2170, ICA2173,
ICA3001, ICA3012, ICA3018)

6! char(7) ,a (ICA3012) GB YNe (ICA3018)

NUM_COUNT int gkZ .N GP 8v(ICA0001, ICA0002,
ICA0003); TAG_MSG_NUM! kQ NW TB 8
v(ICA0004); O v (ICA9000)

TAG_MSG_NUM char(8) BW ^<v x#(ICA0004)

SRC_IP char(15) b_v IP VR(ICA2001, ICA2028, ICA2079,
ICA2167, ICA3012, ICA3018)

DST_IP char(15) q{v IP VR(ICA2028, ICA2079, ICA3012,
ICA3018)

AUTH_METHOD char(20) gkZ .N f}(ICA2002, ICA2167, ICA2170)

W.v) char(25) W.v) L'(ICA2001, ICA2002, ICA2167)

HOST_NAME char(100) #:.m(ICA0003, ICA2002)

TIMEOUT_SEC int C#>a J(ICA2026)

CONN_USERID char(16) Socks,a gkZm(ICA3001)

@k ANW% char(30) @k ANW%m - ″Z]″, ″ftp″, ... (ICA2167,
ICA2168, ICA2170, ICA3012)

V: |C ^<v: ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009
ICA0010 ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020
ICA0021 ICA0022 ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040
ICA2042 ICA2043 ICA2079 ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000
ICA9001

% 2. FILTER_ACTIVE_RULE.L WLm: f_rule.tbl DOG 0? _N JM T"; wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

RULE_NUM int T" x#(Jv)
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% 2. FILTER_ACTIVE_RULE (hS). L WLm: f_rule.tbl DOG 0? _N JM T"; wTUOY.

- %LM /| *: 3m

T" char(100) T"(Jv)

V: |C ^<v: ICA1037

% 3. FILTER_INFO.L WLm: f_info.tbl DOG JMM |CH @y GB O]{N $8 ^<v& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

RULE_NUM int JM T" x#(ICA1005)

ERROR_NUM int C:[ @y x# -- AIX errno GB Windows NT
6v7 @y(ICA1007, ICA1008, ICA1009, ICA1011
ICA1013, ICA1015, ICA1021, ICA1023, ICA1024)

L @y x#! XgOB X:.B _strerrorTv
& gkO) *8> v V@OY. Windows NT
V> @y! kQ X:.B |D ^<v Tv&
kX-* Win32 ANW!S |6- <} 2G N
O A!- gkR v V@OY.

LOAD_PATH char(100) ?N .e NW fN(ICA1011, ICA1012)

DVC_DRV char(25) e! esLv(ICA1021)

TERM_SIG char(25) >a E#(ICA1260)

FILE_NAME char(100) DOm(ICA1024)

RC int ;N Firewall .O Ze(ICA1019)

V: |C ^<v: ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012
ICA1013 ICA1014 ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200
ICA1260

% 4. FILTER_MATCH.L WLm: f_match.tblDO! k@OB JM T"; wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

RULE_NUM int T" x#(Jv)

6! char(6) T" /|: ck, EN n.

fb char(8) P6L |[GB fb NYne GB FtYne
(Jv)

SRC_IP char(15) |[ZG IP VR(Jv)
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% 4. FILTER_MATCH (hS). L WLm: f_match.tblDO! k@OB JM T"; wTUOY.

- %LM /| *: 3m

DST_IP char(15) vEZG IP VR(Jv)

ANd] char(7) s' ANd] - UDP, IPIP, ICMP, TCPGB
TCP/ACK(Jv)

SRC_PORT int
v ICMPG IP P6 /|

v W[G Zx ANd] w. x#(Jv)

DST_PORT int v ICMPG IP P6 Ze

v W[G q{v ANd] w. x#(Jv)

fNv$ char(5) P6 4U fNv$: sl. GB NC(Jv)

NMdL: char(10) NMdL: /|: 8H GB q8H(Jv)

PRNP char(8) P6L PRNPNv GB qPRNPNv D0U
OY.(Jv)

TUNNEL_ID int MN ID(Jv)

O#- char(7) O#- Km.r: DES_CBCGB CDMF GB x
=

YL. long int /$ P6 fL(Jv)

V: |C ^<v: ICA1036

% 5. FILTER_STATUS.L WLm: f_stat.tbl DOG JM sB /fgW! |Q $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

pU char(25) AIX JM Nk pU(ICA1004) GB Windows NT
JM Nk -q:TOY.

v| int v| x#(ICA1004, ICA1033)

1.: int 1.: x#(ICA1004, ICA1033)

PACKET_LOGGING char(8) P6 Nk gk!I GB gkR! sB(ICA1035)

V: |C ^<v: ICA1004 ICA1032 ICA1033 ICA1034 ICA1035.JM T" ;E <NgW(ICA1032):
FILTER_ACTIVE_RULE WLm!- r; v V@OY.

% 6. INTERFACES.L %!B interface.tblDO!- !.B NMdL:(npM) 8: ^<v $8! in V@OY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)
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% 6. INTERFACES (hS). L %!B interface.tbl DO!- !.B NMdL:(npM) 8: ^<v $8! in V

@OY.

- %LM /| *: 3m

MSG_NUM int ^<v x#(Jv)

IP char(15) npM! kQ IP VR(ICA9038, ICA9039,
ICA9040)

OLD_MASK char(15) L| 6:) *(ICA9040)

NEW_MASK char(15) uNn 6:) *(ICA9040)

V: |C ^<v: ICA9037, ICA9038, ICA9039, ICA9040, ICA9041

% 7. NAT_INFO.L WLm: nat_info.tbl DOG W.v) VR // ^<v $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

v| int NAT v| x#(ICA9033)

1.: int NAT 1.: x#(ICA9033)

IP char(15) IPVR(ICA9035, ICA9036)

V: |C ^<v: ICA9032, ICA9033, ICA9034, ICA9035, ICA9036

% 8. PAGER_INFO.L WLm: pgr_info.tbl DONNM FirewallG #b bIz |CH $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(ICA4036, ICA4174, ICA4175)

ERROR_NUM int C:[ @y x# - AIX errno GB Windows NT
6v7 @y(ICA4371)

ANW% char(25) ANW%m(ICA4000)

E# int >a E#(ICA4000)

ID int D0Z(ICA4036)

l1x' int l1x'(ICA4036)

b# int b#(ICA4036)

RETRY_COUNT int gC5 8v(ICA4036, ICA4313, ICA4314,
ICA4364, ICA4365)

FROM_ENTRY char(15) Tvm(ICA4036)
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% 8. PAGER_INFO (hS). L WLm: pgr_info.tbl DONNM FirewallG #b bIz |CH $8& wTUOY.

- %LM /| *: 3m

HOST_NAME char(100) #:.m(ICA4174, ICA4175)

MESSAGE_TEXT char(250) dLv X:.(ICA4036, ICA4353 - 4360, ICA4368,
ICA4372)

-q: char(25) -q:m(ICA4017)

Socket int Socketx#(ICA4017)

DOm char(100) DOm(ICA4154, ICA4351, ICA4352)

V: |C ^<v: ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA4175,
ICA4300 - 4303, ICA4305 - 4315, ICA4351 - 4360, ICA4362 - 4372)

% 9. PROXY_FTP.L WLm: p_ftp.tbl DOG FTP <G8NNMG FTP 6! $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(Jv)

SRC_IP char(15) gkZG IP VR(Jv)

DST_IP char(15) x] C:[G IP VR(Jv)

6! char(5) DO |[ 6!: put GB get(Jv)

FILE_NAME char(100) DOm

YL. long int |[H %LM g

SID long int m/Q <G ID(Jv)

V: |C ^<v: ICA2075

% 10. PROXY_HTTP.L WLm: p_http.tbl DONNM AOC <GG HTTP 6! $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

sB int sB(Jv)

SRC_IP char(15) gkZG IP VR(Jv)

d; char(250) HTTPd;G ;k(Jv)

YL. long int |[H %LMG g.

V: |C ^<v: ICA2099
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% 11. PROXY_INFO.L WLm: p_info.tbl DOG AOC |C @y GB O]{N ^<v& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(ICA2018, ICA2019, ICA2057, ICA2058,
ICA2166, ICA2177, ICA2172)

ERROR_NUM int C:[ @y x# - AIX errno GB Windows NT
6v7 @y(ICA2005, ICA2006, ICA2009,
ICA2029, ICA2035, ICA2038, ICA2039, ICA2052,
ICA2054, ICA2055, ICA2056, ICA2057, ICA2058,
ICA2059, ICA2063, ICA2064, ICA2065, ICA2066,
ICA2067, ICA2068, ICA2069, ICA2069, ICA2070,
ICA2071, ICA2074, ICA2110, ICA2111, ICA2113,
ICA2114, ICA2115, ICA2118, ICA2119, ICA2121,
ICA2122, ICA2123, ICA2124, ICA2200, ICA2201,
ICA2202, ICA2203)

errnoG X:.(AIX C:[ @y)B _strerrorTv
!- r; v V@OY. Windows NT V> @y
! kQ X:.B |D ^<v Tv& kX-*
Win32 ANW!S |6- <} 2G NO A!-
gkR v V@OY.

OPTION_VAL char(20) IG C!W GB E3/v *(ICA2014, ICA2015,
ICA2049, ICA2050)

C# char(15) /?Ov J: C# #](ICA2044, ICA2202)

RC int ;N Firewall .O Ze(ICA2007, ICA2030,
ICA2031, ICA2033, ICA2034, ICA2054, ICA2057,
ICA2058, ICA2065, ICA2120 ICA2166, ICA2203)

INVOC_NAME char(20) C:[ @y! _}Q C#G socketGB w.!
kQ #bm(ICA2055, ICA2056)

AUDIT_TYPE char(7) K v xB (g /|(7Z. 16xv)(ICA2004)

HOST_NAME char(100) #:.m(ICA2106, ICA2107, ICA2126)

FILE_NAME char(100) DOm(ICA2029, ICA2030, ICA2072, ICA2183,
ICA2204, ICA2205, ICA2206, ICA2207)

LINE_NUM int ` x#(ICA2029, ICA2030)

ANd] char(25) _xH ANd]m(ICA2112, ICA2116)

CUSTOMIZED_ATTR char(25) sN x#(ICA2105, ICA2106, ICA2125, ICA2166)

ODM_ERR_NUM int @j'. %LM |.ZNNMG @y x#
(ICA2102, ICA2103, ICA2104, ICA2105, ICA2107,
ICA2108, ICA2109,ICA2125)

APPLICATION(NT!8
Xg)

char(30) @k ANW% L'(ICA2200, ICA2201, ICA2202,
ICA2203, ICA2204, ICA2205, ICA2206, ICA2207)
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% 11. PROXY_INFO (hS). L WLm: p_info.tbl DOG AOC |C @y GB O]{N ^<v& wTUOY.

- %LM /| *: 3m

CALLER(NT!8 Xg) char(25) Tv #b(ICA2200, ICA2201, ICA2202, ICA2203,
ICA2204, ICA2205, ICA2206, ICA2207)

FAILED_IN(NT!8 X
g)

char(25) Tv GP(ICA2201, ICA2203)

V: |C ^<v: ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019
ICA2023 ICA2029 ICA2030 ICA2031 ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044
ICA2045 ICA2046 ICA2047 ICA2048 ICA2049 ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055
ICA2056 ICA2057 ICA2058 ICA2059 ICA2060 ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066
ICA2067 ICA2068 ICA2069 ICA2070 ICA2071 ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103
ICA2104 ICA2105 ICA2109 ICA2110 ICA2111 ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117
ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123 ICA2124 ICA2125 ICA2126 ICA2127 ICA2166
ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203 ICA2204 ICA2205 ICA2206 ICA2207

% 12. PROXY_LOGIN.L WLm: p_login.tbl DONNMG :x{N AOC NWN! |Q $8(VN gkZ .N

! |Q)& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(Jv)

@k ANW% char(30) @k ANW% L' - Z], ftp, ... (required)

AUTH_METHOD char(15) gkZ .N f}(Jv)

W.v) char(25) W.v)(8H/q8H - GQ _! $8! V; v
5 V=)(Jv)

HOST_NAME char(100) #:.m(Jv)

V: |C ^<v: ICA2024 ICA2025 ICA2169

% 13. PROXY_STATUS.L WLm: p_stat.tblDONNM AOC sB $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(ICA2008, ICA2016, ICA2021)

SRC_IP char(15) b_v IP VR(ICA2000, ICA2008, ICA2010,
ICA2011, ICA2012, ICA2013, ICA2141, ICA2180)

DST_IP char(15) q{v IP VR(ICA2000, ICA2010, ICA2011,
ICA2012, ICA2013)
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% 13. PROXY_STATUS (hS). L WLm: p_stat.tblDONNM AOC sB $8& wTUOY.

- %LM /| *: 3m

REMOTE_HOST char(100) x] #:.m(Firewall C:[!- NDO
B)(ICA2021, ICA2022, ICA2027)

SID(NT!8 Xg) int <G D0Z(ICA2177, ICA2180, ICA2181 ICA2182)

SOCKET(NT!8 Xg) char(25) SocketL'(ICA2177)

RC(NT!8 Xg) int .O GB L/ Ze(ICA2181, ICA2182)

CMD(NT!8 Xg) char(36) SMTP+e(ICA2182)

V: |C ^<v: ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027
ICA2097 ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

% 14. SERVER_INFO.L WLm: srv_info.tbl DONNM 8: -v sB W 0?:! |Q $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(ICA9003, ICA9004)

ERROR_NUM int C:[ @y x# – AIX errno GB Windows NT
6v7 @y(ICA9008, ICA9009)

errnoG X:.(AIX C:[ @y)B strerror TvN
NM r; v V@OY. Windows NT V> @y
! kQ X:.B |D ^<v Tv& kX-*
Win32 ANW!S |6- <} 2G NO A!-
gkR v V@OY.

V: |C ^<v: ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011
ICA9012 ICA9013 ICA9014 ICA9015

% 15. <G. L WLm: session.tblDONNM SOCKSW AOC <G C[/_v $8& wTUOY.

- %LM /|(fL) *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AIX AN<: ID, NT 29e ID, NT 29e
ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(Jv)

SERVICE_TYPE char(10) -q: /|: socksGB AOC(Jv)

@k ANW% char(30) @k ANW%m - Z], ftp, .... (Jv)

SRC_IP char(15) gkZG IP VR(Jv)

DST_IP char(15) x] C:[G IP VR(Jv)
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% 15. <G (hS). L WLm: session.tblDONNM SOCKSW AOC <G C[/_v $8& wTUOY.

- %LM /|(fL) *: 3m

SESSION_EVENT char(5)
v <G 3$C C[.

v <G >aC !2.

(Jv)

YL. long int <G _ |[H %LMG g. @k ANW%L
Z]Li L *: 0L KOY.

SID long int ,O C#! {s, Firewall!- }:OB m/Q
<G D0Z.

V:

|C ^<v:

v Safemail<G C[: ICA2178

v Safemail<G _v: ICA2179

v Socks<G C[: ICA3011

v Socks<G _v: ICA3015

v AOC Z] <G C[: ICA2036(AIX NW) ICA2208, ICA2218(NTNW)

v AOC Z] <G _v: ICA2077(AIX NW) ICA2209, ICA2219(NTNW)

v AOC FTP <G C[: ICA2041(AIX NW) ICA2208, ICA2218(NTNW)

v AOC FTP <G _v: ICA2076(AIX W NT NW)

Socks FTP<G 6!G <NgW: SOCKS_FTPWLm! V@OY.AOC FTP <G 6!G <NgW

: PROXY_FTP! V@OY.

% 16. SOCKS_FTP.L WLm: p_ftp.tbl DOG FTP <G8NNMG SOCKS FTP6! $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(Jv)

SRC_IP char(15) gkZG IP VR(Jv)

DST_IP char(15) x] C:[G IP VR(Jv)

DATA_BIND char(5)
v %LM YNe 3$C ’C[’.(ICA3010)

v %LM YNe >aC ’_v’.(ICA3014)

(Jv)

YL. long int |[H %LMG g.

V: |C ^<v: ICA3010 ICA3014
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% 17. SOCKS_INFO.L %!B s_info.tbl DOG SOCKSM |CH @y GB O] $8 ^<v! in V@OY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

gkZ ID char(16) gkZ ID(ICA3044, ICA3045, ICA3046, ICA3047,
ICA3049)

6! char(7) ,a(ICA3044, ICA3049)GB YNe(ICA3046,
ICA3047)

ERROR_NUM int C:[ @y x# - AIX errno(ICA3013, ICA3019,
ICA3031, ICA3032, ICA3040, ICA3044, ICA3101,
ICA3102, ICA3103, ICA3104, ICA3106, ICA3107,
ICA3108, ICA3122, ICA3124, ICA3125, ICA3126,
ICA3128)

SRC_HOST char(25) b_v #:.m(ICA3019, ICA3035)

DST_HOST char(25) q{v #:.m(ICA3016, ICA3045)

SRC_IP char(15) b_v VR(ICA3042, ICA3043, ICA3044,
ICA3045, ICA3046, ICA3047, ICA3049)

DST_IP char(15) q{v VR(ICA3044, ICA3045, ICA3046,
ICA3047, ICA3049)

LINE_NUM int ` x#(ICA3022, ICA3023, ICA3024, ICA3025,
ICA3026, ICA3109, ICA3110, ICA3111, ICA3112,
ICA3115, ICA3116, ICA3117, ICA3118, ICA3119,
ICA3120);

GB ` v(ICA3113)

EXEC_STATUS int G` sB(ICA3027)

CMD char(36) NWNz 0:, mI(ICA3027, ICA3039, ICA3042,
ICA3044, ICA3048)V: ICA3042G fl, mI:
16xv |DTOY.

FILE_NAME char(100) DOm(ICA3030, ICA3032, ICA3105, ICA3109,
ICA3110, ICA3111, ICA3112, ICA3113, ICA3114,
ICA3115, ICA3116, ICA3117, ICA3118, ICA3119,
ICA3120)

@k ANW% char(30) @k ANW%m - Z], ftp... (ICA3044, ICA3045,
ICA3049)

v| char(10) 16xv Socksv| x#(ICA3043)
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% 17. SOCKS_INFO (hS). L %!B s_info.tbl DOG SOCKSM |CH @y GB O] $8 ^<v! in V@

OY.

- %LM /| *: 3m

V: |C ^<v: ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026
ICA3027 ICA3030 ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043
ICA3044 ICA3045 ICA3046 ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104
ICA3105 ICA3106 ICA3107 ICA3108 ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115
ICA3116 ICA3117 ICA3118 ICA3119 ICA3120 ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126
ICA3127 ICA3128

% 18. SSL_INFO.L WLm: ssl_info.tblDONNM SSLsB W 0?:! |Q $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

Client_IP char(15) ,sLp.G IP VR

V: |C ^<v: ICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063
ICA5082 ICA5120

% 19. SU.L WLm!B AIX su NW& NyR ' su.tbl DOG SU 0?! kQ <NgWL in V@OY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

AIX!- su NW DO! ,5& bOOv J8G
N, DATE_TIME -G ,5NP: y/O 3$*!
{s(y/OL vg y/O8Y J: fl, v- X&
!$), vg ,5 GB L| ,5N 3$KOY.

FROM_USERID char(16) gkZ ID(Jv)

TO_USERID char(16) gkZ ID(Jv)

LOGIN_STATUS char(7) NWN C5 sB: :x GB GP(Jv)

% 20. TUNNEL_CONTEXT.L WLm: t_cntxt.tbl DONNM 0? _N MN \X:. gg; wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

TUNNEL_ID long int MN ID(Jv)

SRC_IP char(15) b_v IP VR(Jv)
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% 20. TUNNEL_CONTEXT (hS). L WLm: t_cntxt.tbl DONNM 0? _N MN \X:. gg; wTUOY.

- %LM /| *: 3m

DST_IP char(15) q{v IP VR(Jv)

O#- char(7) O#- Km.r

DES_CBCGB CDMF

V: |C ^<v: ICA1043

% 21. TUNNEL_POLICY.L WLm: t_policy.tbl DONNM MN T$ mI.; wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

T$ char(60) fwpolicyDONNM Ptx T$ mI.(Jv)

V: |C ^<v: ICA1040

% 22. TUNNEL_STATUS.L WLm: t_stat.tbl DONNM MNG sB /fgW! |Q $8& wTUOY.

- %LM /| *: 3m

DATE_TIME date_time 6!! kQ /% W C#(Jv)

Firewall char(100) FirewallC:[G O|w T$-H L'(Jv)

PID int AIX AN<: ID, NT 29e ID(Jv)

MSG_NUM int ^<v x#(Jv)

SESSION_SCKT long int <G socketw.(ICA1038G fl)

MASTER_SCKT long int 6:M socketw.(ICA1038G fl)

TUNNEL_ID long int MN ID! h&J(ICA1041G fl)

V:

|C ^<v: ICA1038 ICA1039 ICA1041 ICA1042

v $GH T$G <NgW(ICA1039); TUNNEL_POLICY WLmNNM r;v V@OY.

v $GH MN \X:.G <NgW(ICA1042); TUNNEL_CONTEXT WLmNNM r; v V@OY.
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&3e SafeMail C/WN RA.~n 3_ 0.

IBM Firewall SafeMail TL.~LG 1w{N q{: 8H W.v) sG #

:.m; :POi-, 8H W q8H W.v) #! |Zlm; |^OB

MTOY.

SafeMailTL.~LB W ZE8G ;k JM5 bI; &xOv J@OY.

W/* SafeMail Content Screener& [:O) L& SafeMail TL.~L C

/WNz 0L Firewall! 3!R v V@OY. )/PG SafeMail TL.

~L C/WN!B |Z lm ^<v |<& -wOm, gkZ! 3$Q b

X! {s |Z lm; !A> v VB bIL V@OY. SafeMail TL.

~L C/WN: SafeMail TL.~L!T ^<v |[; _\OE* ^<

v& TL.~L& kX |^O5O KAY v V@OY.

SafeMail 3. 3d

SMTP ,sLp.! SafeMail TL.~L! ,aI ', SafeMail TL.~L

B q{v SMTP -v! ,aO), ,sLp.NNM |Zlm; vEOT

Gi ,sLp.NNM q{v -vN Q x! |Zlm ^<v Q `?;

|^UOY. SafeMail TL.~LB 8H W.v) #:.G L'; :P

Ob 'X JdQ fl, |ZlmG /$ lu `i; g[:UOY.

;k 8#7 C/WNL 3!Gn VB fl, SafeMailTL.~LB |Zl

m ^<vG " `L TL.~L& kzR '6Y ;k 8#7; #bUO

Y. GQ SafeMail TL.~LB |Zlm ^<vG b_vM q{v! |

Q $8 W b8 $8& kzCQ, ;k 8#7L YgQ #bi; s# ,

|C3 v V5O UOY. LB ;k 8#7L Xg ^<v& Firewall; k

zO5O R MNv )N& a$Ob |! |< ^<v! P.Gn_ OB

fl /kUOY.

SafeMail TL.~L! 8H W.v) sG #:.m; :POb 'X lu

& g[:X_ OB fl, lu! g[:Gb |! ;k 8#7 C/WNL

#bKOY.

SafeMail TL.~L C/WN [:

SafeMail TL.~L C/WN; [: W 3!OAi Y=z 0L X_ U

OY.

v C/WN DLL! kQ R: Ze& [:UOY.

v DLL; teUOY.

v Firewall!- DLL; 3!UOY.
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ROOTDIR\samples\safemail!B ;k 8#7 C/WN, JdQ lu DO W

IBM Visual AgeM Microsoft Visual C++G Make File 9&! in V@OY.

ROOTDIR: 3! AN<: ?H! IBM FirewallG q% '!N )/PL 1

CQ p:d.TOY.

R: Ze [:

;k 8#7 C/WN: Y=z 0: ANd8T; .B UsrChecksB b

I; 8vX_ UOY.

int _Export UsrCheck(pCheckData Data);

LB ;k 8#7L !KX_ R |Zlm ^<v `L V; ' SafeMail T
L.~L! #bOB TB!TOY. L bI: |Zlm ^<v `; K

gOm, Xg ^<v! SafeMail TL.~L& kzO5O OAB fl 0;,
SafeMailL ^<v 3.& _\O5O OmZ OB flB 0L FQ *; .

OUOY.

SafeMail TL.~LM ;k :).J#G NMdL:! kQ O|Q 3m

: ROOTDIR\samples\safemailG usrcheck.cG yC Ze& |6OJC@.

!K bIG pCheckDataE3/vB ROOTDIR\samples\safemailG usrcheck.h
! .-- Gn VB C 86TOY. L 86!B SMTP -vG b_v W

q{v VRM [vEOB SMTP -v! kQ W.v) /|(8H GB q

8H)z 0: 3.I |Zlm ^<v! kQ _dQ $8! in V@O

Y. GQ L 86!B ;k 8#7L 9vG #b; O*G |Zlm ^

<v! ,|C05O XVB // s|Z! in V@OY.

DLL te

;k 8#7 C/WN! kQ R: Ze& [:R ', L& DDOOm DLL
N 5)X_ UOY. DLLG L': smusr.dllL Gn_ UOY.W.m

UsrCheckTB!L DLLNNM ]bGn_ UOY. DLL; CY#T te

OB% JdQ {}Q DDO W 5) :'!G 9B

ROOTDIR\samples\safemailG Sample make file; |6OJC@. Sample make
file: IBM VisualAge C++ W Microsoft Visual C! kX- &xKOY.

DLL 3!

O\ :x{8N smusr.dll; te_8i, L& Firewall! 3!X_ UOY.

smusr.dll; FirewallG \bin p:d.N 9gOJC@. W.m*- Windows
NT &n PN!- -q: &n |.Z& gkO), C/WNL NeG5O

IBM Firewall SafeMail -v& _\Q D YC C[OJC@.

IBM Firewall: Firewall \bin p:d.! yC smusr.dll; &xUOY. t

eQ smusr.dll; p:d.N 9gOb |! L DLLG L'; /fO), U

8N C/WN; &EQ fl L& YC 9xR v V5O OJC@.
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L e W Y= N e!- DDO/G L': N:O:6Y Y(OY. <

e pN 0: N !v DDO/& |6UOY.

&3e SafeMail C/WN RA.~n 3_ 0. 47
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&4e NW F+Lv C/WN RA.~n 3_ 0.

IBM Firewall NW pU: 8: ,sLp.G NW bI k- sZ& gk

O) v$Q DO! Nk $8& bOUOY. W/i fwlogmgmt mI; g

kO) @!H NW 9Zei; Vb{8N F+LjUOY. 8k

fwlogmgmt mI; Windows NT Scheduler!- G`C5OY. pz.N

fwlogmgmt mI: @!H NW 9Ze& p:d.N F+LjOm, Windows
NT P`(compact)mI; gkO) P`UOY. W/* NW F+Lv C

/WN; [:O) pz. F+Lj 6!& k<R v V@OY.

NW F+Lv C/WN [: f}

NW F+Lv C/WN; [:OAi Y=z 0L X_ UOY.

1. C/WN DLL! kQ R: Ze& [:UOY.

2. DLL; teUOY.

3. Firewall!- DLL; 3!UOY.

ROOTDIR\sample\logarch p:d.!B FirewallG pz. 6!& 9gOB N

W F+Lv C/WNG yC ZeM, C++k IBM Visual Age for C++! k

Q Make fileL in V@OY. ROOTDIR: 3! AN<: ?H! IBM
FirewallG q% '!N )/PL 1CQ p:d.TOY.

R: Ze [:

NW F+Lv C/WN: F+Lj bI; v`Ob 'O) FirewallL g

kOB n!v bIi; 8vX_ UOY. L/Q bIiG ANd8T:

ROOTDIR\sample\logarch p:d.G fwarch.h! $GGn V@OY.

L bI: F+LjN DO; _!Om, F+Lj!- DO; _bOg, F

+Lj& VE8N ;EOm, F+LjG DO; *-OB nG b;{N F

+Lj bI; 8vUOY.

L bIi! kQ Z<Q ;k: ROOTDIR\sample\logarch p:d.G fwarch.c
G yC Ze& |6OJC@.

DLL te

NW F+Lv C/WN! kQ R: Ze& [:R ', L& DDOOm

DLLN 5)X_ UOY. DLLG L': fwarch.dllL Gn_ UOY.

fwarch.h! *-H bIi: pN DLLNNM ]bGn_ UOY.

yC Ze& {}Q DLLN teXVB C++k IBM VisualAgeG Sample make
file; ROOTDIR\sample\logarch p:d.!- &xUOY.
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DLL 3!

fwarch.dll; :x{8N teQ D! L& Firewall! 3!OJC@.

fwarch.dll; ROOTDIR\bin p:d.! 9gOJC@.

FirewallG pz. fwarch.dll5 L p:d.! '!UOY. k< DLL; p

:d.! 9gOb |! Uz L DLL; iwX uE* Y% L'8N g

mmOJC@.

vg fwlogmgmt mIL G`Gv Jm V8g, pz. DLL; k<R ' IBM
Firewall NW pUL G`Gm Vv J=; .NOJC@. -q: &n |

.Z& gkO) IBM Firewall NW pU; _\Om, DLL; k<Q D! L

& YC C[OJC@.
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&5e m/G gkZ .N f} &x

L e!B m/G gkZ .N f} &x! kQ $8! *M V@OY.

gkZ &x gkZ .N

ROOT_DIR\bin\authsdk p:d.!B gkZ .N yCL in V@OY.w

TH DO: Y=z 0@OY.

v authschm.h -NWdL: $G DO

v authus.cpp -yC :4(scheme)! kQ R: DO

v gwauth4.lib - FirewallG sLj/.

v msvc++.mak - Microsoft Visual C MakeDO

v schmname.h -NMdL: $G DO

v vac++.mak - IBM Visual Age MakeDO

IBMG Visual Age! kQ gkZ .N yC; DDOOAi, Y= mI; g

kOJC@.

v nmake -f vac++.mak - DLL8`

v nmake -f vac++.mak install - DLL8` W 3!

v nmake -f vac++.mak clean -NC p:d. )0w

MircosoftG Visual C! kQ gkZ .N yC; DDOOAi, Y= mI

; gkOJC@.

v nmake -f msvc++.mak - DLL8`

v nmake -f msvc++.mak install - DLL8` W 3!

v nmake -f msvc++.mak clean -NC p:d. )0w

RA.~n 3_ 0.& gkO) gkZ &x gkZ .N :4 [:

IBM Firewall!-B ae D< gkZ .N 8H &0G kUL !IO5O

C/W N NMdL:& &xUOY.FirewallG gkZ .N :4 NMdL

:! C/WNOB gkZ .N :4; [:O) L& G`UOY.

Firewall gkZ .N AN<: 3d

Y= Firewall -q:!-B gkZ! Firewall -q:! W<:R v Vb |

! gkZ& .NX_ UOY.

v IBM Firewall 8: -v

v IBM Firewall AOC FTP pU

v IBM Firewall AOC HTTP pU

v IBM Firewall Z] pU

v IBM Firewall Socks-v
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Firewall!-B Y=G gkZ .N :4(scheme); &xUOY.

pN EN

gkZB Ws -q:NG W<:& ENUOY.

pN ck

gkZB '0v xL -q:! W<:R v V@OY.

Firewall O#

gkZB Firewall gkZ %LM#L:! $GH O#! kX '0

vKOY.

NT NWB O#

gkZB W Windows NT NWB O#! kX '0vKOY.

SecureNetKey
gkZ! AssureNet Pathways SecureNet0N .NKOY.

SecurID +e

gkZ! Security Dynamics SecurID8H +eN .NKOY.

gkH gkZ .N :4: gkZg W -q:g bX8N $GI v V

@OY.9& in, Firewall: gkZ JohnL IBM Firewall 8: -vN N

WBOAm R ', W Windows NT NWB O#! kX '0vG5O 8:

I v V@OY. W/* JohnL IBM Firewall Z] AOC& gkOAm O

i, John: W SecurID+e& gkO) .NKOY. W gL!, gkZ Mary
! IBM Firewall 8: -v! NWBOAm Oi, MaryB W Firewall O#

! kX '0vKOY. Firewall &x gkZ .N :4z " gkZ6Y L

i; $GOB f}! kQ Z<Q ;k: IBM eNetwork FirewallgkZ H

;-& |6OJC@.

IBM Firewall!- &xH gkZ .N :4\!5, Vk 33G gkZ &x

gkZ .N :4nv 3!R v V@OY. Li :4(scheme); [:O)

b8G 8H b]z s# [kR v V8g, FOi ae D< 8H %u!

- Li; .8O) W &0; Firewallz kUR v V@OY.

gkZ &x gkZ .N :4; wTO) FirewallG " gkZ :4: g

kZ .N :4 API& 8vOB DLL! GX %CKOY. Li APIB g

kZ .N :4!- Firewall! W Z<& nOOB f}z Firewall!- g

kZ .N d;; L :4! |^OB f}; $GUOY.

gkZ &x gkZ .N :4 [:

gkZ &x gkZ .N :4(scheme)[:: Y=G \hN 8:KOY.

v gkZ .N :4 API& 8vR R: Ze [:

v R: Ze& DLLN DDO W 5)

v Firewall! DLL 3!
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gkZ &x gkZ .N :4; [:OB % JdQ C R: lu DOz

sLj/. DOS8 FOs Microsoft Visual C++W C++k IBM Visual Age
! kX ?OQ Ze W ?OQ Make file5 ROOTDIR\bin\authsdk!- #;

v V@OY.

R: Ze [:

pg gkZ .N :4: Y=z 0: N !v \h& G`X_ UOY.

1. Firewall! W Z< nO

2. AuthSchmFn8v

Firewall ! nO: Firewall -q:! C[Gb |!, Firewall: \bin\authschm
-jp:d.!- #: pg DLL DO; NeOAm C5UOY." DLL
L NeGi, W Jb- g>: Firewall ! W Z<& nOOb 'X

registerAuthSchmLsB FirewallG Tv& #bX_ UOY.

registerAuthSchmTv ANd8T: authschm.h headerDO! $GGn V

@OY.LB authschm.h!-5 $GGn VB AuthSchmInfo86G wNM

N E3/v O*& kUOY. AuthSchmInfo86B FirewallL gkZ .N

d;; gkZ .N :48N |^Ob 'X #bX_ OB Xg AuthSchmFn
G VRM gkZ .N :4 L'; |CC5OY.

gkZ &x gkZ .N :4: Y= 3!v L' _ O*& gkX_ U

OY.

1. user

2. userauth2

3. userauth3

lu DO schmname.h! Li L'! kX $GH b# L'L V@OY.

9v gkZ &x gkZ .N :4(scheme)!- 0: L'; JdN OB

N 3G -N Y% :4(scheme)! kX F$R Jd! xL ?OQ Firewall
! 3!I v V5O, O] gkZ! gkI Li 3!v L' _ O*& v

$R v VT gkZ &x gkZ .N :4(scheme); 3hX_ UOY.

DLL Jb- g>L 9v:M AuthSchm; :x{8N #bO) #bZ!T

.OOm *i, DLL!-B gkZ .N d;; 3.R Xq! Gn_ UO

Y.L/Q L/N NX, DLL Jb- g>!-5 :4 m/G Jb-& G

`OB ML Jv{O v V@OY.

AuthSchmFn 8v: " gkZ .N :4(scheme) DLL: authschm.h! $

GH ANd8T; gkO) #bH Tv AuthSchmFn; 8vX_ UOY.

AuthSchmFnTv!B Q 3G E3/v, AuthReq 86G wNM! V@O

Y. AuthReq86B vg gkZ .N d;! |CH pg $8! in V

B #\Q C 86TOY.AuthReqB authschm.h! $GGn V@OY.

AuthReq86!B .N _N gkZG L', gkZ .N; d;OB Firewall
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8:dR/-q: W d;! |Q b8 $8! in V@OY.AuthReq86

G $8G O|Q .:. W 3m: authschmhH! VB L! |Q V.;

|6OJC@.

gkZ L'z Firewall 8:dR\!5, gkZ .N :4; 8vOB % V

n /w _dQ 3!v E3/v! AuthReq 86 ;! V@OY.

gwaput
LM: Firewall!- &xOB ]i(call back) g>G VRN-, gk

Z!T ^<v& |[X_ R '6Y gkZ .N :4!- gkR

v V@OY.9& in, gkZ .N :4L gkZ!T ARA.

^<v& _`X_ R fl, L :4: L& G`O5O gwaput E
3/v!- &xH TB!; #bOT KOY.gwaput ]i TvB

authschm.h! VB AuthSchmPut typedef! GX ANd8TKOY.

AuthSchmFnL L #b!- |^X_ OB E3/vG O|Q .:

.B AuthSchmPut typedef! kQ V.; |6OJC@.

gwaget
LM: Firewall!- &xGB ]i(call back) g>G VRN-, .N

Gm VB O] gkZG @d; KvX_ R '6Y gkZ .N :

4; gkR v V@OY.9& in, gkZ .N :4L gkZN

NM O#& rn_ R fl, L :4: L& G`O5O gwagetE
3/v!- &xH TB!; #bOT KOY.gwaget ]i TvB

authschm.h! VB AuthSchmGet typedef! GX ANd8TKOY.

AuthSchmFnL L #b!- |^X_ OB E3/vG O|Q .:

.B AuthSchmGet typedef! kQ V.; |6OJC@./w _dQ

O*G E3/vB ]b(echo) echoE3/vTOY. AuthSchmFn!
-B L E3/v& gkO) gkZG @dL gkZ!TN YC ]

bGn_ OBv )N& *8> v V@OY.

opaque_data
opaque_dataJeB AuthSchmFn! kQ #b; W ]i(call back)g
>! kQ #bz |CC0b 'X Firewall!- gkKOY.gwaget
GB gwaput g>; #bR ', AthSchmFn!-B AuthReq 86s!

VB g>8N |^Gz; 'M ?OQ opaque_data*; |^X_ U

OY.

gkZ .N :4L pg Firewall 8:dRM s#[kR v Vn_ QYB

!! /GOJC@.ON Firewall 8:dRB O] gkZMG 9vG '0

v/@d k-& vxR v V@OY.Li 8:dRB k-D Firewall 8:

dRsm UOY.ON Firewall 8:dRB W ANd]G /:8N NX O

*G '0v/@d8 vxR v V@OY.Li; q-k-D Firewall 8:d

Rs UOY.

gkZ &x gkZ .N :4(scheme): AuthReq 86G 8:dR Je!

GX %CH kN, L& #bOB Firewall 8:dR! {s W 0?; v$

R v Vn_ UOY. 8:dR JeG /?Q *: authschm.h! $GG

n V@OY.8:dR JeG vg /?Q *: Y=z 0@OY.
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% 23. 8:dR Je! /?Q *

AuthSchm.hG 8:dR b# Firewall 8:dR k-D/qk-D

AUTHSCHM_UNKNOWN ET GB NDOv xQ
Firewall 8:dR

k-D8N !$

AUTHSCHM_REMADMIN 8: -v k-D

AUTHSCHM_FTP FTPAOC qk-D

AUTHSCHM_TELNET Z] AOC k-D

AUTHSCHM_HTTP HTTPAOC k-D

AUTHSCHM_SOCKS_PWD O# .N; gkQ Socks
-v

qk-D

AUTHSCHM_SOCKS_CRAM CRAM.N; gkQ
Socks-v

k-D

AUTHSCHM_REMIPSEC x] ,sLp. IPSEC
-v(vg Windows NT!
- gkR v x=)

k-D

AuthSchmFn!- W 3.& Oa_8i, authschm.h! $GGn VB GWA
.O Ze _ O*M T2 #bZN .OX_ UOY.L .O ZeB g

kZ! :x{8N .NGzBv )NM 3.C @yG 8g )N& *8

;B % gkKOY.

% 24. GWA.O Ze

.O Ze GL

GWA_OK 3. _! @y! _}Ov JR8g,
gkZ! :x{8N .NGz@OY.

GWA_DENY 3. _! @y! _}Ov JR8*,
gkZ! W ZE; .NOB % GP
_@OY.

GWA_IOFAILURE gkZ!T ARA.& |[OAm O
E* gkZNNM @d; r8Am O
B _! @y! _}_@OY.O]{
8N ]i(call back) g>! @y! V
B fl, LML .OKOY.

GWA_BUFFERTOOSMALL AuthSchmFnTv! @d; vEOB %
fPw + v[& RgR v xz8G
N, gkZNNM @d; KvR v x
z@OY.

GWA_NOAUTHFN @y - gkZ .N :4! {}Ov J
=

GWA_FNNOTREG @y - gkZ .N :4! {}Ov J
=

GWA_RSVNAME @y- gkZ .N d;! 9`H L'
L in Vn, L gkZ .N :4
(scheme)! gkI v x@OY.

GWA_BADNETTYPE @y - gkZ .N :4! {}Ov J
=
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% 24. GWA.O Ze (hS)

.O Ze GL

GWA_BADAPP @y - gkZ .N :4! {}Ov J
=

GWA_BADADDR @y - gkZ .N d;! &xH VR
! /?Ov J@OY.

GWA_MEMSHORTAGE @y - ^p.& RgR v xz8GN,
gkZ .N d;L 3.I v xz@
OY.

GWA_USERDBFAIL @y - Could not query a required
dababase

GWA_REGFAILED @y - gkZ .N :4! {}Ov J
=

GWA_AUTHERROR @y - gkZ .N :4 m/ @y s
B

GWA_INTERNAL @y - gkZ .N :4G b8 @y
sB

AuthSchmFnL Firewall8N .OGi, .O Ze! GWA_OKN fl, gkZ

B .NG5O mAGg d;H -q:! kQ W<:! &xKOY.

GWA_DENYB @y! FQ sBN 3.Gv8, gkZB d;H -q:!

kQ W<:& ENUOY.Y% pg .O Ze! @y sBLg, gkZ

B d;H -q:! kQ W<:& ENUOY.

R: ZeN DDO W 5): R: Ze& DLLN DDO W 5)C,
authschm.h! $GH TB! L'; P.Ob 'X \bin\authsdk p:d.

! &xH gwauth4.lib& gkO) gwauth4.dll! DLL; 5)X_ UOY. G

Q, AuthSchmFnL DLLNNM ]bGv JBYB !5 _dUOY. C++k
IBM VisualAge W Microsoft Visual C++! kQ ON make DO:

\bin\authsdk p:d.!- &xKOY.

D L L 3! : O\ , D L L L :x{8N 8`Gz8i , L&

ROOTDIR\bin\authschm p:d.! 9gQ D, Firewall C:[; YC N.

OJC@. Firewall!- DLL; NeOAm C5Om DLLG gkZ .N :

4; nOOb 'X-B gNCL JdUOY.

pN T2 Vb: 57dLvG W2 1: gkZ .N :4(scheme)L NeG

B f}z gkZ .N d; 3.C 0 Tv #b; 8)]OY.
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gkZ .N -q:& gkX_ OB Firewall 8:dRB gwauth4sB Firewall
DLLz 5)UOY.gwauth4 dllL NeGi, W DLLEntryTerm g>L #b

Gn ROOTDIR\bin\authschm!- pg DLLG v`C Ne& C5OT KO

Y.gkZ .N :4L NeOB % GPR fl, LM: gwauth4 dllNy

! kQ @yN #VGv J@OY.gwauth4 dll: L/Q Ne C5& w

JN *-UOY.

gkZ .N :4G DLLEntryTerm g>L v`Gi, Li: gwauth4.dll! g

kZ .N :4; nOX_ UOY. LM: registerAuthSchm; #bO) G

`KOY.authschm dll: DLL!- vxOB " gkZ .N :46Y Qx

registerAuthSchm; #bX_ UOY.registerAuthSchmTvs!- |^H

AuthSchmInfo86B gkZ %LM#L:! zeH kNG gkZ .N :

4G L'; AuthSchmFnTvG TB!z ,|C5OY.nO TvB

W2 1. DLL Jb- W nO
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authschm dll!- JdQ 8- L 86& ggk/v$R v V5O L Tv

! |^H 86G g;; [:OT KOY.gkZ .N :4 DLL:

AuthSchmInfor865 X&X_ UOY.

registerAuthSchmTvB nOH pg gkZ Tv :4; *8;B 5)H

.:.& 8`X_ UOY.gwauth4G DLLEntryTerm g>: .:. ^?&

NULLN Jb-OT KOY. W1 D authschm DLL!- registerAuthSchm
Tv& #bOi, L TvB Y=; v`UOY.

1. |^H L'z ?OQ L'G Wq; #F gkZ .N :4 .:.&

:5UOY. ?OQ L'G WqL 8gOB fl, .:.!- L& h

&Q D W |CH pg bo5*; h&OJC@.

2. AuthSchmInfo86! {s AuthSchmEntry86& 8`Q D, L& gk

Z .N :4 .:.! _!OJC@.

3. nOL :x_Bv(GWA_OK) GB GP_Bv(GWA_REGFAILED)G %

C& #bZ!T .OUOY.

gwauth4G DLLEntryTermL " authschm dll!- v`C Ne& G`Om

authschm DLLL W gkZ .N :4(scheme); nOOi, gwauth4G
DLLEntryTerm g>L #bZN .OKOY. L ', Y% 8:dRB

gwauth4Tv& #bO) gkZ .N -q: d;; C[R v V@OY.

gwauth4.dllL pNeGi, DLLEntryTerm g>: >a 3.& 'X YC #

bKOY.>a& 'X #bGi, L g>: AuthSchmListW W |C bo

5*!- pg AuthSchmEntryWq; h&OT KOY. LM: gkZ .

N :4L Firewall8NNM W Z<G nO; kROv xO5O G`KO

Y.

gkZ .N d; 3.: Firewall -q:!- gkZ& .NX_ R fl,
L -q:!-B gwauth4.dll!- Tv& #bUOY.gwauth4!-B Xg #

b 8:dR!- $8& kOm Firewall gkZ %LM#L:& 68O) d

;; 3.OB % gkR gkZ .N :4G L'; G0UOY.

O\ gwauth4!- gkZ .N :4G L'; G0_8i, )b!-B :4

! kX nOH gkZ .N :4G Xg .:.& ?OQ L'! GX :

5UOY. ?OQ L'! GX nOH :4; #8i, vg d;; *8;

B AuthReq 86& 8`Om L'z |CH gkZ .N :4 DLLG TB

!; #bUOY.

gwauth4 AN<:!- #bH AuthSchmFnTvB d;; 3.Q D, O]

gkZMG k-! JdQ 8- gwagetW gwaput]i(callback); #bUO

Y.W 3.! OaGi, Xg .O ZeM T2 gwauth4N &n& .OU

OY.

gwauth4B {}Q NW 9Ze& [:O) gkZ .N d;; .--Q D,
gkZ .N :4(scheme) DLL!- vEQ .O Ze& |^OB d;L C

[GB Firewall 8:dRN YC .OUOY.
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&6e Make Key File /?.< gk(MKKF)

8H SSL W.v) ,a; 8:OAi, Uz Y=; G`X_ UOY.

v SSL! kQ gkZ 8: -v 8:

v 8H kE; 'Q 0 [:

v -v!- EZR8Q rootN v$J

v 0 DO O# sb

Jb -v 0, 0 5 DO W Nu d;; [:OAi MKKF& gkOJC

@.GQ MKKFB 0 58N Jb Nu; vEOm 0 DO O#& sb

OB % gkKOY.

0DO [:

L /?.<& G`R ' Windows NT |.Z h$; gkO) NWBX_

UOY.

1. ROOTDIR\configp:d.N !- Y=; TBO) 0 /?.<& C[

OJC@.

c:\program files\IBM\Firewall\config > mkkf

MKKF 0 |.Z
Copyright IBM Corp. 1996
All Rights Reserved

2. uNn 0 5 DO; [:OJC@.

0 5 ^:
vg 1CH 0 5: (x=)

N - uNn 0 5 DO [:
O - 0 5 DO -b
X - >a

mI; TBOJC@.n

uNn 0 DO; [:OAi '! %CH M33 ’n’; TBOJC@.

0 DO! gkR DOm; TBO5O AR.! %CKOY.SGG D

Om; gkR v V8g, .kyrN !*_ UOY.b;{8N, Firewall:
fwkey.kyrLsB DOm; #@OY.

0 5 DOG L'; TBOE*, ENTER 0& -/- pz. fwkey.kyr
; BNOJC@.

MKKF!- uNn 0 DO; [:Om 0 5 ^:& %CUOY.0 D

OL vg 1CH 0 58N *-J; /GOJC@.

3. uNn 0M Nu d;; [:OJC@.
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0 5 ^:
vg 1CH 0 5: fwkey.kyr

N - uNn 0 5 DO [:
O - 0 5 DO -b
S - 0 5 DO ze
A - Y% DON 0 5 ze
P - 0 5 DO O# 3$
C - 0 5 DO! kQ X6 DO [:
R - 0 5 DON Nu vE
W - 0 W Nu! kQ [w
X - >a

mI; TBOJC@.w

0 ^:N L?OAi '! %CH M33, ’w’& TBOJC@.

0 ^:
vg 1CH 0 5: fwkey.kyr
1CH 0 Wq: (x=)

L - [wR 0 *-/1C
C - uNn 0 W Nu d; [:
I - 8#H 0 DO!- 0 ]T
X - ^: >a

mI; TBOJC@.c

uNn 0& [:OAi '! %CH M33 ’c’& TBOJC@.

0& 0 DO! zeOAi, 0 DOL O#N 8#Gn_ UOY.

MKKF!- 0 DO; 8#OB % gkR O#& TBO5O AR.&

%CUOY.O#B TBR ' %CGv J@OY.MKKFB GQ O#

! 8aGBv )N& /@OY.'! %CH M33 ’n’; TBOJC

@.

0 DO! gkR O#& TBOJC@.
password
Ku; 'O) O#& YC TBOJC@.
password
O#! 8aKOn?
9G fl Y GB FO@G fl N; TBOJC@.
n
O#! :x{8N 3$KOY.
hSOAi ENTER 0& )#JC@.

MKKF!- [:R 0 /|; TBOsB ^<v& %CUOY.

Nu /| ^: 1C
S - PEM(Private Enhanced Message) Nu d; |D
P - PKCS10 Nu d; |D
C - kR

mI; TBOJC@.s

'! %CH M33 ’s’& TBO) PEM Nu d; |D; [:OJC

@.MKKF!-B Y=z 0L qn VB Nu; }:UOY.
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8H -v Nu [: ^:

vg Nu $8
0 L': (x=)
0 )b: 0
-v L': (x=)
6w: (x=)
6w \': (x=)
C/:: (x=)
V/5: (x=)
lmx#: (x=)
9!: (x=)

M - Nu Je v$
R - 0 W Nu d; [: Xq
C - kR

mI; TBOJC@.m

qn VB Nu; v$OAi ’m’; TBOJC@.uNn Nu! |Q

$8& TBO5O AR.! %CKOY.

v gkR L'; TBOJC@.L L': SGG .Z-O v V8g

MKKF /?.<!-8 gkUOY.

0 Wq! gkR L'; TBOJC@.

Firewall 0

v 0 )b& TBOJC@.IBM Firewall: MKKFG ]b !I v|8

; {gUOY.Vk 0 )bB 1024TOY.

1: 508
2: 512
3: 768
4: 896
5: 1024
xOB 0 )b! XgOB }Z& TBOJC@.

2

v Firewall! kQ O|Q T$- TCP/IP #:. L'; TBOJC@(9
: jupiter.raleigh.ibm.com).

-vG O| T$ TCP/IP 5^N L'; TBOE* GB
Je& xi8N NAi Enter 0& )#JC@.

jupiter.raleigh.ibm.com

v Nuz ,|C3 6w L'; TBOJC@(9& in, 8g L').

NuR 6w L'; TBOE* GB Je& xi8N
NAi ENTER 0& )#JC@.
AAA Inc.

v 6w \' L'; TBOJC@(9& in, N- L').
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NuR 6w \' L'; TBOE* GB Je& xi8N
NAi ENTER 0& )#JC@.
W.v) 8H &0

v Nu; gkR C& TBOJC@.

NuR :/C L'; TBOE* GB Je& xi8N NAi
ENTER 0& )#JC@.
RTP

v V GB 5& TBOJC@.

V: Nu gg! {s L JeB VR < 3G .ZN Lgn._ O

g, {s- N [ZG O]{N `ZB /?Ov J@OY.

NuR V/5 L'; TBOE* GB Je& xi8N
NAi ENTER 0& )#JC@.V/5B {n5 < 3G
.Z)_ UOY.

N.C.

v Nuz ,|C3 lmx#& TBOJC@(LM: zip ZeM 0@O

Y).

NuR lmx#& TBOE* GB Je& xi8N NAi
ENTER 0& )#JC@.
27709

v N [Z 9! Ze& TBOJC@.

NuR 9! Ze& TBOE* GB Je& xi8N NAi
ENTER 0& )#JC@.9! ZeB $.w N [Z)_ UOY.

US

MKKF!- gkZNNM pg $8& v}Om *i, Y=z 0L Nu

L %CKOY.

8H -v Nu [: ^:

vg Nu $8
0 L': Firewall 0
0 )b: 512
-v L': jupiter.raleigh.ibm.com
6w: AAA Inc.
6w \': W.v) 8H &0
C/:: RTP
V/5 N.C.
lmx#: 27709
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9!: US

M - Nu Je v$
R - 0 W Nu d; [: Xq
C - kR

mI; TBOJC@.r

Nu $8! @y! VB fl, v$OAi ’m’; TBOJC@.$8!

CY% fl, uNn 0M ,|H 0 DO; [:OAi ’r’ ; TBOJ

C@.

MKKFB Nu; zeOb 'Q DO; AR.UOY.SGG DOm;

gkR v Vv8, {s_ R A: T": 0 DOz 0: b; L';

gkOm .eZN .cert& _!OB MTOY.

Nu d;; zeR DO; TBOJC@.
fwkey.cert
3Nk 0 [: _...
3Nk 0! :x{8N [:Gz@OY.
Nu d; [: _...
Nu d;L :x{8N [:Gz@OY.
uNn 0& 0 DO! _! _S.
uNn 0M Nu d;L :x{8N [:Gz@OY.
hSOAi ENTER 0& )#JC@.

4. uN [:H 0& pz. 0N 3$OJC@.

0M NuL [:Gm *i, 0 ^:! %CKOY.uN [:H 0! 1

CH 0 Wq8N *-KOY.

0 ^:
vg 1CH 0 5: fwkey.kyr
1CH 0 Wq: Firewall 0

L - [wR 0 *-/1C
S - 1CH 0! |Q $8 %C
D - 1CH 0 h&
C - uNn 0 W Nu d; [:
I - 8#H 0 DO!- 0 ]T
E - 8#H 0 DON 1CH 0 ]b
F - 1CH 0& Xg 0 5! kQ pz. 0N 3$
U - 1CH 0G EZR8Q Root sB %C X&
R - 1CH 0! kQ Nu d; [:
X - ^: >a

mI; TBOJC@.f

0 DO!- uN [:H 0& pz. 0& 3$X_ UOY.L| 9

!- %CH M33 ’f’ & TBOJC@.6!& .NO5O AR.! %

CKOY.

0 ^:
vg 1CH 0: Firewall 0
L 0& pz. 0N 3$OZ@On?
9G fl Y GB FO@G fl N; TBOJC@.
y
0! pz. 0N 3$Gz@OY.
hSOAi ENTER 0& )#JC@.
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0! pz. 0N %CGm *i, 0 ^:! %CKOY.

0 ^:
vg 1CH 0 5: fwkey.kyr
1CH 0 Wq: Firewall 0

L - [wR 0 *-/1C
S - 1CH 0! |Q $8 %C
D - 1CH 0 h&
C - uNn 0 W Nu d; [:
I - 8#H 0 DO!- 0 ]T
E - 8#H 0 DON 1CH 0 ]b
F - 1CH 0& Xg 0 5! kQ pz. 0N 3$
U - 1CH 0G EZR8Q Root sB %C X&
R - 1CH 0! kQ Nu d; [:
X - ^: >a

mI; TBOJC@.x

’x’ & TBO) 0 ^:& >aOJC@.

5. 0 5 DON Nu; vEOJC@.

Y=z 0L 0 5 ^:! %CKOY.

0 5 ^:
vg 1CH 0 5: fwkey.kyr

N - uNn 0 5 DO [:
O - 0 5 DO -b
S - 0 5 DO ze
A - Y% DON 0 5 ze
P - 0 5 DO O# 3$
C - 0 5 DO! kQ X6 DO [:
R - 0 5 DON Nu vE
W - 0 W Nu! kQ [w
X - >a

mI; TBOJC@.r

V: FirewallL Nu q{8N SSL; gkOv J8GN, gkZ Nu;

Nu .N!- -m^; Jd! x@OY.

DOm; TBOE* Cert.txt& gkOAi ENTER 0& )#JC@.
fwkey.cert
LM: Z< -m NuTOY.0 DO! _!OZ@On?
9G fl Y GB FO@G fl N; TBOJC@.
y
NuL 0 5! _!Gz@OY.
hSOAi ENTER 0& )#JC@.

6. 0 DO! kQ X6 DO; [:OJC@.

NuL 0 5! _!Gm *i, Y=z 0L 0 5 ^:! %CKOY.

0 5 ^:
vg 1CH 0 5: fwkey.kyr

N - uNn 0 5 DO [:
O - 0 5 DO -b
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S - 0 5 DO ze
A - Y% DON 0 5 ze
P - 0 5 DO O# 3$
C - 0 5 DO! kQ X6 DO [:
R - 0 5 DON Nu vE
W - 0 W Nu! kQ [w
X - >a

mI; TBOJC@.c

0 DO! kQ X6 DO; [:X_ UOY.L| 9! %CH M3

3 ’c’& TBOJC@.MKKF!-B 0 DOmz 0: b; L'; g

kOm .eZN .sth& gkUOY.

X6H O# DOL fwkey.sth! zeKOY.
hSOAi ENTER 0& )#JC@.

X6 DOL [:Gm *i, 0 5 ^:! %CKOY.

0 5 ^:
vg 1CH 0 5: fwkey.kyr

N - uNn 0 5 DO [:
O - 0 5 DO -b
S - 0 5 DO ze
A - Y% DON 0 5 ze
P - 0 5 DO O# 3$
C - 0 5 DO! kQ X6 DO [:
R - 0 5 DON Nu vE
W - 0 W Nu! kQ [w
X - >a

mI; TBOJC@.x

L& 0 DO; gkR Xq! Gz@OY.MKKF& >aOAi '! %

CH M33 ’x’ & TBOm 0 DO /fgW; zeOAi Y=! %

CH M33 ’y’ & TBOJC@.

0 5 DOL /fGz@OY.zeOZ@On?
9G fl Y GB FO@G fl N; TBOJC@.
y
0 5L fwkey.kyr! zeGz@OY.
hSOAi ENTER 0& )#JC@.
#

7. 8: DO ;E.

0 DO; [:Q D!B fwcfgsrv mI; gkO) 8: -v E3/

v DO! 0 DOm; v$X_ UOY.

8: -v! kX SSL O#-& gk _N fl!B fwcfgsrv mI; g

kO) encryption=sslIG5 3$X_ UOY.

fwcfgsrv mI; gkQ D!B -v -q:& _vQ D YC C[O

JC@.

&6e Make Key File /?.< gk(MKKF) 65



66 Windows NTk IBM eNetwork Firewall: |6-



&7e .&Xa W Kg

L e!-B IBM Firewall 3$ W 8:C _}OB n !v xk{N .&

!G Xa f}; 3mUOY.

.&! _}Oi, Uz pvW l1x'& wTQ Firewall NW& [:O

) NW! |[H $8& C.JC@. Z<Q $8B 6dLvG :NWD

O |.;& |6OJC@.

3! W 3$

JM vx GP

.& 3m

Y=G @y ^<v& vEUOY.

JM vx KuL GP_@OY.Socket [: #bL GP_@OY.
fNm! VB DO GB p:d.! 8gOv J@OY.

L .&B 3! D Firewall; gNCOv J=8Na _bKOY.

GeGB 6!

Firewall; gNCOm }w& gC5OJC@.

fNv$ .&

IBM Firewall: IP fNv$ KgsB &qG 8H T$ k- sZ! bI

; &xOg, fNv$ .&& pvkOB % /kUOY.L .Nu; 0

:-Om, ,a 8:; 0:-Q Y=, ,a T" Nk; 0:-OJC@.

W1 D, Firewall NW& KgO) Firewall; kX L?OB pg P6!

|Q Z<Q $8& -wOJC@.

Uz IP VR& gkQ Y=, #:. L'; gkO) Li W:.& v`

OJC@..!HL VR& gkO) &kN fNv$Ov8 L'; gkO

) W8v J: fl, Z<Q $8B 69dLvG :DNS .&;& |6OJ

C@.

Firewall !- #:.& ping R v x=

.& 3m

W.v) NMdL:! &kN 8:Gn Vv J@OY.

GeGB 6!

n5 <& |C .-& |6OJC@.

.& 3m

q8H W.v)! kQ ,aL &kN 8:Gn Vv J@OY.
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GeGB 6!

5r; d;OAi NM] -q: &xZ!T .GOJC@.

.& 3m

8H W.v)! slMM ].H fl, Firewall!B Xg slM!

kQ ${N fN! 8gX_ UOY.netstat -rn; gkO) ${

fNv$; KuOJC@.

netstat -rn

ANd] h- 2G bB: Y=z 0@OY.

nrr.nrr.nrr.nrr
NM]! kQ slM& *8;g pz. fNTOY.pz.

fNB ${ fN(Flag=UG)TOY.

nnn.nnn.nnn
q8H 5^N; *8@OY. LM: NMdL: fN

(Flag=U)TOY.

nnn.nnn.nnn.nnn
q8H NMdL:& *8@OY.

sss.sss.sss
8H 5^N; *8@OY. LM: NMdL: fN(Flag=U)
TOY.

sss.sss.sss.sss
8H NMdL:& *8@OY.

ss1.ss1.ss1
W.v)G 8Hx -j5^N; *8;g srr.srr.srr.srr: Xg

-j5^N! kQ slM& *8@OY. LM: ${ fN

(Flag=UG)TOY.

127.0.0.1
gAi GB NC #:.TOY. LM: NMdL: fN

(Flag=U)TOY.

" NMdL:! kQ NMdL: g.! Vn_ Og pz. g.

B FirewallG q8H NP! VB slM& !.Q_ UOY.

q{v TL.~L C!W ....
pz. nrr.nrr.nrr.nrr UG
nnn.nnn.nnn nnn.nnn.nnn.nnn U
sss.sss.sss sss.sss.sss.sss U
ss1.ss1.ss1 srr.srr.srr.srr UG
127 127.0.0.1 U

W2 2. netstat -rnG yC bB.
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GeGB 6!

)/PG slM! ${ sl.& _!OJC@.slM |.Z!T

.GOJC@. sl. _! mI; gkOJC@.

.& 3m

8H NMdL:G -jW. 6:) GB ,a C5 _N #:.!

_xGz@OY.

GeGB 6!

,sLp.G 8: /?.<& gkO) 6:) 3$; $$OJC

@.

8H #:.NNM q8H #:.& ping R v x=(GB *5 :3)

.& 3m

Firewall! N"Q " slM!B Firewall; v* '!OB q{v W

.v)! kQ TL.~LN Firewall; v$OB ${ g.! in

Vn_ UOY.

GeGB 6!

slM |.Z!T .GOJC@.

.& 3m

8H W.v)! q8H W.v)!- RFC 1597! v$H 3Nk V

R& wTO) nOGv J: fNv$ !IQ VR& gkR fl,
P6: |[Z!T YC fNv$Gv J@OY.

GeGB 6!

nOH VR& !x ,sLp.& gkOJC@.

DNS .&

Firewall DNSB 8H L' -v& 68O) L'; XaUOY.8H L'

-vB 8H W.v)! VB pg L'; XaUOY.8H L' -vB

q8H L'! kQ d;; Firewall L' -vN |[UOY. Firewall L
' -vB d;; XaOb 'X q8H L' -v& 68UOY.

DNS .&B Firewall 6[G Y% 5*! 5b; Y v V@OY. .&!

miOT DNS! |CGv Jus5, DNS& !KOB ML A@OY.

Y=: .&& XaOb 'O) nslookup /?.<& gkO) L f}G

""G \h& H;OB n !v 9TOY.Li 9!-, Y=z 0: *;

gkUOY.

www.ibm.com
q8H W.v)! VB SGG #:.m; *8@OY.

nns.nns.nns.nns
q8H L' -vG VR& *8@OY.
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sns.sns.sns.sns
8H L' -vG VR& *8@OY.

host.secure.company.com
8H W.v) ;! VB SGG #:.m; *8@OY.

127.0.0.1
Firewall sG gAi VR& *8@OY.

Li *: 8: ,sLp.G 5^N L' -q: k- sZ!- r; v

V@OY.Xg ,@(exercise)!- [wR ' Li *L JdUOY.

V: nslookup mI: nslookupL 8H 5^N L'; .eOv xO5O #

:.m Y=! _!G !; d8UOY.

DNS! Fw /f3$Gv JR=

.& 3m

FirewallG DNS bIL 8:Gn Vv J@OY.

GeGB 6!

5^N L' -q: k- sZ& OaOJC@.

DNS 68 GP GB C# >a

.& 3m

Firewall kE. 6}L DNS P6 kz& ckOv J@OY.

GeGB 6!

8H T$ PNN L?O) DNS 68G BN .Nu; 3$Om k

E. 6}; YC 0:-OJC@.

nslookup www.ibm.com. nns.nns.nns.nns GP

.& 3m

q8H L' -v! %CH VR& gk _L FOE* &kN 8:

Gv JR@OY.

GeGB 6!

/?Q L' -v VR& DNS -q: &xZ!T .GOJC@.

nslookup www.ibm.com. 127.0.0.1 GP

.& 3m

Microsoft DNS -q:! G` _O v V@OY. -q: &n |.

ZN !- L -q:! v` _Nv G0OJC@.

GeGB 6!

-q: &n |.Z& gkO) DNS& C[OJC@.
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nslookup host.secure.company.com. sns.sns.sns.sns GP

.& 3m

8H L' -v! _\KOY.

GeGB 6!

L' -v& gC[OJC@.

nslookup www.ibm.com. sns.sns.sns.sns GP

.& 3m

8H L' -v! IBM Firewallz s# [kO5O &kN 8:Gv

JR@OY.

GeGB 6!

8: d8gW! kX-B IBM eNetwork FirewallgkZ H;-& |

mOJC@.

8: ,sLp.

-v! @dOv J=

.& 3m

8: ,sLp.M 8: -v! -N Y% pn& gk _TOY.

GeGB 6!

PNsG 8: ,sLp. NW!-, FirewallL 3!H pn& 1C

OJC@.

.& 3m

SSL O#-! &kN 8:Gv JR@OY.

GeGB 6!

SSLL ,sLp. NWB PN!- 1CGzBv .NOJC@. -

q: &n |.Z& gkO) Firewall 8: -v& _\Q D YC

C[OJC@.

.& 3m

FirewallG 8: -vG gkL _\Gz; v V@OY.

GeGB 6!

Firewall 8: -v! v` _Nv .NOJC@.

.& 3m

FirewallG 8: -v! q%X w.& pOMOm V; v V@OY.

GeGB 6!

c:\winnt\system32\drivers\etc\services& KgQ D, ` ibmfwrcs
1014/tcp& wTOBv .NOJC@. Y% w.!- -v& gk

OAB fl, ibmfwrcs 1014/tcp& KBT m}Om ,sLp.G N

WB PN! uNn w.& v$_Bv .NOJC@.-q: &n

|.Z& gkO) 8: -v& _\Q D YC C[OJC@.
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.& 3m

FirewallG kE. 6}L 8: -vMG kE; ckOv J; v V

@OY. LM: x] #:.!- G` _N 8: ,sLp.!8 5

b; L(OY.

GeGB 6!

8: ,sLp.! G`GB C:[z FirewallL G`GB C:[ #

,a; Ze-OJC@.8: ,sLp.B ,aG b_v)_ Om

Firewall: q{v)_ UOY./fgW; g}:O) 0:-OJC

@. Z<Q ;k:IBM eNetwork FirewallgkZ H;-& |mOJ

C@.

.& 3m

x] #:.NNM NWN; ckOv J5O 8: -v& 8:_@

OY.

GeGB 6!

fwcfgsrv mI; gkO) localonly E3/v! FO@N 3$Gn

VBv .NOJC@.

8: -v! NWBR v x=

.& 3m

Firewall!- .NH " gkZ L': nn gkZ .N f} _ O

*& gkO) 8:KOY.pg ENB Xg gkZ! kQ /$ -

q:G gk; ]vOB % gkKOY.

GeGB 6!

gk _N gkZmG 8H |. W q8H |. Je& 6gOJC

@.Li JeB Firewall gkZ! FQ |.Z! kX-8 /?U

OY.

kE. 6} JM

,a! v`H /fgWL 5bL L!v J=

.& 3m

kE. 6} 8:dR _ O*& /fX5 LiL 0:-I 'nv

B {kGv J@OY. LM: C:[ |. F!! 8H T$; w

TUOY.

GeGB 6!

,a 0:- k- sZ& gkO) 8:; g}:Q D 0:-OJ

C@.
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AOC -v

|[H %LM! x=

.& 3m

FirewallG AOC -q:! 3! D C:[L gN.I 'nv C[

Gv J@OY.

GeGB 6!

C:[; YC N.OJC@.

.& 3m

FirewallG kE. 6}: Firewall; kQ w" RkL FOs AOC

AN<:NG P6 e'; ckO5O 8:Gn_ UOY.

GeGB 6!

IBM eNetwork FirewallgkZ H;-! 3mH kN, " ONPG A

OC ,a; 8:OJC@.

!IQ fl g| $GH -q:(/w FTP .!H; gkO))& g

kOJC@.

xOB #:.! ,aR v x=

.& 3m

%LM! AOC& kO) |[Gv8 #:.! ,aGv J: fl,
,sLp.! &kN #:. L'; XaR v x@OY.

GeGB 6!

DNS zG BNL 8H T$ k- sZ!- gk !IQv W.m ,

a 8:L 0:-GzBv .NOJC@. Z<Q $8B 69dLv

G :DNS .&;& |6OJC@.

.& 3m

Firewall -q: _ O*! GX Firewall!- gkZ .NGm VB "

gkZ L'L )/ 3G gkZ .N f} _ O*& gkO) 8

:I v V@OY.pN ENB Xg gkZ! kQ /$ AOCG

gk; ]vOB % gkKOY.

GeGB 6!

8: ,sLp.G gkZ k- sZ!- gkZ h$G gkZ .

N 3$; 6gOJC@.

gkZ .N -q:

Windows NT |.Z h$L .NI v x=

.& 3m

Windows NT |.Z h$! kQ Firewall S:: fwdfadm F!!-

Firewall gkZ %LM#L:! zeKOY.
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GeGB 6!

fwdfadmL gkOAB -q:! kX CY% gkZ .N f} <.

Nv .NOJC@.

Firewall AOC gkZ! .NI v x=

.& 3m

Firewall AOC gkZ! Firewall gkZ %LM#L:! $GGn V

v J8i, fwdfuser L'L gkZG S:; $GOB % gkKO

Y.

GeGB 6!

fwdfuserG gkZ .N f}L gkZ! W<:OAB -q:! k

X CY#T $GGn VBv .NOJC@.

W.v) VR //

NAT ,aL [?Gv J=

.& 3m

NAT& 3$O) 0:-_8*, ,aL [?Gv J@OY.

GeGB 6!

fNv$ WLmG .&!L* NAT 8: .&!L V@OY.

NAT P6! kX sl.& 8:OB f}

.& 3m

NAT P6! kX 8:H sl.! x@OY.

GeGB 6!

q{v! VB Firewall U!- slMG ${ sl.& _!OJC

@.

NAT& =B % gkR v VB pvk x

.& 3m

NAT& =B % gkR v VB pvk x: +yTOn?

GeGB 6!

?{8N nOH VRG |.& _{R v VT X VB NAT Nk.

NW bI

NW bI /fgWL -v! {kGv J=

.& 3m

NW bI h& GB /fC, LB GUI!- [?GB M33 8Lv

8, -vs!- {kGvB J@OY.
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GeGB 6!

C:[; YC N.OJC@.

8m- /?.<

DO W<: _ @y _}:

.& 3m

Y=G mI; gkOi, 'G @y& < v V@OY.

db2 -vf fwschema.dll > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > sample.out

GeGB 6!

.ddl, .dat GB .dml DO! kX CY% O|Q T$- DOm; &

xOJC@.

%LM& %LM#L:! ]TOB _ @y _}

.& 3m

db2 -vf fwimport.dat>import.out mI!- rnx import.outDO!

B ]T _ O*! GP_E* NP{8N8 :x_=; vCOB ^

<v! in V@OY.

GeGB 6!

.&! _}Q ]T mI.! XgOB .msg DO; KdOJC@.

L DO!- W .&! kX u Z<Q ;k; K v V@OY. X

g .tbl DO!- |C 9Ze(i)& #F TB %LM& ll8m +

yL _xGzBv G0OJC@.9& ii, Y=z 0@OY.%L

M#L:!- q% -! qX v*!T iOn? q% - /|! k

X %LM /|L {}UOn? TB %LM! CY#T *8*v J

; fl, x! NW DO 9Ze& #F fwlogtblL .tbl DO 9Ze

& CY#T }:_Bv .NOJC@.

.&& XaR v xB fl, IBM -q: >M! .GOb |!

import.out DO, .msgDO, |CH .tbl DO W x! NW DO; z

eOJC@.
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NOA. ^<v

L NO!B AIXk IBM FirewallG ^<vM NTk IBM FirewallG ^<v

W N Firewall! xk{N ^<v! V@OY. GQ L NO!-B IBM
Firewall ^<v! |Q Y=G $85 &xUOY.

v ^<v |D- f}

v ^<v I"5 9'

v ^<v W 3m

^<vM W 3m; Kd_8* $8! u JdOi, 67dLvG :&7e .

&Xa W Kg;& |6OJC@.

^<v BW

ICA 9x0 3 m$ YL.

xxxx |' 0000 – 9999gLG }Z.

a I"5 vCZ.^<vB I"5 9'! GX PyKOY.

v i – $8

v w– fm

v e – @y

v s – I"5

}Z 0000 – 9999B hS Y=z 0: |VN PyKOY.

v 0000 – 0999'T f8

v 1000 – 1999JM

v 2000 – 2999AOC

v 3000 – 3999 Socks

v 4000 – 4999#bb

v 5000 – 8999gk!I

v 9000 – 9999O]/b8

^<v

ICA0001 f8 - count .N! GP_=.

3m: gkZ .N GP! kQ Sh* 6GL 87G

z@OY.

ICA0002 f8 - gkZ user_name! kQ count .

N! GP_=.

3m: /$ NW ^<v& (vOb 'Q Sh* 6G

L 87Gz@OY.

ICA0003 f8 - host IP address#:.! kQ

count.N! GP_=.

3m: /$ #:.G gkZ .N GP Sh* 6GL

87Gz@OY.
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ICA0004 f8 - count NWM T2 message_idW

q; BWOJC@.

3m: /$ NW ^<v& (vOb 'Q Sh* 6G

L 87Gz@OY.

ICA0005 NW pOM - ^p. N7.

3m: AN<:& G`R ^p.! N7UOY.

ICA0006 NW pOM - -q: DO W<: GP:

! errno

3m: etc/services!- fwlogmond Wq; #; v x@

OY.

ICA0007 NW pOM - socket [: GP: errno

3m: Socket; - v x= - @y ^<v& |6OJC

@.

ICA0008 NW pOM - bind() GP: errno

3m: Socket; YNeR v x= - @y ^<v& |6

OJC@.

ICA0009 Sh* $G DO; - v x=: errno

3m: Sh* $G DO W<: .&! - @y ^<v

& |6OJC@.

ICA0010 NW pOM - !m{N Pb @y: errno

3m: Socket!- Pb .&! - @y ^<v& |6O

JC@.

ICA0011 Sh* $G DOG sB& r; v x=

: errno

3m: Sh* $G DO W<: .&! - @y ^<v

& |6OJC@.

ICA0012 NW pOM pU >a.

3m: pU; _v _LE* >a E#& vE_@O

Y.L| NW ^<v!- Z<Q $8& &xUOY.

ICA0013 NW pOM!- >a E#& vE_=

3m: pUL >a E#& vE_8GN >aKOY.

ICA0014 NW pOM pU C[.

3m: pUL C[Gz@OY.

ICA0015 NW pOM! kQ pU; [:R v x

=: errno

3m: pU [: GP - @y ^<v& |6OJC@.

ICA0016 process id file; - v x= - pUL L

L 0? _O v5 V=.

3m: pUL AN<: id DO; - v x@OY.

ICA0017 AN<: id(process id)& file! bOR

v x=.

3m: pUL AN<: id& DO! bOR v x=.

ICA0018 NW pOM - %LM! x=.

3m: %LM xB P6L vEGz@OY.P6: h

&Gz@OY.

ICA0019 NW pOM - *: ;kL P{.BW!

h&J.

3m: %LM! N7Q P6L vEGz@OY.P6:

h&Gz@OY.

ICA0020 NW pOM - ICA BW -DL _x

J.

3m: -DL _xH %LM& !x P6L vEGz@

OY.P6: h&Gz@OY.

ICA0021 NW pOM - gkZ .N %LMG -

DL _xJ.

3m: -DL _xH %LM& !x P6L vEGz@

OY.P6: h&Gz@OY.
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ICA0022 Sh* $G DOG 8.L /?Ov J

=(invalid entry).

3m: Sh* DOG v$H WqL 8.{8N _xG

z@OY.

ICA0023 fwmail.conf DO; - v x=.

3m: fwmail.conf DO -b! GP_E* DOL qn

V@OY.

ICA0024 SMTP -vN ,aR v x=.

3m: SMTP -v! gk _LE* ,a; ENOm V

@OY.

ICA0025 f8 ^<v |Zlm |[! GP.

3m: v$Q VRN NW pOM f8 ^<v |Zl

m; |[R v x@OY.

ICA0051 NW DO log file nameG 88 OvB

unsigned short $v*Ln_ T.

3m: NW DOG 88 OvB /?Q $v*Ln_ U

OY.

ICA0052 F+Lj, log file nameG 88 OvB

unsigned short $v*Ln_ T.

3m: F+LjG 88 OvB $v*Ln_ UOY.

ICA0053 logmgmt.cfg!- NW DO, log file name

! kQ 9vG Wq: ckGv J=.

3m: logmgmt.cfg!- NW DO! kQ 9vG Wq:

ckGv J@OY.

ICA0054 $ Variables :DO; - v x@OY.

3m: logmgmt.cfgDO; - v x@OY.

ICA0055 logmgmt.cfg DO! /?Q WqL x@

OY.

3m: logmgmt.cfgDO! /?Q WqL x@OY.

ICA0056 NW ^<v ″$ Variables:″L(!) /?O

v J=.

3m: NW ^<v! /?Ov J@OY.

ICA1001 AN<: IDN DO; [:R v x=.

3m: DO fwlogd.pid [:C JM Nk pU!- @y

& ___@OY.

gkZ @d: p:d. /etc/security! '!OB DO C

:[; !KOJC@. x# N7 6GL 8gR v V

@OY.

ICA1002 cfgfilt ANW%zG kEL !IOv J

=.

3m: fwlogd.pid DOL [:Gv JR8GN, fwlogd p

Uz cfgfilt @k ANW%(JM &n! JdQ)zG k

EL !IOv J@OY.

gkZ @d: p:d. /etc/security! '!OB DO C

:[; !KOJC@. x# N7 6GL 8gR v V

@OY.

ICA1003 Nk pU Jb- hS.

3m: fwlogd pUL C[ AN<:& hSUOY.

ICA1004 fwlogdJM Nk pU (version.release9')

L date time! Jb-Gz@OY

3m: IP P6 Nk pUL C[Gz@OY. P6 N

kL gk !IOi pU fwlogdB syslog,NC4, DON

JdQ 9Ze& bOUOY.

ICA1005 v[ @vCNlN NO) filter_rule_no

P6 ^<v (i)& NWR v x=

3m: fwlogd pU JM NW v[! @vCNlGz@

OY.v$H JM T"! kQ P6; NWR v x@

OY.

gkZ @d: NW& .NOJC@.FirewallL -q:

EN C:[ x]; gOm VE* d8Gv J: ^<

v& bOOm VB MTOY. 9& in, NW [:;

fvOAi jNe3:. ^<v! NW &n <.!

no(l=n)N 3$H EN T"L Vn_ UOY.
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ICA1006 !m{ fwlogd @y - failing function: @

y ^<v

3m: %CH Tv G`C fwlogd -v GP, pUL >

aKOY.

gkZ @d: %CH C:[ .&& XaOm fwlogd&

gC[OJC@.

ICA1007 O' AN<:& PbR v x=: errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

gkZ @d: %CH @y! {s, v$ 6!& kOJ

C@.

ICA1008 setpgrp g>!- @y |[: errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

ICA1009 2x0 O' AN<:& PbR v x=:

errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

ICA1010 L pU: g. GQ8N G`X_ T.

3m: JM Nk ps: g. GQ 9' O!- C[G

n_ UOY.

gkZ @d: g. GQ 9'; gkO) gC[OJC

@.

ICA1011 ?N .eZ load_path& 68Ob 'Q

sysconfig #bL GP_=: errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

ICA1012 AIX ?N .e bI netinet& NeR v

x=, hSR v x=.

3m: netinet e! esLv! JM vx; wTOv J

@OY.

gkZ @d: Firewall Ze& 3!OJC@.ag{8

N, Ze! 3!Gn V; v5 Vv8 gNCL v`G

v JR@OY.

ICA1013 Socket [: #b GP: errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

ICA1014 AIX netinet e! esLv! JdQ 9

'L FT.

3m: netinet e! esLv W fwlogd pUL 0: 9

'L FUOY.

gkZ @d: f9; XaOm uNn Firewall 9';

3!Q D! gNCOJC@.

ICA1015 ioctl() #b(SIOCGFWLOG) @y: errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

ICA1016 vg v,H NW kb`D; !.C v

x=.

3m: _! $8B YN L| NW ^<vM ,|KO

Y.

ICA1017 SIOCGFWLOG ioctl() #b!- @y |

[.

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

ICA1018 !m{ fwlogd @y - failing function: C

:[ @y ^<v

3m: %CH Tv G`C fwlogd -v GP, pUL >

aKOY.

gkZ @d: %CH C:[ .&& XaOm fwlogd&

gC[OJC@.

ICA1019 rc internal_fw_return_codeN NQ 9b!

xQ @y >a.

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.
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ICA1020 !m{ fwlogd @y - failing function: .

O Ze = 0xfunction return code

3m: %CH Tv G`C fwlogd -v GP, pUL >

aKOY.

gkZ @d: %CH C:[ .&& XaOm fwlogd&

gC[OJC@.

ICA1021 -b @y /dev/ipsp_poif: errno

3m: %CH e! esLv! 3!Gn Vv J@O

Y.

gkZ @d: Firewall Ze! 3!Gn VB fl,

/tmp/rc/net.outDO!- !IQ @y ^<v& .NOJ

C@.

ICA1022 JM vx KuL GP_=.

3m: L ^<v L|! bOH @yN NX JM vx

; .NR v x@OY.

ICA1023 ioctl() #b(SIOCGFWLVL) @y: errno

3m: JM Nk ps C? _! %CH C:[ @y!

_}_@OY.

gkZ @d: Y= _ O*& v`OJC@.

v AIXG fl: CY% 9'G Firewall netinetpYL:

esLv! 3!Gn VBvM C:[L 3! LD!

gNCGzBv .NOJC@.

v OS/390G fl: CY% 9'G TCP/IP! 3!Gn V

BvM IPCONFIG FIREWALL 8: mI.z T2

C[GzBv .NOJC@.

ICA1024 DO 2b @y /etc/security/fwlogd.pid:

errno

3m: %CH C:[ errno8N NO), fwlogd! v$H

DO! 5 v x@OY.

gkZ @d: %CH .&!; v$Om JM Nk p

s; gC[OJC@.

ICA1032 JM T"L O(date) C(time)! ;EGz

=.

3m: IP P6 JM5 T"L ;EGz@OY.

ICA1033 JM vx (version.release9')L date

time! Jb-Gz@OY

3m: Firewall JM vxL Jb-Gz@OY.

ICA1034 JM vxL O(date) C(time)! q0:-

Gz=.

3m: IP P6 JM5L vg /etc/security/fwfilters.cfgD

O! $GH JM T"L FQ pz. JM T"; g

kOm V@OY.

ICA1035 P6 Nk sB! O(date) C(time)!

enabled/disabledN 3$Gz=.

3m: P6 Nk sB! /fGz@OY.^<vB v

g sB& C# RNz T2 %CUOY.

ICA1036 #:rule_noR: rule_type direction: interface

s:src_addr d: dst_addr p: protocol tag:

scr_port/icmp_type tag: dst_port/icmp_code

r:routed/local a: secure/non_secure f:yes/no

T:tunnel_id e:C/D/n l:packet_length

3m: 3.H IP P6z LM O!OB Xg JM T"

; K.B 9Ze& bOOJC@.L 9Ze! bOG

i, O!GB JM T"!-B NW &n! yesN 3$

Gn_ UOY.L/Q T"! BB IP P6L Q NP

Li, ports/icmp type/code$8B lu P6! kX %C

Gv8, lu P6\G P6G fl!B 08N %CKO

Y.

ICA1037 #:rule_no action src_addr src_mask

dst_addr dst_mask protocol logical_op

value logical_op value interface_type

routing directionl= log_control

f=fragment_controlt= tunnel_ID enc_alg

auth_alg

3m: JM T"L ;EGi, 0:-H T"L NW!

bOKOY.L NW ^<vB 0:-H T" _ O*&

3mUOY.

ICA1038 <G 0 #xL C[Gz8g, <G

socket w.: port_no W 6:M socket w

.:port_no& gkT.

3m: /etc/services! $GH kN, v$H UDP w. x

#& gkOB O#- MNL C[Gz@OY.
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ICA1039 T$L Y=z 0L (g)$GJ.

3m: DO /etc/security/fwpolicy& gkO) T$ 3,!

(g)$GKOY. Y=G `: uNn T$ 3,& 8)

]OY.

ICA1040 >Policy.: tunnel_origin tunnel_end

tunnel_ID encrypt_flag/authenticate_flag

3m: NWH `L /etc/security/fwpolicyDO!- Pt3

@OY.

ICA1041 \X:. ggL MN: tunnel_ID! kO

) h&Gz=.

3m: *-H ID! kQ MN \X:.! uLs [?

!IOv J@OY.

ICA1042 Y=z 0: MN \X:. gg(i)L

$GJ.

3m: Y= NW 9Ze! *-H M33, MN \X:

. ggL $GKOY.

ICA1043 >tunnel_ID:number, src_addr:IP_address,

dst_addr:IP_address, O#-:algorithm

3m: ^<vB 0:-H MN \X:.G /$ S:;

*-UOY.

ICA1044 #:. +nM fm: IP( IP Address) Qh

Jz.

3m: Firewall C:[z ,aOb 'Q 8H #:. C

5! J+ 9@OY.

C:[ 6!: ,a kz

ICA1045 TCP Qh Jz: IP Address(Port)->IP

Address(Port)L(!) ENGz@OY

3m: Firewall C:[! TCP <GL J+ 9@OY.

C:[ 6!: ,a EN

ICA1046 UDP Qh Jz: IP Address(Port)->IP

Address(Port)! ENGz@OY.

3m: Firewall C:[! UDP <GL J+ 9@OY.

C:[ 6!: ,a EN

ICA1047 W9L: b# fm : TCP <GL J+

9@OY.IP Address(Port)->IP

Address(Port)L(!) kzGz@OY

3m: Firewall C:[! TCP <GL J+ 9@OY.

C:[ 6!: ,a kz

ICA1048 Grace Period fm : UDP <GL J+

9@OY.IP Address(Port)->IP

Address(Port)L(!) kzGz@OY

3m: Firewall C:[! UDP <GL J+ 9@OY.

ICA1049 /?Ov J: ipsec P0v: s:IP Address

d:IP AddressANd]:Protocol

spi:Security Parameters Index

3m: Firewall; vET8Na IPSecP0vG 86-&

X&R v x@OY.

gkZ @d: MN $G! &kN ]bGzBvM "

Firewall!- 0:-GzBv .NOJC@.

ICA1050 tunnel_IDMN! kQ ggL h&Gz@

OY.

3m: *-H ID! kQ MN ggL u Ls [?!I

Ov J@OY.

ICA1051 Y= MN gg(i)L $GKOY.

3m: MN gg: Y= NW 9Ze! *-H M33

$GKOY.

ICA1052 >tunnel_ID:number, src_addr:IP_address,

dst_addr:IP_address, src_enc:algorithm

rem_enc:algorithm src_mac:algorithm

rem_mac:algorithm src_enc_mac:algorithm

rem_enc_mac:algorithm src_pol:policy

rem_pol:policy mode:transport_mode

3m: ^<vB 0:-H MNG m/ S:; *-UO

Y.

ICA1200 'G @yN NQ Nk pU >a.

3m: L ^<v L|! bOH @yN NO), fwlogd

pU; >aUOY.

C:[ 6!: IP JM NkL 0:-Gv J@OY.

gkZ @d: %CH @y& v$Om fwlogd& gC[

OJC@.
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ICA1260 termination E#& vE_8GN O(date)

C (time)! JM Nk pU; >aT.

3m: fwlogd pUL %CH >a E#& vE_8g _

\KOY.

ICA1305 \″K v x=[″]

3m: syslog! kQ IP P6 wKC, K v xB AN

d] gg; !x 9Ze& ___@OY.ANd] IP,

ICMP, TCP, UDPW IPSPB NDGB ANd]TOY.

IPSPB MN; kO) |^GB O#-H P6! kQ

IBM 3hTOY.

ICA1400 !m{ fwtimernat @y - failing function:

system error message

3m: fwtimernat -vB %CH bI!- GP_@OY.

fwtimernat -vB _\KOY.

gkZ @d: %CH C:[ .&& XaOm fwtimernat

& gC[OJC@.

ICA1401 !m{ fwtimernat @y - failing function:

.O Ze = 0xfunction return code

3m: fwtimernat -vB %CH bI!- GP_@OY.

fwtimernat -vB _\KOY.

gkZ @d: %CH C:[ .&& XaOm fwtimernat

& gC[OJC@.

ICA1402 !m{ fwtimernat @y - failing function:

error message

3m: fwtimernat -vB %CH bI!- GP_@OY.

fwtimernat -vB _\KOY.

gkZ @d: %CH C:[ .&& XaOm fwtimernat

& gC[OJC@.

ICA2000 IP_addressNNM IP_addressNG uNn

FTP <G(q8H gL.).

3m: q8H gL.NNM uNn ftp <G; C[UO

Y.

ICA2001 net ftp:IP_addressNNM gkZ name(K

v x=)! kQ gkZ .N! GP_

=.

3m: h$L xB gkZ! W.v)!- FTP AOC

& gkOA _@OY.

gkZ @d: AOC h$; 3$OAi Firewall |.

Z& |6OJC@.

ICA2002 network:host name!- authentication;(&)

gkO) gkZ name;(&) .NOB%

GP_@OY.

3m: Firewall!- v$H gkZ .N f}; gkO

) %CH gkZ L'; .NR v x@OY.

gkZ @d: Firewall |.Z& |6OJC@.

ICA2003 user name! kX 8:H )L x@O

Y.

3m: D0H gkZ! AOC NWN; C5_v8 $

GH NWN )L x@OY.

gkZ @d: Xg gkZ NWN ANDO; v$OA

i Firewall |.Z& |6OJC@.

ICA2004 0xhex_value!- K v xB (g L%.

& vE_@OY.

3m: pb tcpip_audit.c!- K v xB (g d;; v

E_@OY.

ICA2005 ,sLp.! 2b @y: errno.

3m: ,sLp.M kER v x@OY.bOH C:

[ ^<v& |mOJC@.

ICA2006 ptelnetd: auditproc: errno.

3m: Z] (g AN<:!- %CH @y& |[_

=.C:[ DOL UsGz; v V@OY.

ICA2007 ptelnetd: PP \h=value.

3m: K v xB @y! (vGz@OY.C:[ DO

L UsGz; v V@OY.
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ICA2008 IP_address!- q-Firewall gkZ name

L(!) Z]! inT@OY.

3m: Firewall h$L xB gkZ! Z] AOC& g

kOAm C5_@OY.

C:[ 6!: Q* .N; gkQYm !$OJC@.

ICA2009 /bin/login: errno.

3m: C:[ NWN _! !m{N @y! _}_@O

Y.%CH C:[ @y ^<v& |6OJC@.

ICA2010 IP_address(q8H)!- IP_addressN ,a

UOY.

3m: q8H NMdL:& kQ %CH IP VR# ,

a :x.

ICA2011 IP_address(8H)!- IP_addressN ,aU

OY.

3m: 8H NMdL:& kQ %CH IP VR# ,a

:x.

ICA2012 IP_addressNNM IP_addressNG uNn

FTP <G(8H gL.).

3m: uNn FTP <G; C[T.

ICA2013 IP_address!- IP_addressN uNn Z]

<G.

3m: uNn Z] <GL 3$Gz@OY.

ICA2014 IG valueL(!) vxGv J@OY.

3m: %CH C!W! vxGv J=, L| ^<v&

|6OJC@.

ICA2015 IG -valueL(!) vxGv J@OY.

3m: %CH C!W! vxGv J=, L| ^<v&

|6OJC@.

ICA2016 .p. gkZ ID \″name\″.

3m: %CH gkZ! kQ ftp ,a d;.

ICA2017 - in line; pvWUOY.

ICA2018 gkZ name! kQ SNK 0& #; v

x=.

3m: %CH user_ID! kQ SecureNetKey*; #; v

x@OY.

gkZ @d : !IQ NWN 8: .&! kO)

Firewall |.Z& |6OJC@.

ICA2019 gkZ name! kX SNK 0& &kN

P; v x=.

3m: %CH user_ID! kO) 8xvN SecureNetKey*

; P; v x@OY.

gkZ @d : !IQ NWN 8: .&! kO)

Firewall |.Z& |6OJC@.

ICA2020 /usr/bin/fwuserau GB /usr/bin/fwuserpt!

x=.

3m: gkZ &x gkZ .N f}; gkQ gkZ

.NL kRGz@OY.

C:[ 6!: gkZ .NL kRGz@OY.

gkZ @d: /usr/bin/fwuserauW /usr/bin/fwuserpt! 8

gOBvM R/Z! g.Nv .NOJC@.L G`

DOL x8i gkZB FirewallG n5 <hM #/I

v VB DDO/& gkO) G` DO; 8im

/usr/bin/fwuserau* /usr/bin/fwuserptN mmOJC@.

ICA2021 gkZ id name; gkO) x] #:.

name! ,a C5 _.

3m: uNn FTP ,a 3$L C5 _TOY.

ICA2022 x] #:. name! ,a C5 _.

3m: uNn FTP ,a 3$L C5 _TOY.

ICA2023 gk}: ptelnetd ns

3m: ptelnetpU C[C K v xB C!W! v$G

z@OY.

gkZ @d: C!W -n W/GB -s8; gkOJC@.

84 Windows NTk IBM eNetwork Firewall: |6-



ICA2024 network:host name!- method.N f};

gkO) gkZ name;(&) :x{8N

.NO4@OY.

3m: FW!- v$H gkZ .N f}; gkO) %

CH gkZ L'; .N_@OY.

ICA2025 network:host name!- method.N f};

gkO) gkZ nameL(!) NWNGz

@OY.

3m: FTP gkZ! NWNGz@OY.

ICA2026 current timeG n J D! gkZ nameL

C#>aGz@OY.

3m: v$H gkZ! kQ ,a C5! C#>aGz

@OY.W.v) fNv$ .&! _}_E* x] #

:.! gk !IOv J: MTOY.

ICA2027 time! x] #:. ,a.

3m: Firewall8NG Net ftp ,aL 3$Gz@OY.

ICA2028 IP_addressNNM IP_addressNG FTP ,

a C5! ENGz@OY. L C:[:

q8H gL.NNM FTP& vxOv J

=.

3m: O]{8N q8H NMdL:& kO) Firewall

! ,a; 3$OAB C5& *8@OY.

C:[ 6!: ,a EN.

ICA2029 ` line!- errno = -N C:[ @y.

3m: C:[ #b; G`OB _ .&! _}_@O

Y.

C:[ 6!: C:[ G`L $vJ

gkZ @d: NW& %COm errnoG GL& LXQ Y

= .&& XaX 8JC@. XaR v xB fl, IBM

-q:! .GOJC@.

ICA2030 ` line!- .O Ze = -N Tv #b.

3m: Tv #b! .&! _}_@OY.

C:[ 6!: @y |[

gkZ @d: NW& -wO), .O ZeG GL& L

XQ Y= .& Xa; YC C5OJC@.XaR v

xB fl, IBM -q:! .GOJC@.

ICA2031 sdi Tv #b creadcfg() rc = -.

3m: Tv #b! .&! _}_@OY.

C:[ 6!: @y |[

gkZ @d: sdi |6-!- 3m; #F 8JC@.

ICA2032 ,a UG.

3m: ftp ,aL UGGz@OY.

gkZ @d: <G; g3$OJC@.

ICA2033 sdi Tv #b sd_init rc = -.

3m: Tv #b! .&! _}_@OY.

C:[ 6!: @y |[

gkZ @d: sdi |6-!- 3m; #F 8JC@.

ICA2034 sdi Tv #b sd_check rc = -.

3m: Tv #b! .&! _}_@OY.

C:[ 6!: @y |[

gkZ @d: sdi |6-!- 3m; #F 8JC@.

ICA2035 setsockopt(): errno.

3m: setsocketopt#bC C:[ @y _}_@OY.

ICA2036 session idZ] <GL gkZ user idk

8N C[Gz@OY.(source IP

addr:dest IP addr).

3m: ^<vB ""G Z] <G; C[R ' }:K

OY.gkZ ID, b_v ip W q{v ip! pN Firewall

! _ KAx fl <GL C[KOY.<G idB

Firewall!- }:OB m/Q D0ZTOY.

ICA2037 gkZ fwdfuser GB fwdpuser! NWN

; C5Ov8, ckGv J=.

3m: fwdfuser W fwdpuserB 9`H gkZLg gk

R v x@OY.

C:[ 6!: NWNL ENGz@OY.

gkZ @d: |.ZB Xg h$; gk _N gkZ

& 6gX_ UOY.
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ICA2038 ttloop: Gn! _\J: errno.

3m: W.v) bB v[& $lB ?H @y! _}

_@OY.Gn AN<:! _\H M; *8@OY.

ICA2039 ttloop: Pb: errno.

3m: W.v) bB v[& $lB ?H @y! _}

_@OY.

ICA2040 O#! kQ gkZ .NL 3$J, gk

Z ID fwdfuser! kX none GB snkB

ckGv J=.

3m: fwdfuserB 9`H gkZ IDLGN gkZ .N

f}8N O#* none; gkR v x@OY.

C:[ 6!: NWNL ENGz@OY.

gkZ @d: |.Z! gkZ ID fwdfuser! kQ gk

Z .N f}; /fX_ UOY.

ICA2041 session idFTP <GL user idk8N C

[Gz@OY(source IP addr:dest IP

addr).

3m: ^<vB ""G FTP <G; C[R ' }:K

OY.gkZ ID, b_v ip W q{v ip! pN Firewall

! _ KAx fl <GL C[KOY.<G idB

Firewall!- }:OB m/Q D0ZTOY.

ICA2042 req_rsp_code! FW_AUTH_REQN _x

3$Gz=.

3m: fw_tn_authenticate! req_rsp_code& FW_AUTH_REQ

N 3$R v x@OY.

C:[ 6!: gkZ .N; kRUOY.

gkZ @d: fw_tn_authenticate& /fOm, sLj/.

fwuser.o& YC 8g Y=, Firewall! zeOJC@.

ICA2043 user_name! kQ O#& r; v x=.

3m: Xg gkZ! kQ gkZ .N /|L ’O#’

Lg O#& #; v x@OY.

gkZ @d: Firewall |.Z& |6OJC@.

ICA2044 -t! kO) v$H C#(value)L _xG

z=.

3m: *8*B C#*! }Z |' 0..9& ~n*B .

Z! in VE* ckGB Vk*; JzUOY.

ICA2045 IG -T! Firewall!- vxGv J=.

3m: %CH IGL vxGv J@OY.

ICA2046 IG -k! Firewall!- vxGv J=.

3m: %CH IGL vxGv J@OY.

ICA2047 IG -s! Firewall!- vxGv J=.

3m: %CH IGL vxGv J@OY.

ICA2048 IG -u! Firewall!- vxGv J=.

3m: %CH IGL vxGv J@OY.

ICA2049 K v xB C!W -value! +CKOY.

3m: %CH C!W! v$Gz8* NDGv J@O

Y.

ICA2050 K v xB E3/v value.

3m: IG8N v$H, %CH *L NDGv J@O

Y.

ICA2051 VRG adapt_addr // @y.

3m: %CH IP VR! /?Ov J@OY.

gkZ @d: DO /etc/security/fwsecadpt.cfg! UsGz

; v V@OY.DO; h&Om 8H NMdL:& g

8:Om JM& gJb-OJC@.

ICA2052 afopenL /etc/security/login.cfg& - v x

=: errno.

3m: gkZ& .NR v x=, %CH DO! kQ -

b @yS.
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ICA2053 8H NMdL: DO; - v x=.

3m: 8H NMdL:! 8:Gv JR@OY.

gkZ @d: 8H NMdL:! $GGn_ OB fl

Firewall mI/smit PN; gkO) 8H NMdL:& $

GOJC@.

ICA2054 enduserdb rc=value, errno.

3m: gkZ NWN ANDO $8& KvOAB _ %

CH C:[ @y Ze! vEGz@OY.

gkZ @d: NWN h$; KuOAi Firewall |.

Z& |6OJC@.

ICA2055 getpeername() (invocation name): errno.

3m: FTP pUL socketL'; #8AB _ C:[ @

y _}.

ICA2056 getsockname() (invocation name): errno.

3m: FTP pUL w. L'; #8AB _ C:[ @

y _}.

ICA2057 getuser q8H ) user_IDk rc=user_ID,

errno.

3m: FirewallG q8H NP8NNM ,a! kQ )

L'; KvOAB _ %CH C:[ @y Ze! vE

Gz@OY.

gkZ @d: gkZ NWN ANDO! kO) ); 3

$OAi Firewall |.Z& |6OJC@.

ICA2058 getuser 8H ) user_IDk rc=user_ID,

errno.

3m: FirewallG 8H NP8NNM ,a! kQ ) L

'; KvOAB _ %CH C:[ @y Ze! vEG

z@OY.

gkZ @d: Firewall |.Z!T .GO) gkZ N

WN ANDO! kQ ); KF8JC@.

ICA2059 ioctl(): errno

3m: SIOCSPGRP! kQ ioctl() #b!- C:[ @y.

ICA2060 ptelnetd: x/ ^p.! kQ ftok G

P.

3m: x/ ^p. <WU.& RgR v x@OY.

gkZ @d: Firewall |.Z!T .GOJC@.mi

Q ^p. .&!TOY.

ICA2061 ptelnetd: x/ ^p.! kQ shmat G

P.

3m: x/ ^p. <WU.& RgR v x@OY.

gkZ @d: Firewall |.Z!T .GOJC@.mi

Q ^p. .&!TOY.

ICA2062 ptelnetd: x/ ^p.! kQ shmget G

P.

3m: x/ ^p. <WU.& RgR v x@OY.

gkZ @d: Firewall |.Z!T .GOJC@.mi

Q ^p. .&!TOY.

ICA2063 setsockopt()(SO_DEBUG):errno.

3m: C:[ #b ’setsockopt’! %CH @y ^<v!

|[Gz@OY.

ICA2064 setsockopt()(SO_KEEPALIVE): errno.

3m: C:[ #b ’setsockopt’! %CH @y ^<v!

|[Gz@OY.

ICA2065 setuser rc=value, errno.

3m: %CH L/N C:[ #b! _xH .O Ze

! vEGz@OY.

ICA2066 E#(): errno.

3m: FTP pUL E# 3.b& 3$OAB _ C:

[ @y _}.

ICA2067 !m{ pftpd Jb- @y - bind(): errno

3m: pftpd -v Jb-! GPT, pUL >aGz@

OY.

gkZ @d: %CH C:[ .&& XaOm pftpd& g

C[OJC@.L @yG !e O]{N xN: %X

FTP w.(21)MG ,a; kbOm VB G Y% FTP p

UL VYB MTOY.
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ICA2068 !m{ pftpd Jb- @y - listen():

errno

3m: pftpd -v Jb-! GPT, pUL >aGz@

OY.

gkZ @d: %CH C:[ .&& XaOm pftpd& g

C[OJC@.

ICA2069 !m{ pftpd @y - main accept(): errno

3m: pftpd -v b; g>L GPT, pUL >aGz

@OY.

gkZ @d: %CH C:[ .&& XaOm pftpd& g

C[OJC@.

ICA2070 !m{ pftpd Jb- @y - socket():

errno

3m: pftpd -v Jb-! GPT, pUL >aGz@

OY.

gkZ @d: %CH C:[ .&& XaOm pftpd& g

C[OJC@.

ICA2071 ,aL E}Gz@OY.,aG Vk v

! 5^_@OY.

3m: <GG Vk v! LL 8gOb '.! pftpd -

v! Y% FTP <G; [:R v x@OY.

C:[ 6!: ,aL E}Gz@OY.

gkZ @d: b8 ,aL >aI 'nv bY0 D d

;; YC C5OJC@.

ICA2072 ftp 8: DO(filename)L gk !IOv

J=.

3m: ftp pUL v$Q FTP 8: DO; -A_8*

8gOv JE* - v x@OY.

C:[ 6!: ftp pU AN<L!- pz. 8:L g

kKOY.

gkZ @d: DOL 8gX_ OB fl, DO; [:

OE* ^<v! v$H '!N L?X_ UOY.

ICA2073 FTP pn%! kQ bo5*; .8R

v x=.

3m: FTP 8: DOG REPLYLANGUAGE mI.; %

COB% JdQ bo5*; .8R v x@OY.

C:[ 6!: 3.! hSKOY.

gkZ @d: 5* )b& u!C0E* 8: DOG W

q; (RC0JC@.

ICA2074 FTP config mI.! kQ AN<LL O

aJ: configuration statement

3m: ftp!- %CH 8: mI.; 3._@OY.

C:[ 6!: 3.! hSKOY.

gkZ @d: x=

ICA2075 user idk FTP (source IP addr:dest IP

addr), operation file name, numbytesYL

.. sid: session id.

3m: FTP <G; - ' ""G DO |[! kO) ^

<v! }:KOY.sidB <G C[C Firewall!- }:

OB m/Q D0ZTOY.

ICA2076 session idFTP <GL user idk8N >

aGz@OY (source IP address:dest IP

addr).duration J, numbytesYL..

3m: " FTP pUG !!- ^<v! }:Gz@O

Y. sidB <G C[C Firewall!- }:OB m/Q D

0ZTOY.

ICA2077 session idZ] <GL user idk8N >

aGz@OY (source IP address:dest IP

addr).numbytesYL..

3m: ^<v! ""G Z] <GL !/ ' }:KO

Y.sidB <G C[C Firewall!- }:OB m/Q D

0ZTOY.

ICA2078 AOC gkZ user! \}Gz= - C

(time)P?H /^ sB.

3m: gkZ <GL Vk ck /^ C#; Jz_@

OY.
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ICA2079 VG - IP_addressNNM IP_addressNG

.NGv J: ,a C5.

3m: O]{8N q8H NMdL:& kO) Firewall

! ,a; 3$OAB C5& *8@OY.

C:[ 6!: ,a EN.

ICA2080 FTP 8: DO ` lineG C3 column N

P!- 8. @y(reason) _}:

configuration statement

3m: &xH `G ftp 8: mI.! @y! V@OY.

@yG xNz @y! (vH '!! &xKOY.

C:[ 6!: mI.L +CKOY.

gkZ @d: FTP 8: DO!- mI.; v$OJC

@.

ICA2081 FTP 8: mI.L &xOB ^<v +

;NWB pN gkR v x=.

3m: REPLYLANGUAGE ftp 8: mI.L &xOB

^<v +;NW& -v x_@OY.,sLp. ^<v

+;NW& gkR v x@OY.

C:[ 6!: ,sLp. ^<v +;NW! C p:d

.!- 5nN C`KOY.

gkZ @d: FTP 8: REPLYLANGUAGE mI.G p

n p:d.M |CH " p:d.! +;NW DOL

VBv .NOJC@.GQ NLSPATH /f /v!

LANG /f /v(%L) W +;NWm(%N)G -jp:d

.& pN k<R v V5O CYN 3$GzBv .N

OJC@.

ICA2082 ftp LANG /f /v& sub-directoryN 3

$R v x=.L/: reason

3m: FTP pUL LANG /f /v& v$H -jp:

d.N /fOAB _ C:[ @y! _}_@OY.

C:[ 6!: 3.! hSKOY.98C Y% ^<v

& }:R v5 V@OY.

gkZ @d: &xH xN; gkO) LML C:[ @

yNv GB ANW!V @yNv )N& a$OJC

@.

ICA2083 p:d.G FTP ,sLp. ^<v +;

NW& - v x=: sub-directory, L/:

reason

3m: ftp pUL &xH -jp:d.! VB ^<v +

;NW& - v x@OY.&xH xN: catopen()!-

|[H errnoTOY.

C:[ 6!: 3.! hSKOY.98C Y% ^<v

& }:R v5 V@OY.

gkZ @d: &xH pn p:d.M |CH p:d.

! +;NW! VBv .NOJC@.NLSPATH /f /

v! LANG /f /v (%L) W +;NWm(%N)G -j

p:d.& pN k<R v V5O CYN 3$GzBv

.NOJC@.

ICA2084 C -jp:d.& kO) ftp ,sLp.

^<v +;NW! 5nN G`J.

3m: U- *-H @yN NX ftp pUL C -jp:

d.& gkO) ,sLp. ^<v +;NW& 5nN

G`_@OY.

C:[ 6!: pn& C ^<v +;NWN C`R v

VB fl 3.& hSUOY.C`R v xB fl, A

NW%L >aKOY.

gkZ @d: L| ^<v!- @y& v$OJC@.

ANW%L GQ 8gOB fl, C -jp:d.! ^<

v +;NW& [:Om NLSPATH /f /v& CYN

3$OJC@.

ICA2085 Process idpidk8N Z] <GL >aG

z@OY.(source IP address).

3m: ^<v! ""G Z] <GL !/ ' }:KO

Y.

ICA2086 gkZ DOL _x 8:Gz=; 0 key

! xB gkZ user).

3m: ftpd! gkZ DO!- d;H gkZ& #R8

* 0& #; v x@OY.gkZ DOL _x 8:G

n V@OY.

gkZ @d: L/Q .&& XaOAi Firewall m

I/smit PN; gkOJC@.
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ICA2087 ftpd! gkZ 8: DO!- gkZ user

& #; v x=.

3m: v$H gkZmL 8:Gv JRE* user.cfgD

OL UsGz@OY.

gkZ @d: L/Q .&& XaOAi Firewall m

I/smit PN; gkOJC@.

ICA2088 ftpd! gkZ 8: DO; - v x=.

3m: ftpd! gkZ 8: DO; - v x8GN fopen

! kO) v`Q #bL GP_@OY.

gkZ @d: gkZ 8: DO(b;{8N user.cfg)L

gk!IQv .NOJC@; Firewall mI/smit PN; g

kOJC@.

ICA2089 gkZ DOG gkZ GQ /|

(Authorization type)L WLm (struct tab2

authtab)G n0Q Wqz5 O!Ov

J@OY.

3m: v$H gkZG gkZ .N /|(user.cfg!- |

[H)L vxGB /|(EN,x=,snk,sdi,O# nz 0:)

z O!Ov J@OY.

gkZ @d: user.cfgDO +a: GB 8:; .NO

JC@; L/Q .&& XaOAi Firewall mI/smit P

N; gkOJC@.

ICA2090 user.cfg DOG KEY=DENY N NO) g

kZ user name’! kQ client ipNNMG

.N! GP_=.

3m: Firewall |.Z! 3$Q user.cfgDO gg8N

NO) gkZ .N! GP_@OY.

gkZ @d: Firewall |.Z& |6OJC@.

ICA2091 gkZG ’user name’L q8H w.

(Firewall ip)NG ftp& ckOv J=.

3m: gkZ! q8H w.(nsp)& kX Firewall -v

N ftp& C5_= - pg nsp gkZ!T /?Q GQ /

|8N {}w 8:H ’fwnsftp’ 0! Vn_ UOY

(user.cfgDO!).

gkZ @d: user.cfgDO +a: GB 8:; .NO

JC@; L/Q .&& XaOAi Firewall mI/smit P

N; gkOJC@.

ICA2092 ;N @y: nt_gwauth() GP.

3m: nt_gwauth()B 8k < *(AUTHENTICATED,

NOT_AUTHENTICATED GB DENY) _ O*& .OO

B% L fl! nt_gwauth! /?Ov J: ON $v&

.O_=.

ICA2093 ’user name’gkZB 8H w.(port

number)! ftpO5O ctGv JR@O

Y.

3m: gkZ! 8H w.(sp)& kX Firewall -vN ftp

& C5_= - pg sp gkZ!T /?Q GQ /|8

N {}w 8:H ’fwsftp’ 0! Vn_ UOY(user.cfgD

O!).

gkZ @d: user.cfgDO +a: GB 8:; .NO

JC@; L/Q .&& XaOAi Firewall mI/smit P

N; gkOJC@.

ICA2094 NWN GP: 9sQ |D: ″USER <user

name> Y= ″PASS <O#>″; invalid cmd

& vE_=.

3m: FTP ,sLp.! 9sH |D(PASS ’password’

per RFC959); |[Ov x_8GN gkZ .N! GP

_@OY.

gkZ @d: ″user <username>″; TBOJC@; $.Q

O#& TBOJC@.Firewall |.Z& |6OJC@.

ICA2095 NWN GP: (gkZ auth methodf};

kQ) gkZ ’user name’G client ip(,s

Lp. gL.)NNMG .N! GP_

=.

3m: _xH TB(v$H gkZ .N /|! kO)

,sLp.! GQ)8N NO) gkZ .NL GP_=

- gkZ! TBQ _xH O#, snk 0 n.

gkZ @d: Firewall |.Z& |6OJC@.

ICA2096 gkZ .N: (gkZ auth methodf};

kQ) gkZ ’user name’G client ip(,s

Lp. gL.)NNMG gkZ .NL

:x_=.

3m: gkZ .N; :x_@OY.
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ICA2097 httpd --> HTTP AOC -v v| HTTP

Proxy VersionC[ _.

3m: WWW W<:& 'Q HTTP AOC C[ _TO

Y.

ICA2098 httpd --> HTTP AOC -v >a _.

3m: WWW W<:& 'Q HTTP AOC >a _TO

Y.

ICA2099 httpd --> sB: <HTTP Status code> m4

_E <IP address>, d;Z <\″HTTP GET

request\″> <number of bytes> YL.k.

3m: AOC& kQ ON DO! kQ ,sLp.

HTTP d; sB. ″sB″ Ze*! kQ Z<Q ;k:

ds.internic.net; wTO) NM]G YgQ gL.!- g

kR v VB HTTP 1.0(RFC 1945)GB HTTP 1.1(RFC

2068) .-(GB RFC)& |mOJC@.

ICA2100 Socket VR! 0z 0=.

3m: NC d;!- _xH q{v VR! __Gz@

OY.

ICA2101 Socket VR h- @y: sin_family_type.

3m: NC d;!- _xH VR h- /|L __G

z@OY.

ICA2102 odm Jb- @y: odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_initialize() @y! _}_@OY.

ICA2103 odm pz. fN 3$ @y: odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_set_path()@y! _}_=.@j'. ,!:,

OCSvhost.

ICA2104 odm %LM#L: a] @y:

odmerrno.

3m: ODM(@j'. %LM |.Z)! kQ odm_lock()

@y! _}_@OY.

ICA2105 odm @j'. -b @y

Customized_Attribute: odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_open_class()@y! _}O4@OY.

ICA2106 odm object #b @y OCS_virtual_host:

odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_get_first()@y! _}_@OY.@j'. ,!:,

OCSvhost.

ICA2107 odm object ]b @y OCS_virtual_host:

odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_close_class()@y! _}O4@OY.@j'. ,!

:, OCSvhost.

ICA2108 odm %LM#L: a] X& @y:

odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_unlock()@y! _}_@OY.

ICA2109 odm >a @y: odmerrno.

3m : ODM(@j'. %LM |.Z )! kO)

odm_terminate()@y! _}_@OY.

ICA2110 L'0 -v .8 @y: errno.

3m: getservbyname()@y! _}_@OY.#:. N

WN pOM -q:, lmL /etc/servicesDO! &kN v

$Gn Vv J@OY.

ICA2111 byname() @y: errno.

3m: gethostbyname()@y! _}_@OY.#:. C

:[ L'L /etc/hosts! &kN v$Gn Vv J@O

Y.

ICA2112 _xH ANd] L': protocol_name.

3m: ODM @j'. ,!:, OCSvhost! v$H AN

d] L'L vxGv J@OY.
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ICA2113 LM! kQ socket -b @y: errno.

3m: NWN pOM! EVOB #:. C:[! kO

) socket()@y! _}_@OY.

ICA2114 NC VR YNy @y: errno.

3m: Xg OCS ke! kO) NC VR gkC bind()

@y.

ICA2115 LM! socket ,a @y: errno.

3m: NWN pOM! EVOB #:. C:[!

connect()@y! _}_@OY.

ICA2116 ANd] /| @y: protocol_type.

3m: #:. NWN pOMM kEOB% gkGB !

s MLN ANd] /|L /?Ov J@OY.

ICA2117 LM ^<v!- Malloc @y.

3m: !/ fL NWN pOM ^<v! kO) ?{

8N x#; RgR ' malloc() @y! _}_@OY.

ICA2118 LM! ^<v |[ @y: errno.

3m: CY% #:. e!& -b 'O) NWN pO

M! d;; |[R ' send()@y! _}_@OY.

ICA2119 LM!- ^<v vE _ @y: errno.

3m: NWN pOM! .N@d; |[R ' recv() @

y! _}_@OY.

ICA2120 LM!- sB @y: status.

3m: NWN pOMG .N@dL #:. e!! :x

{8N -.v JR=; *8@OY.

ICA2121 OCS |. e! -b @y: errno.

3m: OCS |. e!! :x{8N -.v JR@O

Y.

ICA2122 TBM ID N IP VR //L GP_=:

errno.

3m: ioctl() OCS_GET_TBMID@y! _}_@OY.

ioctl mI OCS_GET_TBMID! OCS |. e!!- GP

_@OY.

ICA2123 rlogin!- a$Q TBM ,a @y:

errno.

3m: ioctl() OCS_IS_TBM_CONNECTED@y! _}_

@OY. ioctl mI OCS_IS_TBM_CONNECTED! OCS

|. e!!- GP_@OY.

ICA2124 #:. ke! ,aGv J=: errno.

3m: !IQ #:. ke .:.!- Xg OCS ke

! ,aH #:. ke! x@OY.

ICA2125 ODM(@j'. %LM |.Z):

Customized_Attribute: odmerrno.

3m: ODM @j'. ,!:, CuAt(gkZ $G S:)

! kO) odm_get_list()@y! _}_@OY.

ICA2126 OCS #:. ke L'L ,|Gv J=:

hostnode_to_connect.

3m: CuAt(gkZ $G S:) WqL __Gzv8

hostnode/ocsnode! O!Ov J@OY.

ICA2127 #:. h-!- Malloc @y.

3m: !IQ #:. L'G h-! kO) ?{8N x

#; RgR ' malloc() @y! _}_@OY.

ICA2128 gkZ .N |! client ip(,sLp. g

L.)G gkZ! mI ’ invalid command’

; C5_=.

3m: gkZ .N; 'O) gkZmz O#& TBO

b |! gkZ! 6!& C5O4@OY - 3.& hS

OAi gkZ! Uz .NGn_ UOY.

gkZ @d: USER W PASSN NWN OJC@.

ICA2129 gethostbyname (invocation name): errno

3m: ftpd!- #:.m! XgOB #:. $8& r

8AB _ C:[ @y! _}_@OY.

ICA2130 client ip(,sLp. gL.)NNM gk

Z (username)! ’ invalid command’mI;

C5_@OY.

3m: v$H gkZ! _xH mI; C5_=.

gkZ @d: ″quote siteq{v″& v$R 'nv USER,

QUOTE SITE W QUIT mI8L ckKOY.
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ICA2131 user.cfg DOG @yN NO) gkZ

user name’! kQ client ipNNMG gk

Z .NL GP_@OY.

3m: Firewall |.Z! 3$Q user.cfgDO gg8N

NO) gkZ .NL GP_@OY(L| NW .N).

gkZ @d: Firewall |.Z& |6OJC@.

ICA2132 client ip(,sLp. gL.)NNM gk

Z ’user’! ’ invalid command’mI; C5

_@OY.

3m: gkZ! _xH mI; C5_@OY.L C!

!- /?Q mI: SITE, USERW QUIT STOY.

ICA2133 @y: function #bL instance:line!- G

P_@OY. WSAGetLastError

3m: O]{N @y ^<v; NW& .NOJC@.

ICA2134 K2: ftpd: connect() (instance!-)! IP,

WSAGetLastError! 5^R v x@OY.

3m: Connect()!- d;H VR& #; v x=;

WSAGetLastErroraz& .NOJC@.

gkZ @d: VR& YC .NOJC@ - DNS GB W

.v) @yO v5 V@OY.

ICA2135 %LM |[L OaGz@OY: bytesY

L. (_E3 source IP!-)vE; bytes

YL. [E ([E3 destination IP).

3m: L $8B /$ FTP <G _! \O %LM |

[; ]5UOY.W/* %LM |[L :x{8N O

aGv x_; v V@OY(GPQ #b vE GB |[

L VzBv NW& !KOJC@).

ICA2136 @y: CreateThread()! instance!- GP

_@OY: errno.

3m: ftpd! 29e& [:R v x@OY.

ICA2137 %LM ,a 3$; -v: source ip,s

Lp.: destination ip.

3m: %LM ,a; :x_@OY.

ICA2138 ^p. N7: pftpd: malloc( bytes): Tv

instance!- NULL *; .OUOY.

3m: fPQ ^p.& RgR v x= - mallocL NULL

; |[_@OY.

ICA2139 LogonUser() GP: reason.

3m: Windows NT(SAM) API LogonUser(O# .N; '

Q)! v$H xN(i)8N GP_@OY.

gkZ @d: Firewall |.Z!T .GOJC@.

ICA2140 httpd --> HTTP AOC gkZ .N

result Y= gkZk < user>, eR <

user ip>, kN network ... RC:< reason>.

3m: HTTP AOC! gkZ .N; C5_@OY.v

$H L/N NX W :xL* GP! )b! 8mGz

@OY.

gkZ @d: Firewall |.Z!T .GOJC@.

ICA2141 IP_address!- IP_addressN FTP <GL

_\KOY.

3m: Firewall8NG ftp <GL _\KOY.

ICA2142 fw_tn_authenticate! userid& :x{8N

.N_@OY.

ICA2143 fw_tn_authenticateL useridk8N gkZ

ID& .NOB% GP _@OY.

3m: fw_tn_authenticate! v$H gkZ ID& .NR v

x@OY.

C:[ 6!: NWNL ENGz@OY.

gkZ @d: fw_tn_authenticate! Nk bIL VB f

l, xN; a$OAi |.Z n: NW DO; 6gX

_ UOY.

ICA2144 fw_tn_authenticate! :x{8N .OG

v JR=.

3m: fw_tn_authenticate!- |[Q *L 0L FUOY.

Tv fw_tn_authenticate! )tGz; v5 V@OY.

C:[ 6!: NWNL ENGz@OY.

gkZ @d: 0L FQ *; |[Q {L VBv KA

i fw_tn_authenticate& Z<w 6gOm _}Q fl v

$OJC@.XgOB fl, sLj/. fwuser.o& YC

8g Y= Firewall! zeOJC@.
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ICA2145 C:[L DO filenameG ` linenumber!

.O Ze rc& |[_=.

3m: C:[ #bL GP_@OY.sLj/. fwuser.o

! x; v5 V@OY.

C:[ 6!: gkZ .NL kRGz@OY.

gkZ @d: /usr/lib/fwuser.o! 8gOBv .NOJC

@.8gOB fl, IBM k%N! .GOJC@.

ICA2146 IBM-&x fwuser.o! 3<Gv JR=.

3m: gkZ ZEG fwuser.oN k<Ov JR8GN

IBM-&x fwuser.o& gk _TOY.

C:[ 6!: gkZ .NL kRGz@OY.

gkZ @d: gkZ &x gkZ .N; gkOb '

O) gkZ& $GQ fl ZEG gkZ .N; [:

O) DDOX_ UOY.IBM-&x fwuser.oB pg

q-AIX W q -Firewall gkZ! kQ W<:& ENU

OY.

ICA2147 fwtelnet: gkZ user id! dest IP addr

(8Hx)NNM source IP addrN !C{

N Z] <G; C[_=.

3m: ""G !C{N AOC <G(fwtelnet) C[C ^

<v! }:KOY.<G: gkZ id, b_v ip W q

{v ip! pN Firewall! KAvi C[KOY.8Hx

!- C[H <G8L ckKOY.

C:[ 6!: !C{N Z]; ckUOY.

ICA2148 VG -- gkZ user id! kQ source IP

addr(q8H x)8NNM dest IP addr!

kX gkZ .NGv J: ,a C5!

ckGv J=.

3m: O]{8N q8H NMdL:& kO) Firewall

! ,a; 3$OAB C5& *8@OY.

C:[ 6!: ,a EN.

gkZ @d: !C{N AOC& gkO) 8Hx!-

Z] ,a; v`X_ UOY.

ICA2149 fwtelnet: source IP addrNNM dest IP

addrN !C{N Z] <G; C[OB

?H LOGIN_ADAPTER_ERROR ! _}

_@OY.

3m : q _ c h e c k _ s e c u r e ( 0 ); #bR '

LOGIN_ADAPTER_ERROR! _}_@OY.

C:[ 6!: ,a EN.

gkZ @d: 8H npM& .NOJC@.

ICA2150 Pftpd @y - failing function: .O Ze

= 0xfunction return code

3m: pftpd -v! %CH Tv!- @y& ___@O

Y.pUL >aKOY.

gkZ @d: %CH C:[ .&& XaOm pftpd& g

C[OJC@.

ICA2151 NWNL ENJ.

3m: L ^<vB NWNOAm C5Ov8 ckGv

J: gkZ!T %CKOY.

ICA2152 fwlogin: device! 2v x_=.

3m: e!! 5 v x@OY.

ICA2153 fwlogin: deivceNNM Pv x_=.

3m: e!& P; v x@OY.

ICA2154 reason.&N portnamesG @y.

3m: L Firewall! .&!L _}_@OY.

ICA2155 Pftpd @y - failing function: system error

message

3m: pftpd -v! %CH Tv!- @y& ___@O

Y. pUL >aKOY.

gkZ @d: %CH C:[ .&& XaOm pftpd& g

C[OJC@.
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ICA2156 VG -- gkZ user id! q8H NP

source IP addr!- dest IP addrNG !C

{ FTP& gkOA _8* ckGv J

R=.

3m: O]{8N q8H NMdL:& kO) Firewall

! ,a; 3$OAB C5& *8@OY.

C:[ 6!: ,a EN.

gkZ @d: !C{ AOC& gkO) 8H NP8N

NM ftp& v`X_ UOY.

ICA2157 source IP addrG user idgkZB dest IP

addr! !C{ AOC& gkO5O c!

Gv JR@OY.

3m: O]{8N !C{N AOC! 8:Gv J: f

l Firewall! kQ ,a; 3$OAB C5& *8@O

Y.

C:[ 6!: ,a EN.

gkZ @d: fwtpproxy ftp = on8N 3$

ICA2158 IG valueL 2.T v$Gz=.

3m: %CH C!W! 2.T v$Gz@OY.

ICA2159 -t IG! kO) C#>a *L v$G

v J=.

3m: -t IG! kQ C#>a *; &xX_ UOY.

ICA2160 network:hosst name! :user IDgkZk O

#! /fGz@OY.

3m: FTP gkZ! O# %LM#L:!- ZEG O

#& :x{8N /f_@OY.

C:[ 6!: x=

gkZ @d: x=

ICA2161 gkZ user ID! network:host name8N

NM 8aH O#& gkO) NWN;

C5_=.

3m: FTP gkZ! 8aH O#& gkO) Firewall!

kQ ,a; 3$OAm C5_@OY.

C:[ 6!: FTP NWN /?: KuL GP_8g g

kZ! FTP mIn )N 9MUOY.

gkZ @d: gkZB FTP USERmI; kO) GB

FTP ,a; YC 3$Om ″old_password/new_password/

new_password″ |BG O# .Z-; |^O) /?: K

u; YC C5X_ UOY.

ICA2162 network:hosst name! :user IDgkZk O

# /fL GP_@OY.

3m: FTP gkZ! O#& /fOAm C5_8g O

# /?: Ku g>L GP_@OY.!IQ GP xN

!B Y=L wTKOY.: - _xH ″L|″ O#! v$

Gz=, - ″uNn″ O#! Q x8 v$J, - ″uNn″ O

#! gkH N fl! O#! -N O!Ov J=, G

B - O#& P.OB% gkGB P.Z! ″/″! FT.

C:[ 6!: FTP O# /?: KuL GP_8g g

kZ! FTP mI )N 9MUOY.

gkZ @d: O#& KuOB FTP -vG /?: g

.N C5! &kN TBGz@OY..&! vSGi

-q: k%N! .GOJC@.

ICA2163 safemaild! C[J.

3m: safemaild! C[KOY.

ICA2164 safemaild! _vJ.

3m: safemaild! _vKOY.

ICA2165 Z] <GL NM4.Gz=.

3m: Z] <GL >a _Lv8, DLA!- <G $

8& KvR v x@OY. F65 <G: ,sLp.!

GX C[ _! NM4.Gz8g, {s- <GL O|

w Jb-Gv JR@OY.

ICA2166 user idgkZk8N attributeS:; Kv

R v x@OY..O Ze = return

code.

3m: gkZ .N -q:! v$H gkZ! kQ g

kZ %LM#L:NNM v$H S:; KvR v x@

OY.C:[ 6!: gkZ .N! GPUOY.

gkZ @d: C:[ |.Z!T .GO) gkZG %

LM#L: 9Ze& v$OJC@.

ICA2167 network typeG client address!- service

! kQ authentication scheme; LkQ

user idgkZ .NL GP_@OY.

3m: v$H gkZ! v$H gkZ .N f}; g

kO) v$H -q:! kX .NGv x_@OY.g

kZB %CH VRM W.v) /|8NNM -q:&

d;_@OY.C:[ 6!: gkZ .N! GPUOY.

gkZ @d: C:[ |.Z!T .GOJC@.

NOA. ^<v 95



ICA2168 bo5* N78N service! kQ user id

.N! GP_=.

3m: gkZ ID! gkZ .N AN<L _! ^p.

Rg GPN NX -q:! kX .NGv x_@OY.

C:[ 6!: gkZ .N! GPUOY.

gkZ @d: C:[ |.Z!T .GOJC@.

ICA2169 network:host name!- method.N f};

gkO) servicek gkZ name;(&) :

x{8N .NO4@OY.

3m: FW!- v$H .N f}; gkO) d;H -

q:! kX %CH gkZ L'; .N_@OY.

ICA2170 service! kQ user idgkZ .NL GP

_@OY.auth method! Firewall! nO

Gn Vv J@OY.

3m: gkZ ID! -q:! kX .NGv x_@O

Y.d;H gkZ .N f}: Firewall! nOGn V

v J@OY.C:[ 6!: gkZ .N! GPUOY.

gkZ @d: C:[ |.Z!T .GOJC@.

ICA2171 h$ user_nameL 8bH O#N NX a

\ V=.

3m: O#! 8bGz8g /fGv JR@OY.L h

$: a\ V@OY.

C:[ 6!: Xg h$: a\ V8g Firewall O# g

kZ .N: GPUOY.UserRes

ICA2172 h$ user_name: a\ V@OY.

3m: L h$: a\ V@OY.

C:[ 6!: Xg h$: a\ V@OY.Firewall O

# gkZ .N: GPUOY.

gkZ @d: h$ a]X&! kX Firewall |.Z!

T .GOJC@.

ICA2173 gkZ! 9`H gkZ L' user id&

gkO) NWNOA _=.

3m: gkZ! &xQ ID! Firewall! GX gkL 9

`Gz@OY.

C:[ 6!: NWNL ENGz@OY.

gkZ @d: |.ZB L gkZ L'; gk _N g

kZ& 6gX_ UOY.

ICA2174 ;N AN<L @yN NX network type

G client address!- service! kQ

authentication scheme; LkQ user idg

kZ .NL GP_@OY.

3m: v$H gkZ! v$H gkZ .N f}; g

kO) v$H -q:! kX .NGv x_@OY.g

kZB %CH VRM W.v) /|8NNM -q:&

d;_@OY.gkZ .N d;: ;N AN<L @y

N NX GP_@OY. C:[ 6!: gkZ .N! G

PUOY.

gkZ @d: C:[ |.Z!T .GOJC@.

ICA2175 gkZ user name! kQ Windows NT

LogonUser #bL GP_@OY.V>

@yB last errorTOY.

3m: v$H gkZ L'L Windows NT LogonUser API

#b! GX .NGv x_@OY.Windows NTB

LogonUserGP D! 6v7 @y& 8m_@OY.C:

[ 6!: gkZ .N! GPUOY.

gkZ @d: C:[ |.Z!T .GOJC@.

ICA2176 K v xB gkZ .N :4(scheme)

authentication scheme: network!-

component& gkO) user namek8N

$GGz@OY.

3m: v$H gkZ .N :4(scheme)L v$H W.

v)NNM v$H Firewall 8:dR& gkO) v$H

gkZ! kX $GGz8* L gkZ .N :4

(scheme): vg Firewall! nOGn Vv J@OY. C

:[ 6!: gkZ .N d;L GPUOY.

gkZ @d: C:[ |.Z!T .GOJC@.

ICA2177 SafeMail ,a 0xsession ID:(B) socket

peer name!- vEGz@OY.

3m: SafeMailL *-H Gn L'8NNM NYne ,

a; vE_@OY. _{; 'X %CH ,a ID x#

! RgGz@OY.(pvW 9')

C:[ 6!: L ,a; 3.Ob 'X 29e! p:

P!Gz@OY.
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ICA2178 SafeMail <G 0xsession ID: sender’s IP

address!- recipient’s IP address8(N)

8`Gz@OY.

3m: SafeMailL vEZ |Zlm -vMG "K; 3

$_8g |Zlm |[ Xq! OaGz@OY.($8

9')

C:[ 6!: %LM |[L p C[KOY.

ICA2179 SafeMailL sending server’s address!-

receiving server’s addressN Oxsession ID

,a; 'X message sizebytes |[Gz

@OY.

3m: SafeMailL *-H N |Zlm -v gL!- ^

<v& :x{8N |^_@OY.L <G: U-

ICA2166 ^<v!- &CGz@OY.L ^<v!B %

CH YL. v! wTGn V@OY.($8 9')

ICA2180 SafeMailL <G 0xSession ID& sender’s

address!- _\O4@OY.

3m: SafeMailL %CH <G! [EGm VB |Zl

mG |[; EN_@OY.($8 9')

C:[ 6!: <GL _\Gz@OY.

gkZ @d: Nk l1x' 9'; u!CQ ;u Z

<Q x\ $8& r8JC@.

ICA2181 SafeMailL <G 0xSession ID& reason

codeN NX _\O4@OY.

3m: SafeMailG b; AN<-B 1w @y sB! _

_Gz8GN %CH <G; >a_@OY.L/ Ze!

B Y=L wTKOY. \01 - vEZ |Zlm -v&

#; v x@OY. \02 - [EZ! N q8H -v# |

Zlm fN& v$OA UOY. \03 - vEZ |Zl

m -v! ,a; ENUOY.YnGz; v V@O

Y. \04 - vEZ |Zlm -v! |Zlm vE; E

NUOY. \05 - O* LsG ,aL C# >aGz@

OY.[E_N GB \vE_N |Zlm -v! YnG

z; v V@OY. \06 - recv()! 0 YL.& ]/_@

OY.[E_N GB vE_N |Zlm -v! \YnG

z; v V@OY. \07 - recv()! =v& ]/_@OY.

[E_LE* vE_! \|Zlm -v! YnGz; v

V@OY. \08 - @y mIL v*!T 9L vEGz

@OY. \09 - select()! =v& ]/_@OY.[E_N

GB vE_N |Zlm -v! \YnGz; v V@O

Y.@404C^<v! pvW 9'! bOKOY.

C:[ 6!: ,aL _\Gz@OY.

ICA2182 SafeMailL <G 0xSession ID& /?Ov

J: SMTP commandmI'.! EN_

@OY.L/ Ze reason code.

3m: SafeMailG mI /?: Ku -jg>L /?O

v JE* 'hQ mI; ___@OY.L/Q L/ Z

eB " SMTP mI!- ^s}OY. IBM Firewall v

x % dLv& |mO) vg *; #F 8JC@. (p

vW 9')

C:[ 6!: ,aL _\Gz@OY.

gkZ @d: H|Om /?Q $8! [EG5O [E

_N |Zlm ,sLp. GB [E _N |Zlm -

v& v$OJC@.

ICA2183 httpd --> HTTP AOC 8: DO

(filename)L gk !IOv J=.

3m: HTTP AOC pUL v$H 8: DO; -A_

8* 8gOv JE* - v x@OY.

C:[ 6!: HTTP AOC! C[Gv J@OY.

gkZ @d: GUI GB fwhttp mI; kX AOC& 8

:Om AOC& gC[OJC@.

ICA2184 E# signal No.!- signal() @y _}.

safemaild >a.

3m: safemaildpUL E# 3.b& 3$OA R '

C:[ @y! _}_@OY.

ICA2185 Socket; - v x=.safemaild! >a

J.

3m: Socket-b& GP_@OY.

ICA2186 Socket; w.N YNeR v x=.

safemaild! >aJ.

3m: w.N socketYNe& GP_@OY.

ICA2187 uNn ,a; vkR v x=.

safemaild! YC C5T.

3m: uNn ,a vk; GP_@OY.
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ICA2188 -l! kO) v$H C#(value)L _xG

z@OY.

3m: *8*B C#*! }Z |' 0..9& ~n*B .

Z! in VE* ckGB Vk*; JzUOY.

ICA2189 -l IG! kO) C#>a *L v$G

v JR@OY.

3m: -l IG! kQ C#>a *; &xX_ UOY.

ICA2200 (service:function) WinSocket Jb- @y:

WSAGetLastError

3m: WinSocket; Jb-R ' @y! _}_@OY.

gkZ @d: WSAGetLastError! *8;B C:[ .&

& v$Om %CH -q:(9 x0 E3/v)& gC[

OJC@.

ICA2201 (service:calling function) failed functionL

(!) line numbersN : WSAGetLastError!

- GP_@OY.

3m: v$H W.v7 8:dR! GPUOY.

gkZ @d: WSAGetLastError! *8;B C:[ .&

& v$Om %CH -q:(9 x0 E3/v)& gC[

OJC@.

ICA2202 (service:calling function) timeoutL(!)

WSAGetLastErrorseconds :D! C#>a

Gz@OY.

3m: v$H C# ?H /^ sB! V: D %CH T

vG C#L JzKOY.

gkZ @d: %CH -q:N g,aOm %CH C#

Jz L|! @dOJC@.

ICA2203 (service:calling function) ^p. @y;

failed functionL return value& line

numbersN : WSAGetLastError!- .O

_@OY.

3m: ^p. @y! _}_@OY.k3 ^p. N7

sBTOY.WSAGetLastError& !KOJC@.

gkZ @d: p:) x#; .8OJC@.C:[ |

.Z!T .GOJC@.

ICA2204 (service:calling function) filename@y: W

<:! ENGzE* [:L GP_@O

Y.

3m: %CH -q:! v$H DOL* DO E3/v

M |CH DO! W<:OE* L/Q DO; [:OA

R ' @y! _}_@OY.

gkZ @d: %CH DOmL 8gOBvM CY% c

kGQ; !vBv .NOJC@.

ICA2205 (service:calling function) DO filenameL

d8Gz8* #; v x=.

3m: v$H DOL x@OY.GPG !e O]{N

xN: Firewall pz. 8:L vvx MTOY.vg i

w8NNM DO; 9xOJC@.

gkZ @d: 8: DOL xBv .NOJC@. 8:

ANW%: L DOL 8gOB M8N 9sUOY.i

w v|L gk !IOv J@OY.-q: k%N! .

GOJC@.

ICA2206 (service:calling function) 8: DO

filenameL(!) UsGz@OY.

3m: %CH 8: DO |DL gk !IQ |DL F

UOY.;kL UsGz@OY.UsG !e O]{ x

N: DOL v?8N m}GzE* /?Ov J: %L

M! _!H MTOY.

gkZ @d: 8: DO; &kN g[:X_ UOY.

Uz DO; [:Om(GB -w !IQ g;; [:) x

! DO; vlJC@.JdQ fl |6k8N x! D

O; gkO) {}Q Firewall 8: mI8N DO; g

8:OJC@.

ICA2207 (service:calling function) 8: DO

filenameL(!) qn V@OY.

3m: %CH 8: DO; #; v xE* DOL Vn

5 qn V@OY. DO; #; v xB !e O]{

N xN: %CH -q:! kQ 8:L v`Gv J:

MTOY.

gkZ @d: 8: DOG sB& .NOJC@.DO

L V8i 8: mI: L DO! %LM! VB M8

N #VUOY. _! $8! kX-B 3m-& |mO

JC@.
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ICA2208 service session id<GL q8H npM!

- user idk8N C[Gz@OY (source

IP address:dest IP addr).

3m: %CH " <GG 3=! ^<v! }:Gz=.

ICA2209 service session id<GL q8H npM!

- user idk8N >aGz@OY.(source

IP address:dest IP addr); total bytesYL

..

3m: %CH " <GG !!- ^<v! }:Gz@O

Y.|< YL. vB <G _! |[H YL. v& *

8@OY.|< YL. v& vxOv JB -q:(9:

ptelnetd)B 0; *8@OY.

ICA2210 (service) user id gkZ! source IP

address(q8H)8NNM 8bH O#&

gkO) NWN; C5_@OY.

3m: %CH gkZ! q8H npM s!- %CH b

_v IPNNM %CH 8bH O#& gkO) Firewall

8NG ,a; 3$OA _@OY.

gkZ @d: &xH O#! O# ruleset6Y 8bGz

@OY.C:[ |.Z!T .GOJC@.

ICA2211 (service) user id gkZ! source IP

address(8H)8NNM 8bH O#& g

kO) NWN; C5_@OY.

3m: %CH gkZ! 8H npM s!- %CH b

_v IPNNM %CH 8bH O#& gkO) Firewall

8NG ,a; 3$OA _@OY.

gkZ @d: &xH O#! O# ruleset6Y 8bGz

@OY.C:[ |.Z!T .GOJC@.

ICA2212 (service) namegkZ! source IP address

(8H)!- :x{8N .NGz@OY.

3m: FW!- 8H npM sG %CH b_v IPNN

M %CH gkZ L'; .N_@OY.

ICA2213 (service) namegkZ! source IP address

(q8H)!- :x{8N .NGz@O

Y.

3m: FW!- q8H npM sG %CH b_v IPN

NM %CH gkZ L'; .N_@OY.

ICA2214 (service) namegkZ! source IP address

(q8H)!- gkZ .N! GP_@O

Y.

3m: FW!- q8H npM sG %CH b_v IPN

NM %CH gkZ L'! kQ .N! GP_@OY.

gkZ @d: !e !I: VB xN: gkZ L'L

* O#& _x TBQ MTOY.gkZ L'z O#B

kR.Z& 8PUOY(Caps Lock0& !KOJC@).

ICA2215 (service) namegkZ! source IP address

(8H)!- gkZ .N! GP_@O

Y.

3m: FW!- 8H npM sG %CH b_v IPNN

M %CH gkZ L'! kQ .N! GP_@OY.

gkZ @d: !e !I: VB xN: gkZ L'L

* O#& _x TBQ MTOY.gkZ L'z O#B

kR.Z& 8PUOY(Caps Lock0& !KOJC@).

ICA2216 (service) source IP address(q8H)8NN

M gkZ nameL O!OB(Ku) O#&

TBOv x_=.

3m: O# /fL d;GzE* JdQ s2!- q8

H npM sG %CH b_v IPNNM %CH gkZ

! O!Ov JB O#& TB_@OY.gkZ .N %

LMB /fGv JR@OY.

gkZ @d: O# /fC Ku; 'X O#& N x T

BX_ UOY.!e !I: VB xN: Ku O#&

_x TBQ MTOY.

ICA2217 (service) source IP address(8H)8NNM

gkZ nameL O!OB(Ku) O#& T

BOv x_=.

3m: O# /fL d;GzE* JdQ s2!- 8H

npM sG %CH b_v IPNNM %CH gkZ! O

!Ov JB O#& TB_@OY.gkZ .N %LM

B /fGv JR@OY.

gkZ @d: O# /fC Ku; 'X O#& N x T

BX_ UOY.!e !I: VB xN: Ku O#&

_x TBQ MTOY.
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ICA2218 service session id<GL 8H npM!-

user idk8N C[Gz@OY (source IP

address:dest IP addr).

3m: %CH " <GG 3=! ^<v! }:Gz=.

ICA2219 service session id<GL 8H npM!-

user idk8N >aGz@OY.(source IP

address:dest IP addr); Total BytesYL..

3m: %CH " <GG !!- ^<v! }:Gz@O

Y.|< YL. vB <G _! |[H YL. v& *

8@OY.|< YL. v& vxOv JB -q:(9:

ptelnetd)B 0; *8@OY.

ICA2220 (service) user idgkZ! source IP addr!

- (8Hi) to dest IP addrN !C{ A

OC <G; C[_@OY.

3m: " !C{ AOC <GG C[!- ^<v! }

:Gz@OY.<G: gkZ ID, b_v IPM q{v

IP! Firewall! pN KAvi C[KOY. 8Hx!-

C[H <G8L ckKOY.

C:[ 6!: !C{ AOC& ckUOY.

ICA2221 (service) fm: &n `G Gn !! VB

IP(Control IP addr)! %LM `G Gn

!! VB IP(Data IP addr)M O!Ov

J=.

3m: 8H; 'X(9: ] OL&7) &n ,a socketL

,aGn VB GnG IP VR! %LM ,a socketL ,

aGn VB GnG IP VRM 0:v .NOJC@.L

i VRB Net Dispatcher& gkOm VE* q{v!-

Y_ npM& gkOB fl!B ^sz v V@OY.

C:[ 6!: q{v FTP -v! Y_ npM& gk

OBv $: Net Dispatcher! gkGm V:v !KOJ

C@.JM! w. 20z w. 21; kX /?Q IP VR

8 ckOBv .NOJC@.

ICA2222 (service) fm ANd] '].RFC& X

vOv JB mI invalid string; 9s!

xQ protocol string.

3m: %CH -q:! |C RFC& XvOv JB 9

s! xQ .Z-; vE_@OY.l?! |CI v V

@OY.

C:[ 6!: %CH -q:! kX RFC& XvOB ,

sLp.& gkOJC@.

ICA3001 *fm*: G& gkZB socks connect user

nameL FOs ident user nameTOY.

3m: 8H Pb C5! Vz@OY.gkZ L'L .

NGv JR@OY.

ICA3006 client!- count YL., server!- count

YL.

3m: ^<vB sockdpUz 30 ,sLp. W -v

#:.#! |[GB YL. v& *8@OY.

ICA3007 Vk ,a v JzN NX ,aL E}G

z@OY.

3m: SOCKS-vB /$ ,sLp. <GG Vk v

8; vkO5O 8:KOY.Sh*L LL f7Gm

_! ,a d;L 5^R ' L ^<v! [:KOY.

C:[ 6!: uN C5H ,aL >aGz@OY.

gkZ @d: 4D ,aG Vk vB socks5.confHG

SOCKS5_MAXCHILD E3/v! GX G0KOY. L

3$; u!C0m -v& VE8N m!JC@. <N

gW: IBM Firewall |6& |mOJC@. start unused

ICA3010 ,aL 3$KOY --

user(real_user)@src_addr for dst_addr

(destination port!- ,a)

3m: ,aL 3$KOY.

ICA3011 ,aL 3$KOY --

user(real_user)@src_addr to dst_addr

(application!- ,a)

3m: \NNG socket,a! :x_@OY.

ICA3012 ,aL ENGz@OY --

user(real_user)@src_addr to dst_addr

(application!- ,a EN)

3m: x] #:.!- ,a; EN_@OY.

ICA3013 select() errno

3m: C:[ @y.
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ICA3014 ,aL >aGz@OY --

user(real_user)@src_addr for dst_addr

(destination port).(count bytes from client,

count bytes from server!- ,a >a)

3m: ,aL >aGz@OY.

ICA3015 ,aL >aGz@OY --

user(real_user)@src_addr to dst_addr

(destination host).(count bytes from client,

count bytes from server!- ,a >a)

3m: -vNG ,aL >aGz@OY.

ICA3016 *** destination hostM kEOb 'Q {}

Q NMdL:& #; v x=.

3m: DO /etc/sockd.route! v$H q{v #:.! k

Q slC $8& wTOv J@OY.

ICA3017 pid sockd process! kO) ) mI; G

`R v x=.

3m: SockdpUL /bin/shmI; G`R v x@OY.

gkZ @d: /bin/sh )L C:[!- gk !IQv .

NOJC@.

ICA3018 EN -- user(real_user)@src_addrNNM

dst_addr(destination port)N YNe

3m: x] #:.!- ,a; EN_@OY.

ICA3019 #:. socks_src_name8NNM GetDst()

@y: errno

3m: d;H ,a! kQ q{v VR XaC @y.

ICA3022 ` line numberNNM _xH ?= Je

3m: /etc/sockd.confDO! _xH WqL __Gz@

OY.

ICA3023 ` line number! _xH q3.

3m: /etc/sockd.confDO! _xH WqL __Gz@

OY.

ICA3024 ` line number! _xH Wq.

3m: /etc/sockd.routeDO! _xH WqL __Gz@

OY.

ICA3025 ` line number! _xH ck/EN J

e.

3m: /etc/sockd.confDO! _xH WqL __Gz@

OY.

ICA3026 ` line number! _xH w. x#.

3m: /etc/sockd.confDO! _xH WqL __Gz@

OY.

ICA3027 ) mIL (exec status) \″cmd\″k8N G

P_@OY

3m: %CH ) mIL GP_@OY.

gkZ @d: ) AN<-! C:[!- gk!IQv

.NOJC@.

ICA3030 8: DO(/etc/sockd.conf); - v x=.

3m: %CH DO! kQ -b d;L GP_@OY.

ICA3031 slC DO(/etc/sockd.route); - v x

=: errno

3m: %CH DO! kQ -b d;L GP_@OY.

gkZ @d: Firewall |.Z& |6OJC@. Firewall

3!C pz. DOL &xGz@OY.

ICA3032 gkZ DO(user name file); - v x=

: errno

3m: ck T"G *=userlist! v$H DOm; #; v

x@OY.

ICA3033 Validate()G 9b!xQ az.

3m: gkZ L'G Identd KuL v$Gz@OY.

IdentdB 9s! xQ az& *8;g @d_@OY.
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ICA3035 client hostG identdN ,aR v x=.

3m: gkZ L'G Identd KuL v$Gz@OY.

IdentdB @dOv J@OY.

ICA3039 @y -- ) mI \″cmd\″! 5}Z .Z&

wTOv J=.

3m: _xH ) mITOY.NW ^<v& |mOJ

C@.

ICA3040 @y -- shell_cmd fork() errno

3m: SockdpUL ’fork()’ & kX O' AN<:N |

/R v x@OY.

ICA3041 @y -- ,sLp. VR& r; v x

=.

3m: ’getpeername()’#bNNM @y! |[Gz@O

Y.

gkZ @d: slC W DNS 8:; .NOJC@.

ICA3042 @y -- #:. ,sLp. VRG $G

Gv J: mI(0xhex-command-received)

3m: ,sLp. @k ANW%8NNM _xH mI

; vE_@OY.

gkZ @d: ,sLp. 8: .&LE* ,sLp.

M Firewall vx 9'L O!Ov JB MTOY.

ICA3043 @y -- #:. client addressG _xH v

| (0xhex-version-number).

3m: Firewall!- socksv| 4.2& vxUOY.

gkZ @d: ,sLp. 8: .&LE* ,sLp.

M Firewall vx 9'L O!Ov JB MTOY.

ICA3044 ,aL GP_@OY --

user(real_user)@src_addr to dst_addr

(application)!- ,a d;. @y!Ze

: command causing failure errno.

3m: ,a d;L GP_@OY.

ICA3045 GP_@OY -- user(real_user)@src_addr

for dst_addr!- ,a d;. @y: _x

H #:. dst_name! ,aGz@OY

(dst_port (application)).

3m: YNe d;L GP_@OY.

ICA3046 GP_@OY -- user(real_user)@src_addr

for dst_addr!-! ,a d;. @y Z

e: command causing failure errno.

3m: YNe d;L GP_@OY.

ICA3047 C#>a -- user(real_user)@src_addrNN

M dst_addrN YNe.

3m: ,a C#L >aGz@OY.

ICA3048 ) mIL J+ h: command...

3m: /etc/sockd.confDO!- G`R mIL J+ iO

Y.

ICA3049 C# >a -- user(real_user)@src_addr to

dst_addr (application!- ,a C# >a)

3m: ,a C#L >aGz@OY.

ICA3050 matched sockd.conf filter rule

3m: socks ,a! k@OB /etc/sockd.confDOG J

M T"TOY.

ICA3051 AIX sockd_route()!- remote address!

kQ NMdL:& #; v x=.

3m: NMdL: sl. $8& #; v x@OY.

ICA3052 userid& ″nobody″N 3$ @y.

3m: O' sockd AN<:G userid& ″nobody″N 3$

R v x@OY.

ICA3053 popen(AIX sl. :)3.) @y:

system error message.

3m: slC $8& #b 'Q :)3. G`L GP

_@OY.
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ICA3054 AIX sockd_route()!- !m{N ^p.

Rg GP.

3m: slC $8 v} C5 _ ^p. RgL GP_

@OY.

ICA3055 input lineG 9x0 x#! kQ !m{

N AIX sockd_route() 8.P. @y.

3m: C:[ sl. $8 8.P. @yTOY.

ICA3056 input lineG Nx0 x#! kQ !m{

N AIX sockd_route() 8.P. @y.

3m: C:[ sl. $8 8.P. @yTOY.

ICA3057 sl. :)3. bB: system error

message& PB _ AIX sockd_route()!

!m{N @y

3m: :)3. bB Pb @yTOY.

ICA3058 popen(AIX npM :)3.) @y:

system error.

3m: NMdL: $8& #b 'Q :)3. G`L G

P_@OY.

ICA3101 Sockd %LM |[ @y - select(): system

error message.

3m: (SOCKS422)%LM |[C @yTOY.

ICA3102 Sockd %LM |[ @y - write(): system

error message.

3m: (SOCKS422)%LM |[C @yTOY.

ICA3103 Sockd %LM vE @y - select(): system

error message.

3m: (SOCKS422)%LM vE @yTOY.

ICA3104 Sockd %LM vE @y - read(): system

error message.

3m: (SOCKS422)%LM vE @yTOY.

ICA3105 AN<: id DO filename; [:R v

x=.

3m: (SOCKS422)AN<: id DO [:/2b! GP

_@OY.

ICA3106 Sockd!- O' Pb GP: system error

message.

3m: (SOCKS422) SOCKSd;; 3.Ob 'Q O'

Pb C5! GP_@OY.

ICA3107 NYne socket SO_LINGER IG 3$

GP: system error message.

3m: (SOCKS422)I"Ov J@OY.

ICA3108 FtYne socket SO_LINGER IG 3

$ GP: system error message.

3m: (SOCKS422)I"Ov J@OY.

ICA3109 DO filenameG ` line number! _xH

Wq.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3110 DO filenameG sN line number! _x

H NMdL: Je.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3111 DO filenameG sN line number! _x

H q{v IP.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3112 DO filenameG sN line number! _x

H q{v 6:).

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3113 filenameDOG number of linessNL P

.Gz@OY.

3m: (SOCKS422)_xH 8: Wq 8.TOY.
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ICA3114 DO filenema!- /?Q `; #; v

x=.

3m: (SOCKS422)8: DOL qn VE*, 8.L _

xGz@OY.

gkZ @d: %CH 8: DO; v$OJC@.

ICA3115 DO filenameG sN line number! _x

H ’ck/EN’ Je.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3116 DO filenameG sN line number! _x

H ’?=’ Je.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3117 DO filenameG sN line number! _x

H b_v IP.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3118 DO filenameG sN line number! _x

H b_v 6:).

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3119 DO filenameG sN line number! _x

H q3.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3120 DO filenameG sN line number! _x

H w. x#.

3m: (SOCKS422)_xH 8: Wq 8.TOY.

ICA3121 SIGUSR1 vE - socks 8: }N.

3m: (SOCKS422)Y= ^<v Z! *@B, 0? _N

8:; NW DO! }AOb 'Q E#TOY.

ICA3122 Sockd!- pU; PbR v x=:

system error message.

3m: (SOCKS422) sockdpU; Jb-Ob 'Q Pb

GPUOY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA3123 Sockd -v C[ _.

3m: (SOCKS422) Sockd! :x{8N Jb-Gz8g

,a; kb _TOY.

ICA3124 !m{N sockd Jb- @y - bind():

system error message.

3m: (SOCKS422) Sockd-v Jb- GP, pUL >

aGz@OY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA3125 !m{N sockd Jb- @y - listen():

system error message.

3m: (SOCKS422) Sockd-v Jb- GP, pUL >

aGz@OY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA3126 !m{N sockd @y - main accept():

system error message.

3m: (SOCKS422) Sockd-v ^N g> GP, pUL

>aGz@OY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA3127 Sockd -v! >a E#& vE_=.

3m: root GB nobody! AN<:& >a_8g, pU

L >aGz@OY.

gkZ @d: |.Z xOB fl sockd& gC[OJ

C@(″sockd″& TBOJC@).

ICA3128 !m{N sockd Jb- @y - socket():

system error message.

3m: Sockd -v Jb- GP, pUL >aGz@O

Y.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.
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ICA3129 !m{N sockd Jb- @y - failing

function: system error message.

3m: %CH Tv!- Sockd -v Jb- GP, pU

L >aGz@OY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA3130 Sockd @y - failing function: system error

message

3m: sockd -v! %CH Tv!- @y& (v_@

OY.pUL hSGv8, ,aL ENGE* >aI v

5 V@OY.

gkZ @d: .&! hSGi, sockd& _vOm, %C

H C:[ .&& v$Q Y= sockd& gC[OJC@.

ICA3131 Pb @y file name. L|! 3,H %L

M& gkT.

3m: DO; P; v xE* _xH %LM& wTU

OY.L| ^<v! .&!; 3mUOY.SockdB L

| v| DO!- 3,H %LM& gkO) [?; h

SUOY.

gkZ @d: %CH DO!- @y& v$OJC@.

ICA3132 K v xB C!W -value.

3m: %CH C!W! NDGv J8g, pUL >a

Gz@OY.

gkZ @d: 8.; v$Om sockd& gC[OJC

@.

ICA3133 K v xB E3/v value.

3m: %CH E3/v! NDGv J8g, pUL >

aGz@OY.

gkZ @d: 8.; v$Om sockd& gC[OJC

@.

ICA3134 s!GB IG option1 and option2.

3m: %CH IGi: T2 gkR v x=, pU; >

aUOY.

gkZ @d: 8.; v$Om sockd& gC[OJC

@.

ICA3135 Sockd @y - failing function: .O Ze

= 0xfunction return code

3m: sockd -v! %CH Tv!- @y& (v_@

OY.pUL >aKOY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA3700 WinSocket Jb- @y : WinSocket error

3m: WinSocket; Jb-R ' @y! _}_@OY.

gkZ @d: %CH C:[ .&& XaOm sockd&

gC[OJC@.

ICA4000 program - fm: vEH E# signal! >

aGm V= ...

3m: E#& vE_8GN >aKOY.

ICA4001 STOP processID& PIDN program

3m: OaH pUG !; NbUOY.$8k ^<v

TOY.

ICA4002 SC ID

3m: $8k ^<vTOY.

ICA4003 O' AN<: processId.&.

3m: O' AN<:& [:R v x@OY.

ICA4004 !m{N @y.E# signal! {s

fwpagerd >a.

3m: E# 3.bTOY.

ICA4005 fwpagerd pUL G`Gv J=, program

; #; v x=.

3m: pUL 0:-Gv JR8GN #b; |[R v

x@OY.

ICA4006 AN<: ID processId& gkO) G`G

B fwpagerd pUL x=.

3m: pU AN<:G AN<: Id& #; v x@O

Y.
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ICA4007 START processID& PIDN program

3m: C[ $8& NbUOY.$8k ^<vTOY.

ICA4008 SIGPIPE! kO) sigignore& 3$R v

x=.

3m: }\H DLA E#& +COb 'Q 3$; G

P_@OY.

ICA4009 SIGCHILD ! kQ sigset& 3$R v x

=.

3m: >a _N O' E#& .8Ob 'Q 3$; G

P_@OY.

ICA4010 >a AN<:& 3$R v x=.

3m: >a AN<:& .8Ob 'Q E# 3$; G

P_@OY.

ICA4011 Socket; - v x=.

3m: Socket-b! GP_@OY.

ICA4012 SIGTERM! kQ sigset& 3$R v x

=.

3m: SIGTERM & SIGINT E#& .8Ob 'Q 3$

; GP_@OY.

ICA4013 Socket ggk IG; 3$R v x=.

3m: Socketggk IG 3$; GP_@OY.

ICA4014 Socket 5E IG; 3$R v x=.

3m: Socket5E IG 3$; GP_@OY.

ICA4015 Socket; w.N YNeR v x=.

3m: w.N socketYNe& GP_@OY.

ICA4016 Socket ,akb& 3$R v x=.

3m: Socket,akb 3$; GP_@OY.

ICA4017 TCP socket socket; gkOB -q:

servName.

3m: $8k ^<vTOY.

ICA4018 Tv #b select() GP.

3m: ;N Tv #b; GP_@OY.

ICA4019 new_work()!- I"Q @y.

3m: new_work g>!- I"Q ;N& @y_@O

Y.

ICA4020 @y(program): :.2 socket! 5 v x

=: Socket

3m: C:[ @y !IL V@OY.

gkZ @d: Socketsw; .NOJC@.

ICA4021 @d vE .&.

3m: p)!- @d vE .&TOY.

gkZ @d: p) ,a W Jb- .Z-; .NOJ

C@.

ICA4022 d; :x.

3m: $8k ^<vTOY.

ICA4023 d; GP.

3m: #b |[ d;L GP_@OY.

ICA4024 @y(program): |' [ l1x'(minpri -

maxpri).

3m: l1x' |'& v$OJC@.

gkZ @d: l1x' |'& v$OJC@./?Q *

: -1!- 5 gLTOY.

ICA4025 @y(program): -n IG; gkR ' VR

B ID@carrier |DLn_ T.

3m: _xH mI gk} 8.TOY.

gkZ @d: CY% mI gk} 8..
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ICA4026 @y(program): K v xB #:.

hostname.

3m: #:.m; XaR v x@OY.

gkZ @d: #:.m; .NOJC@.

ICA4027 @y(program): :.2 socket; - v x

=: errno

3m: uNn socket; [:R v x@OY.

ICA4028 @y(program): socket IG; 3$R v

x=: errno

3m: Socket5E IG; 3$R v x@OY.

ICA4029 @y(program): host! ,aR v x=:

errno.

3m: #:.! ,aR v x@OY.

gkZ @d: wD w. 8: W e! esLv DO 8

g )N& .NOJC@.

ICA4030 @y(program): :.2 socket! 5 v x

=: errno.

3m: :.2 socket! 5 v x@OY.

ICA4031 @d vE .&.K v xB ^<v 6

G.

3m: p)!- @d vE .&TOY.

ICA4032 ^<v! kb-! :x{8N |[Gz

=.

3m: $8k ^<vTOY. ^<v! kb-! |[

Gz@OY.

ICA4033 ^<v GP.^<v(i)! |[Gv J

=.

3m: ^<v& #bb kb-! |[R v x@OY.

ICA4034 dateL(!) GP_@OY(ID ID priority l

1 period J retryCountx C5) fromEntry

personName: mesage.

3m: #bL :x{8N |[Gv xOi L ^<v&

%CUOY.

ICA4035 gkb`D ^<vmesg;(&) program!

- personN R v x@OY.

3m: #b kb-N |[R v x@OY.

ICA4036 SUCCEEDED (ID ID priority l1 period

J retryCountx C5) fromEntry

personName: mesage.

3m: #bL :x{8N |[Gg L ^<v& %CU

OY.$8k ^<vTOY.

ICA4037 dumpFile8(N) }AKOY (ID ID

priorityl1 period J retryCountx C5)

fromEntrypersonName: mesage.

3m: oC |[Gv JB #b: *_! C5Ob '

O) DON }AKOY.

ICA4038 }A DO dumpFile! 5 v x=.

3m: }A DO; [:R v x@OY.

gkZ @d: C:[ GQ; .NOJC@.

ICA4039 IpcKey: 0xIpcKey

3m: $8k ^<vTOY.

ICA4040 retryTimePG gC5 C#L JzGz@

OY.

3m: v$H P LD p) Jb- GPTOY.

gkZ @d: Jb- .Z-; .NOJC@.

ICA4041 }Z| #bb! kO) 5}Z ^<v&

___=.

3m: }Z| #bbB 5}Z %LM& wTR v x

@OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.

ICA4042 #b; vER v x=.

3m: F65 #bb! 0:-Gv JR@OY.

gkZ @d: #bb! 0:-GzBv .NOJC@.
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ICA4043 ][Z carrier! 8gOv J=.

3m: v$H ][Z! 8gOv J@OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.

ICA4044 ][Z carrier! DTMF |-x#! x

=.

3m: v$H ][Z! DTMF |-x#! x@OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.

ICA4045 #bb x# pagerNumber! ][ZG V

k carrLen! qO) J+ h.

3m: #bb x#! ][ZG Vk*! qX J+ i

OY.

gkZ @d: ][ZG Vk*8Y [: Y% 8Y *

: #bb x#& gkOJC@.

ICA4046 #bb x# pagerNumber!

defaultCarrLenG pz. fL! qO)

J+ h.

3m: L ^<vB pz. fL! J+ *; ' _}U

OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.pz. fL& u!C0JC@.

ICA4047 ModemfilePathnamep) DOG

lineNumbersN! .&! V@OY.

3m: p) $G DOL /?Ov J: .Z& wTU

OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.

ICA4048 e! /dev/deviceName!- p); - v

x=.

3m: v$H e!!- p); - v x@OY.

gkZ @d: wD w.& .NOE* YC 8:OJC

@.e!& .NOJC@.

ICA4049 deviceName/dev/!- p)L -H@OY.

3m: $8k ^<vTOY. p)L wD w.!- :

x{8N (vGz@OY.

ICA4050 p) /:; 3$R v x=.

3m: p) /: 3$ C5& GP_@OY.

gkZ @d: p) Jb- .Z-; .NOJC@.

ICA4051 numInitTriesgC5 D p); Jb-R

v x=.

3m: p); Jb-R v x@OY.

gkZ @d: p) Jb- .Z- W wD w. 8:;

.NOJC@.

ICA4052 #bb x# pagerNumber& YLsR v

x=

3m: #bb x#& YLsR v x@OY.

gkZ @d: #bb x# /?:; .NOJC@.

ICA4053 p); w; v x=.

3m: p); w; v x=.

gkZ @d: p) Jb- .Z- W gkH |- wb

mI; .NOJC@.

ICA4054 ^<v message& YLsR v x=

3m: ^<v& YLsR v x@OY.

ICA4055 filenamep) DOG lineNumbersN!

.&! V@OY.

3m: _xH p) $G DOTOY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.

ICA4056 carrier ][ZG DTMF x#

(DTMFnumb)! YLsR v x@OY.

3m: DTMF x#& /f_E* Xg ][Z! kO)

/?Ov J@OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.
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ICA4057 mO; |[R v x=.

3m: mO |[ C5 GP.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4058 |[H mO! kQ @dL x=.

3m: mO; |[Q D ][ZNNM @d; r; v

x@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4059 ^<v |^! kQ @d; vER v x

=.

3m: ^<v |^ D ][ZNNM @d; r; v x

@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4060 #bb id& |[R v x@OY.

3m: #bb id& |[R v x@OY.

gkZ @d: smitty/SMIT ^:& gkO) #bb x#

M ][Z E3/v& !KOJC@.

ICA4061 Z? pe d;G >a <CR>; |[R

v x@OY.

3m: Z? pe d;G >a <CR>; |[R v x@

OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4062 Z? pe d;; |[R v x=.

3m: Z? pe d; E#& |[R v x@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4063 ][Z carrierNNM numTriesgC5 D

go-aheadvE GP.

3m: ][Z! vg k- _O v5 V@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KQ Y= YC C5OJC@.

ICA4064 ][Z carrierMG AR.?H kE @y

_}.

3m: )/ !v xN8N kE @y! _}_@OY.

*_! YC C5OJC@.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KQ Y= YC C5OJC@.

ICA4065 NWB @d; vER v x=.

3m: p)L NWB! kQ @d; vER v x@O

Y.

gkZ @d: p) Jb- .Z- W ][Z E3/v

& .NOJC@.

ICA4066 ][Z carrier! NWB C5! @dOv

JR=.

3m: ][Z! NWB C5! @dOv JR@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KQ Y= YC C5OJC@.

ICA4067 carrier ][Z! receiveDataString;(&)

*8@OY.

3m: ][Z! nn @y ^<v GB k- _ ^<v

& |[_@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KQ Y= YC C5OJC@.

ICA4068 ][Z carrier! NWB 5_ \}; C

`_=.

3m: ][Z! NWB 5_ \}; C`_@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4069 ][Z carrier! kQ ^<v }NL

ConnectRetryMaxgC5 gA! GX v

`Gz=.

3m: ][Z! k- _N fl, ANW%: #b; }

AOm *_! C5UOY.
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ICA4070 ][Z carrier! kQ ^<v }+L

maxTotalTries<G ,a C5! GX v

`Gz=.

3m: gC5 8v LD ][Z! "SR v x@OY.

gkZ @d: ][Z E3/v& .NOm *_! YC

C5OJC@.

ICA4071 @y(program): ][Z gC5& 'Q ^

p.& RgR v x=: errno.

3m: C:[ GB ^p. Rg @y! !IUOY.

ICA4072 @y(program): ][Z gC5 .:.!

_!R v x=: errno.

3m: F65 ][Z! 8gOv J; v5 V@OY.

gkZ @d: ][Z /?:; .NOm YC C5OJ

C@.

ICA4073 phoneNumber!- ][Z carrier! kQ

%LM ,aL retryCount gC5 LD G

P_=.

3m: %LM ,aL GP_@OY.

gkZ @d: smitty/SMIT ^:& gkO) p) ,az

][Z E3/v& !KOJC@.

ICA4074 ][Z carrierG ID AR.! numTries

gC5 LD vEGv JR=.

3m: ][Z! ID GB .N@d AR.! kQ @d

! GP_@OY.

gkZ @d: ][Z! TeleAlphanumericANd]; g

kOBv .NOJC@.

ICA4075 ][Z carrierMG NWB 5_ kE @

y.

3m: )/ !v xN8N kE @y! _}R v V@

OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4076 ][Z carrier! kQ Vk NWB C5

! Jz_=.

3m: ][Z! v$H C5 8v L;! @dOB% G

P_@OY.

gkZ @d: ][Z E3/v& .NOm *_! YC

C5OJC@.

ICA4077 ^<v go-ahead! ][Z carrierNNM

vEGv J=.

3m: ][Z! go-aheadAR.! kO) @dOB% G

P_@OY.

gkZ @d: ][Z E3/v& .NOm *_! YC

C5OJC@.

ICA4078 mO; [:R v x=.

3m: ][Z! |[Ob 'O) mO; [:R v x

@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4079 ][Z carrier! ^<v |^! @dOv

J=.

3m: ][Z! ^<v& |^OB% .&! V@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4080 ][Z carrier! ^<v |^ 5_ \}

; C`_=.

3m: ][Z! ^<v |^ 5_ \}; C`_@O

Y.

gkZ @d: ][Z E3/v W p) Jb- .Z-

; .NOJC@.

ICA4081 ][Z carrier! ^<v GB #bb ID

& EN_=.

3m: ][Z! #bb ^<v GB #bb id& EN

_@OY.

gkZ @d: #bb id, #bb 0:- W ][Z E3

/v /?:; .NOJC@.
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ICA4082 ][Z carrier! ^<v |^ 5_ kE

@y.

3m: )/ !v xN8N kE @y! _}R v V@

OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4083 ][Z carrierNNM maxTriesgC5 D

.N vE GP.

3m: L ^<vB ][Z! k- _LE* ,a; 3

$R v xB fl _}UOY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KQ Y= aCD! YC C5OJC@.

ICA4084 <EOT>& |[R v x=.

3m: p)L <EOT>& |[R v x@OY.

gkZ @d: p) ,a W Jb- .Z-; .NOJ

C@.

ICA4085 <EOT>! kQ @d; vER v x=.

3m: p)L <EOT>! kQ @d; vER v x@O

Y.

gkZ @d: p) ,a W Jb- .Z-; .NOJ

C@.

ICA4086 ][Z carrier! <EOT>! @dOv J

=.

3m: ][Z! |[H %LM! @dR v x@OY.

gkZ @d: ][Z /?: W p) ,a; .NOJ

C@.

ICA4087 ][Z carrier! ;ks ckR v xB

@y& !x %LMN @d_=.

3m: ][Z! |[H %LM! @dR v x@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z E3

/v& !KOJC@.

ICA4088 pz. DO defaultPathname; - v x

=.

3m: p) pz. DOL 8gOv JE* _xH G

Q; !vm V@OY.

gkZ @d: DOL 8gOBv )NM GQ; .NO

JC@.

ICA4089 O|Ov J: pz. DO

defaultPathname.

3m: p) pz. DO! )tH %LM! V@OY.

gkZ @d: smitty/SMIT ^:& gkO) v$OJC

@.

ICA4090 pz. DO defaultPathnameG sN

lineNumer! _xH \N 81 x#.

3m: ][Z %LM#L: DO! _xH \N 81 x

#! V@OY.

gkZ @d: ][Z %LM#L: DO; vlJC@.

ICA4091 pz. DO defaultFileG sN

lineNumber! _xH 8@e2 *.

3m: ][Z %LM#L: DO! _xH 8@e2L

V@OY.

gkZ @d: ][Z %LM#L: DO; vlJC@.

ICA4092 pz. DO defaultFileG sN

lineNumber! _xH %LM q. *.

3m: ][Z %LM#L: DO! _xH %LM q.

*L V@OY.

gkZ @d: ][Z %LM#L: DO; vlJC@.

ICA4093 pz. DO defaultFileG sN

lineNumber! _xH P.< *.

3m: ][Z %LM#L: DO! _xH P.< *L

V@OY.

gkZ @d: ][Z %LM#L: DO; vlJC@.
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ICA4094 pz. DO defaultFileG sN

lineNumber! _xH $v q. *.

3m: ][Z %LM#L: DO! _xH $v q. *

L V@OY.

gkZ @d: ][Z %LM#L: DO; vlJC@.

ICA4095 defaultFile pz. DOG lineNumbers

N! _xH BW tag id! NDGv J

@OY.

3m: ][Z %LM#L: DO! _xH BW! V@

OY.

gkZ @d: ][Z %LM#L: DO; vlJC@.

ICA4096 E3/v v! _xGz=.

3m: $8k ^<vTOY.

ICA4097 @y(program): ][Z .:.& [:R

v x=.^p. .&.

3m: C:[ GB ^p. .&O !I:L V@OY.

ICA4098 @y(program): #b ][Z DO

carrierFile @y.

3m: ][Z %LM#L: DO! nn _xH %LM

! V@OY.

gkZ @d: _xH BW! VBv ][Z %LM#L

: DO; .NOJC@.

ICA4099 @y(program): IPC d+ errno; r; v

x=.

ICA4100 @y(program): gC5 .:.& [:R

v x=.^p. .& !I.

3m: C:[ @y GB ^p. .&O !IL V@O

Y.

ICA4101 @y(carrier): kb-, page_q_err; [:

R v x=: pageQErr.

ICA4102 @y(program): SIGTERM/SIGINT ! kQ

E# 3!& 3$R v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4103 @y(program): ][Z carrier! kQ p

) /:; 3$R v x=.

3m: p); 3$R v x@OY.

gkZ @d: wD w. 8: W Jb- .Z-; .N

OJC@.

ICA4104 ][Z carrier! kQ tag )t.

3m: p) $8! )tGz@OY.BWB 8@e2,

\N 81 nnO v V@OY.

gkZ @d: p) 8: DO!- _xH .Z! VB

v .NOJC@.

ICA4105 ][Z carrier! {n5 O*G |-x#

& *-X_ T.

3m: ][Z! |-x#& wTX_ UOY.

gkZ @d: smitty/SMIT ^:& gkO) |- x#&

_!OJC@.

ICA4106 CarrierFileNameDO; - v x@OY.

3m: ][Z %LM#L: DOL 8gX_ UOY.

gkZ @d: Fw x8i smitty/SMIT ^:& gkO)

DO; [:OJC@.

ICA4107 lineNumbersNL J+ iOY.

3m: ][Z %LM#L: DOG `L J+ iOY.

gkZ @d: _xH `L VBv ][Z %LM#L:

DO; .NOJC@.

ICA4108 sN lineNumber! K v xB BW.

3m: ][Z %LM#L: DO! K v xB BW!

8gUOY.

gkZ @d: _xH BW! VBv ][Z %LM#L

: DO; .NOJC@.
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ICA4109 sN lineNumber! _xH Cv:.

3m: ][Z %LM#L: DO! _xH Cv:! 8

gUOY.

gkZ @d: _xH Cv:! VBv ][Z %LM#

L: DO; .NOJC@.

ICA4110 carrier ][Z! /?Ov J8GN }+

KOY.

3m: ][Z& #b q{8N gkR v x@OY.

gkZ @d: ][ZG /?:; .NOJC@.

ICA4111 ][Z& .:.! _!R v x=.

3m: ][Z& .:.! _!R v x@OY.

gkZ @d: ][Z /?: W |-x#& .NOJC

@.

ICA4112 ][Z L'L )tGzE* sN

lineNumber! J+ h.

3m: ][Z L'L )tGz@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z& _

!OJC@.

ICA4113 uNn #b ][Z& RgR v x=:

carrier.

3m: ][Z& .:.! RgR v x@OY.

gkZ @d: ][Z /?: W |-x#& .NOJC

@.

ICA4114 sN lineNumberG *L J+ h.

3m: ][Z %LM#L: DO!- J+ d `L _

_Gz@OY.

gkZ @d: ][Z %LM#L: DO!- d `; v

lJC@.

ICA4115 sN lineNumberG _9H BW tag! +

CJ.

3m: _9H BW! __Gz@OY.

gkZ @d: ][Z %LM#L: DO!- _9H B

W& h&OJC@.

ICA4116 sN lineNumberG *L 8gOv J=.

3m: xi BW! __Gz@OY.

gkZ @d: smitty/SMIT& gkO) s Je! *; _

!OJC@.

ICA4117 *: sN lineNumber!- Y, Yes, N G

B No )_ T.

3m: L JeB Y, Yes, N GB No _ O*& JdN

UOY.

gkZ @d: smitty/SMIT& gkO) /?Q %LM&

_!OE* /fOJC@.

ICA4118 *L sN lineNumber!- 08Y ?_

T.

3m: L JeB gv)_ UOY.

gkZ @d: smitty/SMIT& gkO) *; gvN /f

OJC@.

ICA4119 sN lineNumberG *L _xGz=.

3m: v$H `!- _xH *L __Gz@OY.

gkZ @d: smitty/SMIT ^:& gkO) *; /fO

JC@.

ICA4120 name][Z! /?Ov J8GN }+

KOY.

3m: _xH ][Z! __Gz@OY.

gkZ @d: smitty/SMIT ^:& gkO) /?Q ][

Z& _!OJC@.

ICA4121 ][Z& .:.! _!R v x=.

3m: ][Z& #b .:.! _!R v x@OY.

gkZ @d: ][Z /?:; .NOJC@.

ICA4122 sN lineNumberG _9H BW tag! +

CJ.

3m: ][Z :DZ!- _9H BW! __Gz@O

Y.

gkZ @d: _9H *; wTOB ][Z :DZ& v

lJC@.
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ICA4123 @y(program): IPC d+; r; v x=

: errNo

3m: ANW%L IPC d+; r; v x@OY.

ICA4124 @y(program): kb- Pb 5_ @y

pageqErr.

3m: ANW%L kb-; P; v x@OY.

ICA4125 count kb- Wq.

3m: $8k ^<vTOY.

ICA4126 ID id& !x ^<v! h&Gz=.

3m: $8k ^<vTOY.

ICA4127 kb-! ID id! x=.

3m: $8k ^<vTOY.

ICA4128 @y(program): ID id h& C5 _ @y

pageqErr.

3m: %G ID h&! C5Gz@OY.

ICA4129 KeyB entryKeyLg ;k: @ ptr: ptrT

OY.

3m: $8k ^<v! RzUOY.

ICA4130 p) /::

3m: p) Jb- $8TOY.

ICA4131 L': modemName

3m: p) Jb- $8TOY.

ICA4132 Jb- .Z-: initString

3m: p) Jb- $8TOY.

ICA4133 mI pe: command

3m: p) Jb- $8TOY.

ICA4134 mI >a : 0xterminator

3m: p) Jb- $8TOY.

ICA4135 YLs: dial

3m: p) Jb- $8TOY.

ICA4136 YLs OC $v: pause

3m: p) Jb- $8TOY.

ICA4137 YLs #: diallb

3m: p) Jb- $8TOY.

ICA4138 YLs *: dialstar

3m: p) Jb- $8TOY.

ICA4139 |-wb mI: hangup

3m: p) Jb- $8TOY.

ICA4140 /?Q mI @d: validCommandresp

3m: p) Jb- $8TOY.

ICA4141 /?Q ,a: validConnect

3m: p) Jb- $8TOY.

ICA4142 ]b: echo

3m: p) Jb- $8TOY.

ICA4143 p) pvW 9Ze: PUTS(id) txd->

outStr

3m: p) handshaking$8TOY.

ICA4144 p) pvW 9Ze: PUTC(id) txd->

outStr

3m: p) handshaking$8TOY.
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ICA4145 p) pvW bO: GET rxd-> record id

3m: p) handshaking$8TOY.

ICA4146 p) pvW 9Ze: INPUT( record id

3m: p) handshaking$8TOY.

ICA4147 p) pvW 9Ze: ) rxd->

3m: p) handshaking$8TOY.

ICA4148 p) pvW 9Ze: WAITFOR( record id

3m: p) handshaking$8TOY.

ICA4149 O' E#& mO X&R v x=.

3m: SIGCHLD E#& mO X&OJC@.

ICA4150 O' E#& mO-R v x=.

3m: SIGCHLD E#& mO-OJC@.

ICA4151 zC? DO filePathnameL 8gOv J

=.

3m: $8k ^<vTOY.

ICA4152 zC? DO filePathname; - v x=.

3m: $8k ^<vTOY.

ICA4153 zC? DO filePathnameG `L J+

h.

3m: zC? DOL nn _xH .Z& wTUOY.

ICA4154 zC? DO filePathname! gkGv J

B %LM! V=.

3m: $8k ^<vTOY.

ICA4155 filePathnamezC? DOL qnV@O

Y.

3m: $8k ^<vTOY.

ICA4156 filePathnamezC? DOG lineNumber

sN! _xH VR addressL(!) V8g

+CKOY.

3m: zC? DO! nn _xH .Z! V@OY. $

8k ^<vTOY.

ICA4157 zC? DO filePathnameG sN

lineNumber! _xH |DL V8GN, +

CJ.

3m: zC? DO! nn _xH .Z! V@OY. $

8k ^<vTOY.

ICA4158 zC? DO filePathnameG sN

lineNumber! ^<v! x8GN, +C

J.

3m: zC? DO! ^<v! x@OY.$8k ^<

vTOY.

ICA4159 zC? DO filePathnameG sN

lineNumberkb @y, +CJ.

3m: zC? DO! nn _xH .Z! V@OY. $

8k ^<vTOY.

ICA4160 filePathnameDOG count ^<v! Oa

KOY.

3m: $8k ^<vTOY.

ICA4161 @y(program): J+ 9: ,S O' @

y.

3m: J+ 9: ,S{N O' @y.LM: ][Z*

p) $G DO! nn _xH .Z! VB fl _}

UOY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z %L

M#L: DOz p) $G DO; !KOJC@.

ICA4162 O'B program;(&) execR v x@O

Y.: errno.

3m: C:[ @y !IL V@OY.
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ICA4163 @y(errno): O'!- O'& PbR v

x=.program name.

3m: C:[ @y !IL V@OY.

ICA4164 #b ][Z .:.& [:R v x=.

3m: ;N ANW% @yTOY.

ICA4165 #b ][Z DO @y carrierFile @y.

3m: ][Z %LM#L:! nn _xH %LM! i

n V@OY.

gkZ @d: smitty/SMIT ^:& gkO) ][Z %L

M#L: DO; !KOJC@.

ICA4166 $8k ^<vTOY. IPC 0B :

0xIpcKeyTOY.

3m: $8k ^<vTOY.

ICA4167 kb-, page_q_err; [:R v x=:

pageQerr.

3m: kb- [: C5! GP_@OY.

ICA4168 #b zC? DOL C(time)! [:Gz

@OY.

3m: $8k ^<vTOY.

ICA4169 objfrom messageG priority numPagerl1

x'-p

3m: $8k ^<vTOY.

ICA4170 frommessage!- alpaPager@carrier

priority l1x'-p

3m: $8k ^<vTOY.

ICA4171 priority -p priority -n numPager@carrier

from from message

3m: $8k ^<vTOY.

ICA4172 #bb zC? DO !.

3m: $8k ^<vTOY. ^<vG !; *8@O

Y.

ICA4173 zC? DO warmstrtFile! 5 v x=.

3m: zC? DOL 8gOv J; v5 V@OY.

ICA4174 user@ host!- time STATUS-REQUEST

3m: sB d8 $8& %CUOY.

ICA4175 user@ host!- time SUMMARY-

REQUEST

3m: d` d8 $8& %CUOY.

ICA4176 kb- Wq count.

3m: #bb kb-G kb- Wq v& hjUOY.

ICA4177 !e @!H Wq: time! ID id vE.

3m: kb-G !e @!H Wq; %CUOY.

ICA4178 .e D g"S ^p. GP.

3m: C:[ @y !IL V@OY.

ICA4179 .e D g"S ^p. $D GP.

3m: C:[ @y !IL V@OY.

ICA4180 page_q_print()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4181 page_q_print()!- PAGE_Q <6wn&

wNeR v x=.errno.

3m: C:[ @y !IL V@OY.

ICA4182 5) headLink -> ^<v ID: id.

3m: $8k ^<vTOY.
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ICA4183 l1x': priority.

3m: $8k ^<vTOY.

ICA4184 L': name.

3m: $8k ^<vTOY.

ICA4185 ][Z: carrier.

3m: $8k ^<vTOY.

ICA4186 ^<v: message.

3m: $8k ^<vTOY.

ICA4187 x/ RAM; !.C v x=.errno.

3m: C:[ @y !IL V@OY.

ICA4188 x/ RAM! "SR v x=.errno.

3m: C:[ @y !IL V@OY.

ICA4189 PAGE_Q <6wn& !.C v x=.

3m: C:[ @y !IL V@OY.

ICA4190 page_q_create()!- PAGE_Q <6wn&

Jb-R v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4191 page_q_create()!- PAGE_Q <6wn&

3$R v x=.errno.

3m: C:[ @y !IL V@OY.

ICA4192 page_q_empty()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4193 page_q_empty()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4194 page_q_enq(name,message)!- PAGE_Q

<6wn& YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4195 page_q_enq()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4196 page_q_enq(): ID(id) l1x'(priority) L

'(name) ^<v(message.

3m: $8k ^<vTOY.

ICA4197 page_q_head()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4198 page_q_head()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4199 page_q_first()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4200 page_q_first()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4201 page_q_next()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4202 page_q_ next()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4203 page_q_tail()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.
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ICA4204 page_q_tail()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4205 page_q_del()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4206 page_q_del()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4207 page_q_del(ID).

3m: pvW $8TOY.

ICA4208 page_q_deq()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4209 page_q_deq()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4210 page_q_del(): ID(id) l1x'(priority) L

'(name) ^<v(message).

3m: $8k ^<vTOY.

ICA4211 page_q_walk()!- PAGE_Q <6wn&

YnNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4212 page_q_walk()!- PAGE_Q <6wn&

wNeR v x=: errno.

3m: C:[ @y !IL V@OY.

ICA4213 PAGE_Q! !f |.

3m: #b kb-L !f!@OY.

gkZ @d: aCD! Xg #b ;k; |[OJC

@.

ICA4300 |-& wB _.

3m: |-& wB _TOY.

ICA4301 p) Jb- _...

3m: Jb- .Z-; gkO) p); Jb- _TO

Y.

ICA4302 YLs _ ......

3m: |-x#& YLs _TOY.

ICA4303 ,a kb _.

3m: p) ,a; kb _TOY.

ICA4304 CONNECTED speed

3m: peedbaud2! ,a

ICA4305 ,aGz=!!!!!!!

3m: #bb -q: &xZ! ,aGz@OY.

ICA4306 Z? pe! kQ AR. d; _.

3m: Z? pe! kQ AR.& d; _TOY.″ID=″

kb _

ICA4307 AR. OK.....

3m: &xZNNM ″ID=″! YC %CGz@OY.

ICA4308 Z? pe d; |[ _.

3m: ID W SST& #bb -q: &xZ!T |[ _

TOY.

ICA4309 Z? pe d; |[ .....OK!

3m: 9M Oa.kEL :x_=; GLUOY.

ICA4310 ^<v |[ _

3m: ^<v mO; |[ _TOY.
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ICA4311 az kb _

3m: .`; kb _TOY.

ICA4312 Ack vE. #b :x

ICA4313 Nak& vE_=, mO; g|[OJC

@.NakTriesC5

3m: Nak& vE_=.#bb &xZ! g|[; d8

_TOY.

ICA4314 .#hG @y.mO; g|[OJC@.

RsTriesC5

3m: .#hG @y. mO; g|[ _TOY.

ICA4315 ][Z ,a >a.

3m: #bb &xZ! k-& >a_@OY. .&!

! kX &xZ!T .GOJC@.

ICA4350 fwpage arrier=″...″odem=″...″D=″...″

sg=″...″h/msgtext>

3m: fwpage gk}.E3/v& .NOm YC C5

OJC@.

ICA4351 This DOL x@OY

3m: DOL CY% p:d. X! VBv 8Ai D

O; .NOJC@. L Ze& gkOAi carriers.cfg,

modems.cfgW pager.cfg& [:X_ UOY.

ICA4352 What DOL UsJ

3m: DO; gkZ! v$_8g :DZ |DL FU

OY.pg S:: GUI& kO) TBX_ UOY.

ICA4353 WhatL J+ iOY, Y)- YC C5O

JC@.

3m: hatL J+ iOY.YLm YC C5OJC

@.

ICA4354 What _x.

3m: 8@e2L _xH fl /?Q IG: 600, 1200,

2400, 4800, 9600, 14400TOY.YL.g %LM q.!

_xH fl /?Q IG: 7, 8TOY.$v q.! _

xH fl /?Q IG: 1,2TOY.FtsN "Nn!

_xH fl TB: }ZN8 Lgn._ UOY.#b

f}L 20 fl, TAP8L L v|!- vxKOY.

#bb ID @yN fl, pN }ZNv .NOJC@.

P.<! 20 fl, /?Q IG: O(&v), E(&v),

N(x=), S(xi), M(6))TOY. COM w.! 20 f

l, /?Q IG: COM1, COM2 ...TOY.COM w.

B L v|!- 108Y [F_ UOY. ^<v .Z!

20 fl, /v .Z! VBv ^<v& .NOJC@.

ICA4355 where @y! E3/v& 3$OJC@.

3m: here! E3/v& 3$R v x@OY.E3

/v& .NOm YC C5OJC@.

ICA4356 When!-, COM w. Pb @y.

3m: COM w. Pb @yTOY.p) ]b; 3$

Om YC C5OJC@.

ICA4357 Where!-, COM w. 2b @y.

3m: COM w. 2b @y.

ICA4358 What 3$ @y.

3m: haterror3$.NW DO; .NOm @y& X

aOJC@.

ICA4359 Max C5! Where;(&) Jz_@OY.

ANW% _\ _......

3m: com w.& 60P! 608 -n 8JC@. pN

GP_@OY.L fl Oe~n ,a; !KOJC@.

#b ^<v& 10P! 108 |[X 8JC@.pN GP

_@OY. #b &xZ! YnGz; v V@OY.

ICA4360 ][Z |-x#! K v xB .Z:

*pCarrierPhoneNum

3m: ][Z |-x#! NDGv JB .Z! __G

z@OY.}Z& .NOm YC C5OJC@.
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ICA4361 fm!!! #b &xZG p)L O]{8N

2400 L8Ln_ UOY.

3m: LM: \v fmOSTOY.#b &xZG p

) S5B O]{8N 2400 L88N 3$KOY.

ICA4362 p); Jb-R v x=.

3m: p) Jb- .Z-; /fOm YC C5OJC

@.

ICA4363 p)L @y& .O_@OY.

3m: p) kE @y

ICA4364 Com w. -b tries try @y.1P;!

gC5

3m: com w. -b @y.F65 Y% ANW%!-

gk _TOY.Z?8N 1P;! YC C5UOY.

ICA4365 tries C5!- #b |[ GP.1P;!

gC5.

3m: #b |[ GP.$.Q xN; KAi NW D

O; .NOJC@.

ICA4366 ^<v! J+ fn-, _2.

3m: \v fmOSTOY.^<v fL! J+ iO

Y. KBT Z#JC@.

ICA4367 ;N $G *8N Vk ^<v fL g3

$: msg-length

3m: gkZ $G ^<v fL! 808N $GH ;N

$G *8Y )GN, Vk ^<v fL& pz. fLN

g3$OJC@.

ICA4368 6!: Where@y

3m: COM w. -b @yG fl, 8:; .NOm Y

C C5OJC@.COM 3. ]b @yG fl, C:[

.&TOY.COM [v @yG fl, C:[ .&TO

Y.YLs mI |[ @yN fl, YLs mI .&T

OY. Haye #/ p)Nv .NOJC@.|[ ID d

; @yN fl #bb &xZ! TAP ANd]; vx

OBv !KOJC@.Z? AR. |[ @yN fl, #

bb -q:! &kN [?OBv .NOJC@.^<v

|[ @yN fl, NW DO; .NO) GP xN; X

aOJC@. AR. @yN fl, #bb &xZNNM

AR.& YC r; v x@OY.

ICA4369 .#hG @y! J+ 9=._\UOY

....

3m: .#hG @y! J+ 98GN, L C5& _\

UOY.

ICA4370 J+ 9: Nak! vEGz8GN, AN

W%; _\UOY .....

3m: #bb &xZNNM J+ 9: Nak! vEGz

8GN, L C5& _\UOY.

ICA4371 Tv FunctionName; gkO) COM w

.!- szComPort! Error Number& |[

_=

3m: E3/v& .NOm YC C5OJC@.

ICA4372 p)L @y ^<v& |[_@OY......

ReturnMessage

3m: ^<vB Y=z 0@OY.,aGv JR@O

Y.': o.* ,aGv JR@OY.][Z! x@O

Y.YLsfL x@OY.k- _TOY.@dL x@

OY.

ICA4373 (function name) p) GB ][ZNNM

K v xB @dL &xGz=.char1,

char2.

3m: L ^<vB FirewallG #b bIL NDOv x

OB p)L* ][ZNNM B @d; 8mUOY.

char1W char2B @dG 3= 2.Z! kQ ascii(hex)Z

e& *8@OY.

gkZ @d: p) v'L* ][Z& KdO) K v

xB @dG GL& LXR 'B L $8& gkOJC

@.

ICA5005 SKIT Jb-! GP_@OY..O Ze

B return codeS.

3m: 8H socketJb-! GP_@OY.SKITNNM

.O Ze! %CKOY.
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ICA5014 x] ,sLp. MN -v! w. server

port #MG ,a; kbOm V=.

3m: sslrctd! kX 8:H w. x#! %CKOY.

ICA5015 chp0.chp1.chp2.chp3!-G ,a vk

3m: ,sLp.G IP VR! %CKOY.

ICA5017 8H socket; .8R v x=.Tv

skit_secure_soc_init retcodeB function

retcode.

3m: skit_secure_soc_init()! GP_8GN, 8H socket

; .8R v x@OY.

ICA5018 gkH vE(slave) -v cipher :e:

spec1 spec2 spec3.

3m: Cihper :eL %CKOY.

ICA5019 Free Homenet IP .; .8R v x=.

3m: ?{ JM .&!.

ICA5020 x] ,sLp. 8: DO; - v x

=.

3m: DO /etc/security/rcsfile.cfg& gkR v x@OY.

gkZ @d: DO %CM W ;k; !KOJC@.

ICA5021 ’keyword’ 0ve! x@OY.

3m: DO /etc/security/rcsfile.cfg! Xg 0ve! x@

OY.

gkZ @d: /etc/security/rcsfile.cfg& !KQ D $$O

JC@.

ICA5024 routine name!- Tv

skit_secure_soc_write()@y.

3m: L g>!- skit_secure_soc_write()! GP_@O

Y.

ICA5025 ACKClient()!- Tv

skit_secure_soc_write()@y.

3m: ACKClient() g>!- skit_secure_soc_write()! G

P_@OY.

ICA5026 routine name!- ,sLp.NNM /?

Ov J: .O Ze& vE_=.

3m: L g>G ,sLp.NNM 9b!xQ .O Z

e& vE_@OY.

ICA5027 routine name!- ,sLp.NNM 20

d;! kQ .O Ze& vE_=.

3m: L g>!- .O Ze ^<vG d; Ze& 9

b! x_@OY.

ICA5028 _xH NWN d;.

3m: NWN d; ^<vG |DL /?Ov J@O

Y.

ICA5030 K v xB x] ,sLp. ID.remote

client ID

3m: Firewall C:[!-B L C:[ ID& K v x

@OY.

gkZ @d: L x] ,sLp.! kQ gkZ $8

& $$OJC@.

ICA5031 Tv skit_secure_soc_write@y!

RCTLoginPhase!- __Gz=.

3m: NWN dLn! kX skit_secure_soc_write()! G

P_@OY.

ICA5035 /?Ov J: NWFt d;.

3m: NWFt d; ^<vG |DL /?Ov J@O

Y.

ICA5067 /?Ov J: P6L vEGz=.

3m: vEH P6 |DL /?Ov J@OY.

ICA5078 SvrReqHandler()!- NDGv JB d;

L .8Gz=.

3m: NDGv J: d;L vEGn +CKOY.
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ICA5082 remote client ID,sLp.! kQ MN

L \}Gz@OY.

3m: L ID& .B x] ,sLp.! kQ MNL \

}Gz@OY.

ICA5086 userid ID! $GGz@OY.

3m: Firewall C:[! L gkZ ID! x@OY.

ICA5087 ’userid’! kQ gkZ .NL GP_@

OY.

3m: L gkZ ID! kQ gkZ .NL GP_@O

Y.

ICA5089 Tv rcFilterClear() ! GP_=..O Z

eB return codeTOY.

3m: L .O ZeN rcFilterClear()! GP_@OY.

gkZ @d: IPSEC LAN ,sLp. 8g& !KOJ

C@.L/Q &0: x8R v x@OY.

ICA5090 Tv rcFilterInit() ! GP_@OY..O

ZeB return codeTOY

3m: L .O ZeN rcFilterInit()! GP_@OY.

ICA5091 Tv TunnelUp()L G` !IQ DO

command line; G`R v x=.

3m: %CH mI `!- system()#b! GP_@O

Y.

ICA5092 recoverstashTv #bNNM 05 O#

& .8R v x=.

3m: stashDO!- 05 O#& 98R v x@OY.

ICA8001 SYSLOG/udp: K v xB -q:

ICA8002 function_namebIL GP_@OY -

errno, errno2 = 0xerrno2

3m: syslogd! v$H bI; v`R v x8GN 3

.! _\KOY. errno $8! @y ^<v Z! _!

KOY.

gkZ @d: C:[ ANW!S!T ,tOJC@. C

:[ ANW!S :errno $8& gkO) GPG xN;

G0OJC@.

ICA8004 AF_INET socket!- @y! __Gz

=.[ ]slogdB u Ls Socket; pOM

Ov J=.

ICA8006 K v xB l1x' L' \″priority\″

3m: 8: DO!- __H l1x' L'L /?Ov

J@OY.

gkZ @d: C:[ ANW!S!T ,tOJC@. C

:[ ANW!S :8: DO; .NX 8JC@.

ICA8007 K v xB bI L' \″facility\″

3m: 8: DO!- __H bI L'L /?Ov J

@OY.

gkZ @d: C:[ ANW!S!T ,tOJC@. C

:[ ANW!S :8: DO; .NX 8JC@.

ICA8008 %2$.24sG SYSLOG@hostname!-

\bMessage ...

3m: syslogpU 8: DO! pg NWB gkZ!T

syslog ^<v& [ER WqL in V@OY. L ^

<vB vg syslog pUL G`Gm VB C:[! N

WB Q pg gkZi!T [EKOY.

gkZ @d: C:[ ANW!S x= :x=

ICA8009 signalE#! VB SYSLOGD

3m: syslog pUL syslog pU; >aC2 E#& v

EO4@OY.

gkZ @d: C:[ ANW!S x= :x=

ICA8010 SYSLOGD! gC[J.

ICA8012 SYSLOGDL SMFN bOR v x@OY

- error_text

3m: 9Ze& SMFN bOOB _! @y! _}_@

OY. @y X:. $8! @y ^<v Z! _!KO

Y.

gkZ @d: C:[ ANW!S!T ,tOJC@. C

:[ ANW!S :@y X:. $8& gkO) SMF b

O GPG xN; G0OJC@.
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ICA8013 AN<: sB ;E! GP_@OY..

O Ze = 0xreturn_code

3m: Firewall ?N AN<:! kQ syslogdAN<:

G sB& ;EOAm C5OB _! @y! _}_@O

Y. .O Ze& gkO) ;E AN<: sB #bN

NM .OH /$ @y& k+ G0R v V@OY.

gkZ @d: C:[ ANW!S!T ,tOJC@. C

:[ ANW!S :-q: cgZ!T ,tOJC@.

ICA8014 SYSLOGD #b! v$H K v xB I

G (-startup_option)

3m: syslogdpU AN<:& C[OAm OB _! @

y! _}_@OY. v$H IGL syslogd#b!- v

xGv JB MTOY.

gkZ @d: C[ IG; .NOm syslogdpU; g

C[ OJC@. C:[ ANW!S :.&! hSGi -

q: cgZ!T ,tOJC@.

ICA8015 8: DO Wq(config_data)L /?Ov

J@OY

3m: SYSLOG8: DONNM 8: Wq; P.(parse)

OAm OB _! @y! _}_@OY.

gkZ @d: 8: DO Wq; .NOm syslogdpU

; gC[ OJC@. C:[ ANW!S :.&! hS

Gi -q: cgZ!T ,tOJC@.

ICA8016 function_nameL(!) filename! kX GP

_@OY - errno

3m: v$H e!! kO) v$H bI; v`OAm

OB _! @y! _}_@OY. errno $8! @y ^

<v Z! _!KOY.

gkZ @d: v$H e!! 8gOBv .NQ D d

8H ;k; YC C5X 8JC@. .&! hSGi

C:[ ANW!S!T .GOJC@. C:[ ANW!

S :.&! hSGi -q: cgZ!T ,tOJC@.

ICA8050 functionL(!) GP_@OY.error_text

3m: ^<v! %CH Tv& G`OB _! @y& 8

5@OY. @y! kQ _! $8B @y X:.!- &

xUOY.

gkZ @d: ^<v! v$H @y& $$Om Jd!

{s 6[; gC5OJC@.

ICA8051 functionL GP_@OY: .O Ze =

0xreturn_code

3m: ^<v! %CH Tv& G`OB _! @y& 8

5@OY. v$H TvG .O Ze5 %CKOY.

gkZ @d: ^<v! v$H @y& $$Om Jd!

{s 6[; gC5OJC@.

ICA8052 FWSTACKD! stack_name! kX JM

Nk; 0:-T.

3m: FWSTACKDB P6 JM Nk; C5 _TOY.

C:[ 6!: ANW%L hS x`KOY.

ICA8053 FWSTACKD! stack_name! kX JM

Nk; 0:-Ov x_@OY.

error_text

3m: P6 JM Nk: 7NH @y ^<v!- 3m

H L/N 0:-Gv x_@OY.

C:[ 6!: JM Nk: v`Gv J@OY.

gkZ @d: @y ^<v& gkO) @y& $$Om

fwfilter cmd=startlogN JM Nk; g0:-C0JC@.

ICA8054 FWSTACKD! stack_name! kX NAT

Nk; 0:-T.

3m: FWSTACKDB W.v) VR // (NAT) Nk

; 0:-OAm UOY.

C:[ 6!: ANW%L hS x`KOY.

ICA8055 FWSTACKD! stack_name! kX NAT

Nk; 0:-Ov x_@OY.

error_text

3m: W.v) VR // (NAT) Nk: 7NH @y

^<v!- 3mH L/N 0:-Gv x_@OY.

C:[ 6!: W.v) VR // Nk: v`Gv J

@OY.

gkZ @d: @y ^<v& gkO) @y& $$Om

fwnat cmd=startlogN W.v) VR // Nk; g0

:-C0JC@.
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ICA8056 FWSTACKD! stack_name! kX NAT

& 0:-T.

3m: FWSTACKDB W.v) VR // (NAT); 0

:-OAm UOY.

C:[ 6!: ANW%L hS x`KOY.

ICA8057 FWSTACKD! stack_name! kX NAT

; 0:-Ov x_@OY. error_text

3m: W.v) VR // (NAT): 7NH @y ^<

v!- 3mH L/N 0:-Gv x_@OY.

C:[ 6!: W.v) VR //: v`Gv J@OY.

gkZ @d: @y ^<v& gkO) @y& $$Om

fwnat cmd=updateN W.v) VR //; g0:-C

0JC@.

ICA8058 FWSTACKD! stack_name! kQ MN

$G& g0:-Om V=.

3m: FWSTACKDB C:[L _\Gz; '! 0:-

sB! Vzx MN $G& g0:-OAm UOY.

C:[ 6!: ANW%L hS x`KOY.

ICA8059 FWSTACKD! stack_name! kQ MN

$G& g0:-R v x@OY.

error_text

3m: MN $GB 7NH @y ^<v!- 3mH L

/N 0:-Gv x_@OY.

C:[ 6!: MN $GB 0:-Gv J@OY.

gkZ @d: @y ^<v& gkO) @y& $$Om

fwtunnl cmd=activateN MN $G& g0:-C0JC@.

ICA8060 FWSTACKD! stack_name! kQ JM

W Socks T"; 0:-T.

3m: FWSTACKDB v P6 JM T" W SocksT"

<.& 0:-OAm UOY.

C:[ 6!: ANW%L hS x`KOY.

ICA8061 FWSTACKD! stack_name! kQ JM

W Socks T"; 0:- R v x@O

Y. error_text

3m: JM T" W SocksT": 7NH @y ^<v

!- 3mH L/N 0:-Gv x_@OY.

C:[ 6!: pz. JM T"L {kKOY. NC W

<:B ckGg Y% pg W<:B ENKOY.

gkZ @d: @y ^<v& gkO) @y& $$Om

fwfilter cmd=updateN JM W SocksT"; g0:-C

0JC@.

ICA8062 FWSTACKD! stack_name! kX

RealAudio vx; 0:-T.

3m: FWSTACKDB RealAudiovx; 0:-OAm U

OY.

C:[ 6!: ANW%L hS x`KOY.

ICA8063 FWSTACKD! stack_name! kX

RealAudio vx; 0:-R v x@O

Y. error_text

3m: RealAudio vx: 7NH @y ^<v!- 3m

H L/N 0:-Gv x_@OY.

C:[ 6!: RealAudio -q:& gkR v x@OY.

gkZ @d: @y ^<v& gkO) @y& D0Om

@y& $$Q D fwaudio cmd=changeN RealAudio& g

0:-C0JC@.

ICA8064 functionL(!) GP_@OY.error_text

3m: ^<v! %CH Tv& G`OB _! @y& 8

5@OY. @y! kQ _! $8B @y X:.!- &

xUOY.

gkZ @d: ^<v! v$H @y& $$Om Jd!

{s 6[; gC5OJC@.

ICA9000 IBM Firewall r!! O(date) L;! 8

aJ.

3m: L RA.~nB r! g;8N j#eGz8g

%CH kN Z<{8N q0:-KOY.

ICA9001 DO C:[ H|: Kd ANW% fm

- warning description text

3m: fwfschk! DO C:[!- .&!; ___@O

Y.

ICA9002 6v7 ^<v! %1$d8 ]9Gz=.

3m: ?nQ ^<v! 3T ^<v xL NWH fl

AIX syslogd!- }:Q ^<v. 6G; (vR v x

B NW pOM! kQ ^<v! )b! bOKOY.L

^<vB G& syslogd ^<v! [:H pnN bOG

n_ UOY.
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ICA9003 8: -v!- gkZ name! kQ gk

Z .N GP.

3m: FW 8: -v! %CH gkZ& .NR v x

@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9004 gkZ nameL 8: -v!- :x{8

N gkZ .NGz=.

3m: FW 8: -v! %CH gkZ& .N_@OY.

ICA9005 x] 8: -v C[.

3m: 8: -v! C[Gz@OY.

ICA9006 x] 8: -v >a.

3m: 8: -v& >a _TOY.

ICA9007 x] 8: -v! ^<v +;NW& -

v x=.

3m: x] 8: -v!- gkOB O* LsG ^<

v +;NW! )tGz@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9008 x] 8: -v! getpeername()!- G

P_=: @y errno.

3m: 8: -v! ,sLp.! |Q $8& r; v

x@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9009 x] 8: -v! getsockname()!- G

P_=: @y errno.

3m: 8: -v! ZE! |Q $8& r; v x@O

Y.

gkZ @d: FW |.Z& |6OJC@.

ICA9010 x] 8: -v! npM $8& rB %

GP_=.

3m: 8: -v! npM $8& r; v x@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9011 8: -v! x] 8: -v! kO) 0

:-Gv J=.

3m: 8: -v! 8: DO! local=yes& 3$_8g

,sLp.! x] C:[! V@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9012 x] 8: -v! NWB d;; P; v

x=.

3m: 8: -v! ,sLp. NWB d;; P; v

x@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9013 x] 8: -v! _xH NWB d;;

vE_=.

3m: NWB d;L _xH $8& wTUOY.

gkZ @d: FW |.Z& |6OJC@.

ICA9014 x] 8: -v! DLA& [:R v x

=.

3m: 8: -v! gkZ .N; 'Q DLA& [:

R v x@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9015 x] 8: -v! AN<:& [:R v

x=.

3m: 8: -v! gkZ .N; 'Q AN<:& [

:R v x@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9016 EFM pU C[ _.

3m: EFM pUL |.GB Firewall!- C[Gz@O

Y.

ICA9017 EFM pU >a; rc = value.

3m: v$H .O ZeN EFM pU; >a _TOY.
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ICA9018 EFM pUL ^<v +;NW& - v

x=.

3m: EFM pU!- gkOB O* LsG ^<v +

;NW! )tGz@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9020 G` _N gkZ ID& |/R v x

=.

3m: G` _N gkZ ID& |/Ob 'Q C:[ #

b GP.

gkZ @d: FW |.Z& |6OJC@.

ICA9021 L Firewall: logon pe& vxOv J

=.

3m: Xg FirewallL L/Q /vQ pe& vxOv

J@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9022 user! lgon peN Firewall! NWBO

5O gkZ .NGv J=.

3m: Xg gkZmL L/Q /vQ pe& gkO)

NWBO5O gkZ .NGv J@OY.

gkZ @d: FW |.Z& |6OJC@.

ICA9023 EFM DLL ; NeR v x=.

3m: efm dll Ne GP.

gkZ @d: FW |.Z& |6OJC@.

ICA9024 |[ d;L user! GX Firewall

machine8N C[Gz=.

3m: |[ 6[L C[Gz@OY.

ICA9025 |[ d;L .O Ze return codeN >

aGz=.

3m: |[ 6[L OaGz@OY.

ICA9026 DLny machineG user!T- time! |

[ d;L vEGz@OY.

3m: |[ 6[L v$H C#! C[Gz@OY.

ICA9027 Tv functionG DO filenameL |[ d

;! _!Gz=.

3m: v$H DOL |[I 9$TOY.

ICA9028 0:- d;L user! GX Firewall

machine8N C[Gz=.

3m: 0:- 6[L C[Gz@OY.

ICA9029 0:- d;L .O Ze return code&

*8;g >aGz=.

3m: 0:- 6[L OaGz@OY.

ICA9030 FirewallmachineG user!T- time! 0:

- d;L vEGz@OY.

3m: 0:- 6[L v$H C#! C[Gz@OY.

ICA9031 Tv functionG 0:-! .O Ze

return codeN >aGz=.

3m: v$H TvG 0:-! OaGz@OY.

ICA9032 NAT 8:L datee time! ;EGz@O

Y.

3m: NAT 8:L ;EGz@OY.

ICA9033 NAT vx (version.release9')L date

time! Jb-Gz@OY

3m: Firewall NAT vxL Jb-Gz@OY.

ICA9034 NAT vxL datee time! q0:-Gz@

OY.

3m: NAT vx; gkR v x@OY.

ICA9035 NAT! 8H VR Secured IP Address!

kO) nOH VR& RgR v x=.

3m: 8H VRB nOH VR .! gkR v VB V

R! x8GN //Gv J@OY.
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ICA9036 NAT! nOH VR Registered IP

Address& VR .N X&_=.

3m: nOH VRB nOH IP VR .N 1.:Gz

@OY.

ICA9037 Firewall NMdL:! time_and_date! Z

?8N ;EGm V=.

3m: Firewall Jb- ANW%L Firewall NMdL: D

O f w a d p t . c f gG ;E; ..EOb 'X

UpdateInterfaces()& #b_@OY.

C:[ 6!: none

gkZ @d: none

ICA9038 NMdL: address! Firewall 8:!-

h&Gz=.

3m: *-H !P. Jx VR! Firewall 8: DO

fwadpt.cfg! *-Gn V8* TCP :C! KAvv J

R8GN 8: DO!- h&Gz@OY.

C:[ 6!: none

gkZ @d: none

ICA9039 NMdL: address! Firewall 8:! _

!Gz=.

3m: *-H !P. Jx VR! TCP :C! GX _

_Gz8* Firewall 8: DO fwadpt.cfg! x8GN 8

: DO! _!Gz@OY.

C:[ 6!: none

gkZ @d: none

ICA9040 NMdL: address6:)! oldmask!-

newmask(8)N ;EGz@OY.

3m: fwadpt.cfgDOG 6:)B Oe~n! 3!H M

z O!Ov J@OY. fwadpt.cfg DO!- CY% 6

:) Je! ;EGz@OY.

C:[ 6!: none

gkZ @d: none

ICA9041 L C:[!- NMdL:& #; v x

=.

3m: L C:[!- npM NMdL:& #; v x

@OY.

C:[ 6!: none

gkZ @d: none

ICA9042 NATB [w _N Y-k-O VR

many-to-one addressM T2 0:-J.

3m: NATB :x{8N Jb-Gn L& 0:-Gz

@OY. VR! 0LsB M: Y-k-O //L q0:-

sB! VYB M; GLUOY.

C:[ 6!: none

gkZ @d: none

ICA9043 NATB .O Ze rcM(z) T2 Jb-

! GPT.

3m: NATB Jb-! GPO) q0:- sB! V@

OY.

C:[ 6!: #bGB NAT Tv! x@OY.

gkZ @d: NAT bI:L JdOi, .OH Ze&

8m L& {}w $$OJC@. .&! XaGv J;

'B IBM -q:N .GOJC@.

ICA9044 NAT! q0:-J.

3m: NATB :x{8N q0:-Gz8GN L& q

0:- sB! V@OY.

C:[ 6!: none

gkZ @d: none

ICA9045 NATB secured address:port 8H VR:w

.! kX address:port VR:w.& Rg

O4@OY.

3m: NATB 8H #:. kE VR w.!- VR:w

.& Rg_@OY.

C:[ 6!: none

gkZ @d: none

NOA. ^<v 127



ICA9046 NATB 8H VR secured address! Y-

k-O VR& RgR v x@OY.

3m: NATB Y-k-O VRG w.& Y gk_@OY.

C:[ 6!: NC #:.G P6: h&Gz@OY.

gkZ @d: LB LXa ,aL J+ 9YB M; G

LUOY. |.ZB /^ sB! VB // WLm Wq

; u !. &EOb 'X Y-k-O VRM |CH C#-

Jz& YLm M; v5 V@OY.

ICA9047 NATB secured address:port 8H VR:w

.!- address:port VR:w.& qRgO

4@OY.

3m: NATB v$H VR:w. V; gk!IQ .N

.O_@OY.

C:[ 6!: none

gkZ @d: none

ICA9048 NATB ANd]:protocol VR:w.

address:port 8H VR:w. secured

address:portM T2 PRH P6; __

O4@OY.

3m: NATB PRH P6 &n P6 GB PRH ICMP

@y @y ^<v& ___@OY. NATB PRH FTP

&n P6; //Ov8 ZaNP: 6gGv J@OY.

LML PRH PORT mILzYi, FTP %LMB ^<

v! VB IP VR! //Gv J8GN GPUOY. P

6L PRH ICMP @y ^<vO 'B h&KOY.

C:[ 6!: 3m; |6OJC@.

gkZ @d: L1 s2L ]9{8N _}Oi, IBM

-q:! K.JC@.

ICA9049 NATB source address!- destination

address_! //I v xB +xG PR

NP; ___@OY.

3m: NATB dategramG 9 x0 PRNP! U- 5

xQ PRH %LMW%; ___@OY.

C:[ 6!: NATB PRNP; CYN //R v x

8GN %LMW%L h&KOY.

gkZ @d: L1 s2L ]9{8N _}Oi, IBM

-q:! K.JC@.

ICA9050 NATB 8H VR:w.secured

address:port!- VR:w. address:portN

.O Ze rcN ANd] :protocolz T

2 P6; |[OB% GP_@OY.

3m: NATB P6; //Ov x_@OY.

C:[ 6!: P6L h&KOY.

gkZ @d: L1 s2L ]9{8N _}Oi, IBM

-q:! K.JC@.

ICA9051 NATB 8H VR:w.secured

address:port!- VR:w. address:portN

ANd] :protocolz T2 5xQ P6;

(v_@OY.

3m: NATB P6G 5x; (v_@OY.

C:[ 6!: none

gkZ @d: none

ICA9052 NATB 8H VR:w.secured

address:port!- VR:w. address:portN

ANd] :protocolz T2 b_Q P6;

(v_@OY.

3m: NATB P6G b_; (v_@OY.

C:[ 6!: none

gkZ @d: none

ICA9053 %3$d ;GstringValue filename

3m: pvW _

C:[ 6!: none

gkZ @d: none

ICA9054 address:IP VRB q8H/8H NMdL

: VRM Y-k- O VRN ?C! gk

I v x@OY.

3m: LB H 0; v x@OY.

C:[ 6!: d;H 6!B v`Gv J@OY.

gkZ @d: Y% q8H/8H VR* Y% Y-k-O V

R& 1COJC@.
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ICA9060 !m{N 8: -v Jb- @y -

socket():system error message

3m: 8: -v Jb- GPN pUL >aGz@OY.

gkZ @d: %CH C:[ .&& $$Om 8: -

v& YC C[OJC@.

ICA9061 !m{N 8: -v Jb- @y -

listen()n:system error message

3m: 8: -v Jb- GPN pUL >aGz@OY.

gkZ @d: %CH C:[ .&& $$Om 8: -

v& YC C[OJC@.

ICA9062 !m{ 8: -v @y - main accept():

system error message

3m: 8: -v b; g>G GPN pUL >aGz

@OY.

gkZ @d: %CH C:[ .&& $$Om 8: -

v& YC C[OJC@.

ICA9063 !m{ -v @y - failing function: .O

Ze = 0xfunction return code

3m: 8: -vB %CH Tv!- @y& ___@O

Y. pUL >aKOY.

gkZ @d: %CH C:[ .&& $$Om 8: -

v& YC C[OJC@.

ICA9064 K v xB IG -value:(B) +CKO

Y.

3m: %CH IG: v$Gzv8 NDGvB J@O

Y.

ICA9065 8: -v @y - failing function: system

error message

3m: 8: -vB %CH Tv!- @y& ___@O

Y. pUL >aKOY.

gkZ @d: %CH C:[ .&& $$Om 8: -

v& YC C[OJC@.

ICA9066 ^p. N7: 8: -v: malloc(bytes):

function_namebI ;G NULL *; .O

UOY.

3m: fPQ ^p.& RgR v x= - mallocL NULL

; |[_@OY.

ICA9067 YNe! GP_@OY.VR: port:(B)

LL gk_TOY.

3m: Vnx w. VRB vg gk _TOY.

C:[ 6!: 8: -v! >aUOY.

gkZ @d: Y% w. VR& gkO) 8: -v!

,aOE* Firewall |.Z!T .GOJC@.

ICA9068 -value IG: GP_E* _x v$Gz

@OY.

3m: %CH IG: GP_E* GB _x v$Gz@

OY.

C:[ 6!: 8: -v! >aUOY.

gkZ @d: %CH IGG gk}; $$Om 8: -

v& YC C[OJC@.

ICA9069 SSL Jb- GP.

3m: SSL O#- /f: Jb-! GPOE* GB s

kfzG Ze&L)! GP_@OY.

C:[ 6!: 8: -v! >aUOY.

gkZ @d: SSL /f; KuOb 'X Firewall |.

Z& 8*JC@.
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NOB. Windows NT C:[ 8: --

--B RJdQ pU; [? _vOm c!Gv J: gkZ ID& gkO

v J=8Na 8H W ?2:; Vk-OB AN<:TOY. --B IBM
Firewall RA.~n 3!G ONN 8H; 'yR v VB C:[ Zx; m

}UOY.

IBM Firewall 8:! JdOv J8g 8H; 'yR v VB -q:B g

kL _\KOY. TCP/IP L\G pg ANd]: h&KOY.
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NOC. V. d;(RFC) rb

V. d;(RFC): uNn ANd]; %COm NM] ANd] 6! kQ

%X; 3$OB .-TOY. pg RFCG Oe+G& 30{8N GB 9

`! YEO), W.v) $8 >M(NIC)!- r; v V@OY.L1 %:

Y= VR!- r; v V@OY.

Government Systems, Inc.
Attn: Network Information Center
14200 Park Meadow Drive
Suite 200
Chantilly, VA 22021

L URL!- RFC& W<:R v V@OY.

http//www.cis.ohio-state.edu/hypertext/information/rfc.html.

ds.internic.net! ,aO) FTP& gk _N NICNNM BsN 9g;;

r; v V@OY.Y= |D8N DO; |[R v V@OY.

RFC:RFCnnnn.TXT
RFC:RFCnnnn.PS

)b-:

nnnn Is the RFC number

TXT Is the text format

PS Is the PostScript format

RFC vNG |D: Y=z 0@OY.

RFC:RFC-INDEX.TXT

V: kNPG RFCB X:. |D8N8 gk !IUOY.w:.:)3.

DO; d;Ob |!, Uz RFC N&:& KdO) RFC! Xg |D

8N gk !IQv .NOJC@.NIC Z? |Zlm -v!- ^<

v& mailserv@ds.internic.netN 8; RFCG BsN g;; |Zlm

; kX d;R v5 V@OY. V.G ;.! Y= mI _ O*& w

TCQ_ UOY.

SEND RFCnnnn.TXT
GB

SEND RFCnnnn.PS

)b-:

nnnn Is the RFC number

TXT Is the text format

PS Is the PostScript format
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9& in, RFC 812X:. |D; d;OAi, V. ;.! Y=; v$

X_ UOY.

SEND RFC812.TXT

RFC N&:G BsN 9g;; d;OAi, V. ;.! Y=z 0: mI

; wTCQ_ UOY.

SEND RFC-INDEX.TXT
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NOD. IBM eNetwork Firewall Socks5.conf 8: DO |D

8: DO socks5.confB pz.N IBM Firewall 3! p:d.! V@OY.

xR fl, X:. m}b& gkO) DO; m}R v V@OY.

3=8N -v! #bI ' socks5 .con f 8: DOL Pt}OY

(socks5.config /|; _\Ov Jm VE8N m!b 'X). L DO!

B Vnx VR! 5^Ob 'X n2 NMdL:& gkOBv, Vnx V

R! w" ,aR MNv FOi AOC -v& gkR MNv W AOC

,aL Lgnvb 'X-B n2 d86GL JdQv n; G0Ob '

X IBM FirewallL JdN OB pg $8! in V@OY.

Y= =G: 8: DO! *M V@OY.

v 0m

v /v

v pb

v gkZ .N

v fNv$

v AOC

v W<: &n

gkZ .N, fNv$, AOC W W<: &n =G!- W =G! kX O

!! Lgnz 'nv x-kN `; P@OY(`G x-! El _d). `

L O!OAi, ` HG " WqL O!X_ UOY.

w. v$

L', x# GB |'& gkO) w.& v$R v V@OY. |'! w

}{N!! {s |'B [ GB (N C[Gg )GB ]N !3OY. |' 8

PZ H!B 0%N 8PH N 3G w. v$Z(L' GB x#)! Vn_

UOY. w. v$ f}; w. POLs UOY.

#:. v$

#:. VRM W.6:)B 8k Vnx T"! {kGB #:. v$!

JdUOY. L #:. v$ f}; #:. POLs UOY. #:./6
:) V; v$OB %!B n !v f}L V@OY.

E3/v 3m

hostIP/ mask 6:)& wTQ #:. VR ″ANDed″B 6:)& wT
Q #:. IP ″ANDed″M ?OX_ UOY.LM: 8k
W.v)* -jW.v) ONNNM VRG #:. N
P; {bB % gkKOY.

- pg ML O!UOY.pg #:.! ckKOY.
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E3/v 3m

n1 n1.0.0.0/255.0.0.0! XgUOY.

n1.n2 n1.n2.0.0/255.255.0.0! XgUOY.

n1.n2.n3 n1.n2.n3.0/255.255.255.0! XgUOY.

.domain.name #:.m: .domain.name:.58N !*_ UOY.

a.host.name #:.m: $.w a.host.namez O!X_ UOY.

GQ F!! 3mH M33 L| #:. PO 8.! kQ vx5 V@O

Y. W/* u uNn f}L _5Gm Pb!5 1@OY.

E3/v 3m

hostIP/a pg ML O!UOY(″-″M ?O). pg #:.! ck
KOY.

hostIP/n W.v) O!TOY.VR!- W.v) NP8; 2\
Nm #:.M -jW. NP; {iOY.)b! gk
GB 6:)B #:. IP VRG ,!:! {s ^s}O
Y.

hostIP/s -jW. O!TOY.VR!- -jW.M W.v) N
P8; 2\Nm #:. NP; {iOY.)b! gk
GB 6:)B #:. IP VRG ,!:! {s ^s}O
Y.

hostIP/h #:. O!TOY.#:. IP! XgUOY.

gkZ .N f} v$

l.! &xOB gkZ .N f}: ibmcramz ibmpwdTOY. Y% Mi

L _!I v5 V@OY.

gkZ .N f}: 0%N 8PH f} .:.N- v$R v V@OY.

`G O!& 'X-B 1CH gkZ .N f}L .:. HG f} _ O

*N %CGn_ UOY.L 8.; auth POLs UOY. gkZ .N f

} NULL: pz.! {s $GKOY. b8 f}: {}Q pb(i); N

eO) wTR v V@OY. ″-″B NULL; wTOB SG gkZ .N f

}L vkI v V=; *8@OY.

gkZ .N Wq

gkZ .N Wq: gkR v VB gkZ .NG /|; v$UOY. |

D: Y=z 0@OY.

auth/ban source-address source-port
auth-methods

E3/v 3m

auth/ban gkZ .N WqL c!GzBv(auth)
c!Gv JRBv(ban) )N& *8@
OY.
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E3/v 3m

source-address /?Q #:. POTOY.

source-port /?Q w. POTOY.

auth-methods /?Q auth POTOY.

0ve ″ban″:, gkZ .NL L #:.! C5Gv xOg v$H -v

! /?Q k}; wTOv J=; v$UOY.

auth/ban`L v$Gv J: fl, pz.! {s pg gkZ .N; vk

R v V@OY.,aG ckL deny(pz.)! 3$H fl, gkZ .NL

{kH Dnv ,aL ENKOY. SOCKS5 ANd]!-, c! |! g

kZ .NL On3OY. #:.! b]X-8 W #:.G gkZ .N

f}; G\X_ UOY.

mI v$

GQ mI; 0%N 8PH .:.N v$R v V@OY. L 8.; m

I POLs UOY.$GH mI: connect, bind, udp, pingW tracerouteT
OY.b8 mI: pb; kX _!R v V@OY.″-″(kC)B pg mI

; vkR v V=; *8@OY.

pb Ny

pb; gkOi, uNn gkZ .N f}, mI, c! Kd W ;k JM

& _!O) -v bI8N gkZ .eR v V@OY. |D: Y=z 0

@OY. module stub filename options

E3/v 3m

module NeR pbG D0ZTOY.

stub Tvm W<:! gkGB "NgLg pb! {s ^s
vB L'TOY.

filename NeR pbG DOmTOY.

options pb! m/Q 8: $8TOY(VYi).

pb: Y% w!- gkGB Je& $GR v V8GN, Uz pb `;

VB ML A@OY.9& in, gkZ .N pb: auth W permit `! g

kGB gkZ .N f}m; $GUOY.

fNv$ Wq

9v W.v) NMdL:({s-, IP VR)& .a C:[!-, /$ W.

v) NMdL:! /$ VRM aUO) gkGBv .NOB ML A@

OY. LM: ;N C:[L ;N W.v) NMdL:& gkOm \N

C:[L \N W.v) NMdL:& gkOBv .NO) ″IP SLb″(W
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.v) \N C:[L W.v) ;N! VB bh33 `<OB)& fvU

OY. GQ SOCKS -v! BIND d;; vkR ' GB SENDTO d;;

_`R ' YNeR W.v) NMdL:& G0OB % gkUOY.n2

Wq5 O!Ov J; fl, INADDR_ANY! YNeOB % gkGg SG

NMdL:! vEOB % gkI v V@OY.\O ((homed)#:.B f

Nv$ Wq; wTR Jd! x@OY.Li: O* LsG W.v) N

MdL:& .a C:[!8 JvTOY. |D: Y=z 0@OY.route
dest-address dest-port interface-address

E3/v 3m

route fNv$ Wq; v$OB 0veTOY.

dest-address /?Q #:. POTOY.

dest-port /?Q w. POTOY.

interface-address W.v) NMdL: +eG IP VR GB W.v) NM
dL:m(9& in, elnk31)TOY.

/v Wq

Nk W $8 ^<vG g W /|: 8: DO HG /$ /v W C!W

N &nR v V@OY. |D: Y=z 0@OY.set variable value

E3/v 3m

set NCk8N /f /v Wq; 3$OB 0veTOY.

variable /?Q /f /vTOY. gk!IQ /v *-! kX
-B F!G 138dLvG :/f /v;& |6OJC
@.

value RgR *TOY.

/f /v

/f /v 3m

SOCKS5_BINDPORT [port] pz. w. 1080 \! v$H w.&
gkO5O IBM Firewall; 8:UO
Y.

SOCKS5_RECVFROMANYONE UPDvxL gk!IO fl, UPD ,
sLp.! K v xB [EZNNM
^<v& vER v V@OY.

SOCKS5_USECLIENTSPORT ,sLp.! ^<v& [EOB % g
kOB ?O w.! YNeR v VB
fl!8 IBM Firewall; AOC! 8:
UOY. LM:, -v! %LM& ,s
Lp.! jA8;m(streaming)V; '
UDP ,a AOL! JdUOY(,sL
p.! -vN ^<v& [EOb |!
,sLp.N [EGm VB ^<v).
L gk}G 9B RealAudioTOY.
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/f /v 3m

SOCKS5_MAXCHILD ?C x`GB 29eG Vk v.

SOCKS5_NOREVERSEMAP IPVR& #:.m! k@Ov xUO
Y. 0mL 8: DO! RgH fl,
LM: $8 Nk; q}CQ :I;
C3OY.

SOCKS5_NOSERVICENAME w. x#& -q:m! k@Ov xU
OY. 0mL 8: DO! RgH f
l, LM: $8 Nk; q}CQ :I
; C3OY.

SOCKS5_NOIDENT DDOH fl!5 IDENT d;; gk
Ov xUOY. ,sLp.! kQ @
0 5)& !x fl W.m ,sLp
.! IDENTD& gkOv J; fl!
/kUOY.LM: C#>a b#;
(RC5OY.

SOCKS5_DEMAND_IDENT ,sLp.NNM IDENT @dL x;
fl GPO5O NULL gkZ .N;
8:OJC@.LM:, gkZmL Ws
,a d;z |CGBv .NOB %
/kUOY.

AOC Wq

AOC Wq: SOCKSAOC -vG VR& bzUOY. L/Q `: V

nx #:.! ,tOB f}; -v!T KA ]OY. n2 `5 #:.

M O!Ov J; fl, #:.! w" ,tKOY. L |D: Y=z 0

@OY.proxy-type dest-addr dest-port proxy-addr proxy-port

E3/v 3m

proxy_type AOC -vG /|TOY./?Q TB: Y=z 0@
OY.

v socks5

v socks4

v no proxy

dest-address /?Q #:. POTOY.

dest-port /?Q w. POTOY.

proxy-address IPVR GB AOC -vG L'TOY.

proxy-port SOCKSpUL ,a; vkOm VB AOC -v w.
TOY.
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&n Wq W<:

W<: &n =G: ,a 3$! kQ d;L ckGzBv GB ENGz

Bv& G0UOY.)b!B permit `z deny `, N !v /|G `L V

@OY.Wq `L O!OAi `! VB " `L O!X_ UOY. |D

: Y=z 0@OY.

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]

E3/v 3m

auth /?Q auth PO W auth Wq8N v$H gkZ .N
f} .:.TOY.

cmd L `8N O!GB mI; v$OB /?Q mI PO
TOY.

scr-host b_v #:.G /?Q #:. POTOY.

dest-host q{v #:.G /?Q #:. POTOY.

scr-port b_v #:. w.G /?Q w. POTOY.

dest-port q{v #:. w.G /?Q w. POTOY.

userlist /?Q gkZ POTOY.

JM

NeH pb; kQ JM5: JM v$.! GX v`KOY. |D: Y

=z 0@OY.

filter name auth cmd src-host dest-host src-port dest-port [userlist]

E3/v 3m

name JM pbG D0ZTOY.

auth /?Q auth PO W auth Wq8N v$H gkZ .N
f} .:.TOY.

cmd L `8N O!GB mI; v$OB /?Q mI PO
TOY.

scr-host b_v #:.G /?Q #:. POTOY.

dest-host q{v #:.G /?Q #:. POTOY.

scr-port b_v #:. w.G /?Q w. POTOY.

dest-port q{v #:. w.G /?Q w. POTOY.

userlist /?Q gkZ POTOY.

140 Windows NTk IBM eNetwork Firewall: |6-



|m .e

NM] 8H! kQ _! $8B http://www.
software.ibm.com/enetwork/Firewall!- IBM
Firewall ( dLv& #F 8JC@.

IBM -{! wTH $8

Firewall, NM] 8H W O] 8H Wq! k

Q b8 IBM $8 R:! )b! *-Gn V

@OY.

Firewall Wq

Y= .-B IBM Firewall CD-ROMz IBM
eNetwork Firewall( dLv!- gkR v V

@OY.

v IBM eNetwork Firewall gkZ H;-,
GC31-8658

v IBM eNetwork Firewall|6-, SC31-8659

v NT 3.2k IBM eNetwork Firewall; gkQ T

L. 8#Ob, SG24-5209

NM] W ye MLe % Wq

v A Guide to the Internet Connection Servers,
SG24-4805

v Accessing CICS Business Applications from the
World Wide Web, SG24-4547

v Accessing OS/390 OpenEdition MVS from the
Internet, SG24-4721

v Accessing the Internet, SG24-2597

v Building the Infrastructure for the Internet,
SG24-4824

v Cool Title about the AS/400 and Internet,
SG24-4815

v The Domino Defense: Security in Lotus Notes
and the Internet, SG24-4848

v Examples of Using MQSeries on WWW,
SG24-4882

v How to Secure the Internet Connection Server
for MVS/ESA, SG24-4803

v Lotus Domino Server Release 4.5 on AIX
Systems: Installation, Customization, and
Administration, SG24-4694

v Netscape Proxy Server, SK2T-7444

v Running CICS Transactions through the Web:
The CICS Internet Gateway to VSE/ESA,
SG24-4799

v Safe Surfing: How to Build a Secure World
Wide Web Connection, SG24-4564

v Teach Yourself CGI Programming with PERL
in a Week, SR23-7343

v Using the Information Super Highway,
GG24-2499

v World Wide Web Access to DB2, SG24-4716

O] 8H V&Wq

v The Basics of IP Network Design, SG24-2580

v Elements of Security: AIX V4.1, GG24-4433

v Enterprise-Wide Security Architecture and
Solutions Presentation Guide, SG24-4579

v HACMP/6000 Customization Examples,
SG24-4498

v IBM Global Network (IGN) Security Policy,
GC34-2206

v IBM Security Architecture: Securing the Open
Client/Server Distributed Enterprise, SC24-8135

v IBM Systems Monitor: Anatomy of a Smart
Agent, SG24-4398

v Security Overview of Open Systems Networking,
GG24-3815

v Systems Monitor for AIX User’s Guide,
SC31-8173

v TCP/IP Tutorial and Technical Overview,
GG24-3376

jw bG0! kQ $8

Li jw bG0: sendmail, TCP/IPW UNIX
! |CH MTOY.
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v Albitz, Paul, and Cricket Liu.DNS and BIND.
Sebastopol, CA: O’Reilly and Associates, 1997.
(ISBN: 1-56592-236-0)

v Costales, Brian with Eric Allman.Sendmail
O’Rei l ly and Associates, Inc. ( ISBN:
1-56592-222-0)

v Hunt, Craig. TCP/IP Network Administration
O’Rei l ly and Associates, Inc. ( ISBN:
0-937175-82-X)

v Nemeth, Snyder, et al .UNIX System
Administration HandbookPrentice Hall. (ISBN:
0-13-151051-7

Li jw bG0: NM]sG Firewallz 8

H! |CH MTOY.

v Ahuja, Vijay. Network and Internet Security.
Boston: Academic Press Professional, 1996.
(ISBN: 0120455951)

v Ahuja, Vijay. Secure Commerce on the Internet.
Boston: Academic Press Professional, 1997.
(ISBN: 0120455978)

v Anderson, Bart, et al.The Waite Group’s UNIX
Communications and the Internet. Indianapolis,
IN: Sams Pub., 1995. (ISBN: 0672305372)

v Atkins, Derek, et al. Internet Security:
Professional Reference. Indianapolis, IN: New
Riders Publishing, 1996. (ISBN: 1562055577)

v Chapman, D. Brent, and Elizabeth D. Zwicky.
Building Internet Firewalls. Sebastopol, CA:
O’Reilly and Associates, 1995. (ISBN:
1565921240)

v Cheswick, Willam R., and Steven M. Bellovin.
Firewalls and Internet Security. New York:
Addison-Wesley, 1994. (ISBN: 0201633574)

v Cooper, Frederic J., et al.Implementing Internet
Security. Indianapolis, IN: New Riders
Publishing, 1995. (ISBN: 1562054716)

v Curry, David. UNIX System Security: Guide for
Users and Systems Administrators. Sebastopol,
CA: O’Reilly and Associates, 1994. (ISBN:
0201563274)

v Garfinkel, Simson, and Gene Spafford.Practical
UNIX Security. Sebastopol, CA: O’Reilly and
Associates, 1991. (ISBN: 0937175722)

v Garfinkel, Simson, and Gene Spafford.Practical
UNIX and Internet Security. Sebastopol, CA:
O’Reilly and Associates, 1996. (ISBN:
1565921488)

v Hare, Chris, and Karanjit Siyan.Internet
Firewalls and Network Security. Indianapolis,
IN: New Riders Publishing, 1996. (ISBN:
1562056328)

v Randall, Neil.Teach Yourself the Internet in a
Week. Indianapolis, IN: Sams.Net, 1995. (ISBN:
0672307359)

v Stallings, William. Internet Security Handbook.
Foster City, CA: IDG Books, 1995. (ISBN:
0077092546)

v Stevens, W. Richard.TCP/IP Illustrated.
Reading, MA: Addison-Wesley, 1994. (ISBN:
0201634953)
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VGgW

L %!- p^OB IBM &0, ANW% GB -q:! IBML 5w_N p

g *s!- ]eC &xGB M: FUOY.L %!- IBM &0, ANW

% GB -q:& p^_Ym X-, IBMG &0, ANW% GB -q:8;

gkX_ QYB GLB FUOY.IBMG v{ gjGL* b8 }{8N

8#^B GQ; 'XOv JB Q, bIs8N ?nQ &0, ANW% G

B -q:& kE gkR v5 V@OY.IBM!- mCQ &0L FQ &

0zG aU! {% n5sG r! W Ku: gkZG %STOY.

IBM: L %!- Ygm VB /$ ;k! kX /c& 8/Om VE*

vg bx _O v V@OY.L %; &xQYm X- /c! kQ gk

G; N)OB M: FUOY./c gkG! kQ .GB Y= VRN O

Cb YxOY.

150-010
-o/0C 5nw8 )G5? 25-11, Qxty
Q9 FL.q.% VD8g
v{ gjGN
Tel: 02-781-6028

gkG R/Z! (i) 6Z{8N [:H ANW%z Y% ANW%(L AN

W%; wTO)) #G $8 3/L* (ii) 3/I $8G s#Lknz 0

: q{8N $8& JdN OB fl!B RA.~n s#n5 cgZ!

T .GOG v V@OY.b8 Z<Q .GgW: F! VR& LkOC

b YxOY.

150-010
-o/0C 5nw8 )G5? 25-11, Qxty
Q9 FL.q.% VD8g
RA.~n gw;N
Tel: 02-781-7777

L/Q $8B gkan; qTQ Xg b# W 6G! {s gkL !I

UOY.

L %! bzH gkG ANW%z )b! gkR v VB pg gkG Z

aB IBM m4 yGO! IBM!- &xUOY.

L %: &0 gk; 'Q ML FOg, n0Q >yG 8u5 xL VB W

kN &xGGN, GE !I:; 8eOE* /$ q{! {UQv )N!

kX-B %Sz v x@OY.

L &0!B 6.wOF V3 kP, BerkeleyW W ,8xi! GX 3_H

RA.~n! wTKOY.
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nOs%

Y= knB L9z Y% *s!- 5w _N IBMgG nOs%TOY.

v Common User Access

v DB2

v eNetwork

v IBM

v OS/2

Microsoft, Windows, Windows NTW Windows 95NmB Microsoft Corporation
G nOs% GB 6! nOH nOs%TOY.

UNIXB X/Open Company Limited! GX 6!{8N gkGB nOs%T

OY.

JavaW HotJavaB Sun Microsystems, Inc.G nOs%TOY.

L_ 0%(**) ! Y: Y% 8g, &0 W -q: L': 8gG nOs%

LE* -q: %CTOY.
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kn

http://www.networking.ibm.com/nsg/nsgmain.
htm!- IBM RA.~n kn}! W<:R

v V@OY.
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vN

[!]
-- 131

|. bI Wl 22

|., NW DO 6

8: -v 1

Wl, |. bI 22

bI Wl, |. 22

b; E3/v 18

[*]
W.v) VR // 11

[Y]
Y-k-OG nOH VR 11

5^N L' -q: 2

nOH VR, Y-k-O 11

[s]
NW bI 74

NW pOM 8

NW DO |. 6

NW, Firewall 25

[6]
E3/v, b; 18

^<v 77

^<v }: 27

^<v, }: 27

mI ` NMdL: 1

.&Xa W Kg 67

[Y]
f}, gkZ .N 51

8m- /?.< 25, 75

8m- /?.< gk} 25

8HH IP VR k@ 11

8HH IP VR // 11

8HH IP VR &\ 11

8HH IP VR, k@ 11

8HH IP VR, // 11

8HH IP VR, &\ 11

[g]
gkG y` 143

gkZ &x gkZ .N 51

gkZ .N f} 51

gkZ .N, gkZ &x 51

yC 68 30

-q:, 5^N L' 2

<G 31

[F]
% dLv 141

/?.<, 8m- 25

L' -q:, 5^N 2

NMdL: 5

[Z]
68, yC 30

V. d;(RFC) 133

VR, 8H IP &\ 11

VR, 8HH IP k@ 11

VR, 8HH IP // 11

[w]
|m.e 141

|6- 141

[+]
0 DO [: 59

0 DO, [: 59

[8]
WLm, SQL 31

kE. 6} 72

[D]
DO |., NW 6

AOC -v 73

AOC, HTTP 3

JM 3

A
ADMIN_ALERT 31

a_alert.tbl 28

D
DB2 29

DB2/6000 GB DB2/2 25
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DNS .& 69

F
FILTER_ACTIVE_RULE 31

FILTER_INFO 31

FILTER_MATCH 31

FILTER_STATUS 31

Firewall NW 25

fwfilter 3

fwimport.dat 25

fwinterface 5

fwlog 6

fwlogcvrt 25

fwlogmon 8

fwlogtbl 25, 26

fwlogtxt 25, 26

fwmail 10

fwnat 11

fwqrysmp.dml 25

fwschema.ddl 25, 30

fwuser 18

f_info.tbl 28

f_match.tbl 28

f_rule.tbl 28

f_stat.tbl 28

H
HTTP AOC 3

I
INTERFACES 31

interfaces.tbl 28

IP VR, 8H k@ 11

IP VR, 8H // 11

IP VR, 8H &\ 11

M
Make Key File /?.< gk(MKKF) 59

N
NAT 74

NAT_INFO 31

nat_info.tbl 28

P
PAGER_INFO 31

PROXY_FTP 31

PROXY_HTTP 31

PROXY_INFO 31

PROXY_LOGIN 31

PROXY_STATUS 31

p_ftp.tbl 28

p_http.tbl 28

p_info.tbl 28

p_login.tbl 28

p_stat.tbl 28

S
SERVER_INFO 31

server_info.tbl 28

session.tbl 28

SOCKS_FTP 31

SOCKS_INFO 31

SQL WLm 31

SSL_INFO 31

ssl_info.tbl 28

SU 31

s_ftp.tbl 28

s_info.tbl 28

T
TUNNEL_CONTEXT 31

TUNNEL_POLICY 31

TUNNEL_STATUS 31

U
URL 141

(MKKF), Make Key File /?.< gk 59

(RFC), V. d; 133
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