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fwcfgsrv cmd=change
[Tocalonly={yes|no}]
[encryption={none|ss1}]

[ss1file=]
DWGERATT
localonly
FERED KRS A BE A It Ae AR B o HRUERS yes 80 noe
encryption

fE 2 A A RS A ssl ’ER AMERIINE - HXUER none Bk ssle

sslfile  $5EE ss| BB ARACHEST ssl % o R HEERTEN] [ r6es [ 149
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Rk HR > HIGIRERZ LAZERE G » I A e B [5RA
3. FE MO B RN AT R S — (S35 o
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fwdns cmd=11ist

S DNS ZURIHH AT S » SRl A

fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.X.X | "X.X.X.X X.X.X.X X.X.X.x"
remaddr=x.X.X.X | "X.X.X.X X.X.X.X X.X.X.x"
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secdomain= SecureDomainName

IBHINED ~ 2R rRE A
secaddr= SecureDNSaddr],...]

IBR 2 A TR RSBy 1P ik

remaddr= NonSecureDNSaddr],...]
T Internet SEARARFES (L ES e (LAY 22 2 & S RE s R AR R 6 1P (73

AATEA fwfilter iy 2Rl b f5t 1k sE g AL -

fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog

SYOERAT
fwfilter cmd=update
BT B 2 RS BRI
fwfilter cmd=verify
HATAMER) DHEEE ) - (AR BT -
fwfilter cmd=list
G el i Y S
fwfilter cmd=shutdown
15 FH S e Tl
fwfilter cmd=startlog
TR & RHE R E 2 PG B ESRE

fwfilter cmd=stoplog
{21k firewall EJEECHK

HTTP Proxy

HTTP proxy &% IBM Firewall i socks {allResFZBIE Web FUTEK » G BUEHE
BIEEREOK o (HAEATLAMERL Internet EEREN > A& &R EMAETMEII4Z S
it H AT S 5 E M B ISR AT HTTP proxye

fuhttp @45 7B EHITH HTTP proxy 224 -

EHEGIHHAT) HTTP proxy 424 » F56EH T oldsy o

fwhttp cmd=1ist
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S HEHAEI HTTP proxy 244 » F5 (A Folan T

fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idlethreadtimeout=]
[Togging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

ZPERAT :
port HTTP proxy IRE2 X T S EEE R #H R o
maxcontentlengthbuffer

SR ARG SRR R AR @ A ] - DIBESiG A 25 = A SR B & s e ] -
minactivethreads

TEREIRERE IR ECE) - Sl nT7E THARIEAE S B LA 4 fe NEBR ) -
maxactivethreads

AT REREBRI TR A & e KBRS
idlethreadtimeout

AT AE PR AR 7E T IR RE A B RN FEIRR )

logging
TR EELHE HTTP 158) - 2EUEE on Y off »

authenticate

P SR B & Jg X - 28UEA all ~ none 2 new°

authenticatetimeout

TEREST RV SRR 2 1% » BEF R R H BRI R -

maxpersistrequests

FERHE MEERR LA S iR R EOR B -

persisttimeout

HERFRHE TERR AR

NHE

M 1IBM Firewall £ EASGHEI B LRE 2 NGRS E B - MEDERR
—1l$zﬁfl\ﬁ FENIEAEIER o JEL2 /el IBM Firewall SHE— oS- HERE 0k
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o

fwinterface cmd=1ist
[addr=x.x.x.x]

P EHERAVTHEA A » 35228 IBM eNetwork Firewall (#/H#5FH) T — o

ZEGERMT ¢

addr=x.x.x.x
A1 H B SRS AER RS BB MR A TR o AR — (RS A 1 5 2 2 B IR 2 A
[ o [FRIFE AT LERATATE o AHE e AR addr » SR EYIHGER M« Al
SRS addr 1Y 1P (3R EAFRE T EEGTH - PR & B AL ~ IRRE R AtEE 2
AL AE (BRE SIS E 2SRRI ARE) -

bty 7y AT R AR SR A T E R JORE © ERRE LABER B T DI RENIRERR > A RE
BEHUEEaR AT o
fwinterface cmd=change

addr=x.x.x.x

[state={secure|nonsecure}]
[name=]

SBHERMT -

addr=x.x.x.x
L B A IR B LA o AR L T E BB KO St
A SRR

state={secure|nonsecure}

@& "securé X "nonsecure HA—{FERBHEET > 38 FRBHSE T OIS I AT B A A

name HEZHHYHE - Al FIAGEA LAY 1 1 oAEs o n] Rk o (LA ZH S 5k
A -

BEPRIRRE K A2 BT S Y - (HR e Hrh—IH -

HiSRERED

T ar eI H ISR IR AFRE S ZRHERE C ARk A DR A7 H S5 HERE
fwlogmgmt -1 B fwlogmgmt -a

1E Windows NT Scheduled Servic8AGEmHErREH o HHEIERA » 526 1BM
eNetwork Firewall £ H#5F o
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AOTEE P P RE 2 S PR HEE B ORAERE - fwlog i ATRTHE ~ Bk PR H A HERE -

5 BT HRERAE - FRBEA Foaay o

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInlLog
arctime=DaysToKeepInArchive

facility FBEER

« firewall (locald) - —f¥&Pi ks HEE - B &g sCHIaE

« alert (locall) - FZKEIR MER 1 BURERIN H IR E B 2R i e E R S &

+ adminaudit (local0) “EHEM HiE

 mail - B HEE

priority  FYE B

* debug

* info

* warning

 error

e crit

logfile ZXERTHEEMERI KOS HEEHHH ERR R - logfile HHZUER TR E AR (&

A (WREEEN\E §%)) - DS E Z6F HasHE 55 AR — (g% -

i BEREEFEER N EEEE RS X E R AR - T B th 2 BB IR K R DheE
AR 2 AT HoAth H SERERERD R AN []
AR EENNEOGASEHRAERS/ARENEREAD - ST HEMEEERX
BEoEEpHANERFNEREHGEEIESE -

arcfile ~ logtime J arctime & & HE2E » HHAE lodfile 2R EMELMIFAGE

AR e WFRAETE TR — (828 > L HIRE AT = (228 - S RnT5EH HESRTT -

R EES H AR I WEEWIBT fwlogmgmt a4y o A 22 B EEEE] T H LG Ad

£l

FEFHRRHIARDC T » B3 TS & (o 138 S 2 ki R I F IR A7 HESEC BT E » DIk A B R

FE—R o ETEHEEIE = (A28 RERIRTEIIRE
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SER] AR IR AR K PR A7 D REARHU L PR AFINRE - 36 22 k.

arcfile ZWUHEH STRIRICHE -
logtime Z2EUAIHEEAERS ERIFIR Z A » #5050 HEEE H PR HE HaE R i DR B -
arctime ZWATTEEAEERRZAT » B KEECEEC IR R TE R R i e ) R -

I T HRERERE » AROEFT M olan
9

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[Togfile=LogFileName]
[arcfile=ArchiveFileName]
[Togtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

HIRSE (L RAEARIATOIT) MEE T (30 A R AR (0 > Crng FIEe
TSR T SCLE) o ISR B > TR TH A B R @Rk -

FEHATECEUB N B (E » {55 facility ~ priority Eil logfile ZRELENT] - — HELHH HZEE
17 BEREEIZIE » G5 archive ~ logtime K arctime ZEHH - ZIEERHEE TIRTF
TAE > FERFEMIBR -

A E AT HESHE 2R E R > SRR T Al dn 4y o

fwlog cmd=1ist

HZMIBR fwlog cmd=list a4y HYIE H FT{EEIRERS [ BRIGHEE HIBT KOs HEEHE - s T
Sldns o

fwlog cmd=delete
index=index of entry to delete

BESEERE

A T B R ) ACH IR FASE Bt » SEOSTNG  AITRRSSET: - (ERTHRSE
RTINS BREBIE G (SRR S I E NS - e
BSR4 ST HIBN -

L. SRR A K ST R R A Flas e

2. EHITATHER D

3. EIGEAINGEE s k% D
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4. TR EITIEE
S S R T 08 85 R A A1 -
5 DR B E e

fwlogmon cmd=1ist
EEERRNERLIRE - ZERBNEHERNERE D

AR E A TR R HBURE > SR S E A B (SR A R R A Y
{1 D) :

fwlogmon cmd=add|delete
type=id
username=
[comment=]

EEERTAERLERE - FIZHTH;S

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

IRIEEHIEABHRY - R R BN RSN SR

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

RIFIFEMNIGHAR 1D HRHNRE - EEEREEF EFEEHETR

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]
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fwlogmon cmd=change
type=msg
tag=
[count=]
[time=]
[pager=]
[comment=]
fwlogmon cmd=delete
type=msg
tag=
BRGERATT -
type  EAIFTETHE S H AR B R A an B AR AL
FFRER id ~ command msg- single~ multi 2 hoste
id e 7€ EREANEE EWR—(E B 1D -
command
fEE B TR T e
msg  FHEPREE HAEFUEAEE TIF -
single #E—HAE D BB T - gEF (ALK ID R (83
& o BiE— ID WUEHEERERIELLan 7 HE R AR FUE RS - 5 Er il e
i—\‘ o
multi ¥ EGHE ID B TOF - MUIREAKRBIIATELHE ID ZEHHERHE
B SEFIE Ao E e RIERSUERE > e iR R -
host  St¥ITFEMAMAKEE TIF - R — (ML EEM2 MR —
EGT AR o & — T BN AR AT B ER & B 1E I w4y i e A R (e
RF > LR R -
username
B K e P At BRI ol E A & RV 1D o A IR R R 2 &
B RINR RS A RENE Rt {E R ol R -
command
BT E R BN - T Zan YA o LRI TIRRY TR IR (E 2 - E
ATLUR .bat £ - B TEZRE IR TG4y 5 (HR2AIREL bat ff & b I H AR ZE »
LA REERE SR e BRI A -
count  FX7E K MR EHIRGR FE - SRR E HEEHE H B R EBAY IR S - 752 2 5 e
I > FEEAZRAE -
time Doy fs 2K GE IR [EITHIRG o €28 — Bt » WAL S BRI [T 52 2134

AP A E R B o SAEAEBRTIRRLZ AT - LEIL IR R AR - |1
atELmER
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pager fH7E(EFARRIEG AR TS LORIRE » & A T AN o {58 FH o iR 28 40 & 1 A
ARAERIENY o

tag BB H RS GAERTERTIRE ICA) » HHEESE ICA 5D 1000
By HEEE B R GAE -

ER

R fwmail @iy o SREIREIAH ke 2B arlE o
fwmail cmd=1ist

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

2HERAT -

secdomain

REEAEIT KOG 22 2 S ) {55 P 85 I T o o BB 1 A 44
mail  ER{EEARES AL -

remdomain

REAERT RG22 2 St o8 P 8 R P Rt < R R 4 7 o

MRS AL aSie

10

MRS AT (NAT) FIREILAREMIAY 1P S HAE A 2% 1P HEREAIRI(ZIL » DURRER
IP {ihEA SRR REE -

NAT ZERPUFERAA Y 204 -

¢ Many-to-One &atithik - Many-to-One & i Al fEI @ R 22 2 Akt KRR - FB3T% (RS
65536) NEALHEF A —(EC ZEM 1P Akl o SEAEEEL EFHAMEZE 1P (kg
U HEFRREE SR - HER T L 1P frhk 24t - EEA S —EHEMME Firewall {#
Internet ZaC (it o

o WHMLZE R 1P (b - BEHEZE P (HEHETER AFRE NAT KT 1P (7hk#gs
M2 RS hE o TETERRAIIRIT T > THERS O UEEfE =0 SEANL S 1P (it
BT o
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o HEERZEA P ik - THEBRZEE 1P fizhby EE W EE AT NAT KEHUT IP fifhk
A 2 RS AT hE o TETERRAUIRUCT » TR A ubEiafe =0 S7EEMmL2 IP (i
Ik B TOLHEEEE » BRIEEZAIHETE THERRZE 2 P (irhky FEE A ERIEEA -

o MR A P {izhl - TEMREZ R P kbl EEER T[22 P bk & TEEIN 1P
Ak ZEIRg—%—%e o —%f—30 1P (kS n 2R ER i ARG B g (4 FTP 8¢

Telnet fEf@YG ) 3% E B4 2 A (RIIRER SRR 2 [EY) TCP BEERIEZE -
NAT aaIEEEa T ¢

fwnat
cmd=1ist | update | verify |shutdown | startlog | stoplog

ZPERLT -
fwnat cmd=list

GITREIAT NAT 2%
fwnat cmd=update

1HH NAT 7%
fwnat cmd=verify

TSR e
fwnat cmd=shutdown

(SR IFIE SRV L 51

fwnat cmd=startlog

B RCE ([ CE RS R

fwnat cmd=stoplog
{& 1k Ac kR — (1 AR B

EEG—{# many-to-oneTEH IE| NAT 444 » 256/ type=many-to-one :

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]
ZPGERAT -
type=many-to-one
HH3 many-to-one JEH
addr=Addr
A E#THE B 2SR LR E AT 1P (HkEE 1P {rhk

timeout= minutes

£ NAT AJLUBHEERC 1P fhk 2Bl » (i ST CRoss (RTE Y /) S - FHRR (RS

15> #FE5 5-45°
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FEER NAT Z4E0Y) many-to-oneT8H » & {# T 535 ¢

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

ZEUEHEMT ¢

index  HEIEHT fwnat cmd=1ist FF > B0V EM D& HIREE NAT HEHERSERE - 3560
RIERRTE NAT HEHESRIEAIEE R 2 -

addr=Addr
AT E BN F R E R P (aEEET 1P ikt

timeout= minutes
1E NAT AJLIREHH 80 1P bk A » (b i n] (R EFATE R 858 o PHERAE
15 #i[#F 5-45¢

5 EAG —{[E R IE H E] NAT 226K - S0 type=translate - TMA# 2 H NAT 22
HEbR—{E2EE - G5 Htype=exclude :

fwnat cmd=add
type={translate|exclude}

addr=Addr
mask=Mask
RPCERATT ¢
type=translate
FrieEiRIE
type=exclude
A PEREE
addr=Addr
PR A2 S (P GCHEEERT 1P ik
mask=Mask

Al 1P {7k R
HEEW NAT ZEfE RO BRI H - BROEA T HIRRE -

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

SHGERMT -

index  EABAIT fwnat omd=Tist I » /B0 EMP & HEURE NAT JHHRUSENS © 350
SRR E NAT JHERISRIERIER R 51 28 -
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addr=Addr
WP EE 22 A P AHEREIENS 1P ik e

mask=Mask
A 1P (-

G —(E g I E NS NAT 2245 > G56EH type=map :

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

SRERATT

type=map
R

secaddr

=3

MERZE IR FE I E SR Ry 1P (it

remaddr
T8 I ATE E 128 2 kit FE A 5 2 B SR ik
HEBEW NAT ZeRErhiEiuEE » G T YRR
fwnat cmd=change
index=

[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

SHERAT -

index BT fwnat omd=1ist IF - 780 EM T E HBRE NAT JHE RIS © 350

FIERIRSE NAT ZHH ROSRIEARIERR S 28 -

secaddr
JERZHEI R FE E ) B EC TR 1P Ak

remaddr
FE B RE 1Y 22 2 (i bk R i s 8 Bl At

0y

famT ARSI L 88 e S 4% - TERT JOfE B A BRI S (B0 S B L 28 > 38
B KRS AR B o IR REEE » SEZEH] fwpgr ~ fwcarrier /. fwmodem @iy
SREEFEITAL RS ~ BRI F RS b B
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INZIREES

fwpgr @ ] R E (A Z WU B 280 (Fral (e rh Z WU s e TRGKGlE ) & UGS
RN E5)

L HIFILES - FEEE NSl o
fwpgr cmd=Tist

ERAHTIIR W T -

fwpgr cmd=add
carrier=
modem=
pagerid=
message=

A R ZE 2 FROEH T Slan e -

fwpgr cmd=change

[carrier=]
[modem=]
[pagerid=]
[message=]
ZPERMT :
carrier FEANFINREZR A > BB R EREFATEZRMHEE FIH fwcarrier i
)
modem
Wt BBUERE BUE AT ERIMHEE FIF fwmodem @iy) o
pagerid
FHEEFAAFIFTHERE ~ Rl F AR (N L AS i RO RIS A4 1 o
message

ELR LS E I H & eI E ERURIIAAE. o ARIBERI AL R SR
B SAAE ] DU BB o AR LA A R R LR E (L 200 85T
V) » OB 200 {ET T > U B HERET

R fwcarrier a3 AREEE KR AT Z RN AR ES O Z2 8 -
HRYIHEALT - GROEA T ol o

fwcarrier cmd=1ist
carriers=

TN G Ml o

ik
=

14 IBM eNetwork Firewall for Windows NT:Z% Tt



fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=
baud=
parity=
databits=
stopbits=

A REUFEN N FZ2HC FEEH T Sla g o

fwcarrier cmd=change

carrier=
[dial=]
[method=]
[password]
[Tength=]
[baud]

[parity=]

[databits=]

[stopbits=]

5 EMBRFEALF] > FEEEH T Sldn s -

fwcarrier cmd=delete
carrier=

ZWERMT -
carrier AT HE o
dial VBB ETH).Z TAP ARSI BN B BIEHEE AL IERS -

method
Z2PEVZHE TAP ©

password

BLFSERITER 28 > BRIFFE L RIIRES A 2K -
length  FEEAL FIARES AT ALEFIAAVE R IR
baud  FERE R AIARES AT SR HAS E [EHaR -

parity — EEALFIRFSAT AR AR SR o ¥ TAP SEAREM S - 18l S EHIE
g s o
databits
RN R SARERGITE - ¥ TAP SBARENS » ElHE 2 7-
stopbits

AL RIS AT SARAE LG H - ¥ TAP SEAIGENS » Edi e 1°
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b 2
TR SRS - TR -
35 TV b 5 S N » LA 28 SR A B A )
EEG PR - LR T4 -

fwmodem cmd=T1ist
modem=

A BT - AR TS aR Ay

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

A RESHARE 2 RO T S

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

o MR B - S T e o

fwmodem cmd=delete

modem=
ZPERAT :
modem
BHERR AT o
comport
WHEPEEEE COM PR o BELEERY Windows NT AL E#iE{E CoM
SRR A BOE R o
initstring

BRBRHRIGEOE T ER - TR 2 BVEES AT Bigba s - (L08R AT
RS T HUER Y © BT e A 22 B JH B AR RSB PR (5 TR A S

outsideline

kB e MRS OB -
e BRI S
5 R 5 T AR O POV AL 58 > B T 90 4 -
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ZEF0UEs

pager
carrier=
modem=
1D=
msg=

SPGEXATH fupgr w2 BRI o

QUSRS AR S8 B LR P PR AL 85 > 3T R OIMESE

o HEE S E FRFTH LA BN F BB -

o {HF fwpgr BXEEHEEIE S A E 28 B Gl L 23 4045

« %L ROOTDIR\config\pager.cfg HHZE » Wika© —{FIERESY PRI 4 TE

o EFA AT SRAE » M CEREE  EEIEAFHREREE pager.cigli Z (£ 11
o IS ERE RO 2R RS AR BE[R] ROOTDIR\config\pager.cfg

EIEEH RS » 35 Windows NT at anfisRaE CHFEM TIF - LIA B EERX
YHABAAGIE Y i (% — (BZEH E 7F5% -

EA&E

Lean A Hrig — (I # - BUESOR NIV KIS BE R E 22 HBIE - Fr 2EEA R
ff > SAERSEEUL N AR o ¥ omd=add 115 > THRMEE G 3 B cmd=change M5 °
BUFERHE PR o

fwuser cmd={add|change}

username=_LoginName

[fullname="UsersRealName"]

[password={yes|no

[pwdvalue=Password]

[Tevel={proxy[admin}]
[secftp=SecurefTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]

[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]

[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP

[key="SecureNet Key Code"

[histexpire=HistoryExpiration]

[histsize=HistorySize]

[Toginretries=LoginRetries]

[maxage=MaxAge

[maxexpired=MaxExpiredAge]
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[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]

[fg_all={yes
[fg_dns={yes
[fg_interfaces={yes
[fg_Tlogmonitor={yes
[fg_logs={yes
[fg_mail={yes
[fg_netobjsl={yes
[fg_netobjs2={yes

no}]
no}]

[userchng={yes
[pwlocked={yes
no}]
no}]

no}]
no}]
no}]
no}t]

no}

]
no}]

[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

BASH

username

EEBEFERIE AT -

fullname

BEFE R A4 - SR LA H S (R B F IR (WR L) BA » WRZEASR B AR
TE5EfEEA » 75 ASE S | BRAn (EE fEfE -

level — FHAMERS proxy faHRHEZAILTAE A HHT proxy 2k Socks (EA#  EHIEKEL

RERH B BRRE AE RS proxy (EAI# -

key RS 2 (&1 TDigital Pathways’' SecureNeBhESR 1 FRIZHESE - (K21

ELAEEHZEE - A5 EEE -

2
&S

AR R e S AT A R BRRR T3 o TS fwuser a2 BT SERE A AR o

permit-permit all

deny-deny all

password-Firewall password
NT-NT logon password

snk-SNK

sdi-SDI

user-user-supplied authentications

userauth2-user-supplied authentications
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» userauth3-user-supplied authentications

secftp L E N FTP FAWEE L - ASUER
deny~ permit~ password NT ~ snk~ sdi~ user- userauth2z userauth3 FHEXE
deny-

remftp € IE % & 1 M FTP FAWMEE L - BRER
deny~ permit~ password NT ~ snk~ sdi~ user- userauth2fz userauth3 FHR{EFS
denye

secauth
e &2 telnet FAWER L HUER
deny~ permit~ passwords NT ~ snk~ sdi B usere FHAX{HE denye

remauth
RIEZ N E telnet BAWEEE L HAER
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2}¢ userauth3 THi%fES
deny-

secadmin

Lz i TH kG e et ) & AR T - ARUERS
deny~ permit~ passwordr NT ~ snk~ sdi~ user~ userauth2z userauth3 #75 proxy
(M - NITHRRERS denys 5 F TEZRGKE ) EHE - AITERRER NT o
remadmin
RIEZENm TP KGR FANEETTE - ARER
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2fz userauth3 #55 proxy
FEME - NITHRRER denys #5 /5 TEZPG K BEMFE - AITERR(ERS NT o
secsocks
AE 5Kl % 2.2 Socks {E/B UL HARHT Socksb #iaE i1k o HRUEE
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2}% userauth3
AR SocksSTRRES S AERER MM & IDAEATHEZ XU8E3E 7% » mIE THkiknl fE sk
#7151 (CRAM) » HII SNK I ErElF > [N Socks5 {HHE 1D/ T @
RE LR SNK R -
FHRXEFS denye
remsocks
K EBGK G IEZ 20 Socks #EEBILERRA Sockss Hid ik o HIUELS
deny~ permit~ passwordc NT ~ snk~ sdi~ user~ userauth2z userauth3
IR Sockss ks AUE R & \DAEITHE R 2UHEE ik - Mk THkeknl e
8 )71 (CRAM) » HIl SNK JAESEE » NS Socksb i # ID/ET TG @
TEMEERET SNK R -

THERMEFS denye

1% (i IBM Firewall di4f7/rm 19
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sechttp
K %A Z HTTP SRR T o HRUE R

deny~ permit~ passworct NT ~ sdi~ user~ userauth2}z userauth3

HTTP S8 E A3k SNK» IR ERA RN SNK B TEREM#E -
E3dk SDI HEITREMEEA DLEfTIs) (MAHTREMEREA SDI B THE) -
EH# E A SDI miTHS -

& fwdfuser AREAEHSEZE AWML LERE SNK 8¢ TR K@ TG

FaX G EITIRS

password
T U AR 6 & Wi ACETTHS o MRIBTHRRAE » AN RFEE A #EE V71 - BT
AR A BT » A SR o

pwdvalue
KEBGTRS script F2XGRET » IWBRBEEFFEm AT LISE28E - FHEE - LIS
RSP AGS A E > SR EA R S A RS o WA THRRE -

userchng
PO B AMAEFEF H B R e TEHEEEE R - 3 C 5 yes HI MEH
TR MGE ) SRS TR & — KB ARE > TR E 2 FE TS o THRR(E RS
No » R TEHRE password=yesi pwdvalueZ ZBEIR; » L 2EAHLL

pwlocked
FERE T AT ELPAE BATHS o B8 A R EBR ] 552 R (0 A A T RS A
ER| TE AT RRRE L Fria € nEEIRs - @i R ER S yese
histexpire
TE FE M & A ZORGET THE A GB) - S (A a2 BB o ARES 0 - 52°
0 FRHARIBFEEIIRFFIFRE] o FHRRAERS 0 -

histsize
E 5000 F 4 0k BT R RO JE B TR E - SE(EE T e - BRUERS o
- 20° HUATE histexpire=0 BUIEN FA B - THRIEE 5

loginretries
7€ 2 b AL R MR T LB CIEFE AR - FrasrrI A B A EHIEBHE -
EEERBER T H - AUER 0 - 20° HRRIERS 10° T AEFEHI A RS -
—HIEBAEIRSE - BAEEREEA - BERHREHER pwlocked &

no e

maxage
TEFOETTHSH R AR ) o I > DS EEITHS - EEES TR - §
HUERS 0 - 520 0 fEHRARKSM © FHX(ER 13-
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maxexpired
S SR (o 2 ] 5 5 I TRERD maxagefli GE) AU © 72 E
MR - (EREPRAE & v T @ T - SRS TE - ASUER -1 -
26 215K maxexpired BIER 00 BIFERFS maxage (B > SEITHBATEN - 40
maxage /B 0 420 maxexpired &1 - THEXIER 3 -

maxrepeats
RE Fe— BT TC AT ERT 8T TR B AR IR KRB - HAUERS 0 - 8> {HfE 0 MEEs: -
d 8 Rt ARAMHE - FHRER 2-

minalpha
REFAAERTETISHI T REFIC R D BE - EEER TS - AMER o -
80 fHRARDEHE - THRIERS 4-

mindiff  EZRTFEFE THHEAEE S THE PR TR DEE - S EER B TE - A3

EFS 0 - 8°0 fRHRARDEHE - FHRER 3-

minlen € FHEITISHRATREL o B (AEREEETH - HUER 0 - 8- 0 fFRHRARDE
H - FHX{ER 8-

minother
T FAERT B TIERHIE R Foehy iR DB o EEEREEEEEE o HRUER 0
- 800 fRHIRARDVEHE - THRIER 1-

pwdwarntime
TEF KW - AEE R RTE - SRHURE B — (875 SORI TR B L - & (A fE
B o BRUER 0 - 30° FHEMEIEH AR LML - FHRER 5 -

—

EENEEHE
fg_all  AIRAZFEEE & EHIPKOEFTE & > F5mA yese FHEXHE noe
fg_dns AIRAFEEEEEH MERA Mg el - A yese FHRIER noe

fg_interfaces

IR FE (e B & E 285 KA A1 > ARl yese FHERIHES noe

fg_logmonitor
IR E A ME A T HAEE S B 5UE - A yese THRR{HRS noe

fg_logs
WRAFFEEE P EE P THISHRE ) - Sl A yese FHEX{ERS noe

fg_mail
QAR AT LGRS B2 B KOS B R RE - BRI A yese THER{ERS noe

fg_netobjs1
AR AT LGRS AT TR ) AP - S yese THER{ERS noe
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fg_netobjs2
AR AT LEEE EE T TR RERSEPE - G5 yese THER{ERS noe

fg_pagers
AR AT LGRS (A P BB TITNL B33

fg_proxyserver

A0SR AT LAGEE (I8 B0 2 S XORE proxy BEBERZ - 3 A yese THEX{HEF no-°

il A yese FHAR{EFS noe

fg_traffic
MRAFFEE M EEH MERHEES - FEWA yese THRIER no°

fg_user

MARFFRE(EE AT TP EME L - FfA yese HHRIER no-
A ESIRFTA PG KHG & B —4a e b Kla e & R B - AR A -

fwuser cmd=1ist
[username=username]

[type={short[Tong}]

type={short|long}
AR — (A 2 - SRBIAYFHERAERS long o QSRR BEHIE &8 - TH
B shorte

A BERT KSR R — R & - FA

fwuser cmd=delete
username=username
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F2E ERRSLREN
ASEEFE AT 1BM Firewall M AFIRLR - i AFIRLAN-E 3 H A ER KIS0
BB - L B IR A R LI -

AR RYIMUIIIEEE » WIFELERIGHE A E BRI AHL (A1 DB2/6000 8¢ DB2/2) HIHZA%
Rtk EEE AT ML EMRRES (SQL) - AKEAERNIE SRS - AHRANE
ERceiR e P R EREVSCORIE LIS = -1

et AR H T IR B SRR -
fwlogtxt
TRIBRS s H kg A A 2 0 E AR

fwlogtbl
{RIED KRG HAEEL su HEE - LB RHEMEAM (BF DEL (FlbETIT) 1%=X) 1y
2 e
HEEH fslogtbl #25X/x DDL ~ DML 1 DEL # - & B A LB A&k
JEE A RITER » LM PR AT {5 S & (I BRI U e o -
fwschema.dd|
FSQL ERIEFKIES (DDL)J PUAAIIESS » ST E RE RHHERE
fwimport.dat
DB2 [ AMUAAIESE - AR DEL HliE A E&EBHHE KR
fwgrysmp.dml
FSQL ERHEPEEES (DML) J BUAXAIREEE » B ST AR #a
fwlogevrt

% Windows NT B HEEs RIS AIX B XIS HEER R - EnTii
EREHR S TRGLRTAHETE » B T TR AT A -

DDL i DML i/ @H it DB2 RAIEA » (HrlwhifEck » DUEGE B A RHHEE HAR M i
{#H - DEL ¥R i3E ke A (i A) % DB2/6000~ DB2/2 K HAhE FHE il =24 -
DA - MR B RS RS A AR 2 o

HWSELRENRE

W NS IRRE AT a7 17 (68 PR o 2 P R XA 3 1R 2R 18 T i £ P o 2 P R 2R A B
B > 522 M IBM eNetwork Firewall (#1557 °

S TR AR FOEA fwloged AAFIRER o HIBZEA » Hr2piEE2sEE
LEAeRE s HaE kg re A= 2 b 1 ] o
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AR HAEE SR - 3
ZAERRABR B R B A A o

R ZZHI BB ©

FEB HER FP AT 22 BB Kl H A5 2R o

AR B - ST A I TET fwlogtbl -
RS RS - 1 H SRR AR RHEZAR o
FEHETT SQL Mukiz(el sQL M =UREAH -

o g > w Dh PR

g A= DB AR EIT K Rk - B KA HEE AR - G EE D

IBM Firewall BiEi&35
B K S i (R S B T T AR

Date Time firewall name:year;pid:Amsg num; msg_ID;var_l;...;var_n;

Hrp

o Hi={EMHINI date ~ time B2 firewall-name &HIFA K% HEERSGERTHTIE

o year selU{EFITHIE -

« pid RHEEKEMIGE 1D °

< Amsg_num —{EfEFEE > TRESHERD BEAE » # fw_log.cat i {FHGH
B~ DY ERE SCT o LA E#REY msg_num BITTRTE A —{8 H 288 e gs b
(A) o ERFEa E o HNE AR HAS RS » LIRS HESHE I 24 -

« msg_ID ZHERIIHRHE (41 ICA0001e)°

o var_1-n AEAAEEEINE > Hdb n BIEFEEHPI2EEHE -

5 ARG HABSC RS | E R BR KRS H AR R o RS SR sk A8 s A AR AT

TEHURE S o T AR A THIIAUASE S -

AEHAGS fwlogevrt BHEME Windows NT A HEERS UBERAL AIX HEERKZ o &rTHE

FEEREEM - A REM A HALSZIE IBM Firewall for AIX HEEWIRRRGH S T o 13 HiEH

R msg_num BT A HEEGXIERER > WA FEZ2 5 7 oo A2

firewall_name KA 2 EHRITRTE

2L :
input % Windows NT Firewall H 3 8378 &) i A i A -
output FEUERGT > A]EATEMEMREE o

24  IBM eNetwork Firewall for Windows NT:22% F:ff}



fwlogevrt 553

fwlogcvrt

i -
fwlogcvrt < fw980212.10g >logcvrt.out

e BHEEEERE
T DL T 4y fwlogtxt > S5l I3 R 8 Fhg Sy T ane -

2T
input SR EBA KRS H EERE DA A
output  FEHEGH

— fwlogtxt 5B
fwlogtxt

o -

fwlogtxt < fw980212.7og >logtxt.out
fwlogtxt < my.log | find "ICAQ"

WA fwlogtxt Y2 s EIRAEUER ARG A > WS hS S A g o -
EEEREEAE
T LA Ay fwlogtbl » ZREEN. ~ U BT IIZRTIMbAE S » SRR TP R H B BB A% 2R
FEAE o
SR
input Bl B
output THEELH
a_alert.tbl
f_rule.tbl

f_info.tbl
f_match.tbl
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f_stat.tbl
interfaces.tbl
nat_info.tbl
p_info.tbl
p_ftp.tbl
p_http.tbl
p_info.tbl
p_login.tbl
p_stat.tbl
server_info.tbl
session.tbl
s_ftp.tbl
s_info.thl

ssl_info.tbl

— fwlogtbl &E;
fwlogtbl -w [-d OutDir] [-su]LogName

-a
#ify) :
fwlogtbl -a -d :c\reports fw961031.7og
-w P 7€ MERZ B HABU I I © WIRIEZEAFAE » fwlogtbl FHEE -

€
-a FE7E AT ERORR ZIERZ IR BB PR AR o AR SR AFAE - fwiogtbl 543
o
-d a5 o

OutDir  FERERH {7l EAR Y H 8% o ARG EATAT H % - AR RE 7 £ 3U T H ke

-su 5% LogName /% AIX su HEERERUHE « 356 - &Y Windows NT Firewall 5
A LU FRSERTE LS AIX Firewall FOBG KSR su HaEE -
LogName

FEERT A HAEREE AIX su HAER ©
St SR R R TS FY - (BAEBT fwiogtbl £ > ATMEMEITHEBRIBE 4 o HiHIEZAURE

REAEREFITH ASCIl (DEL) HREERK - AFRIERTIC - Lk ) (FRER
H B ¥ IT
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B FBIIZEAIEA » 32 R ZEE T (A a1 -
EERSLHENERERE

A B AL BB K TS — AC PR AR 2 - B L
DIR A HE o 1R EH DB2 - db2 j&{Eda
IRE AT REAFAE A HA R A BR A < 33
f#iH °)

LES I T EavA HF“ A MEAE R -
A DR EE R L o CHENS db2 driy
LE i Tﬁéﬁ%ﬁﬁ 77 AT BLAN LAY e — e

AT db2 dady > EEZEE DB2 » MiEFE—H TEH) - 252200 DB2 EETM - i
Je 0 AR DB2 WY B RHEm Ty o AR Mz E R o (EIREEEmas
fwlog' ) FEBITEMEENE » FETE AT DAL N ym4y

db2cmd

SRIRAE DB2 il R i e HiiA
db2 create database fwlog

Ri% o BLFEETE fwlog BERHE :
db2 connect to fwlog

db2 A HY -vE SEIERYEEH AT

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > report.out

NSRS I LD EREEHIGRIA o FETAIED N - BER & L AR A A e . (g —
{EFF > EEATE R BREE) o BREASEEMT o R T B 2 — (5 A A =
FrAEda .msg i °

EEAVE L1

db2 -vf fwschema.ddl > schema.out Lflunv@@iﬁﬁﬁdéﬁﬁ’ﬁ%f%&@@[ A2
TEZEER KA A 2% » #EHE T — R o &S EHGEERA TR AT AR TEE A E 1D
TR RIS E ID o (EMEN SQL @iiﬁqﬂ 2@ ID AIREREER RS AR E
JT (4 creatorid.tableName) FrIEEMIEE@ETE ID NHUT o (KItE » AR A I DY
ID » Rl & 1 95 EidmiiE fwimport.dat B2 fwarysmp.dmlfg » LU & 1D &R E—E
FAELHRZH] o

ROOTDIR\sample\report\fwschema.ddl &H A ERHEFISH DDL BOL=t > H ik
BRHEZFAS - BETLIBEZ R E fwlogthl PRI RTIERERAVECSH: © ROOTDIR B E1EE
TSRS > FTEER IBM Firewall EAAE HEk o BIEAR schema.out LIAIETIE
HITEZERGNER] o fwschema.dd] HEF BB TTHZ IR EEA > S8 FESLLE R AE
BRI RM o (0 & T IERL S 5 R AR BLE 47 )

Fort fIMMmEAMES 27



s

28

EAER

db2 -vf fwimport.dat > importout E{EGHEIFERHETA DEL EHAE db2-vf
fwschema.ddl AT AV ZeAEH o

m\

ROOTDIR\sample\report\fwimport.dat HHZE & HHFIHL » ©EHG *.thl FERIERRE AR
DB2 ZHIE o 41 EE27E AT TEET 8 1] Frie—fik - A5SEE AR &R RN %
AT E 1D WHE R —HFAEAIRZ ] o

(Il AP S AR e it T AR A - ITI(E th1name.msg g R HAEGEA - Hrp
tbiname $ i 5—{JME ARG I SRR ey o & HERSba s Al AR =X > 2P
R GNERIZERKEA » EERA DB2 WIRE » B TE (A Z h AT A RE AR - %
J&éﬁﬂ%’fﬁ%‘iﬁﬁﬁﬁ%l%%ﬁg @‘fﬂﬁﬁéuﬁﬁé’%éﬁél {8 .msg i o FE—{EMHEAan @
AR msg i - WS - BEECMEHT HEER R EE R - (07 & ERZ S db2

-vf fwimport.dat > import.out (iERTA

HMEAK HEEREIRE - [T GE & IE] SQL SHARAENS - HLARWITE 25 2 HURCIE B sk 22
il o Bl - AR TTRER [BRBEESEESEFHEENE ] - 8T LR R E
mnE fwlog ERHHIIZEEE - 3826 DB2 XX » BUSFHMEA - & — 1% DB2 28
A AE AT FUBUR R R H SEBCR AR II LRE 5 7 AR R 2 -

HiTEHIES

db2 -vf fwqrysmp.dml > report.out fitr AT A A o
ROOTDIR:\sample\report\fwqrysmp.dml f&ZE &4 SQL it &M - l:‘fﬁﬁ)%%‘”s R
Ko FRHEE RPERSE Bk} o 0] DU S SediFIsR L H R © Al EE :
Bn] At —fi - A0RRE ARG & R FMsAEE > A E D M/Egﬁﬁ”— ﬂﬁl?\?’l‘%
LA ©

a7 T AR - DB2 ASECIE © AT RERH R — (il E R EA R - ST REd
SERA T BRI R o fn] DUE R LR — (A h EOR DAY ER - BGE @i E A
A B LT DU A Bz 285 AR - AGE R ERIRGR -

AAEINERETHE
FER s A FARE R GBS B R KRR LEER — 503 - e e] LURERIZEE » SFEIERG XS £
TS EEIT o ZURERCBLEER fwlogthl v T SRTERS K% LB TR & A FRE R o TEIERA K
s b o ST o
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SQL Fi&

KEGEER SQL FAGHIME

AR KGHE HREAR S AIX su HAEASERIFEIRE] oI —{E SQL 245 -

ADMIN_ALERT
FILTER_INFO
FILTER MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO

sU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

BAEZEERBEEREE - 2AM - AR IR LB mas - AT DU
TUEM R -

2]

FRRFFIRDG KGR 1Y HRERCERME L LB R B — 2R o AR B 25 R A [R] — I
RYMURHZE » oA R ATER]— (8 H SR R ATE AR 5 — RS A S - M —(E HAER
FRATREHIBIZ X o

B S (R » BN E FHTINEZE (fwschema. dIl)HE F1E —FERENOL » TERF—{2A%
RG]
o B {EFCERAY AR HASHERIIE 24/ (LOG_FILE)
o EMEECERATEZ HESRRIATIR (LINE_NUM)

EREFITHEEXE > BREZRHHEN TE—FEAECESE n X1 AR

(REPEAT_NUM) i 2k

JSEEZR S AT RH (- B AH R 2 AR A 2 Hr A AE R TSR 2 R o @ (R b /OB IER H
AEME AT > HERDRECOAE B R0E R o A L H EEHAE -

Fort fIMMmEAMEX 29



# 1. ADMIN_ALERT.EHEH & HHAH a_alert.tbl fAYZ

A LA 2R 5 0022 S e e Ay R 14
& ©

EIERIL)E

A BRASHERA K S H REAVE T 28 F A% B - S i S AR B AR E R BRI A & A -
S B R RFAS BT T A RS TR A E FAR R IRAIMT 2R rh - BB AR TR E AR5 51
TEELEMHEYEIA - B8RP A IBM Firewall for AIX K IBM Firewall for NT A
BIFVE » LUBGE R RS K%L FHEAUE

B i AL RAEE o A 2RISR RHE S - HUSRE

BRBAB O HES AR IR A - 352 REEZeE T TINERA N 1] -

1E NYIERBAR) TERDEAL) EHH - int B HE DB2 A SMALLINT EHEAER : 'long int' K
& DB2 INTEGER #ifl o [HEIRH] ) BRI E DB2 TIMESTAMP ° {ERHHIEECH -
WEMERHEES "000000 °

ARG S AL EL > RS TE —(EfiE » 7 IAERAE Pl AGCER

FEELE AR > 5 et 7 ME— SR 5 [ W) {18l E A LU B 3 H 36T R o as i e
meEMiE#HRE - BadraibiEmer -

B HRTIAE -

Bt# BERIZRE RE*EERER

DATE_TIME date_time BVERY HHABRIR ] (L2F)

FIREWALL char(100) B KRS HERRI SERE AR (2D

PID int AIX EIE ID ~ NT % ID (WL5H)

MSG_NUM int AT (L2

USERID char(16) # 1% 1D (ICA0001~ ICA0002~ ICA0003~ ICA0004
ICA2001~ ICA2002~ ICA2003~ ICA2026~ ICA2043~
ICA2068~ ICA2167~ ICA2168~ ICA 2170~ ICA2173~
ICA3001~ ICA3012~ ICA3018)

ACTION char(7) SHEEL (ICA3012) BHifS (ICA3018)

NUM_COUNT int HE3E L H (1CA0001 ~ ICA0002~ ICA0003) 5
TAG_MSG_NUM I HEEHHEH (1ICA0004): KK
(ICA9000)

TAG_MSG_NUM char(8) USRS (ICA0004)

SRC_IP char(15) YR 1P ikt (1ICA2001~ ICA2028~
ICA2079~ ICA2167 ~ ICA3012~ ICA3018)

DST_IP char(15) Higih 1P {izhk
(ICA2028~ ICA2079~ ICA3012~ ICA3018)
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# 1. ADMIN_ALERT 8. iSHERs & HHEAH a_alert.tbl IR AL RAERIALE ©

B BERIFRE FEaEREA
AUTH_METHOD char(20) 3T (ICA2002~ ICA2167~ ICA2170)
NETWORK char(25) Hes 4 (ICA2001~ ICA2002~ ICA2167)
HOST_NAME char(100) F NS4 (1ICA0003~ ICA2002)
TIMEOUT_SEC int SEHFYE (1ICA2026)

CONN_USERID char(16) Socks#H R & 4HE (ICA3001)
APPLICATION char(30) JERFEA AT telnet~ ftp ~ ...

(ICA2167~ ICA2168~ ICA2170~ ICA3012)

5% HHBHAAE © ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009 ICA0010
ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022
ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079
ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

# 2. FILTER_ACTIVE_RULEARE S HAH f_rule.tbl #1V5T iRz HLHI -

B = el L SR
DATE_TIME date_time BUERY HIIBLR R (L20)
FIREWALL char(100) [ KB B A ) SE i 4 (L2
PID int AIX JEH ID ~NT # ID (2F)
MSG_NUM int FUSHES (L)

RULE_NUM int FLHGENS (L2
RULE char(150) BRI (LZE)

£t fHEAAE 1 1ICA1037

# 3. FILTER_INFO. AF & HHIAH £ info.tbl f81Y Tigas) A RNTHSHE—MREAFL -

Bt = Sl L SR
DATE_TIME date_time BUERY HIBLRE R (L2E)
FIREWALL char(100) PR S OBk =S Y U )
PID int AIX J&H ID ~NT # ID (LF)
MSG_NUM int FUSHRS (L)

RULE_NUM int JEJEALHIGERS (ICA1005)
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# 3. FILTER_INFO {é##). AFIEEHHAEH | infotbl fHY MRS ) HEIRIEERAE—MREHHE -

B ERizan RSFEERER

ERROR_NUM int SAAIREEARGENE - AIX SHIRFEMSEL Windows NT iz —{E
$E3% (ICA1007, ICA1008, ICA1009, ICA1011 ICA1013,
ICA1015, ICA1021, ICA1023, ICA1024)
EHHERS 2 (EEEIRARRENT ST TEE _strerror BREBACHUS
Twindows NT fxf%—{H$HiR1 IS FREME THE (A
B DhRE » 8UfF Win32 Programmer’s Reference Volume
2 1y Appendix A HHE ©

LOAD_PATH char(100) DRI AR ARSIE (ICA1011~ ICA1012)

DVC_DRV char(25) SEFEERFFE (1ICA1021)

TERM_SIG char(25) #1EE5E (1ICA1260)

FILE_NAME char(100) T4 (ICAL024)

RC int PR KRS 1R (ICAL1019)

£t FHEAFE : ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA1013 ICAL
ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

D14

# 4. FILTER_MATCH. EAZEE G AR H f_match.tol fnHFFEEHIA] -

BEf# ERIARY fExaEREs
DATE_TIME date_time SRR AR (5E)
FIREWALL char(100) 5 K S AR SERE 4 TR (0 2E)
PID int AIX JEH ID ~NT # ID (%)
MSG_NUM int SRR (L)
RULE_NUM int FLHIRRS (W2)
ACTION char(6) FRIEER © 2537 ~ EARsE o
DIRECTION char(8) BFRAIELE )T ) 5 AR SEER (X EHY)
SRC_IP char(15) EEREN P ik (L)
DST_IP char(15) Wtk E1 P fk (%)
PROTOCOL char(7) TS SEAGEL] UDP ~ IPIP~ ICMP ~ TCP 8 TCP/ACK
(%)
SRC_PORT int - ICMP ) IP Bl
o HABRYBEIEAS E I (LERY)
DST_PORT int < ICMP 1y IP 3R
o HABR EEA R SRR (LEY)
ROUTING char(5) BRI EE R (L)
INTERFACE char(10) TR« ZREIER R (L)
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# 4. FILTER_MATCH ###). SRS & A& H f_match.tol AV HFFEIEHIE -

BEif BEnizER [ELERL
FRAGMENT char(8) BAE LB BIER B (LE)
TUNNEL_ID int S ID (L)

ENCRYPTION char(7) hEE: © DES_CBCE{ CDMF B
BYTES long int FEESEMNREE (L)

5t FHEEFAE : ICAL036

K 5. FILTER_STATUSIE [ARFE & HIIFAE f_stat.tol fA I as AN ERIE S

BEif BErizER ESREERET
DATE_TIME date_time BVER H IR (26 20)
FIREWALL char(100) B K Rt e A s (LB
PID int AIX JEH ID ~NT #4 ID (LF)
MSG_NUM int FUSHENS (L)
DAEMON char(25) AIX EEECHEE EERE R (1CA1004) > B¢ Windows NT i
AR -
VERSION int FRASERE (ICA1004~ ICA1033)
RELEASE int R Z%HS (ICAL1004 ~ ICAL033)
PACKET_LOGGING char(8) B EF B R AL EIRAE (ICAL035)

£t #HBHEAE 1 ICA1004 ICA1032 ICA1033 ICA1034 ICA1035 gk HIE#H (ICA1032) FYHTATHE

FILTER_ACTIVE_RULE FA&HHHE »

# 6. INTERFACES L E & 15 interface.tbl 55 AT/ M HT (BLHER) Akl 2 & -

BEif BERizER SR
DATE_TIME date_time TYVERY B IBLREH] (26 20)
FIREWALL char(100) B3 K it et se e 2 i (L2
PID int AIX JEH ID ~NT #4 ID (F)
MSG_NUM int FUSHENS (L)
P char(15) BcgzREy 1P {itht (ICA9038~ ICA9039~ ICA9040)
OLD_MASK char(15) JeHiiE=RE (1ICA9040)
NEW_MASK char(15) HEEE{E (ICA9040)

£t fHEAFE :© 1ICA9037~ ICA9038~ ICA9039~ ICA9040~ ICA9041

£ 7. NAT_INFO. KX EHAH nat_info.tbl f1 THEEL (7 Hl#EHE ) A E B -

Bt g Sk [ErERLE
DATE_TIME date_time VR HEABEIRE (L2F)
FIREWALL char(100) B K sy e AR (L5

ot MW AMEN 33



# 7. NAT_INFO (E#8). AELFEHEAE nat_info.tbl fiY THEFE (7 al i A E & -

=L ERizERY RS%EEREE
PID int AIX JEH ID ~NT #4 ID (H)
MSG_NUM int USRS (B
VERSION int NAT BAHE (ICA9033)
RELEASE int NAT FRZK5ERS (1ICA9033)
P char(15) IPiziE (ICA9035~ ICA9036)

5 HHBHFE 1 ICA9032~ ICA9033~ ICA9034 ~ ICA9035 ~ ICA9036

# 8. PAGER_INFO.AE& & HE Firewall FUFFEIYIHEERRANIE A (KH pgr_info.tbl f&) °

[k ERiEER [ErERLE]

DATE_TIME date_time VR HEABRIRE (L2F)

FIREWALL char(100) B3 K s h R e AR (5

PID int AIX B ID ~NT # 1D (WL5F)

MSG_NUM int USRS ()

USERID char(16) i/l ID (ICA4036 ~ ICA4174~ ICA4175)

ERROR_NUM int AAEARIENS - AIX SHIRGEASE Windows NT ff% (i
$H# (1ICA4371)

PROGRAM char(25) ¥ (1ICA4000)

SIGNAL int #1L{E59% (1ICA4000)

ID int HAIRE (1ICA4036)

PRIORITY int B5elEfF (ICA4036)

PERIOD int REH (1ICA4036)

RETRY_COUNT int HiAKEL (ICA4036~ ICA4313~ ICA4314~
ICA4364 ~ ICA4365)

FROM_ENTRY char(15) T8 (1ICA4036)

HOST_NAME char(100) FEIEAH (1CA4174~ ICA41T5)

MESSAGE_TEXT char(250) E R CF (ICA4036~ ICA4353 -
4360~ ICA4368 ~ ICA4372)

SERVICE char(25) IR REX4H (1CA4017)

SOCKET int SocketjEfs (ICA4017)

FILENAME char(100) FEELTH (ICA4154~ ICA4351 ~ ICA4352)

5% FHBHFAE 1 1ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA41YBCA4300 -
4303~ ICA4305 - 4315 ICA4351 - 4360~ ICA4362 - 4372)
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#9. PROXY_FTPEHEIEEHAKE p_fip.tbl f#HY FTP FEER(EZERT FTP BIEEH

BEif BEnizER REFEEREE
DATE_TIME date_time BYVER B IBRE] (26 20)
FIREWALL char(100) B KRR e AR (LB
PID int AIX JEH ID ~NT #4 ID (LF)
MSG_NUM int FUSHENS (L)

USERID char(16) HAE ID (L)

SRC_IP char(15) HRER P Ak (L2

DST_IP char(15) SEIRTEESNY P ik (LF)
ACTION char(5) T ZEERTE « EREUS (L2
FILE_NAME char(100) e

BYTES long int A RHER S

SID long int HE—PEERAEE ID (LH)

£t HHBHAAE 1 1ICA2075

#10. PROXY_HTTPAZXIE S B H p_http.tbl f14Y

Proxy PEERVEZENT HTTP BiEEH °

BEi# B ESxEEREA
DATE_TIME date_time BUERY HIIBLR ) (L20)
FIREWALL char(100) [ KB B B ) SE i 2 (L E)
PID int AIX JEH ID ~NT # ID (LF)
MSG_NUM int FUSHES (L)

STATUS int IRRE (%)

SRC_IP char(15) BRER 1P ik (L)
REQUEST char(250) HTTPECKIY ALY (L2)
BYTES long int AR BEA R o

£t MHEAVE : 1ICA2099

#11. PROXY_INFOAZFKKEHEHIAH p_info.thl fE#1Y9 Proxy GBS —MREHHE -

BEif BERIFRR FEFEER
DATE_TIME date_time BUERY H IR (L2E)
FIREWALL char(100) B KRR BRI TR 4 R (2
PID int AIX FEHI ID - NT # ID (2 5)
MSG_NUM int FUSHENS (L)
USERID char(16) /1% ID (ICA2018~ ICA2019~ ICA2057

ICA2058~ ICA2166~ ICA2177~ ICA2172)

Hom (s AN
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#11. PROXY_INFO ##8). A&t ETEAH p_info.tbl #51% Proxy B RAHY#E AT —MREAFHE.

Ef#

BERIRE

LpERLE

ERROR_NUM

int

ARG - AIX SHIRGEIEE Windows NT fxfk—{i
#H53 (ICA2005~

ICA2006~ ICA2009 ~ ICA2029 ~ ICA2035~ ICA2038~
ICA2039~ ICA2052 ~ ICA2054 ~ ICA2055 ~ ICA2056 ~
ICA2057 ~ ICA2058 ~ ICA2059 ~ ICA2063 ~ ICA2064 ~
ICA2065 ~ ICA2066 ~ ICA2067 ~ ICA2068 ~ ICA2069 ~
ICA2069~ ICA2070~ ICA2071~ ICA2074~ ICA2110~
ICA2111~ ICA2113~ ICA2114~ ICA2115~ ICA2118~
ICA2119~ ICA2121~ ICA2122~ ICA2123~ ICA2124~
ICA2200~ ICA2201 ~ ICA2202 ~ ICA2203)

BEARIRISIISCT (AIX RHERIR) FE#E _strerror BREIK
5 o TWindows NT i —{ESEiR 1 FISCFrliEE TH%
KL ThEE > B/E Win32 Programmer’s Reference
Volume 2 ) Appendix A H1Hf% -

OPTION_VAL

char(20)

I B2 H
(ICA2014~ ICA2015~ ICA2049 ~ ICA2050)

TIME

char(15)

ISR IIRG (1CA2044 ~ ICA2202)

RC

int

PR K S eI /S (1ICA2007 ~ ICA2030~
ICA2031~ ICA2033~ ICA2034~ ICA2054~ ICA2057 ~
ICA2058~ ICA2065~ ICA2120~ ICA2166~ ICA2203)

INVOC_NAME

char(20)

FHERHSEIUR socket BUBEEEIRIIITIL £ 7
(ICA2055~ ICA2056)

AUDIT_TYPE

char(7)

AR (7 (E17SHEAT) (1ICA2004)

HOST_NAME

char(100)

FEEH (ICA2106~ ICA2107 ~ ICA2126)

FILE_NAME

char(100)

TE %4 (ICA2029~ ICA2030~ ICA2072~
ICA2183~ ICA2204 ~ ICA2205~ ICA2206 ~ ICA2207)

LINE_NUM

int

1758 (ICA2029~ ICA2030)

PROTOCOL

char(25)

GBI E 4 (ICA2112~ ICA2116)

CUSTOMIZED_ATTR

char(25)

179% (ICA2105~ ICA2106~ ICA2125~ ICA2166)

ODM_ERR_NUM

int

HKEH T ERAE R SHSGRRES (1ICA2102~
ICA2103~ ICA2104~ ICA2105~ ICA2107 ~ ICA2108~
ICA2109~ ICA2125)

APPLICATION (I[% NT)

char(30)

FEMMER4H (1CA2200~ ICA2201~
ICA2202~ ICA2203~ ICA2204 ~ ICA2205~ ICA2206 ~
ICA2207)
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#11. PROXY_INFO ##g). AXIEEHEAH p_info.tbl #517 Proxy 7 RBAI#ERE—MRAHAE -

Bt BRIRE EEER 8
CALLER ({#FE NT) char(25) L% (ICA2200~ ICA2201~
ICA2202~ ICA2203~ ICA2204~ ICA2205~ ICA2206~
ICA2207)
FAILED_IN (f#BR NT) char(25) KIS (1ICA2201 ~ ICA2203)

S
ICA2029 ICA2030 ICA2031
ICA2047 ICA2048 ICA2049
ICA2059 ICA2060 ICA2061
ICA2071 ICA2072 ICA2073
ICA2112 ICA2113 ICA2114
ICA2124 ICA2125 ICA2126
ICA2204 ICA2205 ICA2206

ICA2207

ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023

ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046
ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058
ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070
ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123
ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203

#12. PROXY_LOGINAHKIE &S HER A4 H p_login.tbl fEHNEF] Proxy BAME A (FERIPH#EE) -

BEif BERizER REFEEREH
DATE_TIME date_time BYVER BB (26 20)
FIREWALL char(100) B3 KOfsHERRIY e AR (LB
PID int AIX JEH ID ~NT #4 ID (%)
MSG_NUM int FUSHENS (L)
USERID char(16) % ID (BE)
APPLICATION char(30) JERRE X2/ - telnet~ ftp ~ ... (LFH)
AUTH_METHOD char(15) g 7k (LE)
NETWORK char(25) Mg (g e -thrlRe A HMEH) (L)
HOST_NAME char(100) TEMAE (W)

5 MBS

ICA2024 ICA2025 ICA2169

# 13. PROXY_STATUSAZEE &G HAH p_stat.tbl f#1Y PROXY AEEHA -

B BERIFRR FFEER S
DATE_TIME date_time BUERY HIIBLRE R (L20)
FIREWALL char(100) B Kb s it e A (L3
PID int AIX JEH ID ~NT # ID (2F)
MSG_NUM int FUSHRS (L)
USERID char(16) & ID (ICA2008~ ICA2016~ ICA2021)
SRC_IP char(15) YR 1P {ihl (ICA2000~ ICA2008~ ICA2010~

ICA2011~ ICA2012~ ICA2013~ ICA2141~ ICA2180)

Fom (i AR
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# 13. PROXY_STATUSH{i#). ~XI55 B E p_stat.tbl 517 PROXY JKEEEH °

B BRiER RSFEERER
DST_IP char(15) A 1P {7kt (ICA2000~ ICA2010~
ICA2011~ ICA2012~ ICA2013)
REMOTE_HOST char(100) AR ey M (AP SR L )
(ICA2021 ~ ICA2022 ~ ICA2027)
SID (R NT) int e PRV E2E NG (ICA2177 ~ ICA2180~ ICA2181 ICA2182)
SOCKET (#[R NT) char(25) Socketi i (ICA2177)
RC (H#FR NT) int [Al R IR ARG (ICA2181 ~ ICA2182)
CMD ({£fR NT) char(36) SMTP-f (ICA2182)

3 MBS

ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097
ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

#* 14. SERVER_INFOAREEHRIRAE srv_info.tbl fifiy M4 1aARES 1 AKRBEELZEINIEA -

B ERIZREY RS%EEREE
DATE_TIME date_time SRR FHHBLRER (2E)
FIREWALL char(100) 5 KGRI SERE TR (0 2E)
PID int AIX JEH ID ~NT # ID (%)
MSG_NUM int SRS (L)
USERID char(16) f#if# 1D (ICA9003~ ICA9004)
ERROR_NUM int AAFEARGENS - AIX FEIRGEIEEC Windows NT fxf%—1H

335 (ICA9008 ~ ICA9009)

PEARIRIRIUSLT (AIX AAEERE) FLEE strerror EREOR
IWifF > Twindows NT fxfe—fggat) ST rNEE %
B BhEE » BUE Win32 Programmer’s Reference
Volume 2 # Appendix A H1H5 -

ICA9014 ICA9015

5t HHBAFE 1 ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA9012 ICA9

D13

# 15. SESSION:GHZF4EH K E session.tblfdhy SOCKS & PROXY FEFERTEFXBHIE IE A -

B ERER (RE) ASREEREA
DATE_TIME date_time VR H BABERER] (L 2E)
FIREWALL char(100) B3 K s h R e AR (5
PID int AIX AIX GEH ID ~NT & ID ~ NT #& ID (&%)
MSG_NUM int AR (L2)
USERID char(16) & ID (L)
SERVICE_TYPE char(10) ARFSFEZUAER : socks B, proxy (#43%)

38
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#15. SESSION ). EHRIEETAE session.tblfEH) SOCKS Bl PROXY FisER1EEIKE 511 & -

B BREER ((RE) [ELERL

APPLICATION char(30) JERE AT - telnet ftp ~ ... (WAE)

SRC_IP char(15) FERER P ik (L)

DST_IP char(15) SEIRTRESET 1P ik (LE)

SESSION_EVENT char(5) . R IS -
o ERR LRSS R
(%)

BYTES long int TERS B 22 AR R R O - BT
Telnet> JL{E/ER 0

SID long int TR 1 P AR — P R 23RS > AR 5 56
o

&t

RIS

+ Safemail FEEFE4E) : ICA2178

+ Safemail BEE(EZE(Z 1L : 1ICA2179

* Socks FEEFEEE) : ICA3011

* Socks FEEL{EZEIZIE : ICA3015

« Proxy TelnetPEE{E&TE) 1 ICA2036 (AIX Hif) ICA2208~ ICA2218 (NT HEif)
+ Proxy TelnetPEERVEH(E 1L © ICA2077 (AIX HiE) ICA2209~ ICA2219 (NT Hik
« Proxy FTPRSEX{EZERLTE) 1 ICA2041 (AIX HEE) ICA2208~ ICA2218 (NT Hik

« Proxy FTPRSER/EZISEIE 1 ICA2076 (AIX k2 NT Hik)

Socks FTPREERVEZBIEIIHAMINIIE SOCKS_FTPZEMEH o Proxy FTPBEEXIERBIENIHAMINIE PROXY_FTP 1 -

# 16. SOCKS_FTPAEEEHAHE s_ftp.tbl #41Y FTP FEEMESN) SOCKS FTPEIEE M °

BEif BERizER ESREERET
DATE_TIME date_time BERY HIHBLRE R (20 25)
FIREWALL char(100) B3 K i R se e i (L20)

PID int AIX AIX JEH ID~NT # ID (L5
MSG_NUM int USRS (L)

USERID char(16) % ID (WE)

SRC_IP char(15) HRAER P Ik (L)

DST_IP char(15) SEUREEESEY 1P fiihh (L E)
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# 16. SOCKS_FTP#iE). AXIEEHAKE s _fip.tbl 1819 FTP FEEEEZ) SOCKS FTPEIEFEH -

[k ERizan RSFEERER

DATA_BIND char(s) « BHITDRIER D) - (1CA3010)
o ERIEERLEERE 1R o (ICA3014)
(I\\g)

BYTES long int BARH R R

5+ FHBHFAE : ICA3010 ICA3014

# 17. SOCKS_INFOAXEETEIAH s_info.tbl f51Y Socks 77BN M —MRE AL

B ERiEEn REFEERER

DATE_TIME date_time VR HHABLRER] (2E)

FIREWALL char(100) 5 K SRR SERE TR (0 2E)

PID int AIX B ID ~NT # 1D (WL5)

MSG_NUM int AEHEIS (LE)

USERID char(16) {fif# ID (ICA3044 -~ ICA3045~ ICA3046~ ICA3047~
ICA3049)

ACTION char(7) SR (ICA3044~ ICA3049) X :Hiffi (ICA3046~
ICA3047)

ERROR_NUM int SAASHARERNG - AIX SEIREENS (ICA3013~
ICA3019~ ICA3031~ ICA3032~ ICA3040~ ICA3044~
ICA3101~ ICA3102~ ICA3103~ ICA3104~ ICA3106*
ICA3107~ ICA3108~ ICA3122~ ICA3124~ ICA3125~
ICA3126~ ICA3128)

SRC_HOST char(25) IR T B (1ICA3019~ ICA3035)

DST_HOST char(25) Heyh IS/ (ICA3016~ ICA3045)

SRC_IP char(15) AKIFNIHE (ICA3042~ ICA3043~ ICA3044~
ICA3045~ ICA3046~ ICA3047 ~ ICA3049)

DST_IP char(15) HAEyHifik (1ICA3044~ ICA3045~ ICA3046-
ICA3047 ~ ICA3049)

LINE_NUM int #78% (ICA3022~ ICA3023~ ICA3024~ ICA3025~
ICA3026~ ICA3109~ ICA3110~ ICA3111~ ICA3112~
ICA3115~ ICA3116~ ICA3117~ ICA3118~ ICA3119~
ICA3120);
HATHL (ICA3113)

EXEC_STATUS int FUTHRAE (1ICA3027)
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#K 17. SOCKS_INFO #i#f). AXt&EHHAHE s_info.tbl fifY Socks H AR —MRE AL

B g Sk FEaEREA

CMD char(36) e A (ICA3027~ ICA3039~
ICA3042~ ICA3044 ~ ICA3048) [ffit : ¥ 1ICA3042 i
5 0 i ARG SRS

FILE_NAME char(100) T2 4 (ICA3030~ ICA3032 ICA3105~ ICA3109~
ICA3110~ ICA3111~ ICA3112~ ICA3113~ ICA3114~
ICA3115~ ICA3116~ ICA3117~ ICA3118~ ICA3119~
ICA3120)

APPLICATION char(30) JEREX A - telnet fip ~ ...
(ICA3044 ~ ICA3045 ~ ICA3049)

VERSION char(10) PIA7SERT 3R Socks RRASHERS (ICA3043)

5F: FHEHAAE 1 ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026 ICA3027 ICA3
ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043 ICA3044 ICA3045 ICA3046
ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104 ICA3105 ICA3106 ICA3107 ICA3108
ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115 ICA3116 ICA3117 ICA3118 ICA3119 ICA3120
ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126 ICA3127 ICA3128

D30

# 18. SSL_INFOAKFEEHBHLAE ssl_info.tbl i) SSLAKREEIE BRI A °

B BERizER ESREERET
DATE_TIME date_time BERY HIHBLRE R (20 20)
FIREWALL char(100) B Kol s e AR (L)
PID int AIX JEH ID ~NT # ID (%)
MSG_NUM int USRS (L)

Client_IP char(15) fEmuLry 1P ik

5t HEAFVE 1 ICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063 ICA5082 ICA5

#19. SU. KAEEEHRHR su.tbl #5089 SU JEEHIEAMT (AIREBIEFEHA AIX su Hih) o

Bt ERIFER F*ERE8
DATE_TIME date_time BUERY HIPIBLRE ) (L20)
R AIX ANETE su HEEMRETECESE » DATE_TIME H
B A 35 B 5 TR BT —4F > SLA/HEEE (W
RAFBRIITAIH » #EEER L <)
FROM_USERID char(16) HHE ID (L)
TO_USERID char(16) A& ID (L)

LOGIN_STATUS

char(7)

HAEMIGREE « RISk (L)

120

Fom (HMmE AHEL 41



#20. TUNNEL_CONTEXTA XSS HAH t_cntxt.tbl #50Y5T [HE#IE ) RZE -

=L ERizERY RS%EEREE
DATE_TIME date_time BhYERY HHABEIRERE ()
FIREWALL char(100) B3 Kt aR i e AR (LB
PID int AIX JEH ID ~ NT 4 ID (LL27)
MSG_NUM int FUEHRRS (L2
TUNNEL_ID long int SEE ID (L)
SRC_IP char(15) APE P ikl (E)
DST_IP char(15) Hegih 1P {7kl (L2)
ENCRYPTION char(7) I RER

DES_CBC & CDMF

5t FHREAAE 1 1ICA1043

#21. TUNNEL_POLICY A& & H A H t_policy.tbl

fafy M gy Btz -

BEf# ERizan ESREEREA
DATE_TIME date_time BVERY HHABEIR ] (A2F)
FIREWALL char(100) B Kot s e HE (L)

PID int AIX L ID ~ NT # 1D (WL5F)
MSG_NUM int AT (LE)
POLICY char(60) it fwpolicy HEENGRISHLN (L3)

5 HHBHFAE 1 1CAL040

# 22. TUNNEL_STATUSA XIS & GBI t_stattbl By [HE ) AREESEAYEF -

=L ERizAR RS%EEREE
DATE_TIME date_time BHYERY HHABEIRERE ()
FIREWALL char(100) B Kt S se B i (2020)
PID int AIX JEH ID ~ NT £ ID (LL2)
MSG_NUM int USRS (B
SESSION_SCKT long int FEERIEZE socket 7R (ICA1038)
MASTER_SCKT long int 1% socket Hifi#E (ICA1038)
TUNNEL_ID long int EMBEREE 1D (ICAL041)
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7 22. TUNNEL_STATUSH#E). KEHEEHRIPAKE t_stattbl By [HE ) AR EIYE
EL | BRI | mEERe

&t
FHEFE  ICA1038 ICA1039 ICA1041 ICAL1042

RIS (1ICAL1039) HUHAMAATHE TUNNEL_POLICY EAZHUS ©

. EERAR
FERYMEHEIE (ICAL042) UFEHIEA » AJ#¢ TUNNEL_CONTEXT ZA&HHNE -

€
< B
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35 HiNOaY SafeMail EREEFESRIEH

IBM Firewall SafeMail &M 12 H Y » & BEZ 2 IR VEREES L TRIERA T iFE5
ErE sy DR e Y

SafeMail FEA & il AN EE TR A A2 EME R - (HE > EA LIRS SafeMail Content
Screener [NAFEE) » WAFELEETE TRIKKRE] & LUEEHHTIIN SafeMail FiE o T
hry SafeMail F3E v LUSRREE(E E-mail US> i T ARPRIG R () HERF A E-mail o
B hnfY SafeMail FE R LI SafeMail FiE 48 (S RUER » BUR B ALFFUS ]

SafeMail BEEIEHLIER

B SMTP {¢/Bubiiiszs] SafeMail BiENKE - SafeMail BE & HEE I H ) SMTP EIARES »
MAE SafeMail FEEEIZ 3 @S EAEITSCFH) E-mail B » S{E7REEIE—REE—
1TXCFH e-mail FUEEIH AIH{FIIRES o« SafeMail BEEKFEEWNE E-mail (9HELFFEF
17 o ARSI 2 2 s NS 8

IR E M TARFEER:L  ES—{T E-mail FEELE SafeMail FER -
SafeMail [fEm G N B HE AN o SafeMail BEEH G EHE E-mail FUEITAIR X H 1)
HAFHRE B HAB A - SE RPN 3 AR 2 n DAGE SR 0L 0 B 7 2E BRI A S ZB e 5
MrRE(FNE. » WA AR A REIE B & ERE NS EE TH AR ) muas - TEEEE.2
o EBgREH -

AR SafeMail [Fl3ELZHA R (ARG - LIRS M2 2l R ERBIE M - Rk
Al SR ne) TAREARRL -

BIIMIN0EY SafeMail R95E

T TG ZZHET NG SafeMail FE » 7 ¢

o WRESFIN DLL AIBRAAFER

« F37 DLL

< % DLL &4ETE TR K& |

ROOTDIR\samples\safemail fL& MMy A %A SR XAV EHIRE NS - LEKRER KL 1BM
Visual Age Fll Microsoft Visual C++#J make f&#iffl - ROOTDIR £ A AE ] T 20 8EF 2
i > FTEERY IBM Firewall HAIE{7E Hi%
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i

DLL

DLL

B N2 AR T — (AU % UsrCheck ikE - S M EEA T YR
int _Export UsrCheck(pCheckData Data);

# SafeMail fiEH —1T E-mail A2 HEMEFEANSRF SRS AR > LS SafeMail B
MU SE A BE o B EMEIE—1T E-mail 8 AR ECE#E E-mail SRR
SafeMail 38 » FLEr{EE] 0 AR ECE SafeMail BLEEEHSRIEIRI AL » HIEEFEEE -

#5220 ROOTDIR\samples\safemail MY usrcheck.cAAIFIHIFERAE » LIS/ 2 SafeMail
A5 T PN 25 A P 2 P A T ) SE B 3 A

Check B8 -#J pCheckDataZ2#{f% ROOTDIR\samples\safemail HYJ usrcheck.hrifiZiHA
) C #GH o LLASHEELE IEAEREHLZ E-mail S RIMHBIEZEA > B4 : SMTP falfil#siy
2RUE e H AL > DUSCGHA T2 R BRIRENE 2. SMTP (AIRARHIMER SR (R2SIEL ) -
e IR /L 2 — (A AR BRI R =X - TR A e A A X S BT B ] —{ E-mail A
SRR

TEEE AT ne TARFEERS D WIREREAR » SO CRE - I HMEE DLL - %
DLL #hZHdn %5 smusr.dile A HZZHKER% DLL HEMH UsrCheck X ARY o 3226
ROOTDIR\samples\safemail FfY make i#&i{5] - HUFS50 & 42 B Ss U Haaa sl - LUEHE
YT DLL - FTE@HtHY make HE#EEHEFH R IBM VisualAge C++ K Microsoft Visual Ce

— BN smusr.dll kY - BLEGTZEEE TR KRS E o smusr.dil #8LE] T K
%1 /9 \bin H#EH o SR Windows NT MG 1 FRig THRBSHEHIE IR - BAEA
i EFEEE) IBM Firewall SafeMail {rIfARES » LU AFHAOFER -

IBM Firewall #2{ft smusr.dll {961 » (7> THGKE S # \bin HEkh - FHCiGE(E DLL
S FHEERY smusr.dil HEEELH SRS > LIRS AIC AR ITE R BRI - RESUIF €%

AE R T B s M G RS ARG E PSR o (Hi8 = T 200 (8 R 0 A
%‘% o
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4T WNIINBHGRGFENRERRENS

IBM Firewall HiEH EERE @ pmac iy &S A GBI Bk B RE AR HE TP T his
ERIREZ T o RIRIERTLUER fwlogmgmt a4y » EHIRAFE R HEERdRE - — &M S - &7
LI Windows NT i THEFERZ=0] 20T fwlogmgmt iy o EFEERAIRICT » fwlogmgmt
i e 0 H RS0 EHRTEAE —(E H #% - 36 H & H Windows NT BBEfEan 15205 H 353
ERIRAE o (HE > AT LRI THEERFERD o DHUCHHER I ERAFEIE

RN EREREED

AEAZR R THESREREZ - B
1. MBI DLL Al ARE R

2. 37 DLL

3. % DLL ZAE TRKlE ) -

ROOTDIR\sample\logarch E&RE &N FHESRIEREZ D MREHFE - HER T KR
HITERREN(E K IBM Visual Age for C++ ) make# » ROOTDIR £/ TR E 50 -
FITE5ER) IBM Firewall HAE{E H#% o

ey THEZESRAFRER) PEBIT—FH TR KRS ) AR TERAETIRERT KB o 35 LL B
JF AU ES E FECE ROOTDIR\sample\Togarch H##% fwarch.h o

BRI HITIARIRTEIE » I © BRI R ~ QAR R -
AR A B 1 PR AR PR R -

BB AHBREERE A > G525 ROOTDIR\sample\logarch H#kH fwarch.c HIEEH -

#2YI DLL
TEEIFHT IR THZERERR ] R ARERE » BUEBCRmE - d HEEZE DLL < 3%
DLL WZHm# 5 fwarch.dlle 7E fwarch.h g AT REERLEREEZ DLL REH -
ROOTDIR\sample\logarch H#E#Eft— IBM VisualAge for C++ i make fE#if » A 2K
e R B B E 1Y DLL th e

Z% DLL

TEB RIS fwarch.dll #% 0 SEIFEZEETE THH AR b o #% fwarch.dil #HEE]
ROOTDIR\bin H & -
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MKt HIFHER fwarch.dil thEELH #krr o At IFEQSRFEFTAEIINY DLL #EEEI H #aT -
FHSCIGULTERR T DLL fif{pEisE 4 o

[RIWRF - GHHEE H AT A 8T fwlogmgmt iy » i HLAESE HAFHRERAY DLL B > GETHERER

BT IBM Firewall HEEFEFEZ o 35HEH THRBEHEGIEHERM L ZRBIEA 1BM Firewall H
FEEELRE L > RIGTENE DLL » A RS -
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BoE RRBCHEETDE

AE AR A R I B CA0EE TR 2 AR EA o

ERERANES

AR T AR ROOT_DIR\bin\authsdk H &k H SEEG] - REEEE
« authschm.h -/ € #E ki

« authus.cpp -G R IFRAERE

* gwauth4.lib - Bk s fE ==

e msvc++.mak - Microsoft Visual C Make file

+ schmname.h V[ %€ ZAk

e vact++.mak - IBM Visual Age Make file

R Tl fokimaE 1BM Visual Age FUff & s a8 &5 -

* nmake -f vac++.mak & DLL

* nmake -f vac++.mak install & Z4% DLL

« nmake -f vac++.mak clean AT H &%

{HH T3l okimaE Mircrosoft Visual C Y & #iaa #ifl -
* nmake -f msvc++.mak & DLL

+ nmake -f msvc++.mak install ZE %5 DLL

« nmake -f msvc++.mak clean #5iE A H 5%

fEA "MERBVEH (SDK) . FBIEAERFIIEIEETE

IBM Firewall &t o881 > A S i ndiae 22 Vs - aTEERFIE Firewall
HEAERT A B A Ll BITILIANESE

BEK S E kR IR Y TR

NEIR K AR s R A E B > A R MR KR IR X
+ IBM Firewall Zt§{alfReS

« IBM Firewall Proxy FTP 7 EFfE2C

+ IBM Firewall Proxy HTTP & E:fZ=0

* IBM Firewall Telnet #EEf25

+ IBM Firewall Socks frlfilZ %%
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Firewall $2{ft T4 fizEa1E] :

SERIELE
TEAE HE USSR -
BT
FOFFE & IR TR 0 - AT BN LASEGE -
Firewall @175
FORMEAEmA S EEE THHAASMEAE ) ERERPEi TS -
NT BEABTHS
PORMEME A TWindows NT ZAE{THE] -

SecureNetKey
{# M AssureNet Pathways SecureNet e {#iH & o

SecurlD £
{# M Security Dynamics SecurlDiz %K AKHEEFEHE -

FIT {65 FE g 8 3 2 1 281 ] DURE A6 B — {08 & e — (R AR A RE 2Q 3R 1 o il - mT DAZEA
Firewall » ZE{#i /£ John RAEIE A IBM Firewall ZHE IR ESIFHE MR A TWindows NT
BAGEITHE] o {HZE John E{#H] IBM Firewall Telnet Proxyl » HIlgr{s# Rt 'SecurlD
+ 1 ZREEREM o HE > H{EAE Mary REIZEA TIBM Firewall ZEEARER 1 FF - BlErig
Titm A (B ASEITIE ) - Firewall BTty fEgat & Ll&ll[lﬂ%ﬁﬁﬁ%‘ e
HIFHREE L - 35228 IBM eNetwork Firewall (#/H5E1) T8 —

BT 1BM Firewall $@{ftriaeiatd] » a2 vl 2258 = @l # e ftaysiaaat &l o fanr DUR
Tﬁiﬁﬁﬂﬁﬁ%% JKTE“?%’L atdll s B - SR LU R H S 2 at Al R MR
an B T K

TBAKAE L iR — (e At & (BRSO & PR ftAyiaea &) R Tilsait &l AP #Y
DLL fUZK ° bt API JERE ssiaa AT AN s TRA KRS ACERCH O » LUk THIKHE L A
A EOR (R -

B FRERHAEEETE

50

FESLAE R F R SR A &R T 5D B -
o R FAEAAE TR E] AP
o Hwag b BG RAAREAE] DLL
« 1 DLL ZHHAE THIAGME] =
BN F e it Z SRREAT IR C IRAAZRIAN MAEUEMRE S - LUK Microsoft Visual C++

J IBM Visual Age for C++ FU#EIBIFES K #iffl make HEZEBAT{E ROOTDIR\bin\authsdk
FREE] -
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Fi A S e T A E A TR R
1. A THkA%) ZedefMEc
2. $T AuthSchmFn

@ Firewall Z&C: K& TH7KG0E) B 20 THIKHE ) &atlE&E&A et
\bin\authschm - H#kFEEH—{H DLL - #AR—{H DLL I » CHIEIRERE H XAl
ZEINIY TR K ) Ry registerAuthSchmi 8 » A REBEH] TR A ) Bl EHC -

registerAuthSchnifi#H 2 E ZF authschm.hZ&iEkE T - CERMTE AuthSchminfo f5
1 (MEFAE authschm.hift) FUEE—2285 o The AuthSchminfofi i & s e | &g T
Kili% ) MERZIENZ S E AuthSchmPnifgfzik » DUENG 83 BOREDR A 85 18

{51 & PR A i as AT A8 T 91 = (B fi ARy o —{ -
1. user
2. userauth2

3. userauth3

KIAR schmname. bl » 5 7E kA ELEARRITTHE A o (A Er i@ (A BEaEE  AIRURG T IR
RB—fiR {5 ) 2 AR T LAFERE B0 P 28 = (8 4 AR T Wl —(1 > LAGERE 2 ({50 A & P ity sheaeta T
&I ATAZEAER — {8 TR £ WA B8 ORI A R a A R AR 20

DLL #E4RzE & ZNEFIFEEC AuthSchm A IFINFE 2 1% - FHEfii DLL AREEPH
A TR o FEFNE(EIRIN - nJRERT BAE DLL BEAARRE H 2P d T (L 3 F R 2 AR ER
=2,

1T AuthSchmFn: (28] DLL LEFHERHA authschm. hFEg A » 2k
1T AuthSchmFniR# AuthSchmFnEREEA —{Ef§ [ AuthReq #5228 - AuthReq #&
R —HEER C 51 > Hihu &P THEEZRIVHE S - AuthReq @ EZ(E authschm.h
Hh o AuthReq f5 6L & S < (1 & 1000 ~ BOKEERERY TH A0 JTrkEsiEs - L
TG ECRINEEMBIE A - W1FF AuthReq fstE 2 &N 5285 ket » 35288 authschmh
R ERER A o

B T & B B KRS TR 29t > AuthReq s HOE A = (8 2 BE T 8383 T BIIRER: 71

B

gwaput
B TBHKNS ) Rt mlE 5 A Arhl - 76T T AR { FH Z R T LU A
AusiaE A o A > A0SR AR R R (A AR RS UGS - e El
M gwaput 28R HLAYE R o gwaput BRI IIAE R LI authschm.h iRy
AuthSchmPut typedef 7! » ;522 AuthSchmPut typedefbAUZRHH » BIATEL{S
AuthSchmPFn AT (SRR 2 EE AR o

FeR Rt IRk 51



gwaget
B THHKONG ) Stz a5 A0 AT hE » 15C 78 B S8 28 56 1 22 FR Y [ e AL 7T
DU RREREER T o BIa0 » anSekag s R Te e o E W TGS - Hle ey
N gwaget Z2EFR Y B ERES o gwaget M TIRERZLL authschm. by AuthSchmGet
typedef S5 o 2522/ AuthSchmGet typedefl-ftERH » BENATH{S AuthSchmFn
WAEAE BLIE Y FELRR BB YIR o BRI E TN — M2 HE echo 28 -
AuthSchmFn B LU 2 B H (o F 22 1) [ e 2 75 g fEE [ml i fth,

opaque_data
opaque_datdiflii/ TBA KOG FAAGEET AuthSchmPnfih Ny i} 5 [m] 7 5 202 I
M7 AL BRI o IERY gwaget B gwaput & ZEE > HIl AthSchmFn FEZL & {5 1
AuthReq #51# _HEDRFGERIHEIA opaque_datdifi sk {#5%

R SRR TR TR KOS ) el AEh o Fhse TR KORGE ) Jefh el LA iE
{5 FF 22 0 2 (I BT /[l B 3 o SR R 2 B ACER el TG ) JTfd - JEsk TEA K
% IR EMEAR R RIAE, BT LRSI AR/ BIFE o ZLeRR R IRk ThE K
{1 JetE o

(EEFR b shata LU HRESARIEIT L E Ry TR ) TTAFARIESCERTRS » 411 AuthReq
F R TCAE R LATHE R — £ o STPFROZRY A AR AE authschm.hrfr » JTEHHIALE A

BB -
& 23. TR G R E
AuthSchm.h CUEYTTHFRTFER BN 1 T RERTVIERZ ATV
AUTHSCHM_UNKNOWN B E R TEI O TT | BERERAC#
%
AUTHSCHM_REMADMIN Lt AR A Zira
AUTHSCHM_FTP FTP Proxy JERT M
AUTHSCHM_TELNET Telent Proxy R
AUTHSCHM_HTTP HTTP Proxy ZE
AUTHSCHM_SOCKS_PWD {5 FH R TR Socks falllk | FEACaKME
&
AUTHSCHM_SOCKS_CRAM | f#if] CRAM ##%1 Socksfil | &C#k
&
AUTHSCHM_REMIPSEC DRI IPSEC) fAfRes | A0k
(HHifE Windows NT vk
)

AuthSchmFn 2S5k I BEERIS » EELIE R —(E GWA B (EZE(E authschm.hi)
SRAB[RIFAIEALFE X o b Bl RS F SR FE R 8 38 6 A 2 A A MR - DURE R B R 2 A 4

st o

52 IBM eNetwork Firewall for Windows NT:Z2% Tt



72 24. GWA [0] it

OEs KRR

GWA_OK JEPEIAIZ A R R GEER > T ELNER 538 6 &

GWA_DENY BEPHIER A 3 A gl - (HE 2 a5

GWA_IOFAILURE BRI RS - BEARIS A& R
JERERE A0 - — MM S > A A SR
A IR e 11 S ([ S

GWA_BUFFERTOOSMALL AuthSchmFrik S5 RE 2 18 (5 FH & IR E > [R5
B M — (SR A i SR B2 S % [

GWA_NOAUTHFN PiaR - BUSREE IR

GWA_FNNOTREG BEAR - BEEREEG R

GWA_RSVNAME PHAR - EATREAANE B AR R A 8

GWA_BADNETTYPE PHAR - BHERIEEG TR MERE

GWA_BADAPP PiaR - BRI EHIMERY

GWA_BADADDR BHER - HEREEOR FEROLAOAIHEMER

GWA_MEMSHORTAGE fraR - RBMENCECERE > A DU pE H ke
K

GWA_USERDBFAIL BHER - LA HATTR AR

GWA_REGFAILED s - BUSGEEETHIMERY

GWA_AUTHERROR BEAR - BRAEA TR E BRI

GWA_INTERNAL BriaR - HRAEETEIRAY EADSEIRARN

H AuthSchmPnfE[a] TFGK ) RF - ALREIERSE GWA_OK » A& & (i & - s
%I P m] LU 2R AR 2 2 - GWA_DENY #R B IESEAIAIL - (EHEAERZ & 7
WA ZORAARFS RS © A HLE Rl B IS AR SERAR DL » 1 ELIEAE % o F 5 17 U 2K A
MR RE -

RERMEERIRGIET: MR R BERSRIATEE] DLL I > AR \bin\authsdk H
FEIPIR AT gwauth4.libs 5 DLL $#f5% gwauthd.dil DUFRERTEZAE authschm. hiff) &
FRERAHE o HLA o AuthSchmFnA27E DLL REHI » HERHE S - 1BM VisualAge for
C++ K Microsoft Visual C++ [#iffl make f&Zn /£ \bin\authsdk H&kHHF -

228 DLL: DLL ENEFRELFRE » 355 EHEBE] ROOTDIR\bin\authschm HEkr » Ihi%E
HEE) TEH KNG ) 18 o 5 7RG KSREEA DLL WigEd DLL AVSEZETE > MEEHT
R TR KRG HEas -
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1FEE—IE: ERURAMATEA R T E] > DU R AR 7L 838 SR BRI
FRII L] = R B

BT
(ZR1E{ElAR=s ~ telnet ~ ftp F3F)
LRRTERE gwaget() owaput()

waut
DLLEntryTerm() registerAuthSchm() é\\wauthél()
fwusrdb.dll

fwGet/PutUserAttribute()

i

auth*.dll

DLLEntryTerm() auth*fn()

—> Y

OP-® [ (E R AIRAEA
= BRI TIREEA

1. DLL #E4a3%E a0

T AR AR TR ) o RS EIRR 2 5 gwauthd iy TR K% ) DLL » #
A gwauth4 dll ¥ » HIEIEI SR DLLEntryTerm {2 » M7 EL g atlBE T T BAE A -
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# A ROOTDIR\bin\authschm HHATENY DLL - #15RH#EZE DLL MEEEA - HIC R Eyidis
—{E#H A gwauth4 dil FI3EER o gwauth4 dil /e T E R E A -

B HEIEATAEIT) DLLENtryTerm & =CETHE » M@ EE A gwauthd.dil Z3CEEEEE ] o IFF
N registerAuthSchmill & 52 ILIE{ES » authschm dIFE SRS DLL S IRRYE—(EE R &
LN —2% registerAuthSchm 7E registerAuthSchniki# B AuthSchminfo #& i €15 5
FE R LIR (BETEEM A E AR ED) B AuthSchmPniKi B & $1BlEEE © registration Bk
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ICA9049 NAT {EAZIIREIRER - AR

KIRhzak B Heysbfzak o
BEER:  NAT [HIE A BRIVERME » HiRE RS —
{8 A B EE -
TRIFENIE:  NAT MEEAIEREEINGEL P B - ISR
BHRHE -

FRESOE: MREEFAENN > HER 1BM IR
HAE -
ICA9050 NAT HESRERIRBEAE : EEE (7

4l B SEBRRE EAlE 2
NG  ERE L2
bl R > OERR re o

fEER:  NAT SRk f o
RIREE: CHEEHQ -
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ICA9051 NAT EAEIZREZEME - BEE
Lk« HEE SBIRE B
T ZEEREL - BIBe (Tt -
Utz

fRER:  NAT {HHIB|EuE)5E -

RirEE:

FRE0rE: ®

ICA9052 NAT {SRIZIREZ S  EEBE
Lk« HEE SBIRE A
F ZEBEIEZFIEALL - BIBE (7
Hf 2 HEEEG

BRER:  NAT {EHIZE Bt o

HRinEnE:. =

FREOE: ©

ICA9053 %3%$d OF FHHE HEALRE

BRER:  {AsEh

RifrEnE: &

FHEEO0E: #

ICA9054 IP ik fizt AEIEEE
many-to-one (AN EIFZE/
ZEf -

BRER:  WIE AR o

RIEENE:  ARITHTERIENE

FREORE: HEERFENIELZIL MR

[@ many-to-onefizii:

ICA9055 NAT {EAEIRFBEIAER - TR 2K

IEhzak B HATHT4E -
BEER:  NAT (HRIEHGER P AR e R ER
FrEee
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SRRBIIE: NAT ol ERERHIGZ T EY » BTG A
R -

FHRE0E: ®

ICA9060 BRENZEEIRESHEINRTEHER -
socket(): AHEEIFE

BRER:  AUARESEEIAI B I, TRk B -

{EREOIE: 55 EATHEHIAMIRE - 3 fE )

U EIARSS ©

ICA9061 BRENZEEIRESHERREER -
listen() : SRAEEHEAEAE

BRER: LN (RASACAS T AL, BRI EERE A -

FREOE: 5 EAHEH SRR » Jf ERTEE)

DU RIARSS o

ICA9062 BRENZEEIREEEER - main

accept(): AHEEIFE
BBER:  ZUE{AAR AR E E R K, R E B
# o
FREOE:
ZORE (AR AR o

L SRS (= PR i SR A SR )

ICA9063 2RI EIARESEEER - ALK OE

B = OxEEIPIA
R AR MBI R B g o
BEStHLL -

FREOE: 5 EAHE LSRR » A EHTEE)
DU RIARSS o
ICA9064 EIE -2#H R FFRE -

FRER:  CARTRHYSRIE - (HIEELHERL R -



ICA9065 SHEEIREREEER - KM R
FHAAE
BRI RS IR RS BRI SERR » W

BEREAHE AL

FRSOE: 50 EATE LN RIERRE » 6 SR E)

DERERIR RS o

ICA9066 SISEEARTE  ZEERSS ¢
malloc( fi77CAH) {80 NULL HREREX
function_name

BRI MAEEEWrIECER - malloc {EA

NULL ©

ICA9067 JEAESRER » il - HEE EEER
=

BRER:  AA MR AL H R/ A o

FRIRENE: RS -

EFREOE: AN EIREE R L - R T2
flfiEs ) - BGRBHEIERY TEIAGE) B -

ICA9068 -2 SEIEKRNEIETEER °
BRER:  PTiE A EIEARL » SR T SR -
RIEEME: A2 RIS -

{EREOIE: 5 LA LAEER L » s
T {aIIR 2 -
ICA9069 SSL FEIRERTELEN -

fRER:  MUERIREE SSLMNEIERET > BUR BRI
RACHARIL -

RIREE:  CRIESUEFIRES o
EREOE:  FAa TR EHEE - BRiE SsL

IREE o
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ByExC. EMSIEEIIEXR (RFC)

TifEERY SR (RFC)) BHnEARE BT Internet BT € EHIEHER SCIE - FTH RFC
FUFHRAZEEEES T4 Network Information Center (NICFE ¥ B 5k LIZTRIAY /7 S o AT
DUGE T FI i ARG s s

Government Systems, Inc.

Attn: Network Information Center
14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

fEa LIFEE(E URL f7HL RFC:
http//www.cis.ohio-state.edu/hypertext/information/rfc.html

AR FTP E#ARE ds.internic.net > & NIC HUSHR E#EH o AT LU T 51#& A
N E

RFC:RFCnnnn . TXT
RFC:RFCnnnn.PS

L
nnnn  RFC %&h

XT B &
PS B PostScriptt& =

\|

RFC F51RITE LR -
RFC:RFC-INDEX.TXT

i 8% RFC #IACTAES o WL > TEEZRAL PostScripthig S /il » i5c&F TRFC &
11 > L RFC HEME MR « WAl DIAAHE -4 - AR EZRE
mailserv@ds.internic.net » LIAIH &L NIC ELEEARIGER RFC PR LEH - &
WEAE SRR EE g BHE N O H R —{E Ry

SEND RFCnnnn.TXT

SEND RFCnnnn.PS

Hrp e
nnnn  RFC g
TXT RS
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PS % PostScriptf&zt

[BER R HUCL T A& ) RFC 812 AUk BRI B R A S E
SEND RFC812.TXT

WL RFC SR HfR B 2 AIFERER B A ST (AT Sl
SEND RFC-INDEX.TXT
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FEFHRRIIARDE T » 22484 socks5.conf @fIf® IBM Firewall FJZEEAHE T - HHT
S o fEnT UG FH S i A oA i i A € -

TEE— RPN R AR ESI » #7385 HL socksb.conf 4 o (B EAERBAPARYIE I F1EHT » 35
A socks5.config o) MM E IBM Firewall £ S5 VR —{ i LAR5E R 72

(M3 R s E A B E OB ] proxy fAARES) K PR 2B » LRES
proxy EARFT IR AR o

ZeRRE R HER T AR
iE
- PEERH
. A
o JERPEIE
* Proxies
o FEHUE

{6 THAE) - DREEC) - Proxies B [PIUERLY B3 » ISHIFAONIT » HERADHIT
UIFT © (NP R EEN) » SHEHKTF AT » BT — AR -

EEEEER
A LA R AR ~ SRR sl [ 25 R - FEE DL [ 8 ( RRBRAG - HLL) 3] BREH
HELEE SR EENMRE © fE AN - EFITIRIER M EERIREE T (HMBELEs) -
LUERERARR o 457 HEIREY T BB R AR

EEEXEk

R B e S S i B U R AR R 5 | R o LAY BB - 5 E FR N T B
REEIEAER o BT R HIAHERE host/maskfl &

28 R
hostlP/ mask LA EEIAIHE "ANDed" 135 Bil ELA

SRR ENS 1P "ANDed” FHIF o —#% A HEHEEE
M B 7 0 B A FR AR 1

EHEATE o AFFATH LB
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28

#RHA

nl FH% 2 n1.0.0.0/255.0.0.0
nl.n2 % n1.n2.0.0/255.255.0.0
nil.n2.n3 % n1.n2.n3.0/255.255.255:0

.domain.name

FESABLELIT S domain.nameffi R

a.host.name

FEISEHBLETZE ahostname

WA SRS ) E IR ER L - BT - (HR2 - AR SR B0y 7 5 HHLE S B

ke

i o

28 EREA

hostIP/a SEERF S (8 - A o SUEPRTE RER o

hostIP/n e e = R I a1 - D IV < 1313 75
Ry o PR SAT T L TEE SE A0 B (s
S 1P (L RERI A A o

hostIP/s THEBRIF & o IS ATk ISRy -
S R Mg TR 1Y o FI AT T L BELE 2 A 308 5 A bt

EHE 1P Lk RERI A AR o
hostIP/h FEITTE - HEREENS P
EBE&ESE

HAMprid A /75 iomeram Kz ibmpwde AT A IN A 8REE /7 1%

AT LARI PR R R DR 38 38T 15 AR 8 58 — IR iag /7 ik o P ng i ik T B YR

R E h —fE 5 o IEAR AR RS

AEAIER o (ETHRRAGIRDL T » #57€ MR 75

NULL - FEH#AEE B - v DIOF AT - 727 KRBl s (B8

NULL) -
EgEE
SeRe I H i T SRR R o HORR AT
auth/ban  source-address source-port
auth-methods
28 88
auth/ban MR EIEH CIEHE (auth) BUREHE (ban)e
source-address B BN -
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source-port BB R AR -
auth-methods AR BRI

BREEY "bart 45 HAHEE ML & NG AR € (AR s A R A -

HORIETE auth/banfTH » HIHE MRS A AR o HiGERIIHERRE R deny (78
ARfE) - EEG 2% - A SRR - /£ SOCKSS @I E ! » st # A
Al o SAZH 5T 2 R B R RS AC TR R A T 30 = BB o

EEWS
IR LSRR o 2 E — P an o RS - B S a Ak - CERMG e ¢
connect bind~ udp~ ping 5 tracerouter AT FII B ACHT Y Hoftham 5 o 7= (RldTaR) 2
A EEZ AT A o

BINAIEHH
FI A RSHA W] B A e S8R 28 75 08 ~ ey ~ RERR A e N A BB B8 2K BT T R (Rl R B 1 D
P o HA&ZUATT @ module stub filename options
28 283
module A RS
stub I RE A BRI R 4 18 2 BT R R o
filename EIPNI] L ey i
options BAHFFENAMER A (BAMEE) -
TSUHH T E Z R A S R AIRRAL » Bt DARAF e (E IOSRETT o B4 > Sird Bt e 20> auth B2
permit 1THYHERE /7448

ERBEIEE

EEAL EMEEE AT (F > thEFZLE P A7ik) WSS L o FEHEE R T MRS/ e 5
FiE WAL HERHBRERY o 8 FEife E P A B% &5 50 FH S AR 7 1 » T /bl e 5 S R s 1
I wfsik P FEBRT (HERR SRR AR RIS ) o SOCKS falfilkds fE 452
BIND ZEKaig# it SENDTO ZKIR » tha] FI| € AR E At ZUEAS HURMERS /M1 o # T &
fIZEHE - R INADDR_ANY AR » HAREA] I EReBoEER o B — e iy = 25 i i
TOREISIHE « B{EEEA —(Ede& /rim Ll ERIBRES » A RZAN « HARHAIT : route
dest-address dest-port interface-address
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28 R

route AL HORE IS E R T -

dest-address AR £ BN o

dest-port AR R AR -

interface-address MRS A TR 1P A7hE > SUHERS A TS AE (B
i - elnk31) -

LBIAE

ZERE R g B RLA B R SRR AT LUPE RO i B 22 % AR E BB B RER © #5205 ¢ set variable

value

28 REA

set AR e (A I o F AR B s B 2 BRI

variable AR BRI o FE2 R T 1405 1 Thelg
B0 | > AU o] RN YR -

value FRIRA{E

BN

IRIRSE REA

SOCKS5_BINDPORT [port] 14 1BM Firewall 224 £ {5 A8 E M8 45 - 1M
A AR 1080 HYTHZH

SOCKS5_RECVFROMANYONE WFRER UPD 4% - HdF UPD @kl
RE TSR

SOCKS5_USECLIENTSPORT HAE IBM Firewall AJ i 22 BL{e gk A 2R {3 %
FUSRIE—E R > 1% 1BM Firewall 284
Y proxy o & Al as S & RHE UL R (TR
[k AR TS AR Z R ELR G S
¥h) » proxying UDP H#fE LB o &A%
KIS RealAudioe

SOCKS5_MAXCHILD AATHER AR R -

SOCKS5_NOREVERSEMAP 1EH 1P (k2 BN REI o FTE A
FRFRIRAN A o BRI AL A ALBE o

SOCKS5_NOSERVICENAME 15 PR 22 g R =0 A R T o R 20RE R rp
PRI o BEER R INECHCE FUNALRE -
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RIS REA

SOCKS5_NOIDENT E{fifEdmagrh » 3515 H IDENT 20K o BEER
Bk FEss e HIEMH IDENTD » HEHEH
MY o L ER R S R

SOCKS5_DEMAND_IDENT PR B UL IDENT [H]fE - 351 NULL
el AR AR R o FCTE Rl 7 (o F 25 4 R i i Bl
FRERAERE FIER AL -
Proxy IBH
Proxy JHHHH SOCKS proxy frlll#sifzit o 582675 Z alikas i aig R e £ &R -
HETR A EEN I B o HAE AT : proxy-type dest-addr dest-port
proxy-addr proxy-port
28 B
proxy_type proxy fARAAVFERY - HRUIEEE -
» socks5
* socks4
* Nno proxy
dest-address HR)E B -
dest-port A R AR -
proxy-address IPRZHEER proxy frlflle#s R4k o
proxy-port proxy AR (LA 252 411 SOCKS B X
Fe
EHESHES

TR ER IR E FLaT S AERBAENT AR EOK o HAG WA » 70l 3 ALRFT RABAETT ©
ey s —IHH WE ST ST » HAR AT

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]

28 REA

auth Rt ITEMNSIT > AR S BUER R E E T
o

cmd FF & WATRTHEE i A i Ak

scr-host AR - FE AN 5 8 AR AR -

dest-host 3t 1= RS s R AR -
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scr-port ARG E B RS BOE PR AR o
dest-port 1 = AR A R R TR -
userlist AR A -
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IS AT TES B TEAE ARSI EE R T - HARA T

filter name auth cmd src-host dest-host src-port dest-port [userlist]

28 R

name S B BT AR -

auth BEFETTEMNIIR - HA RS TR B I E e
=

cmd REE AT 46 E d AR R o

scr-host A5 E FE I A E FR AR -

dest-host H b 3= BN A s = B AR -

scr-port AJE F RSB o R R -

dest-port H Bt == S B Lo e -

userlist AR B E AR o
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Firewall & ETIE FHISCH - .

IBM eNetwork Firewall (#/H#5/#, GC40-0213
IBM eNetwork Firewall 2% Ffff, SC40-0214
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