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index=Index
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fwlogmon cmd=delete
type=single|multi|host

A7 5 Firewall w|A|#] IDo] A ol 7] xste] Ar7L EAHE Y

* 2A

fwlogmon cmd=add
type=msg

tag=

count=

time=

pager=
[comment=]

fwlogmon cmd=change
type=msg

tag=

[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete

type
tag=
A= o
type F7}

Qi
oo
2y

= ¥4 9 23 2UY 9% 549 < A4ETUH.

2 id, command, msg, single, mult# hosty Y t}.

id dHdS FAY AR IDo 9SS FU T,

command
Aegd WEyS (AT YY.

msg SA 21 WAHAe ZYH Y9S- FUT},

single ©Y AFEA} D 71WHeE mUE Yol 93 U, 71+
= A3 A=E 717 ZF Do "] fAEUS. 49 IDY
7HEEI7E o) WEe AAE JAZ =2Ed, 4Rt Ed
A|Yt},

multi <= ARE2L DO 7]¥HeE RUE o] dES FuUth, A%
A=E 7H BE AREAL DOt BE 7HEE e F 7t
o] W AAHH LA kel L5, HEIF EZAHYL.

host S2Ew 7]¥st RUHH &S U 7EHE 29
St A =7 BASE 2 s 2Edo] g fFAEUT. d9 &
2Ew 9] 7}EH 7} o] W X AHH YA Zke =EsH, A
27 EZAEYY.

username

o] ARE FAWE Firewall B4 £ TE AgAe] AA5H

ID. R AAe-H AME HH3] A

of

=

3R FA7F A

o

gHow AEPUT,
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command

Ao] $AF BZHolojof FUTh, o]t bat o] B
O s okl N B4 e e HET S dsunh, aud .
stlo] the stelol tE Fx2E AW 1 FEE ¢

Fzololof T,
count ARz} A W Av) o QA mE B4 23 vAA e B

o
time & @99 ARF 1A S AAFUT. count= o|HIES] ETAES $ 3
A WA WAOTRE of A 4 oz mguolor YTt A
TJogRE o] 7tAKRT E TS counbll A AHAF U
pager ¥ UAgo]l BRE EYAT wf HolA AR AFRE AU,
d 27 7L HolAE FAlss o AREEUH.

tag  RUBEE 27 644 g(CATE AEAE 7R wAA <)Y
. 27 2UE WAA1000) ol ICA B)E RUET £ 9
$uth,

HASH

fwmail cmd=11ist

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete

secdomain=

A H T O 2ol HoEY,

secdomain
AR e AA-H =9l g3l Firewalle] B FEo =
AL % ol EPy Tt

mail A A

remdomain
ARE D Sle

R
o
)
frt
=2
2
=2
=
==
il
o

=

g
i
I
I
e
o
i
=2
32
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TEEE AL

UES T F4 HAZHNAT)S Etd IP YESH I Wi F
E A A AL 7 JAES Fo2H IP T4 Uh

A8e AU,

2P Y
Aol tigk 3

pd
>
_|
rr
N
N
B
Jo
ofk
1o
4
ox
filo
N
r_\.{g
%
E T
e O,

- ohT-del 529 Fa - tht)-Y

E ¥H3E

AN o
B>
E
rlot
f
22
8
%
N
B~
'
rlot
e
rlo
%
N
B>
i
8
o
oo )
09{‘:1‘4

Al - Hbd IP F4 Ale] 52 IP T4 MSs
NATE ZRo =34 ¥+ HH VENA F4 AEE A9
H

o

tz
!
PN

I o nt o

MESZ F4 W Zzage 28 Bed P

0%
2
3o

o
o
1o
o
v
o
o
o
e
w r
2
e
)
N
B>

tlo mly = o

= AH&Ste] FTP = &Yl SSo|dES 22, 9JF &8 Z=2d
o] TCP A4
AARE sy
NAT BH#° F&& o3 ZFUTh

fwnat
cmd=Tist | update | verify |shutdown | startlog | stoplog

ARG E et o] FeHunt,
fwnat cmd=list

A NAT 74< g
fwnat cmd=update

NAT XS HAeoz IHYG,

ki

fwnat cmd=verify

TAE 78 AESUT
fwnat cmd=shutdown

RE F2 W3S AP,
fwnat cmd=startlog

7 wgg A5 24 APy
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fwnat cmd=stoplog
7 age A5 24 FAFYL.

oh-ol-d FE-S NAT T4 F71812] 9, type=many-to-oneZ AF-&3H41A] £

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

AR s Tt 2ol Feolgyn
type=many-to-one
Cb-CH-2 (many-to-one) &&& F7HEU T

addr=Addr
528 F2 Fo /M8 521 P 749 PAE AW F29
Ut

timeout=minutes
NAT7} 528 IP 48 dAAZ d7tA F4 @8] #F Jd=
ol lojof sh= AlZF Aol (&). UEE #2 150]aL W

Ut

NAT FAolA ohof-d 35 FRseH, the FES AEFAIA L.

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

A e 2ol Fogu,

Aol fynat cmd=listS A 3a uw] EA NAT 2o & Ao $£x17}
AUttt A WANSE 54 NAT F2o ojd 48 A3
SRk

addr=Addr
528 34 Zo| 27ld 529 P 729 HAF st F49
El=3

timeout=minutes
NAT7L 528 IP 528 SAA2 b2 F2 88 §F de)2
ol lojok 3= AZF Zo] (V). UZE & 150]1 W= 545

qu .

NAT Ao W3 &5 F71sle | type=translateE AF-&3}3, NAT 74
oA &Eo A 2slHH type=excludes AF-&3}4HA L.
fwnat cmd=add

type={translate|exclude}

addr=Addr
mask=Mask

MM e 2ol Ao gyt
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type=translate

translate &5 F7HgY.
type=exclude

exclude &5 F71Yt).
addr=Addr

HES Q3= HeHE IP

mask=Mask

NAT 74 2tde W == A9 3
LS 2
fwnat cmd=change

index=

[addr=Addr]

[mask=Mask]

iAE S et el Ao,

Aol fwnat cmd=listE AP w] EA NAT &9
ALY, Aol w4 E EXH NAT &9

AA L.
addr=Addr
M-S gsle BE IP F

mask=Mask

NAT T4l B¢ 32L& F71steld

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

WA e ol gejgyn,
type=map

NAT AolA =) 55 HAstHd

fwnat cmd=change
index=
[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

MM sE e ol ot

b~
e
Ho
Ll
1>
e
ol
rlr
%
N
b~
o
T
v

Ia
filo
®
.
@
=
u)
alfe
kS
L)
rlo
-
Md
o
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Al fwnat cmd=listE AYT o) 54 NAT 59 A% A A7}
AHUTH Al WAMSE 54 NAT &2 that 248 g3
AN S

secaddr

ol

14

M

7] 74

57 €49 AAEEe A5t Firewallol Al I FAEIE A& of FE]AHe

SZ7)0 WAAE AdETdo=zH A2 A A7) Firewall H ol R & ZHEE

g JdFUth, HAE3| 71EsHAl st ™, fwpgr, fwcarrier® fwmodem ™
oy o 3Z&7], WA Mulx 2 2Els FAS o Py,

< Firewallo] 2135 A= &4 &7]9 vi7iHs-ES dAS

—4
=
=]
«Q
=
ol
ot

22715 vdstEd, e B8 S T L.

fwpgr cmd=1ist

52718 Frlsten, e BHe BAYA L,

fwpgr cmd=add
carrier=
modem=
pagerid=
message=

22715 ¥AsEY, s ¥H

fwpgr cmd=change
[carrier=]
[modem=]
[pagerid=]
[message=]

WM s theat 2ol elgu,
carrier
Qb 2p A uj 9] o] Fo|H, Higa} glolE o] 2o FojEof iF
CH(fwcarrier H&EH S F3).

o
T
T

Og{:,"

ol

ol
>

>,

to

gl o]Folw, =l HolEu| o]z HeE o 9l TH(fwumodem ™

pagerid
T tube] 2 WHEA FPE, LRI AW ME EE o) FYYT
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e
O

message
5% tulelsz $AHE BE 1 go] BAHE WA
A7k AF F9 Az B 24 EE diEs B
Ao @ dol MY Ae B i 2004E 23T 3

U,

o, W

i

fwcarrier WH & AFE3IH ALEA7} AFESE= o] & AH]l 29 uisid

TE AT F dsUH.

MEAE ddsHE, o 9Ee BTN,

fwcarrier cmd=Tist
carrier=
WEAE b, o BYS TP L,
fwcarrier cmd=add
carrier=
dial=
method=
[password=]
length=
baud=
parity=
databits=
stopbits=

WS WY, s W8S TN L.

fwcarrier cmd=change
carrier=
[dial=]
[method=]
[password]
[Tength=]
[baud]
[parity=]
[databits=]
[stopbits=]

MEAE AN D, e BHe YR L,

fwcarrier cmd=delete
carrier=

MAESE e 2ol Ao gt

carrier
NHEALe] o] F

dial A&7} Ak TAP AH| 28 HlEzlo] nd A3t HEE 2 A3
of &Yt}
method

2k TAPO|ofo} gty
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password
HhE2E Au| 2o HashA] e

length ®WEEAF AB] 2o &5 & FHo o

baud HrEA MH 27} A bsks M AEA A=

parity ®rEAF AB|27 AYst= #gE 34 YUY, TAB Z2EE
o] A% olALe BE &4 wgEldYr},

databits
k2l Au| 27 x| Yhetks dolE HESFYYT, TAB T2 EF O
A% olze nE 79Ut

stopbits
WhEAl Aul 2t Adshs AA HESYULD, TAB Z2EZ | 7

T oA BE 194,

=g 7o

2e ydsted, b 99 PASHAA L.

fwmodem cmd=11ist
modem=

RS Frhsed, b 9Ee TAFAA L.

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

5de WSy, e

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

w5 A, thg W

fwmodem cmd=delete

o
ot
tlo

YA A 2,

ftlo
il

modem=
MARSE st 2ol Felgyct,
modem

wle] o] gdur),
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comport
rdo] H&FE = 28 COM TEYYTTH, o] COM XE9 »nd
Windows NT A 2=&lo] A o]xojAl otg YT},

initstring

rlo

Zdo] dig =78t FAEYUT. 2ER Fe] mirjHS= AT
W HYol Mok AT, ATE 2EHS] YR ETFH o4l oHy
Ut AFR vass e mule) 52 Beznow 245
ooF g,

outsideline

W ospoR AaAsy] AT told WaYyr,

S&7| 7o AAl

il
pager
carrier=
modem=
ID=
msg=

WA ol fupgr BFE Ak SLFUT,

« Q3 HtEx g muls nF A=A FRISHHAIL

o fupgr =& 74 ZEOIAEE ALdIA 27 FAAES B L AASH
Al /\] [e)
i=]

* ROOTDIR\config\pager.cfg ZLS EAlsta, 8T Qe o5 A&
SHA Al L

s T2 3&7] 7S AYsta ZQo3% pagercligitd o) AHES mE AS
W7k AL FASHEA L.

- FAFsHE= A 9IS thA] ROOTDIR\config\pager.cfg® E-AFSHA]

AZE WAS At & A, 4 AZE A oA 2ElS A
Hoz MESHEE P Windows NTE AHgste] d4d 2& A3
AL
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AL

At

o] MEE ALAE F71etAY 7129 Firewall AFE-AS] s} o] 4
9 HAFUG, B4 Ao ZE midHF7 HEE s ALE
stAY BReA ZH5Uth, cmd=adde] A, UZE o] AAHULH
cmd=change®] 73-%-, 7|& Fko] REHUYTH

fwuser cmd={add|change}

username=LoginName

[fullname="UsersRealName"]

[password={yes|no}]

[pwdvalue=Password]

[Tevel={proxy[admin}]
[secftp=SecureFTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]
[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]
[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP

[key="SecureNet Key Code"

[histexpire=HistoryExpiration]

[histsize=HistorySize]

[Toginretries=LoginRetries]

[maxage=MaxAge]

[maxexpired=MaxExpiredAge]

[maxrepeats=MaxRepeatChars]

[minalpha=MinAlphaChars]

[mindiff=MinDifferentChars]

[minlen=MinLength]

[minother=MinNonAlphaChars]

[pwdwarntime=PasswordWarnTime]
[userchng={yes|no}]

[pwlocked={yes|no}]

[fg_all={yes|no}]

[fg_dns={yes|no}]

[fg_interfaces={yes

[fg_Togmonitor={yes

[fg Togs={yes|no}]

[fg mail={yes|no}]

[fg_netobjsl={yes|no}]

[fg_netobjs2={yes|no}]

[fg_pagers={yes|no}]

[fg_proxyserver={yes|no}]

[fg_user={yes|no}]

[fg_traffic={yes|no}]

1B of
oX, off
g o rlo
A ok Mo

no}]
]

no}

7] w4

username
g AFEREY] 2] o] &

fullname

3l |2 i3] Bt AFEARY] A o]F e E V1A

gte] ehEH(E HoE) AR, o ghol Fuo] ¥ &

o

= ojof gy,

riu
=
dlo
)
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level TIEE ge ZEAoln, A4 £ ALAT} Bad LA EE
Socks L8791 e YERAUTH el 7% 1§ 9 Y Sl x
22 AgAlAE HEHA T,

key  AF8-#F9] Digital Pathways SecureNet] 7}= ERlol ALE-H+= 7.
o] e FUEL TFsoF HE, T WEER Fojo} FUT,

Ab8-2t 2

T2 AREAR Sl 2EFer 1§ AREAR 8]l MAEdYT  fuuser
o] Tkt mizfH gl thE AFEA &l 2ER 8 ofg ot sy
o

permit-=.5F & &
deny25F 7%

* password-Firewalll} &
« NT-NT 271& ¢35

* snk—SNK

* sdi-SDI

o userAl&x A|Z <l
* userauth2&}-&x} A& 201
* userauth32}-&#F A& &
secftp B SF QlE|F o] 22 RE] FTP Z1%lel] AH&E Ab&A: 891 W .
a3k 32 deny, permit, password, NT, snk, sdi, user, useraugh?2
userauthg] Utk, CYZEE denyyd Ut}

remftp
H B Sk SlE|H o] 22 RE FTP 21¢10)] AL AgxF &l wh
&3k k2 deny, permit, password, NT, snk, sdi, user, userauth2
userauthgiytk. HEE+= denyiyth

secauth

nok QlElso] 22 e WYl 29l AHET ARgA Bl . #
a3k k2 deny, permit, password, NT, snk, s&# useRiyt. HZE
= denyY o

remauth

H| 2ok QIEjH o] 2 Z 2] telnet 27110l AFET AFE-AF 3491 WY,
+8% #2 deny, permit, password, NT, snk, sdi, user, useraugh2
userauthiytt. HEE= denyd T,

secadmin
1ot QEH o] ~Z KE] Firewall -4 ZEo|AE Z a8l ALLE A}
&2 =l WL FEI g2 deny, permit, password, NT, snk, sdi, user,
userauth22 userauthl] Ut} 1i} Firewall ZHa]x}o] 24 Algx}

2 NT] A9 HOZEE denyiY
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remadmin
H] B ot QI H o] ~ZBE Firewall 74 Zo|dE 212l AL&E
AbgAF 81 W {- & SE 42 deny, permit, password, NT, snk, sdi,
user, userauthZ! userauth®]Ut}. 13} Firewall A&} ZTEA] A}
&2 2 NTY 45 HEEE denyyiy .

secsocks
Firewall2] X otZol A & SocksZeto]HE AZ| t)d Socks5At
|2 3ol MUk, fa3 S deny, permit, password, NT, snk,
sdi, user, userauthZ userauth®j4t}.

Socks5 41 ¥ 7} CRAM(Challenge Response Authenticatiod) Xl o] A&
b ID/FE e Q] ol el A E o] o™, SNKE Socksb
ALEZE IDIYE 22 EF o] SNK Z#X|(challengeg EAISHA] &2
ug AFHA U,
UZE+= denyd Ut}

remsocks
Firewalle] H] R otZo| A & Socks F&to]AE AZAd thd Sockss
AR Bl AU, 83 22 deny, permit, password, NT, snk,
sdi, user, userauthZ! userauth® 4 t}.
Socks54# 7} CRAM(Challenge Response Authenticatiod)rl ol A&
2+ IDIYE FHE &<l el dis] Ao e ’, SNKE Socksb
AL IDIYE 2 EFo] SNK 2 XA (challengeE EA|SHA] o
B2 AFHA FFsUyH.
COZE+= deny YT,

sechttp
Hek JIE#H o] 29 HTTP &7 o theh AH&AF &l W, FagH &
< deny, permit, password, NT, sdi, user, useraugh2userauth3} Yt}
SNK+= SNK ™A 7} AFEAM Al EAH = i S A FstA fex
2, HTTP Z2EZ oA ALHA gsUt. SDIZ} ALH AT, A
Ao A= SDI passcodefj Al 4T E Pt TEZEV] TAH
Ut} Ab&A= 1 SDI passcodg g afioF T,

. fwdfuserol= 1 AF82F &2l "Il H o SNK T+ Firewall ¢35 Al

=7} fgu,

Firewall ¢+3 w7l 4~

password
AREAFAl FEE YIRS ZREH=A AFE YEEUY. 7]
BHoZ, AgA el o] AHHYEA B UEE ¢5E 5
| ZQA RS ZFEIYT

pwdvalue
e 23HE 22 o] AHEEH, o] wi7fHFE ARESt] |
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g Yol mAAF e AT F dFUTh, o] e =55 H
»EZ 495 n eavesdroppedFE] 34 HwUTh tE

AHgAt dolEl o] 2ol A BelA WA Fe vt AAHE AL
APUT, & yess ALt A8AY} Ag 218 W 43E
& AL eT=ES wela WA Fo sk AHRUT Novt o
Y}, o] wi/iH 4= password=yesd! pwdvalue wjj 7} <7}
2 Aol fagn.
pwlocked
G5t FANEA ARE AFFULY, o] wMsE Ho) o)
%1 37t 2HEHAY d2TF Fa ol AW Akl AA =
of ALEER oS Aol yesE2 AAHYT,
histexpire
g7} 4B

=
P
T

AR F4E el ghe 4
& Al 7F A 3o

histsize
AHEATY AR S Qe old FBel £ AR, e A
= 2E3lYUY. & 20U t}h. histexpire=02] 7
ol FEFUD, o
loginretries
A z='ol Ade 17 Aol wiAHo =z 43 AlF ol F 385
¥

B AT e 2 AR 8 AAPUD. e A5 2EY
AU, FEI & 0 -208HE. HUEE #2104 H. 0 ==
S5 e Aol EASA $5e vEriYTh dv AR AH ol
714, Al z=" A2t pw1ocked§ noz AAE w7}x], AFeA=
2398 + sy

maxage
dzol Aol $9(F 29)S AePUT. B E o Al wt |
Ashob U, e A5 2EIYYUD. FED S 0 - 520
. 7 0e Ao Fro] dAHe AA @eg Yehiu, gEE
= 1344t

maxexpired

AHEA7E REEE 4 E WAT & Ae maxagedt o] Hul ARt
(F &S AYFUnt, o] ol Alzto] EuyH, ] AEATHO]
o E MAY F AFUY. #2e A5 2EZYUY. FES 32
-1 - 269U th. maxexpired€4d o] 081 7%, maxageto] ¥x=E uj
o}5 7} wrE Yt maxage4Ado] 0%l %, maxexpired<s/d o] -
AEUt. dZ2EE 334t}
maxrepeats
Al s A BEESE = e & A9 A 35E Aodud. f
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22

£ 0- 8ol 7 02 Ul YU 78S A 4
b glee YEUY. fZEE 294,

minalpha
Al gzl EAsoF sk FEAY] Ha s é«l Futt. %k" %
T 2EZYUnt. FEF #&e 0 - 8ol AT, g 02 97t ¢
. UZEE 494Ut

mindiff

m
E‘ ::4
]IO EO
o L o
g
:{
fol
_QL
O
o
O
(00]
Ot
N
=
2y
o
rlo
lo

minlen

minother
A Gzl EAS ok e FEol obd EAe] Az I5E HoFY
o #e JF 2E g

% <)
7k gt HEE

pwdwarnti me

fg_all 3 FFAVF ZE Firewall 2425 #2E & A= HF yess ¢
gatAl e, HE2EE nodutt

fg_dns
e AHATE =WR] ol F ARI2E BT F U= BT yess ¢
gty Al . HEEE nodyH.

fg_interfaces
sl el A7k Firewall QEIslo] 28 Fold 4 e AS yess ¢
g L. HEEE nodYH.

fg_logmonitor
A9 BelAvt 27 mUE AR BT 5 dE A yesE ¢
g3l e, UEEE nodUt,

fg_logs
T Bt 2O VeS #EE F Ae AT yess A G4
2. HZE+E noYUytt.,

fg_mail
sl @] A7} Firewall Al ESClE AT = A= 45 yess ¢
G gA 2. FEE+ noYytt.
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fg_netobjsl
i A2 VIEY A0 Bk 72 d8E s3S
2 J"EHAL. HEEE oYy,
fg_netobjs2
g YA MEH D LBAE Tk 1L
= 45 yess YN L. HEES
fg_pagers
g deAeE s=27] A
AL, HEE+E noydyHt.
fg_proxyserver
sig @l AL Firewall Z5A ARS 7482 5 A= B+

A 98 + 3 yess ¢
AL, HEEE nodUyH.

fg_traffic
g HeAE FAE 2HS AT F Ae BT yess A
Ale. HZEE nodytt

fg_user
s #el A7t Firewall AHEAFE BT 5 e A9 yess A s}
AA L. TEFEE nodu T,
TE Firewall Ab&AY & o] A HE Firewall AHEAS] B E £48 U4
teld, oS ARSI AL,

fwuser cmd=11ist
[username=username]

[type={short]Tong}]
type={short|long}

AHgA ol BS A

£ A e
Firewallol| /| AF8-2LE 2}A|5F8

fwuser cmd=delete
username=username
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M2Z& B230M

FElEl AL

o] FollA+= IBM Firewall®] R34 FETE] Ao #Asle] A3y c),
ByA S99 1x32Q EA L Firewall 21 oA He] AR &
Z 2" 9dSs AASH] 98 AJYyrc.

2 A" g2E 39S DB2/6000 == DB2/29t -2 dHlojE|H|o] 2 A
2H"HgA 2 AAHIL BYE F dFsUG. T899 #EA=
SQL(Structured Query Language) Al-83te] HolEE %35l HuAE A
A & AdFUt. =3, FEEEHE AHESt BElAE Firewall 271 9
AAS] ¢l F v H2E 3ds 44T 5 JdFUH.

HiAM g s U Z2O3% Bd=2 FAH4gY T

fwlogtxt
Firewall 271 SdojlA &4 d2E MRS A7 Y3 =271
21

fwlogtbl
Firewall 27 % su 2 12 5 E DEL(E2]) E2] o2 fo|gn|o] X~ 1t

Q Y& ANAHIE 27,

fwlogtbl =2 7513 DDL, DML % DEL 3¢S AHg3steid, #A 3
tlolguo] 2~ gl e #AF dolE o] AF ARGl e drt
ke A Ajo] glojok T},

fwschema.ddl

dolEHo] 2~ HolES Aolst=t A3, SQL HolH Aol <o
(DDL) HHEFoz2H ud

fwimport.dat
o] o] E] v o] |o] EE DEL 3¢ < wbjsh=dl A 3s, DB2 ¥k =

2
Heond 7y
fwgrysmp.dmi
AA RIuAME AAFst=d Z3Fs SQL Hlole e <dof(DML) ™
Yrozy Wy

fwlogcvrt
Windows NT Firewall 21 &2]-& AIX Firewall 271 202 ¥3}
st ZEIOHJUT. o] & AREste & din e B E2 A&
= WAA 7} A=A g 7 doeE FE AYstas A Zo] =
ZHE U,

DDL ¥ DML 32 DB2 A€ol E&Zo|X|q, th& dlo|EHo]2 g

Nzl Ags) s £3E Muc} DEL ¥4} stde 47
DB2/6000, DB2/2% 718}9] HolEjuo] 2~ 2 wd Alxglo g uil(2r)=E
S dgUth, UE P20 Bad wet G FoE WY F 9
olof Uit}
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HOM REZE| AI2Y

o]

BHol= BHEAANN HuX FEHYEE AHEste U

A JdsUT. T4 STOIJERFE HIlA %%F/]FJE st N
of thal A= IBM eNetwork Firewall Al &4l SHJAE ZI1std Al 2.

W& Yol Firewall 21 Y-S HHH, fwlogtxt FEBEIE AH8-SHA Al
. AAMFT AKRE= prsolzle] [Firewall 2 7 w2 HE vl =] AA]]
= FxAAAIL,

2GR wgt RuME A

1. #AE dolerol 2= AFs AAHAA L.

2. Hlod= HolEH o] 25 A AL

3. HlolE o] 20 HoJ3l& Firewall 2155 234 Al 2.

4, %2 AAE vdS A HHF oA fwlogthl S A3 2.
5. 271 HolEE AHEste] HlolE o]~ HolES A-¢HH A3 FdS v

SERREN

6. SQLE T+ SQL Z2 1S Algsle] RuME FASIAA L.

g Al 7HA A= Rt Fdsof s, yrA dAE A2 2

IBM Firewall

3 delEst A8bEE mvin Ry
=7 84
7 wsie 27 91 gEo] YAe B BuUh

Date Time Firewall_name:year;pid:Amsg_num; msg_ID;var_1;...

svar n;

o] 71 A,

ﬁ?‘

& 3719 = date, time 2 Firewall-name< Firewall 27 7]%9] ¢
3 F7hg U,

years 442 H A=Y,

pid= &&o] &= 2d= IDYYT.

Amsg_num= B A FEEElolA fw_log.cat Y ZRE] A3 HEE

WA A " 2Eof A 2dt= o AFEstE =AHEQd AFdUn. A
msg_nunE 21 #¥ FAR FA2 (A) BEE ool UgUth, o] 3EA|
A= 27 ARE ZREY 2 A 9] 2olH e FHEHE U
msg_IDE WA R 9] 9] R £=2}(ICA0001e} &)Y uth,
var_1-ne "WAA] A5Ee UERE, o714 nd WAA] Aol e W
T FdUH.
Firewall 2 19} U3 udo] O E Y A=E A AHFA npAdA L, 18
g H I RaA FEYEHAA 8T8 A4S 2R gow Ax
g 94 & dsUt
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fwlogcvrt MW S AFE31A ©] Windows NT 28] 29 271 4S8 AIX 2
1o 2o 7 W3l AHA L. AIXE IBM Firewall 215 A Jo]— 7)€}

B i E& AME3HH OIE Aol & 4 sy, W32 msg_num
oo o= A" 2 @ FAIAS AMA|E 2 Firewall_name} year Abo] 9]
FE FHA F 3 A AdFU.

s g3 25U
input  Windows NT Firewall Z 1256 ZA22 AAAZ 52 4HFIY},

output

— fwlogevrt -

fwlogcvrt

4
fwlogcvrt < fw980212.7og >logcvrt.out

Firewall 211 D=2 EE| HA|X| AIA
™ 2

=
=
fwlogtxt S AF-&3}e] Firewall 271 o] &0 2 RE 97| 7153 1
s AT AsUH

A H o= thgol XU
input Firewall 27 3dZHE Q] &

A A

M
jins
)
A
°
0

output

k.
AN

zgqunt,

— fwlogtxt 7
fwlogtxt

SR

fwlogtxt < fw980212.Tog >Togtxt.out
fwlogtxt < my.log | find "ICAQ"

fwlogtxtel = vl W47l glom; me JPo 2Ry Fus
Yo Anes YR,

i

B\
QL
&
K
N
e

HlofEfefol~ HHRl mH AbA

W fwlogthl & A& AL&ATE BIAE A7) Siste] ol eulo] 2
Hol8s Ae F Ye T2 F4E FUL YA, J1SsAL, 0}
0]
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o) 7§ ¥ <ol =
input Firewall 271 3}Y,

ol 2gEUTh

output
oL
a_alert.tbl
f_rule.tbl
f_info.tbl
f_match.tbl
f_stat.tbl
interfaces.tbl
nat_info.tbl
p_info.tbl
p_ftp.thl
p_http.tbl
p_info.tbl
p_login.tbl
p_stat.tbl
server_info.tbl
session.thl
s_ftp.thl
s_info.tbl
ssl_info.tbl
— fwlogtbl -5
fwlogtbl -w [-d OutDir] [-su]LogName
-a
o
fwlogthl -a -d :c\reports fw961031.1og
W J1E Y BYS gASES AU Fdo] A dE A
%JMwmwl&@%ﬂﬂ.
A AAE YL NE 2 Y IR AP, Hdo] =
AstA k= 7%, fwlogtblo] 24 ey}
d 29 gaExE Augyd,
OutDir
e 29 3dS ARE I EgE AU H. HEEgE AR
shAl 2 A7, =9 Bdo] A "I EY AP UT.
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-su  LogNameo] AIX su 21 g9 o]EYS AAFUT. mEhA
Windows NT Firewalbll A ©] o] & 2] AIX Firewall © =2 5-E Firewall%
suR 9YdS 25 AT + JdFYT.

LogName

Firewall 271 919 T+ AIX su 271 34 A FUTE
=9 yldgo] AbdA 2 F o] AT fwlogthl 23 F EALSAY AHHE 5=
%’i%HE} 9 g FAYE FEA flo], ASCI(DEL) 3 d4s 77

e, 22 FEAZ AVZE()S AHEFUT

WA R o B3 AA ARE= ZzEolx|e]l [HEA WAR[IE F23144]

b CO[E{H|O| &~ AtE

i
r°l-

o] oA HolHMo|~E A3t ARE HolHWo| 22 WesiH, B
IAME 2387 $8to] Firewallel A Al &ste= L& 28y, DB27}

Je A%, db2 9Fe o F B AET 5 dsUnh. (b2 FHH} F
A 750 e doleWol s B TR EAY & gt 3
Uo] AW 7ol ST dAPAEL LFT FE AFUL )

db2 W3 & sz, DB27F A X =3l 'instance”} A e]Hojof T,
DB2 A2 AHAS FudtaA e, %7202 DB29 ©o|e o] 24
HE S AME3ste] vl Qe dHolElHlo]~E Aok FUTh, (fwlog =
SIS ARMFUTH, ) ol& FaAsHH, BE Ho b7 Zo] YYEHA A
[e]

db2cmd

09 v JYERhE DB2 HE el oS dEsiAL

db2 create database fwlog

th2oll= fwlog HlolEj Mol =2 AZsoF .

db2 connect to fwlog

O9" o db2 WH o] -vf FAS 53 2ol AMEE ¢ FUT

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwgrysmp.dml > report.out

o5 WA AME the HolA B FAE MHFUL. Z4ze) A9,

AgAE B2 2@ dANA FYE 2 AAFH) S Fo)5te] 3
Qsok FUTH WIS AP, wF Zzhe] AWH W) PR AM YA

& .msg 7Y & gl oF Iyt
ElolE 2ty

W& db2 -vf fwschema.ddl > schema.ou® Z 23 =
Ay, o] WHEE Firewall A% & A, dHTE
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AAE LB uff AA AR ID7F Hol &9 24A ID7F HUt, ©] ID
= 242 IDE APHA = AT, dsol SQLEolA HelEW FAA
(reatorid.tableNamd@ Z-2)2 AlgFojof & F5 HUh, wEbA, 24
2t IDE AHE Fol obd -, AHEAE A e] HolEH kol A4 A IDE
YA 7184 fwimport.dat 2 fwarysmp.dml 39S #HZ s oF i},

ROOTDIR\sample\report\fwschema.ddl 3} o= fwlogthlol] &3] =2 2=
WUEHREH #HI=E T8t d 8% HolEHolx HolEEs AT
DDL&°] &9 AH5UYY. ROOTDIRS: AX] 2 A~ F<tol] IBM Firewall
o F3 fIA=E Aol AEd vgaEgdU., xZo] AFIdeA 4
A3l schema.oug ZAMsoF duth, fwschema.ddl Hdo] o= o
TES AT IUE AREEAY g tlolE o]~ A|2Hlo] B g 4
2 7 A5, KA HeolEd ZEW S MAEHA Zotok gyt )

db2 —vf fwimport.dat > import.out W& EE DEL IdoA HolHE
db2-vf fwschema.ddl | #H ol oJ&] 2= HolEZ =g Ut}

e

=
o] 22 HolE S WlEE AE WY Eo] So dHun,
[CeElol= = 1lel 938 W=, W AHgA7} ol 227} obd 44,
247t D7} Zh2ke] Hlo| 8w kel X shoF FiTh,

ol SATUS. ®ido] A=A 2
o gRlsfol FUtt, o] Fdo e =
< adfo = A8 T A5, AHEAE &
2, A 2 msg FLS gdsfoF Ty

¢l .msg LS AZFUT, =3,
&A= dolgtuol oA AR 27 wgd wetth db2 —vf
fwimport.dat > import.out ¥ & Aol ok

> SLAN o B OIY

083 21 dd2 wdsks A, F7F R daa gkt
24 Uehils 293 3 SQL oF ZE=E AT & AHF
& =°l, "AIAE= E(heap) SU0| SE2OHA| USLICH B ER
SUYHHY = dFUt. ol LR/E dolEuolz AF == fwlog Hl
olefuo] o] tig MW HAYE 2AGES a7dUG. AAG ARE
DB2 =45 FxstaAle. DB2 w7 24 < =4str] 913 A oAl
ek deF 2au de8Y X2 A4E vds B A2 gd=2 2)

AYU,
ME x3| ™5

db2 -vf fwgrysmp.dml > report.out M#H & AMZE =35 FIFY.
ROOTDIR:\sample\report\fwqrysmp.dml H o= AKX %3] Q FAS o] whe}
83 BuA HolHE AT v AE SQLEo] 5ol dFUT. A
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HIOM

SQL E|o[&

A BINE HY37) Giste] ol E AAE AT & AU,
El Teels A Tlo] A3 2, uel AL8A7} BB A7 ohd 7
%, A7 ID7} Zhzte] Hlol & ghol gIxsok FUTh,

o
B Wol A =3)E M3k, DB2: 27te] 29 ol Bad A B
& IFPU ol 97 olEe HIME AT 5 YgUd. 4 =
o) Bk e dg 2AHAY EAE Hh Y AT 5 = ZTRIY
of o5 x3 WAL TIANAAN BT BE2d ARE G4 FE 3
FUh

FEEIE[of Cish ArAL QlE{H[o] 2~

HuA FEYE = Firewall Mo drz M=o Y&y, olSe
gt fEA o E AXHA H-Firewall S 2EoA Afd F AFUY, #4
Zolol A EY} fwlogthl HWE & Firewallol A R 1A FEEEE A8st= ¢
4%%€=%§Hq.MHmmMMﬁf%%@aﬂ%&ﬁM*

o] delA= SQL &2 7facl ths) d=duynt.

Zr Firewall 27 WA A == AIX su 271 WA A+ 2 SQL % 5 3y
Z g-$E Y.

ADMIN_ALERT
FILTER_INFO
FILTER_MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY_HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
MM

SOCKS_FTP
SOCKS_INFO
SSL_INFO

sU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

dol &3} A o5 WANAE AU}, U 1 g F A%} A
97 ook e BAP A%, char Aol £g 5 & Y
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ol A

[ |

£A Firewall o|ME7} dlo]EjH|o] 2ol A FHHTE L oF

I HERE, AR 2 2 AAHE HolEL oy A J°‘8}74Ur
23 JJrO‘Oﬂfﬂ Frd =02 22 A" gdo] widH 1
=7t T o) YEld 4 dFUt.

2

EAE BAs] 218k, HolE o]~ o] A

2o Al 7HA BES AMRS] 24z Hlol gl 1#3 JIgAE A

=

« HF HAEY 229 2T Yol 7Y (LOG_FILE)

e I 27 JdoA g d=Z=9 3 HIZ(LINE_NUM)

+ syslog WA =F WAA7F il REEE RS A Aol whet, s g o] whE
3] 4+ (REPEAT_NUM)

o] e~y Ze WHHE HUolA FH ol

&5 U, oL =

EjHo] 2o 2 ojWlE

O& Jdg2E mole 4

A FE FUT X}Aﬂd BRE= H]OlEiHﬂ l —Er/\i

m
kg

o

=
il
1=
e
:
(@]
>0
@D
3
QD
o
o

o 4 O
ool o
L e

ElojE MY

o] Ao Firewall 271 #H A A= Hlo| B3 Fof )Ll B s}t
o Zﬂéﬁ% AR S YedUS, &4 HolEel o rE UMIXU} g
ol B A T4 dEgEUH. 5 <o i tlolHE AlFst= Hl
AA7F g € Ao Egdyth, o] HeolEd& AIX & IBM Firewall ]
wH A X2} NTE IBM Firewalle] WA= 2 5 Firewalloll 352 <21 WA =7}
AFUT

Firewall 21 WA R o] &3 2AA S ARE Zzelolx]o] [H=A wM=]]]

g FEIYM L.

= Ade] dol8e #3 HollA, 'int & DB22] SMALLINT & #3<& 4
EtUi™; long int'i= DB2 INTEGER #3 = WUt @4-A13F ElolH &
32 DB2 TIMESTAMPE UeRdUTE, AZEARd A, vlojaz2x ke &4

"000000 4 Y T},
Aol -2 FAH A9, HolEd HIZEE JHEE atS X As| oF
st AS vy,

%«M FYsH utxg o7 Eﬁé} o7

2 g3 A A 4L ol

&

ru[m

(0

ol ™
K3

>

> |
i)

e

£
Tt
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# 1. ADMIN_ALERT.©] gjo] &2 a_alerttbl Ho] &2 9yt Fueo} #HAE HARAE 23 oh
&=} dele] 3 e Y

DATE_TIME date_time Z2o gk ZEx = AIZH=EF)

Firewall char(100) Firewallr| 2~®l o] &3] 7FA43H o]E(EF)

PID int AIX ZEA 2 ID, NT 2¥E ID(ZF)

MSG_NUM int v A %] (B

AH-&-2F ID char(16) AF&2} ID (ICA0001, ICA0002, ICA0003, ICA0004
ICA2001, ICA2002, ICA2003, ICA2026, ICA2043,
ICA2068, ICA2167, ICA2168, ICA 2170, ICA2173,
ICA3001, ICA3012, ICA3018)

S char(7) A7 (ICA3012) == HII= (ICA3018)

NUM_COUNT int Abg-2F 8¢l A3 3]5=(1ICA0001, ICA0002,
ICA0003); TAG_MSG_NUMI o3 =71 48 3
4~(ICA0004); & <= (ICA9000)

TAG_MSG_NUM char(8) Bl WA %] ¥ 35 (ICA0004)

SRC_IP char(15) 23] IP F4(ICA2001, ICA2028, ICA2079,
ICA2167, ICA3012, ICA3018)

DST_IP char(15) 2% IP F4(ICA2028, ICA2079, ICA3012,
ICA3018)

AUTH_METHOD char(20) AbEA; #el W (ICA2002, ICA2167, ICA2170)

Y ES 3 char(25) Y E$ A o] E(ICA2001, ICA2002, ICA2167)

HOST_NAME char(100) 3 2~ EH(ICA0003, ICA2002)

TIMEOUT_SEC int ANZtER %(ICA2026)

CONN_USERID char(16) SockslZd AF-8-#}7 (ICA3001)

Sg =2 char(30) S 2wy - =y’ fip”, ... (ICA2167,
ICA2168, ICA2170, ICA3012)

T ™ WA A]: ICA0001 ICA0002 ICAO003 ICA0004 ICA0005 ICA0006 ICA0007 ICA0008 ICA0009
ICA0010 ICA0011 ICAO0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA002C
ICA0021 ICA0022 ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040
ICA2042 ICA2043 ICA2079 ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000

ICA9001

¥ 2. FILTER_ACTIVE_RULE®?] Hjo]E-& f ruletbl o] &5 9 HE F7S 23],

d dlolel 3 7 Ad
DATE_TIME date_time ZAe gk 2 2 AIZHEF)
Firewall char(100) Firewallr| =&l o] &3] FA43H o]&E(EF)
PID int AIX Z2A| 2~ ID, NT 24 = ID(Z)
MSG_NUM int HA A HE(EF)
RULE_NUM int 72 HE(ZEF)
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F 2. FILTER_ACTIVE_RULE A<). o] Ho]E-2 f ruletbl o] &5 Fol HE 438 ZsHgol,

o

dole] 3

3

char(100)

- v A =] ICA1037

3% 3. FILTER_INFO. o] Elo]E-2 f_info.tbl ¥ 2] HE]e] AHE 2

I=

YrkA ol B vAAE EZFFe ).

e

Jn

2| dole 3 e Ay

DATE_TIME date_time ZA "g En 2 AIZHZE )

Firewall char(100) Firewallr] 28l o] ¢+A 3| FAstH o] &(2BF)

PID int AIX ZEA 2 ID, NT 2HE ID(ZF)

MSG_NUM int w A A HE(EF)

RULE_NUM int HE 72 ¥W3E(CAL005)

ERROR_NUM int A" QF HE - AIX errno =+ Windows NT
nlx g Q@ F(ICA1007, ICA1008, ICA1009, ICA101
ICA1013, ICA1015, ICA1021, ICA1023, ICA1024)
o] oF Mz FFsl= HlAE= strerror $F<F
£ AHEste]l et 4 dFUTH. Windows NT
HE o7 dig g 2EE 2] wAA FFE
FaAAAY Win32 Z2 a8 FxA EF 29 F
& AdA AT AFUTH

LOAD_PATH char(100) 718 &4 =71 7 Z(ICA1011, ICA1012)

DVC_DRV char(25) =] =2lo] W (ICA1021)

TERM_SIG char(25) Z8 413 (ICA1260)

FILE_NAME char(100) 9} % (ICA1024)

RC int Ul 5 Firewall 218 Z =(ICA1019)

ICA1260

T I¥ WA ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012
ICA1013 ICA1014 ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 1ICA1200

¥ 4. FILTER_MATCH.o] Ho]E2 f match.tbl Yo th-g3l= FE] F3-& 23},

o dlole 3 7 A
DATE_TIME date_time ZA e g g5 2 AIZHESF)
Firewall char(100) Firewallr| =&l o] &3] 7FA4sH olE(EF)
PID int AIX ZEAH 2 ID, NT 2 E ID(ZF)
MSG_NUM int A A WS (EF)
RULE_NUM int T2 HE(ZEF)
=4 char(6) T 9 8g, AR 5.
s char(8) HFlo] AEHE BT AuLE EE ofuEE
2
SRC_IP char(15) AEAe] 1P F4(E )
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F 4. FILTER_MATCH g <).

o] Hlo]E&-2 f_match.tbl 7} o] tf-§3t= HE 73& U

A dlole 3 72 A
DST_IP char(15) SRR 1P FA(2
TeEZ char(7) A9l T2 EZ - UDP, IPIP, ICMP, TCPEE
TCP/ACK(Z %)
SRC_PORT int . ICMPS] 1P S &8
e Ml Y TREZ XE WHIE(ITH)
DST_PORT int ¢ ICMPY] IP B|Z ZE
o Tute] Bz ZR2EZ TE WI(LSF)
=A% char(5) Wz 4 A2 BeE £= 2A(LF)
o1 E] | o] char(10) 1E 7 o] D HoE e B EQN(EF)
TEEE char(8) 3| 7] o] l‘%@%%%ﬂ Ee AEEREQIA AW
Ut (E<)
TUNNEL_ID int B ID(ZEF)
o5 3} char(7) %Piz‘z} 4128 %: DES_CBCE=+ CDMF =+ ¢l
Hlo] E long int EA 97 dol(B)
F: #d v AA: ICA1036
#5. FILTER_STATUS?] Ho]&2 f_statthl 3 o] HE] YE] W AGAG] A JRE gL,
A dole] 73 e A
DATE_TIME date_time ZAe g I 2 AIZH(E )
Firewall char(100) Firewallr| =&l o] &35 F43H o]&E(EF)
PID int AIX ZZA 2 ID, NT 28 = ID(ZF)
MSG_NUM int WA A W5 (EF)
=) char(25) AIX 28 27 tyH(ICA1004) =+ Windows NT
Iy 274 Anl2=dut,
WA int H A ¥ 3 (ICA1004, ICA1033)
EE int 2zl 2~ W5 (ICA1004, ICA1033)
PACKET_LOGGING char(8) 7l =27 AHE7bs e AREEVE A EI(ICAL035)
F: ¥4 " A A]: ICA1004 ICA1032 ICA1033 ICA1034 ICA1035ZE +2 7841 A F-ALEHICA1032)e

FILTER_ACTIVE_RULE H|o] & A& F AFY T},

3 6. INTERFACES.0] o=

interface.tbl ¥} g o] 4] 7}x]-&

QI F o] (o] HE]) 74 WA =] JHI}F S0] AFU.

o dlol e #3 e Y
DATE_TIME date_time ZA o gk Ex =D AIZHZ )
Firewall char(100) Firewallr] 228l o] A3 FAstdE o|&(2BF)
PID int AIX ZZAN| 2 ID, NT 228 = ID(Z<F)
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6. INTERFACES f]<). o] o] interface.tbl I Yo 4] 7}4-& ¢lE|F o] (] HE]) 74 WA=z HEIF o] ¢l

Ty,
A dole 3 7 A
MSG_NUM int wA 2] HE(EF)
IP char(15) o] E] o Tk IP F4(ICA9038, ICA9039,
ICA9040)
OLD_MASK char(15) o] w2z ZHICA9040)
NEW_MASK char(15) A 2L mp2= ZHICA9040)

3 vA =] ICA9037, ICA9038, ICA9039, ICA9040, ICA9041

F 7. NAT_INFO. o] EJo]E-2 nat_info.tbl g2 | EL=Z

F2 W3 wAx JEE E2gFL )

o dole 3 72 A
DATE_TIME date_time Zx]o gig g g AIZHE )
Firewall char(100) Firewallr| =&l o] &3] 743 H ol&E(ZEF)
PID int AIX ZEAH 2 ID, NT 2¥ = ID(ZF)
MSG_NUM int HAA HE(EF)
H int NAT ¥z H3E(1CA9033)
I ES int NAT &2 ¥ 35 (ICA9033)
IP char(15) IP+2~(ICA9035, ICA9036)

T ™ " AR ICA9032, ICA9033, ICA9034, ICA9035, ICA9036

8. PAGER_INFO.0] EHJo]E-2 pgr_info.tbl 31U Z2E] Firewalle] 52 7|53 ##E JHE Z3g},

A dole 3 < Ay

DATE_TIME date_time ZA "g En 2 AIZHZE )

Firewall char(100) Firewallr] 28l o] A3 FAstH o] &(ZBF)

PID int AIX ZEA 2 ID, NT 2HE ID(ZF)

MSG_NUM int wHAR] HE(EF)

AL} 1D char(16) A&7} ID(ICA4036, ICA4174, ICA4175)

ERROR_NUM int Al2E @ F W5 - AIX errno =+ Windows NT
o2 2t @ F(ICA4371)

ARk char(25) 3 2 71519 (ICA4000)

AE int %8 413 (ICA4000)

ID int 21 2}(ICA4036)

A4 int -4l <=1(ICA4036)

717F int 717HICA4036)

RETRY_COUNT int A= 3]42(ICA4036, ICA4313, ICA4314,
ICA4364, ICA4365)

FROM_ENTRY char(15) 3= (ICA4036)
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¥ 8. PAGER_INFO #]<). o] Eo]E-& pgr_info.tbl 7Y Z R E] Firewalle] 5% 7|57 ##HH JHE Z3g ),

o dlole 3 e Ad
HOST_NAME char(100) 3 ~E(ICA4174, ICA4175)
MESSAGE_TEXT char(250) #Ho]#] © ~E(ICA4036, ICA4353 - 4360, ICA4368,
ICA4372)
A1) 2~ char(25) A1) 29 (ICA4017)
Socket int SocketH & (ICA4017)
g char(100) A (ICA4154, ICA4351, ICA4352)

39 vA =] ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA4LTS5,
ICA4300 - 4303, ICA4305 - 4315, ICA4351 - 4360, ICA4362 - 4372)

3£ 9. PROXY_FTP.0o] Ho]E-2 p_ftp.thl 3} Y] FTP AlHCZRE]S] FTP ZX] HHE Z 3],

o dole #3 7 A
DATE_TIME date_time ZA 9 Ug En " AIZHZE )
Firewall char(100) Firewall\| 2812] k23] FAH3H o] F(EF)
PID int AIX ZEA 2 ID, NT 2¥ = ID(ZF)
MSG_NUM int H AR HE(EF)

AH82F 1D char(16) AH&2F ID(E )

SRC_IP char(15) AFEALO] IP FA(EF)

DST_IP char(15) LA Alz"le IP FA2(EF)

=4 char(5) 3 AE 2A: put EE get@F
FILE_NAME char(100) ISR

Hlo| E long int AEE dolg &

SID long int 7% A ID(ZEF)

F: A4 YA A ICA2075

¥ 10. PROXY_HTTPo] EHjo]E-2 p_http.thl Y ZRE] Z2A] AH] HTTP X JHE 23],

o dole #3 7 A
DATE_TIME date_time ZX o g Ex L AIZH= )
Firewall char(100) FirewalX]| 22812 kA3 FA4sE o] &(EH)
PID int AIX ZEA 2 ID, NT 2¥ = ID(ZF)
MSG_NUM int HAA HE(EF)
Al int e (Z )
SRC_IP char(15) AFEALS] IP FA(EF)
a4 char(250) HTTPS A o] W-&(ZF)
Hlo| E long int AsH dolg e <.

Z: 38 WA A ICA2099
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% 11. PROXY_INFO.0] Eo]E-& p_info.tbl 7o) Z =4

i
i)

oF EE Ayl MAAE ZR

31 )

&=} dleoje] 3 7 Ay

DATE_TIME date_time ZA] gk G 2 AZHE )

Firewall char(100) Firewallr| 2"l o] &3] 7143 H o]E(EF)

PID int AIX ZZA2 ID, NT 24 E ID(Z2F)

MSG_NUM int wA A HE(EF)

AH-&-2F ID char(16) A&7} ID(ICA2018, ICA2019, ICA2057, ICA2058,
ICA2166, ICA2177, ICA2172)

ERROR_NUM int A2E 9 F HE - AIX errno == Windows NT
nkx et @ F(ICA2005, ICA2006, ICA2009,
ICA2029, ICA2035, ICA2038, ICA2039, ICA2052,
ICA2054, ICA2055, ICA2056, ICA2057, ICA2058,
ICA2059, ICA2063, ICA2064, ICA2065, ICA2066,
ICA2067, ICA2068, ICA2069, ICA2069, ICA2070,
ICA2071, ICA2074, ICA2110, ICA2111, ICA2113,
ICA2114, ICA2115, ICA2118, ICA2119, ICA2121,
ICA2122, ICA2123, ICA2124, ICA2200, ICA2201,
ICA2202, ICA2203)
erro?] E]l~E(AIX Al2~Hl Q{/)+= _strerror &<
oA d& F JFYUY. Windows NT HF &7/
of Uigk BlAE= 2] wAMA 45 FlAAY
Win32 Z2 1w HFFA EF 29 £ AdlA
AHEE = AFUTH

OPTION_VAL char(20) A ZYa == ui/EmS ZHICA2014, ICA2015,
ICA2049, ICA2050)

Ak char(15) FESA B AZE 212 (ICA2044, ICA2202)

RC int Y2 Firewall 2181 = =(1CA2007, ICA2030,
ICA2031, ICA2033, ICA2034, ICA2054, ICA2057,
ICA2058, ICA2065, ICA2120 ICA2166, ICA2203)

INVOC_NAME char(20) A28l @ 77 dAgE AZEe] socket == EZEO
)3 5= (ICA2055, ICA2056)

AUDIT_TYPE char(7) & & Q= A F3(7A= 167157)(ICA2004)

HOST_NAME char(100) 5 ~E9(ICA2106, ICA2107, ICA2126)

FILE_NAME char(100) 3} = (ICA2029, ICA2030, ICA2072, ICA2183,
ICA2204, ICA2205, ICA2206, ICA2207)

LINE_NUM int 3] ¥ 5 (ICA2029, ICA2030)

ZTREF char(25) 22y T EZFH(CA2112, ICA2116)

CUSTOMIZED_ATTR char(25) 2}el W E(ICA2105, ICA2106, ICA2125, ICA2166)

ODM_ERR_NUM int oBAE Holg FUAZHES 08 WE
(ICA2102, ICA2103, ICA2104, ICA2105, ICA2107,
ICA2108, ICA2109,ICA2125)

APPLICATION(NTS ¥+ | char(30) 28 ZTZ1¥ o] Z(ICA2200, ICA2201, ICA2202,

ICA2203, ICA2204, ICA2205, ICA2206, ICA2207)
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F 11. PROXY_INFO ] %). o] Ho]E-& p_infothl 5+ e] Z=2A]

d o7 Ee ErEQ mARE EZgEy .

r

o dlolel #3
CALLER(NTo g+ 812) | char(25) g4 3 Z(ICA2200, ICA2201, ICA2202, ICA2203,
ICA2204, ICA2205, ICA2206, ICA2207)
FAILED_IN(NTol|5+ 3 |char(25) 34 219 (ICA2201, ICA2203)

)

¥ v A =] ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019

ICA2023 ICA2029 ICA2030 ICA2031 ICA2032
ICA2045 ICA2046 ICA2047 ICA2048 ICA2049
ICA2056 ICA2057 ICA2058 ICA2059 ICA2060
ICA2067 ICA2068 ICA2069 ICA2070 ICA2071
ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2118 ICA2119 ICA2120 ICA2121 ICA2122
ICA2171 ICA2172 ICA2183 ICA2200 ICA2201

ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044
ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055
ICA2061 ICA2062 ICA2063 ICA2064 ICA2065 ICA2066
ICA2072 ICA2073 ICA2074 ICA2100 ICA2102 ICA2103
ICA2112 ICA2113 ICA2114 ICA2115 ICA2116 ICA2117
ICA2123 ICA2124 ICA2125 ICA2126 ICA2127 ICA2166
ICA2202 ICA2203 ICA2204 ICA2205 ICA2206 ICA2207

F12. PROXY_LOGINo] Ho]E2 p_logintbl Y ZHEj o] HFZ Q] ZEA Z7¢l0] #3t HH(FE A& 9l

of #ehE T

o dlole 3 e A
DATE_TIME date_time ZAof] g EA 2 AIZH(E )
Firewall char(100) FirewallA| 28l o] 2+x3] 4 3lE ol (2 )
PID int AIX ZEA 2 ID, NT 2d = ID(ZF)
MSG_NUM int WA A s ()
A&7 1D char(16) AL-g-2} ID(Z )
g =z char(30) S8 2 o]F - #lY, ftp, ... (required)
AUTH_METHOD char(15) AHE2E Rl W (B )
HESY = char(25) YEYI(RHM R - 3 71 AR AL

= A:)(EF)

HOST_NAME char(100) T2EY(EF)

- vA =] ICA2024 ICA2025 ICA2169

3% 13. PROXY_STATUS?] Hjo]E-& p_stattbl FYZHE ZEA] e JHE Z3gF ],

A dole #3 < Ay
DATE_TIME date_time ZA 9 "g I " AIZHZE )
Firewall char(100) Firewallr] 28l o] ¢+A 3| FAstdE o|E(EBF)
PID int AIX ZEA 2 ID, NT 2HE ID(ZF)
MSG_NUM int HA A HE(E )
A2 1D char(16) A&7} ID(ICA2008, ICA2016, ICA2021)
SRC_IP char(15) =47 IP F4(ICA2000, ICA2008, ICA2010,

ICA2011, ICA2012, ICA2013, ICA2141, ICA2180)

DST_IP char(15) 222 |P F4(ICA2000, ICA2010, ICA2011,

ICA2012, ICA2013)
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¥ 13. PROXY_STATUSHE). o] Hlo]E-2 p_stattbl Y ZHE Z2A] A JHE ZFgr),

A dole 73 7 Ay
REMOTE_HOST char(100) A7 F~E(Firewall Al 2=gloA <125}
£)(ICA2021, ICA2022, ICA2027)
SID(NTo g+ 3]33) int A4 28 2H(ICA2177, ICA2180, ICA2181 ICA2182
SOCKET(NTel| 9t &l©)  |char(25) Socketo] (ICA2177)
RC(NTAgH 3l ) int gEl == o]f FIE(ICA2181, ICA2182)
CMD(NTOl ¥k 3] %) char(36) SMTP7}=(ICA2182)

39 YA =] ICA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027
ICA2097 ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

¥ 14. SERVER_INFOo9] EJo]E-2 srv_info.thl Y ZHE 74 A8 e @ FEXHo] #3F JHE 23],

od dlele 3 e A9
DATE_TIME date_time ZAo g G W AIZH(Z )
Firewall char(100) Firewallr] 28l o] ¢+A 3| FAstE o] E(ZBF)
PID int AIX ZZAM 2 ID, NT 228 = ID(EF)
MSG_NUM int H AR HE(EF)
A&7 1D char(16) AF&-#1 ID(ICA9003, ICA9004)
ERROR_NUM int Al2~"l @F WS — AIX errno =+ Windows NT

npx g} © F(ICA9008, ICA9009)

errno?] H2EAIX Al2H 2F{)= strerror -2
RE A8 £ 95U, Windows NT HZE &
of UE e 4 WA FLE BAAY
Win32 Z2 1 v FxA BF 29 E2 AdA
A8 F A5

T ™ WAA]: ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011
ICA9012 ICA9013 ICA9014 ICA9015

I 15. A]AH. o] E|o]E-L session.tbli} Y ZHE] SOCKS &

Z2A P AAHFA JBE ZHFG,

A dole {3 (Hel) e Ay
DATE_TIME date_time zZ2)0 gk G g AIZH(ZE )
Firewall char(100) Firewall’] 28l o] €33 A E o] & (EF)
PID int AIX AIX Z 242 ID, NT 228 E ID, NT 23 E
ID(Z %
MSG_NUM int AR HE(E
A2} ID char(16) ALE2 ID(ZF)
SERVICE_TYPE char(10) AH) 2 38 socks B ZEA(ZHF)
$g zg char(30) +& ZEIHY - "y, ftp, ... BF)
SRC_IP char(15) AFE-ALO] IP FA(ESF)
DST_IP char(15) 47 A z="Hol IP FA(EF)
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F15. A (Al<). o] Ho]E-2 session.tblFtY ZHE] SOCKS Y ZEA] AH AHFER] HHE 23],

| dlolE 3 (Zol) > A

SESSION_EVENT char(s) A AR AR
- A FEA B
)

o E long int AR F A4H volHo &, $& Z2IHo
gdyleld o] g& 0] Ut

SID long int ZE Azt W, Firewallel A A48t 173
AR 2w,

T

A A A

Safemail M4 A2} ICA2178
Safemail M4 FA]: ICA2179
Socks A4 A2} ICA3011
Socks Al FA]: ICA3015

o 2] &y A A2} ICA2036(AIX E1) ICA2208, ICA2218(NT £1)
o ZEA "HY A FA]: ICA2077(AIX Z1) ICA2209, ICA2219(NT 1)

o« ZEA FTP AlA AlZ};: ICA2041(AIX 211) ICA2208, ICA2218(NT 21)
o ZEA FTP AIA FA: ICA2076(AIX Z NT =17)

Socks FTPAIA x| o] A R-ALE-E SOCKS_FTPH| o] &l AFUth, ZHA] FTP A 229 AlFAE

& PROXY_FTPI $)&YTh,

3 16. SOCKS _FTPo] Ho]E2 p ftp.tbl F 2] FTP A4 o ZHE 9] SOCKS FTPEX JHE EggLc,

o dlole 3 e A

DATE_TIME date_time 2 gk 25 2 AIZH(E )

Firewall char(100) Firewallr| =&l o] &3] F43H olE(EF)

PID int AIX AIX ZZA 2 ID, NT 24 & ID(ZF)

MSG_NUM int H A A HE(EF)

ALg-2} ID char(16) AFE-2F ID(E )

SRC_IP char(15) AFEALS] IP FA(EF)

DST_IP char(15) 27 A z="Hol IP FA2(EF)

DATA_BIND char(5) . ElolE HelE A A A2 (ICA3010)
« HlolH HvIE FTEA] 'FA.(ICA3014)
)

Hlo| E long int AEH tolg o <k

T 4 v AA]: ICA3010 ICA3014
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F17. SOCKS_INFO©] ZFoj= s info.tbl 72 2] SOCKS}

AEEH oF Ee Yuk JH AR Eo AFH.

| dleoje] 3 e Add

DATE_TIME date_time Z2 o gk Ex = AIZH=EF)

Firewall char(100) Firewallr| 2"l o] &3] 7143 H o]E(EF)

PID int AIX ZEA 2 ID, NT 2HE ID(ZF)

MSG_NUM int wA A HE(EF)

AH-&-2F ID char(16) A&7} ID(ICA3044, ICA3045, ICA3046, ICA3047,
ICA3049)

%3 char(7) A (ICA3044, ICA3049) == 1}2l =(ICA3046,
ICA3047)

ERROR_NUM int A 2~E 9 F W3 - AIX errno(ICA3013, ICA3019,
ICA3031, ICA3032, ICA3040, ICA3044, ICA3101,
ICA3102, ICA3103, ICA3104, ICA3106, ICA3107,
ICA3108, ICA3122, ICA3124, ICA3125, ICA3126,
ICA3128)

SRC_HOST char(25) Zx] 3 ~EH(ICA3019, ICA3035)

DST_HOST char(25) EA 2 5 ~EH(ICA3016, ICA3045)

SRC_IP char(15) Zx] F4(ICA3042, ICA3043, ICA3044,
ICA3045, ICA3046, ICA3047, ICA3049)

DST_IP char(15) 2242 F2(ICA3044, ICA3045, ICA3046,
ICA3047, ICA3049)

LINE_NUM int 3 ¥ 3 (ICA3022, ICA3023, ICA3024, ICA3025,
ICA3026, ICA3109, ICA3110, ICA3111, ICA3112,
ICA3115, ICA3116, ICA3117, ICA3118, ICA3119,
ICA3120);

T+ 3 4 (ICA3113)

EXEC_STATUS int 23] AE(ICA3027)

CMD char(36) 2913 22, % (1ICA3027, ICA3039, ICA3042,
ICA3044, ICA3048) F: ICA30429] 7§, H#H &
16x1+ A Yy,

FILE_NAME char(100) 1} = (ICA3030, ICA3032, ICA3105, ICA3109,
ICA3110, ICA3111, ICA3112, ICA3113, ICA3114,
ICA3115, ICA3116, ICA3117, ICA3118, ICA3119,
ICA3120)

LQ ZgY char(30) S8 Zzayy - '@y, ftp... (ICA3044, ICA3045,
ICA3049)

H A char(10) 1614 Socks W7 ¥ 5 (ICA3043)
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F 17. SOCKS_INFO A <). o] #o+ s_info.tbl Y] SOCKS} #HE o F E= Yol Fu w7} S0 U5
Lyt

g BEEEEEE e A9

T ™ W AR ICA3013 ICA3016 ICA3017 ICA3019 ICA3022 ICA3023 ICA3024 ICA3025 ICA3026
ICA3027 ICA3030 ICA3031 ICA3032 ICA3033 ICA3035 ICA3039 ICA3040 ICA3041 ICA3042 ICA3043
ICA3044 ICA3045 ICA3046 ICA3047 ICA3048 ICA3049 ICA3052 ICA3101 ICA3102 ICA3103 ICA3104
ICA3105 ICA3106 ICA3107 ICA3108 ICA3109 ICA3110 ICA3111 ICA3112 ICA3113 ICA3114 ICA3115
ICA3116 ICA3117 ICA3118 ICA3119 ICA3120 ICA3121 ICA3122 ICA3123 ICA3124 ICA3125 ICA3126
ICA3127 ICA3128

I 18. SSL_INFO.0] EJo]E-& ssl info.tbl Y ZHE] SSLAE] T 540 A JHE EgFg o),

A dole #3 > AT
DATE_TIME date_time ZA "g I 2 AIZHZE )
Firewall char(100) Firewallr] 28l o] A3 FAstdE o|&(2BF)
PID int AIX ZZA| 2 ID, NT 24 & ID(ZF)
MSG_NUM int w A A HE(EF)
Client_IP char(15) oA ES] IP F4
ZF: &4 v A A ICA5015 ICA5022 ICA5023 ICA5028 ICA5029 ICA5036 ICA5039 ICA5060 ICA5063
ICA5082 ICA5120

3 19. SU. o] Ho]Bo= AIX su 228 22T uj su.tbl 3Ye] SU E5of Ost AEHA}go] Sof QL)

2 dole] 7 #e 44

L [}

DATE_TIME date_time ZA o gk x5 =D AIZHZ )

AIXoA su 21 BYo] AEE 72317 gonm
2, DATE_TIME ¥9] d=ri o

mEh(d/de] dA d/dRT =2
7H4), @Al 9 = old AdEE AAHYT

e
S o
e
o
)
=2

FROM_USERID char(16) AHE2L ID(Z )
TO_USERID char(16) AHE-AL ID(Z )
LOGIN_STATUS char(7) 2O A= AH: dE == AREs

F20. TUNNEL_CONTEXT9] Ejo]E-2 t cntxt.tbl Y2 RE] g5 9| Y ZEHAE AL9F

o
Fe
@
<
v

A dlole 3 72 A
DATE_TIME date_time Zxo gig g g AIZHE )
Firewall char(100) Firewallr] 28l o] 2+3] FA3stE o] & (ZH)
PID int AIX ZZA 2 ID, NT 2H = ID(ZF)
MSG_NUM int H A A HE(EF)
TUNNEL_ID long int B ID(E)
SRC_IP char(15) 24 P FA(EF)
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3 20. TUNNEL_CONTEXTA/<). ©]

g o] B2 t_cntxttbl 3 Y ZHE] S5

¢l Bd FHY2E AHgg ZgF.

A dole 73 = A
DST_IP char(15) -2 1P F4&(2F)
s} char(7) dsst dagF

DES_CBC =& CDMF

F: A" H A A]: ICAL043
F21. TUNNEL_POLICY.o] EJo]E-2 t policy.tbl F¥ZHE EY 4 HHES 23t

o dlele 3 e A9
DATE_TIME date_time Zxo tigk Ex =D AIZHZE )
Firewall char(100) Firewallr] 28l o] ¢+A 3| FAstE o] S(2F)
PID int AIX ZZAM 2 ID, NT 228 = ID(EF)
MSG_NUM int HAA HE(EF)
A char(60) fwpolicy st 2 H-E ¢z #48 HHEZ(EF)
T A " A A ICA1040

3 22. TUNNEL_STATUS?] EHJo] &2 t_stat.tbl ot Y = FE]

Elde] ge] WG] #5h JHE 2],

o Holg FA ARAFHICAL039)S TUNNEL_POLICY Hjo| & s
o Aold HE FH2EQ A FAEHICAL042)S TUNNEL_CONTEXT Hlo] &2

A dole 3 7 A
DATE_TIME date_time ZX9 g g5 2@ AZHE )
Firewall char(100) Firewallr| =&l o] &3] 7F438H ol&E(ZF)
PID int AIX ZZA 2 ID, NT 2H = ID(ZF)
MSG_NUM int HAA HE(EF)
SESSION_SCKT long int Al socket  E(ICA10389] 7 %)
MASTER_SCKT long int ul~E socket ZE(ICA10382] 74-%)
TUNNEL_ID long int Eld ID7} 24| € (ICAL0419] 7 %)
=
T4 WA #]: ICA1038 ICA1039 ICA1041 ICA1042

2HEH
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HI3%& SafeMail E2{1921 A~=ZEqj0] 7j F|E

IBM Firewall SafeMail Alo]| E$o]e] 1x}21¢] EX Lo not YEYF 4o &
2EWS oYUt BHol 2 H RO YEYF 7 AALHE A =

AU,

SafeMail Alo]Eflo]l= 1 4IRS W& HEH 75g AlFstA XFUH.

T2 SafeMail Content Screengr 2}/4d3ste] o] & SafeMail Alo|Efo] &
H A7 Zo] Firewall] AX& 4 JdFUTh, g E<9 SafeMail Alo|E
Aol Eelalel= AA 31 WAMRA AAE dsta, AFSATE AR 7]
Fol met AA HE VHEHE F A= 7150l sk, SafeMail Aol E
o] E812%1-2 SafeMail Al EL ol A WA= AEs FTAU HHA
A& AolEHolE F3) ALEEH dHE & AsUT.

=

o]

SafeMail X2| 7L

SMTP Zg}to] ¢ EV} SafeMail Alo] Egllo]o 142 ], SafeMail Al o] E <] o]
= H4Z] SMTP Aol AZAsteo, Fefo|AEEZREH HAA-HS FAISHA
HH SFEo|dEZREH 582 AWE g Wol| A wAA g FA S
AU, SafeMail Alo]Elol= HO UEYA T2EQ 0|88 &Y
st7] &l 283 A5, AATHY &4 &g s AU

W& Hovt Z8]lo] AX|FHo & 745, SafeMail Alo] Ef o]l &= A
H WA R o] Z+ Fo] Ao|ESolE T writh & RIS TE3HY
. X3 SafeMail Al E ol s AA--H WA X 2] S2R] 9} &2 2] ¥
gt AR g Ve HARE FHAA, UE HEvo] Yt 325 HS
WA 7 JES UG, ol W& Bsvto] i WAHAE Firewalk:
e & ARJMA ARE AAS 7] del AA vMA 7} B4 5 oof 5
A5 &3yt

SafeMail Alo] Egllo]7} Bt VESL A 49 s2EHYS 2435t7] 930 g
E A=A oF st A, slErE AR E ] Holl U§ Hae E#a]le]
TEHEYY.

SafeMail ZHIO|Eg0] S2{a¢92l =AM

SafeMail Ale]Efo] EH A0S 24 2 AX3HHE 33 Zo] dlof &
Y,

o Z 12 DLL W3 &2 FZE=E AATYT

* DLLS ®RE=EYYY,

+ Firewallol /] DLLS A X3y},
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ROOTDIR\samples\safemailol+= W& B &9 )79, 223 v oy 2
IBM Visual Age¢} Microsoft Visual C++2] Make File o #|7} &0 AU ),
ROOTDIRS %] ZZA| 2~ F<tol| IBM Firewalle] 5% X2 ofzj&o] A
g3k e Jdyrtt,

>
>
n
M
2
x

oot 30 o 2 TR EEY S Zhe UsrCheckl= 7]
& FAs o Py,
int _Export UsrCheck(pCheckData Data);

o &
op

ol W& Hzuto] FAsor & A AR do] S W SafeMail Al
o|Efol7} ZE3t= %'E’%’f: AU, o] 72 HAeH WAA FS A
Abatar, s w Al A7} SafeMail Al Eglol & 3325 stele A4 05
SafeMaiP] WA= Ael& T —S}E% 1A} = A9e= 0o ofd e T

g,

SafeMaiI AolEg o]} & A3 1te] Qe
2 ROOTDIR\samples\safemail<®] usrcheck.€] é‘% I=EE FF

A7 7159 pCheckDataUH7H H =+ ROOTDIR\samples\safemail®] usrcheck.h
of #43F Ho| e C FEYUT. ©] Fxol= SMTP AW e &3] 9l
%ﬁfr$iﬂ”“*bP‘%ﬂPﬂmﬁlmﬂtﬂ 9= fycl E= )
Heha 22 AHegE AxedH wWAHA e g 4% HH7F 59 01514
b, Z3 o] FxAE= 144% Hauo] Bl 358 sty A 1)
Aol ABAFES AFE W ABAT Sol U

DLL €=

Y& Bou FIde U & Z5E AT o, o] H9Ysta DLL

2 H3sof Uk, DLLY o]F2 smusrdlb] Hojof Uy, I8 a

UsrCheck j ¥ %l o] DLL=FE| wk=5ojof gyt DLLS &HlEA HE

sted @ed A ARY R Fa 29Ae o

ROOTDIR\samples\safemail2] Sample make fil& ZZ3}4 A1 2. Sample make
file= IBM VisualAge C++ 2 Microsoft Visual Gl s A A&},

DLL AX]|

Aot 32 0 Z smusr.die W3 om o= Firewallo] A X&) oF dtt}.
smusr.di& Firewall®] \bin TJHEZ 2 BAstA A, 18 a1144 Windows
NT Ao s 2ol Aulz Aol dejAS AEste, Seloidle] 2EHES
IBM Firewall SafeMail A2 F &3 & TA] A ZSHHAI L,

IBM Firewall> Firewall \bin taEg]o] A& smusr.dis Al-FFUtt,
=3k smusr.die TAEgE EAstr] #o| o] DLLS o] &S WA s o,
2§%ﬂ1ﬂ%ﬂVﬁh@%ﬂ%fPJ%%@4IQE%‘wq

HS n
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o] & 8 s F AolA Ay o2 Jdxdavig gEUn. Al
F BT e Tk gadse FEgun,

A3 SafeMail 281712 AZE o A 71E 47
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I|=|

M4 21 ojzloly Eg{ael 2=E4o] JiE F|E

IBM Firewall 21 AL A FfoldES 21 75 U3t AA=S AFE
st A AGg ool 274 ARE 7IS@UT. I3 H fwlogmgmt WS A

g3t edd 2O HI=ES FUIHLE ot BRI YL, EHE
fwlogmgmt ™S Windows NT Scheduleil A A3 Ayt CHYZE=R
fwlogmgmt HH 2 ¥ 2271 FIZ=E tdEYZE o}7lo] Bskar, Windows
NT Ot}a;(compact)“ﬂaﬂ < AHgete hEPEUY. I8y 23O oprtoly &
H1%0E At HEE op7lo]B A& thAE 4+ AFUT.

=7 opjole] EBadel AN W

2 op7loly EHa%ls AAskH
1. Z3 1< DLL tigh &2 F=
2. DLLE ¥ =34,

3. Firewalkl A/} DLLE A X g},
ROOTDIR\sample\logarch T Eg]d+= Firewalle] H&HE ZX|& BAlS= =2
1 op7toly ZFe1le] AE F =9}, C++8 IBM Visual Age for C++l tf
3l Make fileo] 9] &5 Uth. ROOTDIRE: A X ZZ A XA =<ko] IBM
Firewalle] =3 92 ofgfio] AEg faEgJUyt,

=3 2ol sfiof YT,
AU

k>
|>
kU
[N
12
Z

¢l of7lol B 75& F33t7] #13t Firewallo] A}

< T3k FUT. oldd VFEY ZEEEYLS

h d& &2 fwarch.lell Bel= o JAFUT.

o] 7]'5& o7lolBE ud& FUetal, ofrtol Bl HdS FE38HH, of
BE HAS & AAlsta, ofrtolBv el 3d-& Udste 5o 7]EF< o}

H 7ls<s ?di}qq

|5Eo gk &4 W82 ROOTDIR\sample\logarch t] & E 2] 2] fwarch.c

9,] AH% JCE X }_ }/\1/\]0

B2 opgtolH Z8 1
&3t "WUHA Vs E
ROOTDIR\sample\logarc

S
N

2 olFtoln] Z# el tiE A~ ZEE FAY o, o]F ALt
DLLE g ZsoF Futt., DLLE o] fwarch.dllo] HojoF gytt,
fwarch.tpl U4 d 71558 =5 DLLEZRE HIEEH oo g},

AE I E ZA3 DLLE =335 C++8 IBM VisualAge2] Sample make
file ROOTDIR\sample\logarch Hl@ Eg| o)A A Ftt,
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DLL AX]|

fwarch.dlle A3z o2 W3 Zof o] Firewalld AX3HAA L.
fwarch.dIFS- ROOTDIR\bin TldlEg o] EASIAA L.

Firewalle] TJZ E fwarch.dll= o] fdEgd ¢¥xdUck, thA DLLES ¢
dEg o BAsl7] #Mo| HA o] DLLE Wds] =AY & o802 )
HE st Al L,

2 fwlogmgmt e o] AP =] kx
Firewall 277 o] A= YA LS SRASIHAI L. Av]2= Ao #
A& A8-3te] IBM Firewall 271 Y& F©@3H3L, DLL-S OiA$F $of o]
E OAl AlEs Al L.

50 Windows NT& IBM eNetwork Firewall: 23]



¢y,

HsE we| AL2XL &l Wil xS
o] Holl= i AREA &l W AlFel tie ARIF U A5
AL2XAL HS ALEXL &l
ROOT_DIR\bin\authsdk TJHEg] o= AFEAF &2l AMZo] 5o AFUT, =
7}

g Bl oS3 EEUn.
« authschm.h -Qlg|5 o]~ o] ud
authus.cpp A& 27 (schemed] i3+ &2~ 3}

« gwauth4.lib - Firewalp] g}o] X 2]
* msvc++.mak - Microsoft Visual C Makerd
« schmnhame.h R{IE]H o]~ A9 u
« vac++.mak - IBM Visual Age Makeu}
IBM | Visual Agesll TIEH A&7 2l A A AsEw, oy WS A
B3 Al L,
* nmake -f vac++.mak - DLL7=
* nmake -f vac++.mak install - DLL7= 2 A X
* nmake -f vac++.mak clean 2Z tldEg] IH<
Mircosofte] Visual Coll thdt AR-&2F &<l MES HAALstHH, o HH
= ARSI L.
* nmake -f msvc++.mak - DLLT=
* nmake -f msvc++.mak install - DLLT5 2 A X
* nmake -f msvc++.mak clean 27 T Eg] I8
~ZEQ0] L JISE AIS5I0] ALRAH HIZ AISAL ol AZ &4
IBM Firewallo| A= M= 3tE] ALE2F 891 Het A1F9] o] 7Hsdt=s
21 2 Aol =5 AFFUTE. Firewall®] AR&AF &1 %] QIE H ]
2o FeaRlske AREA &<l 27 & st ol AU,
T A7 A

1ol ZZ2MA TR

of AHgAE Bk FUTH,
IBM Firewall 774 A1

IBM Firewall Z=A] FTP ¥
IBM Firewall ZZA] HTTP tj
IBM Firewall &4l

IBM Firewall Socks 4] H

Jiok

L Firewall Al 8] 2 A= AF2-2}7} Firewall A 8] 20l B~

Firewall A}X}
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Firewallol A& o9 AREAF <91 ~Fl(schemeg A3 4T,
25 AR

AHEAbE G AHI 2RO AN ~E ARGYT
3-8

AHEARE IR Qlo] Mulze] AN AT = QU

=
LA

Firewall ¢+3
AH82H= Firewall AF8-2F H o] Ej#j o] 20 HojH s of
A|Uc,
NT 272 9%
Ab&A= 71 Windows NT 2718 k5o tis] ddAx gy,
SecureNetKey
AF8-2}71 AssureNet Pathways SecureNet® =-<¢lgUth,

SecurlD 7=
AF8-2}7} Security Dynamics SecurlD2.¢F 7= 2 Qlg YT,

2

ol

AREE AREAE &l 272 AFEALY F AHl AT VlEoE Ao 4 3
Ut 9= £9, Firewall> AF&%} Johre] IBM Firewall 74 A8 E =
JestH i & o, 71 Windows NT 212 &30 tia AANHEE T4
% I JdE5YY. 284 Johre] IBM Firewall &Yl 22 A S ARS8 11 3}
H, John 71 SecurlD 7} =& AF8-3te] Elgytt, 1 Abolof], AH&-AF Mary
7} IBM Firewall 74 AWol 2123831 39, Mary= 1 Firewall &%
of ths A FHUT. Firewall A& AR &l 2713 7 AR&Amit) o]
=2 AHo3tE= o 3k &A% &S IBM eNetwork Firewall AF-&%} oF
WAE FZRAHA L,

IBM Firewalloll 4 Al &5 ARgAF 8921 ~7]9ox, o 37]2] ALgAF Al
ALgAL Bl 27 7hA AAF 4 AUt o F 227 (schemel 24 3ke]
71Ee] Bk 7)Hka 45 28 5 9o, olUd HE 3hE] ®el WiHo
A olEE gHlY O AEFE F|rewaIIJJr 2313t 4= o)t}

&R A AREAE &Rl 23S E9ete] Firewalle] 7 ARgAF 23 A
42 g2 27 APIE TE3H= DLLO 93 EAFEYTH, olE APIE A
&2 89 ~ZlA Firewalld]l 1 AAE 523F= A3 Firewallol A A}
&2 #HQ 2H S o] 23 AEsts e AHodud.

L=,

150

AR RZ ALSA EOl AZ) AN

ARS8 AlF AREAE 81 ~F(scheme)ZtAd 2 o2 GAIZ FAAEUT.
o AbgA Bl 27 APIE FEE &~ F= ZHA

e A FTEEDLLE AvY W Y3

« Firewallo] DLL 42X
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271 AAsE b 8% C &2 3y A
giol B gjg] ugEt olyz} Microsoft Visual C++% C++& IBM Visual Age
of s 5Y3 Z= L FII Make file= ROOTDIR\bin\authsdkoll Al Z-&

et e AN wAE Adder g,

2. AuthSchmFn&

Firewall Off £: Firewall /8] 27} AlZE 7] Ao, Firewall® \bin\authschm
ArgaEgoda 2k nE DLL 3YS 2ostdal A/ =34 d. ZF DLL
o] 2rgw, 1 %73 FHE Firewall o 1 AAES 5237 Y3
registerAuthSchm) 2}= Firewall®] 3+4+2 ZZ&s)|oF gy},

registerAuthSchmgl = X =2 EE}¢]2 authschm.h headertd ol A ojxof 9]
FUt. ol= authschm KA % A ¥ o] l= AuthSchminfo -2 Z<1E
ol Wi/l = FHY o AuthSchminfo 7%+ Firewalle] A=} 3¢l
QAE AbgA &2l ~7lo g HAEsHy] 9l T&38oF 3= sl AuthSchmFn
of 49} AR &2l 27 o5& AFHEAH YL

AR AF AR #Q) 22 Ty 374 ol F F ShE Abgslol @
Ut

1. user

2. userauth2

3. userauth3
5] 3 schmnamedl] ©]S o]2o &) A" 7|5 o]2o] A&HULh,

B4 AREA AlE AREA ) 2F(schemedl A 22 o]g& AR 3=
= e AZ g2 27 (schemed] ta) AAE Bart glo] TYS Firewall
o AXE F AESF, ¥ AHEAIL AHEE o] E A olF F FUE A
A UA AHEA AF AHEA &<l ~F(schemeg Al oF T,

DLL %713} "l o] g 2F AuthSchm& A &2 o2 &3l TEA97)
g Esla U, DLLA| A= AFgxF 8ol 24S A3 Fu)7} =ojof 3y
. olEe ol = <&, DLL 2713t FHAME 23 Ao 27|38 4
qst= Aol I4AY

il
4
J
it
4r
3
)4
T
oy O

AuthSchmFn 8: 2z} AlgxF &<l ~Fl(scheme) DL authschm.hl] &
e T2 EEYS AHEStY &% &4 AuthSchmFre Fd 3l oF &y,
AuthSchmFn3gtoll = 3k 7io] wi7l¥i<:, AuthReq %< ZE7} A5
. AuthReq T7Z& A AREAF &2l 8o #HH 2e HAEIE S0 3
© ag C FEYYY. AuthRede authschm .kl o= o] dHFUYTEH,
AuthReq T+ Zll&= &<l S AFEAFE] o] &, AHEAF &2l& 8 A8k Firewall
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TR 2= B g B3 7e ARV 5o JFYT. AuthReq 72
o] AR AT Y2E 9 AW authschmhitel U= olo] B3 F4=

HFEFAA 2.

AH8-2L o] &3 Firewall 73 8490 %, AHEAF 81 ~7-& FAstE © 3
E3] 293 3714 "7l 47t AuthReq +3% 141 of JFYTH,
gwaput

o] AL Firewall| A A &3l 9 (call back) FH S FAZA, AME
A A WAAE AEsor & wjrith AREAE Q1 XA AN
T AFUG. dE =0, AR &3] 2Flo] AMEAo|A ZEEZE
HAA S dfslof & A5, o] 272 o]& AAsEF gwaput T
AolA AlEd d8de =54 Utk gwaput 29 e
authschm.hl 1= AuthSchmPut typedefl ol3] ZZ e} gy},

AuthSchmFN’] o] ZZ&oA Mol st= wiZiATe] AT g~
+ AuthSchmPut typedel ojgt =48 S AI L.

gwaget
o] & Firewalll A A== S (call back) F8l2] FAZA, &2l
I e ARE AREAY] SES Ao & wfwiek AREAF &1 2~
A AL F AFUT. dE 59, AFEA FQ 2Flo] AHEAR

FH 455 dojoF & AF, o] 232 o]F A== gwaget 1l
NHFolA AFd dEddS =3 FYth, gwaget 29 g
authschm.hl] Jd+= AuthSchmGet typedefl 2|3 ZZ EEelYE YT},
AuthSchmFW] o] oA Mol st= wiZiATe] HAZ 2~
£ AuthSchmGet typedefl tigt =4 Fx3dA L, 53] T3
o]—l/]--/] ] 7} :H 4== HFeF(echo) echonf 7l =Y YT}, AuthSchmFr?ﬂ
A= o] NS ARESt] AMEAFS] SHE o] AFEALOIAIE THA] wE
gEojof gt=A] ARE YEIE F JAFUT
opaque_data
opaque_dataZ =+ AuthSchmFml gt £&8 1 Z9(call back) F
doll gt &3 #HA7]7] f18f Firewallel A A-&-H U T, gwaget
T+ gwaput FE1S &3 u], AthSchmFmll A= AuthReq - Z/3ll
AE FHOE AGHAS Wt 5L opaque_dat@t-= dEsloF &

b
MG Bl 27)o] BE Firewall 74 849 FEH4ET 5 Qojof Bris
ol FelshiAe, G Frewall THaLE D AHgAse] Gl A

]_
A8 H3E AL 5 AdHUh. o5 FA A= tE4 Firewall T4
a4k gy, A Firewall 7E840E 1 ZREES] 5407 QU3 3}
el AdA/SER AL ¢ AFUH. o5& Bl-thEH4 Firewall 742
a2t gy,

AbEAF AlF AFEAF 8¢l ~F)(schemeP- AuthReq T+%9] 74 84 Z T4
o8 BAIE UZ, o]& &E3H: Firewall 7840 el O 258 4
& dojoF AU, FH8A TE9 v}id Z-e authschm.h| A 2|5
of AFUTH, FHL8A FEO AA FAZ # E}Oﬂ 245Uy,
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¥23. FHeAL HEo a3 g

AuthSchm.he] T4 84 7|3 |Firewall 74 84 of) 3} 2 /n) o) 3} 2
AUTHSCHM_UNKNOWN At e dAEkA] X3 (st o' 1A
Firewall 7-4 Q@ 4
AUTHSCHM_REMADMIN T4 A o} 512
AUTHSCHM_FTP FTPZ 5 A H| tf 512
AUTHSCHM_TELNET Hy] ZE A o 3}
AUTHSCHM_HTTP HTTP Z 2 A] o 512
AUTHSCHM_SOCKS_PWD |+& &<21& AM83F Socks| vl s}2]
A
AUTHSCHM_SOCKS_CRAM | CRAM&SlS AL&3 o) 314
Socks A
AUTHSCHM_REMIPSEC 97 Zeto]dE IPSEC |84
AW (HA] Windows NTell
A AHEE Rl
AuthSchmFell A 77 A g]E 283 oW, authschm.bl A E o = GWA

g" Z= F el 3 sEAE gdsior gy,

o] gl¥l AE+

A

847 AFHoR FAAYEA sl A 2Fe EAl AHE Uy

We o AU

F24. GWAZE HE=

Yy = 2] n|

GWA_OK A Fol 277t HASHA Ffor,
ARG AEH 02 SRIFHAF YT

GWA_DENY R 3%7} tlyg 32 korony,

AFE A7 1 ARAL
AHUTH,

< 39l OI-L o A9

GWA_IOFAILURE

AL A ZREZEE HEeteal &)
74‘% AEALZHE SR

Fol /7 TS
Oi =9l (call back) F¢€
= B, 017401 gy

éL
£n2
e

TR R

o

GWA_BUFFERTOOSMALL

>
c
=
wmw
(@]
=
3
=
EAE
_{

L
o]o
il i
o
Nk
>
9,1‘4
rlr
n)

GWA_NOAUTHFN

GWA_FNNOTREG

GWA_RSVNAME

o1EﬂMﬂ

GWA_BADNETTYPE
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¥ 24. GWAZ]E FE (7<)

gel 7= 2n

GWA_BADAPP L5 - AR Rl 27o] HA-EhA|
%

GWA_BADADDR SF - AREA 2l 84l AlFE T4
7} FESA sy

GWA_MEMSHORTAGE F - MEYE ¥EE F ReEE,
AREZE &l o] HEE F JAAF
Utt,

GWA_USERDBFAIL L5 - Could not query a required
dababase

GWA_REGFAILED S5 - AFEA ZRl 2Flo| HHEEA &
%

GWA_AUTHERROR OF - AR Bl 27 IF o/ A
2]

GWA_INTERNAL LF - AR gl 279 TE 2R/
el

AuthSchmF®] Firewall®. 2 28159, g8l I =7} GWA _OKSl A9, A&t
© INHES 1HHH 2" Az g A =7F AFHYUT.
GWA _DENY+ 77} old AejE A E A0, AFEAE QA H AH] 2o
g AH2E ARG, e BE 98 257 0F Aeoln, 484
= 83" Aulzo] g dA| =S AR,

kU

a2 FER o 9 283 &2~ F=E DLLE Had 9 F3A,
authschm.bl Aol® JHH o]5L EA37] Y3 \bin\authsdk U&=z
of Al &E gwauthd.libs AH-&3l4] gwauth4.dibl DLLS 3 =3foF U, =
31 AuthSchmFre] DLL 23 E ¥l25 % gegs d5 2a3ht, C++&
IBM VisualAge 2 Microsoft Visual C+4ol t3dt <% make Y&
\bin\authsdk Tl Eg A AFHYct,

DLL A X[: dt, DLLol AFHo=m Fx=FJodw, o
ROOTDIR\bin\authschm TJ& Eg] o] EA}S & Firewall A ~H-S ThA] F
A A1 2. Firewallol| /] DLLS 2X3lel A|=3}al DLLS] AR&AF 342l

e 557 AdiMe AFEe] dady,

[> lfﬂ ﬂllﬂl

2= s 97| Bralelxlel g o A gx 39l ~7(schemey] ZEH
= I AR ] 2 YA 7] e EES BYFUH
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i

== Firewall 2822
(config server, telnet, ftp, etc.)
[SE==IEN gwaget() gwaput()
au ||
DLLENntryTerm() registerAuthSchm() k\xauthdr()
fwusrdb.dll
fwGet/PutUserAttribute()
auth=.dll
DLLEnNtryTerm() auth*fn()
—» G52
P-0® =) == 1N =c
e CHOILID! AIBAI2E 25

AFE-A} el A AE AFR-3f ok 3l Firewall 724 £.4 = gwauth4}+= Firewall
DLL¥ HIaguytoh, gwauth4 dib] 2=%H, 71 DLLEntryTerm F&¥lo] &=
Z]o] ROOTDIR\bin\authschmollA == DLLE F3A] Z=E A=A BY
ok, AFEAF FQ) 2Flo] EEShE H Al 79, o] A2 gwauth4 dil 29
of that S F/FE HFHA L&H5UTH gwauthd diIe o83 2= AES 3}

d2 vddyn
AgAF 8¢l 271¢] DLLEntryTerm F€lo] =3 5d, o] 52 gwauth4.dibll At
22 g2l 278 SE3)oF FUth, o] AL registerAuthSchrié 5 &3te] A

dEuYtt. authschm di: DLLO A A st= 2 AREAF &9l 270 nket 3h
registerAuthSchrig & &3 oF gUth. registerAuthSchmdt=7gol A Agd=

7o) o|&% AuthSchmFn@4¢ 4833 dRALUG, 5% o
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authschm di#ll A B3k 75 o] Fx2& AAE/FAL
off Agd Fxo AR A4sA BUD, A
AuthSchminfor +Z% siAl&l oF Y},

registerAuthSchmst = 5549 =& A4 &4 27& e J3d
ZrEZS T3 o dUt}t, gwauth4] DLLEntryTerm £ES g 2E PAE
NULLZ =7]|33sHA gy, 19 authschm DLI®| A4 registerAuthSchm

<
e TESHY, o] Fre Hee TEIYH.
1 A=d o]g3 5dT o5 dH= ol AHgA Bl 27 2 XEF
2AFUT. T o5 FEo] EASts B4, EERECNA o] & 4
AR F O #hE B2E V9 I9e AL

2. AuthSchminfo7+%°l w2} AuthSchmEntry +%2 =3 &, o] 2 A&
A Bl 27 B aEe] F71AA
3. 55°] AFIEA(GWA_OK) == A3 ==(GWA_REGFAILED)?] 3%
g S22 A Hady T,
gwauth4] DLLEntryTerme] Z} authschm di| A A =5 Aslar
authschm DLIo] 1 A8 &2l ~Fl(scheme¥ & =3lH, gwauth4]
DLLEntryTerm 8ol 5222 "|Ut, o W, G2 THdass
gwauthd 55 FZste] ALEA 39 AUl 84S AR & AFUTh
gwauth4.diP] A1 Z=%™, DLLEntryTerm FE1& £33 S 93] oA &
gUth, TEE Y3 &5 9Y, o] F82 AuthSchmList¥ 77 #d 719
J 4] BE AuthSchmEntry@-2-S ArAsH4] GUTH, o] AL AH&A &
]l 27lo] Firewalle 2 7E 71 AA L] THS HA5HA Xt== A3y
=
AL2XL &0l @& X2|: Firewall AR 2o A ALEAE Qo & H$,
o] An]2o A= gwauthd.dibl Al 3H-E T=FUTh, gwauth®l A= slg
= FA QA HBE 33 Firewall AH&2} Ho]E]Ho] A5 %3]5}o]
e Aelshe o A8 AR B9 279 ol§& WEFYL

G gwauth®l| A ARGAE 291 2319 oo &
of sl =" AH8AF 2l 2319 3
BIdUT. LT o] 5ol o3 =54
© AuthReq 7xE T =3tal o5 @
ds =234

d
)
.

<

S

gwauth4 Z 24| 2ol A &=%H AuthSchmFnd+E 23S Agd 3 Ut
Ag2beke] tislel a3 vhE gwagetd! gwaput Z 9 (callback)s &3
o, 2 Ayt gEEH, 9 Y 229 3 gwauthd2 Ao E 2RI
Ut

A-gAE &l 2Z](scheme) DLIIA FA1RE 2l =5 AEsts 27 0] Al

ZtE = Firewall 74242 O YT,
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HM6%E Make Key File SEIZIE| AFR(MKKF)

Heb SSLHESA dds 745 d, 94 tae 4

« SSLof| g AFEA 74 AW T4
o Hol BAIS 93 7] A

o AWolA AFETS rootZ A HH
« 7 Id Iz H7)

Befof dut.

z7] AW 7], 71 B 3d 2 AT 8-S AA3stEH MKKFE ARS8 A
L. ES MKKFE 7] o2 27| JIF5<S FAlsta 7] Y 45 E #H7)

&t d ASEY T

RO

o] FEZEE 2P u Windows NT &2+ AlH S ALE3te] 2123 ok

U,

1. ROOTDIR\configt A EZZE 74 TS A3ty 7] FEEEHE AX

SHA AL,
c:\program files\IBM\Firewall\config > mkkf

MKKF 2| 22| X}
Copyright IBM Corp. 1996
A11 Rights Reserved

5| 2 o
SAf MeEfEl 7] 2 (fS)

2 dYFA L,

7 el AT HYF L YHFES ZEEst BARUL. Yoo 3t

AW S AL § o, kyrZ E
fwkey.kyrol gh= IS 25Ut

vol styth, 71220 2 Firewalle

7] ¥ 99 o]&S A AU, ENTER 712 =24 UZE fwkey.kyr

g FABYA L,

o] WA HEE 7 Hom YARe folatiAe,

Q)
=
3. AELR 719 JIT 23S AN L.
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. fwkey.kyr
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S H=
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ENEReE
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Zoun<a ox =X
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e

7] WFE o]

dz

q]__

o EAEA fEUT. MKKF= &=

1
U,
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=
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=
=]
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A ARE &

o]

: fwkey.kyr
c

FAI2 .
7] Sl A4ty

71
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fie)
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ol A

=

S

FSENE=N
=
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H

HdAl2.
Q)

=

=4

7] 78

I

223 &F
A EY

&
aT

HOd

ol
S - PEM(Private Enhanced Message)

P - PKCS10 1= 2F

C -

[e]

==
o

=2 o
= T
password
S}
olel &
ST

=

7| ool At

password

MKKF o] A]
5 2

o
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P
a0 o
ot
—
ol

ofy
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3} o] Hof 3

o
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MKKF of| A
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Zzadze] FAlo] 7heskAl o

'S PN, T S 2ol EAT F 9
F4Ytoh,
ICA1003 27 99 273} A%

A9 fwlogd ti¥o] A& ZR2A2~E ALSFUTH,

ICA1004 fwlogd2 E] £7) t]jH (versionreleased] )

o] date timel Z7]3}5 5yt
A P Izl 27 fde] AFRHEALSYUT, #H 2
7o) A4 74Hsskd UW fwlogde syslog, 224, Y2
293 HA=E 7SI

ICA1005 W e Z 292 9ldlo filter_rule_no

HAZL d A2 (2)F 22 5 e

Ael: fwlogd O ZE 271 W7} LHZE9HY
Utk AA" g 2 g gzle 238 4 gl
Yt

O I T g1t Al 2. Firewallo] A]H] 2~
AR A" F I AAY 2FEHA e A
A& 71&E3ta e AYUT. odFE B9, 2O A4S
WA teld BREEINAE wA X 2 Ao] ANET
no(l=nN)2 44" AF o] ojof Ty},

;;,
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ICA1006 x93 fwlogd 25 - failing function £
 HAIR]

A ZTAIE ¢ AYA fwlogd AW AT, fde] F

84,

Ag2E S5 FAE Al2E EAE S A5 fwlogdE

A A 2B A &

ICA1007 39 Z2A2E B 4 ¢S errno
Av: gdE 27 f& Als Fol BAE A" /71
A g SUTH,

AHEAE S5 BAIE SR/ wE, £ 2 E FHEHA
A,

ICA1008 setpgrp FEl oA oF A4 ermo

Av: ZE 227 Y& Als Fo BAE Az 2 /7
TP FUTE,

ICA1009 2HA 3¢ ZEAAE BT 5 gle:

errno
A9: "y 27 U A
SRS

ol
ofy
2
e
>
A

ICA1010 o] OH-e ZE H3gtog Aol 3
=

A ZE 27 gEe FE AT fd stollA AlZE
ook i},

ARg2E S5 FE AT dE¥S ARSSt A A ESHA Al
=N

ICA1011 7Ad Az} load_pathg: Z3]s}7] Y3

sysconfig & o] A Y-S errno
Ad: gd"H 27 f& Als T #4198 A" /7t
A G YT,

ICA1012 AIX AY A 7]5 netineE 2=3 4
= A& s

Aw: npetinet A% TglolHrt e X YPS xR &

Ut

Apg-2F $=k Firewall =

2, 3257 AAEHY s
A g kFUTEH,

=
—=
T= AAR AFE °l —r@ﬂﬂ
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ICA1013 Socket 2HA] Alsl: errno

A
A FH 27 "2 Als Foll A" 2" 2/

T RS

ICA1014 AIX netinet #x] =elo]lw7l d g3k 7

o] opd,
A: netinet 4x Zelol¥ F fwlogd tyo] 22
Wol ohgduyrt,
g Lok =29 FEs T N2 Firewall ZAe
ARG Fof ANFERIAHA L.

ICA1015 ioctl() 2% (SIOCGFWLOG) 2% ermo
Av: ZF 27 Y& AlE ol ZAIE Alxd" 277}
TP F YT,

ICA1016 A 2 dd 2 d7|gEE 7HAE 4
.

Aul: F7F ARE btz old 21 WAX e AAEY
.

ICA1017 SIOCGFWLOG ioctl) &4 o5 =
5
Ad: gd¥ 27 fE Als Fo BA"E A" 2F771

TSI

ICA1018 x93 fwlogd 25 - failing function A]
H o8

] A 2]
A EAE e A fwlogd AH A3, He] F

AR o BAE A2E BAS A5 wlogds

A A A A S

ICA1019 rc internal_fw_return_codg& ¢l3&t <] 7] ]
x¥ o7 FE.
Ao BH 27 O A% Fol 248 A28 277t

T BEU




ICA1020 x5 fwlogd £+ - failing function 2]

Bl 3= = Oxfunction return code
A ZTAE S A A fwlogd AW AT, fde] F
SEf3Y,
AR S5 FAE Alad BAE A fwlogds
ﬂﬂﬁﬁﬁﬂ+

ICA1021 o7

A EAE Ax Sgholwrt Ao AR gy
o

2 5 /devlipsp_poif errno

ICA1033 e 2|49 (versionreleased] )] date

timesl] =7]3}= A5k
A Firewall 28 # o] 27|85 AFUTH.

ICA1034 dE Aol d(datg Al(timeel w]2d 3t
Hd=.
Ad: 1P g5 ZE|F o] dA) Jetc/security/fwlilters.cfgs}

Uol Holg e 7ol ohd TIFE WY FHE A
g3t3 sy,

Ah-8-2F &5k Firewall ;57} AR Eo Q= AL
ftmp/rcinet.outat L ol A 7153 o F WAIAE #1354
AL,

ICA1022 Qe )Y AZo] AHL,

A: o] WAA oAl 71FH 2FE s B Y

< AT F }AFUH.

ICA1035 37l 27 Aej7} d(date Al(timeel

enabled/disablest. A # = 9
Ad: w7 27 A7 9AEJAEYUS. vAA s d
A FEE A &2JF A BEAZYUY.

ICA1023 ioctl() 2% (SIOCGFWLVL) £ errno
Adv: 38 27 9& Al
A HEU

A S5 T F e $shAlL.

e AIXS 9 &HIE ¥ ]‘3—1_!9] Firewall netinet tjn}o] 2~
cefolwzh Ao} gl st Alzwo] A o] Fof
A EE = A=A ;Lo]op\];\]o

* 0S/39(] 79 &ulE #HHe TCP/IP7F A= o] 9l
=29} IPCONFIG FIREWALL T4 &3 37
AZAE A=A Gl L,

Zo| B4 A2Y 2R

ICA1024 gtd 27 o5

errno

/etc/security/fwlogd.pid

Ad: AP A2 errmal. E 2131, fwlogdZl = A H
gde & F glsyn,

ICA1036 #:rule_noR: rule_type direction: interface
s:src_addr d: dst_addr p: protocol tag:
scr_port/icmp_type tag: dst_port/icmp_code
r:routed/local a: secure/non_secure fiyes/no
T:tunnel_id e:C/D/n l:packet_length

A AeE 1P 2l o9} dX|etE i L 3
¢ gele dREE MBS, o HRET] 715
9, o 13 4y FHRAE 21 AoVt yesz A A
Hojok gunh, o]t ol g IP 3jzle] 3 B&
o™, ports/icmp type/coded H = 3] FjZlol tis] FA|
HAR, §E szle9 R Y A-pols 002 FAFHY
=8

ICA1037 #:rule_no action src_addr src_mask
dst_addr dst_mask protocol logical_op
value logical_op value interface_type
routing directionl= log_control
f=fragment_controlt= tunnel_ID enc_alg

auth_alg
A "E Eol AW, B4sE FHo] 24

AeAt e BAR BAMS £4sn PEH 24 9 /SHUD, o 21 WAXE B458 72 F e
2 ANAEAAL R ALY
ICA1032  E o] Ad(datg Al(imeel AAHY  ICA1038 A4 7] Axle] AzHYen, A4

.

A 1P 3zl ZHF qrHe] AAEHASUS.

socket £E.: port_no % wxE socket =
E.port_noE Ah&-3H
A Jetc/serviced] FolH W=, X UDP XE ®
35 AHEStE dest Bldo]l AFEHAFSUT

2=A mAzx 81



ICA1039 Aol o5 Zreol (M)A H.

Aw: 3 Jetc/security/fwpolics A&+ 74 747t
AMAgFUT., b2l P& 2L 74 H4E 2o
FUTH

ICA1040 >Policyar-: tunnel_origin tunnel_end

tunnel_ID encrypt_flag/authenticate_flag
Au. 2% g o] Jetc/security/fwpolicyst D ol A 2] &
FYc.,

ICA1041 Fel~€ xlefo] Bl d: tunnel ID] o3}
o] AA| = 9.

Ad: Jdd D g BHd E92EV Hol i s
7bs3tA gyt

ICA1042 bS53 22 Bl ZEAE ALK(E)]
ol

A of 23 d3zsd ygd AAE, B 29
E Apeko]l Aeojgyrt.

ICA1043 >tunnel_ID:number src_addr:IP_address

dst_addr:IP_address %% 3}:algorithm
A HAxE A43E BHE SH2E B £48

gagy,

ICA1044 2E 7}-2€] A3 IP(IP Addresy &4
3,

Ard: Firewall Al 283 AZA37] 98 B TXE A
=7 U% g5Yd.

Alz=gl 22 942 &3

B for

ICA1045 TCP 34 %3} IP AddresgPort)->IP

AddresgPort)o] (7}) A5 sy
A Firewall A|2=Elo] TCP A4 o] Y& @&},

Aegl 27 AA AR

ICA1046 UDP &4 %3} IP Addres¢Port)->IP

AddresgPort)7} 7325 9l 55U o,
An: Firewall A 280 UDP AlAdo] YF wH5Uth,

AR zA: AR AN
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ICA1047 adlel2z 717k A3 TCP Ao H&

w5k, IP Addres¢Port)->IP
Addres¢Port)e] (7}) &= sy ok

A9 Firewall A 2=8lo] TCP AlAdo] YT Z5Uth,

Alz=d) 230 94 F3%

ICA1048 Grace Period 74 a2 : UDP A o] &
U}, IP AddresgPort)->IP

AddresgPorto] (7)) E35 21554 o}

Adv: Firewall A|2~5 o] UDP Ao Ui &&UYTh,

ICA1049 &3t A] 9k ipsec 7] A]: s:IP Address
d:IP Address & ¥ F:Protocol

spi:Security Parameters Index
Ao Firewalls 4218024 IPSecyl] 7] A& A &3E
AT + su.

Abg2E 25k BY Aol AR wEEAER 9 7
Firewallol /| &4 3l= A=A ASHAIAI L.

ICA1050 tunnel_IDE] ol o g Aloko] AHA| = Sl

Y.
A UaE Dol o B3 Aol B ol A5k
344 @&y

ICA1051 oS By AlekE)e] Ao gy
Ad: BHE AL o 2 gase Uydd AHY

Aelgyrh

ICA1052 >tunnel_ID:number src_addr:IP_address
dst_addr:IP_address src_encalgorithm
rem_encalgorithm src_macalgorithm
rem_mac:algorithm src_enc_macalgorithm
rem_enc_macalgorithm src_pol:policy

rem_pol:policy modetransport_mode

Am: A E B8 B 14 £4¢ AT
.




ICA1260 termination A1 £ & $Al o o

A (imgel BE 27 Hug
A7 fwlogd tlWe] BAE F8 AEE FAgom F
Wy,

ICA1305 Vel 4 8lS]
Aw: syslogl W3k |
EZ A 7 9=
ICMP, TCP, UDP% IPSP= 2145 = 22 EZUT},
IPSP= HY S S3lo AY
IBM A AU},

m ©
s
N
t
2
=
e
4
%0
Ir
e
fu

ICA1400 x5 fwtimernat £ - failing function

system error message
Ae): fwtimernat A& FIAE 7%
fwtimernat A= Zg-gUth
A2} St FAE Al 2~EH EAE &) 233 fwtimernat
E AAREAAA L

oA A3 gl

ICA1401 x99 A fwtimernat £ - failing function

2]8l 7= = Oxfunction return code
Ae): fwtimernat A8l ZAE 7] 504 A9 S5y
fwtimernat A1 & Z=dE U},
Abg2L S5 BAE A2E FAE ddsta
S AARSAAA L.

fwtimernat

ICA1402 x5 # fwtimernat £ - failing function

error message
A fwtimernat A& ZTAE 754 AddHsU
fwtimernat A= Zg-gUth

A8z} Suk FA]E A2E EAE )2 Eka fwtimernat
& AR L

ICA2000 IP_addres& €] |IP_addres&2] M=%

FTP Al (1] 2k Abo] E),
Aed: WIEQH A ERRE AT fip AL AR
o,

ICA2001 net ftplP_addres& Y-8 A}8-2F naméd
S g2l A AgA SFelol A3
.

Ad: AAo] gle A7 HEY ZANA FTP ZEA]

E Argste dEUTh

Abgal Sob mEA ARG AASHY Firewall ¥

AE xS L.

ICA2002 networkhost namell 4] authenticatior&-(%)

AHg3te] AHg2F name(S) #elst=d)|

A Y HU o,
el Firewallol] A x]a,;q A2} 3Hol W
of HAE g ClEE FAT £ gy

A&zt g5 Firewall #ejate Fx3HAIAI L.

ICA2003 user namell djsl FAH o] g5y

o
Al AWy ALA7F Z2EA 208 A
ojg =72l 4ol gl
F&XP -5 e A}%X} 279
H Firewall #EAE FZ3IAA L.

A

2 e 4t

ICA2004 Oxhex_valuell Al & 4 ¢l+= ZHAF oW E

5 A s
Ad: 25 tepip_auditel A &
APgEUTH,

ICA2005

=
=
4% 3ol

ICA2006

A "Gyl A ZEA 2 A BAE 272 AE

. AzE gdo] EFHAS F UAFUH.

ptelnetd: auditproc: errno,

el

ICA2007 ptelnetd: 39 =+A|=value

QR AAHALUT, A2 T
PN
h=]

neaA wAx 83



ICA2008 IP_addressl| A ®]-Firewall A}-$-2} name
ol(7h) BHlel Sl gksy .
A Firewall AR o] flE AFEA7L &Y
S3le 1 A=dSFYY,

Alz=gl 2320 FH EAdS AT TS A L.

ZEAE A

ICA2009 /bin/login: errno,

v Azd 2790 Fol A9A 2F7 BANSY
o BAE A2 0F MAAE BRSNS,

ICA2010 IP_addresgd] 2.qH)el| 4] IP_addres& 174
ol

Avl: vEL JEHIAE T3 FAH IP 427 A

2 AF.

ICA2011 IP_addres&® e el 4] IP_addres& 743
Y},

A HF QIEHAE 53 FAH IP T4 93

iy

ICA2012 IP_addres& 3-€] |IP_addres&2] A =2-%

FTP A4 (1gh Aol &),
Ael: A2 FTP AAS A%,

ICA2013 IP_addressl| 4] IP_addres& A=z =4l
AA.
Ad: A2 9l Ade] A HASFUT

ICA2014 44 valueo| (7)) A 9= =] o5U),

Aw: BAE a7t ALHA B, ol HAAE

ICA2015 A -valueo| (7)) A9 == k5,

M EAE FUI ALSHA 2L, o4 WAAE
EEL SRS

ICA2016 2|2 E A4z} ID \"name’.,
A JAIE ARSAR] Wig ftp A 84,
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ICA2017 - in lineg oy 23y},

ICA2018 A+-8-2F named] )3k SNK 7] & 38 4
7=

A

ICA2019 AH8-2F namell o3l SNK 715 A=

[P N o
%]‘é“l‘ﬁ‘ﬁ‘.

Av: FAIE user Dl tishe] 8% 42 SecureNetKeyik
o [es]
= BA

)3
v
e |

5 Jhed 239 74 EAC deto

ICA2020 Jusr/bin/fwuserau X+ /usr/bin/fwuserpt”}
.
A A2 AF AR ] HE AR ARER

gelo] HAFIJFUT

Alz=gl 220 AR ERlo] HAFHAFUTH

ALg-2F $-5b: Jusr/bin/fwuserau® Jusr/bin/fwuserpt} =
A=A 9} £FATE FEQIA FIstAA L. o] A3
gdo] glom ALgAE= Firewalle] ¢4 AA 9 &3-2
T Ae AALHE AL dd gdS HED
Jusr/bin/fwuseraut /usr/bin/fwuserpi 8 3} Al 2.

ICA2021 A&7} id nameS A3l 94 T AE
namel 94 A= F

A NZE FTP A2 2Ao] A= YU

ICA2022 HA ZT2E namel 94 A= F.
A A2 FTP A2 Aol A= FYYT.

ICA2023 A4 ptelnetd ns

Add: ptelnettd AlFA & = e ZY 7t AAHE
AFUTH
A2 &5

B n WEE e ASFHUAL,




ICA2024 networkhost namel| 4] methocel <
AH8-5ke] A2 names(8) AdEHos
sty

Aw: FWoll M A8 AREAF el WS Abgsho] &
AlE AHEAE ol FE FAAAFUH.

ICA2025 networkhost namell 4] method¢l &
AHg-3te] AR named] (7h) 2191 E S

£uh,
A FTP A4 28U

ICA2026 current time2] n % 3o A&z} name)

AR g4,
Aed: AW AeAl OF DA AR} ARFREY
FUY. Ve D A=A BAZ BARAY 94 5
~E7} A TeEA e AQUn

ICA2027 timedl] €4 s~E 94,
A Firewall>. 29 Net ftp 42 0o] 2AF A5},

ICA2028 IP_addres& %€ IP_addres&2] FTP ¢
A A7} ARF g, o] Alzwe
u|mel Abo| E2RE FTPE AUshA o
o dukr oz nHHet JEH ol AE E3le] Firewall
dAe AASEH = AEE UEdYY,

Al =gl Zx]: Ad AR,

ICA2029 %Y lineoflA] erro = -2 A|2d¥ ¢ &

A ANz" 3FS AYse T AV 2AISY
ot

= =]
b4z 2ok 22 EASA ernod] o)W E o3 ok
+ =AE MAs] BN, AT 5 gl 75 IBM

ICA2030
e e 3Ed BA7F 2AASUT

Alz=®l 23] o7 AL

3] lineo 4 BBl ZE = -2 IS TF,

ICA2031 sdi ¥4 &% creadcfg() rc = -

Ad: g 3F0 ZAVF EAAFUT

Al=® 22 o R/ AF

AH8AE S5k sdi FERAOA AHg Fol BAAL,

ICA2032 AR £,
A ftp AZdo] EAFHAFYT.
AbgE S5 AAS AN L.

ICA2033 sdi 34
Ad: 3¢ Eo| EAVF HAYSFUT.
Azdl z3): OR

ARg-2t &5

%% sd_init rc = -,

)
oy

sdi FxAoA de Fol HAA L.

ICA2034 sdi 4 &% sd_check rc =-,

A B 5E6 BAZ ARSI
Neg 2A: R A%

A4t S5k osdi FRAA AL ol BAAL,

ICA2035 setsockopt(): errno,

Adrg:  setsocketoptE Al Al~H oF HAYPFUTEH,

ICA2036 session id=lYl A|Ad o] A&z} user idg

o=z AzE g FY T}, (source IP
addr.dest IP addy.

A wAHA = ZHze] 2yl Al
Utk A D, 34 ip 2 53X ipy } 2y Flrewall
°ﬂ R = /\]Z—}%L]E} AA ideE

ICA2037 2182} fwdfuser =+= fwdpuserZ} 2191

& Al =32k, 38 A oS
Awl: fwdfuser 2 fwdpuset= o ¢Fg AFgAlo]w ALg-
g glsy.

Aegl 22 2390 ARHYEUG
A 3 ARG A FQ AR

nzaA wAx 85



ICA2038 ttloop: 3] o}7} b= errno.
Adg: VEYZ 29 HHE Aee ¢ /77 24

Aeu, mo] ez FoE A8 e,

ICA2039 ttloop: ¢17]: errno,
Aol MEYD 29 WAE AeE B 9 R Y

AT,

IcA2044  -tol] diate] AHR A7Hvalugel ZEH

2.
A e ARl £ 89 0.98 HeltE B
A7t Bol YA HEHE AR 2,

ICA2045 54 -T7} Firewallo| A 2952 943,

Adw: EAE fAe] AYEA FFUT

ICA2040 ozl o3 A-gAE Helo] AAH, RS

A} ID fwdfuserell o3 none =+ snke
5452 o,
Ad: fwdfuser= o oFd AL8-x} IDo] 22 AREA} E2l
WO R da} nones AMEE F iU,
2IRlo] AFRFHAFUTEH.
AbgaE 2ub #E A7k AFeAF ID fwdfusero] o) 3 AFE
Zb 3l S WA oF gy,

Al 2='ll A

ICA2041 session idFTP A]4 o] user idE&2o. 2 A|
2+e] ¢l 54 th(source IP addrest IP

addr).
Ad: wARE 424 FTP AlAdE A o A4
Utk AF&2F D, 24 ip 2 23] ip7} 2% Firewall
of & ¢ A AAMel AZEUG., AA ide
Firewallol A A A3l= 163 ¥ AU,

ICA2042 req_rsp_codeg} FW_AUTH REQ= ZH&
AR E A,

™ fw_tn_authenticate} req rsp_codg& FW_AUTH_REQ
2 A48  glsun,

Alz®ll 23] AMEA ER1S FHAFYTH

2b-gA) 25k fw_tn_authenticatg ¥ 7811, gho] B2l g
fwuser.c2 ThA] WFE TR, Firewallll A &3 A L.
ICA2043 user_ name] 3 U3 E L& 5 g3

A e AsAdl d@ A8A 2l
oY xS He + Yanh.

AHg2E S5k Firewall #AS FxdAA Q.
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ICA2046 &4 -k7} Firewallo| Al 2] =] 2] k-5,
Ar: EAE gAo] AAHA FEU

ICA2047 &4 -s7} Firewall ol 4] 2] Q=] =] kL.

Aul: BAE FAo] NYEA FHUTH

ICA2048 £ -u7} Firewallo| A x| 4=z kL
Ao BAE A4 NYEA dHFUTH

ICA2049 o S 9= Za g -valugrl FA =Y},

A FAE ZH7 AR FHJA U JAAEHA FHEY
o,

ICA2050 4 & gl= 74 value

A FARE AAHH, TAE Fro] AXEFHA gHyY
ot.

ICA2051 F49] adapt_addr ¥ 3+ ¢ 7,

A A9 IP F47F F&28A L5,

AH-8-2F &5k 9+ Jetc/security/fwsecadpt.ciy <=4% 2
S F AFUT. LS AAstaL Bl QIEFH o] ~5 A
TAst BHE Ax7|sEdA L.

ICA2052 afopere] /etc/security/login.cigS € 4 ¢l
2 errno.

A AEAE AT F g, BAE FYol tig 4

7l 79




ICA2053 Bel dEdelx e d 5 .
Ar: Bk IEFHol 27 FAHA sy

A4t S5k Belk QlE|H o] 27t Aol F oo} Fh=
Firewall 3 %/smit 7}'d-& AH8-3ke] 1ok lE]# o]~
SR RER

(e}
75
=
=

ICA2060 ptelnetd: ¥f =22l ot ftok A

A FfF ARy AIUEE 298 + glsyt.
3

ICA2054 enduserdb rc=value errno.

A L8R 279 Z2sd JuE Pt F ®
AR Az 0 F =E} FAHASUD

AHg2E g': 29l ARE AFskE ™ Firewall #2]
A8 FESHA L

ICA2061 ptelnetd: & wll=a]ol] h3+ shmat A
3.

A Zf vee AIUEES 3+ flsud.
AH82E S Firewall e Aol Al oA L. |
g Wz EAEAYL.

ICA2055 getpeername() ifivocation namg errno.

A FTP Hwlo] socketol & o e & AN2E &

oA

ICA2056 getsockname() ifivocation namg errno.

A%: FTP tde] XE o]g2 Fodt 2 Axd o

=
7.

ICA2057 getuser v] 2.¢F 4 user ID$ rc=user_ID

erro.
Awl: Firewalle] HlHoF LR o ZHE AA tf
olF& AMEEE T BAE A2 R
HAFU.

Ag2t Suk AMER 279 TR tiste Ae A
Asted Firewall #E2E Fxsh Al L.

ICA2058 getuser B¢+ 4 user_ID§ rc=user_ID,

errno.
o Firewalle] BoF BR o gmBE Ao t)d 2 o
S AAEHE F IAFE A2E 0F FIETF FAE
2=
=]

Firewall 2] Aol Al £]3te] ALgaF 2
a9 T2 e AS dolrdAL,

ICA2059 ioctl(): errno

;. SIOCSPGRPI T3 ioctl) TZoA A28 25,

ICA2062 ptelnetd: Z-F

.
A FfF ARy AaUES 298 + glsyt.
3

AH42E o5 Firewall e zloll Al 23 Al L,
FAA AU,

v a]o) ofg shmget A

ICA2063 setsockopt()(SO_DEBUG):errno,

B P R

AEHAFU.

'setsockoptl] EAIE Q@ F WA X7}

ICA2064 setsockopt()(SO_KEEPALIVE): errno,

A Al~" 52 | A =] 7}

A,

'setsockoptel] FEAIE 2F

ICA2065 setuser rc=value errno.

Ar: BAE ol E Al=d 2Fd ZXdE g 2=
7b FAHAF U

ICA2066

Aw: FTP tgle] A% Ael7|g dAstes & A
W eRF w4,

A& (): errno,

ICA2067 x| A pftpd 7|3} 25 - bind(): errno

Aw: pftpd B 27187F Ao, ddo] FEHAF
Yt
AHgAE &5 EAE /\li?ﬂ EAE A3t pftpdE A
A At Al 2. o <

FTP IE(21)9M ?i?é
ol u= AdUth.

neaA WA=z 87



ICA2068 =] 4 %

errno
A pftpd AW 27138171 Aajg, tdo] FEFHUF
[BR=5

ALz Sk TAE A|2H BEAE A5 pftpdE A
NZSAAAN L.

pftpd Z27]3} &% - listen():

ICA2069 292 pftpd £5F - main accept(): errno

Ard: pftpd Mu 712 FRo] At Hde] FaHY
HUt.
A8t S5

ARSI A 2.

EAE Az" 2A4E )25k pipds A

ICA2070 =] 4 %

errno
A pftpd AW 27138171 Aajg, tdo] FEFHUS
[BR=%

ALz Sk TAE A|2H BAE A5 pftpdS A
NZSAAAN L.

pftpd Z7]3} 27 - socket():

ICA2071 AAde] AA=HJFUL, A Hd 4
o =yl

Aud: AAe] Hul 7} oln] &A1) W&o pftpd A
W7 g2 FTP A4S 2 = gy,

Al 28l 2z AAdo] AHFHISYTEH.

AHg2E S5 7€ Aol FRE WA Vg & &
e A AEsHAA L.

ICA2073 FTP ol ol dist 7|ddd& &g
T =,
Ad: FTP 74 32| REPLYLANGUAGE H# &S &

ASteE BRF 1YY e FRY F geun
Ael7k A%EUT,

i 99 A7E FTHIAIAY 7 Ao &

Al =8l ZX]:

N
-
op
N
-

ICA2074 FTP config 3 &l dlgt = A o] <

23 configuration statement

A fipoll A FAE 74 HREES AgAFUh

Alz=gl 220 A7F ALY
Ak S e
ICA2075 user idg FTP (source IP addrdest IP

addr), operation file namg numbytess}-©]
E. sid: session id
A FTPAIAS € of 24719 3 Aol diste]
MR 7Y AR UT, side= A4 AZFA] Firewalloll A A A4
28z Y,

st A

ICA2076 session idFTP A4 o] user idgo.=2 =
253Ut} (source IP addressest IP

addr), duration %, numbytesr}o] E
Ae: 7} FTP tide] oA w7 A= AE
o}, side AlA AZHA] Firewalloll 4 A she 173 2

LETIREY

ICA2072 fip 74 I (filenamgo] AFE 7}5351#]

XN
A fip tde] AW FIP 74 32
ZA8A gAY 9 5 sy

fip Ol Z2AoA HIE F40] A

Qeigont

Al2='ll 24
S84,

AR S se] EAlSo} st A4S, HAS A4
s of

AW WA Ao AFE AR o]F ot
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ICA2077 session ideElyl AlAdo] user g2 g2 F
25 9%Yc) (source IP addressest IP

addr). numbytesn}o] E
Avd: WAXZF Zb2be] "Jul Aol B uf AAdE
o}, sid= AlA AIZFA] Firewallol A A A sk 173 2

AU,

ICA2078 ZEA ALz} user} SAEHAS - A

(time) &<t 3 .
A AE2E AAe] o 38 747 Ae 2495
Y,




ICA2079 F2] - IP_addres& ¥ IP_addres& 2]
=] ok dd A=,

A Gk o2 HEQ JAEHo]~E T3] Firewall

of dd& HASH= AEE YUY,

Alz=®) Z2x]: AA AR,

ICA2080 FTP 74 3} 3 linee] A= column -

FollA T &5r(reason HAY:
configuration statement

W ASE Yo fip 74 BHEEN 277 s
7ol A3 e77F AAE AAF ATHUS.
ES

EEEDIERE I

AR S FTP 74 wol A W Be Skl A

ICA2081

A9: REPLYLANGUAGE ftp 4]
AR ZFRE2TE A ZAFUY. SEeIAE WAA
AgRaE A48T 5 AFU

Alzdl Z3]: FElolJE vAA lERI7 C U E
ol dolz AggUn,

AHgAE S5k FTP 74 REPLYLANGUAGE B3 #2] ¢
of HY=elst Add 24 HygEdd g2 3ol
A=A FAFA AL, £ NLSPATH 37 w7}
LANG 74 ®W<(%L) 3 7H22(%N)9] AEH =

£ EF AT ¢ =S SutE AAEU=A 2
A L.

ICA2082 ftp LANG 27 W 4% sub-directoryg A
A 4 g5, ol reason

Adw: FTP Yio] LANG 374 W8 AAE ABugd

Ed=z WAstee F A2 LR/57 AU

Alz=gl 220 A7t ALyt 574 BE AR

B AT FE AFUh

ICA2083 talgee] FTP Fete|dE vAA] 7t
235 9 4 ¢l3: sub-directory °|

reason

Adl: fip gdoe] AlFd ARgEE e wAA 7}
92085 4 F Ut AlFE ddLe catopen® A
A49 errnodUtt,

2" 23] AHg7F ASEUY. 57FA 92 WAA

98 = AFUT

AR S5 AlEE Aol HYEe dddE Y e
of 71217} Y=A EAsIAA 2. NLSPATH 374
47} LANG 37 W5 (%L) 2 FHE 29 (%N)e] HE
HAaELE BF AT £ JY=2 22 AFEHYER
gt Al 2.

>
o,

2

ol

ICA2084 CAuHdEE F3lo fip Seho|dE

A 2] stz a7} oz A

A A vdd e /2 sl ftp tvie] C A B
EPE AHgste] FEoldE AR FHERIE o=
APHFYH.

Alz®l 23] dolg C WAA AERIZ AP F
JE B¢ AgE ASIUT. AP + Qe 4F, =
2] FRFEUT.

A2 g ol mAA A L {FE FAHFAAIL.
zg o] B3k EAste A, C ABHAEZ ] HA]
2 RIS A5 NLSPATH 87 W48 gtz
AAFAAA L.

ICA2085 Process idpid8-2.2 =yl o] a5

2l Uch. (source IP addregs
AW wAA ) Zbzbe] wl AAe] B

4 AR
o},

ICA2086 AH8-2L ghd o] A5 FAAE S 7] key

7} gl A8k use).
A ftpd7b AFEAF SdolA 24" AFEAE Lo
U 718 e & sy, Aea gde] R FAEH
o] AdxYth.
Abga S5 olgd EAE SiZAstE W Firewall
H/smit HdS ARSI AL,

22A mA=x 89



ICA2087  fipd7} A8t 4 helel A AH&A user
B 2E 5 e

Med: ARE AgAEol T4 29kA user.clgst
Lol &5 2leUT,

Aga g5 oldR BAE H4
Sismit 92 AL,

3l Firewall 3

ICA2088 ftpd7} AH82F 74 FHdE 4 & S

A9 ftpd7t AHEA A Y-S D £ ¢lOEE fopen
of et F3s TZo] ALY,

Apgab eub ALeA A BA (7] B2 02 user.cigpl
AH7H5 ] BRI A 2 Firewall ™8 /smit 93-S AF
3N L.

ICA2089 A&7 gkl o] Abgal Add £33
(Authorization typge] Hl o] (struct tab2
authtab)e] oj g FE3= < x]3}%]
FAacaR s

A AR E AREARe] AREAF ER1 f-8 (user.cfgll Al A
FH)el AdHE FIAF T snksdirs 53 22)
I dA A FHFUTH

2b82F S5 usercigytd FAA =E TAS
AAL; olef gt FAE sZ3tE A Firewall ™ #/smit o
9 AFESHAAI L

ICA2090 user.cfg 3} 2] KEY=DENY & <l3s}e] A}
42} user nameel] o3 client ip=3F-E 2
Eelof] A5,

Adl: Firewall #8271 A3 user.cfg Fd Algoz
Qlste] AR&AF glo] Ao FFUTt,

2Hg-2E S5k Firewall #E|AE FESAAA L,

ICA2091 A-8-212] 'user namee] H] X QF ZE

(Firewall ip)9] ftp & 38312 4=,

Awd: ALg27 vl B L E(nsp)E E3l Firewall AH
Z fipe AEZY S - ZE nspAFEAolAl FES AT F
goz AMs FAY fwnsftp’ 717} Yolok Fuoh
(user.cfg It o).

ARg2F S5 usercfgdY FEAA e FAHS FUsS)
AN L; ol e EAE sfAdstH ™ Firewall % & /smit )
g8 AHESiAA 2
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ICA2092 W& 257 nt_gwauth() A,

Add: nt_gwauth(e 2% A Z(AUTHENTICATED,
NOT_AUTHENTICATED ¥+ DENY) % 3luE g €3}
=t ©] ZSol nt_gwautly} 8314 &2 dX FFE
dE =,

ICA2093 'user namerh-g-Ak= H<k EE(port
numbejel| fipst== Fete =] okgk5y
o}

A AFgA7E Bk LE(sp)E B3l Firewall AW 2 fip

g ANEFE - BE sp AFSAIAl fET A% FIL

= A8 749 fwsftp 7171 lofok g tHuser.cfg 3t

dell).

AHg2E S5t usercfgutd FAAY T FAHE A

AAL; o]#g EAIE dAstE ™ Firewall ¥ &/smit 3]
4S5 AMESHA AL

ICA2094 29l Al dAkg 3 Al "USER <user
name 1:}0 "PASS <3 >": invalid cmd
E [}
A 5.
A FTP oA ET} o8 3 2(PASS 'password’
per RFC959% A &E3tA] Zlom=m A8} gl 43
ISyt
Abg-2F &5 "user <usernamé® 1Al A A B3
FEE YA L. Firewall 2| AE F2FAHA L

ICA2095 29l As): (AH82} auth methodwd] &
23 AFg2} 'user namee] client ip(E=}

ol E Aol E)m R E| o] Ftele] A3

oo

ICA2096 A8z} #el: (A8-2} auth method® &
=3 A}g2} 'user named] client ip(E2}

o RE Aol =)z el o] At EHelol

A Agt Bl Y3 sy




ICA2097 httpd --> HTTP ZFA] Aw WA HTTP

Proxy VersionA| 2z &,

Aal: WWW A 22 93 HTTP Z2A] A2 Y
=

ICA2105 odm S BAE g7 o F

Customized_Attributeodmerrno
A ODM(LEBEAE dolg I A)ol tsle]
odm_open_class(R- 71 A3 5T,

ICA2098 httpd --> HTTP 52X M¥ F= F,
Aw: WWW HA =S 97 HTTP 254 T8 FYUY

ot

ICA2099 httpd --> AFell: <HTTP Status code 327}
WAl <|IP address, 82} <\"HTTP GET
request’> <number of bytes H}o] E§-

A E%’\lg %5{ 5 ool ik FgoldE

HTTP 274 &, "d&” ?E%M e A U8
ds.internic.ne& E?;} sl QAEjYle] theFsl Alo]Eof|A] A}
/38 4= 9+ HTTP 1.0(RFC 1945)%+ HTTP 1.1(RFC
2068) & 1(}55 FC% 2ATFAA L.

ICA2100 Socket F47} 07} 72+S-.

M. 27 9xoA ARE ZAZ =47l BAHYS

ICA2106 odm object 3t7] &

odmerrno
Ao: ODM(LEAE dolg FA)d sl
odm_get first) & 77} AL UTH, QHAE ZF
OCSvhost

OCS_virtual_host

ICA2107 odm object ©7]

odmerrno
Av: ODM(RLEAE dolg #A)d tstd
odm_close_class(R 77} 2SI GUT., LA E Zi
2=, OCSvhost

2 5+ OCS virtual_host

odm dle]gl o]~ g A 257
odmerrnq

A ODM(OHZ“E ) o] E] TJrﬂZ]-)Oﬂ o 3} o

ICA2108

DR odm_unlock() & 771 A &Y},

ICA2101 Socket & Ald <5 sin_family_type ICA2109 odm F$E 27 odmerrnq

Avd: 24 QA4 ZARE T4 Ad F3o] day Ao: ODM(LEAE dolg FA)d sl
AFUTH. odm_terminate()2-F 7} A 5T,

ICA2102 odm %7|3} &% odmerrnq ICA2110 o] An] X ¢ F: errno,

A9 ODM(LEBEAE dolg FHgA)o] oo
odm_initialize() &7 7} FA A FU T,

ICA2103 odm tJZE A= AHA 2% odmerrnq

ole &g A)ol st

e, enAE Fex,

Aw: ODM(LEAE €
odm_set_path()2

OCSvhost

ICA2104 odm ¢l o] ¥ #l] o] 2

odmerrnqQ
A ODM(LEAE glolg FE] Aol thg odm_lock()
o F7h wAHHUT

N = .
e o

el getservbyname(R F7F A AGUY, T 2E 2
192 BUE AB]2, Imo] Jetc/servicesst Y o] ATHE A
Axol A °”“4‘3}

ICA2111 byname() &5 errno,

U, 32E A

Py
A &F

A" gethostbyname()2- 77} 24 <5
2"l o] Zo] Jetc/hostsll AHZ = A = o

ot

ICA2112 A5 =2 EF °]F: protocol_name
el ODM 2B AE Zg 2~ OCSvhost] A AHH T2
EZ olFo] AYHA ¥FUTH

naaA WAz 91



ICA2113 LM el 3t socket 97] &% errno.

Ad: 2321 BUEVL AFste S2E Al2=Fd st
o] socket() &F7} TS T

ICA2114 27 F4 nvlkld 25 errno,

M. §g OCS ==o] et 24 F4 AFEA] bind()
2.

ICA2115 LM el socket 974 <27 errmno

A 23¢9 BUHZF AFsE E2E A 2"
connect() & 57 AL .

ICA2116

A T2E 2732 ZUEH BASEY ALEE 7}
A Hod T2 EF §3o] §a3% &S5yt

ZI2EF 3 <5 protocol_type

ICA2117 LM A 2] el 4 Malloc 2.

Avd: 7h ol 2121 TYHE WA st 54
o7 FE d9 o malloc() 77 TG YUTH,

ICA2118 Mol dAx] A4 &F: errno,
A ZHIE S2E AAE E7] fete 239 2y
43

Bo| 845 AT W send) &/F7F LA ASFYTE,

ICA2119 LM A w4z A F 25 ermo,
A 2720 RYEZ 3ASHE A5 o recv() &

77} %A@%qq.

ICA2120 LMl A Al ¢ % status
Av: 2321 ZYE 9 #RISHe] T2E AX7F AF

How %ﬂﬂ eke-g UEUT,

ICA2121 OCS #32] #Ax 97] &5 ermno

Adwd: 0OCS # AX7F Axdo=z deA Eksy
t}.

ICA2122 TBM ID & IP 4 w3lo] Aul|a)-2:

errno,

A9 joctl() OCS_GET_TBMID 77} A &,
ioctl & OCS_GET_TBMID’} OCS @] AX]ollA 4y
SIS
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ICA2123 rloginell A AA3 TBM 94 &

errno,
A joctl() OCS_IS_TBM_CONNECTEDS. &7} 24 3}
#Uth, ioctl ¥ OCS_IS_TBM_CONNECTEDR} OCS
e ARl A syt

ICA2124 32E 7} 9445z ¢kS: errno.

Ay 713 E2E =& 2l2EA Y OCS ==
o dA49 32E =t7) giHUT

ICA2125 ODM(2.2 A E dlo|g] ] =}):

Customized_Attributeodmerrno
A ODM QBAE Fef2, CuAt(AHEA Ao £4)
o thate] odm_get list() & F7F FA FG5 U T,

ICA2126 OCS 3 XE xx o|Fo] dAxsx] o5

hostnode_to_connect
Aw: CuAt(A8=F Aol £4) Fo] TAHJAAT
hostnode/ocsnodé ¥ 2|5} <5t}

ICA2127 I 2E g4 Malloc 2.

Vet B2E o9 wjdel thate] FH o
&8 9 malloc() 277t HAREUT

to ol
oK

[

ICA2128 AH-g2E #el Ao client ip(Feto]lAE A}
o|E)e] AHg2t7} w ¥ invalid command
= A= S.

A A8z S8 Qs AleAHa I E QEE}
7] ol AHgA7E Z2AE A= AFUT - A& A%
st AREA7E WA ElE ofof Tt

Abg-2F ¢5h USER % PASSZ 27191 3441 L.

ICA2129 gethostbyname ifivocation namg errno

A fipdol| A T2EWH Fsles T2E ARE A
ovlE & Azd 2RI BAYSU,

ICA2130 client ip(Fete]AE Ato]| E)2RE] A&

2} (usernamy} 'invalid commantd ¥ &

Al=3sy e

Ad: A" AEA7 A5EE HEs RS,
AFg-2F S5} "quote sites-Z A]"S XA w71 4] USER,

QUOTE SITE % QUIT W& vte] 343

o




ICA2131 user, cfg A2 ¢ F= <¢lsle] 2§z}
user namesl] o & client ip2 el 9 Al&
2L #eleo] Al 35l

Ad: Firewall #2271 243 user.cfg Fd Aoz
k] AREAE Slo] AsjPFUTH(eld 21 <),

Abga} S5k Firewall B4 FxdAA L.

ICA2132 client ifZetol A E Alo]| EYZ HE] AL
Z} 'uset7} 'invalid commantd 8-S Al &
PiASIEAS

Av: AREAE Z3E WE S ARdSUT. o] AA
oA &% W2 SITE, USERY QUIT ¥y},

ICA2133 ¢ & function 39| instancelinedl] 4] 2

AYHFYelk.  WSAGetLastError

A Al o F wAA; 2OE &9

ICA2134 <= ftpd: connect() (instancel] 4])7} 1P,

WSAGetLastErrod] =<3 4 g5y},
Ao Connect(PlA 84" 45 & = glg;
WSAGetLastErrord 32 <1314 A &

ICA2135 dole] Ao = dHU ) bytesn}
o]E (A1A source IPA])FAl; bytes
ulo] E £l (4414 destination 1.

Aw: o] ARE EA FTP A Fo] & dolg A

& BgFYUT. a8y diolH dFo] AF¥HeRE g

S5A Z2YPE F IdFUREANGE 5 74 2= AF

o] A=A 2E HANAAL).

ICA2136 £ 5 CreateThread()7} instancel] 4] Al )

<Yk errmo,
A fipd7h 2 =8 44T S s

ICA2137 Hlolg A AdA; A: source ipZFe}

o]l E: destination ip

A9 HelH ade 4FAsus,

ICA2138 dl2e] 2= pftpd: malloc(byteg= 3+

instancel]ﬁ NULL ZHS = =l3y ),

= @9 4+ (1S - malloce] NULL

o FE3

L
A%PEUT,

tlo X

ICA2139 LogonUser() A 3: reason

Z4=:  Windows NT(SAM) API LogonUsef} & &H01-S ¢
7t AR E do(E)ez AudSud.

A&z} &5k Firewall 2] Abol Al EJ3H4A L

ICA2140 httpd --> HTTP ZZA] Al-gx} 2el
result th2- A&2-8 < usep, A4 <

user ip>, &% network ... RC:< reasorr.
A HTTP ZEAIVF AREAF EQ1S A EgFUTE, A
A o= s 1 AdFelv Ayt o7]el BaEd
=

Abg2F 25k Firewall ) Akoll A &2 &4 A
ICA2141 IP_addressl| 4] IP_addres& FTP A4 o]

gy,
Ad: Firewalle.Z 9] ftp Aol TEHEYTH

ICA2142 fw_tn_authenticate’} userids A 52 2
el ggu.
ICA2143 fw_tn_authenticate?] useridg-°. = A8z}

IDE #lsted Ad AFYh,
Aa: fw_tn_authenticatet x4 H A& IDE &elg
fEUTH
Al 220 27%lo] AREJGFUTH
A-g2F &5k fw_tn_authenticatd] 27 7]%5°] e A
%, 9e AASEE AYA ne 2 AL 24|
oF gytt.

ICA2144 fw_tn_authenticater} A3 o2 2| el
2] ksks.

Adl: fw_tn_authenticatd] A A3l ko] 00] op @y},
3+~ fw_tn_authenticatel F2 = A S = AHFUY.

Eal

W &A 2o8le] ARHSUT

421 S5 00] obd FEe AF &
fw_tn_authenticatg A3 ZA }‘5‘}31 1 e s
AL, sigste 4, golre e fwuser.cs o
£t} Firewallel] #7384 Al 2

rf

o] glx

=

> %

n2A WAz 93



ICA2145 Al 2=€lo] I} filename?] 38 linenumberl]
e Z= rcE AEYS.

A Al2H SFo] AU, glol2# g fwuser.o

7F 9le = A5UY.

AR Belo] A2 sy,

Just/lib/fwuser.o} ZA3F=3A] E2l5HA Al

A
L. A= A, IBM thE o oAl L,

ICA2146 IBM- A& fwuser.o7} A=z okokS-.

A Agak Aol fwuser.a2 o)Al EHA|
IBM- A3 fwuser.c2 A& FJY T,

Aewl 23 SR Belo] HaH g

A2 S5k AR AF AR ElE /\P%ﬂﬂ 4
st} AbEAHE BYF A Ale ArEAE 1S A4
st Hadsiof gy, IBM-A ¥ fwuser.OC RE
H-AIX & H] -Firewall A-§-AFell gk QM= ARG
Yk,

ugtonE

ICA2147 fwtelnet: AF8-2} user id’} dest IP addr
(2e+Z)=HE source IP addg 7}A] A
ol Bl AlAE AR,

A Z4zke] JEAIAR]D ZE A Al (fwtelnet) Al ZHA] ]
A A 7} *3’“5‘14‘4 A2 A2} id,
A ip7} B Firewalle] &8 A™ AlZE YT, Hok=
o Al A2 *ﬂ’ﬂ”&ol s-&gutt,

AR 23 AL AYe 3 e,

%X] |p ul }_—r’_

ICA2148 F9] -- A}&-x} user i o3t source IP
addr(n] 2ol Z)o =2 HE dest IP addel
s AFE2F FlER] 2 A Al =7}
8572 4.

Ao gulz o2 v ROk QE I o] AE £33} Firewall

of 448 dAAsH= ANEE UrEW:i‘%E}.
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ICA2149 fwtelnet: source IP add®2 ¥ dest IP
addr2 7FA| A<l Al AAS A2k
%<9} LOGIN_ADAPTER_ERROR 7} 43
A% .

R g_check_secure(0§ =% o

LOGIN_ADAPTER_ERROR} A gl&Uth,

Alz=gl 22 Ad AF,

AR Sk Bek o[ WEE HelshAA L,

ICA2150 Pftpd £5 - failing function 2|8l Z=
= Oxfunction return code

Ae: pipd AW7L EAE FeelH L FE BAATY

o, ¥l Fzguth,

Abgat St

SEEEREN

EAE A2H BAE S A8k pipdE A

ICA2151

A o] MAAE 2adsH I A%
e AbgAtolAl EAEYT

23] #A%-d
SRRt 585 A

ICA2152
Aw: AA e & F /syt

fwlogin: devicel] 22x] S35,

ICA2153 fwlogin: deivcez H-¢

A AAE 9 F geunh

SRS N

ICA2154 reason %A 2 portnamede] <.

A: o] Firewallo] &3 o] AU GFYTEH,

ICA2155  Pftpd &5

message
A pftpd AH7E FAIE FFoA L /FE HAAEY
o dwe] FrgUn,

Mgt g5k EAR A28 BAE A plpdE A
AELRRES

- failing function system error




ICA2156 Fo] - AF£-A} user i} ¥R BB
source IP addel4] dest IP addE 2] 7}A]
2 FTPE AH8-3te oy s 85x ¢
g

A durx o g nlEelk QEFH o] 25 F3te] Firewall

of dZd& HASH= AEE YUY,

Alz=®) Z2x]: AF AR,

AR S5 THAIE ZEAE ARSSEe] HQE REO=E

FE ftps F3ysloF FUTh.

ICA2157 source IP adde] user idk}-&x}+ dest IP

addrel] 7FA) 3 ZEAE ALl E 3§57}
H2) sty
A gubd o g FpA Al ZEA 7} :[m;q;q ore 7
% Firewallel tigt d4& dAse e AEE JeEpdY
o},
Al 28l ZA]:

A4 AR,

2H8-2 §-5 fwtpproxy ftp = ono.®2 A4

ICA2158 4 valueo] E8]Al A A= S,
A ZA"E a7 EYA AR FHASU.

ICA2159 -t §Ael dlste] A 7+Ew o] 2|A =
o}

A

A

At FA g AEE S AT ok FTh,

ICA2160 networkhosst namd] :user IDA}-&x}& <

Z7h A= s

Aw: FTP ALgA7}E Sha wlolejuo) 2o A Al o
T2 Aoz WANSYL,

Alz=®l 22X gl
Ag2E S5 S
ICA2161 A8z} user ID7} networkhost name.=

FH ttgd 455 AHgsted 2als
Al=3E
A FTP A-847}

nad 9sE A3k Firewallol
o3 dAe AFstea Ax

AU,

A28l Z3): FTP 27191 84 7AZo] Aujgon A
EA7F FTP o] 42 %Y,
g2t g5 AH8AbE FTP USER® & F3dte] =&

FTP A2 &
new_password J e o] &5 FA4-&
FS 9Al A=soF Futt,

st 7824 A

oA A4 &ar "old_password/new_password/

ICA2162 networkhosst name| :user IDAF-&x}-& <F
3 W7ol AP FY,

Av: FTP A2 43 & ®ASE I A=ger o
3 824 A% FHol AIFUT. 7 A A
o= theol 23U - ZAXE "old” ¢svt AA
HAS, - A2 G5V 3 R AAE, - A2
S7F AHEE T A g5 AR dAEHA #S, E
© - ¢35 5 Fgstet AMEEE AT 17 ok

Eé Asol Ao A

ICA2163
Aw:  safemaild} A1 Z-E YT,

safemaild?} A=+,

ICA2164 safemaild’} x5 .

A safemaildt A HU T},

ICA2165 2yl Al o] JEHEF S,

Ar: Y Alde] T8 FolARE FolZoM Ald A
HE AT & lsud. olvt= A2 S2teldEe
ofsll A&t Foll A HEHNOH, meba Alde] o
8] 27185 A EUFUH.

ICA2166 user idk}&218-2 2 attributedAd-S 744
& & sy, 2" 2= = retun
code

Aud: AbgAE 39l Aqnixar) 2 gE AL
42} golHulo] A2 REH 2 gH £4&
Utk Alz®l 2] ARE2F 3l Ao g,

AHg2E et Al2E A Aol Al Zoste] AFEAHY] )

olElHlo] 2~ HIAEE FAIJAHAA L.

ICA2167 network type&] client addressl|4 service
o o3& authentication scherde o] &g
user idk}-&z} zHolo] Als)a L},
Ao (A 1827} AAH AL 82 uH e A)
g3l AAH An) 2o daf FolEx ZESUTh A
S = FAE T4 VES A P2 RE AMuaE
SAPSUT, A2nE ZX): AFEAF el AT,

A2 S Al 2E B AR Al oAl L.
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ICA2168 71 %éf’_i serviceel] o &t user id
ol

A g ID7F AR Bl ZRAN Fol e
g Aslz A Aulzel oisl el RagU
Az' A AEA o] sy,

Ag2E S5 AlaE FE| AN A B AL
ICA2169 networkhost namell 4] method-¢l v g

A-8-3to] service§- AH-§-2F name& () 4
Moz Fdssiayh
A FWolA A8 8l e Abgste] add A
Hlzol tis] EAE AR olFE A PFUT

ICA2170 service| o) 8k user idk}-g-2} &eleo] A
<Yl auth method}l Firewall ol 5=
el 9lA] ekFUh,

Avd: ARE2E ID7F Ayl 2ol tis] ER1EA ZdsY
o, 84 A2 ERl R Firewalld] 550l 2l
A FHEUTEH A2=g 22X AR Elof] Ay,

A2 S5 AlzEl FHE|Abl A oS AlL

ICA2171 AA user_name] wHrld gz = ol
A U5

Av: dEr) Eder MAERA ZsksUTh o] Al

d2 27 AdFYT.

A28l Z2x]:. g AL FA dom Firewall ¢& A

|2 &l AFYrt, UserRes

ICA2172 AA user_ nam& HA ds5yrch,

Av: o] AL A AdFUT

Alz=®l 22 s AR A 3
T ARgA Fle Ay,
Abeat eub AR HZafAo] sl Firewall B2 Aol
Al oA A L.

<4Yth. Firewall ¢

H

ICA2173  AF8x}7} dleksl Alga} o] =
AHgste] maclste 3
A AgA7F AF3 ID7} Firewallol] <] &) A-go] o
oFE AF U

Al =8l Zx]:

user id&

2390 AR UL U

AR e BEAE o) A8A B ALE FQ A
828 ZAl ok FU T,

96 Windows NT& IBM eNetwork Firewall: 23]

ICA2174 Wi =244 7= <3 network type
2] client addressl|A] servicesl] o &
authentication schers® ©]-3} user i}
421 Fele] A F o},

Ay AHE AGATE AFY SR FA PS4

g3te] AR Aulze] s FUAs A RASUT A
SAE EAR F29 UEND FRORRE ANsE
2ARLYUT. ALA B aFe UR T4 2F
2 A8 AMASUT, A2E 22 A gl 4
g,

AbgA Sut AlzE Bl TelstaAL,

ICA2175 A2z} user namel] o] 3 Windows NT
LogonUser & ] AsfFcl, HF

2 3+ last erroryd Y},
A A" AF&A o] 2] Windows NT LogonUser API
TEo o3 FAFHA EIHFYTh., Windows NT=
LogonUserd 3] Zof nxu} Q75 HugdH5UT, Al
]z AFEAF gl A,

Abg2F S5 AlaE e A A EYEAAAIL.
ICA2176 4 & gle AHgA} #el 27l (scheme)

authentication scherd® networlel] 4]
componeng Al-$-3}e] user namé-2
A= qFYl,
Avd: A" AR &0 ~F(schemed] A FH U E
A2 HH A Firewall 78845 AE3t] A=
ALEApo] tisl] HoEH oy o] AEA FQl ~X
(schemey- & A Firewalld]l 5250 YA FHFUTH, Al
2Hl 22X AR &R 940 Ay,

AbEAE S5k Al2E B At Al Bl L.
ICA2177 SafeMail <17 Oxsession IB&(=) socket

peer namell A =415 S <54 o},
A SafeMaib] 4G E F]o] o]F o2 HE QIute= A
AL FAYFUTS. FHS 98 24" 92 ID W
7F @R EAFUT (U gd)
A28l 23] o] AAS AHEsty] fs 2E =T ts
) X =] A H U T




ICA2178 SafeMail A4 Oxsession I sender's IP
addressi| 4] recipient's IP addres® (2)

TEHAFU .
Adud:  SafeMaib] 4212 Ax-oH Mujole] HE=L A
Aow AAeA AEF F97F SRFAASUT. (BR
g )

Al =gl A

dolE Aol 2 AZgU.

ICA2179 SafeMaile] sending server's addregbA]
receiving server's address Oxsession ID

A7-E $3] message sibytes 5=l
#ud,
Aw: SafeMaib] UEE F HAA$H An] Alo]o A W
AAE BE3HoRE 14” PEUTH, o] AL A
ICA2166 = Al Aol A AAIHAFUT. o] wWAlA= &
AlE BRolE 7 23E o] IEFUTH (R )

ICA2182  SafeMailo] 4|4 OxSession IEE % 3}7]
ok& SMTP commandy 2wl F-of] 7 23]

<4t} o] FE reason code

Av): SafeMaidl W% 54 A% AnTo] fas

ICA2180 SafeMaile] 44 OxSession IEE sender’s

addressllAl skl sy .

Mw: SafeMaib] EAE A4 £AHTL = AR
Ho| Aee ARYFUT. (B )

Al 23] Aol FEEAFUT

[e)

A EAY YES HEe TAYFUTE. olHTt ol fF =
T 7 SMTP BE oA 2yt IBM Firewall =]
4§ HolAE Faste] AR 3he ol BAA L. (Y
W )
A" Z2x]0 AZo] FREHAFUL
AR S5 Hskal fES JRIT SAFHES FAl
<}l AA-E Sl E e $4 S A2 A
HE FTAIAYAIL.
ICA2183 httpd --> HTTP =ZFA] 4 3}

(filenamgo] AF& 71537 oS,
Ao HTTP ZEA o] A" 74 4dS 453

o ZASA @AY @ F gsUh,
HTTP ZS A7 Aahs 4] U,

A8l Sek GUI BEE fwhttp B8-S B3 TEAS
Asta ZEAE AAZEAA L.

Al 28l ZX]:

ARg2E S5 27 A4 dRSs FUAA F9 A
A g ARE Ao AL
ICA2181 SafeMaile] 44 OxSession IEE reason

codez <3l Fhatd syt
Awl: SafeMaile] 7] B ZTZAHE 13k &8 A7 2
AR nZ FAE AAE FEAFUT offF Z=d
= %Ol 23U, \01 - F24 AASH AW S
2S¢l \02 - A7 T Hl ek AwzE A
A ARE AAS Uk, \03 - FAIA A
d2e AFFUY. gdeHdes F UF
\04 - 1AL AA-H AW AR S

g4k, \05 - st O]N-,] Ao A7k Zggg
Y. ol EE=\F21ZQ AASH AW} ohe
A& ? Utk \06 - recv(ﬂ 0 Hlo|EZ HIE3<s
Uth, £429 m= 229 A4S AB7b \ges
e 4 dFUTE. 07 - recv(yt S4E HHEglS U T,

AN Zo)| ALY FAIZo| \FAALH AT GEHAS F

_\.L

r<>§

Nz O{N

)\
\__
s
ExUN

A5UTH, \08 - &F HHo] AYUXA Bo] FAHA
Ut \09 - select(f} SE W& SUY, S5
e FASd A AW \OERe = AH5U

T}, @404C WA A7} TiW 1 @™o 7] 2g T},
Aol FEHAFUT.

Al 2Hl ZX]:

ICA2184 Al & signal Noell A signal() &7 243,

safemaild £=
Ae): safemaildt]Ho] AlE A g7|S HAsH & o
A" 277 AR EFYT

ICA2185 Socket: 9 4 glS. safemaild’} &5

=

L=y

Aw: SocketE71& AIAMAFUT.

Socket: TE= npel=3d 5 ¢lg,
safemaild’} £539.

A ZEZ socketulI=E AL yT),

ICA2186

ICA2187 NzE d4Es £4F & 8ls.
safemaild’} c}A] A =3,

A A2 92 82 AidFyH.
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ICA2188  -le| diate] AR Al 7Hvaluge] HEH

%4 e,
Aol Uehde Al S W9 0.98 Mol B
A7k Bof AL HgHE AUge ZHFU

ICA2189 A FAe sl A 7+EE ghol AAH
2] skoksry ),

Ard: - g E AEEE Fe AlgsioF dut.

ICA2200 (servicefunction) WinSocket 2713} ¢ &

WSAGetLastError
Adl: WinSockets %713 w] {7} WA dS YT

AH8AE &5 WSAGetLastErrort UYEF & Al2=F 4]
g st AR MRlAE 1A v E A=

(servicecalling function failed functiore]
(7h line numbeg}l<l : WSAGetLastErroi]
Al A PFYct

Ad: AR HEQA 78947 Aot
A&z} S5k WSAGetLastErort U e & Al 28 24

£ FAst FAE AR (A 1A wiAEF)E AR
SHAAL L.
ICA2202 (servicecalling function) timeou®](7})

WSAGetLastErrorseconds :
HAsYrch
A A" AR B FF e e F xAE 3
o] Azre] z3FHUrt,
AHgat gsk EAR MEl2E AAdsn

Z3} o]l SHIMA L.

Foll AE=

ICA2203 (servicecalling function wl&2g ¢,
failed functiore] return valueZ line
numbei}¢l : WSAGetLastErrod| A &l
M4 ek,

A Wze QFI7F S UG, ol Wz
YUY, WSAGetLastErroE 73 g A L.

ARE2E S5 a3 FE RN, AlsH T
g ZFol| Al st Al L

98 Windows NT& IBM eNetwork Firewall: 23]

ICA2204 (servicecalling function filename &5 <

Azt ARHYAY el A5
o,

A AR Auzsrt A4E shdoly g ul M S
S BAD FLo] A 2FAY ol AT FYL A5
@ W eR7 BAYEYY,

AHeAt g5k EAE BQwo] EAS =AY eule 5
FADL AR A FlsAL

=2

ICA2205 (servicecalling function 3} filenameo]

sy 2 4 s
Adw: AAE gdol FUn. Ao 7P LdubE <l
Y1 Firewall I ZE FA4o] A7 AYYTE, A o
o 2RH dgde &

ABAA .

ARg2E S5b T4 Tdol gleA s e, T4
T2 W o] pYo] EA S AR oASY T, W
A Bl AHE 7HedHA SFF U AHlZ: tHER] &

SERRES

ICA2206 (servicecalling function 74 3}
filenameo| (7}) =45 SlF U e}
A BAE 74 3 F4o] ALE Thed F 2ol
Huoh W&ol S4EASFUS. &30 7P dukE o
1S Hdo] #For AHHAJAY FREA B
7 F7td AU,

/‘}%XF -5 74 AYE AdE Aok FuTt.

T AYFU(EE DY P ARS Y 9

Q)
E
ﬁJr%_‘% A¢AANL., 28T A9 Fxgoz Ay v
de AR&Ste ?‘4@_@ Firewall 74 H#H o2 9US A

ICA2207 (servicecalling function -4 s}

filenameo] (7}) wlo] 154 el
Ae: EAE 74 BEE 2 F Y gde] 3o
= vlo] AFYyg, Jds e 5 gle P 9wnE
I AL FAIE Aul e g o] FaEA e

Ay,
AgAE o TA whdel JUE SARPA L. 3

o] o FA WHH2 o] U HolHI Ae AL
2 7FIYT, F=7F AR UEiAe AEAE Zus)
AA 2




ICA2208 service session il 4 o] H]x.el o] BHE]
A user idg-2.=2 A =#Egl5UrT} (source
IP addressdest IP addy.

A FAE ZF AL A Sl AR 7 A E RS

ICA2209 service session i o] B] Rl o] HE] <

Al user idg oz F=E9HFYrch (source
IP addressdest IP addy; total bytesi}o]

E

A FAE 4 AL ZollA wARIZE A EHAEFY
o, A vlolE i A Soll AEE HlolE 5 U
Eduth AA mlolE S8 AR g Aulz(d:
ptelnetd}= 0= YEFHUYTE,

ICA2210 (servicg user id AF8-2}7} source IP
address(n| X eh) oz RE wrjd g3 &
AHgsle] 23908 A= FY

Ao ZIAE ARSAZE v EQE o HE oA EAIE F
2] IPREE ZAE " dE5E ARSSt Firewall
oo Ads AAsty dFU.

AHg2E S5 ATE 957 4E ruleserttt BHE Q)
SYth Alzdl Bl Aol Al oA AL,

ICA2211 (servicd user id A}-8-2}7} source IP
address(B.eh) o = HE whr)g ¢3S AL
£3te] 295 A=WFYh

Avl: FAE ARSATE Bl ofHE AellA BA"E &
A IPRERE] FAE WE 4S5 E AFESH] Firewall
o729 A4E& HdAstE PdsUT.

A St
&Yt

Asd 457t 43 rulesetttt w71 H A
A5l B Aol Al ZoEA Al L.

ICA2212 (servicd name A}-£-2}7} source IP address
(Rehel A gHem shd= iy,

A FWellA Bl o e Ao AR
B A" AR o]l &S FAYFUTH

=R IPEE

ICA2213 (servic§ name A}8-2}7} source IP address
(Bl BghellA dFz o= 5y

o},
Avd: FwellA BlEg ol HE o ZAH A IPE
RE EAE AR o] ES By

ICA2214 (servic§ name A}-#-%}7} source IP address
(lmehel 4] 2§t shelel sy
o},

Avd: Fwell A BIEQE o] HE] o] EAH
B BAE AFEAF o] Foll g Felel AsfjslEFunt,
AbEAE S5 THE 7he A e 9l AHEA o] Fol
s AR A9 AdYn. AR o] B Y e
SRS FEITHCaps Lock] S A3 A 2).

=27 P2

2 C

ICA2215 (servic§ name A}-8-2}7} source IP address
ERERRE I EREE L

o},

Avd: FWelA] Bt ol HE 4
El ZAE AREAF o] o Higt @
gt vk P bsA e A40e AR ol B ol
YRS 4R 9T AYD. AE4 018 gEE
HAaEAE FEIUT(Caps LocW]

Jﬂﬁ

ICA2216 (servicg source IP addregs] Beho g X

E] 282 named] YA 3=(AF) HEE

SEERIES E3

e SAFHAAY Zadt F&olA HlK
=] *ohfﬂ EAH ZHPZ] IPEXE BAFE AL

7F dAEA e dEE dEdEFUTH AR g9l )
|

ICA2217 (servicd source IP addre€s ot o = H-g
A7t name] A SHE(AF) dEE 9
B S

Ad: 45 WAl QAHAAY Badh F&oA Bt

oHE o BAE LA IPEREH BAE AHEATE A

AekA e T E AHFISFUT. AHEA <l HlolH

= ®AHA FRFUT.

AbgAE S5 s WAA HEES A8 dEE T Y

Aok guUth, 71 7heA e U dFE 435 E

25 48 Addo
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ICA2218 service session idd|Ad o] Rl o] HE] A
user idg2o2 AzE 95Ut (source IP

addressdest IP addy.
A ZAE ZF A Aol WAAZE AP E LS.

ICA3001 *73 5% A A A8-2F= socks connect user

name] o}uyz} ident user nam® Y},
A HQE 7] AET) AAFUTE, AFEAL o] Fo] &
AFA EhFYT,

ICA2219 service session idd]4 o] Xl o] HE oA
user idg°=2 F7 354U}, (source IP

addressdest IP addy; Total Bytesi}o] E,

A FIAE 7 AL EollA wAX7F AL NE
ok AA vlolE = A Fo dFE violE & U
EFHUTEH, HA vlolE & A YA Ee= AR 2=(4):
ptelnetd}= 02 YERHUYTEH,

ICA2220 (servicg user idk}F-8-%2}7} source IP addel]
A (BehA) to dest IP add® 7}A|A =
FA] AAE AR EY

Avd: 2k 7tA A ZEA AL Az A WA A 7F AY
AEAFUS. AL AR ID, 287 IPeE 547
IP7} Firewalle] =7 &A@ AlZ-guUth, BkSolA
AlZrEl AlAdRke] & 88Uyt

Azg) 23 MAH Z2AE S EFU

ICA2221 (servic§ 7 ar: Aol Yo Fo] Heol =
IP(Control IP addp7} ©l]e]g] 332 3of
Lo 9l& IP(Data IP add)e} Ux]5}x]

o} O
JE =

A nokg Sla(al: ¥ shol A7) A
Aol Q= Fofe] P Favt vloE

7 socket]
sockep] 4

o e 2
g

£ F4% Net DispatcheBE AH83t1 AU
oF AHEHE Agste Ao 23 &
Al =8l 220 BZHA FTP AW7E thg o]
3l=2 52 Net Dispatchert AF&5 11 Q& 3}
AQ. FE7} TE 207 ZE 218 B3 FET IP F4
T & &SR FASA AL,

ICA2222 (servicd Al Z2EZ ¢uk, RFCE &
F38kx] k= 9 # invalid string <l AFx]
%3t protocol string

A ZAIE AMul27 #FE RFCE #4314 &+ d

A B #AES FAdEUS. A ddE ¢ A

FUT.

A28l zx]: ®AE AH 2o gd RFCE #536tE &

golAEE AHESA L.

100 windows NT& IBM eNetwork Firewall: 33 A

ICA3006 clientll 4] count v}°] E, serverl| 4] count

vlo] E
Ard: W AR = sockd H 3 i Sefo|dE B A H
F2E A4EE HoE £8 Jebgud,

ICA3007 o 94 ¢ 2= sl d9Ho] AASF
5

= 5% 2eloldE HAe) Ao 5

7 AU, dAgel ol FFHx

71 Ad aqo] =2 u of vMA7}F AP,
3 Az AEE 4o FRAJLUD,

g o

: = socks5.conf¢he]
SOCKS5_MAXCHILD wj 7R <o) )& dEgynt, o]
RS FTTHNIIA AHE HAoR IAHA L, AR

start unused

ICA3010 dAAe] AAHYr} --

uselreal_usej@src_addr for dst_addr
(destination portl] 4 <14)

Ar: Ao AU

ICA3011 o] MA R} -

uselreal_usej@src_addrto dst_addr
(applicatiorel] /] ¢17)

Ard: QR Z 9] socketA A AFHLUTH

ICA3012 Aol ARHAFUS -

uselreal_usej@src_addrto dst_addr
(applicatiorel] Al |7 A &)

A 944 T2EA AFE AFAFUH.

ICA3013

CE R EC Y

select() errno




ICA3014 AAde] FrHAAFYC -
uselreal_usej@src_addr for dst_addr
(destination pork(count bytes from client,

count bytes from serveell A 974 £&8

Adw: ddol FEHMFUH.

ICA3015 dAe] FrIAJdFU -
usefreal_usej@src_addrto dst_addr
(destination host(count bytes from client,

count bytes from serveellA 974 £=8

Ar: AW R dZo] FRHAJUFUH.

ICA3016

Av: 7Y fetc/sockd.routet A AH A= TAE T
g g8 ARE x3elR| LHFUTh,

ICA3017 pid sockd procesd tfsle] 4 WS A

5 5.

el Sockd tj® o] /bin/sh &S APg & gHUTt,
AH8AE S5 /bin/sh o] A| =gl A ALE ThEEA] &
QA3 AL,

ICA3018 ¥ -~ use(real_usej@src_add= 5-¢
dst_add(destination pont= n}el =

A 974 S2EdA d4E ARAFU.

ICA3024

X

A
Ao fetc/sockd.routert L o] AEH o] LAEUS
Yt

3] line numberl] =t

ICA3025 3Y line numberl] ZHE= 3 &/AX I

L=

Adw):  Jetc/sockd.confatd o] 2R FEo] WHAE
[=h=

oy

ICA3019 & 2 E socks_src_name 2 GetDst()
2 5F: errno

A eF8 Adol dFd HAA F4 HEA 7.

ICA3022

AH:  Jetc/sockd.confa Lol ZEE FEo] LAE S

U

] line numbeE X E ZEFE 2= d=

ICA3023 %) line numbepl] 255 v,
Ade):  Jetc/sockd.confut o] ZHE

U,

ICA3026 3 line numberl] Z5H FE HT,
Aw:  Jetc/sockd.confit o] FEH FEo] LAEUS
Yrtt,

ICA3027 4 =g o| (exec status\"cmd’§o= Al

34U o
e EAE A 9ol AnYFUT

ARE2E S A ZRAXZE A" oA AR THE A

ICA3030 T2 3} (letc/sockd.cop d 5 ¢l
A ZAE g gig d7] 2o AuigFyct,

ICA3031 2}-9-8 3}l (Jetc/sockd.routes 9 4 ¢l

2 ermo
Ao ZAE o) g F7] 230 ALy,
AH8-AL S5k Firewall #2125 =34 AL, Firewall

AAAN HEE gdo] AFHAFUS.

ICA3032 2b-g21 319 (user name filge 94 4 2

: ermo
A 38 729 *=userlistl] A AH FUHS S 4

e,

ICA3033 Validate()2] ol7]x] 33 A},

A ARgAF o] E9 Identd A =0l AAHAFYTE.
Identd= o= £ 235 Yehiy SEASFUT
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ICA3035 client hos®) identd= A4% 4 g

Ad: A8 o] 59 Identd AF o] AAHAFUTE,

Identd= SH3kA dsuth,

ICA3039 o5 - 4 g3 V"emd"7t A5zt LA
=g U

Ade: 2R W BYAUT, 23 AAAS Fush

Al

ICA3045 AshP5Ucl - uselreal _usej@src_addr
for dst_addell4 94 83, <27/ X
H 3 2~E dst namel| dA=YFY

(dst_port (application),
A wels 2yo] AnjggUct,

ICA3040 25 -- shell_cmd fork() errno

A: Sockd tHo] fork() & F3l 5 ZEA2ZE A
3 sy,

ICA3041 25 - FEHE F4F 45 &
o

= .
Adl: ‘getpeername()ETEZHH LF7F AEHAHFY

o,

AR S @8 % DNS THE HAshA L,

ICA3046 A sl - uselreal _usej@src_addr
for dst_addellA 94 83, 2/ =
=: command causing failure errno

Ae: viRl=E @4o] HAsjgFuTt,

ICA3047 A|7HE 8 - use(real_usej@src_addr= -

E] dst_add® njel=
Av: d4d Aol FEHAFYL

ICA3048

A Jetc/sockd.confat o A A E wE o] YR 7Y
o

4 98] YF 7 command.

ICA3049 A7+ F2 -- usel(real_use)@src_addr to
dst_addr (applicatiorel] A/ 1A A7+ F=8)

Aw: A Azte]l FEAJFUD

ICA3042 9% - 32E Zglo]dE Fie] Ao
2] ¢oF& 9 & (Oxhex-command-receivid

A Zeto|dE §8& ZEIYPOZRE FARd WH

< FAASFYH.

AbE2E S5 FEPolAE T4 EAlolAY FEo|dE

o} Firewall | ##lo] Y3t e AYYTE.

ICA3043 L5 - 3Z2E client address] 5" W

Z (Oxhex-version-numbggy
Ael: Firewallo)l A socks 7 4.22 2|43y},

AR S5 2EMeIdE 74 ZAlolAY SEeldE
o} Firewall |1 #@o] A4 ¥+ AU,

ICA3044 Ao AFYHU ) -

usefreal_usej@src_addrto dst_addr
(applicationell A 94 84, ¢F =
: command causing failure errno

Ad: 92 240 dilgdsu.

102 windows NT& IBM eNetwork Firewall: 33 A

ICA3050 matched sockd.conf filter rule

Av: socks A4l o33 fetc/sockd.confatd o] I
B FA9U

ICA3051 AIX sockd_route()ell 4] remote address]

e el 2E S
A9: QAEdels BH9E JuE 22 5 gaud,

ICA3052

Al 319 sockd ZZA)29] userid® "nobody & A2 A
& glEyt,

userids "nobody’'® A &,

ICA3053 popen(AIX 2}$-E ~=3FE) o7
system error message

Ay ZFeE FRE 2] 93 ~3HE Ao A

dFU




ICA3054 AIX sockd_route()ell A x]= =<l o xe]
gt Ay,

Ad: 98] AR F3 A= T g ddo] A

FUt,

ICA3105 Z2A2 id 3 filenameE 24 5
$5.

Ard: (SOCKS422) ZZ A2~ id oY 2H4/227]7} A5

s

ICA3055 input line2] WA F7kel o3l
¢l AIX sockd_route() T-EEA <.

A Axd B9E 4R TEEN o RgUL,

ICA3056 input line] FHA F7kel o g x|
¢l AIX sockd route() T84 &5,
o}

Ae: Azd BPE 3B TEEY 0 FYY

ICA3057 2t ~38E &3 system error
messag% 2]+ = AIX sockd_route()ol]

ICA3106 Sockdl| A &9 #7] Al system error
message

Am: (SOCKS422) SOCKSe A& A g3str] Yt &

7] A=E7F AsfsiE T,

ICA3107 elul-$-= socket SO _LINGER &4 AA
Al9): system error message

Ar: (SOCKS422) A ztslA] k4T,

ICA3108 o}-¢-n}-&= socket SO _LINGER ¥4 A
A A9)]: system error message

e (SOCKS422) A ZslA] ey,

ICA3058 popen(AIX e ~=aFE) 27
system erroy

A QlEjsol s JRE 2] 1% ~ARE Ao A

AU,

ICA3101 Sockd Hl o] A% 257 - select(): system
error message

A (SOCKS422)tlolEl HEA 2F/FAYUTH,

ICA3102 Sockd Hlo]E A% 27 - write(): system
error message

A (SOCKS422)HolE HAFAl 2F YTt

ICA3103 Sockd | °o]E] Al ¢ F - select(): system
error message

Al (SOCKS422)HlolH 441 S &y},

ICA3104 Sockd H°o]E $Al ¢ 57 - read(): system
error message

A (SOCKS422)HolE £4l 2/ th,

ICA3109 < filename2] 3§ line numbepl] ZHE=

odt
_I}r.i i

Adul: (SOCKS422)Z &% 4 3

Jfu

FEU,

ICA3110 s}9) filename?] 22l line numberl 23
g ¢lgso]x x|

L5

Ao (SOCKS422)ZE® 4 &5 FEJYC.

ICA3111 I}l filename?] z}¢l line numbepl] ZHE
2 ZAx 1P,

e (SOCKS422)Z&H T4 & FEYUG.

f

ICA3112 el filename?] 22l line numberl] 2HE
o EAz| vfx=,

A (SOCKS422)&d5d 4 &5 FEYUY

e

ICA3113 filename 3} 2] number of linegtglo] =
M= AsYt
Ard: (SOCKS422)25d 774 & FE&YUt.

2z=A mAdx 103



ICA3114 9] filenemal| Al &3 P& IS 5
.

AH: (SOCKS422)7A4 1Yol Hlo]
ZEAFUTE,

g 3%

AAY, T2l &

ICA3115 ) filename?] +¢l line numbepl] ZHE

g s g/ 2=,

Ar: (SOCKS422)d%d 74 &5 TEdYT.

ICA3116 3}+9) filename?] }el line numbeel] =5
H o= x|
Adv: (SOCKS422)#%d 4 & FEYUTh.

ICA3117 I}l filename?] z}¢l line numberl] 2

#? 4 1P,
A (SOCKs422)Z 54 74 &5 F&dd

=

ICA3118 ) filename?] 2+¢l line numberl] 2HE

g EUA vpe=,

A (SOCKS422)Zd5d 4 & FEUY

=

ICA3119 9 filename2] 2}+el line numbepl] 25
€ mla,
Ar: (SOCKS422)d%d 74 & 7YYt

ICA3120 a}9l filename?] 2}¢l line numbeel] ZH3-
d xTE H3E,
A (SOCKS422)Z5d 4 & FEJUTEH,

ICA3121 %Al - socks A 9,

Aul: (SOCKS422)th2 WA A Holl Yo, S5 59l
TS 2 g gdZ37] g Aadun,

SIGUSR1

ICA3122 SockePll A OH-& B7)S 4 gl

system error message
Adul: (SOCKS422) sockdH ] H-& %713}3517] 913 £7)
Ao gy,
AHE2E S5k EAE A28 BEAE s 4dstal sockds

A A 284 A 2.
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ICA3123 Sockd A/ A2 F
Av: (SOCKS422) Sockd AEH o=

d2S 7] FdUH.

2 2713300

ICA3124 X% el sockd 27|13 &% - bind():

system error message
A (SOCKS422) Sockd® =713} Ad, tjwe] F
S5 AHFUTH
2bga Seb FAE A 2E EAS 8238t sockds
A A2 A L

ICA3125 %)= el sockd 27]3 &5

system error message
An: (SOCKS422) Sockaxy] %73 A9, fwo] &
SEHAFYLE,
AbgAE S BAE A 2H

SRECRREY

- listen():

1

A= 232l sockds

M
0]

ICA3126 ]9 =] ¢l sockd £+ - main accept():

system error message
A9 (SOCKS422) SockddH ¢l
FTEHAFYT
AHE2E S5 BAE Ala" EAE S 23t sockds
A A2 A 2

=g ), ool

ICA3127 Sockd AW 7} £2 AEE £,
A9 root X nobodyl ZEAAE Faglon, U
o] TEHAFTYL.

Abg2E o5k B A Ydt= A $ sockds AN AIESHA
Al 2 ("sockd & YHIAAAIL).

ICA3128 ]9 # ¢l sockd 7|3} ©F - socket():

system error message
A9: Sockd AW %713k A3}, HHe] FEHAS
o.
AR Sk EAE A 2H
A RECRRES

A

it

3l 23} 21 sockdE

o




ICA3129 2% A ¢l sockd 273 5 - failing

function system error message
Ad: FAIE <ol A Sockd AW x718F A, od
o] FRHIJFUT.
Al S EAE A2
AN ZSAA L

0

A
it

A 14331 sockds

ICA3135 Sockd 2.5 - failing function 2]¥l Z=

= Oxfunction return code
A sockd ABI7F FAE oA LFE ZAFYG
yth, tdo] F5guYt},

b Sk BFAE A2E EAE s Asta sockds
A A 2B A L

ICA3130 Sockd 2.+

message
Al sockd A B 7 EAH
Ut fo] A& Aut

- failing function system error

oA eFE AANE
ddol AFRHAY T8 F

= dHUT
AHE2E Sk EAV A&E W, sockds FA| 8L, ®A
d A z" BAE 43 o sockdE AA B A L,

ICA3131 3l7] 2 file name ©]Aol| 7= o o)
B & A%,

A Ide ¢S F gAY ZEE dHolHE x3F
yrth, ol WAAZF BAHS A3yt Sockds ©]
2 WA g A gl dHolHE AMEste e S A
£,

ARg2E S5 FAE FYAA LF/FE FAHSIAA L.
ICA3132 o & glv ZY 2 -value

Av: Z2AE FY27 JA4HA For, tde] F=
HAFUH.

A2 S5 RS FASL sockds: A A EHEHA A
(<]

ICA3133 o 4 gl wisHE S value

Ad: BmAE wARSFTE A4 HA o, Hrlo] F
SHAFUTH

Abg2 gs TR F%HaL sockds: A AIAHEA A

o

i S

ICA3134 A2 ¥ = &4 optionl and option2
A ZAE FAEL 4 AIESE 4 gl UHS

sockds A Al ZHEFA Al

ICA3700 WinSocket %] 3}

A9: WinSockete %7133 wj 2 F7F S LU,

ARt S5 B A 2E BAS s Astal sockds

ERE RNES

25 : WinSocket error

ICA4000 A A9 A% signabt

°

program

Hed: NxE FAgeng FRPUL,

ICA4001 STOP processIDE PIDZ program

A ¢gRE gue 225 JdAFUT. FRE wAA
Ayt

ICA4002 Al ID

A ARE AR YU

ICA4003
M B9l TEA2E AT 5 Asdh

3¢l == A2~ processldEA],

ICA4004 2 A el @ F. A% signaell =z}

fwpagerd =,
A A5 A7y

ICA4005 fwpagerd ] o] A=Y= 2] k-2, program

O 5106 2 o]o
s s 85

s
s

A ¥l YBEA BYOBE BF
g,

flo

o=
T

ICA4006 Z2A2 ID processles Al-g3te] A5

+ fwpagerd t® o] §l5.
Ael: O Za M2 ZEAMA dE S F AS5Y

ot

2z=A mAdx 105



ICA4007
A AR RS AdAgUT. RS MAAdUS.

START processiZE PIDE program

ICA4008 SIGPIPE®]| dj3}e] sigignoreE: A& & 4
STy

A Hoyg ygo]I NEE FAEY] Y3 AL 4

Bk EeaRi=

ICA4009 SIGCHILD ©] o3 sigseZ AAIT 4 gl

o

A 28 39 89 AEE Bus) A4 44e A
AgE e,

ICA4010 T8 Z2A2F AAT 4+ ¢l
A 28 Z2A2E 3R] Ys As AHS A
bR EeaRi=

ICA4011 Sockets: 4 4 8l

M. Socket @77 A FFUTh.

ICA4012 SIGTERM )| o3 sigse® AAE 4 ¢l

(<]

.

9 SIGTERM & SIGINT 2152 gH3slr] 93 2A
< Adgsyy,

ICA4013 Socket A|AHE- FAHE AAT 4+ jl5.

Adwd: Socket AR &4 AAS A PLSUT,

ICA4014 SocketH 7 FAS AT & ¢

A SocketF A w4 BALS AIdFUd,

oo

ICA4015 Sockets FE = njel=d 4 gl

YU,

oo

}é]

M. X EZ socketBv}Sl

rulm

éa

ICA4016 Socket A A& HAAT 5 ¢l

A SocketAZAr] S AFIAHUTt.
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ICA4017 TCP socket socke Al-&-3}+=

servName

A AR WAAdYG,

A 2~

ICA4018 = select() A+,

A UR g 5255 A9dsyo.

HHN'

ICA4019 new_work()ell A A z+at ¢ 5,

A new_work FEAM A7 YRE 2/
=

ICA4020 2 F(program): 2=EZ sockerl] & 4 ¢l

. Socket

A meol A g

gt S mE A
Ae.

ICA4022 S8 ¥,
A ArRg wAxdYT,

ICA4023

Ar: 3 A 8% AWIAFU.

ICA4024 L F(program): W9 vk 414 (minpri -

maxpr.

& -1o]A 5 Aol iyt

ICA4025 2 F(program): -n ¥4 A4 o Fa
= ID@carrier 32| o]ojof 3},

CA RS AW FEdYS.

SuE WY Ay TR




ICA4026 £ F(program): & 4 gl T2~E
hostname

Ay S2EWS AT & glsyt

AR S5 S2EWES IRISHHA L

ICA4027 2 F(program): ~E# socket: 4 4 ¢l
< ermo

e A 2& sockete AT = HYT

ICA4028 £ F(program): socket 4 AA S 4
$l2: errno
A SocketF A wAS AT 4 YT

ICA4029 £ F(program): hosel| 443 4 ¢l

errno,

S(program: 2~E3 sockerl] & F §l
errno,

]
2
..

=1

Ad: ~EZ socket] & F gl5UTH

ICA4031 g S gl WAl =

A mRdA 39 4 BAYUT.

ICA4032 WA 27} 7)ol dFHom dLE

.

A ARG AT, WAAZL Do) A%
LS

ICA4033 A2 A, e A2 (E)7F HEEA 4
Ad: HAAE 527] 718l A5 + s,
ICA4034  dateo](7h) AshF 5 UHID ID priority <

4 period % retryCount! A %) fromEntry
personName mesage
Ay sFo] 4FHoE AFEHA XsHH o]
FAFUT

A A&

ICA4035 A 713w A Al mesg(F) programell

A persore & 4 glsUyrc,

A 5% d7|EE A5 5 sy,

ICA4036 SUCCEEDED (D ID priority $-41 period
Z retryCountl A=) fromEntry

personName mesage

Ay 5Z0] dFHoE AFHH o wAAE FAY
Uk, ARE vAA Y.

ICA4037 dumpFile.(2) d=4 (ID ID
priority-$-41 period & retryCount] A]x)
fromEntrypersonNamemesage

Ay A AEHA B £ Usd A=s7] 9

st oz gEgun

d= 59 dumpFilell & 4 -5
Ao 9=z gds IS $

AR S AaE ATE s L,

ICA4039 IpcKey: OxlpcKey

A AR AR YU

ICA4040 retryTime 2] A A| = A 7ko] z3}= 9

e,
A ARE R olF mdl 2713 Anjdun,

AL S EADE HUAFHAA L.

B
N
2

ICA4041 243 & 7)o sl Azt WA=

WA .
A 22y &7 9A doHE 23 4 9
s4rtt,
Abg2F 5k smitty/SMIT W55 AF&3le] =4 3140 Al
2.
ICA4042 IES FAY 5 8-S
Ad: olnts 3E7|7F AR Lkt

Abg2E S5 22717 24 E A=A A L.

2z2A mAd= 107



ICA4043 ukE2} carrier7t A8} oF-S-.

Avd: (A H HEA7E E2AEHA gHUT

Abgab ggk smitty/SMIT Bl S AH&3te] 438141 Al

2.

ICA4044 WkE2} carriere]l DTMF A 3l¥ 57} ¢]

Aw: AP wkEatol] DTMF A3 s7 glsynt.

AH8-AE S5 smitty/SMIT Wl 7 E AME-3F] A SHA] Al

Q.

ICA4045 %%7] W& pagerNumber} ukEzle]
o carrLenel] B]sle] Y 71,

Av: 3Z7] MEr) dksRe] Hdighel vs) WUF 4

Urth,

AR S5 REEAe] HuigEt 22 o Bo g

& 5371 M58 ARSI R,

ICA4046 %Z%7] W& pagerNumber}
defaultCarrLer®] t]ZE 7 o|o]| n]s}o]
ISR

Ad: o] HAA = HEE o7 YR #S u G

[Rh=

AH82E S5t smitty/SMIT w78 A&kl A 3H Al

L. HEE Zdol& S/ L.

ICA4049 deviceNamiev/ol| A = dlo] o <51},

Aw: ARG mAAYUG. =2do] A xEA A
THoE AAHAFTUS.

ICA4047 ModemfilePathnameZ. =] s} 2]
lineNumber 2}Q1 o] #A]7F A& Tk,

Ao =y o fdo] Fa31A g EAE XFTF

yth,

AHg2E gsh smitty/SMIT vl 75 AR8-38he] A3 A

<.

ICA4048 Az] |devideviceNamel| 4] ==& o 4

#la.
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ICA4051 numinitTries YA = & 2el-& *%7]3}3

T =,

I_
BHES AU L.

ICA4054 4] 2] messag& tho|ddd 4 g2

;. WAAE HeldT F ey,

ICA4055 filename 281 3} 2] lineNumber 2}¢1 9]
A 7F dFH

Av: ZRd 29 Ao gdyguyrt,

AHE2E S5k smitty/SMIT WS AF8-3le] A3 A

e}

ICA4056 carrier Wt2t2] DTMF W3

(DTMFnumbel] tho] o 3+
A9: DTMF MEE WAIAY D
fFrastA Fsddh

ALg-2E &5k smitty/SMIT Wl 75 AF&35He] 4
[e]

& slgveh,
B Aol ohshel

Olr

FAI A




e
e
o
2
o
ot
N
j4'
oo

AHg2L S5 smitty/SMIT W7+ 5 ARg-3he] w4 vl 7)
M dAsA L.

ICA4064 b2} carriersle] ZEEFQF B4 &7
L1

A oy 71A 4oz 54 S /7 HAYS YT
ol oAl A =S 2.

Ab-g2F S5 smitty/SMIT Wl 7E AF&-3ke] REEA) w7

ICA4059 w2 Al A3 S5E FAT 5 9

.
Aq: dWAA AY FoEARRE $9e 9 & o

gul

ARgAL S5t smitty/SMIT w75 AFE-3to] Wk} wj 7
HEE AL,

ICA4065 23 $HS AT $ 8l

Aol mdo] 2o e $HE 4T = glsd
.

A8z & wd 2713 B9 2 A i)

= AL

ICA4060 327 idE AL 2 gFyrc).
A9 527 dg AT F glEU

AHE2E 5k smitty/SMIT W72 AFg3le] 357 M3
of HkgAl Wiz ASE FHIAIL,

ICA4066 uk&z} carrier’} 218 Alxe)| Lg}slA]

&

Aul: wkExyl 208 AR $9EA egksuth,
421 S5k smitty/SMIT vl FE AH&-3he] vk} 7|

HEE A g OA AZSAAL.

ICA4061 A5

ICA4067 carrier BF$2}7} receiveDataString- (&)

e o},
2 OF wAA == 53 F wAXA

AR82L 35h smitty/SMIT w775 AR&-8he] Wk} v 7)
HEE AT o5 oA AR AL,
ICA4068 bzl carrier7t 212 25 AS A

B,
Adg: WEArE 232 55 ES AdPdE U

AHg2E S5 smitty/SMIT W75 ARg-3ske] w42} b7
HeE AAsA L.

ICA4063 wk22} carrier23E numTries A = 3

go-ahead =41 A9,

A BEEAE FA 53 Y = AU
Wk %
0

A2 S smitty/SMIT W75 AM&3ked Wk wj7)
HeE AT vE Al AEs A L.

ICA4069 1wkt carrierel] 3 w4l 2] © ol
ConnectRetryMaxd A] = F3= o ]3] 4=
RSDE=

A WwERTE S8 S A, 229
2z Yol A=Y,

=

o

3=

rlo

e WA= 109



ICA4070 uk&=z} carrierol] o 3t | A x] A ko)
maxTotalTriesAld 92 Az o3 4
R

A AAE 35 o] F whEate] H&5T  glsy.

ICA4076 wkE=2} carrierel] i3k Hd 212 A=
7} 2335,

A NS AARE A= 34 ojuld] SEsk=d A
HPEF T,

ARg2E S5 WEEAF v SE E1E A Yol HhAl Abg2E S5 HEEA ui | HSE S Yol thA
NE3HA A S A EBH A L,
ICA4071 2 F(progran): ¥FEz} A =E ¢ 3 ) ICA4077 H A x| go-ahead’} wF4-z} carrier= FE]
2elE 9% 4 g5 ermo. FAH A
Ay A2® e vry g9 27571 7T, A WEE217) go-aheadZ & Eo| dislte] SEs=d A
s AEFY T
ICA4072 £ F(program): HHEA} A E B 2E| ARg2E o5 HbER i HSE SIS Yol thA
Z718 4= ¢12: errno, A=A A 2
A ojlulx HEEATE EA8HA] 22 = JdFUT
Aeal ook WAEA SEAS Selaim T Alalal ICA4078  E5& AT 5+ 95
AL, Avd: dEA7F dEs] Yty EES AA4T & ¢l
SFUo,
ICA4073 phoneNumbeit| 4 wFE-x} carrierel] o g AFE-2F S5k smitty/SMIT W75 AF&-3Fe] HH52} 1 7)

dlo]e] 17 o] retryCount A = o] F Al
3.
AH: dlolEl AZo] ALyt

A8 S5k smitty/SMIT 78 Abgsto]l ma At
DA WANEE WAL,

ICA4074 w42} carrier?] |

AAE o) F 44

O
3
52
32
oo

A WEA7E ID BE SRISH ZEE W §F
of A PFTt,

2He2E S5t w27} TeleAlphanumericZ 2 E28 A}
|3t=A FRISHAAI L,

ICA4075 nkE 2} carriere}e) 21 =% A ¢
‘?T‘
A o 7ix] Yoz Al o7 #AE £ Us

et
AR S
ERE

=

h smitty/SMIT WS AF&-3te] wkEx) o 7)
A L.

it
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WEE WAL,

ICA4079 ukE2} carrier7) WA 2] A ebel] $ghslx]

A 27 HAAE At EAVE sy

o smitty/SMIT W75 A-&-3ke] Rkt w7

ICA4080 ukEz2} carrierz) W Ax] Ad =5 A
< AW,

A BRI AR HeE =5 dd S AYIEY

A2 S WEEAR w9 me 27)8 E24d

ICA4081 wkE2} carrier7} W A|x] == $£%7]) ID
E ARNS.

A BEA7L 537 WA BE 5F7) dE AR

A2 S5k 5Z7] id, £%7) S35 D wER )




ICA4082 wkE2} carrierdl] WA x] Ad =5 £ ICA4088 tZE 3} defaultPathnam& 4 4 $l
25, &

Ad: oy 7Fx] Yloz B2 /7 HAT 5 A5 Ay T4 UZE fgdo] EA8HA EAY ZdxE d

Urth, S JHR| AL U,

A2} S5k smitty/SMIT W75 AF83Fe] WA} ul7) b8 S5 o] EAE A o FeF de FAE)

HEE A AL AN L.

ICA4083 vtz carrier2 3-8 maxTries A A| = ICA4089 AA3stA] 9& YZFE ko

O

el 541 A,

A o] HAAE WHEATE 3 Fo
42 AT,

2} S5k smitty/SMIT w55 Apgate] wk2} uj7)
TE HAAZ O FAF A AIEFAA L,

MY dde A

N
5%
rlr
o
o
)

ICA4084 <EOT>E HE£ET & 98,
AdH: mgo] <EOT>E H$E + fluydh.

AHg2E e 2Rl A2 8 2718 LS ElEHA
N

defaultPathname

Ad: 259 HZE stdd Fehe delHrE syt

AH8AE S5 smitty/SMIT W7 & ARS-SEe] 4 314 Al
e}
ICA4090 t)ZE 1<) defaultPathnamg] z}<l

lineNumepl] 255 <% 34

He,
A WA HlolElM o] 2 Thalel ZEE o 54 W
57 v,

AHg2E &5 REEA HolE Mol 2 & A AL,

ICA4085  <EOT>el| oldt S5+ 5418 5 918
Au: mdo] <EOT>0l o T

.

A S5 29 9F R 2713 EAEE FlEH4
AL

ICA4091 O ZE 3} defaultFile?] z}el
lineNumberl] 255 B e =& Zh

Advd: HkEz golEuo]s Tl ZEE BT §o

AFUTEH,

Abg) S5 WAl o] Ef | o] 2~

HUg AL,

ICA4086 ul4=2} carrier7} <EOT>¢l| 25+3}#] o

ICA4092 o ZE 34 defaultFile2] <l

lineNumbeel] 2t dlo|g w®|E Z}.
A dkEAl golE o]~ e ZEH HolE HE
ol AHFYTh.

AHg2E &5 REEA HolE Mol & A AL,

142} carrier7t W84 48 5 gl
SFE /I dHeHE SIS

Ad: S AFE dolHel 39 5 flsyd.
o

Abg2F S5t smitty/SMIT Hl/FS AR5}
HEE AP AIL.

ICA4093 o E£E 39 defaultFile2] 2}9l

lineNumberl] 255 siiz]€] 7k,
Aol w2 glolEwo]l 2 T o] ZEE wglEl Fhol
AFYTH
Abg2t Suk Wk} HolEjHo) &

SHUg AL,

n=2A wAz 111



ICA4094 O ZE 34 defaultFile2] )<l

lineNumbeel] 5= A x| v E z},
A wgs) HolEwo] 2 wale] ZEE AR HE g
o] AFUH.

Ag2E g5 REEA HolEjHo] 2 vl & A AL,

ICA4102 (program): SIGTERM/SIGINT | o &

MxS AAT 4 g2 ermo,

Adr: Alz=E 2R Thsol AsUH.

}ol' &

ICA4103 -rr(program) uk2£z} carrierel] o) &

2
ICA4095 defaultFile o} 2 3}l <] lineNumber &} Ay ZRS AT + flgut
dell 2%d 2 tag ik A=A @ gl Sk A" mE 74 2 2718 BAGE 8
Tﬂ"’] E]’ 3]_@ /\]i
Av: kA dolEwol 2 Yo FEH "7t AF
H. ICA4104 HkE2} carrierell o gt tag 7.
ARg2L g5k WAL vlol B2~ 9Y S A AN L. Mo wE ARyl S2EgsUt, gos HoT g
9% 54 FEYL = eyt
ICA4096  PiAES 7F AR S Agat g5k mE T4 A 2R BAT e
Av: ARE wAA YU, A g1 Al &
ICA4097 2 F(program): ¥HEAL B AEE AT ICA4105 ukL2l carrier7t 2ol = shibe] Az
& s, Wz A, 5 Jdslof .
Av: Az® = WE2E BAY 7FsAdel dsy, Avd: wE27F AP E g oF ).
AHg2F 25k smitty/SMIT W72 Agste] A3l HEs
ICA4098 £ F(program): & wkEx} gty FIAA L.

carrierFile 2.5.

e uksa HlolEulo]~ B 2P AREH HlolE
7F dEU T

AHg2E SE ZEE Bt A=A WAL o] B o]

2> TS FRISHAIAIL

ICA4099 % Z(program: IPC EZ ermos 94 4
oo

ICA4100 £ F(program): AMA = 2| 2~EE =A%
S ole. duel #A sbe

A A2" o F == Wr2y 49 7Feol AsY

=

ICA4101 £ F(carrier): tj7]<, page_q_eres =4
& 4 %l pageQEr
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ICA4106 CarrierFileName 942 4 4 iy},
A WA glolEw o]~ gdo] EAEoF YT,

AHg2F 25k ol ¢lom smitty/SMIT W 7S AFE-31¢]
d S ZAAG3AAA L,

ICA4107 lineNumberz}elo] Y& 71y},
Avd: WkEAF glo]Euol 2~ vt o] o] UF Yt

Axe ol YA WA HolE o]
FAE FASYA 2.

ICA4108 2}¢l lineNumberl] & 4= gl i1,

Ard: wgA dolEulol 2~ ] & % gl B}
ZA g,
gt Sk 2R

2 S A

Bl 17F A=A wkEAE vl ol Bl o]
L




ICA4109 z}¢l lineNumbeel] 255 A 2
A HbEzl gojEwo] 2~ g AEH AF2T &
AU,

ARE2E &5 ZRE A2 A=A jEEAR H ol B
A o

ICA4110 carrier W27 8% ko mw A=k

Hyh

ICA4112

¢

nkE 2l o] Fo] FEH YA gl
lineNumber} Y3 2,

g o] o] Fehs dgyth,

™
At S5k smity/SMIT W75 AFgake] weAs F

ICA4116 z}¢l lineNumbeg] Zlo] &AN3}A] oS-,
Avd: F9 g2t EEAFUT

AHg2E g5 smitty/SMITE AH&-3te] ¥l B=of ghs F
7FetA Al L

ICA4114 z}¢l lineNumbeg] Zke] Y5 7.

Avd: Rk dlolEH| o) gdollA T 71 o]
AEAJAFUT.

AH2E S5 REEAL dlolE o]~ gt oA 71 & A
TAAL.

ICA4115 2}el lineNumbeg] T35 el tagZ} &
A4,

Ad: FE5E 87 HAHAEFYT

AHE2E S BEER) dlolEHo] 2 Bt oA FEHE H

3E AHASA AL,

ICA4117 7k-& g}el lineNumbepl| 4] Y, Yes, N =
= No ojof 3,

el o] YEE=Y, Yes, NE= No = 3HE He =
FUct,

AHE2E S5 smitty/SMITE ARg3le] fET HolHE
F7FetAY HASIAAAI L

ICA4118 Zke]l 22l lineNumbeell 4] 0.t} 7 o

.
A o] == Fgofok FUT.
282 S5k smitty/SMITS AF&3te] 2hS S5 WA
A L.

ICA4119 Z}¢l lineNumbee] Zko| zHEE 9l
Aud: A" Yol A ZEd Fro] dAFASYY.

AFgAL S5k smitty/SMIT W& AL-gatel g8 W 7s)
RS

ICA4120 name %217 frEStA] ekom = Ak

Huoh
e LA AF U
21 &5k smitty/SMIT vl 72 AH-g3to] Fa3 Ht

ofy

ICA4122 g}l lineNumbee] F5% 1 tagZb +
Al

A wrEzr ~Ezo A FEE gt A sy

=

A2 5k FEE S x3stE v 2BAE A

A L.
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ICA4123 2 F(program): IPC EZ& 948 5 81>

. errNo

Ar: Zg o] IPC EEL 98 & 3%

T
e

ICA4134
Adw: =29

-

8 £8 : Oxterminator

2713 JEJYnt.

ICA4124 2 F(program): 719 ¢V =& o F
pageqErt

A9: zZzadel dr1de 92 & gadd,

ICA4135

Ao we

theld: dial
2713} ARAYG,

ICA4125
A ARG WA A,

count tj 71 5,

ICA4126 ID idE 7}A wAA] 7} AHA H ) S-
Av: ARE wAALYTH

ICA4127
Aag:

71 ID id7} 92,
ARG WA YUY,

ICA4128 2 F(program): ID id AHA] A= F 2 F

pageqErr
Avd: o ID AV A RS AFUL

ICA4129 Key+ entryKey]|w] W$-2 @ ptr: ptryd
Y},
A ARG wAHR o B3yt

ICA4136 tiold UA] AHxA]: pause
Av: 28 273 AR YU,
ICA4137 tlo]ld #: diallb

A B2 273 AR YU
ICA4138 tlo]d *: dialstar

Av: 28l 273 AEYY,
ICA4139 A 3E7] 493 hangup
Ad: B2 273 AR YU,
ICA4140 2

Adr: md

ICA4130 =% SA:
A =H 2713 AEAYT,

ICA4141 33 ¢94: validConnect
Ay g 2713 JRIYY
ICA4142 wkEF: echo

A wy)

ICA4131
A 2y 2713 ARAYH,

o] =: modemName

ICA4132 %713} E2}4: initString

Ar: =2e 273 Ry,

ICA4133

CERER

43 »=: command

718} AR YU,

B
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ICA4143 e Oz g 2= PUTS(d) txd->
outStr

™. =4 handshaking®d B¢ t}h,

ICA4144 =¥ oW1 #3Z=: PUTC(id) txd->
outStr

Aw: =4 handshakingd 244},




ICA4145 w2 w1 7] = GET rxd-> record id

A =4 handshakingd 244Ut}

ICA4146 2= o2 g zZ=: INPUT(record id

A=: =@ handshakingd 2 ¢ U T},

ICA4147
A": »d handshakingd 2 Y th,

2el o1 g 2= ) rxd->

ICA4148 2H o1 gzZ=: WAITFOR( record id

A": =@ handshakingd 2 ¢ U T},

ICA4149 39 AZE BE AT & 5.

A SIGCHLD A3 & EZ FAFAAL.

ICA4150 5l A3 E £33 + ¢lS.
vl SIGCHLD Al5E EEZ3ls4A L.

ICA4151 AlE 7 filePathname] 4312 ¢

do oie

A ARG wWAAYYT

ICA4152 YA E 71 filePathnamed <4

A AR WAAdYT

"
g
o

ICA4156 filePathname ¥ A5 L 2] lineNumber
ghelel ZEE F4 address] (7)) 1o

#AHY e,

A YAS el 29 ZdRE EAF dsde. A
HE AR YU,

ICA4157 HAlF Y filePathname] )¢l
lineNumbepl] 235 3 2lo] 9gJoms It

A1,

Adw: YGAE ddel 22 238 A dsud. A
BHE mAAdY,

ICA4158 HAE I filePathname] =}l
lineNumbeel] #jA) 2|7} glo o=z FA

=)

.

Aw: YAE Lol mWAAZE flEUT. R mAl
Adutt.

ICA4159 ¥ % 35+ filePathname] =}el

lineNumberd) 7] &%, A=,
A fAE Fdo 2 ZxHE EA7)F st A
BE vAxdYT,

ICA4160 filePathnames} 9 €] count #4217} k5

H4ch,
A Ang WAL,

ICA4153 HAF Fd filePathname] 3 o] Y5

)

A YAE o] 92 ZRdE EAE LI

N
h!
it

ICA4154 YA FY filePathnamel] AF-85=2] o
= dlolEl7}l Sl

A ARG wWAAdYS

ICA4155 filePathname$ A & s} o] nlojlHY

o},
A AR WAAdYS.

ICA4161 (program): U5 gk A4 sh9] @

u

Abg2F S5k smitty/SMIT W72 AFE-3}
Elujo] 2~ 3t 25l Aol udS HAsHAIL.

ICA4162 3t9) = program&(Z) execd 4 g5y

c}. : errno.

Arg: Az=" o F 7heol dFUH.

n=zA WAz 115



ICA4163 L F(ermo): A s E B1E 5
glS-. program name

A Az" 2 F 7Hsol sy

ICA4172 3E7) A% H3d &,

Aol Ang AT, wAAe] 2 ey
o,

ICA4173 HA%E 39 warmstrtFiled] & 4 ¢l

A GAF o]l EAEA &e F=E AFUT.

ICA4165 3% vz} g ¢ F carrierFile 5.
Avd: WS dlo]Euo]~e HE ZRE HolEYt &
o] AFYL,

AHg-2F &5 smitty/SMIT w75 Abg-sho] vEEA} o]
Huol 2~ 23U HAsA L.

ICA4174  use@ hoskllA] time STATUS-REQUEST
A Y 27 ARE IAFUG,

ICA4166  Aug WA, IPC 7]

OxlpcKeysd Y =t
A ARG WAA YU

ICA4175 usei@ hosell 4] time SUMMARY-

REQUEST
Adw: 89 87 AREE TAIFYH

ICA4167

do

7|14, page_g_errs AT 5 ¢l
pageQery
Av: di71g 248 AI=E7F AU,

ICA4176 7] & count

v 527 di71de tird &5 & Astdun.

ICA4168 32 9AF o] A(timeel 2=

sy
A ARE AR YU

ICA4169 objfrom messag¥ priority numPage-4

3lp
4o ARg WAA

ICA4170 frommessagd| 4] alpaPage@carrier
priority $-41<=$]-p

Ar: ARG wWAAdUT.

ICA4171 priority -p priority -n numPage@carrier

from from message

A AR WAAdY.
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ICA4177 7Hd 28" 35 timedl ID id AL

Ar: diZ1de] 7 edlE dES FAFYT

ICA4178

e Azd o R Jbsol dsUd

ICA4179 24 = AAHS A

=l
Adr: Alz=E 2R Thsol sUH.

ICA4180 page_qg_print(ell 4l PAGE_Q Alvtx o] &
kg2 e3% £ ¢S ermo.

e Azd o F Jbsol dgUd.

ICA4181 page_q_print(ell 4l PAGE_Q AlmlZ o5

d==% & ¢S, ermo,

ICA4182
v ARG dAAdUS

2 3 headLink-> 9|4 #] ID: id.




ICA4183 <-A14=9]: priority,

Ar: ARG WAAYUT.

ICA4184 °]=: name
Adl: ARG WAAR YT,

ICA4194 page_g_engtamemessagel 4 PAGE_Q

Atz g o223 £ ¢S5 ermo.

Adw: Alz=E 2R Thsol AsUH.

ICA4185 wk4=2}: carrier,
Avd: AHEE wWARYYL,

ICA4195 page_q_enq@ 4l PAGE_Q Alulxol &
d=2=F 4 gl5: ermo.

A Al=E 2R/ Thsol FU

ICA4186 w A ] . message
A AR WAAIYL.

ICA4196 page_g_enq(): D) $4<=4] (priority) ©]

ZE(nam¢ |4 2] (message

A AR WA YU

ICA4187 T4 RAME 7132 4 g1, ermo
Ao A2=®E 9 F 7Msol AdHFUT.
ICA4188 FH RAM | AH&3 gl2. errno

Py
T
A Az oF Jhsel dgu,

ICA4189 PAGE_Q AlutX o]l & 714e 4 ¢S

Adw: Az=" oF 7heol sdt.

ICA4197 page_q_head@|4 PAGE_Q AlulZxoE
=23 4 g2 errno,

Ad: A2=® 2F 7Hsol JFUTH

ICA4198 page_q_head@4 PAGE_Q Aol Zo] &

d==d £ glS: ermo,

e Azd o F shsol dguT.

ICA4190 page_g_create@| 4 PAGE_Q A|u}Zo]E

271318 4 ¢l ermo,
AFY T,

AR Nz" eF Thsol g

ICA4199 page_q_first(pl 4] PAGE_Q AlrlE o] &

ttez2=3% 4 ¢S errno.

Ard: Az=" e F 7heol dFUH.

ICA4191 page_g_create@| 4 PAGE_Q A|u}xo]E
AAE 5 fls. ermo,

A Azl o sbsol dgUd.

ICA4200 page_g_first(pll 4l PAGE_Q Alvlzx o] &
d2=% 4 g5 ermo,

Ae: AzE o bsel dxyd,

ICA4192 page_q_empty@}l4 PAGE_Q Alvlx ol &

=28 4 g2 errno.

AT

A Az" 2R Thsol

ICA4193 page_q_empty®ll 4l PAGE_Q Alvtxo &
d4=2=% 4 gl5: ermo,
Ard: Az" 27 7Hsel dsyH.

ICA4201 page_q_next)l4 PAGE_Q Aln}xol &
2= 5 g5 ermo.

A A" 2F/ JHso] AdFUT

ICA4202 page_q_ next@l4 PAGE_Q A|u}Zo| &
Ad=z=3 4 gL ermo.

A Al2=® 2F/F JHsol AFUTH

ICA4203 page_q_tail(pll4 PAGE_Q Alufx ol &

o2 =3 4 ¢S errno.

A: AzE 9F Jbsel gt

n=2A WAz 117



ICA4204 page_qg_tail(pllAl PAGE_Q Alvfxol &

Ad==3 4 glS: ermo.

ICA4205 page_q_del} 4 PAGE_Q Alvlxol&
tte2 =3 4 g2 errno.

v Azd 2F Mol ey,

ICA4206 page_q_del} 4 PAGE_Q Alu}xol &
d==% 4 gl5: ermo,

Ay Az" 2R Jbsol dgyth

ICA4207 page_g_delD).
A W1 ARJUT

ICA4208 page_q_deq@®l4 PAGE_Q Alvlxo &
tfe2=3 £ ¢S errno,

A Az" 0F Jhsol dFU,

ICA4209 page_q_deq@l4 PAGE_Q AlulZe|ZE
dz=3 £ gl ermo,

A Azd 9F 7bsel gyt

ICA4210 page_qg_del(): ID{d) $-* <4 (priority) ©]

S(namg | Al x](message

A ARG WAA YU

ICA4300 H3E F=

==
z
A H3tE B FUdH.

A AT E told FYUT.

ICA4304 CONNECTED speed

A": peedbaudgol] A2

ICA4305 A7 = g Snmmn

A SZ7] ARl AFA ] AAEJFUT

ICA4306 A5 Reo g3t =2E 24 F

Aul: AF 2o gigk T2EEE o4 FAYd, "ID="
7 F

ICA4307 ZEE OK....

Aw: ASAZFE "ID="7} A BAFJFUH.

ICA4211 page_g_walk(P|4 PAGE_Q AlulZe|ZE
the2=3 4 gl ermo.

A Az" 9F Jbsel dsuth

ICA4308 2AE mE 8FH AL F,

Ael: ID 2 SSTE 3&7] Anl2 A

Juieh,

o

2 A dE F

ICA4212  page_q walk(Pl4l PAGE_Q Al|wt=e&
d=2=F 4 glS: ermo,

A AzE 2F 7Hsol st

ICA4213  PAGE_Q7} 7} 2,

A 5F di7]dol 7HSREUS.

Aga s AT A 5E Ee AESAA
o
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ICA4310

Ar: AR E5S AF

w4 2] g

o o




ICA4311 Az 7] F

v ke t7] AU,

ICA4312 Ack $4l,

ICA4313 NakE $A1Y -5, B5& A LA
2. NakTrieg] =

Ad: NakE F28e. 327 AlFA7F AdES 27

Ut

ERAH o F, BES AHEHIA L,

A ElAL o/, E5S AME AU

ICA4315 HkEzl AAd F8.

A 227 ASA7E dgtE FEAFUC.
of thsll AlFAANA EeletaA L.

=AA

ICA4350 fwpage arrier="..."odem="..."D="..."

sg="..."h/msgtext>

A fwpage AF&H.
A L.

7S Qs g A=

ICA4351 This I o] gl )

A Fde] &xlE Yy ER "o =X BEd 3
AL ol e, o ZEE ALL3H W carriers.cfg,
modems.cfg¥ pager.cfgg ZHAd sl oF gUth,

ICA4354 What 25,

Ard: BRoxgo] ZAxHE Ae Fa3% 342 600, 1200,
2400, 4800, 9600, 144@14@ dlo] EQ o] g HIEV}

e A FES 4L 7, 8dUn. AA wES &
8 A5 a5 %’ﬂ& 12?5143} ofx2hel HFo7t
AEE A4S dE2 RAZT o] FolHoF U, TE
Yol 59 A, TAPRE] o] WAolX Adgytt,

AL BmE xlolx] Bolal AL
o 583 S OEFF), E(ﬂl"

sa), M(Tt)dYth, COM 2EV £9 7
3 48 COM1, COM2

o o7 .Yyt coMm 2E
= o] HAoA 10Kt ztotof gy}, AR FA7}
Ed A9, EF AV EA HAAE Rl L.

ICA4355 where &0l wj7/jH 2 AASAA 2,

/\
b
Ae: herell iAMSE AT S AEUT
W5E BAstn oA AESAAL

ICA4356 Wherl| 4], COM ZE ¢l7] 25,

AH: COM XE 971 LRYUT. B3 wge 44
S oAl A=Al L,

ICA4357 Wherell 4, COM ZE 27| 257,

Aw: COM ZE 7] &7,

ICA4358 What 4% 2 5.

A9 haterror 2
A3 AI L.

44, 21 9de Flstal LF/E

ICA4352 What 3}l o] &A%
ZERE g alo] oy

g shof Fuict,

ICA4353 Whae] W5 AUk 44 oA A =3}
A L.
A hat] WS Utk Folil TA] AJE3HA Al

ICA4359 Max A] =7} Where&(5) 23354},

zgg¥ =
600l 603 do] HAAL, REF
AP EUT, o] A5 st=dlo] A28 AR,
i% HAAE 108 103 AFs)] RAA L, 25 A
FUH. & AFAVF dHAE 7 dFUT

9. com EEE

ICA4360 bzl At S o 5

*pCarrierPhoneNum
A W m}lﬂi ol 01*45411 e
AeUth, £4F 29

= =2k

i
>
N
e
N
0
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ICA4361 Al 3% AlgAke] mdlo] dAnkyg oz
2400 v] gko]ojof g},

Am: o]AL tx AugdmUn, 3% AFTAY = A EFAH /7 UF BoBZ, o] AIRE T
g £E= JdubFow 2400 vjvre® AU duot
ICA4362 2Hls 27|33 5 gL, ICA4370 Ui we Nak7h 45 ons =2

3 A AESAA

ICA4363 mdlo] ¢ FE e YFY},

A =E $4 eF

ICA4364 Com £E 97| tries try 5. 1E
A =

A™: com TE €7] 27, olnfx g2 ZZ Tl A

AHE FYUTH Ao R 1—1:1H°ﬂ Al AI=FY T

ICA4365 tries Al oA 3% A4 A, 182U
A =,

A & A5 Av, 48 dUS dHH 2 ¥

A& FAFAAA L.

ICA4366 WAz 7} v ol e,

Avr w2 JadEdun, wWAA 2oz v Ay
o A A=A L.

ICA4367 Wi Aol gte= Hdf w4z Ao AA

). msg-length
A A& o] mAA] dol7t 802E AHeold R
Ao gt ABE, Ao wAA ZdolE HEE Hol2
A2 L.

AR

Fogde
A 5%7] AFAZEH UF B Nakh FA1EH A

omg o AEE Fudho,

ICA4371 3+4~ FunctionNamé AF-2-3te] COM =

E o4 szComPort} Error Numbes A%

3 ©
=]

Ad: dAEEE st A AR L.

ICA4372 do] o2 w2 MEASUh .
ReturnMessage
Aed: WARE B8y 2HUth, QA=A 94 *q

oome g 98 agksdn wEA 9l

o, goldEe] glEUt. 53 FYYT. O‘jol STy
[Bh=
ICA4373 (function namp =¥l == ulEzl =z B

4 F ¢gle o] AlFEH S, charl,
char2,

A9 o] AR E Firewalle] 3% 7]50] ¢14eA &
ste 2oy WEERY & $

charl ¥ charz= S%9] A& 284}

=g Jerye.
AR S =8 Aol MEAE AES & >
g S onE ola @ wi of HNE ASFHAA
L

ICA4368

A COM ZE 97] 279 A%, 748 dlsta
Al AESA AL, COM A 2]
EAdUT. COM A &
oo teld HE dE eR/A A
Utk Haye 3 =#1lA] 113 .

A 27 A BF 227 ASAVE TAP Z2EZS A

%x]: Where &5

4

>
>
to
Y
ofy
O
T2 N o o o po T g G
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SKIT 27]3}el Asisuch, el 2=
+ return codél.

Aw: 1ol socket2 737t Aujdls U, SKITEHE
gy Z=7F ZAEY

ICA5005




ICA5014 44 ZeloldE HI A7} £E server
port #2}2] dAE di7|slar 35,

A sslretbll is FA4E XE HE7F SAEYT

ICA5015 chpQchplchp2chp®lAle] 944 44

Aw: geroldlEe 1P Favtk £AEUL,

ICA5017 Bak sockets: R 5 gL, Id4
skit_secure_soc_init retcod& function

retcode

Adl:  skit_secure_soc_init{} Ao = Z 1k socket
< FR2E F glsyn,

ICA5018 245 4=l (slave) A®] cipher 2%

specl spec2 spec3
A9: Cihper 22#0] FA P},

ICA5019 Free Homenet IP & 313

i

-
&

A 2 I8 ZAA.

ICA5020 97 Feto|dE A US4 + §

| =

Ao 1Y fetc/security/resfile.cfg A8 4 Ut
Abg2E S5 I ZAI9F O 8-S JAPZAPAL

ICA5021 'keyword 71¢ =7} iy},

Adl. 3l Jetc/security/resfile.cfyl d 719 =7} QU

U,

AH82F 55 Jetc/security/resfile.cfg AT 3 A
AR,
ICA5024 routine namell A 34

skit_secure_soc_write() 2.

Al o] FElo| A skit_secure_soc_write{) 23 &Y
o,

ICA5025  ACKClient() ol 4 &=

skit_secure_soc_write() &+
A ACKClient() %l ol A skit_secure_soc_write{) 2!
W AEFUT

ICA5026 routine namell4 Ze}o]ld E2RE F35
A @ PR TES FABS.
B d7Axg g9 2

A o FH Frro|dERY
=
=

ICA5027 routine namel| 4] Zz}o|d E 2 HE

2ol W | TEF FABL,
A o] FeolA
EES Titied

it

g

= WAA 2 84 Z=E 9

ICA5028

My 29 84 WA FHo) fEstA g4

ot

ICA5030 o 5 gl 94 ZFgoldE ID. remote

client 1D
Adv: Firewall A|2=Hlo|A= o] Al~8 IDE & & §

U,

AHEAE S5 o] ¥F ZEtolAEe dig AR AR
g AAAA L.
ICA5031 k4~ skit_secure_soc_write &7}

RCTLoginPhasell /] 27 = -2,

Aw. 27791 Hlo]=of tfsl skit_secure_soc_write{) 2
i F T,

ICA5035 FEIA| o2 ok 8,
A 2ok 84 mARA e o] FaEEA sy

o},

ICA5067 FEIA] o2 HFl o] A=,

o] FrH S
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ICA5082 remote client IDZz}o]dE 3t g
o] ehd = dFY ),

Ad: o] IDE zt= 97 FEho|dE Ui Ede] o

AEAFUG,

ICA5086 userid ID7} A 2] 5 <5y o},

A Firewall A 28ld] o] A8z} ID7} gl&U T,

ICA5087 ‘userid o] d g AR8-2} Felo] A<

Yel,
A9: o] AgA DA @ AgA BHelo] sy
o,

ICA5089 k4~ rcFilterClear() 7} A, 2" =
.+ return codé&lyrc},

Ae: o] g8l T F rcFilterClear(y} A &Y,

AHg-AF S IPSEC LAN S2to]dE =S A8k
Ao, olgd AFL L T IFUH.

ICA5090 g4 reFilterinit() 71 Ayl 2le
F.E = return cod&lu

Al o] gl|l ZE = rcFilternit()7F A g5y Th.

ICA5091 k4> TunnelUp()©] A138 7153 3t

command liné& A3 4= gL,
Aud: A" HE Pl A system() TEol Al
=

ICA8004 AF_INET socketel| 4] & 77} A=<l
2. [ Islogds= ©] ©]4 Socket: EUE
3R] ok,

ICA8006 & & fle e8] ol F Vpriority\”

Ard: 74 el 2HE
gyt

AR S5 Al2E ZR I Al AL, Al
28 2289 A vl Fdd) HANL

2

&9 olgel fasA

ICA5092 recoverstash?‘{, 223 79 43

T 42d £ gl

-
A: stashstelolA 719 FEE 27 5 ggur,

ICA8001 SYSLOG/udp: & 4= ¢l& Au]=

ICA8002 function_name”| 5°] A YH} -
errno, errno2 = Oxerrno2

A syslogdt AAE 7|eS SIS F glomz A

g7t FEEYUT. ermo AR &F wWAIA Hell F7}

Yt}

b2 Sk Al2aE Z2 oA dgsidA L. Al
2H 230 cermo FEE ARESI] Ao Y-S
HEEAAA L,
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ICA8007 4 £ gl 75 o] & \"facility)”
Ao 74 Sdld BAE A5 olgel fESHA &
Fut,

AR S Aze ZE e AgtstAe. A
sdl Zeade Py Y e S8 HAAS,

ICA8008 %2$.24s2] SYSLOG@hostnamel 4|

\bMessage ...

Ar: syslogtd 74 Yol BE ZIL A&l A
syslog AR E 41 5ol 5o JdFUY, o] H
HAE @A) syslog two] AT Qe AJxde] 2
& 3 BE AREAEANA SAE YL

AH8-2) S5

AP ELEE ERCEREE

ICA8009 signakl z el 3l+= SYSLOGD

A syslog tiw o] syslogtiie FEAIZ A58 4

Ast &Y,

AHE2E S5 Aladl Z2aH e S

ICA8010 SYSLOGD7} A| A=+

ICA8012 SYSLOGD¢] SMF= 7]&3 4= gl&ych
- error_text

Add: Y I=E SMF= 7]ES}L Zo] 0 E7} BT

Ut o7/ d2E AR} o F AR Hel F7FEY

.

A2 S5 AlaE 22O oA dgsiaAL. Al

28 T2 08 HAE ARE AE5S SMF 7]

2 Ay oS TS,




ICA8013 A2 AE 7l Ay, g

¥l 7= = Oxreturn_code
Ad: Firewall #7'd ZZA|2~of tlgh syslogd ZZ A2~
o] A E BAEH I AlEste Foll LR/ A IAEFY
o, Y ZEE AHES A ZE2A: GH SEE
7y gdd 54 2L7FE g AEE & JdFUT.
AHgAE S5 Al ZE e A dgsiiAle, Al
28 Z2 e AH] s Szt A AetEAl AL

ICA8014 SYSLOGD &) #x|A" & & ¢l

A (-startup_optiol

A syslogdt¥ Z2A|2E A ZEE L s ol &
F7F 2 EsUS. AAE FAl0] syslogd EEl A A
AR e AYdn.
Agab ek AZ & ghelslar syslogd T H S A
A ZF AL, Al2E =g gy EA 7 ASEHE A
vl 2 gt Al Agtaiad Al

H —.

rlr

&

it

)

=

ICA8015 T4 s} &-E(config_datye] &3}

Aw: SYSLOG T4 WY 2RE FA =S B (parse)
st Il ste Fo L {7 YRS YT

ARz S5 A 9§52 3elskal syslogd Bl
S AN AL, A~ 2 B AL
HH AHl 2 gzt Al AgtE AL,

ICA8016 function_name] (7}) filenamel] sl A1)

YLy} - errno
A AQZE Ao et AAHH 7S FRstH L
st Foll &F7F YUY, errno BE7F &5
AlA FHell F7hgu T,

AHg2E S5h AAE AXF EABHEA AT F o
T8 &S A A= BAAL, EAVE ALEHA
Alzgl 22 agmo A ZoAl . AlHl ZE O

W AT ASEHE A2 Gt Al AL,

ICA8050 functiore] (7}) A FYcl. error_text

Arg: viAAle] 248 s ddske Fol oF7E vt
WaUth 277 Ui 7 AEs oF HIEC A A
T

ARgaE S wAIA e ARE L/FE B B
et 222 AA =AY L.

ICA8051 functiore] Ay FUch 2E I= =

Oxreturn_code
Ard: AR ZFAE s AT
eyt Add o] g9 =2
ARgA gk wAA ] A AHE 2
whel 224 YA EEAIA L.

ICA8052 FWSTACKD 7} stack_namd] tisl ZEg
275 #8433,

A FWSTACKDE #zl 28 27 & A= Ty
3 E Y

Az® 23] zZEOHe] Ak

ICA8053 FWSTACKD 7} stack_namd] ozl ¥
27& B4stela EAGUS

error_text

Al 220 FE 2L FYEHA gy

AR g &F WAIAE AHgste] 2 R/E AASA
fwfilter cmd= startlog 2 34y 278 AZAFAINANA L
ICA8054 FWSTACKD 7} stack_namd] =] NAT

27)& 433
Aw:. FWSTACKDE WEYZ F4 WH3
< dggstea g
2ol AL JIFFYUH

(NAT) 27)

Al 2ell 3]

ICA8055 FWSTACKD”} stack_namd] sl NAT
275 #Astsha Ly
error_text

Ay WESZ F
WA A o] A A= 0]%§

A" 220 WESNI T4 HE 27L& FPHA &E
FUth
AHgAE & 5
fwnat cmd=startlog® YW E I F4 HI 27]& AT
ABAI 7T A A 2.
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ICA8056 FWSTACKD 7} stack_name] o] NAT

e
e FWSTACKDE YW E9 =
Agstel L gyt

A"l 23] ZEHe] A Jggyrt

F4 HE (NAT)S &

ICA8057 FWSTACKD 7} stack_name]| sl NAT
S A 35}etx] EHUch,  error text
A WEYZ F4 #E (NAT)S xglﬂrﬂ SF HA
Ao A drE o] f= A=A EIFYch

AeEl zA: YESD T4 A8 SAHA g

AR S5 & F HAAE AMESEY L /E AASta
fwnat cmd=update® UV|ES| I F4 WIS AL SHA
714 A L.

ICA8058 FWSTACKD >} stack_name] gt gd

Ao s At gl
M. FWSTACKDE Al=Hleo] TS wol 243}
el lE He Aols ALdssEa gyt
Zzao] AL Iyt

Al =gl 224

ICA8059 FWSTACKD 7} stack _namd| df3t &

el ARy > g
error_text
A5 Ed ol ARE oF
2 BAREA FREUS
B el g4s8A 2eUh
o F WAAE Ag3te] 0FE FHHT
Bolg AT .

A A A A E o]

Al 2=8l Zx]:

gt S

fwtunnl cmd=activate£ €2

ICA8060 FWSTACKD >} stack_name] o gt g
2 Socks 112 & 24433t

A9 FWSTACKD:= & #1z FE 2 2 Socks 32
NEE &Agstea @14‘4.

xzZ o] A& P Yh

Al2='ll 24

ICA8061 FWSTACKD 7} stack_namel] ©f 3+ 2 €]
9 Socks 3 & 43 & 4+ ¢l

t}. error_text

An: ZE 72 9 Socks FH HEH 7 WAR
oMM AdE olf= &AFEA EIHUd.

Az® z3): OZE WE FHo| 4P 22 o
A2 &5 o2 BE "—"'Kﬂ_~ AU
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AH2E S5 & F HAAE AR
fwfilter cmd=update 2 Z & = Socks 7t 2]
7144 2.

ICA8062 FWSTACKD 7} stack_namd] 3l

RealAudio % ¢S &4 3}3t,
A FWSTACKD:E RealAudio | 9-& @488l 3
[Bh=5

Al =8 Z3]:

=z A% APPUT

ICA8063 FWSTACKD 7} stack_namd] ©j 3l
RealAudio 2] 9-& 3433 4 glsd
t}. error_text

Aw):  RealAudio A ¥

< AR"E R/ wAAdA 2
H olf2 FAsEA %LE%HU}

R WMAAE AMEEY o /E A HEska
QFZ AA3I & fwaudio cmd=changez RealAudic= A
O

ICA8064 functiore] (7}) A FYcl. error_text

A wA Aol TAIE FFE HAse

WEUT 9 R e 27F ARE 9 HaEdA A
.

AbEAE Sk wA A o] (A=
upet 224E QA=A A L.

ICA9000 IBM Firewall §7}7} d(date o]l =t

=4,
Av: o] AXEd e HU AARSE HACHG oY
FAE HE AAH oz nFAsHYT

ICA9001 gl A" oA HE Zzza3) A

- warning description text
A: fwischiol 3t Al 2" oA EAHS HAYFY
ot

ICA9002  wixl=} w427} %1$d3] wHEH gl

A 5T AR A wAA flo] 29 A
AIX syslogdell A A% wAx], =4S AAT 4
£ 212U th@ WAAZ ool 712U
“ﬂ/‘ﬂxl“ A A syslogd WA A7} 23 ¥ dojg 7] =55
ojof gy,

g;sa +




744 Aujel A A2 named] g A-§-
2b &l A,

A FW A AwrE A" AREAE FlE £ gl
Syt

AR S5 FW #EjakE AL,

ICA9003

ICA9011 T4 A7t 94 74 A diste] &
A 3tE ] o,

Ad: 74 A7 74 FYe) local=yess AA Yo
SolAET 944 A"l AFYH,

A vk Fw BEAE BReAAL,

ICA9004 A2} named] T Al oA A FZA o
2 Abgat FelEglS.

A FW 74 AW EA8 ASAE SAaEY

=

ICA9005 97 7 AW Az,
Ad: FA A7t AREASFYU

ICA9006 944 A4 AW F=5,

A 74 AWE 7 U

ICAQ007 9474 F4 Az} dAx Agz1E o
& gl

A 94 A Al Agste
A ARt reEdEy,

St ol ake] vl

AR o FW BelAE BRSNS,

ICA9008 94 F4 A7l getpeername(® A A
P 25F ermo,

Avd: 74 A7t SEoldEe #3 ARE A& F

Rruiet,
AR SR FW BelAE BESAAL.

ICA9009 47 4 Au7} getsockname@ A A

HH-S: 25 errno,
Awl: T AW7E Ao B3 FRE IS 5 ¢y
o,

AH8AE S5 FW HEIAE RIS AL,

ICA9010 44 A Azt ol dE

A5,
A 74 A7t offiE FRE IS F FUh.
AHgAE S FW #HEAE FxIAA L

HRE 4

ICA9012 AA A A7 2O 8L s 4
#la.

A 74 Aurt SPodE 22 84S e F

g,

g S FW BeIAE FESAAL,

ICA9013 44 7 Ay ZAEE 202 8AHS

FAY S
Ao 2L 9o AEH HRE I

Al S5k FW BelAE FEeAA L.

ICA9014 4 4 Au7} ste]=g AT 5 3
_2_

Aw: 74 AuzE AR 8ee 93 go|zE A4
g glsyth
AbgaE S FW #EjAE FESAL.

ICA9015 94 T4 Aur} =222 AT 5

o2
A Y AN AR FAE AT ZRA2E A

4 flsdd.

AgAl S5k FW BelAE dEalilAe.

ICA9016 EFM ol Az &
Al EFM tjHo] 3EHE Firewallo] A A &5 95

ot

ICA9017
Ad: A

EFM tjH
H 9" Z=Z EFM ¥ S £38 $Y YT

<% rc = value
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EFM te] wAx] stgdza15 4 &
.

A EFM tiol A AE3ks 3k o]/ WAlA 7}
9271 FHEAFUT

Abg2E S5t FW BEAE FxEAA L.

ICA9018

ICA9020

ICA9026 g}o] o] machine] userlAlA timedl] A
A AFY e,

z7ko] AAH Axbel AZH A5

% 840l

A AF

ICA9027 34 function?] I} filenamee] A4 &

Aol F7HE 3l
e A" sdo] dEsE AAdUT

ICA9028 A3t 23 o] userl] 93l Firewall
machinee. 2 A 2tz 9 8-

e B8 220 AZHAEUT,

do

ICA9021 o] Firewall-> logon 2. =& z|d3s}2 o

o
A dd Firewalle] o] 3 543 REE X Yd1A]
&y,
b2 S5 FW BEAE FRSIAAIL.

ICA9022 user} Igon 2 =% Firewall o] 27123}

=5 AhgA FAHA U
A Y AgAFol oHF E5F BES AgSH]
2IeHEE A HeUHA 2,

AR SR FW BElAE FEEAA L

ICA9023 EFM DLL &
A9 efm dll 25 Af,

AR S FW BelAE FESAA S,

z2ed ¢ glS.

ICA9024 e 23 o] userl 93 Firewall
machine®. 2 A 2tx ¢l -2,

A A% =5o] AZHAEUT

ICA9025 A4 Qo] glel I = return codes &£
LRCEe R
A e 240 dEFHIFUY,

126 windows NT& IBM eNetwork Firewall: 33 A

ICA9029 g3 Qo] glel I = return codes

ICA9030 Firewallmaching] userl| Al 4] timeel] &4

3 8xol A eu,
A sk 2o ARE Aze] AFE LU,

ICA9031 32~ functione] &A1 3171 286l =
return code® £ =5 2.

Av: AAE o @43 dEFEA5UY.

ICA9032 NAT 4 o] datee timel] 7415 254

o}
Aed: NAT T4 o] 4550,

ICA9033 NAT 2] ¥ (versionreleased] ®™)o] date

timeol] Z7]3}=]dH5u
A Firewall NAT A o] 27135 AH5Y T},

ICA9034 NAT 2] %do] datee timell ¥ A3} 5 <5

Yt
Mul: NAT A 9e AHe3 5= glayrth

ICA9035 s
S8 F48 9T 5 U8
g

of AT e




ICA9036 NAT7} 55% F4 Registered IP
Addres§E 34 Z= A H2.

AY: 55H FAE TEH IP T4 E2 825

FUnh.

ICA9037 Firewall ¢l€js))o]2~7} time and datd] =}

Foz ANHT g

e Firewall 2713} ZZ 12| Firewall Q183 o] ~ 3}
Y  fwadpt.cfge] 7BAS EZA3Z}Z 98l
Updatelnterfaces(2 & &35 U tt.

Al 2=¥l Zx]: none

AH8-AF $-5: none

ICA9038 elE] | o] 2 addresg} Firewall T4 oAl
A4 = 2

A ve® HEe 43 F27b Firewall 74 shg
fwadpt.cfell YEE o] gloy TCP 28] &= A &
stomz 4 shel A A E g

Al 28l ZX]: none

AH8-2F &5 none

ICA9041 o] AlxwloA SlEHo]~E S 4 ¢
-

A o] AlxHoA ofHE QEH]AE S F gl

YT},

A28l Zx]: none

ICA9042 NAT+= 24 9l of-of-d F4&
many-to-one addres} ¥7 243519,
A NATE A3Hog %7]stE o] oA &A3stH
syt F47 00lghe AL o-ul-d wgko] n&As)t
el ke AS oW Fu

Al 2=®l Zx]: none

AH8-2F §- 5 none

ICA9039 olE]F) o] 2= addresg} Firewall T4 F
7H A+

Ad: UddE "2 4" F4a70 TCP 28 o8 &
AE Ao Firewall 74 3+ fwadpt.cfgll glem=
A gl FrhE AT

Al 2=¥l Zx]: none

2H8-AF §5: none

ICA9040 ¢le] )| o] 2~ addressmt2 =7} oldmaskl] 4]
newmask2)2 73415 25U o,

A9 fwadpt.cfg oY o] ntxmE= stegojo] X8 A
7 9x)&A] LUt fwadptcfg FY oA SulE o}
23 o7t AAEHAEFYUL

Al 28l ZX]: none

AH8-2F S5 none

ICA9043 NATE 28l 3= rceh(}) 34 =7]3)
off A gt

A NATE &27]3hel Aujjsle] vl&Adst el s

[Bh=

Ao 22 EEEE NAT $57F gl

AR&2E S5 NAT 7154 Zasiy, gdd 3=
By olE A3 FAsN L. AV AAHA &
o= IBM AH]|2Z ZoIA Al L.

tlo

ICA9044 NAT~7} v 2315,

A NATE A3Hoz nEdssdonz o4 vl
243} el 54y
Al 2" Zx]: none

AH8-2F 55 none

ICA9045 NAT+ secured addresport 2.9F F4:
Eo] 3] addressport F+4:ELEE 3
st E U ol

Al NATE B 32E Al F4& ZEOA FAE

EE ¥9¥54Hh

Al 2~®l Zx]: none
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ICA9046 NAT+ 29l $4 secured addresy c}- ICA9050 NAT+= X3l F4: EEsecured
- 425 33 4 fdF5ydh addressportel] 4 F4:ZE addressport=
= Bl = rcE 2 EF :protocol} ¥
Mef: NATE thol-dd Fae TEES o ASISU =d 2 g
7 A7E& AEste=d AAFY,
A28 zx]: 274 T2EQ 3jzle AHA| H LS5 T
! b= AE AR e NATE 7S ddsA EasU
AE2E S o)l FElE ddo] YF Bue AL 9 o
gt BelAE 4 Al e we dojg gy =W EA e AAHR.
< O W] AASY] 8 o-ul-d T4 dEE AL Abg2F S o]’ AFgle] HiEH o2 dASlH, IBM
2345 Fol1 AS = AFYTH Au] 2o el AL
ICA9047 NAT+ secured addresport B¢t 4 F ICA9051 NAT+ Rl F4:FE Esecured
EOHA-] addressport F4: X EE n|dd}s} addressportell /| F4:EE addressport=
F4Yrth =Z2E3F :protocoRt ¥ =23 7S
M. NATE ARE F2¥E 42 A47lse 22 AR
kS = Ad: NATE #Z 9 =28 2 g5y

Al 2"l ZX]: none

2H8-AF §-5: none

Al 2=¥l Zx]: none

AH8-2F § 5 none

ICA9048 NAT+= Z2EF protocol T/“ TE
addressport B.QF $4: ¥ E secured
addressporte} 37 —EJ% A& wA
sty k.

Ar: NAT= 238 32 Al 2 == £ZH ICMP
2F oF WAAE TAYSFYT NATE 28" FTP
Aol WAE HISA T A ZREL 2AE A FHUTH
o|Zlo] & PORT WHo|UThH, FTP tloEl&= WAl
Aol Y= IP F4&7F ASEHRA gonz AgFct. 9
Zlo] £&H ICMP &7/ WARY W& 2HAE YL
Alx=gl 22X AYs FERIAPAL

NAT<= source addresd#] destination
addresol] ¥iztE 2= gl HFo 13
s HRAAFY

Awd: NATE dategran®] A WAl 2SR E UM =
2e B8 volB 1ds TAdS YT

Al=']l 230 NAT= 285E&<8 &nte Had = gl
ouv® dolg el AAlg Yt

o | o] WHEHOR LA, IBM
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ICA9052 NAT+ X gl F4:Z Esecured

addressportell A 4 £ E addressport=
=2 EZF :protocol} 37 &3t 7S
72 ) F Yt

A NATE #Zle 238 A dFUT

Al Zx|: none

282k &5k none

ICA9053 %3%$d W 2]stringValue filename
Ad: oW1 F
Al 2" Zx]: none

AH8-2F &5 none

ICA9054 addresdP F4+= | Xl ® el 2lE ) o)
2 FAa) th-dl- A Fa= FA AR
g 5 gy,

Ad. ol & S & gyt

Azl 22 aHEH 2R = FYHA LEUG

Ag2F Sot: T2 BlHoYHQE FA4 T E ot)-Y F

25 A AIL




ICA9060 2 A A 2713 2 F7 -

socket()system error message

Aw: 74 AW 2713 Ao Hrie] FRHAFUS.

AHgat S5t BAR A" 2AE AAE T4 A

WE T A RREEAIA 2.

ICA9061 A A el LA AW 273 o= -

listen()n:system error message
Ad: 74 AW 27)8F A2 fgrle] FRHAFUT

A8k Su: Asta 74 A
HE A AlFsH Al 2.

EAE Az BAE 3

AgA st EAE A2 BAE A

ME T AL,

ek 74 A

ICA9066 dlre B G4 A malloc(byteg-
function_namel]-s W] NULL 7S 2]
ok,

ICA9062 x93 FA AW 27 - main accept():

system error message
A 74 A 7R FRle] Az el FuHgl
FUth
At g
HE ThA AR .

ol

FEAE A" ZAE AA

Far 43 A

wpel =] AWl Fa porte(E)
olu] AhgZsiueh,

Aw:. Folx TE FaE A4 A FYULH
28 230 A MW7 FEFUC

22} 2o} 2 XE FAHE ARSI 74 A
AstAY Firewall B AFoll Al 2314 Al L.

ICA9063 292 AW ¢7 - failing function 2]¥l

3= = Oxfunction return code
A 74 AMEe BAE oA /S IS Y
o owel FRgu,

ICA9068 value 42 AAYAY 23 A H
FUYth.

A ZAE A AfdAY =5 X AZHASF

Sh=3

Alzwl 23] A4 AW7E FEEYC

AL S5 FAE FAO AHERS S 74 A

ME ThA AAEHA AL,

At g BN A2E BAE ZAs 74 A

HE Al AR A L.

ICA9064 o 5 gle ¥4 value(E) FAIRY
o},

Avd: ZAE AL AAZFHAAT AAHA = 5y

o},

ICA9065 T4 AW 25 - failing function system

error message

e T AME EAE G5 LRE BARSY
. Uwe] FREUL

ICA9069 SSL %7]3} Ald).

Aw: SSLtsst 42 273 AdfsAY me 4
tigate] e o)) A FFUTH

Au7t 5T

A2 S5 SSL # & ASsky] flel Firewall 22
A A AL Q.

Al 28 Zx]:

22A fAdx 129
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HER Windows NT AJAHElI 1M Zts}
Zst= B2 Q93 gH s 2y TA 5
A FS5oZM H W T84S HU st
Firewall AZ E o] Ax]o] dXR =
Ay
IBM Firewall F-A3ol] E Q3% &om H
o] FTHEYTH, TCP/IP °] ]2

© Copyright IBM Corp. 1994, 1998
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T4 SHRFCYE N2 Z2EFS A8 JAHY Z2EF X g
FEE AE%e TAYUHE. EE RFCY st=7dE EAHCE e o
ofo]] ZAIA, WE A FR AE(NIC)IA d& 4 AHFUT, old A
Oa FaoA €< F sy

Government Systems, Inc.

Attn: Network Information Center
14200 Park Meadow Drive

Suite 200

Chantilly, VA 22021

°] URLAIA RFCE HM 2T 4 Futh
http//www.cis.ohio-state.edu/hypertext/information/rfc.html.

ds.internic.netel] 923t FTPE Al§ 5<% NICEREH 220 EAF
22 4 AGUT. T8 YA AYE AHE 4 A

RFC:RFCnnnn . TXT
RFC:RFCnnnn.PS

7] A

nnnn Is the RFC number

rl
o

TXT Is the text format
PS Is the PostScript format

RFC AQl9] g2le o33 ZHUth
RFC:RFC-INDEX.TXT

F: 7S] RFCE H2E A o020 AHE 7P, E2EXIAHE
e 9A3l7] Aol, BA RFC QY A~E AESIY RFC) 39 32
02 g JedA AN L, NIC A5 AT Aol bl

A Z mailserv@ds.internic.net® XU RFCe 2}l AR S HA-$-#H
¢ B3 A £ AFUTh F49 BE oL WY F s =
SHAIA Ok Syt

SEND RFCnnnn.TXT

i
rr

SEND RFCnnnn.PS

o7 A

nnnn Is the RFC number
TXT Is the text format

PS Is the PostScript format
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dE S0, RFC 812€~E

floF .

SEND RFC812.TXT
RFC 19 9] 2244l
< ZFAAF FYTt,

SEND RFC-INDEX.TXT
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HE2D. IBM eNetwork Firewall Socks5.conf A mjg siAl
T4 3+ socks5.con= TJZE= IBM Firewall A% tg Eg]ol| 5},
ALY A5, d2E A7 E AHEste] e 1T F dFYT,
AFow A7t 52 W socksb.conf 74 do] YUtk
(socksS conf1g 38 FA3x Fa Haloz 17 Ysl). o] Ao
=07 =40 DHS‘]— | H18l oA® QAEFH o] 2E AHE3IE=A], FoI3 F
é:Oﬂ 23 03_73% ZRIA ol A ZEA AHE AT ZQIA| 9 ZEA
A o] o] Foj=]7] Hf‘fﬁ/ﬂ ol gFxHo] A & HF3r] ¢

T
—

& IBM Firewallo] 8= 3= & AR7 o IdFUT
O AAE 74 gdol veof sy

- ¥

. W

s BE

o AHEAF &<l

s BEAA

° :—i_j}\
C oA Ao

-

g B, AN, T2 D AX 2 Ao} AMo|A 1 A s I
A7} ool A w7hAl EAUE WL Ukl wA7t Ul F2). Y
o] dx|3tHH, 3 <te] 7} o] dA|sfoF FyTt,
IE XA
olg, WE T WS Agste] TEES AT 5 YU, Wes %
77}l whet WMelE [ EE (2 ALEH )EE |2 BT, W9 T
A ool 4ER FRE T e TE AHACIE T WE)7} Yofok
gk, ZE AH WPe ZE gdole Fynt
SAE XA
F2E F29 YErAIE E% Folzxl FHo| AEHE TAE A Ao
Zaguct, o 2E AY WPEL 32E sdole} FUh, s2E/Mm
23 S AASE v ¥ 7}11 $Hol AFYTH,
ol 78 v
hostIP/ mask nAgE I3 T AE F4 "ANDed' & H}/\El% 3}
3k T 2E |IP "ANDed' ¢} FY& ok U}, oA BE
HEQAY ABEYESA 01—‘?—§—,—E1 ZFrol TAE B
S w7+ 9 AAEEYY.
- EE Flo] dXIdYY, & T 2~EV} E8FH YT
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ul) 7 ¥ 4 A

nl n1.0.0.0/255.0.04 3} 33y},

nl.n2 n1.n2.0.0/255.255.61 3} F-Fch,

n1.n2.n3 n1.n2.n3.0/255.255.258)03} &1 o}
.domain.name ST 2EWL2 domain.name~EH S 2 Fijof Tt
a.host.name S 2EWL HE3] ahostnamer x| o FT,

Mo
o
i

=G o] HHH

o a8y 9 A=

_l
i)

old TAE vwH FEo| U NUE Ky

o] FH=I gl7ld=E HFYH.

ol 7} 8 4= Ay

hostIP/a EE Flo] dXIYT("-"¢} )., EE T2EV} &
HYtt,

hostIP/n HEYZ dAUYYG, Fa2A HEYZ FETS A
T3 32EQ AHUE RES #7Uth, oy ALE
HE vpads S2E P F49 Y20 wet dEbdy
1=

hostIP/s AMBEUE XYY, FioA ABUES YEZ H
TS AT 32E BEES 44T, o7 AR
& vtade S2E P F49 Y20 wet 2y
=

hostIP/h S2E XYY, T2E [P gy,

A2 A} glol g X -

27} AlFeles AFEA &2l WS ibmeran®} ibmpwdi Utk o E AE

o] F7Hd = JFUYT.

AEAE S e HEE FEEH WY ZREZA AHT F JAFYTH.

Jo] A& Qalde= AeE AFEA gl Wo] g 2E o] W F S}

Uri FAEooF gYt}t, o] FELS authdgolg} gy}, AFEAF &2l vt

H NULLS OZE me Aodgun, 7|g S A3 R 5(8)s 2

T3t x38 4+ JdFUY. "= NULL S E383h= ool AR &<l v

Hol| 84 —’F de=S YEFHY T,

ALE2x} gol &=

rr

gt B FEe A4 5 e ALA Al 3 AHFYT.
2 ot eyt

auth/ban  source-address source-port

auth-methods

ul] 7 ¥ Ay

auth/ban AR} 2Rl gHEo] 3 7E R = +=A] (auth)
|7 = A gkgkEA] (ban) o & e
[Sh=
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ol ) 5 A

=

source-address 83 T2E 389
o
o

source-port

auth-methods £33 auth e

auth/bandj o] A A=A Z2 75, HEE we} ZE AR Il

3 4= AUt A9 Fgo] denytlZE)] AAH -, AFEAF &9
Ag" Z71A dZAo] ARFYT, SOCKS5 ZZEZ|A, 3|7} Ao A}
&2} glo] dojgdyrt, IXE

WS s oF

ZETNE
3 BES 48R 7EE H2ER AAT F A5, o] 7FES ¥
3 veolzt Uk, AFol® WH-E connect, bind, udp, pingd tracerout&]
Ut 78t 39S BEe 3 71 & sy, (tA) e B HE
< T8¢ 7 Ase HEUH

2= 24
BES AMESHE, A EE AREA &l W, WE, sV HE 2 UE ZE
£ F7Het AH 75 o ® AREA &3 £ FUT. FAe e 2
%4Ytt. module stub filename options
ul] 7 ¥ 4~ A
module Zrg 2E A¥EAadYth
stub g4 AA| o] AEEHE HFAIY REo| wel 2

A= olEdUth,

filename 2% 289 FIdHYYY
options g IF3 74 FEIYUTHUTH)
EES OE XA A8EE 58 AT + Jornz, ux B P&
Y= Aol EHYL oAE 9, AR &2l ZEL2 auth B permit sl Ab
S5 = AR ERl THE S Aoy,

42X3 g5

B Y ED AHTolA(WEA, IP FA)E 2E Az, 54 YE
93 sl 27t B4 Faol ARstd AEHEA Blste o] B4
Ut oA Ui AzElo] Y YEHD A 2E AR 9%

Azeo] 9% YESD Ao 25 ALEEH=A Belste] 1P %o]7]"(
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EQ A 9F Axde] YELY I YHA A= 7AAE dAHEe)E SR
Utk, =3 SOCKS AH7} BIND 2488 8% u == SENDTO 23S
By u) vl=d YEY I QEFo|AE A= :11 Apg3hTh, olw
FET x5l %S A INADDR_ANY 7} }J }— o AHE-E™ Q)9
A H o] ~7} F4lsk= d AHEE & AFUTH F(homed) . ~E+ 7
XA s 2T ot gl l%% shup o] WESRA <
ElFo] & ZtE A"t AU, 4 o5 ZFYT, route
dest-address dest-port interface-address

m9 [ﬂ

ul] 7] ¥ 4= 4]
route AEAAR FES AAS e 71d=dutt
dest-address Tag $2E gy},
dest-port 83 TE JEHYgyrc,
interface-address U EYZ ¢lEFH ol 2 7189 IP 4 EE U EY I QE
Ho]~H(dE E°1, elnk31RI Y,
A =
W 25
274 % AR A ¢ % §Ye T4 Y kel 54 s B B
2 A F AdFYH %ﬂ%ﬂH¥4%€H4.%WMmbwme
ul] 7 ¥ 4= A
set 2HE0R 37 Wy FES AAstE 19 =AY,
variable FaES 374 Ardut. AH8UEES "W Udol oyl
A= oo M3 oA o] [3hA HEIE HZ314A
o
value ggd gduy.
s w4
3 W v
SOCKS5_BINDPORT [port] OZE ZE 1080 9o AAA TES
AHE-3E=E IBM Firewall2 43 JH
=
SOCKS5 RECVFROMANYONE UPDA| o] A&7t 7%, UPD &
3}010*57} 4 T gle SAAERH
A A & E} T AFHS
SOCKS5_USECLIENTSPORT ia}o] 7} A2 EAlE= G AL
&ote Y XE vIET F A&

75‘—‘%01]”P IBM Firewall-& ZE Ao 4
dUth. olALE, AL HiolHE F
o]AEo] & XUl (streaming) S
UDP 2 =40 daghth(Sete]

E7F AW E WAXE FAl87] Aol
SepolAdERE FAHT Q= WAA]).
o] Ab&H e 4 RealAudi®]Yth,
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A e A

SOCKS5_MAXCHILD A A E= 2E =] HY .

SOCKS5_NOREVERSEMAP IPEAE S 2EW of$3HA £34
o, HwWol 74 FHYd ddE F,
olFAE AR 2L JANA 5
SHUYT

SOCKS5_ NOSERVICENAME TE HUSE Muxigol t-&3hA £
Utk ®Ewo] 74 3de ddd A
T, olAe AR BEAS IAMAA BF
< 94t

SOCKS5_NOIDENT 2’5“'%_‘% 9ol IDENT &3S A&
skA] XU, EEPOMEOH gk =
4 E 7V AS- o Felold
EV} IDENTDE AREEHA] ¢FS 5ol

FEFUT. oA AUNFE 7S
AU,
SOCKS5 _DEMAND_IDENT ZEfo]AEZRE IDENT S H©l

[ox N
=
A4 ATIHES NULL AL8A 52S
TASNe. oA A8aTel 3y

A4 9y BAHEA FUAsts o

T2 FEE SOCKS T2 Aue] F45 71&FdU. oda P& F
o7l mrEd] Agtste WES Aol el FUth oW Y= s1E
sb YASA BE AP, 2B HY AP, o FAe g g
U, proxy-type dest-addr dest-port proxy-addr proxy-port
ol 7E A1)
proxy_type Z2A AW YU fES JPe e 2%
Yt
* socks5
* socks4
* N0 proxy
dest-address Fa3 3T2E Y},
dest-port FES ZTE gEgYn,
proxy-address IPFa e ZEA Ao o]ZdYth
proxy-port SOCKSH o] d4d& 83t v ZFA A ZLE
AUtk
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Mol &5

o

OH A-"ﬁ

=

GA| 2 Ao] AL

FUth. &8 @o] ¢
ez

L.

a7 4%
=48 BEIUY, of7)de

24t

of that 8ol &A=
permit 3§ 3} deny 3§, +

A =

744

AR
589 Gol 9

AAstel @ Wol Q= 7 Wol Aok U, F2

permit auth cmd src-host dest-host src-port dest-port [userlist]
deny auth cmd src-host dest-host src-port dest-port [userlist]

ul] 7 ¥ = A

auth a3k auth Il gl % auth 3+&5 o2 X AH A& &<l
g ﬂiE‘QHU‘r.

cmd o] Yo B YXH= HWHES AHsI= FES BE -
AU .

scr-host A T2E FAZ T2E YUt

dest-host B2 52E° §E3 52E ey},

scr-port 2 $2E ¥ES §a% XE YT

dest-port EAZ T2E XES 83 XE JEYYrt,

userlist fragh AHgA sE YT,

o E
zcd BES 59 WELL WY AQEd o8 FAPUT. AL o

S35 2uch,

filter name auth cmd src-host dest-host src-port dest-port [userlist]

ul] 7 ¥ = Ay

name 2y 2E9o A¥EaAdYT.

auth 8% auth 9|8 2 auth 502 AAH AFEA &<l
e I’JiECQ‘/]U}.

cmd o] Yo & X HE= HWHES AHst= a3 ¥E Ay
AU .

scr-host iz T2EQ §83 ZT2E JHJYG,

dest-host EX2 32E 8T T2E dEJYT,

scr-port =2 3 2E ZEO {83 TE YY),

dest-port 547 S2E XES F383% XE YUY,

userlist fragh A2 SE YT,
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