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o] I, Ht QIE|FHo]27} fw.private.cone] I H]EE IE] # o] ~7}
gateway.public.corl 71 U E$ = private.cong HFUTh, 3| ALS] DMZ
= HIERF RIEH o] 2o H&E o] glom, o]F AW dns.public.comFTP A
H ftp.public.com2 1 AW www.public.con® 7}X]31 JF5UT, o] Ayg
¢ 2 F&3l7] 93 dns.public.comiel HUEL TSI gHFUT

db.public

public.com. IN SOA dns.public.com. admin.public.com. (
1 ; U3 #Hs
10800 ; 3AIZE = E[A 1FE
3600 s IANZE = JHAIE
604800 ; 132 0|= 017
86400 ) s E|ASE 19| TTL

; 015 A

pubTic.com IN NS dns.pubTic.com.

. DMZo| SAE

dns.public.com. IN A 50.100.150.202

gateway.public.com. IN A 50.100.150.201

www.public.com. IN A 50.100.150.200

ftp.public.com. IN A 50.100.150.203

om BH o=

public.com. IN MX 0 gateway.public.com.

public.com. IN CNAME gateway.public.com.

db.50.100.150
150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (

1 ; 23 Hs

10800 s 3AIZE &= A

3600 ; 17 = MAIE

604800 ; 132 0= Oty

86400 ) : z'£|_/t8,_F 129 TTL
202.150.100.50.1in-addr.arpa. N NS dns.public.com.
1203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.1in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.1in-addr.arpa. IN PTR  www.public.com.
db.127.0.0
0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (

1 ; 2 HE

10800 s 3AIZE = A4 OF

3600 ; 13 = THAI=

604800 ; 132 0|= 017

86400 ) s A[ASE1249] TTL
0.0.127.in-addr.arpa. IN NS dns.public.com.
1.0.0.127.in-addr.arpa. IN PTR Tocalhost.

db.cache
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of 2: DMZ dE

2 e ftp://ftp.rs.internic.net/domain/named.redt A #j
9] FE o]F A TX2EZ FTP st= AYYT.

RE

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache

FAF HElE dAste] AH3 DNS 5A#FS g5t E, Bt 44 wd
ol DNS 9] 52l& AHE 7Hedt== sHA 2,

OIE{m[0]~2] DNS

T WA oA DMZo| thd DNS7F A& o] Aujo] YA T, o=
DMZ7} HlEQt HESF e} 22 UEH |27t ofd & AEFH o2 A
5o JFUT.

Firewall

78 13. 7§ QlE]FH o]~ 4Fe] DMZ2] DNS

dns.public.com’}e] DNS dlolE] m}d-e oto] deAet &yt v
o] o]F A7} F& UES A AA 2~ & F JEF S, oy 3
< Firewall2 EASH7] 918l B41% HEE €AY A9 dE5s 3¢ H
271 A5y

£2% WS JoiW DNS A 23], DNSLH, 9 DNS Zefo]dE =3
2tal sk Al 7HA 1 RIESY EE BARSHAIAIL. 7 7H o AEAAH A
AL BZZA FE2XZHo2 ASAAIL. 28 auA Al e Al A
2 HEYEE Anl2o] Z3A7|0L, 35 FAAE e o] A4
A,

* DNS Zgo|dE %3] --->

* DNS §%: <---

* DNS A =3]: --->



- DNS AH =3]: <

o] qH|2E A OHAEZ The Worlde A85t%, 224 onAdE
dns.public.con& AR83t= A ZFA7IAA L.

f

A A5E SUstld BUR BelE MRS olF AdlolA AHa )
de

ARSI EE A Ao Ytk BAIE dHE AARSHW o2 2
SFA Al
1. Bt 4 a‘ oA DNS 23]9] 5¢ls AHE 7hso 2 AA AL,
2. dns.public.coffi-~ 2 HL]E)OEE—FJ Firewalle] DMZ Q1B 3] o] 2x(&- & |
LBAENE AZAL Frtst=d), of7]olE= DNS dEolgts An| A7t
YT
A AES AsIEHHE, c:\winnt\system32\dns<] Firewall ZE 3} o)
o5 d& FIsHAA L.

secondary pubTic.com 50.100.150.202 db.public
secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

283 A Al Alo] BelAR JhA, DNS A8 AN 2g 298 F o
A AEEAA

o 3: HOt 0|2 AMH|Z Firewall Al

Hel o]F AW Z Firewalls AH&3tE ™, B Bl Aufo] Eof & o]
Efdo] 22 BYES Firewall2 &7]AAI 2., Z2lWH Fo]IEZE DNS AH
= Firewalle 43T % YU o WA olAe AFE DNS AH
b RQE EolA 0 @79} MHO B4 0= aTE TR 4 ke
Adych, wekA DNS AW E Bl &o JHE g Fste FEo|JE
H FFoAY o] ARE AT ZlojH, ¥ o Bl DNS B 24| &
7Fe gyt

o] AlS Fd3HU, 7 FolIEE AE-3te] Firewall DNS 7] 5< +
A3te AR ’\IXLOHJ/\] . HoF =y Ao taiAs, EG WE
A ZANA ALESHA 2 ‘:“ﬂol‘jﬂ UdstdAl e, HoF o]F AlnjodlMe=
Firewalle] X<t Qe H o] 25 UE3I4IA L. ]E?f ol& AlH A= ISP
of 3 AFEHE olF AHME UYEstAA L. TgayA] o] FAS B
3171 913l Firewall oA dgtA Y-S A3 oF Futt,

t}L-9] o9} FAFSE c:\winnt\system32\dns\fwnamed.rev LS ZHASHA A
(@)

-,

A

o] oo A Firewall®] X<t <IH 3 o]= fw.private.con?|al IP 5
10.100.100.&J Y ¢},

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (

B>
[

1 ; AH ¥s

10800 ; 3AIZE = E[4A OF
3600 : 172 s JA|TZ
604800 ; 1= 0| O]
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86400 ) s R|ASE 129 TTL
1.100.100.10.1in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

T8 YA c:\winnt\system32\dns\bootoll ThS S FIIEHA Al L.
primary 100.100.10.in-addr.arpa fwnamed.rev

o] e oA ZefolAELE DNS MM 2 Firewalle x| 48152 745 o]
oF FUT, Firewalle 9J% AR BAo] £ 29 dh=g HQF Z Hro B
e gl AYUT. ol Firewall o] 74 Ay ZEA] Ao d4
At 3= HeE & FEo|dEE T AEHo] old IP FAE Firewalls %

z8jofF o= 9P Uy,

olg Mulz Ag 39

A6 =wlR
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N7& SafeMail

ro

IBM Firewall SafeMail Alo]E¢o]+= SMTP 252 {3 Alc|EY oS AF
gyt 1S =uQd HE E7]HA Bk A P%4 AW ERE H R
=02 WAAE FATYTH, HES Fo2RE BHF HAA-H =W Igte
2 HMAE FASL A2HEFHA02HE HF UEQIE AU

r‘:\

SafeMaib] B & Y& AALS F351# 2LSA g%, SafeMaile )& AA7}F
=" 5 e A4 exite AEIUT, o A AR=
mmm_umm.ﬂu I ZHEXiN 1S 25 AA 2

SafeMail> $AIAZHE FAANAZ AAZFC 2 HARS FA T,
o]&= Firewalkde] WA A F5 FARFEE O Fukd 938 9@ 28
sh7] 9%t 740”4‘:} ol 2 AASH = EF 74 2ds E
82 FUo, dF A5oll=, §F AXo| sl oled axdo] AgHolR|
&S AJdYY. 283 A&, SafeMaile: thAlste] o 7}A] SMTP A
HE T o' Aol HERE F4ste] AXE + AFUT. A SMTP A
5 AXE7IZ2 Ageid, HebS A5 T AASAAAL. o AAS
&2 ugsolzlo] [SafeMail Al SMTP A AL [ [E HZSAA L.

8 S20[E

E Al2st SafeMail 7tM

SafeMaits A3t ™A T4 %E}Ol E Y| Aol EgoA AzHE 7
Agsipr e, 93t E6E F+ ¥ Eﬂi*ﬂ B71E A4S, SafeMail
HAElslA A 2. IBM Firewallo] A4 E AA-$H A 2 Qe g~
ES FAEUG. #AED e 449 A F A =l s
stube] dEEES FAsoF .

mlo i

i

1. =vilE F7hste 9, AqtE Addsta 9718 FEAAN L. Aake-d A
L 4 B ke e 4 = aR =
2. et vy o= AYEHT = AASH ZHlo] Firewalle] X
Qb BEoA ALgAA FEA U= olFol £ %ﬁ—HE}
3. B3t Az Ay I oﬂL | &0l HEHe AAH AW &
éE OIUr m—aa] A% IP }%Oi Elﬁwu} o] A= HF UE
3l

o el shtel AR

4. 24 =09 o|& Beole 49T Y= AA4SW =vlo] Firewalle]
HlRQH HEAA ARl GeA Qe olBol Sl YLUTt. o] o
2o B YEY IS TEE #EY] Y6 Bt =wQl o] & il Tl
AU},

5. #ele FEAAL
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Hape® T

HASH 7

M

o

o

RBol Tooly W Alg2uE AUk Bigolzlo]l [A Zglo]AdEE Al
ol SafeMail FA [l A 715 &2 02 =58 HAT & d5UY
.

T .

1. o]H <) SafeMaile: AP o™ 7|4 HF AA-9-H AHE AT 7

9 o AASH AWE WA FHT AWE DA
o] 4o SafeMaite T4t @gkon] ol7]o)A Bek AASH HWHE A
e A%, o) AASW AWt THA FrBUL,

N

&5 AA
SafeMail 74 &% -2 2SN g 2EclA 45 HUF the A E ¢
2ANS, 24 A3t FAPUD, F98 B AAsAL, vheol W
Otﬂ ‘l‘]—l—a T /1\:}/\]—9—

Hok M 74

st7|

EHAEel i3] ALY Alo]EdolE UEstEE Bt HAAS-
HE FAsMF YT, ]*‘E H] B}t HIE%EL% ¥k AA-g-H o)
Firewall2 AZ=A Fgych, =3 2o A= 7l =wdy 29
EHlEoer FAAAHEH Uﬂ*ﬂﬂ% ol ol 5 ?‘”H‘HOF Iy
Firewallo] vl XHQlF WEQIZRE T EZ HYstH, & F227F 1
TE&S Ty 34 UddE AYUrt.

Ht YES A Woll 5 7 o] F33 dA-¢-3 =ucle] 9lod, »&
Bt =wQles &% Aol Firewalls Sl A7) okdet 24 1 A
2 HAIE e & zhzbe] v E A oF YT, o]&= Firewalle] £ 23 ¢
A2 2 275 Firewalle] AAZF W7k Eo] AE 71584 dUtt.

Ok

£ THel

M5}

HEQE E A Bod FLT 742 o2 &9 Firewalls W ES =]
3 Mail Exchangei2 A 1< P ZAYYUrth. DNS Aol gk du
7Fet =& Aul 2 Al FA Al 8 FEAHA L. kR T B3 ST
= Rido]x| ] [AGA Tue] ol2 Mul~ HT]][E HAAQ

= =
= T
Al

Firewalls AA}-$-H-& wholSo]ua} st 42| I8 =l tfdk Mail
ExchangeE A v dst= Zlo] H4dUTh, o & 301, Heot YEL A <k
Al =l private. come AFE3L HeF Y ESL vlo| /‘1 = pUinC.COrn% At
4319, of 21 E-2] Firewalls- gateway.public.cof. = Uﬂﬂﬂ g AYYUY., 19 F
_?«01]‘_, A FAAA TAEZA Firewall] E2EH 3} P F42 UIsI==

42  windows NT& IBM eNetwork Firewall: Ab&2} ¢+ A



278 AJdUt (2% A’ dZ=9 'PTR #dlZ=2 ydE ZAdUny), 1
2]3l YA, user@public.corf &2 AA-H-S WY& Hstd, AlFA oA =
mQloll thd Mail Exchange&EA] gateway.public.cod U d3l= Z=w <l
public.comell T3 MX HIZEE F7lsl=2 g FaoF FYt,
user@somethingelse.ch2 FAAAH AA-HE 521612 AsTH, A
Firewalle- 7}2]7]1& 71 MX #lZES U449 & AdS5UT,

SafeMail AF2X} LIZH(Exit)

SafeMail>- A X7} FAQH o2 J2E& T A= FAFE AFSES SafeMall
S AT F e AR U (exiyS AFPFUTh, olgd HEHo =2 AF
HE= AZEY o] Y =9 sk ZAS A2 IBM eNetwork Firewall &
FAE FEIAAA L.

o] MAHE SafeMail] $AAZRE AL F4F gt
UsiCheck() #48 2@ 4 9l Btk Azl el
o8 mgse FEA P47k AgPUL, o T2

2 8 FA AW P F&, oA FA8 el i EAR, 193

e Qe MR P B grE WY E 23FUD,

Mo o

=
FUt,
« FXEH TXE ZXE
- RAYG Aol ZRAE meygy g FA B4 w4 AR
cUE A8HE BAD 24

Ao, AR Yt(exit) Al AR U8 AAF AlFo 29 QIEH o]~
& Fdste d AH8E ¢ AFYT.

AR YU (exit) 57 wWAIR 7 HElH A s Etha A =
SafeMail2 ¥l Z == wdg ), SafeMaile SMTP A8 29 448 =
Al ARG AJUT, FAl, AR U (exit)oll o3 wrslE 9l =
Z39eted WA 7F Firewall 2710 2242 A QU

AREAE U 7tk(exit) FAA, FAE BE gl e o] St EEES 4
Fol FAAL, AlzH Ao HEAAHA JIFS 71X += AL F3517] ¢3

;o«
5

7hed EaFo R AT EE FoSHAI L. TE, o] Ut thE 22
T 3Ho|A = Aoy, metA thread-safed 2] 02 2o zjof &S o
AstA L., g5 2E e 22Ze XYty cdecl H 71 A FeFS AFES

AE oJHl HAYAHZE AFEA exite AT 4 AHFUT. AZ makefile
Eo] IBM Visual Age C++ % Microsoft Visual C++& &l AZgUt},
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SafeMail CjAl SMTP AH| Al

SafeMail &ASES3E}

02 SMTP AW A|F3e] &L 13l7] 98l SafeMaile: E53 A7),
Aln| 2 Aol He] =239 0 FHE] SafeMail A0 2~ B3} A|7]4 AL,

Windows A2 w ol A, AA, Ao]Fk, Au|A2E AYs4gA L, W olF
3lo] IBM Firewall SafeMail A/ H S AESAA L, AFS FEAA L, A
T 3 oA, ARSEVE AYEgA L, #ele FEAAL,

SMTP AMb{ F2AM5}7|

SafeMails th2lsted A SMTP AAHE 4
HalloF dYth, o] AMHANME FAS 75S FYs5t=
[e]

fiod
o
5
2
rr
2
H
N
R
AN

=
=
SMTP AW AFEE o B B23F Ve #9T & §1e A% BFUL

o2}

aHBE AFS Fuisty] Mol AR Vb’ e A B o] da
T FA AT L.

SHEREY U O8A god Mg FE EFATIE 54 A
28 A0l syt &3] 23 ojwR MHE A T glo]l 2%
& g leAEtE, I Bad HEoR Had =F5E AR e A
A 5 ek AddE Aol EolFUT. ol M EZ4H 7} Firewall
o o =2l %S WA ThsAde HaSAZUTH

-

A AW ZE 2ok ESL A itk ARE sA=

SMTP?| ol whe}, Ma-¢-u S ALsh= 242+8] AH = Received: s e 3
= Adslol dUT. ol &Y FE2 Het WEHAE dsA717] H
3 Alz=®'l FAAel ol AMEE 4 lFUt. SafeMaik: =E A A o
g3 dHE EF dojyyn. £2e dFS st=SE SMTP AHE 7438}
AAl 2, EF SafeMail: & 7HQS E2EH S &8 EHlEed A &
Utk ol= UEHZE dA717] f8) AHeE = AME 24 8§ B2 4
HE gy,

d

SafeMail O] CH

3t MZE 22 =8

2 & SafeMaibl] tis 27 Z2 9] AZdUrt},
19985 2 32 13:46:11 mr16n18: ICA2163i: safemaild’t A|ZfE|USLICEH,

19985 22l 32 13:41:14 mrl6nl8: ICA2177i: SafeMail ©4Z 0xd71e7al9
7} RACK3BDEEE] =AE[SLICE,

1998 22 32l 13:41:21 mrl6nl8: ICA2179i: SafeMailO|
9.67.144.522 2 9.67.131.2502 2 91 0xd71e61180] CH

St 215575 HIO|ES MESLICT,

19985 22! 321 13:41:21 mrl6nl8: ICA2178i: SafeMail A|M 0xd71e7al9
7] 9.67.144.522 2F 9.67.131.2502 2 HMT|HSLICE,

1998 22l 32 13:41:23 mrl6nl8: ICA2177i: SafeMail ©1Z 0xd71e831la
7} RACK3BDEEE] =AE[USLICE,
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1998 22l 32! 13:41:36 mrl6nl8: ICA2177i: SafeMail ©1Z 0xd71e901b

7} RACK3BDEEE] =AE[/USLICE,

19985 22l 32! 13:41:56 mrl6nl8: ICA2179i: SafeMailO| 9.67.144. 522 =&
9.67.131.2502 2 91 0xd71e7al90i| CHSH 215567 HIO|E

£ MEeERiSU T

19983 22l 32! 13:41:56 mrl6nl8: ICA2178i: SafeMail A~ Oxd71e831a

7| 9.67.144.522 2F 9.67.131.2502 2 HMT|SL|LC,

19985 22 32 13:41:56 mrl6nl8: ICA2178i: SafeMail A|M 0xd71e901b

7] 9.67.144.5222F 9.67.131.2502 2 HAMT|9SL|C,

1998 22l 32! 13:41:57 mrl6nl8: ICA2179i: SafeMailO| 9.67.144.522 =&
9.67.131.2502 22| 1A 0xd71e901b0l| CHSH 346 HIO|E

£ MEiSL T

19985 22 32! 13:41:57 mrl6nl8: ICA2179i: SafeMailO| 9.67.144.522 = F
9.67.131.2502 22| o3 0xd71e831a0| CHSH 358 HIO|E

£ MERUSLICE.

4,

* ICA2177 - ZAlqF d29] AAS Yehdu.

+ ICA2179 - B&

* ICA2178 - s+413k= SMTP(T< A& AE 749 Ao} FH&o] o] F
AR TS YEFHUTE.

» ICA2181 - SafeMait] AlAS ARFSS
eNetwork Firewall &A1& ZF 34 A L.

« ICA2180 - Al F5& YEPIUL,

* ICA2182 - A8-A} ygto] AlAdo] AR Eojok sttty AA Y 5S YERY
yrtt,
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Firewall 2 & 37l o
nEUT, o] BHs X ¥ HEQF UEL A AHF o] Alo]o A ZF
Ut o] WEIE Firewall A2AY Fole JFe v]3A U,

CUZEZ Firewalll A= Bot & RO YEY I ojust EANTFE &
22 383 dH5Ug. B F3o 540 Hot W HIRS YEYF
ALolo| A o] F& 4= A s, AAS Ao I,

AZE A53s17] flsl +1d S20[AUE A2

gavlol x| o] & 1404 AHHE A FEholdES FAHAAE AFRFIA U

Efa eBAE, 37 "HEZE, Mu]2, J8l A

A7 YEYI LEAEE AH| 29 == SocksE
Az s188 T4 F3& AYsHA L., 7 dEdLe =L
HEXZ HESZ LEAHE It §E8HAY AREHE ST IP &
Al F8E AP

N

Ald] 2~

st ol del #32 "HEZES FEYUT. =8A 9 A]
HEZ ] 3 &HAY AREHE IP 34 3 o
H BUS & 83tAY pings ARIES AHIAE FFIE F
yoh, (FTP Al F sty 879 3 HEZEZ 49 Y
IBM Firewall& T)ZE v 2 AEJ 95U, oldl AAdzEH
EZE ANH2E AAT F gAY EA Ses WAT ¢ JdFU

I8y, 7Y oy AbEA " Ay 27F AREALe] B E THEA]T]
A Z3td, 3 HEYUER A2 73S ZAAsA Aul2e F7}
& AdSUY. o A8 ga Alod leadlolx]o] [ Aol ]l

g BxaUN L,

E
theksl & Ao ZASHT IP WAL F & == AESIEE Firewallol
el

Socks Bl Z2| E
Firewall Socksti®o] IP 3j7lS 1
= ARSIES WE s ATdUT.
HESY T 2 BAE
Firewall?} 434838t S2E, AFEA 9 AMBYES} 22 ThFgt
HEQ T #4845 YEPHUG., o|&2 3ty IP 49 T4 1}
2% HYHEE g LBAET}L FHAZ UESNT FAE e
T AFYUT. HEYI LEAEE OFE ol & JdFUH.
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mrl6n18: ICA9037i: 1998 22 32 3t

199815 22 32 13:46:53
|27F Atse= YLlEU,

O Firewall QIE{IHO

1998 22 32 13:46:55 mrl6nl8: ICA1032i: 1998.4 22 3
2 13A] 462 550 THE 0] HAMEUZLICEH,

1998= 22 32 13:46:55 mrl6n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both Tocal both 1=n f=y t=0 e=none a=none

1998 22 32 13:46:55 mrl6nl8: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both local both 1=n f=y t=0 e=none a=none

1998 22 32 13:46:55 mrl6nl8: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both Tocal both 1=n f=y t=0 e=none a=none

19985 22 32! 13:46:55 mrl6nl8: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both 1=y f=y t=0 e=none a=none

1998'51 22 32 13:46:55 mr16n18: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
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tcp/ack eﬂ 25 gt 1023 both Tocal both 1=y f=y t=0 e=none a=none

199811 22l 32 13:46:55 mr16n18: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both 1=y f=y t=0 e=none a=none
19988 22 32 13:46:55 mrl6nl8: ICA1037i: #:7 permit 9.67.130.154 255.255.248.

0 9.67.144.49 255.255.255.240 all any 0 any O both both both 1=y f=y t=0 e=none a=none
1998151 22 32 13:46:55 mrl6nl8: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound

1=n f=y t=0 e=none a=none

1998151 2% 32 13:46:55 mrl6nl8: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbound

1=n f=y t=0 e=none a=none

1998 22 32 13:46:55 mr16nl8: ICA1037i: #:10 permit 9.67.131.250 255.255.255.
255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound

1=n f=y t=0 e=none a=none

199815 2 32 13:46:55 mr16n18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.

240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound

1=n f=y t=0 e=none a=none

199811 2% 32 13:46:55 mrl6nl8: ICA1037i: #:12 permit 9.67.144.49 255.255.255.

240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure local inbound

1=n f=y t=0 e=none a=none

i998k§ 2% 32 13:46:58 mr16nl8: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both 1=y f=y t=0 e=none a=none
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Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.

Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for 0 bytes.
Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
using NT authentication from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated

for HTTP Server using NT from secure network:9.67.140.162.

Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgsplash.gif HTTP/1.1"
for 211 bytes.

Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.

Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/1gmast.gif HTTP/1.1"
for 211 bytes.
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. ICA2099i - 28l I = 4078 RojZEn, s 714 Q7] (get) L7l tdk AL
87+ selo] AuPeL MBI,
a8@ BeSAE AGAA SR HAL SFFUT, HepeAE
AgA DS FEE LTI

+ ICA2140i - AH&A Frecbl Tt AH&7 Eelo] A3 alsu,

AR B @ Holx Aol BE 2% U 7hH 27 (gey) &7 W

A wriet o] £ojF U,

FTP

1. FTP ZEAE AL&3A] Firewall &2EE A 234 A 2, (Firewallol
3t TAEW O Z ftp gw.domain.net.comS AF&3HA YT},

ftp ftp_gw.domain.net.com

ZEA AW e AR S 27U
2791
2. Firewalls AH8E 4 = ATHES T2 ASAE S YHAHA L.
login: jane_doe
M AR ol Firewallel 7= e wioll Adeld ARgAF 8Ql 23]
we} AbEF Aol §EAS AZIthBlglelzle] [IBM Firewallol] Al

ex =211 F=), Z=2A A7} AEAS FAst= W) gl

Bloldel [Agx srel Ml Bzain L.

AR} Belo] Bk Fo| LBA AWE FTP 3% =

ftp>

ot
(K
m
il
=
>
%
v
iy

quote$} site FTP W& S Al83A] 5 S 2Ed AAAAA L,

ftp> quote site forhost.network.outside.com

27900 3 UEE A7 FE S 60%0H fF I

E Azt F8 gL 7200294 OFE A 8 #e WAseyd hod
oIl TETP @ el m= Aol At £w gk wallle FxsiAe.

INE=T

Firewalls &3l 7N A o= fipd o+ JAFUT. 7HAN A ZEA = Firewall A
87 elo] BR YOUE JpAH ZEAC) AGAE Firewall ZEA AHE
A9 ol ek YUk, 7HIA ZHAE Firewalle] MRHEO =
FA15)E Firewalle] BoVZo) Ak 89Ut 74AH ZEA7} 25517 9
M= olE B 7 74 FERIAE dideld dEsof gy,
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1. fipZ A& A Firewall & 2~EE A 231442, (Firewallo] thak &
EWOF ftp gw.domain.net.com& AF&3HAl FUtT}. )
ftp ftp_gw.domain.net.com
2. ZEA A= ARRAE S S THUT
AHE A}
3. HIEQF YELAANA AHSAE S dEsiir L.
A= X}: username@remote site host name
4, J8H B3 S2EFE ol dACA JE€3 ALEAL O]
gotet= wAAE FARUS.

o

9]

12
fol
i
A

SIie)
5. ¥58 JPatAAlL.
2¢le] U@ UEE A FE e 60%0, #F LA AeolE
7200=(2A17HYYth, TUZE Azt 8 7S WAse W lagol <] [FTR
4 =z} =z
At u_)__

14
ok

Ayl ZEAE AHESlA] Firewall Z5A] A2 2084 2. T2E
o} mE QIEYl F2E ASY  deUth gAY Aol Sl
Firewallol A &Yl W& & AME3A =3 T2EF 2IORISHAHAIL. 4
01, telnet_gwe] $2EH-S 7FA A Firewalls: &3l 2t UES A Wel
A AUg AHEst] T2 55 A2 forhost.network.outside.coms
A=g o+ AFYT
1. Z2A2E AFsh] He 2ue A
AA L. (Firewallol tof gt
stAl gy, )
telnet telnet gw.domain.net.com
2. ZFEA AWE AHEAE S 7Y
2791
3. Firewalts AH&S & S+ AT
login: jane_doe
A AL Aol Firewalld] #7h51 91 wol AeiE ALgA 8hel 7o
we} AFEAE AlYe] faAS AETUtBlzElel Aol [IBM Firewallel]l Af
Fx)., ZFA AHTE AREAE FelskE ol tiai A=
Hlolzlo] [AL2z 319] vl | |8 HZ3AA S,
oneact® & A831A4 FUYth, IBM Firewall Z2A] gyl tjHo g =
Alo] Firewalls 53U tt,
oneactd & AH&3h= ¢ AMEAF Ejlo] B Fo] ZEA] A¥E e
EAFU T,
ENTER DESIRED HOST:

M o oF

-

431o] Firewall 3 2EE M| 23}
Z telnet_gw.domain.net.cofh A&

o
>
m
ol
o

o

we SRS QAL

=

ft

5
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telnet forhost.network.outside.com

YR TrEE T2Ed 4 R AEA oS0 ¢33 E YHFES 2
A3t Th, o] Firewall Z2A] Aol A ALE3 AFgxH 2 A5 9l= o}

7Y H&

P\

Firewalls: 3 7Aoo 2 &y d 4 g&5Uth, 7HA A ZEAE= Firewall
AHgA Belo] Wa glon® paAE ZEAe AEAE Firewall ZFA] A}
|AAE AoE et glsun. 7HAA ZF A= Firewalle] ¥R QF &
© 2 £41% = Firewalld] HeF Zo AT 3 &FH YUY, 7HA1F ZE2EA7} 2
3] AsiAE o8 Bk 4 TA ZepolAE o)A des)or gt
1. 2uYl& AL&3|A Firewall 32EE QA 234N L. (E2EHOE
ftp_gw.domain.net.come A&3HAl HUT}, )

telnet telnet gw.domain.net.com
2. ZEA AWE AEAELS 27U

Z70l;
3. HH YEYIAA AREAE S PN L.

Login@remote_host

R ZTAEE ST2Eo A thE AFEA o] dEE YYHEESE &

A@UTh. ol Firewall ZEA AuolA AH&3 Ag§AH R FEohe

£ F JdsUT.

ZI%0e the HEE AIZF T8 & 600 FF ZF A digh HE

E AR 28 g 720024Uth, UZE A 28 3 WAsEW hod

Blolxlo] TETP 9l v T2 Aol Azt =7 2k wA[]e 323440,
FTP X HL Z=AJ0IM AlZE 2 2% A

FTPe} Yl 25 213 fF ti7le did Az 5 3 7HUt,

QEET 209 484 STl 600lT AT @ WA AY BEo)

JojoF FUtt, o] AL loginTimeoute. 2 L&A Q5.

Ut Z79l0)
Fo] glojof &}

o2 dEHW 720020ttt HoE g WA MMl &
a8 e A A GEgYL,

Hoox
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g #e 2 G2 AR oHe HEEE WAL F AFUT.
fwTimeout.cfg Yo 32l e by zolof grt,

=1

proxyTimeout=7200

ToginTimeout=60

ftp

proxyTimeout=7200
loginTimeout=60
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M14%& Firewall 24 DL|E

A
Al

o] ;g—o]
44

=

ANzEo 2 Anel 2 RUHSE BEe A9gUT. 7
of Slwrsw An7t AP,

juked
2y

IBM Firewall& AF&2F Ao AA Zko] e ZAAd 7] A3 A
Firewall 2 10 A% HAAESE 2YUEHIUG, JAZL Yuto] dAs)
Firewalle Firewall #e] 217} A e WAoo a2 ARS A,

12
K]
B
o
lo

A= At Az iR s2 FAEYT JAZ" AR (7)) S AF (5
A oMES] F)E 2HelH, YAIE AWSiA Ha AR WA ALE
U2 ZYHE 714 39 dAE A2FUG,

T AHgA <l A

54 A8 IDol| tigh ARS8} &2l Al )

£ S2EANAM AFSE AREAF 81 A

Z0Ae] wWAA] e 1e] AR

AARLE T4 FeoldEY == HH 3 QAEFH )25 AFE3|A T
T AFUG. dA Aol gk HAAES IBM Firewalloll A A5
g5y,

=
-
S

100}:,1‘[] A w DN R

b it rtn
B

4= HAMX|

irewalle] 4R WAAE TG, HE wAHZA
01011/1- 2= /\]/]E]_

D
Y
X
o
k)
HU n

« Firewall Z 10l
2. AR B 2ER A -1 wAlA
3. 74 U= %7, losglelxe] [F=7] ordl A A[IS HF3HA A

o

4. ZZE wAA7E ARA a7 EgEd AFEA-G o] o] A3,

AR WAAE B4 QA g9 BE8 ARE AT dsUT. dF
29, g3 gaUn,

Ll
ofy
>
O
ol
o >
>
lo

ICAOOOle: ALERT — A} X} 20| Alml 20.

ICA0002e: ALERT — AF2A} ZEO| CHSH AFR AL =0l AlTH 10
ICA0003e: ALERT — SAE 56.67.78.892| AFEX} =0 Aldl 15
ICAOOO4e: ALERT — 37H2| 2l=4&50| Q= Ef1 ICA1234e
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HA O— —o
DA AAE YA, 22 2 SAG 2 A9 FAAS 934
gEe Hud ¥ 9718 F2ANe, =3 =" 94 o8 347 U
Ehdunt
L AAIG AF e WA YA AT BES YHSHAA L.
YA A%E AHE A7 12 el Ao o} s AsjE AgA 3
o WAAL Hof ST, YA AT olMES] A WA A5}
t 2ol YUt
2. #ag AL

AAZE F2| AbA|

AAG ol AAsE Y, 222U AAG e Aol A1
< Agsta AHAlE FEAAN L, RS FAst=E a7HUT, o
o SN, AAE 20 BdzEEe] AAE ofnsh gt
o frelataAle. ol Ao AAE ouFYrt,

&}

=
=
[
L

A=l
Lo

=
A

N

Ul

e

1.

Al2"H AYAE ST F ¢
o] M 7}1A T&7] FALAE

Firewall> Firewallel <) AE7F A& w #AExte] TE27]2 WAAE B
T2V 4 ANYS HAHHH

T4 ZeholAES Agdtel AYHT 3

Hojok Uk, o2 21 RUFE A AHGEO] HE 3o A /‘}%5

F 2

Hk2= 2} (carrier) ¥8] - 29

ol xlo] [wkizxl 1] |5 Fx3HAA <,
]_
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A 147 Firewall 27

2] Al A wE
Futh, o FHLLdE vFelA AgHE OEE WER
of AU AEFA WEA} o BiEd YE Aol of
Haze AEIE WEAE FARAA L, O 443 L3
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N
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FUTh. o PxEd mEE 1T 5
7t AYEE 23 EREA @ 5 Aw
A= aglol=le] [wdl 31

,
i
o
N
o
ol
>
>
fo o

F: IBM Firewall> 5%7] ¢4 A Y& 1% Tele-AlphaNumeric Protocol (TAP)

EA Z2EZS YU
Rlglsls wax U 28

W2l dlolEfw o] 2~ T ol = %OX}Q} wd AF miHse g REVE S

of AFUT. ©E REAE FUHE F dFUo. weAE g 1wd A3}

HoE A3 dF /i es o534 25U,

c TAE SE7)o tigk Hof wAA Zolof 2AE SE 7)ol ik Ao &

Eh

c HoTtg, djgy, Holg 9 AHA HE Zoj

WA ARES] Mol REEAVE TAP T2 EE3 AHESt=A] &<l

=

ol |t
e > o

>

to

N
kU
(r

= UZE =d Aol e AlFgEUT. ol U

i)

)%

U

rr

o ol

IBM MOD 448 14400 bps
IBM 5853 2400 bps

IBM 7852 28800 bps

IBM 7855 2400 bps

¢ Yut Hayes &%t 7}%

* US Robotics Courier 9600 bps
e Zoom V.34

A TAET MRl mulS $-x KI5
o

e By =3

gel AgFUT. 35718 AHEFolR, 21 RUHE A4dl7] Wl 5%
7 BAe 2487 Y8 557 AL Aok FuUT

AZa7] Ao, grte mEl dawE, 5%7] 1D B uEate] mEl vjsh
+& sk Ut

5%7) 49 AUL FASHRY, 74 FoIAE bAoA ElA A
28 B E APy e, B FUE F W B4 271 GeA
2. Azd 2aE AdgsAe. #Y ZMe F oW =4 B8 &
AL, BE7] A4S AEA L,
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Heste AH§Y wEdsl 2R HYsy 55 WAAS

o Melsd, [ozolxe] 12 28l o}
A AAGe 29 A= =&V AA U

F=7 p: Wnnn
TEINHHN, ([222-2222

HE= A} IMuhiIecum M
oo, Iﬁeneri[: Hayes compatible HBE |
v =0l p - E ? 32

SHAAI L. oA WA WEAF A AFEALY B E

2. 327 WAAE dEstHA L. oA ARV AFetE = UEE W
A& *ﬂ—é}% FAEYUT. =248 3E7] 5l o= TXPJPOM
oF e t}, B8 570 )] ol "HAE wAAY 2 &y,

E h
WEE Ao AR Aol wAA] ZolE 29HA FEF AL
agA gow WA ZAHYUY. FE()e AHESHA ARk A}
g3t9, ol I FAE A gY,
3. Ao gle Afoe Ade =8 vEAE FYAAL. 5E7
ukg Al (carrier) | s} A7 FAE AU o] HE S A= b
gk A g8 hosdlo]xo] [ulexl AT ]]E RAAS,

lo
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4. mdlido] Qe Aedde Ade =9 2dS Aosire. &7 27
el st v #AgYE. o] HEe A dH U AAE WE
o p1adelxle] [wel #Ao]|E RAAS

5. S FEAAL.

HY =F

vluiAleld Egjolx] 5&7] AAS Jdustd, W 24 AAgko] S0 9

= 227 AA U A7 FAEUS

1. 99 Z=9 %S dEsiAY =& dYste 71Ee =24 g F&9
#e MAAA L.

2. S FEAAL.

HE =H AH|

1. YzEdA F5e Adgsta AAE F W =58 32F7] kS 2H(carrier)
w2 s Ay &7 29 #E s AR dEs D 3
s4t.

AAE A Es 2 FgYY

2. A =8 s FAAY otHeE =Y 2E7] AA U dAE
HEol 7ML
d 24 FEo] gled, 337 <9 Aol &L FAY 5 A H2Y

£

3%7] AA 3 ARl A, wrEAHcarrier) W ZEE2 74 AR F24
Ao, togdlolxo] T 260 EAIE A FARE TE7] kS A}(carrier)

2] thsk FA7E FAE U
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od
EEEE wees  [mam @ © -
Py <t
% Mohilecom 1-800-046-4644 1200 even 7 =AL..
% Fagenet 1-800-720-8393 1200 avan T
2 Skl 1-800-759-6366 1200 sven 7 AR
. [
v =22 S AN DA X A2 7 =22
1Y 26. &) vkl B
uE Rl 271
NZE HdEAE FristE ™, 3F7] ubEA} (carrier) 3] tis) Rl A Al
=AYl 4718 FEAAL. " fE = ge dgsiAd =
L LR
1 AR S dEIIA L, ol e TH o] oW oW o] golut By
o] AREAE WEAE AsHE o BRE P YRS AT

N
oo
ox °
}o{:

Z EE 78 AUl MEshs dxsE 20 wea 34
melo] thet AN WA ARUEE AASAA L, olRe A
A7t Ak 5F FA o} AulaTt aFFE AY mE F7 48
ol AAse £A4Y mE BAY 52700 HAe my Mmool &
g,

3. &% Wl o3} TAPE YstyAe. et gyt
MEAT HESAL AT GBS AYAYAL

5. 248 5E710] 0@ Ad) WA Zolsk £AY 37 dE Ao

J5E ¢
6. HOE& PSS, FARE T2 AEA e Aty
Al

10. 1S FEANL
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[

A

HFSAL B4

1. 3&7] wkEAH(carrier) #2] g}t FAtolA WMASIHE vkEAE A9
T drE FEAAL,

2. AT & & %59] Ao thsfAs Laaslo] o] [widzL =7} |
£ FAx3AAL. A AAE HAE F JEUY. o] TEE ALE
THEYS

3. e WAL FIAAL
S FEAAL,

HES AL ARA|

1. 3&7] wkEAH(carrier) #e] ts} GAbol| A AHAIStH & RvEEAE A9
T A E FEAAL,

2. 2HAE FRISIEE 3:11%‘4‘:}. & =8 gAML,

1 HkE2 glolEuo] 2dlE HAG shue] REEATE 4 50 ook
U, e Aeojd vty glod 3E7] 49 A Y-S Aoy

n

#  Generic Hayes campatible WOETH4ERD
& |BMMOD 448 14400 EFVOE1 K4 &MND =k
#  |BM 5853 2400 hps S11=7050=0E1C1F1HOM1 Q0
F  |BM 7852 28800 hps WOETHA&MO
@ 1BM 78455 2400 hps EF1511=T050=0E1HOQ0W1 X1 &( ﬁ A
‘E‘I‘,’ LISRobotics Courier 9600 bps EFEDZECTESTIHAVTO057=T0
' |
v =0l S HA D3 X 32 | ? =22 |
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AN L., 10HT 2 S YA L, o] LEJ stedofz 74
sojoF sth, Windows NT= A eolsol M= b gyt o] A9, 537
7Ieo2 Q3 LE tid A7 ARgynt, mHle] stEgo] 24
I GAEA o, £F7] =L oWl AR TS A=A =5 2
= AvsiA gy,

3. X #l4o] A nkek(echo)e 7HAH 22 Afe|Eof 93] Hojd 14 He
E&s 7H dHeolH EHlo® g Buls AT 2713 2Ads
At 2, AT RS TFA7A FEF M. 537] 75
2718} 2D W gkell o] BE & FriskAl |yt

4. 95 S HAFE YA L. oA A N2 T Hs Thol
date WMEdyr

5 #Fde FEAAL,

2HE g

1 227 29 &2 s Aol ZdEs ddgsta 4718 =8 29
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2~E7F AEUT, ol FEe disiAE Lagolxle] [wal 27h]Is
HEAA L.

2. A& FEAAL

2HE AR

1. 327 29 #e dig dAedA 2ewe Hddsty A4 s w8 24
Aol & AASHAL.

2. AAE Fat=E a7gYT. A& =¥ AN L.
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