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'<9 (GUI) rQ$F" Windows NTGH AIX GN>}NU!$"&)<krI

}9k3H,G-^9#

NT N/=

U!$"&)<k,$s9H<k5lkH"TCP/IPGJ$WmH3kb"TWJ79

F`&5<S9b"I}TJ0N"+&sH+iNm<+k&m0$sbHQTD

KJj^9#

/OJ'Z

SecurID"SecureNet-<"=N>"lL*JH</srp\H7?9YFN'Za+

K:`KP9k5]<HOs!5l^9#

viii IBM Firewall Windows NTG: HQTNjz-

|

|

|

|

|

|

|

|



l]<H&f<F#jF#<

l]<H&f<F#jF#<rHQ9kH"79F`&m0,lYG<?Y<9&

(s8sKsp5llP"79F`&m0KP7F SQL HqrBT9k3H,G-

^9#

"i<H"bK?<"*hSm.s0

gL+D\YJm0-?KO"TCP/IP"Il9"f<6< ID"TOD"U!$k>"

]<HVf"y9HloK"9YFNU!$"&)<kh0-?,^^l^9#m

0&bK?<KO"?$N"kh0rFk7"7-$M,6(?H-K"i<Hr

P9h0,^^l^9#

#tMCHo</N,%

U!$"&)<kK#tNMCHo</&$s?<U'<9&+<I (NIC) rHQ9

kH"#tN5VMCHo</r,%9k3H,G-^9#

Fql5]<H

Ql"|\l"Zql"Uis9l"fql (JNz)"fql (KNz)"$?j"

l"9Z$sl"*hSVi8k&]kH,klKO"Fql5]<H,s!5l

^9#

IP "Il9N~O

U!$"&)<kr=.9klg"IP "Il9N~OrWa5l^9# 04J.t

@U- 10 Jt IP "Il9r"*/FCHr 4 D4tH$&!Nh&JA0G"~

O9k,W,"j^9#

nnn.nnn.nnn.nnn

33G"F nnn O 000 +i 255 NOON 3 eNtMG9#

5<S9N?aN IBM XN"m}!

IBM 5]<H&;s?<O"f<6<NdjGGHrhN?aN4jLrECKhC

FTCF*j^9#$DGb IBM 5]<H&;s?<K*EC$?@1lP"DH

~VbKJnK+ibKNa0 8 ~+iae 5 ~K4Vvr57"2^9#ECV

fO 1-800-237-5511G9#

FqJ0^?OW(kHj3NlgKO"@RDH4vw^?O.R4v IBM Cs

9K"mr*hj/@5$#q

\qKD$F ix
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h1O IBM Firewall NRp

IBM Firewall O"AIX *hS Windows NT** QNMCHo</&;-ejF#<&

Wm0i`G9# \A*KO"U!$"&)<kO"Rb (;-e") MCHo</

HLN (s;-e") MCHo</+$s?<MCHHNVrWG9kbNG9#U!

$"&)<kN\*O";-e"&MCHo</NfXN"^?O;-e"&MC

Ho</N0tN">^7/J$L.^?O5vDNL.rI03HG9#U!$

"&)<kKO"!N 3 DNrd,"j^9#

v $s?<MCHN;-ejF#<&]j7<r/=9k#

v MCHo</bNf<6<,"MCHo</NG<?*hSq;rm1K5i9

3HJ/"MCHo</N0t+ivD5l?q;rHQG-kh&K9k#

v 5vDf<6<,MCHo</bK~lJ$h&K9k#

U!$"&)<kN50

$s?<MCHGO$+Jk\3ND=-b"kNG";-ejF#<Nj9/b

?/Jj,AG9#H+NWi$Y<H&G<?r]n7"^?lQMCHo</

btN^7sXN"/;9r]n7F"0t+iNT5JHQrI0,W,"j^

9#JerT&GiN9FCWO"lQMCHo</,$s?<MCHH\39k

]$sHNtr)B9k3HG9#lQMCHo</, 1 DN2<H&'$@1Kh

CF$s?<MCHK\35lk=.G"lP"$s?<MCHKP~j9kHi

U#C/r=,K)f9k3H,G-^9#3N2<H&'$rU!$"&)<k

rFS^9#

U!$"&)<kN/-r}r9k?a"!NcrM(^9#"/;9r)B7"

MN~[r)f7?$SkG#s0r[j7^9#3NSkG#s0N#lNmS

<O"#lN~j}G9#3NmS<KO"SkG#s0K~CF/kMK~P9

kuU,tM"=lrFk9k,<I^s,tM"=7FM9NT0r-?9kS

G*+ai,tfH=N ID r'Z9kPC8IhuV,tf"j^9#

JeO"Wi$Y<HJSkG#s0XN~[r)f9kNKgQ&^//-^

9#7+7"$C?s5vDNM,mS<NLaK.y7?i"3NM,INh&

JT0KPh&,SkG#s0rikj@FO"j^;s#7+7"3NMN0-

rFk7F$?i"INh&Jx7$0nb!P9k3H,G-kG7g&#

U!$"&)<kNo,rjA9kH-"H%KHCFm1HJk9YFrX_

7"=lJ0r'ak3HG"=,HM(k+b7l^;s#7+7"6b}0b

77/Jk?a"3Nh&J6brI0}!rhhj9k3H,,WG97"Sk

G#s0NlgNh&K"If,Kil=&J{urbK?<9k,W,"j^

9#lLK"/~rGiNljGI0hjO"/~5lF+is|9k},";2

Og-/qQb++j^9#
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IBM Firewall D<k

IBM Firewall O"[JkU!$"&)<k&"<-F/Ac<r$sWjasH9k

NKHQ9kD<k&\C/9Nh&JbNG9#"<-F/Ac<H;-ejF

#<o,r*r7?i",WJ IBM Firewall D<kr*r7^9# IBM Firewall =

./i$"sHO"I}QKf<6<&UlsIj<J0iU#+k&f<6<&

$s?<U'<9rw(F$^9#IBM Firewall O"I}NQ9d";-ejF#<

c?Nn_JIN"9YFNEWv]r-OOKm.s0-?7^9#

IBM Firewall O"\hO IP 2<H&'$G"k?a"4Nr#tNMCHo</ (1

D^?O#tNs;-e"&MCHo</H 1 D^?O#tN;-e"&MCHo<

/) K,d7^9#s;-e"&MCHo</O"?H(P$s?<MCHG9#;

-e"&MCHo</O"LoO=l>lNkHN IP MCHo</G9# IBM

Firewall ,s!9kD<kN$/D+r"!K(7^9#

v (-9Q<H&U#k?<

v Wm-7<&5<P<

v Socks5<P<

v Ia$s&M<`&5<S9 (DNS) d SafeMailNh&JCjN5<S9

(-9Q<H&U#k?<

(-9Q<H&U#k?<O"~o"IP "Il9"*hS5VMCHJIN#tNp

`KpE$F";C7gs&lYkGQ1CHr!:9kD<kG9# U#k?<,

'O IP 2<H&'$!=HHbK//NG"^7sO"#tNMCHo</&$s

?<U'<9 (=l>lDLN IP MCHo</H5VMCHo</bK) r}D,W

,"j^9#l}N$s?<U'<9N;CHOs;-e"G"kHk@5l">

}N;CHO;-e"G"kHk@5l^9#U#k?<O"2Z<8N^ 1 Nb@

Nh&K"3N 2 DN$s?<U'<9NVGT07^9#

(-9Q<H&U#k?<N\*

(-9Q<H&U#k?<O"U!$"&)<kQNp\*J]na+K:`rw

(F$^9#U#k?<rQ$kH"IP ;C7gsN\YpsKpE$F=Na+K

:`rLa7?HiU#C/r=L9k3H,G-k?a";-e"&5<P<K

X9k9-csd IP "Il9N9W<U#s0Nh&J0tN<R+i";-e"&

MCHo</r]n9k3H,G-^9#U#k?<!=O"[+ND<kN=.

Np\HM(F/@5$#

^ 1. (-9Q<H&U#k?<U-U!$"&)<k
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Wm-7<&5<P<

La9kQ1CHr?@!:9k@1NU#k?<h}HO[Jj"Wm-7<&

5<P<O"U!$"&)<kNltH7FN"Wj1<7gsG"j"MCHo

</&f<6<KeoCFCjN TCP/IP!=rBT7^9#f<6<O"$:l+

N TCP/IP"Wj1<7gs (Telnet^?O FTP) rQ$FWm-7<&5<P<K

\37^9#Wm-7<&5<P<O"f<6<KeoCFjb<H&[9HK\

37^9#3Nh&K"MCHo</=$r0tf<6<K#93HKhCF"/

;9r)f7^9# 3Z<8N^ 2 O"0tf<6<+iNWareTu.9kWm

-7< Telnet5<P<r(7F$^9#

Wm-7<&5<S9,"Telnet"FTP"HTTP"WAIS"GOPHER"*hS HTTPS"

JiSK SafeMailGHQD=G9#

IBM Firewall Wm-7<&5<P<O"5^6^J'Z}0KhCFf<6<r'Z

9k3H,G-^9#f<6<O"btMCHo</N;-ejF#<r;J&3

HJ/"$s?<MCHeN-WJpsK"/;99k3H,G-^9#

Wm-7<&5<P<N\*

Wm-7<&5<P<rp7F\39kH"U!$"&)<kG TCP/IP\3,fG

5lk?a";-e"&MCHo</,m1K5i5lkD=-O:/7^9#f

<6<O"?tN'Z}0N$:l+rQ$F\MN'rToJ1lPJiJ$l

g,"j^9#

Wm-7<&5<P<Ng-Jx@N 1 DO""Il9N#CG9#Wm-7<+i

N"&HP&sI\3GO"9YFU!$"&)<kN"Il9rHQ7^9#W

m-7<&5<P<Nb&lDNg-Jx@O";-ejF#<G9# IBM Nlg

HO"/i$"sH&^7sK8_9kD=-,"k;-ejF#<eNe@r]

n9k?aK"3liNWm-7<&5<P<r+/7^7?#

Wm-7<&5<P<Nb&lDNx@O"/i$"sH&^7seGCLN/i

$"sH&Wm0i`O,W,J$H$&3HG9#7?,CF"U!$"&)<

kr$s9H<k9lP"U!$"&)<kK-?5lF$k9YFNf<6<

,"IC=UH&'"r$s9H<k;:K"s;-e"&MCHo</XN"/

;9"r}D3H,G-^9#

^ 2. Wm-7<&5<P<U-U!$"&)<k
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Socks 5<P<

SocksO""Il9N#CrT&"5<-CH&lYkN2<H&'$N8`G9#

>hNWm-7<&5<P<Nh&J*<P<XCIO"j^;s#

Socks5<P<O";C7gs,U!$"&)<kGfG5lk@GO"Wm-7<&

5<P<K`w7F$^9#jc@O"Socks,""Wj1<7gs4HKG-NW

m-7<r,WH;:K"9YFN"Wj1<7gsr5]<HG-k3HG9#

)a*K"Socks/i$"sHO IBM Firewall [9HN Windows NT socks5<S

9rHQ7F;C7gsr+O7"w.5"Il9Hf<6< ID ,s;-e"&M

CHo</XN0}~\3rN)9kvDr@F$k+rEv-!:7F+i"2 V

\N;C7gsrn.7^9# 4Z<8N^ 3 G"Socks5<P<U-U!$"&)

<krb@7^9#

Socksified/i$"sH (Socks-aware)O" Netscape Navigator**̂ ?O Microsoft**

Internet ExplorerJIN?/N"Wj1<7gsGHQ7?j"Aventail** AutoSocks**

JIN TCP/IP=UH&'"rp7FHQ9k3H,G-^9#

Socks 5<P<N\*

"&HP&sI&;C7gs (;-e"&/i$"sH+is;-e"&5<P<X

N) Nlg"Socks5<P<KOWm-7<&5<P<H18\*,"j^9#9J

oA";C7gsrU!$"&)<kGfG7"f<6<,La9kNKH5N'

r7J1lPJiJ$";-e"&I"rQU9k3HG9# 3lKhj"f<6<

OI}nHr/7T&@1Gh/"JG=Nx@r@k3H,G-^9#

Ia$s&M<`&5<S9

;-e"&MCHo</NIa$s&M<`&l3<IXN"/;9O"/~TK

HCFOgQJu1KJj^9#=lKO"6bP]N[9H,j9H5lF$k

+iG9#Ia$s&M<`&5<S9&5<P<,Ku5lkH"3lb/~T

KHCFO"/;9P)HJj^9#0tMCHo</+iO"U!$"&)<k

eNM<`&5<P<O+ir1L9k@1G"bt IP MCHo</KX9kps

rx+9k3HO"j^;s#btMCHo</+iO"3NM<`&5<P<O

$s?<MCH&MCHo</r1L7F*j"$s?<MCHeN$UN^7s

K=N>0G"/;99kNKsoKXxG9#

^ 3. Socks5<P<U-U!$"&)<k
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DNS 5<P<N\*

U!$"&)<kG DNS 5<P<rBT9k3HKO"M<`&l>je<7gs

Wa,U!$"&)<k4NK.lkNrI03HH";-e"&MCHo</N

[9Hrs;-e"N$&+i#93HN"sENx@,"j^9#

SafeMail

a<kO"H%,$s?<MCHK"/;97?$gJ}3N 1 DG9# SafeMail

O"btMCHo</NIa$s>r#9h&Kh&K_W5l?" IBM Na<k&

2<H&'$G9# SafeMail!=O"a<kr2<H&'$eK]I7?j""k$

Ok<H&f<6< ID NbHGBT7?j7^;s#/.a<keNU!$"&)

<k&2<H&'$NWi$Y<H&Ia$s>KeoCFQVjC/&Ia$s

>,HQ5lkNG"a<kOf<6<N"Il9+i-?NGOJ/"U!$"

&)<kN"Il9+i-?h&K+(^9# SafeMail O"Simple Mail Transfer

Protocol (SMTP)*hS Multipurpose Internet Mail Extensions (MIME)r5]<H7

^9#

MCHo</&;-ejF#<&9-cJ< (Network Security Auditor)
NHQ

MCHo</&;-ejF#<&9-cJ<O"MCHo</r9-cs7F";

-ejF#<&[<k^?O=.(i<N-5r4Y^9#MCHo</&;-e

jF#<&9-cJ<O"5<P<*hSU!$"&)<kr9-cs7F"*<

Ws&]<Hd=N>N(/9]<8c<JINdj@de@Nj9Hrn.7"

djrhN?aNj9HrT87^9#MCHo</&;-ejF#<&9-cJ

<O"EWJ[9HNj|*J9-cJ<H7FHQ9k3HbG-k7"lY@

1Nps}8D<kH7FHQ9k3HbG-^9#MCHo</&;-ejF#

<&9-cJ<NI}O"H$d9$3^sIT$s?<U'<9rQ$FTol

^9#MCHo</&;-ejF#<&9-cJ<Khj"U!$"&)<kr+

R7^9#

MCHo</&;-ejF#<&9-cJ<N!=O"!NH*jG9#

v TCP *hS UDP ]<HN9-cs

v 8`0]<HN5<P<N'1

v m1J5<S9"{NNHe@"5zKJC?5<P<&P<8gs"*hS+

9?^$:5l?5$H&]j7<Kc?7?5<P<d5<S9Nl]<H

v Vi&:,FWJ HTML Khkl]<HN8.
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h2O Wh

IBM Firewall r=.9k0K"A'C/j9HHWho</7<HrQ$FMCHo

</=.N}rKr)FF/@5$#

WhA'C/j9H

1. \*rha^9# J<N3HrT$^9+#

v $s?<MCHJTelnet">0J7 FTP"JIKXN"/;9 ?

v btMCHo</r,d7?$N+?

v *RMNMCHo</XN0t+iN"/;9r,j7?$N+?

2. IP 5VMCHo</NlYkG"MCHo</NH]m8<r>A7^9#

v 1 DN;-e"&MCHo</N$s?<U'<9*hS 1 DNs;-e"&

$s?<U'<9N=.O57$+#

v 4HQN"Il9O5VMCH&^9/r,'I*jK5]<HG-^9+ ?

3. DNSNH$}rhj7^9# 31Z<8NXh6O Ia$s&M<`&5<S9N

OsIjs0Y r2H7F/@5$#

4. SafeMailNH$}rhj7^9# 39Z<8NXh7O SafeMailY r2H7F/@

5$#

5. SocksrHQ7?$lgO"Netscape Navigator̂ ?O Microsoft browserJIN

Socksified/i$"sH,$s9H<k5lF$k3HrN'7^9# SocksNH

Q!KD$FO"71Z<8NXh11O Socks5<P<N=.Y r2H7F/@5

$#

6. ,WJ'ZN?$WO?+#

v f<6<N'ZK Security Dynamics** ACE/Server**rHQ9klgO"U!

$"&)<k&[9HK ACE/ServerN/i$"sH&3<Ir$s9H<k7

^9#;-e"&MCHo</NbtK"k>N[9HK"ACE/ServerN5<

P<&3<Ir$s9H<k9k3Hr*+a7^9#

Security Dynamics ACE/Server*hS SecurID** +<Ir$s9H<k7FH

Q9k?aNpsKD$FO"Security Dynamics Technologies Inc.,s!9k

psr4w/@5$#

v AssureNet Pathways** SecureNetKey**+<IrHQ9klgO" IBM Firewall

HOLK+<IrX~7F/@5$#

v H+N'Z}0rHQ9klgO"IBM Firewall rbq NVH+N'Z}0N

s!WNOr2H7F/@5$#

v NETBIOSNeojK TCPrHQ9kKO"'ZN\*N5'5l? Windows

NT Ia$sr!w9k!=r$sWjasH9k"Windows /i$"sH&

3<Ir=.7J1lPJj^;s# NETBIOS OHQTDKJj^9#5'

5l? Windows NT5<P<KO"TCP/IP[9H>H"Il9"*hS=l

iHU!$"&)<kVN TCP/IP\3-,J1lPJj^;s#U!$"&)

<kH5'5l? NT 5<P<HNVGHiU#C/,.lkh&K9k?a

K"U!$"&)<kI}TO"3N 2 DNVK\3rn.9k,W,"j^

9#
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3N\3O"J<Nv0jAN5<S9rQ$F_j7^9#

a. Ia$s&3sHm<i<'Z - 3lKhCF"Ia$s&3sHm<i<

rf<6<N'ZKHQG-k

b. NetBT M<`&5<S91sL. - 3lKhCF" TCP/IP M<`&5<

S91sL.G NetBT rHQG-k

=7F".jX"rjA9kKO"NT =.f<F#jF#<rHQ7^9#

7. U#k?<h}rHQ9kKO"J1JU#k?<,'+iOa"=N)Br/

akh&K7^9# ,WJ5<S9GHQ9k]<HHWmH3kKD$FO"

h/}r7F*$F/@5$#

8. ]8m0&U!$kQNa=CIrhj7^9#"<+$VO"Windows NT91

8e<i<&5<S9GN918e<k5l?8gVN}[*JP]HJj^

9# 113Z<8NXh15O m0&U!$kH"<+$V&U!$kNI}Y r2

H7F/@5$#

MCHo</=.Who</7<H

!Npsr"IBM Firewall =.NWhNltH7F-~7F/@5$#

U!$"&)<kN[9H>

_________________________________________________________

;-e"&MCHo</&$s?<U'<9J1D^?O#tKJbt

;-e"&MCHo</X\35lF$kbNK

IP "Il9 _______________________5VMCH&^9/ __________________

IP "Il9 _______________________5VMCH&^9/ __________________

IP "Il9 _______________________5VMCH&^9/ __________________

IP "Il9 _______________________5VMCH&^9/ __________________

s;-e"&MCHo</&$s?<U'<9J1D^?O#tKJ.jG-J$

s;-e"&MCHo</X\35lF$kbNK

IP "Il9 _______________________5VMCH&^9/ _________________

IP "Il9 _______________________5VMCH&^9/ _________________

IP "Il9 _______________________5VMCH&^9/ _________________

IP "Il9 _______________________5VMCH&^9/ _________________
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k<?<N>0 _________________________________________________________

k<?<N"Il9 ______________________________________________________

;-e"&Ia$s&M<`

___________________________________________________

;-e"&Ia$s&M<`&5<P< ( D N S ) N I P "Il9!!

____________________________

s;-e"&Ia$s&M<`&5<P< (DNS)J1D^?O#tKN IP "Il

9 ____________

;-e"&a<k&5<P<

______________________________________________________

QVjC/&Ia$s&M<`

__________________________________________________

=./i$"sHN IP "Il9 _________________________________________

jb<H&/i$"sHJ1D^?O#tKN IP "Il9

___________________________________

W i n d o w s N T F i r e w a l l Nk<H&G#l/Hj<

______________________________________

(8q4NKo?k ROOTDIR)

c:¥winnt (3NG#l/Hj<K Windows NT,$s9H<k5lF$kH[

j7^9#)

h2O Wh 9
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h3O =.5<P<*hS=./i$"sHN_j

\OGO"IBM Firewall QN0iU#+k&f<6<&$s?<U'<9 (GUI) G

"k"=.5<P<H=./i$"sHN_j}!KD$Fb@7^9#

=.5<P<N_j

=.5<P<O"U!$"&)<kXN=./i$"sHN$s?<U'<9G

9# =.5<P<O"=./i$"sH+iNWarh}7^9#U!$"&)<

k&^7seGBT7"m<+k&^7sb7/Ojb<H&^7sN=./i$

"sH+iNWarh}9k3H,G-^9#=.5<P<O"lY_j7?i"

U!$"&)<k&^7sNltHM(F/@5$#

=.5<P<N]<HVfO"Windows*Zl<F#s0&79F`r$s9H<k

7?G#l/Hj<K"k NT 5<S9&U!$k"

c:¥winnt¥system32¥drivers¥etc¥services GXj5l^9#]<HVfNGU)kH

O 1014G9,"=.5<P<&5<S9rd_7"5<S9&U!$krQ97"

=7F=.5<P<&5<S9rFO09k3HG"IC7?;-ejF#<KD

$F"3lrQ99k3H,G-^9#

=.5<P<O"GiO"m<+k&^7seN=./i$"sH+iNWaru

1~lk?a@1K_j5l^9#GiNWaOEf=5lF$^;s# 3liN*

W7gsrQ99kKO"3^sIT+i fwcfgsrv cmd=change rHQ7^9#

localonly=
U!$"&)<k,m<+k&^7s+iN_I}G-k+I&+r(7^

9#

localonly=yes
=.rWaG-kNO"m<+k&^7s+iN_G9#3lOG

U)kHG9#

localonly=no
=.O9YFN^7s+iWaG-^9#

encryption
=.5<P<XN"e.G<?,;-e"&=1CH&l$d< (ssl)KhC

FEf=5lF$k+I&+r(7^9#

Ef=*W7gs^?O sslfile rQ99klgO"=.5<P<&5<S9

rd_7F"FO07J1lPJj^;s#

encryption=none
Ef=O/87^;s#3lOGU)kHG9#

encryption=ssl
SSL Ef=,/87^9#

sslfile=
SSLEf=KHQ9k SSL-<&U!$kN>0r(7^9#GU)kHO

ROOTDIR¥config¥fwkey.kyr G9# ROOTDIRO"$s9H<kN]K IBM

© Copyright IBM Corp. 1994, 1998 11



Firewall N8hm1<7gsH7F*r7?G#l/Hj<G9#-<&U!

$kNn.}!KD$FO"IBM Firewall rbq r2H7F/@5$#

=./i$"sH,U!$"&)<k&^7sK\3G-:"+DLN^7seK

"klgO"fwcfgsrv cmd=list rQ$F localonly=no ,_j5lF$k+!:7

F/@5$#^?"/i$"sHH5<P<,HQ9k@lOlW7F$J1lP

Jj^;s#GeK"5<S9&QMkr)Ae2F"=Nu7r!:7F"=.

5<P<&5<S9,,:BT9kh&K7F/@5$#3&9kKO")fQM

kXJ_"5<S9&"$3sr@Vk/jC/7F"5<S94HNu7r!:

7^9#BT7F$J$lgO"5<S9rFO07J1lPJj^;s#

=./i$"sH (GUI) N_j

IBM Firewall N$s9H<k~K"=./i$"sHO+0*K$s9H<k5l^

9#=./i$"sHO Firewall rHoJ/HbDLK Windows NT^7sK$s

9H<k9k3HbG-^9#3lKhj"jb<HI},D=KJj^9# =./

i$"sHr+O9kKO"IBM Firewall Wm0i`&0k<WN=./i$"s

H&"$3sr@Vk/jC/7^9#=./i$"sH,+O7?i" Windows

NT I}T"+&sHrQ$F"^:U!$"&)<kKm0*s7J1lPJj^

;s#

=./i$"sHrQ$FU!$"&)<kKm0*sG-kNO",ZJI}'

Zr}D Windows NTI}THU!$"&)<kI}TN_G9#

Firewall r$s9H<k9kH"Windows NTI}TO"1 !U!$"&)<kI}

TH7FXj5l^9#=./i$"sHrHQ7F"1 !U!$"&)<kI}T

rQ$F=.5<P<Km0*s7",WK~8F"ICNU!$"&)<kI}

Tf<6<>rjA7^9#=./i$"sHrQ$FU!$"&)<kI}Tr

jA9k}!KD$FO" 77Z<8NXh12O U!$"&)<kK*1kf<6<

NI}Y r2H7F/@5$#

.Y,[Jk^7sNm0*s&?$`"&HMr_j9kKO IBM Firewall =.

/i$"sHN"$3sr/jC/7FJ<NQ9rT$"VWmQF#<Wr/

jC/7F/@5$#WmQF#<O"7g<H+CH&?VrQ$FQ97F/

@5$# V?$`"&HWQia<?<r 20 KQ97^9#33G 20 O"\3N

/8rT!9k~V (C) G9#b.^7sO 10 K_jG-"Y$^7sOGU)

kHMru1~lJ1lPJj^;s#

JAVA 3s=<kNGPC0psNlYkre2kKO"=./i$"sHN"$3

srHQ9keojK" ROOTDIR¥cfgcli¥gui bN ibmfw.bat rBT7^9#7+7"

3s=<k&m0,HQD=KJkHQU)<^s9,nAk3H,"j^9NG

mU7F/@5$#

=./i$"sHXNm0*s

=./i$"sH (m<+k&^7s^?Ojb<H&^7seN) Km0*s9kK

O"J<Nro,"j^9#

v f<6<OU!$"&)<kI}TGJ1lPJiJ$#

12 IBM Firewall Windows NTG: HQTNjz-



v U!$"&)<kI}TO"'Z9-<`rjAQ_K7F$J1lPJiJ

$# 82Z<8NXf<6<N'Z}0Y r2H7F/@5$#

v f<6<KOCjN=.!=rT&"B,J1lPJiJ$#

=./i$"sHKhkjb<H=.NHQD==

=./i$"sHKhCFjb<H=.rHQD=K9kKO"m0*s9kI}

TK"U!$"&)<k&^7sGjA5l?J<N0-,"k3HrN'7^

9#

v I}T,MCHo</N;-e"&MCHo</&K$F"U!$"&)<k&

^7sN;-e"&$s?<U'<9rHQ9kNG"lP";-e"I}KD

$FN,ZJ'Z}0GjA5lF$J1lPJj^;s#(3lO9YFq]K

_j9k3HOG-^;s#) 3lO"m<+kGNU!$"&)<kXNm0*

sKbvFO^j^9#

v 1MK"I}T,s;-e"&K$F"U!$"&)<k&^7sNs;-e

"&$s?<U'<9rHQ9kNG"lP"s;-e"I}KD$FN,ZJ

'Z}0GjA5lF$J1lPJj^;s#(3lO9YFq]K_j9k3H

OG-^;s#)

f<6<0-O9YF"=./i$"sHNVf<6<Q9W@$"m0&\C/

9Khk+" fwuser 3^sIrHQ7F_j9k3H,G-^9#9YFNU!$

"&)<kI}TKO"e-U#<kIN9YF," Firewall N$s9H<k,0;

9kH",ZK_j5l^9#\YKD$FO"77Z<8NXh12O U!$"&)<

kK*1kf<6<NI}Y r2H7F/@5$#

jb<H=.5<P<Nm.s0PON5sWk

jb<H=.5<P<Nm.s0PO5sWkr"J<K(7^9#

Feb 03 13:52:15 1998 mr16n18: ICA9005i: Starting remote configuration server.

Feb 03 13:52:21 1998 mr16n18: ICA2024i: User administrator successfully
authenticated using NT authentication from secure network:127.0.0.
Feb 03 13:52:21 1998 mr16n18: ICA2169i: User administrator successfully
authenticated for Remote Administration Server using NT from secure network:127.0.0.1.

h3O =.5<P<*hS=./i$"sHN_j 13
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h4O =./i$"sHNHQ

=./i$"sHO"0iU#+k&f<6<&$s?<U'<9G"j" IBM

Firewall N=.HI}KHQ7^9#

O8aF IBM Firewall r$s9H<k7?~@GO"m<+k&^7sN=./i

$"sH+iNWa@1ru1~lkh&Ki|_j5l^9#?@7"LN^7

sK=./i$"sHr$s9H<k9lP"U!$"&)<krjb<HGI}

9k3H,G-^9#3lKD$FO"11Z<8NX=.5<P<N_jYr2H

7F/@5$#

=./i$"sHrCjm1<kN@lG+O9kh&K_j9kKO"VIBM

Firewall =./i$"sHWN"$3sr/jC/7F+i"VWmQF#<Wr/

jC/7^9#WmQF#<O"7g<H+CH&?VrQ$FQ97F/@5

$#GU)kHGO"[9H&^7sNm1<k,HQ5l^9# IBM Firewall G

O"J<N@l,5]<H5l^9#

v en_US - USQl

v ja_JP -|\N PC

v ko_KR - Zql

v zh_CN -fqN EUC

v zh_TW - fql (Big 5)

v fr_FR - Uis9l

v it_IT - $?j"l

v pt_BR - Vi8k&]kH,kl

v es_ES -9Z$sN PC

=./i$"sHrHQ9kKO"^&9O,\G9#

VXkWW\?sO"=./i$"sHNa$s&QMkNGeta/K"j^

9#!=KD$FO"VXkWWr/jC/7^9#

=./i$"sHKm0*s9k}!

1. U!$"&)<kH18^7sG"lP"m0*s&?$WKP7FVm<+

kWr*r7^9#Vm<+kWOGU)kHG9#jb<HGLNU!$"&

)<kK"/;97?$lgO"Vjb<HWr*r7^9#Vjb<HWNl

gO"[9H>N~O,,WG9#

2. Vjb<HWm0*sr*r7?lgO"[9H>+"m0*s9kU!$"&

)<k&^7sN IP "Il9r~O9k,W,"j^9#

3. U!$"&)<kKHQ5lkEf=KhCF"VSSLW+VJ7Wr*r7^

9#/i$"sHNlg"Vm<+kWNGU)kHOVJ7WG"j"Vjb

<HWNGU)kHOVSSLWG9#

4. U!$"&)<kI}T+ Windows NTI}TNf<6<>r~O7^9#

5. 5<P<, listen 9k]<HVfr~O7^9#GU)kHO 1014G9#

6. Vb<IWGO"m0*s9k Windows NTU!$"&)<k&^7sr=.9

klgV[9HWr*r7^9#[9HI}GO"I}TOm<+kb7/Oj

© Copyright IBM Corp. 1994, 1998 15



b<H+i"1~K 1 DNU!$"&)<kr979k3H,G-^9# AIX U

!$"&)<kN(s?<Wi$:&U!$"&)<kI} (EFM) NI}KO"

V(s?<Wi$:Wr*r7^9#

7. m0*s9kH'ZaC;<8,=(5l"Q9o<I,f<6<>KP7F_

j5l?'Z}0G"lP"Q9o<IN~O,Wa5l^9#Q9o<IrW

a5l?i"Vf<6<~zWU#<kIKQ9o<Ir~O7" Enter-<r!

9+"Vw.Wr/jC/7^9#Q9o<IN~O,VcCF$kH"aC;

<8,=(5l^9#V/m<:Wr/jC/7F"m0*s&Wm;9rFO

07^9#Q9o<IrWmsWH5lJ$lgO"f<6<'Z}0,9YF

vD5lF$kD=-,"j^9#3NlgO">AK IBM Firewall =./i$

"sH&QMk,=(5l^9#

8. 'Z,5oKTolkH"a$s=.QMk,=(5l^9#

JS2<7gs&Dj<

=./i$"sHKO"17Z<8N^ 5 ,(9h&J"8&KhCF^j??_0N

Dj<uJS2<7gs,"j^9#

N<I^?O!=N<K`\,"klgO"U!$k&U)k@<&"$3s,N

<IN8K=(5l^9#{!!=r4YklgO""$3sr@Vk/jC/7

FSe<rHg9k3H,G-^9#"$3srb&lY@Vk/jC/9kH"

3NN<INSe<OL.7F"5NSe<Kaj^9#

^ 4. =./i$"sHNVm0*sWQMk
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!=r/jC/9kH*r5l"/4=(5l^9#N<INHg"L.O"&&

N&#sI&&Se<rQ97J$GT&3H,G-^9#Dj<,Hg7F"H

QG-kb>}~NuVr[(kH"JS2<7gs&Dj<N&K9/m<k&

P<,=(5l^9#JS2<7gs&Dj<K~j-lJ$!=>,"kH"e

?9/m<k&P<,=(5l^9#

a$s&QMkNlL!=

17Z<8N^ 5 K(9V"i<H=(WeKO"!N 3 DN \?s,"j^9#

XkW VXkWW\?sO"=./i$"sHNa$s&QMkNGeta/K"

j^9#VXkWWr/jC/9kH"IBM Firewall r)Ae2F"BT5

;k?aK,WJ3H,=(5l^9#

HQTNjz-

VHQTNjz-...W\?sO"=./i$"sHNa$s&QMkNGe
ta/K"j^9#VHQTNjz-...Wr/jC/9kH"=N=UH3
T<G,=(5l^9#

rbq Vrbq...W\?sO"=./i$"sHNa$s&QMkNGeta/K
"j^9#Vrbq...Wr/jC/9kH"=N=UH3T<G,=(5l
^9#

^ 5. =./i$"sHNJS2<7gs&Dj<

h4O =./i$"sHNHQ 17



J<K"a$s&QMkG+ilk=N>N\?sr(7^9#

G7 VG7W\?sO"=./i$"sHNa$s&QMkNG<tK"j^

9#VG7Wr/jC/9kH"G7N"i<H,=(5l^9#

m0*U/m0*s
Vm0*U/m0*s...W\?sO"=./i$"sHN&eyK"j^9#
3lOF\3\?sG9#m0*sgxrFO09kH"LNU!$"&)

<kK\39k3Hb"LNI}TH7Fm0*s9k3HbG-^9#

m0*U9kKO"Vm0*UWr/jC/"m0*s&QMkN VhCW

r/jC/""k$O"Wj1<7gsr/m<:7^9#

m0&Se<"<

Vm0&Se<"<W\?sO"=./i$"sHN&<yK"j^9#3

lrHQ9kH"U!$"&)<k&m0rVi&:9k3H,G-^9#

0Z<8

V0Z<8W\?sO"=./i$"sHNa$s&QMkNG<tK"j

^9#V0Z<8Wr/jC/9kH"0N"i<H,=(5l^9#

"i<H=(

19Z<8N^ 6 K+ilkh&K"79F`&m0&bK?<KhCF8.5l?"

i<H&l3<Ir"=./i$"sHNa$s&&#sI&N&<t,K=(9

k3H,G-^9#

=(5lk"i<H&l3<IO"ROOTDIR¥config¥syslog.conf GjA5l?GiN

"i<H&m0!=KhCF1L5lkU!$k+i~j5l^9# "i<H&m0

!=,jA5lF$J1lP"?b=(5l^;s# "i<H&m0!=rjA9k

]NXkWKD$FO" 114Z<8NXm0!=NICY r2H7F/@5$#

QMkO""i<H&U!$kN>0H=NU!$k+i=_=(5lF$kTV

fr(7F$^9#VG7Wr/jC/9kH"G7N"i<Hr=(9k3H,

G-^9#V0Z<8Wr/jC/9kH"0N"i<Hr+k3H,G-^9#

=(5lkT4HK""i<HN|~""i<H,/87?U!$"&)<kN[

9H>""i<H&aC;<8&?0"*hS"i<H&aC;<8&F-9H,

=(5l^9#?0O""i<HN?$Wr(7^9#

18 IBM Firewall Windows NTG: HQTNjz-



m0&Se<"<

Vm0&Se<"<Wr/jC/9kH" 20Z<8N^ 7 ,(9h&JVm0&S

e<"<W&#sI&,=(5l^9# m0&Se<"<GO"U!$"&)<k&

m0&l3<Ir=(9k3H,G-^9#m0&U!$k*hSl3<I&+&

sH (GU)kHO 25) rXj9k3H,G-^9#

GU)kH&m0O"ROOTDIR¥config¥syslog.conf GjA5l?GiN U!$"&

)<k&m0!=KhCF1L5l?U!$kG9# VU!$k>WU#<kINW

k@&s&aKe<+i>N?<2CH&m0&U!$kr*r9k3Hb"=(

9kU!$kN>0r~O9k3HbG-^9#

CjN+OTrWa9klgO"V+OT:WNYNU#<kIKTVfr~O7?

eK"V+OT:Wr/jC/7^9#GeN#tTrWa9klgO"V<<Wr
/jC/9kH"U!$kN<t,=(5l^9#V!XWr/jC/9kH"U

!$kbN!NtTKJ_^9#V0Z<8Wr/jC/9kH"U!$kbN0

NtTKaj^9#Ve<WGO"U!$kNGetK\07^9#VO$WKA

'C/r~lkH"$U*rGU!$"&)<k&m0rI_hjD=JF-9H

KHg9k3H,G-^9#

m0&U!$k"!="bK?<*hS"i<HN\YKD$FO" 113Z<8NX=

./i$"sHNHQKhkm0&U!$kn.*hS"<+$V`nY *hS 101

Z<8NXh14O U!$"&)<k&m0NbK?<Y r2H7F/@5$#

^ 6. "i<H=(

h4O =./i$"sHNHQ 19



=N>N!=

QMkNltKO"Get8ya/KV!wWU#<kI,"j^9#!w8zs

r~O7F"V!wWr/jC/9k3H,G-^9#

=./i$"sHN@$"m0&\C/9N?/G=(5lk=N>N\?srJ

<K(7^9#

,Q V,QWr/jC/9kH"=_N*rK0NQMkNU#<kIrhj~

`+"QMkGTC?Q9r]I7^9#V,QW\?sr!7Fb"&#

sI&OC(^;s#

<< V<<Wr/jC/9kH"QMkNG<tKJ_^9#

hC VhCWr/jC/9kH"Q9r]I;:K&#sI&r/m<:7^

9#

/m<:

V/m<:Wr/jC/9kH"hL+i&#sI&rC7^9#

3T< V3T<W\?srHQ9kH"7,`\rj9HKC(klgK~Vra

sG-^9#j9HN`\r*r7?e"V3T<Wr/jC/7F"*r

7?`\K`w7?`\rn.7^9#V3T<Wr/jC/7F"*r7

?`\K`w7?`\rn.9kH"j9HN*r7?`\+iU#<kI

Mr3T<9k77$`\,*<Ws5l^9#3lG",WK~8F77

$`\NU#<kIMrQ99k3H,G-^9#

o| Vo|Wr/jC/9kH"*r7?`\rj9H+io|7^9#

<}\0

j9HN`\r*r7F"V<}\0Wr/jC/9kH"j9HfGN`

\NjP*LV,<,j^9#/jC/9k4HK"`\NLVO 1 D:D

<,j^9#

^ 7. m0&Se<"<
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e}\0

j9HN`\r*r7F"Ve}\0Wr/jC/9kH"j9HfGN`

\NjP*LV,e,j^9#/jC/9k4HK"`\NLVO 1 D:D

e,j^9#

;r V;rWr/jC/9kH"Q9r]I7F"&#sI&r/m<:7^

9#

*<Ws

j9HN`\r*r7?eV*<WsWr/jC/9kH"=N`\r=(

b7/OQ9G-^9#7,`\rIC9kKO"j9HNV7,W`\r

/jC/7"V*<WsWr/jC/7^9#

G7=(

VG7=(Wr/jC/9kH"U!$"&)<k+iG<?KF"/;9

7"QMkKG<?rF=(7^9#

|n V|nWr/jC/9kH"*r5l?`\rj9H+i|n7^9#3N

"/7gsO"j9H+i`\r|n9k@1G9#3N"/7gsO"`

\,jAU1ilF$k>NljKOFA7^;s#

*r V*rWr/jC/9kH"3N!=K-zJud`\Nj9HK"/;9

7^9#

e< Ve<Wr/jC/9kH"QMkNGetK\07^9#

&LU#<kI

=./i$"sHN@$"m0&\C/9N?/G=(5lk&LU#<kIrJ

<K(7^9#

PO +O7?3^sI,h}5lkH"JTpsO33K=(5l^9#

>0 3N`\N>0rXj7^9#3N`\>O"U!$"&)<kN3NCj

N!=KG-GJ1lPJj^;s#3N>0KO"Q$W-f (|)"1lz

Qd(^?O"]9HmU#)"b7/OsEzQd (″) r^aFOJj^;

s#J<Ji"3liO SMIT *hSU!$kNhZj8zH7FHQ5l

k?aG9#3liN8zrHQ9kH".jG-J$G<?r8:k3H

,"j^9#

b@ 3NU#<kIO$U*rG"3N`\KX9k&Lps^?OICpsr

s!7?$lgK~O7^9#

G-N!=

=./i$"sHKO"NCF*/Y-G-N!=,$/D+"j^9#

Windows 95^?O Windows NTN=./i$"sHrHQ9klg"hLNr|Y

O"1024T/;k x 768 T/;kJeK7?[&,+d9/Jj^9#

8^&9&\?sr!5(F9Ts)frTCF$kH-K"^&9&\?srj

j<9;:K>NljKIiC09kH"9Ts)fOQ37^9#3lrd_9

kKO"8^&9&\?sG"9Ts)fN}~puN$:l+r/jC/7^

9#
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SSL rHQ7FU!$"&)<kK 2 sJe(~K"37Fm0*s9kH"\3

,q]5l^9#*;7F"=./i$"sHrF/07F/@5$#
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h5O IBM Firewall N+O

\OGO"IBM Firewall Ni|N_jK,WJ"p\=.9FCWKD$Fb@7^

9# \OGO";-e"&$s?<U'<9NjA}!";-ejF#<&]j7<

N=L}!"*hSMCHo</&*V8'/HNjA}!KD$Fb@7^9#

p\=.9FCW

IBM Firewall Np\_jGO"J<N9FCWrT$^9#

1. IBM Firewall N_jrWh7^9#HQ7?$U!$"&)<kN!=*hS=

NH$}r"0bCFhaF*-^9#J<Nar2MK7F/@5$#

v 1Z<8NXh1O IBM Firewall NRpY

v 7Z<8NXh2O WhY

v 53Z<8NXWhKX9kM8v`Y

2. ;-e"&MCHo</K\39k$s?<U'<9r"U!$"&)<kK5

(^9#U!$"&)<kr57//+;kKO";-e"&$s?<U'<9

Hs;-e"&$s?<U'<9r}?J1lPJj^;s#=./i$"sH

NJS2<7gs&Dj<+iV79F`I}WU)k@<r*<Ws7F"

V$s?<U'<9Wr/jC/7^9#U!$"&)<kNMCHo</&$

s?<U'<9Nj9H,=(5l^9#$s?<U'<9N;-ejF#<u

7rQ99kKO"$s?<U'<9r*r7F"VQ9Wr/jC/7^9#

\YKD$FO"25Z<8NXMCHo</&$s?<U'<9NXjY r2H

7F/@5$#

$s?<MCHK\37h&H9klgO"ISPK\37F"U!$"&)<kN

s;-e"&$s?<U'<9NP?Q_ IP "Il9rh@7^9#

3. V79F`I}WU)k@<NV;-ejF#<&]j7<W@$"m0K"/

;97F"lL;-ejF#<&]j7<r*r7^9#lL*JU!$"&)

<k=.NcrJ<K(7^9#

v DNS HqvD

v s;-e"&$s?<U'<9XN1sL.aC;<8NwUX_

v s;-e"&$s?<U'<9XN SocksNX_

\YKD$FO"25Z<8NX=./i$"sHrQ$?;-ejF#<&]j

7<NjAY r2H7F/@5$#

4. Ia$s&M<`&5<S9*hSa<k&5<S9r_j7^9#3liN!

=KO"=./i$"sHNJS2<7gs&Dj<NV79F`I}WU)k

@<+i"/;97^9#^:"31Z<8NXh6O Ia$s&M<`&5<S9

NOsIjs0Y r*I_/@5$#

5. =./i$"sHNJS2<7gs&Dj<NMCHo</&*V8'/HN!

=rQ$F"U!$"&)<kXNMCHo</ (1 D^?O#t) NgWWGr

jA7^9#MCHo</&*V8'/HO"U!$"&)<krLa9kHi

U#C/r)f7^9#MCHo</&*V8'/HH7F"J<NgWWGr

jA7F/@5$#
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v U!$"&)<kN;-e"&$s?<U'<9

v U!$"&)<kNs;-e"&$s?<U'<9

v ;-e"&MCHo</

v ;-e"&MCHo</eNF5VMCH

v SDI 5<P<*hS NT Ia$s&5<P<N[9H&MCHo</&*V8

'/H (:v9klg)

\YKD$FO"27Z<8NXMCHo</&*V8'/HY r2H7F/@5

$#

6. U!$"&)<kN5<S9rHQD=K7^9#;-e"&MCHo</Nf

<6<O3liNa=CIrQ$F"s;-e"&MCHo</ (Socksb7/O

Wm-7<JIN) K"/;9G-^9#$sWjasH5lk5<S9O"Wh

J,GNhjKhCFh^j^9#5<S9N$sWjasHKO"CjN?$

WNHiU#C/rLa5;k\3=.N_j,,WKJj^9#?H(P";

-e"&f<6<K"HTTP Wm-7<rQ$F$s?<MCHN Webr5<U

#s5;klgO"U!$"&)<keG HTTP Wm-7<&G<bsr=.9

k@1GJ/"HTTP HiU#C/rLa5;k\3r_j9k3Hb,WG9#

CjN5<S9r5]<H9k\3N_j}!KD$FO" 53Z<8NXh9O 5

<S9NcYr2H7F/@5$#

7. U!$"&)<k&f<6<r_j7^9#"&HP&sI Web"/;9Nh&

J!=dU!$"&)<kI}TK'Z,,WKJklgO"3liNf<6<

rU!$"&)<kKjA9k,W,"j^9#\YKD$FO"77Z<8N

Xh12O U!$"&)<kK*1kf<6<NI}Y r2H7F/@5$#

8. Windows NTIa$s&Q9o<Ir'ZKHQ7?$lgO"'Z\*G5'5

l? Windows NTIa$sr!w9k!=r$sWjasH9k" Windows/

i$"sH&3<Ir=.7J1lPJj^;s# NETBIOS OHQTDKJj

^9#5'5l? Windows NT 5<P<KO"TCP/IP [9H>H"Il9"*

hS=liHU!$"&)<kVN TCP/IP\3-,J1lPJj^;s#U!$

"&)<kH5'5l? Windows NT5<P<HNVGHiU#C/,.lkh

&K9k?aK"U!$"&)<kI}TO"3N 2 DNVK\3rn.9k,

W,"j^9#

9. -hMCHo</&"Il9Q9rHQ9klgO"^: ISPK\37F"#t

P 1 Q9GHQ9kP?Q_$s?<MCH&"Il9rh@7^9#!K"

VNAT Configuration (NAT=.NIC)WQMkKJ_"VMany-to-One IP Address

(#tP 1 IP "Il9)WU#<kIrIC7^9#\7/O"121Z<8NXh16

O MCHo</&"Il9NQ9Y r2H7F/@5$#

3liN9FCWK>(P"p\*JU!$"&)<k=.N_jHBTKr)D

O:G9# IBM Firewall O"MCHo</N;-ejF#<rN]9kNKr)D

79F`&m0Nh&J"=N>N!=rw(F$^9#\YKD$FO"113Z<

8NXh15O m0&U!$kH"<+$V&U!$kNI}Y r2H7F/@5$#
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MCHo</&$s?<U'<9NXj

\qGO";-e"&$s?<U'<9Hs;-e"&$s?<U'<9"MCH

o</"*hS[9HrhL7F$^9#;-e"&$s?<U'<9O"IBM

Firewall [9Hrf<6<NbtMCHo</ (]n9k,W,"kMCHo</) b

N[9HNMCHo</K\37^9# U!$"&)<krT/5;kKO"Gc 1
DN;-e"&$s?<U'<9,,WG9# s;-e"&$s?<U'<9O"

IBM Firewall r0tNMCHo</ (1 D^?O#t) b7/O$s?<MCHK\

37^9# IBM Firewall KO"/J/Hb 1 DNs;-e"&$s?<U'<9,

J1lPJj^;s#

;-e"&$s?<U'<9rL8F\35l?MCHo</O9YF";-e

"&MCHo</H+J5l^9#;-e"&$s?<U'<9K\35l?5^

6^J5VMCHr1L9k?aK"18$s?<U'<9eN$/D+N5VM

CHVN"/;9r" IP "Il9^?O"Il9&^9/KpE$FvD^?Oq

]9k(-9Q<H&U#k?<,'rHQ7^9#

;-e"&$s?<U'<9*hSs;-e"&$s?<U'<9rXj9klg

O"=./i$"sHNJS2<7gs&Dj<NV79F`I}WU)k@<r

HQ7^9# '15lF$k9YFN$s?<U'<9 ("@W?<) ,=(5l"

;-e"&MCHo</Q+s;-e"&MCHo</Q+,1L5l^9#

Cj$s?<U'<9NU#k?<h}rBT9k]KO"F$s?<U'<9>

rs!9k,W,"j^9#

MCHo</&$s?<U'<9r;-e"^?Os;-e"H7F(9KO"!

Nh&K7^9#

1. $s?<U'<9r*r7"VQ9Wr/jC/7^9#

2. ,WK~8F+jV7^9#

3. V/m<:Wr*r7^9#

$s?<U'<9r;-e"^?Os;-e"H7F(7"=N$s?<U'<9

KU#N"k>0rXj9kKO"V*<WsWr/jC/7^9#3N>0O"

U#k?<,Cj$s?<U'<9NU#k?<h}KHQ7^9#

=./i$"sHrQ$?;-ejF#<&]j7<NjA

IBM Firewall N=.~KGiKM89Y-3HN 1 DO"$s9H<k&79F`

NlL*;-ejF#<&]j7<G9#

IBM Firewall KO"26Z<8N^ 8 ,(9h&K";-ejF#<&]j7<N_j

Kr)D@$"m0&\C/9,"j^9#
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VXkWWr/jC/9kH"V;-ejF#<&]j7<WQMkKD$FNI

Cps,@il^9#

V;-ejF#<&]j7<WQMkGO"I}TOW.+DJ1KU!$"&)

<kNVis1CH&]j7<r_j9k3H,G-^9# V;-ejF#<&]j

7<W&#sI&G=(5lkA'C/\C/9Ngt,O"U!$"&)<k,

u.7?9YFNMCHo</&HiU#C/KvFO^kCjNv0jA5<S

9r*r9k"J,`nrw(F$^9#c0OV)aWm-7<WN*r`\G

9#=3GXjG-kNO"1K)a TelnetH)a FTPrHQD=b7/OHQT

DK9k3H@1G9#

;-ejF#<&]j7<r*r9kH"U!$"&)<kOU#k?<,'rn

.7^9#!K"3lrh0=9k,W,"j^9#U!$"&)<kKhCF"

*r7?5<S9,HQD=KJj"lLHQG-kh&KJj^9#

^ 8. ;-ejF#<&]j7<
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v0jA5<S9KX89kA'C/\C/9r*r7FV;rWr/jC/7?

H-O"oKV\3Nh0=W&#sI&KhCF3liNQ9rh0=9k,W

,"k3HKmU7F/@5$#V)aWm-7<WN*rO"v0jA5<S9

HOX8,J$NG"h0=9k,WO"j^;s#v0jA5<S9KD$F

O"64Z<8NXv0jA5<S9Y Kj9H,-\5lF$^9#

J<NA'C/\C/9Nj9H,=(5l"=3+i"=l>lN5$HN;-

ejF#<&]j7<r?G7?0-r*r9k3H,G-^9#*r5l?0-

O"IBM Firewall N>5$IN9YFN"Il9K,Q7^9#

v VDNS HqvDWr*r7F"Ia$s&M<`&5<S9&l>je<7gsN
WaH~zrD=K7^9#

v VSafeMailWr*r7"a<k&HiU#C/,U!$"&)<kbrUm<G
-kh&K7^9#

v Vs;-e"&$s?<U'<9XN1sL.aC;<8KwUX_Wr*r7

F"Vm<I-c9H&aC;<8,s;-e"&]<HGu.5lJ$h&K

7^9#U!$"&)<kNs;-e"&$s?<U'<9,$s?<MCHK

\35lF$klg"3N5<S9O"U!$"&)<kXNm0NLr:i9

NKr)A^9#

v Vs;-e"&$s?<U'<9XN Socks NX_W r*r7F" SocksHi

U#C/,s;-e"&MCHo</+iU!$"&)<kK~kNrX_7^

9#

v V;-e"&$s?<U'<9N7cCH@&s ([^~)Wr*r7F"U!$"
&)<kHNVN9YFNHiU#C/,;-e"&$s?<U'<9rLa9

kNrX_7^9#3lO"[^\*GN_HQ5l^9#

v VIP k<F#s0NF9H(GPC0lQ)Wr*r7F"U!$"&)<kHNV
N9YFNHiU#C/,$UN$s?<U'<9rLa9kNrvD7^9#

3NA'C/\C/9NMrQ97?lgO"V;rWr/jC/7F=lr]

I7"V\3Nh0=W&#sI&KhCF=lrh0=7J1lPJiJ$3

HKmU7F/@5$#3N5<S9rHQ9kH"U!$"&)<kN;-e

jF#<,m1K5i5lk2l,"j^9#3NHQKO=,JmU,,WG

9#

v VTelnet HQD=Wr*r7F")aWm-7< TelnetsrvD7^9#

v VFTP HQD=Wr*r7F")aWm-7< FTP rvD7^9#

MCHo</&*V8'/H

MCHo</&*V8'/HHO"[9H"MCHo</"k<?<">[*Jl

QMCHo</"*hSf<6<Nh&J"MCHo</K9GK8_9k3s]

<MsHN3HG9# MCHo</&*V8'/HO"\3rn.9k]K"5<S

9Nw.5d8hN"Il9rXj7^9#

*V8'/HO">0""$3s=("?$W"*hSb@KhCF1L9k3H

,G-^9#MCHo</&*V8'/HKO$/D+N?$W,"j^9,"[

9HHU!$"&)<k,bCHblL*G9# IBM Firewall NGU)kHNMC

Ho</&*V8'/HO"″The World″ G9# 3lO"D=J"ifk IP "Il
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9rq_~s@0m<Pk&*V8'/HG9#MCHo</=.No</7<H

XN-~,*olP (8Z<8NXMCHo</=.Who</7<HYr2H)"*V

8'/HNn.`wO0;G9#

*V8'/HO1lGb0k<WGbn.9k3H,G-^9#MCHo</&*

V8'/HO9YF"IP "Il9*hS"Il9&^9/ (5VMCH&^9/) K

hCFjA5l^9#7?,CF"1 DN*V8'/HGCjOONMCHo</&

"Il9r=93H,G-^9#

=./i$"sHrQ$?MCHo</&*V8'/HNjA

1lNMCHo</&*V8'/HrjA9klgO"=./i$"sHNJS2

<7gs&Dj<+iVMCHo</&*V8'/HWr*r7^9#VMCHo

</&*V8'/HW@$"m0&\C/9,=(5l^9#V7,Wr@Vk/

jC/7^9# 28Z<8N^ 9 Nh&J"VMCHo</&*V8'/HNICW

@$"m0&\C/9,=(5l^9#

1. *V8'/H&?$Wr~O7^9#V*V8'/H&?$WWNpu-fr/

jC/7"n.D=J*V8'/H&?$Wr=(7^9#QU)<^s9N@

+iO"V[9HW?$WN*V8'/HGOJ/"VMCHo</W?$WN

*V8'/Hrn.9k},-xG9#n.G-k*V8'/H&?$Wr"!

K(7^9#

v [9H - MCHo</eNCjNN<I (^9/O"255.255.255.255)#

v MCHo</ - "Il9OOHCjN5VMCH&^9/GC'E1il?M

CHo</&"Il9N8gOO#

^ 9. MCHo</&*V8'/HNIC
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v U!$"&)<k - U!$"&)<kr$s9H<k7?1lN^7s (^9

/O"255.255.255.255)# IBM ^?Oj0HsMkN?<2CHK9k3H,G

-kNO"U!$"&)<k&MCHo</&*V8'/HN_G9#

v k<?< - HiU#C/r#tNMCHo</VGk<F#s09k[9H (^

9/O"255.255.255.255)#

v $s?<U'<9 - ^7seNMCHo</&"@W?< (^9/O"

255.255.255.255)#U!$"&)<keN"@W?<G"k,WO"j^;s#

2. *V8'/H>r~O7^9#

3. b@r~O7^9#3NU#<kIO$U*rG9#

4. 3N*V8'/HN IP "Il9r".t@U- 10 JtG~O7^9#

5. "Il9NSCHrXj9k5VMCH&^9/r~O7F" IP Q1CHN"I

l9HfS7^9#

6. V;rWr/jC/7^9#

MCHo</&*V8'/H&0k<W

0k<WO"MCHo</&*V8'/HN8gG9#0k<WO"\3_jNX

9eHQ5l"+jV7nHrS|9k3H,G-^9#MCHo</&*V8'

/HKhCFD9K=5lk$/D+N"Il9r"1 DNMCHo</&*V8'

/H&0k<WK^HaFtgr=9JIO"=NcG9#3NtgO"\3Nw

.5+8h"Il9N$:l+H7FHQG-^9#

MCHo</&*V8'/H&0k<WrjA9klgO"=./i$"sHNJ

S2<7gs&Dj<+iVMCHo</&*V8'/HWr*r7^9# VMCH

o</&*V8'/HW@$"m0&\C/9,=(5l^9#V7,0k<WW

r@Vk/jC/7^9#VMCHo</&*V8'/HNICW@$"m0&\

C/9,=(5l^9#

1. 0k<W>r~O7^9#

2. b@r~O7^9#3NU#<kIO$U*rG9#

3. V*rWr/jC/7F"0k<WN*V8'/Hr*r7^9#

4. V;rWr/jC/7^9#

RsH: Y\9k"Il9OOr"D=JBj1lNMCHo</&*V8'/H
Kqg9k3Hr*+a7^9# 3lO"\3,'h}NQU)<^s9r

~17^9#J<Nc,"3N3Hrb@7F$^9#

ACCOUNTING DEPARTMENT
Kevin's machine 191.1.10.1
Susan's machine 191.1.10.3
Helen's machine 191.1.10.5
Peter's machine 191.1.10.7
Bob's machine 191.1.10.9

3N ACCOUNTING DEPARTMENTNMCHo</&*V8'/Hrn.

9kKO"3N0k<WN IP "Il9psr"5VMCH&^9/ r

255.255.255.0H7F"191.1.10.0H~O7^9#3NMCHo</&*V8

'/H"D^j ACCOUNTING DEPARTMENTO"\3Nw.5+8h"

Il9N$:l+H7FHQG-^9#
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U!$"&)<k=.NPC/"CW

U!$"&)<kO"9YFN=.U!$kr"ROOTDIR¥config KJ<7^9#U!

$"&)<k&U!$kN9YFrPC/"CW;:KDMNU!$"&)<k=

.rPC/"CW7?$lgO" ROOTDIR¥config G#l/Hj<N4bFNPC/

"CWrHCF/@5$#

PC/"CW&U!$"&)<k=.r|59kKO" ROOTDIR¥config G#l/H

j<N9YFN{8U!$kro|7F"PC/"CW&P<8gsNU!$kr

|57F/@5$#|57?=.r-zK9kKO"U#k?<,'rF8.7h

0=5;F/@5$#

-<&U!$"&)<k=.U!$kO"J<Kj9H5lF$^9#U!$"&

)<keN ¥config G#l/Hj<KO"33Kj9H5lk9YFNU!$k,^

^lko1GO"j^;s#[HsINU!$"&)<k=.U!$k,"F-9

H&(G#?<G=(D=JJ1JF-9H&U!$kG9,"3liNU!$k

Nj0T8O5]<H5lF$J$3HKmU7F/@5$#

v carriers.cfg -]1CH&YkL.HTjA

v cfgfilt.output

v explode.cfg

v filters.active -U#k?<h},h0uV+I&+r(9

v fwadpt.cfg -MCHo</&$s?<U'<9NjA

v fwconfig.map -=.U!$k>r^`

v fwconns.cfg -U#k?<\3jA

v fwfilters.cfg - =Th0uVU#k?<

v fwhttp.cfg - HTTPWm-7<=.

v fwmail.conf - SafMail=.

v fwobjects.cfg -MCHo</&*V8'/HjA

v fwpolicy.cfg - ;-ejF#<&]j7<&*W7gs

v fwrules.cfg -U#k?<,'FsWl<HjA

v fwservices.cfg -5<S9jA

v fwsocks.cfg -=./i$"sH+iN Socks 5,'

v fwtdefn.conf -"i<HjA

v fwtpproxy.cfg - )a*Wm-7<jA

v fwusrdb.cfg -U!$"&)<k&f<6<&G<?Y<9

v logmgmt.cfg -"<+$VjA

v modems.cfg -bG`jA

v pager.cfg -]1CH&YkjA

v rcsfile.cfg - =.5<S9&Qia<?<

v Socks5.conf - Socks 5=.U!$k8.

v Socks5.header.cfg -8.Q_ Socks5.confNf<6<s!t,

v syslog.conf -m0!=jA
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h6O Ia$s&M<`&5<S9NOsIjs0

3NOGO"Ia$s&M<`&5<S9 (DNS) N=.}!KD$F" IBM Firewall

HNX8Gb@7^9# DNS N\*O";-e"&MCHo</0tN[9HKp

srs!7J$h&K7J,i";-e"&MCHo</btN[9HK04JI

a$s&M<`&5<S9rs!9k3HG9# DNS rHQ9lP";-e"&M

CHo</btNf<6<O"$s?<MCH,s!9k9YFN5<S9K"/

;99k3H,G-^9#7+7";-e"&MCHo</NpsO"0t+iO

Nk3H,G-J$h&K7F"k?a"/~T,CjN3sTe<?<+D1F

6b9k3HO$qG9#

3lrT&KO"!N 3 DNIa$s&M<`&5<P<,,WG9#

1. IBM Firewall eK 1 D

2. ;-e"&MCHo</bK 1 D

3. ;-e"&MCHo</0K 1 D

DNS , IBM Firewall rINh&Kh}9k+r}r9kKO" 31Z<8N^ 10r

2H7F/@5$#

U!$"&)<kO";-e"&MCHo</*hSs;-e"&MCHo</N

M<`&5<P<VN2<H&'$H7F!=7^9#U!$"&)<kN/-r

50K==9lP"-cC7elQM<`&5<P<G9#U!$"&)<kN DNS

+NKO"G<?Y<9&U!$k,^^lF$J$+iG9#

31Z<8N^ 10 K"U!$"&)<kNrdr(7^9# U!$"&)<k,+,

GT&h}r\*H7F>0rrh7J1lPJiJ$H-O";-e"&NM<

`&5<P<Kd$go;^9#Hq,U!$"&)<kKwilkH"U!$"

&)<kO"3NHqrs;-e"&M<`&5<P<KgVKwj^9#

;-e"&MCHo</eN/i$"sH,;-e"&NpsrWa9kH"U!

$"&)<kO=NWar;-e"&N DNS Kwj"~z7Fbi$^9# 3N/

i$"sH,s;-e"&NpsrWa7Fb"U!$"&)<kO=NWar1

8;-e"&N DNS Kwj^9#Hq,s;-e"psKP9kbNG"lP";

-e"&N DNS OszG-^;s#7?,CF"DNS O=NHqrU!$"&)<

^ 10. DNS
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kKwj^9# s;-e"N DNS ,WarU!$"&)<kKwklg"3NWa

Os;-e"N DNS Ia$sKwil^9#7?,CF33Gb!)ps,3($

9k3HO"j^;s#

=./i$"sHrQ$? DNS N=.

DNS r=.9kKO"=./i$"sHNJS2<7gs&Dj<+i"V79F`

I}Wr*r7^9# U!$k&U)k@<&"$3sr@Vk/jC/7F"=(

rHg7^9#VIa$s&M<`&5<S9Wr*r7^9# IBM Firewall O"

=T DNS =.r=(7^9#3lOQ99k3H,G-^9#

m: DNS rIC9kH"U!$"&)<kO{8NIa$s&M<`&5<S9=.

U!$kN]IH>0Q9rT$^9#

1. V;-e"&Ia$s&M<`WU#<kIKXj9kNO"U!$"&)<k

,s$~>[9H>KU1kIa$s>G9#

2. V;-e"&Ia$s&M<`&5<P<WU#<kIKO" IBM Firewall Kh

CF$s?<MCH+i]n5lF$k[9HN>0*hS IP "Il9rrh9

k5<P<rXj7^9#.t@U- 10 JtA0N IP "Il9r~O7^9#

9Z<9GhZlP#t~O9k3H,G-^9#

3. Vs;-e"&Ia$s&M<`&5<P<WU#<kIKO"s;-e"&M

CHo</KX9kpsrrh9k5<P<rXj7^9#3N5<P<O"4

xQN5<S9&WmP$@<,s!9kbNG9#.t@U- 10JtA0N IP

"Il9r~O7^9#9Z<9GhZlP#t~O9k3H,G-^9#

m: i|_j5lkHM<`&5<P<OHqrP7"root M<`&5<P<Nj9

Hrh@7^9#[HsIN5<P<N_jGO"3Nj9H,abj<K]

}5l^9," Mircosoft N_jNlgO"=.U!$kKq-~^l^9#3

N`nKhj"M<`&5<P<N0n,Qok3HO"j^;s,"Vs;

^ 11. Ia$s&M<`&5<S9
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-e"&M<`&5<P<WU#<kIK=(5lkMOQ=7^9# ?@7"

3lOdjHJk3HGO"j^;s#

;-e"&M<`&5<P<N=.

;-e"&M<`&5<P<N_jGO"$rhNHq,U!$"&)<kKwi

lkh&KXj9k,W,"j^9# 8`N BIND $sWjasF<7gsrT&

lgO"J<Nh&K forwarders8"*hS cache8r;-e"&M<`&5<P

<N boot U!$kKIC7^9#

forwarders aaa.bbb.ccc.ddd
cache . named.cache

!K"U!$"&)<krXj9k-cC7e&U!$k"named.cachern.7^

9#

. 99999999 IN NS firewall.private.com
firewall.private.com 99999999 IN A aaa.bbb.ccc.ddd

33G private.comO";-e"&+iHQ5lkIa$s&M<`G"j"

aaa.bbb.ccc.dddO"U!$"&)<kN IP "Il9G9#

5iK"U!$"&)<k&[9H>r DNS G<?Y<9KIC9k3HbG-^

9# 3&9lPf<6<O"IP "Il9NeojKU!$"&)<kN[9H>r

HQ9k3HG"U!$"&)<kN Socks5<P<"HTTP Wm-7<"TelnetW

m-7<"*hS FTP Wm-7<K"/;99k3H,G-^9#?@7"=N?

aKO"DNS*hS BIND Nh 4 ONb@K"k"2 DNIC9FCW,,WG9#

3NqAN\YKD$FO"2H8% r2H7F/@5$#

^:"A l3<IrIa$s&G<?Y<9&U!$kKIC7^9#

firewall.private.com IN A aaa.bbb.ccc.ddd

PTR l3<Ir reverse-lookupU!$kKIC7^9#

ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.

;-e"&MCHo</K DNS rQ$J$lg"U!$"&)<kO+,Npsr

+,Grh7J1lPJj^;s#3NH-O"U!$"&)<kr8`_j7"

V;-e"&M<`&5<P<WU#<kIKU!$"&)<kN;-e"&$s

?<U'<9rXj7^9#!K"J<NTr c:¥winnt¥system32¥dns¥boot KIC

7^9#

primary ccc.bbb.aaa.in-addr.arpa c:¥winnt¥system32¥dns¥fwnamed.rev

J<Nh&J fwnamed.revrn.7^9#

ccc.bbb.aaa.in-addr.arpa IN SOA firewall.private.com. root.public.com. (
9 ; Serial
86400 ; Refresh after 1 day
300 ; Retry after 5 minutes
654000 ; Expire after 1 week
3600 ) ; Minimum TTL of 1 day

ccc.bbb.aaa.in-addr.arpa. IN NS firewall.private.com.
ddd.ccc.bbb.aaa.in-addr.arpa. IN PTR firewall.private.com.
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;-e"&/i$"sHN=.

;-e"&MCHo</N/i$"sHN=.O"w.9kHq,U!$"&)<

kGOJ/";-e"&M<`&5<P<Kwilkh&K_j7J1lPJj^

;s# 3N_jO";-e"&NpsrU!$"&)<kNbtabj<&-cC7

eK]I7J$h&K9k?aG9NG"EWG9#^?"3N3HO"U!$"

&)<kNnHiYrZ/7^9#J<Ji"Hq,;-e"&+is;-e"&

XNHqNw.r,WH7J$Bj"U!$"&)<kKO++oj,88J$+

iG9#

;-e"&MCHo</K DNS rQ$J$lg"/i$"sHOU!$"&)<k

rM<`&5<P<H7FXj7J1lPJj^;s#

5<S9Nx+

?/NH%,$s?<MCHeKCjN5<S9rx+9k3Hr>sG$^9# I

Nh&J?$WN TCP/IP5<P<,HolF$Fb"5<S9KO"ERa<kd

Web5<P<,^^lF$^9#3Nh&J5<S9rxQ7Fbi&?aKO"5

<P<rMCHo</eN"/;9D=JljK[V9k@1GOJ/"xQ DNSK

5<P<rP?7"f<6<,57$psr~jG-kh&K7J1lPJj^;

s#

=N?aKO"2 DN}!,"j^9#1 DO"5<S9&WmP$@<Kf<6<

N5<P<rIa$sNltH7FP?7Fbi&}! (D^j"M<`&5<P<

eKb)"b& 1 DO"+,GM<`&5<P<rQU7F"=lr$s?<MCH

KP?9k3HG9#$s?<MCH&5<S9&WmP$@< (ISP)KHCFa<

k&5<P<rQU9k3HO"?d9$3HG9# 3NlgO"P?7?$[9H

>*hS IP "Il9rWmP$@<KA(k,W,"j^9#?H(P"web5<

P<r www.public.com" IP "Il9 50.100.150.200G?Q9klgO"

www.public.com (IP"Il9 50.100.150.200)H$&psr ISP KP?7Fbi&,

W,"j^9#

5iK"ERa<kru.7?$lgO"f<6<NU!$"&)<krxQER

a<k&Ia$sNa<kr9! H7F ISPKP?7Fbi&,W,"j^9# ISP

KA(k,WN"k`\O"[9H> (gateway.public.com)H=N IP "Il9

(50.100.150.201)"*hSa<k (public.com)ru.9kIa$s&M<`G9#

ISP,3liN5<S9rs!G-J$lgO"+,NjGJeNvArT&,W,

"j^9# 33G^?"2 DN*rh,"j^9# 1 DO"DNS 5<P<r DMZ

bK[V9k3H"b& 1 DO"U!$"&)<krM<`&5<P<H7FHQ9

k3HG9#U!$"&)<krH&3HG;-ejF#<Nm1-,}g9k3

HO"j^;s#U!$"&)<kKV+lkG<?Y<9&U!$kKO";-

e"&MCHo</KX9kps,^^lF$J$+iG9#U!$"&)<kK

V+lkpsO"s!7?$xN5<S9KX9kps@1G9#

DNS 5<P<N_jKX9k\YO"DNS*hS BIND (2H8%Kj9H5lF$

^9) Nh 4 OK-\5lF$^9#,WJlg"3N`\O,:IsG*$F/@

5$#DNS 5<P<N_jO?^JnHGO"j^;s#lgHKTCFbi&3H

,G1NvG9#lgH,$klgO"=N}KnHrMj7F/@5$#
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\YKD$FO"35Z<8NX=.5sWkY r2H7F/@5$#

Microsoft N DNS 5<P<N3~

Microsoft N DNS 5<P<r$s9H<k9klgO"V3sHm<k QMkWr

*<Ws7"VMCHo</W"V5<S9 ?VW"VICWNgK/jC/7"

VMircosoft DNS 5<P<Wr*r7^9#$s9H<kQN CD-ROM ,,WK

Jj^9#

DNS djIZ

IBM Firewall rbq KO"U!$"&)<kNdjIZKD$Fb@7?O,^^

lF$^9#=NONfK" DNS djr\7/b@7F$kDj,"j^9#33

KO" nslookup3^sIrHQ7F"DNS 79F`Nc2DjrCj9kRsH,

-\5lF$^9#

=.5sWk

\;/7gsGO"U!$"&)<kr[V9k=.N5sWkr$/D+^(7

^9#[HsINc,"DNS `nG,WJ=.KG@rV$F$^9#3liNcN

$:l+Kf<6<NMCHo</,^(5lF$kHOBj^;s#*N*NN

cr}r7"DMN$s9H<kKgC?,ZJ50r,Q9kh&K7F/@5

$#

c 1: s;-e"&$s?<U'<9N DMZ bK DNS 5<P<,"k

GiNcH7F"s;-e"&MCHo</bK*$F DMZ bNM<`&5<P<

r`n9k?aN,\U!$kr 35Z<8N^ 12 K(7^9#

3N^O"lQMCHo</ private.comr^(7F$^9#3NMCHo</O"

;-e"&$s?<U'<9>, fw.private.comG"s;-e"&$s?<U'<9

>, gateway.public.comG"k IBM Firewall NXeKLV7F$^9#3NkHN

D M Z O"s;-e"&$s?<U'<9KUC5l"M<`&5<P<

^ 12. s;-e"&MCHo</K*1k DMZ bNM<`&5<P<
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dns.public.com" FTP5<P< ftp.public.com"*hS Web5<P< www.public.com

r^sG$^9#3N7Jj*rBT9k?aN dns.public.comK"kU!$kOJ

<NH*jG9#

db.public

public.com. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours
3600 ; retry after 1 hour
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

;
; Nameservers
;
public.com IN NS dns.public.com.
;
; Hosts in the DMZ
;
dns.public.com. IN A 50.100.150.202
gateway.public.com. IN A 50.100.150.201
www.public.com. IN A 50.100.150.200
ftp.public.com. IN A 50.100.150.203
;
; Mail-related entries
;
public.com. IN MX 0 gateway.public.com.
public.com. IN CNAME gateway.public.com.

db.50.100.150

150.100.50.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours

3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

202.150.100.50.in-addr.arpa. IN NS dns.public.com.
203.150.100.50.in-addr.arpa. IN PTR ftp.public.com.
202.150.100.50.in-addr.arpa. IN PTR dns.public.com.
201.150.100.50.in-addr.arpa. IN PTR gateway.public.com.
200.150.100.50.in-addr.arpa. IN PTR www.public.com.

db.127.0.0

0.0.127.in-addr.arpa. IN SOA dns.public.com. admin.public.com. (
1 ; serial number
10800 ; refresh after 3 hours

3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

0.0.127.in-addr.arpa. IN NS dns.public.com.
1.0.0.127.in-addr.arpa. IN PTR localhost.

db.cache

3NU!$kN*rKX7FO"J<N5$HK"k FTP XN=_Nk<H&M<

`&5<P<Nj9Hr2H7F/@5$# ftp://ftp.rs.internic.net/domain/named.root

boot

primary public.com db.public
primary 150.100.50.in-addr.arpa db.50.100.150
primary 0.0.127.in-addr.arpa db.127.0.0
cache . db.cache
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HiU#C/&U#k?<K,ZJ DNSHiU#C/rvD9kh&_j9kKO"

V;-ejF#<&]j7<WQMkNVDNSHqvDWrHQD=K7^9#

c 2: lQ$s?<U'<9N DMZ bK DNS ,"k

3NcGO"M3H7F DMZ N DNS OlQM<`&5<P<eK"j^9,"

DMZ Os;-e"&MCHo</H18$s?<U'<9GOJ/[Jk$s?<U

'<9KUC5lF$^9#

dns.public.comeN DNS G<?&U!$kO">0NcH18G9#3NM<`&5

<P<rQVjC/&5<P<K"/;9D=K9k?aKO"HiU#C/&U

#k?<r*<Ws9k+"><s>wrBT7FU!$"&)<kXG<?&U

!$kr3T<7J1lPJj^;s#

HiU#C/&U#k?<r*<Ws9kKO" DNS5<P<Hq"DNS~z"*

hS DNS/i$"sHHq N 3 DN,'FsWl<Hr3T<7F/@5$#=

l>lN,'NP)Xj_jr" local +i routedKQ97F/@5$#!K 3 D

N7,N,'FsWl<Hr5<S9K^a"Um<81rJ<Nh&K_j7F

/@5$#

v DNS /i$"sHHq: --->

v DNS ~z: <---

v DNS 5<P<Hq: --->

v DNS 5<P<Hq: <---

=<9&*V8'/HH7F The Worldr"8h*V8'/HH7F dns.public.com

rHQ9k\3bK3N5<S9r^a^9#

><s>wrT&KO"HiU#C/&U#k?<r_j7"+D"M<`&5<

P<KP7F,ZJU!$kr3T<9kh&X(9k3H,,WG9#HiU#

C/&U#k?<r_j9kKO"J<rT$^9#

1. V;-ejF#<&]j7<WG"VDNSHqvDWrHQD=K7^9#

^ 13. lQ$s?<U'<9eN DMZ bN DNS
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2. dns.public.com(=<9&*V8'/H) +iU!$"&)<kN DMZ $s?<U

'<9 (8h*V8'/H) X\3rIC7^9#3lKO"DNS>w N5<S

9,^^l^9#

><s>wrh0=9kKO"J<NTr"U!$"&)<kN

c:¥winnt¥system32¥dns bN boot U!$kKIC7F/@5$#

secondary public.com 50.100.150.202 db.public
secondary 150.100.50.in-addr.arpa 50.100.150.202 db.50.100.150

!K"5<S9)f^M<8c<XJ_" DNS 5<P<N5<S9rd_5;"F

O07F/@5$#

c 3: U!$"&)<kr;-e"&M<`&5<P<H7FHQ9k

U!$"&)<krDMN;-e"&M<`&5<P<H7FHQ9kKO"Lo

;-e"&5<P<eK"kG<?Y<9&U!$krU!$"&)<keK[V

7^9#3&9k3HG/i$"sHO"U!$"&)<krDMN DNS 5<P<

H7FX7(93H,G-^9#3N}!KX89kj9/O"DNS 5<P<,";

-e"&+iNWa+s;-e"&+iNWa+rhLG-J$3HK"j^9#

7?,CF"W>,"lPIN/i$"sHKb"3N;-e"&Nps,s!5

l^9#f<6<ODMN;-e" DNS psr#93H,G-J/Jj^7?#

3N}!rBT9kKO"=./i$"sHrHQ7FU!$"&)<k DNS !=

r=.9k3H+iOa^9#V;-e"&Ia$s&M<`WU#<kIK";

-e"&MCHo</GHQ9kIa$s&M<`rj9H7^9#V;-e"&

M<`&5<P<W U#<kIK"U!$"&)<kN;-e"&$s?<U'<9

rj9H7^9#Vs;-e"&M<`&5<P<WU#<kIK"DMN ISP+i

s!5l?M<`&5<P<rj9H7^9#!K"3N=.rd-9k?aK"

U!$"&)<keG reverse-lookupU!$krn.7^9#

J<NcKw?U!$k c:¥winnt¥system32¥dns¥fwnamed.rev rn.7^9#

3NcGO"U!$"&)<kN;-e"&$s?<U'<9>O fw.private.comG"

IP "Il9O 10.100.100.1G9#

100.100.10.in-addr.arpa. IN SOA fw.private.com. admin.fw.private.com. (
1 ; serial number
10800 ; refresh after 3 hours

3600 ; retry after 1 week
604800 ; expire after 1 week
86400 ) ; minimum TTL 1 day

1.100.100.10.in-addr.arpa. IN NS fw.private.com.
1.100.100.10.in-addr.arpa. IN A fw.private.com.

!K"J<NTr c:¥winnt¥system32¥dns¥boot KIC7^9#

primary 100.100.10.in-addr.arpa fwnamed.rev

3N7Jj*GO"f<6<N/i$"sHO"H+N DNS 5<P<H7FU!$

"&)<k (10.100.100.1)rX(9kh&=.5lJ1lPJj^;s#U!$"&

)<kO0tpsNrhHHbKgu7^9,";-e"&psNrhO"j^;

s#D^j"U!$"&)<keN=.5<P<^?OWm-7<&5<P<K\

39kIN;-e"&/i$"sHb"U!$"&)<kr"[9H>GOJ/ IP "

Il9G2H7J1lPJj^;s#
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h7O SafeMail

IBM Firewall SafeMail2<H&'$KO"SMTPHiU#C/QN2<H&'$!=

rw(F$^9# IBM Firewall SafeMail2<H&'$O";-e"&a<k&5<

P<+is;-e"&XNaC;<8>wr"EWJIa$sN>0r#7J,i

fQ7^9#s;-e"&+i;-e"&a<k&Ia$sXN>wbfQ7^9

,"=N]";-e"&MCHo</r0tN6b+i]n7^9#

SafeMailO"3sFsD&9/j<Ks0rBT7^;s,"3sFsD&9/j<

Ks0rBT9kf<6<P}rs!7^9#\YKD$FO"41Z<8N

XSafeMailf<6<P}Y r2H7F/@5$#

SafeMailO"w.&+iu.&X"j"k?$`GaC;<8rfQ7^9#3lK

hj"5^6^Jj9/d"U!$"&)<keNaC;<8TATsN]iKX

9k#(5rsr9k3H,G-^9#?@7"Y\9ka<k&Ia$sKX7

FO"CjN=.Wo,,WKJj^9#lgKhCF3NWoO"CjN$s9

Hl<7gsKP7FO-zGOJ$3H,"j^9#=Nh&JlgO",vJ

SMTP 5<P<rX~7"SafeMailNeojK$s9H<k7^9# SMTP 5<P

<N4!=r$s9H<k9klgO";-ejF#<,!=9kh&K=.7F

/@5$# \7/O"42Z<8NXSafeMailNeojK SMTP rHQ9kY r2

H7F/@5$#

=./i$"sHrQ$? SafeMail N=.

SafeMailr=.9kKO"=./i$"sH&JS2<7gs&Dj<+i"V79

F`I}Wr*r7^9# VU!$k&U)k@<W"$3sr@Vk/jC/7

F"=(rH%7^9#VSafeMailWr*r7^9#IBM Firewall O"=.Q_Na

<k&5<P<*hSIa$sNj9Hr=(7^9#Wi$Y<H&N=.Q_

Fa<k&Ia$s4HK" 1 DN`\r=.7J1lPJj^;s#

1. Ia$srIC9kKO"V7,Wr*r7"V*<WsWr/jC/7^9#

Va<k&5<P<NICW@$"m0&\C/9,=(5l^9#

2. V;-e"&Ia$s&M<`WU#<kIKO"U!$"&)<kN;-e

"&5$INf<6<,"-R5lka<k&Ia$sr'19k]KQ$k>

0,~j^9#

3. V;-e"&a<k&5<P<&M<`WU#<kIKO"3N`\,,Q5l

ka<k&5<P<N[9H>^?O.t@U- 10 JtA0N IP "Il9,~

j^9#3N5<P<O"$:l+N;-e"&MCHo</KJ1lPJj^

;s# Xj7?Ia$s 1 DKD-"1 DNa<k&5<P<r-~9k3H,

G-^9#

4. VQVjC/&Ia$s&M<`WU#<kIKO"U!$"&)<kNs;-

e"&5$INf<6<,"-R5lka<k&Ia$sr'19k]KQ$k

>0,~j^9# ;-e"&MCHo</NOAr#C9k?aK";-e"&

Ia$s&M<`NeojK3N>0,HQ5l^9#

5. V;rWr/jC/7^9#
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a<k=.`\NQ9

a<k=.`\rQ99kKO"j9HbN`\r*r7F"V*<WsWr/j

C/7^9#Va<k&5<P<=.NQ9W@$"m0&\C/9,=(5l^

9#

V;-e"&Ia$s&M<`WU#<kIOHQG-^;s," 39Z<8NX=.

/i$"sHrQ$? SafeMailN=.Y GNb@Nh&K">NU#<kIOQ9

9k3H,G-^9#

m:

1. J0K SafeMailr=.7F$F"33G;-e"&a<k&5<P<rXj9k

H"0K=.7?a<k&5<P<O3Na<k&5<P<KhCFV95l^

9#

2. J0K;-e"&a<k&5<P<r=.7F$J$ lgK"33G;-e"&

a<k&5<P<rXj9kH"3Na<k&5<P<O=.KIC5l^9#

a<k=.`\No|

SafeMail=.`\ro|9kKO"j9HbN`\r*r7F"Vo|Wr/jC/

7^9# o|NYp,=(5l^9# V;rWr/jC/7Fo|9k+"o|r

daklgOVhCWr/jC/7^9#

;-e"&5<P<N=.

;-e"&a<k&5<P<N=.GO"U!$"&)<kr$NNIa$sKP

9k2<H&'$H7FXj7J1lPJj^;s#3&9k3HG"s;-e

"&MCHo</8FNa<k,U!$"&)<kKwil^9#^?"F5<P

<O"Wi$Y<H&Ia$s&M<`@1GOJ/xQIa$s&M<`K"I

l9Xj5l?aC;<8bu1~lkh&K=.7J1lPJj^;s#U!$

"&)<k,s;-e"&MCHo</+iNpsr>w9kH-O"9YFN8

h,xQ&NIa$s&M<`HHbKj9H5l^9#

;-e"&MCHo</bK 2 DJeNLDNa<k&Ia$s,"klgO">N

;-e"&Ia$sXNa<kr"U!$"&)<kGOJ/=N5<P<K>w

5lkh&K=.7J1lPJj^;s#=&9lP"U!$"&)<kNT,W

JnHiY,c:5l"U!$"&)<kNj"k?$`Nw#!=,5oK!=

7^9#

xQIa$sN=.

s;-e"&MCHo</K,WJ=.O"U!$"&)<krMCHo</Na

<kr9!H7FXj9k3H@1G9#5<S9&WmP$@<KMj7F",

WJpsr DNS 5<P<KIC7FbiCF/@5$#X"9k3lJ0N\YJ

a+K:`KD$FO31Z<8NXh6O Ia$s&M<`&5<S9NOsIjs

0Yr2H7F/@5$#
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3N\*O"a<kru1~l?$FQVjC/&Ia$s&M<`Na<kr9

! H7FU!$"&)<krj9H9k3HG9#?H(P"Ia$s&M<`K"

;-e"&MCHo</bGO private.comr";-e"&MCHo</0GO

public.comrHQ9klg"U!$"&)<kO gateway.public.comHXj9k3H

,G-^9#=NlgO"U!$"&)<kN[9H>*hS IP "Il9r"Lo

″A″ l3<I*hS ″PTR″ l3<IHHbKj9H5lk[9HH7F"WmP$
@<KXj7Fbi$^9#!K" user@public.com8FNa<kru1~l?$N

G"=NIa$sNa<kr9!H7F gateway.public.comrj9H9kIa$s

public.com N MX l3<IrIC9kh&K"WmP$@<KMj7^9#

user@somethingelse.com8FNa<kbu.9klgO"U!$"&)<kbX9 MX

l3<IrIC7Fj9H7F/@5$#

SafeMail f<6<P}

SafeMailO"/-kD=-N"k"h},$qJHiU#C/rq]9k?aNf<

6<P}rs!7^9#3lO"$s9Hl<7gs~K SafeMailr409k3HG

s!5l^9#3N\*Gs!5lk Software Developers KitN\YKD$FO"

IBM Firewall rbq r2H7F/@5$#

3N!=Khj"UsrCheck()!=r8.9k3H,G-^9#3lO"SafeMail,w

.&+iQ1CHru.9k?SKFSP5lkbNG9#3N!=KO"79F

`NuVKX9k$/D+NU#<kIr^`=$N,O5l^9#3N=$NK

^^lkNO"G-N;C7gs ID"w.*hSu.5<P<N IP "Il9"0K

u.7?3^sIN81"*hS,OQ_Q1CHr^`?8PCU!<G9#

3N!=K$sWjasH5lk!:N?$WN$/D+rJ<K(7^9#

v X_5l?[9H&j9H

v vD5lF$J$8zgx"?H(P"T,vJ@l^?OWm8'/H&3<

I&M<`JIN9-cs

v H_~_zQdU-8zsNn3

v aC;<89)B

,WJlg"5<I&Q<F#<=N3sFsD&9/j<Ks0&Wm@/HX

N$s?<U'<9r$sWjasH9k?aK"f<6<P}rHQ9k3Hb

G-^9#

f<6<P}!=GaC;<8rh}7J$h&K9kH"f<6<P}!=O

SafeMailK}33<Ira7^9# SafeMailO"90K"w. SMTP5<P<XN

\3rq]7^9#1~K"U!$"&)<k&m0KOf<6<P},a7?}

33<Ir^`aC;<8,q-~^l^9#

f<6<P}rn.9k]"3N!=OQ1CHru.9k4HKFSP5lkH

$&3HK$rU1F/@5$#^?"79F`NQU)<^s9X-FArZ\

5J$h&K"G-k@1z(*Kn.9kh&KmU7F/@5$#3N!=O

^kA9lCID-GBT5lkNG"9lCIK-FAr?(J$h&Kn.7

J1lPJj^;s#3Nf<6<P}O"^kA&9lCI`n,D=G"+D

_cdecl"8,'rHQG-k3sQ$i<Gn.G-^9#IBM Visual Age C++*

hS Microsoft Visual C++QN Make U!$kN5sWk,QU5lF$^9#
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SafeMail NeojK SMTP rHQ9k

SafeMail NHQT==

>N SMTP5<P<&Wm@/HHNWMrr1k?aK SafeMailrHQT=K9

kKO"5<S9 3sHm<k ^M<8c<+i SafeMail 5<S9rHQT=K

7^9# WindowsNV9?<HWaKe<+i"V_j"3sHm<k QMk"5

<S9WH*r7^9#9/m<k7F"VIBM Firewall SafeMail5<P<Wr*r

7^9#V9?<H"CWWr/jC/7^9#V9?<H"CW ?$WWU#<k

I+iVHQT=Wr*r7^9#V;rWr/jC/7^9#

SMTP 5<P<N=.

SafeMailNeojK SMTP 5<P<N4!=r$s9H<k9kKO"$/D+N

@rM87J/FOJj^;s#3N;/7gsGO"SafeMailH1MN!=,BT

5lkh&K SMTPr=.9k?aK" SafeMailN;-ejF#<!=KD$Fb

@7^9#SMTP 5<P<&Wm@/HKhCFO" SafeMailN?9/NltrB

TG-J$bN,"j^9#7?,CF"Wm@/HNX~N]KO"HQG-k

!=d,WH9k!=rh/4YF+i"X~9kh&K7F/@5$#

a<kTATsr*<P<Um<5;?jKu7?j9k0x,$/D+"j^

9#a<kTATsrHQ7J$G0n9kUkuwN5<P<O"j^;s,"

a<kh}lQNG#9/&\je<`rHQ9lP"a<kTATsKX9km

1rc:9k3H,G-^9#3&9k3HG"*<P<Um<7?TATs,U

!$"&)<kN>N0nKFAr?(kD=-rG.BK^(k3H,G-^

9#

a<k&5<P<K;-e"&MCHo</KX9kpsr#7Fbi&3HbE

WG9#"kg-5Na<kr>w9kF5<P<O"SMTP N,'K>CF"

Received:H$&XC@<Tr^~7J1lPJj^;s#3NXC@<TO"/~T

,;-e"&MCHo</r^CW9k?aKHQ9kD=-,"j^9# SafeMail

GOmarh}9k]"3NXC@<Tr9YFhj|-^9#SMTP5<P<Gb

3lH180nr9kh&K=.7F/@5$#^?"SafeMailGO"Wi$Y<H

&N[9H>r9YFxQIa$s>Kq->7^9#3lKhj"MCHo</

r^CW9k?aKHQ5lkD=-N"kps,5iK|n5l^9#

SafeMail N5sWk&m.s0PO

SafeMailNm.s0PON5sWkrJ<K(7^9#

Feb 03 13:46:11 1998 mr16n18: ICA2163i: safemaild started.

Feb 03 13:41:14 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e7a19
received from RACK3BD.
Feb 03 13:41:21 1998 mr16n18: ICA2179i: SafeMail has forwarded 215575
bytes for connection 0xd71e6118 from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:21 1998 mr16n18: ICA2178i: SafeMail session 0xd71e7a19
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:23 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e831a
received from RACK3BD.
Feb 03 13:41:36 1998 mr16n18: ICA2177i: SafeMail connection 0xd71e901b
received from RACK3BD.
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Feb 03 13:41:56 1998 mr16n18: ICA2179i: SafeMail has forwarded 215567
bytes for connection 0xd71e7a19 from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e831a
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:56 1998 mr16n18: ICA2178i: SafeMail session 0xd71e901b
has been established from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 346
bytes for connection 0xd71e901b from 9.67.144.52 to 9.67.131.250.
Feb 03 13:41:57 1998 mr16n18: ICA2179i: SafeMail has forwarded 358
bytes for connection 0xd71e831a from 9.67.144.52 to 9.67.131.250.

m0&aC;<8O"J<r(7^9#

v ICA2177 - 7,\3N+O

v ICA2179 - 5oJ*;

v ICA2178 - u. SMTP 5<P<HN\(

v ICA2181 - SafeMailKhk;C7gsq]}33<IN\YKD$FO" IBM

Firewall rbq r2H7F/@5$#

v ICA2180 - ;C7gsN*;

v ICA2182 - f<6<P}Khk;C7gsq]
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h8O U!$"&)<kKhkHiU#C/N)f

\OGO"=./i$"sHrQ$F"U!$"&)<kbGNMCHo</&H

iU#C/r)f9k}!KD$Fb@7^9# U!$"&)<kO"(-9Q<

H&U#k?<rQ$F"~o"IP "Il9"*hS5VMCHJIN#tNp`K

pE$F";C7gs&lYkGQ1CHrU#k?<h}7^9#U#k?<

O";-e"&MCHo</&$s?<U'<9Hs;-e"&MCHo</&$

s?<U'<9NVG/-^9#U#k?<O"U!$"&)<kNP)XjF<

VkKOFAr?(^;s#

GU)kHNlgO"U!$"&)<kGOINHiU#C/b;-e"&MCH

o</Hs;-e"&MCHo</Vr.lk3HOG-^;s#CjN?$WN

HiU#C/,;-e"&MCHo</Hs;-e"&MCHo</Vr.lkh

&K9kKO"\3rn.7J1lPJj^;s#

=./i$"sHrQ$?\3Nn.

MCHo</&*V8'/H",'FsWl<H"5<S9*hS\3rn.9k

KO"46Z<8N^ 14 K(9=./i$"sHN=.WGrHQ7^9#

\3 MCHo</&*V8'/Hr"5<S9^?O SocksFsWl<H ("k

$O=N>}) KX"U1F"<@VGvD5lkL.N?$WrjA7^

9#F\3O"w.5MCHo</&*V8'/HH8hMCHo</&*

V8'/HVGvDb7/Oq]5lk"CjN?$WN IP HiU#C/r

jA7^9#

5<S9

1 D^?O#tN,'FsWl<H+in.5l^9#w.5MCHo</&

*V8'/HH8hMCHo</&*V8'/HVGvDb7/Oq]5l

k IP HiU#C/N?$WrjA7^9#?H(P"TelnetrvD7"PING

Oq]9k5<S9r=.9k3Hb"j^9# (FTP5<S9N 1 DO"

8 DN,'FsWl<HG=.7^9)# IBM Firewall KO"GU)kH&

5<S9N;CH,U$F$^9# 3liNWjm<I&GU)kH&5<

S9Oo|G-^;s,"CjNU#<kIrQ99k3H,G-^9#7

+7"3liNv0jA5<S9,WoKgoJ$lgO",'FsWl<

HrQ$F77$,'rn.7F"5<S9KIC9k3H,G-^9#\

YKD$FO"67Z<8NX5<S9NjAY r2H7F/@5$#

,'FsWl<H

U!$"&)<kKX(7F"IP Q1CHN5^6^J0-KpE$F=N

D]rTo;^9#

Socks FsWl<H
U!$"&)<k SocksG<bsKX(7F"IP Q1CHN5^6^J0-

KpE$F=ND]rTo;^9#

MCHo</&*V8'/H

U!$"&)<kHPC9k[9H"f<6<"5VMCHJIN5^6^

JMCHo</=.WGr=7^9#3liO IP "Il9*hS"Il9&

^9/KhCFjA5l^9#7?,CF" 1 DN*V8'/HGMCHo
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</&"Il9NOO4Nr=93H,D=G9#MCHo</&*V8'

/HO"0k<W=9k3H,G-^9#

MCHo</&*V8'/H&0k<W

1 D^?O#tNMCHo</&*V8'/Hr=7^9#3liO"\3_

jNX9eHQ5l"+jV7nHrS|9k3H,G-^9#$/D+N

"Il9r 1 DNMCHo</&*V8'/H&0k<WK^HaF"tg

r=9JIO"=NcG9#3lG"3NMCHo</&*V8'/H&0

k<WO"\3Nw.5+8hN$:l+H7FHQ9k3H,G-^9#

v0jA5<S9rQ$?\3Nn.

<@H7FxQ9k 2 DN>0U15l?MCHo</&*V8'/H^?OMCH

o</&*V8'/H&0k<WVNCjN?$WNL.r"vDb7/Oq]9

k?aKO"\3rn.9k,W,"j^9#

^ 14. \3Nn.
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MCHo</&*V8'/HrjA7?eK"\3rn.7^9#l}NMCHo

</&*V8'/H^?O0k<Wr"U!$"&)<krLa9kHiU#C/

N.lNw.5H7F*r7">}NMCHo</&*V8'/H^?O0k<W

r8hH7F*r7^9#

\3rn.9kKO"=./i$"sHNJS2<7gs&Dj<+iVHiU#

C/)fWr*r7"U!$k&U)k@<&"$3sr@Vk/jC/7F=(

rHg7^9# V\3_jWr*r7^9#V\3j9HW@$"m0&\C/9,

=(5l^9#V7,Wr*r7F"V*<WsWr/jC/7^9# 48Z<8N^

15 K(9V\3NICW@$"m0&\C/9,=(5l^9#
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1. \3N>0r~O7^9#

2. \3N-Rr~O7^9#

3. Vw.5WU#<kIGO"V*rWr/jC/7F"VMCHo</&*V

8'/HW@$"m0&j9H+iMCHo</&*V8'/Hr*S^9#

4. V8hWU#<kIGO"V*rWr/jC/7F"VMCHo</&*V8

'/HW@$"m0&j9H+iMCHo</&*V8'/Hr*S^9#

5. 3N\3N5<S9rQ99kKO"V*rWr/jC/7"<@VG)f9

kHiU#C/N?$Wr*r7^9#

^ 15. \3NIC
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6. j9H+i 1 D^?O#tN5<S9r*sG"\3KIC7^9#

7. 5<S9r*r7"Ve}\0W^?OV<}\0Wr/jC/7F"j9H

rBYX(k3H,G-^9# 49Z<8NX\3NgxU1Y r2H7F/@

5$#

8. 5<S9O"*r7FV|nWr/jC/9kH|n9k3H,G-^9#

9. V3N\3QN Socks =.WrHQ7^9# SocksN\3rT&KO"9FC

W 5 +i 7 rBT7F/@5$#

10. 9YFjA7?eK"V;rWr/jC/7^9#

11. \3N9YFrh0=7^9# 49Z<8NX\3Nh0=Y r2H7F/@5

$#

\3NgxU1

[HsIN IBM Firewall f<6<,}D,'NtO"1000$~G9#,'Nt,?

$[I"QU)<^s9K?(kFAOg-/Jj^9#

MCHo</&$s?<U'<9GQ1CHru.9kH"U!$"&)<k&[

9HK~kbN"PF$/bNKX8J/"8.5l?\3,'Nh,+i,',

,Q5l^9#Q1CH+iNps,5NK,'bNpsHlW9klgO"=N

"/7gs (vD^?Oq]) ,hil^9#U!$k4Nr!w7FblW,+D+

iJ$lgO"WaOq]5l^9#

RsH: CjN\3OGetK"CKClGOJ$\3OG<tKV$F/@5
$#?H(P""Il9, (1.1.10.X)Ntg ABC H"tg ABC NbtN

5<P<H7FHQ9k""Il9, (1.1.10.7)N^7sr}Dlg,"j

^9#^7s (1.1.10.7)r TelnetHiU#C/KHQ7FOJiJ$5<P

<G"k?aK|07?$lgO"\3:Deny telnet for Dept ABC server

r\3:Permit telnet for Dept ABC N0KV+J1lPJj^;s#\3

NgxrUK9kH"\3Nq],!P5lk3HO"j^;s#

\3Nh0=

m: \3rh0=9k0K";-e"&$s?<U'<9,jA5lF$k+N'
7F/@5$#

!NIlrT&lgb"=./i$"sHNJS2<7gs&Dj<+i"V\3

Nh0=Wr*r7F/@5$#

\3,'NF8.Hh0=

U!$"&)<kO"8.5l?\3,'r\3=.+in.7F"=N,

';CHrh0=7^9#

\3,'Nh0d_

U!$"&)<kO"JeGU)kHN,'KhCF]n5l^9#

=T\3,'Nj9H

G7N\3,';CH,=(5l^9#3liN,'rv0Kh0d_9k

H"HQ5lJ/Jj^9#
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,'8.N!:

n.7?,'O"-z+5zNIAi+G9#

\3,'m.s0NHQD=

U!$"&)<kO"*r5l?HiU#C/rU!$"&)<k&m0!

=K-?7^9#

\3,'m.s0NHQTD

U!$"&)<kNm.s0rd_7^9#

50Z<8N^ 16 K(9"V\3Nh0=W@$"m0&\C/9,=(5l^9#

*rrTC?i"VBTWr/jC/7^9#

\3,'NF8.*hSh0=rTC?H-Nm.s0PON5sWk

\3,'rF8.7Fh0=7?H-Nm.s0PON5sWkrJ<K(7^

9#

^ 16. \3Nh0=

50 IBM Firewall Windows NTG: HQTNjz-



Feb 03 13:46:53 1998 mr16n18: ICA9037i: Firewall interfaces being updated
automatically on Tue Feb 3 13:46:53 1998.

Feb 03 13:46:55 1998 mr16n18: ICA1032i: Filter rules updated at
13:46:55 on Feb-03-1998

Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:1 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 eq 53 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:2 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp gt 1023 eq 53 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:3 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
udp eq 53 gt 1023 both local both l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:4 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp gt 1023 eq 25 both local both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:5 permit 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
tcp/ack eq 25 gt 1023 both local both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:6 permit 9.67.144.49 255.255.255.240
9.67.130.154 255.255.248.0 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:7 permit 9.67.130.154 255.255.248.
0 9.67.144.49 255.255.255.240 all any 0 any 0 both both both l=y f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:8 permit 9.67.144.49 255.255.255.240
9.67.131.250 255.255.255.255 tcp gt 1023 eq 21 secure local inbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:9 permit 9.67.131.250 255.255.255.255
9.67.144.49 255.255.255.240 tcp/ack eq 21 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:10 permit 9.67.131.250 255.255.255.
255 9.67.144.49 255.255.255.240 tcp eq 20 gt 1023 secure local outbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:11 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp/ack gt 1023 eq 20 secure local inbound
l=n f=y t=0 e=none a=none
Feb 03 13:46:55 1998 mr16n18: ICA1037i: #:12 permit 9.67.144.49 255.255.255.
240 9.67.131.250 255.255.255.255 tcp gt 1023 gt 1023 secure local inbound
l=n f=y t=0 e=none a=none
.
.
.
Feb 03 13:46:58 1998 mr16n18: ICA1037i: #:100 deny 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
all any 0 any 0 both both both l=y f=y t=0 e=none a=none

,'uVN=L

IBM Firewall N,'O"!N$:l+NuVKJj^9#

1. =.,"/F#VGO"j^;s#

=./i$"sHrQ$F=.rh0=7F$J$+"=.rh0d_7F$^

9#3lO"GiK IBM Firewall r$s9H<k7"79F`rV<H9k+"

U#k?<,'rh0d_7?H-N=.NuVG9#U!$"&)<krGi

K$s9H<k7?H-"GU)kH&U#k?<,MCHo</r/~+i]

n9kNK,7?uVK"j^9#

U!$"&)<k&"/;9:

v GU)kH&U#k?<=.GO"9YFNm<+k&$sP&sI&HiU

#C/*hS9YFN"&HP&sI&HiU#C/,vD5l^9#

2. =.O"/F#VG9,"(i<,"j^9#

=.rh0=7^7?#=.K(i<,"k+ (5zJ,')"?b=.5lF$^

;s#h0=NVPOW&#sI&G"(i<*hSYp,=(5l^9#

U!$"&)<k&"/;9:
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v 9YFNm<+k&$sP&sI&HiU#C/rvD7^9#

v 9YFN"&HP&sI&HiU#C/rvD7^9#

3. =.O"/F#VG"+D-zG9#YpKO$/D+"j"Gb2xJNO"

U#k?<,'NE#G"k3HKmU7F/@5$#

=./i$"sHNHiU#C/)f;/7gsrQ$FjA7?=.,h0=

7^7?#

m: =.U!$kO-zGb"^@,',~CF$J$3H,"j^9#3Nl
gO"E[NV9YFN"/;9rX_W,',zOr}A^9#

U!$"&)<k&"/;9:

v =.U!$kKhCF=L5lk"/;9#

"ifkMCHo</&$s?<U'<9Khju.5lk+"3l+iw.

5lkFQ1CHO!:5l"=NbFO8.5l?\3,'bNF,'Hf

S5l^9#lW,!P5l?lg"=N,'eN"/7gs ("/;9NvD

^?Oq]) ,BT5l^9#

v Q1CHHlW9k,',J$lgGb""/;9rq]9kE[NV9YF

rX_W,',BT5l^9#
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h9O 5<S9Nc

\OGO"U!$"&)<kr=.7F"jjN&LnHrT&}!KD$Fb@

7^9#j9H5lF$k?9/O"1JkcKa.^;s,"3lir}r9l

P"U!$"&)<kr=.7F"s!5l?5<S9r9YFHQ9k3H,G

-kO:G9#

WhKX9kM8v`

U!$"&)<kNHiU#C/)fO"<@NPNVGvD^?OX_5lkL

.N?$WrjA9k"\3NQ@+iT.5l^9#7?,CF"\3NWh

r"3liN<@NQ@+iT&3H,EWG9#

45Z<8NXh8O U!$"&)<kKhkHiU#C/N)fY GNb@Nh&

K"<@OMCHo</&*V8'/HKhCFU!$"&)<kKP7F=5l

^9#7Z<8NXh2O WhYNMCHo</Who</7<HK^@-~7F$J

$lgO=lr-~7"MCHo</r=9NK,WJMCHo</&*V8'/

Hrn.7^9#

\ONcGO"J<NMCHo</&*V8'/HrHQ7F$^9#

;-e"&$s?<U'<9

U!$"&)<kN;-e"&$s?<U'<9

s;-e"&$s?<U'<9

U!$"&)<kNs;-e"&$s?<U'<9

;-e"&MCHo</

U!$"&)<kN;-e"&$s?<U'<9rp7F"/;9D=J"

Il9NOO#3lO"$/D+NDLNIa$s (=l>lO=NH+NM

CHo</&*V8'/HKhCF=5lk) r^`"MCHo</&*V8

'/H&0k<WG"CFb=$^;s#

The World
s;-e"&MCHo</#

=l>l>^lk?$WNL.O"X89k<@VL.NQ@+iA+lJ1lP

Jj^;s#3NJ,GO"U!$"&)<k,3liNL.Ne}r9kN+I

&+""k$O3liNL.NP)Xjr9kN+KD$FM(^9#

U!$"&)<k,Wm-7<H7Fn09klg"U!$"&)<kO;-e

"&f<6<KeoCF,WJnHrT$"s;-e"&[9HO;-e"&[9

H,8_9kNrNk3HO"j^;s#U!$"&)<k,HiU#C/rP)

Xj9klg";-e"&[9HHs;-e"&[9HOj_K>\L.7^9#

U!$"&)<krWm-7<H7FHQ9klgO"54Z<8N^ 17 ,(9h&

K"L.N<@KOU!$"&)<k,H_~^l^9#
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Telnet Wm-7<Nc

3NGiNcO">\N"&HP&sI TelnetWm-7<\3NcG9#3NcG"

;-e"&MCHo</Nf<6<O"U!$"&)<kN TelnetWm-7<rQ$

F"s;-e"&MCHo</bN[9HeN Telnet5<S9K"/;99k3H,

G-^9#

54Z<8N^ 17 K(9h&K"2 DN\3,/87^9#

1. ;-e"&MCHo</btN/i$"sHO"U!$"&)<kN TelnetWm

-7<K\35lF$^9#

2. U!$"&)<kN TelnetWm-7<O";-e"&f<6<KeoCF"s;

-e"&MCHo</bN[9HK\35lF$^9#

3NL.QKU!$"&)<kNHiU#C/)fr=.9kKO"2 DN\3r_

j9k,W,"j^9#

= 1. TelnetWm-7<

;-e"&*V8'/H 8h*V8'/H ,WJ5<S9

;-e"&MCHo</ ;-e"&$s?<U'<9 Telnet Proxy out 1/2

s;-e"&$s?<U'<

9

The World Telnet Proxy out 2/2

U#k?<h}5l? Telnet Nc

e-NcHJWU#k?<h}5l? Telnet\3rPf7^9#3Nlg";-e"

&N/i$"sHO"s;-e"&N[9HK>\\37^9#

= 2. U#k?<h}5l? Telnet

;-e"&*V8'/H 8h*V8'/H ,WJ5<S9

;-e"&MCHo</ The World Telnet direct out

^ 17. TelnetWm-7<*hS>\N Telnet\3
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0R7?H*j"3N=.GO"s;-e"&[9HK\39k]";-e"&/

i$"sHN"Il9Ox+5lk3HKJj^9#

Wm-7< HTTP Nc

gt,N$s9H<khGO"=N;-e"&/i$"sHN$/D+G Web5<

U#s,G-kh&K7?$3HG7g&# IBM Firewall KO"v0jAN HTTP

"&HP&sI&@$l/H&5<S9,"j"P)Xj HTTP ,D=G9#3l

O"U#k?<h}5l? TelnetNcH4/18h&K!=7^9#5iK"Firewall

O HTTP Wm-7<rw(F$^9#

HTTP WmH3kO">NWmH3kr+W;k=9k@G"TelnetH[Jj^9#

J1J5<U#sNlgG5("[HsINf<6<O"HTTP @1GJ/" FTP5

<S9b,WG9# Gopher*hS WAIS OHQQY,c$H$(Ib"HTTP N

4!=rs!9k?aKvD5lkY-G9#

7+7"3liNICWmH3kO"HQ5lk]K"/i$"sHHWm-7<

VN HTTP G[D9kNGmU7F/@5$#7?,CF"L.O"55Z<8N^

18 N@$"0i`Nh&KJj^9#

X89k<@O 2 H"kNG"2 DN\3r3<I=7J1lPJj^;s#

= 3. Wm-7< HTTP

;-e"&*V8'/H 8h*V8'/H ,WJ5<S9

;-e"&MCHo</ ;-e"&$s?<U'<9 HTTP proxy outbound 1/2

^ 18. Wm-7< HTTP
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= 3. Wm-7< HTTP (3-)

;-e"&*V8'/H 8h*V8'/H ,WJ5<S9

s;-e"&$s?<U'<

9

The World J<+i*r...

v HTTP proxy out 2/2

v FTP proxy out 2/2

v Gopher proxy out 2/2

v WAIS proxy out 2/2

v HTTPS proxy out 2/2

HTTP Wm-7<N\YKD$FO"91Z<8NXh13O Wm-7<&5<P<N=

.Y r2H7F/@5$#

Socks Nc

SocksG<bs,?MJWmH3krh}7"WmH3krU!$"&)<kH/i

$"sHVN1lNG<?&9Hj<`K+W;k=9kH$&@G"SocksO"

HTTP Wm-7<NlgH1MN]j,"j^9# Socks, HTTP Wm-7<hj

@p-,"k}3O"INh&J TCP ^?O UDP Y<9NWmH3kKbP~G

-k@H"U!$"&)<krU#k?<HOLDK=.7"L.N)f-rba

k3H,G-k@G9#

3N@p-,CoC?3HKhj"SocksN=.KO" HTTP Wm-7<Gb@7?

\3KC(F 3 V\N\3,,WKJj^9# 2 DNp\\3KhCFQ1CHO

U!$"&)<kHNVr.lk3H,G-^9#3 V\N\3O"SocksG<bs

K"Q1CHru1hC?i"j/(9HNWm-7<r3akh&X(9k?a

K,WG9#

= 4. Socks

;-e"&*V8'/H 8h*V8'/H ,WJ5<S9

;-e"&MCHo</ ;-e"&$s?<U'<9 Socks 1/2

s;-e"&$s?<U'<

9

The World J<+i*r...

v HTTP proxy out 2/2

v FTP proxy out 2/2

v Telnet proxy out 2/2

(5]<H9k$UNWm-7

<&5<S9 1/2)

;-e"&MCHo</ The World VSocks=.W&#sI&G
O"J<+i*r...

v permit socksified HTTP

v permit socksified FTP

v permit sockisfied Telnet

bAms";-e"&MCHo</btN/i$"sHO"Socks=7"U!$"&

)<kr Socks5<P<H7FHQ9kh&K=.7J1lPJj^;s#
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SocksN\YKD$FO"71Z<8NXh11O Socks5<P<N=.Y r2H7F

/@5$#

DNS KD$FNRsH

DNS rhrXj7J$H"z(*JL.O[HsIG-^;s# DNS N=.KD$

FO"31Z<8NXh6O Ia$s&M<`&5<S9NOsIjs0Y r2H7F

/@5$#;-ejF#<&]j7<NVDNS HqvDWr,:HQD=K7F/@

5$#

s;-e" Socks /i$"sHKD$FNRsH

V;-ejF#<&]j7<WQMkKO"Vs;-e"&$s?<U'<9XN

Socks NX_WNA'C/\C/9,~CF$^9#3N5<S9Khj"9YFN
s;-e"&$s?<U'<9+i SocksG<bsK8FilkQ1CHr9YFq

]7"U!$"&)<krhjB4JbNK7^9#

/i$"sHK"s;-e"&MCHo</+i+,NMCHo</K~k3Hr

vD7?$lg" 3NA'C/\C/9r*sK7FO$1^;s#
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h10O HiU#C/)fN+9?^$:

\OO"U#k?<,'*hS5<S9NjAKr)A^9# 5<S9HO"?H(

P Telnet;C7gsNh&K"U!$"&)<krp7FCjN?$WNHiU#C

/rvD7?j"q]7?j9k,'N8gb7/O"?aN;CHN3HG9#

,'FsWl<HrQ$F7,,'rn.7F"5<S9KIC9k3H,G-^

9#5<S9O"o|9k3HbG-^9# Socks5<S9O"Socks=7?\3K

,g7^9#

IBM Firewall KO"5<S9NGU)kH&;CH,Wjm<I5lF$^9#v0

jA5<S9rCjNWaKgo;FQ99k3Hb"7,5<S9rn.9k3

HbG-^9#

=./i$"sHrQ$?,'FsWl<HNn.

3NjgO"7,,'rHQD=J,'FsWl<HNj9HKIC9kNKHQ

7^9#

1. =./i$"sHNJS2<7gs&Dj<+i"VHiU#C/)fWr*

r7F"U!$k&U)k@<&"$3sr@Vk/jC/7^9#V\3F

sWl<HWr*r7F+i"V,'Wr*r7^9#

2. V,'j9HW@$"m0&\C/9G"V7,Wr@Vk/jC/7^9#

IBM Firewall ,"60Z<8N^ 19 K(9VIP ,'NICW@$"m0&\C/
9r=(9kNG",'rjA9k3H,G-^9#
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3. ,'>r~O7^9#

4. ,'Nb@r~O7^9#3NU#<kIO$U*rG9#

5. VhVWNpur/jC/7"U!$"&)<kXN"/;9ND]r*S^

9#

6. VWmH3kWNpur/jC/7"J<Nj9H+i`\r*r7^9#

9YF 9YFNWmH3k,3N,'KlW7^9#

tcp 3N,'KlW9k?aKO"Q1CH&WmH3kO TCPGJ1lP

Jj^;s#

tcp/ack
3N,'KlW9k?aKO"Q1CH&WmH3kONj~zrXj

7? TCP GJ1lPJj^;s#

udp 3N,'KlW9k?aKO"Q1CH&WmH3kO UDPGJ1lP

Jj^;s#

^ 19. IP ,'NIC
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icmp 3N,'KlW9k?aKO"Q1CH&WmH3kO ICMP GJ1l

PJj^;s#

ospf 3N,'KlW9k?aKO"Q1CH&WmH3kO OSPF (Open

Shortest Path First)WmH3kGJ1lPJj^;s# OSPFrWmH

3kH7FXj9kH"/.5]<Hi;H/.5]<HM, OSPFl

3<I&?$WMKHQ5l^9#U#k?<h}O"OSPF?$WKP

7FbBTG-^9#MN?$WOVanyWHXj9k3H,G-^
9#V8h]<HWU#<kIO"Vany 0WHXj7J1lPJj^;
s#=lJ0O9YF5k5l^9#

ipip 3N,'KlW9k?aKO"Q1CH&WmH3kO IPIP WmH3k

(IP-in-IP) GJ1lPJj^;s# IPIP rXj9kH"V]<HWU#

<kIOVany 0WHXj9k,W,"j^9#

esp 3N,'r~?9?aKO"Q1CH&WmH3kO+W;k= IP Q1

CHrw.9k?aN>[*JlQMCHo</,HQ9k"+W;k

=;-ejF#<&WmH3kGJ1lPJj^;s#

ah 'ZXC@<&WmH3kO"X"9k'ZH</sr}D IP Q1CH

rw.9k?aN">[*JlQMCHo</,HQ9kQ1CH&W

mH3kG9#

7. tMWmH3kKhj"=N10 JM (RFC-1700Khk) rQ$FWmH3kr

Xj9k 3H,G-^9#-zMO"1 +i252NOOG9#3N*W7gsr

HQ9klgO"3N,'NV]<HWU#<kIrV0W ($UN]<HNXj)

HXj9k,W,"k3HKmU7F/@5$#4WmH3kNj9HKD$

FO"RFC-1700r2H7F/@5$#"k$O"Vi&6<KhCF IANA

(Internet Assigned Numbers Authority)K>\"/;97F2H9k3HbG-^

9#

8. i;H]<HVf*ZisIO"loKHQ5l^9#Q1CHN]<HVf (8

h^?Ow.5) H"w.5]<HVf*ZisI*hS8h]<HVf*Zi

sINVNX8r-R9kw.5*hS@}i;G9#?H(P"Q1CH8

h]<H,]<H 20 G"8hi;RH8h]<HVf, Xge 15Y JiP"Q

1CHOlW7^9#(20 O 15 JeG"k?a)#

w.5^?O8h*Zl<7gsKVanyWrXj9kH"U#k?<O]<H
Vfr4Y^;s#IN]<HblW9k+iG9#3Nlg"]<HVfO

Q99k3H,G-^;s#

ICMP WmH3kNlgO"w.5]<HrXj9kNGOJ/" ICMP ?$W

rXj7"^?"8h]<HNeojK ICMP 3<IrXj7^9#Xj5l?

@}i;RO"?$W^?O3<IK,Q5l^9#^?"]<HQKXj5

l?i;RVanyWO?$W^?O3<I"^?O=N>}NM,,'HlW9

k3HrU#7F$^9#3Nlg"]<HVfOQ99k3H,G-^;

s#

*Zl<7gsNMrJ<K(7^9

v Any

v Equal to (y7$)

v Not equal to (y7/J$)

v Less than (Ahj.5$)
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v Greater than (Ahjg-$)

v Less than or equal to (Ahj.5$+"^?Oy7$)

v Greater than or equal to (Ahjg-$+"^?Oy7$)

!K"]n9Y-"5iKEWJ]<Hr$/D+(7^9#]<HVfNM

O"1 +i 65535^GNOObGJ1lPJj^;s#

]<H HQP]

20 FTP G<?

21 FTP )f

23 Telnet

25 a<k

53 Ia$s&M<`&5<P<

70 Gopher

80 HTTP

111 RPC

161 SNMP

1080 Socks

!K ICMP N?$WH3<Ir$/D+(7^9#

?$W 3<I*hSb@

0 0 - PING ~z

8 0 - PING Wa

3 1 - ~#T=[9H

3 3 - ~#T=]<H

5 1 - [9HXNj@$l/H

9. V$s?<U'<9WNpur/jC/7"$s?<U'<9 ("@W?<) N?

$Wr*r7^9#

>} ;-e"&$s?<U'<9+s;-e"&$s?<U'<9eGwu

.9kQ1CHQ

;-e"

;-e"&$s?<U'<9eGwu.9kQ1CHQ

s;-e"

s;-e"&$s?<U'<9eGwu.9kQ1CHQ

C- $s?<U'<9K>0rdjvFF$klgO"$s?<U'<9N

*r~K$s?<U'<9>U#<kIGHQ

10. $s?<U'<9&?$WGVC-Wr*VH"V>0WU#<kIKCj$

s?<U'<9N?$W,=(5l^9#

11. u>9kP)Xjr/jC/7^9#

>} 9YFNHiU#C/K,Q7^9#
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m<+k

Q1CH,U!$"&)<k&[9HKP7Fm<+kG"k3HrE

[Xj7^9#D^j"

v e.m<+k&Q1CHHO"$s?<U'<9Gu.5l"8hO

3NU!$"&)<k&[9HKJCF$kQ1CHG9#3NQ1

CHO"LN[9HKP)Xj5lk3HO"j^;s#8hOm<

+kG9#

v POQ1CHO"$s?<U'<9+iw.5l^9,"U!$"&

)<k&[9H,/.5G9#3NQ1CHN/.5Om<+kG

9#

P)Xj

Q1CH,U!$"&)<k&[9HKhCFP)Xj5lk3HrE

[Xj7^9#D^j"

v e.m<+k&Q1CHHO"$s?<U'<9Gu.5l"8hO

=N>N[9HKJCF$kQ1CHG9#3NQ1CHO"U!$

"&)<keKHI^j^;s#3NQ1CHN8hOjb<HG

9#

v POQ1CHO"$s?<U'<9+iw.5l"=N>N[9H,

/.5G9#3NQ1CHN/.5Ojb<HG9#

12. u>9k}~r/jC/7^9#

>} *r5l?$s?<U'<9HNVGwu.9kQ1CHQ

$sP&sI

MCHo</+i*r7?$s?<U'<9K~CF/kQ1CHQ

"&HP&sI

*r7?$s?<U'<9+iMCHo</KPF$/Q1CHQ

13. Vm0)fWU#<kIKVO$Wr*VH"=N,'KlW9k"ifkQ

1CH,"%hgLV(i<WGU!$"&)<k&m0K-?5l^9#3

NQia<?<rXj7J$H"GU)kHOV$$(WKJj^9#

14. VGR=)fWNpur/jC/7"u>9kGR=)fr*r7^9#GR

=)fNXj,'HlW9k IP Q1CHpsNlg")fO!Nh&Kra5

l^9#

O$ ,'OGR=XC@<"GR*hSsGRHlW7^9#GRNlg"

]<HpsO5k5l"lWH_J5l^9#

lQ GRHGR=XC@<@1,lW7^9#GR=XC@<Nlg"]<

HpsblW9k,W,"j^9#GRNlgO"]<HpsO5k5

l^9#

$$( sGR@1,lW7^9#GR=XC@<HGRO3NQia<?<K

hj|05l^9#

XC@<

sGRHGR=XC@<@1,lW7^9#GRO3NQia<?<K

hj|05l^9#

3NQia<?<rXj7J$H"″vD″ ,'*hS ″X_″ ,'N>}NGU
)kHO"VO$WKJj^9#
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m: 3N)fN_jKX8J/"*U;CH, 1 KXj5l? IP GROQ~5
l^9#3NhVKhj"lL*KNilF$kQ1CHGR=rHQ7

?6bG TCP XC@<&Ui0,eq-5lkNrI.^9#

Q1CH&XC@<,"jA5l? IP ,'HlW9k?aKO"Q1CHps,"

3<I=5l?,'GXj5l?Qia<?<N9YFHlW7J1lPJj^;

s#?H(PQ1CHGRNlg"]<Hpsr|/9YFNQia<?<,lW

r=L9k?aKHQ5l^9#

VO$W^?OVlQWrXj7F$k0N,'KhCFGR=,vD5lJ+C

?lgO"oK,'U!$kNG<tKIC5lkGeN,'KhCF"Q1CH

GR,q]5l^9#

IP ,'=.`\NQ9

n.7? IP ,'rQ99kKO"!Nh&K7^9#

1. V,'j9HWN{8N,'r@Vk/jC/7^9#VIP ,'=.NQ9W@
$"m0&\C/9,=(5l^9#

2. 59Z<8NXh10O HiU#C/)fN+9?^$:Y GNb@Nh&K:v9

kU#<kIrQ97"V;rWr/jC/7F"Q9rT$^9#

,'=.`\No|

,'ro|9kKO"V,'j9HW+i,'r*r7F"Vo|Wr/jC/7

^9#

v0jA5<S9

IBM Firewall KO"5<S9NGU)kH&;CH,Wjm<I5lF$^9# 5

<S9HO"?H(P Telnet;C7gsNh&K"U!$"&)<krp7FCjN

?$WNHiU#C/rvD7?j"q]7?j9k,'N8gb7/O"?aN

;CHN3HG9#,'FsWl<HrQ$F7,,'rn.7F"5<S9KI

C9k3H,G-^9#

Wjm<I5lF$kGU)kH&5<S9r"J<K(7^9#

All non-secure
s;-e"&$s?<U'<9rLa9k9YFNHiU#C/rq]7^

9

All permit
9YFNHiU#C/rvD7^9 (GPC0\*KBj)

All permit, in one direction
9YFNHiU#C/rvD7^9 (GPC0\*KBj)

All secure
;-e"&$s?<U'<9rLa9k9YFNHiU#C/q]7^9 (;

-ejF#<c?Nlg)
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All shutdown
9YFNQ1CHrq]7^9 (7cCH@&s^?OGPC0)

Anti Spoofing
;-e"w.5"Il9N$sP&sIs;-e"&Q1CHrq]7^9

Broadcasts
s;-e"&$s?<U'<9XNVm<I-c9H&aC;<8rq]7

^9

Config Client non-secure
s;-e"&MCHo</+iN=./i$"sHNHQrvD7^9

Config Client secure
;-e"&MCHo</+iN=./i$"sHNHQrvD7^9

CU-SeeMe
GU)kH&]<H 7649*hS 7648eN CU-SeeMe Video

DNS queries
(;-ejF#<&]j7<) , DNS HqrvD7^9

DNS transfers
DNS ><s>wrvD7^9 (2 !M<`&5<P<Nlg)

Domain Controller Authentication
f<6<'ZQNIa$s)fuVKHQrvD7^9

FTP proxy in 1/2
s;-e"&MCHo</+iU!$"&)<kXN FTP$sP&sIrv

D7^9

FTP proxy in 2/2
U!$"&)<k+i;-e"&MCHo</XN FTP$sP&sIrvD

7^9

FTP proxy out 1/2
;-e"&MCHo</+iU!$"&)<kXN FTP"&HP&sIrv

D7^9

FTP proxy out 2/2
U!$"&)<k+is;-e"&MCHo</XN FTP"&HP&sIr

vD7^9

Gopher proxy in 2/2
U!$"&)<k+i;-e"&MCHo</XN gopherrvD7^9

Gopher proxy out 2/2
U!$"&)<k+is;-e"&MCHo</XN gopherrvD7^9

HTTP deny non-secure
s;-e"&$s?<U'<9XN HTTP rq]7^9

HTTP direct out
;-e"&MCHo</+is;-e"&MCHo</XN>\N HTTP r

vD7^9

HTTP proxy in 2/2
U!$"&)<k+i;-e"&MCHo</XN HTTP rvD7^9
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HTTP proxy out 1/2
;-e"&MCHo</+iU!$"&)<kXN HTTP (]<H 8080)r

vD7^9

HTTP proxy out 2/2
U!$"&)<k+is;-e"&MCHo</XN HTTP rvD7^9

HTTPS direct out
;-e"&MCHo</+is;-e"&MCHo</XN HTTPS (SSL)r

vD7^9

HTTPS proxy out 2/2
U!$"&)<k+is;-e"&MCHo</XN HTTPS (SSLHsMk)

rvD7^9

IDENTD
SocksWmH3kNf<6< ID rvD7^9

Mail (;-ejF#<&]j7<) ,U!$"&)<krp7?a<k&HiU#

C/rvD7^9

NetBT Name Services broadcasts
NetBIOS over TCP/IPM<`&5<S91sL.rvD7^9

Ping ;-e"&MCHo</+iN$UNljXN"&HP&sI PING rvD

7^9

SDI authentication
;-e"&MCHo</N SecurID ACE5<P<XN\3rvD7^9

Socks 1/2
;-e"&MCHo</+iU!$"&)<kXN SocksNHQrvD7^

9

Socks deny non-secure
s;-e"&"@W?<+iN Socksrq]7^9

Socks in 1/2
s;-e"&MCHo</+iU!$"&)<kXN SocksNHQrvD7

^9

Telnet direct out
;-e"&MCHo</+is;-e"&MCHo</XN"&HP&sI

TelnetrvD7^9

Telnet proxy in 1/2
s;-e"&MCHo</+iU!$"&)<kXN$sP&sI Telnetr

vD7^9

Telnet proxy in 2/2
U!$"&)<k+i;-e"&MCHo</XN$sP&sI Telnetrv

D7^9

Telnet proxy out 1/2
;-e"&MCHo</+iU!$"&)<kXN"&HP&sI Telnetr

vD7^9
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Telnet proxy out 2/2
U!$"&)<k+is;-e"&MCHo</XN"&HP&sI Telnet

rvD7^9

VDOLIVE Direct In
;-e"&5<P<X~+&s;-e"&/i$"sHrvD7^9

mU:DLNWl<d<NC-O"UDP ]<H 7001@1,HQ5lkh&K

=.7J1lPJj^;s#

VDOLIVE Direct Out
s;-e"&5<P<K~+&;-e"&/i$"sHrvD7^9

WAIS proxy in 2/2
U!$"&)<k+i;-e"&MCHo</XN WAIS (z39.50)rvD7

^9

WAIS proxy out 2/2
U!$"&)<k+is;-e"&MCHo</XN WAIS (z39.50)rvD

7^9

5<S9NjA

,' (1 D^?O#t) rjA7?eO"5<S9K,' (1 D^?O#t) rIC9

k,W,"j^9#=./i$"sHNJS2<7gs&Dj<+iVHiU#C

/)fWr*r7"V\3FsWl<HWr@Vk/jC/7F+i"V5<S

9Wr*r7^9#V5<S9&j9HW@$"m0&\C/9,=(5l^9#

V7,Wr@Vk/jC/9kH"68Z<8N^ 20K(9h&JV5<S9NICW

@$"m0&\C/9,=(5l^9#
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=./i$"sHrQ$?5<S9Nn.

1. 5<S9>r~O7^9#

2. b@r~O7^9#

^ 20. 5<S9NIC
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3. Vm0)fNeq-WU#<kIGO"3N5<S9QK*r5l?,'FsW

l<HNm0)f_jMrXjQ99k3H,G-^9#?H(P"m0)fr

LoOV$$(WK_j7F$k,'FsWl<HN;CHrH_~`lgO"

3N5<S9N?aK"3N_jMrVO$WKXjQ99k3H,G-^9#

3N_jMNXjQ9O"3N5<S9N,'4NK/-^9#Vm0)fNe

q-WU#<kIGO"!N$:l+N*r`\r~O7^9#

v eq-J7 - XjQ9O5zKJj",'+NN_jMr=N^^,Q9k#

v O$ - 3N5<S9N9YFN,',lW7?H-K"m0&l3<Irq-

~`#

v $$( - 3N5<S9N9YFN,',lW7?H-K"m0&l3<Irq

-~^J$#

m0&l3<I,U#k?<,'QKq-~^lklgO"m0&l3<IK(

5lF$kM, IP Q1CH+iNB]NMKJj^9#lW7?U#k?<,'

rm0K-?9kH"?H(P"B]NWmH3kd]<HVfJIN"U!$

"&)<k,4Yk"IP Q1CHNbFKX9k.EJpsr@k3H,G-^

9#

4. VGR=)fNeq-WU#<kIGO"3N5<S9QK*r5l?,'Fs

Wl<HNGR=)fN_jMrXjQ99k3H,G-^9#?H(P"GR

=)frLoOV$$(WK_j7F$k,'FsWl<HN;CHrH_~`

lgO"3N5<S9N?aK3N_jMrVO$WKXjQ99k3H,G-

^9#3N_jMNXjQ9O"3N5<S9N,'4NK/-^9#VGR=

)fNeq-WU#<kIGO"!N$:l+r~O7^9#

v eq-J7 - XjQ9O5zKJj",'+NN_jMr=N^^,Q9k#

v O$ - $UN IP Q1CH"?H(P"sGR"GR=XC@<*hSXC@

<J7NGRHlW9k#

v $$( - sGR&Q1CHN_HlW#GR=XC@<^?OXC@<J7G

RHOlW7J$#

v lQ - GR=XC@<*hSXC@<J7GRN_HlW9k#sGRHOl

W7J$#

v XC@< - sGR*hSGR=XC@<N_HlW9k#XC@<J7GRH

OlW7J$#

5. ~o)fKhCF"~oOOrF5<S9KX"U1k3H,G-^9#7?,

CF"3N5<S9O"Xj7?~VHGN_-zG9#5<S9K~oNXj

,J$lg"=N5<S9OoK-zG9#

Control by Time of Day ( ~oKhk)f)
l|N+O~oH*;~oKhCF3N5<S9rh0=^?Oh0d

_5;?$lgK*r7^9# 24 ~VA0rHQ7^9#3NU#<k

IrHQD=K7J1lP"Time of DayU#<kIO 1 | 24 ~V-

zG9#

Control by Days ( |Khk)f)
5^?O+ls@<|KpE/918e<kKhCF3N5<S9rh

0=^?Oh0d_5;klgK*r7^9#3N5<S9rh0=9

k+"h0d_9k+O"V~V)fh}WU#<kINMKhj[J

kNGmU7F/@5$#
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Time Control Action ( ~V)fh})
3N5<S9rXj7?~VNVh0=9klgO"VXj7?~VN

V"5<S9rh0=Wr*S^9#3N5<S9O"Xj7?~VJ

0NVOh0d_KJj^9#

3N5<S9rXj7?~VNVh0d_9klgO"VXj7?~V

NV"5<S9rh0d_Wr*S^9#3N5<S9O"Xj7?~

VJ0NVOh0d_5l^9#

6. V*rWr/jC/7F"3N5<S9r=.9k,'r*S^9#

7. VUm<WH0krQ$F"\3Nw.5H8hNMr,'Y<9&U!$kK

q-~`]K"=lirU#k?<KdjvFk}!rha^9#

---> Left to Right indicates that the Source and Destination of the
Connection gets written directly to the rule as it is written
to the Rule Base File.

<--- Right to Left indicates that the Source and Destination of the
Connection gets reversed when it is written to the Rule Base
File.

8. Q1CHru.9kH"IBM Firewall OQ1CHbNpsH,'=.U!$kb

N,'HNfSr"U!$kNh,+i+O7^9#GiNlW,!P5l?~

@GfSO*;7",'bKH_~^l?"/7gs,BT5l^9#

l"N,'r5<S9KIC9lP",'NgxrQ99k3H,G-^9#

V5<S9&*V8'/HWj9H+i,'r*r7"Ve}\0W^?OV}

~\0W\?sr/jC/7F",'NLVrQ97^9#"k$O"V|nW

r/jC/7F",'r|n9k3HbG-^9#=./i$"sHO",'N

G7=(j9Hr=(7^9#V;rWr/jC/7F"Q9r]I7^9#
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h11O Socks 5<P<N=.

SocksO"5<-CH&lYk&2<H&'$QN$s?<MCH8`G9# "Wj

1<7gs,"Web Vi&6<"FTP"^?O Telnet JIN TCP rHQ9klg

O""Il9Q9K Socks5<P<rHQ7^9# SocksO"bt IP "Il9r

#C7J,i$s?<MCHK"/;99klgKr)A^9#

"&HP&sIWa (;-e"&/i$"sH+is;-e"&5<P<XN) Nl

g"Socks5<P<KOWm-7<&5<P<H18\*,"j^9#9JoA";

C7gsrU!$"&)<kGfG7"btMCHo</N"Il9Xjd=$r

]n7J,i"f<6<,0tNs;-e"&MCHo</XN"/;9rvD5

lkljK";-e"&I"r_1^9# Socks5<P<KO"f<6<KHCFJ

G=Nx@,"j"ICNI}nHO"^j"j^;s#

Socks5<P<O"MCHo</H$s?<MCHVrLa9k9YFN"&HP&

sI TCPWareTu.9k3H,G-^9# Socks5<P<KOjb<H&"W

j1<7gs&Wm0i`&$s?<U'<9,"k?a";-e"&Ia$sN

/i$"sH&Wm0i`,BT9k!=O"U!$"&)<k&o</9F<7

gsN;-e"&5<P<KhCFQ$Wh}5l"/i$"sHN IP "Il9O

#C5l^9#"/;9O"Socks,'KX"U1il?U#k?<KhCF)f5

l^9#

Socks5<P<O"Wm-7<&5<P<K`w7F$^9#7+7"Wm-7<&

5<P<,U!$"&)<kGB]K TCP/IP!=rBT9kNKP7"Socks5<

P<Of<6<r1L7"!=rU!$"&)<krp7Fj@$l/H9k@1

G9#B]N TCP/IP!=O"U!$"&)<kGOJ/"/i$"sH&o</9

F<7gsGBT5l^9#3NkL"U!$"&)<kGNh},J+l^9#

;-e"&MCHo</Nf<6<O"Socks8`r5]<H9k?tN TCP/IP=

JrHQ9k3H,G-^9# ^ 21 G";-e"&MCHo</bN/i$"sH

+iN HTTP WareTu.9k Socks5<P<rb@7^9#

Socks5<P<O"bt IP "Il9rzL*K0&+i#C7^9#

IBM Firewall KO SocksWmH3k P<8gs 5 ,"j^9#3lKhj";-

e"&MCHo</bN/i$"sHO"s;-e"&MCHo</N"Wj1<

7gsK"/;99k0N'ZJ,rQ99k3H,G-^9#^?"IBM Firewall

O"'Z5l?mNWm-7<"*hS$/D+N9Hj<_s0&*<G#**

hSSG*&WmH3kNWm-7<rbM8K~lF$^9#

^ 21. Socks5<P<
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SocksG<bsO"Windows NT5<S9H7FT/7"=N79F`,+O9kH"

+0*K+O7^9#5iK"Fk(<8'sHrw(F*j"5<P<rbK?

<9k3H,G-^9#Fk(<8'sHO"j0G+O9k3H,G-^9#

IBM Firewall KO"3 DN'ZWmU!$kNA0GN9`<:J\TQ9,"j"

SocksWmH3k P<8gs 5 /i$"sHrRp7J,i"$s9H<kQ_N

SocksWmH3k P<8gs 4 /i$"sHrz-3-HQ9k3H,G-^9#

1. Gb+3JWmU!$kNlgO""&HP&sI'ZOHQD=KJi:"

SocksWmH3k P<8gs 4 /i$"sHrHQ9k+" SocksWmH3k

P<8gs 5 /i$"sHrHQ9k+KX8J/"INf<6<b\39k3

H,G-^9#3N7Jj*GO"$sP&sI\3Oq]5l^9#

2. \TWmU!$kNlg"SocksWmH3k P<8gs 4 f<6<O5'ZGN

Q9,v5l^9," SocksWmH3k P<8gs 5 f<6<O'Z,,WG

9#$sP&sI SocksWmH3k P<8gs 4 \3Oq]5l"$sP&s

I SocksWmH3k P<8gs 5 \3O'Zraail^9#3lO"J,~

WmU!$kG9#

3. GbB4JWmU!$kNlgO"9YFNf<6<, SocksWmH3k P<8

gs 5 /i$"sHrHQ7"-zJ'Zrw(F$^9#

Firewall r$s9H<k9kH"Socks5<P<OHQD=G9," Socks=.U!

$kKO,'O~CF$^;s#Socks/i$"sH, Socks5<P<rHQ9kK

O"=./i$"sHrQ$F Socksr=.7J1lPJj^;s# Socks5<S

9N_j}!NcKD$FO" 56Z<8NXSocksNcY r2H7F/@5$#

Socks WmH3k P<8gs 5 5<P<,5]<H9kWmH3k

SocksWmH3k P<8gs 5 5<P<O"J<N TCP *hS UDP WmH3k

JI"t?/NWmH3kr5]<H7^9#

v Archie

v Finger

v FTP

v Gopher

v HTTP

v HTTP Proxy

v News

v SNMP

v Telnet

v TFTP

v RealAudio

v RealPlayer

v Whois

v X-Windows

C(F"gt,NERa<k&/i$"sHb5]<H5l^9#3liNWmH

3kN5]<HO"=NB]N$sWjasF<7gsKhCF[Jj^9#
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=./i$"sHrQ$? Socks 5<P<N=.

SocksFsWl<HHO" Socks5<P<KhCF;-ejF#<r)f9k,'G

9# SocksFsWl<HrQ$kH"{8N SocksFsWl<HN"+9?^$:"

IC"3T<"b7/Oo|rT&3H,G-^9#!K"3liN SocksFsWl

<HO",'FsWl<HrHQ9klgH18}!G"U!$"&)<keN\

3NjAGHQ9k3H,G-^9#

77$ Socks ,'NIC

=./i$"sH,w(F$k SocksFsWl<HrQ$F",'r Socks=.U

!$kKIC9kKO"=./i$"sHNJS2<7gs&Dj<+i"VHi

U#C/)fWr*r7^9#U!$k&U)k@<&"$3sr@Vk/jC/

7F"=(rHg7^9#V\3FsWl<HWr*r7^9#U!$k&U)k

@<&"$3sr@Vk/jC/7F"=(rHg7^9#VSocksWr*r7^
9#VSocksW@$"m0&\C/9,=(5l^9#

1. V7,Wr@Vk/jC/7F"77$ SocksFsWl<HrIC7^9#

73Z<8N^ 22 K(9h&J"VSocks ,'NICW@$"m0&\C/9,=
(5l^9#

2. VFsWl<H>WU#<kIG" Socks`\N>0r~O7^9#3N>0O

G-GJ1lPJj^;s#^?Q$W-f (|)"1lzQd (^?O"]9HmU

# (’))"b7/OsEzQd (″) ,~CF$FOJj^;s#J<Ji"3liO

^ 22. Socks,'NIC
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U!$khZj8zH7FHQ5lk?aG9#3liN8zrHQ9kH".

jG-J$G<?r8:k3H,"j^9#

3. b@r~O7^9#

4. VhVW*W7gs&aKe<r/jC/7F"w.5+i8hXN"/;9N

VvDWb7/OVq]Wr*r7^9#

G<?0i`, Socks5<P<K~kH"5<P<O"G<?0i`EMH=.

U!$kbNF,'r"GiN,'+iOaF04lWN,'r!P9k^Gf

S7^9#04lWN,'r!P9kH!wr*;7F"=N,'KP9kX"

hV ("/;9ND]) rBT7^9#lW,!P5lJ1lP""/;9O+0

*Kq]5l^9#

5. Vf<6<&j9HWU#<kIGO"f<6< ID ^?Of<6< ID Nj9

Hr~O9k3H,G-^9#j9HK~O9klgO"`\r3s^G,%7

F/@5$#f<6<&j9HGO"9Z<9"?V"Q$W-f (|)"^?Os

EzQd (″) OHQ7J$G/@5$#

v f<6<&j9HO"396 8zK)B5l^9#

v f<6< ID O"8h[9H^?O Socks5<P<&[9HN ID GOJ/"

j/(9H&[9HNf<6<N ID GJ1lPJj^;s#

v f<6< ID O"1 +i 8 8zG=.5l"!Nh&J8zr^`3H,G-

^9#

– a +i z

– A +i Z

– 0 +i 9

– _ (<~)

6. f<6< ID KO"Q$W-f (|) dsEzQd (″) r~lFOJj^;s#

7. U!$k>rHQ9klgO"04$~7J1lPJj^;s (hK ″/″ rU1
F"f<6< ID Hra5lJ$h&K7^9)#FU!$kKO"1 TK 1 D^

?O#tN"3s^G,%5l?f<6< ID Nj9Hr^ak3H,G-"5i

K$U*rG # 8zGhZil?3asHb^`3H,G-^9# # 8zGO^

k4maTb5]<H5lF$^9#U!$kNFTHb"G9 10238zG"″
~T8z″ G*;7J1lPJj^;s#

8. V`nWU#<kIG"]<HVfKD$FBT5lkJ<N@}i;Rr~O

7^9#

eq y7$

neq y7/J$

lt Ahj.5$

gt Ahjg-$

le Ahj.5$+"^?Oy7$

ge Ahjg-$+"^?Oy7$

@}i;RO"]<HVfHHbKHQ5lkH"lW7J1lPJiJ$X8

rN)7^9#?H(P"i;R gt H]<HVf 23 r~O7?lg",'rF

SP9KO"]<HVfO 23 hjg-/J1lPJj^;s#
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9. V]<HVfWU#<kIG"]<HNVfr~O7^9# ]<HVfOV`nW

U#<kIHloKHQ5l"lW7J1lPJiJ$X8rN)7^9#?H

(P"i;R gt H]<HVf 23 r~O7?lg",'rFSP9KO"]<H

VfO 23 hjg-/J1lPJj^;s#i;RH]<HVfrJ,9kH",

'O9YFN8h]<HVfK,Q5l^9#

3NVSocks ,'NICW@$"m0&\C/9rQ$F"IP "Il9KpE$F

MCHo</&[9HXNU!$"&)<k&"/;9rvD^?Oq]7^9#

Socks ,'NQ9
1. VSocksW@$"m0&\C/9N`\r@Vk/jC/7^9#

VSocks ,'NQ9W@$"m0&\C/9,=(5l^9#

2. 73Z<8NX77$ Socks,'NICY Nb@Nh&K":v9kU#<kIr

Q97F"V;rWr/jC/7^9#

Socks ,'No|

VSocksW@$"m0&\C/9+i`\r*r7"Vo|Wr/jC/7^9#
3N Socks,'rNBKo|9k+I&+rN'5l^9#V;rWr/jC/7

F",'ro|7^9#

\3,'Nh0=

U#k?<,'NlgNh&K"Socks,'rh0=9k,W,"j^9# =./i

$"sHNJS2<7gs&Dj<NV\3Nh0=Wr/jC/7"V\3,'

NF8.Hh0=Wr*r7F+i"VBTWr/jC/7^9#

U!$"&)<kO",'r Socks=.U!$k+iU!$"&)<k,'K3T<

7"=N,'rh0=7^9#,',h0=9kH"77$,',U!$"&)<

k&m0&U!$kK-?5l^9#

Socks N5sWk&m.s0PO

SocksNm.s0PON5sWkrJ<K(7^9#

Feb 03 13:46:20 1998 mr16n18: ICA3123i: Sockd 5<P<rO07F$^9#
Feb 03 13:47:31 1998 mr16n18: ICA3010i: \37^7?#
Feb 03 13:47:31 1998 mr16n18: ICA3011i: \37^7?#
Feb 03 13:49:15 1998 mr16n18: ICA3007i: Gg\3str6(??a\3Oq]5l^7
?#
Feb 03 13:58:31 1998 mr16n18: ICA3015i: *;7^7?#

Socks 5<P<rHQ9k?aN/i$"sHKX9kM8v`

g?tN Web Vi&6<O Socks=5lF$F"gt,NWiCHU)<`QN

Socks=5l?9?C/r~jG-^9#=N>N TCP/IP "Wj1<7gsQN

Socksified/i$"sHO"?/N!k5+ijK~j^9# SocksrBu7F$k

CjN/i$"sHKD$FO"=N/i$"sHNX"8qr2H7F/@5

$#\YKD$FO"!N URL r2H7F/@5$#

http://www.raleigh.ibm.com/sng/sng-socks.html
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http://www.socks.nec.com

Socks 5<P<"?

Socks5<P<"?HO"l}N Socks5<P<,>}N Socks5<P<NXeK

osG-"J*+D"G0tN Socks5<P<r[(?MCHo</XN"/;9r

vD9kH$&!=G9 (3lO"Socks5<P<r Socks=9kM(@H$(^

9)#3lO"soKrK)D$sHiMCH&7Jj*G9#

Socks5<P<rHQ7F Socks5<P<"?r_j9kKO" socks5.header.cfg

U!$krT87^9#3NU!$kO"U!$"&)<kN config 5VG#l/

Hj<K"j^9#J<rIC7F/@5$#

v no proxyX( - f<6<NU!$"&)<k,>\"/;9rbD5VMCHr

(7^9#

v socks4X( - SocksWmH3k P<8gs 4 5<P<rL8F"/;9D=J

5VMCHr(7^9#

v socks5X( - SocksWmH3k P<8gs 5 5<P<rL8F"/;9D=J

5VMCHr(7^9#

?H(P"!NMCHo</rM(F_^7g&#}WtgO"H+NU!$"&

)<kNXeK".,OJlQMCHo</ q.private.comrbA^9#}WtgN5

VMCHO"10.007.007.0/255.255.255.0G9#kHNlQMCHo</ private.comK

O"10.0.0.0/255.0.0.0MCHo</N4N,^^lF$^9#kHN SocksWmH3

k P<8gs 4 5<P< socks.private.comO"$s?<MCHXN"/;9rs!

7^9#

}WtgN Socks5<P< socks.q.private.comG"J<N 2 Tr socks5.header.cfg

KIC7^9#

no proxy 10.0.0.0/255.0.0.0 - - -
socks4 0/0 - socks.private.com 1080

GeK"socks.q.private.com, socks.private.comHL.G-kh&K"VHiU#C/

)fW\3rIC7^9#hjlL*J5<S9KhCF"3NWm;9O9GK

*;7F$klg,"j^9#w.5, q.private.comU!$"&)<kNs;-e

"&$s?<U'<9G"8h, socks.private.comG"k\3rIC7" SocksWm

-7<"?5<S9rH_~sG/@5$#!K"HiU#C/)f,'rFh0

=7F/@5$#
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h12O U!$"&)<kK*1kf<6<NI}

\OGO"J<Nh&J IBM Firewall KX9k|oNI}Q?9/rT&}!KD

$Fb@7^9#

v f<6<r IBM Firewall KIC7F";-e"&MCHo</0N[9HK"/

;9G-kh&K7^9#

v U!$"&)<kK"/;99kf<6<N0-rQ97^9#

v MCHo</N0tK"/;99k,W,J/JC?f<6<ro|7^9#

=.U!$kO>\T87J$G/@5$#>\T89kH"IBM Firewall f<6<

0-,57/_j5l^;s# IBM Firewall I}O"9YF=./i$"sHN@

$"m0^?O3^sITrQ$FTCF/@5$#

IBM Firewall XNf<6<NIC

IBM Firewall O 3 DN?$WNf<6<rjA7F"=liKX9kpsr 2 DN

[Jkf<6<&G<?Y<9K]I7^9#

f<6<N?$W

IBM Firewall GO"f<6<r!N 3 DN+F4j<K,1^9#

Wm-7<&f<6<

qRNMCHo</b+i$s?<MCHN Web 5$HK"/;99k

HTTPWm-7<&5<S9JIN"U!$"&)<k&5<S9rHQ7^

9#Wm-7<&f<6<O"U!$"&)<k&^7srL8F5<S9

rHQ9k3H,G-^9,"U!$"&)<k&^7sXN"/;9"O

J/"U!$"&)<k&^7sXNm<+k&m0$srT&3HOG-

^;s#

U!$"&)<kI}T

U!$"&)<k&Wm-7<&5<S9rHQ9k3H,G-^9,"=

./i$"sHrHQ7"+Djb<H&[9H+iU!$"&)<kKm

0*s9k3HG"U!$"&)<kr=.9k3HbG-^9#Wm-7

<&f<6<1M"U!$"&)<kI}TbU!$"&)<k&^7sX

Nm<+k&m0$srT&3HOG-^;s#

U!$"&)<kI}TO"Wm-7<&f<6<QNjArn."+DQ

99k3H,G-^9,">NU!$"&)<kI}TNjArn.7"Q

99k3HOG-^;s#

1 !U!$"&)<kI}T
U!$"&)<kI}TH18!=r}CF$^9#U!$"&)<k&^

7sXNm<+k&m0$srT&3HbG-^9# 1 !U!$"&)<k

I}TO">NU!$"&)<kI}TNjArn.7"Q99k3H,G

-^9#
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G<?Y<9N?$W

f<6<&G<?Y<9KO"J<N 2 DN?$W,"j^9#

U!$"&)<k&f<6<&G<?Y<9

Wm-7<&f<6<*hSI}T4HNU!$"&)<kX"N0-,^

^l^9#f<6<NU!$"&)<k&Q9o<IHQ9o<I,'"*

hS5<S94HKf<6<N'ZKHQ9Y-'Z}0JIN"0-,H

_~^l^9#

Wm-7<&f<6<,U!$"&)<k&f<6<&G<?Y<9GjA

5l:K"=Nf<6<,U!$"&)<k&Wm-7<&5<S9rHQ

7h&H9kH"GU)kH&f<6<&l3<IN fwdfusr ,"f<6<

NEv-!:KHQ9k0-H'Z9-<`NjAKHQ5l^9#

1 !U!$"&)<kI}TO"U!$"&)<k&f<6<&G<?Y<9

GjA9k3HOG-^;s#I}TK0-rdjvFklgO"GU)k

HNU!$"&)<kI}Tl3<I" fwdfadm rHQ7F/@5$#

Wm-7<&f<6<1M"U!$"&)<kI}Tb Windows NTf<6

<&G<?Y<9GjA5lklgO" NT m0*s&Q9o<IrQ$F

'Z7J1lPJiJ$5<S9r"f<6<,Wa7?H-"=NI}T

N NT m0*s&Q9o<I,HQ5l^9#

Windows NT f<6<&G<?Y<9

f<6<QN NT m0*s&Q9o<Ir}a^9#Lo"NT m0*s&

Q9o<IrQ$F'Z5lkNGJ1lP"Wm-7<&f<6<O NT f

<6<&G<?Y<9GjA5lk,WO"j^;s#

Wm-7<&f<6<N'ZK>N'Z}0rHQ9klg"=Nf<6<

O Windows NTf<6<&G<?Y<9GjA9k,WO"j^;s#

1 !U!$"&)<kI}TO" NT I}T0k<WNasP<G"k

Windows NTf<6<H1AG"j" Windows NTf<6<&G<?Y<9

GjA5lJ1lPJj^;s#

=./i$"sHrQ$?f<6<NIC

f<6<r IBM Firewall KIC9kH"f<6<O0tMCHo</K"/;99

k3H,G-^9#

1. =./i$"sHNJS2<7gs&Dj<+i"Vf<6<Wr*r7^9#

Vf<6<I}W@$"m0&\C/9,=(5l^9#

2. Vf<6<I}W@$"m0&\C/9+iV7,Wr*r7"V*<WsWr

/jC/7^9#79Z<8N^ 23 K(9h&J"Vf<6<NICW@$"m

0&\C/9,=(5l^9#
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3. !Npsr~O7F/@5$#

"BlYk

3Nf<6<N"BlYkrXj7^9#V"BlYkWNpur/j

C/7"f<6<&?$Wr*r7^9#

^ 23. f<6<NIC
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Socks/Proxy f<6<

jA5lF$kf<6<O"Socks5<P<&"/;9Q*hSW

m-7<&"/;9QNf<6<G9#f<6<KO"I}"B

O"j^;s#3lOGU)kHG9#

U!$"&)<kI}T

f<6<N0-N9YFr}CF$^9,"I}TO"U!$"

&)<kKm0$s7"I}Q?9/rBT9k3HbG-^

9#I}TO"BT9k3H,G-kI}!=rjA9kICN

0-r}CF$^9#U!$"&)<kI}TOU!$"&)<

k&f<6<rn.9k3H,G-^9,">NU!$"&)<

kI}Trn.9k3HOG-^;s#U!$"&)<kI}T

O"m<+kKU!$"&)<k&^7sKm0$s9k3HO

G-^;s#jb<H&^7s+i=.5<P<K"/;97J

1lPJj^;s#

1 !U!$"&)<kI}T
1 !U!$"&)<kI}TO"m<+kK U!$"&)<k&

^7sKm0$s9k3H,G-^9# 1 !U!$"&)<kI

}TKO""/;9I}!=4NKP9k"/;9","j^

9#^?"1 !U!$"&)<kI}Tr|/>NU!$"&)<

kI}Trn.9k3HbG-^9#

1 !U!$"&)<kI}TO"f<6<r NT G<?Y<9K

n.7"=Nf<6<r NT I}T0k<WNasP<K9k3

HG"jA5l^9# 1 !U!$"&)<kI}TN0-rjA

9klgO" fwdfadm l3<IrQ97^9#

f<6<>

3Nf<6<N>0rXj7^9#3lO"3Nf<6<,"IBM Firewall

N Telnet^?O FTP5<P<Km0$s9k]Nf<6<>G9#3l

O",:7bf<6<N TCP/IPf<6<>^?O[9H>HOBj^;

s,">TO18G"CFb=$^;s#

f<6<>O"1 +i 8 8zG=.5l"!Nh&J8zr^`3H,G

-^9#

a +i z

A +i Z

0 +i 9

_ (<~)

f<6<>O"g8z.8zrhL7^;s#

U!$"&)<kKO"!N 2 DNf<6<,v0jA5lF$^9#

a. GU)kHNf<6<^?O fwdfuser#f<6<,U!$"&)<

k&G<?Y<9GjA5lJ$lgO"f<6<N'Z~KHQ9

k'Z}0Nh&J"f<6<NU!$"&)<k0-N=LK"

fwdfuser ,HQ5l^9#

$s9H<k~"fwdfuser Nn.~O9YFN'Z}0,9YFq]

K_j5lF$^9# fwdfuser KP9kvDKhCF"U!$"&)

<k,$jAf<6<>rh}9k}!,)f5l^9#

80 IBM Firewall Windows NTG: HQTNjz-



I}TO"=./i$"sH^?O3^sITrQ$F"fwdfuser r

=(9k3Hb"djvFil?'Z}0rQ99k3HbG-^

9#7+7"fwdfuser Oo|9k3HOG-:"oKU!$"&)<

kK8_7F$J1lPJj^;s#C(F"U!$"&)<k&Q

9o<IH SNK O" fwdfuser N'Z?$WH7FO5zG9#\Y

KD$FO"IBM Firewall rbq r2H7F/@5$#

b. GU)kHN 1 !U!$"&)<kI}T"fwdfadm O"9YFN 1

!U!$"&)<kI}TNU!$"&)<k0-rjA7^9# 1

!U!$"&)<kI}TO"=NH+Nf<6<&l3<IrU!

$"&)<k&G<?Y<9bK}?J$?a"3Nl3<IO" 1

!U!$"&)<kI}TN'ZKQ$k'Z}0NjAKHQ5l

^9#

$s9H<k~"fwdfadm N9YFN'Z}0O"NT m0*s&Q9

o<IK_j5lk;-e"*hSs;-e"I}'Z}0r|-"

V9YFq]WK_j5lF$^9#1 !U!$"&)<kI}TO"

3Nl3<Ir=(7"Q99k3HOG-^9,"o|9k3HO

G-^;s#C(F"U!$"&)<k&Q9o<IH SNK O"

fwdfadm N'Z?$WH7FO5zG9#

f<6<N+>

f<6<N-RrXj7^9#

!NU#<kIO"'Z}0KX87^9#pur/jC/7"'Z}0Nj9

H+i`\r*r7^9#*r`\KD$FO"82Z<8NXf<6<N'Z}

0Y Kb@,"j^9#

;-e" Telnet
;-e"&MCHo</+im0$s9klg"3Nf<6<N"$G

sF#F#< (H,Z@) r$:l+N}!G'Z9k,W,"k+I&

+rXj7^9#

s;-e" Telnet
s;-e"&MCHo</+im0$s9klg"3Nf<6<N"$

GsF#F#< (H,Z@) r$:l+N}!G'Z9k,W,"k+I

&+rXj7^9#

;-e" FTP
3Nf<6<,"FTPrQ$F;-e"&MCHo</+iU!$"&)

<kK"/;99kH-K,WH9k'ZNlYkrXj7^9#

s;-e" FTP
3Nf<6<,"FTPrQ$Fs;-e"&MCHo</+iU!$"&

)<kK"/;99kH-K,WH9k'ZNlYkrXj7^9#

;-e" Socks
U!$"&)<kN;-e"&5$I+ie.9k Socks/i$"sH\

3N"Socks V5'Z}0rXj7^9#pur/jC/7"*r`\N

j9H+i*r7^9#*r`\KD$FO"82Z<8NXf<6<N

'Z}0Y Kb@,"j^9#

s;-e" Socks
U!$"&)<kNs;-e"&5$I+ie.9k Socks/i$"sH
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\3N"Socks V5'Z}0rXj7^9#pur/jC/7"*r`\

Nj9H+i*r7^9#*r`\KD$FO"82Z<8NXf<6<

N'Z}0Y Kb@,"j^9#

;-e" HTTP
"&HP&sI HTTP Wm-7<WaKX9k'ZNf<6< ID/Q9o

<IN?$WrXj7^9#pur/jC/7"*r`\Nj9H+i

*r7^9#*r`\KD$FO"82Z<8NXf<6<N'Z}0Y K

b@,"j^9#

Vi&6<+if<6< ID HQ9o<I,WmsWH,P5lkNG"

SDI rHQ9klgO"Q9o<I&WmsWHKQ93<Ir~O7F

/@5$#

Xj5l?f<6<O"Socks/Q9o<IOPC0N@$"m0O5]<

HG-:"=lK~8FT09k3Hr'17F$J1lPJj^;

s#

;-e"I}

;-e"&$s?<U'<9rp7F"=./i$"sH+im0*s

9kNKHQ9k'Z}0rXj7^9#m<+kKm0*s9k (m0

*s&QMkGm<+kr*sG) H-O"oK;-e"ND-K$k?

a"3l,"HQ9k'Z}0G"k3HKmU7F/@5$#

s;-e"I}

s;-e"&$s?<U'<9rp7F"=./i$"sH+im0*

s9kNKHQ9k'Z}0rXj7^9#

SecureNet -<
AssureNet Pathways SecureNet-<&+<Ir}Djb<H&f<6<,

~O9k8zgxrXj7^9#-<&+<IKb~lk-<&3<I

r~O7^9#-<&3<IN*r*hS$s9H<kNX(KD$F

O"SecureNet-<Nb@r2H7F/@5$#

m:

a. 3NU#<kIO"SecurID+<IKOHQ7^;s#

b. Ff<6<4HK"G-Nis@`&-<rn.9k,W,"j^

9#

c. -<r SecureNet-<&+<IK$s9H<k9kH-O" AssureNet

Pathways$s9H<kjgrHQ7"Vb<I 5Wr*r7^9#

\YKD$FO"87Z<8NX'Z}0Y r2H7F/@5$#

f<6<N'Z}0

f<6<'ZN*r`\r"J<K(7^9#

9YFrX_

f<6<O""/;9rq]5l^9#

9YFrvD

'ZO,W"j^;s#
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NT m0*s&Q9o<I
NT m0*s&Q9o<IO"U!$"&)<k&Q9o<IKfYF"B4

Y,tj^9#7+7"f<6<,9GK Windows NTIa$sGjA5l

F$lP"Windows NTm0*s&Q9o<IrHQG-k?a"f<6<

O#tNQ9o<Ir,WH7^;s#

3N'ZN}0r*r9kH"f<6< ID HQ9o<IO"m<+k

Windows NTf<6<&G<?Y<9KHi7FEv-!:5l^9#U!

$"&)<k,>N Windows NT5<P<r5'9kh&K=.5lF$l

P"3liN5'5l?5<P<O"f<6<jAKD$F!w5l^9#

Windows NTU!$"&)<kH5'5l? Windows NT5<P<VG.j

X8r_j9kKO"2 DN^7sVK\3r_j7F TCP/IPL.NHiU

#C/rD=K7F*+J1lPJj^;s#

3N\3O"J<Nv0jA5<S9rQ$F_j7^9#

1. Ia$s&3sHm<i<'Z - 3lKhCF"Ia$s&3sHm<i

<rf<6<N'ZKHQG-k

2. NetBT M<`&5<S91sL. - 3lKhCF" TCP/IP M<`&5

<S91sL.G NetBT rHQG-k

Windows NT=.f<F#jF#<rQ$F".jX8rjA7^9#

SecureNet -<
'ZO"AssureNet Pathways SecureNet-<rQ$FTol^9#

VSecureNet KeyWU#<kIGO"SecureNet-<&+<IKb~lk-<&

3<Ir~O7^9#

m:

1. Ff<6<4HK"G-Nis@`&-<rn.9k,W,"j^9#

2. is@`&-<O"8 DN 8 Jt4HK"1 +i 377NOOKJ1lP

Jj^;s#

3. -<r SecureNet-<&+<IK$s9H<k9kH-O" AssureNet

Pathways$s9H<kjgrHQ7"Vb<I 5Wr*r7^9#

\YKD$FO"87Z<8NX'Z}0Y r2H7F/@5$#

SecurID +<I

'ZO"Security Dynamics SecurID;-ejF#<&+<I^?O pinpad (E

ZVf~O!=) +<IrHQ7FTol^9#VSecureNet KeyWU#<k

IOHQ7J$ G/@5$# PIN O"3N'Z}0r IBM Firewall KHQ

9k0K_j7J1lPJj^;s#

FTPNlgO"SDI 7, PIN b<IH!H</s&b<IO5]<H5l^

;s#

\YKD$FO"87Z<8NX'Z}0Y r2H7F/@5$#

f<6<s!N'Z 1"2"*hS 3
'ZO*RMNs!KhkbNG9#f<6<s!N'Z}0O"3 D^GU

!$"&)<kK$s9H<k9k3H,G-^9# f<6<s!N'ZN

5Vk<Asrn.7"3sQ$k9k}!KD$FO" IBM Firewall rb

q r2H7F/@5$#
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U!$"&)<k&Q9o<I

f<6<K"-zJQ9o<IrWa9kWmsWH,P5l"=lr~O

7J1lPJj^;s#3NQMkr0;9kH"IBM Firewall +i"3N

7,f<6<NQ9o<IrXj9kh&KWa5l^9#

U!$"&)<k&Q9o<INlgO"Windows NTm0*s&Q9o<

IhjHQG-k;-e"&Q9o<IdQ9o<I,',?$NG"Q9

o<IKO3lr*r9kh&*+a7^9#

Q99kf<6<,,WG9

VO$W^?OV$$(Wr/jC/7F"!N'ZN]KQ9o

<INQ9,,W+I&+r(7^9#

Q9o<INmC/

VO$W^?OV$$(Wr/jC/7F"Q9o<IrmC/9

k+I&+r(7^9#m0$sN:Tt,Ggr6(?j"Vm

C/"&H^GNGg~VWGXj7?5NtKQ9o<I,HQ

5lF$J$H-O"3lOVO$WK_j5l^9#

I}TO"3NU#<kIrVO$WK_j7F"f<6<,Q9

o<I'ZrHQG-J$h&K9k3H,G-^9#

m:

1. Q9o<IO"g8zH.8z,hL5l^9#I}4vT,g8zH

.8zr.<Ff<6<NQ9o<Ir~O7?lg"=Nf<6<O

1MKQ9o<Ir~O7J1lPJj^;s#g8zN_G0n9k

o</9F<7gs,"klgO"=liNf<6<KP9kQ9o<

IOg8zG~O7F/@5$#

2. *Zl<F#s0&79F`rHQ9k3HG"Q9o<I,'rjA

G-^9#J<NQ9o<I,'O"f<6<,+,NQ9o<IrQ

97?lgK,Q5l^9#I}T,Q9o<IrQ97?lgO",

Q5l^;s#Q9o<I,'r"!K(7^9#

|BZl^GNYp|t (|)
Q9o<I,:z9k^GN|t#U!$"&)<kGO3NV

KQ9o<IrQ99k*W7gs,f<6<K?(ilF$^

9#

|BZl^GNGg5t

f<6<KhkQ9o<INQ9,,WKJk^GN5t#

mC/"&H^GNGg5t

Q9o<IrHQ7J$GmC/"&H5lk^GN5t#

vD5lkGgm0$snTst

Q9o<I,mC/5lk^G"m0$srn_G:T9kGg

st#

FxQ^GNQ9o<I

Q9o<Ih0-?j9HKJ<5lkQ9o<It#Q9o<

IO"=_h0-?j9HK~CF$kQ9o<IKQ99k3

HOG-^;s#3NQia<?<,-zJNO"Q9o<IF

xQ^GN5t,<mNlgN_G9#
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Q9o<IFxQ^GN5t

Q9o<I,Q9o<Ih0-?j9HK]}5lk5t#Q9

o<IO"=_h0-?j9HK~CF$kQ9o<IKQ99

k3HOG-^;s#

G.8zt

Q9o<IbNG.8zt#

QzNG.8zt

Q9o<IbNG.Qzt#

=N>N8zNG.t

Q9o<INQzJ0NG.8zt#

+jV78zNGgt

Q9o<IbG1lN8zr+jV93H,G-kGgst#

[Jk8zNG.t

Q9o<IbN[Jk8zNG.t#

86Z<8N^ 24 K(9h&K"U!$"&)<k&Q9o<I&?Vr/j

C/7"f<6<4HK3liNMr/jC/7^9#
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f<6<N"/;9NQ9

f<6<rU!$"&)<kKIC7F+i"Vf<6<NQ9W@$"m0&\

C/9+i"=Nf<6<N;-ejF#<0-rQ99k3H,G-^9#

^ 24. U!$"&)<k&Q9o<I&?V
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1. Q97?$f<6<rVf<6<W@$"m0&\C/9+i*r7"V*<W

sWr/jC/7^9#

2. Vf<6<NQ9W@$"m0&\C/9,=(5l?i":v9kU#<kI

rQ97^9#Q9D=Jf<6<0-Nj9HKD$FO"77Z<8NXIBM

Firewall XNf<6<NICY r4w/@5$#

3. Q9rTC?i"V;rWr/jC/7^9#

IBM Firewall +iNf<6<No|

m: fwdfuser ^?O fwdfadm f<6<Oo|7J$G/@5$#

f<6<ro|9kKO"Vf<6<&j9HWQMkNVo|Wr/jC/7^

9#

!=KhkI}T"BlYk

I}Trn.+DQ97"I}T,HQ9k"Br}DU!$"&)<kN!=r

hak3H,G-kNO"1 !U!$"&)<kI}TN_G9#?H(P"CjN

I}TN"Br"1KVf<6<W*hSVm0&bK?<W!=NBTKBj9

k3H,G-^9#

Vf<6<NICW@$"m0&\C/9G"V"BlYkWU#<kINVU!

$"&)<kI}TWr*r7^9#Vf<6<NICW@$"m0&\C/9r

0;9k?aN\YKD$FO" 77Z<8NXIBM Firewall XNf<6<NICY

r2H7F/@5$#

!K"Vf<6<NICW@$"m0&\C/9NGetGVI}TW?Vr*r

7^9#I}TKHQrvD9k!=r*r7^9#

'Z}0

J<K"Fof<6<'Z}0r(7^9#

9YFrX_

IBM Firewall O"5<P<XN"/;9rq]7^9#

9YFrvD

'ZO,W"j^;s#5<P<O"f<6<N'ZrT$^;s,"3^sI&

WmsWHO3T9kNG"0t[9HK"/;99k3H,G-^9#

U!$"&)<k&Q9o<I

hKJ`0K"5<P<+iU!$"&)<k&Q9o<Iraail^9 (=(5

lJ$)#
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Password:

U!$"&)<k&Q9o<Ir~O7F/@5$#3NQ9o<IO"f<6<

>rU!$"&)<kKIC9kH-KHQ7?Q9o<IH18bNG9#

SecurID +<IN'Z

3N}0O"*RM, SecurID+<Ir}CF$klg"*hS*RMNMCHo<

/, Security Dynamics ACE/ServerrHQ7F$klgKHQ7^9#

Wm-7<&5<P<O"hKJ`0K"PASSCODErWa7^9 (hLKO=(5

l^;s)#

Enter PASSCODE:

3N~@G"4 eN SecurID PIN3<IK3$F3s^"=NeK SecurID+<I

N3<Ir~O7^9#?H(P"SecurID+<IK3<I 179091,=(5lF$

k~K"f<6< NEWUSERH7F 1234,djvFil? PIN rHQ7Fm0$

s9kKO"!Nh&K~O7^9#

login: NEWUSER
Enter PASSCODE: 1234,179091

FTPrGiKHQ9kH"SecurID+<I'Z,:T7^9#FTPKOQ9o<IQ

9rvD9k*W7gs,J$?aG9# PIN rn.9k?aK"iaF SecurID+

<I'ZrT&H-O"telnetrHQ7J1lPJj^;s#n.7? PIN O"Je

N FTP"HTTP JIN'ZN?aK"31FHQ9k3H,G-^9#

SecurID +<I,7,N PIN b<IKJCF$klgO"3N'Z}0r IBM

Firewall GHQ9k0K"PIN r_j7F*/,W,"j^9#

SecureNet -<N'Z

3N}0O"f<6<, Assurenet Pathways SecureNet-<&+<Ir}CF$kl

gKHQ7^9# SNK +<Iri|_j9kH-O"J<rHQ7F/@5$#

v =(A0 (16 Jt)

v Cn!= (*s/*U)

v 1leNAcls8!= (*U)

Wm-7<&5<P<O"hKJ`0K SecureNet-<&+<IKhk~zrWa7

F-^9#

Use SNK for challenge
######## for user user_id
Ed:

Acls8 ######## O"f<6<, SecureNet-<&+<IK~O9k 8 eNt

zG9#

1. 3NWmsWHru1hC?i"SecureNet-<&+<Irh0=7"f<6<N

PIN 3<Ir~O7^9#3N PIN 3<IO"+<IHloK?(il?bNG

9#

2. 5<P<KhCFs!5l?Acls8r~O7^9#

?H(P"5<P<Km0$s9kH"5<P<O!NWmsWHrP7^9#
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Use SNK for challenge
78987648 for user NEWUSER

Ed:

M 78987648r SecureNet-<&+<IK~O7^9#!K"3N+<IO~z

r=(7"f<6<O=lrWm-7<&5<P<Ks!7^9#

3. 3N~zr5<P<K~O7^9#

SecureNet-<&+<I,"f<6<NAcls8KP9k~zr 8AE222A9 H=

(7?i"5<P<K 8AE222A9 H~O7F/@5$#

logon: NEWUSER
Use SNK for challenge 78987648 for user NEWUSER

Ed:8AE222A9

AXENT** ;QKhj"SecurNetKey (SNK)O Defender Handheld Token** (DHT)H

>0Q95l^7?#

NT m0*s&Q9o<I

3N'Z}0r*r9kH"f<6< ID HQ9o<IO"m<+k Windows NTf

<6<&G<?Y<9HHg7FEv-!:5l^9#U!$"&)<k,>N

Windows NT5<P<r5'9kh&K=.5lF$lP"3liN5'5l?5<

P<O"f<6<jAKD$F!w5l^9#

f<6<s!'Z 1"2"*hS 3

f<6<s!N'Z}0r"FTPH TelnetKHQ9k3H,G-^9# \YKD$

FO"IBM Firewall rbq r2H7F/@5$#
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h13O Wm-7<&5<P<N=.

3NOGO";-e"&MCHo</NbtH0tN>}No</9F<7gs+

iWm-7<&5<P<r_j*hSHQ9k}!KD$FNlL*Jpsr-\

7F$^9#

HTTP Wm-7<

HTTP Wm-7<O IBM Firewall rp7FVi&6<Warz(*Kh}9kNG"

WebVi&:rT&?aN socks5<P<r,WH7^;s# f<6<O"+,N

btMCHo</N;-ejF#<rm1K5i93HJ/"^? HTTP Wm-7<

r$sWjasH9k?aK+,N/i$"sHD-rQ99k3HJ/"$s?

<MCHeN-QJpsr"/;99k3H,G-^9#

HTTP Wm-7<O"5<P<GO"j^;s#(sI&f<6<O"Wm-7<+

iU!$krhjP93HbG-^;s7"Wm-7<KU!$kr~lk3Hb

G-^;s#^?"HTTP Wm-7<O"-cC7e&Wm-7<Gb"j^;s#

HTTP Wa,"CFb"U!$"&)<kKO?b]I5l^;s#

}3;C7gs

}3\3Khj"/i$"sHH5<P<O TCP \3N/m<:r70Jk9k3

H,G-^9#3N70Jk}0O"\3XC@<&U#<kIrHQ7^9#

IBM Firewall Wm-7<O"/i$"sHHWm-7<VN}3\3r5]<H7^

9#Gg}3Waro*hS}3\3?$`"&HroKhj"=N\3N83~

V,)f5l^9#3liNroN$:l+,88kH"Wm-7<H/i$"s

HVN socket\3O/m<:7^9#Gg}3Waro*hS}3\3?$`"&H

ro,88J$lg"\3O++l?^^G"Wa,0;9k~Vrhj9kNO

/i$"sHNA3G9#

3l,T,ZKhj5lkH"\3eGHiU#C/,J$H-K"G#9Wl$

KHiU#C/,(5l^9#3NcH7FO"Z<8,04Km<I5l?eG

bz-3$FT/7F$k"Vi&6<N0h"$3s,"j^9#"Ka<7g

srd_9kKO"Vd_Wr/jC/7^9#3liNQia<?<KD$FN

\YO"94Z<8NXGg}3WaY *hS 94Z<8NX}3\3?$`"&HY

r2H7F/@5$#

=./i$"sHrHQ7? HTTP Wm-7<N=.

HTTP Wm-7<r=.9kKO"J<Nh&K7^9#

1. DNSHqrHQD=K7F"HTTP Wm-7<r57/0n5;^9#3lrJ

1KT&KO"=./i$"sHNJS2<7gs&Dj<eK"kV79F`

I}WU)k@<NfNV;-ejF#<&]j7<Wr/jC/7"VDNS H

qvDWr/jC/7^9#

2. U#k?<rh0=7^9#
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3. \3rIC7^9#MCHo</N0tMCHo</&K\3r_j9k}!N

cKD$FO" 55Z<8NXWm-7< HTTP NcY r2H7F/@5$#

4. HTTPWm-7<r=.9kKO"=./i$"sHNJS2<7gs&Dj<+

iVHTTPWr*r7^9# IBM Firewall O"92Z<8N^ 25 K(9h&J

HTTP Wm-7< @$"m0&\C/9r=(7^9#

5. Wm-7<rd_9kKO"V^$ 3sTe<?/3sHm<k QMk/5<S

9Wr*r7^9#VIBM Firewall HTTP Wm-7<Wr*r7F+i"d_ r

/jC/7^9#

BTD=J phttpdO"79F`,+O9kH-K+0*K+O5lk79F`&

5<S9G9#

HTTP Wm-7< @$"m0&\C/9eG"Qia<?<r_j7^9#Qia<
?<rQ99kH"Firewall HTTPWm-7<&5<S9Od_7FS+O7^9#

h0fNWm-7<&f<6<O"Wm-7<,F+9k^GKWar*;5;^

9 (tCV)#

^ 25. HTTP
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Wm-7<&]<HVf

3NQia<?<O"Wm-7<,War listen9k]<HVfrXj9k?aKH

Q7^9#]<HVfrQ99klgO"Um<,]<HrLk3HrvD9k+

vD7J$+rU#k?<K_j9k,W,"j^9# 1024hj.5$]<HVf

O"TCP/IP"Wj1<7gsQK=s5lF$^9#Wm-7< Web5<P<KH

Q5lk&LN]<HO"8080H 8088G9#

GU)kHNU#k?<,'O"]<H 8080N$sP&sINs;-e"&HiU

#C/rvD7J$h&K_j5lF$^9,"=N]<HGN;-e"&HiU

#C/OvD5l^9#Wm-7<,q]9kNO"s;-e"&Wm-7<Wa

@1G9# GU)kHO 8080 G9#3N_jrQ99klgO"3N=.KD$F

_j5lF$kV5<S9WN]<HVfbQ97J1lPJj^;s#3liN

$:l+N_jrQ97?lgO"phttpdWm;9rFO09k,W,"j^9#

3sFsDNGgPCU!<9

3NQia<?<O"5<P<KhCF8.5lk0*G<?QPCU!<N5$

:r_j9k?aKHQ7^9#0*G<?O"CGI Wm0i`"5<P<&5$

I&$s/k<I"*hS API Wm0i`KhCFPO5l^9#0*G<?O"W

m-7<+iOPO5lJ$G<?G9#

K P$H (K) 1LGMrXj7^9#GU)kHO" 50K G9#

9lCI&W<k&5$:

3NQia<?<O"1~Kh0uVK9k9lCItr_j9k?aKHQ7^

9#Wm-7<O"LNWa,*;7F9lCI,HQD=KJk^G"77$W

ar]17^9# lLK"^7sN=O,b/Jk[I"3NQia<?<KHQ9

kMbg-/Jj^9# *<P<XCI&?9/ (?H(P"abj<&9oCTs

0) N?aK^7s,aYN~Vrqd9h&KJC?lgO"3NMr:i7F_

F/@5$# ?H(P"mtr 60 HXj7^9# GU)kHO"200 G9#

f<6<NlYk

'Z9kf<6<NlYkrWm-7<KX(7^9#V9YFW"V7,W"^

?OVJ7WN$:l+NMrXj7^9#GU)kHO"VJ7WG9#=l>

lNMNU#O"!NH*jG9#

9YF f<6< ID *hSQ9o<IN~Orf<6<KWmsWHX(9k?aN

Wm-7<'Z~z,9YFNVi&6<Kwil^9#Vi&6<,Wm

-7<'Z~zr5]<H7F$J$lgO"=N]rA(k(i<&Z<

8,=(5l^9#Vi&6<,Wm-7<'Z~zr5]<H7F$kl

gO"f<6< ID *hSQ9o<I&WmsWH,=(5l^9#

7, \TguWm0i`H7FHQ7^9#f<6< ID *hSQ9o<I&Wm

sWHrP93HrVi&6<KX(9k?aN 407Wm-7<'Z~zN

_,"/i$"sH&Vi&6< (HTTP/1.1Vi&6<G"kbN) Kwj

V5l^9# Internet Explorer 4.0G9$CAr_j9lP"HTTP/1.11L

RrU1?Wa,1sL.5l^9# Netscape*hS=N>NVi&6<

O"=l+H, HTTP/1.0WaH7F1L5l^9#
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J7 Vi&6<War!:7^;s#f<6< ID *hSQ9o<INWmsWH

X(O"j^;s#

?$`"&H

f<6<'ZrFWa9k^GN"/i$"sHWaNTA~VrWm-7<KX

(7^9#f<6<O""$Ik~VfNGiN'ZNH-KXj5l?CjN IP "

Il9*hSf<6< ID +i'Z5l^9#~VO,1LGXj7^9#GU)k

HO"60 ,G9#

f<6<,h0*KVi&:7F$kV"3NH-N&#sI&O~;7^;s#

Gg}3Wa

Wm-7<, HTTP/1.1NJ3*J\3Gu1hk3HNG-kWaNGgtrXj

7^9#3lO"'Z?$`"&HK>\FAr?(kQU)<^s9&D<kG

9#J3*;C7gsNlg"J3*;C7gs,*;9k^G"f<6<'ZN

F9HOTol^;s#mtGMrXj7^9#?H(P"25 HXj7^9#GU)

kHO"5 G9#

}3\3?$`"&H

3NQia<?<O"HTTP/1.1_9Vi&6<,Wm-7<HHbK;C7gsr+

O7?H-K"/i$"sH&Vi&6<HN HTTP/1.1NJ3*J\3r]}9k

~VrC1LGXj7^9#3lO"'Z?$`"&HK>\FAr?(kQU)

<^s9&D<kG9#J3*;C7gsNlg"J3*;C7gs,*;9k^

G"f<6<'ZNF9HOTol^;s#~VOC1LGXj7^9#GU)k

HO"60 G9#

HTTP m0I}

3NQia<?<O"O0/7cCH@&sN[+"firewall log KP9k9YFNWm

-7<Warm0K-?9kh&KWm-7<KX(9k?aKHQ7^9#Wm

-7<O"LOG_NOTICE lYkNm0-?rHQ7^9#HTTP Wah0rbK?

<7?$lgO"3lr*sK_j7^9# $YsHO"U!$"&)<k&m0!

=K-?5l^9#

Vi&6<N_j

/i$"sH&Vi&6<O"HTTP Wm-7<, listen7F$k]<HX\35l

kh&K_j9k,W,"j^9#

HTTPSrHQ9klgO"IBM Firewall N HTTP Wm-7<r;-ejF#<&W

m-7<H7FXj9k3Hb,WG9#

Internet ExplorerVi&6<r"Wm-7<XN HTTP/1.1Vi&6<H7FHQ9

klgO"J<rT$^9#

v VView (=()WWk@&sr*<Ws7^9#

v VInternet Options (*W7gs)Wr*r7^9#

v VAdvance Tab (\Y_j)Wr*r7^9#
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v HTTP 1.1_j^G9/m<k@&s7"*sKZjX(^9#

SSL \3

>N5<P<XN HTTP ;-e"\3N SSL HsMkAw,5]<H5l^9#

IBM Firewall O"3NlgN2<H&'$H7F0n7^9#HsMkO"/i$"

sH+iU!$"&)<krP37F5<P<XDJ,CF$^9#!NcK(5

lF$kh&J"HTTP ;-e"\3QN8`]<H 443 rHQ7^9#

https://www.ibm.com:443

^?"v0jA5<S9 HTTPS proxy out 2/2 bHQ7^9#

HTTPSrHQ9klgO"IBM Firewall N HTTP Wm-7<r;-ejF#<&W

m-7<H7FXj9k3Hb,WG9#

\7/O"55Z<8NXWm-7< HTTP NcY r2H7F/@5$#

5]<H5lF$ka=CI

HTTP Wm-7<O"!N}0r5]<H7^9#3liN}0O"$s?<MCH

r=l>lLNQ@+i+?bNG9#

v FTP

v Gopher

v HTTP

v HTTPS

v WAIS

HTTP Wm-7<Nm.s0POc

J<O"get War5'7? HTTP Wm-7<Nm.s0PONcG9#

Mar 06 14:04:50 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication UNSUCCESSFUL
for user <Unknown>, on 9.67.140.162, thru secure network ... RC:30.
Mar 06 14:04:50 1998 fire3: ICA2099i: httpd --> Status: 407 from client
9.67.140.162, who requested "GET http://9.67.128.69/ HTTP/1.1" for 0 bytes.
Mar 06 14:05:05 1998 fire3: ICA2024i: User fred successfully authenticated
using NT authentication from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2169i: User fred successfully authenticated
for HTTP Server using NT from secure network:9.67.140.162.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:05 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/HTTP/1.1" for 2693 bytes.
Mar 06 14:05:05 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user (fred), on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:06 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgsplash.gif HTTP/1.1"
for 211 bytes.
Mar 06 14:05:10 1998 fire3: ICA2140i: httpd --> HTTP Proxy authentication
SUCCESSFUL for user fred, on 9.67.140.162, thru secure network ...RC:1.
Mar 06 14:05:10 1998 fire3: ICA2099i: httpd --> Status: 200 from client
9.67.140.162, who requested "GET http://9.67.128.69/Admin/lgmast.gif HTTP/1.1"
for 211 bytes.
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m.s0&"/F#SF#<O"J<Nh&Kb@5l^9#

v ICA2099i - aj3<I 407 r(7"get WaKP7F'Z,:T7?3HrU#

7^9#

!K"Vi&6<Of<6<K'ZrWa7"f<6< ID *hSQ9o<Ira

a^9#

v ICA2140i - 'Z,f<6< fred KP7F.y7^7?#

'ZO"Web Z<8eN9YFNWGKP9k get Wa4HK88^9#

FTP
1. U!$"&)<k&[9HK"/;99kKO"FTP Wm-7<rHQ7^9#

(U!$"&)<kN[9H>KO"ftp_gw.domain.net.com rHQ7^9)#

ftp ftp_gw.domain.net.com

Wm-7<&5<P<O"f<6<>rWa7F-^9#

login:

2. U!$"&)<kNHQrvD5lF$kf<6<>r~O7^9#

login: jane_doe

5<P<O"f<6<>rU!$"&)<kKIC9k~K*r5l?'Z}0K

>CFf<6< ID rEv-!:7^9 (77Z<8NXIBM Firewall XNf<6<N

ICY r2H)#f<6<,Wm-7<&5<P<KhCFINh&K'Z5lk+

KD$FO" 87Z<8NX'Z}0Y r2H7F/@5$#

f<6<,'Z5lkH"Wm-7<&5<P<O FTP 3^sI&WmsWHr=

(7^9#

ftp>

!Nh&K"FTP 3^sIN quote H site rHQ7F0t[9HK\37^9#

ftp> quote site forhost.network.outside.com

33G0t[9HO"\39k?aNf<6<>HQ9o<IrWa7^9#3N

f<6<>HQ9o<IO"Firewall XN FTPrT&?aKHQ7?bNH[JCF

$kD=-,"k3HKmU7F/@5$#

m0$sNGU)kH&?$`"&HMO 60 CG""$Ik&Wm-7<NGU)

kH&?$`"&HMO 7200CG9#GU)kH&?$`"&HMrQ99kKO"

98Z<8NXFTP *hS TelnetWm-7<N?$`"&HMNeq-Yr2H7F

/@5$#

)a* FTP

U!$"&)<krL7F)a*K ftp 9k3H,G-^9# )a*Wm-7<KO

U!$"&)<k'ZO,W"j^;s#7?,CF")a*Wm-7<Nf<6

<r"U!$"&)<k&Wm-7<&f<6<H7FjA9k,WO"j^;

s# )aWm-7<O"U!$"&)<kNbtMCHo</&+iU!$"&)<
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kN0tMCHo</&XNw.NlgKN_vD5l^9# )aWm-7<r!=

5;kKO"=./i$"sHNV;-ejF#<&]j7<WQMkG=lr*

r9k,W,"j^9#

1. ftp rHQ7FU!$"&)<k&[9Hr"/;97^9#(U!$"&)<kN

[9H>KO" ftp_gw.domain.net.com rHQ7^9#)

ftp ftp_gw.domain.net.com

2. Wm-7<&5<P<O"f<6<>rWa7F-^9#

USER:

3. s;-e"&MCHo</G!Nf<6<>r~O7^9#

USER: username@remote_site_host_name

4. 0N9FCWG~O7?f<6<>NQ9o<Ir~O9kh&K"?<2C

H&[9H+iWa5l^9#

password:

5. Q9o<Ir~O7F/@5$#

m0$sNGU)kH&?$`"&HMO 60 CG""$Ik&Wm-7<NGU)

kH&?$`"&HMO 7200 C (2 ~V) G9#GU)kH&?$`"&HMrQ

99kKO"98Z<8NXFTP*hS TelnetWm-7<N?$`"&HMNeq-Y

r2H7F/@5$#

Telnet

U!$"&)<k&Wm-7<&5<P<Km0$s9kKO"telnetWm-7<rH

Q7^9# [9H>^?O$s?<MCH&"Il9N$:l+rHQ9k3H,G

-^9# !K"H,Z@,'Z5lF+i"U!$"&)<k G Telnet3^sIr

HQ7Fu>N[9HKm0$s7^9# ?H(P";-e"&MCHo</Nbt

+i TelnetrHQ7F"[9H> telnet_gw GU!$"&)<krLa7"G**

J8h forhost.network.outside.com r"/;97F_^7g&#

1. h}r+O9kKO"TelnetrHQ7F"U!$"&)<k&[9HK"/;97

^9# (U!$"&)<kN[9H>KO"telnet_gw.domain.net.comrHQ7^

9#)

telnet telnet_gw.domain.net.com

2. Wm-7<&5<P<O"f<6<>rWa7F-^9#

login:

3. U!$"&)<kNHQrvD5lF$kf<6<>r~O7^9#

login: jane_doe

5<P<O"f<6<>rU!$"&)<kKIC9k~K*r5l?'Z}0K

>CFf<6< ID rEv-!:7^9 (77Z<8NXIBM Firewall XNf<6<N

ICY r2H)#f<6<,Wm-7<&5<P<KhCFINh&K'Z5lk+

KD$FO" 87Z<8NX'Z}0Y r2H7F/@5$#

os&"/H&7'krHQ7F/@5$# IBM Firewall Wm-7< telnetG<b

srHQ9lP"9YFNL.,U!$"&)<krLa7^9#

os&"/H&7'krHQ7F$klgO"f<6<,'Z5l?e"Wm-7

<&5<P<O!r=(7^9#

h13O Wm-7<&5<P<N=. 97



ENTER DESIRED HOST:

!Nh&K~O7^9#

telnet forhost.network.outside.com

0t[9HO"=N[9HG'15lF$kf<6<>*hSQ9o<IrRM^

9#3Nf<6<>HQ9o<IO"U!$"&)<k&Wm-7<&5<P<G

HQ7?bNH[JCF$kD=-,"j^9#

m0$sNGU)kH&?$`"&HMO 60 CG""$Ik&Wm-7<NGU)

kH&?$`"&HMO 7200CG9#GU)kH&?$`"&HMrQ99kKO"

98Z<8NXFTP *hS TelnetWm-7<N?$`"&HMNeq-Yr2H7F

/@5$#

)a* Telnet

U!$"&)<krL7F)a*K telnet 9k3H,G-^9# )a*Wm-7<

KOU!$"&)<k'ZO,W"j^;s#7?,CF")a*Wm-7<Nf

<6<r"U!$"&)<k&Wm-7<&f<6<H7FjA9k,WO"j^

;s# )aWm-7<O"U!$"&)<kNbtMCHo</&+iU!$"&)

<kN0tMCHo</&XNw.NlgKN_vD5l^9# )aWm-7<r!

=5;kKO"=./i$"sHNV;-ejF#<&]j7<WQMkG=lr

*r9k,W,"j^9#

1. TelnetrHQ7FU!$"&)<k&[9Hr"/;97^9# J33GO"[

9H>H7F ftp_gw.domain.net.com rHQ7^9#K

telnet telnet_gw.domain.net.com

2. Wm-7<&5<P<O"f<6<>rWa7F-^9#

Login:

3. s;-e"&MCHo</G!Nf<6<>r~O7^9#

Login@remote_host

0t[9HO"=N[9HG'15lF$kf<6<>*hSQ9o<IrRM^

9#3Nf<6<>HQ9o<IO"U!$"&)<k&Wm-7<&5<P<G

HQ7?bNH[JCF$kD=-,"j^9#

m0$sNGU)kH&?$`"&HMO 60 CG""$Ik&Wm-7<NGU)

kH&?$`"&HMO 7200CG9#GU)kH&?$`"&HMrQ99kKO"

98Z<8NXFTP *hS TelnetWm-7<N?$`"&HMNeq-Yr2H7F

/@5$#

FTP *hS Telnet Wm-7<N?$`"&HMNeq-

FTP *hS TelnetO"m0$s*hS"$IkuVGNT!KD$FN?$`"&

HMr}CF$^9#GU)kHGO"m0$s*hSf<6<'ZNGfO"/

J/Hb 60 CK 1 sO;C7gsh0,"kbNH7F$^9#3lrm0$s&

?$`"&HH7F$^9#
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m0$s,5oK0;7?lgO"/J/Hb 7200C"^?O;C7gs,ZG5

lk^GK 1 YO;C7gsh0,"kbNH7F$^9#

3liNGU)kHMr*<P<i$I9kKO" fwTimeout.cfg U!$kr

ROOTDIR¥config G#l/Hj<Kn.7"77$?$`"&HMrC1LGXj7^

9# fwTimeout.cfg U!$kO"J<NA0Gn.7^9#

telnet
proxyTimeout=7200
loginTimeout=60

ftp
proxyTimeout=7200
loginTimeout=60

h13O Wm-7<&5<P<N=. 99



100 IBM Firewall Windows NTG: HQTNjz-



h14O U!$"&)<k&m0NbK?<

3NOGO""i<HNm0rj"k?$`GbK?<9k}!KD$Fb@7^

9#=.5l?7-$MKc?9kH""i<H,8.5l^9#

IBM Firewall O"/3j&km1Ju7Kw(k?aK"f<6<jAN7-$MK

pE$FU!$"&)<k&m0KwilkaC;<8rFk7^9#7-$Mc

?NlgO"U!$"&)<kI}T,Xj7?}!GU!$"&)<k+i"i

<H,P5l^9#

7-$MjA

7-$MO"+&sH*hS~VNQia<?<G=.5lF$^9#+&sH (C

jN$YsHN/8ot) ,Xj~Vb (,1L) G6a9kH"7-$MKc?,8

8""i<H&aC;<8,8.5l^9#m0&bK?<O"!N 4 DN?$WN

7-$Mr'17^9#

1. 'Z:T4N

2. CjNf<6< ID KP9k'Z:T

3. CjN[9HG88?'Z:T

4. m0bGNaC;<8&?0N*+ls9

9YFN7-$MO"=./i$"sH^?O3^sIT$s?<U'<9rHQ

7F=.5l^9#7-$MjA,Q95lkH"9YFNQ9bF, IBM Firewall

KhCF+0*K]85l^9#

"i<H&aC;<8

7-$MK#9kH"IBM Firewall ,"i<H&aC;<8r8.7^9# "i<

H&aC;<8O"!N$:l+NA0GP93H,G-^9#

1. m0&U!$kXN~O

v =./i$"sH^?O3^sITrp7F=.G-k" "i<H&m0!=

rHQ7F#

v U!$"&)<k&m0K#

2. ERa<kKhk"f<6<&j9HXNa<k

3. =.5l?Z<8c< (]1CH&Yk)#103Z<8NX]1CH&YkLN5]

<HY r2H7F/@5$#?@7"=_|\qbK*$FO"TAP WmH3k

O5]<H5lF$J$?a"Z<8c< (]1CH&Yk) X"i<H&aC;

<8rw.G-^;s#

4. "i<H&aC;<8rh,Qia<?<K7?"f<6<jA3^sINBT

"i<H&aC;<8KO"CjN7-$Mc?KX8N"kps,^^lF$^

9#?H(P"J<Nh&JbN,"j^9#

ICA0001e: "i<H -- 20 N'ZK:T
ICA0002e: "i<H -- f<6< root N 10 N'ZK:T
ICA0003e: "i<H -- [9H 56.67.78.89 N 15 N'ZK:T
ICA0004e: "i<H -- 3 m0`\N?0 ICA1234e#
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m0&bK?<KhjP5l?"i<H&aC;<8*hS=N>NaC;<8

O"Fk5l^;s#

=./i$"sHNHQKhkm0&bK?<N=.

33GO"=./i$"sHrHQ7Fj"k?$`&m0&bK?<r=.9k

}!KD$Fb@7^9# =./i$"sHNJS2<7gs&Dj<+iV79F

`&m0Wr*r7^9#U!$k&U)k@<&"$3sr@Vk/jC/7

F"=(rHg7^9# Vm0&bK?<7-$MWr/jC/7^9#

Vm0&bK?<7-$MI}W@$"m0&\C/9+i"7-$MjANI

C"Q9"^?Oo|rT&3H,G-^9#

m0&bK?<NIC

7-$MjArIC9kKO"Vm0&bK?<7-$MI}W@$"m0&\C

/9+iV7,Wr*r7"V*<WsWr/jC/7^9#Vm0&bK?<N

ICW@$"m0&\C/9,=(5l^9#!NU#<kIK~O7^9#

1. V/i9&?$WWNpur/jC/7F"/i9&?$WNj9H+i?$W

r*r7^9#V/i9&?$WWO"!NH*jG9#

v a<kLN

v BT3^sI

v f<6<LN'Z:T7-$M

v 'Z:T4NN7-$M

v [9HLN'Z:T7-$M

v aC;<87-$M

2. /i9&?$WKVa<kLNWr*r7?lgO"ERa<k&"Il9r~

O7^9##tNVa<kLNW/i9rjA9k3H,G-^9#

9YFN7-$Mc?aC;<8,"Xj5l?ERa<k&"Il9Kw.5

l^9#

3. /i9&?$WKVBT3^sIWr*r7?lgO"3^sI&U!$k>r

~O7^9#

m0&bK?<O""i<H&aC;<8r3N3^sINGiNQia<?<

H7F3^sIrBT7^9# 1 DNBT3^sI&/i9N_rjA9k3H

,G-^9#

4. /i9&?$WKVaC;<87-$MWr*r7?lgO"bK?<9k IBM

Firewall m0&aC;<8+iN8`?0G"kaC;<8&?0r~O7^9#

5. $:l+N7-$M/i9r*r7?lgO"V7-$M+&sHWU#<kI

K~O7^9#

V7-$M+&sHWO"Xj~VbK*1k:T$YsHNGgvFtG9#

6. $:l+N7-$M/i9r*r7?lgO"V7-$M~VWU#<kIK~

O7^9#

V7-$M~VWHO"$YsHNGiN*+ls9+iPa7?~V (,1L)

G9#

102 IBM Firewall Windows NTG: HQTNjz-



7. $:l+N7-$M/i9r*r7?lgO"VO$W^?OV$$(Wr/j

C/7F"]1CH&YkLNrh0uVK9k+7J$+r(7^9#

8. 3asHXN~OO$UG9#

9. V;rWr/jC/7^9#

7-$MjANQ9

7-$MjArQ99kKO"Vm0&bK?<7-$MI}W@$"m0&\C

/9+iQ9P]N`\r*r7"V*<WsWr/jC/7^9#Vm0&bK

?<NQ9W@$"m0&\C/9,=(5l^9#

1. V7-$M+&sHWU#<kIHV7-$M~VWU#<kIKD$FQ97

?$bFr~O7^9#

V7-$M+&sHWHO"Xj~VHbK!P5lk'Z:TaC;<8NG

gtG9#V7-$M~VWHO"aC;<8NGiN*+ls9+iPa7?

~V (,1L) G9#

2. V;rWr/jC/7^9#

7-$MjANo|

7-$MjAro|9kKO"Vm0&bK?<7-$MI}W@$"m0&\C

/9+io|P]N`\r*r7"Vo|Wr/jC/7^9#o|NN'r9k

h&Wa5l^9#VO$Wr/jC/7FN'7^9#Vo|WO"m0&U!

$k+iNo|GOJ$3HKmU7F/@5$#Vo|WOjANo|rU#7

F$^9#

]1CH&YkLN5]<H

U!$"&)<keGdj~_"i<H,/87?H-K"I}TN]1CH&Y

kKaC;<8,wil^9#3N6}G"U!$"&)<k,79F`I}Tr

FSP7^9#]1CH&YkLN5]<Hr_j9kKO"J<N 3 DN]1C

H&Yk=.WGr_j9k,W,"j^9#

1. 3^sI&+9?^$: - 3N=.WGO"=./i$"sHrHQ7Fn.*

hSQ97J1lPJj^;s#]1CH&Yk&3^sIKP7FOGU)k

H,_j5l"m0&bK?<,3lrHQ7^9,"3^sIT+iHQ9k

3HbG-^9#3N=.WGKO"]1CH&YkD-rjA9kG-N`\

,^^l^9#3N=.WGNjA*hS+9?^$:KD$FN\YO"105

Z<8NX3^sI&+9?^$:Y r2H7F/@5$#

2. L.vHTNI} - bG`r\39k0K",ZJL.vHTrjA9k,W,

"j^9#3N=.WGKO"FqGHQ5lkGU)kHNL.vHTNj9

H,^^lF$^9#HQ9kL.vHT,3N$:lGbJ$lgO"HQ9

kL.vHTr3N=.WGKIC7F/@5$#\YKD$FO"106Z<8

NXL.vHTNI}Y r2H7F/@5$#

L.vHT+iECVfr~j7F"L.vHTN{8NECVfr!:7^

9#L.vHTKd$go;kH-O",:"L.vHTNbG`ECVfHX

~7?CjN5<S9KP7F-zJ>N_jr-?9kh&K7F/@5$#

h14O U!$"&)<k&m0NbK?< 103



3. bG`I} - bG`r\39k0K",ZJbG`jArn.9k,W,"j^

9#3liNjAKO"]1CH&YkLN5]<H,HQ9k9YFNX"b

G`ps,^^l^9#3N=.WGKO"*rG-kbG`Nj9H,^^l

^9#3Nj9HKIC9k3HbG-^9,"bG`KhCFO"L.vHT

N5]<H9k!oH_9-NJ$bN,"j^9#bG`jAN]iKD$F

O"108Z<8NXbG`I}Y r2H7F/@5$#

m: IBM Firewall O"]1CH&YkLN5]<HQKHl<9,OWm0i` (TAP)

L.WmH3kr5]<H7^9#

5]<H5lkL.vHT*hSbG`

3NL.vHTG<?Y<9&U!$kKO"9YFNL.vHTH=lKX"7

?AwQia<?<,^^lF$^9# >NL.vHTrIC9k3HbG-^9#

L.vHT>HbG`ECVfJ0NQia<?<H7FO"!NbN,"j^

9#

v 8zP~?]1CH&YkKOGgaC;<89"tzP~?]1CH&YkK

OGge

v \<&l<H"QjF#<&SCH"G<?&SCH"*hS9HCW&SCH

9

L.vHTrxQ9k0K"=NL.vHT, TAP WmH3krHQ7F$k3H

rN'7F/@5$#

]1CH&Yk&3<IKO"GU)kH&bG`jA,U$F$^9#=lO!

NH*jG9#

v IBM MOD 448 14400 bps

v IBM 5853 2400 bps

v IBM 7852 28800 bps

v IBM 7855 2400 bps

v lL Hayes_9

v US Robotics Courier 9600 bps

v Zoom V.34

]1CH&YkLN5]<HN=.

V]1CH&YkN_jWO"3^sI&+9?^$:&U!$kN=.*hSL

.vHTHbG`N]iN?aKHQ7^9#]1CH&YkrHQ9klgO"

V]1CH&YkN_jWrHQ7"]1CH&YkD-r_j7F+i"m0&

bK?<rHQ7^9#

=.rOak0K"L.vHT+i5NJbG`ECVf"]1CH&Yk ID"*h

SbG`&Qia<?<r~j9k,W,"j^9#

]1CH&YkLN5]<Hr=.9kKO"=./i$"sHNJS2<7g

s&Dj<+iV79F`I}Wr*r7^9# U!$k&U)k@<&"$3sr
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@Vk/jC/7F"=(rHg7^9#V79F`&m0Wr*r7^9#U!

$k&U)k@<&"$3sr@Vk/jC/7F"=(rHg7^9#V]1C

H&YkN_jWr*r7^9#

3^sI&+9?^$:

V]1CH&YkN_jWr*r9kH"HQ9kL.vHTH"]1CH&Y

k&aC;<8rq-~`bG`r*r9k3H,G-^9#

3^sI&+9?^$:_jM

JS2<7gs&Dj<+iV]1CH&YkN_jWr*r9kH" 105Z<8N

^ 26 K(9@$"m0&\C/9H[\18"3^sI&+9?^$:_j,G-

kV]1CH&YkN_jW@$"m0&\C/9,=(5l^9#

~OU#<kIXIC9kMr"~O9k+*r7^9#

1. ]1CH&Yk ID r~O7^9#3lOLo"L.vHT,]1CH&YkKd

jvFkG-N PIN G9#

2. ]1CH&Yk&aC;<8r~O7^9#3lO"f<6<,wj?$GU)

kH&aC;<8r^`8zsG9#tzP~?]1CH&YkNlgO"aC

;<8Otz7+HQG-^;s#8zP~?]1CH&YkNlgO"F-9

H&aC;<8rHQ9k3H,G-^9#L.vHTN_jGXj5l?Gg

aC;<89r6(J$h&K7F/@5$#=&7J$H"aC;<8,Zj

NFilk3H,"j^9#3ms (:) rHQ7J$G/@5$#HQ9kH"=

lOVis/N9Z<98zGV-9(il^9#

^ 26. ]1CH&YkN_j
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3. L.vHT>,jA5lF$J$lgO"V*rWr/jC/7FL.vHTr

jA7^9#V]1CH&YkL.vHTNI}W@$"m0&\C/9,=(

5l^9#3NQMkXN~O}!KD$FO"106Z<8NXL.vHTNI

}Y r2H7F/@5$#

4. bG`>,jA5lF$J$lgO"V*rWr/jC/7FbG`rjA7^

9#V]1CH&Yk&bG`NI}W@$"m0&\C/9,=(5l^9#

3NQMkXN~O}!KD$FO"108Z<8NXbG`I}Y r2H7F/@

5$#

5. V;rWr/jC/7^9#

3^sI&+9?^$:NQ9

JS2<7gs&Dj<+iV]1CH&YkN_jWr*r9kH"3^sI&

+9?^$:N_j,G-kV]1CH&YkN_jW@$"m0&\C/9,=

(5l^9#

1. ~OU#<kIXNMr~O9k+*r7F"{8N+9?^$:~OU#<k

INMrQ97^9#

2. V;rWr/jC/7^9#

3^sI&+9?^$:No|

1. V]1CH&YkL.vHTNI}W@$"m0&\C/9^?OV]1CH&

Yk&bG`NI}W@$"m0&\C/9N`\ro|9kKO"j9H+i

`\r*r7F"Vo|Wr@Vk/jC/7^9#

o|NN'r9kh&Wa5l^9#

2. VO$Wr/jC/7Fo|rN'9k+"^?OV$$(Wr/jC/7F

V]1CH&YkN_jW@$"m0&\C/9Xaj^9#

+9?^$:`\,8_7J$lgO"]1CH&YkLN5]<HOZ<8rw

.G-^;s#

L.vHTNI}

V]1CH&YkN_jW@$"m0&\C/9NVL.vHT>WU#<kI+

i"V*rWr/jC/7^9# 107Z<8N^ 27 K(9@$"m0&\C/9H

[\18V]1CH&YkL.vHTNI}W@$"m0&\C/9,=(5l^

9#
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L.vHTNIC

77$L.vHTrIC9kKO"V]1CH&YkL.vHTNI}W@$"m

0&\C/9+iV7,Wr*r7"V*<WsWr/jC/7^9#:v9k~

OU#<kIKMr~O9k+"*r7^9#

1. L.vHT>r~O7^9#3N>0O"G-G"+DL.vHTr=,1L

G-k@1Nps,^^lF$lP"?Gb=$^;s#

2. L.vHTNECVfr~O7^9#3lOL.vHTNbG`QNECVf

G"j"\$9&Z<8s0d=N>N5<S9NVfHO[Jj^9#3l

O"@s7?Z<8s0uV*hS5<S9K,WJ"tzP~?^?O8z

P~?]1CH&YkQNOh^?O4qr+P<9kbG`ECVfGJ1

lPJj^;s#

3. Z<8s0}0KO TAP r~O7^9 (3lJ0OXjG-^;s)#

4. L.vHT,vD9k+"^?O,WH7F$kH-O"Q9o<Ir~O7

^9#

5. 8zP~?]1CH&YkNlgOGgaC;<89r"tzP~?]1C

H&YkNlgOGger~O7^9#

6. \<&l<Hr~O7^9#pur/jC/7F"j9H+iMr*r7^

9#

7. QjF#<&U#<kINVvtW"VqtW"^?OVHQ7J$Wr/j

C/7^9#

8. GU)kHNG<?&SCHr*r7^9#D^j"7^?O 8N$:l+r/j
C/7^9#

9. 1^?O 2N$:l+r/jC/7"GU)kHN9HCW&SCHr*r7^
9#

10. V;rWr/jC/7^9#

^ 27. ]1CH&YkL.vHTNI}

h14O U!$"&)<k&m0NbK?< 107



L.vHTNQ9

1. V]1CH&YkL.vHTNI}W@$"m0&\C/9+iQ97?$L.

vHTr*r7"V*<WsWr/jC/7^9#

2. Q9D=J3liNU#<kIN\YKD$FO" 107Z<8NXL.vHTNI

CY r2H7F/@5$#L.vHT>=l+NrQ99k3HOG-^;s#

Q97h&H9kH"3NU#<kIOHQX_KJj^9#

3. u>NQ9rT$^9#

4. V;rWr/jC/7^9#

L.vHTNo|

1. V]1CH&YkL.vHTNI}W@$"m0&\C/9+io|7?$L.

vHTr*r7"Vo|Wr/jC/7^9#

2. o|NN'r9kh&Wa5l^9#VO$Wr/jC/7FN'7^9#

m: L.vHTG<?Y<9KO"oK"/J/Hb 1 DNL.vHT,~CF

$J1lPJj^;s#L.vHT,jA5lF$J$H"]1CH&Yk

LN5]<HO:T7^9#

bG`I}

4HQNbG`N^Ke"kKO"bG`Ni|_j}!KD$FNX"ps,^

^lF$kO:G9#L.vHTKgo;FbG`N_jr409k,W,"kl

g,"j^9#LoO"8`bG`&3^sIrHQ9k Hayes_9bG`N_,5

]<H5l^9#

V]1CH&YkN_jW@$"m0&\C/9NbG`>U#<kIG"V*

rWr/jC/7^9# 109Z<8N^ 28 K(9@$"m0&\C/9H[\18

V]1CH&Yk&bG`NI}W@$"m0&\C/9,=(5l^9#
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3N@$"m0&\C/9rHQ7F"5^6^JbG`rIC"Q9"^?Oo

|9k3H,G-^9#

bG`NIC

77$bG`jAU!$krIC9kKO"V]1CH&Yk&bG`NI}W@

$"m0&\C/9GV7,Wr*r7"V*<WsWr/jC/7^9#VbG

`NICW@$"m0&\C/9G"~OU#<kIXNMr~O9k+"*r7

^9#

1. bG`>r~O7^9#3N>0O">NbG`jAKP7FG-G"+DbG

`r=,1LG-k@1Nps,^^lF$lP"?Gb=$^;s#

2. COM]<HVfr~O7^9#3lKhj"bG`r\39k7j"k COM ]

<H,jA5l^9# 10 hj.5$Vfr~O7^9#bG`r3N]<HXO

<I&'"*K=.7J1lPJj^;s," Windows NTXjA7FO$1^

;s#jA9kH"]1CH&Yk!=N=N]<HXN"/;9,X_5l^

9#bG`NO<I&'"_j,,ZGJ$H"]1CH&Yk&3<I,?Y

bFnTr+jV7"D$KO:T7^9#

3. i|_j9Hjs0r~O7^9#3N9Hjs0GbG`r"X lYk 4 N(

3<r}A"m<+k&5$HGjA5l?Gj\<&l<Hr}DG<?&b

G`H7FjA7^9# AT 3^sIO^aJ$G/@5$#]1CH&Yk!

=Oi|_j9Hjs0Nh,K3lrU1^9#

4. 0~\,tr~O7^9#3lO"R0KEC9k?aNVfG9#

5. V;rWr/jC/7^9#

bG`NQ9

1. bG`jAU!$krQ99kKO"V]1CH&Yk&bG`NI}W@$"

m0&\C/9GbG`>r*r7"V*<WsWr/jC/7^9#

^ 28. ]1CH&Yk&bG`NI}
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VbG`NQ9W@$"m0&\C/9K"Q9G-kbG`jANU#<kI

Nj9H,(5l^9#3liNU#<kINb@KD$FO" 109Z<8NXb

G`NICY r2H7F/@5$#

2. V;rWr/jC/7^9#

bG`No|

1. bG`jAU!$kro|9kKO"V]1CH&Yk&bG`NI}W@$"

m0&\C/9GbG`>r*r7"Vo|Wr/jC/7^9#

2. o|NN'r9kh&Wa5l^9#VO$Wr/jC/7FN'7^9#

]1CH&YkLNm.s0

]1CH&YkLNWm;9O"U!$"&)<k&m0&f<F#jF#<rH

Q7FPOm0rn.7^9#9YFN]1CH&Yk&aC;<8*hS(i<

O"U!$"&)<kNlL*J79F`&m0!=Kq-~^l^9# U!$"&

)<k&m0&U!$kN_j}!*hSH$}KD$FO" 113Z<8NXh15O

m0&U!$kH"<+$V&U!$kNI}Y r2H7F/@5$#

]1CH&Yk_jNF9H

]1CH&YkN_jr!:9kKO"]1CH&Yk&3^sIrHQ7^9#

\7/O"IBM Firewall rbq r2H7F/@5$#]1CH&YkN_jrjA

^?OQ97?H-O"79F`"bG`"L.vHT"*hSZ<8s0uV,

_$K5oKL.7"Z<8,B]Kwu5lk3Hr"]1CH&Yk&3^s

IrHQ7FN'9kh&//*+a7^9#

BT3^sI

"i<H7-$M,~e9kYKFSP9Wm0i`rXj9k3H,G-^9#

J<Nh&K7F"Wm0i`rXj7^9#

1. Vm0&bK?<I}Wr/jC/7"V7,Wr@Vk/jC/7^9#

Vm0&bK?<NICW@$"m0&\C/9,=(5l^9#

2. V/i9&?$WWImCW@&s&\C/9G"VBT3^sIWr*r7^

9#3lKhj"QMkNV3^sI&U!$k>WU#<kI,D=KJj^

9#

3. V3^sI&U!$k>WU#<kIK""i<H7-$M,~e9kH-KF

SP9Wm0i`N04$~NQ9>r~O7^9#

m0&bK?<KhjBT5lk3^sINnHG#l/Hj<O"

¥winnt¥system32 G9#3^sI&7'kO"79F`&Wm;9+i)Ae,k

?a"79F`D-Qt@1,_j5l^9#f<6<D-QtO_j5l^;

s#lLK")Ae,C?Wm0i`O"dPQ9KhkU!$k>rHQ7"

Q9U!$k>QtKM87^;s#

U!$"&)<kO"J<Nh&K"04J"i<H&aC;<8r"Wm0i

`NGiNQia<?<H7FO7^9#
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'Zc2"i<H4N: ICA0001e
f<6<4HN'Zc2"i<H: ICA0002e
[9H4HN'Zc2"i<H: ICA0003e
aC;<87-$M"i<H: ICA0004e

3liNaC;<8N04Jb@KD$FO"IBM Firewall rbq r2H7F/@

5$#
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h15O m0&U!$kH"<+$V&U!$kNI}

3NOGO"=./i$"sHrQ$Fm0!=rHQ9k}!rb@7^9# f<

6<,FoN IBM Firewall 5<P<rp7F[9HK"/;97h&H9kH" IBM

Firewall O"IBM Firewall m.s0&5<S9 KhCF]i5lF$km0&U!

$kK`\rq-~_^9#

IBM Firewall O"U!$"&)<kN=.}!K>CF"gLNm0psr8.7^

9#m0`\O"socksd(-9Q<H&U#k?<JIN5^6^JljG/87^

9#5iK"m0&U!$kO"GPC0"ps"^?O(i<JIN5^6^J

EgYlYkGq-~^l^9#3NOGO"m0I}!=Hm0&"<+$VI

}!=rHQ7Fm0&U!$kH"<+$V&U!$krI}9k}!KD$F

bb@7^9#

=./i$"sHNHQKhkm0&U!$kn.*hS"<+$V`n

=./i$"sHO"m0I}Hm0&"<+$VI}KHQ9k3H,G-^

9# 9YFNm0psr}FG-k[IN=,Jg-5rbDG#9/&9Z<9,

HQD=G"kH[j7F$^9#U!$"&)<kO" U!$"&)<k&m0!

=KP7Fk<As&GPC0*hS(i<psr8.7^9# U!$"&)<k&

m0!=K"/;9G-kNO"1 !U!$"&)<kI}T@1G9#"i<H&

aC;<8O""i<H&m0!=Kwil^9# I}F:m0psO"F:m0!

=Kwil^9#

l]<H!=r5oK0n5;k?aKgZJ3HO"U!$"&)<k&m0&

aC;<8@1r~OU!$kK-R9k3HG9# U!$"&)<k&m0H18

U!$kK>N!=,w.5lJ$h&K7J1lPJj^;s#=lrM8K~

lF79F`&m0r_j7F/@5$#

=./i$"sHNa$s&QMkK"i<Hr=(7?$lgO" "i<H&m0

!=H7FXj5l?U!$kK"i<Hrw.9k,W,"j^9#=N>Nb

Nr3NU!$kKXj7FOJj^;s#

!N%hgLO<K$/[Ig-/Jj^9#VGPC0WOgqNpsrhj~

_^9#VEWWO"GbEgJU!$"&)<k&$YsHN_rhj~_^

9#

v GPC0

v ps

v Yp

v (i<

v EW

U!$"&)<k&Wm7<8c<,Bj9k^G"VpsWlYk+iOak3

Hr*+a7^9#=NeG"VYpW^?OV(i<WKQ99lP"m0h0

H79F` &m0&5$:r:i93H,G-^9#
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%hgLlYkO"aC;<8&?0N\xt (i,e,w,s..)K5NKP~7^;s#. C

jNaC;<8r7cCH*U9k}!r=L7F*/,W,"k+b7l^;

s#

m0!=NIC

=./i$"sHNJS2<7gs&Dj<NV79F`I}WU!$k&U)k

@<&"$3sr@Vk/jC/7F"=(rHg7^9#V79F`&m0WU

!$k&U)k@<&"$3sr@Vk/jC/7F=(rHg7^9#Vm0!

=Wr*r7^9#Vm0!=W@$"m0&\C/9,=(5l"=_HQD=

KJCF$km0!=N;CH,(5l^9#

1. =_HQD=KJCF$k3liNm0!=K79F`&m0`\rIC9k

KO"Vm0!=W@$"m0&\C/9+iV7,Wr*r7"V*<W

sWr/jC/7^9#

114Z<8N^ 29 K(9"Vm0!=NICW@$"m0&\C/9,=(5l

^9#

2. V?$WWNpur/jC/7F?$Wr*r7^9#U!$k>r~O7^

9#

3. m0!=O"m0K-?9kpsN?$WHw.5r=L7^9#V!=WN

pur/jC/7F!Nm0!=N$:l+r*r7^9#

^ 29. m0!=NIC
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v U!$"&)<k&m0 - lL*JU!$"&)<k&m0#U#k?<&m

.s0b^_^9#

v "i<H&m0 - "i<H=(rhj~`?aKHQ5l?m0&bK?<&

G<bsu7*hS7-$Mc?Yp#

v a<k&m0

4. V%hYWNpur/jC/7F"%hYr*r7^9#EgY,g-/JC

F$/h&K"m.s0N%hY,j9H5l^9#*r7?%hYO"Gc

lYkGm0K-?5l^9#

5. m0&U!$k>r~O7^9#m0&U!$k>,dPQ9 (Ii$V>H_

-f ¥ GO^k) r}CF$F"=NU!$kXNQ9,8_7F$J1lPJ

j^;s#

6. "<+$VI}O"U!$k>?$W&m0!=rQ$F7+HQG-^;

s#m0&U!$k&5$:,HQD=KJkH"j|*K=lro:9k3

H,G-^9#"<+$VI}rHQD=K9k3HO"fwlogmgmt 3^sI,

M89kQia<?<r_j9k3HrU#7^9#\7/O"116Z<8N

Xm0N"<+$VYr2H7F/@5$#"<+$VI}Qia<?<rH

QD=K7?j"HQTDK7?jG-^9#

7. "/F#V&m0bNl3<I,"<+$V5lk^GN4|tr*r7^

9#3NMO"<m^?O=lJeGJ1lPJj^;s# fwlogmgmt -l 3^

sI,"3Np`r~?9"/F#V&m0&l3<Ir!P9kH""<+

$V,88^9#m0I}GO"m0&l3<Ir]}9k|trW;9k~

K"v|O^a^;s#

8. "<+$V&U!$k>*hS04JQ9r~O7^9# IBM Firewall O"G

#l/Hj<rHC?GU)kHN"<+$V!=rs!7^9#?@7",

WJlgO"Wi0$s&"<+$V!=rHQ9k3HbG-^9#

9. "<+$VQ_m0&U!$k,"<+$V+io|5lk^GN4|tr*

r7^9#3NMO"<m^?O=lJeGJ1lPJj^;s# fwlogmgmt -a

3^sI,"3Np`r~?9"<+$VQ_U!$kr!P9kH"|n,

Tol^9#m0I}GO""<+$VQ_U!$kr]}9k|trW;9

k~K"v|O^a^;s#

10. V;rWr/jC/7^9#

m0!=NQ9

1. Vm0!=W@$"m0&\C/9+iQ97?$U!$"&)<k&m0`\

r*r7"V*<WsWr/jC/7^9#

Vm0!=NQ9W@$"m0&\C/9,=(5l^9#

2. u>NU#<kIrQ97^9#3liNU#<kINb@KD$FO"114Z

<8NXm0!=NICY r2H7F/@5$#

3. V;rWr/jC/7^9#

m0!=No|

1. Vm0!=W@$"m0&\C/9eN=_HQD=KJCF$k`\+iU!

$"&)<k&m0`\*r7"Vo|Wr/jC/7^9#

Vo|NYpWQMk,=(5l^9#
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2. o|r3T7?$lgO"V;rWr/jC/7^9#d_9klgO"Vh

CWr/jC/7^9#VhCWr/jC/9kH"B]Nm0&U!$kOo

|5l^;s#

m0N"<+$V

"<+$V&Wm;9GO"J<N3HrT$^9#

v "/F#V&m0+i:vNl3<Ir|n7^9#

v 3liNl3<IrL9NU!$kKV-^9#

v kLU!$kr5L7^9#

v 7,U!$kr"<+$V&G#l/Hj<K~l^9#

_Q5l?m0&l3<Ir"<+$V9k?aNm0I}Wm0i`r+O9k

KO"!N 2 DN}!,"j^9#

1. 3^sIT+i fwlogmgmt -l 3^sIrBT9k#

2. NT 918e<k&5<S9H7F fwlogmgmt -l 3^sIr_j9k#

m0&"<+$Vr|n9kH":vN"<+$V&U!$k,"<+$V&G#

l/Hj<+io|5l^9#

"<+$V&U!$kr|n9kKO"!N 2 DN}!,"j^9#

1. 3^sIT+i fwlogmgmt -a 3^sIrBT9k#

2. NT 918e<k&5<S9H7F fwlogmgmt -a 3^sIr_j9k#

:vNl3<I*hSU!$kO"m0!=jAGXj5l?MKhCF=L5l

^9#\7/O"114Z<8NXm0!=NICY r2H7F/@5$#

m0I}Wm;9rBT9kGbz(*"^?OXxJ}!O"m0I}Wm;9

r NT 918e<k&5<S9H7F_j9k3HG9#V3sHm<k QMkW

NV5<S9 *V8'/HWrHQ7F"Wm;9r+O7F/@5$#

?H(P"m0I}"<+$V&Wm;9rh|a0 3:00 KBT9kh&K_j9

kKO!Nh&K~O7^9#

at 3:00 /every:M,T,W,Th,F,S,Su fwlogmgmt -l

Wi0$s DLL

IBM Firewall NGU)kH DLL rV99k?aKHQG-kU!$"&)<k&"

<+$P<NWi0$s DLL N\YKD$FO" IBM Firewall rbq r2H7F

/@5$#

m0I}PO

m0I}!=O"m0I}"/F#SF#<rT&0K"$/D+N=w*J]4

-!:rT$^9#3^sIT+i fwlogmgmt 3^sIrBT9kH"dj/8~K

GGkL,U!$"&)<k&m0!=Kwil^9#

a<k&m0!=^?OI}F: (local0)m0!=O">N!=HO[Jk"<+$

V,'rroH7^9#9YFNm0!=O""<+$V,"<+$VQKHQD
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=KJkh&Wa7^9#?@7"U!$"&)<k (local4)*hS"i<H (local1)

NFm0&l3<IO"3liN|U,""<+$Vh}NBT~K"!=jAG

Xj7?p`r6(?H-KN_"<+$V5l^9#=Nl}"9YFNa<k

Q^?OF:QNm0&U!$kO=N?SK"<+$V5l^9#^?"a<

k&m0NpsOGPC0\*KM85l"Lo3Npsr"<+$V9kAMO

"^j"j^;s#>}G"lL*Khj-WJa<kpsO"U!$"&)<k

(local4) m0bK-?5l^9#

l]<H&f<F#jF#<

l]<H&f<F#jF#<!=rHQ7F"G7N"^?O"<+$V5l?m

0&U!$k+il]<Hrn.9kHXxG9# l]<H&f<F#jF#<O"

T.*hSA0_j5l?I}psr=A0NU!$kG8.9k?a"jl<7

gJk&G<?Y<9&F<VkXN^CTs0,FWG9# 3liNF<VkO"

U!$"&)<kI}T,J<N,Or9k]"rK)A^9#

v U!$"&)<kNlL*JHQ!

v U!$"&)<kh}GN(i<

v ;-e"&MCHo</XN5vD"/;9

I}TO"3liNf<F#jF#<HU!$"&)<k&m0rHQ7F"O}

E1il?aC;<8&F-9H&U!$krn.9k3H,G-^9#5iK"

=A0NU!$krn.7F"DB2 U!_j<=JJINjl<7gJk&G<?Y

<9&79F`X$s]<H9k3H,G-^9#I}TO"=$=Hq@l (SQL)

rHQ7FG<?rHq7"l]<Hr8.9k3H,G-^9#

l]<H&f<F#jF#<O"U!$"&)<k&$s9H<kNltH7F$

s9H<k5lF$^9#l]<H&f<F#jF#<rL9K$s9H<k7

F"sU!$"&)<k&[9HeGBT9k3HbG-^9#=./i$"sH

rHQ7F"3liNf<F#jF#<rU!$"&)<kGBT9k3H,G-

^9#sU!$"&)<k&^7sNlgO"3^sITrHQ7^9#

l]<H!=r5oK0n5;k?aKgZJ3HO"U!$"&)<k&m0&

aC;<8@1r~OU!$kK-R9k3HG9# U!$"&)<k&m0H18

U!$kK>N!=,w.5lJ$h&K7J1lPJj^;s#=lrM8K~

lFU!$"&)<k&m.s0r_j7F/@5$#

IBM Firewall AIX G P<8gs 3.1 hjJ0Nm0&U!$kKP7F"l]<H

!=rHQ7J$G/@5$#?@7"IBM Firewall AIX G P<8gs 3.1 J_N

m0&U!$krh}9k?aKl]<H!=rHQ9k3HOG-^9#3li

N!=rHQ7F AIX su m0rh}9k3HbG-^9#l]<H&f<F#jF

#<N\YKD$FO" IBM Firewall rbq r2H7F/@5$#

=./i$"sHNHQKhkl]<H&f<F#jF#<NBT

=./i$"sHNJS2<7gs&Dj<NV79F`I}WU!$k&U)k

@<&"$3sr@Vk/jC/7F"=(rHg7^9#V79F`&m0WU

!$k&U)k@<&"$3sr@Vk/jC/7F=(rHg7^9#Vl]<

H&f<F#jF#<Wr*r7^9# 118Z<8N^ 30 K(9"Vl]<H&f

<F#jF#<W@$"m0&\C/9,=(5l^9#
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1. IBM Firewall Kw(U1NGU)kHN"<+$P<Nlg"m0&"<+$V&

Q9>KO"5Lm0&U!$k,~CF$kG#l/Hj<rXj7^9#

Vm0!=W@$"m0&\C/9NV"<+$V&G#l/Hj<WU#<k

IKXj7?G#l/Hj<rVm0&"<+$V&Q9>WU#<kIX~O

7^9#"<+$V&U!$kXNdPQ9>r~O7^9#"<+$V5lF

$J$m0&U!$kr=(7?$lgO"3NU#<kIrVis/K7F*

-^9#

2. Vl]<H&?$WWr*r7^9#H%5l?m0&aC;<8&F-9Hr

n.9kKO"VF-9H&m0Wr*r7^9# DB2 QN=A0U!$krn

.9kKO"VF<Vk&m0Wr*r7^9#3&7Fn.5l?U!$kr

DB2 K$s]<H9klgO"m0&G<?KD$F SQL HqrT&3H,G

-^9#\7/O"IBM Firewall rbq r2H7F/@5$#

3. m0&U!$k>KXj9kNO"5L5l?"<+$V&m0&U!$kN$

:l+ 1 D">N-zJU!$"&)<k&m0"^?O AIX su m0&U!$

k>G9#Vm0&"<+$V&G#l/Hj<WU#<kIKG<?r~O7

?lgO"Vm0&U!$k>WNpur/jC/7F"h}P]Nm0r*r

9k3H,G-^9#9FCW 1 GVm0&"<+$VWr~O7J$lgO"

^ 30. l]<H&f<F#jF#<
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33G~O9kVm0&U!$k>Wr"-zJ5LU!$"&)<k&m0&

U!$k^?O suU!$k&m0N>0K7J1lPJj^;s#4Q9rXj

9k,W,"j^9#

4. Firewall ^?O AIX su N$:l+Nm0&?$Wr*r7^9#

5. POF-9HQNQ9*hSU!$k>r~O7^9#

6. VO$Wr*r7F"F<Vk&m0WaNkLr{8N=A0U!$kKIC

9k+"^?OV$$(Wr*r7F{8NU!$krV-9(^9#

7. 3NU#<kIKhj"POF-9H&U!$kKV+lkaC;<8NCjN

?$Wr*rG-^9#3NU#<kIN3sFsDO"8` Windows NT N

Find 3^sIX[V5lkQia<?<H7Fh}5l^9#?H(P"U#<

kIK ″ICA0″ H~O9kH (zQd,\)"J<N3^sIrBT7F$klg

Gb"3N3sFsDOQia<?<H7Fh}5l^9#

fwlogtxt < my.log | find "ICA0"

J<O"3NU#<kIX[VG-k$/D+NcH=NkLG9#

U#k?< kL
"ICA0" m0&bK?<7-$MN"i<H&aC;<8rj9H
"ICA3" Socks X"NaC;<8 (#ICA3000 - 3999) rj9H
"ICA2010" ICA2010 aC;<8N*+ls9N_rj9H
/V "ICA3" Socks aC;<8J0NaC;<8r9YFj9H
/C "ICA001" ICA0001 aC;<8tr+&sH

8. V;rWr/jC/9kH"Wa7?U!$k,XjNPOG#l/Hj<Kn

.5l^9#

9. Vl]<H&f<F#jF#<NkLWNhKO"BT5l?l]<H&f<F

#jF#<+iN(i<&aC;<8,=(5l^9#VF-9H&m0Wl]

<H&?$W+iNkLm0&F-9Hr=(9kKO"U!$"&)<kN

V=./i$"sHWNa$s&QMkeNVm0&Se<"<Wr/jC/7

F"04$~NPOU!$k>r~O7^9#VF<Vk&m0Wl]<H&?

$WNkLN .tbl U!$krG<?Y<9Km<I9k}!KD$FO" IBM

Firewall rbq r2H7F/@5$#

h15O m0&U!$kH"<+$V&U!$kNI} 119
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h16O MCHo</&"Il9NQ9

$s?<MCHN^.J/#K<$"IP "Il9NT-,EWJdjHJCF$^

9#MCHo</&"Il9Q9 (NAT) rHQ9kH""Il9NFxQKpE$

F"IP "Il9NT-Ndjrrh9k3H,G-^9#

lQMCHo</bN"Il9KO"soK-$"Il9uV (lL*K 1 "Il9

uVv?j 10.0.0.0./i9) rdjvFk3H,G-^9#3liOlQN"Il9

G"$s?<MCHGx+9k3HOG-^;s#7?,CF"3liN"Il9

rLN IP MCHo</,FxQ9k3H,G-^9#1lNP?Q_ IP "Il9

rHQ9kH"?/5sNlQMCHo</&"Il9,#5l^9# NAT O$P

?N"Il9H]<HVfr-zJP?Q_$s?<MCH&"Il9H]<HV

fKQ97^9#$sP&sIX(GO"NAT OP?Q_N$s?<MCH&"Il

9H]<HVfr$P?N"Il9H]<HVfKQ97>7^9 # NAT Nx@

O"MCHo</,"lQN^?O5vDN"Il9rHQ7F$s?<MCHe

N[9HHL.G-k3HG"j"3lKhCF"lQMCHo</K-$"Il

9uVrbD3H,G-^9#5iK"NAT rHQ9k3HKhCF";-ejF#

<NIClYkrs!9k0t+i"lQMCHo</bN"Il9r#93Hb

G-^9#

121Z<8N^ 31 O"IBM Firewall D-GNp\ NAT `nr(7F$^9#

;-e"&[9HG8.7? TCP/UDPQ1CHKO"P?Q_N$s?<MCH&

"Il9HV-9(?w.5"Il9,"j^9#;-e"&[9HN]<HO"

G-N]<HVfKQ95l^9#9YFN"&HP&sI&Q1CHNw.5"

Il9O18G9,"]<HVfOG-G9##tP 1 NQ9HFPlk3NQ9A

0KhCF"?/N;-e"&[9Hr1lN"Il9K#93H,G-^9# IP X

C@H TCP/UDP?wXC@bK*1kQ1CHN!:5WO975l^9#1~K

\3G-kGgtO"64536K)B5l^9#(B]O64512)3lO]<H 0 +i

1023O=sQ_@+iG9#$sP&sI\3O"(0*H$&hj) E*Q9F<V

k~OG5]<H5l^9#?H(P"195.9.5.2r 10.1.1.1K^CW9k NAT Q

^ 31. MCHo</&"Il9Q9
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9F<VkKE*-~`\,"klgN_"[9H 193.5.8.2O"[9H 10.1.1.1G

TCP\3r+O9k3H,G-^9 (0m<Pk&"Il9 195.9.5.2rHQ7F)#

TCP/UDP"Wj1<7gsG8.9k9YFNQ1CHrQ97^9# IP Q1CH

K^^lk"Wj1<7gs&G<?K IP "Il9,^^lF$kH"c2,/8

7^9#"Il9Q9KHCFCKqpJ"Wj1<7gsO"FTPG9# FTP3

sHm<k\3O"aC;<8K ascii3<I=7? IP "Il9r^` ″PORT″ 3
^sI^?O ″PASV″ V.r/T7^9#3Nlg"NAT O"IP XC@N"Il9

@1GJ/"Z$m<IbN ascii"Il9H]<HVfbQ99k,W,"j^9#

d,Fx+5lk APAR Njj<9KhCF" NAT N #tP 1 H MAP Q9N

*W7gsO"$sP&sIH"&HP&sIN ICMP Q1CHrQ99k3H,G

-kh&KJj^9#>wN[+K{8NQ9F<Vk-~`\,"klgN_"

$sP&sIN ICMP V.Q1CH (ping"?$`9?sW""Il9&^9/) H

9YFN(i<&Q1CH ($eNPOh"=<9CG">w"~V6a"*hST

5JQ1CH&aC;<8) rQ97^9# ICMP >wO"$Q9N NAT Nfr\

07^9#3lOU#k?<,'K:L7F$F"ICMP >wrvD9k+""k$

Oq]7^9#

"&HP&sINHq&~z ICMP Q1CH (pingWa/~z"?$`9?sWWa&

~z""Il9&^9/Wa~z) O"LN;-e"&[9H+iN ICMP Q1CH

,1lNP?Q_"Il9r&QG-kh&J"Q1CHN;-e"&"Il9H

ICMP Hq1LRrQ99k3HKhCF"5]<H9k3H,G-^9#

I}TO"CjN ICMP Q1CH"CK"Il9N^9/&~z*hS>w,;-e

"&MCHo</Hs;-e"&MCHo</Vr.lk3H,G-kh&KmU

9k,W,"j^9#U!$"&)<krp7? ICMP HiU#C/KvD5lk!

)]nc2KX9kpsKD$FO"!NlCIVC/r2H7F/@5$#3N

lCIVC/O2M8%Kj9H5l"=jO!NH*jG9: Guarding the Gates

Using the IBM eNetwork Firewall for NT 3.2#

IBM eNetwork Firewall NAT $sWjasF<7gs

IBM Firewall NAT $sWjasF<7gsGO"e-Gb@7?h&Jp\"Il

9Q9r5]<H7F$^9,"!Nh&JmUv`,"j^9#

v Z$m<IbK IP "Il9psr^` TCP/UDP"Wj1<7gs (<-Gb@

9k FTPr|/) KO"e-NLjKQ95l?Q1CH&XC@&U#<kI,

"k@1G9#3lO"DNS ^?O SNMP Nh&J UDP "Wj1<7gsK

O"Q95l?Z$m<IbK^^lk"Il9ps,J$3HrE[Xj7F

$^9#

v FTP PORT3^sIO04KQ95l^9#7+7" PASV ~zQ1CHKH_

~^l?"Il9OQ95l^;s#

v ICMP Wa&~zHEf=aC;<8OQ95l^9#3lKhCF"?H(P"

"&HP&sI ping ," TCP Q9 MTU G#9+Pj<H1MK57/n0G

-kh&K7^9#

122 IBM Firewall Windows NTG: HQTNjz-
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v 0*Q9F<Vk-~`\ro|7"P?Q_N IP "Il9rHQD=J"Il

9NW<kKa90K"NAT OTCPZGr!P7J$I3m+"=.D=J"$

Ik&?$`"&HK~z7^9#

NAT"U#k?<*hSHsMkVNPCNc

123Z<8N^ 32 O"NAT"U#k?<*hSHsMkVNPCNcr(7F$^

9#

IPSec ESPHsMk,"U!$"&)<k 9.67.23.2H 204.96.140.2NVK_j5l

F$kH[j7^9# NAT O 9.67.23.2U!$"&)<kGN_"/F#VKJj

^9#3lO"3N;-e"&MCHo</OlQ"Il9rHQ9k+iG9#

HsMkNb&l}N<N;-e"&MCHo</O NAT rHQ7F$^;s#p

\ NAT Q9r(9[+K (8+i 2 V\NQ1CHbK"k@zNU#<kIO"

"&HP&sIN"Il9Q9fKQ95lkQ1CHbNU#<kIr(7^

9)" 123Z<8N^ 32 O"[9H+iQ95l?Q1CH,"Q95lF$J$ IP

Q1CHK+W;k=5lF$k3Hb(7F$^9#

lL*K"U#k?<h}O"NAT H NAT Q9eN$sP&sI&Q1CHhj0

N"&HP&sI&Q1CHK,Q5l^9#7?,CF"U#k?<,'O$Q

9N"Il9rp\H7^9# NAT HHsMk,^^lkH""/F#VJ NAT r

bDU!$"&)<kNU#k?<,'b"$Q9N"Il9rp\H7^9#H

sMkNb&l}N<GO (NAT ,3NU!$"&)<kGO"/F#VGJ$H>

j7F)"$sP&sI&Q1CHNU#k?<,'OQ9Q_N=<9H8h"I

l9rp\H7^9 ($sP&sIH"&HP&sI=l>lKP7)# NAT ,Hs

MkN><G"/F#VG"klgO"e-Nb@O>}~K,Q5l^9#

^ 32. NAT"U#k?<*hSHsMkVNPCNc
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cH7F 123Z<8N^ 32 G(7?7Jj*rHQ7F"=7F";-e"&[9

H 10.1.1.1,HsMkN~3&&N;-e"&[9HHL.G-kh&K9k3Hr

\*H[j7" 10.1.1.1KUC5l?U!$"&)<kKO"10.1.1.1,HsMkN

~3&&N 204.96.145HL.G-kh&K9kU#k?<,',J1lPJj^;

s#POh[9HK\35l?[+NU!$"&)<kGO"U#k?<,'O"

HsMkrp7? 9.67.23.1H 204.96.145.9NVNL.,vD5lJ1lPJj^;

s#

NAT KX9k\Y

!NvD,,WJlgO"NAT rHQ7^9#

v ;-e"&^7sN"Il9,]n5lF$klgK"U!$"&)<kNem

N^7sK>\"/;99k#

v P?Q_N"Il9rb?J$#tN^7s,"$s?<MCHeN5$HK#

9k3H,G-kh&KP?Q_N"Il9r&QG-kh&K9k#

v s;-e"LVJ0NLV+i[+N^7s,"U!$"&)<kNemN5<

P<K"/;99k#

NAT N?aKP?Q_N"Il9r ISP+iM@7^9# NAT N?aKHQ7?

9YFN"Il9r"[+N\*KHQ9k3HOG-^;s#

NAT KO!N 4 DN*W7gs,"j^9#

#tP 1 (Many-to-One)
?/5sN (65536^G) bt"Il9, 1 DNP?Q_ IP "Il9r&

QG-kh&K"Q1CHN;-e"&"Il9H]<HVfrQ99k3

Hr^sG$^9#P?Q_N IP "Il9r&Q7?bt"Il9Om<+

k&"Il9r#7^9,"5iK"U!$"&)<kNs;-e"&"I

l9KP7F"[+NP?Q_N$s?<MCH&"Il9,,WG9#

NAT =.O"#tP 1 N-~`\rHQ9k]<HQ9KH&P?Q_N

$s?<MCH&"Il9r1L7^9#

Q9 (Translate)
Q99k;-e"&"Il9Nj9Hrn.9k?aKHQ7^9#

|0 (Exclude)
Q97J$;-e"&"Il9Nj9Hrn.9k?aKHQ7^9#

^CW (Map)
CjN;-e"&"Il9QK"CjNP?Q_"Il9r=s9k?aK

HQ7^9#

=./i$"sHrHQ7?"MCHo</&"Il9Q9N=.

1. =./i$"sH&JS2<7gs&Dj<G""Il9Q9U!$k&U)k

@<&"$3sr@Vk/jC/7F"=(rH%7^9# NAT U!$k&U)

k@<&"$3sr@Vk/jC/7F"=(rH%7^9#

2. VNAT Setup (NAT ;CH"CW)Wr*r7F"MCHo</&"Il9Q9b
8e<kr=.7^9#
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125Z<8N^ 33 K(9VNetwork Address Translation List ( MCHo</&

"Il9Q9j9H)W,=(5l^9#

3. NAT =.U!$kK^^lkMCHo</&"Il9Q9-~`\O"3N@$

"m0&\C/9K=(5l^9# NAT -~`\NIC"Q9"^?Oo|rT

&3HbG-^9#

NAT -~`\NIC
1. VNetwork Address Translation List ( MCHo</&"Il9Q9j9H)W+
iVNew (7,) Wr*r7"VOpen (+/)Wr/jC/7F NAT =.U!$

kK7,N-~`\rIC7^9#

125Z<8N^ 34 K(9h&JVAdd NAT (NAT NIC)W@$"m0&\C/
9,=(5l^9#

2. VAdd NAT (NAT NIC)W@$"m0&\C/9+i"VType of NAT (NAT

N?)WU#<kINpur/jC/7F"!Nf+i*r7^9#

v Many-to-One Registered Network Address (#tP 1 NP?Q_MCHo</&

"Il9): =sQ_N IP "Il9KXj7? IP "Il9rIC7^9#Qi

a<?O"Q9F<VkKX"9k=sQ_N IP "Il9H?$`"&HG

9#

^ 33. MCHo</&"Il9Q9j9H

^ 34. NAT=.NIC
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v Translate Secured Network Address (]n7?MCHo</&"Il9NQ9): M

CHo</&"Il9Q9r,WH9k;-e" IP "Il9NOOrXj7^

9#

v Exclude Secured Network Address (]n5l?MCHo</&"Il9N|0):

MCHo</&"Il9Q9+i|09kY-;-e" IP "Il9NOOrX

j7^9#

v Map Secured Network Address (]n5l?MCHo</&"Il9N^CW): 1

P 1 N]nPP?Q_N IP "Il9E*Q9rjA7^9#

#tP 1 NP?Q_NMCHo</&"Il9

#tP 1 NP?Q_"Il9-~`\,Q1CHN;-e"&"Il9H]<HVf

rQ97F"?/5sN (65536^G) bt"Il9, 1 DNP?Q_ IP "Il9

r&QG-kh&K7^9# 3lG"1 DNP?Q_N IP "Il9G"?/5sN

m<+k&"Il9r#93H,G-^9# (U!$"&)<kNs;-e"&"I

l9KO"ICNP?Q_$s?<MCH&"Il9,,WG9#)

;-e"&[9H,Q1CHrs;-e"&MCHo</Kw.9kH" 1 DNP?

Q_ IP "Il9,dj6il^9#3NG-N IP "Il9O" IBM Firewall H

;-e"&MCHo</N0N^7sNVG IP Ul<`rHis9]<H9k?a

KHQ7^9#

VAdd NAT (NAT NIC)WhL+iVMany-to-One (#tP 1)Wr*r7?lgO"

!NMr~O7^9#

Registered IP Address ( P?Q_ IP "Il9)
ISP+iM@7^9#3N"Il9O"9YFN;-e"&"Il9,#9.

t@U- 10 JtN IP "Il9KJj^9#

VSelect (*r)Wr/jC/7FMCHo</&*V8'/Hr*r7"
VSelect Network Object ( MCHo</&*V8'/HN*r)W@$"m
0&\C/9r~j7^9#MCHo</&*V8'/Hr*r7F"V;

rWr/jC/7^9#MCHo</&*V8'/H,"VAdd NAT
Configuration (NAT =.NIC)W@$"m0&\C/9NVNetwork Object

( MCHo</&*V8'/H)WU#<kIKIC5l^9# "k$O""

i+8aMCHo</&*V8'/Hrn.7J+C?lgO"U#<kI

K>\Mr~O7^9#

?$`"&HM

NAT ,P?Q_ IP "Il9rr|G-k0K""Il9Q9,"$Iku

VG$ilk,tr~O7^9#3N?$`"&HMO"3N-~`\GX

j9k IP "Il9NOObNP?Q_ IP "Il9K@1,Q5l^9#

GU)kHO 15 ,G9#MNOOO 5 +i 45 G9#

]n5l?MCHo</&"Il9NQ9

]n5l? IP "Il9NQ9N-~`\O"IP "Il9Q9rBT9k?aK,W

J;-e"&MCHo</&"Il9N;CHrjA7^9# GU)kHGO"]n

5l? IP "Il9NQ9;CHbN9YFN;-e" IP "Il9KP9k"Il

9Q9rBT7^9#
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VAdd NAT (NAT NIC)WhL+iVTranslate (Q9)Wr*r7?lgO"!NM

r~O7^9#

Secured IP Address ( ]n5l? IP "Il9)
MCHo</&"Il9Q9K,WJ;-e" IP "Il9NOOr1L9k

.t@U- 10 JtN IP "Il9rXj7^9#

VSelect (*r)Wr/jC/7FMCHo</&*V8'/Hr*r7"
VSelect Network Object ( MCHo</&*V8'/HN*r)W@$"m
0&\C/9r~j7^9#MCHo</&*V8'/Hr*r7F"V;

rWr/jC/7^9#MCHo</&*V8'/H,"VAdd NAT
Configuration (NAT =.NIC)W@$"m0&\C/9NVNetwork Object

( MCHo</&*V8'/H)WU#<kIKIC5l^9# "k$O""

i+8aMCHo</&*V8'/Hrn.7J+C?lgO"U#<kI

K>\Mr~O7^9#

Secured IP Address Mask ( ]n5l? IP "Il9&^9/)
IP "Il9NOOr1L9k?aKHQ9k;-e" IP "Il9GSCH

rXj9k5VMCH&^9/Nh&J"^9/rXj7^9# 0 K_j5

lk3N^9/NSCHO" 0 ^?O 1 rbDSCHLV, IP "Il9N

OObKhj~^lF$k3Hr(7F$^9#7?,CF"^9/bG

255.255.255.255rXj9k3HO"#lN;-e" IP "Il9,3NQ9

-~`\Khj~^lF$kr(7F$^9#3Nlg" 255.255.255.0N^

9/O""Il9Q9K,WJ/i9 C N IP "Il9r(7F$^9#

]n5l?MCHo</&"Il9N|0

;-e" IP "Il9N|0-~`\O"IP "Il9Q9rBT9k?aK NAT r

,WH7J$;-e"&MCHo</&"Il9N;CHrjA7^9# GU)kH

GO"]n5l? IP "Il9NQ9;CHbN9YFN;-e" IP "Il9KP

9k"Il9Q9rBT7^9#

VAdd NAT (NAT NIC)W@$"m0hL+iVExclude (|0)Wr*r7?lg

O"!NMr~O7^9#

Secured IP Address ( ]n5l? IP "Il9)
MCHo</&"Il9Q9+i|09Y-;-e" IP "Il9NOOr1

L9k.t@U- 10 JtN IP "Il9rXj7^9#

VSelect (*r)Wr/jC/7FMCHo</&*V8'/Hr*r7"
VSelect Network Object ( MCHo</&*V8'/HN*r)W@$"m
0&\C/9r~j7^9#MCHo</&*V8'/Hr*r7F"V;

rWr/jC/7^9#MCHo</&*V8'/H,"VAdd NAT
Configuration (NAT =.NIC)W@$"m0&\C/9NVNetwork Object

( MCHo</&*V8'/H)WU#<kIKIC5l^9#"k$O""

i+8aMCHo</&*V8'/Hrn.7J+C?lgO"U#<kI

K>\Mr~O7^9#

Secured IP Address Mask ( ]n5l? IP "Il9&^9/)
IP "Il9NOOr1L9k?aKHQ9k]n5l? IP "Il9NSC

HrXj9k5VMCH&^9/Nh&J"^9/rXj7^9# 0 K_j

5lk3N^9/NSCHO" 0 ^?O 1 rbDSCHLV, IP "Il9

h16O MCHo</&"Il9NQ9 127
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NOObKhj~^lF$k3Hr(7F$^9#7?,CF"^9/bG

255.255.255.255rXj9k3HO"#lN]n5l? IP "Il9,3N-

~`\GXj5lF$k3Hr(7F$^9#3Nlg" 255.255.255.0N^

9/O"/i9 C N IP "Il9,"Il9Q9+i|05lk3Hr(7

F$^9#

]n5l?MCHo</&"Il9N^CW

]n5l? IP "Il9N^CW-~`\O";-e" IP "Il9+iP?Q_N

IP "Il9XN 1 P 1 N^CTs0rjA7^9# 3N 1 P 1 NIP "Il9N

^CTs0O"FTP ^?O Telnet/i$"sHNh&J0t"Wj1<7gsN/

i$"sH,"]n5l?MCHo</bKos9k5<P<&^7srHQ7F

TCP;C7gsr;CH"CWG-kh&K7^9#;-e" IP "Il9N^CW

-~`\bNP?Q_ IP "Il9O"P?Q_ IP "Il9N=s-~`\GXj

5lkIP "Il9uVr*<P<iCW9k3H,G-^9#

VAdd NAT Configuration (NAT =.NIC)W@$"m0&\C/9+iVMap (̂

CW)Wr*r7?lgO"!NMr~O7^9#

Secured IP Address ( ]n5l? IP "Il9)
Xj5l?P?Q_ IP "Il9KQ99kY-.t@U- 10 JtN IP "

Il9#

VSelect (*r)Wr/jC/7FMCHo</&*V8'/Hr*r7"
VSelect Network Object ( MCHo</&*V8'/HN*r)W@$"m
0&\C/9r~j7^9#MCHo</&*V8'/Hr*r7F"V;

rWr/jC/7^9#MCHo</&*V8'/H,"VAdd NAT
Configuration (NAT =.NIC)W@$"m0&\C/9NVNetwork Object

( MCHo</&*V8'/H)WU#<kIKIC5l^9# "k$O""

i+8aMCHo</&*V8'/Hrn.7J+C?lgO"U#<kI

K>\Mr~O7^9#

Registered IP Address JP?Q_ IP "Il9) U#<kI
Xj7?;-e" IP "Il9,Q95lk.t@U- 10 JtN IP "Il

9#

VSelect (*r)Wr/jC/7FMCHo</&*V8'/Hr*r7"
VSelect Network Object ( MCHo</&*V8'/HN*r)W@$"m
0&\C/9r~j9k3H,G-^9#MCHo</&*V8'/Hr*

r7F"V;rWr/jC/7^9#MCHo</&*V8'/H,"

VAdd NAT Configuration (NAT =.NIC)W@$"m0&\C/9N
VNetwork Object (MCHo</&*V8'/H)WU#<kIKIC5l^

9#

NAT -~`\NQ9

VNAT Configuration (NAT =.)W@$"m0&\C/9+i{8N NAT -~`

\r*r7F"VOpen (+/)Wr/jC/7"NAT =.U!$kNVNetwork

Translation (MCHo</Q9)W-~`\rQ97^9#
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NAT -~`\No|
1. VNAT Configuration (NAT =.)W@$"m0&\C/9+i{8N NAT -~

`\r*r7F"VDelete (o|)Wr/jC/7"NAT =.U!$kNVNetwork

Translation (MCHo</Q9)W-~`\ro|7^9#

N'@$"m0\C/9,=(5l^9#

2. VO$W^?OV$$(Wr*r7^9#

NAT /0
1. =./i$"sH&JS2<7gs&Dj<G""Il9Q9U!$k&U)k

@<&"$3sr@Vk/jC/7F"=(rH%7^9# NAT U!$k&U)

k@<&"$3sr@Vk/jC/7F"=(rH%7^9#

2. VNAT Activation (NAT /0)Wr*r9kH" 129Z<8N^ 35 K(9bNH

[\18@$"m0&\C/9,=(5l^9#

3. !N$:l+r*r7F"VExecute (BT)Wr/jC/9k3H,G-^9#

v Xj5l? NAT =.U!$kK^^lkMCHo</&"Il9Q9-~`\

NEv-!:rT$^9#

v =.r/0/977"=_ NAT b8e<k,HQ9kVNetwork Address

Translation (MCHo</&"Il9Q9)W-~`\r=(7^9#

v NAT rsh0=7"MCHo</&"Il9Q9rHQTDK7^9#

^ 35. NAT/0

h16O MCHo</&"Il9NQ9 129
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v m.s0rHQD=K7"MCHo</&"Il9Q9m.s0rHQG-k

h&K7^9#

v m.s0rHQTDK7"MCHo</&"Il9Q9m.s0rHQG-J

$h&K7^9#

m.s0

NAT O"NAT m.s0HU#k?<&m.s0N>},HQD=G"klgK"(

i<roNo`rm07^9# NAT m.s0O"VNAT Activation (NAT /0)W
QMkG"^?O fwnat 3^sIrHQ9k3HKhCF"HQD=KJj^9#U
#k?<&m.s0O"VLog Facility ( m0!=)WQMkG"^?O fwlog 3^s
IrHQ9k3HKhCF"HQD=KJj^9#

!Nh0O"U!$"&)<k&m0!=Km05l^9#

v I}!= (?H(P"E*^?O MAP -~`\)+i NAT F<VkXN97

v NAT Q9F<VkXN0*97

v (i<&aC;<8

v Q1CH,K~5lk"Q9N:T

v hYNh0=*hSsh0=

NAT NU#k?<,'Nn.

NAT =.r0;e"NAT rHQ9k\3N?aK"U#k?<,'rn.9k,W

,"j^9# 45Z<8NXh8O U!$"&)<kKhkHiU#C/N)fY r

!$7">\\3N?aNjAQ_5<S9rxQ7^9#>\\3N?aNjA

Q_5<S9NcO"!NH*jG9#

v HTTP direct out

v Telnet direct out

\YKD$FO"46Z<8NXv0jA5<S9rQ$?\3Nn.Y r2H7F/

@5$#

MCHo</K>\~k5<S9,,WJlgO"jAQ_5<S9rn.9k,

W,"j^9#3lKD$FO"68Z<8NX=./i$"sHrQ$?5<S9

Nn.Y r2H7F/@5$#
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7"3N3HO"@R,3Nh&J IBM =J"Wm0i_s0"^?O5<S9r"
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j^;s#3liNWm0i`^?O=JKe(F"IBM NN*j-"r/29k3

HNJ$!=*K1yNWm0i`^?O=JrHQ9k3H,G-^9#?@

7"IBM KhCF@(*KXj5l?bNr|-"3liNWm0i`^?O=JK

X"9k0nN>A*hS!:O*RMNU$GTCF$?@-^9#

IBM O"\qGb@9kgjKX9kCv"JCvPjr^`K"&8""^?Ox

n"rj-7F$klg,"j^9#\qO"3liNCv""&8""*hSx

n"KD$F"\qG@(5lF$klgr|-"B\""HQ"yrvz9k3

HrU#9kbNGO"j^;s#B\""HQ"yNvzKD$FO"<-N8

hK"qLKF4Hq/@5$#

)106-0032l~TAh;\Z3z\2-31

APvHj

IBM World Trade Asia Corporation

Intellectual Property Law & Licensing

\Wm0i`Ni$;s9]}TG"(i) H+Kn.7?Wm0i`H=N>NWm0

i`J\Wm0i`r^`KHNVGNpsr9"*hSJiiKr95l?psNj

_xQrD=K9k3Hr\*H7F"\Wm0i`KX9kpsr,WH9k}

O"<-K"m7F/@5$#

IBM Corporation
P.O. Box 12195
3039 Cornwallis
Research Triangle Park, NC 27709-2195
USA

\Wm0i`KX9ke-NpsO",ZJroN<GHQ9k3H,G-^9

,"-~Nlgb"j^9#

\qK*$Frb5lF$ki$;s9&Wm0i`^?O=N>Ni$;s9q

AO" IBM jjNWm0i`WhN@sr`KpE$F" IBM hjs!5l^9#

\qO"8:*JHQrU^9kbNGOJ/"Cj*H7F=89k^^NuV

Gs!5l"!'eNlS4]U$r^aF"$+Jk]Zb,Q5l^;s#

3N=JKO"University of California, BerkeleyH=NW%TKhj+/5l?=U

H&'",^^lF$^9#
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J<NQlO"IBM Corp. NFq^?O=N>NqK*1k&8G9#

v Common User Access

v DB2

v eNetwork

v IBM

v OS/2

Microsoft"Windows"*hS Windows 95Nm4O" Microsoft CorporationN&8

^?OP?&8G9#

Java*hS HotJavaO"Sun Microsystems, Inc.N&8G9#

=N>NqR"=J"*hS5<S9>JsE"9?j9/ (**) G(5l^9KO"

>RN&8G9#
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