IBM eNetwork Firewall for Windows NT

SE5H

MR 3 Fox 2.1.1

SC40-0214-00






IBM eNetwork Firewall for Windows NT

SE5H

MR 3 Fox 2.1.1

SC40-0214-00



it

AT B SR A 2 3

SETHR (1998 — 6 B)
ARRZGEA M 3 Bz 2.1.1 89 IBM eNetwork Firewall for Windows fEfb#faE 5765-C16) ARRZH SC40-0214-00
Portions Copyright © 1993, 1994 by NEC Systems Laboratory.

WERT2~ B4 W RSA Data Security, Inc. Copyright 1990,1995 RSA Data Security, Inc. All rights reserved.

© Copyright International Business Machines Corporation 1994, 1998. All rights reserved.



RARRASE . . . . i
IMERIEIER. . . i
ARRZHRRIZHEE . . i
SockssETHIWES 5 M. . . . . . . ...
R .
'Fﬁﬂ"i%@.......................viii
NT BO88AL . . . . .
-2 R /|
et Q%Eﬂ... e i
SORSESES ROF. . . . L i
Bﬁ%ﬁ::fl%ﬂﬂ% O V1
EaZESIIE . . . . . i
N | e
W}ﬁfﬂBMu#ﬂE'................... ix

%1§ {£A IBM Firewall f5 NTE
I Es
pﬁ R ft .

SEE
HTTP Proxy .

AT TR
El; f%f‘fi-»i
HESHE 2.

HESEE 2.
®w . ..
%mzﬂm@@
ey

|HH%§””$%

\‘J .

5&5‘}%%73&%. .

NEIFR RUIEES

g QUIE-S
HHE .

'Sﬂosm.pwwwn—\"

Nl
N~NOoO o hNMDMN®O

P08 FHERSEARE: . . . . . . . . . . . . . . . . . . . . 23
/N 555 .~
IBM Firewall HZE > . . . . . . . . . . . . . . . . . ... 24
PR AELETS . . . . . . . . . . . . . . . . . . . 25
EEBETWHEAR . . . . . . . . . . . . . . . . . . . . . 25
B E AR HAE W, . . . . .. 2t
WEARESERENE . . . . . . . . . . . . . . . . . . 28
sQLFE . . ... e 29

© Copyright IBM Corp. 1994, 1998 iii



553E MIN0EY SafeMail EREERESSEM
SafeMail FESEMEER . . . . .
FESTH N SafeMail s .

BEET ) W FEX.

857 DLL .

= DLL .

A48 MNINHGERSTE | SREREEN .
%}&_iﬁﬁbﬂﬂﬁ HEEER™ M~

BRI A, .

737 DLL .

~J¢ DLL .

SE5E B CHVEENEA
{5 & PR At di et

W TECBBIFMPE (SDK)) %Lﬂﬁﬁa%ﬁmm%ﬂﬁu.' A

PG E AR EELEOL 73 L :
b AVAL AR TR ok ey

5565 {FA MNBUBREEEARBRE § 1 (MKKF) .
JRNT T SAR

F7E ?ﬁiﬁﬁﬁﬁ#,\lﬁuuﬁ
’””*}SZ . .o

H(J%fi%éé%ﬂﬁz
Eeis] &. . .

HEEAER K ping jz Hé o

B AN ping JE ;ﬁfﬁaﬁé (ﬁzmo
DNS . . .

I RZEHE DNS

DNS &R & .

nslookup www.ibm.com. nns.nns.nns. nﬁ%‘ﬁﬂ(

nslookup www.ibm.com. 127.0.0.4&

nslookup host.secure.company.com. sns.sns.sn§siis

nslookup www.ibm.com. sns.sns.sns.SRS$K .

B 5 -

rEIlER IR JE .

Btz AT TR R
B . . )

Eapit! E’Jﬁ%ﬂiéﬁ“
Proxy .JHR#s .

A

IBEF AR *HEE’JEE ﬂﬁ
ERE R R

MEESESE Windows NT Efi%fﬁﬁ)ﬁ
Ik BERERA KRS proxy {HA#

45

45
45
46
46
46

47
47
a7
a7
a7

49
49

49

49
50

57
57

65
65
65
65
65
67
67
68
68
68
68
69
69
69
69
70
70
70
70
70
71
71
71



A S 2
NAT SHERIER . . . . R £7)
%%NNFH@@4%|OO.. . O ¢
S50 TR AR NAT? . . 1
Hitkgse . . . T2
FERERESE T Res -8 3 O 7
%Hi/\ﬁﬁﬁ.ﬂtﬁg...................73
~RRE R . . . . . . . . . . . . . . . . ... 71
MEAGE MG —w #4s . . . . . . . . . . . . . . . . . 13
MigRA. TR . . . . . . . . . . . . . .. . . ... .. ... ..15
TSEE . . . . . . . . . . ... ... .. ..., .. 715
TS . . . . s

Mig%B. 3{t T'Windows NT R#EZe4&, . . . . . . . . . . . . . . .133
MigkC. BVEWEINER (RFC) . . . . . . . . . . . . . . . . . .135

Mig%kD. IBM eNetwork Firewall Socks5.conf Z8#&#&#&; . . . . . . . . 137
TawslERE . L ey
wEBE. . . . . . L sy
fewdE A . . . . . . . . . . . . . . . . . . . . . . . .138
BEIEE . . . . . . .. .. ... ... ... . . . .138
BWRS . . .19
FARSAL . . L. ... o139
=Y 22 = 1)
%= | = P (0

B . . . . . . . . ... ... ... . . . .140
Proxy lH . . . . . . . . . . . . . ... ... ... 1,
AWEEREE . . . . . L L s 1
SE .. L 14

g8 . . 7
|MA&WW¢MET O 7 i
BikWsERE. . . . . . . . . . . . . . . . . . . . . . . .143
Internet e ZEERETHAERE. . . . . . . . . . . . . . . . . . .143
—METEE . . . o . o o 148
EEEHRSNET. . . . . . . .. ... . . . . . . .143

FEEEE . . . . . s s as
R 11 A - P 1

WEFRREE . . . . .1
BRS| . . . 19
EEERER. . . . . ... .53

H#x Vv



Vi IBM eNetwork Firewall for Windows NT: =&



)i

A OREHBME . RHTLET EHE (AH ®mWindows NT* 748~ HHMEA] 1IBM
eNetwork Firewall 3.2%) n&5fy &t %gmaﬁmj’}ﬁiﬂ% Telnet . FTP SHERTE
0 3 B TCPIP HEBWEL- MM T -

MERY RIS

LA TCPIP AR EFIRAIGE - -SSR 1BM eNetwork Firewall- gy F51EHE
AR MR — (S zehil e AR AT K > DUEWH SRR & RO - JCH - (R
W 1P by AT ~ SeRERAAM T HARAEET -

:%‘-I%EJ TCP/IP (% netstat arp~ ifconfig ~ ping ~ nslookup~ DNS ~ sendmail routing sz
EET) IER 55 TCPIP Network Administration 35 [ <L DIIUSEEHIAIE T -

o1 i, UNIX B8 Wit TCP/IP HEE (Ef5Eelk | ~ #9HEES - DNS K sendmail)
ffy18 E™ ¥%E5 UNIX System Administration Handboek [ <G LIUSEHHIINET -

FHRRPHITIEE

IBM eNetwork Firewall for Windows NTHE S ERIMTNRE » W HA & KRS 25 =

(B

1. JEHIFEs< proxy
- FTP
« HTTP: 5 Gopher }z WAIS
¢ Telnet
« SafeMail
HTTP- Telnet & FTP #iE Sazne /) -

2. &t Socks HET W 5 bRl MYERIERE - —F Internet A2H4E -

3. B - BZH—2A - o BERRET. fEE T (HEm o HEER TCPIP o
b SETHw S 1 € CuRRE) RET !
Rt THAWRMNIR M-S atwF2E B PR

Socks ETES 5 IR

FSocks AT iwE 5 1i) £ 7 M E SH= 25 CHmIBH T, -
o EESRERONE TS JER R

© Copyright IBM Corp. 1994, 1998 Vii



b |
o UDP i » @27 #EE proxy ik > @ UDP AU proxy i k4 %~
+ Socks V5 Watcher @H#/~El  socks THEE T

s yresin

iEE Interreet ESNF R JRHE P HETASRN R o HABS L HEREHR (NAT) BB AR
BEF o RS R TRRES - " i 5

NAT i JBJE ST JFik (SRR ntemet LT ERBGREE : 1]
PEa 1 é%%ﬁ%frﬂﬂ%ﬁqﬁf“ﬁﬁ‘;iﬁ e - 4191 » 2500 NAT - RUSKF B 0. 3 5
ik AT gy e

ESNEE
ERE Javar [ER SR EmERTE B “”TJETUM*}? SR KOG L o ﬁt% ’
TU%THE’JE@%?EM’?TH@/AE’JV@E\ LI — 25 PRI KRS i R o M 3 2

F'windows NT Firewall _ 7& FAIX Firewall] - #8a]LUFEREEM ~ B H SRR

i (GUI) KREHE -

NT B9581{E
MK E—MI3E TCPAP BT ihw ~ AR EARITIR e DURIFE B EIR A
U o

RENEE

PO T MO SecurlD- SecureNetHES ~ i

R TR it HAEME A EIE Wil 8.2tk n,  SQL il -
y
=
RO,
BHZ HFHMORIIBE G i A S0k KNS = 81 TCPAP ik~ 1% 1D ~ TDD ~ 1
L WS- WIS THAEBRERN RRAAEETEIGT - O ~ERRE @

(T o

fEREh B
WEFRB A EEE (6 TREBS M ETR (NIC)) » Rk LARHEE 1 78Rk -

[
>
Eh
[

Viii  IBM eNetwork Firewall for Windows NT: =&t



Eaaifi 1 TH50 - FS 50 B30 AT S0 SRS QSR
2 QA

A P {iik

SRR @EREEA P gt ERELTE - AR SR 4
MU TS 1P ik u

nnn.nnn.nnn.nnn

Hepfg—f nnn RER=E8CJom- -~ HEEE 000 £ 255¢

WEERR IBM BAERIRS

MBM ScfdL RO EREIMARDT NGRS - bl TR NBM
il ; ALl s /N W LHE IR (28T R, 8:00 amf 500
pm., B ). MEHIER 1-800-237-551%

It

i
LE, W RELUY o AEED  BM RFE FEHN BM



X IBM eNetwork Firewall for Windows NT: =%}



15 {FH IBM Firewall 8855 {TNE

REQMIERILIHE 1BM eNetwork Firewall R%.EIJ@H%E@R% °
FOETEA RAMEE: ™
e & IHEIRA TR |
— MIESE FTBERE A -
036 BB -
(b FEIERE AR B
| 2P e o
§ BUIEA keyword-value (HIEE™ i) 1)~
CWRE WA S (i IS S o EELIZE TR > T
secaddr="11.22.33.1 11.22.33.2"
- BNy BAAHERAE o EIFE IR -
CWREREH_F BLE WO NIRS, AMF-SESIHGERG %
o W e, B A T (A EIJR/‘ AT R R R -

o FRRR K AR R e RO ZE *%’fé’;%"% o DT RS E MR © St 8
updateZ/\R > B update X R IR R ERINTKGEAR ~Ferto

o R ISR S, T, et
o W BT Y R EA K FEBCTRE 2

LRinfIhR s

fucfgsrv R@FIH _ B AN TRARINEA » 2L S R TR
IR AReFHERRS -

i B G HARHE. TR Es R - GRS T IR

fwcfgsrv cmd=Tist

fwcfgsry RAAH ISR EE T I s+ -

localonly = yes/no
encryption = none/ss]
ss1file = filename if one is defined

i SR TR SRR TR ©

© Copyright IBM Corp. 1994, 1998 1



fwcfgsrv cmd=change
[Tocalonly={yes|no}]
[encryption={none|ss1}]

[ss1file=]
BwEN T
localonly
FEWI I 75 B AR B A B - $ 108 yes _ noe
encryption

TR B G EEE ssl e ARTFT Il © ¥/ none _ ssl°

sslfile  HRW ssl BB WiAGE sl g - 3 BHEESZEET a6k FH] 171
CEIEEARE 7S HFLe X (MKKE) T o

AESEEBEN

2

M & f2YDNS)) Kt se8eas il ~fESa - Mg ron LB RGE -
@i DHE THE e MR S LB - 25T wlE =i M

- Y g

ol RS A

o —flE iR

FHRHE T » 3 B IBM eNetwork Firewall {#/H#577 °

i
1. xxxXx e B Edl % 1P »ﬁiﬂ: o
2. secadddfl remaddr BIIEFAILUZE — 1P ik 1P HEEVSIR M ERHEW T IP
AT - USRS A T A A -
3. E%E’Jj\ktﬂ?ﬂﬂi»?Eﬂjﬁ’f%ﬁﬁ}*fﬁ%%”& o
4. %—ﬁ;’é’% DNS - fwdns cmd=change WFEINZ#HHE o B KSR IEE i
DNS ZEfEO$% - HrfER 2N - BE R R E LI E DNS OfHE—_ &
fili o
TR EHAETH DNS 424 o

fwdns cmd=11ist

A DNS JURBIHH KA - R ¢

fwdns cmd=change
secdomain=SecureDomainName
secaddr=x.x.X.X | "X.X.X.X X.X.X.X X.X.X.x"
remaddr=x.X.X.X | "X.X.X.X X.X.X.X X.X.X.x"

IBM eNetwork Firewall for Windows NT: =&



BwEN T
secdomain= SecureDomainName
RIS ~ e MR A &
secaddr= SecureDNSaddr],...]
ST . BRER 1P i
\

remaddr= NonSecureDNSaddr],...]
iy Internet ARG THUIESG  SRULIT AR MR e TERARY P .*ﬂk °

A fwfilter RATAET f—IL@uEsa
fwfilter cmd=update | verify | list | shutdown | startlog |
stoplog
HwzN T

fwfilter cmd=update

BT B S R AR
fwfilter cmd= verify

ZAfER) TR ) > r B ﬁ}éﬁ‘%

fwfilter cmd= ||§\

GRSl eSO S
fwfilter cmd=shutdown

— R
fwfilter cmd=startlog

1’ SERRE Ok BEJ\HIBD.UTA%ﬁBEP
fwfilter cmd=stoplog

— 1k firewall J&JEOHL

HTTP Proxy

HTTP proxy &:Z&t4 IBM Firewall .%1 ‘_socks PRI AT Web HOESK » 4k S
BIBEERZOK o (IHE AT LI~ W Internet | 4H%I§I’J:§T - [ i o

A HATH 2 e MR B IRE K 0, HTTP proxye
.

fuhttp RAAJFIH ‘g@fﬁ Eﬁ HTTP proxy BAKE -
S E IR HTTP proxy ae’% S TAIR

fwhttp cmd=Tist

%1% (il 1BM Firewall R, /i 3
.‘}\



FHE T AR HTTP proxy 224 » 25 H MRS -

fwhttp cmd=change
[port=]
[maxcontentlengthbuffer=]
[minactivethreads=]
[maxactivethreads=]
[idlethreadtimeout=]
[Togging=]
[authenticate=]
[authenticatetimeout=]
[maxpersistrequests=]
[persisttimeout=]

HwEN T ¢
port HTTP proxy fili™ "f2»X SE{EEER)EEE

maxcontentlengthbuffer

q
FAGHT S A YRR AN > Ll e RIEFHEIMTINE TEHL -

minactivethreads

&, Wikw KT lfin] ey IRIRERETS T Y LR i DR
..

maxactivethreads 0\

alkE W, B TVEE G AR
wE
idlethreadtimeout >

IEHIERE R R ] ARG R R [EIRRE -

logging

TR EEOH HTTP 1E~ o BUE on _ off o
authenticate

BRSO A EER o B $ all - none _ newe

authenticatetimeout

AT AR o BB IR R R -
maxpersistrequests

EAE T SRR b B RN EDREE -
persisttimeout

HERFRHE — EAR ] -

NHE

TN IBM Firewall £ GEE G ERGE 2 AR LR - B DRER
—BwWENE - BEXEFBHER o G 1BM Firewall 5#E]— _ B{ESHAHEES
Internete  IBM Firewall ¥ /b A B —{EF ™= /M1l ©

4 IBM eNetwork Firewall for Windows NT: =R}



itR A BT K OSRG-S T OhREOMEIR - A REBHIEER
o

fwinterface cmd=1ist
[addr=x.x.x.x]

EHHEMERATHEIE T » 35 [ IBM eNetwork Firewall (#/#5FHY T — o
HwEN T ¢

addr:x.x.x.x
Sk i S - it;%ﬂ%@]%ﬂﬂ%ﬁﬁ%*ﬁéc I G
mi I_J TR » FHEWEAT B addr - BLRESIHEREA T - W
FHREG addr 1) 1P LRV B SURALE LA A~ IRIER vz
L R (‘I’WEH%T%’%’%’ )

R4 7 AL R AR T AR 1 w3 Bﬁkﬂ% o P L SR T STREAOMERR - e
#HEERAT -

fwinterface cmd=change
addr=x.x.x.x
[state={secure|nonsecure}]
[name=]

BwiN T ¢

addrzxxxx =
EES LAl EE’J%%JrL‘;%&‘;th W s mwal o - e
Fif R ©

state={secure|nonsecure}

@& "securé _ "nonsecure Hri—{HBAGET . J8 HRERASE QNI IR

\#E

name  TEFMULH o AIAGRAIE BEE EES - TTRAZE o rBUETET R
ke

GERIRRE S &l BB = 1y - B W I -

HiSRERED

THIRATE 1 W HESHE ™ RO ZRHEE C AR (™ I H SEHERE -
fwlogmgmt -1 B fwlogmgmt -a

™ \Windows NT Scheduled Servic&'ee AiEHRGREH o HHEIE T A 1BM
eNetwork Firewall £ H#5F o

%1% (il 1BM Firewall R4, /i 5
.‘}\



H

6

ch

gEEH

H AEHE S rw SO PR HEE 0™ e - fwlog R AT ~ (B NE HAEHEEE -

5 T HEERRAE - SRR FOIRAY ©

fwlog cmd=add
facility=Facility
priority=Priority
logfile=LogFileName
[arcfile=ArchivePath
logtime=DaysToKeepInlLog
arctime=DaysToKeepInArchive

facility f) S -

« firewall (locald) - —f%Pi ks HEE » B & EER Ok IIEE

« alert (locall) - FIZRE/R TEoR ) BRI HESE R BERL SR i FUEE R S 5
+ adminaudit (localo) ‘&z Hi

 mail - B HEE

priority  fY -

* debug

 info

* warning

* error

e crit !

logfile %zﬂ?ﬁwﬁ%ﬂ%ﬁﬁkﬁ%ﬂ%%ﬁ%e’ﬁﬁo logfile #4 Sl st il (
>S5 (HaHEH\E #%)) - DUBwW S H S H 5 A IR — (i

it BRERE . PKEEEEERE SR pe.. i - i R H B B K s e
%ﬁfﬂZﬁ}yﬁﬁﬂEéﬂﬁ%ﬁEE’ﬂ% A[F] o &

AR EXBNERRTRELRbRSARAE | WESE@AL - 2+ HMNEEERZ
Bv SHNEEHANETBHEPIIEE -

arcfile ~ logtime J arctime #5338 %> HH i logfile &% Frewh %W AHe
Logiy | %TEWTE;_N*1 W LEEW  STE B B TR H AR ¥
HEBHEER HIER W LW r, fwlogmgmt R4 © iF HEESET WERR =S
E=d- '.>\

EEIRIT T B S WO W WO o B - DUk TR
W o ETHEHRWIE SR B A W !

IBM eNetwork Firewall for Windows NT: =&



S&R] USRS PR IR K PR R AL PR e - 3 BAEBAZE Y Taiass [NTNEYEEY

l%nﬁ' E)’V%EEEEB!”EE u I °
arcfile  WE# $oemss | % -
f

logtime BT v g W (5= g 2 T » HEHD17 K 1 00 T (R v i d b K
arctime  BrlfEw £ Z AT > R KTEOROSKIR Y Mg iy it e b KB -
A B HEERERE - A0 FYIRAT ©

fwlog cmd=change
index=Index
[facility=Facility]
[priority=Priority]
[Togfile=LogFileName]
[arcfile=ArchiveFileName]
[Togtime=DaysToKeepInLog]
[arctime=DaysToKeepInArchive]

WORESE (CHE e, 1 flr) SEENT - (EREE LM AUERE (T CESIRIH B
W%iﬁﬁ?%%ﬁﬁ«f) RS r;H MKt ) A FORE -

H¥a, OMr#FLEY™ ylEF facility prlonty B logfile  BYANAT o —HIE= HEER
~ vh? 3%4;—& * GAIF archive ~ logtime J% arctime B H - HECHKw T/~ v
TfE - G EmE

A E A HESHE 2 S » S T YIRS
fwlog cmd=1ist
q
HEME fwlog cmd=list R ERVIHE  {Ed 19585 SR FRwWi b JOS HEEEE - 3588 T
FIRAy ©

fwlog cmd=delete
index=index of entry to delete

HESESEER

s THEEEEERA 1 KEFHEEE SO & N Mﬁ%?‘“‘aﬁ =, few
H’J ERET - EEEEMRA (_ B ER SRS Eiﬁ) FAwIER e - wiE
HIBLEER o BRI

1. GRORE AN KlEE RikRe BB K ik HEERE

2. B, R ?avviﬁﬁi
e S £ (A% D

%1% (il IBM Firewall R, /i 7
.‘}\



y =
4. gisTsEeN 1 skE

iR =IET (FRHNEM  FRvwil) e 4R e s LAzl -
CHHSEER 1 REE

fwlogmon cmd=1ist

B

EEETHE BETHIRE - ERRE <BIFBERNERE D

HEHRWE f{ﬁg%‘%mfﬁ » BRI BPEEWREAE (SRREAEe I AR
{1 D) :

fwlogmon cmd=add|delete
type=id
username=
[comment=]

EEETE ERLREMEr Hoiw

fwlogmon cmd=add|change
type=command
command=
[comment=]

fwlogmon cmd=delete
type=command

IRISKHINE N\ B! - IEEDE SRR ERERRER

fwlogmon cmd=add
type=single|multi|host
count=
time=
pager=
[comment=]

fwlogmon cmd=change
type=single|multi|host
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=single|multi|host

RIFIFEMAIBETR ID H:',EEE'J!:,!  EEDLEIEEFEREE ™ B

fwlogmon cmd=add
type=msg
tag=
count=
time=
pager=
[comment=]

8 IBM eNetwork Firewall for Windows NT: 2%}



fwlogmon cmd=change
type=msg
tag=
[count=]
[time=]
[pager=]
[comment=]

fwlogmon cmd=delete
type=msg
tag=
HwEN T
type  FAI FTME_ By HESES B IE-RAT By .
FOFHIE 3 ¥ id ~ command: msg- single~ multi 5 host°
id fawEZ I mA e 2IE—EHE 1D -

command
fEwZ s, PIRT ©
.
msg  WHERRWH Y S T -
single $HE % ID & TF - &R —@ERALB ID 8 —EFHH
2o HE— ID BUEHEEHET M RAHIEWIIEEFE o e
i—\‘ o
multi g Hﬁﬂ%ﬁ ID ESE T -WREREM  SHME D Zamese
o 2T e RATHIEWIIERE 0 S e R
host  wi FEM@MREE T1F - @B —HE LR FEM - QfBRH —
EEHE A o BAT — F I T3 B ) e R 4 b g w5
» LR R o
username
B KOs E R _ ,Hﬂﬁﬁfiﬁa% OB R R 1D - WM/EIE@ T g
Jﬁ%‘ﬁﬁﬁféﬁ;ﬂﬁ%ﬁ ARENERY (e Brimi o

command
%1@}%‘?& /F527 6 TD (Q)Tj /F121Tf 11°



pager fEw SHBARIEGFUEMTEZr > A SR 00 o EH P § 25200 g gk
Kide n iy -

tag FEREARNHET SIEE (TS8ATEMIE ICA)  MEEE ICA 250 1000
I HEEE TS -

ER

(G fwmail RA7 > ACHMREIAM BB ee -
fwmail cmd=1ist

fwmail cmd=add
secdomain=
mail=
remdomain=

fwmail cmd=change
secdomain=
[mail=]
[remdomain=]

fwmail cmd=delete
secdomain=

BwEN T -

secdomain

o0 KR RO B R B %I -
mail B MRS g5 -

remdomain

= T PG Bt D O RSP SIS Ui C I = B DR

MRS AL aSie

10

M HEERHRL (NAT) ‘I;&%Eﬂﬂ@}yﬁ’\] 1P AR E A (g 1P AR 21k - LARETR
IP ‘;Wr Ffy - !

NAT = 72 PUFEEE R A 200

* Many-to-One & O It - Many-to-One i it i g fb ke 5% - GE3E (B
65536) Pl Hil 4t )%ﬁ 1l%&ﬂﬁﬁ’7 P dik o & %#ﬂ?ﬁﬁﬁl«o IP g H A
St SV S e 14 1P ‘;thZﬂ’“’M\&E%‘qﬁ BT Firewdll (Y
Intetnet % Oﬂiﬂ:

o T IP wmilt I P HETHE AfwE T E NAT 5!:- S HE
™, @ﬂ%f (-G Eﬁﬂwﬁ ; Fffﬂ&%ﬁ@%@&-ﬂu o -, 45’1’ @\lp 1iJJ:J:
< S
L

-“J
12N

IBM eNetwork Firewall for Windows NT: -=&f



© HRETE 1P gl - THRETE 1P k) BHE MW HLAH NAT ACa 1P gl
BT AR B o SR o YRR SRR v, SRR,
b g@éﬁﬁi e e ‘;m HH  RwiIHEIEP - !

N b - TEBCLE 1P by EE W g 1P bk B TEEOH 1P
i I B B 1P ,lijmayﬂ;g%ﬁﬁrﬁﬁfywla W FTP _
Télnet (MBI ) BewBE™ 2 MR P ) TR ER BB 2 HIEY TOP BEER( -

NAT RAMJGEZNT ¢

fwnat
cmd=1ist | update | verify |shutdown | startlog | stoplog

HwEN T
fwnat cmd=list
ﬁlJ?fE NAT 2
fwnat cmd= update’\
1937 NAT 5|%
fwnat cmd= verify
TR

fwnat cmd=shutdown

—ik st

fwnat cmd=startlog

&= OffEE—{H EHHHRHE &

fwnat cmd=stoplog
—IE Ok —{lE T 2

EEG—{# many-to-oneTEH IE| NAT 444 » 256/ type=many-to-one :

fwnat cmd=add
type=many-to-one
addr=Addr
[timeout=minutes]

BwEN T
type=many-to-one
HH3 many-to-one JEH
addr=Addr r
AAEHIEN EEO LI YERO 1P G HEHE 1P ik
i . W 0
timeout= minutes

H’J\IAT AL EZO 1P ‘;iJJ:ZHIJ ’ ‘#iﬂﬁ#ﬁs_ﬁ%hﬁﬁﬁﬁﬁ rEEEY o THARER
> Hi[E % 5-45¢°

H1% ] 1BM Firewall R4, frii 11
-‘}\



12

FEER NAT Z4E0Y) many-to-oneT8H » & {# T 535 ¢

fwnat cmd=change
index=
[addr=Addr]
[timeout=minutes]

BwEN T

index &% w,  fwnat emd=Tist - /Ei@AVEM TG HIFwW NAT EE SRS - 25
P NAT TEH ISR AR ER RS B -

addr=Addr =
BHEFEY CBO G YWEBO IP G HHEN 1P i
\ 5 \
timeout= minutes

~NAT TTLFHHEEO 1P i » o AR M5 B - TR
15° %ﬁ% 5-450 \ W

EENG (A RIE E IE] NAT 2265 - 6 type=translate - %% W NAT Z2HEH
HEE—{ETEH - 3 {# FAtype=exclude : »

fwnat cmd=add
type={translate|exclude}

addr=Addr
mask=Mask
BwN T -
type=translate
HriEEEIgIE
type=exclude
TR BERIEE
addr= Addr
AR AT P MR 1P hik e
Wy Wy
mask= Mask

A 1P g h [
HEHEY NAT B HE_ PREAE - FEEA ORI |

fwnat cmd=change
index=
[addr=Addr]
[mask=Mask]

WwENCT -

index  &Mw,_funat cmd=list > FEBIER R W NAT JEHH RI5RRS « 351
FRIEEMrm NAT JEH (SRR AC IR 8] B o
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addr= Addr
AT ERRAT™ 2 1P LRI 1P b -

mask= Mask
A 1P g HE A
L

HEG AR g HE NE NAT 484 > 356H type=map :

fwnat cmd=add
type=map
secaddr=SecureAddr]
remaddr=RegisteredAddr]

HwEN T ¢

type=map
R

secaddr

=3

TR AW E O (i 1P bl
] ]

remaddr
R L T EE ST
HEBEW NAT ZeRErhiEiuEE » G T YRR
fwnat cmd=change
index=

[secaddr=SecureAddr]
[remaddr=RegisteredAddr]

HwN

index  E&w, fwnat cmd=list - EBAVEMPE HHE W NAT BHHE RS © 3508

P NAT TR I ISRIESC 280 M-

secaddr
IR RWIIE BO g L 1P g3l

remaddr
izt ?Ewﬁ’ﬁﬁ»fﬂééﬁﬁ?@%E?ﬁéo}_ﬂt

0y

TERT LU 0 Y sl 4% - K b MAET ST S e IE ¥ L - E
B ol m AR B o IR I BZEM fwpgr ~ fwcarrier & fwmodem R4y
SRZERE LSS ~ BT AR - s -

1% i 1BM Firewall R4, /rii 13
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fwpgr RATAIGRWIE .2 RIEsHY B ( GRGEA Tz mIUEsEE TPhKiE) |LiTokE
KIE) A ER) o

HEYIH B - G TNYIRA -
fwpgr cmd=Tist

BT WSS - SR T YIRS -

fwpgr cmd=add
carrier=
modem=
pagerid=
message=

HREL NS B FHER TR -

fwpgr cmd=change

[carrier=]
[modem=]
[pagerid=]
[message=]
BwENT ¢

carrier ETAFINM 1E-S&ii > HETARE  wh  wEIMHE FIH fwcarrier R
)

modem
st ats - EBIEEE " wh wEIME FIF fumodem R4Y) °

pagerid

HET A faw ~ Rl FIAGHAER) 0 I SSE SRS il -

message
He | n WSEE I H & @y WAEHE FRRTS - BENETAR UK
T RTEALRET SO SWART SERET ARRRERw (L 200 (B g2
b)) R 200 (67 gL - T S @HLHET - )

A fwcarrier REAERWE  {HHZ 0IUAR "7 8-

HESIHET LA GREA TR

fwcarrier cmd=1ist
carriers=

A EATIEET A » R PR o

ik
=
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fwcarrier cmd=add

carrier=
dial=
method=
[password=]
length=
baud=
parity=
databits=
stopbits=

HEBUETAR B

fwcarrier cmd=change

carrier=
[dial=]
[method=]
[password]
[Tength=]
[baud]
[parity=]
[databits=]
[stopbits=]

AR T AIRA

HEMEBTRA > FHEH TR

fwcarrier cmd=delete

SERLITTIN U4

0

EHU
%‘]
F
Am

carrier=
BwENT ¢
carrier BT ATIN&HE -
dial WEFRWEETHI.Z TAP IR BB T AR SIS BRI -
method
BB TAP o

password ’

emEmem W £FETARR - TExk -
length BTAFM - AFNTESRE LR -
baud FEWEBTAFM - SHRIIRASwWiZEEES o
parity ETARAMR ™ SHRAIFE L BEHL - B TAP BT iHw ng °

o v >

\J.

databits

BT AR - SROE O B TAP BT Hiw o+ iE
stopbits

EETAT " SR —IE g T

# TAP @ THw ng ° J2i

1 (il IBM Firewall

EILU
E:
F
i
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;L BHERE
RWERE o TR -
BT BEHER A RN - Lifle 1 IR ERE 1B T A -
EEI B - O TIIRS -

fwmodem cmd=T1ist
modem=

A ST AR - FRIEH IR -

fwmodem cmd=add
modem=
comport=
initsting=
outsideline=

HRENEIEE B SR TR

fwmodem cmd=change
modem=
[comport=]
[initstring=]
[outsideline=]

HEMEBIER > FHATIIRAY °
fwmodem cmd=delete

modem=

BwEN R

modem

W ighs et -

comport
G GHEERY CcOM 3l o IBWAH @R Windows NT Aff_Lw#E{E CoOM
SR AR o

r [

4~
Wity naw VB WA AT BUEHRS (BRI AT
OEFT R M o fawit) B HEET AT BRI EE Tk -
outsideline

WM (EAIRERERS -

initstring

e BRI S
¥
EAHEWETIERY SRR 85 - A TR -
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hE[F0YEs

pager
carrier=
modem=
1D=
msg=

BwI AT fwpgr RAMT BRI -

WORIELAREEEE ST N G P

- fewiEEwE  SLEmET AR BB N

o {EH fwpgr _ ZUAEHEEIG AW B WL BRAAS

%% ROOTDIR\config\pager.cfg & - difAE—(HERE PRI &TH

w0 R I e s mEIE S R pagercigl EBEIL
o IR TR A SRR 3 54 ROOTDIR\config\pager.cfg

ERE SRS E 5 25 Windows NT at RAKERWIHERE TIE » LI W™ EEEX
Ui R —EEE R

EA&E

R —EEWE - _ o s e o me 3w
> _ A FREE « ¥ ond=add nS 0 FEEEAS UL w3 cnd=change S -
B W - S %

fwuser cmd={add|change}

username=_LoginName

[fullname="UsersRealName"]

[password={yes|no

[pwdvalue=Password]

[Tevel={proxy[admin}]
[secftp=SecurefTPauthentication]
[remftp=NonSecureFTPauthentication]
[secauth=SecureTelnetAuthentication]

[remauth=NonSecureTelnetAuthentication]
[secadmin=SecureAdminAuthentication]

[remadmin=NonSecureAdminAuthentication]
[secsocks=SecureSocks]
[remsocks=NonSecureSocks]
[sechttp=SecureHTTP

[key="SecureNet Key Code"

[histexpire=HistoryExpiration]

[histsize=HistorySize]

[Toginretries=LoginRetries]

[maxage=MaxAge

[maxexpired=MaxExpiredAge]

1% i 1BM Firewall R4, fri 17
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[maxrepeats=MaxRepeatChars]
[minalpha=MinAlphaChars
[mindiff=MinDifferentChars]
[minlen=MinLength]
[minother=MinNonAlphaChars]
[pwdwarntime=PasswordWarnTime]
[userchng={yes|no}]
[pwlocked={yes|no}]
[fg_all={yes|no}]
[fg_dns={yes|no}]
[fg_interfaces={yes
[fg_Tlogmonitor={yes
[fg_logs={yes|no}]
[fg_mail={yes|no}]
[fg_netobjsl={yes|no}]
[fg_netobjs2={yes|no}]
[fg_pagers={yes|no}]
[fg_proxyserver={yes|no}]
[fg_user={yes|no}]
[fg_traffic={yes|no}]

i o

username
SEEE A ER B AR o

fullname
HREN 2% _ FHME SEEAEOEE (L) BT W BaE
2 R ZELI%EI%EEE B -

level  THAHE proxy > fEHISENIAIEFZ SEM proxy _ Socks % o EELEKHL
TEHELE PSS A proxy (HA#E -

key iz B aE (i FH #1) TDigital Pathways’ SecureNe&fibsH 1 1 FIEEE oy FiS
s 3 ANYSIBHR, -

no}]
]

no}

e
[ i
~ . ~
Tl R AR /1% o TR fuuser RASTE Bt Mk -
* permit-permit all
* deny-deny all
» password-Firewall password
* NT-NT logon password
¢ snk-SNK
 sdi-SDI
» user-user-supplied authentications

» userauth2-user-supplied authentications

18 IBM eNetwork Firewall for Windows NT: =&



» userauth3-user-supplied authentications

secftp 77 1 Tl FTP BAMEE S E o TS
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2z userauth3 THifE %
deny-

remftp {1t I 11 FTP BAMEE - TR
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2z userauth3 FHEXEHE
denye

secauth
e A1 I telnet BAMEE S - TS
deny~ permit~ password NT ~ snk~ sdi £ usere FHFXES denye

remauth
e I telnet BAMBE S - TTHB
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2z userauth3 THE%{HE
deny-

secadmin

fe g T TR KRR G BAEE S TS
deny~ permit~ password NT ~ snk~ sdi~ user userauchBl userauth3 # 55 proxy
B - QITERRAERS deny: &/ THEZPAOME) BRI - HIFHEIER NT -

remadmin
IR A TR KRR B ) B AR e TS
deny permit~ password: NT ~ snk~ sdi~ user~ userauth2fz userauth3 #55 proxy
FEME - NITHRRER denys #5 /5 TEZPG K BEMFE - AITERR(ERS NT o
secsocks
K W K A2 0.2 Socks /@RI Socks5 #iaE /7 ik - it P
deny~ permit~ password NT ~ snk~ sdi~ user~ userauth2}% userauth3
WR Socksb TMREEAMBMME IDAE, IBI-SERETE > adf Tk e

BT (CRAM) Il SNK 7@t - [ o Sockss (1 |D¥% T
WA SNK # - ™

TR RS denye

remsocks
ﬂéiﬁﬁkﬁ%ﬁ@#?ﬁﬁ W Socks (LB Sockss BT E o TS

deny~ permit~ passwordc NT ~ snk~ sdi~ user~ userauth2z userauth3

XS'E Socks5 ’H&%ﬁaj’”%ﬁ@?ﬁﬁﬁ ID/3E, IS5 7775 ndE Tk S
T (CRAM) au SNK 4R @il - Jf M Sockss fi % ID)‘% BEET 1}
wﬂﬁ(zEﬁET SNK 2 o ;\

THERMEFS denye

1% i 1BM Firewall R4, /ri 19
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sechttp
o WA A HTTP ORI E - TS

deny~ permit~ passworct NT ~ sdi~ user~ userauth2}z userauth3

HTTP @ T AW SNK g BTk FIRILEAT SNK 8 [T o

T4E SDI> rEGtUREMEIA B {5 ( R EMAERA SDIE ) -

% MEZEm A SDI & i - eI S "
.l

£t fwdfuser Tﬁmﬁ%f%&aﬁ(ﬂﬁﬂﬂi&w SNK _ TBAKifEHE 51 o

.I
B iiE ﬁ%@!

N

password
RGO & AE 0 - TR E ”!%‘%Taw@ﬁﬁ‘; CONR- L |
BZEL VN E% S LR b

pwdvalue =
KECGTH script F2»S5GE T k Bledr ™R J:?HW Wil o FEER - LIS
**E’J)‘C*,%ﬁ)\x_ﬂ?”ﬁ s @ik @oeﬁé‘ i%ﬂﬁﬁ@% »J5 ‘ﬁﬁ R ©

userchng
Pew BN i 5 widbw TEEIE SR - H%wEs yes» HI TR
ﬁ%ﬁé‘%ﬁ My SEHER —REA a*fﬁﬁﬁ% 3, ﬁ% THER (B
No > H 4”& password=yesi pwdvaluez B - %(774}\

pwlocked
fEw AT Z AW, 1 o BB A KM EER ] - RARGEAE,  SEEE
kil —IHIJE’JE“% ML FRWHEE o e R WAk yeTe by

histexpire 3

W ZMETRE  BEHAR OF) LTIfLE%%(* F—Ifi% 0 - 52
0 HEHRZWIEy ke RIS O

[

~
W;jaﬁﬁﬁ%fﬂf(ﬁ%*ﬁﬁﬁﬁﬁ’ﬁﬁﬁuﬁ E%E’JE&E Eﬂﬁ”lﬁ%@%ﬁg ° 31;'”1@%} 0
H3 H’Jnstexpwe =0 E”JIH%W 3o THERMEE 50

histsize

loginretries
wik % H@%fawmﬁ;fzﬁue IERIE A > edflIh Bha Ay .ﬁtﬁ’?%&ﬁ
SR ® o $0ER 0 - 200 FRIERS 100 F_ AfEEHK SR -
~aﬁwﬁm%%mﬁ B IHETE A EEIRHEIEIS pwlocked 25
no °

[

~
Wikl RSN GB) b s - amERecE - 3
Y0 »520 0 HEHIE SHEHER - HRIERS Ty )

maxage

IBM eNetwork Firewall for Windows NT: -=&f



maxexpired
wEGHEHT AT S R E, 156 maxagefifl GH) #gRA [ o g fliwa
By R f%@@iﬁﬂ%ﬁﬁﬁﬁ i o Effﬁ%?%%ﬁ}‘, o Fmm o -
26 W 4 maxexpired B= 5 0 HIWfs maxagefii il I oW G
maxage/& < 1% 0 1% I maxexpired &= ° THEXIEE 3 ° '.>\

maxrepeats
w7 el iE E%E%EE’JH%‘%K%& o Tl 0 - 8- r&ff 0 MEEH -
i 8 $RHNE SRAMEY S BRI 2

minalpha 5;
W T, BRI T R OME - EEmeencE o S o -

80 i1 FRRBE o PRI 4-

mindiff w3 ~HE TR SEE i EhmRomE - ainrec e o 3
8 0 - 8- 0 Imdig TR kiR 3

minlen Wi, ORI < ElinRRncE o SIS 0 - 8¢ 0 ik TROM
Ho PTEE 8-

minother i
WA R, AT T G - e E - s o
- 800 I TROME o FEES 1

pwdwarntime
it AR EERM - R, R - 2
e ® o IR 0 - 300 % AN A TNKE « RIS 5 -

%E&X B

fg_all W RerraEms Gy SR FRA yese HRHER no-
fg_dns W RedHaWEsl &EH M &Mk N - FlA yese FHRIER noe

fg_interfaces

W RedFEEEHEWEN KHE i - A yese FHRERS no-

fg_logmonitor
W HedreAEHEEM THIER SN WAYE - A yese HRRIERS noe

fg_logs
W Reira(@EMHEEM THIHKRE) - FHlA yese HHEX(ER no°

fg_mail
W AT LLGEE (A B BT JORS B8 - SR A yese THRXMEFRS no-e

fg_netobjs1
WA LGEE(AE S 0, _Wﬁlﬁﬂ%ﬁ%fﬁh ) AEP - A yese THRR{ERS noe

N

H1% i 1IBM Firewall R, fri 21
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fg_netobjs2

WORALGEEAEREE o, THEEYIE ) AERSETE - A yese THERERS noe
"
fg_pagers M

WORFLGEE e B 2 H T ERaRiE Y - G yese THRR{ERS no°

fg_proxyserver

W] LGRS (A B E ZERER RS proxy HEEREO FEA yese THI{EF noo
fg_traffic

WRedre@EHEEH & FiEdl) - FHWA yese FHRHR noe

fg_user

W eI EEEE S T AUEHMAE) - HHA yese FIHES no
EEHT TSR Wi BT A

fwuser cmd=1ist
[username=username]

[type={short[Tong}]

type={short|long}
ORI (A s - SRAUAY FEERAE RS long < WO RICR A BEHI & % - TH
B shorte

A BRI KIS E R EERE - FlA

fwuser cmd=delete
username=username
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F2E ERRSLREN

iﬁﬂ%@@%}‘@ﬁﬁﬁ IBM Firewall F5 2R i AR EZ A -, (R
KigHsoH - EAEEHE TR

ATEEAEFTMLITRE o ERE R IE)\’%“‘W%% ™ DB2/6000 _ DB2/2) Hf
R1% o EFRE AT TR L ERZES (SQL) @ K&ERE LR - AHEYre
PP E LI KRS %T§E@ﬁi§ﬁyﬁcwﬁ °

W AME-SEH M-Sl e

fwlogtxt
MBI LA A 250 F SRR

fwlogtbl
MBI A FIFESE su F3k > 7ewil AR (RS DEL ($ 1) 3 10
fdato
W fslogtbl £ DDL ~ DML Bl DEL H » s B T et & —
ST » SR N P B - S s ©

fwschema.ddl
FSQL &~ w#iEk s (DDL)J Ffli—fE - - wiHEE wk

fwimport.dat ’;\
DB2 [ AMUL Wt - - DEL fHEAN & wk H
fwgrysmp.dml

FSQL & #EiES (DML) J BRIt - 8- AEfaRd sy

fwlogevrt
% Windows NT Bi Kl HE > AIX BIKIEHGE »WIEsRe @ niEH
Cht B TRGLIET M E(E - £ 7 rREIEIETIITS -

DDL it DML #i2 8 HtyDB2 AFIHA - gl HAES » LUERES HAD T Wl BLRH—_
i/ - DEL rﬁ%m%v& A @A) ¥ DB2/6000~ DB2/2 K HA&E Wil %
PE S EMEE > JEXefFHinsHMm L

HWSELRENRE

itiéTﬂi"fﬁﬁ%%’é’!’MféR%, iﬁﬂ%%&%ﬁﬁﬁ@»—! TS B UG 0 s & I RS HHER
BT 3 B 1BM eNetWork.Firewall /145

EEERS BEEMAIEHER » FHA wiogtxt ARt FHRET > & REsET
(A e A Te ] -
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AR HAEE TAEE I - 3 -

1. B W -
2. LiWE’J,ETVWf’
3. i e E’JI%)(H Hzk
4, BUEARRSEN > HIER 2 fwlogtbl
5. [ AR A ’H#Elaf’%“’fg\é;\ wiE o
6. B, SQL Pl SQL fE»SREARS -
e
»
OSSR E . % Rk Bk SHOHREET AR R
B o Lo .
IBM Firewall BiEi&35

24

B K F M E e T

Date Time firewall name:year;pid:Amsg num; msg_ID;var_l;...;var_n;

Hr

. ﬁugﬂﬂiﬁlﬂL date ~ time E& firewall-name 2P AS HEEH%RE  #riE -
. year EPEHI*,;J;E’J o

« pid RHEHEHEMARE ID -

- Amsg_num i (EEFEEC AR IHERE > i twlog.cat Hirh~ i
- EERITS I o U R msg_num i @ $ RS E R iE RS B
() - BT AT RE R » LR E 2 - - WiEvest -

« msg_ID =T8I LIRS M 1ICA0001e)e
« var_1-n RERTSEBHE > Hh n BT SwETHEEEHE -

o
5 RE oS El SIS HEERRE o g FEEOB T HAs A<
W) > rf‘g;iﬁﬁ;ﬁ?ﬁiﬁﬂﬁ’ﬂrﬁ%%

af B Ry fW]Ochft A2 windows NTRAHZE 481 @AIX HFE S &EulhE
TEOE KRR - A REBI HAL S4E 1BM Firewall for AIX  HEEHIME %Hiiﬁ e
G EHH @ msg_num BTEA) A" HIEGZ R & o MR R {1 22 17 g i A E
firewall_name k¢  {a#81.2 E RN FTE ]

BT
input & Windows NT Flrewa}IlElu SEEATE ) (TR HERG A
output  FEYERRH > ATE G f
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fwlogevrt 553
fwlogcvrt

i -
fwlogcvrt < fw980212.10g >logcvrt.out

RN BHEIEEE TR
AT LUEAIR A fwlogtxt > HEK5 Kl FI 3RO H Sy T T8 -

BRIE
input 2 WG S H SRR AR e A
output  FEHEGH

— fwlogtxt 5B

fwlogtxt

o -

fwlogtxt < fw980212.7og >logtxt.out
fwlogtxt < my.log | find "ICAQ"

% 5 fwlogtxt ) B s CHRATEIMER AT » jﬁﬁ%ﬁ%ae'%ﬁ@ﬁﬁﬁjqﬂ °

EEEREEAE
VLM RAY fwlogthl » 2R/ ~ dUE _ MR ERE SRBRREHEPBHE wE 2K
EA R o
B -
input Bl B
output & i :
a_alert.tbl
f_rule.tbl

f_info.tbl
f_match.tbl

Hort IMMmEAME 25
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f_stat.tbl
interfaces.tbl
nat_info.tbl
p_info.tbl
p_ftp.tbl
p_http.tbl
p_info.tbl
p_login.tbl
p_stat.tbl
server_info.tbl
session.tbl
s_ftp.tbl
s_info.thl

ssl_info.tbl

— fwlogtbl EE;
fwlogtbl -w [-d OutDir] [-su]LogName
-a

il -
fwlogtbl -a -d :c\reports fw961031.7og

-w FRWERZ EHA I g R F%"@fﬁ = s fwlogtbl 7T

-a faw  EEERORE HEE N B R T oW R R g fwlogtbl 4T
o

-d a5 o

OutDir  fEwilH A~ iy H 8% &%ﬂi?aw@_“ﬁﬁ T HAR SRR ﬂﬁ Bkt

-su fEw LogName /% AIX su HEEMEM&i o i85 » &1 Windows NT F"ewaIIE'fL
Al LUBHSCRTE . AIX Firewall AYBGKIS R su H iERE o

LogName

FawBA KOG HEERE _ AIX su HEERE -

ESR I I oW - rEewy fwlogtbl % ’ST;TEL A Wit 1 >0
=1 g 5T g ASCII (DEL) m A (xf*!i [l ,g;s e LT ) TR E
T h g >
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W TsRENET - i REEAT A Te 1l -
EBRRSES AR i ERERE

B R BRS KOfs —_ PROEARE o B BAAREIE T w I ETHEAE  w
VS ESHIE R SN :%’ DB2 db2 iE{HRG AL Mg by Lo (M v tolbz R
IBETTEE A HAE T WA o SR ATRETE B > 5 ol B0 L RUIhRE
i <)

7

%, db2 RAy T4 DB2 > diw#E—(# T Bil) 55 B DB2 T AETH o i
5 » (WG DB2 WIHTIE T WRA » R —AEIE W o (I ER %S
fwlog’ =) #E w, EETF - i e iAW TR :

-I -

»
db2cmd 2N 1N

K% @ DB2 RS R A
db2 create database fwlog

N
K% o sl fwlog T w
db2 connect to fwlog

db2 R4 -vf SEIAFIE] - F -

db2 -vf fwschema.ddl > schema.out
db2 -vf fwimport.dat > import.out
db2 -vf fwqrysmp.dml > report.out

Pl B SEs g oo o AENITILE (R HES AR A R Y (i —
(B > CEEmI R ) o HEARE oS W 0T B A — (AR
AN msg B o »

EEAVE L1

db2 -vf fwschema.ddl > schema.out EHRAGET TLAWSE REI o HBul
L SE KR AL % o SRS —2 o #ISHGIE ™y, FME, [#HFE D
[RE MENTE ID - @RI SQL Bl.-th > E(H 1D ATHEEEIFRE Rk Rw
Jt (W creatorid.tableName) £ E M 1F @7 % 1D T u, o b~ WRRHEHETHH
ID » Il &5 T S48 fwimport.dat B fwarysmp.dmi 1™ WEIGAE 7% 1D 8 5 (A
% &2

ROOTDIR\sample\report\fwschema.ddl & FaIZT7% w3 K DDL Bidist 3 7ids
BTwEE o EATLUESZ K W fwlogthl  EESTAIRTLAE IO o ROOTDIR 314 Mk
, TR > Ewil IBM Firewall HIFE o i H 8% o EHERZER schema.out LU &
Wk R AR © fwschema.ddl &  FROBEE. STHEFURGER - _ WSIFISSLLEA A
BEwRIH o (& DEE R BE i o)
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EAER

ERAEEE— % 3 DEL 1 asjz)\'# db2-vf

(@i

db2 -vf fwimport.dat > import.out
fwschema.ddl R4 AAE He

ROOTDIR\sample\report\fwimport.dat f& & f@ﬁ@”@ﬂbﬂt’ et *tbl T%E’Ui’ﬁfvl@)\'#
DB2 &~ w - W E27EI THNTE 1] % WREANEHE R RE ETE
RIS #E ID HE HF—lFR &l e

(I AP S e i A T n@ntbIname.msg g R HAE T - Hrp
thiname ¥ 1 —{EIFE A nS R FwWE o WIS MM SR - e
REGNERISE WEA - Hp it DBRIH u, SEMM Ry FEAMCLS o (A
R Dl R ittt ERE(E msg H o ARSI @k
AAERIEY .msg 1 o it e SRR W I db2

-vf fwimport.dat > import.out R4 °

HEAKHGEME o ATREE  Jl SQL SRS - HileefBILT S MONIHE | M2
fil - W - TEWHER [BRIEEE . BEEBEFHEENE ) - Sl ® EEE wi
i, fwlog B Wi BEkw e iF B DB2 U HUSEHHIE T - S —MEH%E DB2 ¥
AW SR R HEE . RIS LS o) B i

n ERIES

db2 -vf fwqgrysmp.dml > _ report.out R& &, #HHIEHR -
ROOTDIR:\sample\report\fwqrySmp.dml b H§ :i: SQL [, & i - Eﬁfﬂﬁ!ﬁ%gﬁ?ﬂ%

Sk o 4Rt TR —
—



SQL Fi&

ABfw SQL & HILMilE -

AR HETS . AIX su HEET SEEEIE] F b4 sQL %

ADMIN_ALERT
FILTER_INFO
FILTER MATCH
FILTER_ACTIVE_RULE
FILTER_STATUS
INTERFACES
NAT_INFO
PAGER_INFO
PROXY_FTP
PROXY HTTP
PROXY_INFO
PROXY_LOGIN
PROXY_STATUS
SERVER_INFO
SESSION
SOCKS_FTP
SOCKS_INFO
SSL_INFO

sU
TUNNEL_CONTEXT
TUNNEL_POLICY
TUNNEL_STATUS

BB EREEERAWE - /4 W ARG TR C L BETES - T LT
TR - »

2]

REHE BIHETEPER F 3EOSKIERIE M Wil — % W REFEE KA —(H
UL WA AR A BRI - B—{E 30
BT K -

BRI > T W (wschema, dVIHEFE =y, > = H
Fwi - %3 J
. FEHOMIAIT IR %H (LOG_FILE)
« JalHORk ™ H S Y, __%ﬁ% (LINE_NUM)
BT EER M AR AN (L MTSE®EE n X1 TS
(REPEATY NUM)
A L R R IR, B K - SR b Ly
SRS JETT B O i web S S
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# 1. ADMIN_ALERT.:EZ(# &

=
s LAt 3R 3| W i T S I i R AR RE - 3
MET

EIERIL)E

ENS AP mLT§ﬁ59%'f2% EHE M - S S EE R ER SR A ET -
sl i % 1 TTEIIT e RN - RIEE TR ERT S5
T e E I oe o B LLF ':F'é‘f IBM Firewall for AIX J IBM Firewall for NT HY{f
TS LIRERER KIS TS -

o

o

RIEHE ™ WX - UGEE

B Kis HEET SHUZEHIIET » 3 HEZCETL TINEA T81]-

L lER el T fE ) BRI - int 1548 DB2 i) SMALLINT EMFAEA ; 'long int’
{5 DB2 INTEGER JE#A! - THHA [y & MRS DB2 TIMESTAMP - @, O »
B ERHAES “000000 °

W R e R B 42 » MEFRwW—{EE - J5n] Mgk il A O

gt Ftoerf %Héﬂlﬁﬁ% — G = E R AR B RS
BEMiwE - %% Sahamem -

Fous W a_alerttbl IR LT THTS -

&N EOIIEL I |

Bt# BERIZRE RE*EERER

DATE_TIME date_time TR H RS [ (LEE)

FIREWALL char(100) B KRS bR TE RS G il (D)

PID int AIX EIE ID ~ NT % ID (WL5H)

MSG_NUM int T8HFE (W)

USERID char(16) # 1% 1D (ICA0001~ ICA0002~ ICA0003~ ICA0004
ICA2001~ ICA2002~ ICA2003~ ICA2026~ ICA2043~
ICA2068~ ICA2167~ ICA2168~ ICA 2170~ ICA2173~
ICA3001~ ICA3012~ ICA3018)

ACTION char(7) EAR (ICA3012) _ #iff (ICA3018)

NUM_COUNT int HE3E L H (1CA0001 ~ ICA0002~ ICA0003) 5
TAG_MSG_NUM I HEEHHEH (1ICA0004): KK
(ICA9000)

TAG_MSG_NUM char(8) ST 85F5 (ICA0004)

SRC_IP char(15) S 1th (ICA2001~ ICA2028~
ICA2079~ "ICA2167~ ICA3012~ ICA3018)

DST_IP char(15) Eﬁgr IP 1[th
(ICA2028~ IEA2079~ ICA3012~ ICA3018)
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#1. ADMIN_ALERT ). 5% & F804 W a_alerttbl BHYRA %R THHTS -

B BERIFRE FEaEREA
AUTH_METHOD char(20) 3T (ICA2002~ ICA2167~ ICA2170)
NETWORK char(25) Hgis % (ICA2001~ ICA2002~ ICA2167)
HOST_NAME char(100) F NS4 (ICA0003~ ICA2002)
TIMEOUT_SEC int i ¥ (1ICA2026)

CONN_USERID char(16) Socks#H R & %fE (ICA3001)
APPLICATION char(30) &R & fTN telnet- ftp ~ ...

(ICA2167~ ICA2168~ ICA2170~ ICA3012)

5% #HBTS : ICA0001 ICA0002 ICA0003 ICA0004 ICA0005 ICA0006 ICA0007 ICAO008 ICA0009 ICA0010
ICA0011 ICA0012 ICA0013 ICA0014 ICA0015 ICA0016 ICA0017 ICA0018 ICA0019 ICA0020 ICA0021 ICA0022
ICA1010 ICA2001 ICA2002 ICA2003 ICA2020 ICA2026 ICA2028 ICA2037 ICA2040 ICA2042 ICA2043 ICA2079
ICA2167 ICA2168 ICA2170 ICA2173 ICA3001 ICA3012 ICA3018 ICA9000 ICA9001

#2. FILTER_ACTIVE_RULEAZE & 34 I f_rule.tbl #4955 T B -

EL] =gt M FEixEER
DATE_TIME date_time YRR HEL [ (L2
FIREWALL char(100) [ KB B B 1) e i &l (L)
PID int AIX JEH ID ~NT # ID (2F)
MSG_NUM int TS (L)

RULE_NUM int FLHGENS (L2
RULE char(150) BRI (LZE)

£t fHEITS : ICA1037

# 3. FILTER_INFO. A%

& FHUA W f_info.tol 51 TiIEAS IHINAEE. —METTS -

B BERIFRR FEFEER S
DATE_TIME date_time YRR [ (L2
FIREWALL char(100) B K s e e bl (A2
PID int AIX J&H ID ~NT # ID (LF)
MSG_NUM int TEIEE (%)

RULE_NUM int JEJEALHIGERS (ICA1005)
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#3. FILTER_INFO @##). &% & THIZK W f_info.tbl fEHY TEIEHS f/?ﬁﬂ‘]ﬁgéﬁc —MRETTS -

B ERizan RSFEERER

ERROR_NUM int SAIREEARGENE - AIX BEIRIENS _ Windows NT iz —{
$E3% (ICA1007, ICA1008, ICA1009, ICA1011 ICA1013,
ICA1015, ICA1021, ICA1023, ICA1024)
HIE S EMRARIER ST JIE M _strerror EBURINES ©
MWindows NT fzf&—fE§aR1 #sC A&l I »<T
& IRt > _ ™r)in32 Programmer’s Reference Volume
2 1y Appendix A HHE ©

LOAD_PATH char(100) D YEAFALE I (ICAL1011- ICA1012)

DVC_DRV char(25) SEF R fC (ICA1021)

TERM_SIG char(25) #1EE5E (1ICA1260)

FILE_NAME char(100) I &l (ICA1024)

RC int WERBA K54 R (ICA1019)

5t tHEATS : ICA1001 ICA1002 ICA1003 ICA1005 ICA1007 ICA1008 ICA1009 ICA1011 ICA1012 ICA1013 ICAL
ICA1015 ICA1016 ICA1017 ICA1019 ICA1021 ICA1022 ICA1023 ICA1024 ICA1200 ICA1260

%4, FILTER_MATCH. /% & 4 W f_match.tol fER B8 HE -

BEf# ERIARY FSREEREA
DATE_TIME date_time SRR HIE [ (L)
FIREWALL char(100) 5 K S AR SE L &l (0 2E)
PID int AIX JEH ID ~NT # ID (%)
MSG_NUM int TEIE (L)
RULE_NUM int FLHIRRS (W2)
ACTION char(6) HIHEERD : @3F ~  fi5% -
DIRECTION char(8) HarmdenmmA  _# (LE)
SRC_IP char(15) ey 1P il (LE)
DST_IP char(15) ~ fhEH) 1P ,,;_ijt (6 22)
PROTOCOL char(7) “I%ET%M UDP -~ IPIP~ICMP ~ TCP _ TCP/ACK
(%)
SRC_PORT int - ICMP ) IP Bl
o HAWEFETIRwW 5% (LER)
DST_PORT int * ICMP {f] JP 2105
C R Y ETHw B )
ROUTING char(5) HurpkediE ke T (W)
INTERFACE char(10) IR T T ()

D14
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# 4. FILTER_MATCH ##d). Elfi#& & S | f_match.tbl #ZHYFHFFEEA A -

BEif BEnizER REFEEREE
FRAGMENT char(8) BB R (L)
TUNNEL_ID int S ID (L)

ENCRYPTION char(7) Jn##EY: © DES_CBC . CDMF _ i
BYTES long int FrwE RS (L)

£t fHEEITS : ICA1036

£5. FILTER_STATUSIZMAZ 7 30 A W f_stat.tbl f4A0EI8 SSHO RIS AT Z T -

B BERIRE REFEEREE
DATE_TIME date_time SR HIHEL [ (L2
FIREWALL char(100) B KRR i e e il (A2
PID int AIX &I ID ~NT # ID (%)
MSG_NUM int TS (W)
DAEMON char(25) AIX EIEOH H EEfE, X (ICA1004) > _ Windows NT i
IEOHR Lo
VERSION int FRASERE (ICA1004~ ICA1033)
RELEASE int RRZZBER% (ICA1004~ ICAL033)
PACKET_LOGGING char(8) B . —HEROHIIREE (ICA1035)

5t HHBHTS : ICA1004 ICA1032 ICA1033 ICA1034 ICA1035 EiEHIEHT (ICAL032) Hceflnl it
FILTER_ACTIVE_RULE £ 5 -




7. NAT_INFO (). A% 7 T4 i nat_info.tol Ay [#I#s g HL#HR TSHT -

=L ERizERY RS%EEREE
PID int AIX JEH ID ~NT #4 ID (H)
MSG_NUM int T8HEE (W)
VERSION int NAT BAHE (ICA9033)
RELEASE int NAT FRZX55#E (1ICA9033)
IP char(15) IPJIk (ICA9035~ ICA9036)

5t tHBAT & : ICA9032~ ICA9033~ ICA9034 ~ ICA9035 ~ ICA9036

# 8. PAGER_INFO.AZ & JE Firewall 1Y 0 MYZyRE TwmoaT (A W pgr_info.tbl ) -
=] ERiEER [ErERLE]

DATE_TIME date_time TR H A [ (LB

FIREWALL char(100) B3 Kb et e Al (5

PID int AIX B ID ~NT # 1D (WL5F)

MSG_NUM int T8I (W)

USERID char(16) i/l ID (ICA4036 ~ ICA4174~ ICA4175)

ERROR_NUM int AAEARIENS - AIX BHIRGERS . Windows NT fxf%—{i
$H# (1ICA4371)

PROGRAM char(25) & i (ICA4000)

SIGNAL int #1L{E59% (1ICA4000)

ID int HAIRE (1ICA4036)

PRIORITY int B5elEfF (ICA4036)

PERIOD int H#A (1ICA4036)

RETRY_COUNT int HiAZ L (ICA4036~ ICA4313~ ICA4314~
ICA4364 ~ ICA4365)

FROM_ENTRY char(15) K&l (1ICA4036)

HOST_NAME char(100) FENE@H (1ICA4174~ ICA4175)

MESSAGE_TEXT char(250) Eﬁﬂ’ﬂﬁﬁ,&lcmose\ ICA4353 -
4360~ ICA4368 ~ ICA4372)

SERVICE char(25) i~ FS& i (ICA4017)

SOCKET int SocketjEfs (ICA4017)

FILENAME char(100) 1 %ffi (ICA4154~ ICA4351~ ICA4352)

5t FHBHT & : 1ICA4000 ICA4001 ICA4007 ICA4017 ICA4036 ICA4154 ICA4168 ICA4174 ICA41YBCA4300 -
4303~ ICA4305 - 4315 ICA4351 - 4360~ ICA4362 - 4372)
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#9. PROXY_FTPJEHE & 73 | p_ftp.thl £41Y FTP FEFEGEZNY FTP “{EAT

BEif BEnizER fSRREREA
DATE_TIME date_time < ERTHBIE ) ()
FIREWALL char(100) B KRRt e e i (A2
PID int AIX JEH ID ~NT #4 ID (LF)
MSG_NUM int TSHEE (W)

USERID char(16) HAE ID (L)

SRC_IP char(15) BEFER 1P ik (622)

DST_IP char(15) b AR Y |Pu»¢_ht (ED)
ACTION char(s) W Me(F: map. WUE (LE)
FILE_NAME char(100) I &fd

BYTES long int H ez

SID long int —FEER{EZE ID (LH)

£t HHBET S 1 1ICA2075

#£10. PROXY_HTTPAZ & T4 W p_http.tbl 111

Proxy PEERIEFRT HTTP S1EET -

BEi# B ESxEEREA
DATE_TIME date_time YRR HIIEL [ (L2
FIREWALL char(100) [ KRS B B ) e i &l (L)
PID int AIX JEH ID ~NT # ID (LF)
MSG_NUM int T8HEE (L)

STATUS int IRRE (%)

SRC_IP char(15) FEFER 1P g hik (L2)
REQUEST char(250) HTT@}J‘?EW%e (HED)
BYTES long int B el -

£t MHEATS 1 1ICA2099

#11. PROXY_INFOAZ & Fais i p_info.tol 1407 Proxy THiHysts. —M&ETTS -

BEif BERIFRR FEFEER
DATE_TIME date_time TAERHIEL [ (L2
FIREWALL char(100) [ KB B B ) e i &l (A2
PID int AIX FEHI ID - NT # ID (2 5)
MSG_NUM int TSHEE (W)
USERID char(16) /1% ID (ICA2018~ ICA2019~ ICA2057

ICA2058~ ICA2166~ ICA2177~ ICA2172)

F2m (FHE FEX
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# 11. PROXY_INFO #é#). &%

2 Feugc W p_info.tbl 119 Proxy TWIUSEH. —WETTS -

Ef#

BERIRE

LpERLE

ERROR_NUM

int

ARG - AIX SHIRGEEE_ Windows NT fxfk—{i
#H53 (ICA2005~

ICA2006~ ICA2009 ~ ICA2029 ~ ICA2035~ ICA2038~
ICA2039~ ICA2052 ~ ICA2054 ~ ICA2055 ~ ICA2056 ~
ICA2057 ~ ICA2058 ~ ICA2059 ~ ICA2063 ~ ICA2064 ~
ICA2065 ~ ICA2066 ~ ICA2067 ~ ICA2068 ~ ICA2069 ~
ICA2069~ ICA2070~ ICA2071~ ICA2074~ ICA2110~
ICA2111~ ICA2113~ ICA2114~ ICA2115~ ICA2118~
ICA2119~ ICA2121~ ICA2122~ ICA2123~ ICA2124~
ICA2200~ ICA2201 ~ ICA2202 ~ ICA2203)

SHRHERBIY SO AIX SRIEEHEY) HIEH _strerror BHK
HUf% o T'Windows NT % {535 HC JlidE T
»XT8 ] hE > _ @Win32 Programmer’s Reference
Volume 2 ) Appendix A H1Hf% -

OPTION_VAL

char(20)

SRR BE
(ICA2014~ ICA2015~ ICA2049 ~ ICA2050)

TIME

char(15)

MY [ERE (1CA2044~ ICA2202)

RC

int

NERBA K A 7805 (ICA2007 ~ ICA2030
ICA2031~ ICA2033~ ICA2034~ ICA2054~ ICA2057 ~
ICA2058~ ICA2065~ ICA2120~ ICA2166~ ICA2203)

INVOC_NAME

char(20)

FHERMIEG  socket | HEE (Y 0 I&AE
(ICA2055~ ICA2056)

AUDIT_TYPE

char(7)

HOST_NAME

char(100)

Poed B (7 (7 T (ICA2004)
FEA & (ICA2106~ ICA2107~ ICA2126)

FILE_NAME

char(100)

T % (ICA2029~ ICA2030~ ICA2072+
ICA2183~ ICA2204~ ICA2205~ ICA2206~ ICA2207)

LINE_NUM

int

. H% (ICA2029~ ICA2030)

PROTOCOL

char(25)

N W4T (CA2112+ ICA2116)

CUSTOMIZED_ATTR

char(25)

. 5% (ICA2105~ ICA2106~ ICA2125~ ICA2166)

ODM_ERR_NUM

int

-
e NI SRR ) HISEEERS (ICA2102+
ICA2103~ ICA2104~ ICA2105~ ICA2107 ~ ICA2108~
ICA2109~ ICA2125)

APPLICATION (I[% NT)

char(30)

JEf & i (1ICA2200~ ICA2201~
ICA2202~ ICA2203~ ICA2204 ~ ICA2205~ ICA2206 ~
ICA2207)
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#11. PROXY_INFO ). &F

4 Fousc W p_info.tbl 419 Proxy TR, —METTS -

Bt BRIRE EEER 8
CALLER ({#FE NT) char(25) 1 B8 (ICA2200~ ICA2201
ICA2202~ ICA2203~ ICA2204~ ICA2205~ ICA2206~
ICA2207)
FAILED_IN (f#BR NT) char(25) KIS (1ICA2201 ~ ICA2203)

& TS -
ICA2029 ICA2030 ICA2031
ICA2047 ICA2048 ICA2049
ICA2059 ICA2060 ICA2061
ICA2071 ICA2072 ICA2073
ICA2112 ICA2113 ICA2114
ICA2124 ICA2125 ICA2126
ICA2204 ICA2205 ICA2206

ICA2207

ICA2004 ICA2005 ICA2006 ICA2007 ICA2009 ICA2014 ICA2015 ICA2018 ICA2019 ICA2023

ICA2032 ICA2033 ICA2034 ICA2035 ICA2038 ICA2039 ICA2044 ICA2045 ICA2046
ICA2050 ICA2051 ICA2052 ICA2053 ICA2054 ICA2055 ICA2056 ICA2057 ICA2058
ICA2062 ICA2063 ICA2064 ICA2065 ICA2066 ICA2067 ICA2068 ICA2069 ICA2070
ICA2074 ICA2100 ICA2102 ICA2103 ICA2104 ICA2105 ICA2109 ICA2110 ICA2111
ICA2115 ICA2116 ICA2117 ICA2118 ICA2119 ICA2120 ICA2121 ICA2122 ICA2123
ICA2127 ICA2166 ICA2171 ICA2172 ICA2183 ICA2200 ICA2201 ICA2202 ICA2203

#12. PROXY_LOGINAF & o1 AP | p_login.tbl #EHIIEF] Proxy BAKE T (FZH #E) -

BEif BERizER REFEEREH
DATE_TIME date_time < ERVH e ) ()
FIREWALL char(100) B3 KOs HERR Y e el (B
PID int AIX JEH ID ~NT #4 ID (%)
MSG_NUM int TS (W)
USERID char(16) % ID (BE)
APPLICATION char(30) FEM & fi - telnet~ fip ~ ... (LE)
AUTH_METHOD char(15) g 7k (LE)
NETWORK char(25) Wi (e R THET) W)
HOST_NAME char(100) TEMatE (W)
£ BT S : ICA2024 ICA2025 ICA2169
#13. PROXY_STATUSE# & 34 W p_statthl ) PROXY JLAEZ T -
(=4 BERIFRR FFEER S
DATE_TIME date_time YRR HIEL [ (L2
FIREWALL char(100) B Kb as it e @t (A5
PID int AIX JEH ID ~NT # ID (2F)
MSG_NUM int TS (L)
USERID char(16) & ID (ICA2008~ ICA2016~ ICA2021)
SRC_IP char(15) AR 1P 2k (ICA2000~ ICA2008 ~ ICA2010~

ICA2011~ICA2012 ICA2013~ ICA2141+ ICA2180)

Fom (S X
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#13. PROXY_STATUSH#). A% & T4 W p_stat.tbl fif7 PROXY JREEZT -

B BRiER . RSFEERER
DST_IP char(15) HeY P <}t (ICA2000~ ICA2010~
ICA2011~ ICA2012~ ICA2013)
REMOTE_HOST char(100) TR B M (PG SR L )
(ICA2021 ~ ICA2022 ~ ICA2027)
SID (R NT) int e PRV E2E NG (ICA2177 ~ ICA2180~ ICA2181 ICA2182)
SOCKET (#[R NT) char(25) Socket&ffii (ICA2177)
RC (R NT) int A RS )7 B (ICA2181~ ICA2182)
CMD ({£fR NT) char(36) SMTP-f (ICA2182)

£t tHEATS : 1CA2000 ICA2010 ICA2011 ICA2012 ICA2013 ICA2016 ICA2021 ICA2022 ICA2027 ICA2097
ICA2098 ICA2141 ICA2163 ICA2164 ICA2165 ICA2177 ICA2180 ICA2181 ICA2182

# 14. SERVER_INFOAXZE & ol "B | srv_info.tbl f&Ag T ;’,5’1,%7’%%%% IREEENE YT o

B ERIZREY RS%EEREE
DATE_TIME date_time SRR HIRE [ (L)
FIREWALL char(100) 5 KGRI SE L &l (0 2E)
PID int AIX JEH ID ~NT # ID (%)
MSG_NUM int TEIE (L)
USERID char(16) f#if# 1D (ICA9003~ ICA9004)
ERROR_NUM int AAFEARGENS - AIX BEIRGENS . Windows NT fxf%—1H

335 (ICA9008 ~ ICA9009)

SHARGRISIN ST SAIX RAfisia) riEE strerror BBCK
B o TWindows NT ik —{EgsaR 3 Qg T
»><T & Pkt > _ ®mWin32 Programmer’'s Reference

Volume 2 # Appendix A H1H5 -

ICA9014 ICA9015

5t tHEAT S : ICA9003 ICA9004 ICA9005 ICA9006 ICA9007 ICA9008 ICA9009 ICA9010 ICA9011 ICA9012 ICA9

D13

# 15. SESSION:E % & fﬂé‘ ¥ session.tblf#) SOCKSE PROXY P2 |—IFET -

B ERER (RE) ASREEREA
DATE_TIME date_time TR H A [ (LEE)
FIREWALL char(100) B3 Kb Rt e At (W5
PID int AIX AIX GEH ID ~NT & ID ~ NT #& ID (&%)
MSG_NUM int TSI (L)
USERID char(16) & ID (L)
SERVICE_TYPE char(10) AR ~F2»YEM : socks _  proxy (£3)
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#15. SESSION#AE). Effi#E & P W session.tolfi§1) SOCKS £l PROXY R} F2£E = |— I 4T -

B BREER ((RE) [ELERL

APPLICATION char(30) JEfE—&ff - telnet~ ftp ~ ... (WLE)

SRC_IP char(15) B 1P il (LE)

DST_IP char(15) St PR ) |Pu.1_ijt (W)

SESSION_EVENT char(5) . ié.?i%ﬂ%&%’ﬁ% T
o HASIEPEEERE AR
(%)

BYTES long int S ERE I EH e & Hi - FERE5
Telnet> £LER 0 -

SID long int TRk AR —FEER(FIEAINS - DL R
o

&t

HHETS :

+ Safemail FEEFHEE™ 1 ICA2178

« Safemail FEE&E3E—IE : ICA2179

* Socks FEEFREET 1 ICA3011

* Socks FEE{FHE—IE : ICA3015

« Proxy TelnetPEER{ESE= 1 ICA2036 (AIX Hif) ICA2208~ ICA2218 (NT HEif)
+ Proxy TelnetPEER/E¥—IL : ICA2077 (AIX HiE) ICA2209~ ICA2219 (NT Hik
« Proxy FTPRSER{EZERL= 1 ICA2041 (AIX HEE) ICA2208~ ICA2218 (NT Hik

« Proxy FTPRSER{EZ—IE 1 ICA2076 (AIX k2 NT Hik)

Socks FTPIEE(FH" {Fifjceilfly MSOCKS_FTP 1= Proxy FTPREEAFH" (Ficedfly @PROXY_FTP i -

#16. SOCKS_FTPAZE ﬁf% W s_ftp.tbl f§H7 FTP BEER{E¥HY SOCKS FTPEET o

BEif BERizER ESREERET
DATE_TIME date_time R HIRE R ()
FIREWALL char(100) [ K bR i e e il (A2
PID int AIX AIX JEH ID~NT # ID (L5
MSG_NUM int T8 (W)

USERID char(16) % ID (WE)
SRC_IP char(15) BERER 1P ik (LE)
DST_IP char(15) el Tl IPU»\,_ijk 5]

F2m (S X
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#16. SOCKS_FTP#id). &% & 73 | s_ftp.tol 5V FTP BEER{EZHT SOCKS FTPTEAT °

(=] ErlzEa RE*EERER
DATA_BIND char(s) - WHSTETIRE BT e (1CA3010)
o ERIEETEEE  —IF 0 (ICA3014)
(W)
BYTES long int H el -

£t tHBET & : ICA3010 ICA3014

# 17. SOCKS_INFOAE

& o | s_info.tbl #4119 Socks SHIELHE. —WRETTS -

B ERiEEn REFEERER

DATE_TIME date_time SRR EIE [ (L2

FIREWALL char(100) 5 K SRR SEE & Tl (0 2E)

PID int AIX B ID ~NT # 1D (WL5)

MSG_NUM int T8 (WLH)

USERID char(16) {fif# ID (ICA3044 -~ ICA3045~ ICA3046~ ICA3047~
ICA3049)

ACTION char(7) SR (ICA3044~ ICA3049) _ Hifffi (ICA3046~
ICA3047)

ERROR_NUM int SAASHARERNG - AIX SEIREENS (ICA3013~
ICA3019~ ICA3031~ ICA3032~ ICA3040~ ICA3044~
ICA3101~ ICA3102~ ICA3103~ ICA3104~ ICA3106*
ICA3107~ ICA3108~ ICA3122~ ICA3124~ ICA3125~
ICA3126~ ICA3128)

SRC_HOST char(25) K E N (ICA3019~ ICA3035)

DST_HOST char(25) Eﬁzt FENE&@H (1ICA3016~ ICA3045)

SRC_IP char(15) Ay fik (ICA3042~ ICA3043~ ICA3044 -~
ICAJUSO“45 ~ ICA3046~ ICA3047 ~ ICA3049)

DST_IP char(15) EE& ~¢}k (ICA3044~ ICA3045 ~ ICA3046 °
ICA3047 ~ ICA3049)

LINE_NUM int . % (ICA3022~ ICA3023~ ICA3024 ~ ICA3025-

-
TCA8026~ ICA3109~ ICA3110~ ICA3111 > ICA3112~
ICA3115~ ICA3116~ ICA3117 ICA3118~ ICA3119~
ICA3120);

-, B (IcA3113)

EXEC_STATUS

int

-
1, REE (1ICA3027)
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#17. SOCKS_INFO #if). &% & Fods | s_info.tol 1419 Socks THiyat. —M&ETTS -

[E4

BErRE

e

CMD

char(36)

W EAR4 (ICA3027~ ICA3039~
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