Optim 7.2 
Mainwin Enterprise Edition

Overview 
There are two run modes that can be used Optim’s Server Daemon (program pr0svce,  started in the rtserver script)
· “Professional” single user mode

This mode requires that the “filelogon” parameter of the pstserv.cfg configuration file is either not set or set to “local”.  

In this mode all client request (from Windows Toolbox or a Command Line Utility in any computer) will run under the same user id that started the daemon. 

Because the user id is not changed, all files are opened under the credentials of the user that started the daemon. Therefore all files are accessible by any user that has the ability to connect to the server daemon and run a request.
If using a DBMS that is configured to use “OS Authentication” and have indicated to use that feature in the pstserv.cfg parameters then it is the user that started the daemon that is used by the DBMS, thus a user rights are the same as any other user rights since there is only one user ever given to the DBMS client.

· “Enterprise” multiple user mode.

This mode is required if the “filelogon” parameter is set to “client” or “server”.

With “client” specified the request is run under the user credentials found in either the pstlocal.cfg’s “server” parameter for a Unix Command Line Request or in the Personal Option’s “Server” tab in Windows for a Toolbox, Scheduler, or Command Line request from Windows.

When files are open they are opened under the credentials from the client.  Files are accessible to other users depending on the “filemode” parameter in the pstserv.cfg file (or default to the umode setting of the system).

When using OS Authentication in DBMS clients the credentials from the client are given to the DBMS, as if the user logged on locally and were running the request.

With “server” specified in the pstserv.cfg “filelogon” parameter you specify the user credentials that all request run within the parameter. This is similar to starting the daemon under the user in the filelogon parameter except on the request runs under the specified user, not the daemon.
When using OS Authentication in DBMS the credentials of the user in the filelogon server parameter are given to the DBMS, as if the user logged on locally and were running the request.
Which mode you decide to use depends on how you want files opened or the credentials to be given to OS Authenticated DBMS clients.

There are differences to where things are put on the system between these two modes and are the key to understanding how they work…
· Professional Mode
All emulated registry files are placed into the “.mw” directory under the home directory of the user that started the Optim Daemon. 
The “Core Services” are daemon processes (regss, mwrpcss, and watchdog) that control communications between our programs and handle read/write to the emulated registry. 

They are automatically started under the user id that started the Optim Demon and all programs that are run under that user id will use the same Core Service processes!

If you have multiple user ids starting their own versions of the daemon (say a production and an pre-production install using fenced users) or one of the DBA’s starting a Command Line Utility under their own user id, then each user will have their own “.mw” registry directory under their home directory and their own set of Core Service processes … even though they may all be using the same install directory.

Note that it is not possible to start multiple Optim Demons under the same User id but you can start multiples if each is started under a different User id.  
More importantly, each User that is used to start the daemon must have a different Home Directory (you cannot have multiple user ids both using the same Home directory and expect them to execute Optim Daemons successfully).
If the Core Service processes are not started when the daemon starts, they will be started automatically (note that our rtserver script starts them ‘manually’ before the starting the daemon).

If started automatically the Core Services will time out after 20 minutes and end normally once all programs running in the same User Id have ended.

If started manually the Core Services will remain running until you stop them manually (using the mwadm utility explained later).

· Enterprise Mode
The common (local machine) hive emulated registry file is placed into the directory in which you installed the Enterprise Mode Core Services.
The user (current user) hive emulated registry file is placed into the “.mw” directory under the home directory of the user credentials (i.e. the credentials sent from the client if “filelogon client” is used, or the credentials of the user specified in “filelogon server”).
Because of this every user that is allowed access to a Multiple User Mode Daemon (Enterprise Mode) must exist as a real user on that system and have their own home directory specified in their login setup (usually specified in /etc/passwd).  
PAM is used to authenticate the user id (LAM in AIX) and they require a properly created user to do so.

The “Core Service” processes (regss, mwrpcss, and watchdog) are started under the user “root” and will be automatically restarted on each IPL using Initialization Scripts (init.d or rcx.d time scripts depending on the platform).

All programs that are run under ANY user id use the same Core Service processes.
You cannot have multiple Daemons using Enterprise mode as the same time, from the same user or different users. The reason is the contents of the pstserv.cfg file are placed into the common (local machine) hive of the registry and there is only one of these in Enterprise mode… thus the settings from the second Optim Daemon will overlay the first which the first Daemon is still running!
However, you can have other Optim Daemons running in Professional Mode under many different User Ids at the same time others use the Enterprise Mode and a central daemon (that is, for testing).
If the Core Service processes are not started when the daemon in Enterprise mode the Daemon will not start and fail with an message on the console specifying that you must start Enterprise Core Services manually as root (our rtserver script will not start the Daemon, it is assumed to have been started via an Initialization script).

Enterprise mode, in this release of Optim is distributed as a separate set of files and must be installed after you install Optim by the root user.

Enterprise mode is started for you during the install and will be auto-started from an initialization script on each subsequent IPL.
Command Line Utility
Enterprise mode is required when a Daemon (pr0svce) starts a Request Process (pr0sver) on behalf of a specific user.  The Daemon runs under whatever user id was used to start it and the request runs under that user or some other user depending on the “filelogon” parameter of the pstserv.cfg file.
Command Line Utilities connect to a Server Daemon if asked to do so in their arguments or the request, otherwise they execute the request “locally” without contacting any server.  
The command line utility is actually connecting to the server in the same way as a remote client (for instance, a command line from any platform or from a Windows running our Toolbox) and as such can run in Enterprise mode or in Professional Mode.
All registry information is maintained within the user’s (current user) hive that is located in that user’s home directory under the “.mw” sub-directory so its safe to run multiple Command Line Utilities at the same time, even from the same user as long as they are using the same “pstlocale.cfg” configuration file!

The mode that a program runs, of course, under depends on which Optim Install they are using.  
One of the reasons you will have to specify the Optim Install Directory ($PSTHOME set) when installing Enterprise Mode Core Services is that a file is modified ONLY in that directory to indicate every program started with the same $PSTHOME set to that directory what mode to run in.

Thus, if you have a single installation that is using Enterprise Mode in a single install directory then Command Line will run Enterprise.  If you have multiple installs then it will depend on which Optim Install directory $PSTHOME points to and how it was set up (see Controlling Core Services below).
Remember, it doesn’t matter too much as the Command Line Utility, using Professional Mode, can easily talk to a Optim Server running Enterprise Mode (or visa versa for that matter) as they are considered remote connections.

It is best to think of the server, the request, and the command line each having their own environments, their own registry, their own inter-communications, etc.  If you want them to talk to each other they all either have to communication via RPC (Windows to Unix, command line to server) or via a common Enterprise Mode core services.
Controlling Core Services

You can query the status of the Core Services at any time after you executed the rtsetenv or rtserver scripts by

mwadm status

You can start or stop Core Services (at any time after you executed the rtsetenv or rtserver scripts) by

mwadm start

mwadm stop
Note that for Enterprise Mode you must be running as “root” to start or stop Core Services.  Our rtserver script, in Profressional Mode, always stops and restarts Core Services (for that user) to insure of a clean slate during restarts.

You can change the default Mode programs use when they are executed from the same $PSTHOME.  
As mentioned above, when you install Enterprise Mode you will be modifying a file within the $PSTHOME directory structure that tells every program that has the same $PSTHOME directory that they run under Enterprise Mode.

You can change that for any $PSTHOME directory by executing. To set Professional Mode run
mwset_rtmode -p
You can set it to Enterprise Mode (assuming Enterprise software was installed in that $PSTHOME directory) by running.
mwset_rtmode -e
WARNING: While it is possible to force other install directories to use Enterprise Mode this way but it may not be successful.  While the actual “Core Services” just handle the services for whoever connects to them it’s the code in our programs that recognizes Enterprise Mode and sets certain conditions… in short travel there at your own risk.
Installing Enterprise Mode Core Services
· Copy/download the core.tar and enterpri.sh files (from the CD) file into the $PSTHOME/mw directory

· login or su - into root (use the - option of su to run with root's environment settings). 

· Make sure you have the PSTHOME environment variable set by running the ". /optiminstall/rt/rtsetenv" (by default that’s . /opt/softech/rt/rtsetnenv) script that you modified when installing Optim on the Unix machine (note the dot-space to have it execute in the process rather than spawning a new process to run).
It is important that the environment variables active at the time you install the Enterprise Mode point to the directories where you installed the Optim release/build you want to use Enterprise Mode as there is a file in that (and only that) directory will be changed to show you are using Enterprise Mode.  

Every Daemon or Command Line Utility, when its $PSTHOME points to this directory will use Enterprise Mode.
Every Daemon or Command Line Utility, when its $PSTHOME points to a different install directory, will use Professional Mode.

· Run the enterpri.sh script as


enterpri.sh install <base install>

The <base install> directory 
1. Must already exist and 
2. Must be available during boot processing since the Enterprise Mode starts up as part of the initialization after this install.   
It does not have to be under the $PSTHOME directory although it could be (if you omit the second parameter it will ask you if you indeed want to install into $PSTHOME/mwcore).

You can also "enterpri.sh uninstall" to uninstall the enterprise mode and revert to "Professional Mode".

The actual "enterprise core" directory of "mwcore" will be created under the "base install" directory..

enterpri.sh install /opt/Softech
would create

/opt/softech/mwcore

If your $PSTHOME directory is always available you can use 

enterpri.sh install $PSTHOME
or omit the second argument, to install it into $PSTHOME/mwcore
Other files installed…

The install will also create a config file....

/etc/mainwin.conf

And, depending on the platform, one or more files in the /etc/init.d or /etc/rc.x directories that will start up the enterprise mode core services during IPL.

When the enterpri.sh script is done, the Enterprise Mode Core Services will be running.  You can, if you are root, stop and start it at any time using "mwadm start" or "mwadm stop" explained above.

WARNING: Do not run enterpri.sh on a different Optim install directory. The directory where you installed is referenced in both the /etc/mainwin.conf configuration file and in the initialization scripts.  Re-running enterpri.sh has been modified to check if Enterprise mode was already installed. 
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