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The Regulation of Medical Device Software

Thestateof theart in medical device software devel opment has undergone enormous changesin the past decade. In
thelast 10-15 years of medical software regulation, the FDA has become aware that there was significant room for
improvement. Indeed, the FDA found that approximately 44 percent of the quality problemsthat led to voluntary
recallsduring this period were attributed to errors or deficienciesthat were designed into particular medical devices
rather than having been inserted in the manufacturing phase. Furthermore, it seemed clear that many of these errors
could have been prevented by adequate design controls*

In an effort to normalize the US standards with the evolving world market places, and in an effort to improve
regulation of medical device development, enabling legislation was passed in 1990 to give the FDA the necessary
scopeto regulate the devel opment of medica device software. The enabling legidation, contained in the Safe Medical
DevicesAct (SMDA) of 1990, wastheimpetusfor the FDA to drastically reviseits oversight into design development
of medical devices containing software.

Themajor result of passage of the SMDA has been adrastic revision of the old GM P regulations. The new GMP
regulations have only recently been approved and the impacton medical device software isenormous.

In brief, the new GMP regulations, now referred to asthe Quality System Regulation (QSR), take effect with a
transition period from June, 1997, through June, 1998°. Prior to the end of thistransition period, all development of
Class|l and Class 111 medical devices automated with software must be moved to full compliance with the
development process standards outlined in the QSR.

The good newsisthat the QSR has excellent guidance on the establishment of modern software devel opment
practices. Indeed, these mandated practices have been carefully worked out by theregulationsin the QSR so asto
conform to standards which you may be familiar with. QSR was specifically crafted to conform to the IEEE Software
Engineering Standards’ or the worl dwide standards such as may be found in 1SO 9001, IEC 601 or EN 46001.

Further good news may be found in the QSR in that no specific standard is absolutely required. Thus, you can model
your own development processes after existingstandards and you can adjust the mode! to suit your own particular
development needs.

Since 1984, the FDA has been struggling with the notion of establishing design contrals, including safety and
effectiveness, as part of the overall quaity process. Now, with the advent of the QSR, amajor step has been takento
insure quaity of software development in amedical device. Inthe next part of this paper, we shall begin exploring
how a Requirements M anagement tool such as RequisitePro™ can hel p you efficiently automate many of thetasks
prescribed by the QSR as part of adevel opment processfor world-quality medica devices and products.

Part | of thefollowing sections outlines the structure and documentation required for amedical device software
development process. In Part 11, we will explore asample medical device development plan and examine the features
offered by the RequisitePro tool and support that the tool providesin automating and managing the requirementsfor
thedevice.

'FDA, Medical Devices; Current Good Manufacturing Practice (CGMP) Final Rule; Quality System
Regulation. p 52602.

%|bid. p 52604.

% [EEE. IEEE Standards Collection, Software Engineering, IEEE, New York, NY. 1994. The collected set of
standards will be referred to throughout this paper.



Part I.

Formulating An Acceptable Development Plan

Beginning in mid-1997, the Quality System Regulation (QSR) mandates the establishment of awide-ranging and
well-structured plan for the development of software for medical devicesthat depend on softwarefor their
operation. The key word hereistheplan. While the QSR mandates the establishment of aplan, it does not describe
the contents of such aplan or the process by which the software is developed. To obtain thisinsight, it is necessary
to become familiar with another new FDA guidance document published by the Office for Device Evaluation
(ODE) group, “ODE Guidance for the Content of Premarket Submission for Medical Devices Containing Software
(draft document).” The document is aguidance document and does not have the force of regulation. However, the
document coversalarge number of practical suggestionsfor the development of aplan. Wewill refer to this
document asthe“ODE Guidance” document (OG).

Appendix A of the OG definesanumber of distinct stagesin the software development lifecycle. Appendix A
definesthe following major areas of thelifecycle:

Requirements Analysisand Specification
Architectural Analysisand Specification

Design and Devel opment

Verification

Vadidation

Configuration Management and Change Control
Independent Verification and Vdidation

In thiswhitepaper, we will explore the highlights of each areaiin order to establish an overview of the processesand

documents required for each stage. In Part |1 of thiswhite paper, we will use the RequisitePro toolkit to automate
and support the requirements management activities which support these stages.

Requirements Analysis and Specification

Section A.2 of the OG recogni zestheimportance of the need to identify and analyze end-user functiona and
performance requirementsfor the product. The Requirements Management team at Rational Softwareisan industry
leader in thisareaand has published papers and coursesin support of the vital importance of collecting and
analyzing requirementsinformation.™

In order to organize and manage
thiseffort, many medical device
projectswill probably be well
Served_by defining and using Product Requirements Document
threedifferent typesof (PRD)
documentsto collect and define I

the requirements: the Product [ |
Requirement Document (PRD), Software Requirements Specification Hazard Analysis
the Software Requirement (SRS) (HA)
Specification (SRS), and the
Hazard Analysis (HA). These documentsform thetop of an implementation documentation structurethat initially
appearsasshown in Figure 1.

Figure 1, Initial Implementation Document Setup

Product Requirements Document (PRD)

The PRD collects, analyzes, and definesthefeatures of the product and the user needsthat the device addresses.
While no widely adopted standard for such adocument exists, RequisitePro offers atemplate for a Product
Requirements Document as astarting point for managing your project’ sreguirements.

4 Leffingwell, D., and A. Davis, Using Requirements Management to Speed Delivery of Higher Quality
Applications, Rational Software TR0001, 06/96.



The PRD iscommonly initiated through your organization’s marketing department working in conjunction with
clinical specialists. It offersthe marketing department a pal ette to record high-level user needs and establishesthe
clinical claimsfor thedevice.

It should also serve asthe organizing element to focus safety features, conformanceto standards, clinical claims, and
even subsequent marketing collaterals.

Softwar e Requirements Specification (SRS

Typically, the requirement gathering processstartsout very abstractly and culminatesin aseriesof high-level
product features. These features are recorded and managed in the PRD discussed above. The SRSiswrittento
respond to the software-fulfilled behaviorsthat are specified in the PRD. In mo dern medical devices, software may
occur in an embedded microcontroller that operates the device, software may occur aspart of an interface to other
devices, or the device may a so contain external, stand-alone, softwarefor post{processing of data. Regardless of the
function of the software, all requirementsfor the software should be specified in one or more SRS documents.

The software requirements provide adetail ed specification of exactly whet the software must do, and not how the

softwareisto be designed or implemented. A list of principlesto follow when you are documenting the software
requirements may be found in Chapter 3 of 201 Principles of Software Devel opment®

The key points to recognize when writing the SRS include®:
The requirements should be complete, consistent, and as unambiguousas practical.

Every requirement should be tracesble back to one or more featuresin the PRD and traceable forward
to lower level requirements, test cases, and implementation modules.

Every requirement should be assigned a“tag” sothat it can beidentified, tracked, and managed asa
separate element of the project.

The |EEE offersan excellent set of discussions and templatesfor an appropriate SRS. Refer to |EEE 830-1993,
Recommended Practice for Software Requi rement Specificationsfor further information. The RequisitePro tool
incorporatesthe | EEE recommendation into its basi ¢ templates of document styles, thusallowing you to quickly lay
out thedocument and begin entry of requirements.

Hazard Analysis (HA)

Animportant early document in the design processisthe Hazard Analysis (HA). The FDA isfocusing onthe HA as

akey element in theimprovement of medical device quality. Indeed, the OG devotes section 2.8 entirely to the
question of Risk Management and Hazard Analysis. A Hazard Analysisis:

“the detailed examination of adevicefrom the user and patient perspectives.
Its purposeisto detect potential design flaws—possihilities of failure that

could cause harm—and to enable manufacturersto correct them beforea
deviceisreleased for use.”’

Asnoted, HA requiresthe designer to consider various classes and types of errorsthat may occur inthe product yet
to be constructed. As each potential hazard is documented and examined, the HA document allowsthe designer to

document the potential hazard and then suggest design strategies and specific functional requirementsintended to
alleviatethehazard.

® Davis, A., 201 Principles of Software Development, New York, NY. McGraw-Hill, Inc., 1995.

6 Leffingwell, D., and A. Davis, Using Requirements Management to Speed Delivery of Higher Quality
Applications, Rational Software TR0001, 06/96. p 8.

" Bill I Wood and Julia W Ermes . Applying Hazard Analysis to Medical Devices, Medical Device &
Diagnostic Industry magazine, 01/93.



With the advent of the draft OG and the CGM P, new and more sophisticated approachesto Risk Analysis have been
added to thetraditional Hazard Analysis approaches.

Appendix B of the OG suggests gpproximately 20 topics which require your scrutiny while conducting the HA. The

FDA hasfound that these topi cs pose special risks when applied to the software development for medical products
and are worth consideration for possibleinclusionin the HA.

In subsequent stages of the product devel opment lifecycle, the HA document will serve asaliving document to
record both the potential hazards and therisk mitigation strategiesthat have been defined to prevent the hazard from

occurring. System vaidation will later refer to this document to confirm that al anticipated hazards have been
completely addressed and resolved.

Architectural Analysis and Specification

Appendix A.3 of the OG begins theimplementation process. In this phase, the functional and safety requirements

are all ocated to the hardware and software aspects of the product. Tradeoff studies may be performed to determine
the most effective implementation approach.

The key document produced in this part of the development lifecycle isthe Configuration Management Plan
(CMP). Excellent discussions of the concept, layout, and use of the CMP may befound in existing standards | EEE
828-1990, Sandard for Software Configuration Management Plans and |EEE 1042-1987, Guide to Software
Configuration Management.

The CMP stands outside of the Figure 2, Initial Project Documentation Setup

implementation document tree since
thisdocument isaproject-wide
guidance document. Theinitial
project-wide documentation tree ‘
appearsasshowninFigure 2.

| Project Documentation|

Configuration Management Plan
(CMP)

Design and Development

Appendix A.4 of the OG discusses the trand ation of software requirements from the SRSinto source code. In order
to standardize theimplementation practices, the OG recommendsthe use of style guides, coding standards, etc.
Walkthroughs and bench testing are recommended practices during this activity. Typicaly, softwareisorganized
around sometype of implementation unit such as modules of code, subroutines, object classes, etc. Thus, another set
of documentsiseither explicitly or implicitly being built, that of theimplementation units.

Asthe implementation
documentation becomes
available, you should
addittothe
implementation

Figure 3, Implementation Documentation

Implementation Documentation

documentation structure
asshownin Figure 3.

The OG recommends

Product Requirements Document
(PRD)

that the devel oper Software Requirements Specification Hazard Analysis
maintain astrict audit (SRS) (HA)
trail between the |

implementation units
and the specifications
and HA for that
implementation. We

Implementation Unit #1
(functions, modules, objects, etc)

Implementation Unit #2
(functions, modules, objects, etc)

will discuss how to do thisin Part 11 when we discusstraceability .




Verification
Appendix A.5 of the OG coversthe Verification activities. The |EEE defines“ verification” as:

“The process of evaluating asystem or component to determine whether the

productgs of agiven phase satisfy the conditionsimposed at the start of that
phase.”

That is, the Verification activity islagely apaper-based activity that requires you to confirm that each stage of the
development (e.g., asoftware implementation of one or more requirements) conforms to the requirements defined
inthe previous stage. In order to have amethod to perform thisVerification, you need aplan.

A well-organized project will include aVerification and Validation Plan (VVP). Asusud, the IEEE offers excellent
guidancefor setting up aVVPin IEEE 1012-1987, | EEE Sandard for Software Verification and Validationand
|EEE 1059-1993, | EEE Software Guide

Notethat the VVPisaproject-wide

document that establishesthe rulesfor

Verification testing (aswell as Validation Project Documentation

testing). Thus, this document can “ stand |

totheside” asaproject document, \ |

similar to the Configuration . Configuration Management Plan Verification & Validation Plan
Management Plan (CMP) mentioned (CMP) (VVP)

earlier. The project documentation tree
then appears as shown in Figure 4.

The OG recommendsthat the devel oper maintain astrict audit trail between the Verification activitiesand the
product specificationsand HA for that implementation. We shall returnto thistopicin Part 11 when we discuss

traceability .

Validation

Inasimilar manner, Appendix A.6 of the OG recommends various Validation activities. The | EEE defines
“validation” as:

“The process of evaluating asystem or component during or at the end of the
devel opment processto determine whether it satisfies specified
requirements.”®

In other words, you need to confirm that the implemented component actually worksto specification. Normally, the
major meansto satisfy thisactivity istesting. Once again, aValidation planisneeded. Traditiondly, the Vaidation
planisincluded as part of the V&V plan (VVP) discussed earlier.

Validation activities go hand in hand withtesting. But, what does agood test plan |ook like? Fortunately, the IEEE
has an answer. | EEE 829-1983, |EEE Sandard for Software Test Documentation provides extensive coverage on
the establishment of atest methodology, conducting tests, reporting results, and resolving anomalies.

® |EEE. IEEE Standard Glossary of Software Engineering Terminology, IEEE Standards Collection, Software
Engineering, IEEE, New York, NY. 1994.

® Ibid.



Notethat software testing should

confirm the correctness of the units Figure 5, Implementation Documentation (with Testing)
under test from two perspectives:

]_) the unit meetsthe Implementation Documentation |
implementation element’s |

Sp&lfl cation and, 2) the unit meets Product Requirements Document

its governing requirements. That is, (PTD)

thetestsshould not only confirm I |

correct operan onof the unit, they Software Requir((;r;;l;ts Specification HazarEjH,;l;aIysis
should also confirm that the |
original specifications have been [ \
Implementation Unit #1 Implementation Unit #2

met The teﬂ dOCUr.nG'ItS form part (functions, modules, objects, etc) (functions, modules, objects, etc)
of the implementation
documentation. Allowingfor test

| Unit #1Test Protocols | | Unit #1 Test Results | | Unit #2 Test Protocolsl | Unit #2 Test Results |

documents, the implementation
documentation tree should appear asin Figure 5.

The OG recommends that the devel oper maintain astrict audit trail between the Vaidation/testing activitiesand the
specificationsand HA for that implementation. Thisaudit trail is provided viathe mechanism of requirements

Configuration Management and Change Control

Appendix A.7 of the OG specifiesissues rel ating the change management. Note that you have already allowed for a
Configuration Management Plan (CMP) in an earlier step. Now, you need to make surethat the CMPis
comprehensivein the area of managing change.

Changeisthe norm in modern software development projects. To manage change effectively, you must:

Recognize that changes come from many sources and know what those sources are
Create an explicit processthat will review and analyze all requestsfor change

Basdline your system so that you can recognize changesthat occur

Fortunately, theseissuesarewel| structured in the CM P you have developed earlier. In Part |1 of this paper, we will
consider techniques and mechanismsfor analyzing and managing theimpact of change.

Independent Verification and Validation

Appendix A.8 of the OG recommends V erification and Validation (V& V) activitiesthat are performed by
“outsiders.” Typicdly, those peopleimmersed in theday-to-day minutiaof actually implementing a software project
areproneto “blind spots’ which may conceal apotential problem withthe medical product’ sdesign or
implementation. Thus, the FDA recommendsthe use of technically qualified people to conduct independent reviews
of the project. In principle, thesereviews are no different than the V& V activities you have performed yoursalf.
Indeed, it is quite efficient to have the outside reviewers be familiar with the current VVP but you should expect
thesereviewersto add and revise the VVP as new areas are explored.

Asinthecaseof earlier V&V activities, you should plan on maintaining an audit trail betweentheV&V activities
(and related documents) and the top-level specificationsand HA. We shall return to thistopicin Part |1 when we
discusstracesbility.

Level Of Concern

Theissue of the Level Of Concernisindependent of the lifecycle segments mentioned above. Level Of Concern
(LOC) isof particular interest inthe OG. Simply put, LOC is concerned with the identification of the consequences
of devicefailuresand their relationship to patient safety. That is, if the devicefails, will it seriously harm the patient,
offer minor harm to the patient, or present minimal harm tothe patient? LOC isa complex issuethat is not



completely resolved in the draft OG and, in fact, resulted in aseries of suggested draft approaches which the FDA
may take for final publication of the OG. °

Traditional approachesto LOC tend to aggregate al of the device aspectsinto asingle LOC assessment. Inthe
traditional approach, the most safety-critical features of the device are considered and used to establish an LOC
assessment. The disadvantage of the aggregation approach isthat asingle high-safety aspect of the deviceforcesa
high LOC which, in turn, forces the entire device and al its component partsto betreated asahigh LOC issue. In
fact, such devicestypically exhibit many featuresthat are not ahigh LOC and which could be developed on a much
more relaxed LOC basis.

In order to avoid wasting resources in the devel opment of low-L OC portions of the product, wewill become more
selectivein the handling of requirementsthat may have different LOCs. In this manner, we can manage portionsof
the project differently in amanner consi stent with the assigned L OC for each segment.

To effectively segment the project, wewill assessand assign L OCs on afeature-by-feature basis at the PRD level
and arequirement-by-requirement basis at the SRS (and HRS) level. Aswe shall seein Part |1, RequisitePro
provides afeature, requirement attributes, for the handling and management of different LOCsin the project.

10 FDA/ODE, ODE Guidance for the Content of Premarket Submission for Medical Devices Containing
Software (draft 1.3, 12 Aug 1996). Attachment 2.



Part Il. Implementing Software Requirements Management As
Part Of Your Development Plan

The Project

To demonstrate the possibilities of fered by the RequisitePro Requirements Management tool, we will examine
software devel opment processesin an abbreviated medical product devel opment project. Thedevice under
considerationisan imaginary devicereferred to asaReverse Angioplasty Pump (RAP).

Create A Product Requirements Document (PRD)

To properly definethe clinical and marketing featuresfor the product, the RequisitePro tool isused to create a
Product Requirement Document (PRD). RequistePro provides atemplate for this document which can be modified
to suit your specific device needs. RequisitePro interacts seamlessly with Word to allow you to createtheinitial
PRD. In addition, thetool allowsthe document editorsto identify specific Product Requirements (PRs) within the
document. A small extract from the PRD appears as shown in Figure 6.

Figure 6, Extract from PRD

Electrical Sgnal Requirements

Requirement
IDs

Nominal Low Limit High Limit Frequency
110 VAC 88.0 VAC [132.0 VAC 47 - 63 Hz
220 VAC 195.0 VAC [275.0 VAC 47 - 63 Hz

Noticethat the RequisitePro tool allowsyou to automaticaly highlight requirementsviaadouble-underline or viaa
user defined style. Highlighting is apowerful visua aid that isrecommended to hel p the document reader quickly
focus on specific behaviora issues, performanceissues, safety issues, etc.

Figure 6 identifies both hardware and software features but, to ssmplify thiswhite paper, weshall treat all of the
features asleading to software requirements. Thereisno loss of generality in doing so, but aredl project would
probably make amore refined distinction between hardware and software features (and the documents that record
the festures).

RequisitePro automatically assigned aunique identifier (PR4, PR5, etc) to each product requirement asit was
identified; thus conforming to the FDA guidancereferredtoin Part 1.

8



RequisitePro should a so be used to assign and maintain aset of atributes and valuesfor each PR in the PRD.

For now, we will usethe Attribute feature to classify the Level Of Concern (LOC) on afeature-by-featurebasis. As
each featureis defined, we will insert an attribute val ue, the Concern attribute that we have d efined for PRs. We can
use RequisitePro to define this attribute and alist of acceptable values. Then, asthe features are defined, you can
assessthe LOC and record your assessment in the Concern attribute for the feature. RequisitePro offers easy-to-use
selection and sorting capabilitiesto later select only featuresthat have aselected L OC, or some other combination of
attributes and attribute valuesthat is of interest to theteam.

At any point in the project, RequisitePro can be used to print the document or display adataview that providesa

current listing of all PRsdefined. Optionally, thisview can befiltered or sorted based upon various attributes that are
of interest from aparticular perspective. An example of such aview isshowninTable 1.

Table 1, Extract of Sample PRs from PRD

Requirements Status Concern | Difficulty | Class
PR4: General ECG Input Requirements Approved Moderate | High Diagnostic
The Model 750 system shall accept
either alow level 5 lead signal or a high
level signal from an external monitor for
proper triggering.

PR5: Signal monitoring shall meet the Approved | Critical High
parts of AAMI standards EC-13 and
ECGC specifically listed in this

document
PR6: The Model 750 shall accept the Approved | Critical Medium Ease of
following AC input line voltages: Use

Create A Software Requirements Specification (SRS

Inasimilar manner, you can use RequisitePro to create, edit, and maintain the Software Requirements Specification
(SRS) for the product based upon templ ates provided for thispurpose. A small extract of the document appearsas
shownin Figure 7.

Figure 7, Extract from SRS

External Communications Device Interface




Asinthe case of the PRD, we have chosen to highlight the Software Requirements (SRs). A s before, RequisitePro
automatically assigned aunique identifier (SR1, SR2, etc) to each software requirement asit wasidentified, thus
conforming to the FDA guidancereferredtoin Part |.

RequisitePro should also be used to assign and maintain a set of attributes and va ues for each requirement in the
SRS. Notethat the attributes and their values can beindependently assigned for each type of requirement. Note that
we have implemented the Level Of Concern issue viathe same attribute concept as used in the PRD but we have
chosento define other attributes differently than the PRD attributes. A sampleview of SRsand someof their
attributesisshownin Table 2.

Table 2, Extract of Sample SRsfrom SRS

Requirements Status Concern | Priority | Assigned to
SR1: The modem port shall be initialized Approved Minor Low Team B

on system power up or system reset.

SR2: Upon initialization, the modem port Approved Minor Medium | Team C

is prepared for transmission of
diagnostic data at 14.4k baud.

SR3: Protocol shall be no parity, 8 data Proposed Minor Medium | Team B
bits, 1 stop bit.

SR4: The modem shall also be initialized Approved Minor High Team B
to "auto answer".

SR5: Upon command from the front end, Proposed Moderate | High Team B

the system assembles and initiates
transmission of a frame of diagnostic
data to the modem port.

Asinthecase of the PRD, you can use RequisitePro’ squery engineto sort, extract, and manage SRsthat havea
specified set of attributevalues.

Create A Hazard Analysis

Inasimilar manner, you can use RequisitePro to create, edit, and maintain the Hazard Andysis (HA) for the
product. Using RequisitePro, aWord document detailing the software (and possibly hardware) safety requirements
should becresated.

Oncethe PRD, HA, and SRS have been generaly completed (it is not necessary to wait until the“final” versions
are gpproved), you
should beginthe
process of relating
the documents. The

Figure 8, Initial Traceability

Obj ectiveisto Product Requirements Document

understand how the L \ (PRD) \ N

elementsof one I | X

document relate to /] \ \ |

the elements of SW R%ﬁrements Speﬁcaﬂon \ Hazard Analysis \
another document as (SRS) < HA)

shownin Figure 8.

Theindividua elementsof each document should be linked to appropriate el ementsin the other document. That is,
you should now relate each SR entry inthe SRSto its governing PR entry inthe PRD. Or, conversely, you should
match each PR entry to all of itsgoverned SR entries. Notice that this matching may be oneto-many, many-to-one,

or many-to-many.

10



Inasimilar manner, the HA entries should be linked into their respective relationships. RequisitePro doesnot
requireastrict hierarchical structurefor therelationships. Therefore, both “vertical” relationships such as PR-to-SR
and “horizontal” relationships such asHA -to-SR are permitted. Non-hierarchical relationshipsareanormal part of
most devel opment projectsand no special characteristics should beimplied by non-hierarchical relationships.

Regardless of therelationship, it isimportant to link associated itemstogether. Thislinking processisreferred to as

Traceability

A significant factor in quality software implementation isthe ability to trace the implementation through the stages
of specification, architecture, design, implementation, and V& V. Indeed, the ability to track relationshipsand relate
these relationships to the issuie of change management forms akey thread throughout the new OG™. In addition, the
Design Controls section of the new CGMP*2, Subpart C of CGM P, makes repested references to the need to be able
to trace the relationship between various work products within thelifecycle of the product’ sdevelopment. IEEE
providestwo working definitions of traceability®

1) “Thedegreetowhich arelationship can be established between two or
more products of the development process, especially products having a
predecessor-successor or master-subordinate rel ationship to one another;
for example, the degree to which the requirements and design of agiven
software component match.”

2) “Thedegreetowhich each element in a software devel opment product
establishesits reason for exigting; for example, the degree to which each
element in abubble chart referencesthe requirement it satisfies.”

A key dlement of traceability isthe definition of what ismeant by a“traceability relationship.” In RequisitePro, itis
convenient to definetherdationship in terms of asimple "traced to” and “traced-from” model. For example, we can
easily imagine that one or more Software Requirements (SRs) are created in the system in order to support agiven
feature specified asaProduct Requirement (PR). Thus, we can say that an SR istraced-from one or more PRs.
Additional meaning can be placed on the relationship from the context of the requirement typesthat are created. For
example, aSR that istraced to a Test Case requirement type, would infer that t he software requirement is* tested-
by” thetest casethat itis*tracedt0.” A classdescription that istraced-from a SR requirement would imply that the
requirement is“implemented-by” the referenced class. In RequisitePro, thereisno limit to the number and types of
requirement typesthat can be defined. In addition, requirements of agiven type can appear within any document.
For example, it isnot necessary that only regquirements of type SR reside within adocument that describes software
requirements.

RequisitePro offersasimple user-guided procedure to “point and click” through the rel ationships that may exist
between two e ements of thelifecycle. After you have defined the rel ationshi ps between the PRs and the SR,
RequisitePro can display amatrix version of the relationships between the PRs and the SRs as shown in the
example of Figure 9.

Interpretation of the traceability matrix in Figure 9is straightforward. For example, consider the intersection of PR8
(Remote Data Communications...) and SR1 (Themodem port...). At theintersecting cell, thearrow “ s indicates
that thereisarelationship that tracesfromPR8 to SR1, meaning that SR1 isderived from, or in someway satisfies

the feature defined as PR8.

"' FDA/ODE, ODE Guidance for the Content of Premarket Submission for Medical Devices Containing
Software (draft 1.3, 12 Aug 1996).

2 DA, Medical Devices; Current Good Manufacturing Practice (CGMP) Final Rule; Quality System
Regulation. Subpart C, pp 52657-52658.

3 |EEE. IEEE Standard Glossary of Software Engineering Terminology, |IEEE Standards Collection,
Software Engineering, IEEE, New York, NY. 1994,
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Figure 9, Abbreviated Traceability Matrix: PR-SR
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After using RequisitePro to establish all known relationships, an instructive Reguirements Management activity,
strongly supported by the FDA guidance, isto examinethetraceability matrix for two potentia indications of error:

1

If theinspection of arowfailsto detect any tracesbility relationships (no “arrows’), then a possibility
exigtsthat thereisno software requirement (SR) yet defined to respond to afesture required in the
PRD. Thismay be acceptableif, for example, thefeatureisto beimplemented in other than software
(e.g.,“ Thecaseshall be of non-breakable plagtic.”). Nevertheless, empty rows are potential red flags
and should be checked carefully. RequisitePro hasafacility to automate thistype of inspection.

If theinspection of acolumn failsto detect any traceability relationships, then apossibility existsthat
asoftware requirement has been included for which thereis no known product feature that requiresit.
This may indicate amisunderstanding on the role of the SR or it may indicate aweaknessin the
original PRD, or it may indicate dead code or code that is not in support of the system requirement. In
any case, careful checking isrequired.

Inadditionto providing aset of toolsto query the relationships you have established, RequisitePro also providesa
smple meansto store the queries and recall them later. Thisfeature allowsyou to re-visit therelationships at alater
time, perhaps after changes have been made, and quickly re-query therelationshipsto detect potential trouble spots.

Simple and obvious application of the above techniqueswill enableyou to relate many el ements of your project.
Y ou should strongly consider linking and relating:
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PRsto SRs

SRsto Implementation Units

Implementation Unitsto Test Plans/Specy/Results

SRsto Test Plan/Specs/Results

Hazard Analysiselements (HAS) to PRs, SRs, Implementation Units, and Tests



After linking the various elements of the various documentstogether as suggested above, you should havea
relationship setup similar to Figure 10.

Figure 10, Document/Element Relationships

| Implementation Documentation

Product Requirements Document

v | (PRD)
# I
I |
Software Requirements Specmcatlon Hazard Analysis
(SRS) (HA) \
Implementanon Unit #1 Implementation Unit #2
(functions, modules, obje\cts etc) (funcuons modules, objects, etc)

| Unit #1Test Protocols | | Unit #1 Test Results | Unit #2 Test Protocolsl | Unit #2 Test Results

RequisitePro also providesthe ability to display the full set of

traceability relationships within aproject. Figure 11 providesan Figure 11, Abbreviated View
of Traceability Tree

exampleof such a“tree” view. Noticethat the (partial) tree view
alowsyou to simultaneously view al of the relationshipsin your
project. Y ou should usethetreeview to help you comprehend the
overdl relationshipswithin your project.

For example, thetree view of Figure 11 reved sthat PR3 (a
Product Reguirement or feature) linksto SR1 (a Software
Requirement) which, inturn, linksto TST4 (aTest

Specification).

Onceyou have linked the elements together, RequisitePro will
maintain the linkages for you. Y ou may then use the full power
of RequisitePro to examine rel ationships between the project
elementsasyou desire. A key Requirements Managemert
activity that you will perform regularly isto use thetraceability
relationshipsto examine theimpact of changes proposed and
implemented in your project. Thistype of activity isreferredtoin
the OG and in the QSR as Change Management.

Change M anagement

Change Management practices help you to understand and
manage threeimportant project devel opment aspects:

1. If anelement isproposed for achange (e.g., asingle Product Requirement), what are the work
consequences of that change? In other words, Change M anagement hel psyou addressthe question of
how to determine the amount of rework that may berequired if an element isto be changed. The
amount of work to effect achange may have significant impact on your project resource planning and
workload planning.

2. If anelement isproposed for achange, what are the other elements of the system that may be
impacted by the change? Thistopicisof key concern both to your project planning and to the FDA.
Experience hastaught usthat it isinevitably the casethat achangeto the software will “rippl€” into
other areas with potentially negative consequences. Thisis such an important matter in the design and

13



implementation of reliable medica productsthat the FDA specificaly calsfor an organized change
management procedure aspart of the design process***°

3. Adctiveprojectsinevitably takewrong turns. It iscertain that your project will arrive at apoint at
which you would liketo be ableto “roll back” arequirement and examine apreviousrevision of the
requirement. In addition, it would be hel pful to remember how and why the requirement was
changed. In other words, an audit trail of each requirement isextremely valuable. Not only isthis
hel pful to the project, auditability isaso mandated by the FDA as part of thedesign process.

Elements Impacted By Change

Onceyou have established thetraceability relationshipsfor your project, RequisitePro allowsyouto usethe
traceability linkages as a Change Management tool. L et us examine the feature by inspecting the Traceability Matrix
previoudly shownin Figure 9. What if it became necessary to change the wording of PR8 (Remote Data
Communication...) to reflect arevised statement of the product feature desired. After using Word/ReguisitePro to
edit PR8 in the PRD, wefind that the Traceability Matrix previousy shown in Figure 9 has been automatically
altered by RequisitePro and now appearsas shownin Figure 12.

Figure 12, Abbreviated Traceability Matrix After PR8 Altered

R10: The system shall display a minimum of 5..
SR11: The refresh rate for the waveform data...
SR12: The system shall also display the...

7: Display output will be controlled via a...
SR8: Textual data will be formatted as per figure.

R1: The modem port shall be initialized on...
SR2: Upon initialization, the modem port is...
ISR5: Upon command from the front end, the...
'SR9: Waveform data will be displayed in...
'SR13: Display units shall be hours remaining,...
'SR14: ECG input shall be acauired by the...

SR3: Protocol shall be no parity, 8 data bits, 1...
'SR4: The modem shall also be initialized to...
'SR6: The format for the data frame is as...

PR1: The objective of the Model 750 project is to complete the design,...
IPR2: Tt is the goal of this project to develop an initial Model 750 platform with..
'PR3: The Model 750 shall meet all electrical safety requir ts contained in.. 53
PR4: General ECG Input Requir ts The Model 750 system shall accept... &
[PRS: Signal monitoring shall meet the parts of AAMI standards EC-13 and...
PR6: The Model 750 shall accept the following AC input line voltages:
PR7: Battery Backup If the power supply system is incapable of providing...
—> 'PR8: Remote Data Communication. The new Model 750 will provide a unique. X [X| [X[X X
PR9: Color LCD Display/Input Device The Model 700 will provide state-of-the... SIS )
PR10: Abnormal Waveform Detection and Display The model 700 will be the... £
'PR11: Optional Strip Chart Recorder The Model 750 also supports an optional. I |
PR12: test requirement for traceability relationships. ‘

5o

B B b
o

In Figure 12, noticethe diagonal barsthat now intersect the traceability arrowsin therow corresponding to PR8.

These bars are referred to as“ suspect links’ and are inserted automatically by RequisitePro to warn you that
changing PR8 may have an impact on SR1, SR2, SR4, SR5, and SR6.

Astheproject evolves, you will find that changes are proposed for v arious aspects of the project. These changes can
occur anywhere, from the top-level PRD through specification, implementation, and testing. Whenever achange
occurs, RequisitePro will automatically insert the Suspect Link markersto warn you of possible relationships
affected by the change. Asyou inspect the potential interactions, you may find that the affected elementseither are
affected by the change or they are not. Y our Change Management activities usually will involve one of two steps:

Y“FDA, ... Quality System Regulation. Subpart C, p 52657.
> EDA/ODE, ODE Guidance..., Appendix A.7.
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1. If theaffected link isnot impacted by the change (e.g., the change to PR8 does not impact SR1), you
need only use RequisitePro to clear the Suspect Link. Note that subsequent later changesto PR8 may
again set the Suspect Link at somefuturetime.

2. If theaffected link is impacted by the change, you may need to rework the affected element. For
example, the proposed change to PR8 may require are-specification of SR2. After editing SR2, you
will discover that RequisitePro has automatically added additional Suspect Links to warn you of the
potentia interactions linked to changing SR2 (e.g., PR4, General ECG...). Then, those interactions
will need to be examined for changes, etc.

RequisitePro actualy offersthe Change Management capability throughout multiple levels of traceability
relationships. That is, changing a PR entry in the PRD may impact severa SRsin the SRS, which may, inturn,
impact several Implementation Units, which may, in turn, impact one or more Test Plans. RequisitePro also tracks
thetraceability linkages on a bi-directional basis. For example, changing a Test Plan specification may causeyou to
look back to the Implementation Units (1U) for potential impact. In turn, changing an U may require are-inspection
of affected SRsand may even require are-inspection of thetop-level PRs, which are ultimately linked viathe
traceability relationshipsyou established.

Inall cases, RequisitePro tracks through the traceability links and inserts the Suspect Link markers wherever
appropriate. This powerful facility provides an easy way for you to track theimpact of changesin your project.

Change History Audit Trail

RequisitePro offersapowerful facility for maintaining an audit trail of changes. Themost useful part of thisfeature
isthe automatic tracking of changes made to individua requirements. RequisitePro manages each and every
requirement separately, regardless of the document containing the requirement. Thus, all changesyou make to each
requirement will be captured automatically by RequisitePro and these changes can be recalled for later inspection
and review.

The change history capturesthe current statement of the requirement including the current values of all of the
requirement’ s attributes. By capturing all of the current requirement parameters, you can usethe history asa
compact way of viewing all of therequirement’ s parameters. Thisissimilar to theusual attribute views offered by
other facilitiesin RequisitePro.

The change history also alowsyouto view achronologica history of all prior changesto the requirement, including
its attributes. RequisitePro automatically capturesall changesto thetext of the requirement and changesto the
valuesfor the requirement’ s attributes.

Whenever RequisitePro detects achange, the background for the changeis automatically captured. In addition,
RequisitePro includes an automatic capture of the author of the change (i.e, the person making the change with
RequisitePro) and the date and time of the change. Then, at any futuretime, the chronology of the change aswell as
the change author can be viewed aspart of the history record.

In addition, RequisitePro allows you to enter a change description to document the change. Typically, you might
enter asentence or two to explain why the change was made, make referencesto project memos regarding the
change, etc. Documenting the changewill provide a satisfactory rational e and cross-reference so that later inspection
of the history can adequately recall the motivation for the change. Thiswill be akey element in FDA review of
those changesthat affect the clinical claims, efficacy and safety of thedevice.
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A sample printout of apartial SRS requirement history (SR7) isshown in Figure 13. Note that the change history is
arranged in reverse chronological order and records both changesto the text (change #1.0006 vs#1.0005) and
changesto the values of selected attributes (change #1.0005). Text changes can be very tiny such asthe changein
capitaization of theword “cpu” in the example text of 1.0005 and 1.0006. Neverthel ess, the minuscule changes are
considered achange and are logged appropriately by RequisitePro.

Figure 13, SR7 Change History

T T Requirement: SRT Revision History
Auwndon 1 (048, Wamson Labwel Pricked By, Don g
SRT
Tout: Oisplay output will be controlied vea a dedicated coproosssor which reoarves data from: the main
CPL and formats the data Tor display
Requirement type: Salveaie Reguiiiermant Typs
Locatiom: REQUISITE suppfied SRS dar the Leaming Project
Trasad froam; FPRT. PR S
Traced to:
Attributes: ) ) )
Statun__ Priceity Estimate Jhssigned o Reluase
Appraved High | [Taam B 201
Revisions:
1.0008 10129508 1111 AM by & Program Manager
Charje Gencripilicn Ragiareirsn] Ll hanged
Teait Oisplay output will be cortrofied ves a dedicaled coproosssor which recames data from: the main

CPU and formats the data Tor display

1.0005 TOFT1AGE 918 AWM by A Progect Manager
Change cescription AEEIGNED TO: <ne @ntry=> - Team B
Ted Diisdlay sulpil will be cortialed vea o dedicalad copiooeisss which feceses dala fran the main

cpu ard foemals the data for display.

10004 TU1BE 895 AM by A Progec Marager
Change cescriphion RELEAZE 202001
Tiaet Oisplay output will be cortraled via o dedicatod copromessor which receres data from the main

pa ared Tormiats e data for diplay

(rest of history truncated for this example)

Configuration Management and Change Management
The powerful change history feature exists at threelevelswithin a RequisitePro project:

1. Atthefinest level of detail, the change history records all changesto each individual requirement
within the project. Thisisthelevel of detail exhibited in Figure 13.

2. Atamiddleleve of detail, RequisitePro, used in integration with popular industry configuration
management tools, including PV CS and Visua Source Safe, automatically maintainsasimilar
change history for eachdocument that isknown to the project.

3. Atthemost genera level of detail, RequisitePro, used in conjunction with configuration management
tools, automatically maintainsasimilar change history for the entireproject. In thismode,
RequisitePro also provides security of accessto prevent unauthorized changesto crucia project
documents. At the project level, RequisitePro also maintainsabuilt-in project archiving feature to
alow you to “snapshot” the project at aparticular plateau of development..

With these festures, RequisitePro provides an automatic and seamlessintegration to common applications that will
assist you in the Configuration Management taskswhich are critical to managing high assurance software projects.
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Conclusion

With the advent of the latest FDA regulations, the medical device manufacturer isbeing faced with more stringent
guiddlinesgoverning the processes employed in the devel opment of medical devicesand medical device software.
It can be expected that thistrend will continue. The price of poor design control appears not only inthefailureto
pass FDA review, but alsoisexperienced in productsthat don’t meet customer expectations, project delays that
overshoot schedulesby half with associated cost overruns, and in the most extreme case, termination of the project.

In parallel, we are devel oping increasingly complex systemsthat require better understanding of the components
that make up the project. Rising customer demands are making a systematic approach to design control an absolute
must. Understanding requirements management processes and utilizing these in the building of medicd devicesis
the fundamental building block in asuccessful approach to the design, test, and management of projects.

By combining the ability to import and retrieve requirement documentsin their origina form and by tying thistoa
centra repository that includes the requirements, specifications, attributes and the traceability links between them, a
controlled mechanism for assuring the consistency and quality of the design is established. Through the use of
RequisitePro, the project team can manage the device design process, improve team communications, define project
basdlines more clearly, and manage resources more efficiently. In addition, RequisitePro provides automated
support for requirements tracesbility and change management, thus reducing development cost and improving
resultant quality by eliminating many of the error prone manual activities.

Incorporating RequisitePro into amedical device team’s design control process provides amore automated means
to develop productsthat are delivered ontime, within budget, that satisfy the customer’ strue needs, and assure
patient safety.
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Suggested Reading

Software Requirements - Objects, Functions, & Sates, Davis, AlanM., Englewood Cliffs, NJ: Prentice Hall, 1993.

Exploring Requirements- Quality Before Design, Gause, Donald C., and G. Weinberg, New Y ork, NY Dorset House
Publishing, 1989

For information on how to order these books, or for addresses of the availableinternet forumsdiscussing

requirements management, please contact Rational Software Corporation, 4900 Pearl East Circle, Suite 106,
Boulder, CO 80301, phone (303) 444-3464, fax (303) 444-3413, e-mail: information@rational.com
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Glossary of Abbreviations

510(k)

PRD
QSR
SMDA
SRS
V&V

The shorthand referenceto the body of governing legislation that coversthe application to market medical
deviceswhich are similar to pre-existing devices dready in the marketplace. Used in amanner similar to
“401(k)” when referring to afederaly regulated company savings plan.

Center for Devices and Radiologica Hedth
Current Good Manufacturing Practices
Configuration Management Plan

Food & Drug Administration

European Union

Good Manufacturing Practices

Hazard Andlysis

Hardware Requirement Specification
International Electrotechnical Commission
Implementation Unit

Institute of Electrical and Electronic Engineers
International Standards Organization

Level Of Concern

Medical Device Amendments

Office of Device Evaluation

“ Office of Device Evaluation Guidance for the Content of Premarket Submisson for Medical Devices
Containing Software (draft document)”

Product Requirements Document
Quality System Regulation
SafeMedical Device Act

Software Requirement Specification
Verification and Vaidation
Verification and Validation Plan
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