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Why Customers want our Security 
Bundles?
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Source: 2006,07,08 survey by the IT Policy Compliance Group
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Another Threat to consider…
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Source: “Data Loss Risks During Downsizing”, 
Ponemon Institute LLC,Feb 23, 2009
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The enemy is “us”: 

90% of insider incidents are caused by 
privileged or technical users

Most are inadvertent violations of:

Change management process

Acceptable use policy

Account management process

Others are deliberate, due to:

Revenge (84%)

“Negative events” (92%) 

Regardless, too costly to ignore:

Internal attacks cost 6% of gross annual revenue or 
9 dollars per employee per day

Sources: Forrester research, IdM Trends 2006; USSS/CERT 

Insider Threat Survey 2005/6; CSI/FBI Survey, 2005; National 
Fraud Survey; CERT, various documents.

Barbarians are Inside our Gates Already
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What causes Internal Incidents?

Other
Privileged or technical users
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Tivoli Security Bundles
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Tivoli Security Solutions
Buying a car, not parts
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IBM Tivoli Security Bundles
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Identity and Access Assurance
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Why Identity and Access Assurance?
 Improve Service

– Common IT Services Portal to offer ID services as well 
– Enable collaboration via role based portals with access to enterprise 

services and applications
– Increase market reach with federated business models leveraging trusted 

identity information
 Reduce Cost

– Reduce help desk costs, password resets
– More efficiently manage restructuring
– ERP deployments / upgrades

 Manage Risk
– Privileged IDs
– Shared IDs
– Failed audits
– Prevent insider breach 
– Recertification, Access Attestation
– National ID / Trusted ID – provisioning of strong / trusted credentials.
– Unauthorized IT change detection
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Identity and Access Assurance in a nutshell

Single Sign On
& Password 
Management

User Provisioning / Role Management

Access Validation & Compliance Security log management & reporting

ID stores
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Tivoli Identity and Access Assurance
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Data & Application Security
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Why Data and Application Security?

 Improve Service
– Enable Outsourcing / Data Sharing
– Grow business, enable collaborative design / supply chain 

 Reduce Cost
– Reduce “cost of compliance”
– Ease storage upgrade / expansion by leveraging centralized 

security

 Manage Risk
– Data disclosure / privacy regulations
– Failed audits, insider breach in industry
– Lost backup tapes / laptops
– SOA, SharePoint, DataPower, Portal
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Data and Application Security in a nutshell

Encrypted Disks 
& Archive Tapes 
with 
Key Management

Portal Security and Federation

SharePoint / DataPower management Security log management & reporting
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Tivoli Data and Application Security
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Security Management for z/OS
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Security Management for z/OS?

 Improve service
– Leverage the most secure platform

 in the enterprise
 Reduce cost

– Datacenter consolidation
– Imbedded best practices
– Reduce “cost of compliance”

 Manage risk
– Data disclosure / privacy regulations
– Failed audits, breach in industry
– Lost backup tapes
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Security management for System z
in a nutshell

Audit Concern Overview Reports RACF database cleanup &
improved manageability

 
Mainframe administrationBest Practices

19

Friday, 9 October 2009



© 2009 IBM Corporation

Tivoli Security Management for System z
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Pricing and packaging designed to be
simple, comprehensive, and economical

Identity and Access 
Assurance

Identity and Access 
Assurance

Metric Per User

Price $125 per user value unit
MOQ of 5,000 users

BOM • Tivoli Identity Manager
• Tivoli Unified Single Sign-On 

(FIM, TAMeb, ESSO)
• Tivoli Compliance Insight 

Manager
• Tivoli Access Manager for 

Operating Systems

Data and Application 
Security

Data and Application 
Security

Metric Per Managed Resource

Price $125K + additional RVUs
to scale apps and storage

BOM • Tivoli Security Policy 
Manager

• Tivoli Key Lifecycle 
Manager

• Tivoli Compliance Insight 
Manager

• Tivoli Access Manager for 
Operating Systems

• Tivoli Federated Identity 
Manager

Security Management
for z/OS

Security Management
for z/OS

Metric Capacity-based

Price $23K per MSU

BOM • Tivoli zSecure Admin
• Tivoli zSecure Audit
• Tivoli zSecure Command 

Verifier
• Tivoli Compliance Insight 

Manager for z/OS Auditing

Internal Use Only – Not for Use with Clients
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More Information – Tivoli Security Sales Kit
 Identity & Access Assurance 

– http://w3-103.ibm.com/software/xl/portal/viewcontent?type=doc&srcID=CGSK&docID=S580595Q48163A23

 Data & Application Security
– http://w3.ibm.com/software/xl/portal/viewcontent?type=doc&srcID=CGSK&docID=J972816R14730E22

 Security Management for z/OS
– http://w3-103.ibm.com/software/xl/portal/viewcontent?type=doc&srcID=CGSK&docID=S880115Y30440U38

 Tivoli Security Virtual Sales Academy
– http://w3-103.ibm.com/software/xl/portal/viewcontent?type=doc&srcID=T9&docID=X845088H35672Y50

 Tivoli Security Wiki  
– https://w3.tap.ibm.com/w3ki06/display/Main/TivoliSecurity

 Tivoli 3 Security Bundles (extended version)
– http://cattail.cambridge.ibm.com/cattail/#view=bert.schaekers@be.ibm.com/files/80C3FCC0F1093DD8930E7B0F7F000001

Worldwide Security Sales
Sean Bergin/Austin/IBM

Worldwide Security Enablement
Pierre Georges NOEL/Hong Kong/IBM

Key Regional Security contacts
Americas: Kevin Williams/New York/IBM
Latin America: Max Rodriguez/Falls Church/IBM
CEEMEA: Jean-Michel Doudot/Switzerland/IBM
NE IOT: John Canny/Switzerland/IBM
SW IOT: Emmanuel Roeseler Rivera/Spain/IBM
Asia Pacific: Tim Birdsall/Australia/IBM
Japan: Keiko Nagatani/Japan/IBM
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