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The information on the new product is intended to outline
our general product direction and it should not be relied on
in making a purchasing decision. The information on the
new product is for informational purposes only and may not
be incorporated into any contract. The information on the
new product is not a commitment, promise, or legal
obligation to deliver any material, code or functionality. The
development, release, and timing of any features or
functionality described for our products remains at our sole
discretion.
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IBM Security Solutions help enterprises to...

Identity and Provide access for the right people to the
Access right resources at the right time

Data and Protect integrity and confidentiality of
Application business data and transactions from
Security browser to disk

Data Center and
Operational
Security

Optimize service availability by mitigating
risks while minimizing operational cost
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IBM Security Solutions

+[dentity Manager
*Access Manager for e-business
*Access Manager for Enterprise SSO

Identrty and *Federated Identity Manager
*Directory Server
Access «Directory Integrator

*Security Role and Policy Modeler (TIM component)
*Privileged Identity Manager ( bundle )
*zSecure suite

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AAND COMPLIANCE

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS .Securlty POIICy Manager
@ NETWORK, SERVER AND END POINT D ata a n d 'SeCUrIty _Content Gateway
i ) «Information Loss Protection

@ PHYSICAL INFRASTRUCTURE Ap pl ICatI o n °Key Lifecycle Manager

S b . *Deep Content Analysis SDK
=) (B3 = Security “Multifunction Security

<m—-—w

Data Center and «Security Server Protection

*Security SiteProtector System

Ope rationa' «Virtual Server Protection
i *RealSecure Server Sensor
Secu I'Ity Network Intrusion Prevention Appliances

*Network Intrusion Prevention System Virtual Appliance
*Enterprise Scanner

*Desktop Security

*BigFix

4 *new offering, naming request in process © 2010 IBM Corporation
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Strategy:

Increase the value
that customers
realize by
extending the
identity context to
application, data
and threat

management

Drivers:

Innovation/Integration Focus Areas

: Deliver role discovery and mining
capabilities to complement the existing operational role management
capabilities, while continuing to support a services based Privileged Identity
Management offering.

Improved integration between key products,
and targeted operational improvements to improve ROI based on customer
feedback

: Expand the number of mainframe products that
zSecure supports and enable the expansion of Linux on System z to secure
the organization’s datacenter.

C i Application
Simplification Momp ance , Virtualization & Data
anagemen Protection

© 2010 IBM Corporation



These dates are for IBM’s internal planning purposes only, and are subject to change in content and date without notice.

|ldentity Management Roadmap

Current version 2H10 Future
O O

Identity Manager %

—_—
. = Web services

* Role Hierarchy * Regular = Entitlement llanagement Integration

* Segaration of Duties quarterly TIM = Operational fole and administration

= Access Certification adapter enhancements

= Grdup management releases = User and entitlement data clean up

Role modeling , mining and reporting

»
Ll

~ Assistant Betas

= Access data aggregation, analysis
= Role engineering & mining

= Policy modeling

= Policy & Role approval workflow

.................. ~ TiMComponent

= Centralized, :shared ID management

New Chargeable Component — ﬁ:— __________
TIM Shared Access Module

. ISS";T Services for TIM and TAMESSO

Privileged Identity Manager e A A A A R R R A A A R AR AN R R R AR AR AR EEEEEEEEEEEEEEmEEEEEEEEEE >
Bundle : : Integration of TIM Shared Access Module and
. g : TAMESSO
Identity Manager for z/OS . TAUtomated SSO W/check= |n/cneCK out of shared id”
: pwds :
Directory Integrator | V7.0 © Vonext >
= Eclipse IDE . .
= Admin usability = Adglitional Eclipse tooling improvements
= Intégration: Navigation, Security, Data, Serviceability * Usability and consumability enhancements
Directory Server _ - V.next >
:= Proxy scalability = Proxy server enhancements
:= Web admin consumability . Scajabmty
:= Simplified config for deployment = Consumability
Directory Server for 2/0S | [ENAA1T ; >
* Platform Currency = Platform Currency
= Scalability = Scalability
7 *For latest list see: ) . © 2010 IBM Corporation
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Access Management Roadmap

Current
version 2H10 Future
Product @ ®) O
Access Manager |~ V611 - V.Next >
for e-business . : + Enhanced web application
- Improve operational support for B2C use : protegtion (ICAP) )
+ Enhanced out-of-box integration (DP, TIM) : . ;n;fegvzztyed access & security

* Ease of admin / deployment support
: Pioy PP * SSO suite integration

v

Federated Identity Manager: E :
way, 2103, VOZA : ~ ViNext

(incl. Business Gateway, z e

Identity services support for Cloud/SaaS : _—
B2C user self service : . Enhancedicloud identity
Standards update (SPML v2, SAML 2.0 : management ]
aftribute query, OpenlID attribute support) : + Consumer/B2C federation

* Cpmmon Criteria EAL4+ Certification (OAuth WBAP) .
: » SSO suitezintegration

v

Access Manager | ygq : © V.Next
Enterprise Single Sign-On . dpen authentication :
devices interface
+ Eirefox support
+ TIM adaptor supports
qccount sharing

« AccessStudio enhancements
« Virtual appliance
* Performance

These dates are for IBM’s internal planning purposes
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Mainframe Security Management

Product

Current
version

Roadmap

2H10

Future

zSecure Admin*

zSecure Alert*

zSecure Audit*

zSecure Command Verifier*

zSecure CICS Toolkit*

zSecure Visual*

zSecure Manager for RACF
zZINNM

z Release currency*

z Rejease currency*

= |SIVEIntegration
= RACF cleanup
. Exténded administration capabilities

!

= Full support for RRSF
= Administer 25 RACF d

b from 1 place

= |ncrease support for USS admin

= Usability features

* Integration with OMEGAMON
= Extended Monitoring
= Enhanced reporting

zEnterprise support (PR/SM)
zEnterprise support (XCF data links)
Expand z/VM support

Expand Linux for System z integration

= TCPRIP and Health che
= Deliyery to UNIX syslo

= Increased Globalization (Audit Concerns)

= Integration with CICS, TKLM, WAS V7
OMEGAMON, OAM (SMF support)

= Enhanced compliance capabilities

cker alerts
e]

CICS and IMS compliance reports
Manage RACF z/VM from z/OS
RMM SMF (tape encryption)
MQseries compliance reports
Digital Certificate admin usability

zEnferprise toleration

DBZ V10 SMF support

= |ISM Integration
= Increased usability

Increased globalization (full audit reports)
Incréase integration zLinux, SMTP (SMF)

Increase compliance mgmt capabilities
Analyze resource protection (CICS...)

Java security SMF

CommServer status auditing

IMS logs, DB2 logs

Administration enhancements

Alert enhancements

zSecure Web Browser GUI

Expand feature / function capabilities
Integration with TIM and TFIM on z

= Increase consumability

. CIQ:S Release Currency
= Incteased password capability

TopSecret database support
ACF2 increased database support

= CICS Release Currency

= High performance API

= Increase administration
capabilities

list of resources

= Administer 25 RACF db from 1 place
. HREsystem integration capabilities

ssssnsnfeennnnnn
v

zVM currency 5.4 thru 6.1 Currency
GS formatted database support
Daily snapshot support

Snapshot comparison functionality
Linux for System z integration (SMF)

These dates are for IBM’s internal planning purposes
only, and are subject to change in content and date without notice.
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v

z/VM updates and currency
Exploit VM sys admin API

More fully integrate RACF z/VM
More support for non-RACF z/VM
STIG compliance reporting
Manage RACF z/VM from z/OS
Administration enhancements
Enhanced RACF administration
Expanded Auditing functionality

© 2010 IBM Corporation



IBM Security Solutions

+[dentity Manager
*Access Manager for e-business
*Access Manager for Enterprise SSO

Identrty and *Federated Identity Manager
*Directory Server
Access «Directory Integrator

*Security Role and Policy Modeler (TIM component)
*Privileged Identity Manager ( bundle )
*zSecure suite

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AAND COMPLIANCE

@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS .Securlty Po“cy Manager
@ NETWORK, SERVER AND END POINT D ata a n d 'SeCUrIty _Content Gateway
i ) «Information Loss Protection

@ PHYSICAL INFRASTRUCTURE Ap pl ICatI o n °Key Lifecycle Manager

S b . *Deep Content Analysis SDK
=) (B3 = Security “Multifunction Security

<m—-—w

Data Center and «Security Server Protection

*Security SiteProtector System

Ope rationa' «Virtual Server Protection
i *RealSecure Server Sensor
Secu I'Ity Network Intrusion Prevention Appliances

*Network Intrusion Prevention System Virtual Appliance
*Enterprise Scanner

*Desktop Security

*BigFix

10 *new offering, naming request in process © 2010 IBM Corporation



11

Strategy:

Deliver innovative,
integrated new
solutions to
address critical
compliance and
data protection
challenges

Drivers:

Innovation/Integration Focus Areas

= Identify PIl leakage as part of complete network protection (IPS)
= Endpoint discovery and control over sensitive data (Future)
= Automatically correct entitlements based on content discovery/use

= Expand access control to external Web content/apps (Future)
= Protect Web apps against attack/malware (FIM/TAM Future)

= Insider threat/compliance management monitoring across Data and App
Security
= Integration with FIM, TSPM, TKLM, & IPS. Guardium in roadmap

Driving XACML through J2EE,.NET, and data services via TSPM
Leadership in encryption key management standard (KMIP)

Simolificat Compliance Cloud / ADaIitc?afi‘on
'mpfification Management Web 2.0 pplicat
Protection

© 2010 IBM Corporation



Data & Application Security Roadmap

v

Current
version 2H10 Future
Product @) @) O
Key Lifecycle Manager |= Vi ~ Vinext ~ Vinext
Role based authorization -+ TIP 2.1 to get IE8 and
:+ Additional audit and : Firefox 3.5 support
= compliance reporting with .
SIEI\F/i Poring -+ TIPand TAM
. . integration to support
:* Access control quorum and web
enforcement using . .
: encryption for servers security options
i+ Extend support for IBM « Improved Virtualization
: storage and server disk support
Support for » Enhanced Data Security
. heterogeneous
encrypting storage
devices via KMIP key mgt
standard
Security Policy Manager| V7.1 ~ V.next

These dates are for IBM’s internal planning purposes only, and are subject to change in content and date without notice.
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Mdre policy enforcement points
(WAS, .NET, WebSphere Portal)
Data access management

(DB2, FileNet, SharePoint)
TAMeb integration

IBM Confidential

* DLP policy & content aware

: access control

*> Entitlement lifecycle support
= Unified roles and entitlement

© 2010 IBM Corporation
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Data & Application Security Roadmap

Current
version 2H10 Future

Product ® ® o

IBM Security Content Gateway |.........cccevevvieiiicinunnnann. e .............................. ,- -

Control user access to external Web resources by identity
Application control + Web filtering

Browser and application=protection

Detect PIl data leakage =( Network DLP )

Integrated identities and:reporting with Tivoli IAM

Deep Content Analysis SDK

ﬁﬁ
I

: * DCASDK (Spam) . pca SDK (DLP)

: * Zero-Level Analysis  © . \mportant Document Tracking
* DNSBL ) ¢ « Fingerprinting Algorithms
* Remote Signatures = . confidential signatures
* Smaller foot print : « Live Text classification

Information LOSS PrOteCtion .............................................. .; ......................... ......- —

+ Discover sensitive information in files for file servers & endpoints
+ Central security policy informatién for discovery & enforcement policies;
. Cognos reporting; windows and:linux server support, Windows & Linux file
: server and endpoints for discovery
» Basic Enforcement (blocking) on windows systems (W/TAM-ESSO)
« Compliance Mgmt reporting enriched with sensitive information via TSIEM

Multifunction Security "~ V45 - >

These dates are for IBM’s internal planning purposes
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IBM Security Solutions

+[dentity Manager
*Access Manager for e-business
*Access Manager for Enterprise SSO

Identrty and *Federated Identity Manager
*Directory Server
Access «Directory Integrator

*Security Role and Policy Modeler (TIM component)
*Privileged Identity Manager ( bundle )

*zSecure
IBM Security Framework
SECURITY GOVERNANCE, RISK MANAGEMENT
AAND COMPLIANCE
@ PEOPLE AND IDENTITY
@ DATA AND INFORMATION
@ APPLICATION AND PROCESS .Secu rlty POI |Cy M anager
H *
NETWORK, SERVER AND END POINT D ata a n d 'SeCUrIty _Content Gateway
@ «Information Loss Protection
PHYSICAL INFRASTRUCTURE Ap p I i cati o n °Key Lifecycle Manager
"""""""""""""""""""""" b . *Deep Content Analysis SDK
=) (B3 = Security “Multifunction Security

<m-—w

Data Center and «Security Server Protection

*Security SiteProtector System

Ope rationa' «Virtual Server Protection
i *RealSecure Server Sensor
Secu I'Ity Network Intrusion Prevention Appliances

*Network Intrusion Prevention System Virtual Appliance
*Enterprise Scanner

*Desktop Security

*BigFix

14 *new offering, naming request in process © 2010 IBM Corporation
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Strategy:

X-Force Research
and Development
is the backbone of
IBM security
offerings. Expand
and integrate X-
Force content into
IBM offerings.

Drivers:

Innovation/Integration Focus Areas

Continue to deliver protection to our clients,
Ahead of the Threat™. Deliver security content for both product and service
offerings.

Deliver increased security for our
IPS, web gateway, and virtual offerings, building upon the successes of 2009
including Protocol Analysis Module, Proventia content analyzer and Proventia
web application protection.

_Continue sharing knowledge and advances bi-
directionally with IBM research and development.

_ Drive security content for all IBM
Security offerings across Security Services, Tivoli Security, Rational Appscan,
Websphere, Datapower and Guardium

Web
Application
Security

Data Browser Mobile
Protection Protection Protection

© 2010 IBM Corporation
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Innovation/Integration Focus Areas
Strategy:

= Increase the capabilities, performance, and platforms supported by virtual server and
physical security product lines.

Address the = Further integrate within IBM’s offerings for applications, server farms, cloud computing and
; datacenters.
security and
compliance
requirements to
manage threats = Move beyond traditional IPS feature set and deliver high performance and increased security
inst the dat capabilities leveraging IBM processor expertise.
agains 2 CEIE] = Expand feature capabilities of IPS appliance to address the needs of customers whose
center and primary mission is to secure the organization’s datacenter.
enterprises
adopting
virtualization and = Integration of Endpoint Protection, Single Sign On and BigFix to address compliance and
cloud technologies. threat,

= Use Virtual Server Protection to address threat protection in virtualized environments
(hypervisor) while using an integrated Tivoli/ISS server agent to address compliance
management needs within the virtualized or physical servers.

Compliance Cloud / Threat

Drivers: S Management  Web 2.0 Protection

© 2010 IBM Corporation



Data Center and Operational Security

Current
version

2H10

Future

Pro_du.c.tt @

Network IPS Firmware “

-Re(iuce complexity of GUI
*Reduce task time

sImproved Network Integration
*IPv6 support

| V.next  pummmmmn

-Increased. Security Coverage
*IP Reputation

Hardware GX4/5

*Rabust hardware
Multi-core processors
*FIPS compliance

Virtual Server Protection

Wﬂ*

*VSP orderéble through Passport
Advantage :

*VMWare ESX 4.1 Support
*VMSafe Cefr‘[ification

| Vinext IR

*Power 6 &§7 support
*Anti-malware

«Deployment automation
*Improved p:olicy management

Server Protection/ [ FiATTET
Server Sensor .

Access Manager
for Operating Systems |

17 These dates are for IBM’s internal planning purposes

only, and are subject to change in content and date without notice.

s+ Platform Currency

IBM Confidential

Windows —)
(PPA)
IfSW/PSL derable through
assport a
*Proventia S?rver for Unix

«Anti-malware
*PSW SSL inspection

© 2010 IBM Corporation
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Security Information & Event Management Roadmap

Current version

Product

2H10
o

@)
O

Security Operations
Manager

Security
Information and
Event Manager

Compliance Insight
Manager

Event Log
Manager
(PRPQ)

“Event Log
Manager
Appliance”

SiteProtector
System

= CMDB a1tegration
= Port: RHEL 5
= Windowys 2003 port

#ﬁ
= Single PID soft

bundle:TSOM 4.1

+ TCIM58.5
= Pricing:

Normalization

and Discount

= DB2 conversion
= Event $ources
= Compliance Modules

- vi1.0

= Event sources

= TCIM T&C
= Limitéd access

These dates are for IBM’s internal planning purposes
18 only, and are subject to change in content and date without notice.

Integrated audit and
compliance
Compliance mgmt
modules for COBIT,
NERC...

Globalized / Localized

Windows 2008 64bit
New web based
management

= Near real-time insider
threat analytics

e .

= TELM Partner
Appliances

v

Improved integraiion

*Improved portfolio integration N i
. . . with TSIEM, TEM;

*Improved reporting, exports for customized views pLP .

*Viewing and editing new policy types .

+Single-click intrusion blocking

*Web application protection via a new wizard

\Windows 7 Oberatina Svstem platform

© 2010 IBM Corporation



Data Center and Operational Security

Current
version 2H10 Future
Product ) () @
Desktop ™ Va2267/70™ » [Converged
: solution
: based on
customers

to BigFix

v

Proventia Endpoint Secure 5= V102 -
.....* E ;

Control
v : . T

BigFix g = : Firewall & Intrusion prevention :

Security Suite (PAM) integrated with BigFix
Windows 7 support

V8.0 : Sold through Passport :
. BigF_ix : Advantage R V. Next
Lifecycle Mgt. Suite :
SCM
customers
. , | toBigFix |
Security Compliance Manager [ V51 s

_ i GTS
Enterprise Scanner [rmmyggees - < B2 Vulnerability
= : I | Mgt Service |

==+» Dotted lines indicate that product functionalities in planning (pre-IPMT); how:/ever exact packaging and migration path to be déatermined.

These dates are for IBM’s internal planning purposes .
only, and are subject to change in content and date without notice. IBM Confidential ©2010 1BM Corporation
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Tivoli Talks:

= |BM Intranet Sales link : here

= PartnerWorld Link: here

Product sales kits:
» |BM Intranet Sales link ---- http://w3-103.ibm.com/software/xl/portal/content?synKey=M613515E74253R50

= PartnerWorld Link ------ http://www.ibm.com/partnerworld/wps/mem/sell/componentfinder (Select "Brand"
and "Resource Type".

IBM Security War Room

Do you need assistance with an issue that is impacting a security sale?

The IBM security war room provides streamlined access to subject matter experts to help overcome issues in the sale of IBM
security products and services, across all IBM security brands.

The war room can assist with questions about references, competitive information, finding resources or expertise, and any other
issues that stand in the way of progressing or closing a security sale.

To request assistance, send an email to secwarrm@us.ibm.com with the client name, opportunity description, the issue that
you need help with, and any deadline for a response.

22
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