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Objective of this guide

This training guide is intended to be used with a Virtual Machine (VM) training environment for the

installation and setup of the Encentuate solution. The objective of this guide is to:

« Provide our customers and partners with hands-on training and familiarization of the

Encentuate solution
« Provide a quick start environment for evaluating and learning the Encentuate solution

This training material is most effective when accompanied with a hands-on training session

conducted by certified Encentuate trainers.

What you will learn

At the end of this training guide, you will be able to:
« Install and setup an IMS server to work with Microsoft Active Directory (AD)

o Install and setup AccessAgent on Microsoft Terminal Services to provide Roaming

Desktops

« Install and setup AccessAgent on Windows XP, configured to work in Private Desktop”

mode
« Install AccessStudio and profile the following example applications for single sign-on:
0 A Windows 32 application
0 Ateletype (TTY) application
0 A mainframe green screen application
o A web application

« Sign up Bob and Alice to use the Encentuate solution

" Encentuate provides comprehensive session management capabilities and can be configured to provide Personal Desktop,
Shared Desktop, Private Desktop, and Roaming Desktops. Shared Desktop allows multiple users to share a generic desktop login
and is useful in kiosk environments, such as those on clinical floors, warehousese or manufacturing facilities. Roaming Desktop
provides a remote desktop on a Terminal Server or Citrix and “follows” the user as he roams from workstation to workstation.



« Test and evaluate the product

What is not covered

This training guide covers a typical setup in a moderately complex kiosk environment. It does not

cover all the capabilities of the Encentuate solution. For example, it does not cover the set up of:
« Strong authentication
« Web Workplace for remote access
« AccessAgent for Citrix
« Password self-service
e AccessStudio Advanced

Separate training is available for the above topics.

Pre-requisites

The use of this training guide requires a confidentiality agreement, a software evaluation

agreement, or a reseller agreement to be in place.
This training guide is intended to be used with a VM training environment.

Please contact your Encentuate Account Executive or Partner Manager to get a copy of the

agreements and the VM training environment.

Getting Help

To get help anytime, please contact support@encentuate.com.

To submit feedback, requests new features or report defects, please login to

http://customercare.encentuate.com or http://partnercare.encentuate.com. You may contact

your Account Executive or Partner Manager to get an account.


mailto:support@encentuate.com
http://customercare.encentuate.com/
http://partnercare.encentuate.com/

Encentuate IAM

Encentuate IAM is the first solution that delivers a simple, flexible, and complete identity and
access management solution at the enterprise end-points. Encentuate intelligently migrates the
user-centric identity and access management (IAM) functions, such as enterprise single sign-on,
authentication, and audit and compliance services, to the enterprise end-points, while integrating

with provisioning and directory services at the enterprise back end.

The figure below summarizes the key functions:

Encentuate
AccessAgent [i.

Encentuate
AccessAgent

Encentuate
AccessAgent

End user
End user Web End user
Desktop Citrix — Terminal
Services Desktop
Strong Enterprise Workflow Session Audit & Context User
Authentication SSO Automation | Management | compliance || Management || Provisioning

Encentuate IAM Platform

Profile Centralized Support & Audit Directory | SOAP API
Generation Admin Self-Service Reporting DB Mgmt
—
Encentuate
IMS Server

For more information, refer to the whitepapers “ldentity and Access Management at the

Enterprise End-points” and “Encentuate IAM — A Product Overview”



Training scenarios

The training scenario outlined in this section is intended to be used on the supplied VM training

environment.
This training scenario will cover the following:
« Install and setup an IMS server to work with Microsoft Active Directory

o Install and setup AccessAgent on Microsoft Terminal Services to provide Roaming

Desktops

« Install and setup AccessAgent on Windows XP, configured to work in Private Desktop

mode
« Install AccessStudio and profile the following types of applications:
0 A Windows 32 application
o0 Ateletype (TTY) application
0 A mainframe green screen application
o A web application
« Register an administrator Bob and a user Alice

« Test and evaluate the product

About the Training VM

The VM training environment comprises of:

« A Server VM with the following software installed to simulate a typical enterprise

environment:
o0 Windows 2003 server, where IMS server will be set up
0 Microsoft Active Directory

o0 Microsoft Terminal Server



e« A Client VM running Windows XP where AccessAgent will be installed to simulate a

typical enterprise kiosk (shared workstation in private desktop mode)

The VM training environment needs to be installed and set up on a workstation with the following

requirements:
o 2GB RAM minimum
o 10 GB of hard disk space
To install the VM training environment:
« Install VMWare Workstation v6.0 or later on the target workstation

0 A VMWare installer is included as part of the Training VM package. To activate a

free trial license, register at

http://www.vmware.com/vmwarestore/newstore/wkst601 eval login.jsp

« The Training VMs are packaged as two .RAR archives. Copy the two files below to the

target workstation:

o ENC IMS Domain Server.rar

o0 ENC AA XPSP2.rar

o Expand the two .rar files


http://www.vmware.com/vmwarestore/newstore/wkst601_eval_login.jsp
http://www.vmware.com/vmwarestore/newstore/wkst601_eval_login.jsp

e Run Start >Programs >VMWare >Manage Virtual Networks

0 Configure a NAT network for subnet 192.168.210.0

(Note: This training VM requires this subnet to work. If you need help configuring
the network for this VM, please refer to
http://pubs.vmware.com/ws6 _ace2/wwhelp/wwhimpl/js/html/wwhelp.htm for

assistance.)

=+ ¥irtual Network Editor

Summar_l,l] Automatic Bridging  Host Wirtual Metwork Mapping | Host Virtual .-’-‘u:lapters] DHEZF'{ MAT ]
T\g Lze this page to associate individual virtual networks to specific physical and virtual network,
| adapters as well az chang
Vinetl: | Bridged to anf  IFP Address: | 192 . 168 . 210 . 0 b
" — . 5
DHCP Settings Subnet Mask: | 255 . 285 . 256 . O
¥
Settings Cancel ‘
¥
“Whinet host: | I J _]
b ¥
Subnet: | L] 5
Metmask: | j *
L
Start |P address: —j _]
End IF address: J 192 . 168 . 210 . 254
EE
Broadcast address: J
| Help I
|| [ Lease duration far DHCP clients

0 To test that you have properly configured the network, please do the following:
=  Start up the Server VM (ENC IMS Domain Server)

=  Start up the Client VM (ENC AA XPSP2). Note that Windows
automatically logs in with the user name: “private” and the password

“himmss”".

= Click on the “Medscape Local” icon on Client VM’s desktop to see if it
can connect to the Win2003 Server

= If a Medscape Local web page displays successfully, then the network
has been configured properly

This Training Guide does not cover how to setup and use a Virtual Machine. For more

information, see http://pubs.vmware.com/ws6 ace2/wwhelp/wwhimpl/js/html/wwhelp.htm.

f To simulate a windows kiosk, the Windows registry flags AutoAdminLogon and ForceAutoLogon are pre-set to auto logon to the
shared desktop account “private”.


http://pubs.vmware.com/ws6_ace2/wwhelp/wwhimpl/js/html/wwhelp.htm
http://pubs.vmware.com/ws6_ace2/wwhelp/wwhimpl/js/html/wwhelp.htm.

Installing Encentuate IMS

In the Server VM (ENC IMS Domain Server), you will find the IMS Installer. To install and
configure the IMS:

« Login to Windows with user name: administrator, and password: encentuate
« Run the IMS installer provided on the desktop
o Once the installer starts, click "Next”

nt

o Choose “Express Install”* and click "Next”

2 Encentuate IMS Server Installation i LN =1of =]

Select Installation Type

Review prerequisites Select the type of installation :
|n Choose installation type
Choose installation locati.

Choosze server settings & Express Install

Ghisgsddaigaas iy Diefault Configuration Settings will he used for installation.
Canfirm settings

Installation i Custom Install

Installation complete Configuration Settings will he determined during installation.

 Upgrade

Configuration settings will he imparted from a previous installation
of IM3 Server on this machine.

Inst

Cancel | Previous |

« Since a database will be installed as part of Express Install, you will be asked to select a

password for the database administrator

o Enter the database administrator’'s password (eg, ss0123!) for the newly created
MSSQL server; click "Next”

*Express install will automatically install a database with IMS.



Confidential

e Onthe pre-installation summary screen, click on “Install”

] Encentuate IMS Server Installation

i =10l
Confirm settings

Review prereguisites Please confirm the following settings before continuing with the
Choose installation type installation.

Choose installation locati... Product hame i
Choose server settings Encentuate IMS Server

Choose databasze setttings
m Confirm settings
Installation
Installation complete IMS Server fully qualified domain name
M3 ENCNETWORK . LOCAL

Installation path
CAEncentuatedMSServers.5.55.0

Database server hosthame
M3 ENCHMETWORK.LOCAL

Database name
imstih =

InstallAmywhere by Zero G

Cancel | Previous |

« When you see the screen below, the installation is complete. You are now ready to start
configuring the IMS

] Encentuate IMS Server Installation

i =10l
Installation complete

Review prereguisites

Choose installation type
Choose installation locati.. CAEncentuateliMSServerd.5.55.0
Choose server settings

Encentuate IMS Server has been successfully installed at:

IMS Server has now been started. Click Done to close the installer
Choose databasze setttings and proceed to IMS Server canfiguration.

Canfirm settings
Installation
m Installation complete

InstallAmywhere by Zero G

Cance| | Preyiots ! Done

For Encentuate Customers and Partners only 11
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o The IMS Configuration Utility will start now, enter the following AD information:

o DNS Domain Name: encnetwork.local

o Lookup User name: administrator

o Lookup Password: encentuate

o Click "Next”

/3 Encentuate IMS Server Configuration - Microsoft Internet Explorer i _| [ ilﬁ

[ et wew ravoes Dok b ||Qeak - O 9 ) | Jsewcn e @00 0 A
ﬂrz_id'ess I@ http:/flocalhost:2080/uiff_viewCurrentlicense jsf j Go
Links ] AccessAdmin (&] IMS Config (€] Medscape Local

@) ENCENTUATE" IMS Server Configuration

Welcome Configure enterprise directory connection
Setup assistant Add domain
Configuration Wizards For the enterprize directory you would like to connect fo, enter the domain name and a valid lockup user name
— weithin that domain.
Product activation
Provizgion IMS administrator
Basic settings DNS domain name: (For example : corp.company.com) e
Authentication services Iencnetwnrk.lucal
Enterprize directories
Houszekeeping
Biometric support LDDK!JF.h USET Name:
ActiveCode deployment Iadmlnstratnr
Advanced settings Lookup password:
AccessAdmin I“““““
IMS Server
Data source
Message connectors I Configure muttiple domains
IMS Bridges
User authentication Back Next
Deprovigioning = -
=l
[l Done [T 1T Mteatinbanet

This configures Encentuate IMS with the rights to query AD for user information. Note

that Encentuate does not extend the AD schema.

Copyright © 2004-2007 Encentuate®. All rights reserved. 12
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o Check “Use Active Directory password as Encentuate password"§. Click "Next”

/3 Encentuate IMS Server Microsoft Internet Explorer

e Edt Vew Favortes Took teb || QBack v ) v X 2] (p| POsewch ormortes @[ (00 ) [

Address @ http:/flocalhost: 3080/uiff_addAdDomain,jsf

@ ENCENTUATE" IMS Server Configuration

Welcome Configure enterprise directory connection
Setm a<ssciing Password synchronization
Configuration Wizards
Product activation Thie option enables the Active Directory password fo be used as Encentuate password.

Provision IMS administrator Users can then use their Active Directory credentials to log on to Encentuate software.

Basic settings

Authentication services
Enterprize directories
Houszekeeping
Biometric support
ActiveCode deployment

Advanced settings

AccessAdmin

IMS Server

Data source
Message connectors
IMS Bridges

User authentication
Deprovizioning

5
[ Done T Mt

§ Encentuate may be configured to allow users to use a unique password or to use their AD password as the Encentuate password.

For Encentuate Customers and Partners only
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« You will be asked to specify the login credentials for the initial IMS Administrator. Enter

the following AD information:
o User name: doctor-bob
o Password: himmss

o Domain: encnetwork.local

o Click "Next"”

a Encentuate IMS Server Configuration - Microsoft Internet Explorer ;Iifil

| He ot vew rawrtes Dok tep || QB ) - (2] | Ok e £ - L &
Address [{€] htp:/lacalhast:8080/ui/f_adPwdlsEncPud.iF = B
Lnks ] o614 Conto_ ] MedkcapeLoca

@) ENCENTUATE" IMS Server Configuration

Welcome Provision an IMS Server administrator
ety asdslant Choose credentials
Configuration Wizards Provide credentials of a valid domain user to be provisioned as an IMS administrator:
Product activation
Provision IM5 administrator User name:
|d octor-bob
Basic settings i
Authentication services Password:
Enterprize directories I ------
Houszekeeping
Biometric support .
ActiveCode deployment Domain: =
Iencne{w ork.local :I

Advanced settings
7 1 wil aszzign the adminiztrator later
AccessAdmin

IS Server Back -
Data =ource m
Message connectors
IMS Bridges

User authentication
Deprovizioning

=
[&lpone [T 1T Mteatinbanet

The user “doctor-bob” is now pre-registered with IMS. Registration will be complete when
“doctor-bob” first logs on to his Encentuate account from a client. This will be covered in

the next section.

" This initial administrator will have administrative rights to promote other users to the “administrator role” or"Help desk Manager”
role later.

Copyright © 2004-2007 Encentuate®. All rights reserved. 14
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« You have successfully configured IMS. You will be asked to restart the IMS service:

o Click Start > All Programs > Encentuate IMS Server > Stop IMSService to stop

the IMS service

o Click Start > All Programs > Encentuate IMS Server > Start IMSService to restart

the IMS service

‘A Encentuate IMS Server Configuration - Microsoft Internet Explorer =@ x|

| He Edt View Favertes Toos Hep || (Back - ) - 2 2] (1| ) Search ¢ Favorites “ - = | &
kadress @ http:/flocalhost:8080/ui/f_viewSummary. jsf j Go
| Links €] Accessadmin |@msc.mﬁg &] Medscape Local

https:fims.encnetwork.local fims fui indexalt. jsp

@ ENCENTUATE' IMS Server Configuration

Welcome Configure enterprise directory connection
Setup assistant Finished
Configuration Wizards Active Directory has been successfully configured.
Product activation
Provision IMS administrator “You will need to restart the IMS Server for the changes to take effect:
Basic settings 1. Stop IMS: (Start Menu = Programs = Encentuate IMS Server = Stop IMSService) —

R = 2. Start IMS: (Start Menu = Programs = Encentuate IMS Server = Start IMSService)
Authentication services

Enterprize directories

Housekeeping After restarting the IMS Server, you can configure policies by logging on to AccessAdmin:
Biometric support (Start Menu = Programs > Encentuate IMS Server = Encentuate AccessAdmin)
ActiveCode deployment

Advanced settings

AcceszAdmin

IMS Server

Data source
Mes=sage connectors
IMS Bridges

User authentication
Deprovisioning

=]
& pone [T 1T Mdibenet

Configuring machine and user policies (AccessAdmin Setup Assistant)

The IMS Server has been successfully installed. In this section, you will configure the policy
templates for users and machines on the network. This is done on the IMS through the
Encentuate AccessAdmin portal. There is a new Setup Assistant to help you to do it.

e Click on Start > All Programs > Encentuate IMS Server > Encentuate AccessAdmin.

For Encentuate Customers and Partners only 15
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Information you exchange with this site cannot be viewed or
* changed by others. However, there is a problem with the site’s
security certficate.

& ﬁemmﬁcﬂemmﬂbya'mmmhm
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

) The securty certficate date is valid

(] The security certficate has a valid name matching the name.
of the page you are trying to view.

Do you want to proceed?

View Certfficate

e Click Yes on the warning pop-up, then logon as username: doctor-bob and password:

himmss

a Encentuate AccessAdmin - Microsoft Internet Explorer ] ,-—IQ-LE[

| e Bt yew Favotes Took pep || Ok - O - @) | Dseh 7] dF |
J ﬂdﬁ‘rﬂs I@ htq:ls:,.f,ﬁms.encnetwork.Ioalﬁmsﬁsffmﬂogjn.jsp;jsessionid=3?9464(_1084§4264AFBD4834E2|j Go
| Links (&) AccessAdmin €] IMS Config (& Medscape Local

@ ENCENTUATE" AccessAdmin

Log on

Enter your user name and password to log on.

User name:

Encentuate password:

Domain:

I encnetwork LI

B

] Dore [T 8 [ mtemet

Copyright © 2004-2007 Encentuate®. All rights reserved. 16
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o Click on the “Setup assistant” link. On the next page, click on “Begin”.

/3 Encentuate AccessAdmin - Microsoft Internet Explorer

de gt vew rawrtes Took e || Qs - ) - x) b Osemch rmoms @] v o 3 | &
!@&ESS I@ htu)s:ﬁ'lms.encnetwo(k.IoGJﬂmsﬁsf{uifadmh,ffaoesfgeneralpage.]sp?id=seard’|EndJsersId&ﬂame=Seard1Musers&page=seard1Encﬂ 50
Links (&] AccessAdmin @] M5 Canfig €] Medscape Local

—

2 ENCENTUATE" A

oo b Search for users
Administrator

Search for.
Log off "k

Search by:

Setup assistant

Search Users User principal name b
Search Mobile ActiveCode phone number

izkal Mabik ActiveCode e-mail address ¥

All administrators
All reveked users

User Policy Templates
Mew template

Template assignments
Machines

Search

Machine Policy Templates

New template _.
Template az=zignments Ll

] I =

o Check the “Enable automatic signup” box and click “Next”.

3 Encentuate AccessAdmin - Microsoft Internet Explorer

Edt View Favories Took Hep || (JBack - ) - ¥ (2] (» ) Search :Favortes & [ (= L [ |
= I@https:fﬁms.encnetwork.Iomlﬁmsﬁsffuifadmhffaoeleis}wizardsfsehp&ssisianhbegm.)d1hﬂ|?7ﬂovnExemﬁonKey=7d:D956153—?36?-6F3j 50
Links ] AccessAdmin (€] IM5 Config (] Medscape Local

@) ENCENTUATE" AccessAdmin

doctor-bob Encentuate setup: AccessAdmin setup
Adminiztrator — =}
System settings
Log off

Chooze intial sy=stem settings

Setup assistant [™ Enable automatic signup
Search Users Chec!( this option if you would ke users to be autematically signed up when using AccessAgent for the
first time p—
Search
xj‘ff”‘ i [~ Enable seli-service features
All “’Emz = Check thiz option if you want to to enable user self-service features.

All revoked users

User Policy Templates

New template
Template assignments

Machines
Search

Machine Policy Templates

New template

Template az=ignments ;l
[ Done O I =T

« Onthe “Choose second factors” page, just click “Next”.

e Check the “Support shared workstations” box. Click “Next”.

For Encentuate Customers and Partners only 17
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et Explorer

Edt Vew Favortes Toos Hep || (Back - ) - ¥ (2] » seach Favorites & | (- L [} | A
I@ htu:mmms.encnetwo(k.Iomlﬂmsﬁsfh.lifadmh,’faoeleisiwizardsfsempkssistzntfﬁoosemd:a:bors.)d'lhnl?fﬂowExEmtimKey=7d264FDﬂ 50
ENCENTUATE" AccessAdmin

doctor-bob Encentuate setup: AccessAdmin setup

Administrator E 1

i Choose workstation sharing options

0g o
) Choose how users will be able to access and use workstations.
Setup assistant [¥ Support shared workstations|
Search seis Check th!s DPtIDI'l if you have workstations that are shared among many users, requiring the use of fast
2 uzer-switching. S

Search s

Wy users [T Ssupport personal workstations

All administrators 5 . . ”

All helpdesks Check this option if you have workstations that are generally only used by =ingle uzers.

All revoked users

User Policy Templates

MNew template

Template assignments

Machines

Search

Machine Policy Templates

Mew template

Template assi its

e s—— [ concet ]

System

[€lpene T 18 e ttemet

e Check “Support private desktops”. Click “Next".

j Encentuate AccessAdm ternet Explorer
Edt Vew Faveries Toos tep || (JBack - ) - x| 2] 3]0 seach : =
@htt;mﬁlms.enmetwork.loﬁ]ﬁmsﬁsfﬁ:ifadmhﬂah_' tsfwizards setupAssistant/c SharingOptions. xhiml?_flowExecutionkey=_o

@ ENCENTUATE" Ac

doctor-bob Encentuate setup: AccessAdmin setup
Administrator 3
— Choose desktop types
og of
= Choose how users will be able to access their work on computer desktops.

Setup assistant [T Use a shared desktop

T e Check this option if you would like to provide a generic desktop that all users will be able to access.

Search E
My users ¢ : e 3 s - : . . s

All administrators Check this option if you would like to provide deskiops tied to individual users, supporting the ability for

Al helpdesks multiple users to use a workstation concurrently.

All revoked users i
I” Support roaming desktops

User Policy Templates Check this option if you would ke to provide desktops tied to individual users, supporting the abilty for

New template users to access their desktop from any workstation. These individual desktops are hosted on Citrix or
Template assignments Terminal Server.

Training demo template

Machines

Search

Machine Policy Templates

MNew template
Template assignments

i
[€1pene T 18 @ et

Copyright © 2004-2007 Encentuate®. All rights reserved. 18



o Check “Enable AccessAgent for Citrix or Terminal Server”. Click “Next”.

icrosoft Internet Explorer

& x|
Tok pep || Qmac - ) - [ 2] | Dserch pmernes @[ (0- L [ | &

-Iéliees I@ htu)s:ﬁ'lms.encnetwo(k.IoGJﬂmsﬁsffuifadmh,'faoelemMzardsfsethAssistznt,fmooseDEskbopTwes.)dlhﬂi?_ﬁowExemﬁonKey=_cC2CTﬂ Gﬁ

@ ENCENTUATE'

doctor-bob
Administrator

Log off

Setup assistant

Search Users
Search

My users

All administrators

Al helpdesks

All revoked users
User Policy Templates
New template
Template az=signments
Machines

Search

Machine Policy Templates

Mew template
Template azsignments

System

AccessAdmin

Encentuate setup: AccessAdmin setup

AccessAgent on Citrix/Terminal Server
Choose if AccessAgent is enabled for Citrix Or Terminal Server (including thin clients)

Enable AccessAgent for Citrix or Terminal Server.

[&] Done

RS

« Enter “Training Demo Template”. Click “Next”".

« Onthe “Choosing authentication policies” page, just click “Next”.

o Click on the top “Configure” link to work on the shared desktop policies.

‘A Encentuate AccessAdmin - Microsoft Internet Explorer

Fle Edt Vew Favorites Toos Heb || (DBack - ) - ¥ 2] 1 seach

X
= 80- w8 | &

Idlfﬁs @ htﬂ)s:fﬁms.encnetwork.Ioﬁlﬁms,ﬁsffuifadmhf‘faceleisiwizards}cunﬁgureUptjdmcsEAuﬂchlicy.mml?_ﬂowﬁxemﬁunKEy=_cA872FAEl‘j 50

@ ENCENTUATE'

doctor-bob
Administrator

Log off

Setup assistant

Search Users

Search

My users

All administrators.
All helpdesks

All revoked users

User Policy Templates
New template

Template assignments
Training demo template
Machines

Search

Machine Policy
Templates

!Ilmu dmranlate
L}

AccessAdmin

Encentuate setup: AccessAdmin setup

E

Configure policy templates

Based on your choices, we have selected the policy templates that best match your setup. Please configure each
one before moving forward.

| Policy template

Shared workstation, Private desktop

#~ Configure Thig policy template supports the use of shared workstations and private desktops.

Citrix and Terminal server

This policy template supports the use of AccessAgent for Citrix or Terminal Server (including thin chen:

5

4 Configure

&

For Encentuate Customers and Partners only
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o Click on “Next” to keep the chosen name.

Encentuate Training Guide
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e Click on “Next” to choose Lock computer as desktop inactivity behavior.

e Check “Use this as the default template”. Click “Next".

» Back at the “Configure policy templates” page, click on the lower “Configure” link.

o Click on “Next” to keep the chosen name.

o Check “Automatically log on to AccessAgent”. Click “Next”".

o Check “Use only machines matching these criteria”. Set “Host name is ims” as shown.
Click “Next".

/3 Encentuate AccessAdmin - Microsoft Internet Explorer

Fle Edt Vew Favortes Took Help || (JBack - ) - ) 2] 0

P search ;Favorites @1 | (- i [}

] =lalx|
>

Address @ https: ffims. encnetwaork.local fims fjsffuifadmin facelets fwizards /configureMpt/chooseMachines. xhiml

@ ENCENTUATE" AccessAdmin

doctor-bob

Administrator

Encentuate setup: AccessAdmin setup: Citrix and Terminal server

Choose machines
Chooze which machines will use this policy template.

Log off

Setup assistant

x| 8

Search Users

Search

Wy users

All administrators
All helpdesks

All revoked users

User Policy Templates

{~ Use this as the default template for machines

When new machines are added to Encentuate, they wil automatically use this template.

{* Use only machines matching these criteria:

% Match all of these criteria ¢ Match any of these criteria

@ IHDstname LI Ius LI

[ims

MNew template
Template assignments

Machines
Search

Machine Policy Templates

Mew template
Template az=ignments

System

|&] Dene

O I =T

« Back at the “Configure policy templates” page again, now click on “Next”.

« On the “Confirm settings” page, click “Next”.

o Onthe “AccessAdmin setup complete” page, click “Done”.

Copyright © 2004-2007 Encentuate®. All rights reserved.
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Vien  Favorites Took e || (JBack - ) v ) 2]

rnet Explorer

6 Pt Lo 607 % B 3

w@hmqﬁms.enmemuk.lmﬂmsf fuifadminffacelets fwizard Asslstzntfoonﬁnn.mml?_ﬁcwExea.monKey=_cECUDF323—29F1—]_'ﬂ 50

doctor-bob
Administrator

Log off

Setup assistant

Search Users

Search

My uzers

All administrators
All helpdesks

All revoked users

User Policy Templates
MNew template

Template az=ignments
Training demo template
Machines

Search

Machine Policy Templates

MNew template
Template assignments

Encentuate =etup: AccessAdmin setup

AccessAdmin setup complete

AccessAdmin has been successfully set up. You can always come back to this assistant later to make
adjustments.

Summary

Setting System Policies: 6 successes, 0 failures H ]
Setting Policy Management Objects: 6 successes, 0 failures

Updating Machine Policy Templates: 2 successes, 0 failures

Updating User Policy Te 1 0 failures

Show details

|&] Done

T S e

Confidential

« Click on the “System policies” link. Expand “Wallet Policies” on the right pane.

Fa

Doos telp |[QBack - ) - ) 2] b seach | Favomwes € |

ft Internet Explorer

Address @ https:/fims.encnetworl

k.localfime fisfjuifadmin ffacesfsystemPolices. jsp e

doctor-bob
Administrator

Log off

Setup assistant

Search Users

Search

My users

All administrators.

All helpdesks

All revoked users

User Policy Templates

New template
Template assignments
Training demo template
Machines

Search

Machine Policy Templates

MNew template
Template assignments

System

Svstem policies

[ e e R S TS E e T T

System policies
[» Encentuate Password Policies

[» Self-sernvice Policies

= Wallet Policies

Wallet caching option

IAsk uger bt
WMaximum period of inactivity, in days, allowed for a cached Wallet

(Minimum:1, Maximum:999553959)
(999999999

Interval, in minutes, for synchronization of Wallet with IS Server
|3D
Waximum number of consecutive invalid offline logons before cached Wallet is locked out

o

Default automatic sign-on passwerd entry option

Enable 'Never' for enterprize authentication services?

e~ =l

|&] Done

T A ememe

« Set “Default automatic sign-on password entry option” to “Automatic”.

« Click on the “Update” button below.
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« Click on Machine Policy Templates > Template Assignments. Click on “Shared

workstation, Private desktop”.

« Expand “Shared Workstation Policies” then “Private Desktop Policies” within.

« Under Single instance applications list, type “EXTRA.exe” and click “Add”.

2 Encentuate AccessAdmin - Microsoft Internet Explorer =lelx]

J Fle Edit View Favorites Tools Help |J OBack A \ﬂ @l] N ‘ ,-:" Search ~ Favorites & | = B = ‘ ;’,’

J Address @ https: ffims. encnetwaork.local fims fjeffuifadmin facele ts/mpt/mptAssignments. xhtml j
TIE TEMpare =l
Template gssignrcnt b Authentication Policies
System
System policies |> Wallet Policies

Authentication service policies

Application policies
o 5 [» Sign Up Policies

Audt logs

Status

Reports + Shared Workstation Policies
User information I Lock/Unlock Policies

Token infermation
Application usaj - =
Hgll:.tﬂask actmtse = Private Desktop Policies

About AccessAdmin Maximum number of concurrent user sessions on a workstation

(Minimum:1, Maximum: 12
Feedback g
Help
Session replacement option
IReuIaoe least recently used (LRU) session LI
Single instance applications list
IEM Add |
Action on launching a second instance of a =ingle instance application
I Log off existing instance LI
Enable use of generic accounts to create user desktops?
I No = _I
-
|&] Done E # Internet

« Click on the “Update” button below.
Installing Encentuate AccessAgent on Terminal Services

The IMS Server has been successfully configured. In this section, you will set up AccessAgent on

the Microsoft Terminal Server.

In the Server VM (ENC IMS Domain Server), you will find the AccessAgent Installer. To install

and configure AccessAgent for Terminal Server:
« Login to Windows with the user name: administrator and the password: encentuate
o Run the AccessAgent installer provided on the desktop

o Click "Next” to accept the default install folder

Copyright © 2004-2007 Encentuate”. All rights reserved. 22



stall Encentuate AccessAgent

@) ENCENTUATE" AccessAgent

Choose a location to install Encentuate Accessbgent.

directory

C:\Program FilessE neentuate’s Browse... |

Instalishicld

< Back |

« The installation starts

|§' Install Encentuate AccessAgent

(@) ENCENTUATE" AccessAgent

Encentuate Accesshgent is being installed.

Instalishield

£ Eatk [Ext =

o Click “Yes" to restart

|_=,.1 Encentuate AccessAgent Installer Information | 1[

You must restart your system for the configuration
changes made to Encentuate AccessAgent to take
effect. Click Yes to restart now or No if you plan to
restart later,

e |

o AccessAgent is now successfully installed on the Terminal Server

For Encentuate Customers and Partners only
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Installing Encentuate AccessAgent on an XP Kiosk

The IMS Server and AccessAgent on Terminal Server have been successfully installed. In this

section, you will set up AccessAgent on a kiosk PC running Windows XP.

In the Client VM (ENC AA XPSP2), you will find the AccessAgent Installer. To install and
configure the AccessAgent as a Private Desktop'':

o Start the Client VM (ENC AA XPSP2) if it is not already started. Note that Windows is

automatically logged on with the user name: private and the password: himmss**.

NOTE: the VMWare Tools Utility running in the guest OS conflicts with
Encentuate’s private desktop operation and therefore has been disabled for this
VM. As aresult, you must use the key sequence <Ctrl>-<Alt> each time you need
to move the mouse cursor out of the AAXP1 VM's window.

« Run the AccessAgent installer provided on the desktop

o Click "Next” to accept the default install folder

72 Install Encentuate AccessAgent
@ ENCENTUATE' AccessAgent

Chooze a location to ingtall Encentuate Accessbgent.

C:A\Program FilezhE ncentuate’ Browse... |

Instalishield

= Bath | i

o The installation starts

™ Encentuate also provides other means of session management, including Shared Desktop and Roaming Desktop. Private
Desktop is unique to Encentuate and provides separate private desktops for each user of a shared workstation.

i The Windows registry AutoAdminLogon and ForceAutoLogon are set to auto logon to the private desktop default local Windows
account “private”.
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@) ENCENTUATE" AccessAgent

Encentuate Accessdgent is being installed.

Instalishicld

< Back [Ext =

o Click “Yes" to restart

|_§“ Encentuate AccessAgent Installer Information x|

‘You must restart your system for the configuration
changes made to Encentuate AccessAgent to take
effect. Click Yes to restart now or No if you plan to
restart later.

No |

o After the VM restarts, Windows automatically logs on as the user “private” as before.

Encentuate now locks the desktop.
o Click “Go to Windows to Unlock”. Type himmss as password, then reboot the VM again.

o AccessAgent is now successfully installed on the Client VM.

Registering an Administrator

Now that the server and client software have been set up, the system is ready to be used by end
users and administrators. For simplicity, the users will be registered to use the system without

strong authentication®®.
To complete the registration of the IMS Administrator:

e« On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not

already locked

Note: To send CTRL-ALT-DEL inside a VM, either:

88 Encentuate supports a wide range of strong authentication options including building access badges, iTag, active RFID badges,
fingerprint biometrics, USB smart tokens, mobile authentication and one-time password tokens.
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o Click on the VMware tool bar VM >Send Ctrl+Alt+Del, or
o Enter <Ctrl>-<Alt>-<Ins> from your keyboard

e Click “...My logon user name is not in the list” then enter the username: doctor-bob and

the password: himmss

Log On :: Encentuate AccessAgenkt _

(@) ENCENTUATE" AccessAgent

Computer Locked Enter wour Encentuate user name and password to
February 15, 2008, 2:26 PM g
Unlack this computer CESe.
Idoctor-bob
Pazsword:
| g
Darmait:
Iencnetwork ﬂ
<Back | ok |
| | | 1 user logged on

Note that Bob has been pre-provisioned as an IMS Administrator, Encentuate will now

complete the registration process.

e You will be prompted to answer a personal question, which is required for password

resets’ . Choose a recovery question and enter your secret. Click “OK”

Log On :: Encentuate AccessfAgent il

@ ENCENTUATE" AccessAgent

Computer Locked Select a guestion and enter a secret answer that
) wou are not ikely to forget. In case you forget your
February 15, 2008, 2:25 PM password, pou will need to use this secret answer
Unlack this computer ta help pou retrieve your YW allet contents.
Luestion:

Wwhat's your Favorite frt?
Wwhat's your mother's maiden name? LI

Airzwer;

[k I Cancel |

| | | 1 user logged on

™ Encentuate may be configured to require M of N personal questions for password self-service. For simplicity, this setup only
requires 1 personal question.
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« Click “Yes” to cache ' the Encentuate wallet locally on this machine

Log On :: Encentuate AccessfAgent 3

(@) ENCENTUATE" AccessAgent

Computer Locked Do you want to keep your ‘Wallet stored on this
iter afte log aff?
February 15, 2008, Zign ppy  Copoi oo el g e

Unlock this carmputer

| | | 1 user logged on

« Since the administrator wallet was pre-provisioned, for security reasons, you will be
asked to update your Encentuate password the first time you login. For simplicity, re-
enter the same password: himmss. The rest of the document assumes you use the

password: himmss for Bob’s account. Click “OK”

Log On :: Encentuate AccessAgent | ]

@ ENCENTUATE" AccessAgent

Computer Locked Y'ou heed to et your own Encentuate password,
Ent d.
February 15, 2008, 2:31 PM HiER s B
Unlack this computer ‘Mew password: I |

Confirm password: |

[ I Cancel

| | | 1 user logged on

This completes the registration for the IMS Administrator. Bob is now an IMS

Administrator

Registering End Users

In this section, Alice will be registered as an end-user:

"' Caching the Encentuate Wallet enables offline use.
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e« On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not
already locked

« At the Encentuate lock screen, click on “...My logon user name is not in the list”

o Enter user name: nurse-alice, password: himmss

Log On :: Encentuate AccessfAgent i :

(@) ENCENTUATE" AccessAgent

Computer Locked Enter your Encentuate user name and password to
| .
February 15, 2008, 6:01 FM e

u !
Urlock this computer 261 NAME

Inurse-alice

Pazzword:

|

Clomain;

Iencnetwork j

<Back | ok |

| | | 2 users logged on

e Choose a recovery question and enter your secret. Click “OK”

Log On & Encentuate AccessAgent

@ ENCENTUATE" AccessAgent

elect a question and enter a secret answer thal
Computer Locked Select fion and ent t that
. yaou are not likely to forget. In case you forget your
February 15, 2008, 2:25 PM password, you will need to use this secret answer
Unlock this computer to hielp wou retrieve your YW allet contents,
Question:

W PINER &
Wwihat's your Favarite fruit?
Wwhat's your mother's maiden name? ;I

ARSwWEr

[k I Cancel |

| | | 1 user logged on

o Choose to cache wallet. Click “OK”
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Log On :: Encentuate AccessAgenkt i I'_

(@) ENCENTUATE" AccessAgent

Computer Locked Do you wank b keep pour wallet stored or this
iber aft | ff?
February 15, 2008, 2:30 PM R

Unlock this carmputer

| | | 1 user logged on

o This completes the registration of user Alice

Installing AccessStudio for SSO Profile Generation

To enable single sign-on (SSO) for applications, an AccessProfile for the application needs to be
generated and uploaded to the IMS server. Most profiles can be auto-generated using the

AccessStudio Wizard. You will now install AccessStudio on the Client VM:

e« On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not
already locked

e Logon as username: AAXP1\private and password: himmss
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Run the AccessStudio installer provided on the desktop

Click “Next” and follow the instructions

Encentuate AccessStudio - InstallShield Wizard B ll

Welcome to the InstallShield Wizard for
Encentuate AccessStudio

The InstallShield{R) Wizard will allow vou ta modify, repair, or
remove Encentuate AccessStudio, To continue, click MNext,

= Back

Canicel |

Encentuate Training Guide
for Encentuate IAM v3.X

Click “Finish” when prompted. AccessStudio is now successfully installed on the Client

VM

{3 Encentuate AccessStudio - InstallShield Wizard B x|

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Encentuate
AccessStudio, Click Finish to exit the wizard,

= Back

Camie |

Copyright © 2004-2007 Encentuate”®. All rights reserved.
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Profiling a Windows Application for SSO support

Now that AccessStudio has been set up on the Client VM, we can auto-generate the
AccessProfiles for applications we intend to single sign on to. In this training sequence, the

AccessProfile for Patient Information Manager (PIM) will be auto-generated:

e On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not

already locked
« Logon with the username: doctor-bob and the password: himmss

« Run Start >All Programs >Encentuate AccessStudio >AccessStudio

#} Encentuate AccessStudio [Mode: Edit] [New file] - [AccessP 1ol =]
™ File ‘ew Test Tools Help =18 %]
Owerview | Farmn Editar I #ML Editar I HML Viewer | State-Engine Yiewer |

About AccessProfiles

An AccessProfile containg the information regarding how exactly zsign-on iz to
be performed for an application. It can contain information for multiple sign-on
zoreens, ... logon or change password for the application.

You can eazily create a new AcceszsProfile by uzing the
accessProfile Generator,

| Tips 3 %

1+ About the currently selected node @@ Wiews, modify, or create AccessProfiles.

=] Possible next steps
+] Create a new AccessProfile using the AccessProfile Generatar, which provides you with a step-by-step
guide ko creating AccessProfiles.

+| Creste anew dccessProfile using the Form Editor.

|Dpened a new file | Mode: Edit %

o Click on Tools >Start AccessProfile Generator
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« On the “Welcome” screen, click “Next”

x
" ENCENTUATE
—

Welcome to AccessProfile Generator.

AcceszProfiles automate common uzer tazks like logon, logoff and
change password for an application.

This wizard will quide you through the creation of a new AccessProfile
for pour application.

< Back | Mext > I LCancel |

« Enter "Patient Info” in the application name field and choose “Windows” for “Application
Type”; click “Next”

o, AccessProfile Generator x|

Select Application Type

Enter a name for wour application and select a type that fitz it best.

Application name: IPatient Infa

Application ype: % windows [Win32, 16 bit) application
" wieh application
" Java applet
© TTY application [e.0.; PuTTY, SecureCRT)
€ Mainframe or cursor-bazed application
" Mainframe application with HLLAP] suppart
€ Other applications

Examples of Windows applications are Dutlook and Lotus Maotes. 'Web
applications mn in Web browsers like Internet Explorer. Mainframe
applications usually run within a terminal emulator and are cursor-baszed,
communicating text commands with remote hoste or gervers.

< Back | Mewt > I LCancel

Copyright © 2004-2007 Encentuate”®. All rights reserved. 32
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» Select the “Logon” task; click “Next”

¥, AccessProfile Generator ] ll

Select Task to Automate

& Logon
Aufomale filing of user name, password or 3 fd feld

" Change password
Aufomare filing of old mew or condiim password fiald

" Logoff
Simutate kepboard or mouse mouts for fogoff fom an applcation

 Other tasks
Examples include aufomalic clchimg of a bufforr or a fink,
aufomalic pressing of some kaps. runming 8 ESenpf

Launch the application on which you want to automate the selected
task and navigate to the screen where this task begins.

< Back | Mext > I Lancel |

o Double-click the desktop icon of PIM to start the program

i
File Edit Wiew Help
X
ION MANAGER
Usemame I
Pazsword I
ssage Center
Ok I Cancel
T Diate of Btk [Wednesday, September 26, 2007 ]
S5M Mo |
Address
Contact Mo,
Mew Case\isit Social Histaory Medical History Scanned documents  Form Records
Family History Allergies Current Medication  Insurance records Delete Patient
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« Click and drag the crosshairs for the following onto the PIM logon screen:
0 The “User name” crosshair should be dropped at the user name field of PIM
0 The “Password” cross hair should be dropped at the password field of PIM
0 The “OK button” cross hair should be dropped at the OK button of PIM

0 The “Cancel button” cross hair should be dropped at the Cancel button of PIM

o, AccessProfile Generator x|

Patient Information Manager

Flle Edit View Help

i =100
x
Enter a name: ILngnn soreen 1 l O N M A N A G E R

Drag the ciosshais o the comesponding fields on the application screen. _/j;ﬂuﬂm’“ |
User name/1d: @ —hemmr e

Identify Screen and Fields for Logon

—M-r/ ssage Cenler
Password: @ 1] lear
0K buttan: @ TR |
Cancel button: @ Edit signaty
Estra field [optionall: @ Edit signature Clear Address
Edit the title to make it unique and consistent by replacing
the wariable text with ™"
Screen tile: | Contact No
New Case/Mist  SocialHistory — Medical History Scannied documents  Form Records
Advariced settings |
Faily Histary Allergies Cument Medication  Insurance recards Delete Patiert
< Back I Hewt > I LCancel I

o Click “Next”
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« To avoid logon loops when the logon prompt re-appears immediately after log out, select

“Ask user” in the drop list and click “Next”

¥, AccessProfile Generator i x|

Identify Screens and Fields for Logon

Screens identified
Logon screen 1

add | oeee |

The same logon screen may appear again after logoff. Select an
auto-fill option for the zame logon screen for subzequent logons.

IAsk uzer 'l

< Back | Mext > I Lancel |

« In the next screen, select “Yes, simply detect the closure of the logon screen” to identify

successful logon**. Click “Next”

¥, AccessProfile Generator ) x|

Identify Successful Logon

Do vou want to identify successful logon to avoid capturing incomectly-tpped
credentials?

Mo
7 ez, identify the screen that appears Lpon successiul lagan,

—Unigue screen text for identification [optional]
Cirag the crosshair onto a test sting, field or button on the screen

that can uniquely identify the screen together with the screen title.
@ Edit signature  Clear signature

Edit the title or text to make it unique and consistent by replacing
the wariable text with "

Screen litle: I

Text: |

* Yes, simply detect closure of the logon screen.

< Back | Mext > I LCancel

#¥ Encentuate can be configured to recognize a successful login before storing an application credential. In this case, closure of the
Patient Information Manager log on screen indicates successful login.



« Choose "Create one for me automatically” to automatically create an authentication

service®s,

o, AccessProfile Generator x|

Select or Create Authentication Service

Select an authentication service which this application uzes
ta validate logon credentials.

% Create one for me automatically.
" Use a previously created authentication service,

Iauth_F'atient Infa d

An authertication service contains information about
the application or website that valdates the user name
and password used for logon.

< Back | Finizh I LCancel I

o Click “Finish”. This completes the profile generation for PIM.
If you made an error in the above profile generation:

« Right click on the profile in the left pane of AccessStudio and select “Delete”

. Encentuate AccessStudio [Mode: Test] [New file*] - [AccessProfile - |EI|5|
™ Fle Wiew Test Tools Help 18| x|
=l aceess_profiles Overview | Farm Editorl hL Editr | HML Viewer | State-Engine Viewerl
[l profile_Patiert Info
- site_info Application name: Applicationd
- gimple_szo_support o ) o
E| p_rofile_F'utty Application type: M ainframe application
o B site_infa Last modified: Mot available
- simple_s30_support o ) o
Authentication service: Applications
-site infe, AadI550 Suppork L

i gimnple_s

Upload ko IMS

Tips Walidate ¥ML structure 3 %

+ Aboutthe curre -9V rtification information for the AccessProfile.
-] Possihlenextst Faste
+] Upload ko I Deleke

+] Corvert the dvanced one to enable support For comples: worklow
automation,  Expand all

Opened a new file rl tode: Test [ for the past 397 min(z] and 23 zeclz] | 4

558 Most applications are configured to authenticate against their own user stores, however some may rely on a common directory

service for authentication. This step allows you to specify the authentication service for the application.



« Repeat the steps in this section to re-generate the profile
To test the profile generated:
« Exit PIM without login.

« In AccessStudio, click on menu Test >Start.

. Encentuate AccessStudio [Mode: Edit] [New file*] - [AccessProfiles] - |EI|5|
™ File Wiew | Test Tools Help & x|
T
= aceess_pre Start FS Chvervisw |Fu:-rm Editor | #ML Editor | ML iewer | State-Engine Viewer |
B profile_| Stop Shift+FS
: - site_infa Application name: Applicationd
¢ - gimple_sso_support o ) o
EI p[DfiIe_F'utl_l,J Application type: M ainframe application
. Bl-site_info Last modified: Mot available
Authentication service: Applicationd
- site_info
i gimple_sso_support
| Tips e

| About the currently selected node & Specify idertification information for the AccessProfile.
=] Possible next steps
+] Upload ko IM3,

+| Convert the standard AccessProfile to an advanced one to enable support For comples: warlkfow
autarmakion.

|Dpened a new file | | tode: Edit 4

« Launch PIM again. Enter username: doctor-bob, password: encentuate.
« Click on “Yes” when prompted to save credentials into wallet” .

Encentuate AccessAgent i x|

" Do you want the password you just entered For "doctor-bob" to be stored and entered when
wou log on to "Patient Info''?

Mo | Mewer |

« Exit and re-launch PIM. Observe that Encentuate now single signs-on to PIM

" In Test Mode, the credentials are only saved in a test wallet and will not affect the actual contents of the wallet. This protects
against any errors; it also means that the credentials have to be re-captured once the profile is published.



e In AccessStudio, right click on “Profile_Patient Info” and choose “Upload to IMS” to

publish the profile.

., Encentuate AccessStudio [Mode: Test] [New file*] - [AccessProfil =10l =]
o File Yiew Test Tools Help I =l
=] a_CCESS_DIDf"ES Overview | Fom Editorl HhL Editorl HML Wiewer | State-Engine Viewerl
=8
ibe_infa Add S50 Suppart " b name: Patient Info
Lo gimple_s
Upload to IMS 1 by Windows application
Walidate XML structure lified: Mot available
Capy, atioh zervice: Patient Info
Paste
Delste
I_Tips Expand all 3 |

+] Ahout the currently selected node : Specify identification information for the AccessProfile.
=] Possible next steps
+ Upload ko IMS.

#| Convert the standard AccessProfile to an advanced one to ensble support For comples warkflow
aukomakion.

|D|:-ened a rew file |_ | Mode: Test [ for the past 8 min(s] and 27 secls] | 7

o Close AccessStudio when finished

Profiling a TTY Application for SSO support

To enable single sign-on (SSO) for TTY applications, an AccessProfile for the application needs
to be generated and uploaded to the IMS server. Most profiles can be auto-generated using the
AccessStudio Wizard. In this training sequence, the AccessProfile for PuTTY, a common TTY

application, will be auto-generated:

On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not

already locked

« Logon as username: doctor-bob and password: himmss

« Click on Start >All Programs >Encentuate AccessStudio >AccessStudio

« Since there is already a predefined profile for PUTTY on the IMS, we need to remove it

before we continue. Here are the removal steps:

Click on File > Import Data from IMS

Scroll down the left pane to find sso_site_wnd_putty

Right click to delete it; click Yes to prompt to also remove from IMS.
Click on File > New to clear the session data.

PR



o Click on menu Tools >Start AccessProfile Generator

« Inthe “Welcome” screen, click “Next”

« Enter “PuTTY” in the application name field and select “TTY” as the application type; click
HNeXt”

. AccessProfile Generator K x|

Select Application Type

Enter a name for your application and select a type that fits it best.

Application name: IpuT T

Application ype: " windows [Win32. 16 bit) application
" \Web application
" Java applet
& TTY application (2.0 PuTTY, SecureCRT]
" Mainframe or cursor-based application
" Mainframe application with HLLAP] suppart
€ Other applications

Examplez of Windows applications are Outlook and Lotus Motes. ‘Web
applications mn in Web browsers like Internet Explorer. Mainframe
applications usually run within a terminal emulator and are cursor-baszed,
commuhicating text commands with remate hiosts or servers.

< Back | Mext > I LCancel I

« Inthe “Select Task to Automate” screen, select task as “Logon”; click “Next”

« Double-click on the PUTTY icon located on the desktop to run it

e Choose the “ims” session and click “Open”



Categon:

= Sesszion = ! Basic options for pour PuT T session |

i L.ogglng —Specify your conhection by host name or IP address
(= Temninal

i Kepboard Hazt Mame [or IP address] Fart

. Bel | Jo2
i " Features Fratocal;
B Window i~ Baw " Telet ¢ Rlogin  * 55H
: i--.t'l\ppearance

i Behaviour :
. Tranglation Saved Sessions

~Load, save or delete a stored zession————————

Selection l
. - Colowrs
= Connection

Data

- Prowy

Telnet

& Rlogin
S5H
LoKew
Auth
11

Tunnels _;]
About | Help | Open I Lancel |

Drefault Settings

Load

_Load |
Save |
_ Daee |

Delete

Cloge window on exit;
A | 7 Awaps  © Newer % Onlyon clean exit

In the AccessProfile Generator, click and drag the cross hair onto Putty’s TTY screen.

\, AccessProfile Generator - x|
. .encnetwork.local - PUTTY
Identify Screenfor Logon -
Enter aname:  |Logon screen 1

Screen title for identification
Drag the crosshair onto the window area where you see the command

prompt

Edit the title ta make it uniqus and consistent by replacing the wariable
text with ™"

Edit signature  Clear signature

Sersen title:  [ims. encnetwark local - PuTTY

< Back | Mext > I Cancel

Click “Next”



In the “Specify Actions for Logon” screen, click “Next” to accept the default action

¥, AccessProfile Generator x|

Specify Actions for Logon

Select a zet of actions and arrange them in the corect order
far lagon ta the application. “fou may modify the list of actions
already selected or change the order.

Available actions: Selected actions:
‘whait for prompt; login
Enter pazzword Enter uzer name
Enter third field Add s | Press Enter
Press Enter ‘whait for prompt; password

‘Wit for prompt; login Enter pazzwaord
‘wait for prompt: password | DETIOYE | Press Enter
“wiait for prompt: <others
I I

folore- g | b Dovsn |

< Back | Mext > I Lancel |

In the “Identify Successful Logon” screen, select “No”. Click “Next”

In the “Select or Create Authentication Service” screen, select “Create one for me
automatically”. Click “Next”

Click “Finish”. This completes the profile generation for PuTTY



To test the profile generated:

Exit PUTTY without login.

o In AccessStudio, click on menu Test >Start.

o Launch PUTTY again. Enter user name: doctor-bob, password: himmss.
o Click on “Yes” when prompted to save credentials into wallet.

o Exit PUTTY. Launch it yet again. Observe that Encentuate now single signs-on to the
PuTTY.

« In AccessStudio, right click on “Profile_PuTTY” and choose “Upload to IMS” to publish
the profile.

o Close AccessStudio when finished.

Profiling a Mainframe Application for SSO support

To enable single sign-on (SSO) for mainframe applications, an AccessProfile for the application
needs to be generated and uploaded to the IMS server. Most profiles can be auto-generated
using the AccessStudio Wizard. In this training sequence, the AccessProfile for Attachmate

(AS400), a common mainframe application, will be auto-generated:

e On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not

already locked
« Logon as username: doctor-bob and password: himmss
« Click on Start >All Programs >Encentuate AccessStudio >AccessStudio
» Click on menu Tools >Start AccessProfile Generator.

« Inthe “Welcome” screen, click “Next”



« Enter “AS400” in the application name field and select “Mainframe or cursor-based” as
the application type; click “Next”

', AccessProfile Generator s x|

Select Application Type

Enter a name for your application and select a type that fits it best.

Application name: I,qsmg

Application type: € windows [win32, 16 bit] application
" ‘wieh application
" Java applet
 TTY application [e.g.: PUTTY, SecureCRT]
(% Mainframe or cursorbased application
" Mainframe application with HLLAP! support
" Other applications

Examplez of Windows applications are Outlook and Lotus Motes. ‘Web
applications un in Web browsers like Internet Explorer. Mainframe
applications usually run within a terminal emulator and are cursor-baszed,
communicating text commands with remate hosts or servers.

< Back |- Mext > | Lancel ]

« Inthe “Select Task to Automate” screen, select task as “Logon”; click “Next”

o Double-click on desktop icon AS400 Session to start it.

Tools  Session Options  Help

DB S ¢ RO MMAc>ar X AR OF &4 @

© Bl Edb Yiew

i

B e

YRIGHT IBM CORP. 19

[Enter your name a [Keys: 0027 Saved: D000 | [SCRL [1z:40PM

In the AccessProfile Generator, click and drag cross hair onto AS400 Session’s
black/green display; Click “Next”



cessProfile Generator

Identify Screen for Logon

Enter aname:  |Logon screen 1
Scieen title for identification

Diag the ciosshair onto the window atea with the binking cursor

This step can be skipped if you have already identified the screen title
in another task for this appiication

=
& ol sgnale  LIeal SonaiE

Edit the titls to make it unique and consistent by replacing the
wariable text vith "™

Screen tille: [45400 Demo Session - EXTRA! X-treme

anced setting:

< Back | Mext >

Cancel |

L — | —
Erear your nam and TEMOSSS o )

W= 0027 Saved: 0000




o Inthe “Identify Screen for Logon” screen,

o Enter “User” and click “Add”

o Enter “Password” and click “Add”

o Click “Next”

¥, AccessProfile Generator J x|

Identify Screen for Logon

Pravide one or more text stings [case sensitive] that appear
on the screen and can jointly identify the screen accurately.

Example 1. Please enter your password
Example 2. USERID:

| fdd

Test strings:

L zer
Femaove |

< Back | Mest > I Lancel |

« Inthe next screen, accept the default sequence of actions. Click “Next”

¥, AccessProfile Generator i x|

Specify Sequence of Actions for Logon

Select a set of actions and arange them in the corect order
far logon to the application. You may modify the list of actions
dlready selected or change the order.

Available actions: Selected actions:
Enter user name
Press Tab

Enter pazsword
Fress Enter

Enter pazaward

Enter third field

Press Enter M
Press Tab

Wait1.0 sec Femave |

Wait 2.0 secs

fowe p | oye Diovr |

Username  Paszwaord Third figld

I aximum length in S — —
characters = Iunllmltedj Iunllmltedj Iunllmltedj

”Advanced zettings [optional]

< Back | Mext > I Lancel |

« Inthe “Identify Successful Logon” screen, select “No”. Click “Next”



« In the “Select or Create Authentication Service” screen, select “Create one for me

automatically”. Click “Next”
o Click “Finish”. This completes the profile generation for AS400.
To test the profile generated:
o Exit AS400 without login
* In AccessStudio, click on menu Test >Start
» Launch AS400 Session again. Enter user name: bob, password: DEMO5250.
» Click on “Yes” when prompted to save credentials into wallet

« Exit AS400. Launch it yet again. Observe that Encentuate now single signs-on to the
AS400

o In AccessStudio, right click on “Profile_ AS400” and choose “Upload to IMS” to publish the

profile

o Close AccessStudio when finished.

Profiling a Web Application for SSO support

Encentuate can single sign-on to most Web applications without an AccessProfile. Where
necessary, an AccessProfile for the web application may be auto-generated and uploaded to the
IMS server. In this training sequence, the AccessProfile for Medscape, a popular web medical

application, will be auto-generated:

e« On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not

already locked
« Logon as username: doctor-bob and password: himmss
o Click on Start >All Programs >Encentuate AccessStudio >AccessStudio
e Click on menu Tools >Start AccessProfile Generator

« Enter “Medscape” in the application name field and select “Web” for application type;

click “Next”



B
Select Application Type

Enter a name for vour application and select a type that fits it best.

Application name: IMedscape

Application twpe: " windows [Win32. 16 bit) application
' \weh application
€ Java applst
 TTY application [e.g. PuTTY, SecureCRT)
" Mainframe or cursor-based application
" Mainframe application with HLLAP! support
" Other applications

Examples of Windows applications are Outlook and Lotus Motes. 'Web
applications un in ‘Web browsers like Internet Explorer. Mainframe
applications usually run within a terminal emulator and are cursor-based,
communicating test commands with remote hosts o servers.

< Back | Mext > I LCancel I

o Inthe “Select Task to Automate” screen, select task as Logon; click “Next”

o Double-click on desktop icon Medscape Online to start it

2 Medscape: Free CME, Medical News, Full-text Journal Articles & More - Microsoft Internet| _iol x|

Fle Edt Yew Favortes Took Help \ o
N e 7L : = 2

eace - () Iﬂ @ J,|/. Search ¢ Favorites €1| =

Address [ ] httpefuman medscape.comihome B e

ACP Medicine | | MedGenMed e Jour =
Medscape
from WebMD p

Latest | News | CME | Conferences | Resource Centers | Patient Ed. | Journals & Reference | Experts & Viewpoints

| Search Medscape, MEDLINE and Drug Reference Search | mewsietters | Login | Register
Ugernamel Passwnrdl [ we _LOOI | porgotpacounrd New Users: FREE|
SPECIALTY SITES Browse Medscape's Resource Centers » Collections of Key Clinical Content
Allergy & Clinical immunology | Latest News » | xmL B
Business ofMedicine | T TITTTIIIIIOI A e
Sl Clinician Time Spent on Preventive Health Examinations May Outweigh Benefitto Patients

Medscape Medical News, September 25, 2007
Critical Care
Prewenting Prostate Cancer Becoming a Reality

Sty Medscape Medical News, September 25, 2007

Diabetes & Endocrinalogy

Ermergency Meditine CME FDA Safety Ghanges: Flucroguinolones and Other Antimicrobial Drugs
4 =i Medscape Medical News, September 26, 2007

Family Medicine

Gastroenterology CME SelfReporied Medication Adherence Imporant
Mfsdiscape Medical News, September 25, 2007
General Surgery £
| E
A

[T T T T [4mnkenet

« Click and drag the cross hair for the following onto the Medscape logon screen:

0 The “User name” cross hair should be dropped at the user name field of
Medscape.

0 The “Password” cross hair should be dropped at the password field of Medscape

0 The “OK button” cross hair should be dropped at the Log In button of Medscape



o Click “Next”

#, AccessProfile Generator i x| TR tedicage Tree (M Hhedesl Nesws, Ful-tent Journal Articles B Mare - Microsslt Tnteret vk 100
(et st Bl [ Yew Fgertes Joch Heb r
entify Screen and Fields for Logon e
¥ o O 0- 1) @ D] Pt ironse @ =3
o d LE) o+ - w L
airese () b v i comPome Z Qe | »
Enteraname:  [Logon screen 1 ACP Mbedicitne | | MvdGenblen o.Jon 2
Diag the cosshairs to the comresponding fields on the application screen. s -
Medscape:
User name/|d: @ Edit sinats  Clear e

Latest | Maws | CME | Coferences | Ressance Contars | Pationt £, | Jsummals & fsteance | €

Password @ N [Eearch Maescape, MEDUNE and Drug Ritersnce gaareh |
0K button @ »;-ll Pasaword| [ T Lot | e

Edit signature lear
-
Cancel buttor @ Edit signatuig~_Clear SPECIALTY SITES Biowse MedsgaperMETouce Centers » Colictions of Kay Clinical Content

Exra fisld [optional] @ Edit siqnatue Clear

Edit the title to make it unique and consistent by replacing
the variable text with "

Sereen ttle: [

Advanced sellings o - cMe sol B Mon Adherens Impecrtant
Back | e | ] | . | Lr‘
2l ® e

In the “Identify Screens and Fields for Logon” screen, click “Next” to accept the default

action
In the “Identify Successful Logon” screen, select “No”. Click “Next”

In the “Select or Create Authentication Service” screen, select “Create one for me

automatically”. Click “Next”

Click “Finish”. This completes the profile generation for Medscape

To test the profile generated:

Exit Medscape by closing the browser.

In AccessStudio, click on menu Test >Start.

Launch Medscape Online again. Enter user name: doctor-bob, password: encentuate.
Click on Yes when prompted to save credentials into wallet

Exit Medscape Online. Launch it yet again. Observe that Encentuate now single signs-

on to the Medscape.

In AccessStudio, right click on “Profile_Medscape” and choose “Upload to IMS” to publish

the profile.

Close AccessStudio when finished.
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Testing the End-user Functionalities

Now that the server and client environments have been set up, applications have been profiled
for single sign-on, and users have been registered, you can now test drive the system as an end-
user. However, note that except for the AD credentials stored during registration, Bob’s
and Alice’s Encentuate Wallets are empty as no application credentials have yet been
captured for them. In the following training sequence, Bob and Alice will use their applications
as they normally do, and the application credentials will be transparently captured as they use
their applications''"; Encentuate will automatically single sign-on to the applications the next

time these applications are run.

« On the Client VM (ENC AA XPSP2), send CTRL-ALT-DEL to lock screen if it is not

already locked. This simulates a typical kiosk waiting for user login

o Click “...My logon user name is not in the list” then enter username: doctor-bob and

password: himmss

Computer Locked :: Encentuate Accessigent .

@ ENCENTUATE’ AccessAgent

Computer Locked Select your user name, enter the password, and

then click OF, to unlock.
February 15, 2008, 1:57 FM [iy

Unlock this computer

.My logon user name is nok in the list

Paszaword;

| | | 1 user logged on

« Double click on Patient Information Manager on Bob’s desktop. Enter user name: doctor-

bob, password: encentuate.

o Click on Yes when prompted to save credentials into wallet.

« Exit Patient Information Manager. Launch it yet again. Observe that Encentuate now

single signs-on to the Patient Information Manager.

« Double click on Attachmate. Enter user name: bob, password: DEMO5250

o Alternatively, Encentuate can be integrated with provisioning systems and application credentials can be pre-provisioned into the
users’ Encentuate wallets.
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« Click on Yes when prompted to save credentials into wallet.

o Exit Attachmate. Launch it yet again. Observe that Encentuate now single signs-on to
Attachmate.

« Exit Attachmate.
o Double click on RDP to login to the Roaming Desktop on the Terminal Server.

o Note the AD credential is automatically inserted into the screen below and the

remote session is started without another login prompt.

9 Remote Desktop Connection =] =l

General |Di3|:-la_l,l| Local Flesu:-urcesl F'rogram&l Experience

—Logon settings

Type the name of the computer, or choose a computer from

the drop-down list.

LComputer: ths2k j

Uzer name: Idoctor-bob

Pazzword: Io.-o..

Domair: Iencnetwork

[~ Save my pazsword

— Connection settings
Save cumrent settings, or open aved connection,

Save As... | Open... |

Connect I Cancel | Help | Options <<|

Note that Encentuate is preconfigured to single sign-on to RDP using AD credentials by
default and no custom AccessProfile is required.
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On the remote desktop, double click on Attachmate. Observe that Encentuate single
signs-on to Attachmate.

- EXTRA! X-treme

l=  Edit Yiew Tools Session Options  Help

iDEBEA & FEamO fes2ad R RBR OF E E

S1gn On

Trident

Keys: 0040 Saved: 0000 | SCRL [1:00aM

& start| BaExTRAL Htreme | S L00am

Note the single sign-on and the pass-through authentication from the Client VM to the
Terminal Server to Attachmate on the roaming desktop. With Encentuate, users need
only sign-on once even as they move from one server to another; supporting true single
sign-on.

Click on the [x] icon on the Remote Desktop to close the desktop. When prompted, click
“OK" to close.
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« You are back on the local desktop, and should see the following applications which you
previously opened:
-

t

Internet

Patient Information Manager

Filz Edit Yiew Help

PATIENT INFORMATION MANAGER

Curent User IHuc[m-bob

Select Patient ISchm\dLAnthnny d —Message Center

Allergic to antihistamines.

Chart No |FONMAZO03

Date of birth |W’adnesday, Jul  1E.1380 LI

55N No. |222.351908

Address 180 Ezzex 5t Brooklyn, Mew York -
10380

CortactNa.  |212:3541754M)
Sl Sl
MNew Caseisit Social History Medical Higtony Scanned docurents  Form Records
g Farrily History Allergies Cument Medication  [nsurance records Delete Patignt
eI
' l ENCENTUATE
— Security Through Conveniance
#/start| [ ] Patient Information ... TG 4:32pM

« If Alice wants to use this kiosk PC while Bob is away and screen is locked, she simply
clicks “...My logon user name is not in the list” then types her user name and password
on the Encentuate lock screen, and she is logged on her own desktop while Bob’'s
desktop and open applications are preserved until he returns. To take over the desktop,
send CTRL-ALT-DEL to the desktop**** (enter CTRL-ALT-INS from your keyboard) if it is
not already on lock screen

o Click “...My logon user name is not in the list’ then logon as username: nurse-alice and
password: himmss

« Note that her own desktop appears with no app open (click on “Start” to see user's

account name).

o Double click on Medscape. Enter user name: nurse-alice, password: encentuate.

¥ |f strong authentication is used, all that Alice has to do is to swipe her finger or tap her badge.
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o Click on Yes when prompted to save credentials into wallet

« Exit Medscape. Launch it yet again. Observe that Encentuate now single signs-on to the

Medscape.
o Send CTRL-ALT-DEL to screen lock the desktop.

Now when Bob returns, he simply clicks on his user name and types his password. He will then
see the desktop with Patient Information Manager opened — exactly where he left his private
session. If Bob then walks away and Alice returns to login again, she will see her own desktop
with a Medscape browser session as she last left it. The private desktop mode provides fast user
switching for multiple users sharing a kiosk while ensuring single sign-on for all users. It does this

without the disruptive closure of running applications and session logoff with each user switch.

Testing the Administrator Functionalities

Now that the installation is complete, applications have been profiled, users are registered and
you have test drove the system as an end user, you can now test drive the centralized web

administration interface:

e« On the Client VM (ENC AA XPSP2), click CTRL-ALT-DEL to lock screen if it is not

already locked. This simulates a typical kiosk waiting for user login

o Logon as username: doctor-bob and password: himmss

Log On == Encentuate AccessAgent Jii |

@) ENCENTUATE" AccessAgent

Computer Locked Enter vour Encentuate uzer name and password to

log on.
February 15, 2008, 2:26 PM d
Uszer name:

Unlock this computer
Idoctor-bob

Password:

|

Dramain;

Iencnetwork j

<Back | o |

| | | 1 user logged on

o Double click the AccessAdmin icon.

o Select the AccessAdmin link (only one on the left pane).
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« Inthe search page, enter “d*” in the search field and click “Search”

‘A Encentuate AccessAdmin - Microsoft Internet Explorer

i | x|
Fle Edt Vew Favortes Took Help || QBack - ) < X) 2] (3| Dseach iFavories @[ (00 L [ | &
Idl*ﬁs @ htﬂ)s:fﬁms.encnetwork.IoﬁlﬁmsﬁsffuifadmhffacesfgenemlPBQE.]Sp?id=seard|EndJse:sId&ﬂame=SEard1%20user5&page=sEard1Encj 50
Links ] Accessacin €] M5 Config ] Medscape Local

@) ENCENTUATE" AccessAdmin

doctor-bob Search for users
Administrator

Search for:
Log off Ir

Search by:
Setup as=iztant

ame
Search Users User principal name o
Mobile ActiveCode phone number

Search - p =
Iy users Mobile ActiveCode e-mail add ressLI

All administrators
e
All revoked users

User Policy Templates

MNew template
Template assignments

Machines
Search

Machine Policy Templates

New template ;
Template assignments. Ll
= I I =T T

e AccessAdmin provides policy templates that can be assigned to different user groups.
Bob's template is displayed below

3 Encentuate AccessAdmin - Microsoft Internet Explorer

Ele Edt View Favortes Toos b || Bk - ) - x) [2] 0| Dseach v £ (0 o B | &
lrrjdms I@ https:/fims. encnetwork.local fims fisfjui/admin/st_user_display_page.jsp :]

@ ENCENTUATE" AccessAdmin

doctor-bob
Administrator
encnetwork.localldoctor-bob
Audit loge  Authentication services
Log off —
User Profile
Setup Assistant
Name (first last):
Search users Uociortial
Search Last name:
My uzers Bob
All administrators
All helpdesks E-mail address:
All revoked users doctor-bob@encnetwork. local
User policy templates Enterprise user name:
New template |encnetwnrk.lucaﬂductnr-bub
Template az=ignments
Training demo template
. User principal name:
Machines Idnctnr—bnb@encnetw ork.local
Search
Machine policy templates Mobile ActiveCode phone number:
MNew template
Template assignments Country code Area code Phone number :
T T T Ll
[i] pane T T e

« Click through various sections to get a quick tour of policy types.
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« Encentuate also provides centralized SQL reporting. Encentuate AccessAgent

automatically tracks user activities from each end-point, including what applications they

login to, who they login as, when they login, and from where. This is collated centrally in
the SQL database used by IMS.

o To see a sample report:

0 Click on “User Information” in the Reports section on the left pane

0 Click on “User Signed-up” to report on new users registered.

3 Encentuate AccessAdmin - Microsoft Internet Explorer

doctor-bob

Administrator

Log off

Setup Assistant

Search users

Search

Wy users

All administrators.
All helpdesks
Allrevoked users

User policy templates
New template

Template assignments
Training demo template
Machines

Search

Machine policy templates

New template
Template assignments.

@) ENCENTUATE" AccessAdmin

- & x|
Fle Edit Vew Favontss Toos Hep | QBaxk - ) - [{) (2] 3| Msewch Joravones |- w0 B | &
Address @ https: /fims.encnetwork. local fims jsffui/adminfst_ims_repUserInfo_page.jsp j

Search audit logs

Encentuate user name (separate multiple values with commas):

Ix

Event:
OTP ActiveCode initialization -

Store cached Wallet on hard disk or Encentuate USB Key
Revoke user

Search by a date range or by preceding days:

& Scarch From:[10 =] [Fen =] [2008 =] [1zoa pit =]
to:[21 =] [Feb =] [2002 =] [1z00 P00 =]

O Search by preceding days:

Page size: © 10 © 20 € 30 € 50 © 80 © 100

€] Done
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o Click “Search” to generate the report

e
| He it Vew Favoites Toos Beb || )8k v ) - ¥ 2] (p| O Sewch CiFaverites | (0v L [ | &
J Agd'ess @ https: /fims.encnetwork. local fims fjsffuifadmin/st_ims_repUserSearch.jsp j
@) ENCENTUATE' AccessAdmin I ?f
Audit Report -User Information
Created at: 20 Feb 2008, 04:59PM
Records:1-10of1 20 records per page 'I F'age 1
Seq. no. E:?::mam i Display name Event Result Time of activity
1 jicc”eet““c"k"c’“'\””’“ Nurse Alice Sign up user s 20-02-2008 04-02PN
Eviiits: Duration:
= From 01 Feb 2008, 12:00PM to 21 Feb 2008, Page |1
Sign up user 12:00PM
< | 3
[&Dane [T T[S [ tnterme

Encentuate provides centralized SQL logging and it works with major SQL reporting engines to
provide centralized SQL reporting.

What you have learned

If you have successfully completed the training scenarios above, you have learned:

How to install and setup an IMS server to work with Microsoft Active Directory

« How to install and setup AccessAgent on Microsoft Terminal Services to provide
Roaming Desktops

« How to install and setup AccessAgent on Windows XP, configured to work in Private
Desktop mode

o How to install AccessStudio and profile the following example applications for Single Sign
On:

o0 A Windows 32 application

0 Ateletype (TTY) application
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0 A mainframe green screen application

o A web application

« How to register an administrator Bob and an end user Alice

« How to operate the system as an end-user: Bob and Alice, and

« How to operate the system as an Administrator.

For more in-depth training, please contact Encentuate for formal training courses.



About Encentuate

Encentuate is a leading provider of enterprise end-point identity and access management
solutions that help customers cost effectively simplify access to corporate information, strengthen
security, and track compliance at enterprise end points without requiring changes to existing IT
infrastructure. Encentuate is headquartered in Silicon Valley, Calif. and has offices across North
America and in Singapore. Encentuate's customers span a range of industries, including
healthcare, biotechnology, government and financial services. In 2007, SC Magazine named
Encentuate IAM the best identity management solution. Previously, Encentuate was also
recognized by SC Magazine as the best single sign-on and best two-factor authentication
solution. More information about Encentuate is available at www.encentuate.com or by calling
+1.866.362.3688.
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