AGENDA: Tivoli zSecure Integration Technical Workshop

Day 1:  RACF Primer

This is a crash course in RACF (Resource Access Control Facility) the premier security product IBM has been developing since 1976 for security mainframes that is used by the VM and MVS operating systems.  An understanding of RACF and how it functions is critical to understanding the value add that zSecure provides.  The morning will consist of a lecture giving the student a basic understanding of RACF objects and the purpose of a Reference Monitor to establish a Trusted Computing Base.  A lecture on the zSecure suite will also be included.  The afternoon will consist of hands on labs where students learn about issuing RACF commands and the pains of RACF administration without the zSecure Suite which will in turn give them hands on practical experience as to why zSecure is a critical piece of software for everyone mainframe customer.

Day 2:  zSecure Admin

This day consists of a hands on lab exercises tailed around the zSecure Admin product.   The lab environment is workstation client running Aventail vpn and PCOMM software to connect to the Atlanta z900 mainframe, on which we have the zSecure product set installed and configured along with some notional SMF data that is used in the exercises. The lab exercises cover the basic RACF administration tasks including working with the live RACF DB, permission management, users, groups, data set profiles, restoring a user id after deletion from RACF, reporting, and the top features that make zSecure Admin a wonderful product.

Day 3:  zSecure Audit

This day provides in-depth hands-on exercises working through a variety of typical audit tasks including generating best practice audit reports from MVS, RACF, z/OS UNIX, and SMF data.  Students will see how to perform an audit of live system settings, top reports to demo to a customer, the usefulness of the verify and cleanup report, and how to read SMF data using zSecure Audit.

Day 4:  zSecure Alert & zSecure Command Verifier

This session beings with configuration of zSecure Alert to send out different types of alerts, generating alerts, sending different alerts to different destinations, and setting up custom alerts.  Then we cover how to use Command Verifier to protect against unwanted or accidental actions before they happen by verifying some typical RACF commands, showing SOX compliance including separation of duties, auditing results of Command Verifier's actions, showing how to create managed profiles to lock down a RACF profile so that no one or only certain users can change it (regardless of whether they have system special), and finally we end with some typical Command Verifier rules to create and why.  

