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Summary of Changes

Changes for this publication are summarized below.

December 2003, Version 5 Release 2.2

This release contains the following changes:
* New features:
— Support for WebSphere Application Server security.
— Support for WebSphere Application Server Express.
* New option:
— wasexphome
* New command:
— set waspassword
* New procedure:
— A section has been added that describes how to automate Data Protection for
WAS backups.

See “What’s new” on page 1 for descriptions of these items.
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Preface

WebSphere Application Server and WAS are used interchangeably.

IBM Tivoli Storage Manager for Application Servers Data Protection for WebSphere
Application Server is referred to as Data Protection for WAS throughout this book.

Be aware that Data Protection for WAS does not restore objects backed up with
Tivoli Data Protection for WebSphere Application Server Version 1 Release 1.

Tivoli Storage Manager is a separate client-server licensed product that provides
storage management services in a multi-platform computer environment.

Throughout this document, the term Windows (unless otherwise specified) refers to
the following operating systems:

* Windows 2000 Server
* Windows Server 2003

Who should read this publication

The target audience for this publication are system programmers, system installers,
system users, and system administrators who are responsible for implementing a
backup solution in the IBM WebSphere Application Server environment using
Tivoli Storage Manager. It explains the procedures needed to install and customize
Data Protection for WAS. The reader should be familiar with IBM WebSphere
Application Server documentation.

In this book, it is assumed that you have an understanding of the following
applications:

* Tivoli Storage Manager Server

¢ Tivoli Storage Manager backup-archive client

* Tivoli Storage Manager Application Program Interface

* IBM WebSphere Application Server

It is also assumed that you have an understanding of one of the following
operating systems:

* Windows 2000 Server

¢ AIX

¢ Linux

* Solaris Operating Environment (hereinafter referred to as Solaris)

IBM Tivoli Storage Manager Web site

Technical support information and publications are available at the following
address:

www.ibm.com/software/sysmgmt/products/support/IBMTivoliStorageManager.html
By accessing the Tivoli Storage Manager home page, you can access subjects that

interest you. You can also keep up-to-date with the newest Tivoli Storage Manager
product information.

© Copyright IBM Corp. 1995, 2003 vii
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IBM Tivoli Storage Manager publications

Table 1. Related Tivoli Storage Manager publications

Title

Order Number

IBM Tivoli Storage Manager for Windows Backup-Archive Client | GC32-0788
Installation and User’s Guide

IBM Tivoli Storage Manager for UNIX Backup-Archive Clients | GC32-0789
Installation and User’s Guide

IBM Tivoli Storage Manager for Windows Administrator’s Guide | GC32-0782
IBM Tivoli Storage Manager for Windows Administrator’s GC32-0783
Reference

IBM Tivoli Storage Manager for AIX Administrator’s Guide GC32-0768
IBM Tivoli Storage Manager for AIX Administrator’s Reference | GC32-0769
IBM Tivoli Storage Manager for Sun Solaris Administrator’s GC32-0778
Guide

IBM Tivoli Storage Manager for Sun Solaris Administrator’s G(C32-0779
Reference

IBM Tivoli Storage Manager Messages 5C32-9090
IBM Tivoli Storage Manager Using the Application Program G(C32-0793
Interface

IBM Tivoli Storage Manager for Windows Storage Agent User’s | GC32-0785

Guide

Contacting customer support

viii

For support for this or any Tivoli product, you can contact IBM Tivoli Software

Support in one of the following ways:
* Visit the IBM Tivoli Software Support Web site at:
www. ibm.com/software/sysmgmt/products/support

* The IBM Support Solutions database contains a knowledge base of articles and
information on issues related to backup and restore issues. Access this

information at:

www. ibm.com/software/sysmgmt/products/support/
IBMTivoliStorageManagerforApplicationServers.html

Click the Hints and Tips, Solutions, and Support Flashes links in the Self help

table for search information.

* Submit a problem management record (PMR) electronically at
IBMSERV/IBMLINK. You can access the IBMLINK from the IBM Web site at:

www . ibm.com/ibmlink

e Submit a problem management record (PMR) electronically at:

www. ibm.com/software/support/probsub.html

* Hearing-impaired customers should visit the TDD/TTY Voice Relay services and

Accessibility Center Web site at:
www.ibm.com/able/voicerelay.html

Customers in the United States can also call 1-800-IBM-SERV (1-800-426-7378).
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International customers should consult the Web site for customer support
telephone numbers.

You can also review the IBM Software Support Guide, which is available on our
Web site at:

techsupport.services.ibm.com/guides/handbook.html

When you contact IBM Software Support, be prepared to provide identification
information for your company so that support personnel can readily assist you.
Company identification information is needed to register for online support
available on the Web site.

The support Web site offers extensive information, including a guide to support
services (IBM Software Support Guide); frequently asked questions (FAQs); and
documentation for all IBM Software products, including Release Notes, Redbooks,
and white papers, defects (APARs), and solutions. The documentation for some
product releases is available in both PDF and HTML formats. Translated
documents are also available for some product releases.

All Tivoli publications are available for electronic download or order from the IBM
Publications Center:

www. ibm.com/shop/publications/order/

We are very interested in hearing about your experience with Tivoli products and
documentation. We also welcome your suggestions for improvements. If you have
comments or suggestions about our documentation, please complete our customer
feedback survey by selecting the Feedback link in the left navigation bar at the
following Web site:

www. ibm.com/software/sysmgmt/products/support/IBMTivoliStorageManager.html

Please have the following information ready when you report a problem:

* The Tivoli Storage Manager Server version, release, modification, and service
level number. You can get this information by entering the query status
command at the Tivoli Storage Manager command line.

* The Tivoli Storage Manager client version, release, modification, and service
level number. You can get this information by entering dsmc at the command
line.

¢ The communication protocol (for example, TCP/IP), version, and release number
you are using.

* The activity you were doing when the problem occurred, listing the steps you
followed before the problem occurred.

¢ The exact text of any error messages.

Conventions used in this book

This document uses several typeface conventions for special terms and actions.
These conventions have the following meaning;:

Table 2. Typeface conventions

Example Description

bold Commands, keywords, authorization roles, or
other information that you must use appear
in bold. Example: Log on to the server as
root user.
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Table 2. Typeface conventions (continued)

Example

Description

italics

Values or variables that you must provide
appear in italics. Emphasized words and
phrases also appear in italics. Example: The
node name of the production node and backup
node must not be the same.

bold italics

Options and parameters appear in bold
italics. Example: Specify the value for the
compression option.

monospace Directories, parameters, URLs, and output
examples appear in monospace. Example: The
product is installed in the
/usr/tivoli/tsm/client/ba/bin directory.

UPPER CASE Environment variables associated with Tivoli

Storage Manager, operating systems, or WAS
appear in UPPER CASE. Example: Make sure
the DSM_DIR environment variable is set
correctly.

Reading syntax diagrams

This section describes how to read the syntax diagrams used in this book. To read
a syntax diagram, follow the path of the line. Read from left to right, and top to

bottom.

e The »—— symbol indicates the beginning of a syntax diagram.

e The — symbol at the end of a line indicates the syntax diagram continues on

the next line.

* The »— symbol at the beginning of a line indicates a syntax diagram continues

from the previous line.

* The —>< symbol indicates the end of a syntax diagram.

Syntax items, such as a keyword or variable, can be:

* On the line (required element)
* Above the line (default element)
e Below the line (optional element).

Syntax Diagram Description

Example

Abbreviations:

Uppercase letters denote the shortest
acceptable truncation. If an item appears
entirely in uppercase letters, it cannot be
truncated.

You can type the item in any combination of

uppercase or lowercase letters.

In this example, you can enter KEYWO,
KEYWORD, or KEYWOrd.

»>—KEYWOrd

v
A
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Syntax Diagram Description

Symbols:

Enter these symbols exactly as they appear in .

the syntax diagram.

* Asterisk

{} Braces

Colon

, Comma

= Equal Sign

- Hyphen

0 Parentheses
Period
Space

Variables:

Ttalicized lowercase items (var_name) denote
variables.

In this example, you can specify a var_name
when you enter the KEYWORD command.

»»>—KEYWOrd—var_name

Repetition:

An arrow returning to the left means you can
repeat the item.

A character or space within the arrow means
you must separate repeated items with that
character or space.

A footnote by the arrow references the
number of times you can repeat the item.

»— repeat ><

»— repeat ><
(1)

»— repeat ><

Notes:

1 Specify repeat as many as 5 times.

Required Choices:

When two or more items are in a stack and
one of them is on the line, you must specify
one item.

In this example, you must choose A, B, or C.

\ 4

b=

Optional Choice:

When an item is below the line, that item is
optional. In the first example, you can choose
A or nothing at all.

When two or more items are in a stack below
the line, all of them are optional. In the
second example, you can choose A, B, C, or
nothing at all.

Y

o =
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Syntax Diagram Description Example

Defaults:
A
Defaults are above the line. The default is > ><
selected unless you override it. You can | B
override the default by including an option L ¢

from the stack below the line.

In this example, A is the default. You can
override A by choosing B or C. You can also
specify the default explicitly.

Repeatable Choices:

A stack of items followed by an arrow

returning to the left means you can select S A >
more than one item or, in some cases, repeat B
a single item. C

In this example, you can choose any
combination of A, B, or C.

Syntax Fragments:

) ) »>— The fragment name i
Some diagrams, because of their length, must

fragment the syntax. The fragment name The fragment name:
appears between vertical bars in the diagram.
The expanded fragment appears between

=

vertical bars in the diagram after a heading |
with the same fragment name. | g
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Chapter 1. Introducing Data Protection for WAS

Data Protection for WebSphere Application Server (Data Protection for WAS) is a
separately priced and licensed product from the Tivoli Storage Manager backup-archive
client. If you installed the Data Protection for WAS plug-in, you can use Tivoli
Storage Manager to back up WebSphere Application Server (WAS) Version 5.x.x
components (Application Server and Network Deployment Manager). Data
Protection for WAS is available with the Tivoli Storage Manager backup-archive
client Version 5.2.0 (or later).

Data Protection for WAS backs up WebSphere Application Server configuration
information for the selected component such as setup and application files.
However, Data Protection for WAS does not back up application data. The user is
responsible for backing up application-related data. You can use this information to
recover a corrupted node application or an entire node (or nodes) in the event of
an accident or disaster. The Data Protection for WAS plug-in must be installed on
the same machine as the Tivoli Storage Manager backup-archive client and the
WebSphere Application Server (or the Network Deployment Manager in a Network
Deployment configuration). If the Application Server or instance is federated, the
Data Protection for WAS plug-in and Tivoli Storage Manager backup-archive client
do not have to be installed on the machine that contains the federated node.

What’s new

WebSphere Application Server Security
Data Protection for WAS requires user name and password validation
when WAS security is enabled. To enable Data Protection for WAS to
connect to a WAS server when WAS security is enabled, use the set
waspassword command to synchronize user name and password
information with your WAS installation. See “Waspassword command” on
page 23 for more information.

Wasexphome
The wasexphome option is available for backing up a WebSphere
Application Server-Express installation. See “WASExpHome-pathvalue” on
page 13 for more information.

Set Waspassword
The set waspassword command is available for use when WAS security is
enabled. This command sets the user name and password for each WAS
installation on your machine. See “Waspassword command” on page 23 for
more information.

Automating Data Protection for WAS backups
Data Protection for WAS allows you to create a scheduled (automated)
backup of your WAS installation. The Tivoli Storage Manager
backup-archive client must reside on the same machine as Data Protection
for WAS for the scheduled backup to function. See Chapter 7, “How to
automate backups,” on page 47 for more information.

© Copyright IBM Corp. 1995, 2003 1



Data Protection for WAS functions

Data Protection for WAS allows you to back up, query, and restore WAS Version
5.x.x components using the Tivoli Storage Manager backup-archive client command
line interface and Web client.

WAS backup
Data Protection for WAS allows you to back up stand-alone Application
Servers, Network Deployment, Express, and Enterprise configurations of
WebSphere Application Servers. A Network Deployment configuration is
backed up from the node that contains the Network Deployment Manager.
Data Protection for WAS can also back up multiple instances of the
Network Deployment Manager and Application Server concurrently.
However, multiple concurrent back up sessions of the same node or cell
are not supported.

Data Protection for WAS backs up the following Network Deployment
Manager and Application Server data:
* The properties directory
* WAS Version 5.x.x Web applications:
— Java archive files (JAR)
Enterprise archive files (EAR)
Web archive files (WAR)
Class files

* Configuration information from the configuration repository

The following types of backup are available:

Full A full backup is a complete backup of the following configuration
files of the selected Application Server or Network Deployment
Manager node:

* Configuration information from the WAS Configuration
Repository

Note: The Temp and Backup directories are recreated every time
WAS starts. As a result, these directories are excluded
from a Data Protection for WAS backup. The Backup
directory is backed up only if it contains data.

* All files in the properties directory

* WAS Version 5.x.x installed Web applications
This is the default backup.

Differential
A differential backup is a backup of files that have changed on the
WAS node since the last full backup. A differential backup backs
up a subset of files that are otherwise included in a full backup.
Files that have not changed are not resent.

* For concept and strategy information related to backing up WAS data,
see Chapter 4, “Back up strategies,” on page 19.

* For instructions on how to back up WAS data, see Chapter 5, “How to
back up WAS data,” on page 23.

WAS query
Data Protection for WAS allows you to query the Tivoli Storage Manager
Server to display WAS backups and WAS instances. You can query both
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active and inactive backups. The query function is available via the query
was command. The Web client automatically queries the Tivoli Storage
Manager Server when the Restore window is refreshed.

* For instructions on how to query WAS data, see “Query WAS
command” on page 33.

WAS restore
Data Protection for WAS allows you to restore full or differential WAS
backups that match the node name and type of WAS backup that you
specify. You can also restore WAS backups that were backed up at a
particular date and time by using the Tivoli Storage Manager
backup-archive client pittime and pitdate options. This option allows you
to specify the date and time at which you want to restore the latest version
of your backup. Groups backed up on or before the specified date and
time, and which were not deleted before the date and time you specified,
are processed. When using the Web client, restoring data other than at the
Network Deployment Manager or Application Server group level can
corrupt your WAS installation. It is strongly recommended that you restore
the entire Network Deployment Manager or Application Server group only.

¢ For instructions on how to restore WAS data, see Chapter 6, “How to
restore WAS data,” on page 33.

Attention
Data Protection for WAS does not restore objects backed up with
Tivoli Data Protection for WebSphere Application Server Version 1
Release 1.

Chapter 1. Introducing Data Protection for WAS 3
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Chapter 2. Installing Data Protection for WAS

Attention
For current information concerning installation of Data Protection for WAS,
refer to the README.WAS file shipped on the product installation media.

This chapter provides information on environment requirements and installation
instructions for Data Protection for WAS. This information is presented in two
sections:

Environment requirements
This section describes the environment required before installing Data
Protection for WAS.

Installation procedure
This section describes how to install Data Protection for WAS. You can
verify that Data Protection for WAS installed correctly. See “Verifying your
installation” on page 11 for detailed instructions.

Environment requirements

The following environment must exist before installing Data Protection for WAS:

* Tivoli Storage Manager backup-archive client Version 5.2.0 (or later) must be
installed on the machine where WAS Version 5.x.x is installed and where Data
Protection for WAS is to be installed.

* The Tivoli Storage Manager backup-archive Web client must be installed and
configured to use Data Protection for WAS before performing a back up or
restore with the Web client. You can configure the Web client with the TSM
Client Configuration Wizard.

* The Tivoli Storage Manager backup-archive client node must be created and
registered to the Tivoli Storage Manager Server.

* Local or remote access to a Tivoli Storage Manager Server Version 5.2.0 (or later)
must be available.

* Data Protection for WAS and the Tivoli Storage Manager backup-archive client
must be installed on the node where the Network Deployment Manager resides
in a Network Deployment configuration.

© Copyright IBM Corp. 1995, 2003 5



AIX

This section identifies operating system, hardware, and software requirements for
installing Data Protection for WAS on an AIX operating system.

Operating system requirements
The following version of AIX:
e 5.1 (maintenance level 2)
.« 52

Hardware requirements
* Any RS/6000 or pSeries workstation
* Disk space: 6 MB
* Memory: 96 MB (or more)

Software requirements

* Tivoli Storage Manager Server Version 5.2.0 (or later)
I e Tivoli Storage Manager backup-archive client Version 5.2.0 (or later)
I * WAS Version 5.x.x

Installing Data Protection for WAS on AIX

The installable resides under the /cdrom/itsmwas/aix directory.

Table 3. Data Protection for WAS AIX package name and default installation directory for
CD-ROM installation

Package name Installation directory

tivoli.tsm.client.was.32bit /cdrom/usr/sys/inst.images

tivoli.tsm.loc.client.was.32bit.ela

tivoli.tsm.client.was.books

I
| — (agreement license)
I
I

— (documentation)

Table 4. Data Protection for WAS files

File Description

libPiWAS.a Library file

TsmWas jar Java archive file

tdpwas.lic Data Protection for WAS License
TDPWASAIX05_02.SIG Tivoli Inventory Signature file

README.WAS Read Me First document

aswa0001.pdf Installation and User’s Guide (Adobe Acrobat version)
aswatfrm.htm Installation and User’s Guide (-html version)

Follow these steps to install Data Protection for WAS. This example assumes that
your CD-ROM drive is /dev/cd0.

1. Insert the CD-ROM containing the client package into the CD-ROM drive.

2. Log in as the root user.
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10.

11.

Enter smitty install at the command prompt.
Select Install and Update Software. Press Enter.
Select Install and Update from ALL Available Software. Press Enter.

Enter /dev/cd0 in the Entry Field for INPUT device / directory for software.

Press Enter.

Highlight the SOFTWARE to install option. Press F4 to list available software.

Select the following Data Protection for WAS packages:
e tivoli.tsm.client.was.32bit

e tivoli.tsm.loc.client.was.32bit.ela

* tivoli.tsm.client.was.books

and press F7. Press Enter.

When the Install and Update from LATEST Available Software window
displays, specify Yes in the ACCEPT new Ticense agreements?. Press Enter.

A window displays and prompts you with this message:

( ARE YOU SURE?

Press Enter to continue the installation procedure.

After successfully installing Data Protection for WAS, press F10 to exit the
smitty install environment.

Chapter 2. Installing Data Protection for WAS
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Linux

This section identifies operating system, hardware, and software requirements for
installing Data Protection for WAS on a Linux operating system.

Operating system requirements
One of the following versions of Linux x86:

Red Hat Advanced Server 2.1
SuSE Linux 7.3

SuSE SLES 7

SuSE SLES 8

United Linux 1.0

Hardware requirements

Any Intel x86 machine
Disk space: 6 MB
Memory: 96 MB

Software requirements

Tivoli Storage Manager Server Version 5.2.0 (or later)
Tivoli Storage Manager backup-archive client Version 5.2.0 (or later)
WAS Version 5.x.x

Installing Data Protection for WAS on Linux
The installable resides under the /cdrom/tsmc1i/plugins/was/Inx/ directory.

Table 5. Data Protection for WAS Linux package name and installation directory

Package name Installation directory
TDP-Was.i386.rpm /opt/tivoli/tsm/client/ba/bin/plugins
Table 6. Data Protection for WAS files

File Description

libPiWAS.so Library file

TsmWas jar Java archive file

tdpwas.lic Data Protection for WAS License
TDPWASLNX05_02.SIG Tivoli Inventory Signature file
README.WAS Read Me First document

aswa0001.pdf Installation and User’s Guide (Adobe Acrobat version)
aswatfrm.htm Installation and User’s Guide (.html version)

Follow these steps to install Data Protection for WAS. This example assumes that
your CD-ROM drive is /cdrom:

1.
2.

3.

4.

8 Data Protection for WAS

Log in as the root user.

Mount the Data Protection for WAS CD-ROM to /cdrom:

mount <device name> /cdrom

Change to the /cdrom/tsmc1i/plugins/was/Inx directory where the installation
package resides on the CD-ROM.

Enter the following command to install Data Protection for WAS:

rpm -ivh TDP-Was.i386.rpm




Solaris

This section identifies operating system, hardware, and software requirements for
installing Data Protection for WAS on a Solaris operating system.

Operating system requirements
The following version of Solaris:
* Solaris 8
* Solaris 9

Hardware requirements
* A SPARC or compatible workstation
* Disk space: 6 MB
* Memory: 96 MB

Software requirements
* Tivoli Storage Manager Server Version 5.2.0 (or later)
* Tivoli Storage Manager backup-archive client Version 5.2.0 (or later)
* WAS Version 5.0

Installing Data Protection for WAS on Solaris
The installable resides under the /cdrom/tsmc1i/plugins/was/sol/ directory.

Table 7. Data Protection for WAS Solaris package name and installation directory

Package Installation directory

TDPWAS32.pkg /opt/tivoli/tsm/client/ba/bin/plugins
Table 8. Data Protection for WAS files

File Description

libPiWAS.so Library file

TsmWas.jar Java archive file

tdpwas.lic Data Protection for WAS license
TDPWASSUNO05_02.SIG | Tivoli Inventory Signature file

README.WAS Read Me First document

aswa0001.pdf Installation and User’s Guide (Adobe Acrobat version)
aswatfrm.htm Installation and User’s Guide (.-html version)

Follow these steps to install Data Protection for WAS. This example assumes that
your CD-ROM drive is /cdrom:

1. Insert the CD-ROM containing the package into the CD-ROM drive.

2. Log in as the root user.

3. Issue this command to install Data Protection for WAS:

$ pkgadd -d /cdrom/tsmcli/plugins/was/sol/TDPWAS32.pkg

Chapter 2. Installing Data Protection for WAS
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Windows

This section identifies operating system, hardware, and software requirements for
installing Data Protection for WAS on a Windows operating system.

Operating system requirements
One of the following versions of Windows:
* Windows 2000 Server Service Pack 3 (or later)
* Windows 2000 Advanced Server Service Pack 3 (or later)

¢ Windows Server 2003

Hardware requirements
* A Pentium 166 processor (or faster) or equivalent
* 64 MB of RAM minimum (96 MB recommended)

* 6 MB of disk space

Software requirements

* Tivoli Storage Manager Server Version 5.2.0 (or later)

* Tivoli Storage Manager backup-archive client Version 5.2.0 (or later)

¢ WAS Version 5.0

Installing Data Protection for WAS on Windows

The installable resides under the \cdrom\tsmc1i\plugins\was\win\ directory.

Table 9. Data Protection for WAS Windows package name and installation directory

Package name

Installation directory

Data Protection for WAS

Tivoli\Tsm\baclient\plugins

Table 10. Data Protection for WAS files

File Description

piwas.dll Library file

TsmWas jar Java archive file

tdpwas.lic Data Protection for WAS license
TDPWASWINO5_02.5IG | Tivoli Inventory Signature file

README.WAS Read Me First document

aswa0001.pdf Installation and User’s Guide (Adobe Acrobat version)

itsmwas.chm

Installation and User’s Guide (compiled .html version)

Note: Data Protection for WAS must be installed from an account having
administrator privileges to the local system.

Follow these steps to install Data Protection for WAS. This example assumes that
your CD-ROM drive is located on drive x:\:

1. Insert the Data Protection for WAS CD-ROM into the CD-ROM drive.

Note: Windows automatically starts the InstallShield wizard for you. If the
wizard is not enabled, perform the following steps:
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a. Select Run from the Start menu.
b. Enter x:\setup where x is your CD-ROM drive letter.
c. Click OK to start the installation program.

Alternatively, you can double-click setup.exe using the file manager.

2. Follow the instructions displayed on your screen. You must specify that you
accept the terms in the license agreement in order for Data Protection for WAS
to install successfully.

Note: Data Protection for WAS support for languages other than English is
included in the Tivoli Storage Manager backup-archive client language
packs. Each language has an installation package that must be installed
in order to use Data Protection for WAS in a language other than
English.

3. Click Finish to complete the installation.

Verifying your installation

To confirm that your Data Protection for WAS installation is complete, perform the
following step:

Note: This example is from a Windows client.
* Run the following command:

dsmc show plugins

If Data Protection for WAS installed correctly, the following entry will display:

-
IBM Tivoli Storage Manager

Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0

(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

kkhkkkkhkkkkhkkkkhkkkkkkkhkkhkkkkhkkkhkhkkkhkhkkhkhkkkhkkhkkkkhkkkhkkkhkkhkkkhkhkkkkkkkk

Tivoli Storage Manager WAS Utility

plug-in name : PIWAS
lTibrary name : piwas.dl]
Tibrary path : .\plugins\piwas.d11
function map : 0x00000001
plug-in type : WAS
lug-in ver. : 5.2.2
\P ug e 5

If Data Protection for WAS is not displayed, then an error occurred during
installation or configuration.
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Chapter 3. Configuring Data Protection for WAS

This chapter provides instructions on how to configure Data Protection for WAS.

The workstation where Data Protection for WAS is installed must be registered as a
Tivoli Storage Manager client. A node name and a password (if one is required) is
used to identify each client. Tivoli Storage Manager maintains a password for each
node name. If a Tivoli Storage Manager client already exists on the workstation, it
is recommended that a separate and unique node name for Data Protection for
WAS be used on this workstation.

Options

Use these options with Data Protection for WAS backup and restore processing.
Except for the washome and wasndhome options, the options in this section are
backup-archive client options. See the appropriate Tivoli Storage Manager
Backup-Archive Clients User’s Guide for your operating environment for more
extensive option information.

You can specify these options in the client user options file only (dsm.opt by
default):

> wasexphome
* washome
e wasndhome

You can specify this option in the dsm.sys file (UNIX) or dsm.opt file (Windows)
only:
* include

You can specify these options as command-line parameters or in the Web client
GUL

* inactive

> pick

* pitdate
 pittime

* showmembers

WASExpHome-pathvalue

Specifies the fully qualified path of the home directory of the WebSphere
Application Server-Express to be backed up. Make sure the washome option is
NOT specified when setting this option.

Example
« UNIX:

Gvasexphome /usr/mywas/Express )
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* Windows:

(}asexphome C:\mypath\Express :)

Use double quotation marks (") around the path if it contains a space
("D:\Program Files\IBM\WebSphere\Express\AppServer")

WASHOMe-pathvalue

Specifies the fully qualified installation path to override an Application Server base
installation. The pathvalue is the path of the directory that contains the config and
properties directories. If no value is specified, the default installation path is used.
Windows uses the latest value in the registry. If multiple Application Server
installations exist on the same machine, use a different option file for each
installation with the correct path to the installation directory. Make sure the
wasexphome option is NOT specified when setting this option.

Example
+ UNIX (AIX):

Glashome /usr/WebSphere/Appserver )

* Windows:

Gvashome "C:\Program Files\mydir\appserver" )

Use double quotation marks (") around the path if it contains a space
("C:\Program Files\mydir\appserver")

WASNDHome-pathvalue

Specifies the fully qualified installation path to override a Network Deployment
Manager base installation. The pathvalue is the path of the directory that contains
the config and properties directories. If no value is specified, the default
installation path is used. Windows uses the latest value in the registry. If multiple
Network Deployment Manager installations exist on the same machine, use a
different option file for each installation with the correct path to the installation
directory.

Example
+ UNIX:

Gvasndhome /usr/mywas/DeploymentManager )

¢ Windows:

Qasndhome C:\mypath\DeploymentManager )

Use double quotation marks (") around the path if it contains a space
("C:\Program Files\mydir\DeploymentManager")
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INCLUDE

Specify this option in the dsm.sys file (UNIX) or dsm.opt file (Windows) to assign
a management class to a WAS backup. You can override the default management
class by specifying a different management class with this option. You cannot use a
wildcard character (*) in your include statement.

Example
This include statement assigns a management class for Network Deployment
Manager backups:

* UNIX:

Gnc]ude /WAS_ND_NDNODE mgmtclass )

* Windows:

Gnc]ude WAS_ND_NDNODE mgmtclass )

This include statement assigns a management class for Application Server backups:
+ UNIX:

Gnc]ude /WAS_APPNODE mgmtclass )

* Windows:

Gnc]ude WAS_APPNODE mgmtclass )

Note that when a WAS node is assigned to a new management class, existing
backups that were performed with the same WAS node and that contain the same
type of WAS instance are assigned to the new management class as well.

For example:

1. WAS node WASND contains two full backups and two differential backups on
management class MGMTCLASSI.

2. WASND is assigned to a new management class, NEWMGMTCL.
A differential backup is performed.

w

4. WAS node WASND now contains three differential backups on management
class NEWMGMTCL.

See “Data Protection for WAS file space naming” on page 17 for information about
Data Protection for WAS file space naming conventions. See the appropriate Tivoli
Storage Manager Backup-Archive Clients User’s Guide for your operating environment
for detailed information regarding include-exclude statements.

INActive

By default, Data Protection for WAS displays only the latest active Network
Deployment Manager and Application Server backups. Use the inactive option to
display both active and inactive backups. You can specify the pick option with this
option (during restore processing) to display the backup versions that match the
WAS specification you enter.

Available with the query was and restore was commands.
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Example
dsmc query was -wastype=app -inactive

Pick

Creates a list of backup versions that match the WAS specification you enter. You
can select the backup version to restore from the list that displays.

Available with the restore was command.

Example
dsmc restore was thunderMgr -wastype=nd -pick -inactive

PITDate

Specifies the date at which you want to display or restore the latest version of your
backups. WAS files backed up on or before the specified date are processed.
Backup versions you create after this date are ignored. You can specify the pittime
option with this option to establish a time (as well as a date) at which you want to
display or restore the latest version of your backups.

Available with the query was and restore was commands.

Example
dsmc query was thunderMgr -wastype=app -pitdate=01/16/03

PITTime

Specifies the time at which you want to display or restore the latest version of
your backups. WAS files backed up on or before the specified time are processed.
Backup versions you create after this time are ignored. Specify this option with the
pitdate option to establish a time (along with a date) at which you want to display
or restore the latest version of your backups.

Available with the query was and restore was commands.

Example
dsmc restore was lightning -wastype=nd -pittime=08:56:15

SHOWMembers

Displays a list of WAS backup groups from which you can select one or more to
query or restore. Use the pitdate and pittime options (instead of the inactive
option) to query or restore backups that are no longer active.

Available with the query was and restore was commands.

Example
dsmc query was tiger -wastype=app -showmembers

Specifying a management class

When you back up WAS data, the default management class for your node is used.
Rather than binding a different management class for WAS backups, it is
recommended that you specify a different domain. Create a new domain to be
used for the WAS backups and register your node to this new domain. The WAS
backups will be bound to the Default Management Class within this new domain.
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Data Protection for WAS file space naming

Data Protection for WAS uses the following unique file space naming convention:
* Application Server file space:

WAS_<nodename>
* Network Deployment Manager file space:

WAS_ND_<nodename>

WAS Identifies the data on the Tivoli Storage Manager Server as WAS data. This
part of the file space name does not change.

ND  Identifies WAS data as the Network Deployment Manager.

nodename
Identifies the node name of a WAS instance. The node name is determined
by the instance name. As a result, the node name is actually a combination
of the node name and the instance name: nodename_instancename. However,
the instance name of a base install is null. Every instance name is unique
on each machine for a given type of installation (Application Server or
Network Deployment Manager).

When a WAS instance is created on a UNIX client, Data Protection for WAS
recognizes the file space name as case sensitive. For example, if the first instance
created under the Application Server node pinto is inst1, then the file space name is
WAS_pinto_inst1. If another instance is created under the Application Server node
pinto and is named INST1, then the file space name is WAS_pinto_INST1. Data
Protection for WAS recognizes WAS_pinto_INST1 as a separate file space and does
not replace the WAS_pinto_inst1 file space.

When a WAS instance is created on a Windows client, Data Protection for WAS
does not recognizes the file space name as case sensitive. For example, if the first
instance created under the Application Server node stallion is inst1, then the file
space name is WAS_stallion_inst1. If another instance is created under the
Application Server node stallion and is named INST1, then the file space name is
WAS_stallion_INST1 and replaces the WAS_stallion_inst1 file space.

Examples of file space naming

These examples display the types of naming conventions created on the Tivoli
Storage Manager Server when Data Protection for WAS backs up WAS data.

Table 11. Example 1: Application Server base installation
Data WAS type Node Name

WAS Application Server twister
WAS_twister

Table 12. Example 2: Application Server base installation with first instance

Data WAS type Node Name Instance Name

WAS Application Server twister appinstl

WAS_twister_appinst1
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Table 13. Example 3: Application Server base installation with second instance

Data WAS type Node Name Instance Name
WAS Application Server twister appinst2
WAS_twister_appinst2
Table 14. Example 4: Network Deployment Manager base installation
Data WAS type Node Name
WAS Network Deployment Manager storm

WAS_ND_storm

Table 15. Example 5: Network Deployment Manager with first instance

Data WAS type Node Name Instance Name
WAS Network Deployment Manager storm ndinst1
WAS_ND_storm_ndinst1
Table 16. Example 6: Network Deployment Manager with second instance
Data WAS type Node Name Instance Name
WAS Network Deployment Manager storm ndinst2

WAS_ND_storm_ndinst2
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Chapter 4. Back up strategies

Data Protection for WAS provides various strategies you can employ in your
backup solution. This chapter provides information on how to develop a backup
strategy appropriate for your WAS environment.

Important considerations

Consider the following information before performing a back up of your WAS
data:

* If you specify a differential backup and an active full backup does not exist,
Data Protection for WAS will perform a full backup.

e A WAS node that is federated in a Network Deployment configuration cannot be
backed up separately. Network Deployment configurations must be backed up
from the Network Deployment Manager.

e Data Protection for WAS does not restore objects backed up with Tivoli Data
Protection for WebSphere Application Server Version 1 Release 1.

* Data Protection for WAS only backs up WAS installations where the
configuration repository .repository resides in the home installation directory.
For example:

— If WAS is installed into the default location in a Network Deployment
Manager installation, then the configuration repository must reside in the

C:\Program Files\WebSphere\DeploymentManager\config\ directory
(Windows) or ../WebSphere/DeploymentManager/config/ directory (UNIX)

— If WAS is installed into the default location in an Application Server
installation, the configuration repository must reside in the C:\Program
Files\WebSphere\AppServer\config\ directory (Windows) or
../WebSphere/AppServer/config/ directory (UNIX)

If you change the location of the configuration directory, Data Protection for
WAS will not back up data from the configuration repository.

* The WAS environment to which you are restoring WAS data must be identical to
the WAS environment from which the original backup was created. It is
recommended that you create a file that reflects your WAS environment
whenever your WAS configuration changes. Create this file by running the
following command and directing the output to a file:

dsmc query was -wastype=local > wasenv.txt

Use the Tivoli Storage Manager backup-archive client to back up this file
(wasenv.txt) as a record of your environment in the event of disaster recovery.

* It is recommended that you use the Tivoli Storage Manager backup-archive
client to back up all files, directories, and contents of the machine where WAS is
installed. This backup can be retained as a record in the event of disaster
recovery.

* The WAS server must be online for a backup to perform successfully. Also,
configuration changes made to a non-default server during backup processing
can corrupt the backup. It is recommended that no configuration changes be
made to any non-default servers during backup processing.
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Full backups only

This strategy backs up all files that comprise a WAS backup group regardless of
whether existing files have changed or new files have been added. If backing up to
tape, full backups also keep all files of a backup set together on the same storage
volume. Keeping a backup set together optimizes restore processing. However, a
full backup only strategy requires the most network and storage resources as files
that have not changed are processed with each backup.

A full backup is recommended:
* Immediately after Data Protection for WAS is installed.

* After updates are made to your WAS configuration. Updates are actions such as
the addition of new nodes, changes to federated nodes, or installing new
applications.

Differential backups only

This strategy backs up files that have changed since the last full backup or new
files that have been added since the last full backup. A differential backups only
strategy requires the least network and storage resources as it processes only those
files that have changed since the last backup. As such, the differential backup
group contains all files needed for a full restore because the unchanged files are
dynamically linked to the group from the prior full backup. As with a full backups
only strategy, you only need to select the desired backup version you want to
restore. However, files that compose your backup versions in a differential backups
only strategy may be distributed over more storage volumes. Even with Tivoli
Storage Manager collocation enabled, files backed up together are more likely to
reside on fewer sequential volumes than files backed up over a long period of
time. If the backups reside in a random access disk pool, then restoring files
distributed over more storage volumes is not a concern. In that case, a differential
only strategy is the most efficient.

Example of differential backups:

FULL

File A is backed up
File B is backed up
File C is backed up

DIFF 1 (File A has changed, File D added)

File A is backed up

File B is assigned to the new DIFF group on the server
File C is assigned to the new DIFF group on the server
File D is backed up

DIFF 2 (File A and File B have changed, File E added)
File A is backed up
File B is backed up
File C is assigned to the new DIFF group on the server
File D is assigned to the new DIFF group on the server
File E is backed up

A differential backup is recommended:

* As the standard backup since fewer files are moved across the network, thus
processing quicker than a full backup. For example, this is a standard differential
backup schedule:

Day 1: FULL
Day 2: DIFF
Day 3: DIFF
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Day 4: DIFF

Day 5: DIFF
Day 6: DIFF
Day 7: DIFF

* On a routine basis after a full backup.

Differential plus periodic full backups

This strategy requires less network resources and avoids distributing files
excessively over multiple storage volumes (if stored on sequential media). The
frequency of a full backup depends upon the following:

¢ the number and size of files within the full backup
* the storage volume capacity
* Tivoli Storage Manager collocation

In the following environment:

* Tivoli Storage Manager collocation is enabled for Data Protection for WAS
backups

* a full backup of a WAS installation is 1 GB
* backups are store on tape with a 20 GB capacity
e files in the backup group change at a rate of 3% a day

A full back up once per month is sufficient because

* it will take 33 days before a differential backup becomes as large as a full
backup

* 30 days worth of differential backups plus a full backup will fit on the same
tape volume

However, in this environment:

¢ Tivoli Storage Manager collocation is not enabled for Data Protection for WAS
backups

* backups are sent to a disk pool and then migrated to tape

¢ other backups fill multiple tapes each day

* a full backup of a WAS installation is 1 GB

* backups are store on tape with a 20 GB capacity

e files in the backup group change at a rate of 3% a day

* backup group files are stored on multiple tape volumes

A full back up once per week is sufficient because the number of tapes needing
mounting prior to a restore is minimized.

Full and differential backups contain different backup types (active, inactive,
expired) determined by Tivoli Storage Manager policy settings. As a result, a full
backup cannot be expired by a differential backup. For example, if Tivoli Storage
Manager policy settings specify that Tivoli Storage Manager retain two copies of
each file, the following backup scenario demonstrates how a full backup cannot be
expired by a differential backup:

Day 1 Full 1 (Active)
Diff 1 (Active)

Day 2 Full 1 (Active)

Diff 1 (Inactive)
Diff 2 (Active)
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Day 3 Full 1 (Inactive)

Full 2 (Active)
Diff 1 (Expired)
Diff 2 (Inactive)
Diff 3 (Active)

Day 4 Full 1 (Expired)
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Chapter 5. How to back up WAS data

This chapter describes how to back up your Application Server and Network
Deployment Manager.

The Application Server and Network Deployment Manager must be online and
running to perform a backup.

If you receive an error message stating that a failure occurred while attempting to
lock the WAS configuration repository, Data Protection for WAS performs an
offline backup only.

You can back up your WAS data using either of the following interfaces:

* The Tivoli Storage Manager backup-archive client command-line interface with
the backup was command

* The Tivoli Storage Manager Web client with the Backup window

The native Tivoli Storage Manager GUI and Java client interface do not support
WAS backups.

Using the command-line interface

Waspassword command

The waspassword command sets the WAS user name and password when WAS
security is enabled. You must set the WAS user name and password for every WAS
instance installed on the machine. If the WAS user name or password changes, you
must run the waspassword command again to resynchronize the information. This
command is only available on the Tivoli Storage Manager command line.

Syntax

»»>—DSMC—Set—WASPassword |_ | >
-WASNode= nodename

». »<

L ND l——wASUser=—WAS user nameJ
-WASType=H
APP

Parameters

-WASNode=nodename
Specifies the node name of the WAS instance associated with the user
name and password to be reset.

-WASType=ND | APP
Specifies the type of WAS instance associated with the user name and
password to be validated.

You can specify:

ND  Specifies that the WAS instance is a Network Deployment Manager
configuration. This is the default.
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APP  Specifies that the WAS instance is a stand-alone Application Server
configuration.

-WASUser=WAS user name
Specifies the WAS user name of the WAS instance associated with
the password to be validated.

Example 1
This command sets the WAS password but prompts for the node name and user

name since the wasnode and wasuser parameters were not specified:
dsmc set waspassword

~
IBM Tivoli Storage Manager

Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0

(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Please enter WebSphere node name: wasnode

Please enter the WebSphere user name: jo

Please enter password for WebSphere user: ##xx** )

Example 2
This command sets the WAS password but prompts for the user name since the
wasuser parameter was not specified:

dsmc set waspassword -wasnode=wasnode -wastype=app

IBM Tivoli Storage Manager

Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Please enter the WebSphere user name: jo

Please enter password for WebSphere user: ##xx*#x

Example 3
This command sets the WAS password for user jo:

dsmc set waspassword -wasnode=wasnode -wastype=app -wasuser=jo

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Please enter password for WebSphere user: ###xxx

Backup WAS command

There is only one command (with several options) available to back up your WAS
data.

The backup was command backs up the Network Deployment Manager or
Application Server to the Tivoli Storage Manager Server. You can back up both the
Network Deployment Manager and the Application Server using separate sessions.
This command can also back up multiple instances of the Network Deployment
Manager and Application Server concurrently. However, multiple back up sessions
of the same node or cell is not supported.

Only the root user can run the backup was command.
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It is strongly recommended that you restore all files for a backup set when
performing a restore. Restoring a subset of the files that comprise a backup set can
result in an inconsistent configuration and may cause unpredictable results.

Syntax

v

ND
wastype= [ _|_|
APP.

»»>—DSMC—Backup—WAs—nodename

L FULL
DIFF

|—-options—I

Parameters

nodename
Specifies the node name of the WAS instance to back up. To back up
multiple WAS instances, use a separate session for each WAS instance you
want to back up.

-mode=DIFF | FULL
Specifies the type of backup to perform.

You can specify:

Full  Data Protection for WAS performs a full back up of the specified
WAS node. This is the default.

DIFF Data Protection for WAS performs a differential backup of the
specified WAS node. If an active full backup does not exist, Data
Protection for WAS performs a full backup instead of a differential
backup.

-wastype=ND | APP
Specifies the type of WAS instance to be backed up.

You can specify:

ND  Specifies that the WAS instance is a Network Deployment Manager
configuration. This is the default.

APP  Specifies that the WAS instance is a stand-alone Application Server
configuration.
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Example 1
This command performs a differential back up of the Network Deployment

Manager node pinto on an AIX client:
dsmc backup was pintoMgr -mode=diff -wastype=nd

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Node Name: WAS5_PINTO
Session established with server NEXTO: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/22/03 14:12:31 Last access: 09/22/03  14:10:39

Backup WAS function invoked mode= DIFFERENTIAL.

ANS19601 Contacting the WebSphere DeploymentManager. This step could take a few
minutes...

Normal File--> 2,312 /usr/WebSphere/DeploymentManager/properties/sch
emas/examples/XMLSchemaValidatorConfig.class [Sent]

Normal File--> 4,359 /usr/WebSphere/DeploymentManager/properties/sch
emas/examples/XMItoXSIType.class [Sent]

Normal File--> 88,208 /usr/WebSphere/DeploymentManager/config/temp/wa
sFileList.txt [Sent]

Backup processing of '/usr/WebSphere/DeploymentManager/config/temp/wasFilelList.t
xt' finished without failure.

Total number of objects inspected: 1,007
Total number of objects assigned: 996
Total number of objects backed up: 11
Total number of objects updated: 0
Total number of objects rebound: 0
Total number of objects deleted: 0
Total number of objects expired: 0
Total number of objects failed: 0
Total number of bytes transferred: 198.23 KB
Data transfer time: 0.00 sec
Network data transfer rate: 0.00 KB/sec
Aggregate data transfer rate: 5.40 KB/sec
Objects compressed by: 0%
Elapsed processing time: 00:00:36
\?N515451 WAS Processing has successfully completed.
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Example 2
This command performs a full back up of the Network Deployment Manager node

pinto on an AIX client:
dsmc backup was pintoMgr -mode=full -wastype=nd

IBM Tivoli Storage Manager A
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Node Name: WAS5_PINTO
Session established with server NEXTO: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/22/03 14:17:43 Last access: 09/22/03  14:15:01
Backup WAS function invoked mode= FULL.
ANS19601 Contacting the WebSphere DeploymentManager. This step could take a few
minutes...
Normal File--> 2,312 /usr/WebSphere/DeploymentManager/properties/sch
emas/examples/XMLSchemaValidatorConfig.class [Sent]
Normal File--> 4,359 /usr/WebSphere/DeploymentManager/properties/sch
emas/examples/XMItoXSIType.class [Sent]
Normal File--> 88,208 /usr/WebSphere/DeploymentManager/config/temp/wa
sFileList.txt [Sent]
Backup processing of '/usr/WebSphere/DeploymentManager/config/temp/wasFileList.t
xt' finished without failure.
Total number of objects inspected: 997
Total number of objects backed up: 997
Total number of objects updated: 0
Total number of objects rebound: 0
Total number of objects deleted: 0
Total number of objects expired: 0
Total number of objects failed: 0
Total number of bytes transferred: 34.46 MB
Data transfer time: 2.85 sec
Network data transfer rate: 12,355.21 KB/sec
Aggregate data transfer rate: 1,128.81 KB/sec
Objects compressed by: 0%
Elapsed processing time: 00:00:31
ANS19601 Contacting the WebSphere DeploymentManager. This step could take a few
minutes...
\ﬁN555451 WAS Processing has successfully completed. )
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Example 3
This command performs a full back up of the Network Deployment Manager

instance inst1 of node pinto on an AIX client:

dsmc backup was pinto_ndinstl -mode=full -wastype=nd

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Node Name: WAS5_PINTO
Session established with server NEXTO: AIX-RS/6000
Server Version 5, Release 2, Level 2.0

Server date/time: 09/22/03 14:27:22 Last access: 09/22/03  14:24:46

Backup WAS function invoked mode=

ANS19601 Contacting the WebSphere

FULL.

DeploymentManager. This step could take a few

minutes...

File-->5,881 /wasfs/ndinstl/properties/ffdcRun.properties [Sent]

File-->8,669 /wasfs/ndinstl/properties/sas.stdclient.properties [Sent]

File-->5,482 /wasfs/ndinstl/properties/wsadmin.000 [Sent]

File-->2,657 /wasfs/ndinstl/properties/j2c.properties [Sent]

Normal File-->3,199 /wasfs/ndinstl/properties/servietcache.dtd [Sent]

Normal File-->2,561 /wasfs/ndinstl/properties/soap.client.000 [Sent]

Directory-->512 /wasfs/ndinst1/config/temp [Sent]

Normal File-->9,177 /wasfs/ndinstl/config/temp/wasFileList.txt [Sent]

Backup processing of '/wasfs/ndinstl/config/temp/wasFileList.txt' finished without failure.

Normal
Normal
Normal
Normal

Network data transfer rate:
Aggregate data transfer rate:
Objects compressed by:
Elapsed processing time:

Total number of objects inspected: 155
Total number of objects backed up: 155
Total number of objects updated: 0
Total number of objects rebound: 0
Total number of objects deleted: 0
Total number of objects expired: 0
Total number of objects failed: 0
Total number of bytes transferred: 12.13 MB
Data transfer time: 1.61 sec

7,714.72 KB/sec
1,121.95 KB/sec
0%

00:00:11

ANS19601 Contacting the WebSphere DeploymentManager. This step could take a few
minutes...
\ﬁN555451 WAS Processing has successfully completed.
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Example 4
This command performs a full back up of the Application Server node ARJ123 on a

Windows client:
dsmc backup was ARJ123 -mode=full -wastype=app

IBM Tivoli Storage Manager A
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Node Name: KHEST
Session established with server NEWEST: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/15/2003 16:42:42 Last access: 09/15/2003 16:36:48
Backup WAS function invoked mode= FULL.
ANS19601 Contacting the WebSphere Application Server. This step could take a few
minutes...
Normal File-->198 \\arj123\c$\Program Files\WebSphere\AppServer\propties\version\
deployutils.component [Sent]
Normal File-->196 \\arjl123\c$\Program Files\WebSphere\AppServer\properties\version\
distexcep.component [Sent]
Normal File-->190 \\arj123\c$\Program Files\WebSphere\AppServer\properties\version\
drs.component [Sent]
Normal File-->196 \\arjl23\c$\Program Files\WebSphere\AppServer\properties\version\
dynacache.component [Sent]
Normal File-->194 \\arj123\c$\Program Files\WebSphere\AppServer\properties\version\
ecutils.component [Sent]
Normal File-->199 \\arj123\c$\Program Files\WebSphere\AppServer\properties\version\
ejbcoiner.component [Sent]
Normal File-->198 \\arj123\c$\Program Files\WebSphere\AppServer\properties\version\
ejbrtable.component [Sent]
Normal File-->293,094 \\arj123\c$\Program Files\WebSphere\AppServer\config\temp\
wasFileList.txt [Sent]
Backup processing of 'C:\PROGRAM FILES\WEBSPHERE\APPSERVER\CONFIG\TEMP\
WASFILELIST.TXT'
finished without failure.
Total number of objects inspected: 1,509
Total number of objects backed up: 1,509
Total number of objects updated: 0
Total number of objects rebound: 0
Total number of objects deleted: 0
Total number of objects expired: 0
Total number of objects failed: 0
Total number of bytes transferred: 39.53 MB
Data transfer time: 949.77 sec
Network data transfer rate: 42.62 KB/sec
Aggregate data transfer rate: 34.20 KB/sec
Objects compressed by: 0%
Elapsed processing time: 00:19:43
ANS19601 Contacting the WebSphere Application Server. This step could take a few
minutes...
ANS55451 WAS Processing has successfully completed. )
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Example 5
This command performs a differential back up of the Application Server node

ARJ123 on a Windows client:
dsmc backup was ARJ123 -mode=diff -wastype=app

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Node Name: KHEST
Session established with server NEWEST: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/15/2003 15:23:20 Last access: 09/15/2003 14:42:39

Backup WAS function invoked mode= DIFFERENTIAL.

ANS19601 Contacting the WebSphere Application Server. This step could take a few
minutes...

Normal File-->669 \\arj123\c$\Program Files\WebSphere\AppServer\properties\version\dtd\
websphere.xsd [Sent]

Normal File-->293,094 \\arj123\c$\Program Files\WebSphere\AppServer\config\temp\
wasFileList.txt [Sent]

Backup processing of 'C:\PROGRAM FILES\WEBSPHERE\APPSERVER\CONFIG\TEMP\
WASFILELIST.TXT' finished

without failure.

Total number of objects inspected: 1,508
Total number of objects assigned: 1,231
Total number of objects backed up: 277

Total number of objects updated:
Total number of objects rebound:
Total number of objects deleted:
Total number of objects expired:
Total number of objects failed:
Total number of bytes transferred: 39.43 MB

oo oo o]

Data transfer time: 947.73 sec
Network data transfer rate: 42.61 KB/sec
Aggregate data transfer rate: 38.18 KB/sec
Objects compressed by: 0%
Elapsed processing time: 00:17:37
ANS1960I Contacting the WebSphere Application Server. This step could take a few
minutes...
\fN55545I WAS Processing has successfully completed.
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Using the Web client GUI

Note: You cannot set the WAS password with the Web client GUIL. You must use
the waspassword command on the command line interface.

Consider the following information when using the Tivoli Storage Manager Web
client (Version 5.2.0 or later) to back up WAS data:

¢ WAS backups are mutually exclusive with workstation or network attached
storage (NAS) backups in the Backup window. After selecting an item for back
up, any subsequent item selected must be of the same type.

* No details will appear in the right-side frame of the Backup window for WAS
nodes.

* If you select Differential from the drop-down menu and an active full backup
does not exist, Data Protection for WAS performs a full backup.

* To display information about a WAS object from the Backup window, select the
WAS object, click the View menu and then File Details.

* To delete WAS file spaces, access the Delete Filespaces dialog in the Utilities
menu in the Web client GUIL The Delete Backup/Archive Filespaces window
displays. Expand the desired WAS node and select the WAS file spaces.

* Backup options available in the Options tab in the Backup Window (Compress
objects, Use less memory, Back up NTFS security information) do not apply to
WAS backups and are ignored when a WAS backup is performed.

To back up an Application Server or Network Deployment Manager:

1. Make sure the Application Server or Network Deployment Manager you want
to back up is online and running. If it is not running, Data Protection for WAS
performs an offline backup.

2. Click the Backup button in the Tivoli Storage Manager Web client. The Backup
window appears.

3. Expand the directory tree if necessary. To expand a node in the tree, click the
plus sign (+) next to an object in the tree.

4. Expand the WAS node to reveal the Application Server node and the Network
Deployment Manager node.

* If only a single instance of WAS is present, the WAS tree displays only one
object under Application Server and one object under Network Deployment
Manager.

* If multiple instances of WAS are present, the WAS tree displays multiple
instances of Application Server objects and Network Deployment Manager
objects in alphabetical order.

 If an Application Server or Network Deployment Manager are not installed,
no instances are displayed.

5. Click the selection box next to the objects that your want to back up.

6. In the drop-down list near the top of the Backup window, select the type of
backup you want to perform. You can perform a Full or Differential backup.

Note: You must first select a WAS backup object to activate the drop-down list.

7. Click the Backup button to start the operation. The Backup Task List window
appears showing the progress of the backup. After the backup completes, the
WAS Backup Report window displays processing details, including the actual
size of the backup. If you want to access the Task List window again after
exiting and restarting the Tivoli Storage Manager Web client, open the Tivoli
Storage Manager Activities window from the Actions menu.
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Chapter 6. How to restore WAS data

This chapter describes how to restore full or differential backups of the Application
Server and Network Deployment Manager.

Attention
WARNING! It is strongly recommended that you restore all files for a backup
set when performing a restore. Restoring a subset of the files that comprise a
backup set can result in an inconsistent configuration and may cause
unpredictable results.

Before you begin:
* WAS must be taken offline before you begin the restore process.

¢ The WAS node must be restored to the same location and with the same node
name.

* The WAS environment to which you are restoring WAS data must be identical to
the WAS environment from which the original backup was created. Before
restoring WAS data, review the contents of your WAS environment file
(wasenv.txt) created with the query was -wastype=Ilocal command as described
in “Important considerations” on page 19.

 Data Protection for WAS does not restore objects backed up with Tivoli Data
Protection for WebSphere Application Server Version 1 Release 1.

You can restore your WAS data using either of the following interfaces:

 The Tivoli Storage Manager backup-archive client command-line interface with
the restore was command.

* The Tivoli Storage Manager Web client with the Restore window.

The native Tivoli Storage Manager GUI and Java client interface do not support
WAS restores.

Using the command-line interface

There are two commands (with several options) available to restore your WAS
data:

* query was

* restore was

Query WAS command

Use the query was command to display WAS instances or WAS backups that
match the node name and type of backup that you specify.
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Syntax

»»>—DSMC—Query—WAS

|—1 atest active backups—l

Any—

|—nodename—| L
-wastype=

APP—
ND.
Local—

CrI 11

v

I——opt‘ions—|

Parameters

nodename

Y
A

Specifies the node name of the WAS instance to query. If no node name is
specified, Data Protection for WAS queries the latest active Network
Deployment Manager and Application Server backups.

-wastype=Any | ND | APP | Local
Specifies the type of backup group associated with the WAS instance you
want to query.

You can specify:

Any  Data Protection for WAS queries the latest active Network
Deployment Manager and Application Server backups. This is the
default.

ND  Data Protection for WAS queries the latest active Network
Deployment Manager backup.

APP  Data Protection for WAS queries the latest active Application
Server backup.

Local Specifies that Data Protection for WAS query all WAS nodes that
exist on the local machine. The following information displays:

-options

Node Name

Host

SOAP Port

WAS Type

Federated to Network Deployment Manager
Security

Installation Path

These client options can be used with the query was command:

inactive

pitdate

pittime

showmembers

See “Options” on page 13 for detailed information regarding these options
and Data Protection for WAS.

34  Data Protection for WAS



Example 1
This command displays the latest active Network Deployment Manager and
Application Server backups on the Tivoli Storage Manager Server:

dsmc query was -wastype=any

AIX
~
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Node Name: MYTHIC
Session established with server SERVER1: Windows
Server Version 5, Release 2, Level 2.0
Server date/time: 09/08/03 10:31:55 Last access: 09/08/03  10:31:42
Size Backup Date Mgmt Class A/I Type Group
32,644,879 B 09/08/03 10:27:01 DEFAULT A DIFF /WAS_myth/WASGROUP
N 24,855,619 B 09/08/03 10:28:56 DEFAULT A DIFF /WAS_ND_mythManager‘/WASGROUP/
Windows
4 N
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Node Name: MYTHIC
Session established with server SERVER1: Windows
Server Version 5, Release 2, Level 2.0
Server date/time: 09/08/2003 10:51:05 Last access: 09/08/2003 10:50:52
Size Backup Date Mgmt Class A/I Type Group
36,675,929 B 09/08/2003 10:34:49 DEFAULT A DIFF WAS_ND_EBARCOS\WASGROUP
11,379,794 B 09/08/2003 10:50:36 DEFAULT A FULL WAS_EBARCOS_APPINST2\WASGROUP
11,379,574 B 09/08/2003 10:50:52 DEFAULT A FULL WAS_EBARCOS_APPINST1\WASGROUP
S 41,444,476 B 09/08/2003 10:36:40 DEFAULT A DIFF WAS_EBARCOS\WASGROUP )
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Example 2

This command uses the inactive option to display all (active and inactive)
Network Deployment Manager and Application Server backups on the Tivoli
Storage Manager Server:

dsmc query was -wastype=any -inactive

AIX

Node Name: MYTHIC

Size
32,644,879
32,644,879
32,645,391
24,855,619
24,855,619
24,856,131

00 0 0 W W w

-

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Backup

09/08/03
09/08/03
09/08/03
09/08/03
09/08/03
09/08/03

10:32:01

Date

10:25:50
10:27:01
10:05:23
10:28:14
10:28:56
10:06:15

Session established with server SERVERL: Windows
Server Version 5, Release 2, Level 2.0
Server date/time: 09/08/03

Last access: 09/08/03

10:31:55

Mgmt Class A/I Type Group

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

FULL
DIFF
FULL
FULL
DIFF
FULL

/WAS_myth/WASGROUP
/WAS_myth/WASGROUP
/WAS_myth/WASGROUP
/WAS_ND_mythManager/WASGROUP
/WAS_ND_mythManager/WASGROUP
/WAS_ND_mythManager/WASGROUP )

Windows

Node Name: MYTHIC

Size
36,675,929
36,675,929
36,675,929
11,379,794
11,379,794
11,379,794
11,379,574
11,379,574
11,379,574
41,444,476
41,444,476
41,444,476

W oo o o o @

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003
09/08/2003

Date

Session established with server SERVER1: Windows
Server Version 5, Release 2, Level 2.0
Server date/time: 09/08/2003 10:51:10 Last access: 09/08/2003 10:51:05

Mgmt Class A/I Type Group

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

H>I> A>T >

WAS_ND_FBARCOS\WASGROUP
WAS_ND_FBARCOS\WASGROUP
WAS_ND_FBARCOS\WASGROUP
WAS_FBARCOS_APPINST2\WASGROUP
WAS_FBARCOS_APPINST2\WASGROUP
WAS_FBARCOS_APPINST2\WASGROUP
WAS_FBARCOS_APPINST1\WASGROUP
WAS_FBARCOS_APPINST1\WASGROUP
WAS_FBARCOS_APPINST1\WASGROUP
WAS_FBARCOS\WASGROUP
WAS_FBARCOS\WASGROUP
WAS_FBARCOS\WASGROUP
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Example 3
This command displays all WAS nodes installed on the local machine:

dsmc query was -wastype=local

AIX
o N
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Node Name: MYTHIC
Session established with server SERVER1: Windows
Server Version 5, Release 2, Level 2.0
Server date/time: 09/08/03  10:00:47 Last access: 09/08/03  09:00:51
NodeName Host Port Type Fed Sec Path
myth myth 8881 wasAPP No On /usr/WebSphere/AppServer
ebart0l ebart0l 8880 wasAPP Yes On /usr/WebSphere/AppServer
myth AppInstl myth 4012 wasAPP No Off /ws2/AppServer/Instll
myth_AppInst2 myth 5013 wasAPP No On /ws2/AppServer/Inst2
mythManager myth 8879 wasND No Off /usr/WebSphere/DeploymentManager
myth_DevInstl myth 6014 wasND No Off /ws2/ND/Instl
\Tyth_DevInstZ myth 7015 wasND No On /ws2/ND/Inst2 )
Windows
4 N
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Node Name: EDSEL
Session established with server GOSERVERL: Windows
Server Version 5, Release 2, Level 2.0
Server date/time: 09/08/2003 09:57:59 Last access: 09/08/2003 09:57:27
NodeName Host Port Type Fed Sec Path
ebarton ebart.1le.yz.com 8880 wasAPP No On C:\WebSphere\AppServer
ebarton_AppInst2 ebart.1le.yz.com 6014 wasAPP No Off c:\APP2
ebarton_AppInstl ebart.1le.yz.com 5013 wasAPP No Off c:\APP
ebarton ebart.1le.yz.com 8879 wasND No On C:\DeploymentManager
ebarton_NDInst2 ebart.1le.yz.com 8016 wasND No Off C:\ND2
\fbarton_NDInstl ebart.1le.yz.com 7015 wasND No On C:\ND )
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Restore WAS command

The restore was command restores all the files associated with a WAS backup. The
WAS must be offline for the restore to proceed. You can also restore the Network
Deployment Manager, Application Server, and their instances concurrently using
different sessions.

Only a user with root (UNIX) or system administrator privileges (Windows) can run
the restore was command.

Syntax
ND.
»»>—DSMC—REStore—Was—nodename—-wastype= ><
l—APP—l |—-options—I
Parameters
nodename

Specifies the node name of the WAS instance to restore.

-wastype=ND | APP
Specifies the type of WAS backup to restore.

You can specify:

ND  Specifies that the WAS backup to restore is a Network Deployment
Manager backup. This is the default.

APP  Specifies that the WAS backup to restore is an Application Server
backup.
-options

These client options can be used with the restore was command:
inactive
pick
pitdate
pittime
showmembers

See “Options” on page 13 for detailed information regarding these options
and Data Protection for WAS.
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Example 1

This command restores the backed up Application Server node ARJO to a Windows

client:

dsmc restore was ARJO -wastype=app

e
IBM Tivoli Storage Manager

Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0

(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Restore function invoked.

Node Name: KHEST
Session established with server NEWEST: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/14/2003 15:52:51 Last access: 09/14/2003 15:45:31

ANS15641 Running the WebSPhere EAR expansion, please wait...

Restoring 349 \\ARJO\C$\Program Files\WebSphere\AppServer
\config\cel1s\ARJO\namestore.xml [Done]

Restoring 1,845 \\ARJO\C$\Program Files\WebSphere\AppServer
\config\cel1s\ARJO\naming-authz.xml [Done]

Restoring 652 \\ARJO\C$\Program Files\WebSphere\AppServer
\properties\wsjaas.conf [Done]

Restore processing finished.

Total number of objects restored: 1,229

Total number of objects failed: 0

Total number of bytes transferred: 39.13 MB

Data transfer time: 144.79 sec
Network data transfer rate: 276.74 KB/sec
Aggregate data transfer rate: 206.36 KB/sec
Elapsed processing time: 00:04:06

\6N515451 WAS Processing has successfully completed.

~
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Example 2
This command performs a restore of the backed up Application Server node ARJ0O

to a Windows client.
dsmc restore was ARJO -wastype=app

~N
IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Restore function invoked.
Node Name: KHEST
Session established with server NEWEST: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/14/2003 16:17:26 Last access: 09/14/2003 16:12:06
ANS15641 Running the WebSPhere EAR expansion, please wait...
Restore processing finished.
Total number of objects restored: 29
Total number of objects failed: 0
Total number of bytes transferred: 9.15 MB
Data transfer time: 112.79 sec
Network data transfer rate: 255.98 KB/sec
Aggregate data transfer rate: 199.41 KB/sec
Elapsed processing time: 00:02:01
\fN515451 WAS Processing has successfully completed. )
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Example 3

This command restores the backed up Network Deployment instance tan_ndinst1 to
an AIX client. First a query command was issued to display all active and inactive

backups on the Tivoli Storage Manager Server associated with this instance:
dsmc query was tan_ndinstl -inactive

IBM Tivoli Storage Manager
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Node Name: WAS_TAN
Session established with server NEH: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/23/03 09:08:44 Last access: 09/23/03 09:07:41

Size Backup Date Mgmt Class A/I Type Group
12,749,198 B 09/23/03  08:56:15 DEFAULT A FULL /WAS_ND_tan_ndi
nst1/WASGROUP
12,165,836 B 09/23/03  08:58:31 DEFAULT A DIFF /WAS_ND_tan_ndi
nst1/WASGROUP
12,165,836 B 09/23/03  08:57:17 DEFAULT I DIFF /WAS_ND_tan_ndi
\?stl/WASGROUP

Next, the pittime option is used to identify the backup to restore:
dsmc restore was tan_ndinstl -wastype=nd -pittime=08:56:15

-
IBM Tivoli Storage Manager

Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0

(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.

Restore function invoked.

Node Name: WAS_TAN
Session established with server NEH: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/23/03 09:14:28 Last access: 09/23/03  09:08:44

Restoring 2,657 /wasfs/ndinstl/properties/j2c.properties [Done]
Restoring 3,199 /wasfs/ndinstl/properties/servletcache.dtd [Done]
Restoring 8,437 /wasfs/ndinstl/properties/sas.server.000 [Done]
Restoring 5,882 /wasfs/ndinstl/properties/ffdcStart.properties [Done]
Restoring 754 /wasfs/ndinst1l/properties/encoding.properties [Done]
Restoring 5,882 /wasfs/ndinstl/properties/ffdcStop.properties [Done]
Restoring 4,307 /wasfs/ndinstl/properties/MbeanDescriptor.dtd [Done]

Restore processing finished.

Total number of objects restored: 118

Total number of objects failed: 0

Total number of bytes transferred: 11.57 MB
Data transfer time: 3.63 sec
Network data transfer rate: 3,257.40 KB/sec
Aggregate data transfer rate: 1,313.15 KB/sec
Elapsed processing time: 00:01:09

\fN515451 WAS Processing has successfully completed.
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Example 4
This command restores the backed up Network Deployment Manager node tanMgr

to an AIX client:

dsmc restore was tanMgr -wastype=nd

IBM Tivoli Storage Manager A
Command Line Backup/Archive Client Interface - Version 5, Release 2, Level 2.0
(c) Copyright by IBM Corporation and other(s) 1990, 2003. A1l Rights Reserved.
Restore function invoked.
Node Name: WAS_TAN
Session established with server NEH: AIX-RS/6000
Server Version 5, Release 2, Level 2.0
Server date/time: 09/23/03  09:44:12 Last access: 09/23/03  09:43:10
Restoring 5,684 /usr/WebSphere/DeploymentManager/properties/schemas/examples/
XMLSchemaValidator.java [Done]
Restoring 2,857 /usr/WebSphere/DeploymentManager/properties/schemas/examples/
XMLSchemaValorConfig.java [Done]
Restoring 4,577 /usr/WebSphere/DeploymentManager/properties/schemas/examples/
XMItoXSIType.java [Done]
Restore processing finished.
Total number of objects restored: 934
Total number of objects failed: 0
Total number of bytes transferred: 34.27 MB
Data transfer time: 14.53 sec
Network data transfer rate: 2,415.29 KB/sec
Aggregate data transfer rate: 1,742.90 KB/sec
Elapsed processing time: 00:01:34
\fN515451 WAS Processing has successfully completed. )
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Using the Web client GUI

Consider the following information when using the Tivoli Storage Manager Web
client to restore your WAS data:

WAS backups are mutually exclusive with workstation or network attached
storage (NAS) backups in the Restore window. After selecting an item for
restore, any subsequent item selected must be of the same type. A warning
message displays if a different item is selected.

To display information about a WAS object from the Restore window, select a
WAS object, click the View menu, and then select File Details.

If you need to recover a WAS file space to a new machine, you must install
WAS, the Tivoli Storage Manager backup-archive client, and the Data Protection
for WAS plug-in on the new machine before you can restore your WAS file
space.

To delete WAS file spaces, access the Delete Filespaces dialog in the Utilities
menu in the Web client GUL The Delete Backup/Archive Filespaces window
displays. Expand the desired WAS node and select the WAS file spaces.

Multiple WAS instances can be restored concurrently using multiple client
sessions.

Restore options available in the Options tab in the Restore Window do not apply
to WAS backups and are ignored when a WAS restore is performed.

Perform the following to restore an Application Server or Network Deployment
Manager using the Tivoli Storage Manager Web client:

1.

Make sure the Application Server or Network Deployment Manager you want
to restore is offline.

Click the Restore button in the Tivoli Storage Manager Web client window. The
Restore window appears.

Expand the directory tree if necessary. To expand a node in the tree, click the
plus sign (+) next to an object in the tree.

Expand the WAS node to reveal the Application Server backups and Network
Deployment Manager backups.

¢ By default, the most recent active full or differential backup is displayed
under the WAS tree. If you want to see all active and inactive backups, select
View from the menu bar and then select Display active/inactive files.
Inactive backups display with a pink icon next to the object in the tree.

* If only a single instance of WAS was backed up, the WAS tree displays only
the Application Server backup and Network Deployment Manager backup.

* If multiple WAS instances were backed up, the WAS tree displays multiple
instances of WAS as Application Server backups and Network Deployment
Manager backups.

Click the selection boxes next to the backups that you want to restore.

Attention: It is strongly recommended that you restore all files of a backup
set when performing a restore. Restoring a subset of the files that comprise a
backup set can result in an inconsistent configuration and may cause
unpredictable results.

If you want to restore objects that were backed up on a particular date, click
the Point In Time button. After you select a date, the last object that was
backed up on or prior to that date appears, including any inactive objects.

Click the Restore button to start the operation. The Restore Destination Window
displays. Select Original location (the default value) and click the Restore
button to continue the operation. The Restore Task List window appears
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showing the progress of the restore. If you want to access the Task List window
again after exiting and restarting the Tivoli Storage Manager Web client, open
the Tivoli Storage Manager Activities window.

Restoring to an existing WAS installation

Use this procedure to restore WAS data to an existing WAS instance. This situation
is recommended when a WAS installation exists and a backup has already been
performed.

Follow these steps to restore WAS data to an existing WAS instance:
1. Take all servers that exist under the WAS node offline.

2. Use the Tivoli Storage Manager command-line interface or Web client to restore
the desired WAS backup to the same location. The WAS backup to be restored
must be the same type of WAS (Network Deployment Manager or Application
Server) and have the same node name as the WAS node that was taken offline.

3. Place the WAS online after the restore completes.

The Network Deployment Manager will synchronize the restored data with the
remote nodes.

Restoring to a nonexisting WAS installation

Use this procedure to restore WAS data to a machine where a WAS installation
does not exist. This situation is recommended when

* the WAS installation has been corrupted and WAS must be installed again; or
¢ WAS has been installed on a new machine

Follow these steps to restore WAS data to a machine where a WAS installation
does not exist:

1. Install WAS on a machine with the same name and IP address as the machine
on which the original back up was performed.

* For example, if a Network Deployment Manager was backed up on machine
workstation1, then the Network Deployment Manager must be restored on a
machine named workstationl.

2. Install the same type of WAS (Network Deployment Manager or Application
Server) as the backup you want to restore. You must use the same node names
and cell names as used in the original backup.

* For example, if the original backup is a Network Deployment Manager with
cell name, salmon, and node name, Damena, then the new WAS must use
salmon and Damena.

3. Install WAS to the same location where the original backup was located.

* For example, if the original backup was performed on an Application Server
installed at c:\WebSphere\App, then the new WAS must be installed at
c:\WebSphere\App.

4. Take the WAS offline after installation is completed.

5. Use the Tivoli Storage Manager command-line interface or Web client to restore
the WAS node. Note that Data Protection for WAS restores the configuration
only. As a result, applications with other dependencies (security certificates,
tables, etc.) may not function until such dependencies are available.

6. Place the WAS online after the restore completes.
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You can now attach remote nodes if the WAS is a Network Deployment Manager.
The Network Deployment Manager and remote nodes will synchronize.
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Chapter 7. How to automate backups

This section describes how to use the Tivoli Storage Manager scheduler with Data
Protection for WAS to automate online backups of Application Server and Network
Deployment Manager installations. The example illustrates the use of the Tivoli
Storage Manager Version 5.2.0 backup-archive client scheduler.

Considerations

The Tivoli Storage Manager backup-archive client must reside on the same
machine as Data Protection for WAS for the Tivoli Storage Manager scheduler
to function.

After Data Protection for WAS has been registered to a Tivoli Storage Manager
Server and installed on a workstation where WebSphere Application Server is
installed, perform these steps:

Part I: On the Tivoli Storage Manager Server

1. Define a schedule to perform a command file in the policy domain to which
Data Protection for WAS is registered.

2. Associate the Data Protection for WAS node to the defined schedule.

Part II: On the machine where Data Protection for WAS is installed

1. Create a single options (or system options) file from which to associate
nodes for your client, Data Protection for WAS, and scheduled backups.

2. Create a scheduler command file (or backup script). An example script is
provided.

3. Install the client scheduler service. If a scheduler service already exists for
the regular Tivoli Storage Manager backup-archive client, install another one
for Data Protection for WAS.

4. Start the scheduler.

Procedure

For consistency, this procedure uses specific information. However, you can define
a command file with any set of commands you choose. This allows you to use the
same command file to define schedules on other Tivoli Storage Manager Servers.
All command information is presented as command-line interface entries.

This schedule in this procedure contains the following settings:

* The Data Protection for WAS node name is wasnodel.

¢ The password for node name wasnodel is waspasswordl.

* The policy domain to which node name wasnodel is registered is WasPolicy1.
* The schedule is a daily backup of an Application Server installation.

¢ The scheduled backup begins between 9:00 and 9:15 PM.

Part I: On the Tivoli Storage Manager Server

1. Define a schedule with the following values:
¢ The policy domain to which the schedule belongs (WasPolicyl).
* The name of the schedule (was_backup).
* A description of what the schedule is (description="0nline WAS backup").

* A command schedule will be processed during backup (action=command).
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* The name of the scheduler command file
(objects="C:\was\schedules\wassched.cmd") or backup script
(/usr/was/schedules/wassched.scr) that resides on the client side.

You will need to create this command file (or backup script) in order to
perform the automated backup. See Part II Step 3.

* The time in which the schedule is to begin (starttime=21:00).
* The length of time allowed for the start window (duration=15).
* The time units for the start window (durunits=minutes).

* The length of time between startup windows (period=1).

* The time units between startup windows (perunits=days).

* The day the startup window is to begin (dayofweek=any).

Here is an example of this schedule:

Windows

define schedule WasPolicyl was_backup description="0Online WAS Backup"
action=command objects=C:\was\schedules\wassched.cmd starttime=21:00
duration=15 durunits=minutes period=1 perunits=days dayofweek=any

UNIX (AIX)

define schedule WasPolicyl was_backup description="0Online WAS Backup"
action=command objects=/usr/was/schedules/wassched.scr starttime=21:00
duration=15 durunits=minutes period=1 perunits=days dayofweek=any

The following message must display before proceeding to Step 2:

GNR%OOI Schedule WAS_BACKUP defined in policy domain WASPOLICYL. )

2. Issue the following command to associate the Data Protection for WAS node
(wasnodel) to the backup schedule (was_backup) defined in Step 1:

define association WasPolicyl was_backup wasnodel

The following message must display before proceeding to Part II:

G\NR25101 Node WASNODE1 associated with schedule WAS_BACKUP in policy domain WASPOLICY1.>

A backup schedule is now defined on the Tivoli Storage Manager Server. You
can run the Tivoli Storage Manager query schedule and query association
commands to confirm that the schedule and node association are set correctly.

If it is necessary to remove the scheduler and its associations, run the following
Tivoli Storage Manager commands:

Ge]ete association WasPolicyl was_backup wasnodel )

Ge]ete schedule WasPolicyl was_backup )
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Part Il: On the Windows workstation where WebSphere
Application Server is installed

This example assumes the Tivoli Storage Manager backup-archive client and Data
Protection for WAS are installed in the default directories.

1.

Login to the workstation using a Windows account that has administrative
privileges.

Create a single options file from which to associate nodes for your client, Data
Protection for WAS, and scheduled backups. Note that the options file that is
defined for Data Protection for WAS is used by the scheduler when validating
the node and password. The options files are also used when contacting the
Tivoli Storage Manager Server for schedule information. This example assumes
that the was.opt file is updated so that the communication parameters point to
the Tivoli Storage Manager Server to which the Application Server and
Network Deployment Manager are to be backed up.

Create a scheduler command file that contains the Data Protection for WAS
backup command and options. Here is an example of the scheduler command
file, wassched.cmd:

OGECHO OFF

rem =======================sss=sss=ssssssssssssss=ssss=sssss=ssssssssssss
rem Sample Data Protection for WAS scheduler command file

rem

rem Sample command file containing commands to do a scheduled full
rem  backup of a WAS installation to an IBM Tivoli Storage Manager
rem server.

rem

rem This file is meant to be executed by the IBM Tivoli Storage

rem Manager central scheduler in response to a defined schedule on
rem the IBM Tivoli Storage Manager server.

rem

rem ===============================================S===================

Y‘em B
rem Replace "C:" with the drive where Data Protection for WAS

rem is installed. Update the directory to match the installation

rem directory that you chose when you installed the product.

rem ==================================================================

set was_dir=C:\Progra™1\Tivoli\TSM\baclient
C:
cd %was_dir%

rem ==s====================sS==ss==ssss=ssssSssssssssssssssssssssssssssss=s
rem The two lines below put a date/time stamp in a log file for you.
rem Note: You can change "wassched.log" to whatever you prefer in
rem Tlines below.

rem ==s======================================s===s====s================

date < NUL >> %was_dir%\wassched.log
time < NUL >> %was_dir%\wassched.log

rem Now call the command-line interface to do the backup:

rem

rem Specify "-optfile" with the name of the options file you plan
rem to use.

rem If WAS security is enabled, then run the set waspassord command
rem before performing a scheduled backup.

rem Note: You can change "wassched.log" to whatever you prefer.
rem
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%was_dir%\dsmc backup was <was node> -wastype=<app> -mode=<diff>
-optfile=%was_dir%\was.opt >> %was_dir%\wassched.log

Note: Note that the command string is divided on two lines after the
-mode=<diff> option to accommodate page formatting. Make sure the
command string is on one line in your command file.

Open a Windows Command Prompt and change to the backup-archive client
installation directory.

Install the Tivoli Storage Manager Scheduler Service using the Tivoli Storage
Manager Client Service Configuration Utility (dsmcutil). Issue the command
with the following values:

* The name of the scheduler service (/name:"DPWAS Backup Scheduler").

* The Tivoli Storage Manager node name the service uses when connecting to
the Tivoli Storage Manager Server (/node:wasnodel).

* The Tivoli Storage Manager password for this node
(/password:waspasswordl).

* Start the service automatically at boot time (/autostart:yes).

* The fully qualified directory path where the service files are located
(/clientdir:"C:\Program Files\Tivoli\TSM\baclient").

* The fully qualified path to the Tivoli Storage Manager options file
(/optfile:"C:\Program Files\Tivoli\TSM\baclient\was.opt").

* Perform validation when displaying or updating the encrypted registry
password (/validate:yes).

The Windows ID that is used to start the scheduler service may require that
you specify the client dsmcutil options ntdomain, ntaccount, and ntpassword
in this command.You can modify the command to contain options specific to
your schedule. Here is an example of this command:

Windows

dsmcutil inst /name:"DPWAS Backup Scheduler" /node:wasnodel
/password:waspasswordl /autostart:yes
/clientdir:"C:\Program Files\Tivoli\TSM\baclient"
/optfile:"C:\Program Files\Tivoli\TSM\baclient\was.opt

" /validate:yes

The following message displays that the service has installed successfully and
has started:

TSM Windows NT Client Service Configuration Utility

Command Line Interface - Version 5, Release 2, Level 2.0

(C) Copyright IBM Corporation, 1990, 2003, A1l Rights Reserved.
Last Updated Sep 3 2003

TSM Api Verison 5.2.2

Command: Install TSM Client Service
Machine: IBM-9E97ACD7BFA(Local Machine)

Installing TSM Client Service:

Machine : IBM-9E97ACD7BFA

Service Name : DPWAS Backup Scheduler

Client Directory : C:\Program Files\Tivoli\TSM\baclient
Automatic Start : yes

Logon Account : LocalSystem

The service was successfully installed.



Creating Registry Keys ...

Updated registry value 'ImagePath' .

Updated registry value 'EventMessageFile' .
Updated registry value 'TypesSupported' .

Updated registry value 'DPWAS Backup Scheduler' .
Updated registry value 'ADSMClientKey' .

Updated registry value 'OptionsFile' .

Updated registry value 'EventlLogging' .

Updated registry value 'ClientNodeName' .

Generating registry password ...
Authenticating TSM password for node IBM-9E97ACD7BFA ...

Connecting to TSM Server via client options file
'C:\Program Files\Tivoli\TSM\baclient\was.opt' ...

Password authentication successful.
The registry password for TSM node IBM-9E97ACD7BFA has been updated.
Starting the 'DPWAS Backup Scheduler' service ...........

The service was successfully started.

If this message appears:

( A communications error occurred connecting to the TSM server )

Ensure that the options file (was.opt in this example) contains entries that point
to the correct Tivoli Storage Manager Server. Also ensure that the Tivoli Storage
Manager Server is running. If you need to make corrections, remove this
scheduler service with the following command:

dsmcutil remove /name:"DPWAS Backup Scheduler"

Then enter the command given in Step 5.

6. Your system is now ready to run automatic daily online database backups.

Part Il: On the UNIX workstation where WebSphere Application
Server is installed

This example assumes the Tivoli Storage Manager backup-archive client and Data
Protection for WAS are installed in the default directories.

1. Log in to an account that has root privileges.

2. Create a single options file from which to associate nodes for your client, Data
Protection for WAS, and scheduled backups. The system options file that is
defined by Data Protection for WAS is used by the scheduler when validating
the node and password. The system options file is also used when contacting
the Tivoli Storage Manager Server for schedule information. This example
assumes that the dsm.sys or dsm.opt file is updated so that the communication
parameters point to the Tivoli Storage Manager Server to which the Application
Server and Network Deployment Manager are to be backed up.
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3. Create a script file (or symbolic link to a script file) that is called
/usr/was/schedules/wassched.scr. Here is an example of wassched.scr:
kkkkkkkhkkkkhkkkhkhkkkhkhkkhkhkkkhkkkhkkkhkhkkkhkhkkhkhkkkhkkkhkkkkk*k
#!/bin/ksh
/usr/tivoli/tsm/client/ba/bin/dsmc backup was
<wasnode> -wastype=<app> -mode=full

EE R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Note: Note that the command string is divided on two lines after the backup
was command to accommodate page formatting. Make sure the
command string is on one line in your script file.

When using the Tivoli Storage Manager scheduler to execute the commands in

a command file, you must use the complete path names for all file names and

non-system commands. This is because the scheduler runs from the AIX, Linux,

or Solaris system directory. This system directory is where the scheduler looks
for input and produces its output by default.

4. Add execution permission to the wassched.scr file:
$ chmod +x /usr/was/schedules/wassched.scr

5. At this point the scheduler is installed and configured, but has not started. To
start the service, issue the following command in the AIX, Linux, or Solaris
console window:

nohup /usr/bin/dsmc sched 2> /dev/null &

An output file (nohup.out) will be generated to the current working directory.
This file contains detailed information about scheduler processing. Another file,
dsmsched.log, contains brief information about the scheduler event and should
be viewed to determine whether the backup was successful.

Your system is now ready to run automatic backups of your Application Server.
6. If this message appears:

( A communications error occurred connecting to the TSM server )

Ensure that the options file (was.opt in this example) contains entries that point
to the correct Tivoli Storage Manager Server. Also ensure that the Tivoli Storage
Manager Server is running.

7. Your system is now ready to run automatic daily online database backups.

Additional information

If you want to use the Tivoli Storage Manager Server-prompted scheduling mode,
you must ensure that the Data Protection for WAS options file has the
tepclientaddress and tcpclientport options specified. If you want to run more than
one scheduler service, use the same tcpclientaddress. However, you must use
different values for tcpclientport in addition to the different node names.
Scheduling Data Protection for WAS as well as the regular backup-archive client is
an example of running more than one scheduler service. Server-prompted
scheduling is supported only when TCP/IP communication is being used. By
default, Data Protection for WAS uses the polling schedule mode.

If any changes that affect the scheduler service are made to the Data Protection for
WAS options file, the scheduler service has to be restarted in order to pick up the
changes. An example of this is the Tivoli Storage Manager Server address, the
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schedule mode, or the machine TCP/IP address or port. This can be done on a
Windows machine by entering these commands:

net stop "DPWAS Backup Scheduler"
net start "DPWAS Backup Scheduler"

The file named dsmsched.log contains status information for the Tivoli Storage
Manager scheduler service. Use the schedlogname option in the Data Protection for
WAS options file to specify a location other than the default backup-archive client
installation directory.
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Notices

This information was developed for products and services offered in the U.S.A.
IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Notices References in this
publication to Tivoli Systems or IBM products, programs, or services do not imply
that they will be available in all countries in which Tivoli Systems or IBM operates.
Any reference to these products, programs, or services is not intended to imply
that only Tivoli Systems or IBM products, programs, or services can be used.
Subject to valid intellectual property or other legally protectable right of Tivoli
Systems or IBM, any functionally equivalent product, program, or service can be
used instead of the referenced product, program, or service. The evaluation and
verification of operation in conjunction with other products, except those expressly
designated by Tivoli Systems or IBM, are the responsibility of the user. Tivoli
Systems or IBM may have patents or pending patent applications covering subject
matter in this document. The furnishing of this document does not give you any
license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.
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IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation

Information Enabling Requests
Dept. M13

5600 Cottle Road

San Jose CA 95193-0001

US.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this document and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement or any equivalent agreement
between us.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

Trademarks and Service Marks

The following terms are trademarks or registered trademarks of International
Business Machines Corporation in the United States or other countries or both:
+ AIX

+ IBM

* Lotus

 Tivoli

* WebSphere

Java and all Java-based trademarks and logos are trademarks or registered
trademarks of Sun Microsystems, Incorporated, in the United States, other

countries, or both.

ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel
Corporation in the United States, other countries, or both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Microsoft, Windows, Windows NT, and the Windows logo are trademarks of
Microsoft Corporation in the United States, other countries, or both.

Other company, product, and service names may be trademarks or service marks
of others.
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