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06 aToi nyénuxkauum

Kommnonent IBM Spectrum Protect for Virtual Environments obecrieunBaeT "HKpEMEHTHOE
pe3epBHOE KOIMPOBAHKE U BOCCTAHOBJIEHHE (DaiiyioB HAa YpOBHE OJIOKOB BHE XOCTA U
MTHOBEHHOE BOCCTaHOBJICHHUE TTOJIHO pe3epBHON Koy VM 1J1s1 KOMIIBIOTEPOB-TOCTEN
Windows n Linux. IxpeMeHTHbIE pe3epBHbIE KOIMH HE YPOBHE OJIOKOB TOCTYITHBI, €CITH
komrioHeHT IBM Spectrum Protect for Virtual Environments rcnosib3yeTcst BMecTe co
cpencTBoM nepemerienus naHHBIX IBM Spectrum Protect.

Komy npeaHasHaueHa aTa ny6nuxkaumn

Ora myGsmKanums mpeHa3HaueHa Uit TOJIb30BaTeel U A IMUHUCTPATOPOB, KOTOPBIE XOTSIT
YCTAaHOBUTH U ckoH(purypuposats IBM Spectrum Protect for Virtual Environments.

B ny6mmkanum IBM Spectrum Protect for Virtual Environments: Data Protection for
VMware: Pyko6oacTe0 mo.1b308aTe s MPENICTABJICHA 0030pHAs HHPpOpMAIWS, 30291
MOJIb30BaTeJIel, ClieHApUH Pe3ePBHOr0 KOMMPOBAHUS U BOCCTAHOBJICHHS, CITpaBKa I10
KOMaHIaM ¥ coOoOIneHns 00 ommnodKax.

My6nukauum

B cemeiictBo mpoaykToB IBM Spectrum Protect Bxomsit IBM Spectrum Protect Plus, IBM
Spectrum Protect for Virtual Environments, IBM Spectrum Protect for Databases u psin
JPYTHX IPOIYKTOB IO yIPABJIEHHIO XpaHerneM oT IBM®.

JokyMmenTtanuto k npoaykraM IBM cmoTpute Ha BeO-cTpaHuie |IBM Knowledge Cented
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UTo HOoBOro B Bepcuu 8.1.6

B xommonenTe IBM Spectrum Protect for Virtual Environments Bepcuu 8.1.6 mosiBrmcs
HOBBIE (DYHKIIUU ¥ OOHOBJICHMUSI.

Crucok HOBBIX (DYHKIMI 1 OOHOBJICHHIA B 3TOM BBINYCKE, & TAKXKE B MPEIBIIYIIUX BBIMYCKAX
Bepcuu 8 cMoTpuTe B paszese|{OGuoBaenns Data Protection for VMware]

HoBas u n3MeHeHHas nHGOpPMAINHS B 3TOW JOKYMEHTALUH IO MPOIYKTY OTMEUCHA
BEPTHUKAJILHOM 4epToii (|) cjieBa OT U3MCHEHMS.

© Copyright IBM Corp. 2011, 2018 vii
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naBa 1. YcTtaHoBKa u o6bHoBneHue Data Protection for VMware

YcranoBka komnoHenTa IBM Spectrum Protect for Virtual Environments Bkiirouaer B ce0s
IUTAHUPOBAHKE, YCTAHOBKY U MEPBOHAYAILHOE KOH(DHUIYPUPOBAHUE.

YctaHaBnuBaemMble KOMMOHEHTbI

Data Protection for VMware coepXuT HECKOJIbKO KOMIOHEHTOB, KOTOPBIE MOXHO
YCTaHOBHTH [IJIs1 3aIIUTHI BUPTYAJIbHOU CPELBL.

B 3aBUCHMOCTH OT Cpefibl ONEPAIIMOHHOM CUCTEMBbI /111 YCTAHOBKU OYYT TOCTYIHBI
crenyromue ¢pyHknuu komrnonenta Data Protection for VMware:

Orpannvenne: B kaxx10M nakere yCTAHOBKH €CTh (a1 JIMIEH3NPOBAHUS JUJIS
nosib3oBateisi (EULA). Ecim Bbl He mpuMeTe 3TOT (haiiil, mpouecc yCTaHOBKH OCTAHOBHUTCSI.

Tabnumua 1. [JoctynHble ¢pyHKumn Data Protection for VMware no onepaunoHHbIM cuctemam

KomnoneHT Linux Windows

Arent Boccranosjienust IBM Spectrum Protect \4

DTOT KOMIIOHEHT 00eCIeYnBaeT BO3MOXKXHOCTH
BUPTYAJIbHOT'O MOHTUPOBAHNA U MTHOBEHHOI'O
BOCCTAHOBJICHHU .

Murepdeiic KOMAHIHOI CTPOKH areHTAa BOCCTAHOBJICHHS \4

WHTepdeiic koMaHIHO CTPOKH, HCHOJIB3YEMBIi IS
onepanuii MOHTUPOBAHHUS.

JloKkymMeHTBI \ \

JIOKyMEHTBI BKJIIOUYAIOT B ce0sl (aiisipl readme u ¢aiiiisl
3aMevYaHui.

®aii nosmomounii Data Protection for VMware v v

OT0T KOMIIOHEHT no3BoJsieT IBM Spectrum Protect
BBIMOJIHSTH CJICAYIONIHE THIBI PE3€PBHOTO KOMMPOBAHHS:

* PesepBHOE KomupoBaHue Bcerma nHKpeMEHTHOE -
WNukpemenTtHoe

hd PCSepBHOC KOIIMPOBAHUEC Bcerma UHKPEMEHTHOC - TTomHOE

DTOT KOMIIOHEHT HEOOXOAUM [IJIS 3ALUTHI IPHJIOKEHU.
Ecim BBl BeITpyskaeTe paboune HArpy3Ku pe3epBHOTO
KONHMPOBAHMUSI, TO ITOT (paiisl Hy>KHO YCTAHOBUTD Ha CcepBepe
pe3epBHOTO KOMMPOBAHMS VStorage.

© Copyright IBM Corp. 2011, 2018 1
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Tabmua 1. JoctynHble gyHkummn Data Protection for VMware no onepalnoHHbIM

cuctemMam (MpoAoIKeHne)

Kommnonent

Linux

‘Windows

I'padmueckuii uurepdeiic Data Protection for VMware
vSphere

DTOT KOMITOHEHT SIBJISIETCS Tpaguueckum
HOJIb30BaTeNIbckuM uHTepdeiicom (graphical user interface,
GUI), xoTopslii oJyyaeT AOCTYI K JaHHBIM VM Ha cepBepe
VMware vCenter. Conepxxumoe rpaduieckoro uarepdeiica
JIOCTYITHO B CJIEAYFOIIUX IIPEICTABIICHUSIX:

* [lpencrasienue BeO-Opaysepa. Joctyn k aTomy
MPEICTABJICHUIO OCYIIECTBIISIETCS B OIICPKUBAEMOM
Beb-Opay3sepe ¢ ucnosibzoBarnrem URL xocta BeG-cepBepa
rpaduueckoro untepdeiica. Hanmpumep:

https://guihost.mycompany.com:9081/TsmVMwareUI/

¢ IlpencraBienue komnonenta IBM Spectrum Protect
vSphere Client - Moaymns plugin Ha BeO-kmmenTa VMware
vSphere. [TaHenu B 9TOM IpeICTaBICHUH CIICHHAIEHO
IpeHa3HAYYEHBI ISl HHTETPAIiy C BeO-KJIMEHTOM, HO
TTaHHBIE U KOMaH/IBI [IJIs1 3TOTO MPENICTABIICHUS OepyTCs C
TOTO )€ CaMOro BeO-cepBepa rpapuueckoro uutepdeiica,
4TO U AJIs Apyrux npeacrasiienuii. Komnonent IBM
Spectrum Protect vSphere Client - Mozy:s plugin
obecneynBaeT TOIMHOXECTBO (DYHKIHUH, KOTOPHIE €CTh B
Mpe/ICTaBJICHUH BeO-Opay3epa, 1 HEKOTOpbIe
JIOTIOJTHUTEIbHBIE (DYHKIMU. B 3TOM npencTaBieHnn He
IpesIararoTes pyHKIMN KOHGUTypanuy U CO31aHus
pacIIIpEeHHBIX OTYETOB.

[1pu ycTaHOBKE MOXHO yKa3aTb OJHO MJIU HECKOJIbKO
[IpeICTaBJICHUA.

\

\4

I'padmyeckuii uaTepdeiic BocctaHoBJieHus aiijion

DTOT KOMIIOHEHT MPEJICTABIISICT COO0M Ipaduueckuii
BeO-uHTEpQEiic, KOTOPHIN MO3BOJISIET BOCCTAHABIMBATH
(haiiTbl U3 pe3epBHON KOIMK BUPTYaIbHON MAIIIMHBI
VMware 6e3 nomou agMuaucTpaTopa. ['padudecknit
HHTEpQENC yCTAHABINBACTCS ABTOMATHYECKH IPU
ycTaHOBKe rpaduieckoro uarepdeiica Data Protection for
VMware. OH BKJItOYaeTCs C HOMOIIBIO MacTepa
KOH(pUTypaIHH.

¥3e nepemelnieHusi JAHHBIX

CpenctBo nepeMertenust faHHbIX IBM Spectrum Protect
nepemenaeT JaHHble 711 KoMrnoHeHTa Data Protection for
VMware. 9Ty QyHKIHIO HA3BIBAIOT CPEICTBOM
nepemenieHus 1anHbpX. CpeacTBO NepeMeleHNs TaHHBIX
niepeMellaeT JaHHble U3 BUPTYaJIbHOH cpenbl Ha cepBep IBM
Spectrum Protect. [Tpu ycranoBke cpe/icTBa nepeMeieHus
JAHHBIX Ha CEpBEpPE CEpBEP MOXKHO MCIOJB30BATH KaK
cepBep pe3epBHOro konuposaHus vStorage. CpeacTso
HepeMeIleHNs] JTAaHHBIX MOXKHO YCTAaHOBUTH B TOM e
cucteMe, uto u Data Protection for VMware, nim Ha npyrom
cepsepe.

IBM Spectrum Protect for Virtual Environments: Data Protection for VMware: PykoBoJCTBO 110 ycTaHOBKE




1. Xots komnoHeHT nHTepdeiica BoccTaHOBIEHHS (DAJIOB U CIIeyeT YCTAaHABINBATH 1
BKJIFOYATh B cucteMax Windows, 3ToT uHTepdeiic MOKHO UCIIOIb30BATH IS
BOCCTAHOBJICHUS (DailJIOB Ha BUPTYaJIbHBIX MAIIMHAX-TOCTSIX kKak Windows, Tak u
Linux.

2. KiwmeHT pe3epBHOr0 KONMUPOBAHUS M APXUBUPOBAHUS U CPEJICTBO MEPEMEICHHsI JAHHBIX
Data Protection for VMware HesIb351 yCTaHABJIMBATH B OJHOM U TOH )K€ CHCTEME
Windows uiu Linux.

Data Protection for VMware BbIrpy>kaeT Harpy3Kky 1o pesepBHOMy KonupoBaHuto ¢ VM Ha
cepBep pe3epBHOro konuposaHus vStorage. UToObI BRITOJIHUTD 3Ty 3a4a4y, CPEICTBO
nepeMelleHns 1aHHbIX V8.1.4 Hy’)KHO YCTaHOBUTB HA CEPBEPE PE3EPBHOIO KOMMPOBAHUS
vStorage.

paduueckuin uutepodenc Data Protection for VMware vSphere

Kommnonent I'paduueckuii untepdeiic Data Protection for VMware vSphere (rpaduieckuit
unrepdeiic vSphere) - aTo rpaduueckuil mosb3oBaTesbekuil uHTepdeiic (graphical user
interface, GUI), koTopblii noJtydaeT qoctyn kK qaHHbIM VM Ha cepBepe VMware vCenter.

0630p

I'padmuecknit maTepdeiic Data Protection for VMware vSphere - 3T0 nepBAYHBIIH
uHTEepdEic, 13 KOTOPOro MOXHO BBIMOJIHUSATE CJIETYOIIUE 3a/1a4N:

* MHunuupoBaTh WM 3aIJIAHUPOBATH Pe3epBHOE KONUpoBaHue cBoux VM Ha cepepe
IBM Spectrum Protect.

* MuunuupoBaTh MOJHOE BOCCTaHOBJIeHUE cBoux VM c cepBepa IBM Spectrum Protect.

* CreHepHupOBaTh OTYETHI O XOJI¢ BBHIIIOJIHEHHUS BAIlINX 3a/1a4, CAMBIX IOCIICTHIX
3aBEPIINBIINXCS COOBITHI, COCTOSTHIUM PE3€PBHBIX KOMUHN W UCIOJIb30BAHUHI
IpOCTpAaHCTBA. DTa HHPOPMAIUS MOXKET IOMOYb BaM MPHU YCTPAHEHUH OIIUOOK,
CBSI3AHHBIX C PE3EPBHBIM KOMUPOBAHUEM.

Coser: MH(DopManus o TOM, KaK BBIIOJHATH 3aIaYH C UCIIOJIb30BaAHUEM I'PAPHISCKOTO
uHTepdeiica vSphere, mpeacTaBiicHa B 3JIEKTPOHHOM CIIpaBKe, YCTAHABIMBACMO BMECTE C
rpadmueckuM nHTepdeticom. llemkanTe o Y3HaTh NoApodHee B JIFOOOM U3 OKOH
rpaduaeckoro nHTepdeiica, YTOOBI OTKPHITH JIEKTPOHHYIO CIPABKY U IOJYIUTH HOMOIIb
0 3aJa9aM.

Inasa 1. Vcranoska u o6HoByenue Data Protection for VMware 3
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TpeboBaHua

IMponyxt I"'padmueckuii untepdeiic Data Protection for VMware vSphere MoxHO
YCTAHOBHTH B JIFOOOH cHCTEMe, OTBEYAIOIIIEi TPEOOBAHMSIM K ONEPALOHHON CHCTEME.
TpeboBanus k pecypcaM rpaduueckoro naTepdeiica vSphere - MUHIMAaJIbHBIE, TAK KaK OH
He 00pabaThIBAET mepeiavyy JaHHBIX BBOIA-BBIBOA.

Coset: YcraHOBKa rpaduueckoro maTepdeiica vSphere Ha cepBepe pe3epBHOTO
KOMUPOBaHUs vStorage - 3T0 HanboJIee pacupoCTpaHeHHas: KOH(DUTypaIysL.

V rpadudeckoro uarepdeiica vSphere 107DKHO OBITH CETEBOE COSAMHEHUE CO CJICTYFOIMMU
CHCTEMaMHU:

* CepBep pe3epBHOr0 KONMUPOBaHUs vStorage
* Cepsep IBM Spectrum Protect
* Cepsep vCenter

Kpome Toro, 0JKHBI OBITH AOCTYIHBI TOPTHI U1 6a3bl JaHHBIX Derby (110 yMoyaHuio
1527) u BeO-cepBepa rpaduueckoro uaTepdeiica (mo ymomuanuro 9081).

KoHdurypauusa

Mo3HO 3aperucTpupoBaTh Ha OJHOM cepBepe vCenter HECKOIbKO I'paduuecKux
uHTepdeiicoB vSphere. [Tpu TakoM crieHapUU COKPAIIAETCS YUCIIO IEHTPOB JAHHBIX (U
pe3epBHBIX KOMUiA NX rocTeit VM), KOTOPhIMH YIpaBJIsieT OAuH I'padudeckuit naTepdeiic
VMware vSphere. [Tocite atororo cepep vCenter MOXeT yIpaBJIsATh IOJAMHOXKECTBOM W3
0011ero Yuciia HeHTPOB JaHHBIX, 3a/IaHHBIX Ha cepBepe vCenter.

Uto06bl 0OHOBUTH yNpaBJiIsieMble LIEHTPHI JaHHBIX, BbiOepuTe Kondurypauus > M3mennts
KOH(pUrypaumo.

[Tpu perucTpanuy HECKOJIBKUX I'padmueckux HHTepdeiicoB vSphere Ha oHOM cepBepe
vCenter TefiCTBYIOT CIIEIyIOIIHE PEKOMEHIAIINN:

* Kaxplil HEHTP JaHHBIX MOXKET YIPABJISATHCS TOJBKO OJTHUM YCTAHOBJIEHHBIM
rpaduueckuM nHTepdeiicom vSphere.

* JI7s kaXx0ro yCTaHOBJIEHHOT 0 rpaduyeckoro untepdeiica vSphere Tpedyercs
yHEKaIbHOE M4 y31a VMCLL

* Hcnosp3oBaHue YHUKAJIbHBIX UMCH Y3JI0B NICPEMEIICHUA JaHHBIX JJIA KaXXI0I'o
YCTAHOBJIEHHOTO Tpaduyueckoro uuTepdeiica vSphere ynpoiaer ynpasieHde y3IaMH.

NMonyuyeHue goctyna K rpapuyecKomy uHtepoency vSphere

Hoctyn k rpadmyeckomy uHTepdeiicy vSphere oCyIecTBIISIETCS CIIEAYIOIIMI METOIaAMU:

* Uepes rpaduueckuii unrepdeiic aBToHoMHOT0 BeO-0pay3epa. J1ocTyl K aTOMy
rpaduueckoMy unTepdeiicy ocymecrsisercs uepes 3axianky URL Ha Beb-cepsepe
rpaduueckoro naTepdeiica, Hampumep:

https://ums_xocta:nopt/TsmVMwareUI/

3Z[€CI) HCIOJIB3YIOTCS CIJICAYIOIIUE o0o3HaYeHUS:

UMA_X0ocTa - M1 CUCTeMBI, Te ycTaHoBJieH [ paduyeckuii untepdeiic Data Protection
for VMware vSphere.

— [opT - HOMEp opTa, 4epe3 KOTOPHIi ToCTyNeH rpaduieckuii maTepdeiic vSphere.
Howmep nopra o ymosraanwuro - 9081.

* Uepes pacmmpernue BeO-kimeHTa vSphere, KoTopoe coeTuHseTcs ¢ BeO-cepBepoM
rpadmaeckoro nHTepdeiica I MOJIyUYeHHs JOCTYIAa K BUPTYaIbHBIM MaIllMHAM B
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xpanmwmiie IBM (oHO Ha3bIBaeTCs paclIipeHreM 3aIUThI JaHHBIX ). CoaepKuMbIM
SIBJISIETCSI TIOJIMHOKECTBO TOTO, YTO MPEJICTABJICHO B IpaduueckoM nHTepdeiice
BeO-Opayzepa.

Ipy ycTaHOBKE MOKHO 3a14Th OJWH UJIM HECKOJIBKO METOLOB JOCTYIIA.
WM KaTanor ycranosky o ymourdasuo - C: \IBM\SpectrumProtect\webserver.

KaraJor ycranoBku 110 ymodanuro - /opt/tivoli/tsm/tdpvmware/common/
webserver.

AreHT BoccTtaHoBneHus IBM Spectrum Protect

Hcnosp3yiite city0y areHTa BOCCTAHOBJICHHUS, YTOOBI CMOHTHUPOBATH JIFOOOM TOM CHUMKA
¢ cepeepa IBM Spectrum Protect.

0630p

J71s IoJTy4eHns JOCTyNa K CHUMKY U3 yJaJICHHON CUCTEMbI MOXXHO HCIIOJIb30BATh
npoTtokoit iSCSI.

LITO6I)I MIPOCMOTPETH CHUMOK Ha JIOKaJIbHOM KOMIIBIOTEPE KJIUEHTA C JOCTYIIOM 'TOJIBKO
JUTs uTeHus', ucnosib3yiite Data Protection for VMware Bepcuu 8.1.4 wym OoJiee paHHeil.

Kpome Toro, areHT BocCTaHOBJICHUS 0OecIieynBaeT KaK (hYHKIIMIO MTHOBEHHOT O
BOCCTAHOBJICHUSI, TAK W 3AIUTY JJIS IPUJIOKEHUH-rocTell. MTHOBEHHOE BOCCTaHOBJICHIE
MTO3BOJISET MCIOJIb3yEMOMY TOMY OCTAaThCsl JOCTYITHBIM, KOT/1a ONEepaIsl BOCCTAHOBJICHHAS
MPOIOJDKaeTCsl B GOHOBOM pPEXUME. 3aIlIUTa MPIJIOKEHIH O3BOJISET MPIIIOKECHUSM,
YCTaHOBJICHHBIM Ha BUPTYaJIbHOM MaImHe-rocte, Hanpumep, Microsoft Exchange Server u
Microsoft SQL Server, 65ITh TOCTYIHBIMH JIS1 3AIUTHI IOCPEACTBOM PE3CPBHOIO
KONUPOBAHUS U BOCCTAHOBJICHUSI.

ATEHT BOCCTaHOBJICHHS] MOXET BBIIIOJHATH CIICTYOIINE 3a/1aY1 U3 yIAJICHHON CUCTEMBI:
* CobpaTb nH(pOPMAIUIO O JAHHBIX, KOTOPbIE MOKHO BOCCTAHOBUTH, HATIPUMED:

— PesepBubie konuu VM.

— CHHMMKH, JOCTYIHBIE JJIs1 PE3€PBHOI KOMUU BUPTYaJIbHONX MAIIIMHBI.

— Pa3zlem)1, JOCTYIIHBIC B KOHKPETHOM CHUMKE.

[Tonpobuyro nHPpOPMAaNUIO 0 KOMaHIaX, HapaMeTpax U KoJax Bo3BpaTa CMOTPHUTE B
pasjelie CpaBOYHMKA MO KOMaHAaM B nyosmkauuu IBM Spectrum Protect for Virtual
Environments: Pykosogcteo noavzosarensn Data Protection for VMware.

Tpe6oBaHua

WIS B Windows rpaduyeckuii mnTepdeiic arenta BoccTaHOBJICHUs 1 MHTepdeiic
KOMaH/HOI CTPOKHM YCTaHABJIMBAIOTCS KaK 4acTh MOJIHOM ycTaHoBku Data Protection for
VMware Wi paclinpeHHON YCTAHOBKH y3JIa ePeMEILeHN s TaHHbIX.

JocTyn K areHTy BOCCTaHOBJIeHUA

WM JocTyn K areHTy BOCCTAHOBIIEHHS MOKHO IOJIyuuTh U3 Mento ITyek: ITyek >
IBM Spectrum Protect > IBM Spectrum Protect for Virtual Environments > Arear
BoccTaHoBJenusi IBM Spectrum Protect
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IBM Spectrum Protect vSphere Client - Moaynb plugin

IBM Spectrum Protect vSphere Client - Moays plugin - 3T0 paciiupeHue BeO-KJIMeHTa
vSphere VMware, koTopoe obecrieunBaeT npecTaBicHne KoMnoHenTa [ paduueckuii
nnTepdeiic Data Protection for VMware vSphere.

0630p

B xommonenTe IBM Spectrum Protect vSphere Client - Moayis plugin ecTh mOAMHOXECTBO
(hyHKIHIA, KOTOPBIE €CTh B MPEACTaBJICHIN Opay3epa Jid koMmnoHeHTa I padpuueckuit
unTepdeiic Data Protection for VMware vSphere, 1 HeKOTOpbIE JOTIOJIHATEIILHBIE (QYHKIIUH.

TpeboBaHue

Uro0Ob! ycTaHOBUTH KoMIOHEHT IBM Spectrum Protect vSphere Client - Moxyis plugin,
HYXXHO IIpH 3aImycke MacTepa koHpurypuposanus IBM Spectrum Protect for Virtual
Environments BoIOpATH CIIEAYIOINE OIMIUN:

* Ha crpanune Ilapamerpsl vCenter B MacTepe KoH(pUrypupoBanus Beioepure OOHOBUTH
PerucTpanuio, YToObl 3apErUCTPUPOBATH MOJTYJIb plug-in B CBSI3aHHOM KOMIIOHEHTE
vCenter.

* Beenute agpec xocTa rpaduyeckoro naTepdeiica, ykaxure nojs3onateis vCenter u
apoJib.

ITo 3aBepiieHnN pabOTHI ¢ MACTEPOM MOJIYJIb plug-in OyneT 3apeructpuposat B vCenter.
I'Ionyl-leHue AoCcTyna K pacluupeHUuro 3alinTbl 4aHHbIX

JlocTyI K 3TOMY pacIIMpeHUIo MOXHO MOJYYUTh U3 BeO-KimeHTa vSphere.

uHTepdenc KomaHaHon ctpoku Data Protection for VMware

unrepdeiic komannHoii crpoku Data Protection for VMware - 370 nosiHOQYHKIMOHAIILHBILI
nHTEepdeiic KOMaHAHOM CTPOKH, YyCTAHOBJICHHBII BMecTe ¢ koMnoHeHToM I paduueckuii
uaTepdeiic Data Protection for VMware vSphere.

0630p

uHTepdeiic komaHaHO# cTpoku Data Protection for VMware M0KHO UCIIOJIb30BATh IS
BBINOJIHEHUS CIIEYIOLIMX 3a/1a4:

* VHUIMUPOBATH YT 3aIJIAHNPOBATH Pe3ePBHOE KONMUPOBaHUE CBOMX VM Ha cepBepe
IBM Spectrum Protect.

* HMHunuupoBaTh MOJHOE BOCCTaHOBIJIeHUE cBouX VM, daiistoB VM mim quckos VM
(VMDK) ¢ cepsepa IBM Spectrum Protect.

* IIpocMmoTpeTs uHbOPMAaLUIO 0 KOH(PUTYparuu 4151 0a3bl JAHHBIX U CPEIBI PE3EPBHOTO
KOIMPOBAHUS.

Xorts I'paduuecknii uatepdeiic Data Protection for VMware vSphere - 310 ocHOBHO#
uHTepQeiic 3amay, naTepdeiic komanaaoi cTpoku Data Protection for VMware
obecrneuynBaeT MOJIC3HbIN BTOPUYHBIN HHTEp(ETic.

Hanpumep, uatepdeiic komanmaaoit ctpoku Data Protection for VMware MoXxHO
WCIOJIb30BATh JIJIS peajiu3aliii MeXaHu3Ma IIAHUPOBAHUS, OTJIMYAIOIIETOCS OT
MeXaHM3Ma, peaiM30BaHHOr0 KOMIOHeHTOM [ padudeckuit uatepgeiic Data Protection for
VMware vSphere. Kpome Toro, uatepdetic komananoit crpoku Data Protection for VMware
MOJIe3€H NPU OLEHKE Pe3yJIbTaTOB AaBTOMATU3ALUH C IOMOLIBIO CLIEHAPUEB.
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MonyyeHue gocTyna K KOMNOHEHTY UHTepdenc KomaHaHON
cTtpoku Data Protection for VMware

[TosyuuTs nOCTYN K KOMIIOHEHTY HHTepdeiic koMmanaHoit ctpoku Data Protection for
VMware MOXHO U3 KOMaHJIHOU CTPOKHU.

[Monpo6uyro nHGpOPMALUIO O JOCTYHHBIX KOMAaHJaX CMOTPHUTE B pa3zesie CIPaBOYHUKA 10
KoMaHaaM B myosmkanuu IBM Spectrum Protect for Virtual Environments: Pykogoncteo
noav3ogareds Data Protection for VMware.

UHTepdeinc BocctaHoBneHusa ¢pamnos IBM Spectrum Protect

OtaesnpHble (aiiIbl MOXKHO BOCCTAHABJIMBATD U3 PE3EPBHOI KONMU BUPTYAJIbHON MaIlIMHBI
VMware.

0630p

HuTepdeiic BoccTaHOBJIEHUS (AKIIOB - 3TO BeO-UHTEPPEiic, B KOTOPOM MOXKHO
BOCCTAHABJIMBATHL OT/IEJIbHBIE (hailyibl U3 pe3epBHON kKo VM. [TpenmMyIiiecTBOM 3TOTO
uHTepdeiica aBIsIeTCs TO, YTO BJIAJIEIBIIB! (GAfijIoB, HPOrPAMM H IUTATPOPM MOTYT
BOCCTAHOBHUTH CBOM COOCTBEHHBIE (pailyibl, HUUEro 3apaHee He 3Hasl 00 onepanusx
pe3epBHOrO KONupoBaHus U BocctaHoBJieHus: IBM Spectrum Protect.

KommoneHT nHTEpdeiica BOCCTAHOBIICHUS (hailJIOB YCTAHABIMBACTCS, KOTIa BBl BRIOMpacTe
OTIIIMIO 3AIUTHI BAIIUX JaHHEIX B cpene vSphere. B MacTepe koHGUTYprpOBaHUS
koMmmnonenTta Data Protection for VMware HYHO BKJIFOYMTH (DYHKIIMIO BOCCTAHOBJICHUSI
(aitnoB, 4TOOBI ATOT HHTEPPEIC CTAJT JOCTYIICH.

NMonyuyeHue goctyna K uHTepdency soccraHosneHusa ¢amnos IBM
Spectrum Protect

UT0OBI NOJIYYUTH TOCTYI K HHTepQelicy BoccTaHOBIICHHS (ailyioB, OTKpoliTe BeO-Opay3ep u
BBeauTe URL, koTOpBIN BaM cooOuI Bamn agMUHUCTpaTop. Hanpumep:

https://hostname:9081/FileRestorell

TOE UMA_XOCTd - 3TO UMsI XOCTa CHCTEMBI, B KOTOPO# ycTaHOBJIeH [ paduueckuit
uHTep(eiic Data Protection for VMware vSphere.

PYHKUMA NepeMeLLeHNA AaHHbIX

OyHKIHS IEpeMeIIeHus JaHHbIX - 3TO IporpaMMHbId komnoneHT Data Protection for
VMware, KOTOpBIii IepeMenaeT Januble B komnoHeHT CepBep IBM Spectrum Protect u u3
HEro.

O630p

B tunmmunoit cpeac VMware CPEACTBO NEPEMECIICHN A JAHHBIX UCIIOJIB3YETCA IJIsA
COXpaHCHUs PE3CPBHBIX Konui BI/IpTyaJILHOfI MalllMHbI Ha Y3JIC HCHTPpAa JaHHBIX.

ITpu ycranoBke Data Protection for VMware ¢yHKIMS epeMeIeHns TaHHbIX BKIIOYAETCS B
ycTaHOBKY. DyHKIMS IepEMELLEHNS TAHHBIX YCTAHABJIMBACTCS B TOU XK€ CUCTEME, IIe
Haxonutcs kommnoneHT [ paduueckuit natepdeiic Data Protection for VMware vSphere u
npyrue komnoHeHnThl Data Protection for VMware.
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Takke MOXHO yCTAHOBUTD (DYHKIUY epeMeleHNsI JAHHBIX B yIaJICHHbIX CHCTEMAX
HE3aBHCHMO OT Ipyrux komrnoneHtos Data Protection for VMware, 4To0BI
HepepacnpeesuTh paboUuyro Harpy3Kky Mo pe3epBHOMY KOIMPOBAHUIO 110 HECKOJILKUM

CucTeéMaM.

Onepanun muddepeHInaAILHOTO Pe3epPBHOTO KOMMPOBAHUS CHUMKOB HE IOJIJICPKUBAFOTCS

B cpenie VMware. 3anycTuth onepanuu 1udhepeHnaibHOro pe3epBHOTO KOMUPOBAHHUS
CHUMKOB (hailIoBO# cucTeMbl, Haxoasieics Ha daiis-cepepe NetApp Ha XOcCTe, I/Ie TAKKe
yCcTaHOBJIeHa (PYHKIHS NepeMelieHns Tanabix Data Protection for VMware, Heb3s.

Hactponka cpeacTs nepemMmeLieHUa AaHHbIX

Nudpopmanuio o mIaHNpOBaHUH, YCTAHOBKE U KOHQUTYPHPOBAHUY CPEACTB IIEPEMEIIICHU ST
JIAHHBIX CMOTPUTE B CJIEAYIOIIEM CIHCKE:

JeiicTBue

Onncanue

OnpeneuTe YUCI0 QyHKIMIA
HepeMeIIeHHsI JAHHBIX, KOTOPBIX
HOTPeOYIOTCS, YTOOBI 3AIUTUTH
Bary cpeny vSphere.

Jist 3ammuTsl cpenbl vSphere MOeT moTpeboBaThCs
HECKOJIbKO (DYHKIHIA IEPeMEIIICHUST TaHHBIX.

YT0oOBI ONpeIeSIUTh YUCIO HEOOXOIMMBIX Y3JIOB
nepeMelICHU s JaHHBIX, CMOTPUTE ITGXHI/I‘{CCKOG 3ame!{aHI/Ie|
DTO TEXHUYECKOE 3aMeYaHUe TAKKe COJICPIKUT
00CyX/IeHHEe UCIIOIb30BAHMS BUPTYAJIbHBIX MAIIIMH WA

(pu3nUecKkuX KOMIBIOTEPOB IS y3JI0B HEPEMELICHNUS TaHHBIX
U 151 pa3MelleHus PyHKIMY nepeMeleHus JaHHbIX.

Vcranosute Data Protection for
VMware.

Yrto0bsl ycTanoBuTh Data Protection for VMware, 3anyctute
nporpammy ycraHoBku Data Protection for VMware u
BbIOepruTe CTaHIAPTHASI yCTAHOBKA B ONICPAIIOHHBIX
cucreMax Windows sm60 Ilosnasi - B onepanyioHHbIX
cuctemax Linux. DTa onuus yCTaHOBKH MO3BOJISIET
YCTAHOBHUTH Bce KOMIOHEHTHI Data Protection for VMware,
BKJIFOYAs CPEJICTBO MEPEMEIICHUS TAHHBIX.

Nudopmanyro o6 ucnosb3oBaHuy ycTaHosinuka Data
Protection for VMware cMoTpuTe B pasjesie Iz‘yCTaHOBK;I
|xommonenToB Data Protection for VMware” na ctp. 23|

T'naBa 1. Ycranoska u o6HoBJieHue Data Protection for VMware
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JleiicTBue

Onncanue

3anmaiiTe cpeacTBa NepeMeleHus
JAHHBIX JUTS Balllell cpembl.

Korna mactep ycranosku Data Protection for VMware
3aBepIINUT paboTy, OTKPOETCSI MacTep KOHGUTYpHUPOBAHNUS
kommoneHTa [ paduueckuit uaTepdeiic Data Protection for
VMware vSphere, 4ToOBI BB CMOTJIM HACTPOUTD
B3aumoieicTBus ¢ komnonenToM Cepep IBM Spectrum
Protect.

Ha crpanune V3:bl nepemellieHus: JAHHBIX B MacTepe
KOH(MUTypHPOBAHUS 3a/1aiiTe HHPOPMAINIO AJIS JIOKAIbHON
(yHKIUY IepeMeleHns] JAHHbIX U IJIs BCeX YAaJICHHbIX
(GyHKLMIT TepeMelleHns JaHHbIX, KOTOPbIe Bbl YCTAHOBUTE B
OTJEJIbHBIX CUCTEMAX.

Ecu BB IPOM3BOAKTE YCTAHOBKY B ONMEPALMOHHON CUCTEME
Windows u Beioupaete Co3aaTh ClIyk0bL, KOT1a 3a7acTe
(DyHKIMIO IEpeMeIIeHHs TaHHbIX, HHpOpMAaIHs O
KOH(pUTrypauu GyHKIUN HepeMeIeHus TaHHBIX COXPaHsIeTCs
B (haiijie oMM B CICAYIOIEM PACIIOIOKCHIH:

C:\Program Files\Tivoli\TSM\baclient\

Kpome Toro, KOHGUTypUPYIOTCS CITY)KOBI, KOTOPbIC
TpeOyroTCst U1 (QYHKIUN NePEMEIeHNS JaHHBIX.

Ecyu BBl ycTaHOBUTE QYHKIUIO IEPEMEIIICHNS JAHHBIX B
ONEPaIMOHHOM crcTeMe Linux With B OEpallnOHHOM CHCTEME
Windows, He BbiOupas oniuio Co3aaTh ci1y:KO0bI Ipu
KOH(UTypUPOBAHNH, BbI JOJDKHBI OYETe BBIIOJHUTH LIATH B
asene[*HacTpoiika y3/10B nepeMeleH s JaHHbIX d

OMOILIBEO IPaduueckoro HOJIb30BATENbCKOr0 HHTEpeiical

Moyis plug-in vSphere” Ha ctp. 93| uT06bI co3nath haiin

OMNIMI U CKOHGHUTYPUPOBATH HEOOXOIUMBIE CITyXKOBI.

VYcranoBuTe n CKOHQUTYpUPYHTE
JOTIOJTHUTEIbHBIE (DYHKITHS
HepeMeleHUs TaHHbIX B YAaJIeHHbIX
cUCTeMax. ecJId IoTpedyeTcs.

YUToOB! YCTAHOBUTD CPE/ICTBO MEPEMEIIICHHU S JAHHBIX B
YIAJIEHHOH CHCTeMe, 3aIyCTUTE IporpaMmy ycTaHoBku Data
Protection for VMware i BBIIIOJHUTE OJTHO U3 CJIEAYFOLINX
NEHCTBUIA:

B oneparnuonnbix cuctemax Windows BeiOepuTe B MacTepe
koH(purypuposanusi Pacunipennasi yctanoBka > Y CTaHOBHTH
TOJILKO (YHKIHIO NepeMelleHusl TAHHbIX.

B omepanmonnbx cuctemax Linux Beibepute B MacTepe
koHpurypuposanus Iloib3oBarenbckas B criucke HaGop
YCTaHOBKH. Y 0eUTech, YTO BbIOpaHa onuus Y3en
nepemenienus Aanubix Data Protection for VMware. Ota
OMIHS BBIOPAHA MO0 YMOJTIAHHIO.

ITo 3aBepieHNN YCTAHOBKH BBIOJIHITE HHCTPYKIAU B
asgere [‘HacTpoiika y37I0B epeMeleH s TAHHbIX |

IOMOIIIBIO IPaduueckoro HOIb30BATEIbCKOr0 HHTEpeiical

Moyist plug-in vSphere” ma ctp. 93| uT06bI HACTPOUTH

(1)yHKL[I/II/I NEPEMCUICHU S JaHHBIX B YAAJICHHBIX CUCTEMAX.
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NnaHupoBaHue yctaHoBKu Data Protection for VMware

Data Protection for VMware ycTpaHsieT BIUSHIE BBIIIOJIHEHIS Pe3€PBHOTO KONMUPOBAHUS Ha
VM, BeIrpykas pabouyro Harpy3ky ¢ xocra Ha ocnoBe VMware ESX mwm ESXi Ha cepsep
pe3epBHOrO KonupoBaHus vtorage.

Data Protection for VMware paboTaeT co BCTPOSHHBIM CPEICTBOM HEePEMEIIICHUS TAHHBIX
JUTSL BBITIOJTHEHH S TTOJTHOTO PE3ePBHOI0 KOMMPOBaHUs Bcerga MHKpeMeHTHOE U
MHKPEMEHTHOTO Pe3epBHOTO KonmmpoBaHus Beerma nakpemernTHoe VM. V3en nepemenieHns
JIAHHBIX "TepeMeraeT” maHHbe Ha cepBep IBM Spectrum Protect miist xpaneHus u 1is
MTOCJIETYFOIIETO BOCCTAHOBJIEHNUS HA ypoBHE 00paza VM. MrHOBeHHOE BOCCTAHOBJICHUE
JIOCTYITHO HA YPOBHE JUCKOBOTO TOMAa U Ha YpOBHE NOJHON VM.

Coser: CpeacTBo nepeMeIeHus JAHHBIX - 3TO OTACJIbHO JIMIEH3UPYEMbIif KOMIIOHEHT,
COJIEPKAIUM CBOM COOCTBEHHBIC MOJIb30BATENILCKUE UHTEP(HEHCHI U JOKYMEHTAIHFO.
3HaKOMCTBO C 3TUM MPOAYKTOM U C TOKYMEHTAIMel K HeMy He0OX0IUMO, YTOOBI
[IPaBUJILHO HHTETPUPOBATH IIOJIHBIN IIAH 3aIUTH BUPTYaIbHBEIX MalnrH ¢ Data Protection
for VMware. Data Protection for VMware 1t 64-pa3psiiaoit cucteMsl Windows coiepKuT
(YHKIUFO IEPEMEIIICHHS TaHHBIX.

,quO)'I'(HaFl KapTa YCTaAaHOBKM

B crienyrolneii Tabune ykasaHo, Kakue IIard Hy>KHO BBIOJHUTD JIS1 YCIEIIHOT O
3aBepUICHHs] IPOIIeCca YCTAHOBKH.

Tabnuua 2. 3anaym no ycTaHoBKe A/1F HOBbIX UMW CYLLECTBYroLMX 3aKazdmkos Data
Protection for VMware

Hlar

3amaua

Haunure 31ech

[[IpoBeputs TpeGoBanus x cucteme]

Vo6enutech cuctema, B KOTOpoit Oyaet
ycTaHoBJIeH mpoaykT Data Protection for
VMware, COOTBETCTBYeT TPeOOBaHUSIM K
cucTeMe.

[TpoBepHTH TPEGOBAHMS K PA3pELICHHsIM|

nonwoameneﬁl

W36eraiiTe mOTEeHIMATIBLHBIX OLMINOOK
YCTaHOBKH WUJIU 3aJIEPXKEK, UCIOJIb3Y S
HY’>XHbIE YPOBHU pa3pelieHuit
MOJIb30BaTEJICH.

[TpoBepsiiiTe JOCTYIHOCTD HY)KHBIX TOPTOB|
o3|

IpenoTBpaniaiiTe OMUOKU UK 3AEPIKKH
YCTAHOBKH, OTKPBIBAsI HY)KHbIE IIOPTHI CBSI3U
JI0 IOIBITKM YCTAHOBUTL KOMIIOHEHT Data
Protection for VMware.

Vcranosute Data Protection for VMware:

* |Ycranoska Data Protection for VMware]
IIpH HOMOIIH MACTepa YCTAHOBKH|

* [“Ycranoska kommosenTos Datal
Protection for VMware B pexunme 6e3
BBIBOIA cOOOIIEHNMIT” Ha cTp. 28]

OounosuTte Data Protection for VMware:

[O6H0BUTH Data Protection for VMware]

B kaxxoM makeTe yCTAaHOBKH €CThb (aili
JIMIEH3UPOBAHUS IJIS TOJIb30BATEIIS
(EULA). Ecin BBI He IpHHUMAETE 3TOT
Gbaiin, To ycTaHOBKA ITpeKpallaeTcs.
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Tabmuua 2. 3apaqm ro ycTaHOBKE AJ1A HOBbLIX MM CyLLECTBYIOLMX 3aKka3umukos Data
Protection for VMware (npoaomxexune)

Mlar

3amgaua

Haunure 31ech

“Kondurypuposasue HOBOH yCTAHOBKH|

ipr oMoy Mactepa” Ha crp. 41

Ecyu BBl cobupaeTecs 00HOBUTH Data
Protection for VMware B 3aBUCHIMOCTH OT
YCTaHOBJICHHBIX KOMIOHEHTOB, MOXET
noTpeOoBaThLCs OOJIbIIE 3a/1a4 110
koH(purypuposanuro. CMOTpPHUTE pa3/esibl
1o KoHQUrypauuu B myosmkanuu /BM
Spectrum Protect for Virtual Environments:
Data Protection for VMware: Pykosoacteo
10.163064Tes, YTOOBI y3HATH 00 3TOM
noapoOHee.

Vcnomnb3yiiTe MacTep KOHGUTYpUPOBAHUS
JUISl HEPBOHAYAJILHOTO KOH(QHUTYPUPOBAHHSI.
B 3aBHCHMOCTH OT YCTaHOBJICHHBIX
(yHKIMH MOXET MOTpedOBAThCS OOJIbIIE
3a/1a4 10 KOHQUIypUPOBAHUIO, YEM OIUCAHO
B 3TOM pasiele.

COBCTZ I’ITO6I)I IIOMOYb CINIAHUPOBATH KOJIUYCCTBO MPOKCU-XOCTOB, HCO6XO):[I/IMI)IX JJIs1
KOHKPETHOH Cpe/ibl pe3epBHOTO KomupoBaHusi koMnoHnenTa Data Protection for VMware, B
pukuneauu IBM Spectrum Protect ecTb ciieayromas nyOamkanmsi:

TTommarosoe PYKOBOACTBO I10 OIIPEACJICHUIO pa3MEpa CEPBEPA PE3CPBHOI'O KOHI/IpOBaHI/Iﬂl

(mpoxcn) vStorage]

OTta mybymkanus oCTymHa B pa3feste npoaykta IBM Spectrum Protect for Virtual
Environments.

CueHapum yCTaHOBKMU

ITepen ycranoskoii Data Protection for VMware BbiOepuTe clieHapuii, KOTOPBIN JIydIlie
BCEro OTBEYAET BAIIMM OU3HEC-OTPEOHOCTSM.

Data Protection for VMware u cpeICTBO IepeMeIlleHHsI TAHHBIX MOXXHO YCTAHOBUTH C
HCIIOJIb30BaHUEM TI'padprIecKoro HHTepdeiica Wi pexnma 6e3 BBIBOIa COOOIIICHIA:

* [“YcranoBka kommonentoB Data Protection for VMware npu moMomu Mactepal

cTaHoBKK” Ha cTp. 24|

* |“VcranoBka komnoHeHTOB Data Protection for VMware B pexume 6e3 BLIBOJIaI

COOOLIIEH NIt

a9

Ha cTp. 28|

Crucok GYHKIUN 1 KOMIIOHEHTOB, JIOCTYIHBIX IS IIaTHOPMBI, CMOTPUTE B pasjiesic

|“YCTaHaBJIHBaeMbIe KOMIOHEHTHI” Ha CTP. II

Tabmmuya 3. CueHapun yCTaHOBKU

Homep cuenapus

Onncanue

322]3'*“/[, KOTOPbIC HYKHO BbIIIOJIHUTH

Hcnomnb3yiite aTOT
cLieHapuii 11 HOBOM
YCTaHOBKH, KOT 14 BB
XOTHTE ycTaHOBUTH Data
Protection for VMware u
CPENCTBO IEepPEMEIICHUS
JTAHHBIX B OJTHOM M TOH ke
CUCTEME.

I MoxHo Henosb30BaTh mporpamMmy
ycTaHoOBKY KomiuiekTa (Suite Installer) B pexxume
rpaduyeckoro nnTepdeiica uim B pexxume 6e3
BBIBO/Ia COOOIIIEHUIA.

MO>HO UCIIOJIb30BATH
InstallAnywhere B pexxunme rpaduaeckoro
uHTepdeiica WK B pexxume 6e3 BbIBOIA
cooO1eHnit.
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Tabmuuya 3. CueHapun yCcTaHOBKU (MPOAO/IKEHNE)

Howmep cuenapus

Onncanue

33[[3‘!“, KOTOPbIC HY’KHO BBINIOJIHUTH

Ucnosnb3yiite aTOT
CIIEHAPHIA, €CJIM BBl XOTUTE
YCTaHOBHUTH CPECTBO
MepeMEIICHUs JTaHHBIX
(mpoxcu-cepBep
MOHTHPOBAHMSI), ATCHT
BOCCTAHOBJICHUS U
HEOOXOAMMBbIEC AKEThI
MOJICPXKKH B ITOM CUCTEME.

ITEETEN MoxHO BBIIONHATS PACIIIPEHHYIO
YCTAHOBKY, HCIIOJIB3YsI IPOTPAMMY YCTAaHOBKHA
KOMMILIEKTA.

Teneps cpeicTBO nepeMelleHus

JAHHBIX YCTAHABJIMBACTCS BMECTE C KOMIIOHECHTOM

Data Protection for VMware.

TpeboBaHuA K cucteme

UTo0BI peasm3oBaTh KoMnoHeHTh Data Protection for VMware, cuctema nosnkaa
YIOBJIETBOPSITH COOTBETCTBYIOIIUM TPEOOBAHUSAM K CHCTEME.

TpeboBaHuA K NporpammMHOMY o6ecrneyeHuro

CaeneHust 0 TpeOOBAHUSX K MPOrPAMMHOMY OOECIICUSHHIO U K OTIEPAllMOHHOM cCUCTeMe

MOTYT U3MEHSIThCS CO BpeMeHeM. Tekyiue TpeOoBaHUs K IPOrpaMMHOMY OOECTIEUEHUTIO

cmotpuTe Btechnote 1505139]

Tp660BaHMH K annapaTtHbIM cpeAcTBaMm

Tpe6OBaHI/IH K anmmapaTHOMY 00€eCIIeYeHUIO 3aBHUCST OT CJICAYOIIUX ITapaMETPOB:

* Uuco 3aluIIeHHbIX CEPBEPOB

* Umcnio 3aIIuAmeHHbIX TOMOB

* Pasmepnl Ha6OPOB TAHHBIX

* Bo3MOXHOCTH COEANHEHNI B JIOKAJILHOU ceTh U B ceTu SAN

HpnMeanne: AIrCHT BOCCTAHOBJICHUSA HE MOJACPKUBACT OIICPALIUUN B CPEAC oe3
HCIOJIb30BaHUs JIOKAJIBHOM ceT/

B crieyrorieit Tabimiie onucaHbl TpeOOBAHUS K ANNAPATHOMY OOECIeUSHUEO JIJTs
ycranoBku Data Protection for VMware.

Tabnnua 4. TpebosaHud K annapatHoMy obecneyennto ana Data Protection for VMware.

Komnonent MunumaJjibHbie TpeOOBaHus IIpenoyrure1bHO
Cucrema ITpoueccop IntelPentium D 3 Henpumenumo
GHz Dual Core niu
COBMECTUMBII ¢ HUM
IMamsatb 2 I'b onepaTuBHOI naMsTH, 2 Henpumenumo
I'b BUpTyaJIbHOTO aApECHOTO
POCTPAHCTBA
CBoboanoe mecto Ha xxecTkoM | 200 MB miig manku 'Documents |2 I'B
JIMCKE and Settings'
CeTteBas kapTa 1 ceTeBas kapta - 100 Mowut/c | 1 cereBas kaprta - 1 ['6ut/c

ITpumeuanne: B 3aBUCMMOCTHU OT 4KCJIA apaJUIEIbHBIX IPOLECCOB ISl PE3EPBHOIO
KOIMPOBAHUS BUPTYAJIbHBIX MAIINH HOTPEOYETCS 3HAUUTEIIbHBIN O0BEM NAMSTH.
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TpeboBanust K HAMSITH MOXHO YBEJIMYUTh [0 OTHOIICHNUIO K Komauae dsmc backup vm; ux
MO>KHO BBIYHCIIUTD MO CIIEAYIOIIeH hopMmyJie:

Heobxopumas namatbe = (DiskSize / MBLKSize) * ReadBufferSize * VMMAXPARALLEL

3/1ech UCTIOJIB3YIOTCS CIICAYIOIMNE 0003HAUCHNS
* DiskSize - 310 pazmep rocTeBOro nIucka, KOTOPHIH ceiivac 00pabaThiBaeTCs;

* MBLKSize - 3T0 pazmep meradsoka. OH paseH 128 Mb mitst muckoB, 00beMOM MeHee 2
Th, u paBen 1 I'b misa quckos, oobeMom Goiee 2 TH.

* ReadBufferSize - ato pasmep BHyTpeHHero 6ydepa IBM Spectrum Protect,
UCIIOJIb3YOIIETOCs Ik cooTBeTCcTBUS nHpopmanuu MBLK. Pa3zmep 6ydepa paBen 256
KB.

* VMMAXPARALLEL - 5T0 MakcuMaJIbHOE YUCJIO BUPTYAJIbHBIX MAIUH, PE3€PBHOE
KOIMMPOBAaHUE KOTOPBHIX MOHO BBIIIOJHUTH OJHOBPEMEHHO B JIFOOOI MOMEHT C
UCIIOJIb30BAHUEM OJHOTO MpPOoIecca Pe3epPBHOTO KOMUPOBAHUS.

Hanpumep, 4To0bI co3/1aTh pe3epBHbIe konuu 10 rocteif, Ha KaX/I0M U3 KOTOPBIX €CTh
nucku 1o 40 I'b u xotopeie pabortaroT B pexkume VMMAXPARALLEL 2 ¢ ogaum
HPOIIECCOM ONEpAIMU PE3ePBHOTO KOMMPOBAHHUS, TOTPEOyeTCs:

* DiskSize=40T1B =41943040 KB;
* MBLKSize =128 Mb = 131072 KB;
* ReadBufferSize =256 Kb;

e VMMAXPARALLEL = 2.

HeobxopmMaa namaTe = (41943040 / 131072) * 256 Kb + 2 = 163840 Kb = 160 Mb.

IIpumeuanue: YToOBI CO3IAaTh pe3epBHBIE KOIMHU TOTO K€ YHCIIa TOCTeH C
'VMMAXPARALLEL 2' B aTH napauiefIbHBIX TPOIeccax ONepanuu pe3epBHOTO
KOIMPOBaHUs, NOTPeO0BAIOCH ObI (MAKCUMYM) B IISITh pa3 0oJIbIle NAMSTH, YEM B
IpeablayleM npumepe, To ects, 800 Mb.

JLJ11 KOMITOHEHTA areHT BOCCTaHOBJIeHHs B Linux Tpebyercs mpokcu-xocT Windows. Ha
3TOM IpoKcu-xocTe Windows TOJDKeH OBITh YCTAaHOBJICH areHT BOCCTAHOBIICHUS.

Orpanndenne: B otHOmennn VMDK VMware, 3a71eiiCTBOBAaHHBIX B ONIEpAIH PE3EPBHOTO
KONMMPOBAaHUS, IPUMCHAIOTCA CJICAYIOIINUC OTPAHUYCHUSA:

* B pexxnMe HHKPEMEHTHOTO Pe3epBHOTO KOMUPOBAHUS Beeria MHKpeMEeHTHOE KaXKIbIi
otaenbHbIit VMDK, yuacTByroIImii B onepaniy pe3epBHOTO KOMUPOBAHUS, HE TOJDKEH
conepxathb 6osee 8 Th. Ecmm VMDK mnpesbiaet 8 Th, onepanus pe3epBHOTO
KOMMMPOBAHUS 3aBepIInTCs Heyaauno. UToObl yBemmunTh pazmep VMDK 1o pasmepa,
npesbimaroriero 2 Th no ymosuanuio, 3aaiiTe MaKCUMAJIbHBIN pa3Mep ¢ IOMOIIBIO
omuu vmmaxvirtualdisks. UToObl HOJIyYUTh TONOJHUTEIBHYEO HH(DOPMAIIHIO, UIITUTE
vmmaxvirtualdisks B8 IBM Knowledge Center.

* B pexmnMe OJIHOTO pe3epBHOTO KONUPOBaHNUs Beera HHKPEMEHTHOE KaXK bl
otnenbHbll VMDK, yuyacTByroluii B onepalnuu pe3epBHOIO KONMPOBAHUS, HE 1OJIKEH
coaepxath 6osiee 2 Th. Ecim VMDK npessimaer 2 TH, onepanus pesepBHOTO
KOIMPOBAHUS 3aBEPILIUTCS HEYJAYHO.

Yto0bl HE TONYCTUTH OLIUOKU IpU paboTe B JIFOOOM PEXUME PE3EPBHOTO KOMUPOBAHUS,
MO’HO IponycTuTh 00padbotky VMDK, 3amas vmskipmaxvirtualdisks yes B ¢aiise
ONnuii mepeMeleHns JaHHbIX. JlOMOTHUTEIbHBIE CBEICHNSI CMOTPHTE B pa3/iee
[Vmskipmaxvirtualdisks}
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TpeboBaHuA K BoccTaHOBNEeHUIo ¢pannos

INepen BoccTanoBIIeHNEM (HaiiJIOB MCHOJIb30BAHIEM HHTepdeiica BocCTaHOBIIEHUS (aitio
IBM Spectrum Protect yoennTech, 9T0 Baia cpefja COOTBETCTBYEeT MIHUMAJIbHBIM
TpeOOBaHUSIM.

YToO6bI BKJIFOUYUTH (DYHKIUIO BOCCTAHOBJICHUS (paityios, mpoaykT Data Protection for
VMware 10oJoKeH ObITh yeTaHOBJIEH B cucteMe Windows.

Tpe6boBaHuA K BUPTyanbHbIM MaluMHam VMware

[MpuBeneHHbIC HIDKE TPeOOBAHMS KACAFOTCS BUPTYAJIbHBIX MalmmH VMware, KOTOpbIe
comepxat (aifyibl, moasIexarIye BOCCTAaHOBIICHATO:

. WIS Ha BupTyasibHOM MalliHe JOJKeH ObITh YCTAHOBJIEH HHCTPYMEHT
VMware Tools.

. WIS BupTyaibHas MALIMHA BO BPeMs OHEPALMH BOCCTAHOBIICHHS
GbaiinoB 10DKHA paboTATh.

o WM BupryanbHas MallMHA JOJDKHA IPUHAJIIEXATL K TOMY Xke 1oMeny Windows,
YTO M CHCTEMA TIePEMelIeHNs JAHHbIX.

o WITEEN Tpu ynaizennn BUpTyaibHON MarmmuHbl 03 gomena Windows u ee
IIOCJIEAYIOIIEM BOCCTAHOBJICHUH BUPTYyaJIbHAsI MAIIMHA JOJDKHA 3aHOBO OOBEINHHUTHCS C
JIOMEHOM, YTOOBI TapaHTUPOBATH B3aUMOCBS3b JOBEPUTEIHHBIX OTHOLICHUN C JOMEHOM.
He nbITaliTech BocCTaHABINBATH (Dailyibl ¢ BUPTYaJIbHOM MaIlIMHBL, IOKa He OyneT
BOCCTAHOBJIEHA B3aMMOCBS3b JOBEPUS C JOMEHOM.

o WA Ecau nosis3oBaTeltb He SBJSETCS BiajesbleM (aiiia, KOTOphIi HyKHO
BOCCTaHOBHTH, mostHOMOure Microsoft Windows BoccTaHoBneHve aiinos u KaTanoros
HYXHO HA3HAYHUTD MOJIb30BATEIIO 3TOM BUPTYaIbHON MAIIIUHBI.

. Jlu1s1 BUPTyaJIbHOM MaIIHBI TPEOYETCS JIOKAIbHAS Ay TEHTA(DUKAIS
noJib3oBaTess. AyreHTudukanus yepe3 gomeH Windows, Lightweight Directory Access
Protocol (LDAP), Kerberos uiu gpyrue MeTOIbI CETEBOM ayTeHTU(UKALINY, HETOCTYIIHA.

. B onepamuonnoii cucteme Red Hat Enterprise Linux 6 onmus
ChallengeResponseAuthentication B daiisie kondpurypanuun nemona sshd
(/etc/ssh/sshd_config) nomkna 3amaBats 3Hauenne YES wim noyokaa GbITh
3aKOMMEHTHUpOBaHa. Hanpumep, NeCTBUTENLHBIM SBIIAETCS JFOOOM U3 CIIEMYOIIHX
OTEPATOPOB:

ChallengeResponseAuthentication yes
#ChallengeResponseAuthentication no

IToce n3MeHeHUs 3TON ONIMHU epe3anycTuTe 1eMoH sshd.
HGOGXOHMMbIe ycnoBud nepemMmewieHUA AaHHbIX

HCTeMa MepeMeleHUs JaHHBIX TBETCTBYET ONPEACICHHOM JICTBY IIEpEMEIIICHHS
CucreMa nepemelie a COOTBETCTBYET ONPECIICHHOMY CPEIC epeMelre
JIAHHBIX, KOTOPBIE "lepeMeliatoT JaHHbIE" U3 OJIHON CUCTEMBI B APYTYIO.

PN Cucrema nepeMellieHusl JAHHBIX JOJIKHA IPUHAJIEKATH K TOMY XKe JOMEHY
Windows, 4To 1 BUpTyaJibHasl MallliHA, HA KOTOPO# coziepkaTcs (paitiibl, moajexaniue
BOCCTAHOBJICHHIO.

Tpe6osa|-|m-| K MPOKCU MOHTUPOBaHUA

Cucrema IIPOKCU MOHTUPOBAaHUA NPEACTABIISACT coboii CUCTEMY IIPOKCHU Linux nm
Wil’ldOWS, KOTOpasd NoJIyda€T JOCTYII K CMOHTUPOBAHHBIM JUCKaAM BHpTyaJ’IBHOﬁ MallnuHbI
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yepe3 coenuuenue iISCSI. DTa cuctema mo3BoJIsET CAeNIaTh (ailIOBblE CUCTEMBI Ha
CMOHTHUPOBAHHBIX JUCKAX BUPTYAJIbHBIX MAIlIMH JOCTYIIHBIMHA B BUZAC TOYCK MOHTUPOBAHUA
B HHTep(eiice BoccTaHOBJIEHUS (ailyioB.

B onepanuoHHoii cucteMe Linux ecTh 1EMOH, KOTOPBIi aKTUBUPYET IPYIILY
TOMOB MeHekepa Jiornueckux TomoB (Logical Volume Manager, LVM), korna 3tu rpymmnsl
CTAHOBSTCS JOCTYNHBI cucTeMe. HacTpoiite 3TOT 1eMOH B cucTeMe IPOKCH MOHTHPOBAHUS
Linux, Tak 4To0b!I 3TU rpynmsl ToMoB LVM He akTHBHPOBAJIUCh, KOTJIa OHU CTAHOBSITCS
JoctynHbl cucreme. [ToapoOHyro nHPOpPMAIHMIO O TOM, KaK HACTPOUTH 3TOT JIEMOH,
CMOTpPHTE B COOTBETCTBYIOLIEH ToKkyMeHTanuu Linux.

NI Cuctema npokcu MoHTHpOoBaHuS Windows 1 cicTeMa npoKcH
MOHTHPOBaHHs LinuX J0JHKHBI HAXOAUTHCS B OJHOIN M TOM e MOJICETH.

TpeboBaHua K yueTHOM 3anucu gomeHa Microsoft Windows

B oTHOmICHNN yueTHBIX 3amuceit JomeHa Windows MeifiCTBYIOT CieayroIre TpeOOBaHMS:

o WIITETEN 115 mostydeHus A0OCTyNa K cETEBOMY COBMECTHO MCIOJIb3YEMOMY Pecypey
TpeOyroTCs yYeTHBIC JaHHbIC aIMUHUCTpaTOpa foMeHa Windows. A IMUHHUCTPATOP
BBOJIUT 3TH yYETHBIC JaHHBIC B MacTepe KOHYUTYpAIIMU WA OJIOKHOTE KOMIIOHCHTA
IMpaduueckuit uatepdeiic Data Protection for VMware vSphere, 4TOObI BKJIFOUYUTD B
cpezie olnepaly BOCCTAHOBJICHUS (haiijIoB.

o WM Bnaneser ¢aiino modydaeT JOCTYI K YAAJIEHHOH BUPTyalbHOI MainuHe (Tie
conepxkaTcs paitiibl, KOTOPBIE HY)KHO BOCCTAHOBHTD ), HCIOJIb3Ys YICTHBIC TaHHBIC
nmoJib3oBaTess foMeHa Windows. DTH yueTHbIe JaHHBIE BBOASTCS B HHTEpQEiic
BOCCTAHOBJICHUS (HaiJIOB IMPU BXO/JIE B CUCTEMY. YUeTHBIEC TAHHBIE MTOJIL30BATES TOMEHA
MO3BOJISIIOT MPOBEPUTH, ECTh JIU Y BIIaJlesblia (haitia pa3perienne Ha BXOI B CHCTEMY
yAaJleHHOW BUPTYaJIbHON MAIlIMHBI U HA BOCCTAHOBJICHHE (haliJIOB HA yIaJIeHHON
BUPTYyaJIbHON MaluHe. JIJIs 3TUX YYeTHBIX JaHHBIX HE TPeOyeTCs HUKAKUX CIeIHaIbHbIX
MOJIHOMOYH.

o MW Ecnu iajenen dailia HCMONb3yeT yYETHYO 3aMUCh MOJIb30BATENs JOMEHA
Windows, 11st KOTOpPOit OrpaHMYEH JOCTYI K TEM MJIM HHBIM KOMIBIOTEPaM (BMECTO
JIOCTyIIa KO BCEM KOMIIBIOTEPAM B IOMEHE), yOeIUTECh, YTO CHCTEMA MTPOKCH
MOHTHUPOBAHUS BKJIIOYEHA B CIIUCOK KOMIIBIOTEPOB, KOTOPBIE JOCTYIHBI AJIs1 3TOM
YYETHOM 3aITICH MOJIb30BATENS IOMEHA. B IpoTUBHOM city4ae Biazesen ¢daiiiaa He
CMOXeET BOWTH B HHTepdENc BOCCTAHOBIICHUS (ailioB.

H906XOAMMbIe ycnosufa ANA NeHTOYHbIX yCTpOI;lCTB

Boccranosienue (baﬁHOB C JICHTOYHOI'O HOCUTECJIA HE NOJACPKHUBACTCH. Boccranopienue
(baﬁHOB 13 JUCKOBOI'O XpaHUJIMIIA ABJIACTCS NPEANIOYTUTCIIBHBIM MCTOIOM.

HEO6XOIIVIMbIe pa3peLlieHnd Ha YCTaHOBKY
[Tpexne yem mpUCTYNaTh K yCTAHOBKE, yOenuTech, 4To y Bamiero ID nosp3oBaTests ecTh
HEOOXOIMMBIN YPOBEHb pa3pelleHuit.

06 aToi 3apaye

Tabnuua 5. PaspelueHuns nosb308atesisd, Heo6XoAnMbie 418 yCTAHOBKN U KOHPUIYpUpOBaHNUA
komnoHeHTa Data Protection for VMware

Cucrema Heo0xoaumoe paspeluenue
Windows AMUHECTpATOP
Linux Root
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Tabmuua 5. Pa3pelueHns nonb30Batesisa, HeOOX0AUMbIE AJA YCTaHOBKU U KOHYUIYPpUPOBaHNSA
komnoHeHTa Data Protection for VMware (npoaomxexue)

Cucrema Heo0xoaumoe pa3pernenne

[TorHOMOuUMS aIMUHUCTpATOPA

Posn cepepa vCenter TpeOyIOTCS CJIeAYIOLIUE TOJTHOMOYHMS:
Pacimpenue > 3aperncTpupoBaTh paciupenue,
JeperucrpupoBath pacumpenne, OOHOBHTL pacumpenne. DTy
HOBYIO POJIb HY’)KHO IPUMEHHUTH K 00beKkTy vCenter B
uepapxuu ceppepa VMware vCenter miis1 ID nosb3oBaTess,
YKa3aHHOTO IIPU YCTaHOBKE.

Cepsep vCenter

Cepsep IBM Spectrum Protect JlocTyn aqgMUHACTpaTOpa
Orpannuenne: CepBep JOJDKEH (IToymHOMOUHns1 CucTeMa nyn HeorpaHMueHHbIi poMeH
OBITh 3aIyIICH. NOSIUTUKMK)

Heobxoaumebie nopTbl CBA3U
CMOTpUTE CIUCOK MOPTOB CBSI3U, KOTOPBIE TOJDKHBI OBITH OTKPBITHI HA OpaHAMay3pe Mpu
ycraHoBKe komnoneHTa Data Protection for VMware.

ITopTsl, ykazanHbIE B TAOJMIE, OTPAXKAIOT CTAHAAPTHYIO YCTaHOBKY. CTaHnapTHas
YCTAHOBKA COCTOMT U3 CJIEAYIOIIMNX KOMIIOHEHTOB B OJIHOM 1 TOii e cucreme Windows:

* Cepsep rpadpuueckoro narepdeiica Data Protection for VMware
* CepBep Pe3epBHOIO KOMMPOBaHUs VStorage (CpeACTBO NePEeMEIIICHNS TAHHBIX )
* IIpoxcu monTHpoBanus Windows

* HHTepdeiic BocctanoBeHNs daitnoB IBM Spectrum Protect
Ecnm ncnonp3yeTcs HecTaHAAPTHAS YCTAHOBKA, MOXKET OTPeOOBATHCS OOJIBIIE TOPTOB.

Orpannyenne: [Tpoxcn MmoHTHpoBaHug Windows U mpokcu MOHTUpOBaHus Linux JOJDKHBI
OBITH B OJTHOM U TOM e MOJCETH.

Tabnmua 6. Heobxoanmeie noptel cBA3W. B aToii Tabnmue ykasaHbl NOPTbI, AOCTYN K KOTOPbIM
nonyyaet komnoHeHT Data Protection for VMware.

IMopt TCP Wuunmmarop: Mcxoasimii (¢ xocra) Ha3sunauenue: Bxoasimmii (Ha xocT)
443 CepBep pe3epBHOI'0 KOIMUPOBAHUS Cepgep vCenter (3aIIUIICHHBIIHA
vStorage HTTP)
443 Cepgep ['paduueckuit untepdeiic Data Cepsep vCenter

Protection for VMware vSphere

443 ITpoxcu mouTupoBanust Windows Cepsep vCenter

DTOT napaMeTp
TpebyeTtcs,
TOJIBKO €CJIN
CPeZICTBO
MepeMeILeHUs
JTAHHBIX
MPEeCTaBIISIET
c000ii cuctemMy
Linux.

443 CepBep pe3epBHOIO KOINUPOBAHUS KonTpotep cityx6 miathopMbl
vStorage

443 Cepgep ['paduieckuit untepdeiic Data KonTtposutep ciayx6 miathopmbl
Protection for VMware vSphere
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Tabnuua 6. Heobxoanmeie nopTsl cBA3N (npoaomKenune). B atoit Tabnuue yKasaHbl NopThl,
AOCTyN K KOTOpbIM nony4yaeT komnoHeHT Data Protection for VMware.

IIopt TCP

WNuummarop: Mexoasumii (¢ xocra)

Ha3znauenne: Bxoasimii (Ha xocT)

443

[Tpoxcu MmouTupoBauus Windows

KonTposep ciyx6 miatdopmsl

902

443

Cepsep vCenter

Xoctre ESXi

902

443

CepBep pe3epBHOTO KOINUPOBAHUS
vStorage (mpoxcu)

Xoctol ESXi (Bce 3amuineHHbIe
XOCTBI)

1500
(tcpport)

CepBep pe3epBHOIO KOMUPOBAHUS
vStorage (mpokcn)

Cepsep IBM Spectrum Protect

1500
(tcpadminport)

Cepsep ['padpuueckuii untepgeiic Data
Protection for VMware vSphere

e Ilopt 1500
(nopT_apMnHUCTpUpOBaHuA_tcp)
OTHOCHTCS K CBsA34 He SSL

e Jlns cesizu SSL
nopT_aAMUHUCTPUpoBaHusA_tcp - aTo
€IMHCTBEHHBIN MOPT,
nojaepkuBaromuii csizb SSL ¢
cepsepoM IBM Spectrum Protect.
[MpaBwIbHBII HOMEDP OPTA, KOTOPBIiA
HYXHO HCIIOJIb30BAaTh IS IPOTOKOJIA
SSL, 3T0, 0OBIYHO, 3HAYEHME, 3aJAHHOE
ommueit ss1tcpadminport B daiine
dsmserv.opt cepepa IBM Spectrum
Protect. OnHako, ecyiu B daiiie
dsmserv.opt 3aaHa onnus
adminonclient no, npaBmIEHEIM
HOMEPOM IOPTa, KOTOPBIii ClieyeT
UCIIOJIb30BATh JIJI NpOoTOKOoya SSL,
Oy/JeT 3HAYEHUE, 3aJAHHOE OMIHEi
ss1tcpadminport. V onuun
ss1tcpadminport et 3HaveHus mo
ymosrdanuto. [ToaTomMy 3HaUCHHE
JTOJDKEH 3a71aTh HOJIb30BATEb.

Cepsep IBM Spectrum Protect

1527

BuyTpenuss 6a3a
naHHbIX Derby

1501

1581
(httpport)

Cepsep IBM Spectrum Protect

Cepsep pe3epBHOTO KONMUPOBAHHUS
vStorage

e [lnaHUPOBIIKK NepeMEIICHUS
JTaHHBIX

* Beb-kimeHT

* Jlemon Client Acceptor

1581
(httpport)

1582, 1583
(webports)

Cepsep ['padpuueckuii untepgeiic Data
Protection for VMware vSphere

CepBep pe3epBHOTO KOMUPOBAHHUS
vStorage
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Tabnuua 6. Heobxoanmeie nopTsl cBA3N (npoaomxerue). B atoit Tabnuue yKasaHbl NopThl,
AOCTYN K KOTOpbIM nony4yaeT komnoHeHT Data Protection for VMware.

[Moprt iSCSI no
YMOJIYaHUIO JJIS

IMopt TCP WNuummatop: Mcxoasmwmii (¢ xocra) Ha3znavenne: Bxoasimii (Ha xocT)
9081 Kmment vSphere Cepsep ['paduueckuii uatepdeiic
Data Protection for VMware vSphere
Be6-cepaep (3amumennsnid mopt HTTPS muis
rpaduueckoro noctyna k vCenter yepes
untepdeiica Be6-Gpaysep)
(mpoToKOI
HTTPS)
22 ATEHT BOCCTAHOBJICHHS Xoct MmonTupoBanus Data
Protection for VMware Windows
[Topt SSH no
e SSH nJ1s areHTa BOCCTAHOBJICHUS
YMOJTIaHUIO IJISt Linux
areHTa
BOCCTaHOBJICHUS
3260 Boccranosnenue ¢aitioB Data Protection | Xoct MonTHpOBaHus Data
for VMware B Linux Protection for VMware Windows
* iSCSI
3260 O61bexT HazHayeHus Windows ¢ Xoct MoHTUpOBaHus Data

JMUHAMAYECKUM JTUCKOM JIJIsI
BOCCTaHOBJICHUS (HaiiJIoB

Protection for VMware Windows
* iSCSI

areHTa
BOCCTaHOBJICHUS
5985 Omnnun rpadguieckoro uHTEpdeiica mo VnanernHoe ynpasieaue Windows
BOCCTaHOBJICHHUIO (paitIoB
135 ITpoxcu mouTHpOoBanus Windows BuptyanbHas mamusa VMware,

KOTOpas COIEPXKUT (haiiibl,
HOJJIeXAINe BOCCTAHOBIICHUIO
HHTEpQEiicoM BOCCTAHOBJICHUS
¢aiior IBM Spectrum Protect

Tpeb6oBaHMA K NONHOMOUMAM Nonb3oBaTena cepsepa VMware

vCenter

s BeimostHeHust onepanuii Data Protection for VMware TpebyroTCsi HEKOTOPbIE 0COObIE
nosHOMOuHs cepBepa VMware vCenter.

MonHomouuA cepBepa vCenter, Heo6xoaumble ANA 3alUUTbl LEHTPOB
naHHbIX VMware ¢ npeacTaBneHnem Be6-6paysepa ana Npadpuueckuin
uHtepdenc Data Protection for VMware vSphere

V ID nosb3oBateis cepepa vCenter, KOTOPBIM BXOAUT B IpeICTABIICHAE Opay3epa IIst
I'paduueckuii untepdeiic Data Protection for VMware vSphere,

JIOJDKHBI OBITH TOCTATOYHBIE OJIHOMOYUS VMware, 4TOOB! IPOCMATPUBATh COAEPKIMOE
HEHTpa JaHHBIX, yIPABJISIEMOT 0 TpaduIeCKUM HHTEPHEHcoM.

Hanpumep, cpema VMware vSphere conepXUT HSTh NEHTPOB JaHHBIX. Y MOJIH30BATEIIS
“jenn” MOCTaTOYHO MOJTHOMOYHH TOJIBKO JIJISL ABYX U3 3THX IEHTPOB NaHHBIX. [loaToMy B
MIPeICTABIICHASX MTOJIH30BATEIIb “jenn” YBUIUT TOJIBKO J1BAa U3 STUX IEHTPOB TAHHBIX, JIJIS
JIOCTYIa K KOTOPBIM Y HETO €CTh IOCTATOYHbIE IOJIHOMOYHS. J{pyrue Tpu IeHTpa JaHHBIX
(Ha DOCTYH K KOTOPBIM y MOJIb30BATEIIS “jenn” HET MOJJHOMOYMi) OyIyT HE BUIHBI
HOJIb30BATENIIO “jenn”.
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CepBep VMware vCenter 3a7jaeT psiJi HOJHOMOYUN B COBOKYITHOCTH B Bue poJm. Poib
IPUMCHSCTCA K O6"beKTy JJIA YKa3aHHOI'O ITOJIb30BATEJIA UJIM I'PYIIIIBI, YTOOBI co31aTh
HOJIHOMOYHS. BBl JOJDKHBI CO3/1aTh POJIb C HAOOPOM NMOJIHOMOUMI C BeO-kmeHTa VMware
vSphere. UTo06sI co3maTh poJib cepBepa vCenter [1J1s1 onepanuii pe3epBHOro KONMPOBAHUS 1
BOCCTAHOBJICHUSI, UCTIOJIB3YiiTe QpyHKIHMIO /lo6aBuTh poJk Ha kimeHTe VMware vSphere.

Ecii BbI XOTUTE PpACIPOCTPAHUTD ITU MOJIHOMOYHSI HA BCE IEHTPBI JAHHBIX B pe/Iesiax
vCenter, 3aaaiite cepep vCenter U BKJIFOYUTE MEPEKIIIOYATENb PACNPOCTPAHATD Ha
LouepHue. Mim Bbl MOXKETE OTPAaHMYUTD PA3PEILICHHS, €CIM HA3HAYUTE POJIb IJIs1 HY)KHBIX
HEHTPOB JIAHHBIX, TOJILKO IIPU BKJIFOYEHHOM IIEPEKJIFoUaTesie PaCNpoCTPaHATb Ha
pouepHue. IlpunynuTenbHOE MpUMeHeHUe 11 rpaduueckoro uatepdeiica 6payszepa
HaxXoauTCd Ha YPOBHC HEHTPA JaHHBIX.

B crenyroieM npuMepe noka3zaHo, Kak yupaBJsiTh JOCTYIIOM K LIEHTPaM JAHHBIX AJIs ABYX
rpynm nojis3oBatesieit VMware. CHadalia co3gaiite pojb, y KOTOPOi OyayT Bee
TIOJITHOMOYMSI, yKa3aHHbIC Bltechnote 70474BSl Habop nostHOMOuMii B 3TOM npuMepe yka3zaH
poisio “TDPVMwareManage”. I'pynme 1 TpeGyeTcst ZOCTyH, 9TOOBI yIpaBIIATh
BAPTYaJbHBIMA MaIIMHAMH IJ15 HeHTPOB HaHHBIX Primaryl DC m Primary2 DC. I'pymme 2
TpebyeTcs OCTyI, YTOOBI YIPABIISTh BUPTYAJIbHBIMU MaIIMHAMH JJISI IEHTPOB JAaHHBIX
Secondaryl DC u Secondary?2_DC.

Haznaubte rpynmne 1 poss “TDPVMwareManage” 115 neHTpoB nanHbIX Primaryl DC u
Primary2_DC. Ha3znaubte rpymme 2 pois “TDPVMwareManage” /1151 IEeHTPOB JTaHHBIX
Secondaryl DC u Secondary2_DC.

[Mosp30BaTe M B KaX/10i TpyIIe HoJjib3oBaTeseil VMware cMOTryT HCIIOJIb30BaTh
rpaduyecknii uaTepdeiic Data Protection for VMware 1151 ynpaBJieHUSI BAPTYaTbHBIMA
MaIIMHAMHE TOJIbKO B COOTBETCTBYIOIIUX LIEHTPAX JAHHBIX.

Coet: [Ipu cozmanuu pojm pacCMOTPUTE BOZMOXKHOCTh JOOABUTH B POJIb
JOMOJIHUTECJIbHBIC TOJTHOMOYUS, KOTOPBIC MOTYT IOTOM HOHa,ZlO6l/lTI)C$[ JJ14 BBIIIOJIHCHU L
JIPYTUX 3aJ1ay ¢ 00 BEKTaMU.

NMonHomouuna cepeepa vCenter, H906X0,IIVIMbIe AJIA ucnoJsib3oBaHUA
cpeacTea nepemMmeLlleHna AaHHbIX

CpenctBy nepemertienns tanabix IBM Spectrum Protect, ycraHOBJIEeHHOE Ha cepBepe
pe3epBHOro Komupopanus vStorage Backup (y3es nepemernieHus JaHHBIX), TPEOYIOTCS
omruu VMCUser u VMCPw. Onust VMCUser 3anaet ID mosb3oBaTtesis cepBepa vCenter uim
ESX, xoTophIif BaM Hy>XeH, YTOOB!I IPOU3BOIUTDH PE3EPBHOE KOMUPOBAHNE, BOCCTAHOBJICHNE
uim 3anpoc. Heobxoaumele nosiHoMounsi, Ha3HayeHHble aTomy 1D nosb3oBaTess
(VMCUser), rapaHTHPYIOT, YTO KJIMEHT CMOXET BBIIOJIHATH ONEPALIUN HA BUPTYaIbHOM
MaluHe 1 B cpee VMware. V atoro ID nmosb3oBaTtelist JOJKHBI ObITH TOJTHOMOYHS
VMware, onricaHHbIE B YKa3aHHOU BBIIIIE TEXHUIECKOM 3aIIHCKE.

UTto6sI co3maTh poik cepsepa vCenter 1151 onepanuii pe3epBHOTO KOMMMPOBAHUS 1
BOCCTaHOBJICHUSI, UCTIOJIB3YitTe QyHKIUIo /lo6aBuTh poJib Ha KimeHTe VMware vSphere.
ITpu nobasnenun nossHOMoun# A1 3Toro ID momw3osartestst (VMCUser) Bl TOKHB
BBIOpATH OMIUIO PACNPOCTPAHATL Ha fouyepHue. Kpome Toro, paccMoTpure
BO3MOXHOCTb JOOABJICHUS B 3Ty POJIb IPYTUX MOJTHOMOYMIA JJIsI 3a]1a4 HOMUMO
pe3epBHOrO KomupoBaHusl U BoccTaHoBJeHus. [11s onmuu VMCUser npunynuteIsHOS
MIPUMEHEHNE OCYIIECTBIISIETCS AJIsl 00BEKTa BBICIIETO YPOBHSI.
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MonHomouuA cepeepa vCenter, Heo6xoauMble ANA 3aLUUTbI LEHTPOB
AaHHbIX VMware ¢ npeactasneHnem IBM Spectrum Protect vSphere
Client - Moaynb plugin ana papuueckuin uitepoeic Data Protection
for VMware vSphere

KommonenTty IBM Spectrum Protect vSphere Client - Moayns plugin Tpedyercs Hadbop
MOJIHOMOYHIA OT/IEJIbHO OT MOJIHOMOYHI, HEOOXOIUMBIX ISl BXOZa B rpaduueckuii
uHTEpQeEiic.

ITpu ycranoBke 1iis komnonenTa IBM Spectrum Protect vSphere Client - Momyis plugin
CO3AI0TCS CIICAYIOIIHE M0JIb30BATEILCKHIE TOJTHOMOYMS:

* Llentp nannbix > IBM Data Protection
* T'no6aabHbie > Crondurypuposats IBM Data Protection

[Mosp30BaTENBCKIE TOTHOMOYHS, KOTOPBIE HEOOXOOMMEI 1711 KoMmoHeHTa IBM Spectrum
Protect vSphere Client - Momyb plugin, perucTpupyroTcs Kak OTIeIbHOE paCIINpeHIE.
Kitrou pacmmpenns moJTHOMOYHH -
com.ibm.tsm.tdpvmware.IBMDataProtection.privileges.

DTH OJIHOMOYUS TO3BOJISIFOT a/IMUHUCTpATOPY VMWware BKJIF0YaTh U BBIKJIFOYATD JOCTYII
K cogepxxumomy komnoHeHnTa IBM Spectrum Protect vSphere Client - Moayss plugin.
[Mosyuats goctyn k cogepxxumoMy IBM Spectrum Protect vSphere Client - MonyJis plugin
MOTYT TOJIBKO IIOJIb30BATEIIHN C ITUMH OJIb30BATEIILCKUMH TTOJTHOMOYMSIMU JJIS
HeoOxommmoro o0bekTa VMware. [is xaxaoro cepepa vCenter perucTpupyeTcst mo
ogaoMy komnoreHTY IBM Spectrum Protect vSphere Client - Monys plugin, u on
COBMECTHO HCIOJIB3YETCs] BCEMH XOCTaMu I'paduueckoro nHTepdeiica,
CKOH(UTYpUPOBAHHBIMHE LTSI TOAACPXKKH cepBepa vCenter.

Ha Be6-ximente VMware vSphere Hy)KHO c0o31aTh POJIb IJIs TOJIb30BATEJICH, KOTOPbBIE
CMOTYT BBINOJIHATH (DYHKINY 3aIIUThI JAHHBIX JIJIS1 BUPTYAJIbHBIX MAIIMH, UCHOJIB3YS
koMnoHeHT IBM Spectrum Protect vSphere Client - Monysb plugin. s aToii posu, B
JIONOJIHEHUE K CTAHAAPTHBIM MOJIHOMOYHSIM POJIM A AMUHUCTPATOPA BUPTYAJIbHBIX MAIINH,
HEOOXOMMBIM BeO-KJIMEHTY, HYXKHO 3a1aTh nojHoMouns Llentp mannnix > IBM Data
Protection. /17151 xaXI0T0 NEHTPA TAaHHBIX HA3HAYBTE 3TY POJIb KAXIOMY IIOJIE30BATEIFO
WJI TPYIIE TOJIb30BATENICH, TOJIH30BATEIISIM KOTOPOH BBl XOTHTE NMPETOCTABATH
pa3pelieHne Ha yIpaBJIeHHEe BUPTYaIbHBIMHA MAIITHAMH.

IMomromounst I'nodanbueii > IBM Data Protection Heo6X0oaMBI TOJIB30BATENIO HA
ypoBHe vCenter. 9TO IOJIHOMOYHUE NO3BOJISET NMOJIB30BATENIO YIPABIISATH, U3MEHATDH UJIH
CTUpaTh COeAMHEHNE MEXTy cepBepoM vCenter u BeO-cepBepom [paduueckuit uatepdeiic
Data Protection for VMware vSphere. Ha3zHaubTe 3T TOJTHOMOYHUS aIMUHICTPATOPAM,
KOTOPBIE 3HAKOMBI ¢ KoMIToHeHTOM [ 'paduueckmii naTepdeiic Data Protection for VMware
vSphere, KOTOpPBIi 3aIIKAIIIACT COOTBETCTBYOIHNH cepBep vCenter. Ypasisiite
coenuueHnssME KommoHeHTa IBM Spectrum Protect vSphere Client - Moy plugin Ha
crpannne CoenrHeHNS PACIINPEHUSI.

B crienyroiem npuMepe Moka3aHo, Kak YIPaBJIATh JOCTYIIOM K HEHTPaM JAHHBIX IS IBYX
rpynn nojs3osatesieil. I'pynme 1 TpeGyeTcst 1oCTym, 4TOOBI yIPaBIATh BUPTYaIbHBIMU
MamuHamu 115 neHTpoB AanHbiX NewYork DC u Boston DC. I'pymme 2 Tpebyercs nocrym,
4TOOBI YIPABJISATH BUPTYaJIbHBIMHA MaIIMHAMM T IEeHTPoB AaHHbIX LosAngeles DC u
SanFranciso_DC.

Ha xymenTe VMware vSphere coznmaiite, Hanpumep, posb “IBMDataProtectManage”,

Ha3HAYbTE CTAHIAPTHBIC HOJTHOMOYHUS POJIM AAMUHICTPATOPA BUPTYaIbHBIX MAIIINH, a
taxxe noaHomouns Llentp gannsix > IBM Data Protection.
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Hasnaubte rpynne 1 posis “IBMDataProtectManage” niist nentpoB nanasix NewYork DC u
Boston_DC. Ha3nausTe rpymie 2 pois “IBMDataProtectManage” miis IEeHTpOB JaHHBIX
LosAngeles_DC u SanFranciso_DC.

IMonb3oBaTenu B ka0 rpymne CMOTryT UCIOJIb30BaTh koMHoHeHT IBM Spectrum Protect
vSphere Client - Moayie plugin Ha BeO-kimenTe vSphere 115 ypaBiieHusI BUPTYaIbHBIMA
MaIITHAMH TOJIHKO B COOTBETCTBYIOIINX LEHTPAX JaHHBIX.

np06H9MbI, CBA3aHHble C HeAOCTaTOYHbIMU NOJIHOMOYUAMU

Eciu y mose3oBaTess Be6-Opay3epa HET JOCTATOYHBIX IIOJTHOMOYHI HU 1711 KaKOTO IEHTpa
006paboTKM JaHHBIX, JOCTYI K NpecTaBIeHIIO 6JI0KupyeTcsi. BMecTo aToro renepupyercs
coobuienue 06 ommbke GVM2013E, 4To6HI yka3aTh, YTO MOJIb30BATENIb HE ABTOPU30BAH
JUTSL TOJTy4eHM S JOCTYIAa HU K KAaKUM YIIPaBJIIeMbIM LIEHTPaM JaHHBIX U3-32 HEJOCTATKa
paspemennii. Takxke ecTb Ipyrue HOBbIe COOOIIEHMsI, KOTOPbIE HHPOPMUPYIOT
I0JIb30BaTesIelt 0 MpobJieMax u3-3a HEIOCTATOYHBIX pa3pemiennii. UToObl ycTpaHnTh
IIPOOJIEMBI, CBSI3AHHBIE C Pa3pELICHUSIMH, yOeIUTECh, YTO POJIb II0JIb30BATENS 3aJaHa, KaK
paccka3bIBAaeTCsl B IPEABIAYIINX pa3/iesiaX. Y pOJIM MOJIb30BATENS JOJDKHBI OBITh BCe
MOJIHOMOYUSI, yKa3aHHbIE B HEOOXOAUMBIX MOJIHOMOUMX 17151 ID mosie3oBatess cepeepa
vCenter 1 TaOJIMIBI IEPEMEILICHNUS TAHHBIX, X 3TU MIOJIHOMOYHSI TOJDKHBI OBbITh IPUMEHEHBI
Ha YpOBHE LIEHTPA JAHHBIX C BKJIIOUEHHBIM IEPEKIIFOUYaTeIeM PaCnpoCTPaHATb Ha
LOUepHue.

Ecym y nosezoBaresns komnonenta IBM Spectrum Protect vSphere Client - Moayib plugin
HET TOCTATOYHBIX IIOJJHOMOYMIA Ha JOCTYI K LIEHTPY NAHHBIX, QYHKINM 32U Tl JAHHBIX
JUIs 9TOTO LEHTPA JAHHBIX U €r0 COACPKUMOE CTAHYT HEJIOCTYIHBI B PACIIMPEHHN.

Ecmu y ID nonw3oBatesns IBM Spectrum Protect (3agannoro ommueii VMCUser)
HEAOCTATOYHO MMOJTHOMOYH M JJIA BBIIIOJIHCHUSA oNl€pal PE3CPBHOIO KOMUPOBAHUSA U
BOCCTAHOBJICHUSI, OSIBUTCS CIIEYIOLIEE COOOIIICHHUE:

ANS9365E Ounbka API VMware vStorage.
"0TKa3aHO B pa3peleHuMM Ha BHINOTHeHUe 3TOW onepauuu."

Ecmm y ID nosns3oBatesns IBM Spectrum Protect HeqoctaTouHO NOJITHOMOYKN HA TPOCMOTP

KOMIIBIOTEPA, MOSIBATCS CJICAYIOIIHNE COOOIICHHMS:

KomaHpa pe3epBHOr0 KOMWMPOBAHWA BUPTYanbHbX MaWWH 3anyweHa. Bcero BUpTyanbHbX MawuH

ans obpaboTku: 1

ANS4155E He ymanocb HaWTu BUpTyanbHylo MawuHy 'tango' Ha cepeepe VMware.

ANS4148E MNonHoe pe3epBHOE KOMUpPOBaHWEe BUpTyanbHoW MauwuHbe 'foxtrot' 3aBepuwunoch
HeynauHo ¢ kopoM Bo3BpaTa 4390

Bousee monpoOHyro nHGopMaImio 06 NCII0JIb30BAHNY HOJHOMOYNI CMOTPHTE B 3aMeYaHUN
B paszesie [[Tomomouns cepepa vCenter, He0G0X0IHMbIE [Tsi FpadguuecKkoro mxTep(beﬁca|
[Data Protection for VMware vSphere u cpe/icTBa nepeMenieHusi 1aHHbIX]

YTto0bI MOJIyUInTh HHDOPMAIUIO XypHAIa uepe3 cepBep VMware Virtual Center qiis
yCcTpaHeHus IpobJieM ¢ pa3peleHUsIME, BHIIOJHUTE CICAYIOIINE [IaTh:

1. B okne ITapameTpnl cepBepa vCenter BbiOepruTe Onimu 3anucH B KyPHAJ U 3aaiTe A1
onmuu "3amuck B :kypHasa vCenter 3Hauenue Trivia (Trivia).

2. BocnpousBeauTe ommOKy pa3perieHu.
[TepeycranoBute 115t oniy 3anuck B :KypHat vCenter ee npeplayliiee 3HaUeHUE,
4TOOBI 3aIPETUTMb 3aNUCh JIMITHEH HH(OPMALIUH XypHAJA.

4. B oxne CucTeMHBIC XXypHAJIBI HAIUTE CaMBIi OCTIeTHAN KypHaJ cepBepa vCenter
(vpxd-wxyz.1og) u Haiinute ctpoky NoPermission. Hanpumep:
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[2011-04-27 15:15:35.955 03756 verbose 'App'] [VpxVmomi] Ouubka Bb3OBa:
CeaHc vim.VirtualMachine.createSnapshot: 92324BE3-CD53-4B5A-B7F5-96C5FAB3FOEE

CreHepupoBaHo: vim.fault.NoPermission

DT0 coollleHNe KypHaJa yKa3biBaeT, uTo y ID nmosb3oBaTesis HeT JOCTATOYHBIX
MOJIHOMOYHUI Ha co3/janue cHuMka (createSnapshot).

YcTtaHoBKa KomnoHeHToB Data Protection for VMware

BB MOXeTe yCTaHOBUTB BCe KOMIIOHEHTHI, KOTOpBIe JOCTYIHEBI B TakeTe Data Protection for
VMware 11 Baiei onepanioHHON CHCTEMBI, HITH YacTh 3THX KOMIIOHEHTOB.

06 aTtoun 3agaue

Hcnosb3yst mporpammy yctanoBku Data Protection for VMware MOXHO YCTaHOBUTH
CJIeIytollIe KOMIIOHEHTHI:

* ArenT BocctanoBJieHUs1 IBM Spectrum Protect
o WITETEN Uurepdeitc KoMaHIHON CTPOKH areHTa BOCCTAHOBJICHHUS

o WIITETEN ToxymenTanus (paitn readme u daiin 3ameyanmuit)
» @aitn Brirouenns Data Protection for VMware
* I'paduueckuit uaTepdeiic Data Protection for VMware vSphere
* OYHKINIO NepEMEIICHNS] TAHHBIX, KOTOPAs COAECPKUT CJIEAYFOIINE SJIEMEHTHI:
— TI'paduueckuit naTepdeiic nepemenieHnst JTaHHBIX
— BeO-xMeHT nepemereHus JaHHbIX
— @aiinel cpeasl BeinosHeHus API ximenta (64-pa3psimHoro)
— KowmangHas cTpoka KJIMeHTa a IMAHUCT PUPOBAHHAS

— @aiinel cpensl BeinosHeHust APl VMware vStorage

Ecmm BBI XOTHTE YCTAaHOBUTB CPCACTBO NEPEMCIICHUS JaHHBIX (HpOKCI/I-CCpBep
MOHTI/IpOBaHI/Iﬂ), arcHT BOCCTAHOBJICHHS U HEOOXOIMMBbIC ITAKEThHI oAACPXKKHU, MOXHO
BBI6paTL IOJIHYFO YCTAHOBKY MJIA UCIIOJIB30BATH OIIIIUFO PaCH.II/IpCHHaH YCTaHOBKaA.

Coset: B onHOI ccTeMe MOXHO CO34aTh HECKOJIBKO CPE/ICTB IePEMEIICHHS TAHHBIX B
Buje nporpammel Data Protection for VMware uii MOKHO CO37aTh CPEACTBA IEPEMEILICHHUST
JIAHHBIX B yIaJICHHBIX CUCTeMax. Takas KoH(UTrypaIys MOBBIILIAET KOJIMYECTBO PECYPCOB,
JIOCTYIIHBIX JIJISl UCMIOJIb30BaHus KoMIoHeHTOM Data Protection for VMware. Cuctemsl ¢
YCTAHOBJIEHHBIM CPEJICTBOM MEPEMEILCHNS JAHHBIX HA3BIBAIOTCS CEPBEPAMHU PE3EPBHOIO
KonmupoBaHus vStorage.

NMonyuyeHue nakeTa yctaHoBKU Data Protection for VMware

ITaker ycranoBku Data Protection for VMware M0xHO TIOJIy4uTh ¢ caliTa ckaunBanusi IBM
(mampumep, IBM Passport Advantage).

Mpexae yuem HayaTb

Ecym BbI cobupaeTech cka4aTh 3TH (alijIbl, 3a1aiiTe HeOT paHNIECHHBIN CHCTEMHBIH ITpeiest
[10JIb30BATEJIs 111 MAKCUMAaJIbHOTO pa3Mepa (aiiia, 4ToOb! (haiisibl ObLIM YCHENTHO
CKaYaHBbl:
1. UToObI 3anpocuTh 3HAYCHUE I MaKCUMAJIbHOTO pa3Mepa (aiisa, BBeauTe
CJIEYIOIYIO KOMAaH[y:
ulimit -Hf
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2. Ecim cucteMHbBI MOJTBL30BATEIBCKIM MTPpeIesl Ha MaKCUMAaJIbHBIN pa3Mep (aitia He
3aJaH HECOTPAHUYCHHBIM, UBMEHUTEC €TI0 Ha HCOFpaHI/I‘ICHHLIfl, CJIeays UHCTPYKIUSAM B
JIOKYMEHTAIUU AJIs Balllell ONepalMOHHON CUCTEMBI.

Mpouenypa
1. CkauaiiTe COOTBETCTBYIOIIHI (paiil makeTa ¢ OJTHOTO U3 CJIEAYIONINX BEO-CATOB:
* Tlpu nepBoii yCTAHOBKE WJIM NP YCTAHOBKE HOBOT'O BBINYCKA MEPEiiInTe HAa CallT
Passport Advantage 1o aapecy: [ttp://www.ibm.com/software/lotus/|

[passportadvantage/| Passport Advantage - eTUHCTBEHHBIIA AT, C KOTOPOTO MOXHO
3arpy3uTh JIMIEH3NOHHEIH (bailr makera.

* Camyro CBexXyIo nHGpOpMAII0, OOHOBJICHHSI U UCITPABIICHHS OOCITYKUBAHUSI
cMoTpuTe Ha caiite noaaepxku IBM Spectrum Protect: [http://www.ibm.com/support/|
[entry/portal/Overview/Software/Tivoli/Tivoli_Storage_Manager]

2. Eciu BB ckayaJii nakeT ¢ caiita ckauuBanus IBM, to cnenaiite cienyroree:

a. CkauaiiTe Qaily makeTra B KaTajor 1o BaiieMy BeIOOpy. [IyTe MoXxeT coaepxaTh He
60ostee 40 cuMBOJIOB. Yb6eauTeCh, UTO U3BJIeKaeTe (haifyibl yCTAaHOBKU B IMyCTOI
katasior. He BbINOJIHANTE N3BJICYEHNE B KATAJIOT C paHee U3BJICUCHHBIMHU (aiiiamMn
MY ¢ KAKAMU-JIOO0 elne (aiiiamu.

b. V6emuTtech, uTO JIs TAKETA 3a4aHbI pa3pelleHns 1l BhINOIHeHHs. Ecan
HYXHO, TO H3MEHHUTE pa3pelleHus IS (aiiiia, BBeIs CIIeIyIOMYIO KOMAHIY:

chmod a+x umMa_nakeTa.bin

c. M3BJIeKUTE TAKET, BBE/S CIIEYIOLLYIO KOMAH/Y:

./numsa_naketa.bin

o€ umA_naxKkerda - 3TO UMs CKAaYaHHOTI'O Q)al?ma.

d. WIS PacnakyiiTe makeT, IBAX/Ibl MIEIKHYB 10 UMA_ITAKETd, TE UMS_IAKETd -
9TO UM CKAYaHHOTO (aiia.

YcTtaHoBKa KomnoHeHTOB Data Protection for VMware npu
nomMoLLn MacTepa yCTaHOBKU

KowmmnonenTs! Data Protection for VMware MOXHO YCTaHOBUTB IPHU IIOMOIITN MacTepa
YCTaHOBKH.

06 aToi 3agaue

WIS i yeranosku Data Protection for VMware u cpecTBa nepeMelieHns JaHHbIX
MOXHO HCIIOJIb30BATh IPOrpaMMy yCcTaHOBKH kKomiuiekTa (Suite Installer).

s ycranosku Data Protection for VMware 1 cpeficTBa nepeMeIeHus TaHHbIX
MO’KHO HCTIOJIb30BATh ABTOHOMHYIO HPOTPAMMY YCTAHOBKH.

YctaHoBKa Data Protection for VMware B cuctemax Windows
YcranoBute koMHnoHeHTH! U pynkun Data Protection for VMware npu nomoru macrepa
YCTAHOBKH.

ﬂpemne 4yeM HayaTtb

ITpex e yem ycTaHaBmMBaTh KOMIOHEeHTHI Data Protection for VMware, yoenutech, 4TO BBI
BBITMIOJIHIJIN CJIEAYIOIIE TPEOOBAHUS:

* V ID nosp30BaTess €CTh IpaBa JOCTyIa aAMUHICTPATOPA.
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* CymecTByeT ceTeBoe coemnHeHme ¢ cepBepoM VMware vCenter Server 6.X Ui HOBee C
opaBaMM JOCTYIA aIMHUHUCTPATOPA.

* CyuectByeT ceTeBoe coenunenue ¢ cepsepom IBM Spectrum Protect ¢ npaBom goctyna
anMuHUCTpaTopa (mosiTHoMounst Cuctema i HeorpaHMYeHHbI [OMEH NOMIUTUKU). DTOT
CepBEP TOJDKEH OBITH TOCTYIIEH U JOJDKEH PabOTaTh.

M y6€,E[I/ITCCL, YTO BbI O3BHAKOMMIIMCH CO CIIEAYFOIITUMU TpC6OBaHI/IHMZ

— [“Tpe6osanus k cuctreme” Ha crp. 13|

— [*HeobxomumMble paspenienus Ha ycTaHOBKY” Ha cTp. 16|

— |“HGO6XOI[I/IMLI€ MOPTHI CBSI3K” HA CTP. 17|

ITpexne yem ycranaBymBaTh Data Protection for VMware, Hy’)HO 3HATh O CJICAYIOIIHX
OTIIHUSAX:

Tun yctranoBku

CraniapTHasi yCTaHOBKA
[Tpu cranAapTHOI yCTAaHOBKE YCTAHABJIMBAIOTCSI BCE KOMIIOHEHTHI 1
¢ynkumu Data Protection for VMware.

Pacummpennasi ycraHoBka
B manenm PacmmpenHast ycTaHOBKA €CTh ONIHAS JJIST YCTAaHOBKH
OTAEJILHOTO Cpe/ICTBA MepEeMEIIeHNs JaHHbIX. [Iporecc yCTaHOBUT B
CHCTEMeE CPE/ICTBO MEPEMEIIICHAS JaHHBIX (TIPOKCH-CEPBED
MOHTHPOBAHUS), AT€HT BOCCTAHOBJICHHS ¥ HEOOXOAMMBIE TAKETHI
HOAJEPXKKHU. VIcobp3yiiTe 3Ty ONINIO YCTAHOBKYU IS TOOABIICHUS
OTJEJIbHBIX Y3JIOB IepeMellieHns JaHHbIX. Kpome Toro, 3Ta onmus
YCTaHABJIMBAET Ar€HThI 3ALUTHI IPUJIOKEHUN, YTOOBI Pa3pelIUuTh
BOCCTAHOBJIEHHE OTAEJIbHBIX 0a3 naHHBIX. [Tocie ycTaHOBKM MOXHO
UCIOJIb30BaTh Tpaduueckmii uaTepdeiic IBM Spectrum Protect mits
KOH(UTYpUPOBAHUS y3JIa IePEMEIICHIS] TAHHBIX U CITy>KO MPH HOMOIIA
Monys plug-in VMware vSphere.

06 aToi 3apaue
Hns yeranosku Data Protection for VMware MOXHO HCIOJIb30BaTh IPOTPaMMY YCTAHOBKH
koMiutekTa. Paitn spinstall.exe mis mporpaMMbl yCTAHOBKHM KOMILIEKTa HAXOJUTCS B

KOPHEC MaKeTa YyCTAHOBKU.

CIicoK KOMIIOHEHTOB M (DYHKIMH, KOTOPbIe MOKHO YCTAaHOBHTb, CMOTPHTE B pa3/ieie
[“VcranasmmBaembie komnonenTsr” Ha cTp. 1

Mpouenypa

Uro0Osl ycraHoBuTH Data Protection for VMware, BBIIOJIHUTE CJIETyFOIIUE IIIATH U3
pacniosioxenus daitna spinstall.exe ns KOMIOHEHTa, KOTOPBIA Bl XOTUTE YCTAHOBUTH!

1. JBaxmwl mesnkauTe o daiiny spinstall.exe.

2. Crenmyst HHCTPYKIMSM MacTepa, yCTAaHOBUTE BEIOpAHHBIE KOMIIOHECHTEL.
JdanbHenwune aencrTeun

UToO6HI y3HATD, KaK MOJIYYUTh JOCTYI K KOMIOHEHTY I paduueckuit nuaTepdeiic Data
Protection for VMware vSphere, cMOTpuTe Clie1yrolie MICTOYHUKH:

* [“Mosayuenue noctyna k komnonenty I'paduueckuii natepdeiic Data Protection forl
VMware vSphere” na ctp. 31|
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Macrep xoHpHUIypanuy aBTOMaTHIECKU NOSIBUTCS, KOTJa BB BIIEPBbIE 3AIlyCTUTE
rpaduyeckuit nuaTepdeiic.

YcraHoBKa Data Protection for VMware Ha cuctemax Linux
Vcranosute Data Protection for VMware Ha cuctemax Linux mpu moMomnu pexxuma
InstallAnywhere.

Mpemae yuem HauaTb

Ipexne yem ycraHaBiuBaTh KomrnoneHT Data Protection for VMware, yoenutech, 4TO BbI
BBIMIOJIHWIIN CJIEIyIOIIe TpeOOBaHUS:

* Ilpexne yeM MPOIOJIKATH, yoenuTech, 9To y ID mosb3oBaTess ecTh HEOOXO MBI
YPOBEHb Pa3pEIICHUH M YTO HYXKHBIE TOPTHI CBS3H OTKPHITHL.

* Ilpomecc ycTaHOBKH co3AaeT mojp3oBartelss tdpvmware. Bee komannmber vincli Hy»KHO
BBOJIUTH OT MMEHH NOJIb30BaTel s tdpvmware, a He oT mmeru ID moms3oBaTess root.

* [Ipu ycranoBke B pexxume koHcosm Tpedyercst X Window Server.

* Vbemutech, YTO BBl 03HAKOMUJIMCH CO CIIEAYIOIINMHI TPEOOBAHUSAM:

— [“Tpe6oBanus k cucreme” Ha ctp. 13|

— |“He06x0)1uMme pas3pelieHus Ha yCTAHOBKY  Ha CTP. 16|

— [*Heo6xomumsle mopTsi cBsi3u” Ha cTp. 17]

Mpoueaypa

s ycranoBku Data Protection for VMware BBIOJITHATE CJICTYFOIIME ACHCTBUS:

1. B xOpHe manku ycTaHOBKM nepeiiaure B katajor CD/Linux/
DataProtectionForVMware.

2. B xomaHAHOM CTpOKE BBEIUTE CJICIYIONTYIO KOMaHIY:
./install-Linux.bin

PesynbTaTthbl
Ecu BBl mostyunTe Kakue-1m00 MpeaynpeskIeHus MJId OITUOKH, CMOTPUTE

JIONOJIHUTEJIbHYIO HH(popManuio B daitnax xypHaiaos. CMOTpHUTe pas3ies
[baita xypuama” Ha crp. 86

Ecnu Bam He yaaetcs ycranoBuTh Data Protection for VMware n3-3a olmmoOky, CMOTPHUTE
npornenypy "V maauts Data Protection for VMware BpyuHyro" B pa3sesie |“ﬂeMHCTaJmﬂuI/IﬂI
[Data Protection for VMware B cucteme Linux” Ha ctp. 37|

BbinonHeHue uncton yctaHosku Data Protection for VMware B
Linux

Ecim ycranoska Linux npepBajack, ToO 0OBIYHO ee MOXHO nepe3anyctuTb. OHako
IIepe3anycTuTh YCTAHOBKY He yaaeTcsi, To Tpedyercst HoBas ("uncTas") ycTaHOBKA.

06 aToi 3apaye

[Nepen 3amyckoM HOBO# YCTAaHOBKH yOeAUTECH, YTO, UTO MPOAYKT ynaseH. UToOsI
00€eCreunTDb YACTYIO CPely, CAeIaiTe CIIeayronee:

Mpouenaypa
1. Ecmm xommoneHT ["padmuecknit maTepdetic Data Protection for VMware vSphere
YCTAHOBJICH, BBIIIOJIHUTE CIICAYIOIINE 3a0aM:
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a. OcraHoBHUTE KOMIIOHEHT MHTepdelic komaHaHOI cTpoku Data Protection for
VMware, BBe/Isl CJICYIOIIYIO KOMaHAY:
/etc/init.d/vmcli stop

b. OcranoBute BeO-cepBep rpaduieckoro narepdeiica Data Protection for VMware,
BBe/Isl CIICAYIOIIYIO KOMaH/Iy:
/etc/init.d/webserver stop

c. Yjaanute makert .Ypm cieayrolei KoMaH 0M:
rpm -e TIVsm-TDPVMwarePTlugin

2. Vnpammre 3anucu Deployment Engine:

a. Bmemwute crenyroryro KoOMaHy, YTOOBI BBIBECTH CIUCOK Beex 3amuceii Deployment
Engine:
/usr/ibm/common/acsi/bin/de_Tsrootiu.sh

b. Bmenure cremyromiyro KOMaHAy, 9TOOBI yIaIMTh Bee 3amucu Deployment Engine:
/usr/ibm/common/acsi/bin/deleteRootIU.sh <UUID> <guckpuMMHAHT>

Vnanure xatasor /var/ibm/common.
Vnanure katanor /usr/ibm/common.

Ouucrute Katajor /tmp, yaauus daii acu_de.log (ecim oH eCTb).

™o a0

Vnmamuate katasor /tmp , cogepxaruuii [D mosib30BaTessl, yCTAHOBHUBIIIETO
Deployment Engine.

g. Vmanute Bee 3amucu Deployment Engine u3 cuctemuoro ¢aitna /etc/inittab. Otu
3amucu cojaepxatcs B 6yioke #Begin AC Solution Install block - #End AC
Solution Install block. YmammTe Bechb TEKCT MeXAy STHMHU OrPAaHUYUATEIIIMU H
yIAJIUTE CAMH OIPAHUIUTEJIH.

h. Vaamure Bee cepuiku Deployment Engine u3 cucremuoro ¢aiia /etc/services.
3. Vpamute Bce daitn Data Protection for VMware u3 Hey1auHOM yCTAaHOBKH.

a. Ynamure Bee aitisl u3 katasora <USER_INSTALL _DIR> (xatajior, B KOTOPBIi
BLINOJIHAJIACH HeyJavHas ycranoBka). Hanpumep, /opt/tivoli/tsm/TDPVMware/

b. Vpmamute Bce SIPJIBIKK paboyero cToa.

4. CospaiiTe pe3epBHYIO KONMIO TJI06aIbpHOTO (aitna peectpa (/var/
.com.zerog.registry.xml). [Tocne pesepBHOro KOnupoBaHus 3Toro (haiiia yraaure
BCEe METKH, KOTOpBIe cchbtatorest Ha Data Protection for VMware.

5. Vpamute ¢pailiibl )XypHaIa B KOPHEBOM KaTajore, KOTOpbIe COIEPKAT CTPOKY
TDPVMware. Hampuwmep:
IA-TDPVMware-00.1og umm IA-TDPVMware Uninstall-00.Tog.

6. VimanuTe moJb30BaTelIss, KOTOPHIA 3aMyCKajl KOMIOHEHT HHTEP(ENRC KOMaHIHON CTPOKU
Data Protection for VMware.

a. Beenute cieayrolryro KOMaHIy:
userdel -r tdpvmware

b. BBemute CieayIONTYIO0 KOMAaHIY:
groupdel tdpvmware

CoBet: B HexoTopbix Bepcusix Linux komana userdel taioke yaaiser u rpymimy,
€CJIM HE CYILLECTBYET HUKAKOT'O APYIOro CBSI3aHHOI'O Nojb3oBatesist. [ToaTomy
UTHOPHUPYHTE BCe COOOIIIEHNS O HEYTaYHOM 3aBEpIICHUH, CBI3aHHbIE C KOMaHIOM.

PesynbTaTthl

Ilocne BEIMOJIHEHUS 3TUX JaeicTBuit 3allyCTUTC YUCTYRO YCTAHOBKY.

['nasa 1. Yeranoska u oGHoBuenre Data Protection for VMware 27



28

YcTtaHoBKa KomnoHeHToB Data Protection for VMware B
peume 6e3 BbiBOAa coobLLEHNI

MoxHo ycTaHOBHTH Data Protection for VMware B ¢poHoBOM pexume. [1pu yctaHoBke 0e3
BEIBOJIA COOOIICHNH COOOIIICHNSI HE BEIBOISTCSI.

06 aTtou 3agaue

W Tis yeranosku Data Protection for VMware n cpeicTBa mepeMelienns JaHHbIX
MO’KHO UCIIOJIb30BaTh MPOTrpaMMy YCTaHOBKHM KoMiutekTa (Suite Installer).

Jns ycranoBku Data Protection for VMware u cpencTBa nmepeMerieHns JaHHbIX
MO’KHO UCIIOJIb30BaTh aBTOHOMHYIO TPOTPaMMYy YCTaHOBKH.

YctaHoBKa Data Protection for VMware B cuctemax Windows B
perume 6e3 BbiBOAa COOOLLEHMI

Ycranosute Bce komnoHeHTh! Data Protection for VMware u ¢yHkiuro nepemenienus
JIAaHHBIX, UCTIOJIb3Ys MPOrPpaMMy YCTAHOBKU KOMILJIEKTa B pexXHMe Oe3 BbIBOJIa COOOIIEHUIA.

ﬂpemne 4yeM Hayatb

ITpexnae yem ycranaBmBaTh Data Protection for VMware u pyHKIHIO IepeMeITeHHST
JTAHHBIX, yOEIUTECh, UYTO Ballla CHCTEMa OTBEYaeT TPEOOBAHMSIM B CJICAYFOIINX pa3aeiax:

* [“Tpe6oBanus k cucteme” Ha cTp. 13|

. |“Heo6x0)1uMble pas3pelieHus Ha yCTAHOBKY  Ha CTP. 16|

* [“Heo6xoammbie mOpTHI cBs3u” Ha cTp. 17|

06 aton 3apave

Orpannvenne: Bce GyHKIMM yCTaHABIMBAIOTCS B UX PACIOJIOKECHUH [0 YMOIYAHUIO.
YUtoObl HAWTH KATAJIOTM YCTAHOBKH 110 YMOJIYAHUIO 151 KOMIIOHEHTOB, CMOTpUTE
oApa3iejbl B pa3aesie |“YCTaHaBm/IBaeMLIe KOMIIOHEHTBI”” Ha CTp. 1[

Mpouenypa

Jutst ycranoBku Data Protection for VMware BBIIOJTHUTE CIIeTyIOIIINE TEACTBHUS:
1. BemuTe B KOMaHIHOI CTPOKE CIICTYIOIIYIO KOMaH/IY:

cd nanka_n3eneuernss \TSMUMWARE_WIN
2. Bseaute xoMaHay

Gpinsta]].exe /silent )

ITpu nepBoM MOHTHPOBAHUY TOMa OyHET HOKa3aHO CJIEAYIOLIee COOOIIeHNE:

[lpaiiBep BMUPTyarbHLX TOMOB elle He 3aperucTpupoBaH. Recovery Agent MoxeT 3aperucTpupoBaThb
LpailiBep ceiiuac. Bo BpeMs perucTpauuu MOKeT BHBOLUTHCS MpenynpexfeHue C JI0rOTHMOM
Microsoft Windows.

MpuMuTe 3TO MpeaynpexgeHue, UToBb MOXHO OO BHIMOMHWTL PerucTpaLyio.

3aperucTpupoBaTh fpaiBep BUPTyasbHbX TOMOB ceiuac?

Benute Jla, 4TOOBI 3aperucTpUpOBaTh ApaiBep BUPTYaIbHBIX TOMOB.

3ajaun, cBA3aHHBIE C JAHHON:

“ Nenncrayutsnus Data Protection for VMware B Windows B pexxnme 0e3 BbIBOZ[al

x99

coobmenuit” Ha cTp. 36|
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YctaHoBKa Data Protection for VMware B cuctemax Linux B
pexume 6e3 BbiBoAa COOOLLEHMI

Bb1 MoxeTe HacTpouTh Habop Gynknuit Data Protection for VMware, koTopble cienyeT
YCTAaHOBUTH B ONEPAIMOHHOM cucTeMe Linux B pexxuMe 0e3 BBIBOIA COOOIICHU.

I'Ipem.qe YyemMm Ha4yaTb

[Mpexne yem ycraHaBmMBaTh KoMnoHeHT Data Protection for VMware, yoenutech, 4TO BB
BBITIOJTHILIA CJICAYIOIIIE TPeOOBAHUS:

* Tlpexae yeM IPOIOJIKUTD, yOeauTeCh, 4TO Y ID mosp30BaTesist eCTh HEOOXOAMMBIH
YPOBEHb pa3pelleHU U YTO HY>KHbIE IOPTHI CBSI3U OTKPBITHI.

» Tlporiecc ycTaHOBKHM CO34aeT moJsib3oBaresis tdpvmware. Bee komanabl vincli HYKHO
BBOJWTHL OT UMEHH MOJIb30BaTe s tdpvmware, a He oT uMenu ID mosb30BaTesIst root.

* [Ipu ycTaHOBKe B pekuMe koHcoJ TpedyeTcss X Window Server.

° y6eHI/ITeCL, 4YTO Bbl O3BHAKOMMUJIIUCH CO CJICAYIOIIUMU Tpe6OBaHI/IﬂMI

— [“Tpe6oBanms k cucteme” Ha ctp. 13|

— |“H606xo;[I/IMLIe pas3pelleHnst Ha YCTaHOBKY  Ha CTp. 16|

— [‘Heo6xomumbie mopThI cBsi3u” Ha cTp. 17]

06 aToi 3agaue
B Data Protection for VMware ecTh ciieayrolue (yHKIIMA YCTAHOBKH B pekuMe 0e3 BBIBOJA
COOOIIEeHNIT IUTS OTIepallMOHHBIX crcTeM Linux:

Tabnnua 7. KomnoHeHTsl Data Protection for VMware ans yctaHoBKu 6e3 BbiBOAa
COO06LLEeHMI

YcranaBiamBaetcs
OyHKIUA Onncanne 10 YMOJTYaHuI0?

Docs ®daitn Readme Ha

TDPVMwareDM VcranoBka 3Toit pyHKIME BKJItOYaeT B ceOs daii | Ja
HOJJIEP>XKKU BO3MOXKHOCTEH.

Paspemaer IBM Spectrum Protect BeIIOJHATE
cJIeyIolye TUIbl Pe3ePBHOTO KOMMPOBAHUS:

* Tlepuoanueckoe HHKPEMEHTHOE Pe3epBHOE
KONUPOBAHUE BUPTYAJILHON MaIIMHBI

* IlosHoe pe3epBHOE KONMPOBAHKE BUPTYAJIbHOU
MauHbl Beerna nHKpeMeHTHOE

* HKpeMeHTHOe pe3epBHOE KOIUPOBAHNE
BUPTYyaJIbHOI MalyuHbl Beerna unkpeMenTHOE

Ecym BBI BRITpYy)kaeTe paboune HArpy3Ku
Pe3epBHOTO KOMMUPOBAHUS, TO 3TOT (ailil Hy)KHO
YCTaHOBUTH Ha CEPBEPE PE3EPBHOIO KOMUPOBAHUS
vStorage.

TDPVMwareGUI I'paduueckuit maTepdeiic Data Protection for Her
VMware vSphere.

Ipumeuanne: Taxoke BKIIFOUAeT B ce0sl yCTAHOBKY
(hbaiisia moIep>KKM BO3MOXKHOCTEH.

Mpoueaypa

Yrto0bsl ycTanoBuTh Data Protection for VMware, BBIIOJIHUTE CJIEIYIOIIUE IIATH U3
KaTaJora, KyJa Bbl paclaKoBaJId MMAKeT YCTAHOBKU:
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1. Ortkpoiite daiin myTs../Linux/DataProtectionForVMware/installer.properties u
PACKOMMEHTHUPYHITE CIEAYIONIYIO 3aMUCh, YTOOBI IPUHATH JUIEH3UIO (T1I€ 1) Tb - 3TO
HanKa yCTaHOBKH):

LICENSE_ACCEPTED=TRUE

2. BrpiOepuTe OaUH U3 CJIEAYIONINX METOJIOB YCTaHOBKHM KOMIOHEeHTOB Data Protection for

VMware:

* Jlyisl yCTAHOBKH [0 yMOJIMAHUIO OTKpoiiTe manky CD/Linux/
DataProtectionForVMware u BBeauTe CiieIyIOIIyI0O KOMAH/Y:

./install-Linux.bin -i silent -DLICENSE_ACCEPTED=true

M HJ’IH MOJIb30BATEILCKOM YCTAaHOBKU BBIIIOJITHUTE CIICAYIOIUC IIATU:

a. 3apaiite B ¢aiiyie installer.properties mogxoasimue 3HaYCHUS:

1) O6o3nauenue INSTALL_MODE=Custom. Y6emautech, uTo 3HaK HoOMepa (#)

yAaJIEH U3 5TOTO0 onepaTtopa.

2) Vkaxure, kakue QYHKINH CJIEAYeT YCTAHOBHUTD, UCTIOJIb3YSI OIINIO

CHOSEN_INSTALL_FEATURE_LIST. Hanpumep, 4TOOBI yCTAaHOBUTH BCE
KOMIIOHEHTBHI, 3aJaliTe CJIeyIolIee:
CHOSEN_INSTALL_FEATURE_LIST=Docs, TDPVMwareDM, TDPVMwareGUI
b. B manke CD/Linux/DataProtectionForVMware BBemuTe CIIEMYIONIYIO KOMAHTY:
./install-Linux.bin -i silent -f installer.properties

MepBble wWwaru nocne ycraHosku Data Protection for VMware

IMocne ycranoBku kommonenTa Data Protection for VMware noarotroBbTech K
KoHUrypupoBaHnuio. Vcrnosp3oBaHue MacTepa no KOHGUrypUpOBaHUIO -

IIPeANOYTUTEIIbHBIH cr1ocod KoHdurypuposanus komrnoneHTa Data Protection for VMware.

Pabouan Tabnuua KoHdpurypauum
Wcnosnb3yiiTe STOT KOHTPOJIBHBIHN CIUCOK /IS 3aMiCH HHGOPMAIHK, KOTOpasi BaM
noTpedyeTcs Ipu KoHpUTyprpoBaHuy U anMuHUCTpupoBaHun Data Protection for VMware.

KOHTpOHI;HLIﬁ CIIMCOK MMOMOKET BaM BCIIOMHUTDL YKA3aHHBIC 3HAYCHUS TTOCIIE

KOH(UTypUpOBaHHUSL.

Tabnuua 8. Paboyas Tabnuua KoHgurypaumm Data Protection for VMware

JJj1eMeHT

Co0OcTBeHHOE 3HAYEHHE

IIpumeuanns

Hndopmanus o cepsepe IBM Spectrum
Protect

Anpec cepsepa IBM Spectrum Protect

Tlopt cepsepa IBM Spectrum Protect

ID agmuHHuCTpaTOpa cepBepa/mapois IBM
Spectrum Protect

ITopt anmunuCcTpaTOopa cepsepa IBM
Spectrum Protect

Onuuu onpeie/ieHuii y3.108

TIpedukc nuis noGaBIIeHNS HA Y3JIbI

JIOMEH NOJIMTUKU, KOTOPBINA HY>XHO
HCIOJIb30BaTh IPH PETHCTPAINE HOBBIX y3JI0B

Wwms yzna/maposs vCenter

Wwmst yzna/maposs VMCLI
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Tabmuua 8. Paboyas Tabnuua koHurypaumm Data Protection for VMware (npogomxexue)

Dj1eMenT

Co0cTBeHHOE 3HAYEHHE le/lMe‘laHl/lﬂ

VmeHa y3710B/mapostd HeHTpa

JaHHBIX
Nms y3J1a HI€HTpa JaHHBIX COCTOUT U3

Hanomunanne: MoxHO CO31aTh HECKOJIbKO 3aJaHHOT O npe(bm(ca, TIOCJIE KOTOPOTro

y3JI0B LIEHTpA JIaHHBIX.

UMs HEHTPA JaHHBIX.

CTOUT CUMBOJI IIOAYECPKUBAHUSA, 4 3ATEM -

Hanpuwmep: nodePrefix_datacenterName

Wmena/maposu y3/10B HepeMeIleH s TaHHBIX

Ha CepBepe Pe3epBHOTIO KOLUPOBaHUs VStorage V3es1 cpeicTBa HEPEMEIICHHS JAHHBIX

Hanomunanne: MoXHO CO3/1aTh HECKOJIBKO I1I0CJIE KOTOPOIro CTOUT CUMBOJI

Y3JI0B NIEPEMEIIEHU S TaHHBIX.

noAYepKUBaHus, a 3aTeM - DM.

Hanpuwmep: datacenterNodename_DM

COCTOMUT U3 UMCHHU y3J1a HCHTPA JaHHBIX,

VMena/mapoJia y3J10B nepeMellieHHs TaHHbIX

Ha yJaJIECHHBIX CEpBEpaAx

Hanomunanne: MoHO CO3/1aTh HECKOJIBKO

y3J10B IEPEMEIICHUS TaHHbIX,

HaXO/AIIMXCS Ha CepBEPe PE3EPBHOIO

KONmIpoBaHHUs vStorage.

HE

ITpoxcu-y3esr MOHTHPOBaHUS

HpOKcn-y3en MOHTUPOBAHUS UCIOJIB3YETCS

P BOCCTAHOBJICHUU JAHHBIX.

Windows:

Linux:

MonyuyeHune goctyna K KOMNOHeHTY Mpaduueckuin uHTeppeinc
Data Protection for VMware vSphere
Ucnonb3yiite komnonent [ paduueckuit untepdeiic Data Protection for VMware vSphere

JJI PE3CPBHOI0 KONMUPOBAHUSA, BOCCTAHOBJICHUS U YIPABJICHUA BUPTYAJIbHBIMU MalllUHAMU

B cpene VMware vCenter.

I'Ipemne YyeMm HadvaTb

ITpex e yeM BBl CMOXeTe MOJIYYUTh JOCTYN K KoMImoHeHTy [ paduueckuii uaTepdeiic Data
Protection for VMware vSphere Bo BpemMst yCTAaHOBKH, HY>KHO BBIOPATH OMIIMIO JJIS1 3AIIUTHI

BaIlluX JaHHBIX B cpene vSphere.

Mpoueaypa

* Ecmm npu ycTaHOBKE BBI BBIOEpeTe oniuio Pa3pemuTh 10CTyN K rpaguyueckoMy
nHTepdeiicy yepe3 Bed-Opay3ep, Bbl CMOXXETE MOJIYYUTh JOCTYI K KOMIIOHEHTY
I'paduueckuii unrepdeiic Data Protection for VMware vSphere u3 6paysepa:

1. Otkpoiite 6pay3ep u BBeauTe ciemyrommuit URL:
https://ums_xocTa:nopT/TsmVMwareUl

31mech UCTIOJIL3YIOTCS CIleIytomue 0003HAYCHUS:

— uUMA_XocTa - UM CUCTEMBI, TJie ycTaHoBJIeH [ paduueckuii unTepdeiic Data
Protection for VMware vSphere.

— [opT - HOMEp NopTa, Yepe3 KOTOPBIi ToCTyIeH rpaduieckuiit uHTepdeiic vSphere.

Howmep nopta no ymosuanuto - 9081.
2. Boiimute npu nomomu cBoero ID nosb3oBatesns u naposst vCenter.

» Ecym npu ycTaHOBKE BHI He BBIOEpeTe OmIuio Pa3pemmTs gocTyn K rpaguyeckomy
unrepdeiicy Yepe3 BeG-0pay3ep, BbI MOXeTe 3ayCTUTh | paduueckuit uatepdeiic Data
Protection for VMware vSphere, BEIIOJIHUB CJIeTyFOIIHE IIIATH:

I'naBa 1. Ycranoska u o6HoBJIeHHe Data Protection for VMware
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1. Orkpoiite kareHT VMware vSphere u BoiauTe B CUCTEMY, UCIIOJIL3Ys 1D
noJjb3oBaTtesst u napoib vCenter.

2. B nanemn Pemenus u mpuiioXeHUs KIIMEeHTa vSphere MENIKHATE 10 3HAYKY
I'padmuecknit maTepdetic Data Protection for VMware vSphere.

O6HoBneHue Data Protection for VMware

MoxHo oOHOBuTBH Data Protection for VMware oT npenbiayineil BEpcuy Npor paMMBbl.

WNHpopmanuio o COBMECTUMOCTH ¢ O0Jiee pAHHUMHU BEPCUSIMH CMOTPUTE B|[TEXHUYECKOM]|
Bameuanmu 1993819]

Oono.tenne Bepenn 7.1.8: Ecim B mporiecce 0OHOBJICHUS MOSIBUTCS COOOINEHNE, B KOTOPOM
BaC CIIPOCAT, XOTUTE JIX BB IEPEOTIPEISIINTH CYIIeCTBYIOLIIA (daiin jextract, Beioepure
Jla 171a Bcex.

O6HoBneHue Data Protection for VMware

B 310l nporetype pacckasbiBaeTcs, kak mpousBectu oOHoBJeHUe 10 Data Protection for
VMware V8.1.4.

Mpexwnae yem HayaTb

Baxknoe 3ameuanne: DTa npolieaypa OOHOBIICHHS IIPUMEHSETCS K CUCTEME, B KOTOPOii He
ycranoBJieH IBM Spectrum Protect Snapshot for VMware.

Huis oonosienust Data Protection for VMware TpeOyrOTCs IOJTHOMOYHUS A IMAHICTPATOPA.

OO6HOBJIEHNS CYIIECTBYIOIIEro komrnoneHTa I paduyeckuii untepgeiic Data Protection for
VMware vSphere 00pabaThIBaFOTCs CIICAYIOIIM 00pa3oM:

* TIpexnae yem HAUHETCS MpoIiecCc OOHOBJIEHUsI KOMIOHeHTa [ paduueckuit untepdeiic Data
Protection for VMware vSphere, cozaetcs pesepBHast konus GpaityioB napaMeTpoB.

* Hcnosb3yroTcs Te e HoMmepa nopta 0a3sl maHHBIX Derby u 6a3oBoro nmopra mo
ymosuanuro WebSphere Application Server.

. 3nauenus B npodue (vimc1iprofile) ucnoms3yrores as uaTepdeiic
koMaHnaHoit ctpoku Data Protection for VMware.

Orpannuenue:

o INIITETEN TIpu yeranoske komnonenta IBM Spectrum Protect for Virtual Environments
B PACIOJIOKEHUE, HE SIBJISFOIICECS PACIIOJIOKEHUEM 10 YMOJYAHHIO, IPOIIECC
ob6HOBIIeHHs ycTaHaBmBaeT GpyHknuu IBM Spectrum Protect for Virtual Environments
V8.1.4 B kaTajor ycTaHOBKH IO yMoJtdaHuto. [ITpon3BecTn 0OHOBJICHNE B PACIIOJIOKEHHE,
He SIBJISIIOLIEECs PACHIOJIOKEHUEM IO YMOJIYaHHIO, Helb3sl. VIHpopManuio o karagorax
YCTAHOBKH 110 YMOJTYAHUIO JUIS KaX/10# (YHKIIMU CMOTPHUTE B OJpa3/esiax pa3aesia
[“VcTanapuBaemble kommoHeHTH” Ha cTp. 1]

° m Hpouecc OOHOBJICHHS HE yCTaHaBJIMBA€T HOBBIC KOMIIOHCHTBI.

Hanpumep, ecyu B npenpIayIeii Bepcur ObLIT yCTAHOBJIEH TOJIBKO I'PAGUUECKHit
uHTepdeiic areHT BOCCTAHOBJICHHU S, TPOLEIypa OOHOBJICHNS HE YCTAHOBUT MHTep(eiic
KOMAH/IHO! CTPOKHY KOMIIOHEHTA areHT BOCCTAHOBJICHUS. B 3TOM cilyuae 3a1mycTuTe
IporpaMMy YCTAaHOBKHU U BBIOEPUTE JJI1 YCTAHOBKU OTCYTCTBYIOIIUI KOMIIOHEHT.

. KOMIIOHEHT areHT BOCCTAHOBJIEHHS B BepCHH Linux J0JKeH OTHOCHTHLCS K
TOIf 5Ke BEPCHH, 4TO M KOMIIOHEHT areHT BOCCTAHOBJICHHUS B IpOKCH-crcTeMe Windows.
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http://www.ibm.com/support/docview.wss?uid=swg21993819
http://www.ibm.com/support/docview.wss?uid=swg21993819

ITosToMmy, ecii BbI OOHOBUTE KOMIIOHEHT areHT BOCCTAHOBJICHNUS B Linux, BbI Takxke
JIOJDKHBI OOHOBUTH BEPCUIO areHT BOCCTAHOBJICHHS B IpoKcU-cucTeMe Windows.

Mpoueaypa

Just obnoByienus Data Protection for VMware cresalite cieayrolee:

1.

OcTaHoBuUTE Bce paboTarolye y Bac KOMIOHEHTHI U c1y)0b! Data Protection for
VMware.

PasmoHTHpYiiTe BCe CMOHTHPOBAHHBIE BUPTYaJIbHBIE TOMA. Pa3MOHTHPOBATH TOMA
MOYHO C MOMOIIBIO IPaduueckoro uHTepdeica areHT BOCCTAHOBJICHUS HJTHA
unTepdeiica komanHOM cTpoku (komanaa mount del).

Crenyiite nuCTpyKumsiM B[“Ycranoska Data Protection for VMware B cucTemax|
[Windows” na crp. 24|

Ipumeqanue: Ecim y Bac yCTaHOBJIEHO CPEACTBO IIEPEMEILECHHUS JAHHBIX
V6.x, BbI JOJDKHBI €0 JEMHCTAJUIMPOBATh, IPEXKIE YeM yCTaHaBMBaTh V8.1.4.
CrenyiiTe MHCTPYKIAM B pa3nese Jewncrayusmus kimerta IBM Spectrum Protect
Linux x86_64.

CkayvaiiTe makeT KOJIOB.

3anycTuTe mpolecc OGHOBIEHNS U3 MATIKH, T BbI COXPAHUIIM 3TOT MaKeT KOJA.
a. W 3anycrute daitn spinstall.exe.
b. 3amycTuTe (aiin install-Linux.bin.

Ha xoMnbroTepe MOXHO YCTAHOBUTH TOJILKO OJIMH KOMIIOHEHT I paduueckuii
unrepdeiic Data Protection for VMware vSphere. [ToaToMy Ha 0THOM 1 TOM Xe
KOMIIBIOTEPE HE JIoNycKaeTcs 6oJiee 0qHOTO KoMnoHeHTa [ paduyeckuii uaTepdeiic
Data Protection for VMware vSphere.

O6HoBneHue Data Protection for VMware B 64-paspagHoW
cucteme Windows B pexume 6e3 BbiBoga coobLueHuin

Moxno obnoBuTh Data Protection for VMware B pexxume 0e3 BEIBOAA COOOIICHUN B
MOJI/IePKUBAEMOi 64-pa3psIHON ONepallMOHHON cUCTeMe

Mpexae yem HayaTb

ITpu ycranoBke komnoneHnTa Data Protection for VMware V6.x B pacnoJioxeHue, He
SIBJISIFOLLIEECS] PACIIOJIOKEHUEM 10 YMOJTYAHHIO, IPOIIECC OOHOBIICHUS B peXKMMe 0€3 BbIBOJIA
cooOreHunit ycranasiuBaeT pynknuu Data Protection for VMware V8.1.4 B xatasor
YCTaHOBKH 110 yMoJr4anuto. [IpousBectu 0OHOBIICHUE B pexxuMe Oe3 BbIBOA COOOILEHNIT B
pacroJioXkeHune, He SIBJISIOIIeeCcs: PAacloJIokKEeHHEM 110 YMOJTYaHuto, Hesb3s. Mudopmanuro o
KaTaJIorax yCTAaHOBKHM 110 YMOJIYAHHUIO JUISL KaX/10i (QYHKIIMM CMOTPHTE B IOJIpa3/ieax
pasena ‘Y cTanaBImBaeMble KOMIOHEHTH!” Ha cTp. 1]

Mpoueaypa

Jutst oonoBtenust Data Protection for VMware crnenaiite cieayrolee:

1.
2.

OcTtaHoBuTe Bce paboTtaromme KoMnoHeHTHI Data Protection for VMware.

Pa3moHTHpYIiTE BCe CMOHTHPOBAHHBIC BUPTyaJibHBIC TOMAa. Pa3MOHTHpPOBATh TOMaA
MOJXHO C MOMOIIBIO Ipaduueckoro nHTepdeiica areHT BOCCTAHOBJICHUS HITH
nHTepdeiica koMaHTHOW cTpoku (koManaa mount del).

Pa3zMoHTUpYiiTE BCE CMOHTUPOBAHHbBIE BUPTYyaslbHble TOMA. Pa3aMoHTUpPOBAaTE TOMA
MOXHO C MOMOIIBIO I'paduueckoro nHTepdeca areHT BOCCTAHOBJICHUS UITH
unTepdeiica KomaHHOU CTpoku (komaHia mount del).

I'naBa 1. Ycranoska u o6HoBJIeHHe Data Protection for VMware

33



34

4. CxkayaiiTe HakeT KOJOB.

B nanxe Data Protection for VMware nepeiimute B manky X64.

6. B oxHe KOMaH/IHOI CTPOKHU BBEIUTE CJIECAYIONIYIO KOMAH/Y:

spinstall.exe /s /v"/qn REBOOT=ReallySuppress"

O6HoBeneHue Data Protection for VMware B Linux B pexume
6e3 BbiBOAa COOOLLEHUI

MoxHo o6HOBHUTE Data Protection for VMware B moaepxuBaeMoit onepamoHHOR
cucteMe Linux B pexxume 6€3 BIBOJA COOOIIEHMIA.

06 aTou 3agaue

Hcnonp3yiiTe B coueTaHUM ¢ PyHKIMEH yCTAaHOBKH Oe3 BBIBOIA COOOIICHUI CIIeYOIINe
mapaMeTpbl komnoHeHTa Data Protection for VMware:

Tabnuua 9. MNapamertpsi Data Protection for VMware a41a 06HOBNEHWA yCTaHOBKM 6e3

BbIBOAA COOOLLEHWIT

ITapametp

Onncanue

3HaveHHe N0 YMOTYAHUIO

VCENTER_HOSTNAME

ITommoe nms nomena nnm [P-aapec cepBepa
vCenter.

Her

Hoctyn x xomnoHeHTy I paduueckmii
uaTepdeiic Data Protection for VMware vSphere
npousBoauTcs uepes 3akyuanky URL Ha
BeO-cepBepe rpaduieckoro nurepdeiica. Ecim
BBI HE XOTUTE TOJIy4YaTh JOCTYN Kk [ paduueckuit
unTepdeiic Data Protection for VMware vSphere
B BeO-Opaysepe, ykaxxute DIRECT_START=NO.

VCENTER_USERNAME ID none3oBarensa vCenter. Otot ID Her
HOJIb30BATEJIA JOJDKEH OBITH
agAMHUHHUCTpaTOopoM VMware, y KOTOpOro ecTb
paspellieHne Ha PErUCTPALHIO 1
JIEPETUCTPALNIO PACIIUPEHHH.
VCENTER_PASSWORD ITapoub vCenter. Her
DIRECT_START Yrto6s! moyuuTh noctym k ['paduueckuit YES
uaTepodeiic Data Protection for VMware vSphere | Ba:knoe 3ameuanue: Ilo
B BeO-Opaysepe, ykaxxute DIRECT_START=YES. 3aBEpUICHUN

OOHOBJICHUS] I3MEHUTD
3HaveHne DIRECT_START
OyJIeT HeJIb3sl; YTOObI
3TO CAeNIATh, IPUIETCS
NepeyCTaHOBHUTD
MPOIYKT.

Mpouenypa

Jst oonoBteHuns Data Protection for VMware BBIIOJIHUTE CIICAYIOIITAE IEHCTBUS:

1. y6C,Z[I/ITCCI), YTO HCT aKTUBHBIX CECAHCOB PE3CPBHOIO KOIIUPOBaHUA, BOCCTAHOBJICHUS
I MOHTHUPOBAHUA.

2. VbemuTech 4TO BCe CylleCTBYroIue rpaduyueckue natepdeiics I padudeckuii
untepdeiic Data Protection for VMware vSphere niit areHT BOCCTaHOBJICHHSI 3aKPBITHI.

3. CkauaiiTe makeT Koja.

4. B manke Data Protection for VMware nepeligute B manky Linux.

5. BBemuTe B OKHE KOMaHIHOU CTpoKH KomaHay ././install-Linux.bin -i silent
-DLICENSE_ACCEPTED=true c mpeAnoYTUTEILHBIMU TApAMETPAMH.

Hanpuwmep:

././install-Linux.bin -i silent -LICENSE_ACCEPTED=true
-VCENTER_HOSTNAME=hostname -VCENTER_USERNAME=username
-VCENTER_PASSWORD=password

-DIRECT_START=yes -REGISTER_PLUGIN=yes
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HdeuHcTtannauua Data Protection for VMware

ITponecc nemacramsamun Data Protection for VMware anasiornies mpoueccaM HOBOI
YCTAaHOBKHU U 0OHOBJIEHUS BCpCUM.

HeunHctannauua Data Protection for VMware B Windows

Hewnncraumpyiite kommnoHeHTHI Data Protection for VMware n ynanmute (haiiiiel U KaTaJIor
3 cucreMbl Windows.

Mpexae yuem HayaTb

UToO6sI 06ecnevnTh yCHENTHYIO JeNHCTAUISIINIO, BHIIOJHUTE CIICAYIOIINEe PEKOMEHIALNH:

* Ecmm xomnonenT IBM Spectrum Protect vSphere Client - Momayis plugin nucmoss3yrot
JIpyTUe XOCTHI rpaduaeckoro BedO-nHTEpdeiica kommoHenTa Data Protection for VMware,
He IeperucTpupyinTe paciiupenue BeO-KIneHTa.

06 aToi 3agaue

[Tocre 3aBepiienust qenHCTAIUIAIMY (Daiiiibl KOHGUrypanuu U Gaiisiel CBOUCTB HAXOASTCS B
kartajiore C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\config.

Mpoueaypa
1. OcranoBute Bce pabortaromue KoMnoHeHTHl Data Protection for VMware.
2. Pa3MoHTHpYIiTE Bce CMOHTUPOBAHHbBIE BUPTYaJIbHbIE TOMA.

3. Vpanute Bce CYLIECTBYIOIINE PE3EPBHbBIC KON BUPTYAIbHON MAIIIUHBI, UCIOJIB3Y S
xomany delete backup cpemcTBa mepemMelneHus TaHHBIX.

4. Vnpanure Bce yCTAHOBJICHHBIE CIIY)KOBI IEPEMEILIEHUS TAHHBIX C TIOMOIIIBIO KOMaH/IbI
dsmcutil remove.
YToObI IOJIYYUTh CIUCOK CIIyXK0, nepeiiaqure B katasor C:\Program
Files\Tivoli\TSM\baclient\ u BBenuTe komanmy: dsmcutil Tist.
VY paymre ci1yKOBI C IOMOIIBIO KOMaH/, AHAJIOTHYHBIX CIICAYFOLIUM, TOJICTABUB HMS
HEPEYNCIICHHON CITyKObI B KABBIUKAX:

dsmcutil remove /name:"TSM Remote Client Agent"
dsmcutil remove /name:"TSM Client Acceptor"
5. Buibepurte Ilyck > IManesb ynpasJiennsi > [IporpaMMbl 1 KOMIOHEHTBI >
Jenncrajymposats nporpamMmy. JlenHcTasummpyiiTe cienyromue IporpaMMmbl:

* IBM Spectrum Protect for Virtual Environments Data Protection for VMware Suite

» Jlunensus IBM Spectrum Protect for Virtual Environments Data Protection for
VMware

* IBM Spectrum Protect JVM

6. VYnanute u3 (haitioBoit cucTeMbl ciieayroue (haiipl u katajgoru Data Protection for
VMware (ecim oHH ecTb). B ciiygae IBM Spectrum Protect for Virtual Environments
V8.1.6 u HOBee yaamTe:

C:\IBM\SpectrumProtect

C:\Program Files\IBM\SpectrumProtect
C:\ProgramData\Tivoli\TSM
C:\ProgramData\config
C:\IBM\SpectrumProtect

C:\Program Files\IBM\SpectrumProtect

Mo3HO TakXke yJaJIUTh:
C:\Program Files\Tivoli\TSM
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€CJIM OCTaBINMeCs (aiJIbl )KypHAJIOB U (paiiasl kKoHDUTypamuu 6oJIbIle He HYXHBI. Ecm
Bbl XOTHTE COXPAHUTH 3TU (ailiibl, oHM OYyIyT HAXOAUThCs B Katasore C: \Program
Files\Tivoli\TSM\baclient. B ciyuae IBM Spectrum Protect for Virtual
Environments V8.1.4 u 6oJjiee paHHUX BEpCHil yIaJUTe:

C:\IBM\tivoli

C:\Program Files (x86)\Common Files\Tivoli\TDPVMware
C:\Program Files\Common Files\Tivoli
C:\ProgramData\Tivoli\TSM

C:\ProgramData\config

MoxHO TakXke yaaJuTh:
C:\Program Files\Tivoli\TSM

ecJyi ocTaBuecs (haniel KypHaIOB U (aitnbl koHbUTypamu 60JIbIe He HY>XHBI. Ecin
Bbl XOTHTE COXPAHUTH 3TU (ailibl, OHM OyayT HAXOaUThCs B Katasore C: \Program
Files\Tivoli\TSM\baclient.

JanbHenwme pencteua

y6€,I[I/IT€CL, YTO BCC KOMIIOHCHTHI YJAaJICHBI U3 CUCTCMBI.

HdeuHctannauua Data Protection for VMware B Windows B
pexume 6e3 BbiBOAa COOOLLEHUN

Bb1 MoxeTe nemHcTaJuMpoBaTh Data Protection for VMware B pexxume 6e3 BbIBOIA
COOOIIIeHNH B onlepaninoHHO# cucteme Windows.

06 aTtou 3apgaue

[Tocne 3aBepieHNs JeMHCTAJIIAINN (aiiiIsl KOHPUTypaun u Gaitsl CBOUCTB HAXOASITCS B
katayore C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\config.

Mpouenypa

Yto0bsl nemHcTaIIMpOoBaTh Data Protection for VMware, ciernaiite ciemyrolee:
1. OcrtanoBute Bce paboTaromue koMrnoHeHTs Data Protection for VMware.
2. Pa3moHTHpYIiTEe BCe CMOHTUPOBAHHBIE BUPTYaJIbHBIE TOMA. PA3MOHTHPOBATH TOMA

MOJHO C IOMOIIBIO Ipadrueckoro nHTepdeiica areHT BOCCTAHOBJICHHS UITH
unTepdeiica komanaHOM cTpoku (komanaa mount del).

3. B okHEe KOMaHAHOIT CTPOKHM HCIIOJIB3YiTe KOMaHay ¢d, 4TOOBI IEpeTH B OJHY U3
CJICAYIOIINX TAIOK:
* UToOBI HACTPOUTH ONEPAIUIO JCWHCTAJUISAINY, iepeiinnTe B manky X64.
* YTto6msI AeuHcTaUIMpoBaTh Data Protection for VMware ¢ moMOIIIbIO TPOIPaMMBI
ycraHoBKM KoMiutekTa (Suite Installer), BeibepuTe <TOuHas nanka>TSMAVE _WIN.
4. B oxHE KOMaHJHOH CTPOKHM BBIIOJIHUTE CIIEAYIOUIYIO KOMaH/Yy:
* i1 OJIb30BATEJIbCKOM ONepanuy JeNHCTAJUISIINYN BEIOEPHATE OHY U3 CJIETYFOIINX
KOMaH/I;

— Bsenute 3TY KOMaHTy, YTOOHI AenHCTALIMpoBaTh Data Protection for VMware u
nepeructpuposath [ paduueckuit uatepdeiic Data Protection for VMware
vSphere:
spinstall.exe /s /v"/qn REBOOT=ReallySuppress REMOVE=ALL
VCENTER _HOSTNAME=<ums xocTa wnu IP-appec vCenter>

VCENTER:USERNAME=<MM51 nonb3osatena vCenter>
VCENTER_PASSWORD=<naponb vCenter>"
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* UTo0BI AeWHCTAJUIMPOBATH Bee (PYHKIMU C HOMOIIBIO TPOTPAMMEI YCTAHOBKHI
KOMILJICKTA, BBEAUTE CIICAYIOLIYIO KOMAHIY:

spinstall.exe /silent /remove

5. Tlo 3aBCPIICHUHN JECUHCTAJUIANNUUA IIEPE3AIyCTUTE CUCTEMY.

HdeuvHctannauua Data Protection for VMware B cucteme Linux

Henncramumpyiite Data Protection for VMware u ynanuTe Gaiiiisl 1 KaTaJIOTH U3
MO/IEP’)KUBAEMOH ONIePalnOHHON cucTeMsl Linux.

I'Ipemne yeMm HayaTb

YTt0o0BI 00CCICUYnTh YCICIIHYO JEUHCTAJIIANUIO, BBIIIOJIHUTE CJIIEAYFOIIUC PEKOMECH AN

* Vnamure y3Jbl ¢ cepBepa IBM Spectrum Protect. 9To HyXHO caie1aTh 10 JSMHCT AN
npoxaykra Data Protection for VMware:

1. 3amyctuTe dsmadmc u3 /opt/tivoli/tsm/client/ba/bin/dsmadmc.

2. Bo3MoxHO, BaM MOTpedyeTCs UCMOJIb30BaTh KoMaHay del, 4ToOb! yaaauTh
(aitioBoe npoctpancTBo Aist y3i10B: del file uma_ysna *

3. HWcnoms3yiite koMaHay q 11 3anpoca uHpopMmanuu s y3oB:  filespace
ums_y3na *

4. Wcnosp3yiiTe KOMaHIy rem, 4ToObl yIaJisiTh y3Jbl: rem node uMs_y3a

* OcranoBuTe ciryx06b1 dsmcad, coznannble 111 GQyHKUUI NepeMeleHUs TaHHBIX.
VcroJib3yiiTe MHCTPYKIMH, COACPKALIMECS B TEXHUYECKOM 3aMeYaHUuH
[ttp://www-01.ibm.com/support/docview.wss?uid=swg2 13584 14|

1. TIpu moMoIu KOMaHIbI PS IPOBEphTE, paboTaeT jm ciIyx6a dsmcad: ps -ef|grep
dsmcad

2. Tlpu nomomu xomanael kill octanosute ciryxx0y dsmcad: kill -9
ID _npouecca_dsmcad

* HyxHo crepeTh (haiiyibl, CBI3aHHBIE C CO3TaHUEM CITyXKO IepeMeIeHNs TaHHbIX.
IepetiuTe B KaTAJIOT YCTAHOBKH U BBEIUTE CJIEAYIONIYIO KOMAHIY:

/opt/tivoli/tsm/client/ba/bin/dsmutillnx cleanupDmFiles 1

Haxxwmure kiaBuiy Enter, 4To6b1 BHIOpaTh UMS y3J1a, U CHOBA HaXMuTe KiaBuily Enter,
YTOOBI €r0 yIaJUTh.

Nmena y3510B MOXHO HaiiTu B (haiise dsm.sys.

* [Ipu memncrayusnuu komrnoneHTa IBM Spectrum Protect vSphere Client - Moayib
plugin u3 cpeast VMware vSphere 5.5 yaaasiroTCst TOJIBKO CBSI3aHHBIE C HUM METKH
MMOJIHOMOYHN U onucanus. PakTUYECKHE ITOJTHOMOYMS OCTAHYTCH YCTAHOBJICHHBIMU. 3Ta
npobyema - u3BecTHOe orpannuenue VMware. J{J1st moJtydeHus JOMOJHUTEIbHON
nHGOPMAIIK CMOTPUTE CIICTYFOIIYIO CTaThiO B 0a3e 3HaHUi VMware:
[http://kb.vmware.com/kb/2004601|

* ®aiin pas6iokupoBanus Data Protection for VMware He yaasseTcs nocie
JCUHCTAJUIAINUU TPOJAYKTA.

06 aToi 3agaue

Ecomm Bel menncraimupyete Data Protection for VMware B Linux, To Mo yMOJIYaHAIO THI
JIEMHCTAJUISAIIA - 3TO TOT JX€ MPOIIECC, YTO U TUI YyCTAHOBKA. UTOOHI HCIOJIb30BATH IPYTrOi
IIpoLece AeNHCTAIUIANNN, 3a4aiiTe NpaBIIbHBIN napaMeTp. Hampumep, ecimi BBl
UCIIOJIH30BAJIM YCTAHOBKY O€3 BBIBOJIA COOOIIIEHHIA, TO BBl MOXETE UCIOIb30BATH [IJIS
JIEMHCTAJUIAUY MacTep YCTAHOBKH, YKa3aB mapaMeTp -1 Swing. 3amycTute mporece
JIEMHCTAJUIANK OT UMEHHU T0JIb30BaTe s root. Hamo mpuMeHuTh Mpoduiib M0JIb30BaTEIS
root. Ecji BbI oJTyuaeTe npaBa MoJIb30BATEIIsI rOOt IPHU MOMOIIU KOMaHIBI SU,
HCIOJIL3YHTE 3Ty KOMAH/Y SU - IS MPUMEHEHUS POQIIIS root.
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Ecnm mpornecc [enHCTAJUIAIN HAYMHACT yaajleHue (paiIoB mporpaMMbl, TO OTMEHa
npolecca IeNHCTAJUIALIUHN He BO3BpAIlaeT CUCTEMY B 'UHCTOE' COCTOSIHUAE. DTO MOXKET
MIPUBECTU K TOMY, UYTO IONBITKA NEPECYCTAHOBKHN 3aBEPUINTCA HEYJAYHO. HOSTOMy OYUCTUTEC
CHCTEMY, BBINOJIHUB 3a/1a41, ONMCAHHBIE B pa3/ieiie |“yaaneHI/Ie koMmmnoHeHTa Data Protection|
[for VMware Bpyunyio u3 cuctemsr Linux’]

Yrto0sl nenHcTaUIMpOoBaTh Data Protection for VMware, BBITOJIHATE CJIeIyFOIIUE [IATH:

Mpoueaypa
1. Hepeﬁ[{I/ITe B KaTaJior nNporpaMmbl ACUHCTAJIIIAI NN, Karasor IporpaMmal

JEeMHCTAJULIIIY 1o ymordanmio: /opt/tivoli/tsm/tdpvmware/ uninst/TDPVMware/

2. B 3aBucMMOCTH OT THIIA YCTAHOBKH, UCIOJIBL3YHTE OJMH U3 CJICAYIOIINX METOIOB
nenncrausinuu Data Protection for VMware:

IMpumeuanue: Yka3aHHBIE 3]IeCh KOMaHIALI HY)KHO BBOJIUTH B OJTHOMU CTpoke. B
IpUMepax MoKa3aHo JIBe CTPOKH JJIS1 COOTBETCTBHUS (hOpMATy CTPAHUIIBL.

* Uto0sI UCIIOIB30BATH T AenHCTaUsmu Data Protection for VMware mactep
YCTAaHOBKH, BBEJIUTE CJIECAYIOUIYIO KOMAaHY:
./Uninstall_Tivoli_Data_Protection_for_VMware -i swing

*  Yrto00BI HCIIOJIL30BaTh A1 AenHcTausnuy Data Protection for VMware KOHCOJIb,
BBEIUTE CJICTYIOIIYI0 KOMAaH/Y:

./Uninstall_Tivoli_Data_Protection_for_VMware -i console

* Uro6s! nenHcTaumpoBath Data Protection for VMware 0e3 BEIBOIa COOOIICHHUA,

BBEJIUTE CJICTYIOIIYIO KOMaH/IY:

./Uninstall_Tivoli_Data_Protection_for_VMware -i silent
-f uninstall.properties

®aimuninstall.properties cogepxut napopmauio o coequHenun ¢ vCenter.
OTa nHpopmanusa Heodbxoauma I AenHcTasauu [ papuueckuit uatepdeiic Data
Protection for VMware vSphere.

YnaneHue KomnoHeHTta Data Protection for VMware BpyuHyto u3
cuctemsbl Linux
06 aToi 3agaue

Ecmm Data Protection for VMware Heslb3s1 JE€MHCTAJUTMPOBATD, UCIOJIB3YS CTAHIAPTHYEO
HpoLeAypYy JSUHCTAJUISINY, BbI JOJDKHBI BpYuHYyto yaaiauTh Data Protection for VMware u3
CHCTEMBI, KaK ONMCAHO B CJIEAYIOIIUX IIarax. 9Ty NPOIeaypy HY’KHO BBIOJIHITE OT UMEHU
10JIb30BATEJIA r0ot.

Mpouenypa

1. Ecimm Bl ycranoBuin [ paduuecknit uatepdeiic Data Protection for VMware vSphere,
yIaJIuTe ero makeT u3 0a3bl TaHHBIX MeHekepa naketos (Package Manager) ¢
HOMOIIbIO KOMAH/BI:

rpm -e TIVsm-TDPVMwarePlugin
2. Vpamarte API IBM Spectrum Protect cremyrormeit komMmanaoit:

rpm -e TIVsm-API64
gskss164.1inux.x86_64.rpm
skcrypt64.1inux.x86_64
TIVsm-TDPVMwarePlugin.x86_64.rpm
TIVsm-DPAPI.x86_64.rpm

3. Vpamute 3anucu npoaykTta u3 Deployment Engine:
a. Beeaute CIIeayIONIYI0 KOMAH/IY, YTOOBI IPOCMOTPETH CIMCOK BCEX 3aMUCEi:
/usr/ibm/common/acsi/bin/de_lsrootiu.sh
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b. BBeauTe ciieqyroNIyr0 KOMaHy, YTOOBI yJaIUTh 3aIIUCH YCTAHOBJICHHBIX MOZYJICH,
KOoTophIe cBs13aHbI ¢ Data Protection for VMware:

/usr/ibm/common/acsi/bin/deleteRootIU.sh <UUID> <guCKpUMUHAHT>

Vbenutech, 4TO yaaJeHbI CIEAYIOIINE 3aIICH OJIOKOB:

FBJRE

TDPVMwareGUI

JavaHelp

TDPVMwareDM

ITo 3aBepmernn pabOTH MPOTPAMMEI IEMHCTAJUTANN yIAJIATE CIICTYFOIIIHe
KaTajoru (ecjv OHU €CTh):

* /opt/tivoli/tsm/client

* /opt/tivoli/tsm/tdpvmware

YI[’dJ'II/ITC II0JIL30BaTECJIA tdpvmwar‘e U CBSI3AHHBIC C HUM KAaTaAJIOTU:
* userdel tdpvmware

* /home/tdpvmware

« /etc/adsm

4. Co3spaiiTe pe3epBHYIO KONMIO TJI06aIbHOTO (aitia peectpa (/var/
.com.zerog.registry.xml). ITocie pe3epBHOr0 KONMUPOBAaHUS (aiijia yIaaIuTe Bce
Teru, cesg3annble ¢ Data Protection for VMware.

5. Vpanwute Bee (haiiinl B Katasore ycranosku (/opt/tivoli/tsm/tdpvmware). Takxe
yIaJIuTe BCE APJIbIKK, KOTOPBIE €CTh HA paboveM CToJE.

6. CospaiiTe pe3epBHYIO Koo (haiijIoB KypHAJIOB, HAXOAAIIUXCS B KaTajore /root u
conepxamux TDPVMware B umenu daitna. Hanpumep, IA-TDPVMware-00.10g nim
IA-TDPVMware _Uninstal1-00.70g. [Tocie cozmanust konuit ynamure 3Tu Qaiisist
XKypHaja. Y aasss ux, Bbl CMOXETe YBUAETh BCE OLIMOKHU, KOTOpPbIE OyIyT
CTeHEPUPOBAHBI, €CJIM MPOLIECC YCTAHOBKH CHOBA 3aBEPIIUTCS HEYJAuHO.

7. Tenepb MOXHO CHOBA YCTAHOBUTH IPOAYKT, KAK ONUCAHO B pa3jeJie |“VCTaHOBKa DataI
[Protection for VMware Ha cuctemax Linux” Ha cTp. 26}

M3meHeHMe cyllecTBYyOLLIEN YCTaHOBKM KOMNoHeHTa Data Protection

for VMware

B aToM paszernie npecTaBieHbl HHCTPYKIUYU 0 U3MEHEHHIO TAKETOB U KOMIIOHEHTOB B
cymecTByromeit ycranoBke Data Protection for VMware.

Hcnosb3yst mporpaMmy ycTaHOBKU komiuiekTa (Suite Installer), MOXHO H3MEHUTBH TO,
KaKie OCHOBHbBIC MAKETHI YCTAHOBJICHBI B ccTeMe. UTOOBI U3MEHUTD JIFOOOU M3 OTACIbHBIX
KOMITOHEHTOB TaKeTa, MOXXHO HCIOJIb30BaTh OKHO [TporpaMMbl H KOMIOHEHTHI B [TAHEJIH
yrnpasiieanst Windows.

MN3meHeHne NaKeToB B CyLLECTBYHOLLEN YCTaHOBKE KOMMNOHEHTa
Data Protection for VMware

UtoObI BHECTH U3MEHEHUS B IAKETHI B CYIIECTBYIOIIEH yCTaHOBKE KoMnoHeHTa Data
Protection for VMware, MOXHO UCIIOJI30BATh MPOTPAMMY YCTAHOBKH KOMILJIEKTa (Suite
Installer).

Mpexae yuem HayaTb
Ipesx e 4eM BOCIOJIb30BATCS MPOrPAMMOil YCTAHOBKU KOMILIEKTa, YOSAUTECh, UTO y BAC
IIOJ] PyKO# eCTh UCXOAHBIN HocuTe b, VcnomnHsieMblii daitn spinstall.exe mis

nporpaMmbl YCTAHOBKH KOMITJIEKTA HAXOJUTCA B KOPHE MAKETA YCTAHOBKU.
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06 aTou 3agaue

Ucnomnb3yiiTe mporpamMmy ycraHoBku komiiekTa (Suite Installer), 4ToObI n3MEHUTH TO,
KaKMe NaKeThl YCTaHABJIMBAIOTCS B CYIIECTBYIOIIEH ycTaHOBKe KommnoHeHTa Data Protection
for VMware. Bbl MokeTe 106aBUTh WJIH yIAJIUTh:

* V3es nepeMelleHus JTaHHbIX

* Data Protection for VMware
Cpenaiite cremyroiiee:

Mpouenypa
1. JABaxxmpl meskHATe 10 (aitay spinstall.exe, 4ToOBI 3aNyCTUTH MAKET MPOTrPAMMBbI
ycraHoBkH kKomiuiekTa (Suite Installer).

2. I/ICHOHBSyﬁTC IEPEKITOYATCIIN [IAKETOB B IIAHEJIN IMToab3oBaTeabcKas YCTaHOBKA, YTOOBI
ONpCACINTDh, KAKUC MaKEThlI HY’)KHO YCTAHOBHUTD.

3. Bribepute nakeTsl, HEOOXOAUMBIE JJIsI JAHHOW YCTAaHOBKH.

N3MmeHeHne KOMNOHEHTOB B CYLLECTBYIOLEN YCTaHOBKEe
KomnoHeHTa Data Protection for VMware

UToOBI BHECTH U3MEHEHHS B KOMIIOHEHTHI B CYIIIECTBYIOIIEH yCTaHOBKE KOMIIOHeHTa Data
Protection for VMware, MOXHO HCIIOJIb30BaTh aHeJb yHpaBJieHus [IporpamMmel u
KOMHOHEHTHI B Windows.

Mpexwpae yem HayaTb

HpC)KI[C YEM UBMCHSATDH MAKET YCTAHOBKH, y6e,Z[I/ITCCL, 4YTO y BacC nog pyKOfI €CTh UCXOJHBIN
HOCUTCJIb.

06 aTou 3agaue

Hcnonp3yiite Windows, 4ToOBI M3MEHUTH TO, KAKUE OTAC/IbHBIC KOMIIOHEHTHI AKETa
JIOCTYIIHBI B CyIllecTBYyrolel ycranoBke Data Protection for VMware. M0OXXHO U3MEHUTD
KOMIIOHEHTBHI:

* Ha y3Je nepemeltieHust JAHHBIX

* Data Protection for VMware

Cpenaiite cremyroiiee:

Mpouenypa

1. B paznesne ITporpaMMbl 1 KOMIIOHEHTHI NaHe M yrnpaBJjienuss Windows IIeIKHUTE MpaBoit
KHOITKOW MBI 1o mpuioxeHnio IBM Spectrum Protect for Virtual Environments: Data
Protection for VMware.

2. H_IGJIKHI/ITG no I/I3MeHHTb, 4TOOBI OOHOBHTH YCTaHOBJICHBIC B JTAHHBIA MOMEHT
KOMIIOHCHTHI ITaKE€TAa.

3. BriOepuTe KOMIIOHEHTBI, HEOOXOAMMBbIE JIJISI TAHHOK YCTAHOBKHU.
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naBa 2. KoHpurypuposaHue Data Protection for VMware

B aTtoM pasgernie cogepxartcs MHCTpyKIuK o koHpurypuposanuto Data Protection for
VMware 1 1o 3anycky CBSI3aHHBIX CJIyXO.

KoHdurypupoBaHue HoBo yCTaHOBKU Npu NOMOLLM MacTepa

Hcnonp3yiite MacTep KOHGUTYPUPOBAHUS ISl IEPBOHAYAIBHOTO KOH(MUTYPUPOBAHNS HIT
BHECEHMS HE3HAUNTEIILHBIX N3MEHEHUIA.

Mpexae yuem HayaTb

V cucTeMbl, B KOTOPOIi yCTaHOBJICH KoMoHeHT Data Protection for VMware, 10/DKHO OBITE
CETEBOE COE/IMHEHHUE CO CJICTYIOIINMU CEPBEPaAMMU:

* CepBep pe3epBHOTO KONMPOBaHUs vStorage
* Cepsep IBM Spectrum Protect
* Cepsep vCenter

06 aToi 3agaue

YTo0BI CKOHPUTYPHPOBATH cpedy kKoMmmnoHeHTa Data Protection for VMware, BEIIOJIHATE
CJICTyFOIIINE IIIaTH:

Mpoueaypa
1. Ortxpoiite Opay3ep u BBeAUTE afgpec BeO-cepBepa Irpaduiaeckoro nHTepdeiica:
Hanpumep:

https://guihost.mycompany.com:9081/TsmVMwareUI/
* B cpene vSphere BoiiauTe B cucTeMy, yKa3aB UMs MOJIL30BATENS U naposs vCenter.

2. B okne Haumnaem paboty nepeiinure B okHO KoHpUrypanus u meJKHuTe Mo 3amycTuTh
MacTep KOHQHI'YpPHPOBAHHSI.

3. BrIMoOJHUTE HHCTPYKIMU HA KAXI0# CTpaHUIIe MacTepa; M0 OKOHYAHUU OTKPOETCS
okxHo CBoaka. [IpoBepbTe mapamMeTpsl 1 HAXXMATE ['0TOBO, 4TOOBI 3aBEPIIATH
KOH(UTYpHPOBaHNUE U 3aKPHITh MacTep.

CoBet: MH(Dopmanus o kaxaoi cTpaHuie KOHQUTYpalluy IpeICTaBICHA B
9JIEKTPOHHOU CIpaBKe, yCTaHABIMBAEMOIl BMecTe C rpauueckuM MHTephEencoM.
[lesxHUTE IO ¥Y3HATh NOAPOGHEe B JIFOOOM U3 OKOH Irpaduueckoro uHTepdeiica, 4TOOHI
OTKPBITh 3JICKTPOHHYIO CIPaBKy U MOJIyYUTh IIOMOIIB 1O 3a1auaM. CMOTpUTE pas/ien
3amyck macrepa kongpurypuposanus.

4. VbemuTech, YTO y3JIbI IEpEMEIIEHNS TaHHBIX IPABUIILHO CKOH(GUIYPHUPOBAHBIL:

a. Ilenkaute mo Bkiaake Konpurypauus, uto0s! yBuaets crpanuiy CocTosiHue
KoH(pHTypanum.

b. Ha crpanune CocTosiHEe KOH(PUTYpaIK BEIOSPUTE y3eJI HepeMEIICHUSI TAHHBIX,
4TOOBI MPOCMOTPETh HHPOPMAIIIO O COCTOSIHAU B naHe M CBEJICHUS O COCTOSHHU.
Eciu 7151 y371a MOKa3aHbl PeIyIPEeK/IeHIE WU OIINOKa, IIEJKHUTE [0 3TOMY y3J1y
1 MCnoJib3yiiTe nadopmarmio B nanen CBeIeHUS O COCTOSIHUU, YTOOBI YCTPAHUTD
ommobky. [Tocre aToro BeIOepuTe y3e u meskauTe o IIpoBepuTh BLIOPAHHBIIH y3ell,
YTOOBI MPOBEPUTH, UcIpaBiieHa Jin ommoOka. [l{exauTe Mo OGHOBHTH, YTOOBI
3aHOBO NPOTECTUPOBATH BCE y3JIbI.
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PesynbTathbl

BeicTpelii nyTh: [locie ycnenrHoro BHIIOJHEHUS 3TON 3a1a4i HUKAKOe JONOJHUTEIbHOE
KOH(UTypupoBaHUe AJIs1 pe3€PBHOIO KOMUPOBAHUS JAHHBIX BUPTYaIbHON MAIIIMHBI HE
TpeOyeTcs.

Wcnonb3oBaHue 6NOKHOTA Ana NSMeHeHumA CVI.I.I.ECTBVI’OI.I.I.GVI YCTaHOBKHA

Hcnonp3yiite 6J10KHOT VI3MEHUTH KOH(PUTYpAIIEO, YTOOBI M3MEHUTD CYIIECTBYIOIIINE
mapaMeTpsl KOHQUTYpaIiH.

Mpenae yem HayaTb

Broxaot M3MeHUTH KOHGUTypalluio JaeT BO3ZMOXKHOCTD BBIIOJIHUTE CJIEAYIOIIUE
orepanuu ¢ KoHdurypanuei:

* 3agats nmym m3MeHuTsh 1D agmuaRcTpaTopa IBM Spectrum Protect.
* [lepeycTaHOBUTH MapoJib U pa3dokupoBaTh y3ea VMCLI.

* (Cpena vSphere) /lob6aBbTe HeHTPHI JaHHBIX VMWware B Baill JOMEH KOMIIOHEHTA
I'paduuecknit natepdeiic Data Protection for VMware vSphere uimm ynanire ux ortyna.

* J106aBUTh WM YIAJUTH MPOKCH-Y3JI6l MOHTHPOBaHUS. VI3MeHnTe mapois 1
CYILECTBYIOLLETO y3JIa IPOKCU MOHTUPOBAHUSL.

* J100aBUTH WM YOAJUTH Y3JIbI IEPEMEIICHUS JaHHBIX. I3MeHnTe maposib 115
CYIIIECTBYIOIIETO y3J1a IEPEMEILCHHS TaHHBIX.

* PaspemmTs BoccTaHOBIICHUE (DAIIOB.

. BKH}O‘IHTI) HOI[I[ep)KKy TErOB OJId y3ﬂa HCpCMCH_ICHI/IH JAHHBIX.
06 aToi 3agaue

YUTOOBI N3BMEHUTH CYIIECTBYIOIIYIO KOHGUTYPAIIHIO, BEIIOJHUTE CIICAYIOIINC AT H:

Mpoueaypa
1. Ortxkpoiite Gpay3ep U BBeqUTE ajapec BeO-cepBepa Ipaduueckoro nHrepdeiica:
Hanpumep:

https://guihost.mycompany.com:9081/TsmVMwareUI/

BOfIZ[I/ITC B CUCTEMY C HMCHEM IIOJIB30BATECJIA U ITAPOJIEM vCenter.

2. B okxne Haunnaem paboty nepeiigute B okHOo Kondurypanus u menkaute no Ilpaska
KOH(HUIypaLHH.

3. Tlepeitnute HA MOAXOMSIIYIO CTPAHUILY U CIEAYHTE HHCTPYKIHAM. I1pex e 1vem
HEepexXoaUTh Ha Apyryro cTpanuny [lapameTpsl KoHOUTypanuu, Hy>)xHO HaxaTh Ha OK,
4TOOBI COXPAaHUTH CBOU U3MEHEHUS. B MPOTHBHOM cilydae Ballll U3MEHEHUS He BCTYIST
B CUILy.

Baxnoe 3ameuanne: VHopMaimst o Kax o crpaHuile KOHGUTypaluy NpeICTaBJIeHa B
9JIEKTPOHHOH CIPABKe, yCTAHABIMBAEMOM BMeCTe ¢ rpahuueckuM HHTEpHEncoM.
IllenxauTe MO Y3HATH MOAPOOHEE B TTOOOM U3 OKOH rpaduiyeckoro mHTEepdeiica, 4ToObI
OTKPBITh 3JIEKTPOHHYIO CIPABKY U MOJIyYUTh IIOMOIIIB 1O 3aauaM. CMOTpuUTE pas/en
H3menenue cywecrgyroweii Konghurypayuu.

Pe3ynbTathbl

OO0HOBJICHHBIE TApAMETPHI NOsIBATCS B 0kHe KoHpurypanus.
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Hak BKnrounTb cpeay anAa onepauun BocctaHoBneHUA ¢dpannos
| Vindows |

Ecin anMuHECTpaTOP paspeninii pyHKIUIO BOCCTAHOBJICH!S! (DAiJIOB, TO BIIAAEIIbIIbI
(haif;IoB MOTYT BOCCTAHABJIMBATH (haiiJIbl 6€3 IMOCTOPOHHEH TOMOIITH.

MNpenae yem HayaTb

Ecim BBl He NpOBEepUIIN, BBIIOJIHEHBI JIX BCe 00sI3aTesIbHbIE TPEOOBAHUS, CMOTPUTE pa3/ies
TpeOOBaHUI K BOCCTAHOBJICHUIO (aiiyioB B myomukanwu IBM Spectrum Protect for Virtual
Environments: Data Protection for VMware Pyko60acT80 1046308ATeAA.

06 aTou 3agaue

BrmmosnuTe CJICOYIOIUE Maru B CUCTEME, B KOTOpOﬁ YCTAHOBJIEH KOMIIOHCHT
I'pacduuecknii untepdeiic Data Protection for VMware vSphere.

Mpouenypa

1.

3anyctute [ 'papuueckuit uatepdetic Data Protection for VMware vSphere, oTkpbIB
BeO-Opay3ep u BBens ajapec Beb-cepBepa rpaduueckoro natepdeiica. Hanpumep:

https://<agpec Be6-cepsepa
rpaguuyeckoro UHTeppeica>:
9081/TsmVMwareUl/

Botiinute B cuctemy ¢ ID nosp3oBaTenis u maposem vCenter.

B oxure Haunnaem paboty mienkaute no Kondurypamusi 1 BeIOEpUTE OJIHY U3
CJIEIYFOINX 33124 B CIICKE 3aqavn:

* Ecim BbI KOHUTrypupyere HOBYIO Cpejly, BHIIOJHHUTE CIICAYIOIHE AT H:

a. Bpibepute 3amycTuTh MacTep KOH(UIYPHPOBAHHUS KJIHEHTA.

b. BBIMOJHUTE HHCTPYKIMH Ha KaXIOH CTpaHUIC MacTepa. 3alOJIHUTE CTPAHUILY
BoccranoBrnenne (aityioB, cobroqas CeAyomme peKOMEeH AN

1)
2)

3)

4)

Bri6epute onmuro Pa3penmTs BoccTaHOB/IeHHE ailiIoB.

BBenuTe KOHTAKTHYIO HHGOPMALUIO aAMIHUCTPATOPA, KOTOpast HOKa3aHa B
uHTepdeiice BoccTaHOBIIEHUS (aitioB. Eciu BEI He XO0THTE IPe1OCTaBIATh
KOHTAaKTHYIO HH()OPMAIHIO, TO CHUIMUTE IOMETKY C NIEPEKJIIOYATEIIS.

Ecnu cpena coiepkUT pe3epBHbIe KONUU BUPTYaJibHbIX MainH Windows, To
BBEIMTE UACHTU(PUKAIIMOHHBIE TAHHBIE aIMUHUCTpaTopa nomeHa Windows. B
WHBIX CJIyYasaX CHUMUTE IIOMETKY C IEPEKITOYATEIIA U HE BBOOAUTE
I/ILLCHTHQ)HK&HI/IOHHI)IG JaHHBIC.

CoBet: Omnepanusi BocCTaHOBJIEHUs (DaiiIOB MCIOJIb3YET YUCTHBIC IaHHbIE
aIMHUHHUCTPATOPa JOMEHA JJIsl OJIyYeHHs 10CTyNa K COBMECTHO
UCIOJIb3YEMbIM CETEBBIM pecypcaM Ha YAAJICHHON BUPTYyaJIbHOM MalllnHe.
Ecu cpenia comepxuT pe3epBHbIE KONMK BUPTYaIbHBIX Maud Windows u
HUKaKUX HACHTU(DHUKAMOHHBIX (YUSTHBIX) JAaHHBIX HE BBEICHO MJIU BBE/ICHBI
HelpaBIIbHBIE UACHTU(HUKANNOHHbIE JTaHHBIE, OLIePALUs 3aBEPIIUTCS
HeynayHo. [ToaToMy cHUMAaliTe TOMETKY C IEPEKJII0UATEIs, TOJIBKO €CJIHN
Pe3epBHBIX KONMUiA BUPTYasIbHBIX MaiuH Windows HeT.

Mlenxaute mo URL mHTepdeiica BoccTaHOBIICHUS (PaiiioB, YTOOBI MPOBEPUTD,
JIOCTYTIEH JIU UHTEpeiic.
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Hanomunanue: 3amumute URL uHTep(deiica BocctaHOBIEHUS (aiiiIoB.
Brnanenen rocteBoit BUPTYaIbHOM MaIllIMHBI 0Opaiaercs kK uHTepdeicy
BOccTaHOBJIeHHS (paitioB uepes aTtoT URL.

5) Iemxaute mo OK, 4TOOBI COXpaHUTH N3MEHEHHMS.
* Ecnu Bbl 06HOBJISIETE CYLIECTBYIOLIYIO CPENY, BBINOJIHUTE CJICAYIOLINE AT U:
a. Ienxaute no 3menutb Kondurypammo TSM.
b. Ha crpanune Boccranosinenue ¢aiiyioB ncrnosb3yiiTe ciieyromme peKOMeHalnu:
1) Bribepute onmuro Pa3penmts BoccTanos/ienne ¢aiiios.

2) BseauTe KOHTAKTHYIO HHPOPMAIUIO aIMIHUACTPATOPA, KOTOpas OKa3aHa B
uHTepdeiice BocctaHOBIIEHUS (aitioB. Eciu BEI He XOTHUTE Pe1OCTaBIATh
KOHTAKTHYIO HH()OPMAIIHIO, TO CHUMHTE ITIOMETKY C IEPEKJIFOYaTEIS.

3) Ecmum cpema cogepXuT pe3epBHbIE KOMU BUPTYAIbHBIX MaIna Windows, To
BBEIMTE UJCHTU(PUKAIIMOHHBIE TaHHbIE aAMUHUCTpaTopa nomeHa Windows. B
MHBIX CJIydasaX CHUMUTE IOMETKY C MIEPEKITOYATEIIA U HE BBOAUTE
I/I,ELCHTI/Iq)I/IKaHI/IOHHI)Ie JaHHBIC.

CoBet: Omnepanust BocCTaHOBJIEHUs (DAiiIOB MCIOJIb3YET YUSTHBIC TaHHbIE
aJIMHUHHUCTPATOPa JOMEHA JJIs OJIyYeHHs OCTyNa K COBMECTHO
UCIOJIb3YEMbIM CETEBBIM pecypcaM Ha YAAJICHHON BUPTYyaJbHOM MalllnHe.
Ecim cpena conepxut pe3epBHbIE KOIIMU BUPTYaJIbHBIX MaiH Windows u
HUKaKUX HACHTH(DHUKAMOHHBIX (YUSTHBIX) JTAaHHBIX HE BBEICHO WJIU BBE/ICHBI
HelpaBIIbHbIE MACHTU(HUKANNOHHbIE JaHHbIE, OLEPALUS 3aBEPIIUTCS
HeynauHo. [ToaToMy cHUMaliTe IOMETKY C EPEKJII0YATEINs, TOJIBKO €CJIH
pe3epBHBIX KONl BUPTyasIbHBIX MaiuH Windows HeT.

4) Mlenxaute no URL mHTepdeiica BoccTaHOBIICHHS (PaiijioB, YTOOBI MPOBEPUTD,
JIOCTYTIEH JI1 UHTEpeiic.

Hanomunanue: 3anuimute URL untepdeiica BoccranoBIeHNS (Baiiios.
Briagesnen rocteBoit BUpTyaIbHOU MaInHBI 00paNIaeTCsl K MHTEpdEicy
BOCccTaHOBJIeHUS (paitioB uepe3 3TtoT URL.

5) Wlenxaute mo OK, 4T0OBI COXpPAHUTH U3MECHEHHUS.
Pe3ynbTathbl

B cpene pasperens! onepanyuy BoccTaHOBJICHHS (aiiioB. Biagensist ¢aiiioB MoryT
BOCCTaHABJIMBATH CBOM (ailiiel, ncnonb3yst URL mist noctyna x uarepdeiicy
BoccTtaHoByeHH (aittoB IBM Spectrum Protect.

HacTpounka onepauuin BocctaHoBneHua ¢pannos B Linux
YT0o0BI BKIIOYUTH (YYHKIIMIO BOCCTAHOBJICHUS (haifyioB, eciim komnoneHT Data Protection for
VMware ycTaHOBJIEH B cucTeMe Linux, Hy)KHO HACTpOUTH B cucteme Windows
JIOTIOJIHUTENIbHYTO cpeny Data Protection for VMware.
06 aToi 3agaue
ITpu pabote ¢ komnoneHnTOM Data Protection for VMware B cpene Linux ¢yHKIUS

BOCCTaHOBJICHUS (DaiJTOB JOJDKHA OBITH YCTaHOBJIEHA B cucTeMe Windows, 4TOOBI
BKJIFOUUTD (DYHKIIUIO BOCCTAHOBJICHUS (pailiios.
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Mpoueaypa
1. Hactpoiite otnesbHbIA cepBep Windows, HCIOJIb3yeMbIit 1T QYHKIAH
BOCCTAHOBJICHUS (HaiiJIoB.

2. VYcranosute komnoneHT Data Protection for VMware B cucteme Windows. [1pn
YCTaHOBKE NIPUMUTE 3HAYEHUS 10 YMOJIYAHUIO.

3. Tlpu kondurypupoanuu kommnonenta Data Protection for VMware B cucteme Windows
UCIOJIB3YITE CIICAYIOLINE MEHA Y3JI0B:

a. Cosmaitre y3en vCenter c umeHnem VCENTER_FR.
b. Cosgaiite y3eax VMCLI ¢ umenem VMCLI_FR.

c. ITloBTOpHO MCHOJIB3YIiTE MM y3J1a LEHTPA NaHHbIX U3 cpelsl Linux.
Hanpumep: DATACENTER.

d. He co3naBaiiTe y3eJ nepeMeleHus JaHHbIX. ¥Y3eJ1 nepeMeleH sl JaHHbIX He
TpedyeTcs M1 QYHKIIMN BOCCTAHOBJICHUS (DAfijIOB B 3TOM CIICHAPHH.

e. CozpmaiiTe CiIeQyIOIy0 HOBYIO TAPy Y3JIOB IMPOKCH MOHTHPOBAHUS C UMEHAMH
REMOTE_FR_MP_WIN u REMOTE_FR_MP_LNX.

4. Ha crpannne Boccranosienue ¢aiisioB B MacTtepe KOHPUTYpUPOBAHHUS BBIOEpUTE
onuuto BKniounTb BOCCTaHoOBeHWe (ainos.

5. UToOBI MOJIyYUTh AOCTYI K HHTEPQEHCY BOCCTAHOBJICHUS (GailIoB, OTKpOMTe
BeO-Opay3ep u BBenuTe URL, KOTOPEII BaM COOOIIMII Balll a AMUHUCTPATOP.
Hanpumep:
https:\\ums_xocTa:9081\FileRestorell

IZIe AMS_XO0CTa - 3TO UMs XocTa cucreMbl Windows, Ha KOTOPOM YCTaHOBJICH
kommoHeHT Data Protection for VMware.

PesynbTatbl

B cnemyromemM nmpuMepe moka3aHbl B3aUMOCBSI3H y3J1a MpokcH Ha cepBepe IBM Spectrum
Protect:

tsm: SERVER>qg proxy

Target Node Agent Node

VCENTER VMCLI DATACENTER

VCENTER_FR VMCLI_FR DATACENTER

DATACENTER VMCLI VMCLI_FR
DATAMOVER1

REMOTE_MP_WIN REMOTE_MP_LNX
REMOTE_FR_MP_WIN REMOTE_FR MP_LNX

V IONOJHUTEIIBHBIX y3JI0B, CO3JaHHBIX, YTOOBI BKJIFOUUTH (DYHKI[MIO BOCCTAHOBJICHHUSI
¢aiinos, ects cydurc _FR.

N3meHeHMe onuun anA onepauui BocctaHoBneHua ¢pannos
[ Windows |

UToOBI pa3peniuTs aAMIHACTPATOPAM KOHQUTYPHPOBATH 0OPaAOOTKOM BOCCTAHOBIICHHS
JUTSI Oniepalivii BOCCTAHOBJIEHUS (DailIoB U yNPaBJIsITh 3TOW 00pabOTKOM, U3MEHUTE OIIUHN B
¢aiine frConfig.props.
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06 aTou 3agaue

BrinosiHuTe CJICAYIOIIUC Iaru B CUCTEME, B KOTOpOﬁ YCTaAHOBJICH KOMIIOHCHT
I'paduuecknii unrepdeiic Data Protection for VMware vSphere.

Mpouenypa

1. Tlepeitnute B xaTaJyor, B KoTopoMm Haxoautes ¢aiia frConfig.props. Hanpumep,
OTKPOWTE KOMAH/HYIO CTPOKY U BBEIUTE CJIEAYIOLIYIO0 KOMaH/Yy:
cd C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI

2. Ortxkpoiite ¢aiia frConfig.props ¢ mOMOIIBIO TEKCTOBOTO PEAAKTOPA B PEKUME
aJIMUHACTPATOPa ¥ U3MECHUTE OIIMK HYXHBIM BaMm o0pa3zom. Vcrosb3yiiTe

urdopMarmio B paszaene [*“Onuun BOcCTaHOBJICHUS (aiiioB”] 4TO6H! ONpeIe/INTh, KaKie
OIIIUUN HYXHO UBMCHUTD.

3. Coxpaunute cBou u3MeHeHus u 3akpoiite daiin frConfig.props.
PesynbTathbl

M3MmeHeHHbIe ONIUH IPUMEHSIOTCS K HHTepdelicy BoccTaHoBeHnd ¢daitioB IBM Spectrum
Protect.

Onuuun BoccTaHOBNeHUA ¢pannos

Onnuu frConfig.props ynpaBistoT KOHQUTYypaLuei, HOAEPKKOI 1 06paboTKOM
BOCCTAHOBJICHUSI /LIS OTIEpalfii BOCCTAHOBJICHUS (DANIIOB.

enable_contact_info=false | true
YKa)KI/ITC, HYXXHO JI TPEJOCTABUTH PIH(I)OpMa,LII/II-O JJIA KOHTAaKTa C aIMUHUCTPATOPOM,
KOTOPYIO BJIaJeJIbIIbI (DAfJIOB CMOTYT UCIIOJL30BATE JJIS TIOJIyUSHUS O IIEPIKKH.

false
Brnanenbusl ¢aitioB He nosryyaroT HHGOPMALNIO JUIsl KOHTAKTa C
AIMUHHACTPATOPOM. DTO 3HAYEHHE IO YMOJTYAHHIO.

true
BiazeseIibl aiisioB mostydaroT HHGOPMAIUIO TSI KOHTAKTa C a IMAHUCTPATOPOM.

Ecymm Bol 3ananute enable_contact_info=true, Bbr qoynkHbI BBeCcTH MHbOpMALIHUIO B
omuuro contact_info.

enable_filerestore=false | true
Vkaxwure, CMOTYT JIM BJIa1ejblibl (DaiijIoB BOCCTAHABIIMBATH CBOU (DaiiJIb C
BHPTYaJIbHON MAIWHKI ¢ HHTep(eiicoM BoccTanoBIeHus (aiistoB IBM Spectrum
Protect.

false
Branenbusl (haitioB He CMOTYT BOCCTAHABIIMBATEH CBOM (DailjIbl, UCIIOJIB3Y S
uHTepdeiic BocctanopyeHus ¢aitioB IBM Spectrum Protect. 9To 3HaueHme 1O
YMOJIYaHHIO.

true
Brnanenbusl (aitiioB MOTYT BOCCTAaHABIMBATHL CBOM (hailyibl, NCIOJIBL3Yst HHTEpdeiic
BoccTaHoBileHHs daitiioB IBM Spectrum Protect.

maximum_mount_points=yucsio_toyek_MOHTUPOBAHUA
3aaiiTe MAKCUMAJIbHOE YHCIIO MAPAJUIEIIbHBIX TOUYEK BOCCTAHOBJICHUSI, TOCTYTHBIX JIJIs
YUYETHO 3aIICH M0JIb30BaTessl. MUHUMAJIbHOE 3HAUYeHHUE - | TOUYKA BOCCTAHOBJICHUSI.
MaxkcumaiibHOE 3HAaYeHHE - 256 TOUeK MOHTHPOBaHUs. 3HAYCHUE 110 YMOJYAHHUIO - 2
TOYKU MOHTUPOBAHUA.
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Coer: UTOOBI HE pa3pellnTh MOHTHPOBATH BUPTYAJIbHYIO MAIINHY HECKOJILKO pa3
JUJIS. BBITIOJIHEHHS] OTHOBPEMEHHBIX OIEepalliii BOCCTAHOBJICHHS, 3aJaiiTe IJIs1 3TOI
ONLUH HU3KOE 3HAYCHUE.

mount_session_timeout_minutes=uyucio_mmuHyt
3anaiite Bpems (B MUHYTax), B TEUCHHE KOTOPOTO TOYKA BOCCTAHOBJICHUS 1
CMOHTHPOBAHHAS TOYKA BOCCTAHOBJICHHSI MOT'YT O€3/IeCTBOBATh, IPEXIE UM CEaHC
O6ynaet orMmeHeH. [Ipu oTMeHe TOYKa BOCCTAHOBIICHUS OyIeT pA3MOHTUPOBAHA.
MaxkcuMaibHOe 3HaYeHue - 8 yacoB (480 MuHYT). 3HAUEHHE IO YMOJTYaHuTO - 30
MUHYT.

Coser: UTOOB! NIpeAOTBPATUTH HEOXKHUIAHHYIO OTMEHY CEaHCa, YBEJIMIbTE YHACIIO
MHHYT.

restore_info_duration_hours=uncno_vacos
3apaiiTe Bpems (B yacax), B TEUCHHE KOTOPOTro HHPpOPMAIHS O TOCIeTHEN onepauu
BOCCTAHOBJICHHSI COXpaHseTCcsl B uHTepdeiice BoccTanoBeHus daitio IBM Spectrum
Protect. Miconb3yiiTe OKHO onepaiuu BOCCTAHOBJICHHS IS IPOCMOTpa MHPOPMALIUH
00 o1mnbOKax U HEJTABHO BBIIIOJHEHHBIX 3a7a4aX. DTa HHPOpPMAIUs MO3BOJIIET HAWTH
HEJABHO BOCCTAHOBJIEHHBIE (haityibl. MakcumabHOe 3HaueHue - 14 mueit (336 yacos).
3HaueHne 0 YMOJTYAHUIO - OJTHA Heaess (168 yacoB).

contact_info=uHpopmayns o6 agmmHucTpaTope
HpeZ[OCTaBI)Te I/IH(l)OpMaHI/I}O JJId KOHTaKTa ¢ aIMUHUCTPATOPOM, KOTOPYIO
BJ1aA€JIbIIbL (baﬁﬂOB CMOTI'YT UCIIOJIB30BATDh AJIA IMOJIYUCHHUA IMOAOCPXKKH. KonTakTHas
rHpOpPMAIHS MOSBIISIETCS B MHTEpdelice BoccTanoBeHus (aittoB IBM Spectrum
Protect B cireryromux pacnosIoKeHUsIX:

* OKHO JJ11 BXO/Ia B CUCTEMY
* [Tanmens O mporpamMme B MEHIO CIIPABKA

* Ccpuika Ha HHPOPMAIIHIO O TOIEPKKE B COOOIICHUIX nHTepdeiica

MoO3KHO Hepe3anucaTh B MacTepe KOHPUTYypUPOBAHUS T OJIOKHOTE KOMIIOHEHTA
I'paduueckmii naTepdeiic Data Protection for VMware vSphere cireyronie onmum:

* enable_contact_info
* enable_filerestore
» contact_info

KoHdurypupoBaHue onepauun yypHana ana onepauuvu
BOCCTaHoOBeHUAa ¢pannos

YUToOBI pa3penuTh a AIMUHICTPATOPAM KOHDUTYPHPOBATH (POPMATHPOBAHUE COACPKIMOTO
U 3aMKCh B XKYPHAJI IJTS ONepalnii BOCCTaHOBJIeHUs! (haliIoB, a TAKXKE YIPABJIATH ITOU
00paboTkoit, u3sMenuTe onuuu B daiiyie FRLog.config.

Mpexae yuem HayaTb

daiinn FRLog. config renepupyercs, Koraa Bbl B IEPBBIN pa3 MOJIy4aeTe JOCTYH K
untepdeiicy Boccranosisienus daiisios IBM Spectrum Protect.

06 aToi 3agaue

BoInoJiHKUTE CIIEYIOIINE AT B CUCTEME, B KOTOPO YCTAHOBJICH KOMITIOHEHT
I'padmuecknit maTepdeiic Data Protection for VMware vSphere.
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Mpoueaypa

1. Tlepeiinure B kaTasor, B KoropoM Haxoaures ¢aiii FRLog. config. Orkpoiite
KOMAaHJIHYIO CTPOKY U BBEIUTE CJIEAYIOLIYI0 KOMAHIy:
cd C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\frGUI\

2. Ortxkpoiite ¢aiia FRLog.config ¢ moMOIIBIO TEKCTOBOTO PEIAKTOPA B PEIKUME
aJIMIHACTPATOpPa M U3MEHUTE OIIMH HY)KHBIM BaM oOpa3om. Vcrosb3yiiTe
urdopMario B paszesne [“Oniuu onepanuii KypHaia BOCCTAHOBJICHHS (aiiioB”] 4ToOkI
OTPE/IEINTD, KAKUE ONINH HY>KHO N3MEHUTD.

3. CoxpauuTte CBOM U3MEHEHMs U 3akpoite daitn FRLog.config.
4. Tlepesanycrute BeO-cepBep rpaduueckoro nntepdeiica:
a. lenxaute mo Iyck > [Manens ynpasJiennst > AaMunuctTpupoBanue > Ciry:KObl.

b. [emukHuTe NMpaBoit kHOMKOM MbIm o Ciy:koa Bed-cepBepa Data Protection for
VMware u Boibepute Ilepe3anycTurb.

PesynbTathbl

[TapamMeTpsl IPUMEHSIOTCS K COACPKUMOMY U opMaTy 3anuch HHGOPMAINH B XKYpPHAI
JUISI oTniepalyii BOCCTaHOBJIEHUS (aitioB.

Onuumn onepauun wypHana BoccTaHOBNeHus ¢annos

Omuu B daiise FRLog. config KoHTpoMpyIOT coepkuMoe 1 (popMat 3amucu
uHOpPMAIMHU B XKYPHAJI 1T ONepalnii BOCCTaAHOBJIEHHS (haiiios.

B ¢aiinie fr_gui.log ecTh cieayroliye ONIUY JJIS 3AIUCH B KYPHAJ HHDOPMAIIUY O
3a/1a4ax BOCCTaHOBJIEHUS (BailioB:

MAX_LOG_FILES=uucno
3ajaiiTe MakcuMalibHOe ynciio daiisio fr_gui.log, KoTOpbIe cieayeT COXpaHsTh.
3HaveHNe N0 YMOJIYAHHUIO - 8.

MAX_LOG_FILE_SIZE=yucno
3agaiiTe MakCUMaJIBbHBIA pa3mep daitna fr_gui.log B Kb. 3HaueHue mo yMoI4aHUIoO -
8192 Kb.

B ¢aiinie fr_api.log ecTh cieayrolye ONIUK 3aIUCH B XKYPHAJ HHPOPMALIUH [JIsI CITykKO
BOCCTAHOBJICHHS (haiiyioB. DT CITyKOBI - BHyTpeHHME Iy k061 API, cBsI3aHHBIE C
onepanusMu BOCCTaHOBJICHUs! (aiiyIoB:

API_MAX_LOG_FILES=yncno
3ajaiite MakcumalibHoe ynciio daiisios fr_api.10g, koTopble cieayer coXxpaHsTh.
3HaveHne 0 YMOJTYAHUIO - §.

API_MAX_LOG_FILE_SIZE=umncno
3agaiiTe MakcuMalibHbI pasmep daiina fr_api.log B KB. 3nauenue no yMoI4aHHIO -
8192 Kb.

API_LOG_FILE_NAME=ums_gaiina_xyprana_API
Vxaxure nms ¢aitna xkypraia APIL. 3nauenue no ymomuanuto: fr_api.log.

API_LOG_FILE_LOCATION=ums_gpaiina_xypHana_API
Vkaxure pacnosioxenue ¢aiina xxypraia APL. Pacnosioxkenne 7oJDKHO OBITH 3aJJaHO C
HCIOJIb30BaHUEM OOBIYHOM 0OpaTHOM 4epTHI (/). Pacmosioxkenue mo yMoT4aHUIO:
C:/I1BM/SpectrumProtect/webserver/usr/servers/veProfile/logs.

FR.API.LOG=ON | OFF

VxkaxunTe, Hy>KHO JI BKJIFOYATH 3aIKCh B XKYPHAJI I CIIy’k0 BOCCTaHOBJICHHS (haitJIOB.
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YToO0BI BKJIFOYUTH 3aMKCh B XXYPHAJ TSI CITy’KO BOCCTAaHOBJICHHS (paiiiioB, 3agaiiTe
3Hayenne ON. 3Hauenne no ymouanuio: ON.

YToOBI BHIKJIIOYNTE 3aMUCh B KYPHAJI IS CIIy’KO BOCCTaHOBJIEHHS (pailiios, 3amaiiTe
snayenne OFF.

YUToObI yCTPAaHUTD OIIUOKH, C KOTOPHIMH BbI MOXETE CTOJIKHYTHCSI B XO/I€ ONEPAIIMH 10
BOCCTAHOBJIEHHIO (haiiioB, cMOTpHTE pa3 /e [ONIUK TPACCHPOBKH JJIsi BOCCTAHOBJICHHs]
Onuun TpaccupoBKY Taxke 3aaaHbl B ¢aitne FRLog. config.

KOH(I)MrprpOBaHVIe y3J1a nepemMeLlleHna AaHHbIX OJIA NoAAECPHKUN Teroe

Ecmm na y3J1€ ICPEMEILICHU A JaHHBIX BKJIFOUCHA IMMOAACPIKKA TErOB, aIMHUHUCTPATOPHBI
MOTYT OPUMCHUTD TCTU 3aIlIUTHI JaHHBIX K o0BeKTaM IICPCYHA B VMware vCenter.

Mpexae yem HayaTb

VY0eauTtech, YTO BBHIIOJIHEHBI CIIEYIOIINE TPeOOBAHUS:

CepBep VMware vCenter 0/DkeH ObITh Ha ypoBHe OOHOBIIeHHE Bepcun 6.0 1 nim HOBee.

Uro0Ob!1 komnoneHT ["paduuecknii natepdeiic Data Protection for VMware vSphere
IIPaBUJILHO (D)YHKIIMOHUPOBAJI C TOAIEPKKOW TETOB, YOSIUTECH, YTO IIPH YCTAHOBKE
rpaduIecKoro NoJb30BaATEIbCKOI0 NHTepdeiica BHITOJIHEHBI CIICAYOLIEe TPEOOBAHHUS:

— Xots 061 0MH nepeHoc JaHHbIX U [ paduyeckuii uatepdeiic Data Protection for

VMware vSphere q0JDKHBI OBbITH YCTAHOBJICHBI HA OHOM M TOM K€ cepBepe. ¥Y3el
HepeMelIeHNs! JaHHbIX TOJDKEH ObITh CKOH(UTYPHPOBAH TAKMM 00pa3oM, 4TOOBI
naeHTHGUKANOHHbBIe JaHHbIe cepBepa vCenter ObLIM cOXpaHeHbl. MOXXHO COXPaHHUTD
nAeHTH(GUKAMOHHbBIE JaHHBIE, BHITOJHIB MacTep KOHPUTypanun, 4TOObI COXpPAaHUTh
apoJib y3J1a MepeMeIleHns JaHHbIX, NI ¢ HOMOIIbI0 KoMaH el dsmc set password
B KOMAaH/IHOW CTPOKE CPEICTBA NEPEMEILCHNUS TaHHBIX.

[1pu KCMOJIb30BaHUA IPYTUX CPEICTB MEPeMELICHUS TAaHHBIX, pAOOTAOLINX Ha
BUPTYaJIbHBIX MallIMHAX WM GU3MUECKUX MAIIMHAX KaK JONOJHUTEIIbHBIC CPEICTBA
HepeMeleHNs JaHHbIX, MOKHO YCTAaHOBUTB UX Ha IPYruX cepBepax. JJis noanepxku
pa3MeTKH TeraMy BCe 9TH CPEJCTBA IEPEMEIICHUS JaHHBIX HAJI0 TaKXKe
CKOH(pUTYpUpOBaTh ¢ ucnosb3oBanuem omnmuu VMTAGDATAMOVER=yes. Otu
JIOTIOJTHUTEJIbHBIE CPECTBA IEPEMEIIICHNUS JaHHBIX He TpeOyroT [ padmueckuit
unrepdeiic Data Protection for VMware vSphere ycTaHOBKE Ha TOM e CaMOM
cepBepe; OHM BCe PaBHO OYAyT paboTaTh NPABIIILHO KaK CPEICTBA MEepeMeICHHs
JTAHHBIX Ha OCHOBE TErOB.

Jluts pyHKIMA IepeMeIlenns JaHHbIX Linux y6eIuTech, 9TO BB 3314711
KATAJIOT YCTAHOBKU (DYHKIIUM IIEPEMEIIICHHU S JAHHBIX U COBMECTHO HCIOJIb3YEMYIO
6u6moTeKy Java , 1ibjvm.so, B mepemennoii cpemsr LD_LIBRARY PATH. ITyTs
1ibjvm.so ucnosp3yercst 1J1s1 MOJIEPKKH TETOB, KOT1A Bbl BKJIFOUAETE OIIHIO
vmtagdatamover mis dbyHKIME nepeMeIieHus JaHHbIX. HCTPYKIUU CMOTPUTE B
pazaesne |HaCTp0171Ka y3JI0B IEpeMelIeHNs JAaHHBIX B CpeJie vSphereI

B oneparmonnsix cuctemax Linux ['paduueckuii unrepdeiic Data
Protection for VMware vSphere 1oJmkeH OBITh yCTAHOBJICH C UCIOJIb30BAHUEM UMEHA
oJIb30BaTelIs IO yModanuro (tdpvmware).

Ha xymentax UNIX u Linux cyrmiecTByrorue napoyu B ¢aiimax TSM. PWD mepenocsTes
B HOBOE XPaHUJIMIIIE NApOJIE B TOM XK€ pacnoyioxkeHuu. [ nojap3oBaresiei root
PAaCIIOJIOKEHUE XPAHIITHIIA TApOJIel o ymoyanuto - /etc/adsm. st
0JIb30BATEJICH, He SBIISFOIIMXCS OJIb30BATEIIIMHI 100t, PACIIOJIOKECHUE XPAHUIIHINA
nmapoJieit 3a1aHo ¢ MOMOIIBLIO onmuu passworddir,

ITocne nepenoca daitn TSM. PWD ynamnsiercs.
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IMpumeuanue: Bosee noapoOHYO HHGOPMAINIO 00 UCIIOIL30BAHUN TTOJHOMOYNH,
HEOOXOIMMBIX JUISL pa0OTHI C TETaMH, CMOTPHTE B pa3eie |yCTaHOBKa KOMIIOHEHTOB DataI
[Protection for VMware|

06 aToi 3agaue

MOHO UCIOJIb30BATh TEI'H 3ALUTHI TAHHBIX, YTOOBI CKOHPUTYPUPOBATH MOJUTUKY
pe3epBHOTO KOMMPOBAHUS BUPTYAJIbLHBIX MAIINH B 00bEKTaxX nepeutss VMware. DT teru
3aIIUTHI JAHHBIX IPEICTABIICHBI KAK TAPAMETPBI, KOTOPbIE MOXHO U3MEHUTH B
xommnoneHnTe IBM Spectrum Protect vSphere Client - Moayis plugin.

Mpouenypa

I/ICHOHL3yﬁT€ OJIUH U3 CJICAYIOIIUX METOIOB:

Onuust Onncanue

Crondurypupyiite y3eu nepeMeinenis 1anubix 1. B mogayne plugin vSphere Bei6epute IBM
TIPH IOMOILH IPa(HIECKOro NoJIb30BATEHCKOr0

Spectrum Protect.
nHTepdeiica Moays plug-in vSphere

2. Ha Bxiaaxe KondurypupoBats BeiOepute
CpencTBa nepemMelneHns JAHHBIX.

3. B nanenu /l0o6aBuTh cpecTBa nepeMeLleHAst
JAHHBIX BHIOCPHTE B BBINAIAOIIEM MEHIO
LEHTP JaHHbIX.

4. TlpummuTe 3HAYEHHUS IO YMOTIAHUIO HITH
HU3MEHMTE 3HAYCHUS I TapamMeTpoB Mms
cpeacTBa nepeMenienns AaHubIx, ms xocra
CpelCTBA mepeMelleHnsl JaHHbIX,
ITosb3oBaTean vCenter u I1apoas vCenter.

5. lenxaute mo /106aBUTH, KOT/1a 3AKOHYUTE
paboTy ¢ mapaMeTpaMH.

JloNOJIHUTEIIbHBIC CBE/ICHHSI CMOTPHUTE B pa3ziese
Hacrpoiika y3710B nepeMerenus JaHHbIX C
HOMOILIBIO I'PadUYECKOro M0JIb30BATEIILCKOTO
uHTepdeiica monys plug-in vSphere B
pyKoBOZCTBe 10 ycTaHoBKe [ paduueckuit
nnrepdeiic Data Protection for VMware vSphere.
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Onuust

Onncanue

CroHpUrypHpoBaTh 1060e CPeACTBO NepeMenIeHust
JIAHHBIX /ISl IO/ iep:KKH TeroB B Windows nim
Linux c ucno/»30BanneM KOMIOHEHTA
I'padpmueckuii uarepdeiic Data Protection for
VMware vSphere

B cucreme, ryie yCTAHOBJIEH KOMIIOHEHT
I'pa¢uueckuii uaTepdeiic Data Protection for
VMware vSphere, 3anyctute rpadudeckuii
unTepdeiic, OTKPBIB BeO-Opay3ep u BBEAs
ajipec BeO-cepBepa rpauueckoro
unTepdeiica. Hanpumep:

https://<agpec BeG-cepsepa
rpaguyeckoro uHTeppeiica>:
9081/TsmVMwareUI/

Boiinute B cuctemy ¢ ID nonb3oBatens u
napoJjieMm vCenter.

ITepeiinute Ha Bxinanky Kondurypanus u
BeIOepHTe nelicTBrue MI3MeHuTh
KoHpurypamo IBM Spectrum Protect.

Iepeiinute HA CTPaHUIY Y 3JIBI IEPEMEIIICHUS
JTaHHBIX B 3aIIMCHON KHIDKKE KOHPUTypanuy.

JobaBbTe y3es nepeMenieHns JaHHbIX,
BBITNOJIHUB CJICAYIOIINE IIArH:

a. Jluis y3J1a mepeMelleHust JaHHBIX, IS
KOTOPOTO BbI XOTHUTE 3a/1aTh MOAIEPKKY
Teros, BeiOepute Co3aath caryxkobl. [To
YMOJTYAHHIO, YTOOBI BKJIFOUYHTD Ha y3J1€
HepeMeILeHNs TaHHBIX HOAIEPXKKY TETOB,
BbIOpaHa onIys Y3eJ HAa OCHOBE TeroB.

b. Uto6bI 0603HAYNTH y3€JI HA OCHOBE TEra
KaK y3eJ1 IepeMeIlIeHHsI JAHHBIX 1O
yMoOJT4aHuI0, BIOepuTe CpeacTBo
nepeMellieHHs! TaHHBIX 0 YMOJTYAHHIO.
V3en nepemMeltieHusl JaHHBIX 110
YMOJTYaHUIO CO3/1a€T Pe3ePBHBIC KOMUU
Bcex VM, 106aBJICHHBIX B JIF000i1
KOHTEWHep B IEHTPE NAHHBIX, €CIIU
KOHTENHEDP yKe HaXOIITCs B
3aluniaeMoM Habope. OyHKuus
MepEeMEIICHUS TaHHBIX 10 YMOJTYaHUIO
TaKXe CO37aeT pe3epBHBIE KOIIMH BCEX
VM B 3amuiaeMoM Habope, KOTOPbIM He
HasHaueH Ter Data Mover.

CoBer: B cucremax Linux, ecim Bbl
BbIOEpeTe HOBBIH y3eJ1 epeMeLeHNs
JTAHHBIX KaK y3€eJI C MOJICPKKOM TEroB Mo
YMOJTYaHUIO, TOTAA YAAJIUTE CTPOKY
vmtagdefaultdatamover us Bcex npyrux
(aityioB onuuii nepemMereHus JaHHbIX,
CBSI3aHHBIX C 3TUM [ICHTPOM JIaHHBIX.

c. llenkuure no OK, 4ToOBI COXpaHUTH
U3MEHEHUS.

Omnmuu vmtagdatamover u
vmtagdefaultdatamover (ecim onn
3aJIaHbl) JOOABJIAIOTCS B (haiij1 OIIIHiA
CpEeICTBA NEPEMELLECHUS JaHHBIX
(dsm.opt).
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Onuus Onucanue

Kak ckondurypupoBath cyujecrgyrowuii y3en 1.
nepemelinenust JaHHBIX Windows /151 O1aepKKH
TEroB, KOI1a y3eJl HAXOIUTCS HA TOM :Ke cepBepe,
4yT0 1 KomnoneHnT I'paduuecknii unrepdeiic Data
Protection for VMware vSphere

Boimosnute maru 1-3 B npeasiaymux
HHCTPYKIUSAX, YTOOBI CKOH(PUTYPUPOBATH
HOBBIH y3€JI NepeMelleHUs] JaHHbIX IS
HOJIICPXKKH TETOB.

2. Ha crpanuue V3ibl nepeMeIleHns JaHHbIX
BbIOEpUTE Y 3eJl Ha OCHOBE TeroB JJIsl y3JIa,
JJIS1 KOTOPOTO Bbl XOTUTEC BKJIFOYUTH
MO IEPKKY TErOB.

3. Heo0s3aTeqbno: UToOBI 0003HAYMTH y3€J1 Ha
OCHOBE Tera Kak y3eJI IepeMeIIeHHsT JaHHbIX
MO YMOJTYaHUIO, BEIOepuTe CpeacTso
nepeMellieHnsi JAHHBIX M0 YMOTYAHHIO.

Kak ckondurypupoBath cyujecrgyrowuii y3en 1.

nepeMellenns AaunbIX Linux a/1s noaaepxkn (bl OMIKiA CPEICTBA IePEMEIIEHIs TAHHBIX
TEroB UM CyINECTBYIOUIHA y3€JT epEMEIICHIsT (dsm.sys B cityuyae Linux u dsm.opt B ciyuae
JanHbIx Windows, KOTOpbIii HAXOIUTCS He HA Windows)

TOM Ke cepBepe, rie HAXOUTCS KOMIOHEHT
I'paduuecknii narepdeiic Data Protection for
VMware vSphere

Jlo6aBbTe onmuto vmtagdatamover yes B

2. Heo0s3aTebHo: UTOOB! 0003HAYUTD y3€JI HA
OCHOBE T€ra KakK y3€JI IEPpEMEIICHUS TaHHBIX
110 YMOJIYaHUIO, ,Z[O6'dBLTC OIIIIHUIO
vmtagdefaultdatamover yes wm
vmtagdefaultdatamover umsa_dm B daiin
OIIUI CPECTBA NEPEMEILCHUS TAHHBIX.
Coset: B cucremax Linux, ecim Bl
BbIOEpeTe HOBBIN y3€J1 HepeMeleHNUS TaHHbIX
KaK y3eJI C IOAJIePXKKOif TEeroB 1o
YMOJIMaHUIO, TOrJa YAAJIUTE CTPOKY
vmtagdefaultdatamover us Bcex npyrux
(baﬁHOB ONIMil mepeMelleHNsl JaHHbIX,
CBA3AHHBIX C 9TUM HEHTPOM JaHHBIX.

PesynbTathl

ITocne Toro, Kak JIs1 y3J1a epeMeIeHNs TaHHbIX Oy/IeT BKJIFOUeHA MOIIePKKa TErOB,
CPEJICTBO NMePEeMeEIICHNUS JaHHBIX 3aIpOCUT B epeuHe VMware nHpopManuio o Terax,
KOI'[la 3allyCTUT Pe3epBHOE KONMPOBAHUE. 3aTEM CPEJCTBO NEPEMEILEHNUS JaHHBIX CO3/1aCT
PE3EpPBHYIO KOIIUIO BUPTYaJIbHBIX MALIMH B COOTBETCTBUM C 3aJaHHBIMU TE€raMU 3aILUThI
naHHbIX. Ecym y3es nepeMeltieHnst JaHHBIX He CKOHGUIYpUPOBaH IS IOAIEPXKKH TETrOB,
BCE TETH 3aIIUTHI JAHHBIX OYAYT HTHOPHPOBATHLCS BO BPEMS ONIEPALIH PE3EPBHOTO
KOIIUPOBAHUS.

Nudpopmanus, cBA3aHHAS ¢ JAHHON:

[ [vmtagdatamover]

[# [vmtagdefaultdatamover]

O [Kondurypupopasie noimTuky pe3epBHOro KOMHPOBAHHMS]
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KoHdurypupoBaHue cpeabl And onepaunim NOAHOro MrHOBEHHOro
BOCCTaHOBJIEHNA BUPTYasibHOW MaLLUUHbI

Hactpoiite BeimeneHHyto ceth iSCSI 1151 onepanuii moJIHOro MTHOBEHHOTO
BOCCTAHOBJICHUS] BUPTYaJIbHON MAIIMHBI 1 MTHOBEHHOT'O JOCTYIIA.

Mpexae yuem HayaTb

Hcnosnb3yiiTe COOTBETCTBYIOIIYIO JokyMeHTauto mo VMware (ESXi nym vSphere), 4ToOBI
ONpeIeINTh, KAKUe UMEHHO IIArd HY)KHO BBITIOJTHUTH, YTOOBI CKOH(PHUTYpHUPOBATH
BUPTYyasbHbI kKoMMyTaTOp iISCSI 1 ceTn BUPTYyaJIbHBIX MAlIMH. XOTS 3/1eCh U
IIpeJICTaBJICHBI OOIIIIe PeKOMEHIAINH, KOHKPETHAs TOKYMEHTAlUs U OOBSACHEHHS TOTO, KaK
J100aBUTh BUPTYAJIbHBIE CETU U BUPTYaJIbHbIE KOMMYTATOPBI, BEIXOJIUT 32 MPEIeJIbl
JIOKYMEHTAIK [0 NpoaykTy. Ha MOMeHT Hanucanusi JaHHOM MyOJIMKAIMKU JOKYMEHTAINs
mo VMware vSphere ESXi u vCenter 5.5 6vl71a goctymHa BlZ[OKyMeHTaIII/II/I o VMware|
IESXi u vCenter Server Sl B pazgeine “Cetu” coaepxkutcs HHPOpMAIHS O T0OaBJICHUU U
KOH(HUTypUPOBAHIH BUPTYaIbHBIX KOMMYTATOPOB M BUPTYaJIbHBIX CETEil.

Ba:kHoe 3amevanme: DTy mapaMeTphl KOHOUTypauy TOMOTaloT HACTPOUTH cpexy VMware
JUTSI BBITOJTHEHU S 3((DEKTUBHBIX ONEpaInii MOJIHOTO MTHOBEHHOT'O BOCCTAHOBJICHUSI
BUPTYaAJIbHOW MAlIMHBI U MTHOBEHHOTO AocTyna. OgHAKO, TOCKOJIbKY 3TH MapaMeTphbl
OTHOCSTCS K 3a7]a4aM 1o koH(purypuposanuto VMware u N0JIb30BaTEILCKUX HHTEP(hEHcOB
VMware, Bbl TIOJDKHBI OOpaTUTHLCS K COOTBETCTBYIOIIEH JokyMeHTanuu o VMware, 4ToObI
MOJIYYUTh TOAPOOHBIE, TOIIATOBbIE HHCTPYKIIUY.

06 aTou 3agaue

OTta mporenypa Tpedyert, 4ToOBI Ha KaxaoM xocTe ESXi, ncnosb3yromeMest 11 onepanmii

MTHOBEHHOTO BoccTaHOBJIeHUs, ObLT agantep iSCSI. UToObI HACTPOUTH amantep,

UCHOJIb3YITE COOTBETCTBYIONIYIO JoKyMeHTalmto no VMware. Ha MoMeHT HanucaHus

JAHHO} Ty6IMKAIMK HA TaHHOM pecypee [VMware vSphere| 6bLmi 10CTYIHBI clieayiommme

IPOLEAYPBHL.

* Uto65! HACTPOUTH HporpaMmMHbIit agantep iSCSI, BHINOIHATE HHCTPYKIUHU IPOLUEAYPHI
VMware “Ckon¢purypupoBath nporpaMmusbie agantepsl iSCSI”.

* Yrto0bl HACTpOUTH ammapaTHeIid agantep iSCSI, BHITOTHUTE HHCTPYKIIMHA POy PhI
VMware “Hactpoiika He3aBUCUMBIX anllapaTHBIX agantepos iSCSI”.

1. KoHpurypuposaHue nporpammbl iSCSI Ha xocTe ESXi
Mpouenypa

DTa 3a/1aya Mo3BoJIsIeT HACTPOUTH nmporpammy iSCSI st 6a30Boi KOHPUTYpanH.

1. Boiigute Ha xocT ESXi, KOTOpPBIN ciIeyeT NCIIOJIL30BATh [IJIsl ONEepallii MTHOBEHHOTO
BOCCTAHOBJICHUSI.

2. CrenyiiTe MHCTPYKIMSIM B 9TOH cTaThe 0a3bl 3HaHUN VMware, moka He Oy/IeT BKJIIOYCH
ananrep iSCSI: |http://kb.vmware.com/kb/1008083)|
IBM Spectrum Protect aBTomMaTu4ecku oOHapy)uBaet cepsep HazHaueHust iISCSI.

3. Vb6enmutech, uto IP-ampec amantepa iSCSI (Ha xocte ESXi) - 9T0 Takoit xe aapec
HO/JICETH, KAKOI UCIOJIb3YETCSl CPEICTBOM MEePEMEIICHHSI JAaHHBIX.

4. Voemutech, yTo Ha Xxocte ESXi BriroUeHa ymnen3us Storage vMotion.
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HdanbHenwve aencTeud

[MToce HacTpoiiku nporpaMmmsl iSCSI Ha xocte ESXi ycraHoBuTE M CKOHQUTYpUpYiiTe
HPUJIOXKEHHS B CUCTEME NEPEMEIIICHUS TAHHBIX.

2. YcTaHOBKa U KOHUrypuposaHue nNpuUnoXeHUn B CpeacTBe
nepemeLlueHNA AaHHbIX
I'Ipem.qe YyemM HayaTb

Ecnu areHT BOCCTaHOBJICHUSI U CPEACTBO NepeMeltieHns qaHHbIX IBM Spectrum Protect yxe
YCTAHOBJICHBI X CKOH(UT'YPUPOBAHBI B CUCTEME NEPEMEIICHNS JaHHbIX, HAYHHUTE C Iara 3.

Mpoueaypa

Ota 3agava HaCTpanuBa€T CUCTEMY IIEPEMEIICHUA JaHHBIX C UCITIOJIB30BAHUEM HpHJ’IO)KCHI/Iﬁ
1 mapaMeTpoOB IJId onepaunﬁ MI'HOBCHHOT' O BOCCTAHOBJICHU .

1. VYcraHOBUTE areHT BOCCTAHOBJIEHUS M CPEACTBO nepeMenienust nanubix IBM Spectrum
Protect B cucteMe niepeMeleHus TaHHbBIX.
B mrare 4 nporenypsi [Ycranoska Data Protection for VMware|BbiGepuTe THII yCTAHOBKH
YCTaHOBHTDH NMOJIHYIO (DYHKIHIO NepeMelieHust JAHHBIX IS 3aMThI NPUJI0KeHHii-rocTei.

2. CkoHburypupyiite QyHKIUIO epeMeIIeHNs TaHHbIX.
Crenyitte nHCTpYKIHSIM B pa3fee "KoHpurypupoBaHue cpencTa nepeMerieHus
JIaHHBIX" B JOKYMEHTAIIMH 110 KJIMEHTY.

3. 3apaiite [P-anpec cepsepa iSCSI:

a. Ortkpotire daiin C:\Program Files\Tivoli\TSM\baclient\dsm.opt u 3anaiite
CJIeAYIOLINNA apaMeTp:
VMISCSIServeraddress<IP-appec cepeepa iSCSI ceTeBoit kapThl B cuUCTeme
nepeMeleHuss faHHbX, B KOTOPOW HaxomsTcs 06bekTd Ha3HaueHus iSCSI.>

Ecim B cuctemMe nepeMeIeHns JaHHBIX HECKOJIBKO CETEBBIX KapT, TO YOSIUTECh, YTO BB
yKa3aJid HyXKHYIO ceTeByro kapTy s ceTu iSCSI.

HdanbHenwve aencTeud

Tloce HaCTpOﬁKH CUCTEMBI NNICPEMEIICHU A JaHHBIX YCTAHOBUTE COCANMHECHUEC MCKIY
PIHTCp(l)efICOM KOMAaHHOM CTPOKM areHTa BOCCTAHOBJICHUSA 1 Fpa(i)I/I‘IeCKI/IM HHTeptbeﬁCOM
arcHTa BOCCTAaHOBJICHUA.

3. HacTpoinKka coeanHeHNUN areHTa BOCCTaHOBJIEHUA
Mpexae yem HayaTb

UuTtepdeiic komanaHoii crpoku (command-line interface, CLI) arenta BocCTaHOBJICHUS
V7.1.x MoxHO paccMaTpuBaTh Kak APl komangHOM cTpokn A1 rpaduueckoro naTepdeiica
areHTa BoccTaHoBjeHus. MaTepdeiic koMaHIHOM CTPOKH areHTa BOCCTAHOBJICHUS MOXKHO
UCIOJIb30BATh [IJIS1 B3aUMO/IEICTBUS ¢ TpadyecKuM HHTepdeicoM areHTa
BOCCTAHOBJICHHUS.

Mpoueaypa

OTa 3a/aya yCTaHABJIMBAET COSAMHEHNE MEXAY MHTEPPEHCOM KOMaHIHOW CTPOKH areHTa
BOCCTAHOBJICHHS U TpaduiaeckuM HHTEPHEHCOM areHTa BOCCTAHOBIICHHS.

1. 3amyctute HTepdeiic KOMaHIHOW CTPOKH areHTa BOCCTAHOBJICHNS B CUCTEME
epeMeIIeHNs TaHHBIX.
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B mento ITyck B Windows Brioepute Ilporpammvsl > IBM Spectrum Protect > IBM
Spectrum Protect for Virtual Environments > Arent Boccranopjesnss IBM Spectrum
Protect.

2. B okHe KOMaHAHON CTPOKU BBEANUTE CICAYIOIIYIO KOMAHIY:

RecoveryAgentShell.exe -c set_connection mount_computer <IP-agpec
CeTeBOW KapThl B CHCTEME MepeMelleHUsl AaHHbIX, B KOTOPOM HAaXoAsTCs 0GbeKTh Ha3Hauewus iSCSI.>

OTa KOMaH/1a yCTAaHABJIMBAET COCAUHEHNE MEX 1y HHTep(heiicoM KOMaHIHON CTPOKHI
areHTa BOCCTAHOBJICHUS U rpaduyeckuM UHTepdeiicoM areHTa BOCCTaHOBJICHHUSI.

JanbHenwue aencreus

IToce ycTaHOBJIGHUS COSTMHEHNS CKOH(PUTYpHUPYIHTE BBIIEICHHYIO ceTh iSCSI.

4. KoHpurypuposaHue BblaeneHHon cetu iSCSI ana xocrta
ESXi u cpeactea nepemeLteHUa AaHHbIX
Mpexae yuem HayaTb

ITpex e yeM TpUCTYNaTh K 9TOM 3aj1aye, 03HAKOMbTECH C 3TUMH PEKOMAaHIAIIHSIMH
* Hcnosp3yiiTe 11 onepalnuii MTHOBEHHOT'O BOCCTAHOBJICHHUS BbIaIeHHYIO ceTh iSCSI.

* V kaxaoro xocra ESXi, KOTOpBI HCHOJIB3yeTCs IS ONepalnii MrHOBEHHOTO
BOCCTAHOBJICHU S, TOJDKHA OBITH BTOpas husnueckas cereBast kapra. Bropast cereBas
KapTa NpUBS3bIBACTCS K MporpamMMHoMy aaantepy iSCSI cooTBeTCTBYIOIIIETO X0CTa
ESXi.

* 'V cuctemsl nepeMeIeHns JaHHbIX, paboTaroleil Ha BUPTyaJIbHON MallIMHE, T0JDKHA
OBITH BTOpAs ceTeBasd KapTa. Bropas cereBast kapTa NpUBA3BIBACTCS K IPOIrPAMMHOMY
amantepy iSCSI xocta ESXi.

* 'V xaxnporo xocta ESXi, KoTOpPBIit HCHOJIB3YEeTCs J1s ONepaIiiii MTHOBEHHOTO
BOCCTAHOBJICHHSI, JJOJDKEH OBITh BTOPOH CKJIaJ AaHHBIX VMware. DTOT BpeMeHHBIH
CKJIa/l JAHHBIX COJEPXKUT MH(POPMALNIO O KOHPUT'YPALUH U TaHHBIE BUPTYaJIbHOI
MalIllMHBI, CO3JaHHON BO BpeMsl Olepanuu.

Mpouenypa

DTa 3a/1aya M03BOJISIET HACTPOUTH BhIAeIeHHYIO ceTh iISCSI ast xocta ESXi u mutst
CpeICTBA IMEePEMEILCHHS TAHHBIX, paOOTAIOIIEr0 Ha BUPTYaIbHOM MaIlIWHE.

1. Boitnute Ha xocT ESXi, KOTOpPBIH ClleAyeT UCIIOIL30BATD IS ONlepaliii MTHOBEHHOTO
BOCCTAHOBJIEHUS.

2. Hacrpoiite BupTyaibHblit KOMMyTaTOp 11 cetu 1ISCSI.
OTH MIATH UCTIOJIB3YIOT vSwitchl i1 BAPTYaJIbHOTO KOMMYTATOpPA.

a. Bribepute CereBoii amantep VMKkernel 15151 Tun coeguHeHus.
Cetu iSCSI TpebyeTcst TUI COSTUHEHUS.

b. Bribepute Co3maTh cTanaapTHbIi KomMmyTaTop vSphere mis locTyn K ceTu
VMkernel.

c. Bribepute Metka cetn i onnuu lMapameTpsl coepuHeHus VMkernel.
3amaiiTe MeTKy, yKa3bIBAIOIIYIO HA 3TOT KOMMYTATOp vSwifchl; 3Ta ceTh
npeaHa3HadeHa i Bamero tpaduka iSCSI.

Hanpumep: VMkernel iSCSI.

d. Vxkaxwure [P-anpec u macky noaceru 1ist vSwitchl B HacTpoiiku IP-coepmHenus
VMkernel.
He m3mensiite 3navenns Macka nopcetu mwim U3 3HayeHUst no yMoryaHuio
VMkernel.
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e. 3apaiite mopt sapa Ay padboTsl cetu iSCSI.

3. Hacrpoiite BUpTyaJIbHBII KOMMYTATOP [JIS CETU BUPTYAJILHOM MAIIIMHEL.
OTH WAard UCIOJB3YIOT vSwitch( I BUPTYaJIbHOTO KOMMYTATOPA.

a. Bribepute Bupryasbnas Mammua 11 Tun coeguHeHus.

b. Bribepute Co3aath crangapThblii kommyTaTop vSphere s locTyn K ceTun

VMkernel.

c. Ilepeiimure Ha BKJIaaKy CBOMCTBA rpynnbl NOPTOB 1 BLIOepHTe MeTKa CETH.
3amaiiTe Ty &Ke CaMyr METKY, KOTOPYIO BBI 3a1aJIH JJIsl CETH BUPTYaIbHON MAaIInHBI

vSwitchl.
Hanpuwmep: VMkernel iSCSI.

4. TlpusspkuTe 3aHOBO co3manHbIN aganTep iSCSI x ceTeBoMy apanTtepy VMkernel.
BoimostHUTE MHCTPYKIUU ponieAyphl VMware “TIpuBsska agantepoB iSCSI k
amantepaM VMkernel”. Ha MOMEHT HanmucaHusl JaHHOM MyOJIMKAIMK Ta MpoIleIypa

6bi1a gocTymHa BlmoxymenTarmu no VMware ESXi i vCenter Server 5|

Coset: Ecym npu ckanupoBanuu yctpoiicts iSCSI npousoiifer TaiiM-ayT, COKpaTUTE
ypucito ycrpoiicTB i1SCSI, coepmustonuxest ¢ xocroM ESXi. 3ateM cHOBa pockaHUpyiTe

ycrpoiicta iSCSI.

5. Voenurech, yTo cBOiCTBa npuBs3kyu anantepa iSCSI - npaBuibHbIe.

a. Bpibepute AnmapaTHoe odecnevyeHue > AganTepbl XpaHeHus1 Ha KJmeHTe VMware

vSphere.

b. HlenxuuTte mpapoiif kHOoNKOU MbImH 110 agantepy iSCSI u Beioepute CBolicTBa
unnuatopa iSCSI. Yoenurech, 4TO CyIIECTBYIOT CJIEIYIOIINE CBOMCTBA PUBSI3KU:

Tabmmua 10. MNapameTpsi cetn iSCS/

Cetpb BHPTYaAJIbHBIX MallliH

Cetn iSCSI

CTaHpapTHbiA KoMmyTaTOp: VSwitch(

CTaHpapTHbIA KoMmyTaTOp: vSwitchl

Fpynna nopToB BUpTYasbHbiX MawuH: Cerv VM

NopT VMkernel: VMkernel iSCSI

CoBet: VMkernel iSCSI npuBsi3pIBaeTcs K
apanTepy VMkernel: vimkl, xoTOpbIf HAXOIATCS
Ha @U3UYECKOM CeTeBOM apanTtepe: vmnicl.

Ousnueckuii apantep: vmnicO

CeTteBoii apanTep VMkernel: vmkl

Ousnyeckuii ceTeBoii apanTep: vmnicl

Ananrep BUpTyaJbHOIL ceTn IP-appec:
192.168.42.x (moacets st cetu iSCSI)

Pe3ynbTathbl

Beinenennas cetb iSCSI roToBa k onepanusmM MOJHOTO MTHOBEHHOTO BOCCTAHOBJICHUS VM

U MIHOBCHHOI'O OOCTYyIIA.

HoHdurypupoBaHue napameTtpoB 3awiuTtbl ana Data Protection for

VMware

CpenctBy nepemernienus nanHbix Data Protection for VMware, untepdeiicy komaniHoi
crpoku vimcli 1 xomnonenTaM [ paduuecknit unrepdeiic Data Protection for VMware
vSphere HeoOxoarMa KOHPUTYpanusl, HO3BOJISIONIAS] BKJIFOYATD 3aIUIIEHHOE COSIMHEHUE C

Cepsep IBM Spectrum Protect.
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KoH¢urypuposaHue napameTpoB 3aLUnTbl AN COeAUHEHUA
$PyHKUMMN nepemereHna aaHHbix U yanos VMCLI ¢ Cepsep IBM
Spectrum Protect

Ectb psig onuuii KoHUTrypalym, OTHOCSAIIMXCS K apamMeTpam 3aiuthl Data Protection for
VMware 114 GyHKIUHN DepeMeleHns TanHbIX 1 y37108 VMCLI npu coenunenun ¢ Cepsep
IBM Spectrum Protect V7.1.8 unu V8.1.2 mu60o HoBee. Koraa Bel mpuHUMaeTe 3HAYEHUS 110
YMOJTYAHUIO /IS 3TUX OIIMI B IPO3PAYHOM PEXUME, ITH KOMIIOHEHTH! KOH(DUTYpHPYIOTCS
JUIS1 yCOBEPIICHCTBOBAHHOM 3aIIUTHI, M 3TO PEKOMEH/IYeTCs IS OOJIBIINHCTBA CIIyYacB
HCIIOJIb30BaHMUS.

KoHdurypuposaHue ¢ ucnosnb3osaHMeM napaMmeTpoB 3aLiuTbl NO
yMonuyaHuio (ObICTPbI NyTb)

BoICTpBIi IyTh NOAPOOHO aHAIM3UPYET ONUUK KOH(UTypalliH, BJIUSIOLINE HA 3ALUTY
coeauHenus QyHKIMK nepeMellienus nanubiX 1 y3ia VMCLI ¢ cepBepom 1 Ha noBeaeHne
Pa3JIMYHBIX CJIy4aeB UCIOJIb30BaHMs, KOIId MIPUHUMAIOTCA 3HAUEHUS 0 YMOJTYAHHUIO.
Cuenapwii 6BICTPOTO IyTH CBOANUT K MUHUMYMY YHCJIO IIArOB B IIpoliecce KOHMGUTypaIuy B
KOHEYHBIX TOYKaX.

DTOT crieHapuii aBTOMATHYECKH TTOJIyIaeT CepTUDUKATHI U3 CepBepa, KOT1a y3eJI BIepBLIC
YCTaHABJIMBACT COCANHEHHE, MICXOs M3 TOTO, uyTo 1 napamerpa SESSIONSECURITY
Cepsep IBM Spectrum Protect 3agano 3aauenne TRANSITIONAL, kotopoe siByisieTcs
3HaYEHHEM 110 YMOJIYAHUIO P [IEPBOM COCIUHEHUU. DTOMY CLIEHAPUIO MOXHO CJIeI0BATh
npu nepsoM o6HoByeHnH CepBep IBM Spectrum Protect go V7.1.8 u 60osiee HOBBIX ypoBHEH
V7 umm 1o V8.1.2 u 6oJiee HOBBIX ypoBHel V8, a 3aTeM npu obHoBIeHnn Data Protection
for VMware 1o 3TuX ypOBHE# U HA00OPOT.

Buumanne: DTOT cueHapwmii HeJIb3sl MICHOJIb30BaTh, eci cepep IBM Spectrum Protect
ckoH(purypuposan 1t ayreHTupukanmu LDAP. Ecim ucniosib3yercst LDAP, BbI MoXxeTe
BPYYHYIO UMIIOPTHPOBATH HEOOXOAMMbIE CEPTU(PUKATDI, UCHOJIB3YS YTHINTY dsmcert.
JIOmoHATEIbHYIO HHDOPMAIIIIO CMOTpHTE B pasaese [‘Kondurypupopanue 6es|
[aBTomaTueckoro pacnpenenenus cepruduxatos” Ha crp. 60|

Onuuun y3n0B nepemMmeLwieHUA AaHHbIX, KOTOpPbIe BIUAIOT Ha 3allnTy
ceaHca

[Nepeuncnennblie HIDKE ONIAU dSMC 3a0ar0T MapaMETPhI 3aIUTHI [JIS y3J1a epeMeIIeHIS
JTAHHBIX. JIOTIOJHUTENIbHYIO HHYOPMALIHIO 00 3THX ONMIHUSIX CMOTPHUTE B TOKYMEHTE
[CrpaBxka mo omumsiv kyment

* SSLREQUIRED. 3nauenue no ymosnuaunuto, Default, Bkimouaer cymectByroiue
COEJIMHEHU S 3aIMTHI ceaHca ¢ cepBepaMi, 0oJiee paHHUX Bepcuit, uem V7.1.8 umm V8.1.2,
¥ aBTOMATHYECKH KOHGUTYpUPYET CPEICTBO IepeMelieHns JaHHbIX Data Protection for
VMware 1Sl 3aIIUIIEHHOTO COequHeHus ¢ cepepoM V7.1.8 umm V8.1.2 mmbo HoBee ¢
ucnojb3oBanueM TLS pis ayTenTudukanuy.

e SSLACCEPTCERTFROMSERV. 3HaueHMe IO yMOJTYaHUIO, YES, BKIIOYAET aBTOMATHIECKOE
MPUHSTHE CAMOIIOIMCAHHOTO OTKPBITOIO CepTU(hHUKATA C cepBepa A1 PYHKIIMA
MEPEMEIIICHUS TaHHBIX ¥ ABTOMATHYECKH KOHDUTYPUPYET (PYHKIMIO IIEPEMEIICHHUST
JAHHBIX [IJTs HCIOJIb30BAHUS 3TOr0 cepTuduKaTa, Koraa GyHKIMs MePEMEIICHHUS TaHHBIX
coenunsietcs ¢ cepsepoM V7.1.8 mim V8.1.2 mubo HoBee.

» SSL. 3uauenue mo ymosdanuro, NO, yKa3bIBaeT, YTO MIU(PPOBAHKE HE MCIOJIb3YETCS IPH
nepeaave JaHHBIX MEKAY QYHKIMEH epeMEIeHUs JTaHHbIX U CepBEPOM OoJice paHHEeH
Bepcun, 4eM V7.1.8 mm V8.1.2. Kornia cpeacTBo nepeMenieHnst TaHHbIX COSTUHSIETCS C
cepsepom V7.1.8 wm V8.1.2 mubo HOBee, 3HaUeHME N0 yMouanuio, No, yka3bIiBaet, 4To
JlaHHBbIe 00BEKTOB He MmudpyroTcs. Bes ocranbHas nHbOpManus Npu B3aMMOIEHCTBIN
CpelICTBa MepeMeIlieHHs] TAHHBIX C CepBepOM IuppyeTcs. 3HaUeHHE 0 YMOJIYaHUIO, Yes,
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ykasbiBaeT, uTo TLS ucnosb3yercs 11 muppoBaHus Bceit HPOpPMAINNU, BKJIFOYAS
JAHHBIC O6BCKTOB, Koraa CpeaCTBO NEPEMEHICHUSA JaHHBIX B3aHMOHCﬁCTByCT C
CepBEPOM.

e SSLFIPSMODE. 3navyenue nmo ymouanuto, NO, yka3bIBaeT, uTo oubamoreka TLS,
ceprudunmposannas B coorserctsuu ¢ Federal Information Processing Standards (FIPS),
He TpebyeTcs.

Kpome Toro, nepevucyieHHbIe HIDKE ONIIMU TPUMEHSIOTCS, TOJIBKO €CIIM CPEACTBO
nepeMelleHNs JaHHbIX UCHOJIb3YyeT coenuHenue TLS ¢ cepBepoM Oosiee paHHeR Bepcu, 4eM
V7.1.8 umm V8.1.2. Eciiu cpeIcTBO NepeMellieHNs] JaHHBIX COeAUHSIETCs ¢ 00Jiee HOBBIM
CcepBepOM, OHU HTHOPUPYIOTCSL.

* SSLDISABLELEGACYTLS. 3nauenue No yka3eIBaeT, 4TO y3eJI IepeMeIleHHs] JaHHBIX He
ucnoJsib3dyet TLS 1.2 mist ceancoB SSL. Pa3perarorcs coeaunenus no npotokosiam SSL
TLS 1.1 w mmwke. Korma ¢hyHKIuUsS mepeMeleHus JaHHBIX B3auMoaencTByet ¢ Cepeep
IBM Spectrum Protect, To ectb, ¢ V7.1.7 uym V8.1.1 uiu 60j1€e paHHUM BBIITYCKOM,
3HAYCHHEM 10 YMOJT9aHnto OyreT HeT.

* LANFREESSL. 3nauenue no ymosruanuto, NO, yka3bIBaeT, 4TO (QyHKIMS NepeMeleHus
JIAHHBIX He ucnojb3yeT TLS mpu B3auMoaeiicTBUU C areHTOM XPaHEHUs, eCJIu
CKOH(UTYypHpOBaHa Nepeiaya JaHHbIX 0e3 JIOKAJLHON CeTH.

* REPLSSLPORT. 3anaet anpec mopra TCP/IP, kotopslit nonnepxusaet TLS, xoraa
CPEJICTBO NepeMeEIeHNUs JaHHBIX B3aUMOAEHCTBYET C CEPBEPOM PEIUIUKALUI HAa3HAUCHHUS.

Onuwuu y3nos VMCLI, KoTopble BAMAIOT Ha 3alLUTY ceaHca

‘VkazaHHbIE HIDKE apaMeTphl 3aJaf0T apaMeTpsl 3aiuThl 415 y3iaa VMCLIL
JlonoJHITENbHY 0 HHQOPMAaNHo 00 3THX ONIHUAX CMOTpHUTE B paszeste [[lapamerpsl

* VE_TSM_SSL. 3nauenue no ymosruanuto, NO, yka3biBaeT, 4To mudposaHne He
UCIOJIb3YETCS MPH Tepeaye JAHHBIX MEX/y (PYHKIUEH epeMeNICHUS TaHHbIX 1
cepBepoM OoJtee paHHei Bepcun, 4veM V7.1.8 mm V8.1.2. 3amaiiTe 11 9TOro napamMerpa
3HaueHue YES, ecii BBI XOTUTE MCNIOJIB30BaTh TLS i1 mmdpoBanus Bceit mHGpOpMan
IpY COEAMHEHNH C cepBepoM OoJiee paHHEH Bepcnn, yeMm V7.1.8.

* VE_TSM_SSLACCEPTCERTFROMSERV. 3nauenue no ymoJsuanuto, YES, Bkirouaer
ABTOMATHYECKOE IPUHSITHE CAMOIIO/IIUCAHHOTO OTKPBITOrO cepTuduKaTa ¢ cepBepa Jist
uHTepdeiica 1 aBTOMAaTHYECKH KOHDUTYpUPYeT UHTepdEic 151 UCTIOIb30BAHUS 3TOTO
cepTudukata, Koraa GyHKIHs IEpeMeNIeHus JaHHbIX COeIMHSETCS ¢ cepBepom V7.1.8
nmm V8.1.2 mubo HoBee.

* VE_TSM_SSLREQUIRED. 3nauenne mo ymosmuanuto, DEFAULT, BkJIro4aeT cymiecTByromme
COeTMHEHUS 3alUThI CeaHca C cepBepaMH, Oojiee paHHUX Bepcuid, yueM V7.1.8 mm V8.1.2,
U aBTOMAaTH4YeCKH KoHpurypupyer uatepdeiic s 3alMIIeHHOr0 COSTUHEHHUS C
cepsepoM V7.1.8 um V8.1.2 mubo HOBee ¢ ucnosb3oBanueM TLS st ayTeHTHdUKAINH.

Cnyqau ncnonb30BaHUA ANA napamMeTpoB 3alinuTbl N0 YMOJIYaHUIO

* Cnauana cepBep obHoBsIeTCs 10 V7.1.8, V8.1.2 mim HoBee. 3aTteM Data Protection for
VMware oonoBisieTcss. cEOTCNDE.OBT y3ex nepemertenus 1aHHBIX 1 Y3761 VMCLI e
UCIIOJIB3YIOT CBsA3h SSL:

— Onmuu 3amuTh 715 y3J71a IepeMelieHns TaHHbIX 1 y3710B VMCLI u3MeHsITh He
HYXXHO.

— Koraa y3i1bl ayTeHTHGUIUPYIOTCS € CEPBEPOM, KOH(PUTYpALIHsT ABTOMATHYECCKH
oOHOBJIIsIETCA IS Ucnob3oBanus TLS.

» CHauvana cepBep oOHOBIseTcs 10 V7.1.8, V8.1.2 wm HoBee. 3aTem Data Protection for
VMware o6HoBsieTcs. CyllecTByIOIEe CPEACTBO NepeMellleHNs JaHHbIX U Y3716l VMCLI
ucmos3y1T cBs3b SSL:
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— Onmuu 3amuThl 715 y3J1a IepeMelieHns TaHHbIX 1 y3710B VMCLI u3MensTh He
HYXHO.

— Cps3b SSL ¢ cymecTByromuM MyOJIMIHBIM CepTUDUKATOM cepBepa IMPOgODKACT
HCIIOJIb30BATHCS.

— CBs3b SSL aBTOMAaTHYECKH YCOBEPIICHCTBYETCS TaK, YTOOBI UCIOJI30BATH TOT
ypoBenb TLS, xoTopblil TpeOyeTcs cepBepy.

Crauasa Data Protection for VMware oonossstiercst 1o V7.1.8 wum V8.1.2 wim HOBee.
3atem cepBep oOHoBIseTcs no3aHee. cCEOTCNDE.OBT y3en nepemelieHus JaHHBIX U
y35i61 VMCLI ne ucnosb3yroT cBs3b SSL:

— Onmuu 3aImuThl 15 y3J1a nepeMelieHns TaHHbIX 1 y3710B VMCLI u3MensTh He
HYXHO.

— CylIecTBYIOIINI TPOTOKOJI ayTeHTU(UKAIMU MO-IPEXHEMY UCIIOJIb3YETCS CepBeEpaMu
Ha ypoBHX 10 V7.1.8 mm V8.1.2.

— Korma y3ibl ayTeHTHQUIUPYIOTCS C CEPBEPOM, KOH(PHUIYpaIs aBTOMATHYECKI
OOHOBJIETCS IS UCOJIb30Banus TLS, mociie Toro, kak cepsep OyaeT 0OGHOBIIEH 10
V7.1.8, V8.1.2 nim HOBEE.

Cuauauta Data Protection for VMware obnosisercst 7o V7.1.8 wm V8.1.2 uim HoBee.
3aTeM cepBep 0OHOBIIIeTCS Mo3aHee. CYIECTBYIOIIEE CPEICTBO MEPEMEIIEHUS JAHHBIX U
y3561 VMCLI ucmoas3yror cBa3p SSL:

— Onuun 3amuTs! 4718 y3J1a NepeMellieHns JaHHbIX U y3710B VMCLI u3MeHsTh He
HYXHO.

— Css3b SSL ¢ cymmiecTBYIOMUM MyOJIMYHBIM CEPTUGUKATOM cepBepa MPOI0JIKAET
UCIOJIb30BAThCS C cepBepaMu Ha ypoBHsX 10 V7.1.8 umm V8.1.2.

— Caa3b SSL aBTOMATHYECKH YCOBEPIICHCTBYETCS TAK, YTOOBI UCIOJIH30BATh TOT
ypoBenb TLS, xoTopbIit TpeOyeTcs cepBepy, MOCie TOro, Kak cepBep OyaeT 0OHOBIIEH
1o V7.1.8, V8.1.2 uiu HOBee.

Cuavuaja Data Protection for VMware oonosisiercsa no V7.1.8 nom V8.1.2 wim HoBee.
3aTeM cpeJICTBO NMepeMelieHus JaHHbIX U Y316l VMCLI coe IMHSAIOTCS ¢ HECKOJIBKUMU
cepBepamu. CepBepbl OOHOBJISIOTCSI B pa3HOE BpeMsI:

— Onuuu 3a1uThl 415 y3J1a nepeMeleHns JaHHbIX U y3710B VMCLI usMmenste He
HYXXHO.

— CpenctBo nepemelnienns JaHHbIX U y3J16I VMCLI HCIIOMTB3YIOT CYIIECTBYIOIIYIO
ayTeHTU(UKALUIO U MPOTOKOJI 3aIMTHI CEAHCA C CepBepaMu O0Jiee paHHUX BEPCHiA,
yeM Bepcus 7.1.8 umm 8.1.2, 1 aBTOMaTU4YeCKU OOHOBJISIETCS AJIS1 UCIIOJIb30BAHUS
ayreHTudukanun TLS mpu nepBoHAYaIEHOM COCTMHEHHUH C cepBepoM Bepcun 7.1.8
mwm 8.1.2 ubo HoBee. 3aIMTO ceaHca YIPaBJISIFOT Ha KaXX0M CepBepe.

ITpu HOBOI ycTaHOBKE KJIMEHTa cepBep OTHocuTcs k Bepcun 7.1.8 unu 8.1.2 mubo HoBee:

— Cxondurypupyiite Data Protection for VMware B COOTBETCTBUY C HOBO YCTAHOBKOIA.

— 3HaveHHs IO YMOJYAHUIO JJIS ONIIMN 3aIUThl aBTOMATHYECKA KOH(PUTYPHPYIOT
CPEICTBO MepeMellieHns MaHHbIX 1 Y3716l VMCLI 115 ayTeHTH(GUKAIu CeaHCOB,
3amudpoBaHHBIX ¢ HCcHoJb3oBaHueM TLS.

— 3anmaiite s mapamerpa SSL 3HaueHue Yes, eci TpebyeTcs mudpoBaHue BceX
Hepe1aBaeMbIX TAHHBIX MEX/1y KJIHEHTOM U CEPBEPOM.

IIpu HOBOI yCTaHOBKE KJIMEHTA CepBep OTHOCUTCS K BepcuH, OoJiee paHHeil, veM V7.1.8
um V8.1.2:

— CxoHQUrypupyiTe KJIMEHT B COOTBETCTBUYU C HOBOI YCTAHOBKOH KJIMECHTA.

— TlpuMmuTe 3HAYEHNS IO YMOJMAHUIO JJIS MApAMETPOB 3aIUTHI CeaHCa KJIMEHTA, eCIIH
BaM He TpeOyercs mmppoBanue SSL 11 Bcex mepenay JaHHBIX.

- IIporokon ayreHTudukanuu 6e3 moanepxku SSL ucnosb3yercs, Moka cepsep He
Ooyaet ooHoBJIeH 10 V7.1.8 mum V8.1.2 nmubo HoBee.
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— 3apaiite Ay mapamerpa SSL 3HaueHue Yes, ecm TpebyeTcs mmdpoBaHue Bcex
HepeIaBaeMbIX JAHHBIX MEXTy (DYHKIMEH IepeMelieHns JaHHBIX U CePBEPOM, U
nepeiuTe K KOHQUTypUpoBaHUIo Noanepx ki SSL BpyuHyIO.

- WHCTPYKIHH 10 KOHDUI'YPUPOBAHMIO cMOTpHuTe B paszese [Kondurypupopanue]
CBsI3M MeXTy KJIMeHTOM 1 cepBepoM Tivoli Storage Manager ¢ nomonipio Secure]

Sockets Layegl

- CBs3b SSL aBTOMAaTHYECKH YCOBEPIIEHCTBYETCS TAK, YTOOBI UCIIOJIB30BATH TOT
ypoBenb TLS, koTopslIif TpebyeTcs cepBepy, HOCiIe TOro, Kak cepsep OymeT
obnosyeH go V7.1.8, V8.1.2 uim HoBee.

I-(ouclmrypvlposal-me 6e3 aBTOMaTUYECKOro pacnpeneneHunAa
cepTudpuKaTtos

DTOT cueHapuii MOAPOOHO AHAM3UPYET ONIUKN KOH(GUTYPALIAH, BIUSIOIINAE HA 3aIUTY
coeIMHEHNs (DYHKIIMM NepeMeIleHus JaHHbIX 1 y3)10B VMCLI, ecotm aBTOMaTHYECKOE
pacnpezenieHne cepTHOUKATOB C cepBepa He mpreMiieMo. Hampumep, aBToMmaTiueckoe
pacnpezenieHne cepTHOUKATOB C cepBepa OYIeT HEMPUEMIIEMBIM, €CITU CEPBEP
CKOH(UTYpUPOBAH JIJIS UCIIOJIb30BaHMs ayTeHTudukanuu LDAP nm ecim TpedyeTtcs,
4TOOBI cepTU(UKATH OBLIN MOANUCAHBI IIEHTPOM cepTudukaruu (certificate authority, CA).

Onuuu, BnuaoLwMe Ha 3aLunTy ceaHCOB

Onuuy 1715 IapaMeTPOB 3aIMUThI TAKHE XKe, KaK OIICaHo B pasaesie [ Koudurypuposanue cI
II/ICHOJ'ILSOBaHI/IeM IapaMeTPOB 3AMIMTHI IO YMOJYAHKIO (GBICTpHII MyTh)” Ha cTp. 57} ¢ Tem
UCKJTIOUEHNEM, 4YTO HyXHo 3a1aTh ji1s onmmn SSLACCEPTCERTFROMSERV 3Hauenue No,
9TOOBI y3€J1 MePEMEIICHIS TaHHBIX HE MPUHUMAJI aBTOMAaTHYECKU CAMOIIOIIMCAHHBIN

0011 JOCTYMHBIN CEPTUPUKAT C CepBEPaA, KOTAa Y3€JI BIEPBBIE COSIUHSICTCS C CEPBEPOM
V7.1.8 umm V8.1.2 1mb6o HOBee.

Cny4yau ncnonb3oBaHuA Npu KOHGUrypupoBaHum y3nos cpeacTsea
nepemeLlleHNA AaHHbIX 6e3 aBTOMaTUUECKOro pacnpeneneHus
cepTuduKaToB

Ecnm aBTOMaTHYeCKOE pacipe/iesieHie CepTUPUKATOB SBIIIETCS HEBO3ZMOXKHBIM FLIIA
HeXXeJaTeJIbHbIM, HCIOJIb3YiTe YyTIMTY dsmceert 1J11 mmnopTa ceprudukarta. [loayunte
HYXHBI cepTudukat ot Cepsep IBM Spectrum Protect wim ot CA. CA MOXeT OTHOCUTBCS
K Taxkoif koMmnaHum, kak VeriSign mum Thawte, nim 3T0 JOJDKEH OBITH BHY TPEHHHN
cepTUUKAT, XpAHSIIUACS B Ballleii KOMITAHWUH.

Ecmu y3161 nepemeriienns nauubix 1 VMCLI HaxonsTcst Ha TOM ke KOMIOBbIOTEpE,
TpebyeTcs TOJIbKO OMH cepTudukat. Eciu y3/16I HAaXOISITCSA Ha OTACIbHBIX KOMIIBIOTEPAX,
TO cepTU(HUKAT TpeOyeTcs I KaX0ro KOMIbIoTepa.

» CHavana cepBep ooHoBJseTcs 10 V7.1.8 wim V8.1.2. 3atem Data Protection for VMware
ob6HoBIIsIeTCsA. CYIIECTBYIOIINE Y3JIbI CPEICTBA MEPEMEIIICHNS TAHHBIX He UCTIOJIb3YIOT
cBs3b SSL:

— 3apaiite must onmuu SSLACCEPTCERTFROMSERV 3navenue No.

— Tomyunte mHyXHBIH cepTudukat ot Cepsep IBM Spectrum Protect wm ot CA n
UCTIOJIB3YHTe yTHIMTY dsmcert A1 iMriopTa cepTudukata. MHCTPYKIUH O
KOH(HUIYPHPOBAHMIO CMOTPHTE B pa3esie [KoH(HurypupoBanHme CBSI3H MEXTY|
[xrerTOM 1 cepsepom Tivoli Storage Manager ¢ momonisio Secure Sockets Layer]

* Cnavana cepBep obHOBIsIeTCs 10 V7.1.8 mym V8.1.2. 3atem Data Protection for VMware
o6HOBIIsIeTCs. CyYIIECTBYIOIIIE Y3JIbI CPEICTBA MIEPEMEIIIeHNS TaHHBIX UCITO01b3VI0T CBS3b
SSL:
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— Omnnuy 3ammTs 4718 y3J1a IepeMeIleHNs JaHHBIX N3MEHSITh He HyXHO. Ecim y y3710B
yke ecTh cepTudukat ceppepa 1iis cBsizu SSL, To ommus SSLACCEPTCERTFROMSERV ne
MIPUMEHSIETCS.

— Css3b SSL ¢ cymiecTBYIOMAM ITyOJIMYHBIM CEPTHHUKATOM cepBepa MPOI0JDKAET
UCIOJIb30BAThCA.

— CBs3b SSL aBTOMAaTHYECKH YCOBEPIICHCTBYETCS TaK, YTOOBI UCIOJIH30BATh TOT
ypoBeHb TLS, xoTOpbIit TpeOyeTcs cepBepy.

* CHauvana Data Protection for VMware o6HOBsIeTCst ;10 V7.1.8 mum V8.1.2. 3aTem cepsep
00HOBIIsIeTCS MTo3/1Hee. CYIIECTBYIOIINE Y3JIbI CPEACTBA IIEPEMEIIICHUS JAaHHBIX He
HCHOJIb3YIOT CcBsI3b SSL:

— 3apaiite gt onmuu SSLACCEPTCERTFROMSERV 3navenue No.

— CylIecTBYIOIINI TPOTOKOJI ayTeHTU(UKAIMU MO-IPEXHEMY UCIIOJIb3YETCS CepBeEpaMu
Ha ypoBHX 10 V7.1.8 mm V8.1.2.

— Ilpexnae yem y3Jibl cpecTBa NepeMeLLeHHs] JaHHbIX COeAUHATCS ¢ cepBepom V7.1.8,
V8.1.2 nym HOBee:

- ITonyunre HyxHbIi cepTudukat ot Cepsep IBM Spectrum Protect i ot CA n
ucnoJb3yitte yruumty dsmeert 11t uMnopTa ceprudukara. MHECTpyKImu mo
KOH(DUI'YPHPOBAHMIO CMOTPHTE B paselie [Koudurypuposanue cBsi3su Mex1y|
[x;menTom u cepsepom Tivoli Storage Manager ¢ momomibio Secure Sockets Layer]

* Crauvana Data Protection for VMware o6HOoBsIeTCst ;10 V7.1.8 mum V8.1.2. 3aTem cepsep
obHoBIsIeTCs Mo3aHee. CyIIECTBYIOLIME Y3JIbl CPECTBA NEPEMELICHUS JTAHHBIX
ucImov3y10T cB3b SSL

— OHI_II/II/I 3alIUTHBI IJId y3J1a NEPEMCUICHUS JAHHBIX U3MCHATH HEC HYXHO. Ecmu Yy y3J10B
yke ecTh cepTudukat cepsepa st cBsizu SSL, To omrust SSLACCEPTCERTFROMSERYV He
MIPUMEHSIETCS.

— Cas3b SSL ¢ cymiecTBYIOMUM MyOJIMYHBIM CEPTUHUKATOM cepBeEpa MPOIOJIKAET
UCIOJIb30BATHCS C cepBepaMu Ha ypoBHsX 10 V7.1.8 umm V8.1.2.

— Caa3b SSL aBTOMATHYECKH YCOBEPIIEHCTBYETCS TAK, YTOOBI UCIOJIH30BATh TOT
ypoBenb TLS, xoTopbIit TpeOyeTcs cepBepy, MOCie TOro, Kak cepBep OyaeT 0OHOBIIEH
1o V7.1.8, V8.1.2 uu HOBee.

* Cnavada Data Protection for VMware ooHoBsieTcst 1o V7.1.8 uim V8.1.2. 3aTeM y3J1bl
Cpe/CcTBa NepeMelleHNs JaHHBIX COSAUHSIOTCS C HECKOJILKUMU cepBepaMu. CepBepbl
OOHOBJIAIOTCS B pa3HOE BpeMsI:

— Bapaiite s oo SSLACCEPTCERTFROMSERV 3nauenue No.

— CylecTBYOIINI TPOTOKOJI ayTeHTU(UKAIMHU MO-IPEXHEMY UCIIOJIb3YETCS CEpBEpaMu
Ha ypoBHsX g0 V7.1.8 numm V8.1.2.

— Tlpexze yeM y3JIbI IEpeMeIeHusl JaHHBIX COSTUHATCS ¢ cepBepoM V7.1.8 mim V8.1.2
Jmb0o HOBee U ec TpedyeTcs cBiI3b SSL Ha JIT0oO60M ypOBHE cepBepa:

- [Momyunte HyXHBIH cepTudukat ot Cepsep IBM Spectrum Protect wm ot CA u
HCTIOJB3YiTe yTIumTy dsmcert 111 mmmnopTa ceprudukara. MHCTpyKumu mo
KOH(HUIYPHPOBAHUIO CMOTPHTE B pas/ese|[Kouurypuposanue cBa3m Mexy|
[xmenToM u cepsepom Tivoli Storage Manager ¢ momomibio Secure Sockets Layer]

— V3IIBI IepeMeIeHN s TaHHBIX HCIOJIB3YIOT CYIECTBYIONIYIO Ay TCHTH(DUKAIIAIO 1
MIPOTOKOJI 3aIUTHI ceaHca ¢ cepBepaMu 0oJlee paHHUX BepcHii, uem Bepcus 7.1.8 wm
8.1.2, m aBTOMaTHYECKH OOHOBJIAETCS JIJIs UCTIOJIb30BaHMs ayTeHTuGukanuu TLS mpu
NepBOHAYATILHOM COEIMHEHNH ¢ cepBepoM Bepcuu 7.1.8 mym 8.1.2 1o HoBee.
3amuTol ceanca ympasJIstoT Ha KaXI0M cepBepe.

* [Ipu HOBOI1 ycTaHOBKE Data Protection for VMware cepBep otnocutcst k Bepcuu 7.1.8 nim

8.1.2 ;mbo HOBee:

— Cxonourypupyiite Data Protection for VMware B COOTBETCTBHY C HOBOI YCTAHOBKOIA.
— 3anatite nus omun SSLACCEPTCERTFROMSERY 3nauenue No.
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— TMonyunte HyX)HbBIH cepTuduKaT 0T CepBep IBM Spectrum Protect wm ot CA n
UCMOJIB3YiTe yTUIUTY dsmcert 11t umMnopTa cepTudukata. MHCTPYKIIUH 1O
KOH(WUTYPHPOBAHHUIO CMOTPHTE B pas/esie [KoHbUryprupoBaHue CBI3H MEXTY,
[xmerTom 1 cepsepom Tivoli Storage Manager ¢ momomibio Secure Sockets Layer]

— 3apaiiTe gy mapamerpa SSL 3HaueHue Yes, ecyim TpeOyeTcs mmdpoBaHue Bcex
Hepe1aBaeMbIX TaHHBIX MEXIY (YHKIHEH TepeMelieHns JaHHBIX ¥ CEPBEPOM.

* IIpu HOBOIf ycTaHoBKe Data Protection for VMware cepBep OTHOCHTCS K Bepcuu, OoJiee
parneif, yem V7.1.8 mm V8.1.2, ceancsl ¢ mmdpoBanuem SSL 7pebyrorca:
— Ckonpurypupyiite Data Protection for VMware B COOTBETCTBHIH C HOBOl YCTaHOBKOM.
— 3apainite ays napametpa SSL 3HauyeHue Yes.

— Tomyunte HYXHBIH cepTudukat ot Cepsep IBM Spectrum Protect wm ot CA n
UCTIOJIB3YHTe yTHIMTY dsmcert A1 uMriopTa cepTudukata. MHCTpyKIum mo
KOH(HUIYPHPOBAHUIO CMOTPHTE B pasese|[Koupurypuposanue cBs3m Mexy|
[xrerTOM 1 cepsepom Tivoli Storage Manager ¢ momonisio Secure Sockets Layer]

* IIpu HOBOIf ycTaHoBKe Data Protection for VMware cepBep OTHOCHTCS K Bepcuu, OoJiee
panreit, yem V7.1.8 nwim V8.1.2, ceancel ¢ muppoBanneM SSL ue TpeOyroTcs:

— Cxon¢urypupyiite Data Protection for VMware B COOTBETCTBHH C HOBOI YCTAHOBKOIA.
— 3apatite s onuu SSLACCEPTCERTFROMSERV 3nauenue No.
- Iporokon ayrerTHdukanmy 6e3 moamepxkn SSL ucmosp3yercs, IoKa cepBep He
O6ynmet ooHOBIIeH 10 V7.1.8 mm V8.1.2 6o HOBee.
— Ilpexnae yem y3JIbl cpeCcTBA epeMELLEeHHs JaHHBIX COeAUHSATCS ¢ cepBepom V7.1.8,
V8.1.2 nunu HoOBee:

- Tlomyuute nyxHbIit cepTudukat ot Cepsep IBM Spectrum Protect wim ot CA u
UCMOJIB3YiiTe YyTHIUTY dsmcert 111 uMnopTa cepTudukata. MHCTpyKIuu mo
KOH(HUTYPHPOBAHUIO CMOTPHTE B pas/ese [KoHpHrypiupoBaHue CBI3H MeXTy|
[x;menTom u cepsepom Tivoli Storage Manager ¢ momomibio Secure Sockets Layer]

KoHurypuposaHue ceasu Npadpuveckun uutepdenc Data
Protection for VMware vSphere ¢ ucnonnaosaHmem Transport
Layer Security

Kowmmonent I'padmueckuit natepdeiic Data Protection for VMware vSphere ncnoss3yer
npoTokoJ Transport Layer Security (TLS), 4ToObI 0OecnieunTh 3aIUINEHHYIO CBS3h C
BeO-Opay3epamu, cepsepoM VMware vCenter u (HeoOs3aTesibHO) Cepsep IBM Spectrum
Protect.

06 aToi 3agaue

Jlst B3auMoieiicTBuii ¢ Be6-Opay3epamu u ¢ cepBepom VMware VCenter mpoTtokost TLS
BKJIFOUaeTcs Beera. [1pu yctaHoBke kommoHeHTa Data Protection for VMware
TeHepUPYETCs CAMOTIOIMUCAHHBIN UG poBoii cepTudukat TLS, KoTOpHIH 3aTEM
UCTIOJIB3YETCS ISl COCTUHEHUSI.

Taxoxe 11 B3auUMOJIEHCTBUS C BeO-Opay3epamMu MOXKHO HCHOJIb30BaTh CepTU(DUKAT,
HO/IMMCAaHHBIN LeHTpoM cepTudukanuy (certificate authority, CA). Data Protection for
VMware UToObI y3HATD, KaK HCIOJIb30BaTh cepTudukat oT CA, CMOTPHUTE pa3ei
[Mcnonb3oBanue ceprudukata TpeTheii CTOPOHBI JUIS CEaHCOB BeG-Opaysepal

B ciryuae B3aumogeiictus ¢ Cepsep IBM Spectrum Protect ncross3oBanme mpoTokoa
TLS 3aBucut oT Bepcuu cepBepa.

Ecsmn Bbl ncnosn3yete cepep Cepsep IBM Spectrum Protect V8.1.1 nin 60Jiee pannuii
Ncnonb3oBanue npotokosa TLS 15 B3auMoneicTBHiA C cepBepOM He SIBIIIETCS
00s13aTesIbHBIM. Bl MOXkeTe BpyuHyto BKJIFOUnTh it [ paduueckuit unrepdeiic
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Data Protection for VMware vSphere BO3MOXHOCTb B3aUMOICHCTBOBATE C
cepBepoM Mpu noMolu npotokosa TLS, co3mas wim 0OHOBUB CKJIAT JOBEPEHHBIX
cepTU(UKATOB 1 UMIOPTUPOBAB CePTU(DUKAT, KAK OIHMCAHO B pasjiese
“Obecreyenne 3aliIeHHOro odMena nHpopmMarueii ¢ ceppepom IBM Spectrum|

Protect”|

Ecin Bbl ncnosb3yete cepep Cepsep IBM Spectrum Protect V7.1.8, V8.1.2 i HoBee
Tpebyetcs mpoTokos TLS. B 60JbIIMHCTBE CITy4aeB CKJIa TOBEPEHHBIX
cepTu(UKATOB CO3AETCS ABTOMATHYECKH IIPU IIEPBOM HCHOJIb30BAHUH HA OCHOBE
IapaMeTpOB 3AIMATHI [0 YMOJMAHAIO, ONMCAHHBIX B paszese [ “Konburypuposanme
C MICIIOJIb30BAHIEM ITAPAMETPOB 3AIMKTHI 10 YMOJTYaHUIO (OBICTPHIN IyTh)” HA CTP.
ﬂ OHAaKO B HEKOTOPBIX CIEHAPHSIX BAM MOXET IOTPeOOBATHCS BPYUHYIO
CO3/JaTh CKJIAJ] JOBEPEHHBIX CEpPTU(DUKATOB. .

Ba:knoe 3ameuanne: CreHapuii OBICTPOTrO NyTH aBTOMATUYECKH TTOJTyIaeT
ceprudukatsl, koraa [ 'padmueckuit uaTepdeiic Data Protection for VMware
vSphere BepBble B3aNMOICHCTBYET C CEPBEPOM, UCXOAS U3 TOTO, UTO JJIS
napametpa SESSIONSECURITY Cepsep IBM Spectrum Protect 3agano 3HaueHmE
TRANSITIONAL, koTOpOE SBJISETCS 3HAUYECHHEM T10 YMOJTIAHHUIO IIPH IEPBOM
coequnenun. [Tocse coeauueHns rpaduIeckoro uHTepdeiica ¢ cepsepom
napameTpy SESSIONSECURITY npucauBaercs 3nauenue STRICT. [Tockombky
rpaduyueckuil nHTEpQEic UCIOIB3YeT U1 COeAMHEeHUS C cepBepom 1D
aIMUHUCTPATOPA CepBepa, TO, €CIIU IPYroil 00BbEKT UCIIOIB3YeT 3TOT ID mist
COEJIMHEHM S, B IpadrueckoM nHTepdeiice Mpu MOMBITKE COSTUHUTHCS C CEPBEPOM
MOSIBATCS COOOIIEHNS 00 ommoOkax. UToOBI yCTpaHUTh 3Ty MpoOJieMy, CHOBA
3amaiite 1t napametpa SESSIONSECURITY 3nauenne TRANSITIONAL.

ObecneyeHue 3aluLLLEHHOro obmeHa nH$popmaumen c cepsepom
IBM Spectrum Protect

Ecnu BeI ucnossiyete cepsep IBM Spectrum Protect Bepcun 7.1.7 unu 6osiee panauit 1mo6o
V8.1.2 unu 60J1ee paHHMIA, COEIMHEHHE C CEPBEPOM C UCMOJIb30BaHNEM poTokosa TLS
SIBJIIETCS HEOOSI3aTEIIbHBIM, U, €CJIM BBl XOTHUTE BKIFOUNTH I paduueckuii marepdeiic Data
Protection for VMware vSphere /17151 B3aUMO/IEHCTBUS C CEPBEPOM C UCMOJIb30BAHUEM
[IPOTOKOJIA, BBl JOJDKHBI BKJIFOUYUTE CBSI3b BPYUYHYIO.

Mpemae yem HauaTb
IMonyuute komuro cepTuduUKaTa OT AIMUHUCTPATOPA CEpBEpA.
06 aToi 3apaye

Ecnum BBI ncniose3yete cepep Bepcuu 7.1.8 wm 8.1.2 ymbo HOBee, mpoToxos TLS sBisieTcs
005132 TeIBHBIM U TIPH [IEPBOM HCIOJIE30BAHIH ABTOMATHIECKH CO3JAETCS CKIIAT
JIOBEPEHHBIX CEPTUPUKATOB C CePTH(GHUKATOM C U HCIOJIb30BAHMEM ITAPAMETPOB 3AIIUTHI 110
YMOJTYAHHIO, OMICAHHBIX B pasese | KoHpUryprpoBaHue ¢ NCIOIb30BAHAEM napameTpOB|
|3aH_II/ITI:.I 110 YMOJTYaHMIO (GBICTPBIi MyTh)” Ha CTp. 57 OIHAKO B HEKOTOPHIX CLIEHAPUSX
BaM MOXeET HOTPedOBaThCA BPYUHYIO CO3/1aTh CKJIA JOBEPEHHBIX CEPTUPHUKATOB U
cxkoHpurypuposath [ 'paduueckuit unrepdeiic Data Protection for VMware vSphere, kak
OIIMCAaHO B JAHHOU TEME.

v} ™
B ommcanHO# HIXE IIPOIIeype UCIIOIB3YeTCs KITFoY Java M MHCTPYMEHT yIpaBJICHUS
ceptudpukaramu keytool.

B onepannoHHbIX cucTeMax Linux 3TOT HHCTpYMEHT HAXOJIUTCS B KaTajore
/opt/tivoli/tsm/tdpvmware/common/jre/jre/bin/.
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B onepanmonnsix cucremax Microsoft Windows 3TOT HHCTPYMEHT HaXOUTCS B KATAJIOTe
C:\Program Files\Common Files\Tivoli\TSM\jvm80516\jre\bin.

ITpu BBOSIEe KOMaHBI keytool, BO3MOXHO, MOTpeOyeTCs YKa3aTh MOJIHBIHN MyTh.

MNMpoueaypa
1. W3 xomMaHAHOH! CTPOKM U3MEHHUTE KaTaJIoT Ha PacHoJIoKeHHe Oa3bl JOBEPEHHBIX
cepTu(UKaTOB:

* BLinux: /opt/tivoli/tsm/tdpvmware/common/scripts/
* B Windows: C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\
scripts\
2. Co3zpaiite cKJa JOBEPEHHBIX CEPTUPHUKATOB U UMIIOPTUPYHTE CepTUDHKAT C TOMOIIBIO
cJieAyrolell KOMaH/bl:

keytool -importcert -alias my-cert -file cert.pem -keystore
tsm-ve-truststore.jks -storepass naposnb

T ne:

-alias my-cert
VHUKaJBHBIN ajiac, onpeaessomuil cepTudukaT B 6a3e TOBEpPEHHBIX
cepTUPUKATOB.

-file cert.pem
Daiis1, coepxKaIuil CaMONOIMUCAHHBIN CepTU(UKAT cepBepa W KOPHEBOI
ceptudukat CA.

-storepass naposis
[Mapous ckiaga xkiroueit. YOeauTech, YTO BBl 3aIOMHUIIA 3TOT MAPOJIh IS
HOCJIETYFOIIErO NCTIOJIb30BAHNS.

3. 3amycrute xommnoueHT [ paduueckuit uaTepdeiic Data Protection for VMware vSphere u
nepeiiaute B okHO Konburyparms.

* Ecim BBl co3/1aeTe HauaJIbHYIO KOH(UTypaIuio, NIeJKHUTE o 3agaun > 3anycTuTh
MacTtep konpurypuposanusi IBM Spectrum Protect u nepeiiiute Ha cTpaHuIy
VYueTHbIe JaHHBIE CEpBEPA.

* Ecim BbI U3MeHSsIETE CYIIECTBYIOUIYIO KOH(UTypaMIo, HIEJIKHUTE N0 3agaun >
WN3mennts konpurypamuio IBM Spectrum Protect u nepeiiiute Ha cTpaHuIy
V4eTHbIE JaHHBIE CEpBEpA.

4. Bsenute HOMep nopta B noJjie [Topt agmunuctpaTropa IBM Spectrum Protect. 9To
MOPT cepBepa, KOTOPbIN MO3BOJISIET OCYILIECTBJISATh aIMAHUCTPATUBHBIE COEIUHEHUS C
ucnoabzosanueM SSL uym TLS.

Bri6epute Ucnoab3oBaTh mngpoBanHyio cB3b HA NOPTY aIMHHUCTPHPOBAHMUSI.

6. Ecim BBI XOTHTE UCMIOJIB30BATH 3TOT ApaMeTp AJIs CeaHCOB Tpaduiaeckoro nHTEpdeiica
B Oymymem, Betoepute Coxpanuts ID agvunncTpaTopa, naposs H napaMeTpbl NOPTa.

7. IMenxnute no OK, yToOb NPUMEHUTH U3MEHEHUS.
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Mcnonb3oBaHue cepTudpuKaTa OT LeHTpa cepTUPUKaumm
YToOBI UCTIOJIL30BATh CEPTU(PUKAT, MOANMUCAHHBIN IEHTPOM CEPTUPUKAIIMH, TO HYKHO
BBIIIOJIHUTH HECKOJIBKO IIIAaroB.

06 aton 3apgave

B nepeuncieHHbIX HIDKE TPOLEAypax UCHOIb3yeTCsl CTAHAAPTHBIIM KJII0Y M UHCTPYMEHT
yIpaBiieHus cepTudukaTamu, KOTOpHIi Ha3biBaeTcs keytool.

B ONCpallMOHHBIX CUCTEMAX Linux OTOT MHCTPYMCHT HaAXOJUTCA B KaTaJiore
/opt/tivoli/tsm/tdpvmware/common/jre/jre/bin/.

B onepanmonusix cucremax Microsoft Windows 3TOT HHCTpYMEHT HaXOUTCS B KATAJIOTe
C:\Program Files\Common Files\Tivoli\TSM\jvm80516\jre.

[Tpu 3anycke keytool n3 xomMaHAHOI CTPOKU BaM, BO3MOXKHO, IPHIETCS YKA3aTh MOJIHBIN
Iy Th.

Mpouenypa

1. |HonylmTe JOCTYI K CKJIAZY Kn}oqeﬁl

. |Co3naiite TpeGoBanue noamucy ceprudukata (certificate signing request, CSR)|

2
3. |OTnpaBbTe TpeGOBAHME MOMNCH CEPTHUKATA B IEHTP CepTUUKALIH Isl O ITHCH]
4

[ToJsryunTe moanuCaHHbIN cepTHdUKAT B KoMIOHEHT I padudeckuii uaTepdeiic DataI
Protection for VMware vSphere]

IMosy4enne qocTyna K CKJaay KJrovei:

Ceprudukatsl XpaHsaTcs B ckiiaze kinoueit Java. Comepkumoe ckiraia KITroueh 3aiuIieHo
napoJieM. UToObl yIpaBJIsITh CepTUPUKATAME B CKJIaJle KJIIOUe, HY)KHO MOJIYYUTh TOCTYI K
CKJIaJly KJIFOYEeH.

OO0 7Toii 3a7a4e

[MonmicaHHBIi cepTUPUKAT O YMOTIAHUIO M APOJIb CKJIafa KIIFOUei TeHepUPYIOTCS IpH
YCTaHOBKE, IIO3TOMY BaM BPSIA JIn OyIeT N3BECTCH UCXOIHBIN A POJTh.

BrImosiHATE CIIeYIONTYIO TPOTIEAYPY, YTOOBI 3MEHUTh UCXOIHBIN CKJIa KJIFOUYel Ha HOBBIH
CKJIaJ] KJTFOUE U HOBBIM CAMOTIONITUCAHHBIN cepTrdukat. HOBbIN ckiiag Kirouei 3aluiieH
napoJjieM IO BaliemMy BbIOODY.

Ecnu BBI yKe 3HaeTe NapOJIb CKJIA1a KIIFOUEit, MPOIYCTUTE 3TY HPOLEayPY.

Ipouenypa
1. OcranoBute ciryx0y I"paduueckuii uaTepdeiic Data Protection for VMware vSphere.
2. V3 xoMaHIHOI CTPOKH U3MEHHUTE KaTaJIoT Ha PACIOJIOKEHHE CKIIAIa KITFOUeH.

* B Linux: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/resources/security/

* B Windows: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\
resources\security\

3. Co3pgaiiTe pe3epBHYIO KOIHIO (aiiaa ckiana kioucii (key. jks), mepenMeHoOBaB ero wim
HEPEMECTHB B JAPYroe paciojlokeHue.

4. Co3pmaiiTe HOBBII CKJIa KJTFOUEH M HOBBII cCaMONOANMMCAHHBIN CepTUPUKAT, BBEIS
CJIEZIYIOIIYIO KOMAaHTY:
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keytool -genkeypair -alias vekey -dname
CN=fqdn,0U=Tivoli_Storage_Manager_for_VMware,0=IBM -keyalg RSA
-sigalg SHA256withRSA -keysize 2048 -validity gHu -keystore
key.jks -storepass naponb -keypass maposb

Tne:

-dname CN=nosHoe_ums_pomeHa ,0U=Tivoli_Storage_Manager_for_VMware,0=IBM
IT0/HOE_UMA_TJOMEHA - OTO UM DNS uu nosHoe uMs JOMCHA KOMIIBIOTEDPA,
Ha KOTOPOM YCTaHOBJIEH KOMIOHEHT | paduueckmii maTepdeiic Data Protection
for VMware vSphere.

-validity gxu
Cpoxk neiicTBus ceprudukara.
-storepass raposib

Haponb CKJIaJla KJIFOYEei. y6€,Z[I/ITCCb, YTO BBI 3alIOMHUJIA 3TOT NAapOJib AJIsA
NOCJICAYOIICTO UCIIOJIb30OBAHMA.

-keypass naposb
ITaposb cexpeTHOTo KJIroua I cepTUPHUKATA. DTOT MAPOJIb TOJIKEH
COOTBETCTBOBATH NAPOJIFO CKJIada KJIFOYEH.

5. 3axkoampyiiTe MapoJb CKJIAa KJIFOUYCH, NCIOJIb3Ys HHCTpyMeHT securityUtility.
BBenuTe ciieyromyro KOManay

* B Linux: /opt/tivoli/tsm/tdpvmware/common/webserver/bin/securityUtility
encode

* B Windows: C:\IBM\SpectrumProtect\webserver\bin\securityUtility.bat
encode

BBeauTe cBOM mapoJib CKJIaJa KJIFOUei, KOrjaa Bac 06 3TOM MONpOCHT, a 3aTeM

COXpaHUTE BBIXOJIHYIO HHpOpMAIWIO (HapuMep, CKOMUpPyiTe ee B 6ydep odMeHa).

6. Ortkpoiite daiin bootstrap.properties B penaktope u 3aaiite 1Jisi CBOWCTBA
veProfile.keystore.pswd 3akomupoBaHHOE 3HAUCHHE U3 MIPEIbIAYIIETo Inara. daitn
bootstrap.properties HaxoaWTCS B CIEAYIOMIEM PACIIOIOKCHUH:

e BLinux: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/

* B Windows: C:\IBM\SpectrumProtect\webserver\usriservers\veProfile\
7. 3amycrtute ciryx0y I'paduaeckmit maTepdeiic Data Protection for VMware vSphere.

CchUIKH, CBSI3aHHBIE C IAHHOIA:

[3amyck mporpammsr u ciryx6 ms Data Protection for VMware” Ha cTp. 88|

Co31anue TpedoBaHus MoaMMCH cepTuduKaTa:

IMocre moryyeHUs JOCTYIA K CKJIaay KJIFOUei HY’KHO CO34aTh TpeOOBaHME MOAMUCH
ceprudukara (certificate signing request, CSR).

Ilpouenypa

Uto6s1 co3nath CSR, BEIIOJHATE CIISAYIOIINE [IIATH:
1. W3 xomaHIHO! CTPOKM M3MEHHUTE KaTaJIor Ha PACIOJIOKEHHE CKIIafa KJIFoYeH.

e BLinux: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/resources/security/

* B Windows: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\
resources\security\

2. Co3paiiTe HOBBI cepTH(UKAT, BBEIS CJICAYIONIYIO KOMaH/Y:
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keytool -genkeypair -alias moii_kmoy -dname

CN=ronHoe_uma_pomera ,0U=nogpasneneqne ,0=opranndauymns -keyalg RSA -sigalg SHAZ256withRSA
-keysize 2048 -validity gHu -keystore key.jks -storepass

napons -keypass naposnb

Ine:

-alias moii_kriou
MOU_KA0Y - 3TO YHAKAJILHBIN ajrac, UACHTUPUIMPYIOMNN cepTudukaT B
ckJajzie Kirouei. OH epenMeHOBBIBAETCS IPH MTOJIYYSHNAH MTOAUCAHHOTO
ceptudukara.

-dname CN=roniHoe _umsa_pomeHa ,0U=noppa3genenune ,0=opraxn3ayms
IIOJAHOE_UMA_TOMEHd - 9TO UM DNS unu nosiHoe ums AOMCHA KOMIIBIOTEPA,
HAa KOTOPOM YCTaHOBJIEH KOMIOHEHT [ paduueckuii matepdeiic Data Protection
for VMware vSphere.

noapasgedenue U opranuzayus - 37o nHhopManus o6 opraHu3aIim, KOTOPYIO
TpeOyIOT 3aJaTh BAIlIM IPABUJIA OJIMTUKY WJIM IIEHTP cepTudruKanuy.

-validity guu
Cpoxk neiicTBus ceprudukara.

-storepass naposis
Hapom; CKJIaga kJroueii. Ecim BuI He 3HaeTe I1apoJib CKJiajga KJIIOUeH U
3a0bLIM €r0, CMOTPUTE pa3iei |“H0J1yLIeHI/Ie JIOCTYIA K CKJIaJ1y KJIFouei” HaI

-keypass naposb
ITapoib cexkpeTHOTo KJTroua I cepTUPHUKATA. DTOT MAPOJIb TOJDKEH
COOTBETCTBOBATH NAPOJIFO CKJIada KJIFOYEH.

3. Cospaiite CSR, BBes CJIeIyIONIYIO KOMaH/Y:

keytool -certreq -alias moii_kmoy -file TpeboBanme_cepTupukara.pem -keystore key.jks

Ine:

-alias moii_kmou
Armac cepTUGUKAT U3 TPEabIAYIIETo Iara.

-file TpeGoBanue cepTupuxkata.pem
daiis, B KOTOPOM HYXHO COXPaHHUTh TPEOOBAHKE MOIINUCH CepTH(HUKATA.

OTtnpaBka TpedOBaHHsI MOANHCH cCePTHPHUKATA B IEHTP cepTH(hUKAIIN:

ITocne co3nanus TpeboBanms Moanucu ceprudukarta (certreq.pem) BbI TOJDKHBI
OTIPABUTh €ro B IIEHTP cepTudUKAIMU 1JIs noTyyeHust noanucu. CieayiiTe KOHKPEeTHBIM
HHCTPYKIMSIM IIEHTPa CEPTUPHUKAIIHH.

IMosy4yenne noANUCAHHOro cepTuuKaTa:

[Touste moJTyyeHNs MOANMMCAHHOTO cepTUUKaTa OT NeHTpa cepTudukanuu (certificate
authority, CA) Hy>)KHO IOJIyYHTh CEPTHU(PUKAT B CKJIA]T KITFOUYCH.

Ilpouenypa

UTOO6H! NOJIyYUTh NOANUCAHHBIN cepTU(UKAT, BBIIOJHUTE CIICAYIOIIUE [IIaTru:
1. M3 xoMaHOHOI CTPOKM U3MEHUTE KATAJIOT HA PACIIOJIOKEHUE CKIIaa KIIFOUeH.

* B Linux: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/resources/security/
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* B Windows: C:\IBM\SpectrumProtect\webserver\usriservers\veProfile\
resources\security\

2. CxommpyiiTe B 3TOT KaTajor (haiibl, mosrydyeHable oT CA. DTH (ailyibl BKIIFOYAIOT B
ce0s kopHeBoii ceptudukatr CA, mpomexytounblie cepTuduratsl CA (ecii OHH €CTh) U
MOANMCAHHBIE CePTUPUKATHI JI1 KoMmnoHeHTa [ paduueckuit matepdetic Data
Protection for VMware vSphere.

3. Ocranosute ciyx0y ['paduuecknit matepdeiic Data Protection for VMware vSphere.

4. Cosnaiite pe3epBHYIO Komuto (haiiya ckiana kiroueii (key. jks), ckomupoas ero moju
JIPYTUM UMEHEM WJTH B JPYroe PaciojiokeHHe.

5. WmmopTtupyiite npoMexyTouHblit cepTudurat CA (ecym OH ecTh) C HOMOIIBIO
cienyromeit komauasl. Korga Bac cipocsiT, Hy>KHO JIM TOBEpSATh CepTUhHUKATAM,
OTBETHTE yes. [IoBTOpUTE ITOT LIAT JJIsl HECKOJIBKUX IIPOMEXYTOYHBIX CEpPTUDHUKATOB
CA, eciii 310 noTpedyeTcs.

keytool -importcert -alias ca-intermediate -file intermediate.pem
-keystore key.jks -storepass maposb

I'ne:

-alias ca-intermediate
VHUKAJLHBIN aJrac, OnpeIesIIoNui cepTUPUKAT Ha CKIaae Kirouei. Y
KaX/I0T'0 IPOMEXYTOYHOTO cepTU(hUKATA JT0JDKEH ObITh YHUKAJILHBIN aJmac.

-file intermediate.pem
dait1 IPOMEXYTOYHOTO cepTUudUKaTa, norydeHHbIid oT CA.

-storepass naposns
IMapoub ckmaga Kroveii.

6. Nmmoptupyiite xopHeBoit ceptuduxar CA, BBeas cieayromryto komanay. Koraa Bac
CIIPOCSIT, HYXKHO JI JIOBEPSITh 3TOMY CEPTU(PHKATY, OTBETHTE yes.

keytool -importcert -alias ca-root -file root.pem -keystore
key.jks -storepass naposb

I'ne:

-alias ca-root
VHUKaJIBHBIN ajrac, ONpeIesISIoNIniA cepTU(GUKAT HA CKIIa/Ie KJIFOUEH.

-file root.pem
®aiin kopHEBOrO cepTudUKaTa, moyueHHbIH oT CA.

-storepass naposns
IMapoub ckIaga Kroveii.
7. VmMmopTupyiiTe MOIACAHHBIN CepTH(GHUKAT, BB CICAYIOIIYIO KOMAaHTY:

keytool -importcert -alias mykey -file signedcert.pem -keystore
key.jks -storepass maposb

I'ne:

-alias moii_kmou
AJmac noANMuCaHHOTO cepTUPHUKaTa. AJTMAC TOJDKEH ObITh TAKUM €, KaKOi
HCIIOJIb30BAJICS, KOT' /14 BbI CTEHEPUPOBAJIM TpeOOBaHKE MOAIKCH cepTudukara
(certificate signing request, CSR).

-file signedcert.pem
®daiiyt moamucaHHoro ceprudukarta, noaydeHHblin ot CA.

-storepass naposns
IMapossb ckitaga kirouei.

8. Vnpamute cymecTByromuid cepTuduKaT, coaepxaimii aaac vekey:
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keytool -delete -alias vekey -keystore key.jks -storepass maposnb

['ne -storepass naposib - 9T0 NapoJib AJIs1 CKIAJa KIFOYEH.
9. TlepeumenyiiTe moaANMCAHHBINA cepTUHUKAT B vekey:

keytool -changealias -alias moi_kmioy -destalias vekey -keystore
key.jks -storepass naposb

I'ne:

-alias mykey
Ammac IIOoANMMUCAHHOT O CepTI/I(bI/IKaTa.

-storepass naposns
IMTapossb ckitaga kirouei.
10. 3amyctute ciyx0y [ 'padmuecknit maTepdeiic Data Protection for VMware vSphere.

CcBUIKH, CBSI3aHHBIE C IAHHOI:

[3anyck mporpammsl i ciyx6 as Data Protection for VMware” Ha cTp. 88|

TpeboBaHuA K NONHOMOUYMAM Nonb3oBaTena cepeepa VMware vCenter

s BeimostHeHus onepanuii Data Protection for VMware TpeOyroTCsi HEKOTOpPbIE 0COObIE
nosHOMOuHs cepBepa VMware vCenter.

MonHomouuA cepBepa vCenter, Heo6xoaumble ANA 3aLUUTbI
LeHTpoB AaHHbIX VMware ¢ npegcraeneHuem Be6-6paysepa ana
Fpadpuueckun nuutepdpenc Data Protection for VMware vSphere

V ID nosb3oBateis cepepa vCenter, KOTOPBI BXOAUT B IpeICTABJIICHNE Opay3epa Ist
I'paduueckuii untepdeiic Data Protection for VMware vSphere,

JIOJDKHBI OBITH TOCTATOYHBIE OJIHOMOYUS VMware, 4TOOB! IPOCMATPUBATE COAEPKIMOE
HEHTpa JaHHBIX, yIPABJISIEMOT 0 TpaduIecKUM HHTEPherHcoM.

Hanpumep, cpema VMware vSphere conepXuT OSATh NEHTPOB JaHHBIX. Y MOJIH30BATEIIS
“jenn” MOCTATOYHO MOJTHOMOYHH TOJIBKO IIJISL ABYX U3 3THX IEHTPOB NaHHBIX. [loaToMy B
MIPeICTaBIICHASX [TOJIH30BATEIb “jenn” YBUIUT TOJIBKO IBA U3 9TUX IEHTPOB JAHHBIX, [JIS
JIOCTYIA K KOTOPBIM Y HETO €CTh TOCTATOYHbIE IIOJIHOMOYHS. J{pyrue Tpu IeHTpa JaHHBIX
(Ha JOCTYI K KOTOPBIM y HOJIb30BATEs “jenn” HET MOJHOMOYMIA) OYAYT HE BUHBI
HOJIb30BATENTEO “jenn”.

Cepsep VMware vCenter 3aJ1aeT psiJl HOJHOMOYUN B COBOKYITHOCTH B Bue poJi. Posb
MPUMEHSIETCS K OOBEKTY IS YKa3aHHOTO MOJIH30BATEIIS WK TPYIIIBL, YTOOBI CO31aTh
MMOJTHOMOYHSL. BBI TOJDKHBI CO34aTh POJIb ¢ HAOOPOM IOJTHOMOYHIT ¢ BeO-KimeHTa VMware
vSphere. UtoOBI co31aTh poiik cepBepa vCenter 7151 onepannii pe3epBHOTO KOMAPOBAHUS U
BOCCTAHOBJICHHSI, UCIIOJIB3YHTe pyHKIMIO /l06aBUTH pob Ha kimeHTe VMware vSphere.

Eciu BbI XOTHTE pacnpoCTPAHUTD 3TH MOJHOMOYHS HA BCE IIEHTPBI JAHHBIX B IIPEIeIax
vCenter, 3aaiite cepep vCenter u BKIIFOUUTE NEPEKIIIOYATENb PACIPOCTPAHATDL Ha
pouepHue. Vi Bbl MOXeTE OTPaHUYUTh PA3PEICHHMs, €CJIM HA3HAYUTE POJIb TS HYKHBIX
HEHTPOB JTAHHBIX, TOJILKO MPH BKJIFOYCHHOM MEPEKIIFOYaTes e PACNPOCTPAHATDL Ha
poueptue. [TpuaynuTeIEHOE IPUMEHEHHUE JJIs rpaduueckoro uHTepdeiica 6paysepa
HaXOJIUTCS Ha YPOBHE IEHTPA TaHHBIX.

B crienyromem npuMepe oka3aHo, KaK YIPaBJISATh JOCTYIIOM K MEHTPaM JAHHBIX IS IBYX
rpymm nojib3oBatesieii VMware. CHavaJia co3/aiiTe poJib, y KOTOpOid Oy Iy T BCe
MOJTHOMOYHSI, YKa3aHHBIE B|technote 704743Sl Habop nosiHOMOUU B 3TOM pUMeEpe yKa3aH
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poibio “TDPVMwareManage”. ['pynne 1 TpeOyeTcst 4oCcTyH, YTOOBI yIPaBIATh
BHUPTYaJbHBIMU MallIMHAMH JJ1s1 HeHTPOB JaHHBIX Primaryl DC u Primary2_ DC. I'pymnme 2
Tpe6yeTCﬂ JOCTYII, YTOOBI YOpaBJiATb BUPTYAJIbHBIMU MalllUHAMMU JI1 HEHTPOB JaHHBIX
Secondaryl DC u Secondary2_DC.

Hasnaubte rpynne 1 pois “TDPVMwareManage” 1151 neHTpoB faHHBIX Primaryl DC u
Primary2_DC. HaznaubTe rpymme 2 pois “TDPVMwareManage” /1J1s1 IEHTPOB TAHHBIX
Secondaryl_DC u Secondary2_DC.

ITonb3oBaTeny B Kax 0 rpymme nojb3opateseid VMware cMOTYT UCIIOJIb30BATh
rpaduueckuit naTepdeiic Data Protection for VMware 1151 ynpaBiieHHsI BUPTYaJIbHBIMH
MallMHaMU TOJIbKO B COOTBETCTBYIOIIUX HEHTPAX JAHHBIX.

Cogert: HpI/I CO3JJaHUM POJIM paCCMOTPUTE BO3MOXHOCTb ,Z[O6aBI/ITI) B pOJIb
JOINOJIHUTEJIbHBIC ITIOJIHOMOYHU S, KOTOPBIC MOT'YT IOTOM HOHa,HO6I/ITI)CH JIJIs1 BBIIIOJIHCHU L
ApYyrux 3aga4 C 00BEKTaAMU.

MonHomouua cepeBepa vCenter, Heobxoanmble Ang
MCNoNb30BaHUA CpeACTBa NepeMeLLeHNA AaHHbIX

Cpencty nepemertienns 1auabix IBM Spectrum Protect, ycraHOBIIeHHOE Ha cepBepe
pe3epBHOTrO Konmuposanus vStorage Backup (y3exn nepemertienus JaHHBIX), TpeOyrOTCS
omuuu VMCUser u VMCPw. Omust VMCUser 3anaet ID nosis3oBatenst cepsepa vCenter nim
ESX, xoTopblil BaM HyX€eH, YTOOBI NPOU3BOAUTH PE3EPBHOE KONMPOBAHUE, BOCCTAHOBJIEHHUE
i 3anpoc. Heo6xoauMele mosTHOMOYNS, Ha3HaYeHHBIe 3TOMY D mosib3oBaTess
(VMCUser), rapaHTHPYIOT, YTO KJIMEHT CMOXET BBIIOJIHATH ONEPALIU HA BUPTYaIbHOM
MaImHe 7 B cpene VMware. V atoro ID nosib3oBaTtesist JOJDKHBI OBITH HOJHOMOYHS
VMware, onucaHHbIe B yKa3aHHOM BbIIIIE TEXHUYECKOHN 3aIUCKe.

Uto0bsl co3/1aTh poJib cepBepa vCenter 151 onepanuil pe3epBHOTO KOMUPOBAHUS U
BOCCTAHOBJICHU S, UCTIOJIb3YiiTe QpyHKIMIO /lo6aBuTh poJib Ha kimeHTe VMware vSphere.
IMpu nobassennu noytHOMOouuni it 3Toro ID moys3osatestst (VMCUser) BbI 1OJIKHBI
BBIOpATh OMNIUIO PACNPOCTPaHATL Ha fouepHue. Kpome Toro, paccMoTpute
BO3MOHOCTD JI0OABJICHHUS B 3Ty POJIb APYTUX MOJTHOMOYHHN IS 334249 TOMHMO
pe3epBHOrO KonMpoBaHus U BoccTaHoBJeHus. Js omuu VMCUser mpuHyquTeIbHOE
MpUMEHEHHE OCYITIECTBIIAETCS IJI1 00BEKTa BBICIIIETO YPOBHS.

MonHomouuA cepBepa vCenter, HeobxoanMble ANA 3aLLMUTI
ueHTpoB AaHHbIX VMware ¢ npeactasneHuem IBM Spectrum
Protect vSphere Client - Moaynb plugin ana lpagpuueckui
uHtep¢enc Data Protection for VMware vSphere

KommonenTty IBM Spectrum Protect vSphere Client - Moay:is plugin Tpedyercs Habop
MIOJIHOMOYHI OT/IEJIbHO OT MOJIHOMOYHI, HEOOXOIUMBIX JJIsl BXOZa B rpaduueckuii
nHTEpdeiic.

ITpu ycranoske Ay komnonenta IBM Spectrum Protect vSphere Client - Moy plugin
CO3JA0TCS CIIEAYIOLINE NOIb30BATEIbCKIE HOJTHOMOYHS:

* Llentp mannbix > IBM Data Protection
* T'no6ainbabie > Crondurypuposats IBM Data Protection

[Monb30BaTENBCKUE TOTHOMOYHS, KOTOPBIE HEOOXOOUMBI 1711 KoMmoneHTa IBM Spectrum
Protect vSphere Client - Moaysib plugin, perucTpupyroTcs Kak OTAeIbHOE pacIInpeHIe.
Kutrou pacimpenust moJTHOMOYHIA -
com.ibm.tsm.tdpvmware.IBMDataProtection.privileges.

70 1BM Spectrum Protect for Virtual Environments: Data Protection for VMware: PykoBoacTBO 110 ycTaHOBKe



OTH NOJHOMOYHS TO3BOJISIOT AAMUHUCTPAaTOpy VMWware BKJIFOYATh M BBIKJIFOYATh TOCTYI
K cogepxxumomy komnoHeHTa IBM Spectrum Protect vSphere Client - Moaysb plugin.
IMosnyuyaTth moctyn k comepxkumomy IBM Spectrum Protect vSphere Client - Moysis plugin
MOTYT TOJIbKO MOJIb30BATEIN C ITHMH MOJIb30BATEILCKUMH MOJTHOMOYHSIMH [JIsI
Heobxoaumoro oosekta VMware. [{s kaxaoro cepepa vCenter perucTpupyercs no
onHomy komnoHeHTy IBM Spectrum Protect vSphere Client - Moy plugin, 1 o
COBMECTHO HCIIOJIb3YETCs BCEMH XOCTaMU I'padudeckoro nHrepdeiica,
CKOH(UTYpHPOBaHHBIMY IS TOEPXKKH cepBepa vCenter.

Ha Be6-xmmente VMware vSphere Hy>XHO CO37aTh POJIb ISl TOJIb30BATENIEeH, KOTOPBIE
CMOTYT BBIIIOJIHATD (byHKI_II/II/I 3alIUThlI JaHHBIX JJI1 BUPTYAJIbHBIX MallllH, UCIIOJIb3Y A
koMnoHeHT IBM Spectrum Protect vSphere Client - Monyib plugin. s aToii posu, B
JIOTIOJTHEHUE K CTAaHAAPTHBIM ITOJIHOMOYMSIM POJIM aAMUHUCTPATOPA BUPTYAJIbHBIX MAIIIHH,
HEOOXOAMMBIM BeO-KJIMEHTY, HYXKHO 3a1aThb nojHomouns Llenrp nannnix > IBM Data
Protection. /1151 Ka)x10T0 IIEHTPaA JAaHHBIX HA3HAYBTE 3Ty POJIb KAXKIOMY I10JIb30BATEIIO
WJIM TPYNIE NOJIb30BaTENeH, OJIb30BATEIISIM KOTOPOI BBl XOTHTE NIPEIOCTABATH
paspeleHne Ha yrpaBjieHHe BUPTYaJIbHBIMU MalllnHAMU.

ITosmromouns I'o6anbheii > IBM Data Protection Heo6X0 MBI IOJIb30BATEIO HA
ypoBHe vCenter. 9TO IOJIHOMOYHKE O3BOJISET NMOJIH30BATENIO YIPABIISATH, U3MEHATDH UJIH
CTUpaTh COeqMHEHNE MEX Ty cepBepoM vCenter u Beb-cepBepom ['padudeckuit uatepdeiic
Data Protection for VMware vSphere. Ha3zHaubTe 3T OJTHOMOYMS 8 IMIHUCTPATOPAM,
KOTOPpbIE 3HAKOMBI ¢ KoMItoHeHToM [ paduueckuit unrepdeiic Data Protection for VMware
vSphere, KOTOpBIit 3aIKIIaeT COOTBETCTBYIOLIMIA cepBep vCenter. Yipasisiite
coenuHeHussME KoMmoHeHTa IBM Spectrum Protect vSphere Client - Moayns plugin Ha
crpannie CoeMHEHNS PACIINPEHHS.

B cnenyromiem npuMepe nokaszaHo, Kak yIpasJIATh JOCTYIOM K [IEHTpaM JAHHBIX U ABYX
rpynm nojs3oBatesieil. ['pymme 1 TpebyeTcs 1oCTyI, YTOOB! yIPABIIATh BUPTYaIbHBIMA
MamuHamu 115 neHTpoB AanHbiX NewYork DC u Boston DC. I'pymne 2 TpeGyetcs noctym,
4TOOBI YIPaBJISITh BUPTYaJIbHBIMHA MalllMHAMM /I IEeHTPoB AaHHbIX LosAngeles DC u
SanFranciso_DC.

Ha xymenTe VMware vSphere cosznmaiite, Hanpumep, pob “IBMDataProtectManage”,
Ha3HAYbTE CTAHIAPTHEIC IOJIHOMOYHUS POJIM AAMUAHICTPATOPA BUPTYaIbHBIX MAIIINH, a
taxxke nmoaHomouns Llenrp gannsix > IBM Data Protection.

Hasnaubte rpynne 1 posnp “IBMDataProtectManage” niist nentpos nanasix NewYork DC u
Boston_DC. HaznaubTe rpymie 2 pois “IBMDataProtectManage” 11 IEeHTpOB JaHHBIX
LosAngeles_DC u SanFranciso_DC.

ITonbp3oBatesnu B Kax 101 I'pyIIe CMOTYT UCNOJIb30BaTh komnoHeHT IBM Spectrum Protect
vSphere Client - Moxyis plugin Ha BeO-kymenTe vSphere 118 yrpaBiieHus] BUPTYaIbHBIMA
MaIllMHAME TOJIbKO B COOTBETCTBYIOIINX IEHTPaX JaHHBIX.

I'Ip06neMb|, cBA3aHHble C HeAOCTAaTOYHbIMAX NOJIHOMOYUAMHU

Ecim y none3oBaTesis Be6-Opay3epa HET JOCTATOYHBIX ITOJTHOMOYMM HH [ KAaKOT'0 LEHTPa
06paboTKM JaHHBIX, JOCTYII K peICcTaBJIeHIIO Oy10KupyeTcsi. BMecTo aToro renepupyercs
coobuierue 06 oumbke GVM2013E, uTo6sl yka3aTh, YTO MOJIb30BATEJIb HE ABTOPU30BAH
JUTSL TOJTy4eHM S JOCTYIAa HU K KAaKUM YIIPaBJIIeMbIM [IEHTpaM JaHHBIX U3-32 HEJOCTATKa
paspemennii. Takxe ecTb Ipyrue HOBbIe COOOIIEHNSI, KOTOPbIE HHPOPMUPYIOT
II0JIb30BaTeNIelt 0 MpobJieMax u3-3a HeIOCTATOYHBIX pas3pemeHnit. UToObl ycTpaHuTh
IIPO0GJIEMBI, CBSI3AHHBIE C Pa3pPELICHUSIMH, YOEIUTECh, YTO POJIb OJIb30BATENS 3aJaHa, KaK
paccka3bIBAETCsl B IPEABIAYIINX pa3/iesax. Y pOJM MOJIb30BATENS JOJDKHBI ObITh BCe
HOJIHOMOYHSI, yKa3aHHbIE B HEOOXOAMMBIX MOoJTHOMOUMIX /7151 ID nmoJsib3oBaterst cepBepa
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vCenter 1 TaOJIMIIBI IEPEMEIICHUS JAHHBIX, ¥ 3TH MOJTHOMOYHS TOJDKHBI OBITH TPIMEHEHBI
Ha YpOBHE IIEHTPa JAHHBIX C BKJIIOUEHHBIM NEPEKJIF0UaTesIeM PACNPOCTPaHATb Ha
AOYepHHe.

Ecim y nosezoBatesns komnonenta IBM Spectrum Protect vSphere Client - Moayinb plugin
HET IOCTATOYHBIX IIOJJHOMOYHIA Ha JOCTYI K LIEHTPY NAHHBIX, QYHKINK 3alUThI JAHHBIX
JUIS 9TOTO LEHTPA JAHHBIX M €r0 COACPKUMOE CTAHYT HEJIOCTYIHBI B PACIIMPEHUH.

Ecmm y ID nomb3oBatens IBM Spectrum Protect (3aganaoro onmueit VMCUser)
HEJI0OCTATOYHO MOJHOMOYHIT /715l BBINOJIHEHUS ONePAIMU PE3ePBHOTO KOMMPOBAHHUS U
BOCCTAHOBJICHUSI, IOSIBUTCS CJIEYIOIIEE COOOIIICHNUE:

ANS9365E Ounbka API VMware vStorage.
"0TKa3aHO B pa3peleHUM Ha BHINOHeHWe 3TOW onepauuu."

Ecmu y ID nosns3oBatesns IBM Spectrum Protect HegocTtaTouHO NOJTHOMOYKN HA TPOCMOTP

KOMITIBIOTEPA, MOSIBATCS CJIEAYFOIIUE COOOIIICHHUS:

KoMaHna pe3epBHOrO0 KOMWPOBAHWUS BUPTYasbHbIX MaWWH 3anyuweHa. Bcero BUpPTyanbHbIX MaWWH

ons o6paboTku: 1

ANS4155E He ypanocb HaWTu BUpTyanbHylo MawuHy 'tango' Ha cepeepe VMware.

ANS4148E TonHoe pe3epBHOe KOMWpOBaHMe BUPTYyasnbHoOW MawuHe 'foxtrot' 3aBepuwunochb
HeyaauHo C kKopom Bo3BpaTa 4390

Boee noapobHyro nHGOpMAIMIO 00 MCIOIH30BAHUHU MOJHOMOYNN CMOTPHUTE B 3aMEYaHIH
B pasjeJie Il'IOJIHOMO'mﬂ cepsepa vCenter, He000X0uMbIE J1JIs TPadhuIecKoro m{Tepcbeﬁca|
I])ata Protection for VMware vSphere u cpeicTa nepemenienust L[ammxl

YTt0o08I NOJIyINTHh HH(POPMAIUIO XypHAIa uepe3 cepBep VMware Virtual Center aiis
yCcTpaHeHust Ipo0JIeM ¢ pa3perIeHUsIME, BHIIOJHUTE CICAYIOIINE [IaTU:

1. B oxne [Tapamerpsl cepBepa vCenter BeiOepruTe QNI 3amicH B :KyPHAJ U 3a0aiTe 15
onmuu "3amuck B :kypHas vCenter 3Hauenue Trivia (Trivia).

2. Bocnpousseaute ommoKy pasperieHuit.
ITepeyctanosuTe 15 onmuu 3anuch B xKypHaa vCenter ee npeabiayliee 3HaUCHNE,
YTOOBI 3aIPETUTMb 3aTKCh JIIITHEH HHPOPMAIUH KXypHAJIA.

4. B oxne CucTreMHBIC )KypHAJIBI HAWIUTE CAaMBIil TOCIeAHAN XypHAI cepBepa vCenter
(vpxd-wxyz.10g) u Haiimute ctpoky NoPermission. Hampumep:

[2011-04-27 15:15:35.955 03756 verbose 'App'] [VpxVmomi] Owubka Bbi30Ba:
CeaHc vim.VirtualMachine.createSnapshot: 92324BE3-CD53-4B5A-B7F5-96C5FAB3FOEE
CrenepupoBaHo: vim.fault.NoPermission

DTO COODIIEHNUE KYpPHAIA YKAa3bIBAET, 4TO y ID mosIb30BaTEIIs HET JOCTATOYHBIX
MOJTHOMOYHI Ha co3/laHne CHUMKa (CreateSnapshot).

Ponu nonb3oBatenein Npadpuueckum nitepodenc Data Protection for
VMware vSphere
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HocrynHocts dynknmii komnonenTa I paduueckuii uatepdeiic Data Protection for VMware
vSphere ocHOBaHa Ha ypoBHE aBTOpU3aNuK, Ha3HaYeHHOM |D Balero aqMuHHUCTpaTOpa
IBM Spectrum Protect.

ID apmuHACTpaTOpa TOJDKEH COBOAAATh C IMEHEM y3JIa. B OoJiee paHHHX BBITyCKax
nponaykta komanaa REGISTER NODE asromatmuecku co3naBaia ID aaMUHUCTpATHBHOTO
M0JIb30BATEJISI, UMSI KOTOPOTO COBIAIaIo0 ¢ MMeHeM y3ja. Haunnas ¢ IBM Spectrum Protect
V8.1, xomanga REGISTER NODE ue co3maet aBromaTtuuecku 1D mosn3oBaTelis-
aJIMUHUCTPATOPA, COOTBeTCTByI—OLLII/Iﬁ NMCEHHU y3JI1a.
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ITpu peructparmy HOBOTO y3Ja aaMUHHCTpaTOp cepBepa IBM Spectrum Protect momken
3a7aTh Mapametp userid ¢ nomouibio koManasl cepBepa REGISTER NODE.

REGISTER NODE umsa_y3na naponb userid=id _nonb3oBaTtens

Fne UM y3Jjia u ID AIMUHUCTPATHUBHOI'O NMTOJIL30BATEIIA JOJDKHBI UMETH OTHO U TO XK€
3HaueHue. Hanpumep:

REGISTER NODE node_a mypasswOrd userid=node_a

ITo ymosyanuto y y3j1a eCTh MOJTHOMOYHMS BJIAJIEJIbIA KJIIUEHTA.

3aga4n, KOTOpPbIE MOXHO BBIOJHHUTH C MOMOINBIO KOMIOHeHTa [ paduieckuit unTepdeiic
Data Protection for VMware vSphere, o0CHOBaHBI Ha KJ1acce HOJJHOMOYHUH, HA3HAYCHHBIX JIJIS

ID apMunucTpaTtopa.

Ecmu y ID agmunamncTpaTopa HeT nojiHoMounit HeorpanmueHHas moJmTuka JOMeHa, TO Bbl
HE MOXETE PETUCTPUPOBATH HOBBIC Y3JIbI NJIM 3a1aBATh UX B3AMMOCBA3U IMTPOKCHU HA CEPBEPE

IBM Spectrum Protect. Ecoiu BbI He BBeAeTe ID agmunauctpatopa, To OyAeT co3aan
CIIEHApHUI MaKpPOKOMAaH/, YTOOBI BBl MOTJIM paboTaTh Ha cepBepe IBM Spectrum Protect.

ID apmuaucTpaTopa IBM Spectrum Protect TpeGyeTcs mpu KOHGUTYpUPOBAHIH
koMmrioHeHTa [ 'padmueckuii maTepdeiic Data Protection for VMware vSphere. B cienyrommeit
TabJmIe onucanbl (GPYHKINH, JOCTYITHBIE B 3ABUCIMOCTH OT KJIacca MOJTHOMOYHH,
Ha3Ha4YeHHOro 3ToMYy ID:

° I[a O3Ha4acT, 4To (byHKL[I/Iﬂ JOCTYIIHA AJI pOJIM NOJIb30BATCIIA.

* Her O3HA4acT, 4YTO (byHKHI/ISI HCIOCTYIIHA IJIA POJIM OJIb30BATCIIA.

YTo6BI HOCMOTPETh CBOKO TEKYIIYIO pOJib MoAyJIs I padudeckuit uatepdeiic Data
Protection for VMware vSphere, momectute yka3artesb MbIIIH Ha cBoii ID nosb3oBaTesis B

IIaHCJIM HaBUT'alluU.

Tabnuya 11. JocTynHele QyHKUMM, OCHOBAHHbIE Ha TPeBoBaHUAX K MONHOMOYMAM A4 ID
aamunuctparopa IBM Spectrum Protect

Omnepatop ¢ OrpaHnyeHHblii
Oneparop 0TYeTaMH aJMHHICTPATOP AJIMHHHCTpPATOP
Ceoaxa Hemennenusiii Omnepatop mmoc | OnepaTop mitoc | Bee posm, Bkirovas
3aIyck OTYETBI OTYETHI U HavyaJbHOE
pe3epBHOTO IJIAHAPOBAaHUE | KOH(MUTYpUpOBaHUE
KOIIMPOBAHUS U onepanuii s
BOCCTAHOBJICHUS yKa3aHHBIX
JIOMEHOB
MOJIATUKHI
Kunace Her OuH u3 [Toymtuka [TosmuTuka
nosiHomounmii ID CJIEIYFOLIMX (orpaHu4eHHas) (HeorpaHUYCHHAS)
aJMHHACTPaTOpa KJIACCOB WJIA OJIVH W3 nm Cuctema
IBM Spectrum MOJHOMOYUI: CIIEIYOLINX
Protect + Xpanennue KJIACCOB
MTOJIHOMOYUI:
¢ Omnepatop
* XpaneHue
* AHaJUTUK
* Omnepartop
*  AHaJIUTHK

Braaaka Pe3zepBnas konus
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Tabnuya 11. JocTynHeie ¢pyHKUMM, OCHOBaHHbIE HA TPEBOBaHNAX K NOIHOMOYUAM 414 1D

aamuHnctparopa IBM Spectrum Protect (npoaomxexne)

Omnepatop ¢ OrpaHnyeHHbIi
Onepatop oTyeTaMu aIMHHHCTPaTOP AJMHHHCTpPATOP
Vnpasienue Ha Jla Ja Ha
3aJa4aMu
pe3epBHOTO
KOIUPOBAaHUS
3anycTuTh ceiiuac
Vipasienne Her' Her' Ja, B mpenenax Ila
3a71a9aMu JIOMEHOB
pe3epBHOTO MOJIATUKHI
KONHUPOBAHHS
3ananupoBaHo
ITpocmoTp 3amay Ha Ja Ha Ha
pe3epBHOTO
KOIMPOBaHUS
3anycTuTh ceiiuac
ITpocmoTp 3amau Her Jla Jla Jla
pE3epBHOTO
KOIUPOBAHHUS
3anyianupoBaHo
V nanenue 3agauu Her Her Ha, B npenenax Ha
pe3epBHOTO JIOMEHOB
KOIMPOBAHHS MOJIUTUKHI
3ansianupoBano
Braaaka BoccraHoB.ienne
3anycTuth 3a1auy Ha Ja Ha Ha
BoccranoButs
Bkaaaka OTuerbl
CoObITus Her Ha Ha Ha
ITocnenaue Ha Ha Ha Ha
3agauu
CocrosiHue Hert Ja Ha Ha
pe3epBHOTO
KOIMPOBAHUS
3amura Hert Ja Ha Ha
TNPUIIOKEHU N
3aHsaTOC Hert Jla Jla Ha
MPOCTPAHCTBO
LEHTpa JaHHBIX
Braaaka Kondurypauus
Peructpanus ysmia Her Her Her’ Ha

(Cocrosiaue
KOH(pUrypamuu ->
3anycTuTh Macrep
KOH(pUrypupoBanns
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Tabmmya 11. JocTynHeie ¢pyHKUMM, OCHOBaHHbIE Ha TPe6oBaHNAX K MOHOMOYUAM A5d ID

aavumHucTpartopa IBM Spectrum Protect (npoaomxeHne)

Oneparop

Onepatop ¢
oTYeTaMH

OrpaHnyeHHbIi
aJMHHHCTPATOP

AJIMHHHCTPATOP

W3menenue
HUICHTU(UKAIL
naHaeIx ID
aJIMUHUCTPATOpa
IBM Spectrum
Protect
(Cocrosinue
KOoH(Urypanuu ->
N3mennTb
KOH(UIypaluIo)

Ha

Ja

Ha

Ha

H3menenune
mapoJIs y3Jjia
VMCLI
(Cocrosinue
KkoH(purypannm ->
N3menurtn
KOH(HIypalHIo)

Her

Het

W3meHenue
JIOMEHOB
rpaduueckoro
nHTepdeiica
(CocrosiHue
KOH(Urypauuu ->
HN3menutb
KOH(HTyPaNuio)

Ja’

JIEY

Ja’

Ha

W3menenue y3i10B
nepeMelleHus
JTAaHHBIX
(Cocrosiaue
KoHpurypauuu ->
HN3menntn
KOH(Urypaunmuro)

Her

Her

Het?

N3menuts
MIPOKCH-Y3JIbI
MOHTHPOBAHHUS
(Cocrosinne
KoH(purypauuu ->
WN3menurtn
KOH(pUrypauuro)

Her

Her

Hert?

Jla

1. Henpss 3apeTUCTPUPOBATDH Y3€JI, TAK KaK TpC6yCTCﬂ HEOTpaHUYCHHA NOJIMTUKA JOMCHOB.

2. BbI MOXeTe 10OaBUTH WM yIAJMTh IIEHTPHI JaHHBIX VMWware 1 3aperucTpupoBaTh y3JIbl IIEHTpa

TaHHBIX.

YTto6BI IPOCMOTpPETH YpOBeHb NosiHOMOuni ID agmunuctpatopa IBM Spectrum Protect u
COOTBETCTBYIOLIYIO poJib MonyJisi I pacduueckuii unrepdeiic Data Protection for VMware

vSphere:

1. Tlepetinute B okHO Konpurypanms.

2. lenxkaute 1o U3MeHUTH KOHPUIYpaLHUIO.

3. CootBercTByromas nHGOpMAIKS IOSIBUTCS HA CTpaHULE Y YeTHbIe JaHHBIE cepBepa

Spectrum Protect.
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Ba:knoe 3ameuanne:

* Ecmu yposens nosinomounit ID anmunuctpatopa IBM Spectrum Protect uamensiercs Ha
cepsepe IBM Spectrum Protect, To HyXHO nepe3amycTuTb MOy b [ paduieckuit
uaTepdeiic Data Protection for VMware vSphere,4To0B n3MeHEHNS BCTYIUIIN B CITY.

* Ecim uzmensiercs poJib nojib3oBatesis, To weakHuTe no OK, 4ToObl coXpaHuTh
M3MEHEHUS Mepe]] epexoa0M Ha IPYryro cTpaHuny [lapamMeTpbl KOHGUTYpaAd WA
mepe] BHECEHNEM NIPYTUX H3MEHEeHU KOHGUTypannu. B mHOM cityyae m3MeHEeHHs pOJIn
MOJIH30BATEIISA OYAYT YTEPSHBL.

Knroum peructpauum rpapuueckoro nHtepodenca Data Protection for

VMware

B 3aBHCHMOCTH OT TOTr0, KaKKe OMIUY BBl BBIOEPETE MPU YCTAHOBKE, BBI MOXKETE HOJIyYUTh
JIOCTYI K TpaduveckoMy uHTepdeiicy Data Protection for VMware, ucnosib3yst pa3jiaiHbie
MeTo bl Kitroun perucrpanuu co3aaroTes Ais rpaduueckux uaTepdeiicos Data Protection
for VMware.

®paza “rpadpuueckuit uaTepdeiic Data Protection for VMware” npuMeHIMA K CJIEAYIOIITIM
rpadguyeckuM HHTepdeicam:

* T'padmueckuit uaTepdeiic Data Protection for VMware vSphere, moctym x KoTopomy
OCYIIIECTBJISIETCS B BeO-Opay3epe

* IBM Spectrum Protect vSphere Client - Moy plugin B rpaduueckom uaTepdeiice
BeO-KkJmeHTa vSphere

Kitrou peructpamnym kommnonenta IBM Spectrum Protect vSphere Client - Moays plugin -
com.ibm.tsm.tdpvmware.IBMDataProtection. Dto kirou perucTpupyercs, KOraa Bbl
BbIOMpaeTe NepeKroyaTeib 3aperncTpHpoBaTh pacimpenne Bed-kanenTa vSphere Bo Bpems
ycranoBku. Ha omqun cepBep vCenter perucTpupyercs oauH 3K3eMIULIp koMmnoHeHTa IBM
Spectrum Protect vSphere Client - Moaysb plugin.

Kitrou peructpanmu He co3naeTcs i1 kommoneHTa [ paduueckuit maTepdetic Data
Protection for VMware vSphere, mocTym k KOTOpoMy BHI IToJTy4aeTe U3 BeO-Opaysepa.

UTOoOH! yBUIETH KITFOYHM PETUCTpalli, BoiauTe B cucteMy VMware Managed Object
Browser (MOB). ITocre Bxona B cuctemy MOB BoiOepute Coaep:knmoe— MeHeqxep
pacimpenuii, YTOOB! YBAIECTH KJIFOYH PETUCTPALINH.

KoHdurypupoBaHue rpadpuuecKoro uHtepdenca areHT BOCCTaHOBJIEHUA

B 3Tom paspese cogepkaTcs HHCTPYKIUK O KOH(PUTYPUPOBAHUIO TPAPUISCKOTO
uHTep(eiica areHT BOCCTAHOBJICHUS JIJIT MOHTUPOBAHMS, BOCCTAHOBJICHUS (DailJIoB Mm
OBICTPOTO BOCCTAHOBJICHUSI.

Mpexae yuem HayaTb

OmnucanHOe HUXe KOHDUTypUpOBaHUE HYXKHO BBITOJHUTD JI0 HavYaaa paOOTHI C
rpadguyeckuM HHTepheiicoM areHT BOCCTAHOBJICHHUS.

Baixnoe 3ameuanne: HpopManusi o TOM, Kak BBINOJHUTH 3a7a4¥ C UCIIOJIb30BAHUEM
rpaduueckoro unTepdeiica areHT BOCCTAaHOBJICHUS, IPE/ICTaBJIeHA B 9JIEKTPOHHOM CIIPaBKe,
yCcTaHaBIMBaeMoi BMecTe ¢ Tpaduuecknm naTepdeiicom. lllenkaure mo Cnpaska B JF060M
13 OKOH rpaduueckoro nHTepdeiica, YTOOBI OTKPHITH JICKTPOHHYIO CIIPABKY U ITOJIYIUTh
MTOMOIIIH 1O 3aJaTaM.
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Mpoueaypa

1.

3aperucTpupyiTecs B CUCTEME, Tlie BBl XOTHTE BOCCTAHABIMBATH (paitnbl. Ha
KOMITBIOTEpE JOJDKECH OBITh YCTAHOBJICH aT€HT BOCCTAHOBJICHUSI.

lenxuute no Beiopats cepBep TSM B rpaduueckum nnTepdeiice areHT
BOCCTAHOBJIEHUS, YTOOBI coeJUuHUThLCA ¢ cepBepoM IBM Spectrum Protect. Ecoiu arent
BOCCTAHOBJICHWS YCTAHOBJICH HA TOM e KOMITbIOTepe, 4To [ paduueckuii mHTEpdeiic
Data Protection for VMware vSphere 1 nmpuioxeHns yCIEITHO CKOH(OUTYPHPOBAHBI ITPH
noMoIy Mactepa KoHdurypuposanus natepdeiica ['paduuecknit matepdeiic Data
Protection for VMware vSphere, To cuTyanus BBITJISIIAT Tak:

* y3eJ nepeMelieHus JaHHbIX U cepBep IBM Spectrum Protect BHEceHEBI B 1oJie areHT
Boccranosyienus: Cepsep TSM.

* B nanemm Mudopmarnus o cepsepe TSM 3amoJiHEHBI CIIeTyIOIIIE TOJIS:

— V3es ayTeHTH(UKANNN COJICPXKUT CIIUCOK TOCTYIHBIX Y3JIOB HEPEMEIIICHHS
JaHHBIX.

— ¥Y3ea Ha3HAYEHHS COACPIKUT CIIMCOK Y3JIOB IICHTPA JAHHBIX, JOCTYIIHBIX OJIsA
BLIGpaHHOI‘O y3J1a ICPEMCIICHU A JaHHBIX.

Ecnu B Mactepe KOHGUTYpUpPOBaHUS 3aJaH TOJIBKO OJIUH JIOKAJILHBINA y3eJT
HmepeMeIIeHNs TaHHBIX, TO aTeHT BOCCTAHOBIICHHS UCTIOJIB3YET ITOT Y3l IS
ayTeHTH(UKALINY [TPH 3aIyCKe.aTeHT BOCCTAHOBJICHUS 3aIIOMUHAET UM TOCIIETHET O
y3J1a, MOAKIF0YeHHOT0 K cepBepy IBM Spectrum Protect. Ecom q1s1 aToro y3ma
(TmoceqHMIA TOIKITIOYSHHBIN y3eiT) BEIOpaHo Mcnoab30BaTh reHepHpOBaHue NapoJis
JI0CTYNA, TO aT€HT BOCCTAHOBJICHUSI UCIIOJIB3YET 3TU HACHTH(PUKAIMOHHBIC TaHHBIE 1T
coenuHeHus ¢ cepBepoM IBM Spectrum Protect mpu 3anycke. Eciu coequnenue ¢
cepBepom IBM Spectrum Protect panee He ycTaHABIMBAJIOCH U PU IIOMOIIN MacTepa
CKOH(UTYPUPOBAH TOJILKO OJIMH y3€JI MEPEMEICHUS JAHHBIX ¥ TOJILKO OJIMH Y3eJT
[EHTPAa TAHHBIX, TO aTr€HT BOCCTAHOBJICHUS UCIIOJIB3YET 3TH UACHTU()UKAINOHHEIC
JaHHble 1J151 coeauHenus ¢ cepsepoM IBM Spectrum Protect npu 3amycke.

3anaiiTe cieayrone napamMmeTpsl:

Anpec cepBepa
Beenute [P-aapec wim ums xocta IBM Spectrum Protect.

ITopt cepBepa
Beeaute HOMEp mOPTA, UCTIOJIB3YEMOTO JIJIS CBSI3H C CEPBEPOM IO IIPOTOKOJITY
TCP/IP. Homep mopta mo ymosdanuto - 1500.

Cnioco6 nocTtymna K y3Jy:

Asnodename
BriGepuTe 3Ty oniuro, YToOBI UCIIOJIL30BATh MPOKCH-Y3€J IS TIOCTYIAa K
Pe3epBHBIM KOTHSIM BHPTYAJIbHBIX MAIlIMH HA y3J1e Ha3HaueHus. [Tpokcu-y3e -

3TO y3eJI, KOTOPOMY MPEAOCTABJIEHBI IOJTHOMOYUS "TIPOKCU" /17151 BBITIOJIHEHUS
onepaunﬁ OT UMCHHU Yy3Jia HA3HAYCHUA.

OO6bruno agmuaucTpaTop IBM Spectrum Protect ncnosb3yeT A51s1 co31aHus
B3aMMOCBSI3H MPOKCH MEXIY IBYMs y3JlaMu KoMmaHAy grant proxynode.
Ecyu BB BEIOpAJH 3Ty OIIUIO, TO CICJIANTE CIICAYIOIICE:

a. Bmenute ums y3i1a Ha3HaueHH (y3€JI, B KOTOPOM HaxXOISATCS PE3EPBHBIE
KOIHMK BUPTYAJIbHOIM MAIIIMHBI) B I0JIE Y31 HAa3HAYCHHSI.

b. BsemuTe UM MPOKCH-y3Jia B 1OJie Y3eJ1 ayTeHTH(PUKAIIH.

c. Bmenute nmaposs mig npokcu-y3ia B noje Ilaposis.
MenxanTe 1o OK, 4TOOBI COXpaHUTH 3TH MapaMeTPhI U 3aKPhITh
nndopmanuonsslii quasor IBM Spectrum Protect.

HpI/I HUCIOJIb30BAHUU 3TOIO METOAA IMOJIb30BATEJIb AI'CHT BOCCTAHOBJICHU S
3HACT MapoJib TOJIbKO ITPOKCU-Y3JId, X TAPOJIb y3JIa HA3HAYUCHHN A 3allUIICH.
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Fromnode
Beibepute 3Ty oniuro, 4TOOB! NCIOIB30BATH Y3€JI C JOCTYIIOM, O PAHUYEHHBIM
TOJIbKO JAHHBIMU CHUMKOB KOHKPETHBIX BUPTYaJIbHBIX MAIIIMH Ha y3JIe
Ha3HAUCHHUS.

OOBIYHO 3TOMY Y3JIy IPEIOCTABIISETCS JOCTYI OT y3J1a Ha3HAUYEHU s, KOTOPBIH
BJIACCT PE3CPBHBIMU KOIMUAMM BUPTYAJIbHBIX MAlllMH, IIPXA ITIOMOIIXA KOMAaHIbI
set access:

set access backup -TYPE=VM vmdisplayname mountnodename

Hanpumep, 3Ta koMaHma npegoctasiseT y3ry myMountNode moHOMOUHS 115t
BOCCTAHOBJICHUS (HaiJIOB M3 BUPTyaIbHON MammmHbI myTestVM:

set access backup -TYPE=VM myTestVM myMountNode

Ecmm BB BLI6pa.HI/I 9Ty OIIIHIO, TO caesanTte CJICAYrOIICE:

a. Bmenute ums y3ia HazHaueHHs (y3€JI, B KOTOPOM HAXOJIATCS Pe3epPBHBIC
KOIMH BUPTYaJILHO!N MAIIMHEI) B TIOJIC Y31 HA3HAYEHHSI.

b. Bsemute uMs y3J1a, KOTOPOMY IPEAOCTABIISETCSI OTPAHUYCHHBIH TOCTYI, B
noJjie Y3ena ayTeHTH(OHKALHH.

c. Bmenmre maposs y311a, KOTOPOMY IPEAOCTABIISIETCS OT PAHUYECHHBIH JOCTYII,
B noJie Ilapouib.

d. Mlenkuute no OK, 4TOOBI COXpAaHUTH ITH HAPAMETPBI U 3aKPHITh
nHpopmanmonHbIit Auator IBM Spectrum Protect.

ITpu ncnosb30BaHUU 3TOTO METOA BBl MOXXETE BUJIETh MTOJIHBIN CIHACOK
BUPTYaJIbHBIX MaIlIUH, JIJI1 KOTOPBIX CO3AaHBI pe3epBHbIe Komuu. OTHAKO
MO>HO BOCCTAHOBHUTBH TOJILKO Pe3ePBHBIE KOIMH BUPTYAJIbHBIX MAIIINH, K
KOTOPBIM y3JIy IpefocTaBieH nocTyn. Kpome Toro, 1aHHbIe CHIMKOB He
3allUILEHbI HA CEpBEpe OT UCTEUEHUs Cpoka rogHocT. [ToaToMy B 3TOM
MeTO/Ie OBICTPOE BOCCTAHOBJICHHE HE MOAAEPKUBACTCA

Hanpsmyro
BribepuTe 3Ty omuro, 4TOOB! Ay TEHTU(DUKAIS BBITOIHSIIACH
HEMOCPEICTBEHHO Ha y3JIe Ha3HA4YeHU (y3eJ, B KOTOPOM HAXOIATCS Pe3epBHEIC
KOIIMH BUPTYAJIbHOIN MAIITIHEI).

Ecnu BBl BBIOpasM 3Ty OMIINIO, TO CAEJIANTE CIIeTyIOIIee:

a. Bmenwre mms y3i1a HazHaueHHs (y3€JI, B KOTOPOM HaXOJSATCS Pe3EpPBHBIC
KOIIMY BUPTYaJIbHOM MAIIIMHBI) B IOJIe Y3eJ1 ayTeHTH(PUKAIIH.

b. Beenute mapos I y371a HazHaueHus B oJte Ilapoas.

[Menxaute 1o OK, 4TOOBI COXpaHUTH 3TU MapaMETPHI U 3aKPHITh
uHpopmarnuonnsit Auanor IBM Spectrum Protect.

Hcnob30BaTh reHepupoBaHAe NAPOJIsS JOCTyNA
Ecnu BeIOpaHa 3Ta ommusl, a moJie mapoJis MycToe, TO areHT BOCCTAHOBJICHUS
ayTEeHTH(QUIIPYETCS C CYIIECTBYIOIINM MAapOJIeM, KOTOPBIA XpaHUTCS B
peectpe. Ecim onmus He BRIOpaHa, TO HYKHO BBECTH APOJIb BPYYHYIO.

UTOOHI NCTIOIB30BATH ATY OIIINIO, HY’)KHO BHaYaJle BPYIHYIO 3a/1aTh
HavyaJIbHBIN MapoJib TS y3J1a, K KOTOPOMY MIPUMEHSIeTCS OMIus. UTOOBI
3aJ1aTh HAYaJIbHBIA MAapOJIb IPH MEPBOM coeMHEHUN ¢ y3710M IBM Spectrum
Protect, Hy>xHO BBecTH napoJib B noJjie [lapoJib 1 BEIOpATh nepexroyaTesib
Hcnoab30BaTh reHepHpoBaHAe NAPOJis JOCTYNA.

OmHAKO eciM BB HCIOJIb3YeTe B KAYECTBE Y3J1a ayTeHTH(UKANNN JIOKaTbHBIIT
y3eJ1 IepeMeIIeHNs TaHHBIX, TO TapoJIb YKe MOXET XpaHUThCS B peecTpe.
[Tostomy BrIOEpHTE TIepekTrFoUaTelh Veno/ib30BaTh reHepHpPOBaHHE MAPOJIsS
JI0CTYNA ¥ He BBOJIUTE MAPOJIb.
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Ar¢HT BOCCTAHOBJICHUSA 3aIIPOCUT C 3aIAHHOTO CEPBEPA CIIMCOK 3AITAIICHHBIX
BUPTYAJIbHBIX MalllMH U MMOKAXET 3TOT CIIUCOK.

H_ICJIKHI/ITG o HapameTpl,l, YTOOBI 3a4aThb CJIACOYIOIIMUEC OIIIUU MOHTUPOBAHUA,
PE3ECPBHOIO KOIMMUPOBAHUA U BOCCTAHOBJICHUA

Kb 3anucu BUPTYaIbHOTO TOMA
KoOMIOHEHT areHT BOCCTaHOBJICHUSI, paOOTAOIIHNIT Ha XOCTE TPOKCH
pe3epBHOro komupopanust Windows, COXpaHsieT U3MCHEHUSI TAHHBIX,
CO3/TaHHBIC PY MITHOBEHHOM BOCCTAHOBJICHUM U MOHTHUPOBAaHUU. DTH
M3MEHEHUS COXPAHSIOTCS Ha BUPTYaIbHOM TOME B Ka1Ile 3amucu. [1o
YMOJTYAHUIO KOIII 3aIIACH Pa3pellicH U HaXOIUTCS B KaTaJore
C:\ProgramData\Tivoli\TSM\TDPVYMware\mount\; MmakcumasbHBIN paszMmep
Ka11a coctaBirsieT 90% oT 06beMa TOCTYIMHOTO IPOCTPAHCTBA IS BHIOPAHHO
manku. YTOOBI CHCTEMHBIM TOM He 3aMOJIHSIICS, 3aJaiTe TS KAIIIa 3aIHiCh
KaTaJior He Ha CUCTEMHOM TOME.

ITanka 17151 BpeMeHHbIX ¢aiijioB
VkaxxuTe KaTaJIoT JJIsl COXpPAaHEHU U3MEeHeHU JaHHbIX. Kot 3amucu
JIOJDKEH HAXOJUThCS Ha JIOKAJILHOM AMCKE; [JI HETO HeJlb3s 3a1aTh
KaTaJIoT B COBMECTHO HCHOJIb3yeMo nanke. Ecim xamm 3anucu
OTKJIFOUEH VUM [IEPETIOJIHEH, OIBITKA 3aIlyCTUTh CEaHC OBICTPOTO
BOCCTaHOBJICHHS MJII MOHTHPOBAHHUS 3aBEPIIUTCS HEYJATHO.

Pa3mep k3ma
3agaiiTe MaKCUMAJILHBIN pa3Mmep KaIa 3anucu. MakcuMasbHbIi
pa3mep ka1ma coctaBysier 90% oT o6beMa JOCTYIHOTO MPOCTPAHCTBA
JUTS BHIOpAHHOH MANKH.

Orpannvenne: Bo u3bexaHue npepbIBaHU BO BpeMs 00paboTK
BOCCTAHOBJICHHUSI HCKJIFOUMTE KATAJIOT K311 3aIMCH U3 BCEX TapaMeTPOB
3aIIUTHl aHTUBUPYCHOM IIPOTrpaMMBI.

JlocTyn K JaHHBIM
VKaXuTe THUIl JaHHBIX, TOCTYI K KOTOPBIM HY>KHO IOJIy4uTh. ECii BbI
UCIIOJIB3yeTe aBTOHOMHOE YCTPOWCTBO (HalpuMep, JIEHTOYHOE YCTPOWCTBO MM
BUPTYaJIbHYIO JICHTOUHYIO ONOIMOTEKY), BBl JOJDKHBI YKa3aTh IPUMEHUMBII
TUI TaHHBIX.

Tun xpaneHus
Vkaxure 0JJHO U3 CIIEYIOIINUX YyCTPOICTB XpaHeHUsl, C KOTOPOIo
cJIelyeT MOHTHPOBATh CHUMOK:

Juck/Paiix
CHUMOK MOHTHpPYETCS ¢ AUcka Wim u3 daiiiaa. Ito
YCTPOMCTBO MO YMOJTYAHMIO.

Jlenta CHUMOK MOHTHpYETCS U3 JICHTOYHOTO Iyj1a XxpaHeHus. Ecim
BBIOpAHA 3Ty OMNLUIO, TO CMOHTHUPOBATH HECKOJIbKO CHUMKOB
UJI 3aIyCTUTh ONEPALUIO OBICTPOrO BOCCTAHOBJICHUS
HEBO3MOXHO.

VTL  CHuUMOK MOHTHpPYETCS U3 aBTOHOMHOU BUPTYaJIbHON
JIeHTOYHOM 6mbymoTeku. [loaaepxuBaroTcs napajviesibHbIE
CEaHChl MOHTUPOBAHUS B OQHOU U TOX K€ BUPTYAJIbHON
JICHTOYHOU OMOIMOTEKe.

IIpumeuanune: [1pu n3MeHeHNM THUIA XpaHEHUS HY>XHO NEPe3amnyCTUTh
CIIyk0y, YTOOBI U3MEHEHUSI BCTYNUJIA B CHITY.
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3anpeTuTh 3aIMTY OT yCTapeBaHUs

Bo BPEMs BBIIIOJIHEHUA OIICpAllU MOHTUPOBAHUSA CHUMOK Ha CEPBEPEC
IBM Spectrum Protect 6;10kupyeTcsi, 4TOOBI 3aLIUTUTH €0 OT
yCTapeBaHUsl BO BpeMsl BBINIOJIHEHNUSI ONlepaliu. Y cTapeBaHHe MOXKET
BO3HUKHYTB, €CJI B CMOHTHPOBaHHYIO II0CJIeIOBATEIbHOCTh CHUIMKOB
J100aBJIeH APYroil CHUMOK. DTO 3HAYCHHUE 3a/1a€T, HYXKHO JIN
3aIPETUTD 3AIUTY OT YCTAPEBAHMS BO BPEMs MOHTHPOBAHHUSL.

* UToO0BI 3aIIUTUTH CHUMOK OT yCTapeBaHUs, HE BBIOUpaiiTe 3Ty
onuuto. CHuMOK Ha cepBepe IBM Spectrum Protect 3a6yi0kupoBan u
3alUIIEH OT YCTapeBaHUsl BO BPEMSI BBIIOJIHEHUSI MOHTHPOBAHHUS.

* UTo0BI 3aNpeTUTH 3aIIUTY OT YCTAPEBAHUS, BEIOEPUTE Ty OMNIUIO.
OTa onmus BeIOpaHa no ymoJdanuto. CHUMOK Ha cepBepe IBM
Spectrum Protect He 3a0JI0KMPOBAH U HE 3AILUIIEH OT yCTapeBaHUs
BO BpeMsI BBIITOJIHEHUSI MOHTUPOBaHUS. B pe3ysibTate CHUMOK
MOXET YyCTapeTh BO BPEMSI MOHTUPOBAHUS. DTO yCTapeBaHUE
MOXET IPUBECTH K HEOXKUTAHHBIM pe3yJIbTaTaM U OTPHLATEIbHO
HOBJIMSITH HA TOUKY MOHTHpOBaHMs. Hanpumep, Touka
MOHTHPOBAHUS MOXKET CTATh HENPUTOTHON JJI MCIOJIb30BAHMS
UM coAepxaTth ommbku. OIHAKO ycTapeBaHUE HE BIIMSET Ha
TEKYIIYIO aKTUBHYIO KOIIMIO. AKTHBHAs KOIIUS HE MOXKET yCTapeTh
BO BpeMsl OTIEPALHH.

Ecnm cHUMOK HaXOUTCS HA cepBepe PEIIMKAlM Ha3HAYEHUS, TO
3a0JIOKIPOBATD €TO HEJIB35], TAK KAK OH HAXOIUTCS B -PEXIME
'TOJIBKO ISt uTeHus'. [1ombITKa GJIOKMPOBKM CEPBEPOM NMPHUBEIET K
omubke MOHTHPOBaHUS. UTOOBI 6JIOKHPOBKA HE BHINOJIHATIACH U
9Ta OIMMOKA He BO3HMKAJIA, BHIOEPUTE 3Ty OMILUIO, YTOOBI
3aIPETUTD 3ALUTY OT YCTAPEBAHUS.

Pa3mep ynpe:xaarouero urenns (B 6;0xkax no 16 Kb)

VKaKUTe YUCIIO AOHNOJHUTEIBHBIX OJIOKOB JAHHBIX, MTOJIyYaeMBbIX C
YCTPOUCTBA XPAHEHUS MOCTIe OTIPABKU TPeOOBAHUSI YTEHUSI OJTHOTO
6J10ka. 3HAYSHHS 110 YMOTYAHUIO:

e Jluck uma daiin: 64
* Jlenra: 1024
* VTL: 64

MaxkcumalibHOE 3HAYSHUE J1s1 JTF000T0 yeTpoiicTBa paBao 1024.

Pa3zmep kama ynpe:xaaromero urenus (B 0/10kax)

Vkaxute pazmep Ka1a, rae 0yayT COXPaHSThCS JOMOJHUTEILHBIE
0JI0KU JaHHBIX. 3HAUYEHUS 10 YMOJTYAHUIO:

* Juck nm ¢aiim: 10000

* JlenTa: 75000

* VTL: 10000

V KaxJ10ro CHUMKa €CTh COOCTBEHHBII K3III, TOATOMY PEIIUTE,
CKOJIbKO CHUMKOB OYyJIeT MOHTHUPOBATHCS MJIM BOCCTAHABJIUBATHCS

omHOBpeMeHHO. OOmuil pa3Mep KaIIa He MOXeT ObITh 60bIte 75000
0JIOKOB.

Taiim-ayT japaiiBepa (CeKyH/IbI)

D710 3HaUeHME 3a71aeT BpeMsl 00paboTkM TpeOOBaHUI TaHHBIX OT
npaiiBepa (aitioBoit cucteMsl. Eciin 06paboTka He 3aBEPIITUTCS
BOBpEMsI, TO TpeOOBaHNE OTMEHSIETCS U ApaiiBepy (ailiIoBoi cHCTEMBI
BO3Bpaaercs omnoka. [Ipi BOSHUKHOBEHNH TaiiM-ayTOB MOXHO

YBEJIMYUTH 3TO 3HaUeHrne. Hanpumep, TaliM-ayThl MOTYT BO3HUKATH B
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MeJICHHOI CeTH, IIPU 3aHATOCTH YCTPOHCTBA XpAaHEHHS WK IIPH
00paboTKe HECKOJIBKIX CEAHCOB MOHTHPOBAHUS HJIU OBICTPOTO
BOCCTAHOBJICHUSI. 3HAUSHUSI 110 YMOJTYAHUIO!

* Juck umm daitn: 60
» Jlenra: 180
* VTL: 60

Haxxmute OK, YTOOBI COXPAaHUTb UBMCHCHU U 3aKPBITH OKHO HapaMeprl.

4. VYoOemuTech, 4TO Kaxawlid y3ei cepBepa IBM Spectrum Protect, ykazanHbIit onmusiMu
Asnodename u Fromnode, pa3peraeT yaajeHue pe3epBHBIX KOMUN. areHT
BOCCTAHOBJICHUS CO3/1a€T BO BpeMs pabOThl HEUCIIOIb3YEMbIE BPEMEHHbIE OO BEKTHI.
Ommus cepsepa BACKDELete=Yes gaeT BO3MOXHOCTh YJIQJIUTh 3TH OOBEKTHI, YTOOBI OHU
HE HAKAIJIMBAJIMCh B y3JIE.

a. Boiinute Ha cepBep IBM Spectrum Protect u 3amycTuTe ceanc KIneHTa
aIMUHUCTPUPOBAHUS B PEXKUME KOMAHIHOW CTPOKU:
dsmadmc -id=admin -password=admin -dataonly=yes

b. Bmenute cliemyromnyro KOMaHIy:
Query Node <umsa_ysna> Format=Detailed

Voenutech, 9TO B BEIXOAHBIX Pe3yJIbTaTaX KOMAHIIBI 1T KaXIOTO Y3JIa eCTh
CJIETYFOIIHAN ONepaTop:

(}naneHMe pesepBHbIX KoMnui paspeweHo?: fla j)

Ecom aToro onepatopa HeT, TO U3BMEHUTE KaX bl y3€J1 cJeAyIolIeld KOMaHI0M:
UPDate Node <umsa_y3na> BACKDELete=Yes

Emte pas BBeaute komanay Query Node it kakgoro y3Jia, YTOObI YOSIUTHCS, YTO
KQXJIBIT y3eJI pa3pelaeT yaajleHne pe3epBHBIX KOTHIA.

5. Ecnu BBl HCIOJIB3YCTC aIrCHT BOCCTAHOBJICHUSA B CCTH 1SCSI 1 areHT BOCCTAHOBJIEHUS HE
WCIOJIb3YET CPEACTBO MEPEMEITICHUS TAHHBIX, IepeianTe K Qaiti
C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf u
samaiite Ter [IMOUNT] u mapamerp Target IP:

[IMOUNT config]

Target IP=<IP-appec ceTeBOW KapTh Ha KOMnbloTepe,
Ha KOTOPOM HaxopAaTcs Ha3HaueHus iSCSI.>

Hanpumep:

[General config]
paraml
param2

[IMount config]
Target IP=9.11.153.39

ITocne nobasyenus uim usMeHeHus napamerpa Target IP nepezanyctute rpaduueckuit
unTepdeiic wm nHTEpdeiic komanaHOM cTpoku Recovery Agent.
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Kak BKNOUNTb 3aliULLIEHHYIO CBA3b KOMMOHEHTAa areHT
BOCCTaHOBJeHuA ¢ cepsepom IBM Spectrum Protect

Ecmu cepep IBM Spectrum Protect ckoH(UTYprpOBaH A1l HCIOJB30BAHMS TPOTOKOJIA
Secure Sockets Layer (SSL) nym Transport Layer Security (TLS), BbI cMoXkeTe BKITFOUNTE
JUTS KOMITOHEHTA areHT BOCCTAHOBJICHHSI B3aNMO/ICHCTBHE C CEPBEPOM C HCIOJIb30BAHIEM
3TOTO MPOTOKOJIA.

I'Ipem.qe yeMm Ha4aTb

Hpexc[[e YEeM NpUCTyNnaTh K KOH(l)I/IprI/IpOBaHI/IIO 3AIIUILIEHHBIX B3aUMOJICUCTBHIL C
CCPBEPOM, PACCMOTPUTE CIIEAYOIIUC TpC6OBaHI/I$IZ

* 'V xaxaoro cepsepa, BKJIr0UeHHOro 111 SSL, 70JDKeH ObITh YHUKAJIBHBIN cepTU(UKAT.
CepTI/Iq)I/IKaT MOXCET OTHOCUTBLCA K OJHOMY U3 CJICAYIOIIUX TUIIOB!:

— CamomnoanucaHHblil cepTuduKaT cepepa.

— Ceprudukat, creHepupPOBAHHBI CepTH(HUKATOM CTOPOHHETO IIEHTPA CEPTUPUKAIIH
(certificate authority, CA). Ceptuduxat CA moypkeH OBITh HOJTyUeH B TaKOM
KOMITaHUH, kKak Symantec nym Thawte, i 3To T0JDKeH OBITH BHYTPEHHUIT
cepTUPUKAT, XpAHSIIUACS B Ballleii KOMITAHWH.

* [Ilo coobpaxeHussM npou3BoauTeIbHOCTH Ucnoib3yiite SSL nmm TLS Tosbko miist
CEaHCOB, I KOTOPBIX TpedyeTcs 3ammTa. PaccMoTpuTe BO3MOXKHOCTE TOOABIICHUS
JIOTIOJTHUTEJILHBIX MPOIIECCOPHBIX PECYPCOB B CHCTEMY CepBepa, YTOOHI YAOBIETBOPUTH
BO3pOCIIHE TPeOOBAHMUS.

* UtroO0bl KJIMEHT COEAUHSIIICS C CEPBEPOM, ucnob3yrommm TLS Bepcun 1.2, anropurmMom
CHUTHATYPHI cepTuduKaTa qosokeH 06Tk 1 Secure Hash Algorithm 1 (SHA-1) nmm HOBeE.
Ecnu BBI HCIOITB3yeTe CAMONOIMMCAHHBINA CEPTUDHKAT IS CepBepa, HCIOJIb3YIOIIETO
TSL V1.2, Hy)HO HCIOJIB30BaTh cepTudukat cert256.arm. Bamemy aaMuHUCTpaTOpPY
IBM Spectrum Protect MmoxeT moTpedOBATHCS N3MEHUTD CEPTUPUKAT MO YMOTIYAHUIO HA
cepsepe.

* UTO0OBI BBIKJIFOYATH MIPOTOKOJIBI 3ALTUTHL, KOTOPBIE HE 00ECIEUNBAIOT TAKYIO
6e3omacHOCTD, kKak TLS 1.2, no6asbte ommuro SSLDISABLELEGACYt1s yes B daitn
C:\windows\system32\fb.opt wm C:\Windows\SysWOW64\fb.opt. TLS 1.2 nym HOBee
MTOMOXET HPEeAOTBPATUTD ATAKU BPEIOHOCHBIX IPOTPAMM.

Kak BKNrounTb 3alluLLeHHYO CBA3b C UCMONIb30BaHUEM
camonoanucaHHoro ceptudurarta cepsepa IBM Spectrum Protect
Ecmu cepep IBM Spectrum Protect ucrosip3yeT caMOnoIIMCAHHBINA CepTUPUKAT, BBI
JIOJDKHBI IOJIYYUTH KOIIMEO 3TOTO cepTUdUKaTa y aIlMIHACTPATOpa cepBepa 1
CKOH(UTYpUPOBATh KOMIIOHEHT areHT BOCCTAHOBJICHHS JIs1 B3AMMO/ICHCTBHIA C CEPBEPOM C
UCIOJIb30BaHueM npoTokoia TLS nmm SSL.

06 aton 3apave

Kaxmplit cepBep reHepupyeT cBoii coocTBeHHbIN cepTudurat. CepBepsl Bepcuu 6.3 1 HOBee
TeHEPHUPYIOT (aiiitel ¢ uMeHeM cert256.arm, ecom cepBep ucmoibdyet TLS 1.2 wm HOBee,
Jm6o cert.arm, ecm cepBep HCHOJIBL3YeT OoJiee parHroro Bepcruro SSL wm TLS. Bepcun
cepBepa, OoJiee paHHHUE, YeM Bepcus 6.3, TeHepupyroT (ailiibl ¢ mmereM cert.arm
HE3aBHCHMO OT IIPOTOKOJIA. BB MOJDKHBI BHIOpATh cepTu(dUKAT, 3aJaHHBIN Ha cepBepe KaKk
cepTudUKAT IO YMOJTYAHUIO.

Daitn cepTudukaTa XpaHUTCA Ha paboyueli CTaHIUH cepBepa B KaTaJIore 3K3eMILIsIpa
cepsepa. Hanpumep, C: \IBM\tivoli\tsm\server\bin\cert256.arm. Eciu daiin
cepTudukara cylecTByert, (aiis ceprudurara cozgaercs Npy Hepe3alycke cepBepa ¢ 3TuM
HabOPOM OIIIIHIA.
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Mpouenypa

Uto6s! BxiIrounTh B3auMojeiicteus SSL um TLS mexay areHToM BOCCTAHOBJICHHS U
CEPBEPOM C HUCIOJIb30BAHUEM CAMOIOJNUCAHHOIO cepTUduKaTa:

1.

ITpucoenuanTe myTh ABOMYHOTO (haita GSKit u myTh OMOIMOTEKH K IEpEeMEHHOM

cpexsl PATH Ha xymente. Hanpumep:

set PATH=C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\bin\;
C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\1ib64;%PATH%

Ecmu Bw1 BiepBbie koHpuUrypupyete SSL nmmm TLS Ha kmeHTe, HY)XHO CO371aTh

JIOKaJIbHYO 0a3y MaHHBIX Kirouei kimenTta, dsmeert.kdb. M3 katasora

C:\Windows\SysWOW64 3anyctute komanry gsk8capicmd_64, kak nokasano B

CJICIYFOIIEM IPUMeEpE:

gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -pw password -stash

BBenennblit BaMu napoJib UCIOJIB3YETCS 15 QP POBaHUS 0a3bl TAHHBIX KJIFOUYEH.
IMapoJsib aBTOMATHYECKU COXPaHSAETCS B 3aIIM(ppOBaHHOM BUC B (haiijic HAKOIICHUS
(dsmcert.sth). DaiiyT HAKOIJICHAS UCTIOIB3YETCS KIIMEHTOM JIJIS MTOJIYUYCHUSI apOJIs 0a3bl
TAHHBIX KJIIOYEH.

[ToJstyunte caMONOIIMCAHHBIN CePTU(PHUKAT cepBepa.

WNmmoprtupyiite ceptudukat B 6a3y ganueix dsmcert.kdb. Hago umnoptupoBaTth
ceprudukat s kaxaoro kmmenta B dsmeert.kdb. M3 katamora C:\Windows\SysWOW64
3amyctute komanay gsk8capicmd_64, xak noxazaHo B cieAyrolieM IpuMepe:

gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "CamonopnucaHHbi Kkniou cepsepa ums_cepsepa"
-file nyts_cepTupnkara -format ascii -trust enable

B 6a3y marHbIX dsmcert.kdb MokHO 100aBUTH HECKOJILKO CEpTU(HUKATOB CepBepa,
4TOOBI KJIMEHT MOT COEIMHSITLCS C PA3HBIMU cepBepaMu. PasHble cepTUhUKATHI
JIOJDKHBI UMETh pa3Hble MeTKU. VICOIb3yiiTe B KAY€CTBE METOK MOHSITHBIC NMEHA.

Ba:knoe 3aMevanne: [J1s aBapHitHOrO BOCCTAHOBJICHHUSI CEPBEPa, €CJIH CepTHHHUKAT ObLI
HOTEPsH, CepBep ABTOMATUYECKH CTEHEPUPYET HOBBII cepTudukaT. Kaxaplii kKmeHT
JTOJDKEH 3aTeM UMIIOPTHPOBATH HOBBII CEPTU(DHKAT.

ITocne nobasnenus ceprudurara B 6a3y manubix dsmeert.kdb mob6asbTe omiuro sS1
yes B ¢aitr C: \Windows\SysWOW64\fb.opt u o6HOBUTE 3HAUeHHE omuu tcpport.

Baxknoe 3amevanne:

OOBIvHO cepBep HacTpauBaeTcs /i coenunenuid SSL wmm TLS Ha gpyrom nopry,
oTJmmaHOM OT coeannenuit He SSL u ve TLS. He 3amaBaiite Homep nopta He SSL uim He
TLS B xauectBe 3HaueHus tcpport. Ecyim 3nauenue tcpport - HenpaBuibHOE, ATSHT
BOCCTAHOBJICHHS HE CMOXET COCIUHUTHCS C CEPBEPOM.

Bl He cMoxeTe coenuHUThCS ¢ mopToM He SSL mim e TLS, ucnoss3ys arest
BOCCTaHOBJIeHUs, BKItoueHHbI 11 SSL ummm TLS, u He cMoxeTe coeguHUTh nopT SSL
mwm TLS ¢ areHTOM BoccTaHOBJIEHMS, HE BKJIFOUeHHBIM i1 SSL o TLS.

3anaiite npaBmwibHbIe TOpTH SSL mum TLS B crepyronux daitnax koHdurypammun
areHTa BOCCTAHOBJICHUS:

¢ C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf

e C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\
RecoveryAgentDMNodes.conf
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KaK BknrouunTb 3aljnieHHyro CBA3b C Ucnofb3oBaHNeMm
CTOpPOHHero ceptuduKara

Ecmnm cepep IBM Spectrum Protect ncrosp3yet cepTudukat, CreHepupOBAHHBIN
CTOPOHHUM IeHTpoM ceptudukanuu (certificate authority, CA), BbI TOJDKHBI TOJIYYUTH
kopHeBoit ceptudurat CA.

06 aToi 3apaye

Ecmu cepruduxat 6601 Beinan TakuM CA, kax Symantec nm Thawte, kimeHT rotos k SSL
wmm TLS 1 BBl MOXeTe IPONYCTUTH CIIEIYOIINE IIIary 1o KoHpUryprpoBanuto. UToOsI
MTOJIYYUTH CIIUCOK MPENHCTAJUTNPOBAHHBIX KOPHEBBIX cepTrdukaToB CA, UIATE TEPMUH
KopneBblie cepTu(uKaTsl HEHTPOB cepTHdHMKANNN B IeHTpe 3HaHuit IBM.

Eciu cepTuduxat He CreHeprupOBaH NIPEHHCTAUINPOBAHHBIM KOPHEBBIM CEPTU(HUKATOM
UJIM SBJIsIeTCS BHYTpeHHUM cepTudukatom CA, XpaHALIMCS B Balleld KOMIIAHUY, BB
JIOJDKHBI CKOH(UIYpHPOBATh KOMIIOHEHT areHT BOCCTAHOBJIEHNUS JJIs B3aUMOIecTBUS C
cepBepoOM, Ucnob3yst mpoTokoJ TLS nm SSL.

Mpouenypa

Yto0b! BKIFOUNTH B3aumoaeicTBust SSL i TLS Mekmy areHTOM BOCCTaHOBJICHUS 1
CEpBEPOM C HCHoJIb30BaHueM cepTudurata CA:

1. TlpucoenuuuTe MyTh ABowyHOTO (aitta GSKit u myTh OMOJIMOTEKH K IEpEMEHHOI
cpenst PATH. Hanpumep:
set PATH=C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\bin\;

C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\1ib64;%PATH%

2. Ecmm BrI Buepsbie KoHGurypupyere SSL nym TLS Ha kimeHTe, Hy)KHO CO30aTh
JIOKaJIbHYFO 0a3y maHHBIX KIrodel kimeHTa, dsmcert.kdb. 11 KIMEHTOB 3amyCcTHTE
koMauy gsk8capicmd_64 u3 xartasora C:\Windows\SysWOW64 kax mokaszauo B
CJIEIYFOIIIEM IpHUMepe:
gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -pw napons -stash

BBeieHHBIN BAMU APOJIb UCIOJIb3yeTCs Il HM(POBaHUS 0a3bl JAHHBIX KITFOYEH.

ITapoJib aBTOMATHYECKH COXpaHsIeTCs B 3alM(POBAHHOM BHUE B (ailie HAKOIJICHUS
(dsmcert.sth). ®aii HAKOIMJICHUS UCIOJIB3YETCS KJIMEHTOM IS TOJIYYCHUS TAPOJIst Oa3bl
JAHHBIX KJIFOYEH.

3. Tlonyuute ceprudurat CA.

4. Wwmmoptupyiite ceprudukat B 6a3y nanabix dsmeert.kdb. Hamo mmnoprupoBathb
cepTudUKaT I Kaxaoro kimeHTa B dsmcert.kdb. JIj1s1 KJIHEHTOB 3amyCTUTE KOMAHTY
gsk8capicmd_64 u3 xartasora C:\Windows\SysWOW64 kak moka3ano B ciieqyromeM
npuMepe:

gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "XYZ Certificate Authority"
-file nytb_kopHesoro_ceptugpukara_CA -format ascii -trust enable

B 6a3y nannbix dsmcert.kdb MoxHO 10OaBUTH HECKOJILKO CepTU(HUKATOB CepBepa,
4TOOBI KJIMEHT MOT COEAMHSTRLCS C PA3HBIMU cepBepamu. PazHble cepTuhUKaTHI
JIOJDKHBI UMETh pa3Hble METKU. VICMob3yiiTe B Ka4eCTBE METOK MTOHSITHBIE UMEHA.

BakHoe 3amevanne: [[J1s1 aBapUITHOTO BOCCTAHOBJICHHUS CepBEPa, €CIIN CEPTU(HHUKAT ObLT
HOTEPSH, CepBEp aBTOMATHUYECKH CTEHEPUPYET HOBBIN cepTudukat. Kaxaplil KimeHT
JIOJDKEH UMIIOPTUPOBATH HOBBIH CEpTU(HKAT.

5. Tlocne mobasienus cepTudurarta B 6a3y manusix dsmeert.kdb mobasbre omuro sS1
yes B ¢aitn C: \Windows\SysWOW64\fb.opt u o6rOBUTE 3HAUeHNE onun tcpport.

Bazknoe 3amevanne:
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OObIYHO cepBep HacTpamBaeTcs A1 coequHennit SSL wm TLS wa apyrom nopry,
oTsimaHOM oT coeannenuit He SSL u ve TLS. He 3anaBaiite Homep nopta He SSL uim He
TLS B xauectBe 3Hauenus tcpport. Eciu 3nauenue tcpport - HenpaBuibHOE, aTEHT
BOCCTAHOBJICHHUSI HE CMOXET COCIMHUTHCS C CEPBEPOM.

Brbl He cMoxkeTe coequuuThes ¢ mopToM He SSL mm ne TLS, ucnosns3ys arent
BOCCTaHOBJICHUS, BKIroueHHbIN 111 SSL i TLS, u e cMoxere coequHuTh nopT SSL
m TLS ¢ areHTOM BoccTaHOBJIEHUS, He BKJIFOYeHHBIM U1t SSL mym TLS.

6. 3anaiite npaBuibHble opThl SSL nym TLS B cieayronmx daitnax kondurypanun
areHTa BOCCTAHOBJICHUS:

e C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf

* C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\
RecoveryAgentDMNodes.conf

MapameTpbl NoOKanu

[TapaMeTpsl JIOKAJIM YKa3bIBAIOT SI3bIK, UCNIOJIB3YEMBIN 11 HHTepdeiicoB, cooOIeHNH 1
3JIEKTPOHHOH CIIPaBKH.

Fpaduueckue nurepodencol Data Protection for VMware

®dpaza “rpadpuueckuit maTepdeiic Data Protection for VMware” npuMeHIMAa K CJICAYIOITIM
rpaduyecknm HHTEpPecam:

* I'paduueckuit uaTepdeiic Data Protection for VMware vSphere, qoctym x KoTopoMy
OCYIIIECTBJIETCS B BeO-Opaysepe

* IBM Spectrum Protect vSphere Client - Moaysb plugin B rpaduveckom unTEpdeiice
BeO-kymenTa vSphere

I'paduueckne naTepdeiicel kommoneHTa Data Protection for VMware He moanepxuBarot
paboTy B cpefie C TPOTHBOPEYNBBIMY MTapaMeTPaMH JIOKAJHU IS PA3HBIX IPOIECCOPB, Ha
KOTOPBIX paboTaeT rpaduueckuii nHTepdeiic komnonenta Data Protection for VMware,
xmeHT VMware vSphere Client i cepsep IBM Spectrum Protect.

3ajaiiTe OMHY U Te e MapaMeTpPhl JIOKAJIM Ha CHCTeMax, B KOTOPBIX paboTaeT
rpaduueckuit nutepdeiic komnonenta Data Protection for VMware, xiiment VMware
vSphere u cepsep IBM Spectrum Protect.

[Tpu nepBoM JOCTYIIE K CTPAHUIIE CIIPaBKHU 110 TpaduaeckomMy HHTepGeiicy KOMIIOHEHTA
Data Protection for VMware 4epe3 ccblIKy "Y3HATB OJIpoOHEe" clipaBKa MOSBUTCS HA
SI3BIKE, 3aTAHHOM IapaMeTPOM JIOKAJIM CHCTEMEBI, B KOTOPOit paboTaeT rpaduaeckmii
nHTepdeiic komnonenTa Data Protection for VMware. [1pu nepBoM OCTyIIE K ClIpaBKe
cIpaBKa He MOSIBUTCS Ha SI3bIKE, 3aJaHHOM JIOKaJIblo kKirmeHTa VMware vSphere. B aTom
CJIydae IIEJIKHUTE IOCie OTKPBITHS CTPAHUIBI CIpaBKU rpaduieckoro natepdetica Data
Protection for VMware, no kpaiineii Mepe, 1o ABYM CCBLJIKAM B CIPaBKe M 3aKPOHTE
crnpaBky. B cienyrommii pa3, npu 3amycke CipaBKH IPU MOMOIIY CCbUIIKH "Y3HATh
noapoOHee" OHA MOSIBUTCS HA SI3bIKE, 33JAHHOM apaMeTpoM JIoKaJi kiueHTa VMware
vSphere.

NHTepdeirc BocctaHoBneHusa ¢pannos IBM Spectrum Protect
CopepxumMoe nHTepdeiica u A3bIK MPUTIIAIICHANR COOOIIEHII OMpeIesIIeTCs HapaMeTpoM

sI3bIKa BeO-Opay3epa, OCYIIECTBIISIONIETO JOCTYI K MHTep(elicy BOCCTAHOBJIEHUS (aiiyioB
IBM Spectrum Protect.
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st coobiuenuii 06 ommbkax, 3anucbiBaeMbix B aiis fr_api.log, uarepdeiic
BoccTaHoBeHH (haitioB IBM Spectrum Protect ncnosib3yeT 361K, 3a1aHHBIA HapaMeTPOM
JIOKAJIA CUCTEMBI, B KOTOPOU paboTaeT koMmnoHeHT I paduueckuii maTepdeiic Data
Protection for VMware vSphere.

Onepauuu Ppanna ypHana

Data Protection for VMware co3maet 1 MoauduupyeT HeCKOJIbKO (ailioB KypHAIOB BO
BpeMsI BHITIOJTHEHUSI OTIEPAIIAi TI0 YCTAaHOBKE, PE3ePBHOMY KONMMPOBAHUIO, MOHTHPOBAHUIO
¥ BOCCTAHOBJICHUIO.

Daitnsl xypHasa Data Protection for VMware - 3T0 mpocTbsle TEKCTOBbIE (haitiIbl C
paciperueM . Sf.

WIS KypHasts! ToMenaroTcs B CIeIyIONIHii KaTalor:
%ALLUSERSPROFILE%\Tivoli\TSM\TDPVMware

Karajoru cogepxaT moakaTajaoru I kaxaoro kommnonenta Data Protection for VMware.
Hanpumep, nokaTajior areHT BOCCTaHOBJIEHUS - 3T0 \mount, a noakarasor uarepdeiica
KOMaHJIHOM CTPOKH areHTa BOCCTAaHOBJICHHS - 9T0 \shell.

Daiispl )XypHAJIOB MOXKH ouckaTh B MeHI0 Windows > Ilyck, BeiOpas [1anens ynpapienus
> IMouck u BBeOs *.109.

H(ypHaﬂbI IIOMEIIAOTCA B oba YKa3aHHbIX HUXKE Iy TU:
<user.home>/tivoli/tsm/ve/mount/1og
/opt/tivoli/tsm/TDPVMware/mount/engine/var

Haiitu haitiel xkypHaia MOXXHO IIPH TOMOIIH CJICAYFOIICH KOMaH/IbI:

find /opt/tivoli/ -name "*.log"

Baknoe 3ameuanne: CyiecTByrolue (GhaiJibl )XypHaja Iepe3anuChbIiBAIOTCS MPH KaXI0M
3aIyCKe YCTAHOBKU. Eci BbI CTOJIKHETECH C MPOOJIEMON MPUYyCTAHOBKE M BaM IMOTpeOyeTCs
EPEYCTAHOBUTD MIPOAYKT, IIPEXKIE YEM CHOBA IIPUCTYNATh K YCTAHOBKE, IOJIyYUTE
cymectByrommii aiisr TDPVMwareInstallation.log u3s xarasora %allusersprofile%.

IMpumeuanne: Korga pa6otaer ciryx0a Data Protection for VMware, Heckosibko aiision
KYPHAJIOB HAXOMIATCSl B OTKPBITOM COCTOSIHUM. B pe3ysibTaTe HEKOTOPbIE MEHEIKEPHhI
(ailIoB He MOKA3bIBAIOT TEKYIIIEE COCTOSIHUE ATHX (HailIoB 1 MOTYT COOOIIUTE O HYJIEBOM
pasmepe ¢daitna. Ecii BBIGPATh WM OTKPBLITh OJUH U3 9THX (BailyioB, MeHemkepy dailyios
NPUHYIUTEILHO OOHOBUT CBEACHHMs O (aiie.

dannbl }ypHanoB areHT BOCCTaHOBJIEHUA

Daiist xxypHasa areHT BoccTaHoByeHHs - 310 TDP_FOR_VMWARE _MOUNTnnn.sf. ®aiin
XypHaJa ¢ MOCJeTHUMH JaHHBIMH - 3TO (it c Homepom 040
(TDP_FOR_VMWARE_MOUNTO040.sf). Korna pazmep xypHaJjia TOCTUraeT MakCUMyMa,
co3aaercst HOBBIN (aiis1 xxypHasa. MimMs ¢aitna xypHaia ocTaeTcst TeM ke, HO €ro HoMep
YMeHbIIIaeTCsl Ha equHuIly. Hanpumep, nanHble B (aiiie KypHata ¢ HomepoM 040
KomupyroTes B (haiti sxypHaa ¢ HomepoM (039. daitn xxypHana ¢ HomepoM (40 coepKuT
caMpble CBeXXre TaHHbIe XypHasa. Korma 040 cHOBa mocTHTaeT MAKCHMAaJIBHOTO pa3Mepa,
conepxumoe (aitna 039 nepemernaercs B ¢aitn 038, a uapopmanus u3z 040 caoBa
nepemeraercs B 039.
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dannbl ypHana rpapudyeckoro uHtep¢peinca Data Protection for
VMware

I'pacduuecknii unrepdeiic Data Protection for VMware vSphere nomeraer ¢aitibl xypHasa
B CJICAYIOLINN KaTaJIOr:

ITEIETEM C: \IBM\SpectrumProtect\webserver\usr\servers\veProfile\logs
/opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/
logs

Ipu daitoB xypHaa yOeAUTECH, YTO BbI BKJIFOUMIIA B CKATHIN (aiisl BCe MOIKATAJIOTH.

dannbl ypHanos uHTep¢dpenc KomaHaHon ctpoku Data
Protection for VMware

uHTepdeiic komanaHoit crpoku Data Protection for VMware momeriaet haiiiiel )XypHaIoB B
CJICTYFOIINN KaTaJIoT:

I C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\1ogs

/opt/tivoli/tsm/tdpvmware/common/logs
Ipu daitoB xypHaaa yOeAUTECH, YTO BbI BKJIFOUMJIA B CKATHIN (aiisl BCe MOIKATAJIOTH.

dannbl ypHana uitepégenca soccraHosrneHuna ¢annos IBM
Spectrum Protect

Wutepodeiic BocctanoBIeHUs daitiios IBM Spectrum Protect 3anmceiBaetT cooOIeHUs B
daiimer fr_api.log, fr_gui.log nmessages.l0g. Otu dailbl HAXOAATCS B CIIEIYIOLIEM
KATAJIOTe [0 YMOJTYAHHIO:

INTETETEM C: \IBM\SpectrumProtect\webserver\usr\servers\veProfile\logs
/opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/
logs

Nms u pacnosioxenue daitia fr_api.10g MOXHO U3MEHUTD, 33]1aB OIIINU
API_LOG_FILE_NAME u API_LOG_FILE_LOCATION B ¢aiine onepamuit xxypHaia
BoccTtanoBieHus (aittos (FRLog.config).

Omnepanuy BOCCTaHOBJIEHUS (ailioB Taxke 3amuchiBatoTcs cepsepoM IBM Spectrum
Protect. OTu cooOIIEHHSI MOKHO UCKATh C TOMOIIBIO aIMIHACTPATUBHOTO KJIMEHTA
KOMaHJHOU CTPOKH CepBepa.

e JI7s 3amycka ceaHca KJIMeHTa aJMUHUCTPUPOBAHKS B pSKAME KOMaHTHOW CTPOKH
BBEJIUTE CO CBOCH paboUell CTAHIINY CIICTYFOIIYI0 KOMaH/Yy:

dsmadmc -id=admin -password=admin -dataonly=yes

Ecomm BBecTn komanay DSMADMC ¢ ommusimu -ID u -PASSWORD, xak 31ech moka3aHo, Bac
HE IoNmpocAT BBeCcTH 1D 1MOJIb30BaTENS M APOJIb.

* Uto06b! NpOU3BECTH NMOKCK B CyMMapHO# paciupenHoi Tadmune SQL u yBuaeTs
pe3yJIbTaThl ONepanuii BoccTaHOBJICHUs (aiilyioB, BBeauTe koManay select Ha
AIMUHHUCTPATUBHOM KJIMEHTE KOMaH/IHOW CTPOKH:

select * from SUMMARY_EXTENDED where ACTIVITY_TYPE='File Restore'

Ilouck MmoxHO CYy3UTb, BKJIFOUMB B OIICpATOp BbI60pa OJMH UJIM HECKOJIBKO U3
CIICAYOIIUX KPUTCPUCB:

* ENTITY="UMI_Y3JIA_MEPEMEWEHNS [IAHHbIX '
— * AS_ENTITY="'uMS Y3/IA_LEHTPA [JAHHbIX'
— * SUB_ENTITY="'UMI_XOCTA_VM'

* START _TIME='rrrr-MM-gg 4YY:mm:cc'
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Hanpuwmep:

select * from SUMMARY_EXTENDED where ACTIVITY_TYPE='File Restore'
and ENTITY='LOCAL_MP_WIN' and AS_ENTITY='DC_NODE' and SUB_ENTITY='testvm'
and START_TIME>'2017-03-11 17:30:00'

Kpurepnit START _TIME mognmepxuBaeT 3alpoCH CO CIICAYIOIINMHA 3HAKAMH: PaBHO (=),
MeHbIIIe, YeM (<), Wi O0JIbIIe, 4eM (>).

* UtoOBI MpON3BECTH MOWCK B TAOIHIIE XKypHAJA orneparuii SQL u yBuaeTs coObITHS
oTepaIyii BOCCTaHOBIJICHHSI (DaiiyoB, BBeIuTe KoMaHAy select Ha aAMUHICTpATHBHOM
KJINEHTE KOMaHIHOW CTPOKH:

select * from ACTLOG

[Towck MOXHO Cy3UTb, BKJIFOUMB B OIIEpaTOp BHIOOpA OJMH TN HECKOJIBKO U3
CJICTYIOIINX KPUTEPHEB!

— + NODENAME="UMS_Y3/IA_LIEHTPA [AHHbIX'

— * DATE_TIME='rrrr-MM-Ag Y4:mm:cc'

Hanpuwmep:

select * from ACTLOG where NODENAME='DC_NODE' and DATE_TIME>'2017-03-11 17:30:00'

3anasaitte 3nauenust UMA_Y3/IA_IIEPEMEINEHUA JJAHHBIX n
UMA _Y3JIA_LHEHTPA_JIAHHDBIX, uctioyib3ysi CHMBOJIbI BEpXHET'O pEerucTpa.

Kpurepniit JATA_BPEMA noanepxuBaeT 3ampockl CO CJIETYIOINMH 3HAKaMHU: PaBHO (=),
MeHbIIIe, YeM (<), WM OoJIbIe, 4eM (>).

3anyck nporpammbl U cnyx6 ana Data Protection for VMware

ITo ymosyaHuto, py 3amycke onepanuoHHoi cucteMbl Windows KOMIIOHEHT areHT
BOCCTAHOBJICHUS 3alTyCKAETCSl OT UMEHHU JIOKAJIbHON CUCTEMHOM YUYEeTHO 3amucH.

3anycK cnyx6 KOMNoOHeHTa areHT BoccTaHoBneHua B Microsoft
Windows

[Mopu 3amycke KOMIIOHEHTA areHT BOCCTaHOBIICHUs U3 MeHto [Tyck B Windows ciryx0a
aBTOMAaTHYECKU OCTaHaBiMBaeTcsd. Korga areHT BOCCTaHOBJIEHUS], 3AIIyILEHHBIA U3 MEHIO
ITyck, 3aBepiaet padboTy, ciIyk0a aBTOMaTHYeCKH 3amyckaeTcsi. Kpome Toro, 11 aTux
OTEPAIIOHHBIX CHCTEM, CIIy>kK0a He MpeaocTaBisieT rpadudeckuit uaTepdeiic. YToOb!
UCMOJIb30BaTh Tpaduieckuit uaTepdeiic, nepeitnute B MeHro [1yck B Windows u BeiOepuTe
Bce nporpammbl > IBM Spectrum Protect > Data Protection for VMware > arent
BOCCTAHOBJICHHSI.

nHTepdenc KomaHaHoun ctpoku Data Protection for VMware

Bbl MOXeTe IPOBEPUTH, pAOOTAET JIM KOMIIOHEHT UHTepdeiic KoMaHAHO# cTpoku Data
Protection for VMware, BBIITOJTHUB CJISAYIONIYIO 3a0a9Y:

WM Briepute IMyck > Ianens ynpasJjiennsi > A AMHHACTPHpoBanHe > CJ1y:KObl 1
yOenuTech, 4YTO COCTOSIHUEM KOMITOHEHTa MHTepheic KoMmaHAHoh cTpoku Data
Protection for VMware sBisercs 3anyueH.

IepeiinuTe B KaTanor scripts (/opt/tivoli/tsm/tdpvmware/common/

scripts/) u BBeauTe ClIeIyIOLIYIO KOMAHIY:
./vmclid status
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* Ecmm nemon He paboTaeT, TO BBEIUTE CICAYIONTYI0 KOMaHy, YTOOBI 3aIyCTUTh IEMOH
BPYUYHYIO:
/opt/tivoli/tsm/tdpvmware/common/scripts/vmcli --daemon

JlJ1s OCTaHOBKM U 3aIycKa JeMOHA MOXXHO TaKe MCIOJIb30BATh CICHAPHUH init:

./vmclid stop
./vmclid start
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NMpunoxeHue A. PaclumpeHHoe KOHpuUrypuposaHue

HyXHo Bpy4HYIO CKOHGUTYpUPOBATh U IPOBEPUTDH KaXKIbIi KOMIIOHEHT, UCIOJIb3YS
JIOCTYITHbIE MHTEP(dECh TPUITOKEHNUI.

Mperwne yuem HayaTb

Hepeﬂ BBINIOJIHEHUEM ATOM 3a/1a4 IMPOBCPHTE, BBIIIOJIHEHO JIM CJICAYFOIICE!

Cepsep IBM Spectrum Protect nosmkeH ObITh TOCTYIEH AJIS PETUCTPALUU Y3JIOB.

Monys [M'paduuecknit uatepdetic Data Protection for VMware vSphere ycranosieH Ha
KOMIIBIOTEPE, KOTOPBII COOTBETCTBYET TPEOOBAHUSIM K ONEPAIIOHHON cucTeMe. Y Hero
JIOJIKHO OBITh CETEBOE COEIUHEHHE CO CIIEAYIOIINMU CUCTEMAMMU:

— Cepsep pe3epBHOTO KONMHPOBaHUS vStorage
— Cepsep IBM Spectrum Protect
— Cepsep vCenter

Mpouenypa

1.

Boiingute Ha cepBep IBM Spectrum Protect u BEINOJIHUTE JEHCTBYS, ONUCAHHBIC B
pasnese |“HaCTp017H<a y3s08 IBM Spectrum Protect B cpene vSphere” Ha cTp. 9Zl

Boiinute Ha cepBep pe3epBHOTO KONMMPOBAHUS vStorage M BHIIOJHUTE ISHCTBHS,
onmcaHHbIe B pasjese [ HacTpoiika y3/10B nepeMeIieHus JAHHIX C TOMOIIBIO|
|rpa(bmecr<oro 0JIb30BATEJILCKOTO HHTEpdeiica Moyt plug-in vSphere” Ha ctp. 93[

Boiinute B cuctemy, B KOTOpO#l ycTaHOBJIEH KOMIOHEHT | padmueckmii mHTepdeiic Data
Protection for VMware vSphere, 1 BBIIOJIHUTE 3aa4H, ONIMCAHHBIE B pa3Jieiie
“Kondurypupopanne naTepdeiic KoMaHHOI cTpokn Data Protection for VMware Bl
cpese vSphere” Ha ctp. 99|

B cucreme, B KOTOpOIi ycTaHOBJIEH KOMIIOHEHT [ paduueckuit untepdeiic Data
Protection for VMware vSphere, 3amyctute xymeHT vSphere 1 BOWIuTe B CHCTEMY
vCenter. Ecim xmeHT vSphere yxe padoTaeT, OCTAHOBHUTE €T0 U Iepe3amyCTUTe.

Iepeitnute B kaTasior Home Ha ximente vSphere. ll{enkunte no 3nauky ['padudeckuit
uaTepdeiic Data Protection for VMware vSphere B manerm Perierns n nprioxeHusl.

CoBet: Ecnu 3Ha40Kk He mokasa, 3T0 o3HauaeT. 4yTo ['paduueckuit nutepdeiic Data
Protection for VMware vSphere He 3aperucTpupoBaH Ui MPOU3OIIIIA OITHOKA
COC/IMHEHUSI.

a. B wmenro vSphere Client nepeiinute B Moaym plugin > Ynpasienne Moy asamMu
plugin, 94TOOBI 3aNyCTHTE MEHEIKEp MoayJIei plugin.

b. Ecim Bbl MoxeTe HaiiTu ['paduueckuii unrepdeiic Data Protection for VMware
vSphere u npousoiiner ommoOKa coeAMHEHN S, IPOBEPHTE COSAMHEHUE C
KOMIIBFOTEPOM, Ha KOTOPOM ycTaHoBJIeH [ paduueckuii maTepdeiic Data Protection
for VMware vSphere, BBenst komaHay ping.

PesynbTathbl

I'paduueckuit untepdeiic Data Protection for VMware vSphere roToBs k onepanusm
PE3EPBHOIO KONUPOBAHUS U BOCCTAHOBJICHUS.
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Hactpownka y3nos IBM Spectrum Protect B cpene vSphere

OTa mporeaypa ONUCHIBAET, KaK BPYYHYIO 3aperucTpUpoBaTh y3JIbl Ha cepBepe IBM
Spectrum Protect u mpegocTaBuTh pa3pelieHus IPOKCH JUIsE TUX Y3JI0B B cpefie vSphere.

MNMpemae yem HayaTb

Baxnoe 3amevanue:

06 aToi 3apaue

Bce ykazanHble HUXe IEHCTBUS BBHIMOJHSIOTCS Ha cepBepe IBM Spectrum Protect.

CoBet: DTy 3a7a4y Tak)Ke MOXKHO BBIIIOJIHUTb, MCIOJIb3Ys MacTep KoHpurypauuu
koMmnoHnenTa ["'paduueckuit unrepdeiic Data Protection for VMware vSphere nim 6710kHOT
n3MeHeHus KoHpurypanuu. 3anycrute [ paduueckuit uatepdeiic Data Protection for
VMware vSphere, oTKpbIB BeO-Opay3ep u nepeiins Ha BeO-cepBep rpapmueckoro
unrepdeiica. Hanpumep:

https://guihost.mycompany.com:9081/TsmVMwareUl/

Boiinute B cuctemy, ykazas ID noss3oBatesns vCenter u mapoJib.

» Jlnsg HavanpHOTO KOoH(GUryprposaHus nepeiianre B Kondurypamus > 3anyctuts Mactep
KOH()UrypHPOBaHHUSI.

* Jlns cymiecTByrollei konpurypanuu nepeiiiure B Konpurypamns > IlpaBka
KOH(HUrypauun.

Mpouenypa
1. Boiiaute Ha cepBep IBM Spectrum Protect i 3amycTute ceaHc KMeHTa
aIMUHUCTPUPOBAHUS B PEXUME KOMAHAHOU CTPOKHU:

dsmadmc -id=admin -password=admin -dataonly=yes
2. Beenute xomanmy REGister Node, uToObI 3apeructpupoBaTs Ha cepBepe IBM

Spectrum Protect cienyroiue y3sl:

a. V3ed, cooTBercTByronmit VMware vCenter (y3es vCenter):
REGister Node MY_VCNODE <naponb pans MY_VCNODE>

b. V3em, kotopsrii B3aumozeiicTByeT ¢ IBM Spectrum Protect u I'paduaeckmii
unTepgeiic Data Protection for VMware vSphere (y3en VMCLI):
REGister Node MY_VMCLINODE <naponb pns MY_VMCLINODE>

c. V3el, COOTBETCTBYIOIINY LIEHTPY JIAHHBIX U SIBJISIFOIIUACS MECTOM, IJIe XPaHSATCS
nanuble VM (y3es1 ueHTpa JaHHBIX):
REGister Node MY_DCNODE <naponb ans MY_DCNODE>

d. V3ex, mepememaromuii JAHHBIE C OJTHOTO KOMIIbIOTEpA Ha APYyroi (y3emn
nepeMeIeHus JaHHbIX):
REGister Node MY_DMNODE <naponb pgns MY_DMNODE>

Buumanme: Ilpu perucrpanmu y3y10B Ha cepBepe IBM Spectrum Protect ne
UCMOJIb3YiTe mapamMeTp userid.

3. Bseaute xomanay GRant PROXynode, 4ToOBI 3a71aTh B3aMMOCBSI3U IIPOKCH JIJISI 3THX
y3JI0B:

Hanomunanue: VY37bl Ha3HAYEHUS COACPKAT NAHHBIE, & Y3JIbI-al€HTBI BHICTYNIAIOT OT
HMMEHH y3JI0B HazHaveHus. [1pu npenocraBieHny IOJHOMOYUI IPOKCU Y31y
HA3HAYCHUs y3€JI-al€HT MOXET BBINOJIHATH OllEpallui PE3EPBHOIO KONUPOBAHUS U
BOCCTAHOBJIEHH [IJIs y3J1a HA3HAYEHHUS.
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a. IlpemocTaBbTe aBTOPHU3ALUIO IPOKCH OOBEKTY y3el vCenter, BB CIICAYIOLTYIO
KOMaHay:

GRant PROXynode TArget=MY_VCNODE AGent=MY_DCNODE,MY_VMCLINODE

Ota xomanja npegocrasisseT MY_DCNODE u MY_VMCLINODE mosnHOMOUMS 1J1st
pe3epBHOIO KONUPOBAHUS ¥ BOCCTAHOBJIEHUS! BUPTYaJIbHBIX MAIIMH OT UMEHU

MY_VCNODE.

b. IlpemocTaBbTe aBTOPHU3AIMIO IPOKCH OOBEKTY y3eJI IEHTPA TAHHBIX, BBEIS
CJIETYFOIIYIO KOMAHTY:

GRant PROXynode TArget=MY_DCNODE AGent=MY_VMCLINODE,MY_DMNODE

Ota xomanja npenocrasysger MY_VMCLINODE u MY_DMNODE nostHomMounst ai1st
PE3epBHOTO KOMUPOBAHUS ¥ BOCCTAHOBJICHHUS BUPTYaJIbHBIX MAIINH OT UMEHU

MY_DCNODE.
c. (HeobGs3atennpHo) [IpemocTaBbTe NOJTHOMOYHUS TPOKCH BCEM TOMOJTHUTETHHBIM
O6BeKTaM y3€JI HEHTPpA JAHHBIX UJIH y3JIaM NEPEMEUICHUS JJAHHBIX B Baleu cpenace.

d. TIpoBepbTe B3amMOCBSI3M IPOKCH: BBenuTe Ha cepepe IBM Spectrum Protect
xomany Query PROXynode. Hmwke moka3aHbI 0KHIaeMble BBIXOIHBIE PE3YIbTAThI
koMmaHAbl: OXkuaeMble BEIXOAHBIE Pe3yIbTATH KOMaH/bI:

Target Node Agent Node
MY_VCNODE MY_DCNODE MY_VMCLINODE
MY_DCNODE MY_VMCLINODE MY_DMNODE

JanbHenwmne gencreuna

Crenyroinas onepanusi KOHQUIypHUpOBaHUS BPYYHYIO, BBIIOJIHSIEMAs MOCJIE YCIEIHOM!

HacTpoiiku y3510B IBM Spectrum Protect - HacTpoiika y3J10B IepeMelleH s JaHHbIX

(cMoTpuTe pasaes[‘HacTpoiika y3JI0B epeMelleH s JaHHBIX C IOMOIIBIO Ipaduueckoro|
0J1b30BATEIILCKOTO HHTEpdeiica Moyts plug-in vSphere”).

| HacTponka y3noB nepemeLleHMA AaHHbIX C NOMOLLbLIO rpaduyecKoro
| nonb3oBaTenbCcKoro uHtepgenca moayna plug-in vSphere

Ecym BBI BRITPY3UTE pabouyro HATPY3KY MO pe3epPBHOMY KONMPOBAHUIO HAa CEPBEP
pe3epBHOro KonupoBaHus vStorage B cpesie vSphere, BB MOXeTe ¢ IOMOIIBIO MacTepa
MepeMeIIeHNs TAHHBIX HACTPOUTH Psif Y3JIOB IEpPEMEIIeHUs JaHHbBIX JJI51 BBIIOJHEHUS
omnepaluii u nepeMelieHus JaHHbIX Ha cepsep IBM Spectrum Protect.

Mperwnae yuem HayaTb

J71s1 HACTPOMKH y3JI0B IIEPEMEILICHNUST TAHHBIX TPeOyeTCs MPOU3BECTH U3MEHEHUS
KOH(UTypanmu, 3amyCTUTh HEOOXOAMMBIE CITy>KObI ¥ TPOBEPUTH HACTPOHKY.

DTH 331241 MOKHO BBIIOJIHUTH C TOMOIIBIO TPA(UUECKOTO MOJIH30BATEILCKOTO
untepdeiica Moays plugin, YTo NO3BOJIIET YIPOCTUTH U YCKOPUTH MPOLIECC CO3AHUsI Psiaa
y3JI0B epeMeleHus JaHHbIX. JIN00 MOXKHO BBINOJIHUTH 3TU AEHCTBUS BPYUHYIO;
JIONOJTHUTEIbHYIO MHBOPMALIIIO CMOTpPUTE B pasese|“HacTpoiika y3710B nepemeriens|
lz[aHHLIX BpPYYHYIO B cpefe vSphere” Ha cTp. 9Sl

B crarmaptHOii cpene Data Protection for VMware 115 kaXa10ro KOMIOHEHTA 3T
MePEMEIIIEHUST TaHHBIX MCIOJIb3YeTCS OTaebHbIA (aitr dsm.opt (Windows) uim pasmen
¢aiima dsm. sys (Linux). Eciii HeCK0IbKO Y3JIOB IEpeMEIICHUS JaHHBIX Ha CEpBEpe
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PE3ePBHOTO KOMUPOBAHUS VStorage MCIOJIb3YIOTCS TS ey ITMKAIIMA TAHHBIX U Y 9THX
Y3JI0B €CTh Pa3pellcHusl Ha IepeMeIlieHne JaHHBIX IJIsl OTHOTO M TOTO e OOBEKTa y3e
HEHTPA JAHHBIX, KX bl (aita dsm.opt wim pasmen daiina dsm.Sys HoDkeH coaepKaTh
cBoe 3HaueHue omuu dedupcachepath.

V3en nepementieHust GU3NUECKUX JAHHBIX OOBIYHO UCHOJIBL3YeT SAN I pe3epBHOTO
KONMPOBAHUS M BOCCTAHOBJICHUS TaHHBIX. Ecim BBl KOHGUTypHupyeTe y3ei1 nepeMelieHus
JIAHHBIX JJI1 HEOCPEICTBEHHOIO JOCTYNA K TOMaM XPaHEHHUs, TO OTKJIFOYHUTE
ABTOMATHYECKOE Ha3HAYCHNE OYKB AUCKOB. ECIIM BBI HE OTKIIFOUYNTE HA3HAUYCHUE OYKB
JIICKOB, TO KJINEHT Ha y3JIe IEPEMEILCHNUS JaHHBIX MOXKET MOBPEAUTH OTOOPaKCHUE
HECTPYKTYpHPOBaHHBIX NaHHBIX (Raw Data Mapping, RDM) BuptyasisHbIX quckos. Ecim
RDM BupTyaJIbHBIX JUCKOB HOBPEXIEHO, TO PE3EPBHOE KOIMPOBAHUE BBIIOJIHUTD
HEBO3MOXHO.

Orpannuenne: Data Protection for VMware He moiep>KuBaeT paclicaHue cepepa
Pe3epBHOTO KOMMPOBaHUS VStorage (MCIOIB3YeTCs B KAUeCTBE y3Jia IIePeMEeICHU ST JaHHbBIX )
JUTSL Pe3epBHOTO KOIMMPOBAHUS CaMOTO cebs1. YOeauTeck, 4To cepBep pe3epBHOTO
KONMPOBaHUs vStorage NCKJIFOUEH U3 CBOMX pachucanuii. Microsp3yiite apyroit cepsep
pe3epBHOTO KOMUPOBAHMS VStorage I pe3epBHOTO KONMPOBAHUS BUPTYAJIbHOI MAIIIWHBI,
KOTOpas COJIEPKUT CEpBEP PE3EPBHOIO KOMMPOBAHUS vStorage.

Eciu BaM Hy’>XHO BBIIOJIHUTB KaKHe-JIM00 U3 yKa3aHHBIX BBIIIE HACTPOEK, CMOTPHUTE pa3aes
"Kak Bpy4HYI0 HACTPOUTD Yy3JIbl IEPEMEILIEHHsI JAaHHBIX B cpenie vSphere".

06 aToun 3apnaue

Hcnomnsp3yiite Monyis plug-in vSphere, 9To0B CKOHOUTYPUPOBATH Y3IIbI IEpEMEIICHIS
JTAHHBIX.

Mpoueaypa
1. B momye plugin vSphere Beioepute IBM Spectrum Protect.
2. Ha Bknanke Kongurypuposarts Bribepute CpeacTBa nepeMenieHnsi JaHHbBIX.

3. B manemu /{o6aBuTb cpeJCTBA NepeMelleHusi JAHHBIX BHIOEPUTE B BBINAIAIOIIEM MEHIO
LIEHTP JaHHBIX.

4. V3MeHuTe HyXHBIM BaM 00pa30M CIJICAYIOITIE TOJIS:

e Nma CpeaCTBA NEPEMEINCHUA JTAHHBIX Nms y3J1a, B KA4Y€CTBE KOTOPOT'O YK€
IIOACTABJICHO PEKOMCHAYEMOC UM Ha OCHOBE Hpe(i)I/IKCEl y3J1a, UMCHHU y3Jia OCHTpa
JaHHBIX, UMCHHU CPCACTBA IICPEMCIICHUA JAHHBIX U YBCJIMYUBAFOIICT OCA HOMEDPA.

* Hwms xocta GpyHKUMN nepeMeleHus JAHHBIX

* Iloan3oBaTess vCenter, B KauecTBE KOTOPOT'O YK€ MOJCTaBJICHO UM NOJIb30BATEIS,
3apEerUCTPUPOBABIIETO MOAYJIb plug-in.

* Ilaposs vCenter

lenkauTe no /{o6aBUTh, KOrAa 3aKOHYUTE pabOTy ¢ MapaMeTpamu.
5. B okne Pe3yabTaThl OyaeT moka3aHo ClieAyrolee:

* WM ckoHDUTYpHPOBAHHOTO CPEICTBA MEPEMEIICHUS TaHHBIX.

* Pacnonoxenue ¢aiina onmuit. BHocs u3MeHeHus B 3T0T (haiis, MOXHO
CKOH(UTypHPOBATD CPEJICTBO NEPEMEIIECHHS JaHHBIX.

* Pacnosioxenne GpaityioB KypHaJIOB.
*  Omnmuu no yMOJMaHUIO, KOTOPbIE UCIOJIb30BAIIUCh.

6. Teneps BBl MOXeTe IPOTECTUPOBATE CPEACTBO NEPEMEILEHUS] JAHHBIX, UCIOJIb3YsI
BKiaaxy IBM Spectrum Protect > Kondurypuposarthb cpecTBa nepeMenieHus JaHHbIX.
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Taxxe MOXXHO TPOBEPUTDH YCTAHOBKY, BEIOPAB CPEICTBO NIEPEMEIICHUS JAHHBIX U
HaxaB Ha IIpoBepuTh 111060 MPOBEPHUB COCTOSIHUE IIPH CIIEAYIOMIEM J00aBICHUH
Cpe/ICTBa NepeMelleHNS TaHHBIX.

7. CpencTBo mepeMemeHns JAHHBIX MOXXHO JOOABUTH B PACHHCAHNE, HCIOJIb3YS BKJIAIKY
IBM Spectrum Protect > Pacnncanus.

HacTtpoiKa y3noB nepemelleHUA AaHHbIX BPY4YHYO B cpeae vSphere

Ecu BbI BRITPY3UTE pabovyr0 HATPY3KY [0 PE3EPBHOMY KOMMPOBAHUIO HAa CEPBEP
pe3epBHOro KomupoBaHust vStorage B cpene vSphere, Bbl MOXeTE BPYYHYIO HACTPOUTH Y3JIbI
MepEeMEIICHNS IAHHBIX JIJIS BBIOJIHEHUS ONIepalnii ¥ epeMellieHrsl TaHHBIX Ha cepBep IBM
Spectrum Protect.

Mpexae yuem HayaTb

V3en nepemenieHnst GU3NUECKUX JAaHHBIX OOBIYHO UCOJIb3YyeT SAN 1T pe3epBHOTO
KOIIMPOBAHUS ¥ BOCCTAHOBJIEHUS JAHHBLIX. ECJIN BBI KOHQUTYpHUPYETE y3JIbI IIEPEeMEITICHUS
JIAaHHBIX JIJI HEMOCPEACTBEHHOTO TIOCTYNA K TOMaM XPaHEeHHUsI, TO OTKJIFOYUTE
aBTOMATHYECKOE Ha3HAUYeHHe OyKB AUCKOB. Eciii BLI HE OTKJIFOUMTE Ha3HAaYeHHE OYKB
JIUCKOB, TO KJIUEHT Ha y3Jie epeMelleHUs] JAHHBIX MOXET IOBPEIUTH OTOOpaKEHUE
HECTPYKTYpHPOBaHHBIX MaHHBIX (Raw Data Mapping, RDM) BuptyassHbIX quckoB. Ecim
RDM BupTyasbHBIX TACKOB MOBPEXKACHO, TO Pe3epBHOE KOMMPOBAHNE BHIIOJHATE
HEBO3MOXHO.

Oobs3aTebHble CIy:k0bl: DyHKIMH epeMeIeHUsT JaHHBIX TpeOyeTcs ciry)x0a MpueMHUKa
KJIMEHTA, CJTyk0a yIaJIeHHOTO areHTa KJIMeHTa U CIIy’K0a IUIaHUPOBIIMKA KJIMEHTA, O YeM
TOBOPUTCA B CIICAYIOINUX HIarax. Ecim BBI yaajauTe q)yHKHI/II-O NepeMEIICHU A JaHHbBIX U3
HECHTPA JaHHBIX, ﬂeHHCTaﬂﬂprﬁTe 1 yJaJIiTe 50T C.Hy)K6I)I AJIA q)yHK]_ll/II/I nepeMenicHu A
JTAHHBIX.

Baxnoe 3ameuanne: Eciu y3es nepeMelrieHusl JaHHBIX HE YCTAHOBJICH B TOU e CHCTEME
Windows, uto u xomnoreHT [ paduueckmii uaTepdeiic Data Protection for VMware vSphere,
U ecJI IpU KOH(GUTYPUPOBAHUH y3Jia MEPEMEIICHUS TaHHBIX ObLIA BEIOpAHA OMIUS
Co3aathb cJy:K0bl, OMMCAHHBIC HUXE IIard He TPEOYIOTCS.

B cranaaptHoii cpene Data Protection for VMware jis kaX/10ro KOMIIOHEHTa y3eJl
MepEeMEIIeHUST TaHHBIX UCIIOJIb3YeTCs OTaebHbIA (aitn dsm.opt (Windows) wim pasmen
¢aiima dsm.sys (Linux). Eciu HeckoIbKO y3JI0B IepeMelleHUs JaHHBIX Ha cepBepe
pPEe3epPBHOTO KOMUPOBAHMSI VStorage NCIOIBL3YIOTCS TS ASAYIUIMKAIIT JaAHHBIX U Y 9THX
y3JI0B €CTh pa3pelleHusl Ha MepeMeIeHIe JaAHHBIX JJIs OJIHOTO U TOTO ke O0BEKTa y3el
NEeHTpa JaHHBIX, KaX Al (haitia dsm.opt wam pasmen daiina dsm.sys TOJDKeH coaepKaTh
cBoe 3HaueHue onnuu dedupcachepath. UtoObl OOUTHCS HAMITYUIIMX PE3yJIbTATOB,
3aaiTe pa3Hble 3HaveHus onuii Schedlogname u errorlogname as kaxmoro ¢aia
dsm.opt wm pasaena daiia dsm.sys. MuHAUMAaIbHBIA HAOOP 00s3aTEIBHBIX OMIUI
[OPUBEJCH B OMUCAHMY I11ara 2.

V3en nepeMenieHus GU3NICCKUX TAHHBIX OOBIYHO UCTONB3yeT SAN M1 pe3epBHOTO
KONMPOBAHUS ¥ BOCCTAHOBJICHUS TAHHBIX. Ecm BBI KOHQUTYpHpyeTe y3ei NepeMeIeHIs
JIAHHBIX [UJT HEIIOCPEICTBEHHOTO TOCTYIa K TOMaM XPaHEHHUsI, TO OTKJIFOUHTE
aBTOMATHYECKOE Ha3HaYeHUE OYKB MUCKOB. ECIIM BBI HE OTKJIFOUMTE Ha3HAUCHNE OYKB
JIMCKOB, TO KJIMEHT Ha y3JIe IepeMeIIeHNUs JAHHBIX MOXXET HOBPEOUTh OTOOpaKEHUE
HECTPYKTYpHpOBaHHBIX naHHBIX (Raw Data Mapping, RDM) BuptyamsHBIX quckoB. Ecom
RDM BupTyaibHBIX AUCKOB MMOBPEKIEHO, TO PE3EPBHOE KOMMPOBAHUE BHIIIOJIHUTH
HEBO3MOXHO.
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Orpannuenne: Data Protection for VMware He moiep>KuBaeT paciucaHue cepBepa
pe3epBHOrO KOMUPOBaHUs vStorage (MCIOJIb3yeTCs B KaUeCTBE y3J1a epeMeIleHHs] JaHHBIX )
JUIS Pe3epBHOTO KOIMPOBAHUS caMOTo cedsl. YOeauTech, YTo cepBep pe3epBHOTO
KOMUpoBaHusl vStorage UCKJIIOUEH U3 CBOUX pacnucanuii. cnomb3yiite Apyroii cepsep
Pe3epBHOro KONUpOBaHUs vStorage JJis1 pe3epBHOIO KONMPOBAHUS BUPTYaIbHO! MaIlIUHBI,
KOTOpasi COAEPKUT CEPBEP PE3EPBHOIO KOMUPOBAHUS vStorage.

06 aTou 3apnaue

CoBer: Bce yka3aHHbIe HIKe JeHCTBUS BBINOJIHAIOTCS Ha CEpPBEpe Pe3epPBHOTO
KONHMpoBaHuA vStorage.

Mpouenypa
1. Vo6enurech, 4TO HAa KOMIIbIOTEPE HA3HAUYEHUSI YCTAHOBJIEHA TporpaMmma Java.

2. 3ajaiiTe COOTBETCTBYIONIME IEPEMEHHBIE CPE/IBL.
a. Ybenutech, uto nepemenHas cpeasl JAVA_HOME skcnopTupoBaHa NpaBUIIBHO:
export JAVA HOME=<jre-or-jdk-install-dir>
b. Vo6emutech, yTo nepeMenHas cpebl PATH sxcrmopTrpoBaHa mpaBUIbLHO:
export PATH=$PATH:$JAVA_HOME/jre/bin

c. Yb6enutech, uto nepemenHas cpensl LD_LIBRARY _PATH skcnopTupoBaHa mpaBUIIbHO.
[TpoBepbTe ee MM 3a7aiiTe B KAUeCTBE e 3HAUCHHUSI KATaJIOT YCTAHOBKY KJIMEHTA U
COBMECTHO HUCIOJIb3yeMyto 6ubymoTeky Java, 1ibjvm. so:

Jos IBM Java :
export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin:$JAVA_HOME/jre/bin/classic
Jns Oracle Java :
export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin:$JAVA_HOME/jre/1ib/amd64/server
3. Cospaiite ¢aiir onmmii dsm.opt wim dsm.Sys B CJIeayIOIIEM PaCOJIOKCHNHN:
* Windows: C:\Program Files\Tivoli\TSM\baclient
e Linux: /opt/tivoli/tsm/client/ba/bin

4. CxomupyiTe omiuu 13 npuMepa (aiisia onuuit 1js y371a nepeMenieHust JaHHbIX B haiin
dsm.opt wm dsm.sys. UToObI HaliTH (aiia mpuMepoB T y3J1a epeMEIeHUS JaHHbIX:

* OrtkpoiiTe Opay3ep u BBenuTe ajapec Beb-cepBepa rpaduueckoro naTepdeiica:
Hanpumep:
https://guihost.mycompany.com:9081/TsmVMwareUI/

* BoiianTe B cucTeMy, yka3aB UM I0JIb30BATEJIS ¥ HAPOJIb U YO AUBIINCE, YTO
BbIOpaH PexnuM KoH(urypuposanus.

* B macrepe KOHQUTYpHUPOBAHHS NEPEHINTE HA CTPAHUITY Y 3JIbI IIEPEMEILICHAS
TTAHHBIX.

° HaﬁﬂI/ITe Hy)KHbIﬁ BaM y3€JI ICPEMECIICHN A JAaHHBIX U ICJIKHUTE 110 Hpezlcmsﬂelme.

* Cxomupyiite npuMeps! onuuii ¢ Bkyiaaku Windows mwm Linux B ¢aiin onmumit.

HpI/I HeO6XO,Z[I/IMOCTI/I Bbl CMOXETEC HACTPOUTDH 3TU ONIIUUN OJIA Barei CpCabl.

Onucanue oniuit cMOTpuTe B pasesie |ClIpaBOYHIK O OMITHsIM|

Juts omeparuii MTHOBEHHOTO JOCTYIAa, MTHOBEHHOT'O BOCCTAHOBJICHUS! HJTH
MOHTHUPOBaHUS (BOCCTAHOBJIEHUS (haiJIOB) 00s3aTEJIbHO JOOABbTE
VMISCSISERVERADDRESS B ¢aiis onmuii y371a nepeMeleHus TaHHbIX. 3agaite [P-aapec
cepepa iSCSI ceTeBoii KapThHI Ha cepBepe Pe3epBHOTO KONMPOBAHUS VStorage, KOTOPBIT
WCNOJIb3yeTcs T nepenayn maHHbix iISCSI Bo BpeMst ObICTPBIX onepanuii. Puzmueckas
ceTeBas KapTa, NpuBs3aHHas k ycrpoucTBy iSCSI Ha xocte ESX, mo/pKkHA HAXOOUTHCS B
TOI1 e IO/ICeTH, YTO U CeTeBas KapTa cepBepa pe3epBHOr0 KONUPOBaHuUs vStorage,
KOTOPBI MCHOJIb3YeTCs ISl epenaun ganHbix iSCSILL

96 1BM Spectrum Protect for Virtual Environments: Data Protection for VMware: PykoBoacTBO 110 ycTaHOBKe


http://www.ibm.com/support/knowledgecenter/en/SSEQVQ_8.1.6/client/c_opt_clioptref.html

5. BaemuTe ciemyromyro KOMaH/Iy, YTOOBI 3a4aTh HOJIb30BaTEN 1 HapoJb vCenter
VMware 11 y3J1a nepeMelleHns JaHHbIX:

dsmc set password -type=vm vcenter.mycompany.xyz.com <afMUHUCTpaTOp> <maponbl>

6. Hacrtpoiite ciry>x0y npueMHIKa KJIMEHTA U CIIyKOY IIaHUPOBIIMKA ITEPEMEIICHUS
JTaHHBIX, BBITIOJIHUB CJICTYFOIIHE 33 1aH:

o WIITTEN B sToit npoueaype MCIOJb3yeTcst MacTep KOHMDUIYPUPOBAHUS
rpa¢guueckoro uatepdeiica kmenta IBM Spectrum Protect, 4ToObI HACTPOUTH
CITyXk0y pUEeMHNKA KJIMEHTA U CIIYyXOy IMITaHupoBIuKa. [1o ymMoaHuIo CITy)K0a
areHTa yAaJIeHHOTO KJIMEHTa TAaK)Ke HACTPAMBAETCs C IOMOIIBIO 3TOT0 MacTepa.
Ecim BbI HCIIOJIB3yeTe YTUIINTY KOH(DUTYPUPOBAHUS KJIMEHTCKOH city)0b1 IBM
Spectrum Protect, (dsmcutil) s aToit 3agaum, 0043aTeJILHO YCTAHOBUTE CITYy)KOY
areHTa yAaJICHHOTO KJIMEHTA.

3amyctuTte MacTep KoHGUrypupoBanus kimenTa IBM Spectrum Protect u3 meHro
Daiin: nepeitnure B Y THIMTHI > MacTep HACTPOHKH:
— Bribepute CrongurypupoBath Beo-kanenT TSM. Beenute HyXHbIE JaHHBIE.

a. Jlusg onuuu Korfa Bbl XOTUTE 3anycTUTb CnyxOy? Buibepute
ABTOMaTH4YecKkH npu 3arpy3ke Windows.

b. Jlusg ommmu 3anycTuTb cnyxBy no 3aBepuieHMW paBoTel 3TOro mMacrepa?
BbIOepuTe Jla.

Korma onepamus OyaeT yCIeIHO BHINOJIHEHA, BEPHIUTECh HA HAYAJIbHYIO CTPAHUILY
MacTepa U nepeiiinTe x mary b.

Coset: Ecnu BbI KOHQUTYpHpYETE HA OHOM KOMIBIOTEPE HECKOJIBKO Y3JIOB
nepeMeIleHns JaHHBIX, TO AJIs KaKI0T0 3K3eMIUISIpa aKLENTopa KJIUEeHTa HyKHO
3a1aTh CBOM HOMED IIOpTA.

— Bribepute CKOHOUTYpUpPOBATL MNAHWUPOBWWK KMeHTa TSM. BemuTe HyXHBIC
JaHHBIC.

a. HpI/I BBOJC UMCHHU IIJIAHUPOBIIHUKA y6€I[I/ITCC]), qTo BI)I6paHa onnus
Hcnonb3oBats A5 ynpapienus miannposumkoM Client Acceptor Daemon
(CAD).

b. nsa omuu Korfa Bl XOTUTe 3anyCTUTb Cryx0y? BeIOEpHTE
ABTOMaTH4eckH npu 3arpy3ke Windows.

c. Jlua ommmu 3anycTuTb cnyxBy no 3asepuieHun paboT 3TOro Mactepa?
BeIOEpuTe Jla.

° ﬂ.ﬂfl Y312 nepeMenieHust 1aHHbIX B Linux BemojmuTe CJIeayrouue maru:

a. [Iporpamma ycraHoBkH co3naet ciieHapuit 3amycka Client Acceptor Daemon
(dsmcad) B /etc/init.d. [IposepnTe ee nim 3aalTe COOTBETCTBYIOLIHE
nepeMeHnbIe cpennl B paiine /etc/init.d/dsmcad.

b. 3apaiite cieayromue oniuu B Qaiisie dsm.Sys, B pas/iese y3e nepeMereHus
JTAHHBIX:

— Bapaiite omuio managedservices co CIeIyIONUME IBYMS HapaMeTPaMHU:
managedservices schedule webclient

DTa ommus ykaswiBaet, uto AeMoH Client Acceptor ynmpasisieT u
BeO-KJIMEHTOM, ¥ IUIAHHPOBIIIUKOM.

— (Heobs3aTenpHo) Ecin BBl XOTUTE HANPABJIATh HHGOPMAIUIO O PACHMCAHUY U
ommbKax B (hailJiel XKypHaIa, OTIUYHBIE OT (DAKIIOB 0 YMOJTIAHUIO, TO
3amaiite ommuu schedlogname u errorlogname ¢ HOJHBIM UMeHEM (Gaiisia, B
KOTOPOM CJIEAyET COXpaHsITh HHPpOpMAIHIO XypHalia. Hanpumep:

schedlogname /vmsched/dsmsched_dm.1og
errorlogname /vmsched/dsmerror_dm.log
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¢. 3amycTtuTe CIIy’)XOy MPUEMHUKA KJIMEHTA.

Client Acceptor Daemon 10oDKeH OBITH 3aIyINEeH, YTOOBI OH MOT YIPaBJISATh

OTIepaIysIMH ITAHUPOBINUKA WK BeO-KimeHTOM. OT UMEHH MOJIb30BaTelIs 100t

BBITIOJTHATE CJICAYFOIINE [IIATH:

1) CxoHdurypupyiite cCiryx0y IpueMHIKa KJIMEHTA U CIIYXO0Y IIaHUPOBIIUKA
HepeMeIIeHNs TaHHBIX, TaK YTOOBI OHH padoTasM Kak cepBep Pe3epBHOTO
KOIMPOBaHUS vStorage.

2) 3amycTHTe MPUEMHUK KJIMEHTA, BBEJISI CIICIYIOIIYIO KOMAHTY:
service dsmcad start

UTo0kI IIPUEMHUK KJIUCHTA 3aITyCKAJICSI aBTOMATHUYCCKHU ITOCJIC NICPE3aIlyCKa
CUCTCMBI, ,HO6aBLT€ B OKHC IIpUIJIAIICHUA 000J104KH CJICAYIOLIYIO C.]'Iy)K6yZ

# chkconfig --add dsmcad

Coset: Ecim BBl XOTHTE 3aIycKaTh KOMaHIy dSMC HEMOCPEICTBEHHO U3
KOMAaHJTHOI CTpOKH Linux, BbI TakKe JTOJDKHBI IPUMEHUTD K KOMaH/THOU
000JI0YKe 3KBUBAJICHTHBIC IEPEMEHHBIE CPEbI, O KOTOPBIX TOBOPHIIOCH B
mrare 2.

7. 3aHy0TI/IT€ CeaHC KOMaH/IHOMI CTPOKH NEPEMEIICHNA JAaHHBIX C UCIIOJIb30OBAHUEM

napaMeTpoB KOMaHIHOM cTpoku -asnodename u -optfile:
dsmc -asnodename=VC1_DC1 -optfile=dsm_DM1.opt
V6enurech, 4TO MOCIe HAYAJIHHOI'O BXO/Ia B CUCTEMY y BAC HE 3alpAllIUBAIOT APOJIb.

Bunmanne: Bo m36exanue coos miaruposimka IBM Spectrum Protect ydequrecs, uto
onmus asnodename He 3amaHa B daitne dsm.opt (Windows) uim B pasnese daitia
dsm.sys (Linux). [TnanupoBiuk 3anpammsaeT Ha cepBepe IBM Spectrum Protect
pacmucaHusl, cBsi3aHHbIe ¢ nodename (y3eJ1 epeMelleHns JaHHBIX), & He ¢ asnodename
(y3en nenTpa manueix). Eciu B daitre dsm.opt uam dsm. sys 3amana onmust
asnodename, TO 3aNpaIIMBAIOTCS PACIUCAHUS, CBsI3aHHBIE ¢ asnodename, a He ¢
nodename. B pe3ysibTaTe onepanyy pacuucaHus 3aBeplIalOTCs HeyJauHO.

Cremnaiite ciemyrolnee:
a. Ilposepnte coenunenue c cepepom IBM Spectrum Protect: BBenute komanay

dsmc query session

OTta KOMaH/Ja BBIBOOUT I/IH(I)OpMaIII/IIO O C€aHCC, BKJIFOYas TCKYIICC UMs y3Jia, BPEMS
YCTAHOBJICHHA CC€aHCaA, I/IH(i)OpMaL[I/IIO O CCPBEPC U O COCANHCHHUU C CCPBEPOM.

b. VY6emutech, 4TO BBl MOXETE BBIIOJHUTH PE3EPBHOE KONMMPOBAHNUE BUPTYAJIbHOMN
MalIUHbIL; BBEAUTE KOMAHIY

dsmc backup vm vml

Ha marax 5b u 5d vml - 3T0 UMs BUPTyaJIbHOW MAIIIMHEI.

c. Ybenutech, YTO pe3epBHOE KOMMMPOBAHNE YCIEITHO BBINOJHEHO: BBEAUTE KOMAHTY
dsmc query vm "x"

d. VOemurteck, 4TO BUPTYaTHHYIO MAIIIMHY MOXHO BOCCTAHOBUTH: BBEIUTE KOMAHIY
dsmc restore vm vml -vmname=vml-restore

Vo6enuTtech, 9TO aKIENTOP U areHT KJIMEHTa CKOH(GUTYPUPOBAHBI IPABUJIHHO:

a. Bmemmre B okHe BeO-Opay3epa agpec IBM Spectrum Protect vSphere Client -
Monyms plugin. Hanpumep:
https://guihost.mycompany.com/vsphere-client/

b. Boiinute B cucreMy ¢ nMeHeM 10JIb30BaTes U napoJieMm vCenter.

Ha Be6-xmmenTe vSphere Beibepute IBM Spectrum Protect > Kondurypnposanue >
CpezcTBa nepemMenieHnst JaHHbIX.

IBM Spectrum Protect for Virtual Environments: Data Protection for VMware: PykoBoJCTBO 110 yCTaHOBKE



d. VYo6enutech, uto B cToi01e CocTosiHue TS y3J1a IEpeMEIeHUs TaHHBIX TOKa3aHo
3HaueHue IlpoBepeno. Ecim nokazano 3Hauenue Heyaauno, HaBenuTe ykazaTesb
MBI HA COCTOSHUC, ‘{TO6LI yBI/IZ[CTI) COO6IJ.[CHI/IG o Hey,[[a‘{HOM BBIIIOJIHCHUU.

Coser: Ecym [P-agpec u3MeHHUTCS B CHCTEME, B KOTOPO#l YCTAHOBJICH KOMITOHEHT
I'padmueckuit maTepdeiic Data Protection for VMware vSphere, BbI TOJDKHBEI OyieTe
BBINOJIHUTH CJIE/YIOIIEE:

a. CHoBa HacTpoiiTe aKUenTop KJIMEeHTA, YTOObl KOMIOHEHT I paduueckuii uatepdeiic
Data Protection for VMware vSphere ObLI BKJIFOUECH [IJTs1 onepanuii. B mpoTuBHOM
ciryyae MeHepkep plug-in mokaxer cocrosuue I paduueckuii matepdeiic Data
Protection for VMware vSphere kax BBIKJIFOUCHHOE.

HoHdurypupoBaHue niteppenc KomaHgHoun ctpoku Data Protection for
VMware B cpeane vSphere

N3mennte npoduib narepdeiic komannHoii crpoku Data Protection for VMware B cucteme,
rje ycranonJjeH [ paduueckuit uaTepdeiic Data Protection for VMware vSphere.

Mperwne yuem HayaTb

ITpoduis (vincliprofile) pacmosoxen B CJICAYIOIIEM KaTaJIOre Ha KOMIIbIOTEPE, Ha
KOTOPOM YCTaHOBJIEH MoIyJIb I paduuecknii maTepdeiic Data Protection for VMware
vSphere:

/opt/tivoli/tsm/tdpvmware/common/scripts

W 64-Paspsanas cucrema: C:\Program Files\IBM\SpectrumProtect\
Framework\VEGUI\scripts

06 aTtoun 3agaue

Bcee YKa3aHHBIC HUXKE Z[Cf/iCTBI/Iﬂ BBITIOJIHAROTCSA B CUCTEME, I'I€ YCTAHOBJICH KOMIIOHCHT
I'paduueckuii untepdeiic Data Protection for VMware vSphere.

CoBet: DTy 3a/1a4y TaKXKe MOXHO BBIOJIHUTH, UCIOJIB3Ysl MacTep KOHGUTYpAIIUT
koMmrioHeHTa [ 'paduueckuii maTepdeiic Data Protection for VMware vSphere wm 6J10KkHOT
koHpurypanuu. [lepeiinure B okHO KoHburypamms kommnonenta ['paduieckuii maTEepdeiic
Data Protection for VMware vSphere u meskHATE 10 3amyCTHTh MacTep KOH(UTYpPHPOBAHUS
w 1o U3meHuTh KOHGUrypanmo.

Mpoueaypa
1. 3apmaitte B mpodue cieayromue mapaMeTphl:
VE_TSMCLI_NODE_NAME
3apaiiTe y3es, COeUHSIONINI KOMIIOHEHT HHTep(deiic kKoMaHaHOU cTpoku Data

Protection for VMware ¢ cepsepom IBM Spectrum Protect u areHToM y31a
(MY_VMCLINODE).

Orpannvenne: y3eq VMCLI ve nogaepxuaet npotokos SSL umm
ayrertuukanuto LDAP npu coequnaenun ¢ cepsepom IBM Spectrum Protect.

VE_VCENTER_NODE_NAME
3ajaiiTe BUpPTyasbHBIN y3e, npenctasistonmii vCenter (MY_VCNODE).
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VE_DATACENTER_NAME
3ajaiiTe BUPTyasbHbIN y3€JI, OTOOpaXkaeMblil B IEHTP NaHHBIX. CHHTAKCHC!
UMSI_LIEHTPA_[laHHbIX : : UMSA_Y3na_LeHTpa_faHHbIX

* B 3HaueHWH MMS_LLEHTPA_AaHHBIX YIATHIBAETCS PETHUCTD.

* VOemutech, YTO 3TOT MapaMeTp 3aJ1aH IJI1 KaXKIO0ro LIEHTPa JaHHBIX B CPEe
(MY_DCNODE).

* ['paduueckuii untepdeiic Data Protection for VMware vSphere He
MOJIIEPXKUBACT IIEHTPBI TAHHBIX C TAKUM Xe nMeHeM B vCenter.

VE_TSM_SERVER_NAME
3anaiite ums xocra wm [P-agpec cepsepa IBM Spectrum Protect.

VE_TSM_SERVER_PORT
3amaiite HOMep nopTa 115 cepBepa IBM Spectrum Protect. 3nauenne mo
yMoJtdanuro - 1500.

Hwxe npuseneH npumMep npoduiist ¢ 3STUMH IapaMeTpaMu:

VE_TSMCLI_NODE_NAME MY_VMCLINODE
VE_VCENTER_NODE_NAME ~ MY_VCNODE
VE_DATACENTER_NAME MyDatacenterl::MY_DCNODE
VE_TSM_SERVER_NAME tsmserver.mycompany.xyz.com
VE_TSM_SERVER_PORT 1500

2. 3apaiite napoib s komnonenta y3esq VMCLI B daiine pwd. txt.
DTOT HapoJb npeAHa3HayeH JUIs y3Jia, KOTOPbIA CoeMHsIeT KOMIIOHEHT HHTepdeiic
KoMaHaHOH cTpoku Data Protection for VMware ¢ cepepom IBM Spectrum Protect u
00BEKTOM y3eJI IepeMeIIeHNs TaHHbIX. 3a/1aeTcs B MapaMeTpe Ipoduis
VE_TSMCLI_NODE_NAME.

a. Beenute xomaHIy echo, 4TOOBI CO3/IaTh TEKCTOBBI (haiisI, coaepKaIIuil MapoJIb.
echo passwordl > pwd.txt
WITIETEM echo passwordl> pwd.txt
NI Mexnay naposiem (passwordl) u cuMBosioM 60JIbIle, YeM (>), He JOJIKHO
OBITH IpoOeIa.

b. Bsemute 3Ty koMaHay vmcli, YTOOBI 3a4aTh MaPOJIb 11 KoMIoHeHTa y3eq1 VMCLI:
vmcli -f set password -I pwd.txt

Ba:knoe 3ameuanue:

. Komanmy vmcli -f set_password Hy»HO BBOJUTH OT UMEHHU
noJib3oBatedisi tdpvmware, a He OT MMEHH II0JIb30BATEJISI TOOt.

. WM Ecnu BB cobupaeTech reHepHPOBAThH OTUYETHI O 3aIIKUTeE
MIPIJIOKEHWIA, BBl JOJDKHBI 3a0aTh mapaMmetp -type VMGuest, 4ToObI yka3ath,
YTO MapoJib npuMensiercst Kk VM. Hanpumep:

vmcli -f set_password -type VMGuest -I password.txt
3. VYb6enutech, uTo paboTaeT uHTEpPeiic koMaHaHOM cTpoku Data Protection for VMware:
WIS Beibepure IMyek > IManess ynpasJiennst > AMURACTpHpoBanue > CIyK0bl 1

ybenuTech, YTO COCTOSIHUEM KOMIIOHEHTa MHTepdeic KomaHgHoOM cTpoku Data
Protection for VMware aBisercs 3anyueH.

IepeiimuTe B Kataor scripts (/opt/tivoli/tsm/tdpvmware/common/
scripts/) u BBeOUTE ClIEAYIOIIYIO KOMAHIY:
./vmclid status

* Ecmu nemon paboTtaet, TO nepexoauTe K mary 4.
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* Ecim nemoH He paboTtaeTt, TO BBEAUTE CIEAYIONIYIO KOMAHIY, YTOOBI 3aITyCTUTh
JIEMOH BPYYHYIO:

/opt/tivoli/tsm/tdpvmware/common/scripts/vmcli --daemon

J1J1s OCTaHOBKH U 3aMyCKa JeMOHA MOXHO TaKXe UCIO0JIb30BATh CIICHAPHUH init:

./vmclid stop
./vmclid start

4. Bsemute cieayronyro koMaunay vmcli, 4TOOBI yOeaUThCs, YTO 0OBEKT UHTEPPEiic
koMaHaHo# cTpoku Data Protection for VMware pacnosnaet kondurypanuio y3ia IBM
Spectrum Protect:

vmcli -f inquire_config -t TSM
5. TIpoepbte y3JIbl, YTOOBI YOSIUTHCS, YTO HET HUKAKUX OIMMUOOK KOH(MUTYpALIHN:

a. 3amyctute MonyJib [ 'paduueckuii uatepdeiic Data Protection for VMware vSphere,
IIEJIKHYB 10 3HAYKY B OKHEe PellleHus u nprioxeHus kimenta vSphere.

b. Tlepeiinute B okHo Konduryparpus.

c. BrwiOepure y3en B Tabimne u menkHITE 0 [IpoBepuTh BHIOpaHHbIe Y3Jb1. B manesm
HNudopmarnmst o cocTosHIE OyAeT mokazaHa WHHOPMANHUS O COCTOSIHAN.

danbHenwve nencreuf

MM TMocse ycnelHoro BLIIOJIHEH)S ONepaldii KOH(pUTYpUPOBAHHS
BPYYHYIO, OMIICAHHBIX B 9TOM paseie:

1. [“Hactpoiika y3108 IBM Spectrum Protect B cpee vSphere” Ha ctp. 92|

2. [‘Hactpolika y3JIOB IepeMeIIeHHS] JAHHBIX C TOMOIILIO rpad)nquKorol
0J1b30BaTENIbCKOr0 HHTEpdeiica Moaysst plug-in vSphere” Ha ctp. 93|

JU1s pe3epBHOr0 KONMPOBAHUS BallIUX TAHHBIX VM HUKAKHUX JIOMOJHUTEIbHBIX 32144 1O
KOH(UTYPUPOBAHUIO HE TPeOYyeTCs.

KOHTpOnbHbIN CNIUCOK KOH$Urypauum nHteppenca KOMaHAHON CTPOKU
cpeabl vSphere

Ucnomnb3yiite 9Ty npouenypy, 4Toobl ckoHpurypuposats Data Protection for VMware B
cpene vSphere, ncHOJIb3Ys TOJIBbKO MHTEPdEiic KOMAaHIHON CTPOKH.

Mpouenypa

Bomosnute maru 1 u 2 na cepsepe IBM Spectrum Protect.
1. 3apeructpupyiite Ha cepBepe IBM Spectrum Protect crienyrorue y3sl:
a. Ve, cooTBercTByrommii VMware vCenter (y3es vCenter):
REGister Node MY_VCNODE <naponb ans MY_VCNODE>

b. V3en, koTopslii B3aumoeicTByeT ¢ IBM Spectrum Protect u I'paduueckuii
unrepdeiic Data Protection for VMware vSphere (yzexx VMCLI):

REGister Node MY_VMCLINODE <naponb pns MY_VMCLINODE>

C. V3eJI, COOTBETCTBYIOUIMI LEHTPY AAHHBIX U SBJIAIOIIUICS MECTOM, TAE XPAHATCS
nanHele VM (y3eJ1 IeHTpa TaHHBIX):

REGister Node MY_DCNODE <naponb ans MY_DCNODE>

d. V3exn, nepeMemaromuii JaHHbBIE C OJTHOTO KOMIIbIOTEpA Ha APYroi (y3esn
HepeMeleHNs TaHHbIX):

REGister Node MY_DMNODE <naponb ans MY_DMNODE>

2. 3apmaiiTe B3aUMOCBSI3H IPOKCH JIJIS CIIEIYIOIINX y3JIOB:
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a. IlpemocTaBbTe aBTOPH3AIMIO IPOKCH 00BEKTY y3ei1 vCenter, BBEAs CJICAYIOIIYIO
KOMaHay:

GRant PROXynode TArget=MY_VCNODE AGent=MY_DCNODE,MY_VMCLINODE

Ota xomanja npegocrasisieT MY_DCNODE u MY_VMCLINODE mosnHOMOYMS AJ1st
pe3epBHOIO KONUPOBAHUS U BOCCTAHOBJIEHUS] BUPTYaAJIbHBIX MAIIMH OT UMEHU

MY_VCNODE.

b. IlpemocTaBbpTe aBTOPHU3AIMIO IPOKCH OOBEKTY y3eJI IEHTPA JAHHBIX, BBEIS
CJIEYFOIYIO KOMAHY:
GRant PROXynode TArget=MY DCNODE AGent=MY_ VMCLINODE,MY_ DMNODE

Ota xomanja npegocrasyser MY_VMCLINODE u MY_DMNODE mostHomMounst i1st
pE3epBHOTO KOMUPOBAHUS ¥ BOCCTAHOBJICHNUS] BUPTYaJIbHBIX MAIINH OT UMEHU

MY_DCNODE.

c. (Heob6s3atenpHo) [IpenocTaBbTe NOJTHOMOYHUS MPOKCH BCEM TOMOJTHUTETHHBIM
O6"bCKTa.M y3€JI IEHTPA JAaHHBIX UJIK y3JIaM NEPEMCHICHUS JJAHHBIX B Baleun cpeae.

d. TIpoBepbTe B3amMOCBSI3M IPOKCH: BBenuTe Ha cepBepe IBM Spectrum Protect
xomany Query PROXynode. Hmwke moka3aHbl 0KHIaeMble BBIXOIHBIEC PE3YIbTAThI

KOMaH/IbI:
Target Node Agent Node
MY_VCNODE MY_DCNODE MY_VMCLINODE
MY_DCNODE MY_VMCLINODE MY_DMNODE

BemmosHATE Ha cepBepe pe3epBHOr0 KOMMPOBaHUS vStorage maru 3 - 9.

3. BapgaiiTe COOTBETCTBYIOIINE 3HAYCHUS TS CJICTYFOIIUX OMIUM HepEeMEIICHUS JaHHBIX:
o NN 3anaiite oTu onnuu B daiine onuuit dsm. opt.

. 3ajaiiTe 3T1 onuuy B Qaiise dsm.sys, B pas/esie y3el nepeMelleHus
JIaHHBIX.

NODENAME
PASSWORDACCESS
VMCHOST
VMBACKUPTYPE
MANAGEDSERVICES
TCPSERVERADDRESS
TCPPORT
COMMMETHOD
HTTPPORT

IMpaveuanne: Omust HTTPPORT TpeOyeTcsi, TOJBKO €CITU UCIOJIBE3YEeTCS HECKOJIBKO
ciayx6 Client Acceptor (CAD). Hanpumep, ecim ecTh ABa y371a MepeMeIeHUs JTaHHBIX
(1 mBe ciryx0Ob1 CAD), To B (haiiyie onmumit 1 KaXKJOTo y3J1a HepeMeIleHNs! TaHHBIX
HYXHO 3a71aTh cBoe 3HaueHue HTTPPORT.

Hioxe nmpusenen npumMep daiiina dsm.dm.opt ¢ 3TuMu onuusmu:

a N
NODename MY_DMNODE
PASSWORDAccess generate
VMCHost vcenter.storage.usca.example.com
VMBACKUPType FU11vm
MANAGEDServices schedule webclient
TCPServeraddress tsmserver.mycompany.Xxyz.com
TCPPort 1500
COMMMethod tcpip
HTTPPORT 1583
o %

4. TlIposepnTe coequnenue ¢ cepsepoM IBM Spectrum Protect: BBeuTe KoMaHy
dsmc query session
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5. BBeauTe creayroniyro KOMaHay, YTOOBI 3a/1aTh OJIb30BaTEIS 1 Tapoih vCenter
VMware 11 y3J1a nepeMelleHus JaHHbIX:
dsmc set password -type=vm vcenter.mycompany.xyz.com <agMMHUCTpaToOp>
<naponb1>

6. Hactpoiite cienyrommue ciry>x0b1 IBM Spectrum Protect:
Jll  Windows
a. Ycranosure ciryx0y Scheduler:

dsmcutil install scheduler /name:"TSM Central Scheduler Service"
/node:MY_DMNODE  /password:MY _DMNODEPWD /startnow:no /autostart:no

b. VYcranosure CAD:

dsmcutil install cad /name:"TSM CAD - MY_DMNODE" /node:MY_DMNODE
/password:MY_DMNODEPWD /optfile:c:\tsm\baclient\dsm.dm.opt
/cadschedname:"TSM Central Scheduler Service" /startnow:no /autostart:yes

c. Ycranosure ciryx0y Remote Client Agent:

dsmcutil install remoteagent /name:"TSM AGENT" /node:MY_DMNODE
/password:MY_DMNODEPWD /optfile:c:\tsm\baclient\dsm.dm.opt
/partnername:"TSM CAD - MY_DMNODE" /startnow:no

. 3apaiiTe ommuio managedservices B Qaiize dsm.sys, B paszene y3el
TepeMeIIeHNS TaHHbIX:
3amaiite mapametpsl schedule m webclient:
managedservices schedule webclient

OTa ommus ykaswiBaeT, uTo qemMoH Client Acceptor ynpaBisieT U BeO-KJIMCHTOM, U
IJTAHUPOBIIIKOM.

7. UTo6BI CKOH(PUTYPHPOBATE CITyKOY aKIENTOpa KJIMEHTA H CIykKOY
IJTAHMPOBIIMKA TepeMEIeHNs] JAHHBIX, TAK 4TOOBI OHM paboTam Kak cepBep
PE3EPBHOTO KonupoBaHus vStorage, 3amaiite B daiine /etc/init.d/dsmcad
CIIETyIOIITYIO TIEPEMEHHYIO CPEJIbL:

export LD LIBRARY PATH=/opt/tivoli/tsm/client/ba/bin

8. 3amycrture ciyx6y Client Acceptor: [TporpaMMa YCTaHOBKH CO3aeT
cuenapuii 3anycka nqemona Client Acceptor Daemon (dsmcad) B /etc/init.d. Jdemon
Client Acceptor Daemon goJpkeH ObITh 3aIyllieH, YTOObI OH MOT YIIPaBJISITh

onepanusMu IJIAHUPOBHIUKA WUJTA BEO-KJIMEHTOM. BBeHI/ITe KakK I10JIb30BaTeb 100t
CJICAYIOIIYO KOMaHay, YTOOBI 3allyCTUTb OCMOH!

service dsmcad start

Urobs! nemon Client Acceptor Daemon 3amyckasicsi aBTOMaTHYECKH OCIIE
niepe3alycka CUCTeMBI, 00ABbTE B OKHE IPUTJIAIICHHAS 000JI0UKH CIIEIYIOIIYIO
CITyKOY:
# chkconfig --add dsmcad

9. Vobenurecs, uTo ciayx0sl IBM Spectrum Protect npaBiIbHO HACTPOEHBHI:
a. Boiinute B ynajeHHyro cucremy.

b. Coenunurech ¢ komnbsroTepoM HOST1 nmpu nomorm Be6-Opay3epa, UCIOJIB3Y S
CJICAYIOIINE aJIPEC U MOPT:
http://HOST1.xyz.yourcompany.com:1581

Beimosiaute mar 10 B cucteme, B KOTOPO# ycTaHOBJIEH KoMIoHeHT [ paduueckuit
uaTepdeiic Data Protection for VMware vSphere.

10. 3amaiiTe COOTBETCTBYIOIINE 3HAUYCHHUS [IJIs CJICAYIOIIUX OIIIWA B Ipoduiie HHTepdeiic
KoMaHaHo# cTpoku Data Protection for VMware (vmcTiprofile):
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VE_TSMCLI_NODE_NAME
VE_VCENTER_NODE_NAME
VE_DATACENTER_NAME
VE_TSM_SERVER_NAME
VE_TSM_SERVER_PORT

Hioxe mpuBeeH npuMep NpoduiIst ¢ 3STUMH OIIUSIMHE:

VE_TSMCLI_NODE_NAME MY_VMCLINODE
VE_VCENTER_NODE_NAME ~ MY_VCNODE
VE_DATACENTER_NAME MyDatacenterl::MY_DCNODE
VE_TSM_SERVER_NAME tsmserver.mycompany.xyz.com
VE_TSM_SERVER_PORT 1500

ITpoduie HAXOAUTCS B CIIEAYIOIINX KAaTaJOrax:
/opt/tivoli/tsm/tdpvmware/common/scripts

WM 64-Paspsanas cuctema: C:\Program Files\IBM\SpectrumProtect\
Framework\VEGUI\scripts

a. 3apaiiTe mapoJb s koMnoHenTa y3ea VMCLI:

1) Beemute komanmy echo, 4ToOBI CO31aTh TEKCTOBBIN (ailyt, comepxarmii
MapoJib.

echo passwordl >
pwd. txt

| Windows
echo passwordl> pwd.txt

2) Beemute 3Ty KOMaHTy vimcli, 4TOOBI 3a1aTh MAPOJIh IS KOMIIOHEHTA y3eJI
VMCLI:

Baknoe 3amMeuanue: DTy KOMaH/y HyXHO BBOJUTH OT UMEHU
noJib3oBateis tdpvmware, a He root.

vmcli -f set_password -I pwd.txt

b. Vb6emutech, uTo paboraet unTepdeiic komanmHoit crpoku Data Protection for
VMware:

WM Beenute 3Ty KOMaHIy U3 KOMaHIHO# cTpokn Windows:
net start

BBenTe KOMAHIY:
./vmclid status

c. Beeawure cienyrouryro komanay vmceli, 4ToObI yOeIUThCS, Y4TO 0OBbEKT UHTEP(Eiic
koMaHaHO# cTpoku Data Protection for VMware pacro3Haet KOHGUTypaluio y3Jia
IBM Spectrum Protect:

vmcli -f inquire_config -t TSM
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PexomeHgaumm no KOHPUIrypupoBaHUIO JIEHTOUHbIX YCTPOUCTB

HpO‘{TI/ITC OTU PEKOMECHIANU, TPEKIC YEM NBITATHCA BBIMOJIHATL ONICpAll PE3CPBHOTO
KONMMPOBAaHUS C UCIIOJIb3OBAHUEM JICHTOYHBIX yCTpOﬁCTB XpaHCHUA.

NMoaroToBKa K pe3epBHOMY KONMUPOBaAHUIO Ha JIEHTY

W Tepen BBINOIHEHNEM Pe3ePBHOIO KONMPOBAHNUS HA JIGHTY HA CEpBepe
IBM Spectrum Protect 11 IEHTOYHOTO YCTPOWCTBA HYXKHO 3a/1aTh CJIEIYIOLIUE
napameTpsbl:

1. 3amaiiTe Kjacc ynmpaBjieHUS:
define mgmtclass <ums_pgomeHa> <uMsi_HaBopa_MOMMTUK> <uMsi_Kracca_ynpasneHus>

Hanpumep:

Gefine mgmtclass tape tape DISK )

2. 3apnaiiTe rpymnny KONMUPOBAHUS:

define copygroup <uWmsi_pomeHa> <wMsi_HaBopa_MOnUTUK> <uMs_Knacca_yrnpaBrieHus>
destination=<uma_nyna_stg>

Hanpumep:

Geﬁne copygroup tape tape DISK destination=Diskpool )

3. AxTtuBHUpYyiiTEe HAOOP MOJUTHUK:
activate policyset <ums_pomeHa> <umsi_HaBopa_nonuTuk>

Hanpumep:

activate policyset tape tape )

[Mpu KOHPUTYPUPOBAHUE PE3EPBHOTO KOIMMPOBAHUS HA (PU3MUECCKUil JICHTOYHBIN HOCUTEITh
CYIIECTBYIOT JIONOJIHUTEILHBIC TPeOOBaHUs K KoH(pUrypamnuu. Beerna coxpansiite
Metanannabie IBM Spectrum Protect (ynpasiisiroriue ¢aiiiel) Ha qucke, a pakTHIeCKHe
JTAHHBIE PE3ePBHBIX KOIUIT BUPTYaIbHBIX MAIIIH - Ha JICHTE.

* Onuusg VMMC 1no3BoJsieT coXpaHsATh pe3epBHble konnu VMware (1 ynpaBJISoliye
¢baiinpl VMware) ¢ UCIIOJIb30BaHUEM KJIacca yIpaBJIeHUs, OTJIMYAIOIIErocs OT Kjlacca
yIPaBJICHUS] IO yMOIYaHUIO.

* Hcnombayiite onmmro VMCTLMC, uTo0BI yKa3aTh, Kakoil KJjacc ypaBJIeHUs CIIeayeT
UCIIOJIb30BATH JIs yIIpaBIIAromuX daitsioB VMware npu pe3epBHOM KONMPOBAHUH
VMware. Yka3aHHbI BaMu KJIacc YIpaBJIeHUS EPEONPEAEIIUT KJIacC YIPaBJIeHHs 110
yMourdaHuto. OH Takxe Nepeonpee T KIIacc ynpaBJiieHusl, 3aJJannbli onuueit VMMC.
Kuace ynpassiennss VMCTLMC noJpkeH 3a1aBaTh AUCKOBBINA MyJ1 XpaHEeHUs 0e3
NepeHoca Ha JIEHTY.

* Omuss VMMC Bcerjia UCNOJIb3YeTCs ISl YIPABJICHUsI XpPAaHEHUEM PE3ePBHBIX KOMUN
BHPTYaJIbHON MAIITUHBI. DTa ONIHUS MPUMEHUMA KaK K KOHQUTYPAIHSIM C
HCIIOJIb30BAHUEM JTUCKOBBIX YCTPOWCTB, TaK U K KOH(PUTYpAIMSIM C UCIIOTIb30BaAHIEM
nenTouHbIX ycTporctB. VMCTLMC He ucnosib3yeTcs JJIsl yIpaBJIeHUS! XpaHEHHUEM
yrpaBisroux $aifstoB. Yipasisromiye Gaiiisl u Ganiiel JaHHBIX BXOIAT B OQHY TPYIITY
7 CPOK MX TOJHOCTH HCTEKAET OJTHOBPEMEHHO, B COOTBETCTBHH C OJIMTUKOMN XpaHEHUS,
3amannoii onmueit VMMC. Ecimu 3aganst 06e onmuu, To VMMC ucnosb3yetcst 1ist
(aitnoB nannabix, a VMCTLMC - st ynpasistonmx Gpaiios.
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Orpannyenne: Onepannuy BOCCTAHOBJIEHUS, UCIOJIL3YIOIINE areHThl XpaHSHHS B
KoH(purypamnmu 6e3 JIOKaJIbHOM CETH, MOTYT BOCCTAHABIIMBATD (hailJIbl N3 MyJIa XPAHEHUS
KOIUH, Take eclii JaHHbIe MOXKHO M3BJIeYb U3 OCHOBHOTO IyJIa XpPaHEHUS. ITO MOXKET
IPOU30UTH, €CJIM TPeOOBaHUE BOCCTAHOBJICHHUS! OTHOCUTCS K KOHKPETHOMY (pailily Wid eciu
B TpeOOBAaHMM BOCCTAHOBJIEHUS HE UCHOJIb3YETCSI METO/I '0e3 3ampoca’, a OCHOBHAs KOS
(baiina XpaHUTCS B MyJIe XpaHCHMS, KOTOPBINA HETOCTYIEH 0€3 JJOKAJIbHOU CeTH. DTO MOXKET
TaKXe MOBJIMSATH Ha CUTYAIlMH, He CBSI3aHHBIC C BOCCTAHOBJICHHEM (HAIpUMeED, Ha OTepanuu
pe3epBHOTO KonmpoBanus Data Protection for VMware). B cpene Data Protection for
VMware npeAnoYTUTEIbHbIN METOI XpaHeH!s (paiiJIoB yIpaBJIeHUs BUPTYaJIbHONH MAITMHBI
- TMCK, YTOOBI JJI1 BOCCTAHOBJICHNS (PaiiJIOB BO BpeMsI HHKPEMEHTHOTO PE3EPBHOTO
KOMMPOBAHUS HE TPeOOBAJIOCH MOHTHPOBAHUE. DTHU (PaiiJIbl yIpaBJIeHUs] BUPTYaIbHOM
MallIuHBI HE TOJIBLKO JOJDKHBI OBITH TIOMEIIEHBI HAa TUCK; OHU HE JIOJDKHBI KOMMPOBATHCS B
MyJI XpaHEeHUsl KON, KOTOPBIN JOCTYNEeH 0e3 JIOKabHOI ceTu. B Takom cityuae npu
BOCCTaHOBJICHUH (haiiJIOB BO BpeMsI MHKPEMEHTHOTO PE3ePBHOTO KOIMPOBAHUs 03
JIOKaJIbHOM ceTH ¢ kireHTa Data Protection for VMware OyjieT HCIOJIb30BaThCS
MOHTHUPOBAHHUE JICHTHI.

Ecmm B cpene cepBepa IBM Spectrum Protect ncrosp3yercs epeHoc ¢ Iucka Ha JIEHTY, TO
nepes HepeHOCOM IPUMHUTE BO BHUMAHHME CIIEIYIOIIIE PEKOMEHIAIIIN:

* Ilpucsoiite napamerpy MIGDELAY nist 1MCKOBOTO IyJjia XpaHEHUs 3HAUCHUE,
MTOITeP>KUBAFOIIIEE BHIIOJIHEHAE OOJIBIIMHCTBA TpeOOBaHN MOHTHPOBAHHUS C TUCKA.
[Tpu THIMYHOM HCTIOJIF30BAHUA BBICOKHUIT TPOLIEHT BOCCTAHOBJICHUS OTACILHBIX (DailiioB
JIOCTHTAEeTCs 3a HecKoJIbKo aHeil. Hanmpumep, o6praHO mpoxoant 3-5 mHe# ¢ MOMeHTa
nocJiefHero u3MeHenus (aitia. [ToaToMy paccMOTpUTe BO3MOXKHOCTh XPaHUTh JAHHBIE
3a 9TOT KOPOTKUI MEPHO/ HA TUCKE, YTOOBI ONTUMHU3UPOBATDH ONEPAINH
BOCCTAHOBJICHHUS.

Kpowme Toro, ecnu 11t TUCKOBOTO ITyJIa XPAaHEHUS MCIOIb3YETCs AeAYIUINKANINS JaHHBIX
Ha CTOpPOHE KJIMEeHTa, To 3axaiite a1 onund MIGDELAY 3HaueHme ¢ y4eTOM 4acTOTHI
OTepalyii HOJIHOTO PEe3ePBHOTO KOMMPOBAHUS BUPTyaJibHONM MammuHel. He mepenocute
JIaHHBIE U3 AeTYIUIMIIPOBAHHOIO MyJla XpaHEHHUS HA JICHTY, [ToKa JAJIsI BUPTyaIbHOI
MaIlIMHBI He OyJeT BBIIOJHEHO XOTsI OBl /1BE ONepalliyl TOJHOTO PE3EPBHOIO
konupoBaHus. I1ocye nepeMelieHns JaHHBIX HA JIEHTY AeAYIUIMKALNS OOJIbIle He
BHIIOJTHSETCSI. HampuMmep, ecii onepanuy moJHOTO pe3epPBHOTO KOMUPOBAHMUS
BEITIOJTHSIOTCS €KEHEIeIbHO, PACCMOTPHUTE BO3MOXKHOCTD 33aTh IS TapaMeTpa
MIGDELAY 3Hauenwue, paBHOE, kak MUHEMYM, 10 mHsM. Takoe 3HaUeHHe mapaMeTpa
OyZeT rapaHTHPOBATD, YTO KaXAasl ONePaNrs HOJHOTO Pe3ePBHOTO KONMMPOBAHUS
BBISIBUT U MCIOJIb3YET TyOJMKATHl JAHHBIX U3 MPEABIAYIIeH pe3epBHOM KOIMH 10
HepeMeIleHNs] JaHHBIX Ha JICHTY.

* Vcnosnb3yiiTe myJ1 XpaHeHUs, OTHOCSIIHUICS K kjaccy ycrpoiicTs FILE, a e mynn
XpaHeHHsI, OTHOCAIIUICS K kKJtaccy ycTpoicTB DISK. TunnuHOe 3HaYeHHE pa3Mepa ToMa,
3agaBaeMoe mapameTpoM MAXCAPACITY ans kacca ycTpoicTs, coctasiseT 8-16 6.
JJ1s cBSI3aHHOTO MyJia XpaHEHUS! PACCMOTPUTE BO3MOXHOCTB HCHOJIb30BAHUS
COBMECTHOTO pa3MelleHus 1o ¢ailioBsIM mpocTpaHcTBaM. Kaxaas BUpTyabHas
MallliHa, JJIsI KOTOPOi co3aaeTcs pe3epBHas Konus, NpeacTabieHa Ha cepsepe IBM
Spectrum Protect oTnenbHBIM (aiisioBsIM npocTpaHcTBoM. COBMECTHOE pa3MeIleHUE IO
(haiiJTOBBIM MMPOCTPAHCTBAM COXPAHSET JaHHBIC HECKOJILKHAX ONEpaliii ”HKPEMEHTHOTO
KONMPOBAHUS ISl TAHHOW BUPTYaIbHON MAIITMHBI HA OJTHOM H TO K€ TOMe (ITUCKOBOM
¢aiine). [Tpu mepeHoce Ha JIHTY COBMECTHOE pa3MelleHue B (haiiJIoBOM IIPOCTPAHCTBE
MMO3BOJIIET HAMTH HECKOJIbKO MHKPEMEHTHBIX PE3ePBHBIX KOIHI IS TAHHOM
BHPTYaJIbHON MAIIMHBI Ha (PU3MUYECKOI JICHTE B OTHOM MECTE.

SaﬂaTb S3HAYCHUC PEXUMA JICHTBI MOXHO B I1MAJIOTOBOM OKHE l'[apaMeprl.

PC3CpBHOC KOIMMPOBAHUC NPEPLIBACTCA, €CJIU JJII MOHTUPOBAHUA UJIA 6bICTp0rO
BOCCTAHOBJICHUA Tp€6y€TCH TO XK€ JICHTOYHOC yCTpOﬁCTBO XPaHCHHUs, KOTOPOEC

106 1BM Spectrum Protect for Virtual Environments: Data Protection for VMware: PykoBoCTBO 110 ycTaHOBKE



UCIHOJIL3YETCS Oepalueil pe3epBHOr0 KOMUPOBAHHUSL.

KoHdurypuposaHue yctponctsa iSCSI B cucteme Linux Bpy4Hyro

OTa mporeaypa ONMCHBaeT, Kak CKOHPUTYpHPOBATE cucTeMy Linux, HCnosp3yemMyro BO
Bpemst onepauuu MouTupoBanus iSCSI. CHUMOK BUPTYyaJIbHOW MallMHbl MOHTHPYETCS U3
xpaauimma cepsepa IBM Spectrum Protect.

I'Ipemne yeMm HayaTb

Bo Bpemst moaTHpoBanus iSCSI HazHavyenue iSCSI co3gaeTcs B cucTeMe areHTa
BoccTaHoByieHus. Maunmatop Microsoft iSCSI He TpeOyeTcst B cucTeMe areHTa
BOCCTAHOBJICHHS.

Coer: Muunmatop Open-iSCSI nocrasisiercs ¢ Red Hat Enterprise Linux u SUSE Linux
Enterprise Server.

Iepe/t BHITOJHEHUEM 9TOM 3aa4YM IPOBEPHLTE, BBHITOJHEHBI JIU CJIEYIOIINE TPeOOBAHUS
1SCSI:

* MOXHO coemMHUThCS ¢ Ha3HayeHueM iSCSI ¢ 1r060ro KOMITbIOTEPa, YTOOBI CO31aTh
TOM, COJICPKAIIII Pe3ePBHBIC JaHHBIC. DTOT TOM MOXHO CMOHTHPOBATH C JPYrOro
KOMITBEOTEPA.

* Ha mo6oM KoMIBIOTEPE, KOTOPBIN JOJDKEH COeAUHIThCS ¢ Ha3HaueHneM iSCSI,
TpebyeTcs unumatop iSCSI.

* Ha xommbroTepe, Ha KOTOPOM HYXHO BOCCTAHOBHTD JAHHBIE, HY)HO YCTAHOBHUTD
uaumaTop iSCSI.

* Ecmm Tom HaXOOUTCs Ha HECKOJIBKUX OUCKAX, TO HY’)KHO CMOHTHUPOBATBh BCEC HYXXHBIC
JUCKHU. Ecm HCIOJIB3YIOTCA 3€PKAJIMPOBAHHBIC TOMA, TO HY’>)KHO CMOHTHUPOBATb TOJIBKO
OJWH U3 3C€PKAJIMPOBAHHBIX JUCKOB. MOHTI/IpOBaHI/IC OJHOTO AUCKa NpeaoTBpamacT
BBITIOJTHCHUE CUHXPOHU3ANNX, KOTOpasA 3aHUMACT MHOI'O BPEMCHU.

06 aTon 3apgaue

BrimosiHuTE 9TH IaTH, YTOOBI CKOHPUTYPHPOBATH cUcTeMy Linux, HCIOJIb3yeMYIO BO
BpeMst onepanuy MouTupoBanus iSCSI:

Mpoueaypa

1. 3amumute ums naunmatopa iSCSI Ha koMIbIOTEpPE, HA KOTOPOM HY)XHO BOCCTAHOBHTD
naunble. iMs unnnuatopa iSCSI naxoautes B daiie /etc/iscsi/
initiatorname.iscsi. Eciu 3nauenne InitiatorName= mycroe, To co3naiite ums
MHUIIATOpA CIIeAyIoIIel KOMaHo:

twaus1bkpoc0l:™~ # /sbin/iscsi-iname

[Tpumep MMeHN HHAUATOPA!
ign.2005-03.0rg.open-iscsi:3f5058b1d0a0
2. JTobGasbTe uMs uHUIMAaTOpaA B daiin /etc/iscsi/initiatorname.iscsi.
a. M3menwure daitn /etc/iscsi/initiatorname.iscsi komanmoii vi. Hanmpumep:
twaus1bkpoc01:™ # vi /etc/iscsi/initiatorname.iscsi
b. 3amenute 3HaueHue napamerpa InitiatorName= na ums ununmaropa. Hanpumep:
InitiatorName=ign.2005-03.0rg.open-iscsi:3f5058b1d0a0d
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3. Ha xommbrotepe, Ha KOTOPOM YCTAHOBJIEH areHT BOCCTAHOBJICHUS (MJIM HA3HAUYCHHE
iSCSI), cnenaiite ciemyroliee:

a. 3aHy0TI/ITe MOAYJIb ar€HT BOCCTAHOBJICHUS. BBe,[[I/ITe JAaHHBIC B OKHA Bu6epMTe
cepeep IBM Spectrum Protect u Bu6epuTe CHUMOK u HaxMuTe MOHTHPOBATD.

b. B oxmue BuBepuTe Ha3HaueHWe MOHTUPOBAHUS BuIGepuTe CMOHTUPOBATH
Ha3HayeHue iSCSI.

c. Co3zpaitte uMs Ha3HAYeHUS. Y OeIUTECh, YTO OHO YHUKAJIBHO U YTO BBl MOXKETE
UAEHTU(GUIIPOBATH €r0 C KOMIBIOTEPA, Ha KOTOpOM pabdoTtaeT nHUIMaTOp iISCSI.
Hanpumep:

iscsi-mount-tsmdve
d. Bsemute ums naunmatopa iSCSI, koTopoe Bbl 3anucanu Ha mare 1, m HaxmuTe OK.
e. Ybemutech, YTO CMOHTHPOBAHHBIN TOM MOKa3aH B oJie CMOHTMPOBaHHbIE TOMA.

4. Haitnute u 3anycrute nporpaMmy uHunuatopa iSCSI Ha KOMIbIOTEpEe HHUIIMATOPA,
KOTOPBI BbI BBIOpasM Ha mmare 1:

a. Ybemutech, uyTo ciyx0a iSCSI paboTaer, BBeIs CJIeIyIONIYI0O KOMAHTY:
Red Hat Enterprise Linux:

service iscsi status

SUSE Linux Enterprise Server:
service open-iscsi status

Ecmm ciyx6a He paboTaeT, TO 3alMyCTUTE ee CIleAyIoNIell KOMaHIo:
Red Hat Enterprise Linux:

service iscsi start

SUSE Linux Enterprise Server:
service open-iscsi start
b. Coenunurech ¢ HazHaYeHHEM 1SCSI, BBeIs CIIEAYIONIYIO KOMaH/Y:

iscsiadm -m discovery -t sendtargets -p <ums xocta/IP
cUCTeMbl
areHT BOCCTAHOBEHUS> --10gin

c. Ybemutech, 4TO HOBOE YCTPOMCTBO raw device JTOCTYITHO:
fdisk -1
5. CmoHTHpYliTe (hallJIOBYIO CHCTEMY:

Jg Toma He-LVM BBenute cnenyromtyto komanay. Hosoe ycTpoiicTBO B 3TOM
npumepe: /dev/sdbl:

mkdir /mountdir
mount /dev/sdbl /mountdir

Jlnst Toma LVM BbeINIOJTHUTE CIIeAyIomue 3a4a4n Ha rocte Linux:

a. YOemutech, YTO Ha KoMIbioTepe Linux mocTyneH ciieHapuit vgimportclone. DToT
CIIeHAPHIif He TocTaBJIsieTcs B 6a30BoM makete LVM (makeT o yMOJTYaHHFO).
ITostomy o6HOBHUTE TakeT LVM 10 ypOBHS, KOTOPBI COIEPKUT ITOT CICHAPHI.

b. Beenute xomaHy vgimportclone, BKJIFOUMB B Hee HOBOE UM 0a30BOil IPYIITBI
tomoB (VolGroupSnap01). Hanmpumep:

vgimportclone --basevgname /dev/VolGroupSnap0l /dev/sdbl

c. Beenute komanmy Ivehange, 4TOOBI MOMETUTD JIOTHYECKHIA TOM KaK aKTHUBHBIM.
Hanpumep:

Tvchange -a y /dev/VolGroupSnap01/LogVo100

d. BBC,HI/ITC CJICAYOIIUC KOMaHIbI, YTOOBI CMOHTHUPOBATHb TOM!
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mkdir /mountdir
mount -o ro /dev/VolGroupSnap01/LogVo100 /mountdir

6. TIlocrne 3aBepiieHNsI BOCCTAHOBJIEHUS (ailjloB BBEIUTE CIIEAYIOIINE KOMAHIbI:

¢ Jlng toma He-LVM BBenuTe CiieIyroIIyro KOMaHIy:

a.

Pa3sMoHTHpOBaTh (PaiijIoOBYIO CHCTEMY:
umount /dev/sdbl /mountdir

Vnamute ToM. Eciin TOM BXOJUT B rpyNIly TOMOB, TO BHAYaJIE€ YIAJIUTE €I0 U3
TPYMITBEI TOMOB IIPH HOMOIIHX CJIEAYIOIIEH KOMaH/IbI:

vgreduce
<rpynna_tomoB> /dev/sdbl

[Tocne aToro ynanure ToM Cieayroleil KOMaHIOM:
pvremove /dev/sdbl
BeliiTy U3 0IHOTO Ha3HAYEHUS:

iscsiadm --mode node --targetname
<umMa_Ha3HayeHns> --1ogout

BriiiTi n3 Bcex Ha3HAUYCHMIA:
iscsiadm --mode node --logout

* Jlng toma LVM BBINOJIHUTE ClleyoIUe 3a1a4n Ha rocte Linux:

a.

PasMoHTHpOBaTH (PaiijIoByIO CHCTEMY:
unmount /mountdir

VaamuTh JTIOTUYECKHI TOM:

Tvm lvremove LogVol00

Vaamuts rpymnmy TOMOB:

Tvm vgremove VolGroupSnap0l

BriiiTi U3 0HOTO HA3HAYCHUS:

iscsiadm --mode node --targetname
<uMs_Ha3HayeHus> --logout

BrriiTn u3 BceX Ha3HAYCHUIA:
iscsiadm --mode node --logout

KoHdurypuposaHue yctponctsa iSCSI B cucteme Windows Bpy4Hyro
[ Windows |

OTa mporeaypa OnuchHBaeT, Kak CKOHPUTYpHUPOBaTh cucTeMy Windows, HCIOJIb3yeMyO BO

BpeMs onepanun MoHTHpoBaHUs iISCSI. CHUMOK MOHTUPYETCS U3 XpaHUJIMIIA CeEpBeEpa
IBM Spectrum Protect.

I'Ipemne yeMm HayaTb

Hepez[ BBINIOJIHEHUEM ATOM 3a1a4u MIPOBEPHTE, BLINIOJIHCHBI JIM CJICOYFOIIUEC TpeGOBaHI/IH

1SCSI:

* Bo Bpems monTupoBaHus iSCSI HazHauenue iSCSI co3aaercss Ha KOMIBIOTEPE areHT
BOCCTaHOBJIeHHsI. MOXHO COeIMHUThLC ¢ HasHaueHueM iSCSI ¢ mob0oro koMneroTepa,
4TOOBI CO3JaTh TOM, COAEpKaIluil pe3epBHbIE NaHHBIe. KpoMe Toro, nocie 3Toro
MOXHO CMOHTHPOBATh 3TOT TOM C APYTOro KOMITBIOTEpA.

* Muunumatop iSCSI Tpebyercs Ha IF0OO60M KOMIIBIOTEPE, KOTOPBI T0JDKEH COSTUHSTHCS C

HaszHauenueM iSCSI.

* Ha xommnbroTepe, Ha KOTOPOM HYKHO BOCCTAHOBHTD JaHHBIE, HY)HO YCTAHOBUTD
uaumatop iSCSI.
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* HMuannmatop Microsoft iSCSI He TpeOyeTcss Ha KOMIBbIOTEPE AreHT BOCCTAHOBJICHHMS.

Ilepen BLIOJIHEHUEM 3TOI 32141 MPOBEPHTE, BHINOJIHEHBI JIM CJIEYIOLINE TPeOOBAHUS

JIUCKA U TOMaA:

* Ecim ToM HaxoAuTCs HA HECKOJIBKUX JAUCKAX, TO HY’)KHO CMOHTHPOBATH BCE HY>KHBIE
nucku. Ecim ucnosb3yroTces 3epKaJIMpOBaHHbIE TOMa, TO HY)KHO CMOHTUPOBAThH TOJIBKO
OJIMH W3 3ePKAJIMPOBAHHBIX JUCKOB. MOHTUPOBAHUE OJTHOTO IMCKA MPEJOTBpAIllaeT
BBITIOJIHEHUE CUHXPOHU3AINY, KOTOPAasl 3aHUMAET MHOTO BPEMEHH.

* Ecim Ha KOMIIBIOTEPE PE3EPBHOI'O KOMMPOBAHUS UCIIOIH30BAJIOCH HECKOJIBKO
JIMHAMUYECKUX TUCKOB, TO 3TH IUCKU BKJIFOYAIOTCS B OAHY Tpymmy. [ToaToMy eciu BbI
MOHTHPYETE TOJILKO OJIMH JKCK, TO MEHeKep TUCKOB Windows MOXKET CYATATh, YTO
HEKOTOPBIX JUCKOB HET U BbIJIABaTh cO00IIeHue 00 ommbke. IrHopupyiite 310
coobuienue. J[aHHbIe HA CKOMUPOBAHHOM JUCKE MO-NPEKHEMY JOCTYIHBI, €CJIU TOJILKO
HEKOTOPBIE JAHHBIE HE HAXOASTCA HAa IPYrOM AKCKe. DTy NPOOJIEMY MOXKHO Pa3peIInTh,
CMOHTHPOBAB BCE JMHAMUYCCKUE TUCKIL.

06 aTou 3apnaue

BoimosiHATE 3TN 334291, YTOOBI CKOHPUTYpHUpOBaTh cucTeMy Windows, UCTIOJIb3yeMYIO BO
Bpemsi onepanuu MoutTuposanus iSCSI:

Mpouenypa
1. B cucTeMe areHT BOCCTaHOBJICHHS OTKpoiTe mopT 3260 Ha 6panamayspe LAN u
6pannmayspe kianenta Windows. 3amumute ums uauaTopa iSCSI Ha koMITbIOTEDE,

HA KOTOPOM HY>KHO BOCCTAHOBUTH JaHHBIC.

Wms nanmmatopa iSCSI nmokazano B okae Kongurypanus naunuatopa iSCSI B [Tanesm

ynpasJienus. Hanpumep:

ign.1991-05.com.microsoft:hostname

2. Ha xommbproTepe, Ha KOTOPOM YCTAHOBJICH KOMIIOHEHT areHT BOCCTAHOBJICHHUS (MK
00bekT HazHaveHus iSCSI), cnenaiiTe cieayrolee:

a. 3amyctute rpaduyeckuii unTepdeiic areHT BOCCTAHOBJICHNS. BBequTe qJaHHbBIC B
okHa Bri6epute cepep IBM Spectrum Protect u Beibepute cHUMOK 1 HAXMUTE
MoHTHpOBATS.

b. B oxne Bribepute Ha3HAUYEeHHE MOHTUPOBaHUS BbIOeprTe CMOHTHPOBATH HAZHAYEHHE
iSCSIL.

c. CozpaitTe nMst Ha3HaUCHHS. Y OEIUTECH, YTO OHO YHUKAJIEHO U YTO BBl MOXKETE
AIEHTUPUITIPOBATH €r0 ¢ KOMIIBIOTEPA, HA KOTOpoM paboTtaeT naummaTop iSCSI.
Hanpumep:
iscsi-mount-tsmidve

d. Bsenute ums naunmartopa iSCSI, koTopoe Bbl 3anucaym Ha mare 1, u Haxmute OK.
Vo6enaurech, 49TO CMOHTUPOBAHHBIN TOM MOKa3aH B mojie CMOHTHPOBAaHHBIE TOMA.
Ecomi BBI HCOJIB3yeTe areHT BoccTaHOBJIeHHS B ceTr iISCSI u areHT BOCCTaHOBJICHUS
HE UCMOJIB3YeT CPEACTBO MEepeMeIIeHNs TaHHbIX, IepeiauTe K (aii
C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf u
3amaiite ter [IMOUNT] u napamerp Target IP:

[IMOUNT config]
Target IP=<IP-appec ceTeBoOif KapTh Ha KOMMblTEpe,
Ha KOTOPOM HaxopAaTcst Ha3HaueHus iSCSI.>

Hanpuwmep:
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[General config]
paraml
param2

[IMount config]
Target IP=9.11.153.39

ITocne nobasnenus wim usMenenus napamerpa Target [P nepesanycrure
rpaduyeckuit mHTepdeiic nmm naTepdeiic koMmanmHOM cTpoku Recovery Agent.

3. Haiigure u 3anyctute nporpammy nnunuaropa iSCSI Ha koMnbroTepe HHUIUATOPA,
KOTOPBIN BBl BbIOpasu Ha miare 1:
a. Coenmautech ¢ Ha3HaueHHeM iSCSI:

1) Ha Bxianke Hasnavenus BBenute agpec TCP/IP koMIoHeHTa areHT
BoccTaHoByieHus (HazHaueHue iISCSI), KOTOpHIi HCIOIL30BAJICS Ha Iare 2 B
okHe Haznauenue:. [lleskanTe IO DKCMpecc-coe HHEHNE.

2) B oxHe Dkcnpecc-coeIMHEHNE TOKA3aHO HA3HAYEHUE, COOTBETCTBYIOIIEE MMEHU

Ha3HA4YCHUS, KOTOPOC YKa3aHO Ha [are 2c. Ecm COCOUHECHUC CIIIC HE
YCTaHOBJICHO, TO BLI66pI/IT€ 9TO HA3HAUYCHUEC U IICJIKHUTE I10 COCZ[l/lHl/lTbCﬂ.

b. Ha xommnbroTepe nnunmaropa nepeiiaure B [lanens ynpaBienus >
AJMHMHHCTPHpPOBaHUE > YIpaBJ/ieHHe KOMIbIOTEPOM > 3aNoMHHAIOLIME YCTPOolcTBA >
‘VhpasJjenne JHCKaMHu.

1) Ecmu cmonTupoBannoe HazHaueHue iISCSI mokasauno kak Type=Foreign, To
ILIeJIKHUTE NpaBoit kHomKoit Mbly 1o Foreign Disk u Bei6epute Import
Foreign Disks. Beiopano Foreign Disk Group. lllesikaure no OK.

2) Ha crienyrommeM >kpaHe OKa3aHbI THII, COCTOSIHUE U pa3mep Aucka Foreign
Disk. Haxwmute OK u mogoxaurte, moka JUCK He Oy/IeT MMIIOPTUPOBAH.

3) TIlo 3aBepmennu umnopta aucka Haxmute FS (0OHOBHTE). Byaet nmoka3an
CMOHTHPOBaHHBIN cHUMOK 1SCSI, conepxammii Ha3HAYeHHYIO OYKBY JHCKA.
Ecmm 6yKkBbI TMCKOB HE HA3HAYAFOTCS ABTOMATHYECKH, TO IIEJIKHATE IIPABOH
KHOIIKOW MBIIIH O HYXXHOMY pa3/iesty u BeiOepute VI3MeHHTh OYKBY IHCKa MM
nyThb K aucky. Haxkmute /1o0aBuTh 1 BbIOEpUTE OYKBY IUCKA.

4. Ortxpoiite [TpoBogank Windows uii Ipyryro yTUIATY, U HAHIUTE CMOHTHPOBAHHBIIH
CHUMOK JIJIs1 BOCCTAHOBJICHUS (haiijIoB.
5. Tlocne Toro, kak (aiis BOCCTAHOBJIEH, CIEJIANTE CIIEAYIOIIee:
a. Ortcoemunute kaxaoe HazHaueHue iISCSI, ucnosb3yst okHo CBOMCTBA HHAIITATOPA
iSCSIL.

b. Pa3moHTHpYliTE TOM, CMOHTUPOBAHHBIH Ha 1Iare 2: BHIOEPUTE TOM B IpaduueckoM
nHTepdeiice KOMIOHEHTA areHT BOCCTAHOBJICHUS U IEJIKHUTE IO Pa3MOHTHPOBATD.

KoHdurypupoBaHue npoKcu-y3snbl MOHTUPOBAHUA BPYUHYIO B CUCTEME
Linux

BemmosHuTe 3TY 337184y, YTOOBI T0OABUTH TPOKCU-Y3€JI MOHTHPOBAHUS HA yIaJICHHBIT
KommbroTep Linux.

Mpexae yuem HayaTb
B cranmaptHoii cpene xomnonenTa I paduueckuit natepdeiic Data Protection for VMware
vSphere 11t Kax0r0 0OBEKTA MPOKCH-Y3eJI MOHTUPOBAHUS MCIIOJIb3YETCS OTACIbHBIN

paszaen daiiaa dsm.sys. Bee ykaszaHHble HUXe ASUCTBUS BBIMOJIHIFOTCS C UCIOJIb30BAHUEM
CpelCTBa MepeMelCHNs TaHHbIX, YCTAHOBIICHHOTO Ha CepBEPe Pe3ePBHOTO KOMUPOBAHHUSI.
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06 aTou 3agaue

OTa 3a1aya HaCTpauBaeT KOMIIOHEHT IPOKCU-Y3JIbl MOHTUPOBAHUS, OOHOBJISIS ONINH
nepeMelleHns JaHHBIX U poBepsis coennHeHue ¢ cepsepoM IBM Spectrum Protect.

Mpouenypa
1. Bapmaiite aTi omumu B (aiiie dsm.sys, B pa3zesie NPOKCU-y3eJI MOHTHPOBAHHUSI.
NODENAME

3anmaiiTe UM paHee 3aJaHHOTO y3J1a IPOKCU-Y3€eJl MOHTUPOBaHUs. Paciucanus
IBM Spectrum Protect cBsi3aHbI C 3TUM Y3JI0M.

PASSWORDACCESS
3anaiite GENERATE, uT00BI MapoJib reHeprupoBaICs aBTOMATHYECKH (BMECTO
3ampoca MoJib30BaTes).

MANAGEDSERVICES
3anmaiite 3Ty OMIMIO, YTOOBI YKa3aTh aKIENTOPY KIMEHTA, YTO HY>KHO
YIPaBJIATh KaK BeO-KJIMEHTOM, Tak M IutanupoBimkoM (schedule webclient).

TCPSERVERADDRESS
3amaiite agpec TCP/IP st cepepa IBM Spectrum Protect.

TCPPORT
3amaiite agpec mopta TCP/IP nis cepepa IBM Spectrum Protect.

COMMMETHOD
3anmaiiTe METOA CBSI3U, KOTOPHBIN OYAET UCTIOJIb30BaThCS cepBepoM IBM
Spectrum Protect. J5191 00b€KTOB IPOKCH-Y3JIbI MOHTUPOBAHUS HYXHO B
kayecTBe MeTosa cBs3u 3aaaTh TCP/IP. Ecnin 3anan apyroit meton, To
onepanuu padboTaTh He OyAyT.

HTTPPORT
Ota omus 3agaeT nopt TCP/IP u TpebyeTcs, TOJIBKO €CIT HCIOIb3YEeTCS
HeckoJbko ciryx6 Client Acceptor (CAD). Hampumep, eci ecTh 1Ba y371a
KOMIIOHEHTA MPOKCU-Y3JI6I MOHTUpOBaHus (1 aBe city0ul CAD), B (aiine
ONIWIA [T KKIOTO y3J1a KOMIIOHEHTA MPOKCH-Y3€JI MOHTUPOBAHUS TOJDKHO
ObITh 3a71aHO cBoe 3HaueHue HTTPPORT.

Orpannvenne: He Brirouaiite onuuto padbotsl 6e3 siokanpHoit cetn (ENABLELANFREE
YES) B aitire dsm. sys. s y3J10B IPOKCH MOHTHPOBAHUS 3Ta OIIIMS HE
NOAAECPKUBAETCS.
Hirxe npuBenen npumMep daitaa dsm.sys ¢ 3TUMHU mapaMeTpaMu:
Servername tsm_serverl

NODename datacenterl MP_LNX

PASSWORDAccess generate

MANAGEDServices schedule webclient

TCPServeraddress tsmserver.myco.com

TCPPort 1500

COMMMethod tcpip

HTTPPORT 1583

2. BBenuTte cieyromyro KOMaHay, YTOOBI 3a0aTh MOJIb30BaTeNs U napob vCenter

VMware 111 KOMIIOHEHTA IPOKCU-Y3€JI MOHTUPOBAHUS:
dsmc set password -type=vm vcenter.mycompany.Xxyz.com <agMMHUCTpaTop>
<naponsl>

3. 3amyctuTe ceaHC KOMAaH/IHON CTPOKU MEPEMEIICHHUsI TAHHBIX C UCTIOJIb30BAHUEM
napameTpoB KOMaHIHOU cTpoku -asnodename u -optfile:
dsmc -asnodename=vctrl_datacenterl -optfile=dsm _MP_LNX.sys
y6C,Z[I/ITCCI), YTO IIOCJIC HAYaJIBHOI'O BXOJa B CUCTEMY Yy BAC HE 3allpalliIuBarOT IIapOJib.
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Buumanue: Bo m3bexanue coos muanuposiuka IBM Spectrum Protect yoenutech, 4to
omius asnodename He 3ajaHa B paszesie daitae dsm.sys (Linux). [TianupoBimk
3anparuBaeT Ha cepBepe IBM Spectrum Protect pacnucanusi, cBsizannsie ¢ nodename
(mpokcu-y3es MOHTHPOBaHUS), a He ¢ asnodename (y3es1 eHTpa JaHHbIX). Ecom B daiine
dsm.sys 3ajmaHa onnus ashodename, TO 3aPALIMBAIOTCS PACIUCAHUS, CBSI3aHHBIE C
asnodename, a He c nodename. B pe3yibTaTe onepanuy paciicaHus 3aBepIIAFOTCS
HEyJIa4HO.

4. TlIposepsTe coequnenue ¢ ceppepoM IBM Spectrum Protect: BBeuTe KoMaHIy
dsmc query session
DTa KOMaH/1a BEIBOAUT HHPOPMAIUIO O CeaHCe, BKJIFOUAs TeKyIlee UM y3J1a, BpeMs
YCTaHOBJICHHS CeaHca, HHPOPMAIUIO O CEPBEPE U O COCTUHEHIH C CEPBEPOM.
5. Hactpoiite cityx0y aknentopa (nmpuemuuka) kauenta (Client Acceptor Service, CAD) u
CITyO0y TIAHUPOBIIMKA IepEMEIICHNS TAHHBIX, BHITOJIHUB CJICAYIOIINE 3aJa1:
* 3apaiiTe cieayroinye onuu B aiise dsm.sys, B pa3aesie MpOKCH-Y3e
MOHTHUPOBAHUA:
— 3apgafiTe onmmro managedservices co cIenyrIIMMHI IBYyMs apaMeTpaMu:
managedservices schedule webclient

OTa ommus ykaswiBaeT, uTo AemMoH Client Acceptor ynpaBiiseT u BeO-KJIMEHTOM, U
IUTAHUPOBIIMKOM.

— Eciu BBl XOTUTE HAIPABIIATH HHPOPMAIUIO O PACHHCAHUY U OIIUOKAX B (hailiTbl
JKypHaJia He 110 YMOJTYaHMIO, TO 3aAaliTe onuuu schedlogname u errorlogname.
Kaxpgas onmus 1OJDKHA COIEPKATh MOJIHOE UM (aiiia, B KOTOPOM OyaeT
XpaHuUTbCs HHpOopManms xKypHaia. Hanpumep:
schedlogname /vmsched/dsmsched_mp_Tnx.Tlog
errorlogname /vmsched/dsmerror_mp_Tnx.log

* YroObl CKOHOUIYPHPOBATB CITY>X0Y aKIENTOPa KJIMEHTA U CIIYXO0y IIAaHHPOBIIUKA
HepeMelIeHNs TaHHbIX, TaK YTOOBI OHU pabOTaJIM KaK CepBep pe3epBHOTO
KONMPOBaHUs, 3aaiite B paiine /etc/init.d/dsmcad creqyromyro nepemennyro
cpenbl:
export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin

» 3amyctuTte ciayx0y Client Acceptor:

[TporpamMma ycTaHOBKH CO3/1a€T ClieHapHmii 3amycka nemona Client Acceptor Daemon
(dsmcad) B /etc/init.d. demon Client Acceptor Daemon noJpKeH ObITh 3allyIleH,
4TOOBI OH MOT YIPABIISATH ONEPAIMSIMHU MJIAHUPOBIIMKA UK BeO-KIMeHTOM. BBennTe
KaK [I0JIb30BATEJIb 100t CIISAYIOIIYIO KOMAaH/Y, YTOOBI 3alyCTUTh IEMOH:

export LD _LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin
service dsmcad start

Uto0Ob1 nemon Client Acceptor Daemon 3amyckaJsicst aBBTOMAaTHYECKH T10CJIE
Hepe3alycka CUCTeMbI, J00aBbTe B OKHE NPHUIJIAIICHUs] 000JI0UKH CIIEAYIOLIYIO
cItyx0y:
# chkconfig --add dsmcad
6. Yb6emuTech, UTO aKIENTOP U areHT KJIMEHTA CKOH(PUTYPUPOBAHBI MPABUIIHHO:
a. BoiinuTe B ynajeHHYIO CHCTEMY.

b. Coeaunurech ¢ komnbroTepoM HOST1 npu nomomniu Be6-Opay3epa, UCIOJIB3Y S
CJICAYIOLINE aJIPEC U MOPT:
http://HOST1.xyz.yourcompany.com:1581
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KoHdurypupoBaHume NpOKCU-y3nbl MOHTUPOBaAHUA BPYUYHYHO B
yaaneHHon cucteme Windows

BrimosiHuTe 3Ty 327184y, 4TOOBI 1OOABUTH MPOKCU-Y3€JI MOHTHPOBAHUS HA y1aJICHHBI
koMmmbioTep Windows. DT0 HYXKHO, €CJIi BBl XOTHTE JOOABUTH B Cpely BTOPOU MPOKCH-Y3eT
MoHTHpoBaHus Windows.

Mperwpae yem HayaTb

[pex e ueM MpUCTYNAaTh K 3TOU 3ajaue, YOS JUTECh, YTO OCHOBHON KOMIIOHEHT
MPOKCHU-y3eJ MOHTHpOoBaHUs Windows CKOHPHUTYpUpOBaH.

06 aTon 3apaue

BeinosiHHUTE HA yIaIeHHOM MPOKCH-KOMITBbIOTepe MOHTHpOoBanus Windows ciieayromue
NEUCTBUS:

Mpoueaypa

1.

YcTaHOBHUTE HA YAJICHHOM MPOKCH-KOMITbIOTEpe MOHTUpoBaHus Windows ciiemyrorime
OPOYKTHI:

* areHT BOCCTAHOBJICHUS

* CpenctBo nepemenienus Janubix IBM Spectrum Protect

IMomyunTe moctyn kK 060UM IpOIyKTaM B 006pa3e ckaumBauus IBM Spectrum Protect for
Virtual Environments. [TomaroBsie ”HCTpYKIIUHU IO yCTaHOBKE cMoTpute B LleHTpe

3HaHui IBM:
[“Vcranoska Data Protection for VMware B ciictemax Windows” Ha ctp. 24|

V3BrieknuTe KOHTEHT NpuMepa (aiia omnuii ¢ CO3JaHHOTO MPOKCU-Y3J1a MOHTHPOBAHHUSI
Windows 1 106aBbTe ero B (ailJ1 onnuii Ha yIaJIeHHOM IPOKCU-KOMIBIOTEPE
MoHTHpoBaHust Windows:

a. IlepeiiuTe HA OCHOBHOM HPOKCH-KOMIIbIOTEpe MOHTHpOBaHust Windows B OKHO
Koudurypamus momys I'padpudueckuit uaTepgeiic Data Protection for VMware
vSphere.

b. lenxuute mo U3menuts koudurypamnro TSM B ciimcke 3amayu. s 3arpy3ku
0JIOKHOTa KOH(GUTYPAIIMK MOKET OHATOOUTHCS HECKOJIBKO MHUHYT.

c. Ilepeiinute Ha cTpanuly CMOHTHPOBATH Mapbl NPOKCU-Y3JI0B MOHTUPOBAHUSI.

B cTon6ue Tabmmbr OCHOBHOM y3eJ1 mepeitiuTe K MPOKCH-Y3JTy MOHTAPOBAHHMS
Windows B 0u1aeMOM IOJIOKECHUH U U IICJKHATE 10 [locMOTpeTh mapaMeTphbl.

e. CxonupyiiTe npuMmep KoHTeHTa ¢aiiya dsm.opt, moka3zanuslii B okHe ITapaMeTpbl
NPOKCH MOHTHPOBAHHS.

f. BcraBbTe nim qo6aBbTE KOHTEHT puMepa ¢aitia dsm.opt B daiin onuuit Ha
yJlaJICHHOM IPOKCH-KoMIbloTepe MoHTHpoBaHus Windows. [1pucBoiite ums daiimy
OIuMit, cIeaysl IPaBIITY, KOTJa YKa3bIBACTCS €ro POJIb KaK YAAJICHHOTO 00BbeKTa
HPOKCH-Y3eJ MOHTUPOBAHHSI.

Hanpumep, dsm.REMOTEL MP_WIN.opt.

Orpanuuenne: He Brumrouaiite omnmuto pabotsl 6e3 okaabHoi cetu (ENABLELANFREE
YES) B ¢aitie onuuit. {7151 y3710B NPOKCH MOHTUPOBAHUS 9Ta OMIIHS HE
HOJIICP>KUBACTCSL.
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3. BsemuTe cieayromyro KOMaHIy CPEACTBA IEPEMEIICHUS JAHHBIX, YTOOBI 3a1aTh
noJib30BaTesis 1 napoJsb vCenter VMware 111 KOMIIOHEHTA IPOKCH-Y3€1
MOHTHUPOBAHUS:

CoBet: UTOOBI OTKPBITH KOMaHAHYIO CTPOKY dsmc, oTkpoiite MeHto [Tyck Windows u
BbIOepuTe [Iporpammbl — IBM Spectrum Protect — Komananas crpoka kimeHTa
pe3epBHOT0 KOMHPOBAHHSI.

dsmc set password -type=vm vcenter.mycompany.xyz.com <aAMMHMCTPaTOP> <naposib>
-optfile=dsm.REMOTE1_MP_WIN.opt

4. TIpomepsTe coequHenue ¢ ceppepoM IBM Spectrum Protect: BBequTe koMaHIy

Gsmc query session -optfile=dsm.REMOTE1 MP_WIN.opt )

DTa KOMaH/Ja BBIBOAUT I/IH(l)OpMaI_II/IIO O CCaHCC, BKJIIOYas TCKYIEC M4 y3Jia, BpEMS
YCTaHOBJICHHS CE€aHCA, I/IH(bOpMaIII/IIO O CEPBCPE U O COCAMHCHNU C CCPBEPOM.

5. Hacrtpoiite cityx0y aknentopa (nmpuemuunka) kiauenrta (Client Acceptor Service, CAD) u
CITykOy IIaHUPOBIIMKA IIEPEMEIIICHNS JAHHBIX, BBIIOJHHUB CJIETyOIIUE II1ary:
Ha sTom mare ais Hactpoiiku ciyx6 CAD u Scheduler ucnosiszyercst macrep
koHpurypuposanus rpaduueckoro nnrepdeiica ximenra IBM Spectrum Protect. 1o
ymoyaHuro ciryxx6a Remote Client Agent Takxke HacTpamBaeTcs B 3ToM Mactepe. Ecim
BHI HCIOJIb3YeTe YTIUIATY KOHGUTYPUPOBAHUS KIMEHTCKOM ciry:k0b1 IBM Spectrum
Protect, (dsmcutil) mus aToif 3ama4ym, yCTAHOBUTE TaKXKe CIIy)KOy areHTa yaaJIcHHOT O
KJIMEHTA.
3anycTtute Mactep kKoHpurypuposanus kiareHTta IBM Spectrum Protect u3 mento ®aii:
nepeiure B YTHIMTHI > MacTep HACTPOHKH:

a. Boibepute CKOHOUIYpupoBaTh BeG-knueHT TSM. BeeauTe HyKHbIE JaHHBIE.

1) s onuuu Korpa BH XOTUTe 3anmyCcTUTb cnyxBy? Boibepute ABTOMAaTUUECKM
npu 3arpy3ke Windows.

2) Jus omum 3anycTWTb CNyx0y no 3aBepueHuu paboTh 3TOro mMacrtepa?
BBIOEpHTE [la.

Korna onepaius OyeT yCIEIIHO BINOJIHEHA, BEPHUTECh HA HAYAJIbHYIO CTPAHUILY
MacTepa U nepeiiure x mary b.

Coser: Ecim BB KOHGHUTYypUpyeTe Ha OTHOM KOMITBIOTEpE O0Jiee OHOTO 0OBEKTA
POKCH-Y3€JI MOHTUPOBAHUS, AJIS1 KAXKAOT0 9K3EMILISIpA aKLENTOPpa KIMEHTA HYKHO
3a4aTh CBOA HOMED MOPTA.

b. Bribepute CKOHOMIYypupOBaTb MNaHUPOBUWMK KnveHTa TSM. Beenute HyXHBIC

TAaHHBIC.

1) Ilpu BBOJE MMEHU NMJIAHUPOBILUKA YOEAUTECH, YTO BEIOPAHA OMIIUS
Wcnonb3oBaTb Ans ynpasnenus nnaHupoBuukom Client Acceptor Daemon
(CAD).

2) Jlus onuuu Korga Bbl XOTUTe 3anycTUTb cnyxBy? Boibepure ABTOMaTHUUECKH
npu 3arpy3ke Windows.

3) st ommmu 3anyCcTWTb Clyk0y no 3aeepuieHuu paboTe 3TOro MacTepa?
BbIOepHTE [la.

6. YOenurech, YTO aKIENTOP U arcHT KJIMEHTA CKOH(DUTYPUPOBAHBI TPaBUIIHLHO.
CoemuanTech ¢ kommnbioTepoM HOST1 mpu momMoru Be6-Opay3epa, UCIOJIb3Y st
CJIEIYIOIINE aIpec U MOPT:
http://HOST1.xyz.yourcompany.com:1581
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KoHdurypupoBaHue HeCKOJNbKUX cnym6 NnpUeMHUKa KNneHTa BPy4YHYyHO
B cucteme Linux

[Tpu onpenesieHHBIX 0OCTOSTEIBCTBAX MOXKET 0Ka3aThCsl BHITOTHBIM HCIIOJIL30BATh
HECKOJIbKO CiIy’k0 dsmcad Ha oHOM XOCTe KiIreHTa Linux.

06 aTtou 3apgaue

Hwmxe OIIMCAHO, KaK 3a1aTh HECKOJIbKO 3K3EMILIAPOB dsmcad fj1s aBTOMaTHYECKOTO
3aIyCKa nmpu 3allyCKe€ CUCTEMBI.

Mpouenypa
1. Co3nmaiite B (aiise dsm.sys ABa YHEKAJIBHBIX pa3zesia y3J10B (0 YMOJYAHUIO 9TOT
¢aiin naxomutes B katanore /opt/tivoli/tsm/client/ba/bin/):

/; cat /opt/tivoli/tsm/client/ba/bin/dsm.sys h
SErvername nodel
COMMMethod TCPip
TCPPort 1500
TCPServeraddress  localhost
nodename nodel
errorlogname Jopt/tivoli/tsm/client/ba/bin/dsmerror-nodel.log
schedlogname /opt/tivoli/tsm/client/ba/bin/dsmsched-nodel.log
managedservices webclient sched
httpport 1581
passwordaccess generate
SErvername node2
COMMMethod TCPip
TCPPort 1500
TCPServeraddress  Tocalhost
nodename node2
errorlogname /opt/tivoli/tsm/client/ba/bin/dsmerror-node2.10g
schedlogname Jopt/tivoli/tsm/client/ba/bin/dsmsched-node2.10g
managedservices webclient sched
httpport 1582
asswordaccess generate
N ’ )

Coger: mMeeT CMBICIT BKIIFOYHTH HeKOTOpBIe onmud include/exclude, 4To6wr
Pa3JIMYUTh 3TH y3Jbl. B MHOM Cilyuae O/IHU U Te€ %K€ TaHHBIE MOTYT ObITh CKOITUPOBAHBI
C UCIIOJIb30BAHUEM JIBYX UMEH Y3JIOB.

2. Cospnaiite aBa daitia dsm.opt, mo oJHOMY IS KQXKIOTO y37a (0 YMOJTYAHUEO 3TH
¢aitel HaxoasTes B katajore /opt/tivoli/tsm/client/ba/bin):

# cat /opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
servername nodel
# cat /opt/tivoli/tsm/client/ba/bin/dsm-node2.opt
servername node2

3. Paspermute onnuro passwordaccess generate, BOIAS B CHCTEMY C
UJCHTU(PUKAIIMOHHBIMY JTAHHBIMH JIJIT 000UX Y3JIOB:

# cat /opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
servername nodel
# cat /opt/tivoli/tsm/client/ba/bin/dsm-node2.opt
servername node2

4. CospaaiiTe 1Be KONMY CLEHAPHS HHULMAIM3AIMHU r'C . dsmcad (110 yMOJIYaHUIO ITOT
cueHapuit Haxoautcs B katasore /opt/tivoli/tsm/client/ba/bin):
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# cp /opt/tivoli/tsm/client/ba/bin/rc.dsmcad /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-nodel
# cp /opt/tivoli/tsm/client/ba/bin/rc.dsmcad /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-node2

5. W3menurte rc.dsmcad-nodel:

a. M3menute 3Ty cTpoky mis auctpudytuBoB Red Hat Enterprise Linux:

(Eaemon $DSMCAD_BIN

Ha CTPOKY

daemon $DSMCAD BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

b. W3menwure 31y crpoky miis aucTpudytuBoB SUSE Linux Enterprise Server:

(Etartproc $DSMCAD_BIN

Ha CTPOKY

startproc $DSMCAD BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

6. U3menurte rc.dsmcad-node2:

a. M3menute 3Ty cTpoky mis auctpudytuBoB Red Hat Enterprise Linux:

(gaemon $DSMCAD_BIN

Ha CTPOKY

Gaemon $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

b. W3menwure 31y crpoky mis auctpudytuBoB SUSE Linux Enterprise Server:

(Etartproc $DSMCAD_BIN

Ha CTPOKY

(Etartproc $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

7. Cospaiite B /etc/init.d/ ccbuiku, ykaspIBaroliye Ha IBa HOBBIX CLEHAPHS
nHUIam3anm rc.dsmcad. DTH CChIIIKU MO3BOJIIOT CITyOe MHUIAM3anuu Linux
3amycKaTh Ciryk0bl dsmcad npu 3amycKe CUCTEMBI:

# 1n -s /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-node2 dsmcad-node2

# 1n -s /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-nodel dsmcad-nodel

# 1s -la dsmx

Trwxrwxrwx. 1 root root 45 Aug 2 08:04 dsmcad-nodel -> /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-nodel
Trwxrwxrwx. 1 root root 45 Aug 2 08:04 dsmcad-node2 -> /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-node2

8. 3apeructpupyiite 1Ba HOBBIX clieHapus rc nocpeactsom chkeonfig:

# chkconfig --add dsmcad-nodel
# chkconfig --add dsmcad-node2

9. TlIpoBepbTe KOH(MUTYpPALHIO MPU MOMOINK koMaHAbl service dsmcad start, 4ToOb!
yOEMUTHCS, YTO CHEHAPHH 3arPyKAIOTCS U 3aMyCKaroTCsl Oe3 mpobJiiem:
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# service dsmcad-nodel start

Starting dsmcad-nodel: [ ok ]
# service dsmcad-node2 start
Starting dsmcad-node2: [ oK ]

# ps -ef | grep dsmcad

root 2689 1 0 09:04 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

root 2719 1 0 09:04 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad

\:optf11e=/opt/tivo11/tsm/c11ent/ba/bin/dsm—nodez.opt

B 3TOM npumMepe TEKCT KOMaH/bl Pa3MEIIIeH B JIBYX CTPOKAX (B COOTBETCTBHH C
(bopMaTHpOBaHUEM CTPAHUIIBI).

10. Tlepe3amycTuTe CHCTEMY U YOeaUTECh, YTO JIBa 3k3eMILIsapa dsmcad 3amyckaroTcst
aBTOMATHYECKH:

# ps -ef | grep dsmcad

root 1830 1 0 09:14 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

root 1856 1 0 09:14 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

B 3TOoM mpumepe TeKCT KOMaHAbI pa3MeleH B ABYX CTpokax (B COOTBETCTBHHU C
(dbopmaTHpOBaHUEM CTPAHHIIBI).

N3ameHeHue ¢panna KoHpurypauuv VMCLI

®aiin koudurypanun VMCLI (vmcliConfiguration.xml) comepxut napamMerpsl 1jis
komrioHeHTa [ paduuecknit maTepdeiic Data Protection for VMware vSphere.

ITpomneccy yctanoBku Data Protection for VMware Tpe0GyeTcsi, 4TOOBI OJIH30BATEIb 3a1aJT
IP-agpec cepBepa vCenter, a Takxe yka3aJsl, Hy>KHO JIM BKJIFOUYUTD TIOCTYI K TpaduIecKkoMy
uHTepdeiicy 115 Be6-O6pay3epa. OHAKO MOCIIEe YCTAHOBKY IPOTPAaMMa YCTAaHOBKU He
cMOXeT U3MeHUTH [P-anpec cepBepa n MeTo[ 1octyna rpadudeckoro narepdeiica.

UToObI OGHOBUTH 3TU MAPAMETPHI, MOXKHO BPYYHYIO BHECTH U3MEHEHUS B (Daiii
koupurypamuun VMCLI (vmcTiConfiguration.xml). 3tot daitn cozmaeTcs npu ycTaHOBKe
B CJICITYFOIIUX PACIIOIOKEHHUSIXK:

B cucremax Windows:
C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI

B cucremax Linux:
/opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/tsmVmGUI/

YT0OBI U3MEHUTD OINIUIO, YKA3BIBAIOIYIO, HYXKHO JIM BKJIFOUYUTH JOCTYII K Fpa(l)I/I‘ICCKOMy
uHTep(eiicy yepes BeO-Opay3ep, BBEIUTE OQHO U3 CICAYIOMINX 3HAYCHUH B HapaMeTp
<enable_direct_start></enable_direct_start>.

* yes Beb-Opay3ep CMOXET HENOCPEICTBEHHO MOJIYIUTh JOCTYI K IpadguyeckomMy
unrepdeiicy. Hanpumep:

<enable_direct_start>yes</enable_direct_start> )

* no Beb6-Opay3ep He CMOXKET HEITOCPEICTBEHHO HOJIyIUTh TOCTYI K rpadmueckoMy
unrepdeiicy. Hanpumep:

<enable_direct_start>no</enable_direct_start> )
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Yrto06bl HCIOJIB30BaTh Tpaduieckuii uHTepdeiic aist 3anmThl vSphere, 3amaiite cieayroiiee
3HavYeHUEe B mapameTpe <mode></mode>:

* vcenter [1ns 3ammutsl vSphere ucnosp3yercs rpaduueckuii naTepdeiic. Hanpumep:

(}mode>vcenter</mode>

Utob6sr u3mennuTs [P-aapec cepsepa vCenter, yoeauTecs, 4To 3aaHO
<mode>vcenter</mode>, a 3atem yxaxure [P-aspec B mnapamerpe <vcenter_url></
vcenter_url>. Hanpumep:

(}vcenter_ur]>https://vcenter.myco.com/sdk</vcenter_ur1> :)

B nauasne IP-agpeca cepsepa vCenter JOJDKHO HaXOQUThes 3Havenue https://. B konue
IP-agpeca cepsepa vCenter JOJDKHO HaXOAMTLCA 3HaueHue /sdk.

Mpumep Ppannos vmcliConfiguration.xml

Crenyromwuit ¢aitn vmeliConfiguration.xml ckondurypuposan nis 3amursl vSphere, u
JUTs Tpadudeckoro uHTEpdeiica BKIIFOUYEH T0CTyNa Yyepe3 Beb-0paysep:

<?xml version="1.0" encoding="UTF-8"?> )
<vmcliAdaptor>
<VMCLIPath>C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts\
</VMCLIPath>
<interruptDelay>900000</interruptDelay>
<mode>vcenter</mode>
<vcenter_url>https://vcenter.myco.com/sdk</vcenter_url>
<enable_direct_start>yes</enable_direct_start>
</vmc1iAd r>
\\/ C apto )
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NMpunoxeHue B. NepeHacTponKa Ao cTparterum
WHKPEMEeHTHOro pe3epBHOro KonmposaHua Bcerga
UHKPEMEHTHoOe

Hcnomnb3yiite 9Ty npolueaypy, YToObl NEPEHACTPOUTH CYIIECTBYIOIINX PACITUCAHUS
PEe3epBHOrO KONMUPOBAHUS, MOJUTUKHA U OOBEKTHI y3€JI IEPEMEIICHUS] TAHHBIX JIJIS
HCHOJIb30BAHUS B CTPATETUHU PE3ePBHOIO KOMUpoBaHus Beeryia nHKpeMeHTHOE.

Mperwae yem HayaTb

BrI MOXeTe HCHOJIB30BATH CTPATETHIO MTOJIHOTO PE3EPBHOIO KonupoBaHus Beerma
WHKpEMEHTHOE, peaym3oBanHyro B Data Protection for VMware Bepcuu 6.2 u 6.3. Ecoit BB
XOTHTE MPOJOJIKUTH UCIOJIB30BATh CTPATETUIO MTOJHOTO PE3ePBHOTO KonupoBaHus Beerma
MHKPEMEHTHOE, BaM He HY)KHO U3MEHSITh IIOJIMTUKY WJIM PACIUCaHUs. Bl JOJKHBI
yOenuThCs, 4TO OOHOBJIIETE TOJIBKO Y3JIbI IEPEMELIEHUs JaHHBIX 40 Bepcuu 6.4 (1u
HOBee), KaKk OMICAaHO B ciieayrouieit nponenype. OqHako, ecyid Bbl XOTUTE UCIOJIb30BATh
CTpaTeruio HHKPEMEHTHOTO PE3€PBHOTO KOMMPOBaHus Beerjja MHKpeMeHTHOE, BbI JOJDKHBI,
IIOMHUMO OOHOBJICHHS Y3JIOB NIEpPEeMEIEHNS TaHHBIX 10 Bepcuu 6.4 (M HOBee), TaKkxKe
OOHOBHTH PACIUCAHUS U MOJMTUKY IS TEX y3JI0B IEPEMEILCHNUS TaHHBIX, KOTOPBIE
MEPEXOAT B 3Ty CTPATETUIO HHKPEMEHTHOTO PE3epBHOIO KOMupoBaHus Beerma
MHKPEMEHTHOE.

UToOBbI EpeHACTPOUTH CyLIeCTBYoLIMe pacnucanus Data Protection for VMware B
CTPATErHI0 HHKPEMEHTHOTO PE3EPBHOIO KOMMPOBaHHsl Beeria MHKpEMEHTHOE, HYKHO
BBINIOJIHUTH 3a/1a4H, OMMCAHHBIC B 3TOM MPOILEAype.

BakHoe 3ameuanne:

* Xotsa HECKOTOPBIC 3aJ]a4u ABJIAOTCA OTACJIbHBIMHU, BCC IPUJIOKECHUA U KOMIIOHCHTBI
HY>XHO B KOHCYHOM CHETE O6HOBI/ITI), YTOOBI MOJIyUYUTh MOJIHBIN Ha6op MMPCUMYIIECTB
CTPAaTCrud UHKPEMEHTHOI'O PE3CPBHOIO KOIIMPOBAHUA BCGFH& HUHKPEMECHTHOC. B aroit
Hy6J'II/IKaHI/II/I COACPIKUTCA BCA HH(bOpMaIII/Iﬂ 110 BBINOJIHEHUIO KAXA0M 3a/1a4N.

* EcTb HECKOJIbKO METO/I0B BBINIOJIHEHHS Beeil mepeHacTpoiiku. OHaKo B 3TOI
myOJsmKaum onucansl 3QGEeKTUBHBIE METOABI 111 TUIIYHO# cpeabl Data Protection for
VMware.

* Pacnmcanne, KoTopoe Hy>KHO EPEHACTPOUTH B 3TOMH IPOIeIype - 3TO PaCIUCAHHUE,
CO3/ITaHHOE C OMOIIIbIO0 MacTepa pe3epBHOTO konupoBaHus I paduueckuit uaTepdeiic
Data Protection for VMware vSphere. Eciu nepenactpanBaemMoe paciiucanue Co3JaHO
BpPYYHYIO, TO BCE OMMCAHHBIE 3/IeCh U3MEHEHUSI TAKXKE HY>KHO BBIIOJHUTH BPYYHYIO.

06 aToun 3agaue

Mpoueaypa
1. OGHoOBUTE BCe cepBephI pe3epBHOI0 KONMPOBaHUs VStorage, KOTOPBIE 3AIIAIIAIOT OJINH
vCenter. DTO 0OHOBJICHNE HY)XHO BBIIIOJIHUTH OJHOBPEMEHHO JIJIS1 BCEX Y3JIOB

HepeMeIIeHNs JaHHbIX.

* [Ipu 5TOM OOHOBJIEHMH HY>KHO YCTAHOBUTH CPEJCTBO IepeMelleHus JanHbIX IBM
Spectrum Protect Bepcun 6.4 (111 HOBee) Ha cepBepe PE3EPBHOTO KOMUPOBAHUS
vStorage.

* DTo oThesbHAS 3a]]a4a, HO3TOMY BBIIOJIHATH IIArd 2 UJIM 3 cpasy nocse mara |
HeoOs3aTesbHO. [Tocie OGHOBIICHUS Y3JI0B EpEeMEIIeHHs JaHHBIX MOXHO
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HO-TPEKHEMY BBIMOJIHATH PE3EPBHOE KONMUPOBAHUE BUPTYAJIbHBIX MAILIUH B
cymecTByroeit cpene. lllaru 2 u 3 MOXHO BBIIOJIHUTH B 00Jiee yIOOHOE BpeMs.

Coset: Ecmu cpefia coaep>XUT HECKOJIBKO CEPBEPOB PE3€PBHOIO KOIIMPOBAHUS
vStorage, To 0OHOBUTE TOJIbKO OJuH cepep. [lepen 06OHOBIEHNEM OCTAJIbHBIX CEPBEPOB
pe3epBHOIO KONMMPOBaHUS VStorage yoeuTech, 4TO 3TOT cepBep paboTaeT HOPMaJbHO.

2. OOHOBHUTE NOJMTHUKY PE3EPBHOTO KONMUPOBAHUS U PACIUCAHUS PE3EPBHOIO
KOMUPOBAHMUSI, YTOOBI PEASIM30BATH ONEPAIMU HHKPEMEHTHOTO PE3EPBHOTO
konupoBaHus Bcerga MHKpeMeHTHOE:

BeinoJsiHuTe cienyronye onepanyy 1Jisg HOJIUTHKY PE3EPBHOTO KOMUPOBAHUS HA CEpBEpE
IBM Spectrum Protect, BBoast koMaHAbl B KJIMEHTE KOMaHIHOM CTpOKH
anMuHUCTpUpoBaHus (dsmadmc):

a. CospaiiTe KJIacc yrpaBJICHUS JJIs1 COOTBETCTBYIOIIETO JOMEHA U HAOOP MOJIUTUKI
IUJTS THKPEMEHTHBIX pe3epBHBIX kKonnii Beerna nakpeMeHnTHOE. B cremyrorem
npuMepe co3aaetcs kiacc yrnpasienus mgmt_ifincr28 nus nomena domainl u
Habopa moymtuk prodbackups. MM kitacca yrnpaBiieHUs HCIOJIb3YETCS TS
OTIMCAHUSI CTPATETHH NHKPEMEHTHOT'O pe3epBHOr0 KonumpoBaHus Beerma
MHKPEMEHTHOE, P KOTOPOM COXpaHsieTcst 28 Bepcuil pe3epBHBIX KOTIHIA:
define mgmtclass domainl prodbackups mgmt_ifincr28
description="Retain 28 backup versions"

b. Co3naiiTe rpymnmy pe3epBHBIX KOIHIA 1T MHKPEMEHTHBIX Pe3epBHBIX Konuit Beerma
WHKPEMEHTHOE. B 3TOM npuMepe co3maeTcs cTaHaapTHAS TPYyIa Pe3epBHBIX KOWIA
1t fomena domainl, Habopa mosmtuk prodbackups u kiracca ynpasieHus
mgmt_ifincr28:
define copygroup domainl prodbackups mgmt_ifincr28 standard type=backup

3anucu standard type=backup - 3T0 3HAYEHMS MO YMOJIMAHUIO, U UX MOXKHO HE
3aaaBaTh. OHU BKJIFOYEHBI B 3TOT IPUMED, YTOOBI I0KA3aTh, YTO UMSI TPYIIBI KOIIHIA
- STANDARD, a Tum pe3epBHOTO KonmpoBaHus - backup, a He archive.

c. M3menute rpymiry pe3epBHBIX KONHUH, yKa3aB MOAXO/ISIINE BEPCHIO, CPOK XPAHEHHS
U TapaMeTpsl yCTapeBaHUs:

Hanommnanme: B Data Protection for VMware Bepcuu 6.2 u 6.3 Bepcust pe3epBHOU
KOIIMH, CPOK XPAHECHUS 1 CPOK OKOHYAHUS JICHCTBUSI OCHOBAHBI HA YPOBHE
JIeTAJIM3aNUH [EH Pe3ePBHBIX KOMUIl. DTOT METOJI 03HAYACT, YTO JaXe XOTS U
CO3IAFOTCS MMOJHBIE pe3epBHBIC KoMK Beerja HHKpEeMEHTHOE i MHKPEMEHTHBIE
pe3epBHBIe Komu Beerga mHKpeMeHTHOE (KaK YacTh CTPATETHH OJTHOTO
pe3epBHOTO KonMpoBaHus Becerna nakpeMenTHOe 6.2 1 6.3), OKOHYAHHE ACHCTBUS
BEpCHil YUNTHIBAECT TOJILKO MOJIHBIE pe3epBHBIE kKonmu. B Data Protection for
VMware Bepcun 6.4 (11 HOBee) BEPCUH PE3EePBHBIX KOMMIA, CPOK XPaHEHUS M CPOK
OKOHYAHMS AEICTBUS OCHOBAHbBI HA YPOBHE JIETAJIM3ALIUN OJTHOW pe3epBHON KOMUH.
DTOT METOJ 03HAYAET, YTO YUMTHIBACTCS OKOHYAHME JCHCTBUS BEPCHIl KaK JJIs
MOJIHBIX Pe3ePBHBIX Komuii Beeraa MHKpeMEHTHOE, TaK U JIJI1 HHKPEMEHTHBIX
pe3epBHBIX Konuid Beeria ”HKpeMeHTHOE.

ITapametp verexists 3agaeT MakcHMaJIbHOE YHCIIO BEPCUIl pe3ePBHBIX KOIMA
BUPTYaJIbHOM MalllMHbI, COXpaHseMbIX Ha cepBepe. Ecii onepanus ”HKpeMEHTHOT O
pe3epBHOI0 KONMPOBaHUs Beeraa MHKPEMEHTHOE BBI3BIBAET NIPEBBIIICHUAE ITOTO
YHCJIa, CEPBEP COUTET CPOK JCHCTBUS HanboJiee CTapoil BEpCUH Pe3epBHOM KON,
HAXOJISIIICHCS B CEPBEPHOM XPAHIIIUILE, UCTEKIIUM. B 9TOM mpuMepe 3a1aHo
verexists=28. OTo 3HAYHT, YTO Ha cepBepe XpaHUTCS He OoJIbIe 28 BepCHit
pe3epBHBIX KON BUPTYAIbHON MAIIIMHBL.

ITapametp retextra 3ajaer MakcUMaJIbHOE YUCIIO JTHEH JIJIsl XpaHEHUs BEPCUU
pe3epBHOI KONMK BUPTYAJIbHOM MAILUHBL; IO KICTE€YEHUU ITOTO BPEMEHU BEPCHsI
CTAHOBHTCS HeaKTHBHOM. B aTOoM mpumepe 3amano retextra=nolimit. Oto 3HauwnT,
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9TO MaKCHMAaJIbHOE YMCJIO HEAKTUBHBIX BEPCHUil pe3ePBHBIX KONMIA XPAHUTCS
HeomnpeeseHHO noyro. OnHako ecym 3aaHo verexists, To 3Hauenue nolimit
3aMeHsieTcsl 3HaueHneM verexists. B pe3ynbTate B 9TOM npumMmepe Ha cepBepe
XpaHUTCs He O0JIblle 28 HeaKTUBHBIX BEPCUl pe3epBHBIX KON BUPTYaIbHOM
MAaIlNHBI.

Ha ocHose napaMeTpoOB, OITMCAHHBIX B 9TOM LIare, rpymia pe3€pBHBIX KoM
HU3MCHSACTCA CIICAYIOIITUM 06pa30M:

update copygroup domainl prodbackups mgmt_ifincr28 verexists=28
retextra=nolimit

B atom npumepe cymectByromas cpena Data Protection for VMware Bepcun 6.3
COCTOHMT U3 CJIEIYIOLIUX XOCTOB U paCIUCAHUIA:

* Kiactep ESX (esxcluster), koTopsrii conepxut nsa xocta ESX (esxhostl,
esxhost?2).

* Pacrmcanue bup_esxcluster_full samyckaer exeHelesIbHOE IOJHOE PE3ePBHOE
konupoBanue Beerjia makpeMeHTHOE 1151 Kaxkaoro xocra ESX co cpeacrBom
nepemMenieHust JaHHbIx dml.

* Pacricanue bup_esxcluster_incr 3amyckaer exxeTHeBHOE HHKPEMEHTHOE
pesepBHOE KonupoBanue Beerma nHKpeMeHTHOe U1 kKaxkaoro xocra ESX co
CPEeICTBOM IlepeMeELIICHUS TaHHBIX dm2.

Bomomaute B ['paduueckuit natepdeiic Data Protection for VMware vSphere
CJIEAYIOLINE 381241 IIAHUPOBAHUSI PE3EPBHOIO KOIIMPOBAHUSI:

a. 3amyctute Monysb [ 'paduuecknii maTepdeiic Data Protection for VMware vSphere,
LIEJIKHYB 10 3HAYKY B OKHE Pellienus u npuioxenus kimenta vSphere.

b. Ilenkuure B okHe Haunnaem paboty no Bkiaaxe Pe3epBHoe KonupoBanue, 4TOObI
OTKPBITh OKHO YIPaBJIEHUE PACIUCAHUSIMU PE3EPBHOIO KONUPOBAHMUS.

c. Haiinute pacnucanue pe3epBHOTO KOMUPOBAHUS (MCIOJIb3yeMOe JIJIsl IOJIHBIX UJTU
MHKPEMEHTHBIX pe3epPBHBIX Konuii Beerga MHKpeMeHTHOE), YTOOB! ero OOHOBUTE. B
9TOi1 mpoleaype UCHOJIb3YeTCsl PACIICAHUE OJIHOTO PE3EPBHOTO KONMUPOBAHUS
Beerna unkpementHoe, bup_esxcluster_full.

d. [lenxHuTe NpaBoil KHOMKOMN MBIIIN 110 PACIUCAHUIO U BbIOepuTe CBoiicTBa.

e. Ilepeiimute HA cTpanuny Pacnmcanue u BeiOepute VIHKpemMenTHOe B
packpsiBaromiemcs cinrcke CTpaTernsi pe3epBHOI0 KONMHPOBAHHS.

f. Haxwmurte OK, 4TOOBI COXpaHUTH OOHOBJICHUS.

g. Haiinute pacnucanue pe3epBHOTO KOMUPOBAHUS, UCIOIb3YEMOE ISl HHKPEMEHTHBIX
pe3epBHBbIX konuii Becerna nakpeMmenTHoe. llleskHUTE TpaBoil KHONKOM MBIIIU IO
pacncaHuio 1 BeIoepuTe Y AamnThb. [10CKOJIbKY pacnucaHne HOJHOTO Pe3ePBHOTO
xonmpoBanus Beerna nakpeMentroe, bup_esxcluster_full, o6HoBIICHO 11O
HHKPEMEHTHOTO PE3ePBHOTO KOMMPOBaHUs Bcerga HHKpEMEHTHOE, 3TO pacliCaHUe
HHKPEMEHTHOTO PE3ePBHOTO KONMPOBaHUs Beerma nHKpeMeHTHOe 0OJIbIIe He
TpebyeTcs.

3. Tenepb, Koraa y Bac €CThb paCluCaHUC UHKPEMEHTHOI'O PE3CPBHOIO KONIMPOBAHUS
BCCFHH HHKPEMCHTHOC, BbI MOXKETE COKPATUTD YHUCJIO Y3JIOB IEPEMCIICHUS JaHHBIX,
KOHCOJIMAUPOBAB UX:

BaTom IpuUMCPE ABaA y3Jia ICPEMCIICHN A JaHHbIX O6T>€,I[I/IH$I}OTC$I B OIWH.

a. OtkpoiiTe Ha cepBepe Pe3epBHOI0 KONUPOBaHUS vVStorage KOMaHHYIO CTPOKY U
nepeianTe B KaTajor, B KOTOpOoM HaxoauTes daiin onnuit must dml.

b. Ortkpoiite paiia B peqakTope TeKCTOB (Hampumep, BIOKHOT) u 3aaaiiTe B ¢aiiie
CJICAYFOIINE OTILVH:

1) 3Bamaiite vmmaxparallel, 9To0Obl yKa3aTh YUCIIO BUPTYAJIbHBIX MAIIIUH,
KONUPYEMbIX OHOBPEMEHHO y3j10M dml:
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vmmaxparallel=2

3HayeHUE O yMOJYAHUIO M MIHAMAaJIbHOE 3Ha4YeHHe - 1. MakcumasbHOe
3HauyeHue - 50.

CoBet: 17151 K&XIOTO yAAISIEMOrO y3Jia IIEPEMEIIEHHUs TAHHBIX YBEINIbTE
3HavyeHne vmmaxparallel Ha 1.

MoxHo Takxe 3a1aTb vmlimitperhost, 4ToObI yka3aTh YNCIIO BUPTYAJIbHBIX
MaIIIH, KOMPYEMBIX OJTHOBpeMeHHO y3iioM dml ¢ ogroro xocta ESX:

vmlimitperhost=1

DTO oMU MOJIe3HA, €CJIM BbI XOTUTE 3AIUTUTh XOCT OT NMEperpy3Ku. 3HaUeHUE
o ymouauuto - 0 (HeT orpannyeHnii). MUHIMAaIbHOE 3HAUYEHUE - 1.
MakcumansHOE 3HaueHue - 50.

c. Boiinute Ha cepBep IBM Spectrum Protect. 3anaiiTe B kJIMeHTe KOMaHIHOM CTPOKH
agMuHUCTprUpoBaHus (dSmadmc) MakCHUMaJIbHOE YHCIIO CEAHCOB PE3ePBHOTO
KOIUPOBAHUS BUPTYAJIbHOM MAIIMHBI [JIsl COEAUMHEHHsI ¢ XOCTOM. Hampumep:

maxsessions=4

3HaYeHMEe M0 YMOJTYAHUIO - 25. MUHMMAJIbHOE 3HAYEHHE - 2.
4. VYO6eautech, YTO U3MEHEHHBIE y3JIbI IEPEMEIIEHUS JJAHHBIX PA00OTAIOT MPABUIILHO:

a. 3amyctute MoayJsb I paduueckuit maTepdeiic Data Protection for VMware vSphere,
IIEJIKHYB 10 3HA4YKy B OKHe Pernenus u npuitoxenus kimenta vSphere Client.

b. Ilenxuute B okHe Haunmnaem padoty no Bkiaaake Korduryparms, 9To0b OTKPHITH
crpannny CocTossHAe KOHQUTYpALnH.

c. Ha crpanune Cocrostaue koHdurypamun Beioepute vCenter, 3alUIICHHBII Ha 11are
1. HlemkHUTE WO y3JIy MEPEMEIICHUS JaHHBIX, YTOOBI IPOCMOTPETh HHPOPMAIIUIO O
coctostHUY B aHes CBeZieHus 0 cocTostHU. Ecom 115 y371a HOKa3aHbl
IpeaynpekIeHre I OMNOKA, IEJIKHATE 110 3TOMY Y3JIy U HCHOJIb3yHTe
nHpopMaruio B nanesm CBeleHUsI O COCTOSIHUAHU, YTOOBI YCTpaHUTDb omuoOKy. [Toce
3TOr0 BeIOEpUTE y3eJ U 1ieJKHuTe o [IpoBepuTh BLIOPAHHBIN Y3€eJ1, YTOObI
IPOBEPHUTH, HCIpaBieHa i omuoOka. ll{eaxante Mo OGHOBUTH, YTOOHI 3aHOBO
IPOTECTUPOBATH BCE Y3JIBI.

Pe3ynbTathbl

ITocne YCIICIIHOI'O 3aBEPIICHUS KaXXJI0M 3a1a4n cpeaa 6y,£l€T T'OTOBA K UCIIOJIb30OBAHUIO
CTPATCIU UHKPEMEHTHOT'O PE3CPBHOIO KOMMPOBAHUA Bcerna HMHKPEMCHTHOC.

Orpannyenns: [Tocie nepeHacTpOKy paciucaHuii, OTHOCSIIUXCS K TUITY IOJIHOT'O
PE3CPBHOIO KONUPOBAHUSA Bcer,ua WHKPEMEHTHOEC, 1O TUIIAa THKPEMECHTHOI'O PE3CPBHOTO
KOIMMMPOBAaHUA BCCF,Z[a MHKPEMCHTHOC IOMHUTE O CJICAYIOIIUX OTPaHUYCHUAX!

* l3MeHeHne epeHaCTPOCHHBIX PACIICAHUI 0O0paTHO, TaK YTOOBI OHU CHOBA OTHOCHJINCH
K THITY TOJTHOTO pe3epBHOTO KonupoBanus Beerma nakpemenTHOoe 111 VM ((paiimosoe
MPOCTPAHCTBO), HE MOIJIEPKUBACTCS.

* Hcnosb3oBanue OoJiee paHHEH BepCHH CPeACTBa IepeMelieHns qaHHbpx IBM Spectrum
Protect nyst nepeHacTpoeHHOTO (hARIIOBOTO MPOCTPAHCTBA HE MOIEPKUBACTCSI.

* Ecim daitiioBoe mpocTpaHCTBO COACPKUT OAHY (M O0JIee) MHKPEMEHTHBIX Pe3ePBHBIX
konwmif Beerma mHKpeMeHTHOE, TOJIHAS pe3epBHAs Komus Beeria MHKpeMEeHTHOE He
MOI/TEPKUBACTCSI.
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Mpumep ynpaBneHna BepcuaMu Npu NoMoLUM napameTpa
verexists

B atom npumepe nepenactpoiiku pacnucanus Data Protection for VMware Bepcun 6.3
HCIOJIb3YET CJIEAYFOLINE JBA PACIUCAHUS PE3EPBHOIO KOUPOBAHNUS:

* -mode=full: IlimanupyeTcst exeHeIeIbHOE MOJHOE pe3epBHOE KonupoBaHue Beerma
MHKPEMEHTHOE (II0 BOCKPECEHBSIM), & MAKCUMAJILHOE YHCJIO BEPCUIl pe3epBHBIX KOMUiA
VM, coxpaHsieMBIX Ha CepBepe, paBHO 4eThIpeM (verexists=4).

* -mode=incr: 3anIaHUPOBAHO €XEHEACIbHOE HHKPEMEHTHOE PE3EPBHOE KOMMPOBAHUE
Bcerna unkpeMeHTHOE (C IOHEEIFHIKA IO CyO0O0TY).

3a 4 Henenmu cozgaeTcs 28 pe3epBHBIX KOIMIA:

* UeTsIpe MOJHBIX pe3epBHBIX Kommu Beeraa nHKpeMeHTHOE (0 OJHOM ITOJTHON pe3epBHOI
KOIMHX KaXIYIO HEeIeJIF0, YMHOXEHHBIE Ha YE€ThIPE HEIeIN)

* 24 WHKPEMEHTHBIX PEe3epPBHBIX KoMuN Beerma mHKpeMeHTHOE (HHKPEMEHTHEIC Pe3ePBHBIC
KOMWH 32 IIeCTh THEH, YMHOKEHHBIE HA YeThIPE HEICIN)

ITockonwky Data Protection for VMware Bepcuu 6.3 TOACUMTHIBAET TOJIBKO MOJTHBIC
pe3epBHBIE KOTIMH, 3HAUeHNE Verexists=4 coxpaHseT Bce 28 Konui.

UToObI 00eceynTh TaKOM XK€ YPOBEHb 3aIIUTHI ¢ ucnoJyib3oBanueM Data Protection for
VMware Bepcun 6.4 (MM HOBEE) U CTPATETMH HHKPEMEHTHOTO PE3ePBHOTO KOMMPOBAHUS
Bceria mHKpeMeHTHOE, CO3/1aliTe CiIeAyollee paclicaHue:

-mode=1ffull: [Inanupyercs exxemHEBHOE IMOJHOE pe3epBHOE KonrpoBaHue Beerma
WHKPEMEHTHOE, U apaMeTpy verexists mpucBanBaercs 3HaueHUE 28.

3a 4 Henenm co3maeTcs 28 pe3epBHBIX KOIUI:

* OpHa noJsHas pe3epBHas konus Beerna nHKpeMeHTHOe (IepBOHAYaJIbHAS pe3epBHAs
KOIHMS, YMHOXXECHHAS HA OJIUH JICHB)

* 27 WHKpEeMEHTHBIX Pe3epPBHBIX Konuu Beerna mHkpeMeHTHOE (eKeTHEBHBIE Pe3ePBHBIC
konuu Bcerna nHKpeMeHTHOE, yMHOKEHHBIE Ha 27 THel)

ITockoubky Data Protection for VMware Bepcuu 6.4 (111 HOBee) YUUTHIBACT KaK MOJIHbIE
pe3epBHbIe KonuK Beerna MHKpeMeHTHOE, Tak M UHKPEMEHTHBIE pe3epBHble konuu Beerna
MHKPEMEHTHOE, 3HaueHne verexists=28 no3BoJiseT cOXpaHuTh Bee 28 pe3epBHBIX KOMMIA.
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Mpunomenue C. CneunanbHbie BO3MOXHOCTU ANA CeMencTBa
npoaykTos IBM Spectrum Protect

CHGHI/IaJ'II)HI)Ie BO3MOXHOCTHU IOMOTI'arOT IIOJIb30BATCIIIO C (l)I/I3I/I‘IeCKI/IMI/I HCJOCTaTKaMHu,
Hampumep, € OFpaHI/I‘IeHHOﬁ MOABUXXHOCTBIO UJIN C HEAOCTATKAMU 3PEHUS, C YCIEXOM
MOJIB30BAaThCA NPOAYKTAMHU I/IH(I)OpMaHI/IOHHI)IX TEXHOJIOTUM.

0630p

ITpoayktsl cemeiictBa IBM Spectrum Protect mogaepXuBaroT CleAyrOIIe OCHOBHBIE
CIICIAJIbHBIE BOSMOXHOCTH:

* PaboTa ¢ uCnojb30BaHUEM TOJIBLKO KJIaBUATYPbI

° Onepaunn C UCHOJIb30OBAHUEM NTPOTPAMMBI 1JI YTCHUA HH(bOpMaHHH C OKpaHa

CewmeiicTBo npoaykToB IBM Spectrum Protect ucnonb3yet noseiiuii crangapt W3C,
'WAI-ARIA 1.0{www.w3.org/TR/wai-aria/), 4T06bI 06ECIEIHTE COOTBETCTBHE pa3z[eny|ﬁ|
Section 5 08uwww.access-board. gov/guidelines-and-standards/communications-and-it/about-|
the-section-508-standards/section-508-standards]) 1 pexOMeHTAIISIM [TO TOCTYIHOCTH
Be6-coaepxnmoro (Web Content Accessibility Guidelines (WCAG) 2.0[www.w3.org/TR/|
. qTOGI)I BOCHOJIB30BATbCA MPEUMYIICCTBAMU CIICIUAJIBHBIX BO3MO}KHOCTCI71,
BO3bMHUTE ITOCJICTHUI BBIIYCK Balleil IpOrpaMMBbl YTeHUsI MHOPMAILIUY C 9KpaHa U
nocyenHuil Be6-Opaysep, NoAnepKUBAEMBIN TPOIYKTOM.

JokymeHTanus O MPOAYKTY B LieHTpe 3HaHuii IBM BKJIFOUCHA 715 HOAICPIKKA
CrenaJIbHBIX BO3MOXHOCTel. CrennasbHble BOSMOXXHOCTH LeHTpa 3HaHuil IBM onncaHbl
B|pasene CrenmatbHble BO3MOKHOCTH COPABKH 110 IIEHTPY 3HaHuii IBM]
(www.ibm.com/support/knowledgecenter/about/releasenotes.html?view=kc#accessibility]).

YnpaBneHue npyu noMoLun KnaBuaTypbl
I[J'IH yopaBJICHUS 3TUM NPOAYKTOM UCHOJIB3YHOTCS CTaAHAAPTHBIC KOM6I/IHaHI/II/I KJIaBHUIII.
UHdopmauus o6 uHutepdeiice

B momp3oBaTesbckux nHTEpdeiicax HET COAEPKIUMOTO, KOTOpoe ObI MHUTao 2-55 pas B
CeKyHY.

B nosib30BaTesbckux BeO-uHTEpdeiicax npaBuiibHOE BOCIPOU3BEACHUE COICPKUMOTO U
MOAXOSIIAH 11 pabOTHI PEKMM OCHOBAHBI HA KACKaHBIX TaOJMIAX CTHIICH.
[Tpuioxenne odecrneynBaeT MOJIH30BATENSIM CO CIA0BIM 3pEHHEM 3KBHBAJICHTHBIN CLIOCOO
HCIIOJIb30BaTh MapPaMEeTPhI CHCTEMHOTO JUCILICS, BKITFOYA sl BLICOKOKOHTPACTHBIN PEXUM.
MOKHO yIpaBJISTh pa3MepoM mpu(Ta, UCIOJIb3Ysl HAPAMETPhI YCTPOUCTBA UK
BeO-Opay3epa.

B nosp3oBaTenbckux BeO-uHTEpdeiicax ecTh HaBUTAIMOHHBIE OTMEeTKH WAI-ARIA,
KOTOPBIC TO3BOJIAOT 6bICTpO TIEPEXOJUTH K (I)yHKHI/IOHaJ'[BHBIM O6J'Ia,CTHM B IPUJIOKCHUU.

I'IporpaMMHoe obecneueHune nocTaBLLUKOB
B cemeitctBo npoaykToB IBM Spectrum Protect BkitoueHbl IporpamMMbl HEKOTOPBIX

MIOCTABIIMKOB, HA KOTOPBIE HE pacHpoCTpaHsieTcs JineH3nonHoe coriamenre IBM. IBM ne
JieJlaeT HUKAKUX 3asBJICHUN OTHOCHTEJIbHO CIeNUAJIbHBIX BO3MOKHOCTEH 3THX MPOTYKTOB.
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3a uaopmanueit o cnenuabHBIX BO3MOXXHOCTSIX 3THX MPOIYKTOB 00paIaiTech K uxX
IIOCTAaBIIUKAM.

CsfA3aHHanA MH¢0pMaLWIH O cneuunaJsibHbiIX BOSMOXHOCTAX

ITomMuMo cTaHIAPTHOM KOHCYJIbTaTUBHO-CIIPABOYHOI c1y:k0b1 IBM 1 BeO-caliToB
noaaepxku y IBM ecth aBe Tenedonnblie ¢y x0bl TTY TS HCMOJIB30BAHUS TIIYXUMU WA
cJ1a00 CIBIIAIIIME 3aKa39AKaMHU C IEJIBFO MOJIYUeHHS JOCTYIIA K CIIy)K0aM MpoIax u
MTOIEPXKKH:

Cayxb6a TTY
800-IBM-3383 (800-426-3383)
(B CeBepHoii AMepuke)

JonoymHuTenbay0 nHGOopManuio o6 00s3aTebcTBaX, kKoTopsle IBM npuanMaeT Ha ceOs B
OTHOIIICHUH ITOICPKKH CIENAaTHbHBIX BO3MOKHOCTEH, CMOTPHTE Ha caiiTe |IBM|

(IBM - CrienmasbHbie BO3MOKHOCTH) (Www.ibm.com/able).
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3ameuyaHmf

OTa mybsmKkanms pa3padaTbiBagach AJIs MPOAYKTOB U YCIyT, pemiaraeMbix B CIIA.
MartepuaJlibl Ha APYTHX SI3bIKaX MOXKHO MOJTy4yuTh B IBM. OgHako 11 1OCTyNa K KOITUU
OPOIYKTa WJIM BEPCHM IPOYKTA BBl JOJDKHBI OBITH BJIaIEJIbIIEM KOIUY UJIH BEPCUU.

IBM MoOXeT He mpeaiaraTh ONMCAHHbBIE MPOYKTHI, YCIYTU U BOZMOXHOCTH B JIPYTUX
cTpanax. CBeieHUs O IPOJYKTAX U yCJIyrax, IOCTYNHBIX B HACTOSIIIEE BpeMs B Balllei
CcTpaHe, MOXXHO IOJIyYUTh B MECTHOM NpesictaBuTebeTBe IBM. JIroObIe cebLIIKM HA
MPOAYKTHI, IpOrpaMMbl nim yeiayru IBM He 03HA4YaroT SBHBIM MJIM HESIBHBIM 00pa3oM, 4TO
MO’KHO UCIIOJIb30BaTh TOJIBKO MPOIYKTHI, IpOoTrpaMMbl i yciryru IBM. Paspemaercs
HCIOJIH30BaTh JIFOOBIE (QYHKITMOHATIHLHO 3KBUBAJICHTHBIE MMPOIYKTHI, TPOTPAMMBI HJIH
YCJIyTH, €CJIU TIPX 3TOM He HapylaroTcs nmpaBa IBM Ha HHTeIUIEKTyaJIbHYIO COOCTBEHHOCTD.
OJIHaKO MpHU 3TOM MOJIH30BATEJIb CAM HECET OTBETCTBEHHOCTD 3a OICHKY U MMPOBEPKY
paboTsl ¢ apyrumu (He IBM) mpoaykTamu, IporpaMMaMu U yCIyraMu.

Komnanusa IBM moxet pacnoJiaratb NaTCHTAMU UJIM pacCMAaTPUBACMbIMU 3asIBKAMU Ha
MNaTCHTBI, OTHOCAIIUMMUCA K IPECAMETY JAHHOI'O JOKYMCHTA. HOJ'Iy‘—ICHI/IC 9TOro JOKyMCHTa
HE O3HAYACT IPEAOCTABIICHUSA KaKuXx-JI1100 JIMLIEH3UN HA 3TU MATEHTHI. 3anpoc1,1
OTHOCHUTEJIBHO JIMLICH3UIA HaHpaBJ’IﬂﬁTC II0 agpecCy:

IBM Director of Licensing
IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

Us

[To moBomy MIEH3NH, CBSI3aHHBIX C HCIOJIb30BaHINEM HAOOPOB IBYXOANTHBIX CHMBOJIOB
(DBCS), obparmaiitech B OT/IeJ]I HHTEJUIEKTyaJIbHOU coOcTBeHHOCTH IBM B Baleit crpade
WJTM HAIIpaBbTE 3aIIPOC B MICEMEHHOM (hopMe o azipecy:

Intellectual Property Licensing

Legal and Intellectual Property Law
IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPITOPALIM S INTERNATIONAL BUSINESS MACHINES ITPEJJOCTABJISET
JAHHVIO I[TYBJIMKALIUIO "KAK ECTbB", BE3 KAKUX-JINBO ABHbBIX NJIN
[MTOJIPA3YMEBAEMbBIX TAPAHTHM, BKJIFOUA S, HO HE OTPAHUUYUBASICh
TAKOBBIMMU, ITOJPA3YMEBAEMBIE TAPAHTUN OTCYTCTBUA
HAPYIIEHU, KOMMEPUYECKOW ITPUTOJJTHOCTHU MJIU COOTBETCTBUS
KAKOWM-JIMBO KOHKPETHOM L{EJIM. B HEKOTOPBIX 3aKOHONATEILCTBAX IS
OIIpEIEJICHHBIX CIIEJIOK TOJ0OHbBIE OTOBOPKH HE JOMYCKAOTCS, TAKKM 00pa3oM, 3TO
YTBEPKIACHUE MOKET HE OTHOCUTHCS K BaM.

B manHO# HHDOPMAINT MOTYT BCTPETUTHCS TEXHIUIECKUE HETOYHOCTH MITH THIIOTpad)cKue
omevaTky. B myOnmkanuio BpeMsi OT BpeMEHH BHOCSITCSI I3MEHEHM S, KOTOphIe OYAyT
OTpaXeHbI B cieAyromux m3nanusax. ®upma IBM mMoxeT B 1r000€ BpeMs 0€3 YBeTOMIICHUS
BHOCUTH UBMCHCHUSA U YCOBCPIICHCTBOBAHUA B IPOAYKTHI U ITPOTrpaMMBbl, OITMCAHHBIC B
9TOU MyOJIMKAIINY.
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JIroOble CCBIIKM B 3TOM MyOJIMKAIIMK HA CAlTHI, He MpuHaAIexarue IBM, npuBeneHs
TOJIBKO JJIs1 yIOOCTBA 1 HUKOMM 00pa3oM He 03HAYAIOT UX HOJIEPKKU. MaTepuasibl Ha
9THX CaliTax HE BXOJAT B YUCJIO MaTE€pUAJIOB 10 NJaHHOMY poaykTy IBM, u Bech puck
N0JIb30BAHUS 3TUMH CaliTaMU HECETE Bbl CAMU.

IBM ocTaBJisieT 3a coO0# MpaBo Ha MCHOJIb30BAHUE U PACHPOCTpPaHEeHHUE JIF000T
MPeIOCTaBJICHHOM BaMu HH()OPMAIIUH JTFOOBIMHE CIIOCOOAMH, KaKHe COUTEeT TPUEMIICMBIMU,
HE IpUHUMAs Ha ceOs HIKaKuX 00513aTeJIbCTB IepeT BaMHu.

Ecim o6ramaTes o JIMIEH3NH Ha JAHHYIO IPOrPAaMMy IIOHAA00STCS CBEICHUS O
BO3MOXHOCTH: (1) OOMeHa JaHHBIMH MEX/ly He3aBUCHMO Pa3paboTaHHBIMU IPOTrPAMMAaMHU
U IPYTUMU IporpamMMami (BKJIro4as JaHHYI0) 1 (i1) COBMECTHOT'O UCIIOJIb30BAHUST TAKUX
JIAHHBIX, OH MOET O0paTUThCS MO aJIpecy:

IBM Director of Licensing
IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

US

Taxkas nadopmanust MoXeT ObITh IPeAOCTABJIEHA IPU COOIFOIEHUH ONPEIETICHHBIX
HOJIOXKEHUH U yCJIOBUH U, BO3MOXKHO, 3a OIpEe/IeIEHHYIO IIaTy.

JInuen3upoBaHHas IporpaMma, ONMCAHHAS B JAHHOM JIOKYMEHTE, U BCE JIMLIEH3UPOBaHHbIE
MaTepHaJibl, JOCTYIHbBIE C Hell, mpeaocTaBistoTcss IBM Ha ycinoBusx IBM Customer
Agreement (Cornamrenns IBM ¢ 3axazunkom), MexayHapOTHOTO COTJIAILICHAS O
JIMTCH3USX Ha porpaMmbl IBM nimi 9KBHBaJIGHTHOTO COTJIAIIICHHUS.

[ToxazaHHbIE 3/1€Ch TaHHBIE TPOU3BOIUTEIILHOCTH MTOJIYYCHBI B OIIPE/ICIIEHHBIX YCIOBHSX.
PeanbHbIe pe3yIbTaThl MOTYT OBITH IPYTUMHU.

Nudopmanus o npoaykrax apyrux komnanuii (He IBM) nosyyena ot HoCTaBIIMKOB 3TUX
MPOIYKTOB, U3 UX OMYyOJINKOBAHHBIX OOBSIBJICHUI UM U3 MHBIX OOIIEJOCTYIHBIX
nctoynukoB. IBM He nmpon3Boauiia TECTUPOBAHHUE ITUX IPOJYKTOB M HUKAK HE MOXET
MOATBEPANTH HHPOPMALIUIO O X TOYHOCTU PaOOTHI 1 COBMECTHMOCTH, a TAKXKe IPOYne
3asIBJICHUS] OTHOCHTEJIHHO MMPOIYKTOB APyrux komnanuii (He IBM). Bonpocsr o
BO3MOJHOCTSIX IPOYKTOB ApYrux kommnauuii (He IBM) ciexyer HampaBiIsiTh
HOCTaBIIHMKAM 3THX IIPOIYKTOB.

B 3101t nybsmkanuu cogepkaTcs IpUMEPHI TaHHBIX U OTYETOB, UCMOJIb3YEMBIX IPH
BBITNIOJIHEHUH TEKYIIUX CJIy>KeOHBIX 3aa4. UTOOB! NPOUJUTFOCTPUPOBATH 3TU 331a4H C
MaKCUMaJILHO! HArJISITHOCTBIO, B IPIMEPAaX MCHOJIb3YOTCS NMeHa (PU3NUECKUX JIHIL,
Ha3BaHUS KOMIIaHUH, pupM 1 IpoaykTOB. Bee 3TH nMeHa 1 Ha3BaHMS BHIMBIIIUICHBI, 1
JI000€ MX CXOJICTBO C PEAJIbHBIMHA MMEHAMH U JIPECaAMU MOJHOCTBIO CIyYaiHO.

JIMLJEH3V A1 HA TTPABO KOITMIPOBAHU A:

B 3TOM IOKyMEHTE COAePKATCS IPUMEPBI IPUKJIAIHBIX IPOrPaMM Ha SI3bIKAX
MPOrpaMMHUPOBAHUS, KOTOPbIE NIUIFOCTPUPYIOT METOBI IPOrPAMMUPOBAHUS I
Pa3JIMYHBIX ONEPAIMOHHBIX IATHOPM. BBl MeeTe MpaBo KONMUPOBATH, U3MCHSITh U
pacupocTpaHsTh 3TH IPUMEPHI IPOTrpaMM B JIF000i1 hopme Oe3 yImaThl BOZHAT PaKIACHUS
¢upme IBM B messax pa3paboTkd, IpUMEHEHUS, COBITA WITH PACIPOCTPAHECHUS TPUKJIIaTHBIX
MporpaMM, COOTBETCTBYFOIINX NHTepdeiicy NPUKIIaIHBIX IPOTPAMM OIIEPAIIMOHHON
CHCTEMBI, I KOTOPOi IpeAHA3HAYEHBI 3TH IPIMEPHI. DTH MPIMEPHI He OB TIIATEIILHO
MPOTECTUPOBAHBI ITPU BCEX BO3ZMOXHBIX yciioBusix. [loatomy IBM He Mmoxet
rapaHTUPOBATH UX HANEKHOCTH, IPUTOAHOCTD U pyHKUIMOHNpOoBaHue. [IpobGHbIe
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MPOTPAMMBI MPEAOCTABIISIFOTCS 110 MPUHIIUIY 'KakK ecTh', 0e3 kakoi-mbo rapantun. IBM ne
HECeT OTBETCTBEHHOCTH HU 3a KaKoit yH_[Cp6, BO3HUKIIINNA B PE3YIbTATE UCNIOJIL30BAHUA
IPUMEPOB MPOrPAMM.

Kaxnas xonust nporpaMM NpuMepOB UJIM IPOrpaMM, CO3JAHHBIX HA UX OCHOBE, JOJDKHA
co/iepKaTh ClIeAyrolee 3aMeyanue 00 aBTopckux npasax: © (Ha3BaHUe Ballleil KOMIIAHWUN)
(rom). YacTu 3TOTO KOJa IIOCTPOEHBI Ha OCHOBE MprMepoB nporpamm IBM Corp. ©
Copyright IBM Corp. _BBenuTe rof Wi TOAbL_.

ToBapHble 3HaKu

IBM, sorotun IBM u ibm.com - ToBapHbIe 3HAKH UJIK 3aPETUCTPUPOBAHHBIC TOBAPHBIC
3naxu International Business Machines Corporation, 3aperucTpupoBaHHbIE BO MHOTHX
cTpaHax. [Ipoune Ha3BaHUS NPOAYKTOB U YCIYyI MOTYT ObITh TOBapHBIMU 3Hakamu IBM
WM APYrux KoMnauuil. Tekymuii ciucok ToBapHbIX 3HakoB IBM cMoTpuTe Ha
BeO-cTpanute "Copyright and trademark information" (MuadopManus 06 aBTOpCKUX IMpaBax
¥ TOBapHBIX 3Hakax) (www.ibm.com/legal/copytrade.shtml)).

Adobe - 3apeructpupoBanublii TOBapHBIN 3HAK Adobe Systems Incorporated B CIIIA u/umn
B IPYr'UX CTpaHax.

Linear Tape-Open, LTO u Ultrium - ToBapubie 3Haku HP, IBM Corp. u Quantum B CIIIA u B
JPYruX CTpaHax.

Intel u Itanium - TOBapHbBIE 3HAKK WJIM 3aPETUCTPUPOBAHHBIE TOBApHBIE 3HaKH Intel
Corporation uim ee ¢puymanos B CIIA w/mm npyrux crpaHax.

Linux - 3apeructpupoBaHHbIii TOBapHbIi 3HaK JInnyca TopBanbaca (Linus Torvalds) B
CIIIA w/uim npyrux crpaHax.

Microsoft, Windows u Windows NT - ToBapusbie 3Haxu Microsoft Corporation B CHIA wu/unm
B IPYTUX CTpaHax.

Java u Bce TOBapHBIC 3HAKH U JIOTOTHITHI HA OCHOBE Java - 3TO TOBapHBIC 3HAKH WJIH
3aperucTpupoBaHHbIe TOBapHEIe 3HaKHU Oracle n/mm adhdumpoBaHHEIX Kommannit Oracle.

UNIX - 3apeructpupoBaHHblil ToBapHbIid 3HaK The Open Group B CIIIA u npyrux cTpaHax.

VMware, VMware vCenter Server u VMware vSphere - 3To 3aperucTpupoBaHHbIE
TOBAapHbIE 3HAKU UJIM TOBapHble 3Haku VMware, Inc. unu noapasaesenuit VMware, Inc. B
CIIA w/wm npyrux 30HaX FOPUCAUKIINY.

MonoxeHuA n ycnoBuA AnNA AOKYMeHTauuu No NPoAyKTy

Pa3zpemrennst Ha UCIIOIB30BaHUE ITUX IyOJIMKALINIT TPETOCTABIISFOTCS MIPH COOITFOICHIH
HIDKETIPUBEICHHBIX [TOJIOKEHUN U YCIIOBUM.

ITpumennmocTn
Vxa3aHHBIE YCIIOBUS U TIOJIOKEHUS JOOABIIAIOTCS KO BCEM YCJIOBHSIM JIJIS
BeO-caiita IBM.

JInunoe HCNO/IL30BaHUE
BrI MOXxeTe BOCHPOM3BOANTD ATH ITyOJIMKALNY JJIsl CBOETO JIMYHOTO
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koHbuaenmmaapHOoCTH (IBM’s Online Privacy Statement) mo aapecy:
[http://www.ibm.com/privacy/details| B pa3aese, ozarnasiennom “Cookies, Web Beacons and
Other Technologies” (Cookies, Be6-Masiku U Ipyrue TEXHOJIOTUH), & TAKXKE B JIOKyMEHTE
“IBM Software Products and Software-as-a-Service Privacy Statement” ((ITporpamMmubie
npoaykTel IBM u 3asBjIeHHe 0 KOHOUICHINAILHOCTH IPOrPpaMM KaK YCIIyT) MO aIpecy:

[http://www.ibm.com/software/info/product-privacy|
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Fnoccapwui

EcTb ry10ccapuii ¢ TepMUHAMU U ONpeIeJICHUsIMHE 17151 ceMeiicTBa npoaykToB IBM Spectrum Protect.

Cm. [IBM Spectrum Protect - I'occapui]
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