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About this publication

IBM Spectrum Protect is a client/server program that provides storage
management solutions to customers in a multi-vendor computer environment. IBM
Spectrum Protect provides an automated, centrally scheduled, policy-managed
backup, archive, and space-management facility for file servers and workstations.

This publication provides you with the commands and options that you can use to
manage the IBM Spectrum Protect server.

Who should read this guide

This reference is intended for anyone who is registered as an administrator. A
single administrator can manage IBM Spectrum Protect, or several people can
share administrative responsibilities.

You should be familiar with the operating system on which the server resides and
the communication protocols required for the client/server environment. You also
need to understand the storage management practices of your organization, such
as how you are currently backing up workstation files and how you are using
storage devices.

Publications

The IBM Spectrum Protect product family includes IBM Spectrum Protect
Snapshot, IBM Spectrum Protect for Space Management, IBM Spectrum Protect for
Databases, and several other storage management products from IBM®.

To view IBM product documentation, see [[BM Knowledge Center

Conventions used in this publication

» Command to be entered on the AIX® command line:
> dsmadmc
¢ Command to be entered on the command line of an administrative client:

query devclass

In the usage and descriptions for administrative commands, the term characters
corresponds to the number of bytes available to store an item. For languages in
which it takes a single byte to represent a displayable character, the character to
byte ratio is 1 to 1. However, for DBCS and other multi-byte languages, the
reference to characters refers only to the number of bytes available for the item and
may represent fewer actual characters.
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What's new in this release

This release of IBM Spectrum Protect introduces new features and updates.

For a list of new features and updates, see

New and changed information in this product documentation is indicated by a
vertical bar () to the left of the change.
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Chapter 1. Managing the server from the command line

IBM Spectrum Protect provides several different command-line interfaces for
managing IBM Spectrum Protect servers.

About this task

The following command-line interfaces are available:

Administrative command-line client
The administrative command-line client is a program that runs on a file
server, workstation, or mainframe. It is installed as part of the IBM
Spectrum Protect server installation process. The administrative client can
be accessed remotely.

From the administrative client, you can issue any server commands.

Server console
The server console is a command-line window on the system where the
server is installed. Therefore, to use the server console, you must be at the
physical location of the server system.

Compared to the administrative client, the capabilities of the server console
are limited. From the server console, you cannot issue certain commands,
and you cannot route commands to other servers. Also, you cannot specify
that certain commands process before other commands can be issued.
However, this limitation can be useful if, for example, you want to run two
commands in quick succession.

Operations Center command line
From the Operations Center, you can access the IBM Spectrum Protect
command line. You might want to use this command line to issue server
commands to complete certain IBM Spectrum Protect tasks that are not
supported in the Operations Center.

Server scripts provide for automation of common administrative tasks. A macro is
a file that contains one or more IBM Spectrum Protect administrative commands.
When you issue the MACRO command, the server processes all commands in the
macro file in order, including commands that are contained in any nested macros.

Issuing commands from the administrative client

The administrative command-line client is a program that runs on a file server,
workstation, or mainframe.

About this task

Ensure that your administrative client and your server are running in compatible
languages. See ["'LANGUAGE” on page 1685| for language and locale options. If
your client and server are using different languages, the messages that IBM
Spectrum Protect generates might not be understandable.

Tip: Text strings that are sent from the client to the server do not depend on the
server language setting. The text is displayed properly if the administrative client
runs in the same locale when sending the string and when receiving the string.

© Copyright IBM Corp. 1993, 2017 1



For example, assume that you update a node contact field with a value that
contains national characters (update node myNode contact=NLcontact_info), and
later query the node (query node myNode format=detailed). If the client is running
in the same locale when you update as when you query, the NLcontact_info
displays properly. If you update the node contact field when the client is running
in one locale, and query the node when the client is running in a different locale,
the NLcontact_info might not display properly.

Starting and stopping the administrative client

Use the DSMADMC command to start an administrative client session.
About this task

The IBM Spectrum Protect server must be running before an administrative client
can connect.

Procedure

¢ To start an administrative client session in command-line mode, enter this
command on your workstation:

dsmadmc -id=admin -password=admin -dataonly=yes

By entering the DSMADMC command with the -ID and -PASSWORD options as
shown, you are not prompted for a user ID and password.

* To stop an administrative command-line client session, enter the following
command:

quit
* To interrupt a DSMADMC command before the IBM Spectrum Protect server finishes
processing it, use the UNIX ki1l -9 command from an available command line.

Do not press Ctr1+C because, while it ends the session, it can lead to unexpected
results.

Monitoring server activities from the administrative client

To monitor IBM Spectrum Protect activities, such as server migration and client
logons, run the administrative client in console mode. You cannot enter any
administrative commands in console mode.

Procedure

* To start an administrative client session in console mode, enter the following
command:

dsmadmc -consolemode

You are prompted for a password if authentication is turned on for the server. If
you do not want to be prompted for your user ID and password, enter the
DSMADMC command with the -ID and -PASSWORD options.

* To end an administrative client session in console mode, use a keyboard break

Sequence.
Operating system Break sequence
UNIX and Linux clients Ctrl+C
Windows clients Ctrl+C or Ctrl+Break
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Monitoring removable-media mounts from the administrative

client

To monitor the mounting and dismounting of removable media, run the
administrative client in mount mode. When the client is running in mount mode,
you cannot enter any administrative commands.

Procedure

* To start an administrative client session in mount mode, enter the following
command:
dsmadmc -mountmode
You are prompted for a password if authentication is turned on for the server. If
you do not want to be prompted for your user ID and password, enter the
DSMADMC command with the -ID and -PASSWORD options.

* To end an administrative client session in mount mode, use a keyboard break
sequence.

Operating system Break sequence
UNIX and Linux clients Ctrl+C
Windows clients Ctrl+C or Ctrl+Break

Processing individual commands from the administrative

client

Use batch mode to enter a single administrative command. Your administrative
client session automatically ends when the command is processed.

Procedure

To start an administrative client session in batch mode, use the following
command: dsmadmc server_command

If you do not want to be prompted for your user ID and password, you can enter
the DSMADMC command with the -ID and -PASSWORD options.

In batch mode, you must enter the complete command on one line. If a command
does not fit on one line, enter the command by using a macro or a script. If you
specify a parameter with a string of text using batch mode, enclose the text in
single quotation marks (' ') in the macro. Do not use double quotation marks for
commands in batch mode, because your operating system might not parse the
quotation marks correctly.

Processing a series of commands from the administrative

client

Use the interactive mode to process a series of administrative commands.

About this task

To start an administrative client session in interactive mode, a server session must
be available. To ensure the availability of server sessions for both administrative
and client node sessions, the interactive mode of the administrative client is
disconnected if one or more of the following conditions is true:

* The server was stopped by using the HALT command.

* Commands were not issued from the administrative client session for the length
of time that is specified with the IDLETIMEOUT server option.
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¢ The administrative client session was canceled with the CANCEL SESSION
command.

Procedure

To start an administrative session in interactive mode, use the following command:
dsmadmc

You can use continuation characters when you use interactive mode. For more
information, see [“Using continuation characters to enter long commands” on page|
You can automatically restart your administrative client session by entering
another command each time the tsm: servername > prompt appears.

Do not enter a server command with the DSMADMC command. Doing so starts the
administrative client in batch, not interactive, mode. For example, do not enter:

dsmadmc server_command

Formatting output from commands

IBM Spectrum Protect formats the output processed from commands according to
your screen or window width.

Procedure

* If the width of your screen or window is not wide enough to display the output
horizontally, IBM Spectrum Protect arranges and displays the information
vertically.

* You can format the output of QUERY commands using the DISPLAYMODE and
OUTFILE administrative client options.

Saving command output to a specified location

The most common use for redirecting output is to save the output from query
commands to a specified file or program. You can then browse the contents of the
file or in some cases, print the contents.

About this task

On some operating systems, you can redirect output of a command by using
special characters such as >, >>, and |. Redirection characters direct the output of
a command to a file or program that you specify instead of to your screen. You can
save the output from a command by entering redirection characters at the end of
the command. To redirect output, leave a blank between the redirection character
and the file or program name. See the following examples.

When redirecting output, follow the naming conventions of the operating system
where you are running the administrative client.

Procedure

The examples in the following table show how to redirect command output.

Task

Procedure

Redirect the output of a QUERY Use a single greater-than sign (>) to redirect the output to a new file or write
DOMAIN command to a new file in |over an existing file:
batch or interactive mode

dsmadmc -id=xxx -pa=xxx query domain acctg > dominfo.acc
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Task

Procedure

Append the output of a QUERY
DOMAIN command to the end of an
existing file in batch or interactive
mode

Use two consecutive greater-than signs (>>) to append the output to the end of
an existing file:

dsmadmc -id=xxx -pa=xxx query domain acctg >> dominfo.acc

Redirect all output from an
administrative client session in
console mode to a program called
filter.exe

Use the vertical bar () to direct all output for a session to a program:
dsmadmc -console -id=admin -password=xxx | filter.exe

The program can be set up to monitor the output for individual messages as
they occur and take appropriate action, such as sending mail to another user.

In console mode, redirect all
output to a file

Specify the -OUTFILE option with a destination file name. For example, the
following command redirects all output to the save.out file:

dsmadmc -id=sullivan -password=secret -consolemode -outfile=save.out

Administrative client options

In all administrative client modes, you can use options to modify administrative
client session responses.

Syntax

»>—DSMADMC—Y >

l—admin_cl ien t_option—I l—server_command—|

Example of using administrative client options

You can enter the DSMADMC command with your user ID and password by using the
-ID and -PASSWORD options so that you are not prompted for that information. To
have IBM Spectrum Protect redirect all output to a file, specify the -OUTFILE option
with a destination file name. For example, to issue the QUERY NODE command in
batch mode with the output redirected to the SAVE.OUT file, enter:

dsmadmc -id=sullivan -password=secret -outfile=save.out query node

Options

Administrative client options can be specified with the DSMADMC command and are
valid from an administrative client session only. You can type an option in
uppercase letters, lowercase letters, or any combination. Uppercase letters denote
the shortest acceptable abbreviation. If an option appears entirely in uppercase
letters, you cannot abbreviate it.

-ALWAYSPrompt
Specifies that a command prompt is displayed if the input is from the
keyboard or if it is redirected (for example, from a file). If this option is not
specified and the input is redirected, the command prompt is not written.

If the input is redirected, only the command output is displayed. If this option
is specified, the command prompt and the command output are displayed.
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-CHECKAliashalt
Allows the administrative client to recognize an alias for the HALT command as
set in the ALIASHALT server option. See [“ALIASHALT” on page 1637| for
details.

-COMMAdelimited
Specifies that any tabular output from a server query is to be formatted as
comma-separated strings rather than in readable format. This option is
intended to be used primarily when you redirect the output of an SQL query
(SELECT command). The comma-separated value format is a standard data
format, which can be processed by many common programs, including
spreadsheets, databases, and report generators.

-CONsolemode
Specifies that IBM Spectrum Protect runs in console mode. Most server console
output is echoed to your screen. The exception are items such as responses to
query commands that are issued from the console, trace output, or any system
messages that displayed on the console.

-DATAONLY=NO or YES
Specifies whether product version information and output headers display
with the output. The default is NO.

NO Specifies that the product version information and output column headers
display.

YES
Suppresses the product version information and output column headers.

-DISPLaymode=LISt or TABle
You can force the QUERY output to tabular or list format regardless of the
command-line window column width.

If you are using the -DISPLAYMODE option and you want the output to go to a
file, do not specify the -OUTFILE option. Use redirection to write to the file.

-ID=userid
Specifies the administrator's user ID.

-Itemcommit
Specifies that IBM Spectrum Protect commits commands inside a script or a
macro as each command is processed.

-MOUNTmode
Specifies that IBM Spectrum Protect runs in mount mode. All server
removable-media mount messages are echoed to your screen.

-NEWLINEAFTERPrompt
Specifies that a newline character is written after the command prompt and
commands that are entered from the keyboard are displayed underneath the
prompt. If this option is not specified, commands entered from the keyboard
are displayed to the right side of the prompt.

-NOConfirm
Specifies that you do not want IBM Spectrum Protect to request confirmation
before processing commands that affect the availability of the server or data
that is managed by the server.

-0UTfile
Specifies that output from a server query is displayed in one row. If the output
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in a row exceeds the column width that is defined by the server, the output is
displayed on multiple lines in that row. This option is available in batch mode
only.

-0UTfile=filename
Specifies that output from a server query is redirected to a specified file. In
batch mode, output is redirected to a file you specify and the format of the
output matches the format of the output on your screen.

In interactive, console, or mount mode sessions, output displays on your
screen.

-PAssword=password
Specifies the administrator's password.

-Quiet
Specifies that IBM Spectrum Protect does not display standard output
messages to your screen. However, when you use this option, certain error
messages still appear.

-SErveraddress
Specifies the server stanza in the dsm.sys file. The client uses the server stanza
to determine the server it connects to. The SERVERADDRESS option is supported
by administrative clients that are running on UNIX, Linux, and Macintosh
operating systems only.

-TABdelimited
Specifies that any tabular output from a server query is to be formatted as
tab-separated strings rather than in readable format. This option is intended to
be used primarily when you redirect the output of an SQL query (SELECT
command). The tab-separated value format is a standard data format, which
can be processed by many common programs, including spreadsheets,
databases, and report generators.

-TCPPort
Specifies a TCP/IP port address for an IBM Spectrum Protect server. The
TCPPORT option is only supported by administrative clients that are running on
Windows operating systems and is valid on the Windows administrative client
command line.

-TCPServeraddress
Specifies a TCP/IP server address for an IBM Spectrum Protect server. The
TCPSERVERADDRESS option is only supported by administrative clients that are
running on Windows operating systems and is valid on the Windows
administrative client command line.

In addition to the options that are listed here, you can also specify any option that

is in the client options file. Each option must be preceded with a hyphen and
delimited with a space.
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Issuing commands from the Operations Center

From the Operations Center command-line interface, you can issue commands to
manage IBM Spectrum Protect servers that are configured as hub or spoke servers.

Procedure

To open the command-line interface, hover over the globe icon e in the
Operations Center menu bar, and click Command Builder.

Issuing commands from the server console

IBM Spectrum Protect provides a user ID named SERVER_CONSOLE that allows
you to issue commands and administer the server from the server console after
IBM Spectrum Protect is installed. At installation, SERVER_CONSOLE is
automatically registered as an administrator and is given system authority.

About this task

If you have system privilege, you can revoke or grant new privileges to the
SERVER_CONSOLE user ID. You cannot take any of the following actions:

* Register or update the SERVER_CONSOLE user ID

¢ Lock or unlock the SERVER_CONSOLE user ID

* Rename the SERVER_CONSOLE user ID

¢ Remove SERVER_CONSOLE user ID

¢ Route commands from the SERVER_CONSOLE user ID

Not all IBM Spectrum Protect commands are supported by the server console. You
cannot specify the WAIT parameter from the server console.

Entering administrative commands

8

Commands consist of command names and usually parameters and variables.
Syntax diagrams depict the rules to follow when entering commands.

About this task

To display command-line help for server commands that have unique names, you
can type help commandName, where commandName is the name of the server
command for which you want information. For example, to display help for the
REGISTER NODE command, type help register node. Command syntax and
parameter descriptions are displayed in the output.

You can also type help followed by the topic number for the command. Topic
numbers are listed in the table of contents for command-line help, for example:
3.0 Administrative commands
3.46 REGISTER
3.46.1 REGISTER ADMIN (Register an administrator)

3.46.2 REGISTER LICENSE (Register a new license)
3.46.3 REGISTER NODE (Register a node)

To display help about the REGISTER NODE command, type:
help 3.46.3
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Use topic numbers to display command-line help for subcommands. DEFINE
DEVCLASS is an example of a command that has subcommands. For example, you
can specify the DEFINE DEVCLASS command for 3590 device classes and for 3592
device classes:

3.0 Administrative commands
3.13.10 DEFINE DEVCLASS (Define a device class)

3.13.10.1 DEFINE DEVCLASS (Define a 3590 device class)
3.13.10.2 DEFINE DEVCLASS (Define a 3592 device class)

To display help for the DEFINE DEVCLASS command for 3590 device classes, type:
help 3.13.10.1

Reading syntax diagrams

To read a syntax diagram for entering a command, follow the path of the line.

Read from left to right and from top to bottom.

¢ The »—— symbol indicates the beginning of a syntax diagram.

¢ The — symbol at the end of a line indicates that the syntax diagram continues
onto the next line.

¢ The »— symbol at the beginning of a line indicates that a syntax diagram
continues from the previous line.

* The —><symbol indicates the end of a syntax diagram.

Command names

The command name can consist of a single action word, such as HALT, or it can
consist of an action word and an object for the action, such as DEFINE DOMAIN.
You can enter the command in any column of the input line.

Enter the entire command name or the abbreviation that is specified in the syntax
diagram for the command. Uppercase letters denote the shortest acceptable
abbreviation. If a command appears entirely in uppercase letters, you cannot
abbreviate it. You can enter the command in uppercase letters, lowercase letters, or
any combination. In this example, you can enter CMDNA, CMDNAM, or
CMDNAME in any combination of uppercase and lowercase letters.

»>—CMDNAme

A\
A

Note: Command names in descriptive text are always capitalized.
Required parameters

When a parameter is on the same line as the command name, the parameter is
required. When two or more parameter values are in a stack and one of them is on
the line, you must specify one value.

In this example, you must enter PARMNAME=A, PARMNAME-=B, or
PARMNAME-=C. Do not include any blanks immediately before or after the equal

sign (=).
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=
v
A

»»>—PARMName

r:'>cu

Optional parameters

When a parameter is below the line, the parameter is optional. In this example,
you can enter PARMNAME=A or nothing at all. Do not include any blanks
immediately before or after the equal sign (=).

»h- >«

|—PARMN ame—=—A—|

When two or more parameter values are in a stack below the line, all of them are
optional. In this example, you can enter PARMNAME=A, PARMNAME-=B,
PARMNAME-=C, or nothing at all. Do not include any blanks immediately before
or after the equal sign (=).

-
>

l—PARMNAmc =

O W =

Defaults

Defaults are above the line. The system uses the default unless you override it. You
can override the default by entering an option from the stack below the line.

In this example, PARMNAME=A is the default. You can also enter
PARMNAME=A, PARMNAME-=B, or PARMNAME=C. Do not include any blanks
before or after the equal sign (=).

|—PARMNAme—=—A—

»>-

l—PARMNamc =

=

<:ws

Variables

Highlighted lowercase items (like this) denote variables. In these examples,
var_name represents variables::

v
A

»>—CMDNAme—var_name

[
>

|—PARMn ame—=—var_name—|
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Special characters

You must code these symbols exactly as they appear in the syntax diagram.
* Asterisk
Colon
P Comma
= Equal sign
- Hyphen
() Parentheses

Period
Repeating values

An arrow returning to the left means that the item can be repeated. A character
within the arrow means that you must separate repeated items with that character.

»—Y file name ><

Repeatable choices

A stack of values followed by an arrow returning to the left means that you can
select more than one value or, when permitted, repeat a single item. In this
example, you can choose more than one value, with each name delimited with a
comma. Do not include any blanks before or after the equal sign (=).

A\
A

value?2

»»>—PARMNAme—=—Y Ealuel :‘
value3

Footnotes

Footnotes are enclosed in parentheses.

T

»—Y  file name ><

Notes:

1 You can specify up to five file names.
Entering parameters

The order in which you enter parameters can be important. The following example
shows a portion of the command for defining a copy storage pool:
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\/

»»—DEFine STGpool—pool_name—device_class_name—P0o1type—=—COpy

|—REC1 aim—=—-100——

v
A

l—DESCription—=—description—| l—REC]aim—=—percent—

The first two parameters in this command (pool_name and device_class_name are
required parameters. pool_name and device_class_name are also positional. That is,
they must be entered in the order shown, immediately after the command name.
The POOLTYPE parameter is a required keyword parameter. DESCRIPTION and
RECLAIM, are optional keyword parameters. Keyword parameters are identified by
an equal sign that specifies a specific value or a variable. Keyword parameters
must follow any positional parameters in a command.

The following command entries, in which the keyword parameters are ordered
differently, are both acceptable:

define stgpool mycopypool mydeviceclass pooltype=copy description=engineering
reclaim=50

define stgpool mycopypool mydeviceclass description=engineering pooltype=copy
reclaim=50

The following example, in which one of the positional parameters follows a
keyword parameter, is not acceptable:

define stgpool mycopypool pooltype=copy mydeviceclass description=engineering
reclaim=50

Syntax fragments

Some diagrams, because of their length, must display parts of the syntax with
fragments. The fragment name appears between vertical bars in the diagram.

The expanded fragment appears in the diagram after all other parameters or at the
bottom of the diagram. A heading with the fragment name identifies the expanded

fragment. Commands appearing directly on the line are required.

In this example, the fragment is named “Fragment”.

»—| Fragment i ><

Fragment:

A
a)

los)
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Using continuation characters to enter long commands

Continuation characters are useful when you want to process a command that is
longer than your screen or window width. You can use continuation characters in
the interactive mode of the administrative client.

About this task

Without continuation characters, you can enter up to 256 characters. With
continuation characters, you can enter up to 1500 characters.

Note: In the MACRO command, the maximums apply after any substitution variables
have been applied.

With continuation characters, you can do the following:
* Enter a dash at the end of the line you want to continue.
For example:

register admin pease mypasswd -
contact="david, ext1234"

* Continue a list of values by entering a dash or a back slash, with no preceding
blank spaces, after the last comma of the list that you enter on the first line.
Then, enter the remaining items in the list on the next line with no preceding
blank spaces. For example:
stgpools=stgl,stg2,stg3,-
stgd,stg5,stgb

* Continue a string of values that are enclosed in quotation marks by entering the
first part of the string that is enclosed in quotation marks, followed by a dash or
a back slash at the end of the line. Then, enter the remainder of the string on the
next line, enclosed in the same type of quotation marks.

For example:

contact="david pease, bldg. 100, room 2b, san jose,"-
"ext. 1234, alternate contact-norm pass,ext 2345"

IBM Spectrum Protect concatenates the two strings with no intervening blanks.
You must use only this method to continue a quoted string of values across
more than one line.

Naming IBM Spectrum Protect objects

IBM Spectrum Protect restricts the number and type of characters that you can use
to name objects.

About this task

The following characters are available for defining object names.

Character Description
A-Z Any letter, A through Z
0-9 Any number, 0 through 9
_ Underscore

Period
- Hyphen
+ Plus

Ampersand
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The following table shows the maximum length of characters permitted for naming
objects.

Type of Name Maximum Length

Administrators, client option sets, client nodes, 64
passwords, server groups, server, names, virtual file
space names

Restartable export identifiers 64
High-level and low-level TCP/IP (IPv4 or IPv6) 64
addresses

Device classes, drives, libraries, management classes, 30
policy domains, profiles, schedules scripts, backup
sets, storage pools

The following characters are available for defining password names:

abcdefghijkImnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXY?Z
0123456789 .!10#%$%~&*x_-+="/()
[ {301 :s5<>,2/"

Passwords considered “LOCAL” are those passwords that authenticate with the
IBM Spectrum Protect server and are not case-sensitive. Once a node or
administrator is updated to use the SESSIONSECURITY=STRICT parameter, the
password becomes case-sensitive the next time you change the it. Passwords
considered “LDAP” are those passwords that authenticate with an LDAP directory
server and are case-sensitive.

When you use DEFINE commands to define database, recovery log, and storage
pool volumes, the naming convention for the volume name is dependent on the
type of sequential access media or random access media that you are using. Refer
to the specific VOLUME command for details.

Using wildcard characters to specify object names

In some commands, such as the query commands, you can use wildcard characters
to create a pattern-matching expression that specifies more than one object. Using
wildcard characters makes it easier to tailor a command to your needs.

About this task

The wildcard characters you use depend on the operating system from which you
issue commands. For example, you can use wildcard characters such as an asterisk
(*) to match any (0 or more) characters, or you can use a question mark (?) or a
percent sign (%) to match exactly one character.

provides references to wildcard characters for some operating systems. Use
wildcard characters appropriate for your system.

Table 1. Wildcard characters by operating system

Operating system Match any Match exactly one
AIX, Linux, Windows * ?
TSO * %
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For example, if you want to query all the management classes whose names begin
with DEV in all the policy sets in DOMAINI, and your system uses an asterisk as
the match-any character, you can enter:

query mgmtclass domainl * dev=

If your system uses a question mark as the match-exactly-one character, and you
want to query the management classes in POLICYSET1 in DOMAIN]1, you can
enter:

query mgmtclass domainl policysetl mc?

IBM Spectrum Protect displays information about management classes with names
MC.

shows additional examples of using wildcard characters to match any
characters.

Table 2. Match-any character

Pattern Matches Does not match
ab* ab, abb, abxxx a, b, aa, bb
ab*rs abrs, abtrs, abrsrs ars, aabrs, abrss
ab*ef*rs abefrs, abefghrs abefr, abers

shows additional examples of using wildcard characters to match exactly
one character. The question mark (?) can be replaced by a percent sign (%) if your
platform uses that character instead of (?).

Table 3. Match-exactly-one character

Pattern Matches Does not match

ab? abc ab, abab, abzzzz
ab?rs abfrs abrs, abllrs

ab?ef?rs abdefjrs abefrs, abdefrs, abefjrs
ab??rs abcdrs, abzzrs abrs, abjrs, abkkkrs

Specifying descriptions in keyword parameters

If a description (a string of text) for a parameter begins with a single or double
quotation mark, or contains any embedded blanks or equal signs, you must
surround the value with either single (') or double (") quotation marks.

About this task

The opening and closing quotation marks must be the same type of quotation
marks. For example, if the opening quotation is a single quotation mark, the
closing quotation mark must also be a single quotation mark.

For example, to register a new client node named Louie, with a password of secret,
and with his title included as contact information, enter:

register node louie secret contact="manager of dept. 61f"
The following table presents ways of entering a description for the CONTACT
parameter. The value can contain quotation marks, embedded blanks, or equal

signs.
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For this description Enter this

manager contact=manager

manager's contact="manager's" or contact="manager"s'

"manager"” contact=""manager" or contact="""manager""

manager's report contact="manager's report" or contact="manager"s
report’

manager's "report" contact="manager"s "report"

manager=dept. 61f contact="manager=dept. 61f

manager reports to dept. 61f contact="manager reports to dept. 61f' or

contact="manager reports to dept. 61f"

Controlling command processing

16

You can run some IBM Spectrum Protect commands sequentially or concurrently
with other commands. You can also route commands from one server to other
servers for processing.

About this task

Server command processing

IBM Spectrum Protect processes administrator commands either in the foreground
or in the background. Commands that process in the foreground must complete
before you can issue another command. When commands are processing in the
background, you can issue additional commands at any time.

Most IBM Spectrum Protect commands process in the foreground. For some
commands that normally process in the background (for example, BACKUP DB), you
can specify the WAIT parameter (WAIT=YES) with the command so that the command
processes in the foreground. You might want to process a command in the
foreground rather than in the background for any of the following reasons:

* To quickly determine whether a command completed successfully. When you
issue a command that processes in the foreground, IBM Spectrum Protect sends
a confirmation message that indicates that the command completed successfully.
If you process the command in the background, you need to open operational
reporting or query the activity log to determine whether the command
completed successfully.

* To monitor server activities (for example, messages) on the administrative client
as a command is being processed. This might be preferable to searching a long
activity log after the command has completed.

* To be able to start another process immediately after a command completed. For
example, you might specify WAIT=YES for a command that takes a short time to
process so that, when the processing completes, you can immediately start
processing another command.

* To serialize commands in an administrative script when it is important that one
command completes before another begins.

Check the individual command description to determine whether a command has
a WAIT parameter.

You can cancel commands that are processed in the foreground from the server
console or from another administrative client session.
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Each background process is assigned a process number. Use the QUERY PROCESS
command to obtain the status and process number of a background process.

Note:

* If you are defining a schedule with a command that specifies WAIT=NO (the
default), and you issue QUERY EVENT to determine the status of your scheduled
operation, failed operations report an event status of COMPLETED with a return
of OK. In order for the QUERY EVENT output to reflect the failed status, the WAIT
parameter must be set to YES. This runs the scheduled operation in the
foreground and informs you of the status when it completes.

* You cannot process commands in the foreground from the server console.

Stopping background processes

Use the CANCEL PROCESS command to cancel commands that generate
background processes.

About this task

Use the QUERY PROCESS command to obtain the status and process number of a
background process. If a background process is active when you cancel it, the
server stops the process. Any changes that are uncommitted are rolled back.
However, changes that are committed are not rolled back.

When you issue a QUERY command from the administrative client, multiple
screens of output might be generated. If this occurs and additional output is not
needed, you can cancel the display of output to the client workstation. Doing so
does not end the processing of the command.

Performing tasks concurrently on multiple servers

Command routing allows you to route commands to one or more servers for
processing and then collect the output from these servers.

About this task

To route commands to other servers, you must have the same administrator ID
and password as well as the required administrative authority on each server to
which the command is being routed. You cannot route commands to other servers
from the server console.

After the command has completed processing on all servers, the output displays,
in its entirety, for each server. For example, the output from SERVER_A displays in
its entirety, followed by the output from SERVER_B. The output includes summary
messages for each individual server and identifies which server processed the
output. Return codes indicate whether commands processed on the servers
successfully. These return codes include one of three severities: 0, ERROR, or
WARNING.

Each server that is identified as the target of a routed command must first be
defined using the DEFINE SERVER command. The command is automatically
routed to all servers specified as members of a server group or to individual
servers specified with the command.

The following examples describe how to route the QUERY STGPOOL command to
one server, multiple servers, a server group, multiple server groups, or a
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combination of servers and server groups. Each server or server group in a list
must be separated with a comma, without spaces.

Routing commands to a single server

Procedure

To route the QUERY STGPOOL command to a server named ASTRO, enter:
astro: query stgpool

The colon after the server name indicates the end of the routing information. This
is also called the server prefix. Another way to indicate the end of routing
information is to use parentheses around the server name, for example:

(astro) query stgpool

Routing commands to multiple servers

About this task
Procedure

To route the QUERY STGPOOL command to multiple servers named HD_QTR,
MIDAS, SATURN, enter:

hd_qgtr,midas,saturn: query stgpool

If the first server has not been defined to IBM Spectrum Protect, the command is
routed to the next defined server in the list of servers.
You can also enter the command this way:

(hd_gtr,midas,saturn) query stgpool

Routing commands to a server group

About this task

In this example, the server group ADMIN has servers named SECURITY,
PAYROLL, PERSONNEL defined as group members. The command is routed to
each of these servers.

Procedure

To route the QUERY STGPOOL command to the server group named ADMIN,
enter:

admin: query stgpool

You can also enter the command this way:
(admin) query stgpool
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Routing commands to server groups
About this task

In this example, the server group ADMIN2 has servers SERVER_A, SERVER_B,
and SERVER_C defined as group members, and server group ADMIN3 has servers
ASTRO, GUMBY, and CRUSTY defined as group members. The command is
routed to servers SERVER_A, SERVER_B, SERVER_C, ASTRO, GUMBY, and
CRUSTY.

Procedure

To route the QUERY STGPOOL command to two server groups that are named
ADMIN2 and ADMINGS3, enter:

admin2,admin3: query stgpool

You can also enter the command this way:
(admin2,admin3) query stgpool

Routing commands to two servers and a server group
About this task

In this example, the server group DEV_GROUP has servers SALES, MARKETING,
and STAFF defined as group members. The command is routed to servers SALES,
MARKETING, STAFF, MERCURY, and JUPITER.

Procedure

To route the QUERY STGPOOL command to a server group named DEV_GROUP
and to the servers named MERCURY and JUPITER, enter:

dev_group,mercury,jupiter: query stgpool

You can also enter the command this way:
(dev_group,mercury,jupiter) query stgpool

Routing commands inside scripts
About this task

When routing commands inside scripts, you must enclose the server or server
group in parentheses and omit the colon. Otherwise, the command will not be
routed when the RUN command is issued, and will only be run on the server
where the RUN command is issued.

For example, to route the QUERY STGPOOL command inside a script:

Procedure

1. Define a script called QU_STG to route it to the DEV_GROUP server group.
define script qu_stg "(dev_group) query stgpool"

2. Run the QU_STG script:
run qu_stg
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Results

In this example, the server group DEV_GROUP has servers SALES, MARKETING,
and STAFF defined as group members. The QUERY STGPOOL command is routed
to these servers.

Privilege classes for commands

20

The authority granted to an administrator through the privilege class determines
which administrative commands that the administrator can issue.

There are four administrator privilege classes in IBM Spectrum Protect:
* System

* Policy

» Storage

* Operator

After an administrator has been registered using the REGISTER ADMIN command,
the administrator can issue a limited set of commands, including all query
commands. When you install IBM Spectrum Protect, the server console is defined
as a system administrator named SERVER_CONSOLE and is granted system
privilege.

The following sections describe each type of administrator privilege and the
commands that can be issued by an administrator who has been granted the
corresponding authority.

Commands requiring system privilege

An administrator with system privilege has the highest level of authority for the
server. With system privilege, an administrator can issue any administrative
command and has authority to manage all policy domains and all storage pools.

[Table 4 on page 21|lists the commands that administrators with system privilege
can issue. In some cases administrators with lower levels of authority, for example,
unrestricted storage privilege, can also issue these commands. In addition, the
REQSYSAUTHOUTFILE server option can be used to specify that certain
commands require system privilege if they cause the server to write to an external
file. For more information about this server option, review
["REQSYSAUTHOUTFILE” on page 1714
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Table 4. System privilege commands

Command name

Command name

AUDIT LDAPDIRECTORY
AUDIT LICENSES

ACCEPT DATE

BEGIN EVENTLOGGING
CANCEL EXPIRATION
CANCEL PROCESS

CANCEL REPLICATION
CANCEL REQUEST

CANCEL RESTORE

CLEAN DRIVE

COPY ACTIVEDATA

COPY DOMAIN

COPY POLICYSET

COPY PROFILE

COPY SCHEDULE (Review note.)
COPY SCRIPT

COPY SERVERGROUP

DEFINE BACKUPSET

DEFINE CLIENTACTION
DEFINE CLIENTOPT

DEFINE CLOPTSET

DEFINE COLLOCGROUP
DEFINE COLLOCMEMBER
DEFINE DEVCLASS

DEFINE DOMAIN

DEFINE DRIVE

DEFINE EVENTSERVER
DEFINE GRPMEMBER

DEFINE LIBRARY

DEFINE MACHINE

DEFINE MACHNODEASSOCIATION
DEFINE NODEGROUP

DEFINE NODEGROUPMEMBER
DEFINE PATH

DEFINE PROFASSOCIATION
DEFINE PROFILE

DEFINE RECMEDMACHASSOCIATION
DEFINE RECOVERYMEDIA
DEFINE SCHEDULE (Review note.)
DEFINE SCRIPT

DEFINE SERVER

DEFINE SERVERGROUP

DEFINE SPACETRIGGER
DEFINE STGPOOL

DEFINE SUBSCRIPTION
DEFINE VIRTUALFSMAPPING
DEFINE VOLUME

DELETE BACKUPSET

DELETE CLIENTOPT

DELETE CLOPTSET

DEFINE COLLOCGROUP
DEFINE COLLOCMEMBER
DELETE DOMAIN

DELETE DRIVE

DELETE EVENTSERVER
DELETE GRPMEMBER
DELETE LIBRARY

DELETE MACHINE

DELETE MACHNODEASSOCIATION
DELETE NODEGROUP
DELETE NODEGROUPMEMBER
DELETE PROFASSOCIATION
DELETE PROFILE

DELETE RECMEDMACHASSOCIATION
DELETE RECOVERYMEDIA
DELETE SCHEDULE (Review note.)
DELETE SCRIPT

DELETE SERVER

DELETE SERVERGROUP
DELETE SPACETRIGGER
DELETE STGPOOL

DELETE SUBSCRIBER

DELETE SUBSCRIPTION
DELETE VIRTUALFSMAPPING
DISABLE EVENTS

ENABLE EVENTS

END EVENTLOGGING
EXPIRE INVENTORY

EXPORT ADMIN

EXPORT NODE

EXPORT POLICY

EXPORT SERVER

GENERATE BACKUPSET
GRANT AUTHORITY
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Table 4. System privilege commands (continued)

Command name

Command name

GRANT PROXYNODE
IDENTIFY DUPLICATES
IMPORT NODE

IMPORT POLICY

IMPORT SERVER

INSERT MACHINE

LABEL LIBVOLUME

LOCK ADMIN

LOCK PROFILE

MIGRATE STGPOOL

MOVE DRMEDIA

MOVE MEDIA

MOVE GRPMEMBER
NOTIFY SUBSCRIBERS
PERFORM LIBACTION
PING SERVER

PREPARE

QUERY BACKUPSETCONTENTS
QUERY MEDIA

QUERY RPFCONTENT
QUERY TOC

RECLAIM STGPOOL
RECONCILE VOLUMES
REGISTER ADMIN
REGISTER LICENSE
REMOVE ADMIN

REMOVE REPLNODE
RENAME ADMIN
RENAME SCRIPT

RENAME SERVERGROUP
RENAME STGPOOL
REPLICATE NODE

RESET PASSEXP

RESTORE NODE

REVOKE AUTHORITY
REVOKE PROXYNODE
RUN

SET ACCOUNTING

SET ACTLOGRETENTION
SET ARCHIVERETENTIONPROTECTION
SET ARREPLRULEDEFAULT
SET BKREPLRULEDEFAULT
SET CLIENTACTDURATION

SET CONFIGMANAGER

SET CONFIGREFRESH

SET CONTEXTMESSAGING

SET CROSSDEFINE

SET DBRECOVERY

SET DEFAULTAUTHENTICATION
SET DRMACTIVEDATASTGPOOL
SET DRMCHECKLABEL

SET DRMCMDFILENAME

SET DRMCOPYCONTAINERSTGPOOL
SET DRMCOPYSTGPOOL

SET DRMCOURIERNAME

SET DRMDBBACKUPEXPIREDAYS
SET DRMFILEPROCESS

SET DRMINSTRPREFIX

SET DRMNOTMOUNTABLENAME
SET DRMPLANPREFIX

SET DRMPLANVPOSTFIX

SET DRMPRIMSTGPOOL

SET DRMRPFEXPIREDAYS

SET DRMVAULTNAME

SET EVENTRETENTION

SET INVALIDPWLIMIT

SET LDAPPASSWORD

SET LDAPUSER

SET LICENSEAUDITPERIOD

SET MAXCMDRETRIES

SET MAXSCHEDSESSIONS

SET MINPWLENGTH

SET PASSEXP

SET QUERYSCHEDPERIOD

SET RANDOMIZE

SET REPLRETENTION

SET REPLSERVER

SET RETRYPERIOD

SET SCHEDMODES

SET SERVERHLADDRESS

SET SERVERLLADDRESS

SET SERVERNAME

SET SERVERPASSWORD

SET SPREPLRULEDEFAULT

SET SUBFILE

SET TOCLOADRETENTION
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Table 4. System privilege commands (continued)

Command name

Command name

SETOPT

UNLOCK ADMIN
UNLOCK PROFILE
UPDATE ADMIN
UPDATE BACKUPSET
UPDATE CLIENTOPT
UPDATE CLOPTSET
UPDATE COLLOCGROUP
UPDATE DEVCLASS
UPDATE DRIVE
UPDATE LIBRARY
UPDATE LIBVOLUME
UPDATE MACHINE

UPDATE NODEGROUP
UPDATE PATH

UPDATE PROFILE

UPDATE RECOVERYMEDIA
UPDATE REPLRULE

UPDATE SCHEDULE (Review note.)
UPDATE SCRIPT

UPDATE SERVER

UPDATE SERVERGROUP
UPDATE SPACETRIGGER
UPDATE VIRTUALFSMAPPING
UPDATE VOLHISTORY
VALIDATE LANFREE
VALIDATE REPLICATION

Note: This command is restricted by the authority that is granted to an administrator.
System privilege is required only for administrative command schedules. System or policy
privilege is required for client operation schedules.

Commands requiring policy privilege

An administrator with policy privilege can issue commands that relate to policy
management objects such as policy domains, policy sets, management classes, copy
groups, and schedules. The policy privilege can be unrestricted, or can be restricted

to specific policy domains.

With unrestricted policy privilege, you can issue all of the administrator
commands that require policy privilege. You can issue commands that affect all
existing policy domains as well as any policy domains that are defined in the
future. An unrestricted policy administrator cannot define, delete, or copy policy

domains.

With restricted policy privilege, you can issue administrator commands that affect
one or more policy domains for which authority is granted. For example, the
DELETE MGMTCLASS command requires you to have policy privilege for the
policy domain to which the management class belongs.

[Table 5 on page 24 lists the commands that an administrator with policy privilege

can issue.
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Table 5. Policy privilege commands

Command name

Command name

ACTIVATE POLICYSET

ASSIGN DEFMGMTCLASS
CLEAN DRIVE

BACKUP NODE

COPY MGMTCLASS

COPY POLICYSET

COPY SCHEDULE (Review note 2.)
DEFINE ASSOCIATION

DEFINE BACKUPSET

DEFINE COPYGROUP

DEFINE CLIENTACTION
DEFINE CLIENTOPT

DEFINE MGMTCLASS

DEFINE NODEGROUP

DEFINE NODEGROUPMEMBER
DEFINE POLICYSET

DEFINE SCHEDULE

DELETE ASSOCIATION
DELETE BACKUPSET

DELETE COPYGROUP

DELETE EVENT (Review note 1.)
DELETE FILESPACE

DELETE MGMTCLASS

DELETE NODEGROUP

DELETE NODEGROUPMEMBER

DELETE POLICYSET

DELETE PATH

DELETE SCHEDULE (Review note 2.)
GENERATE BACKUPSET

LOCK NODE

QUERY BACKUPSETCONTENTS
REGISTER NODE

REMOVE NODE

RENAME FILESPACE

RENAME NODE

SET SUMMARYRETENTION
RESTORE NODE

QUERY TOC

UNLOCK NODE

UPDATE BACKUPSET

UPDATE COPYGROUP

UPDATE DOMAIN

UPDATE MGMTCLASS

UPDATE NODE

UPDATE NODEGROUP
UPDATE POLICYSET

UPDATE SCHEDULE (Review note 2.)
VALIDATE POLICYSET

Notes:

1. This command can be restricted by policy domain. An administrator with unrestricted
policy privilege or restricted policy privilege for a specified policy domain can issue this

command.

2. This command is restricted by the authority that is granted to an administrator. System
privilege is required only for administrative command schedules. System or policy
privilege is required for client operation schedules.

Commands requiring storage privilege

An administrator with storage privilege can issue commands that allocate and
control storage resources for the server. The storage privilege can be unrestricted,
or can be restricted to specific storage pools.

Unrestricted storage privilege permits you to issue all of the administrator
commands that require storage privilege. You can issue commands that affect all
existing storage pools as well as any storage pools that are defined in the future.
You can also issue commands that affect the database and the recovery log. An
unrestricted storage administrator cannot define or delete storage pools.

IBM Spectrum Protect for AIX: Administrator's Reference



Restricted storage privilege permits you to issue administrator commands that only
affect a storage pool for which you have been granted authority. For example, the
DELETE VOLUME command only affects a storage pool volume that is defined to

a specific storage pool.

lists the commands an administrator with storage privilege can issue.

Table 6. Storage privilege commands

Command name

Command name

AUDIT LIBRARY

AUDIT VOLUME (Review note.)
BACKUP DB

BACKUP DEVCONFIG
BACKUP STGPOOL

BACKUP VOLHISTORY
CHECKIN LIBVOLUME
CHECKOUT LIBVOLUME
COPY ACTIVEDATA (Review note.)
DEFINE COLLOCGROUP
DEFINE COLLOCMEMBER
DEFINE DATAMOVER

DEFINE DEVCLASS

DEFINE DRIVE

DEFINE LIBRARY

DEFINE PATH

DEFINE VIRTUALFSMAPPING
DEFINE VOLUME (Review note.)
DEFINE SPACETRIGGER
DELETE COLLOCGROUP
DELETE COLLOCMEMBER
DELETE DATAMOVER
DELETE DEVCLASS

DELETE DRIVE

DELETE LIBRARY

DELETE PATH

DELETE SPACETRIGGER
DELETE VIRTUALFSMAPPING
DELETE VOLHISTORY
DELETE VOLUME (Review note.)
GRANT PROXYNODE

LABEL LIBVOLUME

MIGRATE STGPOOL

MOVE DATA (Review note.)
MOVE MEDIA

QUERY TAPEALERTMSG
RECLAIM STGPOOL

RESTORE STGPOOL

RESTORE VOLUME

REVOKE PROXYNODE

SET TAPEALERTMSG

UPDATE COLLOCGROUP
UPDATE DATAMOVER
UPDATE DEVCLASS

UPDATE DRIVE

UPDATE LIBRARY

UPDATE PATH

UPDATE SPACETRIGGER
UPDATE STGPOOL (Review note.)
UPDATE VIRTUALFSMAPPING

Note: This command can be restricted by storage pool. An administrator with unrestricted
storage privilege or restricted storage privilege for a specified storage pool can issue this

command.

Commands requiring operator privilege

An administrator with operator privilege can issue commands that control the
immediate operation of the server and the availability of storage media.

[Table 7 on page 26| lists the commands an administrator with operator privilege

can issue.
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Table 7. Operator privilege commands

Command Name Command Name
CANCEL SESSION MOVE DRMEDIA
DISABLE SESSIONS MOVE MEDIA
DISMOUNT VOLUME QUERY MEDIA
ENABLE SESSIONS REPLY
HALT UPDATE VOLUME

VARY

Commands any administrator can issue

A limited number of commands can be used by any administrator, even if that
administrator has not been granted any specific administrator privileges.

[Table 8 on page 27 lists the commands any registered administrator can issue.
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Table 8. Commands issued by all administrators

Command Name

Command Name

COMMIT

HELP

ISSUE MESSAGE
MACRO

PARALLEL

QUERY ACTLOG
QUERY ADMIN
QUERY ASSOCIATION
QUERY AUDITOCCUPANCY
QUERY BACKUPSET
QUERY CLOPTSET
QUERY COLLOCGROUP
QUERY CONTENT
QUERY COPYGROUP
QUERY DATAMOVER
QUERY DB

QUERY DBSPACE
QUERY DEVCLASS
QUERY DIRSPACE
QUERY DOMAIN
QUERY DRIVE
QUERY DRMEDIA
QUERY DRMSTATUS
QUERY ENABLED
QUERY EVENT
QUERY EVENTRULES
QUERY EVENTSERVER
QUERY FILESPACE
QUERY LIBRARY
QUERY LIBVOLUME
QUERY LICENSE
QUERY LOG

QUERY MACHINE
QUERY MGMTCLASS
QUERY MOUNT
QUERY NASBACKUP

QUERY NODE

QUERY NODEDATA
QUERY NODEGROUP
QUERY OCCUPANCY
QUERY OPTION
QUERY PATH

QUERY POLICYSET
QUERY PROCESS
QUERY PROFILE
QUERY PROXYNODE
QUERY RECOVERYMEDIA
QUERY REPLICATION
QUERY REPLNODE
QUERY REPLRULE
QUERY REQUEST
QUERY RESTORE
QUERY RPFILE

QUERY SCHEDULE
QUERY SCRIPT

QUERY SERVER
QUERY SERVERGROUP
QUERY SESSION
QUERY SPACETRIGGER
QUERY STATUS
QUERY STGPOOL
QUERY SUBSCRIBER
QUERY SUBSCRIPTION
QUERY SYSTEM
QUERY VIRTUALFSMAPPING
QUERY VOLHISTORY
QUERY VOLUME

QUIT

ROLLBACK

SELECT

SERIAL
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Chapter 2. Administrative commands

Administrative commands are available to manage and configure the server.

Information for each command includes:
* A description of the tasks a command performs
* The administrator privilege class required to use the command

* A syntax diagram that identifies the required and optional parameters for the
command

* Descriptions of each parameter of the command
* Examples of using the command

e A list of related commands

© Copyright IBM Corp. 1993, 2017
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ACCEPT DATE (Accepts the current system date)

30

Use this command to allow the server to begin normal processing, when the server
does not start normal processing because of a discrepancy between the server date
and the current date on the system.

When the server does not start normal processing because of a discrepancy
between the server date and the current date, this command forces the server to
accept the current date and time as valid. If the system time is valid and the server
has not been run for an extended time, this command should be run to allow the
server to begin normal processing.

Attention: If the system date is invalid or the server was created or run
previously with an invalid system date and this command is issued, any server
processing or command that uses dates can have unexpected results. File
expiration can be affected, for example. When the server is started with the correct
date, files backed up with future dates will not be considered for expiration until
that future date is reached. Files backed up with dates that have passed will expire
faster. When the server processing encounters a future date, an error message is
issued.

If the server detects an invalid date or time, server sessions become disabled (as if
the DISABLE SESSIONS command had been issued). Expiration, migration,
reclamation, and volume history deletion operations are not able to continue
processing.

Use the ENABLE SESSIONS ALL command after you issue the ACCEPT DATE command
to re-enable sessions to start.

Privilege class
To issue this command, you must have system privilege.
Syntax

»»—ACCept Date ><

Parameters
None.
Example: Accept the current system date

Allow the server to accept the current date as the valid date.
accept date

Related commands
Table 9. Command related to ACCEPT DATE

Command Description

[ENABLE SESSIONS| Resumes server activity following the
DISABLE command or the ACCEPT DATE
command.
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ACTIVATE POLICYSET (Activate a new policy set)

Use this command to copy the contents of a policy set to the ACTIVE policy set for
the domain. The server uses the rules in the ACTIVE policy set to manage client
operations in the domain. You can define multiple policy sets for a policy domain,
but only one policy set can be active. The current ACTIVE policy set is replaced by
the one you specify when you issue this command. You can modify the ACTIVE
policy set only by activating another policy set.

Before activating a policy set, check that the policy set is complete and valid by
using the VALIDATE POLICYSET command.

The ACTIVATE POLICYSET command fails if any of the following conditions exist:
* A copy group specifies a copy storage pool as a destination.

* A management class specifies a copy storage pool as the destination for files that
were migrated by an IBM Spectrum Protect for Space Management client.

* The policy set has no default management class.

* A TOCDESTINATION parameter is specified, and the storage pool is either a copy
pool or has a data format other than NATIVE or NONBLOCK.

The ACTIVE policy set and the last activated policy set are not necessarily
identical. You can modify the original policy set that you activated without
affecting the ACTIVE policy set.

If the server has data retention protection enabled, the following conditions must
exist:

* All management classes in the policy set to be activated must contain an archive

copy group.
+ If a management class exists in the active policy set, a management class with
the same name must exist in the policy set to be activated.

 If an archive copy group exists in the active policy set, the corresponding copy
group in the policy set to be activated must have a RETVER value at least as
large as the corresponding values in the active copy group.

Attention: Retention protection only applies to archive objects.

Privilege class

To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which the policy

set belongs.

Syntax

»—ACTivate POlicyset—domain_name—policy_set_name ><

Parameters

domain_name (Required)
Specifies the policy domain for which you want to activate a policy set.

policy set _name (Required)
Specifies the policy set to activate.
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Example: Activate a policy set on a specific policy domain

Activate the VACATION policy set in the EMPLOYEE_RECORDS policy domain.

activate policyset employee records vacation

Related commands

Table 10. Commands related to ACTIVATE POLICYSET

Command

Description

|COPY POLICYSET|

Creates a copy of a policy set.

[DEFINE POLICYSET]

Defines a policy set within the specified
policy domain.

[DELETE POLICYSET|

Deletes a policy set, including its
management classes and copy groups, from a
policy domain.

|[QUERY DOMAIN|

Displays information about policy domains.

[QUERY POLICYSET]

Displays information about policy sets.

[UPDATE POLICYSET|

Changes the description of a policy set.

[VALIDATE POLICYSET|

Verifies and reports on conditions the
administrator must consider before activating
the policy set.
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ASSIGN DEFMGMTCLASS (Assign a default management class)

Use this command to specify a management class as the default management class
for a policy set. You must assign a default management class for a policy set before
you can activate that policy set.

To ensure that clients can always back up and archive files, choose a default
management class that contains both an archive copy group and a backup copy

group.

The server uses the default management class to manage client files when a
management class is not otherwise assigned or appropriate. For example, the
server uses the default management class when a user does not specify a
management class in the include-exclude list.

Privilege class
To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which the policy

set belongs.

Syntax

v
A

»>—ASsign DEFMGmtclass—domain_name—policy_set_name—class_name

Parameters

domain_name (Required)
Specifies the policy domain to which the management class belongs.

policy set _name (Required)
Specifies the policy set for which you want to assign a default management
class. You cannot assign a default management class to the ACTIVE policy set.

class_name (Required)
Specifies the management class that is to be the default management class for
the policy set.

Example: Assign a default management class

Assign DEFAULT1 as the default management class for policy set SUMMER in the
PROGI1 policy domain.

assign defmgmtclass progl summer defaultl

Related commands
Table 11. Commands related to ASSIGN DEFMGMTCLASS

Command Description

|[ACTIVATE POLICYSET| Validates and activates a policy set.

[DEFINE COPYGROUP| Defines a copy group for backup or archive
processing within a specified management
class.

[DEFINE MGMTCLASS| Defines a management class.

[DEFINE POLICYSET| Defines a policy set within the specified

policy domain.
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Table 11. Commands related to ASSIGN DEFMGMTCLASS (continued)

Command

Description

[IDELETE MGMTCLASS|

Deletes a management class and its copy
groups from a policy domain and policy set.

[QUERY COPYGROUP| Displays the attributes of a copy group.

[QUERY MGMTCLASS| Displays information about management
classes.

[QUERY POLICYSET| Displays information about policy sets.

[UPDATE COPYGROUP|

Changes one or more attributes of a copy
group.

[UPDATE MGMTCLASS|

Changes the attributes of a management
class.

[VALIDATE POLICYSET|

Verifies and reports on conditions the
administrator must consider before activating
the policy set.
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AUDIT commands

Use the AUDIT commands to review or examine the adequacy of the database
information and the storage pool volume. The AUDIT LDAPDIRECTORY command
deletes nodes or administrator IDs from an LDAP directory server, that do not
authenticate their passwords with the LDAP directory server.

+ |AUDIT CONTAINER|
— [“AUDIT CONTAINER (Verify the consistency of database information for a

cloud container)” on page 37|

- [“AUDIT CONTAINER (Verify the consistency of database information for a|

directory-container)” on page 43|

[“AUDIT LDAPDIRECTORY (Audit an LDAP directory server)” on page 48|

 [“AUDIT LIBRARY (Audit volume inventories in an automated library)” on page|
50]

+ [“AUDIT LIBVOLUME (Verify database information for a tape volume)” on page]
5]

+ [“AUDIT LICENSES (Audit server storage usage)” on page 54|

+ [“AUDIT VOLUME (Verify database information for a storage pool volume)” on|

page 55|
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AUDIT CONTAINER commands

Use the AUDIT CONTAINER command to scan for inconsistencies between database
information and a container in either a cloud or a directory storage pool.

 [“AUDIT CONTAINER (Verify the consistency of database information for a
cloud container)” on page 37]

+ [“AUDIT CONTAINER (Verify the consistency of database information for a
directory-container)” on page 43|
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AUDIT CONTAINER (Verify the consistency of database
information for a cloud container)

Use this command to scan for inconsistencies between database information and a
container in a cloud-container storage pool. Cloud-container storage pools are not
supported on Linux on System z°.

You can use this command to complete the following actions for a container in a
cloud-container storage pool:

Scan the contents of a container to validate the integrity of the data extents

Remove data from a container that is marked as damaged, such as when a file
has references in the server database, but has missing or corrupted data in the
cloud

Mark an entire container as damaged

Remove data that is marked as orphaned, such as when an object stored in the
cloud does not have a reference in the server database

Privilege class

To use this command, you must have system privilege, or unrestricted storage
privilege.

Syntax

»—AUDit CONTainer—Econtainer_name

STGpool—=—pool_name
STGpool—=—pool_name—STGPOOLDIRectory—=—directory_name—

Action—=—SCANAT1 FORCEOrphandbde1—=—No
r [FORCEOr?

I—Act1'on—= SCANATI I—FORCEOr‘phandbde]—= No:
REMOVEDamaged _EYes_—r
ARKDamaged
SCANDamaged

R —MAXProcess—=—4 —Wait—=—~No rBEGINDate—=—before_first_audit— R
—MAXProcess—=—number— ““Wait—= No—_l— I—BEGINDat‘. =—begin_date
Yes
R —BEGINTime—=—~00:00:00— rENDDate—:—after_Zast_audit— R
BEGINTime—=—begin_time— l—ENDDatL =—end_date

—ENDTime—=—23:59: 59—|

>

—ENDTime—=—end_t imeJ

Parameters

container_name

Specifies the name of the container that you want to audit. If you do not
specify this parameter, you must specify a cloud-container storage pool.

STGpool
Specifies the name of the cloud-container storage pool that you want to audit.

This parameter is optional. If you specify only this parameter, all containers
that are defined to the storage pool are audited. If you do not specify this
parameter, you must specify a container.
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STGPOOLDIRectory

Specifies the name of the cloud-container storage pool directory that you want
to audit. This parameter is optional.

Restriction: You must specify a storage pool that uses local storage.

Action

Specifies what action the server takes when a container in a cloud-container
storage pool is audited. This parameter is optional. You can specify one of the
following values:

SCANAT1
Specifies that the server identifies database records that refer to data
extents with inconsistencies. A check is done for data in the
cloud-container storage pool that does not match data in the server
database. This value is the default. The server marks the data extent as
damaged in the database.

Tip: If you specify the ACTION=SCANALL parameter on an IBM Cloud Object
Storage storage pool that uses a vault with name indexing disabled, the
audit operation scans the entire vault to identify orphaned extents in each
container. In this situation, specify WAIT=YES if you want the audit
operation to wait for the scan for orphaned extents to complete before it
reports the audit as complete. This scan for orphaned extents occurs only if
you do not specify a container name. If you specify a container that is in a
vault with name indexing disabled, the audit operation does not scan for
orphaned extents.

REMOVEDamaged
Specifies that the server removes any references to damaged extents from
the server database. The damaged extents are also removed from the
cloud-container storage pool if found. The server also removes any
orphaned extents from the cloud-container storage pool, and removes the
references to these orphaned extents from the database, as specified by the
FORCEORPHANDBDEL parameter.

MARKDamaged
Specifies that the server explicitly marks all data extents in the container as
damaged.

SCANDamaged
Specifies that the server checks only the existing damaged extents in the
container.

Important: If no connection to the cloud exists, the ACTION=SCANALL and
ACTION=SCANDAMAGED parameters do not run. However, the ACTION=MARKDAMAGED
parameter runs as expected without a cloud connection, and the
ACTION=REMOVEDAMAGED parameter marks any damaged data as orphaned. As
soon as the connection to the cloud returns, the server deletes the orphaned
extents.

State reset condition: If the audit does not detect an error with a data extent
that is marked as damaged, the state of the data extent is reset. The data
extent can then be used. This condition provides a means for resetting the state
of damaged data extents if errors are caused by a correctable problem. The
SCANALL and SCANDAMAGED options are the only options that reset a damaged
extent if it is found not to be damaged.
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FORCEOrphandbdel
Specifies that the server forces the deletion of orphaned extents from the server
database, even if they are not deleted from the cloud-container storage pool.
This parameter is optional. If you specify this parameter, you must also specify
the ACTION=REMOVEDAMAGED parameter. The following options are available:

Yes
Specifies that the server deletes any orphaned extents from the server
database, even if they are not deleted from the cloud-container storage
pool.

No Specifies that the server keeps the orphaned extents in the server database
if they cannot be deleted from the cloud-container storage pool. This value
is the default.

MAXProcess
Specifies the maximum number of parallel processes to use for checking a
container in a cloud-container storage pool. This parameter is optional. Enter a
value in the range 1 - 99. The default value is 4.

Restriction: The server ignores this parameter when you use MAXPROCESS with
the ACTION=REMOVEDAMAGED parameter.

Wait
Specifies whether the audit or verification operation is completed in the
foreground or background. This parameter is optional. The following options
are available:

No Specifies that the operation is completed in the background. You can
continue with other tasks when the command is processing. Messages that
are related to the background process are displayed in the activity log file
or the server console, depending on where the messages are logged. This
value is the default.

Yes
Specifies that the operation is completed in the foreground. It might take a
long time to complete the operation. The operation must complete before
you can continue with other tasks. Messages are displayed in the activity
log file or the server console, or both, depending on where the messages
are logged.

Restriction: You cannot specify the WAIT=YES parameter from the server
console.

BEGINDate
Specifies the date range value at which auditing should start. Containers that
were last audited within the specified date range are audited. If you specify a
time but do not specify a beginning date, the current date is used. If you do
not specify a beginning and end date, all containers are audited. The default is
the date before the first audit was completed for the container. This parameter
is optional.

You can specify the date to begin the audit in one of the following ways:

Value Description Example
MM/DD/YYYY A specific date. 09/15/2016
TODAY The current date. TODAY
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Value

Description

Example

TODAY-days or
-days

The current date minus days
specified. The maximum
number of days you can
specify is 9999.

TODAY -7 or -7.

To audit all containers that were
audited in the last week, specify
BEGINDATE=TODAY-7 or
BEGINDATE= -7.

EOLM (End Of The last day of the previous EOLM
Last Month) month.
EOLM-days The last day of the previous EOLM-1

month minus days specified.

To include containers that were
audited a day before the last day of
the previous month.

BOTM (Beginning  The first day of the current BOTM

Of This Month) month.

BOTM+days The first day of the current BOTM+9

month, plus days specified.

To include containers that were
audited on the 10th day of the current
month.

BEGINTime

Specifies the time range value at which auditing should start. Containers that
were last audited within the specified time range are audited. If you do not
specify a beginning and end time, the time range is set from 00:00:00 to
23:59:59. The default is 00:00:00. If you did not specify a date range, the default
is today's date. This parameter is optional.

You can specify the date to begin the audit in one of the following ways:

Value Description Example
HH:MM:SS A specific time on the 10:30:08
specified begin date.
NOW The current time on the NOW
specified begin date.
NOW+HH:MM or The current time plus hours ~ NOW+03:00 or +03:00.
+HH:MM and minutes on the specified
begin date. If you issue this command at 9:00
with BEGINTIME=NOW+3 or
BEGINTIME=+3, containers with a
last audit time of 12:00 or later on
the begin date are audited.
NOW-HH:MM or The current time minus hours NOW-04:00 or -04:00.
-HH:MM and minutes on the specified
begin date. If you issue this command at 9:00
with BEGINTime=NOW-3:30 or
BEGINTime= -3:30, IBM Spectrum
Protect audits containers with a last
audit time of 5:30 or later on the
begin date.
ENDDate

Specifies the date range value at which auditing should stop. Containers that
were last audited within the specified date range are audited. If you specify a
time but do not specify a value, the current date is used. If you do not specify
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a beginning and end date, all containers are audited. The default is the date
after the last audit was completed for the container. This parameter is optional.

You can specify the date by using one of the following values:

Value Description Example
MM/DD/YYYY A specific date. 09/15/2016
TODAY The current date. TODAY
TODAY-days or The current date minus days TODAY-1 or —1.

-days

specified. The maximum
number of days you can
specify is 9999.

To include containers that were
audited up to yesterday, you can
specify ENDDATE=TODAY-1 or
ENDDATE-= -1.

EOLM (End Of The last day of the previous EOLM
Last Month) month.
EOLM-days The last day of the previous EOLM-1

month minus days specified.

To include containers that were
audited a day before the last day of the
previous month.

BOTM (Beginning The first day of the current BOTM

Of This Month) month.

BOTM-+days The first day of the current BOTM+9

month, plus days specified.

To include containers that were
audited on the 10th day of the current
month.

ENDTime

Specifies the time range value at which auditing should stop. Containers that
were last audited within the specified time range are audited. If you do not
specify a beginning and end time, the time range is set to 00:00:00 to 23:59:59.
The default is 23:59:59. This parameter is optional.

You can specify the time using one of the following values:

Value Description Example
HH:MM:SS A specific time on the 10:30:08
specified end date.
NOW The current time on the NOW
specified end date.
NOW+HH:MM or  The current time plus hours NOW+03:00 or +03:00.
+HH:MM and minutes on the specified
end date. If you issue this command at 9:00
with ENDTIME=NOW+3:00 or
ENDTIME= +3:00, containers with a
last audit time of 12:00 or earlier on
the end date you specify are audited.
NOW-HH:MM or The current time minus hours NOW-03:30 or -03:30.
-HH:MM and minutes on the specified

end date.

If you issue this command at 9:00
with ENDTIME=NOW-3:30 or
ENDTIME= -3:30, containers with a
last audit time of 5:30 or earlier on
the end date you specify are audited.
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Example: Audit a specific container in a cloud-container storage pool

Audit the 42-00000my000examp1e000container000 container in a cloud-container
storage pool.
audit container 42-00000my000example000container000 action=scanall

Example: Audit a cloud-container storage pool within a specific time
frame

Audit a cloud-container storage pool that is named POOL3 and only include
containers from yesterday between 9:30 and 12:30.

audit container stgpool=pool3 begindate=today-1
begintime=09:30:00 endtime=12:30:00

Table 12. Commands related to AUDIT CONTAINER

Command Description

[CANCEL PROCESS| Cancels a background server process.
|[QUERY CONTAINER| Displays information about a container.
[QUERY DAMAGED)] Displays information about damaged files.
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AUDIT CONTAINER (Verify the consistency of database
information for a directory-container)

Use this command to scan for inconsistencies between database information and a
container in a directory-container storage pool.

You can use this command to complete the following actions for a container in a
directory-container storage pool:

* Scan the contents of a container to validate the integrity of the data extents
* Remove damaged data from a container

* Mark an entire container as damaged
Privilege class

To issue this command, you must have system privilege, or unrestricted storage
privilege.

Syntax
»»—AUDit CONTainer container_name >
ESTGpoo1—=—pooZ_name
STGpool—=—pool_name—STGPOOLDIRectory—=—directory_name—
Action—=—SCANAT1 MAXProcess—=—4 Wait—=—No
.l [ [ ,
I—Action—= SCANAT1 I—MAXProcess—=—number— l—Wait—= No—_l—
REMOVEDamaged Yes
ARKDamaged
SCANDamaged

—BEGINDate—=—before_first_audit— |—BEGINT1'me—=—00 :00: 00—|

M

BEGINDate—=—begin_date——— |—BEGINT1'me—=—begin_1timeJ

—ENDDate—=—after_last_audit— l—ENDTime—=—23:59:59—|

ENDDate—=—end_date—— l—ENDTi me—=—end_t ime—I

Parameters

container_name
Specifies the name of the container that you want to audit. If you do not
specify this parameter, you must specify a directory-container storage pool.

STGpool
Specifies the name of the directory-container storage pool that you want to
audit. This parameter is optional. If you specify only this parameter, all
containers that are defined to the storage pool are audited. If you do not
specify this parameter, you must specify a container.

STGPOOLDIRectory
Specifies the name of the container storage pool directory that you want to
audit. This parameter is optional. If you specify this parameter, all containers
that are defined to the container storage pool directory are audited. To specify
this parameter, you must also specify a storage pool.

Action
Specifies what action the server takes when a container in a directory-container
storage pool is audited. This parameter is optional. You can specify one of the
following values:
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SCANAT1
Specifies that the server identifies database records that refer to data
extents with inconsistencies. This value is the default. The server marks
the data extent as damaged in the database.

Tip: If you used the PROTECT STGPOOL command on a directory-container
storage pool on the target server, you can repair the damaged data extent
by using the REPAIR STGPOOL command.

REMOVEDamaged
Specifies that the server removes any files from the database that reference
the damaged data extent.

MARKDamaged
Specifies that the server explicitly marks all data extents in the container as
damaged.

SCANDamaged
Specifies that the server checks only the existing damaged extents in the
container.

State reset condition: If the audit does not detect an error with a data extent
that is marked as damaged, the state of the data extent is reset. The data
extent can then be used. This condition provides a means for resetting the state
of damaged data extents if errors are caused by a correctable problem. The
SCANALL and SCANDAMAGED options are the only options that reset a damaged
extent if it is found not to be damaged.

MAXProcess
Specifies the maximum number of parallel processes to use for checking a
container in a directory-container storage pool. This parameter is optional.
Enter a value in the range 1 - 99. The default value is 4.

Wait
Specifies whether the audit or verification operation is completed in the
foreground or background. This parameter is optional. The following options
are available:

No Specifies that the operation is completed in the background. You can
continue with other tasks when the command is processing. Messages that
are related to the background process are displayed in the activity log file
or the server console, depending on where the messages are logged. This is
the default value.

Yes
Specifies that the operation is completed in the foreground. It might take a
long time to complete the operation. The operation must complete before
you can continue with other tasks. Messages are displayed in the activity
log file or the server console, or both, depending on where the messages
are logged.

Restriction: You cannot specify the WAIT=YES parameter from the server
console.

BEGINDate
Specifies the date range value at which auditing should start. Containers that
were last audited within the specified date range are audited. If you specify a
time but do not specify a beginning date, the current date is used. If you do
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not specify a beginning and end date, all containers are audited. The default is
the date before the first audit was completed for the container. This parameter

is optional.

You can specify the date to begin the audit in one of the following ways:

Value Description Example
MM/DD/YYYY A specific date. 09/15/2016
TODAY The current date. TODAY

TODAY-days or
-days

The current date minus days
specified. The maximum
number of days you can
specify is 9999.

TODAY -7 or 7.

To audit all containers that were
audited in the last week, specify
BEGINDATE=TODAY-7 or
BEGINDATE= -7.

EOLM (End Of The last day of the previous EOLM
Last Month) month.
EOLM-days The last day of the previous EOLM-1

month minus days specified.

To include containers that were
audited a day before the last day of
the previous month.

BOTM (Beginning  The first day of the current BOTM

Of This Month) month.

BOTM-+days The first day of the current BOTM+9

month, plus days specified.

To include containers that were
audited on the 10th day of the current
month.

BEGINTime

Specifies the time range value at which auditing should start. Containers that
were last audited within the specified time range are audited. If you do not
specify a beginning and end time, the time range is set from 00:00:00 to
23:59:59. The default is 00:00:00. If you did not specify a date range, the default

is today's date. This parameter is optional.

You can specify the date to begin the audit in one of the following ways:

Value Description Example

HH:MM:SS A specific time on the 10:30:08
specified begin date.

NOW The current time on the NOW

specified begin date.

NOW+HH:MM or
+HH:MM

The current time plus hours
and minutes on the specified

begin date.

NOW+03:00 or +03:00.

If you issue this command at 9:00
with BEGINTIME=NOW+3 or
BEGINTIME=+3, containers with a
last audit time of 12:00 or later on
the begin date are audited.
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Value Description Example

NOW-HH:MM or The current time minus hours NOW-04:00 or -04:00.
-HH:MM and minutes on the specified
begin date. If you issue this command at 9:00

with BEGINTime=NOW-3:30 or
BEGINTime= -3:30, IBM Spectrum
Protect audits containers with a last
audit time of 5:30 or later on the
begin date.

ENDDate
Specifies the date range value at which auditing should stop. Containers that
were last audited within the specified date range are audited. If you specify a
time but do not specify a value, the current date is used. If you do not specify
a beginning and end date, all containers are audited. The default is the date
after the last audit was completed for the container. This parameter is optional.

You can specify the date by using one of the following values:

Value Description Example
MM/DD/YYYY A specific date. 09/15/2016
TODAY The current date. TODAY
TODAY-days or The current date minus days TODAY-1 or -1.
-days specified. The maximum
number of days you can To include containers that were
specify is 9999. audited up to yesterday, you can
specify ENDDATE=TODAY-1 or
ENDDATE= -1.
EOLM (End Of The last day of the previous EOLM
Last Month) month.
EOLM-days The last day of the previous EOLM-1

month minus days specified.
To include containers that were

audited a day before the last day of the
previous month.

BOTM (Beginning The first day of the current BOTM
Of This Month) month.
BOTM+days The first day of the current BOTM+9

month, plus days specified.
To include containers that were

audited on the 10th day of the current
month.

ENDTime
Specifies the time range value at which auditing should stop. Containers that
were last audited within the specified time range are audited. If you do not
specify a beginning and end time, the time range is set to 00:00:00 to 23:59:59.
The default is 23:59:59. This parameter is optional.

You can specify the time using one of the following values:

Value Description Example
HH:MM:SS A specific time on the 10:30:08
specified end date.

NOW The current time on the NOW

specified end date.
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Value Description Example

NOW+HH:MM or  The current time plus hours NOW+03:00 or +03:00.

+HH:MM and minutes on the specified
end date. If you issue this command at 9:00

with ENDTIME=NOW+3:00 or
ENDTIME= +3:00, containers with a
last audit time of 12:00 or earlier on
the end date you specify are audited.

NOW-HH:MM or The current time minus hours NOW-03:30 or -03:30.

-HH:MM and minutes on the specified
end date. If you issue this command at 9:00

with ENDTIME=NOW-3:30 or
ENDTIME= -3:30, containers with a
last audit time of 5:30 or earlier on
the end date you specify are audited.

Example: Audit a specific storage pool container

Audit the 0000000000000721.dcf storage pool container.
audit container n:\ddcont2\07\0000000000000721.dcf action=scanall

Example: Remove damaged data from a directory-container storage
pool

Audit a directory-container storage pool that is named NEWDEDUP and remove
damaged files.

audit container stgpool=newdedup action=removedamaged

Example: Mark as damaged all of the data in a directory-container
storage pool

Audit a directory-container storage pool that is named NEWDEDUP and mark all
files as damaged.

audit container stgpool=newdedup maxprocess=2 action=markdamaged

Example: Audit a directory-container storage pool within a specific
time frame

Audit a directory-container storage pool that is named POOL2 and only include
containers before yesterday between 9:30 and 12:30.

audit container stgpool=pool2 begindate=today-1
begintime=09:30:00 endtime=12:30:00

Table 13. Commands related to AUDIT CONTAINER

Command Description
[CANCEL PROCESS| Cancels a background server process.
[MOVE CONTAINER| Moves the contents of a storage pool

container to another container.

[QUERY DAMAGED| Displays information about damaged files.
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AUDIT LDAPDIRECTORY (Audit an LDAP directory server)

Use this command to audit an IBM Spectrum Protect controlled namespace on a
Lightweight Directory Access Protocol (LDAP) server. The LDAP server and
namespace are specified by using one or more LDAPURL options.

Restriction: Use this command only if you configured password authentication as
described in |Authenticating users by using an LDAP server| Information that is
provided about the AUDIT LDAPDIRECTORY command applies only to environments

in which password authentication is configured as described in |Authenticating]

[users by using an LDAP server|

Nodes and administrator user IDs that do not authenticate their passwords with
the LDAP directory server are deleted with the AUDIT LDAPDIRECTORY FIX=YES
command. Nodes or administrator user IDs that no longer exist in the IBM
Spectrum Protect database are also deleted.

Before you issue this command, ensure that the LDAPURL option is specified in the
dsmserv.opt file. See the LDAPURL option| for more information. If you specified
more than one LDAPURL option in the dsmserv.opt file, each option is validated in
the order in which they are placed. If the LDAPURL option is not specified, the
command fails.

Privilege class
You must have system privileges to issue this command.

Syntax

|—F1 x—=—No

|—Wa1't =—~No
»»—AUDIT LDAPdirectory |_
Fix—=

A\
A

NO__|_ |—Wa1' t—= No—_|—
Yes Yes

Parameters
Fix
This optional parameter specifies how the IBM Spectrum Protect server

resolves inconsistencies between the database and the external directory. The
default is NO. You can specify the following values:

No The server reports all inconsistencies but does not change the external
directory.

Yes
The server resolves any inconsistencies that it can and suggests further
actions, if needed.

Important: If there are LDAP entries that are shared with other IBM
Spectrum Protect servers, choosing YES might cause those servers to
become out-of-sync.

Wait
This optional parameter specifies whether to wait for the IBM Spectrum Protect
server to complete processing this command in the foreground. The default is
NO. You can specify the following values:

No The server processes this command in the background and you can
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continue with other tasks while the command is processing. Messages
related to the background process are shown either in the activity log file
or the server console, depending on where the messages are logged.

Yes
The server processes this command in the foreground. The operation must
complete before you can continue with other tasks. Messages are shown
either in the activity log file or the server console, or both, depending on
where the messages are logged.

Restriction: You cannot specify WAIT=YES from the server console.
Example: Audit an LDAP directory and repair inconsistencies

Audit the LDAP directory that you specified in the LDAPURL option. The IBM
Spectrum Protect server resolves some inconsistencies.

"z I
audit ldapdirectory fix=yes
ANR2749W Admin ADMIN1 was located in the LDAP directory server but not
in the database.
ANR2749W Admin ADMIN2 was located in the LDAP directory server but not
in the database.
ANR2749W Admin NODE1 was located in the LDAP directory server but not
in the database.
ANR2749W Admin NODE2 was located in the LDAP directory server but not
in the database.
ANR2748W Node NODE1l was located in the LDAP directory server but not
in the database.
ANR2748W Node NODE2 was located in the LDAP directory server but not
in the database.
ANR27451 AUDIT LDAPDIRECTORY command completed: 4 administrator
entries are only in the LDAP directory server (not in the IBM Spectrum
Protect server), 0 administrator entries are only in the IBM Spectrum
Protect server (not in the LDAP directory server), 2 node entries are
only in the LDAP directory server (not in the IBM Spectrum Protect
server), 0 node entries are only in the IBM Spectrum Protect server,
(not in the LDAP directory server), 6 entries were deleted from the
LDAP server in total.
\_ J
Related commands
Table 14. Commands related to AUDIT LDAPDIRECTORY
Command Description
[SET DEFAULTAUTHENTICATION| Specifies the default password authentication

method for any REGISTER NODE or
REGISTER ADMIN commands.

[SET LDAPPASSWORD)| Sets the password for the LDAPUSER.
ET LDAPUSE Sets the user who oversees the passwords
and administrators on the LDAP directory
server.
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AUDIT LIBRARY (Audit volume inventories in an automated
library)

Use this command to audit and synchronize volume inventories in an automated
library.

When the AUDIT LIBRARY command is issued on a library client, the client
synchronizes its inventory with the inventory on the library manager. If the library
client detects inconsistencies, it corrects them by changing the ownership of the
volume on the library manager.

When the AUDIT LIBRARY command is issued on a server where the library is SCSI,
349X, or ACSLS (LIBTYPE=SCSI, LIBTYPE=349X, or LIBTYPE=ACSLS), the server
synchronizes its inventory with the inventory of the library device. If the server
detects inconsistencies, it deletes missing volumes from its inventory.

* In SCSI libraries, the server also updates the locations of volumes in its
inventory that have been moved since the last audit.

* In 349X libraries, the server also ensures that scratch volumes are in the scratch
category and that private volumes are in the private category.

When the AUDIT LIBRARY command is issued on a server that is a library manager
for the library (SHARED=YES), the server updates ownership of its volumes if it
detects inconsistencies.

Regardless the type of server or type of library, issuing the AUDIT LIBRARY
command does not automatically add new volumes to a library. To add new
volumes, you must use the CHECKIN LIBVOLUME command.

Attention: The following precautions apply to SCSI, 349X, and ACSLS libraries
only (LIBTYPE=SCSI, LIBTYPE=349X, and LIBTYPE=ACSLS):

* Running the AUDIT LIBRARY command prevents any other library activity until
the audit completes. For example, the server will not process restore or retrieve
requests that involve the library when the AUDIT LIBRARY command is running.

* If other activity is occurring in the library, do not issue the AUDIT LIBRARY
command. Issuing the AUDIT LIBRARY command when a library is active can
produce unpredictable results (for example, a hang condition) if a process
currently accessing the library attempts to acquire a new tape mount.

This command creates a background process that you can cancel with the CANCEL
PROCESS command. To display information about background processes, use the
QUERY PROCESS command.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax
|—CHECKLabe1 =—1VYes
»»—AUDIT LIBRary—Ilibrary_name |_ >
CHECKLabel—= Yes _|
Barcode
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|—REFRESHstate—=—No

i |—REFRESHstate—= No
s:|

Ye

Parameters

Library _name (Required)
Specifies the name of the library to audit.

CHECKLabel
Specifies how the storage volume label is checked during the audit. This
parameter applies to SCSI libraries only. The parameter is ignored for other
library types. The default is YES. Possible values are:

Yes
Specifies that the server checks each volume label to verify the identity of
the volume.

Barcode
Specifies that the server uses the barcode reader to read the storage label.
Using the barcode decreases the audit processing time. This parameter
applies only to SCSI libraries.

Attention: If the scanner cannot read the barcode label or the barcode
label is missing, the server loads that tape in a drive to read the label.

REFRESHstate
Specifies whether the server's information about a library, which is normally
obtained during initialization, is refreshed, so that any changes in configuration
are reflected. By setting the REFRESHSTATE parameter to Yes, this action is
completed without having to restart the server or re-define the library. The
default is No. Possible values are:

No Specifies that the server does not refresh the library's state when the library
is audited.

Yes
Specifies that the server does refresh the library's state when the AUDIT
LIBRARY command is issued.

Example: Audit an automated library

Audit the EZLIFE automated library.
audit library ezlife

Related commands
Table 15. Commands related to AUDIT LIBRARY

Command Description

[CANCEL PROCESS| Cancels a background server process.

[DEFINE LIBRARY]| Defines an automated or manual library.

[DELETE LIBRARY| Deletes a library.

[DISMOUNT VOLUME] Dismounts a sequential, removable volume
by the volume name.

|[QUERY LIBRARY] Displays information about one or more
libraries.
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Table 15. Commands related to AUDIT LIBRARY (continued)

Command Description

[QUERY LIBVOLUME] Displays information about a library volume.

[QUERY PROCESS| Displays information about background
processes.

[UPDATE LIBRARY] Changes the attributes of a library.

AUDIT LIBVOLUME (Verify database information for a tape
volume)

Use this command to determine whether a tape volume is intact and to audit data
on any tape volume.

You can issue the AUDIT LIBVOLUME command from any tape volume that is
checked in to a library. The command runs in the background by default. You can
issue the command from the following library types that have IBM TS1140, IBM
LTO 5, or a later generation tape drive:

* SCSI tape library
* Virtual tape library (VTL)

The following table outlines the tape drives that can verify tape volumes with
media types for IBM TS1140 and IBM LTO 5 and later generation LTO tape drives:

Table 16. Tape drives and the media types

Drive Media type

TS1140 JB, JX, JA, JW, J], JR, JC, JY, and JK
IBM LTO 5 LTO 3, LTO 4, and LTO 5

IBM LTO 6 LTO 4, LTO 5, and LTO 6

IBM LTO 7 LTO 5, LTO 6, and LTO 7

The following table outlines the minimum device driver level that you require to
run the command:

Table 17. Minimum IBM device driver level

Driver name Device driver level
Atape driver on AIX 12.3.5.00

lin_tape driver on Linux 1.6.7.00

IBM tape driver on Windows 6.2.2.00

Restriction: You cannot issue the CANCEL PROCESS command while the AUDIT
LIBVOLUME command is in progress.

Privilege class

To issue this command, you must have system privilege, or unrestricted storage
privilege for the library to which the tape volume is defined.
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Syntax

|—Wa1' t—=—~No

|—Wa1' t—-= NO__l_
Yes

»>—AUDit LIBVolume—Llibrary_name—volume_name

Parameters

library name (Required)
Specifies the name of the library volume where the tape volume is located that
you want to audit.

volume_name (Required)

Specifies the name of the physical tape volume that you want to audit.
Wait (Optional)

Specifies whether the audit or verification operation is completed in the

foreground or background. This parameter is optional. The following options
are available:

No Specifies that the operation is completed in the background. The NO value
is the default value.

Yes
Specifies that the operation is completed in the foreground. It might take a
long time to complete the operation.

Example: Audit a tape volume

Audit the EZLIFE library that has a tape volume that is called KM0347L5.
audit libvolume ezlife KMO347L5
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AUDIT LICENSES (Audit server storage usage)

Use this command to audit the server storage used by client nodes and to audit
the server licenses. The audit determines whether the current configuration is in
compliance with the license terms.

An audit creates a background process you can cancel with the CANCEL PROCESS
command. If you halt and restart the server, an audit is run automatically as
specified by the SET LICENSEAUDITPERIOD. To view audit results, use the QUERY
LICENSE command.

Attention: The audit of server storage can take a lot of CPU time. You can use
the AUDITSTORAGE server option to specify that storage is not to be audited.

Privilege class
To issue this command, you must have system privilege.

Syntax

v
A

»—AUDit LICenses

Parameters
None.
Example: Audit server licenses

Issue the AUDIT LICENSES command.
audit licenses

Related commands
Table 18. Commands related to AUDIT LICENSES

Command Description

[CANCEL PROCESS| Cancels a background server process.

|[QUERY AUDITOCCUPANCY]| Displays the server storage utilization for a
client node.

|QUERY LICENSE| Displays information about licenses and
audits.

[QUERY PROCESS| Displays information about background
processes.

QUERY STATUS Displays the settings of server parameters,
such as those selected by the SET commands.

[REGISTER LICENSE| Registers a license with the IBM Spectrum
Protect server.

[SET LICENSEAUDITPERIOD)| Specifies the number of days between

automatic license audits.
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AUDIT VOLUME (Verify database information for a storage
pool volume)

Use this command to check for inconsistencies between database information and a
storage pool volume. Processing information generated during an audit is sent to
the activity log and server console.

Restriction: You cannot use this command for volumes that are assigned to
copy-container storage pools.

You can only audit volumes that belong to storage pools with
DATAFORMAT=NATIVE and DATAFORMAT=NONBLOCK.

You cannot audit a volume if it is being deleted from a primary or copy storage
pool.

While an audit process is active, clients cannot restore data from the specified
volume or store new data to that volume.

If the server detects a file with errors, handling of the file will depend on the type
of storage pool to which the volume belongs, whether the FIX option is specified
on this command, and whether the file is also stored on a volume assigned to
other pools.

If IBM Spectrum Protect does not detect errors for a file that was marked as
damaged, the state of the file is reset so that it can be used.

The server will not delete archive files that are on deletion hold. If archive
retention protection is enabled, the server will not delete archive files whose
retention period has not expired.

To display information about the contents of a storage pool volume, use the QUERY
CONTENT command.

To audit multiple volumes, you can use the FROMDATE and TODATE parameters.
Use the STGPOOL parameter to audit all volumes in a storage pool. When you use
the parameters FROMDATE, TODATE, or both, the server limits the audit to only
the sequential media volumes that meet the date criteria, and automatically
includes all online disk volumes in storage. To limit the number of volumes that
may include disk volumes, use the FROMDATE, TODATE, and STGPOOL
parameters.

If you are running a server with archive retention protection enabled, and you
have data stored in storage pools which are defined with the parameter
RECLAMATIONTYPE=SNAPLOCK, the Last Access Date on the NetApp
SnapLock Filer for a volume should be equal to the End Reclaim Period date that
you see when you issue a QUERY VOLUME F=D command on that volume. During
AUDIT VOLUME processing, these dates are compared. If they do not match and
the AUDIT VOLUME command is being run with the FIX=NO parameter, a message
will be issued to you indicating that the command should be run with the FIX=YES
parameter to resolve the inconsistency. If they do not match and the AUDIT
VOLUME command is being run with the FIX=YES parameter, the inconsistencies
will be resolved.
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Attention: Use the FIX=Yes parameter only if your tape drive and storage area
network (SAN) infrastructure is stable. Ensure that the tape heads are clean and
that the tape device drivers are stable and reliable. Otherwise, you risk deleting
data that is error free when you use this parameter. The server cannot determine
whether a tape is physically damaged or whether a tape infrastructure is unstable.

This command creates a background process that can be canceled with the CANCEL
PROCESS command. To display information on background processes, use the QUERY
PROCESS command.
Privilege class

To issue this command, you must have system privilege, unrestricted storage
privilege, or restricted storage privilege for the storage pool to which the volume is

defined.
Syntax
|—F1X—:_N0
»—AUDit Volume volume_name |_ >
_E‘ A ’—/ Fix—= No—_|—
Yes
|—SKIPPart1a1—=—No |—Qu1'et—=—No

i I—SKIPPartia] = No I— i =
—= —_|— Quiet—= No—_l—
S S

Ye Ye

A (at least one of these parameters must be specified):

(1)
FROMDate—=—TODAY—

(1) __FROMDate—= date

STGPoo1—=—poo ZnameJ

(1)

|—TODatb =—T0Day

> |

o |
l—TODatc = date

Notes:

1 You cannot specify a volume name if you specify a storage pool name,
FROMDATE, or TODATE.

Parameters

volume_name
Specifies the name of the storage pool volume you want to audit. This
parameter is required if you do not specify a storage pool. You cannot specify
a volume name together with the FROMDATE and TODATE parameters.

Fix
Specifies how the server resolves inconsistencies between the database

inventory and the specified storage pool volume. This parameter is optional.
The default is NO.
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The actions the server performs depend on whether the volume is assigned to
a primary or a copy storage pool.

Primary Storage Pool:

Note: If the AUDIT VOLUME command does not detect an error in a file that was
previously marked as damaged, IBM Spectrum Protect resets the state of the
file so that it can be used. This provides a means for resetting the state of
damaged files if it is determined that the errors were caused by a correctable
hardware problem such as a dirty tape head.

Fix=No
IBM Spectrum Protect reports, but does not delete, database records that
refer to files with inconsistencies:

* IBM Spectrum Protect marks the file as damaged in the database. If a
backup copy is stored in a copy storage pool, you can restore the file
using the RESTORE VOLUME or RESTORE STGPOOL command.

* If the file is a cached copy, you must delete references to the file on this
volume by issuing the AUDIT VOLUME command and specifying
FIX=YES. If the physical file is not a cached copy, and a duplicate is
stored in a copy storage pool, it can be restored by using the RESTORE
VOLUME or RESTORE STGPOOL command.

Fix=Yes
The server fixes any inconsistencies as they are detected:
* If the physical file is a cached copy, the server deletes the database
records that refer to the cached file. The primary file is stored on another
volume.

* If the physical file is not a cached copy, and the file is also stored in one
or more copy storage pools, the error will be reported and the physical
file marked as damaged in the database. You can restore the physical file
by using the RESTORE VOLUME or RESTORE STGPOOL command.

* If the physical file is not a cached copy, and the physical file is not
stored in a copy storage pool, each logical file for which inconsistencies
are detected are deleted from the database.

* If archive retention protection is enabled by using the SET
ARCHIVERETENTIONPROTECTION command, a cached copy of data can be
deleted if needed. Data in primary and copy storage pools can only be
marked damaged and never deleted.

Do not use the AUDIT VOLUME command with FIX=YES if a restore process
(RESTORE STGPOOL or RESTORE VOLUME) is running. The AUDIT VOLUME
command could cause the restore to be incomplete.

Copy Storage Pool:

Fix=No
The server reports the error and marks the physical file copy as damaged
in the database.

Fix=Yes
The server deletes any references to the physical file and any database
records that point to a physical file that does not exist.

SKIPPartial
Specifies whether IBM Spectrum Protect ignores partial files, which are files
that span multiple storage pool volumes. This parameter is optional. The
default value is NO. When performing an audit operation on a sequential
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access media volume, this parameter prevents additional sequential access
media mounts that may be necessary to audit any partial files. Possible values

are:

No IBM Spectrum Protect audits files that span multiple volumes.

Unless you specify SKIPPARTIAL=YES, IBM Spectrum Protect attempts to
process each file stored on the volume, including files that span into and
out of other volumes. To audit files that span multiple volumes, the
following conditions must be true:

* For sequential access volumes, the additional sequential access volumes
must have an access mode of read/write or read-only.

e For random access volumes, the additional volumes must be online.

Yes

IBM Spectrum Protect audits only files that are stored on the volume to be
audited. The status of any partial files is unknown.

Quiet

Specifies whether IBM Spectrum Protect sends detailed informational messages
to the activity log and the server console about irretrievable files on the
volume. This parameter is optional. The default is NO. Possible values are:

No Specifies that IBM Spectrum Protect sends detailed informational messages
and a summary. Each message contains the node, file space, and client
name for the file.

Yes

Specifies that IBM Spectrum Protect sends only a summary report.

FROMDate

Specifies the beginning date of the range to audit volumes. The default is the
current date. All sequential media volumes meeting the time range criteria that
were written to after this date are audited. The server includes all online disk
volumes in storage. The server starts one audit process for each volume and
runs the process serially. You cannot use this parameter if you have specified a
volume. This parameter is optional. To limit the number of volumes that may
include disk volumes, use the FROMDATE, TODATE, and STGPOOL

parameters.

You can specify the date by using one of the following values:

Value Description Example

MM/DD/YYYY A specific date 10/15/2001
If a date is entered, all candidate
volumes written on that day (starting
at 12:00:01 am) will be evaluated.

TODAY The current date TODAY

TODAY-days or The current date minus days =~ TODAY -7 or 7.

-days specified. The maximum

number of days you can
specify is 9999.

To display information beginning with
volumes written a week ago, you can
specify FROMDATE=TODAY-7 or
FROMDATE= -7.

EOLM (End Of
Last Month)

The last day of the previous
month.
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Value

Description

Example

EOLM-days

The last day of the previous

month minus days specified.

EOLM-1

To include files that were active a day
before the last day of the previous
month.

BOTM (Beginning  The first day of the current BOTM
Of This Month) month.
BOTM-+days The first day of the current BOTM+9
month, plus days specified.
To include files that were active on
the 10th day of the current month.
TODate

Specifies the ending date of the range for volumes to audit. All sequential
media volumes meeting the time range criteria that were written to before this
date are audited. The server includes all online disk volumes in storage. If you
do not specify a value, the server defaults to the current date. You cannot use
this parameter if you have specified a volume. This parameter is optional. To
limit the number of volumes that may include disk volumes, use the
FROMDATE, TODATE, and STGPOOL parameters.

You can specify the date by using one of the following values:

Value Description Example

MM/DD/YYYY A specific date 10/15/2001
If a date is entered, all candidate
volumes written on that day (ending at
11:59:59 pm) will be evaluated.

TODAY The current date TODAY

TODAY-days or
-days

The current date minus days
specified. The maximum
number of days you can
specify is 9999.

TODAY-1 or 1.

To display information created up to
yesterday, you can specify
TODATE=TODAY-1 or simply
TODATE= -1.

EOLM (End Of The last day of the previous EOLM
Last Month) month.
EOLM-days The last day of the previous EOLM-1

month minus days specified.

To include files that were active a day
before the last day of the previous
month.

BOTM (Beginning The first day of the current BOTM
Of This Month) month.
BOTM+days The first day of the current BOTM+9
month, plus days specified.
To include files that were active on the
10th day of the current month.
STGPool

This parameter specifies that the server only audits the volumes from the
specified storage pool. This parameter is optional. You cannot use this

parameter if you have specified a volume.
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Example: Verify database information for a specific storage pool
volume

Verify that the database information for storage pool volume PROG?2 is consistent
with the data stored on the volume. IBM Spectrum Protect fixes any
inconsistencies.

audit volume prog2 fix=yes

Example: Verify database information for all volumes written to
during a specific date range

Verify that the database information for all eligible volumes written to from
3/20/2002 to 3/22/2002 is consistent with data stored on the volume.

audit volume fromdate=03/20/2002 todate=03/22/2002

Example: Verify database information for all volumes in a
specific storage pool

Verify that the database information for all volumes in storage pool STPOOLS3 is
consistent with data stored on the volume for today.

audit volume stgpool=STPOOL3

Example: Verify database information for all volumes in a
specific storage pool written to in the last two days

Verify that the database information for all volumes in storage pool STPOOLS3 is
consistent with data stored on the volume for the last two days.

audit volume stgpool=STPOOL3 fromdate=-1

Related commands
Table 19. Commands related to AUDIT VOLUME

Command Description

[CANCEL PROCESS| Cancels a background server process.

|QUERY CONTENT]| Displays information about files in a storage
pool volume.

|[QUERY PROCESS| Displays information about background
processes.

[QUERY VOLUME| Displays information about storage pool
volumes.

[SET ARCHIVERETENTIONPROTECTION]| Specifies whether data retention protection is
activated.
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BACKUP commands

Use the BACKUP commands to create backup copies of IBM Spectrum Protect
information or objects.

["'BACKUP DB (Back up the database)” on page 62|

“BACKUP DEVCONFIG (Create backup copies of device configuration|
information)” on page 68|

[“BACKUP NODE (Back up a NAS node)” on page 70|

“BACKUP STGPOOL (Back up primary storage pool data to a copy storage]
pool)” on page 75|

“BACKUP VOLHISTORY (Save sequential volume history information)” on page|

79
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BACKUP DB (Back up the database)

Use this command to back up an IBM Spectrum Protect database to sequential
access volumes.

Attention: To restore a database, the server must use information from the
volume history file and the device configuration file. You must make and save
copies of the volume history file and the device configuration file. These files
cannot be recreated.

To determine how much extra storage space a backup requires, issue the QUERY DB
command.

Restrictions: You cannot restore a server database if the release level of the server
database backup is different from the release level of the server that is being
restored. For example, an error occurs when you restore a Version 6.3 database and
you are using a Version 7.1 server.

After the database backup is complete, the IBM Spectrum Protect server backs up
information, depending on the options that are specified in the server options file.
The following information is backed up:

* Sequential volume-history information is backed up to all files that the
VOLUMEHISTORY option specifies

* Information about device configuration is backed up to all files that the
DEVCONFIG option specifies

* The server's master encryption key
If there is not enough space available on the defined active log directory volume or
file space, you can define the DB2® option, overflowlogpath, to use a directory with

the required space available. For example, use the following command to use the
/home/tsminst2/overflow_dir directory:

db2 update db cfg for TSMDB1 using overflowlogpath /home/tsminst2/overflow_dir
Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

Type—=—=Full
|— yp

|—Type—= Incremental
Em 1{
DBSnapshot

|—NUMStreams—=—1

»»—BAckup DB—DEVclass—=—device class_name

Y
v

T |—NUMS’cr‘eams—=—number—

VOLumenames—=—L—v volume name
FILE:— ]_‘ile_name—l
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Y

|—Scratch—=—Yes

|—Wa1' t—=—No |—DEDUPDEV1' ce—=—-No

l—Scr‘atch—= Yes |—Wa1t—= NO__l_ |—DEDUPDEV1’ce—= No—_|—

v

\

No Ye Ye
|—COMPress =—No |—PROTECTKeys—=—Yes
(1) |—PROTECTKeys—= N0—_|—
COMPress—= Nc_l Yes
Yes

|—PASSword—=—password_name—|

A\
A

Notes:

1

The default value of the COMPRESS parameter is conditional. If you specify the
COMPRESS parameter in the BACKUP DB command, it overrides any COMPRESS
parameter value that is set in the SET DBRECOVERY command. Otherwise, the
value that is set in the SET DBRECOVERY command is the default.

Parameters
DEVclass (Required)

Specifies the name of the sequential access device class to use for the backup.
If you issue the BACKUP DB command, and the device class is not the one that is
specified in the SET DBRECOVERY command, a warning message is issued.
However, the backup operation continues and is not affected.

If the SET DBRECOVERY command is not issued to set a device class, the BACKUP
DB command fails.

Restriction:
* You cannot use a device class with a device type of NAS or CENTERA.
* A restore database operation fails if the source for the restore is a FILE

library. A FILE library is created if the FILE device class specifies
SHARED=YES.

If all drives for this device class are busy when the backup runs, IBM
Spectrum Protect cancels lower priority operations, such as reclamation, to
make a drive available for the backup.

Type

Specifies the type of backup to run. This parameter is optional. The default is
FULL. The following values are possible:

Full
Specifies that you want to run a full backup of the IBM Spectrum Protect
database.

Incremental
Specifies that you want to run an incremental backup of the IBM Spectrum
Protect database. An incremental (or cumulative) backup image contains a
copy of all database data that is changed since the last successful full
backup operation.

DBSnapshot
Specifies that you want to run a full snapshot database backup. The entire
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contents of a database are copied and a new snapshot database backup is
created without interrupting the existing full and incremental backup series
for the database.

VOLumenames

Specifies the volumes that are used to back up the database. This parameter is
optional. However, if you specify SCRATCH=NO, you must specify a list of
volumes.

volume _name
Specifies the volumes that are used to back up the database. Specify
multiple volumes by separating the names with commas and no
intervening spaces.

FILE:filename
Specifies the name of a file that contains a list of volumes that are used to
back up the database. Each volume name must be on a separate line. Blank
lines and comment lines, which begin with an asterisk, are ignored.

For example, to use volumes DB0001, DB0002, and DB0003, create a file
that contains these lines:
DBO0OO1

DB0002
DB0OOO3

Name the file appropriately. For example:
TAPEVOL

You can then specify the volumes for the command as follows:
VOLUMENAMES=FILE:TAPEVOL

NUMStreams
Specifies the number of parallel data movement streams to use when you back
up the database. The minimum value is 1, and the maximum value is 32.
Increasing the value causes a corresponding increase in the number of database
backup sessions to be used and the number of drives to be used for the device
class. If you specify a NUMSTREAMS value in the BACKUP DB command, it
overrides any value that is set in the SET DBRECOVERY command. Otherwise, the
value that is set in the SET DBRECOVERY command is used. The NUMSTREAMS
value is used for all types of database backups.

If a value is specified that is greater than the number of drives available for the
device class, only the number of available drives are used. The available drives
are those defined to the device class by the MOUNTLIMIT parameter or by the
number of online drives for the specified device class. The session is displayed
in the QUERY SESSION output.

If you increase the number of streams, more volumes are used from the
corresponding device class for this operation. Using more volumes might
improve the speed of the database backups, but at the cost of more volumes
that are not fully used.

Scratch
Specifies whether scratch volumes can be used for the backup. This parameter
is optional. The default is YES. The following values are possible:

Yes
Specifies that scratch volumes can be used.
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If you specify SCRATCH=YES and the VOLUMENAMES parameter, IBM Spectrum
Protect uses only scratch volumes if space is unavailable on the specified
volumes.

If you do not include a list of volumes by using the VOLUMENAMES
parameter, you must either specify SCRATCH=YES or use the default.

No Specifies that scratch volumes cannot be used.

If you specify volumes by using the VOLUMENAMES parameter and
SCRATCH=NO, the backup fails if there is not enough space available to store
the backup data on the specified volumes.

Wait
Specifies whether to wait for the server to complete processing this command
in the foreground. The default is NO. The following values are possible:

No Specifies that the server processes this command in the background. You
can continue with other tasks while the command is being processed.

Messages that are created from the background process are displayed
either in the activity log or the server console, depending on where
messages are logged.

To cancel a background process, use the CANCEL PROCESS command. If a
BACKUP DB background process is canceled, some of the database might
have already been backed up before the cancellation.

Yes
Specifies that the server processes this command in the foreground. Wait
for the command to complete before you continue with other tasks. The
server then displays the output messages to the administrative client when
the command completes.

Restriction: You cannot specify WAIT=YES from the server console.

DEDUPDEVice
Specifies that a target storage device supports data deduplication. When set to
YES, the format for backup images is optimized for data deduplication devices,
making backup operations more efficient. The following values are possible:

No Specifies that a target storage device does not support data deduplication.
NO is the default.
Ensure that this parameter is set to NO for the following devices:
 SCSI libraries
* All devices that are defined with a FILE device class
* Virtual tape libraries (VTL) that do not support the data deduplication
function

Yes

Specifies that a target device supports data deduplication and that you
want to optimize backups for this function. You can set this parameter to
YES if you are using VTLs that support data deduplication.

COMPress
Specifies whether volumes that are created by the BACKUP DB command are
compressed. The COMPRESS value is used for all types of database backups. This
parameter is optional. The default value is conditional. If you specify the
COMPRESS parameter on the BACKUP DB command, it overrides any value that is
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set in the SET DBRECOVERY command. Otherwise, the value that is set in the SET
DBRECOVERY command is the default. You can specify one of the following
values:

No Specifies that the volumes that are created by the BACKUP DB command are
not compressed.

Yes

Specifies that the volumes that are created by the BACKUP DB command are
compressed.

Restrictions:

* Use caution when you specify the COMPRESS parameter. Using compression
during database backups can reduce the size of the backup files. However,
compression can increase the time that is required to complete database
backup processing.

* Do not back up compressed data to tape. If your system environment stores

database backups on tape, set the COMPRESS parameter to No in the SET
DBRECOVERY and BACKUP DB commands.

PROTECTKeys
Specifies that database backups include a copy of the server master encryption
key that is used to encrypt storage pool data. This parameter is optional. The
default is the value that is specified for the PROTECTKEYS parameter on the SET
DBRECOVERY command. You can specify one of the following values:

No Specifies that database backups do not include a copy of the server master
encryption key.

Attention: If you specify PROTECTKEYS=NO, you must manually back up the
master encryption key for the server and make the key available when you
implement disaster recovery.

Yes
Specifies that database backups include a copy of the server master
encryption key.

Attention: If you specify PROTECTKEYS=YES, you must also specify the
PASSWORD parameter.

PASSword
Specifies the password that is used to protect the database backup. The default
is the value that is specified for the PASSWORD parameter on the SET DBRECOVERY
command.

Important: Ensure that you remember this password. If you specify a
password for database backups, you must specify the same password on the
RESTORE DB command to restore the database.

Example: Run an incremental backup by using a scratch volume

Run an incremental backup of the database by using a scratch volume. Use a
device class of FILE for the backup.

backup db devclass=file type=incremental

IBM Spectrum Protect for AIX: Administrator's Reference



Example: Encrypt storage pool data in database backups

Encrypt storage pool data by specifying that database backups include a copy of
the server master encryption key. Issue the following command:

backup db protectkeys=yes password=password_name

Related commands

Table 20. Commands related to BACKUP DB

Command

Description

[BACKUP DEVCONTFIG|

Backs up IBM Spectrum Protect device
information to a file.

[BACKUP VOLHISTORY] Records volume history information in
external files.
[CANCEL PROCESS| Cancels a background server process.

[DELETE VOLHISTORY]

Removes sequential volume history
information from the volume history file.

[EXPIRE INVENTORY|

Manually starts inventory expiration
processing.

IMOVE DRMEDIA|

Moves DRM media onsite and offsite.

PREPARE| Creates a recovery plan file.

QUERY DB Displays allocation information about the
database.

[QUERY PROCESS| Displays information about background
processes.

[QUERY VOLHISTORY] Displays sequential volume history

information that has been collected by the
server.

[SET DBRECOVERY]

Specifies the device class to be used for
automatic backups.

[SET DRMDBBACKUPEXPIREDAYS)|

Specifies criteria for database backup series
expiration.
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BACKUP DEVCONFIG (Create backup copies of device
configuration information)

Use this command to back up information about device configuration for the
server.

Attention: To restore a database, the server must use information from the
volume history file and the device configuration file. You must make and save
copies of the volume history file and the device configuration file. These files
cannot be recreated.

This command backs up the following information in one or more files:
* Device class definitions

* Library definitions

* Drive definitions

» Path definitions when SRCTYPE=SERVER

* Server definitions

* Server name

* Server password

* Volume location information for LIBTYPE=SCSI libraries

You can use the DEVCONFIG server option to specify one or more files in which to
store device configuration information. IBM Spectrum Protect updates the files
whenever a device class, library, or drive is defined, updated, or deleted.

To ensure updates are complete before the server is halted:

* Do not halt the server for a few minutes after issuing the BACKUP DEVCONFIG
command.

* Specify multiple DEVCONFIG options in the server options file.

* Examine the device configuration file to see if the file has been updated.
Privilege class

Any administrator can issue this command unless it includes the FILENAMES
parameter. If the FILENAMES parameter is specified and the REQSYSAUTHOUTFILE
server option is set to YES, the administrator must have system privilege. If the
FILENAMES parameter is specified and the REQSYSAUTHOUTFILE server option is set to
NO, the administrator must have operator, policy, storage or system privilege.

Syntax

»»—BAckup DEVCONFig ><

t]
LFﬂenames =Y filename

Parameters

Filenames
Specifies the files in which to store device configuration information. You can
specify multiple files by separating the names with commas and no
intervening spaces. This parameter is optional.
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If you do not specify a file name, IBM Spectrum Protect stores the information
in all files specified with the DEVCONFIG option in the server options file.

Example: Backup device configuration information to a file

Back up device configuration information to a file named DEVICE.
backup devconfig filenames=device

Related commands
Table 21. Commands related to BACKUP DEVCONFIG

Command Description

[CHECKIN LIBVOLUME| Checks a storage volume into an automated
library.

[CHECKOUT LIBVOLUME| Checks a storage volume out of an
automated library.

[DEFINE DEVCLASS| Defines a device class.

[DEFINE DEVCLASS (z/0S® media server))  Defines a device class to use storage
managed by a z/OS media server.

DEFINE DRIVE Assigns a drive to a library.

[DEFINE LIBRARY]| Defines an automated or manual library.

DEFINE PATH] Defines a path from a source to a destination.

[DEFINE SERVER)| Defines a server for server-to-server
communications.

[LABEL LIBVOLUME| Labels volumes in manual or automated
libraries.

[QUERY LIBVOLUME| Displays information about a library volume.

[SET SERVERNAME] Specifies the name by which the server is
identified.

[SET SERVERPASSWORD)| Specifies the server password.

[UPDATE DEVCLASS| Changes the attributes of a device class.

[UPDATE DEVCLASS (z/0S media server)| Changes the attributes of a device class for
storage managed by a z/OS media server.

Changes the attributes of a drive.

[UPDATE LIBRARY] Changes the attributes of a library.

[UPDATE LIBVOLUME| Changes the status of a storage volume.

Changes the attributes associated with a
path.

[UPDATE SERVER| Updates information about a server.
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BACKUP NODE (Back up a NAS node)

Use this command to start a backup operation for a network-attached storage
(NAS) node.

Backups that are created for NAS nodes with this BACKUP NODE command are
functionally equivalent to backups that are created by using the BACKUP NAS
command on an IBM Spectrum Protect client. You can restore these backups with
either the server's RESTORE NODE command or the client's RESTORE NAS command.
Privilege class

To issue this command, you must have system privilege, policy privilege for the
domain to which the node is assigned, or client owner authority over the node.

Syntax

»»—BAckup Node—node name >

v

file_system_name

—T0C—=—-Preferred —Wait—=—No

> »

Preferred— Ye

I—MGmtc] ass—=—mcname—| —T0C—= No “Wait—= NO__|_
- :
Yes

|—MODE—=—DIFFer‘ent1'a'| |—TYPE—=—BACKUPImage

v
v
A

|—MODE = FULL: |—TYPE = BACKUPIma
f —= ge
] s I

DIFFerential NAPMirror

Parameters

node_name (Required)
Specifies the node for which the backup will be performed. You cannot use
wildcard characters or specify a list of names.

file_system_name
Specifies the name of one or more file systems to back up. You can also specify
names of virtual file spaces that have been defined for the NAS node. The file
system name that you specify cannot contain wildcard characters. You can
specify more than one file system by separating the names with commas and
no intervening spaces.

If you do not specify a file system, all file systems will be backed up. Any
virtual file spaces defined for the NAS node are backed up as part of the file
system image, not separately.

If a file system exists on the NAS device with the same name as the virtual file
space specified, IBM Spectrum Protect automatically renames the existing
virtual file space in the server database, and backs up the NAS file system
which matches the name specified. If the virtual file space has backup data, the
file space definition associated with the virtual file space will also be renamed.

Tip: See the virtual file space name parameter in the DEFINE VIRTUALFSMAPPING
command for more naming considerations.

IBM Spectrum Protect for AIX: Administrator's Reference



In determining the file systems to process, the server will not use any
DOMAIN.NAS, INCLUDE.FS.NAS, or EXCLUDE.FS.NAS statements in any
client option file or client option set. If you back up multiple file systems, the
backup of each file system is a separate server process.

MGmtclass
Specifies the name of the management class to which this backup data is
bound. If you do not specify a management class, the backup data is bound to
the default management class of the policy domain to which the node is
assigned. In determining the management class, the server will not use any
INCLUDE.FS.NAS statements in any client option file or client option set. The
destination management class might refer to an IBM Spectrum Protect native
pool, in which case Network Data Management Protocol (NDMP) data is sent
into the IBM Spectrum Protect native hierarchy. After this occurs, the data
stays in the IBM Spectrum Protect hierarchy. Data flowing to IBM Spectrum
Protect native pools goes over the LAN and data flowing to NAS pools can be
directly attached or over a SAN.

When you specify a management class with the BACKUP NODE command, all
versions of the backup data that belong to the NAS node are rebound to the
new management class.

TOC
Specifies whether a table of contents (TOC) is saved for each file system
backup. Consider the following in determining whether you want to save a
table of contents:

* If a table of contents is saved, you will be able to use the QUERY TOC
command to determine the contents of a file system backup in conjunction
with the RESTORE NODE command to restore individual files or directory trees.
You can also use the IBM Spectrum Protect web backup-archive client to
examine the entire file system tree and choose files and directories to restore.
Creation of a table of contents requires that you define the
TOCDESTINATION attribute in the backup copy group for the management
class to which this backup image is bound. Creating a table of contents
requires additional processing, network resources, storage pool space, and
possibly a mount point during the backup operation.

* A table of contents for a NAS file system cannot have a directory path
greater than 1024 characters.

* If a table of contents is not saved for a file system backup, you will still be
able to restore individual files or directory trees using the RESTORE NODE
command, provided that you know the fully qualified name of each file or
directory to be restored and the image in which that object was backed up.

This parameter is optional. The default value is Preferred. Possible values
are:

No Specifies that table of contents information is not saved for file system
backups.

Preferred
Specifies that table of contents information should be saved for file
system backups. However, a backup does not fail just because an error
occurs during creation of the table of contents. This is the default value.

Yes
Specifies that table of contents information must be saved for each file
system backup. A backup fails if an error occurs during creation of the
table of contents.
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Attention: If MODE=DIFFERENTIAL is specified and a table of contents is
requested (TOC=PREFERRED or TOC=YES), but the last full image does not
have a table of contents, a full backup will be performed and a table of
contents will be created for that full backup.

Wait

Specifies whether to wait for the server to complete processing this command
in the foreground. The default is NO. Possible values are:

No Specifies that the server processes this command in the background. Use
the QUERY PROCESS command to monitor the background processing of
this command.

Yes
Specifies that the server processes this command in the foreground. You
wait for the command to complete before continuing with other tasks. The
server then displays the output messages to the administrative client when
the command completes. If you are backing up multiple file systems, all
backup processes must complete before the command is complete.

Attention: You cannot specify WAIT=YES from the server console.

MODE

Specifies whether the file system backups are full or differential. The default is
DIFFERENTIAL.

FULL
Specifies to back up the entire file system.

DIFFerential
Specifies that only the files that have changed since the most recent full
backup should be backed up. If you choose a differential backup, and a
full backup is not found, a full backup is performed. You cannot specify
TYPE=SNAPMIRROR when the MODE parameter is set to DIFFERENTIAL.

TYPE

Specifies the backup method used to perform the NDMP backup operation.
The default value for this parameter is BACKUPIMAGE and it should be used
to perform a standard NDMP base or differential backup. Other image types
represent backup methods that might be specific to a particular file server.
Possible values are:

BACKUPImage
Specifies that the file system should be backed up using an NDMP dump
operation. This is the default method for performing an NDMP backup.
The BACKUPIMAGE type operation supports full and differential backups,
file-level restore processing and directory-level backup.

SNAPMirror
Specifies that the file system should be copied to an IBM Spectrum Protect
storage pool using the NetApp SnapMirror to Tape function. SnapMirror
images are block level full backup images of a file system. Typically, a
SnapMirror backup takes significantly less time to perform than a
traditional NDMP full file system backup. However there are limitations
and restrictions on how SnapMirror images can be used. The SnapMirror
to Tape function is intended to be used as a disaster-recovery option for
copying very large NetApp file systems to secondary storage.
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For most NetApp file systems, use the standard NDMP full or differential
backup method. Refer to the documentation that came with your NetApp
file server for more information.

When setting the TYPE parameter to SNAPMirror, the following
restrictions apply:

Restrictions:
* You cannot specify TOC=YES or TOC=PREFERRED.
* The file_system_name cannot be a virtual filespace name.

* The snapshot which is created automatically by the file server during the
SnapMirror copy operation will be deleted at end of the operation.

* This parameter is valid for NetApp and IBM N-Series file servers only.
Example: Perform a full backup

Perform a full backup on the /vol/vo110 file system of NAS node NASI.
backup node nasl /vol/vo110 mode=full

Example: Perform a backup on a directory and create a table of
contents

Back up the directory /vol/vol2/mikes on the node NASI and create a table of
contents for the image. For the following two examples, assume [Table 22| contains
the virtual file space definitions exist on the server for the node NAS1.

backup node nasl /mikesdir

Table 22. Virtual file space definitions

Virtual file space name File system Path
/mikesdir /vol/vol2 /mikes
/DataDirVol2 /vol/vol2 /projectl/data
/TestDirVoll /vol/voll /projectl/test

Example: Perform a backup on two directories

Back up the directories /vol/vol2/projectl/data and /vol/voll/projectl/test of
the node NAS1. Refer to [Table 22| for the virtual file space definitions that exist on
the server for the node NASI.

backup node nasl /DataDirVol2,/testdirvoll mode=full toc=yes

Related commands
Table 23. Commands related to BACKUP NODE

Command Description

[BACKUP NAS (client command)| Creates a backup of NAS node data.

[CANCEL PROCESS| Cancels a background server process.

[DEFINE COPYGROUP| Defines a copy group for backup or archive
processing within a specified management
class.

[DEFINE VIRTUALFSMAPPING| Define a virtual file space mapping.

Chapter 2. Administrative commands 73


http://www.ibm.com/support/knowledgecenter/SSGSG7_7.1.4/client/r_cmd_bkupnas.html

74

Table 23. Commands related to BACKUP NODE (continued)

Command

Description

|[QUERY NASBACKUP|

Displays information about NAS backup
images.

QUERY TOC| Displays details about the table of contents
for a specified backup image.
[QUERY COPYGROUP| Displays the attributes of a copy group.

[RESTORE NAS (client command)|

Restores a backup of NAS node data.

[RESTORE NODE]

Restores a network-attached storage (NAS)
node.

[UPDATE COPYGROUP|

Changes one or more attributes of a copy

group.
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BACKUP STGPOOL (Back up primary storage pool data to a
copy storage pOO')
Use this command to back up primary storage pool files to a copy storage pool.

You can back up data from a primary storage pool that is defined with the
NATIVE, NONBLOCK, or any of the NDMP formats (NETAPPDUMP,
CELERRADUMP, or NDMPDUMP). The copy storage pool to which data is to be
backed up must have the same data format as the primary storage pool. IBM
Spectrum Protect supports back-end data movement for NDMP images.

If a file exists in the copy storage pool, the file is not backed up unless the copy of
the file in the copy storage pool is marked as damaged. However, a new copy is
not created if the file in the primary storage pool is also marked as damaged. In a
random-access storage pool, cached copies of migrated files and damaged primary
files are not backed up.

Tip: Issuing this command for a primary storage pool that is set up for data
deduplication removes duplicate data, if the copy storage pool is also set up for
data deduplication.

If migration for a storage pool starts during a storage pool backup, some files
might be migrated before they are backed up. You might want to back up storage
pools that are higher in the migration hierarchy before you back up storage pools
that are lower.

Restrictions:

* Do not run the MOVE DRMEDIA and BACKUP STGPOOL commands concurrently.
Ensure that the storage pool backup processes are complete before you issue the
MOVE DRMEDIA command.

* You cannot back up data from or to storage pools defined with a CENTERA
device class.

Privilege class
To issue this command, you must have system privilege, unrestricted storage
privilege, or restricted storage privilege for the copy storage pool in which backup

copies are to be produced.

Syntax

»»—BAckup STGpool—primary_pool name—copy pool name >

|—MAXPROces s—=—1 |—Prev1' ew—=—~No

Yes

|—MAXPRoces s—=—number— |—Prev1’ ew—= No
(1)

VOLumesonly
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|—SHREDTON0$hred—=—No |—Wa1' t—=—No

Y
A

i |—SHREDTONOshr‘ed—= No |—Wa1t—= No
s:| s:|

Ye Ye

Notes:

1 Valid only for storage pools that are associated with a sequential-access
device class.

Parameters

primary_pool (Required)
Specifies the primary storage pool.

copy_pool (Required)
Specifies the copy storage pool.

MAXPRocess
Specifies the maximum number of parallel processes to use for backing up
files. This parameter is optional. Enter a value 1 - 999. The default is 1.

Using multiple, parallel processes can improve throughput for the backup. The
expectation is that the time needed to complete the storage pool backup is
decreased by using multiple processes. However, when multiple processes are
running, in some cases one or more of the processes needs to wait to use a
volume that is already in use by a different backup process.

When you determine this value, consider the number of logical and physical
drives that can be dedicated to this operation. To access a sequential access
volume, IBM Spectrum Protect uses a mount point and, if the device type is
not FILE, a physical drive. The number of available mount points and drives
depends on other IBM Spectrum Protect and system activity and on the mount
limits of the device classes for the sequential access storage pools that are
involved in the backup.

Each process needs a mount point for copy storage pool volumes, and, if the
device type is not FILE, each process also needs a drive. If you are backing up
a sequential storage pool, each process needs an extra mount point for primary
storage pool volumes and, if the device type is not FILE, an extra drive. For
example, suppose that you specify a maximum of three processes to back up a
primary sequential storage pool to a copy storage pool of the same device
class. Each process requires two mount points and two drives. To run all three
processes, the device class must have a mount limit of at least 6, and at least
six mount points and six drives must be available.

To preview a backup, only one process is used and no mount points or drives
are needed.

Preview
Specifies whether you want to preview but not run the backup. The preview
displays the number of files and bytes to be backed up and a list of the
primary storage pool volumes that you must mount. This parameter is
optional. The default is NO. You can specify the following values:

No Specifies that the backup is done.

Yes
Specifies that you want to preview the backup but not do the backup.

VOLumesonly
Specifies that you want to preview the backup only as a list of the volumes
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that must be mounted. This choice requires the least processing time. The
VOLUMESONLY option is valid only for storage pools that are associated with
a sequential-access device class.

The VOLUMESONLY option can be used to obtain a list of volumes that are
needed by the storage pool backup process. For example:

backup stgpool primary_pool copystg preview=volumesonly

The list of volumes are logged in the server activity log with the ANR1228I
message. Query the server activity log to get the list of volumes required.
For example:

query actlog msg=1228

SHREDTONOshred
Specifies whether data is backed up to a copy storage pool from a primary
storage pool that enforces shredding. This parameter is optional. The default
value is NO. You can specify the following values:

No Specifies that the server does not allow data to be backed up to a copy
storage pool from a primary storage pool that enforces shredding. If the
primary storage pool enforces shredding, the operation fails.

Yes
Specifies that the server does allow data to be backed up to a copy storage
pool from a primary storage pool that enforces shredding. The data in the
copy storage pool is not shredded when it is deleted.

Wait
Specifies whether to wait for the server to complete processing this command
in the foreground. This parameter is optional. The default is NO. You can
specify the following values:

No Specifies that the server processes this command in the background.

You can continue with other tasks while the command is being processed.
Messages that are created from the background process are displayed
either in the activity log or the server console, depending on where
messages are logged.

To cancel a background process, use the CANCEL PROCESS command. If you
cancel this process, some files might already have been backed up before
the cancellation.

Yes
Specifies that the server processes this operation in the foreground. You
must wait for the operation to complete before you continue with other
tasks. The server displays the output messages to the administrative client
when the operation completes.

Note: You cannot specify WAIT=YES from the server console.
Example: Back up the primary storage pool

Back up the primary storage pool that is named PRIMARY_POOL to the copy
storage pool named COPYSTG.

backup stgpool primary_pool copystg
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Related commands

Table 24. Commands related to BACKUP STGPOOL

Command Description

[CANCEL PROCESS| Cancels a background server process.
[MOVE DRMEDIA| Moves DRM media onsite and offsite.
[QUERY DRMEDIA| Displays information about disaster recovery

volumes.

|QUERY PROCESS|

Displays information about background
processes.

|[QUERY SHREDSTATUS| Displays information about data waiting to
be shredded.
|[QUERY STGPOOL] Displays information about storage pools.

[RESTORE STGPOOL

Restores files to a primary storage pool from
copy storage pools.

[RESTORE VOLUME]|

Restores files stored on specified volumes in
a primary storage pool from copy storage
pools.

HRED DATA

Manually starts the process of shredding
deleted data.
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BACKUP VOLHISTORY (Save sequential volume history
information)

Use this command to back up sequential volume history information to one or
more files.

Tip: You must use volume history information when you reload the database and
audit affected storage pool volumes. If you cannot start the server, you can use the
volume history file to query the database about these volumes.

The volume history includes information about the following types of volumes:
* Archive log volumes
* Database backup volumes
* Export volumes
* Backup set volumes
* Database snapshot volumes
* Database recovery plan file volumes
* Recovery plan file volumes
* Recovery plan file snapshot volumes
* The following sequential access storage pool volumes:
— Volumes added to storage pools
— Volumes reused through reclamation or MOVE DATA operations

— Volumes removed by using the DELETE VOLUME command or during
reclamation of scratch volumes

Attention: To restore a database, the server must use information from the
volume history file and the device configuration file. You must make and save
copies of the volume history file and the device configuration file. These files
cannot be recreated.

You must use the VOLUMEHISTORY server option to specify one or more volume
history files. IBM Spectrum Protect updates volume history files whenever server
sequential volume history information is changed.

To ensure that updates are complete before the server is halted, follow these steps:

* Do not halt the server for a few minutes after you issue the BACKUP
VOLHISTORY command.

* Specify multiple VOLUMEHISTORY options in the server options file.
* Examine the volume history file to see if the file has been updated.

Privilege class

Any administrator can issue this command unless it includes the FILENAMES
parameter. If the FILENAMES parameter is specified and the
REQSYSAUTHOUTFILE server option is set to YES, the administrator must have
system privilege. If the FILENAMES parameter is specified and the
REQSYSAUTHOUTFILE server option is set to NO, the administrator must have
operator, policy, storage or system privilege.
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Syntax

»»—BAckup VOLHistory \\
Filenames—=

v

v
A

-file_name

Parameters

Filenames
Specifies the names of one or more files in which to store a backup copy of
volume history information. Separate multiple file names with commas and no
intervening spaces. This parameter is optional.

If you do not specify a file name, IBM Spectrum Protect stores the information
in all files specified with the VOLUMEHISTORY option in the server options
file.

Example: Back up the volume history information to a file

Back up the volume history information to a file called VOLHIST.
backup volhistory filenames=volhist

Related commands
Table 25. Commands related to BACKUP VOLHISTORY

Command Description

[DELETE VOLHISTORY] Removes sequential volume history
information from the volume history file.

[DELETE VOLUME| Deletes a volume from a storage pool.

[QUERY VOLHISTORY| Displays sequential volume history
information that has been collected by the
server.

[UPDATE VOLHISTORY]| Adds or changes location information for a

volume in the volume history file.
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BEGIN EVENTLOGGING (Begin logging events)

Use this command to begin logging events to one or more receivers. A receiver for
which event logging has begun is an active receiver.

When the server is started, event logging automatically begins for the console and
activity log and for any receivers that are started automatically based on entries in
the server options file. You can use this command to begin logging events to
receivers for which event logging is not automatically started at server startup. You
can also use this command after you have disabled event logging to one or more
receivers.

Privilege class
To issue this command, you must have system privilege.

Syntax

—ALL

v
A

»»—BEGin EVentlogging

Y _—CONSOLE
—ACTLOG
—EVENTSERVER
—FILE

(1) (2)
—FILETEXT
—TIVOLI
LUSEREXIT

Notes:
1  This parameter is only available for the Windows operating system.

2 This parameter is only available for the Linux operating system.
Parameters

Specify one or more receivers. You can specify multiple receivers by separating
them with commas and no intervening spaces. If you specify ALL, logging begins
for all receivers that are configured. The default is ALL.

ALL
Specifies all receivers that are configured for event logging.

CONSOLE
Specifies the server console as a receiver.

ACTLOG
Specifies the IBM Spectrum Protect activity log as a receiver.

EVENTSERVER
Specifies the event server as a receiver.

FILE
Specifies a user file as a receiver. Each logged event is a record in the file and a
person cannot read each logged event easily.
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FILETEXT
Specifies a user file as a receiver. Each logged event is a fixed-size, readable

line.

TIVOLI
Specifies the Tivoli Management Environment (TME) as a receiver.

USEREXIT
Specifies a user-written routine to which IBM Spectrum Protect writes

information as a receiver.
Example: Begin logging events

Begin logging events to the IBM Spectrum Protect activity log.
begin eventlogging actlog

Related commands
Table 26. Commands related to BEGIN EVENTLOGGING

Command Description

[DISABLE EVENTS| Disables specific events for receivers.
[ENABLE EVENTS| Enables specific events for receivers.
[END EVENTLOGGING| Ends event logging to a specified receiver.
[QUERY ENABLED| Displays enabled or disabled events for a

specific receiver.

[QUERY EVENTRULES Displays information about rules for server
and client events.

QUERY STATUS Displays the settings of server parameters,

such as those selected by the SET commands.
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CANCEL commands

Use the CANCEL commands to end a task or process before it is completed.

* [“CANCEL EXPIRATION (Cancel an expiration process)” on page 84|
[“CANCEL EXPORT (Delete a suspended export operation)” on page 85|
[“CANCEL PROCESS (Cancel an administrative process)” on page 86|

[ CANCEL REPLICATION (Cancel node replication processes)” on page 89|
[“CANCEL REQUEST (Cancel one or more mount requests)” on page 90|
[“CANCEL RESTORE (Cancel a restartable restore session)” on page 91|
[“CANCEL SESSION (Cancel one or more client sessions)” on page 92|
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CANCEL EXPIRATION (Cancel an expiration process)

Use this command to cancel a process with an unknown process number that is
running as a result of an inventory expiration operation.

Use the CANCEL EXPIRATION command if the expiration process number is not
known, otherwise use the CANCEL PROCESS and specify the process number of
the expiration process. Both commands call the same code to end the expiration
process.

You can use the CANCEL EXPIRATION command to automate the cancellation of
an expiration process. For example, if you start inventory expiration at midnight
and, due to the maintenance workload on the server, the process must finish at
03:00, you can schedule a CANCEL EXPIRATION command to run at 03:00
without knowing the process number.

Privilege class
To issue this command, you must have system privilege.

Syntax

Y
A

»»—CANcel EXPIration

Example: Cancel an inventory expiration process

Cancel the process that was generated by an inventory expiration operation.
cancel expiration

Related commands
Table 27. Command related to CANCEL EXPIRATION

Command Description

[QUERY PROCESS| Displays information about background
processes.

[EXPIRE INVENTORY| Manually starts inventory expiration
processing.
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CANCEL EXPORT (Delete a suspended export operation)

Use this command to delete a suspended server-to server export operation. After
issuing the CANCEL EXPORT command, you cannot restart the export operation. Issue
the CANCEL PROCESS command to delete a currently running export operation.
Privilege class

You must have system privilege to issue this command.

Syntax

»>—CANcel EXPort »<
——export_identifier—

Parameters

export_identifier
The unique identifier of the suspended export operation that you wish to
delete. You can also enter wildcard characters for the identifier. Issue the QUERY
EXPORT command to list the currently suspended export operations.

Example: Delete a specific suspended export operation

Cancel the suspended server-to-server export operation EXPORTALLACCTNODES.

cancel export exportallacctnodes

Example: Delete all suspended server-to-server export
operations

Cancel all suspended server-to-server export processes.

cancel export =*

Related commands
Table 28. Commands related to CANCEL EXPORT

Command Description
[CANCEL PROCESS| Cancels a background server process.
XPORT NODE Copies client node information to external

media or directly to another server.

[EXPORT SERVER) Copies all or part of the server to external
media or directly to another server.

QUERY EXPOR Displays the export operations that are
currently running or suspended.

[RESTART EXPORT| Restarts a suspended export operation.

[SUSPEND EXPORT] Suspends a running export operation.
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CANCEL PROCESS (Cancel an administrative process)

Use this command to cancel a background process started by an administrative
command or by a process, such as storage pool migration.

The following commands generate background processes:
* AUDIT CONTAINER

* AUDIT LIBRARY

* AUDIT LICENSES

* AUDIT VOLUME

* BACKUP DB

* BACKUP NODE

* BACKUP STGPOOL

* CHECKIN LIBVOLUME
* CHECKOUT LIBVOLUME
* CONVERT STGPOOL

* DELETE FILESPACE

* DELETE VOLUME

* EXPIRE INVENTORY

* EXPORT ADMIN

* EXPORT NODE

* EXPORT POLICY

* EXPORT SERVER

* GENERATE BACKUPSET
* IMPORT ADMIN

+ IMPORT NODE

* IMPORT POLICY

* IMPORT SERVER

* MIGRATE STGPOOL

* MOVE DATA

* MOVE DRMEDIA

* MOVE MEDIA

* PREPARE

* PROTECT STGPOOL

* RECLAIM STGPOOL

* REPLICATE NODE

* RESTORE NODE

* RESTORE STGPOOL

* RESTORE VOLUME

* VARY

The following internal server operations generate background processes:
* Inventory expiration
* Migration

¢ Reclamation
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To cancel a process, you must have the process number, which you can obtain by
issuing the QUERY PROCESS command.

Some processes, such as reclamation, generate mount requests to complete
processing. If a process has a pending mount request, the process might not
respond to a CANCEL PROCESS command until the mount request is answered or
canceled by using the REPLY or CANCEL REQUEST command, or by timing out.

Issue the QUERY REQUEST command to list open requests, or query the activity log to
determine whether a process has a pending mount request. A mount request
indicates that a volume is needed for the current process, but the volume is not
available in the library. The volume might not be available if the administrator
issues the MOVE MEDIA or CHECKOUT LIBVOLUME command, or manually removes the
volume from the library.

After you issue a CANCEL PROCESS command for an export operation, the process
cannot be restarted. To stop a server-to-server export operation but allow it to be
restarted later, issue the SUSPEND EXPORT command.

Privilege class

To issue this command, you must have system privilege.

Syntax

»>—CANcel PRocess—process_number >

Parameters

process_number (Required)
Specifies the number of the background process you want to cancel.

Example: Cancel a background process by using its process
number

Cancel background process number 3.

cancel process 3

Related commands
Table 29. Commands related to CANCEL PROCESS

Command Description

[CANCEL EXPORT] Deletes a suspended export operation.

[CANCEL REQUEST] Cancels pending volume mount requests.

[CONVERT STGPOOLJ Convert a storage pool to a
directory-container storage pool.

[PROTECT STGPOOL] Protects a directory-container storage pool.

QUERY EXPOR Displays the export operations that are
currently running or suspended.

[QUERY PROCESS| Displays information about background
processes.

[REPLICATE NODE| Replicates data in file spaces that belong to a

client node.
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Table 29. Commands related to CANCEL PROCESS (continued)

Command Description

EPL Allows a request to continue processing.

[RESTART EXPORT] Restarts a suspended export operation.

[SUSPEND EXPORT]| Suspends a running export operation.
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CANCEL REPLICATION (Cancel node replication processes)

Use this command to cancel all node replication processes.

Issue this command on the server that acts as a source for replicated data.
Privilege class

To issue this command, you must have system privilege.

Syntax

»»—CANcel REPLication

A\
A

Parameters
None.
Example: Cancel node replication processes

Cancel all node replication processes.
cancel replication

Related commands
Table 30. Commands related to CANCEL REPLICATION

Command Description
|[QUERY PROCESS| Displays information about background
processes.
|[QUERY REPLICATION]| Displays information about node replication
play: p
processes.
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CANCEL REQUEST (Cancel one or more mount requests)

Use this command to cancel one or more pending media mount requests. To cancel
a mount request, you need to know the request number assigned to the request.
This number is included in the mount request message and can also be shown by
using the QUERY REQUEST command.

Privilege class

To issue this command, you must have system privilege or operator privilege.

Syntax

Y
A

»»—CANcel REQuest request_number |_ _|
AL]g PERManent

Parameters

request_number
Specifies the request number of the mount request to cancel.

ALl
Specifies to cancel all pending mount requests.

PERManent
Specifies that you want the server to flag the volumes for which you are
canceling a mount request as unavailable. This parameter is optional.

Example: Cancel a mount request

Cancel request number 2.

cancel request 2

Related commands
Table 31. Commands related to CANCEL REQUEST

Command Description

[QUERY REQUEST] Displays information about all pending
mount requests.

[UPDATE VOLUME] Updates the attributes of storage pool
volumes.
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CANCEL RESTORE (Cancel a restartable restore session)

Use this command to cancel a restartable restore session. You can cancel restore
sessions in the active or restartable state. Any outstanding mount requests related
to this session are automatically canceled.

To display restartable restore sessions, use the QUERY RESTORE command.
Privilege class

To issue this command, you must have system or operator privilege.

Syntax

»—CANce]—RESTore—Esession_number <
A

Parameters

session_number
Specifies the number for the restartable restore session. An active session is a
positive number, and a restartable session is a negative number.

AL1
Specifies that all the restartable restore sessions are to be canceled.

Example: Cancel restore operations

Cancel all restore operations.
cancel restore all

Related commands
Table 32. Commands related to CANCEL RESTORE

Command Description
[QUERY RESTORE] Displays information about restartable restore
sessions.
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CANCEL SESSION (Cancel one or more client sessions)

Use this command to cancel existing administrative or client node sessions, and to
force an administrative or client node session off the server. Any outstanding
mount requests related to this session are automatically canceled. The client node
must start a new session to resume activities.

If you cancel a session that is in the idle wait (IdleW) state, the client session is
automatically reconnected to the server when it starts to send data again.

If this command interrupts a process, such as backup or archive, the results of any
processing active at the time of interruption are rolled back and not committed to
the database.

Privilege class

To issue this command, you must have system or operator privilege.

Syntax

v
A

»>—CANcel SEssion session_number
ALl

Parameters

session_number
Specifies the number of the administrative, server, or client node sessions that
you want to cancel.

AL1
Specifies that all client node sessions are canceled. You cannot use this
parameter to cancel administrative client or server sessions.

Example: Cancel a specific client node session

Cancel the client node session with NODEP (session 3).
cancel session 3

Related commands
Table 33. Commands related to CANCEL SESSION

Command Description

[DISABLE SESSIONS| Prevents new sessions from accessing IBM
Spectrum Protect but permits existing
sessions to continue.

OCK ADMI Prevents an administrator from accessing
IBM Spectrum Protect.
OCK NODE Prevents a client from accessing the server.
|[QUERY SESSION] Displays information about all active

administrator and client sessions with IBM
Spectrum Protect.
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CHECKIN LIBVOLUME (Check a storage volume into a library)

Use this command to add a sequential access storage volume or a cleaning tape to
the server inventory for an automated library. The server cannot use a volume that
physically resides in an automated library until that volume is checked in.

Important:

1. The CHECKIN LIBVOLUME command processing does not wait for a drive to
become available, even if the drive is only in the IDLE state. If necessary, you
can make a library drive available issuing the DISMOUNT VOLUME command to
dismount the volume. After a library drive is available, reissue the CHECKIN
LIBVOLUME command.

2. You do not define the drives, check in media, or label the volumes in an
external library. The server provides an interface that external media
management systems use to operate with the server.

3. When you check in WORM tapes other than 3592, you must use
CHECKLABEL=YES or they are checked in as normal read /write tapes.

This command creates a background process that you can cancel with the CANCEL
PROCESS command. To display information about background processes, use the
QUERY PROCESS command.

For detailed and current drive and library support information, see the Supported
Devices website for your operating system:

[Supported devices for AIX and Windows|

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax for SCSI libraries

SEARCH—=—N
[ 1

»»—CHECKIn LIBVolume—I ibrary_name—EvoZume_name

SEARCH—=—Yes
ST
SEARCH—=—BuTk
e

OWNer—=—""
»—STATus—= PRIvate |_ >
|:SCRatch:‘ OWNer—=—server_name—
CLEaner
|—CHECKLabe1 =—1VYes |—SWAP—=—N0 |—WAITT1'me—=—60—

No Ye
Barcode—

|—CHECKLabe] = Yes |—SWAP—= No |—WAITT1'me—=—vaZue—
t ]

[ [

I—CLEam’ ngs—=—numberJ
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A (SEARCH=Yes, SEARCH=Bulk):

VOLRange—= volume_namel,volume_nameZ2

VOLL1 st—=—L—v volume_name
FILE:—fi Ze_name—|

Syntax for 349X libraries

»»—CHECKIn LIBVolume—library name volume_name

SEARCH—=—N
[ 1

SEARCH

OWNer—=—""

T

»—STATus—= LPRIvatc

SCRatch—| l—OWNer—=—server_name—

—CHECKLabel—=—Yes

SWAP—=—No

—CHECKLabel—= Yes_—l— |—DEVType—=
No

—WAITTime—=—60—

3590
3592

|—SWAP—= No—_|—
]J Yes

Yy

LWAITTime—=—value—

A (SEARCH=Yes):

|——VOLRange—=—vo lume_namel,volume_name2

LVOLLi st—=—L—v volume_name
FILE:—fi Ze_name—|

Syntax for ACSLS libraries

»>—CHECKIn LIBVolume—Ilibrary_name volume_name

SEARCH

SEARCH—=—N
[ 1

T

OWNepr—=—""

»—STATus—= |_PRIva‘cc

SCRatch—| |—OWNer—=—server_name—

|—CHECKLabe1—=—Yes |—SWAP—=—N0

| 2

|—WA ITTime—=—60——

|—CHECKLabe1—= Yes_—l— |—SWAP—= No
No Yes
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A (SEARCH=Yes):

VOLRange—=

volume_namel,volume_name2 }

B

VOLL1'st—=—L—v volume_name
FILE:—fi Ze_name—|

Parameters

library name (Required)
Specifies the name of the library.

volume _name
Specifies the volume name of the storage volume that is being checked in. This
parameter is required if SEARCH equals NO. Do not enter this parameter if
the SEARCH parameter equals YES or BULK. If you are checking a volume
into a SCSI library with multiple entry/exit ports, the volume in the lowest
numbered slot is checked in.

STATus (Required)
Specifies the volume status. Possible values are:

PRIvate
Specifies that the volume is a private volume that is mounted only when it
is requested by name.

SCRatch
Specifies that the volume is a new scratch volume. This volume can be
mounted to satisfy scratch mount requests during either data storage
operations or export operations.

If a volume has an entry in volume history, you cannot check it in as a
scratch volume.

CLEaner
Specifies that the volume is a cleaner cartridge and not a data cartridge.
The CLEANINGS parameter is required for a cleaner cartridge and must
be set to the number of cleaner uses.

CHECKLABEL=YES is not valid for checking in a cleaner cartridge. Use
STATUS=CLEANER to check in a cleaner cartridge separately from a data
cartridge.

OWNer
Specifies which library client owns a private volume in a library that is shared
across a SAN. The volume for which you specify ownership must be a private

volume. You cannot specify ownership for a scratch volume. Furthermore, you
cannot specify an owner when you use SEARCH=YES or SEARCH=BULK.

When you issue the CHECKIN LIBVOLUME command, the server validates the
owner. If you did not specify this parameter, then the server uses the default
and delegates volume ownership to the owning library client, as recorded in
the volume history file on the library manager. If the volume is not owned by
any library client, then the server delegates ownership to the library manager.

SEARCH
Specifies whether the server searches the library to find volumes that were not
checked in. This parameter is optional. The default is NO.

Possible values are:
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No Specifies that only the named volume is checked into the library.

For SCSI libraries: The server issues a request to have the volume inserted
into a cartridge slot in the library or, if available, into an entry port. The
cartridge slot or entry port is identified by its element address. For 349X
libraries: The volume might already be in the library, or you can put it
into the I/O station when prompted.

Yes
Specifies that the server searches the library for volumes to be checked in.
You can use the VOLRANGE or VOLLIST parameter to limit the search. When
you use this parameter, consider the following restrictions:

* If the library is shared between applications, the server might examine a
volume that is required by another application. For 349X libraries, the
server queries the library manager to determine all volumes that are
assigned to the SCRATCH or PRIVATE category and to the INSERT
category.

 For SCSI libraries, do not specify both SEARCH=YES and
CHECKLABEL=NO in the same command.

Bulk
Specifies that the server searches the library's entry/exit ports for volumes
that can be checked in automatically. This option applies to only SCSI
libraries.

Important:
1. Do not specify both CHECKLABEL=NO and SEARCH=BULK.

2. You can use the VOLRANGE or VOLLIST parameter to limit the
search.

VOLRange
Specifies a range of volume names that are separated by commas. You can use
this parameter to limit the search for volumes to be checked in when you
specify SEARCH=YES (349X, ACSLS, and SCSI libraries) or SEARCH=BULK
(SCSI libraries only). If there are no volumes in the library that are within the
specified range, the command completes without errors.

Specify only volume names that can be numerically incremented. In addition
to the incremental area, a volume name can include an alphanumeric prefix
and an alphanumeric suffix, for example:

Parameter Description

volrange=barl10,bar130 The 21 volumes are checked in: bar110,
barl111, barl12,...bar129, bar130.

volrange=barlla,barl3a The 3 volumes are checked in: barlla,
bar12a, barl3a.

volrange=123400,123410 The 11 volumes are checked in: 123400,

123401, ...123409, 123410.

VOLList
Specifies a list of volumes. You can use this parameter to limit the search for
volumes to be checked in when you specify SEARCH=YES (349X, ACSLS, and
SCSI libraries) or SEARCH=BULK (SCSI libraries only). If there are no volumes
in the library that are in the list, the command completes without errors.

Possible values are:
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volume_name

Specifies one or more volumes names that are separated by commas and
no intervening spaces. For example: VOLLIST=TAPE01, TAPEO2.

FILE: file_name

Specifies the name of a file that contains a list of volumes for the
command. In the file, each volume name must be on a separate line. Blank
lines and comment lines that begin with an asterisk are ignored. For
example, to use volumes TAPEQ1, TAPEO2 and TAPEOQ3, create a file,
TAPEVOL, that contains these lines:

TAPEO1

TAPEO2
TAPEO3

You can specify the volumes for the command as follows:
VOLLIST=FILE:TAPEVOL.

Attention: The file name is case-sensitive.

CHECKLabel
Specifies how or whether the server should read sequential media labels of
volumes. This parameter is optional. The default is YES.

Possible values are:

Yes

No

Specifies that an attempt is made to read the media label during check-in.

Attention:

1. For SCSI libraries, do not specify both SEARCH=YES and
CHECKLABEL=NO in the same command.

2. For WORM media other than 3592, you must specify YES.

Specifies that the media label is not read during check-in. However,
suppressing label checking can result in future errors (for example, either a
wrong label or an improperly labeled volume can cause an error). For 349X
and ACSLS libraries, specify NO to avoid loading cartridges into a drive to
read the media label. These libraries always return the external label
information about cartridges, and IBM Spectrum Protect uses that
information.

Barcode

DEVType

Specifies that the server reads the bar code label if the library has a bar
code reader and the volumes have external bar code labels. You can
decrease the check-in time by using the bar code. This parameter applies
only to SCSI libraries.

If the bar code reader cannot read the bar code label, or if the tape does
not have a bar code label, the server mounts the tape and reads the
internal label.

Specifies the device type for the volume that is being checked in. This
parameter is required if none of the drives in this library have defined paths.

3590

Specifies that the device type for the volume that is being checked in is
3590.
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3592
Specifies that the device type for the volume that is being checked in is
3592.

SWAP

Specifies whether the server swaps volumes if an empty library slot is not
available. The volume that is selected for the swap operation (target swap
volume) is ejected from the library and replaced with the volume that is being
checked in. The server identifies a target swap volume by checking for an
available scratch volume. If none exists, the server identifies the least
frequently mounted volume.

This parameter is optional. The default is NO. This parameter applies only if
there is a volume name that is specified in the command. Possible values are:

No Specifies that the server checks in the volume only if an empty slot is
available.

Yes
Specifies that if an empty slot is not available, the server swaps cartridges
to check in the volume.

WAITTime

Specifies the number of minutes that the server waits for you to reply or
respond to a request. Specify a value in the range 0-9999. If you want to be
prompted by the server, specify a wait time greater than zero. The default
value is 60 minutes. For example, suppose the server prompts you to insert a
tape into the entry/exit port of a library. If you specified a wait time of 60
minutes, the server issues a request and waits 60 minutes for you to reply.
Suppose, on the other hand, you specify a wait time of 0. If you already
inserted a tape, a wait time of zero causes the operation to continue without
prompting. If you have not inserted a tape, a wait time of zero will cause the
operation to fail.

CLEanings

Enter the recommended value for the individual cleaner cartridge (usually
indicated on the cartridge). Cleanings apply only to SCSI libraries. This
parameter is required if STATUS=CLEANER.

If more than one cleaner is checked into the library, only one is used until its
CLEANINGS value decreases to zero. Another cleaner is then selected, and the
first cleaner can be checked out and discarded.

Example: Check a volume into a SCSI library

Check in a volume named WPDVOO into the SCSI library named AUTO.
checkin libvolume auto wpdv00 status=scratch

Example: Use a bar code reader to scan a library for a cleaner
cartridge

Scan a SCSI library named AUTOLIBI and, using the bar code reader, look for
cleaner cartridge CLNV. Use SEARCH=YES, but limit the search by using the
VOLLIST parameter.

checkin 1ibvolume autolibl search=yes vollist=cleanv status=cleaner

cleanings=10 checklabel=barcode
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Example: Scan a library to put unused volumes in a specific

range in scratch status

Scan a 349X library named ABC, and limit the search to a range of unused

volumes BAR110 to BAR130 and put them in scratch status.
checkin 1ibvolume abc search=yes volrange=barl10,bar130

status=scratch

Example: Scan a library to put a specific volume in scratch

status

Use the barcode reader to scan a SCSI library named MYLIB for VOL1, and put it in

scratch status.

checkin Tlibvolume mylib search=yes vollist=voll status=scratch

checklabel=barcode

Related commands
Table 34. Commands related to CHECKIN LIBVOLUME

Command

Description

|AUDIT LIBRARY]|

Ensures that an
automated library is in
a consistent state.

|CANCEL PROCESS|

Cancels a background
server process.

[CHECKOUT LIBVOLUME|

Checks a storage
volume out of an
automated library.

[DEFINE LIBRARY|

Defines an automated
or manual library.

[DEFINE VOLUME

Assigns a volume to be
used for storage within
a specified storage pool.

[DISMOUNT VOLUME] Dismounts a sequential,
removable volume by
the volume name.

[LABEL LIBVOLUME| Labels volumes in
manual or automated
libraries.

isplays information
UERY LIBRAR Displays inf i
about one or more
libraries.
isplays information
UERY LIBVOLUME Displays inf i
about a library volume.
isplays information
UERY PROCES Displays inf i
about background
processes.
Allows a request to

continue processing.

|[UPDATE LIBVOLUME|

Changes the status of a
storage volume.
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CHECKOUT LIBVOLUME (Check a storage volume out of a library)

100

Use this command to remove a sequential access storage volume from the server
inventory for an automated library. This command creates a background process
that can be canceled with the CANCEL PROCESS command. To display information on
background processes, use the QUERY PROCESS command.

Restrictions:

1. Check out processing does not wait for a drive to become available, even if the
drive is in the IDLE state. If necessary, you can make a library drive available
by dismounting the volume with the DISMOUNT VOLUME command. After a drive
is available, the CHECKOUT LIBVOLUME command can be reissued.

2. Before checking out volumes from a 349X library, ensure that the 349x
Cartridge Input and Output facility has enough empty slots for the volumes to
be checked out. The 3494 Library Manager does not inform an application that
the Cartridge Input and Output facility is full. It accepts requests to eject a
cartridge and waits until the Cartridge Input and Output facility is emptied
before returning to the server. IBM Spectrum Protect might appear to be hung
when it is not. Check the library and clear any intervention requests.

3. Before checking volumes out of an ACSLS library, ensure that the CAP priority
in ACSLS is greater than zero. If the CAP priority is zero, then you must
specify a value for the CAP parameter on the CHECKOUT LIBVOLUME command.

For detailed and current drive and library support information, see the Supported
Devices website for your operating system:

[Supported devices for AIX and Windows|

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax for SCSI library

REMove—=—- ulk

»»—CHECKOut LIBVolume—Iibrary_name volume_name |_
—E‘ A ’—/ |—REMove—= Yes
E=)
Tk

Bu

|—CHECKLabe1—=—YeS |—FORCE—=—NO

" |—CHECKLabe1—= Yes |—FORCE—= No
ST s

No Ye

VOLRange—=——-volume_namel,volume_name2 i

VOLLi st—=—LLvolume_name ]
FILE:—file_name
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Syntax for 349X library

REMove—=—- Bulk

»>—CHECKOut LIBVolume—library_name volume_name <
_E‘ A |—/ |—REMove—= Yes
e
Tk

Bu

VOLRange—= volume_namel, volume_name2 }

B

VOLL st—=—LLvolume_name ]
FILE:—file_name

Syntax for ACSLS library

REMove—=—-yYes

»»—CHECKOut LIBVolume—Iibrary name volume_name [
_E‘ A |—/ REMove—= Yes
e
Tk

Bu

v
A

|—CAP—=—)(, Y, ZJ

A :
VOLRange—=——-volume_namel,volume_nameZ2 }
VOLL1’st—=—L—v volume_name
FILE:—fiZe_name—|
Parameters

library _name (Required)
Specifies the name of the library.

volume_name
Specifies the volume name.

VOLRange
Specifies two volume names separated by a comma. This parameter is a range
of volumes to be checked out. If there are no volumes in the library that are
within the specified range, the command completes without errors.

Specify only volume names that can be numerically incremented. In addition
to the incremental area, a volume name can include an alphanumeric prefix
and an alphanumeric suffix, for example:
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Parameter Description

volrange=barl110,bar130 The 21 volumes are checked out: bar110,
barlll, bar112,...bar129, bar130.

volrange=barlla,barl3a The 3 volumes are checked out: barlla,
bar12a, bar13a.

volrange=123400,123410 The 11 volumes are checked out: 123400,

123401, ...123409, 123410.

VOLList
Specifies a list of volumes to check out. If there are no volumes in the library
that are in the list, the command completes without errors.

Possible values are:

volume_name
Specifies the names of one or more values that are used for the command.
Example: VOLLIST=TAPE(01,TAPEO2.

FILE:file name
Specifies the name of a file that contains a list of volumes for the
command. In the file, each volume name must be on a separate line. Blank
lines and comment lines that begin with an asterisk are ignored. For
example, to use volumes TAPE(O1, TAPEO2 and TAPEQ3, create a file,
TAPEVOL, that contains these lines:
TAPEO1

TAPEO2
TAPEO3

You can specify the volumes for the command as follows:
VOLLIST=FILE:TAPEVOL.

Attention: The file name is case-sensitive.

REMove
Specifies that the server tries to move the volume out of the library and into
the convenience 1/0 station or entry/exit ports. This parameter is optional.
Possible values, depending on the type of library, are YES, BULK, and NO. The
response of the server to each of those options and the default values are
described in the following sections.

349X libraries: The default is BULK. The following table shows how the server
responds for 349X libraries.

Table 35. How the server responds for 349X libraries

REMOVE=YES REMOVE=BULK REMOVE=NO

The 3494 Library Manager ejects the | The 3494 Library Manager ejects the |The 3494 Library Manager does not
cartridge to the convenience I/O cartridge to the high-capacity output |eject the volume.

station. facility.

The server leaves the cartridge in the
library in the INSERT category for
use by other applications.

SCSI libraries: The default is BULK. The following table shows how the server
responds for a SCSI libraries.
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Table 36. How the server responds for SCSI libraries

If a library . . .

And REMOVE=YES,

then...

And REMOVE=BULK,

then...

And REMOVE=NO,

then...

Does not have entry/exit
ports

The server leaves the
cartridge in its current slot
within the library and
specifies the slot address in
a message.

The server then prompts
you to remove the cartridge
from the slot and to issue a
REPLY command.

The server leaves the
cartridge in its current slot
within the library and
specifies the slot address in
a message.

The server does not prompt
you to remove the cartridge
and does not require a
REPLY command.

The server leaves the
cartridge in its current slot
within the library and
specifies the slot address in
a message.

The server does not prompt
you to remove the cartridge
and does not require a
REPLY command.

Has entry/exit ports and an
entry/exit port is available

The server moves the
cartridge to the available
entry/exit port and
specifies the port address in
a message.

The server then prompts
you to remove the cartridge
from the slot and to issue a
REPLY command.

The server moves the
cartridge to the available
entry/exit port and
specifies the port address in
a message.

The server does not prompt
you to remove the cartridge
and does not request a
REPLY command.

The server leaves the
cartridge in its current slot
within the library and
specifies the slot address in
a message.

The server does not prompt
you to remove the cartridge
and does not require a
REPLY command.

Has entry/exit ports, but no
ports are available

The server leaves the
cartridge in its current slot
within the library and
specifies the slot address in
a message.

The server then prompts
you to remove the cartridge
from the slot and to issue a
REPLY command.

The server waits for an
entry/exit port to be made
available.

The server leaves the
cartridge in its current slot
within the library and
specifies the slot address in
a message.

The server does not prompt
you to remove the cartridge
and does not require a
REPLY command.

ACSLS libraries: The default is YES. If the parameter is set to YES, and the
cartridge access port (CAP) has an automatic selection priority value of 0, you
must specify a CAP ID. The following table shows how the server responds for

ACSLS libraries.

Table 37. How the server responds for ACSLS libraries
REMOVE=YES or REMOVE=BULK

REMOVE=NO

The server ejects the cartridge to the convenience I/O
station, and deletes the volume entry from the server

library inventory.

CHECKLabel
Specifies how or whether the server reads sequential media labels of volumes.

The server does not eject the cartridge. The server deletes
the volume entry from the server library inventory and
leaves the volume in the library.

Attention: This parameter does not apply to IBM 349X or ACSLS libraries.

This parameter is optional. The default is YES. Possible values are:

Yes

Specifies that the server attempts to read the media label to verify that the
correct volume is being checked out.
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No Specifies that during checkout the media label is not read. This improves
performance because the read process does not occur.

FORCE
Specifies whether the server checks out a volume if an input/output (I/O)
error occurs when reading the label.

Attention: This parameter does not apply to IBM 349X or ACSLS libraries.
This parameter is optional. The default is NO. Possible values are:

No The server does not check out a storage volume if an I/O error occurs
when reading the label.

Yes
The server checks out the storage volume even if an I/O error occurs.

CAP
Specifies which cartridge access port (CAP) to use for ejecting volumes if you
specify REMOVE=YES. This parameter applies to volumes in ACSLS libraries
only. If the CAP priority value is set to 0 in the library, this parameter is
required. If a CAP priority value greater than 0 is set in the library, this
parameter is optional. By default, all CAPs initially have a priority value of 0,
which means that ACSLS does not automatically select the CAP.

To display valid CAP identifiers (x,y,z), issue the QUERY CAP command with ALL
specified from the Automated Cartridge System System Administrator
(ACSSA) console on the ACSLS server host. The identifiers are as follows:

x The Automated Cartridge System (ACS) ID. This identifier can be a
number in the range 0 - 126.

y The Library Storage Module (LSM) ID. This identifier can be a number
in the range 0 - 23.

z The CAP ID. This identifier can be a number in the range 0 - 11.

For more information, see the StorageTek documentation.
Example: Check out a volume and check the label

Check out the volume that is named EXB004 from the library named FOREST.
Read the label to verify the volume name, but do not move the volume out of the
library.

checkout Tibvolume forest exb004 checklabel=yes remove=no

Related commands
Table 38. Commands related to CHECKOUT LIBVOLUME

Command Description

|[AUDIT LIBRARY] Ensures that an automated library is in a
consistent state.

[CANCEL PROCESS| Cancels a background server process.

|[CHECKIN LIBVOLUME| Checks a storage volume into an automated
library.

[DEFINE LIBRARY]| Defines an automated or manual library.

[DEFINE VOLUME| Assigns a volume to be used for storage

within a specified storage pool.
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Table 38. Commands related to CHECKOUT LIBVOLUME (continued)

Command Description

[LABEL LIBVOLUME] Labels volumes in manual or automated
libraries.

[QUERY LIBRARY] Displays information about one or more
libraries.

[QUERY LIBVOLUME| Displays information about a library volume.

[QUERY PROCESS| Displays information about background

processes.

Allows a request to continue processing.

|[UPDATE LIBVOLUME|

Changes the status of a storage volume.
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CLEAN DRIVE (Clean a drive)

Use this command when you want IBM Spectrum Protect to immediately load a
cleaner cartridge into a drive regardless of the cleaning frequency.

There are special considerations if you plan to use this command with a SCSI
library that provides automatic drive cleaning through its device hardware.

Restriction: You cannot run the CLEAN DRIVE command for a drive whose only
path source is a NAS file server.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—CLEAN DRIVE—Llibrary name—drive_name >

Parameters

library _name (Required)
Specifies the name of the library to which the drive is assigned.

drive_name (Required)
Specifies the name of the drive.

Example: Clean a specific tape drive

You have already defined a library named AUTOLIB by using the DEFINE LIBRARY
command, and you have already checked a cleaner cartridge into the library using
the CHECKIN LIBVOL command. Inform the server that TAPEDRIVES3 in this library
requires cleaning.

clean drive autolib tapedrive3

Related commands
Table 39. Commands related to CLEAN DRIVE

Command Description

[CHECKIN LIBVOLUME| Checks a storage volume into an automated
library.

|[CHECKOUT LIBVOLUME| Checks a storage volume out of an
automated library.

Assigns a drive to a library.

[DEFINE LIBRARY]| Defines an automated or manual library.

Deletes a drive from a library.

Displays information about drives.

Changes the attributes of a drive.

106 1BM Spectrum Protect for AIX: Administrator's Reference



COMMIT (Control committing of commands in a macro)

Use this command to control when a command is committed in a macro and to
update the database when commands complete processing. When issued from the
console mode of the administrative client, this command does not generate a
message.

If an error occurs while processing the commands in a macro, the server stops
processing the macro and rolls back any changes (since the last COMMIT). After a
command is committed, it cannot be rolled back.

Ensure that your administrative client session is not running with the ITEMCOMMIT
option if you want to control command processing. The ITEMCOMMIT option
commits commands inside a script or a macro as each command is processed.
Privilege class

Any administrator can issue this command.

Syntax

»>—COMMIT

A\
A

Parameters
None.
Example: Control committing of commands in a macro

From the interactive mode of the administrative client, register and grant authority
to new administrators using a macro named REG.ADM. Changes are committed
after each administrator is registered and is granted authority.

Macro Contents:
/* REG.ADM-register policy admin & grant authority*/
REGister Admin sara hobby
GRant AUTHority sara ClLasses=Policy
COMMIT /* Commits changes */
REGister Admin ken plane
GRant AUTHority ken ClLasses=Policy
COMMIT /* Commits changes x/

Command
macro reg.adm

Related commands
Table 40. Commands related to COMMIT

Command Description
MACRO| Runs a specified macro file.
OLLBAC Discards any uncommitted changes to the
database since the last COMMIT was
executed.
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CONVERT STGPOOL (Convert a storage pool to a container storage

pool)

Use this command to convert a primary storage pool that uses a FILE device class,
a tape device class, or a virtual tape library (VTL) to a directory-container or a
cloud-container storage pool. You can use container storage pools for both inline
and client-side data deduplication.

Restrictions: The following restrictions apply to storage pool conversion:
* You can convert a storage pool only once.

* You cannot update the storage pool during conversion processing. Migration
and data movement processes are unavailable.

* You must update all policies to ensure that the destination specifies a storage
pool that is not converted or undergoing conversion.

During conversion processing, all data from the source storage pool is moved to
the target storage pool. When the process is completed, the source storage pool
becomes unavailable. When a storage pool is unavailable, you are unable to write
any data to it. The source storage pool is eligible for deletion but is not
automatically deleted. You can restore data from the source storage pool if
necessary.

Attention: During storage pool conversion, data is deleted from copy storage
pools and active-data storage pools. This action occurs even if you specified the
number of days that must elapse after all files are deleted from a volume before
the volume can be rewritten or returned to the scratch pool.

Privilege class

To issue this command, you must have restricted storage privilege.

Syntax

\/

»»—CONvert STGpool—source_stgpool—target_stgpool

|—MAXPRocess =—38

A\
A

|—MAXPRocess—=—number— |—DU ration—=—minu tes—|

Parameters

source_stgpool (Required)
Specify a primary storage pool that uses a FILE device class, a tape device
class, or a virtual tape library (VTL) for backup and archive processing. This
parameter is required.

target_stgpool (Required)
Specify the name of an existing directory-container or cloud-container storage
pool that the storage pool is converted to. This parameter is required the first
time that you issue this command.

Tip: If you restart storage pool conversion and the target storage pool is
different than the value that is specified the first time that you issued the
CONVERT STGPOOL command, the command fails.
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MAXPRocess
Specifies the maximum number of parallel processes that can be used to
convert data in the storage pool. This parameter is optional. You can specify a
number in the range 1 - 99. The default value is 8.

Tip: Changes to the default value are automatically saved. If you restart
storage pool conversion and the parameter value is different than the value
that is specified the first time that you issued the CONVERT STGPOOL command,
the most recently specified value is used.

DUration
Specifies the maximum number of minutes that a conversion should take
before it is canceled. When the specified number of minutes elapses, the server
cancels all conversion processes for the storage pool. You can specify a number
in the range 1 - 9999. This parameter is optional. If you do not specify this
parameter, the conversion runs until it is completed.

Tip: Storage pool conversion for large storage pools can take days to complete.
Use this parameter to limit the amount of time for storage pool conversion
daily. As a best practice, schedule conversion for at least 2 hours for a storage
pool that uses a FILE type device class and at least 4 hours for VTL.

Example: Convert a storage pool and specify a maximum
number of processes

Convert a storage pool that is named DEDUPPOOL1, move the data to a container
storage pool that is named DIRPOOL1, and specify 25 maximum processes.

convert stgpool deduppooll dirpooll maxprocess=25

Table 41. Commands related to CONVERT STGPOOL

Command Description

[CANCEL PROCESS| Cancels a background server process.

|[QUERY CLEANUP) Query the cleanup status of a source storage
pool.

[QUERY CONVERSION| Query conversion status of a storage pool.

[PROTECT STGPOOL| Protects a directory-container storage pool.

[REMOVE DAMAGED)| Removes damaged data from a source

storage pool.
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COPY commands

Use the COPY commands to create a copy of IBM Spectrum Protect objects or data.

* [“COPY ACTIVEDATA (Copy active backup data from a primary storage pool to]
an active-data pool)” on page 111|

+ [“COPY CLOPTSET (Copy a client option set)” on page 115|

+ [“COPY DOMAIN (Copy a policy domain)” on page 116|

* [“COPY MGMTCLASS (Copy a management class)” on page 118

+ [“COPY POLICYSET (Copy a policy set)” on page 120

+ [“COPY PROFILE (Copy a profile)” on page 122|

+ [“COPY SCHEDULE (Copy a client or an administrative command schedule)” onl|

page 124|

+ [“COPY SCRIPT (Copy an IBM Spectrum Protect script)” on page 128|
+ [“COPY SERVERGROUP (Copy a server group)” on page 129
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COPY ACTIVEDATA (Copy active backup data from a primary
storage pool to an active-data pool)

Use this command to copy active versions of backup data from a primary storage
pool to an active-data pool. The primary benefit of active-data pools is fast client
restores. Copy your active data regularly to ensure that the data is protected in
case of a disaster.

If a file already exists in the active-data pool, the file is not copied unless the copy
of the file in the active-data pool is marked damaged. However, a new copy is not
created if the file in the primary storage pool is also marked damaged. In a
random-access storage pool, neither cached copies of migrated files nor damaged
primary files are copied.

If migration for a storage pool starts while active data is being copied, some files
might be migrated before they are copied. For this reason, you should copy active
data from storage pools that are higher in the migration hierarchy before copying
active data from storage pools that are lower. Be sure a copy process is complete
before beginning another.

Remember:

* You can only copy active data from storage pools that have a data format of
NATIVE or NONBLOCK.

* Issuing this command for a primary storage pool that is set up for data
deduplication removes duplicate data, if the active-data pool is also set up for
data deduplication.

Privilege class
To issue this command, you must have system privilege, unrestricted storage
privilege, or restricted storage privilege for the active-data pool from which active

versions of backup data are being copied.

Syntax

\/

»>—COPY ACTIVEdata—primary_pool_name—active-data_pool_name

|—MAXProcess =—1 |—Pr‘ev1'ew—=—No
|—MAXProcess—=—number— |—Prev1’ew—= No
Yes
(1)
VOLumesonTy
|—Na1' t—=—~No |—SHREDTONOShred—=—No

l—wai t—= No |—SHREDTONOshred—= No
o un

Ye Ye

Notes:

1 The VOLUMESONLY parameter applies to sequential-access storage pools only.
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Parameters

primary pool name (Required)

Specifies the primary storage pool.

active_data_pool_name (Required)

Specifies the active-data pool.

MAXProcess

Specifies the maximum number of parallel processes to use for copying files.
This parameter is optional. Enter a value from 1 to 999. The default is 1.

Using multiple, parallel processes may improve throughput for the COPY
ACTIVEDATA command. The expectation is that the time needed to copy active
data will be decreased by using multiple processes. However, when multiple
processes are running, in some cases one or more of the processes might need
to wait to use a volume that is already in use by a different COPY ACTIVEDATA
process.

When determining this value, consider the number of logical and physical
drives that can be dedicated to this operation. To access a sequential-access
volume, the server uses a mount point and, if the device type is not FILE, a
physical drive. The number of available mount points and drives depends on
other server and system activity, and also on the mount limits of the device
classes for the sequential-access storage pools that are involved when copying
active data.

Each process needs a mount point for active-data pool volumes, and, if the
device type is not FILE, each process also needs a drive. If you are copying
active data from a sequential-access storage pool, each process needs an
additional mount point for primary storage pool volumes and, if the device
type is not FILE, an additional drive. For example, suppose you specify a
maximum of 3 processes to copy a primary sequential storage pool to an
active-data pool of the same device class. Each process requires two mount
points and two drives. To run all three processes, the device class must have a
mount limit of at least six, and at least six mount points and six drives must be
available.

To use the PREVIEW parameter, only one process is used, and no mount points
or drives are needed.

Preview

Specifies whether you want to preview but not actually copy any active data.
The preview displays the number of files and bytes to be copied and a list of
the primary storage pool volumes that you must mount. This parameter is
optional. The default is NO. Possible values are:

No Specifies that active data will be copied.

Yes
Specifies that you want to preview the process but not copy any data.

VOLumesonly
Specifies that you want to preview the process only as a list of the volumes
that must be mounted. This choice requires the least processing time.

Wait

Specifies whether to wait for the server to complete processing this command
in the foreground. This parameter is optional. The default is NO. Possible
values are:

No Specifies that the server processes this command in the background.
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You can continue with other tasks while the command is being processed.
Messages created from the background process are displayed either in the
activity log or the server console, depending on where messages are

logged.

To cancel a background process, use the CANCEL PROCESS command. If you
cancel this process, some files may have already been copied prior to the

cancellation.

Yes

Specifies that the server performs this operation in the foreground. You
must wait for the operation to complete before continuing with other tasks.
The server displays the output messages to the administrative client when

the operation completes.

You cannot specify WAIT=YES from the server console.

SHREDTONOshred

Specifies whether data should be copied from a primary storage pool that
enforces shredding to an active-data pool that does not enforce shredding. This
parameter is optional. The default value is NO. Possible values are:

No Specifies that the server does not allow data to be copied from a primary
storage pool that enforces shredding to an active-data pool that does not
enforce shredding. If the primary storage pool enforces shredding and the
active-data pool does not, the operation will fail.

Yes

Specifies that the server does allow data to be copied from a primary
storage pool that enforces shredding to an active-data pool that does not
enforce shredding. The data in the active-data pool will not be shredded

when it is deleted.

Example: Copy primary storage pool data to active-data pool

Copy the active data from a primary storage pool named PRIMARY_POOL to the
active-data pool named ACTIVEPOOL. Issue the command:

copy activedata primary_pool activepool

Related commands

Table 42. Commands related to COPY ACTIVEDATA

Command

Description

[DEFINE DOMAIN]|

Defines a policy domain that clients can be
assigned to.

[DEFINE STGPOOL]

Defines a storage pool as a named collection
of server storage media.

XPORT NODE

Copies client node information to external
media or directly to another server.

[EXPORT SERVER|

Copies all or part of the server to external
media or directly to another server.

IMPORT NODE

Restores client node information from
external media.

[IMPORT SERVER|

Restores all or part of the server from
external media.

[MOVE NODEDATA|

Moves data for one or more nodes, or a
single node with selected file spaces.
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Table 42. Commands related to COPY ACTIVEDATA (continued)

Command Description

[QUERY CONTENT] Displays information about files in a storage
pool volume.

[QUERY DOMAIN]| Displays information about policy domains.

QUERY NODE Displays partial or complete information
about one or more clients.

[QUERY NODEDATA| Displays information about the location and
size of data for a client node.

[QUERY STGPOOLJ Displays information about storage pools.

[RESTORE STGPOOL)J

Restores files to a primary storage pool from
copy storage pools.

[RESTORE VOLUME]

Restores files stored on specified volumes in
a primary storage pool from copy storage
pools.

[UPDATE DOMAIN]|

Changes the attributes of a policy domain.

[UPDATE STGPOOL]

Changes the attributes of a storage pool.
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COPY CLOPTSET (Copy a client option set)

Use this command to copy a client option set.

Privilege class

To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which the client

node is assigned.

Syntax

A\
A

»—COPy CLOptset—current_option_set_name—new_option_set_name

Parameters

current_option_set_name (Required)
Specifies the name of the client option set to be copied.

new_option set name (Required)
Specifies the name of the new client option set. The maximum length of the
name is 64 characters.

Example: Copy a client option set

Copy a client option set named ENG to a new client option set named ENG2.
copy cloptset eng eng2

Related commands
Table 43. Commands related to COPY CLOPTSET

Command Description

[DEFINE CLIENTOPT] Adds a client option to a client option set.

|[DEFINE CLOPTSET]| Defines a client option set.

[DELETE CLIENTOPT] Deletes a client option from a client option
set.

[DELETE CLOPTSET] Deletes a client option set.

[QUERY CLOPTSET] Displays information about a client option
set.

[UPDATE CLIENTOPT| Updates the sequence number of a client
option in a client option set.

[UPDATE CLOPTSET| Updates the description of a client option set.
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COPY DOMAIN (Copy a policy domain)

Use this command to create a copy of a policy domain.

The server copies the following information to the new domain:
* Policy domain description

* DPolicy sets in the policy domain (including the ACTIVE policy set, if a policy set
is activated)

* Management classes in each policy set (including the default management class,
if assigned)

+ Copy groups in each management class
Privilege class
To issue this command, you must have system privilege.

Syntax

v
A

»>—COPy DOmain—current_domain_name—new_domain_name

Parameters

current_domain_name (Required)
Specifies the policy domain to copy.

new_domain_name (Required)
Specifies the name of the new policy domain. The maximum length of this
name is 30 characters.

Example: Copy a policy domain to a new policy domain

Copy the STANDARD policy domain to a new policy domain, ENGPOLDOM, by
entering the following command:

copy domain standard engpoldom

ENGPOLDOM now contains the standard policy set, management class, backup
copy group, and archive copy group.

Related commands
Table 44. Commands related to COPY DOMAIN

Command Description
|ACTIVATE POLICYSET]| Validates and activates a policy set.
polcy
[COPY MGMTCLASS| Creates a copy of a management class.
Py 8
EFINE COPYGROUP Defines a co roup for backup or archive
py group p
processing within a specified management
class.
|[DEFINE DOMAIN| Defines a policy domain that clients can be
polcy
assigned to.
[DEFINE MGMTCLASS| Defines a management class.
[DEFINE POLICYSET] Defines a policy set within the specified

policy domain.
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Table 44. Commands related to COPY DOMAIN (continued)

Command

Description

[IDELETE COPYGROUP|

Deletes a backup or archive copy group from
a policy domain and policy set.

[DELETE DOMAIN|

Deletes a policy domain along with any
policy objects in the policy domain.

[DELETE MGMTCLASS|

Deletes a management class and its copy
groups from a policy domain and policy set.

[QUERY COPYGROUP| Displays the attributes of a copy group.
[QUERY DOMAIN]| Displays information about policy domains.
[QUERY MGMTCLASS| Displays information about management

classes.

|[QUERY POLICYSET|

Displays information about policy sets.

[REGISTER NODE]J

Defines a client node to the server and sets
options for that user.

[UPDATE COPYGROUP|

Changes one or more attributes of a copy

group.

[UPDATE DOMAIN]|

Changes the attributes of a policy domain.

[UPDATE MGMTCLASS|

Changes the attributes of a management
class.

[UPDATE POLICYSET|

Changes the description of a policy set.

[VALIDATE POLICYSET|

Verifies and reports on conditions the
administrator must consider before activating
the policy set.
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COPY MGMTCLASS (Copy a management class)

Use this command to create a copy of a management class within the same policy
set.

The server copies the following information to the new management class:
* Management class description
* Copy groups defined to the management class

* Any attributes for managing files for IBM Spectrum Protect for Space
Management clients

Privilege class
To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which the new

management class belongs.

Syntax

»>—COPy MGmtclass—domain_name—policy_set_name >

v
A

»—current_class_name—new_class_name

Parameters

domain_name (Required)
Specifies the policy domain to which the management class belongs.

policy_set_name (Required)
Specifies the policy set to which the management class belongs.

current_class_name (Required)
Specifies the management class to copy.

new_class_name (Required)
Specifies the name of the new management class. The maximum length of this
name is 30 characters.

Example: Copy a management class to a new management class

Copy the management class ACTIVEFILES to a new management class,
FILEHISTORY. The management class is in policy set VACATION in the
EMPLOYEE_RECORDS policy domain.

copy mgmtclass employee records vacation
activefiles filehistory

Related commands
Table 45. Commands related to COPY MGMTCLASS

Command Description

[DEFINE COPYGROUP| Defines a copy group for backup or archive
processing within a specified management
class.

[DELETE MGMTCLASS| Deletes a management class and its copy
groups from a policy domain and policy set.

|[QUERY COPYGROUP] Displays the attributes of a copy group.
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Table 45. Commands related to COPY MGMTCLASS (continued)

Command

Description

[QUERY MGMTCLASS|

Displays information about management
classes.

|[QUERY POLICYSET|

Displays information about policy sets.

[UPDATE COPYGROUP|

Changes one or more attributes of a copy

group.

[UPDATE MGMTCLASS|

Changes the attributes of a management
class.
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COPY POLICYSET (Copy a policy set)

Use this command to copy a policy set (including the ACTIVE policy set) within
the same policy domain.

The server copies the following information to the new policy set:
* Policy set description

* Management classes in the policy set (including the default management class, if
assigned)

» Copy groups in each management class

The policies in the new policy set do not take effect unless you make the new set
the ACTIVE policy set.

Privilege class
To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which the new

policy set belongs.

Syntax

»»—COPy POlicyset—domain_name—current_set name—new_set_name ><

Parameters

domain_name (Required)
Specifies the policy domain to which the policy set belongs.

current_set_name (Required)
Specifies the policy set to copy.

new_set_name (Required)
Specifies the name of the new policy set. The maximum length of this name is
30 characters.

Example: Copy a policy set to a new policy set

Copy the policy set VACATION to the new policy set HOLIDAY in the
EMPLOYEE_RECORDS policy domain.

copy policyset employee_records vacation holiday

Related commands
Table 46. Commands related to COPY POLICYSET

Command Description

[ACTIVATE POLICYSET| Validates and activates a policy set.
[COPY MGMTCLASS)| Creates a copy of a management class.
[DEFINE MGMTCLASS| Defines a management class.

[DELETE POLICYSET| Deletes a policy set, including its

management classes and copy groups, from a
policy domain.

[QUERY POLICYSET| Displays information about policy sets.
[UPDATE POLICYSET] Changes the description of a policy set.
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Table 46. Commands related to COPY POLICYSET (continued)

Command Description

[VALIDATE POLICYSET]| Verifies and reports on conditions the
administrator must consider before activating

the policy set.
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COPY PROFILE (Copy a profile)

Use this command on a configuration manager to copy a profile and all its
associated object names to a new profile.

Privilege class

To issue this command, you must have system privilege.

Syntax

»»>—COPy PROFIle—current_profile_name—new_profile_name

Parameters

current_profile_name (Required)
Specifies the profile to copy.

new_profile name (Required)

v
A

Specifies the name of the new profile. The maximum length of the profile

name is 30 characters.

Example: Make a copy of a profile

Copy a profile named VAL to a new profile named VAL2.

copy profile val val2

Related commands

Table 47. Commands related to COPY PROFILE

Command

Description

[DEFINE PROFASSOCIATION|

Associates objects with a profile.

[DEFINE PROFILH

Defines a profile for distributing information
to managed servers.

[DEFINE SUBSCRIPTION|

Subscribes a managed server to a profile.

[DELETE PROFASSOCIATION]

Deletes the association of an object with a
profile.

[DELETE PROFILE|

Deletes a profile from a configuration
manager.

[DELETE SUBSCRIBER|

Deletes obsolete managed server
subscriptions.

[DELETE SUBSCRIPTION]|

Deletes a specified profile subscription.

OCK PROFILE

Prevents distribution of a configuration
profile.

[NOTIFY SUBSCRIBERS]

Notifies servers to refresh their configuration
information.

|[QUERY PROFILE| Displays information about configuration
profiles.

|[QUERY SUBSCRIBER| Displays information about subscribers and
their subscriptions to profiles.

[QUERY SUBSCRIPTION| Displays information about profile

subscriptions.
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Table 47. Commands related to COPY PROFILE (continued)

Command Description

[SET CONFIGMANAGER| Specifies whether a server is a configuration
manager.

[UNLOCK PROFILEJ Enables a locked profile to be distributed to

managed servers.

[UPDATE PROFILE| Changes the description of a profile.
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COPY SCHEDULE (Copy a client or an administrative
command schedule)
Use this command to create a copy of a schedule.

The COPY SCHEDULE command takes two forms, depending on whether the
schedule applies to client operations or administrative commands. The syntax and
parameters for each form are defined separately.

+ [“COPY SCHEDULE (Create a copy of a schedule for client operations)” on page|
125

+ [“COPY SCHEDULE (Create a copy of a schedule for administrative operations)”|

on page 122|

Table 48. Commands related to COPY SCHEDULE

Command Description

[DEFINE ASSOCIATION| Associates clients with a schedule.

[DEFINE SCHEDULE| Defines a schedule for a client operation or
an administrative command.

|[DELETE SCHEDULEJ Deletes a schedule from the database.

[QUERY SCHEDULE| Displays information about schedules.

[UPDATE SCHEDULE| Changes the attributes of a schedule.
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COPY SCHEDULE (Create a copy of a schedule for client
operations)

Use the COPY SCHEDULE command to create a copy of a schedule for client
operations. You can copy a schedule within a policy domain or from one policy
domain to another policy domain. Use the DEFINE ASSOCIATION command to
associate the new schedule with the client nodes.

Privilege class

To copy a client schedule, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which you are
copying the schedule.

Syntax

»>—COPy SCHedule—current_domain_name—current_sched_name—new_domain_name————»

rcurrent_sched_name— |—REP1ace—=—No

|—REP]ace—= No—_|—
Yes

[

|—new_sched_name

Parameters

current_domain_name (Required)
Specifies the name of the policy domain that contains the schedule you want to
copy.

current_sched_name (Required)
Specifies the name of the schedule you want to copy.

new_domain _name (Required)
Specifies the name of a policy domain to which you want to copy the new
schedule.

new_sched_name
Specifies the name of the new schedule. You can specify up to 30 characters for
the name.

If you do not specify this name, the name of the original schedule is used.

If the schedule name is already defined in the policy domain, you must specify
REPLACE=YES, or the command fails.

REP1ace
Specifies whether to replace a client schedule. The default is NO. The values
are:

No Specifies that a client schedule is not replaced.
Yes
Specifies that a client schedule is replaced.

Example: Copy a schedule from one policy domain to another

Copy the WEEKLY_BACKUP schedule that belongs to policy domain
EMPLOYEE_RECORDS to the PROG1 policy domain and name the new schedule
WEEKLY_BACK?2. If there is already a schedule with this name defined in the
PROGT1 policy domain, do not replace it.
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copy schedule employee_records weekly backup
progl weekly back2
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COPY SCHEDULE (Create a copy of a schedule for
administrative operations)

Use the COPY SCHEDULE command to create a copy of an administrative command
schedule.

Privilege class
To copy an administrative command schedule, you must have system privilege.
Syntax

»»—COPy SCHedule—current_sched_name—new_sched name—Type—=—~Administrative—>

|—REP1 ace—=—-No

g |—REP]ace—= No—_|—
Yes

Parameters

current_schedule _name (Required)
Specifies the name of the schedule you want to copy.

new_schedule name (Required)
Specifies the name of the new schedule. You can specify up to 30 characters for
the name.

If the schedule name is already defined, you must specify REPLACE=YES, or
the command fails.

Type=Administrative
Specifies that an administrative command schedule is to be copied.

REP1ace
Specifies whether to replace an administrative command schedule. The default
is NO. The values are:

No Specifies that an administrative command schedule is not replaced.
Yes

Specifies that an administrative command schedule is replaced.

Example: Copy an administrative command schedule to another
schedule

Copy the administrative command schedule, DATA_BACKUP and name the
schedule DATA_ENG. If there is already a schedule with this name, replace it.

copy schedule data_backup data_eng
type=administrative replace=yes
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COPY SCRIPT (Copy an IBM Spectrum Protect script)

Use this command to copy an existing IBM Spectrum Protect script to a new script
with a different name.

Privilege class

To issue this command, you must have operator, policy, storage, or system
privilege.

Syntax

v
A

»»—COPy SCRipt—current_script_name—new_script_name

Parameters

current_script_name (Required)
Specifies the name of the script you want to copy.

new_script_name (Required)
Specifies the name of the new script. You can specify up to 30 characters for
the name.

Example: Make a copy of a script

Copy script TESTDEV to a new script and name it ENGDEV.
copy script testdev engdev

Related commands
Table 49. Commands related to COPY SCRIPT

Command Description

Defines a script to the IBM Spectrum Protect
server.

Deletes the script or individual lines from the
script.

Displays information about scripts.

[RENAME SCRIPT| Renames a script to a new name.

Runs a script.

[UPDATE SCRIPT| Changes or adds lines to a script.
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COPY SERVERGROUP (Copy a server group)

Use this command to create a copy of a server group.
Privilege class
To issue this command, you must have system privilege.

Syntax

v
A

»»—COPy SERVERGroup—current_group_name—new_group_name

Parameters

current_group_name (Required)
Specifies the server group to copy.

new_group_name (Required)
Specifies the name of the new server group. The maximum length of this name
is 64 characters.

Example: Make a copy of a server group

Copy the server group GRP_PAYROLL to the new group HQ_PAYROLL.
copy servergroup grp_payroll hg_payroll

Related commands

Table 50. Commands related to COPY SERVERGROUP

Command

Description

[DEFINE GRPMEMBER|

Defines a server as a member of a server
group.

[DEFINE SERVER|

Defines a server for server-to-server
communications.

[DEFINE SERVERGROUP|

Defines a new server group.

[DELETE GRPMEMBER)|

Deletes a server from a server group.

[DELETE SERVER)|

Deletes the definition of a server.

[DELETE SERVERGROUP|

Deletes a server group.

[MOVE GRPMEMBER)|

Moves a server group member.

QUERY SERVE

Displays information about servers.

|QUERY SERVERGROUP|

Displays information about server groups.

[RENAME SERVERGROUP]

Renames a server group.

[UPDATE SERVER|

Updates information about a server.

[UPDATE SERVERGROUP|

Updates a server group.
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DEACTIVATE DATA (Deactivate data for a client node)

130

Use this command to specify that active data that was backed up for an
application client node before a specified date is no longer needed. The command
marks the data as inactive so it can be deleted according to your data retention
policies.

Restriction: The DEACTIVATE DATA command applies only to application clients
that protect Oracle databases.

When you issue the DEACTIVATE DATA command, all active backup data that was
stored before the specified date becomes inactive. The data can no longer be
retrieved, and is deleted when it expires.

The DEACTIVATE DATA command affects only the files that were copied to the server
before the specified date and time. Files that were copied after the specified date
are still accessible, and the client can still access the server.

Privilege class
To issue this command, you must have system privilege.
Syntax
TOTime—=—23:59:59—

»»—DEACtivate DAta—node_name—T0Date—=—date |_ >
TOTime—=—time

|—Wa1' t—=—~No

i |—Wa1' t—= No—_|— )
Yes

Parameters

node_name (Required)
Specifies the name of an application client node whose data is to be
deactivated.

TODate (Required)
Specifies the date to use to select the backup files to deactivate. IBM Spectrum
Protect deactivates only those files with a date on or before the date you
specify. You can specify the date by using one of the following values:

Value Description Example
MM/DD/YYYY A specific date 01/23/2014
TODAY The current date TODAY

TODAY-days or -days The current date minus days = TODAY-30 or -30.
specified. The maximum

number of days you can To deactivate files that are 30 or more
specify is 9999. days old, you can specify TODAY-30
or -30.
EOLM End of last month. The last EOLM

day of the previous month.
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Value Description Example
EOLM-days The last day of the previous =~ EOLM-1
month minus days specified.
To deactivate files that were active a
day before the last day of the
previous month.
BOTM Beginning of this month. The BOTM
first day of the current month.
BOTM-+days The first day of the current BOTM+9
month, plus days specified.
To deactivate files that were active on
the 10th day of the current month.
TOTime

Specifies that you want to deactivate files that were created on the server
before this time on the specified date. This parameter is optional. The default is
the end of the day (23:59:59). Specify the time by using one of the following

values:
Value Description Example
HH:MM:SS A specific time on the 12:30:22
specified date
NOW The current time on the NOW

specified date

NOW+HH:MM or

+HH:MM

The current time plus hours
and minutes on the specified
date

NOW+03:00 or +03:00.

If you issue the DEACTIVATE DATA
command at 9:00 with
TOTIME=NOW+03:00 or
TOTIME=+03:00, IBM Spectrum
Protect deactivates files that were put
on the server at 12:00 or earlier on the
specified date.

NOW-HH:MM or

-HH:MM

Wait

The current time minus hours
and minutes on the specified
date

NOW-03:30 or -03:30.

If you issue the DEACTIVATE DATA
command at 9:00 with
TOTIME=NOW-3:30 or
TOTIME=-3:30, IBM Spectrum Protect
deactivates files that were put on the
server at 5:30 or earlier on the
specified date.

Specifies whether to wait for the server to complete processing this command
in the foreground. This parameter is optional. The default value is NO. Specify
the following values:

No

Yes

The server processes this command in the background and you can
continue with other tasks while the command is processing. Messages
that are related to the background process are shown either in the
activity log file or the server console, depending on where the

messages are logged.

The server processes this command in the foreground. The operation
must complete before you can continue with other tasks. Messages are
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shown either in the activity log file or the server console, or both,
depending on where the messages are logged.

Restriction: You cannot specify WAIT=YES from the server console.
Example: Deactivate data for a data protection client node

The client node BANDIT is an IBM Spectrum Protect for Databases: Data
Protection for Oracle application client. All of the backup data is active, and so all
of the backup data is retained. The following command deactivates data that was
backed up before January 3, 2014, so it can be deleted when it expires.

deactivate data bandit todate=01/23/2014

To periodically deactivate data so it can be deleted when it expires, you might run
the following command from within a client schedule.

deactivate data bandit todate=today

Related commands

Table 51. Commands related to DEACTIVATE DATA

Command Description
[DECOMMISSION NODE| Decommissions an application or system.
[DECOMMISSION VM| Decommissions a virtual machine.
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DECOMMISSION commands

Use the DECOMMISSION commands to remove client nodes from the production

environment. Client nodes include applications, systems, and virtual machines.

“DECOMMISSION NODE (Decommission an application or system)” on page]

34

+ ["'DECOMMISSION VM (Decommission a virtual machine)” on page 136|
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DECOMMISSION NODE (Decommission an application or
system)

Use this command to remove an application or system client node from the
production environment. Any backup data that is stored for the client node expires
according to policy settings unless you explicitly delete the data.

Attention: This action cannot be reversed and causes deletion of data. Although
this command does not delete the client node definition until after its data expires,
you cannot recommission the client node. After you issue this command, the client
node cannot access the server and its data is not backed up. The client node is
locked, and can be unlocked only to restore files. File spaces that belong to the
client node, and the client node itself, are eventually removed.

By using this command, you can decommission the following types of client nodes:

Application client nodes
Application client nodes include email servers, databases, and other
applications. For example, any of the following applications can be an
application client node:

* IBM Spectrum Protect Snapshot

* IBM Spectrum Protect for Databases

* IBM Spectrum Protect for Enterprise Resource Planning
* IBM Spectrum Protect for Mail

* IBM Spectrum Protect for Virtual Environments

System client nodes
System client nodes include workstations, network-attached storage (NAS)
file servers, and API clients.

When a client node is no longer needed in the production environment, you can
issue this command to initiate a gradual, controlled decommission operation. The
command completes the following actions:

* Deletes all schedule associations for the client node. Schedules are no longer run
on the client node. This action is equivalent to issuing the DELETE ASSOCIATION
command for every schedule with which the client node is associated.

* Prevents the client from accessing the server. This action is equivalent to issuing
the LOCK NODE command.

After the command finishes, client node data is no longer backed up to the server.
Data that was backed up before the client node was decommissioned is not
immediately deleted from the server. However, all backup file versions, including
the most recent backup, are now inactive copies. The client files are retained on the
server according to your storage management policies.

After all data retention periods expire, and all client backup and archive file copies
are removed from server storage, IBM Spectrum Protect deletes the file spaces that
belong to the decommissioned node. This action is equivalent to issuing the DELETE
FILESPACE command.

After the file spaces for the decommissioned node are deleted, the node definition
is deleted from the server. This action is equivalent to issuing the REMOVE NODE
command.
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After you decommission a client node, but before it is removed from the server,
you can use the QUERY NODE command to verify that the client node is
decommissioned.

Restriction: You cannot decommission a client node that is configured for
replication. You can determine a client node's replication state by using the QUERY
NODE command. If a client node is configured for replication, you can remove the
client node from replication by using the REMOVE REPLNODE command.

Privilege class

To issue this command, you must have system privilege.

Syntax
Wait—=—No
»>—DECommission Node—node_name B >«
Wait—= NOT
Yes
Parameters

node_name (Required)
Specifies the name of the client node to be decommissioned.

Wait
Specifies whether to wait for the server to complete processing this command
in the foreground. This parameter is optional. The default value is NO. You
can specify the following values:

No The server processes this command in the background and you can
continue with other tasks while the command is processing. Messages
that are related to the background process are shown either in the
activity log file or the server console, depending on where the
messages are logged.

Yes The server processes this command in the foreground. The operation
must complete before you can continue with other tasks. Messages are
shown either in the activity log file or the server console, or both,
depending on where the messages are logged.

Restriction: You cannot specify WAIT=YES from the server console.
Example: Decommission a client node

Decommission the client node CODY.

decommission node cody

Related commands
Table 52. Commands related to DECOMMISSION NODE

Command Description
[DECOMMISSION VM| Decommissions a virtual machine.
[DEACTIVATE DATA| Deactivates data for a client node.
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DECOMMISSION VM (Decommission a virtual machine)

Use this command to remove an individual virtual machine within a data center
node. The file space that represents the virtual machine is deleted from the server
only after its backup data expires.

Attention: This command cannot be reversed and causes deletion of data.
Although this command does not delete the virtual machine file space until after
its data expires, you cannot recommission the virtual machine.

When a virtual machine is no longer needed in your production environment, you
can issue this command to initiate a staged removal of the virtual machine file
space from the server. The DECOMMISSION VM command marks all data that was
backed up for the virtual machine as inactive, so it can be deleted according to
your data retention policies. After all data that was backed up for the virtual
machine expires, the file space that represents the virtual machine is deleted. The
DECOMMISSION VM command affects only the virtual machine that you identify. The
data center node, and the other virtual machines that are hosted by the data center
node are not affected.

Privilege class

To issue this command, you must have system privilege.

Syntax
»»—DECommission VM—node _name—vm_name >
|—NAMEType—:—FSIDJ
|—Wa1' t—=—No

" |—Wa1' t—= Yes
Noj_

Parameters

node_name (Required)
Specifies the name of the data center node that hosts the virtual machine to be
decommissioned.

vm_name (Required)
Identifies the file space that represents the virtual machine to be
decommissioned. Each virtual machine that is hosted by a data center node is
represented as a file space.

If the name includes one or more spaces, you must enclose the name in double
quotation marks when you issue the command.

By default, the server interprets the file space name that you enter by using the
server code page and also attempts to convert the file space name from the
server code page to the UTF-8 code page. Conversion might fail if the string
includes characters that are not available in the server code page, or if the
server cannot access system conversion routines.
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If the name of the virtual machine is a non-English-language name, this
parameter must specify the file space ID (FSID). By specifying the NAMEType
parameter, you can instruct the server to interpret the file space name by its
file space ID (FSID) instead.

NAMEType
Specify how you want the server to interpret the file space name that you
enter to identify the virtual machine. This parameter is useful when the server
has clients with Unicode support. You can specify the following value:

FSID
The server interprets the file space name by its file space ID (FSID).
Wait
Specifies whether to wait for the server to complete processing this command
in the foreground. This parameter is optional. The default value is No. You can
specify the following values:

No The server processes this command in the background and you can
continue with other tasks while the command is processing. Messages
that are related to the background process are shown either in the
activity log file or the server console, depending on where the
messages are logged.

Yes The server processes this command in the foreground. The operation
must complete before you can continue with other tasks. Messages are
shown either in the activity log file or the server console, or both,
depending on where the messages are logged.

Restriction: You cannot specify WAIT=YES from the server console.
Examples: Decommission a virtual machine

Decommission the virtual machine CODY.
decommission vm dept@6node cody

Decommission the virtual machine CODY 2.
decommission vm deptO6node "cody 2"

Decommission a virtual machine by specifying its file space ID.
decommission vm deptO6bnode 7 nametype=fsid

Related commands
Table 53. Commands related to DECOMMISSION VM

Command Description
[DECOMMISSION NODE| Decommissions an application or system.
[IDEACTIVATE DATA| Deactivates data for a client node.
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DEFINE commands

Use the DEFINE commands to create IBM Spectrum Protect objects.

* |"DEFINE ALERTTRIGGER (Define an alert trigger)” on page 140|

+ ["'DEFINE ASSOCIATION (Associate client nodes with a schedule)” on page 143|
+ |“DEFINE BACKUPSET (Define a backup set)” on page 145|

+ ["'DEFINE CLIENTACTION (Define a one-time client action)” on page 149

+ ["'DEFINE CLIENTOPT (Define an option to an option set)” on page 155|
["DEFINE CLOPTSET (Define a client option set name)” on page 157

+ ["'DEFINE COLLOCGROUP (Define a collocation group)” on page 158|

+ ["DEFINE COLLOCMEMBER (Define collocation group member)” on page 160|
 ["'DEFINE COPYGROUP (Define a copy group)” on page 164|

* |"DEFINE DATAMOVER (Define a data mover)” on page 174|

+ [“DEFINE DEVCLASS (Define a device class)” on page 177

+ [“DEFINE DOMAIN (Define a new policy domain)” on page 261

+ ["DEFINE DRIVE (Define a drive to a library)” on page 263

+ |“DEFINE EVENTSERVER (Define a server as the event server)” on page 267
 ["'DEFINE GRPMEMBER (Add a server to a server group)” on page 268|

+ |“DEFINE LIBRARY (Define a library)” on page 269|

 |"'DEFINE MACHINE (Define machine information for disaster recovery)” on|

page 291|

+ ["'DEFINE MACHNODEASSOCIATION (Associate a node with a machine)” on|

page 293|

+ ["'DEFINE MGMTCLASS (Define a management class)” on page 295|

+ ["DEFINE NODEGROUP (Define a node group)” on page 298|

+ |"DEFINE NODEGROUPMEMBER (Define node group member)” on page 299
+ ["DEFINE PATH (Define a path)” on page 300|

+ ["DEFINE POLICYSET (Define a policy set)” on page 310|

+ ["'DEFINE PROFASSOCIATION (Define a profile association)” on page 312

+ |“DEFINE PROFILE (Define a profile)” on page 318|

+ |"'DEFINE RECMEDMACHASSOCIATION (Associate recovery media with al
machine)” on page 320|

+ ["'DEFINE RECOVERYMEDIA (Define recovery media)” on page 322
+ ["'DEFINE SCHEDULE (Define a client or an administrative command schedule)”|

on page 324|

+ “DEFINE SCRIPT (Define an IBM Spectrum Protect script)” on page 351
+ |"DEFINE SERVER (Define a server for server-to-server communications)” on|

page 354]

+ ["'DEFINE SERVERGROUP (Define a server group)” on page 362|

+ |“DEFINE SPACETRIGGER (Define the space trigger)” on page 363|

* |“DEFINE STATUSTHRESHOLD (Define a status monitoring threshold)” on page|
364

+ ["DEFINE STGPOOL (Define a storage pool)” on page 370

+ [“DEFINE STGPOOLDIRECTORY (Define a storage pool directory)” on page 431]
+ ["DEFINE SUBSCRIPTION (Define a profile subscription)” on page 433|

+ ["'DEFINE VIRTUALFSMAPPING (Define a virtual file space mapping)” on page]
435
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+ ["DEFINE VOLUME (Define a volume in a storage pool)” on page 437

Chapter 2. Administrative commands 139



140

»»—DEfine ALERTTrigger

|—CATegory—=—SErver

DEFINE ALERTTRIGGER (Define an alert trigger)

Use this command to trigger an alert whenever a server issues a specific error
message. You can define a message number to be an alert trigger, assign it to a
category, or specify administrators who can be notified of the alert by email.
Privilege class

To issue this command, you must have system privilege.

Syntax

v

+—message_number >

|—CATegor‘y—=——APp1 ication— L ———————————
ADmin—=

—INventory—
—CLient
—DEvice
—SErver
—STorage
—SYstem
LVMclient

v

admin_name

Parameters

message_number (Required)

Specifies the message number that you want to associate with the alert trigger.
Specify multiple message numbers, which are separated by commas, and no
intervening spaces. Message numbers are a maximum of eight characters in
length.

CATegory

Specifies the category type for the alert, which is determined by the message
types. The default value is SERVER.

Note: Changing the category of an alert trigger does not change the category
of existing alerts on the server. New alerts are categorized with the new
category.

Specify one of the following values:

APplication
Alert is classified as application category. For example, you can specify this
category for messages that are associated with application (TDP) clients.

INventory
Alert is classified as inventory category. For example, you can specify this
category for messages that are associated with the database, active log file,
or archive log file.

CLient
Alert is classified as client category. For example, you can specify this
category for messages that are associated with general client activities.
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DEvice
Alert is classified as device category. For example, you can specify this
category for messages that are associated with device classes, libraries,
drives, or paths.

SErver
Alert is classified as general server category. For example, you can specify
this category for messages that are associated with general server activities
or events.

STorage
Alert is classified as storage category. For example, you can specify this
category for messages that are associated with storage pools.

SYstems
Alert is classified under system clients category. For example, you can
specify this category for messages that are associated with system backup
and archive or hierarchical storage management (HSM) backup-archive
clients.

VMclient
Alert is classified under VMclient category. For example, you can specify
this category for messages that are associated with virtual machine clients.

ADmin
This optional parameter specifies the name of the administrator who receives
email notification of this alert. The alert trigger is defined successfully even if
no administrator names are specified.

Assign two message numbers to an alert

Issue the following command to specify that you want two message numbers to
trigger an alert:

define alerttrigger ANR1067E,ANR1073E

Assign a message number to an alert and email two
administrators

Issue the following command to specify the message numbers that you want to
trigger an alert and have them sent by email to two administrators:

define alerttrigger ANR1067E,ANR1073E ADmin=BILL,DJADMIN

Related commands
Table 54. Commands related to DEFINE ALERTTRIGGER

Command Description

“DELETE ALERTTRIGGER (Remove a Removes a message number that can trigger
message from an alert trigger)” on page 446| an alert.

“QUERY ALERTSTATUS (Query the status oﬂ Displays information about alerts that have

an alert)” on page 753 been issued on the server.
“QUERY ALERTTRIGGER (Query the list off Displays message numbers that trigger an
defined alert triggers)” on page 751 alert.

“QUERY MONITORSETTINGS (Query the] ~ Displays information about monitoring alerts
configuration settings for monitoring alerts] ~ and server status settings.
and server status)” on page 902

“UPDATE ALERTTRIGGER (Update a Updates the attributes of one or more alert
defined alert trigger)” on page 1322 triggers.
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Table 54. Commands related to DEFINE ALERTTRIGGER (continued)

Command Description

“UPDATE ALERTSTATUS (Update the status] Updates the status of a reported alert.
of an alert)” on page 1325
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DEFINE ASSOCIATION (Associate client nodes with a
schedule)

Use this command to associate one or more clients with a schedule. You must
assign a client node to the policy domain to which a schedule belongs. Client
nodes process operations according to the schedules associated with the nodes.

Note:

1. IBM Spectrum Protect cannot run multiple schedules concurrently for the same
client node.

2. In a macro, the server may stall if some commands (such as REGISTER NODE and
DEFINE ASSOCIATION) are not committed as soon as you issue them. You could
follow each command in a macro with a COMMIT command. However, a simpler
solution is to include the -ITEMCOMMIT option with the DSMADMC command.

Privilege class

To issue this command, you must have one of the following privilege classes:

* System privilege

* Unrestricted policy privilege

* Restricted policy privilege for the policy domain to which the schedule belongs

Syntax

s

v

A\
A

»»—DEFine ASSOCiation—domain_name—schedule_name node_name

Parameters

domain_name (Required)
Specifies the name of the policy domain to which the schedule belongs.

schedule_name (Required)
Specifies the name of the schedule that you want to associate with one or more
clients.

node_name (Required)
Specifies the name of a client node or a list of client nodes to associate with the
specified schedule. Use commas to separate the items in the list. Do not leave
spaces between the items and commas. You can use a wildcard character to
specify a name. The command will not associate a listed client to the schedule
if:
* The client is already associated with the specified schedule.
* The client is not assigned to the policy domain to which the schedule

belongs.

* The client is a NAS node name. All NAS nodes are ignored.
Example: Associate client nodes with a schedule

Associate the client nodes SMITH or JOHN with the WEEKLY_BACKUP schedule.
The associated clients are assigned to the EMPLOYEE_RECORDS policy domain.

define association employee records
weekly_backup smith*,johnx
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Example: Associate client nodes with a schedule

Associate the client nodes JOE, TOM, and LARRY with the WINTER schedule. The
associated clients are assigned to the EMPLOYEE_RECORDS policy domain;
however, the client JOE is already associated with the WINTER schedule.

define association employee_records
winter joe,tom,larry

Related commands
Table 55. Commands related to DEFINE ASSOCIATION

Command Description

|[DEFINE SCHEDULE| Defines a schedule for a client operation or
an administrative command.

[DELETE ASSOCIATION| Deletes the association between clients and a
schedule.

[DELETE SCHEDULE Deletes a schedule from the database.

[QUERY ASSOCIATION] Displays the clients associated with one or

more schedules.

[REGISTER NODEJ Defines a client node to the server and sets
options for that user.
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DEFINE BACKUPSET (Define a backup set)

Use this command to define a client backup set that was previously generated on
one server and make it available to the server that is running this command. The
client node has the option of restoring the backup set from the server that is
running this command rather than the one on which the backup set was generated.

Any backup set generated on one server can be defined to another server when the
servers share a common device type. The level of the server to which the backup
set is being defined must be equal to or greater than the level of the server that
generated the backup set.

You can also use the DEFINE BACKUPSET command to redefine a backup set that was
deleted on a server.

Privilege class

If the REQSYSAUTHOUTFILE server option is set to YES (the default), the administrator
must have system privilege. If the REQSYSAUTHOUTFILE server option is set to NO,
the administrator must have system privilege or policy privilege for the domain to
which the client node is assigned.

Syntax

H

»»—DEFine BACKUPSET—[v node_name—_|——backup_set_name _prefix—— >
node_group_name

B

v

v

»-DEVclass—=—device_class_name—V0OLumes—= volume_names

|—RETent1'on =—365

\
\/

|—RETentior‘. = |_days l—DESCription—=—description—|
NOLimit

WHEREDATAType—=—ALL

r

| Lroc—=—prererren—
( EYES

WHEREDATAType—=—Y rILE NO—————

IMAGE—|

| 2

[ >«

|—TOCMGm‘cc] ass—=—cl ass_name—|

Parameters

node_name or node_group name (Required)
Specifies the name of the client nodes or node groups whose data is contained
in the specified backup set volumes. To specify multiple node and node group
names, separate the names with commas and no intervening spaces. Node
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names can contain wildcard characters, but node group names cannot. If the
backup set volumes contain backup sets from multiple nodes, every backup set
whose node name matches one of the specified node names is defined. If the
volumes contain a backup set for a node that is not currently registered, the
DEFINE BACKUPSET command does not define the backup set for that node.

backup_set_name_prefix (Required)
Specifies the name of the backup set to define to this server. The maximum
length of the name is 30 characters.

When you select a name, IBM Spectrum Protect adds a suffix to construct the
backup set name. For example, if you name your backup set mybackupset, IBM
Spectrum Protect adds a unique number such as 3099 to the name. Your
backup set name is then identified as mybackupset.3099. To later display
information about this backup set, you can include a wildcard with the name,
such as mybackupset* or you can specify the fully qualified name, such as
mybackupset.3099.

If the backup set volumes contain backup sets for multiple nodes, then backup
sets are defined for each of the nodes by using the same backup set name
prefix and suffix.

DEVclass (Required)
Specifies the device class name for the volumes from which the backup set is
read.

Note: The device type that is associated with the device class you specify must
match the device class with which the backup set was originally generated.

VOLumes (Required)
Specifies the names of the volumes that are used to store the backup set. You
can specify multiple volumes by separating the names with commas and no
intervening spaces. The volumes that you specify must be available to the
server that is defining the backup set.

Note: The volumes that you specify must be listed in the order they were
created, or the DEFINE BACKUPSET command fails.

The server does not verify that every volume specified for a multiple-volume
backup set contains part of the backup set. The first volume is always checked,
and in some cases extra volumes are also checked. If these volumes are correct,
the backup set is defined and all of the volumes that are listed in the
command are protected from being overwritten. If a volume that contains part
of the backup set is not listed in the command, the volume is not protected
and can potentially be overwritten during normal server operations.

Note: By default, the server attempts to create a table of contents when a
backup set is defined. If an incorrect volume is specified, or if volumes are not
listed in the correct order, the table of contents creation fails. If this failure
occurs, check the volume list in the command and consider using the QUERY
BACKUPSETCONTENTS command to verify the contents of the backup set.

RETention
Specifies the number of days that the backup set is retained on the server. You
can specify an integer 0 - 30000. The default is 365 days. The values are:

days
Specifies the number of days to retain the backup set on the server.
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NOLimit
Specifies that the backup set must be retained on the server indefinitely.

If you specify NOLIMIT, IBM Spectrum Protect retains the volumes that
contain the backup set forever, unless a user or administrator deletes the
volumes from server storage.

DESCription
Specifies the description to associate with the backup set that belongs to the
client node. This parameter is optional. The maximum length of the description
is 255 characters. Enclose the description in quotation marks if it contains any
blank characters.

WHEREDATAType
Specifies the backup sets containing the specified types of data are to be
defined. This parameter is optional. The default is that backup sets for all types
of data (file level, image, and application) are to be defined. To specify
multiple data types, separate the data types with commas and no intervening
spaces. Possible values are:

ALL
Specifies that backup sets for all types of data (file level, image, and
application) are to be defined. ALL is the default value.

FILE
Specifies that a file level backup set is to be defined. File level backup sets
contain files and directories that are backed up by the backup client.

IMAGE
Specifies that an image backup set is to be defined. Image backup sets
contain images that are created by the backup-archive client BACKUP IMAGE
command.

TOC
Specifies whether a table of contents (TOC) must be created for the file level
backup set when it is defined. The TOC parameter is ignored when you define
image and application data backup sets because a table of contents is always
created for these backup sets.

Consider the following in determining whether you want to create a table of
contents:

* If a table of contents is created, you can use the IBM Spectrum Protect web
backup-archive client to examine the entire file system tree and choose files
and directories to restore. Creation of a table of contents requires that you
define the TOCDESTINATION attribute in the backup copy group for the
management class that is specified by the TOCMGMTCLASS parameter. To create
a table of contents extra processing, storage pool space, and possibly a
mount point during the backup set operation is required.

+ If a table of contents is not saved for a backup set, you can still restore
individual files or directory trees by using the backup-archive client RESTORE
BACKUPSET command if you know the fully qualified name of each file or
directory to be restored.

This parameter is optional. The default value is Preferred. Possible values are:

No Specifies that table of contents information is not saved for file level
backup sets.

Preferred
Specifies that table of contents information must be saved for file level
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backup sets. However, a backup set does not fail just because an error
occurs during creation of the table of contents.

Yes

Specifies that table of contents information must be saved for each file
level backup set. A backup set fails if an error occurs during creation of the

table of contents.

TOCMGmtclass

Specifies the name of the management class to which the table of contents
must be bound. If you do not specify a management class, the table of contents
is bound to the default management class for the policy domain to which the
node is assigned. In this case, creation of a table of contents requires that you
define the TOCDESTINATION attribute in the backup copy group for the

specified management class.

Example: Define a backup set

Define the PERS_DATA backup set that belongs to client node JANE to the server
that is running this command. Retain the backup set on the server for 50 days.
Specify that volumes VOL001 and VOL002 contain the data for the backup set. The
volumes are to be read by a device that is assigned to the AGADM device class.

Include a description.

define backupset jane pers_data devclass=agadm

volumes=voll,vol2 retention=50

description="sector 7 base image"

Related commands

Table 56. Commands related to DEFINE BACKUPSET

Command

Description

[DEFINE NODEGROUP|

Defines a group of nodes.

[DEFINE NODEGROUPMEMBER|

Adds a client node to a node group.

[DELETE NODEGROUP|

Deletes a node group.

[DELETE BACKUPSET]

Deletes a backup set.

[DELETE NODEGROUPMEMBER]

Deletes a client node from a node group.

|GENERATE BACKUPSET]

Generates a backup set of a client's data.

[GENERATE BACKUPSETTOC|

Generates a table of contents for a backup
set.

[QUERY BACKUPSET] Displays backup sets.
[QUERY BACKUPSETCONTENTS| Displays contents contained in backup sets.
[QUERY NODEGROUP| Displays information about node groups.

[UPDATE BACKUPSET]|

Updates a retention value associated with a
backup set.

[UPDATE NODEGROUP|

Updates the description of a node group.
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DEFINE CLIENTACTION (Define a one-time client action)

Use this command to schedule one or more clients to process a command for a
one-time action.

The server automatically defines a schedule and associates the client node to the
schedule. The server assigns the schedule priority 1, sets the PERUNITS to
ONETIME, and determines the number of days to keep the schedule active. The
number of days is based on the value set with the SET CLIENTACTDURATION
command.

How quickly the client processes this command depends on whether the
scheduling mode for the client is set to server-prompted or client-polling. The
client scheduler must be started on the client workstation in order for the server to
process the schedule.

Remember: The start of the IBM Spectrum Protect scheduler depends on the
processing of other threads in the server and other processes on the IBM Spectrum
Protect server host system. The amount of time it takes to start the scheduler also
depends on network traffic and how long it takes to open a socket, to connect with
the IBM Spectrum Protect client, and to receive a response from the client. In
general, the greater the processing and connectivity requirements on the IBM
Spectrum Protect server and client, the longer it can take to start the scheduler.

Privilege class

To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy for the policy domain to which the schedule belongs.

Syntax
|—DOma1'n =k
»— DEFine CLIENTAction—Y—node name L >
DOmain—=—Y—domain_name
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|—ACT1' on—=—7Incremental

v

I—ACTi on—=—-rIncremental
—Selective
—Archive

LSUBACT1’on = E

FASTBack
SYSTEMSTate—

—Backup L

SUBACTion—= |_

FASTBack
SYSTEMSTate—

—REStore

—RETrieve

—IMAGEBACkup

—IMAGEREStore

—Command

—Macro

>

I—OPT1' ons—=—opti0n_string—| l—OBJects—=—object_str‘z'ng—|

Wait—=—»No
|_

|—Wa1' t—= No—_|—
Yes

v
v
A

Parameters

node_name (Required)
Specifies the name of the client node that will process the schedule associated
with the action. If you specify multiple node names, separate the names with
commas; do not use intervening spaces. You can use the asterisk wildcard
character to specify multiple names.

DOmain
Specifies the list of policy domains used to limit the list of client nodes. Only
client nodes that are assigned to one of the specified policy domains will be
scheduled. All clients assigned to a matching domain will be scheduled.
Separate multiple domain names with commas and no intervening spaces. If
you do not specify a value, all policy domains will be included in the list.

ACTion
Specifies the action that occurs when this schedule is processed. Possible
values are:

Incremental
Specifies that the schedule backs up all files that are new or that have
changed since the last incremental backup. Incremental also backs up any
file for which all existing backups might have expired.
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Selective
Specifies that the schedule backs up only files that are specified with the
OBJECTS parameter.

Archive
Specifies that the schedule archives files that are specified with the
OBJECTS parameter.

Backup
Specifies that the schedule backs up files that are specified with the
OBJECTS parameter.

REStore
Specifies that the schedule restores files that are specified with the
OBJECTS parameter.

When you specify ACTION=RESTORE for a scheduled operation, and the
REPLACE option is set to PROMPT, no prompting occurs. If you set the
option to PROMPT, the files are skipped.

If you specify a second file specification, this second file specification acts
as the restore destination. If you need to restore multiple groups of files,
schedule one for each file specification that you need to restore.

RETrieve
Indicates that the schedule retrieves files that are specified with the
OBJECTS parameter.

Remember: A second file that is specified acts as the retrieve destination.
If you need to retrieve multiple groups of files, create a separate schedule
for each group of files.

IMAGEBACkup
Specifies that the schedule backs up logical volumes that are specified with
the OBJECTS parameter.

IMAGEREStore
Specifies that the schedule restores logical volumes that are specified with
the OBJECTS parameter.

Command
Specifies that the schedule processes a client operating system command or
script that is specified with the OBJECTS parameter.

Macro
Specifies that a client processes a macro whose file name is specified with
the OBJECTS parameter.

SUBACTion
You can specify one of the following values:

"" When a null string (two double quotes) is specified with
ACTION=BACKUP the backup is an incremental.

FASTBAck
Specifies that a FastBack client operation that is identified by the
ACTION parameter is to be scheduled for processing. The ACTION
parameter must be either ARCHIVE or BACKUP.

SYSTEMSTate
Specifies that a client Systemstate backup is scheduled.
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VApp
Specifies that a client vApp backup is scheduled. A vApp is a
collection of pre-deployed virtual machines.

VM Specifies that a client VMware backup operation is scheduled.

OPTions

Specifies the client options that you specify to the scheduled command at the
time the schedule is processed. This parameter is optional.

Only those options that are valid on the scheduled command can be specified
for this parameter. Refer to the appropriate client manual for information about
options that are valid from the command line. All options described there as
valid only on the initial command line result in an error or are ignored when
running the schedule from the server. For example, do not include the
following options because they have no effect when the client processes the
scheduled command:

MAXCMDRETRIES
OPTFILE
QUERYSCHEDPERIOD
RETRYPERIOD
SCHEDLOGNAME
SCHEDMODE
SERVERNAME
TCPCLIENTADDRESS
TCPCLIENTPORT
If the option string contains multiple options or options with embedded
spaces, surround the entire option string with one pair of apostrophes. Enclose
individual options that contain spaces in quotation marks. A leading minus
sign is required in front of the option. Errors can occur if the option string
contains spaces that are not quoted correctly.
The following examples show how to specify some client options:
* To specify subdir=yes and domain all-Tocal -systemobject, enter:
options='-subdir=yes -domain="all-local -c: -systemobject"'
* To specify domain all-local -c: -d:, enter:
options='-domain="all-local -c: -d:"'

OBJects

Specifies the objects for which the specified action is performed. Use a single
space between each object. This parameter is required except when
ACTION=INCREMENTAL. If the action is a backup, archive, retrieve, or
restore operation, the objects are file spaces, directories, or logical volumes. If
the action is to run a command or macro, the object is the name of the
command or macro to run.

When you specify ACTION=INCREMENTAL without specifying a value for
this parameter, the scheduled command is invoked without specified objects
and attempts to process the objects as defined in the client option file. To select
all file spaces or directories for an action, explicitly list them in the object
string. Entering only an asterisk in the object string causes the backup to occur
only for the directory where the scheduler was started.

Important:
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* If you specify a second file specification, and it is not a valid destination,
you receive this error:
ANS1082E Invalid destination file specification <filespec> entered.

* If you specify more than two file specifications, you receive this error:
ANS1102E Excessive number of command line arguments passed to the
program!

When you specify ACTION=ARCHIVE, INCREMENTAL, or SELECTIVE for
this parameter, you can list a maximum of twenty (20) file specifications.

Enclose the object string in double quotes if it contains blank characters
(spaces), and then surround the double quotes with single quotes. If the object
string contains multiple file names, enclose each file name with its own pair of
double quotes, then surround the entire string with one pair of single quotes.
Errors can occur if file names contain a space that is not quoted correctly.

The following examples show how to specify some file names:
* To specify /home/file 2, /home/gif files, and /home/my test file, enter:
OBJECTS='"/home/file 2" "/home/gif files" "/home/my test file"'
* To specify /home/test file, enter:
OBJECTS='"/home/test file"!

Wait

Specifies whether to wait for a scheduled client operation to complete. This
parameter is useful when defining client actions from a command script or
macro. This parameter is optional. The default is No. Possible values are:

No Specifies that you do not wait for the scheduled client operation to
complete. If you specify this value and the value of the ACTION
parameter is COMMAND, the return code indicates whether the client
action was defined.

Yes

Specifies that you wait for the scheduled client operation to complete. If
you specify this value and the value of the ACTION parameter is
COMMAND, the return code indicates the status of the client operation.

You cannot issue the DEFINE CLIENTACTION command with WAIT=YES from

the server console. However, from the server console, you can:

* Specify WAIT=YES with DEFINE CLIENTACTION as the command line of a
DEFINE SCRIPT command.

* Specify WAIT=YES with DEFINE CLIENTACTION as the command line of a
file whose contents will be read into the script that is defined by a
DEFINE SCRIPT command.

Restriction: If you specify the DEFINE CLIENTACTION command with
WAIT=YES in a macro, the immediate schedules defined by the command
will not roll back if the macro does not complete successfully.

Example: Perform a one-time incremental backup

Issue an incremental backup command for client node TOM assigned to policy
domain EMPLOYEE_RECORDS. IBM Spectrum Protect defines a schedule and
associates the schedule to client node TOM (assuming that the client scheduler is
running).

define clientaction tom domain=employee_ records
action=incremental
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Related commands
Table 57. Commands related to DEFINE CLIENTACTION

Command Description

|[DELETE SCHEDULE| Deletes a schedule from the database.

|[QUERY ASSOCIATION] Displays the clients associated with one or
more schedules.

QUERY EVENT Displays information about scheduled and
completed events for selected clients.

[QUERY SCHEDULE| Displays information about schedules.

[SET CLIENTACTDURATION| Specifies the duration of a schedule defined
using the DEFINE CLIENTACTION
command.
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DEFINE CLIENTOPT (Define an option to an option set)

Use this command to add a client option to an option set.
Privilege class

To issue this command, you must have system privilege or unrestricted policy
privilege.

Syntax

v

»»—DEFine CLIENTOpt—option_set_name—option_name—option_value

Force—=—~No
|_

A\
A

" |—For‘ce = No—_l— |—SE = —l
—= Qnumbeyr—=—number
s

Ye

Parameters

option_set name (Required)
Specifies the name of the option set.

option_name (Required)
Specifies a client option to add to the option set.

Note: To define include-exclude values, specify the include or exclude option
with option-name, and use option_value to specify any valid include or exclude
statement, as you would in the client options file. For example:

define clientopt option_set_name inclexcl "include c:\proj\text\devel.x"
option _value (Required)

Specifies the value for the option. If the option includes more than one value,

enclose the value in quotation marks.

Note:

1. The QUIET and VERBOSE options do not have an option value in the
client option's file. To specify these values in a server client option set,
specify a value of YES or NO.

2. To add an INCLUDE or EXCLUDE option for a file name that contains one
or more spaces, put single quotation marks around the file specification,
and double quotation marks around the entire option. See [“Example: Add

lan option to a client option set” on page 156/ for more information.

3. The option_value is limited to 1024 characters.

Force
Specifies whether the server forces the client to use the option set value. The
value is ignored for additive options, such as INCLEXCL and DOMAIN. The
default is NO. This parameter is optional. The values are:

Yes
Specifies that the server forces the client to use the value. (The client
cannot override the value.)

No Specifies that the server does not force the client to use the value. (The
client can override the value.)
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SEQnumber
Specifies a sequence number when an option name is specified more than
once. This parameter is optional.

Example: Add an option to a client option set

Add a client option (MAXCMDRETRIES 5) to a client option set named ENG.
define clientopt eng maxcmdretries 5

Example: Add an option to exclude a file from backup

Add a client option to the option set ENGBACKUP to exclude the
c:\admin\file.txt from backup services.

define clientopt engbackup inclexcl "exclude c:\admin\file.txt"
Example: Add an option to exclude a directory from backup

Add a client option to the option set WINSPEC to exclude a temporary internet
directory from backup services. When you use the EXCLUDE or INCLUDE option
with file names that contain spaces, put single quotation marks around the file
specification, then double quotation marks around the entire option.

define clientopt winspec inclexcl "exclude.dir ':\...\Temporary Internet Files'"
Example: Add an option to bind files in specified directories

Add client options to the option set WINSPEC to bind all files in directories
C:\Data and C:\Program Files\My Apps to a management class named
PRODCLASS.

define clientopt winspec inclexcl "include C:\Data\...\* prodclass"
define clientopt winspec inclexcl "include 'C:\Program
Files\My Apps\...\*' prodclass"

Related commands
Table 58. Commands related to DEFINE CLIENTOPT

Command Description

[COPY CLOPTSET] Copies a client option set.

[DEFINE CLOPTSET] Defines a client option set.

[DELETE CLIENTOPT| Deletes a client option from a client option
set.

[DELETE CLOPTSET] Deletes a client option set.

[REGISTER NODEJ Defines a client node to the server and sets
options for that user.

[QUERY CLOPTSET] Displays information about a client option
set.

[UPDATE CLIENTOPT| Updates the sequence number of a client
option in a client option set.

[UPDATE CLOPTSET] Updates the description of a client option set.

PDATE NODE Changes the attributes that are associated

with a client node.
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DEFINE CLOPTSET (Define a client option set nhame)

Use this command to define a name for a set of options you can assign to clients
for archive, backup, restore, and retrieve operations.

To add options to the new set, issue the DEFINE CLIENTOPT command.
Privilege class

To issue this command, you must have system privilege or unrestricted policy
privilege.

Syntax

»>—DEFine CLOptset—option_set_name |_ _| ><
DESCription—=—description

Parameters

option_set name (Required)
Specifies the name of the client option set. The maximum length of the name is
64 characters.

DESCription
Specifies a description of the client option set. The maximum length of the
description is 255 characters. The description must be enclosed in quotation
marks if it contains any blank characters. This parameter is optional.

Example: Define a client option set

To define a client option set named ENG issue the following command.

define cloptset eng

Related commands
Table 59. Commands related to DEFINE CLOPTSET

Command Description

[COPY CLOPTSET] Copies a client option set.

[DEFINE CLIENTOPT] Adds a client option to a client option set.

[DELETE CLIENTOPT| Deletes a client option from a client option
set.

[IDELETE CLOPTSET] Deletes a client option set.

|QUERY CLOPTSET| Displays information about a client option
set.

[UPDATE CLIENTOPT] Updates the sequence number of a client
option in a client option set.

[UPDATE CLOPTSET| Updates the description of a client option set.
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DEFINE COLLOCGROUP (Define a collocation group)

Use this command to define a collocation group. A collocation group is a group of
nodes or file spaces on a node whose data is collocated on a minimal number of
sequential access volumes. Their data is collocated only if the storage pool
definition is set to collocate by group (COLLOCATE=GROUP).

Privilege class

To issue this command, you must have system or unrestricted storage privilege.

Syntax

»»—DEFine COLLOCGroup—group_name |_ _|
DESCription—=—description

Parameters

group_name
Specifies the name of the collocation group name that you want to create. The
maximum length of the name is 30 characters.

DESCription
Specifies a description of the collocation group. This parameter is optional. The
maximum length of the description is 255 characters. Enclose the description in
quotation marks if it contains any blank characters.

Define a collocation group

To define a node or file space collocation group named GROUP1, issue the
following command:

define collocgroup groupl

Related commands
Table 60. Commands related to DEFINE COLLOCGROUP

Command Description

[DEFINE COLLOCMEMBER| Adds a client node or file space to a
collocation group.

[DEFINE STGPOOL| Defines a storage pool as a named collection
of server storage media.

[DELETE COLLOCGROUP| Deletes a collocation group.

[DELETE COLLOCMEMBER| Deletes a client node or file space from a
collocation group.

IMOVE NODEDATA| Moves data for one or more nodes, or a
single node with selected file spaces.

[QUERY COLLOCGROUP| Displays information about collocation
groups.

QUERY NODE Displays partial or complete information
about one or more clients.

[QUERY NODEDATA| Displays information about the location and
size of data for a client node.

[QUERY STGPOOL] Displays information about storage pools.
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Table 60. Commands related to DEFINE COLLOCGROUP (continued)

Command Description
EMOVE NODE Removes a client from the list of registered
nodes for a specific policy domain.
[UPDATE COLLOCGROUP| Updates the description of a collocation
group.
[UPDATE STGPOOL] Changes the attributes of a storage pool.
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DEFINE COLLOCMEMBER (Define collocation group member)

Issue this command to add a client node to a collocation group or to add a file
space from a node to a collocation group. A collocation group is a group of nodes
or file spaces on a node whose data is collocated on a minimal number of
sequential access volumes.

Privilege class
To issue this command, you must have system or unrestricted storage privilege.

Syntax

Add a node to a collocation group

v

»>—DEFine COLLOCMember—group_name

node_name >

Parameters

group_name
Specifies the name of the collocation group to which you want to add a client
node.

node_name
Specifies the name of the client node that you want to add to the collocation
group. You can specify one or more names. Separate multiple names with
commas; do not use intervening spaces. You can also use wildcard characters
to specify multiple names.

Add a file space from a node to a collocation group

»»—DEFine COLLOCMember—group_name—node_name >

|—NAMETpr =—SERVER

»—FIlespace—=—

file_space_name

UNIcode—|

|—NAMETpr = i:SERV ER
FSID

|—CODETypc =—BO0TH

UNIcode
NONUNIcode—

|—CODETypc = |:BOTH

Parameters

group_name
Specifies the name of the collocation group to which you want to add a file
space.

IBM Spectrum Protect for AIX: Administrator's Reference



node_name
Specifies the client node where the file space is located.

FIlespace
Specifies the file_space_name on the client node that you want to add to the
collocation group. You can specify one or more file space names that are on a
specific client node. If you specify multiple file space names, separate the
names with commas with no intervening spaces. You can also use wildcard
characters to specify multiple file space names. For example:

define collocmember manufacturing 1inux237 filespace=*_linux_fs

This command places all file spaces on the 1inux237 node with a name that
ends with _Tlinux_fs into the manufacturing collocation group.

See the following list for tips about working with collocation groups:

* When you add members to a new collocation group, the type of the first
collocation group member determines the type of the collocation group. The
group can either be a node collocation group or a file space collocation

group.

Restriction: After the collocation group type is set, it cannot be changed.

* You cannot mix collocation group member types when you add members to
a collocation group (either a node group or a file space group).

* For a file space collocation group, you can add file spaces to the group. The
file spaces must use the same value as the node_name parameter that is
specified when the collocation group is established.

* A client node can be included in multiple file space groups. However, if a
node is a member of a node collocation group, it cannot be a member of a
file space collocation group.

* A file space can be a member of only one file space group.

NAMEType
Specify how you want the server to interpret the file space names that you
enter. Specify this parameter when the server communicates with clients that
have Unicode support. A backup-archive client with Unicode support is
available only for Windows, Macintosh OS 9, Macintosh OS X, and NetWare
systems. The filespace name cannot be a wildcard character when NAMETYPE is
specified for a filespace collocation group. The default value is SERVER. You
can specify one of the following values:

SERVER
The server uses the server code page to interpret the file space names.

UNIcode
The server converts the file space names from the server code page to the
UTF-8 code page. Whether the name can be converted depends on the
characters in the names and the server code page. Conversion might fail if
the string includes characters that are not available in the server code page,
or if the server cannot access system conversion routines.

FSID
The server interprets the file space names by their file space IDs (FSIDs).

CODEType
Specify how you want the server to interpret the file space names that you
enter. Use this parameter when you use a wildcard character for the file space
name. For example:
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define collocmember production Win_3419 filespace=* codetype=unicode

This example command adds all file spaces from the Win_3419 node to the
production collocation group. The default is BOTH, so the file spaces are
included, regardless of code page type. You can specify one of the following

values:

BOTH

Include the file spaces, regardless of code page type.

UNIcode

Include file spaces that are only in Unicode.

NONUNIcode

Include file spaces that are not in Unicode.

Define two collocation group members

Define two members, NODE1 and NODE2, to a collocation group, GROUP1.

define collocmember groupl nodel,node2

Define one file space group member CNTR90524, on node clifton
to collocation group TSM_alpha_1

define collocmember TSM alpha 1 clifton filespace=CNTR90524

Related commands

Table 61. Commands related to DEFINE COLLOCMEMBER

Command

Description

[DEFINE COLLOCGROUP|

Defines a collocation group.

[DEFINE STGPOOL]

Defines a storage pool as a named collection
of server storage media.

[DELETE COLLOCGROUP|

Deletes a collocation group.

[IDELETE COLLOCMEMBER|

Deletes a client node or file space from a
collocation group.

[DELETE FILESPACE|

Deletes data associated with client file
spaces. If a file space is part of a collocation
group and you remove the file space from a
node, the file space is removed from the
collocation group.

[MOVE NODEDATA|

Moves data for one or more nodes, or a
single node with selected file spaces.

[QUERY COLLOCGROUP| Displays information about collocation
groups.

QUERY NODE Displays partial or complete information
about one or more clients.

|[QUERY NODEDATA| Displays information about the location and
size of data for a client node.

|[QUERY STGPOOL] Displays information about storage pools.

EMOVE NODE Removes a client from the list of registered

nodes for a specific policy domain.

[UPDATE COLLOCGROUP|

Updates the description of a collocation
group.

[UPDATE STGPOOL/

Changes the attributes of a storage pool.
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DEFINE COPYGROUP (Define a copy group)

Use this command to define a new backup or archive copy group within a specific
management class, policy set, and policy domain. The server uses the backup and
archive copy groups to control how clients back up and archive files, and to
manage the backed-up and archived files.

To enable clients to use the new copy group, you must activate the policy set that
contains the new copy group.

You can define one backup and one archive copy group for each management
class. To ensure that client nodes can back up files, include a backup copy group in
the default management class for a policy set.

Attention: The DEFINE COPYGROUP command fails if you specify a copy storage
pool as a destination.

The DEFINE COPYGROUP command has two forms, one for defining a backup copy
group and one for defining an archive copy group. The syntax and parameters for
each form are defined separately.

+ ["'DEFINE COPYGROUP (Define an archive copy group)” on page 170
+ ["'DEFINE COPYGROUP (Define a backup copy group)” on page 165|

Table 62. Commands related to DEFINE COPYGROUP

Command Description

[ASSIGN DEFMGMTCLASS| Assigns a management class as the default
for a specified policy set.

BACKUP NODE Backs up a network-attached storage (NAS)
node.

[COPY MGMTCLASS| Creates a copy of a management class.

[DEFINE MGMTCLASS| Defines a management class.

[DEFINE STGPOOL| Defines a storage pool as a named collection
of server storage media.

[DELETE COPYGROUP| Deletes a backup or archive copy group from
a policy domain and policy set.

[DELETE MGMTCLASS| Deletes a management class and its copy
groups from a policy domain and policy set.

[EXPIRE INVENTORY| Manually starts inventory expiration
processing.

[QUERY COPYGROUP| Displays the attributes of a copy group.

[QUERY MGMTCLASS| Displays information about management
classes.

[SET ARCHIVERETENTIONPROTECTION] Specifies whether data retention protection is
activated.

[UPDATE COPYGROUP| Changes one or more attributes of a copy
group.
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DEFINE COPYGROUP (Define a backup copy group)

Use this command to define a new backup copy group within a specific
management class, policy set, and policy domain.

Privilege class
To issue this command, you must have system privilege, unrestricted policy

privilege, or restricted policy privilege for the policy domain to which the copy
group belongs.

Syntax
STANDARD—l
»—DEFine COpygroup—domain_name—policy_set_name—class_name |_ _| >
STANDARD
—Type—=—Backup—| FREQuency—=—0——
> _| DESTination—=—pool_name |_ >
—Type—=—-Backup FREQuency—=—days—
—VERExists—=—2 |—VERDe1eted =—1
—VERExists—= number |—VERDe]eted = number
|—N0L1'm1'1:—| |—N0L1'm1't—|
—RETExtra—=—30 |—RETOn1y =—60

RETExtra—= days l—RETOn]y = days
I—NOL]'mit—| |—N0L1'm1't—|

|—MODE—=—MOD1' fied |—SER1' alization—=—SHRSTatic

v
v

|—MODE—= ODified:I— l—SERiah‘zation—= SHRSTatic
ABSolute STatic
SHRDYnamic—|
DYnamic
I—TOCDesti nati 0n—=—pool_name—I
Parameters

domain_name (Required)
Specifies the policy domain for which you are defining the copy group.

policy set _name (Required)
Specifies the policy set for which you are defining the copy group.

You cannot define a copy group for a management class that belongs to the
ACTIVE policy set.

class_name (Required)
Specifies the management class for which you are defining the copy group.

STANDARD
Specifies the name of the copy group, which must be STANDARD. This
parameter is optional. The default value is STANDARD.
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Type=Backup
Specifies that you want to define a backup copy group. The default parameter
is BACKUP. This parameter is optional.

DESTination (Required)
Specifies the primary storage pool where the server initially stores backup
data. You cannot specify a copy storage pool as the destination.

FREQuency
Specifies how frequently IBM Spectrum Protect can back up a file. This
parameter is optional. IBM Spectrum Protect backs up a file only when the
specified number of days has elapsed since the last backup. The FREQUENCY
value is used only during a full incremental backup operation. This value is
ignored during selective backup or partial incremental backup. You can specify
an integer from 0 to 9999. The default value is 0, meaning that IBM Spectrum
Protect can back up a file regardless of when the file was last backed up.

VERExists
Specifies the maximum number of backup versions to retain for files that are
currently on the client file system. This parameter is optional. The default
value is 2.

If an incremental backup operation causes the limit to be exceeded, the server
expires the oldest backup version that exists in server storage. Possible values
are:

number
Specifies the number of backup versions to retain for files that are
currently on the client file system. You can specify an integer from 1 to
9999.

NOLimit
Specifies that you want the server to retain all backup versions.

The number of backup versions to retain is controlled by this parameter until
versions exceed the retention time specified by the RETEXTRA parameter.

VERDeleted
Specifies the maximum number of backup versions to retain for files that have
been deleted from the client file system after being backed up using IBM
Spectrum Protect. This parameter is optional. The default value is 1.

If a user deletes a file from the client file system, the next incremental backup
causes the server to expire the oldest versions of the file in excess of this
number. The expiration date for the remaining versions is determined by the
retention time specified by the RETEXTRA or RETONLY parameter. Possible
values are:

number
Specifies the number of backup versions to retain for files that are deleted
from the client file system after being backed up. You can specify an
integer from 0 to 9999.

NOLimit
Specifies that you want the server to retain all backup versions for files
that are deleted from the client file system after being backed up.

RETExtra
Specifies the number of days to retain a backup version after that version
becomes inactive. A version of a file becomes inactive when the client stores a
more recent backup version, or when the client deletes the file from the
workstation and then runs a full incremental backup. The server deletes
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inactive versions based on retention time even if the number of inactive
versions does not exceed the number allowed by the VEREXISTS or
VERDELETED parameters. This parameter is optional. The default value is 30
days. Possible values are:

days
Specifies the number of days to retain inactive backup versions. You can
specify an integer from 0 to 9999.

NOLimit
Specifies that you want to retain inactive backup versions indefinitely.

If you specify NOLIMIT, the server deletes inactive backup versions based
on the VEREXISTS parameter (when the file still exists on the client file
system) VERDELETED parameter (when the file no longer exists on the
client file system).

RETOnly
Specifies the number of days to retain the last backup version of a file that has
been deleted from the client file system. This parameter is optional. The default
value is 60. Possible values are:

days
Specifies the number of days to retain the last remaining inactive version
of a file. You can specify an integer from 0 to 9999.

NOLimit
Specifies that you want to keep the last remaining inactive version of a file
indefinitely.
If you specify NOLIMIT, the server retains the last remaining backup

version forever, unless a user or administrator deletes the file from server
storage.

MODE
Specifies whether IBM Spectrum Protect backs up a file only if the file has
changed since the last backup, or whenever a client requests a backup. This
parameter is optional. The default value is MODIFIED. Possible values are:

MODified
Specifies that IBM Spectrum Protect backs up the file only if it has changed
since the last backup. IBM Spectrum Protect considers a file changed if any
of the following is true:

* The date last modified is different

e The file size is different

* The file owner is different

* The file permissions are different
ABSolute

Specifies that IBM Spectrum Protect backs up the file regardless of whether
it has been modified.

The MODE value is used only for full incremental backup. This value is
ignored during partial incremental backup or selective backup.

SERialization
Specifies how IBM Spectrum Protect processes files or directories when they
are modified during backup processing. This parameter is optional. The default
value is SHRSTATIC. Possible values are:
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SHRSTatic
Specifies that IBM Spectrum Protect backs up a file or directory only if it is
not being modified during backup. IBM Spectrum Protect attempts to
perform a backup as many as four times, depending on the value specified
for the CHANGINGRETRIES client option. If the file or directory is modified
during each backup attempt, IBM Spectrum Protect does not back it up.

STatic
Specifies that IBM Spectrum Protect backs up a file or directory only if it is
not being modified during backup. IBM Spectrum Protect attempts to
perform the backup only once.

Platforms that do not support the STATIC option default to SHRSTATIC.

SHRDYnamic
Specifies that if the file or directory is being modified during a backup
attempt, IBM Spectrum Protect backs up the file or directory during the
last attempt even though the file or directory is being modified. IBM
Spectrum Protect attempts to perform a backup as many as four times,
depending on the value specified for the CHANGINGRETRIES client option.

DYnamic
Specifies that IBM Spectrum Protect backs up a file or directory on the first
attempt, regardless of whether the file or directory is being modified
during backup processing.

Attention: Be careful about using the SHRDYNAMIC and DYNAMIC
values. IBM Spectrum Protect uses these values to determine if it backs up
a file or directory while modifications are occurring. As a result, the
backup version might be a fuzzy backup. A fuzzy backup does not
accurately reflect what is currently in the file or directory because it
contains some, but not all, modifications. If a file that contains a fuzzy
backup is restored, the file may or may not be usable, depending on the
application that uses the file. If a fuzzy backup is not acceptable, set
SERIALIZATION to SHRSTATIC or STATIC so that IBM Spectrum Protect
creates a backup version only if the file or directory is not being modified.

TOCDestination

Specifies the primary storage pool in which a table of contents (TOC) will
initially be stored for any Network Data Management Protocol (NDMP)
backup or backup set operation for which a TOC is generated. This parameter
is optional. You cannot specify a copy storage pool as the destination. The
storage pool specified for the destination must have NATIVE or NONBLOCK
data format. To avoid mount delays, it is recommended that the storage pool
have a device class of DISK or DEVTYPE=FILE. TOC generation is an option
for NDMP backup operations, but is not supported for other image-backup
operations.

If TOC creation is requested for a backup operation that uses NDMP and the
image is bound to a management class whose backup copy group does not
specify a TOC destination, the outcome will depend on the TOC parameter for
the backup operation.

* If TOC=PREFERRED (the default), the backup proceeds without creation of
a TOC.

* If TOC=YES, the entire backup fails because no TOC can be created.
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Example: Create a backup copy group

Create a backup copy group named STANDARD for management class
ACTIVEFILES in policy set VACATION in the EMPLOYEE_RECORDS policy
domain. Set the backup destination to BACKUPPOOL. Set the minimum interval
between backups to three days, regardless of whether the files have been modified.
Retain up to five backup versions of a file while the file exists on the client file
system.

define copygroup employee_records

vacation activefiles standard type=backup

destination=backuppool frequency=3
verexists=5b mode=absolute
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DEFINE COPYGROUP (Define an archive copy group)

Use this command to define a new archive copy group within a specific
management class, policy set, and policy domain.

Privilege class

To issue this command, you must have system privilege, unrestricted policy
privilege, or restricted policy privilege for the policy domain to which the copy
group belongs.

Syntax

STANDARD
_|

\/

»—DEFine COpygroup—domain_name—policy_set_name—class_name |_ _|
STANDARD

FREQuen cy—=—Cmd—|

»—Type—=—-Archive—DESTination—=—pool_name |_ _| >
FREQuency—=—-Cmd
—RETVer—=—365 |—RETIn1't—=—CREAT1'on—|
—RETVer—= |_days l—RETIm‘t—=—EVentJ
NOLimit
—RETMin—=—365 —MODE—=—-ABSo1 ute—l
_RETMin—=——days——' L-MODE—=—~ABSo] u’ce—|

—SERialization—=—SHRSTatic

L_SERialization—= SHRSTatic
STatic
SHRDYnamic—|

DYnamic

Parameters

domain_name (Required)
Specifies the name of the policy domain for which you are defining the copy
group.

policy set_name (Required)
Specifies the name of the policy set for which you are defining the copy group.

You cannot define a copy group for a management class that belongs to the
ACTIVE policy set.

class_name (Required)
Specifies the name of the management class for which you are defining the

copy group.
STANDARD

Specifies the name of the copy group, which must be STANDARD. This
parameter is optional. The default value is STANDARD.

Type=Archive (Required)
Specifies that you want to define an archive copy group.
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DESTination (Required)
Specifies the primary storage pool where the server initially stores the archive
copy. You cannot specify a copy storage pool as the destination.

FREQuency=Cmd
Specifies the copy frequency, which must be CMD. This parameter is optional.
The default value is CMD.

RETVer
Specifies the number of days to keep an archive copy. This parameter is
optional. The default value is 365. Possible values are:

days
Specifies the length of time to keep an archive copy. You can specify an
integer in the range 0 - 30000.

The RETENTIONEXTENSION server option can affect the volume retention if
the following conditions are true:

* You specify zero for the number of days

* The destination storage pool for the archive copy group is a SnapLock
storage pool (RECLAMATIONTYPE=SNAPLOCK)

If the two conditions are met, retention of the volumes is defined by the
value of the RETENTIONEXTENSION server option. The RETENTIONEXTENSION
server option value also applies if data is copied or moved into the
SnapLock storage pool by a server process such as migration, or by using
the MOVE DATA or MOVE NODEDATA commands.

NOLimit
Specifies that you want to keep an archive copy indefinitely.

If you specify NOLIMIT, the server retains archive copies forever, unless a
user or administrator deletes the file from server storage. If you specify
NOLIMIT, you cannot also specify EVENT for the RETINIT parameter.

The value of the RETVER parameter can affect the management class to which
the server binds an archived directory. If the client does not use the ARCHMC
option, the server binds directories that are archived to the default
management class. If the default management class has no archive copy group,
the server binds directories that are archived to the management class with the
shortest retention period.

The RETVER parameter of the archive copy group of the management class to
which an object is bound determines the retention criterion for each object. See
the SET ARCHIVERETENTIONPROTECTION command for a description of data
protection.

If the primary storage pool specified in the DESTINATION parameter belongs to a
Centera device class and data protection is enabled, then the RETVER value is
sent to Centera for retention management purposes. See the SET
ARCHIVERETENTIONPROTECTION command for a description of data protection.

RETInit
Specifies when the retention time specified by the RETVER attribute is
initiated. This parameter is optional. If you define the RETINIT value during
copy group creation, you cannot modify it later. The default value is
CREATION. Possible values are:
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CREATion
Specifies that the retention time specified by the RETVER attribute is
initiated at the time an archive copy is stored on the IBM Spectrum Protect
server.

EVent
Specifies that the retention time specified in the RETVER parameter is
initiated at the time a client application notifies the server of a
retention-initiating event for the archive copy. If you specify
RETINIT=EVENT, you cannot also specify RETVER=NOLIMIT.

Tip: You can place a deletion hold on an object that was stored with
RETINIT=EVENT for which the event has not been signaled. If the event is
signaled while the deletion hold is in effect, the retention period is initiated,
but the object is not deleted while the hold is in effect.

RETMin

Specifies the minimum number of days to keep an archive copy after it is
archived. This parameter is optional. The default value is 365. If you specify
RETINIT=CREATION, this parameter is ignored.

MODE=ABSolute

Specifies that a file is always archived when the client requests it. The MODE
must be ABSOLUTE. This parameter is optional. The default value is
ABSOLUTE.

SERialization

Specifies how IBM Spectrum Protect processes files that are modified during
archive. This parameter is optional. The default value is SHRSTATIC. Possible
values are:

SHRSTatic
Specifies that IBM Spectrum Protect archives a file only if it is not being
modified. IBM Spectrum Protect attempts to perform an archive operation
as many as four times, depending on the value that is specified for the
CHANGINGRETRIES client option. If the file is modified during the archive
attempt, IBM Spectrum Protect does not archive the file.

STatic
Specifies that IBM Spectrum Protect archives a file only if it is not being
modified. IBM Spectrum Protect attempts to perform the archive operation
only once.

Platforms that do not support the STATIC option default to SHRSTATIC.

SHRDYnamic
Specifies that if the file is being modified during an archive attempt, IBM
Spectrum Protect archives the file during its last attempt even though the
file is being modified. IBM Spectrum Protect attempts to archive the file as
many as four times, depending on the value that is specified for the
CHANGINGRETRIES client option.

DYnamic
Specifies that IBM Spectrum Protect archives a file on the first attempt,
regardless of whether the file is being modified during archive processing.

IBM Spectrum Protect for AIX: Administrator's Reference



Attention: Be careful about using the SHRDYNAMIC and DYNAMIC
values. IBM Spectrum Protect uses them to determine if it archives a file
while modifications are occurring. As a result, the archive copy might be a
fuzzy backup. A fuzzy backup does not accurately reflect what is in the file
because it contains some, but not all, modifications. If a file that contains a
fuzzy backup is retrieved, the file might or might not be usable, depending
on the application that uses the file. If a fuzzy backup is not acceptable, set
SERIALIZATION to SHRSTATIC or STATIC so that IBM Spectrum Protect
creates an archive copy only if the file is not being modified.

Example: Define an archive copy group for event-based retention

Create an archive copy group named STANDARD for management class
EVENTMC in policy set SUMMER in the PROGL1 policy domain. Set the archive
destination to ARCHIVEPOOL, where the archive copy is kept until the server is
notified of an event to initiate the retention time, after which the archive copy is
kept for 30 days. The archive copy will be kept for a minimum of 90 days after
being stored on the server, regardless of when the server is notified of an event to
initiate the retention time.

define copygroup progl summer eventmc standard type=archive
destination=archivepool retinit=event retver=30 retmin=90
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DEFINE DATAMOVER (Define a data mover)

Use this command to define a data mover. A data mover is a named device that
accepts a request from IBM Spectrum Protect to transfer data. A data mover can be
used to complete outboard copy operations.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

Type—=—NAS
»»>—DEFine DATAMover—data_mover_name L >

(1) (2)

Type—=—|:NASCLUSTER
NASVSERVER:

—LLAddress—=—10000——
»—HLAddress—=—address USERid—=—userid
—LLAddress—=—tcp_port—

v

—ONLine—=—yYes

»—PASsword—=—password >
—ONLine—= Yes
No
»—DATAFormat—= NETAPPDump >«
—CELERRADuUmp—
'—NDMPDump
Notes:

1 You can specify TYPE=NASCLUSTER and TYPE=NASVSERVER only on an AIX,
Linux, or Windows operating system.

2 You can specify TYPE=NASCLUSTER and TYPE=NASVSERVER only if
DATAFORMAT=NETAPPDUMP.

Parameters

data_mover _name (Required)
Specifies the name of the data mover. This name must be the same as a node
name that you previously registered by using the REGISTER NODE TYPE=NAS
command. The data that is backed up from this NAS data mover will be
assigned to this node name in the server database. A maximum of 64
characters can be used to specify the name.

Type
Specifies the type of data mover. This parameter is optional. The default value
is NAS.

NAS
Specifies that the data mover is a NAS file server.

NASCLUSTER
Specifies that the data mover is a clustered NAS file server.
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Restriction: You can specify the NASCLUSTER value only if
DATAFORMAT=NETAPPDUMP.

NASVSERVER
Specifies that the data mover is a virtual storage device within a cluster.

Restriction: You can specify the NASVSERVER value only if
DATAFORMAT=NETAPPDUMP.

HLAddress (Required)
Specifies either the numerical IP address or the domain name that is used to
access the NAS file server.

Tip: To determine the numerical IP address, access the NAS file server. Then,
follow the instructions in the file server documentation for obtaining the
address.

LLAddress
Specifies the TCP port number to access the NAS device for Network Data
Management Protocol (NDMP) sessions. This parameter is optional. The
default value is 10000.

USERid (Required)
Specifies the user ID for a user that is authorized to initiate an NDMP session
with the NAS file server. For example, enter the user ID that is configured on
the NetApp file server for NDMP connections.

Tip: To determine the user ID, access the NAS file server. Then, follow the
instructions in the file server documentation for obtaining the user ID.

PASsword (Required)
Specifies the password for the user ID to log on to the NAS file server.

Tip: To determine the password, access the NAS file server. Then, follow the
instructions in the file server documentation for obtaining the password.

ONLine
Specifies whether the data mover is available for use. This parameter is
optional. The default is YES.

Yes
The default value. Specifies that the data mover is available for use.

No Specifies that the data mover is not available for use. When the hardware
is being maintained, you can use the UPDATE DATAMOVER command to set the
data mover offline.

If a library is controlled by using a path from a NAS data mover to the
library, and the NAS data mover is offline, the server is not able to access
the library. If the server is halted and restarted while the NAS data mover
is offline, the library is not initialized.

DATAFormat (Required)
Specifies the data format that is used by this data mover.

NETAPPDump
Must be used for NetApp NAS file servers and the IBM System Storage® N
Series.

CELERRADump
Must be used for EMC Celerra NAS file servers.
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NDMPDump
Must be used for NAS file servers other than NetApp or EMC file servers.

Example: Define a data mover by domain name

Define a data mover for the node named NAS]1. The domain name for the data
mover is NETAPP2 EXAMPLE.COM at port 10000.

define datamover nasl type=nas hladdress=netapp2.example.com 1laddress=10000
userid=root password=admin dataformat=netappdump

Example: Define a data mover by IP address

Define a data mover for the node named NAS2. The numerical IP address for the
data mover is 203.0.113.0, at port 10000. The NAS file server is not a NetApp or
EMC file server.

define datamover nas2 type=nas hladdress=203.0.113.0 Tladdress=10000
userid=root password=admin dataformat=ndmpdump

Example: Define a data mover for a clustered file server by IP
address

Define a data mover for the clustered file server named NAS3. The NAS file server
is a NetApp device. The numerical IP address for the data mover is 198.51.100.0, at
port 10000.

define datamover nas3 type=nascluster hladdress=198.51.100.0
11address=10000 userid=root password=admin dataformat=netappdump

Related commands
Table 63. Commands related to DEFINE DATAMOVER

Command Description

Defines a path from a source to a destination.

[DELETE DATAMOVER| Deletes a data mover.

[QUERY DATAMOVER) Displays data mover definitions.

[REGISTER NODE| Defines a client node to the server and sets
options for that user.

[UPDATE DATAMOVER| Changes the definition for a data mover.
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DEFINE DEVCLASS (Define a device class)

Use this command to define a device class for a type of storage device. The server
requires that a device class be defined to allow the use of a device.

For the most up-to-date list of supported devices and valid device class formats,
see the IBM Spectrum Protect Supported Devices website:

[Supported devices for AIX and Windows|

Note: The DISK device class is defined by IBM Spectrum Protect and cannot be
modified with the DEFINE DEVCLASS command.

If you are defining a device class for devices that are to be accessed through a
z/0S media server, see |"DEFINE DEVCLASS - z/OS media server (Define devicel
[class for z/OS media server)” on page 240

The following IBM Spectrum Protect device classes are ordered by device type.
+ ["'DEFINE DEVCLASS (Define a 3590 device class)” on page 17§|

[“DEFINE DEVCLASS (Define a 3592 device class)” on page 182

[“DEFINE DEVCLASS (Define a 4MM device class)” on page 189|

["DEFINE DEVCLASS (Define an 8MM device class)” on page 193]

[“DEFINE DEVCLASS (Define a CENTERA device class)” on page 199
[“DEFINE DEVCLASS (Define a DLT device class)” on page 201]

["DEFINE DEVCLASS (Define an ECARTRIDGE device class)” on page 207
[“DEFINE DEVCLASS (Define a FILE device class)” on page 214|

[“DEFINE DEVCLASS (Define a GENERICTAPE device class)” on page 217]
["DEFINE DEVCLASS (Define an LTO device class)” on page 220|

[“DEFINE DEVCLASS (Define a NAS device class)” on page 227]

["DEFINE DEVCLASS (Define a REMOVABLEFILE device class)” on page 230|
[“DEFINE DEVCLASS (Define a SERVER device class)” on page 233|

+ [“DEFINE DEVCLASS (Define a VOLSAFE device class)” on page 235|

Table 64. Commands related to DEFINE DEVCLASS

Command Description

[BACKUP DEVCONFIG| Backs up IBM Spectrum Protect device
information to a file.

[DEFINE LIBRARY]| Defines an automated or manual library.

[DELETE DEVCLASS| Deletes a device class.

[QUERY DEVCLASS Displays information about device classes.

[QUERY DIRSPACE] Displays information about FILE directories.

[UPDATE DEVCLASS| Changes the attributes of a device class.
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DEFINE DEVCLASS (Define a 3590 device class)

Use the 3590 device class when you are using 3590 tape devices.

If you are defining a device class for devices that are to be accessed through a
2/0S media server, see ["DEFINE DEVCLASS (Define a 3590 device class for z/OS|
[media server)” on page 241

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

\/

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name

|—FORMAT =—DRIVE

»—DEVType—=—3590

|—FORMAT = DRIVE |—ESTCAPacity—=—sz’ze—|
3590B—
3590C—
3590E-B—
3590E-C—
3590H-B—
3590H-C—-

|—PREFIX =—~ADSM |—MOUNTRetent10n—=—60

»-

|—PREFIX = |_ADSM _| |—MOUNTRetent1’on—=—minute$—
tape_volume_prefix

|—MOUNTWa1' t—=—60

I—MOUNTWai t—=—minutes— |—MOUNT Limit—=——_—DRIVES
—number}

—0

|—MOUNTL1'm1' t—=—DRIVES

\
Y
A

Parameters

device _class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)

Specifies the name of the defined library object that contains the tape drives
that can be used by this device class.

For information about defining a library object, see the DEFINE LIBRARY
command.

DEVType=3590 (Required)
Specifies the 3590 device type is assigned to the device class. 3590 indicates
that IBM 3590 cartridge tape devices are assigned to this device class.

FORMAT
Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.
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If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

The following tables list the recording formats, estimated capacities, and
recording format options for 3590 devices:

Table 65. Recording formats and default estimated capacities for 3590

Estimated -
Format Capacity Description
DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.
3590B 10.0 GB Uncompressed (basic) format
3590C See note Compressed format
20.0 GB
3590E-B 10.0 GB Uncompressed (basic) format, similar to the 3590B
format
3590E-C See note Compressed format, similar to the 3590C format
20.0 GB
3590H-B 30.0 GB (J Uncompressed (basic) format, similar to the 3590B
cartridge — format
standard—
length)
60.0 GB (K
cartridge -
extended length)
3590H-C See note Compressed format, similar to the 3590C format
60.0 GB (J
cartridge -
standard length)
120.0 GB (K
cartridge -
extended length)

Note: If this format uses the tape drive hardware compression feature, depending on the
effectiveness of compression, the actual capacity might be greater than the listed value.

Table 66. 3590 device recording format selections

Format
Device
3590B 3590C 3590E-B 3590E-C 3590H-B 3590H-C
3590 Read /Write | Read /Write - - - -
Ultra SCSI | Read/Write | Read /Write - - - -
3590E Read Read Read/Write | Read /Write - -
3590H Read Read Read Read Read /Write | Read /Write
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ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types, setting this parameter to a low value
(for example, two minutes) enhances device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
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respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DEFINE DEVCLASS (Define a 3592 device class)

Use the 3592 device class when you are using 3592 tape devices.

If you are defining a device class for devices that are to be accessed through a
2/08S media server, see ["DEFINE DEVCLASS (Define a 3592 device class for z/OS|
[media server)” on page 246

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

\/

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name

(1)
|—LBProtect =—No |—w0RM—=—N0
»—DEVType—=—3592 |_ |_ >
LBProtect—= READWrite WORM—= Yes_—l—
EWRITEOnl y— No
No
|—SCALECAPac1ty—=—100— |—FORMAT =—-DRIVE
I—SCALECAPacity = 100 |—FORMAT = DRIVE
90 —3592——
—20— —3592C—
—3592-2—
—3592-2C—
—3592-3—
—3592-3C—
—3592-4—
L-3592-4C-
PREFIX—=—ADSM
|—ESTCAPacity—=—size—| |—PREFIX = ADSM _|
tape_volume_prefix
|—MOUNTRetent1' on—=—=~60 |—MOUNTWa1' t—=—=60
|—MOUNTRetenti0n—=—minutes— I—MOUNTWai’c—=—minute5—

(1) (2)
|—M0UNTL1'm1't =—0DRIVES |—DRIVEEncrypt1'on =—ALLOW
|—MOUNTL1‘m1‘t = DRIVES |—DRIVEEncrypﬁon = ON

—numbe r—| ALLOW——
0 EXTERNAL—
OFF
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Notes:
1 You cannot specify both WORM=Yes and DRIVEENCRYPTION=ON.

2 Drive encryption is supported only for 3592 Generation 2 or later drives.

Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)

Specifies the name of the defined library object that contains the tape drives
that can be used by this device class.

For information about defining a library object, see the DEFINE LIBRARY
command.

DEVType=3592 (Required)
Specifies that the 3592 device type is assigned to the device class.

LBProtect

Specifies whether logical block protection is used to ensure the integrity of
data stored on tape. When LBPROTECT is set to READWRITE or to WRITEONLY,
the server uses this feature of the tape drive for logical block protection and

generates cyclic redundancy check (CRC) protection information for each data
block written on tape. The server also validates the CRC protection information
when data is read from the tape.

The default is NO.
The following values are possible:

READWrite
Specifies that logical block protection is enabled in the server and the tape
drive for both read and write operations. Data is stored with CRC
information in each block. This mode affects performance because
additional processor usage is required for IBM Spectrum Protect and the
tape drive to calculate and compare CRC values. The READWRITE value
does not affect backup sets and data that is generated by the BACKUP DB
command.

When the LBPROTECT parameter is set to READWRITE, you do not have to
specify the CRCDATA parameter in a storage pool definition because logical
block protection provides better protection against data corruption.

WRITEOnly
Specifies that logical block protection is enabled in the server and the tape
drive for write operations only. Data is stored containing CRC information
in each block. For read operations, the server and the tape drive do not
validate the CRC. This mode affects performance because additional
processor usage is required for IBM Spectrum Protect to generate the CRC
and for the tape drive to calculate and compare CRC values for write
operations. The WRITEONLY value does not affect backup sets and data
that are generated by the BACKUP DB command.

No Specifies that logical block protection is not enabled in the server and the
tape drive for read and write operations. However, the server enables
logical block protection on write operations for a filling volume that
already has data with logical block protection.
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Restriction: Logical block protection is supported only on IBM 3592
Generation 3 drives and later with 3592 Generation 2 media and later.

See [technote 1634851| for an explanation about when to use the LBProtect
parameter.

WORM

Specifies whether the drives use WORM (write once, read many) media. This
parameter is optional. The default is No. The field can contain one of the
following values:

Yes
Specifies that the drives use WORM media.

No Specifies that the drives do not use WORM media.

Remember:

1. To use 3592 WORM support in 3584 libraries, you must specify the WORM
parameter. The server distinguishes between WORM and non-WORM
scratch volumes. However, to use 3592 WORM support in 349X libraries,
you also must set the WORMSCRATCHCATEGORY on the DEFINE LIBRARY
command. For details, see [‘DEFINE LIBRARY (Define a library)” on page|

2. When WORM-=Yes, the only valid value for the SCALECAPACITY
parameter is 100.

3. Verify with your hardware vendors that your hardware is at the
appropriate level of support.

SCALECAPacity

Specifies the percentage of the media capacity that can be used to store data.
This parameter is optional. The default is 100. Possible values are 20, 90, or
100.

Setting the scale capacity percentage to 100 provides maximum storage
capacity. Setting it to 20 provides fastest access time.

Note: The scale capacity value takes effect only when data is first written to a
volume. Any updates to the device class for scale capacity do not affect
volumes that already have data that is written to them until the volume is
returned to scratch status.

FORMAT

Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

The following table lists the recording formats, estimated capacities, and
recording format options for 3592 devices:
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Table 67. Recording formats and default estimated capacities for 3592

Estimated .
Format Capacity Description
DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.
3592 300 GB Uncompressed (basic) format
3592C See note Compressed format
900 GB
3592-2 500 GB Uncompressed (basic) format JA tapes
700 GB Uncompressed (basic) format JB tapes
3592-2C 1.5 TB Compressed format JA tapes
21TB Compressed format JB tapes
3592-3 640 GB Uncompressed (basic) format JA tapes
1TB Uncompressed (basic) format JB tapes
3592-3C 1.9TB Compressed format JA tapes
3TB Compressed format JB tapes
3592-4 400 GB Uncompressed (basic) format JK tapes
1.5TB Uncompressed (basic) format JB tapes
3.1TB Uncompressed (basic) format JC tape
3592-4C 12 TB Compressed format JK tapes
44 TB Compressed format JB tapes
9.4 TB Compressed format JC tapes

Note: If this format uses the tape drive hardware compression feature, depending on the
effectiveness of compression, the actual capacity might be different from the listed value.

Important: For optimal performance, avoid mixing different generations of
drives in a single SCSI library.

Special configurations are also required for mixing different generations of 3592
drives in 349x and ACSLS libraries.

ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).
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For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types, setting this parameter to a low value
(for example, two minutes) enhances device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
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simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.

DRIVEEncryption
Specifies whether drive encryption is allowed. This parameter is optional. The
default is ALLOW.

ON Specifies that IBM Spectrum Protect is the key manager for drive
encryption and allows drive encryption for empty storage pool volumes
only if the application method is enabled. (Other types of volumes-for
example, back up sets, export volumes, and database backup volumes-will
not be encrypted.) If you specify ON and you enable either the library or
system method of encryption, drive encryption is not allowed and backup
operations fail.

ALLOW
Specifies that IBM Spectrum Protect does not manage the keys for drive
encryption. However, drive encryption for empty volumes is allowed if
either the library or system method of encryption is enabled.

EXTERNAL
Specifies that IBM Spectrum Protect does not manage the keys for drive
encryption. Use this setting with an encryption methodology that is
provided by another vendor and that is used with Application Method
Encryption (AME) enabled on the drive.

When you specify EXTERNAL and IBM Spectrum Protect detects that
AME encryption is enabled, IBM Spectrum Protect does not turn off
encryption.

By contrast, when you specify ALLOW and IBM Spectrum Protect detects
that AME encryption is enabled, IBM Spectrum Protect turns off
encryption.
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OFF
Specifies that drive encryption is not allowed. If you enable either the
library or system method of encryption, backups fail. If you enable the
application method, IBM Spectrum Protect disables encryption and
backups are attempted.
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DEFINE DEVCLASS (Define a 4MM device class)

Use the 4MM device class when you are using 4 mm tape devices.
Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name >

|—F0 RMAT—=—DRIVE——

»—DEVType—=—4MM

FORMAT—=—7—DRIVE— l—ESTCAPaci ty—=—s ize—l
—DDS1—
—DDS1C—
—DDS2—
—DDS2C—
—DDS3—
—DDS3C—
—DDS4—
—DDS4C—
—DDS5—
—DDS5C—
—DDS6—
—DDS6C—

—PREFIX—=—ADSM |—MOUNTWa1' t—=—60

v
v

—PREFIX—= |_ADSM _| |—MOUNTWait—=—minutes—
tape_volume_prefix

—MOUNTRetention—=—=60

_MOUNTRetention—=—minutes— l—MOUNTLi mit—=———DRIVES
—number}

—0

|—MOUNTL1'm1' t—=—DRIVES

Parameters

device_class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the 4 mm tape

drives used by this device class. For information about defining a library
object, see the DEFINE LIBRARY command.

DEVType=4MM (Required)
Specifies that the 4MM device type is assigned to the device class. The 4MM
indicates that 4 mm tape devices are assigned to this device class.

FORMAT
Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.
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If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

The following table lists the recording formats and estimated capacities for 4

mm devices:

Table 68. Recording formats and default estimated capacities for 4 mm tapes

Estimated
Format Capacity Description
DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.
DDS1 2.6 GB (60 meter) |Uncompressed format, applies only to 60-meter and
90-meter tapes
4.0 GB (90 meter)
DDS1C See note Compressed format, applies only to 60-meter and
90-meter tapes
1.3 GB (60 meter)
2.0 GB (90 meter)
DDS2 4.0 GB Uncompressed format, applies only to 120-meter
tapes
DDS2C See note Compressed format, applies only to 120-meter tapes
8.0 GB
DDS3 12.0 GB Uncompressed format, applies only to 125-meter
tapes
DDS3C See note Compressed format, applies only to 125-meter tapes
24.0 GB
DDS4 20.0 GB Uncompressed format, applies only to 150-meter
tapes
DDs4C See note Compressed format, applies only to 150-meter tapes
40.0 GB
DDS5 36 GB Uncompressed format, when using DAT 72 media
DDS5C See note Compressed format, when using DAT 72 media
72 GB
DDS6 80 GB Uncompressed format, when using DAT 160 media
DDS6C See note Compressed format, when using DAT 160 media
160 GB

Note: If this format uses the tape drive hardware compression feature, depending on the
effectiveness of compression, the actual capacity might be greater than the listed value.

ESTCAPacity

Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.
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You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

For more information about the default estimated capacity for 4 mm tapes, see
[Table 68 on page 190|

PREFIX
Specifies the high-level qualifier of the file name that the server writes into the
sequential access media labels. For each sequential access volume assigned to
this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default is ADSM. The maximum length of this prefix
is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types (that is, a library that is managed by an
external media management system), set this parameter to a low value (for
example, two minutes) to enhance device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
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optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit

Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DEFINE DEVCLASS (Define an 8MM device class)

Use the 8MM device class when you are using 8 mm tape devices.
Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name >

WORM—=—No FORMAT—=—DRIVE—
[ [

»—DEVType—=—=8MM

WORM—-= No—_|— |—FORMAT—=——DRIVE——

Yes —8200—
—8200C—|
—8500—
—8500C—
—8900—
—AIT—
—AITC—
—M2——|
—M2C—
—SATT—
—SAITC—H
—VXA2—]
—VXA2C—
—VXA3—
L-VXA3C—-

PREFIX—=—ADSM

Yy
4

I—ESTCAPacity—=—size—| |—PREFIX = ADSM _|
tape_volume_prefix

—MOUNTRetention—=—=60

|—MOUNTWa1' t—=—60

\
v

_MOUNTRetention—=—minutes— I—MOUNTWai t—=—minutes—

—MOUNTLimit—=—-DRIVES

_MOUNTLimit—=——_DRIVES
—number}
0

Parameters

\
Y
A

device class _name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the 8 mm tape

drives used by this device class. For information about defining a library
object, see the DEFINE LIBRARY command.

Chapter 2. Administrative commands 193



DEVType=8MM (Required)
Specifies that the 8MM device type is assigned to the device class. SMM
indicates that 8 mm tape devices are assigned to this device class.

WORM

Specifies whether the drives use WORM (write once, read many) media. This
parameter is optional. The default is No. The field can contain one of the
following values:

Yes

Specifies that the drives use WORM media.

No Specifies that the drives do not use WORM media.

Note: If you select Yes, the only options available for the FORMAT parameter

are:

* DRIVE
* AIT

* AITC

FORMAT

Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

The following table lists the recording formats and estimated capacities for 8

mm devices:

Table 69. Recording format and default estimated capacity for 8 mm tape

Format

Medium Type

Estimated Capacity

Description

DRIVE

The server selects the highest format that is
supported by the drive on which a volume is
mounted.

Attention: Avoid specifying DRIVE when a
mixture of drives is used within the same
library. For example, do not use this option for
a library that contains some drives that support
recording formats superior to other drives.

8200

2.3 GB

Uncompressed (standard) format, using
standard 112-meter tape cartridges

8200C

See note

3.5 GB

4.6 GB

Compressed format, using standard 112-meter
tape cartridges
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Table 69. Recording format and default estimated capacity for 8 mm tape (continued)

Format

Medium Type

Estimated Capacity

Description

8500 See note Drives (Read Write)
15m 600 MB Eliant 820 (RW)
15m 600 MB Exabyte 8500/8500C (RW)
15m 600 MB Exabyte 8505 (RW)
54m 2.35 GB Eliant 820 (RW)
54m 2.35 GB Exabyte 8500/8500C (RW)
54m 2.35 GB Exabyte 8505 (RW)
112m 5 GB or 10.0 GB Eliant 820 (RW)
112m 5 GB or 10.0 GB Exabyte 8500/8500C (RW)
112m 5 GB or 10.0 GB Exabyte 8505 (RW)
160m XL 7 GB Eliant 820 (RW)

8500C See note Drives (Read Write)
15m 1.2 GB Eliant 820 (RW)
15m 1.2 GB Exabyte 8500/8500C (RW)
15m 1.2 GB Exabyte 8505 (RW)
54m 4.7 GB Eliant 820 (RW)
54m 4.7 GB Exabyte 8500/8500C (RW)
54m 4.7 GB Exabyte 8505 (RW)
112m 5 GB or 10.0 GB Eliant 820 (RW)
112m 5 GB or 10.0 GB Exabyte 8500/8500C (RW)
112m 5 GB or 10.0 GB Exabyte 8505 (RW)
160m XL 7 GB Eliant 820 (RW)

8900 See note Drive (Read Write)
15m - Mammoth 8900 (R)
54m - Mammoth 8900 (R)
112m - Mammoth 8900 (R)
160m XL - Mammoth 8900 (R)
22m 25 GB Mammoth 8900 (RW)
125m - Mammoth 8900 (RW with upgrade)
170m 40 GB Mammoth 8900 (RW)

AIT See note Drive
SDX1-25C 25 GB AIT, AIT2 and AIT3 drives
SDX1-35C 35 GB AIT, AIT2 and AIT3 drives
SDX2-36C 36 GB AIT2 and AIT3 drives
SDX2-50C 50 GB AIT2 and AIT3 drives
SDX3-100C 100 GB AIT3, AIT4, and AIT5 drives
SDX3X-150C [ 150 GB AIT3-Ex, AIT4, and AIT5 drives
SDX4-200C 200 GB AIT4 and AIT5 drives
SDX5-400C 400 GB AIT5 drive

AITC See note Drive
SDX1-25C 50 GB AIT, AIT2 and AIT3 drives
SDX1-35C 91 GB AIT, AIT2 and AIT3 drives
SDX2-36C 72 GB AIT2 and AIT3 drives
SDX2-50C 130 GB AIT2 and AIT3 drives
SDX3-100C 260 GB AIT3, AIT4, and AIT5 drives
SDX3X-150C {390 GB AIT3-Ex, AIT4, and AIT5 drives
SDX4-200C 520 GB AIT4 and AIT5 drives
SDX5-400C 1040 GB AIT5 drive
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Table 69. Recording format and default estimated capacity for 8 mm tape (continued)

Format

Medium Type

Estimated Capacity

Description

M2 See note Drive (Read Write)
75m 20.0 GB Mammoth II (RW)
150m 40.0 GB Mammoth II (RW)
225m 60.0 GB Mammoth II (RW)

M2C See note Drive (Read Write)
75m 50.0 GB Mammoth II (RW)
150m 100.0 GB Mammoth II (RW)
225m 150.0 GB Mammoth I (RW)

SAIT See note Drive (Read Write)

500 GB Sony SAIT1-500(RW)

SAITC See note Drive (Read Write)

1300 GB (1.3 TB) Sony SAIT1-500(RW)

VXA2 See note Drive (Read Write)

V6 (62m) 20 GB VXA-2

V10 (124m) |40 GB
V17 (170m) |60 GB

VXA2C See note

Drive (Read Write)

V6 (62m) 40 GB VXA-2
V10 (124m) |80 GB
V17 (170m)  |120 GB

VXA3 See note

Drive (Read Write)

X6 (62m) 40 GB VXA-3
X10 (124m) |86 GB
X23 (230m) |160 GB

VXA3C See note

Drive (Read Write)

X6 (62m) 80 GB VXA-3
X10 (124m) |172 GB
X23 (230m)  |320 GB

Note: The actual capacities might vary depending on which cartridges and drives are used.

* For the M2C format, the normal compression ratio is 2.5:1.

* For the AITC and SAITC formats, the normal compression ratio is 2.6:1.

ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).
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For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

For more information about the default estimated capacity for 8 mm tapes, see
[Table 69 on page 194

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types (that is, a library that is managed by an
external media management system), set this parameter to a low value (for
example, two minutes) to enhance device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.
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MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.

Example: Define an 8 mm device class

Define a device class that is named SMMTAPE for an 8 mm device in a library
named AUTO. The format is DRIVE, mount limit is 2, mount retention is 10, tape
volume prefix is named ADSMVOL, and the estimated capacity is 6 GB.

define devclass 8mmtape devtype=8mm Tibrary=auto

format=drive mountlimit=2 mountretention=10
prefix=adsmvol estcapacity=6G
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DEFINE DEVCLASS (Define a CENTERA device class)
Use the CENTERA device class when you are using EMC Centera storage devices.

The CENTERA device type uses files as volumes to store data sequentially. It is
similar to the FILE device class.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—DEVType—=—CENTERA >

(1) ’( |—MINCAPac1ty—=—100M—|
»—HLAddress =Y ip address——?PFA_file >

l—MINCAPaci ty—=—size—|

|—MOUNTL1'm1 t—=—1

l—MOUNTLimi t—=—number—

Notes:

1 For each Centera device class, you must specify one or more IP addresses.
However, a Pool Entry Authorization (PEA) file name and path are optional,
and up to one PEA file specification can follow the IP addresses. Use the "?"
character to separate the PEA file name and path from the IP addresses.

Parameters

device _class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

DEVType=CENTERA (Required)
Specifies that the Centera device type is assigned to this device class. All
volumes that belong to a storage pool that is defined to this device class are
logical volumes that are a form of sequential access media.

HLAddress
Specifies one ore more IP addresses for the Centera storage device and,
optionally, the name and path of one Pool Entry Authorization (PEA) file.
Specify the IP addresses with the dotted decimal format (for example,
9.10.111.222). A Centera device might have multiple IP addresses. If multiple IP
addresses are specified, then the store or retrieve operation attempts a
connection by using each IP address that is specified until a valid address is
found.

The PEA file name and path name are case-sensitive.

If you append the name and path of a PEA file, ensure that the file is stored in
a directory on the system that runs the server. Separate the PEA file name and
path from the IP address with the "?" character, for example:

HLADDRESS=9.10.111.222,9.10.111.223?/user/ControlFiles/TSM.PEA
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Specify only one PEA file name and path for each device class definition. If
you specify two different Centera device classes that point to the same Centera
storage device and if the device class definitions contain different PEA file
names and paths, the server uses the PEA file that is specified in the device
class HLADDRESS parameter that was first used to open the Centera storage
device.

Tips:

1. The server does not include a PEA file during installation. If you do not
create a PEA file, the server uses the Centera default profile, which can
allow applications to read, write, delete, purge, and query data on a
Centera storage device. To provide tighter control, create a PEA file with
the command-line interface that is provided by EMC Centera. For details
about Centera authentication and authorization, refer to the EMC Centera
Programmer’s Guide.

2. You can also specify the PEA file name and path in an environment
variable with the syntax CENTERA_PEA_LOCATION=filePath_ fileName.
The PEA file name and path that is specified with this environment
variable apply to all Centera clusters. If you use this variable, you do not
have to specify the PEA file name and path with the HLADDRESS
parameter.

MINCAPacity

Specifies the minimum size for Centera volumes that are assigned to a storage
pool in this device class. This value represents the minimum amount of data
that is stored on a Centera volume before the server marks it full. Centera
volumes continue to accept data until the minimum amount of data is stored.
This parameter is optional.

Specify this value as an integer followed by K (kilobytes), M (megabytes), G
(gigabytes), or T (terabytes). The default value is 100 MB
(MINCAPACITY=100M). The minimum value that is allowed is 1 MB
(MINCAPACITY=1M). The maximum value that is allowed is 128 GB
(MINCAPACITY=128G).

MOUNTLimit

Specifies the maximum number of files that can be simultaneously open for
input and output. The default value is 1. This parameter is optional. You can
specify any number from 0 or greater; however, the sum of all mount limit
values for all device classes that are assigned to the same Centera device must
not exceed the maximum number of sessions that are allowed by Centera.
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DEFINE DEVCLASS (Define a DLT device class)

Use the DLT device class when you are using DLT tape devices.
Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name >

WORM—=—No FORMAT—=—DRIVE
[ [

»—DEVType—=—0>DLT

|—WORM—= No—_l— |—FORMAT = DRIVE:

Yes —DLT1——
—DLT1C—
—DLT10—
—DLT10C—
—DLT15—
—DLT15C—
—DLT20—
—DLT20C—
—DLT35—
—DLT35C—
—DLT40—
—DLT40C—
—DLT2—
—DLT2C—
—DLT4——
—DLT4C—
—SDLT——
—SDLTC—
—SDLT320—
—SDLT320C—
—SDLT600—
—SDLT600C—
—DLTS4——
—DLTS4C—

PREFIX—=—ADSM

\
v

|—ESTCAPacity—=—size—| |—PREFIX = ADSM _|
tape_volume prefix

—MOUNTRetention—=—=60

|—MOUNTWa1' t—=—60

_MOUNTRetention—=—minutes— I—MOUNTWai t—=—minutes—

—MOUNTLimit—=—DRIVES

—MOUNTLimit—-= DRIVES

—numbe r—|

0.
A%
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Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the DLT tape
drives used by this device class. For information about defining a library
object, see the DEFINE LIBRARY command.

DEVType=DLT (Required)
Specifies that the DLT device type is assigned to the device class. DLT indicates
that DLT tape devices are assigned to this device class.

WORM
Specifies whether the drives use WORM (write once, read many) media. This
parameter is optional. The default is No. The field can contain one of the
following values:

Yes
Specifies that the drives use WORM media.

No Specifies that the drives do not use WORM media.
Note: Support for DLT WORM media is available only for SDLT-600, Quantum
DLT-V4, and Quantum DLT-54 drives in manual, SCSI, and ACSLS libraries.

FORMAT
Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

The following table lists the recording formats and estimated capacities for
DLT devices:

Table 70. Recording format and default estimated capacity for DLT

Estimated
Format Capacity Description
DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.
DLT1 40.0 GB Uncompressed format, using only CompacTape III
cartridges
Valid with DLT4000, DLT7000, and DLT8000 drives
DLT1C See note|l 05' Compressed format, using only CompacTape III
Eage 204 cartridges
80.0 GB Valid with DLT4000, DLT7000, and DLT8000 drives
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Table 70. Recording format and default estimated capacity for DLT (continued)

Estimated
Format Capacity Description
DLT10 10.0 GB Uncompressed format, using only CompacTape III
cartridges
Valid with DLT4000, DLT7000, and DLT8000 drives
DLT10C See note |1 on| Compressed format, using only CompacTape III
[page 204 cartridges
20.0 GB Valid with DLT4000, DLT7000, and DLT8000 drives
DLT15 15.0 GB Uncompressed format, using only CompacTape IIIxt
cartridges
Valid with DLT4000, DLT7000, and DLT8000 drives
DLT15C See note |1 on| Compressed format, using only CompacTape IIIxt
[page 204 cartridges
30.0 GB Valid with DLT4000, DLT7000, and DLT8000 drives
DLT20 20.0 GB Uncompressed format, using only CompacTape IV
cartridges
Valid with DLT4000, DLT7000, and DLT8000 drives
DLT20C See note [l on| Compressed format, using only CompacTape IV
[page 204 cartridges
40.0 GB Valid with DLT4000, DLT7000, and DLT8000 drives
DLT35 35.0 GB Uncompressed format, using only CompacTape IV
cartridges
Valid with DLT7000 and DLT8000 drives
DLT35C See note |1 on| Compressed format, using only CompacTape IV
[page 204 cartridges
70.0 GB Valid with DLT7000 and DLT8000 drives
DLT40 40.0 GB Uncompressed format, using CompacTape IV
cartridges
Valid with a DLT8000 drive
DLT40C See note |1 on| Compressed format, using CompacTape IV cartridges
[page 204
Valid with a DLT8000 drive
80.0 GB
DLT2 80.0 GB Uncompressed format, using Quantum DLT tape VS1
media
DLT2C See note|l onl Compressed format, using Quantum DLT tape VS1
[page 204 media
160.0 GB
DLT4 160.0 GB Uncompressed format, using Quantum DLTtape VS1

cartridges.

Valid with Quantum DLT-V4 drive
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Table 70. Recording format and default estimated capacity for DLT (continued)

Estimated
Format Capacity Description
DLT4C See note Compressed format, using Quantum DLTtape VS1
cartridges.
320.0 GB
Valid with Quantum DLT-V4 drive
SDLT 100.0 GB Uncompressed format, using Super DLT Tape 1
cartridges
See note El
Valid with a Super DLT drive
SDLTC See note Compressed format, using Super DLT Tape 1
cartridges
See note [2} 200.0 GB
Valid with a Super DLT drive
SDLT320 160.0 GB Uncompressed format, using Quantum SDLT I media
See note El Valid with a Super DLT drive
SDLT320C See note Compressed format, using Quantum SDLT I media
See note Izl 320.0 GB Valid with a Super DLT drive
SDLT600 300.0 GB Uncompressed format, using SuperDLTtape-II media
Valid with a Super DLT drive
SDLT600C See note Compressed format, using SuperDLTtape-II media
600.0 GB Valid with a Super DLT drive
DLTS4 800 GB Uncompressed format, using Quantum DLT 54
media.
Valid with a DLT-54 drive
DLTS4C See note Compressed format, using Quantum DLT S4 media.
1.6 TB Valid with a DLT-54 drive
Note:

1. Depending on the effectiveness of compression, the actual capacity might be greater than
the listed value.

2. IBM Spectrum Protect does not support a library that contains both Backward Read
Compatible (BRC) SDLT and Non-Backward Read Compatible (NBRC) SDLT drives.

ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

For more information about estimated capacities, see [Table 70 on page 202|

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
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the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types (that is, a library that is managed by an
external media management system), set this parameter to a low value (for
example, two minutes) to enhance device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
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simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DEFINE DEVCLASS (Define an ECARTRIDGE device class)
Use the ECARTRIDGE device class when you are using StorageTek drives such as
the StorageTek T9840 or T10000.

If you are defining a device class for devices that are to be accessed through a
z/0S media server, see ["DEFINE DEVCLASS (Define an ECARTRIDGE device]

[class for z/OS media server)” on page 252

Privilege class

To issue this command, you must have system privilege or unrestricted storage

privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name

»—DEVType—=—ECARTridge

| 2

|—LBProtect =—No

(1)

|—LBPr‘otect = ii

No

READWrite
WRITEON1y—

|—W0 RM—=—No

|—FORMAT =—DRIVE

\

DRIVE

|—N0 RM—= No——l— |—FORMAT =
S

Ye

—T19840C——
—T19840C-C—
—T19840D——
—T19840D-C—
—T10000A—
—T10000A-C—
—T10000B—
—T10000B-C—
—T110000C—
—T110000C-C—
—T110000D—

—T110000D-C—-

|—PREFIX =—~ADSM

|—MOUNTRetent1' on—=—=~t0

|—ESTCAPac1’ ty—=—s izeJ

|—PREFIX = ADSM

tape_volume_prefix

|—MOUNTNa1' t—=—60

]

l—MOUNTRetenti on—=—minutes—

|—MOUNTL1m1' t—=—DRIVES

| 2

l—MOUNTWai t—=—minutes— |—MOUNT Limit—=

DRIVES

0O

—number—|

A%
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(1) (2)

|—DRIVEEncrypt1’on =—ALLOW
l—DRIVEEncr‘yption = ON
ALLOW
EXTernal—
OFF
Notes:

1 You cannot specify both WORM=Yes and DRIVEENCRYPTION=ON.

2 You can use drive encryption only for Oracle StorageTek T10000B drives with
a format value of DRIVE, T10000B, or T10000B-C, for Oracle StorageTek
T10000C drives with a format value of DRIVE, T10000C or T10000C-C, and
for Oracle StorageTek T10000D drives with a format value of DRIVE,
T10000D and T10000D-C.

Parameters

device class name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the ECARTRIDGE
tape drives that can be used by this device class. For information about
defining a library object, see the DEFINE LIBRARY command.

DEVType=ECARTridge (Required)
Specifies that the ECARTRIDGE device type is assigned to the device class.
ECARTRIDGE indicates that a specific type of cartridge tape device
(StorageTek) is assigned to this device class.

LBProtect

Specifies whether logical block protection is used to ensure the integrity of
data stored on tape. When LBPROTECT is set to READWRITE or to WRITEONLY,
the server uses this feature of the tape drive for logical block protection and
generates cyclic redundancy check (CRC) protection information for each data
block written on tape. The server also validates the CRC protection information
when data is read from the tape.

The default is NO.
The following values are possible:

READWrite
Specifies that logical block protection is enabled in the server and the tape
drive for both read and write operations. Data is stored with CRC
information in each block. This mode affects performance because
additional processor usage is required for IBM Spectrum Protect and the
tape drive to calculate and compare CRC values. The READWRITE value
does not affect backup sets and data that is generated by the BACKUP DB
command.

When the LBPROTECT parameter is set to READWRITE, you do not have to
specify the CRCDATA parameter in a storage pool definition because logical
block protection provides better protection against data corruption.

WRITEOnly
Specifies that logical block protection is enabled in the server and the tape
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drive for write operations only. Data is stored containing CRC information
in each block. For read operations, the server and the tape drive do not
validate the CRC. This mode affects performance because additional
processor usage is required for IBM Spectrum Protect to generate the CRC
and for the tape drive to calculate and compare CRC values for write
operations. The WRITEONLY value does not affect backup sets and data
that are generated by the BACKUP DB command.

No Specifies that logical block protection is not enabled in the server and the
tape drive for read and write operations. However, the server enables
logical block protection on write operations for a filling volume that
already has data with logical block protection.

Restriction: Logical block protection is supported only on Oracle StorageTek
T10000C and Oracle StorageTek T10000D drives.

WORM
Specifies whether the drives use WORM (write once, read many) media. This
parameter is optional. The default is No. The field can contain one of the
following values:

Yes
Specifies that the drives use WORM media.

No Specifies that the drives do not use WORM media.

Restriction: If you select Yes, the only options that are available for the
FORMAT parameter are:

* DRIVE
* T9840C
» T9840C-C
» T9840D
* T9840D-C
« T10000A
* T10000A-C
« T10000B
» T10000B-C
» T10000C
» T10000C-C
- T10000D
» T10000D-C
FORMAT

Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

Important: If you specify DRIVE for a device class that has non-compatible
sequential access devices, then you must mount volumes on devices that are
capable of reading or writing the format that is established when the volume
was first mounted. This can cause delays if the only sequential access device
that can access the volume is already in use.

The following table lists the recording formats and estimated capacities for
ECARTRIDGE devices:
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Table 71. Recording formats and default estimated capacities for ECARTRIDGE tapes

Estimated

Format capacity Description

DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.

T9840C 40 GB Uncompressed T9840C format, using a StorageTek
9840 cartridge

T9840C-C 80 GB Compressed T9840C format, using a StorageTek 9840
cartridge

T9840D 75 GB Uncompressed T9840D format, using a StorageTek
9840 cartridge

T9840D-C 150 GB Compressed T9840D format, using a StorageTek 9840
cartridge

T10000A 500 GB Uncompressed T10000A format, using a StorageTek
T10000 cartridge

T10000A-C 1TB Compressed T10000A format, using a StorageTek
T10000 cartridge

T10000B 1TB Uncompressed T10000B format, using an Oracle
StorageTek T10000 cartridge

T10000B-C 2TB Compressed T10000B format, using an Oracle
StorageTek T10000 cartridge

T10000C 5TB Uncompressed T10000C format, using an Oracle
StorageTek T10000 T2 cartridge

T10000C-C 10 TB Compressed T10000C format, using an Oracle
StorageTek T10000 T2 cartridge

T10000D 8 TB Uncompressed T10000D format, using an Oracle
StorageTek T10000 T2 cartridge

T10000D-C 15 TB Compressed T10000D format, using an Oracle
StorageTek T10000 T2 cartridge

Notes:

* Some formats use a tape drive hardware compression feature. Depending on the
effectiveness of compression, the actual capacity might be double or more than the listed

value.

* T10000A drives can read and write the T10000A format only. T10000B drives can read, but
cannot write, the T10000A format. T10000C drives can read, but cannot write, the
T10000A and T10000B formats. T10000D drives can read, but cannot write, the T10000A4,

T10000B, and T10000C formats.

ESTCAPacity

Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.
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You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types (that is, a library that is managed by an
external media management system), set this parameter to a low value (for
example, two minutes) to enhance device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.
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Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit

Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.

DRIVEEncryption

Specifies whether drive encryption is allowed. This parameter is optional. The
default is ALLOW.

Restrictions:
1. You can use drive encryption only for the following drives:

* Oracle StorageTek T10000B drives that have a format value of DRIVE,
T10000B, or T10000B-C

* Oracle StorageTek T10000C drives that have a format value of DRIVE,
T10000C, or T10000C-C

* Oracle StorageTek T10000D drives that have a format value of DRIVE,
T10000D, or T10000D-C

2. You cannot specify IBM Spectrum Protect as the key manager for drive
encryption of write once, read many (WORM) media. You cannot specify
both WORM=Yes and DRIVEENCRYPTION=ON.

3. If encryption is enabled for a device class, and the device class is associated
with a storage pool, the storage pool should not share a scratch pool with
other device classes that cannot be encrypted. If a tape is encrypted, and
you plan to use it on a drive that cannot be encrypted, you must manually
relabel the tape before it can be used on that drive.

ON Specifies that IBM Spectrum Protect is the key manager for drive
encryption and allows drive encryption for empty storage pool volumes
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only if the application method is enabled. (Other types of volumes are not
encrypted. For example, back up sets, export volumes, and database
backup volumes are not encrypted.) If you specify ON and you enable
another method of encryption, drive encryption is not allowed and backup
operations fail.

ALLOW
Specifies that IBM Spectrum Protect does not manage the keys for drive
encryption. However, drive encryption for empty volumes is allowed if
another method of encryption is enabled.

EXTernal
Specifies that IBM Spectrum Protect does not manage the keys for drive
encryption. Use this setting with an encryption methodology that is
provided by another vendor and that is used with Application Method
Encryption (AME) enabled on the drive. When you specify EXTERNAL
and IBM Spectrum Protect detects that AME encryption is enabled, IBM
Spectrum Protect does not turn off encryption. By contrast, when you
specify ALLOW and IBM Spectrum Protect detects that AME encryption is
enabled, IBM Spectrum Protect turns off encryption.

OFF
Specifies that drive encryption is not allowed. If you enable another
method of encryption, backups fail. If you enable the application method,
IBM Spectrum Protect disables encryption and backups are attempted.
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DEFINE DEVCLASS (Define a FILE device class)

Use the FILE device class when you are using files on magnetic disk storage as
volumes that store data sequentially (as on tape).

The FILE device class does not support EXTERNAL libraries.
If you are defining a device class for devices that are to be accessed through a

z/0S media server, see ["DEFINE DEVCLASS (Define a FILE device class for z/OS|
[media server)” on page 258 |

Privilege class

To issue this command, you must have system privilege or unrestricted storage

privilege.

Syntax

»—DEFine DEVclass—device_class_name—DEVType—=—FILE >
—MOUNTLimi t—=—20—— |—MAXCAPac1' ty—=—1OG—|

L_MOUNTLimit—=—number— l—MAXCAPaci ty—=—s 1'ze—|

—DIRectory—=—current_directory_name— |—SHAREd—=—Nc
——————————— |—SHAREd—= NO__|_
F Yes
LDIRectory—=—Y directory_name

Parameters

device class name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

DEVType=FILE (Required)
Specifies that the FILE device type is assigned to the device class. FILE
indicates that a file is assigned to this device class. When the server must
access a volume that belongs to this device class, it opens a file and reads or
writes file data.

A file is a form of sequential-access media.

MOUNTLimit
Specifies the maximum number of files that can be simultaneously open for
input and output. This parameter is optional. The default value is 20. You can
specify a number from 0 to 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

MAXCAPacity
Specifies the maximum size of any data storage files that are defined to a
storage pool in this device class.
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The value of the MAXCAPACITY parameter is also used as the unit of allocation
when storage pool space triggers create volumes. The default value is 10 GB
(MAXCAPACITY=10G). The value that is specified must be less than or equal to the
maximum supported size of a file on the target file system.

Specify this value as an integer followed by K (kilobytes), M (megabytes), G
(gigabytes), or T (terabytes). The minimum size is 1 MB (MAXCAPACITY=1M). If
you are defining a FILE device class for database-backup volumes, specify a
value for MAXCAPACITY that is appropriate for the size of the database and that
minimizes the number of database volumes.

Do not define a MAXCAPACITY value greater than 640M when this file is for
REMOVABLEFILE CD support. A value less than a CD's usable space (650 MB)
enables a one-to-one match between files from the FILE device class and copies
that are on CD.

DIRectory
Specifies the directory location or locations of the files that are used in this
device class. Enclose the entire list of directories within quotation marks, and
use commas to separate individual directory names. Special characters (for
example, blank spaces) are allowed within directory names. For example, the
directory list "abc def,xyz" contains two directories: abc def and xyz.

This parameter is optional.

The default is the current working directory of the server at the time the
command is issued.

By specifying a directory name or names, you identify the location where the
server places the files that represent storage volumes for this device class.

For NetApp SnapLock support (storage pools with
RECLAMATIONTYPE=SNAPLOCK, which are going to use this device class),
the directory, or directories that are specified with DIRECTORY parameter
must point to the directory or directories on the NetApp SnapLock volumes.

While the command is processed, the server expands the specified directory
name or names into their fully qualified forms, starting from the root directory.

If the server must allocate a scratch volume, it creates a new file in one of
these directories. (The server can choose any of the directories in which to
create new scratch volumes.) For scratch volumes used to store client data, the
file that is created by the server has a file name extension of .bfs. For scratch
volumes used to store export data, a file name extension of .exp is used.

For example, if you define a device class with a directory of tsmstor and the
server needs a scratch volume in this device class to store export data, the file
that the server creates might be named /tsmstor/00566497.exp.

Important: You must ensure that storage agents can access newly created FILE
volumes. Failure of the storage agent to access a FILE volume can cause
operations to be retried on a LAN-only path or to fail. For more information,
see the description of the DIRECTORY parameter in [“DEFINE PATH (Define a
[path)” on page 300

Tip: If you specify multiple directories for a device class, ensure that the
directories are associated with separate file systems. Space trigger functions
and storage pool space calculations take into account the space that remains in
each directory. If you specify multiple directories for a device class and the
directories are in the same file system, the server calculates space by adding
values that represent the space that remains in each directory. These space
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calculations are inaccurate. Rather than choosing a storage pool with sufficient
space for an operation, the server might choose the wrong storage pool and
run out of space prematurely. For space triggers, an inaccurate calculation
might result in a failure to expand the space available in a storage pool. Failure
to expand space in a storage pool is one of the conditions that can cause a
trigger to become disabled. If a trigger is disabled because the space in a
storage pool could not be expanded, you can re-enable the trigger by issuing
the following command: update spacetrigger stg. No further changes are
required to the space trigger.

SHAREd
Specifies that this FILE device class is shared between the server and one or
more storage agents. To prepare for sharing, a library is automatically defined
along with a number of drives corresponding to the MOUNTLIMIT parameter
value. The drive names are the name of the library plus a number from 1 to
the mount limit number. For example, if the library name is FILE and the
mount limit is set to 4, the drives are named FILE11, FILE12, FILE13, FILE14.

For information about prerequisites when storage is shared by the server and
storage agent, see [[BM Support Portal for IBM Spectrum Protect]

Example: Define a FILE device class with multiple directories

Define a device class that specifies multiple directories.

define devclass multidir devtype=file
directory=/usr/xyz,/usr/abc,/usr/uvw

Example: Define a FILE device class with a 50 MB capacity

Define a device class named PLAINFILES with a FILE device type and a
maximum capacity of 50 MB.

define devclass plainfiles devtype=file
maxcapacity=50m
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DEFINE DEVCLASS (Define a GENERICTAPE device class)
Use the GENERICTAPE device class for tape drives that are supported by
operating system device drivers.

When you use this device type, the server does not recognize either the type of
device or the cartridge recording format. Because the server does not recognize the
type of device, if an I/O error occurs, error information is less detailed compared
to error information for a specific device type (for example, SMM). When you
define devices to the server, do not mix various types of devices within the same
device type.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name >

»—DEVType—=—GENERICtape

v

|—ESTCAPaci ty—=—size—|

—MOUNTRetention—=—=60

|—MOUNTWa1 t—=—60

—MOUNTRetention—=—minutes— |—MOUNTWa1’t—=—minutes—

—MOUNTLimit—=—DRIVES

—MOUNTLimit—-= DRIVES

—numbe r—|

0
YU

Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)

Specifies the name of the defined library object that contains the tape drives
that can be used by this device class.

For information about defining a library object, see the DEFINE LIBRARY
command.

DEVType=GENERICtape (Required)
Specifies that the GENERICTAPE device type is assigned to the device class.
GENERICTAPE indicates that the volumes for this device class are used in
tape drives that are supported by the operating system's tape device driver.

The server recognizes that the media can be removed and that more media can
be inserted, subject to limits set with the MOUNTLIMIT parameter for the device
class and the MAXSCRATCH parameter for the storage pool.
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Volumes in a device class with device type GENERICTAPE are sequential
access volumes.

ESTCAPacity

Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

Specify a capacity appropriate to the particular tape drive that is being used.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

MOUNTRetention

Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types, setting this parameter to a low value
(for example, two minutes) enhances device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait

Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit

Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:
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DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DEFINE DEVCLASS (Define an LTO device class)

Use the LTO device class when you are using LTO tape devices.

Privilege class

To issue this command, you must have system privilege or unrestricted storage

privilege.

Syntax

»>—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name

»—DEVType—=—LTO

|—LBProtect =—No

(1)

|—WORM—=—N 0

v

DRIVE

l—LBProtect—= READWrite |—WORM—= No—_l—
EWRITEOMy— Yes

No

FORMAT
|_

| 2

| 2

|—FORMAT

DRIVE

l—ESTCAPaci ty—=—-s5 z'ze—|

—ULTRIUM—
—ULTRIUMC—
—ULTRIUMZ—
—ULTRIUM2C—
—ULTRIUM3—
—ULTRIUM3C—
—ULTRIUM4—
—ULTRIUMA4C—
—ULTRIUMS—
—ULTRIUM5C—
—ULTRIUM6—

—ULTRIUM6C—

PREFIX
|_

|—MOUNTRetent1’on—=—60

\

|—PREFIX

|—MOUNTWa1' t—=—60

tape_volume_prefix

J |—MOUNTRetent1'on—=—minut‘es—

|—MOUNTL1'm1' t—=—DRIVES

\/

I—MOUNTWai t—=—minutes—

|—M0UNTL1’m1' t—=—-T-DRIVES
—number}
0]
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(1) (2)
|—DRIVEEncrypt1'on =—ALLOW

ALLOW——
EXTERNAL—

I—DRIVEEncrypti on—-= |EON
OFF-

Notes:
1 You cannot specify both WORM=Yes and DRIVEENCRYPTION=ON.

2 Drive encryption is supported only for Ultrium 4, Ultrium 5, and Ultrium 6
drives and media.

Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the LTO tape
drives used by this device class. For information about defining a library
object, see the DEFINE LIBRARY command.

DEVType=LTO (Required)
Specifies that the linear tape open (LTO) device type is assigned to the device
class.

LBProtect

Specifies whether logical block protection is used to ensure the integrity of
data stored on tape. When LBPROTECT is set to READWRITE or to WRITEONLY,
the server uses this feature of the tape drive for logical block protection and
generates cyclic redundancy check (CRC) protection information for each data
block written on tape. The server also validates the CRC protection information
when data is read from the tape.

The default is NO.
The following values are possible:

READWrite
Specifies that logical block protection is enabled in the server and the tape
drive for both read and write operations. Data is stored with CRC
information in each block. This mode affects performance because
additional processor usage is required for IBM Spectrum Protect and the
tape drive to calculate and compare CRC values. The READWRITE value
does not affect backup sets and data that is generated by the BACKUP DB
command.

When the LBPROTECT parameter is set to READWRITE, you do not have to
specify the CRCDATA parameter in a storage pool definition because logical
block protection provides better protection against data corruption.

WRITEOnly
Specifies that logical block protection is enabled in the server and the tape
drive for write operations only. Data is stored containing CRC information
in each block. For read operations, the server and the tape drive do not
validate the CRC. This mode affects performance because additional
processor usage is required for IBM Spectrum Protect to generate the CRC

Chapter 2. Administrative commands 221



222

and for the tape drive to calculate and compare CRC values for write
operations. The WRITEONLY value does not affect backup sets and data
that are generated by the BACKUP DB command.

No Specifies that logical block protection is not enabled in the server and the
tape drive for read and write operations. However, the server enables
logical block protection on write operations for a filling volume that
already has data with logical block protection.

Restriction: Logical block protection is supported only on IBM LTO5 and
supported LTO6 drives.

WORM

Specifies whether the drives use WORM (write once, read many) media. This
parameter is optional. The default is No. The field can contain one of the
following values:

Yes

Specifies that the drives use WORM media.

No Specifies that the drives do not use WORM media.

Note:

1. To use WORM media in a library, all the drives in the library must be

WORM capable.

2. You cannot specify IBM Spectrum Protect as the key manager for drive
encryption of WORM (write once, read many) media. (Specifying both
WORM=Yes and DRIVEENCRYPTION=ON is not supported.)

FORMAT

Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use.

When migrating all drives from Ultrium to Ultrium 2 devices:

* Delete all existing Ultrium drive definitions and the paths that are associated
with them.

* Define the new Ultrium 2 drives and paths.

If you are considering mixing different generations of LTO media and drives,
be aware of the following restrictions.

Table 72. Read - write capabilities for different generations of LTO drives

Generation | Generation | Generation | Generation | Generation | Generation
Drives 1 media 2 media 3 media 4 media 5 media 6 media
Generation | Read and n/a n/a n/a n/a n/a
1 write
Generation | Read and | Read and n/a n/a n/a n/a
2 write write
Generation | Read only | Read and Read and n/a n/a n/a
31 write write
Generation n/a Read only | Read and Read and n/a n/a
42 write write
Generation n/a n/a Read only | Read and | Read and n/a
53 write write
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Table 72. Read - write capabilities for different generations of LTO drives (continued)

Generation | Generation | Generation | Generation | Generation | Generation
Drives 1 media 2 media 3 media 4 media 5 media 6 media
Generation n/a n/a n/a Read only | Read and Read and
6* write write

'Tna library with a Generation 3 drive, all Generation 1 scratch volumes must be checked
out, and all Generation 1 storage pool volumes must be updated to read-only.

’Ina library with a Generation 4 drive, all Generation 2 scratch volumes must be checked
out, and all Generation 2 storage pool volumes must be updated to read-only.

’Ina library with a Generation 5 drive, all Generation 3 scratch volumes must be checked
out, and all Generation 3 storage pool volumes must be updated to read-only.

‘Ina library with a Generation 6 drive, all Generation 4 scratch volumes must be checked
out, and all Generation 4 storage pool volumes must be updated to read-only.

The following table lists the recording formats and estimated capacities for
LTO devices:

Table 73. Recording format and default estimated capacity for LTO

Estimated
Format capacity Description
DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.
ULTRIUM 100 GB Uncompressed format, using Ultrium cartridges
ULTRIUMC See note Compressed format, using Ultrium cartridges
200 GB
ULTRIUM2 200 GB Uncompressed (standard) format, using Ultrium 2
cartridges
ULTRIUM2C See note Compressed format, using Ultrium 2 cartridges
400 GB
ULTRIUM3 400 GB Uncompressed (standard) format, using Ultrium 3
cartridges
ULTRIUM3C See note Compressed format, using Ultrium 3 cartridges
800 GB
ULTRIUMA4 800 GB Uncompressed (standard) format, using Ultrium 4
cartridges
ULTRIUMA4C See note Compressed format, using Ultrium 4 cartridges
1.6 TB
ULTRIUMS5 1.5 TB Uncompressed (standard) format, using Ultrium 5
cartridges
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Table 73. Recording format and default estimated capacity for LTO (continued)

Estimated

Format capacity Description

ULTRIUMS5C See note Compressed format, using Ultrium 5 cartridges
3.0 TB

ULTRIUMS6 2.5TB Uncompressed (standard) format, using Ultrium 6

cartridges

ULTRIUM6C See note Compressed format, using Ultrium 6 cartridges

6.25 TB

Note: If this format uses the tape-drive hardware-compression feature, depending on the
effectiveness of compression, the actual capacity might be greater than the listed value.

ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

For more information about estimated capacities, see [Table 73 on page 223|

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:
* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:
AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.
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This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types, setting this parameter to a low value
(for example, two minutes) enhances device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DRIVEEncryption
Specifies whether drive encryption is allowed. This parameter is optional. The
default is ALLOW. Drive encryption is supported only for Ultrium 4, Ultrium
5, and Ultrium 6 drives and media.

Restriction: If encryption is enabled for a device class, and the device class is
associated with a storage pool, the storage pool should not share a scratch pool
with other device classes that cannot be encrypted. If a tape is encrypted, and
you plan to use it on a drive that cannot be encrypted, you must manually
relabel the tape before it can be used on that drive.

ON Specifies that IBM Spectrum Protect is the key manager for drive
encryption and allows drive encryption for empty storage pool volumes
only if the application method is enabled. (Other types of volumes are not
encrypted. For example, back up sets, export volumes, and database
backup volumes are not encrypted.) If you specify ON and you enable
another method of encryption, drive encryption is not allowed and backup
operations fail.

Note: You cannot specify IBM Spectrum Protect as the key manager for
drive encryption of WORM (write once, read many) media. (Specifying
both WORM=Yes and DRIVEENCRYPTION=ON is not supported.)

ALLOW
Specifies that IBM Spectrum Protect does not manage the keys for drive
encryption. However, drive encryption for empty volumes is allowed if
another method of encryption is enabled.

EXTERNAL
Specifies that IBM Spectrum Protect does not manage the keys for drive
encryption. Use this setting with an encryption methodology that is
provided by another vendor and that is used with Application Method
Encryption (AME) enabled on the drive. When you specify EXTERNAL
and IBM Spectrum Protect detects that AME encryption is enabled, IBM
Spectrum Protect does not turn off encryption. By contrast, when you
specify ALLOW and IBM Spectrum Protect detects that AME encryption is
enabled, IBM Spectrum Protect turns off encryption.

OFF
Specifies that drive encryption is not allowed. If you enable another
method of encryption, backups fail. If you enable the application method,
IBM Spectrum Protect disables encryption and backups are attempted.

Example: Define an LTO device class

Define a device class that is named LTOTAPE for an LTO drive in a library named
LTOLIB. The format is ULTRIUM, mount limit is 12, mount retention is 5, tape
volume prefix is named SMVOL, and the estimated capacity is 100 GB.

define devclass Ttotape devtype=1to Tibrary=1tolib
format=ultrium mountlimit=12 mountretention=5
prefix=smvol estcapacity=100G
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DEFINE DEVCLASS (Define a NAS device class)
Use the NAS device class when you are using NDMP (Network Data Management

Protocol) operations to back up network-attached storage (NAS) file servers. The
device class is for drives that are supported by the NAS file server for backups.
The NAS device class does not support EXTERNAL libraries.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax
»»—DEFine DEVclass—device_class_name—DEVType—=—NAS >
|—M0UNTWa1' t—=—60
»—LIBRary—=—1Iibrary_name—MOUNTRetention—=—0 |_ >
MOUNTWait—=—minutes—

|—MOUNTL1'm1't =—DRIVES
> ESTCAPacity—=—size >
|—MOUNTL1'm1't—=——DRIVES
—number}
0
|—PREFIX =—ADSM
] |—PREFIX = ADSM X
tape _

tape_volume_prefix

Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

DEVType=NAS (Required)
Specifies that the network-attached storage (NAS) device type is assigned to
the device class. The NAS device type is for drives that are attached to and
used by a NAS file server for backup of NAS file systems.

LIBRary (Required)
Specifies the name of the defined library object that contains the SCSI tape
drives used by this device class. For information about defining a library
object, see the DEFINE LIBRARY command.

MOUNTRetention=0 (Required)
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. Zero (0) is the only supported value for
device classes with DEVType=NAS.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is

Chapter 2. Administrative commands 227



228

optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit

Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.

ESTCAPacity (Required)

Specifies the estimated capacity for the volumes that are assigned to this device
class.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).

For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

PREFIX

Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.
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Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.
* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

Example: Define a NAS device class

Define a device class that is named NASTAPE for a NAS drive in a library named
NASLIB. The mount limit is DRIVES, mount retention is 0, tape volume prefix is
named SMVOL, and the estimated capacity is 200 GB.

define devclass nastape devtype=nas library=naslib

mountretention=0 mountlimit=drives
prefix=smvol estcapacity=200G
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DEFINE DEVCLASS (Define a REMOVABLEFILE device class)
Use the REMOVABLEFILE device class for removable media devices that are
attached as local, removable file systems.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device _class_name—LIBRary—=—1Iibrary name >

|—MAXCAPac1' ty—=—space_remaining—
»—DEVType—=—REMOVABLEfiTe

|—MAXCAPacity =—size

—MOUNTRetention—=—=60

|—MOUNTWa1' t—=—60

\

v

—MOUNTRetention—=—minutes— I—MOUNTWait—=—mz’nutes—

—MOUNTLimit—=—DRIVES

v
v

A

—MOUNTLimit—= DRIVES

—number—|

0O
%

Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the removable
media drives used by this device class. For information about defining a
library object, see the DEFINE LIBRARY command.

DEVType=REMOVABLEfile (Required)
Specifies that the REMOVABLEFILE device type is assigned to the device class.
REMOVABLEFILE indicates that the volumes for this device class are files on
local, removable media.

Volumes in a device class with device type REMOVABLEFILE are sequential
access volumes.

Use the device manufacturer's utilities to format (if necessary) and label the
media. The label on the media must meet the following restrictions:
* The label can have no more than 11 characters.

* The volume label and the name of the file on the volume must match
exactly.

¢ The MAXCAPACITY parameter value must be specified at less than the
capacity of the media.

MAXCAPacity
Specifies the maximum size of any volumes that are defined to a storage pool
categorized by this device class. This parameter is optional.
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The MAXCAPACITY parameter must be set at less value than the capacity of
the media. For CD media, the maximum capacity can be no greater than 650
MB.

Because the server opens only one file per physical removable medium, specify
a capacity that enables one file to make full use of your media capacity.

space_remaining
The default maximum capacity is the space that remains on the media after
it is first used.

size
You must specify this value as an integer followed by K (kilobytes), M
(megabytes), G (gigabytes), or T (terabytes).

For example, MAXCAPACITY=5M specifies that the maximum capacity for a
volume in this device class is 5 MB. The smallest value that is allowed is 1 MB
(that is, MAXCAPACITY=1M).

MOUNTRetention
Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

MOUNTWait
Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be

simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:
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DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DEFINE DEVCLASS (Define a SERVER device class)

Use the SERVER device class to use storage volumes or files that are archived in
another IBM Spectrum Protect server.

If data retention protection is activated with the SET ARCHIVERETENTIONPROTECTION
command, you cannot define a server device class.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—DEVType—=—SERVER >
|—MAXCAPac1' ty—=—-500M—

»—SERVERName—=—server_name >
l—MAXCAPaci ty—=—size—

—MOUNTLimit—=—1

|—MOUNTRetent1' on—=—~60

\
v

_MOUNTLimit—=—number— l—MOUNTRetenti on—=—minutes—

—PREFIX—=—~ADSM |—RETRYPer1'0d =—10
] LPREFIX—= ADSM _| l—RETRYPeri0d—=—r‘etry_value_(minutes)— ]
volume_prefix
|—RETRYInterva1 =—30
] |—RETRYInterva1—=—re1try_value_(seconds)— )
Parameters

device class _name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

DEVType=SERVER (Required)
Specifies a remote connection that supports virtual volumes.

SERVERName (Required)
Specifies the name of the server. The SERVERNAME parameter must match a
defined server.

MAXCAPacity
Specifies the maximum size for objects that are created on the target server; the
default for this value is 500M. This parameter is optional.

500M
Specifies that the maximum capacity is 500M (500 MB).

size
Specify this value as an integer followed by K (kilobytes), M (megabytes), G

(gigabytes), or T (terabytes). The minimum value that is allowed is 1 MB
(MAXCAPACITY=1M).

Chapter 2. Administrative commands 233



MOUNTLimit
Specifies the maximum number of simultaneous sessions between the source
server and the target server. Any attempts to access more sessions than
indicated by the mount limit cause the requester to wait. This parameter is
optional. The default value is 1. You can specify a number 1 - 4096.

The following are possible values:

1 Specifies that only one session between the source server and the target
server is allowed.

number
Specifies the number of simultaneous sessions between the source server
and the target server.

MOUNTRetention
Specifies the number of minutes to retain an idle connection with the target
server before the connection closes. This parameter is optional. The default
value is 60. You can specify a number 0 - 9999.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

PREFIX
Specifies the beginning portion of the high-level archive file name on the target
server. This parameter is optional. The default is ADSM. The maximum length of
this prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:
AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a high-level archive file name that uses the default prefix is
ADSM.volumel.

RETRYPeriod
Specifies the retry period in minutes. The retry period is the interval during
which the server attempts to contact a target server if there is a suspected
communications failure. This parameter is optional. You can specify a number
0 - 9999. The default value is 10 minutes.

RETRYInterval
Specifies the retry interval in seconds. The retry interval is how often retries
are done within a specific time period. This parameter is optional. You can
specify a number 1 - 9999. The default value is 30 seconds.
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DEFINE DEVCLASS (Define a VOLSAFE device class)

Use the VOLSAFE device type to work with StorageTek VolSafe brand media and
drives. This technology uses media that cannot be overwritten. Therefore, do not
use these media for short-term backups of client files, the server database, or
export tapes.

Restrictions:

1.
2.
3.

4.

NAS-attached libraries are not supported.

VolSafe media and read/write media must be in separate storage pools.
Check in cartridges with CHECKLABEL=YES on the CHECKIN LIBVOLUME

command.

Label cartridges with OVERWRITE=NO on the LABEL LIBVOLUME command. If
VolSafe cartridges are labeled more than one time, no additional data can be
written to them.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—1Iibrary_name >

»—DEVType—=—VOLSAFE—WORM

»
>

|—FORMAT =—DRIVE

MOUNTRetention—=—=60

Yes

|—FORMAT = DRIVE
—9840
—9840-C——
—T19840C——
—T19840C-C—
—T19840D——
—T19840D-C—
—T10000A—
—T10000A-C—
—T10000B—
—T110000B-C—
—T110000C—
—T110000C-C—
—T110000D—
—T110000D-C—-

v

»
>

|—ESTCAPaci’cy—=—size—| |—MOUNTRetention—=—minutes—

ADSI

SM

PREFIX
|_

|—MOUNTWa1' t—=—60

\/

|—PREFIX =

ADSM
I—volume_prefix

]

I—MOUNTWai t—=—minutes—
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|—MOUNTL1' mit—=—-DRIVES

l—MOUNTLi mjt—=—-DRIVES
—number}
—0

Parameters

Y
A

device_class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)
Specifies the name of the defined library object that contains the VolSafe drives
that can be used by this device class. If any drives in a library are
VolSafe-enabled, all drives in the library must be VolSafe-enabled. Consult your
hardware documentation to enable VolSafe on the 9840 and T10000 drives.

For information about defining a library object, see ['DEFINE LIBRARY (Define|
la library)” on page 269

DEVType=VOLSAFE (Required)
Specifies that the VOLSAFE device type is assigned to the device class. The
label on this type of cartridge can be overwritten one time, which IBM
Spectrum Protect does when it writes the first block of data. Therefore, it is
important to limit the use of the LABEL LIBVOLUME command to one time per
volume by using the OVERWRITE=NO parameter.

WORM
Specifies whether the drives use WORM (write once, read many) media. The
parameter is required. The value must be Yes.

Yes
Specifies that the drives use WORM media.

FORMAT
Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

Important: If you specify DRIVE for a device class that has non-compatible
sequential access devices, then you must mount volumes on devices that are
capable of reading or writing the format that is established when the volume
was first mounted. This can cause delays if the only sequential access device
that can access the volume is already in use.

The following table lists the recording formats and estimated capacities for
VolSafe devices:
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Table 74. Recording formats and default estimated capacities for Volsafe media

Estimated

Format Capacity Description

DRIVE - The server selects the highest format that is
supported by the drive on which a volume is
mounted.
Attention: Avoid specifying DRIVE when a mixture
of drives is used within the same library. For
example, do not use this option for a library that
contains some drives that support recording formats
superior to other drives.

9840 20 GB Uncompressed (standard) format, using a 20 GB
cartridge with 270 meters (885 feet) of tape

9840-C See note LZ-1 Enhanced (4:1) compressed format, using an 80
GB cartridge with 270 meters (885 feet) of tape

80 GB

T9840C 40 GB Uncompressed T9840C format, using a StorageTek
9840 cartridge

T9840C-C 80 GB Compressed T9840C format, using a StorageTek 9840
cartridge

T9840D 75 GB Uncompressed T9840D format, using a StorageTek
9840 cartridge

T9840D-C 150 GB Compressed T9840D format, using a StorageTek 9840
cartridge

T10000A 500 GB Uncompressed T10000A format, using a StorageTek
T10000 cartridge

T10000A-C 1TB Compressed T10000A format, using a StorageTek
T10000 cartridge

T10000B 1TB Uncompressed T10000B format, using an Oracle
StorageTek T10000 cartridge

T10000B-C 2 TB Compressed T10000B format, using an Oracle
StorageTek T10000 cartridge

T10000C 5TB Uncompressed T10000C format, using an Oracle
StorageTek T10000 T2 cartridge

T10000C-C 10 TB Compressed T10000C format, using an Oracle
StorageTek T10000 T2 cartridge

T10000D 8 TB Uncompressed T10000D format, using an Oracle
StorageTek T10000 T2 cartridge

T10000D-C 15 TB Compressed T10000D format, using an Oracle
StorageTek T10000 T2 cartridge

ESTCAPacity

Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate due to compression of data.

You must specify this value as an integer followed by one of the following unit
indicators: K (kilobytes), M (megabytes), G (gigabytes), or T (terabytes). The
smallest value that is accepted is 1 MB (ESTCAPACITY=1M).
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For example, specify that the estimated capacity is 9 GB with the parameter
ESTCAPACITY=9G.

For more information about the default estimated capacity for cartridge tapes,
see [Table 74 on page 237

MOUNTRetention

Specifies the number of minutes that an idle sequential access volume is
retained before it is dismounted. This parameter is optional. The default value
is 60 minutes. You can specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

However, for EXTERNAL library types (that is, a library that is managed by an
external media management system), set this parameter to a low value (for
example, two minutes) to enhance device sharing between applications.

Note: For environments in which devices are shared across storage
applications, the MOUNTRETENTION setting must be carefully considered. This
parameter determines how long an idle volume remains in a drive. Some
media managers do not dismount an allocated drive to satisfy pending
requests. You might need to tune this parameter to satisfy competing mount
requests while maintaining optimal system performance. Typically, problems
arise more frequently when the MOUNTRETENTION parameter is set to a value that
is too small, for example, zero.

PREFIX

Specifies the beginning portion of the high-level archive file name on the target
server. This parameter is optional. The default is ADSM. The maximum length of
this prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.
* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a high-level archive file name that uses the default prefix is
ADSM.volumel.

MOUNTWait

Specifies the maximum number of minutes the server waits for an operator to
respond to a request to either mount a volume in a drive in a manual library
or check in a volume to be mounted in an automated library. This parameter is
optional. If the mount request is not satisfied within the specified amount of
time, the mount request is canceled. The default value is 60 minutes. You can
specify a number 0 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.
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MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is DRIVES. You can specify a number 0 - 4096.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

The following are possible values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

Note: For EXTERNAL library types, do not specify DRIVES for the
MOUNTLIMIT value. Specify the number of drives for the library as the
MOUNTLIMIT value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class.

0 (zero)
Specifies that no new transactions can gain access to the storage pool. Any
current transactions continue and complete, but new transactions are
terminated.
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DEFINE DEVCLASS - z/0S media server (Define device class
for z/OS media server)

Use the DEFINE DEVCLASS command to define a device class for a type of storage
device. The server requires that a device class be defined to allow the use of a
device. A limited set of device class types is available for devices that are accessed
through a z/OS media server.

+ |"DEFINE DEVCLASS (Define a 3590 device class for z/OS media server)” on|

page 241|

+ ["'DEFINE DEVCLASS (Define a 3592 device class for z/OS media server)” on|

page 246|
+ |“DEFINE DEVCLASS (Define an ECARTRIDGE device class for z/OS media|
server)” on page 252|

+ |"'DEFINE DEVCLASS (Define a FILE device class for z/OS media server)” on|

page 258|

Table 75. Commands related to DEFINE DEVCLASS

Command Description

[BACKUP DEVCONFIG| Backs up IBM Spectrum Protect device
information to a file.

[DEFINE LIBRARY| Defines an automated or manual library.

[DELETE DEVCLASS| Deletes a device class.

[QUERY DEVCLASS Displays information about device classes.

[UPDATE DEVCLASS (z/0S media server)| Changes the attributes of a device class for
storage managed by a z/OS media server.
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DEFINE DEVCLASS (Define a 3590 device class for Z/OS media
server)

To use a z/OS media server to access 3590 devices, you must define a 3590 device
class. In the device class definition, specify a library that was defined with the
LIBTYPE=ZOSMEDIA parameter.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—zos_media_library——— >

|—ESTCAPaC1' ty—=—-96——

v

»—DEVType—=—3590

|—FORMAT = DRIVE | I—ESTCAPaci ty—=
3590B—
3590C—
3590E-B—
3590E-C—
3590H-B—
3590H-C-

Ssize—

—PREFIX—=—ADSM |—MOUNTRetent10n—=—60

y

—PREFIX—= ADSM _| |—MOUNTRetent1’ on—=—minutes—
tape_volume_prefix

—MOUNTWait—=—=60

|—MOUNTL1'm1' t—=-2

MOUNTWait—=—minutes— l—MOUNTLi mit—=—-—DRIVES
—number}
0]

\
\/

—COMPression—=—~Yes
—COMPression—= Yes_—l— i:EXPiration—=—yyyyddd—
No RETention—=—days
—PROtection—=—No———— |—UNIT =—3590
—PROtection—= No |—UNIT—=—unit_name—
i:Yes
Automatic—
Parameters

device _class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Required)

Specifies the name of a library that was defined with the LIBTYPE=ZOSMEDIA
parameter. The library and the tape drives that can be used by this device class
are controlled by the z/OS media server.
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For information about defining a library, see the DEFINE LIBRARY command.

DEVtype=3590 (Required)
Specifies the 3590 device type is assigned to the device class. 3590 indicates
that 3590 cartridge tape devices are assigned to the device class.

Restriction: The z/OS media server supports 256 KB data blocks when writing
to 3590 tape drives. Verify that your hardware supports this capability.

FORMAT
Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional.

See the following table for the recording formats.

Table 76. Recording formats for 35690

Format Description

3590B Uncompressed (basic) format

3590C Compressed format

3590E-B Uncompressed (basic) format, similar to the 3590B format
3590E-C Compressed format, similar to the 3590C format

3590H-B Uncompressed (basic) format, similar to the 3590B format
3590H-C Compressed format, similar to the 3590C format

Note: If the format uses the tape drive hardware compression feature the actual capacity

can increase, depending on the effectiveness of compression.

ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional. The default estimated capacity for 3590 tapes
is 9 GB.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate because of compression of data. The value does not
determine the amount of data stored on the volume. The server uses the value
to estimate the usage before a volume is filled. After a volume is full, the
actual amount of data stored on the tape is used for the usage calculation.

Specify the value as an integer with one of the following unit indicators: K
(KB), M (MB), G (GB), or T (TB). For example, specify that the estimated capacity
is 9 GB with the parameter ESTCAPACITY=9G. The smallest value that is accepted
is 100 KB (ESTCAPACITY=100K).

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:
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AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle tape volume is retained before it
is dismounted. The time span for mount retention begins after the idle timeout
period has expired. This parameter is optional. The default value is 60 minutes.
Specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

MOUNTWait
Specifies the maximum number of minutes that the z/OS media server waits
for a volume mount. If the mount request is not satisfied within the specified
time, the mount request fails. If a device is successfully allocated and the
device-open request does not complete within the specified time, the
device-open request ends and the mount request fails.

This parameter is optional. The default value is 60. Specify a number, 1 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be

simultaneously mounted for the device class. This parameter is optional. The
default is 2.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

You can specify one of the following values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class. You can specify a number, 0 - 4096.

0 (zero)
Specifies that no new transactions can gain access to the storage pool.

COMPression
Specifies whether file compression is used for this device class. This parameter
is optional. The default value is YES.

You can specify one of the following values:

Yes
Specifies that the data for each tape volume is compressed.
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No Specifies that the data for each tape volume is not compressed.

EXPiration

Specifies the expiration date that is placed on the tape labels for this device
class. This parameter is optional. There is no default value.

Specify the date when the server no longer requires the tape. The server does
not use this information, but this information is passed to the z/OS media
server for use by z/OS or tape management systems.

Specify the expiration date using the format, yyyyddd (four digits for the year
and three digits for the day). For example, January 7, 2014 is specified as
2014007 (the seventh day of year 2014).

If you specify the EXPIRATION parameter, you cannot specify the RETENTION
parameter.

RETention

Specifies the number of days to retain the tape. This parameter is optional.

Specify the number of days (1 - 9999) that the server is expected to use the
tape. The server does not use this information, but this information is passed
to the z/OS media server for use by z/OS or tape management systems.

If you specify the RETENTION parameter, you cannot specify the EXPIRATION
parameter.

PROtection

Specifies whether the RACF® program, if installed, protects volumes that are
assigned to this device class. If protection is provided, RACF profiles are
created when volumes are first used. This parameter is optional. The default
value is NO. You can specify one of the following values:

No Specifies that the RACF program does not protect volumes that are
assigned to this device class.

Yes
Specifies that the RACF program protects volumes that are assigned to this
device class. RACF profiles are created for volumes when the server first
uses the volumes, but the profiles are not deleted when volumes are
deleted from the server. Profiles must be manually deleted.

Tip: If sensitive data is stored on volumes that are assigned to this device
class, use PROTECTION=YES and manually delete RACF profiles only after
tape volumes have been erased.

The profiles that are created for volumes depend on the system RACF
settings. The protection that is provided is the same as using PROTECT=YES
in JCL. If the RACF program is active and both TAPEVOL and TAPEDSN are
inactive, allocation of tapes fails.

Automatic
Specifies that the RACF program protects volumes that are assigned to this
device class. RACF profiles are created for volumes when the server first
uses the volumes. RACF profiles are deleted when volumes are deleted
from the server.

The profiles that are created for volumes depend on the system RACF
settings. The protection that is provided is the same as using PROTECT=YES
in JCL. If the RACF program is active and both TAPEVOL and TAPEDSN are
inactive, allocation of tapes fails.
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Important: If you specify PROTECTION=AUTOMATIC, when a volume is
deleted, its RACF profile is deleted. The volume therefore is no longer
protected by the RACF program. The data on these volumes can be
accessed by other users.

If you specify PROTECTION=AUTOMATIC, the z/OS media server issues
RACROUTE commands to delete profiles when a volume is deleted from the
server. The deletion commands that are issued depend on the current
system settings for TAPEVOL and TAPEDSN. If the system settings are
changed, the z/OS media server might not delete existing profiles.

Do not change the setting to PROTECTION=AUTOMATIC for a device class that
was set to PROTECTION=NO. Volumes without profiles might exist and error
messages are generated when such volumes are deleted. If a different value
for PROTECTION is required, define a new device class.

Profile creation and deletion occur based on the protection setting when the
volume is first used and when it is deleted. The server does not attempt to
create profiles for volumes that it has already used. If protection is set to
AUTOMATIC, the server attempts to delete profiles when volumes are deleted.

See the documentation for the RACF program for details about the TAPEVOL
and TAPEDSN settings and the profiles that are created when these settings are
active.

UNIT
Specifies an esoteric unit name to specify a group of tape devices that support
3590 tape. This parameter is optional. The default unit name is 3590. The unit
name can be up to 8 characters.
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DEFINE DEVCLASS (Define a 3592 device class for Z/OS media
server)

To use a z/OS media server to access 3592 devices, you must define a 3592 device
class. In the device class definition, specify a library that was defined with the
LIBTYPE=ZOSMEDIA parameter.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—zos_media_library———— >

|—FORMAT =—Drive |—WORM—=—N0
»—DEVType—=—3592

\/

|—FORMAT = DRIVE |—WORM—= Yes_—l—
—3592—— No
—3592C—
—3592-2—
—3592-2C—
—3592-3—
—3592-3C—
—3592-4—
—3592-4(C—

—ESTCAPacity—=—3006— |—PREFIX =—~ADSM

v
v

—ESTCAPacity—=—size— |—PREFIX = ADSM _|
tape_volume _prefix

—MOUNTRetention—=—=60

|—MOUNTWa1' t—=—60

-MOUNTRetention—=—minutes— I—MOUNTWai‘c—=—.mz'nutes—

—MOUNTLimit—=—2 |—COMPress1'on—=—Yes
L-MOUNTLimit—= DRIVES |—(30MP1r~ess1'0n—= Yes_—l—
—number—| No
N

A%

|—PR0tect1' on—=—~No

v
v

—EXPiration—=—yyyyddd— I—PROtecti on—= No
LRETention—=—days i:Yes
Automatic—
—UNIT—=—3592
—UNIT—=—unit_name—'
Parameters

device_class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.
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LIBRary (Required)

Specifies the name of a library that was defined with the LIBTYPE=ZOSMEDIA
parameter. The library and the tape drives that can be used by this device class
are controlled by the z/OS media server.

For information about defining a library, see the DEFINE LIBRARY command.

DEVType=3592 (Required)
Specifies the 3592 device type is assigned to the device class.

FORMAT
Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional. The default value is DRIVE.

See the following table for the recording formats.

Table 77. Recording formats for 3592

Format Description

3592 Uncompressed (basic) format

3592C Compressed format

3592-2 Uncompressed (basic) format, similar to the 3592 format

3592-C Compressed format, similar to the 3592C format

3592-3 Uncompressed (basic) format, similar to the 3592 format

3592-3C Compressed format, similar to the 3592C format

3592-4 Uncompressed (basic) format, similar to the 3592 format

3592-4C Compressed format, similar to the 3592C format

DRIVE The server selects the highest format that is supported by the drive
on which a volume is mounted.
Attention: Avoid specifying DRIVE when a mixture of drives is
used within the same library. For example, do not use this option
for a library containing some drives that support recording formats
superior to other drives.

Note: If this format uses the tape drive hardware compression feature, depending on the

effectiveness of compression, the actual capacity might be different from the listed value.

If the drives are in a library that includes drives of different tape technology,
do not use the DRIVE value. Use the specific format that the drives use. For
optimal results, do not mix generations of drives in the same library. If a
library contains mixed generations, media problems can result. For example,
generation 1 and generation 2 drives cannot read generation 3 media. If
possible, upgrade all drives to 3592 generation 3. If you cannot upgrade all
drives to 3592 generation 3, you must use a special configuration.

WORM
Specifies whether the drives use WORM (write once, read many) media. This
parameter is optional. The default is No. You can specify one of the following
values:

Yes
Specifies that the drives use WORM media.

No Specifies that the drives do not use WORM media.

Tip: The IBM Spectrum Protect server does not automatically delete scratch
volumes in WORM storage pools after the volumes are emptied by expiration
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or other processes. To delete these volumes and remove them from WORM
storage pools, you must use the DELETE VOLUME command. IBM Spectrum
Protect cannot reuse WORM volumes that were written to by the server and
then deleted from a storage pool.

ESTCAPacity

Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate because of compression of data. The value does not
determine the amount of data stored on the volume. The server uses the value
to estimate the usage before a volume is filled. After a volume is full, the
actual amount of data stored on the tape is used for the usage calculation.

Specify the value as an integer with one of the following unit indicators: K
(KB), M (MB), G (GB), or T (IB). For example, specify that the estimated capacity
is 9 GB with the parameter ESTCAPACITY=9G. The smallest value that is accepted
is 100 KB (ESTCAPACITY=100K).

PREFIX

Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.
* The first letter of each qualifier must be alphabetic or national (@#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention

Specifies the number of minutes that an idle tape volume is retained before it
is dismounted. The time span for mount retention begins after the idle timeout
period has expired. This parameter is optional. The default value is 60 minutes.
Specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

MOUNTWait

Specifies the maximum number of minutes that the z/OS media server waits
for a volume mount. If the mount request is not satisfied within the specified
time, the mount request fails. If a device is successfully allocated and the
device-open request does not complete within the specified time, the
device-open request ends and the mount request fails.

This parameter is optional. The default value is 60. Specify a number, 1 - 9999.

IBM Spectrum Protect for AIX: Administrator's Reference



Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is 2.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

You can specify one of the following values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class. You can specify a number, 0 - 4096.

0 (zero)
Specifies that no new transactions can gain access to the storage pool.

COMPression
Specifies whether file compression is used for this device class. This parameter
is optional. The default value is YES.

You can specify one of the following values:

Yes
Specifies that the data for each tape volume is compressed.

No Specifies that the data for each tape volume is not compressed.

EXPiration
Specifies the expiration date that is placed on the tape labels for this device
class. This parameter is optional. There is no default value.

Specify the date when the server no longer requires the tape. The server does
not use this information, but this information is passed to the z/OS media
server for use by z/OS or tape management systems.

Specify the expiration date using the format, yyyyddd (four digits for the year
and three digits for the day). For example, January 7, 2014 is specified as
2014007 (the seventh day of year 2014).

If you specify the EXPIRATION parameter, you cannot specify the RETENTION
parameter.

RETention
Specifies the number of days to retain the tape. This parameter is optional.

Specify the number of days (1 - 9999) that the server is expected to use the
tape. The server does not use this information, but this information is passed
to the z/OS media server for use by z/OS or tape management systems.

If you specify the RETENTION parameter, you cannot specify the EXPIRATION
parameter.
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PROtection

Specifies whether the RACF program, if installed, protects volumes that are
assigned to this device class. If protection is provided, RACF profiles are
created when volumes are first used. This parameter is optional. The default
value is NO. You can specify one of the following values:

No Specifies that the RACF program does not protect volumes that are
assigned to this device class.

Yes
Specifies that the RACF program protects volumes that are assigned to this
device class. RACF profiles are created for volumes when the server first
uses the volumes, but the profiles are not deleted when volumes are
deleted from the server. Profiles must be manually deleted.

Tip: If sensitive data is stored on volumes that are assigned to this device
class, use PROTECTION=YES and manually delete RACF profiles only after
tape volumes have been erased.

The profiles that are created for volumes depend on the system RACF
settings. The protection that is provided is the same as using PROTECT=YES
in JCL. If the RACF program is active and both TAPEVOL and TAPEDSN are
inactive, allocation of tapes fails.

Automatic
Specifies that the RACF program protects volumes that are assigned to this
device class. RACF profiles are created for volumes when the server first
uses the volumes. RACF profiles are deleted when volumes are deleted
from the server.

The profiles that are created for volumes depend on the system RACF
settings. The protection that is provided is the same as using PROTECT=YES
in JCL. If the RACF program is active and both TAPEVOL and TAPEDSN are
inactive, allocation of tapes fails.

Important: If you specify PROTECTION=AUTOMATIC, when a volume is
deleted, its RACF profile is deleted. The volume therefore is no longer
protected by the RACF program. The data on these volumes can be
accessed by other users.

If you specify PROTECTION=AUTOMATIC, the z/OS media server issues
RACROUTE commands to delete profiles when a volume is deleted from the
server. The deletion commands that are issued depend on the current
system settings for TAPEVOL and TAPEDSN. If the system settings are
changed, the z/OS media server might not delete existing profiles.

Do not change the setting to PROTECTION=AUTOMATIC for a device class that
was set to PROTECTION=NO. Volumes without profiles might exist and error
messages are generated when such volumes are deleted. If a different value
for PROTECTION is required, define a new device class.

Profile creation and deletion occur based on the protection setting when the
volume is first used and when it is deleted. The server does not attempt to
create profiles for volumes that it has already used. If protection is set to
AUTOMATIC, the server attempts to delete profiles when volumes are deleted.

See the documentation for the RACF program for details about the TAPEVOL
and TAPEDSN settings and the profiles that are created when these settings are
active.
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UNIT
Specifies an esoteric unit name to specify a group of tape devices that support
3592 tape. This parameter is optional. The default value is 3592. The unit name
can be up to 8 characters.
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DEFINE DEVCLASS (Define an ECARTRIDGE device class for
z/OS media server)

To use a z/OS media server to access StorageTek drives such as the StorageTek
T9840 or T10000, you must define an ECARTRIDGE device class. In the device class
definition, specify a library that was defined with the LIBTYPE=ZOSMEDIA parameter.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—LIBRary—=—zos_media_library———— >

FORMAT—=—DRIVE

\/

»—DEVType—=—ECARTridge

|—FORM/-\T = DRIVE
—T19840C——
—T19840C-C—
—19840D——
—T19840D-C—
—T10000A—
—T10000A-C—
—T110000B—
—T110000B-C—
—T10000C—
—T10000C-C—
—110000D—
—T10000D-C—

—ESTCAPacity—=—-96— |—PREFIX =—~ADSM

Y
v

—ESTCAPacity—=—size— |—PREFIX = ADSM _|
tape_volume_prefix

—MOUNTRetention—=—=60

|—MOUNTWa1' t—=—60

—MOUNTRetention—=—minutes— I—MOUNTWai’c—=—mz’nutes—

—MOUNTLimit—=—2 |—COMPr‘ess1'on—=—Yes
L-MOUNTLimit—-= DRIVES |—C0MPress1'0n—= Yes_—l—
—numbe r—| No
N

v

|—PR0tect1' on—=—No

Y
v

—EXPiration—=—yyyyddd—| I—PROtecti on—-= No

—RETention—=—days i:Yes
Automatic—

—UNIT—=—9840

—UNIT—=—unit_name—
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Parameters

device class_name (Required)
Specifies the name of the device class to be defined. The maximum length of
the device class name is 30 characters.

LIBRary (Req

uired)

Specifies the name of a library that was defined with the LIBTYPE=ZOSMEDIA
parameter. The library and the tape drives that can be used by this device class
are controlled by the z/OS media server.

For information about defining a library, see the DEFINE LIBRARY command.

DEVType=ECARTridge (Required)
Specifies that the ECARTRIDGE device type is assigned to the device class. The
ECARTRIDGE device type is for StorageTek drives such as the StorageTek T9840
or T10000.

FORMAT

Specifies the recording format to be used when data is written to sequential
access media. This parameter is optional.

See the following table for the recording formats.

Table 78. Recording formats for ECARTRIDGE tapes

Format

Estimated
Capacity

Description

DRIVE

The server selects the highest format that is supported by
the drive on which a volume is mounted. DRIVE is the
default value.

Attention: Avoid specifying DRIVE when a mixture of
drives is used within the same library. For example, do
not use this option for a library containing some drives
that support recording formats superior to other drives.

T9840C

40 GB

Uncompressed T9840C format, using a StorageTek 9840
cartridge

T9840C-C

80 GB

Compressed T9840C format, using a StorageTek 9840
cartridge

T9840D

75 GB

Uncompressed T9840D format, using a StorageTek 9840
cartridge

T9840D-C

150 GB

Compressed T9840D format, using a StorageTek 9840
cartridge

T10000A

500 GB

Uncompressed T10000A format, using a StorageTek
T10000 cartridge

T10000A-C

1TB

Compressed T10000A format, using a StorageTek T10000
cartridge

T10000B

1TB

Uncompressed T10000B format, using an Oracle
StorageTek T10000 cartridge

T10000B-C

2 TB

Compressed T10000B format, using an Oracle StorageTek
T10000 cartridge

T10000C

5TB

Uncompressed T10000C format, using an Oracle
StorageTek T10000 T2 cartridge

T10000C-C

10 TB

Compressed T10000C format, using an Oracle StorageTek
T10000 T2 cartridge
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Table 78. Recording formats for ECARTRIDGE tapes (continued)

Estimated
Format Capacity Description
T10000D 8 TB Uncompressed T10000D format, using an Oracle
StorageTek T10000 T2 cartridge
T10000D-C |15 TB Compressed T10000D format, using an Oracle StorageTek
T10000 T2 cartridge

Note:

* Some formats use a compression feature of the tape drive hardware. Depending on the
effectiveness of compression, the actual capacity might be double or more than the listed
value.

» T10000A drives can read and write the T10000A format only. T10000B drives can read,
but cannot write, the T10000A format. T10000C drives can read, but cannot write, the
T10000A and T10000B formats. T10000D drives can read, but cannot write, the T10000A,
T10000B, and T10000C formats.

ESTCAPacity
Specifies the estimated capacity for the volumes that are assigned to this device
class. This parameter is optional. The default estimated capacity is 9 GB.

You can specify this parameter if the default estimated capacity for the device
class is inaccurate because of compression of data. The value does not
determine the amount of data stored on the volume. The server uses the value
to estimate the usage before a volume is filled. After a volume is full, the
actual amount of data stored on the tape is used for the usage calculation.

Specify the value as an integer with one of the following unit indicators: K
(KB), M (MB), G (GB), or T (TB). For example, specify that the estimated capacity
is 9 GB with the parameter ESTCAPACITY=9G. The smallest value that is accepted
is 100 KB (ESTCAPACITY=100K).

PREFIX
Specifies the high-level qualifier of the data set name that the server writes into
the sequential access media labels. For each sequential access volume assigned
to this device class, the server uses this prefix to create the data set name. This
parameter is optional. The default value is ADSM. The maximum length of this
prefix is 8 characters.

If you have a naming convention for media labels to support your current
management system, use a volume prefix that conforms to your naming
conventions.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:

AB.CD2.E
* The qualifiers must be separated by a single period.
* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a tape volume data set name using the default prefix is
ADSM.BFS.

MOUNTRetention
Specifies the number of minutes that an idle tape volume is retained before it
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is dismounted. The time span for mount retention begins after the idle timeout
period has expired. This parameter is optional. The default value is 60 minutes.
Specify a number 0 - 9999.

This parameter can improve response time for sequential access media mounts
by leaving previously mounted volumes online.

MOUNTWait
Specifies the maximum number of minutes that the z/OS media server waits
for a volume mount. If the mount request is not satisfied within the specified
time, the mount request fails. If a device is successfully allocated and the
device-open request does not complete within the specified time, the
device-open request ends and the mount request fails.

This parameter is optional. The default value is 60. Specify a number, 1 - 9999.

Restriction: If the library that is associated with this device class is external
(LIBTYPE=EXTERNAL), do not specify the MOUNTWAIT parameter.

MOUNTLimit
Specifies the maximum number of sequential access volumes that can be
simultaneously mounted for the device class. This parameter is optional. The
default is 2.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.

You can specify one of the following values:

DRIVES
Specifies that every time a mount point is allocated, the number of drives
that are defined and online in the library is used to calculate the true
value.

number
Specifies the maximum number of drives in this device class that are used
concurrently by the server. This value must never exceed the number of
drives that are defined and online in the library that services this device
class. You can specify a number, 0 - 4096.

0 (zero)
Specifies that no new transactions can gain access to the storage pool.

COMPression
Specifies whether file compression is used for this device class. This parameter
is optional. The default value is YES.

You can specify one of the following values:

Yes
Specifies that the data for each tape volume is compressed.

No Specifies that the data for each tape volume is not compressed.

EXPiration
Specifies the expiration date that is placed on the tape labels for this device
class. This parameter is optional. There is no default value.

Specify the date when the server no longer requires the tape. The server does
not use this information, but this information is passed to the z/OS media
server for use by z/OS or tape management systems.
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Specify the expiration date using the format, yyyyddd (four digits for the year
and three digits for the day). For example, January 7, 2014 is specified as
2014007 (the seventh day of year 2014).

If you specify the EXPIRATION parameter, you cannot specify the RETENTION
parameter.

RETention

Specifies the number of days to retain the tape. This parameter is optional.

Specify the number of days (1 - 9999) that the server is expected to use the
tape. The server does not use this information, but this information is passed
to the z/OS media server for use by z/OS or tape management systems.

If you specify the RETENTION parameter, you cannot specify the EXPIRATION
parameter.

PROtection

Specifies whether the RACF program, if installed, protects volumes that are
assigned to this device class. If protection is provided, RACF profiles are
created when volumes are first used. This parameter is optional. The default
value is NO. You can specify one of the following values:

No Specifies that the RACF program does not protect volumes that are
assigned to this device class.

Yes
Specifies that the RACF program protects volumes that are assigned to this
device class. RACF profiles are created for volumes when the server first
uses the volumes, but the profiles are not deleted when volumes are
deleted from the server. Profiles must be manually deleted.

Tip: If sensitive data is stored on volumes that are assigned to this device
class, use PROTECTION=YES and manually delete RACF profiles only after
tape volumes have been erased.

The profiles that are created for volumes depend on the system RACF
settings. The protection that is provided is the same as using PROTECT=YES
in JCL. If the RACF program is active and both TAPEVOL and TAPEDSN are
inactive, allocation of tapes fails.

Automatic
Specifies that the RACF program protects volumes that are assigned to this
device class. RACF profiles are created for volumes when the server first
uses the volumes. RACF profiles are deleted when volumes are deleted
from the server.

The profiles that are created for volumes depend on the system RACF
settings. The protection that is provided is the same as using PROTECT=YES
in JCL. If the RACF program is active and both TAPEVOL and TAPEDSN are
inactive, allocation of tapes fails.

Important: If you specify PROTECTION=AUTOMATIC, when a volume is
deleted, its RACF profile is deleted. The volume therefore is no longer
protected by the RACF program. The data on these volumes can be
accessed by other users.

If you specify PROTECTION=AUTOMATIC, the z/OS media server issues
RACROUTE commands to delete profiles when a volume is deleted from the
server. The deletion commands that are issued depend on the current
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system settings for TAPEVOL and TAPEDSN. If the system settings are
changed, the z/OS media server might not delete existing profiles.

Do not change the setting to PROTECTION=AUTOMATIC for a device class that
was set to PROTECTION=NO. Volumes without profiles might exist and error
messages are generated when such volumes are deleted. If a different value
for PROTECTION is required, define a new device class.

Profile creation and deletion occur based on the protection setting when the
volume is first used and when it is deleted. The server does not attempt to
create profiles for volumes that it has already used. If protection is set to
AUTOMATIC, the server attempts to delete profiles when volumes are deleted.

See the documentation for the RACF program for details about the TAPEVOL
and TAPEDSN settings and the profiles that are created when these settings are
active.

UNIT
Specifies an esoteric unit name to specify a group of tape devices that support
ECARTRIDGE tapes. Use the unit name that represents the subset of drives in the
library that are attached to the z/OS system. This parameter is optional. The
default value is 9840. The unit name can be up to 8 characters.

Example: Define a device class with the ECARTRIDGE device type

Define a device class named E1 with the ECARTRIDGE device type and with RACF
protection active for all tape volumes that are assigned to this device class. All data
is compressed for this device class. The device class is for a z/OS media server
library named ZOSELIB.

define devclass el devtype=ecartridge Tibrary=zoselib compression=yes
protection=yes
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DEFINE DEVCLASS (Define a FILE device class for z/0OS media
server)

To use a z/OS media server to access storage volumes on magnetic disk devices,
you must define a FILE device class. In the device class definition, specify a library
that was defined with the LIBTYPE=ZOSMEDIA parameter.

A volume in this device class is a Virtual Storage Access Method (VSAM) linear
data set that is accessed by the z/OS media server. SCRATCH volumes can be
used with device class and the z/OS media server can dynamically allocate the
VSAM LDS. It is not necessary to define volumes for the server to use the device
class. If you define volumes, set the high-level qualifier (HLQ) so that SMS
recognizes the allocation request by the z/OS media server. If you are using
defined volumes, the format volume function is not supported for the server when
this device class is used. The z/OS media server uses a FormatWrite feature of
DFSMS Media Manager when filling FILE volumes.

You can define volumes for the FILE device class by using the DEFINE VOLUME
command. However, the z/OS media server does not allocate space for a defined
volume until the volume is opened for its first use.

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

»»—DEFine DEVclass—device_class_name—DEVType—=—FILE >
MAXCAPacity—=—10G

»—LIBRary—=—1Iibrary_name |_ _| >

l—MAXCAPaci ty—=—s ize—|

—PRIMARYall 0c—=—2600M—| |—S ECONDARYall 0c—=—2600M—|

Yy

—PRIMARYal 1oc—=—sizeJ |—S ECONDARYaT1l 0c—=—sizeJ

—PREFIX—=—~ADSM |—MOUNTL1m1t—=—20—

Yy

—PREFIX—=—rf1ile_volume_prefix— |—MOUNTL1’ mit—=—number—

Parameters

DEVType=FILE (Required)
Specifies that the FILE device type is assigned to the device class.

LIBRary (Required)
Specifies the name of a library that was defined with the LIBTYPE=ZOSMEDIA
parameter. The disk storage that is used by this device class is accessed by the
z/0S media server and managed by SMS.

For information about defining a library, see the DEFINE LIBRARY command.

MAXCAPacity
Specifies the maximum size of file volumes that are defined to a storage pool
in this device class. This parameter is optional. The default value is 10 GB
(MAXCAPACITY=10G).
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Specify this value as an integer followed by K (KB), M (MB), G (GB), or T (TB).
The minimum size is 1 MB (MAXCAPACITY=1M). The maximum size is 16384 GB
(MAXCAPACITY=16384G).

PRIMARYalloc
Specifies the initial amount of space that is dynamically allocated when a new
volume is opened. Enough space must be available to satisfy the primary
allocation amount. Storage Management Subsystem (SMS) policy determines
whether multiple physical volumes can be used to satisfy the primary
allocation request.

This parameter is optional. Specify this value as an integer followed by K (KB),
M (MB), G (GB), or T (TB). The minimum size is 100 KB (PRIMARYALLOC=100K).
The maximum size is 16384 GB (MAXCAPACITY=16384G). The default size is 2600
MB (PRIMARYALLOC=2600M). All values are rounded to the next higher multiple
of 256 KB.

To avoid wasted space, the dynamic allocation operation uses the smaller of
the values that are specified in the two parameters, PRIMARYALLOC and
MAXCAPACITY.

SMS automatic class selection (ACS) routines can affect whether the
PRIMARYALLOC and SECONDARYALLOC parameter values are used.

SECONDARYalloc
Specifies the amount of space by which a file volume is extended when space
that is already allocated to the file volume is used up. The data set for a file
volume is extended up to the size set by the MAXCAPACITY parameter, then the
volume is marked full.

Because secondary allocation of a linear data set cannot span a physical
volume, consider the size of the physical volume when you select a secondary
allocation size. For example, physical volumes for a 3390 Model 3 are
approximately 2.8 GB. To ensure that each extend request occupies nearly an
entire physical volume but not more, use a secondary allocation size that is just
less than 2.8 GB. A secondary allocation amount of 2600 MB allots enough
space for the VSAM volume data set (VVDS), the volume label, and the
volume table of contents (VTOC).

This parameter is optional. Specify this value as an integer followed by K (KB),
M (MB), G (GB), or T (TB). The minimum value is 0 KB (SECONDARYALLOC=0K).
The default value is 2600 MB. The maximum value is 16384 GB. Except for 0,
all values are rounded to the next higher multiple of 256 KB.

If you specify 0 (SECONDARYALLOC=0), the file volume cannot be extended
beyond the primary allocation amount.

SMS automatic class selection (ACS) routines can affect whether the
PRIMARYALLOC and SECONDARYALLOC parameter values are used.

If you specify a value for the SECONDARYALLOCATION parameter that is not 0, or
if you allow the value to default to 2600M, the SMS DATACLAS associated
with the PREFIX identifier (for example, High Level Qualifier) must have the
Extended Addressability (EA) attribute specified. Without the EA attribute, the
SMS DATACLAS limits the allocation of the VSAM LDS FILE volume to the
primary extent. (See the description of the PRIMARYALLOCATION parameter). With
the data set limited to primary allocation size, the data set cannot be extended
by the z/OS media server, and the volume is marked FULL before the
maximum capacity is reached.
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Restriction: Ensure that the values that you specify for the PRIMARYALLOC and
SECONDARYALLOC parameters are within practical limits for the storage device.
The server cannot check whether the values exceed practical device limits, and
does not check whether the two values together exceed the current
MAXCAPACITY setting.

Tip: To fill volumes when you specify a large value for the MAXCAPACITY
parameter, specify large values for the PRIMARYALLOC and SECONDARYALLOC
parameters. Use larger MVS™ volume sizes to reduce the chance of extend
failure.

PREFIX

Specifies the high-level qualifier of the data set name that is used to allocate
scratch volume data sets. For all scratch file volumes created in this device
class, the server uses this prefix to create the data set name. This parameter is
optional. The default is ADSM. The maximum length of the prefix, including
periods, is 32 characters.

Values that are specified for this parameter must meet the following
conditions:

* The value is to be made up of qualifiers, which can be a maximum of eight
characters including periods. For example, the following value is acceptable:
AB.CD2.E
* The qualifiers must be separated by a single period.

* The first letter of each qualifier must be alphabetic or national (@,#,$),
followed by alphabetic, national, hyphen, or numeric characters.

An example of a file volume data set name using the default prefix is
ADSM.B0000021.BFS.

If you have a data set naming convention, use a prefix that conforms to your
naming conventions. For example, the following value is acceptable:
TSM.SERVER2.VSAMFILE.

If you are running multiple server instances for either IBM Spectrum Protect or
Tivoli® Storage Manager for z/OS Media you must use a unique value for the
PREFIX parameter for each device class that you define.

MOUNTLimit

Specifies the maximum number of FILE volumes that can be open concurrently
for this device class. This parameter is optional. The default value is 20.

If you are using IBM 3995 devices that emulate 3390 devices, set the value no
higher than the number of concurrent input or output streams that are possible
on the physical media.

The value that you specify in this parameter is important if there is a
significant penalty switching from one volume to another. For example,
switching can take place when using IBM 3995 devices to emulate 3390
devices. The value that you specify must be no higher than the number of
physical drives available on the device.

If you plan to use the simultaneous-write function, ensure that sufficient drives
are available for the write operation. If the number of drives needed for a
simultaneous-write operation is greater than the value of the MOUNTLIMIT
parameter for a device class, the transaction fails.
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DEFINE DOMAIN (Define a new policy domain)

Use this command to define a new policy domain. A policy domain contains policy
sets, management classes, and copy groups. A client is assigned to one policy
domain. The ACTIVE policy set in the policy domain determines the rules for
clients that are assigned to the domain. The rules control the archive, backup, and
space management services that are provided for the clients.

You must activate a policy set in the domain before clients assigned to the policy
domain can back up, archive, or migrate files.

Privilege class

To issue this command, you must have system privilege.

Syntax
»»—DEFine DOmain—domain_name |_ J >
DESCription—=—description
—BACKRETention—=—30——- |—ARCHRETent1' on—=—365—|

—BACKRETention—=—days— l—ARCHRETenti on—=—days—|

L ACTIVEDESTination—=—"—active-data_pool_name

Parameters

domain_name (Required)
Specifies the name of the policy domain to be defined. The maximum length of
this name is 30 characters.

DESCription
Specifies a description of the policy domain. This parameter is optional. The
maximum length of the description is 255 characters. Enclose the description in
quotation marks if it contains any blank characters.

BACKRETention
Specifies the number of days (from the date the backup versions became
inactive) to retain backup versions of files that are no longer on the client file
system. This parameter is optional. You can specify an integer from 0 to 9999.
The default value is 30. The server uses the backup retention value to manage
inactive versions of files when any of the following conditions occur:

* A file is rebound to a new management class, but the new management class
and the default management class do not contain a backup copy group.

* The management class to which a file is bound no longer exists. The default
management class does not contain a backup copy group.

* The backup copy group is deleted from the management class to which a
file is bound. The default management class does not contain a backup copy

group.
ARCHRETention
Specifies the number of days (from the date of archive) to retain archive copies.
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This parameter is optional. You can specify an integer from 0 to 30000. The
default value is 365. The server uses the archive retention value to manage
archive copies of files when either of the following conditions occur:

* The management class to which a file is bound no longer exists. The default
management class does not contain an archive copy group.

* The archive copy group is deleted from the management class to which a
file is bound. The default management class does not contain an archive

copy group.

ACTIVEDESTination
This optional parameter specifies the names of active-data pools that store
active versions of backup data for nodes that are assigned to the domain. You
can specify up to 10 active-data pools for a domain, which is separated by
commas. Spaces are not permitted between the names.

Before the IBM Spectrum Protect server writes data to an active-data pool, it
verifies that the node owning the data is assigned to a domain that has the
active-data pool that is listed in the ACTIVEDESTINATION list. If the server
verifies that the node meets this criteria, the data is stored in the active-data
pool. If the node does not meet the criteria, then the data is not stored in the
active-data pool. If the simultaneous-write function is used to write data to an
active-data pool, the server verifies that the node meets the criteria during
backup operations by IBM Spectrum Protect backup-archive clients or by
application clients by using the IBM Spectrum Protect API. The verification is
also performed when active-data is being copied by using the COPY ACTIVEDATA
command.

Example: Define a policy domain

Define a policy domain with a name of PROG1 and the description, Programming
Group Domain. Specify that archive copies are retained for 90 days when
management classes or archive copy groups are deleted and the default
management class does not contain an archive copy group. Also, specify that
backup versions are retained for 60 days when management classes or copy groups
are deleted and the default management class does not contain a backup copy
group.

define domain progl

description="Programming Group Domain"
backretention=60 archretention=90

Related commands
Table 79. Commands related to DEFINE DOMAIN

Command Description
CTIVATE POLICYSE Validates and activates a policy set.
polcy
OPY DOMAIN| Creates a copy of a policy domain.
[DEFINE POLICYSET] Defines a policy set within the specified
policy domain.
[DELETE DOMAIN| Deletes a policy domain along with any
policy objects in the policy domain.
[QUERY DOMAIN]| Displays information about policy domains.
[UPDATE DOMAIN| Changes the attributes of a policy domain.
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DEFINE DRIVE (Define a drive to a library)

Use this command to define a drive. Each drive is assigned to a library, and so the
library must be defined before you issue this command.

A path must be defined after you issue the DEFINE DRIVE command to make the
drive usable by IBM Spectrum Protect. For more information, see [“DEFINE PATH|
(Define a path)” on page 300.|If you are using a SCSI or VTL library type, see
“PERFORM LIBACTION (Define or delete all drives and paths for a library)” on|

page 720.|

You can define more than one drive for a library by issuing the DEFINE DRIVE
command for each drive. Stand-alone drives always require a manual library.

For detailed and current drive support information, see the Supported Devices
website for your operating system:

[Supported devices for AIX and Windows|

Privilege class

To issue this command, you must have system privilege or unrestricted storage
privilege.

Syntax

SERial—=—AUTODetect

l—SERi a1—=—[AUTODetect——|—
serial_number

v

»»—DEFine DRive—library_name—drive_name

(1)

—ONLine—=—Yes

|—ELEMent—=—AUTODetect

—ONLine—-= Yes |—ELEMen'c—= AUTODetect
No——l_ ddr‘ess——,_

\
v

A\
v

(2)
ACSDRVID—=—drive_id

\4
\4
A

(3)

NONE
(4)
ASNEEDED

gigabytes

LCLEANFREQuency =

Notes:

1 The ELEMENT parameter is only necessary for drives in SCSI libraries when
the drive type is a network attached SCSI (NAS) drive.

2 ACSDRVID is required for drives in ACSLS libraries. This parameter is not
valid for non-ACSLS libraries.
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3 The CLEANFREQUENCY parameter is valid only for drives in SCSI libraries.

4  The CLEANFREQUENCY=ASNEEDED parameter value does not work for
all tape drives. For more information, see the parameter description.

Parameters

library name (Required)
Specifies the name of the library to which the drive is assigned. This parameter
is required for all drives, including stand-alone drives. The specified library
must have been previously defined by using the DEFINE LIBRARY command.

drive_name (Required)
Specifies the name that is assigned to the drive. The maximum length of this
name is 30 characters.

SERial
Specifies the serial number for the drive that is being defined. This parameter
is optional. The default is AUTODETECT.

If SERIAL=AUTODETECT, then the serial number reported by the drive when
you define the path is used as the serial number.

If SERIAL=serial_number, then the serial number that is entered is used to
verify that the path to the drive is correct when you define the path.

Note: Depending on the capabilities of the device, SERIAL=AUTODETECT
might not be supported. In this case, the serial number is reported as blank.

ONLine
Specifies whether the drive is available for use. This parameter is optional. The
default is YES.

Yes
Specifies that the drive is available for use.

No Specifies that the drive is not available for use.

ELEMent
Specifies the element address of a drive within a SCSI or virtual tape library
(VTL). The server uses the element address to connect the physical location of
the drive to the SCSI or VTL address of the drive. The default is
AUTODETECT.

If ELEMENT=AUTODETECT, then the element number is automatically
detected by the server when the path to the drive is defined.

To find the element address for your library configuration, consult the
information from the manufacturer.

Restriction:

* The ELEMENT parameter is valid only for drives in SCSI libraries or VILs
when the drive type is not a network attached SCSI (NAS) drive.

* This parameter is not effective when the command is issued from a library
client server (that is, when the library type is SHARED).

* Depending on the capabilities of the library, ELEMENT=AUTODETECT
might not be supported. In this case, you must supply the element address.

ACSDRVID
Specifies the ID of the drive that is being accessed in an ACSLS library. The
drive ID is a set of numbers that indicates the physical location of a drive
within an ACSLS library. This drive ID must be specified as a,],p,d, where a is
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the ACSID, [ is the LSM (library storage module), p is the panel number, and d
is the drive ID. The server needs the drive ID to connect the physical location

of the drive to the drive's SCSI address. See the StorageTek documentation for
details.

CLEANFREQuency
Specifies how often the server activates drive cleaning. This parameter is
optional. For the most complete automation of cleaning for an automated
library, you must have a cleaner cartridge that is checked into the library's
volume inventory.

If you are using library-based cleaning, NONE is advised when your library
type supports this function.

This parameter is not valid for externally managed libraries, such as 3494
libraries or StorageTek libraries that are managed under ACSLS.

Important: There are special considerations if you plan to use server-activated
drive cleaning with a SCSI library that provides automatic drive cleaning
support in its device hardware.

NONE
Specifies that the server does not track cleaning for this drive. This value
can be used for libraries that have their own automatic cleaning.

ASNEEDED
Specifies that the server loads the drive with a checked-in cleaner cartridge
only when a drive reports to the device driver that it needs cleaning.

The CLEANFREQUENCY=ASNEEDED parameter value does not work for all tape
drives. See the Supported Devices website for your operating system to
view detailed drive information. If ASNEEDED is not supported, you can use
the gigabytes value for automatic cleaning.

For IBM 3592 and LTO drives, library-based cleaning is advised. If
library-based cleaning is not supported, then ASNEEDED must be used.
Gigabytes is not recommended.

Restriction: IBM Spectrum Protect does not control the drives that are
connected to the NAS file server. If a drive is attached only to a NAS file
server (no connection to a storage agent or server), do not specify ASNEEDED
for the cleaning frequency.

gigabytes
Specifies, in gigabytes, how much data is processed on the drive before the
server loads the drive with a cleaner cartridge. The server resets the
gigabytes-processed counter each time it loads a cleaner cartridge in the
drive.

Important: When CLEANFREQUENCY=gigabyte, drive cleaning can occur
before the gigabyte setting is reached, if the drive notifies the device driver
that a cleaning is necessary.

Consult the information fr