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MpumevaHue:

Mpexae YeM MCNOb30BaTb 3TY MHCHOPMALMIO M ONUCHIBAEMBIN B HEN MPOOYKT, NPOoUTUTE
nHgopmauuto B pasgene “3amMevanma” Ha cTp. 137.

3aMeuvaHus K U3BAHUK

[aHHoe n3gaHme oTHoCcUTCA K Bepcun 8, Bbinyck 1, mogudmnkaumus 12 IBM Spectrum Protect (Homepa npoaykTta 5725-
W98, 5725-W99, 5725-X15), 1 Ko BCeEM NocnenyoLLmMM BbinyckaM U MoamduKkaLmsam, noka B HoOBbIX N3OaHusaX He byoeT
YyKasaHo MHoe.
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06 3Tou ny6bnukauum

B sTo nybnukaumm npeactaBneHa nHgopmaLmsa o nnaHMpoBaHum, peanmsaumnmn, MOHUTOpUHre n pabote
C peweHneM no 3aumnTe aaHHbIX, B KOTOPOM UCMOJIb3YHTCA Hanny4lmne npakTtnyeckme MmeTonbl IBM
Spectrum Protect.

Ina Koro npegHasHavYeHo 3TO PYKOBOACTBO

JTO PYKOBOACTBO NpefHa3Ha4YeHOo 419 BCeX Nob3oBaTene, 3aperucTpupoBaHHbIX Kak
agMuHucTpartopbl IBM Spectrum Protect. PeweHnem IBM Spectrum Protect moxeT ynpasnaTb oanH
aAMUHUCTPATOP, Nan 06a3aHHOCTN aaMUHUCTPATOPa MOryT BbITb pacnpeneneHbl MeXay HECKONbKUMU
NoAbMU.

[na paboTbl C pelweHneM HeobX0AMMO XOPOLIO 3HATb ONEPALMOHHYIO CUCTEMY CepBepa M MPOTOKOSbI
CBSI3M 415 cpefbl KNneHTa unn cepeepa. TakxKe HeobXoaMMO NOHMMATb NMPUHLUMIBI YNIPaBIeHNs
XPaHEeHWeM LaHHbIX B BalLEW OpraHnsauuun, HanpuMep, NPMHLMIbI PE3EPBHOIO KOMMPOBaHUS (hainos
paboyeit CTaHLMMN U UCMONIb30BAHUS YCTPONCTB XPaHeHUs.

Ny6nukauumn

B cemelicTBO npopykToB IBM Spectrum Protect BxopaT IBM Spectrum Protect Plus, IBM Spectrum
Protect for Virtual Environments, IBM Spectrum Protect for Databases v psg opyrvux npogykToB no
yrNpaBfeHunto xpaHeHvem ot IBM®.

[okyMeHTaumo K npoayktaM IBM cMoTpute Ha Beb-cTpaHuue IBM Knowledge Center.
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4TO HOBOIO B 3TOM BbiNyCKe

371oT BbiNyck IBM Spectrum Protect copeput HoBble hyHKLMM 1 06HOBNEHNS.
CnuncoK HOBbIX (hyHKUMI 1 OBHOBNEHWI B 3TOM BbINyCKe CMOTPUTE B CNeAyoWMX pasaenax:

» YTo HOBOrO AJ19 KOMMOHEHTOB cepBepa

« YTO HOBOIo A1 KOMNOHEHTOB KJIMEHTa

Ecnv B 4OKYMeHTaLMM BHECEHbI M3MEHeHUs, oHM 0603HavaloTCa BepTuKanbHol yepTtoi () B none.

© Copyright IBM Corp. 1993, 2021
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YacTb 1. NnaHupoBaHMe JUCKOBOIro pewweHus no
3almTe AaHHbIX C OAHOM NJIOLAAKOMU

CnnaHupynTe peannsaumio 3aWwnTbl AaHHbIX, BKIOYaloLWyo B ceba cepeep Ha O4HON nnowaake, roe
Mcrnonb3yeTcd genyniankaumsa gaHHbIX.

Oonuuu peanusauyum
CepBep MOXHO CKOHUIYpMpoBaTh A1 AMCKOBOrO pPeLleHnsa C OAHOM NowWanKon cnegyouwmmm
cnocobamu:

KoHcurypupoBaHue cepeepa ¢ UCMOJIb30BAHUEM KOMMOHeHTa LLeHTp onepauuii n
AAMMHUCTPATUBHbIX KOMaHA,
B aToM LOKYMeHTauuMm NpMBOASATCS Warn no KoHGUrypnpoBaHuto guanasoHa CUCTEM XPaHEHUS U
NporpamMMbl cepBepa a5 Balwero peweHns. 3agadn no KOHMUryprupoBaHMo BbINOHAKTCSA NpU
noMoLM MacTepPOoB M onuui B KoMaHaax LleHTpa onepaunit n IBM Spectrum Protect. MHdopMaumio o
TOM, KaK Ha4yaTb paboTy cMOTpuUTe B pasgene “JopoxKHasa kapTa nnaHnpoBaHua” Ha cTp. 1.

CKoHUrypupyiite cepeep npy nomMoLLM aBTOMaTU3IMPOBAHHbBIX CLleHapueB
MofpobHble pekoMeHaaLMM No peannsaLlmm AUCKOBOMO pelleHns ¢ O4HOM NIoLLanKoM C
MNCMNOJ/Ib30BaHMEM KOHKPETHbIX CUCTEM XpaHeHus IBM Storwize n aBToMaTM4YeCKUX CLUeHapuWeB ans
KOHhUrypmpoBaHua cepsepa cMoTpuTte B IBM Spectrum ProtectMakeTsbl.

B NpoeKTHON OKYMEHTALMN HET LWAroB MO YCTAHOBKE M KOH(UIypupoBaHuto LleHTpa onepaumii unm
Mo HacTpolKe 3alMLLEHHON CBA3M C Ucnofib3oBaHMeM Transport Security Layer (TLS). BkntoueHa
BO3MOXHOCTb Mcnonb3oBaHus Elastic Storage Server Ha ocHoBe TexHonorum IBM Spectrum Scale.

[ opoXXHaa KapTa n1aHUpPOBaHUA

3annaHMpyl7|Te ONCKOBOE pelleHne C O,D,HOVI ﬂﬂOLLI,B.,D,KOVI, 03HAKOMUBLLUNCH CO CXEMOW APXUTEKTYpPHhI,
NOKa3aHHOM HMXe Ha PUCyHKe, a 3aTeM BbINOJIHUB 3a4a4u ,EI,OpO)KHOVI KapTbl, KOTOPble NPUBOOATCA
nocne anarpaMmbl.

= (+) ApXWUTEKTYpa C 04HOR +) IKOHOMUYHOCTb
[wvck ¢ ogHoi © nnomaﬂn{gg O
' nrioliaakon () AbherTBHOE MCcnonk3osaHe () bonee npocTtas peanusauqsa
NnpocCTpaHCcTBa
MprnoxeHus, BUpTYansHbe Cepeep

MALKHE!, CHCTEMBI

L

OWcros0e XpaHWMLLE ANA DE3EDBHb
KONWA 420y NNHLMPOBAHHSIX
AAHHLIX W NEpEYHs
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OnucaHHble HUXKe LarM HeobxoamnMmbl, YTOObI NPON3BECTU NAHNMPOBaHME OJ1S AMCKOBOW Cpefbl C O4HOM
NAOLWAAKON.

1. BbibepuTe pasmep CUCTEMBI.

2. BbinonHuTe TpeboBaHMsA K annapaTHOMY U NporpaMMHoMy obecrneyeHumo.

3. 3anuwunTe 3HaYEeHMA KOHd)VIpraLI,MVI CUCTEMbI B pa6oqme JNTNCTbl NTaHNPOBaAHUA.

4. CnnaHupyiTe XpaHeHue.

5. CnnaHupymnTe 3almTy.

a. CnaaHupynTe ponn agMMHUCTPATOPOB.

b. CnnaHmpyiTe 3aW ML EHHYH0 CBA3b.

c. CnaaHvpyiTe XpaHeHne WngpPoBaHHbIX AaHHbIX.

d. CnnaHupyiTe gocTyn Yepes bpaHamayap.

Bbi6bop pasmepa cUCTeMbl

BbibepuTte pasmep cepBepa IBM Spectrum Protect Ha ocHoBe 06beMa gaHHbIX, KOTOPbIMU Bbl
ynpasnseTe, U CUCTEM, KOTOPbIE HYXHO 3alUNTUTb.

06 3Tou 3apaue

NHopMauuio B NpuBeLeHHON HUXe Tabnnue MOXHO UCNONb30BaTh, YTOOLI ONpefennTb pasmep
cepBepa, KOTopbI BaM noTpebyeTcs, B 3aBUCMMOCTU OT 06beMa flaHHbIX, KOTOPbIMU Bbl yNpaBaseTe.

B cnepytowei Tabnuie onmcaH TOM faHHbIX, KOTOPbIM ynpaBnseT cepep. 3ToT 06beM BKtoYaeT B cebs
BCe Bepcuu. ExxeHeBHbI 06beM faHHbIX - 3TO 06beM JaHHbIX, pe3epBHbIe KOMUM KOTOPbIX Bbl CO3AaeTe
exefHeBHo. M obwnin 06beM ynpaBnseMblx 4aHHbIX, U eXXeAHeBHbIN 06BbeM HOBbIX JaHHbIX U3MeEPSHOTCS
Kak pasmep Lo Noboro cokpalleHms JaHHbIX.

Tabnuya 1. OnpedeneHue pasmepda cepsepd
E>xepnHeBHbIl 06beM HOBbIX
06wuit 06bem AAHHDbIX ANq pe3epBHOro
ynpaBnasieMbiX AaHHbIX KOMUPOBaHUA Heob6xogumMbiit pasmep cepBepa
60-240Th 0o 10 Th B oeHb Manoe
360-1440THb 10-30 Tb B geHb CpepnHee
1000-4000 Tb 30-100 Tb B oeHb BonbLioe

3HaYeHNs exxeHEBHbIX PE3EPBHbIX KONUI B TabnunLe 0CHOBaHbl Ha pe3ynbTaTax UCMbITaHWUA C
obbekTamu no 128 MB, koTopble Ccnob3yTca KoMnoHeHToM IBM Spectrum Protect for Virtual
Environments. Paboune Harpysku, coctosiine ns o6bekToB MeHee 128 KB, MoryT He AoCTUraTb 3TUX
eXefHeBHbIX Npeaenos.

Tpeb6oBaHuA K cucTteMe g AUCKOBOro peLueHus ¢ OgHOM
NJIOLLAAKOMU

Mocne Bbibopa peweHuns IBM Spectrum Protect, Hannyuwnm o6pasom COOTBETCTBYHOLLENO BaLLIMM
TpeboBaHMAM K 3aLLMTe OaHHbIX, 03HAKOMbTECH C TPeboBaHUSAMM K CUCTEME, YTOBbI CNIaHMpPoBaThb
peanunsaumio peleHns no almnTe gaHHbIX.
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Y6enuTech, YTO CUCTEMA COOTBETCTBYET TPeboBaHUAM K annapaTHbIM 1 NPOrpaMMHbIM CPeACcTBaM AJis
cepBepa Toro pasmepa, KoTopblii Bbl COBMpaeTech UCMNoIb30BaTh.

MHdopMmauumsa, cBa3aHHasA C faHHOM
MopnepxxnBaeMble onepaunoHHble cucTembl gns IBM Spectrum Protect

Tpe6oBaHusa K annapaTHbIM CpeacTBaM

TpeboBaHua kK annapaTHoMy obecneveHuto peweHma IBM Spectrum Protect ocHoBaHbl Ha pa3mepe
cuctembl. YTobbl 0becneyunTb ONTUMAabHYH NPOM3BOANTENIbHOCTb CPefbl, BbIbepnTe KOMMNOHEHTHI,
9KBMUBAJIEHTHbIE TEM, KOTOpPbIE 30eCb NepeyncsieHbl, MO0 Nyullne KOMMNOHEHTHI.

OnpepneneHne CUCTEMHbIX Pa3MepoB MOXHO HanTK B “Bbibop pasamepa cuctemMbl” Ha CTp. 2.

B cnepytowen Tabnvue nepeyuncnerbl MMHUManbHble TpeboBaHMs K annapaTtHoMy obecneyveHunto
cepBepa 1 CUCTEMbI XpaHEHMS HA OCHOBE pa3Mepa CepBepa, KOTOPbIN Bbl cCObMpaeTech NOCTPOUTL. Ecnu
Bbl McMonb3yeTe fiokanbHble pasgenbl (LPAR) nnu paboune pasgensl (WPAR), ckoppeKkTupyiTe
TpeboBaHuMa K ceTu, UTobbl yuecTb pasMep pas3aesnos.

B kauecTBe OTMPaBHON TOUYKM UCMONb3YNTe MHhOpMaLUIO, COAEPIKALLYIOCS B CefytoLen Tabnuue.
Camyto cBexyto uHopmauuto o TpeboBaHUAX K 060pyA0BaHUIO U crieLMdpmrKaumnsax 4na cepeepa
CUCTEMbI XpaHeHUsa cMmoTpuTe B pasgene IBM Spectrum ProtectMakeTbl.

AnnapaTHblii KOMNOHEHT

Heb6onbliasa cuctema

CpepHsas cucrtema

KpynHasa cuctema

Mpoueccop cepBepa

NN apep
npoueccopa, 3,42 My,
nnun beicTpee

| Linux | Windows WIS
agep npoueccopa, 1,7 My,
nnun beicTpee

BN 10 sapep
npoueccopa, 3,42 My,
nnun beicTpee

| Linux | Windows jpJe)
agep npoueccopa, 2,2 My,
nnun beicTpee

BERN 20 spep
npoueccopa, 3,42 My,

| Linux | Windows Vi)
aapa npoueccopa, 2,2 Iy,
nnun beicTpee

MamaTtb cepBepa

64 Tb Ol

128 b Ol

256 b Ol

CeTb « 10 B Ethernet (1 nopt) |+ 10 B Ethernet (2 « 10 TB Ethernet (4
- AnanTep 8 ' Fibre nopta) nopta)
Channel (2 nopTa) « Apantep 8 I'b Fibre « Apantep 8 I'b Fibre
Channel (2 nopTa) Channel (4 nopTa)
XpaHeHvie e Ouckmn SSD 1,45 T6 gna |« Ouckn SSD 2,53 T6 gns | Ouckm SSD 6,54 T6 ans

6a3bl JaHHbIX, NOC
NpoCTPaHCTBO s
3anucen LeHTpa
onepaummn

» 67 Tb nyna xpaHeHus
KaTasoros-
KOHTENHEPOB C
henynnukauunen

6a3bl JaHHbIX, NOC
NPOCTPAHCTBO AN
3anucen LeHTpa
onepaummn

« 207,9 TB nyna
XPaHeHWs KaTanoros-
KOHTENHEPOB C
nenynnukauuen

6a3bl JaHHbIX, NOC
NPOCTPAHCTBO AN
3anucen LeHTpa
onepaummn

« 1049,67 Tb nyna
XPaHeHWs KaTanoros-
KOHTENHEPOB C
nenynnukauuen

OueHKa Heo6xoauMoro o6bema npocTpaHcTBa AN 6a3bl AaHHbIX LLeHTpa onepauuii

TpeboBaHUa K annapaTHbIM cpeacTsam Ansa LleHTpa onepaumii BKoYeHbl B NpeablayLiyto Tabnuuy 3a
WCKHOYEHEeM NPOCTpaHCTBa 6a3bl AaHHbIX M apXMBHOMO XypHana (nepevHs), KoTopble UCNOJb3YoTCA
KOMTMOHEHTOM LLeHTp onepauuii Ana yaepxunsaHusa sanucei 41 ynpasnsemMbiX KIMEHTOB.

Ecnu BbI He co6V|paeTer ycTaHaBnmeaTb LleHTp onepau,m7| Ha TOM Xe KOMMNbloTepe, YTO U CepBep, Bbl
MOXEeTe OUEHUTb Tpe6OBaHl/IF| K cucteme oTaenbHo. YTobbl BbIUMCANTD Tpe6OBaHVIF| K cucrteme ond
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KOMMoHeHTa LleHTp onepaumin, CMOTpUTE ONMncCaHKe KanbKynsaTopa TpeboBaHUI K CUCTEME B ALOKYMEHTE
TeXHUYECKoe 3amevaHne 1641684,

YnpaBneHne KOMNOHEHTOM LIeHTp onepaumit Ha cepBepe - 3To paboyasi Harpyska, TpebytoLlas
[OMNOJTHUTENIbHOrO MPOCTPAHCTBA AN onepaumin 6a3bl AaHHbIX. O06bEM NPOCTPaHCTBA 3aBUCUT OT YMcia
K/TMEHTOB, MOHUTOPWHI KOTOPbIX OCYLLLECTBNseTCA Ha cepBepe. MpouTuTe crnedytolie peKoMeHaaumm,
KOTOpble NO3BOJIAOT OLEHWTb, KaKol 06beM NpocTpaHcTBa noTpebyeTcs BalleMy cepBepy.

MpocTpaHcTBO 6a3bl AAHHbIX
KomnoHeHT LleHTp onepauuii ucnonbdyeT, npumepHo, 1,2 I'b npocTpaHcTBa 6a3bl AaHHbIX HA
kaxayto 1000 knMeHToB, OTC/EXXMBaeMbIX Ha cepBepe. Hanpumep, paccMoTpum xab-cepeep ¢ 2000
KJIMEHTOB, KOTOPbIN TaKXe ynpasiseT TPeMS NOAYUHEHHBIMU CEPBEPAMU, HA KAXKAOM M3 KOTOPbIX
ecTb 1500 knneHToB. 3Ta KOHUrypaumsa gaet B utore 6500 KNMEHTOB Ha YeTbIpex cepBepax, 1 Ang
Hee TpebyeTca npumepHo 8,4 I'b npocTpaHcTBa 6a3bl AaHHbIX. 3TO 3HAaUEHME BbIUNCNAETCA NYTEM
okpyrneHusa 6500 knneHTOB A0 cneaytollen bnmxkanwen 1000, yto coctaBnt 7000:

7 x 1,2 Ib=8,4 Tb

MpocTpaHCTBO apXUBHOIO XXypHana
LleHTp onepauuin ncnonb3yeT, NpuMepHo, 8 b NpocTpaHCcTBa apXMBHOIO XypHana Kaxable 24 yaca
ons kaxpon 1000 knueHToB. B npumepe 6500 knneHToB paboTatoT uepes xab-cepBepbl 1
nogyMHeHHble cepBepa, 1 3a 24 yaca gns xab-cepBepa ncnonbsyetcsa 56 'b npocTpaHcTBa
apXMBHOIO XYypHana.

[lna Kakaoro nog4YMHEHHOro cepeepa B NprMepe NPoCTPaHCTBO apXMBHOMO KypHaa, UCnosibayeMoe
B TeueHue 24 4acoB, COCTABUT OKOJ10 16 6. 3TN OLEHKN OCHOBaHbI Ha MHTepBase cbopa AaHHbIX O
COCTOSIHMM MO YMOJIYaHUIO, PAaBHOM 5 MUHyTaM. ECnin Bbl COKpaTuTe MHTepBas cbopa AaHHbIX C
O[HOr0 pasa 3a 5 MMHYT A0 OAHOro pasa 3a 3 MUHYTbIl, TPE60BaHMSA K MPOCTPAHCTBY BO3pacTyT. B
CneayoLmx npuMepax nokasaHo npuMepHoe yBenundyeHne TpeboBaHuii K MPOCTPAHCTBY XypHasa
npv nHTepBase cbopa faHHbIX OANH pas B 3 MUHYTLI:

» Xab-cepBep: C 56 I'b npumepHo 0o 94 b
- Kaxabin nogumHeHHbin cepep: C 16 I'b npumepHo go 28 Tb

YBenuubTe NPOCTPAHCTBO apXMBHOIO XypHana Tak, 4Tobbl y Bac 6b110 4OCTATOUYHO AOCTYMNHOIO
NMPOCTPaHCTBA 419 NOALAEPIKKN KOMMOHEHTa LLeHTp onepaumii 1 4Tobbl 3TO HE BIMSO Ha
CYLLEeCTBYHOLLME ONnepaLmm cepeepa.

Tpeb6oBaHus K NporpaMMHOMY obecneyeHuto

LJoKyMeHTauusa onsa ouckoBoro pewenns IBM Spectrum Protect ¢ 0gHON NAOWaaKOM COOEPKUT 3a8a4m
Mo yCTaHOBKE M KOHDUIYPUPOBAHMIO 015 YKa3aHHbIX HUXE onepaLMoHHbIX cUCcTeM. Y Bac A0KHbI BbiTb
BbIMOSIHEHbI MMHMMalbHble TpeboBaHMA K MporpaMmam 13 nepeymcreHHbIX.

Cucrtembl AIX

Tun NO MuHuManbHble Tpe6oBaHUA K NporpaMMHOMY obecneueHuo

OnepaunoHHag cuctema | IBMAIX 7.1

JononHuTenbHble cBeaeHnsa o TpeboBaHUSX K onepaLnoHHOn cucteme
CMOTpUTE B MH(opMaLmm no yctaHoBke IBM Spectrum Protect.

YTunuta gunzip YTunuta gunzip omkHa bbiTb 4OCTYMNHA B Ballen CUCTEME [0 YCTAHOBKM
nnu obHoBneHusa cepsepa IBM Spectrum Protect . Y6eantecn, 4to ytunmuta
gunzip ycTaHOBNEHA U ee NyTb 3afaH B NepeMeHHoM cpenbl PATH.
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Tun NO

MuHuManbHble Tpe6oBaHUA K NporpaMMHOMy ob6ecneyueHuIo

Tun ¢annoBon cncTemsl

dannosble cuctembl JFS2

CucTtembl AIX MOryT K3WwmpoBaTb 6onbluve 06beMbl aHHbIX (hannoBoi
CUCTEMBI; MPY 3TOM MOXET COKpaLLaTbcs 06beM NaMaTh, HeobXoANMBbIN
cepBepy u npoueccam IBM Db2. YTobbl n3bexaTb NogKauku npu
ncnonb3oBaHum cepeepa AIX, ncnonbdynte ong gannoson cuctemol JFS2
OnuMI0 MOHTMpPOBaHuUa rbrw. [1na kawa anioBon CUCTEMbI UCMONb3YeTCs
MeHblle namMaTu, n gns IBM Spectrum Protect 6yneT poctynHo 6onblue
namsaTu.

He ncnonb3yinTe onumMm MOHTMPOBaHMS (hanioBOM CUCTEMBI C
napannenbHbiM BBoAoM-BbiBoAoM (Concurrent I/0, CIO) u ¢ npsamMbIM
BBOAOM-BbIBoAOM (Direct I/0O, DIO) ansa hannoBbix CUCTEM, COAEPKALLMX
XypHanbl 6a3bl faHHbIX IBM Spectrum Protect unu Toma nynoB XxpaHeHus.
Ncrnonb3oBaHWe 3TUX ONUMA MOXKET Bbi3biBaTb CHUXEHUE
NPOM3BOANTENBHOCTN MHOIMX CepBePHbIX onepaumi. IBM Spectrum
Protect n Db2 Bce paBHO mMoryT ncnonssosatb DIO Tam, roe 3710 BbIrO4HO,
Ho ons IBM Spectrum Protect He TpebytoTcs onumm MOHTUPOBaHUS, YTOOBI
BbIGOPOYHO MCNONb30BaTb NPEMMYLLECTBA 3TOFO METOAA.

Lpyroe nporpaMmHoe
obecneueHune

O6onouka Korn (ksh)

CucTtembl Linux

Tun NO

MuHuManbHble Tpe6oBaHUSA K NPOrpaMMHOMy ob6ecneueHuto

OI'IepaLI,VIOHHaFl cuncrtema

Red Hat® Enterprise Linux® 7 (x86_64)

Bubnuoteku

Bubnunotekn GNU C Bepcun 2.3.3-98.38 nnun HoBee, yCcTaHaBIMBAEMbIE B
cucteme IBM Spectrum Protect.

CepBepsbl Red Hat Enterprise Linux:

« libaio

« libstdc++.50.6 (Tpebytotca 32- n 64-pa3paaHble NaKeTbl)
« numactl.x86_64

Tun channoBon cucTeMsl

CchopMaTupyiTe hannosble CUCTEMBI, CBA3aHHbIE C 6a3aMun AaHHbIX,
ncnonbays ext3 nnn ext4.

[lna channosbix CUCTEM, CBA3AHHbIX C Nynamu, ucnonb3yinte XFS.

Lpyroe nporpamMMHoe
obecneyeHune

O6onouka Korn (ksh)

Cuctembl Windows

Tun NO

MuHuManbHble TPGGOBaHMﬂ K NporpaMMHOMY obecneueHuto

OnepaumnoHHasg cuctema

Microsoft Windows Server 2012 R2 (64-paspagHas cuctema) unm Windows
Server 2016

Tun annoBon cncTeMsl

NTFS

YacTb 1. MnaHMpoBaHMe AMCKOBOro pelleHns No 3aliuTe AaHHbIX C OAHOW NoWwaaxkon 5




Tun NO

MuHuManbHble Tpe6oBaHUsA K NporpaMMHOMY ob6ecneyueHunIo

Lpyroe nporpaMmHoe
obecneveHmne

HonxHbl 6bITb ycTaHOBNEHbI 1 BKAtOUYeHbl Windows 2012 R2 nnu Windows
2016 c nnatdopmoin .NET Framework 3.5.

LonxHbl 6bITb OTK/OYEHDI cnepywouime NnoNNTUKKM ynpaBsieHNa y4eTHbIMU

3anMcsamu nonb3oBaTenemn:

« YnpaBfieHne y4eTHbIMM 3anucamMu Nnonb3osartesieit: Pexxum YTBepxoatb
aflMMHUCTPATOPOB AN BCTPOEHHOM YUeTHOW 3annucn AIMUHUCTPATOP

. VnpaBneHme YYE€THbIMU 3anncamMmm nonb3oBaTenen: 3aI'IYCKaTb BCeX
AAMUNHUNCTPATOPOB B pexXnme yTBep)-K,EI,aTb AOMNHNCTPATOPOB

UHopMauumsa, cBa3aHHaA € aHHOM
HacTpolika ceTeBbix onumin AIX

Pa6oune nucTbl N1aHUPOBAHUA

Mcnonbayinte paboumne Tabnunubl NI1aHMPOBAHMUS, UTOObI 3aMMCbIBATb B HUX 3HAYEHUS, KOTOpbIE Bbl
ncrnonbayeTe Npu HaCTPOMKe CUCTEMbI C NOCTeAYOWNM KOHUTyprpoBaHuem cepeepa IBM Spectrum

Protect. icnonb3yiTe 3HaUeHUs Mo yMoNUYaHuto, NpuBeaeHHble B paboumnx Tabnunuax.

Kaxpas pa6oqaﬂ Tabnuua NoMoXKeT BaM NOAroTOBUTLCS K Pa3HbIM CTaaAnAaAM KOHd)VII'prpOBaHMﬂ

CUCTEMbI 32 CYET NCMONb30BaHUSA 3HAYEHUI MO YMOJ1YaHWIO:

MpepBapuTenbHoe KOH(UrypUpoBaHMe CepBEPHO CUCTEMDI
Mcnonbayinte paboumne Tabnunubl NpeaBapuTesibHOro KOH(UIyprpoBaHus OJis NiaHMpoBaHus
halfoBbIX CUCTEM M KaTasloroB, KOTOPLIE Bbl CO34aAMTe, KOraa CKoHUrypupyeTe ainoBble
cucTtembl ansa IBM Spectrum Protect Bo BpeMs HacTpoWku cucTeMbl. Bce kaTanoru, coagaHHble BaMu
ONs cepBepa, LOMKHbI 6bITb NYCTbIMU.

KoHdhurypauusa cepeepa
Bocnonbsyntecb pabounmum Tabnmuamm no KOHUrypupoBaHuto, koraa byneTte KOHpUrypmposaTb
cepsep. ,D,J'IFI OONbLUMHCTBA 3/IEMEHTOB npepnararoTca 3Ha4vYeHna no ymon4vaHuto, Kpome crniy4vaes,
Korga sTo OTMeYyeHo.

AIX

Tabnuya 2. Pabouas Tabnuya 015 npedBapuTesbHOro KOHGUrypupoBaHus cepsepHol cuctemol AIX

AneMeHT 3HaueHue no Cob6cTBEHHOE MuHUManbHbIN MpumevaHusa
YMOYaHuUIo 3HaueHue pasmMmep KaTtanora
Agpec nopTta 1500 HenpuMeHnmo Y6epuTtech, 4To

TCP/IP pna
B3aMMOOEeNCTBUA
C cepBepoM

3TOT NOpPT
LOCTYMeH, Korga
byoete
yCTaHaBNMBaTb U
KOHhMTypMpoBaThb
onepaunoHHYyo
cucTemy.

Homep nopta
MOXeT bbITb
yncnom B
JuanasoHe oT
1024 po 32767.
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOUYaHUIO 3HaueHue pasmep KaTasnora
KaTanor ons /home/tsminstl/ 50TBb Ecnu Bbl UIsSMeHUTE
aK3emnaapa tsminstl 3HayeHune
cepBepa KaTanora
aKk3emnaspa
cepsepa no
CpaBHEHUIO CO
3Ha4YeHMeM no
YyMONYaHuto,
NU3MEHNTE TaKXe
3HauveHune
Bnagenbua
ak3emnnsapa Db2 B
Tabnuua 3 Ha cTp.
11.
KaTanor gna / 5Tb
YCTAHOBKMU
cepBepa
Katanor ona /usr 5TB
YCTAHOBKM
cepBepa
KaTanor onsa /var 5Tb
YCTAHOBKMU
cepsepa
KaTanor gn4a /tmp 5Tb
YCTaHOBKMU
cepBepa
KaTanor pnsa /opt 10TB
YCTaHOBKMU
cepBepa
KaTanor gns /tsminstl/TSMalog M Windows | Ecnu Bbl co3paeTte
AKTMBHOIO Caepxmanbie: 30 6 aKTUBHbIN XypHan
XypHana npwu
* Hebonbuimne n nepBoHavyasbHOM
cpegHue: 140 b KOH(UrypUpOBaHU
« KpynHbie: 300 B n cepsepa,
3aganTe pasMmep,
paBHbIn 128 Ib.
KaTanor ona /tsminstl/ M Windows |
ApXMBHOIO TSMarchlog Caepxmanbie: 250
XypHana B

« Hebonblume: 1 Tb
« CpegHune: 2 Tb
* KpynHbie: 4 TB
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
Kartanoru gnsa MuHumanbHoe obuee |Cospante
6a3bl JaHHbIX Jtsminstl/ NPOCTPaHCTBO AN MVIHVIMaJ'IIzHoe
TSMdbspace0® BCEX KaTanoros: uncno hannoBbIx
Jtsminstl/ B Wiodows cuctem gnga basbl
TSMdbspace0l Ceepxmanbie: XoTs AariHbIX B
Jtsminstl/ P . 3aBUCUMOCTHU OT
6b1 200 B o
TSMdbspace02 pasMepa Ballen
/tsminstl/ « Hebonbline: He CUCTEMBDI:
TSMdbspace03 mexee 1 Th M Windows |
» CpegHue: He MeHee Ceepxmarnbie:
276 XoTsa 6b1 1
» KpynHble: He MeHee thannosas
4Tb cuctema

« Hebonblune: He
MeHee 4
thannosbix
cucTem

« CpepnHue: He
MeHee 4
thannosbix
cucTem

« KpynHblie: He
MeHee 8
thannosbix
cucTem
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmep Katanora

KaTtanorun gna MuHuManbHoe obuee | Co3pante

XpaHeHus /tsminstl/TSMEile00 NPOCTPaHCTBO AN MWHUMaNbHOE
/tsminstl/TSMEile01 BCEX KaTanoros: uncno hannoBbIx
/tsminstl/TSMfile02 B Viindows | chcTem ans
/tsminstl/TSMfile03 XpaHeHns B

Ceepxmanble: XoTa
6b1 10 TB

« Hebonbliue: He
mMeHee 38 Tb

» CpenHue: He MeHee
180 Tb

* KpynHble: Mo

KpanHen mepe, 500
Tb

3aBWCUMOCTHM OT
pasMepa Ballen
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bbl 2
thannosble
CUCTEMBI

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
meHee 30
thannosbix
cucTem

YacTb 1. MnaHMpoBaHMe AMCKOBOro pelleHns No 3aliuTe AaHHbIX C OAHOKW NIoWaaKon 9




Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

6bI 1 TH

« Hebonbliue: He
mMeHee 3 Tb

» CpenHue: He MeHee
10Tb

» KpynHble: He MeHee
16 Tb

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora

Kartanoru gnsa MuHumanbHoe obuee |Cospante

pe3epBHOro /tsminst1/TSMbkup@o NPOCTPaHCTBO AN MWHUMaNbHOE

KOMMpoBaHUs /tsminst1/TSMbkup@1 BCEX KaTanoros: uncno hannoBbIx

6a3bl AaHHbIX /tsminst1/TSMbkup02 . T ngge“;fgri
/tsminstl/TSMbkup@3 CBepxmanbie: XoTs EonmgosaHMﬂ

6a3bl AaHHbIX B
3aBMCUMOCTM OT
pasMepa Ballen
CUCTEMDI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pe3epBHbIX KOMui
6a3bl JaHHbIX
Takxe
NCMONb3yeTCcs Kak
KaTasnor
0TKa30yCTOMYMBOC
TV XXypHana
apX1BUPOBaHMA U
KaK BTOpas Konus
XPOHOIOrnmn ToMa
n channos
KOHurypaumnm
yCTpoKcTBa.

10 IBM Spectrum Protect: PykoBOACTBO N0 ANCKOBOMY PELUEHMNIO C O4HOM MIOLWAAKON




Tabnuya 3. Paboyas Tabauya 0515 koHpurypuposaHus IBM Spectrum Protect

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

Bnapeneu
ak3emnnapa Db2

tsminstl

Ecnu Bbl UsMeHMNM
3HaYeHNe No yMOoHYaHMIo
N9 KaTanora ak3emnasapa
cepsepa B Tabnvue
Tabnuua 2 Ha cTp. 6, TO
NU3MEHNTE TaKXe
3HaYeHue BragenbLa
ak3emnnsapa Db2.

Maponb Bnagenbua
ak3emnnsapa Db2

passwOrd

BbibepuTe B KauecTBe
napons BnagesnbLa
3K3eMnspa 3HaveHue,
oTAnvarolLeecs ot
3HauYeHMWs Mo YyMOo4aHuIo.
06s53aTeNbHO 3anuimnTe
3TO 3HaUEHUNe N XpaHuTe
ero B HaOeXHOM MecTe.

MepBuYHas rpynna
4N8 Bnagenbua
ak3emnnsapa Db2

tsmsrvrs

Mms cepsepa

3Ha4YeHMEeM No YMOJIYaHUIO
019 UMeHU cepBepa
ABNAETCH MMSA XOCTa

CUCTEMBI.

Maponb cepsBepa passwOrd BbibepuTe B KauecTse
napons cepeepa
3HayeHwue, oTnmyaroLeecs
OT 3HaYeHus No
yMonuyaHuto. Obs3aTenbHo
3anuImnTe 3TO 3HaAYEeHNe 1
XPaHUTe ero B HAJEXHOM
MecTe.

ID admin

agMuHUCTpaTopa:

ID nonb3oBaTens

ONs aKk3emnaspa

cepsepa

Maponb ID passwOrd BbibepuTe B kKauecTee

agMuHuUcTpaTopa napons agMmMHuUcTpaTopa

3HaueHue, oTiMyaroLeecs
OT 3HAYeHUs no
yMonyaHuto. 06s3aTenbHO
3anuLImMTe 3TO 3HAUYEHME U
XpaHWTe ero B HaAEeXXHOM
MecTe.

YacTb 1. MNnaHMpoBaHMe OUCKOBOMO peLleHmns No 3awmTe AaHHbIX C 04HOM nnowaakon 11




Tabnuya 3. Paboyas Tabauya 015 koHgurypuporaHus IBM Spectrum Protect (npodosxeHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOTHaHUIO
COOTBETCTBYET Havany
thasbl pabouein Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT M3 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs asbl
pabouein Harpy3sku
KJIMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIalTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepauui no
obcnyxmBaHuto cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

Linux

Tabnuya 4. Paboyas Tabiuya 018 npedBapuTesibHOro KOHMUrypupoBaHus cepBepHol cuctemsl Linux

AnemMeHT 3HauyeHue no Cob6cTBEeHHOE MuUHUManbHbI MpuMmeyaHus
YMOJI4YAHUIO 3HauyeHue pasmep Kartasnora
Appec nopta 1500 HenpnMmeHnmo YbepuTtech, UTo

TCP/IP pna
B3anMMOLEeNCTBUA
C cepBepoMm

3TOT NopT
OOCTynNeH, koroa
byneTte
yCTaHaBNMBaTb U
KOH(hMrypmpoBaTtb
onepaLuoHHYI0
cucTemy.

Homep nopta
MoXeT bbITb
yncnom B
JuanasoHe oT
1024 po 32767.
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux
(npodommeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HauyeHue pasmMep KaTtanora
KaTanor ons /home/tsminstl/ 25Tb Ecnu Bbl UIsSMeHUTE
aK3emnaapa tsminstl 3HayeHune
cepBepa KaTasora
3aK3emnaapa
cepBepa no

CpaBHEHWIO CO
3Ha4YeHMeM no
YyMONYaHuto,
NU3MEHNTE TaKXe
3HauveHune
Bnagenbua
ak3emnnsapa Db2 B
Tabnuua 5 Ha cTp.

17.

KaTanor gna /tsminstl/TSMalog M Windows |
aKTBHoOro Ceepxmanble: 30 Tb
KypHana

» Hebonblune u

cpegHue: 140 b

« KpynHbie: 300 B
KaTanor gn4a /tsminstl/ M Windows |
APXMBHOIO TSMarchlog Caepxmarble: 250
XypHana rE '

» Hebonblune: 1 Tb
» CpegHue: 2 Th
* KpynHble: 4 Tb

YacTb 1. MnaHMpoBaHMe AMCKOBOro peLlieHuns no 3aliuTe JaHHbIX C 0AHOM nnowanxkon 13



Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
Kartanoru gnsa MuHumanbHoe obuee |Cospante
6a3bl JaHHbIX Jtsminstl/ NPOCTPaHCTBO AN MVIHVIMaJ'IIzHoe
TSMdbspace0® BCEX KaTanoros: uncno hannoBbIx
Jtsminstl/ B Wiodows cuctem gnga basbl
TSMdbspace0l Ceepxmanbie: XoTs AariHbIX B
Jtsminstl/ P . 3aBUCUMOCTHU OT
6b1 200 B o
TSMdbspace02 pasMepa Ballen
/tsminstl/ « Hebonbline: He CUCTEMBDI:
TSMdbspace03 mexee 1 Th M Windows |
» CpegHue: He MeHee Ceepxmarnbie:
276 XoTsa 6b1 1
» KpynHble: He MeHee thannosas
4Tb cuctema

« Hebonblune: He
MeHee 4
thannosbix
cucTem

« CpepnHue: He
MeHee 4
thannosbix
cucTem

« KpynHblie: He
MeHee 8
thannosbix
cucTem
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmep Katanora

KaTtanorun gna MuHuManbHoe obuee | Co3pante

XpaHeHus /tsminstl/TSMEile00 NPOCTPaHCTBO AN MWHUMaNbHOE
/tsminstl/TSMEile01 BCEX KaTanoros: uncno hannoBbIx
/tsminstl/TSMfile02 B Viindows | chcTem ans
/tsminstl/TSMfile03 XpaHeHns B

Ceepxmanble: XoTa
6b1 10 TB

« Hebonbliue: He
mMeHee 38 Tb

» CpenHue: He MeHee
180 Tb

* KpynHble: Mo

KpanHen mepe, 500
Tb

3aBWCUMOCTHM OT
pasMepa Ballen
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bbl 2
thannosble
CUCTEMBI

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
meHee 30
thannosbix
cucTem

YacTb 1. MNnaHMpoBaHMe OUCKOBOMO peLlleHmns No 3awmTe AaHHbIX C 04HOM niowaakon 15




Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

6bI 1 TH

« Hebonbliue: He
mMeHee 3 Tb

» CpenHue: He MeHee
10Tb

» KpynHble: He MeHee
16 Tb

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora

Kartanoru gnsa MuHumanbHoe obuee |Cospante

pe3epBHOro /tsminst1/TSMbkup@o NPOCTPaHCTBO AN MWHUMaNbHOE

KOMMpoBaHUs /tsminst1/TSMbkup@1 BCEX KaTanoros: uncno hannoBbIx

6a3bl AaHHbIX /tsminst1/TSMbkup02 . T ngge“;fgri
/tsminstl/TSMbkup@3 CBepxmanbie: XoTs EonmgosaHMﬂ

6a3bl AaHHbIX B
3aBMCUMOCTM OT
pasMepa Ballen
CUCTEMDI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pe3epBHbIX KOMui
6a3bl JaHHbIX
Takxe
NCMONb3yeTCcs Kak
KaTasnor
0TKa30yCTOMYMBOC
TV XXypHana
apX1BUPOBaHMA U
KaK BTOpas Konus
XPOHOIOrnmn ToMa
n channos
KOHurypaumnm
yCTpoKcTBa.
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Tabnuya 5. Paboyas Tabauya 0515 koHpurypuposaHus IBM Spectrum Protect

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

Bnapeneu
ak3emnnapa Db2

tsminstl

Ecnu Bbl UsMeHMNM
3HaYeHNe No yMOoHYaHMIo
N9 KaTanora ak3emnasapa
cepsepa B Tabnvue
Tabnuua 4 HacTp. 12, T0O
NU3MEHNTE TaKXe
3HaYeHue BragenbLa
ak3emnnsapa Db2.

Maponb Bnagenbua
ak3emnnsapa Db2

passwOrd

BbibepuTe B KauecTBe
napons BnagesnbLa
3K3eMnspa 3HaveHue,
oTAnvarolLeecs ot
3HauYeHMWs Mo YyMOo4aHuIo.
06s53aTeNbHO 3anuimnTe
3TO 3HaUEHUNe N XpaHuTe
ero B HaOeXHOM MecTe.

MepBuYHas rpynna
4N8 Bnagenbua
ak3emnnsapa Db2

tsmsrvrs

Mms cepsepa

3Ha4YeHMEeM No YMOJIYaHUIO
019 UMeHU cepBepa
ABNAETCH MMSA XOCTa

CUCTEMBI.

Maponb cepsBepa passwOrd BbibepuTe B KauecTse
napons cepeepa
3HayeHwue, oTnmyaroLeecs
OT 3HaYeHus No
yMonuyaHuto. Obs3aTenbHo
3anuImnTe 3TO 3HaAYEeHNe 1
XPaHUTe ero B HAJEXHOM
MecTe.

ID admin

agMuHUCTpaTopa:

ID nonb3oBaTens

ONs aKk3emnaspa

cepsepa

Maponb ID passwOrd BbibepuTe B kKauecTee

agMuHuUcTpaTopa napons agMmMHuUcTpaTopa

3HaueHue, oTiMyaroLeecs
OT 3HAYeHUs no
yMonyaHuto. 06s3aTenbHO
3anuLImMTe 3TO 3HAUYEHME U
XpaHWTe ero B HaAEeXXHOM
MecTe.

YacTb 1. MNnaHMpoBaHMe OUCKOBOr0 peLleHmns No 3aWmTe AaHHbIX C 04HOM nnowaakon 17




Tabnuya 5. Paboyas Tabnuya 015 koHgurypuporaHus IBM Spectrum Protect (npodoseHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOTHaHUIO
COOTBETCTBYET Havany
thasbl pabouein Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT M3 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs asbl
pabouein Harpy3sku
KJIMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIalTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepauui no
obcnyxmBaHuto cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

Windows

MocKoNbKy MHOIO TOMOB CO3[aeTCs /19 CepBepa, CKOH(UIyprpyniTe cepBep, MCNOJb3ys UMEIOLLYIOCS B
Windows chyHKumMto 0TOBpaXxkeHns GUCKOBbIX TOMOB B KaTanoru, a He B 6yKBbl 4UCKOB.

Hanpumep, C: \tsminst1\TSMdbpsace0O - 370 Touka MOHTUPOBAHUA A1 TOMA C €ro CO6CTBEHHbIM
npocTpaHcTBoM. ToM oTobpaxkaeTcs B katanor Ha gucke C:, HO He 3aHMMaeT NPOCTPAHCTBO Ha aucke C..
VcknioueHreM siBsSeTcs KaTanor ak3emnnspa cepeepa, C: \tsminstl, koTopbin MoxeT 6bITb TOUKOW
MOHTMPOBAaHMS MU 06bIYHBIM KaTanoroMm.
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMOJTYaHUI0 3HaueHue pasmMmep KaTtanora

Agpec nopTta 1500 HenpuMeHnmo Y6epuTtech, 4To
TCP/IP pna 3TOT NopT
B3aMMOLEeNCTBUS LOCTyneH, Korga
C CepBepoMm byneTe
yCTaHaBAMBaTb U
KOH(MrypmpoBaTtb
onepaLuoHHYI
CUCTEMY.

Homep nopta
MOXeT bbITb
yMcnom B
JuanasoHe oT
1024 po 32767.

KaTanor gn4a C:\tsminstl 25TBb Ecnu Bbl U3MeHUTE
aK3eMnnapa 3HaveHune
cepBepa KaTanora
aKseMnaapa
cepBepa no
CPaBHEHMUIO CO
3Ha4YeHneM no
YMOJTYaHUIO,
N3MEHUTE TaKXe
3HaveHune
Bnagesnbla
ak3emnnapa Db2 B
Tabnuua 7 Ha cTp.

23.

KaTanor pnsa C:\tsminstl1\TSMalog M vindows |
aKTMBHOTO Ceepxmanble: 30 Th
KypHana

» Hebonbline n

cpegHue: 140 b

» KpynHbie: 300 TB
KaTanor onsa C:\tsminst1\TSMarch M Vindows |
apXnBHoro log Csepxmansle: 250
XypHana

b
» Hebonblwue: 1 Tb
« CpepgHue: 2Th
* KpynHbie: 4 Tb

YacTb 1. MnaHMpoBaHMe AMCKOBOro peLlieHuns Nno 3aliuTe JaHHbIX C OAHOM nnoLwanxkon 19



Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

C:\tsminstl1\TSMdbsp
ace00
C:\tsminstl1\TSMdbsp
ace0l
C:\tsminstl1\TSMdbsp
ace02
C:\tsminstl1\TSMdbsp
ace03

BCEX KaTaJioros:

N Windows |
CBepxManble: XoTs
6b1 200 B

« Hebonbliue: He
mMeHee 1 Tb

» CpenHue: He MeHee
2Tb

» KpynHble: He MeHee
4Tb

(npodonmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMOYaHuIo 3HauyeHue pasmMmep KaTtanora

Katanorun gns MuHumanbHoe obuwee |CospanTe

6a3bl JaHHbIX MPOCTPAHCTBO AN MUHUMasbHOe

uncno hannoBbIx
cuctem gns 6asbl
OaHHbIX B
3aBWCUMOCTHM OT
pasMepa Ballemn
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 4
thannosbix
cucTem

« CpepnHue: He
MeHee 4
thannosbix
cucTem

« KpynHblie: He
MeHee 8
thannosbix
cucTem
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

(npodonmeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
KaTtanorun gna MuHuManbHoe obuee | Co3pante
XpaHeHus C:\tsminst1\TSMfile NPOCTPaHCTBO AN MUHMManbHOe
00 BCEX KaTanoros: uncno hannoBbIx
- - cuctem gns
C:\tsminst1\TSMfile . KT8
XpaHeHus B

01
C:\tsminstl1\TSMfile
02
C:\tsminstl1\TSMfile
03

Ceepxmanble: XoTa
6b1 10 TB

« Hebonbliue: He
mMeHee 38 Tb

» CpenHue: He MeHee
180 Tb

* KpynHble: Mo

KpanHen mepe, 500
Tb

3aBWCUMOCTHM OT
pasMepa Ballen
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bbl 2
thannosble
CUCTEMb

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
meHee 30
thannosbix
cucTem

YacTb 1. MnaHMpoBaHue AMCKOBOro pelleHNs No 3aliuTe aHHbIX C 0AHOW niowaaxkon 21




Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

C:\tsminstl1\TSMbkup
02
C:\tsminstl1\TSMbkup
03

6bI 1 TH

« Hebonbliue: He
mMeHee 3 Tb

» CpenHue: He MeHee
10Tb

» KpynHble: He MeHee
16 Tb

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMOYaHuIo 3HauyeHue pasmMmep KaTtanora
Katanorun gns MuHumanbHoe obuwee |CospanTe
pesepBHOro C:\tsminst1\TSMbkup MPOCTPAHCTBO AN MUHUMasbHOe
KONUPOBaHMS 0(:) BCEX KaTasloros: 4yncno annosbix
6a3bl JaHHbIX C:\tsminst1\TSMbkup B Wiodows cucTeM gng
01 c ) pesepBHOro
Bepxmasble: XoTs KOMMpPOBaHUS

6a3bl AaHHbIX B
3aBMCUMOCTM OT
pasMepa Ballen
CUCTEMDI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pe3epBHbIX KOMui
6a3bl JaHHbIX
Takxe
NCMONb3yeTCcs Kak
KaTasnor
0TKa30yCTOMYMBOC
TV XXypHana
apX1BUPOBaHMA U
KaK BTOpas Konus
XPOHOIOrnmn ToMa
n channos
KOHurypaumnm
yCTpoKcTBa.
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Tabnuya 7. Paboyas Tabauya 0515 koHgpurypuposaHus IBM Spectrum Protect

AneMeHT 3HaueHue No yMoNvaHuio Cob6cTBeHHOe 3HaueHue MpumeuaHus
Bnapeney, tsminstl Ecnun Bbl namenunm
ak3emnnapa Db2 3Ha4YeHMe No yMOJTYaHUIO

N9 KaTanora ak3emnasapa
cepsepa B Tabnvue
Tabnuua 6 Ha cTp. 19, T0O
NU3MEHNTE TaKXe
3HaYeHue BragenbLa
ak3emnnsapa Db2.

Maponb Bnagenoua | pAssOrd BbibepuTte B KauecTBe
ak3emnnapa Db2 napons snagensua
3K3eMnnapa sHaveHue,
oTnunyarouleecs ot
3HAYEeHUS NO YMONYAHUIO.
Obsa3atenbHO 3anuwmnTe
3TO 3HaUYeHue U XpaHuTe
ero B Hafle)XXHOM MecTe.

Mms cepsepa 3HavyeHMeM Mo yMon4yaHuto
[N UMEHU cepBepa
ABNSAETCA UMSA XOCTa

CUCTEMBI.

Maponb cepBepa passwOrd BbibepuTte B KauecTBe
napons cepeepa
3HaveHue, oTAnvaroLeecs
OT 3HaYeHus No
yMonyaHuto. O6s3aTenbHO
3anuLimTe 3TO 3HaYeHne 1
XPaHUTe ero B HaEXHOM
mecTe.

1D admin

agMuHuCTpaTopa:

ID nonb3oBaTtensa

ONna aKk3emnnspa

cepeepa

Mapone ID passwOrd BbibepuTe B kKauecTse

agMUHMCTpaTopa napons agMmMHucCTpaTopa

3HaueHwue, oTiMvarLLeecs
OT 3Ha4YeHuUd no
yMon4yaHnuto. Ob6asatenbHo
3anmunTe 3To 3HaYvYeHne n
XPaHUTe ero B HageXxHoM
MecTe.
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Tabnuya 7. Paboyas Tabauya 015 koHgurypuporaHus IBM Spectrum Protect (npodosxeHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOTHaHUIO
COOTBETCTBYET Havany
thasbl pabouein Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT M3 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs asbl
pabouein Harpy3sku
KJIMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIalTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepauui no
obcnyxmBaHuto cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

NMnaHupoBaHMe XpaHeHUS

BbibepuTe Hanbonee ahheKTUBHYIO TEXHONOTMIO XpaHeHUs A8 KoMnoHeHToB IBM Spectrum Protect,
yTobbl 06ecneunTb ahheKTMBHYIO paboTy cepBepa 1 BbICOKYIO MPON3BOANTENIbHOCTb OMnepaLmi.

Y annapaTHbIX YCTPOWCTB XPaHEHWS pa3Hble XapaKTePUCTUKM eMKOCTU U NPOU3BOAUTENBHOCTH, UTO
onpenenseT 7o, KakK UX MOXHO a(ptheKTUBHO MCnonb3oBaTh BMecTe ¢ IBM Spectrum Protect. O6wue
pekoMeHaauum no Bbibopy COOTBETCTBYHOLWErO 060PYA0BaHNA XPaHEHNS M HACTPOMKe BalLEro peLleHns

CMOTpPUTE B YKa3aHHbIX HUXXE MCTOYHUNKAX.

Basa AAaHHbIX M AKTUBHDIN XXYpPHan

» Micnonb3ynTe onsa 6asbl AaHHbIX M aKTUBHOTO XypHana IBM Spectrum Protect 6bicTpbIn ANUCK,
HanpuMep, co CneayrLUNMm XapaKTepPUCTUKaAMN:

— BbicokonpounseoauTenbHbin Anck 15 K rpm ¢ onToBosIokoHHbIM (Fibre Channel) nnum
nocnenoBaTesibHO NOAKNOYEHHbIM UHTepdericom SCSI (SAS).

— TeBeppoTenbHbin guck (Solid-state disk, SSD)

« N30nupyiiTe aKTUBHbIN XypHan oT 6basbl JaHHbIX, €CNUY Bbl HE UCNONb3yeTe TBepaoTenbHoe (SSD)
nnu chnew-obopynoBaHme

« MNpu cosgaHnn MaccnBoB Ans 6asbl AaHHbIX ucnonb3ynTte RAID ypoBHS 5

Myn xpaHeHua

« [1ng nyna xpaHeHUsa MOXXHO UCMNONb30BaTb MeHee Joporve n bonee MeasleHHblE AUCKU
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« [yn XpaHeHUs OaHHbIX MOXET COBMECTHO MCMOMb30BaTh AUCKM AJ151 XPAaHEHNS apXMBHOIO XypHana
N pesepBHOM Konuu 6asbl JaHHbIX

« Wcnonbsynte RAID ypoBHS 6 419 MacCMBOB MyJI0B XpaHeHus, 4Tobbl L,06aBUTb 3aLUUTY OT OBOMHbIX
cb0eB AncKa Npu NCMONb30BaHWMN KPYMHbIX TUMOB AMCKOB

UHdopMmaumsa, cBa3aHHasA ¢ aHHOM
TpeboBaHUs K cMCTEME XPAHEHWS U YMEHbLUEHME PUCKA NOBPEXAEHUS OaHHbIX

nHaHI/IpOBaH ne MaCCuBoB XpaHeHud

MoproToBbTECh K KOHOUTYPUPOBAHMIO ANCKOBOIO XpaHeHUs, cniaHnposas Maccusbl RAID n ToMa B
COOTBETCTBMU C pa3MepoM Ballen cucteMol IBM Spectrum Protect.

Bbl paspabaTbiBaeTe MacCMBbI XpaHEHWS, Pa3Mep 1 XapaKTePUCTUKUN NPOU3BOANTENBHOCTM KOTOPbIX
NoaXoAsT A/ OQHOMO U3 KOMMOHEHTOB CEPBEPHOI CUCTEMbI XpaHeHus IBM Spectrum Protect,
HanpuMep, 6asbl JaHHbIX cepBepa Uiu nyna xpaHeHus. Onepauusi NIaHMPOBaHWS XPaHEHWs OOMXHa
YyUMTbIBaTb TUM HaKONWUTENs, ypoBeHb RAID, UMCo HaKoNMUTEeen, YMCO 3anacHbIX HaKonuTenen u T.n. B
KOH(MIypaLmuax peleHunst rpynnbl XpaHeHus cogepkat MaccuBbl RAID BHYTpeHHero XxpaHeHus, KoTopblie
COCTOSIT U3 HECKOJIbKUX (IM3NUECKMX AUCKOB, MPEACTaB/IEHHbIX B CUCTEME B BUAE NTOMMYECKMX TOMOB.
Mpy KOH(UTYPUPOBAHMM OUCKOBOW CUCTEMbI XpaHEHWS Bbl CO34aeTe Ipynbl XPaHeHUs Uan nysbl
XPpaHeHUs OaHHbIX, @ 3aTeM Co3[aeTe MacC/Bbl XpaHeHWs B rpynnax.

Bbl cospaete ToMa unum LUN 13 rpynn xpaHeHus. Ipynna XpaHeHWs 3aaeT, Kakue ancku obecneumnsaroT
NPOCTPAHCTBO XPaHEeHWMs, COCTaBNsoLLee TOM. [1pn CO34aHNUN TOMOB CAENANTe UX NMOTHOCTBIO
BbloeneHHbIMU. MicnonbsytoTcs 6onee bbICTpble TUMbI AUCKOB, YTOBbI XpaHUTb TOMa 6asbl AaHHbIX 1
aKTMBHblE TOMa XypHana. bonee MeaneHHble TUMbI GUCKOB MOXHO MCMOMb30BaTh A1 TOMOB nyfa
XPaHEeHWS, apPXMBHOTO XypHasa 1 TOMOB pe3epBHbIX KoNui 6asbl AaHHbIX. ECNn Ans noaroToBKM SaHHbIX
MCMNOJIb3YETCS MEHbLUMIA Ny XPaHEHUS HA OCHOBE [MCKOB, BaM, BO3MOXHO, NMPUAETCS MCMNOSIb30BaTb
6onee bbICTpble AUCKM, YTOBbI CNPABUTLCA C eXXeAHEBHOM paboyelt Harpy3Ko No NOrIoLLEHMIO 1
nepeHacTpomnKe AaHHbIX.

B paspenax Tabnauua 8 Ha cTp. 25 1 Tabnuua 9 Ha cTp. 26 onuncaHbl TpeboBaHMs K cxeMe as
KOHUrypaLum rpynn XxpaHeHns n TOMOB.

Tabnuya 8. KOMNOHEHTbI KOHUrypayuu rpynnsl XpaHeHus

KomnoHeHT CeepeHusa

TpeboBaHUs K Kak cepBep Ucnonb3yeT NPOCTPAHCTBO XpPaHEHUS.

NPOCTPAHCTBY XpaHEeHNSA

Ha cepBepe

Tun ancka Pasmep u ckopocTb Ang Tmna Aucka, MCNonb3yeMoro B COOTBETCTBUN C
TpeboBaHMAMMN XpaHEHMUS.

KonuuecTtso ANCKOB Yncno AMCKOB KaXaoro Tmna, Kotopble HEOOXOAMMbI B COOTBETCTBMU C
TpeboBaHMAMM K XpPaHEHUIO.

EMKOCTb ropsauyero Yuncno AMcKoB, 3ape3epBMpPoOBaHHbIX B KAQUECTBE 3anacHbIX A nepegaym

pesepBupoOBaHuUS ynpasfieHus B ciiyyae oTkasa gucka.

YposeHb RAID YpoBeHb MaccuBa RAID, ncnonb3yeMblin 415 TOFMYECKOro XpaHeH s,

YposeHb RAID onpenenset Tmn nsbblITo4HOCTH, obecneunsaemomn
MaccuBOM, Hanpmumep 5 nnu 6.

KonunyecTtso Macc1BoB Konunuectso cospatowmxca maccusos RAID.
RAID
DDM Ha maccue RAID Ckonbko Mmogynen amuckosopnos (disk drive module, DDM) Hy>HO

MCNONIb30BaTb B KaXXO0M U3 maccmsoB RAID.
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Tabnuya 8. KoOMNoHeHTbI KOHUrypayuu rpynnsi xpaHeHus (npodosxeHue)

KoMnoHeHT CBepeHusa

Mcnonb3yembivi pasmep Ha | Pasmep npocTpaHCcTBa, LOCTYMHbIN A1 XPaHEHNS OAaHHbIX B KAXXO,0M
maccuB RAID maccuse RAID nocne BblveTa NPOCTPaAHCTBA, NOTEPSHHOrO BCNeacTBMe
n36bITOUHOCTY.

Obwmin ncnonb3yeMbii Obwmin pasmep, AOCTYNHbIA AN XpaHEeHUS OaHHbIX B MaccmBax RAID:

pasmep
KonnyecTBo x Mcnonb3yembii pasmep

PekomeHayeMble MeHa MpepnoYTMTENbHOE MMS, KOTOPE CliefyeT MCNofb30BaTh A4S GUCKOB
rPynn XpaHeHusa u MDisk n rpynn MDisk.

MaccuBoB

McnonbsoBaHue KoMNOHeHT cepBepa, KOTOPbIN MCMOMb3YyeT YacTb (hM3NYECKOro AnckKa.

Tabnuya 9. KoOMNOHeHTkbI KOHGUrypayuu ToMoB

KoMnoHeHT CBepeHusa

TpeboBaHus K TpeboBaHUsi, B COOTBETCTBMM C KOTOPbIMU UCMNONb3yeTcs hn3nNUecKuii

NPOCTPAHCTBY XpPaHeHUs ONCK.

Ha cepBepe

Nma Toma YHUKanbHoe nMs, NPUCBOEHHOE OTAENbHOMY TOMY.

[pynna xpaHeHus Mm@ rpynnbl XpaHeHUs, oas KoTopon byaeT B3sATO NPOCTPAHCTBO, YTobbI
€030aTh TOM.

Pasmep Pasmep kaxgoro Toma.

MpepnonaraeMas Touka KaTanor Ha KoMmnbloTepe cepBepa, rae MOHTUPYeTCs TOM.

MOHTUPOBaHNA CepBeEpPa

KonuuyectBo Yucrno ToMOB, KOTOPbIE HY)XHO CO34aTb A5 BbINOHEHNUS OnpeaeneHHblX
TpeboBaHuii. icnonb3yinTe 0aMH 1 TOT e CTaHOAPT NPUCBOEHUS UMEH
0719 KQXKA,0ro ToMa, CO34aHHOI0 B COOTBETCTBUM C TEMU XKe
TpeboBaHNAMU.

VMicnonb3oBaHue KoMnoHeHT cepBepa, KOTOPbIN UCMOMb3yeT YacTb (h3MYeCKoro aAncka.

MpumMepbl

MpuMepbl KOH(Urypaumm ana rpynn XpaHeHUs 1 TOMOB MOXHO HaWTW, BOCMOJ1b30BaBLUNCH ClieaytoLLen
ccbinkon: MpuMepbl paboymnx IMCTOB A5 NJIAaHMPOBAHWS MacCMBOB XpaHeHUs. B npuMepax nokasaHo,
KaK CniaHMpoBaTb XpaHEeHMe Npu pasHbIX pasMepax cepBepoB. B KoHpUrypaumnsax npumepos
cyliecTByeT oTobpaxeHne OAMH Ha OAMH Mexay anckamu MDisk n rpynnamu storage. MoXHO ckayaTb
npuMepbl U NI3MeHUTb paboure NUCTbI, YTOBbI CNNaHMPOBaTb KOHMUIypaL Mo XpaHeHUs 41s cepBepa.

NMnaHupoBaHue 3aWUTDbI

CnnaHupywTe 3alLMTy cUcTeM B pelueHumn IBM Spectrum Protect, Mcnonb3ys ynpasneHne ocTynom U1
ayTeHTUdMKaLmMen, U paccCMOTPUTE BO3MOXHOCTb WN(POBAHMS OaHHbIX 1 Nepeaaqn naposien.

PeKOMeHﬂaHMMOTHOCMTeﬂbHO3aUWHBIBamemCpeﬂblXpaHEHMHOTaTaKHpOFpaMM,Tpe6yKHuMXBMKYH,M
BOCCTaHOBJIEHUA Cpebl XpPaHEHUA, eCnn I'IpOVI3OVI,EI,€T aTakKa, CMOTpUTE B pa3aene 3awmTa Ccpenbl
XpaHeHMﬂHpOTMBHpOFpaMM'BMMOFaTeﬂeﬂ
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MnaHupoBaHue poneun agpMUHUCTpATOpaA

3apaiTe ypoBeHb NOHOMOUMIA, KOTOPbIE Bbl XOTUTE Ha3Ha4MTb Ans pewenmns IBM Spectrum Protect.

ALOMUHUCTPATOPaM MOXHO Ha3HaUYNTb OOUH U3 ClIefyroLWnX ypOBHeVI NMOSIHOMOUUIA;

Cucrema

Y aAMUHNCTPATOPOB C CUCTEMHBLIMU MOSIHOMOYMSIMM - BbICLUNA YPOBEHb NMOSIHOMOYMA.
ALMWHUCTPATOPLI C 3TUM YPOBHEM MOSIHOMOUMIA MOTYT BbINONTHUTL Nt06YLo 3apady. OHW MoryT
yNpaBnaTb BCEMU OMEHAMU MOMIUTUKN U NyNIaMU XpaHEeHUS U MPeAoCTaBNATb MOSIHOMOYMS APYrUM

agMUHUCTpaToOpaM.
MonuTtuka

A,EI,MI/IHI/ICTpaTOpr, Y KOTOPbIX €CTb MOJTHOMOYNA NONUTUKKN, MOTYT YNPaBiAaATb BCEMU 3aa4aMU,
CBA3aHHbIMU C ynpaBJsieHNeEM NONINTUKON. DTN NOSTHOMOUNS MOryT 6bITb HeorpaHM4YeHHbIMN Unn
MOryT 6bITb orpaHmn4yeHbl onpeneneHHbIMM oOMeHaMU NOJNIUTUKN.

XpaHeHue

AOMUHUCTPATOPbI, Yy KOTOPbIX €CTb MOJIHOMOYNSA XPaHEHUS, MOTYT BblOe/INTb PECYPChl XpPaHEeHUA s

cepBepa v ynpaBnsaTb UMW,
Onepatop

ALMWHUCTPATOPbI, Y KOTOPbIX €CTb MOJIHOMOUUS OMEepaTopa, MOryT YNPaB/sSTb HEMOCPELACTBEHHOW
paboToli cepBepa M AOCTYMHOCTLIO TAKMX HOCUTENIeN XpaHeHNs, KaK JIeHTOYHble 6UBInMoTexkm 1

HaKonuTenwu.

B cueHapusix B Tabnumua 10 Ha cTp. 27 npencTaBneHbl NpMMepbl TOro, NoYemMy BaM MOXKeT
notpeboBaTbCs Ha3HAUYMTb Pa3Hble YPOBHU MNOSIHOMOUNIA, YTOObI aAMUHUCTPATOPbLI MOTIM BbINONHATh

3agavun:

Tabnuua 10. CyeHapuu 015 posell aOMUHUCTPATOPOB

CueHapum

Tun ID agMUHUCTpPaATOpPA, KOTOPDII HY)KHO 3a/aTb

AoMUHUCTpaTop B HEGONbLION KOMNAHWM yNpaBnseT
CepBepoM 1 OTBeYaeT 3a BCe onepaumm cepsepa.

e Cuctemuble nonHomoums: 1 ID agMuHmcTpaTopa

ALOMVHUCTPATOP HECKOJbKMX CEPBEPOB TaKXkKe
ynpasnsieT BCeW CMCTEMOM. HeCKobKO opyrux
aoMVHUCTPATOPOB YNPaBASIOT CBOMMMU
CcO6CTBEHHBIMM NyNaMu XPaHEHUS.

e CucteMHble NofHOMOYMS Ha Bcex cepeepax: 1 ID
aoMUHUCTpaTopa ons BCex 3afad no
aOMUHUCTPUPOBAHUIO CUCTEMBI

« MNMonHOMOuMA Ha XpaHeHWe A1 HA3HAYEHHbIX My0B
xpaHeHus: 1 ID agMuMHUCTpaTOpa 419 Kaxaoro us
OpYyrnx agMMHNCTPATOPOB

AoMUHMCTPATOpP yNpaB/geT ABYMS cepBepamu.
[pyron coTpyoHMK NOMOraeT BbIMOHATL 3a4a4uM No
aAMUHUCTPUpPOBaHMIo. [lBa NOMOLLHMKA OTBEYAlOT 3a
TO, UTO6bI MPOM3BOANIOCH PE3EPBHOE KOMMPOBaHME
BaXXHbIX CUCTEM. KaH(JJ,bII‘/'I NMOMOLWHUK OTBeYaeT 3a
MOHUTOPWUHI 3an/1aHNPOBaHHbIX onepau,mﬁ no
pesepBHOMY KOMMPOBaHWIO HA OAHOM U3 CepBEPOB
IBM Spectrum Protect.

» CrcTeMHble nofiHoMouns Ha oboux cepeepax: 2 ID
agMuHUCTpaTopa

» MNonHomouunsg onepatopa: 2 ID agMUHUCTPATOPOB
0J15 MOMOLLHMKOB C OCTYNOM K CepBepy, 3a
KOTOPbI/ OTBEYaEeT KaXAbl COTPYOHMK

NMnaHupoBaHue 3alWULLEHHON CBSA3U

MnaH 3aWwmTbl B3AaNMOLENCTBUI MeXay KOMNoHeHTamMu pelweHns IBM Spectrum Protect.

OnpepennTe ypoBeHb 3alLMTbl, TPEOYOLWMIACS AN8 BaWMX AAaHHbIX, HA OCHOBE HOpMAaTMBOB W buaHec-
TpeboBaHMin, KOTOpble AENCTBYHOT B Ballel KOMMNaHUN.

Ecnu ons Bawero 6usHeca TpebyeTcs BbICOKWIA YPOBEHb 3alLMTbl Naposiei U nepegaBaeMblX JaHHbIX,
3annaHMpynTe peanusaumnio sallmMLLeHHON CBA3K Ha OCHOBE NPoTOoKoM0B Transport Layer Security (TLS)

unu Secure Sockets Layer (SSL).
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TLS 1 SSL obecneunBatoT 3aLULLEHHYIO CBA3b MEXAY CEPBEPOM U KITMEHTOM, HO MOTYT OTPULATENBHO
BJINSITb HA NPOM3BOAUTENBHOCTb CUCTEMBI. YTOBbI MOBbLICUTL NPON3BOANTENBHOCTL CUCTEMBI,
ncrnonb3ynte TLS ang ayteHTUdukaumm 6es wndpoBaHma gaHHbIX 06bEKTOB. YTOObI yKkasaTh,
ncnonb3yeT nu cepsep TLS ona BCero ceaHca nam TONbKO ANS ayTEHTUDUKALMK, CMOTPUTE ONMUCaHMe
onuuun knneHTa SSL onsa B3aMMoOencTBUn Mexay KNMeHTOM M CEpBEPOM M onuncaHMe napameTpa
UPDATE SERVER=SSL nns B3anMOZeNCTBUIA MeXay cepBepamu.

HaunHasg c Bepcum 8.1.2, TLS ncnonbsyetca ons ayTeHTUMKaLUK NO yMoNnYaHuio. Ecnu Bbl pelunte
ncnonb3oBaTb TLS ang wndpoBaHUs BCEro ceaHca, UCMOb3ynTe 3TOT NPOTOKOJ TOMbKO AJ1S CEeaHCOB, B
KOTOpbIX 3T0 Heobxoanmo, 1 0obaBbTe Ha cepBep NPOLLECCOPHbIE PECYPChI, YTOObI CMPaBUTLCA C
yBenmueHneM ceteBoro Tpadumka. Takke MOXHO nonpoboBaTb MCNONb30BaTh Apyrue onuuun. Hanpumep,
B HEKOTOPbIX CETEBbIX YCTPOMCTBAX, HANpMUMeEP, B MapLpyTM3aTopax M KOMMyTaTopax, eCcTb pyHKuus TLS
mnwn SSL.

TLS 1 SSL MOXXHO MCMOSIb30BaTh ANS 3aLLMTbI HEKOTOPbIX UM BCEX PA3/IMYHbIX BO3MOXHbIX MyTeW CBA3H,
HanpumMep:

« LleHTp onepauwuin: 6paysep ¢ xaboMm; xab ¢ noAYMHEHHBIM CEPBEPOM
« KnueHT c cepsepoM
« CepBep c cepBepoM: pernkauus y3nos

MHdopMmauumsa, cBs3aHHas ¢ faHHOM
3aumTa cBa3un

NnaHupoBaHue XxpaHeHUs 3aWNPpPoBaHHbIX AAaHHbIX

Onpepenute, TpebyeTcsa N Ballen KOMNaHMM WNGPOBAaTb COXPaHsieMble AaHHble, 1 BbibepuTe
BO3MOXHOCTW, KOTOPbIE Jy4lle BCero NoAxoasaT ansa sawmnx tpeboBaHumi.

Ecnu Bawen komMnaHus TpebyeTcs WndpoBaTh faHHbIe B Mynax XpaHeHUsl, Bbl MOXETE UCMOb30BaTb
wugpoBaHme IBM Spectrum Protect nnu Takoe BHelLHee yCTPOMCTBO, KaK JIeHTa Ana wudpoBaHus.

Ecnu Bbl BbIbrpaeTe IBM Spectrum Protect ans wwndpoBaHma faHHbIX, Ha KneHTe noTpebytoTcs
OOMNONHUTENbHbIE BbIYUCNIUTENbHbIE PECYPChI, YTO MOXET MOBMUATb Ha NPOU3BOANTENIbHOCTb NPOLLECCOB
pe3epBHOro KOMMPoOBaHNA U BOCCTaHOB/EHMS.

UHopMauumsa, cBa3aHHasA € aHHOM

3aMeyvaHus No WndpoBaHUIO OAaHHbIX 419 NYyN0B XpaHeHMs 0b1ayHbiXx KOHTeMHepoB B IBM Spectrum
Protect

NMnaHupoBaHue poctyna uepes 6paHgmayap

OnpenenuTe, Kakue y Bac 3afaHbl bpaHamayapbl M Kakve NopTbl AOMKHbI ObITb OTKPbITbI, UTOObI
peweHue IBM Spectrum Protect paboTtano.

B paspene Tabnavua 11 Ha cTp. 28 onucaHbl NOPThI, UCMOb3yeMble CEPBEPOM, KITMEHTOM U
KOMTMOHEHTOM LleHTp onepauuii.

Tabnuya 11. [opTel, UChOIb3YeMble CepBepPOM, KTUEHTOM U KOMNOHeHTOM LleHTp onepayul

AneMeHT Mo HanpaeneHue | OnucaHue

yMoON4YaHuio
BasoBbii nopt | 1500 Nexopsawmne/ [ns Kaxkooro ak3eMnnsipa cepsepa TpebyeTcs
(TCPPORT) BXogsLmne YHUKaNbHbIV NOPT. BMecTo nopTa no ymonyaHuio

MOXHO 334aTb albTEPHATUBHbI HOMEP NnopTa.
Onumnsa TCPPORT npuHMUMaET OT KNMEHTA KaK CeaHcChl
TCP/IP, Tak 1 ceaHchbl C nognepXxkon SSL. Ana
Tpaduka KIMeHTa agMUHUCTPUPOBAHMSA MOXHO
3a4aTb 3HAYEHMS NOPTOB, UCNOJIb3YS OMNLUN
TCPADMINPORT n ADMINONCLIENTPORT.
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Tabnuya 11. [opTel, UChOIb3YeMble CepBepPOM, KTUEHTOM U KOMNOHeHTOM LleHTp onepayud

(npodommeHue)
AneMeHT Mo HanpaeneHue | OnucaHue
YMOJTYaHUIO
SSL-only port | 3HaueHua no | Ncxopswme/ ITOT NOPT UCNONb3YeTCs, €CNN Bbl XOTUTE
(SSLTCPPORT) | ymonuaHuto BXogsLmne OrpPaHUYNTb B3aMMOLENCTBMS Ha MOPTY TONbKO
HeT ceaHcamu, nogaepuBarowmmm SSL. Ytobsbl
obecneunTb NOOAEPKKY B3anMOAencTBuMi Kak SSL,
Tak u He SSL, ncnonesynte onuun TCPPORT vnun
TCPADMINPORT.
SMB 45 Bxopauwume/ JTOT NOPT MCNOb3yeTcs MacTepamm
ncxopsane KOH(MIypMpOBaHUs, KOTOPbIe, NCMOJb3YS
cobCTBEHHbIE MPOTOKOJIbl, B3aMMOLENCTBYIOT C
HECKOJTIbKMMW XOCTaMMu.
SSH 22 Bxopauwume/ JTOT NOPT MCNOMb3yeTcs MacTepamm
ncxopsaume KOH(MIyprUpOBaHUS, KOTOPbIE, NCMOJb3YS
cobCTBEHHbIE NPOTOKOJbI, B3AMMOLENCTBYIOT C
HECKOJTIbKMMW XOCTaMMU.
SMTP 25 Mcxopsawme 3TOT NOPT MCMONb3YETCS A5 OTNPABKU ONOBELLEHWNI
C cepBepa Mo 3/IeKTPOHHOW nouTe.
NDMP 3HaueHus no | Bxopsue/ CepBep [0/MKEeH UMETb BOSMOXHOCTb OTKPbITb
ymon4aHuto ncxopsiive coefMHEeHMe UCXOOALLErO YNPaBNSAOLWEro nopTta
HeT

NDMP c yctponcteom NAS. Vicxopoauwmi
yNpaBnsoLWmMiA NopT - 3TO HU3KOYPOBHEBLIN afpec B
onpeneneHun yHKUMM NepeMeLLeHns OaHHbIX Ans
ycTporcTtBa NAS.

Mpwn BoccTaHoBNeHUN ¢ dhann-cepsepa NDMP Ha
cepBep cepBep JONKEH UMETb BO3MOXHOCTb
OTKPbITb COEAMHEHNE NCXOAALLEro COeANHEeHNS
OaHHbix NDMP c yctponcteom NAS. MopT
COefMHEeHUs faHHbIX, KOTOPbIA NCNONb3yeTca Npu
BOCCTaHOBNEHUN, MOXHO CKOHUIypupoBaThb Ha
ycTporicTtee NAS.

Mpun co3gaHnmn pesepBHbIX KONUK C hann-cepeepa
NDMP Ha cepBep ycTponctBo NAS A0O/MKHO nMeTb
BO3MOXHOCTb OTKPbITb UCXOAALLNE COEANHEHUSA
OaHHbIX C CEPBEPOM, a CEPBEP A0/IKEH ObITb
cnocobeH NPUHATL BXOOALWME COeANHEHNS OAaHHbIX
NDMP. Mpwn noMoLLm cepBepHON onuumn
NDMPPORTRANGE M0>HO orpaHn4nTb Habop nopTos,
OOCTYMNHbIX 415 UCNOSNIb30BaHUA B KadyecTBe
coegmnHeHmn paHHbiXx NDMP. Bbl MOxeTe
CKOHUrypmupoBaTb bpaHamayap 4159 COeAUHEHUS C
3TUMU NOPTaMU.
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Tabnuya 11. [opTel, UChOIb3YeMble CepBepPOM, KTUEHTOM U KOMNOHeHTOM LleHTp onepayud

(npodommeHue)
AneMeHT Mo HanpaeneHue | OnucaHue
yMON4YaHUuo
Pennaukauns | 3HadeHus no | Mcxoasawne/ | Mopt i npoTokon Ans CXOAALLEro NopTa npy
ymMon4anuto BXoAsume pennukaumm sagaHbl komaHaoi DEFINE SERVER,
HET KOTOpas Ucnosnb3yeTcd, YTobbl HACTPOUTb
pennukaumto.
Bxogsiwime nopTbl ona pennmkaumm - 31o nopTel TCP
M nopTbl SSL, KOTOpble UCXOOHbIN cepBep yKasbiBaeT
B koMaHae DEFINE SERVER.
MopT MopT knuneHTa: | NUcxopawme KnueHT ocylecTBnaeT NpUeM Ha yKasaHHOM MOpPTy U
KJIMEHTCKUX 1501 nepepaet Homep nopta cepsepy. Cepsep
pacnucaHun COEIUHAETCH C KIIMEHTOM, €CNIM UCMONb3YeTCH
naaHWpoBaHMe No NpuUrnalleHunto cepeepa. MoxHo
3a[aTb anbTepHATUBHBIM HOMEpP nopTa B hane
onuui KnneHTa.
OnutenbHoO MapameTp Ncxopawme Ecnu BkntoyveHa onuna KEEPALIVE, nakeTbl
BbIMOJH. KEEPALIVE: nposepku akTuBHocTK (keepalive) oTnpasnatoTca BO
ceaHcsbl YES BPEMS CEQHCOB K/IMEHT-CepBep, UTObbI He aaTb
nporpamme bpaHaMayapa 3aKpbiTb AJINTENBHO
BbINONHAKOLLMECH, HEAKTUBHbIE COEANHEHMS.
LleHTp HTTPS: 11090 | Bxogswue 3Tn NopTbl Mcnonb3ytoTcs Ansa Beb-6paysepa
onepauun KOMMoHeHTa LLeHTp onepaumin. MoxKHO 3aaathb
anbTepHATMBHbIN HOMEpP NnopTa.
MopT cnyx6bbl | MopT knueHTa: | Bxopsawue MopT cnyx6bl ynpaBneHus KNneHTaMu LOSIKeH 6bITb

yrnpaBneHus
KAMeHTaMm

9028

OOCTYMNeH 13 KOMMNOHeHTa LLeHTp onepauuii.
Y6epuTtech, 4To 6paHaMayapbl He 3anpeLaroT
coepmHeHus. Cnyxxba ynpaBneHus KnmeHTamMm
ncnonb3yet nopT TCP cepBepa KNMEHTCKOro y3na
ONS ayTeHTU(MKALUKN, NCNONb3YS
agMUHUCTPATMBHBIN CeaHc.
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YacTtb 2. Peanusauua pewieHna no 3awute gaHHbIX
ONS OAHOM NNOLWAaKMU

[1CcKoBOE peLleHne ons O4HON NAOLLAOKN KOH(PUTYPUPYETCS Ha OLHOM NOWAAKe U UCNONb3yeT
OefynnnKaLmo OaHHbIX.

MyTeBoguTenb No peanusayum
OnuncaHHble HUXKe Warn HeobxoanMsbl, YTOBblI HACTPOUTbL ANCKOBYLO cpeay IBM Spectrum Protect c ogHown
NAOLWAAKON.

1. HacTponiTe cuctemy.

a. CKoHUrypupyte annapaTypy CUCTEMbl XPaHEHUSI 1 HACTPOMTE MacCUBbI XPaHEHWS,
COOTBETCTBYOLLME pa3Mepy Ballen cpeabl.

b. YcTaHOBUTE OMepaumoHHY0 CUCTEMY CepBepa.

c. CKOHuMrypunpymTe BBOL-BbIBOA, C HECKONBKUMU NYTAMU.

d. CospawiTte ID nonb3oBaTtensa s aK3emMnaspa cepeepa.

e. NogrotoBbTe hannoBble cucteMbl gnst IBM Spectrum Protect.

2. YcTaHoBuTe cepBep v LLeHTp onepaumi.

3. CKoHurypupymte cepsep u LLleHTp onepauuii.

. BbINosiHMTe NepBoHaYaibHoe KOHMUIypMpoBaHme cepeepa.

. 3apanTe onuuun cepeepa.
. CkoHdurypupyite SSL (Secure Sockets Layer) ans cepBepa v KveHTa.

. CKoHhmrypupymnTte LLeHTp onepauni.

. 3aperuncTpupynTe cBot nmueH3nto Ha IBM Spectrum Protect.

. HacTponTe genynnmkaunio gaHHbIX.

. 3apanTe npaBwuna XxpaHeHNAa OaHHbIX 14 Ballero 6usHeca.

> 00 -~ O & 0 T 9

. 3afaiiTe pacnucaHunsa obcnyKmBaHua cepeepa.

i. 3ajanTe pacnmcaHms KINEHTOB.

4. YCTaHOBUTE U CKOH(UIYPUPYIATE KITMEHTI.

a. 3apernucTpupyinTe KNMeHTbl M HasHa4bTe UX 415 pacnucaHui.

b. YcTaHOBUTE 1 NpoBepbTe CNyKOY yNpaBieHUs KIIMEHTOM.

c. CKoHdurypupywTe LleHTp onepaLmii Ha ncnonb3oBaHue cnyxbbl yNpaBaeHUs KIMEHTOM.

5. 3aBepwunTe peannsaumio.

HacTtpoitka cuctembl

YT106bI HACTPOUTbL CUCTEMY, HYXKHO CHa4asla CKOH(MIYpMpPOBaTh ANCKOBOE 060pYyAOBaHNE XPaHEHUS U1
cepBepHyto cuctemy gnsa IBM Spectrum Protect.

KoHmrypupoBaHue o06opynoBaHMsA CUCTEM XPaHEHUSA

Y706kl CKOH(UTypMpoBaTh 060PYL0BAHME CUCTEM XPaHEHUS, MPoYTUTE 0bLme pekoMeHgaumnm no
avckosbiM cuctemam 1 IBM Spectrum Protect.
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Mpouenypa

1. 3apaiTe coegMHEHNE MEXLY CEPBEPOM U YCTPONCTBAMM XPaHEHUS, Clieaysl NPUBEAEHHbBIM HUXE
pPeKoMeHaAUNSM:
« Vicnonb3ynTe KOMMYTUPYEMOE UK NpsiIMOe ycoeauHeHne ansa coeanHermi Fibre Channel.

« Mopbepute UMCNO NOPTOB AJ1 COEOMHEHNS Y YUETHYHO 3annch A9 HeobX0AMMON WMPKHBI NOOChHI
nponycKaHus.

. I'Io,u.6epV|Te YKCNO NOPTOB OJ1d CoeaAMHEeHNA Ha cepBepe 1 YNCJTI0 NOPTOB XOCTa B OVNCKOBOW CUCTEME.

2. Y6eauTtecs, 4To ApaiBepbl yCTPOMCTB 1 BCTPOEHHAs MUKPOMporpaMma B crcTeMe CepBepa,
afanTepoB 1 OnepaLroHHON CUCTEMBI, ABAIOTCA COBPEMEHHbBIMM U HAXOOATCS HA PEKOMEHYEeMbIX
YPOBHSIX.

3. CKOHd)MprI/IpyIZTe MaCCuBbIl XpPaHEHUA. Y6egutech, 4TO Bbl npaBubHO Npoun3BeNn NnaHMpoBaHue,
uTObbI 0BECNEUNTD OonNTMaJibHYO MPOU3BOANTEIbHOCTb.

LononHuTenbHyo MHopMaLuno cMoTpuTe B pasgene “lNnaHnpoBaHune xpaHeHma” Ha cTp. 24.

4. YbepuTtech, UTo Yy CUCTEMbI CepBepa eCTb JOCTYM K CO34aHHbIM AMCKOBbIM TOMaM. BbinonHuTte
cnegywume warnu:

a) Ecnum cuctema nogkntoyeHa k kommyTaTopy Fibre Channel, npovsBegmnTe 30HMpOBaHMe cepBepa,
yTOObI YBUAETH AUCKMW.

b) OTobpasute Bce TOMa, 4TObbI COOBLLNTL AUCKOBOWM CUCTEME, YTO LAHHOMY CEPBEPY PaspeLlEHO
BUOETb KaXKObl OAUCK.

YcTaHOBKa onepawoHHOMU CUCTEMbI cepBepa

YcTaHOBUTE ONepaLMoOHHYI0 CUCTEMY Ha KOMMbIOTepe cepBepa 1 ybeamnTech, YTO BbIMOSHEHbI
TpeboBaHua cepepa IBM Spectrum Protect. CkoppeKkTupyiTe napameTpbl OnepaLmoHHON CUCTEMBI, KaK
yKasaHo.

YcTtaHoBKa B cuctemax AIX

BbinonHuTe cnepytowme genctems, utobbl yctaHoBUTL AIX B cucTeMe cepBepa.

Mpouenypa
1. YctaHoBuTe AIX Bepcun 7.1 TL4, SP6 unn HoBee B COOTBETCTBMU C UHCTPYKLUMSMM NPON3BOOMUTENS.

2. CkoHurypupyite napametpbl TCP/IP cornacHo MHCTPYKLMAM MO YyCTAaHOBKE OnepaLyioHHON
CUCTEMBI.

3. OtkpoinTe chann /etc/hosts u coenante cnepytoulee:

« ObHoBwUTE hain, BKNOUMB B Hero IP-agpec n nmsa xocta gns cepsepa. Hanpumep:
192.0.2.7 server.yourdomain.com server
» YbepuTecsh, 4To hann cogepxut 3anuck ang localhost c agpecom 127.0.0.1. Hanpumep:
127.0.0.1 localhost
4. BkntounTe NoNThl BbINOSHEHNSA BBOAA-BbiBoAa AIX, BBeOA Cnefyolyo KoMaHay:
chdev -1 iocp@ -P

Ha nponsBoanTenibHOCTb CepBEpPa MOXET B/INATL OnpenesieHmne 4acoBoro nosca no OﬂCOHy (OlSOI’]).

5. YT06bl ONTMMM3NPOBATL NPON3BOAMNTENBHOCTb, M3MEHMTE (PopmaT YacoBoro nosca ¢ Olson Ha
POSIX. YTo6bl 06HOBMTbL NapaMeTp YaCOBOro Nosica, UCMOJb3ynTe creayLwmii hopMaT KOMaHObl:

chtz=nokanbHbi_uacoBol_nodc,nata/Bpema,nata/spems
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10.

11.

Hanpumep, ecnu Bbl HaxoguTech B TbtocoHe (ApU30Ha), rae UCMonb3yeTcs CTaHOAPTHOE ropHoe
Bpems, To Bbl 6bl, 4TOGbI NepeiTn kK hopmaTy POSIX, BBeNM Obl CNeayoLLyo KOMaHay:

chtz MST7MDT,M3.2.0/2:00:00,M11.1.0/2:00:00

. B thaine . profile nonb3oBaTtens akzemnnsapa, ybeantech, UTo yCTAHOBEHbI creayouwme

nepeMeHHble cpeapbl:

export MALLOCOPTIONS=multiheap:16

B 6onee no3gHux Bepcusax cepeepa IBM Spectrum Protect 3To 3HavueHve 3a4aeTc aBTOMATUYECKM
npw 3anycke cepeepa. Ecnm nonb3oBaTesb 3K3eMMAsipa HeQOCTYMNEH, TO BbINMOHUTE 3TOT WWar Mo3Xe,
KOrga nosib3oBaTtesib 3K3eMMJispa CTaHeT JOCTYrMeH.

. HactpownTe cuctemy Ha cospgaHune nonHbIx hannos sapa npunoxeHns. Beegute cnegyrouwyto

KomaHay:

chdev -1 sys0 -a fullcore=true -P

. YT0bbl 06ecneumnTb B3aMMOAENCTBUSA C CEPBEPOM M KOMMNOHEHTOM LLeHTp onepauui, ybegutecsh, 4to

Ha Bcex bpaHaMayapax, KOTopble MOryT CyLL,EeCTBOBaTb, OTKPbIThI CieAytoLLne NopThl:

« [lna cBA3u c cepBepoM oTkponTe nopt 1500.

» Y106bI 06€CneUmnTb 3aLUNLLEHHYIO CBS3b C KOMMNOHEHTOM LLeHTp onepaumii, oTkpoiTe nopt 11090
Ha xab-cepsepe.

Ecnuv Bbl He ncnosnb3yeTte 3HaYEHWS MOPTOB MO YMOYAHUIO, TO y6eJJ,VITECb, YTO UCMNONb3yeMble BaMU
NOPTbl OTKPbITHI.

. BkntounTte ycoBepLueHCTBOBaHMSA BbICOKOM nponssoautenbHocTn TCP. BBeguTe cnegytowyto

KOMaHAay:
no -p -o rfcl323=1

Y1066 06ECNEUNTDL ONTUMANBHYIO MPOMYCKHYH CMOCOOHOCTb M HAAEXHOCTb, CBAXUTE BMeCTe ABa
nopta 10 Gb Ethernet B cnyyae cpegHen cuctemol 1 yeTbipe nopta 10 Gb Ethernet B cnyyae kpynHom
cucTeMsbl. Mcnonb3yinte MHCTPYMeHT System Management Interface Tool (SMIT), uTobbl cBA3aTh
NopTbI APYr € ApYyroMm, ncnonbsys Etherchannel.

[Tpy TeCTMpOBaHMN NCNONb30BaINUCh CNeAyoLmMe napaMeTpbl:

peXUM 8023ad

auto_recovery yes BknunMTb aBTOMaTMYeCKOe BOCCTAHOB/IEHWE Mnocne
nepegayun ynpasreHus

backup_adapter NONE ApanTtep, UCMNonb3yeMmbli Npu ownvbke BCero KaHana

hash_mode src_dst_port YKkasbiBaeT, Kak BblbvpaeTcs ucxomswmii aganTtep

interval long OnpefenseT 3HayeHWe WMHTepBana AN pexuma
IEEE 802.3ad

mode 8023ad Pewnm EtherChannel pna onepauuu

netaddr 0 Appec Ans KoMmaHzbl ping

noloss_failover yes BknoyaeT nepepavy ynpasneHus 6e3 notepu AaHHbIX
nocne HeypayHoro 3aBepweHus ping

num_retries 3 CKONbKO pas noBTOPATb ping, npewae 4YeM 3aKIw4uUTb
0 Heypauye

retry_time 1 Bpema oxmpaHusa (B cek.) Mexay KomaHgamu ping

use_alt_addr no Bknwuutb gpyron agpec EtherChannel

use_jumbo_frame no BkntounTtb ¢penmbl Gigabit Ethernet Jumbo

Y6enmutech, 4To NpefenbHble 3HaUEHMs AN PECYPCOB MPOLECCOB MOMb30BaTENSA, KOTOPbIE TaKXe
HasblBatoTCs ulimit, 3agaHbl COrnacHo pekoMeHgaumam B pasgene Tabnvua 12 Ha cTp. 34. Ecnu
3HaveHus ulimit 3agaHbl HeNPaBUIbHO, Bbl MOXKETE CTOSIKHYTLCSA C HECTABMBbHOCTbLIO CEpBEpa UK
owmnbKon oTBeTa cepBepa.
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Tabnuya 12. MpedenbHble 3HayeHUs 0715 nosb3oBatesnel (ulimit)

Tun YcTtaHOBKa 3HaueHue KomaHpa pna sanpoca
NoJsb30BaTesIbCKOro 3HaueHusA

npegena

MakcuManbHbil core bes orpaHnyeHunn ulimit -Hc

pa3Mep co34aBaeMbIX
thannos agpa

MakcuManbHbIn OaHHble bes orpaHuyeHunmn ulimit -Hd
pasmep cermMeHTa
JaHHbIX Ons npouecca

MakcuManbHbI fsize bes orpaHuueHunmn ulimit -Hf
pasmep cannos

MakcumanbHoe uncno |nofile 65536 ulimit -Hn
OTKPbITbIX (hannos

MakcrumanbHoe Bpemsi | cpu bes orpaHuyeHunn ulimit -Ht
npoveccopa B
CeKyHaax

MakcumanbHoe uncno | nproc 16384 ulimit -Hu
npoveccos
nosnb3oBaTenen

Ecnu BaM HY)>XHO U3MEHUTb Kakue-nnbo npenesribHble 3Ha4YeHna onad nonb3oBaTenen, cne,u,y17|Te
MHCTPYKUMAM B AOKYMEeHTaunn ona Ballemn OﬂepaLlMOHHOVI CUCTEMbI.

YctaHOBKa B cucteMmax Linux

BbinonHuTe cnegytowme gencTems, 4tobbl ycTaHOBUTL Linux x86_64 B cucteMe cepsepa.

Mpe>xpe yueM HayaTb

OnepauynoHHas CMCTEMA YCTaHABIMBAETCS Ha BHYTPEHHUX XECTKUX Anckax. CKoHUrypmupymte
BHYTPEHHME KEeCTKNEe AUCKN, MCMOoNb3ys annapaTtHbii maccme RAID 1. Hanpumep, ecnv Bbl
KOHMrypurpyeTe HebonbLyto cMCTeMy, ABa BHYTpeHHMX gucka no 300 I'b 3epkanbHO oTpaXkaroTcs B
RAID 1, B pe3ynbTaTe Yero 48 NporpamMmmbl YCTAaHOBKM OMNepaLMOHHON cucTeMbl ByoeT AoCTyneH OamH
onck B 300 Ib.

Mpouepypa
1. YctaHoBuTe Red Hat Enterprise Linux Bepcun 7.8 nnm Hosee nnbo Bepcumn 8.2 unun Hoeee B
COOTBETCTBUM C MHCTPYKLUUSMU NPOU3BOAUTENS.

MonyumTe 3arpy3ouHbii DVD-guck, copepxawmii Red Hat Enterprise Linux nognep»xusaemon sepcum
1 3anyCcTuTE CBOK cMCTeMY C aToro DVD-gucka. Onummn yCTaHOBKM CMOTPUTE B NPUBELAEHHbIX HUXE
pekoMeHpaumax. Ecnv aneMeHT He yNnoMsHYT B MPUBELEHHOM HUXE CMNCKE, OCTaBbTe 415 HEro
3HaYeHne No yMoYaHUH.

a) Mocne 3anycka DVD-gucka BbibepuTe B MEHIO YCTAHOBUTb UM 0GHOBUTD CYLLLECTBYHOLLYIO
cuctemy.

b) B okHe ¢ npuBeTCcTBMEM BbibepuTe NMpoBepUTb 3TOT HocuTenb M yctaHoBuTb Red Hat Enterprise
Linux 7.8.

¢) BbibepuTe npegnoyteHms a3bika U KnaBUaTypbl.
d) BbibepuTe cBoe pacronoxeHune, UTobbl 3a4aTh HYXHbI YACOBOW MOSC.

e) BoibeprTe Bbibop nporpamMmMm, a 3aTeM B criefytolLeM okHe BbibepuTe CepBep ¢ rpatmueckum
noNb30BaTe/IbCKUM UHTepdelicoM.
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f) Ha cTpaHuLe cBoLHON MH(OPMALMK YCTAHOBKU LLeNKHUTE No MyHKT Ha3HaYeHUs YCTaHOBKM U
npoBepbTe creayolLee:
» B kauecTBe NyHKTa Ha3HayYeHWs yCTaHOBKW BbibMpaeTcs NokanbHbIn amck Ha 300 I'B.
« B pa3spene Opyrve onumm xpaHeHns BolbrpaeTcs onuns ABTOMaTUYECKM CKOH(OUTYypUpoBaTh
pasbueHne Ha pasgens..
LLlenkHnTe no NoToBo.
g) LenkHuTe no HauaTb yCTAHOBKY .

MNMocne 3anycka yCTaHOBKW 3a4anTe Naposib NoNb3oBaTens root 4nsa y4eTHOM 3anmMcu noab3oBaTens
root.

Mo 3aBepLUeHMM YCTaHOBKM Nepe3anycTute CUCTEMY U BOMAUTE B CUCTEMY OT UMEHW Mosib30BaTenNs
root. BBeante komaHay df, utobbl npoBepuTb 6azoBoe pa3bueHne Ha pasgensl.

Hanpvmep, B TeCT-ccTeMe NepBOHaYasbHble pasfesibl Bbloann CleayoLwmii pesynbTar:

[root@tvappO2]# df -h

ObalnoBas cucT. Pasmep Wcn. JocT. WUcn. 9% T'one cMoHTUp.
/dev/mapper/rhel-root 50G 3.0G 486G 6% /

devtmpfs 32G 0 326G % /dev

tmpfs 32G 92K  32G 1% /dev/shm

tmpfs 32G  8.8M 32G 1% /xun

tmpfs 326G 0 326G % /sys/fs/cgroup

/dev/mapper/rhel-home 220G 37M 220G 1% /home

/dev/sdal 497M 124M 373M 25% /boot

. CKoHhmrypupynTe napameTpbl TCP/IP cornacHo MHCTPYKLMAM MO YCTaHOBKE OnepaunoHHON
CUCTEMBI.

Y706kl 06ECNEYMTHE ONTUMANBbHYI NPOMNYCKHY CNOCOBHOCTL U HAAEXHOCTb, PACCMOTPUTE
BO3MOXHOCTb CBSi3aTb BMECTe HECKOJIbKO CETEBBIX MOPTOB. CBAXKMTE BMECTe ABa NopTa AJ19 CUCTEMbI
CpenHero pasmepa unu YeTbipe nopTa Ans KPYNHOM CUCTEMBI. 3TO MOXHO BbINOJSIHWUTb, CO34aB
ceTeBoe coegmHeHune Link Aggregation Control Protocol (LACP), koTopoe arpervpyeT HeCKObKO
NMOAYUHEHHBIX MOPTOB B OAHO JIOrMYEeCKoe coeamHeHune. MNpeanoyTuTeNbHbIN METOL COCTOUT B TOM,
yTob6bI MCNONb30BaTh pexxmM cea3m 802.3ad, napameTp miimon, paBHbii 100, 1 napameTp
xmit_hash_policy, paBHbin layer3+4.

OrpaHuueHue: [Jn1s1 MCNoONb30BaHMsA ceTeBoro coegmHeHns LACP y Bac pnonkeH 6biTb ceTeBoM
KOMMyTaTop, nogaepxusatowm LACP.

LononHNTENbHbIE MHCTPYKLMM NO KOHDUIYPUPOBAHMIO NMPUBS3aHHbIX CETEBbIX COeAMHEHMS NPU
ncnono3oBaHun Red Hat Enterprise Linux Bepcun 7 cMoTpUTe B AoKyMeHTe: Co3gath MHTepgdenc
NPUBA3KM KaHasOoB.

. OTkpownTe thain /etc/hosts n coenante cneaytolee:

« O6HoBUTE hain, BKNtounB B Hero IP-agpec 1 nmsa xocta gnst cepeepa. Hanpumep:
192.0.2.7 server.yourdomain.com server

« YbenuTtecn, uto chann cogepxut 3anuck ans localhost c agpecom 127.0.0.1. Hanpumep:
127.0.0.1 localhost

. YCTaHOBMWTE KOMMOHEHTbI, HEObX0AUMbIE ANSl YCTAHOBKM CepBepa. BbIMONHUTE ONUCAHHbIE HUXE
waru, 4tobbl cozpgath penosutopuin Yellowdog Updater Modified (YUM) 1 ycTaHOBKTb HeObX0AUMbIe
nakeTbl.

a) CMoHTupynTe DVD-aunck yctaHoBkM Red Hat Enterprise Linux B cucteMHOM kaTanore. Hanpumep,
yTObbl CMOHTMPOBATL €ro B KaTanore /mnt, BBeanTe crenyroLLyo KOMaHay:

mount -t is09660 -o ro /dev/cdrom /mnt

b) Y6enunTecs, uto DVD-ANCK CMOHTUPOBAH, BBEAS KOMaH4y mount.
[lomxHa noaBUTbLCS BbIXOAHAA MHOPMALMS, aHaNOrMYHas CreayoLemy npumepy:
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/dev/sr® on /mnt type is09660
c) Nepengute B kKatanor penosutopua YUM, BBeOs cnenyoLlyto KOMaHay:
cd /etc/yum/repos.d
B cnyvae RHEL 8:
cd /etc/yum.repos.d

Ecnu katanor repos.d He cywecTsyeT, co3gaiiTe ero.
d) Bbl30BMTE CMMCOK COQEPXKMMOro KaTasora:

1s rhel-source.repo

e) MepenMeHyinTe UCXOOHbIN hann repo, BBEOS KOMaHay mv.
Hanpumep:

mv rhel-source.repo rhel-source.repo.orig

f) CospanTe HOBbIN thalin repo, MCMoNb3ysa TEKCTOBbLIV peaakTop.
Hanpumep, utobbl MCNob30BaTb PeoaKTop Vi, BBEAUTE C/eAyoLLyo KOMaHay:

vi rhel78_dvd.repo

g) lobaBbTe B HOBbIN (haitn repo cremytolime cTpoku. MapameTp baseurl 3agaet Touky
MOHTMPOBAHUA KaTanora:

[rhel78_dvd]

name=DVD Redhat Enterprise Linux 7.8
baseurl=file:///mnt

enabled=1

gpgcheck=0

B cnyyae RHEL 8:

[InstallMedia-Base0S]

name=Red Hat Enterprise Linux 8.2.0
mediaid=None

metadata_expire=-1

gpgcheck=0

cost=500

enabled=1
baseurl=file:///mnt/Base0S/

[InstallMedia-AppStream]

name=Red Hat Enterprise Linux 8.2.0
mediaid=None

metadata_expire=-1

gpgcheck=0

cost=500

enabled=1
baseurl=file:///mnt/AppStream/

h) YcTaHoBUTe fONOMHUTENbHbLIA HEOOXOAMMBIIA MaKeT NporpamMMm, BBeas KoMaHay yum.
Hanpumep:

yum install ksh.x86_64
yum install sysstat

B cnyuae RHEL 8:

yum install libnsl

5. Mo 3aBepLlUeHNN YCTAHOBKU MPOrpPaMMbl Bbl CMOXETE BOCCTAHOBUTb UCXOOHbIE 3HAYEHUS
penosntopua YUM, BbINONHMB criegyoLwme waru:

a) PasmoHTupynTe DVD-aunck yctaHoBku Red Hat Enterprise Linux, BBeas creayoLLyto KomaHay:

unmount /mnt
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b) MepenguTe B KaTanor penosutopus YUM, BBeasa cneaytoLlyto KomaHay:
cd /etc/yum/repos.d

c) NepenmeHyiTe co3aaHHbI BaMu alin repo:
mv rhel78_dvd.repo rhel78_dvd.repo.orig

d) NepenMeHynTe UCXOAHbIN thalin, UCMOJIb3ys ero UCXOAHOe UMS:
mv rhel-source.repo.orig rhel-source.repo

6. Onpepenute, TpebyeTcsa N1 N3MepeHunst NnapamMeTpoB agpa. BeinonHuTe cneaytoume waru:
a) Nicnonbsynte komaHay sysctl -a, uTobbl BLIBECTM CMMCOK 3HAYEHWIA MapaMeTpoB.

b) MpoaHanuaunpynTe pesynbTaTsl, CleQys pekoMeHaaumnsaMm B pasgene Tabnumua 13 Ha cTp. 37,
yTobbl ONpenennTb, He TPebyrTCA NN Kakne-1Mbo N3MeHeHus.

c) Ecnu TpebytoTca nsmeHeHus, 3agante napameTpsbl B danne /etc/sysctl.conf.
N3MeHeHWs ainoB NPUMEHSAIOTCS NPKY 3anyCcKe CUCTEMBI.

CoBeT: ABTOMaTMUYECKM KOPPEKTUPYNTE 3HAUYEHMA NapaMeTpoB Aapa U yCTpaHMTe HeobxoaMMoCTb
06HOBEHMS 3TUX NapaMeTpPOB BpYyUHY0. B Linux npoayKT nporpaMmMHoe obecneyeHmne 6a3 gaHHbIX
Db2 aBTOMaTM4YECKM KOPPEKTMPYET 3HAYEHMS NapaMeTPoB Aapa B3anMO4eNCTBUI MeXay
npoueccamu (interprocess communication, IPC) 0o npeanoyTuTenbHbIX 3HaYeHUn. YTobbl NONy4nTh
OONONHUTENbHYI MHOPMAaLMIO 0 3HAaUEHUAX NapaMeTpPoB A4pa, ULLUTe napameTpbl agpa Linux B
nybnukaumm JokyMeHTaums k sepcumn 11.5.

Tabnuya 13. OnTumanbHble 3Ha4YeHuss napametpa sopa Linux

MapameTp OnucaHue
kernel.shmmni MakcuMasibHoe YMCNO CErMEHTOB.
kexrnel.shmmax MaKcuMmarsbHbI pasMep cerMeHTa COBMECTHO MCMOoSb3yemMon

namaTtu (B banTax).

3TOT NapaMeTp HYXHO 3a4aTh 40 aBTOMATMYECKOro 3anycka
cepBepa IBM Spectrum Protect npu 3anycke cucremeil.

kexnel.shmall MaKkcumanbHoe YNCNOo pasMeLLLEHHbIX CTPaHKL, COBMECTHO
NCnonb3yemMon NamsTu.

kexrnel.sem (SEMMSL)

CyliecTByeT YeTblpe 3HaUeHUs ansg MakcumarnbHoe uncno ceMadopoB Ha MaccuB.

napameTpa kexrnel.sem.

(SEMMNS)

MakcumansHoe 4Yncno CeMaCbOpOB Ha CUCTEMY.

(SEMOPM)

MakcrManbHOe YMCIo onepaLmii Ha Bbi3oB ceMadopa.

(SEMMNI)

MakcmnManbHOe YNCI0 MacCUBOB.

kexrnel.msgmni MakcumasibHoe YMCno odepeaer coobLeHNn ypPoBHS
CUCTEMBI.

kernel.msgmax MakcuMmarsbHbIn pasmep coobuieHus (B 6anTax).

kexrnel.msgmnb MakcuMarbHbI pasMep ouepenn no ymonyanuio (B 6anTax).
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Tabauya 13. OnTumanbHble 3HaYeHus hapametpa sopa Linux (npodosreHue)

MapameTp OnucaHue

kexrnel.randomize_va_space MapameTp kexrnel.randomize_va_space koHdhurypmpyet
ncnonb3oBaHune namaTh ASLR ona apgpa. Paspewaet ASLR gns
cepsepoB V7.1 n HoBee. [lononHuTeNbHble NogpobHocTn 06
ASLR Linux 1 Db2 cMoTpuTe B [,OKYMEHTE TEXHUYECKOEe
3aMevaHue 1365583.

vm.swappiness MapameTp vin. swappiness onpenensieT, MOXeT /i1 SAP0
BbINOMIHATb CBOMNMMHI 4719 NaMAaTU NPOrpaMmmel U3
thusmyeckom onepaTMBHON NaMaTu. JLOMONHUTENbHYIO
NMHopMaLnio 0 NapameTpax aapa CMOTpUTE Mo afpecy
MHthopmauyma o npoaykTe Db2.

vm.overcommit_memory MapameTp vm.ovexrcommit_memoxy BnuseT Ha To, KaKow
06beM BUPTyanbHOW NaMaTU AAPO paspeLlaeT BblaeuTb.
[onofHMTeNbHY MHopMaLMio 0 NapaMeTpax aapa
cMoTpuTe no agpecy MHhopmaums o npoaykTte Db2.

7. OTKpoiiTe nopTbl 6paHoMayspa Ans B3anMoAencTBUA C cepBepoM. BbinosiHMTe creaytoimne warm:

a) OnpepenuTe 30HY, UCMOJSIb3YEMYLO CETEBLIM MHTEepdencoM. Mo yMonyaHuto, 3To 06LWenocTynHas
30Ha.

BeenuTte crnenytollyo KOMaHay:

# firewall-cmd --get-active-zones
public
interfaces: ens4f0

b) YTobbl MCcnonb30BaTb afpec NopTa No yMoYaHuio 41a B3aMMOLENCTBMSA C CEPBEPOM, OTKPOMTE
nopT TCP/IP 1500 Ha 6paHaMayape Linux.

BBeouTe crnemyouLyto KOMaHay:

firewall-cmd --zone=public --add-port=1500/tcp --permanent

Ecnu Bbl XOTUTE NCNONb30BaTb Kakoe-nNnbo 3HaueHre, OTIMYatoLLLEeEeCs OT 3HAUYEHUS MO
YMOJSIYaHUIO, Bbl MOXKETe 3aaTb UMcno B ananasoHe 1024-32767. Ecnuv Bbl OTKpoeTe NOpT,
OT/IMYAKOLLMIACS OT MOPTa MO YMOMYaHMI0, Bbl LOMKHbI ByaeTe ykaszaTb NOPT Npu 3anycKe cLueHapus
KOH(UTrypupoBaHus.

¢) Ecnu Bbl cobupaeTech MCNonb30BaTh 3Ty CUCTEMY Kak xab, oTkponTe nopT 11090, KoTOpbI
ABNSETCS NOPTOM MO YMOSYaHMIO AN 3alnLLEHHbIX B3aumogencTeuin (https).

BBeouTe cnenyrouLyto KOMaHay:
firewall-cmd --zone=public --add-port=11090/tcp --permanent
d) YTobbl M3MEHEeHMa BCTYNUAN B CUIY, 3aHOBO 3arpysunTe onpeaeneHua bpaHamayapa.
BBeouTe cnenyrouyto KOMaHay:
firewall-cmd --reload

8. YbenumTech, UTO NpenesnbHble 3HAYEHUS 419 PecypcoB NPOLLECCOB NoJSib30BaTeNs, KOTOpble Takke
Ha3bliBatoTCAa ulimit, 3anaHbl COrnacHo pekomeHgaumam B pasgene Tabnvua 14 Ha cTp. 39. Ecnu
3HauveHus ulimit 3agaHbl HeNpaBUbHO, Bbl MOXETE CTOJIKHYTLCS C HECTabWIbHOCTLIO cepBepa nnu
owmnbkon oTBeTa cepBepa.

38 IBM Spectrum Protect: PykoBoACTBO N0 ANCKOBOMY PELUEHUIO C O4HOM MIOLLAAKON


http://www.ibm.com/support/docview.wss?uid=swg21365583
http://www.ibm.com/support/docview.wss?uid=swg21365583
http://www.ibm.com/support/knowledgecenter/SSEPGG_11.5.0
http://www.ibm.com/support/knowledgecenter/SSEPGG_11.5.0

Tabnuya 14. MpedenbHble 3HaveHuUs 015 nosab3osartesnel (ulimit)

Tun YcTaHoBKa 3HaueHue KomaHpa pnsa sanpoca
NnoJsib30BaTesNIbCKOro 3HaueHus

npeaena

MakcrManbHbIn core bes orpaHuueHuni ulimit -Hc

pasmMep co30aBaeMbIX
thannos agpa

MakcnManbHbIn OaHHble bes orpaHuyeHunin ulimit -Hd
pasmep cermMeHTa
OaHHbIX Ons npolecca

MakcuManbHbIl fsize bes orpaHuueHunin ulimit -Hf
pasMmep annos

MakcumanbHoe uncno [ nofile 65536 ulimit -Hn
OTKPbITbIX hannos

MakcumanbHoe Bpemsi | cpu bes orpaHnyeHunn ulimit -Ht
npoweccopa B
CceKyHpax

MakcumanbHoe uncno [ nproc 16384 ulimit -Hu
npoLeccos
nosb3oBaTtenem

Ecnu BaM HY>XHO U3MEHUTb Kakne-nnbo npenesibHbie 3Ha4vYeHna ona nonb3oBaTenen, cne,u,yﬁTe
MHCTPYKUMAM B OOKYMEHTaU MW ONA BaLlemn Ol'lepaLl,l/lOHHOVI CUCTEMBbI.

YctaHoBKa B cuctemax Windows

YctaHoBuTe Microsoft Windows Server 2012 Standard Edition Ha KoMNbloTepe-cepBepe M NOLrOTOBbTE
CUCTEMY K YCTaHOBKe 1 KOHUrypuposaHuto cepsepa IBM Spectrum Protect.

Mpouenypa

1. YctaHoBuTe Windows Server 2016 nnu 2019 Standard Edition B COOTBETCTBUM C MHCTPYKLUSMHA
npousBoanTens.

2. I3aMeHUTe NONNTUKM ynpaBneHns y4eTHbiMK 3anucammn Windows, BbINOMHWMB ClieaytoLLne Wwaru:
a) OTKpoKTe pefaKTop NoKafbHOM NOIMTUKN 3aLLMTbI, BbINOAHMB secpol.msc.

b) BbibepuTe JIoKanbHble NOJUTUKK > ONuMM 3aUTbI 1 yOeauTech, UTO OTKMOUEHbI criedytolime
NONUTUKM YyNPaBNEeHUs YUETHbIMU 3annucamm nonb3oBaTenei:

» PexxuM YTBEpXOaTb aAMUHUCTPATOPOB AJ19 BCTPOEHHOW y4eTHOMN 3anmcu AODMUHUCTPATOP
+ 3anyckaTb BCeX afMMHUCTPATOPOB B pexuMe YTBEep:KAaTb aAMUHUCTPATOPOB

3. CKoHdmrypupyiTe napameTpbl TCP/IP cornacHo MHCTPYKLMSAM N0 YyCTaHOBKE OMepaLnuoHHOM
CUCTEMBI.

4. MpumeHuTe obHoBNeHMa Windows 1 BKIOUMTE AONONHMUTENbHblE YHKL MM, BbINMOMHUB clepyowme
warm:

a) MNpumennTe nocnegHue obHoBneHns Windows Server.

b) Ecnun notpebyeTcs, obHoBUTe apanBepbl ycTponcTs FC n Ethernet HBA 1o HOBbIX ypoBHeN.

5. OtkponTe nopt TCP/IP no ymonuaHuto, 1500, ans ceasu c cepeepoM IBM Spectrum Protect.
Hanpumep, BBeAUTE CNeaytoLLYI0 KOMaHOY:

netsh advfirewall firewall add rule name="Backup server port 1500"
dir=in action=allow protocol=TCP localport=1500
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6. Ha xab-cepBepe LleHTpa onepauuit OTKpOWTe NOPT MO YMOMYaHMIO Ans 3almiLeHHol (https) cBasu ¢
KOMMOHeHTOM LieHTp onepaumi.

Homep nopta - 11090.
Hanpumep, BBeAUTE CNeaytoLLyto KOMaHay:

netsh advfirewall firewall add rule name="leHTp onepauun port 11090"
dir=in action=allow protocol=TCP localport=11090

KoHdmrypupoBaHue BBOAa-BbiBOAA C HECKOJIBKUMU NYTAMU

MO>XHO pa3peLlunTb U CKOHUIYPUPOBaTb NOALEPIKKY HECKONIbKUX NyTel s GUCKOBOW CUCTEMBI
XpaHeHus. MogpobHble MHCTPYKLMM CMOTPUTE B LOKYMEHTALMK, NPUaraemMon K BalluM annapaTHbIM
cpencTeam.

Cucrtembl AIX

Mpouenypa

1. OnpenenuTte agpec nopta Fibre Channel, KOTopbIli HYXHO UCMOMb30BaTb 4J19 ONpeAeeHns XocTa B
AnckoBon nogcuctemMe. Beegute komaHay 1scfg nonda kaxkgoro nopra.

. BHEGOHbWMXL4CpEﬂHMXCMCTeMaXBBeﬂMTeCﬂeﬂyKnumeKOMaHﬂbH

1scfg -vps -1 fcsO | grep "Network Address"
lscfg -vps -1 fcsl | grep "Network Address"

« B KpynHbIX cucTemMax BBeguTe criegyrolme KomaHabl:

lscfg -vps -1 fcsO® | grep "Network Address"
lscfg -vps -1 fcsl | grep "Network Address"
1scfg -vps -1 fcs2 | grep "Network Address"
lscfg -vps -1 fcs3 | grep "Network Address"

2. YbeouTechb, UTO yCTaHOB/EHbI cnegytouine Habopbl hannos AIX:
« devices.common.IBM.mpio.rte
« devices.fcp.disk.rte
3. BBeaute komaHay cfgmgr, utobbl cructema AIX nepeckaHupoBana obopynoBaHue n obHapyxuna
OOCTynHble gucku. Hanpumep:
ctgmgr
4., YT106bI BbI3BaTH CMMCOK LOCTYMHbIX OUCKOB, BBEAUTE CNIEAYHOLLYIO KOMAHAY:
lsdev -Ccdisk

BbixogHas MHopMaumnsa KoMaHbl BbIFSANT, Kak B CIeAyHoLWeM npumepe:

hdisk® [JocTynHo 00-00-00 SAS [MCKOBbIM HaKoOMUTENb
hdiskl [ocTynHo 00-00-00 SAS [MCKOBLI HakomuTeNb
hdisk2 JfoctynHo 01-00-00 SAS [MCKOBbIM HAKOMUTENb
hdisk3 [JocTynHo 01-00-00 SAS [MCKOBbIM HaKoMUTeNb
hdisk4 JocTtynHo 06-01-02 MPIO IBM 2076 Auck ®C
hdisk5 JoctynHo 07-01-02 MPIO IBM 2076 Auck ®C

5. Mcnonb3yinTe BbIXOAHYH MHopMaLnio komaHabl 1sdev, utobbl HAMTK M NpeacTaBUTb B BUAE CNUCKA
ID yCTpOMCTB A5 KaXX[,0ro GUCKOBOMo YCTPOMCTBA.

Hanpumep, ID ycTponcTtBa moxeT bbiTb hdisk4. CoxpaHuTe cnucok ID ycTponcTs gns
NCMosb30BaHMA NpKU co3gaHmn harmnoBbiX cucTeM ans cepsepa IBM Spectrum Protect.

6. CkoppenupymTe ID yctponcts SCSI ¢ LUN oTaenbHbIX GUCKOB U3 AMCKOBOW CUCTEMBI, NEPEYNCIMB
noapobHy MHOPMaLMIo 0 BCex (hM3MUYECKMX TOMaX B cucTeMe. BBeauTe cnepyoLLyto KOMaHay:
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lspv -u

B cucteme IBM Storwize npvMepoM Toro, 4To NokKasaHo A4S KaX4oro yCTPonCcTBa, ABNseTcs
cnepyrowas nHpopmauyms:

hdisk4 00f8cf083fd97327 HeT aKTuBeH
332136005076300810105780000000000003004214503IBMEcp

B npumepe 3HaveHne 60050763008101057800000000000030 - ato UID TOoMa, COOBLLEHHbIN
NHTepencom ynpasneHus Storwize.

YT06bI NPOBEPUTL pasMep OUCKOB (B MerabaliTax) M CPaBHUTb €ro C TEM, UTO YKa3aHo AJj1s CUCTEMBI,
BBEAMTE C/IefyoLLyI0 KOMaHAay:

bootinfo -s hdisk4

Cuctembl Linux

Mpouepypa

1. BHecuTe nameHeHus B havn /etc/multipath.conf, utobbl BKNOUMTL NOALEPIKKY HECKONBKUX
nyTen ansa xocTtos Linux.

Ecnu hann multipath.conf He cywecTByeT, ero MoxHo co3gaTb, BBEAS C/eAyHOLLY0 KOMaHay:

mpathconf --enable

B chaine multipath.conf npm TectupoBaHmm B cnucteme xpaHeHus IBM FlashSystem 6binv 3agaHsl
cnepyollme napameTpbl:

defaults {
user_friendly_names no
b

devices §
device 1§

vendor "IBM "
product "2145"
path_grouping_policy group_by_prio
user_friendly_names no
path_selector "round-robin 0"
prio "alua"
path_checker "tur"
failback "immediate"
no_path_retry 5
rr_weight uniform
rr_min_io_rq "1"
dev_loss_tmo 120

3

2. 3apaviTe 3anycK Noanep KKy HECKOIbKUX MyTer Npu 3anycKe CUCTEMBI.
BeeouTte cnepytowme KomaHabl:

systemctl enable multipathd.service
systemctl start multipathd.service

3. YT06bI yBEeanTbea, UYTO OUCKM BUOHbI ONEpaLMOHHON CUCTEME M YPABNAKTCA NOAAEPIKKON
HEeCKOMbKUX NyTeW, BBeAMTe CriefyioLLyo KoMaHay:

multipath -1

4. Y6ennTech, YTo NepeYmncrieHbl BCe YCTPOMCTBA M YTO YMCIO NyTeN COOTBETCTBYET 0XXMOAEMOMY.
Y106bI ONpenennTb, Kakme AUCKM yKasaHbl, MOXHO UCMOMb30BaTb MHhOpMaLuio o pasmepe u ID
YCTPOWCTB.
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Hanpumep, B cnefytolen BbIXogHON MHOPMaL MM NOKa3aHo, YTo y Ancka Ha 2 Tb ecTb ABe rpynnbl
nyTen u YeTblipe akTUBHbIX NyTU. Pasmep 2 Tb nogTBepXOaeT, YTO AUCK COOTBETCTBYET (hanioBom
cucTeMe nyna. Micnonbayiite YacTb NoaHoOro Yncnoeoro ID ycTpolicTBa (B LaHHOM npumepe, 12),
uTObbI HANTK TOM B MHTepdence ynpaBieHUss ANCKOBOW CUCTEMOWN.

[root@tapsrvOl code]# multipath -1
36005076802810c509800000000000012 dm-43 IBM,2145
size=2.0T features='1l queue_if no_path' hwhandler='0"' wp=1w
|-+- policy='round-robin 0' prio=0 status=active
| |- 2:0:1:18 sdcw 70:64  active undef running
| "- 4:0:0:18 sdgb 131:112 active undef running
‘-+- policy='round-robin @' prio=0 status=enabled
|- 1:0:1:18 sdat 66:208 active undef running
"- 3:0:0:18 sddy 128:0 active undef running

a) Ecnum notpebyeTca, ncnpaBbTe HazHavYeHust xocToB anst LUN ancka v nponssegute
NPUHYOUTENIbHOE NepecKaHpoBaHMe WHBI.

Hanpumep:
echo "- - -" > /sys/class/scsi_host/host@/scan
echo "- - -" > /sys/class/scsi_host/hostl/scan
echo "- - -" > /sys/class/scsi_host/host2/scan

TaKxKe MOXHO nepe3anycTuTb CUCTEMY, UTOBbI MepecKkaHNpoBaTb HasHavyeHusa xocTos and LUN
OVCKOB.

b) Y6enuTecs, 4TO Tenepb OUCKU OOCTYNHbI 419 BBOAA-BbIBOAA MO HECKOJIbKMM MyTSM, CHOBA BBEAS
komaHay multipath -1.

5. Micnonb3yiTe BbIXoOHY MHAOpMaLmio KoMaHabl multipath, utobbl HAMTK N NpeacTaBUTbL B BUAE
cnuncka ID ycTponcTB A1 KayKA0oro AUCKOBOMO YCTPOMCTBA.

Hanpumep, ID ycTponcTBa ons Bawero anucka B 2 Tb - ato
36005076802810c509800000000000012.

COXpaHVITe cnucok ID YCTpOVICTB 0ona ncnonb3oBaHMA B CeayoweMm ware.

Cuctembl Windows

Mpouepypa

1. YbepuTech, YTO yCTaHOBNEHA (DYHKLUSA MHOrONyTeBOro BBOAa-BbiBoAa. Ecnu notpebyeTtcs,
yCTaHOBUTE [ONONHNTESNIbHbIE MHOTOMYyTEBbIE ApaliBepbl, COOTBETCTBYHOLLME NOCTABLLMKAM.
Mcnonb3ynte Microsoft Device Specific Module (MSDSM) ans yctpoincts IBM FlashSystem.
NHCTpYKLMM NO yCTaHOBKE CMOTPUTE B AOKYMeHTaumm no IBM FlashSystem: https://www.ibm.com/
support/knowledgecenter/STHGUJ_8.3.1/com.ibm.storwize.v5000.831.doc/
svc_w2kmpio_21oxvp.html

2. YT06bl ybEeamTbes, YTO AUCKU BUAHbI ONEepaLMoOHHON CUCTEME M YNPaBATCA MHOrOMNYTEBbIM
BBOAOM-BbIBOAOM, OTKPOMTE KOMaHOHY0 cTpoky Microsoft Windows Power Shell n BBegute
crnepyoLLyo KoMmaHay:

mpclaim -e

3. MpoBepbTe BbIXOAHY MHDopMaLMo KoMaHabl mpclaim n ybeantech, UTo ons XpaHunuuia IBM
yKa3aHo, YTO OHO HaXOAMTCS NoA ynpasneHnem MPIO.

"Target H/W Identifier ! Bus Type MPIO-ed ALUA Support

"IBM 2145 ! SAS YES Implicit Only

4, NononHUTeNbHblE CBEAEHMWS O MOAKITHOUYEHHbIX ANCKOBbIX YCTPONCTBAX MOXHO MOMYYMTb, UCMOMb3YS
koMaHay Windows wmic.

wmic diskdrive get
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5. YTobbl NepeBecTy HOBbIe ANCKM B NMOAKIHOUYEHHOE COCTOSAHNE U CHATb aTpUBYT "ToNbKo ong uteHusa",
BbinonHuTe diskpart.exe co cnemywowmmm komaHoamu. MoBTopuTe 019 KAXKOOr0 U3 AUCKOB:

diskpart
select Disk 1
online disk
attribute disk clear readonly
select Disk 2
online disk
attribute disk clear readonly
< ...
select Disk 49
online disk
attribute disk clear readonly
exit

Co3paHue ID nonb3oBaTtens ona cepeepa

Cospavte ID nonb3oBaTtens, KOTOPbIN CTAaHET BNafenbLeM ak3eMnnapa cepsepa IBM Spectrum Protect.
Bbl ykaxxeTe 370T ID nonb3oBaTesnis Npu CoO3g4aHuUM IK3eMNiapa cepsepa npu nepsoHavyasribHOM
KOH(UTyprnpoBaHuu cepeepa.

06 aTou 3apave

B ID nonb3oBaTen MOXHO MCMOMb30BaTh TONbKO BYKBbI B H/XHEM perncTpe (a-z), undpbl (0-9) 1
cumBon noguepkusanus (_ ). ID nonb3oBaTens v MMs rpynrbl 4OJIKHbI COOTBETCTBOBATL CleAyoLWNM
npasunam:

« [nnHa He ponXHa npesblwaTb 8 CMMBOJSIOB.
« ID nonb3oBaTens He MOXeT HauMHaTbCa C ibm, sql, sys nnu undpel.

« B kauecTBe ID nonb3oBaTensa nav UMeHU rpynnbl HeNMb3s UCNONb30BaThb user, admin, guest, public, local
nnu kakoe-nnbo sapesepBnpoBaHHoe c1oBo SQL.

Mpoueaypa
1. Ytobbl co3paTh ID nonb3oBaTens, MCNOb3yNTe KOMaH4bl ONepaLMOHHON CUCTEMBI.

o I TSN Co3naiiTe rpynny 1 ID nonb3oBaTens B 4OMALLHEM KaTasore nonb3oBaTens,
KOTOPbIV CTaHeT BNafenbLEeM 3K3eMnnsapa cepeepa.

Hanpumep, utobbl co3patb ID nonb3oBaTtens tsminstl B rpynne tsmsrvrs c naposiem
tsminstl, BBeguTe oT UMeHn ID aAMUHUCTPATUBHOIO NONIb30BaTENS CliedyoLLne KOMaHabl:

-:E-mkgroup 1d=1001 tsmsrvrs
mkuser id=1002 pgrp=tsmsrvrs home=/home/tsminstl tsminstl
passwd tsminstl

groupadd tsmsrvrs

useradd -d /home/tsminstl -m -g tsmsrvrs -s /bin/bash tsminstl
passwd tsminstl

BbinonTe n3 cucTeMbl, 3aTEM CHOBA B HEE BOMAUTE. I'Iepeﬁp,MTe Ha CO30aHHYH0 BaMW YHYETHYHO
3anncb NoJjib3oBaTtesid. V|CI'IOJ'Ib3y!7ITe MHTEPaKTUBHYIO MNPOrpaMmy Bxonoa B CUCTEMY, Hanpunmep,
telnet, utobbl Bac nonpocunnm BBECTU NapoJib 1 Bbl CMOIIN NI3SMEHUTbL €ro, eCcJyin 3To n0Tpe6yeTcs|.

- NI Cospaiite ID nonb3osaTtens, a 3ateM fo6aBbTe HOBbIV ID B rpynny aAMUHUCTPATOPOB.
Hanpumep, utobbl co3patb ID nonb3oBaTtena tsminstl, BBeguTe crieayoLLyto KoMaHay:

net user tsminstl % /add

Mocne co3gaHnsa U NPoBEPKM Naposia 4Jig HOBOro noJib3oBaTens fobasbTe ID nosib3oBaTens B
rpynny AODMUHUCTpATOPbI, BBEAA CleaytolmMe KOMaHabl:
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net localgroup Administrators tsminstl /add
net localgroup DB2ADMNS tsminstl /add

2. 3aBepuunTe ceaHc anga Hoeoro ID nonb3oBaTens.

MoprotoBKa haiiNoBbIX CUCTEM AJiF cepBepa

Y706kl CEpPBEP MCMOJIB30BAN AUCKOBYH CUCTEMY XPaHEHMS, HYXKHO BbIMOMHUTb KOHUIYPUPOBaHUe
thannoBoi cuctemsl.

Cucrtembi AIX

Bbl LO/IKHBI CO30aTh FPYNMbl TOMOB, JIOFMYECKMe ToMa 1 hanioBble CUCTEMBI 419 CEPBEPA, MCMONb3Yys
MeHeOxep norndyeckux tomos AIX.

Mpouepypa

1. YBenuubTe rnybuHy ovepenm n MakCMManbHbI pasMep nepefayu ois BCex AOCTYMHbIX AUCKOB
hdiskX. BBeanTe ons KaXkaoro gMckKa crnegyroLine KoMaHabl:

chdev -1 hdisk4 -a max_transfer=0x100000
chdev -1 hdisk4 -a queue_depth=32

chdev -1 hdisk4 -a reserve_policy=no_reserve
chdev -1 hdisk4 -a algorithm=round_robin

He BbinonHAWTE 3T KOMaHAbI A9 BHYTPEHHWX ANCKOB OnepaLuoHHON CUCTEMbI, HanpuMep, Ans
hdiskO.

2. Cosparite rpynnbl TOMOB A5t 6a3bl AaHHbIX, aKTUBHOMO XYpPHasa, apXMBHOMO XypHasna, Pe3epBHOro
KonupoBaHusa 6asbl AaHHbIX U Nyna xpaHeHus IBM Spectrum Protect. BeeguTe komanay mkvg, ykasas
ID ycTpoMCTB AN15 COOTBETCTBYHOLLMX ANCKOB, KOTOPbIE Bbl yKa3ann paHee.

Hanpumep, ecnu nmeHa yctpoincts hdisk4, hdisk5 n hdisk6 cooTBeTCTBYOT AMcKam 6a3bl LaHHbIX,
BKJIOUMTE UX B rpynny TOMOB 6a3bl JaHHbIX U T.04,.

Pasmep cuctembli: [prBefeHHbIE HUXE KOMaHbl OCHOBaHbl HA KOHUIYpaLUmM CUCTEMbI CPELHEro
pasmepa. [1na manbix 1 60abwnx cuctem HeobxXoaMMO COOTBETCTBYOWMM 06pa3oM HACTPOUTb
CUMHTaKCKC.

mkvg -S -y tsmdb hdisk2 hdisk3 hdisk4

mkvg -S -y tsmactlog hdisk5

mkvg -S -y tsmarchlog hdisk6

mkvg -S -y tsmdbback hdisk7 hdisk8 hdisk9 hdisk10

mkvg -S -y tsmstgpool hdisk1l hdisk12 hdisk13 hdisk14 ... hdisk49

3. OnpegennTe MMeHa (hM3NYECKOro TOMa 1 YUNCNo CBOBOOHbIX (hM3NYECKUX PasaenoB, KOTopble
crnepyeT UCcnosib30BaTh MPY CO34aHMM IOFMYeCcKX TOMOB. BBeante komaHay 1svg ons kaxaon
rPynnbl TOMOB, KOTOPYIO Bbl CO34aNu B NPeblayLLem ware.

Hanpumep:
lsvg -p tsmdb

BbiBog 6ynet nopobeH cnepytowemy. B ctonbue FREE PPs npeacTtaBneHbl cBoboaHble hnsmnyeckme

pasfgenbl:
tsmdb:
PV_NAME PV STATE TOTAL PPs FREE PPs FREE DISTRIBUTION
hdisk4 active 1631 1631 327..326..326..326..326
hdisk5 active 1631 1631 327..326..326..326..326
hdiské active 1631 1631 327..326..326..326..326

4. Co3paitTe nornmyeckre ToMa B KaxKaon rpynre TOMOB Npu noMolm komanasl mklv. Pasmep TomMoB,
rpynna TOMOB ¥ MMeHa YCTPOMCTB 6yayT pasHbiMK B 3aBUCMMOCTM OT pasMepa Ballein CUCTEMbI U
PasNMunNii B KOHUrypaumm ANCKoB.
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Hanpumep, utobbl co3gaTh ToMa A4 6asbl AaHHbIX IBM Spectrum Protect B cucTeme cpefiHero
pa3Mepa, BBeAuTe Cnemyolle KOMaHabl:

mklv -y tsmdb@O® -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk2
mklv -y tsmdb@1 -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk3
mklv -y tsmdb02 -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk4

5. ChopMaTupyiTe (hannoBble CUCTEMBI Ha KAXXO,0M JIOTMYECKOM TOMe, UCNOoSb3ys KoMaHAay cxfs.

Hanpumep, utobbl chopmaTmpoBaTh hanioBble CUMCTEMbI A9 6a3bl LaHHbIX B CUCTEME CPeLHEero
pasmepa, BBeguTe CnefytoLiMe KoMaHabl:

crfs -v jfs2 -d tsmdb0® -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@0 -A yes

crfs -v jfs2 -d tsmdb0l -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@l -A yes

crfs -v jfs2 -d tsmdb02 -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@2 -A yes

6.CMOHTMpyﬁTeBcesaHOBOCOBAaHHme(baﬂnOBmeCMCTeMbLBBeﬂHCﬂeﬂyquK)KOMaHnw
mount -a

7. Bbl30BUTE CNUCOK BCeX DanoBbiX CUCTEM, BBeas koMmaHay df.

Y6enutech, UTo (baIZIIOBbIe CUCTEMbI CMOHTUPOBAaHbI C UCNosib30BaHKeEM npaBusibHoro LUN u
I'IpaBI/IﬂbHOl‘/'I TOYKM MOHTUPOBaHUA. [TpoBeEpbTE TaKXe LOCTYMHOE MPOCTPaHCTBO.

B cnepyowem npumepe BbIXOHOM VIHCIJOpMaLI,I/IVI KOMaHbl MOKa3aHo, 4YTo 06bem ncnosnibayemoro
MPOCTPaHCTBAa, KakK nNpaBwio, COCTaBdeT 1%:

tapsrv07> df -g /tsminstl/*
Oannosas cuct. bnoku b CBobopgHo % umcn. Moe ucn. 9% moero ucn. CMOHTMpPOBaHO
/dev/tsmact00 195.12 194.59 % 4 % /tsminst1l/TSMalog

8. Ybepgutech, uto y ID nonb3oatens, cosgaHHoro Bamu B pasgene “Co3sgaHue ID nonb3oBatens gns
cepBepa” Ha cTp. 43, ecTb NpaBa [OCTyNa AJ19 YTEHMS M 3aNUCKM K KaTasioraM Ha cepBepe.

Cuctembl Linux

dannosble cuctembl ext4d nnn xfs cnepyet cchopmatmpoBaTh Ha kaxaoM ns LUN aucka, kotopole byget
ncnonb3oBath cepBep IBM Spectrum Protect.

Mpouenypa

1. Micnonb3aysa cnuncok ID ycTponcTB, creHepnpoBaHHbIN paHee, BBeanTe koMmaHay mkfs, utobbl cozpathb
n cchopMaTMpoBaThb hannosyto cuctemy onsa kaxaoro yctponctesa LUN xpaHeHus. Ykaxute ID
yCcTponcTBa B KOMaHae. CMOTpuTe cnegytoLLyto Tabnuuy.
ns 6a3bl faHHbIX chopMaTupymnTe hannoBble cuctembl extd:

mkfs -t ext4d -T largefile -m 2 /dev/mapper/36005076802810c509800000000000012

Ins LUN nyna xpaHeHus chopmatumpyiite hannoBble cuctemMsl xEs:

mkfs -t xfs /dev/mapper/3600507630081010578000000000002c3

KomaHpy mkfs MoxHO BBOaMTb A0 50 pas B 3aBMCHMMOCTM OT TOFO, CKOJIbKO PasHbIX YCTPOMCTB Y Bac
ecTb.

2. Co3panTe KaTasiorn To4ek MOHTUPOBaHNS ANa haiIoBbIX CUCTEM.

BeeouTte komaHoy mkdixr ona kaxgoro katanora, KOTOprVI Bbl OOJ/1XKXHbI CO30aThb. V|Cl'|0ﬂb3yl‘/llTe
3Ha4YeHnda KaTasioros, 3anncaHHblie BaMn B pa6oq|/1x Tabnuuax Nn1aHNpPoBaHUA.

Hanpumep, yTObbI CO3aaTb KaTasor 3K3eMMnndpa cepsepa, NCNosb3yd 3Ha4vyeHne no ymon4aHuio,
BBeguTe crieqyoLlyto KoMaHay:
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mkdir /tsminstl

MoBTOopUTe KOMaHay mkdix ona kaxkaon hannoBon CUCTEMDBI.

3. NobasbTe B thann /etc/fstab 3anuch ana kaxnon annosol cuctemsl, UTobbl hanoBble CUCTEMDI
MOHTUPOBAINCb aBTOMATMYECKHW MNpu 3amnycKe cepeepa.

Hanpumep:

/dev/mapper/36005076802810c509800000000000012 /tsminstl/TSMdbspace00 ext4
defaults 0 0

4. CMOHTUpYITe haisioBble cUCcTeMbl, KOTopble Bbl fobaBunu B hain /etc/fstab, BBens komaHoy
mount -a.
5. BbI30BUTE CNUCOK BCeX DanoBbIX CUCTEM, BBeasd koMmaHay df.

Y6enutech, UTo (baIZﬂOBble CUCTEMbI CMOHTUPOBaHbI C UCNoJsib30BaHKeM npaBusibHoro LUN u
I'IpaBI/IﬂbHOl‘/'I TOYKM MOHTUPOBaHUA. [TpoBeEpbTE TaKXe AOCTYMHOE MPOCTPaHCTBO.

B cnepytowem npmumepe B cucteMe IBM Storwize nokasaHo, 4To 06beM 1CNosib3yeMoro
NPOCTPaHCTBa, Kak npasuno, coctasnaeT 1%:

[root@tapsrve4 ~]# df -h /tsminstl/=*

dannosasa cucT. Pasmep Ucn. Joct. Ucn. % Tpe
CMOHTMP.

/dev/mapper/360050763008101057800000000000003 134G 188M 132G % /tsminstl/
TSMalog

6. Y6enutecnb, uto y ID nonb3oBaTens, cosgaHHoro samum B pasgene “CosgaHue 1D nonb3oBartens ansg
cepBepa” Ha cTp. 43, ecTb NpaBa A0CTyNna s YTeHUs 1 3anncK K Katanoram Ha cepeepe IBM
Spectrum Protect.

Cuctembl Windows

Bbl monkHbl cchopmaTmpoBath hannosble cuctembl New Technology (NTFS) Ha kaxgom ns LUN anckos,
KoTopble ByayT ncnonb3oBaTtbcs cepeepom IBM Spectrum Protect.

Mpouenypa
1. Co3panTe KaTanorn ToueK MOHTUPOBAHUSA AN DanNoBbIX CUCTEM.

BBeanTte koMaHay md o KaXkaoro Katasiora, KOTOPbIN Bbl AONXHbI CO3a4aTb. MIcnonb3ynTe 3HaYeHus
KaTasloros, 3arnmncaHHble BaMu B pabounx Tabnuuax nnaHMposaHus. Hanpumep, 4tobbl co3gaTb
KaTaslor aK3eMmnaspa cepBepa, UCNofb3ys 3Ha4YeHMe No yMOYaHUIo, BBEAUTE CeayoLLyo KOMaHay:

md c:\tsminstl

MoBTOpUTE KOMaHAy md Ana KaXkaon hanoBoO CUCTEMDI.

2. Cospaiite ToM ang kaxaoro LUN aucka, oTobpaxeHHOro B KaTasior B KaTtasiore sKseMnigapa cepsepa
C ucnonb3oBaHueM MeHemxepa Tomos Windows.

BbibepuTte MeHepykep cepBepoB > Cny»6bl (haityioB U XpaHeHUs 1 BbINOJIHUTE ONUCAHHbIE HUXKE
lwary onsa Kaxnoro AMcka, CooTBeTCTBYLWEro oTobparkeHuto LUN, co3gaHHOMY B NpedblayLieMm Lare:

a) MepeBenuTe ONCK B MOOKIHOYEHHOE COCTOSIHME.
b) MHnumanuampynte guck oo 6asoeoro Trna GPT, KOTOpbI ABNSETCA TUMOM MO YMOJTYaHUIO.

c) CozpaliTe NpoCTOM TOM, 3aHUMAIOLLMIA BCe MPOCTPAHCTBO Ha ancke. ChopmaTtupyinTe hannoyto
cuctemy ¢ ncnonbsoBaHmeM NTFS 1 3aganTe MeTKy, COOTBETCTBYIOLLYHO HA3HAYEHUIO TOMa,
Hanpumep, TSMf11e00. He HasHauyanTe i HOBOro ToMa 6ykBy amncka. Bmecto atoro otobpasute
TOM B KaTasior B KaTanore ak3emnnspa, Hanpumep, B C: \tsminst1\TSMfile0O.

CogeeT: Onpegennte MeTKy TOMa 1 MeTKM 0TOBpaXKeHWi KaTanora Ha 0CHOBE COOBLLLEHHOTo
pasmepa gmcka.
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3. YbepuTecn, 4To (hannoBble CUCTEMbI CMOHTUPOBAHbI C UCMOMb30BaHeM npaBuibHoro LUN u
NpPaBWIbHOW TOYKM MOHTMPOBaHWS. Bbi3oBUTE CNUCOK BCex haioBbIX CUCTEM, BBEAS KOMaHAY
mountvol » 03HaKOMUBLUMCE C BbIXOAHOW MH(OpMaLMeN.

Hanpumep:

\\?\Volume$8ffb9678-3216-474c-a021-20e420816a92%t\
C:\tsminst1\TSMdbspace@0O\

4. Mo 3aBeplUEHMM KOHPUIYPUPOBAHUS ANCKA Nepe3anycTuTe CUCTEMY.

JanbHeuwmne gencTeua

Bbl MOxeTe noaTBepamnTb 06beM CBO6OAHOIr0 NMPOCTPAHCTBA 415 KaXKA0ro ToMa, ncnosib3ays MNpoBoOaHMNK
Windows.

YcTaHOBKa cepBepa U KOMNoHeHTa LLeHTp onepauuis

Ncnonb3ynTe pns yCTaHOBKM KOMMNOHEHTOB rpadmnyeckun mactep IBM Installation Manager.

YctaHoBKa B cucrtemax AIX m Linux

YcTtaHoBuTe cepBep IBM Spectrum Protect n LileHTp onepaumii B TOM e cucteme.

Mpe>kpe yueM HayaTb

Y6epuTtech, UTo 415 OnepaLMOHHOM CUCTEMbI 3aaH HYXXHblI A3bIK. [10 YMONYaHMIO A3bIK ONepaLoHHOM
CUCTEMBI - 3TO A3bIK MacTepa Mo yCTaHOBKe.

Mpouenypa

1. T
Y6enuTtech, UTO y Bac B CUCTEME YCTaHOBIEHbl HeobxoauMmblie thainbl RPM.
[JononHuTenbHbIe CBeAEHUS CMOTPUTE B pasaene “YcTaHoBKa obsizaTenbHbIix thaiinos RPM ana
rpacdmyeckoro mactepa” Ha cTp. 48.

2. Mpexae yeM CKauMBaTb NaKeT YCTAaHOBKM, ybeamTech, YT0o y Bac AOCTAaTOYHO MECTa )15 XpaHeHus
thalsioB yCTAaHOBKM MOC/E NX U3BMIEYEHMS U3 NaKeTa NpoayKTa.

TpeboBaHMA K NPOCTPAHCTBY CMOTPUTE B IOKYMEHTE MO CKaunmBaHuUto no agpecy: technote 588093.

3. Mepengute Ha cTpaHuuy Passport Advantage v ckauanTe hann nakeTta B MyCTOW KaTasior No BaleMy
BbIbOPY.

4. Y6epuTecn, UTO AJ/19 NakeTa 3afaHbl paspeLleHns ans BbiNoSHeHUa. ECK HYXXHO, TO U3SMeHUTe
paspelueHna ans taiina, BBeas ciefyoLyo KoMaHay:

chmod a+x umsa_nakema.bin
5. N3BnekunTe nakeT, BBEAS ClenyoLyto KoMaHay:

./umsi_nakema.bin

roe UMsS_nakera - 3TO MMs CKavaHHoro danna.

6. I
Yb6enunTtech, UTO BK/tOUEHa cnepywuiada KoMmaHga, yTObbI MacTepa pa60TanM npaBUbHO:

lsuser

Mo yMonuaHMIo 3Ta KOMaHAa BKJIUeHa.
7. Mepengnte B KaTasor, Kyaa Bbl MOMECTUAN UCMONTHSAEMBbI (aits.
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8. 3anycTuTe MacTep YCTaHOBKW, BBEAS CNeAyoLLy0 KOMaHay:

./install.sh

Bbi6upas nakeTbl A8 yCTaHOBKW, BbibepuTe 1 cepeep, 1 LieHTp onepaumi.

JanbHeuwmne gencTeua

« Ecnu B npoLiecce yCTaHOBKU BO3HUKHYT OWMOKKM, OHWU 3anncbiBaOTCS B halbl XypHana, Kotopble
XpaHaTCcs B KaTanore xypHanos IBM Installation Manager.

Y106bI NpocMOTpeTh halsibl )KypHana ycTaHOBKM B MHCTPyMeHTe Installation Manager, Bbibepute
®daiin > NpocMoTpeTb KypHan. YTobbl cobpaTth 3T haisibl XXypHanoB M3 MHCTpyMeHTa Installation
Manager, BbibepuTe CnpaBKa > AKCNOPT AaHHbIX A9 aHANU3a oWn6oK.

« lNocne ycTaHOBKM cepBepa 1 [0 ero HaCTPOMKK K paboTe noceTuTe canT canT nogaepxku . LlenkHute
no Support and downloads (MogaepxKa 1 MaTepuasbl 419 CKaUMBaHWSA) U NPUMEHNTE BCce TpebyeMmble
ncnpasieHUA.

ETENY cTaHoBKa 0693aTenbHbiX haiinos RPM pnsa rpacmueckoro macrepa

®dannbl RPM HeobxoguMmbl ans rpacdmdveckoro mactepa IBM Installation Manager.

Mpouepypa

1. YbeguTech, 4YTO y Bac B CUCTEME YCTAHOB/EHbI crieaytowme tannbl: EChv dalinbl He yCTaHOBMEHbI,
nepenguTe K wary 2.

atk-1.12.3-2.aix5.2.ppc.xpm libpng-1.2.32-2.aix5.2.ppc.xpm
cairo-1.8.8-1.aix5.2.ppc.rpm libtiff-3.8.2-1.aix5.2.ppc.xrpm
expat-2.0.1-1.aix5.2.ppc.rpm pango-1.14.5-4.aix5.2.ppc.rpm
fontconfig-2.4.2-1.aix5.2.ppc.xpm pixman-0.12.0-3.aix5.2.ppc.xpm
freetype2-2.3.9-1.aix5.2.ppc.xpm xcursor-1.1.7-3.aix5.2.ppc.xrpm
gettext-0.10.40-6.aix5.1.ppc.rpm xft-2.1.6-5.aix5.1.ppc.rpm

glib2-2.12.4-2.aix5.2.ppc.rpm xrender-0.9.1-3.aix5.2.ppc.rpm
gtk2-2.10.6-4.aix5.2.ppc.rpm z1ib-1.2.3-3.aix5.1.ppc.xpm

libjpeg-6b-6.aix5.1.ppc.rpm

2. YbenuTech, 4To B thannosoi cucteme /opt ceobogHo, no kpanHen mepe, 150 MB npocTpaHcTBa.
3. B kaTanore, B KOTOPbI M3BMeYeH halin nakeTa yCTaHOBKK, NepeinguTe B nogkartanor gtk.

4. CkavanTe thannol RPM B Tekywmnin pabounin katanor c Beb-canta IBM AIX Toolbox for Linux
Applications, BBeas creayoLLyto KoMaHay:

download-prerequisites.sh

5. YcTaHoBUTE cKayaHHble hannbl RPM B kaTanore, B KOTOPOM OHU HaXO4ATCS, BBEAS CNeAyoLLyto
KOoMaHay:

rpm -Uvh *.rpm

YctaHoBKa B cuctemax Windows

YcTtaHoBuTe cepBep IBM Spectrum Protect n LieHTp onepaumin B TOM XKe cucTeme.

Mpe>xpe yeM HayaTb
V6e,EI,VITer, YTO BbINOJIHEHDbI Cnegyrwuine obaszaTtenbHble Tpe6OBaHI/1ﬂ:

« Ybeouteco, 4To Ans OﬂepaLl,I/IOHHOIZ CUCTEeMbl 3aaH HyH(HbIVI A3bIK. 10 yMONYaHMIO A3bIK
OﬂepaLLMOHHOVI CUCTEMDbI - 3TO A3blK MacCTepa no yCtaHOBKe.

. V6ep,MTer, yto y ID nonb3oBaTeny, KOTOprVI Bbl NJIaHNPyeTe UCNONb30BaTb Aj1d YCTAHOBKW, €CTb
NOJTHOMOYMA NOKa/IbHOIro aoMUHUCTPATOPa.
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http://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect?language=en_US&productId=01t50000004uZGe
http://www.ibm.com/systems/power/software/aix/linux/
http://www.ibm.com/systems/power/software/aix/linux/

Mpouenypa

1. MNpexae YeM ckaumBaTb NaAKeT YCTAHOBKMW, ybeamTech, UTO y Bac AOCTATOUHO MECTA A1 XPaHEH NS
thannoB yCcTaHOBKM NOC/E UX M3BIEYEHUS U3 NaKeTa NPOAYKTa.
TpeboBaHUs K NPOCTPAHCTBY CMOTPUTE B AOKYMEHTE NO CKauMBaHu1Io No agpecy: technote 588095.

2. MepenpunTe Ha cTpaHuLy Passport Advantage u ckavanTe thain nakeTa B MycToi kaTasior no sBawemy
BbIGOpY.

3. MNepenpunTe B KaTanor, Kyaa Bbl MOMECTUM UCMIOSTHAEMbIN harn.
4. 1BaxApl LLeNIKHUTE MO BbINOAHAEMOMY (haliny, 4Tobbl U3BNEeYb ero B TEKYLLUIA KaTasnor.

5. B kaTanore, kyna 6bin1 pacnakoBaHbl hansbl yCTaHOBKM, 3aryCTUTe MacTep YCTAHOBKMW, ABaXAbl
wenkHys no anny install.bat.

Bbi6upas nakeTbl A5 yCTaHOBKW, BbibepuTe 1 cepBep, v LleHTp onepaumi.

JanbHeuwune nencreus

- Ecnu B npoLiecce yCTaHOBKM BO3HUKHYT OWMOKKU, OHWU 3anmncbiBalOTCA B halnbl XXypHana, Kotopble
XpaHaTCca B kaTanore xypHanos IBM Installation Manager.

YTob6bl NPOCMOTPETL (halsibl XypHana yCTaHOBKU B MHCTpyMeHTe Installation Manager, Bbibepute
®daiin > MpocMoTpeTb XKypHan. YTobbl cobpath 3T haisibl XXypHanoB U3 MHCTpyMeHTa Installation
Manager, BbibepnTe CnpaBKa > KCMOPT AaHHbIX AJ1 aHaNn3a own6bokK.

« MNocne ycTaHOBKM cepBepa 1 [0 ero HaCTPOWMKM K paboTe noceTuTe calT cauT NoaaepKku . LLlenkHute
no Support and downloads (Moaaepxka 1 MaTepuansl A8 CKa4MBaHUA) U NpMMeHUTE Bce TpebyeMble
ncnpasfieHus.

KoHdurypupoBaHue cepsepa u KoMnoHeHTa LLeHTp
onepauum

lNocne ycTaHOBKW KOMMNOHEHTOB BbINOSHUTE KOH(UrypmnposaHue cepsepa IBM Spectrum Protect n
KoMnoHeHTa LleHTp onepauumn.

KoHchurypupoBaHue akzemMnaapa cepeepa

Mcnonb3ynte MacTep KOHUIrypupoBaHus sksemnnspa cepsepa IBM Spectrum Protect, utobbl
BbIMNOJIHUTbL NepBOHaYasibHOe KOHUrypupoBaHue cepeepa.

Mpe>xpe yeM HavaTtb
V6e,EI,VITer, YTO BbINOJIHEHDbI Cnegyrwouine Tpe6OBaHMﬂ2

| Linue | A

- B cucteme, B koTOpow Bbl ycTaHoBUNM IBM Spectrum Protect, poneH 6biTb knneHT X Window System.
Kpome Toro, y Bac Ha pabouem ctone ponxeH pabotaTts cepep X Window System.

« B cucteme pomxeH 6biTb paspelueH npoTtokon Secure Shell (SSH). YéenuTecs, 4To Ans nopTa 3agaHo
3HayeHue No ymonyaHuo (22) 1 4yto nopT He 3ab1okMpoBaH bpaHaMayapoM. HyKHO pa3pelmnTb
ayTeHTUmkaunto napons B channe sshd_config B katanore /etc/ssh/. Ybeautech Takxke, 4To y
cny»x6bl g;emMoHa SSH ecTb npaBa focTyna ans coegMHeHns C CUCTEMOM C UCNOSIb30BaHNEM 3HAUEHUS
localhost.

 Bbl BoMmKHbI MMETb BO3MOXHOCTb BOMTK B IBM Spectrum Protect, ncnonbsys ID nonb3osaTens,
CO3[0aHHbIM 019 3K3eMnaspa cepeepa, U NpoTokon SSH. Mpu ncnonb3oBaHnUM MacTepa A1 NonyyYeHus
[OCTyna K cMcTeMe Bbl fOMKHbI ByneTe BBecTv 31K ID nonb3oBaTtens 1 naposib.

« ECnv Bbl U3MEHUNN Kakue-nubo napamnTpbl B NpeabiayLlux Wwarax, nepesanycrute cepeep, npexaie
yeM NpuUcTynaTb K paboTe ¢ MacTePOM KOHDUTYPUPOBaHUS.
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https://www.ibm.com/support/pages/node/588095
http://www.ibm.com/software/passportadvantage
http://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect?language=en_US&productId=01t50000004uZGe

BT Y 6euTech, uTo cnyx6a yaaneHHoro peecTpa 3anylieHa, BbiNMOMHWUB CleaytoLme Wwaru:

1. BbibepuTe Myck > ApMUHUCTPUpoBaHue > Cnyx6bl. B okHe Cny»x6bl BbibepuTe YaaneHHbIN
peecTtp. Ecnu cnyxba He 3anylieHa, wenkHute no Myck.

2. YbenuTecn, 4to nopTbl 137, 139 1 445 He 3abnoKkmnpoBaHbl bpaHamayapom:

a. LenkHuTe no 3anyck > MaHenb ynpaBneHua > bpanpmayap Windows.
b. BbibepuTe [lononHUTeNbHbIe NapaMeTpbl.

c. BoibepuTe BxopHble npaBuna.

d. Boibepute HoBoe npaBuno.

e. CospanTte npaBuno nopta gns noptoB TCP 137, 139 1 445, yTobbl paspelwnTb COeAUHEHNS oS
OOMEHHbIX U YaCTHbIX CETEN.

3. CKOHhUrypupyinTe ynpaBfieHne y4eTHbIMM 3anucamMu Nnonb3oBaTtesiei, Noay4mB AOCTYN K ONUmuam
JlokanbHasi nonnTMKa 6€30MacHOCTM U BbIMOMHME CleaytoLive Wwarn:

a. WenkHuTte no NMyck > AAMUHUCTpPUpoOBaHue > JIoKanbHasa NOAUTUKA 6e3onacHOCTU. PasBepHUTe
JlokanbHble noAMTUKKM > Onuum 6e3onacHoOCTy.

b. Ecnv 3Ta BO3MOXHOCTb €LLLe HE BKJTHOYEHA, BKITHOUMTE BCTPOEHHYHO YUETHYHO 3anm1cb
afMUHUCTPATOpPAa, BbibpaB YueTHble 3anucu: CocTosiHue yueTHOM 3anucu agMUHUCTpaTopa >
Bknountb > OK.

c. Ecnun 3Ta BO3MOXHOCTb €LLe He BbIK/IH0UYEHa, BbIK/TIOUYNTE YrpaBieHne yYeTHbIMU 3anmMcamu
nonb3oBaTenen ansa scex aaMnHucTpaTopos Windows, BbibpaB YnpaBneHue yueTHbIMU
3anucsiMu nosb3oBaTeneii: 3anyckaTb BCeX aMUHMCTPATOPOB B peXKuMe yTBepXKAeHUN
aAMUHUCTPaTOpOB > Bbikntountb > OK.

d. Ecnu 3Ta BO3MOXHOCTb €llle He BbIK/THoYeHa, BbIKMHo4YMTE YrpaBieHne y4eTHbIMY 3anmncamm
nosib3oBatenei OJ19 BCTPOEHHOM yYeTHOM 3anucy agMUHUCTpaTopa, Bbibpae YnpaeneHue
yYeTHbIMU 3aN1caMU NoJib3oBaTteneil: PexXum yTeep>kaeHus agMUHUCTPATOPOB AN
BCTPOEHHOI YYeTHOI 3anucu agMUHUCTPaTopa > Bbiknwouutb > OK.

4. Ecnvi Bbl USMEHUIM Kakne-nnbo napamnTpbl B Npeablaywmx Wwarax, nepesanyctute cepeep, npexae
yeM NpUcTynaThb K paboTe C MacTEPOM KOHDUIYPUPOBaHHS.

06 3Tou 3apave
MacTep MOXHO OCTaHaBNMBaTh M NepesanyckaTb, HO cepBep He byneT paboTaTth, Noka He bygeT
BbIMOSIHEHA BCS NpoLuenypa KOHUrypuposaHms.

Mpouepypa
1. 3anycTuTe NOKabHYIO BEPCUIO MacTepa.

o TR TR O TkpoiiTe nporpammy dsmicfgx B kaTanore /opt/tivoli/tsm/server/
bin. 3TOT MacTep MOXHO 3anyCTUTb TONLKO OT MMeHU Nob3oBaTens root.

- IITMBLI6epuTe Myck > Bce nporpaMmbl > IBM Spectrum Protect > Mactep
KOH(MrypupoBaHus.
2. 3aBepLunTe KOHMUIYPUpPOBaHUE, Cliedysa UHCTPYKLMAM.

Ncnonb3ynTe nHopmauuto, 3anMcaHHyto Bamu B Tabnuuy “Paboune nuctbl nnaHnpoBaHma” Ha cTp. 6
B X0 HacTpowku cuctemMbl IBM Spectrum Protect, utobbl 3a4aTh KaTanoru v onuum B MacTepe.

TN ITEN B ok He MHdopMaums o cepBepe 3aaliTe aBTOMaTUYECKMI 3anycK cepeepa nNpu
3arpyske cucTeMsl, vcnonb3ys ID nonb3osaTens sk3emnnspa.

BTN py cnonb3oBaHWKM MacTepa KOHMUIyprpoBaHusa ana cepsepa byaeT 3aaaH
aBTOMaTMYeCKWI 3anycK Npu nepesarpyske.
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YCTaHOBKA KJIMEHTa pe3epBHOro KONMpPoOBaHUA U apXUBUPOBAHUSA

Jlydwe Bcero yCTaHOBUTb KJIMEHT pe3epBHOro KONMPOBaHMS 1 apxuBupoBaHus IBM Spectrum Protect B
cepBepHoON cucTeme, YTobbl 6NN AOCTYMHbI AAMUHUCTPATUBHBIN KIMEHT KOMaHOHOW CTPOKM U
NJaHUPOBLLMK.

Mpoueaypa

*  YT10bbl YCTAHOBUTbL KNIMEHT PE3€PBHOI0 KOMMPOBAHNS U apXMBUPOBAHWS, BbINMOJHNUTE UHCTPYKLMK NO
yCTaHOBKe [J1s1 Ballen onepaLmoHHOM CUCTEMBI.

— YCTaHOBUTb K/IMEHTOB Pe3epBHOro KONMpoBaHumsa 1 apxmeupoBaHus UNIX u Linux

— [NepBasa ycTtaHoBKa knneHTa Windows

Kak 3apaTtb onuuu pns cepeepa

MpoBepbTe haiin onuuii cepeepa, yCTaHOBNEHHbI BMecTe ¢ cepBepoM IBM Spectrum Protect, 4Tobbl
y6enuTbes, YTo 3a4aHbl NpaBuibHblE 3HAUEHUS AN Ballell CUCTEMBI.

Mpoueaypa
1. MepenguTe B KaTanor ak3emMnasipa cepeepa v otkponte ann dsmserv.opt.

2. O3HaKoOMbTECH CO cnenoyrouwmmMmn 3Ha4yeHnAamMm B Tabnuue un npoBepPbTE NapaMeTpbl onuun cepBepa Ha
OCHOBE pa3Mepa CUCTEMDI.

CepBepHblit napameTp 3HauveHue gns 3HaueHue gnsa 3HaueHue gnsa
He6onbLUOiA cpeaHel CUCTeMbl | KPYMHOMW CUCTEMDI
CUCTEeMbl

ACTIVELOGDIRECTORY MNyTb KaTanora, MyTb KaTanora, MNyTb KaTanora,
3a[laHHbIN BO BpeMs | 3agaHHbIN BO BPEMA | 3agaHHbIN BO BPEMS
KOH(Urypaumm KOHUrypaumm KOH(Urypaumm

ACTIVELOGSIZE 131072 131072 262144

ARCHLOGCOMPRESS Oa HeTt HeTt

ARCHLOGDIRECTORY MyTb KaTanora, MyTb KaTanora, MNyTb KaTanora,
3a[laHHbIN BO BpeMS | 3amaHHbIN BO BPeEMA | 3afaHHbIN BO BPeEMS
KOH(uMrypaumm KOHUrypaumnm KOHUrypaunm

COMMMETHOD TCPIP TCPIP TCPIP

COMMTIMEOUT 3600 3600 3600

DEDUPREQUIRESBACKUP HeTt Het HeTt

DEVCONFIG devconf.dat devconf.dat devconf.dat

EXPINTERVAL 0 0 0

IDLETIMEOUT 60 60 60

MAXSESSIONS 250 500 1000

NUMOPENVOLSALLOWED 20 20 20

TCPADMINPORT 1500 1500 1500

TCPPORT 1500 1500 1500

VOLUMEHISTORY volhist.dat volhist.dat volhist.dat
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html

O6HoBWTE NapaMeTpbl ONuUKUn cepBepa, ecnu noTpebyeTcs, UTObbI OHM COOTBETCTBOBASIN 3HAYEHUSM B
Tabnuue. YTobbl BHECTU 0BHOBNEHUS, 3aKpoiTe hann dsmserv.opt 1 Bocnonb3yhTeCcb KOMaHa0M
SETOPT B nHTepchenice KOMaHAHON CTPOKM aAMUHUCTPUPOBaHMS, YTOObI 3a4aTb ONLUN.

Hanpumep, utobbl 06HoBUTL onumio IDLETIMEOUT pmo 60, BBeauTe cneaytoLlyto KomaHay:
setopt idletimeout 60

3. Ecnuv Hy>KHO 06HOBUTbL Ntoboe M3 3HaYeHWI ONuUuiA cepBepa, To M3MeHuTe hainn dsmsexrv.opt,
MCMNONb3ya CrenyLLne PeKOMeHOAUNN:
« YT106bI BKNOUNTL ONLMIO, YAANNTE 3BE3A0UKY B HAYae CTPOKMU.
« B kaXkpowm cTpoke BBEAUTE TOMbKO OfHY ONUMIO U 3aJaHHOE A/1 Hee 3HaYeHue.
« Ecnv onuma BcTpevaeTcs B HECKOMbKMX 3anncsx B thaine, cepeep 6yaeT MCNONb30BaTb NOC/EOHIOH
3anuce.

CoxpaHunTe CBOM M3MEHEHUS (hais 1 3aKkpoiTe tain. Ecnm Bbl HENOCPEACTBEHHO BHECETE N3MEHEH S
B (hann dsmsexv.opt, Bbl fOMKHbI ByaeTe nepesanycTuTb cepBep, YTOObl U3MEHEHMS BCTYNWAN B
cuny.

MHdopmMauus, cBA3aHHaA C AAHHON

CnpaBOYHMK NO ONuMaM cepBepa

SETOPT (3apgaTb gMHaMumyeckoe obHOBEHWE CEPBEPHON OnLMNn)

KoHthurypupoBaHue 3aluLLeHHON CBA3U C UCMOJIb30BAaHUEM
Transport Layer Security (TLS)

Y106bI WNPOBATL AaHHbIE 1 3alLMLLAaTb CBA3b B BalleW Cpefe, Ha CEPBEPE U Ha KIIMEHTE PE3EPBHOMO
KOMMpOoBaHUs 1 apxmnBmpoBaHus IBM Spectrum Protect BkntoueH npotokon Secure Sockets Layer (SSL)
nnun Transport Layer Security (TLS). CepTucmkat SSL ucnonbsyeTtcs ojis npoBepku TpeboBaHMin CBA3K
MeX Iy CEPBEPOM U KIIMEHTOM.

06 3Tou 3apave

Kak nokasaHo Ha cnefgyoLLeM pUCYHKe, Bbl MOXETe BPYYHY CKOH(MIYPUpPOBaTh 3aLlLMLLAHHYHO CBSA3b
MeXay CepBepPOM N KITMEHTOM pPe3epPBHOro KONMMPOBAHMSA 1 apXMBUPOBaHKS, 3afaB onumn B hannax
ONuU cepBepa 1 KJIMEHTa, a 3aTeM NepeHecs Ha KIIMeHT caMoNOANMCaHHbIA cepTudmKar,
creHepupoBaHHbIN Ha cepBepe. JIN6o MOXHO NOSYUNTb YHUKASbHbIN cepTUdmKaT, NoAnNnUCcaHHbIN
LeHTpoM cepTudmkauum (certificate authority, CA).

Cepeep FIASHT pe3enBHOTD
EOMUPOBAHWA W apXMBH pOBaHWA
B Jaupnuennan coass

’ Talin onupie KNHSHTa
Main onuwa cepespa

WmnopT cert256.arm

tcpadminport 55l yes

tcpport topport = 3HaEHKE
tcpport Ha
CcepEspe

LJononHuTenbHy0 MHHOPMALMIO O KOH(UIYPUPOBaHUN CEPBEPa U KITMEHTOB A1 B3anmogencremnim SSL
nnu TLS cmoTpuTe B pasaene KoHhUrypupoBaHmMe areHToB XpaHeHu s, CepBepoB, KNMEHTOB U LleHTpa
onepaumn ona COeanHeHns C CepBEpPOM C UCNOb3oBaHMeM SSL.

KoHchurypuposaHue LieHTpa onepauuii

Mocne ycTaHOBKM KOMMOHeHTa LLeHTp onepaumi BbINOHUTE ONUCAHHbIE HUXKE OeNCTBUS MO
KOHMIYpUPOBaHUIO, YTOBbI HauYaTb YNPaB/sSTb CPeaon XpaHeHus.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_opt_server.html
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Mpe>xpe yeM HavaTtb

Ecnu BbI NOOKMHYaETEChb K KOMMNOHEHTY Ll,eHTp OI'IepaLI,VIVI BnepBble, Bbl A0JIXXHbI NPeaoCTaBUTb
cnenyroLyo nHopMaLuio:

* VMIHchopMaLums 0 coeanHeHnn ans cepBepa, KOTOPbIN Bbl XOTUTE Ha3Ha4YMTb Xxab-cepBepoMm

» NpeHT1drKaLuNMOHHbIe AaHHble BXOA4a B CUCTEMY OJ1S aAMUHUCTPATOPA, KOTOPbIV 3a4aH A/ 3Toro
cepBepa

NMpouenypa

1. HacTponTe 3aluuLLEeHHble B3anMOLENCTBUSA MeXAY KOMNOHEHTOM LleHTp onepauuii n xab-cepepom,
CKOHhurypuposas npoTokon Secure Sockets Layer (SSL).
CnepynTe NHCTPYKLMAM B pasgene “3awmra cBA3n Mexay KOMNOHEeHTOM LLeHTp onepaumin 1 xab-
cepBepoM” Ha cTp. 53.

2. Onpepenute xab-cepsep.
BBeanTe B okHe Beb-6pay3epa cnegytowmnin agpec:

https://uma_xocma: 3awuweHHsili_nopm/oc

30ecb UCNONb3YHTCA cnegyoLme 0603HaveHus:

* UMS_XOCTQ - 3TO UMS KOMMbIOTEP], FOe YCTAaHOBMIEH KOMMNOHEHT LleHTp onepauuii

* 3quuUWeHHbIU_nopT - 3TO HOMEpP NOpPTa, UCNONb3YyEMOro KOMMNOHEHTOM LLeHTp onepauun ans
HTTPS-B3anMoaencTBuMii Ha 3TOM KOMMbOTepe

Hanpumep, ecnun nmsa xocTa - aTo tsm.storage.mylocation.com v Bbl UICNob3yeTe A1 KOMMNOHEHTa
LieHTp onepauuit 3aluLLeHHbIA NOPT Mo YMONYaHUio, aapec NpuMep creayloLimii Bus;

https://tsm.storage.mylocation.com:11090/oc

Korpa Bbl BnepBble BXOOMTe B KOMMNOHEHT LLeHTp onepawuin, MacTep NOMOXeET BaM BbINOJHUTb
nepBoOHaYanbHOe KOHUrypupoBaHue, 4Tobbl 334aTb HOBOro aAMMHUCTPATOPA C CUCTEMHBIMU
NOJIHOMOUMSAMM Ha cepBepe.

3. HeobsizaTenbHo: YT0bbI €3KeAHEBHO NOJyYaTh MO 3NEKTPOHHOM NoYTe OTUET, B KOTOPOM CyMMUPYETCS
COCTOSIHWE CUCTEMbI, CKOH(hUTYpPUpPYITE NapaMeTpbl 3IEKTPOHHON MNOYTbl B KOMMNOHEHTe LieHTp
onepaummn.

Cnepnyvite UHCTPYKUMAM B pasgene “CocTosiHMe CUCTEMbl OTC/IEXKMBAHMS C MCMOMTb30BaHNEM OTHETOB
Mo 3NEeKTPOHHOWM noyTte” Ha cTp. 86.

3awumra cBA3mu MeXXay KOMNoHeHTOM LLeHTp onepauuii u xab-cepeepom

[ns 3alnThl CBA3M Mex Ay KOMNOHeHTOM LleHTp onepaumii n xab-cepeepom nobasbTe cepTudmkat
Transport Layer Security (TLS) xab-cepBepa B (hann cknaga goBepeHHbIX CepTUHMKATOB KOMMOHEHTA
LleHTp onepaumi.

Mpe>xpe yueM HavaTtb

®dann cknaga LOBEPEHHbIX CEPTU(IMKATOB KOMMOHEHTA LLeHTp onepaumii - 3T0 KOHTenHep
CepTVId)MKaTOB, OOCTYyN K KOTOPOMY MOXET NoJly4ynTb L|,eHTp onepau,mﬁ. |_|pl/l YCTaHOBKE KOMMOHEeHTa
LleHTp onepauuii Bbl LOMXKHbI CO30aTh Naposb ANna anna cknaga 4oBepPeHHbIX CepTUdMKaToB. YTobbl
3alNTUTb CBA3b MeXXay KOMMOHEHTOM L|,eHTp onepau,w?l n xa6-cepBep0M, HYXHO NCNOJ1Ib30BaTb TOT Xe
naponb gns pobasneHuns ceptudunkata xab-cepsepa B halin ckiafa LOBEPEHHbIX cepTudnkaTos. Ecnm
Bbl HE MOMHWTE 3TOT NapPOJib, Bbl AOJ1IXHbI 6y,u,eTe B 3TOT MOMEHT CO034aTb 3aHOBO U CKOHd)MprMpOBaTb
d)al?lﬂ CKJlaga gOBepPeHHbIX CepTI/I(bl/IKaTOB. l/lHCprKLI,VII/I CMOTpPWUTE B paspgene V,u,aneHme 4
nepeHasHa4veHue napons hanna cknaga LoBepeHHbIX cepTudmkaToB LieHTpa onepauui.

Ha cnegytolieM pucyHKe nokasaHbl KOMMNOHEHTbI 19 HACTPOWKM coeamHeHna Secure Sockets Layer
(SSL) mexny xab-cepBepoMm 1 KOMMNOHEHTOM LleHTp onepauuii.
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XaG-cepeep UenTp cnepauwin

E 3AUMLLEHHAA CBAL

Main cknaga
ADBSPEHHLE
cepTuduKaToR

Cepmudmxar 5501 xab-cepeepa

cert256.arm

06 3Tou 3apaue
B aTom npouenype onncaHbl Warn no peannsaunm 3aU.I,VILLI,6HHOVI CB43U C UCnonb3oBaHNEM
caMonoanmcaHHbIX CepTM(bVIKaTOB.

Ecnu Bbl ncnonb3yeTe cepTuduKaTbl, NoANMcaHHble LeHTPoM cepTudukaunm (certificate authority, CA),
cnepynTe MHCTPYKLMSAM B pasgene 3alimTa cBasu Mmexay LleHTpoM onepaumii 1 xab-cepBepoMm ¢
MCMo/Ib30BaHMEM CEPTUHMKATOB, NMOAMUCAHHbIX LLEHTPOM cepTUdUKaLmm.

Mpoueaypa
Y7106kl HACTPOUTb CBA3b SSL C MCNoNb30BaHMEM CaMONOANMUCaHHbIX CePTUNKATOB, CoenanTe
chepywouee:
1. OcTtaHoBUTE Beb-cepBep KOMMNOHeHTa LleHTp onepauuii.
2. OTKpOWNTE KOMaHAHYI CTPOKY OMnepaLOHHOM CUCTEMbI B CUCTEME, FOe YCTAHOB/IEH KOMMOHEHT
LleHTp onepauwnit, n nepenamTe B CNefyroLWmi KaTanor:
o IR TN <« amanoz_ycmaHoseku/ui/jre/bin
- I W amanoa_ycmanosku\ui\jre\bin

[oe karasior_ycTaHOBKU - 3TO KaTasior, B KOTOPOM YCTaHOB/IEH KOMMOHEHT LLeHTp onepauui.
3. OTKpoNnTe OKHO YnpaBneHue knodamu IBM, BBeasa cneayrowyo KoMaHay:

ikeyman

4. BbibepuTe daitn 6a3bl AaHHbIX KNOUen > OTKPbITh.
5. LLlenkHuTe no 0630p 1 NnepenanTe B CNeayroLWwnii Katanor, rhie Karaior_yCTaHOBKU - 3TO KaTaror, B
KOTOPOM YCTQHOBJ/IEH KOMMOHEHT LIeHTp onepawuii:

o IR TN« amanoa_ycmaHoeku/ui/Liberty/usr/servers/guiServer

« T M amanoa_ycmanoseku\ui\Liberty\usr\servers\guiServer
. BoibepuTe B kaTanore guiServer cann gui-truststore. jks.
. LLlenkHnTe no OTKpbITb, a 3aTem no OK.
. BBeguTe naponb ana canna goBepeHHOro cknaga u wenkHute no OK.

. B o6bnactu Copepxumoe 6a3bl paHHbIX KNouel B okHe YnpasneHue kntovamu IBM wenkHmTe no
cTpenke u BbibepuTe B cnucke CepTucthukartbl nognucbisarowmx. LLlenkHute no J,06aBUTDb.

10. B okHe OTKpbITb WenkH1MTe no 0630p 1 nepengmTe B KaTanor ak3emnnaspa xab-cepsepa, KOTOpbIN
6611 3a0aH AAMUHUCTPATOPOM, CO3AABLUMM 3TOT 3K3eMnnsap. Hanpumep:

o TR TS ome /tsminstl
« BT C : \Program Files\Tivoli\TSM\serverl

O 00 N9 O

B kaTanore copepxutca ceptugmkar cert256.arm.

Ecnu ns okHa OTKpbITb HEAOCTYMNEH KaTaslor ak3eMnsipa xab-cepeepa, BbINOMHUTE cnegytowme
jencTeua:
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a) Mpwu nomowwm FTP unu gpyroro cnocoba nepepaun annos ckonupynte dainbl cert256.arm us
KaTasora sak3emnispa xab-cepsepa B CliefyoLwmii KaTaaor Ha KOMMboTepe, Ha KOTOPOM
YyCTaHOBJIEH KOMMOHEHT LleHTp onepaumi:

o IR TN < cmanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

« T «amanoa_ycmaHosku\ui\Liberty\usr\servers\guiServer
b) B okHe OTKpbITb NepenguTe B KaTanorguiServer.
11. Boibepute ceptudmkat cert256.arm B kavecTBe cepTudmkaTa SSL.
12. lLenkHnTe no OTKpbITb, a 3aTem no OK.
13. BBeouTe MeTKy Ansa ceptudukarta. Hanpumep, 3agante nma xab-cepeepa.

14. WenkHuTe no OK. Ceptudimkat SSL xab-cepsepa 6ynet nobasneH B hann [OBEPEHHOr0 XpaHWUIMLLA,
1 ero MeTka nosiBuTcs B obnactu CopgepkumMoe 6a3bl gaHHbIX KKOUel B OkHe YnpaBrneHue
knodamu IBM.

15. 3aKkponTe OKHO YnpaBneHue knovamm IBM.
16. 3anyctuTe Beb-cepBep KOMMNoHeHTa LieHTp onepauui.

Korpa Bbl B nepBbIv pas bygeTte COeaMHATLCS C KOMMNOHEHTOM LLeHTp onepaumit, Bac nonpocsaT
ykasaTtb IP-agpec nnu ceteBoe nma xab-cepsepa 1 HOMep nopTa A5 cBa3u ¢ xab-cepsepoM. Ecnu
onuua cepsepa ADMINONCLIENTPORT BkntoveHa gns cepsepalBM Spectrum Protect, BBegute
HOMep NopTa, 3agaHHbI onumen cepeepa TCPADMINPORT. Ecnu onumns cepBepa
ADMINONCLIENTPORT He Bk/toveHa, BBeANTe HOMepP NopTa, 3aaHHbIn onuunen cepsepa TCPPORT.

3apauu, CBA3aHHbIe C JaHHOMW

3anyck 1 ocTaHoBKa Beb-cepBepa

Beb-cepBep LleHTpa onepaumin paboTaeT Kak cnyxba n 3anyckaeTcs aBToMaTuyecku. Bam moxer
noTpeboBaTbCa OCTAHOBUTbL M NOBTOPHO 3anycTuTb Web-cepBep, Hanpumep, uTobbl NPOM3BECTU
N3MEHeHMs KOHUrypaumm.

Perucrtpauua nMueH3nm Ha NPoayKT

Y7066l 3aperncTpnpoBaTb NMLEH3no gas npogykta IBM Spectrum Protect, ncnonb3yinte komaHay
REGISTER LICENSE.

06 aToi 3apaue

JInueHsum xpaHaTtcs B halnax ceptTumkara permctpaumnm, KoTopbli COOEPKUT CBEAEHUS O
NUEH3MpPOoBaHMM AN NpoaykTa. Mannbl perncTpaLnoHHbIX CEPTURMKATOB HAXOAATCS Ha HocuTeNe
YCTaHOBKMW M NPU YyCTaHOBKE NMOMELLAlTCS Ha cepBep. [ocne perncrpaunmn NnpoayKTa IMLLEH3UN XPaHATCS
B NODELOCK-thaine B TeKyL,eM KaTanore.

Mpouenypa

3apernctpupynTte NMUEH3nto, ykasas MMsa anna ceptTudmkaTa permcTpaumnm, CogepKallero MMueHsuto.
YT106bI MCNONBb30BaTb NOCTPOUTENb KOMaHA, LleHTpa onepaumin ong aTor 3agadu, BbiNnonHMUTE cnegytoLmne
warm:

1. OTkponTe LieHTp onepauuii.
2. OTKpoNnTe NOCTPOUTENb KOMaH KOMNOHeHTa LieHTp onepauuii, yCTaHOBMB yKa3aTesb MbILM Ha
3HAYOK NapameTpoB n WwenkHyB no MocTpouTenb KOMaHA,

3. Beegute komaHaoy REGISTER LICENSE.
Hanpumep, utobbl 3apernctpuposatb 6azosyto nuueHsuio IBM Spectrum Protect, BBegute
crefyoLyo KoMaHay:

register license file=tsmbasic.lic
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JanbHeuwune pencreusa

CoxpaHuTe HoCUTeNb YCTAaHOBKM, Ha KOTOPOM cofepkaTcs aisibl cepTudivkaTta peructpaumn.

B0o3MOXHO, BaM NpuaeTca CHOBA 3aperncTpmMpoBaTh NIMLEH3MIO, €CNK, HanpuMep, BOSHUKHET OfHO U3
cnenyoLmMX yCNoBuiA:

« CepBep nepeHeceH Ha Apyroi KoMMNboTep;

« ®ann NODELOCK noBpexaeH. CepBep coxpaHsieT gaHHble nuueH3nn B hanne NODELOCK,
pacnosioXeHHOM B KaTanore, M3 KOTOPOro 3anyckaeTcs cepBep.

- ITITENB L) M3MeHseTe MUKPOCXEMY NPOLLECCopa, CBA3aHHYIO C CEPBEPOM, Ha KOTOPOM YCTaHOBNEH
cepsep.

MHdopMauumsa, cBa3aHHasA ¢ faHHOM
REGISTER LICENSE (perncrtpauunst HoBon NMLEH3UN)

KoHchurypupoBaHue pgeaynankauum AaHHbIX

CoszpaiTe My XpaHeHUs KaTasloroB-KOHTeMHEPOB 1 XOTs Obl OAMH KATanor nysa XpaHeHus:, 4Tobbl
MCMOMb30BaTb BCTPOEHHYIO OeAyMINKaLMIo OaHHbIX.

Mpexxpe yeM HayaTb

Ncnonb3ynTe Nnpu BbINOJHEHUN 3TOM 334241 MHOPMaLLMIO O KaTanore nyna XpaHeHUs OaHHbIX, KOTOPYHO
Bbl 3anucanu B pasgene “Paboune nucTbl nnaHMpoBaHms” Ha CTp. 6.

Mpouepypa

1. OTkponTe LieHTp onepauuii.

. B cTpoke MeHto LieHTpa onepaumii HaBeauTe yKkasaTesb MbllM HA CUCTEMA XpaHEHUA.
. B noasuswemcsa cnucke wenkHute no Mynbl xpaHeHUs.

. LWenkHnTe no kHonke + MNMyn XxpaHeHusa.

. BoinonHute waru B Mactepe [,06aBUTb Ny XpaHeHUA:

g b 0N

» YT0b6bl MCMOMb30BaTh BCTPOEHHYIO AeAyN/IMKALMIO AaHHbIX, BbIbepuTe nyn xpaHeHus Karanor B
cMCTeMe XpaHeHUs Ha OCHOBE KOHTEMHepOoB.

« Mpun KOH(UTypMpoBaHMM KaTaNIOroB A1 MyJla XPaHeHMs KaTanoroB-KOHTEMHEPOB 3a4anTe nyTu
KaTasioros, KOTOPbIE Bbl CO34aM L1 XPaHEHWS BO BpEMS HACTPONKN CUCTEMBI.

6. Mocrne Toro Kak Bbl CKOH(hUIyprpyeTe HOBbIV My XpaHEHWUS KaTa/loroB-KOHTEMHEPOB, LeNIKHUTE Mo
3aKpbITb M NPOCMOTPETb MOJIUTUKU, YUTOObI 0BHOBUTB KNACC YNPaBeHUs U HauaTb UCNONb30BaTh
My XpaHeHus.

Kak 3apatb npaBuia XpaHeHUs aHHbIX Anq Bawero 6usHeca

Mocne co3gaHnsa nyna XxpaHeHns KaTasiora-KoHTeMHepa ansa genyninkaumm JaHHbIX 06HOBUTE NMOMNTUKY
cepBepa no yMon4aHuio, UTobbl MCNoNb30BaTh HOBLIV My XpaHeHus. B mactepe [J,06aBuTb nyn

XPaHeHUs OTKpoeTCs CTpaHuLa CnyK6bl B KOMMNoHeHTe LieHTp onepauuii, 4Tobbl MOXKHO 6bI10
BbIMOSIHUTL 3Ty 3a4auy.

Mpouenypa
1. Ha cTpaHuue Cnyx6bl B LleHTpe onepauwni BoibepuTte gomeH STANDARD v wenkHuTe no CBepeHuUs.

2. Ha cTpaHule CBopKa o519 foMeHa MNONUTUKM LWEeSIKHUTE No BkNaake Ha6opbl NOAUTUKM.

Ha cTpaHuue HaGopbl NOAUTUK YyKA3aHO UMSI aKTUBHOIO Habopa NoNMTUKM U NepevncneHbl Bce
Knacchl ynpasneHus ona atoro Habopa nonnTuk.

3. WenkHuTe no nepekxntovatento KoHtpurypupoBaTb 1 BHECKTe criefytouine U3MeHeHus:
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» /IaMeHnTe 06beKT Ha3HaYeHNs pe3epBHOIro KONMpoBaHMa s knacca ynpaeneHs STANDARD,
3a4aB Ny XpaHeHWs KaTanora-KoHTenHepa.

« NameHwnTe 3HaveHune B cTonbue PesepBHble KonNuu Ha Bes orpaHnueHus.

» /IaMeHuTe CpoK XpaHeHus. 3aganTe B ctonbue XpaHuUTb NULLIHWE pe3epBHble Konnu 3HadeHne 30
OHen unu 6onee B 3aBUCMMOCTM OT BalLmx busHec-TpeboBaHMA.

4. CoxpaHuTe U3MEeHeHMs 1 LWenKHUTe no nepekntodatento KoHgurypuposatb, utobbl Habop nonnTuk
CTas HefgoCTyNeH O U3MEeHeHUs.

5. AKTUBUpPYITE HABOP NONUTUK, ANA Yero WenKHUTe No AKTUBUPOBATb.

Kak 3apaTtb pacnucaHua pas onepauui no o6¢cny>KmBaHuio
cepBepa

CospavnTte pacnvcaHmsa Ans Kaxapon onepaumm no obcnyxmBaHuio cepeepa, ucnonb3ys komaHoy DEFINE
SCHEDULE B nocTpouTene KoMaHg, KOMMOHeHTa LLleHTp onepauui.

06 sTou 3apaue

3annaHupyTe onepauun obcnyxnBaHus cepBepa, Tak UTobbl OHM BbIMOSHANMCH NOCAE onepaunii
pe3epBHOro KOMMPOBaHUS KNMeHTa. Bbl MoXKeTe ynpaBnsiTb CUHXPOHM3aLMeR pacnncaHunin, 3a4ae BpeMst
Hayasia B COYETaHMM C OJINTENbHOCTBIO KaXK4 oM onepaumm.

B npuBeneHHOM HMKe NpuMepe NoKasaHo, Kak MOXHO 3aniaHnpoBaTh onepaumnm obcnyxneaHms
cepBepa B COUYETAHUM C pacnmcaHMeM pe3epBHOro KONMPOBaHUSA KIIMEHTa A1 AUCKOBOMO pelLleHms ¢
O4HOW NnoLL,aaKomn.

Onepauus 3ansaHUpoBaHHOE 3ajaHue

PesepBHOE KONMpoBaHUE HaunHaeTtca B 22:00.

KIMeHTa

06936”“3 633}' AaHHbIX U « Onepauua pe3epBHOro KoNMpoBaHua 6asbl JaHHbIX HAYUNHAETCH B

haiinos aBapuitHOro 11:00 nnun yepes 13 yacoB nocrie Havana onepawummn pesepBHOro

BOCCTaHOBNIEHUA KOMUPOBaHMA KNMeHTa. ITOT MPOLLECC BbIMOJHAETCS 40 ero
3aBepLIeHus.

» NHopmaums o KoHUrypaunm ycTponcTea n pesepsHoe
KOMMpoBaHWe XpoHONornm Tomos 3anyckarTca B 17:00 unu cnycta
6 YacoB nocne 3anycka onepauunin pe3epBHOro KonMpoBaHus 6assbl
OaHHbIX.

- YpaneHue xpoHonorum ToMoB 3anyckaetca B 20:00 vnum cnycta 9
4yacoB nocsie 3anyckKa onepawmm pe3epBHOro KonupoaaHus 6assl

OaHHbIX.
YcTapeBaHve MHBEHTApHOTO HaunHaeTca B 12:00 nnu yepes 14 yacos nocsnie Havyana onepawmm
nepeyHs pe3epBHOro KOMMPOBaHMUA KNMeHTa. ITOT NPOLLeCC BbINOSIHAETCA A0

€ro 3aBepleHund.

Mpouenypa

Mocne Toro Kak Bbl CKOH(MIYpMpyeTe KNnacc yCTPONCTB A8 pe3epBHbIX Konui 6a3bl faHHbIX, co3aanTe
pacnucaHus gns pesepBHOro KonmposaHms 6a3bl AaHHbIX 1 APYTrMX HeobxoAUMbIX onepauuni
obcnyxmBaHus, ncnonb3ya komanay DEFINE SCHEDULE. B 3aBMCMMOCTM OT pa3mepa Baller cpefbl
BaM, BO3MOXHO, NPUAETCH CKOPPEKTMPOBATb BPEMS 3amnycKa OJ19 KaX40ro pacnnucaHusa B npumepe.

1. OnpenenunTb KJlacc yCTPOMCTBA A1 onepaumii pesepBHOro KONMpoBaHus.
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Hanpumep, ncnonbsyinte komanay DEFINE DEVCLASS, utobbl co3aaTth KnacC YCTPOMCTB C MUMEHEM
DBBACK_FILEDEV:

define devclass dbback_filedev devtype=file
directory=kamanoeau_pe3sepsHbix_konuli_60

rOe KaTaioru_pesepBHbix_konul_60 - 3TO CNMCOK KaTanoros, KOTOpble Bbl CO34aNM A1 pe3epBHbIX
Konui 6a3sbl JaHHbIX.

TN TSN HanpriMep, ecnnt y Bac eCTb YeTbipe KaTanora A8 pe3epBHbIX Konuii 6asbl
OaHHbIX, HaYMHas ¢ /tsminstl/TSMbkup0O, BBeauTe CreayoLLyo KoMmaHay:

define devclass dbback_filedev devtype=file
directory=/tsminst1/TSMbkup00O,
/tsminstl/TSMbkup0l, /tsminstl/TSMbkup02,
/tsminstl/TSMbkup@3"

T HanpuMep, ecnn y Bac ecTb YeTbipe KaTanora AJis pesepBHbIX Konuii 6asbl 4aHHbIX,
HaumHasg c C: \tsminst1\TSMbkup0@O, BBeOUTE CneayoLLyo KOMaHay:

define devclass dbback_filedev devtype=file
directory="c:\tsminst1\TSMbkup0o,
c:\tsminst1\TSMbkup01,c:\tsminst1\TSMbkup02,c:\tsminst1\TSMbkup03"

2. 3apanTe Knacc yCTPOMCTB AN19 onepaumnin aBToOMaTUYECKOro Pe3epBHOro KONMpPoBaHMs 6asbl aHHbIX.
Ncnonbsynte komaHoy SET DBRECOVERY, utobbl ykasaTb Knacc yCTPONCTB, CO34aHHbI BaMu B
npenblaywem Lare.

Hanpumep, ecnu knacc yctponcTs - 310 dbback_filedev, BBegute cnepytoluyto KomaHay:

set dbrecovery dbback_filedev

3. Co3panTe pacnucaHusa gns onepawmi obenyxkmBaHmsa, ncnonbsys komaHay DEFINE SCHEDULE.
Obsa3aTenbHble onepauumn c NnpMMepamMm KOMaHa CMOTPUET B cneaytouen Tabnuue.

Onepauusa Mpumep KoMaHAbI

CospanTe pe3epBHYto konuto 6asbl | Co3pgalTe pacnucaHme, 4tobbl BbinonHUTL komaHay BACKUP DB. Ecnun

OaHHbIX. Bbl KOH(hUrypupyeTe HebonbLLIYIO CUCTEMY, 3aalTe ANa napameTpa
COMPRESS 3HauveHue YES.

Hanpumep, B He6onbLIOK cucTeMe BBEAMTE CNELYIOLLYO KOMaHLY,
yTObbI CO3AaTb pacnucaHne pe3epBHOro KONMPOBAHUS, UCMONb3YoLLee
HOBbIW KNacC YCTPOMNCTB:

define schedule DBBACKUP type=admin cmd="backup db
devclass=dbback_filedev type=full numstreams=3 wait=yes
compress=yes" active=yes desc="Cos3gatb pe3. konuw 6asbl

LaHHbIX . "
startdate=today starttime=11:00:00 duration=45 durunits=minutes

Co3paiTe pe3epBHYHO KOMNUIO Cos3panTe pacnucaHue, 4tobbl BbiNonHUTL komaHay BACKUP
nHhopMaLmm 0 KoHtUrypaunm DEVCONFIG:
YCTPOWCTB.

define schedule DEVCONFIGBKUP type=admin cmd="backup devconfig
filenames=devconfig.dat" active=yes desc="Co3pgaTb pe3. Konuw
dhanna
KoHpurypaumn yctponctBa." startdate=today starttime=17:00:00
duration=45 durunits=minutes
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Onepauus MpuMep KoMaHAbI

CospanTe pesepBHYH KOMNUIO Cospalite pacnucaHue, 4Tobbl BbINoAHUTL KoMaHay BACKUP
XPOHOJIOTNY TOMOB. VOLHISTORY:

define schedule VOLHISTBKUP type=admin cmd="backup volhistory

filenames=volhist.dat" active=yes desc="Co3gaTb pesepBHyH
Konui

XpoHonorun TomoB." startdate=today starttime=17:00:00
duration=45

durunits=minutes

Ynanute 6bonee ctapble BEpCUM Co3paiTe pacnucaHume, 4tobbl BbinonHUTL kKomaHaoy DELETE
pe3epBHbIX Konui 6asbl AaHHbIX, VOLHISTORY:

KoTopble 6osblie He TpebytoTcs.
define schedule DELVOLHIST type=admin cmd="delete volhistory
type=dbb todate=today-6 totime=now" active=yes desc="YpanuTb
cTapble pe3epBHble konuu 6a3bl gaHHbIX." startdate=today
starttime=20:00:00
duration=45 durunits=minutes

YoanuTte 06beKThl, Y KOTOPbIX CospalTe pacnucaHue, 4Tobbl BbINoAHUTE KoMaHay EXPIRE
NPEeBbILWEH 4ONYCTUMBIN CPOK INVENTORY.
XpaHeHus.

3apante napameTp RESOURCE Ha ocHoBe pa3mepa CUCTEMbI, KOTOPYIO
Bbl KOHUTrypupyeTe:

« Hebonblume cuctemsl: 10
» CpegHue cuctemsl: 30
* KpynHble cuctemsl: 40

Hanpumep, B cucteme cpefHero pasmepa, BBeguTe CriefytoLyto
KoMaHay, 4tobbl co3paTh pacnucaHue ¢ umeHeM EXPINVENTORY:

define schedule EXPINVENTORY type=admin cmd="expire inventory
wait=yes resource=30 duration=120" active=yes desc="YpanuTtb
npocp.
0b6bekThl. " startdate=today starttime=12:00:00 duration=45
durunits=minutes

JanbHeuwune pencreusa

Mocne Toro Kak Bbl CO34aauTe pacnmcaHusa sagad no O6C)'Iy>KVIBaHVIlO cepBepa, Bbl CMOXXeTe YBUOETb X B
KOMMOHeHTe LleHTp onepau,MVl, BbIMOJIHMB clieayrume waru:

1. B cTpoke MeHto LleHTpa onepauuii HaBeguTe ykasaTtesb Mbllun Ha CepBepbl.
2. LlenkHuTe no O6cny>XnuBaHue.

UHdopMmauumsa, cBa3aHHasA € aHHOM
DEFINE SCHEDULE (onpegneneHune pacnmcaHus BbiNoJIHEHUS aAMUHNUCTPATUBHbIX KOMaH)

OnpepeneHue pacnMcaHun KJIMEHTOB

Mcnonb3yinTe LieHTp onepaumii, 4Tobbl co3gaBaTh pacnucaHus ons onepauuii KNMeHToB.

Mpoueaypa

1. B cTpoke MeHto LleHTpa onepauunii ycTaHOBUTE yKasaTeb Mbllik Ha KnueHTbl.
2. WenkHute no PacnucaHus.

3. WenkHuTe no + PacnucaHue.

4. BoinonHuTe warun B Mactepe Cospatb pacnucaHue.
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3apaiTe 3anyck pacnucaHunin pesepBHOr0 KONMPOBaHUS KnneHTa B 22:00, 0CHOBbLIBasiCb Ha
onepauusix no ob6Cny>KMBaHUIO cepBepa, KOTopble Bbl 3anaHnpoBany B pasgene “Kak sagatb
pacnucaHus ans onepaumin no obcnykmMBaHuio cepeepa” Ha cTp. 57.

YcTaHOBKA U KOH(hUrypupoBaHue KJIMEHTOB Pe3epPBHOro
KOMUPOBAHUA U apXUBUPOBaHUS

Mocne ycnewHon HaCTPoOMKK cuctembl cepepa IBM Spectrum Protect yctaHoBMTE U CKOHAUIYpUpynTe
nporpaMMmy KimeHTa, UTobbl Ha4yaTb pe3epBHOE KONMPOBaHWE OAHHbIX.

Mpouenypa

* YT10bbI YCTaHOBWUTb KJTMEHT PE3EPBHOIN0 KOMMPOBaHNA N apXnBUPOBaHUA, BbINOTHUTE MHCTPYKLUWK MO
yYCTaHOBKE A1 BaLlemn OI'IEpB.LI,VIOHHOVI CUCTEMBDbI.

— YCTaHOBWUTb KJIMEHTOB pe3epBHOro KONMpoBaHms 1 apxuempoBaHms UNIX u Linux

— MNepBas ycTaHoBKa knveHTa Windows

JanbHelwwune pencreus
3aperucTpupymnTe CBOU KNMEHTbl U Ha3HaUbTe MX A9 pacnucaHuii.

PeFMCTpaLI,VIH N Ha3HaYeHUue KJINeHTOB B PpacnucaHud

[obaBbTe 1 3aperncTpupyinTe KIMeHTbl NPy NOMOLLM KOMNOHEeHTa LLeHTp onepaumii, BOCNOSb30BaBLUNCh
MacTepoM JL06aBUTb KJIMEHT.

I1pe>i<p,e YyeM HauaTb

Y3HanTe, Hy>eH nn knneHTy ID agMUHUCTpaTopa C NpaBaMu BfafesnbLa KIMeHTa B KIMEHTCKOM y3rie.
Y106bI y3HATb, KAaKMUM KneHTam TpebyeTcs ID agpMuHUCTpaTOopa, cMoTpuTe nybnukaumio technote
7048963.

OrpaHuueHue: [1ns KNMEHTOB HEKOTOPbIX TMMOB TpebyeTcs coBnageHe UMeHN KIMEHTCKOro y3na u ID
aAMUHUCTPATOPA. ITUX KITMEHTOB HEBO3MOXHO ayTEHTU(MLMPOBATL C MOMOLLb0 MeToAa Lightweight
Directory Access Protocol (LDAP), BHeapeHHoro B Bepcun 7.1.7. MoppobHyo nHhopmauuio 06 aTom
MeTode ayTeHTU(MKaLUKN, KOTOPbIN MHOMAA Ha3blBAETCA MHTEMPMPOBAHHbLIM PEXMMOM, CMOTPUTE B
LOKyMeHTe AyTeHTU(UKaLMSA Nosb3oBaTeNiel ¢ Mcnosib3oBaHneM 6asbl gaHHbix Active Directory.

Mpouenypa
Y1006BI 3aperncTpmpoBaTtb KJIMEHT, BbIMOJIHNTE OAHO U3 Cnegyrowmnx ﬂeﬁCTBMVIZ

e Ecnu knuenTy Tpebyetca ID agMUHUCTpaTOPa, TO 3aPErNCTPUPYITE KITMEHT C MOMOLLLbH KOMaHAbI
REGISTER NODE v 3agaiite napametp USERID:

register node umsa_ysna naposne userid=umsa_ysna

roe ums_yssa - 3To M4 y3na U naposib - 3TO Naposb y3na. ﬂ,OI‘IOJ‘IHI/ITe}'IbeIe cBefeHmna cMoTpuTe B
pasgene Pernctpaums ysna.

« Ecnu knneHTy TpebyeTtca ID agMMHUCTpATOpa, TO 3aPErncTpUpynTe KIIMEHT C NMOMOLLbIO MacTepa
nobaBneHuns knueHTa LleHTpa onepauuin. BoinofHWTe cnedyowme waru:

a. B cTpoke MeHto koMnoHeHTa LleHTp onepaunin BoibepuTe KNUeHTbl.
b. B tabnuue KnueHTbl wenkHuTe no + KnueHr.
. BoinonHute warn B Mactepe [J,06aBUTb KIMEHT:
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i) YkaxkuTte, uto n3bbiToUHblE OaHHbl€ MOXXHO YCTPaHUTb KaK Ha KJIMEHTE, TaK M HA CepBeEpe.
Bbl6epl/ITe nepekno4vartens Bkawunutb B obnactu Jenynnnkauus gaHHbIX HA CTOPOHE KIMeHTa.

ii) B okHe KoHthurypauums ckonupyinte 3HavyeHnss TCPSERVERADDRESS, TCPPORT, NODENAME, v
DEDUPLICATION.

CoBeT: 3anuwmnTe 3HAYEHUS OMLUIM U COXPAHMUTE UX B HAAEXHOM MecTe. 1o 3aBepLlueHnmn
perncTpaumm KnmeHTa n yCTaHOBKM MPOrpaMMbl Ha KITMEHTCKOM Y371€ UCMOMb3YNTe 3HAUYEHMS
019 KOHPUryprpoBaHWS KNMEHTa.

iii) CnepynTe MHCTPYKLMSAM B MacTepe, YTobbl 3a4aTb OMEH MOJIUTUKN, pacnmcaHne u Habop
onuun.

iv) YKaxkuTe, Kak gns knueHTta byayT nokasaHbl pUcku, 3aaae napameTp lof yrposon.
v) LLenkHuTe no JL06aBUTb K/IMEHT.

YcTaHOBKA CNy>K6bl ynpaBfieHUs KJINEHTOM

YcTaHOBMTE KOMMNOHEHT cnyxba ynpaBneHua KNMeHTamu oist KIMEHTOB PE3ePBHOM0 KOMMPOBaHMWS 1
apxvMBMpoBaHus, paboTatowmx B onepaLmMoHHbIx cuctemax Linux n Windows. cnyx6a ynpasneHus
KNIMeHTaMmn cobupaeT AMarHoCTUYECKYH0 MH(OPMALMIO O KITMEeHTaX Pe3epPBHOIro KONMUPOBAHNS U
apXMBUPOBaHUSA U filenaeT ee AOCTYNHOM KOMMNOHEHTY LleHTp onepaumii ons BbINOMHEHNS OCHOBHBbIX
(PyHKLMIA MOHUTOPUHTA.

Mpe>xpe yeM HavaTtb

« MpouTtuTe pasgen TpeboBaHMA 1 orpaHnyeHns ans cnyxb ynpasneHuns knmeHtamm IBM Spectrum
Protect.

- MNepepn ycTaHoBKOM cnyxba ynpaBneHuns KNneHTammn ybeantech, YTo MEXAY KJIMEHTOM Pe3epBHOro
KOMMPOBaHUSA-apXMBMPOBAHUS M CEPBEPOM YCMELHO YCTaHOBEHO coeauHeHne. B danne cknaga
[LOBEPEHHbIX CEPTU(MKATOB CEPBEPA, MCMNOSIb3YEMOr0 KIMEHTOM, He ByaeT cepTudmkarta Secure
Sockets Layer (SSL) cepBepa, noka cucTeMa KnnmeHTa He CoeguMHUTCA C CEPBEPOM.

Mpouenypa
YcTaHOBUTE cny>K6y ynpaBieHna KJIMeHTOM Ha TOM Xe KOMMNbroTepe, Ha KOTOPOM HaxoauTca KINEeHT
pe3epBHOro KonnmpoBaHnAa N apxmBnpoBaHnA, BbINOJIHUB clieayroumne waru:

1. CkayalTe nakeT yCTaHOBKMW cNyxbbl ynpaBneHus KIIMEHTOM C calTa CKaunBaeMbix MaTepuanos IBM,
Hanpumep, ¢ caitta IBM Passport Advantage® unu IBM Fix Central. Mwute nmsa taitna, aHanormyHoe
cnepytouwemy: <gepcusi>-IBM_Spectrum_Protect-CMS-onepayuoHHas_cucmema.bin.

2. CozpanTe Katanor Ha KOMMbOTEPE KNIMEeHTa, KOTOPbIM Bbl XOTUTE YNPaB/IATb, U CKOHMpyVITe B HEro
naKeT YCTaHOBKMN.

3. PacnakynTe KOHTEHT dhanna nakeTa yCTaHOBKM.

4. 3anycTuTe NaKeTHbIN haisl yCTaHOBKM U3 KaTasiora, B KOTOPbI Bbl pacnakoBasv (aiinbl yCTaHOBKM U
cBa3aHHble (halnbl. ATO KaTasor, KOTOPbIV Bbl CO34aNM Ha Wware 2.

5. YT06bI yCTAHOBUTL CNYXOY yNpaBneHUs KNMEHTOM, BbINONHUTE MHCTPYKLUMN B MacTepe IBM
Installation Manager.

Ecnun Ha KOMMbIOTEPE KIMEHTA eLLe He yCTaHOBeH KOMMNOHeHT IBM Installation Manager, Bbl LONXHbI
BbibpaTth 1 IBM Installation Manager, n cny»x6y ynpasneHusa knmeHTom IBM Spectrum Protect.
MHdopmMauus, cBA3aHHaA C AAHHOMN
KoHdmrypupoBaHue ciybbl ynpaBneHuUs KIMeHTaMmn 4ss nosib3oBaTe/lbCKMX YCTAHOBOK KNMEHTOB
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MpoBepka Toro, NPaBUJIbHO JIM YCTAHOBJIEHA cNyXX6a ynpaBneHus
KJIMeHTaMu

Mpexne YeM NCrosib3oBaTh CNyx6y ynpaBaeHust KIMeHToOM AS1a cbopa AMarHoCTUYecKom nHgopMaunm o
K/TMEHTE pe3epBHOro KOMMPOBaHMS 1 apXMBUPOBaHUS, Bbl MOXeTe ybeauTbces, uto ciyxba ynpasneHus
K/TMEHTOM MPaBW/IbHO YCTaHOBMIEHA Y CKOH(MIYpMpoBaHa.

Mpouenypa

BBeauTe Ha KOMMNblOTepe KIMEHTa B KOMaHOHON CTPOKe cliedytolme KoMaHabl, YTobbl NOCMOTPETb
KOHGUrypaumto cnyx6bl ynpaBneHusa KIMeHTOM:

« Ha komnbloTepax knuveHTa Linux BBeaUTe CreayolLyo KoMaHay:

kamasnoe_ycmaHosKu_knaueHma/cms/bin/CmsConfig.sh
list

roe KaTasior_yCTAHOBKU_KJ/IUEHTd - 3TO KaTalor YCTaHOBKW KNMEHTa pe3epBHOro KONMpoBaHUs v
apxXnBMpOBaHUA. Hanpumep, ecnv UCNosb3yeTcs YCTaHOBKA KNIMEHTA No yMOoJlYaHuIo, TO BBeauTe
cnenyoLLyo KoMaHay:

/opt/tivoli/tsm/cms/bin/CmsConfig.sh list
Pe3yﬂbTaTBMﬂ0ﬂHeHMﬂKOMaHﬂbIBbWﬂﬂﬂMTﬂpMMepHOTaK

Cnucok koHpurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
NMyTb onuun: /opt/tivoli/tsm/client/ba/bin/dsm.sys

®ann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

®ann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

« Ha komnbloTepax knneHTa Windows BBeauTe Cliedy oLy 0 KOMaHay:
kamanoe_ycmaHosku_kaueHma\cms\bin\CmsConfig.bat list

roe KaTasior_yCTAHOBKU_KJ/UEHTd - 3TO KaTalor YCTaHOBKU KNMEeHTa pe3epBHOro KONMpoBaHUs v
apxXnBUpOBaHUA. Hanpumep, ecnv UCNosnb3yeTcsa YCTaHOBKA KNIMEHTA No yMOoJTYaHuIo, TO BBeauTe
cnenyoLLyo KoMaHay:

C:\"Program Files"\Tivoli\TSM\cms\bin\CmsConfig.bat list
Pe3yﬂbTaTBMﬂ0ﬂHeHMﬂKOMaHﬂbIBbWﬂﬂﬂMTﬂpMMepHOTaK

Cnucok KoHpurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
NMyTe onuui: C:\Program Files\Tivoli\TSM\baclient\dsm.opt

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Ecnu cnyx6a ynpaBneHns KIveHTamMu NpaBuiibHO YCTaHOBMIEHA Y CKOH(MIYPMPOBaHa, TO B BbIXOAHbIX
pesynbTaTax NoKasaH KaTasor caina XypHana owmnbok.

BbixoOHOW TEKCT M3BNIeKaeTCs U3 ClieaytoLero dana KoHpUrypaumm:
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« Ha KoMnbtoTepax knmeHTa Linux:
Kamanoe_ycmaHosKU_kaueHma/cms/Liberty/usr/servers/cmsServer/client-configuration.xml
« Ha komnbtoTepax knmeHTa Windows:

kamanoe_ycmaHosku_knaueHma\cms\Liberty\usr\servers\cmsServer\client-configuration.xml

Ecnu B BbIXOAHbIX pe3ynbTaTtax HET HW OLHOW 3anuncu, TO HYXHO CKOH(UryprpoBaTh hann client-
configuration.xml. MHCTpyKLMM NO KOHDUTYPUPOBAHMIO 3TOrO halna CMOTpUTE B pasgene
KoHdmrypupoBaHue cnycbbl ynpaBneHuUs KIMeHTaMu 4as Nosb30BaTeIbCKUX YCTAHOBOK KIIMEHTOB.
MoxHo ncnonbsoBatb komaHay CmsConfig verify, utobbl npoBepuTh, NPABUABHO M CO3[aHO
onpepneneHue y3na B hanne client-configuration.xml.

KoHcurypuposaHue LleHTpa onepawuii o UCNosib30BaHUSA CNYXO6bI
ynpaB/ieHUs KJIMeHTOM

Ecnu Bbl He Mcnonb3oBany O cny6bl ynpaBneHns KIMEHTOM KOHMUIYpaLLMIo MO YMOTYAHMNIO, HYXKHO
CKOHMrypupoBaTh LLeHTp onepaunii 0ia goctyna K ciy>Kbe ynpasieHust KIMeHTOM.

Mpe>xkpe yueM HayaTtb

Ybenutech, 4to cnyxba ynpaBneHus KIMEHTOM YCTaHOB/EHA M 3anyLleHa Ha KOMNbOTEPE KIIMEHTa.
lpoBepbTe, UCMONb3yeTCHa NN KOHUrypauma no ymonyaHuio. KoHurypauma no yMonyaHuio He
NCMOMb3yeTCs B CIeAYIOWMX ClydanX:

« Cnyxba ynpaBfieHWs KIMEHTOM He UCNOoMb3yeT HOMep nopTa no ymonyaHuto (9028).
« [N KNNMeHTa pe3epBHOIro KOMMPOBAHWSA M apXMBMPOBAHUS He ncnosbyeTcs IP-agpec, KoTopbin

MCNoNb3yeTcs 419 KOMMNbOTEPA KJIMEHTA Pe3epPBHOM0 KONMPOBaHUA 1 apxXxuBmupoBaHua. Hanpumep,
,u,pyr0|71 IP-agpec MoXeT ncnosib3oBaTbCA B CNEeAyOWMX CyYaax:

— B KOMMbIOTEPHOW CUCTEME YCTAHOBJIEHO [BE CeTeBble KapTbl. KNMEHT pe3epBHOro KonMpoBaHus 1
apXMBMPOBaHNA CKOH(UIYPUPOBaH 415 B3aMMOOENCTBUA C OQHOW CETbIO, a CNyx6a ynpasneHus
KIMEHTOM B3anMopOencTBYeT C APyrol ceTbio.

— Ha koMnbloTepe KnneHTa ncnonb3yetcs DHCP. Mo3ToMy KOMMbOTEPY KIMEHTA AMHAMUYECKHN
HasHauaeTcs IP-agpec, coxpaHeHHbI Ha cepBepe BO BpeMsi NpeablayLei onepauum KnmeHTa
pe3epBHOro KOMMPOBaHMA 1 apXMBUPOBaHus. Mpu nepesarpyske KOMNbOTEPA KITMEHTA EMY MOXET
6bITb HasHaveH apyroi IP-agpec. YTobbl LLeHTp onepauuin Bcerga Mor HaTh KOMMbIOTEP KIWEHTa,
HY>KHO 3aJaTb NOJIHOE MMSA AOMEHa.

Mpouepypa

Y106bI CKOH(UrYyprpoBaTk LleHTp onepaumii ons ncnonb3oBaHMs cnyxbbl yNpaBieHUs KITMEHTOM,
chenanTte cnepymollee:

1. BblbepuTe KnneHTa Ha cTpaHuue KnueHTol LieHTpa onepauui.

2. BoibepuTe CBepeHus > CBoMCTBA.

3. B none URL yganeHHon guarHocTtuku B pasgene Obuwue 3agante URL ana cnyx6bl ynpaBneHus
KNIMEHTOM B CUCTEME KSINEHTA.

Apnpec pomkeH HaumHaTbes ¢ https. B cnenytowen Tabnuue nokasaHbl npumepsbl URL yaoaneHHoOM

OMarHOCTUKMN.
Tun URL Mpumep
C nmeHem xocTta DNS 1 nOpTOM No yMo4aHuIo https://server.example.com
(9028)
C nmeHem xocta DNS 1 nopTom He no https://server.example.com:1599
yMONYaHuto

YacTb 2. Peanusauma pelueHns no 3alliuTe JaHHbIX 019 04HOM nnowanxkmu 63


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.install/t_oc_inst_cms_customcfg.html

Tun URL Mpumep

C IP-appecoMm v NOpTOM He MO YMONYaHUI0 https://192.0.2.0:1599

4. HaxxmmTe KHonKy COXpaHUTD.

JanbHeuwune aencreus
Bbl MOXeTe NoslyunTb AOCTYN K AMArHOCTUUYECKON MHopMaL My 0 KnneHTe (HanpuMmep, K dainam
XypHana KJ'IMeHTa) Ha BKJlagKe JJ.uarHochKa B LLeHTpe orlepau,w?l.

3aBepLieHUe peanusayuu

Mocne Toro, kak peweHune IBM Spectrum Protect byneT ckoHhUrypupoBaHo 1 3apaboTaeT, NpoBepbTe
onepauun pesepBHOro KOMMPOBAHMS U HACTPOMTE MOHUTOPUHT, YTObbI yBeonTbes, YTo BCe HOPManbHO
paboTaerT.

Mpouenypa

1. MNMpoBepbTe onepaLmm pe3epBHOro KONMpoBaHua, YTobbl yoeanTbesa, UTo BallM AaHHbIe 3allULLEHbI,
KaK Bbl U OXKMOaN.

a) BbibepuTe Ha cTpaHuue KnueHTbl KOMMNoHeHTa LieHTp onepaumii KNneHTbl, 0J151 KOTOPbIX Bbl
XOTWTE BbINOSIHUTL Pe3epBHOE KOMMPOBaHWe, U LWeNKHUTe No Pe3epBHoe KonupoBaHue.

b) Ha cTpaHuue CepBepbl B KOMMNOHeHTe LleHTp onepauwnii BbibepuTte cepBep, A1 KOTOPOro Bbl
XOTWTE MPOU3BOOUTL PE3ePBHOE KOMMpOBaHue 6a3bl AaHHbIX. LLlenkHuTe no PesepBHoe
KOMUPOBAHMUE U BbINOSTHUTE MHCTPYKLUMKN B OKHE Pe3epBHOe konupoBaHue 6a3bl BaHHbIX.

c) YbepuTech, UTO pe3epBHOE KOMMpoBaHWE BbINOSIHEHO 6e3 npeaynpexneHuii unmn coobuieHmii ob
owmbkax.

CoserT: JInbo MOXHO UCMNONb30BaTb rpatnvyecKknin MHTepdenc KIneHTa pe3epBHOro KoNMpoBaHus
N apXUBUPOBaAHMA 019 PE3EePBHOMO KONMPOBAHUSA OaHHbIX KIIMEHTA, U MOXXHO NMPOoM3BOaUTb
pesepBHOe KonnpoBaHue 6a3bl AaHHbIX, BBoas komaHay BACKUP DB 13 agMUHUCTpPATUBHOM
KOMaHOHOW CTPOKMW.

2. HacTpoiTe MOHUTOPWHT AJ1s BallMX PeLleHuni, cneays MUHCTPYKUMAM B pasgene
YacTtb 3, “MOHUTOPUHT peLleHns C OAHOM niowankon”, Ha cTp. 65.
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Yactb 3. MOHUTOPUHT peLueHns ¢ OAHOU NJIOL,AAKOU

Mocne peannsaumm AUCKOBOMO pPeLLeHns C OQHOW NIOWAAKOM MPOU3BEANTE MOHUTOPUHT pPeLLeHus,
yTobbl Y6epmnTbCs, UTO OHO paboTaeT NPaBUSIbHO. BbIMOMHSAS MOHUTOPUHT pPeLleHst eXXeLHEBHO U
NepuoaMYecKn, MOXHO BbISIBUTb CYLLECTBYIOLME U NMOTEHLMaNbHble Npobriembl. CobpaHHyto BamMu
MH(OPMaLMI0 MOXKHO UCMONb30BaTb, YTOObI YyCTPaHATL NPobembl M ONTUMU3MPOBATb
NPON3BOAMNTENBHOCTb CUCTEMBI.

06 3Tou 3apave

MpennoyTUTeNbHbIA CNOCO6 MOHUTOPUHIA PeLleHns 3aK/ToYaeTCs B UCMNOJIb30BaHUM KOMMNOHEHTa LLeHTp
onepawmit, KOTopbI MO3BONAET NOMYUNTb obLiee M NoApPobHOE COCTOSHME CUCTEMBI B FpatiMyeckom
Nnofb30BaTe/IbCKOM UHTepdelice. KpoMe Toro, MoXXHO CKOHDUIypUpoBaTh LEHTpP onepauuii ans

reHepnpoBaHna exxegHeBHOro otT4yeTa no 3J'IeKTpOHHOIZ noyTte, B KOTOPOM CYMMUPYETCA COCTOAHUE
CUCTEMBbI.

B HeKOTOpbIX Cryyaax ansa BbINOJHEHUS OTAENbHbIX 334a4 N0 MOHUTOPUHTY UITN YCTPaHEHUIO ownbok
BaM MOXeT I'IOTpe6OBaTbCF| MCMNoJ1Ib30BaTb pacClWlnpeHHble MHCTPYMEHTblI MOHUTOPWUHIA.

CogeT: Ecnu Bbl cobrpaeTech AMarHoCcTMpoBaTb NPobieMbl KIMEHTOB Pe3epPBHON0 KOMMPOBaHMA U1
apXMBMPOBaHMA B onepaLyMoHHbIX cucTeMax Linux nnmn Windows, ycTaHoBuTe cnyx6y ynpasneHus
KnmeHToM IBM Spectrum Protect Ha KaXgoM KOMMbloTepe, rae YyCTaHOBMEH KIIMEHT pe3epBHOro
KOMMPOBaHNA 1 apXnBMpoBaHMs. TaknM 06pa3oM MOXKHO obecrneunTb HaxoXaeHMEe KHOMKM

[ MarHocTuKa B KOMMNoHeHTe LieHTp onepaumit 4ns AMarHocTUKKU NpobyieM KIMeHTOB pe3epBHOro
KOMUPOBaHNA 1 apXMBMPOBaHMSA. YTOObI YCTAHOBUTL CIYXO6Y yNpaBneHus KIMEHTOM, BbINOJIHUTE
WHCTPYKUMK B pasgene YCTaHoBKa CNy6bl ypaBneHnst KIIMEHTOM.

Mpoueaypa

1. BbINonHWTE 3a4a4m exxefHEBHOr0 MOHUTOPUHIA. MHCTPYKUUK cMOTpUTe B pa3aene KOHTPOsbHbIN
CMUCOK eXXeJHEBHOro MOHUTOPUHTa.

2. BbINonHUTe 3a4a4v Nepmnoamyeckoro MOHUTOPMHIra. MHCTpYKLMK cMOTpUTE B pasaene KoHTPOoSbHbIN
CMUCOK NEPMOANYECKOr0 MOHUTOPMHTA.

3. Y706kl NpOBEPUTL, COOTBETCTBYET NN Balle pelweHne IBM Spectrum Protect TpeboBaHunsm no
NNLEH3UPOBAHMIO, CITIeAYNTE MHCTPYKUMAM B pa3gene [poBepuTb COOTBETCTBUE TNULEH3NMN.

4. KaK CKOH(hMIypMpoBaTh LLeHTPp onepauuin ons reHepupoBaHnsa 0TYETOB O COCTOSHMUM 3/1IeKTPOHHOM
noyTbl, cCMOTpUTE B pasaesnie CocTossHME CUCTEMbI OTC/IEXMBAHMSA C UCNOSIb30BaHNEM OTHETOB M0
3NIEKTPOHHOW NoyTe

JanbHeumne gencTeua

YcTpaHute Bce 0bHapyXeHHble BaMu Npobnemsbl. YTobbl ycTpaHUTb Npobnemy, nsMeHMB KOHMIypaLmo
BalLero pelleHus, cnenynTe MHCTPYKLMAM B pasgene YacTtb 4, “YnpaBneHue onepaumsmMmn gns

~ 9

OVCKOBOIO pelleHuns ¢ 0gHOM naowaakomn”, Ha cTp. 89. Kpome TOro, CyLeCcTBYIOT Crieaytowme pecypcbl:

» NHdopmaumto 06 ycTpaHeHUM npobnem NnponsBoOANTENBHOCTU CMOTPUTE B pasaene
MponsBoguTeNbHOCTb.

» MHdopMaumio 06 ycTpaHeHUM apyrux npobsiem cMoTpuTe B pasaese YcTpaHeHne Henonagok.

KOHTpOHbeIi;I CnMUCOK eXxeaHeBHOIro MOHUTOPUHTIa

Y106kl yB6eaunTbCs, YTO Bbl BbINOJIHAETE eXXefAHEeBHble 3a4a4M MOHUTOPUHTA AJ1 CBOEro pelleHuns IBM
Spectrum Protect, 03HaKOMbTECb C eXXeHEBHbIM KOHTPOJIbHbIM CMIUCKOM AJ15 MOHUTOPUHTA.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.0/perf/c_performance.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.0/tshoot/t_tshoot_tsm.html

BbinonHAWTe exxefHeBHble 3a4a4y MOHUTOPUHIa co CTpaHuLbl 0630p B KOMMNoHeHTe LLeHTp onepauuii.
[ocTyn kK cTpaHuue 0630p MOXKHO NMOMYyYnTb, OTKPbLIB LIeHTp onepaunii n WenkHys no 063opbl.

Ha cnepyoweM prUCyHKe nokasaHo NnosioXeHue Ans BbINOJHEHUS KaXkOoMn 3agavn.

©® Overviews  Clients  Services  Servers

3 | Storage & Data Availability

e Pools Containers
aa% ' E Directory
1 Unswstable

CoBeT: YT0bbl BbIMOMHATbL KOMaHObl 3AMUHUCTPUPOBAHUS 015 AOMNONHUTENbHbIX 33434 MO MOHUTOPUHTY,
MCMOJIb3yiTe NOCTPOUTENb KOMaH, KOMMNOHeHTa LleHTp onepauuit. NMocTponTenb kKoMaHg obecneunsaeT
(hyHKLMIO BBOAA C ONepeXxeHneM, KoTopas NoMoXeT No Mepe BBofa KoMaHA,. YTobbl OTKPbITb
NMocTpouTeNb KOMaH[, nepengunTe Ha cTpaHuly 063op B KOMMNoOHeHTe LleHTp onepaunii. B cTpoke MeHio

YCTaHOBWTE YKa3aTeslb MbIlUN Ha 3HA4YO0K NapaMeTpoB N WenKHuTe no I10c1pouTenb KOMaHA,.

B cnenytouwen Tabnuue nepeuncneHbl exeaHeBHble 3a0a4M MOHUTOPUHIA 1 NpeAcTaB/ieHbl MHCTPYKLUK
MO BbIMOSTHEHMIO KaXXO0M 3a4auu.
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Tabnuya 15. 3adayqu exedHeBHOro MOHUTOPUHIa

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

Habniopante | Ecnu noTeHumanbHas ataka nporpaMMmbl- Ha cTpaHuue YBepomneHus o 3awurte

3a BbiMoratens obHapyxeHa B cpefe IBM MOJHO BbINONHUTb CeAyoLmne AenCTBUSA:

yBegomneHua | Spectrum Protect, To 6ygeT nokasaHo
MW 0 3aliuTe, |yBedoMsIeHME O 3aluUTe Ha NepenHeM nnaHe
KoTopble MoryT | LleHTpa onepauuii. JLONOAHUTENbHYIO
yKasblBaTb Ha | MH(OPMaLUIO MOXXHO MOMYYUTb, WENKHYB NO OrpaHuyeHue: YBeOOMNEHUA OOCTYMNHbI

» MpocMoTp nogpobHoCTeNn yBeaoMIeHNUs no
K/MEeHTaM.

aTaky co006LEeHNIO, YTOBbI OTKPLITb CTPAHMULY TOJIbKO 419 KIIMEHTOB Pe3ePBHOr0
nporpammbl- YBepoMneHus o 3awure. KOMUPOBAHMA 1 apXMBUPOBAHNS U NS
BbIMOraTens. knneHToB IBM Spectrum Protect for Virtual

Environments.

- MNooTBepauTe yBEAOMIIEHME 3aLUNTDI,
BblbpaB ero v wenkHys no NogTeepaunTb.
Mpu NnoaTBEPXKAEHUM YBEOOMIEHUS O
3awmnTe B ctonbel MoaTeepxaeHne Ha
CTpaHuue YBeaoMneHusa o 3awure
nobaBnseTca CMMBOJ rasloukun ans
BblbpaHHOro knMeHTa. CTaHaapT, no
KOTOPOMY NOATBEPXAAETCS YBEeAOMINEHME,
onpegenseTcs B Ballen opraHMsauunm.
[anoyka MoXeT 03Ha4aTb, YTO Bbl
nccneposanu npobnemy 1 pewnnn, 4To aTo
- NIOXKHOE NONoXUTENbHOE. ITO TaKKe
MOXeT 03HavaTb, YTo Nnpobnema
CYLLLECTBYET, 1 OHa peLlaeTcs.

» HasHaubTe yBegoM/EHNE O 3aLLuTe
agMUHUCTpaTopy, Bbibpas yBeaoMIeHMe O
3aWmTe n Haxkas HazHauuTb. YTobbI
paccMoTpeTb Ha3HavYeHne, agMUHUCTPATOP
[ONXeH 3apernctpmpoBatbes B LleHTpe
onepauun 1 WenkHyTb 0630pbl > 3awWwuTa.
Ecnu Bbl He yBepeHbl, YTO aAMUHUCTPATOP
peryfnsipHoO OTCNeXXmnBaeT CTpaHuLy
YBepoMJieHus o 3awuTte, coobuimuTe
aQMWUHUCTPATOPY O HA3HAUEHU M.

- Ecnu yBepomneHme - noxHoe
MONOXNUTENbHOE, TO MOXHO BblbpaTh
yBEeAOMJIEHME O 3alMTe U WENKHUTE No
C6poc. YBenoMmseHue o0 3aliuTe yoaneHo.
XpoHosornyeckre gaHHble, UCNOb3yemMble
015 6a30BbIX CPAaBHEH W C caMol
nocregHer onepawlmen pe3sepBHOro
KonupoBaHwus, yoansatotcs. C atoro
MOMeHTa BbluncnsieTcs HoBasi 6asoBas
NNHUS.

« (Heoba3aTenbHO) MOXHO OTKOUUTL
yBe,EI,OM}'IeHVIﬂ 3aWlnTbl C NTOMOLWbHO
komaHobl SET SECURITYNOTIF.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

o

Onpepenute,
noggeprarwTcs
NN KNNEHTbI
pucky
oKasaTbCs
He3alLWEeHHbI
MK n3-3a
HeyOaBLlunxca
nnn
NPONyLEeHHbIX
onepauun
pe3epBHOro
KonnpoBaHuA.

YT06bI NPOBEPUTD, HAXOOATCS SN KIIMEHTbI
nog yrpo3omn, B obnactn KnneHTbl HanguTe
yBenomseHune Mog yrposoi. Ytobbl
NPOCMOTPETb CBEAEHMS, LLESIKHWTE MO
obnacTtun KnueHTol.

BHuMaHue: Ecnu npoueHT Mop,
yrposoi HamMHoro 6onblie 06bIYHOro,
TO 3TO MOXET YKa3bIBaTb Ha aTaky
nporpamMmbl-BbiMoratens. Ataka
NporpamMMmbl-BbIMOraTenss MoxeT
npuBecTn K c60siM pe3epBHOro
KOMWPOBaHWs, TEM CaMbIM CO3aBas
PUCK ANa KNMeHToB. Hanpumep, ecnu
MPOLLEHT KJIMEHTOB B OMACHOCTU
06bI4HO Mexay 5% n 10%, Ho
npoueHT yeennumnsaetcs 0o 40% nnu
50%, TO M3yumnTE NPUUNHY ITOrO.

Ecnu Bbl ycTaHOBWUAM CnyBy ynpaBieHus
KMEHTOM Ha KJIMeHTe pe3epBHOro
KOMMPOBaHNSA 1 apXMBMPOBAHMS, Bbl CMOXETE
YBULOETb M NPOaHaIM3npoBaTh OLUNOKY
KMEeHTa 1 3aniaHnpoBaTh XypHasbl,
BbIMOJIHWB CredytoLLve warn:

1. B tabnuue KnneHTbl BbIbEPUTE KTUEHT U
LenKHUTe no CeepeHus.

2. Y106kl guarHocTupoBatb npobnemy,
wenkHuTe no [imarHos.

B cnyyae KNIMEeHTOoB, Y KOTOPbIX HeT
YyCTaHOBEHHOM CNy»6bl ynpaBneHus
K/TMEHTOM, MoNy4YuTe AOCTYN K CUCTEME
KNTMEeHTa, UTOObI MPOBEPUTL XYPHasbl
ownboK KnmeHTa.

2]

Onpegenute,
HYXHO Jn
yoenutb
BHUMaHWe
owmnbkam
K/IeHTa Uiu
cepBepa.

YT06bl ONpenennTb Cepbe3HOCTb BCEX
OMNOBELLLEHWNI, 0 KOTOPbIX bbIS10 CO0bLLEHO,
YyCTaHOBUTE yKasaTe b MbilIW Ha CTONOLbI B
obnactu OnoBseLleHus.

YT06bl YBUAETH AOMONHUTENbHYIO
MHopMaLuio 06 onoBeLLeHNaX, BbIMONHUTE
cnenywolime waru:

1. WenkHuTe no obnactu OnoselleHUs.

2. B Tabnuue OnoseleHuns BbibepuTe
onoBelLeHue.

3. B nanenu XXypHan onepaumi
npocMoTpuTe coobuieHus. B naHenu
NnoKasaHbl CBA3aHHble CO0bLLEeHMS,
CO3[aHHble 0,0 M NOCNe BO3SHUKHOBEHMS
BbIGpaHHOr0O OMNoBeLLEeHMS.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

o

Onpepenute,
OOCTYMHbI K
cepBepsl,
KOTOPbIMU
ynpasnseT
LleHTpom
onepauun, ons
npepocTaBneH
NSl KNMeHTam
cnyx6 no
3awumTe
OaHHbIX.

1. YT06bI NpoBEPUTL, HaxoaaTCsA Nn cepBepbl | CoBeT: Ecnn Bbl 06Hapyxute npobnemy,

nopg yrposon, B obnactu Cepsepbl

Hanagute yBegomsneHne HegoctyneH. obHOBMTE CBOMCTBA cepBepa:

2. YT10bbl yBUAETb AOMOSHUTENbHYIO 1. B tabnunue CepBepbl BbibepuTe cepBep 1
MHopMaLMto, LWEeNKHKTE no obnactu WenKHUTE No CBeAeHus.
CepBepbl.

3. Bb|6€p|/|Te cepBep B Ta6}'||/|L|,e CepBepbl n LWeNKHWUTE No CBOMCTBA.

wenkHuTe no CeepeHusa.

CBA3aHHYI0 CO CBOWCTBaMu CepBepa,

2. Ytob6bl 06HOBMTL CBONCTBA CEPBEPA,
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

o

Onpepenute,
OOCTYIMHO NN
J0CTaTOYHO
MpoCTpaHCcTBa
O719 NepeyHs
cepBsepa,
COCTOALLErO U3
6a3bl JaHHbIX
cepBsepa,
aKTUBHOIO
XypHanau
apXMBHOTO
XypHana.

1. WenkHuTe no obnactu CepBepbl.

2. B ctonbue CoctosiHue B Tabnuue
npoBepbTe COCTOAAHME cepBepa U
yCTpaHuUTe BCe OLNbKN:

« HopmanbHoe ““ [1na 6a3bl faHHbIX
cepBepa, akTUBHOIO XXypHasa u
APXMBHOrO XypHana 4oCTyneH
L0CTaTo4YHbIM 06beM NpocTpaHCcTBa.

« Kputuueckoe ®um 6a3bl JaHHbIX
cepBepa, aKTUBHOIO XypHana nim
APXMBHOIO XypHana Hef0CTaToOuYHO
npocTpaHcTBa. Hy>HO HeMeaTIeHHO
£06aBUTb NPOCTPaHCTBO, MHaye paboTa
cny»6 3aWmThl AaHHbIX,
npenocTaBnsieMbix cepeepom, bynet
npepsaHa.

 MpepynpexxpeHune *, B 6ase gaHHbIX
cepBepa, akTUBHOM XypHane uiu
apXMBHOM XYypHasie 3aKaHuMBaeTCsa
npocTtpaHcTBo. Ecnun 3To ycnosune
NOBTOPAETCA, TO HYXXHO ,D,O6aBI/ITb
MPOCTPaHCTBO.

* HepocTynHo @ HesosmoxHO nosyunTb
cocTosiHue. YbenuTech, UTO cepBep
paboTaeT 1 UYTO B CeTN HeT ownboK. ITo
COCTOSIHME MOKa3bIBAETCSA TaKkKe, eCciu
ID agMUHUCTpaTOpa MOHUTOPUHTA
3ab6110KMpPOBaH UM HEOOCTYMNEH Ha
cepBepe No Apyrom NpuyYnHe. 3HadeHme
atoro ID - IBM-OC-umsi_xab-cepBepa.

- HeoTcnexxusaembiii ¢
HeoTcnexuvBaeMble cepBepbl 3a4aHbl Ha
xab-cepBepe, HO He CKOHMIYPUPOBaHbI
LNsi yrpaBieHns KOMNOHEHTOM LLeHTp
onepauun. Ytobbl ckoHUrypupoBaTb
He OTCNeXMBaeMbIin cepBep, Bbibepute
cepBep U WenkHUTe no OTcneXxmueBaTb
NoAYUHEHHDIN.

MOHO TaK>Ke MPOCMOTPETb CBA3aHHbIE
OMOBELLEHNS HA CTpaHULEe OnoBeLLeHUS.
LononHuTenbHyo MHhopmaunio ob
yCTpaHeHun ownboKk cMOTpUTE B paspene
YcTpaHeHue npobnem cepBepa.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

6 YT0b6bl ONpenennTb, Korga B nocnegHuii pas | Ytobbl nonyunte 6onee noapobHyto

NpPO13BOANIOCH PE3EPBHOE KOMMPOBaHNe MHopMaLuio 06 onepaunsx pesepeHoOro

MpoBepbTe cepBepa, BbIMOJHUTE CNeayroLLIne Waru: KOMMPOBaHWS, BbIMOMHUTE CreaytoLme waru:

onepaumm

peseppBHoro 1. WenkHuTe no obnactu Cepeepsbl. 1. B tabnuue CepBepsbl BbibepuTe CTPOKY 1

konupoBarus | 2. B Tabnuue Cepeepbl npoBepbTe cTonbed, lwenkHNTe No CBeAeHus.

6a3bl JaHHbIX. MNocnegHee pesepBHOE KONMPOBaHUe 2. B obnactn PesepBHoe KonupoBaHue B[

6a3bl JaHHbIX.

YCTaHOBUTE YKa3aTes/lb MbllK Ha FaJiouKu,
4yTobbI MPOUeCTb MHopMaLmio 06
onepauunsix pe3epBHOro KONMPOBaHWS.

Ecnu pesepBHOe KonupoBaHue 6asbl JaHHbIX
He NpoM3BOAMIIOCH HeaaBHO (Hanpumep, 3a
nocnegHue 24 yaca), Bbl MOXeTe 3anyCTuUTb
onepaLmio pe3epBHOro KONMpoBaHMA:

1. Ha cTpaHuue 0630p B KOMNoHeHTe LieHTp
onepawumin WenkH1Te no obnacTu
CepBepbl.

2. B Tabnuue Boibepute cepBep U WENKHUTE
no PesepBHOEe KonupoBaHue.

YTobbl onpenennTb, CKOHPUrypupoBaHa /i
6a3a JaHHbIX cepBepa A1 aBTOMaTUYECKMX
onepauuin pesepBHOIro KONMPOBaHKS,
BbIMOJIHWUTE Cledyolume Wwaru:

1. B cTpoKe MeHIo YyCTaHOBUTE yKasaTesb

MbIlIN Ha 3HAYOK napamMeTpoB n
WEeNnKHUTEe no nOCTpOMTe.ﬂb KOMaHA.

2. Beegute komaHay QUERY DB:
query db f=d

3. B BbIXOQHOW MH(hOpMaLLMn NpoBepbTe
3HayeHue B nose llonHoe mMa Knacca
ycTponcTB. Ecnu knacc ycTponcTea
yKasaH, 3T0 03Ha4aerT, uTo cepsep
CKOH(UrypupoBaH a1g aBToMaTU4YecKoro
pe3epBHOro konmpoBaHus 6a3bl aHHbIX.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

16

OTcnexwuBanTe
apyrue 3agaym
no

Y1o6bl HANTU MHhOPMaLMIO O MpoLeccax,
KOTOPbl€ 3aBEPLUMIINCE HEYAAYHO 13-3a
npobsiem Ha cepBepe, BbINOJHUTE
cnepyloLme warm:

1. Boibepute CepBepbl > O6cny)xuBaHue.

Bonee nogpobHyto nHopmauuto o
npoueccax MOHUTOPUHIA U YCTPaHEeHUN
npobnem cMOTPUTE B 3/IEKTPOHHON CrpaBKe
KOMMNoHeHTa LLleHTp onepauumi.

nepegaHHbIX
Ha cepBepbl 1
MOyYEHHbIX C
HUX,
HaxoOuTCs B
0XXMOAeMOM
AvanasoHe.

24 yaca c aKTMBHOCTbIO 3a npegbigywue 24
Yyaca, CMOTpUTE NoKasaTenu B obnacrax
Tekywme n Mpepblaywme.

obcnyKmnBaHm

to cepBepa. 2. Y706bI NONYYNTHL ABYXHEAENBHYIO

3agaum no XPOHOJIOr1Io NpoLLecca, CMOTpUTe

obcnyxumBaHu cTonbeu, XpoHonorus.

to cepeepa 3. YTo6bl NOAYYUTH Bonblue MHBopMaLLMKM O

mMoryT 3annaHMpoBaHHOM npoLlecce, yCTaHOBUTE

BK/IO4aTh B yKasaTtesb MbILUW Ha NepeksoyaTerne,

cebs CBSI3aHHOM C MPOLLECCOM.

BbINOJIHEHNE

pacnucaHunmn

agMUHUCTPATH

BHbIX KOMaHI,

cueHapueB

obcnyKmnBaHus

N CBA3AHHbIX

KOMaHppbl.

o e Y1066l NONy4nTH 0630p ONEpaumii 3a « Ecnu Ha cepep 6bin10 oTnpasneHo bonblie
nocnepgHue 24 yaca, cMOTpuTe 061acTb OaHHbIX, YeM Bbl 0XXWann, onpepenuTe,

Y6enutecs, Onepauum. KaKue KIIMEeHTbl CO30al0T pe3epBHbIE KOMUK

4yTO 06BLEM « YToBbl CPABHNTL aKTUBHOCTb 3a NOCNeaHMe 6onbwero obbema faHHbIX, U UCcCnenymnTe

OaHHbIX, NPUUYNHY. BO3MOXKHO, UTO deaynnnKaums

OaHHbIX Ha CTOPOHE KJTMeHTa pa60TaeT
HenpaBWbHO.

A BHumaHue: Ecnv o06bem
pe3epBHbIX AAaHHbIX 3HAYNTENbHO
6onblie 06bIYHOrO, TO 3TO MOXET
yKa3blBaTb Ha aTaKy NporpaMmel-
BbIMoraTtens. Korga nporpamma-
BbIMOraTesb WndpyeT AaHHbIe,
cucTeMa obHapyKuMBaeT, uTo
JaHHble U3MEHAITCA N UTO
pesepBHas Konus co3gaeTca ans
N3MeHEHHbIX JaHHbIX. TEM CaMbIM
TOMa pe3epBHOro KONMpPoBaHUs
ctaHoBATCA 6onblie. YTobbl y3HaTh,
KaKune KNNEeHTbl 3aTPOHYThI,
BbibepuTe BKnagky MpunoxxeHus,
BupTyanbHble MalIMWHbI 1Y
Ccucrtembl.

« Ecnn Ha cepBep 6b1s10 OTNPaBIeHO MeHblue
[OaHHbIX, YeM Bbl OXXUAANN, BbIACHUTE,
BbIMOJTHAIOTCS Y ONepauny pe3epBHOro
KOMMPOBAHWMS KJIMEHTOB MO PaCMMCaHuIO.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

e 1. Ecnu B 0bnactu XpaHeHne 1 AocTynHocTb |YTo6bl yBMAOETb EMKOCTb NyJa XpaHeHus,
AaHHbIX YKa3aHbl Npobnembl, WenkHuTe NCNoNb3yeMyto 3a NocnegHne ABe Heaenu,

Y6epurecs, no Mynbl, 4TO6bl 03HAKOMUTLCS CO BbiGepuTe cTpoKy B Tabnuue Mysbl XpaHeHWs

4TO Mynbl CBeAEeHUAMU: JaHHbIX U WenkKHWUTe no CBepeHuna.

XpaHeHus

AOCTYMNHbI Ans » Ecnun nokasaHo coctosiHne

pesepBHOro Kputuueckoe 9, 37O yKa3blBaeT Ha To,

KOnnpoBsaHus YTO B Nyne XpaHeHUs HeJoCTaTOuHO

OaHHbIX [OCTYMHOro NPOCTPaHCTBAa UK ero

KJIneHTa. COCTOSIHWe J0CTyna - HepocTynHo.

A BHuMaHue: Ecnn coctoaHne
KpUTUYECKOoe, TO n3yumnTe
NPUYNHY:

— Ecnu ckopocTb
Aefynnnkaumm gaHHbIX B
nyne XxpaHeHus 3HaUYNTEeNbHO
CHMXaeTcsd, TO 3TO MOXeT
yKa3sblBaTb Ha aTaky
nporpammbl-BbiMorarens. Bo
BPEMS aTaku Nporpammbl-
BbIMOraTens gaHHble
WKPYHOTCS U HE MOTyT
denynnuumposaTbes. YTobbl
NpPOBEpPUTb CKOPOCTb
Aefynnnkaumm gaHHbIX, B
Tabnuue Mynbl xpaHeHWs
npoBepbTe 3Ha4YeHne B
ctonbue MpoLeHT 3KOHOMUMN.

— Ecnu nyn xpaHeHus
HEeoXMOaHHO CTaHOBUTCA
mcnonb3oBaH 100%, To 3TO
MOXET YKa3blBaTb Ha aTaky
nporpammbl-BbiMoratens. Ana
NPOBEpPKM NCMOSIb30BaHNS
NPOCMOTPUTE 3HAUEHUE B
ctonbue VMcnonb3oBaHHas
eMKOCTb. HaBeauTe Mbillb Ha
3HaueHunsa, YTobbl yBUAETb
NPOLEHT UCMOJTb30BAHHOIO U
cB0O6OHOr0 NPOCTPAHCTBA.

« Ecnn nokasaHo cocTosHue

MpenynpexxpeHune ', B nyne xpaHeHus

3aKaH4yrBaeTCd MPOCTPaHCTBO U1K ero
COCTOSIHME [0CTyna - TONbKO YTEHME.

2. YT0bbl yBUOETb M UCMNONb3YEMOE,
cBoboaHoe 1 0bLee NPOCTPaHCTBO A1d
BbIBPAHHOro Nyna xpaHeHus, ycTaHOBUTE
yKasaTeslb MbllIV Haf, 3anMcamMu B
ctonbue Mcnonb3oBaHHasd eMKOCTb.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

19

YbepuTtecs,
yTOo
ycTponcTea
XpaHeHus
OOCTYMHbI AN
onepauuin
pe3epBHOro

KonnpoBaHuA.

B obnactu XpaHeHWe 1 LOCTYMHOCTb AaHHbIX,
B paszene Toma nog ctonbuamm eMKOCTH
NpoBepbTe COCTOSHME, MOKa3aHHOe PSAOM C
anieMeHTOM YcTpoucTBa. Ecnv gns nioboro
YyCTPOMCTBA NOKa3aHO COCTOSHNE

KpuTuueckoe D v NMpepynpe>xpexne ',

nccnenynte npobnemy. Ytobbl NnpocMoTpeTb
cBefeHud, LWenKHMTe no YcTpoucTea.

OnckoBble yCTpOVICTBa MOT'yT HaxXxoOounTbCA B

KPUTNYECKOM COCTOAHUN UJTN B COCTOAHUN
npenynpexaneHnad no cneayroumnm npuvmnmHam:

» [1ns knaccoB ycTporcTte DISK Toma moryT
6bITb OTKNHOYEHbI UM HAXOAUTHCA B
COCTOSIHMK 'TONbKO g5 YTeHms'. B ctonbue
[unckoBoe xpaHeHune Tabnuupbl JMcKoBble
YyCTPOMCTBA NOKa3aHO COCTOSSHNE TOMOB.

 ina knaccos yctponcTs FILE, koTopble He
MCMNONb3YyTCA COBMECTHO, MOTYT BbITb
OTKJIOYEHbI KaTanoru. Kpome toro, gng
BbIAENEHNS YNCTbIX TOMOB MOXET
oKasaTtbCs HepocTaTouHO cBobogHOIO
npocTpaHcTBa. B cTtonbue OuckoBoe
XpaHeHwue Tabnumubl [InckoBble ycTponcTea
NMoKa3aHO COCTOSIHME KaTanoros.

» [1ns knaccos ycTponcTs FILE, koTopble
MCNONb3YIOTCH COBMECTHO, MOTYT 6bITh
HeOoCTYMNHbl HakonuTenu. AInck
HeOOoCTYNeH, eCM OH OTKJIKOYEH, NepecTan
oTBeYaTb CepBEPY UN €CNN ero NyTb
OTKNtoYeH. B opyrux ctonbuax tabnuubl
[MCKOBble yCTPOMCTBA NOKa3aHo
COCTOSIHME HaKonuTenemn n nyTen.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
AUarHoctTuueckas uHtopmaums
@ Y1obbl NonyumTh 0b6LEee cocTossHMe HabopoB | YToObl MONYYUTb AOMNOAHUTENBbHYIO
XpaHeHus, npocMoTpuTe obnacTs Ha6opbl MH(opMaLNto 0 Habopax XxpaHeHus,
MOHUTOPUHI | xpaHeHUs Ha cTpaHuLe LieHTp WwenkHuTe no obnactu Ha6opbl XpaHeHus,
Habopos. onepaunn063op: 4yTObbl OTKPBITE CTPaHMLYy Habopbi
XpaHeHus. XpaHeHus. YTo6bl MPOCMOTPETL UK

< B none BbINOAHEHO yKa3aHo 4YnNCo
HabopoB XpaHeHus, Co34aHHbIX B 6base
DAHHbIX CEpBepa 1 OTCNEXMBAEMbIX B
nepevHe cepeepa. Bonee nogpobHyto MHOPMALMIO MOXKHO

MoyuYnTb, BbINMOJIHMB CBA3AHHble KOMaHAbl:

N3MEHUTb CBOMCTBA Ha60pa XpaHeHud,
ABaxabl WENKHNTE NO Ha6opy XpaHeHnA.

« B none Cpok peicTBUSA UCTEK YKa3blBaeTCH

4ncno Habopos XpaHeHUs, AN KOTOPbIX 1. Ha cTpaHuue 0630p koMnoHeHTa LleHTp

NCTEK CPOK XpaHEHNA AaHHBIX. onepaumm yCTaHOBUTE yKa3aTe b MblLK
* B none YpaneHo ykasbiBaeTcs YACNO Ha 3Ha4oK napameTpos Kl v wenkHUTE NO

HabopoB XpaHeHus, KoTopble bbinn MocTpouTenb KOMaHA,

yOaneHbl.

2. Y106bI y3HaTb, Kakne 3a0aHNsA CoO34aHus

Y7106l NPOCMOTPETbL UNN U3MEHUTb NPaBUIa Habopa XpaHeHWs BbIMNOMHSOTCS,
XpaHeHus, BbiIbepuTe Cny»x6bl > MpaBuna npepBaHbl UK 3aBEPLLEHbI, BbIMOMHUTE
XpaHeHus. koMaHgy QUERY JOB. NHCTpyKumMmn

cMmoTpuTe B pasgene QUERY JOB
(3anpocuTb 3agaHue).

3. Ytobbl 3anpocuTb NpaBua XxpaHeHus,
BBeanTe komaHaoy QUERY RETRULE.
NHCcTpyKummn cMoTpuTe B pasgene QUERY
RETRULE (3anpoc npaBuna XxpaHeHus).

4. Y106kl 3anpocnTb Habopbl XpaHeHWs,
BBeauTe komaHaoy QUERY RETSET.
NHcTpykumn cmoTpuTe B pasgene QUERY
RETSET (3anpocuTtb Habop xpaHeHus).

5. YTtobbl 3anpocuTb cogepxxmnmoe Habopa
XpaHeHus, BBeguTe koMaHaoy QUERY
RETSETCONTENTS. NHCTpyKLMKM CMOTpUTE
B pasnene QUERY RETSETCONTENTS
(3anpoc conepxnmoro Habopa xpaHeHus).
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
AvarHocTuyeckas uHtgopmauus
@ 4T06bI NoNyunTL ObLIEE COCTOAHME ONepaumii | B cgonke COCTOSHMIN BLIBOASITCS CaMble
npaBuA xpaHeHMsa, NPoCMoTpUTE 061acTb HeaBHMe pe3ybTaThl 06paBoTKM ANs
OtcnexwBatb | MpaBuna xpaHeHus Ha cTpaHuLe LieHtp npaBua XpaHeHus. BbIBOAUTCA YMCNO NpaBun
npasuna onepaunii063op. XpaHeHWs B KaXKO0M U3 CNeayoLLImx
XpaHeHus. COCTOSIHWIA:

HopmanbHoe
Yncno npaBun XpaHeHud, BbIMONTHEHHbIX
6e3 owmnbok.

MpepynpexxpeHue

Yucno npaBma XxpaHeHUs:, 3aBepLUMBLLMX
06paboTKy, HO NepeMecTUBLUNX UK
CKOMWPOBABLLMX HE BCE MOANexallmne
0bpaboTke paHHble. HekoTopble thansbl
66111 NponyLLeHbl, 6bI10 LOCTUTHYTO
OrpaHUYeHune No BPeMeHN gns npasuna
nnwu xe npotecc 6b11 0OTMEHEH.

(%] HeypauHo
Yucno npaBun xpaHeHus, He
3aBepLlumBLUMX 06paboTky. Hanpumep,
BO3MOXHO, CEPBEPY He yaaeTcs
06paboTaTh AaHHbIE N3-3a HEXBATKM
MecTa B Nnyne XpaHeHWst Ha3Ha4YeHns Unu
cepBep He MOXET NOoJyYnTb JOCTYN K
nyny XpaHeHus.

O,D,pyrue COCTOSIHUA
Yuncno npaBun XpaHeHns B Apyrux
cocTosiHusAX. CepBep, Ha KOTOPOM
onpeaeneHo NpaBusio XpPaHEeHNS, MOXET
0Ka3aTbCHA HEOOCTYMHbIM A4S
npenocTaBneHns faHHbIX, NMb6o MoxeT
6bITb 3anyLieHa 6onee paHHAS Bepcus
IBM Spectrum Protect, He
noaaepXXunsatoLLLas CoCTosiHME.
CocTosiHME MOXKET OKasaTbCA
HEMNPMMEHWMbIM, MOCKOJIbKY NPaBMo
XPaHeHUs He aKTUBUPOBAHO USTN He
BbINOSTHAETCH.

CoBeTbl:

» 3HaA4YoK BbIBOOAUTCA, TO/TIbKO €C/in 0AHO Un
HECKOJ1IbKO NpaBu/1 XpaHEeHNAa HaXo4AaTCA B
COOTBETCTBYHOLLEM COCTOAHMMN. 19
npocmoTpa 6onee nogpobHoOM NHopMaLun
0 KaXK[40M NnpaBwune XxpaHeHus BbibepuTe
MpaBuna xpaHeHUsA, YToObI OTKPbLITh
cTpaHuuy MpaBuna xpaHeHus.

» Y1obbl y3HaTb, KaKue 3aaHns NpaBu
XPaHEHMS BbINOJHAOTCS UM BbIMOMHEHbI,
BBeguTe komaHaoy QUERY JOB.
NHcTpykumn cmoTpuTe B pasgene QUERY
JOB (3anpocuTb 3amaHue).
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KOHTPOJIbHbIY CNMUCOK NEePUOANUYECKOro MOHUTOPUHIa

Y1o6bl yBepuTbea, uTo Bale peleHue IBM Spectrum Protect paboTaeT npaBunbHO, BbINOMHUTE 3a4a4u B
NnepuoanMYecKoM KOHTPOSIbHOM CMMCKE MOHUTOPUWHTA. 3anaHnpynTe nepuoanyeckre sagaym
[OCTaTOYHO YacTo, YTo6bl Bbl MOr/IM OBHAPYXNTb NOTEHLUMANbHbIE HEMONAAKM, NPEXAE YEM OHU BbI3OBYT
npobnemoi.

CoBeT: YT0b6bl BbINONHATE KOMaHAbl aAMUHUCTPUPOBAHMA 419 LONOHUTENbHbIX 334324 MO MOHUTOPUHTY,
NCMNONb3ynTe NOCTPOUTENb KOMaH KOMNoHeHTa LieHTp onepauuii. MocTpontens koMaHg obecneymBaeT
(byHKLMIO BBOAA C ONepexeHneM, KOTopasi MOMOXEeT No Mepe BBoAa KOMaHZ,. YTobbl OTKPbITb
nocTpouTesib KOMaHz, nepengunTe Ha cTpaHuLy 063op B KoMnoHeHTe LieHTp onepauuit. B cTpoke MeHto

YCTaHOBWUTE YKa3aTeJlb MbllN Ha 3HAYOK NapaMeTpoB M wenkHnTe no NMocrtpoutesnb KOMaHA,
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Tabnuya 16. 3adaqu hepuodu4yeckoro MOHUTOPUHIa

KNnneHTa:

1. WLlenkHWTe Ha CcTpaHuLe
0630p B KOMMNoHeHTe LieHTp
onepaunn no KnueHtbl.
Hangute cepBep, CBA3aHHbIN C
K/TMEHTOM.

2. WenkHuTe no Cepeepbl.
BbibepuTe cepBep U LWenKHUTE
no CeepeHua.

3. YTobbl yBUOETH
NPOAO/IKUTENBHOCTb
BbIMONIHEHHbIX 3aa4 3a
nocnegHue 24 yaca, WenKHUTE
no BbinonHeHHbIe 3apauun.

4., Ytobbl yBNOETD
NPOAO/IKUTENbHOCTb 3a4au,
BbINOJIHEHHbIX 60Nee 24 yacos
TOMY Hasaf, UCMonb3ynTe
komaHay QUERY ACTLOG.
CrnepynTe NHCTPYKLMAM B
pasgene QUERY ACTLOG
(3anpocuTb MHopmauuto
XypHana onepauui).

5. Ecnu onvtenbHOCTb onepauun
pe3epBHOro KONMpPoBaHUA
K/IMeHTa yBeNn4mMBaeTcs npu
HEACHbIX MPUYMHAX,
nccnepynTe NpuymnHy.

Ecnu Bbl ycTaHOoBUNN Cyx by
yrnpaBneHns KNMeHTOM Ha
K/IMeHTe pe3epBHOro
KOMWPOBaHNS N apXMBUPOBaHWS,
Bbl CMOXeTe AMarHoCTMpPOBaTb
owmnbKu, BNuaoLWme Ha
NPOU3BOANTENBbHOCTb, AJ15
K/MeHTa pe3epBHOro
KOMWPOBaHNS N apXMBUPOBaHWS,
BbINOJSIHWB CNeaytoLme waru:

1. WenkHWTe Ha cTpaHuLe
0630p B KOMMNOHeHTe LleHTp
onepauuin no KnueHtbl.

2. BbibepuTe KNMeHT pe3epBHOro
KOMMpoBaHUA 1
ApPXMBMPOBAHUSA U LLLENKHUTE
no CeepeHus.

3. YT06bI MONYUNTL KypHasbI
K/TMEHTOB, LWENKHUTE No
AunarHocruka.

3apaua OCHOBHbI€ NpoueaypbI JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OTcnexuvBanTe OnpepenunTe, CKONbKO BPEMEHM | IHCTPYKLMI MO COKPALLEHNIO BPEMEHM,

NPOV3BOAUTENBHOCTb TpebyeTcs ons onepaymi KOTOPOE 3aTpaunBaeT KJMEHT Ha PE3EPBHOE

CUCTEMBI. pe3epBHOro KONMPOBaHNS

KonupoBaHWe AaHHbIX HA CepBep, CMOTpUTE
B paspgene YcTpaHeHue obwmx npobnem,
CBA3aHHbIX C MPON3BOAUTENIbHOCTbIO
KINEeHTa.

NwnTe y3kne MecTa € TOUKU 3peHUs
NPOU3BOANTENBHOCTU. MIHCTPYKLMK
CMOTpUTE B pasgene BoisBneHne yaknx Mect
NPOM3BOANTENBHOCTM.

NHhopmaumio 0 BbISBNEHUN U YCTPAHEHUM
Opyrux npobnem, oTpmuaTelbHO BANSAIOLLMX
Ha Npon3BoanTENbHOCTb, CMOTPUTE B
pasgene Npon3BoanUTENbHOCTD.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua OCHOBHbI€ NpoueaypbI JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OnpefennTe 3KOHOMUIO 1. LWenKHMTE Ha CTpaHuLe Mpw paclMpeHHOM MOHUTOPUHIE, YTOObI

AnckoB, obecneymBaemyto 0630p & KOMNOHeHTe LieHTp NonyYnTb NOAPOBHYIO CTAaTUCTUKY NpoLecca

Aenynnmkaumen gaHHbIX. onepauuii no MynbL. AenynnmKaumm OaHHbIX 4ns onpeaesieHHoro

nyna XxpaHeHud KOHTeVIHepOB KaTtanoros nnun
obnayHoro nyna XpaHeHna KaTaJjioros,
BbINOJIHUTE Crieayowme warnu:

2. BbibepuTe Ny WenKHUTE no
BbICTpbIi1 0630p.

3. B obnacTtu depynnunkaums
OaHHbIX CMOTpUTE
COXPaHEHHYIO CTPOKY
MpocTpaHcTBO. napameTpoB N WEeNKHUTE Nno

MocTpoutenb KOMaHA,

1. Ha cTpaHuue 0630p LieHTp onepauui
yCTaHOBUTE yKa3aTe b MbIWKN Ha 3HAYOK

2. NMonyunte CTaTUCTUYECKUI OTUET, BBELS
komaHay GENERATE DEDUPSTATS.
CnepyviTe MHCTPYKUMAM B pasgene
GENERATE DEDUPSTATS (CreHepupoBaTh
CTAaTUCTUKY OefynnKaLumm gaHHbIX 1S
nyfia XpaHeHWs KaTasiora-KoHTenHepa).

3. MpocMoTpuTE CTaTUCTUYECKUI OTYET,
BBega komaHay QUERY DEDUPSTATS.
CnenynTe MHCTpyKUmMaM B pasgene QUERY
DEDUPSTATS (3anpocuTb CTaTUCTUKY
Lenynnvkaumm OaHHbIX).
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

Y6enutech, 4YTo TEKYLLME
thannbl pesepBHbIX KONKIA
ONS KOHMrypaumm
YCTPOWCTB M MHhopMaLum
0 XpPOHOSIOrMK TOMOB
COXPaHEeHbI.

MonyumTe JOCTyn K
PACMoNOXKEHNAM XpaHeHus,
uTobbI YBEepguTbCs, UTo thannbl
LOCTYMHbI. [peanoyTUTENbHbIN
MeTOg, 3aK/HoYaeTcs B TOM, YTObbl
COXPaHsTb haibl pe3epBHbIX
KOMWIA B IBYM PACroSIOXKEHMSIX.

YT06bI HANTK halbl XPOHOMOTUN
TOMOB 1 hannbl KOHUrypaumm
YCTPOWCTB, BbIMOSHUTE
crnepytolme warm:

1. Ha cTpaHuue 0630p LieHTp
onepawuun yctaHoBUTe
yKasaTteslb MbIlKN Ha 3HAYO0K

napamMeTpoB il v LWenKHnuTe
no MocTtpoutenb KOMaHA,

2. Ytobbl HanTu hannol
XPOHOSIOrNN TOMOB 1
KOHMIypaLmm yCTPONCTB,
BBEAUTe crepytolime
KOMaHAbl:

query option volhistory

query option devconfig

3. B BbIxOgHOW MHhopMauun
npoBepbTe cTonbey, MapameTp
onumu, YTobbl HANTK
pacnosioxeHus annos.

Ecnu nponsonget 6encteune, ons
BOCCTaHOBNeHUs 6a3bl AaHHbIX
cepBepa notpebyeTcs Kak ann
XPOHOJIOrMKN TOMOB, TaK W thann
KOHMrypauum ycTponcTs.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OnpenenunTe, LOCTYMHO NN
[OCTaTOYHO NPOCTPAHCTBA
ona gannoBon cucTembol
KaTasnora aksemnnspa.

Y6eauTtecsh, uto B (haiioBoin
CYCTEMe KaTasnora sk3emnnsapa
LOCTYMHO, Kak MUHUMYM, 20%
cB0o60OAHOr0 NPOCTPaHCTBA.
BbinonHuTe gencreue,
noaxonsuiee ons Bawemn
onepaLmoHHON CUCTEMBI:

« IR Y T06b1 yBUOETS,
CKOJIbKO MPOCTPaHCTBA
OOCTYMNHO B DanioBon CUCTEME,
BBEAUTE B KOMAHIHOM CTPOKe
onepaunoHHO CUCTEMBI
CnenyroLLy0 KOMaHay:

df -g
Kamanoe_sK3emnasapa

rae Karasjor_ak3emMnsidapa - aTo
KaTaJior aKk3emnngapa.

« I YT06b yBUAETS,
CKOMbKO MPOCTPaHCTBa
[AOCTYMHO B (haioBOV CUCTEME,
BBEeAMTE B KOMaHLHOW CTPOKe
onepaLMoHHON CUCTEMBI
cnenyroLLy0 KOMaHay:

df -h kamanoe_sk3emnnsapa

rae Karasjor_sak3emMnsidapa - atTo
KaTaJior aK3emnngapa.

- INITTTTMB npoBoaHuKe
Windows wenkHuTe npaBo
KHOMKOW MblLLK NOo hanoBow
cucteme un BbibepuTe CBOMCTBA.
MposepbTe MHOpMaLMIO 0
€MKOCTHU.

MpegnoyTuTensHoe
pacnonoXxeHue Katanora
3K3eMmnnapa 3aBuCuT oT
onepauMoHHON CUCTEMBI, B
KOTOPOW YyCTaHOBMEH CepBep:

« TN T / home /
tsminstl/tsminstl

o INITTEMC - \tsminstl

Cosert: Ecnv Bbl 3aN0/THUAN
pabouyto Tabnuuy nnaHnpoBaHus,
pacrnonoxeHue kaTtanora
3K3eMMNJIAPOB 3an1caHo B
paboueir Tabnuue.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

BbisBuTe HeoxxmnpaH HYHO
AKTUBHOCTb KJIMEHTA.

YT06bI OTCNEXKNBATD onepaunn
KNneHTa n onpenennTb, HE
npesBbilWaeT N 06beM JaHHbIX
0J15 TOMOB OXXW1OAeMbIl 00beM,
BbINOJIHUTE Crieayowme warn:

1. Ha cTpaHuue 0630p B

KOMMoHeHTe LieHTp onepaumii

LLLeNIKHUTE o obnacTu
KnnenTsbl.

2. YTtobbl yBMOETH ONEpauun 3a
nocpenHue oBe Hepenu,

OBaXKabl WeNKHUTe no nrobomy

KITUEHTY.

3. YT06bl y3HaTb uncno bant,
OTMNPaBNEHHbIX KITNEHTY,
LLeSIKHUTE Mo BKNagKe
CsoiicTBa.

4. B obnactu MNocnegHui ceaHc
NnpoBepbTE CTPOKY
OTnpaBneHO KNMEHTY.

Korga Bbl ABaXKAbl LLLESIKHETE MO KINEHTY B
Tabnuue KnnenTol, B obnactv Onepauum 3a
2 Hepgenu 6yaeT nokasaH 06bEM AaHHbIX,
KOTOPbIE KIMEHT KaXKbl AeHb OTNPaBNsA Ha
cepeep.

PerynsipHo nposepsiite SQL-Tabnuuy
CBOAHOM MHOPMaLUKN O OeATENbHOCTH,
COLEpXaLLyto CTaTUCTUYECKME AaHHbIe O
KIMEHTCKMX ceaHcax. YTobbl cpaBHUTD
TeKyLLMe onepaumm C NpeablgyLwmmMm,
BOCMnonb3ynTecb onepatopom SQL SELECT.
Ecnu ypoBeHb onepawumin CyLecTBEHHO
OT/INYAEeTCs OT NpeablayLLero, To 3To MOXeT
yKasblBaTb Ha aTtaKy NporpaMmel-
BbIMOraTens.

PerynsipHo npoBepsiTe XKypHan onepauum.
Hangute coobuweHna ANE, ykasbiBatouime,
0151 CKOJTbKMX (hannoB CO34aHbl pe3epBHbIe
KOMMWM 1 BbINOSIHEHA MHCNeKUus. CpaBHUTe
TeKyLLMe OaHHbIe O CKOPOCTW AeAynaMKaumm
C NPEeXHen CKopocCTbio. Ecnm B cozgaHHOM
pe3epBHOI KOMUKN HeOBbIMHO MHOTO hannoB
NN YPOBEHb AefyninKauum gaHHbIX
HeoXmAaaHHo cnagaet Jo 0, To 3To MoXeT
yKasblBaTb Ha aTtaky NporpaMmel-
BbIMOraTens
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua OcHoBHble npoueaypbl JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OTcnexwsaiiTe pocT nyna | 1. Ha crpaHuue 0630p B CoseTbl:

XPaHEHUA C TeHEHNEM KoMMnoHeHTe LleHTp onepauuii Yrob y

BpEMeHMU. e R » HT0bbI 33aTh NEPNOL, BPEMEHM, KOTOPbII

LOJIXEH NPONTK, NPEeXae YeM 13 nyna
2. Y100bbl yBMAETL EMKOCTD, XPaHeHMs KaTanoroB-KOHTENHEPOB WK

ncnonb3yemyto 3a nocnegHue nyna xpaHeHns 0b61auHbIX KOHTENHEPOB
ABe Heflenu, BblbepuTe nyn u 6yayT yoaneHbl BCe oenynimumMpoBaHHble
LLenKHUTe no CeepeHus. 9KCTEHTbI, MOCNEe TOro Kak Ha HUX He

NnoABNANIOCb HUKAKMX CCbIJTIOK B NepevHe,
BbIMOJIHNUTE Cneayroumne waru:

1. Ha cTtpaHuue Mynbl XxpaHeHusa B
KoMnoHeHTe LleHTp onepauuni
BblbepuTe nNyn xpaHeHus.

2. BbibepuTe CBepeHus > CBoMCTBA.

3. 3apanTe pMTeNnbHOCTD B none lMepuop,
3aepKKN ONs NOBTOPHOTrO
MCNOJIb30BaHUS KOHTelHepa.

« YT06bl ONpenennTb NPOM3BOAMTENBHOCTD
AefynianKaumMm gaHHbIX 40s nynoB
XPaHeHMs KaTanoroB-KOHTENHEPOB U
06nayYHbIX KOHTEMHEPOB, UCMONb3YNTE
komaHoy GENERATE DEDUPSTATS.

« Y10bbl NPOCMOTPETh CTATUCTUKY
JenynnuKauum OaHHbIX Ang nyna
XpaHeHus, BbINOJIHUTE CReayoLlme Waru:

1. Ha cTpaHuue Mynbl XxpaHeHua B
KoMMnoHeHTe LleHTp onepauun
BblbepuTe Nyn xpaHeHus.

2. BoibepuTe CBegeHus > CBoicTBA.

JInbo ncnonbsymnte komaHoy QUERY
EXTENTUPDATES, uT0o6bl yBMaETb
nHopmaunto 06 06HOBNEHUAX IKCTEHTOB
OaHHbIX B Nynax XpaHeHWs KaTanoros-
KOHTENHEPOB UM 061MaYHbIX KOHTEMHEPOB.
BbixogHas Hhopmaumsa KOMaHObl MOXeT
NMOMOYb BaM OMNPenennTb, Ha Kakune
3KCTEHTbI AAaHHbIX Y)Ke HET CCbIIIOK U Kakne
N3 HUX NOANEXaT yAaneHuo u3 cuctemol. B
BbIXOAHOW UH(hOpMaLMKN CMOTPUTE, KaKoe
YMCSI0 IKCTEHTOB JAHHbIX MOANEXNUT
yOAJIEHMIO U3 CUCTEMbI. ITOT NOKasaTtesb
HanpsMyto KoppenupyeTcs c 06beMoM
cB0obogHOro NpocTpaHcTBa, KoTopoe byneT
LOCTYMHO B My/ne XpaHeHWs KOHTeNnHepa.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

« Y106bl yBMAETL 06BEM (BN3MYECKOrO
NPOCTPaHCTBA, 3aHATOro hansoBbIM
NPOCTPAHCTBOM NOCIEe yaaNeHUs 3KOHOMUM
3a cyUeT gefyninKaumm gaHHbIX,
ncnonb3ynte koMmaHay select * from
occupancy. B BbIxogHOW MH(opMaLmm
KoMaHabl byneT cogepxaTbCcs 3Ha4YeHne
LOGICAL_MB. LOGICAL_MB - 310 06BbeM,
Ncnonb3yeMmblit 3TUM haiioBbIM
NPOCTPAHCTBOM.

OueHnTe BpeMeHHble
XapaKTepuUCTUKM
pacnmcaHun KNneHTa.
Y6enutech, YTo HavyanbHoe
N KOHeYHoe BpeMms
pacnmcaHunin KNUeHTOB
COOTBETCTBYET BaLUMM
6usHec-TpeboBaHMAM.

Ha ctpaHuue 0630p LleHTpa
onepawlmin WeaKH1UTe Mo
KnueHTbl > PacnucaHums.

B tabnuue Pacnucanua B ctonbue
3anyck nokasaHo
CKOHhUrypnpoBaHHoe BpeMs
3anycka ans 3aniaHnpoBaHHOM
onepauun. Ytobbl yBruaeTb, Korga
6bina 3anyLleHa camas
rnocriegHssa onepawus,
yCTaHOBUTE yKasaTesb MbllIN Ha
3HAYO0K Yacos.

CoserT: Ecnu onepaums knveHTa
BbINOJIHAETCA OONblUe, YeM 0XMnaaeTcs, Bbl
MOXeTe Nony4nTb coobLieHme ¢
npegynpexaneHveM. BoinonHute cnegyouwme
warm:

1. Ha cTpaHuLe 0630pa B KOMMNOHEHTE
LleHTp onepawumi ycTaHOBUTE yKasaTenb
MbllWK Ha KNneHTbI v WwenkHWTe no
PacnucaHus.

2. BbibepuTe pacnucaHue u WenKHUTe no
CBepeHus.

3. MpocMoTpKTE CBELEHMS O pacincaHuu,
WEeNKHYB MO CUHEN CTPesiKe PsSAoM Co
CTPOKOW.

4. B none OnoseleHue cpeabl
BbINOJIHEHUA 33alTe BPeMs, Koraa
6ynet BblgaHo coobleHmne ¢
npepynpexneHmemMm, ecnm
3ansaHnpoBaHHas onepaumsa He bynet
BbIMOJIHEHA.

5. HaxkmuTe kHonky CoxpaHuTb.

OueHnTe BpeMeHHble
XapaKTepPUCTUKM 3334 Mo
obcnyxumBaHuto.
Y6eamnTech, UTo HavanbHoe
M KOHEYHoe BpeMs 3agad
Mo 06CNyKMBaHUIO
COOTBETCTBYET BaLIMM
6usHec-TpeboBaHMAM.

Ha ctpaHuue 0630p LleHTpa
onepawlun WeKHUTE Mo
Cepeepbl > 06¢cny)xuBaHue.

B Tabnuue O6cnykmBaHue
npoBepbTe MHopMaLMIO B
cTonbue Bpems nocnenHero
BbIMOJIHEHMS. YTOObI yBMAETb,
Korga 6bia 3anylieHa camas
nocnegHssa 3agava rno
06CcnyXnBaHWLo, yCTaHOBUTE
yKasaTtesib MblLUWN Ha 3HAYOK
Yyacos.

CoBer: Ecnu 3agaya no obcnyxmBaHmto
BbINOJTHAETCA CINWKOM AO0/Io, UBSMEHNTE
Ha4aJ/ibHOE BpeM4da UM MaKCMaJibHOEe BpeM4Aa
BbINOSIHEHUSA. BbinonHuTe cnepywuime warn:

1. Ha cTpaHuue 0630p LieHTp onepauui
YCTaHOBWUTE YKa3aTeslb MbllUIN Ha 3HA4YO0K

napameTpos N WENKHUTE No
MocTpouTenb KOMaHA,

2. YT06bl U3MEHUTL BPEMS 3anycKa unm
MaKCKMasibHOe BPeMS BbINOSIHEHUS
3apauu, sBeaute komaHay UPDATE
SCHEDULE. NHCTpyKLMKN CMOTPUTE B
paspene UPDATE SCHEDULE (M3meHuUTb
3an/laHNMpPOBaHHOE 3aaHNE KIINEHTA).
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WHdopmMauus, cBA3aHHas ¢ AaHHOM

QUERY ACTLOG (3anpocuTb MHopMaL Mo XKypHasia onepaumin)
UPDATE STGPOOL (06HOBUTb Nyn xpaHeHus)

QUERY EXTENTUPDATES (3anpocuTb 06HOBNEHHbIE 3KCTEHTbI AaHHbIX)

NMpoBepKa Ha COOTBETCTBUE NIULLEH3UU

Y6enuTech, UTo Balle pelieHmne IBM Spectrum Protect cooTBeTCTBYET NONOXKEHUAM Ballero
JMLEH3MOHHOrO cornaweHmns. PerynapHo NnponsBoas MOHUTOPUHT PELLEHUS, MOXHO OTCNEXUNBATb
TEHAEHLMM POCTa AAHHbIX UM UCNOJIb30BaHME eAMHML, MOLLHOCTU NpoLeccopa (processor value unit,
PVU). Ucnonb3ayiiTe aTy MHhoOpMaL Mo, YTobbl CnaHMpoBaTh byayliee NnpuobpeTeHmne NULEH3UNA.

06 3Tou 3apaue
MeTog, KOTOpbIN Bbl MCMONb3yeTe, 4Tobbl y6eanTbes, UTo Balle pelleHne COOTBETCTBYET YC/I0BMAM
JNNLEH3MM, 3aBMCUT OT NONOXKEHWUN BaLLero TNLEH3NOHHOrO cornawenmnsa IBM Spectrum Protect.

(DpOHTaanoe NnueH3nposaHme MOWHOCTU
q)pOHTaJ'IbHaFl mMopgesib onpenendeTr Tpe6OBaHI/I9| K JIMUEeH31N Ha OCHOBE obbema NepBUYHbIX OaHHbIX,
0 KOTOPbIX KNNEHTaMMn 6b1n10 COO6LLI,eHO, 4TO ONAa HUX Cco3naBa/lCb pe3epBHble KONnn. K KnneHTam
OTHOCATCA NPpUNoXeHnqd, BUpTyasibHble MallHbl U KOMNbHOTEPbI.

BHyTpeHHee NULeH3MPoBaHUE MOLLLHOCTHU
BHyTpeHHAa Mogenb onpenensaeT Tpe6OBaHl/IF| K JIMUEH3MN Ha OCHOBE YKncCina Tepa6a17|T OaHHbIX,
KOTOpPbIe XPaHATCA B NEepPBUYHbIX NMyJlaxX XpaHEHNA N Peno3nTopuax.

CoBeTbl:

» Y106bI 06ECNEUNTL TOYHOCTb OLLEHKM q)pOHTaﬂbHOVI n BHYTpeHHelZ €MKOCTWU, yCTaHOBUTE
HOBGVILLIVIO BEPCUIO NPOrpamMmMmbl KNMMeHTa Ha KaXXa0M KJIMEeHTCKOM y3J1e.

» MHdopMaumsa o hpoHTaNbHOM M BHYTPEHHE eMKOCTU B LieHTpe onepauuii npegHasHayeHa ToNbKo
LANS NIAHUPOBAHMS U OLEHKM.

JinueHsuposaHue PVU
Mogenb PVU ocHoBaHa Ha ucnonb3oBaHnn PVU cepBepHbIMUY YCTPOMCTBAMMU.

Ba)kHoe 3aMeuaHue: PacueTbl PVU, BoinonHsaemble IBM Spectrum Protect, cumTtatoTcsa oueHO4YHbIMMY
N HEe UMEIT tpuamnyeckon cunbl. Mudopmaums o nuueHsnposaHum PVU, coobuieHHas npoayKTom
IBM Spectrum Protect, He paccMaTpuBaeTCs Kak gonyctumas 3ameHa ans IBM License Metric Tool.
IBM License Metric Tool npegHa3sHaueH ans oTcnexmBaHnsg PakTUYECKOro MCNonb3oBaHKs.
Hanpumep, nocne yctaHoOBKM KNIMEHT pe3epBHOro KonmpoBaHua-apxmemuposaHmnsa IBM Spectrum
Protect aTOT MHCTPYMEHT yUMTbIBAET KNIMEHTA TOSIbKO NOCSIEe NEPBOro NCMOAb30BaHMS.
LJononHutenbHyto nHdopMauuto o IBM License Metric Tool cMoTpuTe B pasgene IBM License Metric
Tool.

Ecnun y Bac BO3HMKHYT BOMPOCHI UM 3aMevaHus, Kacatowmecs TpeboBaHWI MO NLEH3MPOBaHUIO,
obpauianTech K BalleMy NocTaBLUKY nporpaMmbl IBM Spectrum Protect.

Mpoueaypa

YT10bbI oTCcnegnTb COOTBETCTBME NNLEH3UN, BbINONHUTE WArnm, COOTBeTCTBYHOLWME NOJ10XeHNAM Ballero
NNLUEeH3NOHHOIro cornaweHusa.

Cogert: LleHTp onepaunii obecneumBaeT aNIeKTPOHHbI OTYET, B KOTOPOM NPOCYMMUPOBAHO
ncrnonb3oBaHne HPOHTANbHON U BHYTPEHHe eMKOCTU. OTYETbI MOXHO aBTOMATUYECKM PerynspHo
OTNPaBATb OLHOMY U HECKONIbKUM NoslydaTensm, YTtobbl CKOHUIyprpoBaTh 3NEKTPOHHbIE OTYEThI U
yNpaBnaTbh UMK, LWENKHUTE No OTUeTbl B CTPOKe MeHto LleHTpa onepauuit.
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onuus OnucaHue

a. B cTpoke MeHIo KOMMNOHeHTa LleHTp OﬂepaLLMVI YCTaHOBWUTE YKa3aTeslb MblLLN

®dpoHTanbHas

Ha 3Ha4YoK NapameTpos ikl 1 WenkHMTe no JineHsnpoBaHue.
Moaenb
Ha cTpaHuue ®poHTanbHOE MCMOMb30BaHMe NoKasaHa oueHKa (POHTaNbHOM

€MKOCTU.

b. Ecnu B ctonbue HeT oTyeTa nokasaHo 3HaYeHue, WeNKHUTE Mo YUChy, 4TobbI
y3HaTb O K/IMEHTaX, KOTOpble He CO0bLMAN 06 NCMOIb30BAHMMN EMKOCTM!.

C. YTobbl OLEHUTb EMKOCTb ANA KNTIMEHTOB, KOTOPble He coobLwaoT 06
MCMNONIb30BaHUM EMKOCTU, NepenamTe Ha cneayoLLnin canT ckaunBaHug, roe
NpeaocTaBNATCA UHCTPYMEHTbI U3MEPEHUA U UHCTPYKLMK:

https://public.dhe.ibm.com/storage/tivoli-storage-management/
front_end_capacity_measurement_tools

YT106bI UIBMEHUTL (prHTaJ'IbHyI'O €MKOCTb B COOTBETCTBMU CO CLeHapuemMm,
BbINOJIHUTE MHCTPYKUWNK B CaMOM nocsieagHemM OOCTYNMHOM pyKOBOACTBE Mo
NNUEH3NPOBaHUIO.

d. MprbaBbTe OUEHKY A1 KOMMOHEeHTa LLeHTp onepauuii 1 BCe OLeHKM, KOoTopble
Bbl MOMYYMAN C UCMOJSIb30BAHMEM CLIEHApUS.

e. YbeamTech, UTO OLeHKA eMKOCTIN COOTBETCTBYET BalleMy JINLEH3NOHHOMY
cornaweHuto.

OrpaHuueHme: Ecnm NCXOLHbBIN U LLeNTIeBOM CEPBEPLI PEMIMKALLUM HE NCMONb3YHOT
BHYTpeHHsA OLHM 1 Te e napameTpbl NOIUTUKWU, Bbl HE CMOXeEeTe Ucnonb3osaTb LLeHTp
moAaenb onepauui ons MOHUTOPMHIA UCMOMb30BaHWSA BHYTPEHHEN eMKOCTY s
pennnMumnpyeMbix KNMeHToB. MH(opMauunto o TOM, Kak OLEHUTb UCMOMb30BaHWe
€MKOCTW AN9 3TUX KITMEeHTOB, CMOTpUTE B cliedytoluen nybnukaunm technote
1656476.

a. B cTpoke meHto koMnoHeHTa LleHTp onepaumnii ycTaHOBMTE yKasaTesb MbllK
Ha 3Ha4YOK NapameTpoB n WwenkHuTe no JiuueHsmpoBaHue.
b. LLlenkHWTe No BKNaaKe BHYTPEeHHUN.

c. MpoBepbTe, COOTBETCTBYET JIM OLeHKA 06beMa [aHHbIX Bawemy
JIMLLEH3MOHHOMY COrJIalleHuio.

Mopenb PVU WNHhopmaLumio 0 TOM, KaK OLLeHUTb COOTBETCTBME YC/IOBUAM NTNLEH3NPOBAHNUSA
PVU, cMoTpuTe B pa3gene OueHKa COOTBETCTBUA MOAeNU nuueH3nposaHusa PVU.

CocTosiHMe CUCTEMbDI OTCJIEXKUBAHUA C UCNOJIb30BaHNEM
OTYETOB MO 3JIEKTPOHHOU NnouTe

HacTpoiTe KOMNOHeHT LieHTp onepauuii, UTo6bl CreHepmnpoBaTh OTUYEThI MO 3EKTPOHHOW NoyTe, B
KOTOPbIX CYMMUPYETCA COCTOAHNE CUCTEMBI. Bbl MOXKeTe CKOHDUIYpPUPOBaTh COeQUHEHME C NOYTOBbLIM
cepBepoMm, U3MeHUTb NapameTpbl oTveTa U (HeobasaTenbHO) CO34aTh NOMb30BaTEbCKUE OTUEThI.

Mpe>xpe yeM HayaTtb

Mpexne YeM HacTpamMBaTb OTYEThI MO MEKTPOHHOM NoYTe, y6eamTech, YTO BbIMOJIHEHbI CleaytoLme
TpeboBaHus:
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« [ocTyneH xocT-cepBep Simple Mail Transfer Protocol (SMTP) gns oTnpaBku 1 Nofly4eHnUs oTYETOB No
3/1eKTpPOHHON nouTte. CepBep SMTP gonxeH bbiTb CKOH(UIYPUPOBaH KaK OTKPbITbINA MOYTOBbIN
peTpaHcnaTop. Bbl Takxke AomkHbl ybeaunTbes, uTo y cepBepa IBM Spectrum Protect, koTopbin
oTnpasnseT coobLLeHNsa 31EeKTPOHHON MNOYThl, eCTb AOCTYN K cepBepy SMTP. Ecnu ueHTp onepaumi
YCTaHOBJ/IEH HA OTAEIbHOM KOMMbIOTEPE, 3TOMY KOMMbOTEPY He TpebyeTcs aoctyn K cepepy SMTP.

* Y7106bI 3a4aBaTb OTYETbl MO aﬂeKTpOHHOIZ noyTe, HY>XHO UMeTb CUCTEMHbIE NOJTHOMOYKUA ON19 cepBepa.

« YTob6bl 3apaTh nonyyaTenem, MoXXHO BBECTU OL4MH UM HECKOJTbKO afpeCOB 3N1EKTPOHHOM NoYTbl uaun ID
apMuHuUcTpaTopoB. Ecnu Bbl cobupaeTeck BBecTu ID agMuHucTpatopa, ID gomkeH 6biTb
3aperncTpmpoBaH Ha xab-cepBepe 1 ¢ HUM Jo/mKeH BbITb CBA3aH aApec 3/1EKTPOHHOMN NoYuThl. YTobbI
3a4aTb afpec 3NeKTPOHHOM NOYThI AN afMUHUCTPATOpPa, ucnonb3ynTe napametp EMAILADDRESS B
komaHge UPDATE ADMIN.

06 aTou 3apave

Bbl MOXeTe CKOH(MTIypmnpoBaTh LLeHTp onepaunin gns oTnpaBkmi oTyeTa 06 06w mx onepauunsax, otyeTa o
COOTBETCTBUM JINLLEH3MM, & TAKXKE OLHOr0 UM HECKONBKUX MNONb30BaTENbCKMX OTYETOB. Bbl cO3paeTe
nosib3oBaTesibCKMe 0TUeThI, Bbibrpas wabnoHbl 3 Habopa 06bIYHO MCMOSIb3yeMbIX WABIOHOB OTYETOB
unun Beoas onepatopbl SQL SELECT, utobbl 3anpocuTb MH(OPMaLMIO HA YNpaBSEMbIX CEpBepax.

Mpouenypa
Y7106bI HACTPOUTb 3NIEKTPOHHbIE OTYETHI U YNPABASATb UMW, CoeNanTe CreayoLLee:
1. B cTpoke MeHto KoMnoHeHTa LleHTp onepauni Bbibepnte OTUETHI.

2. Ecnu coegmHeHve C cepBepoM 3/IeKTPOHHOM NoYThI elle He CKOH(UIYPUPOBaHO, WENKHUTE Mo
CKoHtUrypupoBartb NoOUTOBbIV cepBep 1 3arnoH1Te nons.

Mocne Toro kak Bbl CKOHMUIyprpyeTe NoYTOBbIN cepBep, byayT BKIOUYEHbI 0TYET 06 06LLMX
onepauusix u OTYET O COOTBETCTBMM INLEH3MNMN.

3. YT0o6bl NI3MEHUTb NapaMeTpbl 0TUYETa, BbibepuTe OTUET, LWenkHUTe No CBepeHna n obHoBuTe hopmy.
4. HeobdasaTenbHo: YTo6bl 0,06aBUTb NOMb30BaTENbCKUM OTUET, LWENIKHUTE NMo + OTUeT 1 3anonHuTe
nons.

CogeT: YT0bbI Cpasy e 3anyCTUTb U OTNPABUTb OTYET, BbibepuTe 0THET U HaXKMUTe Ha OTNPaBUTD.

Pe3ynbTatbl
Pa3peLLIeHHbIe OTYeThl 6y,£|,yT OTnpaBJieHbl B COOTBETCTBUMU C 3aaHHbIMU NapaMeTpaMn.
MHdopmauma, cBa3aHHasA ¢ jaHHOM

UPDATE ADMIN (o6HoBneHne agMMHNUCTPATOpPa)
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YacTtb 4. YnpaBsieHue onepauvsamMmu gnsg oUCKOBOro
pelweHns ¢ O4HOM NJIOLLAAKOM

Ncnonb3ynTe 3Ty MHopMauuio 45 ynpasieHns onepaunsmMmn npy GUCKOBOM peLleHnmn gas OgHOM
nnowanku ¢ IBM Spectrum Protect, Bktovarowwmm B cebs cepBep 1 MCNOMb3YHOLWUM AedyninKaumto
OAHHbIX 0N OOHON NOWAAKN.

YnpaBneHue LLeHTpom onepauumn

LleHTp onepauunit npepoctaBnseT Beb6-0ocTyn n MobWbHbIM [OCTYN K MHOpMaL MK O COCTOSHUN ONS
cpenpl IBM Spectrum Protect. Ucnonb3ynTe LleHTp onepauunii oisg MOHUTOPUHIA HECKOTbKUX CEPBEPOB U
0151 BbINOSIHEHNS HEKOTOPbIX 33434 aAMUHUCTPUPOBaHKMsA. Kpome Toro, LleHTp onepaunn npegoctasnaeT
Beb-KNMEHT o KoMaHAHoOM cTpoku IBM Spectrum Protect.

[do6aBneHue n yganeHue nogunHEHHbIX CepBepoB

B cpefe c HeECKONbKMMUK CepBepaMy MOXHO NMOOKIHUNTb K xa6-cepBepy OONoNHUTENbHbIE CEPBEPLI,
KOTOpPbI€ Ha3blBalOTCA NnoOYUHEHHbIe cepBepbl.

06 3Tou 3apaue

MooUYMHEHHbIE cepBepbl OTNPABAAIOT ONOBELLLEHMS U MHOPMaLMIO O COCTOAHUN Xab-cepBepy. LieHTp
onepauunin CoaepKUT KOHCONUANPOBAHHOE NpeacTaB/ieHne ONoBeLWEHNA U MHGOPMaLLUK O COCTOAHUN
ON19 Xxab-cepBepa 1 BCcex NoA4YMHEHHbIX CEpBEpOB.

[o6aBneHue noguUMHEHHOro cepeepa

Mocne KoHUrypnpoBaHus xab-cepsepa ans LieHTpa onepaumin MoxHO 0,o06aBUTb K 3TOMy xab-cepBepy
OLMH UM HECKOJTbKO NOAYUHEHHbIX CEPBEPOB.

Mpe>xpe yeM HavaTtb

CBsi3b Mexay NoAUYMHEHHbIM CEPBEPOM U Xab-CcepBepoM A0/kHa ObiTb 3alMLLEHa C UCMOSIb30BAHMEM
npoTokona Transport Layer Security (TLS). 01 3awuTbl CBS3M fobaBbTe cepTUhKaT NOAUMHEHHOMO
cepBepa B hain1 JoBepeHHbIX cepTUtMkaToB Xab-cepeepa.

Mpoueaypa

1. LLlenkHWTe B naHenu MeHto LleHTpa onepauunin no CepBepbl.
OTKpoeTca cTpaHuua CepBepbl.
B Tabnuue Ha cTpaHuue CepBepbl COCTOSIHMEM cepBepa MoxeT bbiTb "He oTcnexunsaetca" 310
COCTOSIHME 03HAYaeT, YTO XOTS AAMUHUCTPATOP M ONpeLenmnn aToT cepBep Ha xab-cepeepe npu

nomoun komaHabl DEFINE SERVER, sTOT cepBep elle He CKOH(UIypUpoBaH B KavecTse
nogYMHEHHOro cepBepa.

2. BbinonHuTe 04HO 13 cnepytowmx LeNCTBUNA:
« LlenkHnTe no cepBepy, UTOObI BbIAENUTL €r0, U LWENKHUTE B NaHeNn MeHto Tabnuubl no
OTcne>xuBaTb NOAUMHEHHbIN.

« Ecnu cepBepa, KOTOPbIN Bbl XOTUTE 006aBUTb, HET B Tabnuue, a salnieHHasa cBasb SSL/TLS He
TpebyeTcs, TO WenkHuTe no + MogYUHEHHbIN B NaHenn MeHto Tabnuubl.

3. 3apanTe HyXHy MHDOPMAaLMIO 1 BbINOTHUTE OENCTBUS B MacTepe KOH(PUIypnpoBaHus
NOAYUHEHHbIX CEPBEPOB.
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CoBeT: EC/in CPOK XpaHeHus 3anucy cobbiTus cepBepa MeHblue 14 gHell, To /1 HEro aBTOMaTUYeCcKm
3apaeTcs 3HaveHve 14 oHeln, ecniv cepBep KOHUIypupyeTcs Kak NogYMHEHHbI cepBep.

ypaneHue noguMHeHHOro cepeepa

MOXKHO yaanuTb NogYMHEHHbIN cepBep 13 LleHTpa onepauuni.

06 3Tou 3apave
BaMIWOMGTHOTpe6OBaTbCHYAaﬂMTbHOAQMHGHHHﬁCepBep,HaﬂpMMep,BCﬂeﬂyKHuMXCMTyaHMﬂK

« Bbl XO0TUTE NepeMecTUTb NOAUNHEHHbIN CepBep C 0HOro xab-cepsBepa Ha Opyro.
« MogUnHEHHbIN cepBep Bonblle He HYXKeH.

Mpoueaypa

Y706kl yOANMTb NOOUYMHEHHbIV CEpPBEP M3 rPyNMbl CEPBEPOB, KOTOPas ynpasnseTcs xab-cepsepom,
chenanTe cnepytoLlee:

1. B komaHgHowm cTpoke IBM Spectrum Protect BBeanTe cneayrowyo KoMaHay ons xab-cepeepa:

QUERY MONITORSETTINGS

2. CKonuvpyiiTe B BbIXOAHbIX pe3y/ibTaTax KOMaHObl MMs, yKasaHHoe B nosne OTcneXXusaemble rpynnbl.

3. BeeaguTe Ha xab-cepBepe cneayollyo KOMaHay, rae UMs_rpynnsi - 3T0 UMs OTCNIEXUBAEMON rpynnbl,
a UMs_usieHd - 3TO UM NOAUYNHEHHOr 0 cepBepa.

DELETE GRPMEMBER umsA_2apynnsl umsi_ydseHa

4.HeO6HSaTeﬂbHOIECﬂMBbIXOTMTeﬂepeMECTMTbﬂOﬂHMHeHHHﬁCepBep(ZOﬂHOFOX&6'CepBepaHa
,n,pyr017|, He BbIMOJIHSNTE 3TOT wWar. B nHom cny4yae MOXHO 3anpeTtuTb onoBeweHna K MOHUTOPUHT Ond
nogyYnHeHHoOro cepeepa, BBegd Ha Nnoag4YMHEHHOM CcepBepe cneayrume KoMmaHabl:

SET STATUSMONITOR OFF
SET ALERTMONITOR OFF

5. HeobsasaTenbHo: Ecnu onpeageneHme noaunMHeHHOro cepeepa MCrnonb3yeTcs B APYrux Lensx,
Hanpumep, AN KOHMUIypUpPoOBaHUA NPEanpUaATHA, MapLLpPYTU3aLMU KOMaH, XpaHeHNs BUPTYarbHbIX
TOMOB WM yripaBfieHns 6MBIMOTEKON, He BbINONHANTE 3TOT wWar. B NpOTUBHOM Clyyae MOXHO
yOAnUTb onpeneneHne NogUMHEHHOro cepeepa Ha xab-cepeepe, BBeasa Ha xab-cepBepe creayoLLyto
KoMaHay:

DELETE SERVER umsa_nod4yuHeHHO20_cepsepd

CoBeT: Ecnv onpeneneHve cepsepa yaanseTcs cpasy e nocne yaaneHvs cepeepa ns
OTCNEXMBAEMOW rPynnbl, MHHOPMALMSA O COCTOAHMI CepBepa MOXET OCTaTbCA B LLeHTPe onepauuii Ha
HeonpeaeneHHo JONroe Bpems.

Y1061 N36exaTh 3TOM NPobnemsbl, Nepes yoaneHneM onpeneneHuns cepeepa LOXANTECh, KOTAa
nponpeT nHTepBan cbopa coctoaHus. MIHTepean cbopa AaHHbIX COCTOSAHUS NOKAa3aH Ha CTpaHuLe
MapameTpbl B LEHTPEe onepauuni.

3anyck u octaHoBKa Beb6-cepBepa

Beb-cepBep LleHTpa onepaumii pabotaeT Kak cnyxba 1 3anyckaetca aBToMmaTuyeckun. Bam moxeTt
notpeboBaTbCs OCTAHOBMTbL M NOBTOPHO 3anycTutb Web-cepBep, Hanpumep, 4Tobbl NponsBecTH
N3MeHEHUS KOHUIypauumu.

Mpouenypa

1. OcTtaHoBUTe BeG-cepBep.
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- IINNB «atanore /kamanoa_ycmaHoeku/ui/utils, rae kamanoa_ycmaHoeKU - 3TO
KaTanor yctaHoBneHHoro LleHTpa onepauuii, BBeauTe CreayoLLyo KOMaHay:

./stopserver.sh
. INTTTENBRenTe CrenyoLLY0 KOMaHAY:
service opscenter.rc stop

- INIITTEMB okHe Cnyx6bl ocTaHoBUTE cnyx6y LLeHTp onepauuii IBM Spectrum Protect.
2. 3anycTtuTe Beb-cepsep.

- IIINNB «atanore /kamanoa_ycmaHoeku/ui/utils, rae kamanoa_ycmaHoeKU - 3TO
KaTanor ycTaHoBfeHHoro LieHTpa onepauuii, BBEAWTE ClIEAYIOLLYH KOMaHAY:

./startserver.sh

- INTTTENBRenvTe CnepyoLLMe KOMaHbI:

3anycTtute cepBep:

service opscenter.rc start
MNepesanycTuTte cepBep:

service opscenter.rc restart
Onpepenute, paboTaeT nu cepBep:

service opscenter.rc status

- IIITTEMB okHe Cny6bi 3anycTuTe cnyx6y LLeHTp onepauuit IBM Spectrum Protect.

NMepesanyck MacTepa HauyasibHOro KOHPUrypuposaHus

Bam mMoxeT notTpeboBaTbca NOBTOPHO 3anyCTUTb MacTep MO HavaslbHOMY KOH(UIrypupoBaHuio LieHTpa
onepauun, Hanpumep, o1 BHECEHUS MBMEHEHUIN B KOH(UIypaLLMIo.

Mpe>xpe yeM HayaTb

YTo6bl M3MEHUTL CNeaytolLne napamMeTpsbl, UCNoNb3yiTe cTpaHuuy MapamMeTpol B LieHTpe onepaumit
BMeCTO Mepe3anycka MacTepa HayaslbHOro KOH(UIyprupoBaHus:

« MNepnoanuHOCTb OBHOBNEHUS AAaHHbIX
» IHTepBan BpeMeHu, B TeUEHNE KOTOPOro npenynpexneHne akTUBHO, HEaKTUBHO MM 3aKpblBaeTCs
« Ycnosus, obo3Havarowme puck gis KInMeHToB

LleHTp onepauuii noMoraeT BKOUNTb JOMONHUTENbHYIO MH(OPMALLMIO O TOM, KaK U3SMEHUTb 3TU
napameTpbl.

06 aToM 3apaue

[na nepesanycka MacTepa HavyaslbHOro KOH(MrypmposaHust HeobxoanMMo yaanuTb haia CBOUCTB C
MHopMaumen o coeguHeHnn ¢ xab-cepsepoM. OgHAKO HMKaKNe HaCTPOMKM ONOBeELLEHUN,
MOHMTOpMHFa,COCTOﬂHMH'nOﬂprO30ﬁ'MﬂMCpeﬂblﬂﬂﬂHeCKOﬂbKMXCEDBGPOB,SaﬂaHHbﬁéﬂﬂﬂXa6-
cepBepa, He yaansaTcs. 3TU HACTPOMKM UCMOMb3YHOTCA KaK HaCTPOMKKN MacTepa KOH(UrypnpoBaHus rno
YMOJI4aHUIO MpPWn ero nepes3anycke.

Mpouepypa
1. OcTtaHoBUTE BeB-cepBep LieHTpa onepaumi.
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2. Ha KoMnbloTepe C yCTaHOB/IEHHbIM KOMMOHEHTOM LIeHTp onepaLuii nepenanTe B Crieqytowmuin
KaTanor, roe Kamasoe_ycmaHo8KU NpeacTaBnseT cobow KaTanor, B KOTOPOM YCTaHOBJIEH
KOMMOHEHT LLeHTp onepauunii:

o IS < omanoz_ycmaHoeku/ui/Liberty/usr/servers/guiServer
- I «amanoa_ycmaHosku\ui\Liberty\usr\servers\guiServer
Hanpumep:

o IENN TN /opt/tivoli/tsm/ui/Liberty/usr/servers/guiServer

o I : \Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer
. Ypanute ns katanora guiSexrver cann serverConnection.properties.
. 3anycTute Beb-cepBep LleHTpa onepaymii.
. OTkponTe LleHTp onepaumi.
. NepekoHpurypupynTte LleHTp onepaumin npym NoMoLLM MacTepa KOHDUIyprupoBaHus.
3apanTe HOBbIM Naponb gns ID agMUHUCTpATOPa MOHUTOPUHIA.

7. Ha KaxxO,0M 13 NOAUYMHEHHbIX CEPBEPOB, paHee CBA3aHHbIX C Xab-cepBepoMm, M3MeHUTe naposnb ans ID
agMUHUCTPATOpPa MOHUTOPUHTA, BBEAA CEAYHOLLY0 KOMaHay B MHTepdelrice KoMaHAHOM cTpoku IBM
Spectrum Protect:

o Ul bW

UPDATE ADMIN IBM-0C-umsi_xab-cepsepa Ho8bIli_naposib

OrpaHuueHue: He n3MeHsTe HUKaKe apyrve napamMeTpbl ona atoro ID agMuHUcTpaTopa. Mocne
TOro, KaK 3afiaH HavaslbHbli1 Naposib, OH aBTOMaTUYEeCKM ynpasnseTca LleHTpoM onepauuii.

N3MeHeHue xab-cepBepa

MoxkHO ncnonb3oBaThb LleHTp onepauuir, utobbl yoanuTtb xab-cepsep IBM Spectrum Protect u
CKOHhurypuposaTb gpyron xab-cepsep.

Mpoueaypa
1. MepesanycTuTe MacTep HavyanbHOro KoHUrypmposaHus LleHTpa onepaumi.
Mpw BbINOIHEHWM 3TON NpOLEAyYPbl Bbl yaanseTe coeanHeHne xab-cepeepa.
2. MNpw nomMoLwm MacTepa CKoHGUrypupyiTte LLleHTp onepaumin ona coeauHeHns ¢ HOBbIM xab-cepBepoM.

3aaaumn, cBs3aHHble C AaHHOMN

Mepesanyck MacTepa HavyaslbHOro KOH(UIrypupoBaHus

Bam MoxeT noTpeboBaTbca MNOBTOPHO 3aMyCTUTb MacTep Mo HavaslbHOMY KOH(UTrypupoBaHuio LieHTpa
onepauuin, Hanpumep, ONsS BHECEHUS N3MEHEHUI B KOHMUIypaLmio.

BoccTtaHoBNieHUue KoOH(urypauum oo npeasapuTesibHo
CKOH(UIrypupoBaHHOI0 COCTOSAHUS

MpY BOSHUKHOBEHWM HEKOTOPbIX NpobyieM MoKeT NoHaa0bMTbCA BOCCTAHOBEHME KOHUIypauum
LleHTpa onepauuii 4o NpefBapuTesibHO CKOH(MUIYPUPOBAHHOTO COCTOSHUS, KOraa cepeepbl IBM
Spectrum Protect He onpeneneHbl Kak xab-cepBepbl UM NOAYMHEHHbIE CEPBEPSI.

Mpoueaypa

Y7106l BOCCTAHOBUTL KOH(PUTYpaLLIMIO, BbINOTHUTE CEAYOLWMeE Waru:

1. OctaHoBUTe Beb-cepBep LieHTpa onepaumii

2. NlekoHurypmpynTe xab-cepsep, BbINOJHUB Crieaytoume 0encTBuS:
a) BeeguTe Ha xab-cepBepe cnegytowme KoMaHgbl:
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SET MONITORINGADMIN ""

SET MONITOREDSERVERGROUP "'

SET STATUSMONITOR OFF

SET ALERTMONITOR OFF

REMOVE ADMIN IBM-0C-umsa_xab-cepsepa

CoBert: IBM-0C-umsa_xab-cepsepa - 370 ID agMMHUCTPATOPa MOHUTOPUHIA, KOTOPbLIN 6bls
aBTOMaTUYECKM CO3[aH Npu HavyanbHOM KOHGUIYpMpoBaHUmM xab-cepeepa.

b) MepeycTaHoBWTe Naposib AN xab-cepBepa, BBeAs Ha xab-cepBepe CrefyoLLyo KOMaHay:

SET SERVERPASSWORD ""

BHuMaHuMe: He BbINONHANTE 3TOT Lar, ecnu xab-cepeep CKOH(UIYpUpPOBaH C ApyruMu
cepBepamu ons Opyrux uenen, Takux Kak COBMeCTHOe UCnosb3oBaHne 6ubnnoTek, akcnopT
N MUMMOPT JaHHbIX WY PeninKaums y3os.

3.0TMeHMTeKOH¢MpraHMK)BCGXHOﬂqMHeHHHXCGDBepOB,BMHOHHMBCHGHYKMHMGIM&FW

a) YTobbl onpeaennTb, OCTatOTCS M Kakme-nmbo noguMHeHHbIe CepBepbl Kak YneHbl rpynmbl
cepBepoB, BBeaMTe Ha xab-cepBepe CreayoLLyo KOMaHay:

QUERY SERVERGROUP IBM-0C-umsi_xab-cepsepa

Cogert: IBM-0C-ums_xab-cepsepa - 3TO UMSA OTCNIEXMBAEMOM IPyMMbl CEPBEPOB, KoTopas bbina
aBTOMaTMYeCKM co3faHa Npu KOHUIypupoBaHUM NepBoro NoAYMHEHHOro cepBepa. 370 UMS
rpynnbl CEpBEpPOB - 3TO Takxe ID agMUHUCTpaTOpa MOHUTOPUHIA, KOTOpPbIV BbiT aBTOMaTUYECKU
CO3[aH Npu Ha4YallbHOM KOHhMIyprpoBaHumM xab-cepeepa.

b) YTtobbl yoanuTb U3 rpynnbl CEpBEPOB NOAUYMHEHHbIE CepBepbI, BBeAUTE Ha xab-cepBepe
cnenyroLyo KoMaHay ANg KaXAoro nogunHeHHoro cepeepa:
DELETE GRPMEMBER IBM-0C-umsa_xab6-cepsepa umsi_nod4YuHeHHO20_cepsepd

¢) Mocne ypaneHusa Bcex NOAYMHEHHbIX CEPBEPOB 13 IPynMbl CEPBEPOB BBEAUTE CIEAYHOLLYIO
KOMaHAy Ha xab-cepBepe:

DELETE SERVERGROUP IBM-0OC-umsi_xab-cepsepa
SET MONITOREDSERVERGROUP "'

d) BBeouTe Ha KaX oM NoAYMHEHHOM cepBepe CNeayoLLyo KoMaHay:

REMOVE ADMIN IBM-0C-umsa_xab-cepsepa
SETOPT PUSHSTATUS NO

SET ALERTMONITOR OFF

SET STATUSMONITOR OFF

e) YoanuTte Ha KaxaoMm 13 NoJuMHEHHbIX CEpBEpPOB onpeaeneHne xab-cepsepa, BBeaa Ha cepBepax
cnenyoLLyo KoMaHay:

DELETE SERVER umsa_xab_cepsepa

BHMMaHMe:HeBbMOﬂHﬂﬂTGQTUTmaF,eCﬂMﬂaHHOGOHpeﬂeﬂeHMeMCHOﬂb3yeTCﬂﬂﬂﬂ
ﬂperXHeﬂeﬂ,TaKMXKaKCOBMeCTHoeMCHOﬂb3OBaHMe6M6ﬂMOTeK,SKCHOpTVIMMHOpT
OaHHbIX WK pennnKauna y310B.

f)VﬂanMTeHaxaﬁcepBepeonpeﬂeneHmeKamnoroM3n0ﬂqMHeHmecepBepOB,BBeﬂﬂcnenwomyw
KOMaHAay:.

DELETE SERVER umsa_nod4YuHeHHO20_cepsepd

BﬂumaHue:HeBbmonHﬂMTeaTormar,ecnmnaHHoeonpeneneHmecepBepaMcnonbsyeTCQ
ﬂﬂﬂﬂpyFMXHeﬂeM,TaKMXKaKCOBMeCTHOGMCﬂOﬂb3OBaHMe6M6ﬂMOTeK,3KCﬂOpTMIAMHOpT
OaHHbIX UK pennnKauna y310B.

4. BoccTaHOBMUTE NapamMeTpbl MO YMOMYaHMIO 418 KaXL0ro cepBepa, BBeAs Ciefyolime KOMaHabl:
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SET STATUSREFRESHINTERVAL 5

SET ALERTUPDATEINTERVAL 10

SET ALERTACTIVEDURATION 480

SET ALERTINACTIVEDURATION 480

SET ALERTCLOSEDDURATION 60

SET STATUSATRISKINTERVAL TYPE=AP INTERVAL=24
SET STATUSATRISKINTERVAL TYPE=VM INTERVAL=24
SET STATUSATRISKINTERVAL TYPE=SY INTERVAL=24
SET STATUSSKIPASFAILURE YES TYPE=ALL

5. MNepesanycTuTe MacTep HavanbHOro KOH(UrypmposaHusa LleHTpa onepaumii.

3apaum, cBA3aHHble C JaHHOU

MNepesanyck MacTepa HavyaabHOro KOHMUrypupoBaHus

Bam MoxeT noTpeboBaTbca NOBTOPHO 3anyCTUTb MacTep MO HavaslbHOMY KOH(UrypupoBaHuio LieHTpa
onepauun, Hanpumep, 418 BHECEHUS USMEHEHWI B KOH(UTIypauuio.

3anyck 1 ocTaHoBKa Beb-cepeepa

Beb-cepBep LleHTpa onepaumii paboTaeT Kak cnyxba 1 3anyckaetca aBToMmaTuyeckun. Bam moxet
notpeboBaTbCs OCTAHOBMTbL M NOBTOPHO 3anycTutb Web-cepBep, Hanpumep, 4Tobbl NponsBecTH
N3MEHEHUS KOHUIypauuu.

3awmTa npunoXKeHui, BUpTYasibHbIX MALLUH U
KOMMbIOTEPOB

CepBep 3alLyMLLaeT faHHble 4S8 KTMEHTOB, KOTOPbIe MOTYT BK/THOYATh B CE6S1 MPUIOXKEHWS, BUPTYasibHble
MalLMHbl U cUCTeMBbI. YTOObI HauaTb 3aWNUTY KITMEHTCKMX AaHHbIX, 3apPerucTpupyinTe KIMEHTCKMI y3en Ha
cepBepe 1 BbibepuTe pacnvcaHne pe3epBHOro KOMMPOBAaHUS A1 3aLNTbl KITMEHTCKMX AaHHbIX.

Jlo6aBneHue KJIMeHToB

MNMocne peannsauunm pelweHns 3awmTbl aHHbIX Npu nomoln IBM Spectrum Protect Bbl MoxeTe
pacwupuTb peweHmne, [ob6aBUB KITMEHTHI.

06 aToi 3apaue

I'Ipou,ep,ypa onucbliBaeT 6a305b|e warm no ,D,O6aBﬂeHVIIO KnneHTa. bonee KOHKPEeTHbIe NHCTPYKL KK NO
KOH(MIYPMPOBAHUIO KITMEHTOB CMOTPUTE B LOKYMEHTALMM NO NPOAYKTY, KOTOPbLIV Bbl YyCTAHOBW/IM Ha
KJINEHTCKOM y3ne. Y Bac MOoryT 6bITb cnepgywoume Tunbl KNMEeHTCKUX Y3J10B:

KnueHTckue y3nbl NPUOXKeHUs
K KNMEHTCKMM y3/1aM NPUNoXeHUI OTHOCATCS CepBEpPbI ANEKTPOHHOM NoYUThl, 6a3bl 4aHHbIX U gpyrue
npunoxexHus. Hanpumep, KNMEHTCKUM Y3710M MPUOXKEHMS MOXET BbITb Ntoboe 13 cnemytowmnx
NPUIOXXEHWN:

« IBM Spectrum Protect Snapshot

« IBM Spectrum Protect for Databases

- IBM Spectrum Protect for Enterprise Resource Planning
« IBM Spectrum Protect for Mail

« IBM Spectrum Protect for Virtual Environments

KnueHTcKue y3nbl KOMNbIOTEPOB
B uncno KNMeHTCKMX y3/10B KOMMNbIOTEPOB BXOASAT paboune ctaHuum, cepaepbl hannoB NAS 1
KnneHTbl APIL.

KnueHTCKMe y3nbl BUPTYasibHbIX MaLUUH
KnneHTCcKMe y3bl BUPTYabHbIX MALUWH NPELACTaBNAT CO60I OTAENbHbIE XOCTbI-FOCTU B
runepeusope. Kaxnaa BupTyanbHaa MallnHa NpefLcTaBneHa Kak hainnoBoe NpocTpaHCTBO.
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Mpouenypa
Y1066 L,OBABUTE KNMEHT, CAENANTE CNenyollee:

1. BoibepuTe nporpaMmy, KOTOPYHO HYXHO YCTAHOBUTb Ha KJIMEHTCKOM y311e, U CNIaHUpPynTe YyCTaHOBKY.
CnenynTe MHCTPYKLMAM B pasgene “Bboibop nporpaMMHoro obecneyeHms KNMeHTa U nnaHMpoBaHme
yCTaHOBKK” Ha cTp. 95.

2. YKaxuTe, Kak criefyeT NpousBOANTb Pe3epBHOE KOMMPOBAHME U apXMBUPOBaHNE KIIMEHTCKUX
OaHHbIX. CnepyiiTe MHCTPYKLUMAM B pasgene “Kak 3a4aTtb ponv OJ1 pe3sepBHOro KONMpoBaHuUs v
apXMBMPOBaHNA OAHHbIX KIMeHTa” Ha cTp. 97.

3. YkaxuTe, Korga cnefyet Npon3BOANTb PE3EPBHOE KONMPOBaHUE U apXMBUPOBAHME KIIMEHTCKMX
OaHHbIX. Cnefynte MHCTPYKLUMAM B pasgene “lNnaHMpoBaHuMe onepaunin pe3sepBHOro KONMpoBaHWs 1
apxusupoaHuma” Ha cTp. 100.

4. Y1obbl NO3BONUTb KJIMEHTY COEANHATLCS C CEPBEPOM, 3aPErncTpupynTe KNMeHT. CnepyiTte
WHCTPYKLMAM B pa3pene “Pervctpaums knmeHToB” Ha cTp. 101.

5. Ytobbl HauaThb 3aLMLLaTb KIIMEHTCKUI yY3en, yCTAHOBUTE U CKOH(UTYpUpynTe BbiIbpaHHY NporpaMmy

Ha KNMEHTCKOM y3ne. CnefynTe MHCTPYKLMAM B pasfene “YcTaHOBKa M HACTPOMKa KMEHTOB” Ha CTp.
102.

Bbi60op nporpaMMHoOro o6ecnevyeHusa KIMeHTa U NJlaHMpPoBaHUe YCTAHOBKM

[na pasHbIX TUMNOB AaHHbIX TPebyoTca pasHblie TUMbl 3aWwunTbl. ONpenennTe, KaKoi TUN AaHHbIX BaM
HY>KHO 3alUMLATb, U BbiGepUTe COOTBETCTBYIOLLYIO NPOrpaMMmy.

06 sTou 3apaue

MpennoyTuTeNibHas NPaKTMKa 3aK/104YaeTcs B TOM, YTOObI YCTAHOBUTL KIIMEHT pe3epBHOIr0 KONMPOBaHMS
N apXMBUPOBAHUS HA BCEX KITMEHTCKUX y3nax - TOFAa Bbl CMOXETe CKOH(UIypupoBaTb W 3anyCTUTb
LEMOH MPUEMHUK K/IMEHTA Ha KNMEHTCKOM y3ne. NpueMHUK KnmeHTa paspaboTaH ons addekTuBHoro
BbIMOJTHEHNA 3aNJTaHNPOBAHHbIX onepau.mﬁ.

MPUEMHMK KNNEHTA BbINOJIHAET pacnucaHmsa Ans Cnefyrowmx NPOAYKTOB: KIIMEHT Pe3epBHOro
KOMMpOoBaHMa 1 apxmBupoBaHus, IBM Spectrum Protect for Databases, IBM Spectrum Protect for
Enterprise Resource Planning, IBM Spectrum Protect for Mail n IBM Spectrum Protect for Virtual
Environments. Mpu ycTaHOBKE NPOAYKTA, A1 KOTOPOro NPUEMHWK KIIMEHTA HE BbINOIHAET PacnmcaHus,
Bbl LLO/XHbI Cef0BaTh MHCTPYKLMSAM NO KOHGUTYPUPOBAHUIO B OKYMEHTAaL MM N0 NPOAYKTY, UTObbI
MOHO B6b110 BbINOMHATH 3aMn/laHMPOBAHHbIE ONEepPaLLUN.

Mpouenypa

B 3aBMCUMOCTW OT BalLMX Lienen Bbl6epl/ITe NpPoAYKTbIl, KOTOPblE HYXXHO YCTaHOBUTb, M O3HAKOMbTECb C
NMHCTPYKLUMAMU NO YCTAaHOBKE.

CoseT: Ecnu Bbl ycTaHOBUTE NPOrpamMMy-KJIMEHT ceinvac, Bbl, Mpexae YemM CMOXeTe UCMNOSb30BaTh
KITUEHT, TaK»e O0MKHbl byaeTe BbINOMHUTb 3a4a4M N0 KOHMUIYPUPOBAHUNIO KNMEHTA, ONUCaHHbIe B
pasgene “YcTtaHOBKa M HACTpoOMKa kKnmMeHToB” Ha cTp. 102,

Lenb MpoayKT u onucaHue MHCTpYKLUMM NO yCTAHOBKE

3awnTute hann- | KnmeHT pe3epBHOro KONMpoBaHUs U1 . Tpe6oBaHWs K Cpese KnveHTa

cepBep unn apXMBUPOBaHWS MPOU3BOAUT pPe3epBHOE v

pabouyto KOMMPOBaHWE 1 apXMBMpPOBaHMe hansios u CTaHOBWTb KITMEHTOB pe3epBH°L°NIX
CTaHUMIO KaTasoros c hann-cepsepoB 1 paboumx KOMNPOBAHWA M apXNBMPOBAHNS v

CTaHUuUM B CUCTEMY XpaHeHud. Bbl Takxe Linux

MOXeTe BOCCTaHaBAMBATb M Noy4vaTb - MNepBag ycTaHoBKa knneHTa Windows
BEPCUM pe3epBHbIX KOMWUIA N apXUBHblE
Konuu hannos.
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Uenb MpoayKT u onucaHue MHCTpyKuUM No ycTaHOBKe
3awmnTuTb IBM Spectrum Protect Snapshot « YcTaHoBka 1 obHoBneHue ang UNIX u Linux
NPUIOXEHUS C 3almLLaeT faHHble C UCMONb30BaHMEM
NCMNONb30BaHWe | MHTErpMPOBAHHOIO Pe3epPBHOr0 * YcTaHoBKa v obHoenerve ang VMware
M pe3epBHOro KOMMPOBAHMSA CHUMKOB 1 BO3MOXHOCTeln |+ YcTaHoBka 1 obHoBneHue ans Windows
KONUPOBaHUS BOCCTAHOBJIEHMS C y4€TOM UH(hOpMaLUK O
CHVMMKOB U NPUIoXeHMaX. Bbl MOXeTe 3alnNTUTb
BO3MOXHOCTEN | AaHHble, KOTOPbIE XPaHATCS B
BOCCTaHOBNeHUsa | npunoxeHusax IBM nporpammHoe

obecneyeHune ba3 gaHHbix Db2 1 SAP,

Oracle, Microsoft Exchange n Microsoft

SQL Server.
3awnTuTs IBM Spectrum Protect for Mail: Data - YcraHoBka Data Protection for IBM Domino B
npunoxerne Protection for IBM Domino . cucteme UNIX, AIX unm Linux (V7.1.0)
3NIEKTPOHHOWN aBTOMATM3MpPYeT 3aWMTY OaHHbIX, 4TOObI . .
noyTbl Ha pe3epBHOE KONMMPOBaHMWE BbINOJIHANOCH ) yCTaHOBKa.Data Protection for IBM Bomino &
cepsepe IBM 6e3 3aBeplueHus pabotbl cepeepoB IBM cucteme Windows (v7.1.0)
Domino Domino.
3awmTnTh IBM Spectrum Protect for Mail: Data YcTaHoBKa, 06HOBMIEHWE 1 MepeHacTponKa
NpUIoXeHne Protection for Microsoft Exchange Server
3NIEKTPOHHOWN aBTOMATM3MpPyeT 3aWMTY OaHHbIX, 4TOObI
noyThbl Ha pe3epBHOE KOMMPOBaHMWE BbIMOMHSAN0Ch
cepsepe 6e3 3aBepLueHnsa paboTbl cepBepoB
Microsoft Microsoft Exchange.
Exchange

3awmnTtnTb H6asy
JaHHbIX Db2

API (application programming interface,
NHTepdenc NPUKNaLHoOro
NporpaMMMpoBaHMNSs) KIIMEHTA Pe3ePBHOro
KOMMPOBaHUS 1 apXMBUPOBAHUSA MOXHO
MCNOnb30BaTb A9 Pe3epPBHOro
KonunpoBaHMsa aaHHbix Db2 Ha cepBep IBM
Spectrum Protect.

YCcTaHOBKAa KJIMEHTOB Pe3epPBHOro
KonupoBaHua u apxmeupoBaHus (UNIX, Linux
n Windows)

3awmntnTb 6asy
haHHbIX IBM
Informix

API knueHTa pe3epBHOro KONMPoOBaHUSA 1
APXMBUPOBAHUS MOXHO MCMNOMNb30BaTh
O pe3epBHOr0 KOMMPOBaHUS AaHHbIX
Informix Ha cepBep IBM Spectrum Protect.

YcTaHOBKa KJIMEHTOB PE3EPBHOI0
KonupoBaHusa 1 apxmuempoBanus (UNIX, Linux
n Windows)

3awnTtnts 6asy
OaHHbIX
Microsoft SQL

IBM Spectrum Protect for Databases: Data
Protection for Microsoft SQL Server
3awmuwaeT gaHHble Microsoft SOL.

YctaHoBka Data Protection for SQL Server B
anpe cepsepa Windows

3awnTtuTs 6asy
JaHHbIX Oracle

IBM Spectrum Protect for Databases: Data
Protection for Oracle 3awuw,aeT paHHble
Oracle.

YcTtaHoBka Data Protection for Oracle

3awmTuTb Cpeay
SAP

IBM Spectrum Protect for Enterprise
Resource Planning: Data Protection for
SAP obecneuynBaeT 3alLUTY, HACTPOEHHYHO
ona cpen SAP. MpoayKT npegHasHaveH
ANs Toro, Ytobbl NOBbIWATL AOCTYMNHOCTb
cepBepoB 6asbl AaHHbIX SAP 1 cokpawatb
pabouyto Harpysky agMUHUCTPUPOBAHUS.

« YctaHoBka Data Protection for SAP for Db2

« YctaHoBka Data Protection for SAP for Oracle
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Uenb MpoaykT u onucaHue WHCTpYKUMM No ycTaHOBKE

3awnTuTh IBM Spectrum Protect for Virtual - YcTaHoBka v o6HoBneHne Data Protection for
BMPTyasibHytO Environments obecneymsaeT 3aLuTy, Microsoft Hyper-V

MalunHy HACTPOEHHYIO AN BUPTYasbHbIX cpep, . VCTaHOBKA U O6HOBEHME

Microsoft Hyper-V n VMware. IBM
Spectrum Protect for Virtual Environments
MOXHO MCMONb30BaTb 4J15 CO34aHUS
MOCTOSIHHbIX MHKPEMEHTHbIX Pe3epPBHbIX
KOMWI, XpaHSALLMXCS Ha
LEeHTpanM3oBaHHOM cepBepe, CO30aHUS
MOMUTUK PE3EPBHONO KOMMPOBaHUS U
BOCCTAHOBJIEHMS BUPTYabHbIX MaLUWH
Unu oTAENbHbIX halinos..

» YCcTaHOBKA K/IMEHTOB pe3epBHOro
KonupoBaHus 1 apxmeuposaHus (UNIX,
Linux n Windows)

JInbo ncnonb3ymnTe KNNEHT pe3ePBHOIO
KOMMPOBaHUS N apXMBUPOBaHNS, YTOObI
NpPoOun3BOAUTbL PE3EPBHOE KOMMPOBaHME U
BOCCTaHOBJIEHWNE NOJIHON BUPTYyasIbHOM
MawwmnHbl VMware nnu Microsoft Hyper-V.
MOXHO TaK)e NPoON3BOANTbL PE3EPBHOE
KOMMpOBaHWe 1 BOCCTaHOBNEeHMe halinoB
NN KaTanoros C BUPTyaslbHON MaLlMHbI
VMware.

CoBeT: YT0b6bl CNONBb30BaTb KMEHT 15 yNpaBieHUsl MPOCTPAHCTBOM, MOXHO YCTaHOBUTbL IBM
Spectrum Protect for Space Management unun IBM Spectrum Protect HSM for Windows.

Kak 3apaTtb ponu pns pesepBHOro KONMPOBaHUSA U APXUBUPOBAHUSA AAHHbIX
KJIMeHTa

Mpexne YyeM Bbl [,obaBUTE KNMEHT, ybeauTech, YTO COOTBETCTBYIOLLME NpaBuUia onpeneneHbl os
noanep XK1 1 apXMBMPOBAHUS KITMEHTCKMX AaHHbIX. B xofe npouecca pernctpaumm KivMeHTa Bbl
HasHayaeTCs KIIMEHTCKMI y3en B JOMEH MOMNTUKK, B KOTOPOM eCTb MpaBuiia, yNpasnsiolLMe TeM, Kak 1
KOrAa NMpoOU3BOAMTCA COXPaHEHME JaHHbIX KIMeHTa.

Mpe>xpe yeM HavaTb
Onpe,u,enMTer, KaK Mpoao/KaTb:

« Ecnu Bbl 3HaKOMbI C NOAINTUKAMU, CKOH(IUITYPUPOBAHHBIMU 471K BALLErO PeLUEHNS, 1 Bbl 3HAETE, YTO OHU
He TpebyloT N3MeHeHM, TO NepexoauTe K wary “lnaHnMpoBaHMe onepaLmii pe3epBHOro0 KONMMPOBaHMS
n apxmBmpoBaHunsa” Ha cTp. 100.

« ECnv Bbl HE 3HAKOMbI C MOIMTUKAMMU, TO BbIMOJIHWTE LWArn B 3TON npouenype.

06 aToii 3apaue

MonuTuKM BAUSIOT Ha TO, Kakol 0b6bem OAaHHbIX XPaHUTCA B TeYeHne Oonroro speMeHum n CKoJbkKo
BpeMeHUN OaHHble COXPaHAKTCA U 6y,EI,YT OOCTYNHblI KNWEHTaM ONA4 BOCCTaHOBJIEHUA. Lna pocTmxeHus
u,ene17| nona 3alnTbl AaHHbIX MOXXHO 06HOBUTb NOJINTUKY MO YMOJTYaHUIO 1 CO340aTb cobCcTBEHHbIE
NONNTUKU. NMonnTrKa BKAKOYAET cnepgywume npasuna:

- Kak u korga npovMsBoguTCs pe3epBHOe KOMMPOBaHMe U apXMBUPOBaHKe (hansioB B CEPBEPHYHO CUCTEMY
XpaHeHwus.

 Yucno konuit haiina v BpemMsa XpaHeHusa KOnuii B cCepBepHON CUCTEME XPaHEHNS.
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B xone npouecca perncrpaumm KimeHTa Bbl HA3HaYaeTCA KJIMEHT B domeH nonuTtuku. NMonnutunka onsd
OTOENTbHOI O KJIMEHTA onpenendaeTcd npaBuyiaMm B 4OMEHE NOJINTUKN, KOTOprVI Ha3HayeH O KnmeHTa. B
AOOMEHeE NOJINTUKN ,EI,eVICTByI-OU.I,VIe npaBnJia HaXooATCA B aKTUBHOM Ha6ope NoOJIUTUK.

Korga KnMeHT KOMMpyeT UK apxmBupyeT tains, daiin npuesa3biBaeTcs K Kaccy ynpasBfieHns B akTUBHOM
Habope NoNUTMK goMeHa NOANTUKN. Kiacc ynpassieHus - 3TO KitoueBoi Habop npasun gns ynpaeneHus
JaHHbIMK KNMeHTa. Onepauumn pe3epBHOIr0 KONMPOBAaHUS 1 apXMBUPOBAHMS HA KITMEHTE UCMOJb3YIOT
HaCTPOVKM B Knacce ynpasfieHns No yMONYaHo JoMeHa NoJIMTUKM, eClv Bbl ajiee He HacTpanBaeTe
NOANTKKY. MNMONUTUKY MOXHO HAaCTPOUTb, 334aB 6osbLLe K/TACCOB YNPaB/ieHNs M HasHAYMB UX
1Crosib3oBaHMe Yepes onuun KmeHTa.

OnuuMK KNMEeHTa MOXHO 334aTb B JIOKaJIbHOM, AOCTYMHOM AJ151 U3SMEHEHUs (haline B CUCTEME K/IMeHTa U B
Habope onumii kKnneHTa Ha cepeepe. Onumm B Habope onuuii KNMeHTa Ha cepBepe MoryT
nepeonpenensTb IOKasbHbIN hai onumMit KNMeHTa UM MoryT 4,o06aBNATb B HEFO OMLUMN.

Mpoueaypa

1. O3HAKOMbTECH C NOJINTUKAMMU, CKOH(MIYPUPOBaHHbIMM 419 Ballero peLleHus - cnenymnTe
MHCTPYKLMAM B pasgene “lpocMoTp nonmTtuk” Ha cTp. 98.

2. YT0b6bI BHECTU HE3HAYMTE/IbHbIE U3MEHEHWS A1 COOTBETCTBUSA TPEOOBAHMSIM XPaHEHUS AaHHbIX,
cnepynTe NHCTPYKLMSAM B pasgene “UsmeHeHne noamTuk” Ha cTp. 99.

3. HeobszaTenbHo: ECnmn Bam Hy»XHO CO34aTb OMEHbI NONIMTUKN UM BHECTU PacLUMPEHHbIE N3MEHEHNS
B NOJINTUKM, YTOObI BbIMONHUTL TPEHOBAHUSA K XpaHEHUIO JaHHbIX, CMOTpUTE pa3aen HacTtporka
NONUTUK.

MpocMoTp NOAUTUK

MpocMoTpUTE NOMNTUKM, YTODbI ONPEeaennTb, He HYXHO JIN UX U3MEHWUTb B COOTBETCTBMM C BalLMMM
TpeboBaHuamu.

Mpouepypa
1. YT10bbl NPOCMOTPETb aKTUBHbIN HABOPOB NONNTUK A1 AOMEHA NONUTUKK, COeNanTe cnenyouwee:

a) Ha ctpaHuue Cny»x6bl B LleHTpe onepaumnii BoibepuTe [OMEH NOUTUKN U WLENTKHUTE Mo
CeepeHua.

b) Ha cTpaHuue CBopKa ANA JOMeHa NOMUTUKM LLEeNKHUTE No BKNaaxke Ha6opbl NOAUTUKM.

CoBeT: YT0b6bI 0651€rUYNTH BO3MOXHOCTb BOCCTAHOBJIEHUS A@aHHbIX MOC/E aTaku nporpamMmmsbl-
BbIMOraTtengd, cne,u,y17|Te MHCTPYKUMNAM HUNXKE!:

« Ybenutecnb, YTO 3HaueHWe B cTonbue PesepBHble KOMUK - 3TO MUHUMYM 2. MpepnoytuTenbHoe
3HaveHue - 3, 4 nnu bonee.

« YbepuTech, YTo 3HaveHne B cTonbue CoxpaHsATb OONONHUTENbHbIE PE3EPBHbIE KOMUM - 3TO
MUHMMYM 14 nHen. MpegnouTtuTensHoe 3HaYeHne pasHo 30 unu 6onee gHAM.

« Ybeautech, 4To 3HaveHue B cTonbue CoxpaHaTb apxmBbl - 3TO MUHUMYM 30 gHeN.
Ecnu nporpamma IBM Spectrum Protect for Space Management yctaHoBneHa Ha KNMeHTe, TO
ybenuTech, UTO co3fgaHa pe3epBHasa KoNus SaHHbIX, Nepes TeM Kak nepemeLatb faHHble. B

koMaHae DEFINE MGMTCLASS vnv UPDATE MGMTCLASS 3apante MIGREQUIRESBKUP=YES.
[anee cnenyinte pyKoBOASLLMM NOACKA3KaM.

2. Ona npocMoTpa 6e3nencTByoWmnX HaboPOB NONUTUKKU ANA AOMEHa NONUTUKM chenanTe cnenytollee:

a) Ha ctpaHuue Ha6opbl nonutuk wenkHute no KoHdurypuposartb. Tenepb MOXHO NPOCMOTPETL U
N3MEHUTb HEAKTMBHbIE HAbOPbI NONUTUKMN.

b) MpoKpyTUTe HeaKTMBHbIe Habopbl MONUTUK, UCMONb3Ya CTpenku Bnepen v Hasaa. Mpu npocMoTpe
HeaKTMBHOro Habopa NoMNTUKN NapaMeTpbl, KOTOPbIE OT/INYAIOT STOT HEAKTUBHbIN HAbop NONUTUK
OT aKTMBHOro Habopa NonuTuK, ByayT BbloENEHbI.
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c) WenkHute no nepekntodaTento KoHdgurypuposatb. Tenepb Habopbl NOAUTUK Bosiblue Heflb3s
N3MEHSITb.

M3MeHeHMe NONIUTUK

Y106l MI3MEHUTL NPABUA, MPUMEHMMbIE K OMEHY MONUTUKU, U3MEHNUTE aKTUBHbIN HABOp NOANTUK As
JOMeHa NoNMTUKM. MOXKHO TaK)Ke aKTMBMPOBATb AJ19 AOMEHA ApYyrovi Habop NoNTUK.

Mpe>xpe yueM HayaTb

M3MeHEHUSA NOAUTUKN MOTyT NOBJINATb Ha XpPaHeHWe OaHHbIX. V6e,EI,MTer, YyTOObI BbI npopoKaeTe
pe3epBHOeE KonMpoBaHWe gaHHbIX, UMer LW X CylecTtBeHHoe 3HavyeHne and Ballemn OopraHunsauunn, yTOObI
MO>HO 6bIN1I0 BOCCTAHOBUTL 3TH OaHHble, eCnn l'lpOI/I3OI;I,EI,eT 6e,EI,CTBl/Ie. Takxe y6e,D,MTer, UTO B BalleMn
cuctemMe 00CTaTo4YHO NPOCTPaHCTBaA XpPaHeEHUA ONA 3arnJilaHNPOBaHHbIX onepau,mﬁ pe3epBHOro
KonnpoBaHU4.

06 aTou 3apaue

Bbl usmMeHsieTe Habop NOMUTUK, USMEHSIS OAUH UM HECKOJIbKO KJ1AacCOB yNpaBfieHusi B Habope NonnTuK.
Ecnu Bbl UISMEHUTE aKTUBHbIV HABOP NONMUTUK, M3MEHEHNS He ByayT AOCTYMHbI KNMEeHTaM, NoKa Bbl He
aKTUBMPYeTe NOBTOPHO Habop NonnTMK. YTobbl caenatb M3MeHeHHbI Habop NOIMTUK SOCTYMHbLIM
K/IMEHTaM, aKTUBMPYNTE HAbOp NONUTUK.

XoT§ o1t AOMeHa NMOMNTUKN MOXHO 334aTb HECKOJIbKO HABOPOB MOMNTUK, aKTUBHBIM MOXKET BbiTb TOJIbKO
oAuH Habop nonuTuk. Mpu akTMBaUUKM Apyroro Habopa NOANTUKN OH 3aMEHSIET aKTUBHbIN B AAHHbIN
MOMEHT Habop NONUTUK.

MpennoyTUTENbHbIM OMbIT ONpPeAeneHus NoIMTUK ONMCaH B pa3aesne HacTporika nonnTuK.

Mpouenypa
1. Ha cTpaHuue Cnyx6bl B LileHTpe onepaunin Bbibepnte AOMEH NONTUKN U LLENKHUTE No CBeaeHus.
2. Ha cTpaHuue CBopKka o5 JoMeHa NoNNTUKN WeNKHUTe No Bkiagke Ha6opbl NONMTUKM.
Ha cTpaHuue Habopbl NOANTUK yKa3aHO MMS aKTUBHOTO Habopa NONUTUKMN 1 NepeYvmncreHbl Bce
Knacchbl ynpaBneHus s aToro Habopa nonnTuk.
3. LLenkHuTe no nepekntoyatento Kondurypuposarb. Habop nonnTuk LoCTyneH ons UsMeHeHus.

4. Y106bl 3MEHUTb HEAKTUBHbIV HAGOP NONUTUK, WENKHMUTE MO CTPesikaM Brepes, v Hasag, YTobbl HakTK
Habop NONUTUK.

5. '3amMeHUTe Habop NOANTUK, BbINONHMB Ntoboe U3 cneayoLlmnx oencTBuii:

onuus OnucaHue
Ho6aebTe knacc a. B Tabnuue Habopbl NoNMTYK WenkHuTe no +Knacc ynpasneHus.
ynpasneHus

b. YTobbl 334aTb NpaBuia AN pesepBHOro KoNMpoBaHUa 1
apXMBMPOBaHNUA AaHHbIX, 3aN0STHUTE NoJiA B OKHe JL06aBUTb KNnacc
ynpaesnieHus.

c. YTob6bl caenaThb Kfacc ynpaBfieHns K1accoM yrnpaB/ieHus no
YyMOJIYaHUt0, BKJIOUUTE NepekstoyaTens Caenatb 3HaUeHUeEM no
YMOJIYQHUIO.

d. WenkHuTe no J,06aBUTb.

Ypanute knacc B cTonbue Knacc ynpaBneHuns wenkHuTe no -.

ynpaenieHus
CoBeT: YT06bl yoanuThb Kfacc ynpasnieHus no yMonvaHuio, HyXHo cHavasna

Ha3Ha4YnTb ,u,pyr017| Knacc ynpaBieHna KJlaCCoM ynpaBneHna no
yMOJl4aHUto.
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onuusa OnucaHue

Caenartb Knacc LLlenkHMTe No paanoKHomnKe B cTonbue 3HayeHne No yMoaYaHuio as

ynpasneHUa KNaccoM | Knacca ynpasneHus.

ynpassiieHus no . o

YMONUaHMIO CoseT: Knaccv: yMpaBNeHua no yMon4aHuio ynpasnset thannamm knneHTa,
ecnun gna anna He HasHayYeH Apyroun Knacc ynpaeneHns nnmn ecnm Knacc
ynpasneHus danna He NoaxoanT oas ynpaeneHus dannom. Ytobebl
ybeaunTbCs B TOM, YTO KNIMEHTbI BCEFAA MOryT NPOM3BOANTL pe3epBHOe
KOMMpOBaHWe 1 apxnBmpoBaHue ansos, BbibepuTe Kiacc ynpasnieHus no
YMOTUYAHUIO U N1 Pe3ePBHOM0 KOMMPOBAaHUS, U /19 apXMBUPOBAHMS
thannos.

N3meHUTb KNacc Y7106bI NIBMEHUTBL CBOWCTBA Klacca ynpaBneHus, obHoBMTe Nons B

ynpaeneHus Tabnuue.

6. HaxkmuTe KHonKy COXpaHUTb.

BHuMaHume: [py akTMBaLMM HOBOro Habopa NOIUTUK MOXKHO NOTEPSATb AaHHble. [laHHble,
3aWMLEeHHble B COOTBETCTBMM C OAHMM HAabopOM MONIUTUK, MOTYT OKa3aTbCs He3alMLLEHHbIMU
C TOYKM 3peHunst Apyroro Habopa nonunTuk. MoaToMy, Npexae YeM aKkTUBMPOBATb Habop
nonnTKK, ybeomTech, UTo pasHMLA Mexay NpeablayLliM HabopoM NoANTUK U HOBbIM HabopoM
MOMINTVK He BbI3OBET NOTEPIO AaHHbIX.

7. Bbibepute AkTUBMpPOBATb. byaeT nokasaHa CBoOAKA pasNMunin Mexany akTMBHbIM HABOPOM NOINTUK U
HOBbIM HabopoM nonuTuk. Ybenmtech, 4TO MUSMEHEHUS B HOBOM Habope MONUTUKM COBMECTUMbI C
BawmnMmM TpeboBaHMAMM K XPaHEHMIO OAHHBIX; AS19 3TOr0 BbIMOSHUTE ClieAyoLLMe Wwaru:

a) MpoBepbTe pasIMuna Mexay COOTBETCTBYIOLLMMM KlaccaMu ynpaBieHms B ABYX Habopax NonnTmk
1 paccMoTpuTe nocneacTems oa ainnos kKaMeHToB. Dalinbl KNMEHTOB, CBA3aHHbIE C K/laccamu
ynpaBfieHns B aKkTMUBHOM Habope NosiMTuUK, byayT CBA3aHbI C K/lacCaMu yNpaB/ieHNsa C TEMU e
“MMeHaMu B HOBOM Habope NosINTUK.

b) Ykaxunte B aKTMBHOM Ha60pe NOJTIMTUKW KJ1aCCbl ynpaBJieHUA, Y KOTOPbIX HET 3KBUBAJIEHTOB B
HOBOM Ha60pe NONNTUKNU, N paCCMOTPUTE nocneacTend and cbaﬂnos KnuneHTa. Pannbl KNMEHTOB,
CBA3aHHbI€ C 3TUMU KNnaCCaMu ynpaBieHus, 6y,u,yT ynpaBiAaTbCA KJIaCCOM yrnpaByieHnd no
YyMOJ14aH1IO B HOBOM Ha6ope NONNTUK.

¢) Ecnu nsmeHeHus, Kotopble JOMKHbI 6bITh peannsoBaHbl HA6OPOM NONNTUKN, ABNAOTCS
LOMNyCTMMbIMU, BbibepuTe nepekntoyaTesb 4 NOHUMal0, YTO 3T 06GHOBJIEHMS MOTYT Bbi3BaTb
noTepio BAHHDbIX U LLENTKHUTE N0 AKTUBUPOBATD.

n.ﬂaHMpOBaHMe Ol'leanMi;I pe3epBHOro KOnnposaHuAa N apxmeupoesaHuda

Mpexae YeM 3aperucTpmpoBaTh HOBbIV KIMEHT Ha cepBepe, ybeauTech, YTo CyLLeCTBYET pacnumcaHue,
nosBosistoLLee yKasaTb, KOrga BbINOJHAKTCA onepauum pesepBHOro KonmMpoBaHusa 1 apxMBupoBaHus. B
npoLecce perucTpaunum MoXHO Ha3HaYUTb pacnmucaHune KINeHTy.

Mpe>xpe yeM HayaTtb
OI'Ipe)J,e)'IVITer, KaK Mpogo/nKaTb:

» Ecnu Bbl 3HAKOMBI C pacnyCaHnaMK, CKOH(MTYPUPOBAHHbIMY AJ18 BALLEro pelleHus], 1 Bbl 3HaeTe, YTo
OHW He TpebyloT M3MEHeHN, To NepexoauTe K wary “Pernctpauns knveHToB” Ha cTp. 101,

« Ecnu Bbl HE 3HAKOMbI C pacnmcaHnamMm nnm pacnmncaHma Hy>XHO USMEHUTb, BbINONMHUTE Warun B 3TOM
npoueaype.

06 aTOoM 3apaue

Kak npaswuno, onepaunn pe3epBHOro KonmpoBaHna gna BCeX KJIMEHTOB A0J1XKHbl BbINMOJIHATbCA
exepnHeBHO. CnnaHupyinte paboyyto HarpysKy KiMeHTa u cepeepa, Ytobbl obecnevunTb HanBbLICLLYHO
npon3sBogonTesibHOCTb ONid Ballen cpenbl XpaHeHUd. YT06bI N36EXKaTh nepeKkpbiBaHNA onepau,vl17| KNMNEeHTa
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¥ cepBepa, PaCCMOTPUTE BO3MOXKHOCTb 3aM/aHMpPOBaTb BbIMOJIHEHNE OMnepaLuii pe3sepBHOro
KOMMPOBAHWS 1 apXMBUPOBaHUS K/IMEHTa Mo HouyaM. Ecnn onepauun KnveHTa u cepeepa byayT
nepeKpbIBaTbCS UK Anst X 06paboTKK He BbIAEeNST 4OCTaTOYHO BPEMEHM Y PECYPCOB, TO Bbl MOXKeTe
CTONKHYTbCS CO CHUKEHNEM MPOU3BOAUTENIbHOCTU CUCTEMbI, HEYAAYHbIM 3aBEPLLUEHMEM ONepaL i 1
ApyruMu npobnemMamu.

Mpouepypa

1. MNpoBepbTe AOCTYMNHbIE pacnMcaHus, yCTaHOBUB yKa3aTeb Mblln Ha KNneHTbl B CTPOKE MEHI0
LeHTpa onepauui. LLlenkHuTe no PacnucaHums.

2. HeobsizatenbHo: VIsmeHnTe nnn cosgante pacnucaHve, BbINONHWB CeayoLwwme waru:

onuus OnucaHue
N3meHeHue a. B npencrtaeneHnn PacnucaHua BbibepuTe pacnncaHme u WenkHuTe no
pacnucaHusa CBepeHus.

b. Ha cTpaHuue CBegeHUs 0 pacnMCaHUM NPOCMOTPUTE CBEAEHWS, WENKHYB
Mo CMHMM CTpesIKaM B Havasne CTPOK.

c. U3ameHUTe napameTpbl B pacnnucaHnum u Haxxmumte Ha CoXxpaHUTb.

CospaHue B npegcrtasneHnn PacnucaHus WwenkHTe no +PacnucaHue v BbINMOJHUTE Warn
pacnucaHusa Nno CoO30aHNI0 pacnncaHnA.

3. HeobasaTenbHo: YTo6bl CKOHMMIYpMpPOBaTb NapaMeTpbl pacnucaHns, KOTopble He BUAHbI B
KOMMoHeHTe LieHTp onepaumii, MCNonb3yiTe cepBepHyo KoMaHay. Hanpumep, Bbl MOXeTe cUecTb
LenecoobpasHbiM 3anaHMpoBaTh ONepaLLMIo KIMEHTA, KOTOPAs CO34aeT Pe3EPBHYHO KOMULO
onpeneneHHOro Katasiora 1 HasHavaeT 419 Hero Kjacc ynpasneHus, OTIMYaloLLmMiics oT Kacca
yrnpaB/ieHNsa Mo YyMoJTYaHUIo.

a) Ha cTpaHuue 0630p B KOMMNOHEHTe LleHTp onepauuii ycTaHOBUTE yKasaTe b MbIlWM Ha 3HAY0K
napameTpos ¥ wenkHute no MocTpouTenb KOMaHA,

b) Beegute komaHay DEFINE SCHEDULE, utobbl co3gaTb pacnucanue, unm komaHoy UPDATE
SCHEDULE, 4Tobbl n3MEHUTb pacnucaHune. [JoNonHUTENbHblE CBELAEHUS O KOMaHLAX CMOTPUTE B
pasgenax DEFINE SCHEDULE (3apgaTb 3anfiaHMpoBaHHoe 3agaHune knmeHTta) nnu UPDATE
SCHEDULE (M3MeHUTb 3annaHMpoBaHHOe 3aaHne KneHTa).

MHdopmaumsa, cBa3aHHasA ¢ faHHOM
HacTporika pacnucaHmsa oia exxegHeBHbIX onepaLni

PerMCTanMFI KJINeHTOB

3aperucTpupynTe KNMeHT, 4Tobbl ybeanTbCs, YTO OH MOXET COEAUHUTBLCS C CEPBEPOM, a CEPBEP MOXKET
3aLlNTUTb OaHHbIE KNMEeHTa.

Mpe>xpe yeM HayaTtb

V3Hal7ITe, HYXEeH NN KNNeHTY ID aAMUNHUCTPATOpPa C npaBaMu Bnaaesibua KnneHTa B KIIMEHTCKOM Yy3J1e.
YT106bl Y3HATB, KaKMM KnueHTaM TpebyeTca ID agMuHMCTpaTopa, cMoTpuTe nybnukauuto technote
7048963.

OrpaHuueHue: [115 KNMEHTOB HEKOTOPbIX TUNOB TpebyeTca coBnageHne MMeHW KIIMEHTCKOro y3na u ID
agMuHMCTpaTopa. 3TUX KIIMEHTOB HEBO3MOXHO ayTEHTU(MLMPOBATE C MoMoLLbto MeToga Lightweight
Directory Access Protocol (LDAP), BHegpeHHoro B Bepcun 7.1.7. MoapobHyto nHdopMaumio 06 aTom
MeTo4e ayTeHTUdUKaLUN, KOTOPbIN MHOMAA Ha3blBaeTCA MHTEMPUPOBAHHBIM PEXWUMOM, CMOTPUTE B
LOKyMeHTe AyTeHTudrKaunsa noab3oBaTesien ¢ ucnonb3oBaHneM basbl gaHHbIX Active Directory.

Mpoueaypa

Y7066l 3aperncTpnpoBaThb KANEHT, BbINOSHUTE OOHO U3 CNeAYOWMX LeNCTBUIA:
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_schedule_client_define.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_schedule_client_update.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_schedule_client_update.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/t_srv_tuning_daily.html
http://www.ibm.com/support/docview.wss?uid=swg27048963
http://www.ibm.com/support/docview.wss?uid=swg27048963
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_ad_auth_cfg_ovr.html

« Ecnu knuenTy Tpebyetca ID agMuHMUCTpaTOPa, TO 3aPErNCTPUPYITE KITMEHT C MOMOLLLbH KOMaHAbI
REGISTER NODE v 3agaiite napametp USERID:

register node umsa_ysna naposne userid=umsa_ysna

rOe uUMs_y3/a - 3TO UMS y3/1a U Naposib - 3TO Naposb y3na. [JonosHuTeNbHblE CBEAEHUS CMOTPUTE B
pasgene PerncTpaums ysna.

« Ecnu knneHTy TpebyeTtcs ID agMMHUCTpATOpa, TO 3apPerncTpupynTe KIIMEHT C NMOMOLLbIO MacTepa
nobaBneHus knveHTa LieHTpa onepauuin. BeinonHWTe cnenyowme waru:

a. B cTpoke MeHo komnoHeHTa LleHTp onepauunin Boibepnte KnueHTbl.
b. B Tabnuue KnmeHTbl WeNKHUTE No + KnueHT.
c. BoinonHuTe warun B mactepe [,06aBUTb KNNEHT:
i) YKaXkute, uTo N36bITOUHbIE AAaHHbIE MOXHO YCTPAHMTb KaK Ha KIMEeHTe, TaK U Ha cepBepe.
Bbibepute nepekntoyatens Bknountb B 0bnactu Jenynnmkauns GaHHbIX HA CTOPOHE KIMEHTA.
ii) B okHe KoHdhurypauusa ckonupyinte sHavyeHnss TCPSERVERADDRESS, TCPPORT, NODENAME, v
DEDUPLICATION.

CogeT: 3anuiumTe 3HaYeHUs ONLUMIA U COXPAHWUTE UX B HAAEKHOM MecTe. 10 3aBepLUeHum
PervcTpaLmmn KIMeHTa u yCTaHOBKM NPOrpaMMbl Ha KIIMEHTCKOM y3J1e UCMOJIb3yhTe 3HaUeHUs
L7191 KOH(OUTYPUPOBaHUS KITMEHTA.

iii) CnepynTe MHCTPYKLMSAM B MacTepe, 4Tobbl 3a0aTb LOMEH MONUTUKN, pacnmcaHne un Habop
onuun.
iv) YkaxuTe, Kak Ans knmeHTa byayT nokasaHbl puckuy, 3aaas napameTp Mog yrpo3oi.

V) WenkHuTe no JLo6aBUTb KUEHT.

MHdopMmaumsa, cBa3aHHasA ¢ JaHHOM
Onumsa Tcpserveraddress

Onuusa Tcpport

Onuua Nodename

Onuma genynanKaumnm

YcTaHOBKA U HACTPOMKA KJINEHTOB

YTo6bl HaUaTb 3aWMLWATL KIIMEHTCKMWI y3es1, HYXKHO YCTaHOBUTb M CKOH(UIYPUPOBaTh BbiOpaHHY0
nporpammy.

Mpoueaypa
Ecnu Bbl yxe yCTaHOBMAW NPOrpamMMmy, TO HaYHUTe ¢ wara “2” Ha cTp. 103.
1. BbINOSHWUTE OLHO U3 CNeayoLLMX AeNCTBUIA.

* YT0b6bI YCTAHOBWUTb NpOorpaMmy B NpuUnoXxXeHnnm nnnm Ha KJIMEHTCKOM y3/1e, BbIMOJTHUTE NHCTPYKLUN.

Mporpamma CcblnKa Ha UHCTPYKLUUK
KnneHT pesepsHoro — YCTaHOBUTb KJIMEHTOB PE3EPBHOM0 KOMMPOBAaHMS 1
KONnpoBaHua v apxmsuposaHus UNIX v Linux

apxmsuposaHusa IBM

Spectrum Protect — [epBas yctaHoBKa KnveHTa Windows

CoBeT: MOXHO Tak)xe 06HOBUTb CyLLECTBYHOLLME KINEHTbI MPK
nomMowm LleHTpa onepauunin. MUHCTpyKUUmM cMOTpUTe B pasaere
MnaHvpoBaHve 06HOBNEHWI KIIMEHTOB.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_node_register.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_tcpserveraddress.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_tcpport.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_nodename.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_dedup.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_deploy_baclient.html

MporpamMma CCbIJIKA HA MHCTPYKLMUK

IBM Spectrum Protect for — YcTaHoBka Data Protection for Oracle
Databases .
— YctaHoBka Data Protection for SQL Server B sape cepBepa
Windows
IBM Spectrum Protect for Mail |_ ycranoska Data Protection for IBM Domino & cucteme UNIX,

AIX vnum Linux (V7.1.0)

— YctaHoBka Data Protection for IBM Domino B cucteme Windows
(V7.1.0)

— YcTtaHoBKa, 06HOBMEHME M NepeHacTponKa

IBM Spectrum Protect — YcTaHoBKa 1 06HoBneHue ons UNIX u Linux
Snapshot

— YcTaHoBKa 1 o6bHoBNeHne gna VMware

— YcTaHoBKa 1 obHoBneHne gna Windows

IBM Spectrum Protect for - - YcraHoBka Data Protection for SAP for Db2
Enterprise Resource Planning

— YctaHoBka Data Protection for SAP for Oracle

« Y106bI yCTAHOBUTH MPOrpamMMy Ha KIIMEHTCKOM y3/e BUPTYalbHOW MallWUHBbI, BbIMONHUTE
WHCTPYKLMM 015 BbIBpaHHOro TMna pe3epBHOro KoNmpoBaHus.

Tun pesepBHOro CcblIKa Ha UHCTPYKLMU
KOMUPOBaHUSA
Ecnv bl cobupaeTech — YCTaHOBWTb KJIMEHTOB Pe3ePBHOI0 KOMMPOBaHMS 1

co30aBaTb MNOJIHble pe3epBHbIe apxueupoBaHus UNIX u Linux
konuu VMware BupTyanbHbIX

MallWH, YCTaHOBUTE U
CKOH(UTYPUPYNTE KINEHT
pe3epBHOro KONMPOBaHUSA U
apxusupoBaHug IBM Spectrum

— [MepBasa ycTtaHoBKa knneHTa Windows

Protect.

Ecnv bl cobupaeTech - 3awumTa gaHHbIx Ana VMware

YyCTaHOBUTb NOCTOSAHHbIE )
MOMHble pe3epBHble KOMUM Cosert: lporpammy gns IBM Spectrum Protect for Virtual
BUPTYasIbHbIX MaLUVH, Environments n Ana knneHTa pe3epBHOro KONUMPOBaHUS U
yCTaHOBUTE W apXMBMPOBaHNA MOXHO MOMYYNTb B NakeTe yctaHoBKKu IBM
CKOHUrypupyiiTe IBM Spectrum Protect for Virtual Environments.

Spectrum Protect for Virtual
Environments v KnneHT
pe3epBHOro KONMPOBAHNUS U
aApPXMBUPOBAHMNS HA OLHOM U
TOM e KJIMEHTCKOM y3Jie unu
Ha pasHbIX KIMEHTCKMX y3ax.

2. YT06bl paspeLllmnTb KIMEHTY COEOUHATLCS C CepBepoM, fobaBbTe MM 06HOBUTE 3HAUYEHNS OMNLUIA
TCPSERVERADDRESS, TCPPORT 11 NODENAME B channe onuuni knveHTa. icnonb3yinTe 3HaueHus,
3anuncaHHble Npu perncTpaumm KnvenTa (pasgen “Permctpaumsa knneHtos” Ha cTp. 101).

« Ecnu knneHTbl ycTaHOB/EHBI B onepaunoHHon cucteme AIX, Linux unm Mac OS X, pobaBbTe
3Ha4YeHUs B hans CUCTEMHbBIX OMNUUIA KNMEHTa, dsm. sys.

« ECnu KNMEeHTbI yCTAHOBEHBI B onepaunoHHoi cucteme Windows, nobaBbTe 3HaueHUs B dhais
dsm.opt.

Mo ymonuaHuio, (baVlJ'Ibl ONuMIN HaxoJATCsa B KaTasnore YCTaHOBKMW.
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http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.db2/t_dperp_d_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.orc/t_dperp_o_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.11/ve.user/vmware_container_topic.html

3. Ecnu Bbl YCTAHOBWIM KIIMEHT PE3EPBHONO KONMPOBaHUS U apXMBMPOBAHUSI B ONEPALLMOHHONM CUCTEME
Linux nunn Windows, To ycTtaHoBuUTe cnyxba ynpaBneHus KIMeHTaMun Ha knueHTe. CnegynTte
MHCTPYKLMAM B pasgene “YcTaHoBKa Ciyxbbl ynpaBieHus KnneHToM” Ha cTp. 61.

4. CKOHMIypupymnTe KNNEHT OJ15 BbIMOMHEHMS 3anlaHMPOBaHHbIX onepauui. Cnenynte MHCTPYKUUSM B

~ 93

paspene “KoHdumrypupoBaHue KNvMeHTa A5 BbINOJIHEHUS 3annaHMpPoBaHHbIX onepaunn” Ha cTp. 104.

5. Heobs3aTenbHO: CKOH(MIypupymTe cBS3b Yepes bpaHgmayap. CnenynTte MHCTPYKLNSM B
paspene “KoHthurypmpoBaHue B3aMMOOENCTBUI MEXAY KTMEHTOM 1 cepBEePOM Yepes bpaHamayap”
Ha cTp. 106.

6. 3anycTuTe TECTOBOE pe3epBHOE KOMMPOBaHWe, UTOBbl NPOBEPUTD, 3aLLMLLEHBI N AaHHbIE, KaK Bbl
nAaHMpPOBaN.

Hanpumep, ong KineHTa pe3epBHOro KOMMPOBaHUA N apXMBUPOBAHWS BbIMOJIHUTE Clefytolme waru:

a) BoibepuTe Ha cTpaHuLue KnueHTbl KOMNoHeHTa LLeHTp onepaumii KNMeHT, 41 KOTOPOro Bbl XOTUTE
BbINO/HNTb Pe3epPBHOE KOMUPOBaHMe, U LeNKHUTe No Pe3epBHOe KonupoBaHue.

b) YbeauTech, UTO pe3epBHOE KONMMPOBAHMWE BbINOJIHEHO YCMELLHO 1 YTO HET HU NPeaynpexneHnin, Hu
coobuieHnn 06 ownbkax.

7. CnenuTe 3a pesynbTaTaMy 3anjaHMPOBaHHbIX Onepauuii KiineHTa B KOMMNoHeHTe LleHTp onepauui,

JanbHeuwune nencreus
YT106bl UI3MEHUTL HAbOp 0OBHEKTOB ANA PE3EPBHOMO KOMUPOBAHUA U3 KNWUEHTA, BbINMOMHUTE UHCTPYKLUN B
pasgene “N3amMeHeHne ob6bema pe3epBHOro KonnpoBaHusa knveHTa” Ha cTp. 110.

KoHdurypupoBaHue KnmMeHTa A BbiNOJIHEHUSA 3aNJIaHUPOBAHHbIX
onepauui

Bbl JOMKHBI CKOHdJl/II'ypl/IpOBaTb M 3anyCTuUTb NJ1AHNPOBLMWK KJIMEHTA Ha KJITMEHTCKOM Yy3J1e.
MNnaHnpoBLLUK KNneHTa obecneunBaeT B3aMmMogencTene MeXxay KIIMEHTOM 1 CepBEPOM, yTObbI MOrNN
BbIMOJIHATBLCS 3anjiaHMpPOBaHHbIe onepaumn. Hanpumep, 3annaHMpoBaHHble onepawmumn 06bIYHO
BKJItOUatOT B cebs pe3epBHOE KONMpoBaHne q)aVIﬂOB C KJIMEHTA.

06 3Tou 3apaue

MpeanoYTUTENbHbLIN METOL, 3aKNH4YaeTCs B TOM, UTOObI YCTAHOBUTb KIIMEHT PE3EPBHOr0 KOMMPOBaHUS U
apPXMBUPOBAHUNS Ha BCEX KITMEHTCKMX y3/1ax - TOrga Bbl CMOXeTe CKOH(UIYypMpoBaTh M 3anyCTUTb
NPWEMHMK KIIMEHTA Ha KITMEHTCKOM y3rnie. [pueMHUK KnrveHTa paspaboTaH ans apheKTMBHOIro
BbINOJIHEHUS 3aNNaHMPOBaHHbIX ONepaunin. NMpPUeMHMNK KNMEHTa ynpaBnseT NIaHUPOBLLUMKOM KITMEHTA,
yTOb6bI NNAHMPOBLLMK 3anycKascs, ToNbKo Korga ato Tpebyetcs:

« Korga HacTynuno Bpems 3anpocuTb CepBep O CliedyioLel 3aniaHnpoBaHHO onepawumm
« Korpga HacTynuno Bpems 3anyCcTUTb CNeaytoLLyto 3aniaHnpoBaHHy0 onepauuio

Mlcnonb3ys NpMeMHUK KJIMEHTA, Bbl MOXETE COKPATUTb YMUCNO0 HOHOBbIX MPOLECCOB Ha KIMEeHTe 1 MoMOoYb
nsbexaTb NPO6NEM coXpaHeHNa NaMATy.

MMpUEMHUK KNMEeHTa BbINOAHAET pacnucaHusa ANg cnegyowmnx NnpoayKTOB: KIIMEHT Pe3epBHOro
KOMMPOBaHUA 1 apxmBmpoBaHus, IBM Spectrum Protect for Databases, IBM Spectrum Protect for
Enterprise Resource Planning, IBM Spectrum Protect for Mail n IBM Spectrum Protect for Virtual
Environments. MNpu ycTaHOBKe NpoayKTa, A1 KOTOPOro MPUEMHUK KIIMEHTA He BbINOMIHAET pacnmcaHums,
cnepyvTe MHCTPYKLUMSAM MO KOH(MUIYPUPOBaHUIO B LOKYMEHTALMM NO MPOAYKTY, YTOObI MOXHO Bbl10
BbIMNOAHATL 3anaHNPOBaHHbIE onepaumun.

Ecnu Ha BaweMm npegnpusaTum Ncnosib3yeTcs CTOpOHHMVI MHCTPYMEHT NJIaHNpPOBaHNA B Ka4eCTBe
CTaH,D,apTHOVI NPaKTUKN, MOXXHO MCMNONb30BaTb 3TOT MHCTPYMEHT MNJ1aHNPOBAHUA KaK aJibTEPHATUBY
NPUEMHUKY KMEHTOB. Kak npaBunio, CTOPOHHNE WHCTPYMEHTbI NJIaHMPOBaHUS 3aMyCKakT NporpaMmmbl-
KJIMEeHTbl HaNpAaAMYyto, MCNOoNb3yda KOMaHbl OﬂepaLLI/IOHHOIZ cucteMsl. Ytobbl CKOHq)I/IprVIpOBaTb
CTOpOHHMl‘/lI MHCTPYMEHT NJIaHNPOBaHNA, CMOTPUTE OOKYMEHTAL MO MO NPOAOYKTY.
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Mpouenypa

YT10bbI CKOHd)I/IprVIpOBaTb N 3anyCTUTb NMNJIAHNPOBLUK KNTNEeHTa C MCMOJIb30OBaHNEM MNPUEMHUKA KITMEHTA,
cneu,yVlTe MHCTPYKUMAM ONd OﬂepaLlMOHHOVI CUCTEMbI, YCTaHOBJ'IeHHOlZ Ha KJINEHTCKOM y3ne:

AIX u Oracle Solaris

a. B rpadimueckom nonb3oBaTENbCKOM MHTEpPdENCe KIMEHTA pe3epPBHO0 KOMMPOBaHUS U
apxmBupoBaHus BoibepnTe U3MeHUTb > NMpeanouTeHns KAneHTa.

b. LLlenkHUTe no Bknagke Be6-KJAUEHT.

c. B none Onuuun ynpaensieMbiX cnymG wenkH1Te no PacnucaHue. Ecnu Bbl TakXe XoTUTe, UTOObI
NPUEMHUK KJTMEHTa ynpaBnan Beb-KNMeHTOM, WwenkHuTe no onuunn U To, n apyroe.

d. YTobbl y6eANTLCS, YTO NNAHNPOBLLUK MOXET 3anycTutbcs 6e3 yuyacTus onepaTtopa, 3aganTe ons
onunn passwordaccess B hanne dsm. sys 3HaveHne generate.

e. Ytobnbl COXPaHNTb Naposib KNNEHTCKOrO y3/a, BBeguTe cnenyrwyo KOoMaHay U yKaXnTe naposib
KNMNEHTCKOrO y3/1a, KOorga BaM 3To nNpensioxart:
dsmc query sess
f. 3anycTuTe NnpMeMHUK KNMeHTa, BBEAS B KOMaHLHOW CTPOKe ClefyoLLyo KOMaHay:

/usxr/bin/dsmcad

g. YT100Obl BKNHOUYNTL aBTOMATUUYECKUN 3anyCK npueMHuKa KnneHTa nocrie nepesanycka CUCTeMbl,
nobasbTe B (hain 3anycka cuctemsbl (06b1vHO, /etc/inittab) cneaytolyto sanuce:

tsm::once:/usr/bin/dsmcad > /dev/null 2>&1 # [Jemon Client Acceptor

Linux

a. B rpacimueckom nonb3oBaTENbCKOM MHTEPENCE KIMEHTA Pe3ePBHOM0 KOMMPOBaHUS U
apxmBupoBaHus BoibepnTe U3MeHUTb > NMpeanouTeHns KAneHTa.

b. LLlenkHUTe no Bknagke Be6-KJAUEHT.

c. B none Onuuun ynpaensieMbliX cnymG wenkH1Te no PacnucaHue. Ecnu Bbl TakXe XoTUTe, UTOObI
NPUEMHUK KJTMEHTa ynpaBnan Beb-KNMeHTOM, WwenkHuTe no onuunn U To, n apyroe.

d. YTobbl y6eaANTLCS, YTO NNAHMPOBLLUK MOXET 3anycTutbcs 6e3 yuacTus onepaTtopa, 3aganTe ons
onunn passwordaccess B hanne dsm. sys 3HaveHue generate.

e. Ytobnl COXPaHNTb Naposib KNNEHTCKOrO y3/a, BBeguTe cnenyrlyo KOMaHay U yKaXnTe naposib
KNMNEHTCKOrO y3/ia, KOorga BaM 3To nNpenysioxart:

dsmc query sess

f. 3anycTuTe NpUeMHUK KNNeHTa, BOMAsa B cuctemy oT uMeHu ID nonb3oBaTtens root v BBegs
CNnefyoLLy0 KOMaHy:

service dsmcad start

g. YT100Obl BKNOUYNTb aBTOMATUUYECKUI 3anyCcK npueMHuKa KnneHTa nocrie nepesanycka CUCTeMbl,
nobasbTe cnyxby, BBeAs B KOMaHAHOM CTPOKe 060/10UKM CeayoLLy0 KOMaHay:

# chkconfig --add dsmcad

MAC 0S X

a. B rpacimueckom nonb3oBaTENbCKOM MHTEPENCE KIMEHTA Pe3ePBHOM0 KOMMPOBaHUS U
apxvmBupoBaHus BoibepnTe U3MeHUTb > NMpeanouTeHns KAneHTa.

b. YTobbl NNaHMpOBLLMK MOr 3anyckaTbcs 6e3 yyacTus onepaTopa, WenkHUTe no ABTopu3anus,
BblbepuTe FeHepupoBaHue naponau LenkHuTe no NpuMeHUTD.

. YTobbl yKasaTtb, Kak OCyLLEeCTBASETCS ynpaBneHue cnyxbamu, wenkHnuTe no Be6-knueHT,
BblbepnTe PacnucaHue, wenkHute no NMNpumeHutb 1 Bbibepnte OK.
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d. YT0bbI CreHeprpoBaHHbIV Naposib 6bil COXpPaHEH, Nepe3anycTuTe KIIMEHT Pe3epBHOro
KOMWPOBaHNSA M apXMBUPOBAHMUSI.

e. Micnonb3ynTte ong sanycka npueMHuKa KaveHTa npunoxeHue MHcTpymeHTsl IBM Spectrum
Protect ona agMnMHMCTPaTOpOB.
Windows

a. B rpacinmueckom nonb3oBaTENbCKOM MHTEPENCE KTMEHTA PE3EPBHOM0 KOMMPOBaHUS U
apxvBMpOBaHUsA BbibepnTe YTUAUTBI > MacTep HacTpoiku > MoMoub MHe CKOH(hUrypupoBaTtb
MnaHupoBWUK KNueHTa. LLenkHnte no Nanee.

b. MpouTnTe MHGopPMaLMM Ha CTpaHMLLE MAcTepa MJIAHUPOBLLMKA M HaXKMUTe [Oanee.

c. Ha cTpaHuue 3apaya NNaHUPOBLLUKA BbibepnTe YCTAHOBUTb HOBbI UM JONONTHUTENbHbIM
NJaHUPOBLMK 1 HaXxxMuTe Janee.

d. Ha cTpaHuue UMa n pacnonoxkeHue NIaHNPOBLLMKA 3a8aMTe MMa ans nobasnsemoro
NnnaHWpoBLLMKa kNneHTa. 3aTeM BbibepuTe Ucnonb3oBaThb Client Acceptor Daemon (CAD), uTo6bl
yNpaBnsiTh NIaHMPOBLUMKOM, K HAXXMUTe [danee.

e. BBeguTe MMa, KOTOPOE Bbl XOTUTE MNPUCBOMTL 3TOMY NPUEMHUKY KJIMEHTA. MIMS MO yMOnYaHuto -
Client Acceptor. LLlenkHuTe no Oanee.

f. BbINoNIHWUTE KOHUIYypMpOBaHMe, BbIMOMHAS Wark B MacTepe.

g. ObHoBUTE (haln onunin kKnueHTa, dsm.opt, 1 3apanTe gns onunm passwordaccess 3HayeHne
generate.

h. YTo6bl COXpaHWUTb Naposib KIIMEHTCKOro y3Na, BBEAUTE B KOMaHOHOW CTPOKe CleayoLLyto
KoMaHay:

dsmc query sess

Korga Bam 310 npennoxat, BBeanTe Naposib KJIMEHTCKOro ysna.

. 3anyctute cnyxby npueMHmuKa KnneHTa 13 naHenv YnpaeneHue cnyxb6amu. Hanpumep, ecnu Bbl
MCnosb30Banu UMs no ymonuvaHuto, sanyctmute Cnyxba Client Acceptor. He 3anyckanTe cnyxby
NIaHUPOBLLMKA, 3a4aHHYI0 BaMM Ha CTpaHuue UMAa n MecToOHaXoXXaeHUe NJIaHUPOBLLUKA.
Cny»x6a nnaHMpoBLLMKA aBTOMATUYECKM 3aMycKaeTcs U OCTaHaBMBaeTCs cnyxbol npneMHmKa
KJIMeHTa no mepe HeobxoaMMoCTH.

KoHdurypupoBaHue B3aumMoaecTBUii MeXXAy KJIMEHTOM U cepBepoM uepes
6paHgMayap

Ecnu KNMeHT OoMXeH CBA3bIBaTbCA C CEpBEPOM Yepe3 bpaHaMayap, HYXHO BKIIOUNTb CBA3b MeXay
K/IMEHTOM 1 CepBepoM Yvepes bpaHamayap.

I'Ipemp,e YyeM HauaTb

Ecnu ons perncrpauumn KNMeHTOB Bbl UCMONb30BaIN MacTep Aob6aBNeHNS KIIMEHTOB, HaNauTe B hanne
OMNUMI KNIMEHTA 3HAYEHMS OMNUMIA, NOSTyYEHHbIE BaMM B X04e 3TOro npouecca. [ns ykasaHns nopTos
MOXHO MCMONb30BaTb 3HAUYEHMS.

06 3Tou 3apaue

A BHuMaHue: He koHurypmpynTe 6paHamayap, MCNonb3ys MeTo, KOTOPbI Mor 6bl Bbi3BaTb

npekpalleHne ceaHcoB, UCMOb3yeMbIX CEPBEPOM MW areHTOM XpaHeHus. MNpekpalleHne
OEeVCTBUTENbHOMO CeaHca MOXET Bbi3BaTb HEMpeaCcKasyeMble NOCAeACTBMS. MoXeT nokasartbcs,
YTO NMPOLLECCHI M CeaHCbl OCTAHOBUINCH M3-3a OWMBOK BBOAA-BbIBOAA. YTOObI MOMOYb MCKHOUNTD
CEaHCbl U3 OrpaHNYEeHNn TanM-ayTa, CKOH(UIYPUPYNTE N3BECTHbIE MOPTbI AN KOMMNOHEHTOB IBM
Spectrum Protect. Y6eguTtecb uto ans cepsepHon onunn KEEPALIVE octanocb 3agaHHbIM
3HaudeHwue no ymonyaHuio YES. 3To nomoxeT BaM ybeguTbCs, UTO CBA3M KJIMEHT/cepBep He
npepbiBaeTca. MHCTPYKLUM OTHOCUTENBLHO TOrO, Kak 3agath onuuto cepeepa KEEPALIVE
cMmoTpuTe B pasgene KEEPALIVE.

106 IBM Spectrum Protect: PykoBoOcTBO N0 ANCKOBOMY PELUEHMIO C OOHOW MIOWanKom


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_opt_server_keepalive.html

Mpouenypa
OTKponTe cneayrowme nopTbl, UTObbl paspelnTb [OCTyN Yepe3 bpaHaMmayap:

MopTt TCP/IP pnst KNueHTa pe3epBHOro KONMPOBAHUA U APXUBUPOBAHUSA, A/MUHUCTPATUBHOIO
KJIMeHTa KOMaHAHOM CTPOKM U NNAHUPOBLLMKA K/TIUEeHTA
3apanTe nopT, ucnonb3ys onuuto tecppoxt B hanne onumii knueHTa. Onumsa tecppoxt B danne
ONuUMIN KNMeHTa JoNXHa coBnapaTb ¢ onuyuert TCPPORT B chanine onumn cepeepa. 3HadeHne no
yMonyaHuto - 1500. Ecnu Bbl pelumTe UCnonib3oBaTb Kakoe-nnbo 3HaueHue, oTanyaroLLeecs ot
3Ha4YeHMs No YMOMYaHUI, 3afanTe YmMcno B gmanasoHe 1024-32767.

Mopt HTTP gnsa BKAOUYEHUS B3aUMOAEUCTBUI MeXKAY Be6-KJIMeHTOM 1 yaaneHHbIMU pabounmu
CTaHUMAMMU
3apanTe nopT gns yoaneHHomn pabouen ctaHumu, 3agas onuunto httpport B anne onuunii knneHTa
ypaneHHon paboyelt cTaHLmMKW,. 3HaveHWe no ymonyanumio - 1581.

MopTbl TCP/IP pnsa ypaneHHoi paboueit CTaHUMU
3HaveHwue no ymosyaHuio paBHo 0 (HOJb); OHO YKasblBaeT, YTo ABa CBOGOAHbIX HOMepa NopToB
CnyyYamHbIM 06pa3oM HasHavaroTCs yaaneHHon paboyer cTaHUUKU. ECnv Bbl HE XOTUTE, YTOBbLI HOMepa
NMOPTOB HasHayanMCb NPOM3BONbHLIM 06pa3oM, 3aaarTe 3HaYeHUs, 3aaaB onunio webpoxts B havine
ONUUI KNMeHTa yaaneHHon pabouen ctaHLMN.

NopTt TCP/IP pna ceaHcOB aAMUHUCTPUPOBAHUSA
3apanTe NOpT, HA KOTOPOM CepBep oxumaaeT TpeboBaHMIM YCTAHOBIEHMS CEaHCOB
aAMUHUCTPATMBHOIO KNMeHTa. 3HaueHMe onuun knmeHTa tepadminpoxt nonxkHo coBnagatb C
onuwnen cepsepa TCPADMINPORT. TakuM cnocobom Bbl CMOXeTe 3alUTUTb aAMUHUCTPATUBHbIE
CeaHCbl B YaCTHOW CETMU.

ynpasneHue onepauuamMm KJIMEHTOB

Bbl MOXeTe OLLeHUTb 1 YCTPaHUTb OLUMBKK, CBA3AHHbIE C KIIMEHTOM Pe3epBHOIro KONMPOBaHUs U
apXMBUPOBAHNA, UCMONb3YsA KOMMNOHEHT LIeHTp onepaLmnii, KOTopbIi NpefocTaBaseT pekoMeHaaumm no
YCTpaHEeHMo OLMBOK. B cnyyae ownboK Ha KJIMeHTax Opyrux TUMNOB BaM crefyeT U3yunTb KypHasbl
OWNBOK Ha KNIMEHTE M 03HAKOMMUTLCA C AOKYMEHTALMEeN No NPoayKTY.

06 aTou 3apave

B HeKoTOpbIX Cy4Yasix OWMOKM KTMEHTOB MOXHO YCTPaHUTb, OCTAHOBUB W Nepe3anycTB NPUeMHUK
KnueHTa. Ecnu knneHTckme y3nbl unun ID agMrMHMUCTpaTOpa OKaxyTcs 3ab/10KMpPOBaHbIl, Bbl CMOXeTe
yCTpaHuUTb Npobnemy, pazbnoknpoBas KNNEHTCKNUIA y3en unmn ID agMuHMCTpaTopa, a 3aTem
nepeycTaHOBMWB NapoJib.

MoapobHbie MHCTPYKLUMK MO BbIIBIEHMIO Y YCTPAHEHUIO OWMOOK KIIMEHTOB CMOTpUTE B pasaese
YcTpaHeHve npobsieM KJIMEeHTOB.

OueHKa oWMBOoK B XXypHanax ownboK KIMeHToB

OWwmbKN KNMEeHTa MOXHO YCTPaHUTb, NOJYYMB PEKOMEHOALMM U3 KOMMNOHeHTa LleHTp onepaumii nunu
NPOCMOTPEB XYpPHanbl OWMOOK Ha KITUEHTE.

Mpe>xpe yeM HavaTtb

YT06bl YCTPAHUTb OWMOKN HA KIMEHTE PEe3ePBHOr0 KOMMPOBaHUS U apXMBMPOBAHMS B ONEpPaLMOHHON
cucteme Linux nnn Windows, ybeguTtech, 4To y Bac ycTaHOBEHa M 3anylleHa cnyxba cnyxba
yMNpaBneHns KNMeHTaMmn. MHCTPYKLUMKM NO YCTAHOBKE CMOTPUTE B pasaene “YcTaHoBKa Cnyxbbl
yrpaBneHns KIMeHToM” Ha cTp. 61. IHCTpYKLMM NO NPOBEPKE YCTAHOBKM CMOTPUTE B

pasgene “lNpoBepKa Toro, NpaBUIbHO I yCTaHOBMIEHA Cnyxba ynpaBieHns KnmeHTammn” Ha cTp. 62.

Mpouepypa

YT06bI AMArHOCTMPOBATbL M YCTPAHUTb OWNOKN KNNEHTA, BbINOJHUTE O4HO M3 Clenyowmx oencTBui:
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« Ecnu cny>+<6a cny>+<6a ynpaBieHna KJIMeHTaMn yCTaHOBJ1IEHA HA KITMEHTCKOM Yy3J1€, BbINOJTHUTE
cnepywuine warnu:

a) Ha cTpaHuue 063opa B KOMMNOHeHTe LieHTp onepauunii wenkHuTe no KnueHTbl 1 BoibepuTe KIMEHT.
b) WenkHuTe no CBepgeHus.
¢) Ha cTpaHuue CBogka KNMEHTA LWeNKHMUTE No BKNaaKe JuarHocTuka.
d) MpouTnTe nonyyeHHble coobLieHns xxypHana.
CoseTbl:

— YT1o6bl NOKa3aTb UM CKPbITb NaHesNb XXypHanbl KNWeHTa, ABaX bl LLENKHUTE N0 CTPOKe
XypHanbl knueHTa.

— YT106bI MU3MEHUTDb pasmep naHenu XXypHarsbl KINMEHTa, WeNKHUTE no cTpoke XXypHanbl KNneHTa 1
nepeTtalnTe ee B Hy>XHOe MNMoJjioXKeHune.

Ecnu Ha cTpaHuue [MarHocTMKa nokasaHbl peKomMeHgaLumm, Bbl6epI/ITe pekoMeHpaumto. B naHenm
XKypHanbl KNMeHTa coobuieHus XYpHana KJIneHTa, C KOTOpPbIMKU CBA3aHbl peKkoMeHaaunu,
BblaeneHbl.

e) Micnonb3yiiTe pekoMeHaaLmm, YTobbl yCTpaHUTb NPo6eMsbl, yKaszaHHble B COOBLLEHNAX 06
owmnbkax.

CoBeT: PekoMeHaaL M1 NpeaocTaBNaoTCa He AJ19 BCeX COOBLLEeHUIN KNNEHTOB.

« Ecnu cnyxba cnyxba ynpaBneHus KNMeHTaMun He yCTaHOBEHA Ha KIIMEHTCKOM y3/1e, CMOTpUTE
XYpHasbl olIMBOK YCTAaHOBNEHHOIO KITMEHTA.

OcTtaHOBKa U nepe3anyCckK npueMHuUKa KJimeHTa

Ecnuv Bbl UI3MeHWTE KOH(UIrypaLuio Ballero peLleHuns, BaM Hy>Ho byaeT nepe3anycTuTb NPUEMHUK
K/IMEHTA Ha BCEX KJIMEHTCKUX y3nax, rAe YCTaHOBMEH K/TMEHT PE3EPBHOM0 KOMMPOBAHUSA U
apXMBUPOBAHUS.

06 aTou 3apave

B HeKkoTOpbIX criydasax owmnbKn NnJ1aHNpPoOBaHUA KJIIMEHTOB MOXHO YCTPAaHNUTb, OCTAHOBWB U Nepe3anyCcTtnB
NMPUEMHUK KJIMEHTA. YT106bI 3anjlaHMpoBaHHbIe onepaunn MOrn BbINOHATBCA Ha KITNMEHTEe, MPUeMHUK
KJINEeHTa OOoJ1XKEeH pa6OTaTb. Hanpwumep, ecnu Bbl nameHuTte IP-agpec nnm nMg AoMeHe cepBepa, Bbl
OOJKHbI 6yp,eTe nepe3anyCctnuTtb NPUEMHUK KNNEHTAa.

Mpouepypa
CnenynTe NHCTPYKLMAM AN ONepaLnoHHON CUCTEMbI, yCTAHOBJIEHHOW Ha KJTMEHTCKOM y3ne:
AIX u Oracle Solaris

» YT06bl OCTAaHOBUTb NPUEMHUK KIIMEHTa, BbINONHWUTE Clieaytolme 0eiCTBUA:

a. OnpepenuTe ID npoLecca NpuemMHNKa KNMeHTa, BBeAS B KOMaHAHON CTPOKE CleayioLLyto
KOMaHay:

ps -ef | grep dsmcad

O3HakoMbTeCh € BbIBOOOM. B NnpuBegeHHOM HMXKe NpuMepe BbIXOAHOW MHGopMaummn 6764 - 310
ID npouecca npnemMHumKa KneHTa:

root 6764 1 0 16:26:35 ? 0:00 /usr/bin/dsmcad
b. BBeguTe cnegytoLyo KOMaHay B KOMaHAHOM CTPOKE:
kill -9 PID

roe PID 3apaet ID npouecca npueMHmMKa KmMeHTa.
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* YT0b6bI 3anyCTtuTb NPUEMHUK KNNEHTa, BBEOUTE B KOMaHOHOM CTpOKe crieayruyro KoMmaHay:

/usr/bin/dsmcad

Linux

» Y106bI OCTAHOBUTbL NPUEMHUK KNneHTa (HO He nepesanyckaTb ero), BBegmTe CleaytoLyto KOMaHay:
# service dsmcad stop
* YT106bI OCTAHOBUTbL U nepe3anyCctnTb NPpUMeMHUK KJIMEHTa, BBeauTe creayrouime KoMaHabl:

{# service dsmcad restart

MAC 0S X
Bbibepute MpunoxxeHus > YTunurbl > TepMuHan.

» YT06bI OCTAHOBUTb NPUEMHMK KIMEHTa, BBEAMTE CEeayOLLYt0 KOMaHay:
/bin/launchctl unload -w com.ibm.tivoli.dsmcad
« Y106bI 3aNyCTUTb NPUEMHWK KINEHTA, BBEOMUTE CEAYIOLLYI0O KOMaHAY:

/bin/launchctl load -w com.ibm.tivoli.dsmcad

Windows
» YT106bI OCTAHOBUTbL CNYX6Y NPUEMHUKA KNTMEeHTa, BbIMONHUTE crieaytollne 0encTBus:

a. BoibepuTte Myck > ABMUHUCTpUpPOBaHUe > Cnyx6bl.
b. OBaxkabl WenKH1Te no cny>be npneMHnKa KnmeHTa.
c. WenkHuTte no OctaHoBUTHL 1 OK.
« YTo6bI NepesanycTutb cnyxby NpreMHmnKa KNMEeHTa, BbINOSIHUTE crefyowme LeNCcTBIS:
a. BoibepuTte Myck > ApMUHUCTpUpPOBaHUue > Cny>6bl.
b. OBaxkabl WenKH1Te no cny>be npneMHnKa KnmeHTa.
c. WenkHuTte no 3anyck n OK.

WHdopmMauusa, cBs3aHHasa ¢ AaHHOMU
YcTpaHeHve npobnem pacnucaHuii KIMeHTOB

N3MeHeHMe naponei

Ecnv naponb onsa knueHTCKoro ysna unv ID agMnuHUcTpaTopa oKaxeTcs noTepsH unm 3abbiT, Bbl MOXeTe
nepeycTaHOBMTb Naposib. Ecnu byneT npefnprMHATO HECKOJIbKO MOMbITOK MOMNYYUTb OOCTYMN K CUCTEME C
MCMNONb30BaHMEM HENPaBUIIbHOIO Napos, 3TO MOXET NPUBECTU K BNOKMPOBKE KNMEHTCKOro y3na unu ID
aAMUHUCTPATOpa. Bbl MOXeTe BbIMONHUTL PAg Waros, YTobbl yCTpaHUTb 3Ty Nnpobnemy.

Mpouenypa
YT106bI YCTPAHUTb OWNOKK NAPOsEN, BbINMOJHUTE OAHO M3 CNenyLWmnx oencTBUn:

«  EcnuknneHt pe3epBHOro KonnpoBaHMA N apXmMBNUpPOBaHNA YCTaHOBJ1IEH Ha KIMEHTCKOM Yy3J1e, a
naposib 6bin noTepaH nnun 3a6bIT, BbIMO/IHUTE cnegyrowme warnu:

1. CreHepupymnTe HOBbIN Naponb, BBeas komaHnoy UPDATE NODE:

update node umsa_ysna
Hoswblli_naponb forcepwreset=yes

roe ums_yszaa - aTo KJINEHTCKUM y3en, a HOBbId_nClpOﬂb - 3TO Napo/ib, KOTOprVI Bbl HA3Ha4aeTe.
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2. MpounHdopMupynTe Bnagenbla KNMeHTCKoro yana ob nameHeHHoM napone. Korgoa Bnagenet,
K/TMEHTCKOro y3na BXoOuT B CUCTEMY C UCMOJSIb30BaHWEM YKAa3aHHOMO Naposis, HOBbIN Naposib
reHepupyeTcs aBToMaTUYeCKuW. ITOT Naposib HEM3BECTEH Nob3oBaTeNsAM, UTob nossonsaeT
coenatb 3awmTy 6onee cTporomn.

CogerT: [aposib reHepupyeTCcs aBTOMATUYECKU, ECNU Bbl paHee 3a4anu 4ns onuum
passwordaccess 3HaueHne generate B halisie onuuin KNmeHTa.

- Ecnu AAMUHNCTPATOP OKaXKeTcq 38.6J'IOKI/IpOBaH n3-3a r|p06r|eM, CBA3aHHbIX C MaponemMm, BbiNOJTHUTE
cnegywume warnu:

1. Ytobbl 0becneunTb aAMUHUCTPATOPY JOCTYN K cepBepy, BBeamTe komaHay UNLOCK ADMIN.
NHcTpykumm cmoTpuTe B pasaene UNLOCK ADMIN (pasbnoknpoBaHve agMUHUCTPATOPA).

2. 3apanTe HOBbIN Naposb, ncnonbdya komaHaoy UPDATE ADMIN:

update admin umsa_admuHucmpamopa
HoseblIli_naposb
forcepwreset=yes

roe ums_adMUuHUCTPATOPd - 3TO UMA aIMUHUCTPATOPA, a HOBbIU_Naposib - 3TO NapoJsib, KOTOPLIN Bbl
HasHauvaeTe.

« Ecnu knueHTCKNN y3en 3a6ﬂOKVIpOBaH, BbINOJIHUTE Ccneayroume waru:

1. OnpenenuTte, NoUYEMy KIIMEHTCKUI y3es 3ab/TOKMPOBaH 1 HYXXHO NN ero pa3brioknpoBaThb.
Hanpvmep, ecnu KNMEeHTCKUIA y3en OKaXXeTcs CnucaH, OH yaanseTcs U3 NponsBOACTBEHHON cpedbl.
O6paTnTb ONepaLmio CNMCAHNS HeNMb3s, U KITMEHTCKUIA y3e ocTaHeTcs 3a6/T0KMPOBaHHbIM.
KNMeHTCKMI y3e TaKKe MOXKEeT 0Ka3aTbcsl 3a6/10KMPOBaHHbIM, eC/V AaHHbIE KIMeHTa ABNSOTCS
npeaMeToM OPUANYECKOro N3yUeHus.

2. Ecnv BaM Hy»HO pa3bnoknpoBaTth KINMEHTCKMIA y3en, ucnonb3ynte komaHoy UNLOCK NODE.
NHcTpykumm cmoTpuTe B pasgene UNLOCK NODE (Pa3bnoknpoBaTb KIMEHTCKUI y3en).

3. CreHepupymnTe HOBbIN Naposb, BBeasa komaHaoy UPDATE NODE:

update node ums_ysna
Hosoili_naponb forcepwreset=yes

roe umsd_yszsa 3agaeT uM4d y3na, a HOBbIlj_nClpOflb - 3TO NapoJib, KOTOprVI Bbl HA3Ha4aeTe.

4. MponHhopMupyinTe BNagenbla KNMeHTCKOro y3na 06 nsmeHeHHom napose. Korga Bnagenel,
KIMEHTCKOTO y3/1a BXOAUT B CUCTEMY C MCMOSIb30BAHNEM YKAa3aHHOI0 MNaposs, HOBbIM Naposib
reHepupyeTcs aBToMaTU4YeCcKu. ITOT Naposib HEM3BECTEH NOMb30BaTeNsAM, UTob nossonsaeT
choenaTb 3awmnTy 6onee cTporon.

Coser: [1aponb reHepupyeTca aBTOMaTUYECKN, €CNKY Bbl paHee 3agany ang onuum
passwordaccess 3HaueHue generate B hansie onuunin KIMeHTa.

N3meHeHue ob6bema pe3epBHOro KonnposaHuda KJiimeHTa

Mpw HacTpOMKe onepaLmii pe3epBHOro KONMPOBaHUS KIMEHTA NPeANOUTUTENIbHOW NPaKTUKON ABNSETCS
NCKtoueHne 06beKTOB, KOTOPbIe BaM He TpebytoTca. Hanpumep, 06blMHO MMEEeT CMbICT UCKITHOUNTb U3
onepauun pesepBHOro KOMMPOBaHWS BPEMEHHbIe (hanibl.

06 aTOM 3apaue

NcknoueHne HEHYXHbIX 06beKkToB 13 orlepau,mh pe3epBHOro KonMpoBaHna NO3BONAET ny4ylle
KOHTPOJINpPOBaTb obbem NPOCTPaHCTBa XpaHeHU4, H606XOD,MMOFO ana onepau,mﬁ pe3epBHOro
KOnMnpoBaHu4A, a TaKXXe pacxobl Ha XpaHeEHNKE. B 3aBucMMOCTM OT Bawlero nakerta NNMUEeH3NnpPoBaHNA BaM,
BO3MOXHO, TaKXe yOacTtCd orpaHn4ynTb pacxonbl, CBA3aHHbI€ C IMLLEH3NPOBaHNEM.

Mpoueaypa

To, KaK Bbl U3MeHsieTe MacliTab onepawmii No pe3epBHOMY KOMMPOBAHUIO, 3aBUCUT OT NPOOYKTA,
YCTaHOB/IEHHOMO Ha K/TMEHTCKOM y3ne:
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« [ns KNNMeHTa pe3epBHOro KONMPOBAHUS M apXMBUPOBAHUSA MOXHO CO30aTb CMINCOK BKOYEHMSA-
NCKIIIOYEHMS, UTOBbI BKNIOYNUTBL hannbl, Fpynnbl hansioB Unmn katanoru B onepaumum pesepsHoro
KOMUPOBAHUS UNN UCKJTIOUYUTDb UX U3 3TUX onepaumii. YTobbl co3aaTb CMUCOK BKIKOUEHUS -
NCKOUEeHns, cnengymnTe MHCTpPYKUMSaM B pasgene Co3gaHune cnucka include-exclude.

YT106bI 06ECNEYNTL HENPOTUBOPEUMBOE UCMONb30BaHME CINCKA BKTHOUEHUS-UCKITIOYEHWS A8 BCeX
K/TMEHTOB O[HOI0 TUMNA, MOXHO CO34aTh Ha cepBepe Habop onuuni KNMeHTa, cogepKaLini
HeobxoauMble onuun. 3aTeM Bbl HA3HaUYaeTe Habop ONUMIA KIIMEHTA KaXXO0MY U3 KITMEHTOB TOMO XKe
Tuna. [lononHUTeNbHbIE CBEAEHMSA CMOTPUTE B pasaene YnpasneHue onepaunsmMmn KnneHTa yepes
Habopbl ONUMA KNMEHTOB.

. ,D,J'IH KNNEeHTa pe3epBHOro KoOnMpoBaHUA N apXnBMpPoBaHUA MOXXHO 3a4aTb 0b6beKThbl B onepaunn
NHKPEMEHTHOro pe3epBHOr0 KONMpPOBaHUS, Ucnosb3ysa onumto domain. Cnegynte NMHCTPYKUMAM B
pasgene Domain, onuus.

« B cnyvyae opyrux npoayKToB, YTobbl yKasaTb, KakmMe 06beKTbl BKIOUYAKOTCA B OnepaLumn pesepsHoro
KOMMPOBAaHWA, a KakKune - UCKIUatoTCa U3 3TUX onepawuuii, cneaynTe UHCTPYKLMAM B AOKYMEHTaLUN
Mo NPOAYKTY.

ynpasneHue OGHOBNIEHUAMU KJZINEHTOB

Korpa noasurtca naket MCHpaBﬂeHMVI M NpoMexyTovyHoe ncnpassieHne gna KJiIneHTa, Bbl CMOXeTe
06HOBUTb K/IMEHT, YTOBbI BOCMO/Ib30BaTbCSH npenmyuwiectBamu B yny4yleHHOM NpoaykKTe. CepBepr n
KJINEHTbl MOXHO 0OHOBNSATH B pa3Hoe BpeM4d, N OHN MOTYyT HaxXoanTbCA Ha Pa3HbIX YPOBHAX (C
HEKOTOPbIMU OrpaHMHeHMﬂMM).

Mpe>xkpe yeM HayaTtb

1. MpouTnTe TPpeboBaHNS K COBMECTMMOCTU KJIMEHTOB/CEpPBEPOB B pasaesie 3amMmevaHuns o
COBMecCTMMOCTU 1 obHoBNeHuM IBM Spectrum Protect . Ecniv Bale pelueHne BKoYaeT B cebs
cepBepbl UK KNMeHTbl ¢ boniee paHHMM ypoBHEM Bepcuun, yem V7.1, cMoTpuTe pekoMeHpaumm, 4tTobel
ybeamnTbCs, YTO OnepaLmumn pesepBHOro KOMMPOBAHUS U apXMBUPOBAHMSA KNMEHTA He ByayT HapyLleHbI.

2. Y3HalTe o TpeboBaHMAX K cMCcTeMe ANa KMeHTa B pasgene MNopaepkmBaeMble onepaumnoHHble
CUCTEMbI ONA .

3. Ecnu pelueHne CopepsKuT areHTbl XpaHeHUst U 6UBIMoTeYHble KTMeHTbl, 03HAKOMbTECH C
nHopMaLMein 0 COBMECTUMOCTUN areHTOB XpaHeHNsa 1 6UBIMOTEeYHbIX KTMEHTOB C CEpBeEpamu,
CKOH(MIypMpPOBaHHbLIMK B Ka4ecTBe MeHemKepoB 6ubnmotek. CMoTpuTe pasgen CoBMeCTMMOCTb
areHTa xpaHeHus 1 6ubNNoTeYHOro KnneHTa c cepepoM IBM Spectrum Protect .

Ecnu Bbl cobnpaeTtecb 06HOBUTL MeHemxepa 6bubnmnotek n 6bANoTEYHbIN KIIMEHT, CHavana HyXHo
06HOBUTb MeHepkepa bubnumoTek.

Mpouepypa
[ns 06HOBNEHUA NPOrpaMMHOro obecrneyeHns BbIMOSIHUTE MHCTPYKLMK, MEPEUNCTIEHHbIE B CiedytoLein
Tabnuue.

MporpamMmMa CcblIKa HA MHCTPYKLUU

KnuneHT pesepsHoro » MnaHupoBaHne 06HOBNEHNUI KIUEHTOB

KOMMPOBaHUSA N apXMBUPOBaHUS
IBM Spectrum Protect

IBM Spectrum Protect Snapshot  |. ycranoska 1 06HoBneHre gns UNIX u Linux

« YcTaHoBKa 1 obHoBneHne ana VMware

« YcTtaHoBKa 1 obHoBneHune ana Windows

YacTb 4. YnpaBneHue onepaunsimm ois GUCKOBOro peleHus ¢ ogHon nnowaakon 111


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_cfg_crtinclexcl.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_define_client_optsets.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_define_client_optsets.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_domain.html
https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/pages/node/84861
https://www.ibm.com/support/pages/node/84861
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/98083
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin/t_deploy_baclient.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html

Mporpamma CCbIJIKA HA MHCTPYKLUK

IBM Spectrum Protect for « O6HoBneHue Data Protection for SQL Server
Databases

« YctaHoBka Data Protection for Oracle

 YcTaHOBKa, 06HOBNEHWE U NepeHacTporKa

IBM Spectrum Protect for « O6HOBNEHME

Enterprise Resource Planning O6HoBNEHME

IBM Spectrum Protect for Mail « YcraHoBka Data Protection for IBM Domino B cucteme UNIX, AIX unu
Linux (V7.1.0)

« YcTtaHoBka Data Protection for IBM Domino B cucteme Windows (V7.1.0)

+ YcTaHoBKa, 06HOBNEHME M NepeHacTporika

IBM Spectrum Protect for Virtual |. ycranoska u o6HoBREHME
Environments

» YcTaHoBKa 1 obHoBneHune Data Protection for Microsoft Hyper-V

CnucaHue KNMEHTCKOro y3na

Ecnu knueHTCKu y3en bonblie He TpebyeTcsi, MOXHO 3amyCTUTb NPOLLECC AM1S ero yaaNeHus U3
NpPOn3BOACTBEHHON cpenbl. Hanpumep, ecnv paboyas cTaHLMS NPOM3BOAMIIA PE3EPBHOE KOMMPOBaHUE
OaHHbIX Ha cepBep IBM Spectrum Protect, Ho pabouas cTaHuma bonblie He MCnonb3yeTcs, pabouyto
CTaHUMI0 MOXHO CnucaTh (BbIBECTU U3 UCMONb30BaHNMS).

06 aTou 3apave

Mpwu 3anycke npouecca cnucaHusa cepsep 6NOKMpPYET KIMEHTCKUIA y3en, YTobbl noMelaTh eMy NoNyUYnThb
0oCTyn K cepaepy. @ainbl, NpuHaanexaline KNMeHTCKOMY Y3y, NOCTeNeHHO yaanaTca, 1 3aTem
yoanaeTca KINMEHTCKUI y3en. MoXHO cnucaTtb CneayoLme TUMbl KNMEHTCKUX Y3M0B:

KnueHTckue y3nbl NPUNIOXKeHUs
K KNMEHTCKMM y3/1aM NpUNoXeHU OTHOCATCS CepBEpPbI 3NEKTPOHHOM NoYThl, 6a3bl 4aHHbIX U gpyrue
npunoxexus. Hanpumep, KNIMEHTCKUM Y3/10M NPUIOXKEHMS MOXET BbITb Ntoboe 13 cnemytowmnx
NPUIOXEHN:

« IBM Spectrum Protect Snapshot

« IBM Spectrum Protect for Databases

- IBM Spectrum Protect for Enterprise Resource Planning
« IBM Spectrum Protect for Mail

« IBM Spectrum Protect for Virtual Environments

KnueHTcKMe y3nbl KOMNbIOTEPOB
B uncno KNMeHTCKMX y3/10B KOMMNbIOTEPOB BXOASAT paboune ctaHumum, cepaepbl hannoB NAS 1
KnneHTbl APL.

KnueHTCKMe y3nbl BUPTYaNibHbIX MaLUUH
KnneHTCcKMe y3/bl BUPTYasbHbIX MaLUWH NPEACTaBNsA0T cobol OTAENbHbIE XOCTbI-FOCTU B
runepeusope. Kaxnaa BUpTyanbHaa MallnHa NpefcTaBneHa Kak hainosoe NpocTpaHCTBO.

OrpaHuueHue: Henb3s cnucatb KIMEHTCKUI y3en 0ObeKToB.

MpocTenwnn MeToL CNUCcCaHMa KIIMEHTCKOrO y3a 3ak4aeTcs B TOM, UTobbl ucnonb3osathb LleHTp
onepauui. MNMpouecc cnucaHmnsa BbINONHAETCS B (QOHOBOM pexume. ECnn KNMeHT CKOHMIypupoBaH ans
pennuKaLmm AaHHbIX KNUeHTa, LleHTp onepaumii, npexae 4em cnmcaTb KIIMEHT, aBTOMATUYECKM yaanuT
KJTIMEHT 13 pennnkKaum Ha UCXOLHOM 1 LLefIeBOM CepBepax penankaumu.
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CoseT: JInbo MOXHO cnucaTtb KNMeHTCKUI y3ern, BBeas komaHay DECOMMISSION NODE vnum
DECOMMISSION VM. Bbl MOXeTe cuecTb LeniecoobpasHbiM MCMNOMb30BaTh 3TOT METOS, B CleAyoLLINX
cnyyasax:

* YT0bbI 3anjlaHnpoBaTb nNpouecc CnncaHma Ha 6y,u,yu.|,ee MY BbINOJTHUTb pPaa KOMaHA4, NCNoJ1b3yA
CLl,eHapVIVI, 3aalnTe BbIMOJIHEHNE npouecca cnmcaHna B (bOHOBOM pexunme.

« YT0ObI NPON3BOAMTL MOHUTOPUHT NpOLecca CNUMCaHNa C LeNbio OTNaaKuW, 3a4anTe BbiMoSIHEHME
npouecca cnucaHus B hOHOBOM pexkume. ECnu Bbl 3anyCcTUTE NPOLLECC B aKTUBHOM pexume, BaM
NpUOEeTCA OOXOATbCA 3aBEPLUEHNS NpoLecca, NpeXae YeM Bbl CMOXETe NepenTh K ApyruM 3agadam.

Mpouenypa
BbinonHUTE 04HO M3 CNeayoWwmx 4enNcTBUN.

«  YT10bbI CNKCaTb KIMEHT B (DOHOBOM pexunme, ncnonb3ys LLeHTp onepaumii, BbINONHUTE clepyowme
nencrteua:

a) Ha cTpaHuue 0630p 19 KoMNoHeHTa LleHTp onepauuii wenkHute no KnueHTbl v Bbibepute
KIIVEHT.

b) BbibepuTe Ewe > Cnucarb.

e Y706bI CNUCATDL KIMEHTCKWMIA Y3€/, UCNOMNb3YS KOMaHAY aAMUHUCTPUPOBAHMS, BbINMOTHUTE OLHO U3
cnepyrowmx 0encTBui:

— YT106bl CNMCaTb KIIMEHTCKUE y3bl MPUIOXEHWI NN CUCTEMHbBIE KITUEHTCKME Y3/1bl B (POHOBOM
pexume, seegmnte komaHay DECOMMISSION NODE. Hanpumep, ecnv nmsa KAMEHTCKOro y3na -
AUSTIN, BBeauTeE CrieayoLLyo KOMaHay:

decommission node austin

— Y106kl CNMCaTb KNNMEHTCKUE Yy3Mbl MPUIOXEHWI NN CUCTEMHBIE KITUEHTCKME Y3/1bl B aKTUBHOM
pexume, BBeante komaHay DECOMMISSION NODE v 3apanTe napameTp wait=yes. Hanpumep,
ecnun umMa KnmeHTckoro ysna - AUSTIN, BBeauTe cneaytouLyo KoMaHay:

decommission node austin wait=yes

— YT106bI CNKCaTb BUPTYasibHYO MallKHYy B OHOBOM pexunme, BBegmTe komaHay DECOMMISSION VM.
Hanpumep, ecnu ysen ueHTpa gaHHbIx - 3To AUSTIN, a ID cdannoBoro npoctpaHcTsa - 7, BBEAUTE
CrepyoLLyo KoMaHay:

decommission vm austin 7 nametype=fsid

Ecnn nMs BUPTyanbHOM MalLMHbI COAEPXUT OAUH UM HECKONbKO Npobenos, 3akto4umnTe UMs B
OBOWMHble KaBblYKX. Hanpumep, ecnm nmMs BUPTyanbHOM MallMHbI - 3To CODY 2, a umsa dannosoro
npocTpaHcTBa - \VMFULL-CODY 2, BBeguTe criedyoLyto KomaHay:

decommission vm austin "\vmfull-cody 2"

— YT06bI CNNCATb BUPTYasNibHYO MalMHY B aKTUBHOM pexume, BBeanTe komaHay DECOMMISSION VM
1 3apanTe napameTp wait=yes. Hanpumep, BBeanTe CnepyroLLyto KOMaHAay:

decommission vm austin 7 nametype=fsid wait=yes

Ecnv ums BUpTyanbHOWM MallnHbI COLEPXUT OAUH MU HECKONbKO Npobenos, 3akunTe nmMsa B
[BOMHbIE KaBbluKW. Hanpumep, ecnv uMs BUpTyanbHOM MalmHbl - 3To CODY 2, a nma ¢annosoro
npocTpaHcTBa - \VMFULL-CODY 2, BBeauTe CleayroLLyo KOMaHay:

decommission vm austin "\vmfull-cody 2" wait=yes

YacTb 4. YnpaBneHue onepaunsimm gas AMCKOBOrro peleHuns ¢ ogHom nnowankon 113



JanbHeuwune pencreusa

Cnepute 3a coobuweHmaMm ob olwmnbkax, KOTOpPbIe MOTYT NOABUTBLCA B MN0OJIb30BaTEJIbCKOM MHTequeﬁlce
WX B BbIXOLHOM VIH(bOpMaLI,l/IVI KOMaHAbl Cpa3y nocne 3anyckKa npouecca.

MOXXHO NpoBEPUTb, CAKCAH NN KIIMEHTCKUI y3en:

1. LLlenkHuTe Ha cTpaHuue 0630p B KoMMNoHeHTe LleHTp onepaumii no KnueHThbl.
2. B tabnuvue KnneHTbl npoBepbTe COCTOSHUE B cTonbue Mopn yrposon:

« CoctosiHne DECOMMISSIONED (CnucaH) ykasblBaeT, YTO y3es CrucaH.
« HyneBoe 3HauyeHMe yKasbIBaeT, YTO y3e/ HE CMUCaH.

« CocTtosiHne PENDING (OTnoeHo) ykasblBaeT, UTo y3€e/ CNUCbIBAETCS UKW NPOLLECC CNMCaHNS
3aBepLnica HeygadHo.

CoBeT: Ecnu Bbl XOTUTE ONpeaenTb COCTOAHNE OTIOXEHHOMo NpoLecca CNucaHus, BBeauTe
CnenyoLLyo KoMaHay:

query process

3. O3HaKOMbTEChH C BbIBOAOM KOMaHbl:

« Ecnun ykasaHo cocTosiHMe ong npouecca CnucaHud, Npouecc BbinonHgeTcs. Hanpumep:

query process

Homep OnucaHne npouecca CocTosiHMe npouecca
Yucno

3 DECOMMISSION NODE Number of backup objects deactivated
for node NODE1: 8 objects deactivated.

« Ecnv ong npouecca cnmcaHmsa HUKAKOro COCTOSIHUS HE YKa3aHOo U Bbl HE MOJy4Ynnm coobuweHunsa ob
owunbke, npouecc He 3aBepLueH. lNMpouecc MoxeT 6bITb He 3aBepuieH, ecnm (bal‘/'lﬂbl, CBA3aHHbIe C
Yy3J10M, ellle He 0eaKTUBMpoBaHbl. [locne feaktneaumm q)aVIﬂOB CHOBa 3anycTtuTe npouecc
CnncaHund.

« Ecnu onsa npouecca cnucaHma HUKaAKoro COCTOSHUSA He YKa3aHo W Bbl NOMyUnau cooblieHms 06
ownbKe, 3TO O3HAYAET, YTO NMPOLLECC 3aBepLUMIICa HeyaadvHo. Ewe pas 3anyctuTe npouecc
crnvcaHus.

UHopMmaumsa, cBa3aHHaA € aHHOM
DECOMMISSION NODE (CnucaTb KTMEHTCKWI y3en)
DECOMMISSION VM (CnncaTb BUPTYasIbHYHO MaLUWHY)

[JeakTuBauua JaHHbIX O BbiICBO60XKAEHMA NPOCTPAHCTBA
XpaHeHus

B HeKoTOpbIX CNyyasx MOXHO AeaKTUBMPOBATb AaHHble, XpaHalmeca Ha cepBepe IBM Spectrum Protect.
Korpa Bbl 3anycTuTe npoLecc fLeakTnsaumn, Bce pe3epBHble KoMUY OaHHbIX, COXPaHEeHHbIe 00
yKa3aHHOW JaTbl M BPEMEHU, OeaKTUBUPYHOTCA 1 ByayT yoaneHbl, KOraa UcTeveT CPOK NX AeNCTBUS.
TaknM cnocoboM MOXKHO BbICBOHOAMTb NPOCTPAHCTBO Ha cepBepe.

06 sTou 3apaue

HekoTopble KIIMeHTbI NPUTOKEeHN BCErAa COXPaHSOT AaHHbIe HAa CEpBepe KaK aKTUBHbIE pe3epBHbIe
KOMWUW OaHHbIX. [TOCKOMbKY aKTUBHbIE Pe3epPBHbIE KOMWUW AaHHbIX He YNPaBAAOTCS NONUTUKAMM
yCTapeBaHus NepeyHs, AaHHbIe He YAANSTCS aBTOMATUYECKM, U CepBepHasi CUCTEMA XpaHeHUs
ncrnonbayeTcs 40 6eCKoOHeYHOCTU. YTobbl BbICBOH6OAMTEL MPOCTPAHCTBO XPAHEHUS, UCNOJTb3yeMoe
yCTapeBLUMMMN AHHBIMU, MOXHO JeaKTUBMPOBATb JaHHbIe.
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Korpa Bbl 3anyckaeTe NpoLecc AeaKTUBaLUn, BCe aKTUBHbIE pe3epPBHbIe KOMUU JaHHbIX, COXPaHEHHble
[0 yKa3aHHOW OaTbl, CTaHyT HeaKTUBHbIMU. [laHHble ByayT yaaneHbl Mo Mepe UCTeUeHUs CpoKa UX
XpaHeHus, U BOCCTaHOBUTb UX ByaeT Henb3a. DYHKUMA JeaKTMBaLMM NPUMEHAETCS TONbKO K KNMeHTaM
NPUIOXEHN, KoTopble 3alwmLLaoT 6a3bl gaHHbIX Oracle.

Mpoueaypa

1. Ha cTpaHuLe 0630pa B KOMNOHeHTe LleHTp onepauni wenkHute no KnueHTobl.

2. B Tabnuvue KnneHTbl BbibEPUTE OOMH UM HECKOSIBKO KIIMEHTOB W LWeNKHUTe no Ewe > OUncTuThb.
MeTop, KOMaHAHOMI CTPOKK: JeakTUBMpyTe AaHHble, Ucnonb3ya komaHoy DEACTIVATE DATA.

MHdopMauumsa, cBaI3aHHaA C JaHHOM
DEACTIVATE DATA (oeakTuBauusa aHHbIX AS19 KITIMEHTCKOro y3na)

YnpaBsieHue CUCTEMOUN XPaHEHUSA B,aHHbIX

YnpaBnsanTe faHHbIMK 3hheKTUBHO 1 obaBbTe Ha CepBep NoaaepKMBaeMble YCTPONCTBA U HOCUTENN,
yTObObI XPaHUTb AaHHbIe KIINEHTA.

MHdopMaumsa, cBa3aHHasA ¢ faHHOM
Tunbl NyNnoB XxpaHeHuUs

AyauT KOHTeMHepa nyna XpaHeHus

MpounsBeauTe ayauT Nyna XpaHeHUsi KOHTenHepa, UTobbl MPOBEPUTL, HET SN MPOTUBOPEUNA MEKAY
MH(opMaumer B 6ase JaHHbIX U B KOHTEHEPE B NyJie XpaHeHus.

06 3Toi 3apaue

Bbl nponsBoanTe ayanuT NynoB XpaHEHUS KOHTEMHEPOB B CNeayoLWmMX Cinyyasax:
« MNpu BBOAE KOMaHabl QUERY DAMAGED obHapyxnBaeTcs owmnbka

« CepBep BbIBOAWT Ha 3KpaH COOBLLEHNS O MOBPEKAEHHbBIX 3KCTEHTAX JAHHbIX

« Bawe obopynoBaHune coobuiaeT o npobneme, 1 noaBnstoTca coobueHns ob owmnbkax, CBA3aHHbIe C
MysIOM XpPaHEeHUs KOHTENHepa

Mpouenypa

1. Ytob6bl NponsBecTM ayauT nysia XpaHeHUs Ha OCHOBE KOHTelHepoB, BBeauTe komaHay AUDIT
CONTAINER.

Hanpvmep, BBEOMTE ClledytoLLyto KOMaHay, YTobbl MPOM3BECTM ayaAnT KOHTENHepa,
0000000000000 76C .dct:

audit container c:\tsm-storage\07\000000000000076c.dct

2. MpouTnTe BbixoAHble AaHHble coobuieHna ANR4891I, uTobbl NoNyUnTb MHOPMALNIO O BCEX
NOBPEXOEHHbIX 3KCTEHTAaX AaHHbIX.

JanbHeuwune nencreus
Mpu obHapyxeHUn Npobnem ¢ NynoM XpaHeHUs KOHTeNHepa Bbl MOXKEeTe BOCCTAHOBUTL JaHHble Ha
OoCcHoBe Balel KoHurypaunn. Beegute komanay AUDIT CONTAINER v 3apanTe nms KOHTeMHepa.

MHopMaumsa, cBa3aHHasA ¢ faHHOM

AUDIT CONTAINER (MpoBepka HeNpoTUBOPEUYMBOCTI cofepKallelncs B 6ase faHHbIX MHopMaLmm o
nysie XpaHeHNs KaTasora-KoOHTeNHepa)
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QUERY DAMAGED (3anpocuTb noBpexaeHHble faHHble B MyJfie XpaHEeHWS KaTanoroB-KOHTEMHEPOB NN B

06/1a4HO-KOHTEHEPHOM NyJie XpaHeHus)

yn paBJieHne eMKOCTbIO nepeyvyHs

YnpaBnante eMKocTbto 6a3bl 4aHHbIX, aKTUBHOIO JXYpPHana 1 apXMBHbIX XYPHaNoB, 4Tobbl pasMep
nepeyHs onpepensncs oJis 3ajay Ha OCHOBE COCTOSIHUM KYpHAsIoB.

Mpe>xpe yueM HavaTtb

Y aKTUBHOIO M apXMBHOIO XXYPHAaNIOB ecTb cliefytolme ocobeHHOCTU:

« MakcuMarnbHbIN pasMep akTUBHOIO XypHana paBeH 512 I'b. bonee nogpobHyto nHGopMaLmio o
pasMepax akTUBHOIO XypHana 419 Ballen CUCTeMbl CMOTpUTe B pa3aene NnaHMpoBaHMe MacCMBOB
XpaHeHus.

« PasMep apxMBHOrO XypHana orpaHuyeH pasmepom hainsioBoi CUCTEMbI, B KOTOPOI OH YCTAHOBJEH.
PasMep apXMBHOIO XypHasna He NoAAepX1BaeTcs Ha 3apaHee 3a4aHHOM YPOBHe, Kak B ciy4vae
aKTUBHOIO XypHasna. Apx1BHble (alifibl XKypHa/IOB aBTOMaTUUYECKN YOANSAOTCS, KOraa OHU CTaHOBATCS
60nblUEe He HYXKHbl.

(HeobsizaTenbHo) Jlyulle BCero co3naTb apXMBHbI ypHa 0TKa30yCTOMYMBOCTM, YTOBbI COXPaHATb
thaifibl apXMBHOTO KypHana npu NepenosiHeHMN KaTaniora apxXmMBHbIX KYpPHasIoB.

MpoBepbTe LLeHTp onepauuit, 4To6bl oNpeaenvTb, Kakoi KOMMOHEHT NepeYHs nepenonHseTcs. MNpexae
yeM yBenMYMBaTb pa3Mep OOHOI0 U3 KOMMNOHEHTOB nepeyHs, ybeauteck, UTobbl Bbl OCTAHOBWUIIM CEpBep.

Mpoueaypa

e Y106bI yBENMUNTL pasmep 6asbl AaHHbIX, BbINOAHWUTE CNEAYIOLWME Waru:

CospanTe O4MH UM HECKOMBbKO KaTanoros aia 6asbl AaHHbIX HA OTAENbHbIX HAKONUTENSX UK B
thannoBbIx cucTemax.

Beeaunte komaHay EXTEND DBSPACE, uto6bl 006aBMTb KaTanor unu katanoru k 6ase gaHHbIX.
KaTanoru nosmxHbl 6biTb 4ocTynHbl AN ID nonb3oBaTens ak3eMnasapa meHeaxxepa 6asbl AaHHbIX.
Mo yMonuaHuWIo faHHble NepepacnpenensaTca No BceM kaTtanoram 6a3bl JaHHbIX U MPOCTPAHCTBO
ocBoboxpaeTcs.

CoBeTbl:

- Bpemgq, Heobxogumoe 415 NOSIHOro nepepacnpengeneHna naHHbIX U ocBoboxaeHus
NPOCTPaHCTBa, N3MEHAETCA B 3aBUCMMOCTU OT pa3Mepa Balwen 6a3bl gaHHbIX. YbeguTech, 4YTO
3TO Yy4YTEHO Npu nJ1iaHNpPOBaHUN.

- y6eD,VITECb, YTO pa3Mep YKa3aHHbIX KaTajloroe coBnagaeT C pa3dMepoM CyLeCTBYHOLWNX
KaTanoros, 4Tobbl obecneunTb COornacoBaHHYIO CTENEHb Napasyienn3ma and onepau,vu7| 6asbl
OaHHbIX. Ecnv oguH nnn bonee kaTtanoros ansg 6asbl OaHHbIX OKaXyTCA MeHblUe Opyrux, aTto
YMEHbLWUT ONTUMU3NPOBAHHOE NapajiiesibHOE ynpexpgakuwee YtTeHne n pacnpegeneHmne 6asbl
OaHHbIX.

OcTaHoBUTE 1 nepesanyctuTte cepBep Aad NOJIHOro NCnosib30BaHMA HOBbIX KaTaJiOroB.

Ecnu notpebyeTtcs, ncnpasbTe 6a3y AaHHbIX. PeopraHusauns nHgekca n tabnuu, ana 6asbl faHHbIX
cepBepa MOXeT NoMoYb n3bexaTb HeoXnaaHHbIX NpobneMm, CBA3aHHbIX C POCTOM H6asbl faHHbIX U
NPOM3BOANTENbHOCTBHO. [lONONHUTENBbHYI0 MH(OPMALLMIO O peopraHusaunm 6asbl faHHbIX
cMoTpuTe B PaspelueHre n npegoTepalleHne npobnem, cBasaHHbIX C pocToM 6asbl faHHbIX U
CHUXEHHOW npom3BoguTenbHocTbio B Tivoli Storage Manager V7.1.1.200 1 6onee no3gHUx
cepBsepax.

e YT1obbl yMEeHbWUTL pasmep 6asbl AaHHbIX gns cepeepoB V7.1 1 HoBee, BBEAWUTE CieAytoLLne KOMaHabl
IBM Db2 n3 kaTanora sk3eMmnnspa cepsepa:

OrpaHVl'-leHVIe: KomaHabl MOTyT yBENTUYNTb YMCIO orlepau,m7| BBOOA-BbiBOOA M MOBJZINATb Ha
npon3BoanTENIbHOCTb CepBepa. YT106bI CBECTU K MUHUNMYMY I'IpO6J'I€MbI npon3BoanNTENIbHOCTMH,
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nogoXauTe BbINOMHEHNS OQHOM KOMaHabl Nepeq BBOOOM cneayollein koMaHabl. KomaHabl Db2
MOXHO BBOAUTb, KOraa cepeep paboTtaerT.

db2 connect to tsmdbl
db2 set schema tsmdbl

db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE
db2 ALTER TABLESPACE

USERSPACE1 REDUCE MAX
IDXSPACE1 REDUCE MAX
LARGEIDXSPACE1 REDUCE MAX
LARGESPACE1 REDUCE MAX
REPLTBLSPACE1 REDUCE MAX
REPLIDXSPACE1 REDUCE MAX
ARCHOBJDATASPACE REDUCE MAX
ARCHOBJIDXSPACE REDUCE MAX
BACKOBJDATASPACE REDUCE MAX
BACKOBJIDXSPACE REDUCE MAX
BFABFDATASPACE REDUCE MAX
BFABFIDXSPACE REDUCE MAX
BFBFEXTDATASPACE REDUCE MAX
BFBFEXTIDXSPACE REDUCE MAX
DEDUPTBLSPACE1 REDUCE MAX
DEDUPIDXSPACE1 REDUCE MAX
DEDUPTBLSPACE2 REDUCE MAX
DEDUPIDXSPACE2 REDUCE MAX
DEDUPTBLSPACE3 REDUCE MAX
DEDUPIDXSPACE3 REDUCE MAX
DEDUPTBLSPACE4 REDUCE MAX
DEDUPIDXSPACE4 REDUCE MAX
DEDUPTBLSPACE5S REDUCE MAX
DEDUPIDXSPACE5 REDUCE MAX

* Y10bbI YBENMNYNTb TN YMEHbLUNTb Ppa3Mep aKTUBHOTIO XYpHala, BbIMONHNTE cnegyruine warn:

a)VGGﬂMTer,Hﬂ)BKaTaﬂOFeaKTMBHOFO)KypHaﬂaﬂOCTaTOqHOHpOCTpaHCTBaﬂﬂﬂyBeﬂMHeHMH

pasmepa xypHana. Ecnu cywecTsyeT 3epKanbHas KONKUs XypHana, TaM, rae oHa HaxXo4UTCH, Takxe

O0KHO BbITb OCTATOYHO MecTa s YBENNYEHNA pa3Mepa XKypHaJsia.

b) OTkntounTe cepeep.

¢) ameHuTe B thanne dsmserv.opt 3HaveHune onumm ACTIVELOGSIZE, 3anaB HOBbIN pasmep
aKTMBHOrO XypHana (B merabanTax).

PasMep thanna akTMBHOrO XypHasia OCHOBaH Ha 3Ha4veHun onunn ACTIVELOGSIZE.
PekomeHpaummn no TpeboBaHUAM K 06beMy NPoCTpaHCTBa NpUBeAeHbl B crieayollen Tabnuue:

Tabnuya 17. Kak oyeHuTb TpeboBaHUS K NPOCTPAHCTBY TOMOB U ¢halisioB

3HaueHue onuuu ACTIVELOGSize

3apesepBupyiite aToT 06bEM cBOGOAHOIO
NPOCTPAHCTBA B KaTasiore akTUBHOIoO
>KypHasa B A0MOoJIHeHMe K NPOCTPAHCTBY
ACTIVELOGSize.

16Tb-128ThH 5120 Mb
129Tb-256Thb 10240 Mb
257Tb-512TBb 20480 Mb

YT06bI KI3MEHUTH Pa3Mep aKTUBHOIO XXypHasia 40 MaKCMMaslbHOro pasmepa, paBHoro 512 I'b,
BBeAUTE C/efyIOLLY0 CEPBEPHYIO OMNLUIO:

activelogsize 524288

d) Ecnu Bbl cobupaeTecb UCNOJIb30BaTb HOBbIN KAaTa/IOr aKTUBHOTIO XXYpHana, UsMeHuTe ums
KaTanora, 3agaHHoe cepepHoin onumeli ACTIVELOGDIRECTORY. HoBbili KaTanor fonxeH bbiTb
MyCTbIM, M OH JOMXeH bbiTb gocTyneH ana ID nonb3oBatens MeHedxepa 6a3bl AaHHbIX.

e) MepesanycTtute cepsep.

. ﬂpOM3BeﬂMTe(DKaTMGapXMBHMX)KypHaﬂOB,qTOGnyMeHbMMTbO6beNIHpOCTpaHCTBa,H606XOﬂMMOFO

ana XpaHeHud.

Pa3DGMMTeﬂMHaMMHeCKOGCmaTMeapXMBHOH)MypHaﬂaCﬂeﬂWOMBﬁKOMaHﬂOW

YacTb 4. YnpaBneHue onepaunsimm gas AUCKOBOrro peleHus ¢ ogHon nnowankon 117




setopt archlogcompress yes

OrpaHuueHme: byabTe BHMMATENbHbI, €CNK Bbl paspellaeTe onuuio cepsepa ARCHLOGCOMPRESS Ha
KOMMbIOTEPAX C MOCTOSAHHbIM BbICOKMM MUCMNO/Ib30BAHMEM TOMOB U BICOKMMU pabounMm Harpyskamu.
PaspelueHne 3Ton onumm B TaKOW Cpefe MOXET NPUBECTM K 3aepKKaM Npu apxmBMpoBaHun (annos
XypHana 13 ainoBon CUCTEMbl aKTUBHOIO XypHasa B (halioByHO CUCTEMY apXMBHOTIO XypHana.
3agepKa MOXeT NPUBECTU K TOMY, UTO B (haltylIOBOM CUCTEME aKTUBHOIO XYpPHarna He XBaTUT MecTa.
069a3aTenbHO BbIMOMHANTE MOHUTOPUHI MPOCTPAHCTBA, AOCTYNHOro B (hansioBOM CMCTEME aKTUBHOIO
XypHana, nocne paspeLleHns CxxaTns apxmBHOro XxypHana. Ecnm ncnonbsoBaHune hanioBon CUCTEMBI
KaTanora akTMBHOIO XypHana npubnuxkaeTcs K npefenbHOMY, TO 3aNpeTuTe ONnumMio cepeepa
ARCHLOGCOMPRESS. YT0b6bl HEMEaIeHHO 3anpPeTUTb CXKaThe apXMBHOIO XypHana 6e3 oCcTaHOBKM
cepsepa, BBegute komaHgy SETOPT.

MHdopmMauus, cBA3aHHaA C AAHHOMN

ACTIVELOGSIZE, cepBepHas onuug

EXTEND DBSPACE (yBenuueHne eMKkocTn 6asbl AaHHbIX)

SETOPT (3agaTtb AMHamuyeckoe o6bHOBNEHWE CEPBEPHON ONLUmn)

YnpaBsieHMe Ucnonb3oBaHUEM NaMaTU U NpoLeccopa

Y6enuntech, 4Tobbl Bbl ynpasngdeTe Tpe6OBaHl/IF|MVI K MaMATn 1 K UCNOJZIb30BaHUIO NpoLueccopa, yTObbI
cepBep MOr BbIMOJTHATb TakKMe npouecchbl AaHHbIX, KaK pe3epBHOe KonnpoBaHWe 1 aenyninkKauna
OaHHbIX. BbINONHAA OTAENbHbIE MPOLLECCHI, yHMTbIBaVITe X BNNAHME Ha Npon3BoanTEsIbHOCTb.

Mpe>xpe yeM HayaTtb

« Yb6enuTech, YUTo B Bawen KOHDUrypaumm ncnonb3yoTcs HeobxoanMble annapaTHbie U MPorpaMMHble

cpencTBa. [lononHuTenbHyo MHopMaLuto cMoTpuTe B pasgene MonnepxvBaemMble onepaumoHHble
CUCTEMbI 14 .

« [lononHuTenbHyo MHopMauuio ob ynpasneHun pecypcamu (Hanpumep, 6asa AaHHbIX 1 XKypHa
BOCCTaHOBJIEHUSs)) CMOTpUTe B paszese MnaHMpoBaHMe MacCMBOB XpaHeHuUs.

« [lo6aBbTe Honblle CUCTEMHOW NAaMATH, YTOObI onpenennTb, NoBbIWaeTCa Ji Npu 3TOM
NpPoOV3BOANTENBHOCTb. PerynapHo oTCNneXunpamTe UCMNOJSIb30BaHMeE NamMsATK, YTobbI onpenennTb, He
Tpe6yeTc9 N OonoNHUTEeNbHaa NaMATh.

Mpoueaypa
1. BoicBoboxaarnTe namMaTh M3 Kalla (hanioBon CUCTEMBI, €CNIN 3TO BO3SMOXHO.

2. na ynpaBneHnss CUCTEMHOM NaMATbio, UCMONb3YEMOW KaXKabIM CEPBEPOM B CUCTEME, UCNOSb3YNTE
onuwnto DBMEMPERCENT. OrpaHuybTe NPOLEHTHYHO 000 CUCTEMHOM NaMATN, KOTOpPas MOXeT
Mcnonb3oBaTbCcs MeHepepoM basbl faHHbIX KaX[0ro cepeepa. Ecnv Bce cepBepbl paBHOLEHHDI,
NCNonb3ynTe A1 BCEX CEPBEPOB OOMHAKOBbIE 3Ha4YeHus. Ecnvn oguH cepBep ABnseTcs
NPOM3BOACTBEHHbBIM CEPBEPOM, @ OCTaslbHble CEPBEPbI ABNAKOTCA TECT-CEPBEPaMU, 3a4anTe ans
NPOM3BOACTBEHHOIrO cepBepa H6osiee BbICOKOE 3HaUYEHNE, YeM A1 TECT-CEPBEPOB.

3. 3apanTe ons 6asbl AaHHbIX NPeLefbHbIM 06beM AaHHbIX NoSib30BaTENSt U COBCTBEHHOM NaMaATK, YTobbI
He BblpabaTbiBaTh CO6CTBEHHYIO NamaATb. Ecnm cobcTBeHHaa namaTe byneT ncuepnaHa, aTo MoXxeT
NPUBOANTL K OWINMBKAM, CHUMKEHMWIO NPON3BOAUTENBHOCTM HUXE ONTUMASIbHON N HecTabunbHOCTMW.

TOHKasA HaCTPoOMKa 3anJIaHUPOBAHHbIX onepauun

3annaHupyinTe exxefHeBHOE BbINOJIHEHME 33434 N0 06CnynBaHuto, YTobbl ybeamTbes, 4To Bale
peleHne paboTaeT npaBuibHO. [POM3BOASA TOHKYH HACTPOWMKY peLlleHuns, Bbl NOslydaeTe MaKCMManbHYHO

0TOauy OT pecypcoB cepsepa U ayPeKTUBHO UCMONb3yeTe Apyrue (yHKLMKN, KOTOpble eCTb B BalleM
peleHuu.
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Mpouenypa

1. PerynapHo oTcrnexuBaiTe Npou3BoanTeNbHOCTb CUCTEMBI, YTObbI y6eauTbes, YTo 3aaaun no
pe3epBHOMY KOMUPOBAHMIO U 0BCNYXNBaHUIO BbIMONHAOTCA yCNewHo. JononHUTENbHYIO
MHhopMaLIMI0 O MOHUTOPUHIE CMOTPUTE B pasmene YacTb 3, “MOHUTOPUHT peLleHns ¢ 0fHOWM
naowaaKon”, Ha cTp. 65.

2. Ecnu nHdopmMauus MOHUTOPUHra NoKasbiBaeT, YTo pabouas Harpyska cepeepa NoBbIWAETCs, BaM,
BO3MOXHO, cnegyeT NpoBepuTb MHOpMaLLMIo nnaHupoBaHus. MposepbTe, ABASETCHA JI EMKOCTb
CUCTEMbI AOCTATOYHOW, B CNeayowmux cnyyasax:

« Yncno KNMEHTOB yBeNMUYMBaeTCs
« O6beMm faHHbIX, pe3epBHOE KONMPOBaHME KOTOPbIX MPOM3BOAUTCS, BO3pacTaeT
« Bpems, oocTynHoe Ana pe3epBHOro KONMpPoOBaHWS, U3MEHAETCS

3. OnpepenuTe, eCTb 11 B BalleM peLleHnn npobnemsbl, OTPULATENBHO BMSAIOLWME Ha

NPOU3BOAUTENbHOCTb.
MpoBepbTe pacnucaHmsa KIMEHTOB, YTOBbI BbIACHUTb, BbINOIHAKOTCS /M 331a4M B TeUYeHune
3anlaHMpPoOBaHHOIo Nepuoaa BpeMeHu:
a. BeibepuTe knneHTa Ha cTpaHuue KnueHTbl LieHTpa onepaumi.
b. LLlenkHuTe no CBepeHuUs.
c. Ha ctpaHuue CBopaka Ha KnineHTe npoBepbTe onepaunn CospaHa pesepBHasa Konua v
PennuuupoBaH, 4Tobbl BbISIBUTb BCE PUCKMU.
CKOppEeEKTUpyMTe BPEMS M 4YacTOTY OnepaLmii pe3epBHOro KONMpoBaHUS KMeHTa, ecnu notpebyeTcs.

4. 3annaHnpymnTe [OCTAaTOYHO BPEMEHM A1 CNefyroLmnx 3aaad no obcnyxmneaHmo, YTobbl OHW YCNEeLWHO

BbIMOMHANNCH B TeueHne 24-4acoBOro nepmopga:
a. CosgaHune pesepBHOMN Konuu 6asbl faHHbIX
b. 3anyckanTe 06paboTky ycTapeBaHuUs, 4Tobbl yoanuTb pe3epBHbIE U apXMBHbIE KON (haiioB 13
CEepPBEPHON CUCTEMbI XpPaHEHMS.
UHdopMauumsa, cBa3aHHaA C faHHOM
ODenynnukaums gaHHbix (V7.1.1)
NponsBoauTeNnbHOCTb

3awuTa cepeepa IBM Spectrum Protect

3awmnTuTe cepsep IBM Spectrum Protect v paHHble, ynpaBngas 4OCTYNOM K CEpBepaM U KIIMEHTCKUM
y3nam, Wwupys gaHHble n obecneyrBas 3alMLLeHHbIE YPOBHM MPaB AOCTYNa 1 Naposu.

NMoHATUA, Kacawwmecsa 3almTbl

Bbl MoxeTe 3awmntnTb IBM Spectrum Protect oT pyCKOB 3aLmTbl, UICNOb3YS MPOTOKOMbI CBA3U, 3aLLNUTY
naponen n NnpenocTaBnsas aaMUHMUCTPATOPaM pasHble YPOBHM 4OCTYNa.

Transport Layer Security

Mo>HO ncnosb3oBaTb NpoTokon Secure Sockets Layer (SSL) unu Transport Layer Security (TLS), 4Tobbl
obecneunTb 3aLLMTy TPAHCNOPTHOrO cosa ans 6e3onacHomn CBA3M MeXay cepBepamu, KIMeHTamMu u
areHTamMm xpaHeHus. Ecnv Bbl NepecbiiaeTe faHHble MeXOyY CEPBEPOM, K/TMEHTOM M areHTOM XpaHeHus,
ncnonbdynte SSL nnn TLS ons wndpoBaHUsa gaHHbIX.

Coser: Jltobas gokymeHTaumnsa IBM Spectrum Protect, o603HaueHHas kak "SSL" nnu "BbibpaTtb SSL",
npumeHnma K TLS.
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SSL npepocTaBnsietca Global Security Kit (GSKit), ycTaHoBneHHbIM ¢ cepBepoM IBM Spectrum Protect u
MCMNOJIb3YEMbIM CEPBEPOM, KIIMEHTOM M areHTOM XpaHeHUs.

OrpaHuueHue: He ncnonb3syinte npoTokonbl SSL n TLS gns cBA3KM ¢ ak3eMnnsapom 6asbl gaHHbIX IBM Db2,
KOTOpPbIV UCnonb3yeTcs KakuMmn-nnbo cepsepamm IBM Spectrum Protect.

Kaxbl cepBep, KIMEHT UMM areHT XPaHeHUs, Ha KOTOPOM BKJIOUYaeTCs noaaepikka SSL, ponxeH
MCNOJIb30BaTh AOBEPEHHbI CAMOMNOANMUCAHHbIA CEPTUMUKAT UAN NONYYUTb YHUKANbHbIV CEPTUDUKAT,
noAnucaHHbIn ceptudukatopom (certificate authority, CA). Bbl MoXeTe MCMONb30BaTh CBOU COBCTBEHHbIE
cepTudmrKaTbl UK MoxeTe nNpuobpecTn cepTudurkatol y ceptucpmkatopa (CA). Jliobon ceptucmkar
HY>XHO YCTaHOBUTb 1 06aBKTb K 6aze faHHbIX Ktouer ana cepeepa IBM Spectrum Protect, knveHTa nnm
areHTa xpaHeHus. CepTudmrKaT NpoBepsieTcs KIIMEHTOM uUnu cepBepoM SSL, koTopblili 3aTpeboBan nnm
MHULMMPOBan cBS3b No SSL. HekoTopble cepTutmkaTbl cepTUdhUKATOPOB NpeaBapUTENBHO
yCTaHaBnMBatoTCa B 6asax AaHHbIX KOYEN NO YMOMYAHUIO.

SSL ycTaHaBnvMBaeTCs He3aBMCMMO OT cepBepa IBM Spectrum Protect, kfieHTa 1 areHTa XpaHeHusl.

YPpOBHM NOJIHOMOUMIA

Mpu ncnonb3oBaHUK kaxporo cepeepa IBM Spectrum Protect cylecTByeT psf LOCTYMNHbIX YPOBHEN
aAMUHUCTPATUBHbIX MOTHOMOUUNI, ONPEAENSOLLMX 3a4a4N, KOTOPbIE MOXET BbIMOMHUTbL aAMUHUCTPATOP.

MNocne perncTpaumm agMMHUCTPATOPY HYXHO NPeAoCTaBUTb NMOJTHOMOUUNSA, Ha3HAUYMB A9 HErO OOWH UMK
HECKOJIbKO YPOBHEN afAMUHUCTPATUBHbIX MOMHOMOUYNIN. ADMUHUCTPATOP C CUCTEMHBIMU NMOJTHOMOYUAMMU
MOXET BbIMONHUTL NtobYI0 3aaa4y C CEPBEPOM U HA3HAUYUTb YPOBHU NONTHOMOUMIA ONS OPYrUX
alMMHUCTPATOPOB, BOCMONb30BaBLINCL KOMaHaon GRANT AUTHORITY. AoMuHucTpaTopsl, obnagatowme
NOTHOMOUMSAMU NONUTUKU, XPAHEHUS UNN ONepaTopa, MOryT BbIMOHATL TOMbKO ONpeaefieHHbI Habop
3apau.

AOMUHUCTPATOP MOXET 3aperncTpupoBath apyrue ID aaMMHUCTPATOPOB, NPEAOCTaBUTbL UM YPOBHU
MOMHOMOYUNIN, NEPENMEHOBATL UKW YOANUTb KX, & Takxke 6110KMpoBaTh MK pa3bnoknupoBaTth UX JOCTYN K

cepsepy.

ALMUHUCTPATOP MOXET ynpasfidaTb AOCTYNOM K onpefeneHHbIM KINMeHTCKUM y3nam gna ID
nonb3oeaTtesnel root n ID nonb3oBaTenen, He ABAAIOWMUXCSA NoNb3oBaTenssmMu root. Mo ymonyanuto, ID
nosib3oBaTesNd, He SBNAI0LWEerocs Nonb3oBaTeneM root, He MoXeT MPON3BOAUTL Pe3epBHOE KOMMpoBaHue
OaHHbIX Ha y3ne. Ncnonb3ynte komaHoy UPDATE NODE, uTobbl M13MeHUTb NapameTphbl y3ia 1 BKIIIOUYUTb
pe3epBHOe KonnpoBaHue.

Maponu

Mo ymonuaHuio cepBep aBTOMaTUYECKN UCNOMb3YeT ayTeHTVI(bl/IKaLI,VII-O C noMowwbko napons. Ecnn
ayTeHTVICbVIKaU,VIﬂ napoJid BKJZIl0OYEHa (on), BCe nonb3oBaTenu npuv nony4vyeHnn Ooctyna K cepBepy A0J1XKHbl
YKa3blBaTb Maposib.

Mcnonb3synTe Lightweight Directory Access Protocol (LDAP), uTobbl npuMeHnTb 60nee cTporvne
TpeboBaHus k naponsM. JononHUTeNbHY0 MHDOPMaLUto CMOTpUTe B pasaesne YnpaBieHue Naponsmu u
npouenypamu exoga (V7.1.1).

Tabnuya 18. XapaktepucTuku ayTeHTUgukayuu naponiel

XapakTepucTtuka JononHutenbHas uHdopMmauua
3Ha4veHune perncrTpa CMMBOOB bBes yueTa perucrpa.
CpoK oencTBus Napons No yMon4aHuio 90 gHen.

OTcueT HauMHaeTCa C MOMeHTa NepBoit
pervcTpaummn Ha cepeepe ID agMUHUCTpaTopa Unn
K/IMEHTCKOro y3na. Ecnu B TeueHne aToro nepuoga
naposib He MU3MEHMUTCS, NapoJsib HYXKHO byoeT
M3MeHUTb, KOrAa Nnosib3oBaTtesib B Clieaytolmnin pas
Mony4mnT JOCTYN K cepBepy.
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Tabnuya 18. XapaktepucTuku ayTeHTugukayuu naponel (npodosmmeHue)

XapakTepucTtuka JononHutenbHas uHdopMmauua

Y1cno nonbITOK BBOAA HEMPABWUIbHOMO Napons [lns BCEX KNMEHTCKMX Y3/10B MOXHO YCTaHOBUTb
MaKC/MaJibHOE KOMIMUYEeCTBO NoC/efoBaTesbHbIX
MONbITOK HEMPaBWUIbLHOTO BBOAA Napons. Mocne
NpeBbILEeHNs JaHHOr0 3HaYeHWsl cepBep
6roKMpyeT Takown y3ern.

LnvHa napons no ymonyaHuo 8 cumBonoB

ALMUHUCTPATOP MOXET 3a4aTb MUHUMASbHYIO
ONnHY. HaumnHasa ¢ sepcun 8.1.4, MMHMManbHas
OJIMHa napornen cepeepa No yMo4aHuo
nameHmnaco ¢ 0 oo 8 cMmMBOnOB.

3awumTa ceaHca

3awmTa ceaHca - 3TO YPOBEHb 3aLMTbl, KOTOPbIN MCNOb3YeTCA 4S9 B3aUMOAENCTBMI MeXay y3namm-
KnneHTamu IBM Spectrum Protect, knneHTaMmu agMMHUCTPUPOBAHWA N CEPBEPaMM U HAa3HAYaeTCa C
ncnonb3osaHnem napametTpa SESSIONSECURITY.

Onsa napametpa SESSIONSECURITY MOXHO 3a4aTb OAHO U3 CREAyHOLNX 3HAYEHWNI:

» 3HauveHune STRICT npuHyOoMTENBHO NPUMeEHSEeT Hanbosiee BbICOKUIN YPOBEHb 3alLMTbl B3aMMOLENCTBUM
mexay cepsepamu IBM Spectrum Protect, yanamu n agMuHmucTpaTopamu.

« 3HaueHne TRANSITIONAL ykasbiBaeT, 4To npu obHoBNEHUM nporpamMmmbl IBM Spectrum Protect po
V8.1.2 unun HoBee UCMONb3YeTCS CYLLECTBYIOLWMI NPOTOKON CBA3M. ITO 3HAYEHME NO YMonYaHuio. Ecnum
3apaHo SESSIONSECURITY=TRANSITIONAL, aBTOMaTM4YeCKN NpUMeHaIOTCA bonee cTporve
napameTpbl 3aWMTbl NPK UCNONb30BaHUK Bonee BbICOKMX BepCcuiA NnpoTokona TLS n npu obHoBNEHUN
nporpammbl fo V8.1.2 unu Hoeee. Mocne Toro Kak ysen, agMMHUCTpaTop unun cepeep byaet
COOTBETCTBOBaTh TpeboBaHmaM ong 3HaveHma STRICT, 3awwmTa ceaHca aBTOMaTMYeCKn 06HOBUTCS [0
3HayeHnss STRICT, n 06bekT Hosblue He CMOXKET NPOXOLUTb ayTEHTUMKALMIO, NCNIOb3YS
npeabloyLLyo BEPCUIO KnmeHTa unun 6onee paHHue NpoTokonbl TLS.

Mpum.: [Jo o6HOBNEHNS cepBEPOB OOHOBNATL KIIMEHTbI PE3EPBHOIO KOMMPOBAHUS M apXMBUPOBAHMS
00 V8.1.2 nnu HoBee He HyXHO. Mocne obHoBneHns cepeepa o V8.1.2 nnmn HoBee y3nbl 1
aoMUHUCTPATOPbI, UCcnonb3yowme bonee paHHME BEPCUMM NPOrpamMMbl, MPOAoMXKaT
B3aMMOLENCTBOBATb C CEPBEPOM, UCNosb3ys 3HadeHne TRANSITIONAL, noka obbekT bynet
COOTBETCTBOBaTh TpeboBaHmaM ons 3HaveHns STRICT. TOYHO Tak e MOXHO OBHOBUTb KINMEHTHI
pe3epBHOro KONMMPOBaHUS 1 apxnemnpoBaHus 0o V8.1.2 nnm Hosee f0 obHoBNeHMs cepepos IBM
Spectrum Protect, HoO 06HOBNATL CepBepbl CHavana He TpebyeTcs. CBA3b MexXay cepBepamm u
KJIMEeHTaMUn He NpepbiBaeTCs.

JononHuTenbHble cBeAeHUA 0 3HaueHuax napameTpa SESSIONSECURITY cmoTpuTe B ONMCaHUAX
crnepyLwmx KoMmaHa,

Tabnuya 19. KomaHdekl, ucnons3yemsle, 4Tobsl 3adate napametp SESSIONSECURITY

06beKT KomaHpa

KnneHTckume y3nbl REGISTER NODE

UPDATE NODE

ALMWHUCTPATOPbI

REGISTER ADMIN
UPDATE ADMIN
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Tabnuya 19. KomaHdkl, uchons3yemsie, 4Tobbl 3adate napametp SESSIONSECURITY (npodonxeHue)

06beKT KomaHpa

Cepsepbl « DEFINE SERVER
« UPDATE SERVER

AOMUHUCTPATOPSLI, NpoLleawmne ayTeHTUUKaLMIo ¢ ucnonb3oBaHneM komangbl DSMADMC, koMaHabl
DSMC vnu nporpamMmbl dsm, nocne ayTeHTudunkaunm ¢ ncrnonbloBanmem V8.1.2 nnm HoBee He CMOryT
NPOXOAMUTb ayTEHTU(MKALMIO C MCNoNb30BaHNeEM bonee paHHen Bepcun. YTobbl ycTpaHnTb Npobnemsl
ayTeHTU(MKaLMM aAMUHNCTPATOPOB, CMOTPUTE CleayroLime CoBeThl:

CoBeTbl:

« YbenuTech, 4To BCe nporpaMmbl IBM Spectrum Protect, ncnonbsyembie y4eTHON 3anncbio
agMuHUCTpaTopa Anis Bxoga B cuctemy, obHosneHbl Ao V8.1.2 unu Hosee. Ecnv yueTHasa 3anuch
aAMUHUCTPATOPa NPOU3BOLAUT BXOA, U3 HECKOMbKUX CUCTEM, YBeauTech, YTo cepTudmrKaT cepBepa
YCTaHOBJIEH B KO0 CUCTEME.

- MNocne Toro, Kak aAMMHUCTPATOP YCMNELLHO ayTEHTU(ULMPYETCA HA CEpPBEPE C UCMONb30BaHNEM
nporpammHoro obecneveHus V8.1.2 nnu 6onee Hoson Bepcuun, unu V7.1.8 nnm 6onee HoBowW Bepcuy,
agMuHUCTpaTop HonbLle He CMOXET NPONTM ayTEHTU(MKALMIO HA 3TOM CepBepe, UCMONb3ys BEPCUU
KnueHTa unu cepeepa bonee paHHen Bepcun, yem V8.1.2 unn V7.1.8. Komanay agMuMHUCTpaTopa
MOXHO BBOANTb 13 060N cnctemsl.

« Ecnun notpebyeTcs, co3ganTe OTOENbHYI0 YUETHYI0 3aN1Cb adMUHUCTPATOPA, YTOObI MCNOJIb30BaTh ee
TOJIbKO Npu paboTe C KNMEHTaMM 1 CepBepaMm, Ha KoTopbix paboTaeT V8.1.1 nnn 6onee paHHAA
nporpaMma.

MpUHYANTENBHO NPUMEHUTE HaUBbLICLINIA YPOBEHb 3aLUUTbl B3aMMOAENCTBUIA ¢ cepBepoM IBM Spectrum
Protect, coenas Tak, 4Tobbl BCe y3Mbl, aAMUHUCTPATOPbI M CEPBEPLI MCMNOSIb30BasM 3aLLMTY CeaHca
STRICT. MoxHo Bocnonb3oBaTbcs komaHaon SELECTH utobbl onpenenntb, Kakue cepBepbl, y3/bl U
agMUHUCTPaTOpPbl Mcnonb3ykoT 3awmTy ceaHca TRANSITIONAL, uTobbl Mx 06HOBUTL A1 UCNOJIb30BaHUS
3awmTbl ceaHca STRICT.

MHdopMauusa, cBa3aHHasA C faHHOM
3aumTa cBa3un

YnpaeneHue agMUHUCTpPATOpPaMm

AOMUHUCTPATOP C CUCTEMHBIMU MOJIHOMOUMSIMU MOXKET BbINONHUTBL Nt0byto 3apauy ¢ cepeepom IBM
Spectrum Protect, Bknto4as Ha3HaveHne ypoBHEN NOTHOMOYMIA ONS APYTrMX aAMUHUCTPATOPOB. YTobbI
BbINOJIHUTb PSA 3afa4, BaM AOMKHbI ObITb NPefoCcTaBAEHbl MOSIHOMOUYNS MYTEM Ha3HAYeHWS OLHOMO UK
HECKOJIbKMX YPOBHEN MOMHOMOUUNNA.

Mpouenypa

YT106bI UISMEHUTL napameTpbl agMUHNCTPATOPA, BbIMOJTHUTE ONMUCAHHBIE HUXKE Waru.
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3apava Mpouepypa

[obaBnTb afMUHUCTpaTOpPa Y106bI 06aBMTL afMUHKUCTPaTOpa, ADMINT, ¢
CUCTEMHbIMM MOSTHOMOUMSAMU U 3a0aTb Naposib,
BbINOSIHUTE CieAyoLMe LWaru;

a. 3aperncTpupynTe agMUHUCTpaTopa 1 3aganTe
Pa$#$twO B kauecTBe nNaporss, BBeas
CrepyoLwyo KoMaHay:

register admin adminl Pa$#$twO

b. MpenocTaBbTe aAMMHUCTPATOPY CUCTEMHbIE
MOSIHOMOYMS, BBEASA CMEAYIOLLYI0 KOMaHay:

grant authority adminl classes=system

N3MeHUTb afMUHNCTPaTMBHbIE MOTHOMOUUS N3meHnTe ypoBEeHb NOSIHOMOYMIA ANS
agMuHuctpatopa ADMIN1I.

- MNpepocTaBbTe AfMUHUCTPATOPY CUCTEMHbIE
MOHOMOYMSI, BBEOS CNIEAYIOLLYI0O KOMaHAY:

grant authority adminl classes=system

» AHHYJIMPYNTE CUCTEMHbIE MOTHOMOYKS
aAMUHUCTPATOPa, BBEAS CedyioLy0 KOMaHAay:

revoke authority adminl classes=system

YoanuTtb agMUHUCTPATOPOB AHHynMpynTe gnsa agmmHuctTpaTtopa ADMIN1
poctyn Kk cepsepy IBM Spectrum Protect, BBeas
CrefyoLwyo KoMmaHay:

remove admin adminl

BpemeHHO 3anpeTuTe JOCTYN K CepBEpPY 3abnokupyiTe unu pasbnokupynte
aaMUHUCTpaTopa, BBeaa komaHay LOCK ADMIN
nnv UNLOCK ADMIN.

N3MeHeHMe TpeboBaHUM K Naponam

MOXXHO N3MEHUTb MUHMMaNbHbIM NPeAeN Napons, OAVHY Napons, CPOK AeNCTBUS Napons, a Takxe
BKJIIOUNTb UM BbIKKOUNTbL ayTeHTU(MKaumio ang IBM Spectrum Protect.

06 aTou 3apave
MpuMeHss ayTeHTUdMKaLNIo Ha OCHOBE Naposien U ynpaBsis orpaHUYeHUsS MY Naposien, Bbl 3alluiaeTe
OaHHble 1 cepBepbl OT NOTEHLUMaNbHbIX yrpo3 6e3onacHoCTH.

Mpouenypa

YT06bl M3MEHUTb TpeboBaHMA K NaponsaMm ana cepeepos IBM Spectrum Protect, BbINOMIHWTE ONUCaHHbIe
HUXKe 3aJaun.
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Tabauya 20. 3adayu ho ayteHTughukayuu 0515 cepsepos IBM Spectrum Protect

3apaua

Mpouenypa

3agaTtb MakCuMMasabHOE YMCNOo NOMbITOK BBOAA
HENpPaBWIbHOIo Naposid.

a. BbibepuTe cepBep Ha cTpaHuue CepBepbl
LleHTpa onepauui.

b. LWenkHuTe no CBepeHus, a 3aTeM No BKIagKe
CeoiicTBa.

c. 3aganTe YnCo HeyaaYvHbIX NOMbITOK B None
Mpepen HeypauHbIX NONbITOK BXOAA B
cucrtemy.

3HaueHWe No YMONYaHUIo MNpU YCTAaHOBKE PaBHO
0.

3apanTte MMHMManNbHYIO OAJMHY Napons.

a. BoibepuTe cepBep Ha cTpaHuLe CepBepbl
LleHTpa onepauui.

b. LLlenkHuTe no Mogpo6HocTH, a 3aTEM MO
Bknagke CBOMCTBA.

c. 3aganTe YNCIO CUMBOJIOB B MoJie
MuHuManbHasa gavHa napons.

3apanTe CpoK AeNCTBMS Naposen.

a. BbibepuTe cepBep Ha cTpaHuue CepBepbl
LleHTpa onepauui.

b. WenkHuTte no MogpobHOCTH, a 3aTEM MO
BKIagke CeoicTBa.

C. 3apaliTe CPoK B AHAX B nosie O6Wmii cpok
BeicTBuA naponei.

3agaTb MeToq, ayTeEHTURMKALUM MO YMOSTYAHUIO.

Beeoute komaHay SET
DEFAULTAUTHENTICATION. Hanpumep, 4tobbl
NCMOnb30BaTh CEpPBEP Kak MeTosq
ayTeHTU(MKALUN MO YMONYaHUIO, BBEAUTE
CrnepyoLwyo KoMmaHay:

set defaultauthentication local

Y106bI 0BHOBUTL KNMEHTCKMIA y3EN A9
ayTeHTUMKALUN HA CEPBEPE, BKIIOUNTE
AUTHENTICATION=LOCAL B komaHoy UPDATE
NODE:

update node authentication=local

UHopMauumsa, cBa3aHHaA C JaHHOM

AyteHTudmnkaumsa nonb3oBatenen IBM Spectrum Protect ¢ ucnonbsoBaHnem cepsepa LDAP

YnpaBneHune naponsamu n npouenypamu sxopa (V7.1.1)

3auuTta cepeepa B cucteme

3awmTnTe cuctemy, B Kotopoi cepeep IBM Spectrum Protect paboTaeT, 4Tobbl NpefoTBPaTUTL

HECaHKLUMOHMPOBAaHHbIA JOCTYM.
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Mpouenypa

Y6enuTech, YTO HeaBTOPU30BaHHbIe NONb30BaTeN M He MOTYT MNOSYUnTb JOCTYN K KaTasioram ans 6assbl
JaHHbIX cepBepa 1 ak3eMnaspa cepeepa. OcTaBbTe AN 3TUX KaTasloroB napamMeTpbl AOCTYNa, KOTopble
Bbl CKOH(QMTYPMpPOBanM BO BpeMs peannsauunmn.

OrpaHuueHue focTyna nosb3oBartesieil K cepeepy

YPOBHM NOSTHOMOYMIA ONMPEAENSOT TO, YTO AMUHMUCTPATOP MOXET caenatb ¢ cepepom IBM Spectrum
Protect. ADMUHUCTPATOP C CUCTEMHBIMU NOSTHOMOYMAMMN MOXKET BbINOSHUTL Nt0BYI0 3aavy Ha cepBepe.
AOMUHUCTpaTOPbI, 061afatoLwme NOTHOMOYMAMU NONUTUKKN, XPAHEHMS MW ONepaTopa, MOryT BbIMOMHATb
TOJIbKO OnpefeneHHblin Habop 3agau.

Mpouenypa
1. Mocne perncrpaunm agMMHUCTpPaTopa C ucnonb3oBaHMeM koMaHabl REGISTER ADMIN vcnonbsyiTe
koMaHay GRANT AUTHORITY, utobbl 3apaTh ypOBEHb NOSIHOMOYMIA aAMUHUCTPATOPA.

[lononHWTeNbHbIe CBEAEHMS O TOM, KaK 3a,aBaTb U M3MEHSATb NOJTHOMOYKS, CMOTPUTE B
pasgerne “YnpaBneHue agMmHucTpaTopammn” Ha cTp. 122.

2. YT0bbI ynpaBidaTb NOJIHOMOYNAMUN aAMUHUCTPATOPA Ha BbINOJIHEHNE HEKOTOPbIX 3a4au, VICﬂOJ'Ib3yIZTe
cnegywume nose onuum cepeepa:

a) Bbl MOXeTe 3a4aTb YpOBEHb MOAHOMOUMI, KOTOPbIN A0NXKEH ObiTb Yy aAMUHUCTPATOPA, UTOObI OH
mor BBecTu koMmaHabl QUERY v SELECT c onuuenr cepsepa QUERYAUTH. Mo ymonuaHuio, He
TpebyeTcsa HMKAKOro ypoBHS NofIHOMo4Mi. [laHHoe TpeboBaHMe MOXHO M3MEHUTb, YKa3aB OAUH U3
YPOBHENM NOSIHOMOUMI, BK/THOYAs CUCTEMHbIE.

b) Bbl MOXeTe ykasaTb, YTO AS19 KOMaH[, KOTOpble 3aCTaB/AT CEPBEP 3annCbiBaTh BHELHUN ann
3a cyeT ncnosbaoBaHus cepeepHol onunn REQSYSAUTHOUTFILE, TpebytoTcs cMcTeMHbIe
nosiHoMouus. Mo yMonyaHuto, Ans BbINOSHEHNS TAKMX KOMaH4 HeobX0ANMbl CUCTEMHbIE
NoOHOMOYMS.

3. MOXHO OrpaHnuUnTb pe3epBHOE KONMMPOBaHME AaHHbIX HA KIIMEHTCKOM y351e, TaK YTObbl ero Mornm
BbINOSIHATL TONbKO ID nosib3oBaTens root Ui aBTopu3oBaHHbIE MOMb30BaTENN.
Hanpumep, utobbl orpaHMunTbL pe3epBHOe KonupoBaHue ID nonb3oBaTens root, BBEAUTE KOMaHAY
REGISTER NODE vnn UPDATE NODE v 3apganTe napameTp BACKUPINITIATION=xoot:

update node backupinitiation=root

OrpaHuuyeHue pgoctyna nyTeM orpaHuyeHui NopTos

OrpaHuybTe OOCTYN K CepBepy, NPUMEHUB OrpaHUYeHMs NoPTOB.

06 sTou 3apaue

B 3aBMCMMOCTM OT Bawmx TpeboBaHUIM K 3alLMTe BaM MOXET NoTpeboBaTbCsH OrpaHMUYnTb JOCTYN K
oTAenbHbIM cepBepaM. Cepsep IBM Spectrum Protect MOXXHO HACTPOUTb Ha MPUEM AAHHbIX C YeTbIpex
noptos TCP/IP: aByx ansa o6bi4HbIX NpoTokonioB TCP/IP unu npotokonos Secure Sockets Layer (SSL)/
Transport Layer Security (TLS), n oByX, KOTOPblE MOXHO UCMO/Ib30BaTb TOJIbKO N5 npoTokona SSL/TLS.

NMpouenypa

YT06bl yKa3aTb HYyXHble NOPTbI, MOXHO 3a4aTh OnuuMu cepeepa (cMoTpuTe pasaen Tabnuua 21 Ha cTp.
126).
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Tabauya 21. Onyuu cepsepa u 00CTyn K nopTam

CepBepHblit napameTp | docTyn K nopram

TCPPORT 3apaeT HoMep NopTa, KOTOPbI UCNoNb3yeTcs Apaneepom cesasu TCP/IP
cepBepa g5 oTcnexmsanua TpeboBaHMii yCTaHOBIEHUS CEAHCOB K/TMEHTOB.
3TOT NOPT NpMHUMaET Kak ceaHcbl TCP/IP, Tak n ceaHcbl ¢ nogaepxkom SSL.
3HadveHure no ymonuyanuto - 1500.

TCPADMINPORT 3agaeT HoMep NopTa, KOTOPbI UCNoNb3yeTcs Apaneepom cesasu TCP/IP
cepBepa gns oxungaHus TpeboBaHNIM yCTaHOBNEHUS CEAHCOB, OT/IUYHbIX OT
CEaHCOB KJIMEHTOB. ITOT NOPT NPUHMMAET Kak ceaHcbl TCP/IP, Tak 1 ceaHcol
C noanepKom SSL. 3HaueHneM N0 yMONYaHMIO ABMSETCS 3HAYEeHne
TCPPORT.

Ncnonb3ynTe aTy onuuio, 4Tobbl OTAENUTb TPagMK KIMEHTa
aQMUHUCTPUPOBaHMS OT TpadurKka 0bbIuHbIX KMeHToB ¢ onumsamn TCPPORT n
SSLTCPPORT.

SSLTCPPORT 3apaet agpec nopta TCP/IP SSL onga cepepa. 3TOT NOPT NPUHMMAET TOSIbKO
ceaHcbl C nogaepxkom SSL. 3HaveHns nopTa No yMOTYaHUIO HET.

SSLTCPADMINPORT 3apaeT agpec nopTa, Ha KoTopoM gpaneep ceAsn TCP/IP cepBepa oxumaoaeT
TpeboBaHMs Ha yCTaHOBMIEHME ceaHCOB SSL. 3HaueHuMs nopTa no yMoYaHmto
HeT.

Mcnonb3ynTe aTy onumio, 4tobbl OTAENNTb TPahMK KINEHTA
agMUHUCTPUPOBaHMA OT Tpadrka obblUHbIX KNMeHToB ¢ onumamu TCPPORT u
SSLTCPPORT.

OrpaHuueHus:

Cnepytowme orpaHnM4YeHns NPYMEHSAI0TCA Npu onpeneneHnm NopTos cepeepa ToNbKo ang SSL
(SSLTCPPORT n SSLTCPADMINPORT):

« Ecnu Bbl 3apaeTe nopT cepBepa Tosbko SSL B napameTpe LLADDRESS B komaHae DEFINE SERVER wnu
UPDATE SERVER, Hapgo Takxe 3agaTb napameTp SSL=Yes.

- Ecnun Bbl 3apaete nopt cepBepa Tonbko SSL ang onumn TCPPORT knneHTa, TO HAA o TakxKe 3anaTh YES
ona onuuu SSL kKnneHTa.

CcblIKK, cBSI3aHHbIe C faHHOMU

MnaHvpoBaHWe [ocTyna Yepes bpaHaMayap

OnpenenuTe, Kakue y Bac 3afaHbl bpaHamayapbl M Kakve NopTbl LOMKHbI ObITb OTKPbIThI, UTOObI
pelweHune IBM Spectrum Protect paboTtano.

OcTaHOBKa U 3anycK cepeepa

Mpexae YeM BbINoNHATL 334341 N0 06CAYXMBAHUIO UK NePEeKOH(UrYPUPOBaHMIO, OCTaHOBMTE CepBep.
3aTeM 3anycTuTe cepBep B pexumMe obcnyxmnsaHmns. Korga saseplumTe 3agadn no 06CnymMBaHuio unm
nepeKoH(UryprpoBaHmio, NepesanycTuTe cepeep B NPOM3BOACTBEHHOM pexume.

Mpe>xpe yeM HayaTb
Y1066l OCTAHOBMKTBL M 3anycTUTb cepBep IBM Spectrum Protect, TpebytoTcs cMcTeMHbIe MOTHOMOYNS UK
NoSIHOMOYMA onepartopa.
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OcTtaHOBKa cepBepa

Mpexne YeM OCTaHOBMUTb CepBep, NoAroToBbTe CUCTEMY, MPOCNeanB, UTobbl BCe onepawmm no
pe3epBHOMY KOMMpoBaHuto 6asbl AaHHbIX Oblv 3aBepLUeHbl U YTOBbI BCe Npoyne NPOoLLEeCcChl U CeaHchl
6bInM 3aKOHYEHbl. Biarogaps aToMy, Bbl CMOXKeTe 6e30mnacHbIM 06pa3oM 3aBeplUnTb paboTy cepBepa u
obecneunTb 3alMTY AAHHbIX.

06 aToii 3apaue
Mpw BBOAEe koMaHAbl HALT ons ocTaHOBKM cepBepa NPOUCXOAAT Clefytowme oencTBums:

 Bce npouecchbl 1 ceaHcbl y310B KNTMEHTOB ByayT OTMEHEHbI.

« Bce Tekyuime TpaH3akumm 6yayT octaHoBneHsbl. (Mpu nepesanycke cepsepa byaeT npovsseneH oTkar
TpaH3aKuuii.)

Mpoueaypa
YT106bI NOAFOTOBUTL CUCTEMY M OCTAHOBUTbL CEPBEP, BbINOMHUTE Creayowme waru:
1. 3anpeTuTe 3anyCcK HOBbIX CEAHCOB KJIMEHTCKMX Y3108, BBeas komaHaoy DISABLE SESSIONS:

disable sessions all

2. OnpepennTte, He BbIMONHATCA X KaKne-nmbo ceaHCbl KIIMEHTCKUX Y3/10B U NPOLLECChI, BbINONHUB
cnenymwollee:

a. Ha ctpaHuue LleHTpa onepaumit 0630p nocMoTpute B 0611acT AKTUBHOCTDb 06LLiee YnCio
MPOLLECCOB U CEaHCOB, KOTOPble aKTUBHbI B HACTOSLWMA MOMEHT. ECN 3To YMCno 3aMeTHO
OT/INYaeTCs OT 3HAUEHUS!, KOTOpPOoe 06bIYHO MOKA3aHO BO BPEMS NMOBCEAHEBHOMO yNpaB/ieHus
XpaHeHneM, To MPOCMOTpUTE Apyrue MHOMKATOPbLI COCTOsAHMS B LieHTpe onepauuii, 4Tobbl
onpenenunTb, ownbKka nn aTo.

b. CMoTpuTe rpaduk B o6nact AKTUBHOCTb, UTOObI CpaBHUTL 06bEM CETEBOro TpadmKa 3a
cnepyoLme nepuosabl:

« Tekywmm nepmog, To eCTb, camble nocnegHue 24 yaca
 penblaywmni neprom, To ecTb, 3a 24 Yaca oo TeKyllero nepnoga

Ecnu Ha rpadmke 3a npeapblaylumii neprom NoKasaHo oxuaaemblil 06bem Tpadmka, CyLLeCTBeHHble
pasnmMuna ¢ rpadKoMm 3a TeKyLLMiA Nepmnom MoryT yKasbiBaTb Ha Npobnemy.

c. BoibepuTe Ha cTpaHuLe CepBepbl cepBep, /19 KOTOPOro Bbl XOTUTE MOCMOTPETb NPOLLECChI U
CeaHcbl, U wenkHuTe no CeepeHus. Ecnv cepeep He 3aperncTpupoBaH Kak xab nav nogunHeHHbIN
cepsep B LleHTpe onepaumi, nonyumte MHMOPMaLLMIO O MpoLLeccax Npy NoOMoLM KOMaHA
aaMUHUCTpUpoBaHua. Beeante komaHay QUERY PROCESS s 3anpoca npoueccoB 1 NoyvyeHns
nHopMaLmMm 0 ceaHcax npm nomowm komaHasl QUERY SESSION.

3. Joxantecb 3aBeplieHna CeaHCOB KNTMEHTCKUX Y3/10B U1K OTMEHUTE UX. YT106bI OTMEHUTL npouecchbl n
CeaHcbl, coenanTte cnegywulee:

« BbibepuTe Ha cTpaHuLie CepBepbl cepsep, A1 KOTOPOro Bbl XOTUTE NMOCMOTPETb NPOLLECCHI U
CeaHcbl, 1 WenkHMTe no CBepaeHus.

« lLlenkHnTe no Bknagke AKTUBHbIE 3a4aum 1 Bbl6epI/ITe OOWH NN HECKOJIbKO npoueccosB, CeaHCOB
NN KoMburHauuo npoueccoB 1 CeaHCOB, KOTOPbIE Bbl XOTUTE OTMEHUTD.

« HaxxmMute kHonky OTMeHa.

- Ecnu cepBep He 3aperncTpmpoBaH Kak xab nnv nogunHeHHbIn cepsep B LleHTpe onepauui,
OTMEHUTE CeaHCbl NPY NOMOLLM KOMaHA agMUHUCTpupoBaHus. Beeante komaHay CANCEL
SESSION, uTo6bl OTMEHUTL CeaHc 1 npouecchl Npu nomowmn komaHasl CANCEL PROCESS.

CogerT: Ecnu npouecc, KOTOPbIN Bbl XOTUTE OTMEHUTb, 0XXMAAET MOHTUPOBAHUS JIEHTOYHOMO TOMA,
TpeboBaHve MoHTMpoBaHUs ByaeT oTMeHeHo. Hanpumep, ecnu Bbl BBegeTe komaHay EXPORT,
IMPORT vnun MOVE DATA, KOMaHZa MOXeT UHMLMMPOBATb NPOLLEeCC, ANa KoToporo notpebyeTcs
CMOHTMPOBATb NEHTOYHbIN TOM. O HaKO, €CNIN NEHTOUYHbIN TOM MOHTUPYETCA aBTOMaTU3MPOBaHHOWM
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6mubnmnoTtekon, onepauna oTMeHbl MOXXET HE MMETb CUJIbl, MOKa HE 3aBepLNTCA npouecc
MOHTUpoOBaHuA. B 3aBucumocTn ot Ballen CUCTEMHOMN Cpenbl HA 3TO MOXET I'IOTpGGOBaTbCﬂ
HECKOJIbKO MUHYT.

4. OctaHOBUTe cepBep C nomoLbio koMaHabl HALT:

halt

3anyck cepBepa psa 3apayd o6cnyXuBaHus unu
peKoHturypuposaHua

Mpexae YeM NPUCTYNUTb K BbINOJIHEHUWIO 3a4a4 MO 06CNYXUBAHWIO UM NEPEKOHUTYPUPOBAHNIO,
3anycTuTe cepBep B pexxmMe obcnyxnsanus. Mpu 3anycke cepeepa B pexxmme 06CnyxmnBaHus Bbl
OTKJ/IIOYaeTe onepauun, KOTopble MOTyT MOMeLLAaTh 3a4auaM 0b6CnyXnBaHUsa Unu
nepeKoHMUrypmpoBaHms.

06 3Toi 3apaue

3anycTtuTe cepBep B pexxnme obcnyxmeaHus, sanyctns ytunmuty DSMSERY ¢ napameTpom MAINTENANCE.
B pexxunme obcnymMBaHWA OTKIOYAKOTCS Ccnegyowme onepawun:

« PacnucaHus agMUHNCTPATUBHbIX KOMaHL,

« KnueHTckme pacnmcaHus

« BoccTaHOBNEHME NPOCTPAHCTBA XpPaHeHWs Ha cepBepe

« YCcTapeBaHWe NHBEHTAPHOI 0 NnepeyHs

- NepeHacTporka NynoB XpaHeHus

Kpome Toro, knMeHTaM 3anpeLL,eHo 3anyckaTb CeaHchl C cepBepa.

CoBeTbl:

« YT106bl 3aNyCTUTb CEPBEP B peXUME 06CNYIKMBAHUSA, HE HYXKHO M3MEHSATb halin onuunin cepeepa,
dsmserv.opt.

- Korpa cepBep paboTtaeT B pexxume ob6cny:xmBaHms, Bbl MOXETE BPYUHYH 3amnyCTUTb BOCCTaHOBNEHNE
MPOCTPaHCTBA XPaHeHUs], UCTeUYeHMEe CPOKa AEeNCTBUS NMEPEYHS U MPOLLECChl MepeHoca Nynos
XpaHeHwus.

Mpouenypa

»  YT0b6bl 3aNyCTUTb CEPBEP B pexnMe 06CNyKnBaHWs, BBEAUTE C/ledyoLLyto KOMaHAay:

dsmserv maintenance

CoBeT: Buaeoknun, nnniocTPUPYIOLWLMIA 3aNyCK cepBepa B pexnme 06Cny) unBaHus, CMOTpuTe Ha Beb-
CTpaHuLe 3anyck cepeepa B pexunme obcnyxmnBaHums.

JanbHeuwune pencreusa
YT06bl BO30OHOBUTL onepaunn cepsepa B Npon3BoaACTBEHHOM peXXnUMe, BbINMOJIHUTE cnegyroume warnu:

1. 3aBepwnTe paboTy cepBepa ¢ nomollbio KoMaHabl HALT:
halt

2. 3aI'IyCTl/ITe cepBep, ncnosb3ya MeToa, KOTOprVI Bbl UCMONb3yeTe B NPON3BOACTBEHHOM peXnme.
BbinonHnTE MHCTPYKUMK ONA Ballemn OI'IepaLI,VIOHHOVI CUCTEMbI.

- .
B Linux
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http://www.youtube.com/watch?v=17sgpZnXJ20

Ol'lean,I/Il/I, KOTOpPbIe 6b11IM OTK/THOYEHbI BO BpeMa pexnma 06Cﬂy>KI/IBaHl/IF|, 6WJ,yT CHOBaA BKJIHOYEHHbI.

MnaHupoBaHue 06HOBNIEHUA cepBepa

Korpa ctaHeT LOCTYNeH NakeT UCNPaBAEHNUA U NPOMEXKYTOYHOE UCNPaBeHMe, Bbl CMOXeTe 0OHOBUTD
cepsep IBM Spectrum Protect, 4Tobbl BOCNONb30BaTLCA NPEUMYLLECTBAMU B YJTYULLEHHOM NPOAYKTE.
CepBepbl U KNNEHTbI MOXHO 06HOBNATL B pa3Hoe BpeMs. MNepen o6HoBNeHNeM cepBepa ybegmTech, UTo
Bbl BbINMOSIHW/M LIArv no naaHupoBaHuMIo.

06 3Tou 3apave
BbinonHuTe cneayrowme peKkoMeHaaunn:

 MpeanoyTnTenbHbIN MeToq, - 0BHOBUTbL CEpBEp C UCMOMb30BaHMEM MacTepa YCTaHOBKW. 3anyCcTuB
macTep, wenkHuTe B okHe IBM Installation Manager no 3Hauky O6HOBUTD; He LefKaiTe No 3HaUYKam
YctaHoBUTb 1 USMEHUTD.

« Ecnu pocTynHbl OGHOBNEHUS 1 OJ1s1 CePBEPHOIr0 KOMMOHEHTa, U A1 KOMMoHeHTa LleHTp onepauui,
BblbepuTe nepekntouaTenn, yKkasblBatoLmMe, YTo Hy>KHO 06HOBUTL 06a KOMMOHEHTA.

Mpouenypa

1. MpoBepbTe CNMCOK NaKeTOoB UCMPABIEHMI U MPOMEXYTOUHbIX UCNpaBaeHuit. CMoTpuTe pasaen
CkaumBaHus IBM Spectrum Protect - nocsiefHve nakeTbl UCMPABEHNI U BPpEMEHHbIe NCMpaB/ieHus.

2. O3HaKOMbTECb C YCOBEPLUEHCTBOBAHMAMM NPOAYKTA, ONMCaHHbIMKU B hannax readme.

CoBeT: [Mo/ly4MB NaKeT yCTAHOBKM CO CTPAHMLLbl CANT NOALEPXKKM , Bbl TAKKE CMOXETE NOSYYNTb
noctyn K hanny readme.

3. YbepguTech 4TO Bepcus, A0 KOTOPOM Bbl 0BHOBNSIETE CEpBEP, COBMECTUMA C APYTMMU KOMMOHEHTaMMU,
HanpuMep, C areHTaMu XpaHeHUs U KnneHTamMmn bubnmotek. CmoTpuTe pasgen CoBMecTMOCTb areHTa
XpaHeHusa n bubnnotTeyHoro knveHTa ¢ cepsepom IBM Spectrum Protect .

4. Ecnv Balle pelleHune BKIOYaeT B cebs cepBepbl MK KNMEHTLI ¢ 6osee paHHMM YPOBHEM BEPCUU, YEM
V7.1, cMOTpUTE peKoMeHZaunm, 4Tobbl yoeanTbes, YTo onepauny pe3epBHOro KONMMpPoBaHNS U
apXMBMPOBaHUS KNMeHTa He ByayT HapyLweHbl. CMOTpUTe pasgen 3amMevyaHns 0 COBMECTUMOCTU U
obHoBneHun IBM Spectrum Protect .

5. |_|pObITI/1Te MHCTPYKUWK MO obHoBneHuto. ObgsaTenbHO CO3}J,aIZTe Pe3epBHYIO KONMUKO 6asbl OaHHbIX
cepBepa, MHhopMaLLMKN O KOH(UIypaLuum yCTPONCTB 1 halina XpoHOIornm TOMoB.
JanbHeuune gencTeua

Y106bI YCTAHOBMTbL NAKET UCMPABNEHWI UM MPOMEXYTOUHOE UCMPABNEHNE, CNeQynTe MHCTPYKLMAM 4ns
Balleln onepaunoHHON CUCTEMBI:

- IEMNY cTaHoBKa NakeTa UCNpaBieHNi cepBepa

« IIEITENY cTaHOBKa NakeTa NCMpaBieHnii cepeepa
B Viindows

MoprortoBKa K OTKJIIOYEHUIO UM OGHOBJIEHUIO CUCTEMDI

MoaroTtoBbTe IBM Spectrum Protect, UTobbl Npu NIaHOBOM OTKJTHOUYEHUN NMUTAHMS UM OBHOBIEHUN
CUCTEMbI COXPaHATb Bally CUCTEMY B HEMPOTUBOPEUNBOM COCTOSTHUMN.
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https://www.ibm.com/support/pages/ibm-spectrum-protect-downloads-latest-fix-packs-and-interim-fixes
http://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect?language=en_US&productId=01t50000004uZGe
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.install/t_srv_inst_fixpack.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.install/t_srv_inst_fixpack.html

06 3Tou 3apaue

Y6enuTech, YTo Bbl 3aNlaHUPOBaNV pPerynspHble 4eNCTBUS MO YNPaBeHNto, 3aLMTe U 06CYKMBaHMIO
cepBepa.

Mpoueaypa
1. OTMeHuTe BbIMOAHAKLWMECS NPOLLECChI U CeaHCbl, CAeNaB creytoLlee:

a. BbibepuTe B LieHTpe onepauuii Ha cTpaHuLue CepBepbl cepBep, A58 KOTOPOro Bbl XOTUTE
MOCMOTPETb NPOLECChI U CeaHChl, U WenKHUTe no CBeaeHus.

b. LLlenkHnTe no Bknagke AKTUBHbIE 3a8auu 1 Bbl6epl/ITe OAVH N HECKOJIbKO npoueccoB, cCeaHCOB
NN KoMbuHaumo npoLeccoB N CeaHCOB, KOTOPbIe Bbl XOTUTE OTMEHUTb.

c. HaxxmuTte kHonky OTMeHa.
2. OcTtaHoBUTE cepBep € nomoubto koMmaHabl HALT:

halt

CoBeT: M0XHO BBeCTU KoMaHAy halt ns LleHTpa onepaumit, ycTaHOBMB yKasaTesib MbIlWN HA 3HAYOK
MapameTpbl 1 WwenkHyB no MocTpoutenb KOMaHA,. 3aTeM Bblibepute cepsep, BBegnTte halt u
HaXXMUTe Ha knasuwwy Beoga (Enter).

Peanusauua njiaHa aBapMﬁHOFO BOCCTaHOBJ1IEHUA

MpuMeHnTe cTpaTernto aBapVIIZHOFO BOCCTaAHOB/EHMS, YTO6bl BOCCTAHOBUTb npunoXeHmd, ecnun
ﬂpOMSOVIJJ,eT aBapuda, n obecneunTb BbICOKYHO OOCTYMNMHOCTb CepBepa.

06 aTou 3apaue

Onpepenute TpeboBaHUS K BOCCTAHOBMIEHMIO NOC/E aBapui, BbiiBMB BU3HeC-NpuopuTeThl Ans
BOCCTAHOBJ/IEHMSA KIIMEHTCKOrO Y313, CUCTEMbI, KOTOPbIE Bbl UCMOMb3yeTe A/19 BOCCTAHOBIEHUS AAHHbIX,
W TO, €CTb JIN Y KJTMEHTCKMX Y3/10B COeAMHEHNE C CEPBEPOM BOCCTAHOBIEHUS. IcNonb3ynTe pennnkaunio
W 3alLMTY NYSI0B XPaHeHWs A5 3aWMUTbl BalnX faHHbIX. TaKXe HYXHO OnpenenmTb, Kak 4acTo
Npov3BOOMTCS 3aLLMTa NYNOB XPAHEHUS HA OCHOBE KaTalloroB-KOHTENHEPOB.

BbinosiHeHue oTPaboTKM BOCCTaHOBJIEHUS

3annaHupynTe oTpaboTKy aBapMINHOr0 BOCCTAHOBIEHUS, YTOBbI NOArOTOBUTLCS K ayAnTY,
yO0CTOBEPAoLLEMY BO3MOXHOCTb BOCCTaHOBNEeHUA cepBepa IBM Spectrum Protect v rapaHTupytowemy,
YTO MOXHO BOCCTAaHOBUTb JaHHble U BO30OHOBUTL onepauun nocne nepebos ¢ nutaHnemM. OtpaboTtka
Takxe nomoxeT BaM ybeamTbCcs, UTO MOXHO BOCCTAaHOBUTbL BCE AaHHbIe N BO30OHOBUTBL onepauuu,
npexze 4Yem BO3HUKHET KpUTuyeckas cutyauus.

06 3Tou 3apave

OrpaHuueHus: MNprBeaeHHbIE HUXE OrPaHUUYEHUS NPUMEHMMbI K OMCKOBbIM PeLLIeHUAM C OQHOM
NAoLWaaKon:

* MOXHO TON1IbKO BOCCTAHOBUTb 6a3y OaHHbIX.

« Bbl He MOXKeTe MCNOMb30BaTh PenInKaumio, Tak KakK y Bac HET LLefIeBOro cepeepa Ha nfiolagke
BOCCTaHOBJ1EHUA.

« Bbl He cMoxeTe Npon3BeCTn BOCCTaHOB/IEHME NOCS1Ie aBapuk B Nynbl XpaHEHUA.

Mpouenypa

Yb6enuTech, UTo co3gaHa pe3epBHaa Konuda 6a3bl AaHHbIX, BbINOMHMB cnepgywume waru:
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a. Ha cTpaHuue CepBepbl TSM B koMnoHeHTe LleHTp onepauwnii BbibepuTe cepBep, A5 6asbl faHHbIX
KOTOPOro Bbl XOTUTE CO34AaTb PE3EPBHYIO KOMMIO.

b. LLlenkHuTe no Pe3epBHOe KONUpOBaHUe 1 BbINOSIHUTE MHCTPYKLUN B OKHe Pe3epBHOe KonupoBaHue
6a3bl JaHHbIX cepBepa.

BoccTtaHoBneHue nocne nepeboes B pabote cCUCTEMDI

B cnyuae anckoBbix peweHunii IBM Spectrum Protect ¢ ogHOM NoWaaKon MOXHO TONTbKO BOCCTaHOBUTb
nepeveHb Ha TOKaSIbHOM KOMMbOTEpe M BOCCTAHOBUTL 6a3y AaHHbIX, UTOObI 3aLUTUTb BallK AaHHbIE.

Mpouepypa

Ncnonb3ynTe oauH 13 creaylowmx MeTonos, UTobbl BOCCTAHOBUTL NepeYveHb Ha TOKanbHOWM NAOLWaaKe B
3aBMCMMOCTU OT TMMNa MHOPMaLLMN B PE3EPBHOIN KONMWMK.

OrpaHuueHue: NoCKONbKY Yy AUCKOBbIX PELUEHMI C OLHON MOWAAKON HET BTOPOM KONun nyna
XPaHeHWs, Bbl HE CMOXeTe BOCCTAHOBUTb MyJsbl XpaHeHusl. YTobbl NpoBEpPUTbL apXUTEKTYPY AUCKOBbIX
pelleHuni, cMoTpuTe pa3aen Boibop pelleHus ans Balen cpeqpl.

Tabnuuya 22. CyeHapuu BOCCTAHOB/IGHUS hoc/le aBapuu

CueHapuu Mpouepypa

Balua cuctema HegoOCTyMNHa, 1 Bbl XOTUTE « Wcnonbsyinte IBM Spectrum Protect, utobbl
PaHHIO BEPCUIO, UCMONb3YS CUCTEMHbIE cepsepe.

MHCTPYMEHTBI.

» Ncnonb3ynTe MHCTPYMEHTBI ONepaLOHHON
CUCTEMBI, YTOObI NPOM3BECTN PE3EPBHOE
KONWPOBaHMe Ballein CUCTEMbI U BOCCTAHOBUTb
ee 0o 6onee paHHen Bepcum.

MPON30LWAM OTKNIOUYEHNE NUTAHNSA UK aBAPUS, M |+ YroBbl co3aaTh PE3EPBHYIO KOMMIO KMEHTa, Ha
Bbl XOTUTE BOCCTAHOBUTb CBOW JaHHbIE 13 cTpaHuLe KnueHTbl TSM B KOMMoHeHTe LieHTp
pe3epBHbIX BEPCUN AaHHbIX. onepauuin BbIbepuTe KIMEHTbI, pe3epBHbIe
KOMWUM KOTOPbIX Bbl XOTUTE CO3MaTb, U LLENKHNTE
no PesepBHOe KonupoBaHue.

« Ha ctpaHunue CepBepbl TSM B KOMMNOHEHTE
LleHTp onepauuii Bbibepute cepsep, o5 6asbl
OAHHbIX KOTOPOro Bbl XOTUTE CO34aTb
pe3epBHYyt0 kKonuto. LenkHnte no PesepBHoe
KOMUPOBaHUE 1 BbINONHUTE UHCTPYKLMU B OKHE
PesepBHoe konupoBaHue 6a3bl faHHbIX
cepsepa.

Y7106bl BOCCTAHOBUTDL MYJ1 XpPaHEHUS U3
pe3epBHOM KONWK BEPCUM MyNa XpaHeHUS,
HY>HO BOCCTaHOBUTb 6a3y faHHbIX. BBeauTe
komMaHoy DSMSERV RESTORE DB, uTobbl
BOCCTaHOBMUTb 6asy flaHHbIX 1 CBA3aHHbIE NySibl
XPaHeHUs B pe3epBHONM KONUM BEPCUN.

MHdopmMauus, cBA3aHHaA C AAHHOMN

AUDIT CONTAINER (MNpoBepka HeNpOTMBOPEYMBOCTU copepallencs B 6ase faHHbIX MHOpMaLLMK O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

DSMSERV RESTORE DB (BoccTtaHoBneHue 6a3bl AaHHbIX)
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BoccTtaHoBneHue 6a3bl JaHHbIX

BosMoxHoO, BaM npuaeTcs BocCTaHaBNMBaTh 6asy aaHHbIx IBM Spectrum Protect nocne aBapuu. Bbl
MOXeTe BOCCTaHOBUTb a3y faHHbIX 40 Hanbonee aKkTyanbHOMO COCTOSHWSA UM HA YKa3aHHbI MOMEHT
BpeMeHwW. [1na BoccTaHoBNeHMS 6a3bl faHHbIX Y BaC AOXKHbI ObITb TOMa C MOMIHON UAW MHKPEMEHTHOMN
konwver 6asbl AaHHbIX XM C MOMEHTANIbHbIM CHUMKOM pe3epBHOMN Konunu 6a3bl AaHHbIX.

Mpe>xpe yueM HauaTtb
Ecnu kaTtanoru 6asbl AaHHbIX W XXYypHasia BOCCTAHOBIEHMS MOTEPSIHbI, CO34aNTe X 3aHOBO, NPEX4e YeM
3anyckatb cepsepHyto ytunuty DSMSERV RESTORE DB. Hanpumep, BBeguTe crefyowme KoMaHabl:

| Linwe | X
mkdir /tsmdbGO1
mkdir /tsmdb002
mkdir /tsmdb00O3
mkdir /activelog
mkdir /archlog
mkdir /archfaillog

BT M nkdir e:\tsm\dboO1
mkdir f:\tsm\dbeO1l

mkdir g:\tsm\db0o1l

mkdir h:\tsm\activelog
mkdir i:\tsm\archlog

mkdir j:\tsm\archfaillog

OrpaHuveHus:

» YT106bI BOCCTAHOBUTH 6a3y OAHHbIX 0O ee nocrnegHemn BepCunn, Hy>HO HaWTW KaTanor APXMBHOrIo
XXypHana. Ecnn Bbl He cMoXxeTe HaNTK KaTanor, Bam yAacTtca BOCCTAaHOBUTb 6a3y OaHHbIX TOJIbKO Ha
KOHerTHbIVI MOMEHT BPEMEHMN.

« MpoTokon Secure Sockets Layer (SSL) Henb3a ncnosib3oBaTth 4719 onepauunumn BoccTaHoBieHns 6a3
OaHHbIX.

« Bbl He cMOXeTe BOCCTaHOBUTbL 6asy flaHHbIX CEPBEPA, ECNIN YPOBEHb BbIMyCKa pe3epBHOM Konumn 6asbl
OaHHbIX OT/INYAETCS OT YPOBHS BbiNyCKa BOCCTaHaB/IMBaeMOro cepeepa. Hanpmumep, ecnu Bbl
ncnonb3dyete cepeep Bepcumn 8.1 1 nonbiTaeTecb BOCCTAaHOBUTL 6a3y AaHHbIX Bepcumn 7.1, npomsonget
owmnbka.

06 aToM 3apave

Onepau,mm BOCCTaHOBJIEHNA Ha MOMEHT BpPEMEHMU, KaK NpaBn1o, NCMNOJIb3YKTCA B TaKUX CUTYaUUAX, KaK
aBapMVlHoe BOCCTaHOBJIEHMNE, NN ONA YCTPaHEHUA nocneacTeun owmnbok, KOTOpPbi€ MOTYT Bbl3BaTb
npoTmBopeYnd B 6ase gaHHbIX. YT0bObl BOCCTAHOBUTD 6a3y OAaHHbIX HA MOMEHT, Koraa oHa b6bina
noTepsdaHa, BOCCTaHOBUTE ee A0 caMom nocnegHen Bepcun.

Mpouenypa

Y7066l BOCCTAaHOBUTL Ba3y JaHHbIX, MCMONb3ynTe cepBepHyto yTunuty DSMSERV RESTORE DB.
Bbibepute 0anH 13 cnepyowmx MeTo40B B 3aBUCMMOCTM OT TOTO, KaKyto Bepcuto 6asbl AaHHbIX Bbl
XOTWUTE BOCCTAaHOBUTb:

« BoccTtaHoBUTb 6a3y AaHHbIX 40 caMon nocnegHen Bepcun. Hanpumep, BBeaAnTE CeayoLLyto
KOMaHAy:

dsmserv restore db

e BoccTtaHoBUTb 6a3y faHHbIX Ha ONpPefeneHHbI MOMEHT BpeMeHu. Hanpumep, 4tobbl BOCCTAHOBUTD
6a3y AaHHbIX HA MOMEHT co3paHnsa Habopa pesepBHbIX kKonuit oT 19 anpens 2015 r., ucnonb3ymnTe
cnepyoLLyo KoMaHay:

dsmserv restore db todate=04/19/2015
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JanbHeuwune pencreusa
Ecnu 6bl Bbl BOCCTaHOBWAM 6a3y AaHHbIX, @ Ha CeEpBepe CYLLEeCTBYIOT Nyfibl XpaHEHUSI KOHTeNepoB
KaTaJioros, TO Bbl O OJ/1XXHbI BbIABUTb NMPOTUBOPEYNA MexXay basom AaHHbIX N (DaVIJ'IOBOVI CUCTEMOMN.

1. Ecnu Bbl BoccTaHOBUAM Ba3y AaHHbIX 40 TOYKM BO BPEMEHW U He OTKablBasiv MOBTOPHOE
MCMOSIb30BaHMeE MNyJia XpaHeHWs KOHTEMHEPOB KaTasloroBs, Bbl JOKHbI MPOU3BECTU ayauT BCEX
KOHTeNHepoB. YToObl NPOM3BECTU ayAMT KOHTEHEPOB, BBEAMTE C/IeyIOLLYI0 KOMaHAY:

audit container stgpool

2. Ecnn cepBep He MOXKEeT onpeneninTb KOHTEVIHepr B CUCTEME, TO BbINOIHUTE cnenytouime OencTeus,
yTObbI OTKPbITb CMMUCOK KOHTeVIHepOBZ

a. BBegute Ha KNMeHTe aAMUHUCTPUPOBAHNA CNEeAYOLYO KOMaHay:

select ums_koHTelHepa from containers
b. B hannoBon cucteme BBeguTe CnenyoLLyo KOMaHay ANS KaTanora nyna XxpaHeHUs Ha UCXO4HOM
cepBepe:

CogeT: KaTasior nyna xpaHeHus 6yneT nokasaH B BbIXOAHON MH(OPMaLMN KOMaHAbI:

| Linux | AIX [root@sourcel]$ 1s -1R

mc:\source_s‘tgpooldir>dir /s

c. CpaBHUTE NepeyncrieHHble KOHTeHepbI B (haliloBOM CUCTEME U Ha cepBepe.

d. Beegute komaHay AUDIT CONTAINER v ykakuTe KOHTEMHep, KOTOPOro HET B BbIXOAHOW
nHdopmaunm cepeepa. 3agarnte napameTp ACTION=REMOVEDAMAGED, uTob6bl yoannTb KOHTENHEP.

e. YTob6bl ybeauTbea, UTO KOHTEMHEepbl yaansaTca U3 anioBo CUCTEMbI, CMOTPUTE NOABUBLLMECS
coobleHns.

CoBeT: lNocne onepawmm BOCCTaHOBMEHMS 6a3bl JaHHbIX, €CNKN B (haiioBOM CUCTEME CYLLECTBYIOT
KOHTeNHepbl, HA KOTOPble HET CCbINOK M3 6a3bl AaHHbIX cepBepa, komaHaa QUERY STGPOOL
HenpaBW/IbHO NOKa3bIBaeT MCMOMb30BaHMe Nynaa xpaHeHus. Korga Bbl BoINOHAETE
BOCCTaHOBJIEHME 6asbl flaHHbIX 0,0 TOUKM BO BPEMEHM, B (DANNOBOIN CUCTEME MOTYT OCTaBaThCs
KOHTelHepbl 6e3 cCblNoK Ha HMX M3 Basbl AaHHbIX cepBepa. YTobbl NOAYUYNTb TOUHYI CTATUCTUKY
MCMONb30BaHMS Nyna XpaHeHUs, HA40 BPYYHYIO yOANUTb KOHTeHepbl (hainioBon cucteMbl bes
CCbIJIOK Ha HUX U3 6a3sbl JaHHbIX cepBepa.

YacTb 4. YnpaBneHue onepauusmMm ons OUCKOBOMo peLleHnsa ¢ oaHom nnouagkon 133
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NMpuno>xeHue A. CneuuanbHblie BO3SMOXXHOCTU ANA
ceMmeunctea npogykrtos IBM Spectrum Protect

CneumanbHble BO3MOXHOCTY NOMOrakoT NOMb30BaTENIO C (PU3MUECKUMUM HeJoCcTaTKaMu, HanpruMep, ¢
OrPaHNYEHHOM NOLBUMXHOCTbBIO UM C HELOCTAaTKaMM 3PEHUS, C YCNEXOM MOJSIb30BaTbCS NPOAYKTaMM
MH(OPMALMOHHbIX TEXHOJIOTUA.

0630p

MpoaykThl cemelicTBa IBM Spectrum Protect noaaepxusatoT crnefytole OCHOBHbIE CneLnanbHbie
BO3MOXHOCTH:

« PaboTa C cnosib30BaHMEM TOMbKO KJlaBuaTypbl
« Onepauun C UCNOJIb30BAHUEM MPOrPaMMBbl 4SS YTEHMS MH(OPMaLUN C 3IKpaHa

CemencTtBo npoaykToB IBM Spectrum Protect ncnonbayet HoBenwmn ctaHgapt W3C, WAI-ARIA 1.0
(www.w3.org/TR/wai-aria/), uTobbl obecneunTb cooTBeTCTBME pasgeny US Section 508 (www.access-
board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/
section-508-standards) n pekomeHpauunsim no gocTynHoctn Beb-copepxkmmoro (Web Content
Accessibility Guidelines (WCAG) 2.0 (www.w3.0rg/TR/WCAG20/). YTobbl BOCNONb30BaTLCS
npenmyLLecTBaMm crneymasibHbiX BO3MOXHOCTEN, BO3bMUTE NOCNEAHWI BbIMyCK Ballel Nporpammsl
yTeHMa MHopPMaLLMK C 3KpaHa 1 nocneaHuin Beb-6paysep, Noanep:K1MBaemMbli NPOLYKTOM.

L OKyMeHTaumsa No NPOAYKTY B LLeHTPe 3HaHui IBM BkNtoUeHa ANs NOOAEPKKM CneunanbHbIX
BO3MOXHOCTeN. CrneunanbHble BO3MOXHOCTU LLleHTpa 3HaHui IBM onuncaHbl B pasgene CneuyyanbHble
BO3MOXHOCTW CMPaBKK No LeHTPY 3HaHunn IBM (www.ibm.com/support/knowledgecenter/about/
releasenotes.html?view=kc#accessibility).

ynpaBneHue npu noMoLLU KnaBuaTtypbl

Lna ynpaBneHus aTUM NPOLAYKTOM UCMOSb3YIOTCA CTaHOapPTHbIE KOMbBMHaLMKN KNaBuLL.

MHopmauusa 06 nHtepdpeiice
B nonb3oBaTenbCckux MHTepdencax HeT CoaepKMMoro, Kotopoe bbl Murano 2-55 pas B cekyHay.

B nonb3oBaTenbckunx Beb-nHTepdelicax npaBuibHOe BOCNIPOU3BELEHNE COLEPIKMMOro U NOAXOASAWLNIA
AN paboTbl PEXMM OCHOBaHbI Ha KacKaZHbIX Tabnvuax ctunei. MpunoxeHune obecneunsaeT
Mosb30BaTEeNAM CO CNlabbiM 3peHreM 3KBMBaIEHTHbIN CNOCO6 MCMONb30BaTh NapaMeTpbl CUCTEMHOIO
Avcrnnes, BKJoUYash BbICOKOKOHTPACTHbIN pexrM. MOXHO yNpaBnsaTb pasMepoM wpndta, NCnosib3ys
napameTpbl yCTponcTBa unu Beb-bpaysepa.

B nonb3oBaTenbckux Beb-nHTepdencax ectb HaBuraumoHHble oTtMeTkn WAI-ARIA, KoTopble NO3BONSAOT
6bICTPO NepexonmnTb K (hYHKLMOHaNbHbBIM 061aCTSM B NPUIOXEHUN.

MporpamMmMHoe o6ecneueHne NOCTABLUKOB

B cememncTBo npoayktoB IBM Spectrum Protect BkntoueHbl NporpaMMbl HEKOTOPbIX MOCTaBLLMKOB, Ha
KOTOpble He pacnpocTpaHsaeTCcs NMLEH3MOoHHoe cornalleHne IBM. IBM He nenaeT HUKaKuUX 3asBeHUin
OTHOCUTESIbHO CreLnanbHblX BO3MOXHOCTEN 3TUX NPOAYKTOB. 3a MH(opMaLmen o cneumanbHbIX
BO3MOXHOCTSAX 3TUX NPOAYKTOB 0bpallanTech K MX NOCTaBLLMKAM.

CBsizaHHasA umbopmau,uﬂ O cneuuanbHbIX BO3MOXXHOCTAX

NMoMMUMO CTaHAAPTHON KOHCY/IbTaTUBHO-CMNPaBo4YHOM cnyx6bl IBM 1 Beb-canTtoB nogaepxku y IBM ectb
nBe TenedoHHble cnyxbbl TTY s UCNONb30BaHUS TYXUMM UK cNabo CrblWalMMN 3aKasvymKamm ¢
LeNbio NOJSTyYeEHMS JOCTYNa K CNyxb6aM NpoaaX U Nogaep KKu:
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Cnyx6a TTY
800-IBM-3383 (800-426-3383)
(B CeBepHoOM AMepuKe)

LononHuTenbHyo nHopmauuto 0b obaszatenbcreax, kKotopble IBM npnHUMaeT Ha cebsi B OTHOLLIEH WM
NoaLepXKu cneumanbHbiXx BOSMOXHOCTEN, cMOTpuTe Ha calite IBM Accessibility (IBM - CneumarnbHblie
BO3MOXHOCTH) (Www.ibm.com/able).
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3aMeuaHus

J1a nybnukauus paspabartbiBanacb gns NPOAYKTOB M ycnyr, npegnaraemoix B CLLUA. Matepuansl Ha
OpYyrux a3blkax MoOXHO nonyuntb B IBM. OgHako ona JocTtyna K Konuu NpoayKTa unv Bepcum npoaykKTa
Bbl LLOMXHbI ObITb BNagenbLem Konuu unm Bepcum.

IBM MoxeT He npeanaratb onncaHHble NPOAYKThI, YCIYrM 1 BOSMOXHOCTU B ApYrux ctpaHax. CeeaeHns
O MPOAYKTaX W ycayrax, AOCTYMNHbIX B HACTOSLWEe BPEMS B Ballen CTpaHe, MOXHO NOMyYnUTb B MECTHOM
npeactaBsuTenbcTBe IBM. Jlobble cCcbinkn Ha NPOAYKTbI, NporpamMmmbl unu ycnyru IBM He o3HavatoT
SIBHbIM U HEsIBHbIM 06pa3oMm, YTO MOXHO MCNOMIb30BaTh TOIbKO MPOAYKTbI, MPOrpaMMbl UM YCyru
IBM. PaspeluaeTtcs ncnonb3oBaTh obble (hyHKLMOHANbHO 3KBUBANEHTHbIE MPOAYKTbI, MPOrpamMMmbl Uu
yCiyru, ecnv npu 3ToM He HapyLarTcs npasa IBM Ha nHTennekTyanbHyt cobcTBeHHOCTb. OfHaKo npu
3TOM MOJSb30BaTesb CaM HECET OTBETCTBEHHOCTb 3a OLLeHKY M NpoBepKy paboTbl ¢ Apyrumu (He IBM)
NPOAYyKTaMu, NnporpaMmmMamun n ycnyramu.

KoMmnaHua IBM mMoxeT pacnonaratb naTeHTaMu Unm paccMaTprMBaeMbIMM 3asiBKaMU Ha NaTeHTbI,
OTHOCALWMMUCA K NpeaMeTy OaHHOro AoKyMeHTa. [lonyvyeHue 3Toro JOKyMeHTa He 03HavaeT
npenocTaBNeHNs Kaknx-nmbo NMUEH3NIM Ha 3TW NaTeHTbl. 3aNPOChl OTHOCUTENBHO NLEH3UI
HanpaBnsanTe No agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Mo noBony NULEH3NI, CBA3aHHbIX C UCMOMb30BaHMeM HabopoB AByx6alTHbIX cuMBosioB (DBCS),
obpallanTechb B OTAEN MHTENNEKTYyaNnbHOM cobcTBeHHOCTM IBM B Ballel cTpaHe unm HanpasbTe 3anpoc B
NUCbMeHHOW hopMe Mo agpecy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPMOPALIMA INTERNATIONAL BUSINESS MACHINES NPEAOOCTABNAET JAHHYIO MYBINKALMNIO
"KAK ECTb", BE3 KAKUX-JINBO ABHbIX STV MOAPA3YMEBAEMbIX FTAPAHTIN, BKJTKOYASA, HO HE
OrPAHUYMBASCb TAKOBbIMW, MOOPA3YMEBAEMBIE FTAPAHTUN OTCYTCTBUA HAPYLLEHWN,
KOMMEPYECKOW NPUIOAHOCTU UMM COOTBETCTBUA KAKOW-NNBEO KOHKPETHOW LLESIN. B
HEKOTOpPbIX 3aKOHOAATENbCTBAX A5 ONPefefieHHbIX CAeNoK NofobHbie OroBOPKM He JOMNyCKakoTCs,
Taknm obpasom, 3To yTBEPXOEHNE MOXKET HE OTHOCUTHCH K BaM.

B paHHomn I/IHd)OpMaLI,VIVI MOTyT BCTPETUTbCA TEXHNYECKNE HETOYHOCTU NN TMI'IOFpad)CKVIe oneyaTku. B
I'Iy6}'II/IKaLI,l/II'O BpemMda OT BpEMEHN BHOCATCA U3MEHEHWNA, KOTOPbIE 6y,£|,yT OTpaxeHbl B crieayrowmnx
n3naHnax. CDl/IpMa IBM moxeT B ntoboe Bpemd 6e3 yBegoMneHna BHOCUTb NISMEHEHUA U
yCcoBepLWEHCTBOBaHNA B NPOAYKTbI U MpOorpamMmmMmsbl, onnmcaHHbIE B aTom I'Iy6J'II/IKaLI,l/Il/I.

JTtobble CChbINKK B 3TON Ny6NMKaLumM Ha canTbl, He NpuHaanexauine IBM, npuseneHbl TONbKO AN9
yao6CcTBa M HUKOMM 06pa3oM He 03HAYaloT UX NoAAEpPXKU. MaTepunanbl Ha 3TUX calTax He BXOAAT B
yncno MaTepuanos Mo gaHHoMy NpoayKTy IBM, 1 BeCb pUCK NOMb30BaHWA 3TUMU CaiTaMW HECETE Bbl
camu.

IBM ocTaBnsieT 3a coboii NpaBo Ha UCMOSIb30BaHMeE U pacnpocTpaHeHne ntoboi NpenocTaBneHHON BaMu
NHopMauun NtobbiMm cnocobamMu, Kakne couTeT NPUEMIIEMBIMU, HE MPUHUMas Ha ceba HUKaKMX
069a3aTeNbCTB Nepeq BaMu.
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Ecnv obnapgaTento NMLEH3MM Ha JlaHHY0 NporpamMMmy NoHaaobaTca ceefeHMsa o BO3MOXHOCTY: (i) obmMeHa
JaHHbIMU MeXy He3aBMCMMO pas3paboTaHHbIMK NporpaMmMamu 1 Apyrumm nporpammamu (Bknovas
NaHHYo) U (ii) COBMECTHOro UCMonb30BaHUA TakUX JaHHbIX, OH MOXeT 06paTUTbCA Mo agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Takas nHhopMaLms MOXeT ObITb MpefoCcTaBieHa Npu cobtoaeHM onpeaesieHHbIX NONOXEHU 1
YCNOBWIA U, BO3SMOXHO, 3@ ONpeLesieHHy0 nnary.

JlnueHsnpoBaHHasa nporpaMmma, onmcaHHas B aHHOM JOKYMEHTE, 1 BCe NULLEH3MPOBaHHbIE MaTepuarnsbl,
LOCTYMNHble C Hen, npegocTaBnstoTcs IBM Ha ycnosusix IBM Customer Agreement (Cornawenusa IBM ¢
3aKa3umnkoMm), MexxayHapoAHOro cornaleHuns o IMLEH3USAX Ha NporpaMmbl IBM nnuv skBMBaneHTHOro
cornatleHus.

MokasaHHble 34eCb AaHHblE MPOU3BOAMTENBHOCTMY MOYYEHbl B ONPeaefieHHbIX YCNoBMaX. PeanbHble
pesynbTaTbl MOTYT 6bITb APYrMMMU.

NHdopMauus o npoayKTax apyrux komnaHun (He IBM) nonyyeHa oT NOCTaBLLMKOB 3TUX NPOLYKTOB, U3 UX
onyb/IMKOBaHHbIX 06BABNEHUIN MU U3 UHBIX 0BLLEAOCTYMHbIX MCTOYHMKOB. IBM He npousBoauna
TECTUPOBAHME 3TUX NPOLAYKTOB U HUKAK HE MOXET NOATBEPLAUTb MHDOPMALMIO O UX TOUHOCTM paboTbl 1
COBMECTMMOCTMU, a TaKXXe Npoune 3asB/eHNs OTHOCUTENbHO NPOAYKTOB APYrnX KOMNaHuin (He IBM).
Bonpockl 0 BO3MOXHOCTAX NPOAYKTOB APYrnx kKoMnaHui (He IBM) cnepgyeT HanpasBnsaTh NOCTaBLLMKaM
3TUX NPOAYKTOB.

B sTol nybnukaumm cogepxartcsa npuMepbl LaHHbIX U 0THETOB, UCMOSb3YEeMbIX NPW BbIMOHEHNMN TEKYLLUX
cnyxebHbix 3aga4y. YTobbl NPOMNNIOCTPMPOBATL 3TN 33434 C MAKCMMaSIbHOM HarnNagHoOCTbHO, B
npuvMepax UCMoNb3yTC UMeHa (U3NYECKMX NTNLL, HA3BaHWUS KOMMNaHWI, pUpM 1 NPOAYyKTOB. Bce 3Ty
MMEHa 1 Ha3BaHWS BbIMbILLNEHDI, U TI060e NX CXOACTBO C peasibHbIMU MMEHAMU 1 aapecaMu NOTHOCTbIO
Crly4anHo.

JIMLEEH3NA HA TTPABO KOTMMPOBAHWA:

B 3TOM moKyMeHTe cogepxaTcsa npuMepbl NPUKNagHbIX NPOorpamMM Ha a3blkax NMpPorpaMmMmpoBaHus,
KOTOpPbIe WITKOCTPUPYIOT METOAbI NPOrpaMMmMPOBaHNA AN Pa3IMUYHbIX ONepaunoHHbIX NaaTqopM. Bol
MMeeTe NpaBo KONMPOBaTb, U3AMEHATb U PACNPOCTPAHATbL 3TW NPUMeEpPBI NporpamMm B ntoboi hopme 6e3
ynnatbl Bo3HarpaxnageHusa gpupme IBM B uensix paspabotku, npumMmeHeHus, cbbita nam pacnpocTpaHeHns
NPUKNaAHbIX MPOrpamMM, COOTBETCTBYIOLLMX MHTEP(ENCY NPUKIaAHbIX MPOrpamMM OnepaLoHHON
CUCTEMBI, NS KOTOPOW NpefHa3HayYeHbl 3T NpMMepbl. 3TU NpuMepbl He Bbin TwaTenbHO
NPOTECTMPOBAHbI NPY BCEX BO3MOXHbIX YCNoBUAX. [NoaToMy IBM He MoxeT rapaHTupoBaTh 1X
HaZLeXXHOCTb, MPUrOAHOCTb U (hYHKLMOHUPOBaHMe. MpobHblie NporpamMmmbl NpeocTaBAaoTCS No
NPUHLKNY 'Kak ecTb', 6e3 kakon-nmbo rapaHTum. IBM He HeceT OTBETCTBEHHOCTU HUM 3a Kakon yuiepb,
BO3HUKLUMI B pe3ynbTaTe UCMONb30BaHUSA NPUMEPOB MPOrpamm.

Kaxpas konvs nporpamMmm npyMMepoB Uan NPOrpamMMm, CO34aHHbIX HA X OCHOBE, O0/KHA COAepXaTb
crepytollee 3amMmevaHmne o6 aBTopckux npasax: © (HassaHve Bawen komnanum) (rom). YacTu aToro Koga
NOCTPOEHbI Ha OCHOBe NpuMepoB nporpamm IBM Corp. © Copyright IBM Corp. _BBeauTe rog Uam rogbi_.

ToBapHblie 3HAKU

IBM, norotun IBM 1 ibm.com - ToBapHble 3HaKWN UK 3apernMcTpMpoBaHHble TOBapHbIEe 3HAKMN
International Business Machines Corporation, 3aperMctpupoBaHHble BO MHOIMX CTpaHax. [poyne
HasBaHWs NPOAYKTOB M yCnyr MOryT BbITb TOBapHbIMM 3HakaMu IBM nunu opyrux komnaHuin. Tekywmn
CMMCOK TOBapHbIX 3HakoB IBM cMoTpuTe Ha Beb-cTpaHuue "Copyright and trademark information”
(MHhopMaLma 06 aBTOPCKMX NpaBax U ToBapHbIX 3Hakax) (www.ibm.com/legal/copytrade.shtml).

Adobe - 3aperncTpupoBaHHbIi ToBapHbIn 3HaK Adobe Systems Incorporated B CLUA n/unu B opyrmnx
cTpaHax.
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Linear Tape-Open, LTO n Ultrium - ToBapHble 3Haku HP, IBM Corp. n Quantum B CLLIA n B gpyrux cTpaHax.

Intel n Itanium - ToBapHbIe 3HaKW MK 3aperMcTpMpoBaHHble ToBapHble 3Haku Intel Corporation nnm ee
tunmanos B CLUA n/unu gpyrux ctpaHax.

3aperncTpmpoBaHHbIN TOBapHbIM 3HaK Linux ncnonbayetcs cornacHo cybnumueHsmm ot Linux Foundation,
WCKIIOUNTENBHOTO NMLeH3naTa JInHyca TopBanbAaca, KOTOPbI ABASETCS BNafesibLeM 3TOM0 3HaKa BO
BCEM MUpeE.

Microsoft, Windows n Windows NT - ToBapHble 3Haku Microsoft Corporation B CLUA u/vnu B gpyrmux
CTpaHax.

Java™ v BCe TOBapHble 3HAKM 1 JIOroTUMbl Ha OCHOBE Java - 3TO TOBapHbIE 3HaKW UK
3aperucTpupoBaHHble ToBapHble 3Hakyu Oracle n/unu acddunmpoBaHHbIX KoMnaHuit Oracle.

Red Hat, OpenShift®, Ansible® n Ceph® - ToBapHble 3HaK1 UM 3aperncTpUpPOBaHHbIE TOBAPHbIE 3HAKM
Red Hat, Inc. nnn mnmnanos ato komnanum B CLLA n gpyrux ctpaHax.

UNIX - 3apermcTpupoBaHHbI TOBapHbI 3HaK The Open Group B CLLUA v opyrux ctpaHax.

VMware, VMware vCenter Server n VMware vSphere - 3apernctpmpoBaHHble TOBapHble 3Hakn VMware,
Inc. unu dhmnmanos saton komnaHum B CLLUA n/vnn Ha TeppuTopmsix nog, Apyrov FpUCANKLNEN.

Mono)xeHua v ycnoBusa Ana AOKYMEHTaLUU No NPoAYKTY

PaspelleHunsa Ha ncnonb3oBaHue aTux nybnmkaumi npegocTaBnaoTcs npy cobnogeHun
HUXXeNnpPUBEAEHHbIX NMOMNOXEHUIN N YCNOBUI.

MpumeHumocTb
YKasaHHble yCoBUs 1 NoNoXxeHns AobaBnsaoTca KO BCeM yCnoBuaM ans seb-canta IBM.

JInuHoe ucnonb3soBaHue
Bbl MOXeTe BOCNPOU3BOANTb 3TW Nybankauum ons CBOero JIMYHOro HEKOMMeEPYECKOro
MCMNO/Ib30BaHMS NpKU YCI0BMK, YTO Npu 3ToM byayT cobntogeHbl Bce 3aMevaHms 06 MMyLLLECTBEHHbIX
npasax. He pa3speluaeTcs pacnpoCcTpaHsaTb, BOCIPON3BOANTb UM COCTaBASATb NPOM3BOAHbIE PaboThbl
Ha OCHOBEe AaHHbIX NybanKaunim nnm nx yacten 6es BolpaxkeHHoro cornacus IBM.

KoMmMepueckoe ucnosib3oBaHue
Bam npepoctaBnsieTcs NpaBo BOCNPOU3BOANTL 3TN NyBMKaumm UCKIOYUTENBHO B Npeaesiax CBoero
npeanpusTUS Npu ycioBuu, 4YTo byayT BOCNpon3BeneHbl BCce 3aMeYvaHmnsa 06 aBTOPCKMX NpaBax. 3a
npenenamu Ballero npeanpuaTus BaM 3anpeLaeTcs pacnpocTpaHsaTb 3Tn nybamMkaumnm, NoAHOCTbIO
WK MO YacTsM, AE@MOHCTPUPOBATh UX UM CO3[4aBaTh U3 HUX NPOU3BOAHbIE NPOAYKTbl 6e3 ABHOrO Ha
To cornacus ot IBM.

Mpasa
3a UCKIYeHEM NpaB, SBHbIM 0O6pa3oM NPeLoCTaBNSEMbIX HACTOALWMUM Pas3peLleHneM, HUKAKNX
WHbIX paspeLleHnid, TMLLEH3UI U NPaB, HU SBHbIX, HX NOAPa3yMeBaeMblX, B OTHOLIEHUN NyBANKaLUA 1
nobon copgepallencs B HUX MH(popMaLLMm, AaHHbIX, MPOrPaMM UM MHOW MHTENNEKTYaNIbHOM
cobCTBEHHOCTH, He NpeaoCcTaBnseTcs.

IBM ocTaBnsieT 3a coboi npaBo 0TO3BaTb paspeLleHns, NpeLoCcTaB/eHHble 3TUM OOKYMEHTOM, eCiu,
no MHeHuto IBM, ncnonbsoBaHune nybnvkaum HaHocuT ywepb IBM nunu, kak aTo yctaHoBneHo IBM,
BbllLenpuBeLeHHblE MHCTPYKLMM He cobnofarnTcs AoMXKHbIM 0bpasom.

Bam He paspeluaeTca ckaumBaTb, IKCMNOPTUPOBATL UM MOBTOPHO 3KCMOPTUPOBATh 3Ty MH(OPMaL IO
MHa4ye, YeM B NMNOJTHOM COOTBETCTBUMN C NpaBUaM N HOPMaTUBaMU, BK/1KOUaA BCE 3aKOHbI 1 NMpaBuia
CoepmHeHHbIx LLTaToB 06 akcnopTe.

IBM HE NPEOOCTABNAET HUKAKUX TAPAHTIM KACATENIbHO COOEPYXMMOI0 3TNX
NYBNNKALMA. NYBNKALMW NPEOCTABNAKTCSH "KAK ECTh", BE3 KAKUX-NTMBO FTAPAHTAN,
ABHbIX UMM MOAPA3YMEBAEMbIX, BKJTROYASA (HO HE OTPAHNYKMBAACH TAKOBbBIMU)
MPEOMNOSIATAEMBIE TAPAHTUW PbIHOYHOM NPUFOOHOCTW, HEHAPYLLEHUS NPAB U
COOTBETCTBWA ONPEOENEHHON LIESIN.
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3aMeuyaHus 0 NOJINTUKE KOH(hMaEeHUNANbHOCTU

B nporpamMHbIx npoaykTax IBM, Bktouas nporpamMmmel Kak pelieHus cnyx6 (“MNporpaMmMHble
npeanoxeHua”), MOryT UCNONb30BaTbCs cookies nnu apyrme TexHonorum ansa cbopa nHbopmaumm no
MCNONb30BaHNIO MPOAYKTA, UTOObI NOMOYb KOHEYHOMY Mob30BaTeNto B paboTe, HACTPOUTL
B3aMMOJENCTBUS C KOHEYHbIM N0JSIb30BaTENIEM UM O UHbIX Lienieil. Bo MHOMMX criyyasx npensioxeHus
MO He cobupatoT MHOPMaLMIO, MO3BONAIOLLYIO UAEHTUMOULNPOBATL NIMUYHOCTb. HEKOTOPbIE HaLK
npeanoxenusa MO MoryT noMoub BaM cobpaTtb MHOPMaLMIO, MO3BOAOLLYH NOEHTUDNLMPOBATD
nn4yHocTb. Ecnu gaHHoe npepgnoxeHue MO ncnonbsyet cookies gns cbopa nMHopmMaLmm, No3BONAOLLEN
NOeHTUMDULMPOBATL JIMUHOCTb, TO HUXe ByaeT npuBedeHa KOHKPeTHas nHopMaumsa 06 ncnosib3oBaHUn
cookies B 3TOM NpepJsioXKeHnu.

HacToswee npegnoxeHue MO He ncnonb3yeT cookies nnm nHble TexHonornu s cbopa Hhopmauun,
no3BoNSIOLWEN NOEHTUDNLMPOBATL JIMUHOCTb.

Ecnu koHdurypaunn, BHegpeHHble ons atoro MNpennoxeHns oTHOCUTENbHO NporpamMm, obecneunsatoT
BaM, KaK 3aKa3uulKy, BO3MOXKHOCTb CObMpaTbh MHOPMaLNIO, MO3BONSIOLLYIO MAEHTUdMLMPOBaATb
JIMYHOCTb, OT KOHEYHbIX NoJsib30oBaTesel yepes cookies 1 apyrue TeXHONOrnK, Bbl AOMXHbI 06paTUTbCS 3a
MECTHOW IOpUONYECKON peKOMeHaaL el 0 TOM, CYLLECTBYHT N1 Kakne-nmbo 3aKoHbl, MPUMEHUMbIE K
TakoMy cbopy OaHHbIX, BKtoUas Bce TpeboBaHUS OTHOCUTENIbHO NpeoCcTaB/ieHMs 3aMedaHunii 1
cornacoBaHumn.

LononHUTENbHY MHhOPMaLMIo 06 MCNOb30BaHUN B 3TUX LENaX pasfinyHbIX TEXHOMOMMIA, BKtOUas
cookies, CMOTpUTE Ha CTpaHuLe NONMUTUKKN KOHunaeHunaneHocTn IBM no agpecy: http://www.ibm.com/
privacy, v B 3asiBfieHuMn IBM 06 anekTpoHHoM kKoHbuaeHumanbHocTh (IBM’s Online Privacy Statement) no
agpecy: http://www.ibm.com/privacy/details, B pasgene, osarnasneHHom “Cookies, Web Beacons and
Other Technologies” (Cookies, Beb-Maaku 1 opyrne TEXHOMNOMMK), a Takxke B oKkyMeHTe “IBM Software
Products and Software-as-a-Service Privacy Statement” ((lNporpamMHble npoaykTbl IBM 1 3aaBneHne o
KOH(MAEHLUMANbHOCTN NPOrpaMMm Kak ycnyr) no agpecy: http:/www.ibm.com/software/info/product-
privacy.
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Fnoccapui

EcTb rnoccapuii ¢ TepMUHaMuK 1 onpefeneHnamMu aAns ceMencTea npogyktos IBM Spectrum Protect.

CMm. IBM Spectrum Protect - Tnoccapui.
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