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MpumevaHue:

Mpexae YeM MCNOb30BaTb 3TY MHCHOPMALMIO M ONUCHIBAEMBIN B HEN MPOOYKT, NPOoUTUTE
nHgopmauuto B pasgene “3amMevanma” Ha cTp. 217.

3aMeuyaHue nNo u3paHuK

[aHHoe n3gaHme oTHoCcUTCA K Bepcun 8, Bbinyck 1, mogudmnkaumus 12 IBM Spectrum Protect (Homepa npoaykTta 5725-
W98, 5725-W99, 5725-X15), 1 Ko BCeM nocnenyoLLmMM BbinyckaM U Moamdukaumsam, noka B HoOBbIX N3OaHuaX He byoeT
YyKasaHo MHoe.
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06 3Tou ny6bnukauum

JTa nybnunkauns CopepXnT MHCTPYKLLMK NO YCTAHOBKE 1 KOHUrypmuposaHuto cepsepa IBM Spectrum
Protect, A3bIkoB cepBepa, NULEH3UK, apaliBepa.

B 3Ty nybnunkauuio Takxke BKIOUYEHbl MHCTPYKLLMM NO YCTAaHOBKE KOMMNOHeHTa LleHTp onepaumii.

Ina Koro npegHasHauvYeHo 3TO PYKOBOACTBO

JdT1a nybnukauus npegHasHavueHa ons CUCTEMHbIX aOMUHUCTPATOPOB, KOTOPbIEe YyCTaHABNNBAIOT,
KOHUrypupytoT nnu obHosnsaoT cepep IBM Spectrum Protect nnu LleHTp onepaumii.

YcTaHaB/inBaeMble KOMMOHEHTbI

CepBep IBM Spectrum Protect n nuueHsumn aensaoTca 0ba3aTenbHbIMY KOMIOHEHTaMMU.

3TN KOMNOHEHTHI cogepxKaTca B HECKONTbKKUX Pa3HbIX MakKeTaX YCTaHOBKHA.

Tabnuya 1. YcTaHasnuBaemble koMnoHeHTbl IBM Spectrum Protect

KOMMoHeHT IBM
Spectrum Protect

OnucaHue

JononHuTtenbHasa uHopMauus

Cepsep
(obg3aTenbHO)

CopepxuT 6a3y gaHHbIX,
Global Security Kit
(GSKit), IBM® Java™
Runtime Environment
(JRE) v yTUNUTSHI,
KOTOpble MOMOryT Bam
CKOHhUrypupoBatb
cepBep v ynpasnaTb UM.

“YcTtaHoBka IBM Spectrum Protect npm nomoum Mmactepa
yCTaHOBKK” Ha cTp. 86

MakeT nopaepxku
HaLMOHaNbHOIO
A3blKa
(Heobsa3aTenbHO)

Kaxkobin nakeT
NnoanepKKu
HaLlMOHANbHOrO A3biKa
(no ogHOMY N9 KaXa0ro
A3blKa) COOEPIKUT
NHpopMaLUIo Ha
COOTBETCTBYIOLLEM
A3blKe ON19 cepBepa.

CmoTpuTe pasgen “YcTtaHoBKaA A3bIKOBbIX NaKeTOB
cepBepa” Ha cTp. 89.

JNnueHsun
(ob93aTenbHO)

ObecneuwnBatoT
NOALEPKKY BCEX
JIMLEH3UPOBAHHbIX
thyHKkuMn. Mocne
YCTaHOBKMW 3TOro nakeTta
Heobxoanmo
3aperncTpmpoBatb
nprobpeTeHHble
NIMLEH3UN.

Ncnonb3ynTte komaHoy REGISTER LICENSE.

YcTponcTea
(Heobsa3aTENBHO)

Pacwwupset
BO3MOXHOCTM MO
ynpasfieHuto
HOCUTENAMMU.

CnrCoK yCTPOMCTB, MOAAEPKMBAEMbIX 3TUM APaNBEPOM,
cmoTpuTe no agpecy: IBM Support Portal.
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Tabnuya 1. YcTaHasnusaembie koMnoHeHTbl IBM Spectrum Protect (npodosimeHue)

KOMMOHeHT IBM OnucaHue JAononHutenbHas nHgopmauus
Spectrum Protect
ATeHT XpaHeHus YcTaHaBnuBaeT HononHuTenbHble cBepeHns 0b areHTax xpaHeHus

(Heoba3aTeNbHO)

KOMMOHEHT, KOTOPbIV
OAET KIIMEHTCKUM
CMCTEMaM BO3MOXHOCTb
HemnocpeacTBEeHHO
3anu1CbiBaThb JaHHbIE Ha
YCTPOWCTBA XPaHEHUS
WSV HEMOCPEACTBEHHO
YnUTaTb JaHHbIE C
YCTPOWCTB XpaHeHus,
MOOKITIOUYEHHbIX K CETH
XPaHeHUs JaHHbIX
(Storage Area Network -
SAN).

HanomuHaHue: IBM
Spectrum Protect for
Storage Area Networks -
3TO OTAENBHO
NULEH3MPYEMDbIV
MPOAYKT.

cmoTpuTe B pasgene Tivoli Storage Manager for Storage
Area Networks (V7.1.1).

LleHTp onepauumi

YcTtaHasnmsaeT LeHTp

CmoTpuTe pasgen Yactb 2, “YcTaHoBKAa M 06HOBNEHME

(HeobsAsaTenbHO) onepauun - ato Web- LleHTpa onepauunin”, Ha cTp. 135.
nHTepdenc gns
ynpaBneHus cpeson
XpaHeHus.

Ny6nukauum

B cemencTBo npoayktoB IBM Spectrum Protect Bxoasat IBM Spectrum Protect Plus, IBM Spectrum
Protect for Virtual Environments, IBM Spectrum Protect for Databases v pag gpyrux npogykToB no
ynpasneHuto xpaHeHnem ot IBM.

JokymeHTauuto K npogyktam IBM cmoTpute Ha Beb-cTpaHumue IBM Knowledge Center.
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http://www.ibm.com/support/knowledgecenter/SSSQZW_7.1.1/com.ibm.itsm.sta.doc/c_overview.html
http://www.ibm.com/support/knowledgecenter/SSSQZW_7.1.1/com.ibm.itsm.sta.doc/c_overview.html
http://www.ibm.com/support/knowledgecenter

4TO HOBOIO B 3TOM BbiNnyCKe

371oT BbiNyck IBM Spectrum Protect copeput HoBble hyHKLMM 1 06HOBNEHNS.
CnuncoK HOBbIX (hyHKLUMI 1 OBHOBNEHMI CMOTPUTE B pasgene Yto HoBoOro.

Ecnu s OOKYyMeHTaunn BHeCEeHbl UBMEHEHNA, OHU obo3HavatoTCH BepTMKaﬂbHOIZ qepTon (l) B none.
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x IBM Spectrum Protect ansa Linux: PykoBoACTBO N0 yCTaHOBKE



Yactb 1. YcTaHOBKA 1 06HOBNEHUe cepBepa

YcTaHoBKa 1 06HoBNeHWe cepeepa IBM Spectrum Protect.
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YctaHoBka cepeepa IBM Spectrum Protect

naea 1. NnaHupoBaHue yCTAaHOBKU cepBepa

YcTaHOBUTE NporpaMMHoe obecneueHne cepeepa Ha KOMMNbIOTEPE, KOTOPbIN yNpaBiseT yCTPONCTBamMm
XpaHeHus, a NporpaMMHoe obecrneyeHne KNMeHTa - Ha Kaxkaon paboyen cTaHumMmK, KOTopas nepegaeT
JaHHble B yrnipaBngemoe cepsepoM IBM Spectrum Protect npocTpaHCTBO XpaHeHus.

YTOo HY>XHO 3HATb B NepPBYyI0 ouepenb

Mepep nepsBoi yctaHoBKoM IBM Spectrum Protect Heobxoaumo cobpaTb Bce cBefeHUst 06 MCnonb3yemMbIx
onepaLMoHHbIX CUCTEMAX, YCTPONCTBAX XPaHEHWUS AaHHbIX, MPOTOKOMaX CBA3M U CUCTEMHbIX
KOH(Urypaumsx.

Bbinycku nakeToB CEpPBMUCHOIO 0BCNYyXMBaHMA cepBepa, NporpaMMHoe obecneyeHne KMeHTa 1
nybnunkaumm ectb no agpecy: IBM Support Portal.

OrpaHuueHume: Cepeep IBM Spectrum Protect MOXXHO yCTaHOBUTb 1 3anNyCTUTb B CUCTEME, B KOTOPOW
y3e ycTtaHoBneH npofykT IBM Db2, HeB3upas Ha To, 6611 nn npoaykT Db2 yctaHoBNeH He3aBUCUMO, Unu
KaK 4acTb KaKoro-To Apyroro npuaoxeHus (C HEKOTOPbIMUK OrPaHUYEHUSMN).

[ononHuTenbHble cBeAeHMS cMoTpuTe B paspene “CoBMectuMocTb cepBepa IBM Spectrum Protect ¢
apyrumum npogyktamum IBM Db2 B cucteme” Ha cTp. 59.

OnbITHbIE aAMUHKCTPaTOPbl Db2 MOryT BeINOMHATL CNOXHbIE 3anpockl SQL 1 ncnonb3oBaTb
WMHCTPYMeHTbI Db2 ana MoHuTopmHra 6asel gaHHbIX. O4HAaKO He UCMONb3YNTe MHCTPYMeHTbl Db2, uTobbl
MU3MEHUTb NapamMeTpbl KoHgUrypaumm Db2, 3apaHee 3agaHHble npoaykToM IBM Spectrum Protect, u He
n3meHanTe cpepy Db2 ons IBM Spectrum Protect HMkakumm gpyrummn cnocobamu, Hanprumep ¢ NOMOLLbHO
ApYyrux NnpoaykToB. MakpokomaHaa Cepsep cobpaH 1 NogBeprHyT pacluMpeHHOMY TECTUPOBAHUIO C
MCrnonb3oBaHWeM a3blka onpeaeneHnin aaHHbix (Data Definition Language - DDL) v KoHgurypaumnm 6a3bl
OaHHbIX, KOTOpPble BHEAPSIET CepBep.

A BHumaHue: He nsmenainte nporpammy Db2, ycTaHaBnmMBaeMyto BMeCTe C NakeTamMmn YCTaHOBKU U
naketamu ucnpasneHm IBM Spectrum Protect. He yctaHaBnmBanTe gpyryto BepCcuio, BbIMyCK nn
naKeT UCMNPaB/IEHUI 1 He NpoM3BoAUTe OBHOBNEHWE 0,0 APYrO BepCuK, BbiNyCcKa Uiu naketa
ncnpasneHunin nporpammbl Db2, Tak Kak 3TO MOXET NPUBECTM K NOBPexAeHMo 6a3bl faHHbIX.

UYTo cnepyeT 3HaTb 0 3alWuTe Nepen, yCTaHOBKOU UK
obHOBNEeHueM cepBepa

O3HakoMbTech € MHhopMaumen 06 ynyyweHHbIX PyHKLMAX 3awmnTbl Ha cepBepe IBM Spectrum Protect u
TpeboBaHMAX, NpeabsBAsSeMblX K 0OHOBEHMIO cpenbl.

MNepepn Hauanom pa6oThbi

HaunHas c Bepcumn 8.1.2, ycoBeplueHcTBOBaHUA bbinn gobasneHol B IBM Spectrum Protect, oHu
obecneumBatoT 6bonee cTporve napameTpbl 3aWwnThl. MNpexae YeM ycTaHaBnmBaTb nnm obHoenaTb IBM
Spectrum Protect, BbiInonHMTe cnepyoline AencTems:

« O3HaKoMbTECh C MH(hopMaLMel B pasaene 3awmTta B TeMe Y1o Hosoro Ha canTe IBM Knowledge
Center, yTobbl y3HaTb 06 06HOBNEHUSX 3aLLMTbI B KaXXO,0M BEPCUN.

- Ecnu B Baluen cpefe yCTaHOBNEHbI NMPEXHWE BEPCUM CEPBEP], Y3HANTE 06 OrpaHUUYEHUsX U M3BECTHbIX
npobnemMax B TeXHNYECKOM 3amMevaHnn 562939, YTobbl yCTpPaHUTb 3TN OrPaHUUYEHUS 1
BOCMOJIb30BaTbCS HOBENLINMM MEPaMM 3alLLUTbI, 3an1aHnpynTe obHoBNEHMEe BCex cepBepoB IBM
Spectrum Protect n KNMeHTOB pe3epBHOIro KONMPOBAHMS U apXMBUPOBAHMS B Balleln cpefe 40
HOBEWLLEN BEPCUN.
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yCOBepI.IJEHCTBOBaHVISI 3allunThbl

B Bepcum V8.1.2 nobaBneHbl cneaytolime yCoBepLeHCTBOBaHNS 3alUTbl:
MpoTokon 3awWwmnThl, B KOTOPOM UCNONb3yeTcA NpoTokon Transport Layer Security (TLS)

B nporpamme IBM Spectrum Protect V8.1.2 n HoBee NpUMeEHSEeTCS yyULlEHHbIA MPOTOKOJ 3aLLnThl,
ncnonb3yowmin Transport Layer Security (TLS) 1.2 nnv HoBee ana ayTeHTUdUKaLMM cepBepa, areHTa
XPaHEHUA U KIIMEHTOB PE3EePBHOI0 KOMMPOBAHNSA U apXMBUPOBaHNS.

HauunHasg ¢ IBM Spectrum Protect V8.1.11, MOXHO BKAOUNTb NpoTokon TLS 1.3 ang 3awmTsl
coefVHeHU Mexay cepBepamu, KIMeHTaMmn 1 areHTaMm XpaHeHus. Ytobbl ncnonbsoBaTb TLS 1.3,
0be CTOPOHbI B ceaHce CBA3M A0/Hbl ucnonb3oBath TLS 1.3. Ecnu ntobasi M3 cTopoH ncnonbsyet TLS
1.2, no yMonyaHuto obe CTopoHbl Ucnonb3ytT TLS 1.2.

ABTOMaTuuyeckoe KoHpurypuposaHue SSL u pacnpocrtpaHeHue ceptumkaros
CepBepbl, areHTbl XpaHEHUS 1 KNMEHTbI, UCNOJb3ytoWwme nporpaMmMHoe obecrneyeHne sepcum 8.1.2
WN HOBEe, aBTOMATUYECKM KOH(UTYPUPYOTCS N5 ayTeHTUdrKaunum apyr ¢ 4pyrom c
ncrnonb3oBaHmem TLS.

C nomoLLLbHO HOBOIO MPOTOKOJA Y KAXXO0r0 CEPBEPA, areHTa XpaHEeHUs U KNTMeHTa eCTb YHUKaSTbHBbIN
€aMonoanMCcaHHbIN CepTUdUKAT, KOTOPbIV NCMONb3YeTCs AN ayTeHTU(UKALUN 1 pa3peLleHns
coeguHeHui TLS. CamonoanucaHHble cepTudmkatel IBM Spectrum Protect obecneunBatoTt
3alUMLLEHHYIO ayTEHTU(MKaLMIO Mexay obbekTamn, obecneunBatoT HagexHoe WindpoBaHmne ans
nepegayn 4aHHbIX M aBTOMaTUYECKM PACNPOCTPAHSIOT OTKPbIThIE KIHOUN HA KITMEHTCKUE Y3Tbl.
CepTuurkaTtbl aBTOMaTMYECKM NEPESAOTCA BCEM KJIMEHTaM, areHTam XpaHeHu s 1 cepBepam,
KOTOpble NCNONb3YIT NporpaMMHoe obecneyeHne sepcun 8.1.2 nnm Hoeee. Bam He HYXKHO BPY4HYO
KoHurypmpoBaTb TLS nnm BpyyHyto ycTaHaBAMBaTb CEPTUNKATLI 4N KaxKOoro kaneHTa. Hosble
ycoBeplleHCTBOBaHUs TLS He TpebytoT M3MeHeHU onumii, n cepTudmrKaThl nepenatnTcs Ha KINEHThI
aBTOMaTUYEeCKM NPU NEPBOM COEAUHEHNN, ECIIN TONbKO Bbl HE NUCNoNb3yeTe oguH ID
agMUHMCTpaTOpa 45 [OCTYNa K HECKOMTbKMM CUCTEMAM.

Mo yMonyaHmo camMononuncaHHble CepTUMKATLI PACNPOCTPAHSOTCS, HO NpY HEOHBXOAUMOCTH
MOXHO MCMOJIb30BaTb APYyrne KOHPUrypaumm, Takme Kak cepTnuukaTsl, NOANUCaHHbIe
cepTudunkaTopom. [lonosHUTENbHYIO MHOPMaL Mo 06 MCNob30BaHMK CepTUNKATOB CMOTPUTE B
paspene Ces3b SSL u TLS Ha cante IBM Knowledge Center.

CoueTaHue npotokonos TCP/IP u TLS pna 3awuueHHoON CBA3U U MUHUMAJIbHOTO BAMSIHUA HA

NPoU3BOAUTENbHOCTb
B npenpiaywmx Bepcusax nporpaMmmHoro obecneyernns IBM Spectrum Protect HyxkHo 6bI510 BbIbpaTh
TLS mnu TCP/IP, utobbl 3awmntpoBaTh BCe coobuieHns. HoBbIN NPOTOKON 3aWUTbl MCMONb3yeT
koMbuHauwmto TCP/IP 1 TLS ons obecneueHns 3alWmTbl CBA3M MEXOY CepBepamu, KINMeHTaMum 1
areHTamm xpaHeHus. No ymonuvaHuto, TLS ncnonbayetcsa TOAbKO ANS WN(POBAHUSA ayTeHTUDMKALNMK
M MeTafaHHbIX, a npoTokon TCP/IP - onga nepepaun gaHHbIX. Nockonbky wndpoBaHme TLS B nepByto
oyepenb NPMMEHAETCS TOMbKO A1 ayTeHTUdMKaLUKM, TO MPOM3BOANTENBHOCTb Onepauun
pe3epBHOro KONMMPOBaHMWA 1 BOCCTAHOB/IEHUS HE BAMSET HA NPON3BOANTENbHOCTb.

HeobasaTenbHO: MOXHO Mcnosib3oBaTth TLS gns WwndpoBaHus nepeaayun gaHHbIX C MOMOLLbH oMLK
knueHTa SSL anga cesasu kKnueHT-cepBep 1 napameTtpa SSL B komaHae UPDATE SERVER ons cssasu
MeXay CepBepOM U CEPBEPOM.

O6paTHas COBMeCTMMOCTb YNPOoLLAeT MNJIaHUPOoBaHMe 06HOBIEHMIT B NaKeTax
YcoBepLleHCcTBOBaHHbIe Bepcumn cepBepoB IBM Spectrum Protect n knneHToB MOryT NpoAonKaTbh
coegunHATLCA ¢ bonee cTapbiMu BepcusiMu, ecnmn ana napametpa SESSIONSECURITY 3agaHo
3HayeHne TRANSITIONAL.

[o o6HoBNeHMs cepBepoB 0OHOBNATbL KIIMEHTbI PE3EPBHOMO KOMMPOBAHUS U apXMBUPOBAHMUS A0
V8.1.2 nnn HoBee He HyxHo. MNocne obHoBNeHMa cepBepa Ao V8.1.2 unun Hoeee y35bl U
aAMUHUCTPATOPBI, MCNoNb3ytolwme bonee paHHWe BEPCUM MPOrpamMMmbl, MpogoKaT
B3aMMOLeNCcTBOBaTb C CEpPBEpPOM, ncnosb3ys 3HadeHne TRANSITIONAL, noka o6beKT byaeT
cooTBeTCTBOBAaTb TpeboBaHMAM ans 3HaYeHuss STRICT. TOYHO TaK e MOXHO 0OHOBUTb KITMEHTbI
pesepBHOro KONMpoBaHMa 1 apxnemnpoBaHmsa go V8.1.2 nnu Hosee Ao obHoBNeHUs cepBepoB IBM
Spectrum Protect, Ho 06HOBNATL cepBepbl CHayana He TpebyeTcs. CBA3b Mexay cepBepamm u
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KITIMEeHTaMW, onga KOTOPbIX NCMNOJIb3YHTCA Pa3Hble BEPCUN, HE NPepbliBaeTCA. OpHako Bbl He 6WJ,€T€
NnoNb30BaTbCA NpenmyulLeCTtBaMmn yCoBepPLEHCTBOBAHNA 3alLlUThI, MOKa HE 6y,EI,YT 06HOBMEHbI U
KJINEHTbI, N CepBEPBLI.

O6ecneueHue CTPOroro pexkKMma sawuThbl ¢ nomMoubio napametTpa SESSIONSECURITY
YT06bI MICNONB30BATb HOBbIN NPOTOKON 3aLLUTbI, CEPBEP, KTMEHTCKUI y3eN Unn 06beKThbI
agMUHMCTPaTOPa OOMKHbI MCMONb30BaTh NporpaMmmHoe obecneveHme IBM Spectrum Protect,
KoTopoe nogaepxusaet napametp SESSIONSECURITY. 3awumTa ceaHca - 370 YPOBEHb 3aLUNUTHI,
KOTOPbIN UCMOMb3yeTCcs A5 B3anMoLeNCTBUIN Mexay y3namu-knveHtamu IBM Spectrum Protect,
KMeHTaMM alMUHUCTPUPOBaHNSA U cepBepamu. 115 3Toro napameTpa MOXHO 3a4aTh Cliefyoline
3HaYeHUs:

STRICT
ObecneuyeHue BbICLLEro YPOBHS 3alUUTbl 15 CBA3U Mexay cepBepamu IBM Spectrum Protect,
y371aMn U agMUHUCTpaTopamm, Ha cerofgHsa ato TLS 1.2,

TRANSITIONAL
YKa3bIBaeT, UTO CYyLLECTBYIOLLMIA NPOTOKON cBA3K (Hanpumep, TCP/IP) ncnonb3yeTcs fo Tex nop,
noka Bbl He 06HOBMTe NporpamMmHoe obecneveHune IBM Spectrum Protect no Bepcun V8.1.2 unum
HoBee. 3T0 3HaveHue no ymonyaHuto. Ecnn sagpaHo SESSIONSECURITY=TRANSITIONAL,
aBTOMaTu4ecku npumeHstoTca bonee cTporne napameTpbl 3alLMTbl NPU UCMONb30BaHUK bonee
BbICOKMX Bepcui npoTokona TLS n npu o6HoBneHun nporpammbl fo V8.1.2 unun Hosee. MNMocne
TOro Kak y3en, aAMMHUCTPATOpP unu cepeep byaet cooTBeTcTBOBaThH TpebOBAHMAM AN 3HAYEHNS
STRICT, 3awuTa ceaHca aBToMaTmnyeckn obHoBuUTCa Ao 3HaUYeHusa STRICT, n 06bekT 6onbLue He
CMOXET NPOX0oAMNTb ayTEHTUMUKALMIO, UCMONb3YS NPeabIayLLYI0 BEPCUIO KneHTa unun bonee
paHHue npoToKosbl TLS.

Ecnn 3apaH napameTp SESSIONSECURITY=TRANSITIONAL v cepBep, y3en uiv agMmMHUCTpaTop
HUKOrpaa He cooTBeTCcTBOBaN TpeboBaHmam ansa s3HaveHusa STRICT, To cepsep, y3en nnm
aAMWHUCTPATOP NPOAOIKUT MPOXOAUTL ayTEHTUUKaLMIO, ncnonb3ysd 3HadyeHe TRANSITIONAL.
OpHako nocne Toro, Kak cepeep, y3en unm agMnHncTpatop byayt otBevatb TpeboBaHuAM,
npepbasnsaembiM K 3HaveHuto STRICT, sHayeHne napameTpa SESSIONSECURITY asToMaTtnyecku
n3meHsaeTca ¢ nomowbio koMaHabl TRANSITIONAL Ha STRICT. Nocne 3Toro cepsep, y3en nnu
agMuHUcTpaTop 6onblue He CMOXKET NPOXOAUTb ayTeHTUMKALLMIO, UICNOMb3Ys BEPCUIO KIIMEHTA UK
npotokon SSL/TLS, He oTBevawowme TpeboaHnam ana STRICT.

OrpaHuueHue: MNocne Toro, Kak agMMHUCTPATOP YCMELHO ayTeHTUMLMPYETCS Ha cepBepe C
MCNosib3oBaHWeM nporpammHoro obecneuenms IBM Spectrum Protect V8.1.2 unu 6onee HoBon
Bepcuu, unu Tivoli Storage Manager V7.1.8 nnu 6onee HoBow Bepcun, agMuHUCTpaTop bonblue He
CMOXET NPONTU ayTEHTUUKALMNIO HA TOM Xe CepBepe, NCMONb3ys BEPCUN KIIMEHTA UK cepBepa
6onee paHHel Bepcun, Yyem V8.1.2 nnm V7.1.8. 3T0 orpaHnYeHmne OTHOCUTCS TaKXXe K CepBepy
HasHa4eHUs NPy UCNOSIb30BaHUN TaKUX PYHKLUI, KaK MapLIpyTU3aLMa KOMaHA, 3KCNOpT C cepBepa
Ha cepBep, ayTeHTU(MKaLMs KOTOPOro BbINOMHAETCA Ha cepBepe HasHayeHnsa IBM Spectrum Protect
KaK aflMMHUCTPATOp C APYroro cepsepa, NOAKIUYEHNS K aMUHUCTPATOPY C NOMOLLbio LleHTpa
onepauuin 1 cCoegUHEHUN U3 KNMEHTa KOMaHAHON CTPOKM aflMUHUCTPUPOBAHMS.

B cnyyae KNMeHTCKUX M aAMUHNCTPATUBHbIX CEAaHCOB, B CeaHCax BbIMOTHEHNA KOMaHL,
aAMUHUCTPMUPOBAHMSA MOXET NPOM30NTU COOM, ECNM TONBKO aAMUHUCTPATOP He NOonyuUnT
cepTudmKaTbl BCEX CEPBEPOB, C KOTOPbIMU ByaeT coeanHaTbea ID agMuMHMcTpaTopa.
AOMUHUCTpATOPSI, NpoLleawne ayTeHTU(MUKALMIO C UCNOb30BaHNEM KoMaHabl dsmadme, koMaHabl
dsmc unun nporpamMmmel dsm, nocne ayTeHTUUKaLMmM ¢ ucnonb3oBaHnem V8.1.2 nnmn HoBee He CMOryT
NPOXOAUTb ayTEHTU(UKALMIO C MCNONb30BaHNeM bonee paHHen Bepcun. YTobbl yCTpaHnTb
npobnembl ayTeHTUMKALUN aAMUHUCTPATOPOB, CMOTPUTE ClieayloLLne COBEThI:

- YbepuTech, 4To BCe nporpamMmbl IBM Spectrum Protect, ncnonbsyemble yueTHOM 3annCbio
aAMUHUCTpaTOpa AN BXoAa B cuctemy, obHoBneHbl o V8.1.2 nnu HoBee. Ecnu yueTHas 3anmchb
aAMUHUCTPATOPa NPOU3BOAUT BXOL, U3 HECKONbKUX CUCTEM, ybeauTech, YTO cepTudurKaT cepBepa
YCTaHOBJIEH B KaXXJ0M CUCTEME.

» Ecnun notpebyeTcs, co3ganTe 0TOENbHYI0 YYETHYI0 3annchb adMUHUCTPATOPA, YTobbl NCMO/Ib30BaTb
ee ToJIbKO Npwv paboTe ¢ KMEeHTaMM 1 CepBepamMm, Ha KoTopbix paboTaeT V8.1.1 unn 6onee paHHaA
nporpaMma.
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Mepep, BbinoNHeHMeM 06HOBNEHUSA

Mpexpe vem obHOBNATL cepBep, O3HaKOMbTECb C peKoOMeHaaunamm B C)'IE}J,yPOLLI,QVI Tabnuue

KOHTPOJIbHbIX MPOBEPOK.

Tabnuya 2. KOHTpobHbIU ChUCOK NIAHUPOBAHUS

PekouneHpauus

OnucaHue

CospariTe pesepBHble Konuu cnegytowmnx annos
cepsepa:

« Basbl gaHHbIX kKntovewn (cert.kdb n
dsmkeydb.kdb)

« (bainbl HakonneHus (cert.sth u dsmkeydb.sth)

HauunHasg c IBM Spectrum Protect Bepcun 8.1.2,
rNaBHbIN KITOY WN(POBaHMS aBTOMaTUYECKHU
co3faeTcs Npu 3anycke cepBepa, eC/v rMaBHbIN
KJTHOY WNPOBaHMS He CyLLLEeCTBOBas paHee.

[MaBHbIN KNtOY WKpoBaHMUS XpaHuTcs B 6ase
DaHHbIX kntouen, dsmkeydb.kdb. CepTudmkatol
cepBepa no-npexHeMmy xpaHaTcsa B 6ase gaHHbIX
kntouven cert.kdb n goctynHbl ans danna
HakonneHus cert.sth. Bbl JOMKHbI 3aLUTUTL 0b6e
6asbl gaHHbIx kntoveli (cert.kdb n dsmkeydb.kdb) n
thannbl HakonneHus naponen (cert.sth u
dsmkeydb.sth), koTopble obecneunBatoT 4OCTYN K
Kaxxaon n3 6as gaHHbIX kKntoyen. Mo ymonyaHuto
koMaHaa BACKUP DB 3aliuniaeT rnaBHbIf KoY
LWnpoBaHMS TaKMM e 06pa3oM, Kak U KypHan
ToMOB 1 thannbl devconfig. YTobbl BOCCTaHOBUTL
6a3y gaHHbIX, Bbl AOKHbI 3aMOMHUTb MNApPOsb
pesepBHOM Konuu 6asbl AaHHbIX. dann

dsmserv. pwd cepsepa IBM Spectrum Protect,
KOTOPbI MCMNOJIb30BaNCA AN XPaHEHUS FNaBHOMo
KNtoua WnpoBaHNS B NpeaplayLmxX BbinycKax,
Bonblue He UCMNoJb3yeTcs.

TwaTenbHoO 3annaHupyinTe obHoBneHne ans ID
aoMWHNCTPATOPOB

YKaxuTe BCe CUCTEMBI, KOTOpbI€ NCNOJTIb3YIOT
y4Ye€THble 3anncm agMMHNCTPATOPa, yTO6bI BONTU B
CUcTemy B Lenax agMmMHNCTpMpoBaHn4.

Mocne ycnewHon ayTeHTUmkaumm B sepcum 8.1.2
nnu 6onee HoBOWM BEPCUN, AAMUHUCTPATOPLI HE
MOryT BbINOMHATbL MAeHTUdUKauuio B bonee
paHHUX BePCUAX NporpammHoro obecneyeHuns IBM
Spectrum Protect Ha 04HOM 1 TOM e cepBepe.
Ecnu gna peructpaumm B HECKONbKMX CUCTEMAX
ncnonbsyetcs ognH ID agMmnHUCTpaTopa, To
3ansaHnpynTe 06HOBUTbL BCE 3TN CUCTEMBI C
MOMOLLbIO NPOrpaMMHOro obecneyeHns Bepcun
8.1.2 unu HoBee, UTobbI ybeguTbes, UTO
cepTudmKaT yCTaHOBIEH BO BCEX CUCTEMAX, rAe OH
BXOOMUT B CUCTEMY.

Cosert: Ecnv napameTp SESSIONSECURITY
obHoBneH ons Bcex Bawmx ID agMMHUCTPATOPOB,
Tak 4Tobbl g5 Hero 66110 334aHO 3HAYEeHUe
STRICT, Baw AOCTYyN K cepBepy He 3abnoKupytoT.
MOXHO BPYYHY MMMOPTMPOBATb OTKPbITbIN
cepTuuKaT cepBepa B KIIMEHT, C KOTOPOToO Bbl
BbINosiHAeTe komaHay dsmadmc.
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Tabnuya 2. KoHTpobHbIl ChUCOK N1aHUpoBaHus (npodosieHue)

PekoueHpauus

OnucaHue

Ecnu Bbl ucnonbsyete TLS ¢ npegbiaywmmm
BEPCUSIMU KIIMEHTA, FOe UCMNOob3yeTcs
ceptudmkar "TSM Server SelfSigned Key"
(cert.arm), To 06HOBUTE KNMEHTbI 40 BEpPCUM
V8.1.4 nnn HoBee.

B Bbinyckax go V7.1.8 ceptudmkatom no
yMosnyaHuto bbin ceptudimkat "TSM Server
SelfSigned Key" ¢ nognucbto MD5, KoTopblit He
noggepxunsan npotokon TLS 1.2 nnn HoBee,
HeobXoAMMBbI MO YMONUAHWIO AN KIIMEHTOB
V8.1.2 unn Hoeee U LieHTpa onepaumii. YTobbl
YCTPaHUTb 3Ty Npobnemy, BbINOHUTE OAHO U3
cnepyrwmx 0encTBui:

« O6HoBUTE cepBep Ao V8.1.4 nnn Ho.ee.
HauunHasg c V8.1.4, cepBepsbl, KOTOpbIE
NCNoNb3ykT cepTudukat c nognucbio MD5, kak
cepTumrKaT No yMonyaHmoo, aBToMaTUYECKM
0bHOBNAOTCA AN UCNONb30BaHMSA cepTudmkaTta
no ymonuaHuto ¢ nognuceto SHA 1 metkon "TSM
Server SelfSigned SHA Key". Konns HoBoro
cepTumrKaTa no yMon4aHUIo XpaHnTca B hanne
cert256.arm, HaxogdaWweMcs B KaTanore
3K3eMnaapa cepeepa.

CogeT: lNepep 06HOBNEHNEM CepBEPA ANS
NCNONb30BaHUS HOBOIO cepTudmKaTta no
YMOYaHUIo € curHaTypom SHA pacnpocTpaHuTte
tann cert256.arm Ha KNMeHTbl, YTOObI
nsbexatb oWNMHOK pe3epBHOro KONMMPOBAHMKS
KIMEHTOB. KaapbIVi KNMEHT SOMMKEH NONYUNTb U
MMNOPTUPOBATb HOBbIV CEPTUGMKAT, Npexae
YeM OH CMOXET NOAKIIOYNTLCS K CEPBEPY,
NCMonb3yoLEeMY HOBbIN cepTudmkat SHA no
ymonyanuto. MNpegpiaywme ceptugmKarbl
yOanaTe npegpiaywme ceptudmkaTbl He
TpebyeTcs.

« YT106bI BPYUHYIO OBHOBUTL CEPTURMKAT MO
YMONYaHUIo, cnefynTe NHCTPYKLMSAM B
TEXHWYECKOM 3amedaHnn 562939.

YTto penartb panblue

YT06bI YyCTAHOBUTL MK 06HOBUTL cepBep IBM Spectrum Protect, cnenyiite npouenype B
pasgene “NpuMeHeHne obHOBNEHUI 3aLLnTbl” Ha CTp. 7.

NHhopMauuio 06 ycTpaHeHUM HEeNonagLoK CBA3U, CBA3aHHbIX C 0OHOBAEHMSMY 3alLMTbl, CMOTPUTE B
pasgene “YcTpaHeHVe HenonagokK 3awmTbl” Ha cTp. 14.

OTBeTbl Ha YacTo 3afaBaeMble Bonpockl (FAQ) cMoTpuTe B fokymeHTe FAQ - Security updates in IBM
Spectrum Protect (HacTo 3agaBaeMble Bonpockl - 06HoBNeHMs 3awmnTbl B IBM Spectrum Protect).

NHdopmaumto 06 ncnonb3oBaHnm Beb-KNnMeHTa pe3epBHOro KOMMPOBaHUSA U apxMBMpoBaHus IBM
Spectrum Protect B HOBOM cpefie 3alinTbl CMOTPUTE B TEXHUYECKOM 3aMevaHun 728037.

MpuMeHeHue 06HOBNEHUI 3aLWUTDI

MpuMeHnTe 0OBGHOBNEHMS 3aLLMTbI, KOTOPbIE MOCTABASOTCS C HOBbIMM Bbinyckamu IBM Spectrum Protect.
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Mpe>xpe yeM HavaTtb

YuTuTe cnenyoLyo MHhopMaLuuio:

« MopgpobHyto nHhopmaLno 06 06HOBNEHUSIX 3aLLNTbI, MOCTABASIEMbIX BMECTE C BbIMYCKOM, CMOTPUTE B
pasgene Yro Hosoro Ha carTte IBM Knowledge Center.

 MpocMoTpuTe paspen “YT1o cnenyeT 3HATb O 3aLLMTeE Nepes YCTaHOBKOM nnn obHoBreHneM cepeepa”

Ha cTp. 3, 4Tobbl NONY4MTb MH(OPMaLMIO 06 06HOBNEHMAX 1 BCEX OFPaHMYEHMAX, KOTOPbIE MOXHO

NMPUMEHUTb.

* YT0b6bI onpenennTb, B KaKOM nopaake 0bHOBNATL cepBepbl U KNNNEHTbI B Ballen cpepne, OTBETbTE Ha

cnepywuime Bonpochol:

Tabnuya 3. Bonpocsi 0715 paccMoTpeHus neped 06HoB/IeHueM

Bonpoc

PekoMmeHpauun

KakoBa porsb cepsepa B KOHGuUrypaumm?

B obuwem cnyyae, cHayana MOXHO 06HOBUTb
cepsepbl IBM Spectrum Protect B Bawwen cpege, a
3aTeM 0BHOBUTb KJIMEHTbI PE3ePBHOI0
KOMMpOBaHUSA 1 apxmBmpoBaHusa. OgHaKo npu
onpepeneHHbIx 0b6cToAaTeNnbCcTBaX, HaNpUMep,
€CNU Bbl CNosb3yeTe YHKLMIM MapLpyTUu3aumm
KOMaHA, cepBep MOXET BbIMNOMHATL YHKLUK
KNMeHTa B Balleln KoHurypauun. B atom cnyuae,
yTObbI NPEeoTBPaTUTL NPObIEMbI CBSA3N,
pekoMeHayeTcs cHavana 06HOBUTb KIIMEHTDI.
NHdopmaumnio o pasinyHbIX CLEeHapuax cMoTpuTe
B paszene CueHapuv obHOBNEHUS.
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Tabnuya 3. Bonpocsi 0715 paccMoTpeHus neped obHosieHueM (npodosxeHue)

Bonpoc

PekoMeHpauun

Kakune cncTeMbl MCNOAb3YOTCA AN
ayTeHTUMKaLMM agMUHUCTpaTopa?

[ns y4eTHbIX 3anncen agMmHUcTpaTopa
nocnenoBaTesibHOCTb, B KOTOPOW BbINOHAETCS
obHOBNEHME, BaXXHA 05 NpefoTBPaLLEHNS
npobnem ayTeHTU(MKaLUK.

— KnneHTbl B HECKOJIbKUX CUCTEMAX, KOTopble
MOryT BXOLUTb B CUCTEMY C UCMOJIb30BaHNEM
onHoro v Toro xe ID (ID y3na nnu
aAMUHUCTPATOpPA), LOMKHbI OBHOBNATLCS
ogHoBpeMeHHo. CepTudnkaTthl cepeepa
nepenalTcs Ha KNMEHTbl aBTOMATUUYECKM Npu
NepBOM COeAUHEHUN.

— Mepepn o6HOBIEHMEM CepBepa paccMoTpuTe
BCE KOHEYHble TOYKU, KOTOPble afMUHUCTPATOp
“Crosb3yeT ANs NOOKITIOYEHNS B
afMUHUCTPATMBHbIX Lensax. Ecnu gna gocTyna
K HECKOJIbKMM CUCTEMaM NPUMeHsIeTCs OOUH
afMUHUCTPaTUBHbIN ID, To ybeanTecs, 4To
cepTudKaT cepBepa YCTaHOB/IEH B KaXA0W
cucTeme.

— Mocne Toro, kak ID agMMHUCTpaTOpa yCNeLwHo
ayTeHTUgMUMpyeTca Ha cepeepe C
MCMNONb30BaHMEM MPOrpaMMHOro obecneveHuns
IBM Spectrum Protect V8.1.2 nnn 6onee HoBoMn
Bepcuun, unu Tivoli Storage Manager V7.1.8 nnn
6onee HoBOW Bepcun, agMnHNcTpaTop bonbLue
He CMOXEeT MPOMTK ayTEHTU(MUKALUIO HA STOM
cepBepe, NCMOMb3ys BEPCUU KNIMEHTa Un
cepBepa bonee paHHen Bepcuu, yem V8.1.2
nnn V7.1.8. 3T0 TaKXKe OTHOCUTCA U K cepBepy
Ha3HavyeHus, Koraa Bbl ayTeHTUdMumpyeTech
Ha 3TOM cepBepe HasHavyeHusa IBM Spectrum
Protect kak agMUHKUCTpATOP C OpYyroro
cepsepa. Hanpumep, 310 Tak, ecnu Bbl
ncnonb3yeTte cnegyome yHKUMK:

- MapuwpyTtmsaumm KoMaHa,
- JKcnopTa C OfHOro cepsepa Ha Apyron

- MopkntoveHne U3 KneHTa
aAMUHUCTPUPOBaHKS B LleHTpe onepauuii
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Tabnuya 3. Bonpocsi 0715 paccMoTpeHus neped obHosieHueM (npodosxeHue)

Bonpoc

PekoMeHpauun

MOU CUCTEMBI?

B kakon nocrnepoBaTenibHOCTU Haf0 06HOBNAATL

— Ecnu Bbl 06HOBNISIeTe cepBepbl Npexae

06GHOBNIEHUS KJIMEHTCKUX y350B:

- CHavana obHoBuTe xab-cepBep, a 3aTeM -
BCe Nog4YnHeHHble cepBepbl.

- Mpwn obHOBNEHMN cepBepa 0o Bepcum V8.1.2
WM HOBee Y3/bl U aAMUHUCTPATOPbI,
ncnoneaytowme bonee paHHHOK BEPCUIO
nporpammHoro obecneyeHus, MoryT
NpPoAOIKaTb B3anMOLEeNCTBOBATb C HOBbIM
CepBepPOM C UCMNONb30BaHUEM
CYLLLECTBYOLLEro NpoToOKoNa CBA3N.
MapameTp SESSIONSECURITY nmeeT
3HaveHne TRANSITIONAL, n ecnu cepsep,
y3en unn afMUHUCTPATOP HUKOraa He
yOoBfeTBopseT TpeboBaHMSM o5 3HAYEHUS
STRICT, To cepBep, y3en nan agMmMHUCTpaTop
npoponxKaeT naeHTUHUKALUIO C MOMOLLbIO
3HavyeHusa TRANSITIONAL. OgHako, Kak
TONbKO CepBep, y3en UM agMUHUCTPaTop
oTBeuvaeT TpeboBaHNSaM, NPeabABASEMbBIM K
3HadveHuto STRICT, 3HaveHne napameTpa
SESSIONSECURITY aBTOMaTU4eCKU
N3MEHSETCS C MOMOLLLbI0O KOMaHbl
TRANSITIONAL Ha STRICT.

— Ecnu Bbl 06HOBNSIETE KJIMEHTCKUE y3Jibl

npexxape o6HoBNEeHus cepBepoB:

- CHayvana o6HOBUTE KIIUEHTbI
agMUHUCTPUPOBaHKS, a 3aTeM 0bHOBUTE
KJINEHTbI, HE CBSA3aHHbIe C
AOMUHUCTPATUBHbBIMU KIIMEHTAMU. KNNEHTbI
6osiee NO34HUX BbINYCKOB MNPOAOKAOT
obMeHMBaTbCsA MH(hOpMaLmen C cepBepamm
6oriee paHHUX YPOBHEN.

Ba)kHoe 3aMeuaHue: Ecnv Bbl obHOBRAeTE
OAVH U3 KIMEHTOB aAMUHUCTPUPOBAHUSA B
Ballel cpene, To BCe OCTasibHble KIMEHTHI,
ncnonbsytowme ToT e ID, uto un
OOHOBEHHbIN KNWUEHT, Haao 06HOBUTL
OfHOBPEMEHHO.

- O6bHOBJIEHNE BCEX KITMEHTOB, HE
ABNSAOLLINXCA KIMEHTAMM, B OQHO M TO Xe
BpeMs He TpebyeTcs, eCc/in TOSIbKO HECKOJIbKO
KJIMEHTOB HE UCNOMb3YIOT OAMH 1 TOT XKe ID
019 BXO4a B CMCTeEMY. 3aTeM BCe gpyrune
KJINEHTbI, KOTOPbIE UCMOJIb3YHOT TOT XKe
cambliit ID kak 0BHOBIEHHbIN KNUEHT,
OOMKHbI 6bITb MOOEPHM3NPOBAHbI B TO XK€
BpeMms, 1 cepTudmKaT cepepa AoJKeH bbiTb
YCTAHOBJIEH Ha KaXxOoM cucTeme.
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06 3Tou 3apaue

Ecnu B Balen cpefe ecTb KIMEHTbI PE3ePBHOI0 KOMMPOBaHUS 1 apxmBupoBaHusa IBM Spectrum Protect
nnu cepeepbl IBM Spectrum Protect 6onee paHHux Bepcuin, uem V7.1.8 unm V8.1.2, BaM MoxeT
notpeboBaTbCs HACTPOUTL KOH(Urypauuto, 4tTobsl obecneunTs CBA3b MEXAY CEPBEPAMU U KITUEHTAMMU
6e3 npepbiBaHMa paboTbl. BoiNnoaHWTE onmvcaHHyo B 3TOM pasgese npouenypy no yMoaYaHuio ans
YCTAHOBKW UK 06HOBNEHMS Cpefbl.

MocMoTpuTe B pasaene CueHapuv 06HOBIEHUS Apyrie NPUMepb! CLLEeHapUEB, KOTopble MOryT bbiTb
NMpVYMeHeHb! K Ballen cpege.

CogeT: YT06bl BOCNOJ/Ib30BaTHCS HOBEMLLMMU YCOBEPLIEHCTBOBAHNAMM 3aLLNUThI, 3anaHnpyinTe
obHoBneHne Bcex cepBepoB IBM Spectrum Protect n KNMEHTOB pe3epBHOIro KOMMpPOBaHMWS U
apX1MBMPOBaHNA B cpede A0 NoC/efHero ypoBHs BbiMycKa.

Mpoueaypa

1. YctaHoBuTe nnun obHoBuMTe cepBepbl IBM Spectrum Protect B cpefie. [LlononHUTeNbHble CBEAEHUS
CMOTpUTE B pasfene YctaHoska u obHosaeHue cepeepa Ha cante IBM Knowledge Center.

a) O6bHoBKTE LleHTp onepaunin n xab-cepsep. [JoNoNHUTENbHYIO MHPOPMALMIO CMOTPUTE B pasaene
YacTb 2, “YcTaHoBKa 1 06bHoBneHne LleHTpa onepauumin”, Ha cTp. 135.

b) O6HOBMTE NOAUYMHEHHbIE CEPBEpbI.

¢) HacTpoiika unv npoBepka cBaA3u Mexay cepeepamu. [ononHUTeNbHble CBEAEHUS CMOTPUTE B
cnepyloLmx pasgenax:

« KomaHga UPDATE SERVER B IBM Knowledge Center.

« Paspen KoHghurypuposaHrue cBazu SSL mewdy xab-cepsepom u noOYUHEHHbIM cepsepom B IBM
Knowledge Center.

« Paspen KoHghurypuposaHue cepsepa 019 coedUuHeHus ¢ Opyrum cepsepom npu nomouju SSL 8 IBM
Knowledge Center.

Coser:

» HauunHas ¢ Bepcun IBM Spectrum Protect V8.1.2 u Tivoli Storage Manager V7.1.8, napameTtp SSL
ncnonbayet SSL ona wnppoBaHUsa CoegMHEHNS C YKa3aHHbIM CEPBEPOM, Jaxe ecnn ons
napameTtpa SSL 3agaHo 3HaveHune NO.

« HauuHasa c sBepcun 8.1.4, cepTudmKaTbl KOHDUTYPUPYIOTCA aBTOMATUYECKU MEXAY areHTamMum
XpaHeHus, knueHTamu bubnuotekn n cepsepammn bubnmnoteyHoro MmeHemxepa. ObmeH
cepTudMKaTamMum BbINOJSIHAETCS B NEPBbIA pas, Koraa coeguMHeHne Mexay cepsepamm
yCTaHaBNMBaEeTCA Ha CepBepe C MNOBbILLIEHHOW 3aLWUTON.

2. YcTaHoBMTE nam 06HOBUTE aMUHUCTPATUBHbIE KITUEHTbI. [LOMOMHUTENBHYIO MH(OPMAaLMIO CMOTpUTE
B pasfene YcTtaHoBKa u KoOHpurypuposaHue kaueHTos B IBM Knowledge Center.

3. BkntounTe 3almTy COegMHEHUI MEXAY BCEMU CUCTEMAMU, KOTOPbIE aAMUHUCTPATOPbI UCMOMb3YIOT
0na BXo4a B CUCTEMY B aAMUHUCTPATUBHbIX LEnsaX.

« Ybeauteco, 4To NnporpaMmHoe obecneyeHne IBM Spectrum Protect, KOTopoe MCnonb3yeTcs y4eTHOM
3anncblo agMUHUCTpaTopa 419 BXo4a B cucteMy, obHoBneHo go Bepcun V8.1.2 nnum HoBee.

« Ecnn ID agMuHKUCTpaTopa BXOOUT B COCTAB HECKOJNIbKUX CUCTEM, TO y6eﬂ,l/IT8Cb, yTo CepTl/l(bl/IKaT
cepBepa yCTaHOBJ/1EH B KaXxOoM cucteMme.

4. YcTaHoBUTe nav 0bHOBUTE HEALMUHUCTPATUBHbBIE KITMEHTbI. [LONONHUTENbHYI0 MH(OPMaLLUIO
CMOTpUTE B pasfene YcTaHoBKa u KOHpurypuposaHue kaueHTos B IBM Knowledge Center.

HanoMuHaHue: HeagMUHUCTPATUBHbIX KJIMEHTOB MOXHO 06HOBNSATL CMH(a3HO. Bbl MOXeTe
NPOAOMIKaTb COeAMHATLCS C cepBepamMu bonee NO3LHUX YPOBHEN BbIMYCKOB C KNMeHTOB bonee
paHHWMX BbiNnyckos, BBoas komaHay UPDATE NODE v 3apaBas ong napametpa SESSIONSECURITY
3HaveHne TRANSITIONAL gnsa kaxkgoro y3na.

update node uma_ysna sessionsecurity=transitional
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JanbHeuwune pencreusa

K Bawei cpefe MOryT NPUMEHSTLCA Apyrue cueHapum obHoBNeHus. B cnepytowen Tabnuue npvBeaeHsl
npvMepsbl cLeHapueB 0OHOBNEHNS.

Tabnuua 4. CueHapuu obHoB/IeHUS

CueHapui

3amMeyaHus

PekoMeHayeMblil nogxop, K
o6HOBNEHUIO

[ns mapwpyTmMsaumm KomaHg Ha
OOVH UM HECKOJbKO CEPBEPOB
NCMOnb3yto hYHKLMMK
MapLpyTM3aLmm KOMaHA,
aoMUHUCTPUPOBaHUS. A xouy
noaKNounThCa K cepsepy IBM
Spectrum Protect 6onee paHHewn
Bepcumn, yem V8.1.2.

+ C noMollblo MapwpyTusaumm
KOMaHpf, cepBep MoxeT
BbINONHATb PYHKLMWN KNIMEHTa
afMUHUCTPUPOBAHWS.

« 1N MapLupyTM3aunm KoMaHg,
MCMoNb3yeTcs AEHTUDMKATOP U
naposb agMUHUCTpAaTopPa,
KOTOPbI/ BBE/T KOMaHAY.

e Ecnu ong poctyna K HECKONIbKUM
cucTeMaM NPUMeHsAeTCS OOuH
agMuUHUCTpaTMBHbIN ID, TO
ybeoutech, 4To cepTudmkar
cepBepa yCTaHOBMEH B KaXO0u
cucteme.

» CHavana obHoBuTe
aJJ,MVIHVICTpaTVIBHbIIZ KNNEeHT.

BakHoe 3aMeuyaHue: KNneHTobl B
HECKONIbKNX CUCTEMAX, KOTOpPbIE
MOryT BXOOUTb B CUCTEMY C
MCMoNIb30BaHMEM OHOr0 1 TOro
e ID y3na nnu
aAMUHNCTPATOPA, OO/MKHbI
06HOBNATLCSH OQHOBPEMEHHO.

» Ha Kka)xZoM cepBepe, Ha KOTOpbI
BbIMOJIHAETCA MapLUpyTM3aLms
KoMaHg, ybeauTech, 4To
CKOHMIypMpoBaHbI ClegytoLme
OaHHble:

— OguH n ToT e ID
agMUHKUCTpaTopa 1 Naposb

— HeobxoouMble NnoaHOMOYNSA
aAMUHUCTPATOPa Ha KaXaoMm
cepsepe

— YcTaHoBNeHbl HeobxogMMble
cepTumkatol

« O6HOBUTE CepBeEpDI,
NCMONb3yeMble yHeTHON 3anuchio
agMuHWCTpaTopa s BXxona B
V8.1.2 unn bonee HoBOW BEpCUMN.
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Tabnuya 4. CyeHapuu o6HosneHus (npodosneHue)

CueHapui

3amMeyaHus

PekoMeHayeMblit nogxop, K
o6HOBNEHUIO

Bepcusa moero
aOMVHUCTPATMBHOIO KJIMEHTA - 3TO
nocnegHsa Bepcus BbINycKa, U
ncnonbayo 70T e ID
agMuHuUCTpaTopa 4ns
ayTeHTU(MKALMM B pasHbIX
cMcTEMax C MOMOLLbIO KOMaHAbI
dsmadmc. 1 ycnewHo
ayTeHTU(ULMPOBAH Ha cepBepe
IBM Spectrum Protect B Moem
cpene, paboTatoller B nocrnegHen
Bepcun. Tenepb 4 Xo4y NPONTK
ayTeHTUMKaLMIO Ha cepBepe
6onee paHHel Bepcun, yuem V8.1.2.

« [locne TOro Kak agMmMHUCTPATOp
npongeT ayTeHTUMKALMIO Ha
cepsepe IBM Spectrum Protect
V8.1.2 nnn HoBee, NCNonb3ys
KNueHT Bepcum V8.1.2 unu
HoBee, afMUHUCTPATUBHbIN ID
CMOXeT NpoxXoauTh
ayTEHTU(MKALMIO TONBKO Ha
KIIMEHTax Unn cepeepax,
ncnonbayowmnx V8.1.2 nnu
HoBee.

« Ecnu ona pocTyna K HECKONbKUM
cYcTeMaM NpUMeHsIeTcs O4MH
agMUHUCTpaTMBHbIN ID, TO
3annaHupynTe obHOBUTL BCe
CYCTEMbI C MOMOLLBIO BEPCUN
8.1.2 nnun 6onee HoBOW BepcuUK,
uTobbI YOEeanThCS, UTO
cepTudmkat cepeepa
YyCTaHOBJIEH BO BCEX CMCTEMAX,
rae adMUHUCTPATOP BXOOMT B
CUCTEMY.

» YbepuTtech, 4YTO BCe
nporpammHoe obecneveHne IBM
Spectrum Protect, koTopoe
aQMWUHUCTPATOPbI NCMONb3YIOT
ONs BXo4a B cucteMy, o6HOBNeHo
0o sepcum V8.1.2 unu Hosee.
MpennoyTuTeNbHOE AEeNCTBME -
0b6HOBUTL BCE CEPBEpPHI B BalLen
cpene 40 nocnenHen Bepcum.

» Ecnn noTtpebyeTcs, co3panTte
OTLENbHYIO YYETHY0 3annch
aAMUHUCTPaTOopa, YTObBI
MCNOJIb30BaTh €€ TOMbKO NpK
paboTe ¢ KNMeHTaMm u
cepBepamMu, Ha KOTOPbIX
paboTtaeT V8.1.1 nnun 6onee
paHHss nporpamMma.

Cepsep IBM Spectrum Protect yxe
0bHOBNEH [,0 YPOBHSA nocregHero
BbIMycKa. Y MeHs eCTb
aOMVHUCTPATUBHbBIN KITMEHT Ha
ypoBHe Bbinycka V8.1.0, n a xouy
COeOMHUTLCS C CEPBEPOM U3
LleHTpa onepauwnn.

« Ecnu Bbl 0BHOBNAETE OOUNH U3
KIMEHTOB afiMUHUCTPUPOBAHNS B
Ballel cpefe, TO BCe OCTaslbHble
KJIMEHTbI, UCMOMb3YHOLINE TOT Xe
ID, uTO 1 06HOBNEHHbIN KIIUEHT,
Haf0 06HOBUTb OIHOBPEMEHHO.

» Y7106bI MICcNONb3oBaTh ID
agMuHWCTpaTopa B
KOH(MIypaLwmm C HECKOMbKMMN
cepsepaMu, aToT ID gomxeH
6bITb 3aperncTpnupoBaH Ha xab-
cepBepe 1 Ha cepBepax C OQHUM
N TEM e Naposiem, ypoBHEM
NosTHOMOYMIA 1 TpebyeMbiMu
cepTugmkaTamu.

» Y6ennTech B TOM, YTO Ha KaXXO0M
cepBepe 3ajaHa cnegyolas
MHopMaums:

— OguH n ToT e ID
agMuUHUCTpaTopa 1 Naponb

— HeobxopuMble NosHOMOUMS
aAMUHUCTPATOPa Ha KaXkAoM
cepeepe

— Heobxopumble cepTudmkathbl

« ObHOBUTE HeagMUHNCTPATUBHbIE
KJIMEeHTbI NO3TamnHo.

S ncnonb3syro pennmkauuio yana
ON4A 3alnTbl CBOUX OAHHbIX.

» KOHTPOJIbHbIV CUrHAN
penankaumm nHuuunpyeT obMeH
cepTudMKkaTaMu npu
yCTaHOBNEHWM NEepPBOro
CcoeaVHeHWsl OHOTo cepBepa C
ApYyrnMm nocne o6HoBeHUs
cepBepa.

« Mepepn 06HOBNEHMEM KINEHTOB
Heobxoanmo obHOBUTbL CEpPBEpbI;
BbINOJIHMTE NPOLLEAYpPY No
YMONYaHuto.
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Tabnuya 4. CyeHapuu o6HosneHus (npodosneHue)

CueHapui

PekoMeHayeMblit nogxop, K
o6HOBNEHUIO

3amMeyaHus

A Xo4y O0B6HOBUTb K/TUEHTbI
pe3epBHOro KonmpoBaHna n
apxmBunpoBaHud, npexne 4em
06HOBNATL MOU cepBepbl.

« Ecnu Bbl 0BHOBNAAETE KNMEHTbI 4,0
obHOBNEHMS cepBepoB, TO
CHavana o6bHOBUTE KITMEHTbI
aoMUHUCTPUPOBAHMS, a 3aTeM
0OHOBUTE KNIMEHTHI, HE
CBA3aHHbIE C
aAMUHUCTPATUBHbIMU
knneHTamu. KnueHtol 6onee
NO3AHUX BbINMYCKOB NPOAOSIKAOT
obMeHnBaTbCcs MHhopMaumen ¢
cepBepamMu bonee paHHUX
YPOBHEMN.

« MNocne obHOBNEHMA cepBepa oo
V8.1.2 nnun HoBee y3nbl U
aAMUHUCTPATOPbI,
ncnonbayowme bonee paHHne
BEPCKM NPOrpamMmbl, NPoaoKaT
B3aMMOOENCTBOBATb C CEPBEPOM,
NCNOJIb3ys 3HaYeHne
TRANSITIONAL, noka obbekT
ObyneT cCooTBETCTBOBATb
TpeboBaHMAM 4NF 3HAYEHUS
STRICT.

» CBSA3b MEXAy CepBepamm u1
KMeHTaMu He byaeT npepBaHa.

YcTpaHeHue HenosiafoK 3aluTbl

YcTpaHuTe HemnonaaKu, KoTopble MOryT BO3HUKHYTb nocne o6HoBneHns IBM Spectrum Protect.

CuMnTOM

PaspeweHue

YueTHasq 3anucb
agMUHKCTpaTopa He
MOXeT BONTU B
cuUcTeMmy, KoTopas
ncnonb3yet
nporpamMmMHoe
obecneyeHune bonee
paHHeln Bepcumn, Yem
V8.1.2.

Mocne TOro, Kak afAMUHUCTPATOP YCNEeLWHO ayTeHTU(MLMPYETCS Ha cepBepe ¢
nomoubto IBM Spectrum Protect Bepcun 8.1.2 unu 6onee HoBol BepCumn, 3TOT
agMuHucTpaTtop bonblie He CMOXET NPONTH ayTEHTU(MKALMIO HA CEPBEpE,
KOTOPbIM MCMONb3yeT BEPCUM KITMEHTA UK cepBepa bonee paHHel Bepcum,
yem V8.1.2. 310 orpaHMyeHmne OTHOCUTCH TaKXKe K CepBepy Ha3HaAYeHUs Npu
MCNONb30BaHUN TaKMX PYHKLMA, KaK MapLipyT13aumnsa KoMaHa, 3KCnopT ¢
cepBepa Ha cepBep, ayTEHTURMKALMS KOTOPOro BbIMOMHAETCA Ha cepBepe
Ha3HauveHusa IBM Spectrum Protect kak agMUHUCTPATOP C Apyroro cepeepa,
NOAKJ/TOUYEHUS K aMUHUCTPATOPY, KOTOPbIe NCNoNb3ytoT LLeHTp onepauuii, n
COefMHEHNS N3 KNNeHTa KOMaHLHOM CTPOKU aAMUHUCTPUPOBaHNS.

YT10bbl yCTpaHWUTb NpobneMbl ayTeHTUDMKALMM AN aAMUHUCTPATOPOB,
BbIMOSIHWUTE Cledytolne AeNCTBuUs:

1. YKaxute BCe CUCTEMbI, B KOTOPbIX aAMUHNCTPATOPbl MOTYT BXOAUTb B
CUCTEMY M UCNONb30BaTh aAMUHUCTPaTMBHLIN ID Ana Bxo4a B cMCTEMY.
ObHOBUTE CMCTEMHOE NporpamMmHoe obecneveHmne go sBepcun IBM
Spectrum Protect V8.1.2 nnun 6onee HoBon n ybeautech, UTo cepTudmkar
cepBepa yCTaHOBJ/EH B KaX 40l cucteme.

2. 3apavTe 3Ha4veHune napameTpa SESSIONSECURITY ons agMuHUCTpaTopa B
TRANSITIONAL, ons yero BBeauTe koMaHay update admin
umsi_admuHucmpamopa sessionsecurity=transitional

3. MNoBTOpUTE NOMbLITKY COEAMHEHUS C aAMUHNCTPATOPOM,
CoBer: Ecnu notpebyeTcs, co3panTe OTAENbHYIO YYETHYIO 3annch

aAMUNHUCTPAaTOopa, yTObbl NCNONb30BaTb €€ TONIbKO npu pa60Te C KIMeHTaMn 1
cepBepaMu, Ha KoTopbix paboTaeT V8.1.1 unu 6onee paHHAA nporpaMmma.

He ypanocb BbINOAHNUTL
paccbinKy
cepTUtKaToB Ans
y3na, aadMUHUCTpaTopa
UnIu cepeepa.

Y yana, agMMHKUCTPaTOPa MU CEPBEPA, UCMOMb3YIOLWLEr0 NPOrpaMMHoOe
obecneueHmne Bepcum 8.1.2 nnun Hoeee, ecTb 3HauYeHe SESSIONSECURITY
STRICT, Ho Hy»Ho0 cbpocuTb 3HaueHne B TRANSITIONAL, utobbl NOBTOPUTL
pacnpocTpaHeHue cepTudumKara.
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CuMmnToM

PaspelwieHue

Mpwn ncnonb3oBaHMM HOBOMO NPOTOKOSA aBTOMaTMyeckas nepegaya
nybnunyHoro ceptudukaTta cepeepa BbINMOHAETCA TONIbKO NPY NEPBOM
COefMHEHNN C CEPBEPOM C NOBbILEHHON 3aLnTon. lNocne nepsoro
coeguHeHns 3HaveHme napaMeTpa SESSIONSECURITY gna y3na MsMeHuUTCs €
TRANSITIONAL Ha STRICT. Bbl MOXxeTe BpeMeHHO 06HOBUTL y3en,
agMuHucTpatop unm cepeep 0o coctosaHng TRANSITIONAL, 4Tobbl paspelmnTtb
APYryto aBTOMaTUUeCKyto nepenady ceptudmkarta. Npu HeobxogmMmocTn B
TRANSITIONAL cnepytouiee coegmHeHne aBToMaTUUYeckn nepegaet
cepTudukart, ecnv oH HeobxoguMm, n cbpacbiBaeT 3Ha4YeHNe NapaMeTpa
SESSIONSECURITY B STRICT.

M3MeHnTe 3HaueHne napametpa SESSIONSECURITY Ha TRANSITIONAL,
BBeAS OO4HY U3 cnenyoLmnx KoMaHna;
» [1Ns KNUEHTCKNX Y310B BbINONHUTE cnenytouime D,eVICTBMﬂZ
update node umsa_ysna sessionsecurity=transitional
» [1ns agMUHUCTPATOPOB BBEAUTE:
update admin umsa_admuHucmpamopa sessionsecurity=transitional
» [1ns cepBepoB BBeAuTE:
update server ums_cepsepa sessionsecurity=transitional
Lpyron cnocob: MOXHO BPYYHYLO NepefaTb U MMNOPTUPOBaTb 06w

cepTudmKaT ¢ nomoLbto yTunuTel dsmcert, 4tobbl BBECTU CneaytoLine
KOMaHZbl:

openssl s_client -connect tapsrv04:1500
-showcerts > tapsrvO4.arm

dsmcert -add -server tapsrv04 -file tapsrv04.arm

Ecnu Bbl ucnonb3yeTe cepTudmnKaTbl, nognucaHHbie CA, TO Bbl SOMKHbI
YCTaHOBUTb B KaXXA0M 6a3e faHHbIX KTHUel KNMeHTa, cepBepa 1 areHTa
XPaHeHus, KOTOpbIN nHUUMMpyeT cBsAsb SSL, cepTudnkatop (CA) n sce CA-
NMPOMEXYTOUHbIE CepTUDMKATLI ONA KAXKAOMO U3 HUX.

ObmeH
cepTugumkatamm
Mexnay cepsepamu IBM
Spectrum Protect He
6b11 ycnelueH.

Mpwn ncnonb3oBaHMM HOBOMO NPOTOKOSA aBTOMaTMyeckas nepegaya
nybnunyHoro ceptudukaTta cepeepa BbINOMHAETCA TONIbKO NPY NEPBOM
COefMHEHMN C CEPBEPOM C MOBbILEHHON 3aLnTon. lNocne nepsoro
coeguHeHns 3HaveHme napamMeTpa SESSIONSECURITY gnia cepBepa
nameHunTca ¢ TRANSITIONAL Ha STRICT. NMoBTopuTe 06MeH cepTudmrkaTamm
mMexny ABymsa cepsepamm IBM Spectrum Protect. MHdhopMauuo cMoTpuTe B
pasgene .[loBTopHAas nonbITKa 06MeHa cepTughukaTamu Mexcdy cepsepamul.

ObmeH
cepTumkaTamm
Mexnay cepsepom IBM
Spectrum Protect n
KJIMEHTCKMM Y3/10M He
6bIn ycneLeH.

Mpwn ncnonb3oBaHMM HOBOMO NPOTOKOA aBTOMaTMyeckas nepegaya
nybnnyHoro ceptudmnkaTta cepepa BbINONHAETCA TONIbKO NPY NEPBOM
COefMHEHNW C CEPBEPOM C NOBbILEHHON 3aLnTon. lNocne nepsoro
coeguHeHns 3HaveHme napameTpa SESSIONSECURITY nns y3na nsMeHuUTCs €
TRANSITIONAL Ha STRICT. YT106bl NOBTOPUTbL NOMNbITKY 06MeHa
cepTudmkaTaMm Mexay KnneHTamm u cepesepamm sepcum Hmxe V8.1.2,
BbINOMIHUTE Crefyowme oencTBums:

1. B cnyyae CyLLeCcTBYHOLMX KIMEHTOB, CKOH(PUIYPMPOBaHHbIX 414
ncnonb3oBaHUs SSL ¢ cepTudurKaToM cert.arm, nepekoHpUrypupymnTe mx
Tak, YTobbl OHM Mcnonb3oBanu cepTudmkaT cert256.axrm. MHCTpyKLMK
CMOTpPUTE B CNeayroLWmx pasgenax: KoHpurypupoBaHue areHToB XpaHeHUus,
cepBepoB, K/IUeHTOB U LleHTpa onepayull 0519 CoeOUHeHUSs C CepBepPOM C
ucnonb3oBaHuem SSL B IBM Knowledge Center.
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CuMmnToM

PaspelwieHue

2. O6HOBMTE cepTUdMKAT NO YMONUYaHUI0, BBEAA CNedytoLLyo KoMaHay 13
KaTanora sK3eMmnjspa cepeepa:

gsk8capicmd_64 -cert -setdefault -db cert.kdb -stashed
-label "TSM Server SelfSigned SHA Key"

3. MNepesanycTuTe cepsep.

B cnyyae knmeHTOB 1 cepBepoB Bepcun 8.1.2 n 6onee HOBbIX BEPCUIA
cepTudMKaTbl PACNpPOCTPAHAOTCA aBTOMATMYecKun. Ecnu nponcxogut cbon
CBSI3U MEXIY KIIMeHTaMu Unu cepBepamu, BbINONHUTE CeayoLLne AeiCTBUS,
4TO6bI MOBTOPUTL NOMbITKY MNONyYeHUs cepTudukaTa:

1. lna y3noB U aMUHUCTPATOPOB 334alTe g napameTpa
SESSIONSECURITY 3HaueHne TRANSITIONAL, BBens cnepyrouwme
KOMaHbl ON8 KaXXO0ro y3na uin agMmMHUCTPaTopa, A9 KOTOPOro Bbl
XOTUTE NOBTOPUTb MOMbITKY:

update node ums_ysna

sessionsecurity=transitional

update admin ums_admuHucmpamopa sessionsecurity=transitional
CoseT: AOMUHUCTPATOPbI, NpoLweLine ayTeHTUMUKaLMIo C
ncnonb3oBaHnem komaHabl dsmadme, komaHabl dsme unm nporpamMmbl
dsm, nocne ayTeHTUdKrKaLMM C ucnonb3oBaHnem V8.1.2 nnm HoBee He
CMOTYT NPOXOAMUTb ayTEHTU(MKALMIO C UCMONb30BaHNeM bonee paHHen
Bepcumn. YTobbl ycTpaHUTb Npobnembl ayTeHTUMKALUN
aAMWHUCTPATOPOB, CMOTPUTE CleayloL e COBETbI:

» YbenuTtech, 4To BCe nporpamMmel IBM Spectrum Protect, ncnonbsyemsoie
YUYETHOW 3anNnCbio aAMUHUCTPATOPA A1 BXOOa B CMCTEMY, OOHOBNEHbI 00
V8.1.2 nnn Hosee. Ecnu yyeTHaa 3anmcb aaMUHUCTPATOPa BXOAUT B
CUCTEMY U3 HECKOJIbKMX CUCTEM, TO ybeaumTech, UTO cepTudmKat cepepa
YCTaHOBJIEH B KaXO0M CUCTEME [0 TOro, KaK y4eTHas 3anuncb
agMUHUCTpaTopa byaeT MCnosb3oBaThCs SIS MapLUpyTU3aLmMmM KOMaHa,

« Nocne TOro Kak aAMMHUCTPATOP NPONAET ayTeHTUDMKaALMIO Ha cepBepe
V8.1.2 unn HoBee, Ncnonb3ysa KNneHT V8.1.2 nnn Hosee, aAMMHUCTPATOP
CMOXeT NPoXoAnTb ayTEHTUNKALMIO TOJIbKO Ha KNIMeHTaX Unu
cepBepax, ucnonbaywoumx V8.1.2 unm Hosee. KoMaHay agMMHUCTpaTopa
MOXHO BBOAMUTb 13 Ntobor cuctemol. Ecnn notpebyeTcs, cozpante
OTOENbHY0 YYETHYI0 3annCb aAMUHUCTPATOPA, YTOObI MCNONb30BaTh €€
TONbKO Npu paboTe C KNMeHTaMu KU cepBepamm, Ha KOTopbix paboTaeT
V8.1.1 nnn bonee paHHsa NporpamMmma.

2. Ons areHToB XpaHeHUs 0bHOBUTE 3HaYeHWe napameTpa
STASESSIONSECURITY B channe onuui areHTa xpaHeHus dsmsta. opt,
nameHus 3HavyeHne STRICT Ha TRANSITIONAL.

3. NepesanycTtute cepBepbl. U3MeHeHnsa cepTutmkara He byayT AencTBoBaTb
00 TeX nop, NoKa Bbl He Nepe3anyCcTuTe cepBepbl NTN areHTbl XpaHeHU4d.

4. Ecnv Bbl NO-NpexHeMy He MoxeTe 0bMeHUBaTbCs cepTudunkaTamm nocrne
BbINONHeHNs waroB 1-4, To nobaBbTe cepTUdMKaTbl BPYUHYHO HA CEpBEpSI
W areHTbl XpaHeHUs 1 nepe3anyctute nx. MHCTpyKLMM CMOTPUTE B
cnepyolwmx pasgenax: KoHgurypupoBaHue areHToB XpaHeHUusi, cepsepos,
KaueHToB U LleHTpa onepayud 07151 coeQUHeHUs ¢ cepBepoM ¢
ucnosnb3osaHuem SSL B IBM Knowledge Center.

Bbl XOTUTE BPY4HYHO
pacnpocTpaHuTb
cepTudmKaTbl Ha
KANEHTCKME CUCTEMBI.

AoMuHucTpaTop cepsepa IBM Spectrum Protect MmoxxeT aBTOMaTnyecku
BHEAPUTb KIMEHT PE3EPBHOr0 KOMMPOBAaHUS U apXMBUPOBaHUS, YTODBI
06HOBUTL paboune cTaHLMMU, Ha KOTOPbLIX YXKE YCTAHOBNEH KIINEHT
pe3epBHOro KOMMPOBaHUS U apXMBMPOBaHUs. MIHdopMaLmo cMoTpuTe B
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CuMmnToM

PaspelwieHue

pasgene ABToMaTuyeckoe BHedpeHue KIUEHTA Pe3epBHOro KONUPOBAHUS U
apxusuposarus B IBM Knowledge Center.

YTobbl BpyUHYt0 f,06aBUTE CEPTUDMKATBI B KIIMEHTbI, CMOTPUTE pasgen
KoHgpurypuposaHue cBsizu mexdy KueHTom u cepsepom IBM Spectrum Protect
¢ homouwjbro Secure Sockets Layer B IBM Knowledge Center.

Bbl xoTnTe cbpocuTb
cepTudmkaTtol ong
CEeaHCOB KJIMEHT-
KIMEHT

YTunuta dsmcert, kKoTopas yCTaHaB/IMBAETCS BMECTE C KIIMEHTOM Pe3epBHOro
KonunpoBaHus 1 apxmBmpoBaHunsa IBM Spectrum Protect, ncnonbsyetcsa gns
co34aHusa CKapa cepTudmrKaToB Ana cepTudmKaToB cepBepa. VicnonbsynTe
yTunuty dsmcert, 4tobbl yoanuTtb annabl 1 3aHOBO MMMNOPTMPOBATb
cepTucmkathbl.

Bbl, Kak Nonb3oBaTeNnb
root, XoTuTe NO3BONUTb
apyrmm
nonb3oBaTtenam (6es
NOSTHOMOYUI root)
ynpaBnaTb CBOMMU
thannamu.

AreHT TCA (trusted communications agent - areHT LOBEPEHHOW CBSA3M), paHee
Mcnonb3yeMbli nonb3oBatensmm 6e3 nonHomoumn root 8 V8.1.0, V7.1.6 n
b6onee paHHux knueHTax IBM Spectrum Protect, 6onee He gocTyneH.
Monb3oBaTenu root MOryT NCNONb30BaTh cneaytoLme cnocobsbl, YTobbl
No3BoNMUTb Nosib3oBaTensM 6e3 NoNHOMOUKNI root ynpaBnaTh UX hannamu:

Cnocob6 c o6palwieHrMem 3a NOMOLLbIO
Mpu 3TOM cnocobe Bce onepaLmmn pesepBHOro KOMMPOBaHUS 1
BOCCTaHOBJIEHUS BbINOJIHAET Nonb3oBatesib root. Monb3osatens 6e3
MOSIHOMOYMIA root [oNXeH 06pPaTUTLCA K NONb30BaTEN0 root 1 MONpPoCUTh
BbIMOJIHWUTb PE3EPBHOE KONMUPOBaHMWE UM BOCCTAHOBNIEHUE
onpefeneHHbIX hannos.

Cnoco6 ynosiHOMOUYEeHHOro Nosib3oBaTens
Mpw ncnosib3oBaHUK 3TOro cnocoba nonb3oBaTesnto 6e3 NOAHOMOUNIA root
LaeTca [OCTYN ONS UTEHUS U 3amnncK K CKNaay naposieit npu noMoLLm
onuuun passworddir, koTopas ykasblBaeT Ha MOSIOXKeHMe naponen,
LOCTYMHOE OJ/1s YTEHMS M 3an1cK nonb3oBaTesto 6e3 NoMHOMOoUNi root.
370T cnocob nossonsieT nosibsoBaTensM 6e3 NONHOMOUNIA root BbIMOMHATD
pe3epBHOE KONMPOBaHME M BOCCTAHOBIIEHME MX COBCTBEHHbIX (halsoB,
MCMNONb30BaTb WK(POBaHME N YNPABASTb CBOMMM NaposisiMuM MpU NOMOLLLM
onuun passwordaccess generate.

[lononHnTenbHy MHhOPMaLUIo CMOTpUTE B pasaene PaspeweHue
nonb3osarensm 6e3 nosaHoMoYul root ynpasaste cBoUMU OaHHbIMU B IBM
Knowledge Center.

Ecnu HM oauH 13 aTux cnocobosB BaM He NOAXOAUT, HAA0 UCNOSb30BaTb bonee
PaHHWE KINTINEeHTbIl, BKJZTOYEHHbIE B TCA.

Bbl xO0TWTE yCTpaHUTb
npobnemsl
coBMecTumocTu GSKit.

Ec/iv HeCKOMbKO NPUKIaAHbIX MPOrpamMM, ncnonbaytowwmx GSKit, ycTaHoBMEHb!
B OQHOW CUCTEME, MOTYT BO3HUKHYTb NpobsieMbl COBMECTUMOCTU. YToObI
YCTPaHUTb 3TW NpobaeMbl, 03HAKOMbTECH CO CleaytoLLein nHdhopMaLlmeil:

» [1na knneHtoB IBM Spectrum Protect cMoTpuTe TexHM4ecKoe 3ameyaHme
2011742.

« ns Db2 cmoTpute TexHmnyeckoe 3amMmevaHune 7050721,

» [1na cepepa IBM Spectrum Protect cmoTpuTe TexHMYEeCcKoe 3ameyaHme
2007298.

» [1ng cepBepa n knmeHTa IBM Spectrum Protect B ogHOM 1 TOM e cucteme
Windows cmoTpuTte TexHnyeckoe 3aMedaHune 7050721.

[ononHuTenbHy MHopMauuio 06 ycTpaHeHMM HeNnonanok, CBA3aHHbIX C 0OHOBNEHUSAMM 3aLUThl,
CMOTpPUTE B TEXHNYECKOM 3aMeyaHun 2004844.
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MoBTOpHasa nonbiTKa 06MeHa cepTuthuKkaTaMm MeXxay cepeepamu

Ecnun 06MeH cepTudmKaTaMm Mexay cepBepamu 3aBepLINTCA HeyAa4yHO, MOXHO MOMbITaTbCs MPOU3BECTHU
Opyrov obmeH.

Mpouenypa

1. Yoanute ceptudmkat n3 6asbl OaHHbIX cepBepa napTHepa, BBeasa Ha 060Mx cepBepax CneayoLLyo
KoMaHay:

update server umsa_cepsepa forcesync=yes

CoBeT: Ecnin nocre BbINO/HEHNS WAroB B 3TOM 3afave 1 nepesanycka CepBepoB Bbl BCe elle
nonydaeTte coobuieHns ob owmbkax Ans Kax4oro ceaHca B3aMMOLENCTBUIA cepBepa C CEPBEPOM,
BO3MOXHO, UTO CEPBEP MCMNOb3yeT HEMPaBUIIbHbIN cepTUdmKaT. ECnuv Bbl yCTaHOBUTE, YTO CEPBEP
NblTAaeTCA MCMONb30BaTb HENPABU/bHbIA CEPTURUKAT, yoanuTe cepTudmkaT ns 6asbl LaHHbIX KIHOYeNn,
BBEAS CIIeAYHOLLYI0 KOMaHay:

gsk8capicmd_64 -cert -delete -db cert.kdb -stashed -label ums_memku_cepmugpuxkama

2. Ypanute onpepeneHue cepeepa, seeaa komaHay DELETE SERVER kak ons cepsepa, Tak U gns
cepBepa napTHepa. Ecnu Bbl He MOXeTe yaanuTb onpefeneHune cepeepa, Bbl AONXKHbI
CKOHUrypupoBsaTb CepTUMKaTbI BPYUHYHO. MHCTPYKLMK MO KOH(PUIYPUPOBAHUIO CEPTUDNKATOB
BPYYHYIO CMOTPUTE MO, 3aronoBKoM KoHpurypuposaHue areHToB XpaHeHus, cepBepoB, KIIUEHTOB U
LleHTpa onepayuli 0519 coeOUHEHUS C cepBepoM C ucnosib3oBaHueM SSL B paspene IBM Knowledge
Center.

3. YT06bI TOBTOPHO NOJIYUNTb CEPTUGDMKAT, 334alTe CEpBEPbI NEPEeKPECTHO MO OTHOLIEHWIO APYT K APYry
¥ paspelmnTe UM 0bMeH cepTuduKaTamm, BBeas creayrolme KomaHabl Ha o6oux cepBepax:

set crossdefine on

set serverhladdress hl-adpec
set serverlladdress 1ll-adpec
set serverpassword naposb

4. BeeguTe crienyroLyto KOMaH4y Ha OQHOM U3 CEPBEPOB, KOTOPbIE Bbl 334aeTe NepeKpPecTHbIM
obpasom:

define server ums_cepsepa crossdefine=yes ssl=yes

5. MoBTOpKTe War 3 Ang Bcex gpyrux nap cepeepos sepcun 8.1.2 unm Hosee.
6. lNepesanycTuTe cepsepbl.

7. YT06bI yBEoMTbLCS, UTO 06MEH cepTudmMKaTaMm NPon3oLLen, BBeAUTE CNedyOLLY 0 KOMaHay 13
KaTanora ak3eMmnspa Kaxnoro cepeepa, o KOTOPOro Bbl XOTUTE NPOU3BECTU NPOBEPKY:

gsk8capicmd_64 -cert -list -db cert.kdb -stashed
BoiBOg, npumepa:

example.website.com:1542:0

CoBerT: Ecnu Bbl cNonb3yeTe penanKaumio, Npy NepBoM coegmHeHnn nocne obHOBNEHMS cepBepa
NOABATCA KOHTPOJIbHbIE CUMHASbl PEMIMKALUM B TeYeHne, NPUbAn3nTenbHo, Kaxabix 5 MUHYT, 1
NHULManu3npyeTcs obMeH cepTudmkaTamu. MNpu 3TOM COegUMHEHNN B KYpPHane OAMH pas NosBAaoTCS
coobuweHmna ANR8583E n ANR8599W nepep, npoBefeHneM obMeHa cepTudmkaTamu. Ecnm Bbl He
MCnonb3yeTe penanKaLmio, To Npu NepBor MHULMANN3aLLMM CeaHca cepBepa C CEpBEPOM, KpOMe
KOHMIryprMpoBaHUs cepBepa, Koraa cepsep He 3agaH Ha 0boux KoMnbloTepax.

8. [1na cepBepoB, KOTOPbIE 3aA4aHbl KaK BUPTYasibHbI TOM, BbINOJIHWUTE Cliefytoune LencTBus:

a) Yoanute cepTudivkaT napTHepa 13 6asbl 4aHHbIX cepBepa, BBeasa Ha 060Mx cepBepax CnefyoLuyio
KOMaHay:
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update server umsa_cepsepa forcesync=yes

b) YbenuTtech, UTO OAMH U TOT e Naposib UCMOSb3YeTCs B KAYECTBE 3HAUEHMSI Naposs CepBepa B
komaHae DEFINE SERVER Ha ncxogHoM cepBepe, B KadecTBe 3Ha4YeHUs Napons B KoMaHae
REGISTER NODE Ha cepBepe BUpPTYyasibHbIX TOMOB, TaKXe B KayecTBe 3HaueHnsa SET
SERVERPASSWORD Ha cepBepe BUpTyanbHbIX TOMOB. Ecnu noTpebyeTcs, 06HOBMUTE Naposb,
ncnonb3ys komaHgbl UPDATE SERVER, UPDATE NODE vnn SET SERVERPASSWORD,
COOTBETCTBEHHO. O6MeH cepTUdmnKaTaMm OCYLLECTBASIETCS NOCAEe NEPBON ONepaLumn pesepBHOro
KOMWPOBaHUSA KJIMEHTA C CepBepa BUPTYallbHOro TOMa Ha UCXOOHbIV cepBep.

9. Ecnu BaM BCe elLe He yoaeTcs NponsBecTn obMeH cepTudurKkaTamm Mexay cepsepamu, caenante
crnepyrouee:

a) B onpepeneHnmn cepeepa Anst Kaxgaoro U3 B3aMMoLeNCTBYIOLLNX CepBeEpPOB yoeanTech, YTo Bbl
yKasanu umsa cepeepa, coBnagarllee ¢ UMeHeM, 3afaHHbIM Npu BBoae KomaHabl SET
SERVERNAME Ha cepBepe napTHepa.

b) YbenunTech, UTO B OnNpeneneHnsix CEpBepPoOB COLEPXKATCSA Naposv, 3aaHHble C MOMOLLbH KOMaHAb!
SET SERVERPASSWORD. Maponu gomKHbl cCOBNagaTb CO 3HAYEHMEM, 3aJaHHbIM C MOMOLLLbIO
komaHgabl SET SERVERNAME onsa cepsepa napTHepa.

¢) Mocne BbINONHEHMA WAroB a U b cHoBa BBeAMTE CNeayoLyo KOMaHAay:
update server ums_cepseepa forcesync=yes

d) MoBTOpKuTE Warn ¢ 1 no 3.

NMnaHupoBaHue pns OOCTUXKEHUA ONTUMAaJIbHOM
npon3soauTesibHOCTU

Mpexpe yem yctaHasnmeatb cepsep IBM Spectrum Protect, oueHuTe XapakTepUCTUKM U KOHUTypaumio
cucTeMbl, 4Tobbl ybeamTbes, UTO CepBEP HACTPOEH A1 ONTUMAbHOM NPOU3BOAUTENIbHOCTH.

06 3Tou 3apave

OnTtnmanbHas cpepa IBM Spectrum Protect HacTpamBaeTcsa ¢ ucnonb3osaHneM IBM Spectrum Protect
Blueprints.

Mpouepypa

1. O3HaKOMbTECh C pasfenioM “YTo HyXKHO 3HaTb B NepBYyto ovepenb” Ha cTp. 3.
2. MpoyTuTe KaXKAbIN U3 CnedyoLLmMx Noapasaenos.

MnaHupoBaHue 060pyaOBaHUA U ONEePALLMOHHON CUCTEMbI cepBepa

Mcnonb3yinTe KOHTPOSbHbIV CAMCOK, YTObbI yOeamTbes, YTO CUCTEMA, B KOTOPOW YCTaHOBIIEH CepBep,
COOTBETCTBYET TPebOBaHMNAM K KOHUIypaumn 060pyA0BaHUS 1 MPOTrpaMM.
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YctaHoBka cepeepa IBM Spectrum Protect

TpeboBaHWNSM UNK
npesbIWarT nx?

* Yncno nyactoTta
npoueccopoB

« CucrtemMHas
namaTb

 [opnepxnBaeMm
bl YPOBEHb
onepaumoHHON
CUCTEMBI

noaaepxunsaTb
MUHMManbHY pabouyto
Harpysky.

Bbl MOXeTe
NMoaKcnepuMeHTUpoBaT
b, BobaBnaa 6onblue
CUCTEMHOWN NaMaTH,
yTOobbI ONpenennTb,
noBbllLAEeTCH Nn
NPON3BOANTENBHOCTD.
3aTeMm pewnTe, XoTUTE
JIN Bbl OCTaBUTb
CUCTEMHYIO NaMsATb
BblOeneHHon ong
cepsepa. [poBepbTe
pasfinyHble Bapuaumum
namsiTu, UICNosb3ys
BECb €XXeAHEeBHbIN LUK
pabouen Harpysku
cepBepa.

Ecnuy Bac B cucteme
paboTaeT HECKObKO
cepBepoB, NpnbaBbTe
TpeboBaHua ans
KaXX4oro cepsepa,
yTobbI MONYYNTH
TpeboBaHMA K cucTeme.

3apaum,
XapaKTepuCTUKMy,
Bonpoc onuuu unu napameTpbl | JononHUTenbHas MHopMaLms
CooTseTcTBYIOT 1 | ECNM BbI MCNONB3YETE | MpoyTiTe TpeBOBaHMS K OMEPALMOHHOM CUCTEME B
onepaumnoHHas MWHUMANGHO TeXHUYecKoM 3amMedaHun 1243309.
cuctemam HeobxoAnMbIl 06beM
oBopynoBaHme NaMSITV, Bbl MOXETE Kpome Toro, CMOTpUTE peKoMeHaaLmMy B AOKyMeHTe 3agaum no

HaCTpoWnKe Ans onepaunoHHON CUCTEMbI U OpYruX
NPUIOXKEHNN.

[LonosIHUTEeNbHY MHOPMaLLMI0 0 TPeBOBaHUAX NpK
MCMOMb30BaHMM 3TUX BO3MOXHOCTEW, CMOTPUTE B ClleayHoL X
pasgenax:

« KOHTPO/bHbIM CIMCOK ANA AenynnanKaumnm gaHHbIX

. KOHTpO)’IbeIVI CIMMCOK No pernnKaunn ys3nos

[lononHUTENbHYO NHOPMaLLMIO O TOM, Kak nogobpatb pasmep
05 cepBepa M XpaHeHus, CMOTpuTe B AOKyMeHTe IBM
Spectrum Protect Blueprint.

CkoHchurypumpoBa
Hbl 1N AUCKMK ANg
onTuMasibHom
Npon3BOANTENBHO
cTn?

O6beM HacTpPOMKMK,
KOTOPYH HYXHO
npov3BOAUTb AN19
pasHbIX AUCKOBbIX
CUCTEM, pasfnyvaeTcs.
YbepuTech, YTo 3afaHa
COOTBETCTBYHOLAS
rnybvHa ouepean n
opyrue onuum
LMNCKOBBIX CUCTEM.

LononHuTenbHble cBEgEHNSA CMOTpUTE B Cieayrumnx
pasgenax:

« "MnaHnpoBaHMe oMckos H6asbl aHHbIX cepBepa”

« "MnaHnpoBaHune o5t AUCKOB XYypHasa BOCCTAHOBEHUS
cepepa"

« "MlnaHMpoBaHne s Nys0B XpaHEHMS Ha YCTPOMCTBAX
knaccoB ycTtponicTte DISK nnu FILE"
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Bonpoc

3apaum,
XapaKTepUCTUKM,
onuuu uau napameTpsbl

JononHuTenbHas uHopMaums

JocTaTouHo nu
naMAaTM Ha
cepsepe?

[Ona 6onee BbICOKUX
paboumnx Harpysok u
TaKUX OONOSTHUTENbHbIX
(pyHKUMI, KaK
Lefynnnkauns OaHHbIx
N pennmKauuns y3nos,
TpebyeTcs 06beEM
CUCTEMHOWN NaMaTH,
NpPeBbIWALLLNIA
MWHWUMaNbHbIN 06beM,
yKasaHHbI B
LOKYMeHTe C
TpeboBaHMAMU K
cucTeme.

[Ona 6a3 gaHHbIX, He
BKJTHOUEHHbIX A4
Lefynnnkaumm gaHHbIX,
Ncnonb3ynTe
cnepywwme
pekoMeHgaumm no
onpeneneHuno
TpeboBaHuI K
CUCTEMHOW NaMATU:

« 1na 6a3 paHHbIX,
obbemMom meHee 500
I'b, Tpebyetca 16 b
namsaTu.

« 1na 6a3 paHHbIX,
obbemom oT 500 b
0o 1 Tb, Tpebyetcsa 24
'b namaTn.

« [1ng 6a3 gaHHbIX,
obbemom oT 1 Tb oo
1,5 Tb, TpebyeTtcs 32
'b namaTn.

« 1na 6a3 gaHHbIX,
06beM KOTOPbIX
npesbiwaet 1,5 TH,
TpebyeTtca 40 I'b
namaTu.

Yb6epuTech, UTo Bbl
BblOENNN
LOMNONHUTEeNbHOE
NPOCTPaHCTBO AJ1A
AKTMBHOIO M apXUBHOIO
XypHanos gns
06paboTku
pennaukaumu.

[LonosIHUTeNbHY MHOPMaLLMI0 0 TPeBOBaHUAX NpK
MCMOMb30BaHMM 3TUX BO3MOXHOCTEW, CMOTPUTE B ClleayHoL X
pasgenax:

« KOHTPO/bHbIN CIMCOK ANA AeaynnanKaunm gaHHbIX

. KOHTpO)’IbeIVI CIMMNCOK No perinkKaunm ys3nos

» TpeboBaHMsa K NaMaTK
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Bonpoc

3apaum,
XapaKTepUCTUKM,
onuuu uau napameTpsbl

JononHuTenbHas uHopMaums

EcTb nn B cucteme
[OoCTaTo4yHoe
UMCIO aJanTepoB
wnHbl XocTa (host
bus adapter, HBA)
ans obpaboTkum
onepaumn ¢
OaHHbIMMU,
KOTOpble cepBep
IBM Spectrum
Protect ponxeH
BbIMOJIHATb
O4HOBPEMEHHO?

Onpepenute, ona Kaknx
onepaunn TpebyeTtcs
ncnonb3oBaTb HBA
OOHOBPEMEHHO.

Hanpumep, cepsepy
HY>HO coxpaHsaTb 1 b/
CEeK OaHHbIX Pe3epBHbIX
KOMWW 1 NPU 3TOM
TaKXe HYXHO
nponsBoOOUTb
nepeHacTpourKy nyna
XpaHeHus, ons
BbINOJTHEHUS Yero
TpebyeTcs 0,5 I'b/cek.
HBA p0/%Hbl 6bITb
CnocobHbI
obpabaTbiBaTh BCE 3TK
OaHHbIE C HY>XHOW
CKOPOCTbIO.

CmoTpuTe paspen Hactporika eMkocTu HBA.

MpeBbiwaeT nun
LUMPUHA NOSIOCHI
NponycKaHusa cetu
3aniaHnpPoBaHHy
0 MaKCUMarlbHYO
NMPOMNYCKHY0
cnocobHocTb and
pe3epBHHbIX
Konumn?

MNonoca nponyckaHng
CeTn AO0J1XXHa NO3BONATb
CUCTEME BbINONMHATDb
Takue onepauun, Kak
pesepBHoOEe
KoMnnpoBaHue, korga
3TO paspeLleHo nn
COOTBETCTBYeT
obsAzaTenbcTBaM Ha
YPOBHE YChyr.

Ona pennukaunmun y3nos
noJsioca NponycKaHms
CeTu o/KHa 6bITb
6onblie
3annaHnpoBaHHOM
MaKCUMaNbHOM
NPOMYCKHOM
crnocobHocTw.

,D,OI'IOJ'IHVITeﬂbeIe cBefgeHna CMOoTpuTe B cneayrwmnx
pasgenax:

» HacTpoika npon3BoaMTENbHOCTY CETH

. KOHTpOﬂbeIVI CIMMNCOK No peryinkKaunm ysnos
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Bonpoc

3apaum,
XapaKTepUCTUKM,
onuuu uau napameTpsbl

JononHuTenbHas uHopMaums

Wcnonb3syeTte nu
Bbl
npeanoYTUTENbHY
to hainoByo
cucTeMy ans
thannos cepeepa
IBM Spectrum
Protect?

Ncnonbaynte
thannosyto cuctemy,
obecneunBaroLLyto
ONTUMasbHYO
NpPOM3BOONTENbHOCTb U
OOCTYMNHOCTb AaHHbIX.
CepBep ncnonbsyeT
npsiMOl BBOA-BbIBOS,
ons annoBbIX CUCTEM,
noaaep>XnBatoLLnX aTy
yHKUMIO.
Mcnonb3oBaHue
npsiMoOro BBoAa-BbiBoAa
MOXET NOBbICUTb
NMPOMYCKHY0
CcnocobHoCTb U
YMEHbLUNTb CTEMNEHb
MCNONb30BaHUSA
npoueccopa. bonee
noapobHyto
MHopMaLmto o
npennoYTUTEeNbHON
thannosoi cucteme ons
Ballen onepaunoHHoOM
CUCTEMbI CMOTPUTE B
nokyMeHTe dannosble
CUCTEMBI,
noafep>xxnBaemble
cepsepom IBM
Spectrum Protect.

JononHnTenbHyo MHOPMaLMIO CMOTPUTE B pasaene
KoHdumryprpoBaHue onepaLmoHHON CUCTEMbI A5
NPOV3BOANTENIBHOCTU AVNCKOB.
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Bonpoc

3apaum,
XapaKTepUCTUKM,
onuuu uau napameTpsbl

JononHuTenbHas uHopMaums

MnaHupyeTe nn Bbl
CKOH(urypuposaTt
b JOCTaTOYHOE
NPOCTPaHCTBO
noakKaukm?

MpocTpaHCcTBO
nogKauyku (unm
CBOMWHra) pacwumpseT
namsiTb, LOCTYMNHYO ANS
obpaboTkn. Ecnm ob6bem
cBobopHon RAM B
cucteme marn,
nporpamMMbl UIn
LaHHble, KoTopble He
NCNoNb3ylTCs,
nepeMeLLaTcs 13
namsiTM B NPOCTPAHCTBO
nogKadku. 3To
nencTeune
BbiCBOOOXOaeT NaMaThb
ONsa Apyrux onepauun,
HanpuMep, onepawumn
6a3sbl AaHHbIX.

OrpaHuyeHume: He
Ncnonb3ynTe
NMPOCTPAHCTBO
noaKayuku ans
nobaBneHus namsaTu B
cuctemy. MpocTpaHCcTBO
nogKayvku
npegHasHa4YeHo TObKO
0181 OTPaHNYEHHOro 1
BPEMEHHOIo
pacwmnpeHus
npocTpaHcTBa. Ecnn
Balla cuctema
ncnonb3yer
NMPOCTPAHCTBO
NoLKaYKM, 3HAUMT,
CUCTEMHas NaMsaTb
nosiHa v eé Hazo
pacwnpuThb.

Ncnonb3ynTe, Kak
MUHUMYM, 32 B
NPOCTpPaHCTBA
nogkadkm nnm 50%
onepaTuBHOM NamMaTu B
3aBMCMMOCTM OT TOTO,
Kakoe 3HaueHue byneT
6onblue.

CobupaeTtecb nn
Bbl HACTPOUTb
napameTpbl gpa
nocne yCTaHOBKMU
cepBepa?

Bbl L,O/MKHbI HACTPOUTL
napameTpbl agpa.

CMoTpuTe nHhopMaLmio 0 HaCTPOMKe NapaMeTpoB sapa:
Linux®: HacTpoiika napamMeTpoB aapa s cuctem Linux
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MnaHupoBaHue ana pUCKoB 6a3bl JaHHbIX cepBepa

YctaHoBka cepeepa IBM Spectrum Protect

Mcnonb3yinTe KOHTPOSbHbIV CAMCOK, YTObbI YOeamTbes, YTO CUCTEMA, B KOTOPOW YCTaHOBIIEH CepBep,
COOTBETCTBYET TPebOBaHNAM K KOHUIypaumn 060pyA0BaHUS 1 MPOTrpaMM.

Bonpoc

3apaum, XxapaKTepPUCcTUKHU, ONLLUK
Wnu napamMeTpbl

JononHuTtenbHasa uHopMauus

HaxogouTcs nu 6a3a gaHHbIX Ha
ObICTPbIX AMCKAX C HU3KOMN
NIATEHTHOCTbLIO?

He ncnonbsynte gna 6a3bl JaHHbIX
IBM Spectrum Protect cnegytowme
HakonuTenu:

« Nearline SAS (NL-SAS)

- Serial Advanced Technology
Attachment (SATA)

- Parallel Advanced Technology
Attachment (PATA)

He ncnonb3ayiTe BHYTPEHHUE
[WCKa, BK/TIOYEHHbIE Mo
YMOJYaHu1io B 60NbLIVHCTBO
annapaTHbIX KOMMOHEHTOB
CepBepoB.

TBeppoTenbHble ancku (solid-state
disks, SSD) ypoBHS npeanpusaTus c
OMNTOBONIOKOHHbIM MHTEpdecoM
nnun nHtepgencom SAS
npegnaraT HaUBbICLLYHO
NpPOV3BOOUTENBHOCTD.

Ecnu Bbl cobupaeTech
NCMonb30BaTh PYHKLNN
Jepynnvkauum gaHHbix B IBM
Spectrum Protect, obpatute
BHMMaHMe Ha
NPON3BOANTENBHOCTb OUCKOB B
BUAE YMcna onepaumn BBoga-
BbiBOAA B cekyHay (I/O operations
per second, IOPS).

LononHUTENbHYO MHOPMaLMIO
cMoTpuTe B paspene KOHTPOsbHbIN
CNUCOK NS AefynivKaumm
OaHHbIX.

XpaHuTca 1 6a3a gaHHbIX Ha
anckax nnu LUN otoensHo oT
anckos nnm LUN, ncnonbsyembix
0151 aKTUBHOI O XXypHana,
APXMBHOIO XypHana n TOMOB nyna
XpaHeHuna?

Ecnu otpenutb 623y paHHbIX
cepBepa OT ApYyrux cepBepHbIX
KOMMOHEHTOB, 3TO MOMOXET
COKPAaTUTb YMCIO KOH(INKTOB 3a
OLHM N Te XKe pecypcCbl Cpeabl
pasfnYHbIX onepaumni, KoTopble
[OJIXHbI BbINONHATLCSA
OLHOBPEMEHHO.

CoBeT: basa faHHbIX 1 apXUBHbIW
YKYpHan MoryT COBMecTHO
MCNoNb30BaTb MacCuB, KOrga Bbl
NpUMeHsieTe TEXHONOM M0
TBEpAOTeNbHbIX HAaKoONUTENewn
(solid-state drive, SSD).

MnaBa 1. MNnaHMpoBaHMe YyCTaHOBKMK cepBepa 25



http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/c_dedup_optimconfig.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/c_dedup_optimconfig.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/c_dedup_optimconfig.html
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Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Ecnu Bbl ucnonbsyete RAID,
3HaeTe N Bbl, KaK BblIbpaTb
onTuMasnbHbIK ypoBeHb RAID ons
Balleln cuctembl? 3agaeTe nv Bbl
Bce LUN ogHoro v Toro xe pasmepa
n Tuna RAID?

Ecnu cucteMe Hy»XHO NpoM3BOOUTb
60/1bLLIOE YMCNO ONepaLnii 3anucu,
RAID 10 npesocxoamTt RAID 5.
OpHako ana RAID 10 tpebyeTtcs
6onblwe auckos, uem gns RAID 5
npv 04HOM 1 TOM e obbeMe
MCMNONb3yeMOro NPoCTPaHCTBA
XpaHeHus.

Ecnun B Balwen oUCKOBOM cucteme
ncnonssyetca RAID, 3aganTte Bce
Baww LUN ¢ ncnonbsoBaHnem
OLHOr0 1 TOrO Xe pasMepa u Tnna
RAID. Hanpumep, He cMelwmnBanTe
4+1 RAID 5 c 4+2 RAID 6.

Ecnu pocTynHa onuma 3agatb
pasmep nNonockl Uan pasmep
CermMeHTa, NnaHunpyeTe N Bbl
ONTUMU3NPOBATb pasmep Npu
KOH(MIypMpOBaHNN LUCKOBOM
cucTemol?

Ecnwv Bbl MOXKeTe 3afaTb pasmep
MonoChl UK pasmep CerMeHTa,
NCNonb3ynTe B AUCKOBbIX CUCTEMAX
Ons 6a3bl AaHHbIX pasmep, paBHbI
64 Kb nnn 128 Kb.

Pasmep 6n1oka, ncnosb3ayeMoro gis
6a3bl JaHHbIX, 3aBUCUT OT
TabnM4YHOro NPoCTpaHCTBa.
BonblWMHCTBO Tabnuuy, UCNonb3yoT
6noku no 8 Kb, Ho HEKoTOpble
ncnonb3ytoT 6510kM no 32 Kb.
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Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

lMnaHnpyeTe Nn Bbl CO34aTb XOTH
6bl YUeTbIpe KaTanora, KoTopble
TaK)Xe Ha3blBalOTCA NyTAMU
XPaHEHMUS, Ha YeTbIpeX OTAENbHbIX
LUN pnga 6asbl gaHHbIX?

Co3paiTe No ogHOMY KaTasory Ha

OTOEeNbHbIA MaccuB B NOACUCTEME.

Ecnu y Bac MeHee Tpex Macc1BOB,
co3paliTe BHYTpM MaccuBa
oTaenbHbIM TOM LUN.

Mpwu 6onee BbiCOKMX paboumx
Harpyskax 1 UCnosib30BaHuU
HeKOTOpbIX YHKLMI TpebyeTca
6onblle NyTen xpaHeHus, YeM 3TO
COOTBETCTBYET MUHMUMASIbHbBIM
TpeboBaHuaM.

Takune onepaumm cepBepa, Kak
Aefynnnkaums gaHHblX, NPUBOAST
K 6osiee BbICOKOMY Ymncny
onepauun BBoOAa-BbiBOOA B
cekyHay (input/output operations
per second, IOPS) pns 6a3bl
OaHHbIX. Takme onepauunm nydue
BbINOMHSOTCS, ecnn y 6a3bl
JaHHbIX 6onbllue KaTanoros.

B cnyyae 6a3 gaHHbIX CEpBeEpPOB,
pasMep KoTopbIx NpeBbiwaeT 2 Th
NN KOTOPbIe, KaK OXunaaeTcs,
BbIPACTYT A0 3TOro pasmepa,
NCNonb3ynTe BOCEMb KaTasoros.

Mpwn onpegeneHnmn Toro, CKObKO
nyTen XxpaHeHns cnepyeT co34ath,
paccMoTpuUTe 3an1aHUPOBAHHbIN
pocT cuctemsbl. CepBep
aheKTNUBHEE MCNONb3yeT
BbICOKOE YMCII0 NyTen XpaHeHus,
€C/I1 NYTU XPaHEHUS
NpPUCYTCTBOBAIN NPU NEPBOM
co34aHuu cepBepa.

Mcnonb3ynTe NnepeMeHHyto
DB2_PARALLEL_IO, uTtobbl
NPUHYANTENBHO NPON3BOAUTD
napanfesnbHbl BBOA-BbIBOA, B
TabnMUHbIX NPOCTPAHCTBAX, Y
KOTOPbIX OAMH KOHTENHEP, NN B
TabnMyUHbIX NPOCTPAHCTBAX,
KOHTeNHepbl KOTOPbIX HAXOAATCS
6onee yeM Ha OQHOM (HU3NYECKOM
auncke. Ecnu Bbl He 3apaguTe
nepemeHHyto DB2_PARALLEL_1IO,
napannenvsm BBOAA-BbIBOAA
6yaeT paBeH YUNCNY KOHTENHEepPOoB,
NCNonb3yeMblx TabNMUHbIM
NpocTpaHCcTBOM. Hanpumep, ecnu
TabnnMyHoe NpoCTPaHCTBO
0XBaTbIBAET YETbIPE KOHTENHEPA,
NCNonb3yeMbll yPOBEHb
napannenvMsama BBoAa-BbiBoOAA
6yneT paBeH 4.

JononHuTenbHble cBegeHns
CMOTpUTE B CNeayroLmnx pasaenax:

» KOHTPO/bHbIV CNMCOK AJ1s
Lenynnnkaumm gaHHbIX

» KOHTPOMbHBIV CNUCOK MO
penanKaumm y3nios

CnpaBKy OTHOCUTENBHO TOro, Kak
npeackasaTb PoCT, Korga cepeep
npousBoauT oenynianKaumio
OaHHbIX, CMOTPUTE B TEXHNYECKOM
3aMevaHun 1596944,

MNMocnepHwo0 MHGOpMaLMIo O
pa3smepe 6a3sbl JaHHbIX,
peopraHmnsaumm 6asbl AaHHbIX U
3aMeYaHns OTHOCUTESTbHO
NpPOM3BOANTENBHOCTY NS
cepsepoB IBM Spectrum Protect
CMOTPUTE B TEXHUYECKOM
3ameyaHun 1683633.

NHpopMaumto o HacTponke
nepemeHHon DB2_PARALLEL_IO
CMOTpUTE B LOKYMEHTE
PekoMeHayeMble NapamMeTpbl ANs
nepeMeHHbIx peectpa IBM Db2.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

fBnaeTca nu pasmep Bcex
KaTanoroB Ang 6a3bl JaHHbIX
OOMNHAKOBbIM?

KaTanorm ogHoro v Toro xe
pasmepa obecneunsatoT
OLMHaKOBYI CTEMEHDb
napanfenvsma gns onepaumi 6assi
OaHHbIX. Ecny pasmep ogHoOro nnm
HECKONbKMX KaTanoros A1 6asbl
OaHHbIX MEHbLLE pasmepa
OCTallbHbIX KaTanoros, T0
noTeHUMan oNnTUMU3NPOBAHHOIO
npenBapuTENbHOIrO N3BJIEUYEHUS
CHU3UTCS.

3Ta peKkoMeHAaumsa Takxe
NnpuMeHnMa, eCnm BaM HYXXHO
[06aBUTb NYyTW XpaHeHUs1 nocne
nepBoHa4vanbHOIro
KOH(UTrypupoBaHus cepeepa.

CobupaeTech N1 Bbl yBENUUYNTD
rnybuHy ouepenm pns LUN 6asbl
JaHHbIX B cuctemax AIX?

FnybuHa oyepenm No yMonyaHumo
4YaCTO OKa3bIBAETCS CINLLIKOM
Mana.

CMmoTpuTe pasgen
KoHurypmposaHue cuctem AIX
019 NPOM3BOAMTENbHOCTY OMCKA.

MnaHupoBaHue pNA QUCKOB XXYPHasa BOCCTAHOBJIEHUA cepBepa

Mcnonb3yinTe KOHTPOSbHbIV CAMCOK, UTObbI yOeamTbes, YTO CUCTEMA, B KOTOPOW YCTAaHOBIIEH CepBep,
COOTBETCTBYET TPebOoBaHNAM K KOHUTIypaumn 060pyA0BaHUS 1 MPOrpaMM.

Bonpoc

3apauu, XapPaKTepucTuku, onumu
WJn napamMeTpbl

JononHuTenbHasa uHopmauus

XpaHATCSA NN aKTUBHBIV XXypHan 1
APXMBHBIN XYPHaN Ha AMCKaX UK
Ha LUN oTaenbHO OT ANCKOB nnu
LUN, ncnonbsyemsbix ansa 6assbl
OaHHbIX 1 TOMOB NyJsa XxpaHeHus?

YbepuTtech, YTO ANCKM, HA KOTOPbIX
Bbl pasMeLlaeTe aKkTUBHbIN
YKYPHan, He UCnonb3ytoTcs ons
APYrux 3agay cepsepa unm
cuctembl. He nomewanTte
AKTUBHbINM XXypHan Ha AUCKW,
copepxatme 6asy naHHbIX
cepBepa, apXMBHbIN XYpHaI Un
TaKue cucTeMHble hansbl, Kak
NPOCTPAHCTBO NOAKAUKM MK
CBOMMWHra.

Ecnun otonenutb 6asy faHHbIX
cepBepa, aKTUBHbIM XypHan 1
APXMBHBIN XYpPHar, 3T0 MOMOXeT
COKPaTUTb YNCNO KOH(PINKTOB 3a
OOHU N Te XKe pecypchbl Cpeabl
pasnunyHbIX onepawmi, KoTopble
OOJIKHbI BbINONHATLCS

O HOBPEMEHHO.

HaxopaTecsa nn xypHanbl Ha gMcKax
C 3HEeproHesaBMCMMbIM KalleM
3anucu?

JHEpProHe3aBUCUMbIN K3LWL 3anncu
NMO3BOJISIET KaK MOXHO bbicTpee
3anuncblBaTb AaHHble B XKYypHabl.
Bonee 6bicTpble onepauumn sanmcu
OJ151 )XypHasrioB MOryT NMOBbLICUTb
NPON3BOANTENBHOCTb ONepau i
cepsepa.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

3apaeTe nn Bbl ANS XYPHanoB
pasMmep, KOTOpbI afeKBaTHO
nopnepxunsaeT pabouyto Harpysky?

Ecnuv Bbl He yBepeHbl
OTHOCUTENbHO paboyen Harpysku,
Mcnonb3ynTe camblii 60MbLLON
BO3MOXHbIW A5 BaC pa3mep.

AKTUBHbDIN XXypHan
MakcuManbHbI pasmep - 512
B, 3a4aHHbIN C MOMOLLBIO
onuuun cepeepa
ACTIVELOGSIZE.

Y6enutech, UTO y Bac eCTb XOTS
661 8 I'b cBOBOAHOIO
NpPOCTpaHCTBa B (ParinoBom
CUCTEME aKTUBHOTO XypHana
nocsie cCo3gaHus aKTUBHbIX
XYpHanos QUKCUPOBAHHOIO
pasmepa.

ApPXUBHbIN XypHan
Pasmep apx1MBHOro xypHana
OrpaHUYeH pasMepom
hannoBON CUCTEMBI, B KOTOPOM
OH HaxXOAUTCH, a He onumen
cepBepa. Ybeauteco, 4To
pa3Mep apxmMBHOTO XypHana,
KaK MUHUMYM, paBeH pasmepy
aKTMBHOIO XYypHana.

» MoapobHyto MHhopMaumo o
pasMepax XypHasioB CMOTpUTE B
MHopMaL MK 0 XXypHane
BOCCTAHOBJ/IEHUS B TEXHUYECKOM
3ameuaHun 400357.

» NHdopmauuto o nogbope
pasmMepoB Npu NCMOSb30BaHUN
Lefyninkaumm gaHHbIX CMOTpUTe
B paspgenie KOHTPOJIbHbIN CANCOK
ONs nenynivkaumm gaHHbIX.

3ajaeTe v Bbl apXMBHbIV XXYpHar
nepegavu ynpasreHns npu
oTkase? PazMmellaeTe K Bbl 3TOT
XYpHas Ha aucke, aBnsaoLLemMcs
OTAE/bHbIM MO CPABHEHWIO C
AVCKOM apXMBHOIO XypHasna?

APXVBHBIN XypHas nepegayn
ynpaBfieHNs Npu oTkase
npenHasHaueH s UCMosib30BaHUS
CEepBEpPOM B aBapUitHbIX
CUTYaLMsIX, KOr0a apXUBHbIN
XypHan nepenonHsaetcs. Ans
apPXMBHOTO XypHana nepepauyn
ynpaB/ieHNs NPU 0TKa3e MOXKHO
ncrnonb3oBatb 6osiee MeaneHHble
LOUCKN.

McnonbayiTe onuuto cepeepa
ARCHFAILOVERLOGDIRECTORY,
yToObl yKa3aTb pacnosioxXeHune
apPXMBHOTO XypHana nepepaudn
ynpaBfieHNa Npu oTkase.

OTcnexwuBanTe UcnosibaoBaHme
KaTasora o1 apXMBHOIO XXypHana
nepegavn ynpasfieHns Npu oTkase.
ECnv apxvBHbIN KypHan nepegavm
ynpaBfieHNs Npu 0TKase JOoJIXKeH
MCMOMb30BaTbLCSA CEPBEPOM,
MPOCTPaHCTBO apXMBHOTO XypHasa
MOXET OKa3aTbCA HEJOCTATOUHbIM.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Ecnu Bbl nponssoamuTe 3epkanbHoe
oTobpaxKeHne akTUBHOTO XypHana,
NCMNONb3yeTe NN Bbl TONIbKO O4MH
TWN 3epKanbHOro otobpaxeHna?

3epkanbHoe oTobpaxeHne
XKYpHaJia MOXXHO Npon3BogunTb,
ncnonb3ya oanH M3 onUCaHHbIX
HUXKe meTonoB. Micnmonb3ynTe Ang
XKYpHaJia TOJIbKO OgUH TUn
3epKasibHOro oTobpaXkeHus.

» Ncnonbsynte onuuio
MIRRORLOGDIRECTORY, koTopas
bocTtynHa ang cepsepa IBM
Spectrum Protect, 4Tobbl 3a8aTb
pacnosioXKeHne 3epKasibHOro
oTobpaxkeHus.

» Ncnonbaynte B AIX 3epKanbHoe
oTobpaXkeHne Nporpamm,
Hanpumep, Logical Volume
Manager (LVM).

 MicnonbsyinTe 3epkanbHoe
oTobpaxkeHne Ha obopyaoBaHNK
ONCKOBbIX CUCTEM.

Ecnu Bbl 3epkanbHO oTobpaxkaeTe
aKTMBHbIN XypHan, ybeanTecn, UTo
Yy ANCKOB A1 aKTUBHOIO XypHana
n 3epKaJ'IbHOl7I Konunun oanHaKoBas
CKOPOCTb U HAAEXKHOCTb.

JononHntenbHyo MHMoOPMaLMIO
CMOTpUTE B pasgene
KoHguryprpoBaHue 1 HacTporka
YXypHana BOCCTaHOBJIEHUS.

MnaHupoBaHue pNA NyNIOB XPaHEHUS KaTasloroB-KOHTEMHEPOB U NyJioB
XpaHeHus 061auHbIX KOHTEUHEPOB

MpoBepbTe, Kak HACTPOEHbI NyJibl XPaHEHUS KaTaﬂOFOB-KOHTeVIHepOB 1 0bnayHbIX KOHTeVIHepOB, yTObbI
y6e,EI,VITbCFI, UTO OHM obecneumBatoT OoNTMaJibHYO MPON3BOANTEIIBHOCTb.

Bonpoc

3apauu, XapPaKTepucTukKu, onumu
WJn napamMeTpbl

JononHuTtenbHas uHopmauus

Mcnonb3yeTe nu Bbl BbicTpoe
AnckoBoe xpaHeHus ans 6asbl
OaHHbIX IBM Spectrum Protect,
ecnv n3MepsTb ee B onepaumsax
BBOAa-BblBOAA B cekyHAy (input/
output operations per second,
IOPS)?

Mcnonb3ynTte ang 6asbl AaHHbIX
BbICOKOMNPON3BOANTENbHbIV ONCK.
Mcnonb3yinTe TEXHONOM 1O
TBEpPAOTEbHbIX AUCKOB OJ1S
06paboTkn aeaynanKaLmm gaHHbIX.

YbepuTtech, 4to 6a3a gaHHbIX
obecneunBaeT MUHMMaNbHOE
3HaveHue B 3000 IOPS. Onga
Kaxkgoro Tepabalita gaHHbIX,
KonupyeMmoro B aeHb (oo
AeaynnnkaumMm gaHHbIxX) npubasbTe
K aToMy MmnHumymy 1000 IOPS.

Hanpumep, onga cepsepa IBM
Spectrum Protect, KoTopbIN
nponyckaeT 3 Tb faHHbIX B eHb,
notpebyetca 6000 IOPS ons
AnckoB H6asbl AaHHbIX:

MUHMMYM 3000 IOPS + 3000 (3
Tb x 1000 IOPS) = 6000 IOPS

PekomMeHpaLMM OTHOCUTENBHO
Bblbopa gMcKka cMOTpuUTe B pasgene
“MnaHnpoBaHmne ans ouckos b6asbl
OaHHbIX cepBepa.”

[ononHuTenbHble cBeaeHUs 06
IOPS cmoTpuTe B okyMeHTax IBM
Spectrum Protect MakeTsbl.
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YctaHoBka cepeepa IBM Spectrum Protect

3apaum, XapaKTepucTtuku, onuum

Bonpoc WAn napameTpbl JononHuTenbHaa uHopmauus
JocTaTo4yHo v naMaTu Ans Ona cepsepos IBM Spectrum TpeboBaHuWs K NaMaATH
pasmepa Baluen 6a3bl faHHbIX? Protect c pasmepom 6asbl faHHbIX,

paBHbiM 100 ', KoTOpbIE
NPOM3BOAAT AeAynnKaLnio
AaHHbIX, UCNONb3yNTe, KaK
MUHUMYM, 40 b cuctemHom
namaTu. Ecnu coxpaHsemblin 06bem
AaHHbIX Pe3epPBHbIX KOMuK
BO3pacTaeT, MOXeT NoHaaobuTbes
yBeNnunTbL TpeboBaHms K
CUCTEMHOW NaMATU.

PerynapHo oTcnexwnsante
NCMNONb30BaHMe NamMsATH, 4TobbI
onpenennTb, He TpebyeTca nu
LOMONHUTENIbHAA NaMaTb.

Mcnonb3yinTe 6osblue naMaTu,
YTOBbI YNYULNTb K3WMPOBaHMe
CTpaHuL, 6asbl AaHHbIX.
MprBeOeHHbIe HMXKe
pPeKOMeHAaLMNs No pasmepy NamsaTu
OCHOBAaHbI Ha eXXeJHEeBHOM 0bbeme
HOBbIX JAHHbIX, PE3EePBHbIE KOMUU
KOTOpbIX Bbl CO3faeTe:

« 128 I'b cucteMHoOM namMaTu onsa
eXeOHEBHbIX Pe3epPBHbIX KOMWi
OaHHbIX, Korga pasmep 6asbl
OaHHbIX paBeH 1-2 Tb

« 192 I'b cucteMHOM NnamMaTu s
eXXeHEBHbIX PE3EPBHbIX KOMWIA
LaHHbIX, Korga pasmep 6asbl
OaHHbIX paBeH 2-4 Tb
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

MpaBunbHO N Bbl Nogobpanu
pasMep eMKOCTU XpaHeHns ans
AKTMBHOIO M apXMBHOIO XXYPHaI0B
6a3bl JaHHbIX?

CKoHchurypupynTe ans cepeepa
MWUHMManbHbI pasMep aKTUBHOIO
XypHana 128 I'b, 3agas anga onuumn
cepsepa ACTIVELOGSIZE
3HauyeHne 131072.

PekoMeHayeMbli HaYabHbIN
pasMep apxuBHoro xypHana -1 Thb.
Pasmep apxMBHOIO XypHana
orpaHuyeH pasmepom annoBomn
CUCTEMDbI, B KOTOPOW OH HaXOAMTCS,
a He onuuen cepeepa. Ybegurecs,
yTO ANa hanIoBOM CUCTEMBI ECTb
Xx0T8 6b1 10% O0NONHUTENBHOIO
NpOCTPaHCTBa Ha ANCKe,
npeBbllAKOLLErO pa3Mep
APXMBHOTO XYypHana.

Mcnonb3ynTte ans apxmBHbIX
XypHanos 6a3 gaHHbIX KaTtanor ¢
HavasibHOM cBOBOAHOM EMKOCTbIO,
Kak MuHumymMm, 1 Tb. 3apanTte
KaTanor npu NoMoLLm onumm
cepsepa ARCHLOGDIRECTORY.

OnpepnennTe NPOCTPaHCTBO AN1A
APXMBHOTO XXypHana
BOCCTaHOBJIEHUS MOC/ie 0TKasa npu
noMoLM onummM cepeepa
ARCHFAILOVERLOGDIRECTORY.

JononHuTenbHyo MHOPMaLLUIO O
TOM, Kak nogobpatb pasmep
CUCTEMbI, CMOTPUTE B LLOKYMEHTaxX
IBM Spectrum Protect MakeTbl.

BKkloUueHo nn cxxaTue ans
APXMBHOTO XXypHana v pe3epBHbIX
Konwuii 6asbl 4aHHbIX?

BkntounTe onuumto cepsepa
ARCHLOGCOMPRESS, uTobbl
C3KOHOMUTb NPOCTPaHCTBO
XpaHeHus.

3Ta onuus cxaTus oTimyaeTcs oT
CTPOEHHOrO0 CXaTtums. BcTpoeHHoe
cxKaTue No yMOJSTHaHUIO BK/THOUYEHO B
IBM Spectrum Protect V7.1.5 n
HoBee.

OrpaHuueHume: He ncnonbaymnte
3Ty onuuto, ecnv obbem
pe3epBHbIX KOMWI JaHHbIX
npesbiwaeT 6 Tb B geHb.

LononHUTENbHY MHOPMALUIO O
CXKaTun 4N Ballen cucTeMbl
CMOTpuUTe B foKyMeHTax IBM
Spectrum Protect MakeTbl.

PacnonoxeHbl N 6a3a gaHHbIX 1
XypHansl IBM Spectrum Protect B
pasHbix ToMax gmcka (LUN)?

CKOHhurypurpoBsaH nn OUCK,
KOTOpbIN ncnonb3ayetcs ansa 6asbl
OaHHbIX, B COOTBETCTBUM C
pekoMeHpaumamm ons
TpaH3aKUMOHHOM 6a3bl faHHbIX?

basa gaHHbIX He foKHa
NCMNoNb30BaTb AMCKOBble TOMA
COBMECTHO C XXypHanamMun nnu
nynamm xpaHeHms IBM Spectrum
Protect, c ppyrum npunoxxeHmem
unu c gpyron hannoBomn CUCTEMOMN.

JononHUTeNbHY MHpOPMaLUIO O
6ase flaHHbIX cepBepa n
KOHUrypaumm xxypHana
BOCCTaHOB/IEHUA CMOTPUTE B
JokymeHTe KoHurypupoBsaHue n
HacTpoika 6asbl JaHHbIX cepBepa
M XypHana BOCCTAHOBJIEHUS.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Mcnonb3yeTe nn Bbl, KAK MUHUMYM,
BoceMb (2,2 [T, U1 aKBUBAJIEHT)
agep npoueccopa Ang Kaxaoro
cepsepa IBM Spectrum Protect,
KOTOPbIM Bbl XOTUTE UCMONb30BaTb
B COYETaHWM C geaynamKaumen
JaHHbIX?

Ecnv nnaHnpyeTcsa ncnonb3oBaHmne
AefynnnkaumMm gaHHbIX Ha CTOpoHe
KNMeHTa, NpoBepbTe, eCTb NN Y
CUCTEM KJINEHTOB ai€KBATHbIE
pecypcbl, AOCTYMHbIE BO BPEMS
onepauun pes3epBHoOro
KOMMpPOBaHUS, YTOObI BbIMNONHATD
06paboTKy Aenynankaunum gaHHbIX.
Mcnonb3ynTe npoueccop,
3KBMBAJIEHTHBIW MO KPanHen mepe
O[LHOMY NpPOLLEeCCOPHOMY aapy 2,2
T, Ha KaxabIi npouecc
pe3epBHOro KONMpoBaHus C
aenynnukaumen aHHbIX Ha
CTOPOHE KJINEeHTA.

« Jenynnmkaumsa gaHHbIX - HacTto
3ajaBaeMble BONpPOCHI

e IBM Spectrum Protect MakeTbl

BblgeneH nm BaMu LOCTaTOYHbI
06BbeM NpoCTpPaHCTBa XPaHEHMS
ans 6asbl DaHHbIX?

B nepBoM NpubAMMKEHUN HYIKHO
3annaHupoBaThb BblgeneHme 100 b
AN XpaHeHus 6a3bl AaHHbIX Ha
kaxable 25 TB gaHHbIX, KOTOpbIE
6yoyT 3almLLEHbI B
AefynanuMpoBaHHbIX Mynax
XpaHeHus. 3auwjuujeHHble OaHHbIe -
3T0 06bEM JaHHbIX Nepes,
Aefynnunkaumen gaHHbIX, BKOYas
BCE BEPCUMN COXPAHEHHbIX
06beKkTOoB.

[ns onepaumi pesepBHOro
KonupoBaHus 6asbl AaHHbIX C
60/bWNM YUNCIIOM MENKUX harnoB,
rae cpegHui pasmep anna
MeHble 512 KB, TpebyeTca
6osblle NpocTpaHCcTBa H6asbl
AaHHbIX. 1N MEHbLIMX pa3MepoB
obbekToB 3annaHunpynTe 100 I'b
npocTpaHcTBa 6asbl faHHbIX A1
Kaxxablx coxpaHeHHbIx 10 Tb.

Jlydwe Bcero 3agatb HOBbIV My
XPaHEeHUS UCKITIUNTENBHO AJ1S
AenynavKauumn gaHHbIX.
Leaynnvkaums gaHHbIX
MPON3BOAMTCS HA YPOBHeE Nysna
XpaHeHus. Jenynnmkauum
noABepratoTcs Bce AaHHbIe,
cooepKalLmecs B nyse XpaHeHus,
3a UCKJ/THOYEHMEM 3aWN(POBAHHbIX
LaHHbIX.

OnTtumanbHasga cpepa IBM Spectrum
Protect HacTpaunBaeTcs ¢
ncnonb3oBaHneM IBM Spectrum
Protect MakeTbl.
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YctaHoBka cepeepa IBM Spectrum Protect

3apaum, XapaKTepucTtuku, onuum

Bonpoc WAn napameTpbl JononHuTenbHaa uHopmauus
OueHunmn nn Bbl @MKOCTb Nyna Ina oueHkn TpeboBaHUi K MpuMep NCNoNb30BaHMS 3TOMO
XpaHeHa AN KOHhUrypmposaHus | eMKOCTV Anis MeTo4a cMOTpUTe Ha Beb-
A0CTaTOYHOro NPOCTPaHCTBA, AefynanumMpoBaHHOro nynaa cTpaHuLe [emynimkaums 4aHHbIX -
COOTBETCTBYIOLLEr0 pasmepy XPaHeHMs MOXXHO UCMOMb30BaTh YacTo 3afaBaemble BOMpoChI.
Ballen cpegbl? crnepyowmn meTon;

1. OueHuTe 6a30BbIV pasmep
AOaHHbIX NCTOYHUKA.

2. OueHKNTe exxeaHEeBHbIN pasmep
pe3epBHbIX KOMWUI, NCMOSb3ys
npepnnonaraeMbi Temn
N3MEHEeHU 1 pocTa.

3. Onpepenute TpeboBaHUsA K
CPOKY XpaHeHus.

4. Boluncnute obwmnin pasmep
AaHHbIX AHHbBIX UCTOYHMKA C
yuyeToM 6a30BOro pasmepa,
exefHeBHOro pasmepa
pe3epBHbIX KOMUI U
TpeboBaHWIM K CPOKY XPaHEHUS.

5. MpumeHnTe KoahpuuneHT
Jenynnmkauuu.

6. NpumeHnTe KoathhnUnNeHT
cxKaTus.

7. OKpyrnuTe oLeHKy, 4Tobbl
y4ecTb nepexofHoe
MCMONb30BaHMe nyna xpaHeHus.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Pacnpegenvnv nu Bbl onepauunu
ANCKOBOro BBOAA-BbIBOAA MO
HECKOJTIbKUM ANCKOBbIM
YCTPONCTBAM U KOHTpOepam?

Mcnonb3yinTe MaccuBbl, KOTOpble
COCTOSIT M3 KaK MOXHO borbluero
KonuuyecTBa AMCKoB (MHOrga aTo
HasblBaeTCS 'LMPOKOE
yepepoBaHue'. Ybeantech, UTo Bbl
ncnonb3yeTe OAMH KaTasor 6asbl
OaHHbIX 019 OTAENbHOro Maccuea B
nogcucteme.

3apanTe nepeMeHHyH peecTpa
DB2_PARALLEL_IO, Tak 4TOObI
BKJIHOUNTb NapanfesnbHbii BBOA-
BbIBOA, AN19 KaXKA,0ro TabnnyHoro
NPOCTPAHCTBA, UCM0SIb3YEMOTro,
€Cnn KoHTeNHepbl B TabnmyHoM
NPOCTPaHCTBE 0XBaTbIBAOT
HEeCKOJIbKO (P13NYECKUX ANCKOB.

Ecnu nonoca nponyckaHus ans
BBOOA-BbIBOOA OOCTYMHA, a pasmep
cannos Benuk (Hanpumep, 1 Mb),
npoLecc HaxoxaeHua aoybnmkaTos
MOXET MCMOoNb30BaTb PECYPChI
BCero npoueccopa. Korga tannbi
MeHbLle, 6onee KpUTUUHbI gpyrue
y3Kue MecTa.

3aparTe BoceMb unu bonblie
(hanoBbIX CUCTEM ANIA Knacca
YCTPOWNCTB AeAynanumpoBaHHOro
nyna XxpaHeHus, 4Tobbl onepaumm
BBOLa-BbIBOAA pacnpenensnmcb no
MaKCMMaJIbHO BO3MOXHOMY UnCny
LUN 1 hmsmnyeckumx yCTponcTB.

PekomeHpaLnm No HacTponke
MynoB XpaHEeHUs CMOTpUTE B
paspene "lMnaHnpoBaHne Ans
NynoB XpaHeHUs Ha YCTPoMCTBax
knaccos yctponcts DISK nnn
FILE."

WNHdopMaumio o HacTponke
nepemeHHon DB2_PARALLEL_IO
CMOTPUTE B LOKYMEHTE
PekoMeHayeMble napameTpbl s
nepemMeHHbIx peectpa IBM Db2.

3annaHupoBanu nu Bbl
exxeHeBHble onepauunm Ha OCHoBe
Ballel CTpaTernm pes3epBHoOro
KOMMpoBaHnA?

HamnyJdwas nocnenoBaTenbHOCTb
onepauu byaeT creayoLLen:

1. Pe3epBHOE KONMpOBaHue
K/MeHTa

2. 3awumTa nyna xpaHeHus
3. Pennukaums y3nos

4. Pe3epBHOE KonnpoBaHue basbl
OaHHbIX

5. OKOHYaHue JencTeus
ycTapeBLMX hannos

. rlJ'IaHVIpOBaHl/Ie oenyninkKaunmm
A3aHHbIX 1 NpoL,eccoB
PEMJIMKaLUNKN y3ia

- ExxegHeBHble onepauumn ons
nysi0B XpPaHeHWs KaTanoros-
KOHTENHEPOB

MnaBa 1. lNnaHmMpoBaHMe yCTaHOBKMK cepBepa 35



https://www.ibm.com/support/knowledgecenter/SS3JSW_6.0.2/performance/performance/integrator/SIPM_DB2_Rec_Stng_Rgsty_Vals.html
https://www.ibm.com/support/knowledgecenter/SS3JSW_6.0.2/performance/performance/integrator/SIPM_DB2_Rec_Stng_Rgsty_Vals.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/t_srv_sched_deduprep.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/t_srv_sched_deduprep.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/t_srv_sched_deduprep.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/t_srv_tuning_daily_cont.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/t_srv_tuning_daily_cont.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/t_srv_tuning_daily_cont.html

YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

3annaHuMpoBanu N1 Bbl onepauum
ayauTa, uTobbl BbISBUTD
noBpeXaeHHble pansbl B nynax
XpaHeHuna?

YTob6bl 3annaHMpoBaTh onepaLmm
ayauTa, UCMONb3ynTe KOMaHay
DEFINE STGRULE c napameTpom
ACTIONTYPE=AUDIT.

Mcxona ns nepefoBon NPakTUKK,
yTobbI yBEeomnTbes, YTO onepauun
ayamTa BbIMOMHSAOTCS NOCTOSHHO,
He 3agaBanTe napameTp DELAY.

LocTtatouHo nin y Bac
NPOCTPaHCTBa XpaHeHnd ong
ynpaBneHns CnMckom 610KMpPOBKM
IBM Db2?

Ecnu BbinonHaeTcsa aeaynnukaums
OAHHbIX, B COCTaB KOTOPbIX BXOAAT
6onblire 06beKTbl K bonbLloe
UMCNO OQHOBPEMEHHO
obpabaTtbiBaeMbix hansios,
NpoLecc MoOXeT MPUBECTU K TOMY,
UTO CTAHET He xBaTaTb
NPOCTPaHCTBa XpaHeHus. MNpwn
HexBaTKe NPOCTPAHCTBA XpPaHEHMS
cnvcka 6n1oKMpoBOK MOryT
NpoOMCcXoauTb OWNMOKM pe3epBHOro
KOMMpPOBaHWS, 0TKa3bl MPOLLECCOB
ynpaBneHuns oaHHbIMU UK
nepepbiBbl B paboTe cepBepa.

Ecnv pepynnukauma gaHHbIX
obpabaTbiBaeT halibl pasmMepom
6onee 500 I'b, 310 BeposATHee
BCero npmeeneT K NCTOLWEeHUIO
NpPOCTpaHCTBa XpaHeHus. Ho ecnn
60J1bLLIOE YNCIO BbINMOHAEMbIX
onepauuin pe3epBHOro
KONMMpoBaHA UCNOoNb3yeT
fenynnmkaumio gaHHbIX Ha
CTOpPOHE KJIMEHTa, aTa npobnema
MOXKET TaKXKe NPoOnU3oNTN N C
thannamum meHbLLero pasmepa.

NHdopMaumto o HacTponke
napameTtpa Db2 LOCKLIST
CMOTpUTE B [OKYMeHTe HacTpoinka
Jenynnamkaunum gaHHbIX Ha CTOPOHe
cepBepa.

JocTynHa nun goctatoyHas nonoca
nponycKkaHua ona nepegayu
OaHHbIX Ha cepBep IBM Spectrum
Protect?

Y7106bI NEPEHOCUTL JaHHbIE HA
cepsep IBM Spectrum Protect,
ncnonb3ynTe oenyninkaLmo
OaHHbIX HA CTOPOHE KJIMEHTa U
Ha CTOPOHEe cepBepa u cxxaTue,
4yTObbl YMEHbBLNTb HEOBXOANMYIO
LUMPKHY NOMOCHI MPOMNYCKaHMS.

Wcnone3ynte cepeep V7.1.5 nnum
HoBee, YTObbl MPUMEHNTD
BCTPOEHHOE CXKaTue, n
ncnonbdynte kNueHT V7.1.6 nnu
HoBee, YTObbl BKNHOUNTD
yCOBEpPLIEHCTBOBaHHY 06paboTky
cxarus.

[ononHuTenbHble cBeAEeHNS
CMOTPUTE B ONMUCAHUN ONLUK
knneHTa enablededup.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Onpepenunu nu Bbl, CKONbKO
KaTanoros nyna xpaHeHusa cnegyet
Ha3HauYnTb A9 KaXa0ro nyna
XpaHeHuna?

HasHaubTe kaTanoru gns nyna
XPaHeHWs, MCNONb3ys KOMaHOy
DEFINE STGPOOLDIRECTORY.

Co3panTe HEeCKONMbKO KaTanoros
nyna xpaHeHus n ybegutech, UTo
OJ19 KQXXOoro KaTasora cosgaeTcs
pesepBHas KOMUS Ha OTAE/IbHOM
puckosoM ToMe (LUN).

BbloeneH nn BaMu JOCTaTOYHbIN
06bemM AMCKOBOro NPOCTPaHCTBA B
nyne xpaHeHUs obnayHbIX
KOHTENHepoB?

YT06bI NpegoTBpaTmTb OLMOKK
pe3epBHOro KONMPOBaHWs,
ybeanTech, YTO B JIOKaSIbHOM
KaTasore OCTaTO4YHO MecTa.
OnTMManbHbIN pazMep AUCKOBOTO
MPOCTPaHCTBA YKa3aH HMXKe B
cnucke:

« Ina SCSI c nocnepoBaTeibHbIM
nogkntoveHmnem (SAS) n
BpallalLerocs ancka
BblYMCNUTE 0O0EM HOBbIX
[aHHbIX, 0XXMOaeMbix none
€)XXeQHEBHOro CoOKpaLLeHns
obbeMa gaHHbIX (CxaTue n
Oenynnukauns OaHHbIx).
Boigenute o 100 npoueHTOB
3TOro Konn4yecTea B TepabanTax
O ANCKOBOrO NPOCTPaHCTBa.

» [1na cucTem xpaHeHus Ha oCHOBe
thnew-namaTn, y KOTOpbIX ECTb
6bICTpble ceTeBble COeANHEHNS C
BbICOKOMNMPON3BOAMNTENBHbBIMU
obnayHbIMU cucTeMamu,
TpebyeTcs 3 Th.

« [1na cucTeM XpaHeHus ¢
TBEpPOOTeNbHbIMU HAKOMUTENAMMU
(SSD), y KOTOpbIX €CTb BbICTPbIE
ceTeBble COeANHEHMUS C
BbICOKOMNPON3BOANTENbHbIMU
obnavHbIMK CUCTEMAMMN,
Tpebyetcsa 5 Th.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Bbibpanu N Bbl NOAXOAAWMIA TUN
NIOKaNIbHOM CUCTEMBI XpaHEHUS?

Y6enmuTech, 4To nepepaya gaHHbIX
13 NOKaNbHOW CUCTEMbI XpaHeHUs
B 06naKo 3aBeplleHa [0 Havyana
cnenyroLLEero LmMKna pesepBHoro
KONUpoBaHUS.

CoBerT: [laHHble yoanaoTca us
JIOKaJIbHOWM CUCTEMbI XpaHeHUs
BCKOpe Mnocsie ux nepemMellieHns B
obnako.

YuTute cnepytolme
pekoMeHgauuu:

» VMicnonb3ynTe cnew-namsaTb UK
TBEpAoTesbHble HAKONUTENM
(SSD) pna 6onblumMx obnavHbIX
cucTema BbICOKOM
NpPOM3BOANTENBHOCTMU.
Y6enuTech, UTO y Bac ecTb
CCblfIKa Ha rnobanbHyto ceTb
(wide area network, WAN) c
BblgeneHHbiMn 10 I'b namaTtu n
BbICOKOCKOPOCTHbIM
coeMHEeHneM C CUCTEMOM
XpaHeHusa obbekToB. Hanpumep,
ncnonb3ynTe new-namsaTe UNu
SSD, ecnu y Bac BblgeneHHas
ccbinka 10 'b WAN nntoc
BbICOKOCKOPOCTHOE CoeMHeHne
nnbo c nonoxennem IBM Cloud
Object Storage, nnbo c LeHTpoM
baHHbix Amazon Simple Storage
Service (Amazon S3).

« [ns yKasaHHbIX HUXe CLeHapreB
ncnonb3ymTe Anckm SAS
6onblwen emkocT 15000 rpm:

— CucTeMbl cpefHero pasmepa

— MepneHHblie coeguHeHnsa ¢
obnakom, Hanpumep 1 b

— [pu ncnonbsosaHun IBM
Cloud Object Storage B
KayecTBe npoBangepa cnyxobol
B HECKOJIbKMX pPermoHax

e 1na SAS nnv Bpawatouerocs
OVCKa BblUMCINTE 0OBEM HOBbIX
[aHHbIX, 0XXMOaeMblx nocne
€XXeQHEBHOro CoOKpaLLeHns
obbeMa gaHHbIX (CxaTue n
Oenynnukauns OaHHbIx).
Boigenute o 100 npoueHTOB
3TOro Konn4yecTea B TepabanTax
011 ANCKOBOro NPOCTPaHCTBa.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

3apanu nv Bbl 0bLee
MaKCMMasibHOe YMCo
napannesnbHbIX MPOLLECcCcOoB A1
npaBuia XpaHeHUs 1 A8 KaX40oro
13 ero cybnpaswn ona nynos
XpaHeHus obnavyHoro KoHTerHepa?

YTobbl 334aTh MaKCMMabHOe
YMCNO NapannefbHbIX MPOLLECCOB,
BBeguTe komaHaoy DEFINE
STGRULE, ykasaB 3HayeHue
napametpa MAXPROCESS.
3HadeHure no ymonyaHuio - 8.
Hanpumep, ecnu 3afaHo 3Ha4YeHne
no ymonyaHuto 8, a npasuno
XPaHeHUs COCTOUT U3 YeTbIpex
cybnpasun, To NpaBUIO XpaHeHUS
MOXEeT 3anyCTUTb BOCEMb
napannesnbHbIX NPOLECCOoB, U
Kaxkpoe 13 ero cybnpasui MoXeT
3anyCcTuUTb BOCEMb NapaniesnbHbIX
npoL,Eeccos.

Y1066l 06ECNEUNTD ONTUMANBHYIO
MPONYCKHY CNOCOBHOCTD,
ncnonb3ynTe cnegyrouiee
MaKCuMasibHOe YMCno
napannesnbHbIX MPOLLECCOB A1
Manblx, CpeaHnx u 6onbLumx
cuctem Blueprint:

- Manag cuctema: 10 npoueccos
« CpenHag cuctema: 25 npoueccos

» bonbwas cucrema: 35-50
npoL.eccos

Bbl 3apanum Ana nynos XpaHeHus
0651a4HbIX KOHTENHEPOB
HECKOJIbKO KOHEYHbIX TOUEK
Accesser, ecnu Bbl UCNOMb3yeTe
nokanbHyto cuctemy IBM Cloud
Object Storage ¢ IBM Spectrum
Protect?

Y1066 ONTUMM3NPOBATL
NpPOV3BOAUTENBHOCTb, 3a4anTe Ans
Manblx, CpeaHunx u 6onbLumx
CMCTEM MOHOMOMNBHOE
(ncknouMTENBHOE) NPABO AOCTYNA
N9 yKasaHHoro uncna KnmeHThbl
[OCTyna B 3aBUCUMOCTHM OT BalLMX
TpeboBaHM K MNOrfOWEHNI0
OaHHbIX:

« Hebonblaga cuctema: 1 Accesser

» CpepnHsas cucrtema: 2 KnmeHTol
nocTyna

e KpynHasa cuctema: 3-4 KnmeHTol
joctyna

JononHutenbHy MH(oOPMaLUIO
cMoTpuTe Ha Beb-canTe IBM
Spectrum Protect Cloud Blueprints.
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YcrtaHoBka cepeepa IBM Spectrum Protect

3apaum, XapaKTepucTtuku, onuum

Bonpoc WK napameTpbl JononHuTenbHaa uHopmauus
Bbi 3apanu gna nynoB XpaHeHuA B obuwem cnyyae ons coeguHeHus ¢

0b1a4HbIX KOHTeNHePOB YaCTHbIMU KOHEUYHbIMW TOUKAMM

HECKOJIbKO KOHEYHbIX TOUEK IBM Cloud Object Storage ans

Accesser, ecnu Bbl UCNOMb3yeTe MaJTbIX, CPEAHUX W KPYMHbIX CUCTEM

nokanbHyto cuctemy IBM Cloud Blueprint TpebyeTcs cneaytowas

Object Storage ¢ IBM Spectrum nopaepxka Ethernet:

Protect?

« Manas cuctema: 1 réur
« CpepgHss cuctema: 5 Foumt
« KpynHasa cuctema: 10 rémt

Coeer: B 3aBMCMMOCTHN OT
NOrNOLWEHNS OAaHHbIX KITMEHTOM U
OLHOBPEMEHHON Nepefayn faHHbIX
B CUCTEMY XPaHEeHUs 06beKTOB
MoxeT noTpeboBaTbcs ceTb C
NPOMNYCKHOM CNOCOBHOCTLIO,
6onbluen, yem y ogHom 10-
6anTHoM ceTun Ethernet.

Mpn KoHpUryprposaHnu
coepmHeHus Ethernet paboTtanTe
BMeCTe C CeTeBbIM
aoMVHUCTPATOPOM M paccMOTpuUTe
cnepnywouwme hakTopbl:

» BO3MOXHOCTU NOALAEPKKN
Ethernet cepsepom

« XapaKTep ceTn Mexay CepBepoMm
M KOHeuHol Toukon IBM Cloud
Object Storage

« KoHe4Hasa To4Yka NornoLLeHms B
CUCTEME XpPaHeHUst 06beKToB
yepes nyn xpaHeHusa obnayHoro
KOHTenHepa

MnaHupoBaHue AnA Nys0B XpaHEHUA HA YCTPOMCTBAX KJ1IaCCOB YCTPOMUCTB
DISK wnu FILE

Mcnonb3ynTe KOHTPOMbHBIN CMUCOK, YTOObI NPOBEPUTL, KAK HACTPOEHbI AUCKOBbIE Mysbl XpaHEHUs. 3TOT
KOHTPOJIbHbIN CMINCOK COAEPXKMUT COBEThI A1 MYJI0B XPaHEHUS, MCNOMb3YHLWMX Knaccol ycTponcts DISK
mnn FILE.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

MoryT nu LUN nyna xpaHeHus
NOALEPXUBATb MPONYCKHYHO
cnocobHocTb aNns
nocnenoBaTeNbHOro YTEHUS 1
3anuncu, obbemom 256 Kb, utobbl
afeKkBaTHoO obpabaTbiBaTh pabouyto
Harpysky B npefenax orpaHuyeHumi
BpemMeHun?

Mpu NNaHMPOBaHMM MUKOBBIX
HarpysoK y4nTbiBanTe BCe AaHHbIE,
KOTOPble CEPBEP OO/MKEH UNTaTb U3
AMCKOBBIX MYSI0B XPaHEHMS UK
3anncbiBaTb B AMCKOBbIE MyJibl
XpaHeHWs OQHOBPEMEHHO.
Hanpumep, paccCMOTPMM NUKOBbIN
MOTOK AaHHbIX OT OOHOBPEMEHHO
BbIMOJTHSIOLLMXCS ONepaLui
pe3epBHOro KOMMPOBaHUSA KINEHTa
1 onepauunin no NepeMeLLLeHmIo
AaHHbIX CEPBEPOM, HanpuMep,
nepeHacTpPoMKy.

B nopasnsatowiem 6oMblUMHCTBE
cnyyaes cepsep IBM Spectrum
Protect nponssoguT uTeHue 13
nyn0B XpaHeHUs 1 3anuceiBaeT
OaHHble B NyJibl XpaHeHus 6okamm
no 156 KB.

Ecnu gpuckoBag cuctema
obecneumBaeT TaKyo
BO3MOXHOCTb, CKOH(UTYpUpymnTe
OVCKOBYIO CUCTEMY ONS
ONTUMasbHOM
NPOV3BOANTENBHOCTMY NPK
BbINOSTHEHWM NOCNEefoBaTeNbHbIX
onepaumm YTeHusi/3anumcu, a He
C/Ty4anHbIX onepaunn yteHuns/
3anucu.

JononHutenbHy MHMoOPMaLMIO
CMOTpUTE B OOKYMEHTE AHanun3
6a30B0M NPON3BOANTENBHOCTM
ANCKOBbIX CUCTEM.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

BbloeneH nu BaMuy JOCTaTOYHbIN
06bEM MNPOCTPaAHCTBA XPaHEHUs!
nng 6a3bl JaHHbIX?

Hwuxe nprnBefeHbl pekoMeHaaumnm
no pasmepy 6a3bl faHHbIX Ha
OCHOBe HeBONbLUMX, CPESHUX U
6onbLKnX CUCTEM, KOTOPble MOXHO
MCnonb3oBaTh Ans pocta 6asbl
JaHHbIX:

« Hebonbliag cuctema: He MeHee 1
TB

» CpepnHsas cucrtema: He meHee 2 Tb
« KpynHasa cuctema: He meHee 4 Tb

CoeeT: MoxeT notpeboBatbca
60nblle NaMsATK B 3aBMCMMOCTM OT
obbeMa JaHHbIX, KOTOPble HY)XHO
3aWMLATb, YMCIIa COXPAHSEMBbIX
thalnioB 1 OT TOr0, UCTONb3YETCS
NV genynnavKaums gaHHbIx. Mpu
AenynavKauum aHHbIX Harpyaka
Ha 6a3y AaHHbIX CTAHOBUTCS
6onblue, TaK Kak B 3TOM Cllyyae
4acTo MCMOJIb3YIOTCS
afpecoBaHHble 6a3e gaHHbIX
3anpocsl, YToObl ONpPesennTh,
Kakue oeayninumMpoBaHHble
3KCTEHTbl eCTb Ha cepBepe.

B nepBoM npmnbanxeHnn Hy»Ho
3annaHupoBaThb BblgeneHme 100 b
ONs XpaHeHus 6a3bl AaHHbIX Ha
kaxxable 50 Tb gaHHbIX, KOTOpble
6yayT 3aWmiLeHbl B
OenynanumpoBaHHbIX Nynax
XpaHeHus. 3allnLieHHble AaHHble -
370 06BEM AaHHbIX Nepeq,
nenynnukaunen oaHHbIX, BKIOYas
BCE BEPCUM COXPAHEHHbIX
0b6beKTOB.

Ecnuy Bac ecTb HeckonbKo coT Th
3alMLLEeHHbIX AaHHbIX W €CNN Bbl
eXxefHeBHO co3faeTe pe3epBHble
Konum MHormnx Tb paHHbIX,
HayanbHbIN pasmep 6asbl faHHbIX
JO/KEeH cocTaBnaTb xoTd 6bl 1 Th.
YT106bI ONpegennTb pasmep 6asbl
OaHHbIX 015 Ballen CUCTEMBI,
ncnonb3dynte IBM Spectrum
Protect.

OntumanbHas cpepa IBM Spectrum
Protect HacTpauBaeTcs ¢
ucrnonb3osaHueM IBM Spectrum
Protect MakeTbl.

MHpopmaLmio 0 MUHUMaNbHOM
o6beMe namaTu, KOTOPbIN
HeobXxoAMMO BbIAENUTb HA CEPBEPE
OJ151 BbINOMIHEHUS onepaLuii, Ha
OCHOBe pasmepa 6asbl AaHHbIX
cMoTpuTe B paspene TpeboBaHus K
namsTu.

CKOH(urypmpoBaH nu guck gns
MCNONb30BaHNA K3LLA YTEHUS U
3anucun?

Ncnonb3yinTe 6onblumii 0bbem
K3lla, YToObl NOBbLICUTb
NPON3BOANTENBHOCTbD.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Bam TpebyeTca coenatb
pesepBHY Konuto 6asbl faHHbIX
IBM Spectrum Protect B o6nauHyto
CUCTEMY XpaHeHUs 06beKToB?

MOXHO caenaTb Pe3epBHYH KOMUIO
6asbl AaHHbIX B 06naYHy0 cUcTeMy
XpaHeHnst 06bEKTOB AN Lenemn
BOCCTaHOBNEHUSA NPY aBapusax 1
BOCCTaHOBUTb 6a3y AaHHbIX U3 Hee.

Bbl MOXeTe HaCTPOUTb KOHEYHbIe
TOYKM CUCTEMbI XPaHEHUS
obbekToB, IBM Cloud Object
Storage KnueHTbl LocTyna,
NPOMNYCKHY CNOCOBHOCTb CETU 1
NOTOKW AaHHbIX, 4Tobbl 0becneunTs
3hheKTUBHOCTb onepawummn
pe3epBHOro KonnposaHus 6as
OaHHbIX.

HacTpoika pesepBHbIX Konuii 6asbl
OaHHbIX A1 UICNOMb30BaHUS
XpaHeHus 0b6navHbIX 06bEKTOB.

Onpepenunu N Bbl NPaBUbHbIN
pasmep, KOTopbI crepyeT
MCMoMb30BaTb AJ1 TOMOB Myna
XpaHeHus, Korga nysbl XpaHeHus
MCMOMb3YHOT KNACC YCTPONCTB
FILE?

O3HaKoMbTeCb C MHopMaLnen B
pasgene OnTuManbHOE YUCO U
pasmep TOMOB A4S MyJi0B
XPaHeHUs, UCMOJb3YHLNX OUCK.
Ecnuny Bac HeT nHcopmaumu,
KoTopasi 6bl N03BONMNA OLLEHUTD
pasmep TOMOB KJlacca yCTPOMNCTB
FILE, Ha4YHUTE C TOMOB, MMEKOLLMX
50TB.

Kak npaBuno, npobremsl valle
BO3HWKALOT, €C/IY TOMa CIINLLIKOM
manbl. Ecnv Toma 6onblue, yem
TpebyeTcs, coobuiaeTcs o MasioM
yncne npobnem. Korga Bbl
onpegenuTe pasmep ToMa,
KOTOPbIN CrefyeT UCMNOoNMb30BaTh, B
KavecTBe NpPegoCTOPOXHOCTH
BblbepuTe pasmep, KOTOPbIN MOXET
okasaTtbcs 6osblie Heobxoanmoro.

Mcnonb3yeTte N Bbl 3apaHee
BblOE/IeHHble TOMa A/19 Ny10B
XPaHeHWs, NCNOJb3YHOLLMX KacChbl
ycTponcte FILE?

YncTble TOMa MOryT Bbi3BaTb
thparmeHTaumio hannos.

YT106bI YBEANTLCS, YTO NYNy
XpaHeHus byoeT xBaTaTb TOMOB,
3apanTe gns napameTpa
MAXSCRATCH 3HaueHue bonblue
HyNS.

Mcnonb3yinTe cepBepHY0 KOMaHOy
DEFINE VOLUME, utob6bl 3apaHee
BbIOEIUTb TOMA B Ny/e XpaHeHus.

Mcrnonb3ynTe cepBepHYO KOMaHAay
DEFINE STGPOOL vnv UPDATE
STGPOOL, uTob6bl 3apaTb NapaMeTp
MAXSCRATCH.

CpaBHMBanu v Bbl MakCMMasbHOe
UMCII0 CEaHCOB KJIMEHTOB C YMCJIOM
3a[aHHbIX TOMOB 419 NyN0B
XPaHeHUs, NCNONb3YHLWMX KNacChl
ycTponcTts FILE?

Bcerpa octaBnamnTe B nynax
XPaHeHMs 4oCTaToMHOEe YNCO
NPUroAHbIX 419 UCMONb30BaHUS
TOMOB, YTOObI paspelmnTb
OOHOBPEMEHHOE BbIMOSHEHWE
0XXMJAEeMOro NMKOBOIro YMcia
CeaHCcoB KNMeHToB. ToMa MoryT
6bITb YUNCTLIMKN, MNYCTIMU UK
YaCTMYHO 3aMOSIHEHHbIMU TOMaMM.

B cnyyae nynos xpaHeHus,
KOTOpbIE UCMOMb3YT Knacc
ycTponcTts FILE, Ha TOM
OAHOBPEMEHHO MOXET
NpPoOV3BOAUTb 3aMUCb TONIbKO OO MH
ceaHc WU npouecc.

MaBa 1. MNnaHMpoBaHMe yCTaHOBKMK cepBepa 43



http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/c_perf_db_cloud.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/c_perf_db_cloud.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/c_perf_db_cloud.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/r_ptg_strpoolvolsize.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/r_ptg_strpoolvolsize.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/perf/r_ptg_strpoolvolsize.html

YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

3apanu nv Bbl 415 napameTpa
MOUNTLIMIT knacca yCTpOMCTB
AOCTaTOYHO BbICOKOE 3HaYeHue,
4yTObbI Yy4ECTD YNCIIO TOMOB,
KOTOpble MOTyT 6bITb
CMOHTMPOBaHbI MapanienbHo,
KOrga nysbl XpaHeHUs UCMONb3YHT
knacc yctponcts FILE?

Ona nynos xpaHeHus,
NCNONb3YLWMX geayninKaumnio
JaHHbIX, napameTp MOUNTLIMIT,
Kak npaBuno, HaXoaAnTCS B
amanasoHe 500-1000.

3apanTte ong MOUNTLIMIT
3HauyeHue, paBHOE MaKCUMasbHOMYy
yncny HeobxoOoUMbIX TOUEK
MOHTUPOBaHMWSA, HEO6XOAUMBbIX OJ19
BCEX aKTUBHbIX CEaHCOB.
PaccMoTpuM napaMeTpsbl, KOTOpble
BAIMSAIOT HA MaKCHUMasibHOE YUCO
HeobxoaMMbIX TOUEK
MOHTUPOBaHUA:

» Onuua cepsepa MAXSESSIONS,
npeacTasnsowasa cobom
MaKCMMasibHOE YNCNO CEeaHCOoB
IBM Spectrum Protect, koTopble
MOTYT BbIMOSTHATHLCS
O0HOBPEMEHHO.

« MapameTp MAXNUMMP,
yKa3blBaOLLNN, Kakoe
MaKCMMaslbHOE YMUCNO ToYeK
MOHTUPOBAHNSA MOXET
MCMOJ1b30BaTb KaXAbli
KNMEHTCKUIA y3en.

Hanpumep, ecnu MakcumanbHoe
UMCIIO CeaHCOB Pe3epBHOro
KOMMPOBAHWUS KIIMEHTCKMX Y3108,
Kak npaswuno, coctasnaeT 100, a
019 KaXXOoro v3 y3nos 3afaH
napameTp MAXNUMMP=2, yMHOXbTe
100 y310B Ha 2 TOUKM
MOHTMPOBaHMS A5 KaX[0ro y3na,
4yT0bbI NONYUNTbL 3HaYeHme 200 ons
napametpa MOUNTLIMIT.

Mcnonb3ysa cepBepHY0 KOMaHAy
REGISTER NODE vnvn UPDATE
NODE, 3apalTe napameTp
MAXNUMMP 019 KNMEHTCKUX y3N0B.
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YctaHoBka cepeepa IBM Spectrum Protect

Bonpoc

3apaum, XapaKTepucTtuku, onuum
Wn napameTpbl

JononHuTenbHasa nHopMauus

Onpepenunu av Bbl, CKOJIbKO
TOMOB MyJfia XpaHeHWs MOMeCTUThb B
Kaxkayto hanaoByto cuctemy gns
Nyf0B XPaHEHUS, NCNOMb3YOLLMX
knaccbl ycTponcTts DISK?

To, KaK Bbl KOHUTypupyeTe
NMPOCTPAHCTBO XPaHEHUS ang nyna
XPaHeHUs, NCMOMb3YHLLErO Knacc
yctpomncte DISK, 3aBucKUT OT TOrO,
ncnonbsyete nu Bbl RAID gna
JUCKOBOW CUCTEMBI.

Ecnu Bbl He ucnonbayete RAID,
CKOHUTypupymnTe No OAHOM
thanioBon cnucteme Ha
thusmyecknn oUCK 1 3aganTe no
0OHOMY TOMY MyJfia XpaHeHusa ans
Kaxkgon haioBOM CUCTEMBI.

Ecnu Bbl ucnonsbsyete RAID 5 c n+1
TOMaMu, CKOH(UIypupymnTe
NPOCTPAHCTBO XPaHEHUS OOHUM U3
cnepyowmx cnocobos:

« CKkoHmrypupynTe n hannoBbix
cucteM Ha LUN v 3apganTe no
O0QHOMY TOMY Myfia XpaHeHus ans
thannoBon cucTtemsl.

« CKOHhUrypmnpymnTe ogHy
thannosyto cuctemy 1 n TOMOB
nyna xpaHeHunsa ong LUN.

MpuMep cxeMbl, COOTBETCTBYIOLLEN
3TOM peKkoMeHaaLmm, CMOTpUTE B
JokyMeHTe [prMep CXeMbl NynoB
XpaHeHwus cepsepa.

Cospanu nn Bbl NyJbl XpaHeHus
ONS pacnpefeneHuns onepawmm
BBOLa-BbIBOAA MO HECKOIbKUM
thannosbIM cucteMam?

Ybeoutechb, uTo Kaxgas annosas
cucTemMa HaxoauTCs Ha OTAENbHOM
LUN B onckoBom cucteme.

Kak npasuno, 10-30 cannoBbix
CUCTEM - 3TO ONTUMaAsbHas LEenb,
HO Bbl LLOMXHbI yBegmnTbes, 4To
pasMmep annosblx cucteM byaoet
He MeHee, yeM 250 I'b (npuMepHo).

LononHnTenbHble cBeaeHUA
CMOTpUTE B Crieayrowmnx pasaesax:

» HacTpoiKa OMCKOBOro XpaHeHus
NS cepBepa

» HacTpowka n KoHpuryprpoBaHue
nyn0B XpPaHEeHUs 1 TOMOB

3annaHupoBanu N1 Bbl onepauum
ayauTa, uTobbl BbISBUTD
noBpeXaeHHble pansbl B nynax
XpaHeHuna?

Y106bl 3annaHMpoBaTh onepaLmm
ayauTa, UCMONb3ynTe KOMaHay
DEFINE STGRULE c napameTpom
ACTIONTYPE=AUDIT.

Y1066 NTOMOYL ONTUMN3NPOBATH
onepauuu ayguta n obecneuntb nx
HernpepbIBHYO paboTy, He
3apasanTe napameTp DELAY.

nnaHMpOBaHMe npaBUJIbHOIoO TUMNAa TeXHOJIOrMn XpaHeHux

Y yCTPOWCTB XPaHEHNS Pa3Hble XapaKTEPUCTUKM EMKOCTU U MPON3BOANTENBHOCTU. 3TN XapaKTEPUCTUKM
B/IMSAIIOT Ha TO, KaKune yCTPOMCTBA JlyyLle BCero MCnonb3oBaTh B codeTaHum ¢ IBM Spectrum Protect.

Mpouenypa

« (O3HaKoOMbTECH CO Cneaylollen Tabnmuen, KoTopas NOMOXeT BaM BblbpaTb NPaBUbHbIN TUN
TEXHOMOrMY XpPaHeHWs 019 PECYpPCOB XpaHeHWs, HeobXxoaAnMbIX cepBepy.
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YctaHoBka cepeepa IBM Spectrum Protect

Tabnuya 5. Tunbi TexHo0rUU XpaHeHus B TpeboBaHusix no xpaHeHuro IBM Spectrum Protect

Tun APXMUBHbIN XXypHan u

TexHonoruu pe3sepBHblIil

XpaHeHus Basa paHHbIX AKTUBHDIN XXypHan APXUBHbIN XXYpHan Mynbl xpaHeHUsa
TBeppotenb |PasmelwanTte basy Ecnu Bbl nomecTuTe OcTaBbTe HakonuTenu | OcTaBbTe HaKONUTENU
HbIA AUCK OaHHbIX Ha SSD npu 6a3sy aaHHbIX IBM SSD ons SSD gns

(Solid-state |cnepytouwmx Spectrum Protect Ha MCMONb30BaHNA B MCMNosib30BaHNA B
disk, SSD) obcToaTenbCcTBax: SSD, ny4ue Bcero coyeTaHuu ¢ basomn coyeTaHuu ¢ bason

— Bbl ucnonbsyete
Lefynankaumio
OaHHbIX IBM
Spectrum Protect.

— Bbl exxegHeBHO

NMOMECTUTb aKTUBHbIN
»ypHan Ha SSD. Ecnu
NMPOCTPaHCTBO
HeOoCTYMHO,
NCMoNb3ynTe BMECTO
3TOro

OaHHbIX M aKTUBHbIM
XXypHasnioM. ApXVBHBIN
XKypHan 1 apxmBHble
XXypHasbl nepegavm
ynpaBfieHUs npu
0TKa3e MOXHO

OaHHbIX N aKTUBHbIM
XypHanom. lMynbl
XPaHeHUs MOXHO
NMOMeCTUTb Ha
HocuTenu c bonee
MeOJIEHHbIMU TUMamMK

npovnssoaunTe BbICOKONPOM3BOAMT. | MOMECTUTb Ha TeXHoJI0rnn
pesepeHoOe OVCK. HocuTenu c 6onee XpaHeHwus.
KonupoBaHue MeOfleHHbIMU TUNamu
6onee uem 8 Tb TEXHONOrnn
HOBbIX JAHHbIX. XpaHeHus.

Bbicokonpou | Vicnonb3ynTte Ncnonbaynte Bbicokonpouss. Ncnonbsynte

3B. AUCK CO
cnepywowmm
U Xap-Kamm:

- Auck 15K
rpm

- OnToBon.
(Fibre
Channel)
uHTepden
cuimn
nocnepos.
noakn.
uHTepden
c SCSI
(SAS).

BbICOKOMPOW3B. ANCKHU
npv cneaoyowmx
obcToaTeNnbCTBaXx:

— CepBep He
nponsBoauT
Lenyninkaumto
LaHHbIX.

— CepBep He
nponsBoauT
penankaumo
y3/10B.

N3onupynTte 6asy
OaHHbIX cepBepa oT
€€ XYPHaoB v NynoBs
XpaHeHus 1 oT
OaHHbIX 015 OpYyrmx
NMPUIOXKEHNN.

BbICOKONPOW3B. ONUCKHU
npv cnenyoLwmx
obcToAaTeNbCTBAX:

— CepBep He
NpPoOu3BOANT
nenynnnkaumto
OaHHbIX.

— CepBep He
NpoOm3BOANT
penMKauuo
y3/10B.

YT106bI 06ECNEUNTD
[OCTaTOYHbIN
YPOBEHb
NPON3BOONTENBHOCTM
N OOCTYMHOCTMH,
n3onupymnTe
aKTUBHbIN XXypHan ot
6a3sbl AaHHbIX
cepBepa, oT
APXUBHbIX KYPHaNoB
N MySI0B XpaHeHus.

OUCKN MOXHO
ncrnonb3oBaTb A4
apPXMBHOrO XypHana u
APXMBHbIX XYPHaNoB
nepepayu
yrnpaBneHus npu
oTKase. YTobhl
obecneunTb
LOCTYMHOCTb,
N30NNPYNTE 3TU
XYpHanbl oT 6a3bl
JAHHbIX N aKTUBHOIO
XypHana.

BbICOKOMPOW3B. ANCKU
AN NyNoB XpPaHeHns
npv cneaywmx
obcTosATeNbCTBAX:

— JaHHble yacTo
ymMTarTCS.

— JaHHble yacTo
3anucbiBatoTCS.

YT106bI 06ECNEUNTD
0OCTaTOYHbIN
YPOBEHb
NPON3BOANTENBHOCTK
N OOCTYMHOCTM,
N30NNPYITE AaHHble
nyna XxpaHeHus oT
6a3bl JaHHbIX
cepBepa n OT OaHHbIX
Ana npyrux
NPUIOXKEHNN.
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YctaHoBka cepeepa IBM Spectrum Protect

Tabauya 5. Tunbi TexHOA0rUU XpaHeHust B TpeboBaHusix no xpaHeHuro IBM Spectrum Protect (npodosxeHue)

Tun APXMUBHbDII XXypHan u
TexHonoruu pe3epBHblIil
XpaHeHus Basa paHHbIX AKTUBHDI XXypHan APXUBHbIN XXYpHan Mynbl XxpaHeHus
Auck Ecnun puckosas Ecnn puckosas Luck cpepHen Ncnonb3ynTe Anck
cpenHen cucTteMa cucTeMa NPOM3BOANTENBHOCTA | cpegHen
NpousB. UM |npeacraenaet cobon | npencraBnset coboi | MAM BbICOKONPOU3B. NPON3BOAUTENBHOCTH
BbICOKONPOMU | CMECb ANCKOBbIX CMeCb AUCKOBbIX OVNCK MOXHO NN BbICOKOMPOU3B.
3B. BUCK CO | TEXHOIOM NI, TEXHONOMNK, ncnonb3oBaTth ANs ANCK 4NS MysioB
cnepywoWmMM | ncnonb3yite bonee ncnonbsyinte bonee APXMBHOIO XXypHana v | XxpaHeHusa npu
M xap-Kamm: |6bicTpble ouckun gns | GbICTpble AUCKKM oS | apXMBHBIX XKYPHANOB | CriedyroLmx
— Inck 10 K 6asbl JaHHbIX U 6asbl JaHHbIX U nepepayu obcTosATenbcTBaX:
AKTMBHOIO XypHana. |aKTWMBHOMO XypHana. |ynpasieHus npu
rpm . — JaHHble yacTo
N3onupynTte 6asy YT06bI 06ECNEYNTD oTkaze. YTobbl
- OnToBON. |paHHbIX cepBepa OT 0OCTaTOYHbIN obecneuynTb HATAIOTCS.
(Fibre ee XypHanoB v NynoB |ypoBeHb [OCTYMHOCTb, — [HaHHble yacTo
Channel)v XpaHeHus n oT NPOM3BOAUTENBHOCTU | U30NIMPYINTE 3TU 3anncbiBaoTCs.
e ™ | nmew aamanoro (6! ecrem,
o : LOCTaTOYHbIN
uHTepten AKTUBHbIN XXypHasn oT | XypHana.
c SAS 6asbl AaHHbIX ypoBenb
NPON3BOANTENBHOCTU
cepeepa, ot 1 BOCTYMHOCTY,
APXUBHbIX KYPHaNoB N30NNPYNTE faHHble
N MyJI0B XpPaHeHWS. Nyna xpaHeHus oT
6a3bl JaHHbIX
cepBepa n OT JaHHbIX
4Ns opyrux
NPUNOXKEHWN.
SATA, He ncnonbsynte aToT | He ncnonb3ynte aToT |lcnonb3oBaHue aTon | Mcnonbsynte aTy
NMPOCTPAHCTB | TUMN XpPaHeHWs ans TWM XpaHeHUs ons H6onee MmenneHHowm Hbonee MmenneHHy0
0 XpaHeHusa, |6asbl faHHbIX. He aKTMBHOrO XypHana. | TEXHONOIMW XpPaHeHUs | TeXHONorunwo
noaKnwyeH |nomewante 6azy ABnaeTCcs XPaHeHus npu
HO€ K ceTu OaHHbIX B CUCTEMBI NpUeMNeMbIM, TaK Kak | cnegyowmx
XpaHeHusa XIV. 3TU XypHasbl obcToaTenbCcTBax:
3anuncblBalOTCa O4MH
— [aHHble peako
pas 1 pefko
GATAIOTCS 3anuncbiBakoTCs,
Hanpumep,
3anuncbiBakTCS
OOMVH pas.
— [aHHble pegko
ynTaloTCS.
JleHTaun Mcnonb3ynTe ans
BUpTyaJibHA LOJITOCPOYHOr0
Sl IeHTA XPaHeHus, ecnm
OaHHble
NCNONb3YTCS
HeuacTo.

anMeHeHMe Haunyvyumx npaktnyeCKnx MetonoB K yCTaHOBKE cepBepa

Kak npaBuno, koHdurypaumsa v seibop obopynoBaHmns okasbiBatoT Hanbonee sHauMTeNbHOE BAUSHME Ha
npousBoAnTeNbHOCTb pelleHns IBM Spectrum Protect. pyrumu haktopamu, BANAOLWUMN Ha
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YcrtaHoBka cepeepa IBM Spectrum Protect

npon3BoaonTEesIbHOCTb, ABNAIOTCA Bbl60p n KOHCbl/IpraLI,VIﬂ OI'IEpB.LI,VIOHHOVI CUCTEMBDI, a TaKXXe

KoHgurypaumnsa IBM Spectrum Protect.

Mpoueaypa

« OnucaHHble HMXKe Hannydlime MeToAbl ABNATCA Hanbonee BaxHbIMU AN LOCTUXKEHUS ONTUMAlIbHON
NPOM3BOANTENBHOCTM U NPeaoTBpaLLeHms oWmnboK.

. CMOTpVITe Ta6n|/|u,y, yTObbI onpenennTb Hannyywmne MmetToabl, npuMeHNMbIE K Ballen cpepne.

npakmqecxaa peKomMeHpauusa

JononHutenbHasa nHopmauus

Ncnonb3yinTe ana 6asbl AaHHbIX cepBepa
6bICTpble AUCKU. TBEpAOTENbHbIE AUCKU
(solid-state disks, SSD) ypoBHs
NPeanpusiTUs C ONMTOBOJIOKOHHbBIM
NHTEpGencom nnm nHtepgencom SAS
npepnaraT HaUBbICLLYHO
NpPOV3BOAUTENBHOCTD.

WMcnonb3ynte ana 6asbl AaHHbIX 6bICTPbIE AUCKU C HU3KOW
NaTeHTHOCTbLI. Micnonb3oBaHue SSD ABNAETCS CYWEeCTBEHHbIM,
€C/V Bbl CNOJNb3yeTe AeAyNIMKALMI0 AaHHbIX U PEMIUKALLUI0
y3noB. CTapanTtecb He ncnonb3oatb ancku Serial Advanced
Technology Attachment (SATA) u Parallel Advanced Technology
Attachment (PATA). NMoapobHyto nHhopmaLmio 1
LOMNOSTHUTENbHbIE COBETbI CMOTPUTE B CIEAYIOWMX pasaenax:

— "MnaHnpoBaHne anckoB 6a3bl faHHbIX cepBepa”

— "MnaHMpoBaHne NPaBUIbHOIO TUMNA TEXHONOMMKN XpaHeHns"

Y6eauTech, UTo B CUCTEME CepBepa
[OCTaTOUYHO NaMATH.

MpouTtuTe TpeboBaHMA K ONepaLMoHHON CUCTEME B
TexHn4YeckoMm 3amevaHnn 1243309. MNpu bonee BbICOKNX
pabounx Harpy3skax Tpebyetcs 6onblue pecypcoB, YeM yKasaHo
B MMHUMaJIbHbIX TpeboBaHuaX. Takme LONONHUTENbHbIE
(byHKUMM, KaK OefynavKaumsa gaHHbIX U peninkaums y3nos,
mMoryT notpeboBaTb 06bEM NaMATH, NPEBbILLAOLW M
MUHMManbHbI 06beM, YKa3aHHbIN B LOKYMEHTE C
TpeboBaHMAMM K CUCTEME.

Ecnu Bbl MNaHMpyeTe 3amnycKaTb HECKOMbKO 3K3eMMSPOB
cepBepa, KaXKAoMy aK3eMnapy notpebyetca o6beM NamaT,
yKasaHHbIV O/19 0HOro cepBepa. YMHOXKbTe 06beM NamMsaTh As
O[IHOT0 cepBepa Ha YMCo 3K3eMMIAPOB, KOTOPbIE Bbl
cobupaeTech 3anyckaTtb B CUCTEME.

OToenute 6a3y faHHbIX cepBepa, aKTUBHbIN
YKYPHan, apXMBHbIN XXypPHaI U AUCKOBbIE
nyfbl XpaHEHUs opyr OT gpyra.

LepxuTte Bce pecypcobl xpaHeHusa IBM Spectrum Protect Ha
OTAENbHbIX AuUcKax. [lepxute ANCKU MYNOB XPaHEHUS XPaHUTLCS
OTAENbHO OT ANCKOB Ha3bl AaHHbIX CepBepa U XypHanoB.
Onepaunun NynoB XxpaHeHUa MOryT NepeKpbIBaTbCA onepaumsamm
6asbl JaHHbIX, ECMIN OHM HAXOASTCA Ha OOHUX U TEX XKe Auckax. B
npeane 6a3sa faHHbIX CeEpBEpa 1 XypHasibl TaKXe LOMKHbI 6bITb
oTaeneHbl opyr ot gpyra. NoapobHyto MHhopMaLmio 1
OOMOSIHUTENbHbIE COBETbI CMOTPUTE B CeayLWmMX pasaenax:

— "MnaHnpoBaHne anckoB 6a3bl faHHbIX cepBepa”

— "MnaHMpoBaHne o OUCKOB XypHaia BOCCTaHOBMIEHMS
cepsepa"

— "MnaHnpoBaHue ans NynoB XpaHeHUs Ha YyCTPOMCTBaxX
knacco yctponcTts DISK nnn FILE"
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npakmqecxaa peKoMeHpauusa

JononHuTenbHasa nHopmauus

Ncnonb3yinTe gns 6asbl JaHHbIX cepBepa
X0Ts 6bl UeTbipe kaTanora. s 6onbwmnx
CEepBEepPOB WM CEPBEPOB, MCMOMb3YHOLLLNX
OOMNoNHUTeNbHble PYHKLMK, NCNONb3YNTe
BOCEMb KaTanoros.

MNomecTuTe Kaxabin katanor Ha LUN, nsonnpoBaHHbIN OT Apyrux
LUN v oT opyrux npunoxeHun.

CepBep cumTtaeTtca bonbwnm, ecnuv ero 6asa gaHHbIX NpeBblWaeT
2 Tb unu ecnu oxumngaeTcs, UTo oHa BblpacTeT 6onblue 3Toro
pasMepa. icnonb3ynTe ANna TaKMX CEPBEPOB BOCEMb KaTa/I0roB.

CMoTpuTe pasgen "MnaHnpoBaHMe s GMCKOB 6asbl JaHHbIX
cepsepa.”

Ecnu Bbl ncnonb3yeTe gedynMKaumio
OaHHbIX U/ pensiMKaLmio y3nos,
cnepyvnTe pekoMeHpaumam no
KOHUryprpoBaHuto 6asbl LaHHbIX 1
OPYrux a5IEMEHTOB.

CkoHthurypupynTe basy gaHHbIX cepBepa B COOTBETCTBUN C
pekoMeHpaLmaMm, Tak Kak 6a3a AaHHbIX Ype3BbIYaNHO BaXHa
4Nns Toro, utobbl cepBep cMor xopowo paboTtaTtb, ecnu
ncnonb3yrTcs Takne GyHKkumn. MNMoppobHyto nHopmauunio n
LOMNONTHUTENbHbIE COBETbI CMOTPUTE B CIEAYIOWMX pa3aenax:

— KOHTPONbHbIN CNNCOK ANA AeaynnuKaumMm OaHHbIX

- KOHTpOJ’IbeIVI CNMCOK No peninKaunm y3noB

B cnyyae nynoB xpaHeHus, KOTopble
MCnonb3yloT Kracc ycTponcts Tvna FILE,
BbINOIHUTE PEKOMEeH AL No pasmepy
TOMOB nyfa xpaHeHusa. Kak npasuno, Toma
50 'b nogxogAT ny4lle BCero.

MpouTtuTe MHopMaumio B pasaene ONTUMaibHOe YMCIIO U
pa3Mep TOMOB AJ151 My/10B XpPaHeHUs, UCNOMb3YIOLMX ANCK,
yTobbl 3TO MOMOIJI0 BaM oNnpeaesMTb pasmMep ToMa.

CKOHUrypupyiiTe ycTponcTBa nyna XxpaHeHus u chainnosble
CUCTEMbI Ha ocHOoBe TpeboBaHMIM K NPONYCKHOM cnocobHocTH, a
He TOJIbKO Ha OCHOBe TpeboBaHUIi K EMKOCTH.

N3onupyiTe yCcTponcTBa XpaHeHWS, UCMOJSIb3YyeMble MPOLYKTOM
IBM Spectrum Protect, oT Apyrnx npunoxeHun c BbICOKMM
obbemMoM BBOOA-BbIBOOA M ybeanTech, YTo o1 3TON CUCTEMBI
XpaHeHusa obecneymBaeTca 4OCTaTOYHAsA NPOMNYCKHas
CcnocobHOCTb.

LononHuTenbHble CBEAEHNS CMOTPUTE B paspene KOHTPOIbHbIN
CMWUCOK ONs Ny/IoB XpaHeHus Ha ycTponcTteax DISK vnu FILE.

3annaHupynTe onepaumn knmeHta IBM
Spectrum Protect n pencTeus no
obcnyKmBaHUIo cepBepa, UTobbl ns3bexatb
nepeKkpbiBaHMs onepaunn nam cBecTu
TaKoe NepeKpbiBaHNE K MUHUMYMY.

LononHutenbHble cBegeHUs CMOTpUTE B Crieayrowmnx pasaerax:

- HaCTpOVIKa pacnncaHna ona exegHeBHbIX OI'IGp&LI,VIVI

— KOHTPONbHbIN CINCOK g5t KOHUIypaLmm cepeepa

MOCTOSIHHO OCYLLLECTBANTE MOHUTOPUHT
onepauum.

MpoBOAS MOHUTOPUHT, Bbl CMOXETe paHblle HaXO4WUTb OLLIMOKM
1 BaM byOeT npoLle BbIABNIATb UX NPUUMHBL. CPOK XpaHeHUs
3anucen oTYEeTOB MOHUTOPUHIA MOXKET AOXOAUTb 40 rofa - 3To
MOMO3eT BaM BbIIBNATb TEHAEHLMM 1 NSIaHUPOBATb POCT.
CMoTpuTe pasnen MoHUTOPUHT cpedbl M ee 06CNyKMBAHME C
Lenblo obecneyeHnss Npon3BOAUTENIbHOCTH.

MuHuManbHble Tpe60oBaHUA K cUcTeMe

Y106bI ycTaHOBKTL cepBep IBM Spectrum Protect B cucteme Linux, TpebyeTca MUHMMaNbHbIA YPOBEHb
annapaTHoro u nporpamMMHoro obecneyeHuns, BKto4as cnocob CBA3M 1 caMyto MOCNeAHI0 BEPCHIo

OpanBepoB yCTPOWMCTB.

OntumanbHasa cpega IBM Spectrum Protect HacTpavBaeTcs ¢ gegynnnkaumen gaHHbIX €
ncnonbsoBaHmem IBM Spectrum Spectrum Protect Blueprints.

MNakeT gpanBepoB ycTponcTs IBM Spectrum ProtectHe cogeput gparneep yCTPOUCTB A5 3TOM
onepaLmoHHON CUCTEMBI, TaK KaK NCMNoJb3yeTca TMNnoBon apaneep yctponcts SCSI. CKoHpurypupymnte
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OpaviBep yCTPONCTB A0 UCnonb3oBaHus cepeepa IBM Spectrum Protect ¢ NeHTOUHBIMK YCTPOMCTBAMMU.
MakeT gparBepoB IBM Spectrum Protect cooep»XuT MHCTPYMEHTbI gpanBepoB 1 aemMmoHbl ACSLS. HanTtu
Opaneepbl ycTporcTte IBM MoxHo Ha canTe Fix Central.

TpeboBaHus, nHhopmauus o NOAAEPKMBAEMbIX YCTPOMNCTBAX, MaKeTbl YCTAHOBKW KIIMEHTA U
MCNpaBfeHns MOXHO NoNy4nTb No agpecy: MNMoptan nogepxkn IBM ana IBM Spectrum Protect. MNocne
ycTaHoBKM IBM Spectrum Protect n o HAaCTPOWKYM 3TOro NPoAyKTa NOCEeTUTE 3TOT Be6-CanT 1 cKavanTe u
NpUMeHUTEe BCE NPYMEHMMbIE UCMPaBNEHNS.

MuHuManbHble Tpe6oBaHuA K cepBepy Linux x86_64

Mpexzae yeM ycTaHaBnmBaTtb cepBep IBM Spectrum Protect B onepaumoHHomi cucteme Linux x86_64,
03HAKOMbTECH C TPeboBaHUSMM K annapaTHOMY U NporpaMMHoMy obecneveHuto.

Tpe6boBaHusa K annapaTHOMY U MPOrpaMMHOMy o6ecneueHulo g YCTaAaHOBKMU
cepBepa IBM Spectrum Protect

Camyto nocnegHwoto MHopmaumio o TpeboBaHMax k cucteMme IBM Spectrum Protect cMoTpuTe B
TEXHNYECKOM 3amMedaHunn 84861.

B Tabnuue 1 npueogaTca MMHMMasbHble TpeboBaHMS K annapaTtHoOMy obecneyeHunto, HeobxoanMomy ans
cepBepa B cucteme Linux x86_64.

Tabnuya 6. TpeboBaHus K ANNAPATHbIM CPEOCTBAM

Tun
annapatypbl | Tpe6oBaHuS K annapaTHbIM CpeacTBam

Obuwee Mpoueccop AMD64 nnu Intel EM64T

50 IBM Spectrum Protect gns Linux: PykoBoOcTBO No yCTaHOBKE


http://www.ibm.com/support/fixcentral/options?productGroup0=ibm/StorageSystems&productGroup1=ibm/Storage_Tape&productGroup2=ibm/ST/Tapedevicedriversandsoftware&productGroup3=ibm/Storage_Tape/Tape+device+drivers
https://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect
https://www.ibm.com/support/pages/node/84861

YctaHoBka cepBepa IBM Spectrum Protect

Tabnuya 6. TpeboBaHus K annapaTHbIM cpedcTBam (npodosineHue)

Tun
annapartypbl

TpeGOBaHMﬂ K annapaTHbIM cpeacTteamMm

IvckoBoe
NMPOCTPaHCTBO

Cne,u.yroume MUHMMasbHble 06BbEMbI ANCKOBOr0 NPOCTpaHCTBa:

« 4.3TB pgna katanora ycTaHOBKM

« 2.5Tb pnga katanora /var

« 4Tb ona katanora /tmp

- 128 MB gng poMaluHero katanora gns noab3osaTens root
« 2 b pns obnactv COBMECTHO MCMOJb3YEMbIX PECYPCOB

Ecnun Bo3HMKHeT npobnema n notpebyeTcs kakasa-nmbo AnarHocT1Ka, onTUMasnbHbIM
aBnseTcs, Ytobbl B cucteMe 6b110 LOCTYNHO BpEMEHHOE UMW APYroe NPOCTPaHCTBO AN
YKypHana 3axBata gaHHbix nepson ownbku (first failure data capture, FFDC) unu ons
LPpYroro BpeMeHHOro Ucnosib30BaHus, Hanpumep, ois cbopa xXypHanoB TPACCUPOBKMU.

[ns 6a3bl AaHHbIX U (hanIoB XYpPHANOB AONOHUTENBbHO TPebyeTca 3HaUYUTENbHbIN
06beM ANCKOBOro NpocTpaHcTBa. Pasmep 6a3sbl faHHbIX 3aBUCUT OT KOJIMYEeCTBa
KJTIMEHTCKMX (hannoB, KOTOpble HE0OXOAMMO XPaHUTb, U METOAA, C MOMOLLbI KOTOPOro
cepsep ynpasnsieT uMu. O6beM NPOCTPaHCTBA aKTUBHOIO XypHana no yMoi4aHuio
paBeH 16 'b; 370 Heo6x0AMMbIN MUHUMYM Ans 6onblIMHCTBA paboyumx Harpy3oK u
KOHmrypaumii. MNpun cosgaHnm akTMBHOMO XKYpPHana Hy»Ho, No kpanHen mepe, 64 I'b
4115 BbINONHEHNS penankaumm. Ecnu ncnonbsyotea n pennnkaums, v gegynimkaumns
LaHHbIX, CO3[aNTe aKTUBHbIN XKypHan, paamep KoTtoporo bynet paseH 128 I'b.
BbloenuTe 0is apXMBHOIO XypHana, Kak MUHUMYM, B Tpu pasa 6onbwinii 06bem
NPOCTPaHCTBA, YeM SIS aKTUBHOIO XXypHasna no ymonyanuto (48 I'b). Ecnu Bbl
MCnosb3yeTe AenyninKauni JaHHbIX UK OXKOaeTe BbICOKUIN YPOBEHb paboyen
Harpyskmu Ha KnmeHT, ybegmTech, UTO y BaC LOCTAaTOUHO PeCypCoB.

Y1066 06ECNEUNTDE ONTUMANBHYIO NPOU3BOAUTENBHOCTb M 3(PHEKTUBHOCTbL BBOAA-
BbIBOZa, 3aaMTe, KaK MUHUMYM, Ba KOHTEWHEpPa C OAMHAKOBbLIM Pa3MepoM Un ¢
oouHakoBbiMM HoMepamu Logical Unit Number (LUN), koTopble 6yayT ncnosnb3oBaTbCs
6a301 faHHbIX. KpoMe Toro, onsi KaXaoro akTUBHOIO XXypHana v apxXnBHOTO XypHana
HY>eH CBOM COBCTBEHHbIN KOHTeNHep unm LUN.

0Ob6s3aTenbHO 03HaKOMbTECh C Hosiee nogpobHoON MHopMaLmen 0 ANCKOBOM
npocTpaHcTBe B pasgene “lNnaHnpoBaHme eMKocTh” Ha cTp. 62.

MamaTtb

Cne,u,yrou.l,me MUHUMabHble 06beMbl NaMATH:

« 16 b onga cTaHAapTHbIX onepauuii cepsepa 6e3 geaynaMkaumm gaHHbIX U
pennunKauumn ysnos

e 24TB pna pepynamkaumm gaHHbIX UNK penankaummn y3nos
« 32TBb pnsa pennukaumm y3noB Cc AeaynanKaumen gaHHbix
Bonee KoHKpeTHble TpeboBaHUS K NamMaATK s bonee KpynHbix 6a3 AaHHbIX 1 bonbluen

BO3MOXHOCTU nornoweHna cCMoTpuTe B LOKYMEeHTe Ta6nv|u,a HaCTpOIZKI/I namaTu
cepsepa IBM Spectrum Protect.

Ocobble TpeboBaHMA K NAMATU, KOr4a UCNONb3yeTcs AeAyNInKauns AaHHbIX, CMOTPUTE
B foKyMeHTe IBM Spectrum Protect Blueprint nns Balwei onepaLoHHON CUCTEMBI.

Tpe6oBaHus K NnporpaMMHOMy obecneyeHuio

B Tabnuue 2 npuBopaTcs MMHMManbHble TpeboBaHMa K NporpaMMHoMy obecneyeHunto, HeobxogMMoMy
ons cepBepa B cucteme Linux x86_64.
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Tabnuya 7. TpeboBaHus K nporpaMmMHoOMy obecneyeHuro

Tun
nporpamMMHoro
obecneueHus MuHuManbHble Tpe6oBaHUA K NporpaMMHOMY obecneueHuo
OnepaumnoHHas | [Ans paboTbl cepeepa IBM Spectrum Protect B cucteme Linux x86_64 Tpebyetcs
cucTteMa OfHa V3 Criegywmx onepaumoHHbIX CUCTEM:

- Red Hat Enterprise Linux 8.1 unv HoBee

- Red Hat Enterprise Linux 7.6 unu HoBee

» SUSE Linux Enterprise Server 15, SP1 nnun HoBee

« SUSE Linux Enterprise Server 12, SP4 nnn HoBee

« Ubuntu Server LTS Bepcun 16.04.2 nnu 18.04. B cnyyae NEHTOUHOrO XpaHeHUs

MUHUManbHom Bepcuen Ubuntu Server LTS aBnseTtca Bepcus 18.04.

Bubnuotekn Bubnunotekn GNU C Bepcun 2.3.3-98.38 nnun HoBee, yCTaHOBNEHHbIe B cucteme IBM

Spectrum Protect.

Onsa cepeepoB Red Hat Enterprise Linux:

« libaio

« libstdc++.50.6 (Tpebytotca 32- 1 64-6UTHbIE NAKETbI)

« numactl.x86_64

Ins Red Hat Enterprise Linux (RHEL 8) nobaBbTe Takxe cnegytoLlyto 6ubnmnoTeky:
- libnsl.so.1

e libnuma.so.1

Onsa cepeepoB SUSE Linux Enterprise:

« libaio

« libstdc++.s0.6 Bepcun 4.3 nnu HoBee (TpebytoTcs 32- 1 64-6UTHbIE NaKeTbl)
« libnuma.so.1

Ina cepsepos Ubuntu LTS Server:

« libaiol

e libnuma.so.1

YT1obbl ONpenennTb, ycTaHOBEH M SELINUX 1 BKJTIOUEH NN PEXUM
NPUHYOUTENIbHOrO MPUMEHEHNS, BbINOSIHUTE OHO U3 ClledyoWwmnX 4eNCTBUNA:

« MpoepbTe hann /etc/sysconfig/selinux.
- BBeguTe KoMaHZy onepaunoHHoi cuctemsl sestatus.
 MpoBepbTe Hannume B tharne /var/log/messages coobuieHni SELinux.

OrpaHuueHue: [1na yctaHoBok 1 o6HoBneHusa IBM Spectrum Protect HyxHO
OTKMOUNTL SELinux.

Y106bI 0TKAOUMTL SELinUX, BBINOSIHUTE O4HY U3 CEAYOWMX 3a4aY:

« 3apanTe pexuMm permissive, BBeaa koMaHay setenforce 0 ot nmeHn
cynepnonb3oBaTens.

» NameHuTe hann /etc/sysconfig/selinux n nepesanyctute KoMnbloTEP.

MpoTokon cBA3mn

« TCP/IP V4 nnn V7, BXOOSLWMIA B CTAaHOAPTHbIA KOMMAEKT NocTaBku Linux

« MpoTokon Shared Memory (npu ncnonb3oBaHnn knmeHTa IBM Spectrum Protect
(knneHT Linux x86_64)
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YctaHoBka cepeepa IBM Spectrum Protect

Tabnuya 7. TpebosaHus k nporpaMmmHoMy obecneyeHuro (npodosixeHue)

Tun
nporpaMMHoOro
obecneuyeHusa MuHuManbHble Tpe6oBaHMSA K NporpaMMHOMY obecneveHuio

ObpaboTka [lomkeH 6bITb BKJTOYEH aCUHXPOHHbBIN BBOA-BbIBOA. B cncteme Linux c sgpom
Bepcumn 2.6 1 HoBee ANs BKJIIOUEHUSI aCMHXPOHHOMO BBOLA-BbIBOAA YCTAHOBUTE
6ubnunoTeky libaio.

ﬂ-pavaepb' MpoMeXxyTouHbIi apariBep ycTponcTs IBM Spectrum Protect ucnonb3ayetcs ons
ycTpoucTs YCTPOICTB, U3rOTOBMIEHHbIX He IBM. OH UCNonb3yeT NpoOMeXyTouUHbIN MHTepdeiic
SCSI onsa cBs3u C IEHTOUHbIMWU YCTPOMCTBAMM U NTIEHTOYHbIMK Bubnnotekamu. ns
NEHTOUHbIX HAKOMUTENEN M NNEHTOUHbIX B1UBNMOTEK pEKOMEHYETCA UCMONb30BaTh
apareep ycTponcTs Linux SCSI Generic (sg). MNakeT gpanBepos ycTpoincTs IBM
Spectrum Protect cogepuT MHCTPYMEHTbI ApanBepoB yCTPONCTB 1 AeMoHbl ACSLS.

Ona neHTouHbIX BubnmnoTek nnu Hakonutenen IBM 3590, 3592 wnu Ultrium
TpebytoTca aparBepbl ycTponcTB IBM. YcTaHOBUTE caMble CBEXUe apanBepbl
YCTPOMCTB. Bbl MOXeTe HanTu nakeTobl ApansepoB IBM Ha cTpaHuue Fix Central.

CKOHthMrypupynTe fpansepbl yCTPOUCTB A0 UCNONb3oBaHmsa cepeepa IBM Spectrum
Protect ¢ NEHTOUYHbIMKU yCTPONCTBAMMU.

Lpyroe « O6onouka Korn (ksh)
nporpammHoe

obecneyueHme - [Ing ayteHTuurkaumm nonb3osatenen IBM Spectrum Protect nocpenctsom

cepsepa Lightweight Directory Access Protocol Hy)XHO nCcnonb3oBaTb 0OMH U3
cnepyoLLmMx CepBepOB KaTanoros:

— Microsoft Active Directory (Windows Server 2012, Windows Server 2012 R2,
Windows Server 2016)

— IBM Security Directory Server V6.3
— IBM Security Directory Server V6.4

MuHuManbHble Tpe6oBaHus K cepBepy Linux on System z

Mpexne yeM ycTaHaBnmBaTh cepBep IBM Spectrum Protect B onepaumoHHon cnucteme Linux on System z,
03HaKOMbTeCb C TpeboBaHMAMM K annapaTHOMY 1 NporpaMMHOMy obecneyeHuto.

TpeboBaHusa K annapaTHOMY U MPOrpaMMHOMy obecneueHuo gns YCTaAaHOBKMU
cepeepa IBM Spectrum Protect

Camyto nocnegHioto MHopmaumio o TpeboBaHMax k cucteme IBM Spectrum Protect cMoTpuTe B
TexHnyeckom 3amevaHmun 1243309.

B Tabnuue 1 npuBopaTcs MMHMManbHble TpeboBaHMS K annapatHoOMy obecneveHunto Ballero KomMneoTepa
IBM Spectrum Protect nog ynpaBneHuemM Linux on System z. bonee nogpobHyto nHgopmauuto o
nnaHMpoBaHum obbeMa ANMCKOBOro NPOCTpaHCTBa CMOTpUTE B pa3aene “lnaHnMpoBaHmMe eMKOCTM” Ha
cTp. 62.

Tabnuya 8. TpeboBaHus K ANNAPATHLIM CPeOCTBAM

Tun
annapatypbl | Tpe6oBaHuS K annapaTHbIM CpeacTBaM

Obuiee An IBM zSeries, IBM System z9, IBM System z10 unu IBM zEnterprise System (z114 u
2196) c cob¢cTBEHHBIM 64-6UTHBIM NornyeckmMm pasgenom (logical partition, LPAR) nnu
rocteBon cuctemom z/VM.
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Tabnuya 8. TpeboBaHus K annapaTHbIM cpedcTBam (npodosineHue)

Tun
annapartypbl

TpeGOBaHMﬂ K annapaTHbIM cpeacTteamMm

IvckoBoe
NMPOCTPaHCTBO

Cne,u.yroume MUHMMasbHble 06BbEMbI ANCKOBOr0 NPOCTpaHCTBa:

« 4.3TB pgna katanora ycTaHOBKM

« 2.5Tb pnga katanora /var

« 4Tb ona katanora /tmp

- 128 MB gng poMaluHero katanora gns noab3osaTens root
« 2 b pns obnactv COBMECTHO MCMOJb3YEMbIX PECYPCOB

Ecnun Bo3HMKHeT npobnema n notpebyeTcs kakasa-nmbo AnarHocT1Ka, onTUMasnbHbIM
aBnseTcs, Ytobbl B cucteMe 6b110 LOCTYNHO BpEMEHHOE UMW APYroe NPOCTPaHCTBO AN
YKypHana 3axBata gaHHbix nepson ownbku (first failure data capture, FFDC) unu ons
LPpYroro BpeMeHHOro Ucnosib30BaHus, Hanpumep, ois cbopa xXypHanoB TPACCUPOBKMU.

[ns 6a3bl AaHHbIX U (hanIoB XYpPHANOB AONOHUTENBbHO TPebyeTca 3HaUYUTENbHbIN
06beM ANCKOBOro NpocTpaHcTBa. Pasmep 6a3sbl faHHbIX 3aBUCUT OT KOJIMYEeCTBa
KJTIMEHTCKMX (hannoB, KOTOpble HE0OXOAMMO XPaHUTb, U METOAA, C MOMOLLbI KOTOPOro
cepsep ynpasnsieT uMu. O6beM NPOCTPaHCTBA aKTUBHOIO XypHana no yMoi4aHuio
paBeH 16 'b; 370 Heo6x0AMMbIN MUHUMYM Ans 6onblIMHCTBA paboyumx Harpy3oK u
KOHmrypaumii. MNpun cosgaHnm akTMBHOMO XKYpPHana Hy»Ho, No kpanHen mepe, 64 I'b
4115 BbINONHEHNS penankaumm. Ecnu ncnonbsyotea n pennnkaums, v gegynimkaumns
LaHHbIX, CO3[aNTe aKTUBHbIN XKypHan, paamep KoTtoporo bynet paseH 128 I'b.
BbloenuTe 0is apXMBHOIO XypHana, Kak MUHUMYM, B Tpu pasa 6onbwinii 06bem
NPOCTPaHCTBA, YeM SIS aKTUBHOIO XXypHasna no ymonyanuto (48 I'b). Ecnu Bbl
MCnosb3yeTe AenyninKauni JaHHbIX UK OXKOaeTe BbICOKUIN YPOBEHb paboyen
Harpyskmu Ha KnmeHT, ybegmTech, UTO y BaC LOCTAaTOUHO PeCypCoB.

Y1066 06ECNEUNTDE ONTUMANBHYIO NPOU3BOAUTENBHOCTb M 3(PHEKTUBHOCTbL BBOAA-
BbIBOZa, 3aaMTe, KaK MUHUMYM, Ba KOHTEWHEpPa C OAMHAKOBbLIM Pa3MepoM Un ¢
oouHakoBbiMM HoMepamu Logical Unit Number (LUN), koTopble 6yayT ncnosnb3oBaTbCs
6a301 faHHbIX. KpoMe Toro, onsi KaXaoro akTUBHOIO XXypHana v apxXnBHOTO XypHana
HY>eH CBOM COBCTBEHHbIN KOHTeNHep unm LUN.

0Ob6s3aTenbHO 03HaKOMbTECh C Hosiee nogpobHoON MHopMaLmen 0 ANCKOBOM
npocTpaHcTBe B pasgene “lNnaHnpoBaHme eMKocTh” Ha cTp. 62.

MamaTtb

Cne,u,yrou.l,me MUHUMabHble 06beMbl NaMATH:

« 16 b onga cTaHAapTHbIX onepauuii cepsepa 6e3 geaynaMkaumm gaHHbIX U
pennunKauumn ysnos

e 24TB pna pepynamkaumm gaHHbIX UNK penankaummn y3nos
« 32TBb pnsa pennukaumm y3noB Cc AeaynanKaumen gaHHbix
Bonee KoHKpeTHble TpeboBaHUS K NamMaATK s bonee KpynHbix 6a3 AaHHbIX 1 bonbluen

BO3MOXHOCTU nornoweHna cCMoTpuTe B LOKYMEeHTe Ta6nv|u,a HaCTpOIZKI/I namaTu
cepsepa IBM Spectrum Protect.

Ocobble TpeboBaHMA K NAMATU, KOr4a UCNONb3yeTcs AeAyNInKauns AaHHbIX, CMOTPUTE
B foKyMeHTe IBM Spectrum Protect Blueprint nns Balwei onepaLoHHON CUCTEMBI.

Tpe6oBaHus K NnporpaMMHOMy obecneyeHuio

B Tabnuue 2 npuBogaTcs MMHMManbHble TpeboBaHMS K NporpaMMHOMyY obecneyeHunto Ballero
KOMnMbtoTepa nopg ynpaeneHmnem IBM Spectrum Protect Linux on System z.
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Tabnuya 9. TpeboBaHus K nporpaMmMHoOMy obecneyeHuro

Tun
NPOrpaMMHOro
o6ecneueHus MuHuManbHble Tpe6oBaHUSA K NporpaMMHOMY o6ecneveHuio
OnepaumoHHas | ns cepBepa IBM Spectrum Protect B Linux on System z (s390x 64-6utHas
cucTteMa apxunTeKTypa) TpebyeTca ogHa U3 cepyroLLmMx onepaLnoHHbIX CUCTEM:
» Red Hat Enterprise Linux 7.6 unu HoBee
« SUSE Linux Enterprise Server 12, SP4 nnu HoBee
OrpaHuueHue: QyHKLMA 06HApYKEHNS CETU XpPaHEHMS faHHbIX (storage area
network, SAN) He nognepxxuneaeTcs.
Bubnuotekn Bubnunotekn GNU C Bepcun 2.3.3-98.38 nnun HoBee, yCTaHOBNEHHbIe B cucteme IBM

Spectrum Protect.

Onsa cepeepoB Red Hat Enterprise Linux:

- libaio

« libstdc++.50.6 (Tpebytotca 32- 1 64-6UTHbIE NAKETbI)

« libxlc-1.2.0.0.151119a.s390x nnu HoBee

Insa cepeepos SUSE Linux Enterprise:

« libaio

« libstdc++.50.6 Bepcun 4.3 unu HoBee (TpebytoTca 32- u 64-6UTHble NaKeTbl)
« libxlc-1.2.0.0.151119a.s390x nam HoBee

YT06bI ONpenennTb, yctaHoBneH N SELinux 1 BKKOUYEH K peKnUM
NPUHYAUTENBHOrO NPUMEHEHMS, BbINMOJIHATE O4HO U3 CNeAYHLNX OENCTBUN:

« MpoeepbTe thann /etc/sysconfig/selinux.
- BBeonte komaHay onepaumoHHon cuctembl sestatus.
« MNpoBepbTe Hanuuure B hanne /var/log/messages coobueHmnin SELinux.

OrpaHunueHume: 115 ycTaHOBOK M 06HoBNeHusa IBM Spectrum Protect Hy>HO
oTKNtouMTb SELinux.

YT06bl OTKMOUMTb SELINUX, BbINOHUTE OOHY M3 CNeadyoWwmnx 3agay:

« 3apanTe pexuMm permissive, BBegsa komaHay setenforce 0 oT MMeHM
cynepnonb3oBaTens.

« NameHuTe thain /etc/sysconfig/selinux n nepesanycTute KOMMbOTEP.

MpoTokon cBA3mK

» TCP/IP V4 unn V7, BXOOSWMIA B CTAaHOAPTHbIN KOMMIEKT NocTaBkM Linux

« MpoTtokon Shared Memory (npu ncnonb3oBaHuu knnmeHTa IBM Spectrum Protect
(knuneHT Linux s390x)

Ob6paboTka

LomkeH 6bITb BKIHOYEH aCMHXPOHHbIN BBOA-BbIBOA. B cucTteme Linux ¢ agpom
Bepcun 2.6 1 HoBee AN19 BKIKOUYEHNS aCUHXPOHHOIO BBOLA-BbIBOAA YCTAHOBUTE
6ubnuoteky libaio.
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Tabnuya 9. TpebosaHus k nporpaMmmHoMy obecneyeHuro (npodosxeHue)

Tun
nporpaMmMHoOro
obecneuyeHusa

MuHuManbHble Tpe6oBaHUsA K NporpaMMHOMy ob6ecneueHunIo

LpaliBepbl
YCTPOMCTB

MpomexyTouHbIn apareep ycTponcts IBM Spectrum Protect ucnonssyetca ons
YCTPOWCTB, M3roTOBMEHHbIX He IBM. OH ncnonb3yeT NPOMeXYTOUHbIN MHTepdeNnc
SCSI onsa cBs3u € IEHTOUHBIMW YCTPOMCTBAMM U TIEHTOYHbIMK Bubnnotekamu. ns
NTEHTOYHbIX HAKONUTENEN N NTEHTOYHbIX B1bINoTEK peKoMeHAYEeTCS NCNONb30BaTh
Apansep yctporcTs Linux SCSI Generic (sg). MakeT gpanBepoB ycTpolicTe IBM
Spectrum Protect cogepXuT MHCTPYMEHTbI SpanBepoOB YCTPONCTB 1 feMoHbl ACSLS.

Ona neHTo4YHbIX bubnuoTtek nnm Hakonutenen IBM 3590, 3592 unu Ultrium
TpebytoTca apaneepbl ycTponcTB IBM. YcTaHOBUTE CaMble CBEXMe ApanBepbl
YCTPOWCTB. Bbl MOXXeTe HaiTh nakeTbl gpaneepoB IBM Ha cTpaHuue Fix Central.

CKOHhUrypupyinTe gpanBepbl yCTPONCTB 40 MCMONb30BaHMA cepepa IBM Spectrum
Protect ¢ NEHTOYHbIMU YCTPONCTBAMMU.

Hpyroe
nporpaMMHoe

obecneueHune

« Obonouka Korn (ksh)

« [1ns ayTeHTUdmKaummn nonb3oBaTenen IBM Spectrum Protect nocpeactsom
cepBepa Lightweight Directory Access Protocol Hy»XHO 1Cnonb30BaTb OOWH 13
CrnefyroLmMxX CeEpBEPOB KaTanoros:

— Microsoft Active Directory (Windows Server 2012, Windows Server 2012 R2,
Windows Server 2016)

— IBM Security Directory Server V6.3
— IBM Security Directory Server V6.4

MuHuMmanbHble TpeboBaHua K cepBepy Linux on Power Systems (¢ npsaMbiM
nopsapkoMm 6anTos)

Mpexne yeM ycTaHaBnmBaTb cepBep IBM Spectrum Protect B onepaumoHHon cucteme Linux on Power
Systems (c npsiMbIM NopsiAKkoM 6aToB), 03HAKOMbTECH C TPeHOBaHUSIMM K annapaTHOMY U
nporpaMMHoMy obecneyeHmto.

Tpeb6oBaHus K annapaTHOMY U NPOrpaMMHOMY ob6ecneueHuio o YCTaHOBKMU
cepsepa IBM Spectrum Protect

Camyto nocnefHwoto MHopmaumio o TpeboBaHMax kK cucteme IBM Spectrum Protect cMoTpuTe B
TEXHUYECKOM 3aMeYaHunn 1243309.

B Tabnumua 10 Ha cTp. 56 NpMBOAATCA MUHMMasbHble TpeboBaHMs Kk annapaTHOMy obecnevyeHunto Balein

CUCTEMBbI.

Tabrauya 10. TpeboBaHuUsS K annapaTHbIM cpedcTBam

Tun
annapaTtypbl | Tpe6oBaHus K annapaTHbIM cpeacTBamM
Obuwee CepBep Linux on Power Systems (c npsAMbIM nopsigKoM 6anToB) B cucteme IBM,

HanpuMmep, B CUCTEME, YKa3aHHOM Ha Beb-caliTe Linux on IBM Power Systems.
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Tabnuya 10. TpeboBaHus K annapaTtHbiM cpedcTsam (npodosxeHue)

Tun
annapartypbl

TpeGOBaHMﬂ K annapaTHbIM cpeacTteamMm

IvckoBoe
NMPOCTPaHCTBO

Cne,u,yroumﬁl MWUHMMabHbI 06bEM AUCKOBOIO NPOCTPaHCTBA:

« 4.3TB pgna katanora ycTaHOBKM

« 2.5Tb pnga katanora /var

« 4Tb ona katanora /tmp

- 128 MB gng poMaluHero katanora gns noab3osaTens root
« 2 b pns obnactv COBMECTHO MCMOJb3YEMbIX PECYPCOB

Ecnun Bo3HMKHeT npobnema n notpebyeTcs kakasa-nmbo AnarHocT1Ka, onTUMasnbHbIM
aBnseTcs, Ytobbl B cucteMe 6b110 LOCTYNHO BpEMEHHOE UMW APYroe NPOCTPaHCTBO AN
YKypHana 3axBata gaHHbix nepson ownbku (first failure data capture, FFDC) unu ons
LPpYroro BpeMeHHOro Ucnosib30BaHus, Hanpumep, ois cbopa xXypHanoB TPACCUPOBKMU.

[ns 6a3bl AaHHbIX U (hanIoB XYpPHANOB AONOHUTENBbHO TPebyeTca 3HaUYUTENbHbIN
06beM ANCKOBOro NpocTpaHcTBa. Pasmep 6a3sbl faHHbIX 3aBUCUT OT KOJIMYEeCTBa
KJTIMEHTCKMX (hannoB, KOTOpble HE0OXOAMMO XPaHUTb, U METOAA, C MOMOLLbI KOTOPOro
cepsep ynpasnsieT uMu. O6beM NPOCTPaHCTBA aKTUBHOIO XypHana no yMoi4aHuio
paBeH 16 'b; 370 Heo6x0AMMbIN MUHUMYM Ans 6onblIMHCTBA paboyumx Harpy3oK u
KOHmrypaumii. MNpun cosgaHnm akTMBHOMO XKYpPHana Hy»Ho, No kpanHen mepe, 64 I'b
4115 BbINONHEHNS penankaumm. Ecnu ncnonbsyotea n pennnkaums, v gegynimkaumns
LaHHbIX, CO3[aNTe aKTUBHbIN XKypHan, paamep KoTtoporo bynet paseH 128 I'b.
BbloenuTe 0is apXMBHOIO XypHana, Kak MUHUMYM, B Tpu pasa 6onbwinii 06bem
NPOCTPaHCTBA, YeM SIS aKTUBHOIO XXypHasna no ymonyanuto (48 I'b). Ecnu Bbl
MCnosb3yeTe AenyninKauni JaHHbIX UK OXKOaeTe BbICOKUIN YPOBEHb paboyen
Harpyskmu Ha KnmeHT, ybegmTech, UTO y BaC LOCTAaTOUHO PeCypCoB.

Y1066 06ECNEUNTDE ONTUMANBHYIO NPOU3BOAUTENBHOCTb M 3(PHEKTUBHOCTbL BBOAA-
BbIBOZa, 3aaMTe, KaK MUHUMYM, Ba KOHTEWHEpPa C OAMHAKOBbLIM Pa3MepoM Un ¢
oouHakoBbiMM HoMepamu Logical Unit Number (LUN), koTopble 6yayT ncnosnb3oBaTbCs
6a301 faHHbIX. KpoMe Toro, onsi KaXaoro akTUBHOIO XXypHana v apxXnBHOTO XypHana
HY>eH CBOM COBCTBEHHbIN KOHTeNHep unm LUN.

0Ob6s3aTenbHO 03HaKOMbTECh C Hosiee nogpobHoON MHopMaLmen 0 ANCKOBOM
npocTpaHcTBe B pasgene “lNnaHnpoBaHme eMKocTh” Ha cTp. 62.

MamaTtb

« 16 I'b pns cTaHAAPTHBIX Onepauui cepeepa 6e3 neaynaMkaumm GaHHbIX U
pennukaumm y3nos

« 24Tb gna pepynaMKaumm gaHHbIX UNu penankaummn y3nos
e 32TBb pnsa pennukaumm y3sioB C AeaynanKaumen gaHHbIX
bonee KoHKpeTHble TpeboBaHUs K NaMaTK Ana 6onee KpynHbix 6a3 gaHHbIX 1 6onbluen

BO3MOXHOCTU MOrMIOWEeHNs CMOTpUTE B JOKYMeHTe Tabnvua HaCTPOMKM NamMaTy
cepsepa IBM Spectrum Protect.

Ocobble TpeboBaHMsA K MamMsATH, KOFAa CNOJb3yeTCcs AeaynMKauus GaHHbIX, CMOTpUTE
B AokyMmeHTe IBM Spectrum Protect Blueprint gnsa Balen onepauoHHON CUCTEMBI.

Tpe6oBaHus K NporpaMMHOMy obecneuyeHuIo

B Tabnuua 11 Ha cTp. 58 npuBoaaTcs MMHMManbHble TpeboBaHMa K MporpaMMHOMy obecneveHunto

Ballen CUCTEMbI.
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Tabnuya 11. TpeboBaHus K nporpamMmHomMy obecneyeHuro

Tun
NPOrpaMMHOro
obecneueHus MuHuManbHble Tpe6oBaHUA K NporpaMMHOMY obecneueHuo
OnepaunoHHas | CepBepy IBM Spectrum Protect B Linux on Power Systems (¢ npsiMbIM NOpsiAKOM
cucTteMa 6anT) TpebyeTca ogHa M3 CreayoLLMX ONepPaLMOHHbBIX CUCTEM:
» Red Hat Enterprise Linux 8.1 unu HoBee
- Red Hat Enterprise Linux 7.6 unu HoBee
» SUSE Linux Enterprise Server 15, SP1 nnun HoBee
« SUSE Linux Enterprise Server 12, SP4 nnn HoBee
OrpaHuueHune: QyHKLMA 0OHAPYKEHNS CETU XPaHEHNS OaHHbIX (storage area
network, SAN) He nogaepxxunsaeTcs.
« Ubuntu Server LTS Bepcun 16.04.2 nnu 18.04. B cnyyae NEHTOUHOrO XpaHeHUs
MUHUManbHou Bepcuen Ubuntu Server LTS aBnsetca Bepcus 18.04.
Bubnuotekn Bubnunotekn GNU C Bepcun 2.4-31.30 1 HoBee.

« libaio.so.1 (32- n 64-paspsHbie NaKeTbl)
« libnuma.so.1

YT06bI ONpenennTb, yctaHoBneH N SELinux 1 BKOUYEH X peknM
NPUHYAUTENBHOrO NPUMEHEHMS, BbINMOJIHATE O4HO U3 CNeAYHLNX OENCTBUN:

« MpoeepbTe thann /etc/sysconfig/selinux.
- BBeoute komaHay onepaumoHHon cuctemel sestatus.
« MpoBepbTe Hanuuue B hanne /var/log/messages coobueHmnin SELinux.

OrpaHuueHume: [1ns ycTaHOBOK M 06HoBNeHus IBM Spectrum Protect Hy>HO
oTKNtouMTb SELinux.

YT06bl OTKAOUMTL SELINUX, BbINOHWUTE OOHY U3 CNeadyoLwmux 3agay:

« YT10bbl 3a0aTb PeXMM permissive, BBeaute koMmaHay setenforce 0 oT uMeHu
cynepnonb3oBaTens.

« NameHuTe thain /etc/sysconfig/selinux n nepesanycTute KOMMbOTEP.

MpoTokon cBA3mK

» TCP/IP V4 unn V7, BXOOSWMIA B CTAaHOAPTHbIN KOMMIEKT NoCcTaBkM Linux
 MpoTokon coBMeCcTHO ucnonb3yemomn namsatu (Shared Memory)

ObpaboTka LomkeH 6bITb BKIKOYEH aCMHXPOHHbIN BBOA-BbIBOA. B cucTteme Linux ¢ agpom
Bepcumn 2.6 1 HoBee NSl BKIUEHWS aCMHXPOHHOIO BBOAA-BbIBOAA YCTAHOBUTE
6ubnuoteky libaio.

Hpyroe - O6onouka Korn (ksh)

nporpaMmMHoe .

obecneueHme » [ng ayteHTUurkaumm nonbsosatenen IBM Spectrum Protect nocpenctsom

cepBepa Lightweight Directory Access Protocol Hy)>XHO ncrnonb3oBaTb OOMH U3
crnenywmx cepBepoB KaTanoros:

— Microsoft Active Directory (Windows Server 2012, Windows Server 2012 R2,
Windows Server 2016)

— IBM Security Directory Server V6.3
— IBM Security Directory Server V6.4

OrpaHuyeHue: HechopMaTnpoBaHHbIe NOrMYeCcKMe ToMa He NOALEPKUBAKOTCA.
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CoBmecTumocTb cepBepa IBM Spectrum Protect c ppyrumu

npoayktamu IBM Db2 B cucteme

Mpv onpeaeneHHbIX orpaHMUYeHnsX Ha OAHOM KOMMbtoTepe ¢ cepBepoM IBM Spectrum Protect MoXHO
YCTAHOBUTb ApYyrve NpoayKTbl, KOTOpbIe TOXe BHeOPStoT U Ucnonb3ytoT Db2.

Ecnu Bbl XOTUTE YCTAHOBUTb M UCMOJIb30BaTb APYre NPOoAyKTbl, KOTOpble MCNOMb3yoT NpoayKT Db2, Ha
0[lHOM KOoMMbloTepe ¢ cepBepoM IBM Spectrum Protect, ybeauTtech, YTo BbINOHAOTCS cleyowmne

ycnoBu4:

Tabnuya 12. ComecTumocTb cepepa IBM Spectrum Protect ¢ Opyrumu npodyktamu Db2 B cucteme

Kputepui

UHcTpyKuum

YpoBeHb BEPCUM

Lpyrve npoayKTbl, Mcnonb3yolwme Db2, nomxHbI
ncnonb3oBatb Db2 Bepcum 9 nnm Hosee.

MpoaykTbl Db2 BKNtouatoT B cebs noanepx Ky
NHKaNCyNauMn 1 pasgeneHuns NpoayKToB, HauYMHas
c Bepcun 9. HaumHasa ¢ 3Ton BEPCUK, MOXKHO
3anycKaTb HECKObKO Konui npoaykToB Db2 ¢
pasHbIMM YPOBHSAMM KOAA B OLHOWN CUCTEME.

YT106bI Y3HATHL 06 3TOM NoapobHee, cMOTpUTE
NHOPMALLMIO O HECKOJTbKMX KOMUSIX MO afpecy:
NHdopmaums o npoaykTe Db2.

ID n kaTanoru nonb3oBaTesnen

YbepguTtechb, uto ID nonb3osatenen, ID
N30/IMPOBaHHbIX NO/Ib30BaTENEN, MONOXKEHMNE
YCTaHOBKM, Apyrue KaTanoru u cBA3aHHasga
NMHOopMaLLUA HE UCMOb3YIOTCH OAHOBPEMEHHO B
HEeCKONbKMX ycTaHoBKax Db2. Bawwwu
cneumngukaumm AoMKHbI OTAMYaThCs oT Tex ID un
MOJIOXKEH WM, KOTOPbIE MCNOb30BaNMCh AN
YCTaHOBKW N KOH(UrypupoBaHua cepeepa IBM
Spectrum Protect. Ecnum Bbl CKOHUIypupoBanm
cepsep npu nomolum mactepa dsmicfgx, ato
6yoyT 3Ha4YeHWs, BBEEHHbIE BaMUX BO BPEMS
paboTbl ¢ MacTepoM. Ecnu Bbl Mcnonb3oBanu
MeTo[n, KOH(UTYypUPOBaHUS BPYUHYIO, BCMOMHUTE,
KaKue 3Ha4YeHUs Bbl MICNONb30BaNu ANng cepsepa
NPV BbINOTHEHUW 3TUX NpoLeayp (ecnm ato
notpebyeTtcs).
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(npodosmeHue)

Tabnuya 12. ComecTumocTb cepepa IBM Spectrum Protect ¢ Opyrumu npodyktamu Db2 B cucteme

Kputepui

UHcTpyKuun

BbloeneHune pecypcoB

OueHunTe pecypcbl U BO3MOXHOCTU CUCTEMBI,
COMoCTaBMB UX Kak ¢ TpeboBaHUSIMN ona cepeepa
IBM Spectrum Protect, Tak n gna gpyrumx
nporpamm, KOTopble MCMOJb3YOT NPoAyKT Db2.

Y7106bI 06ECNEYNTD LOCTATOMHO PECYPCOB ANS
OpYyrvx Npunoxenui Db2, HY>XHO N3MEHUTb
napameTpbl cepsepa IBM Spectrum Protect, Tak
4yTObbI CEPBEP MCMNOJIB30BAN MEHbLUE NAMATU U
pecypcos.

AHanornyHelM obpasom, ecnu paboume Harpyskm
ONs opyrux npunoxeHuin Db2 TakoBbl, 4TO MeXAay
3TUMK NPUAOKeHUAMU 1 cepepoM IBM Spectrum
Protect Bo3HMKaeT KOH(ANKT LOCTyNa K pecypcam
npoLeccopa uin naMaTun, 3To MOXeT
OTpULATENbHO CKa3aTbCs Ha NPOM3BOAMUTENIBHOCTH
cepBepa npu obpaboTke oxunpgaemon pabouen
Harpyske KfneHTa unm npu BbINOSHEHUN OPYrnxX
CepBEPHbIX OnepaLui.

YT106bI paspennTb pecypcbl u obecneunTs bonblue
BO3MOXHOCTEN HACTPOMKM U pacnpeneneHms
pecypcoB npoueccopa v NamsaTh U gpyrmx
CUCTEMHbBIX PECYPCOB MEXAY HECKONbKMMU
NPUNIOXKEHNSIMU, PACCMOTPUTE BOSMOXHOCTb
MCMoNb30BaHMA normyeckux pasgenos (Logical
Partition - LPAR), pasgenoB pabouei Harpysku
(Workload Partition - WPAR) unu nHo nogaepxKu
BUPTYasbHbIX pabounx ctaHuun. Hanpumep,
3anyckanTe nporpammy Db2 B ee cobcTBEHHOM
BUPTYaslbHOW CUCTEME.

IBM Installation Manager

IBM Spectrum Protect ncnone3yet IBM Installation Manager - nporpaMMy yCTaHOBKM, KOTOpas MOXeT
MCMNOJIb30BaTh YAaNleHHbIe UK IOKaNbHble PENO3UTOPMM NPOrpamMMm A8 YyCTaHOBKM Unn 06HOBNEHMA

MHOrux npofaykrtos IBM.

Ecnu obasartenbHas Bepcua IBM Installation Manager elue He ycTaHOBNEHa, TO OHA aBTOMaTUYECKHU
yCTaHaBnmMBaeTcs unn obHoBnsieTcs npu yctaHoBke IBM Spectrum Protect. OHa gonxHa octaTbCst
YCTaHOBJIEHHOW Ha KOMMNbtoTepe, YToObI M033Ke MOXHO 6b1/10 0BHOBUTbL UK AeUHCTanIMpoBaTh IBM

Spectrum Protect.

Huxe npruBeneHbl 06bSCHEHUS HEKOTOPbIX TEPMUHOB, UCNOSIb3yeMbix B IBM Installation Manager:

Mpepno>xeHue

YcTaHaBnMBaeMbli Moaynb NPOrpaMMHOro NpoaykKTa.

MpennoxeHne IBM Spectrum Protect copepxunT Bce HocuTenu, kotopble Tpebytotcs IBM Installation

Manager ons yctaHoBku IBM Spectrum Protect.

MakeT

'pynna nporpaMMHbIX KOMIMOHEHTOB, HeobxooMMbIx ons YCTaHOBKW NpegnoXxXeHn4d.

MakeT IBM Spectrum Protect BkntoyaeT B cebs cnefyroLine KOMNOHEHThI:
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- MNporpamma yctaHoBkM IBM Installation Manager

 MpepnoxeHune IBM Spectrum Protect

Fpynna naketos

YctaHoBka cepeepa IBM Spectrum Protect

Habop nakeToB, NCNOMb3YOWMX 06LWMIA POOMTENBCKNIA KaTanor.

lpynna nakeToB no ymon4vaHuto ans naketa IBM Spectrum Protect - IBM Installation Manager.

Penosutopuii

YoaneHHas unun nokanbHaa 0bnacTb XpaHeHWs AaHHbIX U APYrMX PecypcoB Nporpammbl.

MakeT IBM Spectrum Protect xpaHuTcs B peno3utopun B IBM Fix Central.

Katanor o6wmux pecypcos
KaTanor, cogepalmuii haisibl MAn NogKsoyYaemMble MOAYM MPOrpamMMm, KOTOPble COBMECTHO
MCMNOJIb3YHOTCA NaKeTaMMu.

IBM Installation Manager xpaHuUT B kaTanore o6LMx pecypcoB CBA3aHHbIe C YCTAHOBKOW (haisbl,
BKJ/IIOYas (halnbl, CNONb3yeMble A9 OTKaTa K npeabiaywen sepcum IBM Spectrum Protect.

KoHTponbHble CNUCKKU ANA NJIAaHUPOBAHUSA CBeAEeHUU 0 cepBepe

KOHTpOsbHbIE CIIMCKX MOMOryYT BaM CrflaHMPOBaTbh 06BbEM U pacnosioxeHne NPoCTpPaHCTBa XpaHeHs,
Heobxoanmoro cepepy IBM Spectrum Protect. Mix MOXKHO MCNONb30BaTh TaKXKe OJ1 COXPaHEHUs
TpaccupoBku MMeH 1 ID nonb3oBaTtenen.

AnemeHT

Heobxopumoe
NPOCTPAHCTBO

Yucno Kartanoros

Mono)xeHue KaTanoros

Bbasa gaHHbIX

AKTUBHbIV XypHan

APXVBHBIN XypHan

HeobgasaTenbHo:
3epKanbHas Konus
aKTMBHOrO XypHana

HeobasaTensHo:
BTOpWYHbBIN apXMBHbIN
XypHan (pesepBHblii
KaTanor Ans apxMBHOro
XypHana)

AnemMeHT

UmeHa u ID nonb3soBaTteneu

Pacnono>xxeHue

ID nonb3oBartesns akzemnasapa

Ona cepsepa, To ecTb ID,

KOTOprIZ ncnonb3oBanca angd

3anycka v paboTbl cepBepa
IBM Spectrum Protect
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AnemMeHT UmeHa u ID nonb3soBaTteneu Pacnono>xxeHue

LomawHul katasaor gns
cepBepa, TO eCTb KaTanor,
copepxawmm 1D
nosib3oBaTesNs ak3eMnaspa

Mms ak3emnnsipa 6assbl
OaHHbIX

Kartanor aksemnaspa pns
cepBepa, NpeacTaBAsoLWmii
cobon kaTanor ¢ hannamu,
CBSI3aHHbIMW UMEHHO C
OaHHbIM 3K3eMMNSPOM
cepBepa (thain cepBepHbIX
onuun n gpyrue gannol,
CBSI3aHHbIE C CEPBEPOM)

NMa cepBepa; 419 KaXKa0ro
cepBepa UCnosb3ymnTe
YHUKanbHOE UM4A

NMnaHupoBaHue eMKOCTU

MnaHnpoBaHue eMkocTn ans IBM Spectrum Protect BknitouaeT B cebsi ynpaBiieHMe TakuMK pecypcamu,
Kak 6a3a paHHbIX, XXypHas BOCCTAHOBIEHMS Y COBMECTHO Mcnosib3yemas 0b6acTb pecypcos.

Mpe>xpe yeM HavaTb

ﬂ,)‘lﬂ MaKCMMa/lbHOIo yBesin4eHuna pecypcoB KaK 4aCTu nNjiaHMpPoOBaHNA EMKOCTU H806XOJJ,I/IMO OLeHUTb
Tpe6OBaHI/Iﬂ K MPOCTpPaHCTBY ONA 6a3bl OaHHbIX N XXYPHaJia BOCCTAaHOBJIEHUA. B obnactu coBMecTHO
NCMNoJib3yeMbIX peCcypcoB O0JTIXKHO ObITb OOCTAaTOYHO NMPOCTPaHCTBaA A4 Ka)K,D,oVI YCTaHOBKW NN~
obHoBNEHMS.

OueHKa Heob6xopumoro o6bemMa npocTpaHcTBa Ans 6asbl AaHHbIX

OueHnTb Heobxoaumoe Ana 6asbl faHHbIX MPOCTPAHCTBO MOXKHO, UCXOASA U3 MAKCUMMaslbHO A0MNYCTUMOro
yucna hannos, 0GHOBPEMEHHOI0 HAXOAALWMXCA B CUCTEME XpaHEeHWs cepBepa, UM Ha OCHOBE EMKOCTU
nysia XpaHeHus.

06 3Tou 3apaue

B kauecTBe HavanbHOro o6beMa npocTpaHcTBa 6asbl AaHHbIX MOXHO NOPEKOMEHA,0BAaTb UCMONb30BaThb
He MeHee 25 'b. [locTyn K NpoCTPaHCTBY (DaiioBON CUCTEMbI NPEAOCTaBNSETCA AONXKHbIM 06pasom.
Pasmep 6asbl faHHbIx 25 b goctatoueH ana cpenbl TECTUPOBAHUS MW CPebl, BKITHOUAKOLLEN TONBKO
MeHepxep 6ubnuoTek. [1na nponsBOACTBEHHOIO cepBepa C NOALEPHKKOM KITMEHTCKMX paboumx Harpysok
pasmep 6asbl AaHHbIX foKeH bbiTb 6onblwe. ECnv Bbl MCMoNb3yeTe ANCKOBbIE MySbl XPAHEHUS C
npoun3BosibHbIM goctynom (DISK), noTpebyeTcs ONONHUTENbHOE NPOCTPAHCTBO XpaHeHUs 6a3 faHHbIX U
YXYpPHanoB 419 NyN0B XPaHeHUs C nocnenosaTesibHbIM JOCTYMNOM.

MakcurManbHbI pasmep 6a3bl gaHHbix IBM Spectrum Protect - 8 Tb.
NHopmaumio 06 oueHke pasmepa 6asbl faHHbIX B NPOM3BOACTBEHHON Cpefe Ha OCHOBE Yncna hanios 1
pasmepa nyna XxpaHeHUss CMOTPUTE B TEMaX HUXKeE.

OueHKa Tpe6oBaHUI K NPOCTPAHCTBY 6a3bl AaHHbIX HA OCHOBe uucna hanos

Ecnun BO3MOXHO OLEHUTb MaKCMMalibHOe KONM4YecTBo (hannioB, KoTopble ByayT OQHOBPEMEHHO
HaxoounTbCa B CUCTEMEe XpPaHEeHUA cepBepa, 3TO YMC/0 MOXKHO NCNONTb30BaTb AJ1d OUEHKN Tpe6OBaHMl7'I K
NpPoCTPaHCTBY H6asbl AaHHbIX.
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06 3Tou 3apaue

Lnsa oueHkun TDEGOBaHMVI K O6'beMy NPOCTpPaHCTBa Ha OCHOBE MaKCMMaJIbHOIo Yncna (baVI}'IOB B Cucteme
XpaHeHna cepBepa VICI'IOJ'Ib3yl7ITe cnepywuine pekomeHgaunnm:

« 600 - 1000 6aiT Ha KaXXAyH XpaHMMYH BepCUIo (harna, BKtoYas pesepBHble Konumn 0bpasos.

OrpaHquHMe: Ciopa He BXoguT NPOCTPaHCTBO, UCMOJIb3yeEMOE BO BpeEMA AeayrnKaunnm gaHHbIX.

« 100 - 200 6anT Ha Kaxxabli KIWMPOBAHHbBIN haiin, hanin nyna xpaHeHUs KONWI, ana nyaa akTUBHbIX
OAHHbIX 1 0enynanuMpoBaHHbIn ann.

« [1ononHUTENbHOE NPOCTPaHCTBO TpebyeTca anga onTuMmnsauum 6asbl JaHHbIX B YacTy NOAAEPKKM
NnepeMeHHbIX CXeM A0CTyna K aHHbIM U BHYTpeHHel 06paboTku OaHHbIX Ha cepBepe. 0bbeM
[NOMNONTHUTENbHOro NpocTpaHcTBa paBeH 50% oLeHeHHOro pasmMepa NaMaTu ana xpaHeHus hainosbix
0b6beKTOoB.

B cnepnytowem npuMepe 0N eANHCTBEHHOMO KITMEHTA BblYMCIEHMSA OCHOBbIBAOTCA Ha MaKCMMalbHbIX
3HAUYEHUAX U3 NPeablayLMX MHCTPYKLKUIA. B npuMepax He y4uTbiBaeTCA BO3MOXHOE MCMONb30BaHme
obbeanHeHus thannos. B obuwem cnyyae obbeanHeHme hannos cokpawaet obbem Tpebyemoro
npocTpaHcTBa 6a3bl gaHHbIX. O6beanHeHne annos He 3aTparnBaeT NepeHeceHHble thalnbl.

Mpouepypa
1. BblumcnuTe umcno sepcuit hannoB. YTobbl MonyumTb YUNCNO BEPCUIA halinoB, CNOXKUTe cnepyouwme
3HaYeHNs:

a) Bbluncnute uncno pesepBHbIX KONuin hainnos.
Hanpumep, ogHOBpeMeHHO MoxeT cywecTtBoBaTh A0 500 000 pe3epBHbIX KOMUA KITMEHTCKMUX
tharnos. B 3ToM npuMepe NonnTMKKN xpaHeHnsa TpebytoT, UTobbl XpaHWIOCh 0,0 TPEX Pe3ePBHbIX
KOMUI Kaxaoro anna:

500 000 tdannoe * 3 konuum = 1 500 00O dainnos
b) BbluMCnUTE KOMMUECTBO apXMBHbIX halinoB.

Hanpumep, 0o 100 000 KnMeHTCKMX (hansioB MOryT HbiTb apXMBHBIMU KOMUSMMU.

¢) BblumcnmTe KonnyecTBo nepeHeceHHbIX hannos.
Hanpumep, oo 200 000 knmneHTCKnX hannoB MOryT 6biTb NepeMelleHbl C KIIMEHTCKUX pabounx
CTaHLUMN.

Ecnu gna kaxgoro canna Tpebyetca 1000 6anT, To 06Wmin 06beM TpebyeMoro ons npuHagnexawmx
KNMeHTaMm hainnoB npocTpaHcTBa 6asbl gaHHbIX - 1,8 I'b.
(1 500 000 + 100 OO0 + 200 0OO) * 1600 = 1,8 b

2. BbluncnmTe YMCNIO KILUMPOBaHHbIX (haiinos, hainsioB nyna XxpaHeHUs KOnuii, hanios nyna akTUBHbIX
JaHHbIX M efynavuMpoBaHHbIX (haisoB:

a) BblumcnmTe KONMUECTBO KILUMPOBAHHbLIX KOMUA.
Hanpumep, KalwmpoBaHWe paspeLleHo B ANCKOBOM Nyfe xpaHeHus pasmepom 5 6. BepxHui
nopor nepeHoca nyna paseH 90%, a HMHUIN - 70%. TakuMm obpasom, 20% AMCKOBOro nyna, To
ecTb 1 'b, ByaeT 3aHATO K3LWMPOBaHHbIMYK (hannamu.

Ecnu cpenHuin pasmep hanna okono 10 Kb, B k3awwe B 110601 MOMEHT BPEMEHU HAXOAUTCA OKOMO
100000 channos:

100 000 (annos * 200
6anT = 19 Mb

b) BbluncnuTe KonmMyecTBo (aiinoB nyna XpaHeHUst Konui.
[lns BCcex OCHOBHbIX My/I0B NaMATU CO34aeTCs pe3epBHas Konus:

(1 560 000 + 100 0OO + 200 000) * 200 6anTt = 343 Mb

C) BbluMcnmTe KONnMYecTBo akTUBHBbIX (baﬁJ'IOB nyna XxpaHeHusd.
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Bce naHHble aKTUBHbIX pe3epPBHbIX KOMUIN KIIMEHTa B NEPBUYHBIX MyJlax XpaHEeHUs KOMMPYHOTCS B
Nyn XpaHeHUs akTUBHbIX AaHHbIX. JonyctuM, uto 500 000 Bepcuin 1 500 000 pesepBHbIX KOMNIA
thannoB B OCHOBHOM MyJie ABASAOTCA aKTUBHbIMU:

500 000 * 200 6anT = 95 MB

d) BblumMcanTe KonMUecTBo AeAyNNLUPOBAHHbIX OaHHbIX.
[onycTuM, 4To Nyn XpaHeHUs AaHHbIX, MOABEPTrHYTbIX Aeaynankaumm, conepxunt 50000 dainnos:

50 000 * 200 6anT = 10 Mb

Ha ocHOBaHWMM 3TUX BbIYMCIEHWN A8 KIIMEHTCKMUX K3WNMPOBaHHbIX (hannoBs, hanioB nyna XxpaHeHus
Konui, halnos Nnyna aKTUBHbIX JAaHHbIX U AeOynnMumMpoBaHHbIX dannos Tpebyetca npumepHo 0,5 B
LOMONHUTENBHOrO NPOCTPaHCcTBa 6asbl AaHHbIX.

3. Bblumcnnte 06beM JONOAHUTENBHOMO NPOCTPAHCTBA, TPebyeMbln ons onTumMusaumm 6asbl LaHHbIX.
Onsa obecneyveHns oNnTUMaNbHOro JOCTYNa K AaHHbBIM W yNpaBneHus cepsepom TpebyeTcs
LOMNOJIHUTENbHOE NPOCTPaHCTBO 6a3bl faHHbIX. O6beM LOMNONHUTENBHOIO NPoCcTpaHcTBa 6asbl
OaHHbIX paBeH 50% o6Lwero npocTpaHcTBa, HEOBXo0AMMOro ans xpaHeHus hannoBbix 06bEKTOB.

(1,8 + 6,5) *x 50% = 1,2 Tb

4. Bblumcnute obwmim 06beM npoctpaHcTBa 6asbl AaHHbIX, TpebyeMbln ang aToro knmeHTta. O6wnn
06beM cocTaBuT NpmuMepHo 3,5 INb:

1,8 +0,5+ 1,2 =3,5Tb

5. BbluncnuTe 06Wwmnin 06beM NpocTpaHcTBa 6a3bl AaHHbIX, TPebyeMbIli A5 BCeX KIIMEeHTOB.
Ecnv npenblaywime oueHKW NpuBeaeHbl A8 TUMMYHOIO KNMeHTa 1y Bac 500 TaKux KIMEHTOB, TO
MOXHO MCMOMb30BaTb A/ NprMepa CredyoLLyo OLeHKy o0bwero o6bema NpocTpaHcTBa 6a3bl
[OaHHbIX, TpPebyeMoro s BCEX KIMEHTOB:

500 * 3,5 = 1,7 Tb

Pe3ynbTatbl

CogeT: B npvBefeHHbIX Bbille NpuMepax pesynbTaTbl NPeAcTaBnsioT co60ol NpUMepHbIe OLLEHKMN.
dakTuyeckuii pasmep 6asbl AaHHbIX MOXET OT/IMYATLCS OT OXKMAAEMOro M3-3a TaKMX PaKkTopoB, KaK
YKCIO KaTasIoroB 1 AJIMHA NMOJIHbIX UMeH (halinoB. PEKoOMeHOyeTCs NepnoanYecKy MponsBoanTb
MOHUTOPWHT 6asbl 4aHHBLIX U KOPPEKTUPOBATL ee pasmep, ecnu notpebyeTcs.

JanbHeuwune nencreusa

Mpu 0bbI4HbIX onepaumsax cepsepy IBM Spectrum Protect MoxeT noTpeboBaTbca BpeMeHHoe
npocTpaHCcTBO 6a3 faHHbIX. 3TO MPOCTPAHCTBO HEOBX0AUMO 4NN CReAyoWMX 3aaad:

« CoxpaHATb pe3ynbTaTbl COPTUPOBKM UK YNOPAL0UMBAHMUSA, KOTOPbIE ELLEe HE COXPaHEeHbl 1 He
ONTUMN3NPOBaHbI HENMOCPeaCTBEHHO B 6a3e AaHHbIX. T pe3ynbTaTbhl BPEMEHHO COXPaHATCA B 6ase
JaHHbIX onsa o6paboTKu.

 [pepocTtaBngarTb aﬂ,MVIHVICTpaTVIBHbIVI OOoCTyn K 6a3e gaHHbIX OOHUM U3 cnegyrowmx cnocobos.:

— Yepes knneHT Open Database Connectivity (ODBC) Db2

— Yepes knmeHT Oracle Java Database Connectivity (JDBC)

— /13 KOMaHAHOW CTPOKM KNMEHTA aMUHUCTPUPOBAHUS Ha cepBep C nomolubio Structured Query
Language (SQL)

Ncnonbaynte pononHutenbHble 50 b BpeMeHHOro npocTpaHcTBa Ha Kaxable 500 b npocTpaHcTBa ans
thannoBbix 06BEKTOB 1 oNTUMM3aLMN. CMOTPUTE UHCTPYKLMK B crepytowen Tabnuue. B npumepe,
MCNONIb30BaHHOM B NpeablayLem ware, gns gannosbix 06bekToB 1 onTuMmsaumm ana 500 knmeHToB
TpebyeTtcs 0bwnin 06bemM npoctpaHcTBa 6a3bl gaHHbIX 1,7 Th. Ha 0CHOBaHMWM 3TUX OLEHOK eLle OKOMOo
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200 I'b TpebyeTcs gns BpeMeHHOro npocTpaHcTBa. CyMMapHbI 06beM Tpebyemoro npocTpaHcTBa 6asbl
JaHHbIX cocTaBnseT 1,9 Th.

MuHuManbHble noTpe6HOCTU BpeMEeHHOro
Pasmep 6a3bl AaHHbIX npocTpaHcTBa

<500TBb 50TBb

2500Mbun<1Tb 100TB

21Tbu<1,5Tb 150TB

21,51n<2Tb 200TB

22n<3Tb 250-300Tb

23n<4Tb 350-400TBb

OueHKa Tpe6oBaHMM K NPOCTPAHCTBY 6a3bl AaHHbIX HA OCHOBE MOLLHOCTH
nyna XxpaHeHus

Y106bI OLLEHNTb TPebOBaHMSA K MPOCTPaHCTBY H6a3bl AaHHbIX HA OCHOBE MOLLHOCTU MyJia XpaHeHus,
ncnonbaynte KoahduumeHT 1 - 5%. Hanpumep, ecnm Bam TpebyeTcs MOLLHOCTb Nyna xpaHeHus B 200
TB, pasmep 6a3bl faHHbIX cOcTaBUT NpuMepHo 2 - 10 Tb. Kak obuiee npaBuno, coenante Bawy 6asy
OaHHbIX HACTOJIbKO 60/IbLLION, HACKOIBKO 3TO BO3MOXHO, YTOObI NPeoTBPaTUTb HELOCTATOK NaMATH.
Ecnu B npocTpaHcTBe 6asbl AaHHbIX HE XBATUT NaMsATH, MOXET NPon30oinTK cboin onepaumnini cepeepa u
onepawmin COXpaHEeHWS, BbIMOSTHAEMbIX KIIMEHTOM.

MeHep)xep 6a3 paHHbIX U BPpeéMeHHOoe NPOCTPAHCTBO

MeHepxep 6as gaHHbIx cepBepa IBM Spectrum Protect BbigenseT CMCTEMHYH0 NaMATb U ANCKOBOE
NPOCTPAHCTBO AN 6a3bl 4aHHbIX 1 ynpaBnseT MMu. O6beM HYXKHOro NpocTpaHcTBa 6asbl AaHHbIX
3aBUCUT OT 06beMa JOCTYMNHOM NaMaATN CUCTEMBI U paboyen Harpy3ku cepeepa.

MeHenxep 6a3 faHHbIX COPTUPYET AaHHbIE B ONpeaeneHHOM nopsiake, kak B onepatope SQL, koTopbii
BBOOMTCS AJ19 3anpoca AaHHbIX. B 3aBMcMMOCTM OT pabouelt Harpysku Ha cepBepe, ecniv 06beM AaHHbIX
6onblue, YeM MoxeT obpabaTbiBaTb MeHegKep 6a3 AaHHbIX, 3TU YNOpPSaA0UYEHHbIe AaHHblE pa3MelLanTes
BO BPEMEHHOM OMCKOBOM NpPOCTPaHCTBe. [laHHble pacnoniaratoTcs BO BPEMEHHOM AMCKOBOM
NpoCTPaHCTBE, KOr4a yxe cyuectsyeT bonblwon Habop pesynbTaToB. MeHemxep 6as faHHbIX
OMHAMUYECKM yNpaBaseT NamMsATbio, UCMONb3YEMON NpU pa3MeLLeHNN faHHbIX BO BPEMEHHOM AUCKOBOM
NpPoCTpaHCTBe.

Hanpumep, 60sbluol 06beM pe3ynbTaToB MOXET BO3SHUKHYTb Npu 06paboTke ycTapeBaHMs AaHHbIX.
Ecnuv namMaTy cucTeMbl HEAOCTATOUHO A1 XPaHeHUs Habopa pe3ynbTaToB, HEKOTOPbIe AaHHbIe
pa3sMeLLalTCca BO BpEMEHHON ANCKOBOM NPOCTpaHCcTBe. ECnv Bo BpeMsi 06paboTku ycTapeBaHusi BbiGpaH
ypesMepHo HonbLLON y3en nnn dainnoBoe NPOCTPAHCTBO, TO MeHeakep 6a3 faHHbIX He CMOXKeT
OTCOPTMPOBATL AaHHble B NaMsATU. 15 COPTUPOBKM AaHHbIX MeHexepy 6a3 gaHHbIX NoHaZobuTcs
BPEeMeHHOe MPOCTPAHCTBO.

Y706kl 3anycTUTL Oonepaunn 6asbl 4aHHbIX, PACCMOTPUTE BO3MOXHOCTb A06aBrieHns npocTpaHcTBa basbl
OaHHbIX ONs credyoWwmnx CueHapmes:

« Y 6asbl faHHbIX ManeHbKKI 06bEM NPOCTPAHCTBA, 1 onepaLmn cepeepa, KoTopbiM TpebyeTcs
BpEeMeHHOe NMPOCTPAHCTBO, MCMOMb3YHOT OCTABLLYHOCS HE3aHATYIO NaMsaTh.

« dalinosble NPOCTPaHCTBA BENMUKN, UNN ONA HUX Ha3HAYeHa NoJINTKKa, KOTOpad co3gaeT MHOro Bepcvn7|
thannos.

» CepBep IBM Spectrum Protect gonxeH 6bITb 3anyLLeH C orpaHMyYeHHbIM 06beMOM namMaTu. ns
3anycka cBoux onepaumi 6asa gaHHbIX MCMONb3YeT r1aBHyO NaMaTb cepeepa IBM Spectrum Protect.
OfHaKo ecnu NnamMaTu HeJocTaTovHO, cepBep IBM Spectrum Protect BoigenseT gnsa 6asbl JaHHbIX
BPeMeHHOe NPOCTPaHCTBO Ha aucke. Hanpumep, ecnu goctynHo 10 I'b namaTtu, a ons onepaumii 6asbl
OaHHbIX TpebyeTca 12 I'b, 6a3a gaHHbIX MCNOb3yeT BPEMEHHOE MPOCTPaHCTBO.
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« Mpwn BHeapeHuu cepeepa IBM Spectrum Protect nosiButca coobuieHne 06 owmnbke HegoCTaTOK
namaTu 6asbl paHHbiX. OTCNEXMBaNTe B aKTMBHOM XYypHasne cepeepa coobLieHus, oTHocsAWMeCs K
npocTpaHcTBy 6a3 fAaHHbIX.

Ba)kHoe 3aMeuaHue: He nsmensainte nporpammy Db2, ycTaHaBnMBaeMyto BMeCTe C NakeTamMmn YyCTaHOBKM
M nakeTamu ncnpasneHun IBM Spectrum Protect. He ycTaHaBnvnBanTe opyryrto Bepcuto, BbiNMycK Uan
nakeT UCMPaBEHNI 1 He NPoM3BOAUTE OBHOBNEHWUE [0 APYrol BepPCUK, BbiNyCcKa Unm naketa
ncnpaeneHnin nporpamMmmbl Db2, ytobbl He NnoBpeguThb 6a3y AaHHbIX.

Tpe60oBaHUSA K NPOCTPAHCTBY >XYPHaNia BOCCTAaHOBJIEHUS

B IBM Spectrum Protect TepMUH #ypHa1 BOCCTAHOB/IEHUS BKNOUaeT B ceba aKTUBHbIX XYypHan,
APXUBHbIW XYPHaI, 3ePKasibHYHO KOMWI0 aKTUBHOIO XypHasa 1 apXMBHbIN KypHan BOCCTAHOBIEHNUS NPU
oTKase. TpebyeMblii 06beM NPOCTPAHCTBA 415 XYypHana BOCCTAHOBIEHWS 3aBUCUT OT PasfINYHbIX
thakTOpOB, HANpMMEp, OT MHTEHCMBHOCTM ONepaLMii KIIMEHTA Ha cepBepe.

MpPoCcTPaHCTBO AaKTUBHbBIX U APXUBHDbIX XXYPHasNoB

OueHnBaa HeobX0AMMbIN pasMep NaMATH 478 aKTUBHOMO 1 apXMBHOMO XYPHAOB, BKIIOUNTE HECKOJIbKO
[OMNONTHUTENbHbIX CTPAHUL, Ha Cy4all HenpeaBuaeHHbIX 06CTOATENbCTB, HAMPUMEP, CyYanHbIX TAXeNbIX
pabo4mnx Harpy3oK 1 BocCcTaHoBNeHUs nocne cbos.

MakcuMasnbHbI pasmep akTUBHOMO XXypHana ansa cepsepos IBM Spectrum Protect Bepcun 7.1 n HoBee
nomkeH coctaBnatb 512 'b. Pasmep apXMBHOI0 XypHasa orpaHMyeH pasMepoMm (annoBor CUCTEMBI, B
KOTOPOW OH YCTaHOBJIEH.

YuuTbiBalTe crnepytowme obuimne pekoMeHaaunmn ans oLeHKM pasmMmepa akTUBHOMO XypHana:

« PekoMeHayeMbIl HaYanbHbIM pasmep akTUBHOMO XXypHana - 16 I'b.

« Y6enuTech, UTo pasMep aKTUBHOMO XypHasa 4OCTaToueH, No KpanHen Mepe, AN TexX TeKYLLMX
onepaumi, Kotopble 06bi4HO 06pabaTbiBalOTCA CEpBepOM. B KauecTBe Mepbl NPEnOoCTOPOXHOCTM
nonblTanTeck yyectb HanbosbLUni 06beM PaboThl, KOTOPYIO CEPBEP MOKET BbIMOHATD
eanHoBpemMeHHo. ObecneyubTe 4159 aKTUBHOIO XKypHasa HeKOTOPbI A0MNOAHUTENbHbIN 06beM
MPOCTPaHCTBa, KOTOPOE MOXKET UCMOSMb30BaThca Npu HeobxogumocTu. NpegycmoTpute 20%
[OMONMHUTENIbHOr0 MPOCTPaHCTBA.

« OTcnexuBanTe UCMoNb3yeMoe M AOCTYNHOE NPOCTPAHCTBO aKTUBHOIO XypHana. Mpu HeobxoanMocTu
noacTpanBanTe pasMep akTMBHOIO XXypHana B 3aBUCUMOCTU OT TakuX hakTOPOB, KaK akTMBHOCTb
K/MEHTOB M YPOBEHb onepauuii cepeepa.

« YbepuTech, YTO pasMep KaTanora, B KOTOPOM COAEPKMUTCA aKTUBHbIN XypHasl, He MeHbLLEe pasMepa
camoro xypHana. Ecnu katanor 6onblue no pasmepy, YeM aKTUBHbIN XypHan, Npu HeobxogMMoCTH OH
MOXeT Mcnonb3oBaTbes Ans 06paboTkn aBapmMinHOro BOCCTaHOBEHNS.

« Y6eguTech, uTo B hariioBoO CUCTEME, KOTOPaA COAEPKUT KaTasrior akTUBHOIO XypHana, ecTb no
KpainHeit mepe 8 I'b cBobogHOro MecTa Ana TpeboBaHuii BpeMeHHbIX NepeMeLLeHni Xy PHaoB.

PekoMeHAyeMbIln HauvasibHbIV pasMep apXMBHOro XypHana - 48 I'b.

KaTanor apxmBHOro xypHana AonxeH 6biTb A,0CTaTOUHO 60MbLWKUM, YTOBbI B HEM YMECTUNUCH thainbl
ypHana, creHepupoBaHHble C MOMEHTa Moc/iefHero nosaHoro pesepBHoOro KonupoeaHusa. Hanpumep,
€CNn Bbl MPOU3BOANTE pPe3epBHOE KONMpoBaHue H6a3bl JaHHbIX eXeAHEBHO, KaTanor apXMBHOIO XypHana
OOM¥eH BbITb 4,0CTAaTOUHO 60MbLINM, YTOBbI B HEM YMECTUNUCH (haisbl XXypHana ang Bcex onepatuit
K/TMEHTOB B TeueHue 24 yacos. YTobbl 0CBOBOANTL NPOCTPAHCTBO, MPY MOMHOM PE3EPBHOM
KonupoBaHUK 6asbl AaHHbIX CEpBeEp yaanaeT ycTapesLime (anbl apxXMBHOTo XypHana. Ecnu katanor
ApPXMBHOTO XYypHana nepenosiHaeTca, a KaTanor pe3epBHOro apxmMBHOro XypHana He CyLLecTByeT, thansbl
YXYypHana ocTaroTca B KaTasiore akTMBHOIO ypHasa. 3T0 YCloBME MOXET NMPUBECTU K OCTaHOBKE cepBepa
B CBA3M C NepenosiHeHMeM KaTasiora akTMBHOMO XypHana. [1pu NnoBTOPHOM 3anycKe cepBepa yacTb
MCMOJIb3yeMOro A9 aKTUBHOIO ypHasia NpocTpaHCTBa 0cBoboXKaaeTcs.

Mocne ycTaHOBKM cepBepa Bbl MOXKETE OTC/IEXMBATb MCMNOSIb30BaHNE apXMBHOIO XYypHana u
NMPOCTPAHCTBO KaTasiora apxmBHOro xypHana. Ecnn Katanor apxmMBHOIo XXypHana nepenosiHAeTcd, TO 3TO
MOXET NpunBecCcTn K creayrowmnm npo6neMaM:
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« CepBep He CMOXKeT NPOBECTM NOSIHOe pe3epBHOE KonnpoBaHue 6asbl AaHHbIX. MiccnenyinTte u

paspelumnTe 3Ty npobnemy.

 [pyrvie NnpunoxeHus, BbINOMHSAIOT 3aMMUCb B KaTanor apXMBHOIO XypHana, yMeHbLlas 06bem
AOCTYMHOrO OJ1S apXMBHOIO XXypHasa NpoCcTpaHCcTBa. He ncnonb3ynTe NnpoCTPaHCTBO apXMBHOIO
XKypHana ans opyrux npunoXxeHun, B TOM vyncne gns gpyrux cepsepos IBM Spectrum Protect.
Y6enntech, UTO y KaXAOro cepBepa CyLecTBYeT OTAEbHOE NOJIOXKEHNE XPaHEHNS, KOTOPbIM BlageeT
M ynpaBnsieT AaHHbIN cepBep.

Mpumep: oyeHka pasmepa AKTUBHOIO U APXUBHOI0 XYPHAI0B 0711 0CHOBHbIX
onepayuli coxpaHeHus1 daHHbIX KJIUeHTaMuU

OcHOBHble onepaunn coxpaHeHna AaHHbIX KJIMEHTaMW BK1HOYaloT B cebs pe3epBHOeE KonnpoBsaHue,
apxmBnpoBaHne N ynpassieHMe NpoCTpaHCTBOM. npOCTpaHCTBO XXYpPHanioB OO/1XKHO ObITb AOOCTAaTO4YHO
6OJ'IbLLIl/IM, yTOOBbI O6pa6aTbIBaTb BCe BbIMoNHAEeMble OQHOBPEMEHHO onepaunm CoOXpaHeHn4d.

YT06bI ONpenenmTb pasMepbl aKTUBHbIX U aPXUBHbIX XYPHAOB 4719 OCHOBHbIX OnepaLuii CoxpaHeHus,
BbIMOJIHAEMbIX KIIMEHTAMW, UCMOJb3YyITE CleayoLLyio PopMyny:

YNCNIO KJIMEHTOB X

4yunucno ¢aﬁﬂOB, COXpPaHeHHbIX B Te4deHue KaHﬂOﬁ TPaH3aKuun

X pa3sMep NPOCTPaHCTBa MypHana, HeobGXOAMMbIM And Kawgoro danna

Takoe BblUMClIeHMEe NCMNOJIb30BAaHO B NpUMepe B C)'IG}J,yPOLLI,EVI Tabnuue.

Tabnuya 13. OcHOBHbIE onepayuu CoxpaHeHusi 0aHHbIX KITUEHTaMU

3HauyeHuqa
AneMeHT npumepa |OnucaHue
MakcumanbHoe uncno knmeHTckux | 300 Yncno KNMEeHTCKNX y310B, B KOTOPbIX MPOM3BOLAUTCS
y3/10B, B KOTOPbIX O4HOBPEMEHHO pe3epBHOE KONMMPOBaHMe, apXMBMPOBaHME 1 NePEHOC
BbIMOJIHAETCS pe3epBHoe OaHHbIX KaXKAyt HOYb.
KOMMpOBaHWe, apxXnBmpoBaHme u
nepeHoc JaHHbIX B 1loboe Bpems
KonunuecTso ¢hainos, 4096 3HaveHue onunm cepsepa TXNGROUPMAX no ymonyaHuto -
COXPaHSAEMbIX 32 KaXayto 4096.
TpaH3aKuuo
Pasmep npocTpaHcTBa ypHanos, |3053 6anta |3HauveHune 3053 banTa ang Kaxxgoro anna B TpaH3aKLum

HeobxoaMMbIN ons Kaxaoro garnna

npencTaBnsieT KonM4yecTBo 6aiT B XypHane,
HeobxoomMmoe Ans pe3epBHOro KONMpoBaHUa halinos oT
knnenTa Windows, roe annHa nmeH dannos - oT 12 oo
120 banrT.

3T0 3HaYeHMe OCHOBbIBAETCS Ha pe3ynbTaTax TeCTOB,
BbIMNOJIHEHHbIX B TabOPATOPHbIX YCIOBUAX. TN TECTbI
BKJItOUanM B cebst KNMeHTbl pe3epBHOro KONMMPOBaHMS U
apXMBMPOBaAHUS, BbIMOJIHABLUME ONepaunum pesepBHOro
KOMWUPOBAHMSA B AUCKOBbIM My XpPaHEHUS C
npounsBosibHbIM goctynom (DISK). Mynel DISK nprBogaT K
6onblIeMY pa3Mepy XypHaNoB, YeM MNyJibl XpPaHEH S
nocnepoBaTeNnbHOro goctyna. MpumeHanTe B pacyeTax
3HaueHuq, bonblune 3053 6anT, ecnu ganHa UMeH
coxpaHsieMblx hannoB - 6onblie, yem oT 12 o 120 6anT.
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Tabnuya 13. OcHOBHbIE Onepayuu coxpaHeHus 0aHHbIX KUueHTamu (npodosxeHue)

AnemeHT

3HaueHus
npumepa

OnucaHue

AKTUBHbIV XXypHaJ:
PekoMeHayeMbili pasmep

19,5161

NcnonbaynTe cnepytoulyto hopMysy AN BbIYMCIEHUS
pasMepa akTUBHOIO xypHana. OguH rurabant paseH 1
073 741 824 b6anr.

(300 knneHTOB X 4096 coxpaHsAeMblX 3a Kamaylo
TpaH3akuuw tannoe x 3053 6anTa Ha Kawabin
pann) + 1 073 741 824 6ant = 3,5 b

YBenunubTe 3TOT pa3Mep Ha PEKOMEHAYEMbIN HaYaNbHbIN
pasmep B 16 I'b:

3,5+ 16 = 19,5 Tb

APXVBHBIN XypHa:
PekoMeHayeMbili pasmep

58,5161

/3-3a TpeboBaHMsA BO3MOXHOCTW COXPaHEHUSI apXUBHbIX
YKYPHaJIOB 3a TpY LMKIa pe3epBHOro KonMpoBaHus 6asbl
[aHHbIX CepBepa YMHOXbTe 3TOT OLEHOYHbIV pasMep
aKTMBHOIO XXypHarna Ha 3, 4Tobbl OLEeHWUTb CyMMapHble
TpeboBaHWs K pasMepy apXMBHOIO XXypHana.

3,5x3=10,5Tb

YuTeM yBenuyeHue aToro pasmepa 3a c4eT oLeHEHHOro
HavanbHoro pasmepa B 48 I'b:

10,5 + 48 = 58,5 Tb

1 3nauenuns npumepa B 3o TabnuLEe UCNOMb3YHOTCS TOMBKO, YTOBbI MOKa3aThb, KaK BbIYMCNAKOTCA pasMepbl
AKTUBHbBIX XXYPHAJIOB M apXUBHbIX XYPHanoB. B nponsBoaCcTBEHHOW Cpeae, rae He UCMOMb3yeTes
Aefynnukaums, npeanaraemMblii MUHUMarbHbIV pasMep akTUBHOIO XypHana - 16 I'b. MNpegnaraemsbin
MVHUMaNbHbBIA Pa3Mep apXMBHOTO XYpHana B MPOU3BOLCTBEHHON Cpeae, rae He UCMOoMb3yeTes
aenynnukauus, coctanseT 48 I'b. Ecnv npmn NnoacTaHOBKE B NPUBEAEHHbIE OLLEHKW 3HAYEHUI oS Ballen
cpepbl nonyyaTtcsa pesynbTaThl, Npesblwatowme 16 I'b n 48 I'b, ucnonbaynTe 6onbluMe BENNUNHDBI SA5S OLEHKN
pasmepa akTUBHOMO WU apXMBHOIO XYypHana.

OTcnexuBarTe CBOW XypHasbl U Npu He0BXOAMMOCTM HacTpanBamTe UX pa3mepsl.

lpumep: oyeHKa pasmMepoB AKTUBHbIX U HEAKTUBHbIX }YPHAJI0B 0151 K/IUEHTOB,

ucnosib3yrouwux HeCKoJibKo ceaHcoB
Ecnu ona onunn knneHTa RESOURCEUTILIZATION 3apaHo 6onbluee 3HaueHMe, YeM N0 YMOMYaHUI0, U3-
3a OJHOBPEMEHHOCTM BbIMONMHEHUS yBeNn4mnBaeTcs pabouas Harpyska Ha cepsep.

YT1ob6bl oNpenenvTb pazMepbl aKTUBHbIX U apXUBHbIX XYPHAN0B, KOrAa KIIMEHTbI UCMOMb3YT HECKOBbKO
CeaHcoB, NpPMMeHNTe cnegytoluyto hopmyny:

UMCNO KJIMEHTOB X YMC/I0O CEaHCOB A9 KaXAoro KJMeHTa X u4ucio (hannoB, COXPaHEHHbIX
B TeYeHWe KawpoW TpaH3akuuMm X 0b6beM namaTW WypHana, Heobxoaumon Ans Kawporo ganna

Takoe BblYMCIIEHE NCNOJIb30BAaHO B NpUMepe B cne,u,yrou.l,eﬁl Tabnuue.
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Tabnuya 14. HeckoibKO CEAHCOB KUEHTA

AneMeHT 3HauyeHua npuMmepa | OnucaHue

MakcumanbsHoe Yncno 300 1000 YMCNo KIIMEHTCKMX y3/10B, B KOTOPbIX MPON3BOAMUTCSA
KJIMEHTCKUX Y308, B pe3epBHOE KOMMpoBaHWe, apxmMBmMpoBaHue N nepeHoc
KOTOpPbIX O HOBPEMEHHO OAaHHbIX KaX Ay HOYb.

BbIMOSTHAETCS pe3epBHOe

KonunpoBaHue,

apxvBupoBaHue 1 nepeHoc

OaHHbIX B ntoboe Bpems

Bo3MoXxHbIX ceaHcoB Ons 3 3 MapameTp onunm knmeHta RESOURCEUTILIZATION

KaXao0ro KnneHta

bonblue, YeM 3HaYeHme no YMOT4aHUIO. Kaxkoblin ceaHc
KNNEeHTa 3anyCKaeT napajiyiesibHO A0 TpeX CeaHCOB.

KonuuecTso hainos,
COXpPaHAEMbIX 33 KaXKayHo
TpaH3aKuuio

4096 4096

3HauveHue onuunm cepeepa TXNGROUPMAX no ymonyaHuto -
4096.

Pasmep npoctpaHcTBa
KypHanos, HeobxoauMbii
Ons Kaxpgoro anna

3053 3053

3HaueHue 3053 banTa ons Kaxporo darnna B TpaH3aKumm
npeacTaBnsieT KonmyecTBo 6aiT B XXypHane,
HeobxoomMoe ons pe3epBHOro KONMpoBaHms hannos oT
knuneHTa Windows, roe afinHa nmeH annos - o1 12 Ao
120 6anT.

3T0 3Ha4YeHMe OCHOBbLIBAETCS Ha pe3ybTaTax TeCcToB,
BbIMNOJIHEHHbIX B 1abopaTopHbIX YCNOBUAX. DTN TECThI
BKtOYanu B cebs KNIMeHTbl pe3epBHOro KONMPOBaHMA U
apXMBUPOBAHUS, BbINOMHABLLME OnepaLm pe3epBHoro
KOMMPOBaHWSA B AUCKOBbIN Ny XpaHEHUS C
nponsBosibHbIM gocTynom (DISK). Mynbl DISK npuBoaaT K
bonblLEeMY pa3Mepy XKypHaoB, YeM Nysbl XpaHeHus
nocnepoBaTesibHOro goctyna. NMpuMeHsanTe B pacyeTax
3HaveHus, 6onbwne 3053 6anT, ecnu onrMHa UMeH
CoxpaHsaeMblx hannos - bonble, yem ot 12 go 120 6anT.

AKTUBHbIV XXypHaJ:
PekoMeHayeMbili pasmep

26,5Tb1 |51TB1

Cnepytowme Bbluncnenma nposegeHol gnsg 300 KNMeHTOB:
OovH rurabant paseH 1 073 741 824 6awnT.

(300 kNMeHTOB X 3 ceaHca Ha Kawaoro KiauveHTa
X 4096 coxpaHseMblX 3a Kawayw TpaH3aKuuw
thannos x 3053 6auTa Ha Kawgph dann) + 1 073
741 824 = 10,5 b

YBenuuybTe 3TOT pa3Mep Ha PEKOMEHAYEMbIN HaYasIbHbIN
pasmep B 16 I'b:

10,5 + 16 = 26,5 Tb

Cnepytowme BbluncneHms nposegeHsl gns 1000
knueHToB: OguH rurabant paseH 1 073 741 824 6anT.

(1000 KnNMeHTOB X 3 ceaHcCa Ha KaKmooro
KnmeHTa X 4096 coxpaHsieMblX 3a Kamayh
TpaH3akuuiw thannoe x 3053 6alTa Ha Kammbii
thann) + 1 073 741 824 = 35 Tb

YBenuuybTe 3TOT pa3Mep Ha PEKOMEHAYEMbIN HaYasIbHbIN
pasmep B 16 I'b:

35 + 16 = 51 Th
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Tabnuya 14. HeckobKo ceaHCcoB KaueHTa (npodosxeHue)

3nemeHT 3HaueHusa npuMepa

OnucaHue

PekoMeHayeMblli pasmep

ApPXVBHbBIN XypHan: 79,5161 |153T161

MN3-3a TpeboBaHMA BO3MOXHOCTN COXPAHEHMWS apXUBHbIX
XKYPHaJIOB 3a TPU LMKIIa pe3epBHOro KonmMpoBaHus 6asbl
LaHHbIX CepBepa YMHOXKbTe 3TOT OLLEHOYHbIV pasMep
aKTUBHOIO XypHasna Ha 3, 4Tobbl OLEeHNTb CyMMapHble
TpeboBaHMs K pazMepy apXMBHOMO XypHana:

10,5 x 3 = 31,5 Tb
35 x 3 =105 Ib

YBeNnunM 3T1 pasMepbl HA PEKOMEHOYEMbIN HaYabHbIN
pasmep 48 I'b:

31,5 + 48 = 79,5 Tb
105 + 48 = 153 Tb

1 3HaueHuns npumepa B 3TOM TabNMLLE NCMOMb3YHTCA TOMBKO, YTOBbI MOKa3aTh, KaK BbIYWUCSIOTCA pa3Mmepbl
AKTUBHbBIX XXYPHAIOB M apXUBHbIX XYPHaNoB. B nponsBoacTBEHHON Cpeae, rae He UCMOoMb3yeTes
Aenynnukaums, npeanaraeMbli MUHUMasbHbINA pasMep akTUBHOIO XypHana - 16 'b. MNpepnaraembli
MUHMMaNbHbI pasMep apXMBHOIO XXypHasa B NPOU3BOACTBEHHOW Cpeae, rae He Ucnosb3ayeTcs
aenynnukaums, coctanseT 48 I'b. Ecnu npu nogctaHoBKe B NpUBEAEHHbIE OLE@HKN 3HAYEHUI A9 Ballen
Cpefbl nonyyartcs pesynbTathl, Npesblwatowme 16 b n 48 I'b, ncnonb3yinTte 6onbluve BENMUYMHBI AN1S OLLEHKM
pasmepa akTUBHOIO U apXMBHOIO XYypHana.

OTcnexuBarTe Ball aKTUBHBIN XYypHan 1 Npu HeobXxoAMMOCTU HacTpamMBanTe ero pasmep.

Mpumep: oyeHKa pasMepa AKTUBHOIO U APXUBHOI0 XYPHAI0B 015 onepauyuii

00HOBpeMeHHoll 3anucu

Ecnu onepauunmn pesepBHOro KONMpPOBaHUSA KIIMEHTOB UCMOSb3YIOT Ny/bl XpaHEHUs, KOTOpble
CKOH(UTrypnpoBaHbl 4719 OAHOBPEMEHHOM 3anucK, yeenuunsaeTca 06beM NpoCcTpaHCTBA XypHana,
Tpebyemoro ana kaxaoro danna.

MpocTpaHCTBO XypHana, TpebyemMoe Ana Kaxaoro taina, ysenmunsaerca npumepHo Ha 200 6anT Ha
KaxkObll My XpaHeHUsa KONuii, KOTOPbIN UCMoNb3yeTca A onepaumm oJHOBPEMEHHOM 3anucu. B

npuMepe B cnegytollen Tabnunue gaHHble COXPaHAKTCA B ABYX Nynax XpaHeHMs KON B OMOSTHEHNE K
nepBuUYHOMY Nyny xpaHeHusa. OLEeHOoYHbI pa3Mep XypHana yeenmumeaetcs Ha 400 6anT onsa Kaxaoro
thanna. Ecnm ncnonb3oBaTb pEKOMEHO0BaHHOE 3HaYeHMe NaMATU XypHana ana kaxaoro tdarna (3053

baliTa), NonHbI 06bem cocTaBuT 3453 banTa.

Takoe BbluMCneHne NCrnosib30BaHO B NpUMepe B cne,u,yrou.l,eﬁl Tabnuue.

Tabnuya 15. O0HOoBpeMeHHble onepayuu 3anucu

3HauveHus
AneMeHT npumepa |OnucaHue
MakcumanbHoe Yncno knneHTckux | 300 Y1cno KNMEeHTCKMX y3/10B, B KOTOPbIX MPON3BOANTCSH
y3/10B, B KOTOPbIX OAHOBPEMEHHO pe3epBHOE KOMMPOBaHWe, apXMBMpPOBaHNE N NepeHocC
BbIMNOJTHAETCA pe3epBHOe OAHHbIX KaXXOyt HOYb.
KOMMpOBaHMWe, apXnBUpPOBaHME U
nepeHoc gaHHbIX B ntoboe BpeMs
KonwnuecTso ¢hainos, 4096 3HaueHue onuum cepsepa TXNGROUPMAX no ymonyaHuto -
COXPaHSAEMbIX 3@ KaXayto 4096.
TpaH3aKumto
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Tabnuya 15. O0HoBpemeHHbIe onepayuu 3anucu (npodosxeHue)

AnemeHT

3HaueHus
npumepa

OnucaHue

Pasmep npocTpaHCTBa XypHanos,
HeobxoanMbI ANa Kaxaoro canna

3453 6anTa

3053 6anTa Ha kaxabin dhain natoc 200 6aiT Ha KaxabIn
My XPaHeHUs KOMWUA.

3HaueHue 3053 6anTa ons Kaxgoro darna B TpaH3aKLuum
npeacTaBnsieT KONMYecTBO balT B XypHane, Heobxognmoe
0J151 pe3epBHOro KONMpoBaHus ansioB oT KIMEHTa
Windows, rge anvHa umen tannos - ot 12 go 120 6anT.

3T0 3HaYeHMe OCHOBLIBAETCH Ha pe3y/ibTaTax TeCcToB,
BbINOSIHEHHbIX B 1abopaTopHbIX YCNOBUAX. ITW TECTbI
BKtOYaNu B cebs KNIMEHTbI PE3EPBHOr0 KONMPOBaHUS U
apX1MBUPOBaHMS, BbINOJIHABLUME OMepauum pe3epBHOro
KOMWPOBaHNS B AMCKOBbIN MyJ1 XpaHEHWS C MPOWU3BOJIbHbIM
noctynom (DISK). Mynbl DISK npuBoaaT k 6onbliemy
pasMepy XypHaNoB, YeM MNyJibl XpaHEHUS
nocnegoBaTenbHOro goctyna. NpumeHsanTe B pacyeTtax
3HayveHus, bonblume 3053 6anT, ecnu ganMHa UMeH
coxpaHsieMblx hannos - 6bonblue, Yem oT 12 oo 120 6anT.

AKTUVBHbIV XypHan:
PekomeHayeMbI pasmep

20761

NcnonbsynTe cnenytollyto opMyny AN BblUUCIEHUS
pasMepa akTUBHOIO ypHana. OaunH rurabant paseH 1
073 741 824 6anT.

(300 knueHTOB X 4096 coxpaHaeMblx 3a Kawayw
TpaH3akuuiw tainoe x 3453 6alTa Ha Kawabin
hann) + 1 073 741 824 6awut = 4,0 Tb

YBenuubTe 3TOT pa3Mep Ha PEKOMEHAYEMbIV HAYaSIbHbIN
pasmep B 16 'b:

4 + 16 = 20 Th

ApPXMBHbIN KypHa:
PekomeHayeMmbIi pasmep

60761

N3-3a TpeboBaHMA BO3MOXHOCTU COXPAHEHUSI apXUBHbIX
XKYPHaJioB 3a TPM LMKI1a pe3epBHOIro KONMpoBaHus 6assbl
[OaHHbIX CepBepa YMHOXbTE 3TOT OLEHOYHbIV pasmep
aKTUBHOIO XXypHasa Ha 3, 4Tobbl oLeHUTb TpeboBaHus K
pasMepy apxMBHOIO XypHana:

4 Tbx 3 =12Tb

YuTeM yBenmyeHne 3Toro pasmepa 3a c4eT OLLEHEHHOro
HavanbHoro pasmepa B 48 I'b:

12 + 48 = 60 Th

1 3HaueHns npumepa B 3ToN TabnuLLEe NCNONb3YHTCA TONbKO, YTOBbI NOKa3aTh, KaK BbIUUCAAIOTCS pa3Mepbl
AKTMBHbBIX XXYPHA/IOB N apXMBHbIX XXYPHaNoB. B Npon3BOACTBEHHOM Cpefe, rae He NCMNoJib3yeTcs
Aefynnnkaums, npeanaraemMbli MUHUMalbHbIM pasMep akTUBHOIMO XypHana - 16 I'b. NMpepnaraemsbii
MUHMMaNbHbIA pasMep apXMBHOIO XXypHasa B NPOU3BOACTBEHHOW CPeae, rae He NCnosb3yeTcs
denynnukaums, coctanset 48 I'b. Ecnun npu nogctaHoBKe B NPUBEAEHHbIE OLLEHKN 3HAYEHUI A9 BalLen
cpenbl nonyyaTcs pesynbTaTbl, NpeBbiwatowme 16 I'b n 48 I'b, ncnonb3ynTte 6onblUMe BENIMUYNHBI AS1S OLEHKMK

pasmepa akTUBHOIO M apXMBHOTO XypHana.

OTcnexumBanTe CBOM XypHanbl U Npu HeobXxooMMOCTM HacTpanBanTe UX pasmepsbl.
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Mpumep: oyeHKa pasMepa AKTUBHBIX U APXUBHbIX ¥YPHAI0B 07151 OCHOBHbIX onepauuli
CoOXpaHeHus OAHHbIX KJIUeHTaMu u onepayuli cepsepa

ﬂepeMeU.I,EHVIFl OaHHbIX B CUCTEME XPaHEHUA CepBepa, NpoLueCChI VI,EI,eHTVI(pVIKaLI,VIVI ana nenynnnkKaunn,
OCBOGO)K,D,EHVIG naMaTn n o6pa60TKa yCTapeBWnX AaHHbIX MOT'yT NponcxognTb OQHOBPEMEHHO C
onepaunamMmm coxpaHeHna gaHHbIX KITMeHTaMun. 3aﬂ,aLIVI AOMUNHUCTPUPOBAHUA, TaKMNE KakK
AAMUNHUNCTPATUBHbIE KOMaHObl 1 3anpPoOChl SQL OT KJIMEHTOB aAMUHUCTPUPOBAHNA, MOTYT TaKXXe
BbINOJTHATbCA OAHOBPEMEHHO C onepaunamMmm CoXxpaHeHnd OaHHbIX KITMeHTaMUn. Onepau,vwl cepBepau
AAMUNHUNCTPATMBHbIE 3a4a4N, BbINOJIHAEMbIE OOHOBPEMEHHO, MOTYT YBENTNUYNTDb Tpe6yeMb|17| o0bbem

NaMATU aKTUBHOIO XXypHana.

Hanpumep, nepemelleHmne AaHHbIX U3 AUCKOBOMO Nyna XpaHeHUs C NponsBosbHbIM gocTtynom (DISK) B
OMCKOBBIN NyN XpaHeHus ¢ nocnenoBaTenbHbIM goctynoMm (FILE) ncnonbsyet npumepHo 110 6ant
NamaTy XXypHana Ha KaXablin nepemeltaembl hann. Jonyctum, Hanpumep, 4To y Bac ectb 300 KveHTOB
apXMBUPOBaHMS Y PE3EPBHOMO KOMMPOBAHWS, Y KaXKabl U3 HUX MPOBOAMUT pe3epBHoe KonuposaHue 100
000 channos kaxayt Houb. Pannbl M3Ha4YaNbHO XpPaHATCA B Nyne xpaHeHus DISK, a 3aTem nepeHocaTcs
B nyn xpaHeHwus FILE. YTobbl oLeHNTb 06beM NaMaTK aKTUBHOIO XypHana, Tpebyemon ana aToro
nepemMeLleHnsa AaHHbIX, BOCNOb3yeMCs CNeayoLnM BbluncneHneM. Ynucno KnneHTos B hopmyne
npencrtaensieT cobon MaKCMManbHOE YNCIO KITMEHTCKUX Y3/10B, B KOTOPbIX OAHOBPEMEHHO BbIMOJHAETCS
pe3epBHOE KONMPOBaHWe, apXMBMPOBAHME 1 NEPEHOC OAHHbIX B toboe BpeMs.

300 knvMeHTOoB X 100 000 hannoB Ha Kawmoro knaueHta x 110 6anTt = 3,1 Tb

[obaBbTe 3TO 3HaUEHME K OLEHKE pa3Mepa aKTUBHOIO XXypHana, nonyquHon 0na OCHOBHbIX onepau,vu?l
COXpPaHeHna OaHHbIX KNNeHTaMu.

Mpumep: oyeHKa pasMepa AKTUBHbIX U APXUBHbIX HYPHAJIOB B YCJI0BUSIX CUJIbHOU

Heo0HOpPoOHOCTU

MpobseMbl C He[OCTAaTKOM NaMSTU A1 aKTUBHOTO XYypHasia MOryT BO3HMKHYTb B TOM C/ly4yae, eciiv eCTb
MHOTr0 6bICTPO 3aKaHUYMBAIOLLMXCS TPAH3aKLMIA Y HECKO/bKO TpaH3aKL i, KoTopbiM TpebyeTcs ropasgo
6onblue BpeMeHu 4ns 3aBeplueHus. TUNMUyHas cCuTyaumns BO3HMKAET, KOrAa akTUBHbI MHOTME CeaHChbl
pe3epBHOro KONMpoBaHMsa Pabounx CTaHUMM Unu hana-cepBepoB U 0AHOBPEMEHHO aKTUBHbI HECKO/IbKO
CEaHCOB pe3epBHOro KOMMpoBaHus oveHb 6onblunx 6a3 AaHHbIX. ECniv Takas cuTyaums npuMeHnMa K
Ballen cpele, BaM MOXeT NoTpeboBaTbCsa YBENNUYMTbL pasMep NaMATh akTUBHOTO XypHasa, YTobbl
paboTa 3aBeplwmnach ycrneuHo.

lpumep: oyeHKa pasMepoB apPXUBHbIX HYPHAJIOB C NOJIHbIMU pe3epBHbIMU KOnUsIMU

6a3bl OAHHbIX

Cepsep IBM Spectrum Protect yganseT HeHyxHble (hansibl U3 apxXMBHOIO XypHana To/IbKO nocne
MOMTHOMO Pe3epBHOr0 KONMPOBaHMA 6asbl faHHbIX. CnefoBaTenbHO, NpuU OLeHKe Tpebyemol ons
aPXMBHOTO XypHana namMsaTM HeobXoAMMO yUUTBIBATb U MEPUOANYHOCTb MOSIHOMO PE3EPBHOMO

KonmnpoBaHuA 6asbl OaHHbIX.

Hanpvmep, ecnu nosnHoe pesepBHOe KONMpoBaHue 6asbl 4aHHbIX MPOM3BOAMTCS Pas B HEAENo, pasmep
APXMBHOTO XKypHana foMmKeH bbiTb OCTAaTOUHbIM, YTOObI COAEPXaTb BCIO MHOPMALMIO 33 HELESIO B

APXMBHOM XypHarne.

Pasnnune B pasmMepax apXmMBHOIO XypHana A5 eXXefgHEBHbIX U NMOHbIX Pe3epBHbIX KOMMPOBaHMI 6a3bl
JaHHbIX MOKA3aHo B MpuMepe B creaytolen Tabnvue.

Tabnuya 16. lNonHoe pe3epBHoe KonupoBaHue 6a3bl OAHHbIX

y3710B, B KOTOPbIX OLLHOBPEMEHHO
BbINOJSTHAETCS pe3epBHoe

KONUpPOBaHWe, apXMBUPOBaHME U
nepeHoc faHHbIX B 1loboe Bpems

3HaveHua
AneMeHT npumepa |OnucaHue
MakcumarnbHoe uncno knmeHTckux | 300 YnCro KNMEeHTCKKX Y3108, B KOTOPbIX MPON3BOAUTCA

pe3epBHOE KOMMPOBaHUe, apXMBMPOBaHME N NEPEHOC
[aHHbIX KaXOyt HOYb.

72 IBM Spectrum Protect gns Linux: PykoBoOcTBO No yCTaHOBKE



YctaHoBka cepeepa IBM Spectrum Protect

Tabnuya 16. MonHoe pe3epBHoe konupoBaHue 6a3si OaHHbIX (NpodosireHue)

AnemeHT

3HaueHua
npumepa

OnucaHue

KonunuecTso ¢halnos,
COXpaHAEMbIX 3a KaXayto
TpaH3aKuuo

4096

3HauveHue onuunm cepsepa TXNGROUPMAX no ymonyaHuto -
4096.

Pasmep npocTpaHCTBa XypHasos,
HeobxoaMMbIN oNnsa Kaxgoro ganna

3453 banTa

3053 6anT Ha Kaxabi hann nntoc 200 6anT Ha KaxabIn
Nyn XpaHeHus KOonui.

3HaueHune 3053 banTa ona kaxaoro anna B TpaH3aKLuum
npeacTaBnsieT KonmyecTso 6aiT B XypHane,
HeobxoauMMmoe ons pe3epBHOro KONMpoBaHMa hainnos oT
knueHTa Windows, roe annHa nmeH annos - ot 12 oo
120 6anT.

3T0 3Ha4YeHMe OCHOBbLIBAETCS Ha pe3ybTaTax TeCTOB,
BbIMOJIHEHHbIX B 1TabopaTOpHbIX YCNOBUAX. TN TECThI
BKtOYanu B cebst KNMEHTbl pe3epBHOIro KONMPOBAHMWSA U
apXMBMPOBAaHKS, BbIMOJHSABLLME ONepaLm pe3epBHOro
KOMMPOBaHWS B AMCKOBbIV Ny XPaHEHUS C
nponsBosibHbIM gocTynom (DISK). Mynbl DISK npuBoasaT K
bonblueMy pa3Mepy XypHasoB, YeM NyJsibl XpaHeHUS
nocnepoBaTefibHOro goctyna. NpumeHsanTe B pacueTax
3HaueHwus, bonblumne 3053 6anT, ecnn onnHa UMeH
coxpaHsieMbIx hannoB - 6bonble, uem ot 12 go 120 6anT.

AKTWUBHBIN XypHan:
PekomeHayeMbI pasmep

201612

Ncnonb3yinTe cnenyowyto hopMyny A1a BblYUCIEHNS
pasMepa akTUBHOIO ypHana. OauH rurabanT paseH 1
073 741 824 6anrT.

(300 knueHTOB X 4096 thalinoB Ha TpaH3aKUMW X
3453 6anT Ha tann) + 1 073 741 824 6aut =
4,0 Th

YBenu4ybTe 3TOT padMep Ha PEKOMEHAYEMbIV HaYaIbHbIN
pasmep B 16 I'b:

4 + 16 = 20 Th

APXVBHBIN XypHa:
PekoMeH0BaHHbI pasMep npw
e)XxeqHEeBHOM MOJSIHOM Pe3epBHOM
KonupoBaHnK 6asbl 4aHHbIX

60761

MN3-3a TpeboBaHMA BO3MOXHOCTN COXPAHEHMUS apXUBHbIX
XKYPHaJIOB 3a TPU LMKIIa pe3epBHOIro KonMpoBaHus 6asbl
LaHHbIX CepBepa YMHOXKbTE 3TOT OLLEHOYHbIV pasMep
aKTUBHOIO XypHasna Ha 3, 4Tobbl OLEeHNTb CyMMapHble
TpeboBaHMs K pazMepy apXMBHOMO XypHana:

4 Tb x 3 =12Tb

YuTeM yBenuueHne 3Toro pasmepa 3a c4eT OLEHEHHOro
HavanbHoro pasmepa B 48 I'b:

12 + 48 = 60 b
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Tabnuya 16. MonHoe pe3epBHoe konupoBaHue 6a3si OaHHbIX (NpodosireHue)

3HaueHua
AneMeHT npumepa |OnucaHue
ApPXMBHbIN XXypHan: 132761 N3-3a TpeboBaHNS BOSMOXHOCTN COXPAHEHUS apXUBHbIX
PekoMeHL0BaHHbIV pasmep npu YYPHasoB 3a TPU LKA pe3epBHOro KonnpoeaHus 6assbl
€XXeHeLe/lbHOM MOJSIHOM OaHHbIX CepBepa YMHOXbTE 3TOT OLLEHOYHbIV pasmep
pe3epBHOM KONMPOBaHUM 6asbl AKTMBHOIO XYypHana Ha 3, UTobbl OLLEeHUTb CyMMapHble
OaHHbIX TpeboBaHMA K pasMepy apxXMBHOMO XypHasna. YMHOXUM

3TOT pe3ynbTaTt Ha 4YnNCno OHen MeXay NoJIHbIMU
pe3epBHbIMKN KOMMPOBaHNAMM 6asbl OaHHBbIX:

(4Tbx3)x7=284T5b

YuTeM yBenuueHne 3Toro pasmepa 3a c4eT OLEHEHHOr0
HavanbHoro pasmepa B 48 I'b:

84 + 48 = 132 Tb

1 3naueHns npuMepa B 31O TabnuLLe UCMOJb3YIOTCS TONILKO, YTOBbI MOKa3aTh, KaK BbIUUCISIOTCS pa3Mmepsbi
AKTMBHbIX XXYPHANIOB 1 apXMBHbIX XXYPHanoB. B NpoM3BOACTBEHHON cpefe, rae He NCMNoJb3yeTcs
Aenynnukaums, npegnaraeMbli MUHUMasbHbIN pasMep akTUBHOIO XypHana - 16 I'b. PekomeHayeMbli
HavanbHbIA pa3Mep apXMBHOIO XypHana B NPOM3BOACTBEHHON cpefe, rAe He UCMOoNb3yeTcs AefynnKaLlms,
cocTtaBnset 48 I'b. Ecnu npu NnoAcTaHOBKe B NPMBEOEHHbIE OLEHKN 3HAUYEHWIN AN Ballel Cpeabl Nosyyartcs
pe3ynbTathl, NpeBbiwatowme 16 I'b 1 48 I'b, ncnonb3ynte bonbluve BENUUYUHDI AN19 OLLEHKM pa3Mepa
aKTUBHOIO 1 apXMBHOIO XypHana.

OTcnexuBariTe CBOW XypHasbl U NPy He0BXOAMMOCTM HacTpanBamTe UX pa3mepsl.

Mpumep: oyeHKd pazMepa AKTUBHBIX U APXUBHbIX ¥YpPHAI0B 015 onepayuil
dedyniukayuu 0aHHbIX

Ecnu ncnonb3syeTca genynnmKauma gaHHbIX, He06X0QMMO paccMOTPETb ee BIMAHME Ha TpeboBaHNa K
pa3Mepy NPOCTPaHCTBA aKTUBHbIX U apXMBHBbIX YpPHa/IOB.

Cnegnytouime hakTopbl BIMAIOT Ha TpeboBaHMsA K pasMepy NPOCTPaHCTBA aKTUBHbIX U apXMBHbIX
XXYPHaJI0B:

06beM peaynanuMpoBaHHbIX OAaHHbIX
BnunaHue aegynnvMkaumm gaHHbIX Ha pasMep aKTUBHOMO M apXMBHOIO XXYPHaNIOB 3aBUCUT OT
NPOLEHTHOW 0NN AaHHbIX, KOTOPble MOrYT UCMNO/Mb30BaTbCA 418 AeayrnamMkaumun. Ecnv ata
NPOLEHTHaA A0A OAHHbIX N9 AeAynnKaumumM OTHOCUTENbHO BenKa, noTpebyeTca 60bwnii 06beM
NPOCTPaHCTBA XXYPHasIOB.

PasMep U KONMUYECTBO 3KCTEHTOB
[Ns KaXO0ro aKCTeHTa, UAeHTUDULMPOBAHHOIO B NMpoLiecce NOAroToBKU Aeaynnankauum, Tpebyercs
npumepHo 1500 6aiT B NpoCTpaHCTBE aKTMBHOIO XYypHana. Hanpumep, ecnv npu noaroToeBke
npolecca genyninkauun naeHTUhnumnpoBaHo 250 ThiCAY SKCTEHTOB, OLLEeHOYHbIN 06beM aKTUBHOIO
YpHana cocTaBngert:

250 000 MAeHTUPMLUMPOBAHHLIX B KakAoM npouecce 3KCTeHTOB X 1500 6anTt
O KaKporo akcteHTa = 358 Mb

PaccmoTpum cnepyrowmn cueHapuin: TpucTa KIMEHTOB apXmBa Pe3epBHbIX KOMUN MPOBOSAT KaXKAYH0
Houb 0 100 TbicSY onepaunin pe3epBHOro KonMpoBaHus anioB. 3TK onepauun cosgatoT pabouyto
Harpy3ky B 30 MunnvMoHoB hannos. CpegHee KONMYeCcTBO 3KCTEHTOB A1A KaX4oro ganna - gsa.
CnepoBatenbHO, NOJTHOE YMCII0 3KCTEHTOB - 60 MUINIMOHOB, a ANS apXMBHOrO XypHana Tpebyetca 84
b namaTu:

60 000 000 skcTeHTOB X 1500 6alT Ha Kawgpli akcTeHT = 84 b
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Mpouecc naeHTudukaumm oybnmkatos onepupyeT c arperatamu annos. ArperaTt COCTOUT U3
thannos, KOTOpble COXpPaHEeHbl B JaHHOW TpaH3aKLMK, Kak 3agaHo onunen cepeepa TXNGROUPMAX.
Mpeanonoxum, 4to no ymondanuo gnsa onummn cepsepa TXNGROUPMAX 3agaHo 3HaveHne 4096. Ecnu
CpefHee YNCOo 3KCTEHTOB A9 KaXO0ro anna - 4sa, obliee 4MCio 3KCTEHTOB B KaXKA0M arperaTe -
8192, a Tpebyemas NamMsATb aKTUBHOIO XypHana - 12 Mb:

8192 3KkcTeHTa B KakpoMm arperate x 1500 6alT Ha Kawabli 3KCTEHT =
12 Mb

BPEMFI BbIMOJIHEHUA U YUCJI0 NpoLeccoB MAEHTM(IJMKaU,MM AyﬁnMKaTOB

BpeMms BbINOMHEHNUS 1 YACSIO MPOLLECCOB NAEHTUdUKaLMM AyONMKATOB TaKKe BAUSIOT Ha pasMep
aKTMBHOrO XypHana. Ecnu ncnonb3oBaTtb OLEHEHHbIW B MPeAblayLweM NpuMepe pasmMep akTUBHOIO
»ypHana (12 Mb), npv napannenbHOM BbINOSHEHUMW OeCATH NPOLLECCOB MAeHTUdMKaunm oybnmnkaTos
OLHOBPEMEHHasd Harpyska akTMBHOIO XypHana coctaBut 120 Mb:

12 MBb Ha Kaxgpli npouecc x 10 npoueccos = 120 Mb

Pasmep thaitna

Ha pasmep akTMBHOIO XXypHasa MOryT BMSATb Takxxe bonbline daiinbl, obpabaTbiBaeMblie O
noeHTudmKauumn gybavkaTos. JonycTuM, HANpPUMep, YTO KITMEHT PE3EPBHOI0 KOMMPOBAHMWS U
apX1MBMPOBaHNSA NMPOU3BOAUT PE3epPBHYI0 KOMuto 0koo 80 riurabaiiToB (CHMMOK (hainoBON CUCTEMBI).
B aTOM 06beKTe MOXKET coaepKaTbcs 60MblUoe UMCo Ay6IMpPOoBaHHbIX 3KCTEHTOB, HanpuMep, ecnu
NPOBOAMIIOCH MUHKPEMEHTHOE pPe3epBHOE KOMMPOBaHME BKIIIOUEHHbIX B (halioByto cUcTeMy (haiinos.
LonyctuMm, HanpuMep, YTo CHUMOK (hanSIOBOI CUCTEMbI COLEPKMUT 1,2 MUMOHA Ay6NnpoBaHHbIX
3KCTEHTOB. 3TN 1,2 MUJIJIMOHA SKCTEHTOB B TaKOM 60sbLIOM (haline NpeacTaBnstoT e4UHCTBEHHYIO
TpaH3akumio Jis npouecca naeHTngukaunm oybnmukatos. Tpebyemas ons 3Toro eqUHCTBEHHOMO
ob6beKTa NosiHas NamMaTb aKTUBHOIO XypHana coctaBnseT 1,7 rurabanTtos:

1 200 OO0 3KcTeHTOB X 1500 6aMT Ha Kawdbli 3KcTeHT = 1,7 b

Ecnu ogHOBpPEMEHHO C NPOoL,EeCcCcoMm I/I,EI,eHTMq)I/IKaLI,l/IM ,EI,y6J'IMKaTOB ons atoro 6osbworo obbekTa 6yp,eT
nponcxogunT aHaNOrMYHbIN, HO MEHbLLWA MO o6bemy npouecc, akTMBHOMY XYypHasly MOXXeT He
XBaTUTb NaMaTu. [LonyCcTuMm, HAaNpMMep, YTo Ny XpaHeHnsa BKOYeH ana gegynnmkaunu. B nyne
XpaHeHNa coaoepxnTtcd cCMecCb AaHHbIX, B TOM Yncne Mesikme dJaIZ}'IbI C pa3MepomMm oT 10 Kb go
Heckonbkux coteH KB. B nyne xpaHeHUs eCcTb TaKXXe HEeCKOJIbKO 6onbLIMX 06BEKTOB, copepxalmx
OCHOBHYHI NPOUEHTHY 0010 ,EI,y6J'IMpOBaHHbIX 9KCTEHTOB.

Y106bI NPMHATL BO BHMMaHMWe He TONbKO TpeboBaHMs K 06beMy NamsATH, HO U 3aTPaTbl BPEMEHU U
NPOOOJIKUTENBHOCTb OLHOBPEMEHHbIX TPAH3aKLU MM, YBENUYbTE OLLEHEHHbIN pa3Mep aKTUBHOIO
XypHana npuMepHo BaBoe. [lonycTuM, HanpuMep, 4YTO Balla oL eHKa gaet onsa Tpebyemoro obbema
namaTy sHadveHue 256 (23,3 Tb + 1,7 I'b Ha geaynnukaunto 6onbworo obbekTa). Ecnm npouecchl
LefyninKaumm BbINOHAOTCA OOHOBPEMEHHO, PEKOMEHAYEMbIV pasMep aKTUBHOIO XypHana
coctaBuT 50 I'b. MNMpeagnaraemolin paamep apxmBHOro XxypHana - 150 I'b.

MpuMepbl B cnenyowmx Tabnmuax nokasbiBatoT pe3ynbTaTbl PACHETOB A1 aKTUBHbIX N apPXUBHbIX
XypHanoBs. B npuMepe nepBoi Tabnuubl ncnonb3oBaH cpenHuit pasmep akcTeHTa 700 Kb. Bo BTopoMm
npumepe (BTopas Tabnuua) cpeaHuii pasmep akcTeHTa - 256 Kb. Kak BUAHO, MeHbLLIUIA CpeaHui
pasmep oybnukaTta akcTeHTa (256 KB) npuBoauT K 60nblieMy OLleHEHHOMY pasmepy aKTUBHOIO
XypHana. [ns UCKNtoYeHUs M MMHMMKn3aummn npobnem hyHKLMOHNPOBAHUSA cepBepa UCNONb3ynTe
3HayeHue 256 Kb onsa oueHKM pasMepa akTUBHOMO XypHara B Ballel Npou3BOLACTBEHHOM cpege.

Tabnuya 17. CpedHull pazmep dybnukara akcteHTa - 700 Kb

AnemMeHT 3HauveHua npumepa OnucaHue

Pasmep 800Th 4Tb LOeTtanusauns obpaboTku ansg geaynnMkaumm - Ha ypoBHe
Hanbonblero thannos. MNoatoMy HanbonblMn eANHUYHBIN hann ans
e0VHUYHOrOo henynnukaumm npepcrasnseT cobon HanbonbLyo
obvekTa ong TPaH3aKLUWIo 1 COOTBETCTBYIOLWLYO BOMbLUYO HArpysKy Ans
Jenynnukaumm AKTUBHOIO M apXMBHOIO XYPHAasOoB.
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Tabnuya 17. CpedHull pazmep dybnukara akcteHTa - 700 Kb (npodonieHue)

AneMeHT 3HaueHua npumepa OnucaHue

CpenHuin pasmep 700 Kb 700 Kb ANropuTMbl AenynnamMkaumnm UCnonb3yrT MeTos,

9KCTEHTOB nepeMeHHbIx 6110Kk0B. He y Bcex AeaynnmumMpoBaHHbIX
3KCTEHTOB faHHOro darna OAMHaKOoBbIM pasmep, N03TOMY
OJ151 OLLEHKM UCMONb3YeTCs CPeaHNIN pa3Mep 3KCTEHTOB.

IKCTEHTbI 4N 1198372 | 6135667 Mpu ncnosb3oBaHUN cpegHero pasmepa akcTeHTos (700

AaHHoro anna ouT 6uT KB) aTa oueHKa faeT cpefHee UNCIIo IKCTEHTOB ANs
OaHHoro obbekTa.
Ona obbekTa pasmepom 800 I'b bbina ncnonb3oBaHa
cnepyouwas copmyna: (800 b + 700 Kb) = 1 198
372 bwut
AHanornyHble BbluMCNeHnsa onsa obbekTa paamepom 4 Th:
(4 Tb + 700 Kb) = 6 135 667

AKTUBHbIV XypHan: |1,7Tb 8,6Tb OueHKa pa3Mepa aKTUBHOIO XypHana, Tpebyemoro ans

OuEeHOYHBIN 3TOW TPaH3aKLuu.

pasmep, TpebyeMbii

ONsa genynivkaumm

€ANHNYHOrO

6onbworo ob6bekTa

BO BpeMs

€ANHNYHOrO

npouecca

noeHTuhnKaummn

aybnukaTtoB

AKTUBHBIV XypHan: |66TH1 79,8Tb1 MpuHMMan BO BHMMaHWe Apyrvie acnekTbl paboyei

PekomeHayeMbIn
obLwmi pasmep

Harpy3Ku cepBepa B AOMNOJIHEHME K AeLyNNKaLnK,
yBeNMYbTe CYLLECTBYHOLLYHO OLEHKY BABOE. B 3Tux
npuMmepax TpebyeMblii Ans gefyninkaumm eGUMHUYHOro
60nbloro 06beKTa pasMep NaMsATH aKTMBHOTIO XypHasa
paccMaTpMBaeTCs C y4eTOM paHee MNoJlyYeHHOW OLLeHKM
TpebyeMoro pasmMepa aKTMBHOTO XypHasa.

B cnepyowmx BelUNMCNEHUSAX pacCMaTpPMBaeTCs HECKOMIbKO
TpaH3aKuunin n obbekT pasmepom 800 Ib:

(23,3 Tb + 1,7 Tb) x 2 =50 TIb

YBenuubTe 3TOT pa3Mep Ha PEKOMEHAYEMbIV HaYaslbHbIN
pasmep B 16 I'G:

50 + 16 = 66 b

B cnepyowmnx BelUNCNEHUSAX pacCMaTpPMBaeTCs HECKOMbKO
TpaH3aKuuin n 06bekT pasmepom 4 Tb:

(23,3 Tb + 8,6 Tb) x 2 = 63,8 b

YBenuubTe 3TOT pa3Mep Ha PEKOMEHAYEMbIV HaYaslbHbIN
pasmep B 16 I'G:

63,8 + 16 = 79,8 Tb
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Tabnuya 17. CpedHull pazmep dybnukara akcteHTa - 700 Kb (npodonieHue)

AnemeHT

3HaueHus npumepa

OnucaHue

ApPXUBHbBIN XypHan:
PekomeHayeMmblIn
pasmep

198161

239,471

YBENNYbTE OLLEHEHHbIN pa3mMmep aKTUBHOIO XypHasia BTpoe.

B cnepyowmnx BelUNMCNEHUSAX pacCMaTpPMBaeTCs HECKOMbKO
TpaH3aKuuin n obbekT pasmepom 800 Ib:

50 b x 3 = 150 Ib

YBenMunm 3TOT pasmep Ha PEKOMEHOYEMbIA HaYabHbIN
pasmep 48 I'b:

150 + 48 = 198 Tb

B cnepyowmnx BelUNMCNEHUSAX pacCMaTpPMBaeTCs HECKOMbKO
TpaH3aKuuin n 06bekT pasmepom 4 Tb:

63,8 b x 3 =191,4 Tb

YuTeM yBenmyeHne 3Toro pasmepa 3a c4eT OLLEHEHHOr0
HavanbHoOro pasmepa B 48 I'G:

191,4 + 48 = 239,4 Tb

1 3naueHns npuMepa B 31O TabnnLLe UCMOJb3YIOTCS TONILKO, YTOBbI MOKa3aTh, KaK BbIUUCISIOTCS pa3Mepsbl
AKTMBHbIX XXYPHASIOB 1 apXMBHbIX XXYPHaNoB. B Npon3BOACTBEHHON cpefe, rae He NCMNoJb3yeTcs
Aenynnukaumsl, PEKOMEHLYEMbI MUHUMANbHbINA pasMep akTUBHOIO XypHana - 32 I'b. PekomeHayeMbli
MUHUMaNbHbIN pa3Mep apXMBHOMO XypHasna B NPON3BOACTBEHHONM Cpefe, IAe He NCNONb3yeTcs
fenynnukaums, coctasnset 96 I'b. Ecnu npu NoacTaHOBKE B NPUBEAEHHbIE OLLEHKN 3HAYEHUN ANs BalLen
Cpefbl nonyyartcs pesynbTathl, npesbiwatowme 32 b n 96 I'b, ncnonb3yinTte 6onbluve BENMUYMHBI A1S OLLEHKM

pasMepa akTMBHOIO M apXMBHOIO XypHana.

OTcnexuvBariTe CBOW XypHasbl U NPy He0BXOAMMOCTM HacTpanBamTe UX pa3mepsl.

Tabnuya 18. CpedHull pazmep dybnukara akcTeHTa - 256 Kb

AnemMeHT 3HauveHua npumepa OnucaHue
Pasmep 800Th 4Tb LOeTtanusauns obpaboTku ansg geaynimkaumm - Ha ypoBHe
HanbonbLero thannos. MNoatoMy HanbonblMn eANHUYHBIN ann ans
€OVHUYHOrOo henynnukaumm npegcrasnaet cobon HambonbLuyo
obbekTa ong TPaH3aKLWI0 1 COOTBETCTBYIOLWYO BOMbLUYO HArpysKy Ans
Jenynnukaumu AKTUBHOIO M apXMBHOIO XYPHAasOoB.
CpenHuin pasmep 256 Kb 256 Kb ANropuTMbl genynnmkaunum UCnosb3yroT MeTos,
3KCTEHTOB nepeMeHHbIx 6510K0B. He y Bcex aenyninumpoBaHHbIX
9KCTEHTOB AaHHOro hansia 0aMHaKOBbIN pasmep, No3ToMy
011 OLLEHKM MCMONb3YeTCs CPeaHNIN pa3Mep 3KCTEHTOB.
IKCTEeHTbI 4Nna 3276 800 16 777 216 |[pu McCnonb3oBaHUK CpefHero pasmepa 3KCTEHTOB 3Ta
OaHHoro anna ouT 6uT OLLeHKa JaeT cpefHee YMC0 3KCTEHTOB AJ19 AAaHHOro

obbekTa.

B cnegyruwmnx BblYMCNeHNAX pacCMaTpmBaeTCa HECKOJIbKO
TpaH3aKuuin n obbekT pasmepom 800 Ib:

(800 b + 256 KbB) = 3 276 800 6but

B cnepyowmx BblUMCNEHMAX PACCMaTPMBAETCSH HECKONIbKO
TpaH3akuun n obbvekT pasmepom 4 Thb:

(4 Tb + 256 Kb) = 16 777 216 6but
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Tabnuya 18. CpedHull pazmep dybnukara akcTeHTa - 256 Kb (npodonieHue)

AneMeHT 3HaueHua npumepa OnucaHue

AKTUBHbIV XypHan: |4,5Tb 23,4Tb OUEHOYHbIN pasMep NamMATU aKTUBHOIO XXypHana,

OueHOYHbIN TpebyeMol a1 3TON TpaH3aKLun.

pasmep, TpebyeMmbi

0N gepynivkaumm

eANHNYHOro

6onbworo ob6bekTa

BO BpeMs

eANHNYHOro

npouecca

naeHTuduKaumm

aybnukaTtos

AKTUBHbIV ypHan: |71,6TB1 109,471 [NpuHumMas Bo BHMMaHKe Apyrue acnekTbl paboyen

PekoMeHayeMbIN HarpysKu cepsepa B JONOSIHEHME K feAynavKaumu,

obwmn pasmep yBeNnYbTe CYLLECTBYHIOLLYIO OLLeHKY BABOE. B 3TnX
npumepax Tpebyembii o oenynavkauum eGMHUYHOMO
6onbLworo obbekTa pasMep NaMaTN aKTUBHOIO XKypHana
paccMaTpmMBaEeTCs C y4eTOM paHee NoJly4eHHOM OLEHKH
TpebyemMoro pasamepa akTUBHOIO XypHana.
B cnepyrolwmx BbIYNMCNEHUSX pacCMaTPUBAETCA HECKOSbKO
TpaH3akuui n 0b6bekT pazmepom 800 Mb:
(23,3 Tb + 4,5 Tb) x 2 =55,6Tb
YBenuubTe 3TOT pa3Mep Ha PEKOMEHAYEMbIV HAYaSIbHbIN
pasmep B 16 'b:
55,6 + 16 = 71,6 Th
B cnepyrolwmx BbIYNCNEHNSX pacCMaTPUBaETCA HECKOSbKO
TpaH3akuuim n 0bbekT pazmepom 4 Th:
(23,3 Tb + 23,4 Tb) x 2 =93,4Tb
YBenuubTe 3TOT pa3Mep Ha PEKOMEHAYEMbIV HAYaSIbHbIN
pasmep B 16 'b:
93,4 + 16 = 109,4 Tb

ApxviBHbIN XypHan: |214,8Tb1 [328,2T61 [TpoekpaTHbiit pasmep OLEHKM aKTUBHOIO XypHana.

PekomeHayeMbIl
pasmep

Crnepytolime BblUMCNEHUS NPOBEAEHbI ANs 0bbekTa
pasmepom 800 Ib:

55,6 Tb x 3 = 166,8 Ib

YuTeM yBenmyeHne 3Toro pasmepa 3a c4eT OLEHEHHOro
HavanbHoro pasmepa B 48 I'b:

166,8 + 48 = 214,8 Tb

CrnepytoLime BblUMCNEHUS NPOBEeAEHbI ANs 0bbekTa
pasmepom 4 Tb:

93,4 Tb x 3 = 280,2 I'b

YuTeM yBenuyeHne aToro pasmepa 3a cyeT OLLEHEHHOro
HavanbHOro pasmepa B 48 I'G:

280,2 + 48 = 328,2 Tb
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Tabnuya 18. CpedHull pazmep dybnukara akcTeHTa - 256 Kb (npodonieHue)

AnemeHT

3HaueHus npumepa

OnucaHue

1 3HaueHns npuMepa B 3ToM TabnuLLEe UCNONb3YTCA TONbKO, YTOBbI NOKa3aTb, KaK BbIUUCIAOTCA pa3Mepbl
AKTMBHbBIX XXYPHANIOB N apXMBHbIX XXYPHa/oB. B NpoM3BOACTBEHHON Ccpefe, e He NCMNoJib3yeTcs
AefynnankKaums, pPeKOMeHOYeMbI MMHUMASbHbIN pa3Mep akTUBHOIO XypHana - 32 I'b. PekomMeHayeMbI
MWUHMMalbHbIA pa3Mep apxX1UBHOIO XypHasa B MPOM3BOACTBEHHOW Cpeae, rae He Ncnosb3lyeTcs
aepynnukaums, coctaenset 96 'b. Ecnu npy nogctaHoBKe B NpMBEAEHHbIE OLLEHKU 3HAYEHNIN OIS Ballen
cpenbl nonyyaTtca pesynbTaThl, Npesblwatowme 32 I'b n 96 I'b, ucnonb3ynTe 6onbluMe BENNUNHBI A8 OLEHKN

pa3mMmepa aKTMBHOIO 1 apXMBHOIO XXypHaa.

OTcnexuBaiTe CBOM XypHasbl U NPU HEOOXOAMMOCTM HacTpanBanTe UX pasmepbl.

MpocTpaHCTBO 3epKaJibHOW KONUM aKTUBHOIO YXypHana

MOHO MCMOMb30BaTb 3ePKaSIbHYI0 KOMMIO aKTUBHOTIO JKypHaa, eciiv He YAAcTCs NpounTaTh (aiibl
aKTMBHOIO XXypHasna. MoXeT CyL,eCcTBOBaTb TOJIbKO OfHAa 3epKasibHas KONUs akTUBHOTO XypHasa.

CospaHue 3epkasibHON KOMWM XKypHana - pekoMeHayemas onuus. ECnv Bbl yBenvunTe paamep akTMBHOIO
XXypHarna, pasmep 3epKasibHOM KOMWM XKypHana yBenmymuTCs aBTOMaTUYeCKu. 3epKasibHoe KONMpoBaHme
XXypHasia MOXeT OTPULATENbHO CKa3aTbCs HA MPOU3BOAUTENIbHOCTU, TaK KaK Mpu 3epKasibHOM
KOMMPOBaHUM NoTpebyeTcs yABOEHHbI 06beM onepauuii BBoga-BbiBOAA. [ONOMHUTENIbHOE
NMPOCTPAHCTBO, KOTOpoe TpebyeTcs AJ19 3ePKabHOWM KOMUW XXYpPHana - 3TO elle oAnH haKTop, KOTOPLIN
cnepyeT y4yecTb, NPV MPUHSTUN PELIeHNS OTHOCUTESIbHO CO34aHMS 3ePKallbHOW KOMWUK KypHana.

Ecnu kaTanor 3epKanbHOW KOMWUW XXypHasna nepenosiHaeTcs, CepBep 3anuncoiBaeT coobLieHns 06 ownbke
B aKTMBHbIN XXypHan 1 B chann db2diag.log. PaboTa cepBepa NpoaoKuTCs.

MpocTpaHCTBO pe3epBHOro apXUBHOIO XXypHana

Pe3epBHbIN apXMBHbIN XYypHaI UCMONb3YeTCs CEPBEPOM, EC/IM B KaTanore apxMBHOTO XypHana He
XBaTaeT MecTa.

3apaB KaTasor pe3epBHOro apXMBHOIO XKypHana, MOXHO NPeaoTBPaTUTb OWNBKM, KOTOpPbIe MOTryT
NPOUCXOOMTb NPU HEXBATKE MeCcTa B KaTasiore apxMBHOIO XypHana. Ecnv nepenonHaTcs U kaTanor
ApPXMBHOIO XXypHana, 1 GUCK unu annoBas cMcTeMa, rae HaxoauTCs KaTasior pe3epBHOro apXMBHOIO
KYpHana, faHHble OCTaHYTCA B KaTasore akTMBHOIO XXypHasa. 3TO YC/I0BME MOXKET NPUBECTU K
OCTaHOBKe cepBepa B CBA3M C NepenosiIHeHMEM aKTMBHOIO XypHana.

MOHMTOpMHr MncnoJib3oBaHnA NpPoCcTpaHCTBa Aand 6a3bl AaHHbIX U XXYPHanosB
BOCCTaHOBJ1I€HUA

[na onpepneneHnsa pasamepa Mcnoib3yemMoro 1 4OCTYMHOro NPOCTPaHCTBa aKTUBHOIO XYypHasa BBeauTe
koMaHay QUERY LOG. [ns oTCcnexmBaHWs MCNONb30BaHUSA NPOCTpaHCcTBa 6a30om AaHHbIX 1 XXypHanamu
BOCCTAHOBJ/IEHMS MOXHO NPOBEPUTH TaKXKe 3anncu B XXypHasne onepauuin.

AKTUBHbIW XXypHan
Ecnu obbem OOCTYNMHOIo NPOCTPaHCTBa aKTUBHOTIO XYypHaJia HEQOCTATOYEH, B XXYypHalie orlepau,vn7|
NnoABATCA cnenytouime 3anmcu:

ANR4531I: IC_AUTOBACKUP_LOG_USED_SINCE_LAST_BACKUP_TRIGGER
3710 coobLyeHMe BBIBOAMTCS, KOrAa 06beM NPOCTPaHCTBA aKTMBHOMO XYypHasa npeBbiwaeT
MaKCMMasbHbI 3afaHHbIN pasmep. Cepep IBM Spectrum Protect HaumMHaeT NnonHoe pe3epBHOe

KonunpoBaHue 6asbl JaHHBbIX.

YT106bl UISMEHUTL MaKCUMaJlbHbIV pasMep XKypHana, ocTaHoBUTe cepBep. OTkpoiTe dann
dsmserv.opt v 3agante HoBoe 3HaueHue ang onummn ACTIVELOGSIZE. MNo 3aBepLlueHnn onepaumm

nepesanyctute cepeep.
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ANR0297I: IC_BACKUP_NEEDED_LOG_USED_SINCE_LAST_BACKUP
370 cooblieHne BbIBOAMTCS, KOraa 06beM NPoCTpaHCTBa aKTUBHOMO XypHasa npesbillaeTt
MaKCMMasbHbI 3aaHHbIi pasMep. Hago BpyYHYo BbIMOIHUTL pe3epBHOe KonuposaHue 6asbl
JaHHbIX.

YT06bl UISMEHUTL MaKCUMarbHbIV pasmep XKypHana, ocTaHoBUTe cepBep. OTKkpoiTe dann
dsmserv.opt v 3agante HoBoe 3HaueHne ang onumn ACTIVELOGSIZE. Mo 3aBeplueHnn onepaumm
nepesanycTuTe cepeep.

ANR45291: IC_AUTOBACKUP_LOG_UTILIZATION_TRIGGER
OTHOLIEeHMe pa3Mepa NCMoJSIb3yeMOoro NPOCTPAHCTBA aKTUBHOIO XXypHana K AOCTYNHOMY pasMepy
MPOCTPaHCTBA aKTMBHOIO XXypHana npeBbiWaeT NOpor UCMob30BaHWs XypHana. Ecnv gomkHo bygeT
HauaTbCs X0Ts 6bl OAHO NOSIHOE pe3epBHOE KoNMpoBaHue basbl faHHbIX, cepBep IBM Spectrum
Protect HauHeT MHKPEMEHTHOe pe3epBHOEe KoNnMpoBaHuie 6asbl 4aHHbIX. B MpoTUBHOM cryyae cepBep
HauyHeT MNoJIHoe pe3epBHOE KoNMpoBaHue 6asbl AaHHbIX.

ANRO0295I: IC_BACKUP_NEEDED_LOG_UTILIZATION
OTHOLEeHNe pasMepa NCMOoSIb3yeMOoro NPOCTPAHCTBA aKTUBHOIO XYypHana K AOCTYNHOMY pasMepy
MPOCTPAHCTBA aKTMBHOIO JypHana npeBbiWaeT NOPOr UCMOMb30BaHMs XypHana. Hago BpyyHyto
BbIMOSIHUTbL Pe3epPBHOE KONMpPoBaHWe H6asbl LaHHbIX.

ApXMBHbIN XXypHan
Ecnv 06beM J0CTYMHOro NPOCTPaHCTBA apXMBHOMO XypHasia HefocTaToueH, B XypHase onepauuii
noABUTCA cnegyrolaa 3anncb:

ANR0299I: IC_BACKUP_NEEDED_ARCHLOG_USED
OTHOLIEeHNe pasMepa NCMoJIb3yeMOoro NPOCTPAHCTBA apXMBHOTO XypHasa K 4OCTYMHOMY pasmepy
MPOCTPaHCTBA apXMBHOIO XypHasia NpeBbILaeT Nopor UCMoJib30BaHus KypHana. Cepeep IBM
Spectrum Protect HaUMHaeT aBTOMaTUUYECKOe NoJSIHOE pe3epBHOe KONMpoBaHuMe 6asbl 4aHHbIX.

Bbasa paHHbIX
Ecnun o6beM JocTynHOro npocTpaHcTea 415 onepaumii 6asbl AaHHbIX HEQOCTATOUEH, B XYypHane
onepauun nosBATCA cnepyoume cooblieHums:

ANR2992W: IC_LOG_FILE_SYSTEM_UTILIZATION_WARNING_2
Ncnonb3yemoe npocTpaHCcTBO 6a3bl faHHbIX NPEBbIWAET NOPOr KCMOJIb30BaHMS NPOCTPaHCTBa 6asbl
LaHHbIX. YTo6bl yBENNYMTL pasmep NpocTpaHcTBa Ana 6asbl faHHbIX, Mcnonb3yinTe komanay EXTEND
DBSPACE, komaHay EXTEND DBSPACE vinun ytunuty DSMSERV FORMAT c napameTtpom DBDIR.

ANR1546W: FILESYSTEM_DBPATH_LESS_1GB
PasMep [oCTynHOro NpocTpaHCTBa B Kataore, rae pacnosioxeHbl cepBepHble haliibl 6asbl faHHbIX,
MeHble 1 Tb.

Korpa cepsep IBM Spectrum Protect cospaetca npu nomowm ytuantel DSMSERV FORMAT wnn
MacTepa Mo KOH(MIypMpoBaHuio, 0GHOBPEMEHHO co3aarTcs 6a3a faHHbIX CepBepa M XypHan
BOCCTaHOBNEHUs. Kpome Toro, cosgarTcs hannbl oas XpaHeHus nHgopMaumm o 6ase faHHbIX,
NCNOJSIb3yeMOM MeHepXepoM 6asbl AaHHbIX. YKa3aHHbI B 3TOM cooblieHmmn kaTanor obosHavaeT
nonoxexue nHhopmaumm o 6ase gaHHbIX, UICNOb3YEMOM MeHeoXepoM 6a3 fAaHHbIX. Ecnn B 3ToM
KaTasiore HeT AOCTYMHOrO MPOCTPAHCTBA, cepBep bosblue He MOXET (PYHKLMOHMPOBATb.

Heobxoonmo nobaBnTb NPOCTPAHCTBO K (hanioBom cucteme unm obecneunTb OOCTYNHOE
NPOCTPAHCTBO B (haisIoBOM CUCTEME UM Ha ANUCKE.
YpaneHue (hannoB oTKaTa YCTAaHOBKU

MOXHO yaanuTb onpeaeneHHble (aibl yCTAHOBKM, COXPAHEHHbIE BO BPEMS NPOoLLecca YCTaHOBKM, UYTObbI
BbICBOOOAUTL MPOCTPAHCTBO B KaTaslore COBMECTHO MCMoJib3yeMoro pecypca. Hanpumep, taiinsl,
KOTOpble, BO3SMOXHO, TpeboBanucCh AN onepauum 0TKaTa, 3To Te (alisibl, KOTOpble MOXHO YAANNUTD.
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06 3Tou 3apaue

Y106kl yoanuTb haisibl, KoTopble 60/blle He HYXKHbI, UCMOJIb3YITe NM60 rpaduyeckmini MacTep
YyCTAHOBKM, NGO KOMaHAHYIO CTPOKY B PEXKMME KOHCOIN.

ypaneHue cbaﬁnos OTKaTa YCTAaHOBKU C UCNoJib30BaHUeM rpaq)w-leCKoro
MacTepa

MOXHO yoanuTb onpeaeneHHble halinbl yCTAHOBKMW, COXPaHeHHbIE BO BPeMS NpoLecca yCTaHOBKMY,
1ncnonb3ys nonb3oBartenbckuii MHTepgernc IBM Installation Manager.

Mpouenypa
1. OtkponTe IBM Installation Manager.

B kaTanore, B KOTOpoM ycTaHoBsneH IBM Installation Manager, nepengute B nogkatanor eclipse

(Hanpumep, /opt/IBM/InstallationManager/eclipse) v BBeguTe CleayoLyto KOMaHay, YTobbl
3anyctutb IBM Installation Manager:

./IBMIM

2. WenkHute no dain > NpeanouteHus.
3. BbibepuTe aitnbl gNs oTkaTa.
4. lllenkHnTe no YaanuTb coxpaHeHHble halinbl 1 HaxXMuTe KHonKy OK.

YpaneHue cl)aifmos OTKaTa YCTAHOBKMU C UCNOJIb30BaHUeM KOMaHﬂ,HOﬁ CTPOKH

MOXHO yOanuTb onpeneneHHble (baVU'IbI YCTaHOBKMW, COXpPaHEHHbIE BO BpeM4A npouecca yCTaHOBKMU, Mpu
NoMoLM KOMaHAHOWN CTPOKMW.

Mpoueaypa
1. B kaTanore, B KOTOpoM ycTaHoBneH IBM Installation Manager, nepeiante B cnegyowmin nogKaTanor:
eclipse/tools
Hanpumep:

/opt/IBM/InstallationManager/eclipse/tools

2. B kaTtanore tools BBeguTe cnepytoLLyto KOMaHay, 4Tobbl 3anyCTUTb KOMaHAHY cTpoKy IBM
Installation Manager:

./imcl -c
. Beegute I, utobbl BoIbpaTh MpepnoureHus.
. BeeouTe 3, uTobbl BbiGpaTh Maitnbl oNA oTKaTta.
. BBeguTte D, uTo6bl yAANuTh haitnbl Ansa oTkara.
. BBeouTe A, UuTo6bI NPUMEHUTb USMEHEHUS U BEPHYTbCSA B MEHIO NPEeAnoyTeHui.
. BBeguTte C, uTobbl BbINTY U3 MeHI0 NpeanoUYTeHU.
. BBegute X, utobbl 3akpbITb Installation Manager.

00 o o1 bW

MpakTuyeckue peKkoMeHpaLuu No MMeHOBaHUIO cepBepa

Ncnonb3ynTe aTn onncaHusa ans cnpaBKu Npu ycTaHoBKe nnun obHoBneHuun cepeepa IBM Spectrum
Protect.

ID nonb3oBaTensa akseMmnagapa

ID nonb3oBaTtensa aK3eMnndapa CnyxumT OCHOBOW Ona opyrnx nMeH, CBA3aHHbIX C 3K3eMMNIAPOM cepBepa.
ID nonb3oBaTtensa 3K3eMMdpa TakXXe Ha3bIBaloT B/lafesibLEeM aK3eMNnnadapa.

Hanpumep: tsminstl
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ID nonb3oBaTensi ak3emnnsipa - 3To ID nonb3oBaTens, y KOTOPOro AoSIKHbI 6bITb NONHOMOYMS BNlagenbLa
N1 OOCTYN C NPaBOM Ha YTeHMe/3anncb o5 BCEX KaTanoros, KOTOPbIe Bbl co3gaeTe ois 6asbl AaHHbIX 1
XypHana BocctaHoBneHusl. ObblvHas npakTrka paboTbl cepBepa - ero 3anyck ot umeHu ID nonb3oBartens
ak3emnaapa. Y storo ID nonb3oBatens fomKHO ObiTb MPaBO YTEHWS U 3aNMUCK B KaTasloru, MCNosib3yeMble
ons Bcex knaccos yctponcTts FILE.

,D,OMaI.I.IHVIi;I katanor gna ID nonb3oBatena akseMnasapa

JoMalHui kaTanor (eCJ'Il/I OH elle He CyLLI,eCTByeT) MOXHO co3aaTtb npu cosgaHum ID nonb3osaTtensa
3K3eMnnapa, ykasas 419 3TOro onuuto -m. B 3aBMCMMOCTM OT NNOKasIbHbIX MapaMeTpoB UM
AJOMallHero Katasiora MoXetT UMeTb Cﬂe,EI,YI'OLLI,l/IIZ BUA: /home/ID_nonbsoeamenﬂ_aKseMnnﬂpa.

Hanpumep: /home/tsminstl

[oMallHMI KaTanor nsHavasabHO ncnonb3yeTca gna cogepxaHnd ﬂpO(bVIﬂﬂ ID nonb3oBatena u
napameTpos 6e3onacHocTu.

Nmsa ak3eMmnnapa 6asbl gaHHbIX

Mimsa sk3emnnsapa 6asbl JaHHbIX JOJKHO coBnagaTh ¢ ID nonb3oBaTens sk3eMnnsapa, 0T UMeHU
KOTOPOro Bbl 3aMycKaeTe aK3eMNsp cepBepa.

Hanpumep: tsminstl

Karanor aksemnnsipa

KaTanor sk3eMmnnspa - 370 KaTasor, Cogepalluii CBA3aHHble C 3K3eMNnsApom cepeepa ainbl (hain
onuuii cepeepa n apyrue cneundmyHble ana cepeepa alinbl). Y 3Toro Katasora MoxeT 6bITb toboe nms
no Balemy Bbl60py. YT10obbl 3TOT KaTasor bbino npotie pacno3HaTtb, VICI‘IOJ'Ib3yl7ITe M4, CBA3biBakolwee
KaTaJior C UMeHeM aK3eMnndpa.

Katanor akseMnnaspa MoXHO Co34aTb KakK nogkaTanor goMalwHero katanora ID nonb3oBaTens
aksemnnapa. Hanpumep: /home/ID_none3osamensi_sk3semnnapa/
ID_nonv3oeamesnsi_sk3emnasapa

B npvBeneHHOM HKe NpuMepe KaTanor aK3eMnigpa pasMellaeTcs B JoMallHeM KaTanore ang
nonb3osatenda c ID tsminstl: /home/tsminstl/tsminstl

3TOT KaTanor Takxe MOXXHO CO34aTh B APYyroM MecTe, Hanpumep: /tsmserver/tsminstl
B kaTanore ak3eMnnsipa XxpaHaTcs crepytowme hannbl 418 3K3eMnispa cepeepa:

- (bann cepBepHbIX onunn, dsmserv.opt

« ®ann 6a3bl paHHbIX kKNtoven cepsepa cert. kdb u dannel .arm (Mcnonb3yemble KNMEHTaMM K
Lpyrummn cepBepamu ans umnopTa ceptudurkaToB SSL Ha cepsep)

« dann KoHtUrypaunm ycTponcTs, ecnun cepsepHas onums DEVCONFIG He 3apaeT nofiHoe nms
« Mann nctopun Tomos, ecnu cepaepHas onuusa VOLUMEHISTORY He 3apaeT nonHoe nms

- Toma gnsa nynos xpaHeHua DEVTYPE=FILE, ecnv cneumdurkauus katanora gis knacca ycTponucTs
He SBNAEeTCS NOSTHOMN.

« ObpaboTumku nonb3oBartens
» BbixogHas MHopMaLmMa TpaccMpoBKK (eCnv He 3aaHOo NosTHoe UMS)

Mmsa 6a3bl BaHHbIX
MmeHeM 6asbl faHHbIX AN KaXO0ro aKk3emnnapa cepepa Bcerga asnsetcs TSMDB1. 3To ums Henb3s
N3MEHUTb.

Umsa cepBepa
NMsa cepBepa - aTo BHYTpeHHee nma gna IBM Spectrum Protect, n oHO ncnonbayeTtcs ans BbINOSHEHNS
onepaumin, BKoUarLmnx B cebs B3anMoaencTema Mexay HeCKobKuMn cepeepammn IBM Spectrum
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Protect. B kauecTBe npuMepa MOXHO NPUBECTU B3aUMOENCTBUE CepBepa C CePBEPOM U COBMECTHOe
MCnonb3oBaHue bBUbInoTeKku.

MiMsi cepBepa Takxe ncnonbayetca npu gobasneHnn cepsepa B LieHTp onepaunit, 4Tobbl UM MOXHO Bbio
yNpaBnsaTb C UCMOMb30BaHNEM 3TOr0 MHTepdenca. icnonb3ynTe Ang Kax4oro cepeepa yHMKanbHoe nMms.
YT06bI MMS BbII0 NpOLLLE pacno3HaTb B HTepdelice LieHTpa onepaunin (Mnv B BbIXOAHOM MHhOpMaLUm
komaHabl QUERY SERVER), ncnonb3ayliTe nMs, oTpaxkatollee pacnosioxXeHne unn HasHadyeHue cepeepa.
He namensainte nmsa cepsepa IBM Spectrum Protect nocne Toro, kak OH CKOH(MUIyprpoBaH Kak xab mnnm
NoOYMHEHHbIV cepBep.

Ecnu Bbl UCronb3yeTe MacTep, PpEKOMeHOYEeMbIM UMEHEM M0 YMOSTYaHUIo 6y,u,eT MMA XOCTa KOMMbKOTEPQ],
KOTOprVI Bbl UCnosnb3yete. MOXHO NCNONb30BaTb APYroe Mg, KOTopoe 6y,u,eT MMETb CMbIC/ B BalleMn
cpegne. Ecnuy Bac B cucteme bonee OOHOro cepBepa u Bbl NCNoJsib3yeTe MacTep, Bbl CMOXKETE
MCMob30BaTh MMS MO YMOJIYAHMIO TOSIbKO 4719 O4HOr0 N3 cepBepoB. 118 KaXa0oro cepsepa HYXHO
BBECTUN YHUKA/IbHOE NMA.

Hanpumep:

PAYROLL
SALES

KaTtanoru pna npocrpaHcTBa 6a3bl JAHHbIX U JXYPHaJia BOCCTaHOBJIeHUA

KaTanoram MOXHO NpucBanBaTb MMeHa B COOTBETCTBUM C NMPUHSATON ¥ Bac NpakTUKOM. YTobbl 66110
npoLLe pacno3HaBaTbh KaTanoru, UCNonb3ynTe MMeHa, CBA3bIBAOLLME KaTaNlorn ¢ 3K3eMMNIsSPOM cepBepa.

Hanpumep, B cniydyae apxXMBHOMO XXypHana:

/tsminstl_archlog

KaTtanoru yctaHOBKMU

K kaTanoram yctaHoBku cepBepa IBM Spectrum Protect oTHocaTcsa kaTanor cepsepa, katanor IBM Db2,
KaTasnor yCTPONCTB, KaTaslor A3blKa 1 Apyrue Kataaoru. B KaXaoM U3 HUX COQEPKUTCA HECKOIBbKO
OOMOSIHUTENbHbIX KaTanoros.

(/opt/tivoli/tsm/servexr/bin) - 370 KaTanor No yMos4aHUIO, CoAEpPIKaLLMA Kof, cepBepa 1 hainbl
NNLEH3NN.

CTpyKkTypa KatanoroB npoaykta Db2, yctaHaBnmMBaemoro B xoge yctaHoBKM cepBepa IBM Spectrum
Protect, cCOOTBETCTBYET TOMY, YTO 3aJ0KYMEHTUPOBAHO B MCTOYHMKAX MHopMaumm no Db2. 3awmwante
3TW KaTanoru n ansbl Tak e, Kak Bbl 3alimlLaeTe KaTanoru cepepa. Katanor no ymonyanuto - /opt/
tivoli/tsm/db2.

MO3XHO MCMNOIb30BaTb CreayWwmi 93blkn: aHrnnnckuin (CLLUA), cnaHCKui, NTanbsaHCKWIA, KUTANCKUIA
Big5, kutanckuin GBK, KUTaCKUIN TPAAULMOHHbBIN, KUTANCKUIA YNPOLLEHHbIN, KOPENCKUIA, HEMELIKUN,
nopTyranbckuin (bpaswnnus), pycckui, paHLLy3CKUIA U AMOHCKUIA.
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Fnaea 2. YcTaHOBKa KOMMNOHEHTOB cepBepa

Y706kl yCTAHOBUTbL KOMMNOHEHTHI cepBepa IBM Spectrum Protect, MoxHO ncnonb3oBath 1Mbo Mactep
YCTaHOBKMW, NMB60 KOMaHOHY CTPOKY B PEXMME KOHCOJIN.

06 3Tou 3apave

MpY NCNosb30BaHMM NPOrpamMMmbl ycTaHOBKM IBM Spectrum Protect MOXXHO yCTaHOBUTbL crieaytouine
KOMTMOHEHTbI:

» cepBep
CoBer: basa gaHHbIx (IBM Db2), Global Security Kit (GSKit) n IBM Java Runtime Environment (JRE)
aBTOMATMUECKMN YCTaHaBMBAKOTCA NpyY Bbibope KOMMOHEHTa cepBepa.

 A3bIKW CepBepa

« JIMLEH3US

« YCTPOWNCTBA

« IBM Spectrum Protect for SAN

 LleHTp onepauui

OTBeauTe A9 yCTaHOBKM CepBepa B COOTBETCTBUMU C faHHbIM PYKOBOACTBOM nNpuMepHo 30-45 MUHYT.

NMonyyeHue nakeTa yCTAHOBKMU

MakeT ycTaHoBKM IBM Spectrum Protect MoxHO nony4nThb ¢ caiTa ckaumBaHus IBM (Hanpumep, Passport
Advantage nnu IBM Fix Central).

Mpe>xpe yeM HayaTtb

Ecnu Bbl cobupaeTech ckavaTb 3Tu haisibl, 334aiTe HeorpaHUYEHHbI CUCTEMHBIN Npeaen nonb3oBaTtens
AN1sl MaKcuMasibHOro pasmepa aiina, uytobsl haisibl Obn yCNeLWwHo cKavaHbl:

1. YT0b6bl 3aNpOCUTL 3HAUYEHME OJ19 MaKCMMalbHOro pa3mepa taina, BBeauTe CiefyoLyo KoMaHay:
ulimit -Hf

2. Ecnuv cucTeMHbIN NoNb30BaTeNbCKUN Npeaen Ha MakCcMMalbHbIi pasmep daliia He 3aaaH
HeorpaHM4YeHHbIM, USMEHUTE ero Ha HeorpaHUYeHHbIN, Creays UHCTPYKUMAM B OKYMEHTaUun ans
Ballen ornepaLMoHHON CUCTEMDI.

Mpouepypa
1. 3arpysuTe HyXHbI hann nakeTa c 0QHOro U3 cneaywmnx seb-canTos.

« CkavanTe nakeT cepBepa co cTpaHuubl Passport Advantage nnu Fix Central.

« CaMyto cBexyto MHopMaLmto, 06HOBNEHUS N UCMPaBNEeHUS 0BCNYyXNBaHMSA CMOTPUTE MO afpecy:
IBM Support Portal.

2. Ecnu Bbl cKavanu nakeT ¢ canTa ckaumBaHusa IBM, To coenanTe cnegytoulee:

a. YbeouTtechb, 4To y Bac bygeT AOCTaTOUYHO MecTa AN XpaHeHus halifoB yCTaHOBKM, KOrga OHU
6yayT n3BneYeHbl U3 NakeTa npoaykTa. TpeboBaHMsA kK cBOBOAHOMY MECTY MOXHO YBUAETb B
OOKYMEHTE MO0 CKa4MBaHMIo:

« IBM Spectrum Protect technote 588021

« IBM Spectrum Protect Extended Edition technote 588023
« IBM Spectrum Protect for Data Retention technote 588025
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b. CkauanTe thaitn nakeTa B kKaTasior No BaweMy Bbibopy. VIMs KaTasiora MoxeT cofepaTtb He bonee
128 cumBoOnoB. YbeauTech, UTo U3BnekaeTe haisibl yCTaHOBKM B MyCTOW KaTanor. He BbINonHsNTe
M3BJIeUYEHNE B KaTaslor C paHee M3BJie4YeHHbIMK haniamMmm UM ¢ Kakummu-nnbo ewe annamu.

c. YbeguTech, 4To 419 NakeTa 3aAaHbl paspelleHuns 4ns BoiNnonHeHus. ECNn HY»HO, TO u3aMeHuTe
paspeleHns 44 thaina, BBeAs CleLyolyo KOMaHay:

chmod a+x uma_nakema.bin
d. 3BneknTe nakeT, BBEASA CIEL4YIOLLYI0 KOMaHAY:

./umMa_nakema.bin

roe umsd_nakerda - 3To UMdA CKa4aHHOro cbaﬁna, HanpuMmep:

8.1.x.000-IBM-SPSRV-Linuxx86_64.bin
8.1.x.000-IBM-SPSRV-Linuxs390x.bin
8.1.x.000-IBM-SPSRV-Linuxppcé4le.bin

3. BoibepuTe oanH 13 cnepytowmx cnocobos yctaHoBku IBM Spectrum Protect:

« “YctaHoBka IBM Spectrum Protect npy nomolim MacTepa ycTaHoBKK” Ha cTp. 86

« “YcTtaHoBKa IBM Spectrum Protect B pexxume KoHconun” Ha cTp. 87

« “YctaHoBka IBM Spectrum Protect B pexxnme 6e3 BbiBoga coobuieHnin” Ha cTp. 87

4. NMocne yctaHoBkM IBM Spectrum Protect 1 1o HACTPONKK 3TOro NPoLyKTa B COOTBETCTBMM C BalLUMMMU
TpeboBaHMaMK NoceTuTe cneayrowmii Beb-canT:

IBM Support Portal. LLlenkHuTe no Support and downloads (Mogaepxka n MaTepuanbl ans
CKauMBaHs) M NPUMeHUTE BCe TpebyeMble nCnpaBneHus.

YctaHoBka IBM Spectrum Protect npu nomMmowu Mactepa
YCTAaHOBKMU

CepBep MOXHO YCTAaHOBUTb Mpu NoMoLm rpacmndeckoro mactepa IBM Installation Manager.

Mpe>xpe yeM HayaTb
Mepepn 3anycKoOM yCTaHOBKM caenanTte cnepyoluee:

« Ybeouteco, 4To gns OﬂepaLl,I/IOHHOIZ CNCTEeMbl 3aaH HyH(HbIV’I A3bIK. 10 yMONYaHMIO A3bIK
OﬂepaLLMOHHOVI CUCTEMDbI - 3TO A3blK MacCTepa no yCtaHOBKeE.

Mpouepypa

YctaHoBuTe IBM Spectrum Protect, ncnonb3ys cnegyrowmiim MeToq,:

Onuusa OnucaHue

YcTaHoBKa nporpamMMbl u3 a. MepeiianTe B KaTasnor, B KOTOPbI Bbl CKaYan MaKeT..

CKauaHHOro nakera:
b. 3anycTuTe MacTep yCTaHOBKM, BBeAS CefyHoLLy0 KOMaHay:

./install.sh

JanbHeumne gencTeua

« Ecnu B npoLiecce yCTaHOBKM BO3HMKAKOT OWNOBKM, TO OHU 3anncbiBalOTCS B halbl XypHana, Kotopble
XpaHaTcs B kKaTanore xypHanos IBM Installation Manager.

Bbl MOxeTe npocMoTpeThb (haisibl XXypHana yCTaHOBKHW, Bbibpas Paitn > MpocMoTpeThb XKypHan B
nHcTpyMeHTe Installation Manager. Ytobbl BbINONHUTL cOOp 3TKX (hannoB xypHana, BbibepuTe
CnpaBkKa > JKCNOPT AaHHbIX AJIF aHanu3a npobnem B nHcTpymeHTe Installation Manager.
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« Mocrne ycTaHOBKM cepBepa M KOMMOHEHTOB M 4,0 HACTPOWMKM 3TOro NPOAYKTa B COOTBETCTBUM C BalUMMMU
TpeboBaHuaMu nocetute cant IBM Support Portal. LLlenkHuTe no Downloads (fixes and PTFs)
(CkaumBaHue: ucnpasneHms u PTF) 1 npumMeHnTe Bce TpebyeMble NCNpaBieHus.

- lNocne ycTaHOBKM HOBOIO CepBepa 03HaKOMbTeCh C pa3aenom [naea 3, “lNepBble waru nocne
ycTaHoBKM IBM Spectrum Protect”, Ha cTp. 91, uTobbl y3HaTb, KaK CKOHUIYpMpoBaTb cepBep.

YctaHoBka IBM Spectrum Protect B pe>kume KoHconuU

IBM Spectrum Protect MOXXHO YCTAHOBUTb U3 KOMaHOHOW CTPOKM B PEXMME KOHCOJN.

I1pe>+<p,e YeM HauaTb
Mepep 3anyckoM YCTAHOBKM cAenaiTe cnepytollee:

« YbeamnTech, 4TO A1 ONepaLMoOHHON CUCTEMbI 3afaH HYXHbIN A3bIK. 10 YMONYaHUIo A3bIK
onepaLmoHHON CUCTEMBI - 3TO S3blK MacTepa no yCTaHOBKE.

Mpouenypa
YctaHoBuTe IBM Spectrum Protect, ncnonb3ys cnegyrowmiim MeToq,:

Oonuusa OnucaHue

YcTaHoBKa a. MepenauTe B KaTanor, B KOTOPbIN Bbl CKaYanu naker..

nporpaMmmbl us b.3

CKaUYaHHOro . aI'IyCTl/I1"e MacTep YCTAaHOBKWN B KOHCOMTIbHOM pexunme, BBeAS CEeAYOLLYIO
nakera: KOMarAay-

./install.sh -c

Heo6s3aTtenbHo: CreHepupyinTe hail OTBETOB B XOLE YCTAHOBKM B pexnme
KOHCONMU. YKaXkuTe onunnm yCtaHOBKK B peXXnMe KOHCOJIN 1 Ha NaHenn CBO,IJ,Ka
yKaxkute G, ytobbl cCreHep1MpoBaTh OTBETHI.

JanbHelwune pencreus

- Ecnu B npouecce yCcTaHOBKM BO3HMKAOT OWMOKK, TO OHM 3aNnCbIBAKOTCS B (hansibl XXypHana, KoTopble
XpaHaTca B kKatanore xypHanos IBM Installation Manager, Hanpumep:

/var/ibm/InstallationManager/logs

« Mocrne ycTaHOBKM CepBepa M KOMMOHEHTOB M 4,0 HACTPOWKM 3TOr0 NPOoAyKTa B COOTBETCTBUM C BalUMMMU
TpeboBaHMaMu nocetute cant IBM Support Portal. LLenkHnTe no Downloads (fixes and PTFs)
(CkaumBaHue: ucnpasneHus u PTF) n npumeHuTe Bce TpebyeMble ncnpasieHus.

« lNocne ycTaHOBKM HOBOIO CepBepa 03HaKOMbTeCh C pa3aenom Maea 3, “lNepBble Wwarn nocne
ycTtaHoBkM IBM Spectrum Protect”, Ha cTp. 91, uTobbl y3HaTb, Kak CKOH(MIypupoBaTh cepBep.

YctaHoBka IBM Spectrum Protect B pexkxume 6e3 BbiBogA
coob6LeHuni

CepBep MOXHO yCTaHOBUTb UM 06HOBUTL B pexxnMe 6e3 BbiBofa coobuieHnin. B pexxmme 6e3 BbiBoga
coobLLeHMI yCTaHOBKA He OTMNPaBAsSeT COOBLLEHNIN Ha KOHCOb, @ COXPaHAEeT COObLeHNs 1 oWnbKn B
tharnbl )ypHana.
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Mpe>xpe yeM HavaTtb

YT106bI 334aTb BXOAHbIE AaHHbIe Nnpun NCNoJib30BaHNN YCTAHOBKW B pexXnme 6e3 BbIBOAA COOBLLEHWI,
MOXHO NCMOJ1b30BaTb cbaﬁn OTBETOB. YKa3aHHble HUXXe NpuMepsbl CbaVIJ'IOB OTBETOB NOCTaBJIAOTCA B
KaTtaJsiore input B TOM MeCTe, Kyaa 6bI1n pacnakKoBaH NakeT yCTaHOBKMW:

install_response_sample.xml
Ncnonb3ynTe 3TOT hann ang ycTaHOBKM KOMNoHeHTOB IBM Spectrum Protect.

update_response_sample.xml
WMcnonb3ynte aToT (hanin ana obHoBneHns komnoHeHToB IBM Spectrum Protect.

7K hannbl CopepKaT 3Ha4YeHNs No yMoN4YaHMo, KOTOpble MOMOryT BaM nsbexarb BCEX HEHYXHbIX
npeaynpexaeHnii. YTobbl BOCNONb30BaTbCA 3TMMK (hanamMu, BbINONHUTE NpUBEAEHHbIE B hannax
WNHCTPYKLLUN.

Ecnu Bbl XOTUTE HaCTpOUTb (haiin OTBETOB, Bbl MOXETE U3MEHUTb ONLMKU, COAepKalLmecs B harnne.
NHdopmauuio o harinax oTBeTOB CMOTpUTE B pasaene Pansbl OTBETOB.

Mpouenypa
1. Co3panTe chann OTBETOB.
Bbl MOXeTe M3MeHUTb NpuMep halina oTBETOB UM CO34aTb CBON COBCTBEHHbIN.

2. Ecnu Bbl ycTaHaBMBaeTe cepBep M KOMMOHEHT LLeHTp onepauwnii B pexxnme 6e3 BbiBoAa COOBLLEHWN,
co3faiTe Naposib A/1s CKaaa AOBepeHHbIX CepTUMMKATOB KOMMNOHeHTa LieHTp onepauwnii B thaiine
OTBETOB.

Ecnu Bbl ucnonbayeTe chain install_response_sample.xml, nob6aBbTe Naposib B CNenyoLLyto
CTPOKY B haiine, roe naposib - 3T0 Naposib:

<variable
name='ssl.password' value='naposne' />

[ononHuTenbHyo HopMauuio 06 3ToM napone cMoTpuTe B pasgene KOHTPONbHbIN CNUCOK
YCTaHOBKMW.

CoBeT: [aponb cknaja AOBEPEHHbIX CEPTUPMKATOB He TpebyeTcs, ecnu Bbl Mcnonb3yeTe hann
update_response_sample.xml ons o6HoBNeHMA KOMNOHEHTa LLeHTp onepauuii.

3. 3anycTuTe ycTaHoBKY 6e3 BbiBoAa coobLleHunin, BBeAa B KaTaslore, B KOTOPbIV pacnakoBaH nakeT
YCTAHOBKM, CieaytoLLyto KoMaHay. 3HaveHue ¢palii_oTBeToB COOTBETCTBYET NyTW U MMeHU daina

OTBETOB:
. ./install.sh -s -input ¢alin_omeemos
-acceptlLicense

JlanbHeuwune nencreus

« Ecnu B npouecce yCTaHOBKM BO3HMKAOT OWMOKM, TO OHM 3aNMnCbIBAKOTCS B (halsibl XXypHana, KoTopble
XpaHaTca B kKatanore xypHanos IBM Installation Manager, Hanpumep:

/var/ibm/InstallationManager/logs

« Mocrne ycTaHOBKW cepBepa U KOMMOHEHTOB M 0 HACTPOWMKM 3TOr0 NPOAYKTa B COOTBETCTBUM C BalUMMMU
TpeboBaHuaMu nocetute cant IBM Support Portal. LLlenkHuTe no Downloads (fixes and PTFs)
(CkaumBaHue: ucnpasneHus u PTF) v npumMeHnTe Bce TpebyeMble CNpaBieHus.

« Mocne ycTaHOBKM HOBOIO CepBepa 03HaKOMbTeCh C pa3aenom Maea 3, “lNepBble Wwarn nocne
ycTtaHoBkM IBM Spectrum Protect”, Ha cTp. 91, uTobbl y3HaTb, Kak CKOH(MIypupoBaTb CepBep.
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YcTaHOBKA A3bIKOBbIX NAKETOB cepBepa

MepeBoabl 019 cepBepa NO3BOJIAOT CEPBEPY NOKa3bliBaTb COO6U.I,€HVIFI M CNpaBKY Ha A3blKaX, OTIINYHbIX
oT aHrnunckoro (CLUA). Takue nepeBobl NO3BONAIOT TaKXeE NUCMOJ1b30BaTb PErnoHasibHble CTaHOaPThI
npencrtaBsieHna 0aT, BpeEMEHU N Yncen.

Mpe>xkpe yueM HauaTtb

NHCTpYKLMM NO YyCTaHOBKE NaKeTOB NOAOEPKKM HALMOHAIbHbIX S3bIKOB 415 areHTa XpaHeHWs CMoTpuTe
B AOKyMeHTe KoHurypaums naketa NoALePKKM HALLMOHAbHbIX S3bIKOB AJ15 areHTOB XPaHEeH s,

Jlokanu a3biKa cepseepa

JInbo ncnonb3aynTe onNuMIo 93bIKOBOTO NakKeTa no ymMon4aHuto, nnbo BbibepuTte Apyron 93blIkoBOW NakeT
Ons BbiBOAa coobLleHnn 1 cnpaBku cepBepa.

JTOT 93bIKOBbIN MaKeT aBTOMATUYECKM YyCTaHABNNBaETCS As ClefyoLwein a3bIKoBOW ONLMUN No
yMoJl4aHUIo aNns coobuieHnin n cnpaBku cepeepa IBM Spectrum Protect:

« LANGUAGE en_US
[na NnpoYnx S3bIKOB W IOKanen ycCTaHOBUTE A3bIKOBOW NaKeT, HYyXHbI /19 Balleh yCTaHOBKU.

MO>HO MCnoAb30BaThb CleayoLme a3blKuU:

Tabnuya 19. S3biku cepsepa 015 Linux
LANGUAGE 3HauveHue onuun LANGUAGE
KNUTanckumimm ynpoLLeHHbIN zh_CN
zh_CN.gbh18030
zh_CN.utf8
KuTanckmi TpagnLMOHHbIV Bigh / Zh_TW
zh TW
zh_TW.utf8
AHrnnmckun, CLLA en_US
en_US.utf8
dpaHLy3CKMi fr_FR
fr_FR.utf8
Hemeukunn de_DE
de_DE.utf8
NTanbsHCKNM it IT
it_IT.utf8
ANOHCKNM ja_JP
ja_JP.utf8
Kopenckum ko_KR
ko_KR.utf8
Bpasunbckunii NopTyrasbCKuin pt_BR
pt_BR.utf8
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Tabnuya 19. S3biku cepsepa 015 Linux (npodonreHue)
LANGUAGE 3HaueHue onumu LANGUAGE
Pycckui ru_RU
ru_RU.utf8
McnaHckumn es_ES
es_ES.utf8

OrpaHuueHue: Mpy ncnonb3oBaHuK LleHTpa onepaumnin HEKOTOPbIE CUMBOJIbI MOTYT BbIBOGMTHCS
HenpaBWbHO, eCnu A3bIK Be6-bpay3epa He COBMaAaeT C A3bIKOM cepBepa. [pu nosBaeHnmn aToi
HemnonagKu cnegyeT CKOHMUIyprMpoBaTh B bpaysepe NCMOSIb30BaHWe TOTO Xe S3blKa, UTO M Ha cepBepe.

KoHcpurypupoBaHue A3blKOBOro nakerta

Mocne KOHMrypnpoBaHmsa A3bIKOBOr0 NakeTa CoobLLEeHNs U CMPaBKMX BbIBOOATCSA HA CEPBepe Ha S3biKe,
OTNIMYHOM OT aHrnuickoro (CLUA). MakeTbl yCTAHOBKUW BXOAAT B KOMMNEKT NOCTABKM NPOrPaMMHOM0
obecneveHuns IBM Spectrum Protect.

06 aTou 3apave
[na 3agaHusa noanepXKu onpeneneHHom noKanu BbiNOMHUTE OOHY U3 CedyoWwmx 3a4ay:

« ng onumn LANGUAGE B chaline onumi cepBepa 3agante MMs NoKanu, KOTOPYH HYXHO UCMOb30BaThb.
Hanpumep:

YTto6bI ncnonb3oBaTb okanb ru_RU.UTF -8, 3apante gnsa onumn LANGUAGE 3HaueHune
ru_RU.UTF-8. CmoTpuTe pa3gen “Jlokanu sasbika cepepa” Ha cTp. 89.

- Ecnv Bbl 3anycKaeTe cepBep B pPeXMMe aKTUBHOIO OKHa, TO 3afanTe ang nepemeHHom cpenbl LC_ALL
3HayveHue, coBnagarolLee co 3Ha4YeHNeM, KOTOopoe 3a4aHo B hansie onumnin cepeepa. Hanpumep, 4Tobbl
3apaTb MEePeMeHHYyI0 Cpeabl Ana PYCCKOro A3biKa, BBeauTe cnegyowee sHavyeHme:

export LC_ALL=ru_RU.UTF-8

Ecnv nokanb ycnewHo MHULMan1M3npoBaHa, To C ee NoMolLbio hopMaTupyeTca garta, BpeMs u
npeacTasneHne Ymucen gna cepsepa. Ecnuv nokanb He MHULMANU3MpPyeTCa ycnellHo, cepeep byaoeT
Mcnosib3oBaTth alinbl cooblLeHMIn Ha aHrnuitickoM a3bike (CLLA), a Takxe cthopmat OaT BpeMeHu 1 uncen
On4a a3bika cuctembl 'AHrnunnckuid (CLUA)"

O6HOBNEHME A3bIKOBOro NakeTa

Bbl MOXXeTe M3MEHUTb UM 06HOBUTL S3bIKOBOM NakeT npu nomoum IBM Installation Manager.

06 3Tou 3apave

BHyTpW o HOro 1 TOro e ak3emnnsapa IBM Spectrum Protect MOXKHO yCTaHOBUTb APYroi A3bIKOBOM
naker.

« [1nA yCTaHOBKM A PYroro 93blIKOBOro nakeTa ncnonb3ynte yHkumo MUsMeHuTb nporpamMmmel IBM
Installation Manager.

 [1na obHOBNEHMS A3bIKOBbIX NMaKETOB 4,0 HOBbIX BEPCUIA NCMONb3yNTe yHKLMI0 OBHOBUTb NPOrpammbl
IBM Installation Manager.

CoBeT: B IBM Installation Manager TepmMunH 06HoBuTh (Update) 03Ha4aeT MOMCK M YCTAaHOBKY 0BHOBNEHWMA
W UCMPaBNEHN ANs yCTAHOBEHHbIX MPOrPaMMHbIX MAKETOB. B 3TOM KOHTEKCTe TepMUHbI update n
upgrade SBNSOTCA CUHOHUMAMMU.
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naBea 3. MNepBble Wwaru nocne ycraHoeku I1IBM
Spectrum Protect

MNMocne yctaHOBKM KoMMoHeHTa IBM Spectrum Protect noarotoBbTeCh K KOH(DUIYPUPOBAHUIO.
Mcnonb3oBaHmne MacTepa No KOHMIypUpOBaHMIO - MPeanoyYTUTeNbHbIR cnocob Ana KoHGMrypupoBaHms
sk3emnnapa IBM Spectrum Protect.

06 3Tou 3apave

1. isaMeHUTe 3HaveHua napameTpoB aapa. CMoTpuTe pasaen HacTpoiika napaMeTpoB sapa s CUCTEM
Linux.

2. CospanTe kaTanoru 1 ID nonb3oBaTensa ang skdemnngapa cepeepa. Cmotpute pasgen “Cosganue ID
nosib30BaTess M KaTanoroB A ak3emnaapa cepsepa” Ha cTp. 93.

3. CKkoHurypupyimTe ak3emnnap cepsepa. BoibepuTe ogHy 13 cneayowmx onuuin.

- Bocnonb3ynTtecb MacTepoM No KOH(PUIypmpoBaHUIO - 3TO peKOMeHAyeMbIn cnocob. CMoTpute
pasnen “KoHgurypmuposaHue IBM Spectrum Protect npu nomolum mactepa KoHhMrypupoBaHusa” Ha
cTp. 95.

» CKOH(UrypupyinTe BPyUHY0 HOBbI 3k3eMnnsap. CMoTpuTe pasgen “KoHdurypupoBaHme
3K3eMnnapa cepeepa BpPy4Hyt” Ha cTp. 95. Mpu KOHDUIYPUPOBAHUM BPYUHYIO BbIMOSTHUTE
OMNMCaHHble HUXKe LIaru.

a. CKOHhMrypupyinTe KaTanoru n cosgante aksemnnsap IBM Spectrum Protect. CMoTpute
pasgen “CospaHune ak3eMnnaspa cepsepa” Ha cTp. 96.

b. CospanTe HOBbI (halln cepBepHbIX ONLUMIA, CKONMpoBaB Npumep darna, 4Tobbl
CKOH(pUTrypnpoBaThb CBA3b MEXOY CEPBEPOM U KNMeHTamMu. CMoTpuTte
pasgen “KoHthuryprpoBaHue CBA3M MexOy CEPBEPOM U KNMeHToM” Ha cTp. 97.

c. BBegute komaHay DSMSERV FORMAT, uto6bl cchopmaTmpoBatb 6a3y AaHHbIX. CMOTpUTE
pasnen “@opmMaTnpoBaHue 6asbl JaHHbIX M KypHana” Ha cTp. 100.

d. CKoHthurypupyinTe cuctemy 4na pes3epBHOro KonmpoeaHusa 6asbl AaHHbIX. CMOTpuUTe
pasgen “MoprotoBka MeHeaxxepa 6asbl AaHHbIX K pe3epBHOMY KONMMpPoBaHMio 6a3bl JaHHbIX” Ha
cTp. 101.

4. CKOHMrypupynTe onumm, 4Tobbl yNpaBnsaTb BPEMEHEM 3anycKa peopraHusaumm 6asbl faHHbIX.
CmoTpuTte pasgen “Onumm KoHDUrypmpoBaHusa cepeepa ans obcnyxmeaHus cepeepa 6as gaHHbIX” Ha
cTp. 104.

5. 3anycTuTe aK3eMnagap cepeepa, eCiiv OH eLle He 3anyLLeH.

CmoTpuTe pasgen “3anyck ak3emnnsapa cepsepa” Ha cTp. 105.
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6. 3apernctpupyiTte cBot nuueHsuto. CMoTpuTe pasgen “Pernctpaumsa nmueHsnin” Ha ctp. 111.

7. NMoproTtoBbTe CUCTEMY /1 PE3EPBHOI0 KONMpPOoBaHUs 6asbl AaHHbIx. CMoTpuTe pa3gen “lMNoarotoBka
cepBepa K onepaumsaM pesepBHOro KonnposaHusa 6asbl AaHHbIX ” Ha cTp. 111.

8. Y706kl yNpOoCTUTL YyCTPaHEHME HEMOMAO0K Ha CrlyYa BOSHUKHOBEHNS B Byayuiem Kaknx-nmbo
npobnem, ybeoutech, 4To o5 famna sapa BblAeNeHo 4OCTaTOMHO NPOCTPAHCTBA. [JONOMHUTENbHYO
MH(OpMaLMI0 CMOTPUTE B TEXHMYECKOM 3aMevaHnm 6357399.

9. MponsBoanTe MOHUTOPUHT cepBepa. CMoTpuTe pasgen “MoHUTOPUHT cepBepa” Ha cTp. 112.

HacTtpoiika napaMeTpoB agpa

Ona npaBunbHOM ycTaHoBKK 1 paboTel IBM Spectrum Protect n IBM Db2 B Linux Hago M3MeHUTb
napameTpbl KOHUrypauum aapa.
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06 aToi 3apaue
Ecnu Bbl He U3MeHUTE 3TU NapaMeTpsbl, ycTaHOBKa Db2 n IBM Spectrum Protect moxeT 3aBepLUMTbCS
Heypa4yHo. M gaxe npwv ycnewHon ycTaHoBKe nNpy paboTe MOryT BO3HWKHYTb Npobnembl.

N3MeHeHUe napaMeTpoB Aapa

IBM Db2 aBTOMaTM4eCKM yBENMUMBAET 3HAYEHMNS NapaMeTpoB A4pa MEXMPOLLECCOBOM CBA3M
(interprocess communication, IPC) 0o npegnoyTuTenbHbIX.

06 aTou 3apave
l-|T06bl M3MEeHWUTb NapaMeTpbl A4pa Ha cepBepe Linux, BbINOJIHUTE cneayouwune ,D,eVICTBMﬂZ

Mpouepypa
1. BBeanTe KoMaHay ipcs =1, uToObl BLIBECTM CNMCOK 3HAYEHUI MapamMeTpoB.

2. MpoaHanmsupymnTe pesynbTaTbl, YToObl oNpenennTb, TpebytoTca Nu kakmne-nnbo nsMmeHeHUs ons
Ballel CUCTEMBI.

Ecnun TpebytoTca nsmeHeHusi, MOXHO 3agaTh napameTp B anne /etc/sysctl.conf. 310 3HaueHune
napameTpa NpUMeHsIeTCs Npu 3anycke CUCTEMBI.

JanbHeuwune pencreus

Ona Red Hat Enterprise Linux 6 (RHEL6) Hapo 3agatb napameTp kernel . shmmax B chaiine /etc/
sysctl.conf oo aBToMaTnueckoro nepesanycka cepsepa IBM Spectrum Protect npu 3anycke cuctemsl.

MoapobHyto HopMaumio o 6ase gaHHbIX Db2 ana Linux cMoTpuTe no agpecy: MHdopMaumsa o NpoayKTe
Db2.

Pekomer,yeMble 3HavyeHusa
YbenunTtech, UTO 3HAYEHMS NapaMeTPOB A4pa AOCTATOUHbI ANS UCKYeHus npobnem npu paboTe
cepsepa IBM Spectrum Protect.
06 3Tou 3apaue

B cnepytowen Tabnuue cogepxxatca onMcaHma napameTpoB sapa afis paboTol kak IBM Spectrum Protect,
Tak 1 IBM Db2.

OnTuManbHble 3HaYEHNS napaMeTpoB aapa

MapameTp OnucaHue

kernel.randomize_va_space MapameTp kexrnel.randomize_va_space
KOHUrypupyeT ncnonb3osaHue namatu ASLR ong agpa.
OTknounTe ASLR, TaK Kak 3TO MOXET Bbi3BaTb OWMOKK B
nporpamme Db2. lononHutensHble nogpobHocTh 06
ASLR Linux n Db2 cMOTpuTe B TEXHMYECKOM 3aMeyaHnu
no agpecy: http://www.ibm.com/support/docview.wss?
uid=swg21365583.

vm.swappiness MapameTp vim.swappiness onpenensieT, MOXeT N
A4PO0 BbINOJIHATE CBOMMWHI ANS NAMATU NPOrpamMMmsbl U3
thnsmyeckor onepaTMBHON NaMaTn. JLONONHUTENbHYIO
MH(opMaLMio 0 NapamMeTpax aapa CMOTpUTE No agpecy
NHdgopmaumsa o npogykte Db2.
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OnTrMManbHble 3HaYeHUs NapaMeTpoB aapa (npodosmeHue)

MapameTp OnucaHue

vm.overcommit_memory MapameTp vim.overcommit_memoxry BnuseT Ha TO,
KaKol 06beM BUPTYanbHON NaMsTK 940 NO3BONSET
pasMellaTb. [JLONONAHUTENBHYO MH(OPMALLUIO O
napameTpax sapa cMoTpuTe no agpecy MHdopmaumsa o
npoaykte Db2.

CospaHue ID nonb3oBaTens v KaTanoros s aK3emMnnsapa
cepBepa

CospanTe ID nonb3oBatensa ans sk3emnnsapa cepsepa IBM Spectrum Protect n katanoru, kotopble
HY>XHbl 3K3eMNNapy cepeepa A1 6asbl LaHHbIX U KYPHAI0B BOCCTAHOBEHUS.

Mpe>xpe yeM HayaTtb

Mpexae YeM BbIMOSHATb AaHHYH0 3afa4y, 03HAKOMbTECh C MHOpMaLMen 0 NIaHUPOBaHN
NnpocTpaHcTBa O/19 cepeepa. CMoTpuTe pasgen “KoHTposibHble CIUCKU A1s NaHMPOBAHUSl CBEOEHMUN O
cepBepe” Ha cTp. 61.

Mpoueaypa
1. Cospavte ID nonb3oBaTens, KOTOPbIN CTaHET BNafesnbLeM aK3eMnaspa cepeepa.
Bbl 6ypeTe ncnonb3oBaTh 370T ID nonb3oBaTtens npu Co3faHnmn aKk3emMnaspa cepeepa B O4LHOM U3
nocreayLmX LWaros.
CospanTe ID nonb3oBaTens v rpynny, KOTOpble CTaHYT BafesNbLEM 3K3eMMNIsipa cepBepa.

a. OT umeHn ID nonb3oBaTens - agMMHUCTPATOPa MOXKHO 3anyCTUTb CleaytoLine KOMaHabl
KOHUTrypmpoBaHus nonb3osartenen u rpynn. Cosgante ID nonb3oBaTtens v rpynny B
OOMallHeM KaTtanore nosb3oBaTens.

OrpaHuueHue: B ID nonb3oBaTens MOXHO MCNOMb30BaTb BYKBbI HUXKHEro perncTpa (a-z),
umdpsbl (0-9) u cumeon noguepkmanmsa (_ ). ID nonb3oBaTens n UMs rpynnbl AOSKHbI
COOTBETCTBOBATb C/IeAYHOLMM MPaBUIaM:

« [nnHa He ponXHa npesblwaTb 8 CMMBOJIOB.

« ID nonb3oBaTens He MOXeT HauMHaTbCa € ibm, sql, sys nnu undpel.

» B kauecTBe ID nonb3oBaTtens uam MMeHW rpynnbl HeNb3s UCNnofib3oBaThb user, admin, guest,
public, local nnn kakoe-nnbo 3apesepBMpoBaHHOE CNoBo SQL.

Hanpumep, cosgante ID nonb3oBatens tsminstl B rpynne tsmsrvrs. B npuBeneHHbIX HUXKe
npuMepax nokasaHo, Kak cosfatb 370T ID nonb3oBartensa v aTy rpynny npy noMoLLM KOMaHpg,
onepaLmMoHHON CUCTEMBI.

groupadd tsmsrvrs -g 1111
useradd -d /home/tsminstl -u 2222 -g 1111 -s /bin/bash tsminstl
passwd tsminstl

OrpaHuueHume: IBM Db2 He nopgep»mBaeT HENOCPEACTBEHHYO ayTEHTU(MKALUIO
nonb3oBartensa cucrtembl Yepes LDAP.

b. BeinguTe 13 cucteMsbl, 3aTeM CHOBA B Hee BonauTe. MNepenanTe Ha TONbKO YTO CO3aHHYH
YUYETHYIO 3an1cb NoJsib3oBaTens. Icnonb3ynTe MHTEPAKTMBHYHO NPOrpamMMmy BXo4a B CUCTEMY,
Hanpumep, telnet, yTobbl BAC NONPOCKMAM BBECTM NapOSib U Bbl CMOT/IV USMEHUTb €0, ECNTN 3TO
notpebyeTtcs.

2. CospaiiTe KaTtanoru, HeobxoouMble cepBepy.
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CospanTe nycTble KaTanoru gas Kaxxaoro afnemMeHTa B Tabnuue 1 ybeantech, 4To Katanoramu
BNageeT HOBbIM ID nonb3oBaTens, KOTOPbIM Bbl TOMTbKO YTO cO34ann. CMOHTUPYATE CBSA3AHHYIO
CUCTEMY XPaHEHUs KaXK4oMy KaTanory oisi akTMBHOIO M apXMBHOIO XYypHana, a Takxe ans
KaTanoroB 6a3bl JaHHbIX.

MpuMepbl KOMaHA ANA CO30AHUA
AneMeHT KaTaJioros Bawwu KaTtanoru

Karanor akzemnnispa ons mkdir /tsminstl
cepBepa,
npeacTaBnsaoWwmnn cobom
KaTanor ¢ hannamu,
CBSI3aHHbIMU UMEHHO C
OaHHbIM 3K3eMMSPOM
cepsepa (hain cepBepHbIX
onuuin n gpyrme annsl,
CBSi3aHHble C CEPBEPOM)

KaTanoru 6asbl gaHHbIX mkdir /tsmdb001
mkdir /tsmdb002
mkdir /tsmdb003
mkdir /tsmdb004

Katanor akTMBHOro mkdir /tsmlog
XypHana

KaTtanor apxvMBHoOro mkdir /tsmarchlog
XypHana

HeobgasaTtenbHo: KaTtanor mkdir /tsmlogmirror
N5 3epKanbHOM Konuun
aKTUBHOIO XypHana

HeobgasaTtenbHo: KaTtanor mkdir /tsmarchlogfailover
BTOPUUYHOIO apXMBHOIO
ypHana (kaTanor ans
pe3epBHOro apxmMBHOro
KypHana)

Mpu nepBoHavanbHOM co3gaHum cepsepa npu nomolum ytunutel DSMSERV FORMAT vnn mactepa
KOHhMrypupoBaHus cospaetca basa AaHHbIX cepBepa U XypHasn BOCCTaHOBNeHMs. Kpome Toro,
co3patoTca hannbl ons XxpaHeHUs nHpopmaunm o 6ase faHHbIX, UICNONb3yeMON MeHexepom basbl
OaHHbIX.

3. 3aBepLUVITe ceaHc gnis Hosoro ID nonb3oBatens.

KoHdurypuposaHue cepsepa IBM Spectrum Protect

Mocne Toro Kak Bbl yCTAaHOBMTE CepBEp M NOArOTOBUTECH K KOH(MIYPUPOBaHUIO, CKOHADUTYpUpYIiTe
3K3eMMNsp cepeepa.

06 aToii 3apaue
CkoHdmrypupynte sksemnnap cepeepa IBM Spectrum Protect, BbibpaB ognH 13 cnenyrowmx BapmaHToB:

- Bocnonbsyntecb MacTepoM KoHpurypmuposaHusa IBM Spectrum Protect Ha nokanbHOM KOMMbOTEpPE.
CmoTpuTe paspen “KoHgurypuposaHue IBM Spectrum Protect npu nomowim Mmactepa
KOHurypmupoBaHus” Ha cTp. 95.
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» CKOHhUrypupymnTe Bpy4Hyt HOBbI ak3emnnsap IBM Spectrum Protect. CMoTpuTe
pasgen “KoHguryprpoBaHme ak3emnisapa cepeepa BpyUHyt” Ha cTp. 95. Mpu KoHUrypmposaHum
BPYYHYIO BbINOJTHATE OMMCAHHbIE HMXKE Laru.

1. CKOHbUrypmpymnTe KaTanoru n cosganTte aksemnnap IBM Spectrum Protect. CMoTpuTe
pasgen “Co3paHue akseMnaspa cepeepa” Ha cTp. 96.

2. CospaviTe HOBbIN hann cepBePHbIX ONLMIA, CKONMPOBAB NpuMep harnna, 4Tobbl CKOHUIypnpoBaThb
CBSAI3b MeXAy cepBepoMm u knueHtamum IBM Spectrum Protect. CMoTpuTte
pasgen “KoHduryprpoBaHue CBA3M Mex 4y CEPBEPOM U KNMEHTOM” Ha cTp. 97 .

3. Beeante komaHoy DSMSERV FORMAT, utobbl cchopMaTmpoBaTb 6a3y gaHHbIX. CMOTpuTe
pasnen “@opmaTmpoBaHme Hasbl AaHHbIX M XypHana” Ha cTp. 100.

4. CKoHhUrypupyiTe cUCcTEMyY A9 pe3epBHOM0 KONMpoBaHus 6asbl AaHHbIX. CMOTpUTe
pasgen “MoaroToBka MeHeaepa 6a3bl JaHHbIX K pe3epBHOMY KOMMPOBaHMI0 6a3bl AaHHbIX” Ha CTP.
101.

KoHcurypuposaHue IBM Spectrum Protect npu nomowum mactepa
KOH(urypupoBaHua

MacTtep obecneumBaeT Noaxo4 K KOHPUTIypMpoBaHUIO cepBepa Ha ocHoBe Habopa waros. Mcnonbsys
rpacmyeckumin nHTepdenc Nnonb3oBaTens, Bbl CMOXeTe 060MTH psf, WaroB No KOHUIYPUPOBAHUIO,
KOTOPbIe CMIOXHO BbIMO/THUTb BPYYHYHO. 3anycTuTe MacTep B CUCTEME, B KOTOPOW Bbl YCTAHOBUIN
nporpammy cepsepa IBM Spectrum Protect.

Mpe>xpe yeM HayaTb

I‘Ipem,qe 4YyeM UCNonb3oBaTb MacTep KOHd)I/IprVIpOBaHVIFl, HYXHO BbIMOJIHUTb BCe nNpeabiaylne waruv gngd
NoAroTOBKM K KOH(UTypUpOBaHuMto. B UnMcno aTux Wwaros BXoaaT yctaHoBka IBM Spectrum Protect,
co3faHue KataJsioros 6a3bl OaHHbIX N XXYPHaJI0B U1 CO3aHNE KaTaJloroB A ID nonb3oBaTtensa anga
aK3eMnnapa cepeepa.

Mpouepypa
1. YbepguTech, 4YTO BbINOJIHEHBI ceaytolme TpeboBaHus:

« B cucteme, B KoTopoW Bbl ycTaHoBuAn IBM Spectrum Protect, nonxeH 6biTb knneHT X Window
System. Kpome Toro, y Bac Ha paboueM cTosne gosxeH pabotatb cepep X Window System.

« B cucteme ponxkeH 6biTb paspelueH npotokon Secure Shell (SSH). YbepuTecs, uto ans noprta
3aaH0 3HaYeHuMe no yMmon4yaHuto (22) n 4to nopT He 3abnoknpoBaH bpaHaMayspoM. HyxHo
paspewmnTb ayTeHTUdUKaLMto naponsa B hanne sshd_config B katanore /etc/ssh/. Ybegutech
Takxe, 4To y cnyx6bbl gemoHa SSH ecTb npaBa [ocTyna Ans coeAnHeHMs ¢ CUCTEMOM C
ncnonb3oBaHmMeM 3HayeHusa localhost.

* Bbl LO/KHbI UMETb BO3MOXHOCTb BOMTK B CUCTEMY, Ucnonb3ys ID nonb3oBaTens, Co3gaHHbIi ans
3K3eMnnapa cepsepa, 1 Npotokon SSH. Mpu ncnofb3oBaHUKM MacTepa Aaa NoslydeHuns 4ocTyna K
cucTeMe Bbl JOJIKHbI ByaeTe BBecTV 3Tu ID nonb3oBaTtensa v Naposb.

2. 3anycTuTe NoKanbHY0 BEPCUIO MacTepa:

OTtkponTe nporpammy dsmicfgx B katanore /opt/tivoli/tsm/sexrver/bin. 3ToT MacTep
MOXHO 3amnycKaTb TOMIbKO C Mcrnonb3oBaHMeM ID nonb3oBaTens root.

3aBepLumnTe KOHPUrYpUpoBaHue, crefys MHCTPYKLMSAM. MacTep MOXHO OCTaHaBIMBAThb U
nepesanyckaTtb, HO cepBep He byaeT paboTaTb, Noka He byaeT BbINONMHEHa BCs npouenypa
KOH(UrypupoBaHus.

Kompurypuposauue JK3eMMidpa cepBepa BPYUYHYHO

MNMocne yctaHoBku IBM Spectrum Protect Bbl MoXeTe ckoHturypuposaTb IBM Spectrum Protect Bpy4Hyto,
a He npu noMoLmM MacTepa KOHUrypruposaHus.
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CospaHue 3K3eMnisApa cepeepa

Cospante aksemnnap IBM Spectrum Protect, BBeas komaHay db2icrt.

06 aTou 3apave
Ha O,D,HOIZ pa6oqel71 CTaHUUN MOXKeT 6bITb OOWH NN HECKOJIbKO 3K3eMMNIAPOB cepBepa.

Ba)kHoe 3aMeuaHue: Npexae yem BBoauTb koMaHay db2icxt, ybegutech B cnegyrowem:

« CyluecTByeT AoMallHWI KaTanor ang nonb3osatensa (/home/tsminstl). Ecnu gomalluHero KaTtanora
HeT, Bbl LOJIKHbl €ro Co34aTb.

B kaTanore ak3eMnnsipa xpaHaTca cneayolime tannbl, creHepupoBaHHble cepBepoM IBM Spectrum
Protect:

— ®dann cepBepHbIx onumn, dsmserv.opt

— ain 6a3bl faHHbIX KNtouel cepeepa cexrt. kdb v dhannbl .arm (Mcnonb3yeMble KNIMEHTaAMU U
ApYruMm cepBepamun Ans umnopTa ceptugukaToB SSL Ha cepsep)

— dawnn KoH(Wrypaumm ycTponcTs, ecnv cepsepHas onuma DEVCONFIG He 3apaeT nofiHOe uMms
— ®dann nctopun ToMoB, ecnu cepepHas onumnsa VOLUMEHISTORY He 3apaeT nonHoe nms

— Toma ans nynos xpaHeHns DEVTYPE=FILE, ecnu cneundmkaumnsa Katanora gns Knacca yCTPoncTB He
ABNSETCSA NOJIHOWN.

— O6paboTumkm nonb3oBaTens
— BbixogHast MHopMaums TpaccMpoBKM (ECNn He 3a4aH0 NoJIHOe UMS)
» PesepBHYI0 KOMKWIO criedyowmnx anioB Hy>XHO COXPaHUTb B 6€30MacHOM U 3aLLMLL,EHHOM MecTe:

— @ainnbl rnaBHoro kntova windpoeaHua (dsmkeydb . %)
— CepTudukaT cepBepa 1 hansibl CEKPETHbIX Kitouel (cert. x)

« Y nonb3oBaTtens root 1 ID nonb3oBartens ak3eMnispa SOMKHbI ObITb paspeLlleHns Ha 3anuch B (hann
KoHgumrypaumnm obonoyku. B gpomaliHem KaTanore cyLwecTByeT hann KoHpurypaumnumnm ob6ono4km
(Hanpumep, .profile). JononHuTeNbHYO MHOPMaLMIO CMOTpUTE Ha Beb-caliTe MHdopmaLums o
npoaykte Db2. Hangnte nHdopmaunto o nepeMeHHbIx cpempl Linux n UNIX.

1. Bongute B cucTemy c ID nonb3oBaTens root u cospante ak3emnnsap IBM Spectrum Protect. Mms
3K3eMNapa OO/MKHO coBNagaTb C UMEHEM NOJb30BaTeSNS, ABNAIOLWErocs Bnagenblem aKk3emnasapa.
Beepute komaHgy db2icxt B BMae ogHom cTpoku:

Jopt/tivoli/tsm/db2/instance/db2icrt -a server -u
UMS_3K3eMnaapa uMsa_3sk3emnasapa

Hanpumep, ecnu ID nonb3oBaTens JaHHOro ak3emnaspa - tsminstl, cosgante ak3emnnsap, BBeas
cneayloLyto KoMaHay: Beeante KoMaHay B OQHOW CTpOKe.

/opt/tivoli/tsm/db2/instance/db2icrt -a server -u
tsminstl tsminstl

HanomuHaHue: C 3T0ro MOMeHTa UCnonb3ynTe 3ToT HOBbIW ID nonb3oBatens npu
KOH(urypupoBaHun cepaepa IBM Spectrum Protect. 3aBepwmnte ceaHc ID nonb3oBatens root n
BOMANUTE B CUCTEMY OT MMeHM HOoBoro ID nonb3oBatens-saagensLa sk3emMnasapa.

2. I3ameHnTe KaTanor no ymonyaHuio ona 6asbl AaHHbIX, TaK UTOBbI OH cOBNaan ¢ Katasorom
3K3emnnapa cepsepa. Ecnv y Bac HECKOMbKO CEPBEPOB, BONANTE B CUCTEMY OT UMeHu ID
NonNb30BaTeNa 3K3eMNAapa 019 Kax4oro cepsepa. Beegute KomMaHay:

db2 update dbm cfg using dftdbpath kamanoe_sksemnnspa
Hanpumep, ecnv 3HaueHMeM KaTanor_sk3emnnapa asngetca ID nonb3oBaTens aksemnnapa:
db2 update dbm cfg using dftdbpath /tsminstl

3. iameHuTe nyTb Bubnmnotekn, BKNOUMB B Hero bubnmnoTtekn, Heobxoanmble gis onepalmin cepeepa.
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Coset: B cnegyruwmx npuMmepax Nncnosib3yrTca cnenyroume Katasoru:

« katasor_bin_cepBepa - 3TO NoJKaTasor KaTanora ycTaHOBKW cepBepa. Hanpumep, /opt/
tivoli/tsm/server/bin.

« doMawHUl_KaTaaor_nosib3oBaresiell_3k3eMnispa - 3T0 OMALUHWIA KaTanor nofib3oBaTtens
aksemnnapa. Hanpumep, /home/tsminstl.

« Hapo nsmMeHuTb 0aMH 13 cnepytolwmx annos, 4tTobbl 3apaTh NyTh 6UHAMOTEK, KOrga 3anyckatTcs
IBM Db2 unu cepaep. Nponssepunte obHoBNEHME AN 060104KN, 019 UCNONb30BaHMS KOTOPOW
CKOH(hMIypupoBaH 3K3eMMap Nosib3oBaTens.

O6onouka Bash nnu Korn:

domawHuli_kamanoe_nonv3zosamesneli_sk3emnasapa/sqllib/userprofile

Ob6onouka C:

domawHuli_kamanoa_nonsv3osameneli_sk3emnnapa/sqllib/usexrcshzxc
« Mpounseennte obHoBNEeHMe a5t 060104KM, OIS UCMONb30BAHUS KOTOPOM CKOH(UIYPUPOBaH
3K3eMNap Nosb3oBaTens.
O6onoyka Bash nnu Korn:
HobaBbTe B haiin domawHuli_kamanoe_none3oeamesneli_skzemnaspa/sqllib/userprofile
cnepyoLLyto 3anuch (B O4HON CTPOKeE):

export LD_LIBRARY_PATH=kaTanor_bin_cepeepa/
dbbkapi:/usr/local/ibm/gsk8_64/1ib64:
/opt/ibm/1lib:
/opt/ibm/1ib64:$LD_LIBRARY_PATH

Obonouka C:

[obasbTe B thain domawHuli_kamasoa_none3osameneli_sk3emnaspd/sqllib/usercshrc
cnepyoLLyto 3anunck (Ha ofHOM CTpoKe):

setenv LD_LIBRARY_PATH kaTtanor_bin_cepBepa/dbbkapi:/
usr/local/ibm/gsk8_64/1ib64:/
opt/ibm/1ib:/opt/ibm/1ib64:/usr/1ib64:$LD_LIBRARY_PATH

HanomuHaHue: B nyTu 61bnroTeK LoNXHbI 6biTh CnefytoLLne 3anncu, U OHW OOMKHbI UATK Nepen,
BCEMW ApYrMMU 3anncsiMu B NyTn 6ubnumoTek:
— kaTanor_bin_cepsepa/dbbkapi
— /usr/local/ibm/gsk8_64/1ibh64
4. Co3panTe HOBbINM (haln CEPBEPHbIX OMLUN.

KoHurypupoBaHue cBA3U MeXXay CEPBEPOM U KJINEHTOM

MpuMep thaina cepBepHbIX ONUKMIA No yMonyvaHuio, dsmserv.opt.smp, cospaerca B katanore /opt/
tivoli/tsm/sexrver/bin npuyctaHoeke IBM Spectrum Protect. Bbl 4OMKHbI CKOH(MIYpPUPOBaTh
CBSI3b MeX[y CEPBEPOM U KJTMeHTaMK, CO3A4aB HOBbIN Dalin cepBepHbIX ONUUN. [na 3Toro CKonupymTe
npumep hanna B KaTanor aK3emnnspa cepeepa.

06 aTou 3apaue

Y6enuTech, UTO y Bac €CTb KaTasior aK3eMnnsapa cepsepa, Hanpumep, /tsminstil, n ckonupyite B Hero
thain npumepa. MNpuceBonTe HoBOMY thainy nMa dsmserv . opt n usmMeHuTe onuun. BeinosHMTeE 3TO
AencTBre oo Hnumanmsaunm 6asel gaHHbIX cepBepa. Kaxabli obpasel, 3anvcy Uan 3anmcb no
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yMOﬂanMK)BCTaHﬂapTHOM(bamﬂeOHuMﬁHBﬂﬂeTCHHpMMeanMEM-CTpOKOﬁ,HaQMHaKHueMCHCO
3BE€304KMN ™*. Pernctp cmMBonOB B UMeHax OMuUNI HEe NMEET 3HaYeHus, a MeXxay Knw4yeBbiMu ClioBaMn U
3HAYEHNAMUN MOXKHO BCTaBNATb OONH NN HECKOJIbKO npo6enos.

Mpu n3mMeHeHun hanna onuni cobnoganTe cneayroLliMe peKkoMeHgaummn.
« [1NA aKTUBaLUMM ONUMM yOaNUTe 3Be3404KY B Havasie CTPOKW.
- [1ns BBOAA OMLMI MOXHO MCMOJSIb30BaTb tobol cTonbel.

« OfHa CTPOKa J0/KHA CoepKaTb TOMbKO OAHY OMNLUMIO, a O4HAa OMNUMSA AOHKHA 3aHUMATb TOJIbKO OfHY
CTPOKY.

« Ecnu ogHOMY K/lOUEBOMY CIIOBY COOTBETCTBYET HECKOJIbKO 3anucei, cepeep IBM Spectrum Protect
MCMoMb3yeT NOCNefHI0 3anuch.

Mpy BHECEHUN U3MEHEHWI B (haiin onuuii cepeepa Heo6xooMMo nepe3anyCcTuTb cepeep, YTobbl
N3MeHeHWs1 BCTYNUAW B CUny.

MOXHO 3a,aTb OAMH N3 CNefyLWmnx MeTogoB CBA3K:
« TCP/IP Bepcuun 4 unu Bepcumn 6
« CoBMeCTHOE 1Cnob30BaHMe NaMaTn

« Secure Sockets Layer (SSL)

CoserT: [1aponin MOXHO ayTEHTUDULMPOBATL C MOMOLLBIO cepBepa KaTanoros LDAP unu cepeepa IBM
Spectrum Protect. MNaponun, KOTopble ayTEHTUPMLMPOBAHBI C NOMOLLBbI cepBepa KaTtanoros LDAP,
MoryT obecneunTb pacliMpPeHHYH0 3aLWnTy CUCTEMBI.

3adaHue onyuii TCP/IP
3apanTe onuum TCP/IP pna cepeepa IBM Spectrum Protect nnu coxpaHute onumm, BbibpaHHble Mo
YMOYaHUIO.

06 aToii 3apaue

Hwxe npuBoguTcs npumep cnmcka onunn TCP/IP, koTopble Bbl MOXeTe MCNONb30BaTb A1
KOH(OUTypMpPOBaHUS CUCTEMBI.

commmethod tepip
tcpport 1500
tcpwindowsize O
tcpnodelay yes

CoBeT: M0XHO ucnosb3oBatb npotokon TCP/IP Bepcuu 4, Bepcumn 6 nnun obenx Bepcuii.

TCPPORT
Appec nopTa cepBepa gns B3anmogenctesnin TCP/IP n SSL. 3HaueHne no ymonyaHuto - 1500.

TCPWINDOWSIZE
3apaet pasmep bydepa TCP/IP, ncnosib3yemMoro npu oTnpasKe Uav npueMe gaHHbIX. Pazmep okHa,
MCMNOMb3yeMOro B CeaHce, MeHbllie pazMepa OKHa 4J19 cepeepa W knveHTa. Mpu 6onblieM pasmepe
OKHa MCMosb3yeTcs A0NOSIHUTENIbHAsA NaMsTb, HO 3TO MOXET CNOCOBCTBOBAaTL NOBLILIEHNIO
NpPON3BOANTENbHOCTM.

MoxHo 3agaThb Lenoe uncno ot 0 1o 2048. YTobbl UICNOJIb30BaTh pa3Mep OKHa No yMoYaHuIo ong
onepaLmnoHHOM cucTeMbl, 3agaiTe 3HadeHue 0.

TCPNODELAY
MNMo3BonaeT ykasatb, byneT v cepeep oTNpaBnsaTb coobleHns Manoro obbema, Um e OH paspewunT
TCP/IP 6ythepunsoatb coobuieHus. Mpun otnpaBke HEOONbLINX COOBLLEHWI MOXKET NOBbICUTbCSH
NPonycKHas cnocobHOCTb, HO MPU 3TOM YBENIMYMUTCS YMCIIO NAKETOB, OTNPAB/IAEMbIX MO CETU.
Ykaxkute YES, utobbl 0TNpaBnsaTb KOpoTkme coobueruns, nnmn NO, utobbl npotokon TCP/IP coxpaHsan
nx B bychepe. 3HaueHne no ymonyaHuto - YES.
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TCPADMINPORT
3apaeT HoMep NopTa, KOTOPbIM MCNoNb3yeTcs apanBepom cesasn TCP/IP cepBepa ons oxxmnaaHus
TpeboBaHui cBs3u ¢ nogaepxkon TCP/IP nnn SSL, oOTANYHbBIX OT CEaHCOB K/TMEHTOB. 3HaUYeHMeM Nno
yMon4vaHuto sensietca sHadeHne TCPPORT.

SSLTCPPORT
(Tonbko SSL) 3apaet Homep nopTa Secure Sockets Layer (SSL), Ha koTopoMm gpansep cBssn TCP/IP
0XuAaeT 3anpochbl Ha yCTaHOBJIEHNe ceaHCoB SSL OT K/IMeHTa pe3epBHOro KOMMpoBaHUA 1
apPXUBUPOBAHMSA U KIIMEHTA aAMUHUCTPUPOBAHNS C MHTEP(ENCOM KOMaHLHOW CTPOKU.

SSLTCPADMINPORT
(Tonbko SSL) 3apaeT agpec nopTa, Ha KOTOpoM Apaineep ceA3u TCP/IP cepBepa oxunaaeT 3anpocos
Ha yCTaHOBJIeHWe ceaHcoB SSL oT KNIMeHTa aAMUHUCTPUPOBAHMSA C UHTEPHENCOM KOMaHOHOM
CTPOKMN.

3adaHue onyuli Shared Memory

Bbl MOXeTe Mcnosib3oBaTh CBSA3b Yepe3 COBMECTHY namaTb (Shared Memory) gns B3auMoaencTems
MeXay KTMeHTaMmn 1 cepBepaMm Ha OAHOM U TOM e KoMnbtoTepe. YTobbl Ucnonb3oBaTtb cnocob cea3m
Shared Memory, B cucteMe fomkeH bbiTb ycTaHoBNeH npotokon TCP/IP Bepcuun 4.

06 aToi 3apaue

B npuBeneHHOM HUXe NpuMepe nokasaH napameTp A1 COBMECTHO ncnosbayemoin namsatu (shared
memory):

commmethod sharedmem
shmport 1510

B aTom npumepe SHMPORT 3apaet agpec nopta TCP/IP gna cepeepa npu CBA3M Yepe3 COBMECTHO
ncnonbayemyto namsatb. Onuuto SHMPORT M0OXHO 1CNoNb30BaTh, YTO6bI 3aaaTh Apyron nopt TCP/IP. Mo
yMon4aHuto ncnonbsyetcs nopt 1510.

COMMMETHOD M0>XHO MCMONb30BaTb HECKOMbKO pa3 B (hanne onuunii cepepa IBM Spectrum Protect ¢
PasfIMYHbIMM 3HAYEHUAMU. HanpruMep, MOXHO 3a0aTb 3HAYEHUS TakK:

commmethod tcpip
commmethod sharedmem

Mpu ncnosib30BaHUN CBA3M Yepes COBMECTHYIO MaMsATb Bbl MOXKETE MOMyunTb OT CepBepa creaytollee
coobuleHune:

ANR9999D shmcomm.c(1598): ThreadId<39>
Error from msgget (2), errno = 28

370 coobulieHmMe o3HauaeT, UTo Heobxoanmo cosaaTth ouepeab CoobLLEeHM, HO Npy 3ToM byneT
MPeBbILEHO MaKCMMabHO OMNYyCTMMOe Yncio odepenen coobuieHmin (MSGMNI).

Y706kl y3HATH MaKCKMManbHOe YMciio ovepenen coobuieHmin (MSGMNI) B cucteme, BBeOMTE CrieaytoLLyto
KoMaHay:

cat /proc/sys/kernel/msgmni
Y1066l yBENMUMTL 3HAYeHne MSGMNI B cucteMe, BBeAUTE CeAyOLLY0 KOMaHAay:
sysctl -w kernel.msgmni=n

roe n - MaKCMMasnbHOe YMCcno odepenein cooblieHnii B cucteme (MSGMNI), koTopoe Bbl XOTUTE 3a4aTh.

3adaHue onyuli Secure Sockets Layer
MoxkHO 0,06aBUTb AOMNONHNTENbHYHO 3aLLUTY OAaHHbIX M Naposien ¢ NoOMoLLbio NpoTokona Secure Sockets
Layer (SSL).
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Mpe>xpe yeM HavaTtb

SSL — 3T0 CTaHAapTHas TEXHOMIOTMS CO34aHUS 3allnMtPOBaHHbIX CEAaHCOB MEX Ay CEpBEPaMm U
KnmeHTaMu. SSL npepocTaBnseT 6e3onacHbI KaHa 4Jj1s CBSI3M CEPBEPOB M KIIMEHTOB MO OTKPbITbIM
nyTaM cBasu. MNpu ncnonbaoBaHmm SSL naeHTUdUKaLMOHHAs MHGOPMaLMa cepBepa NpoBepsieTcs ¢
NMOMOLLbI LM(DPOBLIX CepTUHNKATOB.

YT06bI 06ecneunTb ONTUMasbHY NPON3BOAUTENIbHOCTL CUCTEMBI, UCMOMb3ynTe SSL ToNbKO Ans
CeaHcoB, rae aTo Heobxogmmo. [lobaebTe Ha cepiep IBM Spectrum Protect jonosfiHUTENbHbIE PECYpChbl
npoueccopa, YTobbl ya0BNEeTBOPUTL Bo3pociumne TpeboBaHus.

dopmMaTupoBaHue 6a3bl 4AHHDIX U XXypHana

Ecnu Bbl KOHGMIypUpyeTe cepBep BPYUHYHO, TO HaOo0 chopmMaTmpoBaTh 6asy AaHHbIX CEPBEPA M XYpHan
BOCCTaHOBJeHMs. basa AaHHbIX UCMONb3YyeTCs ANS XPaHeHUS MH(POPMaLMU O KITMEHTCKUX AaHHbIX U
CepBEPHbIX ONepaLLmsaX, a XXypHasa BOCCTAHOBIEHMS MOXHO MCNOIb30BaTh 415 BOCCTAHOBEHMS MoCe
cboeB cucteMbl 1 HocuTenewn. Bocnonbaylhtech ytunmuton DSMSERV FORMAT aons chopMaTMpoBaHus U
MHUUManm3aunm 6asbl JaHHbIX CEPBEPA U XYpHana BoCcCTaHoBNeHMs. Mpu nHuumnanusaumm 6asbl [aHHbIX
W XXypHana BOCCTaHOB/IEHMS 3aNpPeLLATCS BCe NPoYne onepaLmm cepeepa.

Mocne KOHhUIyprpoBaHWs CBA3el cepBepa BCe roToBO A8 MHUUManu3aumum 6asbl JaHHbIX. KaTanoru He
OOMKHbI HAXOAUTLCA B (DAMIOBLIX CUCTEMAX, MAE MOXKET 3aKOHUMUTLCA CBOBOAHOE NPOCTPaHCTBO. Ecniu
HeKOoTOopble KaTasloru, HanpuMep, apxXMBHbIN KypHas, 6onblue He 4OCTYMHbI UK NepenosiHeHbI, CEpBep
npeKkpaTuT paboTy. [lononHuTeNbHbIE CBEAEHUS CMOTpUTE B pasgese MNnaHMpoBaHMe eMKOCTH.

Kak HacTpouTb 06paboTunkK CNMCKOB 3aBepLUEeHUNA PaboTbl

3apanTte pns nepemMeHHon peectpa DB2NOEXITLIST 3HaueHue ON onsa Kaxaoro ak3emnnaspa cepeepa.
Bonante B cucteMy, ucnonbsys ID nonb3oBaTens sK3eMnaapa, U BBegMTe CriefyoLLyo KOMaHay:

db2set -i ums_sksemnnspa_cepsepa
DB2NOEXITLIST=0ON

Hanpumep:

db2set -i tsminstl DB2NOEXITLIST=ON

MHuumanusauma 6asbl faHHbIX cepBepa U XKypHaia BOCCTAHOBJIEHUS

Ncnonbsynte ytunuty DSMSERV FORMAT ons hopMaTupoBaHUs U MHULMann3aumnm 6a3bl AaHHbIX
cepBepa, KoTopas asnseTcs 6bason gaHHbIXx IBM Db2, 1 xypHana BoccTaHoBeHMs. Hanpumep, ecnu
KaTanor aK3eMmnaspa cepBepa - 310 /tsminstl, To BBeguTe Ceayole KOMaHabl:

cd /tsminstl

dsmserv format dbdir=/tsmdb@01 activelogsize=32768
activelogdirectory=/activelog archlogdirectory=/archlog
archfailoverlogdirectory=/archfaillog mirrorlogdirectory=/mirrorlog

CoBeTt: Ecnv Bbl 3a0aANTe HECKO/IbKO KaTanoros, y6e£|,l/IT6‘Cb, YTO pa3Mepbl COOTBETCTBYHOLWMNX q)aﬁHOBbIX
CMCTeMpaBHbLHTOﬂO3BOﬂMTO6€CH€HMTbHeﬂp0TMBOpeHMBWOCTeHeHbﬂapaﬂﬂeﬂM3MaﬂﬂHOﬂepauMﬁ
6a3bl gaHHbIX. Ecnv ogmH unu bonee kaTanoros aas 6asbl AaHHbIX OKaXyTCa MeHblle Apyrux, ato
yMeHbMMTonTMMmsmpOBaHHoenapanneanoeynpemnaKnueeqTeHme14pacnpeneneHmeGasblnaHHux

Ecnu 6a3a gaHHbIX Db2 He 3anyckaeTcs nocne BbinonHeHns komaHabl DSMSERV FORMAT, 1o, BO3MOXHO,
NPWAETCS BbIKIOYUTb OMNLMI0 MOHTUPOBaHMSA (hannoBoi cuctembl NOSUID. Onumto Hago BbIKOYUTD,
4yTObbI 3aNYCTUTb CUCTEMY, B C/IEAYIOLMX ClydanX:

« Ecnu aTa onuma 3agaHa B (halinoBol cucTeMe, cogepiallen Katanor Bnagensua aksemnnapa Db2.

« Ecnu onums 3apaHa ana kakom-nnbo hainoBon cucteMsl, cogepallern 6asy gaHHbIX, aKkTUBHbIE
YYPHasbl, apXMBHbIE XYPHasbl, XYypPHasbl 0TKA30yCTONUYMBOCTUN UM 3EPKaNMPOBaHHbIe XYypHanbl Db2.
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Mocne oTktoveHuns onumm NOSUID noBTOpUTE MOHTUPOBaHMe (haliioBo cCUCTeMbI U 3anycTuTe 6asy
JaHHbIx Db2, BBELA CneayloLLyo KOMaHay:

db2start

CospaHue agMUHUCTpPATOpA

Mocne 3aBeplueHUs hopMaTMpoBaHus 6asbl JaHHbIX 1 XXypHana BOCCTAaHOBEHNS HA[0 CO3AaTh
nonb3oBaTeNs-agMUHUCTPATOPA, KOTOPbIM CMOXET BOMTK Ha CEPBEP, a TaKKe BKIUMTb IBM Spectrum
Protect Operations Center onsa coeanHeHns ¢ cepepoM. 1519 HACTPOMKM Nob3oBaTens-
agMUHMCTpaTopa MOXHO MCMOJIb30BaTh CIeAyoLlMe KOMaHabl B Makpoce:

REGISTER ADMIN
KomaHpa REGISTER ADMIN npuHuMaeT cnefytouwme napameTpbl:

register admin ID_admuHucmpamopa naposb_adMuHucmpamopad
LOnvHa naponsa gomkHa CoOOTBETCTBOBATbL OMnpeaesieHHbIM npasunaM. [1ononHuUTeNnbHyo
nHopmauuto cMoTpuTe B pasgene REGISTER ADMIN (3apeructpupoBaTth ID agMuHUCTpaTopa)

GRANT AUTH
KomaHpa GRANT AUTH npuHuMaeT cnefyoume napameTpbl:

grant auth ID_admuHucmpamopa classes=ksacc_admMuHucmpamopa

LononHuTenbHyo nHopMauuio cMoTpute B pasgene GRANT AUTHORITY (JobaBuTb NonHOMOYMS
agMUHUCTpaTopa).

YT10bbI HAaCTPOUTb NONb30BaTENIA-aOMUHNUCTPATOPA, BbINOJIHUTE Ccneaykulee:

1. Co3paitTe Makpoc, Hanpumep, setup.mac.

2. OTpefaKTupyTe Makpoc, UTobbl 3aperncTpupoBaThb Nob3oBaTeNa-agMMHUCTPaToOpa U1
NpPefoCcTaBUTb CUCTEMHbIE NMOHOMOYMS NMOMb30BATENIO CO CleAyOWNMIU NAEHTUDUKALNOHHBIMY
OaHHbIMU:

- ID nonb3oBaTensi-agMuHUCTpaTopa: adminadmin
- Maponb gns nonb3oBatena-aaMuHUcTpaTopa: adminadminl

register admin adminadmin adminadminl
grant auth adminadmin classes=system

Hapo cospaTb nonb3oBaTens-agMmMHUCTPaToOpPa C NOMOLbIO onuny classes=system, 4Tobbl
nonb3oBaTeb-aAMUHUCTPATOP MOI CO34aBaTb APYrnX MOTEHLUMaNbHbIX NO/Ib30oBaTENEN-
aAMUHUCTPATOPOB, HAMPUMeEP, C OrPaHNYEHHbIMK NoIHOMo4YMaMK. [ocne aToro Nbon ns aTux
aMUHUCTPATOPOB CMOXET nogkntovatbcs kK IBM Spectrum Protect Operations Center.

3. YTob6bl cO30aTb NONb30OBATENA-aAMUHMUCTPATOPA M NPEeoCTaBUTb EMY CUCTEMHbIE MOSTHOMOUMS,
BBeanTe komaHay DSMSERV c onuyer xrunfile v channom makpoca, Hanpumep:

dsmserv runfile setup.mac

Mocne 3Toro aAMMHMUCTPATOP MOXKET 3aMyCTUTb 3K3EMMIAP CepBepa U COEAMHUTLCS C CEPBEPOM, YTOObI
BbIMNOJIHWUTb APYyrne HeobXxoaMMble Wark, HanprMep, HACTPOUTb PE3EPBHYIO KOMKWIO 6asbl faHHbIX.

MoprotoBka MeHepyKepa 6a3bl JaHHbIX K pe3epBHOMY KONMUPOBaHUIO 6a3bl
DaHHbIX

YT06bI CO3AaTb Pe3epBHYI0 KOMUIO AaHHbIX B 6a3e AaHHbIx ans IBM Spectrum Protect, Hy»XHO paspeLwumnTb
MeHepxep 6asbl faHHbIX U CKOH(UTYPUPOBaTb MHTepPdEC NPUKIAAHOro NPOrpaMMmMpPoBaHms
(Application Programming Interface - API) IBM Spectrum Protect.
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06 3Tou 3apaue

HaunHasg c IBM Spectrum Protect V7.1.1 6onblwe HeT HeobxoanMMocTu 3agaBaTth naposb API Bo Bpems
KOH(UTryprpoBaHus cepeepa Bpy4YHyto. Ecnn 3apath naponb API B npolecce KOH(UIypupoBaHus
BPYYHYHO, TO MOMbITKM PE3EPBHOr0 KONMPoBaHuWsa basbl JaHHbIX MOTYT 3aBEPLUMTLCSA HeyOaAYHO.

Ecnu Bbl cospaeTe ak3emnnap cepeepa IBM Spectrum Protect npm nomowm MmacTtepa no
KOH(MIYPMPOBAHUIO, TO BAM He HYXHO BbIMOJIHATb 3TV AEeNCTBUS. Ecnv Bbl KOH(UIypupyeTe aK3eMnsp
BPYYHYI0, BbIMOJHMUTE ONMMCAaHHbIE HUXKE Waru, npexae yem BBoanTb komaHay BACKUP DB v RESTORE
DB.

A BHuMaHue: Ecnv 6a3a gaHHbIX HeQoCTynHa, Becb cepeep IBM Spectrum Protect ctaHoBUTCS
He#oCTynHbIM. Eciv 6a3a faHHbIX yTepsiHa 1 ee HeNb3s BOCCTAHOBUTb, MOXET OKa3aTbCs
3aTPYOHUTENbHbIM UK JaXe HEBO3MOXHbIM BOCCTAHOBUTb JaHHbIE, KOTOPbIMUY yNpaBnseT 3ToT
cepBep. [103TOMy O4YeHb BaXXHO CO3[4aTb Pe3ePBHYI0 KONWUIO 6a3bl AaHHbIX.

B cnepyrowmMx kKoMaHaax 3aMeHuTe 3HauYeHns U3 npumepa hakTMYecKMMm 3HavyeHaMun. B npumepax
ncnonbayetcs 3HadyeHne tsminstl B kauecTBe ID nonb3oBaTens ak3eMnnspa cepeepa, /tsminstl s
KayecTBe KaTasiora ak3emnnspa cepsepa n /home/tsminstl B kauecTBe foMallHero KaTanora
nosib3oBaTens aK3emnasapa cepsepa.

1. 3apanTe KOoHUrypaumio nepemMeHHbix cpeabl API IBM Spectrum Protect ons aksemnnsipa 6asbl
DaHHbIX:

a. BonauTe B cuctemy ot uMeHu ID nonb3oBaTensa tsminstil.

b. Mocne Bxopa nonb3oBatens tsminstl B cuctemy ybegutecsh, uto cpena IBM Db2 npaBunbHO
nHMunanmsmposaHa. Cpepna Db2 nHnumnanumampyetca nyTem 3anycka cueHapmsa /home/tsminstl/
sqllib/db2profile, koTopbii 06bIMHO 3anyckaeTca aBToMaTMyYeckun n3 npoguns ID
nonb3oBatens. Ybenmtecs, 4TO B JOMALLHEM KaTasiore Nosib30oBaTens 3K3eMMsipa CywecTeyeT
tann .profile, Hanpumep, /home/tsminstl/.profile. Ecnu .profile He 3anyckaeT
cueHapusa db2profile pobaBbTe B Hero cnepytoLme CTPOKMK:

if [ -f /home/tsminstl/sqllib/db2profile ]; then
. /home/tsminstl/sqllib/db2profile
fi
c. JobaebTe B hain kaTanor_sksemnnapa/sqllib/userprofile cnenyrowme cTpoku:

DSMI_CONFIG=kamanoe_ak3emnaapd_cepseepd/tsmdbmgr.opt
DSMI_DIR=kamanoa_bin_cepesepa/dbbkapi
DSMI_LOG=kamanoa_sK3emnasapa_cepsepa
export DSMI_CONFIG DSMI_DIR DSMI_LOG

34ecb UCnonb3yTcs cnegytowmne 0603HaveHUs:

* KATQ/10I_3K3emMmmnjidapa - aTo OOMaLUHNI KaTanor nonb3oBartens 3K3eMnnapa cepeepa.
* KATQ/10r_3sK3emmnjisapa_cepBepda - 3TO KaTaJior aKk3emMnndapa cepeepa

« Kataior_cepsepa_bin - 3To kaTanor bin cepeepa. Katanor no ymonyaHuto - /opt/tivoli/tsm/
server/bin.

[ob6aebTe B thanin KaTanor_sksemnnspa/sqllib/usercshrc chnenyouwme cTpoku:

setenv DSMI_CONFIG=kamanoe_sk3emnnapd_cepsepda/tsmdbmgr.opt
setenv DSMI_DIR=kamanoe_bin_cepeepa/dbbkapi
setenv DSMI_LOG=kamanoe_sk3emnnapa_cepsepa

2. BbInante ns cucTeMbl U CHOBa BOMAMTE B Hee oT MMeHu tsminstl nnbo BBegmTe KoMaHay:
. ~/.profile

CoBeT: Y6eauTech, UTo Nocne HayanbHol ToukM (.) BBedeH npobern.
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3. CospawnTe chainn c umeHeM tsmdbmgr . opt B KaTanore ak3eMnisp_cepsepd, KOTOPbI B 3TOM NpuMepe
HaxoauTcs B KaTanore /tsminstl, n gobaBbTe B HErO CNEayoLLYO CTPOKY:

SERVERNAME TSMDBMGR_TSMINST1

HanomuHaHue: 3HaueHne SERVERNAME pomxHo coBnagath B thannax tsmdbmgr.opt n dsm.sys.

4. OT uMeHn nonb3oBaTtens root gobasbTe B hann koHgurypaunm API IBM Spectrum Protect dsm. sys
yKasaHHble HMXe CTPoKU. o ymonyaHnuio hann KoHgurypaumum dsm. Ssys HaxoauTcs B CIeAyoWem
KaTanore:

kamanoe_cepsepd_bin/dbbkapi/dsm.sys

servername TSMDBMGR_TSMINST1

commmethod tcpip
tcpserveraddr localhost
tcpport 1500

errorlogname /tsminstl/tsmdbmgr.log
nodename $$_TSMDBMGR_$$

roe
 servername COOTBETCTBYET 3HaUYeHuto servername B chavne tsmdbmgr.opt.

« commethod 3apaeT API KnneHTa, NCNOSb3yeMbIN ANS CBA3M C CEPBEPOM MNPU Pe3epBHOM
KonupoBaHUKM 6a3bl faHHbIX. 3TO MOXeT 6bITb 3HauYeHne tcpip unn sharedmem. JononHUTENbHYIO
MH(OPMALMIO O COBMECTHO UCMONb3yEeMON NaMaT CMOTPUTE B ONMcaHuu wara 5.

- tcpserveraddr 3apaeT agpec cepBepa, KoTopbin API knneHTa byoeTt nucnonb3oBaTth 415 CBS3U C
CEpPBEPOM A1 Pe3ePBHOI0 KONMpoBaHus 6asbl AaHHbIX. [19 pe3epBHOro KonMpoBaHus 6asbl
OaHHbIX Ha4o 3a8aTh 3HayeHne localhost.

Ba)kHoe 3aMeuaHue: Ecnu Ball cepBep UCNONb3yeT cepTudmKaT, NoANUCaHHbIN CEPTURINKATOPOM,
TO HaOo yKasaTb BHellHM IP-agpec cepBepa onsa onunm tcpserveraddr.

« tcpport 3apaeT HoMep nopTa, KoTopbln API knueHTa byaeT NCnonb3oBaThb A5 CBA3M C CEPBEPOM C
LLeNbto pe3epBHOro KonvpoBaHus 6a3bl faHHbIX. 3HaveHne tcpport fomKHO BbITh 3HAUYEHUEM,
KOTOpOe 3a4aHo B (hanne onuui cepepa dsmserv.opt.

« errorlogname 3agaeT xypHan ownbok, B KoTopblt API knveHTa byaeT 3anmcbiBaTh OLWMOKMY,
NPOUCXOASLLME NPU PE3EPBHOM KONMPOBaHMM 6asbl AaHHbIX. O6bIYHO 3TOT XypHan HaXoAMUTCS B
KaTasiore ak3emnnsipa cepsepa. OgHaKo ero MoXHo NoOMecTUTb B Nto6o gpyron Kkatanor,
paspeLleHns Ha 3anncb B KOTOPbIN ecTb y ID nonb3oBaTens.

« nodename 3apgaet UM« y3na, kotopoe API knneHTa byaeTt Mcnofib30BaTb A/19 COeAUHEHUS C
CepBepoM MNpu pe3epBHOM KONMPOBaHMM 6asbl AaHHbIX. YToO6bl 0becneunTb BO3MOXHOCTb
pe3epBHOro KonupoBaHua 6a3sbl OaHHbIX, HYXHO 3aaaTb 3HaveHne $$_TSMDBMGR_$$.

BHumaHue: He gobasnante B onumio PASSWORDACCESS generate B hann koHdurypaumm
dsm. sys. 3Ta onums MOXeT NpuBecTu K cboto pesepBHOro KonupoBaHus 6asbl LaHHbIX.

5. HeobsizaTenbHo: CKOHMMIYypupyinTe cepBep OJ19 pe3epBHOr0 KONnMpoBaHust 6asbl 4aHHbIX C
MCMOJIb30BAHMEM COBMECTHO UCMOMb3yeMol NamMaTh. TakMM 06pa3oM Bbl MOXKETe YMEHbLNTb
Harpy3Ky Ha NpoLLeccop 1 yBean4YMTb NPOMYCKHY CNocoBHOCTb. BbinonHMTe crepytowme waru:

a. MpocmoTpuTe hain dsmserv.opt. Ecnu cnepyrowme CTpOKK OTCYTCTBYIOT B 3TOM channe, To
nobaBbTe ux:

commmethod sharedmem
shmport Homep_nopma

roe HoMep_nopTta 3afdaeT NopT, MCMNOJIb3yeMbI AN COBMECTHO UCMOMb3yeMOoM NaMsTu.
b. B hanne koHdurypauum dsm. sys HananTe cneayroume CTPOKM:

commmethod tcpip
tcpserveraddr localhost
tcpport Homep_nopma
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3ameHuTe YKa3aHHble CTPOKWK cnenyrumnmm CTpoKaMu:

commmethod sharedmem
shmport Homep_nopma

roe HoMep_nopTta 3afdaeT NopT, UCMOJb3yeMbI AN COBMECTHO UCMOMb3yeMOoM NamMsiTu.

Onuuun KoHhurypupoBaHua cepeepa gns o6¢cnyxkmBaHus cepeepa
6a3 paHHbIX

Y106bI n36exaTb Npobnem c pocTom 6asbl faHHbIX U NPON3BOAMTENIBHOCTM CEPBEPA, CEPBEP
aBTOMaTUYECKM OTCNeXmBaeT Tabnumubl cBOMX 6a3 fAaHHbIX U peopraHM3yeT Ux no mepe HagobHocTu.
MNepen nepeBOAOM cepBepa B MPOM3BOACTBEHHbIM PEXMUM 3a4anTe onumm cepeepa, ynpasnstowme
BpeMeHeM peopraHunsaunn. Ecnm Bol cobupaeTecb MCNONb30BaTh AedynInKaLmio gaHHbIX, ybegutecs,
YTO BKJTHOYEHA OMNUMSA 3anycKa peopraHn3aum MHAEKCOB.

06 aToM 3apaue

na peopraHmsaumnm Tabnuy n nHOeKcoB TpebytoTcs 3HaUMTENbHbIE NPOLLECCOPHbIE PECYPChI,
NMPOCTPaHCTBO AJ19 aKTUBHOIO XXypPHaJia N MPOCTPAHCTBO OJ1A apPXUBHOIO XXypHalsia. ﬂOCKOJ‘Ibe
pe3epBHOe KonnpoBaHue 6a3 gaHHbIX MMEET NPUOPUTET Nepef peopraHnsaumen, BbibepnTte BpeMs u
ONNTENbHOCTb OJ1d peopraHn3aunmn Tak, yTobbI 3TN npoueccbl He NepeKpbiBalMCb U1 peopraHnsaumna
CMOrJ1a 3aBepLINTbCA.

Bbl MOXeTe ONTUMU3NPOBaTh peopraHM3aunio nHaekca u Tabnuu oia 6asbl AaHHbIX cepBepa. Takum
06pasoM MOXHO 136exKaTb HEOXKMOAHHOI0 pocTa 6a3bl AaHHbIX U NPobneM, oTpULLATENIbHO BANSIOLLMX Ha
NPON3BOAMNTENbHOCTb. MHCTPYKLMM CMOTPUTE B TEXHNMYECKOM NpunMevaHnm 1683633.

Ecnu Bbl U3MeHsieTe 3TU oNuMK cepBepa Npu paboTalolleM cepBepe, Hafo OCTaHOBUTb U NepesanycTuTb
cepBep, UTobbl OHWU BCTYMUAN B CUITY.

Mpouepypa
1. U3smeHUTe onunmn cepsepa.

OTpepakTunpynTe hann onunii cepeepa dsmsexrv.opt B KaTanore aksemnnasipa cepsepa. MNpu
n3MeHeHun hanna onumn cepeepa NPUAEPMKNBANTECH CEAYIOLMX PEKOMEHAAUNN:

* YT06bl BKJIOUYMTb OMNUMIO, yOaNUTe 3Be3404KY B Hayasie CTPOKMW.

« BeeguTe onuuto B ntobon cTpoke.

« BBOaWTeE No ofHOM ONuUMK Ha CTPOKe. Bcs onumsa co CBOMM 3HaYeHMeM A0/xKHa bbITb 3anmncaHa Ha
OLLHOM CTpOKe.

« Ecnn gng ogHow onumn B hanne eCTb HECKOMIbKO 3anucen, CepBep UCMONb3yeT NOCIELHIOK 3anuchb.
YT06bI NPOCMOTPETL [OCTYMNHbIE ONLUN CEPBEPA, BOCNOJIb3YNTECh (Dainom npumepa
dsmserv.opt.smp B katanore /opt/tivoli/tsm/server/bin.

2. Ecnu Bbl cobrpaeTech MCNOMb30BaThb AeAyNNMKaLmMIo faHHbIX, TO paspeLunTe onumio cepsepa
ALLOWREORGINDEX.

[obaBbTe cneaytoLLyo ONLMI0 U 3HaYeHWe B (halin Onuuin cepeepa:
allowreorgindex yes

3. 3apante onumu cepeepa REORGBEGINTIME n REORGDURATION, ynpaBnstolie MOMEHTOM Havana
peopraHunsaLmm u ee oJNTeNbHOCTbIO. BoibeprTe BpeMa 1 ANTEeNbHOCTb, YTOObI BbIMOMHATD
peopraHmnsaLmio BO BpeMS OXMAAEMON MUHUMANbHOW 3aHATOCTU cepBepa.

3Tn onuun cepBepa ,D,eVICTBleT Ha NpouecChbl peopraHn3aumnn Kak Tabnuu, TaK M UHAEKCOB.

a) 3afanTe BpeMs Ha4yana peopraHusaumm npu nomowm onummn cepsepa REORGBEGINTIME. 3apanTe
BpeMs no 24-4acoBow CUCTEME.
Hanpumep, utobbl HavaTb peopraHmsauuto B 8.30 Beyepa, 3aganTe B thaisie onumi cepeepa:
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reorghegintime 20:30

b) 3apganTe HTEpBan, B KOTOPbIV CEPBEP MOXKET HaYaTb PeopraHmnsaLuio.
Hanpumep, utobbl ykasaTb, UTO CEPBEP MOXKET Ha4aTb PEOpraHM3aLnio B TEUEHUN YETbIpex 4Yacos
nocne BpeMeHu, 3agaHHoro onunen ceppepa REORGBEGINTIME, sapanTe B thaine onumm
cepBepa:

reorgduration 4

4. Ecnv B MOMEHT M3MeHeHMa haina onuunin cepeepa cepeep paboTaeT, OCTaHOBUTE M Nepe3anyctuTe
ero.

3anyck ak3eMnaspa cepeepa

CepBep MOXHO0 3anyckaTtb oT UMeHu ID nonb3oBaTens aksemnaspa (UTo SBASETCA NpeanoyYTUTENbHbIM
MeTo40M) Unn oT umeHn ID nonb3oBaTend root.

Mpe>xpe yeM HayaTb
V6e,£I,VITer, YTO Bbl NPaBWJIbHO 3a4aJ1N pa3pelleHna U npenesibl NoJsib3oBaTesnd.

06 aTou 3apaue

MNpw 3anycke cepBepa ¢ ucnonb3osaHuem ID nonb3oBatens ak3emnaspa ynpoLLaeTcs npoLecc
KOH(UIrypMpPOBaHUS U UCKNHOYAKTCS NOTeHLMaNbHble NpobiemMbl. OQHAKO B HEKOTOPbIX C/Ty4asax MOXeT
notpeboBaTtbcs 3anyck cepepa nog ID nonb3oBaTens root. Hanpumep, Bbl MOXETE 3aX0TUTE
ncnonb3oBatb ID nonb3oaTens root, 4Tobbl cepeep Mor obpalLaTbCs K ONpeaeseHHbIM YCTPONCTBaM.
MOXHO HaCTPOUTb aBTOMATMUYECKUNI 3anyCcK cepBepa, ncnonb3ysa nmbo ID nonb3oBaTens ak3emMnnspa,
nnbo ID nonb3oBaTens root.

Ecnuv BaM Hy>KHO BbIMOSHUTbL 334341 MO 0BCNYKMBAHUIO MU NEPEKOH(UIYPUPOBaHUIO, 3aNyCTUTE
cepBep B pexxnme 06CnyKMBaHMS.

Mpouenypa
YT106bI 32NyCTUTb CEPBEP, BbINOJIHUTE OAHO U3 CNeayoLnX 0eNCTBUN:
- 3anyctute cepsep oT umeHun ID nonb3oBaTensa ak3emnnapa.

MHCTpYyKUMM CMOTpUTE B pasgesie “3anyck cepeepa oT MMeHu ID nonb3osartena aksemnaapa” Ha cTp.
107.

« 3anycTtuTte cepeep oT uMeHu ID nonb3osatens root.

NHCcTpyKuMK no aBTopusaummn ID nonb3oBaTtenen root 4na 3anycka cepepa cMoTpuTe Ha Beb-
cTpaHuue AsTopusauus ID nonbsoBaTenen root ans sanycka cepsepa (V7.1.1). MHCTpyKumm no
3anycky cepsepa c ID nonb3oBaTens root cMOTpUTE Ha BeB-CTpaHULe 3anyck cepepa oT MMeHun ID
nonb3osatens root (V7.1.1).

- ABTOMaTU4YECKUI 3aMnyCK cepBepa.

NHCTpyKLUMK cMOTpuUTE B pasaene “ABTOMATMYECKUI 3anycK cepBepoB B cucteMax Linux” Ha cTp.
108.

e 3anycTuTe cepBep B pexume o0bcnyxxunBaHus.

NHCTpyKLumMn cMOTpuUTe B pasgene “3anyck cepBepa B pexunme obcnyxmeaHusa” Ha cTp. 109.

MpoBepKa npas JocTyna u orpaHMuYeHuit onga nosib3oBaresiem

Mepeq 3anyckoM cepBepa NpoBepbTe Npasa 4oCcTyna v npenenbl nofb3oBaTtens.
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06 aTo1M 3apaue

Ecnun He npoBepuTb Nonb3oBaTenbCKMe nNpeaensl (Opyroe HasBaHue - 3HaveHus ulimit, MOryT BOSHUKHYTb
HecTabunbHOCTb UK OWWBKK OTBETOB cepBepa. Hy)KHO TaKXe NpoBepuTb npepnen anga MakCnMMaJibHOro
yumncna OTKPbITbIX hannos, yCTAHOBIEHHbIN HA YPOBHE CUCTEMBbI. ITOT NPEAes Ha YPOBHE CUCTEMbI He
MOXeT ObITb MeHbLUe No/b30BaTeNbCKOro npenena.

Mpoueaypa
1. Y6epuTech, uto y ID nonb3oBaTens ak3eMnspa cepBepa ecTb paspeLleHms Ha 3anycK cepBepa.

2. [ina ak3emnnsapa cepsepa, KOTOpbI Bbl CObMpaeTech 3anyckaTb, yoeamTech, UTo y Bac ecTb
MOSIHOMOYMSI Ha UTEeHMe 1 3anuch (DaiSIoB B KaTasiore 3Toro aK3eMnspa cepeepa.

MpoBepbTe, UTO B KaTanore ak3emniaspa cepeepa cywecTeyeT dann dsmserv.opt 1 oH BKIOYaeT B
cebs napameTpbl ANA 3K3eMNIapa cepeepa.

3. Ecnu cepBep NogknoyaeTcs K IEHTOYHOMY HAKOMUTENto, YeMHAKEePY HOoCUTeNel Unn yCTPONCTBY COo
CMEHHbIMW HOCUTENsIMK, a Bbl cobrpaeTech 3anyckaTtb cepBep nof ID nonb3oBaTens ak3eMnnspa
cepBepa, npefoctaBbTe 3ToMy ID nonb3oBaTens 4OCTYN Ha UTeHUe U 3aNuCb ANs YKa3aHHbIX
YCTPOWCTB. YTOObI 334aTb paspelleHus], BbINOSIHATE O4HO M3 CleayoLnX OeiCTBUIA:

« Ecnu cuctema BoigeneHa gna IBM Spectrum Protect n ocTyn ecTb ToNbKo y agMuHucTpaTopa IBM
Spectrum Protect, 3aganTe gna cneymanbHoro amnna ycTtponcTea obLwmn 4ocTyn ¢ NpaBom
3anucu. Beegute B KOMaHAHON CTPOKE OMNepaLOHHON CUCTEMBI CIEAYIOLLYI0 KOMaHAy:

chmod +w /dev/rmtX

« ECnv B cuCTeMe HecKosbKOo Mosib30BaTeNel, Bbl MOXETe OrpaHninTb AocTyn, caenas ID
nonb3oBatens ak3emnaspa IBM Spectrum Protect Bnagenbuem cnewumanbHbix haniosB YCTPONCTE.
BBeauTe B KOMaHOHOM CTPOKE OMNepaLMoHHOM CUCTEMbI CleyIoLLY0 KOMaHAy:

chmod u+w /dev/rmtX

« Ecnv Ha ogHOM 1 TOM e KoMnbtoTepe paboTatoT 3K3eMNNsSpbl HECKONMbKMUX NOSIb30BaTENEN,
N3MeHuTe nmsa rpynnel, Hanpumep, TAPEUSERS, n nobaBbTe B 3Ty rpynny Kaxabin ID
nonb3oBaTens aksemnnspa IBM Spectrum Protect. 3atem nsmeHuTte gnsa cneymanbHblx aninoB
YCTPOWCTB BragenbLa, Tak utobbl x Bnagenouem ctana rpynna TAPEUSERS, n npepocTtaBbTe
rpynne paspelleHmne Ha 3anucb 3Tux annoB. BBeanTe B KOMaHOHOW CTPOKE onepaLuoHHON
CUCTEMbI CNEeAYHOLLYO KOMaHay:

chmod g+w /dev/rmtX

4. Ecnv ncnonb3yeTtca apareep yctponcts IBM Spectrum Protect n ytunuta autoconf, npegocraBbte
NPV NOMOLLM ONLUK =a AOCTYN C MPaBOM YTeHusa/3anmcy 3ToMy ID nonb3oBaTens ak3emnnspa.

5. YT0o6bl NpenoTBpaTMTL 0TKa3bl CepBepa Npu B3ammogenctemm ¢ IBM Db2, HacTpoiTe napaMeTpbl
appa.
NHCTPYKLMM O HAaCTPOKMKe NapaMeTpoB a4pa CMOTpUTe B pasgene HacTpoika napameTpoB s4pa.
6. MNpoBepbTe cnepyoLLne Npepenbl NoNb30BaTeNs HA COOTBETCTBME PEKOMeHAAUMNSAM B Tabnuue.

Tabnuya 20. 3HavyeHus nob30BATELCKOro npedesna (ulimit)

Tun nonb3oBaTeNbCKOro
npepena

PekoMeHayeMoe 3HaueHue

KoMmaHpa gnsa sanpoca
3HayeHuA

MakcumanbHbIn pasmep
co3paBaeMbIx hannos sapa

bes orpaHuyeHunn

ulimit -Hc

thannos

MakcumanbHbIn pasmep Bes orpaHuyeHuin ulimit -Hd
CerMeHTa JaHHbIX gns

npovuecca

MaKkcumanbHbI pasMep bes orpaHuyeHunn ulimit -Hf
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Tabnuya 20. 3HavyeHus nonb3oBaTeNbCKOro hpedena (ulimit) (npodosnmeHue)

Tun nonb30BaTeNIbCKOro

KomaHpa pnsa sanpoca

npepena PekomeHpyeMoe 3HaueHue 3HaueHus
MakcrMasibHOe YMCno 65536 ulimit -Hn
OTKPbITbIX hannos

MakcumanbHoe Bpems bes orpaHuyeHun ulimit -Ht

npoueccopa B CeKyHgax

YT106bl MU3MEHUTb MOSb30BATENbCKME NPEesibl, BbINOMHUTE MHCTPYKLMM B JOKYMEHTaLMM K
MCNOMb3yeMON ONepaLMoHHO cucTeme.

Cosert: Ecnu Bbl co6l/|paeTer 3anyckKaTtb cepBep aBTOMaTU4eCKu npu nomMoLn cueHapu4,
nosib3oBaTesibCKMe npenenbl MOXXHO 3a4aTb B 3TOM CL,eHapuu.

7. Y6epuTech, UTO AN NOSIb30BATENbCKOrO Npefena MakCMMasibHOro YMcra NoJsib30BaTENbCKUX
npoueccos (NapameTp NProc) 3agaHo MMHUMalbHOE PEKOMeHayeMoe 3HaveHne 16384.

a) [1na npoBepPKM TeKyLLEro nosib30BaTeNbCKOro 3HaveHns BBeauTe komaHayulimit -Hu ot umeHun
ID nonb3oBaTens aksemnnsapa.
Hanpumep:

[user@Machine ~]$ ulimit -Hu
16384

b) Ecnv npenen MakcuMMasibHOro YMcria nosib30BaTeIbCKMX NPOoL,EeccoB He paBeH 16384, To 3apanTte
3HaueHue 16384.

[obaBbTe cnenytolLyto cTpoky B hann /etc/security/limits.cont:

ID_nonw3osamesnsi_saK3emnasapa - nproc 16384

roe ID_nonb3oBaresns_sk3emnaspa - 3To ID nonb3oBaTend ak3emnnsapa cepsepa.

Ecnu cepBep ycTaHOBNEH B onepaunoHHoli cucteme Red Hat Enterprise Linux 6, 3agante
nosb3oBaTeNbCKUIA Npeaern, oTpeaakTuposas ann /etc/security/limits.d/90-
nproc.conf B katanore /etc/security/limits.d. 31oT hann nepesanucbiBaeT 3HAYEHUA B
thanne /etc/security/limits.conf.

CoBerT: MpenenbHOe 3HaYEeHWeE Mo YMONYaHUIO 19 MaKCMMaslbHOIo YMCa Nosib30BaTeNIbCKUX
npoueccoB N3SMEHEHO B HEKOTOPbIX JJ,VICTpM6yTVIBaX n BepCcnax OﬂepaLI,I/IOHHOf/'I cucteMsl Linux.
3HauveHue no yMOJTYaHUIO - 1024. Ecnn HE N3MEHUTb 3TO 3HAYEHME Ha MUHMMANbHOE
npegnaraemMoe 3Ha4vyeHune 16384, BO3MOXHbl 0OTKa3bl 1 3aBUCAHUS cepBepa.

3anyck cepeepa ot uMeHu ID nonb3oBaTena aksemMnaapa
YT10b6bI 3anycTUTbL cepBep nopg ID nonb3oBaTens aksemnnsapa, Bomante B cucteMy ¢ ID nonb3oBaTens root
1 BBEOUTE B KaTaJiore aK3emmnsgapa cepBepa COOTBETCTBYHOLLYHO KOMaHAOY.

I1pe>+<p,e YyeM HauvaTb
YbepuTtech, UTO NpaBa [OCTyNa 1 npenesbl Nofb3oBaTeseln 3afaHbl NPaBUIbHO.

Mpouenypa

1. BonguTe B CMCTEMY, B KOTOPOW ycTaHoBNeH IBM Spectrum Protect, oT umenun ID nonb3oBartens
3aK3eMnnapa ang cepsepa.

2. Ecnn y Bac HeT npoghuns nonb3oBaTens, KOTopbl 3anyckaeT cueHapui db2profile, To BBeguTe
CneayoLLyo KoMaHay:

. /home/tsminstl/sqllib/db2profile
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CoBeT: MIHCTpYKLMM 06 M3MeHEeHWM cLeHapusi Bxoada B cuctemMy ID nonb3oBatens osis
aBTOMaTuMyeckoro 3anycka cueHapus db2profile cMoTpuTe B paspene MHbopMaums o npodykTe
Db2.

3. 3anycTvTe cepBep, BBeAa ClefyoLLyo KOMaHay B OQHON CTPOKe U3 KaTasiora aK3eMmnisapa cepeepa:

usr/bin/dsmserv
CoBeT: 3Ta KOMaHAa BbIMOJIHAETCS B PEXUMe aKTUBHOIO OKHa, TaK YTO Bbl CMOXeTe 3agath ID
aaMUHUCTpaTopa 1 COeANHUTBLCA C IK3EMNNAPOM cepBepa.

Hanpumep, ecnu nums ak3emnnsipa cepeepa - tsminstl, a katanor sksemnnsipa cepsepa - /
tsminstl, BBeauTe cnepyoLLme KOMaHabl:

cd /tsminstl
. ~/sqllib/db2profile
/usr/bin/dsmserv

ABTOMaTUUECKUMU 3anyCK cepBepoB B cuctemax Linux

Ncnonb3ynTe gns aBTOMaTUYECKOro 3anycka cepeepa B Linux cueHapuii dsmsexv. rc.

Mpe>xpe yeM HayaTtb
Y6eauTtech, UTO NPaBUIbHO 3a4aHbl NapamMeTpbl Sapa.
Y6eauTechb B TOM, YTO 3K3EMMIAP cepBepa 3anylieH oT MMeHu ID nonb3oBaTensa Bnagenbla aK3eMnspa.

Y6enuTech, YUTo NpaBa AoCcTyna v npenesbl Nofib3oBaTenel 3afaHbl NpaBuIIbHO.

06 aToi 3apaue
CueHapwuii dsmsexv.xc pacnosioXeH B kaTanore yCTaHOBKW cepBepa, Hanpumep, /opt/tivoli/tsm/
server/bin.

CueHapui dsmsexv.xc MOXHO MCMNOb30BaTh A8 3anyCKa CepBepa BPYUHYH WM XXe aBTOMaTUYECKM,
ecnu pobaButb 3anuncu B katanor /etc/xrc.d/init.d. 3toT cueHapuit paboTaeT ¢ ytunutamum Linux,
TakuMm kak CHKCONFIG v SERVICE.

Mpouepypa

[ns Ka[oro ak3emnnsipa cepBepa, KOTOPbIN Bbl XOTUTE 3aMyCKaTb aBTOMATUUYECKM, BbINONHATE
cnepyrouwme oencTeus:

1. NMomecTunTe Konuto cueHapus dsmsexv.xc B katanor /init.d, Hanpumep, B /etc/xc.d/init.d.

Y6enmnTtech, UTO Bbl U3MEHSAETE TO/IbKO KOMNUIO cueHapusa. He N3MEHSNTE UCXOOHbIN cu,eHapvuZ.

2. MepenMeHyiiTe KOMUIO CLLeHapusi, YTobbl OHa COOTBETCTBOBASIA Bllafesblly 3K3eMMsipa cepBepa,
HanpuMmep: tsminstl.

B co3pgaHHOM cLeHapuy npennonaraeTcs, YTo KaTasor ak3emnnspa cepeepa - domawHuli_xkamanaoa/
tsminstl, Hanpumep: /home/tsminstl/tsminstl.

3. Ecnu KaTanor ak3eMnnapa cepsepe - He domawHuli_kamasoe/tsminstil, HanguTe B KONUK
CLLeHapus CeayoLLyo CTPOKY:

instance_dir="${instance_home?}/tsminst1"

N3MeHnTe 3Ty CTPOKY TakK, UTobbl OHa yKa3biBana Ha MCMONb3yeMbll KaTaslor aK3eMnaspa cepeepa,
HanpuMep:

instance_dir="/tsminst1"

4. Hangute B KONMUK CLEHApUA CReayoLLY0 CTPOKY:
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# pidfile: /var/run/dsmserv_instancename_su.pid

3aMeHNTe M8 3K3eMNNApa Ha MMA Bfafenbla aK3eMnnsapa cepeepa.
Hanpvmep, ecnu nms Bnagenbla ak3emnaspa tsminstl, To \SMeHMTe CTPOKY Tak:

# pidfile: /var/run/dsmserv_tsminstl_su.pid

5. CKOHhMrypmpynTe ypoBEHDb BbINMOSIHEHNS, HA KOTOPOM A0/KEH aBTOMATUYECKM 3anyCKaTbCs CepBep.
MNpun noMoLWwmM Taknx MHCTPYMeHTOB, kak yTunnta CHKCONFIG, 3apanTe 3Ha4eHne, COOTBETCTBYOLLEe
MHOrononb30BaTE/IbCKOMY PEXMMY C BKITIOUEHHON noaaep:kon paboTel no ceTu. Kak npaswmno,
ncnonb3yeTcd ypoBeHb BbINOJIHEHUA N 5, B 3aBUCUMOCTHN OT OI'IepaLI,VIOHHOIZ CUCTEeMbI 1 ee
KOH(urypaumm. JononHUTENbHYO MH(OPMaL MO O MHOMoMNoIb30BaTeIbCKOM PEXUME U YPOBHAX
BbIMOJIHEHNA CMOTPUTE B AOKYMEeHTauun ond I/ICI'IOJ'Ib3yeM017I OI'IepaLI,VIOHHOVI CUCTEMbI.

6. YT0bbI 3anyCTnTb UK OCTaHOBUTb CepBep, BBEOUTE OOHY N3 Crieayrownx KoMaHa:

» YT06bI 3anyCcTUTL CEPBEP:
service tsminstl start
» YT106bI OCTAHOBUTL CEPBEP:

service tsminstl stop

Mpumep
B 3TOM npumepe ncnonb3yTca cneayowme sHadeHus:

« Bnapgeneuy ak3emnnsapa - tsminstl.
« KaTtanor aksemnnsapa cepsepa - /home/tsminstl/tsminstl.
e Nma konuu cueHapus dsmsexv.xc - tsminstl.

« [N KoHUryprpoBaHMs 3anycka CLLeHapusi C ypOBHSIMU BbINONHEHWS 3, 4 1 5 UcnonbayeTcs yTunmTa
CHKCONFIG.

cp /opt/tivoli/tsm/server/bin/dsmserv.rc /etc/rc.d/init.d/tsminstl
sed -i 's/dsmserv_instancename.pid/dsmserv_tsminstl.pid/' /etc/rc.d/init.d/tsminstl

chkconfig --list tsminstl
service tsminstl supports chkconfig, but is not referenced in /*cnywba tsminstl noppepkuBaeT

chkconfig, Ho Ha Hee HeT ccbinok)*/

any runlevel (run 'chkconfig --add tsminstl') /*HN Ha OQHOM YpOBHe BbiNOJIHEHMA (3anycTuTte
'chkconfig --add tsminstl')x/

chkconfig --add tsminstl

chkconfig --list tsminstl

tsminstl O:o0ff 1:o0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff

chkconfig --level 345 tsminstl on

chkconfig --list tsminstl

tsminstl O:o0ff 1:0ff 2:0ff 3:on 4:on 5:on 6:0ff

3anyck cepBepa B pexxume o6cny>xmBaHus

CepBep MOXKHO 3anycTUTb B pexxnme obcnyKmBaHus, uTobbl 3bexaTb NOBPEKAEHWUI NPY BbINOJIHEHNUY
3a[a4 No 06CNyKMBaHNIO U NEPEKOHMUNYPUPOBAHUIO.

06 aTou 3apaue
3anyctuTe cepBep B pexume obcnyxmBanums, 3anyctue yTuamuty DSMSERY c napametpom MAINTENANCE.
B pexunme obcnymMBaHMS OTKIOYAKOTCS Clefytowme onepawunm:

« PacnucaHus agMMHUCTPATMBHbIX KOMaHL,

« KnuneHTckme pacnmcaHums

« BoccTaHoBMEHME NPOCTPAHCTBA XPaHEHNS Ha cepBepe
» YcTapeBaHWe MHBEHTAPHOMO NepeYHs
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« [lepeHacTponKa nysoB XpaHeHus
Kpome Toro, KnmeHTaM 3anpeLl,eHo 3anycKkaTb CeaHChbl C CepBepa.
CoBeTbl:

« Y106bl 3aNyCTUTb CEPBEP B PeXUME 0BCNYIKMBAHUS, HE HYXKHO U3MEHSATb halin onuunin cepeepa,
dsmserv.opt.

- Korpa cepBep paboTtaeT B pexxume o6cny:mBaHums, Bbl MOXETE BPYUHYHO 3anyCTUTb BOCCTAaHOBEHNE
NPOCTPaHCTBa XPaHeHUs], UCTeYeHMEe CPOKa AEeNCTBUS NMEPEYHS U MPOLLECChl MepeHoca nynos
XpaHeHwus.

Mpouenypa

»  YToO6bl 3aNyCTUTb CEPBEP B pexnMe 06CNyKnBaHWs, BBEAUTE C/iedyoLLyto KOMaHAay:

dsmserv maintenance

CoBeT: Buaeoknun, nnniocTPUPYIOLWLMIA 3aNyCK cepBepa B pexnme 06Cny)unBaHus, CMOTpuTe Ha Beb-
CTpaHuLe 3anyck cepeepa B pexunme obcnyxmnBaHus.

JanbHeuwune pencreus
Y1006bI BO30OHOBUTH onepaunn cepsepa B Npon3BoaACTBEHHOM peXXuUMe, BbINMOJIHUTE cnegyrowme warnu:

1. 3aBepwnTe paboTy cepBepa ¢ nomollbio kKoMaHabl HALT:
halt

2. 3aI'IyCTl/ITe cepBep, ncnonb3ysa MetToa, KOTOprVI Bbl UCMONb3yeTe B MPOM3BOACTBEHHOM peXnMme.

Orlepau,vwl, KOTOpPbIe 6b1111 OTK/THOYEHbI BO BpeMa pexnma O6C)'Iy>Kl/IBaHl/IFI, 6WJ,yT CHOBaA BKJIKOYEHHbI.

OcTtaHOBKa cepBepa

Mpwn HeobxogMmMocCTu cepBep MOXXHO OCTaHOBUTD, yTObBbI nepepnatb ynpaBieHmne OI'IepaLJ,VIOHHOVI cucrteme.
YT106bI npenoTBpaTuTb OTKIKOYEHNE aMUHUCTPATUBHbBIX N KITMEHTCKUX Y3J10B, OoCTaHaBNMBanTe cepsep
TONIbKO MnocJie 3aBepeHna nin oTMeHbl TEKYLNX CeaHCOB.

06 aToii 3apaue

YT06bI OCTAHOBUTL CEpPBEP, BBEAUTE B KOMaHAHOM cTpoke IBM Spectrum Protect cnefytoLLyto KOMaHAay:

halt

Ecnv HEBO3MOXHO NOAKIHOYMTLCA K CEPBEPY B KA4YE€CTBE KIMEHTA aAMUHUCTPUPOBAHMS, HO HYXHO
OCTaHOBUTb CEpPBEP, CriefyeT OTMEHUTb NpoLuecc ¢ nomMoubio komaHabl kill ¢ ykasaHnem
noeHTudunKaumoHHoro Homepa (pid) npouecca. 3HaueHue pid byaeT nokasaHo NpY UHULMANN3aLMN.

Ba)kHoe 3aMeuaHue: lNepef TeM, kak BBecTu koMaHay kill, ybegutech uTo BaM M3BECTEH NPaBUJIbHbIN
naeHTudmnkaTop cepsepa IBM Spectrum Protect.

[ns onpeneneHns HoMepa NPOLLeCcca, KOTOPbIA HYXKHO BbIFrPYy31Tb, MOXHO UCMNOMb30BaTh (hai
dsmserv.v6lock B ToM KaTanore, U3 KOTOporo 3anyLieH cepeep. Ytobbl yBuaeTh hann, BBeguTe:

cat /instance_dir/dsmserv.vé6lock

Y106bI OCTAHOBUTDL cepBep, BBeguTe cnegyrowyro KoMmaHay:
kill -23 dsmserv_pid

roe dsmserv_pid - aTo uncnosow ID npouecca.
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Perncrpauusa nuueH3um

Cpasy e 3aperucTpupyiite Bce NLLEH3MPOBaHHble dyHKUMKM IBM Spectrum Protect, koTopble Bbl
nprobpenu, UTobbl He NOTEPSTb HUKAKUX AaHHbIX MOCEe Hayasa BbINO/HEHWS CEPBEPOM TaKuMX
onepawuuin, Kak pesepBHOe KONMPOBaHWe BalMX OaHHbIX.

06 aToii 3apaue
WNcnonb3ynte ona atoro komaHay REGISTER LICENSE.

MpuMep: 3aperncTpupoBaTh JIMLEH3UI0

3apeructpupynTe 6asoByto nuueH3unto Ha IBM Spectrum Protect.

register license file=tsmbasic.lic

MoproroBka cepBepa K onepauusaMm pe3epBHOro KONMpoBaHUs
6a3bl AaHHbIX

qTO6bIﬂOﬂFOTOBMTbcepBepI(aBTOMaTquCKMMIﬂpqubW40ﬂepaHMHNlpe3epBHOFOKOHMpOBaHMH6a3H
ﬂaHHHX,y6enMTer,qTOBnyKaSaﬂMKﬂaCCHEHTOQHHX,¢aﬁﬂOBbD(MﬂM06ﬂaHHMXVCTp0mCTB,aTaKHe
BbINOJIHUW Opyrmne warwu.

Mpoueaypa

1. YbepuTech, 4To KOHUrypaums cepeepa IBM Spectrum Protect - nonHas.
CoBeT: CepBep MOXHO CKOH(MIypMpoBaTh 419 Pe3epPBHOIr0 KONMpoBaHus 6asbl AaHHbIX, MICNOMb3YS
mMactep KoHgurypupoBaHus (dsmicfgx), nnm MoXXHO BbINOHUTL 3TU WA BPYYHYHO.

LJononHnTtenbHyo MHopMaLLMIO O KOH(UrypaLuum cMoTpuTe B pasgene KoHpurypupoBaHue cepBepos
B IBM Knowledge Center.

2. BbibepuTe Kacc yCTPOWCTB, KOTOPbIM cnedyeT MCNonb30BaTh A1 Pe3epBHOro KonmpoeaHus 6asbl
[aHHbIX, 3aWNTHTE MaBHbIA KoY WN(POBaHMSA 1 3afainTe Naposib.

YbenuTech, 4To cnepyrowme annbl KoUen 3almnLLeHbl:
« Gannbl rnaBHoro KnoYa wugposaHus (dsmkeydb.*)
« CepTudukat cepBepa v haisnbl CEKPETHbIX Kitoyel (cert.*)

Y706kl BLINOAHUTE 3TV AeNCTBMA, BBeanTe komaHay SET DBRECOVERY 13 agMWHMUCTPATMBHOM
KOMaHLHOW CTPOKM:

set dbrecovery uma_knacca_ycTpoicTB protectkeys=yes password=umMs_napons

rOoe UMs_Kacca_ycTpolicTB 3aaeT KNacc yCTPOMCTB, KOTOPbIV credyeT UCMofib30BaTh A5 onepauuii
pe3epBHOro KonMpoBaHua 6a3bl AaHHbIX, a UMS_Napo/ia 3a0aeT naposb.

Bbl 0693aTeNbHO AOMKHbI 3a4aTb MMS Klacca yCTPOMCTB, MHaYe pe3epBHOE KONMPOBaHUe
3aBepmnTcsa HeygadHo. 3agas PROTECTKEYS=YES, Bbl coenaeTe Tak, YTO BO BpeMS onepauum
pe3epBHOro KonupoBaHus 6asbl AaHHbIX ByoeT co3naBaTbCs pe3epBHas KONUS rMaBHOMO Kiko4a
wndposBaHus. Insa knacca obnayHbix yctponcts TpebyeTtca napametp PROTECTKEYS=YES.

Co3panTe HagexHbIN Naponb, CopepxaLimin xoTa 6ol 8 cumBonoB. Ecv 3aaH naponb AN18 pe3epBHON
Konuu 6asbl AaHHbIX, Bbl 4OIXKHbI yKa3aTb TOT e caMblil naposb B koMaHae RESTORE DB aons
BOCCTaHOBNEHMs 6a3bl JaHHbIX.

BHuMaHue: Ybenutech, UTO Bbl MOMHUTE Nap0osb, U COXPAHMUTE KOMUIO B 3aLUMLLEHHOM
nonoxeHuu. bes napons paHHble HeNb3s BOCCTAHOBUTb.
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Mpumep

YTo6bl yKasaTb, UTO pe3epBHblie KON 6a3bl AaHHbIX COAEPAT KOMMUIO FMABHOMO KItova WNpoBaHus
Ol cepBepa, BBeAMTe CrefytoLLyto KoMaHay:

set dbrecovery dbback protectkeys=yes password=protect8991

3anycK HeCKOJIbKUX 3K3eMNJIIPOB CepBEepPoB Ha OOHOM
KoMnbloTepe

Bbl MOXeTe co34aTb HECKOJIbKO 3K3eMMNAPOB CepBepa B cUcTeMeE. Y KX L0ro aKk3eMnisapa cepsepa
6yp,eT CBOW OTAENbHbIN KaTanor 3K3eMnndpa n CBou oTaesibHble KaTasorun 6a3bl AaHHbIX U XXypHana.

YMHOXbTE Tpe6OBaHMﬂ K MaMATn U gpyrmm CUCTEMHbIM pecypcaM anga ogHoro cepeepa Ha 4ncno
3K3eMMnnapoB, KOTOpble Bbl co6V|paeTer C030aTb B CUCTEME.

Habop daiinos ans ogHOro akseMnyapa cepsepa XpaHUTCS OTAENbHO OT (halinos, UCNONb3yeMbIM

OPYyrmMm aK3emMnnapom cepeepa B TOW Xe cucTeMe. BbiNnoNHWTe AeNCTBMS, ONUCAHHbIE B pasgene pasnen

CospaHue 3IK3eMMndpa cepeepa and KaxXagoro HoBoro aKsemnngapa, Bgsirodad cosgaHhne HoBoro
Nnonb30BaTeNIA 3K3emMnnadapa.

Y7106bI yNpaBnsaTh 06bEMOM CUCTEMHON MaMATH, UCMOMb3YEMbIM KaXXAbIM CEPBEPOM, 3a4aNTE OMLLUIO
DBMEMPERCENT, no3BonsitoLLLY OrpaHnYnTb NPOLLEHT CUCTEMHOM NamMaTu. Ecnu Bce cepBepbl
pPaBHOLLEHHbI, UCMNOJIb3YMTE AS19 BCEX CEPBEPOB OAMHAKOBbLIE 3HAYEHUs. ECnv oanH cepeep aBnseTcs
NPON3BOACTBEHHLIM CEPBEPOM, a OCTaJIbHbIE CEPBEPbI ABMAAKTCA TECT-CEPBEPAMM, 3a4anTe Ans
NPon3BOACTBEHHOrO cepBepa bosiee BbICOKOE 3HAYEHMe, YEM 19 TECT-CEPBEPOB.

Mo>kHo nponsBecTn obHoBneHne V7.1 o V8.1 Hanpsamyto. lonoNHUTENbHYO MHopMaL Mo CMOTPUTE B

paspene obHoBneHus. Ecnu npu 0bHOBNEHNN B Ballel CUCTEME eCTb HECKOJIbKO cepBepoB, 3anyckaTtb

MacTep YCTaHOBKM HY)XHO TOJIbKO OAMUH pa3. MacTep ycTaHOBKM cobepeT nHdopMaunto o 6asax AaHHbIX 1

nepemMeHHbIX 0nia BCeX MCXOOHbIX 3K3eMMIAPOB CcepBepa.

MOHUTOPUHI cepBepa

Korpa Bbl HAQUHETe MUCMnoib3oBaTh CepBEP B NPOU3BOACTBEHHOM peXxume, oTcnexupanTte NPOCTPaHCTBO,

Mcrnosb3yemMoe CepBepomM, 4Tobbl ybeanTbes, YTo 06beM NPOCTPaAHCTBA AOCTATOUEH. ECAN HYXXHO, TO
HacCTpoITe NPOCTPAHCTBO.

Mpoueaypa

1. CneguTe 3a aKTUBHbIM XKYpHanoM, 4tobbl ybeantbcs, 4To ero paamMep cooTBeTcTByeT pabouen
Harpy3ke, obpabaTbiBaeMol 3K3eMNASPOM CepBepa.

Ecnun ypoBeHb pabouein Harpysku Ha cepBep nNpubnmkaeTcs K TUNMUUYHOMY OXKMOAEMOMY YPOBHIO, TO
06beM NPOCTPaHCTBA, MCMOMb3yEMOro aKTUBHbLIM XYypHanoMm, coctasnseT 80-90% npocTpaHcTBa. B

3TOT MOMEHT, BO3MOXHO, HYXHO yBeNnUnTb 06beM NpocTpaHcTBa. Heob6xoaMMoCTb yBennUYeHus
MPOCTPaHCTBa 3aBMUCUT OT TUMOB TPaH3aKLIMIA, COCTABAAOLMX Pabouyo Harpy3Ky cepeepa.

XapaKTepuUCTUKM TPaH3aKLMI BMSIOT Ha TO, KakK MCMONb3yeTCcs NPOCTPAHCTBO aKTUBHOMO XYypHana.

Ha ncnonb3oBaHneM NpOCTPaHCTBA aKTUBHOIO XypHana MoryT BNSTb CleAyoLne XapaKTePUCTUKM

TpaH3aKuuin:
» Yncno 1 pasmep hanos B onepaumsax pe3epBHOro KONMpoBaHUs.

— Takue KNIMeHTbl, Kak (hansi-cepBepbl, KOTOPble CO30AKT pe3epBHble Konuun 6onbluoro umcna
MeNKux hanios, MOryT MHULMMPOBATbL HonbLioe Yncno 6bICTPO 3aBepLUAKOLLNXCS TPaH3aKL M.
TpaH3akumu MOryT ncnonb3oBaTb 60blLON 06bEM NPOCTPAHCTBA B aKTUBHOM XYpHane, HO
KPaTKOBPEMEHHO.

— Takue KJINeHTbI, KaK NoYTOBbIN cepBep nnn cepeep 6a3bl AaHHbIX, KOTOpPble CO34aK0T pe3epBHbIe
Konuu 6onblnx 06beMOB JaHHbIX B X04e HEMHOIOYMCIEHHbIX TpaH3aKLLMVI, MOryT UHNUMNPOBATb

HebonbLoe uncno TpaH3aKLLMl7'I, anga 3aBepleHna KOTopPbIX Tpe6yeTc9| onnTenbHoOe BpeM4.
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TpaH3akumMu MOryT UCMONb30BaTb Hebonbwon 0bbem NPOCTpPaHCTBa B aKTUBHOM }YypHaJie, HO B
Te4yeHune onnTesibHOro BpemMeHn.

* TUMNbl COEAUHEHUN C CETbIO

— TpaH3aKuuu, CBI3aHHbIE C ONepaLmaMm pe3epBHOro KONMMPOBaHWMS, KOTOPbIE BbIMOHAKOTCS C
MCMNOJIb30BaHMEM BbICOKOCKOPOCTHbIX CETEBbIX COEAMHEHUN, 3aBepLuatoTcs boicTpee.
TpaH3aKLmMM UCNONb3YIOT NMPOCTPAHCTBO B aKTMBHOM XypHane B TedyeHune 6onee KOPOTKOro
BPEMEHMN.

— [1nqa 3aBeplIeHna TpaH3aKLUMi, CBA3aHHbIX C OrepaLusaMm pe3epBHOro KonMpoBaHus, KoTopble
BbIMOSIHAKTCA C UCMNOJIb30BAHNMEM OTHOCUTENBHO HU3KOCKOPOCTHBIX CETEBbIX COeANHEHN,
TpebyeTca 60osblie BpeMeHW. TpaH3aKLMmM UCNONb3YHOT NPOCTPAHCTBO B aKTUBHOM XypHasie B
TeuyeHune 6onee ANNTENIbHOrO BPEMEHMN.

Ecnu cepsep 06pa6aTb|BaeT TPaH3aKLUMN C LULMPOKUM ONaNa30HOM XapPaKTePUCTUK, TO MPOCTPAHCTBO,
ncrnonb3yemoe oJid akTUBHOIO XXypHasa, MOXXeT 3Ha4YNTESIbHO YBEJINYMBATbCA N YMEHbLLIATbCA C
TeyeHneM BpeMeHun. B aTOM criyyae Bbl JOMKHbI CAenaThb Tak, yT0bbI, KaK npaBnnio, NCnosib3oBasica
MEeHbLLNI NPOLEHT NPOCTPAHCTBA aKTUBHOI0 XYypHana. [LonoaHnTebHOoe NPOCTPaHCTBO NO3BONUT
AdKTUBHOMY XYPHany yBenninBaTbCq B pa3mepe, eciii an4d BblNMoOJIHEHNA TpaH3aKLLMVI Tpe6yeTc51
O4YeHb MHOIo BpeMeHMN.

. CnepguTte 3a apXMBHbIM XXYypPHasIoM, yTObbI y6e,EI,l/ITbCF| B TOM, YTO ON1d HEero Bcerga XxBataet MecTa.

HanomuHaHue: ECniv apXMBHbIV XXYPHAI Y apXUBHbIV XYPHaAT 0TKA30YCTOMUMBOCTM 3aMOHSTCS,
MOXET 3anoSIHUTLCA aKTUBHbIV XYpHaU, U cepBep ocTaHOBUTCS. Llenb 3akntoyaeTcs B TOM, YTOObI
apXMBHOMY XKypHasy 6bli 4OCTYNEH JOCTATOYHbI 06beM MPOCTPAHCTBA M OH HMKOrAa He
MCMOJIb30Ba/ BCE AOCTYNMHOE eMy NMPOCTPAHCTBO.

Bbl, BEPOATHO, 3aMeTHTe CMedyHoLLMe 3aKOHOMEPHOCTK:

a. CHayana apxMBHbII XypHas 6bICTPO pacTeT Mo Mepe BbIMOJIHEHWS onepaL il pe3epBHOro
KOMMPOBAHWS KNIMEHTA.

b. PesepBHoe konupoBaHue 6a3bl faHHbIX MPOU3BOAUTCSA perynspHo nMbo no pacnucaHuio, nmbo
BPYYHYIO.
c. MNocne BbINONHEHNS, KaK MUHUMYM, IBYX OMNepaLMii NOSIHOro pe3epBHOro KONMpoBaHus 6assbl

OaHHbIX COKpaLLeHMe XKYPHaIOB NPONCXOAMT aBTOMaTnyecku. B pesynbTaTe OT6paCbIBaHVIF|
NMPOCTPaHCTBO, NCMOJ1Ib3yeMO€ apPXUBHbIM XXYPHaJZIOM, YyMEHbLUAETCA.

d. O6bIYHbIE ONEepauLny KNMeHTa NPOAOIKATCS, U apXMBHbIY XKYPHAJT CHOBA pacTerT.

e. PesepBHoe konupoBaHue 6a3bl aHHbIX BbIMOMHAETCS PerynspHo, n otbpacbiBaHMe KypHaoB
MPOMCXOAMT TaK e 4acTo, KaK 1 onepaLmm NosHOro pe3epBHOro KONMpoBaHus 6asbl JaHHbIX.

Mpy TaKNMX 3aKOHOMEPHOCTAX apPXMBHbBIN XYPHaJ CHavyana pacTeT, 3aTeM YMeHblUaeTcs, a 3aTeM
MOXeT CHOBa BbipacTu. C TeueHeM BpeMeHu, Mo Mepe NPoLoIXeHUs HopMasibHOW paboTbl, 06beM
MPOCTPAHCTBA, UCMOTb3YEMOro apXMBHbIM XYPHAOM, OO/IEH 4OCTUYb OTHOCUTENIbHO NMOCTOSHHOIO
YPOBHS.

Ecnu apxvBHbIV XypHan NpoaosiKaeT pacTu, TO BbINOMHUTE OAHO U3 ONUCAHHBIX HUXEe AeNCTBUIA NN
oba 3Tu gencreug:

« [JobaBbTe NPOCTPAHCTBO A1 apPXMBHOIMO XKYpPHana. 9TO MOXeT 03HaYyaTb NepeMelLeHne apXMBHOIO
JKypHana B Apyryto (annoByto cUCTEMY.

« YBeNnYbTe 4acToTy MOJSIHOIrO Pe3epPBHOIro KOMMpoBaHMA 6a3bl AaHHbIX, YTODbI 0T6paCbIBaHVIe
XYpHa1oB Npon3BoannoCh Yalle.

. Ecnuv Bbl 3apanu katanor gns pe3epBHOro apxMBHOMO XypHana, onpeaennTe, COXpaHatoTCs i B 3TOM
KaTanore kakme-nnbo xypHanbl npu 0bbivHoN paboTe. Ecnv NpocTpaHCTBO pe3epBHOro XypHana
MCMNONb3yeTCs, TO yBENINYbTE Pa3Mep apXMBHOMO XypHana.

Llenb cocTouT B TOM, YTOBbI pe3epBHbIN apXMBHbIW XXYPHas NCMO/Ib30BasICs TOSIbKO B
3KCTPaOpPAMHAPHbIX YC/IOBUAX, @ He Npu 0bbluHON paboTe.

naBa 3. NepBble Wwaru nocne yctaHoBku IBM Spectrum Protect 113



YctaHoBka cepeepa IBM Spectrum Protect

114 IBM Spectrum Protect gns Linux: PykoBOACTBO N0 yCTaHOBKE



YcTaHoBKa nakeTa ucnpaeneHuii IBM Spectrum Protect

FnaBa 4. YcTaHOBKA NaKkeTa UCnpaB/ieHUU cepBepa
IBM Spectrum Protect

CnyxebHble 0bHoBNEHMA NporpamMmHoro obecneyernns IBM Spectrum Protect, Takke Ha3biBaeMble
naketamu Fix Pack, BbIBOOST cepBep Ha TeKyLwmnin cry>ebHblil ypoBeHb.

Mpe>xpe yeM HavaTb

YT06bI yCTAHOBUTL Ha cepBep nakeT Fix Pack nam npomMexyTo4Hbln NakeT UCMpaBieHW, yCTAaHOBUTE
cepBep TpebyeMoro ans BbiNoSHEHUS ypoBHSA. He 0683aTenbHO 3anycKaTb YCTaHOBKY cepBepa Ha
ypoBHe 6a30Boro Bbinycka. Hanpumep, ecnu y Bac yctaHoBneHa Bepcus 8.1.1, To MOXHO NepenTn cpasy
K caMoMy nocnegHemy nakety Fix Pack ana V8.1. He ob6a3aTenbHO HaumMHaTth ¢ ycTaHoBkK V8.1.0, ecnun
OOCTYMNHO TeKyllee N3MeHeHue.

Y Bac gonxeH 6bITb yCTaHOBNEH NakeT nuueH3nn IBM Spectrum Protect. [MakeT nuueH3nin
npuobpeTtaeTcsd BMecTe ¢ 6a30BbIM BbIMYCKOM NporpamMmHoro obecneveHus. MNpu 3arpyske naketa
MCnpaBiieHNN NN NPOMEXYTOUYHOro NakeTa ucnpasneHnin ¢ canTta Fix Central yctaHOBUTE NULEH3MIO HA
cepBep, KoTopas ecTb Ha Beb-canTe Passport Advantage. [lns BbiBoAa COOBLLEHUIN 1 CPaBKK Ha A3bIKe,
MHOM YeM aMepUKaHCKUI aHTIMACKNI, yCTaHOBUTE SA3blIKOBbIV MaKeT Mo cBoeMy Bbibopy.

Ecnu Bbl 06HOBNSIETE CEpPBEP, @ 3aTEM BO3BpaLlaeTe cepBep Ha bonee paHHWIA YPOBEHb, TO Bbl LLOMXKHbI
BOCCTAHOBMWTb 6a3y faHHbIX HA MOMEHT BpeMeHu nepen obHoBneHeM. Bo BpeMs npouecca 0bHOBNEHUS
BbINOJIHMUTE TpebyeMble fencTeuns, obecneyvmBatowme BO3MOXHOCTb BOCCTAHOBNEHMS 6a3bl aHHbIX:
co3panTe pesepBHble KoMK 6asbl AaHHbIX, thaiia XpoHosornum Toma, anna KoHgpurypauum ycTponcTs 1
thanna onuni cepsepa.

Ecnu Bbl ucnonb3yeTe cnyxby ynpaBneHuns knneHtamu, ybeantecn, 4To Bbl 0GHOBWM €€ 0,0 TON e
BEpCuUn, K KOTopon oTHocuTcs cepBep IBM Spectrum Protect.

Y6enumTech, YTO Bbl COXPaHWUIN YCTAHOBOYHbI HOCMTeNb 6a30BOro BbiMycKa YCTaHOB/IEHHOMO CepBepa.
Ecnu Bbl ycTaHaBnuBanu IBM Spectrum Protect ns ckauaHHOro naketa, To ybegmuTech, UTo 4OCTYMHbI
CKayaHHble haiinbl. Ecnn obHoBNEHME 3aBEPLUMTCA HeyO4auHo U MOAY/b IMLEH3WIN cepBepa byaeT npu
3TOM OeVHCTa/IMPOBaH, TO HOCUTESb YCTaHOBKM 6a30BOro BbiMycka cepBepa NoHagobuTcs, utobbl
nepeycTaHOBUTb JIMLEH3NIO.

MoceTtuTe cTpaHmuy IBM Support Portal n HanguTe TaM crnegyroLlyto MHhopMaumio:

« CN1COK NocneaHnx ucnpasneHnin u nx ckaunsaHue. LienkHute no Downloads (Matepuansi ona
CKauMBaHua) U NPUMEHUTE BCE COOTBETCTBYHOLLME UCMPaBIEeHNS.

« MopgpobHoCTN NonyyeHus basoBoro nakeTa nuueHsunin. Hangute Downloads > Passport Advantage
(MaTtepuansbl ona ckaunsaHus - Passport Advantage).

- MNoppoepxunBaemble NNaTHOPMbI U cUCTEMHble TpeboBaHMA. YKaxkunTe 419 NoMcka: noaaepXXusaemble
onepauunoHHble cuctembl IBM Spectrum Protect.

06s3aTenbHO 06HOBUTE CepBep, Npexae YeM OOHOBNSATL KIIMEHTbI PE3EPBHOMO KONUPOBAHUS U
apxmBMpoBaHus. Ecnv He 06HOBUTL CHavana cepBep, CBSI3b MEXAY CEPEBPOM U KITMEHTAMU MOXKET
npepBaTbcs.

A BHumaHue: He nsmenante nporpammy Db2, yctaHaBnmMBaemyto BMeCTe C nakeTamun YyCTaHOBKN U
naketamu ucnpasneHuii IBM Spectrum Protect. He ycTaHaBnvBariTe gpyryto Bepcumio, BbiMyCK nUnu
naKeT NCMNpaBfeHU 1 He Npon3BoauTe 06HOBNEHWE 0,0 APYrOo BepcuK, BbiNycKa unm naketa
ncnpasneHuni nporpammel Db2, Tak Kak 3TO MOXET NPMBECTM K NOBpexaeHMo 6a3bl aHHbIX.

Mpouenypa

YT06bI YCTaHOBWUTb NMakKeT VICﬂpaBﬂeHl/Iﬁ N NpomMexyTouyHoe ncnpasjieHue, coenanTte cnepywulee:
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1. CospaviTe pe3epBHYyHO Konuto 6asbl faHHbIX. PekomeHayeTcs cnocob Mcnonb3oBaTb Ppe3epBHOE
KOMMPOBaHWE B PeXMME CHMMKA. Pe3epBHOe KOMMPOBaHUE B peXMMa CHMMKA - 3TO NOJIHOE
pesepBHOe KonmpoBaHue H6asbl AaHHbIX, HE NPePbIBaoLLEe HUKAKMX MIAaHOBbIX OnepaLmi
pe3epBHOro KonnpoBaHusa basbl faHHbIX. HanpuMep, BBeguTe crefyowyo KOMaHay ynpaBieHus
IBM Spectrum Protect:

backup db type=dbsnapshot devclass=tapeclass

2. Co3panTe pe3epBHYO KOMNMIO MHopMaLmm 0 KOHUrypaumm yCTponcTB. BBeguTte cnenytoLLyro
KoMaHpgy ynpasneHunsa IBM Spectrum Protect:

backup devconfig filenames=ums_galina

roe ums_cpalna - 3To uMs aina, B KOTOpoM byaeT XpaHUTbCs MHOPMaLLUS O KOHUrypauum
YCTPOWCTB.

3. CoxpaHuTe thann XpoHOIOrnm TOMOB B APYrOM NOSIOXKEHUN UK NepenMeHyinTe 3ToT dann. Beegute
cnepnyoLyo KomaHay ynpasnenus IBM Spectrum Protect:

backup volhistory filenames=ums_galina

roe ums_caliina - 3To ums aiina, B KOTOPOM ByOeT XpaHUTbCA MHOPMaL st XPOHOIOMMM TOMOB.

4. CoxpaHuTe Konuto haiina cepBepHbIX OMLMIA, Ha3bIBAEMOrO, Kak npaesunio, dsmsexv.opt. 3T0T
than pacnonoxeH B KaTasiore aK3eMmnnspa cepeepa.

5. Mpexae yeM ycTaHaBNMBaTb NaKeT UCTMPABAEHMI NN NPOMEXYTOYHOE UCNPaBIeHNe, OCTaHOBUTE
cepsep.
Ncnonb3ynTe komanay HALT.

6. YbenuTech, 4YTO B KaTanore yCTaHOBKM AOCTYNHO AONOSIHUTENIbHOE NPOCTPAHCTBO.

YcTaHoBka aToro naketa Fix Pack moxeT notpeboBaTb AONONHUTENBHONO BPEMEHHOIO ANCKOBOIO
NPOCTPaHCTBA B KaTasore ycTaHoBKW cepBepa. O6beM LOMNONHUTENBHOIO ANCKOBOrO NPOCTPaHCTBa
MOXeT BbITb TaKUM Xe, KaK TpebyeTca Ana ycTaHOBKM HOBOM 6asbl AaHHbIX KaK YaCTu YCTaHOBKMU
IBM Spectrum Protect. MacTep no yctaHoBke IBM Spectrum Protect nokasbiBaeT 06bem
npocTpaHCTBa, Tpebyemoro ans yctaHoBkM nakeTa Fix Pack, n pocTynHbin 06beM npocTpaHcTBa.
Ecnu TpebyeMbin 06beM NpoCTpaHCTBa NpeBbIWAaeT AOCTYMNHbIN, YCTAaHOBKA NpekpalwaeTcs. Ecnum
yCTaHOBKa OoCcTaHOoBUNach, fobaBbTe TpebyeMoe AMCKOBOE NPOCTPAHCTBO K (haiioBon CUCTEME U
nepesanycTuTe yCTaHOBKY.

7. Bonaute B CUCTEMY OT MMeHU Nonb3oBaTens root.

8. MonyunTte than NnaketTa UCNpPaBIeHWI NN MPOMENKYTOUYHOIO UCNPABNEHUS, KOTOPbIA Bbl XOTUTE
YyCTaHOBWUTb, CO cTpaHuL, IBM Support Portal, Passport Advantage nnu Fix Central.

9. MNepeigunTe B KaTanor, Kyaa Bbl TOMECTUNM BbINONMHAEMbIN halin, U coenante cnegytolilee.

CoserT: Qannbl 3BNEKATCA B TEKYLWMIA KaTanor. YoeanTech, UTO MCNONHAEMbIN halin HaxoanTCs B
KaTasnore, kyna byaoyT nssnekatbcs anssbi.

a. VIaMeHuTe paspelleHns Ha AOCTyn K (haiiaM, BBeOs CeayoLyo KOMaHay:
chmod a+x 8.x.x.x-IBM-SPSRV-nnamgpopma.bin

roe n1argopma - 3To apXMTeKTypa, B KOTOpoW ycTaHaBnuBaeTcs IBM Spectrum Protect.
b. YTo6bl M3BNEYb (halifibl YCTAHOBKW, BBEAMTE C/IeAYIOLLYI0 KOMaHAy:

./8.%x.x.x-IBM-SPSRV-nnamgopma.bin

10. BbibepuTe oamH 13 cnepyowmnx cnocobos yctaHoBkM IBM Spectrum Protect.

BakHoe 3amMeuaHue: [ocre yCTaHOBKM NakeTa NCMPABIEHNI He HY>KHO CHOBA BbIMOHSTh BCE LWaru
Mo KOH(UIryp1MpoBaHuto. Bbl MoxKeTe 0CTaHOBUTb NMPOrpaMMy nocie 3aBepLleHst yCTaHOBKMY,
MCMpPaBUTb BCE OWMBKM 1 NepesanyCcTUTb CBOW CEpPBEpLI.

YcTtaHoBUTE nporpaMmmHoe obecneueHne IBM Spectrum Protect ogHMM 13 cnefyowmx cnocobos:
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MacTep ycTaHOBKM
BbINONHUTE MHCTPYKLMN AN9 Ballen onepaunoHHON CUCTEMBI.

“YctaHoBKa IBM Spectrum Protect npu noMoum Mactepa ycTaHOBKK” Ha cTp. 86

CoBerT: 3anycTuB MacTep, wenkHute B okHe IBM Installation Manager no 3Hauky O6HOBUTD; He
LwenKkanTe no 3Ha4ykam YCTaHOBUTb 11 UISMeHUTD.

KomaHpgHas cTpoka B peXXKuMe KOHCOJM
BbINONHWUTE MHCTPYKLMM 015 Ballel onepaLoHHON CUCTEMBI.

“YcTtaHoBka IBM Spectrum Protect B pexume koHconn” Ha cTp. 87

CoBeT: Ecnu B Ballell cucTeMe UCMosb3yeTca HECKOJIbKO 3K3EeMMIAPOB cepBepa, 3anycTuTte Mactep
YCTaHOBKMW TONbKO OAMH pa3. MacTep no ycTaHoBKe 06HOBUT BCE 3K3EMMNAPbI cepBepa.

Pe3ynbTtatbl
NcnpaBbTe owmnbKkK, 06HapyKeHHbIE B NpoL,ecce YyCTaHOBKM.

Ecnu Bbl ycTaHOBUAN CepBEP C MCMOMb30BaHMEM MacTepa YCTaHOBKM, TO Bbl MOXETE MOCMOTPETb
XKypHasbl yCTaHOBKM Npuv noMouwm MHcTpyMeHTa IBM Installation Manager. LenkHute no ®ain >
MpocMoTpeTb 3KypHan. Ytobbl cobpaTthb thainbl xypHanos, wenkHuTe B IBM Installation Manager no
CnpaBKa > QKCNOPT AAaHHbIX A1 aHaNM3a OWK6OK.

Ecnuv Bbl yCTAaHOBUAN CEPBEP B PEXMME KOHCOMMN UK B pexxmMe 6e3 BbiBoAa COOBLLEHUI, TO Bbl MOXETE
NPOCMOTPETb XXYpPHasbl oWMBOK B KaTanore xypHana IBM Installation Manager, Hanpumep:

/var/ibm/InstallationManager/logs
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O6HoBNeHue cepBepa IBM Spectrum Protect

'naBa 5. O6HoBNeHue go V8.1

Y1066 BOCNONH30BATHCS NPEMMYLLECTBAMUN HOBbIX (hYHKLMI 1 06HOBNEHWI NpoaykTa, 06HOBUTE cepBep
IBM Spectrum Protect.

Mpe>xpe yeM HavaTtb
O3HaKoMbTeCh C MHopMaL e o NNaHNpoBaHUM OBHOBNEHWI 3alLMTbI B pasaene “YTo cnedyeT 3HaTb O
3awmTe nepemn ycTaHoBKOW nnn obHoBneHnem cepeepa” Ha cTp. 3.

06 3Tou 3apaue

Y106b1 0BHOBUTL CEPBEP B TON XKE ONEPaLUOHHON CUCTEME, CMOTPUTE MHCTPYKLMM MO OBHOBNEHUIO.
NHCTpYKLMM NO NepeHacTpoike cepBepa B APYryto ONepaLoHHYI0 CUCTEMY CMOTPUTE B OKYMEHTe
Mpouecc nepeHacTpoinkn n obHoBneHusa IBM Spectrum Protect - YacTo 3agaBaeMbie BONPOCHI.

Tabnuya 21. UHCTpyKUyuUu o 06HOB/IEHUIO

CMoTpuTe cneayoLwyo

Ansa o6HOBNEHUA OT Bepcum Jo Bepcun uHcopmMmauuio

V8.1 V8.1 c nakeToMm vcnpasfieHnit Mnasa 4, “YcTaHoBKa nakeTa
V8.1 nnu NnpoMexyToUHbIM ncnpasnexnii cepsepa IBM
ncnpasnexHnem Spectrum Protect”, Ha cTp. 115

V7.1 V8.1 “YcTaHOBKa cepBepa 1 NpoBepKa

obHoBneHna” Ha cTp. 122

V7.1 V8.1 c nakeToM ucnpasneHuin Mnaga 4, “YcTaHOBKa nakeTa
V8.1 nnu npoMexKyTouHbIM ncnpasnennii cepeepa IBM
ncnpasnexHnem Spectrum Protect”, Ha cTp. 115

V5.5, V6.2 unmn V6.3 V8.1 IBM Spectrum Protect MNpouecc

06HOBNEHMS M NEPEeHACTPOKY -
YacTo 3agaBaeMble BOMPOCh!

O6HoBneHune Bepcumn 7 oo Bepcun 8.1 3aHmMMaeT npuMepHo 20-50 MUHYT. Pe3ynbTaThl B Ballei cpeae
MOryT OT/INYATBLCSA OT Pe3y/ibTaToB, NOJlyYeHHbIX B labopaTopusx.

NHdopmaumio 06 obHoBNEHUM B KNacTepHOM cpefe cMoTpuTe B pasaerne “ObHoBneHne cepBepa B
KnacTepHon cpene” Ha cTp. 125.

YTo6bl BEPHYTLCA K NPeXHel Bepcum cepeepa nocrie 06HOBIEHNSA U NepeHaCcTPONKM, BaM
noTpebyeTcs nosiHas pesepBHas Konusa 6a3bl AaHHbIX Y MPOrpaMMa yCTaHOBKM 419 UCXO4HON BEpCum
cepBepa. Y Bac Takxe A0JKHbI 6bITb criegytolme BaxkHenwme dainbl KoHpUrypawumu:

« ann xpoHonormum TomMa
« ®ann KoHpUrypauum ycTponcTs
« ann cepBepHbIX ONLLUN

MHopMauumsa, cBa3aHHasA € faHHOM
Mpouecc obHoBNEHUs 1 nepeHacTponkn IBM Spectrum Protect - YacTo 3agaBaeMble BONpPoOChI

O6HoBNneHue po V8.1

CepBep MoxH0 06HOBUTb HenocpeacTBeHHo ¢ V7.1 no V8.1. emHcTannpoBaTb V7.1 He HYXKHO.
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Mpe>xpe yeM HavaTtb

YbenunTtech, YTO Bbl COXPaHWUIN HOCKUTESb YCTAaHOBKM 6230BOro BbiNycKa cepBepa, KOTOPbIN Bbl
obHoBnseTe. Ecnu Bbl ycTaHaBAMBaNIM KOMMNOHEHTbI cepBepa ¢ DVD-aucka, To ybegurtech, 4to aToT DVD-
OMCK JocTyneH. Ecnuv Bbl ycTaHaBNMBanM KOMNOHEHTbI CEpBEpPa U3 CKa4yaHHOro nakeTa, To ybeauTecs,
YTO JOCTYMHbI CKavaHHble hanbl. Ecin obHOBAEHME 3aBEPLUMTCA HEYAAYHO Y MOLY/Tb JINLLEH3UI
cepsepa byneT npy 3TOM OENHCTaNIMPOBAH, TO HOCUTENb YCTaHOBKM 6a30BOro BbiNycKa cepBepa
noHapobutcs, 4Tobbl NepeyCcTaHOBUTL JIMLLEH3NIO.

Cosert: 1,719 V8.1 1 HoBee DVD-aucku 6onblle He NoCTaBNgaoTCS.

Mpoueaypa

Y7066 06HOBUTL CepBep [0 V8.1, BbINONHUTE CleayoLne 3a4aum:
1. “INnaHnpoBaHne obHoBNeHUsA” Ha cTp. 120

2. “NopgrotoBka cuctembl” Ha cTp. 120

3. “YcTaHoBKa cepBepa 1 npoBepKa obHoBeHWs” Ha cTp. 122

NnaHupoBaHue o6HOBNEHUSA

MNepepn obHoBneHneM cepeepa ¢ V7.1 go V8.1 HeobxoanMMo 03HAKOMUTBLCS C COOTBETCTBYIOLLLEN
MHOpPMaLMEl O NNaHMPOBaHUK, HANpUMep, C TPeboBaHNAMM K CUCTEME M 3aMEYaHUSIMU MO BbIMYCKY.
3arteM, UTobbl CBECTU K MMHUMYMY BRAUsSiHWE 0OHOBNEHMS Ha NPOU3BOACTBEHHbIN Npouecc, BbibepuTte ans
obHOBNEHMS noaxoasLine 4aTy 1 BpeMs.

06 aTou 3apave

B nabopaTtopHbix TecTax npouecc obHoBneHus cepeepa V7.1 oo V8.1 3aHuman ot 14 go 45 MmHyT. Bawn
pes3ynbTaTbl MOTYT OT/IMYATbLCSH, B 3aBMCMMOCTU OT Balliel annapaTHOM 1 NporpaMMHoON cpefdbl 1 OT
pasmepa 6a3bl faHHbIX cepBepa.

Mpouepypa

1. O3HaKOMbTECH C annapaTHbIMK U NPOrpPaMMHbIMK TpeboBaHUAMMU:

TpeboBaHUs kK cucteme ons cmctem Linux

NHdopMauuto o nocnegHnx nsaMeHeHusax TpeboBaHMn K CUCTEME CMOTPUTE Ha caliTe noaaepxku IBM
Spectrum Protect B TexHM4Yeckom 3aMedvaHmnmn 1243309.

2. Ocobble MHCTPYKLUK nnn ocobyto MHhopMaLmMo 418 Ballen onepaumnoHHOM CUCTEMbI CMOTPUTE B
3amevaHuax no Bbinycky (http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.11/
srv.common/r_relnotes_srv.html) 1 B haiinax readme ana KOMNOHEHTOB cepBepa.

3. O3HakoMbTeCh C MH(hopMaLmen o NaHMpPoBaHUM 0BHOBNEHN 3aLLNTbI B pasgene “Yto cneayet
3HaTb O 3allUTe Nepen yCTaHOBKOM nnn obHoBneHneM cepeepa”’ Ha cTp. 3.

4. Y1obbl cBECTM K MUHUNMYMY BITNAHME obHOBNEHMS Ha ﬂpOM3BOJJ,CTBeHHbIl7'I npouecc, Bbl6epMTe aongd
obHoBNEeHMs nogxoasuime baty n epems. Bpems, koTopoe Tpe6yeTcs1 0N OBHOBNEHUS CUCTEMBI,
3aBUCUT OT pa3Mepa 6a3bl AaHHbIX 1 MHOTUX aopyrmnx CbaKTODOB. Mpwn 3anycke npouecca obHoBNEHMS
KNNeHTbl He CMOTyT COeaMHNTbLCA C CepBepOM, NOoKa He 6W:I,eT yCTaHOBJ/1IEHA HOBadA BEPCUA N He 6y,D,YT
CHOBa 3aperncTpmnpoBaHbl BCe HeobxoaomMMble NULLEH3UN.

5. Ecnu Bbl BbiNosiHseTe obHoBNeHMe cepBepa Bepcumn 7 fo sepcun 8.1, ybeamTecn, 4To y BaC ecTb
cuctemHble ID n naponb ang skdemnngpa IBM Db2 cepsepa IBM Spectrum Protect. 3Tu yueTHble
OaHHble HeobxoanMbl Ans 06HOBNEHNS CUCTEMDI.

MoprotoBka cuctembl

Y1066l NOArOTOBUTL CUCTEMY K 0BHOBREHUto ¢ V7.1 go V8.1, Hy>KHO cobpaTb MHDOPMaLMIO O KaXaoM
ak3emnaape IBM Db2. 3aTtem co3panTe pe3epBHyt Konuto 6a3bl faHHbIX CEPBEPA, COXPaHUTE KIHOYeBble
thannbl KOHUrypaLnm, OTMEHUTE CEAHCbI U OCTAHOBUTE CEPBEP.
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Mpouenypa

1.

2.

3.

Bonpute B CNUCTEeMY Ha KOMNblOTEpPE, rAe yCtaHOBJIEH CepBep.

MNpoBepbTe, YTO Bbl BOWM B cucTeMy nof, ID nosnb3osaTtens aksemnagapa.
Monyunte cnmcok ak3emnnapos Db2. Hanpumep, BBeguTe cneayoLLyto KOMaHay CUCTEMBI:

/opt/tivoli/tsm/db2/instance/db2ilist

Pe3yanaT BbIMOJTHEHNA KOMaHA bl MOXET BbIrNAneTb, KaK B C/ie4yrLleM npnmepe:

tsminstl

Y6eauTech, YTO KaXKAblii 3K3eMMNsAP COOTBETCTBYET CEPBEpY, 3anyLLEeHHOMY B 3TON CUCTEME.

Ins kaxporo aksemnnsipa Db2 3anuwmnTe kaTanor 6asbl AaHHbIX N0 YMONYaHM0, haKTUYECKUI
KaTasnor 6asbl faHHbIX, MMs 6a3bl JaHHbIX, annac 6asbl AaHHbIX U BCe nepeMeHHble Db2,
CKOH(pMrypupoBaHHbIe 515 3TOro ak3emnnagapa. CoxpaHuTe 3annchb, Tak Kak OHa MOXeT
NOHaL0bMTbCS. ATW CBELEHUS HYXKHbI AN19 BOCCTaHOBMeHMs 6a3bl gaHHbIx V7.1.

4. CoegmHuTeCh C cCepBepoM, ykasas ID nonb3oBaTens-agMUHUCTpaTOpa.

10.

11.

. Co3panTe pesepBHyt Konuto 6a3bl faHHbIX Npy noMoLun komaHabl BACKUP DB.

PekoMeHAyeTCs UCMOMb30BaTb PE3EPBHOE KOMMPOBAHME B PeXUME CHMMKA, KOTOpPOe co3aaeT
MOJTHYIO pe3epBHYo Konuto 6asbl AaHHbIX 6e3 NpepbiBaHUS 3an1aHUPOBAHHOIO Pe3epPBHOIO
KONMpPOBaHUS.

Hanpumep, MOXHO cO34aTb Pe3epBHY0 KOMUIO CHUMKA, BBEAS CNeyoLyo KOMaHay
aOMUHUCTPUPOBAHMNS:

backup db type=dbsnapshot devclass=tapeclass

. Co3paiTe B Apyrom Katanore pe3epBHYo KOMuUo MHOPMaLLMK 0 KOHUIypaLum yCTPORCTB Npu

NMoMoLLM CreayoLwen KoMmaHabl aaMUHUCTPUPOBAHMS:
backup devconfig filenames=ums_galina

roe ums_galia - aTo MMa anna, B KOTopoM ByaeT XpaHMTbCs MHopMauus o KOHUrypaumm
YCTPOWCTB.

CogerT: 37107 (hann noTpebyeTcs, ecnm Bbl pelnTe BOCCTaHOBUTL 6a3y gaHHbIx V7.1.

. CkonupyiTe haiin XxpoHonoruv TOMOB B Apyroi kaTanor. BeeauTe cneaytoLlyto KomaHay

AAMUHUCTPUPOBAHNA:
backup volhistory filenames=umsa_galina

roe ums_cadaa - 3To umsa anna, B KOTOpoM byaeT XpaHUTbCS MHOPMALLMS XPOHOOrMY TOMOB.

CogerT: 37107 (hann noTpebyeTcs, ecnm Bbl pelwnTe BOCCTaHOBUTb 6a3y gaHHbIx V7.1.

. CoxpaHuTe Konuto halina cepBepHbIX OMNLMIA, Ha3blBAEMOro, Kak npaeuso, dsmserv.opt. 3ToT

thain pacnonoKeH B KaTasiore aK3eMmnaapa cepsepa.

. 3anpeTuTe onepauun Ha cepsepe, OTK/IIOUMB HOBble CeaHcbl. BBeouTe cnegytoume

AAMUHNCTPATUBHbIE KOMaHAObl:

disable sessions client
disable sessions server

MpoBepbTe, CYLLECTBYIOT NN Kakne-nnbo ceaHcbl, U cOOBLLMTE NONb30BaTENAM, YTO cepBep byaeT
OCTaHOBJIEH. YTOObI MPOBEPUTbL HAIMUME CYLLECTBYIOLLNX CEAaHCOB, BBEANTE KOMaHAY
aAMUHUCTPUPOBAHUS:

query session

OTMeHuTe ceaHcbl, BBEOS cnegyruyr KoMaHay aAMUHUCTPUPOBaAHUA!
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cancel session all

JTa KOMaH4a OTMEHSET BCe CeaHChl, KPOMe Ballero TeKyLero ceaHca.
12. OcTtaHOBUTE CepBep, BBEAS CefyoLWyo KOMaHay agMUHUCTPUPOBAHNS:

halt

13. Y6epuTech, 4TO cepBep 3aBepLlunna paboTy U HMKaKME NPOLECCHI HE BbIMOMHAOTCS.

BeeguTe cnepytoLlyto KomaHay:
ps -ef | grep dsmserv

14. B kaTanore ak3eMnaspa cepeepa Balleln yctaHoBkM Hangute cann NODELOCK 1 nepemectuTe ero B
APpYrov KaTanor, rae Bbl coxpaHsaeTe (ansbl KoHpuUrypauum.

®ann NODELOCK copepxut cBegeHmsa 06 MCcnonb30BaHHbIX TMLEH3NSX ANS Ballen yCTaHOBKK. 3Ta
MHGopMaLus 0 NMNLLEH3UAX 3aMeHSeTCs MPU BbINOSIHEHUN 0BHOBEHUS.

YcTaHOBKa cepBepa U nposBepKa o6HoBNeHUs

Y706kl 3aBEPLLMTL NpoLecc obHoBNeHUs cepBepa Ao V8.1, Heobxoaonumo yctaHoBUTbL cepBep V8.1. 3aTeM
ybenuTech, UTo 06HOBMIEHWE MPOLUSIO YCMEeLwWHo, 3anyCTUB 3K3eMMJIsSp cepBepa.

Mpe>xpe yeM HavaTtb
Bbl BomkHbl B6bITb 3aperncTpmpoBaHbl B cuctemMe nog ID nonb3oBaTens root.
MakeT yCTaHOBKM MOXHO NOJTyYUTb C CanTa CKaunsaHma IBM.

3apanTe npegen MakcMMasnbHOro pasMepa aina ans CUCTEMHOro Nosib3oBaTens, UTobbl yoeamTbes, UTo
thaisibl MOXHO YCNeELWHO CKayaTb.

1. YT0bbl 3aNpOCKTb 3HaUEHME A1 MaKCUMaNbHOro pasmepa haina, BBeauTe CredyoLLyo KoMaHay:
ulimit -Hf

2. Ecnu npefenbHbIi MaKcUMalbHbIM pazMep daina o CMCTEMHOMO NoNb30BaTeNa He 3afaH Kak
HeorpaHUYeHHbIN, U3MeHUTe NapaMeTp Ha HeorpPaHUUYEHHbIN, BbINOTHUB UHCTPYKLUW B
JOKYMeHTauumn ona saliein onepaLmoHHON CUCTEMBI.

06 3Tou 3apaue

Mpn nomowwm nporpammsel yctaHoBKM IBM Spectrum Protect MOXHO yCTaHOBUTBL Cnepyrowme
KOMMOHEHTbI:

« Cepsep

CoBeT: basa gaHHbIx (IBM Db2), Global Security Kit (GSKit) n IBM Java Runtime Environment (JRE)
aBTOMATMYECKMN YCTaHABIMBAKOTCA NpuY BbIbOpe KOMMOHEHTa cepBepa.

 f3bIkn cepBepa

e JlnueHsuda

« YcTponcTtea

« IBM Spectrum Protect for SAN

 LleHTp onepaunin

Mpouepypa
1. CkayaiTe cOOTBETCTBYOWMI (halin nakeTa c O4HOro M3 cnesyroLlimnx Beb-canTos:

« CkavanTe nakeT cepBepa co cTpaHuubl Passport Advantage nnu Fix Central.
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« CaMyto nocnepHoro nHgopmaLumo, 06HOBNEHUS N UCNPaBReHNS 06CNYXNBAHUS CMOTPUTE B
pasgene IBM Support Portal.

2. BbinonHuTte cnegyouime waru:

a. YbeomuTechb, 4To y Bac byaeT 4OCTaTOYHO MecTa AN XpaHeHusa PalinoB YCTaHOBKM, KOr4a OHU
6yayT U3BNeYeHbl U3 NakeTa NpoaykTa. TpeboBaHUaA K NPOCTPaAHCTBY CMOTPUTE B LLOKYMEHTE
Mo cKauMBaHMIo A9 Ballero NpoayKTa.

« IBM Spectrum Protect technote 588021
» IBM Spectrum Protect Extended Edition technote 588023
« IBM Spectrum Protect for Data Retention technote 588025

b. CkauanTe haiin nakeTa B KaTanor no Bawemy Bblbopy. MIMa kaTanora MoXeT coepaTtb He
6onee 128 cumBonoB. Ybeanutecn, YTo naBnekaeTte pansbl YCTAHOBKM B NyCTOM KaTanor. He
BbINOJIHANTE U3BJIeUEHMEe B KaTasor C paHee n3BnevYeHHbIMK dhannamMmm nnm ¢ KakMMmn-nmbo
elle channamu.

KpoMe Toro, y Bac J0KHbI 6bITb paspeLleHns Ha 3anycK BbiNnonHAeMbIx daiios ana daina
naketa.

c. Ecnu noTtpebyeTca, BBEAMTE CNEAyIOLLYI0 KOMaHAY, YToObl U3MEHUTb paspeLleHmnst Ha 4OCTyn
K thannam:

chmod a+x umsa_nakema.bin

roe umsd_naxkera BblrnmagnT Kak B cieayroweMm npunmepe:

8.1.x.000-IBM-SPSRV-Linuxs390x.bin
8.1.x.000-IBM-SPSRV-Linuxx86_64.bin
8.1.x.000-IBM-SPSRV-Linuxppcé4le.bin

B npumepax 8.1.x.000 npefcTaBnsieT ypoOBEHb BbINyCKa NPOAyKTa.

d. MsBnekuTe thalinbl yCTaHOBKW, BBEAA CIIEAYIOLLYI0 KOMaHaY:
./uma_nakema.bin

3710 6onblon nakeT. MNoaToMy M3BneveHve anoB 3aiMeT HEKOTOPOE BPeEMS.
3. YcTaHoBuMTe NnporpamMmHoe obecneueHme IBM Spectrum Protect ogHMM 13 cnepytowwmx cnocobos.
YcTaHoBuTe nuueH3sunto Ha IBM Spectrum Protect B npouecce ycTaHOBKM.

CoBerT: Ecnn B cuctemMe MCNONb3yeTCcs HECKOJIbKO 3K3eMMNNSPOB CePBEpPA, YCTAaHOBUTE NPOrpamMmmy
IBM Spectrum Protect Tonbko oanH pas, 4Tobbl 06HOBUTL BCE 3K3EMMNSAPLI CeEpBeEpa.

MacTtep ycTaHOBKU

Y106bI yCTAaHOBUTL CEPBEP NPU NOMOLLM rpadmyeckoro Mmactepa IBM Installation Manager,
BbINOSTHUTE UHCTPYKLMM U3 paspena “YctaHoBka IBM Spectrum Protect npu nomolwm mactepa
YyCTaHOBKMW” Ha cTp. 86.

Y6enutecb, UTo CMCTEMA COOTBETCTBYET 0653aTeNnbHbIM TpeboBaHMAM AN UCNOSIb30BaHNS
MacTepa yCTaHOBKW. 3aTeM BbIMONHUTE NpoLenypy yctaHoBku. B okHe IBM Installation
Manager wenkHuTe nNo 3Hauky O6HOBUTb 1N U3MEHUTD.

YcTaHOBKa cepBepa ¢ MCMoJIb30BaHMEM pPeXXuMa KOHCONU

YT06bl yCTAaHOBMTbL CEPBEP B PEXKMME KOHCONN, CNefyTe MHCTPYKUUAM B pasfene “YcTaHoBKa
IBM Spectrum Protect B pexume koHconun” Ha cTp. 87.

O3HaKOMbTECH C MH(hopMaL el 06 yCTaHOBKe CepBepa B pexunMe KOHCONW 1 3aTeM BbINOSHUTE
npouenypy yCTaHOBKMU.
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Pe>xum 6e3 BbiBOAa coobLLeHuUi

Y106bI yCTAaHOBUTL CEPBEP B pexume be3 BbiBoAa COOBLLEHWIA, BBINOJHUTE MHCTPYKLUN U3
pasgena “YcraHoBka IBM Spectrum Protect B pexume 6e3 BbiBoga coobuieHnin” Ha cTp. 87.

O3HakoMbTech C MHhopMaumen ob ycTtaHOBKe cepBepa B pexxunme 6e3 BbiBoga coobLieHnn n
3aTeM BbINOMHUTE NpoLenypy YCTaHOBKMU.

Mocne ycTaHOBKM NPOrpamMMmbl MEPEKOHUIYPUPOBaTb CUCTEMY HE HYXHO.

4. VicnpaBbTe ownbKM, 06HapyKeHHbIE B MPOLLECCE YCTAHOBKM.
Ecnv Bbl yCTaHOBUAN CEpPBEP C MCNOSIb30BAHNEM MacTepa YyCTaHOBKM, TO Bbl MOXKETE NOCMOTPETb
XYPHasbl YCTAHOBKM Npu noMoLm MHcTpyMeHTa IBM Installation Manager. LLlenkHuTe no ®aitn >

MpocmoTpeTb xXypHan. Ytobbl cobpaTs hannbl xypHanos, wenkHute B IBM Installation Manager no
CnpaBka > 3KCNopT AaHHbIX A9 aHann3a ownbokK.

Ecnuv Bbl yCTaHOBUN CEPBEP B PeXMME KOHCONMN UK B pexkume 6e3 BbiBoAa CO0bLLEeHNN, TO Bbl
MOXeTe NPOCMOTPETb XypHanbl ownbok B KaTanore xypHana IBM Installation Manager, Hanpumep:

/var/ibm/InstallationManager/logs

5. Nepengute B pasgen IBM Support Portal, utobbl nonyunts ncnpasnenus. LLlenkHuTe no Fixes,
updates, and drivers (McnpaBrneHus, o6HOBNEHNS 1 ApaliBepbl) U NPUMEHUTE BCce HeobxoanMble
ncnpasneHus.

6. MpoBepbTe, YCMNELWHO 1 BbINOIHEHO 0BHOBNEHME:
a) 3anycTuTe 3K3eMNnsip cepeepa.

b) CnenunTe 3a cooblieHMAMM, KOTOPblE CepBeEp reHepupyeT npu 3anycke. Cnegurte 3a
coobLeHnamu 06 olwmnbKax U NpeaynpexaeHusaMn 1 paspewmTe COOTBETCTBYLWME Npobnembl.

¢) MpoBepbTe, MOXKETE NN Bbl COEAUHUTLCS C CEPBEPOM C MOMOLLBI KIIMEHTA aAMUHUCTPUPOBAHUS.
[n§a 3anycka ceaHca KNneHTa aoMUHUCTPUPOBaHMS BBEAUTE CeayoLyo KOMaHay
agMuHucTpuposaHus IBM Spectrum Protect:

dsmadmc

d) 3anycTtute komaHabl QUERY onsi nonyyeHusa nHgopmaumm 06 06HOBNEHHOM CUCTEME.
Hanpwumep, 4tobbl nonyunte 06beaMHEHHYIO MH(OPMALLMIO O CUCTEME, BBEAMUTE CELYIOLLYIO
KOoMaHAy agMuHUcTpupoBaHus IBM Spectrum Protect:

query system

Ons nonyyeHms nHdopmaumm o 6ase gaHHbIX BBEAMTE CELAYIOLLYI0 KOMaHay
aoMuHucTpuposaHua IBM Spectrum Protect:

query db format=detailed

7. 3aperucTpupymnTe NMLEH3MM A9 YCTAHOB/IEHHbIX B Balliel cUCTeMe KOMMNOHEHTOB cepBepa IBM
Spectrum Protect, BBeas komaHay REGISTER LICENSE:

register license file=kamanoe_ycmaHoeku/server/bin/ums_komnoHeHma.lic

roe KaTtaior_yCTaHOBKU YKa3blBAeT KaTasor, B KOTOPbIM Bbl yCTAHOBW/IM KOMMOHEHT, a
UMSI_KOMNOHEeHTa yKasblBaeT abbpeBnaTtypy 419 3TOro KOMMNOHEHTA.

Hanpumep, ecnu Bbl yCTAHOBWAK CepBEp B KaTanore no ymonyaduto /opt/tivoli/tsm, BBegute
cneayoLLyo KoMaHay, YTobbl 3aperncTpupoBaTh MLEH3MIO:

register license file=/opt/tivoli/tsm/server/bin/tsmbasic.lic

Hanpumep, ecnu Bbl ycTaHoBunn IBM Spectrum Protect Extended Edition B kaTtanor /opt/tivoli/
tsm, BBeguTE CnefyoLLyo KoMaHay:

register license file=/opt/tivoli/tsm/server/bin/tsmee.lic
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10.

11.
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Hanpumep, ecnu Bbl ycTaHoBUNKM IBM Spectrum Protect for Data Retention B kaTanor /opt/
tivoli/tsm, BBeauTe cnenyroLLyto KOMaHAay:

register license file=/opt/tivoli/tsm/server/bin/dataret.lic

OrpaHuyeHue:

Bbl He MoXXeTe ncnonb3oBaTth cepep IBM Spectrum Protect ons permucrpaumm nuueH3ni Ha
clnefnyoume NpoayKTbl:

« IBM Spectrum Protect for Mail

« IBM Spectrum Protect for Databases

« IBM Spectrum Protect for ERP

« IBM Spectrum Protect for Space Management

KomaHpoa REGISTER LICENSE He npvMeHSeTCs K 3TUM NULLEH3UAM. JIMLLEeH3MPOBaHNE 3TNX
NPOAYKTOB BbINOAHAETCS KnneHTamu IBM Spectrum Protect.

. MoaroToBbTe CEPBEP K aBTOMATUUYECKUM U PYUYHbIM OMepauusm pesepBHOro KonmpoBaHus 6asbl

OaHHbIX.

MHCTpyKunm cMmoTpuTe B pasgene “ModroToBka cepeepa K onepaumsiM pe3epBHOro KONMpoBaHus
6asbl AaHHbIX ” Ha cTp. 111.

. HeobazatenbHo: ns YCTaHOBKW OOMNOJIHUTENIbHOIO NakKeTa NogaepXXKn HauMOHa/IbHOIo A3blKa

ncnonb3ynte yHKUUIO nsmeHeHus IBM Installation Manager.

HeobszaTenbHo: 115 06HOBNEHUS A3bIKOBOIO NakeTa Ao 6onee HOBOM BepcUn UCMONb3ynTe
thyHKumto obHoBNeHusa IBM Installation Manager.

YT06bl yNPOCTUTb YCTPAHEHME HEMOMAA0K HA ClyYai BOSHUKHOBEHMS B ByayLueM Kakmx-nmbo
npobnem, ybegntech, UTO ANa famna a4pa BblgeeHo 4OCTaTOMHO NPOCTPaHCTBA. JLONONHUTENBHYIO
MHopMaLmMio CMOTPUTE B TEXHUYECKOM 3amMedaHun 6357399,

JanbHeuwune nencTeus

Maponun MoXHO ayTEHTURULMPOBATL C MOMOLLBIO cepBepa KaTanoros LDAP unu cepsepa IBM Spectrum
Protect. NMaponu, KoTopble ayTeHTUULMPOBaHbI C MOMOLLLIO cepBepa kaTanoros LDAP, moryT
obecneyunTb pacliMpPEHHYO 3aLUNTY CUCTEMBI.

O6HoBJIEHUE cepBepa B KNIacTepHo cpepe

YT106bI 06HOBUTDH cepeep B KﬂaCTepHOl‘;I cpepne, HY>XHO BbINOTHNTbL 3a4a4Yn NOAroTOBKN N YCTAHOBKMU. 3tn
npouenypbl 3aBUCAT OT OﬂepaLLMOHHOVI CUCTEMbI M BbiMNyCKa.

Mpouepypa

BbinonHWTe NpoLueaypy A5 UCMONIb3yeMO ONepauMoHHON CUCTEMbI, UCXOLHOM BEPCUM U BEPCUM
HazHauYeHus:

Tabnuua 22. lNpouedypbl no 06HOB/IEHUIO cepBepa B KaacTepHol cpede B onepayuoHHol cucteme Linux

UcxopHbll BbINYCK BbinycK HasHaueHus Mpouepypa

Bepcus 6.3 nnu 6onee nosgHsaa | V8.1 O6HoBNEHNE cepBepa,

CKOH(MryprvpoBaHHOro ¢ System
Automation for Multiplatforms

O6HoBneHue IBM Spectrum Protect B knactepHoi cpepne

[na ncnonb3oBaHWs HOBbIX yHKLMI IBM Spectrum Protect moxHo 06HOBUTE cepBep IBM Spectrum
Protect, ycTtaHOBneHHbI B Linux B kKNnacTepHoW cpege.
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O6HoBneHue cepeepa IBM Spectrum Protect

Mpouenypa

YT06bl BbINOMAHUTL OGHOB/IEHME, CllefyNTe MHCTPYKUMUSM B pasaene KoHgurypupoBaHue cpegbl Linux
AN KnacTepusaunu.
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naBa 6. CnpaBouHaa uHopmauua: Komanabi IBM
Db2 pna 6a3 paHHbiX cepBepa IBM Spectrum Protect

Mcnonb3yinTe 3TOT CIMCOK Kak CMpaBoOYHUMK, ecnu cnyxba nopaepxkm IBM npeanoxuT Bam BBECTU

KoMaHgbl Db2.

Ha3HaueHue

MHorga nocse MCNonb3oBaHMWA MacTepoB Mo YyCTaHOBKe U KoHdurypuposaHuto IBM Spectrum Protect
BaM notpebyeTcsa BBECTM KOMaHbl Db2. OrpaHunyeHHbIlt Habop koMaHg Db2, KoTopble Bbl MOXeTe
MCnonb30BaTh (B YaCTHOCTK, MO YKa3aHMIO CAyXObl NoALEePIKKN), NPeACcTaB/ieH B Tabnvmue.

3TO He ncUepnbiBaloLWMIA CMMCOK, OH NPeAcTaB/ieH TONbKO B BULOE AONOSHUTENIbHOro MaTepuana. He

npegnonaraeTcs, 4To agMuHucTpaTop IBM Spectrum Protect 6yaeT exxefHeBHO Mn BoobLe perynsipHo
MCMNoNb30BaTb 3TN KoMaHAbl. MprBeAeHbl NPUMepPbl UCNOJIb30BaHNS HEKOTOPbIX KOMaHL,. MNoapobHocTH
BbIXOA4HOW MH(hOPMaLUN He NpeacTaB/eHbl.

MonHoe 06bsiCHEHME ONMUCAaHHbIX 30,eCb KOMaHA U UX CUHTaKcuca CMOTpUTE B AOKYMEHTaUnn no

npoaykTty Db2.

Tabnuya 23. KomaHObl DB2

KomaHpa OnucaHue Mpumep
db2icrt CospaeT aksemnnsipbl Db2 B foMallHeM Cospavite sk3emnnap IBM Spectrum Protect
KaTanore BnagenbLa aksemnaspa. BpyYHyto.BBeLMTe KOMaHay B OQHOM
cTpoke:
CoBeT: MacTep no KoHurypuposaHuio IBM
Spectrum Prot?ct co3paet 3K36M|:|J‘|9|p, /Opt/tivoli/tsm/de/instance/
MCNonb3yeMblil cepBepoM 1 6a3oi faHHbIX. db2icrt -a server -u
Mocne Toro, Kak cepBep YCTaHOBIIEH 1 UMSI_3K3eMn/ispa uMsi_3sK3emnnasapa
CKOH(UrypupoBaH C NOMOLLbIO MacTepa no
KOoHhurypupoBaHuto, komaHaa db2icrt
06bI4HO He ncnosnb3yeTcs.
JTa yTuamTa Haxo4uMTCs B KaTanore
DB2DIR/instance, roe DB2DIR
npeacTaBnsieT coboi NoNoXeHne yCTaHOBKM
Tekyllen Bepcumn cuctembl 6a3 gaHHbIx Db2.
db2set BbiBOAWT nepemeHHble Db2. BbiBecTy cnncok nepemeHHbix Db2:

db2set

CATALOG DATABASE

CoxpaHsieT MHhopMaLMIO O NONTOXKEHUN
6a3sbl aHHbIX B CUCTEMHOM KaTanore 6as
[aHHbIX. basa JaHHbIX MOXEeT HaxoAUTbCA
WA Ha NoKanbHoM paboyel cTaHLmK, Uam
Ha yaaneHHoM cepBepe pasgenos 6asbl
[aHHbIX. MacTep No KOHPUIYpMpPOBaHUIO
CepBepoB yunTbIBAET BCe KaTaloru,
KOTOpbIe HYXHbI 4151 UCMOSIb30BaHUs 6asbl
[aHHbIX cepBepa. [ocne Toro, kak cepeep
CKOH(UIypUpPOBaH 1 3anyLeH, BPy4HYyH
3anycTuTe 3Ty KOMaHAy, TONIbKO eC/In YTo-TO
B Cpefe M3MEeHSAeTCs UK NOBPEXAEHO.

KaTtanornsupyite 6asy gaHHbIX:

db2 catalog database tsmdbl

CONNECT TO DATABASE

CoepmHsaeTcs ¢ 3agaHHON 6a3oi faHHbIX
L0719 UICMNONb30BaHWA UHTepdeinca
KoMaHaHoW cTpoku (command-line
interface, CLI).

CoenunHuTech ¢ 6a3on gaHHbIX IBM
Spectrum Protect B uHTepdelice komaHgHOM
CcTpoku Db2:

db2 connect to tsmdbl
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Tabnuya 23. KomaHob! DB2 (npodoneHue)

KomaHpa

OnucaHue

Mpumep

GET DATABASE CONFIGURATION

BosBpalaeT 3HaueHWs UHAMBUAYaSbHbIX
3anucen B haine KoHpUrypaumm
KOHKpeTHoWM 6a3bl JaHHbIX.

BakHoe 3aMeuaHue: 3Tn NnapameTpbl 1
KOMaH[bl 3af,at0TCs 1 yNpaBnsioTcs
HenocpeacTBeHHo Db2. OHM nepeyncneHbl
3[eCb B MHDOPMALMOHHbBIX LEeNsax U cnyxat
L7191 NPOCMOTpA CYLLECTBYHOLLMX
napameTpoB. /I3aMeHeHWe 3TUX napamMeTpoB
MOXeT BblTb peKOMeHZ0BaHO ciyx 6o
nogaepxkn IBM unu B cny»kebHbix
6ronneTeHsax, Takmx kak APAR vnnu
LOKYMeHTbl TeXHUYECKOro pyKoBOACTBA
(technotes). He nsmeHsiiTe 3T NapameTpsbl
BPYUHYt0. I3MeHsIliTe NX TONbKO MO
yKasaHuto Cnyxbbl TEXHUYECKOMN
nopaepxku IBM 1 Tonbko ¢
MCMNONb30BaHWEM KOMaHZ, v nNpoueayp
cepsepa IBM Spectrum Protect.

MokasaTb MHHOPMAaLLMIO KOH(UIypaLmMm ansa
anunaca 6asbl JaHHbIX:

db2 get db cfg for tsmdbl
MonyunTb MHGOPMaLMIO 4SS TPOBEPKM
napameTpoB KoHhurypauum 6asbl JaHHbIX,

PEeXMMa KYPHANOB 1 TEX0BCNYXMBAHNS.

db2 get db config for tsmdbl
show detail

GET DATABASE MANAGER
CONFIGURATION

Bo3BpalaeT 3HaueHWs UHAMBUAYaSbHbIX
3anucen B chaine KoHpuUrypawumm
KOHKPEeTHOMN 6a3bl AaHHbIX.

Ba)kHoe 3amMeuaHue: 3T1 napameTpbl U
KOMaH[bl 334at0TCS 1 YNPaBAsatoTCs
HenocpencTBeHHo Db2. OHKM nepeyuncneHsbl
30eCb B MH(OPMALIMOHHbIX LEENsiX 1 Cnyxat
[NSi TPOCMOTPA CYLLECTBYOLLMX
napameTpoB. I3MeHeHue 3Tnx napamMeTpoB
MOeT BbITb pEKOMeHA0BaHO cnyxboi
nopaepxku IBM unu B cnyxebHbix
bronneTteHsax, Takux kak APAR unu
[LOKYMEHTbl TEXHUYECKOro pyKOBOACTBA
(technotes). He nsmeHsiiiTe 3T napameTpsl
BPYYHYt0. I3MeHsITe nX ToNbKO No
YyKasaHuto cryx6bl TEXHUYECKOM
noppepxku IBM u Tonbko ¢
MCMoNb30BaHMEM KOMaH[, UK npoueayp
cepsepa IBM Spectrum Protect.

MonyunTb HOPMaLUIO KOHDUIypauumn ans
MeHemxepa 6a3 gaHHbIX:

db2 get dbm cfg

GET HEALTH SNAPSHOT

MonyyaeT MHGOPMALMIO O COCTOAHMM
paboTocnocobHoCTU ons MeHemepa 6a3
JaHHbIX 1 ero 6a3 faHHbIX. Bo3Bpallaemas
MH(opMaLua NpeacTaBnseT CHUMOK
COCTOAAHMS paboToCNOCOBHOCTN HA MOMEHT
BBOAA KOMaHAblI.

IBM Spectrum Protect otcnexxusaeTt
cocTosiHMe 6a3bl AaHHbIX MPU NOMOLLM
cHMMKa paboTocnocobHoOCTH U Apyrux
MeXxaHW3MoB, npeacTaBneHHbix Db2. MoxeTt
TaK CNy4nTbCs, YTO CHUMOK
paboTocnocobHOCTU MnK apyras
[OKYMeHTaLuus ykasbiBaeT Ha To, YTo
3NeMeHT unu pecypc 6asbl AaHHbIX MOXeT
HaxoAMTbCS B COCTOSIHMM OMOBELLEHUS. 3TO
03HaYaeT, YTO HYXKHO MPUHSATL Mepbl AN
ncnpasneHns cuTyaumu.

IBM Spectrum Protect otcnexxusaeTt
YC/IOBMS 1 OTBEYaeT COOTBETCTBYHOLLUM
obpasoM. O6pabaTbiBatoTCS He BCe
BblsiBIeHHble onoBelleHns Db2.

MonyunTb 0T4YeT 06 MHAMKATOpPax
oTcnexmBaHus pabotocnocobHocty Db2:

db2 get health snapshot for
database on tsmdbl
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Tabnuya 23. KomaHob! DB2 (npodoneHue)

KomaHpa

OnucaHue

Mpumep

GRANT (MonHomoumus 6a3bl JAHHbIX)

MpenocTaensgeT NOHOMOYMS, NPUMEHUMbIE
KO Bceit 6a3e [AaHHbIX, B OTInYME OT
NMOSIHOMOUMA, MPUMEHMMbIX K KOHKPETHbIM
obbekTaM B 6ase AaHHbIX.

MpepoctaBuTb goctyn Ana ID nonb3oBaTtens
itmuser:

db2 GRANT CONNECT ON DATABASE
TO USER itmuser

db2 GRANT CREATETAB ON
DATABASE

TO USER itmuser

RUNSTATS

N3MeHsIeT CTaTUCTUKY, OTHOCSILLYHOCS K
XapaKTepucTtnkam Tabnuupl 1 CBA3aHHbIX
WHOEKCOB, NN CTaTUCTUYeCKune
nponseoaHble Tabnuubl. 3TN
XapPaKTepPUCTUKN BKIKOYAlOT B cebsa
KOMIMYEeCTBO 3anucem, Konm4yecTBo CTpaHuL,
1 CpegHK ONNHY 3anmncu.

3anycTuTe aTy yTUAWTY, UTOBbI YBUAETH
TabnuLy nocne ee MUSMEHEHNUs Un
peopraHusaumm.

MpounsBopHasa Tabnmua gonxHa bbiTb
BKJ/IIOYEHA A1 oNTMMM3aLumm, utobbl ee
MOXHO 6b1710 MCNoNb30BaTh AN
onTMMM3aLMmM 3anpocoB. BkntoveHHas ans
onTuMmM3auum nponssogHas Tabnuua
HasblBaeTCs CTaTUCTUYECKOM NPON3BOLHOMN
Tabnuuen. Ncnonb3ynte onepatop Db2
ALTER VIEW , uTo6bl BKNHOYMTL
Npon3BOAHYI0 Tabnuuy Ang onTumMmusanmm.
3anyctute ytunuty RUNSTATS, korpa
M3MEHEeHMsa B paccMaTpuBaeMbIx Tabnmuax
CYLLECTBEHHO BNUSIOT HA BO3BpallaeMmble B
NpPoun3BOAHOM TabnuLe CTPOKM.

CoBerT: CepBep kKoHturypupyet Db2 gns
3anycka npu HeobxoaAnMOCTU KOMaHAbI
RUNSTATS.

N3MeHUTb CTaTUCTUKY ANs ofHom Tabnuupbl.

db2 runstats on table
SCHEMA_NAME . TABLE_NAME

with distribution and sampled
detailed indexes all

SET SCHEMA

MN3MeHseT 3HaveHne crneumanbHoro
pernctpa CURRENT SCHEMA,
NoAroTaBNMBagaACh K BBOAY KOMaHf, SQL
HEenoCcpeaCcTBEHHO Yepes nHTepgenc
KOMaHAHOM CTpokn Db2.

Cogert: CneuuanbHbIi PerucTp - aTo
obnacTb XpaHeHwsl, onpefeneHHas s
npotecca npyMeHeHnst MeHeaepom 6as
AaHHbIX. OH ncnonb3yeTcs Ang XpaHeHUs
MHhopMaL MK, Ha KOTOPYH MOTYT CCblaTbCs
onepaTopbl SQL.

3apatb cxemy ang IBM Spectrum Protect:

db2 set schema tsmdbl

START DATABASE MANAGER

3anyckaeT (hOHOBbIE MPOLLECChI TEKYLLEro
ak3emnnspa meHenxepa 6a3 faHHbIX.
CepBep 3anyckaeT v ocTaHaBnvMBaeT
ak3emMnnap 1 6asy AaHHbIX MpU BCEX
3anyckax 1 ocTaHOBKax cepeepa.

BakHoe 3aMeuaHue: PaspelinTb cepBepy
ynpaBnsTb 3aMyCKOM 1 OCTaHOBKOM
ak3emnnspa n 6asbl 4aHHbIX, €CNY UHOEe He
yKasaHo cnyxb6oi nogaepxku IBM.

3anycTuTb MeHepkep 6as AaHHbIX:

db2start
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Tabnuya 23. KomaHob! DB2 (npodoneHue)

KomaHpa

OnucaHue

Mpumep

STOP DATABASE MANAGER

OcTaHaBNMBaeT TEKYLMIN 3K3eMNNsap
MeHepxepa 6a3 gaHHbIX. MeHemxep 6a3
[aHHbIX OCTaeTCs aKTUBHbIM, MOKA OH He
OCTaHOBJIEH iIBHbIM 06pa3oMm. 3Ta KoMaHaa
He ocTaHaBNMBaeET 3K3EMMNAP MeHeKepa
6a3 faHHbIX, ecnv kakne-nnmbo NpunoxeHns
coepmHeHbl ¢ 6asamu faHHbIX. Ecnu
coeamMHeHnin ¢ 6a3oit JaHHbIX HET, HO eCTb
NOAKMOYEHNSA IK3EeMNNAPa, 3TU
NOAKMIOYEHNS IK3EeMNISAPa NepBbiMU
NPUHYLWUTENbHO NPEPbIBAOTCSH fAaHHOM
KOMaHo01. 3aTeM OHa OcTaHaBNMBaeT
MeHepxep 6a3 faHHbIX. Mepen ocTaHOBKOM
MeHepxepa 6a3 AaHHbIX 3Ta KOMaHaa
[eakTUBUPYET TaKKe BCE HEBbINONHEHHbIe
obpaweHna k 6ase AaHHbIX.

[Ona KnveHTa aTa KOMaHaa Heaonyctnma.

CepBep 3anyckaeT v 0OCTaHaBIMBaeT
3K3eMmnnap v 6asy JaHHbIX NPy BCex
3anyckax v 0CTaHOBKax cepeepa.

BakHoe 3aMeuaHue: PaspelnTb cepBepy
ynpaBndaTb 3anyCKOM u OCTaHOBKOM
aK3eMnnapa u 6asbl AaHHbIX, eC/lIn UHOe He
yKasaHo cnyx6oi nogaepxku IBM.

OcTaHoBUTb MeHeoxep 6a3 AAHHbIX

db2 stop dbm
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rnaea 7. eunHctannauua IBM Spectrum Protect

Hwxe onucaHbl npouenypsl no genHctannaumm IBM Spectrum Protect. MNpex e yem yoanate IBM
Spectrum Protect, ybeautech, UTo Bbl He NoTepsieTe Ballu Pe3epBHbIE KOMUKN 1 apXUBHbIE AaHHbIE.

Mpe>xpe yeM HavaTb
Mpexne yem genHctTananposaTtb IBM Spectrum Protect, BoinonHuTe cnegyrowme waru:

 BbinonHuTE NonHoe pesepBHoOe KonnpoBaHme 6a3bl JaHHbIX.
« CoXxpaHu1TE KOMMIO XPOHOOrMM TOMOB M (haoB KOHUIrypaumm yCTPONCTB.
- [loMecTuTe Nony4YeHHbIe TOMA B HAJEXHOEe MecTo.

06 aTou 3apaue

IBM Spectrum Protect MOXXHO feMHCTannMpoBaTh Nto6bIM U3 cneayoLmx cnocoboBs: rpaduyeckmuin
MacTep, KOMaH4Has CTPOKA B PeXnMe KOHCONM unu pexxnm 6e3 BbiBoga coobLLeHNI.

JanbHeuwune nencreus
MNoBTOpHO ycTaHOBUTE KOMMNOHEHTbI IBM Spectrum Protect.

OevHctannauyua IBM Spectrum Protect npu nomowu
rpachuyeckoro Mmactepa

IBM Spectrum Protect MOXHO AeMHCTaNnIMpoBaTh Npu NOMOLLM MacTepa ycTaHoBkM IBM Installation

Manager.

Mpouenypa
1. 3anyctute Installation Manager.

B kaTanore, B KOTOpoM ycTaHoBneH Installation Manager, nepeinguTe B nogkatanor eclipse
(Hanpumep, /opt/IBM/InstallationManager/eclipse) v BBegMTe CNeayoLWyo KOMaHAy:

./IBMIM

2. WenkHuTe no AlenHcTannupoBarthb.

3. Boibepute CepBep IBM Spectrum Protect 1 HaxxmnTe KHOMKy Aanee.
4, UlenkHuTe no JenHcTannmpoBaTb.

5. WenkHuTte no FotoBo.

DeuHctannauyua IBM Spectrum Protect B pe>xxume KoHconu

Y106kl genHcTannmposatb IBM Spectrum Protect M3 KOMaHAHOM CTPOKK, 3anycTUTE NPorpamMmmy
deunHcTannaumm IBM Installation Manager ns komaHoHOW CTPOKM, yKa3as napameTp A8 pexuma
KOHCONMN.

Mpouepypa

1. B kaTanore, B KOTOpoM ycTtaHoBseH IBM Installation Manager, nepenanTe B cnegyowmin nogKatanor:

eclipse/tools
Hanpumep:

/opt/IBM/InstallationManager/eclipse/tools
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N

. B katanore tools BBeguTe cneqyoLLy0 KOMaHAy:
./imcl -c
3. Ana peyHcTannauum sBBeauTe 5.
4. BbibepuTe gevHcTannsuuio B rpynne naketos IBM Spectrum Protect.
5. Beeaute N (Next - anee).
6. BbibepuTe genHcTannaumo nakeTta cepsepa IBM Spectrum Protect.
7. Beeaute N (Next - anee).
8. BeeguTte U (Uninstall - OenHctannauus).
9. Beeaute F (Finish - ToToBO).

OeuHctannauua IBM Spectrum Protect B pexkume 6e3 BbiBoAa
coob6LeHui

Y7066 emHcTannmpoBaTb IBM Spectrum Protect B pexxnme 6e3 BbiBofa coobLieHnin, 3anyctmute
nporpamMmy gemnHctannauumn IBM Installation Manager ns komaHgHOM CTPOKW, yKasaB napaMeTpbl Ans
pexuvMa 6e3 BbiBoAa COObLLEHWN.

Mpe>xpe yeM HayaTtb

Bbl MOXeTe Mcnonb3oBaTh harn 0TBETOB, YTOObI 3a4aTb BXOAHbIE AaHHbIE A1 AEVHCTANNSALUN
KoMMoHeHTOB cepBepa IBM Spectrum Protect B pexkume 6e3 BbiBoga coobuieHnin. IBM Spectrum Protect
cogepxuT npumep anna oteeTos, uninstall_response_sample.xml, B katanore input B Tom
MecTe, Kyga 6bis1 pacnakoBaH NakeT yCTaHOBKW. 3TOT haisl COAEPKMUT 3HAYEHMS MO YMOTHaHUIO,
KOTOpble MOMOryT BaM n3bexaTtb HEHYXHbIX MpeaynpexaeHui.

Ecnu Bbl XO0TUTe AeMHCTaNnNnMpoBaTb BCe KOMMNOHeHTbI IBM Spectrum Protect, ocTaBbTe 3agaHHoe
3HaueHne modify="false" gns kaxmoro komnoHeHTa B chaline oTBeTOB. ECn Bbl HE XOTUTE
LEeVHCTaNIMpoBaTbh KOMMOHEHT, 3afanTe 3HavyeHme modify="true".

Ecnu Bbl XOTUTE HACTPOUTDL haiisl OTBETOB, Bbl MOXKETE M3MEHWTb ONUUK, COAepKalluecs B taine.
MHdopmauuto o chanax oTBeToB cMOTpUTE B pasgene dansibl OTBETOB.

Mpoueaypa
1. B kaTanore, B KOTOpoM ycTaHoBneH IBM Installation Manager, nepenante B cnefylowmin nogKaTanor:
eclipse/tools
Hanpumep:
/opt/IBM/InstallationManager/eclipse/tools

2. B katanore tools BBeguTe cneayoLlyto KoOMaHay, roe ¢alil_oTeeTos - 3TO NonHoe umsa daina
OTBETOB:

./imcl -input ¢alin_omeemos -silent
MpuMep KOMaHabI:

./imcl -input /tmp/input/uninstall_response.xml -silent

OevHcTannauua n nepeycrtaHoska IBM Spectrum Protect

Ecnu Bbl cobupaeTtech nepeyctaHoBuTb IBM Spectrum Protect Bpy4Hyto, a He N0N1b30BaTbCA MaCcTEPOM,
Bbl 4,OJ1KHbI ByfaeTe BbINONMHUTL pPS Waros, YTobbl COXPaHUTb MMEHA 3K3eMMNSPOB CEPBEpa U KaTasloroB
6a3 gaHHbIX. Mpyn AeMHCTanNSaLMmn BCe MMEOLLMECs y Bac 3K3eMNspbl cepBepa yaanatoTcs, HO KaTanorm
019 3TUX 3K3eMMNSPOB OCTaTCA.
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OeunHnctannauusa IBM Spectrum Protect

06 3Tou 3apaue

YT06bl BPYUHYIO LEVMHCTaNIMPOBAaTb U NepeycTaHoBUTb IBM Spectrum Protect, BbinonHWTe criefpytouine
warm:

1. Mpexpe yeM NpucTynaTb K AeUHCTaNNALNN, co3panTe CrncokK TEKYLWMNX IK3EMIMJIAPOB CepBepa.
BbinonHmMTe KOMaHAy:

/opt/tivoli/tsm/db2/instance/db2ilist
2. BBeguTte ong KaXaoro aKk3eMnnsapa cepeepa CeayoLLyto KOMaHay:

db2 attach to ums_sk3emnnspa
db2 get dbm cfg show detail
db2 detach
3anuwunte nyTb 6a3bl OAHHbIX OJ19 KaXO0ro aKk3emrndpa.
3. OevHcTtannupynte IBM Spectrum Protect.

4. NMpw pevHcTannauumn ntobon nogaepxxmnsaemon sepcum IBM Spectrum Protect, Bkntovas nakeT
ncnpaeneHuni, cosgaeTca hann aksemnaapa. Pann sksemnagpa cosgaeTcs 418 Toro, 4Tobbl NoOMoYb
BaM nepeyctaHoBUTb IBM Spectrum Protect. MpoBepbTe 3TOT hann 1 UCNoNb3ynTe 3Ty MHDOPMALLUIO,
KOrAa Bac NOnNpocaT BBECTU UAEHTUDUKALMOHHbIE JaHHbIE 3K3eMnapa npu nepeyctaHoske. MNpu
yCTaHOBKe B pexume 6e3 BbiBoga coobLueHni Bbl NpefocTaBnseTe 3T MOeHTUUKALMOHHbIE AaHHble
npu nomoum nepemerHHon INSTANCE_CRED.

MonoxeHue haina sksemnnapa:

/etc/tivoli/tsm/instancelist.obj
5. MNepeycTtaHoBuTe IBM Spectrum Protect.

Ecnu dhaiin instancelist.obj He cywecTByeT, Bbl LOMKHbBI 3aHOBO CO34aTb 3K3EMMNIAPbI CEPBEP],
MCMoNb3ys credytolime warn:

a. 3aHOBO CO3AalTe aK3EeMMspbl cepBepa.

CoBeT: MacTep YCTaHOBKM CKOH(UTYPUPYET 3K3EMMSpbl CEpBEPa, HO Bbl AOJIKHbI ybeanTbes, 4To
OHV CyLLECTBYHOT. ECNTM OHM He CyLLeCTBYIOT, Bbl AO/KHbI OyAeTe CKOH(MUIYPMPOBaTb UX BPYUHYIO.

b. Katanorunsupynte 6asy gaHHbix. looyepegHo BOMAMUTE B CUCTEMY OT MUMEHM NoSIb30BaTENS
3K3eMMspa gis KaX4oro aK3eMnispa cepeepa v BBeAUTe crefyroLine KoMmaHabi:

db2 catalog database tsmdbl

db2 attach to ums_sk3emnnspa

db2 update dbm cfg using dftdbpath kamanoe_sksemnnspa
db2 detach

c. YbeouTtech, YTO 3K3eMMAp cepBepa co3aaH ycrnelwHo.Beegure kKoMaHay:
/opt/tivoli/tsm/db2/instance/db2ilist

d. Y6epuTech, uto IBM Spectrum Protect pacnosHaeT ak3eMnnsipbl cepBepa, BbI3BaB CMW COK BalUNX
KaTanoros. Bbl yBuanTe Ball oMaLIHWUIA KaTanor (eC/v Bbl €ro He n3amMeHunu). Ecnu Bbl
MCNoNb30Ba/Iv MacTep KOH(UIYpMpPOBaHUs, Ball KaTasnor ak3emMnaspa He noasutca. Beegute
KOMaHay:

db2 list database directory

Ecnn Bbl yBnagmTe B cnncke TSMDBZ, Bbl MOXeTe 3anyCTuUTbL cepsep.

OeuHctannauua IBM Installation Manager

MoxHo genHcTannuposatb IBM Installation Manager, ecnun y Bac 60nblue HET NPOAYKTOB,
ycTaHoBneHHbIx IBM Installation Manager.
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AeuHctannauua IBM Spectrum Protect

Mpe>xpe yeM HavaTtb

MNepen yoaneHunem IBM Installation Manager, Heobxoanmo ybeamTbcs, YTO BCe NaKeThbl, yCTAHOBIEHHbIE
IBM Installation Manager, yoaneHsbl. 3akponTte IBM Installation Manager nepep 3anyckom
OenHCTannaumn.

ﬂ,ﬂﬂ NPOCMOTpPa YCTaHOBJIEHHbIX NAaKETOB BBEAUTE Cneayrolyo KoMmaHay B KOMaH,EI,HOVI CTpoOKe:
cd /opt/IBM/InstallationManager/eclipse/tools
./imcl listInstalledPackages

Mpouenypa

YT06bI LemHcTannuposatb IBM Installation Manager, coenarite cnepytouee:

1. OTKpOWTE KOMaHLHYO CTPOKY M nepenanTte B katanor /var/ibm/InstallationManager/
uninstall.

2. BBepguTe crnefnyoLLyo KOMaHAy:

./uninstall

OrpaHuueHme: Bbl J0MKHbI BOWTW B CUCTEMY OT MMeHM ID nonb3oBaTtens root.
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YacTb 2. YcTaHOBKaA U 06HoBNneHue LLeHTpa onepauum

LleHTp onepaunin IBM Spectrum Protect - aTo Be6-nHTepdenc ons ynpaBneHns CpeLon XpaHeHUs.

Mpe>xpe yeM HavaTtb

Mpexae YeM NpUCTYNUTb K YCTAaHOBKE W KOHUTyprpoBaHuto LieHTpa onepauunii, NpocMoTpuTe
cnegyoLyto nHhopMaumio:

« TpeboBaHua K cucteme anq LleHTpa onepaumnii

— TpeboBaHus K KoMnbtoTepy LleHTpa onepaumii

TpeboBaHUs K xab-cepBepy M NoAYMHEHHOMY CepBepy

TpeboBaHUs K onepaLMoHHON CUCTEME

TpeboBaHusa k Beb-6paysepy

TpeboBaHUS K A3bIKY

TpeboBaHus 1 orpaHnyeHns ana Cnyx6bbl ynpaBneHus knveHTamum IBM Spectrum Protect

« Tpebytowmeca LleHTpy onepaunit ID agMMHUCTpaTOopa

- IBM Installation Manager

« KOHTPOMbHbIN CUCOK YCTAHOBKY

« Mony4yeHre nakeTa ycTaHOBKM LLeHTp onepaunii

06 3Tou 3apaue

B Tabnuua 24 Ha cTp. 135 nepeuncneHbl METOAbI YCTAHOBKU U AenHcTannsumm LleHTpa onepauuii n
yKasaHo, rae MOXHO HaUTN COOTBETCTBYHOLLME UHCTPYKLMN.

NHopmaumio 06 obHoBneHun LieHTpa onepauunin cMoTpuTe B pasgene O6HoBneHne LleHTp onepauumii.

Tabnuua 24. Metodbl ycTaHOBKU U OeuHcTanaayuu LleHTpa onepayud.

Method UHCcTpYyKLUUK

MacTep rpaguku » YcTaHoBKa LieHTpa onepaunii npy noMowm rpadmyeckoro Macrtepa
LleHTpa onepauum

» OevHcTannsaums LleHTpa onepaumin npy nomMoLLm rpauyeckoro
MacTepa LleHTpa onepauuni

Pexm koHconm « YcTaHoBKa LleHTpa onepaumii B pesxume KOHCOMM

« DeunHcTannaums LieHTpa onepaunin B pexxmMMe KOHCOU

Pexx1m 6e3 BbiBOOA
coobLeHnn

YcTtaHoBKa LieHTpa onepaumin B pexume 6e3 BbiBoga CoobLLEeHN

« “INenHctannauma LleHTpa onepauuii B pexxnme 6e3 BbiBoga
coobueHnn” Ha cTp. 210
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nﬂaHMPOBaHMe YCTAHOBKMU LI,eH'rpa onepauuﬁ

naea 8. NMnaHupoBaHue ycTaHOBKMU LLeHTpa
onepawuum

Mpexae YeM NpUCTynaTh K yCTaHOBKe LleHTpa onepawmii, Hy>KHO BbIICHUTb TpeboBaHums Kk cucteme, ID
aAMUHUCTPATOPOB, KOTOpble TpebyeT LleHTp onepauui, 1 MHGopMaLLMIo, KOTOPYHO HYXHO NPefocTaBUTb
nporpamMmMme yCTaHOBKMU.

06 3Tou 3apave
N3 U,EHTpa onepau,mﬁl MOXHO ynpaBniaTb cnegyroumnMmm OCHOBHbIMK aCneKTaMM Cpenbl XpaHEHNA:

« CepBepbl U kNMeHTbl IBM Spectrum Protect

« Cnyx6bl, Takme, Kak cnyx6a pesepBHOr0 KOMMPOBaHUS 1 BOCCTAHOB/IEHUS, apXUBUPOBaHUS U
nosly4eHust f[aHHbIX, a TaKXKe NepeHacTPoNKM 1 BO3BpaTa AaHHbIX

« Mynbl XpaHeHWsa 1 YCTPOMCTBA XpaHEeH NS
LleHTp onepawLuii COoepXuT cnenytolime KOMNOHEHTbI:

Monb3oBaTenbckuii UHTepheiic ANA HECKONIbKUX CepBepoB
C nomMouubto LleHTpa onepaumii MOXHO ynpaBfisTb OAHWUM UM HECKONbKUMUK cepBepaMin IBM
Spectrum Protect.

B cpepne c HECKONbKUMK CepBepamMm MOXHO 3aaTb OANH CEPBEP B KadecTBe xa6-cepBepa, a
OCTaJIbHbl€ - B KA4eCTBEe NOOYUHEHHbIX cepBepos. Xa6-cepBep MOXeT nojy4vyatb onoBeLweHnda n
MHd)OpMaLI,VIPO O COCTOAHMKM OT NOAYNHEHHbIX CePBEPOB U BblAaBaTb 3Ty MHd)OpMaLI,VIPO B
KOHCOMOMPOBaHHOM NnpepncraBneHnn B LleHTpe onepau.mﬁl.

MOHUTOPUHT onoBeLLeHUN

OnoBeujeHue - 3T0 yBelOM/IeHNe 0 NpobfieMe Ha cepBepe; ONoBeLLeHNe MHULMANN3NPYeTCs
coobLeHneM cepeepa. Bbl MoXeTe ykazaTb, Kakue CoobLLeHNs cepBepa MHULMANU3NPYHT
onoseulleHns, 1 B LleHTpe onepawuin uim B 3NeKTPOHHON NoyTe TOMbKO 3TW coobLieHus byayT
roKasaHbl Kak OMoBeLLeHNs.

MOHUTOPUHT OMNOBELLLEHNI MOXET NOMOYb BbISIBUTb 1 OTCNEANTb OWNOKN Ha cepsepe.

Yn06HbI uHTeptheiic KOMaHOHOW CTPOKU
LleHTp onepaLmit cooepXnT nHTepdeinc KoMaHOHOM CTPOKM AN NoAAePX KM PaclUMPeHHbIX PYHKLMIA
N KOHDUTYpUpPOBaHKA.

Tpe6oBaHua k cucteme gna LleHTpa onepauui

Mpexae ueM ycTaHaBnuBaTb LieHTp onepauunit, ybeguTech, UTO Balla CUCTEMa COOTBETCTBYET
MUHUMasbHbIM TpeboBaHMAM.

BocnonbsyinTtech cTpaHuuen Kanbkynatop TpeboBaHmnin kK cucteme gns LleHTpa onepauui, 4tobsl
oueHnTb TpeboBaHUs Kk cnucteme gns paboTel LleHTpa onepauuii, a Takxe xab-cepBepa 1 NOGYNHEHHbIX
CepBepoOB, KOTOpble oTcnexuBaeT LleHTp onepauui.

Tpe6oBaHus, NnpoBepsieMble BO BpeMS YCTAHOBKMU

B Tabnuue Tabnumua 25 Ha cTp. 138 nepeuncrieHbl NpeaBapuTesnbHble TpeboBaHMs, MpoBepsieMble Npu
YCTaAHOBKE, M YKa3aHo, roe HauTu AOMNOMHUTENbHYO MHopMaumtio 06 aTux TpeboBaHumsX.

© Copyright IBM Corp. 1993, 2021 137


http://www.ibm.com/support/docview.wss?uid=swg21641684

nﬂaHMPOBaHMe YCTQAHOBKMU Ll,eHTpa onepal.mﬁ

Tabnuya 25. TpeboBaHus, nposepsieMble BO BpeMs yCTAHOBKU

Tpe6oBaHue CBepeHus

MuHUManbHble TPeboBaHUS K NaMsATH “TpeboBaHus K koMnbloTEPY ANs LleHTpa
onepaunn” Ha cTp. 138

TpeboBaHMA onepaLnoHHOM CUCTEMDI “TpeboBaHua K onepaLlynoHHOM cucteme” Ha CTp.
142

MIMs xocTa ons KoMnbloTepa, roe byoet “KOHTPOMbHbIN CNMCOK YyCTaHOBKK” Ha cTp. 146

ycTaHoBneH LieHTp onepaumii

TpeboBaHuWsA ona Katanora yctaHoBkuM LleHTpa “KOHTPOJIbHbIN CMMCOK YyCTaHOBKK” Ha cTp. 146

onepaumm

Tpe6oBaHusa K KOoMNbloTepy ana LleHTpa onepauui

LleHTp onepauunii MOXHO YyCTaHOBUTb Ha KOMMbIOTEP, HAa KOTOpPOM paboTaeT cepsep IBM Spectrum
Protect, unu Ha gpyrov komnetoTep. Ecnv Bbl ycTaHaBnmBaeTe LLeHTp onepawnmi Ha TOT e KOMMbIoTep,
YTO 1 CEpPBEP, 3TOT KOMMNbIOTEP O0/IKEH COOTBETCTBOBATbL TpeboBaHmMaM K cucteme u ona LleHtpa
onepauun, u ona cepeepa.

TpeboBaHus K pecypcam

[na 3anycka LleHTpa onepaumit TpebytoTca cnegytoLime pecypebl:
« OfHoO npoLeccopHoe a4po

« 4 b namMatu

« 1B npocTpaHCcTBa Ha AnCKe

Xab-cepBepy 1 NOQUNHEHHBIM CEpBeEpPaM, KOTOpble oTCheXmBaeT LLeHTp onepauui, HyXHbl
LOMNOJIHUTENbHbIE Pecypchl, Kak onnucaHo B pasaene “TpeboBaHus ons xab-cepeepa 1 NOGYNHEHHbIX
cepBepoB” Ha cTp. 138.

TpGGOBaHMH ansa xa6-cepBepa n noaouvYMHeHHbIX cepBepoB

Korpa Bbl BnepBble 0TKpbIBaeTe LleHTp onepauui, Bbl AONXHbI CBA3aTh LLeHTp onepauunin ¢ oaHUM
cepBepoM IBM Spectrum Protect, 3anaHHbIM B KayecTBe xab-cepsepa. B cpene ¢ HECKONbKUMY
cepBepaMu MOXHO NOAKUUTL K Xab-cepBepy LONONHUTENbHbIE CEpBEpPbI, KOTOPbIE HA3bIBaOTCS
noOd4YuHeHHblEe cepBepsI.

MoAUMHEHHble cepBepbl OTNPABASAIOT ONOBELLLEHMS U MHGOoPMaLMIO 0 COCTOAHUN Xab-cepBepy. LieHTp
onepauunin CoaepKUT KOHCONUANPOBAHHOE NpeacTaB/ieHne ONoBeLWeHNA U MHOPMaLLMK O COCTOSHUN
ON9 xab-cepBepa 1 Bcex NoA4YMHEeHHbIX CEpBepoB.

Ecnu LleHTpoM onepaumii oTcnexunsaeTca TONbKO OAMH CepBep, TO 3TOT CepBep BCe PaBHO Ha3biBaeTcA
Xab-cepBepoM, XOTa K HEMY He NOAK/UEH HU O4MH NOOYMHEHHbIV cepBep.

B Tabnuue Tabnumua 26 Ha cTp. 139 ykasaHa Bepcus cepBepa IBM Spectrum Protect, koTopas fonxHa
6bITb yCTaHOBMEHA Ha Xab-cepBepe 1 Ha KaXX40oM NOAYMHEHHOM CepBepe, KOTopbIMK ynpasnseT LleHTp
onepawmumn.
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Tabnuya 26. TpeboBaHus k Bepcuu cepsepa IBM Spectrum Protect 015 xab-cepBepa u NOOYUHEHHbIX
cepBepoB

Bepcml Ha KaXXgoM noguynHeHHOM

LLeHTp onepauuii Bepcusa xa6-cepBepa cepBepe
v8.1.12 v8.1.12 V8.1.10 nnu HoBee
nnu

Bepcus 7.1.10 unun 6bonee nosgHue
BbINyCKKn Bepcun 7

OrpaHuyeHus:

e HekoTopble hyHKLMM KOMNOHEHTA
LleHTp onepauunin HeJOCTyNHbI ANS
cepBepoB, ncnonbaywmx bonee
paHHo Bepcuto, Yem V8.1.12.

 NOQYMHEHHbIN CEpPBEP HE MOXKET
ncnonb3oBaTb 6onee HOBYHO
BEpCUIO, YeM Bepcums Ha xab-
cepsepe.

NHopmaumio o TpeboBaHMSAX COBMECTMMOCTM Xab-cepBepa 1 NoAYUMHEHHbIX CEPBEPOB AN Apyrnx
Bepcui LleHTpa onepaumin, CMOTpUTE B TEXHUYECKOM 3aMevaHun 496593,

Uucno noguMHEHHbIX CepBepoB, KOTOPOE MOXKeT NoaaepXmBaTb xab-cepeep

Yncno NogUMHEHHBIX CEPBEPOB, KOTOPOE MOXET NOALEPXUBATb Xxab-cepBep, 3aBUCUT OT KOHUIypaLmum
n ot Bepcun IBM Spectrum Protect Ha kaxkgoM nogunHeHHOM cepBepe. OgHaKO MOXHO NPUHATL B
KavecTBe 06LLen peKoMeHZaLNN TO, YTO OANH Xab-cepBep B OTAENbHOWM CUCTEME, HaNpUMep,
BUPTyasibHas MallnHa, MOXET NOOAEPXKNBATb AECATKN MOAUYMHEHHbIX CepBepoB Bepcumn 7.1 nnm Hosee.

CoBeTbl N0 NPOEKTUPOBAHUIO KOH(hUrypauum xab-cepeepa v NoAUMHEHHDbIX
cepBepoB

Mpw NPOeKTUPOBaHMM KOHUIYypaunn xab-cepepa 1 NOAUYNMHEHHBIX CEPBEPOB CledyeT BHMMATENBHO
OTHECTUCb K TPpebOBaHWSAM pecypcoB A1 MOHUTOPUHIA COCTOSIHWUS. KpoMe Toro, pelumnTe, Kak Bbl XOTUTe
rpynnupoBath xab-cepBep U NOQUYMHEHHbIE CEPBEPBI U XOTUTE N Bbl UCMOMb30BaTb HECKOJIbKO Xab-
CepBepOB.

Bocnonb3syinTtech cTpaHuuen Kanbkynsatop TpeboBaHnin kK cucteme gns LleHTpa onepauuii, 4tobbl
oueHnTb TpeboBaHUs k cucTeme st paboTbl LleHTpa onepauuii, a Takxke xab-cepBepa 1 NOgYNHEHHbIX
CepBEpPOB, KOTOpbIe oTCNexunBaeT LLleHTp onepauui.

OCHOBHbIe CIJaKTOpr, BnaoLwe Ha Nnpon3BoguUTesIbHOCTb
Ha nponssogutenbHOCTb LleHTpa orlepau,mﬁ CUNbHEe BCEro BAMALIOT cnepytowme akTopbl:

« Mpoueccop 1 NaMATb Ha KOMMbIOTEPE, Ha KOTOPOM YCTaHoBNEH LieHTp onepauuit

« CucTeMHble xab-cepBepa 1 NoJYMHEHHbIX CEPBEPOB, BKITHOYAs AMCKOBYH CUCTEMY, UCMONb3yeMyto OJis
6asbl AaHHbIX Xab-cepeepa.

« Y1cno KNMEHTCKMX Y3110B U ParioBblX MPOCTPAHCTB BUPTYasibHbIX MalLWH, KOTOPbIe yNpaBnsatoTca xab-
CepBepoOM 1 NOAUYMHEHHBIMU CEpBeEpamMu

« YacTtoTa 06HOBNEHUA AaHHbIX B LieHTpe onepauui

naea 8. MNnaHupoBaHue ycTaHOBKM LleHTpa onepauuin 139
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Kak rpynnupoBaTtb Xxab-cepBep v noguuHeHHble CepBepbI

Ipynnupyrite xab-cepeep 1 NOAYMHEHHbIE CEPBEPbI MO recrpagmyeckomy NonoXeHunto. Hanpumep,
ynpaB/ieHne cepBepaMu B npefenax ogHoro LeHTpa JaHHbIX MOXET NPefoTBpaTuTb Npobnems,
CBsi3aHHble ¢ HpaHOoMayapamMu Uan HeLOCTAaTOYHOM NOIOCOM NPOMYCKaHNS MeXAy PasHbIMU
nonoxeHusamu. Mpun HeobxooMMOCTH CepBepPbl MOXHO AOMNOMHUTENBHO MOAPA3AENNTb B COOTBETCTBMY C
OLHOM NN HECKONBbKMMU CNepyowmMm XapakTepUcTUKamMu:

« AOMUHUCTPATOP, KOTOPLIN YNPaBAseT cepBepamu.

« O6beKT opraHuM3almm, KOTopbli (PUHAHCKMpPYET cepBepbl.

« OnepaunoHHasa cuctema cepsepa

« 93bIK, Ha KOTOPOM paboTaloT cepBepb!

CoBeT: Ecnn xab-cepBep 1 NoguMHeHHble cepBepbl paboTatoT Ha pasHbIX A3biKax, To B LieHTpe
onepaumit MOXeT BbIBOAMTCS UCMOPUYEHHbIV TEKCT.

Kak crpynnupoBaTtb xab-cepBep 1 NnogumMHeHHble cepBepbl B KOHthUrypauum
opraHusauuu
B koHurypauumn opraHmsaumnm cetb cepsepos IBM Spectrum Protect ynpasngaeTca kak rpynna.

N3MeHeHu s, BHECEHHbIE B MeHedxepe KOHGUrypayuu, MOXHO aBTOMaTUYEeCKM pacnpoCTPaHUTb Ha O4MH
NN HECKOMNBbKO YNpaB/isieMblx cepBepoB B CETU.

O6bI4HO LleHTp onepauui peructpupyeT BolaeneHHbi ID agpMuHUCTpaTopa Ha xab-cepeepe u
NOAYMHEHHbIX CEpBEPaXxX M ynpaBnseT uM. Y aToro adMuHUCTPATopa MOHUTOPUHIra BCceraa fomxkeH bbitb
OOMH 1 TOT XKe Naposb Ha BCeX CepBepax.

Ecnu Bbl ncnonbsyeTte KOHd)I/IpraLI,I/IlO opraHmnsaunm, To MOXHO yny4yllnTb NpouecC CUHXPOHM3aUnn
NOEHTUPUKALMOHHbBIX aHHbIX aOMUHUCTPATOPA Ha MOAYMHEHHbIX cepBepax. YTobbl NoBbICUTL
NpPon3BOOUTENBHOCTb U 3PEKTUBHOCTb ynpaBneHus ID agMrMHUCTpaTopa, caenanTe cnegyollee:

1. HasHaubTe cepBep MeHepXepa KoHgurypaumm xab-cepsepom LieHTpa onepaumin. Bo Bpems
KOHhMrypupoBaHus xab-cepsepa pernctpupyetcs ID agMUHUCTpPaTOpPa MOHUTOPUHIa C MMeHeM IBM-
OC-ums_xab-cepsepa.

2. NobaBbTe Ha xab-cepBepe ID agMMHUCTPATOPa MOHUTOPUHIA B HOBbIW UMW B CYLLECTBYHOLLUN
npodunb KoHGUrypaunm opraHmnsaumm. Beegmte komangy NOTIFY SUBSCRIBERS, 4Tobbl
pPacnpoCcTpaHuTb Npodub Ha ynNpaBiseMble CEPBEPDI.

3. [obaBbTe OAMH MM HECKONBKO YNpPaBAsieMbIX CEPBEPOB B Ka4eCTBe NOAUYMHEHHbIX cepBepoB LleHTpa
onepaummn.

LleHTp onepaumint 06HapyKMBaET 3Ty KOH(MIYpPaLMIO 1 NMO3BONSIET MeHeOXepy KoHhUrypauum
pacnpocTpaHsiTb ID agMUHUCTPATOPa MOHUTOPMHIA HA NMOAUYMHEHHbIE CEPBEPbI Y USMEHSITb €ro.

Korga ucnonb3oBatb HECKOJIbKO Xab-cepeepos

Ecnu Bbl paboTaeTe 6onblue, yem ¢ 10-20 noaunMHeHHbIMK cepBepamn V6.3.4, unu ecnm ns-3a
orpaHuyeHuin pecypcos TpebyeTca MHOropasaefibHasa cpena, To Bbl MOXeTe CKOHAUIyprupoBaTb
HEeCKO/bKO Xab-cepBepoB 1 NOAKNOUMTb K KaxkaoMy xab-cepBepy noaHabop NogYMHEHHbIX CEpBEPOB.

OrpaHuveHus:

« OOVH cepBep He MOXeT BbiTb U Xxab-cepBepoM, U NOAUMHEHHBIM CEPBEPOM.
« Kaxpbli NOOYMHEHHbIV CEpBEP MOXET ObITb HAa3HAYeH TOIbKO 0OO4HOMY Xab-cepBepy.

 [Ins kaxporo xab-cepeepa TpebyeTca oTaenbHbIN ak3emnnap LleHTpa onepaunin, Kaxnbi N3 KOTOPbIX
nmeeT cBON Beb-agpec.

CoBeTbl no Bbi6bopy xab-cepBepa

[ns xab-cepBepa HyHO BbibpaTb CepBep C LOCTATOUHLIMU PECYPCaMM, PACMONIOXEHHbIN TaK, YTO6bI
obecneunTb MUHUMaNbHYIO 3aePXXKY ABYCTOPOHHEN CETEBOW CBA3MU.
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BHuMaHue: He 1cnonb3yiiTe oOuH 1 TOT e cepBep B KavecTBe xab-cepBepa A/19 HECKONbKUX
LleHTpoB onepauui.

Mpu BbIbOpe, KaKoi cepBep Ha3HaUNTb Xab-cepBepoM, PYKOBOACTBYMTECH ClieAyoWmnMm
peKkoMeHZauuamu:

Bbi6epute cnabo Harpy)<eHHbli1 cepeep
Bbibepute cepBep ¢ HeboNbLIOW HAarpysKom gns onepauui (Hanpumep, Ois pe3epBHOro
KOMMPOBaHUS KIIMEHTOB U apXxmBMnpoBaHus). Cnabo Harpy»KeHHbI CepBep TAKKe XOPOLLO
MCMOMb30BaTb B KAYECTBE CUCTEMBbI XOCTa Afs LleHTpa onepauuii.

Y6epuTtech, UTo y cepBepa AOCTATOUHO pecypcoB Ass ob6cnyxmBaHus n cBoen obbivHol pabouei
Harpy3Kku cepBepa, 1 OLLeHOUYHOM Harpy3KmM nNpu paboTte B KayecTBe xab-cepBepa.

Pacnonoxure cepBep Tak, 4Tobbl 06ecneunTb MMHMMalNbHYI0 3a4EeP>XKKY ABYCTOPOHHEN CeTeBOoM
CBA3KN
PacnonoxuTe xab-cepep Tak, 4Tobbl ceTeBOe coeAUHEHNE MeXAay Xab-cepBepoM U NOAUYNHEHHBIMU
cepBepaMu MMeno ABYCTOPOHHIOW 3aaepxKy He 6onee 5 Mc. ITa 3aaepikKa 06bIYHO MOXKET BbIThb
LOCTUTHYTa, KOraa cepBepbl HAX0AATCS B OQHOM 1 TON e fiokanbHoi ceTn (LAN).

CeTu, KOTOpbIE MJIOXO HACTPOEHbI, MHTEHCMBHO UCNOJMb3YIOTCHA OPYTMMU NPUIIOKEHUSIMU UK
NMOKasblBaKT ABYCTOPOHHIOK 3a4EPXKKY 3HAUNTENBHO 6osblle 5 MC, MOMYT yXyOLWNTb CBA3b MEXAY
xab-cepBepoMm 1 NogYMHEHHbIMKU cepBepaMn. Hanpumep, ABYCTOPOHHSASA 3agepxKa B 50 Mc unu
BblLLE MOXET BbI3BaTb UCTEUEHNE CPOKA 0XNOAHMS CBA3U, N3-3a Yero NoAUNHEHHbIE cepBepbl byayT
oTCOoeanHATbCA OT LleHTpa onepaumii unm NOBTOPHO COEAMHATLCS C HUM. Takune BbICOKME 3a4ePXKKU
MoryT HabntogaTbCs Npu cBS3M Yepes rinobanbHble ceTu (wide area network, WAN) Ha 60nbLiom
paccTosHUW.

Ecnv nogumHeHHble cepBepbl HaxoaaTcs Ha 6onbWwoM paccTosiHMmM OT xab-cepBepa, v B LleHTpe
onepaunin HabnoaaTCa YacTble Pa3pbiBbl COEAUHEHWIA, MOXHO YBENMUYNTb 3HAYEHWE ONLLUN
ADMINCOMMTIMEOUT Ha KaxxaoMm cepBepe, YTo6bl yMEeHbLNTb YacTOTy BO3HUKHOBEHUS 3TOM
npobnemsl.

Y6epurechb, uTo Xxab-cepBep COOTBETCTBYeT TPe60BaHMAM K pecypcaM AJis MOHUTOPUHIa COCTOSIHUS
[N MOHUTOPUHIrA COCTOAHUS TPebYHOTCS AOMNONHUTENBbHbIE PECYPChI HA KaXXO0M CepBepe, rae oH
BK/tOUEH. TpebyeMble pecypcbl 3aBUCAT B MEPBYHO O4epeb OT YMCA KIIMEHTOB, KOTOpble
ynpaensitoTcsa xab-cepBepoM 1 NoAYMHEHHbIMY cepBepaMu. Ha xab-cepBepe ¢ NogYMHEHHbBIM
cepBepoM V7.1 nnv HoBee UCNOJMb3YeTCs MEHbLLE PECcypcoB, YeM Ha Xxab-cepBepe C NOAUYNMHEHHBIM
cepsepom V6.3.4.

YbenuTech, 4To Xxab-cepBep COOTBETCTBYET TPEOOBAHMAM K pecypcam UCMosib30BaHMs NMpoL,eccopa,
NPOCTPaHCTBA AJ19 6a3bl AaHHbIX, MPOCTPAHCTBA AJ151 APXMBHbIX XKYPHAIOB M MOLLHOCTM Onepawuii
BBOAa-BbiBoAa B cekyHay (I/0 operations per second, IOPS).

Xab-cepBep ¢ BbICOKOM MolHOoCTbo IOPS MoxeT obpabaTbiBaTh 601bLWNIN 06BEM AAHHbIX O
COCTOSIHUU, MPUXOOSALLMUX C NOLUMHEHHbIX CEPBEPOB. TY MOLLHOCTb MOXHO 06ecneunTb npu
MCMOMb30BaHMM CleAYOLWNX YCTPOMUCTB XpaHeHus AN1a 6a3bl AaHHbIX Xxab-cepBepa:

« TBepOoTenbHbI HakonuTesnb (SSD) ypoBHS NpeanpusaTms

« BHellHee ycTPONCTBO AMCKOBOro XpaHeHns SAN C HECKONbKUMM TOMaMM UM HECKONMbKUMMU
ANCKOBOAAMMU B KaXXOM TOMe.

B cpepne, copepxalen meHee 1000 knneHTOB, 3apanTe ons 6asbl AaHHbIX Xxab-cepeepa 6asoByto
eMkocTb 1000 IOPS, ecnu xab-cepBep ynpaBnseT NOAYMHEHHbIMW CEPBEPAMM.

OnpepenuTe, HY>XHO /1N B Balleil cpepe HECKOJIbKO Xxab-cepBepoB
Ecnun ogHnM Habopom xab-cepBepa 1 NogUMHEHHbIX cepBepoB yrnpasnseTcs 6bonee 10 000 - 20 000
KJTMEHTCKMX y3/10B 1 (halNoBbIX MPOCTPAHCTB BUPTYaslbHbIX MalIKUH, TpeboBaHUS K pecypcam MoryT
npeBbIWaTh AOCTYMNHble pecypchl xab-cepBepa, 0cobeHHO eciv NOJUYNHEHHbIE CEPBEPDI - 3TO
cepBepbl V6.3.4. Bo3aMoOxHO, cnenyeT HazHaunUTb Xxab-cepBepoM BTOPOW CEpBEP M NEPEMECTUTD
YacTb NOAUYMHEHHBIX CEPBEPOB Ha HOBbIN Xab-cepBep ang 6anaHCMpPOBKM Harpy3Ku.
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TpeGOBaHMSI K Onean,MOHHOﬁ cucreme
LleHTp onepaumin poctyneH B cuctemax AIX, Linux n Windows.
LleHTp onepaumit MoxeT paboTaTb B Cnefyowmx cucteMax.

Mopoepxka LleHTp onepaumn ang cuctem AIX n Linux orpaHuMyeHa Tonbko Bepcusamn Big Endian, ecnn He
YyKa3aHo MHoe.

« Linux B cuctemax x86_64:
— Red Hat® Enterprise Linux 8.1 unu HoBee
— Red Hat Enterprise Linux 7.6 unv HoBee
— SUSE Linux Enterprise Server 15 c Service Pack 1 nnu HoBee
— SUSE Linux Enterprise Server 12 ¢ Service Pack 4 nnu HoBee
« Linux B cuctemax System z (64-paspsiiHas apxutekTypa s390x):

Red Hat Enterprise Linux 8.1 unu HoBee

Red Hat Enterprise Linux 7.6 nnn HoBee

SUSE Linux Enterprise Server 15 c Service Pack 1 nnu HoBee
— SUSE Linux Enterprise Server 12 ¢ Service Pack 4 nnu HoBee
« Linux B cuctemax Power Systems (c npsambiM nopagkom 6ainTos):

— Red Hat Enterprise Linux 8.1 nnu HoBee

— Red Hat Enterprise Linux 7.6 nnu HoBee ¢ apxutekTypon PPC64LE
— SUSE Linux Enterprise Server 15 c Service Pack 1 nnu HoBee

— SUSE Linux Enterprise Server 12 c Service Pack 4 nnu HoBee

CaMmyto nocnegHo MHhopMaL Mo o TpeboBaHUsAX CMOTPUTE B AoKyMeHTe TpeboBaHMs K annapaTHOMY U
nporpamMMHoMy obecrneyeHuio.

TpeboBaHus K Be6-6paysepy
LleHTp onepauumii paboTaeT B 6pay3sepax Apple, Google, Microsoft n Mozilla.

Ons onTumaneHoro npocmoTpa LleHTpa onepaunn B 6paysepe 3apanTe B CUCTEME paspeLleHne 3KpaHa,
Kak MMHUMyM, 1024 X 768 nukcenen.

[ns onTMManbHOW NPOM3BOAMTENBHOCTM UCMOSb3YHTe Bpaysep ¢ XopoLlei NPOU3BOAUTENbHOCTbIO
JavaScript n BKtounTE KaWwnpoBaHue bpayaepa.

LleHTp onepaumii paboTaeT B cnepyowmnx bpaysepax:
« Apple Safari Ha iPad

OrpaHunueHue: Ecnu Apple Safari paboTaet B i0OS 8.x nnn i0OS 9.x, Bbl HE CMOXeETe UCMNOSIb30BaTb
CaMOMOANMCaHHbIN CepTUMKAT A5 3aLUMLLEHHbBIX B3aUMOLENCTBUIN C LEHTPOM onepaLmi, He
npou3Beas AOMONHUTENBHOO KOHMIypupoBaHua cepTudmkata. McnonbsyinTe ceptudnxat
ceptudukatopa (certificate authority, CA) nnm ckoHthurypmupynTe camonofnmncaHHbiii ceptudmnkaT
HY>XHbIM 06pa3oM. VIHCTPYKLMM CMOTPUTE B TEXHUYECKOM NpMMedaHmm no agpecy: http://
www.ibm.com/support/docview.wss?uid=swg21963153.

« Google Chrome 54 nnu HoBee
« Microsoft Internet Explorer 11 unu HoBee

« Mozilla Firefox ESR 45 nnn Bepcun 48 nnbo HoBee
CBsI3b Mexay KOMNOHeHTOM LleHTp onepauunin n Beb-6paysepom foskHa 6bITb 3amLLeHa C
ncrnonb3oBaHWeM npoTtokona Transport Layer Security (TLS) 1.2. Be6-6paysep gomxeH nogaepxueatb

npoTokon TLS 1.2, n 3ToT NPOTOKON foMKeH 6biTb BKtoUeH. Ecnn 3Tn TpeboBaHMa He BbIMONHSOTCS, B
Beb-bpay3sepe nosiBUTCS oimbka SSL.
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CaMmyto nocnegHo MHopMaL Mo o TpeboBaHUSIX CMOTPUTE B AoKyMeHTe TpeboBaHMs K annapaTHOMY t

nporpamMMHoMy obecrneyeHuio.

TpeboBaHusa a3bika
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Mo ymonyaHuto LleHTp onepaunin ncnonb3yeT A3bIK, 3a4aHHbI a5 Beb-6pay3sepa. OgHako npouecc
YCTAHOBKMW MCMOJIb3YeT A3blK ONepaLMoHHON cnuctemel. Ybepgutech, 4to ans Beb-bpaysepa u

OMepauMoOHHON CUCTEMBI 3aaH HYXXHbIN A3bIK.

Tabnuua 27. 3Ha4vyeHus S3bIKOB LieHTpa onepauull, KOTopble MOXHO UCNO0J/1b30BATh B cUCTeMax Linux

A3bik 3HaueHue onuum asbika
KnTanckum ynpoLLeHHbIN zh_CN
Kutalckuii ynpoueHHbin (GBK) zh_CN.gb18030
Kutalickuii ynpoueHHbii (UTF-8) zh_CN.utf8
KuTanckuii TpagmuumoHHbii (Bigh) Zh_TW
Kntaickuii TpaanLmMoHHbIn (euc_tw) zh TW
Kutanckui TpagnumoHHbin (UTF-8) zh_TW.utf8
AHrnumnckun, CLUA en_US
Anrnuiickunn (UTF-8) en_US.utf8
dpaHLy3CKui fr_FR
dpaHuy3ckuii (UTF-8) fr_FR.utf8
Hemeukni de_DE
Hemeukun (UTF-8) de_DE.utf8
NTanbsHCKNIM it IT
NtanbaHckui (UTF-8) it_IT.utf8
AnoHckuin (EUC) ja_JP
AnoHckun (UTF-8) ja_JP.utf8
Kopemnckui ko_KR
Kopericknin (UTF-8) ko_KR.utf8
Bpasnnbcknn NopTyranbCKun pt_BR
Bpasunbckuin noptyranbckuin (UTF-8) pt_BR.utf8
Pycckui ru_RU
Pycckun (UTF-8) ru_RU.utf8
McnaHckun es_ES
McnaHckum (UTF-8) es_ES.utf8

Tpe6oBaHuUsA 1 orpaHuueHus pas cny>x6bl ynpaBneHUst KIMEHTOM

Cnyx6bl ynpaBneHust knmeHTamm IBM Spectrum Protect - 3To KOMNOHEHT, yCTaHaB/IMBaEMbIN Ha
K/TMEHTaxX pe3epBHOro KOMMPOBaHWS U apXMBUPOBaHUS ansa cbopa AnarHocTuyeckon nHdopmaumm
(Hanpumep, haiioB xypHana knveHTa). MNeped ycTaHOBKOM KOMNOHeHTa ciyxba ynpasneHus
K/TMEHTaMM B Balleil CUCTEME HYXKHO 03HAKOMUTLCS C TPEOOBAHUSIMM 1 OFPaHUYEHUSMU.
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B ookyMeHTaummn K cny>+<6e yrnpaBeHnAa KJIMEHTOM KOMNbOTEP K/TUEHTA - 3TO KOMNbKOTEP, HA KOTOPOM
YCTAaHOBJIEH KJITMEHT pe3epBHOINo KoOnnMpoBaHAa N apxXmBnpoBaHUA.

[uarHocTuyeckyo MHopMaLno MOXHO cobpaTb TONbKO € KNMeHToB Linux u Windows, Ho
agMUHUCTPATOPbI MOTyT NPOCMaTPMBATL ANArHOCTUUECKYO MH(OPMALMIO MO KOMNOHEHTY LieHTp
onepaumin B onepaunoHHbix cuctemax AIX, Linux nnm Windows.

CogerT: [epep yCTaHOBKOW CNy6a ynpaBieHus KineHTamMmun ybegnTech, UTo Mexay KIMEHTOM
pe3epBHOro KOMMPOBaHUA-apXMBUPOBAHKS U CEPBEPOM YCMEeLHO YCTaHOBNIEHO coeanHeHve. B danne
CKJlaja fO0BepPeHHbIX CEPTU(MKATOB CEPBEPA, UCMOJIb3YEMOIrO KITMEHTOM, He byaeT cepTudukarta Secure
Sockets Layer (SSL) cepBepa, Noka cucTeMa K/iMeHTa He COeaANHUTCS C CEPBEPOM.

Tpe6oBaHusa pns cny>x6bl ynpaBneHUs KIMEHTOM

Mepef ycTaHOBKOM cny»6bl ynpaBieHma KNMeHToM ybeamTech, YTO BbINOSIHEHbI ClieayoLLIne
TpeboBaHus:

« [1ns yoaneHHoro 0ocTyna K KNMeHTy y agMuHucTpartopa LleHTpa onepauuin LonxHbl ObITb CUCTEMHbIE
MOMHOMOYMS UM OOVH W3 CNEAYOWMNX YPOBHEN NOTHOMOYMIA KITMEHTa:

— lMonHoMouus Monuntuka
— lMonHoMouma BnagenbLa KIneHTa
— MonHoMoumsa oocTyna K KNMEHTCKOMY Y31y
« Yb6eamnTechb, YTO KOMMbIOTEP KNIMEHTA COOTBETCTBYET crieayowmm TpeboBaHUsAM:

— Cnyx6y ynpaBneHus KIMEHTOM MOXHO YCTAaHOBUTb TOMIbKO Ha KOMMbIOTEPaXxX KJIMEHTa CO
cnepylwmMm onepaumoHHbiMm cucteMamm Linux nnm Windows:

- Linux x86 (64-paspagHble), NOAAepXMBaeMble O1s KNTMEHTa pe3epBHOro KONMpPoBaHWS U
apX1BUPOBaAHUS.

- Windows (32- 1 64-pa3psagHblie), nogaepKmuBaeMble N9 KNnMeHTa pe3epBHOro KonMpoBaHua u
apX1BUPOBAHMA.

— [Ons nepenayn faHHbIX MEXAY KOMMOHEHTOM Cy»6a ynpaBneHus KNMeHTaM1 1 KOMMOHEHTOM
LLeHTp onepauuit gomxkeH 6bITb ycTaHOBNEH NpoTokon Transport Layer Security (TLS) Bepcun 1.2
nnn Hoeee. ObecneunBaeTcs 6a3oBas ayTeHTUDUKALNS, U aHHble U MH(OPMaLMS ayTeHTUduKaumm
wndpytoTca yuepes kaHan Secure Sockets Layer (SSL). TLS n HeobxoguMmble cepTudunkatbl SSL
aBTOMATMYECKM YCTAHABMBAKOTCA MPU YCTAHOBKE KOMMOHEHTA CNyxba ynpaBneHus KnmeHTamu.

HauunHasg ¢ IBM Spectrum Protect Bepcum 8.1.11, npoTtokon TLS 1.3 BkAtoyaeTcs No yMoOn4YaHuo ang
3alMTbl COEAMHEHNI MEXAY CEPBEPAMU, KIIMEHTAMM U areHTaMm xpaHeHus. YTobbl ncnonb3oBaThb
TLS 1.3, obe CTOpOHbI B ceaHCe CBSA3M A0MXHbI ucnonb3oBaTb TLS 1.3. Ecnv ntobas ns cTopoH
ncnonbsyet TLS 1.2, no ymonyaHuto obe CTopoHbl crnonb3ytoT TLS 1.2.

« Ha komnbloTepax knueHTa Linux ons yctaHOBKM cnyx6bl ynpaBneHus KnmeHToM TpebyroTcs
MOMHOMOYMS NOJSIb30BaTENS root.

« [1n9 KOMMNbIOTEPOB KJIMEHTOB C HECKOJIbBKUMU KITMEHTCKUMMN y3N1aMU (HaanMep, KOMMNbHOTEPLI
KNMNEeHTOB Linux) y6e,£|,v|Ter, YTO MMA KaXO0ro y3jia YHUKa/lbHO Ha KOMNbKOTEPE KITNEHTAa.

CoBeT: Nocnie yCTaHOBKM CNy»K6bl yNpaBieHMst KIIMEHTOM €€ He HYXXHO yCTaHaBAMBaTb NOBTOPHO, Tak
Kak cnyxkb6a MmoxeT obHapy»1BaTb HECKOJbKO (halnoB ONuUui KIneHTa.

OrpaHuueHus cny>k6bl ynpaBneHUs KIMEHTOM

Cnyxb6a ynpaBneHust KnMeHToOM npepocTtaBnseT 6asosble cnyxbbl Ana cbopa gnarHocTuyeckon
MH(OPMaLMK B KNIMEHTAX PE3EPBHOMO KOMMPOBAaHMWS U apXMBMPOBaHKMS. Huxe nepeuncneHsl
OorpaHnyeHns ana cnyx6bl ynpaBneHus KINEHTOM:

« Bbl MOXeTe yCTaHOBUTb KOMMOHEHT Cnyxba ynpaBieHns KIMeHTaMm TOSIbKO B CUCTEMAaX C KJIMeHTaMM
pe3epBHOro KONMpPoOBaHWUA U apXUBUPOBAHUWS, BKITIOYAS KITMEHTOB Pe3epPBHOro KOMMPOBaHUA 1
ApPXMBUPOBAHUS, YCTAHOBJIEHHbIX HA y3ax nepeMeLleHnsa faHHblx ons IBM Spectrum Protect for
Virtual Environments: Data Protection for VMware.
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» YCTAHOBWTb KOMMOHEHT cnyxba ynpaBneHus KIMeHTaMm Ha ApYrux KOMNOHEHTaxX KIMEHTOB v B
Apyrux npogykTax IBM Spectrum Protect, y KOTOpbIX HET K/IMEHTOB Pe3ePBHOr0 KOMMPOBAHMUS 1
apXMBUPOBAHUS, Bbl HE MOXKETE.

« Ecnun KNneHTbl pe3epBHOr0 KONMMPOBaHMSA M apXMBUPOBaHMA 3alumnLLeHbl BpaHaMayapoM, ybeauTecs,
UYTO KOMMOHEHT LieHTp onepaumi MOXeT COeANHUTBCS C KITMEHTaMM Pe3ePBHOI0 KOMMPOBaHUS U
apxMBMpoBaHMs Yepes bpaHaMayap, MCMONb3ys NOPT, CKOHMUIYPUPOBAHHbIN 451 KOMMOHEHTa cnyxba
ynpasnieHnsa knneHtamu. MNMopt no ymonyaHmio - 9028, HO ero MOXXHO U3MEHUTD.

« Cnyxba ynpaBfieHNa KNIMeHTOM CKaHMPYeT BCe thaiibl XypHana KaneHTa, utobbl HaliTK 3anuch,
CO3[aHHble B TeveHue npeabiaywmnx 72 4acos.

« Ha cTpaHuue AuarHocTuka B LieHTpe onepalmii CoaepXnTCca OCHOBHAsA AMarHocTuyeckas
MHopMaLNg AN9 KIIMEHTOB Pe3epBHOro KONMpoBaHUa 1 apxnBrupoBaHma. OQHaKO BaM MOXeT
NoHanobuTbca JOCTYN K KOMMNbIOTEPY KNTMEHTa U OoNONHUTENbHAd AnarHocTuyeckas nHdopmauma ans
YyCTpaHeHMs HeKOTOpbIX MPo6eM pe3epBHOro KONMpoBaHus.

« Ecnv obwumin pasmep hannos xypHana owmnbok KnneHTa 1 anios xypHana pacnucaHus 6onbwe 500
MB, To Npu oTNpaBKe 3anucen xxypHana B LleHTpe onepaumin MOryT BO3HMKHYTb 3aAepXKu. [ns
ynpaBneHus paaMepom (HannoB XKypHana MOXHO pPa3peLlnTb COKpaLLEeHMe NN NepeHocC (hanios
XypHasna npu nomMoLm onumim knneHTa exrorlogretention nnv exrorlogmax.

« Ecnv Bbl UCMONb3yeTe O4HO U TO e UMSA KITMEHTCKOro y3na A COeAMHEHUSA C HECKOMbKUMMU
cepsBepamu IBM Spectrum Protect, KOTopble YCTaHOBMEHbI HA OJHOM U TOM Xe cepBepe, Bbl MOXeTe
NOCMOTPETb (Palinbl XXypHana TONbKO A1 OAHOr0 U3 KIMEHTCKUX Y3/10B.

YT106bI Y3HATH O BO3MOXHbIX 0OHOBNEHMAX, KacaloLWMXC KOMMNOHEHTa cnyxba ynpaBneHus KlIneHTamu,
CMOTpUTE TEXHNYECKOE 3aMeYaHne 534165,

3apauu, cBI3aHHbIE C JaHHOU

“Cbop oMarHoCTMYeCcKomn nHopmaLmm nocpeacTsom cnyxbbl ynpasneHns knneHtom Tivoli Storage
Manager” Ha cTp. 185

cnyxba ynpaBneHust KNMeHTaMm cobnpaeT AMarHOCTUYECKY0 MH(POPMALLMIO O KIIMEHTaX pe3epBHOMO
KOMMPOBAHUS 1 apXMBUPOBAHMWS U fenaeT ee fOCTynHON ans LleHTpa onepaumii Ans OCHOBHbIX OYHKLMIA
MOHUTOpPUHTA.

ID apMuHUcTpaTopoB, Tpebyemble LLeHTpy onepauui

Y apMuHucTpaTopa fo/kHbI 6biTb fonyctumele ID 1 naponb Ha xab-cepBepe anga Bxoaa B LleHTp
onepaumin. Kpome Toro, LLeHTpy onepauunii HasHavyaeTcsa ID agMuHMCTpaTopa, YTobbl LieHTp onepauui
MOT OTCNeXMBaTb CEPBEPbI.

LleHTp onepaunin TpebyeT cnepytowme ID agMmHncTpatopos IBM Spectrum Protect:

ID apMUHUCTPaATOPOB, 3aperncTpMpoBaHHble Ha xab-cepBepe
Ins Bxopa B LleHTp onepauunin MoXHO ncnonb3osath ntobow ID agpMUHUCTpaTOpa,
3aperncTpmpoBaHHbIin Ha xab-cepBepe. YpoBeHb nosHoMouuni ID onpepenseT, Kakve 3a0a4vn MOXHO
BbINONHATb. Co3path ID agMMHMCTpaTopoB MOXxHO koMmaHao REGISTER ADMIN.

OrpaHuyeHume: [1ng ncnonb3osaHng ID agMUHUCTpaTOpa B KOHPUIypaLmmn C HECKOJTbKUMN
cepBepaMu OH JoMmKeH bbITb 3aperncTpupoBaH Ha xab-cepBepe 1 NOAYMHEHHbIX CepBepax C
OOMHAKOBbIMU NAPONSMU U YPOBHSAMYM NOSTHOMOUMIA.

[lns ynpaBneHus ayTeHTU(MKaLMen onsa aTux cepBepoB Bbibepute 0AMH 13 CnefyroLmx cnocobos:

« Cepsep LDAP (Lightweight Directory Access Protocol)

. CDyHKLI,I/Il/I KOH(DMprVIpOBaHVIFl opraHnsaunn ona aBToMaTn4eCKoro pacnpeneneHna N3MEHEHUM
onpepeneHna agMMHNUCTpPaTopa.

ID apMuUHUCTpPaToOpa MOHUTOPUHra
Mpu HavyanbHOM KOHUrypmpoBaHumn xab-cepsepa ID agMuHucTpaTopa IBM-0OC-umsi_cepsepa
PErncTpMpyeTCs C CUCTEMHBIMU NOSIHOMOYMAMUM Ha Xab-cepBepe 1 CBA3bIBAETCHA C HaYaslbHbIM
naposieM, 3agaHHbIM BamMu. IToT ID, nHOorga HasblBaeMblil AOMUHUCTPATOP MOHUTOPUHIA,
npegHasHa4yeH 418 Ucnosib3oBaHMs TONbKOo LleHTpom onepauui.
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He yoanante, He 6nokmpyinTe n He namMeHanTe atoT ID. ToT ke ID agMMHUCTpaTOpa C TEM Xe MaponeM
perucTpupyeTcs Ha fobaBneHHbIX NOOUYNMHEHHbIX CepBepax. [1aposib aBTOMaTMYECKM N3MEHAETCH Ha
xab-cepBepe 1 Ha NOAUYMHEHHbIX CepBepax Kaxable 90 AHel. BaM He HYXHO MCNoSib30BaTb 3TOT
naposib UNK ynpaBnsaTb UM.

OrpaHuueHue: LleHTp onepaumin ynpaenseT ID 1 naposemM agMUHUCTPATOPa MOHUTOPWHTA Ha
NOAYMHEHHbIX CepBepax, eC/iM TONTbKO Bbl HE UCMOJMIb3yeTe A YyNpaBieHus 3TUMu
NOEHTU(DMKALMOHHBIMM JaHHBIMU KOHUIYpaLuio opraHnsaumn. JononHUTeNbHyo nHdopmaumo 06
MCMOMb30BaHMM KOH(UIYpaLMM OpraHM3aumm s ynpasneHnus noeHTUHMKaLMOHHbIMY OaHHbIMU
cMoTpuTe B pasaene “CoBeTbl MO NPOEKTMPOBAHMIO KOHUIypaLmmn xab-cepeepa U NOAYMHEHHbIX
cepBepoB” Ha cTp. 139.

IBM Installation Manager

LleHTp onepauun ncnonedyet IBM Installation Manager - nporpaMMy yCTaHOBKMW, KOTOpPast MOXeT
NCMONb30BaTh yOaJIEHHbIE UM JIOKASIbHbIE PENO3UTOPUM NPOrPaMM A YCTaHOBKM UM OBHOBNEHUS
MHOrmx npoayktos IBM.

Ecnu obsasatenbHasa Bepcus IBM Installation Manager ewie He ycTaHOBNEHA, TO OHA aBTOMATUYECKM
yCTaHaBnmMBaeTcs unn obHoBnsieTcs npu yctaHoBKe LleHTpa onepauumii. OHa fonxHa octarbes
YCTAHOBNEHHOM Ha KOMMblOTepe, UTOObI M03Xe MOXHO 66110 0OHOBUTL MK AenHCTanAnMpoBaTth LleHTp
onepaummn.

Huxe nprBepeHbl 06bICHEHUS HEKOTOPbLIX TEPMUHOB, UCNonb3yeMbix B IBM Installation Manager:

MpepnoxxeHue
YcTaHaBAMBaeMbIi MOAYJ1b MPOrPaMMHOro NPoAyKTa.

MpennoxeHne LleHTpa onepaumin COaepXunT Bce HocuTenu, kotopble Tpebytotcs IBM Installation
Manager ons yctaHoBKM LleHTpa onepaumi.

MakeT
lpynna nporpaMMHbIX KOMNOHEHTOB, HE0BX0AUMbIX A1 YCTAHOBKM NPeasioKeHus.

MakeT LleHTpa onepauui BkaoyaeT B cebs cnepytolime KOMNOHEHTbI:
« Mporpammy yctaHoBku IBM Installation Manager
- MpepnoxeHue LleHTpa onepauunit

Fpynna naketos
Habop nakeToB, NCNOMb3YOWMX 06LWMIA POOMTENBCKNIA KaTanor.

PenosuTtopwmii
YaaneHHas unm nokanbHasa 06/1acTb XpaHeHWs AaHHbIX U APYrUX PECYPCOB NPUNOXEHUS.

MakeT LleHTpa onepaumn xpaHutca B peno3utopum B IBM Fix Central.

KaTtanor o6wux pecypcos
KaTtanor, cogepxatmii channbl nanm mogynm plugin nporpamMmm, KOTOpble COBMECTHO MUCMOSb3YOTCS
naketTamu.

IBM Installation Manager xpaHuT B KaTanore obLuMx pecypcoB CBSiI3aHHbIe C YCTAHOBKON hanebl,
BK/ItOYas haisibl, MCNosib3yeMble A OTKaTa K NpeablayLliein sepcun LLeHTp onepaumi.

KOHTPOJIbHbIN CMUCOK YCTAHOBKMU

Mpexae YeM NpUCTYNUTb K YCTaHOBKE KOMMOHeHTa LieHTp onepaumii, Heo6XoaMMo NpoBepUTb
onpeneneHHyto MHopMaLmio, TaKyto Kak MAeHTUHWKALMOHHbIE JaHHbIE YCTAaHOBKM, U ONpeaenmTb
BXO[Hble JaHHble, KOTOpble HY>XHO NpegocTaBuTb IBM Installation Manager ons ycTaHoBKM.

B cnepytowemM KOHTPONIbBHOM CMUCKE nepevmncneHa nHhopmaums, KOTOpy Hago NpoBepPUTb Unu
onpenennTb, Npexae YeM NpucTynaTb K ycTaHoBKe LleHTpa onepauni; B Tabnuue Tabnuua 28 Ha cTp.
147 paHo noapobHoe onucaHue aTon nHopMaunm:

__ poBepbTe MMA XOCTa O/19 KOMMbIOTEPA, HA KOTOPOM yCTaHasnmBaeTcd LLeHTp OﬂepaLI,I/IVI.
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__ MpoBepbTe MAEHTUDNKALMOHHBIE AaHHble 1S YCTAHOBKM.
__ OnpepenuTe kaTanor ycraHoBku LleHTpa onepaLmii, eCiv He XOTUTE NPUHUMATL MyTb MO YMONYaHUIO.
__ Onpepenute katanor yctaHoBku IBM Installation Manager, ecnu He XOTUTe NpUHUMATb NyTb NO

YMONUYaHUIO.

__ Onpepenunte nopT, KOTOPbIN A0SXKEH UCNoNb30BaThCcs Beb-cepBepoM LleHTpa yCTaHOBKM, eCnun He
XOTUTE NPUHMMATb HOMEp NopTa No YMOSTHaHUIO.

__ OnpenenuTe Naposb ANs 3alMLLEHHOW CBA3N.

Tabnuya 28. IHghopmMayusi, KOTOPYH HYyX#HO NPOBEpPUTL UIU onpedenuTs, npexde Yem nPUCTYNaTh K yCTAHOBKE

LleHTpa onepayul

UHcpopmauua

CBepeHusa

Mmsa xocTa ong
KOMMbOTEPA, HA KOTOPOM
HY>XHO YCTaHOBUTb LLeHTp
onepauum.

MNMs xocTa O0MKHO oTBeYaTb ClieayoLlWwmM KpUTepusaMm:

« OHO He JoJIKHO coaepxaTb AByxbanTHble cuMBosbl (DBCS) nnun cumBonsbl
noauepkusanHusg ().

« /IMa xocTa MOXeT cofepxaTb cMMBON Aeduca (-), HO 3TO He JoMmKeH bbiTh
nocnegHnin CUMBOS B UMEHMW.

NOeHTU(PUKaLNOHHbIE
OaHHble ANS YCTaHOBKM

[na ycTaHOBKM LleHTpa onepauuin cnegyeT UCMOMb30BaTb C/IeAyOLY0 YYEeTHYIO
3anucb Nnonb3osarens:

 [Monb3oBaTensb root

KaTanor yctaHoBKM
LleHTpa onepauyui

LleHTp onepauunin ycTaHaBNnMBaeTCs B MOAKATANOr Ul KaTanora yCTaHOBKM.

Cnepnytolwme KaTanoru - 3To Katanorun yctaHoBku LieHTpa onepaunii no
YMONYaHNIO:

« /opt/tivoli/tsm
Hanpumep, ecnu Bbl CNOJIb3yeTe KaTaaor No ymon4vaHuto, To LleHTp onepauui
YCTaHaBJ/INBa€eTCA B cne,u,yrou.l,mﬁ KaTanor:
/opt/tivoli/tsm/ui

Mma kaTanora YCTaHOBKW OO0JIXXHO COOTBETCTBOBATb ClieAyLWNUM KPUTEpPUAM:

« Mima kaTanora MoxeT copepxaTb He 6onee 128 cMMBOSOB.
- MiMa kaTanora gonKHO coaepaTtb Tonbko cumBonbl ASCII.

 /IMA KaTasiora He JOJXXHO COAep’KaTb He MoKasbliBaeMble CUMBOJIbI
yrpaeneHus.

* NIMa KaTanora He OONXKHO copgepxaTb cneagyrwuime CMMBOJIbLL

%1 <>'""$&; *

Kartanor yctaHoBku IBM
Installation Manager

Cnepnytolume KaTanoru - aTo katanoru yctaHosku IBM Installation Manager no
YMOYaHUIO:

« /opt/IBM/InstallationManager
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Tabnuya 28. IHghopmMayusi, KOTOPYH HYyX#HO NPOBEpPUTL UIU onpedenuTs, npexde Yem NPUCTYNaTh K yCTAHOBKEe
LleHTpa onepayul (npodonxeHue)

UHcpopmauua

CBepeHusa

Homep nopra,
NCnosnb3yeMblin Beb-
CepBepoOM KOMMOHEHTA
LLleHTp onepauunn.

Homep 3awmiieHHoro (https) nopTa moneH cCOoTBETCTBOBATb CNeAyLIUM
KpuUtepuam:

« OTOT HOMep A0JIKEH ObITb LeNbIM YNCIOM B AnanasoHe 1024 - 65535.

« 3TOT HOMep He OO/MKEH YXKe UCMONb30BaTbCA UK ObIThb BbIAENEHHBIM OPYTUM
nporpaMMam.

Ecnn HoMep nopTa He yKasaH, TO UCMOo/b3yeTCs 3HaUYeHne No ymonyvaHmo 11090.
CoBeTbl:

« XOTS Haao onpefennTb Lenoe uncno B gnanasoHe 1024 - 65535, MoxHO
no3sxe KoHurypmposaTb LleHTp onepaunit, 4yTobbl NCNoONb30BaTb
CTaHOApPTHbINV 3awWmeHHbI nopT TCP/IP (nopT 443). JononHUTeNbHYyo
nHgopmauuto cMoTpuTe B pasgene “KoHdunrypmpoBaHue Beb-cepsepa LieHTpa
onepawun aaa UCnosib30BaHUa CTaHOAPTHOro 3aumuleHHoro nopta TCP/IP” Ha
cTp. 162.

« Ecnu nosxe Bbl 3abyaeTe yKkasaHHbIM BaMU HOMep NopTa, HanguTe ero B
cnepyowem danne, rae Kamasao2_YycmaHO8KU - 3TO KaTanor, Kyaa
yCcTaHoBneH LieHTp onepaymi:

— kamanoea_ycmaHoeku/ui/Liberty/usr/servers/guiServer/
bootstrap.properties

®ain bootstrap.properties conepxunt MHDOPMaLUIO AN COELUHEHUS C
cepsepom IBM Spectrum Protect.
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Tabnuya 28. IHghopmMayusi, KOTOPYH HYyX#HO NPOBEpPUTL UIU onpedenuTs, npexde Yem NPUCTYNaTh K yCTAHOBKEe
LleHTpa onepayul (npodonxeHue)

UHcpopmauua

CBepeHusa

Maponb ANs 3aWnLWL,EeHHOoN
CBA3N

LleHTp onepauuit ncnonbayet npotokon HTTPS (Hypertext Transfer Protocol
Secure) oJ19 cBA3K ¢ Be6-6paysepamu.

Ona koMnoHeHTa LleHTp onepauui TpebyeTca 3almileHHas CBA3b MeXay
CEepBEPOM M KOMMNOHEHTOM LleHTp onepauuii. Ons 3awmThl CBA3M HYXKHO
nobaBuTb cepTudmkat Transport Layer Security (TLS) xab-cepsepa B thann
CKnaja [oBepPEHHbIX CeEPTUMKATOB KOMMNOHeHTa LLeHTp onepaumi.

®dann cknaga LOBEPEHHbIX CEPTU(IMKATOB KOMMOHEHTA LLeHTp onepauui
COOEPXUT cepTudmkaT, KoTopbi LLeHTp onepaumn ncnonb3yet onsa ceasm HTTPS
c Beb-6paysepamu. Mpu ycTaHOBKE KOMMOHEHTA LLeHTp onepaumii Bbl co3paeTe
naponb gns darnna cknaga foBepeHHbIX cepTudmkaTos. MNpu HacTpolike
3aLLULLEHHOM CBSA3KN MeXAY KOMNOHEHTOM LLeHTp onepaumin n xab-cepsepom
HY>XHO MCMNOSIb30BaTb TOT Xe Naposb aAns nobaeneHus ceptudmkaTa xab-
cepBepa B (hann cknaga LOBEPEHHbIX CEPTU(MKATOB.

Maponb pns cknaga foBEPEHHbIX CEPTUHMKATOB JOIKEH OTBEYATh C/IeAYOWMM
KpuTepusam:

« [laponb OO/MKeH cogepaTb He MeHee 6 1 He bonee 64 CMMBOJIOB.
 [aponb OO/MKEeH coaepaTb, Kak MUHUMYM, Cleayowme CMMBOJIbI:

OpnHy 3arnaBHyto bykey (A — 2)

OfHy CTpouHyto bykBy (a — z)

OpHy umndpy (0 -9)

[Ba cMMBoOna, He ABNAOWMXCA anaBUTHO-LUMPOBbLIMU, KOTOPbIE YKa3aHbl
B Crefyowem paay:

~QH#ESENE&E -+ =

(Y3301 :5<>, .2/
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FnaBa 9. YcTtaHoBKa cepBepa LLeHTpa onepauum

LleHTp onepaumnini MOXHO yCTaHOBUTb JIt0BbIM 13 CrieAy WX METOL0B: rpathMyecknin MacTep, KomaHgHas
CTPOKa B pexxmMMe KOHCOMM Unn pexunm 6es BbiBofAa CoobLeHNnN.

Mpe>xpe yeM HavaTtb

Y706bI CKOHMTYyprpoBaThb LLeHTp onepaumii, Hy>KHO YCTaHOBUTb, CKOH(UIYPUPOBaTb U 3anyCTUTb
cepBep IBM Spectrum Protect. lNoaToMy nepep ycTaHoBKOM LieHTpa onepaunin ycTaHOBUTE NOAXOAALLNIN
nakeT cepBepa B COOTBETCTBMM C TpeboBaHMSIMU K BEPCUM CEPBEPA, NPUBELEHHbBIMU B

paspene “TpeboBaHusa onsa xab-cepBepa U NogUYMHEHHbIX cepBepoB” Ha cTp. 138.

LleHTp onepauunili MOXHO YyCTaHOBUTb Ha KOMMbIOTEP, HA KOTOPOM yCTaHoBseH cepBep IBM Spectrum
Protect, unu Ha gpyron KoMnbtoTep.

NMonyueHne nakeTa ycTaHOBKM LleHTpa onepauui

MakeT yCTaHOBKM MOXHO MOJy4MTb C canTa ckaunsaHua IBM, Hanpumep, IBM Passport Advantage nnm
IBM Fix Central.

06 3Tou 3apaue

Mocne nony4yeHnsa NakeTa C canTa 3arpy3ok IBM Bbl 0NXHbI M3BMeYb YCTaHOBOYHbIE hansibl.

Mpouenypa

BbInonHUTE ONMCaHHbIe HUXKE Laru, YTobbl M3BneYb hansbl yCTaHOBKW KOMMOHeHTa LleHTp onepauuii. B
crnepyoLlmMx lWarax 3saMeHnTe HoMep_Bepcul Ha yCTaHaBNMBAEMY0 BAMU BEPCUIO KOMMOHeHTa LieHTp
onepaummn.

a. CkayaiTe oOuMH U3 clneayoLmx ainos NakeTos B KaTanor no BalleMy Bbibopy:

* Homep_agepcuu.000-IBM-SPOC-LinuxS390.bin
« Homep_sepcuu.000-IBM-SPOC-Linuxx86_64.bin
b. Y6enntecsh, uTo y Bac ecTb paspeLleHunst Ha BbINOHEHWe s hanna nakeTa.

Ecnu Hy»HO, TO M3MeHUTe paspeLleHna ana danna, BBeAa CleyoLyto KoMaHay:
chmod a+x umsa_nakema.bin
. YT0bbl n3BNEYb (halnbl YCTAaHOBKW, BBEAMTE CELYIOLLYI0 KOMaHAY:

./umsa_nakema.bin

CamousBrekawwmiica dann nakeTa M3BIeKaeTcsa B KaTasor.

YcTtaHoBKa LLeHTpa onepauui npu noMowm rpatuueckoro
MacTepa

LleHTp onepauunii MOXHO YCTaHOBUTb MM OBHOBUTL MpY NOMOLLLM rpadmyeckoro Mactepa IBM
Installation Manager.

Mpouenypa

1. BeeaguTe B KaTanore, B KOTOPbIY Bbl M3BNeKN hai nakeTa ycTaHOBKM LieHTpa onepauuni,
cnenytoLLyo KOMaHAy:
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./install.sh

2. BbinonHuTe MHCTPYKLMK MacTepa, 4Tobbl ycTaHOBMUTL NnakeTbl IBM Installation Manager u LleHTpa
YCTaHOBKMW.

JanbHeuwune nencreus

~ 3y

CmoTtpuTe pasgen “KoHdurypmpoBaHue LleHTpa onepaumin” Ha cTp. 157.

YcTaHoBKa LleHTpa Ol'leanMVI B pe>XXnMme KOHCOJIn

LleHTp onepaLuit MOXHO YyCTaHOBUTb UM OBHOBUTbL M3 KOMaHLHOWM CTPOKM B PEXMME KOHCOJIN.

Mpouenypa

1. 3anycTuTe 13 KaTasnora, B KOTOPbIN Bbl U3BMEKAN (han/l NakeTa yCTAaHOBKM, ClIeAYHOLLYI0 MPOrpamMMmy:
./install.sh -c

2. BbINONHWTE MHCTPYKLUN B KOHCONK, YTObBbI ycTaHOBMTL NakeTbl Installation Manager n LieHTpa

YCTAHOBKM.

JanbHeuwune nencreus

~ 3y

CmotpuTe paspen “KoHdurypmpoaHue LieHTpa onepaunn” Ha cTp. 157.

YcTaHOBKa KOMNOHeHTa LLeHTp onepauui B pexxume 6e3 BbiBoOpa
coob6LeHui

LleHTp onepawuunii MOXHO YCTaHOBUTb UMM 0GHOBUTL B pexnme 6e3 BbiBoaa cooblieHunit. B pexnme 6e3
BblBOJA COODOLIEHMI YCTaHOBKA He OTNpaBnsAeT coobLeHnin Ha KOHCOb, a COXpaHAeT coobLieHmsa n
ownbku B channbl XypHana.

Mpe>xkpe yeM HayaTtb

Y1o6bl 330aTb BXOAHbIE fAaHHbIE NPU UCMONb30BaHMM YCTAHOBKM B pexmMe 6e3 BbiBoga COOBLLEHN,
MOHO MCMONb30BaTh (haisl OTBETOB. YKa3aHHbIe HUKe NprMepbl halifioB 0TBETOB NOCTABAAOTCS B
KaTanore input B ToM MecTe, kyaa 6bis1 pacnakoBaH NakeT YyCTAHOBKMU:

install_response_sample.xml
Mcnonb3ynte aToT (hain ana yctaHoBkM LleHTpa onepaumii.

update_response_sample.xml
NcnonbsynTe aToT hann gns obHoBneHmsa LleHTpa onepaumii.

31K halinbl cogepaT 3HaUeHMs No YMOUYaHWIo, KOTopble NOMOTryT BaM 13bexaTb BCeX HeHYXHbIX
npenynpexaeHunin. Ytobbl BOCNoNb30BaTbCA 3TUMK haitniamMu, BbINONHUTE NPUBEAEHHbIe B thainax
NHCTPYKLMW.

Ecnu Bbl XOTUTE HACTPOUTbL han OTBETOB, Bbl MOXETe M3MEHUTb ONUUK, CoaepKalinecs B taine.
MHopMauuto o thainax oTBeToB cMoTpuTe B pasgene daisbl OTBETOB.

Mpouepypa
1. Co3panTe chann OTBETOB.
Bbl MOXXeTe M3MeHUTb NpuMep arna oTBETOB UK CO34aTb CBON COBCTBEHHbIN.

Coser: YT06bI CreHepunpoBaTb dJaIZﬂ OTBETOB B XO[4e YCTaHOBKUW B pexXnme KOHCOJ1n, Bbl6epl/ITe onunn
YCTaHOBKMW B pexXmmMe KOHCOJIN. 3aTeM BBeauTe Ha naHenn Ceogka G, utobbl CreHepunpoBaTb q3a17|n
OTBETOB B COOTBETCTBUMK C ONuUndamMu, Bbl6paHHbIMl/I paHee.
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2. Co3paviTe Naponb 4Ns CKNaga [oBepeHHbIX cepTUKATOB KOMMOHeHTa LLleHTp onepauuit B thanne
OTBETOB.

Ecnu Bbl ucnonbayeTe chain install_response_sample.xml, nob6aBbTe Naposb B CNenyoLLyto
CTPOKY B haiine, roe naposib - 3T0 Naposib:

<variable
name='ssl.password' value='napons' />

[JononHuTenbHy MHopMauuio 06 3ToM napone cMoTpuTe B pasaene “KoHTPoNbHbIM CIMCOK
YCTaHOBKK” Ha cTp. 146.

Y106bI 3alWIMdpoBaTh NApOb, BbINOAHUTE MHCTPYKLMM 13 pasgena “lUndpoBaHune naponen B hannax
OTBETOB YCTaHOBKM 6e3 BbiBoAa coobuieHnn” Ha cTp. 153.

CoBeT: [aponb cknaga AOBEPEHHbIX CEePTUPMKATOB He TpebyeTcs, ecnu Bbl Mcnonb3yeTe thann
update_response_sample.xml ons o6HoOBNEeHMA KOMNOHEHTa LieHTp onepauuii.

3. 3anyctuTe ycTaHoBKY 6e3 BbiBoAa cooblieHunin, BBEAA B KaTaslore, B KOTOPbIV pacnakoBaH nakeT
YCTAHOBKM, CieaytoLLyto KoMaHay. 3HaveHue ¢alii_oTBeToB COOTBETCTBYET NyTW U MMeHU daina

OTBETOB:
. ./install.sh -s -input ¢aln_omeemos
-acceptlLicense

JanbHeuwune nencreus

~ 3y

CmotpuTe paspen “KoHdurypmpoaHue LieHTpa onepaunn” Ha cTp. 157.

WudpoBaHue naponen B hatsiax oTBETOB YCTAHOBKU 6e3 BbiBOpa
coobuieHUm
[na 0ononHUTENbHOM 3aLLMTbl NpK YCTaHOBKe LleHTpa onepauuii B pexnme 6e3 BbiBoga coobLeHni

MOXHO 3allnpoBaTh Naposib B tharine oTBETOB. B none Kntova AaHHbIX B thaline 0TBETOB MOXHO yKas3aTb
TOJIbKO OJMH Naposb (3anpoBaHHbIA UK He3aWwn(POBaHHbIN).

I'Ipe»cp,e YyeM HauaTb
Otkporite IBM Installation Manager. B katanore, roe yctaHosneH IBM Installation Manager, nepengute B
nopkatanor eclipse. MNonoxeHne nogkaTanora no yMon4aHuio:

/opt/IBM/InstallationManager/eclipse

Mpouenypa

YTo6bl 3awmdpoBaTh Naposib B thaisie 0TBETOB, KOTOPbIN UCMONb3yeTcsa A9 YCTAaHOBKK LieHTpa
onepauuin B pexxume 6e3 BbiBoga coobuieHuii, u ybeantech, YTO B Nosie Kitoya JaHHbIX MCNosb3yeTcs
TOJIbKO OZIMH MapoJsib, BbIMOMHWTE CleaytoLlee:

1. Ecnu Bbl ycTaHaBNMBaeTe LLeHTp onepaunin oT MMeHW Nosib30BaTeNs root, nepenanTe B nogKatanor
tools. MNMonoxeHne nogkaTanora tools no ymonyaHuto:

/opt/IBM/InstallationManager/eclipse/tools

Ecnu Bbl ycTaHaBNnBaeTe LleHTp onepauuit Kak nonb3oBaTesnb 6e3 NosHOMOoUKI root, nepeianTe B
cnenyoLmMii nogKaTanor:

/home/nonesosamenv_He_root/IBM/InstallationManager/eclipse/tools

rae nosb3oBdaresib_He_root - 370 ID nonb3osaTens sk3emnnsapa.
2. BBeguTe cnepyoLLyto KOMaHAy B BUAE OAHOW CTPOKMU:
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./IBMIM -silent -noSplash encryptString cmpoka_odns_wugposaHus
>3auwupposaHHbIli_napose

rOe CTPOKA_0/15_WughpoBaHuUs -3T0 3aIM(POBaHHOE 3HAUYEHNE, a 3aWUpPOBAHHbIU_NAPOJIb - 3TO
thann, cogepxalini 3awmpoBaHHOE 3HAUYEHME.

3. OTkponTe 3aWwmndpoBaHHbIN hann naposen U CKONUpPynTe 3HaveHne B Nose Katova gaHHbIX hanna
OTBETOB. 3aTeM yaanuTe 3aWwmngpoBaHHbIi thans naposier, 3akOMMEHTUMPOBAB Ero.

4. Y106bI YOanMTb He3alwmnhpoBaHHbIN NAposb U3 NOJS KtoYa OAHHbIX, BbIMOMHATE CriedytoLlee:

a. 3aKOMMeHTUpyITe He3alwmngpoBaHHbI naponb (USER.SSL_PASSWORD), utobbl cTpoKa naposs
6bl1a NOX0XKa Ha CreayoLwWwmin npumep:

<!-- <data key='user.SSL_PASSWORD' value='${ssl.password?'/> -->

b. YoanuTte Tern KoMmmeHTapmeB 13 3almgpoBaHHoro napons (user.SSL_PASSWORD_ENCRYPTED),
yTObbI CTPOKM Napons HbiIM NOXOXKM Ha CNeayoWwmii npumep:

<data key='user.enableSP800_131' value='$fenable.SP800131at'/>
<data key='user.SSL_PASSWORD_ENCRYPTED' value='${ssl.password.encrypted?}'/>

OrpaHuueHume: Vicnonb3ynTe TOIbKO OHO 3HAYEeHME B MNoJie K/toua AaHHbIX B haine oTeeTa, 1nbo
naponb user.SSL_PASSWORD, nn6o naponb user.SSL_PASSWORD_ENCRYPTED. Hago
3aKOMMEHTMPOBATb TOT, KOTOPbLIM Bbl HE UCMOMb3YyeTe, UK Bbl NoSlyunTe coobuieHne ob ownbke, a

yCTaHOBKa 3aBEPLUNTCS HeyJauHo.

Mpumep

C noMolLblO MHCTPYMeHTa KoMaHaHoM cTpoku Installation Manager sawmndpyinTe naponb passwOrd.
CoxpaHuTe 3awmndpoBaHHoe 3HaveHne B tharne my_pwd . txt. BBeguTe cnepytowyo KOMaHay:

./IBMIM -silent -noSplash encryptString passwOrd > my_pwd.txt

roe ann my_pwd . txt copepxut s3awmgpoBaHHoe 3HaueHne, roNIIaMAWYYtOxLf6 KANyA==:

<variable name='ssl.password.encrypted' value=' rbN1IaMAWYYtQxLf6KdNyA=="' />
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naBa 10. O6HoBNIeHME KOMNOHEHTa LLeHTp
onepawuum

LleHTp onepauunin MoxXHO 06HOBUTL NOBLIM 13 CeayoLWMX METOL0B: rPafMyecKknin MacTep, KOMaHgHas
CTPOKa B pexxmMMe KOHCOMM Unn pexumm 6es BbiBoAa CoobLeHNN.

Mpe>xpe yeM HavaTtb

I'Iepe,u, obHoBNEHNEM Ll,eHTpa onepau,m?l O3HAaKOMbTECb C Tpe6OBaHVIF|MVI K CUCteMe 1 C KOHTPOJ1IbHbIM
CMUCKOM YyCTaHOBKM. Y HOBOM Bepcum LleHTpa onepaumin MoryT 6biTb OMNOMHUTENbHbIE U APYTrue
Tpe6OBaHMF| No CpaBHEHNIO C Bepcmeﬁ, KOTOPYH Bbl NCNOJIb3YyETE B HaCTOﬂU.LMVI MOMEHT.

06 3Tou 3apaue

NHcTpyKLmm no obHoBReHMWo LleHTpa onepauuin coBnapatoT C MHCTPYKUMSAMUM NO ycTaHoBKe LleHTpa
onepauun 3a cnefyrowmMMm UCKTIOYEHNUAMN;

« Wcnonbsynte dyHkumnio O6HOBUTB nporpammbl IBM Installation Manager, a He hyHKLMIO YCTAaHOBUTb.

CoBeT: B IBM Installation Manager TepMuH o6HoBuTh (Update) o3HaYaeT NOMCK M YCTaHOBKY
06HOBNEHWI U MUCMPABNEHNI AN YCTAHOBIEHHbIX NMPOrPaMMHbIX MAKETOB. B 3TOM KOHTEKCTE TEPMUHBI
update v upgrade - 3T0 CUHOHUMBbI.

« Ecnu Bbl 06HOBRAETE LleHTp onepau,w?t B pexnme 6e3 BbiBOAa COObLLEHWNI, TO Bbl MOXETE nponycTnTb
war co3gaHuna naponda onga cbal?ma CKnafa [oBepeHHbIX CepTVICbI/IKaTOB.
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masa 11. HaunHaeM paboTy c KOMNOHEHTOM LLeHTp
onepauumn

Mepepn TeM, KaK Bbl CMOXeTe yNpaBnaTb CPenon XpaHeHus npu nomolm LleHTpa onepauun, Heobxoaumo
ero CKoHturypmpoBarTb.

06 3Tou 3apaue

Mocne yctaHoBKM LleHTpa onepaumii BbiNnosHMTe cneaytolie 6a3oBble 4eNCTBMSA KOH(MTYPUpPOBaHUS:
1. OnpenenuTte xab-cepsep.

2. [lobaBbTe NOAYNHEHHbIE CEPBEPDI.

3. Mpu He0BX0AMMOCTU CKOH(UIYPUPYITE ONOBELLEHMS N0 3/IeKTPOHHON NoyTe Ha xab-cepsepe u
NoAYMHEHHbIX CepBepax.

PucyHok 1 Ha cTp. 157 unntoctpmpyeT KoHdurypaumto LleHTpa onepauui.

Moa4YMHEHHLIA CepBep

MogYMHEHHBLIR
cepBep

MogYMHEHHLIA
cepeep

LlenTp onepaLmi

(Ha moMnmoTEpe xab-cepEepa
WIKM HE OTAENbHOM KOMNBRTERE )

MNoaYMHEHHLIA CepBep

PucyHok 1. Mpumep KoHpurypayuu LleHTpa onepayuli ¢ xab-cepsepom U NOOYUHEHHbIMU cepBepamu

KoHthurypupoBaHue LileHTpa onepauum

Ecnu Bbl oTKpbIBaeTe LLeHTp onepawumin Bnepsble, TO €ro HYXKHO CKOH(MIYpUpPOoBaTh 418 yNpaBieHus
cpenon xpaHeHus. Bbl gonmkHbl cBA3aTh LleHTp onepaumin ¢ cepeepom IBM Spectrum Protect, 3agaHHbIM

B kKauecTBe xab-cepsepa. [Tocne 3Toro MOXKHO NOAKAOUYMUTL AONONHUTENbHbIE cepBepbl IBM Spectrum
Protect kak noguYMHEHHbIE cCepBepbl.
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HasHaueHue xab-cepBepa

Korga Bbl B MepBbIl pa3 coeguHgaeTech ¢ LleHTpoM onepaumi, Bbl AOMKHbI YKa3aTb, Kakon cepBep IBM
Spectrum Protect sBnsieTca xab-cepBepom.

Mpe>xpe yeM HayaTb

Onsa komnoHeHTa LleHTp onepaunin TpebyeTcs 3almieHHas CBS3b MexXay Xxab-cepBepoM 1 KOMMNOHEHTOM
LleHTp onepaumii. Ons 3aWwnTbl CBA3N HYXHO A06aBUTL cepTudmkat Transport Layer Security (TLS) xab-
cepBepa B hana ckNafa LOBEPEHHbIX CEPTU(MKATOB KOMMNOHeHTa LleHTp onepauunit. JononHUTENbHYO
MHopMaunto cMOTpUTe B pasgene “3awmrta cBasu mexay LleHTpoM onepaumin n xab-cepBepom ¢
MCNONIb30BaHNEM CaMONOLNMCaHHbIX cepTUdMKaToB” Ha CTp. 164.

Mpouepypa

B 6pay3epe BBEANTE CrieayoLWmii aapec, rae UMs_X0CTa - 3TO UM KOMMbHTEPA, HA KOTOPOM YCTaHOBEH
LleHTp onepaumi, a 3auuuUeHHbIl_nopT - 3TO HOMEpP NopTa, KOTOpbI LIeHTp onepauunii ncnonb3yeT Ans
cBa3M HTTPS Ha aTOM KOMNblOTEpPE:

https://ums_xocma: 3awuweHHoili_nopm/oc

CoBeTbl:

» B URL yunTbiBaEeTCSA PErUCTP CMMBOOB. Hanpumep, ybeamTtech, YTo Bbl BBEM "0OC" CTPOUHbIMU
6yKBaMU, KaK 3TO NoKasaHo.

« [1ONONHUTENbHYO MHOPMALMIO O HOMEpe NopTa CMOTpUTe B pasaene KOHTPObHbIN CMMCOK
YCTaHOBKM.

- Ecnu Bbl nogkntovaeTech K LleHTpy onepaLuui Bnepsble, TO Bbl AOMKHbI NPEAOCTaBUTh CNenyoLLyro
nHgopmauuio:

— WHdopmaums o coefmHeHnmn ana cepeepa, KOTOPbIN Bbl XOTUTE Ha3Ha4YMTb Xxab-cepeepom

— MoeHTudurKaLnoHHbIe AaHHble BXO4a B CMCTEMY AN agMUHUCTpATOpa, KOTOPbIM 3a4aH Ans 3Toro
cepeepa

« Ecnu cpok xpaHeHust 3anmncu cobbiTusi cepeepa MeHblle 14 gHen, To Ans HEero aBToMaTUYecKm
3apaeTcs 3HaveHne 14 gHel, ecnu cepBep KOHDUIypUpyeTcs Kak xab-cepsep.

JanbHeuwune nencreus

Ecnu B cpefe ecTb Heckosbko cepeepoB IBM Spectrum Protect, To pobaBbTe Ha xab-cepBep ocTanbHble
cepBepbl Kak NOAYNHEHHbIE CepBepbl.

BHuMaHue: He nsmeHsainte nms cepBepa nocnse Toro, Kak oH CKOHCDI/IprVIpOBaH B KayecTBe Xab-
cepBepa nnn nogvynHeHHOro cepeepa.

[o6aBneHne noguMHEHHOro cepeepa

Mocne KoHtUrypmpoeaHus xab-cepeepa ana LieHTpa onepaumnin MoxHo fob6aBWTb K 3TOMY Xab-cepBepy
OLMH WSIM HECKOJMbKO NOAYMHEHHbIX CEPBEPOB.

Mpe>xpe yueM HavaTtb

CBs3b MeXAay NOAYNHEHHBIM CEPBEPOM 1 Xab-cepBepoM foMmKHa ObITh 3allMLLeHa C UCNONTb30BaAHNEM
npotokona Transport Layer Security (TLS). [nsa 3alnTbl cBS3K fobaBbTe cepTUmMKaT NOAUMHEHHOIO
cepsepa B hann LOBEPEHHbIX cepTudukaToB xab-cepaepa.

Mpouenypa

1. WenkHnTe B naHenn Mexto LleHTpa onepayui no Cepeepbl.
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OTKpoeTca cTpaHuua CepBepbl.

B Tabnuue Ha cTpaHuue CepBepbl COCTOSIHMEM cepBepa MoXeT bbiTb "He oTcnexuBaetca" 31o
COCTOSIHME 03HAYaeT, YTO XOTH aAMUHUCTPATOP 1 ONpenennn aToT cepeep Ha xab-cepeepe npu
nomolm komaHabl DEFINE SERVER, sTOT cepBep elle He CKOH(MIypUpoBaH B KavecTse
NoAYMHEHHOrO cepBepa.

2. BbINONHWTE OQHO U3 CNEeAYOWMX LENCTBUN:

e LUlenkHuTe no cepeepy, YTOObLI BbIAENUTD €0, U LWENKHUTE B MaHeNn MeHto Tabnuubl No
OTcneXuBaTb NOAUYNHEHHbIMN.

« Ecnu cepBepa, KOTOPbIN Bbl XOTUTE 006aBUTb, HET B Tabnuue, a salniieHHasa cBasb SSL/TLS He
TpebyeTcs, TO WenkHuTe no + MogYUHEHHbIN B NaHenn MeHto Tabnuubl.

3. 3apanTe HYXHy MHDOPMAaLMIO 1 BbINOSHUTE OENCTBUS B MacTepe KOH(PUrypnpoBaHus
NOAYUHEHHBIX CEPBEPOB.

CoBeT: Ecnu cpok xpaHeHust 3anncu cobblTusi cepeepa MeHblue 14 aHen, To Ans Hero aBToMaTn4eckm
3apaeTcs 3HaveHue 14 gHew, ecnu cepeBep KOHUTYpUpyeTCs Kak MOAUYNHEHHbIN CepBep.

OTﬂpaBKa OHOBeI.I.I,eHMi;I agMUHUCTpPaTOpPaM no 3ﬂeKTpOHHOI7I nourte

OnoBeleHue - 3T0 yBefoMaeHne o npobreme Ha cepeepe IBM Spectrum Protect; onoseleHne
UHUUManmaumpyeTcs coobueHnem cepsepa. OnoBeleHms MoryT H6biTb MOKasaHbl B LieHTpe onepaumi;
cepBep MOXET OTNpaBnAdATb onoBeLWweHNAa aAMUHNCTPATOopaM no aﬂeKTpOHHOVI noyTe.

Mpe>xpe yeM HavaTb

Mpexzae YeM KOH(PUrypUMpoBaTb YBEAOMIIEHUS MO 3/IEKTPOHHOW noyTe 06 onoBeLeHusx ons
alMUHUCTPATOPOB, Y6eamTech, YTo BbINOJIHEHbI Cleaytolme TpeboBaHus:

« [lna oTnpaBKuW 1 NoyYeHns onoBeLLEeHNA Mo 3/IeKTPOHHOM nouTe TpebyeTcs cepeep SMTP; y cepsepa,
KOTOPbI OTNPABASET ONOBELEHMs MO 3/IeKTPOHHON noyTe, [oMXeH bbiTb LocTyn K cepBepy SMTP.

Coser: Ecnu LleHTp onepaunin ycTaHOBEH Ha OTAEIbHOM KOMMbHOTEPE, STOMY KOMMbIOTEPY HE HYXEH
0OoCTyn K cepsepy SMTP.

« Y agMuWHUCTpaTopa A0MKHA BbITb CUCTEMHbIE NOTHOMOYMSA AN KOHPUTYPUPOBAHUS OTMPaBKM
YBEAOMJIEHWI NO 3/IEKTPOHHOM MouTe.

06 3Tou 3apave

YBegomneHue no 3J'IeKTpOHHOVI no4yTe OoTnpaB/IA€TCA TOJIbKO ANnd nepBoro BO3HMKHOBEHNA OMNOBELLEHNA.
Kpome Toro, ecnm onoBeLLeHne CreHeprMpoBaHO 0 TOro, Kak Bbl CKOHd)VII'ypI/IpOBa}'II/I yBegomsieHne no
3HEKTp0HHOVI no4Tte, oada 3Toro onoBeWweHna He OTNpaBJIAeTCA yBeaoMJIeEHUNE NO 3J'IeKTpOHHOl7I no4yre.

YBenomneHusa no 3ﬂeKTpOHHOIZ no4yTte MOXXHO CKOH(DI/IprVIpOBaTb cnepyvouwmnmm cnocobamu:

« OTnpaBKa yBeooOMNeHN ANa OTAeNbHbIX ONOBELLEHU
« OTnpaBKa CBOJKM OMOBELLLEHWI

CBOZKa OMOBELLEHWI COQEPXUT MH(OPMaLMIO O TEKYLLMX OMOBeLLeHMsAX. B cBoake ykasaHbl obLliee
YKCNO OMOBELLEHMI, 0bLEee YUNCSIO AKTUBHBIX U HEAKTUBHbIX OMOBELLEHMIA, CaMoe CTapoe OMNoBeLLeHMe,
camMoe HOBOe OroBeLLeHNe 1 Hanbosee YacTo BCTPeyaroLweecs onoseLeHme.

MOHO yKasaTb 4,0 TPEX aAMUHUCTPATOPOB, MOJYyYAOLLMX CBOLKM OMOBELLEHWI M0 3/IEKTPOHHON MouyTe.
CBOZKMW OMOBELLEHN OTNPABAAIOTCS MPMMEPHO pas B Yac.

Mpouenypa

YT06bI CKOH(DUIYpMpPOBaTh YBEAOMIEHUA MO 3NEKTPOHHOM NnoyTe 06 onoselleHnax ang
aJIMUHUCTPATOPOB, BbINOHUTE CNeayoLLMe AeNCTBUA Ha KaXKA0M xab-cepsepe 1 NogYNHEHHOM
cepBepe, 0T KOTOPbIX Bbl XOTUTE NOMYyYaTb ONOBELLEHNS MO 3NEKTPOHHOM nouTe.

1. YTob6bl MPOBEPUTL, BKITHOUEH JIN MOHUTOPUHT OMOBELLEHWI, BBEANTE CIIeAYHOLLYI0 KOMaHay:
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QUERY MONITORSETTINGS

2. Ecnu B BbIBOAE 3TOM KOMaH[bl FOBOPUTCS, YTO MOHUTOPUHT OMOBELLEHWI BbIK/IOUEH, BBEAUTE
cnepyloLLyo KoMaHay. B MHOM criyyae nepexonnTe K CrieayroweMmy Lwary.

SET ALERTMONITOR ON
3. YTobbl BKIOUNTD OTNPABKY YBELOMEHW NO 3NEKTPOHHONM NOYTE, BBEAWTE CNEAYIOLLYIO KOMaHIY:
SET ALERTEMAIL ON

4. Yt06bI OnpenennTb cepep SMTP, ncnonb3yembli o5 OTNPaBKM YBEAOMAEHWUA NO 3NEKTPOHHOM
rnoyTe, BBeAMTE CIeAYOLLYI0 KOMaHay:

SET ALERTEMAILSMTPHOST umsi_xocma
5. YTob6bl yKkasaTb HOMep nopTa Ansa cepeepa SMTP, BBeauMTe CleayoLLy0 KoMaHay:

SET ALERTEMAILSMTPPORT Homep_nopma

Homep nopTta no ymon4vaHuto - 25,

6. YTOObI yKa3aTb aApec 3/1eKTPOHHOMN NOYThl OTNPABUTENS OMNMOBELLEHWI, BBEAUTE CIeAyHoLLYH0
KoMaHay:

SET ALERTEMAILFROMADDR adpec_3snekmpoHHOU_noy4mel

7. Ona kaxgoro ID agMUHMUCTpATOPA, KOTOPLIN AOMIKEH NOay4YaTb yBeAOMIIEHMS MO 3IeKTPOHHOMN noyTe,
BBEAMTE OAHY M3 ClefyoWmnX KOMaHa, YTobbl aKTUBMPOBATb YBEOOMEHMWS MO 3IeKTPOHHON nouTe U1
3afaTb afpec 3NEKTPOHHOM NoYTbI:

REGISTER ADMIN umsa_aomuHucmpamopa ALERT=YES EMAILADDRESS=adpec_3siekmpoHHOU_noymol

UPDATE ADMIN umsa_aodmuHucmpamopa ALERT=YES EMAILADDRESS=adpec_anekmpoHHOU_noymol

8. BbibepuTe ntobyto U3 cnegyrolumx onunin (Mnu obe aTux onumm) 1 ykaxunte ID agMUHUCTPATOPOB,
KOTOpPbIe OO HbI NOSyYaTb yBEAOMMAEHUA MO 3/IEKTPOHHON NoyTe:

« OTnpaBKka yBeooMeHWI 019 OTOENbHbIX ONOBELLLEeHWI

Lna ykazanna nnm nameHeHmna ID aoaMMHNCTPATOPOB, KOTOPbIE OOJIXKHbI NOSyYaTb yBe4OMIEeHUS
HOBﬂEKTpOHHOﬁHOHTeﬂﬂHOTﬂeﬂbHOFOOﬂOBemeHMH,BBeﬂMTeonHyM3CﬂeﬂW0wMXKOMaHﬂ2

DEFINE ALERTTRIGGER Homep_coobueHus
ADmin=umsa_admuHucmpamopa_1, ums_adMmuHucmpamopd_2

UPDATE
ALERTTRIGGER Homep_coobueHus ADDadmin=umsa_admuHucmpamopd_3
DELadmin=ums_admuHucmpamopa_1

Coeer: Ha cTpaHuue CKoHthurypupoBaTtb onoBelieHua LleHTpa onepauunii MoxHo BbibpaTb
aAMUHUCTPATOPOB, KOTOpble ByayT nony4vaTb YBEAOMIEHUS N0 3NEKTPOHHOM NouTe.

« OTnpaBKa CBOOKWN OMOBELLEHWI

YT06bI 334aTh UM U3MEHUTb ID aAMUHUCTPATOPOB A1 NOJTyYeHUs CBOOKM ONOBELLEHUI Mo
3NEKTPOHHOW NoyTe, BBEAUTE CleAyHoLLYy0 KOMaHay:

SET ALERTSUMMARYTOADMINS ums_admuHucmpamopal, ums_admuHucmpamopa2 , uMs_aomMuHucmpamopa3

ECHMBblﬂﬂMTeHOﬂyanbCBOﬂKMOHOBemeHMm,HOHeXOTMTeﬂOﬂyHaTbyBeﬂOMﬂeHMﬂ060TﬂeﬂbHHX
onoseweHMﬂx,TocnenaﬂTecneuyKnuee:

a. MNpuocTaHoBMTe yBEAOMEHUSI 06 OTAENbHbIX OMOBELLEHUSX, KaK ONMCaHOo B pasaese “BpemMeHHas
MPMOCTAHOBKA OTNPaBKM OMOBELLLEHWNI MO 3M1eKTPOHHOM noyTe” Ha cTp. 161.
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b. Y6enutech, UTo coOOTBETCTBYOLWMIA ID aAMUHUCTPATOPa YKa3aH B cliefylolleli KoMaHe:

SET ALERTSUMMARYTOADMINS umsi_admuHucmpamopal,umsi_admuHucmpamopa?2 , umsi_admuHucmpamopa3

OTnpaBKa ONoBELLEeHNIT HECKOJIbKUM QA MUHUCTPATOPaAM NO 3/IEKTPOHHOM nouTe

B crnepytouieM npumepe nokasaHbl KOMaHAbl, KOTOPbIE UHULMMPYIOT OTNPABKY MO 3/1€KTPOHHON NoYTe
BCcex onoseleHnn ons coobueHmna ANR1075E agMuHucTpaTtopam myadmin, djadmin n csadmin:

SET ALERTMONITOR ON

SET ALERTEMAIL ON

SET ALERTEMAILSMTPHOST mymailserver.domain.com

SET ALERTEMAILSMTPPORT 450

SET ALERTEMAILFROMADDR srvadmin@mydomain.com

UPDATE ADMIN myadmin ALERT=YES EMAILADDRESS=myaddr@anycompany.com
UPDATE ADMIN djadmin ALERT=YES EMAILADDRESS=djaddr@anycompany.com
UPDATE ADMIN csadmin ALERT=YES EMAILADDRESS=csaddr@anycompany.com
DEFINE ALERTTRIGGER anr0l175e ADMIN=myadmin,djadmin,csadmin

BpeMeHHas NPUOCTAHOBKA OTNPABKU OMOBELLEHUI NO 3JIEKTPOHHOM nouTte

bbiBatoT CUTyauuun, Korga Hy>Ho BpeMeHHO NPpnoCTaHOBUTb onoBeLlLeHnd no 3J'IeKTpOHHOIZ no4yre.
HaanMep, Bbl XOTUTE NoJy4aTb CBOOHU OMOBELLEHWUN, HO NMPNOCTAaHOBUTb YBEe4OM/1eHUA 06 OoTAeNbHbIX
onoBeweHnax, nnn Bbl XOTUTE NPUOCTAHOBUTbL OTNPaBKY OMOBELLEHMI NO SﬂeKTpOHHOIz no4re, ecnu
AAMUHNCTPATOP HaxoauTCAa B OTMNyCKe.

Mpe>xpe yeM HavaTtb

CKOHhMrypupynTe yBegoMIeH sl No 3NEKTPOHHONM noyTe 418 aaAMUHUCTPATOPOB (CMOTpUTE
pasgen “OTnpaBka ONoBeLeHNI aAMUHNCTPATOPaM MO N1EKTPOHHOM noyte” Ha cTp. 159).

Mpoueaypa

anIOCTaHOBI/ITe yBe,EI,OMJ'IeHI/IFI no 3J'IeKTpOHHOIZ noyTe onga otaesibHbIX OI'IOBeLLI,eHI/Il7I nnum gnd cBoOO0K
OnoBeLeHUN.

« [puocTaHOBKTb YyBEOOMAEHUS A5 OTAEbHbIX ONOBELLEHWNI
[N 3TOro MOXHO BOCMOMb30BaTbCs NI0ObIM U3 CrieayoLwmx cnocobos:

KomaHpa UPDATE ADMIN
YT106bI OTKNOUYNTE YBEAOMITEHMS MO 3NIEKTPOHHOM NoYTe A8 agMUHUCTPATOPa, BBEAUTE
CnepyoLLyo KOMaHay:

UPDATE ADMIN
umsa_aomuHucmpamopa ALERT=NO

YT10b6bI NO3OHEE CHOBA BKJIHOUNTD yBEOOMJIEHNA MO 3J'IEKTpOHHOl7l no4yTte, BBegunTe creayrLuyro
KOMaHAay:

UPDATE ADMIN umsi_admuHucmpamopa ALERT=YES

Komanpa UPDATE ALERTTRIGGER
YT06bl OTKMOUNTL OTNPABKY aAMUHUCTPATOPY ONpeae/eHHOro onoBeLLeHns, BBeguTe
cnenytoLLyo KoMaHay:

UPDATE ALERTTRIGGER
Homep_coobueHus DELADMIN=ums_admuHucmpamopa

YT10bbI 3anyCTUTb OTNPaBKY aAMUHUCTPATOPY 3TOIo onoselweHnd, BBeguTe crieayrulyro KoMmaHay:
UPDATE ALERTTRIGGER Homep_coobueHuss ADDADMIN=ums_admuHucmpamopd

e [lpnocTtaHOBUTb yBEAOMNIEHUSA O CBOOKAX OMOBEeLLEHN
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YT06bl OTKNIOUUTL OTNPABKY aJiMUHUCTPATOPY CBOMOK OMOBELLEHUN, yaanuTe 3Toro afMUHUCTpaTopa
13 CN1CKa B Cneaytollen KoMaHae:

SET ALERTSUMMARYTOADMINS umsi_admuHucmpamopal, umsi_admuHucmpamopa?2 , umsi_admMuHucmpamopa3

Ecnu s npe,u,blp,yu.l,eﬁl KoMaHpge ykasaH ID agMuHucTpatopa, aToT agMUHUCTPATOP NoayvaeT CBOOKMU
OnoBEeLLLEeHU No 3J'IeKTpOHHOI‘/'I noyTe, fgaxe ecnu ana coorsetcreytowero ID agMuHUcTpaTopa
NMPUOCTAaHOBJIEHbI OTAOEJIbHbIE ONOBELLEeHNA.

Do6aBneHne HACTPOEHHOro TeKCTa B OKHO BXO4Aa B CUCTEMY

Bbl MOoXeTe 006aBUTb NONb30BaTENbCKMUIN TEKCT (HanpuMep, YCNoBMSA UCMOMb30BaHWA NPOrpaMMmbl
Ballleil opraHm1saLmm) B OKHO Bxoga B LLeHTp onepaumii, UTobbl Nnonb3osatenu LieHTpa onepauuii Bugenmu
3TOT TEKCT Nepes BBOAOM MMEHM NoNb30BaTenNs U Napons.

Mpouepypa
Y706kl L,06aBNTH NONIb30BATENBCKNIA TEKCT B 3KPAH BXO4A B CUCTEMY, CAENaNTe cnemytoLlee:

1. Ha KoMMblOTEpe C YyCTaHOBMIEHHbIM KOMMOHEHTOM LLeHTp onepauuii nepenante B cnenyowmni
KaTasor, roe Kamasaoa_YycmaHOo8KU NPeAcTaBnsieT cobon kaTanor, B KOTOPOM YCTaHOBAEH LIeHTp
onepaummn:

kamanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

2. Cospanite B kaTanore hann loginText.html, copepxalmin TEKCT, KOTOPbIN Bbl XOTUTE f06aBUTL B
3KpaH BXoJa B CUCTEMY.

TeKcT, cogepXallmin cneymanbHble CMMBOSbI U cuMBOSibl He ASCII, ponkeH 6biTb B kognposke UTF-8.
3. MNMpoBepbTe fobaBneHHbIN TEKCT B OKHe BxoAa B LileHTp onepauumi.

Y706kl OTKPLITH LIEeHTP onepauunin, BBeante B Be6-6paysepe cnemyowmin agpec, roe UMs_xocTd - 3To
NMS KOMMbIOTEPA, HA KOTOPOM YCTaHOBEH LLeHTp onepaumi, a 3auuUeHHbIl_nopT - 3TO HOMEep
nopTa, KOTopbi LleHTp onepaunin ncnonbyet gna ceasu HTTPS Ha 3ToM koMnbloTepe:

https://uma_xocma: 3awuweHHsili_nopm/oc

KoHchurypupoBaHue Beb-cepBepa LleHTpa onepauuii Ang ucnosib3oBaHus
CTaH[APTHOrO 3awuueHHoro nopta TCP/IP

MopT 443 - 3To CTAaHOAPTHbIV NOPT N5 3alLMLULEeHHON cBA3n Beb-6pay3epa. Ecniv nonb3oBaTenn AoKHbI
nony4yatb 4OCTyn K LleHTpy onepauuin Yyepes bpaHamayap, MOXXHO CKOHMIypupoBaTth LleHTp onepaumii
409 B3aMMOLENCTBUS Yepes 3TOT CTaHOAPTHbIM NopT. TaknM 06pasoM MOXHO NOCTapaTbCs He OTKPbIBaTb
Lpyron nopt B bpaHgMayape.

06 aTol 3apaue

Mpw ycTaHoBKe LleHTpa onepaunin Homep nopTa no yMoYaHuIo 419 3alLMLLEHHON CBA3K Mexay Beb-
cepBepoM LleHTpa onepaunin n Beb-6paysepamm - 11090. 3TOT NOPT N0 YMONYAHUIO MOXHO NPUHATb BO
BPeMS yCTaHOBKM, MMbB0O MOXHO yKasaTb Apyro HoMep nopTta B granasoHe 1024 - 65535. 3apatb HOMep
nopta MmeHblue 1024 B MOMEHT YCTAaHOBKM HeMb3s, TaK Kak 3TW NOpTbl 3ape3epBUpPOBaHbl 414
KOHKPETHbIX CeTeBbIX CIyxb.

Mocne yctaHoBKM LleHTpa onepaumii Beb-cepBep NpMHMMAET Ha YKasaHHOM NOPTY 3anpoch! OT Beb-
6pay3epoB. Ecnu nonb3oBaTenn He MOTyT OTKPbITb LIEHTP onepawuuin, NoToMy YTo NopT 3ab/1I0KMpoBaH
6paHOMay3poM, TO aflMUHUCTPATOP AOSIKEH OTKPbITb NOPT, YTOBbI N03BONUTL Bpay3epam coeguHATLCS.
B HeKoTOpbIX MPON3BOACTBEHHbIX Cpefdax UCMOoMb30BaHNe CUCTEMHOMO NopTa 443 MOXeT oKkasaTbeo
6onee ahtheKTMBHbIM. MOCKObKY 3TOT CUCTEMHbI NOPT 3ape3epBUpPOBaH 419 3alMLWEeHHOro NPocMoTpa
Beb-cTpaHuL, OH, BEPOATHO, YXXe OTKPLIT B 6paHaMayape. XoTa nopT 443 HeNb3da yKa3aTb BO BpeMs
YCTAHOBKMW, €ro MOXHO yKa3aTb Nocsie YyCTaHOBKM.
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HauuHaem paboTy c LileHTpoM onepaumii

Mpouenypa

Y106kl CKOHhUryprpoBaTh Beb-cepBep LleHTpa onepaumnin gns ncnosib3oBaHus nopta 443, BbINONHNUTE
cnepyloLme Wwaru nocne yctaHoBku LleHTpa onepauuii:

1. OcTtaHoBUTE BeB-cepBep LieHTpa onepaumi.

MHCTpyKLMM NO OCTaHOBKe Beb-cepBepa cMOTpuUTe B pasaene “3anyck n ocTaHoBKa Beb-cepBepa” Ha
cTp. 184.

2. MepenguTe B CreayoWMin KaTanor, rae Kamaaoa_YycmaHo8KU - 3TO KaTanor, B KOTOPOM YCTaHOBNEH
KOMMOHEHT LleHTp onepauuii:

kamanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

3. OTkponTe thann bootstrap.properties, koTopbili COOEPKUT CBOMNCTBO, 3a4atolLLee NopT,
ncnonb3yeMblin Beb-cepeepom LieHTpa onepaunin ons 3amnLEeHHOM CBSA3MN.

4. O6HoBuTe cBOMCTBO tsm. https.port, ykasas nopt 443:
tsm.https.port=443

5. CoxpaHuTe 1 3akpomnTte thann bootstrap.properties.
6. 3anycTtuTe Beb-cepBep LieHTpa onepauui.

Hapo sanyctutb LLeHTp onepaumin oT MMeHU nonb3oBaTens root. Ecnv He 3anyctutb LLeHTp onepaunn
OT UMEHU NMosnb3oBaTtens root, To LLleHTp onepaunin He CMOXET COeanHATbCS Yepes nopT 443.

MHcTpyKumn no 3anycky Beb-cepBepa LleHTpa onepaumii cMOTpuUTe B pa3gene “3anyck 1 ocTaHoBKa
Beb-cepBepa” Ha cTp. 184.

JlanbHeuwune nencreus

YBenomuTe nofib3oBaTtenen o ToM, 4to LLeHTp onepaumin ncnonb3yeT CTaHAAPTHbIN 3aLLMLLEHHbIN NOPT
TCP/IP. Kak npaBuno, nofib3oBaTesb OTKpbIBaeT LieHTp onepauuii B ceoem bpaysepe, BKIOUMB HOMEp
nopta B URL. MNMockonbky nopt 443 - 370 3Ha4YeHMe N0 YMONYaHUIO ONs 3alMLeHHOM CBA3n Beb-
6paysepa, NoIb30BaTENAM He HYXXHO yKasbiBaTb HoMep nopTta B URL. BMeCTo 3TOro MoXxHo
ncnonb3oBaTb crneaytowmin URL, roe ums_xocra - 3T0 MUMSl KOMMNbIOTEPA, Ha KOTOPOM yCcTaHoBMeH LieHTp
ornepauum:

https:uma_xocma/oc/

~ 39

NHCTpyKLMM No oTKpbITUIO LleHTpa onepauunii cMoTpuTe B pasgene “OTkpbiTve LleHTpa onepaunin” Ha
cTp. 185.

BKJIIOUUTDb cny>X6bl REST

MpunoxeHus, KOTopble UCMONb3YIOT cnyxbbl Representational State Transfer (REST), moryT
3anpalimBaTh Cpefly XpaHeH s 1 ynpaBnaTb CPeLoN XpaHeHWs, COEANHASACH C LLeHTPOM onepaLmi.

06 aTou 3apave
BkntounTe 3Ty dhyHKUMIO, UTOOBI paspewnTsb cnyxb6am REST BsanmopgencteoBaTh C xab-cepBepamu 1
nogvYnHeHHbIMK cepBepamMn NyTeM OTMNMPaBKK BbI3OBOB MO Clieayowemy agpecy:

https://uma_xocma_yo:nopm/oc/api

roe ums_xocTa_yo - 3To ceTeBoe uMsa unu IP-agpec xocT-cuctemMsbl LleHTpa onepaumin, a nopTt - 3T0 HOMep
nopta LleHTpa onepaumin. Homep nopta no ymonyaHuto - 11090.

Y706bI NONYyunTb HDopMauuto o cnyxbax REST, mocTynHbix ana LleHTpa onepaumi, cMOTpuUTe
TexHunyeckoe npumevanue http://www-01.ibm.com/support/docview.wss?uid=swg21997347 nnu
BBEOMTE cnenyoLlwmn Boi3oB REST:

https://uma_xocma_yo:nopm/oc/api/help
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Mpouenypa

1. B cTpoke MeHto LleHTpa onepaumin yCTaHOBUTE yKasaTeslb MblLUM Ha 3HAYOK NapameTpoB n
wenkHuTe no MapameTpsbl.

2. Ha ctpaHuue Obuwmne BkntoumTe nepekntovatens Bknountb API REST agMuHUCTpUpoBaHuA.
3. HaxxmuTte kHonky CoXpaHuUTb.

KoHdmrypupoBaHue gnq 3alULLEHHOUN CBSA3HU

LleHTp onepaunin ncnonbayet npotokon HTTPS (Hypertext Transfer Protocol Secure) ons cessun ¢ Web-
6paysepamu. MpoTtokon Transport Layer Security (TLS) sawmuiaeT cBa3b Mexay LleHTpoM onepaumii n
xab-cepBepomM, a TakKe Mexay xab-cepBepoMm 1 CBS3aHHbIMK NOAYUHEHHBIMU CEPBEPAMMU.

06 3Tou 3apave

[N« 3awmiueHHon ceasn Mmexay cepsepom IBM Spectrum Protect n komnoHeHTOM LLeHTp onepauni, a
TaKXe Mexnay xab-cepBepoM 1 NogYMHEHHbIMK cepBepaMu TpebyeTcs TLS Bepcun 1.2 nnm HoBee.

3awuTa cBA3u Mexay LleHTpom onepaumii u xab-cepeepomM c
MCNOJIb30BAaHUEM CaMOMNOANMUCAHHbIX CepTUUKaToB

[Na 3alnTbl CBA3U MEX Iy KOMNOHEHTOM LieHTp onepaumnii u xab-cepBepoM HyxHo 006aBUTb
cepTudmkat Transport Layer Security (TLS) xab-cepBepa B thaiin cknaga AoBepeHHbIX CepTUNKATOB
KOMMoHeHTa LleHTp onepauuit.

Mpe>xpe ueM HayaTtb

®dann cknaga LOBEPEHHbIX CepTUdUKATOB KOMMNOHeHTa LleHTp onepaumii - 3To KOHTeNHep
cepTuduKaToB, 4OCTYN K KOTOPOMY MOXeT nonyuntb LleHTp onepauui. Mpn ycTaHOBKE KOMMAOHEHTA
LleHTp onepaLumit Bbl LOMXHbI CO34aTb Naposib ons anna cknaga LOBEPeHHbIX cepTudukaToB. YTobbl
3alMTUTb CBA3b MEX Y KOMMNOHEHTOM LleHTp onepaumii n xab-cepBepoM, HY3KHO MCMONb30BaTb TOT XKe
naponb ansa nobasneHus ceptudukata xab-cepsepa B chann cknaga [oBepeHHbIX cepTudmkatos. Ecnu
Bbl HE MOMHUTE 3TOT NapoJib, Bbl AOMKHbI ByfeTe B 3TOT MOMEHT CO34aTb 3aHOBO U CKOH(UTYpUpPOBaTh
thann cknafa LOBEPEHHbIX cepTUduKaToB. MHCTPYKLMKM CMOTpUTe B pasaene YoaneHue u
nepeHasHaveHue napons hawnaa cknaga LOBEpPEHHbIX cepTUdnkaTos LieHTpa onepauumi.

Ha cnepytowem pucyHKe nokasaHbl KOMMOHEHTbI A1 HACTPOMKM coeanHeHruns Secure Sockets Layer
(SSL) mexay xab-cepBepoM 1 KOMMNOHEHTOM LleHTp onepaumii.

Xab-cepeep LewTp onepauuWi

ﬂ FAUMLEHHAA CBASD

Dadn cknaja
AEEpaHHLE
e JTI"-tlI" HATOE

Cepmugmxar 551 xab-cepeepa

cert256.arm

06 aToii 3apaue

B sToM npouenype onmMcaHbl lWarn no peanvsaumnm 3alMLLeHHON CBA3KU C UCNONb30BaHNEM
camMonopnucaHHbix cepTudmkaTos. Ecnm Bbl ncnonb3yeTe cepTudukaThbl, NogNUCaHHbIE LEHTPOM
ceptudmkaumm (certificate authority, CA), cMoTpuTe pasgen 3awmTta cBasu Mexay LieHTpom onepaunii n

Xxab-cepBepoM C MCMOMb30BaHMEM CEPTUHMKATOB, NOAMNNCAHHbIX LLEHTPOM cepTudnKaumm.
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Mpouenypa

1. OcTaHoBUTe Beb-cepBep LleHTpa onepaumit

2. MNepengute B KOMaHAHYH CTPOKY ONepaLMOHHON CUCTEMbI, B KOTOPOM YCTaHOBMEH KOMMOHEHT LIeHTp

onepawmumn.

3. [obaBbTe cepTUdUKAT B (haiin LOBEPEHHbIX CEPTU(GMKATOB KOMMOHEHTa LieHTp onepaumii, Mcnonb3ys

ytunuty iKeycmd nnu ytunuty iKeyman.

Ytunuta iKeyman - 370 nHTEephenc KoMaHAHOM CTPOKHK, a yTunmuta iKeyman - 310 rpacmyeckmin
nonb3oBaTenbCckuin nHTepgenc IBM Key Management.

Ytunutbl iKeycmd 1 iKeyman Hy>xHO 3anyckaTb OT MMEHM NOJib30BaTeNs root.

Y106kl ob6aBuTL cepTudmkat TLS, ucnonbays uHTepdenc KoMaHgHOM CTPOKM, BbINOMHUTE
cnepyloLme waru:

a) MepenanTe B CrefyoWnii KaTanor, rae Kamaaoa_YycmaHo8Ku - 3TO KaTasor, B KOTOPOM
YyCTaHOB/EH KOMMOHEHT LIeHTp onepauui:

« Kamasaoa_ycmaHoeku/ui/jre/bin

b) Beegute komaHay iKeycmd, utobbl nobaBuTb cepTudukar cert256.arm cepsepa B cknas
[0BEPEHHbIX CEPTUIMKATOB KOMMNOHEHTA LLeHTp onepauui.

ikeycmd -cert -add

- db /kamanoe_ycmaHosku/ui/Liberty/usr/servers/guiServer/gui-truststore.jks
-file /kamanoe_sk3emnnspa_cepsepa/cert256.arm

-label 'onucaHue_meTKK'

-pw 'napons' -type jks -format ascii -trust enable

3LeCb MCNOJb3YTCA cnepyowme o6o3HaUYeHNS:

KaTanor_yCTaHOBKM
KaTanor yctaHOBKM KOMMNOHeHTa LleHTp onepauun.
KaTanor_skseMmispa_cepsepa
Katanor aksemnnsapa cepsepa IBM Spectrum Protect.
onucaHue MeTku
OnucaHwve, 3agaHHOE BaMU A1 METKMU.
naponb
Maponb, CO34aHHbIN BaMUW NpU YyCTaHOBKE KOMMOHeHTa LleHTp onepaumii. YTtobbl

nepeycTaHOBWTb Naposib, OEVHCTA/IMPYIMTE KOMMNOHEHT LLeHTp onepaunii, yoanute cdann . jks

1 NnepeycTaHoBMUTE KOMMOHEHT LieHTp onepaumii.

Y106b1 LO6aBUTE CcepTUdmMKaT, ncnonb3ys okHo IBM Key Management, BbinonHWTe crnegytoLwme waru:

a) MepenaunTe B CredyoWnii KaTanor, rae Kamaaoa_YycmaHoeKu - 3TO KaTasior, B KOTOPOM
YyCTaHOB/EH KOMMOHEHT LIeHTp onepauui:

« Kamasaoe_ycmaHoeku/ui/jre/bin

b) OTkpoliTe okHO YnpaBneHue knouamu IBM, BBeas cnenyroLLyto KOMaHay:
ikeyman

c) BoibepuTe Paiin 6a3bl gaHHbIX Kilouei > OTKPbITb.

d) B okHe OTKPpbITDb LWenkHUTe no MpocMoTp 1 nepeianTe B CrenyroLWwmnin kaTanor, rae
Kamaaoe_YycmaHOBKU - 3TO KaTasor, B KOTOPOM ycTaHoB/eH LleHTp onepauuii:

« kamanoe_ycmaHoeku/ui/Liberty/usr/servers/guiServer
e) BbibepuTe B kaTanore guiServer tann gui-truststore. jks.
f) LlenkHuTe no OTKpPbITh, a 3aTem no OK.

g) Beenute naponb Ans aina cknaga LOBEPEeHHbIX CepTURUKATOB 1 WwenkHuTe no OK.
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HauuHaem paboTy c LLeHTpom onepaumii

h) B o6nacTtn CopeprxumMmoe 6a3bl AaHHbIX KJlouel okHa YnpaBneHue kaodyamu IBM uenkHuTe no
cTpenke u BblbepuTe B cnncke CepTuhukaTbl NOANUCbIBAIOLLUX.

i) LenkHnTe no J06aBUThH.
) B okHe OTKpbITb LWefikHMTe no 0630p 1 nepenamTe B KaTanor ak3emnaspa xab-cepsepa. B atom
KaTanore copepxutca ceptudmkar cert256.arm.

Ecnu 13 okHa OTKPbITb HEAOCTYNEH KaTanor ak3emnsapa xab-cepsepa, BbINONHUTE cnenytoLme
nencrTeus:

i) NMpu nomowm FTP nnu apyroro cnocoba nepenaun hainnos ckonupyinTe tannbl cert256.arm
13 KaTanora aksemnaapa xab-cepsepa B CNefyrLLNiN KaTanor Ha KOMMNbOTEPE, HA KOTOPOM
yCTaHOBNEH LLeHTp onepaumii:
« kamanoe_ycmaHoeku/ui/Liberty/usr/servers/guiServer
ii) B okHe OTKpbITb NepenanTe B kKaTtanorguiServer.
k) Bbibepute ceptudmkat cert256.arm.
CoBerT: BbibpaHHbIi BaMu cepTudmnkaT LosKeH bbiTb 3aaH B KayecTBe cepTudurkaTta no
yMonuaHuto B hanne 6asbl AaHHbIX KoYen xab-cepsepa.
) LlenkHnTe no OTKPbLITb, a 3aTeM no OK.

m) BeBeguTe MeTKY AN cepTudmkara.
Hanpumep, 3agarite nmsa xab-cepsepa.

n) HaxxmuTte kHonky OK.

Ceptudnkar SSL xab-cepepa bynet gobasneH B hann cknaga oBepeHHbIX CEPTUHNKATOB, N €ro
MeTKa noasmTca B 0b6nacTv Copeprkumoe 6a3bl BaHHBIX KJloUei B OkHe YNpaBiieHne KN4yamMm
IBM.

0) 3akpoiTe oKHO YnpaBneHue knoyamu IBM.
4. 3anyctute Beb-cepsep LleHTpa onepauui.

5. Korga Bbl B NepBbIi pas byaeTte coeamnHATLCS C KOMMOHEHTOM LleHTp onepauunin, Bac nonpocaT
ykasaTtb IP-agpec nnu ceteBoe nmsa xab-cepBepa 1 HoMep nopTa ass cBs3n ¢ xab-cepsepoM. Beegute
HOMep NopTa, 3agaHHbI onumenn TCPADMINPORT mnmu SSLTCPADMINPORT.

Ecnu KoMnoHeHT LLeHTp onepauunii CKOHpUIrypnpoBaH, Bbl MOXeTe NOCMOTPETb Coaepxumoe darnna
serverConnection.properties, 4Tobbl NPOBEPUTL MHOPMaLMIO O coegnHeHnn. dann
serverConnection.properties HaxoouTcs B CriedyoLLEM KaTaslore KOMMbOTEPa, rae
yCTaHOBJIEH KOMMOHEHT LleHTp onepaumi:

« kamanoe_ycmaHoeku/ui/Liberty/usr/servers/guiServer

JlanbHeuwune pencreus

YTo6bl y3HaTb, KaK HACTPOMTL CBA3b TLS Mexay xab-cepBepoM v Noa4YMHEHHbIM CEPBEPOM, CMOTpUTE
pasgen “3alimTa cBA3N Mexay xab-cepBepoM 1 NoavYMHEHHbIM cepBepoM” Ha cTp. 168.

3apauu, cBI3aHHbIE C JaHHOU

“YpaneHve n nepeHasHa4yeHne naposs anna cknaga LoBepeHHbIx cepTudmkaToB LeHTpa onepaumin”
Ha cTp. 182

YT106bl HACTPOMUTD 3aLLMLLEHHYIO CBA3b MEX Ay KOMMOHEeHTOM LleHTp onepaunin n xab-cepeepom, Bbl
OOJKHbI 3HAaTb Naposb hanna cknaga 4OBEPEHHbIX CEPTU(MKATOB KOMNOHEHTA LLeHTp onepauui. 3ToT
naposb co3aaeTcs NpW yCTaHOBKE KOMMOHeHTa LleHTp onepaunit. ECnv Bbl He 3HaeTe Naposb, MOXHO
yOanuTb U NepeHasHa4vnTb ero.

3awuTa cBa3u Mexkay LLeHTpoM onepauumii u xab-cepeepom c
ucnonb3oBaHueM cepTuhukaTos, NOAMNUCAHHbIX LLEHTPOM cepTUhUKauum

Ecnu Bbl Mcnonb3yeTe ons 3awwmThl xab-cepBepa cepTudmKaT, NOLNUCAHHbIN LEHTPOM cepTudukaLmm
(Certificate Authority, CA), thainibl KOPHEBOFO M MPOMEKYTOUHOIr0 CEPTUDUKATOB LLeHTPa cepTudnkauuu,
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HauuHaem paboTy c LileHTpoM onepaumii

OTMpaBJieHHbIE LEHTPOM CepTU(UKALNM OJ1F UCNONb30BaHNSA Ha Xab-cepBepe, A0MKHbI ObiTb 06aBAEHbI
B (hain LOBEPEHHbIX CEPTUDMKATOB KOMNOHEeHTa LLeHTp onepauuii.

I1pe>+<p,e YyeM HauaTb
Y6enuTech, UTO BbINOMIHEHbI CleaytoLlme npeaBapuTenbHblie TpeboBaHua:

« dann cknaga LoBepeHHbIX CepTUMKATOB KOMMNOHeEHTA LLeHTp onepauui - 3To KOHTelHep
cepTUMKaToB, AOCTYN K KOTOPOMY MOXET nonyumnTs LleHTp onepauumii. MNpu ycTaHOBKE KOMMOHEHTa
LleHTp onepauuit Bbl AOMXHbI CO34aTb Naposb Ans anna cknaga AoBepeHHbIX cepTudnkaTos. YTobbl
3alMTUTb CBA3b MEXAY KOMMNOHEHTOM LLeHTp onepaumin n xab-cepBepoM, HYXKHO MCMONb30BaTb TOT Xe
naponb gns pobasneHus ceptudurkaTta xab-cepsepa B halin ckafa LOBEPEHHbIX cepTudukaTos. Ecnum
Bbl HE MOMHUTE 3TOT NapPOsb, Bbl LOKHbI OyAeTe B 3TOT MOMEHT CO34aTb 3aHOBO M CKOH(UIypupoBaTb
tharin cknaga LOBEPEHHbIX CepTURUKATOB. VIHCTPYKLMM CMOTPUTE B pasgene “YoaneHue u
nepeHasHaveHWe Napossa avna cknaga LOBEPEHHbIX cepTudnkatos LleHTpa onepaumin” Ha cTp. 182.

 Bbl monyunnu ns ueHTpa ceptuduxkaumm Heobxoomnmole a8 CoOeamHEHNs C CepBepoM cepTUdMKaTbI,
NOAMNMCaHHbIE LEHTPOM CepPTUMUKALNN, U YCTAaHOBUIM UX Ha cepBepe. CMOTpUTE pasaen
KoHdhuryprpoBaHue cepeepa s npueMa coegmHeHuin SSL.

Ha cnenytolieM pucyHKe nokasaHbl KOMMOHEHThI 4151 HACTPOMKK coedmnHeHuns Secure Sockets Layer
(SSL) mexay xab-cepBepoM M KOMMNOHEHTOM LLeHTp onepauuii.

Xab-cepae
© p_ UeHTp onepawmi

ﬂ JBWMUEHHBIE COBIHHEHWA

tain
ACEEPEHHON
cknaga

Ceptudmxar S5L xab-cepeepa

06 3Tou 3apave
YT106bI MMNOPTUpPOBATL C Xab-cepBepa B LLeHTp onepaunii KOPHEBOWN 1 MPOMEXYTOUHbIN cepTUdUKaTbI
LeHTpa cepTudmkaummn ans kaxnoro cepsepa IBM Spectrum Protect, BbiInoNHWUTe cnenytoLme waru:

CogeT: Ecnv Bbl UCMONb3yeTe caMONoanmcaHHble cepTudrKaTbl, KOTOpble YyCTaHaBMBAOTCS MO
yMOJIYaHuto, CMOTpUTe pasaen “3almTa cesasm Mexay LleHTpom onepalmin 1 xab-cepBepoM ¢
MCMnob30BaHMEM CaMOMOANNCAHHbIX CepTUdMKaToB” Ha CTp. 164,

Mpoueaypa

1. MNepengnte B KOMaHAHY CTPOKY OMEpaLOHHON CUCTEMBI, B KOTOPOM YCTAHOB/IEH KOMMOHEHT LLeHTp
onepaumun.

2. B KOMaHOHOW CTPOKe nepenguTe B NONOXEHWE CKnana Ko4en:
kamanoe_ycmaHoeKku/ui/Liberty/usr/servers/guiServer
l'oe kamasioe_YycmaHOBKU - 3TO KaTasior, B KOTOPOM YCTaHOBMIEH KOMMOHEHT LLeHTp onepauui.

3. CkonupywnTe hannbl kopHeBoro ceptudmnkata CA n npomexytouHoro ceptudmnkata CA B 3TOT KaTanor.

CoBeT: Qannbl cepTutmkaTos bblnn paHee CKONMPOBaHbI B KaTasnor xab-cepsepa.

4. OctaHoBuTe Beb-cepBep LLeHTp onepaumii, kak onncaHo B pasgese “3anyck M ocTaHOBKa Beb-
cepBepa” Ha cTp. 184.

5. CospanTe pe3epBHYO Konuto hanna cknaga 4OBEPEHHbIX CEPTURPMKATOB KOMMOHEHTA LLeHTp
onepauun Ha cnyyan, ecnm BaM notpebyeTcs BEpHYTbCA K UCXO4HOM Bepcun. Mma darna cknaga
LOBEPEHHbIX CEpPTUMKATOB KOMMNOHeHTa LleHTp onepaumii - gui-truststore. jks.

6. YTOObI BbINONHUTE AENCTBUS MO NOJTyYeHUI0 cepTudMKaTa, NoANMCAHHOMO LEHTPOM cepTudmuKaumum,
MCMONb3ynTe OHY U3 CNEeAyHLMX KOMaHL,:
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« KomaHga ikeyman: CMoTpuTe pasgen “lMonyyeHre nognncaHHoro ceptudimkarta npu nomowm IBM
Key Management” Ha cTp. 174 1 nepeiguTe K Waram no nosly4eHunto noagnmncaHHoro ceptudmkara.

« KomaHga ikeycmd: CmMoTpuTe pasgen “lNonyvyeHne nognncaHHoro ceptudurkarta npy nomMoLm
KoMaHAbl ikeycmd” Ha cTp. 181 1 nepenguTe K Wwaram no nosy4eHnto NnognmncaHHoro ceptudurkara.

7. 3anyctuTe Beb-cepBep KOMMNoHeHTa LieHTp onepaumii.

JanbHeuwmne gencTeua

Y106bI y3HATb, KaK HACTPOUTb CBSA3b TLS Mexay xab-cepBepoM 1 NOAUMHEHHBIM CEPBEPOM, CrefynTe
WMHCTPYKLMSM B pasgene “3almTa cBasun Mexay xab-cepBepoMm 1 NogunMHEHHbIM cepBepoM” Ha cTp. 168.

3aaaumn, cBs3aHHble C A,aHHOMN

“MonyyeHne noanmncaHHoro ceptudmkata” Ha cTp. 174

LleHTp cepTudmKaLmm goSKeH NocnaTtb BaM tain ceptudukata, Lobasnsemblli K ainy cknaga
[OBEpPEHHbIX CEPTUDMKATOB.

3awuTa cBA3u Mexkay xab-cepBepoM U NOJUNHEHHDbIM CEpPBEpPOM

Y106bI 3aLLNTUTL CBSA3b MeX Y Xxab-cepBepoM 1 NOAYMHEHHBIM CEPBEPOM C MCMOMb30BaHMEM NPOTOKONA
Transport Layer Security (TLS), Hy>xHO 3agaTb afs xab-cepBepa cepTudunkaTt Nnog4YMHEHHOro cepeepa u
ceptudumkat xab-cepsepa - o5 noguYMHeHHoro cepeepa. Kpome Toro, Hy>Ho CKoHUrypmuposaTb LLeHTp
onepauun onsa MOHUTOPWHIa NOSYMHEHHOrO cepBepa.

06 3Tou 3apave

Xab-cepBep nony4yaeT MHopMaLmto 06 onoBeLeHUAX U COCTOAHMM OT NOAUMHEHHOrO cepBepa u
noKasblBaeT 3Ty MH(OPMaLMIO B KOMMNOHEHTe LieHTp onepauuii. YTobbl NonyunTb MHGOPMaLIMIO O
COCTOSIHMM 1 ONOBELLEHMSAX OT NOAYMHEHHOIO CepBepa, CepTUdMUKaT NoAUNHEHHOTO cepBepa HyXHO
106aBUTb B (hain JoBepeHHbIX cepTutmkaTos xab-cepeepa. Kpome Toro, Hy>KHO CKOHUIypupoBaTb
LleHTp onepaLmit 4ns MOHUTOPUHIA NOAYMHEHHOIO cCepBepa.

YT06bl BKNOUNTL APYrie yHKLUUM KOMMNOHEHTa LieHTp onepaumii, HanpuMep, aBToMaTmyeckoe
BHeJpeHne 06HOBNIeHN KNneHTa, cepTudmKaT xab-cepBepa HyXHO 0,06aBUTb B hais AOBEPEHHbIX
cepTUhMKaTOB NOAYMHEHHOrO CepBepa.

Mpouenypa
1. BoinonHuTe cneaytowme waru, 4tobbl 3agatb cepTUuUKaT NoAYMHEHHOro cepBepa a5 xab-cepsepa:
a) Ha noguMHeHHOM cepBepe nepenauTe B KaTasior 3Kk3emMnasapa nogunMHeHHoro cepeepa.
b) MpoBepbTe cepTudukaThl B thaitne 6asbl AaHHbIX KNo4Yel Nnoa4YmMHEHHOro cepeepa. Beegute
CNneayoLwyro KoMaHay:

gsk8capicmd_64 -cert -list -db cert.kdb -stashed

c) Nepeparite 6esonacHbIM cnocoboM thaiin cert256.arm noguYMHEHHOro cepBepa Ha xab-cepsep.
d) Ha xab-cepBepe nepenanTe B KaTanor ak3emnnspa xab-cepsepa.

e) 3apanTe cepTuduKkaT NogUYMHEHHOro cepBepa Ha xab-cepBepe. BBeauTe yKkasaHHyO HUXe
KOMaHfy B KaTanore ak3emnnapa xab-cepsepa, roe umMs_no04YuHeHHOro_cepaepa - 3T0 UMS
NoAYMHEHHOr0 CepBepa, a No0YuHeHHbIl_cert256.arm - nms dana ceptTudurkaTa nogUNHEHHOTO
cepsepa:

gsk8capicmd_64 -cert -add -db cert.kdb -stashed -format ascii -trust enable
-label uma_nod4uHeHHo2o_cepsepa -file nod4yuHeHHbIli_cert256.arm

2. BoinonHuTe cnepgytowme warn, 4tobbl 3agaTh cepTutmKaT Xxab-cepeepa o5 Nog4YMHEHHOro cepBepa:

a) Ha xab-cepBepe nepeinanTe B KaTanor aksemnnsapa xab-cepsepa.

b) MpoBepbTe cepTudUKaTbl B thaine 6a3bl JaHHbLIX KNOUel Nog4YMHeHHoro cepeepa. BeeguTe
CneayoLLyo KoMaHay:
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gsk8capicmd_64 -cert -list -db cert.kdb -stashed

c) Nepeparite 6esonacHbIM cnocoboM thain cert256. arm xab-cepBepa Ha NOAYMHEHHbIN cepBep.

d) Ha nogunHeHHOM cepBepe nepenguTe B KaTanor ak3emnispa nogymMHeHHOro cepeepa.

e) 3apaviTe cepTudukart xab-cepsepa 419 NOLUMHEHHOrO cepBepa. BBeauTe ykasaHHyI0 HUXe
KOMaHy 13 KaTasiora sksemnaspa nog4MHeHHoOro cepsepa, roe ums_xab_cepsepa - 3To UM xab-
cepBepa, a xab_cert256.arm - 310 M4 hanna ceptudmkarta xab-cepsepa:

gsk8capicmd_64 -cert -add -db cert.kdb -stashed -format ascii -trust enable
-label umsa_xab_cepsepa -file xab_cert256.arm

3. MNepesanyctuTte xab-cepBep U NOAYMHEHHbIV CEPBEP.
4. BeinonHuTe cnepytolwme waru, 4tobbl 3apaTh NOAUYNHEHHBIN cepBep AN xab-cepeepa u xab-cepsep
0159 NOAYMHEHHOro cepBepa:
a) BeeguTe Ha xab-cepBepe 1 Ha NOAYMHEHHOM CepBepe CNeayoL e KOMaHabl:
SET SERVERPASSWORD naponb_cepsepa

SET SERVERHLADDRESS ip_adpec
SET SERVERLLADDRESS nopm_tcp

b) Ha xab-cepBepe BBeauTe komaHay DEFINE SERVER B cOOTBETCTBMM CO CNeayHOLWMM NPUMEPOM:

DEFINE SERVER umsa_nodyuHeHHoe2o_cepeepa HLA=adpec_nodyuHeHHO20_cepsepd
LLA=spoke_SSLTCPADMINPort SERVERPA=naposib_nod4yuHeHHo20_cepeaepa

¢) Ha nogunHeHHoM cepBepe BBeauTe komaHay DEFINE SERVER B COOTBETCTBMW CO CReayHOLIUM
npMMepomMm:

DEFINE SERVER umsi_xab_cepsepa HLA=adpec_xaba
LLA=hub_SSLTCPADMINPort SERVERPA=naponb_xab_cepsepa

Cogert: 10 yMOn4aHuio, B3aMMOLENCTBMUS C CEPBEPOM LINGPYIOTCS 3a CKTHOUYEHNEM CrlyYaeB,
Korga cepBep oTNpaBnsieT UM NpMHUMAET AaHHble 06beKTOB. [laHHbIe 06BEKTOB OTNPABASOTCA U
npUHMMaKTCA ¢ ncnonbsosaHnem TCP/IP. Ecnu BbibpaTb onuuto, 3anpeLlatoLlyto wugposaTb
LaHHble 06beKTa, MPOM3BOAMTENBHOCTb cepBepa byaeT aHanornyHa B3aMMo4encTBMSM B CeaHce
TCP/IP, n ceaHc bypeT 3awmiieH. YTobbl 3alumthpoBaTh BCe B3aMMOOENCTBUS C YKa3aHHbIM
CEepBEPOM, [aXKe eCnu CEPBEP OTMNPaBNSET UK NPUHMMAET faHHble 06bEKTOB, 3afanTe NapameTp
SSL=YES B komaHae DEFINE SERVER.

5. BbinonHuTe crnegytowme warun, 4tobbl ckoHMrypuposathb LLeHTp onepaumii is MOHUTOPUHIa

nog4YMHEHHOro cepsepa:

a) B cTpoke MeHIo koMnoHeHTa LleHTp onepauuii wenkHuTe no Cepeepbl.
MopunHeHHbIN cepBep ByaeT HaXoANTLCSA B COCTOSAHMM "Be3 MoHUTopuHra". 3To CocTosiHMe
0O3Hau4aeT, UTo, XOTS 3TOT cepBep 3aAaH Ans xab-cepBepa ¢ Mcnonb3oBaHneM koMaHabl DEFINE
SERVER, cepBep elle He CKOHUTypMpoBaH Kak NogyYMHEHHbIN CepBep.

b) LLlenkHMTEe No NOAUYNHEHHOMY CepBepY, YTOObI BbILENNTb 3/IEMEHT, U LWENKHUTE No OTCNeXXUBaTb
NoAYUHEHHDIN.

KoHdurypuposaHue cBa3u SSL MeXkay KOMMNOHEHTOM LLeHTp onepauui n
Be6-6paysepamu

Mpw ycTaHOBKEe KOMMNOHeHTa LleHTp onepawumi reHeprupyeTcs CaMonoAnMCcaHHbI LMpoBon
cepTudMKaT, KOTOPbIM 3aTEM MCNONb3yeTca ANs ceaHCcoB Beb-6paysepa. 10 xenaHmo MOXHO
MCMNONb30BaTb HE CAMONOANUCAHHbBIN CepTU(MKAT, a CepTUGMKAT NOLNNUCAHHBIN CTOPOHHUM
cepTucmnKaTopom.
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06 3Tou 3apaue

KomnoHeHT LLeHTp onepaunit Bcerga ncnonbdyet npotokon HTTPS onsa B3aMmMonencTeuin c Beb-
6paysepamu. Bce Blanmogenctems mexay bpaysepoM n LLeHTpom onepaunii wndpyroTes ¢
ncnonb3oBaHneM sepcum 1.2 unm Hosee npoTokona TLS.

Mo yMon4YaHuIo s Co34aHuns 3alMLLEHHO0 CoeANHEHMS Mexay bpay3epoM 1 KOMNoHeHTOM LleHTp
onepaunin MCnosib3yeTcs CaMoMNoANMCaHHbIN cepTudmkat. NMocKonbKy cepTudmrKaT aBnseTcs
caMonopnMcaHHbIM cepTutmkaTom, Beb-6paysep He MOXKET NPOBEPUTL ULEHTUYHOCTbL CEPBEPA U
BbloaeT npenynpexaeHune. CamonoanncaHHble cepTudmnkaTbl 06bIYHO UCNONb3YOTCA ANs Beb6-canToB
BHYTPEHHEW CEeTH, FAe PUCK NepexBaTa COeANHEHNS U B3aUMOLENCTBUS C 06E3IMYEHHBIM CEPBEPOM He
MOXET CUMTATbCA Cepbe3HOoM yrpo3oit. MpenynpexaeHune 3awmnTol bpaysepa MOXXHO 060MTU 1
MCMNOJIb30BaTh CAMOMOANUCAHHbINA CEPTUDMKAT, MO0 MOXHO 3aMEHWTb CAMONOAMNMUCAHHbIR cepTuduKaT
cepTudunkaTom oT goBepeHHoro cepTudmnkaTopa (certificate authority, CA).

YT06bl MICMONBL30BATb CAMOMNOANUCAHHbIN CepTUDUKAT, AanbHenlee KOHUIyprupoBaHue He TpebyeTcs.

YT106bI MCNONB30BaTb CepTl/I(Dl/IKaT, nognucaHHbin CA, HEO6XOD,I/IMO BbIMOJIHUTb pPAA, Waros:

Mpouepypa

1. Cospavnte TpeboBaHMe nognucu cepTudmkaTa.

2. OTnpaBsbTe 3anpoc Ha noanucaHune cepTudmkaTa cepTudmkaTopy A58 NoANUCaHUS.

3. NobaBbTe cepTuduKaT B (hain cknaga LOBEPEHHbIX CEePTURPUKATOB KOMMNOHeHTa LieHTp onepauwmi.

CospaHue Tpe6oBaHua nognucu ceptudmkara

YT06bl MONYUYUTb CEPTUDMKAT, NOANUCAHHBIN TPETbe CTOPOHOI, HYXXHO CO34aTb TpeboBaHne Noanmcu
cepTudmkaTa (certificate signing request, CSR) 1 oTnpaBuTb €ro B LEHTP cepTudmKaLmm.

Mpe>xpe yeM HayaTtb

®dann cknaga LOBEPEHHbIX CEPTU(MKATOB KOMMOHEHTa LLleHTp onepauuii - 370 KOHTenHep
ceptudukatos SSL/TLS, AOCTyN K KOTOPOMY MOXET NoJlyunTb LleHTp onepauwnn. ®ain cknaga
[OBEPEHHbIX CEPTUMKATOB COAEPKUT CEPTUMKAT, KOTOPbIN LLeHTp onepawumii MCNosb3yeT AN CBsA3U
HTTPS c Beb-6pay3sepamu.

MNpwn ycTaHOBKe KOMMNOHeHTa LLeHTp onepaumin Bbl co3gaeTe Nnaponb oas annaa cknaga 4OBepPeHHbIX
ceptudukatos. YTobbl paboTaThb C hannom cknaga 4OBEPEHHbIX CePTUDNKATOB, HA0 3HATb Napob
CKnaja [oBepPeHHbIX cepTudmKaToB. ECnn Bbl HE MOMHUTE 3TOT NapOJib, BbIMOHUTE MHCTPYKLMMN 13

pasgena “YpaneHue n nepeHasHavyeHme napons anna cknaga goBepeHHbIx cepTudimkaTos LieHTpa

~ 3

onepaumn” Ha cTp. 182.

Mpouenypa

YT1ob6bl co3pgaTb CSR, coenanTe cnepytollee:

1. B KOMaHAHOW CTPOKE NepenanTe B NOOXKEHNE CKNaAa KIHOUen:
kamanoa_ycmaHoseku/ui/Liberty/usr/servers/guiServer

2. Cozpanite TpeboBaHue cepTudmkara, ucnonbsysa komanay ikeyman nnmn komangy ikeyemd. KomaHga
ikeyman oTkpbiBaeT rpacmueckunin nonbsoBaTenbcknin uHTepgdenc IBM Key Management, a ikeycmd
paboTaeT B UHTepence KOMaHAHOM CTPOKMW.

CoBeTt: Bo3MoxHo, BaM noTpebyeTcs ykasaTb NOMHbIN NyTb K kKoMaHae ikeyman nnn ikeycmd.
KoMaHzbl pacnofioxeHbl B C/ieAyOLLEM KaTanore, Foe Kataior_yCcTaHOBKU NPeaCcTaBnseT KaTanor, B
KOTOPbIM yCTaHaBNMBaeTca LleHTp onepaunii:

kamasoe_ycmaHoeKku/ui/jre/bin

« YT1ob6bl co3gaThb TpeboBaHme 0 cepTudurkaTe ¢ NOMOLLLIO FpatMYecKoro Nosib30BaTeIbCKOro
nHTepenca ikeyman, BbinosHUTE crneaytoLLne Waru:
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a. OTKpoKTe HCTPYMEHT YnpaBneHue knodamu IBM, BBeasa cneayroLyo KoMaHay:
ikeyman

b. BoibepuTe daitn 6a3bl BaHHbIX Kitouel > OTKPbITb.
% BM Key Management - [C:\Program Files\Tivoli\ TSM\ui\Liberty\usr\servers\guiServer\gui-truststore jks] - (] X

KeyDatabase File Create View Help

D B % R

Open a key database file Key database information
DB-Type: JKS
File Name: CAProgram FilesiTivoliTSMwilLiberhiusriserversiguiServerigui-truststore jks
Token Label:
Key database content
PPersonal Certificate Requests - New..

Delete

View

Extract

tl'he requested action has successfully completed!

B okHe OTKpbITb LLenKHMUTe No 0630p, 4TOObI OTKPbITh KaTanor, 1 BbibepuTe hann gui-
truststore. jks. HaxmuTte kHonky OK.
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g:"rs'fe- ent
KeyDatabase File Create View Help

RNEEE S

Key database information
DB-Type: JKS
File Name: C\Program FilesiTivoliTSMwiLiberusnserversiguiServerigui-truststore.jks
Token Label:
Key database content
Personal Certificate Requests | - ‘ ‘ New... |

Open x Delete
cn i
File Name: [key jks | | Browse.. Extract...

Location: ‘Ct‘tPrngram Files\TivaliTSMwiLiberhusnsenversiguiServen ‘

o] [ coen |

he requested action has successfully completed!

c. CospainTte TpeboBaHue cepTucdmkata. B obnactu Cogeprxumoe 6asbl JaHHbIX KNloYein
BblbepuTe Co3paThb.

iR 1BM Key Management - [C:\Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer\gui-truststore.jks| - [m] X
=¥ ) g rty gt g J
Key Database File Create View Help

ISIACIE 5N

Key database information

DB-Type: JKS
File Name: C:Program Files\TivoliTSMwiLibertusnserversiguiServer\gui-truststore jks
Token Label:

Key database content

Porsonal Cortcate Reauests -]
Ltl@ﬁﬂﬂ_ﬂwrﬂ.
Extract... ‘

|ThB requested action has successfully completed!

d. B omanoroBom okHe Co3paTth HOBbIN Ktod 1 TpeboBaHne cepTudnkaTa 3anosiH1Te Nons, Kak
3TOro TpebyioT LeHTp cepTuduKaummn 1 Balla opraHnsaLnms. 3agante cnegyoLLyio
MHopMaumio:
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MeTka Knrua
3apanTe yHMKanbHY0 MEeTKY g cepTudmrkaTta B haine cknaga goBepeHHbIX
cepTugmkatoB. Mg MeTKK, HaNpuUMep, UMS-cepTughuKaTa-noabL3oB8aTens,
naeHTUMLMpYyoLWee cepTudunKaT Ha CKNane cepTnmkKaTos.

Pasmep knroua
BbibepuTe pasmep ktoua, He MeHblue 2048 6uT.

ANropuTM curHatypbl
Boibepnte SHA256WithRSA.

O6uwee umsa
Ykaxkute nonHoe gomeHHoe nms (fully qualified domain name, FQDN) cuctembl B ceTu, B
KOTOPOM YCTAaHOBNEH KOMMOHEHT LLeHTp onepaumnii.

HanomuHaHue: FQDN ang cuctemsl B Ballen ceTu ncnonbsyetcs B URL ona LleHTpa
onepauui B Bawwen cucteme. 3tot URL npumeHsieTca B bpaysepe ans noctyna k LleHTpy
onepaummn.

Beegute ums thaiina, B KOTOPOM ciieayeT COXPaHUTb Tpe6oBaHue o cepTudukare.
Ykaxute aitn c uMeHeM certreq.csr B KaTanore guiServer.

L]
KeyDatahase File Create View Help

A a0 = N A 31

- R Create New Key and Certificate Request X

information
0 please provide the following info:

f | KeylLabel usr-cert-name ‘lrE.ikz

1| Keysize 2048 |~
Signature Algorithm SHA256WIthRSA | v paoontent
Comimon Name {optional) |mvyhostexample.com hA New
Organization {optional) Delete
Organizational Unit (optional)

View

Locality {optional)
State/Province {optional) L Extract...
Zipcode {optional)

Country or region  (optional) US [+
Subject Alternative Names

Email Address  (optional)

IP Address {optional)

DNS Name {optional)

Enter the name of a file in which to store the certificate request:

gram Files\TivolATSMwilLiberbusnserversiguiServericerireq Lsri Browse...

The requested action has successfully completed!

e. 3aKponTe OKHO OTKPbITb.

Y706kl CO3naTh TpeboBaHMe cepTudmKaTa, ucnonb3ysa komaHay ikeycmd, BBegute cnegytouyto
KOMaHZy:

ikeycmd -certreq -create -db gui-truststore.jks -size 2048

-sig_alg SHA256WithRSA -dn "CN=myhost.example.com" -file certreq.csr -label ums-
cepmugukama-noab3osamens

-san_dnsname myhost.example.com,myhost

-san_ipaddr 192.0.2.1,192.0.2.2

3LeCb MCNOJb3YOTCA Clepyowme o6o3HaUYeHNS:
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-dn "CN=myhost.example.com"
3afaeT oTAnMUnUTENbHOE MMS. BBOAMTCS Kak CTPOKa B KaBblYKax, CoAepallias cneuntdmkawmo
CN=myhost.example.com, roe myhost.example.com 3apaet FQDN cuctemsbl B ceTu, roe
yCTaHOBMEH LleHTp onepauunii.

HanomuHaHue: FQDN ans cuctembl B Bawen ceTu ncnonbsyetca B URL gns LleHTpa onepauni
B Balel cucteme. 3toT URL npumeHsaeTcsa B bpaysepe onsa goctyna K LleHTpy onepauni.

-label ums-cepTuhukara-nonb3osarens
3afaeT YHUKaNbHYO METKY UMS-CepTuhuKaTa-noab3oBaTess Ana ceptudmkara B danne
CKJlafa [,OBEPEHHbIX CEPTUHNKATOB.

-san_dnsname myhost.example.com,myhost (Heob6sa3aTenbHo)
YKasbiBaeT MMeHa cepBepa foMeHHbix uMeH (DNS) cucteMsl, rae yctaHoBfeH LleHTp
onepaunn. 3HaveHna CN 1 dnsname obbl4HO coOBNapatoT.

-san_ipaddr 192.0.2.1,192.0.2.2 (Heo69a3aTenbHO)
3apaet IP-agpec cuctembl, B KOTOPOM ycTaHoBeH LieHTp onepauuin.

OTnpaBka Tpe6oBaHusa nognucu ceptTuhukaTta B LEHTP cepTuduKaumm

Mocne co3paHua haina TpeboBaHus cepTudmkaTa (certreq. csr) Hafo OTNPaBUTb €ro B LEHTP
cepTudMkaummn gns nonydeHms nognucu. CnegyimnTe MHCTPYKLMAM OT LLeHTpa cepTUtmMKauun.

Mony4yeHne nognMcaHHOro cemebM KaTa

LleHTp cepTudMKaLmm goSKeH nocnatb BaM tain ceptudukata, Lobasnsemblii K ainy cknaga
[OBEPEHHbIX CEPTUDMKATOB.

Mpoueaypa

Y1066l MONYUNTb NOANUCAHHBIV CEPTURUKAT, BbINOHWATE CNEAyoLWMe Waru:

1. B KOMaHOHOM CTPOKe NepenanTe B NONOXEHWE CKada KnoUen:
kamanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

2. CKonupymnTe B 3TOT KaTasior gannbl, nonyveHHble oT CA. 3Tu dhannbl BKIOYatOT B cebsl KOpHEBOW
cepTudmkat CA, npoMexyTouHble cepTugdurkaTol CA (eCnm oHM ecTb) U NOANUCAHHbIE CepTUdUKATDI
A9 KoMnoHeHTa LleHTp onepaumii.

3. OcTtaHoBUTE BeB-cepBep LieHTp onepauuii, kKak onncaHo B paspene “3anyck n octTaHOBKa Beb-
cepBepa” Ha cTp. 184.
4. Co3paitTe pe3epBHYHO KOMUWIO CK1a4a AOBEPEHHbIX CepTUtMKaToB LieHTpa onepaunini Ha criyyai, ecnu

BaM noTpebyeTcs BEPHYTbCS K UCXOAHOMY CKafy AOBEPEHHbIX CepTUdMKaToB. ViMa cknaga
[OBEpPeHHbIX cepTutmkaToB LeHTpa onepauunii - gui-truststore. jks.

5. YTobbl BbINONHWUTE AENCTBMS MO MNOMYHYEHUIO NOANNCAHHOIO CepTUdMKaTa, MCNOb3yNTe OLHY U3
CneayoLwmx KOMaHa:

« KomaHga ikeyman: BbinonHuTe fencTBUSA, ONnMcaHHble B pasgene “lMonyyeHne NognnmcaHHoro
ceptudmkata npm nomouwm IBM Key Management” Ha cTp. 174.

« KomaHga ikeycmd: BbinonHuTe oencTeums, onnucaHHble B pasgene “llonyvyeHne nognmMcaHHoro
cepTudmkarta npu nomoum komaHgbl ikeycmd” Ha cTp. 181.

MonyuyeHue nodnucaHHoro ceptughukara npu nomowu IBM Key Management
MO3HO MCNONb30BaTb AJ15 YNPaBAEHUS KIoUYaMu CEPTUHNKATOB M MOMyYEeHUS NOANUCAHHOMO
cepTudmkarta rpamyeckmii NoNb3oBaTeNbCKMI MHTEPgENC - MHCTPYMeHT IBM Key Management.

Mpouenypa

1. Y6éenuTech, uTo I'IepCOHaﬂbellz nognucaHHbIn cemechKaT HaxoaouTCAa B noaxoadllem Katajore,
BBeOd KOMaHOy ikeyman. BbinonHuTe cnegyrowme warmu:

a) OTKpoWiTe MHCTPYMEHT YnpaBneHue kntodamm IBM, BBes crneaytoLlyto KoMaHay:
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ikeyman

CoBeT: Bo3mMoxHo, BaM noTpebyeTcsa ykasatb NOMHbIN NyTb K KoMaHae ikeyman. KomaHabl

pacnosioXeHbl B CliedylolleM KaTasiore, rae Karaaor_yCTaHOBKU NPencTaBnsaeT KaTtasor, B
KOTOPbIN ycTaHaBNMBaeTca LLeHTp onepaunit:

kamanoa_ycmaHosKku/ui/jre/bin

b) BbibepuTe daitn 6a3bl AaHHbIX KJtOUel > OTKPbITh.

m IBM Key Management - [C:\Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer\gui-truststore.jks]

- O x

Key Database File Create View Help

D xR

Open a key database file Key database information
DB-Type: JKS
File Name: CAProgram Files\TivollTSMwilLiberyusnisenversiguiSenengui-truststore jks
Token Label:
Key database content

Personal Certificate Requests

'The requested action has successfully completed!

B nranoroBom okHe OTKPbBITDb LenKHUTEe No 0630p, 4TO6bI OTKPLITL KaTasnor, 1 Boibepute thann
gui-truststore. jks. Haxmute kHonky OK.
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Key Database File Create Yiew Help

Dsla R

Key database information
DB-Type: JKS
File Name: CProgram Files\Tivoli\TSMwiLibertwsnserversiguiSenvengui-truststore jks
Token Label:
Key database content

|Personal Certificate Requests J v.| |T
u0pen X | Delete
— ]
File Name: [key.iks | | Browse.. Extract...

Location: |C.\F‘ rogram Files\Tivol(TSMwilLiberhusniserversiguiServen |

he requested action has successfully completed!

¢) B obnactv Copeprxkumoe 6a3bl JaHHbIX Kntoueil BbibepnTe Tpe6oBaHUS NEPCOHANbHbIX
CepTMCIJMKaTOB y6ep,v|Ter, YTO BbIBOOANTCA MEeTKa VIMﬂ'CepTMCbMKaTa'nOﬂbBOBaTeﬂﬂ.
ER 1BM Key Management - [C:\Program Files\Tivoli\ TSM\uil Liberty\usr\servers\guiServer\gui-truststore jks] - o X
Key Database File Create View Help

DaERa

Key database information

DB-Type: JKS
File Name: installation_dir\uilLiberty\usr\servers\guiServer\gui-truststore jks
Token Label:
Key database content
Personal Certificate Requests I v | l New... ]

usr-cert-name Delete

[The req action has Iy

2. [NobaBbTe B (hann cknaga oBepeHHbIX cepTudmkaTos kKopHesor cepTudmnkat CA u Bce
NPOMEXYToUHble CepTUUKATbI. ECNK Bbl MONYYMIM NPOMEXYTOUHbIE cepTudmkaTel oT CA, nepep,
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nobaBneHnem kopHeBoro cepTudmkaTta CA Hy»KHO [,o06aBUTb KaXabli1 MPOMEXYTOYHbIV cepTuduxkat B
thaitn cknaga [oBepeHHbIX CepTUMUKATOB. BbINOMHUTE ONMCaHHbIE HUXE LWaru A8 KaXaoro
MPOMEXYTOUHOro cepTudmKaTa 1 OJ19 KopHeBoro cepTudmkarta CA.

BakHoe 3aMeuaHue: CA oTnpaBnsieT O4MH KOPHEBOMN cepTUMKAT, NOANMCAHHbIV cepTuduKaT u,
BO3MOXHO, OAMH WM HECKOJIbKO NMPOMEKYTOUHbIX cepTUrKaToB. B 3aBucuMocTtu ot CA aTn
cepTUKaTbl MOTYT HAXOAMTLCS B OAHOM UIIM B HECKOMbKMX (hannax. Ecnv Bbl nony4unnm
cepTudMKaTbl B 0QHOM chaiine, Hago U3BneUb 3TU cepTUdUKaTbl Kak oTaeNbHble aibl. ECnu Bbl He
yBepeHbIl, Kak 13Beyb 3T cepTudimkatsl, obpaTuTtech B Baw CA.

a) B obnacTtn Copeprkumoe 6a3bl gaHHbIX KJkouel BbibeprTe CepTUhMKaTbl NOANMCABLLErO M
HaXXKMUTE KHOMKY J1,06aBUTbD.

[E BM Key Management

= a X
KeyDatabase File Create View Help
D @ ¥ RS
Key database information

DB-Type: JKS

File Name: CAProgram Files\TivoliTShwiLiberywsnservers\guiSernvengui-fruststore jks

Token Label:

Key database content
Signer Certificates b 4 Add...

|Add a new CA's certificate to the dalanas_e|

Populate...

Validate

ITI’IE reguested action has successfully completed!

b) B pnanorosom okHe OTKPbITb YKaXMUTE KOPHEBOW cepTudurat CA nnm npoMexxyToUHbIN
cepTudmKat n HaxxmuTe KHonky OK.
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m BM Key Management - [C:\Program Files\ Tivoli\ TSM\ui\Liberty\usr\servers\guiServer\gui-truststore.jks] = [}

KeyDatabaseFile Create View Help

= -
S =
Key database information
DB-Type: JKS
File Name: CAProgram FilestTivollTShuiLibertysnserersiguiSenvengui-truststore jks
Token Label:
Key database content
Signer Certificates ] .. | | Add... |
Delete
Open X
[ vewsa |
File Name: [mycaperm| | | Browse..
Location: [cAProgram FilesiTivollTSMwilLiberusriserversiguiServen | \L‘
o] [gomor | o
Rename
Validate

he requested action has successfully completed!

3. I'IonquTe nognucaHHbIN CepTVICIJI/IKaT, BbIMO/IHMB Crefyruimne warnu:

a) B obnacTtv CopeprkumMoe 6a3bl AaHHbIX Kitoueil Bbibepute MepcoHanbHble cepTUdmkaTbl U
HaxkmuTe KHonky MonyuuTb.

3 Bm Key Management - [C:\Program Files\Tivol\TSM\ui\Liberty\usr\servers\guiServer\gui-truststore.jks] - a X
Key Database File Create View Help

~ T .
SIFEIEE 3=
Key database information
DB-Type: JKS
File Name: CAProgram FilesiTivollTShwiLibertyusnserversiguiSenvengui-truststore jks
Token Label:
Key database content

E

Delete

View/Edit...

Recreate Request...
Re

Validate

I IHIEI

New Self-Signed...

Extract Certificate...

The requested action has successfully completed!

b) B ouanoroBoM okHe OTKPbITb YKaXXUTe NoAnuUcaHHbIn cepTudurkaTt n Haxxmmute kKHonky OK.
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Key Database File Create \View Help

N B % RE

Key database information

DB-Type: JKS
File Name: CAProgram Files\TivolATShwiLiberywsnservers\guiSenvengui-truststore jks
Token Label:
Key database content
r r
\Personal Certificates v | Receive...
default [ | Delete
Open X T
| View/Edit...
File Name: |usr—Lert-nama ot o | Browse...
. . = ; 7 | Exportimport...
Location: |C \Pragram Files\TivoliTSMwilLibertusnserversiguiServer | 4
— e ——
[ Recreate Request...
oK \ | Cancel | | Conhbih
| Rename |

| Validate

[ NewsSeirSigned...

Extract Certificate... |

hhe requested action has successfully completed!

4. Ypanute camonoanucaHHbIN CepTI/I(bI/IKaT, KOTOprVI B HACTOSALNIA MOMEHT ncnonb3yeTca
KOMMOHEHTOM LleHTp onepau,m?l, M 3aMeHNTe ero Ha CepTVICbI/IKaT, nognucaHHbIn CepTI/ldJVIKaTOpOM,
BbINOJIHMB cnenytouine nencTems:

a) B obnacTtn CopeprkumMmoe 6a3bl AaHHbIX KJtouelt BbibepuTe MepcoHanbHble cepTUMKaTbl.

b) BbibepuTe cepTudukat, nomedyeHHbln default n HaxxMuTe KHoNKy YAanuTb. B A1anoroBom okHe
NoATBEPXAEHMSA HaXXMUTe KHonky Oa.

aea 11. HaunHaeM paboTy c KOMNOHEHTOM LleHTp onepaunn 179



HauuHaeM pa6oTy c LieHTpoM onepauuii

usr-cert-name

l;l IBM Key Management - [C:\Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer\gui-truststore.jks] = a X
KeyDatabase File Create \iew Help
D d R4
Key database information

DB-Type: JKS

File Name: CAProgram Files\TivoliiTSMwilLibertiusnserversiguiServergui-truststore jks

Token Label:

Key database content

‘Per:urral Certificates ‘ - | I Receive... i
efautt Delete

Exportimport...

Recreate Request...

Validate

New Self-Signed...

IH I%UIIE
g Ao

B Re

g

&)

Extract Certificate...

[The rea action has successfully

nosibsoBartena N HAXXMUTE KHOMKY I'IepeumeHOBaTb.

¢) BbibepuTe noanvcaHHbIM LEHTPOM cepTUduKaunm ceptudmkaT uma-ceptugmkara-

m IBM Key Management - [C:\Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer\gui-truststore jks] = m] x
Key Database File Create View Help
{ ] ~u
D eERa
Key database information
DB-Type: JKS
File Name: C:Program Files\TivoliTSMwiLiberbusnsenversiguiServengui-truststore.jks
Token Label:
Key database content
Personal Certificates Iv E & Receive... i
—cert-name |[ Delete |
Recreate Request...
Rename ﬂ"l selected item
New Self-Signed...
Extract Certificate...
{The requested action has suc I comy |

d) B gnanoroBom okHe lMNeperMeHoBaTb NepenumMeHyiiTe nognmncaHHblin ceptudmkaT (Mms -

cepTuthmnkaTa-nonb3oBaTens), 3agas ana Hero uma default, n HaxxmuTe KHonky OK.
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Key Database File Create View Help

D @ % 24

Key database information
DB-Type: JKS

File Name: CAProgram Files\TivoliTSNwLIberyiushsenvers\guiSenvengui-truststore jks
Token Label:

Key database content
Personal Certificates

usr-cert-name

r
| Enter a Label

2 Enter a new label:
[
default

OK Cancel

hhe requested action has successfully completed!

Receijve...
Delete
View/Edit...
Exportimport...
Recreate Request...
Rename

Validate

New Self-Signed...

Extract Certificate...

5. MposepbTe ceptudmkat default, BbINONHMB cnenyoLLy0 KOMaHOY:

a) B obnacTtn Cogeprknmoe 6a3bl gaHHbIX Kilouel BbibeprTe MepcoHanbHble cepTUthnKaTbl.

b) BoibepuTe cepTudukat, nomedeHHbIn default n HaxxmuTe kHonky MpoBepuTb. B orManoroBom okHe

NOATBEPXAEHMS HAXXMUTE KHOMKY OK.

6. 3anyctuTe Beb-cepBep KOMMNoHeHTa LieHTp onepaLmit, Kak onucaHo B pasgesie “3anyck 1 oCcTaHOBKa

Beb-cepBepa” Ha cTp. 184.

MosnyuyeHue nodnucaHHoOro cepTughukara npu noMmouwju KOMaHobl ikeycmd

Ecnu Bbl ncnonb3yeTe koMaHay ikeycmd, koTopas OTKpbIBaeT KOMaHAHYH CTPOKY AJf1S ypaBieHus
KntoYaMm cepTUdUKaToB 1 NoNyYeHMs NOANMUCAHHbIX CEPTUDMKATOB.

Mpouenypa

1. YbeouTtech, UTO NepPCOHanbHbIN NOAMUCAHHbIA cepTUdUKAT HAXOAUTCA B NOAXOOALLEM KaTanore,

BBensa komaHay ikeycmd. BoinonHuTe cnegytowme waru:
a) BeeguTe cnepyoLLyto KOMaHAy:

ikeycmd -certreq -list -db gui-truststore.jks

CoBeT: Bo3MoxHO, BaM noTpebyeTcs ykasaTb NOMHbIN NyTb K koMaHae ikeycmd. KomaHgbl
pacnonoxXeHbl B CleayolLeM KaTasnore, Fae Karaaor_ycTaHoBKU NPeacTaBAseT KaTasor, B

KOTOPbI ycTaHaBNMBaeTca LLeHTp onepaunii:

kamanoa_ycmaHosKku/ui/jre/bin

b) B coobuieHmn BbIBOOMTCS UMS nepcoHaibHOro noannMcaHHoro cemebMKaTa nm4 -cemechKaTa-

nonb3oBaTensd, Haxogdawerocd B cbal?me CKiaga goBepPeHHbIX CepTl/l(bVIKaTOB.

2. NobaBbTe B (hann cknaga [oBepeHHbIX CepTutmkaTos kKopHesor ceptudnkat CA u Bce
NPOMEXYTOUHble CePTUPUKATbI, UCNOb3YH Crieaytowme KoMaHabl. ECnuv Bbl nonyyunnm

NPOMeXyTouHble cepTudmkaTol oT CA, nepep nobaBneHnem kopHeBoro ceptudurkarta CA HyKHO

nobaBuTb ux B hann ckiana LoBepeHHbIX CePTUMKATOB.
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ikeycmd -cert -add -db gui-truststore.ijks
-file ¢alin_npomemxymoyHozao_cepmugpuxkama

ikeycmd -cert -add -db gui-truststore.ijks
-file ¢alin_xkopHesozo_cepmuguxkama
3necb MCNOJIb3YHKTCA cneayoumne obo3HaueHus:

-file ¢paiin_ceprughukara
3apaet umsa anna, B KOTOPOM COAEPKUTCA CepTUMKaT.
3. MonyunTe nognMcaHHbIN cepTudurKaT, BBEAS CIEAYIOLLYI0 KOMaHay:

ikeycmd -cert -receive -db gui-truststore.ijks
-file ¢alin_cepmugpukama_nodnucaswezo
3necb MCNOJIb3YKOTCA cneayoumne obo3HaueHus:

-file ¢haiin_ceprughukara_nodnucasuwiero
3agaeTt ums aina, B KOTOPOM COAEPKMUTCA NOAMUCAHHBIN CepTUdMKaT.

4. Ypanute caMONOANMCAHHbIN CEPTUDMKAT, KOTOPbIA B HACTOSILWMI MOMEHT UCMOMb3yeTCs
KOMMOHEHTOM LLeHTp onepauuni, 1 3aMeHnTe ero Ha cepTudmKaT, NOANMUCAHHbIN CEPTUNNKATOPOM,
BbINOSIHMB Cneayolme oencTema:

a) YT1obbI YOannTb CyLLI,eCTByIOLLI,I/Il‘/'I caMonoan NCaHHbIN cemechKaT, BBeguTe creayrouyro KoMaHay:
ikeycmd -cert -delete -db gui-truststore.jks -label default

b) YTobbl NepenMeHoBaTb NOANMMUCAHHbIN LLIEHTPOM cepTUdnKaLmMmn cepTudukaT ns umsg-ceptugpuxkara-
nonb3oBartens B default, BBeguTe cneayoLlyo KOMaHAay:

ikeycmd -cert -rename -db gui-truststore.jks -label ums-cepmugukama-nonezosamens
-new_label default

3pecb MCNoNb3yrTCA cnegywouwne obo3HaveHus:

-label ums-cepTuhukara-nonb3sosarens
YKasbiBaeT cepTndnKkar, NoanucaHHbIN cepTUdrKaTOpoM, No ero MeTKe.

5. MposepbTe cepTudmnkar default, BBeasa cneayoLlyo KOMaHOy:
ikeycmd -cert -validate -db gui-truststore.jks -label default

6. 3anyctuTe Beb-cepBep LleHTpa onepaumii BbINOMHMB MHCTPYKLUMK B pasgene “3anyck M ocTaHOoBKa
Beb-cepBepa” Ha cTp. 184.

YpaneHue u nepeHasHaueHue napons aina cknaga noBepeHHbIX
ceptucukaros LLeHTpa onepauuii

YT06bl HACTPOWTDL 3aLLMLLEHHYIO CBA3b MEXAY KOMMOHEHTOM LieHTp onepauuii n xab-cepBepom, Bbl
JO/IKHbI 3HaTb Naposb haia ckana LOBEPEHHbIX CePTUhMKATOB KOMMOHEHTa LLeHTp onepauuii. 3ToT
naposib co34aeTcs Npu yCTaHOBKe KOMMNoHeHTa LleHTp onepaunii. Ecnu Bbl He 3HaeTe Naposib, MOXHO
yOANUTb Y NepeHasHa4uTb ero.

06 aToii 3apaue

Y7066l HA3HAYNTb HOBbIN MNAapPOSib, HYXXHO CO34aTb NAPOJb, YAANUTbL (AN CK1afa AOBEePEHHbIX
cepTudunkaToB KOMNOHeHTa LLeHTp onepaunin n nepesanyctnte Beb-cepep KOMMNoHeHTa LieHTp
onepawmumn.

c BHuMaHue:

Ecnu Bbl 3a6bin1 Naponb cknana AoBepeHHbIX CePTUMKATOB, HAAO0 NOSYYUTb HOBbIY
MOANMCAaHHbIN cepTUMKAT OT LeHTpa cepTudmkaumm. JononHUTeNbHy MHOpMaLUIo CMOTpUTe
B paspgene “lMNonyyeHne nognucaHHoro ceptugmkara” Ha cTp. 174.
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BbinonHAWTE 3TK Waru, ToIbKO eC/iv BaM HEM3BECTEH Naposib CKIada A0BEePEHHbIX
cepTUhMKATOB. He BbINOMHANTE 3T Wark, ecyiv BaM U3BECTEH Naposib CKIaAa LOBEPEHHbIX
CcepTUHUKATOB M Bbl XOTUTE U3MEHUTb ero. YTobbl yaanuTb U NepeHasHaunTb Naposib, HyXHO
yoanuTb ain cknana LoBepeHHbIX CepTUtMKaToB; Npy 3ToM byayT yaaneHbl Bce cepTUdUKaThl,
KOTOPble XPaHSATCS B (haiine cKnaga foBepeHHbIX cepTUdMKaToB. ECniv BaM M3BECTEH Naposib
CKNafa [OBEPEHHbIX CEPTU(MKATOB, MOXHO N3MEHUTb ero, ncnonbsys ikeycmd nunu ytunuty
ikeyman.

Mpoueaypa
1. OcTtaHoBUTE BeB-cepBep LieHTpa onepaumi

2. MepengnTe B CNeayOLWNIA KaTanor, rae Kamaaoe_YycmaHo8KU - 3TO KaTanor, B KOTOPOM YCTaHOBEH
LLleHTp onepaumii:

kamanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

3. OTkponTe thann bootstrap.properties, copepxawmm naponb hanna cknaga LOBEPEHHbIX
cepTugmKaTos.

Ecnv naposb He 3almndpoBaH, Bbl MOXeTe OTKPbITb C ero MoMoLLblo dainia ckiaaa 4OBEepPeHHbIX
cepTUMKaTOB, He NepeHasHavas naposib.

B crnenytowmx nprMepax nokasaHa pasHuLa Mexay 3allnpoBaHHbIM U He3alWNhPoBaHHbIM
naponsmu:

Mpumep 3awmcgpoBaHHOro napons
3awmngpoBaHHbIe NAPOJSIN HAYMHAKOTCA CO CTPOKKN §XOT}.

B cnepytowem npuMepe nokasaH 3awnpoBaHHbI Naposib B KAYECTBE 3HAYEHUS NapaMeTpa
tsm.truststore.pswd:

tsm.truststore.pswd={x0ortMiYPPiwsKDAtOw==

Mpumep HesawugposaHHOro napons
B cnepytolwem nprMMepe nokasaH HesalwmngpoBaHHbIM Naposib B KAYeCTBE 3HAYEHMS napamMeTpa
tsm.truststore.pswd:

tsm.truststore.pswd=38b%"B

4. 3aMeHuTe naposib B thalne bootstrap.properties Ha HOBbI Naposb.

Maposib MOXHO 3aMeHUTb Ha 3alM(POBaHHbIN UM Ha He3alWN(POBaHHbIN Napob. 3anoMHUTE
He3awnppoBaHHbIA Naposb 4719 NOCAEeAYLWero NCnob30BaHUS.

Y706kl CO34aTh 3alUM(POBaHHbIV NapOosb, CAENANTE CreaytoLLee:
a. CospanTe He3awMhpPOBaHHbIN Naponb.
Maponb ona cknaga [oBepeHHbIX CEPTUMNKATOB JONMKEH OTBEYaTb C/IeAyLWMM KPUTEPUAM:

« Maponb ponxeH cogepxaTb He MeHee 6 n He bonee 64 cMMBONOB.
 Maponb [oNXeH cogepxaTb, KaK MUHUMYM, CliefyHoLLIne CUMBOSbI:

OpnHy 3arnaBHyto byksy (A — 2)

OfOHy CTpouYHyto bykBy (a — z)

OaHy undpy (0 -9)

[Ba cuMBONa, He ABNAILLMXCA anthaBUTHO-LMMPOBLIMU, KOTOPbIE YKa3aHbl B C/ieAyoLLeM
paay:

~Q#ESENE&Ex -+ =

()13 [01:5<>, .72/

b. B kOMaHAHOM CTPOKE ONepaLMoHHOW CUCTEMbI MepenanTe B CleaytoLLmii KaTanor:
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kamanoa_ycmaHoeku/ui/Liberty/bin
. YTobbl 3almdpoBaTh Naponb, BBEAUTE CNEAYIOLLYO KOMaHAyY, FAe NapoJb - 3TO
He3awnppoBaHHbIN Naposb:
securityUtility encode naposne --encoding=aes
5. CoxpaHute chamn bootstrap.properties.
6. MepengunTe B CeQyOWMNIA KaTanor:

kamanoe_ycmaHoeku/ui/Liberty/usr/servers/guiServer

7. Ypanute chann gui-truststore. jks, koTopbii ABNAeTCS (hannom CKnaga AOBEPEHHbIX
cepTudmKaToB KOMNOHeHTA LLeHTp onepauunit.

8. 3anycTtuTe Beb-cepBep KoMMnoHeHTa LleHTp onepauunii.

NHdopmauuto o 3anycke Beb-cepBepa koMnoHeHTa LieHTp onepaunin cMoTpuTe B pasgene “3anyck u
ocTaHoBKa Beb-cepBepa” Ha cTp. 184.

Pe3ynbTatbl

HoBbll CI)aVIﬂ CKnaga 0oBepPEeHHbIX CepTl/ICbl/IKaTOB C030aeTCA aBTOMaTUYECKN 0194 KOMMOHEHTA Ll,eHTp
onepauun, n ceptudmkat TLS komnoHeHTa LLeHTp onepaumin aBToMaTUYECKM BKIOYaeTcsa B hann cknaga
[OBEPEHHbIX CEPTUNKATOB.

3anyck u octaHoBKa Beb-cepBepa

Beb-cepBep LieHTpa onepaunii paboTaeT Kak cnyxba 1 3anyckaeTca aBToMaTuyecku. Bam MoxeT
noTpeboBaTbCa OCTAHOBUTbL M NMOBTOPHO 3anycTntb Web-cepBep, Hanpumep, UTobbl NPOM3BECTU
N3MeHEHUs KOHUrypauumn.

Mpouepypa
OcTtaHoBUTE 1 nepesanyctute Web-cepsep.

« Ecnu B cucteme yctaHoBneH systemctl, BBeguTe cnepyolme KOMaHabl:

Y106bI OCTAHOBUTL CEpBEP:

systemctl stop opscenter.service

Y106bI 3aNyCTUTL CEPBEP:

systemctl start opscenter.service

YT1obbl NepesanycTuTb cepeep:

systemctl restart opscenter.service

Y106bI ONpenennTb, pabotaeT N cepeBep, BBEOMTE CleayoLyo KOMaHay:
systemctl status opscenter.service

« Ecnu systemctl He ycTaHOBNEH B cUCTEME, BBEAUTE Cliedyiolne KOMaHabl:

— Y106bI OCTAHOBUTL CEpBEP:
service opscenter.rc stop

— YT106bI 3anyCcTUTL CEPBEP:
service opscenter.rc start

— Y706bI NEpe3anycTuTb cepBep:

service opscenter.rc restart
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— [na onpepeneHus, 3anyLleH Ny cepeep, BBeAUTE CNefyoLyo KoMaHay:

service opscenter.rc status

OTKpbiTUe LLeHTpa onepauum

CTpaHuua 0630p - 3TO HavanbHoe NpeacTaBsieHmne No ymonyaHuto B LleHTpe onepauuin. OaHako B Beb-
H6paysepe MOXKHO MOMECTUTb B 3aK/1aKMN CTPAHULLY, KOTOPYHO Bbl XOTUTE OTKPbIBATb Npu BXoae B LLeHTp
onepaummn.

Mpouepypa

1. B 6pay3epe BBeOUTe CleayOLNA aapec, roe UMs_XocTd - 3TO MMS KOMMbHOTEPA, HA KOTOPOM
yCcTaHoBNeH LieHTp onepaumi, a 3awulyeHHbIl_nopT - 3TO HOMEeP NopTa, KOTOpPbIM LLeHTp onepauuni
ncnonbsyet anga ceasm HTTPS Ha 3TOM KOMNblOTEpE:

https://ums_xocma: 3awuweHHoili_nopm/oc

CoBeTbl:

» B URL yunTbiBaeTCSA PErUcTp CMMBOOB. Hanpumep, ybeauTtech, YTo Bbl BBENM "0OC" CTPOUHbBIMU
6yKBaMK, KaK 3TO NOKa3aHo.

« Homep nopTa no ymonyaHuto gnga ceasm HTTPS - 11090, Ho gpyron HoOMep nopTa B guanasoHe 1024
- 65535 MOXHO yKasaTb Npu yCcTaHOBKe LleHTpa onepaumi. Mocne ycTaHOBKM afMUHUCTPATOP
MOXeT CKOHurypmposaTb LileHTp onepauunii oas ncnonb3oBaHUs CTaH4APTHOMO 3aLUMLLEHHOrO
nopta TCP/IP (nopt 443) ansa cesa3n HTTPS. Ecnu LleHTp onepaumii CKOHUrypmpoBaH ass
Ncnonb3oBaHua nopta 443, To Npu oTKPbITUK LieHTpa onepauunii He Hy»XXHO BKJIKOUaTb HOMEp
3alUMLLEHHOro nopta. BMecTo 3Toro MoXKHO BBECTU CNeAyrLNi agpec, rae uMs_xocTd - 3T0 UMs
KOMMbIOTEP], HA KOTOPOM yCTaHOBIEH LleHTp onepauwmii:

https:umsa_xocma/oc/

LononHnTenbHyto MHAOPMaLMIO 0 KOH(UrypupoBaHuu LieHTpa onepaumii 4ns Ucrnosb3oBaHus
nopta 443 cMoTpuTe B pasgene “KoHdurypupoBaHue Beb-cepBepa LieHTpa onepaunin ons
NCMNONb30BaHMA CTaHOAPTHOroO 3awmweHHoro nopta TCP/IP” Ha cTp. 162.

2. Bongute B cuctemMy ¢ ID agMMHUCTpaATOpPa, KOTOPbIN 3aperncTpupoBaH Ha xab-cepsepe.

Ha cTpaHuue 0630p nokasaHa CBoAHas MHOpMaLmMs ons KIMeHToB, cnyx6, cepeepos, NynoB
XPaHEeHMS 1 YCTPOMCTB XpaHeHus. YTobbl NPOCMOTPETb AOMNOIHUTESbHbIE CBELEHMS, MOXHO
WEeNKHYTb MO 3TUM 3aJieMeHTaM UJIN NCNOoJ1b30BaTb NaHes/lb MEHKO LI,eHTpa onepau,MVl.

OTcne)xxuBaHue ¢ MO6UNIbHOro ycTpoicTBa: YTo6bI yOaneHHO OTCNEXNBaTb Cpeny XpPaHeHNs, MOXHO
npocMmaTtpmBaTb cTpaHuuy 0630p LleHTpa onepaumnii B Be6-6paysepe MobuabHOro yctponcTea. LeHTp
onepauun nopaepxmeaet Beb-6paysep Apple Safari Ha iPad. MoxHo Mcnonb3oBaTb W Apyrmue
MobusbHble YCTPOMCTBA.

C6op puarHocTuyeckom nHpopmaLmum NocpeacTsomM cay>xbbi
ynpasneHus knuneHtoM Tivoli Storage Manager

cnyxba ynpaBneHus KnmeHTamm cobmpaeT AnarHoCTUYECKYH0 MH(POPMALMIO O KITMEeHTaX Pe3epBHOro
KOMMPOBaHWUS N apXMBUPOBAHUS 1 AeNnaeT ee AOCTYNHOM Ans LleHTpa onepawumii oS OCHOBHbIX (OYHKLMIA
MOHWUTOPUHTa.

06 3Tou 3apave

Mocne ycTaHoBKM Ciy»6bl yNpaBieHns KIMEHTOM Ha cTpaHuue JuarHocTuka B LleHTpe onepauuii
COLEPXKUTCS AMarHocTuyeckas MHopMaLna Ans KIIMEHTOB pe3epBHOI0 KOMMPOBaHUS U
apxX1MBMPOBaHKSA.
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CogerT: [epepn yCTaHOBKOW CNy6a ynpaBieHus kKiveHTamMmun ybeguTech, UTo MeXay KIMEHTOM
pe3epBHOro KOMMPOBaHWA-apPXMBMPOBAHMS U CEPBEPOM YCMELWHO YCTAaHOBNEHO coeanHeHve. B cdanne
CKJlaa [O0BEePEHHbIX CEPTU(MKATOB CEPBEPA, UCMOJIb3YEMOIr0 KITMEHTOM, He byaeT cepTudukarta Secure
Sockets Layer (SSL) cepBepa, Noka cucTeMa K/iMeHTa He COeANHUTCS C CEPBEPOM.

[uarHocTuyeckyto MHopMaLno MOXHO cobpaTb TONbKO € KNMeHToB Linux u Windows, Ho
agMUHUCTPATOPbI MOTYT NPOCMATPMBATL ANArHOCTUUECKYIO MHGOPMALMIO MO KOMNOHEHTY LieHTp
onepaumin B onepaunoHHbix cuctemax AIX, Linux nnm Windows.

TaKKe MOXHO YCTaHOBUTb KOMMOHEHT Clyx6a ynpaBneHust KNMeHTaMu1 Ha y3ax nepeMeLLeHmns AaHHbIX
onsa IBM Spectrum Protect for Virtual Environments: Data Protection for VMware, 4tobbl cobupatb
ANArHOCTUYECKYHO MH(OPMALLMIO O (DYHKLMAX NepeMeLLeHMS aHHbIX.

Coset: B AOOKYMEeHTaunmn K cny>+<6e ynpaBieHna KJIMEHTOM KOMNbOTEP K/IUeHTA - 3TO KOMNbKOTEP, Ha
KOTOPOM YCTAHOBJIEH KJTMEHT PE3EPBHOI0 KONMPOBaHNA N apXNBUPOBaHUA.

YcTaHoBKa cny>X6bl yNpaBNeHUs KJIMEHTOM NpuU NoMoLu rpachuueckoro
MacTepa
[na cbopa AMarHoCTUYECKOM MHhopMaLMM O KNIMEHTax pe3epBHOro KOMMPOBaHWA 1 apXMBMPOBaHUS

(Hanpumep, haisioB XKypHasIOB KITIMEHTOB) HYXXHO YCTAHOBUTL Cy6y ynpaBieHust KITMEHTOM Ha
yNpaBfsieMbIX KOMMbOTEPaX KIMEHTOB.

Mpe>xpe yeM HayaTb

O3HakoMbTech € pasgenom “TpeboBaHns n orpaHnyeHmns ansa cnyxbbl ynpaBneHus KIMEHTOM” Ha CTp.
143.

06 aTou 3apaue

Cnyx6y ynpaBneHusi KIMEHTOM HY>KHO YCTAaHOBUTb HA KOMMbIOTEPE, HA KOTOPOM YCTAHOBJIEH KITMEHT
Pe3epBHOro KOMMPOBAHMS U APXMBUPOBAHUS.

Mpouenypa

1. CkavyanTe nakeT yCTAHOBKW KOMMOHEHTa Ciyxba ynpaBneHns KNneHTamm ¢ Takoro canTta ckavymBaHums
IBM, kak IBM Passport Advantage nnun IBM Fix Central. Uwnte umsa danna, aHanormyHoe
cnepyrowemy: <gepcusi>-IBM-SPCMS-<onepayuoHHas cucmema>.bin.

B cne,u,yrou.l,eﬂ Tabnuue npmeeneHbl MMeHa NakKeToB YCTAaHOBKMN.

OnepauunoHHas cucTeMa KlnmeHTa MMsa nakeTa yCTaHOBKU

Linux x86 64-6utHas 8.1.x.000-IBM-SPCMS-Linuxx64.bin
Windows 32-6uTHas 8.1.x.000-IBM-SPCMS-Windows32.exe
Windows 64-6uTtHas 8.1.x.000-IBM-SPCMS-Windows64.exe

2. Co3paviTe KaTasor Ha KOMMblOTEPe KIMEHTA, KOTOPbIM Bbl XOTUTE YMPaBNATb, U CKOMUPYATE B HErO
MaKeT YyCTaHOBKM.

3. PacnakynTe KOHTEHT hanna nakeTa yCTaHOBKM.
« Ha komnbtoTepax knvMeHTa Linux coenanTe cnegytoulee:

a. MpeobpasynTe hann B BbINOAHAEMbIN (han; os 3TOro BBEAUTE CIeYIOLLYI0 KOMaHay:
chmod +x 8.1.x.000-IBM-SPCMS-Linuxx64.bin
b. BBeouTe cnepytoLLyo KOMaHAy:

./8.1.%x.000-IBM-SPCMS-Linuxx64.bin
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« Ha komnbloTepax knneHTa Windows gBakabl WENKHUTE MO MMEeHU NakeTa yCTaHOBKW B
MpoBogHunke Windows.

CoBeT: Ec/i Bbl paHee YyCTaHOBWIN M AEeMHCTaNIMPOBaIN NakeT, To BbibepuTe Bee, korga Bam
npeanoxaT 3aMeHNTb CyLLEeCTBYOLWME thaibl YCTAaHOBKM.

4. 3anycTuTe NakeTHbIN harn yCTaHOBKU M3 KaTanora, B KOTOPbIN Bbl pacnakoBanu annbl yCTAHOBKU U
CBsi3aHHble (halnbl. 3TO KaTanor, KOTopbIV Bbl CO34ann Ha ware “2” Ha cTp. 186.

« Ha komnbloTepax knneHTa Linux BBEAUTE CNEAYIOLLYI0O KOMaHAOY:
./install.sh

« Ha komnbtoTepax knneHTa Windows gBaxabl wenkHuTe no install.bat.

5. Insa ycTaHOBKM Cny»6bl yNpaBfieHns KIIMEHTOM BbINOJIHUTE MHCTPYKUUM B MacTepe IBM Installation
Manager.

Ecnu npogykT IBM Installation Manager He ycTaHOBEH Ha KOMMNbOTEPE K/IMEHTA, HY>KHO BbiGpaTh 1
IBM Installation Manager, 1 Cny>x6bl ynpaBneHus knueHtom IBM Spectrum Protect.

CoBeT: MOXHO MPUHATL 3HAYEHWS MO YMONYaHMIO ANs KaTanora obLmx pecypcoB v KaTanora
yctaHoBkM IBM Installation Manager.

JanbHeuwune nencreusa

NpoBepbTe yCTaHOBKY.

YcTaHOBKA KOMNOHEHTa ciy)X6a ynpaBneHUs KJIMeHTaMu B peXkume 6e3
BbiBOAA COO6LLEHUN

Cnyx6y ynpaBneHuns KIMEHTOM MOXHO YCTaHOBUTb B pexkuMe 6e3 BbiBoga cooblueHuit. B pexxume bes
BblBOAA COOBLEHNI Bbl 3aaeTe 3HAUEHNS YCTaHOBKM B (Daitie OTBETOB, a 3aTeM 3arnyckaeTe KoMaHay
YCTaHOBKM.

Mpe>xkpe yeM HayaTtb

Os3HakoMbTech € pasgefioM “TpeboBaHUs U orpaHUYeHns Ansa cny6bl ynpaBneHus KNMeHToM” Ha CTp.
143.

Pacnaky/iTe nakeT YCTaHOBKM, BbINOJIHUB MHCTPYKUMUW B pasgene “YcTaHoBKa Cly»KObl ynpaB/ieHus
KJIMEHTOM NpK NoOMoLM rpadmyeckoro Mactepa” Ha cTp. 186.

06 aTou 3apave

Cnyx6y ynpaBneHus KIIMEHTOM HY>KHO YCTaHOBUTb HAa KOMMbOTEPE, HA KOTOPOM YCTaHOBJIEH K/TUEHT
pe3epBHOro KOMMPOBaHNA U apXMBMPOBaHMS.

KaTtanor input, Haxogawmncs B kaTanore, B KOTOPbIA M3BMEYEH NaKeT YCTAaHOBKMW, COOEPKUT
crnepyowmin npumep anna oTBETOB:

install_response_sample.xml
Bbl MOXeTe ncnonb3oBaTb NpuMep thanna co 3Ha4EHUAMM MO YMOYAHUIO UM HACTPOUTL €ro.

CoBeT: YT06bl HacTpPOUTb NpUMep thaina, cozganTe KON Npumepa darna, NnepenmeHyinTe ee u
N3MEHNTE KOMUIO.

Mpouenypa

1. Co3panTe hann OTBETOB Ha OCHOBE (haliia NpruMepa uir cnonab3ynTe npumep anna oTBETOB
install_response_sample.xml.
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B ntobom cnyyae ybeautech, 4To B (haiine 0TBETOB yKasaH HOMep nopTa Ans cnyx6bl ynpaBneHns
KAneHToMm. MNMopT no ymonyaHuio - 9028. Hanpumep:

<variable name='port’ value='9028'/>

2. BBeante koMaHay yCTaHOBKM CNyxObl ynpaBneHua KIMEHTOM M NpUMUTE NNMLEH3UI0. B kaTanore, B
KOTOPbIA M3BMeYeH haisl yCTAaHOBOYHOMO NakeTa, BBEAMTE CNeAyoLLy0 KOMaHay, roe ¢palsi_oTseTos -
3TO NosiHoe uMs hania OTBETOB:

Ha komnbtoTepe KnneHTa Linux:

./install.sh -s -input ¢alin_omeemos
-acceptlLicense

Hanpumep:
./install.sh -s -input /cms_install/input/install_response.xml -acceptlLicense

Ha komnbtoTepe knneHTa Windows:

install.bat -s -input ¢alin_omeemoe -acceptlLicense
Hanpumep:

install.bat -s -input c:\cms_install\input\install_response.xml -acceptlLicense

JanbHeuwune pencreusa

MpoBepbTe YyCTAHOBKY.

MpoBepKa NpaBUIbHOCTU YCTAHOBKU CNY>X6bl yNpaBNeHUA KJINEHTOM

YT106bI MOXKHO BbINIO MCNOSB30BaTb CNYXOY ynpaBneHma KMeHTom ana cbopa anarHocTMyecKom
MH(OPMALMM O KITMEHTE PE3EPBHOI0 KOMMPOBAHMS U apXMBUPOBAHUS, HYXXHO YBeanTbes, UTo cnyxba
MpPaBUIIbHO YCTAHOBJIEHA Y CKOH(UTYpMpOBaHa.

Mpouenypa

BBeauTe Ha KOMMNblOTepe KIMeHTa B KOMaHOHOMN CTPOKe cliedytolime KoMaHabl, YTobbl NOCMOTPETb
KOHGUrypaumto cnyx6bl ynpaBneHusa KIMeHTOM:

« Ha koMmnbloTepax knuveHTa Linux BBeanTe credyolLyto KoMaHay:

kamasnoe_ycmaHosKu_knaueHma/cms/bin/CmsConfig.sh
list

roe KaTasior_yCTAHOBKU_KJ/UEHTd - 3TO KaTaor YCTaHOBKW KNMEHTa pe3epBHOro KONMpoBaHUs v
apxXvBUpOBaHUA. Hanpumep, ecnv UCNosb3yeTcs YCTaHOBKA KNIMEHTA No yMoJlYaHuIo, TO BBeauTe
cnenyoLLyo KoMaHay:

/opt/tivoli/tsm/cms/bin/CmsConfig.sh list
Pe3yﬂbTaTBMﬂ0ﬂHeHMﬂKOMaHﬂbIBbWﬂﬂﬂMTﬂpMMepHOTaK

Cnucok KoHpurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
MyTb onuun: /opt/tivoli/tsm/client/ba/bin/dsm.sys

®ann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

®ann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252
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« Ha komnbtoTepax knveHTa Windows BBeauTe C/ieayoLyto KOMaHay:
kamanoe_ycmaHosku_knuedma\cms\bin\CmsConfig.bat list

rOe KaTa10r_yCTAHOBKU_K/IUEHTA - 3TO KaTaslor YCTaHOBKU KIIMEHTa pe3epBHOro KOMMPOBaHUs U
apxvBMpoBaHMa. Hanpumep, eciv Ncnonb3yeTcs YyCTaHOBKA KIIMEHTA Mo YMOYaHUIo, TO BBeAUTE
criedytoLLyto KoMaHay:

C:\"Program Files"\Tivoli\TSM\cms\bin\CmsConfig.bat list
PesyanaT BbIMOJIHEHNA KOMaHAbl BbIrMaaUT NPMMEPHO TaK:

Cnucok KoHpurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BosmoxHocTu: [LOG_QUERY]
NMyTb onuui: C:\Program Files\Tivoli\TSM\baclient\dsm.opt

OGann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

OGann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Ecnu cnyx6a ynpaBneHns KnMeHTamMmmu npaBuibHO YCTaHOBNEHA U CKOH(PUIYPUPOBaHa, TO B BbIXOAHbIX
pesynbTaTax noKasaH KaTasor gavna )ypHana owmnbok.

BbIXO[HOI TEKCT U3BNEKaeTca U3 cneayoLero danna KoHpurypauuu:

« Ha komnbloTepax knneHTa Linux:
kamanoe_ycmaHoeKu_kaueHma/cms/Liberty/usr/servers/cmsServer/client-configuration.xml
« Ha komnbloTepax knneHTa Windows:

kamanoe_ycmaHoeku_kaueHma\cms\Liberty\usr\servers\cmsServer\client-configuration.xml

Ecnu B BbIXOOHbIX pe3yfibTaTax HET HY OHOM 3anucK, TO HYXKHO CKOH(MIypupoBaTb hann client-
configuration.xml. MHCTPYKLMM NO KOHMIYPUPOBAHMIO 3TOrO (haina cCMOTpUTE B pasgene
KoHdurypmposaHue cnyx6bbl ynpaBneHUs KIMeHTaMM 4151 N0SIb30BaTEIbCKUX KOHGMIypaLumii. MoxHO
ncnonb3oBatb kKoMaHay CmsConfig verify, uTobbl NnpoBepuUTH, NPABUIBHO NN CO30aHO OnpepeneHmne
y3na B anne client-configuration.xml.

KoHdmrypuposaHue LleHTpa onepauui gas Ucnosib3oBaHUs Cry>x6bl
ynpaBfieHUs KINeHTOM

Ecnu Bbl He ncnonb3oBanu Ans cnyx6obl yNpaBneHns KNMeHTOM KOHUIYpaLLMo MO YMOYaHMIO, TO HYXHO
CKOH(hurypmnpoBatb LleHTp onepauuin ons noctyna K cnyxbe ynpaBneHuns KNMeHToMm.

Mpe>xpe yeM HavaTtb

Y6enuTech, 4To cryxba ynpaBieHns KNMeHTaMmn yCTaHOBJIEHA M 3anylleHa Ha KOMMboTepe KNMeHTa.
O3HakoMbTeCh C pasfaenom “TpeboBaHus U OrpaHMYeHNs aasi CyX6bl ynpaBieHUs KIMeHToOM” Ha cTp.
143.

MpoBepbTe, UCNONb3YyeTCsa NN KOHUIypaLmus no yMmoadaHuio. KoHbMrypaums no yMonyaHuto He
MCronb3yeTcs B CiedyloWwmx ciayyasx:

« Cnyxba ynpaBneHus KIMEHTOM He UCMOoMb3yeT HOMep nopTa no ymonyaHuto (9028).

« [1ns KNMeHTa pe3epBHOrO KOMMPOBAaHMWS 1 apXMBMPOBaHMSA He ucnonb3dyeTcs IP-agpec, KOTopbIl
MCNONb3yeTcs A1 KOMNbIOTEPA KNIMEHTA PE3EPBHOr0 KONMPOBaHUSA U apxnBMpoBaHus. Hanpumep,
apyrown IP-agpec MOXeT NCNOMb30BaTbCA B CeAYOLLMNX ClyYasx:
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— B KOMMbIOTEPHOW CUCTEME YCTAHOBJIEHO ABe CeTeBble KapTbl. KNMEHT pe3epBHOro KonMpoBaHus 1
APXVMBUPOBAHUS CKOH(UIYPUPOBaH AN B3aMMOAEWCTBUS C OQHON CeTbIo, a Cnyxba ynpasBneHus
KAMeHTaMu B3aMMOEeNCTBYeT C ApYroi ceTbio.

— Ha komnbtoTepe knneHTa ncnonbsyetca DHCP. [ToaToMy KOMMbOTEPY KNMEHTA ANHAMUYECKN
Ha3HavaeTcsa IP-agpec, coxpaHeHHbIn Ha cepepe IBM Spectrum Protect Bo Bpemsa npeabiayLien
onepauum KnMeHTa pe3epBHOro KONMpPoBaHUa 1N apxmsmnpoBaHus. MNpu nepesarpyske KOMMNbroTeEpa
KNMeHTa eMy MoxeT bbiTb HasdHaveH gpyron IP-agpec. YTobbl LleHTp onepauuin Bcerga Mor HanTu
KOMMNbIOTEP KITMEHT], HYXKHO 334aTb MNO/THOE UMSA JOMEHa.

Mpouenypa

YT06bI CKOHUTYyprpoBaThb LLeHTp onepaumii ons Mcnonb3oBaHusa cyxbbl ynpaBneHnst KIIMEHTOM,

chenanTe cnepytoLlee:

1. BoibepuTe knveHTa Ha cTpaHuue KnueHTbl LieHTpa onepaumii.

2. WenkHute no CBepeHusa.

3. lLlenkHuTe no Bknaake CeoicTBa.

4. B none URL ypaneHHoOW AMarHocTuKu pasgena O6wee ykaxxute URL gng cnyx6bl ynpasneHus
KIMEHTOM Ha KOMMbIOTEPE KINEHTA.

Anpec pomkeH HaumHaTtbes ¢ https. B cnepytowen Tabnmue nokasanbl npumepbl URL yoaneHHo

ONArHOCTUKN.
Tun URL Mpumep
C numeHeMm xocTa DNS 1 nopTom no ymonuaHuto (9028) https://server.example.com
C umeHem xocta DNS 1 nopToM He No yMonyaHuto https://server.example.com:1599
C IP-agpecoMm v NOpPTOM He MO0 YMONYaHUI0 https://192.0.2.0:1599

5. HaxxMnTe kKHonky COXpaHUTb.

JanbHeuwune pencreusa

Bbl MOXeTe Nony4nTb OOCTYN K AMArHOCTUUYECKOW MH(OPMaLMK O KNneHTe (Hanpumep, K tannam
XXypHana K/iMeHTa) Ha Bknagke JuarHocTuka B LleHTpe onepauuii.

3anyck 1 oCTaHOBKA KOMMNOHEHTA cNy)6a ynpaBsieHus KNMeHTaMm

Cny>+<6a yrnpaB/1€HNUA KJIIMEHTOM aBTOMaTUYECKUN 3aNMyCKaeTCd nocie yCTaHOBKU Cﬂy>K6bI Ha KOMMbKOTEPE
KNMeHTa. B HEKOTOPbIX Cyvasax MOXeT NoHago0bMTbCA OCTaHOBUTDL U 3anyCTtnuTb cny>+<6y.

Mpoueaypa

«  YT0bbl OCTAHOBUTb, 3aMyCTUTb MU NEPE3ANYCTUTb CNYXOY yNpaBneHus KIMEHTOM Ha KOMMbOTEPAX
KnuneHTa Linux, BBEOUTE CNefyoLLYy0 KOMaHay:

« Ecnu B cucteme yctaHoBneH systemctl, BBeguTe cnepyowme KOMaHabl:

- Y106bl OCTAHOBUTL CEPBEP:
systemctl stop cms.service

- Y1o6bl 3anycTUTbL CepBep:
systemctl start cms.service

- YTo6bl NnepesanycTuTb cepeep:

systemctl restart cms.service
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- Onsa onpepgeneHnd, saanyuweH ny cepeep, BBeanTe cnegyrulyro KoMmaHay:
systemctl status cms.service

« Ecnu systemctl He ycTaHOBNEH B cUCTEMe, BBEAUTE crieaylolliye KoMaHbl:

- YT106bI OCTAHOBUTbL CEPBEP:
service cms.rc stop
- Y106bI 3anyCcTUTL CEpPBEP:
service cms.rc start
- YT06bI NEpe3anycTnTb cepBep:
service cms.rc restart
- Onsa onpepgeneHnd, aanyuweH nu cepeep, BBeanTe cnegyrulyro KoMmaHay:
service cms.rc status

« HakomnbtoTepax knneHTa Windows oTkpoinTe 0kHO Ciy»K6bl 1 OCTaHOBUTE, 3aMyCTUTE UK
nepesanyctute cnyxby IBM Spectrum Protect Client Management Services.

YpaneHue KOMNoOHeEHTa cny)X6a ynpaBneHus KIMeHTaMu

Ecnuv BaMm Bosiblue He HyXHO cobupaTb AMAarHOCTUYECKYH0 MHDOPMALLMIO O KIIMEHTE, TO Bbl MOXETe
OEeNHCTaNMMpPoBaTh CNyX0by ynpaBneHus KITMEHTOM C KOMMbOTepa KiNEeHTa.

06 aToi 3apaue

Onsa pevHctannaumm cnyxbbl ynpaBneHus KNIMEHTOM HYXHO ncnonb3oBatb IBM Installation Manager.
Ecnu Bbl 6onblie He cobupaeTech ncnonb3oBaTb IBM Installation Manager, To ero Takxe MOXHO
OeunHcTannmpoBaTth.

Mpouepypa
1. OevHcTannupynTe cnyxby ynpaBneHus KMMEHTOM C KOMMNbIOTePa KNeHTa:
a) OTkporite IBM Installation Manager:

- Ha komnbloTepe knuneHTa Linux nepengute B katanore yctaHoBku IBM Installation Manager B
nogkatanor eclipse (Hanpumep, /opt/IBM/InstallationManager/eclipse) v BBegute
CNefyoLLy0 KOMaHay:

. /IBMIM

- Ha komnbtotepe knneHTta Windows oTkponTte IBM Installation Manager us meHto Myck.
b) LLlenkHuTe no [L,eMHcTannMpoBaThb.
c) Bbibepute Cnyx6bl ynpaBneHua knueHtom IBM Spectrum Protect 1 HaxkmuTe KHoMKy Janee.
d) WenkHnTe no JeuHcTannupoBaTb 1 LWenkHuTe no FoToBo.
e) 3akpoiTe okHo IBM Installation Manager.
2. Ecnn IBM Installation Manager 6onblue He HyXXeH, TO LeUHCTaNIMpPynTe ero C KOMMbloTepa KneHTa:
a) OTkponTe MacTep aenHcTannsumm IBM Installation Manager:

- Ha komnbloTepe knneHTa Linux nepengute B katanor uninstall IBM Installation Manager
(Hanpumep, /var/ibm/InstallationManager/uninstall) u BBeguTe cnemytoulyto
KOMaHzay:

./uninstall
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» Ha komnbtoTepe knueHTa Windows wenkHute no Myck > MaHenb ynpaBneHus. Nocne aToro
WwenkHuTe no JemHcrannauua nporpamm > IBM Installation Manager > [leMHcTannmpoBarb.

b) B okHe IBM Installation Manager Bbi6epute IBM Installation Manager v HaxxMuTe KHOMKY
Danee.

C) LLlenkHnTe no [leMHcTannuposartb 1 LenkHUTe no Nrotoso.

KoHcurypuposaHue cnyx6bl ynpaBsieHUS KIMEHTOM Onsa
NoJib30BaTeJIbCKUX YCTAaHOBOK KJIMEHTA

Cnyxb6a ynpaBrieH1st KNIMEHTOM UCNoNb3yeT MHopMaLuto B haine KoHgurypaumm knnerta (client-
configuration.xml) ons obHapy»keHUs gnarHocTuyeckon nHgopmaummn. Ecnu cnyxba ynpaesneHus
KNMEHTAMKN He MOXKET 0OHAPYKMUTb NOSIOXEHME (haNOoB XYypHana, TO HYXXHO 3anyCTUTb YTUINUTY
CmsConfig, utobbl [obaBMTL KaTanor gannos xypHana B hann client-configuration. xml.

06 3Tou 3apaue

Mepef ycTaHOBKOM cnyxb6a ynpaBneHmsa KnmeHTamMmmn ybegutech, YTO MeXay KNMEeHTOM pe3epBHOro
KOMMPOBaHUSA-apXMBMPOBAHNSA 1 CEPBEPOM YCMELLHO YCTaHOBMEHO coeaguHerune. B hanne cknapa
LOBEpPEeHHbIX CEPTU(MKATOB CEPBEpPA, MCMONb3YEMOro KITMEHTOM, He byaeT cepTudnkata Secure Sockets
Layer (SSL) cepBepa, noka cuctema KimMeHTa He COeAMHNTCS C CEPBEPOM.

Ytunuta CmsConfig

Ecnu Bbl He ncnonb3yeTe KOHDUIYPaLMIO KTMEHTA N0 YMOJTYaHUIO, Bbl MOXeETe 3anyCTUTb Ha
KoMmnbloTepe knneHTa ytunuty CmsConfig, utobul 06HapyMTb KaTanor annos xypHana n fobaBuTb
ero B pavn client-configuration.xml. MNocne 3aBepleHuns KoHUrypmposaHus cnyxba
ynpaBneHns KMeHTamMmmn cMoxeT obpaltatbes K hannam xypHana KnmeHTa 1 genatb Ux 4OCTYMHbIMU ANs
6a30BbIx AMarHOCTUYECKMX OYHKLMIA B KOMMNOHeHTe LleHTp onepauui.

Mpu nomowm yTunutel CmsConfig MoXxHO Takke NOCMOTPETb KOH(MIypaumto cnyx6bbl ynpaBneHus
KJIMEHTOM M yoanuTb uMs y3na us panna client-configuration.xml.

®ann client-configuration.xml HaxoouTCs B CnefyoWwmMx KaTanorax:

- Ha komnbloTepax knueHTa Linux:
Kamanoe_ycmaHosKu_kaueHma/cms/Liberty/usr/servers/cmsServer
- Ha komnblotepax knueHta Windows:

kamanoe_ycmaHosku_knueHma\cms\Liberty\usr\servers\cmsServer

rOe KATaIor_yCTAHOBKU_K/IUEHTA - 3TO KaTaslor yCTaHOBKM K/IMEHTa pe3epBHOI0 KOMMPOBAHUS U
apX1MBUPOBaHMUS.

Ytunuta CmsConfig pacnonoxeHa B cneayrolmnx kaTanorax.

Onepau.MOHHaﬂ CUcCTeMa KJImeHTta Katanor nu uma ytunutbl

Linux Kamasoa_ycmaHoeKuU_kaueHma/cms/bin/
CmsConfig.sh

Windows kamasnoe_ycmaHoeKu_kaueHma\cms\bin
\CmsConfig.bat

[na vcnonb3oBaHua ytunutbl CmsConfig BeenuTte ntobyto KOMaHay, BKOUEHHYIO B yTUIUTY. BBoanTe
KOMaH[bl B OQHOWM CTPOKE.

Komanda CmsConfig discover
Mpw nomowm komaHabl CmsConfig discover MoxHO aBTOMATMYECKM OBHAPYKUTb (haiibl ONUMIA U
XypHanoB 1 fo6aBuTb nx B hann koHhurypaumm knmeHTa client-configuration. xml. MNocne atoro
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cnyx6a ynpaBneHust KNMeHTaMm1 CMOXXeT 0bpallaThes K haisiaM XypHana KIMeHTa v Aenatb ux
OOCTYMHbLIMU 151 AMArHOCTUKM B KOMMOHEHTe LieHTp onepaumii.

O6bIYHO YCTAHOBLLMK CNY»X0bl yNpaBneHus KNMMEHTOM aBTOMaTMYecKm 3anyckaeT komaHay CmsConfig
discover. OgHako 3Ty KOMaHZY HY>KHO 3aMyCTUTb BPYUHYHO, €CAN Bbl USMEHWUIN KIIUEHT PE3epPBHOro
KOMMPOBAHMS 1 apXMBUPOBaHUS (Hanpumep, 0o06aBUAM KAMEHTA MW U3MEHUIN KOHAUTYpaLuio cepeepa
WY KaTanor aisios XxypHana).

Y1066l cnyxba ynpaBneHua KNMeHTaMmn Morna co3fath onpepeneHune xypHana B dpanne client-
configuration.xml, HyxHO nonyunTb agpec cepeepa IBM Spectrum Protect, nopT cepeepa v nms
KNMEHTCKOro y3na. Ecnun nma yana He 3agaHo B hanne onuuin knneHTa (06bluHO dsm. sys B kKnneHTax
Linux n dsm. opt B knneHtax Windows), To MCNOMb3yeTcs MM XOCTa KOMMNbOTEPA KIIMEHTA.

[ns nsmeHeHus hanna KoHUrypaunm knmeHTa cnyxba ynpaeneHus KNneHTamMm goSIKHA UMeTb AOCTYN
K OLHOMY UNM HECKONBbKUM (hainam xypHana (Hanpumep, dsmerror.log n dsmsched. log). Ons
MonyyYeHuUst ONTUMasbHbIX PeE3ySbTaToB 3anyckanTe koMaHay CmsConfig discover B kaTanore, B
KOTOPOM Bbl 3anyckaeTe KoMaHay dsmc KnMeHTa pe3sepBHOro KONMPOBaHMWS U apXMBUPOBAHKS, U C
MCMNOJIb30BAHMEM TEX XKE NepeMeHHbIX cpefbl. Taknm 06pa3om Bbl MOXKETE NOBbICUTb BEPOSTHOCTb TOTO,
uTO BYOYT HanaeHbl NpaBubHble halibl XXypHana.

Ecnu chain onumuin KNMeHTa HaxooMTCS B NMOSb30BATENIbCKOM PACMOSIOXKEHUN MW €CIN Y HEFO HET
TUNUYHOTrO UMEHM haina onumi, Bbl TAKXE MOXeTe 3a4aTh NyTb (haiia onumin KNMeHTa, 4Tobbl CYy3UThb
obnacTtb 06HapyxeHus.

CuHTaKcmuc

»— CmsConfig discover L _J >«
configPath

MapamMeTpbl

configPath
MyTb charna onum kNneHTa (Kak npasuno, dsm.opt). 3aganTe nyTb KOHGUIypaumm, ecnu damnn
ONUMI KNMEHTA He HAXOAMUTCS B PACMOJIOKEHMM MO YMOSTYAHUIO WU ECIIN Y HErO HET UMEHM Mo
yMofiYaHuto. cnyxba ynpaBneHust KnneHTamm sarpysnT ani onuunin KMeHTa U Ha ero OCHoBe
0BHAPYXUT y3/bl U XKypPHanbl KNMeHTa. 3T0 Heoba3aTenbHbI NapameTp.

B cucteme knueHTa Linux cnyxba ynpaBneHua KnneHTamMmm Bcerga cHadana sarpyxaet ann
Nosb30BaTENbCKMX ONUUIA KNneHTa (dsm. opt), a 3aTeM UwweT hain CUCTEMHbBIX ONLUIA KNneHTa (Kak
npasuno, dsm. sys). OgHako 3HavyeHne napameTpa configPath Bcerpa saBnseTcs Gannom
Nosb30BaTENIbCKMX OMUUIA KIIMEHTA.

Mpumepbl gna kKnueHTta Linux

« O6HapyXuTb (hansbl XXypHana KIMeHTa 1 aBToMaTU4ecKn 106aBUTb OnpefeneHuns XypHanos B hainn
client-configuration.xml.

BeenuTe s katanora /opt/tivoli/tsm/cms/bin cnegytollyto komaHay:

KomaHpa:
./CmsConfig.sh discover

BbixoAHble pe3ynbTaTbl:

O6HapykeHMe KOH(GUrypaLuum U KypHaNoOB KIMEHTa.

server.example.com:1500 SUSAN
/opt/tivoli/tsm/client/ba/bin/dsmerror.log

06HapykeHne KOHDUTYpaLuM U KypHaNOB KJMEeHTa 3aBepuweHo.
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« MponseeanTe obHapyxeHue hannoB KOHMMIypaunm 1 haiios XXypHanoB, 3afaHHbIX B (haiine /opt/
tivoli/tsm/client/ba/bin/daily.opt, n aBTOMaTMueckn nobaBbTe onpeneneHns KypHanos B
tann client-configuration. xml.

BeBeguTe s katanora /opt/tivoli/tsm/cms/bin cnegytoulyto komaHay:

KomaHpa:
./CmsConfig.sh discover /opt/tivoli/tsm/client/ba/bin/daily.opt

BbixogHble pe3ynbTaTtbli:

O6Hapy*eHne KOHOUFypauun U HypHaNoB KAMEeHTa
server.example.com:1500 NO_SSL SUSAN
BosmowHocTu: [LOG_QUERY]

Nyt onuun: /opt/tivoli/tsm/client/ba/bin/dsm.sys

dann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

dann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

06HapyKeHne KOHDUTYpauuu M KypHaIOB K/MEHTa 3aBepuWeHo.

Mpumepbl pna knuenta Windows

« O6Hapyxu1Tb halnbl XKypHana KJneHTa n aBToMaTuyeckn 0obaBnTb onpeneneHms XXypHanos B ainn
client-configuration.xml.

BeenuTe ykasaHHyto Hxe koMaHay 13 katanora C: \Program Files\Tivoli\TSM\cms\bin:

KomaHpa:
cmsconfig discover

BbixogHble pe3ynbTaTbl:

O6HapykeHue KOHGUrypauuum u KypHanoB KiMeHTa.

server.example.com:1500 SUSAN
C:\Program Files\Tivoli\TSM\baclient\dsmerror.log

O6HapykeHMe KOH(GUrypaLMuM U KypHaANOB KIMEHTa 3aBepLEHO.
 Mpounseenunte obHapyxeHne hainnos KOHDUrypaumum u ainos KypHanos, 3afaHHbIX B thanne

c:\program files\tivoli\tsm\baclient\daily.opt, n aBToMaTnuecku nobaBbTe
onpeneneHns xxypHanos B dain client-configuration. xml.

BBeguTe yKasaHHYyo HUxe komaHay us katanora C: \Program Files\Tivoli\TSM\cms\bin:

KomaHpa:
cmsconfig discover "c:\program files\tivolil\tsm\baclient\daily.opt"

BbixogHble pe3ynbTaTtbl:

O6HapykeHue KOHGUrypauuum U KypHanoB KaMeHTa
server.example.com:1500 NO_SSL SUSAN
BosmowHocTM: [LOG_QUERY]

NMyTe onuui: C:\Program Files\Tivoli\TSM\baclient\dsm.opt

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

O6HapyXeHne KOHDUTypaLuM U KypHaNoB KWEeHTa 3aBepuweHo.

Komanda CmsConfig addnode
Ncnonbsynte komaHoy CmsConfig addnode, utobbl BpyyHyto 006aBUTL ONpeLeneHne KIMeHTCKOro
y3na B hann koHgurypaumm client-configuration. xml. Onpenenenue yana cooepxuT
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nHopmauuto, HeobX04MMYI0 KOMMOHEHTY cnyxba ynpaBneHmsa KMeHTamMn 4ns B3aMMOAENCTBMSA C
cepsepoM IBM Spectrum Protect.

Micnonb3ayiTe 3Ty KOMaHLY, TONbKO ecnv thain onuuii KnmeHTa uim daibl XKypHana KineHTa XpaHsaTcs
Ha KOMMbOTEpE K/TMEHTA He B KaTasiore no yMoYaHuio.

CuHTakKcuc

»— CmsConfig addnode @ — ums_yana — IP_cepBepa — nopT_cepBepa —— NPOTOKOJ_CepBepa —>

»— Kkaraior_onyuli  -»<

MapameTpbl

ums_ysna
MIMsi KNMEHTCKOTO y3na, CBA3aHHOe C hannamu xypHana. Jns 601bWMHCTBA CUCTEM KJIMEHTOB Ha
cepBepe IBM Spectrum Protect pernctpupyetcs TonbKo oguH y3en. OgHako B cuctemax ¢
HECKOJIbKMMMW NOJSIb30BaTeNs MK (HanpuMep, CUCTEMbl KNneHTa Linux) MoxeT 6bITb HECKOJbKO
KJIMEHTCKMX y3710B. 3TO 06593aTeNbHbIN NapameTp.

IP cepBepa
Appec TCP/IP cepBepa IBM Spectrum Protect, Ha KoTopoM ayTeHTUMUMpyeTcs cnyxba ynpaBneHus
KnneHTamu. 3To 0b6s13aTeNbHbIN NapameTp.

Appec TCP/IP cepBepa MOXeT cofepKaTb OT 04HOro oo 64 cMmBosioB. Agpec cepBepa MoXKeT bbiTb
nmeHem gomeHa TCP/IP unu uncnosbiM IP-agpecoM. Yncnosoi IP-agpec MoxeT 6bITb agpecom
TCP/IP v4 vnn TCP/IP v6. Agpeca IPv6 MOXHO MCMOMb30BaTb, TONbKO €C/M A1 KOMMbloTepa KIMeHTa
3apaHa onumsa commmethod V6Tcpip.

Mpumepsbl:

- server.example.com

«192.0.2.0

- 2001:0DB8:0:0:0:0:0:0
nopr_cepBepa

Homep nopta TCP/IP gna cesa3u c cepepom IBM Spectrum Protect. BBegute 3HaueHue ot 1 oo
32767. 310 0ba3aTeNbHbI NapameTp.

Mpumep: 1500

npoToKo/i_cepBepa
MpoToKon, MCMONb3yeMbIV A5l CBA3M Mexay cnyxbow ynpaBneHns KIMeHToM n cepsepom I1BM
Spectrum Protect. 3To 06513aTeNbHbIN NApaMeTp.

Bo3MoOxHbI cnepyowme 3HavyeHus.

3HaueHue | 06bAcCHeHue

NO_SSL MpoTokon 3awWwnTbl SSL He ncnonbayeTcs.

SSL MpoTokon 3awnTbl SSL ncnonbayeTcs.
FIPS MpoTokon TLS 1.2 ucnone3yetca B pexxnme Federal Information Processing Standard
(FIPS).

CoBeTt: MoXHO Takxe BBecTM TLS_1.2, ytobbl ykasaTb, YTO MPOTOKOJ UCMOMNb3YEeTCA B
pexume FIPS.

Kkarasnor_onuyuli
MonHoe uMsa Katanora canna onuuin knMeHTa. 3To obasartenbHbIN napameTp.

Mpumep (knuneHT Linux): /opt/backup_tools/tivoli/tsm/baclient/dsm.sys
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Mpumep (knneHT Windows): C: \backup tools\Tivoli\TSM\baclient\dsm.opt

Mpumep ana knmeHTa Linux

[obaBbTe onpeneneHune knmeHTckoro yana SUSAN B pavin client-configuration.xml. Cepeep IBM
Spectrum Protect, c KOTOpbIM B3aMMOOENCTBYET y3en - 370 server.example.com Ha nopTy cepBepa
1500. MpoTokon 3alwmTbl SSL He ncnonbayeTcs. MNyTb haina CUCTEMHbIX ONLMIA kKnneHTa - /opt/
tivoli/tsm/client/ba/bin/custom_opt.sys.

Beeoute ns katanora /opt/tivoli/tsm/cms/bin cnenytouyto komaHay:

Komanpa:
./CmsConfig.sh addnode SUSAN server.example.com 1500 NO_SSL /opt/tivoli/tsm/
client/ba/bin/custom_opt.sys

BbixogHble pe3ynbTaThbl:
lobaBneHue ysna.

KoHpurypauums knueHta pobaBneHa.

MNpumep pna knuenTa Windows

[obaBbTe onpeneneHne knmeHTckoro yana SUSAN B avn client-configuration.xml. Cepeep IBM
Spectrum Protect, c KOTOpbIM B3aMMOOENCTBYET y3en - 3T0 server.example.com Ha nopTy cepeepa
1500. MpoTokon 3awmThbl SSL He ncnonbayetcs. MNyTb harna onumn knneHTa - c: \program files
\tivoliltsm\baclient\custom.opt.

BeepguTe cnepytowyto komaHay ns katanora C: \Program Files\Tivoli\TSM\cms\bin:

KomaHpa:
cmsconfig addnode SUSAN server.example.com 1500 NO_SSL "c:\program files
\tivoliltsm\baclient\custom.opt"

BleOﬂ,Hble pe3ynbTaTtbl.
lobaBneHue ysna.

KoHpurypauumsa knueHta pobaBneHa.

KomaHOa CmsConfig setopt
Ncnonb3ynte komaHoy CmsConfig setopt, utobel 3apath nyTh hanna onuunin knneHTa (kak npasuno,
dsm.opt) B cyuecTeytoLlleM onpenenieHnn y3na, He YMTas cHavana cogepxumoe anna onunn KnmeHTa.

3Ta KOMaHAa MOXEeT OKa3aTbCs MosIe3HON, ecnun Yy q)aVlna oMU KNNEHTA HET CTaHOAPTHOIro UMEeHU Nnn
€CJIN OH HaXoauTCA HE B PaCnoOJIOXKEeHMK No yMOI4YaHKIO.

Tpe6oBaHue: Ecniv onpeneneHne yana He CyLLLeCTBYET, Bbl AOMXKHbI CHauana BBECTU KOMaHOy
CmsConfig addnode, 4uTobbI CO30aTh ONpepeneHmne yana.

B otnnume ot komaHabl CmsConfig discover komaHoa CmsConfig setopt He cospaeT cBsfizaHHbIE
onpepeneHus xypHanos B harne client-configuration.xml. HeobxoamMMo ncnonb30BaTh KOMaHAY
CmsComfog addlog nns cospaHus onpeneneHni XxypHana.

CuHTaKcuc

»— CmsConfig setopt — ums_yana — optPath —»«

MapameTpbl

ums_ysna
MIMs KNMEHTCKOrO y3na, CBA3aHHoe C harnnamu xypHana. 0ns 60nbWMHCTBA CUCTEM KJIMEHTOB Ha
cepsepe IBM Spectrum Protect pernctpupyetcs Tonbko ognH y3en. OgHako B cucTemMax
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HECKONbKUMM NoMb30BaTeNsMu (Hanpumep, CMCTeMbl KaneHTa Linux) MoxeT 6bITb HECKOJIbKO
KITMEHTCKMX y3/10B. 3TO 0693aTeNbHbIl NapameTp.

optPath
MonHOCTBIO 3af4aHHbIN NYThb hainna onumi KnmeHTa. 3To 06s93aTenbHbIV NapamMeTp.

Mpumep (knueHT Linux): /opt/backup_tools/tivoli/tsm/baclient/dsm.opt
Mpumep (knneHT Windows): C: \backup tools\Tivoli\TSM\baclient\dsm.opt

Mpumep pna knueHTa Linux

3apanTe nyTb tharna onumii knueHTta ana yana SUSAN. MyTb tharna onuuii knveHTa - /opt/
tivoli/tsm/client/ba/bin/dsm.opt.

BeepuTe ns katanora /opt/tivoli/tsm/cms/bin cneaytoulyto komaHay:

KoMmaHpa:
./CmsConfig.sh setopt SUSAN /opt/tivoli/tsm/client/ba/bin/dsm.opt

BbixogHble pe3ysbTaTbl:

lobaBneHne KOHOUTrypauuoHHOro thamna ysna.

3aBepweHo pobaBneHne Ganna KOHOUrypauum KaveHTa.

MNpumep pna knuenTa Windows

3apanTe nyTb havina onunin knueHTa ana yana SUSAN. MNyTb danna onumi knneHTa - ¢ : \program
files\tivoli\tsm\baclient\dsm.opt.

BBepguTe ykasaHHyH HUxe koMmaHay n3 katanora C: \Program Files\Tivoli\TSM\cms\bin:

Komanpa:
cmsconfig setopt SUSAN "c:\program files\tivoli\tsm\baclient\dsm.opt"

BbixogHble pe3ynbraTbl:

[obaBneHne KoHOUrypauuoHHoro tdamna ysna.

3aBepweHo fobaBneHve (anna KOHOUTrypauum KaveHTa.

Komanoa CmsConfig setsys

B cnyyae cuctembl knmeHTa Linux ncnonesymnte komaHaoy CmsConfig setsys, utobbl 3apath nyTh
tharina cucTeMHbIX onumii KnneHTa (Kak npaBuio, dsm. sys) B CYLLECTBYIOLWEM OnpeaeneHnn yana, He
YNTaqa CHa4asla coaepxmnmoe q)ana CNCTEMHDbIX OﬂLLMVI KJTMeHTa.

JTa KOMaH[a MOXET OKasaTbCs NOJSIE3HON, eCu Yy q)aﬁlna CUCTEMHbIX OMUNIA KNMEHTa HeT CTaHOAPTHOIo
UMEHU NN eCiihi OH HaxognTCA He B PAaCnOJIOXXEeHUN MO YMOJTYaHUIO.

Tpe6oBaHue: Ecnv onpeneneHne yana He CyLLLECTBYET, Bbl AOMKHbI CHauana BBECTU KOMaHOy
CmsConfig addnode, uTobbl co3paTh onpenenerHmne ysna.

B otnnume ot komaHabl CmsConfig discover komaHpa CmsConfig setsys He cos3paeT cBA3aHHbIe
onpeneneHns xypHanos B channe client-configuration.xml. Heobxopnmo ncnonb3oBaTb KOMaH4y
CmsComfog addlog nns cospaHus onpeneneHnii XxypHana.

CuHTakcuc

»— CmsConfig setsys — ums_yana — sysPath -»«
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MapameTpbl

ums_ysna
MIMs KNMEHTCKOrO y3na, CBA3aHHoe C hannamu xypHana. 0ns 60nbWMHCTBA CUCTEM KJIMEHTOB Ha
cepsepe IBM Spectrum Protect pernctpupyetcs Tonbko oguH y3en. OgHako B CMCTeEMax €
HECKOJIbKMMM NOJIb30BaTeNsa MM (HanpmuMep, CUCTEMbI KNneHTa Linux) MoXeT 6blTb HECKOJBbKO
KJTMEHTCKMX y310B. 3T0 06s13aTeNbHbIN NapameTp.

sysPath
MOMHOCTBIO ONpPeaeneHHbIA NyTb KIMEHTCKOro ansia CUCTEMHbIX ONUMIA. 3TO 06A3aTeNbHbIN
napameTp.

Mpumep: /opt/backup_tools/tivoli/tsm/baclient/dsm.sys

Mpumep

3apanTe nyTb hanna CUCTEMHbIX ONuUUi KnneHTa ansa yana SUSAN. MNyTb onsg knueHTcKoro darna
cucTeMHbix onuui: /opt/tivoli/tsm/client/ba/bin/dsm.sys.

BeeguTe us katanora /opt/tivoli/tsm/cms/bin cneaytoulyto komaHay:
KoMmaHpa:
./CmsConfig.sh setopt SUSAN /opt/tivoli/tsm/client/ba/bin/dsm.sys

BbixogHble pe3ynbTaTbl:

[lobaBneHne KOHOUTrypauuoHHoro thamna ysna.

3aBepweHo pobaBnieHve (anna KOHGUrypauuu KaveHTa.

KomaHOa CmsConfig addlog

Ncnonb3ynte komaHoy CmsConfig addlog, utobbl BpyyHyto f06aBUTE KaTanor hainnoB xypHanoB
K/TMeHTa B CyLLEeCTBYIOLLEE onpeaeneHne yana B thanne koHdgurypaumm client-configuration. xml.
Mcnonb3yinTe aTy KOMaHAY, TOJIbKO eCnu (haiibl XypHana KMeHTa XPaHsATCa Ha KOMMbOTEPE K/IMEeHTa He
B KaTasore no yMOM4YaHuo.

Tpe6oBaHue: Ecnv onpeneneHne yana He CyLLLeCTBYET, Bbl AOMXHbI CHauana BBECTU KOMaHOy
CmsConfig addnode, 4uT0bbI CO30aTh ONpepeneHmne yana.

CuHTaKcuc
»— CmsConfigaddlog — ums_yana — karaior_wypHaia  —»
L A3k — ¢popMar_0arel — ¢popMaT_BpemeHU  — KOOUPOBKA J
MapameTpbl
umsi_ysna

MIMst KNMEHTCKOrO y3na, CBA3aHHoe C harnnamu xypHana. Ons 60nbWMHCTBA CUCTEM KJIMEHTOB Ha
cepsepe IBM Spectrum Protect pernctpupyetcs Tonbko oguH y3en. OgHako B CMCTeMax €
HECKOJIbKMMM NOJIb30BaTeNs MM (HanpmMMep, CUCTEMbl KNneHTa Linux) MoxeT 6bITb HECKOJBbKO
KJTMEHTCKMX y310B. 3T0 06s13aTeNbHbIN NapameTp.

Karanor_xypHaia
MNMonHoe nms katanora annaos xypHana. 3To 0b6s3aTenbHbIM NapaMeTp.

Mpumep (knueHT Linux): /opt/backup_tools/tivoli/tsm/baclient/dsmerror.log
Mpumep (knmeHT Windows): C:\backup tools\Tivoli\TSM\baclient\dsmerror.log
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JTokanb f3bIKa haina xxypHana. 310 HeobsisaTeNbHbIN napamMeTp. OLHAKO eC/iv 3TOT NapameTp
3a[aH, TO HYXKHO TaK»e 3a4aTb napameTpbl lopMaT_aaThl, JopMaT_BpeMeHU 1 KOgUPOBKa. HyxKHO

3a4aTb JIOKaJin oNna cnenyroumnx A3blKoB:

SA3bIK HauuoHanbHas Bepcusa
Bpasnnbcknin NoOpTyranbCKuin pt_BR
KnTanckuim ynpoLLeHHbIN zh_CN
KnTanckum TpaamnuMOHHbIN zh_TW
Yewckum cs_Cz
AHMTNNCKNIA en_US
®paHuy3ckui fr_FR
Hemeukunn de_DE
BeHrepckum hu_HU
NTanbsaHcKun it IT
AnoHCcKuM ja_JP
Kopewnckui ko_KR
Monbckuni pl_PL
Pycckui ru_RU
McnaHckun es_ES

chopmart_oarbi

dopmart paTthbl 3anncert OTMETKM BPEMEHU B (harne XypHasa KiMeHTa. 3To Heobs3aTenbHbIn
napameTp. OfHaKO ecnu 3TOT NapameTp 3afaH, TO HYXXHO TaKXe 3af4aTb NapameTpbl A3bIK,

thopmaT_BpeMeHu 1 KOAMPOBKaA.

B cnepytowen Tabnvue nepeuncnensl opmathbl 4aTbl A1 A3bIKOB.

CoBeT: BmecTo TOro, 4tobbl MCNoNb30BaTh (hopMaThl AaT, NepeyncneHHble B Tabnuue, MOXHO 3a4aThb
topmart pgatbl npu nomowm onumn dateformat knneHTa pesepBHOro KonMpoBaHus

apXMBUPOBaHHUS.

fA3bIk dopmar partbl
Kntanckuin ynpoLLeHHbIN yyyy-MM-dd
KnTanckum TpagmumMOHHbIN yyyy/MM/dd
Yewckuii dd.MM.yyyy
AHTMNCKNIA dd.MM.yyyy
dpaHLy3CKMil dd/MM/yyyy
HeMeLkunii dd.MM.yyyy
BeHrepckuit yyyy.MM.dd
NTanbsHCKMi dd/MM/yyyy
AnoHCcKnM yyyy-MM-dd
Kopeiickuii yyyy/MM/dd
MonbCKuii yyyy-MM-dd
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A3bIK ®dopmar garbl
BpasunnbCcknii NOpTyranbCcKun dd/MM/yyyy
Pycckui dd.MM.yyyy
NcnaHckum dd.MM.yyyy

thopmar_spemeHu
dopmMaT BpeMeHu 3anmcen 0TMETKM BpeMeHn B dansie XypHana KineHTa. 370 HeobsasaTeNbHbIN
napameTp. OgHaKo ecnu 3TOT NapaMeTp 3afaH, TO HYXKHO TaKxKe 3a4aTb NapaMeTpbl A3bIK,
thopMaT_paTthl 1 KOAUPOBKA.

B CJ'IeJJ,yIOLLI,eIZ Tabnuue npueeneHbl NpuMepbl dJOpMaTOB BpeMeHN No ymon4aHmo, KOTopble MOXHO
YKa3aTb An4a pa3ninvHbliX onepaumMoHHbIX CUCTEM KJTUEHTA.

CoseT: BMecTo TOro, 4tobbl MCNOb30BaTb q)OpMaTbI BpeMeHu, nepevyncyieHHble B Tabnuue, MOXHO
3a4aTb dJOpMaT BpeMeHU npum nomoLwm onunmn timeformat knneHTa pe3epBHOro KonMpoBaHMAa 1

apX1MBUPOBaHMS.
fA3bIK dopmar BpemMeHu gns dopmat BpeMeHu pNs KIIMEHTOB
KNnueHToB Linux Windows
Kntanckui ynpoLLeHHbIN HH:mm:ss HH:mm:ss
Kutanckuii TpaguumMoHHbin - |HH:mm:ss ahh:mm:ss
Yewckumm HH:mm:ss HH:mm:ss
AHrANNCKUI HH:mm:ss HH:mm:ss
®paHuy3ckui HH:mm:ss HH:mm:ss
Hemeukunn HH:mm:ss HH:mm:ss
BeHrepckui HH.mm.ss HH:mm:ss
NTanbaHcKunn HH:mm:ss HH:mm:ss
AnoHcKnM HH:mm:ss HH:mm:ss
Kopenckui HH:mm:ss HH:mm:ss
Monbckunm HH:mm:ss HH:mm:ss
Bpasunbckuin nopTyranbckmin |HH:mm:ss HH:mm:ss
Pycckun HH:mm:ss HH:mm:ss
NcnaHckui HH:mm:ss HH:mm:ss
KodupoBKa

KoanpoBKka CMMBOJIOB 3anucel B hane xxypHana KnveHTa. 3To HeobsisaTenbHbIN napameTp. OgHako
€Cnn 3TOT NapamMeTp 3afaH, TO HYXXHO TakXKe 3afaTb NapameTpbl A3blK, hopMaT_aaThl U
thopmaT_BpeMeHu.

O6bluyHasa koampoBKa ans knmeHTos Linux - UTF-8. nsa knneHToB Windows 3Ha4eHMs KogMpPOBKK Mo
YMOMYaHWIO NpUBELEHbI B cnepytowen Tabnuue. Ecnm cuctemMa KnneHTa HacCTpoeHa nHave, To
MCMNOJIb3yNTe NapaMeTp KOAUPOBKA, UTOObI 3aaTb 3HAUYEHMWE HE MO YMOSTYAHMIO.

SA3bIK Koguposka
KWTanckuim ynpoLLeHHbIN CP936
Kntanckum TpagmnumMOoHHbIN CP950
Yewwckmnn Windows-1250
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SA3bIK Koguposka
AHrANNCKUI Windows-1252
®paHuy3cKkui Windows-1252
Hemeukunn Windows-1252
BeHrepckui Windows-1250
NTanbaHckui Windows-1252
AnoHCcKuM CP932
Koperickni CP949
Monbcknia Windows-1250
Bpasnnbcknini NoOpTyranbCKuin Windows-1252
Pycckui Windows-1251
McnaHckui Windows-1252

MNpumep gna knueHTa Linux

[obaBbTe pacnonioxeHuve arna xypHana KfMeHTa B CYLLEeCTBYOLLEe onpefeNieHne KIIMEHTCKOro y3a
SUSAN B tharne client-configuration.xml. MyTb chaina xypHana knueHTa - /usr/work/logs/

dsmerror.log. [lobaBbTe cneundmrkaLmio 93bika, hopMaT BpeMeHu 1 hopmart aat ansa ppaHLy3CKon

niokanu.

Beeoute ns katanora /opt/tivoli/tsm/cms/bin cnenytouiyto komaHay:

Komanpa:
./CmsConfig.sh addlog SUSAN /usr/work/logs/dsmerror.log fr_FR yyyy/MM/dd
HH:MM:ss UTF-8

BbixogHble pe3ynbTaTbl:

LllobaBneHne wypHana.

3aBepweHo pobaBrieHve kypHana.

MNpumep pna knuenTa Windows

[obaBbTe pacnonioxeHve arina )XypHana KIIMeHTa B CYLLECTBYIOLLEE ONpefeNieHre KIIMEHTCKOro y3ra
SUSAN B dharine client-configuration.xml. MyTb channa xxypHana knneHta - ¢ : \work\logs
\dsmerror.log. lobaBbTe cneumndurkaumio a3bika, hopMaTt BpeMeHu 1 hopmaTt gaT ans hpaHLy3CKon
JloKanu.

BBepguTe ykasaHHyH HUxe koMmaHay ns katanora C: \Program Files\Tivoli\TSM\cms\bin:
KomaHpa:

cmsconfig addlog SUSAN c:\work\logs\dsmerror.log fr_FR yyyy/MM/dd HH:MM:ss
UTF-8

BbixogHble pe3ynbTaTtbl:

[llo6aBneHve xypHana.

3aBepweHo pobaBneHve wypHana.

Komanoa CmsConfig remove

KomaHpoa CmsConfig remove ypanseT onpepeneHue KIMEHTCKOro y3na ns anna KoHgurypaumm
knueHTa client-configuration.xml. YpanatoTca TakyKe BCe 3anuncu B halne XypHana, CB3aHHble C
NMEHEM KJIMEHTCKOrO y3na.
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CuHTakcuc

»— CmsConfig remove  — umsa_y3na -»<

MapameTpbl

ums_ysna
IMA KNIMEeHTCKOro y3na, CBA3aHHoe ¢ tharnamu xxypHana. [11a 60MblUMHCTBA CUCTEM KJIUEHTOB Ha
cepeepe IBM Spectrum Protect pernctpupyeTcs TonbKo oaunH y3en. OgHako B cucTemMax c
HECKONbKUMM NOMb30BaTeNAMN (Hanpumep, CMCTEMbI KNneHTa Linux) MoxeT 6bITb HECKOJIbKO
KNMEHTCKMX y3/10B. ITO 0693aTeNbHbIl NapameTp.

Mpumep pna knuexTa Linux
YoanuTtb onpegeneHue yana SUSAN us canna client-configuration.xml.
BeepguTe ns katanora /opt/tivoli/tsm/cms/bin cnepytouyto komaHay:

KomaHnpa:
./CmsConfig.sh remove SUSAN

BbixogHble pe3ynbTaTtbl:

YpaneHve ysna.

YoaneHve ysna 3aBepleHo.

MNpumep pna knueHta Windows
YoanuTtb onpegeneHue yana SUSAN us canna client-configuration. xml.
BBepguTe ykasaHHyt HUxe komaHay ns katanora C: \Program Files\Tivoli\TSM\cms\bin:

KomaHpa:
cmsconfig remove SUSAN

BbixogHble pe3ynbTaTtbl:

YpaneHue ysna.

YpaneHve ysna 3aBepleHo.

Komanoa CmsConfig verify

KomaHpa CmsConfig verify nposepseT, npaBuibHO N1 CO30aHO onpeneneHne yana B hanne
client-configuration.xml. Ecnu 6ynyT obHapy»keHbl OWwnbKK, CBA3aHHbIE C ONPeLeNeHneM y3na
WY eCnv y3es 3afaH HenpaBuiibHO, Bbl OMKHbLI UCMPABUTL ONpeaeneHme y3na npmu nomMoLm
COOTBeTCTBYOWMX KOMaHa CmsConfig.

CuHTakcuc

»— CmsConfig verify — ums_y3na L J >
nopt_cms

MapameTpbl

ums_ysna
IMA KNIMEeHTCKOro y3/a, CBA3aHHoe ¢ thainamu xxypHana. [11a 60MblUMHCTBA CUCTEM KJIUEHTOB Ha
cepeepe IBM Spectrum Protect pernctpupyeTcs TonbKo oauH y3en. OgHako B cucTemMax ¢
HECKONbKUMM NoNb30BaTeNaMn (Hanpumep, CMCTeMbl KnneHTa Linux) MoxeT 6bITb HECKOJIbKO
KNMEHTCKMX y3/10B. ITO 0693aTeNbHbIl NapameTp.
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nopt_cms
Homep nopta TCP/IP gna cesasu ¢ cnyxba ynpaBneHus knmeHtamu. Ecnm Bo Bpemst yCTaHOBKM
KOMMOHeHTa cnyxba ynpaBneHust KIMeHTamMm Bbl HE UCMOMb30BaIM HOMEpP NopTa Mo YMOIYaHUIO,
yKaxkute HoMep nopta. Homep nopta no ymonuaHuto - 9028. 3T1o Heobs3aTeNbHbIN NapamMeTp.

Mpumep ana knmeHTa Linux
YbenuTtbces, uto onpepenexuve yana SUSAN npaBunbHo cospaHo B channe client-configuration. xml.
Beeoute ns katanora /opt/tivoli/tsm/cms/bin cnenytouyto komaHay:

KomaHpa:
./CmsConfig.sh verify SUSAN

Bo BpeMsi npoBepKu Bac NonpocsAT BBECTU MMSA KIIMEHTCKOro y3na nnu ID agMuHUCTpaTopa 1 naposib.

BbixogHble pe3ynbTaTtbl:

lpoBepka y3na.

MpoBepka KoHhurypauuun cnyxbel CMS pns ysna SUSAN.
Kongurypauma CMS npaBunbHas.

NpoBepka npaBuibHOCTU paboTel cnyxbel CMS Ha nopTty 9028.

Beeante Baw ID nonb3oBaTena: admin
BBeguTe Baw naponb:

YcTaHaBAMBaeTCca coefuHeHue co cnyxboit CMS M NpoBepsiTCSA pecypchl.

Cnywba CMS paboTaeT npaBuUbHO.
3aBepwaeTcs npoBepka ysna.

MNpumep pna knueHta Windows
YbeouTbes, 4To onpepeneHme yana SUSAN npaBunbHo co3paHo B thanne client-configuration. xml.
BBennTe ykasaHHyto HMxe koMmaHay u3 katanora C: \Program Files\Tivoli\TSM\cms\bin:

KomaHppbl:
cmsconfig verify SUSAN

Bo Bpemsa npoBepKu Bac NONpPOCAT BBECTU UMSA KIIMEHTCKOro y3na uin ID agMuHmucTpartopa v naposb.

BbixogHble pe3ynbTaTbl:

NpoBepka y3na.

MpoBepka KoHdUrypauun cnywbel CMS pns ysna SUSAN.
KoHpurypauma CMS npaBunbHas.

MpoBepka npaBunbHOCTM paboTbl cnywbel CMS Ha nopTy 9028.

BeeguTte Baw ID nonb3oBaTena: admin
BBeguTe Baw naponb:

YcTaHaBnuBaeTca coeauHeHue co cnywboi CMS v npoBepsnTCs pecypchl.
Cnyxba CMS paboTaeT npaBWSIbHO.
3aBepwaeTcs nposepka ya3na.

Komanoa CmsConfig list
KomaHnpa CmsConfig list nokasbiBaeT kKoHurypauuto cnyxbol ynpaBneHus KIMeHTOoM.

CuHTakcuc

»— CmsConfig list —»«
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Mpumep pgna knueHTa Linux

MokasaTb KOH(Urypaumto cnyx6bl ynpaBieHus KIMeHToM. MNocne 3Toro NpocMoTpUTE BbIXOAHbIE
pesynbTaThl, YTObbl yBeanTbes, YTo KOMaHAa BBeAeHa NpaBusibHO.

BeeguTe us katanora /opt/tivoli/tsm/cms/bin cneaytoulyto komaHay:

KoMmaHpa:
./CmsConfig.sh list

BbixogHble pe3ynbTaTtbl:

Cnucok KoHpurypauum CMS
server.example.com:1500 NO_SSL SUSAN
BosmoxHocTu: [LOG_QUERY]
Nytb onuun: /opt/tivoli/tsm/client/ba/bin/dsm.sys

Oann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

MNpumep pna knueHta Windows

MokasaTb KOH(Urypaumto cnyx6bl ynpaBieHus KIMeHToMm. MNocne 3Toro NpocMoTpUTE BbIXOAHbIE
pesynbTaThl, 4TOObl y6eauTbes, YTo KOMaHaa BBeAEeHa NpaBuIibHO.

BBepguTe ykasaHHyt HUxe komaHay ns katanora C: \Program Files\Tivoli\TSM\cms\bin:

KomaHpa:
cmsconfig list

BbixogHble pe3ynbTaTtbl:

Cnucok kKoHpurypauum CMS

server.example.com:1500 NO_SSL SUSAN
BoamoxHocTu: [LOG_QUERY]
MyTe onuun: C:\Program Files\Tivoli\TSM\baclient\dsm.opt

Gann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmerroxr.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Gann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Komanoa CmsConfig help

Ncnonb3ynTte komaHay CmsConfig help, utobbl yBMaeTb CMHTaKCUC KOMaHA yTuanTbl CmsConfig.

CuHTaKcmuc

»— CmsConfighelp >«

Mpumep pna knueHTa Linux

BeepguTe ns katanora /opt/tivoli/tsm/cms/bin cneaytouiyto komaHay:

./CmsConfig help

Mpumep pna knuenta Windows

BBepguTe ykasaHHy Huxe komaHay n3 katanora C: \Program Files\Tivoli\TSM\cms\bin:

CmsConfig help
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,qonOﬂHUTeﬂbele BO3MOXHOCTU KOMNOHEHTA cnym6a ynpasJieHUs KJiiueHramu

Mo ymonuaHuto, komnoHeHT IBM Spectrum Protect cnyxk6a ynpaBneHusa knmeHTamMmmn cobupaet
MHopMaLUIO TONBKO 13 hansioB XypHaNoB KaveHTa. YTobbl MHMLUMMPOBATb ApYyrie AeCTBUS KITUEHTa,
MOXHO nonyunTb gocTyn K API Representational State Transfer (REST), BKNtOUeHHOMY B KOMMOHEHT
cnyxba ynpaBneHus KnneHTamu.

PaspaboTumk API MoxeT co3gaTb npunoxeHua REST, utobbl MHNMUMMPOBATbL Crieayolne OencTBus
KNneHTa:

« 3anpocuTb 1 06HOBUTH halnbl onuuii KnMeHTa (HanpuMep, hain dsm. sys Ha knneHTax Linux v chann
dsm.opt Ha knneHTax Linux n Windows).

« 3anpocuTtb cocTosiHue gemona client acceptor n nnaHmposwmka IBM Spectrum Protect.
- Co3patb pe3epBHble KOMuKM (hansioB 1 BOCCTAHOBUTL (hansbl AN KIMEHPTCKOro y3na.

* PacwmpunTb BO3MOXHOCTU KOMMNOHEHTA cny>+<6a ynpaBneHna KJIMeHTaMun C UCnoJib30BaHNEM
CLUueHapues.

MonpobHyto nHopmMaLmio o cnyxxba ynpasneHusa knueHTamun REST API cmoTpuTe B nybnumkauum Client
Management Services REST API Guide (PykoBoactso no REST API cnyx6 ynpaBneHus KNneHTa).
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JOuarHocTtuka LleHTpa onepauuii

naea 12. YcTpaHeHUe HeNonapoK YCTAaHOBKMU
LleHTpa onepauuu

Ecnu B npouecce ycTaHoBKM LleHTpa onepauumii BosHUKAeT Npobnema, KOTOpyHo Bbl HE MOXKeTe PeLunTb,
Bbl MOXETEe MONCKATb BOSMOXHOE PelleHne B ONMUCAHMSIX Y)Ke U3BECTHbIX Mpobrem.

Kutackun, ANOHCKUNA MU KOpeuckui wpudtbl HeNpaBUIbHO
BbIBOAATCS

Kntanckumi, SNOHCKMIA U KOPENCKUI WPUDTLI HEMNPaBUIbHO BbIBOASTCA B KOMAOHEHTe LIeHTp
onepauun B Red Hat Enterprise Linux 5.

PeweHue
YcTaHOBUTE cnefytole nakeTbl WpnhToB (MX MOXHO nonyuntb oT Red Hat):

« fonts-chinese
- fonts-japanese
« fonts-korean
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DeunHcTtannguus LieHTpa onepauuit

MnaBa 13. YpaneHue KoMnoHeHTa LLeHTp onepauumn

LleHTp onepaLmii MOXHO AeVHCTaNIMpoBaTh NtobbiM U3 CrieayroLmMx MeTOAO0B: rpatuyecKmii MacTtep,
KOMaHHasa CTPOKa B PEXMUME KOHCONN UK pexunm 6e3 BbiBoga cOobLLEHWNNA.

OeunHctannauua LLeHTpa onepauuit npu noMowm rpachuyeckoro
MacTepa

LleHTp onepauunini MOXHO AeMHCTanInMpoBaTb Npu noMowm rpadmyeckoro mactepa IBM Installation
Manager.

Mpouenypa
1. OtkponTe IBM Installation Manager.

B kaTanore, B KoTopoM ycTaHoBsneH IBM Installation Manager, nepengute B nogkatanor eclipse
(Hanpumep, /opt/IBM/InstallationManager/eclipse) v BBeguTe CNeayowyo KOMaHay:

./IBMIM

2. WenkHuTe no AleMHcTannupoBarthb.

3. BoibepuTe onuumto gns LieHTpa onepauunn n HaxkmuTe kHonky Oanee.
4. UlenkHnTe no J,eMHCTannMpoBaTh.

5. WenkHute no FotoBo.

OeuHctannauua LLeHTpa Ol'lean,VIﬁ B pe>XXnMme KOHCOJIn

Y106bI BevHcTannmposaTh LLleHTp onepaumii ns KOMaHAHON CTPOKM, 3anyCTUTE NPOrpaMmy
feviHcTannaumm IBM Installation Manager n3 koMaHOHOW CTPOKM, yKasaB napameTp 419 pexunma
KOHCONN.

Mpouenypa
1. B katanore, B KOTOpoM ycTaHoBneH IBM Installation Manager, nepengnte B cnegyowmii nogKaTanor:
eclipse/tools
Hanpumep:

/opt/IBM/InstallationManager/eclipse/tools
2. B katanore tools BBeaMTE CNemyoLLYy0 KOMaHAY:
./imcl -c
. na penHctannauuu eeeauTe 5.
. BbibepuTte pevHcTannsaumto B rpynne naketos IBM Spectrum Protect.
. BBeanTe N (Next - Janee).
. BbibepuTe gevHcTannsunio naketTa KOMNoHeHTa LleHTp onepaumii.
. BBeanTe N (Next - Janee).
. BBegute U (Uninstall - OenHcTtannaums).
. BBeauTe F (Finish - loToBO).

O 00 N O O AW
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OeunHctannauua LleHTpa onepauuii B pe>kume 6e3 BbiBoga
coob6weHum

YT06bI memMHCcTanNnMpoBaTh LleHTp onepauuii B pexurme 6e3 BbiBoAa COOBLLEHMIA, 3aNyCTUTE NPOrpaMMy
deviHcTannsauum IBM Installation Manager ns KOMaHOHOW CTPOKM, YKasaB NapameTpbl oas pexuma 6es
BblBOJA COObLLEHUN.

Mpe>xkpe yueM HauaTtb

Bbl MOXeTe ncnonb3oBaTth (havin 0TBETOB, UTOObI 3a4aTb BXOAHbIE AaHHbIE 419 AeVHCTaNnNaumMm cepeepa
LeHTpa onepauun B pexxume 6e3 BoiBoga coobieHnin. IBM Spectrum Protect conep»uT npumep arnna
oTBeToB, uninstall_response_sample.xml, B kaTanore input B ToM MecTe, kyaa 6bin pacnakosaH
nakeT yCTaHOBKMW. ITOT (harin COLEPXKNUT 3HAYEHMS MO YMONYAHUIO, KOTOPble NOMOryT BaM n3bexaTb
HEHYXHbIX NpeaynpexaeHnin.

Y706kl LevHCcTannnMpoBaThb LleHTp onepaumit, ocTaBbTe 3agaHHoe 3HadeHne modify="false" gns
3anucu LleHTpa onepauuii B haline oTBETOB.

Ecnu Bbl XOTUTE HaCTpOUTb (haiin OTBETOB, Bbl MOXETE U3MEHUTb ONLMKU, COAepKalLmecs B harnne.
NHopmaumio o harinax oTBETOB CMOTpUTE B pasgene Pannbl OTBETOB.

NMpouenypa
1. B kaTtanore, B KOTOpoM ycTaHoBneH IBM Installation Manager, nepeiigunte B cnegyowmii nogKaTanor:
eclipse/tools
Hanpumep:
/opt/IBM/InstallationManager/eclipse/tools

2. B katanore tools BBeauTe CredyoLLyt0 KOMaHAY, rae ¢allsl_oTBeToB - 3TO NOMHOE MMS (hanna
OTBETOB:

./imcl -input ¢aln_omeemos -silent
Mpumep kOMaHabI:

./imcl -input /tmp/input/uninstall_response.xml -silent
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OTkart LleHTpa onepauuit

Fnaea 14. OTkaT K npepbipywen sepcumn LleHTpa
onepawuum

Mo ymonuaHuio IBM Installation Manager coxpaHseT npeabiaylime BeEpPCUmM NAaKeTOB A5 BbINOTHEHUS
oTKaTa, ecnu ¢ bonee No3gHMMM BepcusMmn 06HOBNEHUI, UCMPABIEHUI UKW MAKETOB BO3HMKAET
npobnema.

Mpe>xpe yeM HayaTtb

(DyHKLI,VIﬂ OTKaTa A0CTYMNHa TOJ1IbKO nocrne obHoBNEHMS LleHTpa OﬂepaLLMVI.

06 aTou 3apaue

Ecnun IBM Installation Manager BbinonHAeT 0TKaT NakeTa 40 NpeablayLern Bepcun, To TeKyLas Bepcus
thannoB nakeTta gemHcTannnpyeTcs, a bonee paHHAs Bepcusi nepeycTaHaBIMBaeTCs.

YT06bI BBINOMHUTL OTKAT K Npeabiaywen sepcum LeHTpa onepauuni, IBM Installation Manager
HeobxoauM [OCTyN K hannam ans aTon Bepcuu. Mo yMonyaHuo 3TU haibl COXPaHATCA MPU KaXLoM
ouvepenHol ycTaHOBKe. MOCKONbKY YMCIO COXPaHEHHbIX (haliioB yBENMUYMBAETCS C KaXOom
YyCTaHOBNEHHOW Bepcuei, BaM MoxeT NnoTpeboBaTbCs yaansiTb 3TU (hansibl U3 CUCTEMbI B COOTBETCTBUM C
pacnvcaHneM. OgHaKo ecnu Bbl yaansieTe 3Tu (aiinbl, Bbl HE CMOXETE BbIMOMHUTL OTKAT Ha

npeabloyLLyto Bepcuto.

Y706kl yOanuMTb COXpaHeHHble halisibl UM U3MEHWUTb Balll NPeAnoYTeHNss OTHOCUTENbHO COXPaHEeHUs!
3TUX hannos B ByayLMX YCTaHOBKAX, BbINOSIHUTE crnepyowme LencTBums:

1. B IBM Installation Manager BbibepuTe @aiin > NMpeanouteHus.
2. Ha cTpaHuue MNMpepnouteHus wenkHuTe no Maitnbl AN oTKaTa ¥ YKaXnte CBOU NPefnoyTeHms.

Mpouepnypa

« YT10bbI BBINOMHUTbL OTKAT K Npeablaylen Bepcum LleHTpa onepaunin, ucnonbsynte dgyHkumo OTKaT
nporpamMmbl IBM Installation Manager.
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MpunoxxeHue A. Pannbl XXKypHana yCTaHOBKMU

Ecnu B npoLiecce yCTaHOBKM BO3HUKAKOT OWINOKM, TO OHW 3anm1CbIBAKOTCS B (Daliibl XXypHana, KoTopble
HaxopsATca B Katanore xypHanos IBM Installation Manager.

Bbl MoxeTe npocMoTpeTh haisibl XXypHana ycTaHOBKY, Bbibpas daitn > MpocMoTpeThb XKypHan B
nHcTpymeHTe Installation Manager. YTtobbl BbinonHUTL cbop 3TMx halnoB xypHana, Bbibepnte CnpaBka
> JKCNOPT JAHHbIX AJ1S aHanu3a npobnem B MHcTpymeHTe Installation Manager.
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NMpuno>xeHue B. CneunanbHblie BO3MOXXHOCTU ANA
ceMmenctea npogykrtos IBM Spectrum Protect

CneumanbHble BO3MOXHOCTY NOMOratoT NOMb30BaTENIO C (PU3MUYECKUMUN HeJoCcTaTKaMu, HanpruMep, ¢
OrPaHNYEHHOM NOLBUMXHOCTbBIO UM C HEAOCTAaTKaMM 3PEHUS, C YCNEXOM MOJSIb30BaTbCS NPOAYKTaMM
MH(OPMALMOHHbIX TEXHOSIOTUA.

0630p

MpoayKThl cemelicTBa IBM Spectrum Protect noaaepxusatoT crnefytole OCHOBHbIE CneLlnanbHbie
BO3MOXHOCTH:

« PaboTa C cnosib30BaHMEM TOMbKO KJlaBUaTypbl
« Onepauun C UCNOJIb30BAHUEM MPOrPaMMBbl 4SS YTEHMS UH(OPMaLUN C 3KpaHa

CemencTtBo npoaykToB IBM Spectrum Protect ncnonbayet HoBenwmin ctaHgapt W3C, WAI-ARIA 1.0
(www.w3.org/TR/wai-aria/), uTobbl obecneunTb cooTBeTCTBME pasgeny US Section 508 (www.access-
board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/
section-508-standards) n pekomeHgauunsim no gocTynHoctn Beb-copepxkmmoro (Web Content
Accessibility Guidelines (WCAG) 2.0 (www.w3.0rg/TR/WCAG20/). YTobbl BOCNONb30BaTLCS
npenmyLLecTBaMm cneymasbHbiX BO3MOXXHOCTEN, BO3bMUTE NOCNEAHWI BbIMyCK Ballel Nporpammsl
yTeHMa MHopPMaLLMK C 3KpaHa K nocneaHuin Beb-6paysep, Noanep:KMBaemMblii NPOLAYKTOM.

L OKyMeHTaumsa No NPOAYKTY B LLeHTpe 3HaHui IBM BkNtoUeHa ANns NOOAEPXKKM CneunanbHbIX
BO3MOXHOCTeN. CrneunanbHble BO3MOXHOCTU LLleHTpa 3HaHui IBM onuncaHbl B pasgene CneuyyanbHble
BO3MOXHOCTW CMPaBKK No LeHTPY 3HaHunn IBM (www.ibm.com/support/knowledgecenter/about/
releasenotes.html?view=kc#accessibility).

ynpaBneHue npu noMoLLun KnaBuaTtypbl

Lna ynpaBneHus aTUM NPOLAYKTOM UCMOMb3YOTCA CTaHOapPTHbIE KOMbBMHaLMKN KNaBuLL.

MHopmauusa 06 nHtepdeiice
B nonb3oBaTenbCckux MHTepdencax HeT CoaepKMMoro, Kotopoe bbl Murano 2-55 pas B cekyHay.

B nonb3soBaTenbCckux Beb-nHTepdeicax npaBuibHOe BOCNPOU3BELEHME COLEPIKMMOro U NOAXOAAWLNIA
AN paboTbl PEXMM OCHOBaHbI Ha KacKaZHbIX Tabnvuax ctunei. MpunoxeHune obecneuvBaeT
Mosb30BaTeNAM CO CrlabbiM 3peHreM 3KBMBAIEHTHbIN CNOCO6 MCMONb30BaTh NapaMeTpbl CUCTEMHOIO
Avcnnes, BKJoUYash BbICOKOKOHTPACTHbIN pexrM. MOXHO ynpaBisaTb pasMepoM wpndta, NCrosib3ys
napameTpbl yCTponcTBa unu Beb-bpaysepa.

B nonb3oBaTenbckux Beb-nHTepdencax ectb HaBuraumoHHble otMeTkn WAI-ARIA, KOTOpble NO3BONSAOT
6bICTPO NepexonmnTb K (hYHKLMOHaNbHbIM 06/1aCTSM B NPUIOXEHUN.

MporpamMmMHoe o6ecneueHne NOCTABLUKOB

B cememncTBo npoayktoB IBM Spectrum Protect BkntoueHbl NporpaMMbl HEKOTOPbIX MOCTaBLMKOB, Ha
KOTOpble He pacnpocTpaHsaeTCcs NMULEH3MOoHHoe cornalleHne IBM. IBM He pnenaeT HUKaKMUX 3asBeHUi
OTHOCUTESIbHO CreLnanbHbIX BO3MOXHOCTEN 3TUX NPOAYKTOB. 3a MH(opMaLmen o cneumanbHbIX
BO3MOXHOCTSAX 3TUX NPOAYKTOB 0bpaliantech K MX NoCTaBLLMKAM.

CBsizaHHasA umbopmau,uﬂ O cneuuanbHbIX BO3MOXXHOCTAX

NMoMMUMO CTaHAAPTHON KOHCYIbTaTUBHO-CMNPaBo4YHOM cnyx6bl IBM 1 Beb-canToB nogaepxku y IBM ectb
nBe TenedoHHble cnyxbbl TTY s UCNONb30BaHUS TTYXUMU UK cNabo CrblWalMMNn 3aKasvymKamm ¢
LeNbio NOJSTyYeHMS JOCTyNa K Cnyxb6aM Npoaax U Nogaep KKu:
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Cnyx6a TTY
800-IBM-3383 (800-426-3383)
(B CeBepHoOM AMepuKe)

LononHuTenbHyo nHopmauuto 0b obaszatenbcreax, kKotopble IBM npnHUMaeT Ha cebsi B OTHOLLIEH WM
NoaLepXKu cneumanbHbiXx BOSMOXHOCTEN, cMOTpuTe Ha calite IBM Accessibility (IBM - CneumarnbHblie
BO3MOXHOCTH) (Www.ibm.com/able).

216 IBM Spectrum Protect gns Linux: PykoBOACTBO N0 yCTaHOBKE


http://www.ibm.com/able
http://www.ibm.com/able

3aMeuaHus

J1a nybnukauus paspabartbiBanacb gns NPOAYKTOB M ycnyr, npegnaraemoix B CLLUA. Matepuansl Ha
OpYyrux a3blkax MoOXHO nonyuntb B IBM. OgHako ona JocTtyna K Konuu NpoayKTa unv Bepcum npoaykKTa
Bbl LLOMXHbI ObITb BNagenbLem Konuu unm Bepcum.

IBM MoxeT He npeanaratb onncaHHble NPOAYKThI, YCIYrM 1 BOSMOXHOCTU B ApYrux ctpaHax. CeeaeHns
O MPOAYKTaX W ycayrax, AOCTYMNHbIX B HACTOSLWEe BPEMS B Ballen CTpaHe, MOXHO NOMyYnUTb B MECTHOM
npeactaBsuTenbcTBe IBM. Jlobble cCcbinkn Ha NPOAYKTbI, NporpamMmmbl unu ycnyru IBM He o3HavatoT
SIBHbIM U HEsIBHbIM 06pa3oMm, YTO MOXHO MCNOMIb30BaTh TOIbKO MPOAYKTbI, MPOrpaMMbl UM YCyru
IBM. PaspeluaeTtcs ncnonb3oBaTh obble (hyHKLMOHANbHO 3KBUBANEHTHbIE MPOAYKTbI, MPOrpamMMmbl Uu
yCiyru, ecnv npu 3ToM He HapyLarTcs npasa IBM Ha nHTennekTyanbHyt cobcTBeHHOCTb. OfHaKo npu
3TOM MOJSb30BaTesb CaM HECET OTBETCTBEHHOCTb 3a OLLeHKY M NpoBepKy paboTbl ¢ Apyrumu (He IBM)
NPOAYyKTaMu, NnporpaMmmMamun n ycnyramu.

KoMmnaHua IBM mMoxeT pacnonaratb naTeHTaMu Unm paccMaTprMBaeMbIMM 3asiBKaMU Ha NaTeHTbI,
OTHOCALWMMUCA K NpeaMeTy OaHHOro AoKyMeHTa. [lonyvyeHue 3Toro JOKyMeHTa He 03HavaeT
npenocTaBNeHNs Kaknx-nmbo NMUEH3NIM Ha 3TW NaTeHTbl. 3aNPOChl OTHOCUTENBHO NLEH3UI
HanpaBnsanTe No agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Mo noBony NULEH3NI, CBA3aHHbIX C UCMOMb30BaHMeM HabopoB AByx6alTHbIX cuMBosioB (DBCS),
obpallanTechb B OTAEN MHTENNEKTYyaNnbHOM cobcTBeHHOCTM IBM B Ballel cTpaHe unm HanpasbTe 3anpoc B
NUCbMeHHOW hopMe Mo agpecy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPMOPALIMA INTERNATIONAL BUSINESS MACHINES NPEAOOCTABNAET JAHHYIO MYBINKALMNIO
"KAK ECTb", BE3 KAKUX-JINBO ABHbIX STV MOAPA3YMEBAEMbIX FTAPAHTIN, BKJTKOYASA, HO HE
OrPAHUYMBASCb TAKOBbIMW, MOOPA3YMEBAEMBIE FTAPAHTUN OTCYTCTBUA HAPYLLEHWN,
KOMMEPYECKOW NPUIOAHOCTU UMM COOTBETCTBUA KAKOW-NNBEO KOHKPETHOW LLESIN. B
HEKOTOpPbIX 3aKOHOAATENbCTBAX A5 ONPefefieHHbIX CAeNoK NofobHbie OroBOPKM He JOMNyCKakoTCs,
Taknm obpasom, 3To yTBEPXOEHNE MOXKET HE OTHOCUTHCH K BaM.

B paHHomn I/IHd)OpMaLI,VIVI MOTyT BCTPETUTbCA TEXHNYECKNE HETOYHOCTU NN TMI'IOFpad)CKVIe oneyaTku. B
I'Iy6}'II/IKaLI,l/II'O BpemMda OT BpEMEHN BHOCATCA U3MEHEHWNA, KOTOPbIE 6y,£|,yT OTpaxeHbl B crieayrowmnx
n3naHnax. CDl/IpMa IBM moxeT B ntoboe Bpemd 6e3 yBegoMneHna BHOCUTb NISMEHEHUA U
yCcoBepLWEHCTBOBaHNA B NPOAYKTbI U MpOorpamMmmMmsbl, onnmcaHHbIE B aTom I'Iy6J'II/IKaLI,l/Il/I.

JTtobble CChbINKK B 3TON Ny6NMKaLumM Ha canTbl, He NpuHaanexauine IBM, npuseneHbl TONbKO AN9
yao6CcTBa M HUKOMM 06pa3oM He 03HAYaloT UX NoAAEpPXKU. MaTepunanbl Ha 3TUX calTax He BXOAAT B
yncno MaTepuanos Mo gaHHoMy NpoayKTy IBM, 1 BeCb pUCK NOMb30BaHWA 3TUMU CaiTaMW HECETE Bbl
camu.

IBM ocTaBnsieT 3a coboii NpaBo Ha UCMOSIb30BaHMeE U pacnpocTpaHeHne ntoboi NpenocTaBneHHON BaMu
NHopMauun NtobbiMm cnocobamMu, Kakne couTeT NPUEMIIEMBIMU, HE MPUHUMas Ha ceba HUKaKMX
069a3aTeNbCTB Nepeq BaMu.
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Ecnv obnapgaTento NMLEH3MM Ha JlaHHY0 NporpamMMmy NoHaaobaTca ceefeHMsa o BO3MOXHOCTY: (i) obmMeHa
JaHHbIMU MeXy He3aBMCMMO pas3paboTaHHbIMK NporpaMmMamu 1 Apyrumm nporpammamu (Bknovas
NaHHYo) U (ii) COBMECTHOro UCMonb30BaHUA TakUX JaHHbIX, OH MOXeT 06paTUTbCA Mo agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Takas nHhopMaLms MOXeT ObITb MpefoCcTaBieHa Npu cobtoaeHM onpeaesieHHbIX NONOXEHU 1
YCNOBWIA U, BO3SMOXHO, 3@ ONpeLesieHHy0 nnary.

JlnueHsnpoBaHHasa nporpaMmma, onmcaHHas B aHHOM JOKYMEHTE, 1 BCe NULLEH3MPOBaHHbIE MaTepuarnsbl,
LOCTYMNHble C Hen, npegocTaBnstoTcs IBM Ha ycnosusix IBM Customer Agreement (Cornawenusa IBM ¢
3aKa3umnkoMm), MexxayHapoAHOro cornaleHuns o IMLEH3USAX Ha NporpaMmbl IBM nnuv skBMBaneHTHOro
cornatleHus.

MokasaHHble 34eCb AaHHblE MPOU3BOAMTENBHOCTMY MOYYEHbl B ONPeaefieHHbIX YCNoBMaX. PeanbHble
pesynbTaTbl MOTYT 6bITb APYrMMMU.

NHdopMauus o npoayKTax apyrux komnaHun (He IBM) nonyyeHa oT NOCTaBLLMKOB 3TUX NPOLYKTOB, U3 UX
onyb/IMKOBaHHbIX 06BABNEHUIN MU U3 UHBIX 0BLLEAOCTYMHbIX MCTOYHMKOB. IBM He npousBoauna
TECTUPOBAHME 3TUX NPOLAYKTOB U HUKAK HE MOXET NOATBEPLAUTb MHDOPMALMIO O UX TOUHOCTM paboTbl 1
COBMECTMMOCTMU, a TaKXXe Npoune 3asB/eHNs OTHOCUTENbHO NPOAYKTOB APYrnX KOMNaHuin (He IBM).
Bonpockl 0 BO3MOXHOCTAX NPOAYKTOB APYrnx kKoMnaHui (He IBM) cnepgyeT HanpasBnsaTh NOCTaBLLMKaM
3TUX NPOAYKTOB.

B sTol nybnukaumm cogepxartcsa npuMepbl LaHHbIX U 0THETOB, UCMOSb3YEeMbIX NPW BbIMOHEHNMN TEKYLLUX
cnyxebHbix 3aga4y. YTobbl NPOMNNIOCTPMPOBATL 3TN 33434 C MAKCMMaSIbHOM HarnNagHoOCTbHO, B
npuvMepax UCMoNb3yTC UMeHa (U3NYECKMX NTNLL, HA3BaHWUS KOMMNaHWI, pUpM 1 NPOAYyKTOB. Bce 3Ty
MMEHa 1 Ha3BaHWS BbIMbILLNEHDI, U TI060e NX CXOACTBO C peasibHbIMU MMEHAMU 1 aapecaMu NOTHOCTbIO
Crly4anHo.

JIMLEEH3NA HA TTPABO KOTMMPOBAHWA:

B 3TOM moKyMeHTe cogepxaTcsa npuMepbl NPUKNagHbIX NPOorpamMM Ha a3blkax NMpPorpaMmMmpoBaHus,
KOTOpPbIe WITKOCTPUPYIOT METOAbI NPOrpaMMmMPOBaHNA AN Pa3IMUYHbIX ONepaunoHHbIX NaaTqopM. Bol
MMeeTe NpaBo KONMPOBaTb, U3AMEHATb U PACNPOCTPAHATbL 3TW NPUMeEpPBI NporpamMm B ntoboi hopme 6e3
ynnatbl Bo3HarpaxnageHusa gpupme IBM B uensix paspabotku, npumMmeHeHus, cbbita nam pacnpocTpaHeHns
NPUKNaAHbIX MPOrpamMM, COOTBETCTBYIOLLMX MHTEP(ENCY NPUKIaAHbIX MPOrpamMM OnepaLoHHON
CUCTEMBI, NS KOTOPOW NpefHa3HayYeHbl 3T NpMMepbl. 3TU NpuMepbl He Bbin TwaTenbHO
NPOTECTMPOBAHbI NPY BCEX BO3MOXHbIX YCNoBUAX. [NoaToMy IBM He MoxeT rapaHTupoBaTh 1X
HaZLeXXHOCTb, MPUrOAHOCTb U (hYHKLMOHUPOBaHMe. MpobHblie NporpamMmmbl NpeocTaBAaoTCS No
NPUHLKNY 'Kak ecTb', 6e3 kakon-nmbo rapaHTum. IBM He HeceT OTBETCTBEHHOCTU HUM 3a Kakon yuiepb,
BO3HUKLUMI B pe3ynbTaTe UCMONb30BaHUSA NPUMEPOB MPOrpamm.

Kaxpas konvs nporpamMmm npyMMepoB Uan NPOrpamMMm, CO34aHHbIX HA X OCHOBE, O0/KHA COAepXaTb
crepytollee 3amMmevaHmne o6 aBTopckux npasax: © (HassaHve Bawen komnanum) (rom). YacTu aToro Koga
NOCTPOEHbI Ha OCHOBe NpuMepoB nporpamm IBM Corp. © Copyright IBM Corp. _BBeauTe rog Uam rogbi_.

ToBapHblie 3HAKU

IBM, norotun IBM 1 ibm.com - ToBapHble 3HaKWN UK 3apernMcTpMpoBaHHble TOBapHbIEe 3HAKMN
International Business Machines Corporation, 3aperMctpupoBaHHble BO MHOIMX CTpaHax. [poyne
HasBaHWs NPOAYKTOB M yCnyr MOryT BbITb TOBapHbIMM 3HakaMu IBM nunu opyrux komnaHuin. Tekywmn
CMMCOK TOBapHbIX 3HakoB IBM cMoTpuTe Ha Beb-cTpaHuue "Copyright and trademark information”
(MHhopMaLma 06 aBTOPCKMX NpaBax U ToBapHbIX 3Hakax) (www.ibm.com/legal/copytrade.shtml).

Adobe - 3aperncTpupoBaHHbIi ToBapHbIn 3HaK Adobe Systems Incorporated B CLUA n/unu B opyrmnx
cTpaHax.
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Linear Tape-Open, LTO n Ultrium - ToBapHble 3Haku HP, IBM Corp. n Quantum B CLLIA n B gpyrux cTpaHax.

Intel n Itanium - ToBapHbIe 3HaKW MK 3aperMcTpMpoBaHHble ToBapHble 3Haku Intel Corporation nnm ee
tunmanos B CLUA n/unu gpyrux ctpaHax.

3aperncTpmpoBaHHbIN TOBapHbIM 3HaK Linux ncnonbayetcs cornacHo cybnumueHsmm ot Linux Foundation,
NCKHUNTENbHOMO NnLeHsnaTa JInHyca TopBanbaca, KOTOPbIN ABNSeTCS BNaAeNbLEM 3TOro 3HaKa BO
BCEM MUpE.

Microsoft, Windows n Windows NT - ToBapHble 3Haku Microsoft Corporation B CLUA u/vnu B gpyrmux
CTpaHax.

Java v Bce TOBapHble 3HaKM 1 NIOFrOTUMbI HA OCHOBE Java - 3T0 TOBapHble 3HaKU Ui
3aperncTpupoBaHHble ToBapHblie 3Haky Oracle u/unu acddunmpoBaHHbIX kKoMnaHuin Oracle.

Red Hat, OpenShift®, Ansible® u Ceph® - ToBapHble 3HaKU1 UM 3aperncTpUPOBaHHbIE TOBAPHbIE 3HAKM
Red Hat, Inc. nnn dmnmnanos ato komnanum B CLLA n gpyrux ctpaHax.

UNIX - 3apermcTpupoBaHHbI ToBapHbI 3HaK The Open Group B CLLUA v opyrux ctpaHax.

VMware, VMware vCenter Server n VMware vSphere - 3apernctpmpoBaHHble TOBapHble 3Hakn VMware,
Inc. unn dpmnmanos saton komnaHum B CLLUA n/vnn Ha TeppuTopmsx nog, Apyrom KPUCANKLNEN.

Mono)xeHua v ycnoBusa Ana AOKYMEHTaLUU No NPoAYyKTY

PaspelleHunsa Ha ncnonb3oBaHue aTux nybnmkaumii npegocTaBnatoTcs npy cobnogeHum
HUXXeNPUBEAEHHbIX MOMNOXEHUIN N YCNOBUIA.

NMpumeHumocTb
YKasaHHble yCc1oBUS 1 NoNoXeHNs A06aBnsaoTCa KO BCEM yCnoBuaM ans Beb-canta IBM.

JInuHoe ucnonb3soBaHue
Bbl MOXeTe BOCNPOU3BOANTb 3TW Nybnnkauum gns CBOero JIMYHOro HEKOMMePYECKOro
MCMNONb30BaHMS NpKU YCI0BMK, YTO Npu 3ToM byayT cobntogeHbl Bce 3aMevaHms 06 MMyLLLECTBEHHbIX
npasax. He pa3speluaeTcs pacnpoCTpaHsaTb, BOCNPON3BOANTb UM COCTaBNSATb NMPOM3BOAHbIE PaboThbl
Ha OCHOBEe AaHHbIX Nybankaunim nnm nx yacten b6es BolparkeHHoro cornacus IBM.

KoMmMepueckoe ucnosib3oBaHue
Bam npepocTaBnsieTcs NpaBo BOCNPOU3BOANTb 3TN NyBMKauMm UCKIOYUTENBHO B Npeaeniax CBoero
npeanpusTUS Npu ycnoBuu, 4YTo byayT BoCnpon3BeneHbl BCce 3aMmeyvaHmns 06 aBTOPCKMX NpaBax. 3a
npegenamu Ballero npeanpuaTus BaM 3anpeLaeTcs pacnpocTpaHsaTb 3TK nybamMkaumm, NoAHOCTbIO
WA M0 YacTsM, AE€MOHCTPUPOBATb UX UM CO3[4aBaTb U3 HUX NPOU3BOAHbIE NPOAYKTbl 6e3 ABHOrO Ha
To cornacus ot IBM.

MpaBsa
3a ncknrYeHnem npaB., ABHbIM 06pa30M npenocTaBideMbIX HACTOALWLMM pa3pelieHnemM, HUKaKnx
WHbIX pa3peLueHunit, TMLEH3UI U MPaB, HX SBHbIX, HX NOApPa3yMeBaeMbIX, B OTHOWEHUN Nybnnkauui n
nobon copepallencs B HUX MH(opMaLLMK, AaHHbIX, MPOrPaMM UM MHOW MHTENNEKTYaNIbHOM
cobCTBEHHOCTH, He NpeaoCcTaBnseTcs.

IBM ocTaBnsieT 3a coboi npaBo 0TO3BaTb paspeLleHnst, NPeLoCcTaB/eHHble 3TUM OOKYMEHTOM, eCiu,
no MHeHuto IBM, ncnonosoBaHune nybnvkaum HaHocuT ywepb IBM nnu, kak aTo yctaHoBneHo IBM,
BbllLeNpuBeaeHHbIE MHCTPYKLMM He cobntofaroTcs AoMKHbIM 0bpasom.

Bam He paspeluaeTca ckaumBaTb, IKCMNOPTUPOBATL UM MOBTOPHO 3KCMOPTUPOBATb 3Ty MH(OPMaL MO
MHa4ye, YeM B NMNOJTHOM COOTBETCTBUUN C NpaBUaM U HOPMaTUBaMU, BK/1KOUaA BCE 3aKOHbI 1 NMpaBuia
CoepmHeHHbIx LLTaToB 06 akcnopTe.

IBM HE NPEOOCTABNAET HUKAKUX TAPAHTUM KACATENIbHO COOEPYXMMOI0 3TNX
NYBNUKALMA. NYBNKALMW NPEOCTABNAKTCSH "KAK ECTb", BE3 KAKUX-NTMBO FAPAHTA,
ABHbIX UMM MOAPA3YMEBAEMbIX, BKJTROYASA (HO HE OTPAHNYBAACH TAKOBbIMI)
NPEOMNONATAEMBIE TAPAHTUW PbIHOYHOM NPUFOOHOCTW, HEHAPYLLEHWS NPAB U
COOTBETCTBWA ONPEOENEHHON LIESIN.
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3aMeuyaHus 0 NOJINTUKE KOH(hMaEeHUNANbHOCTU

B nporpamMHbIx npoaykTax IBM, Bktouas nporpamMmmel Kak pelieHus cnyx6 (“MNporpaMmMHble
npeanoxeHua”), MOryT UCNONb30BaTbCs cookies nnu apyrme TexHonorum ansa cbopa nHbopmaumm no
MCNONb30BaHNIO MPOAYKTA, UTOObI NOMOYb KOHEYHOMY Mob30BaTeNto B paboTe, HACTPOUTL
B3aMMOJENCTBUS C KOHEYHbIM N0JSIb30BaTENIEM UM O UHbIX Lienieil. Bo MHOMMX criyyasx npensioxeHus
MO He cobupatoT MHOPMaLMIO, MO3BONAIOLLYIO UAEHTUMOULNPOBATL NIMUYHOCTb. HEKOTOPbIE HaLK
npeanoxenusa MO MoryT noMoub BaM cobpaTtb MHOPMaLMIO, MO3BOAOLLYH NOEHTUDNLMPOBATD
nn4yHocTb. Ecnu gaHHoe npepgnoxeHue MO ncnonbsyet cookies gns cbopa nMHopmMaLmm, No3BONAOLLEN
NOeHTUMDULMPOBATL JIMUHOCTb, TO HUXe ByaeT npuBedeHa KOHKPeTHas nHopMaumsa 06 ncnosib3oBaHUn
cookies B 3TOM NpepJsioXKeHnu.

HacToswee npegnoxeHue MO He ncnonb3yeT cookies nnm nHble TexHonornu s cbopa Hhopmauun,
no3BoNSIOLWEN NOEHTUDNLMPOBATL JIMUHOCTb.

Ecnu koHdurypaunn, BHegpeHHble ons atoro MNpennoxeHns oTHOCUTENbHO NporpamMm, obecneunsatoT
BaM, KaK 3aKa3uulKy, BO3MOXKHOCTb CObMpaTbh MHOPMaLNIO, MO3BONSIOLLYIO MAEHTUdMLMPOBaATb
JIMYHOCTb, OT KOHEYHbIX NoJsib30oBaTesel yepes cookies 1 apyrue TeXHONOrnK, Bbl AOMXHbI 06paTUTbCS 3a
MECTHOW IOpUONYECKON peKOMeHaaL el 0 TOM, CYLLECTBYHT N1 Kakne-nmbo 3aKoHbl, MPUMEHUMbIE K
TakoMy cbopy OaHHbIX, BKtoUas Bce TpeboBaHUS OTHOCUTENIbHO NpeoCcTaB/ieHMs 3aMedaHunii 1
cornacoBaHumn.

LononHUTENbHY MHhOPMaLMIo 06 MCNOb30BaHUN B 3TUX LENaX pasfinyHbIX TEXHOMOMMIA, BKtOUas
cookies, CMOTpUTE Ha CTpaHuLe NONMUTUKKN KOHunaeHunaneHocTn IBM no agpecy: http://www.ibm.com/
privacy, v B 3asiBfieHuMn IBM 06 anekTpoHHoM kKoHbuaeHumanbHocTh (IBM’s Online Privacy Statement) no
agpecy: http://www.ibm.com/privacy/details, B pasgene, osarnasneHHom “Cookies, Web Beacons and
Other Technologies” (Cookies, Beb-Maaku 1 opyrne TEXHOMNOMMK), a Takxke B oKkyMeHTe “IBM Software
Products and Software-as-a-Service Privacy Statement” ((lNporpamMHble npoaykTbl IBM 1 3aaBneHne o
KOH(MAEHLUMANbHOCTN NPOrpaMMm Kak ycnyr) no agpecy: http:/www.ibm.com/software/info/product-
privacy.
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Fnoccapui

EcTb rnoccapuii ¢ TepMUHaMuK 1 onpefeneHnamMu aAns ceMencTea npogyktos IBM Spectrum Protect.

CMm. IBM Spectrum Protect - Tnoccapui.
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