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MpumevaHue:

Mpexae YeM MCNOb30BaTb 3TY MHCHOPMALMIO M ONUCHIBAEMBIN B HEN MPOOYKT, NPOoUTUTE
nHgopmauuto B pasgene “3amMevanma” Ha cTp. 153.

3aMeuvaHus K U3BAHUK

[aHHoe n3gaHme oTHoCcUTCA K Bepcun 8, Bbinyck 1, mogudmnkaumus 12 IBM Spectrum Protect (Homepa npoaykTta 5725-
W98, 5725-W99, 5725-X15), 1 Ko BCeEM NocnenyoLLmMM BbinyckaM U MoamduKkaLmsam, noka B HoOBbIX N3OaHusaX He byoeT
YyKasaHo MHoe.
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06 3Tou ny6bnukauum

B sTo nybnukaumm npeactaBneHa nHgopmaLmsa o nnaHMpoBaHum, peanmsaumnmn, MOHUTOpUHre n pabote
C peweHneM no 3aumnTe aaHHbIX, B KOTOPOM UCMOJIb3YHTCA Hanny4lmne npakTtnyeckme MmeTonbl IBM
Spectrum Protect.

Ina Koro npegHasHavYeHo 3TO PYKOBOACTBO

JTO PYKOBOACTBO NpefHa3Ha4YeHOo 419 BCeX Nob3oBaTene, 3aperucTpupoBaHHbIX Kak
agMuHucTpartopbl IBM Spectrum Protect. PeweHnem IBM Spectrum Protect moxeT ynpasnaTb oanH
aAMUHUCTPATOP, Nan 06a3aHHOCTN aaMUHUCTPATOPa MOryT BbITb pacnpeneneHbl MeXay HECKONbKUMU
NoAbMU.

[na paboTbl C pelweHneM HeobX0AMMO XOPOLIO 3HATb ONEPALMOHHYIO CUCTEMY CepBepa M MPOTOKOSbI
CBSI3M 415 cpefbl KNneHTa unn cepeepa. TakxKe HeobXoaMMO NOHMMATb NMPUHLUMIBI YNIPaBIeHNs
XPaHEeHWeM LaHHbIX B BalLEW OpraHnsauuun, HanpuMep, NPMHLMIbI PE3EPBHOIO KOMMPOBaHUS (hainos
paboyeit CTaHLMMN U UCMONIb30BAHUS YCTPONCTB XPaHeHUs.

Ny6nukauumn

B cemelicTBO npopykToB IBM Spectrum Protect BxopaT IBM Spectrum Protect Plus, IBM Spectrum
Protect for Virtual Environments, IBM Spectrum Protect for Databases v psg opyrvux npogykToB no
yrNpaBfeHunto xpaHeHvem ot IBM®.

[okyMeHTaumo K npoayktaM IBM cMoTpute Ha Beb-cTpaHuue IBM Knowledge Center.
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4TO HOBOIO B 3TOM BbiNyCKe

371oT BbiNyck IBM Spectrum Protect copeput HoBble hyHKLMM 1 06HOBNEHNS.
CnuncoK HOBbIX (hyHKUMI 1 OBHOBNEHWI B 3TOM BbINyCKe CMOTPUTE B CNeAyoWMX pasaenax:

» YTo HOBOrO AJ19 KOMMOHEHTOB cepBepa

« YTO HOBOIo A1 KOMNOHEHTOB KJIMEHTa

Ecnv B 4OKYMeHTaLMM BHECEHbI M3MEHeHUs, oHM 0603HavaloTCa BepTuKanbHol yepTtoi () B none.
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YacTtb 1. NnaHupoBaHue AUCKOBOro peLwieHus no
3aluTe AaHHbIX C HECKOJIbKMMU NMJolaaKkamum

CnnaHupynTe peleHne C HECKOMbKMMM NNOLWafgKaMm No 3almnTe JaHHbIX Ha AUCKe C y4acTMeM CepBepoB
Ha ABYX nioLwankax, rae Mcnonb3yeTca aefyninkauma n pennkauma gaHHbIX.

MeTopabl peanusauuu
CepBepr MOXHO CKOHdJVIprVIpOBaTb 0na AUCKOBOro peweHmna C HECKOJIbKMMK nolwaaKamMm
cnepyvouwmnmmn cnocobamu:

KoHturypupoeaHue cepeepoB ¢ UCNOJIb30BAHUEM KOMMNOHEHTA LLeHTp onepawuuii n
aAMUHUCTPATUBHbIX KOMaHA,
MOXHO CKOHhUITypuUpoBaTh AManasoH CUCTEM XPaHeHUs 1 NPorpaMMbl cepBepa a5 Ballero
pelleHns. 3agayun No KOH(GMIypMpoBaHUIO BLIMOHSAOTCS MPY NOMOLLM MacTePOB U OMLUUA B
KoMaHpgax LleHTpa onepaumin n IBM Spectrum Protect. MHdopmaumio o ToM, Kak HauaTb paboTy
cMoTpuTe B paspene “HopoxHaa kapTa nJaHuposaHma” Ha cTp. 1.

CKoHuUrypupyiite cepeepbl Npy NOMOLLY aBTOMATU3MPOBAHHbIX CLieHapueB
MofpobHble peKoMeHOALMM N0 KOHMUIYPUPOBAHUIO C UCNOJSIb30BAHNEM KOHKPETHbIX CUCTEM
XpaHeHusa IBM Storwize n aBToMaTUUECKUX CLLEHAPUEB MO KOHDUTYPUPOBAHMIO KaXA0ro cepeepa
cmoTpute B IBM Spectrum ProtectMakeThl.

B NpOeKTHON OKYMEHTALMN HET LLAr0B MO YCTAHOBKE M KOHMIypupoBaHuto LleHTpa onepaumii unm
Mo HacTpolKe 3alML,EeHHON CBA3M C ncnosib3oBaHneMm Transport Security Layer (TLS). Pennukauums
KOH(UryprpyeTcs Npu NOMOLLM KOMaH[, NoC/e HaCTPONKK cepBepa. BkoueHa BOSMOXHOCTb
ncnonb3oBaHus Elastic Storage Server Ha ocHoBe TexHonorum IBM Spectrum Scale.

[opoXXHaa KapTa n1aHUpPOBaHUA

3ar|naHV|pyl7|Te ONCKOBOe€e pelleHne C HeCKOJIbKMMK nnowaaKaMn, 03HaKOMUBLUKWCH CO cxeMom
APXUTEKTYpPHhI, NOKa3aHHOM HMXe Ha PUCyHKe, a 3aTeM BbINMOJIHUB 3a4a4n ,D,OpO)KHOVI KapTbl, KOTOPbIE
npmBogAaATCA nocne gnarpammsol.
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|
|
|
|
|
|
|
3almTa nyna xpadeHus
|
|
JucKoBoe XpaHUiMLYE ANA pelepsHsIX [ Juckosoe XpaHunuLLe ANA pelepsHiix
Mnowagka A KOMKIA AE0YNAMLMPOBaHHBIX ! KOMKIA AE0YNNMUMPOBEHHBIX Mnowaaka B
JaHHBIX 1 NepeYHnA : JAHHBIX W NEPeqHA
PucyHok 1. PeweHue ¢ HECKO/IbKUMU NI0W,adKamu

OnuncaHHbIe HUXe LWarv HeobxoanMbl, YToObI NnpaBuJIbHO NPOMN3BECTU NJIAaHNPOBaHME ONA OWCKOBOM
cpenbl C HECKOJIbKMMU NnowagkKaMu.

1. BoibepuTe pazmep CUCTEMBI.

2. CnnaHupynTe Nnowanku.

3. BoinoniHmTe TpeboBaHMs K annapaTHOMY M NPOrpaMMHOMY obecneyeHmto.

4. 3annwmnTe 3Ha4YeHns KOHCbMpraLLMI/I CUCTEeMbI B pa60qme JTACTbI N1aHNPOBaHUA.

5. CnnaHupynTe XpaHeHwe.

6. CnnaHupymTe 3alUnTy.

a. CnnaHupyvTe ponn agMMHUCTPATOPOB.

b. CnnaHnpynTe 3alMLLEHHYO CBS3b.

c. CnnaHupyiTe XpaHeHne WngPOBaHHbIX AaHHBbIX.

d. CnnaHupyiTe gocTyn Yyepes bpaHamayap.

Bbi6bop pasmepa cucteMbl

Bbibepute pasmep cepsepa IBM Spectrum Protect Ha ocHoBe obbeMa faHHbIX, KOTOPbIMM Bbl
ynpaBnseTe,  CUCTEM, KOTOPbIE HYXHO 3alUNTUTb.

06 aTou 3apave

MHopMauuto B NpMBEAEHHOMN HMXKe TabnnLe MOXHO NCMOSIb30BaTh, UTOObI ONpenennTb pasmep
cepBepa, KOTopbl BaM noTpebyeTcs, B 3aBMCUMOCTM OT 06beMa AaHHbIX, KOTOPbIMM Bbl ypaBnseTe.
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B crnepnytouieli Tabnyvue onncaH TOM AaHHbIX, KOTOPbIM YNpaBasieT cepBep. ATOT 06beM BKItouaeT B cebs
BCe BepCuu. ExxeqHEBHbI 06beM faHHbIX - 3TO 06bEM AaHHbIX, Pe3ePBHbIE KOMMM KOTOPbIX Bbl CO34aeTe
exefHeBHO. M oblwmit 06beM ynpaBnseMblx OaHHbIX, M eXXeAHEBHbI 06beM HOBbIX AaHHbIX U3MEpPSOTCS
KaK pasmep A0 1060ro CoKpalleHnst JaHHbIX.

Tabnuua 1. OnpedeneHue pasmepa cepsepa
E>XepHeBHbI1 06beM HOBbIX
06wwuit 06beM AaHHbIX AN8 pe3epBHOro
ynpaBasieMbiX BAaHHbIX KONMUpPOBaHUA Heob6xopumblii pasmep cepeepa
60-240Tb 0o 10 Tb B oeHb Marnoe
360-1440TH 10-30 Tb B aeHb CpepnHee
1000-4000Tb 30-100 Tb B peHb Bonblwoe

3HaueHMs exXxeQHEBHbIX Pe3epPBHbIX KONUI B TabnunLe OCHOBaHbl Ha pe3ysibTaTax UCMbITaHWR C
obbekTamum no 128 MB, koTopble NCNoJb3yTca KoMnoHeHToM IBM Spectrum Protect for Virtual
Environments. Paboune Harpysku, coctosiwme n3 obbektoB MeHee 128 Kb, MOryT He J,OCTUIaTb 3TUX
eXxegHeBHbIX Npeaenos.

NMnaHupoBaHMe NnoLWLA[00K

O3HaKOMbTECh C BapMaHTaMM UCMONb30BaHMS U OLeHUTe hakTopbl, 4To6bl 0becneunBaTb Hanbonee
3(PPEKTUBHYIO 3aLLMTY JAHHbBIX 019 OUCKOBOIO peeHns C HECKOIbKMMM NMaoLlagKkamm Ha ocHose IBM
Spectrum Protect.

Cny4yaum ucnonb3oBaHuA

[NCKOBOE pelleHne C HECKONbKUMU NMOWaaKaMy Co30aeT, Kak MUHUMYM, OfHY KOMWIO AaHHbIX
pesepBHbIX Konuin. Ecnu cepsepbl IBM Spectrum Protect HaxooaTca B pasHbIX PACMONOXKEHUSAX,
pesepBHas Konus peniMkn XpaHnTCa BHE NNOWAaKK.

CoBerT: 36erante KOH(GNMKTOB NpU ynpaBAeHn aaMUHNUCTPATMBHbIMKU ID n HabopaMu onunin KNUEHTOB,
BbIfBNASA ID 1 Habopbl onuMin, pennnuMpoBaHHbIe Ha cepBep HasHadeHus, 1 ID 1 Habopbl onumi,
ynpasfieHne KOTopbiMM ByaeT oCyLLEeCTBASTbLCA B KOHDUTypaLumn npeanpuaTtms. Bbl He cMoxeTe 3aaTb
ID agMUHUCTPaTMBHOIO NoNb3oBaTeNsa o9 3aperncTpmMpoBaHHOro y3na, eCnm 4 aToro ysna
cyluiecTByeT aAMUHUCTPATUBHbIN ID.

XoTs u MoryTt 6bITb pa3Hble NPUYNHbI, MO KOTOPbIM Balla KOMNaHWA MOrna Obl nony4vynTb NpenmyLlecTteo
OT AMCKOBOIO peleHna C HeCKOJIbKMMUK nnowagaKamu, Hanbonee obuwme NMPUYNHbI NCNOJTb30BaHUA
ONCKOBOIo peleHnda C HeCKOJIbKNMMIK niolaaKaMn BKKOYaloT B cebs cnepywuime cueHapum
pennnkKaunn:

Pennukauusa U3 nepBUYHON NIOLWAAKM HA NNIOW,AAKY aBapUIMHOro BOCCTAHOBJIEHUS AAHHbIX

B 3TOM cLeHapuy aHHble, pe3epBHas KOMMa KOTOPbIX CO34aeTCsA C NEPBUYHOM NIOWAAKN A,
penanuMpytoTCa Ha CepBep Ha BTOPMUHOM NoLLafKe aBapuMiiHOro BOCCTaHOBEHUS, niollagke B.
Ecnu Ha nnowanke A nponsonaeT aBapus, Hanpumep, cboli cepeepa, Bbl CMOXKeETe UCMO0JIb30BaTb
cepBep Ha nyolanke B ona BocctaHOBNEHMS cMCTEMbI. JIM6O MOXHO MCMNOMb30BaTb CEPBEP Ha
niaowanke A, UTobbl BOCCTAHOBUTL JaHHbIE MePBMYHOIo Nya XpaHeHUs Ha nnolaake B, Hanpumep,
nocne oWwmnbKM ANCKOBOWM CUCTEMbI XPaHEeHUs Ha niollanke B.

B3aMMHasa pennmMKauus Ha ABYX aKTUBHbIX NaoLwagKax

B 3TOM clieHapum NPon3BOANTCA pe3epBHOE KONMPOBaHWE NOKaNbHbIX JaHHbIX HA Kax a0
nnollagKke cepsepamm Ha nnowaaxke A u naowanke B. [laHHble, pe3epBHag KONUA KOTOPbIX
co3pgaBanach C NoWaaKM A, pennnuupyroTca Ha nnowaaxky B, a pesepBHble KONUKU JaHHbIX C
nnowaakn B pennmumpytotea Ha nnowaaky A. Ecnuv aaHHble, ANd KOTOpbIX 6blna co3paHa pesepsBHas
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KOMWS, OKaXKyTCs MOTepsiHbl Ha Nyolaake A, Bbl CMOXeETe UCMo/b30BaTh CEpBEp Ha niowanke B,
yTOObl BOCCTAHOBMTb AaHHbIE My/a XpaHeHUs Ha cepBep Ha nyowaake A. Ecnv nnowapka A cTaHeT
HeA0CTYMHa, Bbl CMOXETe BOCCTAHOBWTb PEMIMLUMPOBaHHbIE AaHHbIe AS MI0WaaKu A B HOBYIO
cMcTeMy Ha nnolwagke B. Bbl LomkHbI NofobpaTb pasMep pecypcoB cepBepa Tak, YTobbl ybeautbes,
YTO Ha N1tobOM cepBepe B BalleM NjaHe aBapuinHOro BOCCTAHOBJIEHNS €CTb AOCTAaTOYHO MOLWHOCTEN
[N pe3epPBHOrO KOMMPOBAHUS Y BOCCTaHOBMIEHUS BCEX KITMEHTCKMX Y310B.

3awuTUTe yaaneHHble cepBepbl Ha NepBUYHOI NoWaaKe

B aTOM cLeHapuu Bbl KOHUIyprpyeTe yaaneHHble cepBepbl, KOTOpble 0THOCUTENIbHO Masibl A1s
pennvKaumm JaHHbIX, pe3epBHble KOMUM KOTOPbIX CO3aatoTcs Ha 6osiee KpyrnHOM cepBepe Ha
nepBMYHON Niowaake. Ecnv nonoca nponyckaHns orpaHMyeHa, BOCCTAHOB/IEHWE CUCTEM Ha
yAasieHHbIX NJIoLafKax MOXKeT 0Ka3aTbCs HelenecoobpasHbiM. B 3TOM criyyae pasyMHbIM LWArom ¢
Ballel CTOPOHbI BbiN10 6l BOCCTAHOBUTbL CUCTEMbI HA MEPBUYHON MOWAAKe, NPeXae Yem
pennuuMpoBaTh pe3epBHble KOMUMU AaHHbIX Ha YaaNleHHble CepBepbI.

daKTopbl o151 OLLEHKM

MNpexnae yeM peanvsoBaTb AUCKOBOE peLleHme C HECKONbKMMIM NNOLWaAKamMu, oueHuTe cnegyowme
hakTOpbI:

MponyckHas cnoco6HOCTb ceTu

Y ceTn pomkHa bbiTb JOCTATOUHAA MPONYCKHas CNOoCOBHOCTb, COOTBETCTBYHOLLAA OXMOAEMOMN
nepenaye oaHHbIX MeXAy y3namu npu pennkauumn 1 npu BoiNMoJHEHUU onepaunin BOCCTAHOBIEHUS C
OOHOW NNOLWAAKWN Ha APYTYI0, eCN 3TO TpebyeTca Ansa aBapunHOro BoccTaHoBneHus. MNpexae uem
NpPMCTYyNaTb K TECTUPOBAHMIO NPOMYCKHON cnocobHoCTM pennukaummn, ybeautecs, 4to ceTb cnocobHa
obpaboTaTtb Tpahuk pennmkaLmm. Beluncnute HeobxoamMyo NPONyCKHYO CNOCOBHOCTL CeTU B
COOTBETCTBMM C TPeboBaHMAMM CTABUNBHOIrO COCTOSHUSA, UCNOJIb3YS PEKOMEHAaUMN B pasgene
OueHKa NPOonycKHoM cnocobHOCTU ceTu, Heobxoaumown gns penankaumm (V7.1.1).

CeTeBOe COeAMHEHNE YacTb ABASETCA COBMECTHO UCMOMb3yEeMbIM PECYPCOM. 3anfaHmnpynTe 3anyck
pacnucaHus pennnkauum ysna Ha Takoe BpeMms CyTOK, UTobbl n3bexartb KOH(MKTA C ApYyrnMu
Nnonb30BaTeNAMM PecypcoB. TakKe MOXHO UCMONb30BaTb 3/1IEMEHTbI YNpPaB/ieHUs CeTbHo, UTObbI
OrpaHUYnTb onepaLmm ToNbKO YacTbio NONOChI NponyckaHud. B IBM Spectrum Protect HeT HuKakunx
3/IEMEHTOB ynpaBneHus, KOTopble 6bl MO3BONANN OrPaHNYUTbL UCMONb30BaHKE CETU.

Pecprbl ansa HauanbHoOM pennunkauuu

YT06bl HACTPOUTbL peLleHne Mo 3alMTe AaHHbIX Ha ABYX MOLWaAKaX, HYXXHO CHavyana penanumposaTb
LaHHble C nnoLwanku A Ha LeneBon cepeep Ha naowaake B. YTobbl nepBoHavanbHasa pennkaums
npoLuna ycrnewHo, Hy>XHO onpeaennTb, 4OCTaTOYHO 1 A8 Hee MPONYyCKHOM cnocobHOCTM ceTw,
NPOLLECCOPHbIX PECYPCOB M BpeMeHu. Bo3aMoxHO, BaM NpuaeTcs 3aniaHnpoBaTh PenivKaumnio
nepBOHaYasibHbIX NOJIHbIX PE3EPBHbIX KOMWIA B TeUEHMEe HECKOMbKUX AHel. Ecniv Bbl He MoXeTe
pacnpocTpaHnTb pacnucaHne Ha NepBoHaYasbHble pe3epBHbIe KoMK, Bbl MOXETE pensiMumupoBaTb
JaHHble C NoWwaaku A Ha nnowaaky B, He ncnonb3ysa ceTb. Hanpumep, MOXKHO 3KCNOPTUPOBATL U
MMMOPTMpPOBaTb pe3epBHble KONUKN AaHHbIX, UCMOMb3Ys HOCUTENN, UM MOXHO BPeMEHHO NOMeCTUTb
NCXOLOHbIV U LLeNIeBOW cepBepbl Ha O4HY U Ty e NoLWanKy.

E>xeaHeBHbIl BBOA, AAHHbIX

B cnyyae AMCKOBOro pelieHmns C HECKOJIbKMMM NJIOLWAAKaMM exXXefHEBHbIN BBOA, AaHHbIX 1 0bLee
XpaHeHuWe AaHblX OOJIKHbI HAXOAUTHCA B Npefenax eMKOCTU KOH(Mrypaumuin. Hanpmumep, B KpynHom
KOH(Urypaumm ectb eMKOCTb A9 BBOAA AaHHbIX, gocturarowada 100 Tb B geHb, BKAOYada
penaukaumio y3nos. B Tex cnyyasx, korga TpeboBaHns K pe3sepBHOMY KONMUMPOBaHMIO NPEBbILLIAT
€MKOCTb OHOI0 cepBepa, MOXXHO CKOH(UIYypMpoBaTb pPeLLeHne, NCNOSb3yoLlLee HECKONbKO
cepBepoB, KOTopble obecneyaT HYXKHYK eMKOCTb.

KoHdhurypauus cepsepa

KoHdurypauns cepepa LOMKHA COOTBETCTBOBATb TPEOOBaHUAM K AUCKOBOMY PELLUEHUIO C
HECKONIbKMMM NNOLWAAKAMM UN [OMKHA MPEBOCXOAMUTb 3TN TpeboBaHus.
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OfHa penyinka pes3epBHbIX KONUIA JaHHbIX

LnckoBoe pelleHne ¢ HECKONMbKUMU NiowanKkamm Hanbonee 3(1)(1)6KTVIBHO, eC/in ogHa pe3epBHasa
KONnAa AaHHbIX BHE NMJ1oWaaKn COOTBETCTBYET BallUM Tpe6OBaHVIFIM K 3alWnTe gaHHbIX N
I'IpO(bl/lﬂaKTl/lKe puCcKOB. B 3TOM cnyyae ofiHa pe3epBHas KOMUA OaHHbIX OCTAEeTCA BHE MJIOWaaKN B
pacnonoxXeHmmn cepeepa pennkKaunn.

CcblIKN, CBA3aHHbIE C JaHHOMU

TpeboBaHUsa K cucTeMe ANs ANCKOBOro PELeHNA C HECKONbKUMY NOWAAKaMM

Mocne Bbibopa peleHuns IBM Spectrum Protect, HaunyuwnM o6pa3oM COOTBETCTBYHOLLENO BalINM
TpeboBaHWAM K 3allMTe OaHHbIX, 03HAKOMbTECb C TPe6oBaHMAMMU K cUCTEeMe, UTOBbI CNTaHNpPoBaTh
peanusauuio peleHmns no sawmuTe gaHHbIX.

TpGGOBaHMﬂ K cucreme pna nuCKoBoro peweHus c
HEeCKOJIbKUMU nJiowaaKaMmu

Mocne Bbibopa peweHuns IBM Spectrum Protect, Hannyuwnm o6pasom COOTBETCTBYHOLLENO BaLLIMM
TpeboBaHMAM K 3aLLMTe OaHHbIX, 03HAKOMbTECH C TPeboBaHUSMM K CUCTEME, UTOBbI CNTaHMpPoBaTh
peanunsaumio pelweHns no almnTe gaHHbIX.

YbenuTtecsh, 4To cMcTEMA COOTBETCTBYET TpeboBaHMAM K annapaTHbIM U MPOrpaMMHbIM CPeACTBaM Ans
cepBepa Toro pasmepa, KOTopbI Bbl cCObupaeTech MCMONb30BaTb.

UHopMauumsa, cBa3aHHasA ¢ faHHOM
MNopnepxxusaeMble onepaunoHHble cucTembl gnaa IBM Spectrum Protect

Tpe6oBaHusa K annapaTHbIM CpeacTBaM

TpeboBaHus k annapaTHoMy obecneueHunto pelweHmnsa IBM Spectrum Protect ocHoBaHbl Ha pasmepe
cucTeMbl. YTobbl 06ecneymnTs ONTUMAsbHYIO NPOU3BOAMUTENBHOCTL CPeabl, BbiIbepUTE KOMMOHEHTHI,
9KBUWBASIEHTHbIE TEM, KOTOPbIE 34ECh NEepPeYnCeHbl, TMb0 Ny4Lune KOMNOHEHTLI.

OnpepeneHvie pasMepoB CUCTEMbI CMOTPUTE B pasaene Boibop pasmepa cUCTEMbI.

B crnepytouielt Tabnvue nepeyncierHbl MUHMMAasbHbIe TpeboBaHMS K annapaTHOMy obecneveHunto
cepBepa 1 CUCTEMbI XPaHEHMWsl Ha OCHOBE pa3Mepa cepBepa, KOTOpbI Bbl CObUpaeTech NOCTPoUTb. Ecin
Bbl UCnonb3yeTe fokanbHble pa3genbl (LPAR) nnun paboune pasgensl (WPAR), ckoppekTupyinte
TpeboBaHuMA K ceTH, UTOObI yYecTb pasmMep pasnesos.

B kauecTBe OTNpaBHON TOUKM UCMONb3YNTe HopMaLUIo, CoaepIKalLytOCs B crieaytoLLern Tabnuue.
Camyto cBexyto MHopmauuto o TpeboBaHUsX K 060pya0BaHUIO U cieumdmrKaumnsax 4na cepsepa u
CUCTEMBbI XpaHeHnsa cMoTpuTe B pasgene IBM Spectrum ProtectMakeTbl.

AnnapaTHblii KOMNOHEHT | He6onblasa cucteMa CpepHsas cucrtema KpynHasa cuctema

Mpoueccop cepsepa BTN qnep BTN 10 sipep BTN 20 sipep
npoueccopa, 3,42 My, npoueccopa, 3,42 My, npoueccopa, 3,42 Ty,
unu boicTpee unu boicTpee | Windows 2]

| Linux | Windows i3 | Linux | Windows jply) anpa npoueccopa, 2,2 Iy,
anep npoueccopa, 1,7 I'Mu, | apep npoueccopa, 2,2 'y, | unun beictpee
nnu boicTpee nnu boicTpee

MamaTtb cepBepa 64176 Ol 128 TB 0N 256 b Ol

Tp66OBaHMFI K cucTemMe 419 OUCKOBOIO peLlleHns ¢ HECKOJIbKMMU niowankamm 5
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AnnapaTtHblil KOMMOHEHT

He6onbwas cucrema

CpepHasa cuctema

KpynHasa cuctema

CeTb « 10 b Ethernet (1 nopt) |+ 10 B Ethernet (2 « 10 TB Ethernet (4
- ApanTep 86 Fibre nopra) nopra)
Channel (2 nopTa) « Apantep 8 I'b Fibre « Apantep 8 I'b Fibre
Channel (2 nopTa) Channel (4 nopTa)
XpaHeHvie e Onckmn SSD 1,45 T6 gna |« Ouckn SSD 2,53 T6 gns | Ouckm SSD 6,54 T6 ans

6a3bl JaHHbIX, NOC
MPOCTPaAHCTBO /1S
3anucen LeHTpa
onepaummn

* 67 Tb nyna xpaHeHus
KaTanoros-
KOHTENHEPOB C
henynnukauunen

6a3bl JaHHbIX, NOC
NPOCTPaHCTBO ANS
3anucen LeHTpa
onepaummn

« 207,9 TB nyna
XPaHeHMs KaTanoros-
KOHTENHEPOB C
henynnukauunen

6a3bl JaHHbIX, NOC
NPOCTPaHCTBO ANS
3anucen LeHTpa
onepaummn

« 1049,67 Tb nyna
XpaHeHMs KaTanoros-
KOHTENHEPOB C
henynnnkauunen

Peanusauus npaBubHOM TEXHONIOrUM SApa Npoleccopa

Hapno ncnonb3oBaTb NpaBUbHbBIA TUM TEXHOOMMM A4 pa NpoLeccopa Ansa npoueccopa cepeepa.
NHdopmaumio o Tune 6a3oBo TeEXHOMOrMK NpoL.eccopa cMoTpuTe B pasaene IBM Spectrum

ProtectMakeTbl.

OueHka Heobxogumoro o6beMa npocTpaHcTBa Ana 6asbl gaHHbIX LLeHTpa onepauui

TpeboBaHUs K annapaTHbIM cpeacTeam ans LleHTpa onepaumii BKIIOYeHbl B Npeablayulyto Tabnuuy 3a
WCK/HOYEHMEM NPOCTPaHCTBA 6a3bl AaHHbIX M apXMBHOMO XypHana (nepeyHs), KoTopble UCMOMb3YHTCS
KOMTMOHEHTOM LLeHTp onepauuii Ans yaepXnBaHus sanucei s yrnpasnsieMbiX KIMEeHToB.

Ecnu Bbl He cobupaeTeck ycTaHaBNMBaTh LLeHTp onepaumii Ha TOM e KOMMbTepe, YTo 1 cepBep, Bbl
MOXKeTe OLEeHUTb TpeboBaHMs K cucTemMe oTaeNbHO. YTobbl BbiUMCINTL TpeboBaHus K cucteMe ass
KOMrMoHeHTa LLeHTp onepaumin, cCMOTpUTE ONMcaHMe KanbKynsTopa TpeboBaHUi K CUCTEME B [OKYMEHTE
TexHu4YecKkoe 3amevaHue 1641684,

YnpaBneHne KOMNOHeHTOM LleHTp onepaumin Ha cepBepe - 3To pabouyasi Harpyska, TpebytoLias
ZOMNOJTHUTENIbHOrO MPOCTPAHCTBA AN onepaumin 6a3bl JaHHbIX. O06beM NPOCTPAHCTBA 3aBMCUT OT YMcia
K/TMEHTOB, MOHUTOPWHI KOTOPbIX OCYLLLECTBSeTCA Ha cepBepe. MpouTuTe cnemyolime peKoMeHaaumm,
KOTOpble NO3BOJIAOT OLEHUTb, KaKol 06beM NpocTpaHcTBa noTpebyeTcs BalleMy cepBepy.

MpocTpaHcTBO 6a3bl JAHHbIX
KomnoHeHT LleHTp onepaumii ucnonb3yeT, npuMepHo, 1,2 I'b npocTpaHcTBa 6asbl AaHHbIX HA
kaxayto 1000 knMeHToB, OTC/EXXMBaeMbIX Ha cepBepe. Hanpumep, paccMoTpum xab-cepeep ¢ 2000
KJIMEHTOB, KOTOPbIN TaKXe ynpasiseT TPeMSA NOAYMHEHHbIMU CEPBEPAMU, HA KAXKAOM M3 KOTOPbIX
ecTb 1500 knneHTOB. 3Ta KOH(Urypaumsa gaet B utore 6500 KNMEHTOB Ha YeTbIpex cepeepax, 1 Ans
Hee TpebyeTca npumepHo 8,4 I'b npocTpaHcTBa 6a3bl AaHHbIX. 3TO 3HaUEHME BbIUNCNAETCA NyTEM
okpyrneHus 6500 knreHToB fo cnepytouen bnmxanwen 1000, uto coctasmT 7000:

7 x 1,2 I'b=8,4 Tb

MpocTpaHCTBO apXUBHOIO XXypHana
LleHTp onepaumin ncnonb3yeT, NpuMepHo, 8 'b NpoCTpaHCTBa apXMBHOIO XypHana Kaxable 24 vaca
ons kaxpon 1000 knueHToB. B npumepe 6500 knneHToB paboTatoT uepes xab-cepBepbl 1
nod4YmMHeHHble cepBepa, 1 3a 24 yaca gnsa xab-cepsepa ncnosnbayetca 56 b npocTpaHcTBa
apPXUBHOIO XypHana.

[ns KaXkgoro nOAYNHEHHOro cepBepa B MpUMepe NPOCTPAHCTBO apXMBHOIO XypHana, UCNob3yemoe
B TeYeHue 24 yacoB, COCTaBUT 0K0M0 16 6. 3TN oLeHKM OCHOBaHbI Ha MHTepBane cbopa AaHHbIX O
COCTOSIHWM MO YMONYaHUI0, paBHOM 5 MUHyTaM. Ecnu Bbl COkpaTuTe nHTepBan cbopa AaHHbIX C
0[HOro pasa 3a 5 MMHYT 00 OAHOro pasa 3a 3 MUHYTbI, TPpeboBaHMSA K NPOCTPAHCTBY BO3pacTyT. B
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CneayoLmx npuMepax nokasaHo NpuMepHoe yBenunyeHne TpeboBaHuii K MPOCTPAHCTBY XypHasa
npv nHTepBase cbopa faHHbIX OANH pas B 3 MUHYTLI:

» Xab-cepBep: C 56 I'b npumepHo 0o 94 b
« Kaxabin nogumHeHHbin cepep: C 16 I'b npumepHo go 28 Tb

YBenuubTe NPOCTPAHCTBO apXMBHOIO XypHana Tak, 4Tobbl y Bac 6b1/10 LOCTATOYHO LOCTYMHOIO
NMPOCTPaHCTBA 419 NOAAEPIKKN KOMMOHEHTa LLeHTp onepaumii n 4Tobbl 3TO HE BIMSO Ha
CYLLEeCTBYHOLLME OnepaLmm cepeepa.

Tpe6oBaHusa K annapaTHoMy o6ecneyeHunIo BTOPOro cepeepa

Ecnu Bbl CO6VIpa6T6Cb HACTPOWTb CBOWM NoWaaKn Tak, yTobbI BCE Ha ﬂepBOVI nnowagke
penanMunpoBajioCb Ha BTOPYHO njowaaky, Tpe6OBaHl/IF| K annapatHbIM cpeacrtesamM 6y,u,yT MAEeHTUYHbI Ha
oboux nnowagkKax. Ecnuv Bbl XoTUTE pennMumnpoBaTb Ha BTOPYHO MJIOWaaKy TOJIbKO MOAMHOXECTBO
OaHHDbIX, Tpe6OBaHl/IF| K XpPaHEeHWU N CETU MOTYT ObITb CHUXEHDI.

TpeboBaHuA K NnporpaMMHOMY obecneueHuto

[oKyMeHTauma ana AMCKoBOro pelueHns IBM Spectrum Protect ¢ HECKONMbKMMM Mol aaKaMu COOEePXUT
3aa4M Mo YCTaHOBKE N KOH(MUTYPUPOBAHUIO 19 YKa3aHHbIX HUXE onepaLnoHHbIX cucteMm. Y Bac
OONMXHbl 6bITh BbINOMHEHbBI MUHMMalbHble TpeboBaHMA K NporpamMmaM 13 NepeumncreHHbix.

Cuctembl AIX

Tun NO MuHuManbHble Tpe6oBaHMS K NporpaMMHOMY obecneveHuio

OnepaumnoHHag cuctema IBMAIX 7.1

LononHuTenbHble cBefeHMA 0 TpeboBaHUSAX K ONepaLLMOHHON CUCTeMe
CMOTpUTE B MH(opMaLmm no yctaHoBke IBM Spectrum Protect.

YTunauTa gunzip YTunuta gunzip fomkHa 6biTb 4OCTYMNHA B Ballen CUCTEME 0 YCTAHOBKM
unmn obHosneHus cepsepa IBM Spectrum Protect . Y6egutecn, uto yTvnmTa
gunzip yCTaHOBJIEHa U ee NyTb 3afaH B NepeMeHHoM cpeabl PATH.

Tun cannosow cuctembl | ®annosble cuctemol JFS2

Cuctembl AIX MoryT KalwmpoBaTb bonblume 06beMbl AaHHbIX hanoBomn
CUCTEMbI; MPYU 3TOM MOXET CoKpaw,aTbcs 06bemM naMaTn, HeobxogMMbIN
cepBepy 1 npoueccam IBM Db2. YTobbl n3bexatb nogKauvku npu
ncnonb3oBaHuu cepBepa AIX, nucnonbdynte gnsa dannoson cuctemol JFS2
OnNuMI0 MOHTMpPOBaHNUS rbrw. [ng kawa ansoBon CUCTEMbI UCMOMb3YeTCS
MeHblle namMaTtu, u gna IBM Spectrum Protect 6yoeTt goctynHo 6onblie
namsaTu.

He ncnonbsymnte onummn MOHTMPOBaHMS anoBon CUCTEMbI C
napannenbHbiM BBOAOM-BbiBoAoM (Concurrent I/0, CIO) 1 ¢ npsiMbIM
BBOAOM-BbIBOAOM (Direct I/0O, DIO) ansa hannoBbix CUCTEM, COaepXKaLlLmX
YXypHanbl 6a3bl gaHHbIX IBM Spectrum Protect nnm Toma nynos xpaHeHus.
Mcnonb3oBaHWe 3TUX ONLLUIA MOXKET BbI3blBaTb CHUMXKEHME
NPOn3BOANTENIBHOCTM MHOIMX CepPBEpPHbIX onepaumin. IBM Spectrum
Protect n Db2 Bce paBHO MoryT ucnosb3oBaTb DIO TaM, roe 310 BbIFrO4HO,
Ho ans IBM Spectrum Protect He TpebytoTca onuum MOHTUPOBAHKUSA, UTOOBI
BbIBOPOYHO MCNOb30BaTb NPEMMYLLECTBA 3TOM0 MeToAa.

Lpyroe nporpamMmmHoe O6onouka Korn (ksh)
obecneveHune
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Cuctembl Linux

Tun NO

MuHuManbHble TPEGOBaHMH K NporpaMMHOMY obecneueHuto

OnepaunoHHasg cuctema

Red Hat® Enterprise Linux® 7 (x86_64)

BubnuoTteku

bubnunotekn GNU C Bepcum 2.3.3-98.38 nnm HoBee, yCTaHaBNNBAEMbIE B
cucteme IBM Spectrum Protect.

CepBepbl Red Hat Enterprise Linux:

« libaio

« libstdc++.50.6 (TpebytoTca 32- n 64-paspagHbie nakeTbl)
* numactl.x86_64

Tun annoBon cncTemsl

CchopMaTupyite hannoBble CUCTEMBI, CBA3aHHbIE C 6a3aMu AaHHbIX,
ncrnonbaysa ext3 nnu ext4.

[ns dannoBbix CUCTEM, CBA3AHHbIX C Mynamu, ucnonbsymnte XFS.

Lpyroe nporpaMmHoe
obecneueHune

O6onouka Korn (ksh)

Cuctembl Windows

Tun NO

MuHuManbHble Tpe6oBaHUSA K NPOrpaMMHOMy obecneyeHuto

OI'IepaLI,VIOHHaFl cucrtema

Microsoft Windows Server 2012 R2 (64-paspagHas cuctema) unm Windows
Server 2016

Tun channoBon cucTeMsl

NTFS

Lpyroe nporpaMmHoe
obecneueHune

[omkHbl 6bITb ycTaHoOBMEHbI U BKoYeHbl Windows 2012 R2 unun Windows
2016 c nnatdopmoin .NET Framework 3.5.

LOMmKHbI 6bITb OTK/HOYEHbI cnepyoume nonnTuKM ynpaBsJieHNA y4eTHbIMU
3anMcsamu nonb3oBaTenemn:

» YnpaBfieHne y4eTHbIMM 3anncaMu Nnonb3oBaTtesiei: Pexxum YTBepxoatb
afMVHUCTPATOPOB A1 BCTPOEHHOM YYeTHOW 3annucu ALMUHUCTPATOP

« YnpaBneHune yueTHbIMM 3aNMcammn Nosb3oBaTenen: 3anyckaTb Bcex
aAMUHUCTPATOPOB B pexunme YTBepxaaTb aA4MUHUCTPATOPOB

MHdopmMauus, cBA3aHHaA C AAHHOMN
HacTpowka ceTeBbix onumi AIX

Pa6oune nucTbl N1aHUPOBAHUA

Ncnonb3ynte paboune Tabnuubl nnaHMpoBaHus, YToObl 3anNnCbiBaTb B HUX 3HAYEHMS, KOTOPbIE Bbl
MCMNOSb3yeTe NPU HACTPOMKE CUCTEMBI C MOCNEAYIOLWMM KOHUrypnpoBaHuem cepeepa IBM Spectrum
Protect. Micnonb3yliTe 3Ha4eHNS N0 YMONYaHUIO, NpuBeaeHHble B pabounx Tabnuuax.

Kaxxpas paboyas Tabnvua noMoxKeT BaM NOAFOTOBUTLCS K PasHbIM CTaAMSAM KOH(UTYPUPOBaHMS
CUCTEMbI 32 CUYET UCMOJIb30BAHUS 3HAYEHWIA MO YMOJTYAHMIO:

MpepBapuTenbHoe KOH(UrypUpPoBaHMe cepBEepPHO CUCTEMDI
Mcnonbsynte paboune Tabnunupbl NpenBapuTenbHOro KOH(MUIyprMpoBaHWs 15 NiaHUpPOBaHUS
(halnnoBbIX CUCTEM W KaTasloroB, KOTOPbIE Bbl CO34aOMTe, KOTAa CKOHUrypupyeTe dainoBble
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cucTtembl ansa IBM Spectrum Protect Bo BpeMs HacTpoWku cucTeMbl. Bce kaTanoru, co3gaHHblie BaMmu
ONs cepBepa, LOMKHbI 6bITb NYCTbIMU.

KoHdhurypauusa cepsepa
BocnonbsynTecb pabounmum Tabnmuamm no KOHUrypupoBaHuto, koraa byneTte KoHUrypmposaTb
cepsep. ,D,J'IFI OOMbLUMHCTBA 3/IEMEHTOB npepnararoTca 3Ha4vYeHud no ymon4vaHuto, Kpome crniyvaes,
Korpa sTo OTMeYyeHo.

AIX
Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX
AneMeHT 3HaueHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMONYaHUIO 3HaueHue pasmMep KaTtanora

Appec nopTta 1500 HenpuMeHnmo Y6epuTtech, 4To

TCP/IP pna 3TOT NopT

B3aMMOAENCTBUSA OOCTYnNeH, Korga

C CepBepom byoete
yCTaHaBnMBaTh U
KOH(UTrypmnpoBaTb
OonepaumoHHYH0
CUCTEMY.
Homep nopta
MOXeT bbITb
yMcnom B
JuanasoHe oT
1024 po 32767.

KaTanor gn4a /home/tsminstl/ 50Tb Ecnu Bbl U3MeHUTE

aK3emnnapa tsminstl 3HayeHune

cepBepa KaTanora
aK3eMnnapa
cepBepa no
CPaBHEHUIO CO
3Ha4YeHMeM no
YMOJIYaHUIO,
N3MEHUTE TaKXe
3HaveHune
Bnagesnbla
sk3emnnapa Db2 B
Tabnuua 3 Ha cTp.
13.

KaTanor pnsa / 5Tb

YCTaHOBKM

cepBepa

KaTtanor ans jusr 5Tb

YCTAHOBKM

cepeepa

Katanor ona /var 5Tb

YCTaAHOBKM

cepBepa

Katanor ona /tmp 5Tb

YCTaHOBKM

cepsepa
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodosmeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmMep KaTanora
KaTtanor ans /opt 10TB
YCTaHOBKM
cepBepa
KaTtanor gn4a /tsminstl/TSMalog B Windows | Ecnu Bbl co3gaeTe
AKTMBHOIO Caepxmanbie: 30 6 aKTUBHbIN XypHas
XypHana npwu
* Hebonbuimne n nepBoHavyasbHOM
cpenHue: 140Thb KOH(UIypUpPOBaHm
« KpynHbie: 300 B u cepsepa,
3aganTe pasMmep,
paBHbIn 128 Ib.
Katanor ona /tsminstl/ W indows |
apPXMBHOIO TSMarchlog Caepxmarble: 250
XypHana G '
» Hebonbwue: 1 Tb
» CpepgHue: 2 Th
» KpynHble: 4 Tb
KaTtanoru ons MuHuManbHoe obwee |CospanTe
6a3bl JaHHbIX /tsminstl/ NPOCTPaHCTBO 415 MUHMMasbHOE
TSMdbspace BCEX KaTasloros: :;(c;é)Mcba;l:g::Z
/tsminstl/ . T naHHlei
TSMdl?spaceOZL Ceepxmanbie: XoTa | jaoicumocTy o1
4g§nd1gnst1/02 661200 1B pasMepa BaLleit
space ) )
/tsminstl/ . Sggggzm_rs. He CUCTEMBDI:
TSMdbspace03 B Windows |
« CpefHue: He MeHee Ceepxmanbie:
2Tb XoTsa 6b1 1
« KpynHble: He MeHee thannoBas
4TB cuctema

« Hebonblume: He
MeHee 4
thannosbix
cucTem

e CpepHue: He
MeHee 4
thannosbix
cucTem

» KpynHble: He
MeHee 8
thannosbix
cucTeMm
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmep Katanora

KaTtanorun gna MuHuManbHoe obuee | Co3pante

XpaHeHus /tsminstl/TSMEile00 NPOCTPaHCTBO AN MWHUMaNbHOE
/tsminstl/TSMEile01 BCEX KaTanoros: uncno hannoBbIx
/tsminstl/TSMfile02 B Viindows | chcTem ans
/tsminstl/TSMfile03 XpaHeHns B

Ceepxmanble: XoTa
6b1 10 TB

« Hebonbliue: He
mMeHee 38 Tb

» CpenHue: He MeHee
180 Tb

* KpynHble: Mo

KpanHen mepe, 500
Tb

3aBWCUMOCTHM OT
pasMepa Ballen
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bbl 2
thannosble
CUCTEMBI

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
meHee 30
thannosbix
cucTem
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

6bI 1 TH

« Hebonbliue: He
mMeHee 3 Tb

» CpenHue: He MeHee
10Tb

» KpynHble: He MeHee
16 Tb

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora

Kartanoru gnsa MuHumanbHoe obuee |Cospante

pe3epBHOro /tsminst1/TSMbkup@o NPOCTPaHCTBO AN MWHUMaNbHOE

KOMMpoBaHUs /tsminst1/TSMbkup@1 BCEX KaTanoros: uncno hannoBbIx

6a3bl AaHHbIX /tsminst1/TSMbkup02 . T ngge“;fgri
/tsminstl/TSMbkup@3 CBepxmanbie: XoTs EonmgosaHMﬂ

6a3bl AaHHbIX B
3aBMCUMOCTM OT
pasMepa Ballen
CUCTEMDI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pe3epBHbIX KOMui
6a3bl JaHHbIX
Takxe
NCMONb3yeTCcs Kak
KaTasnor
0TKa30yCTOMYMBOC
TV XXypHana
apX1BUPOBaHMA U
KaK BTOpas Konus
XPOHOIOrnmn ToMa
n channos
KOHurypaumnm
yCTpoKcTBa.
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Tabnuya 3. Paboyas Tabauya 0515 koHpurypuposaHus IBM Spectrum Protect

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

Bnapeneu
ak3emnnapa Db2

tsminstl

Ecnu Bbl UsMeHMNM
3HaYeHNe No yMOoHYaHMIo
N9 KaTanora ak3emnasapa
cepsepa B Tabnvue
Tabnuua 2 Ha cTp. 9, TO
NU3MEHNTE TaKXe
3HaYeHue BragenbLa
ak3emnnsapa Db2.

Maponb Bnagenbua
ak3emnnsapa Db2

passwOrd

BbibepuTe B KauecTBe
napons BnagesnbLa
3K3eMnspa 3HaveHue,
oTAnvarolLeecs ot
3HauYeHMWs Mo YyMOo4aHuIo.
06s53aTeNbHO 3anuimnTe
3TO 3HaUEHUNe N XpaHuTe
ero B HaOeXHOM MecTe.

MepBuYHas rpynna
4N8 Bnagenbua
ak3emnnsapa Db2

tsmsrvrs

Mms cepsepa

3Ha4YeHMEeM No YMOJIYaHUIO
019 UMeHU cepBepa
ABNAETCH MMSA XOCTa

CUCTEMBI.

Maponb cepsBepa passwOrd BbibepuTe B KauecTse
napons cepeepa
3HayeHwue, oTnmyaroLeecs
OT 3HaYeHus No
yMonuyaHuto. Obs3aTenbHo
3anuImnTe 3TO 3HaAYEeHNe 1
XPaHUTe ero B HAJEXHOM
MecTe.

ID admin

agMuHUCTpaTopa:

ID nonb3oBaTens

ONs aKk3emnaspa

cepsepa

Maponb ID passwOrd BbibepuTe B kKauecTee

agMuHuUcTpaTopa napons agMmMHuUcTpaTopa

3HaueHue, oTiMyaroLeecs
OT 3HAYeHUs no
yMonyaHuto. 06s3aTenbHO
3anuLImMTe 3TO 3HAUYEHME U
XpaHWTe ero B HaAEeXXHOM
MecTe.
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Tabnuya 3. Paboyas Tabauya 015 koHgurypuporaHus IBM Spectrum Protect (npodosxeHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOTHaHUIO
COOTBETCTBYET Havany
thasbl pabouein Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT M3 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs asbl
pabouein Harpy3sku
KJIMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIalTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepauui no
obcnyxmBaHuto cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

Linux

Tabnuya 4. Paboyas Tabiuya 018 npedBapuTesibHOro KOHMUrypupoBaHus cepBepHol cuctemsl Linux

AnemMeHT 3HauyeHue no Cob6cTBEeHHOE MuUHUManbHbI MpuMmeyaHus
YMOJI4YAHUIO 3HauyeHue pasmep Kartasnora
Appec nopta 1500 HenpnMmeHnmo YbepuTtech, UTo

TCP/IP pna
B3anMMOLEeNCTBUA
C cepBepoMm

3TOT NopT
OOCTynNeH, koroa
byneTte
yCTaHaBNMBaTb U
KOH(hMrypmpoBaTtb
onepaLuoHHYI0
cucTemy.

Homep nopta
MoXeT bbITb
yncnom B
JuanasoHe oT
1024 po 32767.
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux
(npodommeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HauyeHue pasmMep KaTtanora
KaTanor ons /home/tsminstl/ 25Tb Ecnu Bbl UIsSMeHUTE
aK3emnaapa tsminstl 3HayeHune
cepBepa KaTasora
3aK3emnaapa
cepBepa no

CpaBHEHWIO CO
3Ha4YeHMeM no
YyMONYaHuto,
NU3MEHNTE TaKXe
3HauveHune
Bnagenbua
ak3emnnsapa Db2 B
Tabnuua 5 Ha cTp.

19.

KaTanor gna /tsminstl/TSMalog M Windows |
aKTBHoOro Ceepxmanble: 30 Tb
KypHana

» Hebonblune u

cpegHue: 140 b

« KpynHbie: 300 B
KaTanor gn4a /tsminstl/ M Windows |
APXMBHOIO TSMarchlog Caepxmarble: 250
XypHana rE '

» Hebonblune: 1 Tb
» CpegHue: 2 Th
* KpynHble: 4 Tb
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
Kartanoru gnsa MuHumanbHoe obuee |Cospante
6a3bl JaHHbIX Jtsminstl/ NPOCTPaHCTBO AN MVIHVIMaJ'IIzHoe
TSMdbspace0® BCEX KaTanoros: uncno hannoBbIx
Jtsminstl/ B Wiodows cuctem gnga basbl
TSMdbspace0l Ceepxmanbie: XoTs AariHbIX B
Jtsminstl/ P . 3aBUCUMOCTHU OT
6b1 200 B o
TSMdbspace02 pasMepa Ballen
/tsminstl/ « Hebonbline: He CUCTEMBDI:
TSMdbspace03 mexee 1 Th M Windows |
» CpegHue: He MeHee Ceepxmarnbie:
276 XoTsa 6b1 1
» KpynHble: He MeHee thannosas
4Tb cuctema

« Hebonblune: He
MeHee 4
thannosbix
cucTem

« CpepnHue: He
MeHee 4
thannosbix
cucTem

« KpynHblie: He
MeHee 8
thannosbix
cucTem
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmep Katanora

KaTtanorun gna MuHuManbHoe obuee | Co3pante

XpaHeHus /tsminstl/TSMEile00 NPOCTPaHCTBO AN MWHUMaNbHOE
/tsminstl/TSMEile01 BCEX KaTanoros: uncno hannoBbIx
/tsminstl/TSMfile02 B Viindows | chcTem ans
/tsminstl/TSMfile03 XpaHeHns B

Ceepxmanble: XoTa
6b1 10 TB

« Hebonbliue: He
mMeHee 38 Tb

» CpenHue: He MeHee
180 Tb

* KpynHble: Mo
KpanHen mepe, 500
TB

3aBWCUMOCTHM OT
pasMepa Ballen
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bbl 2
thannosble
CUCTEMBI

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
meHee 30
thannosbix
cucTem
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

6bI 1 TH

« Hebonbliue: He
mMeHee 3 Tb

» CpenHue: He MeHee
10Tb

» KpynHble: He MeHee
16 Tb

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora

Kartanoru gnsa MuHumanbHoe obuee |Cospante

pe3epBHOro /tsminst1/TSMbkup@o NPOCTPaHCTBO AN MWHUMaNbHOE

KOMMpoBaHUs /tsminst1/TSMbkup@1 BCEX KaTanoros: uncno hannoBbIx

6a3bl AaHHbIX /tsminst1/TSMbkup02 . T ngge“;fgri
/tsminstl/TSMbkup@3 CBepxmanbie: XoTs EonmgosaHMﬂ

6a3bl AaHHbIX B
3aBMCUMOCTM OT
pasMepa Ballen
CUCTEMDI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pe3epBHbIX KOMui
6a3bl JaHHbIX
Takxe
NCMONb3yeTCcs Kak
KaTasnor
0TKa30yCTOMYMBOC
TV XXypHana
apX1BUPOBaHMA U
KaK BTOpas Konus
XPOHOIOrnmn ToMa
n channos
KOHurypaumnm
yCTpoKcTBa.
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Tabnuya 5. Paboyas Tabauya 0515 koHpurypuposaHus IBM Spectrum Protect

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

Bnapeneu
ak3emnnapa Db2

tsminstl

Ecnu Bbl UsMeHMNM
3HaYeHNe No yMOoHYaHMIo
N9 KaTanora ak3emnasapa
cepsepa B Tabnvue
Tabnuua 4 Ha cTp. 14, T0
NU3MEHNTE TaKXe
3HaYeHue BragenbLa
ak3emnnsapa Db2.

Maponb Bnagenbua
ak3emnnsapa Db2

passwOrd

BbibepuTe B KauecTBe
napons BnagesnbLa
3K3eMnspa 3HaveHue,
oTAnvarolLeecs ot
3HauYeHMWs Mo YyMOo4aHuIo.
06s53aTeNbHO 3anuimnTe
3TO 3HaUEHUNe N XpaHuTe
ero B HaOeXHOM MecTe.

MepBuYHas rpynna
4N8 Bnagenbua
ak3emnnsapa Db2

tsmsrvrs

Mms cepsepa

3Ha4YeHMEeM No YMOJIYaHUIO
019 UMeHU cepBepa
ABNAETCH MMSA XOCTa

CUCTEMBI.

Maponb cepsBepa passwOrd BbibepuTe B KauecTse
napons cepeepa
3HayeHwue, oTnmyaroLeecs
OT 3HaYeHus No
yMonuyaHuto. Obs3aTenbHo
3anuImnTe 3TO 3HaAYEeHNe 1
XPaHUTe ero B HAJEXHOM
MecTe.

ID admin

agMuHUCTpaTopa:

ID nonb3oBaTens

ONs aKk3emnaspa

cepsepa

Maponb ID passwOrd BbibepuTe B kKauecTee

agMuHuUcTpaTopa napons agMmMHuUcTpaTopa

3HaueHue, oTiMyaroLeecs
OT 3HAYeHUs no
yMonyaHuto. 06s3aTenbHO
3anuLImMTe 3TO 3HAUYEHME U
XpaHWTe ero B HaAEeXXHOM
MecTe.
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Tabnuya 5. Paboyas Tabnuya 015 koHgurypuporaHus IBM Spectrum Protect (npodoseHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOTHaHUIO
COOTBETCTBYET Havany
thasbl pabouein Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT M3 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs asbl
pabouein Harpy3sku
KJIMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIalTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepauui no
obcnyxmBaHuto cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

Windows

MocKoNbKy MHOIO TOMOB CO3[aeTCs /19 CepBepa, CKOH(UIyprpyniTe cepBep, MCNOJb3ys UMEIOLLYIOCS B
Windows chyHKumMto 0TOBpaXxkeHns GUCKOBbIX TOMOB B KaTanoru, a He B 6yKBbl 4UCKOB.

Hanpumep, C: \tsminst1\TSMdbpsace0O - 370 Touka MOHTUPOBAHUA A1 TOMA C €ro CO6CTBEHHbIM
npocTpaHcTBoM. ToM oTobpaxkaeTcs B katanor Ha gucke C:, HO He 3aHMMaeT NPOCTPAHCTBO Ha aucke C..
VcknioueHreM siBsSeTcs KaTanor ak3emnnspa cepeepa, C: \tsminstl, koTopbin MoxeT 6bITb TOUKOW
MOHTMPOBAaHMS MU 06bIYHBIM KaTanoroMm.
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMOJTYaHUI0 3HaueHue pasmMmep KaTtanora

Agpec nopTta 1500 HenpuMeHnmo Y6epuTtech, 4To
TCP/IP pna 3TOT NopT
B3aMMOLEeNCTBUS LOCTyneH, Korga
C CepBepoMm byneTe
yCTaHaBAMBaTb U
KOH(MrypmpoBaTtb
onepaLuoHHYI
CUCTEMY.

Homep nopta
MOXeT bbITb
yMcnom B
JuanasoHe oT
1024 po 32767.

KaTanor gn4a C:\tsminstl 25TBb Ecnu Bbl U3MeHUTE
aK3eMnnapa 3HaveHune
cepBepa KaTanora
aKseMnaapa
cepBepa no
CPaBHEHMUIO CO
3Ha4YeHneM no
YMOJTYaHUIO,
N3MEHUTE TaKXe
3HaveHune
Bnagesnbla
ak3emnnapa Db2 B
Tabnuua 7 Ha cTp.

25.

KaTanor pnsa C:\tsminstl1\TSMalog M vindows |
aKTMBHOTO Ceepxmanble: 30 Th
KypHana

» Hebonbline n

cpegHue: 140 b

» KpynHbie: 300 TB
KaTanor onsa C:\tsminst1\TSMarch M Vindows |
apXnBHoro log Csepxmansle: 250
XypHana

b
» Hebonblwue: 1 Tb
« CpepgHue: 2Th
* KpynHbie: 4 Tb
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

C:\tsminstl1\TSMdbsp
ace00
C:\tsminstl1\TSMdbsp
ace0l
C:\tsminstl1\TSMdbsp
ace02
C:\tsminstl1\TSMdbsp
ace03

BCEX KaTaJioros:

N Windows |
CBepxManble: XoTs
6b1 200 B

« Hebonbliue: He
mMeHee 1 Tb

» CpenHue: He MeHee
2Tb

» KpynHble: He MeHee
4Tb

(npodonmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMOYaHuIo 3HauyeHue pasmMmep KaTtanora

Katanorun gns MuHumanbHoe obuwee |CospanTe

6a3bl JaHHbIX MPOCTPAHCTBO AN MUHUMasbHOe

uncno hannoBbIx
cuctem gns 6asbl
OaHHbIX B
3aBWCUMOCTHM OT
pasMepa Ballemn
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 4
thannosbix
cucTem

« CpepnHue: He
MeHee 4
thannosbix
cucTem

« KpynHblie: He
MeHee 8
thannosbix
cucTem
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

(npodonmeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
KaTtanorun gna MuHuManbHoe obuee | Co3pante
XpaHeHus C:\tsminst1\TSMfile NPOCTPaHCTBO AN MUHMManbHOe
00 BCEX KaTanoros: uncno hannoBbIx
- - cuctem gns
C:\tsminst1\TSMfile . KT8
XpaHeHus B

01
C:\tsminstl1\TSMfile
02
C:\tsminstl1\TSMfile
03

Ceepxmanble: XoTa
6b1 10 TB

« Hebonbliue: He
mMeHee 38 Tb

» CpenHue: He MeHee
180 Tb

* KpynHble: Mo

KpanHen mepe, 500
Tb

3aBWCUMOCTHM OT
pasMepa Ballen
CUCTEMBI:

B Vindows |
CBepxmansble:
XoTa bbl 2
thannosble
CUCTEMb

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
meHee 30
thannosbix
cucTem
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHusi cepsepHol cuctemsl Windows

C:\tsminstl1\TSMbkup
02
C:\tsminstl1\TSMbkup
03

6bI 1 TH

« Hebonbliue: He
mMeHee 3 Tb

» CpenHue: He MeHee
10Tb

» KpynHble: He MeHee
16 Tb

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMOYaHuIo 3HauyeHue pasmMmep KaTtanora
Katanorun gns MuHumanbHoe obuwee |CospanTe
pesepBHOro C:\tsminst1\TSMbkup MPOCTPAHCTBO AN MUHUMasbHOe
KONUPOBaHMS 0(:) BCEX KaTasloros: 4yncno annosbix
6a3bl JaHHbIX C:\tsminst1\TSMbkup B Wiodows cucTeM gng
01 c ) pesepBHOro
Bepxmasble: XoTs KOMMpPOBaHUS

6a3bl AaHHbIX B
3aBMCUMOCTM OT
pasMepa Ballen
CUCTEMDI:

B Vindows |
CBepxmansble:
XoTa bb1 1
thannosas
cucTema

« Hebonblune: He
MeHee 2
thannosbix
cucTem

« CpepnHue: He
meHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pe3epBHbIX KOMui
6a3bl JaHHbIX
Takxe
NCMONb3yeTCcs Kak
KaTasnor
0TKa30yCTOMYMBOC
TV XXypHana
apX1BUPOBaHMA U
KaK BTOpas Konus
XPOHOIOrnmn ToMa
n channos
KOHurypaumnm
yCTpoKcTBa.
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Tabnuya 7. Paboyas Tabauya 0515 koHgpurypuposaHus IBM Spectrum Protect

AneMeHT 3HaueHue No yMoNvaHuio Cob6cTBeHHOe 3HaueHue MpumeuaHus
Bnapeney, tsminstl Ecnun Bbl namenunm
ak3emnnapa Db2 3Ha4YeHMe No yMOJTYaHUIO

N9 KaTanora ak3emnasapa
cepsepa B Tabnvue
Tabnuua 6 Ha cTp. 21, TO
NU3MEHNTE TaKXe
3HaYeHue BragenbLa
ak3emnnsapa Db2.

Maponb Bnagenoua | pAssOrd BbibepuTte B KauecTBe
ak3emnnapa Db2 napons snagensua
3K3eMnnapa sHaveHue,
oTnunyarouleecs ot
3HAYEeHUS NO YMONYAHUIO.
Obsa3atenbHO 3anuwmnTe
3TO 3HaUYeHue U XpaHuTe
ero B Hafle)XXHOM MecTe.

Mms cepsepa 3HavyeHMeM Mo yMon4yaHuto
[N UMEHU cepBepa
ABNSAETCA UMSA XOCTa

CUCTEMBI.

Maponb cepBepa passwOrd BbibepuTte B KauecTBe
napons cepeepa
3HaveHue, oTAnvaroLeecs
OT 3HaYeHus No
yMonyaHuto. O6s3aTenbHO
3anuLimTe 3TO 3HaYeHne 1
XPaHUTe ero B HaEXHOM
mecTe.

1D admin

agMuHuCTpaTopa:

ID nonb3oBaTtensa

ONna aKk3emnnspa

cepeepa

Mapone ID passwOrd BbibepuTe B kKauecTse

agMUHMCTpaTopa napons agMmMHucCTpaTopa

3HaueHwue, oTiMvarLLeecs
OT 3Ha4YeHuUd no
yMon4yaHnuto. Ob6asatenbHo
3anmunTe 3To 3HaYvYeHne n
XPaHUTe ero B HageXxHoM
MecTe.
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Tabnuya 7. Paboyas Tabauya 015 koHgurypuporaHus IBM Spectrum Protect (npodosxeHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOTHaHUIO
COOTBETCTBYET Havany
thasbl pabouein Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT M3 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs asbl
pabouein Harpy3sku
KJIMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIalTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepauui no
obcnyxmBaHuto cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

NMnaHupoBaHMe XpaHeHUS

BbibepuTe Hanbonee ahheKTUBHYIO TEXHONOTMIO XpaHeHUs A8 KoMnoHeHToB IBM Spectrum Protect,
yTobbl 06ecneunTb ahheKTMBHYIO paboTy cepBepa 1 BbICOKYIO MPON3BOANTENIbHOCTb OMnepaLmi.

Y annapaTHbIX YCTPOWCTB XPaHEHWS pa3Hble XapaKTePUCTUKM eMKOCTU U NPOU3BOAUTENBHOCTH, UTO
onpenenseT 7o, KakK UX MOXHO a(ptheKTUBHO MCnonb3oBaTh BMecTe ¢ IBM Spectrum Protect. O6wue
pekoMeHaauum no Bbibopy COOTBETCTBYHOLWErO 060PYA0BaHNA XPaHEHNS M HACTPOMKe BalLEro peLleHns

CMOTpPUTE B YKa3aHHbIX HUXXE MCTOYHUNKAX.

Basa AAaHHbIX M AKTUBHDIN XXYpPHan

» Micnonb3ynTe onsa 6asbl AaHHbIX M aKTUBHOTO XypHana IBM Spectrum Protect 6bicTpbIn ANUCK,
HanpuMep, co CneayrLUNMm XapaKTepPUCTUKaAMN:

— BbicokonpounseoauTenbHbin Anck 15 K rpm ¢ onToBosIokoHHbIM (Fibre Channel) nnum
nocnenoBaTesibHO NOAKNOYEHHbIM UHTepdericom SCSI (SAS).

— TeBeppoTenbHbin guck (Solid-state disk, SSD)

« N30nupyiiTe aKTUBHbIN XypHan oT 6basbl JaHHbIX, €CNUY Bbl HE UCNONb3yeTe TBepaoTenbHoe (SSD)
nnu chnew-obopynoBaHme

« MNpu cosgaHnn MaccnBoB Ans 6asbl AaHHbIX ucnonb3ynTte RAID ypoBHS 5

Myn xpaHeHua

« [1ng nyna xpaHeHUsa MOXXHO UCMNONb30BaTb MeHee Joporve n bonee MeasleHHblE AUCKU
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« [yn XpaHeHUs OaHHbIX MOXET COBMECTHO MCMOMb30BaTh AUCKM AJ151 XPAaHEHNS apXMBHOIO XypHana
N pesepBHOM Konuu 6asbl JaHHbIX

« Wcnonbsynte RAID ypoBHS 6 419 MacCMBOB MyJI0B XpaHeHus, 4Tobbl L,06aBUTb 3aLUUTY OT OBOMHbIX
cb0eB AncKa Npu NCMONb30BaHWMN KPYMHbIX TUMOB AMCKOB

UHdopMmaumsa, cBa3aHHasA ¢ aHHOM
TpeboBaHUs K cMCTEME XPAHEHWS U YMEHbLUEHME PUCKA NOBPEXAEHUS OaHHbIX

nHaHI/IpOBaH ne MaCCuBoB XpaHeHud

MoproToBbTECh K KOHOUTYPUPOBAHMIO ANCKOBOIO XpaHeHUs, cniaHnposas Maccusbl RAID n ToMa B
COOTBETCTBMU C pa3MepoM Ballen cucteMol IBM Spectrum Protect.

Bbl paspabaTbiBaeTe MacCMBbI XpaHEHWS, Pa3Mep 1 XapaKTePUCTUKUN NPOU3BOANTENBHOCTM KOTOPbIX
NoaXoAsT A/ OQHOMO U3 KOMMOHEHTOB CEPBEPHOI CUCTEMbI XpaHeHus IBM Spectrum Protect,
HanpuMep, 6asbl JaHHbIX cepBepa Uiu nyna xpaHeHus. Onepauusi NIaHMPOBaHWS XPaHEHWs OOMXHa
YyUMTbIBaTb TUM HaKONWUTENs, ypoBeHb RAID, UMCo HaKoNMUTEeen, YMCO 3anacHbIX HaKonuTenen u T.n. B
KOH(MIypaLmuax peleHunst rpynnbl XpaHeHus cogepkat MaccuBbl RAID BHYTpeHHero XxpaHeHus, KoTopblie
COCTOSIT U3 HECKOJIbKUX (IM3NUECKMX AUCKOB, MPEACTaB/IEHHbIX B CUCTEME B BUAE NTOMMYECKMX TOMOB.
Mpy KOH(UTYPUPOBAHMM OUCKOBOW CUCTEMbI XpaHEHWS Bbl CO34aeTe Ipynbl XPaHeHUs Uan nysbl
XPpaHeHUs OaHHbIX, @ 3aTeM Co3[aeTe MacC/Bbl XpaHeHWs B rpynnax.

Bbl cospaete ToMa unum LUN 13 rpynn xpaHeHus. Ipynna XpaHeHWs 3aaeT, Kakue ancku obecneumnsaroT
NPOCTPAHCTBO XPaHEeHWMs, COCTaBNsoLLee TOM. [1pn CO34aHNUN TOMOB CAENANTe UX NMOTHOCTBIO
BbloeneHHbIMU. MicnonbsytoTcs 6onee bbICTpble TUMbI AUCKOB, YTOBbI XpaHUTb TOMa 6asbl AaHHbIX 1
aKTMBHblE TOMa XypHana. bonee MeaneHHble TUMbI GUCKOB MOXHO MCMOMb30BaTh A1 TOMOB nyfa
XPaHEeHWS, apPXMBHOTO XypHasa 1 TOMOB pe3epBHbIX KoNui 6asbl AaHHbIX. ECNn Ans noaroToBKM SaHHbIX
MCMNOJIb3YETCS MEHbLUMIA Ny XPaHEHUS HA OCHOBE [MCKOB, BaM, BO3MOXHO, NMPUAETCS MCMNOSIb30BaTb
6onee bbICTpble AUCKM, YTOBbI CNPABUTLCA C eXXeAHEBHOM paboyelt Harpy3Ko No NOrIoLLEHMIO 1
nepeHacTpomnKe AaHHbIX.

B paspenax Tabnauua 8 Ha cTp. 27 1 Tabnuua 9 Ha cTp. 28 onuncaHbl TpeboBaHMs K cxeMe as
KOHUIrypaumm rpynn XxpaHeHns 1 TOMOB.

Tabnuya 8. KOMNOHEHTbI KOHUrypayuu rpynnsl XpaHeHus

KomnoHeHT CeepeHusa

TpeboBaHUs K Kak cepBep Ucnonb3yeT NPOCTPAHCTBO XpPaHEHUS.

NPOCTPAHCTBY XpaHEeHNSA

Ha cepBepe

Tun ancka Pasmep u ckopocTb Ang Tmna Aucka, MCNonb3yeMoro B COOTBETCTBUN C
TpeboBaHMAMMN XpaHEHMUS.

KonuuecTtso ANCKOB Yncno AMCKOB KaXaoro Tmna, Kotopble HEOOXOAMMbI B COOTBETCTBMU C
TpeboBaHMAMM K XpPaHEHUIO.

EMKOCTb ropsauyero Yuncno AMcKoB, 3ape3epBMpPoOBaHHbIX B KAQUECTBE 3anacHbIX A nepegaym

pesepBupoOBaHuUS ynpasfieHus B ciiyyae oTkasa gucka.

YposeHb RAID YpoBeHb MaccuBa RAID, ncnonb3yeMblin 415 TOFMYECKOro XpaHeH s,

YposeHb RAID onpenenset Tmn nsbblITo4HOCTH, obecneunsaemomn
MaccuBOM, Hanpmumep 5 nnu 6.

KonunyecTtso Macc1BoB Konunuectso cospatowmxca maccusos RAID.
RAID
DDM Ha maccue RAID Ckonbko Mmogynen amuckosopnos (disk drive module, DDM) Hy>HO

MCNONIb30BaTb B KaXXO0M U3 maccmsoB RAID.
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Tabnuya 8. KoOMNoHeHTbI KOHUrypayuu rpynnsi xpaHeHus (npodosxeHue)

KoMnoHeHT CBepeHusa

Mcnonb3yembivi pasmep Ha | Pasmep npocTpaHCcTBa, LOCTYMHbIN A1 XPaHEHNS OAaHHbIX B KAXXO,0M
maccuB RAID maccuse RAID nocne BblveTa NPOCTPaAHCTBA, NOTEPSHHOrO BCNeacTBMe
n36bITOUHOCTY.

Obwmin ncnonb3yeMbii Obwmin pasmep, AOCTYNHbIA AN XpaHEeHUS OaHHbIX B MaccmBax RAID:

pasmep
KonnyecTBo x Mcnonb3yembii pasmep

PekomeHayeMble MeHa MpepnoYTMTENbHOE MMS, KOTOPE CliefyeT MCNofb30BaTh A4S GUCKOB
rPynn XpaHeHusa u MDisk n rpynn MDisk.

MaccuBoB

McnonbsoBaHue KoMNOHeHT cepBepa, KOTOPbIN MCMOMb3YyeT YacTb (hM3NYECKOro AnckKa.

Tabnuya 9. KoOMNOHeHTkbI KOHGUrypayuu ToMoB

KoMnoHeHT CBepeHusa

TpeboBaHus K TpeboBaHUsi, B COOTBETCTBMM C KOTOPbIMU UCMNONb3yeTcs hn3nNUecKuii

NPOCTPAHCTBY XpPaHeHUs ONCK.

Ha cepBepe

Nma Toma YHUKanbHoe nMs, NPUCBOEHHOE OTAENbHOMY TOMY.

[pynna xpaHeHus Mm@ rpynnbl XpaHeHUs, oas KoTopon byaeT B3sATO NPOCTPAHCTBO, YTobbI
€030aTh TOM.

Pasmep Pasmep kaxgoro Toma.

MpepnonaraeMas Touka KaTanor Ha KoMmnbloTepe cepBepa, rae MOHTUPYeTCs TOM.

MOHTUPOBaHNA CepBeEpPa

KonuuyectBo Yucrno ToMOB, KOTOPbIE HY)XHO CO34aTb A5 BbINOHEHNUS OnpeaeneHHblX
TpeboBaHuii. icnonb3yinTe 0aMH 1 TOT e CTaHOAPT NPUCBOEHUS UMEH
0719 KQXKA,0ro ToMa, CO34aHHOI0 B COOTBETCTBUM C TEMU XKe
TpeboBaHNAMU.

VMicnonb3oBaHue KoMnoHeHT cepBepa, KOTOPbIN UCMOMb3yeT YacTb (h3MYeCKoro aAncka.

MpumMepbl

MpuMepbl KOH(Urypaumm ana rpynn XpaHeHUs 1 TOMOB MOXHO HaWTW, BOCMOJ1b30BaBLUNCH ClieaytoLLen
ccbinkon: MpuMepbl paboymnx IMCTOB A5 NJIAaHMPOBAHWS MacCMBOB XpaHeHUs. B npuMepax nokasaHo,
KaK CniaHMpoBaTb XpaHEeHMe Npu pasHbIX pasMepax cepBepoB. B KoHpUrypaumnsax npumepos
cyliecTByeT oTobpaxeHne OAMH Ha OAMH Mexay anckamu MDisk n rpynnamu storage. MoXHO ckayaTb
npuMepbl U NI3MeHUTb paboure NUCTbI, YTOBbI CNNaHMPOBaTb KOHMUIypaL Mo XpaHeHUs 41s cepBepa.

NMnaHupoBaHue 3aWUTDbI

CnnaHupywTe 3alLMTy cUcTeM B pelueHumn IBM Spectrum Protect, Mcnonb3ys ynpasneHne ocTynom U1
ayTeHTUdMKaLmMen, U paccCMOTPUTE BO3MOXHOCTb WN(POBAHMS OaHHbIX 1 Nepeaaqn naposien.

PeKOMeHﬂaHMMOTHOCMTeﬂbHO3aUWHBIBamemCpeﬂblXpaHEHMHOTaTaKHpOFpaMM,Tpe6yKHuMXBMKYH,M
BOCCTaHOBJIEHUA Cpebl XpPaHEHUA, eCnn I'IpOVI3OVI,EI,€T aTakKa, CMOTpUTE B pa3aene 3awmTa Ccpenbl
XpaHeHMﬂHpOTMBHpOFpaMM'BMMOFaTeﬂeﬂ
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MnaHupoBaHue poneun agpMUHUCTpATOpaA

3apaiTe ypoBeHb NOHOMOUMIA, KOTOPbIE Bbl XOTUTE Ha3Ha4MTb Ans pewenmns IBM Spectrum Protect.
AOMWHUCTPATOPAM MOMHO Ha3HAUYUTb O4MH U3 CieayHoLWmnX YPpoBHEN NOIHOMOYMIA:

Cucrema
Y afMUHUCTPATOPOB C CUCTEMHBIMM MOSTHOMOYMNSMU - BbICLUNIA YPOBEHb MOJTHOMOYNIA.
ALOMWHUCTPATOPLI C 3TUM YPOBHEM MOSTHOMOUMNIA MOTFYT BbINOMHUTL Nt0BYI0 3agady. OHU MOryT
ynpaBnsTb BCEMU JOMEHAMM MONIUTUKU U MyNaMU XPAHEHUS 1 MPeaoCTaBASTb MOTHOMOUNS APYTrnM
agMUHUCTpPaTOopaM.

Monutuka
AOMUHUCTPATOPSLI, Y KOTOPbIX €CTb MOSIHOMOYNSA MNOSIUTUKN, MOTYT YNpaBnaTb BCEMU 3aa4aMu,
CBSI3aHHbIMU C yNpaB/ieHWEM NOJIUTUKON. ITU NOTHOMOUMSA MOTYT BbITb HEOrPaHUYEHHBIMU NN
MOTyT 6bITb OrpaHMYeHbl ONpeaeneHHbIMU OMEHAMU MONNTUKMN.

XpaHeHue
ALMUHUCTPATOPSI, Y KOTOPbIX €CTb MOSIHOMOUUS XPaHEHWS, MOTYT BblAEeNUTb PeCcypcChbl XpaHeHUs ons
cepBepa v ynpasnasaTb MU,

Onepatop
ALMWHUCTPATOPBI, Y KOTOPbIX €CTb MOSIHOMO4YMS OnepaTopa, MOryT ynpaBnsaTh HEMNOCPEACTBEHHOM
paboTol cepBepa M AOCTYNHOCTbLIO TaKUX HOCUTENEN XPaHEHMS], KaK IeHTOYHble BubnnoTekn n
HakonuTenwu.

B cueHapusix B Tabnumua 10 Ha cTp. 29 npencTaBnieHbl NpMMepbl TOro, NoYemMy BaM MOXKeT
notpeboBaTbCs Ha3HAUYMTb Pa3Hble YPOBHU MNOSIHOMOUNIA, YTOObI aAMUHUCTPATOPbLI MOTIM BbINONHATh
3agaun:

Tabnuua 10. CyeHapuu 015 posell aOMUHUCTPATOPOB

CueHapuit Tun ID apMUHUCTPATOPA, KOTOPbIA HY>XXHO 3aAaTb

AgMuHUCTpaTop B HEBONbLLON KOMMNaHUW yNpaBnaeT |. cpyctemubie nonHomouns: 1 ID aAMUHUCTpaTOpa
CepBepoOM 1 OTBEYAET 3a BCe onepauun cepsepa.

ARMVHUCTPATOP HECKONBKIX CEPBEPOB Takxke « CuCTeMHble NONHOMOUKS Ha Bcex cepaepax: 1 ID
ynpaBnsieT Bcei CUCTEMON. HeCKoNbKo Apyrux aIMUHMCTpaTOpa A8 BCeX 3afiay Mo
aMMHUCTPATOPOB yNPaBsoT CBOUMU aIMUHICTPUPOBAHMIO CUCTEMbI

CcO6CTBEHHBIMM NyNaMu XPaHEHUS.
« MonHOMOuMS Ha XpaHeHWe A5t Ha3HaYeHHbIX NyoB

xpaHeHus: 1 ID agMuMHUCTpaTOpa 419 Kaxaoro us
OpYyrnx agMMHNCTPATOPOB

AD-MV'HVV'CTpaTOP ynpasnsaeT ABymMa cepsepamut. « CucTeMHble nosHoMounda Ha oboux cepsepax: 2 ID
I pyroi COTPYAHMK NOMOraeT BbIMOMHATbL 3a[,a4m No aIMUHMCTpaTopa

aAMUHUCTPUpPOBaHMIo. [lBa NOMOLLHMKA OTBEYAlOT 3a
TO, UTO6bI MPOM3BOANIOCH PE3EPBHOE KOMMPOBaHME
BaXXHbIX CUCTEM. KaH(JJ,bII‘/'I NMOMOLWHUK OTBeYaeT 3a
MOHUTOPWUHI 3an/1aHNPOBaHHbIX onepau,mﬁ no
pesepBHOMY KOMMPOBaHWIO HA OAHOM U3 CepBEPOB
IBM Spectrum Protect.

» MNonHomouunsg onepatopa: 2 ID agMUHUCTPATOPOB
0J15 MOMOLLHMKOB C OCTYNOM K CepBepy, 3a
KOTOPbI/ OTBEYaEeT KaXAbl COTPYOHMK

NMnaHupoBaHue 3alWULLEHHON CBSA3U

MnaH 3aWwmTbl B3AaNMOLENCTBUI MeXay KOMNoHeHTamMu pelweHns IBM Spectrum Protect.

OnpepennTe ypoBeHb 3alLMTbl, TPEOYOLWMIACS AN8 BaWMX AAaHHbIX, HA OCHOBE HOpMAaTMBOB W buaHec-
TpeboBaHMin, KOTOpble AENCTBYHOT B Ballel KOMMNaHUN.

Ecnu onsa Bawero 6usHeca TpebyeTca BbICOKUIA YPOBEHb 3aLUTbl Naponen U nepegaBaeMbliX AaHHbIX,
3annaHupyinTe peanusaumio 3allueHHOM CBA3M Ha OCHOBe NPOToKoNoB Transport Layer Security (TLS)
unu Secure Sockets Layer (SSL).
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TLS 1 SSL obecneunBatoT 3aLULLEHHYIO CBA3b MEXAY CEPBEPOM U KITMEHTOM, HO MOTYT OTPULATENBHO
BJINSITb HA NPOM3BOAUTENBHOCTb CUCTEMBI. YTOBbI MOBbLICUTL NPON3BOANTENBHOCTL CUCTEMBI,
ncrnonb3ynte TLS ang ayteHTUdukaumm 6es wndpoBaHma gaHHbIX 06bEKTOB. YTOObI yKkasaTh,
ncnonb3yeT nu cepsep TLS ona BCero ceaHca nam TONbKO ANS ayTEHTUDUKALMK, CMOTPUTE ONMUCaHMe
onuuun knneHTa SSL onsa B3aMMoOencTBUn Mexay KNMeHTOM M CEpBEPOM M onuncaHMe napameTpa
UPDATE SERVER=SSL nns B3anMOZeNCTBUIA MeXay cepBepamu.

HaunHasg c Bepcum 8.1.2, TLS ncnonbsyetca ons ayTeHTUMKaLUK NO yMoNnYaHuio. Ecnu Bbl pelunte
ncnonb3oBaTb TLS ang wndpoBaHUs BCEro ceaHca, UCMOb3ynTe 3TOT NPOTOKOJ TOMbKO AJ1S CEeaHCOB, B
KOTOpbIX 3T0 Heobxoanmo, 1 0obaBbTe Ha cepBep NPOLLECCOPHbIE PECYPChI, YTOObI CMPaBUTLCA C
yBenmueHneM ceteBoro Tpadumka. Takke MOXHO nonpoboBaTb MCNONb30BaTh Apyrue onuuun. Hanpumep,
B HEKOTOPbIX CETEBbIX YCTPOMCTBAX, HANpMUMeEP, B MapLpyTM3aTopax M KOMMyTaTopax, eCcTb pyHKuus TLS
mnwn SSL.

TLS 1 SSL MOXXHO MCMOSIb30BaTh ANS 3aLLMTbI HEKOTOPbIX UM BCEX PA3/IMYHbIX BO3MOXHbIX MyTeW CBA3H,
HanpumMep:

« LleHTp onepauwuin: 6paysep ¢ xaboMm; xab ¢ noAYMHEHHBIM CEPBEPOM
« KnueHT c cepsepoM
« CepBep c cepBepoM: pernkauus y3nos

MHdopMmauumsa, cBs3aHHas ¢ faHHOM
3aumTa cBa3un

NnaHupoBaHue XxpaHeHUs 3aWNPpPoBaHHbIX AAaHHbIX

Onpepenute, TpebyeTcsa N Ballen KOMNaHMM WNGPOBAaTb COXPaHsieMble AaHHble, 1 BbibepuTe
BO3MOXHOCTW, KOTOPbIE Jy4lle BCero NoAxoasaT ansa sawmnx tpeboBaHumi.

Ecnu Bawen komMnaHus TpebyeTcs WndpoBaTh faHHbIe B Mynax XpaHeHUsl, Bbl MOXETE UCMOb30BaTb
wugpoBaHme IBM Spectrum Protect nnu Takoe BHelLHee yCTPOMCTBO, KaK JIeHTa Ana wudpoBaHus.

Ecnu Bbl BbIbrpaeTe IBM Spectrum Protect ans wwndpoBaHma faHHbIX, Ha KneHTe noTpebytoTcs
OOMNONHUTENbHbIE BbIYUCNIUTENbHbIE PECYPChI, YTO MOXET MOBMUATb Ha NPOU3BOANTENIbHOCTb NPOLLECCOB
pe3epBHOro KOMMPoOBaHNA U BOCCTaHOB/EHMS.

UHopMauumsa, cBa3aHHasA € aHHOM

3aMeyvaHus No WndpoBaHUIO OAaHHbIX 419 NYyN0B XpaHeHMs 0b1ayHbiXx KOHTeMHepoB B IBM Spectrum
Protect

NMnaHupoBaHue poctyna uepes 6paHgmayap

OnpenenuTe, Kakue y Bac 3afaHbl bpaHamayapbl M Kakve NopTbl AOMKHbI ObITb OTKPbITbI, UTOObI
peweHue IBM Spectrum Protect paboTtano.

B paspene Tabavua 11 Ha cTp. 30 onucaHbl NOPThI, UCMOMb3YeMble CEPBEPOM, KITMEHTOM U
KOMTMOHEHTOM LleHTp onepauuii.

Tabnuya 11. [opTel, UChOIb3YeMble CepBepPOM, KTUEHTOM U KOMNOHeHTOM LleHTp onepayul

AneMeHT Mo HanpaeneHue | OnucaHue

yMoON4YaHuio
BasoBbii nopt | 1500 Nexopsawmne/ [ns Kaxkooro ak3eMnnsipa cepsepa TpebyeTcs
(TCPPORT) BXogsLmne YHUKaNbHbIV NOPT. BMecTo nopTa no ymonyaHuio

MOXHO 334aTb albTEPHATUBHbI HOMEP NnopTa.
Onumnsa TCPPORT npuHMUMaET OT KNMEHTA KaK CeaHcChl
TCP/IP, Tak 1 ceaHchbl C nognepXxkon SSL. Ana
Tpaduka KIMeHTa agMUHUCTPUPOBAHMSA MOXHO
3a4aTb 3HAYEHMS NOPTOB, UCNOJIb3YS OMNLUN
TCPADMINPORT n ADMINONCLIENTPORT.
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Tabnuya 11. [opTel, UChOIb3YeMble CepBepPOM, KTUEHTOM U KOMNOHeHTOM LleHTp onepayud

(npodommeHue)
AneMeHT Mo HanpaeneHue | OnucaHue
YMOJTYaHUIO
SSL-only port | 3HaueHua no | Ncxopswme/ ITOT NOPT UCNONb3YeTCs, €CNN Bbl XOTUTE
(SSLTCPPORT) | ymonuaHuto BXogsLmne OrpPaHUYNTb B3aMMOLENCTBMS Ha MOPTY TONbKO
HeT ceaHcamu, nogaepuBarowmmm SSL. Ytobsbl
obecneunTb NOOAEPKKY B3anMOAencTBuMi Kak SSL,
Tak u He SSL, ncnonesynte onuun TCPPORT vnun
TCPADMINPORT.
SMB 45 Bxopauwume/ JTOT NOPT MCNOb3yeTcs MacTepamm
ncxopsane KOH(MIypMpOBaHUs, KOTOPbIe, NCMOJb3YS
cobCTBEHHbIE MPOTOKOJIbl, B3aMMOLENCTBYIOT C
HECKOJTIbKMMW XOCTaMMu.
SSH 22 Bxopauwume/ JTOT NOPT MCNOMb3yeTcs MacTepamm
ncxopsaume KOH(MIyprUpOBaHUS, KOTOPbIE, NCMOJb3YS
cobCTBEHHbIE NPOTOKOJbI, B3AMMOLENCTBYIOT C
HECKOJTIbKMMW XOCTaMMU.
SMTP 25 Mcxopsawme 3TOT NOPT MCMONb3YETCS A5 OTNPABKU ONOBELLEHWNI
C cepBepa Mo 3/IeKTPOHHOW nouTe.
NDMP 3HaueHus no | Bxopsue/ CepBep [0/MKEeH UMETb BOSMOXHOCTb OTKPbITb
ymon4aHuto ncxopsiive coefMHEeHMe UCXOOALLErO YNPaBNSAOLWEro nopTta
HeT

NDMP c yctponcteom NAS. Vicxopoauwmi
yNpaBnsoLWmMiA NopT - 3TO HU3KOYPOBHEBLIN afpec B
onpeneneHun yHKUMM NepeMeLLeHns OaHHbIX Ans
ycTporcTtBa NAS.

Mpwn BoccTaHoBNeHUN ¢ dhann-cepsepa NDMP Ha
cepBep cepBep JONKEH UMETb BO3MOXHOCTb
OTKPbITb COEAMHEHNE NCXOAALLEro COeANHEeHNS
OaHHbix NDMP c yctponcteom NAS. MopT
COefMHEeHUs faHHbIX, KOTOPbIA NCNONb3yeTca Npu
BOCCTaHOBNEHUN, MOXHO CKOHUIypupoBaThb Ha
ycTporicTtee NAS.

Mpun co3gaHnmn pesepBHbIX KONUK C hann-cepeepa
NDMP Ha cepBep ycTponctBo NAS A0O/MKHO nMeTb
BO3MOXHOCTb OTKPbITb UCXOAALLNE COEANHEHUSA
OaHHbIX C CEPBEPOM, a CEPBEP A0/IKEH ObITb
cnocobeH NPUHATL BXOOALWME COeANHEHNS OAaHHbIX
NDMP. Mpwn noMoLLm cepBepHON onuumn
NDMPPORTRANGE M0>HO orpaHn4nTb Habop nopTos,
OOCTYMNHbIX 415 UCNOSNIb30BaHUA B KadyecTBe
coegmnHeHmn paHHbiXx NDMP. Bbl MOxeTe
CKOHUrypmupoBaTb bpaHamayap 4159 COeAUHEHUS C
3TUMU NOPTaMU.
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Tabnuya 11. [opTel, UChOIb3YeMble CepBepPOM, KTUEHTOM U KOMNOHeHTOM LleHTp onepayud

(npodommeHue)
AneMeHT Mo HanpaeneHue | OnucaHue
yMON4YaHUuo
Pennaukauns | 3HadeHus no | Mcxoasawne/ | Mopt i npoTokon Ans CXOAALLEro NopTa npy
ymMon4anuto BXoAsume pennukaumm sagaHbl komaHaoi DEFINE SERVER,
HET KOTOpas Ucnosnb3yeTcd, YTobbl HACTPOUTb
pennukaumto.
Bxogsiwime nopTbl ona pennmkaumm - 31o nopTel TCP
M nopTbl SSL, KOTOpble UCXOOHbIN cepBep yKasbiBaeT
B koMaHae DEFINE SERVER.
MopT MopT knuneHTa: | NUcxopawme KnueHT ocylecTBnaeT NpUeM Ha yKasaHHOM MOpPTy U
KJIMEHTCKUX 1501 nepepaet Homep nopta cepsepy. Cepsep
pacnucaHun COEIUHAETCH C KIIMEHTOM, €CNIM UCMONb3YeTCH
naaHWpoBaHMe No NpuUrnalleHunto cepeepa. MoxHo
3a[aTb anbTepHATUBHBIM HOMEpP nopTa B hane
onuui KnneHTa.
OnutenbHoO MapameTp Ncxopawme Ecnu BkntoyveHa onuna KEEPALIVE, nakeTbl
BbIMOJH. KEEPALIVE: nposepku akTuBHocTK (keepalive) oTnpasnatoTca BO
ceaHcsbl YES BPEMS CEQHCOB K/IMEHT-CepBep, UTObbI He aaTb
nporpamme bpaHaMayapa 3aKpbiTb AJINTENBHO
BbINONHAKOLLMECH, HEAKTUBHbIE COEANHEHMS.
LleHTp HTTPS: 11090 | Bxogswue 3Tn NopTbl Mcnonb3ytoTcs Ansa Beb-6paysepa
onepauun KOMMoHeHTa LLeHTp onepaumin. MoxKHO 3aaathb
anbTepHATMBHbIN HOMEpP NnopTa.
MopT cnyx6bbl | MopT knueHTa: | Bxopsawue MopT cnyx6bl ynpaBneHus KNneHTaMu LOSIKeH 6bITb

yrnpaBneHus
KAMeHTaMm

9028

OOCTYMNeH 13 KOMMNOHeHTa LLeHTp onepauuii.
Y6epuTtech, 4To 6paHaMayapbl He 3anpeLaroT
coepmHeHus. Cnyxxba ynpaBneHus KnmeHTamMm
ncnonb3yet nopT TCP cepBepa KNMEHTCKOro y3na
ONS ayTeHTU(MKALUKN, NCNONb3YS
agMUHUCTPATMBHBIN CeaHc.
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YacTtb 2. Peanusauua pewieHna no 3awute gaHHbIX
Ha AUCKe A1 HECKOJIbKUX NJIOLWAA 0K

[MCKOBOE peLleHne C HECKObKMMM NMOLLAAKaMK KOHDUIYpUpYyeTCs Ha ABYX NJollanKax u Mcnosbsyet
LefynnnKaLMo AaHHbIX U PenIMKaLmio.

MyTeBoguTenb No peanusayum
OnucaHHble HMXKe Wwaru HeO6XO,D,I/IMbI, yTOObI HaCTPOUTb OANCKOBYIO Cpefly C HECKOJIbKMMU NnJioWaaKaMn.

1. HacTponiTe cuctemy.

a.

CKoHUrypupyite annapaTypy CUCTEMbl XPaHEHUS 1 HACTPOMTE MacCUBbI XPaHEHWS,

COOTBETCTBYHOLLME pa3Mepy Ballei cpedbl.

b. YcTaHOBUTE OMepaumoHHY0 CUCTEMY CepBepa.

c.
d.
e.

CKOHhMrypupymnTe BBOA-BbIBOL, C HECKONTbKMMU NYTAMMU.

Coszpaiite ID nonb3oBatens /g 3K3eMnasapa cepeepa.

MogroTtoBbTe hannoBble cucteMbl gnst IBM Spectrum Protect.

2. YcTaHoBuTe cepBep v LLeHTp onepaumi.

3. CKoHurypupymTte cepsep u LLleHTp onepauuii.

> me - 0 & o T w

. BbINnonHMTe NepBoHaYanbHoe KOHMUIypMpoBaHme cepeepa.

. 3apanTe onuuun cepsepa.

. CkoHdurypupyite SSL (Secure Sockets Layer) gns cepBepa v KMeHTa.

. CkoHmrypupymnTte LLeHTp onepauni.

. 3aperuncTpupynTe cBo nmueH3nto Ha IBM Spectrum Protect.

. HacTponTe genynnmkaunio gaHHbIX.

. 3apanTe npaBwuna XxpaHeHNA OaHHbIX 14 Ballero 6usHeca.

. 3afaiTe pacnucaHunsa obcnyKmBaHua cepeepa.

3apanTe pacnucaHus KIMeHTOB.

4. YCTaHOBUTE U CKOH(UIYPUPYIATE KITMEHTDI.

a.

b.
c.

3aperncTpupyinTe KIMeHTbl M Ha3Ha4ybTe UX A8 pacnmcaHui.

Cogert: /136eraiiTe KOHGANKTOB NPW yNpasBieHnM agMUHUCTPATMBHBIMK ID 1 Habopamu onumit
KJIMEHTOB, BblfiBNAa ID 1 Habopbl onuuin, penuuMpoBaHHbie Ha cepBep HasHaveHus, 1 ID 1
Habopbl ONUMIA, yNpaBieHne KOTopbIMM ByOeT OCYLLEeCTBAATLCA B KOHMMIypauum npeanpusatms.
Bbl He cMoxeTe 3aaaThb ID aAMUHUCTPATMBHOIO NOJIb30BaTENS AJ1A 3apPerncTpPUPOBaHHOTO Y313,
€C/iv AN 3TOro y3na CyuecTByeT agMUHUCTPATUBHbIN ID.

YcTaHOBWTE 1 NPoBepbTE CNyXOY yNpaBneHns KIIMEHTOM.

CkoHmrypupynTte LleHTp onepaumii Ha MICNonb3oBaHKe CAy6bl yNpaBieHUs KIIMEHTOM.

5. CKoHUrypurpymnTe BTOpom cepeep.

a.
b.
c.

CkoHurypupyiite ceasb SSL Mexay xab-cepBepoM 1 NogUNHEHHbLIM CEPBEPOM.

[obaBbTe BTOPOI cepBep KaK NOAUYNMHEHHbIV cepBep.

BknounTe pennmkaumio.

6. 3aBepwunTe peannsaumio.
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Hactpoika cuctembl

Y7106kl HACTPOUTbL CUCTEMY, HYXKHO CHa4asla CKOH(MIYpMpoBaTh ANCKOBOE 060pYyAOBaHNE XPaHEHUS U
cepsepHyto cuctemy gna IBM Spectrum Protect.

KoHthurypuposaHue o6opyaoBaHua CUCTEM XPaHEHUA

Y706kl CKOH(UTYypMpoBaTh 06OPYLOBaHME CUCTEM XPaHEHUS, MPOYTUTe obLme pekoMeHgaumnm no
auckosbiM cuctemam 1 IBM Spectrum Protect.

Mpouenypa

1. 3apainTe coegMHEHNE MEX LY CEPBEPOM U YCTPONCTBAMM XPaHEHUS, Clieays NPUBEAEHHbBIM HUXE
pPeKoOMeHAAUNSM:
« Vicnonb3ynTe KOMMYTUPYEMOE UK NpsiIMoe ycoeauHeHne ansa coeanHermi Fibre Channel.

« Mopbepute UMCNO NOPTOB AJ1 COEOMHEHNS M YUYETHYHO 3annch A9 HeobX0aMMON WMPUHBI NOOChHI
NponycKaHus.

. I'Io,u.6epV|Te YMCNO NOPTOB OJ1d CoeaAMHEeHNA Ha cepBepe 1 YMNCJTI0 NOPTOB XOCTa B OVNCKOBOW CUCTEME.

2. Y6eauTtecsb, 4To ApaiBepbl yCTPOMCTB 1 BCTPOEHHAs MUKPOMporpaMma B CcTeMe CepBepa,
afanTepoB 1 OnepaLroHHON CUCTEMBI, ABAIOTCA COBPEMEHHBIMM U HAXOOATCS HA PEKOMEHYEMbIX
YPOBHSIX.

3. CKOHthUrypupyinTe MaccuBbl xpaHeHns. YbeguTech, UYTo Bbl NPaBuUibHO NPOU3BENY NaHMpPoBaHue,
yTO6bI 06ECNeUNTb ONTUMANbHYIO NPOU3BOAUTENBHOCTD.

LononHuTenbHyo MHopMaLuno cMoTpuTe B pasgene “MnaHnpoBaHue xpaHeHua” Ha cTp. 26.

4. YbepuTtech, UTo Yy CUCTEMbI CepBepa eCTb JOCTYM K CO34aHHbIM AMCKOBbIM TOMaM. BbinonHuTte
cnegywume warnu:

a) Ecnu cuctema nogkntoyeHa k kommyTaTopy Fibre Channel, npovsBegmnTe 30HMpOBaHMe cepBepa,
yTOObI YBUAETH AUCKMW.

b) OTobpasute Bce ToMa, 4TObbI COOBLLNTL AUCKOBOWM CUCTEME, YTO LAHHOMY CEPBEPY Pa3peLlEHO
BUOETb KXXObIA ONCK.

UHopMauumsa, cBa3aHHaA C aHHOM
KoHturyprupoBaHue XxpaHeHuUs

YcTaHOBKaA OnepaLlMoHHON cUCTEMbI cepBepa

YcTaHOBMTE ONepaLoHHY0 CUCTEMY Ha KOMMbloTepe cepBepa 1 ybeauTech, YTo BbIMOSHEHDI
TpeboBaHusa cepeepa IBM Spectrum Protect. CkoppeKkTupyiTe napameTpbl OnepaLMoHHON CUCTEMbI, KaK
yKasaHo.

YctaHoBKa B cuctemax AIX

BbinonHuTe cnepyowme aencTems, utobbl yctaHoBUTL AIX B cucTeMe cepBepa.

Mpouenypa
1. YctaHoBuTe AIX Bepcun 7.1 TL4, SP6 unn HoBee B COOTBETCTBUU C UHCTPYKLUMUSMM NPON3BOOUTENS.

2. CKoHhurypupymnTe napametpbl TCP/IP cornacHo MHCTPYKLMSM MO YCTaHOBKE ONepaLMoOHHOM
CUCTEMBI.

3. OTkpoiite hann /etc/hosts v coenalite cnepywoluee:

« O6HoBUTe halin, BKNOUMB B Hero IP-aapec 1 nMa xocTa ana cepsepa. Hanpumep:
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10.

192.0.2.7 server.yourdomain.com server
» YbepuTecsh, 4To hann cogepxut 3anuck ang localhost c agpecom 127.0.0.1. Hanpumep:

127.0.0.1 localhost

. BkntounTe nonTbl BbINOAHEHNS BBOAA-BbiBoAa AIX, BBeOA CnefyoLLyo KoMaHay:

chdev -1 iocp@ -P

Ha npon3BognTenbHOCTb CepBepa MOXET B/INATL OnpenenieHme 4acoBoro nosca rno OJ'ICOHy (OlSOI’]).

. YTob6bl ONTUMN3MPOBATL NPOM3BOANUTENBHOCTb, U3MEHUTE (hopMaT YacoBoro nosica ¢ Olson Ha

POSIX. Y1066l 06HOBUTbL NapaMeTp YaCOBOro NOsica, UCMOJb3yMNTe CledyoWwmin hopmaT KOMaHbl:
chtz=nokanbHbIi_uyacoBol_nodc,nata/Bpemsa,nata/spems

Hanpwumep, ecnu Bbl HaxoguTech B TbtocoHe (ApU30Ha), rae MCNonb3yeTcs CTaHOAPTHOE ropHoe
BpeMms, To Bbl 6bl, 4TOGbI NepeiTn K hopmaTy POSIX, BBENM Obl CNEayOLLY0 KOMaHaY:

chtz MST7MDT,M3.2.0/2:00:00,M11.1.0/2:00:00

. B thaiine . profile nonb3oBaTtens akzemnnsapa, ybeantech, UTo yCTaHOBEHbI cregyoume

nepeMeHHble cpeapbl:

export MALLOCOPTIONS=multiheap:16

B 6osiee no3gHUx Bepcusix cepsepa IBM Spectrum Protect 370 3HaueHWe 3agaeTcs aBToMaTUUYeCKn
npw 3anycke cepeepa. Ecnm nonb3oBaTesb 9K3eMNspa HeQOCTYMNEH, TO BbINMOHUTE 3TOT WWar Mo3xe,
KOrga nosib3oBaTtesib 3K3eMMispa CTaHeT JOCTYreH.

. HactpownTe cuctemy Ha cospgaHune nonHbIx hannos sapa npunoxeHns. Beegute cnegyrouwyto

KomaHay:

chdev -1 sys0 -a fullcore=true -P

. YT0bbl 06ecneunTb B3aMMOAENCTBUSA C CEPBEPOM M KOMMNOHEHTOM LLeHTp onepauui, ybegutecsh, 4to

Ha Bcex bpaHaMayapax, KOTopble MOMyT CyL,EeCTBOBaTb, OTKPbIThI ClieAytoLLne NopThl:

« [lna cBA3u c cepBepom oTkponTe nopt 1500.

» Y106bI 06E€CneUnTb 3aLUNLLEHHYIO CBS3b C KOMMNOHEHTOM LLeHTp onepaumii, oTkpoiTe nopt 11090
Ha xab-cepBepe.

Ecnu Bbl He CNoNb3yeTe 3HaYeHUA NOPTOB MO YMOJIYAHUIO, TO y6eJJ,VITECb, YTO UCMNOJ1b3yeMble BaMU
NOPTbl OTKPbITHI.

. BkntounTte ycoBepLueHCTBOBaHMSA BbICOKOM nponssoautenbHocTn TCP. BBeguTe cnenytowyto

KOMaHAay:
no -p -o rfcl323=1

Y1066 06ECNEUNTD ONTUMANBHYIO MPOMYCKHYH CMOCOBHOCTb M HAAEXHOCTb, CBAXUTE BMeCTe ABa
nopta 10 Gb Ethernet B cnyuae cpegHen cuctemol 1 YeTbipe nopta 10 Gb Ethernet B cnyyae kpynHow
cucTeMsbl. Mcnonb3yinte MHCTPYMeHT System Management Interface Tool (SMIT), uTobbl cBi3aTh
NopTbI APYr € ApyroMm, ncnonbsys Etherchannel.

Mpwn TecTMpoBaHUM NCNOJb30BAJIUCH CefyolMe napaMeTpbl:

peXUM 8023ad
auto_recovery yes BKNOUMTb aBTOMATMYEeCKOe BOCCTAHOBMEHME nochne
nepegayn ynpasrieHus
backup_adapter NONE ApanTtep, UCMNonb3yembld Npu ownbke BCero KaHana
hash_mode src_dst_port YKkasbiBaeT, Kak BblbvpaeTcs ucxomswmin aganTtep
interval long OnpefenseT 3HayeHWe WHTepBana AN pexuma
IEEE 802.3ad
mode 8023ad Pewum EtherChannel pna onepauuu
netaddr 0 Appec ons KoMmaHzbl ping
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noloss_failover yes BknwuaeT nepepauvy ynpaBneHus 6e3 notepu OaHHbIX
nocne HeynayHoro 3aBeplweHus ping

num_retries 3 CKONbKO pa3 MOBTOPSATb Ping, npexae 4Yem 3aKANYUTb
0 Heypauye

retry_time 1 Bpemsa oxupaHua (B ceK.) Mexay KomaHaamum ping

use_alt_addr no Bknwuntb gpyron appec EtherChannel

use_jumbo_frame no Bknwuntb dpenmol Gigabit Ethernet Jumbo

11. Y6epuTech, U4TO NpefenbHble 3HAYEeHUS /19 PeCYPCOB NPOLLECCOB NOJb30BaTeNs, KOTOPbIe TaKXe
HasblBatoTCs ulimit, 3agaHbl cornacHo pekoMeHgaumam B pasgene Tabnvua 12 Ha cTp. 36. Ecnu
3HaveHus ulimit 3agaHbl HENPaBUBbHO, Bbl MOXETE CTOJIKHYTLCS C HECTAbMNBHOCTbLIO CepBEpa UK
olwmnbKon oTBETa cepBepa.

Tabnuuya 12. MpedenbHble 3Ha4YeHUs 015 nonb3oBatesnell (ulimit)

Tun YcTtaHoBKa 3HauveHue KoMmaHpa gna sanpoca
Nosib30BaTesIbCKOro 3HayeHus

npepena

MakcumanbHbIn core Bes orpaHuyeHui ulimit -Hc

pasmep co3fgaBaeMbIX
thannos agpa

MakcrManeHbI OaHHble bes orpaHuyeHunn ulimit -Hd
pa3Mep cermMeHTa
AaHHbIX oS npouecca

MakcumarsnbHbIn fsize Bes orpaHuueHuin ulimit -Hf
pasmep annos

MakcumanbHoe uncno |nofile 65536 ulimit -Hn
OTKPbITbIX harnos

MakcumanbHoe Bpems | cpu bes orpaHuueHunmn ulimit -Ht
npoueccopa B
ceKyHAaax

MakcrumanbHoOe YnMcno | nproc 16384 ulimit -Hu
npoL,eccos
nosb3oBatenem

Ecnu Bam HY>XHO U3MEHUTb Kakue-nnbo npenenbHble 3Ha4vYeHna ona nonb3oBaTenen, cne,u,y|7|Te
MHCTPYKUMAM B OOKYMeHTaunn ong BalLen OI'IepaLI,VIOHHOIZ CUCTEMbI.

YcTtaHoBKa B cuctemax Linux

BbinonHuTe cnepyowme nencteus, 4tobbl ycTaHoBUTBL Linux x86_64 B cucTteMe cepBepa.

Mpe>xpe yeM HayaTtb

OnepauynoHHas cMcTemMa yCTaHaB/IMBAETCS Ha BHYTPEHHUX XeCTKUX Anckax. CKoHdurypmupymnte
BHYTPEHHME XXeCTKMEe ANCKU, MCNoNb3ys annapaTtHbii MaccuB RAID 1. Hanpumep, ecnu Bbl
KOHMrypurpyeTe HebonbLIy cUCTEMY, ABa BHYTpeHHMX gucka no 300 b 3epkanbHO oTpaXkarTcs B
RAID 1, B pe3ynbTate Yero 41 NporpamMmmbl yCTaHOBKM OMepaLMoHHON cucTeMbl ByaeT LOCTYNeH OOuH
anck B 300 Ib.

Mpoueaypa

1. YctaHoBuTe Red Hat Enterprise Linux Bepcuu 7.8 nnu Hoeee nubo Bepcumn 8.2 unm HoBee B
COOTBETCTBMU C MHCTPYKLUSMU NPOU3BOAUTENS.

MonyumnTe 3arpysouHbin DVD-anck, cogepxawwmnin Red Hat Enterprise Linux nognep»1Baemor Bepcum
1 3anyCcTuUTe CBOK CUCTEMY C 3Toro DVD-gucka. Onumm yCTaHOBKM CMOTPUTE B MPUBELEHHbBIX HUXE
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pekomeHpauuax. ECnm anemMeHT He YNOMAHYT B NpMBEAEHHOM HUXe CMUCKe, OCTaBbTe 419 HEero
3Ha4YeHne no yMo4aHuto.

a) MNocne 3anycka DVD-gucka Bbibepute B MeH0 YCTAaHOBUTb UM 06GHOBUTD CYLLECTBYHOLLLY IO
cucremy.

b) B okHe ¢ npuBeTcTBMEM BbibepuTe NMpoBepuTb 3TOT HOCUTENb U ycTaHOBUTb Red Hat Enterprise
Linux 7.8.

c) BbibepuTe npeanoYTeHns a3blka ¥ KnaBuaTypbl.
d) BbibepuTe cBoe pacronoxeHune, YTobbl 3a4aTh HYXXHbI YACOBOW MOSC.

e) BbibepuTe Bbl6op nporpaMmMm, a 3aTeMm B criefytolleM okHe BbibepuTe CepBep ¢ rpatmueckum
nosb30BaTeNIbCKUM UHTepelicoMm.

f) Ha cTpaHuLe cBoLHOM MH(OPMALMK YCTAHOBKY LWeNKHUTEe No MyHKT Ha3HaYeHUs YCTaHOBKM U
npoBepbTe creayollee:
- B kauecTBe NyHKTa Ha3HayYeHNs yCTaHOBKW BbibMpaeTcs NokanbHbin amck Ha 300 I'B.
- B pa3spene Opyrve onumm xpaHeHns BoibrpaeTcsa onuns ABTOMaTUYECKM CKOH(OUTYypUpoBaTh
pasbueHne Ha pasgens..
LLlenkHuTe no FoToBo.
g) LenkHuTe no HauaTb yCTAHOBKY .

MNMocne 3anycka yCTaHOBKW 3a4anTe Naposib NoNb3oBaTens root 4nsa y4eTHOM 3anmMcu noab3oBaTens
root.

Mo 3aBepLUeHMM YCTaHOBKM Nepe3anycTuTe CUCTEMY U BOMAUTE B CUCTEMY OT UMEHMW MoJib30BaTenNs
root. BBeante komaHay df, utobbl npoBepuTb 6azoBoe pa3bueHne Ha pasgensl.

Hanpvmep, B TeCT-ccTeMe NepBOHaYabHble pasfesibl Bbloann Cleayowmii pesynbTar:

[root@tvappO2]# df -h

ObalnoBas cucT. Pasmep Wcn. JocT. WUcn. 9% T'one cMoHTUp.
/dev/mapper/rhel-root 50G 3.0G 486G 6% /

devtmpfs 326G 0 326G % /dev

tmpfs 32G 92K  32G 1% /dev/shm

tmpfs 32G  8.8M 32G 1% /xun

tmpfs 326G 0 326G % /sys/fs/cgroup

/dev/mapper/rhel-home 220G 37M 220G 1% /home

/dev/sdal 497M 124M 373M 25% /boot

. CkoHhmrypupynTe napameTpbl TCP/IP cornacHo MHCTPYKLMAM MO YCTAaHOBKE OnepaunoHHON
CUCTEMBI.

Y706kl 06ECNEYMTHL ONTUMANIBHYIO NPOMYCKHY CNOCOBHOCTL M HAAEXKHOCTb, PACCMOTPUTE
BO3MOXHOCTb CBSi3aTb BMECTe HECKOJIbKO CETEBBIX MOPTOB. CBAXKMTE BMECTe ABa NopTa AJ19 CUCTEMDbI
CpenHero pasmepa uan YeTbipe NopTa Ans KPYNHOM CUCTEMBI. 3TO MOXHO BbINOJSIHWUTb, CO34aB
ceTeBoe coegmHeHune Link Aggregation Control Protocol (LACP), koTopoe arpervpyeT HeCKOMbKO
NOAYUHEHHBIX MOPTOB B OAHO JIOrMYEeCKoe coeamHeHune. NpeanoyTuTeNbHbIN METOL COCTOUT B TOM,
yTob6bI MCNONb30BaTh pexxumM cea3m 802.3ad, napameTp miimon, paBHbii 100, 1 napameTp
xmit_hash_policy, paBHbin layer3+4.

OrpaHuueHue: [Jns MCNonb3oBaHMsA ceTeBoro coegmHeHns LACP y Bac pnonkeH 6biTb ceTeBoM
KOMMyTaTop, nogaepxusatowm LACP.

LononHNTENbHbIE MHCTPYKLMM NO KOHDUIYPUPOBAHMIO NPUBS3aHHbIX CETEBbIX COeAMHEHMS MPU
ncnonb3oBaHun Red Hat Enterprise Linux Bepcun 7 cMoTpuTe B AoKyMeHTe: Co3gatb MHTepdenc
NPUBA3KM KaHasOoB.

. OTkpownTe thaiin /etc/hosts n coenante cneaytolee:

« O6HoBUTE halin, BKNtounB B Hero IP-agpec 1 nms xocTta gns cepeepa. Hanpumep:
192.0.2.7 server.yourdomain.com server

« YbenuTtecn, uto chamn cogepxuT 3anuck ansg localhost c agpecom 127.0.0.1. Hanpumep:
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127.0.0.1 localhost

4. YCTaHOBUTE KOMMOHEHTbI, HeobxoaMMble A1 YCTAHOBKM cepBepa. BbiMoNHMTE onucaHHbie HuKe
waru, ytobbl cosgatb penosutopuii Yellowdog Updater Modified (YUM) 1 yctaHOBUTb HeobxoauMble
nakeTbl.

a) CMoHTUpyWTe DVD-puck yctaHoBkM Red Hat Enterprise Linux B cucTeMHOM KaTanore. Hanpumep,
yTOobObl CMOHTMPOBATL €ro B KaTanore /mnt, BBeAWTE ClenyoLyt0 KOMaHAY:

mount -t is09660 -o ro /dev/cdrom /mnt

b) YéenuTtech, uto DVD-AMCK CMOHTMPOBaH, BBeAs koMaHay mount.
[lonHa NosiBUTLCA BbIXOLHAs MHAOPMALLMS, aHANOrMYHas CleayoLeMy NpuMepy:

/dev/sr® on /mnt type is09660
c) Nepengute B Katanor penosutopua YUM, BBeOs cnenyoLlyto KOMaHay:
cd /etc/yum/repos.d
B cnyyae RHEL 8:
cd /etc/yum.repos.d

Ecnu katanor repos.d He cyuiecTsyeT, co3gaiTe ero.
d) Bbl30BMTE CMMCOK COQEPXKMMOro KaTasora:

1s rhel-source.repo

e) MNepenMeHyinTe UCXOOHbIN hann repo, BBeAS KOMaHay mv.
Hanpumep:

mv rhel-source.repo rhel-source.repo.orig

f) CospaitTe HOBbIV hain repo, MCNosb3yst TEKCTOBbLIV PefaKTop.
Hanpumep, utobbl MCNONb30BaTb PEAAKTOP Vi, BBEAUTE CNEAYIOLLY KOMaHAY:

vi rhel78_dvd.repo

g) lobaBbTe B HOBbIN (haitn repo cremytolime cTpoku. MapameTp baseurl 3agaet Touky
MOHTMPOBAHUA KaTanora:

[rhel78_dvd]

name=DVD Redhat Enterprise Linux 7.8
baseurl=file:///mnt

enabled=1

gpgcheck=0

B cnyyae RHEL 8:

[InstallMedia-Base0S]

name=Red Hat Enterprise Linux 8.2.0
mediaid=None

metadata_expire=-1

gpgcheck=0

cost=500

enabled=1
baseurl=file:///mnt/Base0S/

[InstallMedia-AppStream]

name=Red Hat Enterprise Linux 8.2.0
mediaid=None

metadata_expire=-1

gpgcheck=0

cost=500

enabled=1
baseurl=file:///mnt/AppStream/
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h) YctaHoBWUTE fLONOMHUTENbHbIM HEOOXOAMMBI NaKeT NporpamMMm, BBeAs KOMaHay yum.
Hanpumep:

yum install ksh.x86_64
yum install sysstat

B cnyyae RHEL 8:

yum install libnsl

5. MNo 3aBepLIEeHNN YCTAHOBKN MPOrpamMMmbl Bbl CMOXETE BOCCTAHOBUTb UCXOL4HbIE 3HAYEHUS
penosutopmsa YUM, BbINOAHMB cnegyrowme waru:

a) PasmoHTupynTe DVD-aunck yctaHoBkM Red Hat Enterprise Linux, BBeAs CnefyoLLyo KOMaHay:

unmount /mnt

b) MepeigunTe B kaTanor penosutopus YUM, BBeOs CrefyioLLyto KOMaHAay:

cd /etc/yum/repos.d

c¢) MNepenMeHyinTe co3gaHHbI Bamu aiin repo:

mv rhel78_dvd.repo rhel78_dvd.repo.orig

d) MepenmMeHyliTe nCxogHbIV thain, NCNOJIb3ys ero UCXo4HOe UMS:

mv rhel-source.repo.orig rhel-source.repo

6.0npenenMTe,Tpe6yeTc9fw1M3MepeHMﬂnapaMeTpOBﬂnpa.BunonHMTecnenyKnumeluarM:

a) MicnonbayinTe koMaHay sysctl -a, uyToGbl BbIBECTM CMMCOK 3HAYEHMIA MapaMeTpoB.

b) MpoaHanusnpynTe pesynbTaTbl, CNeays peKkomMeHaaunsm B pasgene Tabnuua 13 Ha cTp. 39,
uTOobbI ONpenennTb, He TpebytoTca N Kakme-NnMbo n3MeHeHus.

c) Ecnu TpebytoTca nsmeHeHus, sagante napameTtpsl B haiine /etc/sysctl.conf.
N3MeHeHMs haliioB NPUMEHSIOTCS NPU 3aMyCKe CUCTEMBI.

CoBeT: ABTOMaTUYECKUN KOPPEKTUPYIMTE 3HAYEHNS MapaMeTpoB aapa U yCTpaHnTe HeobxoaMMoCTb
06HOBNEHMS 3TMX NapaMeTPOB BPYUHYHO. B Linux npoayKT nporpaMmHoe obecneveHne 6as faHHbIX
Db2 aBTOMaTM4eCKM KOPPEKTUPYET 3HAYEHMS NAPaMeTPOB 4pa B3anMOLENCTBUI MexXay
npoueccamu (interprocess communication, IPC) oo npeanoyTuTenbHbIX 3HaYeHUN. YTobbl NONy4nTb

LOMOJTHUTENbHYIO MH(OPMAaLMIO O 3HAYEHUSIX NapaMeTPOoB A4pa, UwnTe napameTpol aapa Linux B
nybnunkaumm JokymeHTaums k Bepcum 11.5.

Tabnuya 13. OnTumanbHble 3Ha4YeHUss hapameTtpa a0pa Linux

MapameTp OnucaHue

kexrnel.shmmni MakcuManbHoe YNCNo CErMEHTOB.

kernel.shmmax MaKcuManbHbI pasMep CerMeHTa COBMECTHO MCMNOJIb3yeMon
namaTu (B banTax).
3TOT NapamMeTp HY»XHO 3a4aTb A0 aBTOMaTUYECKOro 3anycka
cepsepa IBM Spectrum Protect npu 3anycke cucteMel.

kexrnel.shmall MakcmmanbHOe YNCNO pasMeLLLEHHbIX CTPaHML, COBMECTHO

MCMNONb3yeMon NamsaTu.
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Tabauya 13. OnTumanbHble 3HaYeHus hapametpa sopa Linux (npodosreHue)

MNapameTtp

OnucaHue

kexnel.sem

CyliecTByeT YeTblipe 3Ha4YeHns s
napameTtpa kexrnel.sem.

(SEMMSL)

MakcumanbsHoe 4Yncnio ceManopOB Ha MacCCuB.

(SEMMNS)

MakcrManbHoe YMco ceMadopoB Ha CUCTEMY.

(SEMOPM)

MakcumanbHoe Yncno onepau,MlZ Ha BbI30OB ceManopa.

(SEMMNI)

MakcumanbHoe Yncio MaccmMBOB.

kernel.msgmni MakcuManbHoe YMcno ovepenern coobLeHNn YpoBHS
CUCTEMBI.

kernel.msgmax MakcumarbHbIn pasmep coobuieHus (B 6anTax).

kernel.msgmnb MakcuMasbHbI pasMep ovepenn no ymonyanuto (B 6antax).

kernel.randomize_va_space

MapameTp kexrnel.randomize_va_space koHdurypmupyet
ncnonb3oBaHune namaTh ASLR ana agpa. Paspewaet ASLR gns
cepsepoB V7.1 n HoBee. [lononHuTenbHble NogpobHocTn 06
ASLR Linux 1 Db2 cMoTpuTe B ,OKYMEHTe TEXHMYECKoe
3aMevaHue 1365583.

vin.swappiness

MapamMeTp vin. swappiness onpenenseT, MOXET v 94p0
BbINOMIHATb CBONMMWHI 415 NaMaTU NPOrpaMmmel U3
thusmyeckom onepaTMBHON NaMaTU. LONONHUTENbHYO
NMHopMaLUMIo 0 NapameTpax aapa CMOTpUTE Mo agpecy
MHthopmauma o npoaykTe Db2.

vin.overcommit_memory

MapameTp vin.ovexrcommit_memoxry BNAunsieT Ha TO, KaKoW
06beM BMPTyanbHOM NaMATY SAPO paspeLlaeT BbloennTb.
LononHUTenbHy MHDOPMaLLMIO O NapameTpax aapa
cMoTpuTe no agpecy MHdopmaums o npoaykte Db2.

7. OTkponTe NopTbl bpaHamayapa Ang B3aMMOLENCTBMA C CepBepOoM. BbinonHuTe cnepytowme waru:

a) OnpenenuTe 30HY, UCMOJSIb3yEMYLO CETeBbIM MHTepdencoM. Mo yMonyaHuto, 3To 06LenocTynHas

30Ha.

BeenuTte crnenytoliyo KOMaHay:

# firewall-cmd --get-active-zones

public
interfaces: ens4f0

b) YTtobbl ncnonb3oBaTb afpec NopTa Nno yMoyYaHuio An1a B3aMMOAENCTBMSA C CEPBEPOM, OTKpOMTE
nopt TCP/IP 1500 Ha 6paHgMayape Linux.

BBeguTe crenytoLlyo KOMaHAay:

firewall-cmd --zone=public --add-port=1500/tcp --permanent

Ecnu Bbl XOTUTE MCNOMb30BaTb Kakoe-nnbo 3HaveHne, OTNYatoLLEECS OT 3HAYEHUS NO
YMOJSIYaHUIO, Bbl MOXKETe 3a4aTb UMcno B ananasoHe 1024-32767. Ecnuv Bbl OTKpoETE NOPT,
OT/IMYAKOLLMIACS OT MOPTa MO YMOMYaHMI0, Bbl SOMKHbI ByaeTe ykasaTb NOPT Npu 3anycKe cLueHapus

KOHMTyprpoBaHus.
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c) Ecnu Bbl cobrpaeTech UCMOb30BaTb 3Ty CUCTEMY Kak Xab, oTkpolTe nopT 11090, koTopsbiit
ABNSETCS NMOPTOM MO YMOJSIYAHUIO OJ19 3alMLEHHbIX B3anmogencTeui (https).

BBeguTe cnenyrowyo KomaHay:
firewall-cmd --zone=public --add-port=11090/tcp --permanent
d) YTobbl M3MEHEHMA BCTYNWAN B CUITY, 3aHOBO 3arpysnTe onpepeneHuns bpaHamayapa.
BBeguTe cnenyrowyo KomaHay:
firewall-cmd --reload

8. YbenuTech, UTO NpenesnbHble 3HAYEHUS AJ19 PecypCcoB NPOLLECCOB NOJib30BaTeNs, KOTOPbIe TaKXe
HasblBaloTCa ulimit, 3agaHbl COrlacHoO pekoMmeHpaumam B pasaene Tabnmua 14 Ha cTp. 41. Ecam
3HauveHus ulimit 3agaHbl HeNpaBUIbHO, Bbl MOXETE CTOJIKHYTLCA C HECTabWUIbHOCTLIO cepBepa nnu
olwmnbkon oTBeTa cepBepa.

Tabnuya 14. MpedenbHbie 3Ha4YeHuUs 0149 nonb3osartenell (ulimit)

Tun YcTtaHoBKa 3HauveHue KoMmaHpa pna sanpoca
NnoNb30BaTesIbCKOro 3HayeHus

npepena

MakcumanbHbIN core bes orpaHnyeHuni ulimit -Hc

pasmep co3faBaeMblxX
thannos sgpa

MakcrManbHbIn OaHHble bes orpaHunyeHuni ulimit -Hd
pasmep cermMeHTa
OaHHbIX ons npouecca

MakcumasnbHbIN fsize Bes orpaHuueHuin ulimit -Hf
pasmep annos

MakcumanbHoe uncno |nofile 65536 ulimit -Hn
OTKpPbITbIX hannos

MakcumanbHoe Bpems | cpu bes orpaHuueHunin ulimit -Ht
npoueccopa B
ceKyHaax

MakcumanbHoe YMcno | nproc 16384 ulimit -Hu
npoLeccos
nonb3oBaTenem

Ecnun BaM Hy>XHO M3MeHUTb Kakne-nnbo npenenbHble 3HaYeHUs 418 Nonb3oBaTenen, cnegymnte
NHCTPYKLUMAM B LOKYMEHTaLMN 4Na Ballen onepaunoHHON CUCTEMBI.

YctaHoBKa B cuctemax Windows

YcTtaHoBUTe Microsoft Windows Server 2012 Standard Edition Ha komMnbloTepe-cepBepe 1 NOArOTOBbTE
CUCTEMY K YCTaHOBKe 1 KOH(UrypuposaHuto cepsepa IBM Spectrum Protect.

Mpouenypa

1. YctaHoBuTe Windows Server 2016 nnu 2019 Standard Edition B COOTBETCTBUMN C MHCTPYKLMAMM
npousBoanTens.

2. i3aMeHUTe NONUTUKM yNpaBieHus yyeTHbiMU 3anucamm Windows, BbINONHMB CnefyoLLme LWaru:
a) OTKpoWiTe pegakTop JIOKaNbHOW NOSIMTUKN 3aLLMUTLI, BbINOHMB secpol.msc.

b) BbibepuTe JlIoKanbHble NOANTUKM > ONuMU 3aWUTbl U YOeouTeCh, YTO OTKITIOUEHbI Cleaytolme
MONINTVKM YNPaBAEHUs yYeTHbIMW 3aNnCsiMM NOJIb30BaTeNEl:
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» Pexxnm YTBEpAaTb aAMUHUCTPATOPOB AJ19 BCTPOEHHOW y4eTHOMN 3anmcu AODMUHUCTPATOP
 3anyckaTb BCEX aAMMHUCTPATOPOB B pexunMe YTBEeP:KAATb aAMUHUCTPATOPOB

3. CKoHdhurypupyiTe napameTpbl TCP/IP cornacHo MHCTPYKLMSAM M0 YyCTaHOBKE OMepaLuoHHOM
CUCTEMBI.

4. NMpumeHuTe obHoBneHns Windows 1 BKIOUMTE LOMNONHUTENbHbIE PYHKLUK, BEINOHMB Clieaytoline
warm:

a) MpumeHnTe NnocnenHue obHosneHna Windows Server.

b) Ecnu notpebyeTcs, o6HoBUTe fpairBepbl ycTponcTs FC n Ethernet HBA o0 HOBbIX YPOBHEN.
5. OtkponTe noptT TCP/IP no ymonuaHuto, 1500, ans ceasu c cepeepoM IBM Spectrum Protect.
Hanpumep, BBeAnUTE CNeaytoLLyto KOMaHOy:

netsh advfirewall firewall add rule name="Backup server port 1500"
dir=in action=allow protocol=TCP localport=1500

6. Ha xab-cepBepe LleHTpa onepaumii OTKporTe NOPT Mo yMoYaHuIo Ana sawmuieHHon (https) ceasu ¢
KOMMOHeHTOM LleHTp onepauui.
Homep nopta - 11090.

Hanpumep, BBEOWTE ClleQytoLLyto KOMaHy:

netsh advfirewall firewall add rule name="leHTp onepauun port 11090"
dir=in action=allow protocol=TCP localport=11090

KoHthurypupoBaHue BBoAA-BbiBOAA C HECKOJIbKUMU NYTAMU

MOHO pa3peLInTb U CKOH(UTYPUPOBATb NOAAEPKKY HECKOMbKUX NyTen OS5 AUCKOBOW CUCTEMBI

XpaHeHus. NMoapobHble MHCTPYKLMM CMOTPUTE B LOKYMEHTALMM, NPUIaraeMoi K BaliMM annapaTHbIM
cpencTeam.

Cucrtembl AIX

Mpouenypa

1. OnpenenuTte agpec nopta Fibre Channel, KoTopbIli HYXKHO MCNONb30BaTb 4J19 ONpeAeeHms XocTa B
AnckoBon nogcuctemMe. Beeoute komaHay 1scfg nna kaxgoro nopra.

» B Hebonblwmx n CpegHnX cnctemax sBegunTe cnegyroume KoMaHabl:

lscfg -vps -1 fcsO® | grep "Network Address"
lscfg -vps -1 fcsl | grep "Network Address"

- B KPYNHbIX CUCTEMaX BBeAUTe cnenyouime KoMmaHabl:

lscfg -vps -1 fcsO | grep "Network Address"
lscfg -vps -1 fcsl | grep "Network Address"
lscfg -vps -1 fcs2 | grep "Network Address"
lscfg -vps -1 fcs3 | grep "Network Address"

2. YbenuTechb, UTO YCTaHOB/EHbI cnedytoLine Habopbl hannos AIX:

« devices.common.IBM.mpio.rte
« devices.fcp.disk.rte

3. Beegute komaHay cfgmgr, utobel cuctema AIX nepeckaHupoBana obopynoBaHue n obHapyxuna
LOCTynHble ouckn. Hanpumep:

cfgmgr
4. Y10obbl BbI3BaTb CMNCOK OOCTYMNHbIX AMCKOB, BBEOAUTE ClledyoLLy0 KOMaHay:

lsdev -Ccdisk
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BbMOﬂHaﬂMH@OpMauMHKOMaHﬂHBbWﬂHﬂWﬂKaKBCﬂeﬂWOMEMﬂpMMGDE

hdisk®@ [ocTynHo 00-00-00 SAS [MCKOBLIM HakomuTenb
hdiskl JocTynHo 00-00-00 SAS [MCKOBbIM HAKOMUTENb
hdisk2 [ocTynHo 01-00-00 SAS [MCKOBbIM HaKoOMUTENb
hdisk3 [ocTynHo 01-00-00 SAS [MCKOBLI HakonmuTenb
hdisk4 JocTynHo 06-01-02 MPIO IBM 2076 Auck ®C
hdisk5 JocTtynHo 07-01-02 MPIO IBM 2076 Auck ®C

5. Micnonb3yiTe BbIXOAHY MHopMaunio komaHabl 1sdev, ytobbl HaTH M NpeacTaBUTbL B BUAE CNKMCKA
ID ycTponcTB oSt KaXXA0ro AMCKOBOI0 YCTPOMCTBA.

Hanpumep, ID yctponcTtea MoxeT 6biTb hdisk4. CoxpaHuTte cnncok ID ycTpoicTe ans
MCMOSIb30BaHMA NP Co3aaHMn halnoBbIX CUCTeM ang cepepa IBM Spectrum Protect.

6. CkoppenupymnTte ID ycTtponcts SCSI ¢ LUN oTaenbHbIX AUCKOB U3 ANCKOBOW CUCTEMbI, NepevyncnmB
noapobHyt nHopMaLnto 0 Bcex hnsnyecknx Tomax B cucteMe. Beeaute cneayroulyto KoMaHay:

lspv -u

B cucteme IBM Storwize npuMepoM Toro, 4To NoKasaHo A4S KaX4oro yCTPonCcTBa, SBNSeTCs
crnepyrowas nHhopmaums:

hdisk4 00£8cf083£fd97327 HeT akTuBeH
332136005076300810105780000000000003004214503IBMEcp

B npumepe 3HaveHne 60050763008101057800000000000030 - ato UID ToMa, COOBLLEHHbIN
NHTepgencoM ynpasneHms Storwize.

qTO6bIﬂpOBepMpraSMepﬂMCKOB(BMera6amTaX)MCpaBHMTbeFOCTeM,HTOVKa3aHOﬂﬂﬂCMCTeMbh
BBeguTe criefyoLlyo KoMaHay:

bootinfo -s hdisk4

Cuctembl Linux

NMpouenypa

1. BHecuTe naMeHeHus B hain /etc/multipath.conf, utobbl BKIOUMTL NOOAEPKKY HECKONBKUX
nyTen ons XocToB Linux.

Ecnu dpann multipath.conf He cywecTByeT, ero MOXHO Cco34aTb, BBEAS CeAYHOLLYI0 KOMaHAay:
mpathconf --enable

B chaiine multipath.conf npu tectupoBaHum B cucteme xpaHeHust IBM FlashSystem 6binv 3agaHsl
cnepyolme napameTpbl:

defaults §
user_friendly_names no
&

devices 1§
device §

vendor "IBM "
product "2145"
path_grouping_policy group_by_prio
user_friendly_names no
path_selector "round-robin 0"
prio "alua"
path_checker "tur"
failback "immediate"
no_path_retry 5
rr_weight uniform
rr_min_io_rq "1"
dev_loss_tmo 120
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2. 3apaiTe 3anycK NoALEPIKKN HECKOSIbKMX MyTel Npu 3anycKe CUCTEMBI.
BeeauTe crnenytoline KOMaHobl:

systemctl enable multipathd.service
systemctl start multipathd.service

3. YTobbl ybeouTbes, YTo AUCKM BUAHBI ONepalnoHHON cucTeMe 1 ynpaBsaioTca NOAAEPIKKON
HECKOJNIbKUX NyTel, BBeAUTE CNeayoLLyo KoMaHay:

multipath -1

4. Y6enntech, UTO NepeYmcreHbl BCe YCTPOMNCTBA M YTO YMCIIO NyTEeN COOTBETCTBYET 0XXMOAEMOMY.
YT06bI ONpenennTb, Kakme ANCKM yKasaHbl, MOXHO MCNOMb30BaTb MHGOpPMaLuio o pasmepe u ID
YCTPOWCTB.

Hanpumep, B cnefytollen BbIXOOHON MHOPMaLLMM MOKa3aHo, YTo y Ancka Ha 2 Thb ecTb ABe rpynnbl
nyTen v yeTbipe aKTUBHbLIX NyTU. Pasmep 2 Tb noaTBepxpaeT, UTo AUCK COOTBETCTBYET (halnoBom
cucTteMe nyna. MicnonbayiTe YacTb nosiHoro yucnosoro ID ycTpolicTea (B LaHHOM npumepe, 12),
yTO6bI HANTU TOM B MHTEPENCe ynNpaBleHUs AUCKOBON CUCTEMOW.

[root@tapsrvOl codel# multipath -1
36005076802810c509800000000000012 dm-43 IBM,2145
size=2.0T features='1l queue_if_no_path' hwhandler='0
|-+- policy='round-robin 0' prio=0 status=active
|- 2:0:1:18 sdcw 70:64  active undef running
| - 4:0:0:18 sdgb 131:112 active undef running
"-+- policy='round-robin 0' prio=0 status=enabled
|- 1:0:1:18 sdat 66:208 active undef running
‘- 3:0:0:18 sddy 128:0 active undef running

wp=Iw

a) Ecnun noTtpebyeTca, ucnpaebTe HasHadyeHMs xocToB ana LUN ancka n npoussennTe
NPUHYAUTENbHOE NepecKaHpoBaHMe WNHBI.

Hanpumep:
echo "- - -" > /sys/class/scsi_host/host@/scan
echo "- - -" > /sys/class/scsi_host/hostl/scan
echo "- - -" > /sys/class/scsi_host/host2/scan

Tak>Xe MOXHO Nepe3anycTuTb CUCTEMY, UTODbI NepeckaHMpoBaTb HadHauyeHMs xocToB s LUN
OVCKOB.

b) Y6enuTtecs, 4To Tenepb ANCKN AOCTYMHbI /19 BBOAA-BbIBOAA MO HECKO/IbKWUM MyTAM, CHOBa BBeas
KoMaHaoy multipath -1.

5. Ncnonb3yinTe BbIXOAHYIO MHOpMaL Mo koMmaHael multipath, 4Tobbl HaliTVM U NpeacTaBUTL B BUAE
cnvcka ID ycTporcTB ons KaXKaoro AMCKOBOro yCTPOMCTBA.

Hanpwumep, ID ycTponcTtea gns Bawero gucka B 2 Tb - ato
36005076802810c509800000000000012.

CoxpaHuTe cnucok ID ycTponCTB ANs UCNOMb30BaHUA B ClIeAyIOWeEM ware.

Cuctembl Windows

Mpouenypa

1. YbepuTech, UTO yCTaHOBNEHa (hyHKLMSA MHOrONyTEBOro BBOAA-BbIBOAA. Ecnn noTpebyeTcs,
YCTaHOBMWTE JOMNONHUTENbHbIE MHOMOMNYTEBbIE ApPaiBepPbl, COOTBETCTBYIOLLME NOCTABLLMKAM.
NcnonbsynTe Microsoft Device Specific Module (MSDSM) ons yctporicts IBM FlashSystem.
NHCTpYyKLMKN NO YyCTaHOBKE CMOTpPUTE B A0KyMeHTaumn no IBM FlashSystem: https://www.ibm.com/
support/knowledgecenter/STHGUJ_8.3.1/com.ibm.storwize.v5000.831.doc/
svc_w2kmpio_21oxvp.html

2. Y106bl ybEegmTbhes, YTO AUCKU BUAHbI ONEPaLMOHHON CUCTEME M YNPaBAATCA MHOrOMNYTEBbIM
BBOLOM-BbIBOAOM, OTKPONTE KOMaHAHY cTpoky Microsoft Windows Power Shell n BBegute
CnepyroLLyo0 KOMaHy:
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mpclaim -e

3. MpoBepbTe BbIXOAHY MHDopMaLMio koMaHabl mpclaim n ybeantech, 4To ons XpaHunuuia IBM
yKa3aHo, YTO OHO HaXOAMTCS NoA ynpasneHnem MPIO.

"Target H/W Identifier ! Bus Type MPIO-ed ALUA Support

"IBM 2145 ! SAS YES Implicit Only

4. NononHUTeNbHblE CBEAEHMS O NMOAKITHOUYEHHbIX ANCKOBbIX YCTPONCTBAX MOXHO MOMYYNTb, UCMNOMb3YS
koMaHay Windows wmic.

wmic diskdrive get

5. YTobbl NEpeBeCTM HOBblE AUCKW B MOAK/IIOYEHHOE COCTOSIHUE M CHATb aTpMbyT "Tonbko ang utreHuns",
BbinonHuTe diskpart.exe co cnegyowmmm kKoMmaHgamu. NoBTopuTe A9 KAXO0r0 U3 ANCKOB:

diskpart
select Disk 1
online disk
attribute disk clear readonly
select Disk 2
online disk
attribute disk clear readonly
< ...
select Disk 49
online disk
attribute disk clear readonly
exit

Co3paHue ID nonb3oBaTtens onga cepeepa

CospanTe ID nonb3oBaTtens, KOTOPbIM CTaHET BnajenbLeM ak3emnnsapa cepsepa IBM Spectrum Protect.
Bbl ykaxkeTe aToT ID nonb3oBaTend npu co3faHum aK3eMnaapa cepsepa npu nepsoHavaibHOM
KOH(UIrypmupoBaHuun cepsepa.

06 31O 3apaue

B ID nonb3oBaTens MOXHO MCMOMb30BaTh TONbKO BYKBbI B HMXHEM perncTpe (a-z), undpbl (0-9) 1
CMMBOJ1 nog4vYepKnBaHna (_ ) ID nonb3oBaTenda n nm4 rpynnbl 0OJ1IXHbI COOTBETCTBOBATbL ClieAyWnMm
npaBunam:

« [1N1Ha He JonXHa nNpeBblWwaTh 8 CUMBOJIOB.
« ID nonb3oBaTens He MOXeT HauMHaTbCA € ibm, sql, sys nnn undpel.

« B kauecTBe ID nonb3oBaTensa nav MMeHu rpynnbl HeNb3s UCNONb30BaTh user, admin, guest, public, local
nnu kakoe-nmbo 3apesepBrpoBaHHoe crioBo SQL.

Mpouepypa
1. Y706kl co3path ID nonb3oBaTens, MCNosib3ynTe KOMaHabl OnepaLnoHHON CUCTEMBI.

o TR TR Co3naiiTe rpynny 1 ID nonb3oBaTens B 4OMALLHEM KaTasore nonb3oBaTens,
KOTOPbIi CTaHEeT BNafeNbLieM 3K3eMnnapa cepsepa.

Hanpumep, utobbl co3aath ID nonb3oBaTtena tsminstl B rpynne tsmsrvrs c naposieM
tsminstl, BBeauTe 0T MMeHU ID agMUHUCTPATMBHOMO NOSIb30BaTeNS CleAyoLWwMe KOMaHabl:

-:E-mkgroup 1d=1001 tsmsrvrs
mkuser id=1002 pgrp=tsmsrvrs home=/home/tsminstl tsminstl
passwd tsminstl
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TN 1 oupadd tsmsrvrs

useradd -d /home/tsminstl -m -g tsmsrvrs -s /bin/bash tsminstl
passwd tsminstl

BbingnTe n3 cCMCTEMBbI, 3aTEM CHOBA B Hee BonauTe. MNepenanTe Ha CO34aHHYH BaMU yUETHYHO
3anuncb nonb3oBaTtens. Icnonb3ynTe MHTEPAKTUMBHYIO MPOrpamMmy BXOLa B CUCTEMY, HANnpumep,
telnet, uTobbI Bac nonpocuv BBECTM NapOJib U Bbl CMOT/IM U3MEHUTb €ro, eciv 3To NoTpebyeTcs.

- IIITTEMCospanTe ID nonbsosaTtens, a 3ateM fo6aBbTe HOBbIV ID B rpynny aAMUHUCTPATOPOB.
Hanpumep, utobbl co3patb ID nonb3oBaTtena tsminstl, BBegmTe CreayoLLyto KOMaHay:

net user tsminstl * /add
Mocne co3paHua 1 NPOBEPKM Napons Ans HOBOro nonb3oBaTtens nobasbTte ID nonb3oBaTtens B

rpynny AODMUHUCTPATOPbLI, BBEAS CNEAYIOLLME KOMaHObI:

net localgroup Administrators tsminstl /add
net localgroup DB2ADMNS tsminstl /add

2. 3aBepLIJl/lTe ceaHc gns Hosoro ID nonb3oBaTtens.

MoaroTtoeka (hainoBbiX CUCTEM ANF cepBepa

YT06bI CEPBEP UCNOSIB30BAN OUCKOBYO CUCTEMY XPAHEHUSI, HYXXHO BbINOMHUTL KOHUIYpUpoBaHue
thannoBo cucTeMsl.

Cucrtembl AIX

Bbl 0oNXKHbI CO34aTb FPynnbl TOMOB, IOFMYeckme Toma 1 hannosble CUCTEMbI AN CepBepa, UCMoMb3ys
MeHexXep nornyeckmnx tomos AIX.

Mpouepypa

1. YBenuubTe rnybuHy ovepenm n MakCMManbHbI pasMep nepefayu ois Bcex AOCTYMHbIX AUCKOB
hdiskX. BBeguTe 0ng KaXKLOro AncKa crnenyrolime KoMaHabl:

chdev -1 hdisk4 -a max_transfer=0x100000
chdev -1 hdisk4 -a queue_depth=32

chdev -1 hdisk4 -a reserve_policy=no_reserve
chdev -1 hdisk4 -a algorithm=round_robin

He BbinonHAWTe 3T KOMaHAb! 415 BHYTPEHHUX AUCKOB OnepauroHHON CUCTEMbI, HanpuMep, s
hdiskO.

2. CozpanTe rpynnbl TOMOB A5 6a3bl JaHHbIX, aKTUBHOIO XypHasa, apXMBHOI0 XypHana, pe3epBHOro
KonupoBaHus 6asbl AaHHbIX U Myfa xpaHeHua IBM Spectrum Protect. Beegute komaHgy mkvg, ykasas
ID yCTpPOWNCTB AS19 COOTBETCTBYOLMX ANCKOB, KOTOPbIE Bbl YKa3anu paHee.

Hanpumep, ecnu nmeHa yctponcts hdisk4, hdisk5 v hdisk6 cooTBeTCTBYIOT AMCKaM 6asbl JaHHbIX,
BKJIIOUMUTE MX B FPynny ToMmoB 6a3bl AaHHbIX U T.[,.

Pasmep cuctembl: [prBeLeHHbIE HUXKE KOMaHAbl OCHOBaHbl HA KOH(MIYypaL My CUCTEMBI CPELHErO
pasmepa. [1nsg manbix n 6onbnx cuctem HeobxogMMo COOTBETCTBYHOLWMM 06pa3oM HACTPOUTb
CUHTaKcuc.

mkvg -S -y tsmdb hdisk2 hdisk3 hdisk4

mkvg -S -y tsmactlog hdisk5

mkvg -S -y tsmarchlog hdisk6

mkvg -S -y tsmdbback hdisk7 hdisk8 hdisk9 hdisk10

mkvg -S -y tsmstgpool hdisk1ll hdisk12 hdisk13 hdisk14 ... hdisk49

3. OnpepenuTe nMeHa (PU3nMYECKOro TomMa 1 YMcno cBOHOAHbIX (hM3MUYECKMX Pa3fenoB, KOTopble
cnepyeT UCNONb30BaTb NPW CO34aHUM NIOrMYECKUX TOMOB. BBennTe koMaHay 1svg ana kaxaon
rPynnbl TOMOB, KOTOPYIO Bbl CO34aNu B NpeablayLem ware.
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Hanpumep:
lsvg -p tsmdb

BoiBog 6yneT nogobeH cnepytowemy. B ctonbue FREE PPs npefctaBneHbl cBoboaHble husnyeckune

pasgenbl:
tsmdb:
PV_NAME PV STATE TOTAL PPs FREE PPs FREE DISTRIBUTION
hdisk4 active 1631 1631 327..326..326..326..326
hdisk5 active 1631 1631 327..326..326..326..326
hdisk6 active 1631 1631 327..326..326..326..326

4. Co3panTe nornyeckme Toma B KaXaow rpynne TOMOB npu nomowym komarnabsl mklv. Pasmep ToMoB,
rpynna TOMOB U MMeHa yCTPOMCTB ByayT pasHbIMU B 3aBUCUMOCTHM OT padMepa Balllen CUCTEMBI U
pasnuumii B KOHUrypauum gUCKoB.

Hanpumep, utobbl co3nate ToMa ana 6asel gaHHbix IBM Spectrum Protect B cucteme cpefiHero
pa3Mepa, BBeAuTe cnefylole KomaHabl:

mklv -y tsmdb0O® -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk2
mklv -y tsmdb@1 -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk3
mklv -y tsmdb@2 -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk4

5. ChopmaTupyiiTe haiinoBble CUCTEMbI Ha KaXO0M JIOrTMYECKOM TOMe, UCNoJb3ys KoMaHay cxfs.

Hanpumep, 4Tobbl chopMaTmpoBaTh thaiioBble cUcTeMbI A5 6asbl AaHHbIX B CUCTEME CpedHero
pasmepa, BBeguTe crnemyoliMe KoMaHabl:

crfs -v jfs2 -d tsmdb0® -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@@ -A yes

crfs -v jfs2 -d tsmdb01l -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@l1 -A yes

crfs -v jfs2 -d tsmdb02 -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@2 -A yes

6. CMOHTMpPYNTe BCe 3aHOBO CO3AaHHble DaIOBble CUCTEMbI, BBEASA CIELAYIOLLYI0 KOMaHAY:
mount -a

7. Bbi30BUTE CNMUCOK BCeX (halnoBbix cucteMm, Beeasa komaHay df.

Y6eauTtech, UTo (halinoBble CUCTEMbI CMOHTMPOBAHbI C UCMNOSIb30BaHMeEM npaBuiibHoro LUN 1
NpPaBUIbHOM TOYKN MOHTUPOBaHMS. [poBepbTe TakKe AOCTYNMHOE NPOCTPAHCTBO.

B cnepytouem npuMepe BbIXOAHON MHGOPMaLMM KOMaHAbl MOKa3aHo, YTo 06beM NCMONb3YEMOro
NPOCTPAHCTBA, Kak npaBuno, coctansaeT 1%:

tapsrv07> df -g /tsminstl/*
Oannosas cuct. bnokn b  CBobogHo % ucn. Moe wucn. % moero ucn. CMOHTMPOBAHO
/dev/tsmact@O®  195.12 194.59 1% 4 1% /tsminstl/TSMalog

8. YbepguTech, uto y ID nonb3oatens, cosgaHHoro Bamu B pasgene “Cosganuve ID nonb3oBartens gns
cepBepa” Ha cTp. 45, ecTb NpaBa [OCTyNa ois YTEHMS 1 3anNnCK K KaTasnoram Ha cepeepe IBM
Spectrum Protect.

Cuctembl Linux

®dawnnosble cuctembl extd unn xfs cnepyet chopmatmpoBaTh Ha kKaxaoMm u3 LUN ancka, kotopele bynet
ncnonb3osaTb cepeep IBM Spectrum Protect.

Mpoueaypa

1. Micnonb3aysa cnncok ID ycTponcT., CreHepnpoBaHHbIN paHee, BBeanTe koMaHay mkfs, utobbl co3pathb
n cchopmaTMpoBaTh (hannosyto cuctemy onsa kaxgoro ycrponctesa LUN xpaHeHus. Ykaxute ID
ycTponcTBa B KoMaHae. CMOTpuTe cneaytoLLyto Tabnumuy.
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ns 6a3bl faHHbIX chopmaTupymnTe hannoBble cuctembl extds:
mkfs -t extd4 -T largefile -m 2 /dev/mapper/36005076802810c509800000000000012
Ona LUN nyna xpaHeHus chopmaTupymnte hannosble cuctemMbl x£s:

mkfs -t xfs /dev/mapper/3600507630081010578000000000002c3

KomaHay mkfs MoxHo BBoaUTb 0,0 50 pa3 B 3aBMCUMOCTM OT TOr0, CKOIbKO Pa3HbIX YCTPOMCTB Y Bac
ecTb.

2.C03ﬂamTeKaTaHOFMTOquMOHTMpOBaHMﬂﬂﬂH(bamﬂOBMXCMCTeM.

Beeante komaHay mkdix ong kakaoro KaTanora, KOTOPbIN Bbl AOMXHbI CO34aTb. Micnonb3ynTe
3HaYeHna KaTanoros, 3anncaHHble BaMu B pabounx Tabnuuax nnaHMpoBaHus.

Hanpumep, utobbl co30aTh KaTanor aK3eMnnapa cepsepa, UCMosb3ysa 3HaUeHWe Mo YMONYaHuto,
BBEAUTE C/iedyHoLLy0 KOMaHay:

mkdir /tsminstl

MosTopuTe koMaHay mkdix ona kaxpon hannoBon cMCTEMBI.
3. [lobasbTe B thann /etc/fstab 3anuch ana kaxnon annosoi cuctemsbl, UTobbl hanoBble CUCTEMDI
MOHTMPOBANMCh aBTOMATMUYECKM NpPU 3anyCcKe cepBepa.

Hanpumep:

/dev/mapper/36005076802810c509800000000000012 /tsminstl/TSMdbspace00 ext4
defaults 0 0

4, CMOHTUpynTe (haitnioBble CUCTEMBI, KOTOpble Bbl fobaBunu B hann /etc/fstab, BBens komanay
mount -a.

5. Bbi3oBuTe cnucok Bcex (hannosbix cucteMm, BBeas KomaHay df.
YbenuTtecsb, 4To (hainoBble CUCTEMbI CMOHTUPOBAHLI C MCNOMIb30BaHNeM npasuibHoro LUN n
NPaBWIbHOM TOUKM MOHTMPOBaHMS. MNpoBepbTe TakKe AOCTYNHOE NPOCTPAHCTBO.

B cnepytowem npumepe B cucteme IBM Storwize nokasaHo, 4To 06beM MCNONb3YyeMOro
NPOCTPaHCTBA, Kak npasuno, coctasnsaeT 1%:

[root@tapsrve4 ~]# df -h /tsminstl/*

GalnoBas cucT. Pasmep Ucn. [JocTt. Ucn. % Tpe
CMOHTMP.

/dev/mapper/360050763008101057800000000000003 134G 188M 132G 1%  /tsminstl/
TSMalog

6. Ybenutecnb, uto y ID nonb3oBaTens, cosgaHHoro samum B pasgene “CosgaHue ID nonb3oBatens ans
cepBepa” Ha cTp. 45, ecTb NpaBa AoCTyNna Ana YTeHMs 1 3anncuK K katanoram gnsa IBM Spectrum
Protect.

Cuctembl Windows

Bbl gonmkHbl chopmaTtmpoBaThb hannosble cuctemMbl New Technology (NTFS) Ha kaxpgom 3 LUN guckos,
KoTopble 6yayT ncnonb3oBaTbcs cepBepom IBM Spectrum Protect.

Mpouepypa
1. CospanTe KaTanorn To4ek MOHTUPOBaHUS Ans pannoBbIX CUCTEM.

BeepguTte koMmaHay md 0is KaXaoro Katanora, KOTopbl Bbl JOMKHbI cO34aTb. Mcnonb3ynTe 3HaveHus
KaTanoros, 3anvMcaHHble BaMu B pabounx Tabnmuax nnaHnposaHusa. Hanpumep, 4tobbl co3gatb
KaTanor aKk3eMnaspa cepBepa, MCNob3ys 3Ha4YeHMe Mo YMONYaHMI0, BBEAUTE CIeYIOLLYI0 KOMaHAY:

md c:\tsminstl
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MoBTOpUTE KOMaHAy md Ana KaXkaon anoBo CUCTEMDI.

. Cozpante Tom ana kaxporo LUN ancka, otobpaxkeHHOro B KaTanor B KaTtasiore aK3eMnisipa cepeepa
C Ucnonb3oBaHMeM MeHemxxepa TomoB Windows.
BbibeprTe MeHemxep cepBepoB > Cny>k6bl (haliioB U XpaHEHUS 1 BbIMOIHUTE ONUCAHHbIE HUXEe
waru ois Kaxaoro gucka, CooTBeTcTBytowero otobpaxeHuto LUN, cosgaHHOMY B NpefblayLLeM Luare:
a) MepeBennTe ANCK B MOAKIHOYEHHOE COCTOSIHUE,
b) MHnumanmnsnpyite amck oo 6asosoro Tmna GPT, KOTOPbIN ABASETCS TUNOM MO YMOSIYAHMIO.

c) Co3paliTe NpoCTOM TOM, 3aHUMAIOLLMIA BCe MPOCTPAHCTBO Ha ancke. ChopmaTupyinte annosyto
cucTemy ¢ ncnonbsoBaHmeM NTFS n 3apanite METKY, COOTBETCTBYHOLLYIO HAa3HAYEHMIO TOMA,
Hanpumep, TSME£i1e00. He HasHauanTe i HOBOro ToMa 6ykBy Amncka. Bmecto atoro otobpasute
TOM B KaTasior B KaTasore aksemnnspa, Hanpumep, B C: \tsminst1\TSMfile00.

Coger: Onpegenvte MeTKy TOMa 1 METKM 0TOBpaXKeHWi KaTanora Ha OCHOBE COObL,EeHHOro
pasMepa ancka.

3. YbenuTecsh, 4To (hainsioBble CUCTEMbI CMOHTMPOBAHbI C UCMNOJIb30BaHNEM npasubHoro LUN n

NPaBUbHOM TOYKN MOHTUPOBaHMS. Bbi30BMTE CNUCOK BCeX (halNoBbIX CUCTEM, BBEASA KOMaHay
mountvol 1 03HaKOMUBLUMCE C BbIXOLHOW MH(hOpMaLmen.
Hanpumep:

\\?\Volume{8ffh9678-3216-474c-a021-20e420816a92%\
C:\tsminst1\TSMdbspace®0O\

4. o 3aBepLlIeHUU KOHPUTYPUPOBaHUSA ONCKA Nepe3anyCcTuTe CUCTEMY.

JanbHeuwune pencreusa

Bbl MOXeTe noaTBepanTb 06beM CBOOOAHOIr0 NPOCTPAHCTBA AJ1S KaXKA0ro ToMa, Ucnosib3aysa MNpoBoaHNK
Windows.

YcTaHOBKa cepBepa U KOMNoHeHTa LLeHTp onepauuis

Mcnonb3ynte ona ycTaHOBKM KOMMNOHEHTOB rpacdmnyeckuit mactep IBM Installation Manager.

YcTtaHoBKa B cucrtemax AIX m Linux

YcTtaHoBUTE cepBep IBM Spectrum Protect n LleHTpa onepauunii Ha nepBoi CEPBEPHOM CUCTEME.

Mpe>xpe yeM HavaTtb

Yb6eouTech, uTo ANS OﬂepaLLMOHHOVI CUCTEMDI 3aaH Hy)-KHbIVI A3bIK. [10 yMONYaHUIO A3bIK OﬂepaLl,VIOHHOVI
CUCTEMDI - 3TO A3bIK MacCTepa no yCTaHOBKE.

Mpoueaypa
1. T

Y6enuTtech, UTO y Bac B CMCTEMe YCTaHOBJIEHbl HeobxoaMMble thannbl RPM.

[ononHuTenbHble CBeAEHNS CMOTPUTE B pasaene “YcTaHoBKa 0bsi3aTenbHbiX hannos RPM gns
rpacmyeckoro mactepa” Ha cTp. 50.

2. Mpexnae YeM cKaumBaTb NakeT yCTaHOBKM, Y6e,D,I/ITer, YTO Yy BaC gOCTAaTOYHO MeCTa OJid XpaHeHUA
QJal‘;lﬂOB YCTaHOBKMWM nNocne nx n3enevyeHna N3 naketa npogykra.

TpeboBaHWs K NPOCTPAHCTBY CMOTPUTE B AOKYMEHTE NO CKaumMBaHMIo Nno agpecy: technote 588093.

3. MNepenpunTe Ha cTpaHuLy Passport Advantage 1 ckauaiTe dhaii naketa B NyCToW KaTanor no Bawemy
BbibOpYy.
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4. Y6epuTecn, UTo AJ1s NaKeTa 3afaHbl paspeLleHns ans BbiNoSIHeHUs. ECAM HYXKHO, TO U3SMeHUTe
paspelueHus onsa dalina, BBeAs CnefyoLlyo KoMaHay:

chmod a+x umsa_nakema.bin
5. N3BneknTe nakeT, BBEASA CNenyroLyto KOMaHay:
./umMa_nakema.bin

roe umsd_nakera - 3To UMdA CKa4aHHOIro Q)aﬁﬂa.

6. I
Y6eauTtech, UTO BK/IKOUEHA CliefytoLias KoMmaHaa, YTobbl MacTepa paboTany npaBuibHO:

lsuser

Mo ymMonyaHuio aTa KOMaHAa BKJIoYeHa.
7. MNepenguTe B KaTanor, Kyaa Bbl NOMECTUIN UCMONHAEMbIV har.
8. 3anycTuTe MacTep yCTaHOBKMW, BBEAS CNeyIOLLYI0 KOMaHAy:

./install.sh

Bbibrpas nakeTbl oS ycTaHOBKM, BbibepuTe 1 cepBep, v LieHTp onepauuin.

JanbHeuwune pencreusa

« Ecnu B npoLiecce yCTaHOBKU BO3HUKHYT OWMOKK, OHWU 3anncbiBaOTCS B halbl XypHana, Kotopble
XpaHaTca B katanore xypHanos IBM Installation Manager.

YTob6bl NPOCMOTPETL (haisbl XypHasa yCTaHOBKU B MHCTpyMeHTe Installation Manager, Bbibepute
®daitn > NpocMoTpeTb KypHan. YTobbl cobpaTh 3T haisibl XXypHanoB U3 MHCTpyMeHTa Installation
Manager, BbibepnTe CnpaBka > AKCMOPT AaHHbIX AJS aHaNn3a oWwmn6oK.

« Mocne ycTaHOBKM cepBepa 1 A0 ero HaCTPOWKM K paboTe noceTuTe caiT calT NoaaepKku . LlenkHute
no Support and downloads (Mognepxxka 1 MaTepuansl gis CKa4MBaHUS) U NpMMeHUTe Bce TpebyeMble
ncnpasieHUA.

ETENY cTaHOoBKa 0693aTenbHbiX haiinos RPM pnsa rpacmueckoro macrepa

®dannbl RPM HeobxoguMmbl pns rpacdmyeckoro mactepa IBM Installation Manager.

Mpouenypa

1. YbenuTecs, 4TO y BaC B CUCTEME YCTAHOB/EHbI cleaytowme hannbl: Ecnv caiinbl He yCTaHOBEHbI,
nepenguTe K wary 2.

atk-1.12.3-2.aix5.2.ppc.xpm libpng-1.2.32-2.aix5.2.ppc.xpm
cairo-1.8.8-1.aix5.2.ppc.xpm 1ibtiff-3.8.2-1.aix5.2.ppc.xrpm
expat-2.0.1-1.aix5.2.ppc.rpm pango-1.14.5-4.aix5.2.ppc.rpm
fontconfig-2.4.2-1.aix5.2.ppc.xpm pixman-0.12.0-3.aix5.2.ppc.xpm
freetype2-2.3.9-1.aix5.2.ppc.xpm xcursor-1.1.7-3.aix5.2.ppc.xrpm
gettext-0.10.40-6.aix5.1.ppc.rpm xft-2.1.6-5.aix5.1.ppc.rpm

glib2-2.12.4-2.aix5.2.ppc.rpm xrender-0.9.1-3.aix5.2.ppc.rpm
gtk2-2.10.6-4.aix5.2.ppc.rpm z1ib-1.2.3-3.aix5.1.ppc.xpm

libjpeg-6b-6.aix5.1.ppc.rpm

2. YbenuTecn, 4To B thannosoi cucteme /opt ceoboaHo, no kpanHen mepe, 150 MB npocTpaHcTBa.
3. B kaTanore, B KOTOpbI M3BMeYeH halin nakeTa yCTaHOBKK, NnepeinguTe B nogkartanor gtk.

4. CkavanTe thannbl RPM B Tekywmnin pabounin katanor c Beb-canta IBM AIX Toolbox for Linux
Applications, BBegsa cnenyowyto KOMaHay:

download-prerequisites.sh
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5. YcTaHOBUWTE CKauyaHHble thannbl RPM B KaTanore, B KOTOPOM OHM HaxoOdaTcs, BBeAs CleayoLlyto
KOMaHnay:

rpm -Uvh *.rpm

YctaHoBKa B cucremax Windows

YcTtaHoBUTe cepBep IBM Spectrum Protect n LleHTp onepaLumii B nepBo CEPBEPHON CUCTEME.

Mpe>xkpe yeM HayaTtb
Y6eauTtech, UTO BbINOSIHEHbI Cneayolne obs3aTenbHble TpeboBaHuUs:

« Y6enuTech, YTo 4S8 ONepaLMOHHON CUCTEMbI 334aH HYXHbIN A3bIK. [0 YMOMYaHMIO A3bIK
onepaLyMoHHON CUCTEMbI - 3TO S3bIK MacTepa Mo yCTaHOBKe.

« Y6epuTech, uto y ID nonb3oBaTens, KOTOPbIV Bbl MNaHUPyeTe NCNOMb30BaTb A1 YCTaHOBKM, CTb
NOMHOMOUMS JIOKAJIbHOrO aAAMUHKCTPaTopa.

Mpouenypa

1. MNpexae YeM ckaumBaTb NaKeT YCTAHOBKMW, ybeamTech, UTO y BaC AOCTATOUHO MECTA A XPaHEH S
thannoB yCcTaHOBKM NOC/IE UX M3BIEYEHUS U3 NaKeTa NPOAYKTA.
TpeboBaHUs K NPOCTPAHCTBY CMOTPUTE B AOKYMEHTE NO CKauMBaHu1Io No agpecy: technote 588095.

2. MepenpunTe Ha cTpaHuLy Passport Advantage u ckavanTe thain nakeTa B MycToi kaTasior no sBawemy
BbIGOPY.

3. MNepenpunTe B KaTanor, Kyaa Bbl NOMECTUM UCMIOSTHAEMbIN harn.
4. 1BaxApl LLeNIKHUTE MO BbINOAHAEMOMY (haliny, 4Tobbl U3BNEeYb ero B TEKYLLUIA KaTasnor.

5. B kaTanore, kyna 6binu1 pacnakoBaHbl hansibl yCTaHOBKM, 3arnyCTUTe MacTep YCTAHOBKMW, ABaXAbl
WenkHyB no avnny install.bat.

Bbi6upas nakeTbl A5 yCTaHOBKW, BbibepuTe U cepBep, v LleHTp onepaumi.

JanbHeuwune aencreus

- Ecnu B npoLiecce yCTaHOBKU BO3HUKHYT OWMOKKM, OHW 3anmcbiBaOTCA B albl XXypHana, Kotopble
XpaHaTCca B kKaTanore xypHanos IBM Installation Manager.

YTob6bl NPOCMOTPETL (halsibl XypHana yCTaHOBKU B MHCTpyMeHTe Installation Manager, Bbibepute
®daiin > MpocMoTpeTb XKypHan. YTobbl cobpath 3T haisibl XXypHanoB U3 MHCTpyMeHTa Installation
Manager, BbibepnTe CnpaBKa > KCNOPT AAHHbIX AJ19 aHaNn3a own6bokK.

« ocne ycTaHOBKM cepBepa 1 0 ero HaCTPOMKK K paboTe noceTuTe caiT calT NoadepKku . LLlenkHute

no Support and downloads (Moaaepxka 1 MaTepuansl A8 CKa4MBaHUSA) U NpMMeHUTE Bce TpebyeMble
ncnpasfieHus.

KoHdurypupoBaHue cepsepa u KoMnoHeHTa LLeHTp
onepauum

lNocne ycTaHOBKW KOMMNOHEHTOB BbINOSHUTE KOH(UrypmrposaHue cepsepa IBM Spectrum Protect n
KOMroHeHTa LLeHTp onepauuni.

KoHchurypupoBaHue akzemMnaapa cepeepa

Ncnonb3ynTe MacTep KOHUIypupoBaHus ak3emnnsipa cepeepa IBM Spectrum Protect, utobbl
BbINO/IHUTb NepPBOHaYaNbHOE KOH(PUIryprUpoBaHMe cepsepa.
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Mpe>xpe yeM HavaTtb
V6e,EI,VITer, YTO BbINOJIHEHDbI Cnegyrwuine Tpe6OBaHVIﬂ2

| Linue | A

« B cucteme, B kKoTopoi Bbl ycTaHOBUAM IBM Spectrum Protect, gonxeH 6biTb knneHT X Window System.
Kpome Toro, y Bac Ha pabouem ctone gonxeH pabotatb cepsep X Window System.

« B cucteme pomxkeH 6biTb paspelueH npotokon Secure Shell (SSH). YéeauTecn, 4To Ansa nopTa 3agaHo
3HauyeHue No ymMmonyaHuio (22) 1 4yto nopT He 3abiokMpoBaH bpaHaMayapoM. HyKHO pa3pewmnTb
ayTeHTUMKaumio napons B thanne sshd_config B katanore /etc/ssh/. Ybegutech Takxe, utoy
cnyx6bl feMoHa SSH ecTb npaBa focTyna ois COeAMHEHUS C CUCTEMOW C UCMOMb30BAHMEM 3HAYEH S
localhost.

 Bbl LOMKHBI UMeTb BO3MOXHOCTb BOMTK B IBM Spectrum Protect, ncnonb3sys ID nonb3oBatens,
CO3[aHHbIN ANa 3K3eMnnaapa cepeepa, 1 npoTokon SSH. Mpu ncnonb3oBaHMM MacTepa A NoyYeHns
[OCTyna K cMcTeMe Bbl fOMKHbI ByneTe BBecTv 31K ID nonb3oBaTtens 1 naposib.

« Ecnu Bbl M3MeHWUNM Kakne-nnbo napaMnTpbl B NpeAblayLLMX Warax, nepesanycrute cepeep, Npexmne
yeM NpUcTynaTb K paboTe C MacTeEPOM KOH(UIYPUPOBaHKS.

Ty 6euTeck, uTo cnyx6a yaaneHHoro peecTpa 3anyLuieHa, BbiMOSHWUB CeaytoLme Waru:

1. BbibepuTe Myck > AGMUHUCTPUpOBaHue > Cnyx6bl. B okHe Cny»x6bl BbibepuTe YaaneHHbIN
peecTp. Ecnu cnyxba He 3anyuieHa, wenkHute no Myck.

2. YbenuTecn, 4to nopTbl 137, 139 1 445 He 3ab6n0oKMpoBaHbl bpaHamayapom:

a. lenkHuTe no 3anyck > MaHenb ynpaBneHua > bpanpgmayap Windows.
b. BbibepuTe [lononHUTeNbHbIe NapaMeTpbl.

c. BoibepuTe BxogHble npaBuna.

d. Bbibepute HoBoe npaBuno.

e. CospanTe npaBunio nopta gns noptoB TCP 137, 139 1 445, ytobbl paspelwnTb COeaAnHEHNS Ons
OOMEHHbIX U YaCTHbIX CETEMN.

3. CKOHhUrypupyiTe ynpaBfieHne yueTHbIMM 3anUcamMu Nnonb3oBaTtesiei, Noay4yms AOCTYN K ONumuam
JlokanbHas nonnTrka 6e30MacHOCTM U BbIMOMHMB CheaytoLime waru:

a. WenkHuTe no NMyck > AAMUHUCTpPUpOBaHue > JIoKanbHasa NONIMTUKA 6e3onacHOCTU. PasBepHuUTe
JlokanbHble noAMTUKK > Onuum 6e3onacHoCTy.

b. Ecnv 3Ta BO3MOXHOCTb €LLle He BKJTHOYEHA, BKITHOYMTE BCTPOEHHYHO YUETHYHO 3anmnchb
afMMHUCTPaTOpPa, BbibpaB YueTHble 3anucu: CocTosiHMe yueTHOM 3anucu agMUHUCTpaTopa >
Bkntountb > OK.

c. Ecnun a3Ta BO3MOXHOCTb €Lle He BbIKJIFYEHa, BbIKTIOYNTE yrpaBieHne yYyeTHbIMU 3anmcsamMum
nonb3oBaTenen ansa scex aaMnHucTpaTopos Windows, BbibpaB YnpaBneHue yueTHbIMU
3anucsiMu nosb3oBaTtesneii: 3anyckaTb BCeX aMUHUCTPATOPOB B peXKuMe yTBepXKAeHUs
aAMuHuUcTpaTopos > Boiknouutb > OK.

d. Ecnu 3Ta BO3MOXHOCTb €Llle He BbIK/THoYeHa, BbIK/TIoUMTe ypaBieHne y4eTHbIMU 3anncamm
nosib3oBatenei 019 BCTPOEHHOM yUYeTHOM 3anucy agMUHUCTpaTopa, Bbibpae YnpaeneHue
YYeTHbIMM 3aNUCAMU NoJib30BaTeNei: PeXXum yTeep>kaeHUs agMUHUCTPATOPOB AN
BCTPOEHHOI YYeTHOI 3anucu agMUHUCTPaTopa > Bbiknwouutb > OK.

4. Ecnvi Bbl UISMEHUM Kakne-nmbo napamnTpbl B Npedblaywmx Wwarax, nepesanyctute cepeep, npexae
yeM NpUcTynaTb K paboTe C MacTeEPOM KOHDUIYpPUPOBaHHS.

06 aToi1 3apaue
MacTep MOXHO OCTaHaBNMBaTb W NepesanyckaTb, HO cepBep He byneT paboTaTb, NoKa He byaeT
BbINOJSIHEHA BCA NpoLenypa KoOHOUrypnpoBaHus.
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Mpouenypa
1. 3anycTuTe NOKaNbHYH BEPCUIO MacTepa.

o TN TEMN O TkpoiiTe nporpamMmy dsmicfgx B katanore /opt/tivoli/tsm/server/
bin. 3TOT MacTep MOXHO 3anycTUTb TOMLKO OT MMEHU Nosb30BaTeNs root.

- I BLI6epuTe Myck > Bece nporpamMmbl > IBM Spectrum Protect > Mactep
KOH(MrypupoBaHus.
2. 3aBeplnTe KOHpMrypmpoBaHue, cnenys MHCTPYKLNAM.

McnonbayinTe MHopMaLMIo, 3annMcaHHyto BaMu B Tabnuuy “Pabouve MMCTbI N1aHNpoBaHUs” Ha cTp. 8
B XOf,e HacTpoliku cuctembl IBM Spectrum Protect, uTobbl 3agaTh KaTasiory u onumm B MacTepe.

TR Y TTEN B ok He MHdopMaums o cepBepe 3aaliTe aBTOMaTUYECKMI 3anycK cepeepa npu
3arpyske cucteMsl, Ucnonb3ys ID nonb3oBaTens aKseMnnspa.

BTN py Mcnonb3oBaHWKM MacTepa KOHMUIyprpoBaHus ans cepeepa byaneT 3agaH
aBTOMaTUUYECKMI 3anycK Npu nepesarpyske.

YcTaHOBKA KJIMEHTa pPe3epBHOro KONMPoOBaHUA U apXUBUPOBAHUA

Jlydie Bcero yCTaHOBUTb KJIMEHT pe3epBHOro KONMpoBaHMa 1 apxuBupoBaHus IBM Spectrum Protect B
cepBepHon cucTeme, YTobbl 6NN AOCTYMHbI AAMUHUCTPATUBHBIN KTIMEHT KOMaHOHOW CTPOKM 1
NJaHUPOBLLYK.

Mpoueaypa

*  YT0bbI YCTAHOBUTbL KNIMEHT Pe3epPBHOIr0 KOMMPOBAHNS U apXMBUPOBAHWS, BbINMOIHUTE UHCTPYKLMK NO
yCTaHOBKe [1s1 Ballen onepaLmoHHON CUCTEMBI.

— YCTaHOBWUTb KJIMEHTOB Pe3epPBHOro KONMpPoBaHUs 1 apxmsmpoBaHus UNIX u Linux

— lNepBas ycTtaHoBKa knneHTa Windows

Kak 3apaTb onuuu Ang cepeepa

MpoBepbTe hain onuuii cepeepa, yCTaHOBNEHHbI BMecTe ¢ cepBepoM IBM Spectrum Protect, 4Tobbl
ybenuTbes, YTo 3a4aHbl NpaBuibHble 3HAUEHNS AN Ballell CUCTEMBI.

Mpouepypa
1. MNepenguTte B KaTanor aK3eMmnispa cepeepa 1 otkponte ann dsmsexv.opt.

2. O3HaKkoMbTeCh CO cnegyouwmnmm sHavyeHnamm B Tabnuue un npoBepbTe NapaMeTpbl onunn cepBepa Ha
OCHOBE pa3Mepa CUCTeMbI.

CepBepHblii napameTp 3HauveHue gns 3HaueHue gnsa 3HaueHue gnsa
He6onbLUOiA cpeaHeill cUCTeMbl | KPYMHOM CUCTEMDI
CUCTeMbl

ACTIVELOGDIRECTORY MyTb KaTanora, MyTb KaTanora, MNyTb KaTanora,
3a[,aHHbIV BO BpeMs | 3afaHHbIN BO BPeMSA | 3agaHHbIN BO BPeMS
KOH(uMrypaumm KOHUrypauum KOHUrypaunm

ACTIVELOGSIZE 131072 131072 262144

ARCHLOGCOMPRESS Oa HeTt HeTt

ARCHLOGDIRECTORY MyTb kaTanora, MyTb kaTanora, MyTb kaTanora,
3a[laHHbIN BO BPeMS | 3afaHHbIN BO BPeEMA | 3afaHHbIN BO BPEMS
KOHchurypaumm KOHUrypaumm KOHurypaumm

COMMMETHOD TCPIP TCPIP TCPIP
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html

CepBepHblit napameTp 3HaueHue gns 3HaueHue gnsa 3HaueHue gnsa
He6onbLUOiA cpeaHel CUCTEMbl | KPYMHOMW CUCTEMDI
cUcTeMbl

COMMTIMEOUT 3600 3600 3600

DEDUPREQUIRESBACKUP Het Het Het

DEVCONFIG devconf.dat devconf.dat devconf.dat

EXPINTERVAL 0 0 0

IDLETIMEOUT 60 60 60

MAXSESSIONS 250 500 1000

NUMOPENVOLSALLOWED 20 20 20

TCPADMINPORT 1500 1500 1500

TCPPORT 1500 1500 1500

VOLUMEHISTORY volhist.dat volhist.dat volhist.dat

O6HoBMTE NapaMeTpbl ONUMI cepBepa, ecnv noTpebyeTcs, UTobbl OHM COOTBETCTBOBAIN 3HAYEHUSIM B
Tabnuue. Ytobel BHecTn obHOBNEHMSA, 3akponTe hann dsmsexrv.opt 1 BOCnonb3ynTecb KOMaHLOM
SETOPT B nHTepence KOMaHOHON CTPOKM aAMUHUCTPUPOBAHMS, UTOObI 3a4aTh OMLUN.

Hanpumep, utobbl 06HOBUTL onumto IDLETIMEOUT po 60, BBeaMTe CneayoLyto KomaHay:
setopt idletimeout 60

3. Ecnv Hy>KHO 06HOBUTBL Ntoboe M3 3HaYeHWI oNuuin cepBepa, To M3MeHuTe thann dsmsexrv.opt,
MCNONb3ya crefylollime peKoMeHOoaUnm:
e YT06bI BKIOUMTb ONUMIO, yOANUTE 3BE3A04KY B Havasle CTPOKMW.
« B ka0l CTpoKe BBeOMTE TOMbKO O4HY OMNUMIO U 33faHHOE AJ1S Hee 3HaYeHue.
« Ecnu onums BCcTpeyaeTcs B HECKOMbKMX 3anucax B danne, cepsep byaeT ncnonb3oBaTb NOCAEAHIO0
3anuce.

CoxpaHuTe cBOM M3MeHeHMs hann v 3akpounTe ann. Ecnv Bbl HEMOCPEACTBEHHO BHECETE U3MEHEHUS
B (hann dsmsexv.opt, Bbl fomkHbI ByaeTe nepesanycTuTb CepBep, YTOObl U3MEHEeHMS BCTYNUAN B
cuny.

UHopMaumsa, cBa3aHHaA € aHHOM

CnpaBo4YHMK No onumsam cepeepa

SETOPT (3agaTtb AMHamMmuyeckoe o6HOBNEHWE CepPBEPHON ONLUmn)

KoHthurypupoBaHue 3aluLLEeHHON CBSA3U C UCMOJIb30BAaHUEM
Transport Layer Security (TLS)

Y706bI WNpoBaTh AaHHbIE M 3aLLMLATbL CBA3b B Ballel Cpefe, Ha CEPBEPE N Ha KITMEHTE pe3epBHOro
KonupoBaHWUs 1 apxmnBrpoBaHus IBM Spectrum Protect BkntoueH npoTtokon Secure Sockets Layer (SSL)
unu Transport Layer Security (TLS). CepTudmkat SSL ucnonb3yeTtca ans npoBepku TpeboBaHMin CBA3K
MeXy CepPBEPOM U KITMEHTOM.

06 aTou 3apave

HauunHas c Bepcum 8.1.2 IBM Spectrum Protect, nogaepxka SSL BkntoveHa no ymMonyaHuto, a cepeep
IBM Spectrum Protect u KNMeHT pe3epBHOro KONMPOBaHWA U apXMBUPOBAHUSA aBTOMATUYECKN
KOHMIypurpytoTca ans obMeHa AaHHbIMU APYT C APYroM NpW UCNONb30BaHMK npoTokona TLS Bepcun 1.2
W HOBee.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_opt_server.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_setopt.html

Kak nokasaHo Ha cnefyoweM pUCyHKe, Bbl MOXETE BPYYHY CKOH(PUIYpMpPOBaTb 3aLUMLWAHHYO CBS3b
MeX Iy CEPBEPOM U KIIMEHTOM Pe3epPBHOI0 KOMMPOBAHMS 1 apXMBUPOBAHUS, 3a4aB onummu B thainnax
ONuUn cepBepa N KIIMEHTA, a 3aTeM NepeHecs Ha KIIMEHT CaMOMNOANMCaHHbIN cepTUdunKar,
CreHepupoBaHHbIN Ha cepepe. JTINbo MOXHO NONYYNUTb YHUKANbHbIN CepTUdUKAT, NOANUCAHHbIN
LeHTpoM cepTudmkauum (certificate authority, CA).

Cepeep KAMEHT pesepBHoro
KONMPOBAHWA W apXMBH pOBaHWA
ﬂ FAUMLLEHHAA CBAIS

‘ AN anuwiA KNKSHTa
Daln onuywi cepaepa
HMmnopT cert256.arm

tcpadminport

tcpport topport = 3HaMEHE
tcpport Ha
cepespe

LonoNHUTENbHYO MHDOPMALLMIO O KOH(MIYPUPOBaHUN CEPBEPA W KITMEHTOB A1 B3anmogencTemnim SSL
nnun TLS cmMoTpuTe B pasgene KoHMrypMpoBaHne areHTOB XpaHEHUS, CEPBEPOB, KIIMEHTOB U LleHTpa
onepawuun ona CoOeauHeHNs C CEpPBEPOM C UCMNOb3oBaHMeM SSL.

KoHthurypupoBaHue LLeHTpa onepauui

Mocne ycTaHOBKM KOMMNOHeHTa LLeHTp onepau,vuh BbIMOJIHUTE ONMUCAHHbIE HMXe OeACTBUSA Mo
KOHd)VIprI/IpOBaHI/HO, yTObbI HAYaTb ynpaBndaTb cpe,u,017| XpaHeHud.

Mpe>xkpe yeM HavaTtb

Ecnu Bbl nogkntovaeTechb K KOMNOHEHTY LleHTp onepaumii BnepBble, Bbl AOKHbI NPEAOCTaBUTb
cnenyroLyo nHhopMaLuio:

« VIHhopMauus o coegmMHeHUN Ans cepBepa, KOTOPbIY Bbl XOTUTE HA3HAYUTb Xab-cepeepom

» NpeHTudrKaLnMOHHbIE AaHHble BXOA4A B CUCTEMY A1 aAMUHUCTPATOPA, KOTOPbIV 3aaH A/ 3TOro
cepBepa

Mpouenypa

1. HacTponTe 3aluuLLeHHble B3anMOLENCTBUSA MeXAy KOMNOHeHTOM LleHTp onepauunii n xab-cepepom,
CKOHhurypuposas npoTokon Secure Sockets Layer (SSL).
CnepynTe NHCTPYKLMAM B pasgene “3awmra cBs3n Mexay KOMNOHEeHTOM LLeHTp onepaumin 1 xab-
cepBepoM” Ha cTp. 56.

2. Onpepenute xab-cepsep.
BBeanTe B okHe Beb-6pay3epa cnegyowmin agpec:

https://uma_xocma: 3awuweHHoili_nopm/oc

34ecb MCNob3yoTea cnepyowme 0b6o3HayeHns:

* UMS_XOCTA - 3TO UMA KOMMNbIOTEPA, r4e YyCTaHOBNEH KOMMNOHEHT LLeHTp onepau,MVl

* 3QUUWeHHbIU_nopT - 3TO HOMEpP NOPTa, UCNONb3YyEMOro KOMMNOHEHTOM LLeHTp onepauun ans
HTTPS-B3anMopencTBuii Ha 3TOM KOMMblOTEpe

Hanpumep, ecnu nms xocTa - aTo tsm.storage.mylocation.com v Bbl UCNoNb3yeTe AJ1s1 KOMMNOHEHTa
LieHTp onepauuii 3aluLLEeHHbI NOPT Mo YMONYaHUio, aapec NpuMep credyoLmii Bus,;

https://tsm.storage.mylocation.com:11090/oc
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_ssl_srvcfg.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_ssl_srvcfg.html

Korpaa Bbl BepBble BXOAUTE B KOMMOHEHT LleHTp onepau,mﬁ, MacCTep NOMOXKET BaM BbINMOJTHUTb
nepsoHa4ajibHOe KOHCI)VIprVIpOBaHVIe, yTObbI 334aTb HOBOTO AAMNHUCTPaTOopa C CUCTEMHbIMU
noJTHOMO4YMNAMM Ha cepBepe.

3. HeobszaTenbHo: YTobbl exxeiHEBHO NOyYaTh MO 3NEKTPOHHOM NOYTE OTYET, B KOTOPOM CyMMUPYETCS
COCTOSIHWE CUCTEMbI, CKOH(PUTYPUPYNTE NapaMeTpbl 3/IEKTPOHHON MNOYTbl B KOMMNOHeHTe LieHTp
onepawmumn.

CnenynTe MHCTPYKLMAM B pasgesne “CocTosiHMe CUCTEMbI OTCNEXMBAHMS C UCNOJIb30BAHNEM OTHETOB
MO 3/IeKTPOHHOM noyTe” Ha cTp. 93.

3awuTa cBA3U MeXXay KOMNOHEeHTOM LLeHTp onepauuii u xab-cepesepom

[na 3aWmThl CBS3M MeXOy KOMNoHeHTOM LleHTp onepauuii n xab-cepsepom pobasbTe cepTudmnkar
Transport Layer Security (TLS) xab-cepBepa B thaif cklaga [oBepeHHbIX CepTUHMKATOB KOMMOHEHTa
LleHTp onepauui.

Mpe>xkpe yeM HayaTtb

®dann cknaga LOBEPEHHbIX CEPTU(IMKATOB KOMMOHEHTa LleHTp onepauuii - 370 KOHTenHep
cepTuduKkaTos, LOCTYN K KOTOPOMY MOXeT nonyunte LieHTp onepauuit. Mpn ycTaHOBKE KOMMOHEHTA
LleHTp onepauuii Bbl 4OMKHbI CO30aTh Naposib ANa haina cknaga goBepeHHbIX cepTudmkaToB. YTobbl
3alMTUTb CBA3b MEX Y KOMMOHEHTOM LILeHTp onepaumii n xab-cepBepoM, HY3KHO MCMONb30BaThb TOT XKe
naponb gnsa gobasneHusa ceptudurkaTta xab-cepeepa B haiis cknaga AoBepeHHbIX cepTudmkaTos. Ecnum
Bbl HE MOMHUTE 3TOT NapoJib, Bbl AOMKHbI ByaeTe B 3TOT MOMEHT CO34aTh 3aHOBO M CKOH(UTYpUpPOBaTb
thann cknaga poBepeHHbIX cepTUdnkaToB. MHCTPYKLMK CMOTpUTE B pasaene YoaneHue v
nepeHasHadeHue naponsa darnaa cknaga AoBepeHHbIX cepTnudnkaToB LleHTpa onepaumi.

Ha cnenyoweM pMcyHKe nokasaHbl KOMNOHEHThI 419 HACTPOMKN coeanHeHns Secure Sockets Layer
(SSL) mexay xab-cepBepoMm 1 KOMMNOHeHTOM LleHTp onepauuii.

XabG-cepeep UenTp cnepauwin

E 3AUMLLEHHAA CBAL

Dain cenaga
ADBSPEHHLE
cepTwdKaTos

Cepmudmxar 5501 xab-cepeepa

cert256.arm

06 3Tou 3apave

B aToi npoueaype onvcaHbl Wark no peanvsaumm 3almiLeHHON CBA3M C UCMONb30BaHNEM
CaMOMOAMMUCAHHbIX CEPTUMKATOB.

Ecnu Bbl ucnonb3yeTe cepTudmKaThl, NoANmncaHHble LeHTPoM cepTudmnkaunn (certificate authority, CA),
cnepynTe MHCTPYKLMSAM B pasgene 3awmTa ceasun Mmexay LleHTpom onepaumii n xab-cepepom ¢
MCMNOJIb30BaHNEM CEPTUHNKATOB, NOAMNUCAHHbIX LLEHTPOM CEPTURMUKALMNN.

Mpouenypa

YT10bbI HaCTPOUTb CBA3b SSL ¢ ncnonb3oBaHMeM CaMONOANMCAHHbIX CepTI/ICbl/IKaTOB, coenanTte
cnepywlulee:

1. OcTtaHoBUTE Beb-cepBep KOMMNOHeHTa LleHTp onepauuii.

2. OTKpOWNTEe KOMaHLHYI CTPOKY ONepaLMOHHOM CUCTEMBI B CUCTEME, TAe YCTAHOB/IEH KOMMOHEHT
LleHTp onepauuni, n nepenanTe B Clenyowmi Katanor:

o IR TN < amanoz_ycmaHosku/ui/jre/bin
- I M« amanoa_ycmaHoseku\ui\jre\bin
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e karanor_ycTaHoBKU - 3TO KaTasior, B KOTOPOM YCTaHOBIEH KOMMOHEHT LleHTp Oﬂean,l/IVI.

. OTKpowTe OKHO YnpaBneHue knoyamm IBM, BBeasa cnepytowyto KomaHay:

ikeyman

4. BblbepuTe daitn 6a3bl AAHHDbIX KNOYel > OTKPbITh.

O 00 33 O

10.

11.
12.
13.
14.

15.
16.

. LLlenkHuTe no 0630p 1 nepenanTe B CrIeQyOWMIA KaTanor, Fae KATaI0r_yCTAHOBKU - 3TO KaTasor, B

KOTOPOM YCTaHOBJIEH KOMMOHEHT LLeHTp onepauuii:

o I TN <« cmanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

- T« amanoa_ycmanosku\ui\Liberty\usr\servers\guiServer

. BoibepuTe B kaTanore guiServer cann gui-truststore. jks.

. WenkHuTe no OTKpbITb, a 3aTeM no OK.

. BBenute naponb ans anna noBepeHHOro cknana v wenkHute no OK.

. B obnacti Copep>xkumoe 6a3bl JaHHbIX Kitouei B okHe YnpasneHue katodamu IBM wenkHute no

cTpenke u Bbibepute B cnncke Ceptudimkarbl nognucbiBawwumx. LLlenkHute no J,06aBuTh.

B okHe OTKpbITb WenkH1Te no 0630p 1 nepenguTe B KaTanor ak3emnnaspa xab-cepsepa, KOTOpbIN
6b11 3a0aH aAMUHUCTPATOPOM, CO3AABLUMM 3TOT 3K3eMnnap. Hanpumep:

o BTN TS home /tsminstl

« BT M : \Program Files\Tivoli\TSM\serveril

B kaTanore copepxutca ceptumkar cert256.axrm.

Ecnu n3 okHa OTKpbITb HEAOCTYMNEH KaTaslor aK3eMnnispa xab-cepeepa, BbINONHUTE cnenyolmne
Jgencreus:

a) Mpwu nomowm FTP unu gpyroro cnocoba nepepaun annos ckonupyinte dainbl cert256.arm us
KaTasnora ak3emnispa xab-cepeepa B CriefyoLWwmii KaTaaor Ha KOMMNboTepe, Ha KOTOPOM
YyCTaHOBJMIEH KOMMOHEHT LLeHTp onepaumii;

o IR TN « cmanoz_ycmaHosku/ui/Liberty/usr/servers/guiServer

« I M «amanoa_ycmanosku\ui\Liberty\usr\servers\guiServer
b) B okHe OTKpbITb NepenguTe B KaTanorguiServer.
BbibepuTte ceptudinkat cert256.arm B kavecTBe cepTudmkaTa SSL.
LLllenkHnTe no OTKPbITb, a 3aTeM no OK.
BeBenuTte MeTKy ons ceptudmkata. Hanpumep, 3apante ums xab-cepsepa.

LWenkHute no OK. Ceptudmkat SSL xab-cepeepa byneT obasneH B halin [OBEPEHHOr0 XpaHWNLLA,
M ero MeTKa nosieutcs B obnact CogeprkumMoe 6a3bl JaHHDbIX KJIKOUEN B OKHe YNpaBrieHue
kntovamu IBM.

3akponTe OKHO YnpaBneHue kntovamm IBM.
3anyctuTe Beb-cepBep KOMMNoHeHTa LLeHTp onepaumii.

Korpa Bbl B nepBbIv pas byneTte COefMHATLCS C KOMMNOHEHTOM LLeHTp onepawmin, Bac nonpocsaT
ykasaTtb IP-agpec nnu ceteBoe nmsa xab-cepBepa 1 HOMep nopTa AN1s cBa3u ¢ xab-cepsepoM. Ecnu
onuusa cepsepa ADMINONCLIENTPORT BkntoueHa gns cepsepalBM Spectrum Protect, BBegute
HOMep NopTa, 3agaHHbIN onumen cepepa TCPADMINPORT. Ecnu onumns cepeepa
ADMINONCLIENTPORT He Bk/toveHa, BBeanTe HOMep NopTa, 3adaHHbIn onuunen cepsepa TCPPORT.

3apauu, cBA3aHHble C AaHHOM
3anyck 1 ocTaHoBKa Beb-cepBepa

Beb-cepBep LleHTpa onepaumii pabotaeT Kak cnyxba 1 3anyckaetca aBToMmaTtuyeckun. Bam moxeTt
notpeboBaTbCs OCTAHOBMTbL M NOBTOPHO 3anycTutb Web-cepsep, Hanpumep, 4Tobbl NponsBecTH
N3MeHEHUS KOHUrypauuu.

YacTb 2. Peanusauma pelueHnsa no sallmte JaHHbIX Ha AUCKe A58 HECKONbKUX Mnowanok 57



Perncrpauus nTMLEH3UN Ha NPOAYKT

YT06bl 3aperncTpmpoBaThb MLeH3nto 0a npoaykta IBM Spectrum Protect, ucnonbayinte koMmaHay
REGISTER LICENSE.

06 aToii 3apaue

JInueHsnm xpaHaTcs B thannax ceptudmkarta permcTpawmm, KOTopbIN COLEPKUT CBEAEHNUS O
NMLLEH3MPOBaHUKM Ansa npoaykTa. Mansbl perucTpaumnoHHbIX CEPTUHMKATOB HAXOAATCS Ha HOCUTene

YCTaHOBKUW M NpK YCTaHOBKE NOMeLanTCAa Ha cepBep. Mocne perncTpaunn npoayKtTa NMMUeH3nm XpaHAaTca
B NODELOCK-charne B Tekyliem KaTanore.

Mpouenypa

3aperucTpupyinTe NMUEH3MIO, yKasaB UMs taina cepTudmkaTa permcTpaumnm, CoaepaLlero TMueH3mio.

YT06bI MCNONb30BaTb NoCTpouUTeNb KoMaHpg LleHTpa onepau,m7| 011 3TOM 3af.a4M, BbIMOSHUTE cnepywuine
warwu:

1. OTkponTe LleHTp onepaumi.
2. OTKpoiTe NocTpouTeNlb KOMaH, KOMMNOoHeHTa LleHTp onepaluii, yCTaHOBUB yKasaTeslb MbllWW Ha
3Ha4YOK NapameTpoB u WwenkHyBs no MocTpouTenb KOMaHA,

3. Beegute komaHay REGISTER LICENSE.

Hanpumep, utobbl 3apernctpmpoatb 6a3oByto nnueHsnto IBM Spectrum Protect, BBeguTte
CnefyroLLyo KoMaHay:

register license file=tsmbasic.lic

JanbHeuwune pencreusa

CoxpaHuTe HoCUTesNb YCTAaHOBKM, Ha KOTOPOM cofepxkaTcs aiibl cepTudivkaTa peructpaumnmn.
Bo3MoXHO, BaM NpuAEeTCs CHOBA 3aperncTpmMpoBaTh IMLEH3NIO, eCl, HanpuMep, BO3SHUKHET 0OHO 13
CneayoLmx yCIoBuii:

« CepBep nepeHeceH Ha Apyroi KoMMnbloTep;

- ®ann NODELOCK nospexgeH. CepBep coxpaHsieT gaHHble nuueHsun B harne NODELOCK,
pacnonoXXeHHOM B KaTasiore, M3 KOTOPOro 3anycKaeTcs cepBep.

- ITITENB L) 13MeHseTe MUKPOCXEMY NPOLLECCopa, CBA3aHHYIO C CEPBEPOM, Ha KOTOPOM YCTaHOBNEH
cepsep.

MHopMaumsa, cBa3aHHasA ¢ faHHOM
REGISTER LICENSE (perncrtpauunst HOBOM NMLEH3UN)

KoHchurypupoBaHue geaynankauum AaHHbIX

CoszpaiTe Ny XpaHeHUs KaTasoroB-KOHTeMHEPOB 1 XOTs Obl O4MH KATanor nyna XxpaHeHus:, 4Tobbl
MCMOMb30BaTb BCTPOEHHYIO ey MINKaLMI0 OaHHbIX.

Mpexxkpe yeM HayaTb

Ncnonb3ynTe Nnpu BbINOJHEHUN 3TOM 334241 MH(OPMaLLMIO O KaTanore nyna XpaHeHUs OaHHbIX, KOTOPYHO
Bbl 3anucanu B pasgene “Paboune nucTbl nnaHMpoBaHms” Ha cTp. 8.

Mpouepypa

1. OTkponTe LieHTp onepaumii.

2. B cTpoke MeHto LleHTpa onepaunin HaBeauTe ykasaTesb Mbiln Ha CUucTeMa XpaHeHus.
3. B nogBusemcsa cnucke wenkHute no Mynbl XpaHeHuUs.

4. UlenkHuTe no kKHonke + Myn xpaHeHus.

58 IBM Spectrum Protect: PykoBoACTBO No AMCKOBOMY pPeLIEHUI0 C HECKOMbKMMM NoWaaKamm


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_license_register.html

5. BbinonHuTe waru B Mactepe [J,06aBUTb Ny XpaHeHUs:

* YT106bI MICNOB30BaTb BCTPOEHHYIO oenyninkKauno gaHHbIX, Bbl6epVITe nyn xpaHeHua Katanor B
cncrteme xpaHeHmnda Ha ocHoBe KOHTEVIHepOB.

« Mpun KOH(UrypMpoBaHUM KaTaloroB A8 Nysla XPaHeHMs KaTanoroB-KOHTEMHEPOB 3aanTe nyTu
KaTasioroB, KOTOPbIE Bbl CO34aM 51 XPaHEHUs! BO BpeMsl HACTPONKN CUCTEMBI.

6. [Mocne Toro Kak Bbl CKOH(UIypUpyeTe HOBbIN My XpaHEeHUS KaTa/loroB-KOHTeMHEepPOB, LeNKHUTE Mo
3aKpbITb M NPOCMOTPETb NOJIUTUKU, UTOOLI 0BHOBUTB KNACC YyNpaBieHnsl U HauaTb UCNONb30BaTh
Myn XpaHeHus.

Kak 3apaTb npaBusia XpaHeHUs AaHHbIX A9 Bawero 6usHeca

Mocne co3gaHmsa Nyna XxpaHeHusa KaTasiora-KoHTeMHepa ana geayninkaumm gaHHbIX 06HOBUTE NOMUTUKY
cepBepa Nno yMon4aHuio, UYTobbl MCNONb30BaTb HOBbLIV My XpaHeHus. B mactepe [J,06aBuTb nyn
XPaHeHUs 0TKPoeTCs CTpaHuLa Cny3k6bl B KOMMNoOHeHTe LieHTp onepaumii, 4Tobbl MOXHO 6bIf0
BbINOMIHWUTL 3TY 3adady.

Mpouepypa

1. Ha cTpaHuue Cnyx6bl B LieHTpe onepauni Boibepnte gomeH STANDARD 1 wenkHuTe no CeepgeHus.
2. Ha cTpaHuue CBopKa 4N fOMeHa NOMIMTUKM WENKHUTE No BkNaake Ha6opbl NOAUTUKM.

Ha cTpaHuue HaGopbl NOAUTUK YKA3aHO MMSI aKTUBHOIO Habopa NoNMMTUKM U NMepeyvncieHbl Bce
Knacchl ynpaBneHus 4Nia aToro Habopa nonnTuk.

3. WenkHuTe no nepektovatento KoHtpurypupoBaTb 1 BHECUTE criefytolne U3MeHeHus:

» /IaMeHnTe 06beKT Ha3HaYeHMs pe3epBHOro KoONMpoBaHMa Ans knacca ynpaeneHmsa STANDARD,
3a4aB Nyn XpaHeHWUs KaTanora-KoHTenHepa.

« aMeHuTe 3HaueHne B ctonbue PesepBHble konun Ha bes orpaHuueHus.

« IaMeHWTe CPOoK XpaHeHus. 3aganTe B cTonbue XpaHnTb NULWHME pe3epBHble Konuu 3HavyeHne 30
OHen nnu 6onee B 3aBMCMMOCTU OT BalLmx busHec-TpeboBaHumi.

4. CoxpaHuUTe M3MEHEHUs 1 WenKHUTe No nepekntoyatesnto KoHturypuposarb, 4To6bl Habop NOAUTUK
CTa/l HeLOCTYMNEH A/t USMEeHeHMs.

5. AKTMBMpPYMTE HAboPp NONUTUK, ANA Yero WenKH1Te No AKTUBMPOBATh.

3apauu, cBa3aHHble ¢ JaHHOU

Kak 3aaTb poniv A5 pe3epBHOM0 KOMMPOBAHWUS M apXMBUPOBAHMS AaHHbIX KIMeHTa

Mpexne yeM Bbl [,obaBUTE KNMEHT, ybeauTech, YTO COOTBETCTBYIOLLME NpaBuia onpeneneHbl ons
NOAAEPHKM N apXMBUPOBAHMS KITIMEHTCKUX JaHHbIX. B xo4e npouecca perncrpaumm KineHTa Bbl
HazHavyaeTCs KIMEHTCKUIA y3en B OMEH NOJIMTUKM, B KOTOPOM eCTb NPaBuia, ynpaBnsiowme TeM, Kak u
KOTAa NpOM3BOAMTCS COXPaHEHME AAaHHbIX KIMEeHTa.

Kak 3apaTb pacnucaHua gns onepawui no o6¢cny>xmBaHuio
cepBepa

CospavnTe pacnucaHusa Ofs Kaxaon onepaumm no obecnyxmBaHuto cepsepa, ncnonbsys komaHay DEFINE
SCHEDULE B nocTpouTene KoMaHA, KOMMNOHeHTa LLleHTp onepauuii.

06 3Tou 3apave

3ar|naHV|pyl7|Te onepauunun O6CJ'Iy)KVIBaHI/Iﬂ cepBepa, Tak UTO6bI OHM BbINOJSIHANCHL NOCe onepau,vuh
pe3epBHOr0 KONMPOBAHUA KNMeHTa. Bbl MoXeTe ynpaBnsaTb CI/IHXpOHI/I3aLI,VIe|Z pacnmcaHMVl, 3a4aB BpeM4da
Hayana B coYeTaHUW C AJINTENbHOCTbIO KaXXaom onepauunn.

B npmnBegeHHOM HMXe NpuMepe NoKasaHo, KakK MOXHO 3amnaHnpoBaTh MPoLLecchl O6Cﬂy>KI/IBaHVIF|
cepBepa B co4eTaHUKM C pacnncaHneM pe3epBHOIro KONnMpoBaHMA KNNMeHTa oJid AUMCKOBOIo peweHunda c
HECKOJIbKMMM NnolwagKaMun.
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Onepauusa 3ansaHMpoBaHHOe 3ajaHue

PesepBHOe KonNMpoBaHue HauunHaeTtca B 22:00.

KMeHTa

Pennunkaumsa ysnos HauunHaeTca B 08:00 nnn vyepes 10 yacoB nocne Havana pesepBHOro
KOMMPOBaHUSA KIMEHTA.

ObpaboTka 6asbl AaHHbIX U « Pe3sepBHoe KonupoBaHye 6asbl JaHHbIX HaunHaeTcs B 11:00 unm

haiinos aBapuitHOro yepes 13 yacoB. Mocrie Hauasia Pe3epBHOr0 KOMMPOBaHUA KINEHTa.

BOCCTaHOB/IEHNA 3TOT NPOLLECC BbIMOMHAETCA 0 ero 3aBepLueHuns.

» MHdopMaumsa o KoHUrypauumn ycTponicTBa U pesepBHoe
KOMMpOoBaHMe XpPOHOMOrnmn ToMoB 3anyckatotcsa B 17:00 unm cnycrs
6 YacoB nocrie 3anycka pe3epBHOro KonMpoBaHusa 6a3bl AaHHbIX.

e YoaneHue xpoHonornm ToMoB 3anyckaeTtca B 20:00 unu cnycta 9
4yacoB nocrie 3anycka pe3epBHOro KONMpoBaHUs 6asbl AaHHbIX.

YcTapeBaHne NHBEHTapHOro HauunHaeTca B 12:00 unn yepes 14 yacoB nocne Havana okHa
nepeyHs pe3epBHOro KONMPOBaHUS KNMEHTa. ITOT NPOLLECC BbINOAHAETCA 0,0

ero 3aBepLUeHus.

Mpoueaypa

Mocne Toro Kak Bbl CKOH(UryprpyeTe Knacc yCTPONCTB A1 pe3epBHbIX Konui 6a3bl faHHbIX, co3nanTe
pacnvcaHus 4is pe3epBHOro KonnpoBaHmsa 6asbl JaHHbIX U APYrux HeobXoAMMbIX onepawmi
obcnyxmBanus, ncnonbdys komaHoy DEFINE SCHEDULE. B 3aBucrMMOCTM OT pasMepa Ballen cpeabl
BaM, BO3MOXHO, NPUAETCH CKOPPEKTMPOBATb BPEMS 3amnycKa OJ19 KaX40ro pacnnucaHusa B npumepe.

1.

OnpeaennTb Knacc yCTPoWCTBa AN onepawunii pe3epBHOro KonnpoBaHus.

Hanpumep, ncnonbsynte komaHay DEFINE DEVCLASS, uTobbl co30aTh KNnacc yCTPONCTB C UMEHEM
DBBACK_FILEDEV:

define devclass dbback_filedev devtype=file
directory=kamanoau_pe3epsHvix_konuli_60

roe Karasaoru_pesepBHbiX_Kkonul_60 - 3To CNUCOK KaTasloroB, KOTOPbIe Bbl CO34au A8 Pe3epBHbIX
Konui 6a3bl JaHHbIX.

IR TN Hanprimep, ecnu y Bac ecTb YeTbipe KaTanora Ans pe3epBHbIX Konuii 6asbl
OaHHbIX, HaunHasa ¢ /tsminstl/TSMbkup0O, BBeAMTE CneayoLyo KOMaHay:

define devclass dbback_filedev devtype=file
directory=/tsminstl/TSMbkup0o,
/tsminst1/TSMbkup0l, /tsminstl/TSMbkup02,
/tsminstl/TSMbkup03"

BT Hanpumep, ecnun y Bac ecTb YeTbipe KaTasnora it pesepBHbIX Konwuii 6asbl 4aHHbIX,
HaunHas ¢ C: \tsminst1\TSMbkup0O, BBEeANTE CNeaytoLLyto KOMaHAay:

define devclass dbback_filedev devtype=file
directory="c:\tsminst1\TSMbkup0o,
c:\tsminst1\TSMbkup01,c:\tsminst1\TSMbkup02,c:\tsminst1\TSMbkup03"

. 3afanTe Knacc yCTPOWCTB A8 onepawmnin aBTOMaTMYeCKOro pe3epBHOro KonmpoeaHus 6asbl AaHHbIX.

Ncnonbaynte komaHoy SET DBRECOVERY, uTo6bl ykasaTb Knacc yCTPOUCTB, CO34aHHbIN BaMu B
npegblaywem Lare.
Hanpumep, ecnu knacc yctponcTs - 310 dbback_filedev, BBegute cnepytoluyto komaHay:

set dbrecovery dbback_filedev

. Co3panTe pacnucaHusa onsa onepaumin obcnyxmsanus, ncnonbsys komanay DEFINE SCHEDULE.

O6ﬂ3aTeﬂbHHeOﬂepaHMMCHpMMepaMMKOMaHﬂCMOTpMeTBCﬂeﬂwowﬁﬁTa6ﬂMH&
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CoBeT: B nocnepytolieM Liare Bbl Co3gaauTe oTOeNbHOE pacnucaHme ang pennmkaumu, korga bygete
MCMNOMb30BaTb KOMMOHEHT LieHTp onepaunin Ans KOHQUrypupoBaHusa pennmKaLlmu.

Onepauus Mpumep KomMaHAbI

CospanTe pesepBHYyto konuto 6asel | CospanTe pacnmncaHue, 4tobbl BbINOAHUTL KoMaHay BACKUP DB. Ecau

OaHHbIX. Bbl KOH(hUrypupyeTe HebonbLUyO CUCTEMY, 3aaiTe ANs napameTpa
COMPRESS 3HaueHue YES.

Hanpumep, B He6oNbLIOK CUCTEME BBEAMTE CNELYIOLLYIO KOMAHLY,
yTobbl CO3AaTb pacnmcaHe pe3epBHOrO KOMMPOBAaHUS, UCNOMb3yloLLee
HOBbII K/1acC yCTPOMNCTB:

define schedule DBBACKUP type=admin cmd="backup db
devclass=dbback_filedev type=full numstreams=3 wait=yes
compress=yes" active=yes desc="Co3paTb pe3. Konuw 6asbl

LaHHbIX . "
startdate=today starttime=11:00:00 duration=45 durunits=minutes

CospanTe pesepBHYH KOMNUIO Cospaite pacnucaHue, 4Tobbl BbINoAHUTL KoMaHay BACKUP
nHgopMaumnm o KoHhUrypaumm DEVCONFIG:
YCTPOWCTB.

define schedule DEVCONFIGBKUP type=admin cmd="backup devconfig
filenames=devconfig.dat" active=yes desc="Co3gaTb pe3. Konuw
hanna
KOHhUrypauun ycTtponcTtsBa." startdate=today starttime=17:00:00
duration=45 durunits=minutes

CospanTe pe3epBHYH KOMNUIO Cospalite pacnucaHue, 4Tobbl BbINoAHUTL KoMaHay BACKUP
XPOHOJIOTNM TOMOB. VOLHISTORY:

define schedule VOLHISTBKUP type=admin cmd="backup volhistory

filenames=volhist.dat" active=yes desc="Co3gaTb pes3epBHyH
Konui

XpoHonorun TomoB." startdate=today starttime=17:00:00
duration=45

durunits=minutes

Ynanute bonee ctapble BEpCUM Cos3panTe pacnucaHue, 4tobbl BbinonHNTL komaHaoy DELETE
pe3epBHbIX KONui 6asbl AaHHbIX, VOLHISTORY:

KoTopble 6osblie He TpebytroTcs.
define schedule DELVOLHIST type=admin cmd="delete volhistory
type=dbb todate=today-6 totime=now" active=yes desc="YgpanuTb
cTapble pe3epBHble konum 6as3bl gaHHbIX." startdate=today
starttime=20:00:00
duration=45 durunits=minutes
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Onepauus MpuMep KoMaHAbI

Ypanute 06beKTbl, y KOTOPbIX Co3panTe pacnucaHue, Utobbl BbiNnonHUTL kKomaHoy EXPIRE
NPEeBbIWEH AOMNYCTUMBIN CPOK INVENTORY.
XpaHeHus.

3apante napameTp RESOURCE Ha 0CHOBe pa3mepa CUCTEMbI, KOTOPYHO
Bbl KOH(UrypupyerTe:

» Hebonblume cuctemol: 10
» CpegHue cuctemsol: 30
» KpynHble cuctemsl: 40

Hanpumep, B cucteme cpegHero pasmepa, BBeAnTe CNeayoLLyo
KoMaHpgy, uTobbl co3paTth pacnucaHme c umeHeM EXPINVENTORY:

define schedule EXPINVENTORY type=admin cmd="expire inventory
wait=yes resource=30 duration=120" active=yes desc="YpanuTtb
npocp.
obbekThl." startdate=today starttime=12:00:00 duration=45
durunits=minutes

JanbHeuwune nencreus
[Tocne Toro Kak Bbl co3pgagunTe pacnmncaHna 3agad no 06Cﬂy)KI/IBaHl/IIO cepBepa, Bbl CMOXeTe yBNOETb X B
KOMIMOHEHTEe L],eHTp onepau,mﬁ, BbIMOJIHUB cneayroumne waru:

1. B cTpoke MeHto LleHTpa onepaumin HaBeguTe ykasaTtesb Mol Ha CepBepbl.
2. ULlenkHuTe no O6cny>XuBaHue.

MHdopMmauumsa, cBa3aHHasA C JaHHOM
DEFINE SCHEDULE (onpegneneHue pacnmMcaHua BbiNoJHEHUA aAMUHNUCTPATUBHbIX KOMaH/I)

OnpepeneHue pacnMcaHUn KJIMEHTOB

MCHOHb3yI;IT€ LleHTtp onepau,mﬁ, uTObbI CO3aaBaTb pacnncaHuna gnga onepau,mﬁl KNNEeHTOB.

Mpouepypa

1. B cTpoke MeHto LleHTpa onepaumin ycTaHOBUTE YKasaTe b MbllM Ha KNUeHTbl.
2. WenkHnTte no PacnucaHusa.

3. WenkHuTe no + PacnucaHue.

4. BbinonHUTe Wwaru B mactepe Cospartb pacnucaHue.

3afanTe 3anycK pacnmMcaHuii pesepBHOro KonMpoBaHma knneHTa B 22:00, OCHOBbIBAsCb Ha
onepauusx no obcnyxKMBaHMIO cepBePa, KOTOPbIE Bbl 3aniaHMpoBanu B pasgene “Kak 3agatb
pacnucaHus is onepaumi no obcnyxmeBaHuto cepsepa” Ha cTp. 59.

YcTaHOBKA U KOH(hUrypupoBaHue KJIMEHTOB Pe3epPBHOro
KOMUPOBAHUA U apXUBUPOBaHUS

Mocne ycneLuHon HacTPOMKK cnucTeMsl cepsepa IBM Spectrum Protect ycTaHOBUTE 1 CKOHUIypupyinTe
nporpaMMy KnneHTa, uTobbl HauaTb pe3epBHOE KONMPOBaHME AaHHbIX.

Mpouepypa

e YT06bI YCTAHOBUTbB KIMEHT PE3EPBHOIO KOMMPOBAHMS U apXMBUPOBAHWUS, BbINMOSIHUTE MHCTPYKLMK MO
YCTaHOBKE /19 Ballen OnepaLoHHON CUCTEMBI.
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— YCTaAHOBWUTb KJIMEHTOB pe3epBHOIo KONMpoBaHms 1 apxuempoBaHms UNIX u Linux

— MNepBas ycTaHoBKa knveHTa Windows

JanbHeuwune pencreus
3aperucTpupymnTe CBOU KNMEHTbl U Ha3HaUbTe MX A9 pacnucaHuii.

PeFMCTpaLI,VIH N Ha3HaAYeHUue KJINeHTOB B PpacnucaHud

[obaBbTe 1 3aperncTpupyinTe KIMeHTbl Npy NOMOLLM KOMNOHEeHTa LLeHTp onepauuii, BOCNOSb30BaBLUNCh
MacTepoM JL06aBUTb KJIMEHT.

I1pe>i<p,e YyeM HauaTb

Y3HalTe, Hy>eH nu knneHTy ID agMUHUCTpaTopa C NpaBaMu BfaesnbLa KINMeHTa B KIIMEHTCKOM y3rie.
Y106bI y3HATb, KAaKMUM KnneHTam TpebyeTcs ID agpMuHUCTpaTOpa, cMoTpuTe nybnukaumio technote
7048963.

OrpaHuueHue: [1ns KNMEHTOB HEKOTOPbIX TMMOB TpebyeTcs coBnageHne UMeHN KIMEHTCKOro y3na u ID
aAMUHUCTPATOPA. ITUX KITMEHTOB HEBO3MOXHO ayTEHTU(MLMPOBATL C MOMOLLbI0 MeToAa Lightweight
Directory Access Protocol (LDAP), BHegpeHHoro B Bepcun 7.1.7. MoapobHyto nHgopMaumto 06 aTom
MeToae ayTeHTU(MKaLUKN, KOTOPbIN MHOMAA Ha3blBAETCA MHTEMPMPOBAHHbLIM PEXMMOM, CMOTPUTE B
LOKyMeHTe AyTeHTU(UKaLMs Nosb3oBaTesiel ¢ Mcnosib3oBaHneM 6asbl gaHHbix Active Directory.

Mpouenypa
Y100BI 3aperncTpmpoBaTtb KJIMEHT, BbINOJIHNTE OAHO U3 Ccnegyrowmx ﬂeﬁCTBMVIZ

e Ecnu knuenTy Tpebyetca ID agMUHUCTpaTOPa, TO 3aPErNCTPUPYITE KITMEHT C MOMOLLLbH KOMaHAbI
REGISTER NODE v 3agaiite napametp USERID:

register node umsa_ysna naposne userid=umsa_ysna

roe ums_yssa - 3To M4 y3na h naposib - 3TO Naposb y3na. ﬂ,OI‘IOJ‘IHI/ITe}'IbeIe cBegeHmna cMoTpuTe B
pasgene Pernctpaums ysna.

« Ecnu knuneHTy TpebyeTtca ID agMMHUCTpaTOpa, TO 3apPErncTpupynTe KIIMEHT C NMOMOLLbIO MacTepa
nobaBneHns knueHTa LieHTpa onepauuin. BoinonHWTe crendyowme waru:

a. B cTpoke MeHo koMnoHeHTa LLeHTp onepaunin Boibepnte KNUeHTbl.
b. B tabnuue KnueHTbl wenkHuTe no + KnueHr.
. BoinonHute warn B Mactepe [J,06aBUTb KIMEHT:

i) YkaxuTe, 4To M36bITOUHbIE flaHHbIE MOXHO YCTPAHUTb KaK Ha KIMEHTE, TaK U Ha cepBepe.
BbibepuTe nepekntoyatens BknounTtb B obnactu Jenynavkauma gaHHbIX HA CTOPOHE KJIMeHTa.

ii) B okHe KoHdhurypauus ckonupyinte sHavyeHuss TCPSERVERADDRESS, TCPPORT, NODENAME, v
DEDUPLICATION.

CoBeT: 3anuviumTe 3Ha4YeHMs ONUMIA U COXPaHUTE UX B HAAEXHOM MecTe. 10 3aBepLUeHUm
PervcTpaLmmn KMeHTa u yCTaHOBKM NPOrpaMMbl Ha KIIMEHTCKOM y3/1e UCMOJIb3yNTe 3HaUeHNs
L7191 KOH(OUTYPUpPOBaHUS KITMEHTA.

iii) CnegynTe MHCTPYKLMAM B MacTepe, 4Tobbl 3a4aTb OMEH NONUTUKM, pacnmncaHne n Habop
onuumn.

iv) YKaxunTe, Kak gns KnveHTa byayT nokasaHbl pUcKM, 3aaaB napameTp Mog yrpo3ori.
v) WenkHuTe no JLo6aBUTb KUNEHT.

YcTaHOBKa CNy>X6bl ynpaB/ieHUS KJINEHTOM

YCcTaHOBWTE KOMMOHEHT Cny»6a ynpaBneHusa KIMeHTamMu 4ns KIMEHTOB Pe3epBHOro KONMpoBaHWs 1
apx1MBMpPOBaHKA, paboTaloLLMX B onepaunoHHbIX cuctemax Linux n Windows. cny»k6a ynpaeneHus
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KnneHTamu cobrpaeT AMarHoCTUYECKyto MHOPMaLMIO O KJIMEeHTaxX Pe3epPBHOMO KOMMPOBaHNS U
apXMBMPOBaHUA 1 JefnaeT ee OOCTYMHOW KOMMNOHEHTY LleHTp onepauuii Ais BbINOJIHEHWS OCHOBHbIX
(hYHKLMIN MOHUTOPUMHTA.

Mpe>xpe ueM HavaTtb

- MpoutuTe paspen TpeboBaHuMs 1M orpaHuYeHuns ansg cnyxb ynpasneHus knveHTamum IBM Spectrum
Protect.

« Mepepn ycTaHOBKOW CNy»b6a ynpaBfeHns KnneHTaMmn ybeamTech, YTo Mexay KIMEeHTOM pe3epBHOro
KOMMPOBaHNA-apXMBUPOBAHKSA U CEPBEPOM YCMeLHO YCTaHOB/IeHO coeanHeHne. B dhaine cknaga
[LOBEpEHHbIX CEPTUMKATOB CEpBEpPA, NCMOJIb3YEMOro K/IMEHTOM, He ByaeT cepTudukara Secure
Sockets Layer (SSL) cepBepa, Noka cucTeMa KJIMeHTa He COeUHNTCS C CepBepoM.

Mpoueaypa
YcTtaHoBUTE cny>+<6y ynpaB/ieHNa KNMEHTOM Ha TOM XXe KOMNbTepe, Ha KOTOPOM HaxXxoAUTCA KJTMEeHT
pe3epBHOro KONMpPoBaHUA N apXnBUpPOBaHKA, BbINONHMB cnenyouimne waru:

1. CkavalnTe nakeT yCTaHOBKU CNyxbbl ynpaBneHus KIIMEHTOM C calTa CKaunBaeMbix MaTepuanos IBM,
Hanpumep, ¢ cavta IBM Passport Advantage® unu IBM Fix Central. MwuTe nma taiina, aHanornyHoe
cnepyrowemy: <gepcusi>-IBM_Spectrum_Protect-CMS-onepayuoHHasi_cucmema.bin.

2. CospanTe KaTanor Ha KOMMNbOTEPE KIMEHTA, KOTOPbIM Bbl XOTUTE YNPaBASATb, U CKOMUPYATE B HEMO
nakeT yCTaHOBKM.

3. PacnakyiTe KOHTEHT haina nakeTa yCTaHOBKM.

4. 3anycTuTe NakeTHbIN (hann yCTaHOBKU U3 KaTasiora, B KOTOPbIM Bbl pacnakoBanu ansibl yCTAHOBKU U
CBsi3aHHble (hannbl. 3TO KaTanor, KOTOPbIM Bbl CO34aNM Ha ware 2.

5. YT06bI ycTaHOBUTL Cnyx0by ynpaBneHust KNMEHTOM, BbINOIHUTE MHCTPYKLMK B MacTepe IBM
Installation Manager.

Ecnun Ha KOMNbIOTEPE KNMEHTA eLle He yCcTaHoBIeH KoMnoHeHT IBM Installation Manager, Bbl LONXHbI
BblbpaTb 1 IBM Installation Manager, n cnyx6y ynpasneHus knmeHToM IBM Spectrum Protect.
UHopMaumsa, cBa3aHHaA € aHHOM
KoHdmrypupoBaHue cinykbbl ynpaBieHUs KIMeHTaMU 415 N0/1b30BaTeIbCKMX YCTAHOBOK KIIMEHTOB

MpoBepka Toro, NPaBUJIbHO JIM YCTAHOBJIEHA cNyXX6a ynpaBneHus
KJIMeHTaMu

Mpexne YeM NCrnoNb3oBaTh CNyx6y ynpaBaeHust KIMeHToM AN1a cbopa AUMarHoCTUYecKkom nHgopMaunm o
K/IMEHTe pe3epBHOro KOMMPOBAHWS U apPXMBUPOBAHUS, Bbl MOXKeTe ybeanTbes, YTo cry»ba ynpaBneHus
K/IMEHTOM MpPaBUSIbHO YCTAHOBJIEHA M CKOH(UIYpUpPOBaHa.

Mpouenypa

BBeauTe Ha KOMMNblOTepe K/IMeHTa B KOMaHOHON CTPOKe cliedytolime KoMaHabl, YTobbl NOCMOTPETb
KOHGUrypaumto cnyx6bl ynpaBneHusa KIMeHTOM:

« Ha komnbloTepax knuveHTa Linux BBeanTe credyolLyo KoMaHay:

kamasnoe_ycmaHosKu_knaueHma/cms/bin/CmsConfig.sh
list

roe KaTasior_yCTAHOBKU_KJ/IUEHTd - 3TO KaTaor YCTaHOBKW KNMEHTa pe3epPBHOro KONMpoBaHUs v
apxvBMpOBaHUA. Hanpumep, ecnv UCNosnb3yeTca YCTaHOBKAa KNIMEHTA No yMoJlYaHuIo, TO BBeauTe
cnenyoLLyo KoMaHay:

/opt/tivoli/tsm/cms/bin/CmsConfig.sh list

Pe3ynbTaTt BbINO/IHEHUA KOMaHAb! BbIFNAOUT NPUMEPHO TaK:
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Cnncok KoHdurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
NMyTe onuun: /opt/tivoli/tsm/client/ba/bin/dsm.sys

Oann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

« Ha komnbtoTepax knueHTa Windows BBeAMTE CeLYIOLLYI0 KOMaHAY:
kamanoe_ycmaHosku_kauedma\cms\bin\CmsConfig.bat list

FOe KaTasior_yCTAHOBKU_K/UEeHTA - 3TO KaTanor YCTaHOBKU KIMEHTa Pe3epPBHOro KONMPOBaHNUS U
apxMBMPOBaHUS. Hanpumep, ecnv Ncnonib3yeTcs yCTAHOBKA K/IMEHTA MO YMOJIYaHUIo, TO BBEANUTE
CNenyoLLyo KOMaHay:

C:\"Program Files"\Tivoli\TSM\cms\bin\CmsConfig.bat list
PesyanaT BbIMOJIHEHNA KOMaHAbl BbIrMAONT NPUMEPHO TakK:

Cnncok KoHhurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
MyTb onuun: C:\Program Files\Tivoli\TSM\baclient\dsm.opt

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Ecnu cnyxx6a ynpaBneHus KIveHTamMy NpaBuiibHO YCTaHOBMIEHA Y CKOH(UIYPMPOBAHA, TO B BbIXOLHbIX
pesynbTaTax NokKasaH Katanor (hanna xypHana owmnbok.

BbixogQHOM TEKCT M3BNEKaETCa N3 cnepytoLLero anna KoHhurypaumm:

« Ha komnbloTepax knueHTa Linux:
Kamanoe_ycmaHosKu_kaueHma/cms/Liberty/usr/servers/cmsServer/client-configuration.xml
« Ha komnbtoTepax knueHta Windows:

kamanoe_ycmaHosKku_kaueHma\cms\Liberty\usr\servers\cmsServer\client-configuration.xml

Ecnu B BbIXOAHbIX pe3ysibTaTax HET HW OOHON 3aMnnCH, TO HYXXHO CKOH(UIrypupoBaTh tain client-
configuration.xml. MHCTPYKUMM NO KOHMMTYPMpPOBaHUWLIO 3TOro chaiia CMOTpUTE B pasaesne
KoHdumryprpoBaHue cny6bl ynpaBieHust KIMeHTaMm st NoJib30BaTENbCKUX YCTAHOBOK KIIMEHTOB.
MoHO ucnonb3oBatb komaHay CmsConfig verxrify, uTobbl NpoBEpUTL, NPABUILHO SN CO34AHO
onpepenexve ysna B hanne client-configuration.xml.

KoHchurypuposaHue LLeHTpa onepauui pns UCNosib30BaHUA CNYXKO6bI
ynpaBsieHUs KJIMEHTOM

Ecnu Bbl He ncnonb3oBany 4718 Ciyx6bl yrpaBieHust KIMEHTOM KOHMUTYPALLMIO MO YMOJTYaHUIO, HY3KHO
CKOHMrypupoBaTh LLeHTp onepaunii 4as goctyna K cry»kbe ynpaBieHust KIMeHTOM.

Mpe>xpe yeM HayaTb

Vﬁeﬂ,VITer, 4TOo cny>+<6a ynpaBieHna KJIMeHTOM YyCTaHOBJ1IeHa 1 3anyleHa Ha KOMMbloTepe KJIMEHTA.
MpoBepbTe, UCNONL3YeTCHa NN KOHUrypauma no ymonyaHuio. KoHdurypaumsa no yMmonyaHuio He
NCrnonb3yeTcd B cneayrumnx cnyvyaax:
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« Cnyxba ynpaBneHus KIMEHTOM He UCMOoMb3yeT HoOMep nopTa no ymonyaHuto (9028).

« [1ns KNMeHTa pe3epBHOrO KOMMPOBAaHMWS M apXMBMPOBaHMSA He ucnonbayeTcs IP-agpec, KOTopbIl
MCNONb3yeTcs A1 KOMNbIOTEPA KNIMEHTA Pe3ePBHOr0 KONMPOBaHUS 1 apxnBMpoBaHus. Hanpumep,
apyron IP-agpec MOXeT NCNOMb30BaTbCA B CIeAYOLLNX ClyYasx:

— B KOMNbIOTEPHON CUCTEME YCTAHOBMIEHO ABE CeTEBbIE KapTbl. KIMEHT pe3epBHOro KOMMPOBAHUS U
apXMBUPOBaHMS CKOH(MIYPUPOBaH 4S9 B3aMMOLENCTBMSA C OQHOM CeTbHo, a cnyxba ynpaBneHus
KIMEHTOM B3aMMOLENCTBYET C APYrov ceTblo.

— Ha komnbtoTepe knmeHTa ucnonbsyetca DHCP. No3aToMy KOMMNbHOTEPY KNWMEHTA AMHAMUYECKHN
HasHauaeTcsa IP-agpec, COXpaHeHHbIN Ha CepBepe BO BpeMs NpenbliayLLel onepaumm KnmeHTa
pe3epBHOro KONMPOBaHMUSA 1 apxXnMBMpPoOBaHus. [Mpu nepesarpyske KOMMNbOTEPA KIMEHTA EMY MOXET
6bITb Ha3HauveH gpyron IP-agpec. YTobbl LLeHTp onepaumii Bcerga Mor HauT KOMMNbIOTEP KIMEHT],
HYXHO 3a[aTb NOJIHOE UMS LLOMEHA.

Mpouenypa

Y106bI CKOHUrYyprpoBaTh LleHTp onepaumii oas ncnonb3oBaHus Cnyxbbl yNpaBaeHUs KITMEHTOM,
chenanTe cnepymollee:

1. BbibepuTe knneHTa Ha cTpaHuue KnmeHTol LleHTpa onepauui.

2. Bbibepute CBepeHus > CBoiicTBa.

3. B none URL ypaneHHom guarHoctukmy B pasgene Obwue 3apgante URL ona cnyxbbl ynpaBneHus
K/IMUEHTOM B CUCTEME KIIMEHTA.

Appec nomkeH HaumHaTbes ¢ https. B cnepytowen Tabnuue nokasaHbl npumepbl URL yoaneHHoM

ONArHOCTUKN.
Tun URL Mpumep
C umeHeM xocta DNS v nopTom no yMonvaHuio https://server.example.com
(9028)
C umeHeM xocta DNS v nopTom He no https://server.example.com:1599
YMONUYaHUIO
C IP-appecoMm v NOpTOM He Mo YMONYaHUI0 https://192.0.2.0:1599

4. HaxxmmnTe KHonKy COXpaHUTD.

JanbHeuwune aencreus
Bbl MOXeTe NoslyunTb AOCTYN K AMArHOCTUUYECKON MHhopMaL My o KnneHTe (HanpuMmep, K dainam
XypHana KJ'IMeHTa) Ha BKNlagKe JJ.uarHochKa B LLeHTpe orlepau,w?l.

KoHdmrypuposaHue BToporo cepeepa

Mocne 3aBepLUeHNs KOHDUTYPUPOBaHMS NEPBOro CepBepa B Ballen CUMCTEME CKOH(UTYPUPynTe BTOPOM
cepsep.

Mpouenypa
CnepynTe NHCTPYKLMAM B Clenyowmnx pasgenax:

1. CKOH(UrypumpyiTe BTOPOM CepBEpP, KOTOPbLIN ABNAETCSA TAKMM e, Kak U NepBbii CEPBEP, BbIMOIHUB
WHCTPYKLMM B CNIeAyLWmnX pasgenax:

a) “Hactpoiika cuctembl” Ha cTp. 34

~

b) “YcTaHoBKa cepBepa 1 KOMMNoHeHTa LieHTp onepaumin” Ha cTp. 49

B OMCKOBOM pelleHnn C HEeCKONbKMMIM NNOoLWagKaMuy B KadecTse xa6-cepBepa KOchwprpyech
TOJIbKO OLLUH CepBep, NO3TOMY BaM HE HYXXHO YCTaHaBIMBaTb KOMMNOHEHT LLeHTp orlepau,M|71 Ha
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BTOpPOM cepBepe. Bbibupas nakeTbl yCTaHOBKM A1 YCTAHOBKW Ha BTOPOM CepBepe, He Bblbupalite
LleHTp onepauumi.

¢) “KoHdmryprpoBaHue cepBepa 1 KOMNoHeHTa LleHTp onepauunin” Ha cTp. 51

MponycTuTe 3aga4m No KOHMOUIypMpoOBaHM0O KOMNOHEHTa LLeHTp onepauui.

d) “YcTaHOBKa M KOHDUIYpPUPOBaHME KNIMEHTOB Pe3epPBHOM0 KOMMPOBAHWUSA 1 apXMBMpPOBaHMA” Ha CTP.
62

2. “KoHthmryprpoBaHue cBasm SSL Mexkay xab-cepBepoM 1 nog4ymMHeHHbIM cepBepoM” Ha cTp. 67
3. “IlobaBneHne BTOPOro cepeepa Kak nogunMHeHHoro cepeepa” Ha cTp. 68
4., “Kak BKJIIOUYMTb pennnkaum” Ha cTp. 69

KoHdwurypupoBaHue cBa3u SSL Mexkay xab-cepeBepoMm u
noAYMHEeHHbIM CepBepom

YT06bl 3aLMTUTL CBSI3b MeXAY Xab-cepBepoM 1 NogYMHEHHBIM CEPBEPOM C UCMOJIb30BaHMEM MPOTOKOSA
Transport Layer Security (TLS), Hy>kHO 3agaTb Ha xab-cepBepe cepTudunKaT Noa4YMHEHHOro cepeepa.

06 3Tou 3apave

Xab-cepBep nony4yaeT MHopMaLmio 06 onoBeLLeHUAX U COCTOAHMM OT NOAUYMHEHHOrO cepBepa u
NoKasblBaeT 3Ty MH(HOPMaALLMIO B KOMMNOHEHTe LLeHTp onepauuii. YTobbl NoyunTb MHhOPMaLMIo O
COCTOSIHMM 1 ONOBELLEHMSAX OT NOAYMHEHHOIO CepBepa, CepTUMKaT NOAUNHEHHOTO cepBepa HYXHO
006aBUTb B (hain JoBepeHHbIX cepTutrKaTos xab-cepeepa. Kpome Toro, Hy>KHO CKOHhUIypupoBaTb
LleHTp onepaLmit 4ns MOHUTOPUHIA NOAYMHEHHOIO CepBepa.

YTo6bl BKNOUNTL APYrie yHKLUUM KOMMNOHEHTa LieHTp onepaumii, HanpuMep, aBToMaTmyeckoe
BHeApeHWe 06HOBNEHUIN KNIMeHTa, cepTuduKaT xab-cepBepa Hy>KHO 006aBUTb B (halin AoBepeHHbIX
cepTUhMKaATOB NOAUYMHEHHOrO cepBepa.

Mpouepypa
1. BoinonHuTe cneaytolme waru, 4tobbl 3agaTtb cepTUdUKaT NoAYMHEHHOro cepBepa a5 xab-cepsepa:
a) Ha nogumMHeHHOM cepBepe nepenauTe B KaTasior 3Kk3emMnasapa nogunMHeHHOro cepeepa.
b) MpoBepbTe cepTudukaThl B thaitne 6asbl AaHHbIX KNo4Yel noa4YmMHEHHOro cepeepa. Beegute
CNneayloLwyo KoMaHay:

gsk8capicmd_64 -cert -list -db cert.kdb -stashed

c) Nepeparite 6esonacHbIM cnocoboM thaiin cert256.arm noguYMHEHHOrO cepBepa Ha xab-cepsep.
d) Ha xab-cepBepe nepenagnTe B KaTanor ak3emnnspa xab-cepsepa.

e) 3apainTe cepTuduKkaT NnogUYMHEHHOro cepBepa Ha xab-cepBepe. BBeauTe yKkasaHHyO HUxXe
KOMaHfy B KaTanore ak3emnnapa xab-cepsepa, roe uMs_no04YuHeHHOro_cepaepa - 3T0 UMS
NoAYMHEHHOrO cepBepa, a No0YuUHeHHbIl_cert256.arm - nMs dana ceptTudurkaTa nogUNHEHHOTO
cepsepa:

gsk8capicmd_64 -cert -add -db cert.kdb -stashed -format ascii -trust enable
-label uma_nod4uHeHHo2o_cepsepa -file nod4yuHeHHbIli_cert256.arm

2. BoinonHuTe crnepgytowme warn, 4tobbl 3agaTh cepTudmKaT Xxab-cepeepa o5 NoguYMHEHHOro cepBepa:
a) Ha xab-cepBepe nepengute B kaTasnor aksemnspa xab-cepsepa.

b) MpoBepbTe cepTuduKaTbl B thaine 6asbl JaHHbLIX KNoUYel Nog4YMHEeHHOro cepBepa. BeeguTe
CreayoLLyo KoMaHay:

gsk8capicmd_64 -cert -list -db cert.kdb -stashed

c) Mepeparite 6esonacHbIM cnocoboM dan cert256.arm xab-cepBepa Ha NOAUMHEHHbIN cepBep.
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d)HanoonHeHHOMcepBepenepeﬂuMTeBlGﬂanoraxseMnnﬂpanoquHeHHorocepBepa

e) 3apanTe cepTudukaTt xab-cepBepa Ans NOAYMHEHHOro cepBepa. BBeanTe ykasaHHYH HMKe
KOMaHZy M3 KaTasiora ak3eMnaspa nog4MHeHHOro cepBepa, roe ums_xab_cepsepa - 3To UMs xab-
cepBepa, a xab_cert256.arm - 310 UMA hanna cepTudmkaTa xab-cepsepa:

gsk8capicmd_64 -cert -add -db cert.kdb -stashed -format ascii -trust enable
-label umsi_xab6_cepsepa -file xab_cert256.arm

3. MepesanycTuTe xab-cepBep U NOAYMHEHHbLIN cepBep.

4. BbinonHWTe cregytolime waru, 4tobbl 3a0aTb NOAUNMHEHHbIN cepBep A9 xab-cepeepa 1 xab-cepeep
[N19 NogYMHEHHOro cepsepa:

a) BeenouTe Ha xa6-cepBepe M Ha Nog4YNHEHHOM cepBepe cnenyuime KoMmaHgbl:

SET SERVERPASSWORD naponb_cepsepa
SET SERVERHLADDRESS ip_adpec
SET SERVERLLADDRESS nopm_tcp

b) Ha xab-cepBepe BBeauTe komaHay DEFINE SERVER B cOOTBETCTBMM CO CNEAYHOWMM NPUMEPOM:

DEFINE SERVER umsi_nod4uHeHHo2o_cepsepa HLA=adpec_nod4yuHeHHO20_cepsepad
LLA=spoke_SSLTCPADMINPort SERVERPA=naposnb_noduyuHeHHoz20_cepsepa

¢) Ha nogunHeHHoM cepBepe BBeauTe komaHay DEFINE SERVER B cOOTBETCTBUM CO CReayHoLInM
npMMepomM:

DEFINE SERVER umsa_xab_cepsepa HLA=adpec_xaba
LLA=hub_SSLTCPADMINPort SERVERPA=napone_xab_cepsepa

Cosert: [10 ymMOn4aHuio, B3aMMOAENCTBMS C CEPBEPOM LINGPYIOTCH 3a CKIKOUYEHNEM ClyYaes,
KOrfa cepBep OTnpaBAsieT AN NPUHMMAET AaHHble 06beKTOB. [laHHble 06BEKTOB OTMNPABAAIOTCS U
NPUHUMatOTCS ¢ ucnonb3oBaHnem TCP/IP. Ecnv BbibpaTh ONLMI0, 3anpeLlaoLLyto WnhpoBaTh
LaHHble 06beKTa, MPOM3BOANTENBHOCTL cepBepa byaeT aHanornyHa B3aMMoAencTBMAM B CeaHce
TCP/IP, n ceaHc byaeT 3awmiLeH. Ytobbl 3awmndpoBaTh BCe B3aUMOLENCTBUSA C yKa3aHHbIM
CepBepPOM, [aXKe eCnun cepBep OTNPaBASeT UK NPUHUMAET faHHble 06bEKTOB, 3a4alnTe napameTp
SSL=YES B komaHaoe DEFINE SERVER.

5. BbinosiHuTe cnegytouime warn, 4tobbl CKOHMIyprpoBaTtb LieHTp onepaumii Ans MOHUTOPUHTa
nogYMHEHHOro cepeepa:

a) B cTpoke MeHto koMnoHeHTa LleHTp onepauni wenkHute no CepeBepbl.

MoauMHeHHbIN cepBep byaeT HaxoaAnTbLCSA B COCTOAHMM "Be3 MoHUTopuHra". 3To cocTosiHMe
03HauaeT, uTo, XOTA 3TOT CepBep 3afaH A5 xab-cepBepa c ucnonb3oBaHneM komaHa bl DEFINE
SERVER, cepBep eLle He CKOHUIYPMPOBAH Kak NoAYMHEHHbIN cepBep.

b) LLlenkH1Te No NogUMHEHHOMY cepBepy, YTobbl BbIAENUTb ANEMEHT, U WEeNKHWUTE No OTCneXXusaTtb
NoAYUHEHHbDIN.

MHdopMmauumsa, cBaI3aHHasA C faHHOM

DEFINE SERVER (3apatb cepBep ans obMeHa gaHHbIMK MeXay cepBepamm)
QUERY OPTION (3anpocuTb MHOPMaLMIO O CEPBEPHbIX OMNLMSX)

[o6aBneHue BTOPOro cepeepa Kak nogunHeHHOro cepeepa

Mocne Toro kak Bbl CKOHDUrypupyeTe oba cepBepa B Ballel cpeae, LobaBbTe BTOPOV CepBep B KayecTse
nogYmMHeHHoro Ha xab-cepsep.

Mpouenypa
1. OTkponTe LieHTp onepaumii.

2. lLlenkH1Te B NnaHenu MeHto LieHTpa onepauuii no Cepsepbl.
3. BbINOMHWTE OLHO U3 CNEefYHOLLNX OENCTBUN:
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« LllenkHnTe No cepBepy, UTOObLI BbIAENUTb €ro, U LWEeNKHUTE B NaHen MeHto Tabnuubl no
OTCcne)xuBaTb NOAUYNHEHHDIMN.

« Ecnu cepBepa, KOTOPbIN Bbl XOTUTE 006aBUTb, HET B TabnnLe, WENKHUTE Mo + MoJUYMHEHHDbIN.
4. BbINONHUTE UHCTPYKLUMM MacTepa KOH(UIYpMpPOBaHMS NOAYMHEHHbIX CEPBEPOB.

Kak BK/IOUUTD peninkKauunro

YT106bI 3aMTUTE AAHHbIE, BKJIHOUNTE pennnKayunto y3na B gonosHeHWe K 3allnTe Ballnx nyaoB
XpaHeHn4d.

Mpouepypa

Y106bI BKNHOUYNTb PENINKALMIO Y3/10B A5 BCEX KJIMEHTOB, 3aperncTpMpoBaHHbIX Ha UCXOLHOM CepBepe,

BbIMNOJIHUTE CleaytoLwme warmu

1. OTkponTe LieHTp onepaumii.

2. B cTpoKe MeHto KoMMNoHeHTa LleHTp onepaumi yctaHOBUTE yKasaTe b Mbilwy Ha XpaHeHue v
lWenKHuTe no Pennukauus.

3. Ha cTpaHuvue Pennukauma wenkHuTe no + NMapa cepsepos.

4. BbinonHuTte waru B MacTepe J,06aBUTb Napy cepBepoB:

- 3apganiTe NCxXoOHbIN CepBep Kak NepBbln CepBep, KOTOPbIN Bbl CKOH(PUIypUpoBanu A8 AUCKOBOr0O
peLeHns C HECKOMbKMMM NoLwaakamu. BTopbeiM cepBepoMm ABASETCS LeneBon cepsep.

« 3apanTe pacnucaHue pennmkaumm yana, Tak 4ytobbl oHO HaunHanoch Yepe3 10 yacos nocsie okHa
pe3epBHOro KONMPOBaHMS KIMEHTA B COOTBETCTBUM C onepauusamm no obcnyxmMBaHuio cepeepa,

3annaHnpoBaHHbIMUK BaMu B pasgene “Kak 3agaTb pacnucaHus gnsa onepawumin no obCnyKnBaHuo
cepBepa” Ha cTp. 59.

« MacTep HacTpauBaeT O/1s Bac pacnucaHug 3almTbl Nysa XpaHeHUsa Ha OCHOBe obbema
3aumuaemMblX AaHHbIX, a TaKXXe Korga rnjiaHnpyeTca penjinkauna KnneHTa.

JlanbHeuwune aencreus

Ecnu Bbl co6mpaeTer HaCTPOUTb B3aMMHYIO pennnkKaunio Mexay AsyMm4a nnowankamm, CHoBa 3anyCctmte
MacTep J,06aBUTb Napy cepBepoB 1 3a0aNTe BTOPO CEPBEP KaK MCTOUHUK, a NEPBLI CEPBEP - Kak
HasHauveHue.

3aBepLieHUue peanusayuu

Mocne Toro, Kak peweHne IBM Spectrum Protect 6yaeT ckoHuUrypnpoBaHo 1 3apaboTaeT, npoBepbTe

onepauumn pe3epBHOIro KONMPOBaHUS U HACTPOTE MOHUTOPUHT, YTObbI yeauTbes, UTo BCe HOPMaslbHO
paboTaerT.

Mpoueaypa

1. MpoBepbTe onepaLmumn pe3epBHOro KONMpoBaHus, YTobbl ybeamnTbcs, YTo BalM faHHble 3aLLULLEHDI,
KaK Bbl 1 OXUOASN.

a) BbibepuTe Ha cTpaHuLe KnueHTbl KOMNoHeHTa LieHTp onepauuii KNMeHTbl, 418 KOTOPbIX Bbl
XOTUTE BbINOMHUTbL Pe3epPBHOE KOMUPOBaHMUeE, U LLeNKHUTE No Pe3epBHoe KonupoBaHue.

b) Ha cTpaHuue CepBepbl B KOMMNOHEHTe LLeHTp onepaumii BbibepuTe cepBep, 018 KOTOPOro Bbl
XOTUTE MPOU3BOAUTL PE3EPBHOE KOMMpoBaHue 6asbl AaHHbIX. LLenkHuTe no PesepBHoe
KONMpOBaHMe ¥ BbINOSHUTE UHCTPYKLMM B OKHE Pe3epBHOe KonnpoBaHue 6a3bl faHHbIX.

¢) Ybenutech, UTO pe3epBHOE KONUMPOBaHMWeE BbINONHEHO 6e3 npepynpexaeHuii nnu coobLieHnin ob
owmbkax.
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CogeT: J/1Inb0 MOXXHO 1CMOJIb30BaTh FpacMyecKkunii MHTepQec KMeHTa pesepBHOro KONMpoBaHus
M apXMBUPOBAHWS A1 PE3EPBHOI0 KOMMPOBAHMWS OaHHbIX KIIMEHTa, 1 MOXHO NPOU3BOAUTb

pesepBHoOe KonupoBaHue 6a3bl JaHHbIX, BBoAsa komaHay BACKUP DB 13 agMWHUCTPATUBHOM
KOMaHLHOW CTPOKM.

2. HacTponTe MOHUTOPUHT AN19 BalWUX pelleHnid, cneays MHCTPYKUUSAM B pasgene
YacTb 3, “MOHUTOPMHI AUCKOBOrO peLleHUsl C HECKONbKMMU niowankammn”, Ha cTp. 71.
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Yactb 3. MOHUTOPUHI O UCKOBOro pelleHus c
HEeCKOJIbKMMU nJolwaaKamMm

Mocne peanusaumm GUCKOBOrO PeLLEHNS C HECKOMbKMMM NNOLWAAKaMUN MPOM3BEAUTE MOHUTOPUHT
pelleHus, 4tobbl ybeamTbes, YTo OHO paboTaeT NpaBuUsIbHO.

06 3Tou 3apave

Mocne peanusaunm anckosoro peweHnsa IBM Spectrum Protect ¢ HeCKoNbKMMK Nnowagkamm
OTCNeXnBanTe pelleHne exeqHeBHO U Nepnoamnveckun, UTobbl BbISBNATb CYLLECTBYOLIME U
noTeHumManbHble Npobnembl. CobpaHHY BaMN MHOPMALLNMIO MOXHO MCMNOJSIb30BaTb, UTODObI YCTPAHATb
npobneMbl 1 ONTUMU3NPOBATL NPOM3BOANTENBHOCTb CUCTEMBI.

MpennoyTUTeNbHbIA CNOCO6 MOHUTOPUHIA PeLleHns 3aK/ToYaeTCs B UCMNOJIb30BaHUM KOMMNOHEHTa LieHTp
onepawmit, KOTopbI MO3BONAET NOAYUNTb obLiee M NoapobHOe COCTOSHME CUCTEMBI B FpatiMyeckom
Nnonb30BaTe/IbCKOM UHTepdelice. KpoMe Toro, MoXXHO CKOH(UIypUpoBaTh LeHTP onepawuuii ans
reHepupoBaHUs eXXegHEeBHOMo OTYeTa MO 3N1EKTPOHHON NoYTe, B KOTOPOM CYMMUPYETCS COCTOSHUE
CUCTEMBI.

B HeKOTOpbIX Crydaax ansa BbINOHEHWS OTAENbHbIX 334a4 N0 MOHUTOPUHTY UITN YCTPaHEHUIO ownbok
BaM MOXeT I'IOTpe6OBaTbCF| MCMNOJ1b30BaTb paclWlnpeHHble MHCTPYMEHTblI MOHUTOPWHIA.

CoBeT: Ecnn Bbl cobrpaeTech AmMarHocTMpoBaTb NpobremMbl KIMEHTOB PE3EPBHONO KOMMPOBAaHMUS 1
apXMBUPOBaHUS B ornepaunoHHbIx cuctemax Linux nnn Windows, yctaHoBuTe ciy»cby ynpasneHus
KnveHToM IBM Spectrum Protect Ha Ka)k4OM KOMMblOTEPE, FAe YCTAHOBMIEH KITMEHT PE3EPBHOMO
KOMMPOBAaHWUS N apXMBUPOBaHUS. TakMM 06pa3oM MOXHO 0becneunTb HaxoXaeHNe KHOMKM
JunarHocTuka B KOMNoHeHTe LLeHTp onepaumii ona ouarHocTukmn npobnem KNMeHToB pe3epBHOro
KONMPOBaHWUS N apXMBMUpPOBaHUS. YToBbI yCTAHOBUTL CNYXKOY YyNpaBieHNs KITMEHTOM, BbIMONHUTE
WMHCTPYKUMK B pasaerne “YcTaHoBKa Cy»x6bl ynpaBneHns KNnMeHToM” Ha cTp. 63.

Mpouepypa

1. BbInosHMTE 3a4a4m eXxefHEBHOr0 MOHUTOPUHIA. MHCTPYKUUK cMOTpUTe B padaesne “KoHTPonbHbIN
CMWCOK eXXefHEBHOIro MOHMTOPUHIa” Ha cTp. 72.

2. BbinonHuTe 3agayum nepmoanmyeckoro MOHUTOpPUHra. MIHCTPYKLMM CMOTpUTE B
pasgene “KOHTPONbHbIM CIMCOK NEPMOOMYECKOro MOHUTOPKHIA” Ha cTp. 84.

3. YT06bI NpOBEPUTL, COOTBETCTBYET NN Balle pelweHne IBM Spectrum Protect TpeboBaHunsm no
JNINLEH3MPOBaHUIO, CleaynTe MHCTPYKLUMSAM B pasgene “lMpoBepka Ha COOTBETCTBME NMLLEH3UN” Ha
cTp. 92.

4. Kak CKOH(hMIypupoBaTh LLEHTP onepaunin s reHepmpoBaHms 0THETOB O COCTOSIHMM 3N1EKTPOHHOM
noyThl, cMOTpUTE B paspere “CocTosiHMe CUCTEMbI OTCNEXMBAHWUS C MCMOJIb30BAaHWMEM OTHYETOB MO
3NIEKTPOHHOM noute” Ha cTp. 93

JanbHeuwune gencTeua

YcTpaHute Bce 06HapyXeHHble BaMu Npobnemsbl. YTobbl ycTpaHUTb Npobnemy, nsMeHUB KOHMIypaLmo
BalLero pelleHus, cnenynTe MHCTPYKLMAM B pasgene YacTtb 4, “YnpaBneHue onepaumsmMmn gns
OMCKOBOIO peLleHmns C HECKOJIbKMMM naowanKamm”, Ha cTp. 95. KpoMe Toro, CyLLecTBYOT criegytowme
pecypcsbl:

» NHdopmaumto 06 ycTpaHeHUM npobnem NnponsBoOANTENBHOCTU CMOTPUTE B pasaerne
MponsBoguTeNbHOCTb.

« MHdhopMauuio 06 ycTpaHeHUn apyrux npobsemM cMoTpuTe B pasaene YcTpaHeHWe Henonaaok.
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KOHTpOHbeIﬁ CrMUCOK eXXeaHeBHOIro MOHUTOPUHTa

Y106b1 yBenmTbea, UTO Bbl BbINOJIHAETE €XXeAHEeBHbIE 3aJa4M MOHUTOPUHIa AN CBOero pelleHus IBM
Spectrum Protect, 03HaKOMbTeCb C eXXeAHEBHbIM KOHTPOJIbHbIM CMIMCKOM A1 MOHUTOPUHTA.

BbinonHanTe exenHeBHble 33424 MOHUTOPUHIA CO CTpaHuLbl 0630p B KOMMNoHeHTe LleHTp onepauui.
[ocTyn k cTpaHuLe 0630p MOXHO NOMYyYUTb, OTKPbIB LIeHTp onepauuin 1 wenkHys no 063opbl.

Ha pucyHKe HuXe NokasaHo pacnosioxeHne ois 3aBepLleHnNs KaXkaon onepauum.

@ Retention Sets

Servers 4 | Slorage & Data Availability

9 Pl =
=

AEpHICEIEn

‘® A

CoBeT: YT0bbl BbINOMHATL KOMaHAbl aAMUHUCTPUPOBAHNA AN AOMNOJIHUTENbHbIX 33434 N0 MOHUTOPUHTY,
MCnonb3yinTe NOCTPOUTESNIb KOMaHA KOMMoHeHTa LleHTp onepauuit. MocTpouTens KoMaHg obecneunsaeT
(hYHKLUMIO BBOJA C OMepexxeHeM, KoTopasi MOMOXKET No Mepe BBoAa KoMaHA,. YTobbl OTKPbITh
NocTpouTeNb KOMaH[, nepenanTe Ha CTpaHuLy 0630p B KoMNoHeHTe LLeHTp onepaunii. B cTpoke MeHto

5

YCTaHOBWUTE YKa3aTeJlb MbIlUIN Ha 3HAYOK NapaMeTpoB el 1 LLLE/IKHWTE MO nOCTpOMTenb KOMaHp,.

B cnep,yrou.l.eﬁ Tabnuue nepevyuncnerbl exxegHeBHblIe 3aa4 MOHUTOPUHIa 1 npenctaBJieHbl UHCTPYKL KN
Mo BbIMOSTHEHWNIO KaXKA0MN 3a4au4u.
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Tabnuya 15. 3adayqu exedHeBHOro MOHUTOPUHIa

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

Habniopante | Ecnu noTeHumanbHas ataka nporpaMMmbl- Ha cTpaHuue YBepomneHus o 3awurte

3a BbiMoratens obHapyxeHa B cpefe IBM MOJHO BbINONHUTb CeAyoLmne AenCTBUSA:

yBegomneHua | Spectrum Protect, To 6ygeT nokasaHo
MW 0 3aliuTe, |yBedoMsIeHME O 3aluUTe Ha NepenHeM nnaHe
KoTopble MoryT | LleHTpa onepauuii. JLONOAHUTENbHYIO
yKasblBaTb Ha | MH(OPMaLUIO MOXXHO MOMYYUTb, WENKHYB NO OrpaHuyeHue: YBeOOMNEHUA OOCTYMNHbI

» MpocMoTp nogpobHoCTeNn yBeaoMIeHNUs no
K/MEeHTaM.

aTaky co006LEeHNIO, YTOBbI OTKPLITb CTPAHMULY TOJIbKO 419 KIIMEHTOB Pe3ePBHOr0
nporpammbl- YBepoMneHus o 3awure. KOMUPOBAHMA 1 apXMBUPOBAHNS U NS
BbIMOraTens. knneHToB IBM Spectrum Protect for Virtual

Environments.

- MNooTBepauTe yBEAOMIIEHME 3aLUNTDI,
BblbpaB ero v wenkHys no NogTeepaunTb.
Mpu NnoaTBEPXKAEHUM YBEOOMIEHUS O
3awmnTe B ctonbel MoaTeepxaeHne Ha
CTpaHuue YBeaoMneHusa o 3awure
nobaBnseTca CMMBOJ rasloukun ans
BblbpaHHOro knMeHTa. CTaHaapT, no
KOTOPOMY NOATBEPXAAETCS YBEeAOMINEHME,
onpegenseTcs B Ballen opraHMsauunm.
[anoyka MoXeT 03Ha4aTb, YTO Bbl
nccneposanu npobnemy 1 pewnnn, 4To aTo
- NIOXKHOE NONoXUTENbHOE. ITO TaKKe
MOXeT 03HavaTb, YTo Nnpobnema
CYLLLECTBYET, 1 OHa peLlaeTcs.

» HasHaubTe yBegoM/EHNE O 3aLLuTe
agMUHUCTpaTopy, Bbibpas yBeaoMIeHMe O
3aWmTe n Haxkas HazHauuTb. YTobbI
paccMoTpeTb Ha3HavYeHne, agMUHUCTPATOP
[ONXeH 3apernctpmpoBatbes B LleHTpe
onepauun 1 WenkHyTb 0630pbl > 3awWwuTa.
Ecnu Bbl He yBepeHbl, YTO aAMUHUCTPATOP
peryfnsipHoO OTCNeXXmnBaeT CTpaHuLy
YBepoMJieHus o 3awuTte, coobuimuTe
aQMWUHUCTPATOPY O HA3HAUEHU M.

- Ecnu yBepomneHme - noxHoe
MONOXNUTENbHOE, TO MOXHO BblbpaTh
yBEeAOMJIEHME O 3alMTe U WENKHUTE No
C6poc. YBenoMmseHue o0 3aliuTe yoaneHo.
XpoHosornyeckre gaHHble, UCNOb3yemMble
015 6a30BbIX CPAaBHEH W C caMol
nocregHer onepawlmen pe3sepBHOro
KonupoBaHwus, yoansatotcs. C atoro
MOMeHTa BbluncnsieTcs HoBasi 6asoBas
NNHUS.

« (Heoba3aTenbHO) MOXHO OTKOUUTL
yBe,EI,OM}'IeHVIﬂ 3aWlnTbl C NTOMOLWbHO
komaHobl SET SECURITYNOTIF.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

o

Onpepenute,
noggeprarwTcs
NN KNNEHTbI
pucky
oKasaTbCs
He3alLWEeHHbI
MK n3-3a
HeyOaBLlunxca
nnn
NPONyLEeHHbIX
onepauun
pe3epBHOro
KonnpoBaHuA.

YT06bI NPOBEPUTD, HAXOOATCS SN KIIMEHTbI
nog yrpo3omn, B obnactn KnneHTbl HanguTe
yBenomseHune Mog yrposoi. Ytobbl
NPOCMOTPETb CBEAEHMS, LLESIKHWTE MO
obnacTtun KnueHTol.

BHuMaHue: Ecnu npoueHT Mop,
yrposoi HamMHoro 6onblie 06bIYHOro,
TO 3TO MOXET YKa3bIBaTb Ha aTaky
nporpamMmbl-BbiMoratens. Ataka
NporpamMMmbl-BbIMOraTenss MoxeT
npuBecTn K c60siM pe3epBHOro
KOMWPOBaHWs, TEM CaMbIM CO3aBas
PUCK ANa KNMeHToB. Hanpumep, ecnu
MPOLLEHT KJIMEHTOB B OMACHOCTU
06bI4HO Mexay 5% n 10%, Ho
npoueHT yeennumnsaetcs 0o 40% nnu
50%, TO M3yumnTE NPUUNHY ITOrO.

Ecnu Bbl ycTaHOBWUAM CnyBy ynpaBieHus
KMEHTOM Ha KJIMeHTe pe3epBHOro
KOMMPOBaHNSA 1 apXMBMPOBAHMS, Bbl CMOXETE
YBULOETb M NPOaHaIM3npoBaTh OLUNOKY
KMEeHTa 1 3aniaHnpoBaTh XypHasbl,
BbIMOJIHWB CredytoLLve warn:

1. B tabnuue KnneHTbl BbIbEPUTE KTUEHT U
LenKHUTe no CeepeHus.

2. Y106kl guarHocTupoBatb npobnemy,
wenkHuTe no [imarHos.

B cnyyae KNIMEeHTOoB, Y KOTOPbIX HeT
YyCTaHOBEHHOM CNy»6bl ynpaBneHus
K/TMEHTOM, MoNy4YuTe AOCTYN K CUCTEME
KNTMEeHTa, UTOObI MPOBEPUTL XYPHasbl
ownboK KnmeHTa.

2]

Onpegenute,
HYXHO Jn
yoenutb
BHUMaHWe
owmnbkam
K/IeHTa Uiu
cepBepa.

YT06bl ONpenennTb Cepbe3HOCTb BCEX
OMNOBELLLEHWNI, 0 KOTOPbIX bbIS10 CO0bLLEHO,
YyCTaHOBUTE yKasaTe b MbilIW Ha CTONOLbI B
obnactu OnoBseLleHus.

YT06bl YBUAETH AOMONHUTENbHYIO
MHopMaLuio 06 onoBeLLeHNaX, BbIMONHUTE
cnenywolime waru:

1. WenkHuTe no obnactu OnoselleHUs.

2. B Tabnuue OnoseleHuns BbibepuTe
onoBelLeHue.

3. B nanenu XXypHan onepaumi
npocMoTpuTe coobuieHus. B naHenu
NnoKasaHbl CBA3aHHble CO0bLLEeHMS,
CO3[aHHble 0,0 M NOCNe BO3SHUKHOBEHMS
BbIGpaHHOr0O OMNoBeLLEeHMS.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

e 1. YT06bI NpoBEPUTL, HaxoaaTCsA Nn cepBepbl | CoBeT: Ecnn Bbl 06Hapyxute npobnemy,
nopg yrposon, B obnactu Cepsepbl CBSAI3aHHYHO CO CBOMCTBaMUM cepBepa,

Onpenenure, HalouTe yBemoMneHve HepocTyneH. 06HOBUTE CBOIICTBA cepBepa:

LOCTYMHbI NN

cepBepbl, 2. YT10bbl yBUAETb AOMOSHUTENbHYIO 1. B tabnunue CepBepbl BbibepuTe cepBep 1

KOTOPbIMU VIHCbOpMaLI,VlI'O, LenKHWnTe no obnactu LWeNKHUTe no CBe.IJ.eHVIH.

ynpasnser Cepaepel. 2. Ytob6bl 06HOBMTL CBONCTBA CEPBEPA,

LeHTpom 3. BoibepuTe cepBep B Tabnuue Cepepbl 1 wenkHuTe no CBOMCTBA.

onepauun, ons LenkH1Te no CeepeHus.

npefocTaBneH

NSt KNTMEHTaMm

cnyx6 no

3alunTe

OaHHbIX.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

o

Onpepenute,
OOCTYIMHO NN
J0CTaTOYHO
MpoCTpaHCcTBa
O719 NepeyHs
cepBsepa,
COCTOALLErO U3
6a3bl JaHHbIX
cepBsepa,
aKTUBHOIO
XypHanau
apXMBHOTO
XypHana.

1. WenkHuTe no obnactu CepBepbl.

2. B ctonbue CoctosiHue B Tabnuue
npoBepbTe COCTOAAHME cepBepa U
yCTpaHuUTe BCe OLNbKN:

« HopmanbHoe ““ [1na 6a3bl faHHbIX
cepBepa, akTUBHOIO XXypHasa u
APXMBHOrO XypHana 4oCTyneH
L0CTaTo4YHbIM 06beM NpocTpaHCcTBa.

« Kputuueckoe ®um 6a3bl JaHHbIX
cepBepa, aKTUBHOIO XypHana nim
APXMBHOIO XypHana Hef0CTaToOuYHO
npocTpaHcTBa. Hy>HO HeMeaTIeHHO
£06aBUTb NPOCTPaHCTBO, MHaye paboTa
cny»6 3aWmThl AaHHbIX,
npenocTaBnsieMbix cepeepom, bynet
npepsaHa.

 MpepynpexxpeHune *, B 6ase gaHHbIX
cepBepa, akTUBHOM XypHane uiu
apXMBHOM XYypHasie 3aKaHuMBaeTCsa
npocTtpaHcTBo. Ecnun 3To ycnosune
NOBTOPAETCA, TO HYXXHO ,D,O6aBI/ITb
MPOCTPaHCTBO.

* HepocTynHo @ HesosmoxHO nosyunTb
cocTosiHue. YbenuTech, UTO cepBep
paboTaeT 1 UYTO B CeTN HeT ownboK. ITo
COCTOSIHME MOKa3bIBAETCSA TaKkKe, eCciu
ID agMUHUCTpaTOpa MOHUTOPUHTA
3ab6110KMpPOBaH UM HEOOCTYMNEH Ha
cepBepe No Apyrom NpuyYnHe. 3HadeHme
atoro ID - IBM-OC-umsi_xab-cepBepa.

- HeoTcnexxusaembiii ¢
HeoTcnexuvBaeMble cepBepbl 3a4aHbl Ha
xab-cepBepe, HO He CKOHMIYPUPOBaHbI
LNsi yrpaBieHns KOMNOHEHTOM LLeHTp
onepauun. Ytobbl ckoHUrypupoBaTb
He OTCNeXMBaeMbIin cepBep, Bbibepute
cepBep U WenkHUTe no OTcneXxmueBaTb
NoAYUHEHHDIN.

MOHO TaK>Ke MPOCMOTPETb CBA3aHHbIE
OMOBELLEHNS HA CTpaHULEe OnoBeLLeHUS.
LononHuTenbHyo MHhopmaunio ob
yCTpaHeHun ownboKk cMOTpUTE B paspene
YcTpaHeHue npobnem cepBepa.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

6 YT0b6bl ONpenennTb, Korga B nocnegHuii pas | Ytobbl nonyunte 6onee noapobHyto

NpPO13BOANIOCH PE3EPBHOE KOMMPOBaHNe MHopMaLuio 06 onepaunsx pesepeHoOro

MpoBepbTe cepBepa, BbIMOJHUTE CNeayroLLIne Waru: KOMMPOBaHWS, BbIMOMHUTE CreaytoLme waru:

onepaumm

peseppBHoro 1. WenkHuTe no obnactu Cepeepsbl. 1. B tabnuue CepBepsbl BbibepuTe CTPOKY 1

konupoBarus | 2. B Tabnuue Cepeepbl npoBepbTe cTonbed, lwenkHNTe No CBeAeHus.

6a3bl JaHHbIX. MNocnegHee pesepBHOE KONMPOBaHUe 2. B obnactn PesepBHoe KonupoBaHue B[

6a3bl JaHHbIX.

YCTaHOBUTE YKa3aTes/lb MbllK Ha FaJiouKu,
4yTobbI MPOUeCTb MHopMaLmio 06
onepauunsix pe3epBHOro KONMPOBaHWS.

Ecnu pesepBHOe KonupoBaHue 6asbl JaHHbIX
He NpoM3BOAMIIOCH HeaaBHO (Hanpumep, 3a
nocnegHue 24 yaca), Bbl MOXeTe 3anyCTuUTb
onepaLmio pe3epBHOro KONMpoBaHMA:

1. Ha cTpaHuue 0630p B KOMNoHeHTe LieHTp
onepawumin WenkH1Te no obnacTu
CepBepbl.

2. B Tabnuue Boibepute cepBep U WENKHUTE
no PesepBHOEe KonupoBaHue.

YTobbl onpenennTb, CKOHPUrypupoBaHa /i
6a3a JaHHbIX cepBepa A1 aBTOMaTUYECKMX
onepauuin pesepBHOIro KONMPOBaHKS,
BbIMOJIHWUTE Cledyolume Wwaru:

1. B cTpoKe MeHIo YyCTaHOBUTE yKasaTesb

MbIlIN Ha 3HAYOK napamMeTpoB n
WEeNnKHUTEe no nOCTpOMTe.ﬂb KOMaHA.

2. Beegute komaHay QUERY DB:
query db f=d

3. B BbIXOQHOW MH(hOpMaLLMn NpoBepbTe
3HayeHue B nose llonHoe mMa Knacca
ycTponcTB. Ecnu knacc ycTponcTea
yKasaH, 3T0 03Ha4aerT, uTo cepsep
CKOH(UrypupoBaH a1g aBToMaTU4YecKoro
pe3epBHOro konmpoBaHus 6a3bl aHHbIX.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

16

OTcnexwuBanTe
apyrue 3agaym
no

Y1o6bl HANTU MHhOPMaLMIO O MpoLeccax,
KOTOPbl€ 3aBEPLUMIINCE HEYAAYHO 13-3a
npobsiem Ha cepBepe, BbINOJHUTE
cnepyloLme warm:

1. Boibepute CepBepbl > O6cny)xuBaHue.

Bonee nogpobHyto nHopmauuto o
npoueccax MOHUTOPUHIA U YCTPaHEeHUN
npobnem cMOTPUTE B 3/IEKTPOHHON CrpaBKe
KOMMNoHeHTa LLleHTp onepauumi.

nepegaHHbIX
Ha cepBepbl 1
MOyYEHHbIX C
HUX,
HaxoOuTCs B
0XXMOAeMOM
AvanasoHe.

24 yaca c aKTMBHOCTbIO 3a npegbigywue 24
Yyaca, CMOTpUTE NoKasaTenu B obnacrax
Tekywme n Mpepblaywme.

obcnyKmnBaHm

to cepBepa. 2. Y706bI NONYYNTHL ABYXHEAENBHYIO

3agaum no XPOHOJIOr1Io NpoLLecca, CMOTpUTe

obcnyxumBaHu cTonbeu, XpoHonorus.

to cepeepa 3. YTo6bl NOAYYUTH Bonblue MHBopMaLLMKM O

mMoryT 3annaHMpoBaHHOM npoLlecce, yCTaHOBUTE

BK/IO4aTh B yKasaTtesb MbILUW Ha NepeksoyaTerne,

cebs CBSI3aHHOM C MPOLLECCOM.

BbINOJIHEHNE

pacnucaHunmn

agMUHUCTPATH

BHbIX KOMaHI,

cueHapueB

obcnyKmnBaHus

N CBA3AHHbIX

KOMaHppbl.

o e Y1066l NONy4nTH 0630p ONEpaumii 3a « Ecnu Ha cepep 6bin10 oTnpasneHo bonblie
nocnepgHue 24 yaca, cMOTpuTe 061acTb OaHHbIX, YeM Bbl 0XXWann, onpepenuTe,

Y6enutecs, Onepauum. KaKue KIIMEeHTbl CO30al0T pe3epBHbIE KOMUK

4yTO 06BLEM « YToBbl CPABHNTL aKTUBHOCTb 3a NOCNeaHMe 6onbwero obbema faHHbIX, U UCcCnenymnTe

OaHHbIX, NPUUYNHY. BO3MOXKHO, UTO deaynnnKaums

OaHHbIX Ha CTOPOHE KJTMeHTa pa60TaeT
HenpaBWbHO.

A BHumaHue: Ecnv o06bem
pe3epBHbIX AAaHHbIX 3HAYNTENbHO
6onblie 06bIYHOrO, TO 3TO MOXET
yKa3blBaTb Ha aTaKy NporpaMmel-
BbIMoraTtens. Korga nporpamma-
BbIMOraTesb WndpyeT AaHHbIe,
cucTeMa obHapyKuMBaeT, uTo
JaHHble U3MEHAITCA N UTO
pesepBHas Konus co3gaeTca ans
N3MeHEHHbIX JaHHbIX. TEM CaMbIM
TOMa pe3epBHOro KONMpPoBaHUs
ctaHoBATCA 6onblie. YTobbl y3HaTh,
KaKune KNNEeHTbl 3aTPOHYThI,
BbibepuTe BKnagky MpunoxxeHus,
BupTyanbHble MalIMWHbI 1Y
Ccucrtembl.

« Ecnn Ha cepBep 6b1s10 OTNPaBIeHO MeHblue
[OaHHbIX, YeM Bbl OXXUAANN, BbIACHUTE,
BbIMOJTHAIOTCS Y ONepauny pe3epBHOro
KOMMPOBAHWMS KJIMEHTOB MO PaCMMCaHuIO.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
JuarHoctuuyeckas uHgopmaumsa

e 1. Ecnu B 0bnactu XpaHeHne 1 AocTynHocTb |YTo6bl yBMAOETb EMKOCTb NyJa XpaHeHus,
AaHHbIX YKa3aHbl Npobnembl, WenkHuTe NCNoNb3yeMyto 3a NocnegHne ABe Heaenu,

Y6epurecs, no Mynbl, 4TO6bl 03HAKOMUTLCS CO BbiGepuTe cTpoKy B Tabnuue Mysbl XpaHeHWs

4TO Mynbl CBeAEeHUAMU: JaHHbIX U WenkKHWUTe no CBepeHuna.

XpaHeHus

AOCTYMNHbI Ans » Ecnun nokasaHo coctosiHne

pesepBHOro Kputuueckoe 9, 37O yKa3blBaeT Ha To,

KOnnpoBsaHus YTO B Nyne XpaHeHUs HeJoCTaTOuHO

OaHHbIX [OCTYMHOro NPOCTPaHCTBAa UK ero

KJIneHTa. COCTOSIHWe J0CTyna - HepocTynHo.

A BHuMaHue: Ecnn coctoaHne
KpUTUYECKOoe, TO n3yumnTe
NPUYNHY:

— Ecnu ckopocTb
Aefynnnkaumm gaHHbIX B
nyne XxpaHeHus 3HaUYNTEeNbHO
CHMXaeTcsd, TO 3TO MOXeT
yKa3sblBaTb Ha aTaky
nporpammbl-BbiMorarens. Bo
BPEMS aTaku Nporpammbl-
BbIMOraTens gaHHble
WKPYHOTCS U HE MOTyT
denynnuumposaTbes. YTobbl
NpPOBEpPUTb CKOPOCTb
Aefynnnkaumm gaHHbIX, B
Tabnuue Mynbl xpaHeHWs
npoBepbTe 3Ha4YeHne B
ctonbue MpoLeHT 3KOHOMUMN.

— Ecnu nyn xpaHeHus
HEeoXMOaHHO CTaHOBUTCA
mcnonb3oBaH 100%, To 3TO
MOXET YKa3blBaTb Ha aTaky
nporpammbl-BbiMoratens. Ana
NPOBEpPKM NCMOSIb30BaHNS
NPOCMOTPUTE 3HAUEHUE B
ctonbue VMcnonb3oBaHHas
eMKOCTb. HaBeauTe Mbillb Ha
3HaueHunsa, YTobbl yBUAETb
NPOLEHT UCMOJTb30BAHHOIO U
cB0O6OHOr0 NPOCTPAHCTBA.

« Ecnn nokasaHo cocTosHue

MpenynpexxpeHune ', B nyne xpaHeHus

3aKaH4yrBaeTCd MPOCTPaHCTBO U1K ero
COCTOSIHME [0CTyna - TONbKO YTEHME.

2. YT0bbl yBUOETb M UCMNONb3YEMOE,
cBoboaHoe 1 0bLee NPOCTPaHCTBO A1d
BbIBPAHHOro Nyna xpaHeHus, ycTaHOBUTE
yKasaTeslb MbllIV Haf, 3anMcamMu B
ctonbue Mcnonb3oBaHHasd eMKOCTb.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

19

YbepuTtecs,
yTOo
ycTponcTea
XpaHeHus
OOCTYMHbI AN
onepauuin
pe3epBHOro

KonnpoBaHuA.

B obnactu XpaHeHWe 1 LOCTYMHOCTb AaHHbIX,
B paszene Toma nog ctonbuamm eMKOCTH
NpoBepbTe COCTOSHME, MOKa3aHHOe PSAOM C
anieMeHTOM YcTpoucTBa. Ecnv gns nioboro
YyCTPOMCTBA NOKa3aHO COCTOSHNE

KpuTuueckoe D v NMpepynpe>xpexne ',

nccnenynte npobnemy. Ytobbl NnpocMoTpeTb
cBefeHud, LWenKHMTe no YcTpoucTea.

OnckoBble yCTpOVICTBa MOT'yT HaxXxoOounTbCA B

KPUTNYECKOM COCTOAHUN UJTN B COCTOAHUN
npenynpexaneHnad no cneayroumnm npuvmnmHam:

» [1ns knaccoB ycTporcTte DISK Toma moryT
6bITb OTKNHOYEHbI UM HAXOAUTHCA B
COCTOSIHMK 'TONbKO g5 YTeHms'. B ctonbue
[unckoBoe xpaHeHune Tabnuupbl JMcKoBble
YyCTPOMCTBA NOKa3aHO COCTOSSHNE TOMOB.

 ina knaccos yctponcTs FILE, koTopble He
MCMNONb3YyTCA COBMECTHO, MOTYT BbITb
OTKJIOYEHbI KaTanoru. Kpome toro, gng
BbIAENEHNS YNCTbIX TOMOB MOXET
oKasaTtbCs HepocTaTouHO cBobogHOIO
npocTpaHcTBa. B cTtonbue OuckoBoe
XpaHeHwue Tabnumubl [InckoBble ycTponcTea
NMoKa3aHO COCTOSIHME KaTanoros.

» [1ns knaccos ycTponcTs FILE, koTopble
MCNONb3YIOTCH COBMECTHO, MOTYT 6bITh
HeOoCTYMNHbl HakonuTenu. AInck
HeOOoCTYNeH, eCM OH OTKJIKOYEH, NepecTan
oTBeYaTb CepBEPY UN €CNN ero NyTb
OTKNtoYeH. B opyrux ctonbuax tabnuubl
[MCKOBble yCTPOMCTBA NOKa3aHo
COCTOSIHME HaKonuTenemn n nyTen.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

o)

OTcnexunsanTte
npoLecco!
pennukauum
y3na.

1. Ytob6bl y3HaTb 0bLLEe cocTosAHME
MPOLLeCCoB pensiMKaumm y3nos, CMOTpUTe
obnactb Pennukaumumn Ha cTpaHuue 063op
B KOMMNOHeHTe LleHTp onepauui.

2. YT0bbl yBUAETb MH(OPMALMIO O KaXKO0M
nape pennmMumupyemMbix cepBepos,
LLLeNKHUTE no obnactun Pennukaumns.

A BHuMaHue: Ecnun Bbl 3aMevaeTe
HeoXnpgaHHoe yBenmveHune yncna
cboeB npu pennukaumm, To 3To
MOXeT yKa3sblBaTb Ha aTaky
nporpamMmbl-BbiMoratens. Mayunte
npuumnHy cboes..

3. YT06bI y3HaTB, KaKoN 06BbEM AaHHbIX Obl
penanunpoBaH 3a nocnegHne aBe HeLenm
N KaKoBa 6bls1a CKOPOCTb peninkaumm,
BblbepuTe Napy cepBepoB U WeSIKHUTE Mo
CeepeHusa.

4. Y1066l yBNOETH MHGOPMALMIO O
pennukauum onsa KJInNeHTa, WenKHUTE no
KnueHTbl Ha cTpaHuue 0630p B
KOMMnoHeHTe LleHTp onepauwnn.
O3HaKoMbTeCh C JaHHbIMK B cTONbLEe
Pabouas Harpyska pennmkaumm.

A BHuMaHue: Ecnu Bbl 3aMevaeTe
[pamMaTnyecKoe HeoXunaaHHoe
yBeNnuM4YeHne Harpysku npu
pennnkKaumm, To 3TO MOXET
yKasblBaTb Ha aTaKy NporpaMmbl-
BbiMoOraTens. M3yunte npuymHy
YBEMYEHHOWN HarpysKu.

YT06bl BbIMOMHNUTbL PACLUMPEHHBIN
MOHMWTOPUHT, MPOUYTUTE UHOPMALNIO O
3anycKe v 3aBepLUeHnm NPoLLEeccoB
penivKaumm y3aoB, UCNOJb3ys KOMaHAbI:

1. Ha cTpaHuue 0630p koMnoHeHTa LleHTp
onepauuin yCTaHOBUTE yKasaTeslb MblLK

Ha 3Ha4YOK NapamMeTpoB il 11 WenkHUTe Mo
MocTpouTenb KOMaHA,

2. BBegute komaHay QUERY REPLICATION.
NHCcTpyKkumm cMoTpuTe B pasgene QUERY
REPLICATION (3anpocuTb MHGopMaLMIo O
npoLeccax penavkaunm yanos). Ecnu
onepaumsa pennvkauumn bbina 3aBepLlieHa
ycnelHo, 3Ha4veHne Bcero tainos,
nogfiexawnx pennukaumm byoet
COOTBETCTBOBAaTb 3HauUeHuto Bcero
penaumumMpoBaHo (ainos.

YT106bl 03HAKOMUTBLCA C COOBLLLEHUAMU,
CBA3aHHbIMYU C MPOLECCOM pennmKaLmm y3na
Ha UCXOHOM cepBepe pennuKauum unm
cepBepe HasHaueHus pennmKaLlmm,
BbINOMHUTE CReaytoLme Wwaru:

1. LlenkHuTe Ha cTpaHuue 0630p B
KoMnoHeHTe LleHTp onepauui no
Cepsepbl.

2. BbibepuTe UCXOLOHbIN CepBep penmKaumm
WSV CepBep Has3HaUYeHWs penyiukaumm u
wenkHuTe no CeepeHus:

» YT06bI yBUOETbL aKTUBHbIE 3324y,
WeNKHMUTE Mo AKTUBHbIE 3afauM,
BblbepuTe 3agady M NpoBepbTE,
MoKasaHo i CocTosiHMe BbinonHsaeTcs.
MoapobHble cBeAeHNs CMOTPUTE B
COOTBETCTBYHIOLLMX KYpHaNax onepaumui.

+ YT06bl yBUAETH BbINOSIHEHHbIE 3a4a4K,
WenKHUTe No BbinonHeHHbIe 3apaun,
BblbepuTe 3agavy n ybegmtecs, 4To
NMoKasaHo COCTOsIHNe BbinonHeHa.
MoppobHbie cBeaeHNS CMOTPUTE B
COOTBETCTBYHOLLMX XYypHasax onepauuin.
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Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

< B none BbINOAHEHO yKa3aHo 4YnNCo
HabopoB XpaHeHus, Co34aHHbIX B 6base
DAHHbIX CEpBepa 1 OTCNEXMBAEMbIX B
nepevHe cepeepa.

« B none Cpok peicTBUSA UCTEK YKa3blBaeTCH
uncno HabopoB xpaHeHWs, AN KOTOPbIX
NCTEK CPOK XPaHEHUSA OaHHbIX.

- B none YpaneHo ykasbiBaeTCcs YMCNo
HabopoB XpaHeHUs, KOTopble BbiK
yOaneHsbl.

YT06bI NPOCMOTPETHL UM U3MEHUTL NpaBmna
XpaHeHus, BbibepuTe Cny»x6bl > MpaBuna
XpaHeHus.

3apava OcHoBHbIe npouenypbl JononHuTenbHble npoueaypbl U
AUarHoctTuueckas uHtopmaums
@ Y1obbl NonyumTh 0b6LEee cocTossHMe HabopoB | YToObl MONYYUTb AOMNOAHUTENBbHYIO
XpaHeHus, npocMoTpuTe obnacTs Ha6opbl MH(opMaLNto 0 Habopax XxpaHeHus,
MOHUTOPUHI | xpaHeHUs Ha cTpaHuLe LieHTp WwenkHuTe no obnactu Ha6opbl XpaHeHus,
Habopos. onepaunn063op: 4yTObbl OTKPBITE CTPaHMLYy Habopbi
XpaHeHus. XpaHeHus. YTo6bl MPOCMOTPETL UK

N3MEHUTb CBOMCTBA Ha60pa XpaHeHud,
ABaxabl WENKHNTE NO Ha6opy XpaHeHnA.

Bonee noapobHy0 MHOPMaLMIO MOKHO
MOYy4YMTb, BbINOSHUB CBAA3aHHbIE KOMaHAbI:

1. Ha cTpaHuue 0630p koMnoHeHTa LleHTp
onepauun yCTaHOBUTE yKasaTeslb MblLK

Ha 3HA4YO0K NMapamMeTpoB N WwenkKHnTe no
MocTpouTenb KOMaHA,

2. Y106bI y3HaTb, Kakne 3a0aHNsA CoO34aHus
Habopa xpaHeHus BbINOJIHAOTCS,
npepBaHbl UM 3aBEPLLEHDI, BbIMONHUTE
koMaHgy QUERY JOB. NHCTpyKumMmn
cMmoTpuTe B pasgene QUERY JOB
(3anpocuTb 3agaHue).

3. Ytobbl 3anpocuTb NpaBua XxpaHeHus,
BBeanTe komaHaoy QUERY RETRULE.
NHCcTpyKummn cMoTpuTe B pasgene QUERY
RETRULE (3anpoc npaBuna XxpaHeHus).

4. Y106kl 3anpocnTb Habopbl XpaHeHWs,
BBeauTe komaHaoy QUERY RETSET.
NHcTpykumn cmoTpuTe B pasgene QUERY
RETSET (3anpocuTtb Habop xpaHeHus).

5. YTtobbl 3anpocuTb cogepxxmnmoe Habopa
XpaHeHus, BBeguTe koMaHaoy QUERY
RETSETCONTENTS. NHCTpyKLMKM CMOTpUTE
B pasnene QUERY RETSETCONTENTS
(3anpoc conepxnmoro Habopa xpaHeHus).

82 IBM Spectrum Protect: PykoBoACTBO No AMCKOBOMY pPeLUEHUI0 C HECKOMbKMMM NoWaaKamm



https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_job_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_job_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_retrule_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_retrule_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_retset_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_retset_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_retsetcontents_query.html
https://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_retsetcontents_query.html

Tabnuya 15. 3adayu excedHeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTeNbHble Npoueaypbl u
AMnarHocTuuyeckas MHthopmauus

12)

OTcnexwuBaTtb
npasuna
XpaHeHwus.

Y106bI NONYYnTh 06LLEE COCTOSIHME ONEpaL i
npaBun XpaHeHusl, NPOCMOTPUTe obnacTtb
MpaBuna xpaHeHua Ha cTpaHuue LleHTp
onepaunn063op.

B cBOAKE COCTOAHMI BbIBOAATCS CaMble
HepaBHMe pesynbTaTbl 06paboTky ans
npaBun xpaHeHns. BblIBOAUTCSA UNCNIO NpaBun
XPaHEeHUs B KaXXO,0M U3 CrieayoLmnx
COCTOSHUN:

HopmanbHoe
Yncno npaBun XpaHeHud, BbIMONTHEHHbIX
6e3 owmnbok.

MpepynpexxpeHue

Yucno npaBma XxpaHeHUs:, 3aBepLUMBLLMX
06paboTKy, HO NepeMecTUBLUNX UK
CKOMWPOBABLLMX HE BCE MOANexallmne
0bpaboTke paHHble. HekoTopble thansbl
66111 NponyLLeHbl, 6bI10 LOCTUTHYTO
OrpaHUYeHune No BPeMeHN gns npasuna
nnwu xe npotecc 6b11 0OTMEHEH.

(%] HeypauHo
Yucno npaBun xpaHeHus, He
3aBepLlumBLUMX 06paboTky. Hanpumep,
BO3MOXHO, CEPBEPY He yaaeTcs
06paboTaTh AaHHbIE N3-3a HEXBATKM
MecTa B Nnyne XpaHeHWst Ha3Ha4YeHns Unu
cepBep He MOXET NOoJyYnTb JOCTYN K
nyny XpaHeHus.

O,D,pyrue COCTOSIHUA
Yuncno npaBun XpaHeHns B Apyrux
cocTosiHusAX. CepBep, Ha KOTOPOM
onpeaeneHo NpaBusio XpPaHEeHNS, MOXET
0Ka3aTbCHA HEOOCTYMHbIM A4S
npenocTaBneHns faHHbIX, NMb6o MoxeT
6bITb 3anyLieHa 6onee paHHAS Bepcus
IBM Spectrum Protect, He
noaaepXXunsatoLLLas CoCTosiHME.
CocTosiHME MOXKET OKasaTbCA
HEMNPMMEHWMbIM, MOCKOJIbKY NPaBMo
XPaHeHUs He aKTUBUPOBAHO USTN He
BbINOSTHAETCH.

CoBeTbl:

» 3HaA4YoK BbIBOOAUTCA, TO/TIbKO €C/in 0AHO Un
HECKOJ1IbKO NpaBu/1 XpaHEeHNAa HaXo4AaTCA B
COOTBETCTBYHOLLEM COCTOAHMMN. 19
npocmoTpa 6onee nogpobHoOM NHopMaLun
0 KaXK[40M NnpaBwune XxpaHeHus BbibepuTe
MpaBuna xpaHeHUsA, YToObI OTKPbLITh
cTpaHuuy MpaBuna xpaHeHus.

» Y1obbl y3HaTb, KaKue 3aaHns NpaBu
XPaHEHMS BbINOJHAOTCS UM BbIMOMHEHbI,
BBeguTe komaHaoy QUERY JOB.
NHcTpykumn cmoTpuTe B pasgene QUERY
JOB (3anpocuTb 3amaHue).
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KOHTPOJIbHbIY CNMUCOK NEePUOANUYECKOro MOHUTOPUHIa

Y7066 yBEeamTbcs, YTO Balle pelleHne paboTaeT NpaBUbHO, BbINMOJHUTE 3a4a4M B NEPUOLNYECKOM
KOHTPOJIbHOM CMUCKE MOHUTOPUHTA. 3anfaHnpynTe nepruogmyeckme 3afayum 4OCTaTOUYHO YacTo, YTobbI
Bbl MOM/IM OBHaPYXKMTb NOTEHUMANIbHbIE HEMOTAAKW, MPEXAe YeM OHM BbI3OBYT NpobneMbl.

CoBeT: YT0b6bl BbINONHATE KOMaHAbl aAMUHUCTPUPOBAHMA 419 LONOMHUTENbHbIX 334324 MO MOHUTOPUHTY,
MNCMNONb3ynTe NOCTPOUTENb KOMaH KOMNoHeHTa LieHTp onepauuii. MocTpontens koMaHg obecneymBaeT
(byHKLMIO BBOAA C ONepexeHneM, KOTopasi MOMOXEeT No Mepe BBoAa KOMaHZ,. YTobbl OTKPbITb
nocTpouTesib KOMaHz, nepengunTe Ha cTpaHuLy 063op B KoMNoHeHTe LieHTp onepauuit. B cTpoke MeHo

YCTAHOBUTE yKa3aTesib MbIlWN Ha 3HAYOK NapameTpos ikl 1 wenkHuTe no Nocrpoutenb KOMaHA,
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Tabnuya 16. 3adaqu hepuodu4yeckoro MOHUTOPUHIa

3apaua OCHOBHbI€ NpoueaypbI JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OTcnexuvBanTe OnpepenunTe, CKONbKO BPEMEHM | IHCTPYKLMI MO COKPALLEHNIO BPEMEHM,

NPOV3BOAUTENBHOCTb TpebyeTcs ons onepaymi KOTOPOE 3aTpaunBaeT KJMEHT Ha PE3EPBHOE

CUCTEMBI. pe3epBHOro KONMPOBaHNS

KNnneHTa:

1. WLlenkHWTe Ha CcTpaHuLe
0630p B KOMMNoHeHTe LieHTp
onepaunn no KnueHtbl.
Hangute cepBep, CBA3aHHbIN C
K/TMEHTOM.

2. WenkHuTe no Cepeepbl.
BbibepuTe cepBep U LWenKHUTE
no CeepeHua.

3. YTobbl yBUOETH
NPOAO/IKUTENBHOCTb
BbIMONIHEHHbIX 3aa4 3a
nocnegHue 24 yaca, WenKHUTE
no BbinonHeHHbIe 3apauun.

4., Ytobbl yBNOETD
NPOAO/IKUTENbHOCTb 3a4au,
BbINOJIHEHHbIX 60Nee 24 yacos
TOMY Hasaf, UCMonb3ynTe
komaHay QUERY ACTLOG.
CrnepynTe NHCTPYKLMAM B
pasgene QUERY ACTLOG
(3anpocuTb MHopmauuto
XypHana onepauui).

5. Ecnu onvtenbHOCTb onepauun
pe3epBHOro KONMpPoBaHUA
K/IMeHTa yBeNn4mMBaeTcs npu
HEACHbIX MPUYMHAX,
nccnepynTe NpuymnHy.

Ecnu Bbl ycTaHOoBUNN Cyx by
yrnpaBneHns KNMeHTOM Ha
K/IMeHTe pe3epBHOro
KOMWPOBaHNS N apXMBUPOBaHWS,
Bbl CMOXeTe AMarHoCTMpPOBaTb
owmnbKu, BNuaoLWme Ha
NPOU3BOANTENBbHOCTb, AJ15
K/MeHTa pe3epBHOro
KOMWPOBaHNS N apXMBUPOBaHWS,
BbINOJSIHWB CNeaytoLme waru:

1. WenkHWTe Ha cTpaHuLe
0630p B KOMMNOHeHTe LleHTp
onepauuin no KnueHtbl.

2. BbibepuTe KNMeHT pe3epBHOro
KOMMpoBaHUA 1
ApPXMBMPOBAHUSA U LLLENKHUTE
no CeepeHus.

3. YT06bI MONYUNTL KypHasbI
K/TMEHTOB, LWENKHUTE No
AunarHocruka.

KonupoBaHWe AaHHbIX HA CepBep, CMOTpUTE
B paspgene YcTpaHeHue obwmx npobnem,
CBA3aHHbIX C MPON3BOAUTENIbHOCTbIO
KINEeHTa.

NwnTe y3kne MecTa € TOUKU 3peHUs
NPOU3BOANTENBHOCTU. MIHCTPYKLMK
CMOTpUTE B pasgene BoisBneHne yaknx Mect
NPOM3BOANTENBHOCTM.

NHhopmaumio 0 BbISBNEHUN U YCTPAHEHUM
Opyrux npobnem, oTpmuaTelbHO BANSAIOLLMX
Ha Npon3BoanTENbHOCTb, CMOTPUTE B
pasgene Npon3BoanUTENbHOCTD.

YacTb 3. MOHUTOPUHI OUCKOBOIO peLleHNa C HECKOIbKMMU MowaaKamum 85



http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_actlog_query.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_actlog_query.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_actlog_query.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/c_bac_perf_opts.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/c_bac_perf_opts.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/c_bac_perf_opts.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/t_perf_pd.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/t_perf_pd.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/perf/c_performance.html

Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

Orlpe,u,enMTe 3KOHOMUIO
OVNCKOB, o6ecr|eLW|BaeMy+o
nenynnMKaumeVl AOaHHbIX.

1. LLlenkHMTe Ha CTpaHuue

0630p B KOMMNOHeHTe LleHTp
onepaumi no Mynbl.

. BbibepuTe nyn WenkHuTe no

BbICTpbIi1 0630p.

. B obnactu Oepynnukaums

OaHHbIX CMOTpPUTE
COXPaHEeHHY0 CTPOKY
MpocTpaHcTBO.

Mpwv paclMpeHHOM MOHUTOPUHIE, YTObbI
Mofy4nTb NOLPOBHYO CTATUCTUKY MpoLiecca
Aenynivkaumm gaHHbIX ois onpepeneHHoro
nyna XpaHeHWsi KOHTeMHEPOB KaTaloroB Uan
o6n1ayHoro nyna xpaHeHWsl KaTanoros,
BbIMOJIHWUTE CriedyoLlme Wwaru:

1. Ha cTpaHuue 0630p LieHTp onepauui
yCTaHOBUTE yKa3aTe b MbIWKN Ha 3HAYOK

napameTpoB M WEeNKHUTE no
MocTpoutenb KOMaHA,

2. NMonyunte CTaTUCTUYECKUI OTUET, BBELS
komaHay GENERATE DEDUPSTATS.
CnepyviTe MHCTPYKUMAM B pasgene
GENERATE DEDUPSTATS (CreHepupoBaTh
CTAaTUCTUKY OefynnKaLumm gaHHbIX 1S
nyfia XpaHeHWs KaTasiora-KoHTenHepa).

3. MpocMoTpuTE CTaTUCTUYECKUI OTYET,
BBega komaHay QUERY DEDUPSTATS.
CnenynTe MHCTpyKUmMaM B pasgene QUERY
DEDUPSTATS (3anpocuTb CTaTUCTUKY
Lenynnvkaumm OaHHbIX).
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua OCHOBHbI€ NpoueaypbI JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

Y6enuTech, uTo Tekylwme | MonyumTe gocTyn K
thalnbl pe3epBHbIX KOMWIA | pacrnoNioXXeHUSIM XpaHeH s,

AN KOHMrypaumm yTobbl y6epmnTbCs, uTo hansbl
YCTPOWCTB M MHopMaLmK | LOCTynHbI. MpeanouTuTenbHbIik

0 XPOHOJIOTMM TOMOB MeTOg, 3aK/HoYaeTcs B TOM, YTObbl
COXPaHEeHbI. COXPaHsTb haibl pe3epBHbIX

Konun B ABYM PaCrnoNIoXeHndx.

YT06bI HANTK halbl XPOHOMOTUN
TOMOB 1 hannbl KOHUrypaumm
YCTPOWCTB, BbIMOSHUTE
crnepytolme warm:

1. Ha cTpaHuue 0630p LieHTp
onepawuun yctaHoBUTe
yKasaTteslb MbIlKN Ha 3HAYO0K

napamMeTpoB il v LWenKHnuTe
no MocTtpoutenb KOMaHA,

2. Ytobbl HanTu hannol
XPOHOSIOrNN TOMOB 1
KOHMIypaLmm yCTPONCTB,
BBEAUTe crepytolime
KOMaHAbl:

query option volhistory

query option devconfig

3. B BbIxOgHOW MHhopMauun
npoBepbTe cTonbey, MapameTp
onumu, YTobbl HANTK
pacnosioxeHus annos.

Ecnu nponsonget 6encteune, ons
BOCCTaHOBNeHUs 6a3bl AaHHbIX
cepBepa notpebyeTcs Kak ann
XPOHOJIOrMKN TOMOB, TaK W thann
KOHMrypauum ycTponcTs.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OnpenenunTe, LOCTYMHO NN
[OCTaTOYHO NPOCTPAHCTBA
ona gannoBon cucTembol
KaTasnora aksemnnspa.

Y6eauTtecsh, uto B (haiioBoin
CYCTEMe KaTasnora sk3emnnsapa
LOCTYMHO, Kak MUHUMYM, 20%
cB0o60OAHOr0 NPOCTPaHCTBA.
BbinonHuTe gencreue,
noaxonsuiee ons Bawemn
onepaLmoHHON CUCTEMBI:

« IR Y T06b1 yBUOETS,
CKOJIbKO MPOCTPaHCTBA
OOCTYMNHO B DanioBon CUCTEME,
BBEAUTE B KOMAHIHOM CTPOKe
onepaunoHHO CUCTEMBI
CnenyroLLy0 KOMaHay:

df -g
Kamanoe_sK3emnasapa

rae Karasjor_ak3emMnsidapa - aTo
KaTaJior aKk3emnngapa.

« I YT06b yBUAETS,
CKOMbKO MPOCTPaHCTBa
[AOCTYMHO B (haioBOV CUCTEME,
BBEeAMTE B KOMaHLHOW CTPOKe
onepaLMoHHON CUCTEMBI
cnenyroLLy0 KOMaHay:

df -h kamanoe_sk3emnnsapa

rae Karasjor_sak3emMnsidapa - atTo
KaTaJior aK3emnngapa.

- INITTTTMB npoBoaHuKe
Windows wenkHuTe npaBo
KHOMKOW MblLLK NOo hanoBow
cucteme un BbibepuTe CBOMCTBA.
MposepbTe MHOpMaLMIO 0
€MKOCTHU.

MpegnoyTuTensHoe
pacnonoXxeHue Katanora
3K3eMmnnapa 3aBuCuT oT
onepauMoHHON CUCTEMBI, B
KOTOPOW YyCTaHOBMEH CepBep:

« TN T / home /
tsminstl/tsminstl

o INITTEMC - \tsminstl

Cosert: Ecnv Bbl 3aN0/THUAN
pabouyto Tabnuuy nnaHnpoBaHus,
pacrnonoxeHue kaTtanora
3K3eMMNJIAPOB 3an1caHo B
paboueir Tabnuue.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

BbisBuTe HeoxxmnpaH HYHO
AKTUBHOCTb KJIMEHTA.

YT06bI OTCNEXKNBATD onepaunn
KNneHTa n onpenennTb, HE
npesBbilWaeT N 06beM JaHHbIX
0J15 TOMOB OXXW1OAeMbIl 00beM,
BbINOJIHUTE Crieayowme warn:

1. Ha cTpaHuue 0630p B

KOMMoHeHTe LieHTp onepaumii

LLLeNIKHUTE o obnacTu
KnnenTsbl.

2. YTtobbl yBMOETH ONEpauun 3a
nocpenHue oBe Hepenu,

OBaXKabl WeNKHUTe no nrobomy

KITUEHTY.

3. YT06bl y3HaTb uncno bant,
OTMNPaBNEHHbIX KITNEHTY,
LLeSIKHUTE Mo BKNagKe
CsoiicTBa.

4. B obnactu MNocnegHui ceaHc
NnpoBepbTE CTPOKY
OTnpaBneHO KNMEHTY.

Korga Bbl ABaXKAbl LLLESIKHETE MO KINEHTY B
Tabnuue KnnenTol, B obnactv Onepauum 3a
2 Hepgenu 6yaeT nokasaH 06bEM AaHHbIX,
KOTOPbIE KIMEHT KaXKbl AeHb OTNPaBNsA Ha
cepeep.

PerynsipHo nposepsiite SQL-Tabnuuy
CBOAHOM MHOPMaLUKN O OeATENbHOCTH,
COLEpXaLLyto CTaTUCTUYECKME AaHHbIe O
KIMEHTCKMX ceaHcax. YTobbl cpaBHUTD
TeKyLLMe onepaumm C NpeablgyLwmmMm,
BOCMnonb3ynTecb onepatopom SQL SELECT.
Ecnu ypoBeHb onepawumin CyLecTBEHHO
OT/INYAEeTCs OT NpeablayLLero, To 3To MOXeT
yKasblBaTb Ha aTtaKy NporpaMmel-
BbIMOraTens.

PerynsipHo npoBepsiTe XKypHan onepauum.
Hangute coobuweHna ANE, ykasbiBatouime,
0151 CKOJTbKMX (hannoB CO34aHbl pe3epBHbIe
KOMMWM 1 BbINOSIHEHA MHCNeKUus. CpaBHUTe
TeKyLLMe OaHHbIe O CKOPOCTW AeAynaMKaumm
C NPEeXHen CKopocCTbio. Ecnm B cozgaHHOM
pe3epBHOI KOMUKN HeOBbIMHO MHOTO hannoB
NN YPOBEHb AefyninKauum gaHHbIX
HeoXmAaaHHo cnagaet Jo 0, To 3To MoXeT
yKasblBaTb Ha aTtaky NporpaMmel-
BbIMOraTens
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OTcnexwuBarTe pocT nyna
XPaHeHUs C TeYeHnem
BpEMeHM.

1. Ha cTpaHuue 0630p B
KOMMnoHeHTe LleHTp onepauuin
LenkHUTe no obnactu Mynebl.

2. YT0bbl yBMAETH EMKOCTb,
MCMNONb3yeMylo 3a nocnenHue
nBe Hepdenu, BbibepuTe Nyn u
LwenkHuTe no CeepeHus.

CoBeTbl:

« YT06bl 334aTb NEPMOL, BPEMEHW, KOTOPbIN
LOJIXEH NPONTK, NPEeXae YeM 13 nyna
XPaHeHMs KaTanoroB-KOHTENHEPOB WK
nyna xpaHeHns 0b61auHbIX KOHTENHEPOB
6yayT yoaneHbl BCe oenynimumMpoBaHHble
3KCTEHTbI, NOCJIE TOMO KaK Ha HUX He
NOSIBNSANIOCh HUKAKMX CCbISIOK B MEPEYHe,
BbINOMIHUTE CregytoLwme waru:

1. Ha cTtpaHuue Mynbl XxpaHeHusa B
KoMnoHeHTe LleHTp onepauuni
BblbepuTe nNyn xpaHeHus.

2. BbibepuTe CBepeHus > CBoMCTBA.

3. 3apanTe pMTeNnbHOCTD B none lMepuop,
3aepKKN ONs NOBTOPHOTrO
MCNOJIb30BaHUS KOHTelHepa.

« YT06bl ONpenennTb NPOM3BOAMTENBHOCTD
AefynianKaumMm gaHHbIX 40s nynoB
XPaHeHMs KaTanoroB-KOHTENHEPOB U
06nayYHbIX KOHTEMHEPOB, UCMONb3YNTE
komaHoy GENERATE DEDUPSTATS.

« Y10bbl NPOCMOTPETh CTATUCTUKY
JenynnuKauum OaHHbIX Ang nyna
XpaHeHus, BbINOJIHUTE CReayoLlme Waru:

1. Ha cTpaHuue Mynbl XxpaHeHua B
KoMMnoHeHTe LleHTp onepauun
BblbepuTe Nyn xpaHeHus.

2. BoibepuTe CBegeHus > CBoicTBA.

JInbo ncnonbsymnte komaHoy QUERY
EXTENTUPDATES, uT0o6bl yBMaETb
nHopmaunto 06 06HOBNEHUAX IKCTEHTOB
OaHHbIX B Nynax XpaHeHWs KaTanoros-
KOHTENHEPOB UM 061MaYHbIX KOHTEMHEPOB.
BbixogHas Hhopmaumsa KOMaHObl MOXeT
NMOMOYb BaM OMNPenennTb, Ha Kakune
3KCTEHTbI AAaHHbIX Y)Ke HET CCbIIIOK U Kakne
N3 HUX NOANEXaT yAaneHuo u3 cuctemol. B
BbIXOAHOW UH(hOpMaLMKN CMOTPUTE, KaKoe
YMCSI0 IKCTEHTOB JAHHbIX MOANEXNUT
yOAJIEHMIO U3 CUCTEMbI. ITOT NOKasaTtesb
HanpsMyto KoppenupyeTcs c 06beMoM
cB0obogHOro NpocTpaHcTBa, KoTopoe byneT
LOCTYMHO B My/ne XpaHeHWs KOHTeNnHepa.
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Tabnuya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

« Y106bl yBMAETL 06BEM (BN3MYECKOrO
NPOCTPaHCTBA, 3aHATOro hansoBbIM
NPOCTPAHCTBOM NOCIEe yaaNeHUs 3KOHOMUM
3a cyUeT gefyninKaumm gaHHbIX,
ncnonb3ynte koMmaHay select * from
occupancy. B BbIxogHOW MH(opMaLmm
KoMaHabl byneT cogepxaTbCcs 3Ha4YeHne
LOGICAL_MB. LOGICAL_MB - 310 06BbeM,
Ncnonb3yeMmblit 3TUM haiioBbIM
NPOCTPAHCTBOM.

OueHnTe BpeMeHHble
XapaKTepuUCTUKM
pacnmcaHun KNneHTa.
Y6enutech, YTo HavyanbHoe
N KOHeYHoe BpeMms
pacnmcaHunin KNUeHTOB
COOTBETCTBYET BaLUMM
6usHec-TpeboBaHMAM.

Ha ctpaHuue 0630p LleHTpa
onepawlmin WeaKH1UTe Mo
KnueHTbl > PacnucaHums.

B tabnuue Pacnucanua B ctonbue
3anyck nokasaHo
CKOHhUrypnpoBaHHoe BpeMs
3anycka ans 3aniaHnpoBaHHOM
onepauun. Ytobbl yBruaeTb, Korga
6bina 3anyLleHa camas
rnocriegHssa onepawus,
yCTaHOBUTE yKasaTesb MbllIN Ha
3HAYO0K Yacos.

CoserT: Ecnu onepaums knveHTa
BbINOJIHAETCA OONblUe, YeM 0XMnaaeTcs, Bbl
MOXeTe Nony4nTb coobLieHme ¢
npegynpexaneHveM. BoinonHute cnegyouwme
warm:

1. Ha cTpaHuLe 0630pa B KOMMNOHEHTE
LleHTp onepawumi ycTaHOBUTE yKasaTenb
MbllWK Ha KNneHTbI v WwenkHWTe no
PacnucaHus.

2. BbibepuTe pacnucaHue u WenKHUTe no
CBepeHus.

3. MpocMoTpKTE CBELEHMS O pacincaHuu,
WEeNKHYB MO CUHEN CTPesiKe PsSAoM Co
CTPOKOW.

4. B none OnoseleHue cpeabl
BbINOJIHEHUA 33alTe BPeMs, Koraa
6ynet BblgaHo coobleHmne ¢
npepynpexneHmemMm, ecnm
3ansaHnpoBaHHas onepaumsa He bynet
BbIMOJIHEHA.

5. HaxkmuTe kHonky CoxpaHuTb.

OueHnTe BpeMeHHble
XapaKTepPUCTUKM 3334 Mo
obcnyxumBaHuto.
Y6eamnTech, UTo HavanbHoe
M KOHEYHoe BpeMs 3agad
Mo 06CNyKMBaHUIO
COOTBETCTBYET BaLIMM
6usHec-TpeboBaHMAM.

Ha ctpaHuue 0630p LleHTpa
onepawlun WeKHUTE Mo
Cepeepbl > 06¢cny)xuBaHue.

B Tabnuue O6cnykmBaHue
npoBepbTe MHopMaLMIO B
cTonbue Bpems nocnenHero
BbIMOJIHEHMS. YTOObI yBMAETb,
Korga 6bia 3anylieHa camas
nocnegHssa 3agava rno
06CcnyXnBaHWLo, yCTaHOBUTE
yKasaTtesib MblLUWN Ha 3HAYOK
Yyacos.

CoBer: Ecnu 3agaya no obcnyxmBaHmto
BbINOJTHAETCA CINWKOM AO0/Io, UBSMEHNTE
Ha4aJ/ibHOE BpeM4da UM MaKCMaJibHOEe BpeM4Aa
BbINOSIHEHUSA. BbinonHuTe cnepywuime warn:

1. Ha cTpaHuue 0630p LieHTp onepauui
YCTaHOBWUTE YKa3aTeslb MbllUIN Ha 3HA4YO0K

napameTpos N WENKHUTE No
MocTpouTenb KOMaHA,

2. YT06bl U3MEHUTL BPEMS 3anycKa unm
MaKCKMasibHOe BPeMS BbINOSIHEHUS
3apauu, sBeaute komaHay UPDATE
SCHEDULE. NHCTpyKLMKN CMOTPUTE B
paspene UPDATE SCHEDULE (M3meHuUTb
3an/laHNMpPOBaHHOE 3aaHNE KIINEHTA).
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WHdopmMauus, cBA3aHHas ¢ AaHHOM

QUERY ACTLOG (3anpocuTb MHopMaL Mo XKypHasia onepaumin)
UPDATE STGPOOL (06HOBUTb Nyn xpaHeHus)

QUERY EXTENTUPDATES (3anpocuTb 06HOBNEHHbIE 3KCTEHTbI AaHHbIX)

NMpoBepKa Ha COOTBETCTBUE NIULLEH3UU

Y6enuTech, UTo Balle pelieHmne IBM Spectrum Protect cooTBeTCTBYET NONOXKEHUAM Ballero
JMLEH3MOHHOrO cornaweHmns. PerynapHo NnponsBoas MOHUTOPUHT PELLEHUS, MOXHO OTCNEXUNBATb
TEHAEHLMM POCTa AAHHbIX UM UCNOJIb30BaHME eAMHML, MOLLHOCTU NpoLeccopa (processor value unit,
PVU). Ucnonb3ayiiTe aTy MHhoOpMaL Mo, YTobbl CnaHMpoBaTh byayliee NnpuobpeTeHmne NULEH3UNA.

06 3Tou 3apaue
MeTog, KOTOpbIN Bbl MCMONb3yeTe, 4Tobbl y6eanTbes, UTo Balle pelleHne COOTBETCTBYET YC/I0BMAM
JNNLEH3MM, 3aBMCUT OT NONOXKEHWUN BaLLero TNLEH3NOHHOrO cornawenmnsa IBM Spectrum Protect.

(DpOHTaanoe NnueH3nposaHme MOWHOCTU
q)pOHTaJ'IbHaFl mMopgesib onpenendeTr Tpe6OBaHI/I9| K JIMUEeH31N Ha OCHOBE obbema NepBUYHbIX OaHHbIX,
0 KOTOPbIX KNNEHTaMMn 6b1n10 COO6LLI,eHO, 4TO ONAa HUX Cco3naBa/lCb pe3epBHble KONnn. K KnneHTam
OTHOCATCA NPpUNoXeHnqd, BUpTyasibHble MallHbl U KOMNbHOTEPbI.

BHyTpeHHee NULeH3MPoBaHUE MOLLLHOCTHU
BHyTpeHHAa Mogenb onpenensaeT Tpe6OBaHl/IF| K JIMUEH3MN Ha OCHOBE YKncCina Tepa6a17|T OaHHbIX,
KOTOpPbIe XPaHATCA B NEepPBUYHbIX NMyJlaxX XpaHEHNA N Peno3nTopuax.

CoBeTbl:

» Y106bI 06ECNEUNTL TOYHOCTb OLLEHKM q)pOHTaﬂbHOVI n BHYTpeHHelZ €MKOCTWU, yCTaHOBUTE
HOBGVILLIVIO BEPCUIO NPOrpamMmMmbl KNMMeHTa Ha KaXXa0M KJIMEeHTCKOM y3J1e.

» MHdopMaumsa o hpoHTaNbHOM M BHYTPEHHE eMKOCTU B LieHTpe onepauuii npegHasHayeHa ToNbKo
LANS NIAHUPOBAHMS U OLEHKM.

JinueHsuposaHue PVU
Mogenb PVU ocHoBaHa Ha ucnonb3oBaHnn PVU cepBepHbIMUY YCTPOMCTBAMMU.

Ba)kHoe 3aMeuaHue: PacueTbl PVU, BoinonHsaemble IBM Spectrum Protect, cumTtatoTcsa oueHO4YHbIMMY
N HEe UMEIT tpuamnyeckon cunbl. Mudopmaums o nuueHsnposaHum PVU, coobuieHHas npoayKTom
IBM Spectrum Protect, He paccMaTpuBaeTCs Kak gonyctumas 3ameHa ans IBM License Metric Tool.
IBM License Metric Tool npegHa3sHaueH ans oTcnexmBaHnsg PakTUYECKOro MCNonb3oBaHKs.
Hanpumep, nocne yctaHoOBKM KNIMEHT pe3epBHOro KonmpoBaHua-apxmemuposaHmnsa IBM Spectrum
Protect aTOT MHCTPYMEHT yUMTbIBAET KNIMEHTA TOSIbKO NOCSIEe NEPBOro NCMOAb30BaHMS.
LJononHutenbHyto nHdopMauuto o IBM License Metric Tool cMoTpuTe B pasgene IBM License Metric
Tool.

Ecnun y Bac BO3HMKHYT BOMPOCHI UM 3aMevaHus, Kacatowmecs TpeboBaHWI MO NLEH3MPOBaHUIO,
obpauianTech K BalleMy NocTaBLUKY nporpaMmbl IBM Spectrum Protect.

Mpoueaypa

YT10bbI oTCcnegnTb COOTBETCTBME NNLEH3UN, BbINONHUTE WArnm, COOTBeTCTBYHOLWME NOJ10XeHNAM Ballero
NNLUEeH3NOHHOIro cornaweHusa.

Cogert: LleHTp onepaunii obecneumBaeT aNIeKTPOHHbI OTYET, B KOTOPOM NPOCYMMUPOBAHO
ncrnonb3oBaHne HPOHTANbHON U BHYTPEHHe eMKOCTU. OTYETbI MOXHO aBTOMATUYECKM PerynspHo
OTNPaBATb OLHOMY U HECKONIbKUM NoslydaTensm, YTtobbl CKOHUIyprpoBaTh 3NEKTPOHHbIE OTYEThI U
yNpaBnaTbh UMK, LWENKHUTE No OTUeTbl B CTPOKe MeHto LleHTpa onepauuit.
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onuus OnucaHue

a. B cTpoke MeHIo KOMMNOHeHTa LleHTp OﬂepaLLMVI YCTaHOBWUTE YKa3aTeslb MblLLN

®dpoHTanbHas

Ha 3Ha4YoK NapameTpos ikl 1 WenkHMTe no JineHsnpoBaHue.
Moaenb
Ha cTpaHuue ®poHTanbHOE MCMOMb30BaHMe NoKasaHa oueHKa (POHTaNbHOM

€MKOCTU.

b. Ecnu B ctonbue HeT oTyeTa nokasaHo 3HaYeHue, WeNKHUTE Mo YUChy, 4TobbI
y3HaTb O K/IMEHTaX, KOTOpble He CO0bLMAN 06 NCMOIb30BAHMMN EMKOCTM!.

C. YTobbl OLEHUTb EMKOCTb ANA KNTIMEHTOB, KOTOPble He coobLwaoT 06
MCMNONIb30BaHUM EMKOCTU, NepenamTe Ha cneayoLLnin canT ckaunBaHug, roe
NpeaocTaBNATCA UHCTPYMEHTbI U3MEPEHUA U UHCTPYKLMK:

https://public.dhe.ibm.com/storage/tivoli-storage-management/
front_end_capacity_measurement_tools

YT106bI UIBMEHUTL (prHTaJ'IbHyI'O €MKOCTb B COOTBETCTBMU CO CLeHapuemMm,
BbINOJIHUTE MHCTPYKUWNK B CaMOM nocsieagHemM OOCTYNMHOM pyKOBOACTBE Mo
NNUEH3NPOBaHUIO.

d. MprbaBbTe OUEHKY A1 KOMMOHEeHTa LLeHTp onepauuii 1 BCe OLeHKM, KOoTopble
Bbl MOMYYMAN C UCMOJSIb30BAHMEM CLIEHApUS.

e. YbeamTech, UTO OLeHKA eMKOCTIN COOTBETCTBYET BalleMy JINLEH3NOHHOMY
cornaweHuto.

OrpaHuueHme: Ecnm NCXOLHbBIN U LLeNTIeBOM CEPBEPLI PEMIMKALLUM HE NCMONb3YHOT
BHYTpeHHsA OLHM 1 Te e napameTpbl NOIUTUKWU, Bbl HE CMOXeEeTe Ucnonb3osaTb LLeHTp
moAaenb onepauui ons MOHUTOPMHIA UCMOMb30BaHWSA BHYTPEHHEN eMKOCTY s
pennnMumnpyeMbix KNMeHToB. MH(opMauunto o TOM, Kak OLEHUTb UCMOMb30BaHWe
€MKOCTW AN9 3TUX KITMEeHTOB, CMOTpUTE B cliedytoluen nybnukaunm technote
1656476.

a. B cTpoke meHto koMnoHeHTa LleHTp onepaumnii ycTaHOBMTE yKasaTesb MbllK
Ha 3Ha4YOK NapameTpoB n WwenkHuTe no JiuueHsmpoBaHue.
b. LLlenkHWTe No BKNaaKe BHYTPEeHHUN.

c. MpoBepbTe, COOTBETCTBYET JIM OLeHKA 06beMa [aHHbIX Bawemy
JIMLLEH3MOHHOMY COrJIalleHuio.

Mopenb PVU WNHhopmaLumio 0 TOM, KaK OLLeHUTb COOTBETCTBME YC/IOBUAM NTNLEH3NPOBAHNUSA
PVU, cMoTpuTe B pa3gene OueHKa COOTBETCTBUA MOAeNU nuueH3nposaHusa PVU.

CocTosiHMe CUCTEMbDI OTCJIEXKUBAHUA C UCNOJIb30BaHNEM
OTYETOB MO 3JIEKTPOHHOU NnouTe

HacTpoiTe KOMNOHeHT LieHTp onepauuii, UTo6bl CreHepmnpoBaTh OTUYEThI MO 3EKTPOHHOW NoyTe, B
KOTOPbIX CYMMUPYETCA COCTOAHNE CUCTEMBI. Bbl MOXKeTe CKOHDUIYpPUPOBaTh COeQUHEHME C NOYTOBbLIM
cepBepoMm, U3MeHUTb NapameTpbl oTveTa U (HeobasaTenbHO) CO34aTh NOMb30BaTEbCKUE OTUEThI.

Mpe>xpe yeM HayaTtb

Mpexne YeM HacTpamMBaTb OTYEThI MO MEKTPOHHOM NoYTe, y6eamTech, YTO BbIMOJIHEHbI CleaytoLme
TpeboBaHus:
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« [ocTyneH xocT-cepBep Simple Mail Transfer Protocol (SMTP) gns oTnpaBku 1 Nofly4eHnUs oTYETOB No
3/1eKTpPOHHON nouTte. CepBep SMTP gonxeH bbiTb CKOH(UIYPUPOBaH KaK OTKPbITbINA MOYTOBbIN
peTpaHcnaTop. Bbl Takxke AomkHbl ybeaunTbes, uTo y cepBepa IBM Spectrum Protect, koTopbin
oTnpasnseT coobLLeHNsa 31EeKTPOHHON MNOYThl, eCTb AOCTYN K cepBepy SMTP. Ecnu ueHTp onepaumi
YCTaHOBJ/IEH HA OTAEIbHOM KOMMbIOTEPE, 3TOMY KOMMbOTEPY He TpebyeTcs aoctyn K cepepy SMTP.

* Y7106bI 3a4aBaTb OTYETbl MO aﬂeKTpOHHOIZ noyTe, HY>XHO UMeTb CUCTEMHbIE NOJTHOMOYKUA ON19 cepBepa.

« YTob6bl 3apaTh nonyyaTenem, MoXXHO BBECTU OL4MH UM HECKOJTbKO afpeCOB 3N1EKTPOHHOM NoYTbl uaun ID
apMuHuUcTpaTopoB. Ecnu Bbl cobupaeTeck BBecTu ID agMuHucTpatopa, ID gomkeH 6biTb
3aperncTpmpoBaH Ha xab-cepBepe 1 ¢ HUM Jo/mKeH BbITb CBA3aH aApec 3/1EKTPOHHOMN NoYuThl. YTobbI
3a4aTb afpec 3NeKTPOHHOM NOYThI AN afMUHUCTPATOpPa, ucnonb3ynTe napametp EMAILADDRESS B
komaHge UPDATE ADMIN.

06 aTou 3apave

Bbl MOXeTe CKOH(MTIypmnpoBaTh LLeHTp onepaunin gns oTnpaBkmi oTyeTa 06 06w mx onepauunsax, otyeTa o
COOTBETCTBUM JINLLEH3MM, & TAKXKE OLHOr0 UM HECKONBKUX MNONb30BaTENbCKMX OTYETOB. Bbl cO3paeTe
nosib3oBaTesibCKMe 0TUeThI, Bbibrpas wabnoHbl 3 Habopa 06bIYHO MCMOSIb3yeMbIX WABIOHOB OTYETOB
unun Beoas onepatopbl SQL SELECT, utobbl 3anpocuTb MH(OPMaLMIO HA YNpaBSEMbIX CEpBepax.

Mpouenypa
Y7106bI HACTPOUTb 3NIEKTPOHHbIE OTYETHI U YNPABASATb UMW, CoeNanTe CreayoLLee:
1. B cTpoke MeHto KoMnoHeHTa LleHTp onepauni Bbibepnte OTUETHI.

2. Ecnu coegmHeHve C cepBepoM 3/IeKTPOHHOM NoYThI elle He CKOH(UIYPUPOBaHO, WENKHUTE Mo
CKoHtUrypupoBartb NoOUTOBbIV cepBep 1 3arnoH1Te nons.

Mocne Toro kak Bbl CKOHMUIyprpyeTe NoYTOBbIN cepBep, byayT BKIOUYEHbI 0TYET 06 06LLMX
onepauusix u OTYET O COOTBETCTBMM INLEH3MNMN.

3. YT0o6bl NI3MEHUTb NapaMeTpbl 0TUYETa, BbibepuTe OTUET, LWenkHUTe No CBepeHna n obHoBuTe hopmy.
4. HeobdasaTenbHo: YTo6bl 0,06aBUTb NOMb30BaTENbCKUM OTUET, LWENIKHUTE NMo + OTUeT 1 3anonHuTe
nons.

CogeT: YT0bbI Cpasy e 3anyCTUTb U OTNPABUTb OTYET, BbibepuTe 0THET U HaXKMUTe Ha OTNPaBUTD.

Pe3ynbTatbl
Pa3peLLIeHHbIe OTYeThl 6y,£|,yT OTnpaBJieHbl B COOTBETCTBUMU C 3aaHHbIMU NapaMeTpaMn.
MHdopmauma, cBa3aHHasA ¢ jaHHOM

UPDATE ADMIN (o6HoBneHne agMMHNUCTPATOpPa)
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YacTtb 4. YnpaBsieHue onepauvsamMmu gnsg oUCKOBOro
pelleHus ¢ HeCKOJIbKMMMU MiolaaKaMu

Ncnonb3ynTe 3Ty nHopmauuio ons ynpasneHuns onepaumusamMm npyu GUCKOBOM PeLUeHNM O HECKOIbKNX
nnowapok ¢ IBM Spectrum Protect, Bkntovarowmm B cebsi cepep 1 MCNONb3YOLWUM AeayninKaumno
OAHHbIX 018 HECKOJIbKUMX NNOLWanoK.

YnpaBneHue LLeHTpoM onepauum

LleHTp onepauuni npepoctaBnseT Beb6-gocTyn n MobWbHbIM [OCTYN K MH(OPMaL MM O COCTOSHUN ONS
cpenpbl IBM Spectrum Protect. Ucnonb3ynTe LleHTp onepauunii ons MOHUTOPUHIa HECKOTbKUX CEPBEPOB U
0151 BbINOSIHEHNS HEKOTOPbIX 33434 aAMUHUCTPUPOBaHuMs. Kpome Toro, LleHTp onepaunn npegoctasnaeT
Beb-KNMEHT o KoMaHAHOM cTpoku IBM Spectrum Protect.

Hdo6aBneHue n yganeHue nogunHeHHbIX CepBepoB

B cpefe c HeECKONbKMMUK CepBepaMy MOXHO NMOOKIHUYNTb K xa6-cepBepy OONoONHUTENbHbIE CEPBEPDLI,
KOTOpPbI€ Ha3blBaOTCA NoOYUHEHHbIe cepBepbl.

06 3Tou 3apaue

MooUMHEHHbIE CepBepbl OTMNPABAAIOT OMNOBELLLEHMS U MHOPMaLMIO 0 COCTOAHUN Xab-cepBepy. LieHTp
onepauunin CoaepKUT KOHCONUANPOBAHHOE NpeacTaB/ieHne ONoBeLWEHNA U MHGOPMALLUK O COCTOSHUN
ON9 Xxab-cepBepa 1 BCex NoA4YMHEHHbIX CEpBEpOB.

[o6aBneHue noguUMHEHHOro cepeepa

Mocne KoHUrypmnpoBaHus xab-cepsepa ans LieHTpa onepauumin MoxHO 0,o06aBUTb K 3TOMy xab-cepBepy
OLMH UM HECKOJTbKO NOAYUHEHHbIX CEPBEPOB.

Mpe>xpe yeM HayaTtb

CBsi3b Mexay NoAUYMHEHHbIM CEPBEPOM U Xab-CcepBepoM A0/kHa ObiTb 3alMLLEHa C UCMOSIb30BAHMEM
npoTokona Transport Layer Security (TLS). 01 3awuTbl CBS3M fobaBbTe cepTUhKaT NOAUMHEHHOMO
cepBepa B hain1 JoBepeHHbIX cepTUtMkaToB Xab-cepeepa.

Mpoueaypa

1. LLlenkHWTe B naHenu MeHto LleHTpa onepauunin no CepBepbl.
OTKpoeTca cTpaHuua CepBepbl.
B Tabnuue Ha cTpaHuue CepBepbl COCTOSIHMEM cepBepa MoxeT bbiTb "He oTcnexusaetca" 310
COCTOSIHME 03HAYaET, YTO XOTS AAMUHUCTPATOP M ONpeLennn aToT cepBep Ha xab-cepeepe npu

nomowm komaHabl DEFINE SERVER, sTOT cepBep elle He CKOH(MIypUpoBaH B KavecTse
NogYMHEHHOro cepBepa.

2. BbinonHuTe 04HO 13 cnepytowmx LeNCTBUNA:
« LlenkHnTe no cepsepy, UTO6bI BbIAENUTL €r0, U LWENKHUTE B NaHenn MeHto Tabnuubl no
OTcne>xuBaTb NOAUMHEHHbIN.

« Ecnu cepBepa, KOTOPbIN Bbl XOTUTE 006aBUTb, HET B Tabnuue, a salnieHHasa cBasb SSL/TLS He
TpebyeTcs, TO WenkHuTe no + MogUYUHEHHbIN B NaHenn MeHto Tabnuubl.

3. 3apanTe HyXHy MHDOPMAaLMIO 1 BbINOHUTE OENCTBUS B MacTepe KOH(PUIypnpoBaHus
NOAYNHEHHBIX CEPBEPOB.
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CoBeT: EC/in CPOK XpaHeHus 3anucy cobbiTus cepBepa MeHblue 14 gHell, To /1 HEro aBTOMaTUYeCcKm
3apaeTcs 3HaveHve 14 oHeln, ecniv cepBep KOHUIypupyeTcs Kak NogYMHEHHbI cepBep.

ypaneHue noguMHeHHOro cepeepa

MOXKHO yaanuTb NogYMHEHHbIN cepBep 13 LleHTpa onepauuni.

06 3Tou 3apave
BaMIWOMGTHOTpe6OBaTbCHYAaﬂMTbHOAQMHGHHHﬁCepBep,HaﬂpMMep,BCﬂeﬂyKHuMXCMTyaHMﬂK

« Bbl XO0TUTE NepeMecTUTb NOAUNHEHHbIN CepBep C 0HOro xab-cepsBepa Ha Opyro.
« MogUnHEHHbIN cepBep Bonblle He HYXKeH.

Mpoueaypa

Y706kl yOANMTb NOOUYMHEHHbIV CEpPBEP M3 rPyNMbl CEPBEPOB, KOTOPas ynpasnseTcs xab-cepsepom,
chenanTe cnepytoLlee:

1. B komaHgHowm cTpoke IBM Spectrum Protect BBeanTe cneayrowyo KoMaHay ons xab-cepeepa:

QUERY MONITORSETTINGS

2. CKonuvpyiiTe B BbIXOAHbIX pe3y/ibTaTax KOMaHObl MMs, yKasaHHoe B nosne OTcneXXusaemble rpynnbl.

3. BeeaguTe Ha xab-cepBepe cneayollyo KOMaHay, rae UMs_rpynnsi - 3T0 UMs OTCNIEXUBAEMON rpynnbl,
a UMs_usieHd - 3TO UM NOAUYNHEHHOr 0 cepBepa.

DELETE GRPMEMBER umsA_2apynnsl umsi_ydseHa

4.HeO6HSaTeﬂbHOIECﬂMBbIXOTMTeﬂepeMECTMTbﬂOﬂHMHeHHHﬁCepBep(ZOﬂHOFOX&6'CepBepaHa
,n,pyr017|, He BbIMOJIHSNTE 3TOT wWar. B nHom cny4yae MOXHO 3anpeTtuTb onoBeweHna K MOHUTOPUHT Ond
nogyYnHeHHoOro cepeepa, BBegd Ha Nnoag4YMHEHHOM CcepBepe cneayrume KoMmaHabl:

SET STATUSMONITOR OFF
SET ALERTMONITOR OFF

5. HeobsasaTenbHo: Ecnu onpeageneHme noaunMHeHHOro cepeepa MCrnonb3yeTcs B APYrux Lensx,
Hanpumep, AN KOHMUIypUpPoOBaHUA NPEanpUaATHA, MapLLpPYTU3aLMU KOMaH, XpaHeHNs BUPTYarbHbIX
TOMOB WM yripaBfieHns 6MBIMOTEKON, He BbINONHANTE 3TOT wWar. B NpOTUBHOM Clyyae MOXHO
yOAnUTb onpeneneHne NogUMHEHHOro cepeepa Ha xab-cepeepe, BBeasa Ha xab-cepBepe creayoLLyto
KoMaHay:

DELETE SERVER umsa_nod4yuHeHHO20_cepsepd

CoBeT: Ecnv onpeneneHve cepsepa yaanseTcs cpasy e nocne yaaneHvs cepeepa ns
OTCNEXMBAEMOW rPynnbl, MHHOPMALMSA O COCTOAHMI CepBepa MOXET OCTaTbCA B LLeHTPe onepauuii Ha
HeonpeaeneHHo JONroe Bpems.

Y1061 N36exaTh 3TOM NPobnemsbl, Nepes yoaneHneM onpeneneHuns cepeepa LOXANTECh, KOTAa
nponpeT nHTepBan cbopa coctoaHus. MIHTepean cbopa AaHHbIX COCTOSAHUS NOKAa3aH Ha CTpaHuLe
MapameTpbl B LEHTPEe onepauuni.

3anyck u octaHoBKa Beb6-cepBepa

Beb-cepBep LleHTpa onepaumii pabotaeT Kak cnyxba 1 3anyckaetca aBToMmaTuyeckun. Bam moxeTt
notpeboBaTbCs OCTAHOBMTbL M NOBTOPHO 3anycTutb Web-cepBep, Hanpumep, 4Tobbl NponsBecTH
N3MeHEHUS KOHUIypauumu.

Mpouenypa

1. OcTtaHoBUTe BeG-cepBep.
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- IINNB «atanore /kamanoa_ycmaHoeku/ui/utils, rae kamanoa_ycmaHoeKU - 3TO
KaTanor yctaHoBneHHoro LleHTpa onepauuii, BBeauTe CreayoLLyo KOMaHay:

./stopserver.sh
. INTTTENBRenTe CrenyoLLY0 KOMaHAY:
service opscenter.rc stop

- INIITTEMB okHe Cnyx6bl ocTaHoBUTE cnyx6y LLeHTp onepauuii IBM Spectrum Protect.
2. 3anycTtuTe Beb-cepsep.

- IIINNB «atanore /kamanoa_ycmaHoeku/ui/utils, rae kamanoa_ycmaHoeKU - 3TO
KaTanor ycTaHoBfeHHoro LieHTpa onepauuii, BBEAWTE ClIEAYIOLLYH KOMaHAY:

./startserver.sh

- INTTTENBRenvTe CnepyoLLMe KOMaHbI:

3anycTtute cepBep:

service opscenter.rc start
MNepesanycTuTte cepBep:

service opscenter.rc restart
Onpepenute, paboTaeT nu cepBep:

service opscenter.rc status

- IIITTEMB okHe Cny6bi 3anycTuTe cnyx6y LLeHTp onepauuit IBM Spectrum Protect.

NMepesanyck MacTepa HauyasibHOro KOHPUrypuposaHus

Bam mMoxeT notTpeboBaTbca NOBTOPHO 3anyCTUTb MacTep MO HavaslbHOMY KOH(UIrypupoBaHuio LieHTpa
onepauun, Hanpumep, o1 BHECEHUS MBMEHEHUIN B KOH(UIypaLLMIo.

Mpe>xpe yeM HayaTb

YTo6bl M3MEHUTL CNeaytolLne napamMeTpsbl, UCNoNb3yiTe cTpaHuuy MapamMeTpol B LieHTpe onepaumit
BMeCTO Mepe3anycka MacTepa HayaslbHOro KOH(UIyprupoBaHus:

« MNepnoanuHOCTb OBHOBNEHUS AAaHHbIX
» IHTepBan BpeMeHu, B TeUEHNE KOTOPOro npenynpexneHne akTUBHO, HEaKTUBHO MM 3aKpblBaeTCs
« Ycnosus, obo3Havarowme puck gis KInMeHToB

LleHTp onepauuii noMoraeT BKOUNTb JOMONHUTENbHYIO MH(OPMALLMIO O TOM, KaK U3SMEHUTb 3TU
napameTpbl.

06 aToM 3apaue

[na nepesanycka MacTepa HavyaslbHOro KOH(MrypmposaHust HeobxoanMMo yaanuTb haia CBOUCTB C
MHopMaumen o coeguHeHnn ¢ xab-cepsepoM. OgHAKO HMKaKNe HaCTPOMKM ONOBeELLEHUN,
MOHMTOpMHFa,COCTOﬂHMH'nOﬂprO30ﬁ'MﬂMCpeﬂblﬂﬂﬂHeCKOﬂbKMXCEDBGPOB,SaﬂaHHbﬁéﬂﬂﬂXa6-
cepBepa, He yaansaTcs. 3TU HACTPOMKM UCMOMb3YHOTCA KaK HaCTPOMKKN MacTepa KOH(UrypnpoBaHus rno
YMOJI4aHUIO MpPWn ero nepes3anycke.

Mpouepypa
1. OcTtaHoBUTE BeB-cepBep LieHTpa onepaumi.
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2. Ha KoMnbloTepe C yCTaHOB/IEHHbIM KOMMOHEHTOM LIeHTp onepaLuii nepenanTe B Crieqytowmuin
KaTanor, roe Kamasoe_ycmaHo8KU NpeacTaBnseT cobow KaTanor, B KOTOPOM YCTaHOBJIEH
KOMMOHEHT LLeHTp onepauunii:

o IS < omanoz_ycmaHoeku/ui/Liberty/usr/servers/guiServer
- I «amanoa_ycmaHosku\ui\Liberty\usr\servers\guiServer
Hanpumep:

o IENN TN /opt/tivoli/tsm/ui/Liberty/usr/servers/guiServer

o I : \Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer
. Ypanute ns katanora guiSexrver cann serverConnection.properties.
. 3anycTute Beb-cepBep LleHTpa onepaymii.
. OTkponTe LleHTp onepaumi.
. NepekoHpurypupynTte LleHTp onepaumin npym NoMoLLM MacTepa KOHDUIyprupoBaHus.
3apanTe HOBbIM Naponb gns ID agMUHUCTpATOPa MOHUTOPUHIA.

7. Ha KaxxO,0M 13 NOAUYMHEHHbIX CEPBEPOB, paHee CBA3aHHbIX C Xab-cepBepoMm, M3MeHUTe naposnb ans ID
agMUHUCTPATOpPa MOHUTOPUHTA, BBEAA CEAYHOLLY0 KOMaHay B MHTepdelrice KoMaHAHOM cTpoku IBM
Spectrum Protect:

o Ul bW

UPDATE ADMIN IBM-0C-umsi_xab-cepsepa Ho8bIli_naposib

OrpaHuueHue: He n3MeHsTe HUKaKe apyrve napamMeTpbl ona atoro ID agMuHUcTpaTopa. Mocne
TOro, KaK 3afiaH HavaslbHbli1 Naposib, OH aBTOMaTUYEeCKM ynpasnseTca LleHTpoM onepauuii.

N3MeHeHue xab-cepBepa

MoxkHO ncnonb3oBaThb LleHTp onepauuir, utobbl yoanuTtb xab-cepsep IBM Spectrum Protect u
CKOHhurypuposaTb gpyron xab-cepsep.

Mpoueaypa
1. MepesanycTuTe MacTep HavyanbHOro KoHUrypmposaHus LleHTpa onepaumi.
Mpw BbINOIHEHWM 3TON NpOLEAyYPbl Bbl yaanseTe coeanHeHne xab-cepeepa.
2. MNpw nomMoLwm MacTepa CKoHGUrypupyiTte LLleHTp onepaumin ona coeauHeHns ¢ HOBbIM xab-cepBepoM.

3aaaumn, cBs3aHHble C AaHHOMN

Mepesanyck MacTepa HavyaslbHOro KOH(UIrypupoBaHus

Bam MoxeT noTpeboBaTbca MNOBTOPHO 3aMyCTUTb MacTep Mo HavaslbHOMY KOH(UTrypupoBaHuio LieHTpa
onepauuin, Hanpumep, ONsS BHECEHUS N3MEHEHUI B KOHMUIypaLmio.

BoccTtaHoBNieHUue KoOH(urypauum oo npeasapuTesibHo
CKOH(UIrypupoBaHHOI0 COCTOSAHUS

MpY BOSHUKHOBEHWM HEKOTOPbIX NpobyieM MoKeT NoHaa0bMTbCA BOCCTAHOBEHME KOHUIypauum
LleHTpa onepauuii 4o NpefBapuTesibHO CKOH(MUIYPUPOBAHHOTO COCTOSHUS, KOraa cepeepbl IBM
Spectrum Protect He onpeneneHbl Kak xab-cepBepbl UM NOAYMHEHHbIE CEPBEPSI.

Mpoueaypa

Y7106l BOCCTAHOBUTL KOH(PUTYpaLLIMIO, BbINOTHUTE CEAYOLWMeE Waru:

1. OctaHoBUTe Beb-cepBep LieHTpa onepaumii

2. NlekoHurypmpynTe xab-cepsep, BbINOJHUB Crieaytoume 0encTBuS:
a) BeeguTe Ha xab-cepBepe cnegytowme KoMaHgbl:
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SET MONITORINGADMIN ""

SET MONITOREDSERVERGROUP "'

SET STATUSMONITOR OFF

SET ALERTMONITOR OFF

REMOVE ADMIN IBM-0C-umsa_xab-cepsepa

CoBert: IBM-0C-umsa_xab-cepsepa - 370 ID agMMHUCTPATOPa MOHUTOPUHIA, KOTOPbLIN 6bls
aBTOMaTUYECKM CO3[aH Npu HavyanbHOM KOHGUIYpMpoBaHUmM xab-cepeepa.

b) MepeycTaHoBWTe Naposib AN xab-cepBepa, BBeAs Ha xab-cepBepe CrefyoLLyo KOMaHay:

SET SERVERPASSWORD ""

BHuMaHuMe: He BbINONHANTE 3TOT Lar, ecnu xab-cepeep CKOH(UIYpUpPOBaH C ApyruMu
cepBepamu ons Opyrux uenen, Takux Kak COBMeCTHOe UCnosb3oBaHne 6ubnnoTek, akcnopT
N MUMMOPT JaHHbIX WY PeninKaums y3os.

3.0TMeHMTeKOH¢MpraHMK)BCGXHOﬂqMHeHHHXCGDBepOB,BMHOHHMBCHGHYKMHMGIM&FW

a) YTobbl onpeaennTb, OCTatOTCS M Kakme-nmbo noguMHeHHbIe CepBepbl Kak YneHbl rpynmbl
cepBepoB, BBeaMTe Ha xab-cepBepe CreayoLLyo KOMaHay:

QUERY SERVERGROUP IBM-0C-umsi_xab-cepsepa

Cogert: IBM-0C-ums_xab-cepsepa - 3TO UMSA OTCNIEXMBAEMOM IPyMMbl CEPBEPOB, KoTopas bbina
aBTOMaTMYeCKM co3faHa Npu KOHUIypupoBaHUM NepBoro NoAYMHEHHOro cepBepa. 370 UMS
rpynnbl CEpBEpPOB - 3TO Takxe ID agMUHUCTpaTOpa MOHUTOPUHIA, KOTOpPbIV BbiT aBTOMaTUYECKU
CO3[aH Npu Ha4YallbHOM KOHhMIyprpoBaHumM xab-cepeepa.

b) YTtobbl yoanuTb U3 rpynnbl CEpBEPOB NOAUYMHEHHbIE CepBepbI, BBeAUTE Ha xab-cepBepe
cnenyroLyo KoMaHay ANg KaXAoro nogunHeHHoro cepeepa:
DELETE GRPMEMBER IBM-0C-umsa_xab6-cepsepa umsi_nod4YuHeHHO20_cepsepd

¢) Mocne ypaneHusa Bcex NOAYMHEHHbIX CEPBEPOB 13 IPynMbl CEPBEPOB BBEAUTE CIEAYHOLLYIO
KOMaHAy Ha xab-cepBepe:

DELETE SERVERGROUP IBM-0OC-umsi_xab-cepsepa
SET MONITOREDSERVERGROUP "'

d) BBeouTe Ha KaX oM NoAYMHEHHOM cepBepe CNeayoLLyo KoMaHay:

REMOVE ADMIN IBM-0C-umsa_xab-cepsepa
SETOPT PUSHSTATUS NO

SET ALERTMONITOR OFF

SET STATUSMONITOR OFF

e) YoanuTte Ha KaxaoMm 13 NoJuMHEHHbIX CEpBEpPOB onpeaeneHne xab-cepsepa, BBeaa Ha cepBepax
cnenyoLLyo KoMaHay:

DELETE SERVER umsa_xab_cepsepa

BHMMaHMe:HeBbMOﬂHﬂﬂTGQTUTmaF,eCﬂMﬂaHHOGOHpeﬂeﬂeHMeMCHOﬂb3yeTCﬂﬂﬂﬂ
ﬂperXHeﬂeﬂ,TaKMXKaKCOBMeCTHoeMCHOﬂb3OBaHMe6M6ﬂMOTeK,SKCHOpTVIMMHOpT
OaHHbIX WK pennnKauna y310B.

f)VﬂanMTeHaxaﬁcepBepeonpeﬂeneHmeKamnoroM3n0ﬂqMHeHmecepBepOB,BBeﬂﬂcnenwomyw
KOMaHAay:.

DELETE SERVER umsa_nod4YuHeHHO20_cepsepd

BﬂumaHue:HeBbmonHﬂMTeaTormar,ecnmnaHHoeonpeneneHmecepBepaMcnonbsyeTCQ
ﬂﬂﬂﬂpyFMXHeﬂeM,TaKMXKaKCOBMeCTHOGMCﬂOﬂb3OBaHMe6M6ﬂMOTeK,3KCﬂOpTMIAMHOpT
OaHHbIX UK pennnKauna y310B.

4. BoccTaHOBMUTE NapamMeTpbl MO YMOMYaHMIO 418 KaXL0ro cepBepa, BBeAs Ciefyolime KOMaHabl:
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SET STATUSREFRESHINTERVAL 5

SET ALERTUPDATEINTERVAL 10

SET ALERTACTIVEDURATION 480

SET ALERTINACTIVEDURATION 480

SET ALERTCLOSEDDURATION 60

SET STATUSATRISKINTERVAL TYPE=AP INTERVAL=24
SET STATUSATRISKINTERVAL TYPE=VM INTERVAL=24
SET STATUSATRISKINTERVAL TYPE=SY INTERVAL=24
SET STATUSSKIPASFAILURE YES TYPE=ALL

5. MNepesanycTuTe MacTep HavanbHOro KOH(UrypmposaHusa LleHTpa onepaumii.

3apaum, cBA3aHHble C JaHHOU

MNepesanyck MacTepa HavyaabHOro KOHMUrypupoBaHus

Bam MoxeT noTpeboBaTbca NOBTOPHO 3anyCTUTb MacTep MO HavaslbHOMY KOH(UrypupoBaHuio LieHTpa
onepauun, Hanpumep, 418 BHECEHUS USMEHEHWI B KOH(UTIypauuio.

3anyck 1 ocTaHoBKa Beb-cepeepa

Beb-cepBep LleHTpa onepaumii paboTaeT Kak cnyxba 1 3anyckaetca aBToMmaTuyeckun. Bam moxet
notpeboBaTbCs OCTAHOBMTbL M NOBTOPHO 3anycTutb Web-cepBep, Hanpumep, 4Tobbl NponsBecTH
N3MEHEHUS KOHUIypauuu.

3awmTa npunoXKeHui, BUpTYasibHbIX MALLUH U
KOMMbIOTEPOB

CepBep 3alLyMLLaeT faHHble 4S8 KTMEHTOB, KOTOPbIe MOTYT BK/THOYATh B CE6S1 MPUIOXKEHWS, BUPTYasibHble
MalLMHbl U cUCTeMBbI. YTOObI HauaTb 3aWNUTY KITMEHTCKMX AaHHbIX, 3apPerucTpupyinTe KIMEHTCKMI y3en Ha
cepBepe 1 BbibepuTe pacnvcaHne pe3epBHOro KOMMPOBAaHUS A1 3aLNTbl KITMEHTCKMX AaHHbIX.

Jlo6aBneHue KJIMeHToB

MNMocne peannsauunm pelweHns 3awmTbl aHHbIX Npu nomoln IBM Spectrum Protect Bbl MoxeTe
pacwupuTb peweHmne, [ob6aBUB KITMEHTHI.

06 aToi 3apaue

I'Ipou,ep,ypa onucbliBaeT 6a305b|e warm no ,D,O6aBﬂeHVIIO KnneHTa. bonee KOHKPEeTHbIe NHCTPYKL KK NO
KOH(MIYPMPOBAHUIO KITMEHTOB CMOTPUTE B LOKYMEHTALMM NO NPOAYKTY, KOTOPbLIV Bbl YyCTAHOBW/IM Ha
KJINEHTCKOM y3ne. Y Bac MOoryT 6bITb cnepgywoume Tunbl KNMEeHTCKUX Y3J10B:

KnueHTckue y3nbl NPUOXKeHUs
K KNMEHTCKMM y3/1aM NPUNoXeHUI OTHOCATCS CepBEpPbI ANEKTPOHHOM NoYUThl, 6a3bl 4aHHbIX U gpyrue
npunoxexHus. Hanpumep, KNMEHTCKUM Y3710M MPUOXKEHMS MOXET BbITb Ntoboe 13 cnemytowmnx
NPUIOXXEHWN:

« IBM Spectrum Protect Snapshot

« IBM Spectrum Protect for Databases

- IBM Spectrum Protect for Enterprise Resource Planning
« IBM Spectrum Protect for Mail

« IBM Spectrum Protect for Virtual Environments

KnueHTcKue y3nbl KOMNbIOTEPOB
B uncno KNMeHTCKMX y3/10B KOMMNbIOTEPOB BXOASAT paboune ctaHuum, cepaepbl hannoB NAS 1
KnneHTbl APIL.

KnueHTCKMe y3nbl BUPTYasibHbIX MaLUUH
KnneHTCcKMe y3bl BUPTYabHbIX MALUWH NPELACTaBNAT CO60I OTAENbHbIE XOCTbI-FOCTU B
runepeusope. Kaxnaa BupTyanbHaa MallnHa NpefLcTaBneHa Kak hainnoBoe NpocTpaHCTBO.
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Mpouenypa
Y1066 L,OBABUTE KNMEHT, CAENANTE CNenyollee:

1. BoibepuTe nporpaMmy, KOTOPYHO HYXHO YCTAHOBUTb Ha KJIMEHTCKOM y311e, U CNIaHUpPynTe YyCTaHOBKY.
CnenynTe MHCTPYKLMAM B pasgene “Bboibop nporpaMMHoro obecneyeHms KNMeHTa U nnaHMpoBaHme
yCTaHOBKK” Ha cTp. 101.

2. YKaxuTe, Kak criefyeT NpousBOANTb Pe3epBHOE KOMMPOBAHME U apXMBUPOBaHNE KIIMEHTCKUX
OaHHbIX. CnepyiiTe MHCTPYKLUMAM B pasgene “Kak 3a4aTtb ponv OJ1 pe3sepBHOro KONMpoBaHuUs v
apXMBMPOBaHNA OaHHbIX KIMeHTa” Ha cTp. 103.

3. YkaxuTe, Korga cnefyet Npov3BOANTb Pe3EPBHOE KONUPOBaHUE U apXMBUPOBAHME KIIMEHTCKMX
LaHHbIX. CnefynTe MHCTPYKLUMAM B pasgene “lNnaHMpoBaHuMe onepaunin pe3sepBHOro KONMpoBaHWs 1
apxuBupoaHma” Ha cTp. 106.

4. Y1obbl N0O3BONUTb KJIMEHTY COEANHATLCS C CEPBEPOM, 3apPErnCcTpupynTe KNMeHT. CnepynTte
WHCTPYKLMAM B pa3pene “Pervctpaums knmeHToB” Ha cTp. 107.

5. Ytobbl HauaThb 3aLMLLaTb KIIMEHTCKUI y3en, yCTAHOBUTE U CKOH(UTYpUpynTe BbiIBpaHHY NporpaMmy

Ha KNIMEHTCKOM y3ne. CnefynTe MHCTPYKLMAM B pasgene “YcTaHOBKa M HACTPOMKa KIMEHTOB” Ha CTp.
108.

Bbi60op nporpaMMHoOro o6ecnevyeHusa KIMeHTa U NJlaHMpPoBaHUe YCTAHOBKM

[na pasHbIX TUMNOB AaHHbIX TPebyoTca pasHblie TUMbl 3aWwunTbl. ONpenennTe, KaKoi TUN AaHHbIX BaM
HY>KHO 3alUMLATb, U BbiGepUTe COOTBETCTBYIOLLYIO NPOrpaMMmy.

06 sTou 3apaue

MpennoyTuTeNibHas NPaKTMKa 3aK/104YaeTcs B TOM, YTOObI YCTAHOBUTL KIIMEHT pe3epBHOIr0 KONMPOBaHMS
N apXMBUPOBAHUS HA BCEX KITMEHTCKUX y3nax - TOFAa Bbl CMOXETe CKOH(UIypupoBaTb W 3anyCTUTb
LEMOH MPUEMHUK K/IMEHTA Ha KNMEHTCKOM y3ne. NpueMHUK KnmeHTa paspaboTaH ons addekTuBHoro
BbIMOJTHEHNA 3aNJTaHNPOBAHHbIX onepau.mﬁ.

MPUEMHMK KNNEHTA BbINOJIHAET pacnucaHmsa Ans Cnefyrowmx NPOAYKTOB: KIIMEHT Pe3epBHOro
KOMMpOoBaHMa 1 apxmBupoBaHus, IBM Spectrum Protect for Databases, IBM Spectrum Protect for
Enterprise Resource Planning, IBM Spectrum Protect for Mail n IBM Spectrum Protect for Virtual
Environments. Mpu ycTaHOBKE NPOAYKTA, A1 KOTOPOro NPUEMHWK KIIMEHTA HE BbINOIHAET PacnmcaHus,
Bbl LLO/XHbI Cef0BaTh MHCTPYKLMSAM NO KOHGUTYPUPOBAHUIO B OKYMEHTAaL MM N0 NPOAYKTY, UTObbI
MOHO B6b110 BbINOMHATH 3aMn/laHMPOBAHHbIE ONEepPaLLUN.

Mpouenypa

B 3aBMCUMOCTW OT BalLMX Lienen Bbl6epl/ITe NpPoAYKTbIl, KOTOPblE HYXXHO YCTaHOBUTb, M O3HAKOMbTECb C
NMHCTPYKLUMAMU NO YCTAaHOBKE.

CoseT: Ecnu Bbl ycTaHOBUTE NPOrpamMMy-KJIMEHT ceinvac, Bbl, Mpexae YemM CMOXeTe UCMNOSb30BaTh
KITUEHT, TaK»e O0MKHbl byaeTe BbINOMHUTb 3a4a4M N0 KOHMUIYPUPOBAHUNIO KNMEHTA, ONUCaHHbIe B
pasgene “YcTtaHOBKa M HAcCTpoMKa knmeHToB” Ha cTp. 108.

Lenb MpoayKT u onucaHue MHCTpYKLUMM NO yCTAHOBKE

3awnTute hann- | KnmeHT pe3epBHOro KONMpoBaHUs U1 . Tpe6oBaHWs K Cpese KnveHTa

cepBep unn apXMBUPOBaHWS MPOU3BOAUT pPe3epBHOE v

pabouyto KOMMPOBaHWE 1 apXMBMpPOBaHMe hansios u CTaHOBWTb KITMEHTOB pe3epBH°L°NIX
CTaHUMIO KaTasoros c hann-cepsepoB 1 paboumx KOMNPOBAHWA M apXNBMPOBAHNS v

CTaHUuUM B CUCTEMY XpaHeHud. Bbl Takxe Linux

MOXeTe BOCCTaHaBAMBATb M Noy4vaTb - MNepBag ycTaHoBKa knneHTa Windows
BEPCUM pe3epBHbIX KOMWUIA N apXUBHblE
Konuu hannos.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_env.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html

Uenb MpoayKT u onucaHue MHCTpyKuUM No ycTaHOBKe
3awmnTuTb IBM Spectrum Protect Snapshot « YcTaHoBka 1 obHoBneHue ang UNIX u Linux
NPUIOXEHUS C 3almLLaeT faHHble C UCMONb30BaHMEM
NCMNONb30BaHWe | MHTErpMPOBAHHOIO Pe3epPBHOr0 * YcTaHoBKa v obHoenerve ang VMware
M pe3epBHOro KOMMPOBAHMSA CHUMKOB 1 BO3MOXHOCTeln |+ YcTaHoBka 1 obHoBneHue ans Windows
KONUPOBaHUS BOCCTAHOBJIEHMS C y4€TOM UH(hOpMaLUK O
CHVMMKOB U NPUIoXeHMaX. Bbl MOXeTe 3alnNTUTb
BO3MOXHOCTEN | AaHHble, KOTOPbIE XPaHATCS B
BOCCTaHOBNeHUsa | npunoxeHusax IBM nporpammHoe

obecneyeHune ba3 gaHHbix Db2 1 SAP,

Oracle, Microsoft Exchange n Microsoft

SQL Server.
3awnTuTs IBM Spectrum Protect for Mail: Data - YcraHoBka Data Protection for IBM Domino B
npunoxerne Protection for IBM Domino . cucteme UNIX, AIX unm Linux (V7.1.0)
3NIEKTPOHHOWN aBTOMATM3MpPYeT 3aWMTY OaHHbIX, 4TOObI . .
noyTbl Ha pe3epBHOE KONMMPOBaHMWE BbINOJIHANOCH ) yCTaHOBKa.Data Protection for IBM Bomino &
cepsepe IBM 6e3 3aBeplueHus pabotbl cepeepoB IBM cucteme Windows (v7.1.0)
Domino Domino.
3awmTnTh IBM Spectrum Protect for Mail: Data YcTaHoBKa, 06HOBMIEHWE 1 MepeHacTponKa
NpUIoXeHne Protection for Microsoft Exchange Server
3NIEKTPOHHOWN aBTOMATM3MpPyeT 3aWMTY OaHHbIX, 4TOObI
noyThbl Ha pe3epBHOE KOMMPOBaHMWE BbIMOMHSAN0Ch
cepsepe 6e3 3aBepLueHnsa paboTbl cepBepoB
Microsoft Microsoft Exchange.
Exchange

3awmnTtnTb H6asy
JaHHbIX Db2

API (application programming interface,
NHTepdenc NPUKNaLHoOro
NporpaMMMpoBaHMNSs) KIIMEHTA Pe3ePBHOro
KOMMPOBaHUS 1 apXMBUPOBAHUSA MOXHO
MCNOnb30BaTb A9 Pe3epPBHOro
KonunpoBaHMsa aaHHbix Db2 Ha cepBep IBM
Spectrum Protect.

YCcTaHOBKAa KJIMEHTOB Pe3epPBHOro
KonupoBaHua u apxmeupoBaHus (UNIX, Linux
n Windows)

3awmntnTb 6asy
haHHbIX IBM
Informix

API knueHTa pe3epBHOro KONMPoOBaHUSA 1
APXMBUPOBAHUS MOXHO MCMNOMNb30BaTh
O pe3epBHOr0 KOMMPOBaHUS AaHHbIX
Informix Ha cepBep IBM Spectrum Protect.

YcTaHOBKa KJIMEHTOB PE3EPBHOI0
KonupoBaHusa 1 apxmuempoBanus (UNIX, Linux
n Windows)

3awnTtnts 6asy
OaHHbIX
Microsoft SQL

IBM Spectrum Protect for Databases: Data
Protection for Microsoft SQL Server
3awmuwaeT gaHHble Microsoft SOL.

YctaHoBka Data Protection for SQL Server B
anpe cepsepa Windows

3awnTtuTs 6asy
JaHHbIX Oracle

IBM Spectrum Protect for Databases: Data
Protection for Oracle 3awuw,aeT paHHble
Oracle.

YcTtaHoBka Data Protection for Oracle

3awmTuTb Cpeay
SAP

IBM Spectrum Protect for Enterprise
Resource Planning: Data Protection for
SAP obecneuynBaeT 3alLUTY, HACTPOEHHYHO
ona cpen SAP. MpoayKT npegHasHaveH
ANs Toro, Ytobbl NOBbIWATL AOCTYMNHOCTb
cepBepoB 6asbl AaHHbIX SAP 1 cokpawatb
pabouyto Harpysky agMUHUCTPUPOBAHUS.

« YctaHoBka Data Protection for SAP for Db2

« YctaHoBka Data Protection for SAP for Oracle
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http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.db2/t_dperp_d_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.orc/t_dperp_o_install_ovr.html

Uenb MpoaykT u onucaHue WHCTpYKUMM No ycTaHOBKE

3awnTuTh IBM Spectrum Protect for Virtual - YcTaHoBka v o6HoBneHne Data Protection for
BMPTyasibHytO Environments obecneymsaeT 3aLuTy, Microsoft Hyper-V

MalunHy HACTPOEHHYIO AN BUPTYasbHbIX cpep, . VCTaHOBKA U O6HOBEHME

Microsoft Hyper-V n VMware. IBM
Spectrum Protect for Virtual Environments
MOXHO MCMONb30BaTb 4J15 CO34aHUS
MOCTOSIHHbIX MHKPEMEHTHbIX Pe3epPBHbIX
KOMWI, XpaHSALLMXCS Ha
LEeHTpanM3oBaHHOM cepBepe, CO30aHUS
MOMUTUK PE3EPBHONO KOMMPOBaHUS U
BOCCTAHOBJIEHMS BUPTYabHbIX MaLUWH
Unu oTAENbHbIX halinos..

» YCcTaHOBKA K/IMEHTOB pe3epBHOro
KonupoBaHus 1 apxmeuposaHus (UNIX,
Linux n Windows)

JInbo ncnonb3ymnTe KNNEHT pe3ePBHOIO
KOMMPOBaHUS N apXMBUPOBaHNS, YTOObI
NpPoOun3BOAUTbL PE3EPBHOE KOMMPOBaHME U
BOCCTaHOBJIEHWNE NOJIHON BUPTYyasIbHOM
MawwmnHbl VMware nnu Microsoft Hyper-V.
MOXHO TaK)e NPoON3BOANTbL PE3EPBHOE
KOMMpOBaHWe 1 BOCCTaHOBNEeHMe halinoB
NN KaTanoros C BUPTyaslbHON MaLlMHbI
VMware.

CoBeT: YT0b6bl CNONBb30BaTb KMEHT 15 yNpaBieHUsl MPOCTPAHCTBOM, MOXHO YCTaHOBUTbL IBM
Spectrum Protect for Space Management unun IBM Spectrum Protect HSM for Windows.

Kak 3apaTtb ponu pns pesepBHOro KONMPOBaHUSA U APXUBUPOBAHUSA AAHHbIX
KJIMeHTa

Mpexne YyeM Bbl [,obaBUTE KNMEHT, ybeauTech, YTO COOTBETCTBYIOLLME NpaBuUia onpeneneHbl os
noanep XK1 1 apXMBMPOBAHUS KITMEHTCKMX AaHHbIX. B xofe npouecca pernctpaumm KivMeHTa Bbl
HasHayaeTCs KIIMEHTCKMI y3en B JOMEH MOMNTUKK, B KOTOPOM eCTb MpaBuiia, yNpasnsiolLMe TeM, Kak 1
KOrAa NMpoOU3BOAMTCA COXPaHEHME JaHHbIX KIMeHTa.

Mpe>xpe yeM HavaTb
Onpe,u,enMTer, KaK Mpoao/KaTb:

« Ecnu Bbl 3HaKOMbI C NOAINTUKAMU, CKOH(IUITYPUPOBAHHBIMU 471K BALLErO PeLUEHNS, 1 Bbl 3HAETE, YTO OHU
He TpebyloT N3MeHeHM, TO NepexoauTe K wary “lnaHnMpoBaHMe onepaLmii pe3epBHOro0 KONMMPOBaHMS
N apxmBmpoBaHunsa” Ha cTp. 106.

« ECnv Bbl HE 3HAKOMbI C MOIMTUKAMMU, TO BbIMOJIHWTE LWArn B 3TON npouenype.

06 aToii 3apaue

MonuTuKM BAUSIOT Ha TO, Kakol 0b6bem OAaHHbIX XPaHUTCA B TeYeHne Oonroro speMeHum n CKoJbkKo
BpeMeHUN OaHHble COXPaHAKTCA U 6y,EI,YT OOCTYNHblI KNWEHTaM ONA4 BOCCTaHOBJIEHUA. Lna pocTmxeHus
u,ene17| nona 3alnTbl AaHHbIX MOXXHO 06HOBUTb NOJINTUKY MO YMOJTYaHUIO 1 CO340aTb cobCcTBEHHbIE
NONNTUKU. NMonnTrKa BKAKOYAET cnepgywume npasuna:

- Kak u korga npovMsBoguTCs pe3epBHOe KOMMPOBaHMe U apXMBUPOBaHKe (hansioB B CEPBEPHYHO CUCTEMY
XpaHeHwus.

 Yucno konuit haiina v BpemMsa XpaHeHusa KOnuii B cCepBepHON CUCTEME XPaHEHNS.
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B xone npouecca perncrpaumm KimeHTa Bbl HA3HaYaeTCA KJIMEHT B domeH nonuTtuku. NMonnutunka onsd
OTOENTbHOI O KJIMEHTA onpenendaeTcd npaBuyiaMm B 4OMEHE NOJINTUKN, KOTOprVI Ha3HayeH O KnmeHTa. B
AOOMEHeE NOJINTUKN ,EI,eVICTByI-OU.I,VIe npaBnJia HaXooATCA B aKTUBHOM Ha6ope NoOJIUTUK.

Korga KnMeHT KOMMpyeT UK apxmBupyeT tains, daiin npuesa3biBaeTcs K Kaccy ynpasBfieHns B akTUBHOM
Habope NoNUTMK goMeHa NOANTUKN. Kiacc ynpassieHus - 3TO KitoueBoi Habop npasun gns ynpaeneHus
JaHHbIMK KNMeHTa. Onepauumn pe3epBHOIr0 KONMPOBAaHUS 1 apXMBUPOBAHMS HA KITMEHTE UCMOJb3YIOT
HaCTPOVKM B Knacce ynpasfieHns No yMONYaHo JoMeHa NoJIMTUKM, eClv Bbl ajiee He HacTpanBaeTe
NOANTKKY. MNMONUTUKY MOXHO HAaCTPOUTb, 334aB 6osbLLe K/TACCOB YNPaB/ieHNs M HasHAYMB UX
1Crosib3oBaHMe Yepes onuun KmeHTa.

OnuuMK KNMEeHTa MOXHO 334aTb B JIOKaJIbHOM, AOCTYMHOM AJ151 U3SMEHEHUs (haline B CUCTEME K/IMeHTa U B
Habope onumii kKnneHTa Ha cepeepe. Onumm B Habope onuuii KNMeHTa Ha cepBepe MoryT
nepeonpenensTb IOKasbHbIN hai onumMit KNMeHTa UM MoryT 4,o06aBNATb B HEFO OMLUMN.

Mpoueaypa

1. O3HAKOMbTECH C NOJINTUKAMMU, CKOH(MIYPUPOBaHHbIMM 419 Ballero peLleHus - cnenymnTe
WHCTPYKLMAM B pasgene “[MpocMoTp noamTtuk” Ha cTp. 104.

2. YT0b6bI BHECTU HE3HAYMTE/IbHbIE U3MEHEHWS A1 COOTBETCTBUSA TPEOOBAHMSIM XPaHEHUS AaHHbIX,
cnepynTe MHCTPYKLMSAM B pa3gene “UsmeHenne noamtuk” Ha cTp. 105.

3. HeobszaTenbHo: ECnmn Bam Hy»XHO CO34aTb OMEHbI NONIMTUKN UM BHECTU PacLUMPEHHbIE N3MEHEHNS
B NOJINTUKM, YTOObI BbIMONHUTL TPEHOBAHUSA K XpaHEHUIO JaHHbIX, CMOTpUTE pa3aen HacTtporka
NONUTUK.

MpocMoTp NOAUTUK

MpocMoTpUTE NOMNTUKM, YTODbI ONPEeaennTb, He HYXHO JIN UX U3MEHWUTb B COOTBETCTBMM C BalLMMM
TpeboBaHuamu.

Mpouepypa
1. YT10bbl NPOCMOTPETb aKTUBHbIN HABOPOB NONNTUK A1 AOMEHA NONUTUKK, COeNanTe cnenyouwee:

a) Ha ctpaHuue Cny»x6bl B LleHTpe onepaumnii BoibepuTe [OMEH NOUTUKN U WLENTKHUTE Mo
CeepeHua.

b) Ha cTpaHuue CBopKa ANA JOMeHa NOMUTUKM LLEeNKHUTE No BKNaaxke Ha6opbl NOAUTUKM.

CoBeT: YT0b6bI 0651€rUYNTH BO3MOXHOCTb BOCCTAHOBJIEHUS A@aHHbIX MOC/E aTaku nporpamMmmsbl-
BbIMOraTtengd, cne,u,y17|Te MHCTPYKUMNAM HUNXKE!:

« Ybenutecnb, YTO 3HaueHWe B cTonbue PesepBHble KOMUK - 3TO MUHUMYM 2. MpepnoytuTenbHoe
3HaveHue - 3, 4 nnu bonee.

« YbepuTech, YTo 3HaveHne B cTonbue CoxpaHsATb OONONHUTENbHbIE PE3EPBHbIE KOMUM - 3TO
MUHMMYM 14 nHen. MpegnouTtuTensHoe 3HaYeHne pasHo 30 unu 6onee gHAM.

« Ybeautech, 4To 3HaveHue B cTonbue CoxpaHaTb apxmBbl - 3TO MUHUMYM 30 gHeN.
Ecnu nporpamma IBM Spectrum Protect for Space Management yctaHoBneHa Ha KNMeHTe, TO
ybenuTech, UTO co3fgaHa pe3epBHasa KoNus SaHHbIX, Nepes TeM Kak nepemeLatb faHHble. B

koMaHae DEFINE MGMTCLASS vnv UPDATE MGMTCLASS 3apante MIGREQUIRESBKUP=YES.
[anee cnenyinte pyKoBOASLLMM NOACKA3KaM.

2. Ona npocMoTpa 6e3nencTByoWmnX HaboPOB NONUTUKKU ANA AOMEHa NONUTUKM chenanTe cnenytollee:

a) Ha ctpaHuue Ha6opbl nonutuk wenkHute no KoHdurypuposartb. Tenepb MOXHO NPOCMOTPETL U
N3MEHUTb HEAKTMBHbIE HAbOPbI NONUTUKMN.

b) MpoKpyTUTe HeaKTMBHbIe Habopbl MONUTUK, UCMONb3Ya CTpenku Bnepen v Hasaa. Mpu npocMoTpe
HeaKTMBHOro Habopa NoMNTUKN NapaMeTpbl, KOTOPbIE OT/INYAIOT STOT HEAKTUBHbIN HAbop NONUTUK
OT aKTMBHOro Habopa NonuTuK, ByayT BbloENEHbI.
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c) WenkHute no nepekntodaTento KoHdgurypuposatb. Tenepb Habopbl NOAUTUK Bosiblue Heflb3s
N3MEHSITb.

M3MeHeHMe NONIUTUK

Y106l MI3MEHUTL NPABUA, MPUMEHMMbIE K OMEHY MONUTUKU, U3MEHNUTE aKTUBHbIN HABOp NOANTUK As
JOMeHa NoNMTUKM. MOXKHO TaK)Ke aKTMBMPOBATb AJ19 AOMEHA ApYyrovi Habop NoNTUK.

Mpe>xpe yueM HayaTb

M3MeHEHUSA NOAUTUKN MOTyT NOBJINATb Ha XpPaHeHWe OaHHbIX. V6e,EI,MTer, YyTOObI BbI npopoKaeTe
pe3epBHOeE KonMpoBaHWe gaHHbIX, UMer LW X CylecTtBeHHoe 3HavyeHne and Ballemn OopraHunsauunn, yTOObI
MO>HO 6bIN1I0 BOCCTAHOBUTL 3TH OaHHble, eCnn l'lpOI/I3OI;I,EI,eT 6e,EI,CTBl/Ie. Takxe y6e,D,MTer, UTO B BalleMn
cuctemMe 00CTaTo4YHO NPOCTPaHCTBaA XpPaHeEHUA ONA 3arnJilaHNPOBaHHbIX onepau,mﬁ pe3epBHOro
KonnpoBaHU4.

06 aTou 3apaue

Bbl usmMeHsieTe Habop NOMUTUK, USMEHSIS OAUH UM HECKOJIbKO KJ1AacCOB yNpaBfieHusi B Habope NonnTuK.
Ecnu Bbl UISMEHUTE aKTUBHbIV HABOP NONMUTUK, M3MEHEHNS He ByayT AOCTYMHbI KNMEeHTaM, NoKa Bbl He
aKTUBMPYeTe NOBTOPHO Habop NonnTMK. YTobbl caenatb M3MeHeHHbI Habop NOIMTUK SOCTYMHbLIM
K/IMEHTaM, aKTUBMPYNTE HAbOp NONUTUK.

XoT§ o1t AOMeHa NMOMNTUKN MOXHO 334aTb HECKOJIbKO HABOPOB MOMNTUK, aKTUBHBIM MOXKET BbiTb TOJIbKO
oAuH Habop nonuTuk. Mpu akTMBaUUKM Apyroro Habopa NOANTUKN OH 3aMEHSIET aKTUBHbIN B AAHHbIN
MOMEHT Habop NONUTUK.

MpennoyTUTENbHbIM OMbIT ONpPeAeneHus NoIMTUK ONMCaH B pa3aesne HacTporika nonnTuK.

Mpouenypa
1. Ha cTpaHuue Cnyx6bl B LileHTpe onepaunin Bbibepnte AOMEH NONTUKN U LLENKHUTE No CBeaeHus.
2. Ha cTpaHuue CBopKka o5 JoMeHa NoNNTUKN WeNKHUTe No Bkiagke Ha6opbl NONMTUKM.
Ha cTpaHuue Habopbl NOANTUK yKa3aHO MMS aKTUBHOTO Habopa NONUTUKMN 1 NepeYvmncreHbl Bce
Knacchbl ynpaBneHus s aToro Habopa nonnTuk.
3. LLenkHuTe no nepekntoyatento Kondurypuposarb. Habop nonnTuk LoCTyneH ons UsMeHeHus.

4. Y106bl 3MEHUTb HEAKTUBHbIV HAGOP NONUTUK, WENKHMUTE MO CTPesikaM Brepes, v Hasag, YTobbl HakTK
Habop NONUTUK.

5. '3amMeHUTe Habop NOANTUK, BbINONHMB Ntoboe U3 cneayoLlmnx oencTBuii:

onuus OnucaHue
Ho6aebTe knacc a. B Tabnuue Habopbl NoNMTYK WenkHuTe no +Knacc ynpasneHus.
ynpasneHus

b. YTobbl 334aTb NpaBuia AN pesepBHOro KoNMpoBaHUa 1
apXMBMPOBaHNUA AaHHbIX, 3aN0STHUTE NoJiA B OKHe JL06aBUTb KNnacc
ynpaesnieHus.

c. YTob6bl caenaThb Kfacc ynpaBfieHns K1accoM yrnpaB/ieHus no
YyMOJIYaHUt0, BKJIOUUTE NepekstoyaTens Caenatb 3HaUeHUeEM no
YMOJIYQHUIO.

d. WenkHuTe no J,06aBUTb.

Ypanute knacc B cTonbue Knacc ynpaBneHuns wenkHuTe no -.

ynpaenieHus
CoBeT: YT06bl yoanuThb Kfacc ynpasnieHus no yMonvaHuio, HyXHo cHavasna

Ha3Ha4YnTb ,u,pyr017| Knacc ynpaBieHna KJlaCCoM ynpaBneHna no
yMOJl4aHUto.
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onuusa OnucaHue

Caenartb Knacc LLlenkHMTe No paanoKHomnKe B cTonbue 3HayeHne No yMoaYaHuio as

ynpasneHUa KNaccoM | Knacca ynpasneHus.

ynpassiieHus no . o

YMONUaHMIO CoseT: Knaccv: yMpaBNeHua no yMon4aHuio ynpasnset thannamm knneHTa,
ecnun gna anna He HasHayYeH Apyroun Knacc ynpaeneHns nnmn ecnm Knacc
ynpasneHus danna He NoaxoanT oas ynpaeneHus dannom. Ytobebl
ybeaunTbCs B TOM, YTO KNIMEHTbI BCEFAA MOryT NPOM3BOANTL pe3epBHOe
KOMMpOBaHWe 1 apxnBmpoBaHue ansos, BbibepuTe Kiacc ynpasnieHus no
YMOTUYAHUIO U N1 Pe3ePBHOM0 KOMMPOBAaHUS, U /19 apXMBUPOBAHMS
thannos.

N3meHUTb KNacc Y7106bI NIBMEHUTBL CBOWCTBA Klacca ynpaBneHus, obHoBMTe Nons B

ynpaeneHus Tabnuue.

6. HaxkmuTe KHonKy COXpaHUTb.

BHuMaHume: [py akTMBaLMM HOBOro Habopa NOIUTUK MOXKHO NOTEPSATb AaHHble. [laHHble,
3aWMLEeHHble B COOTBETCTBMM C OAHMM HAabopOM MONIUTUK, MOTYT OKa3aTbCs He3alMLLEHHbIMU
C TOYKM 3peHunst Apyroro Habopa nonunTuk. MoaToMy, Npexae YeM aKkTUBMPOBATb Habop
nonnTKK, ybeomTech, UTo pasHMLA Mexay NpeablayLliM HabopoM NoANTUK U HOBbIM HabopoM
MOMINTVK He BbI3OBET NOTEPIO AaHHbIX.

7. Bbibepute AkTUBMpPOBATb. byaeT nokasaHa CBoOAKA pasNMunin Mexany akTMBHbIM HABOPOM NOINTUK U
HOBbIM HabopoM nonuTuk. Ybenmtech, 4TO MUSMEHEHUS B HOBOM Habope MONUTUKM COBMECTUMbI C
BawmnMmM TpeboBaHMAMM K XPaHEHMIO OAHHBIX; AS19 3TOr0 BbIMOSHUTE ClieAyoLLMe Wwaru:

a) MpoBepbTe pasIMuna Mexay COOTBETCTBYIOLLMMM KlaccaMu ynpaBieHms B ABYX Habopax NonnTmk
1 paccMoTpuTe nocneacTems oa ainnos kKaMeHToB. Dalinbl KNMEHTOB, CBA3aHHbIE C K/laccamu
ynpaBfieHns B aKkTMUBHOM Habope NosiMTuUK, byayT CBA3aHbI C K/lacCaMu yNpaB/ieHNsa C TEMU e
“MMeHaMu B HOBOM Habope NosINTUK.

b) Ykaxunte B aKTMBHOM Ha60pe NOJTIMTUKW KJ1aCCbl ynpaBJieHUA, Y KOTOPbIX HET 3KBUBAJIEHTOB B
HOBOM Ha60pe NONNTUKNU, N paCCMOTPUTE nocneacTend and cbaﬂnos KnuneHTa. Pannbl KNMEHTOB,
CBA3aHHbI€ C 3TUMU KNnaCCaMu ynpaBieHus, 6y,u,yT ynpaBiAaTbCA KJIaCCOM yrnpaByieHnd no
YyMOJ14aH1IO B HOBOM Ha6ope NONNTUK.

¢) Ecnu nsmeHeHus, Kotopble JOMKHbI 6bITh peannsoBaHbl HA6OPOM NONNTUKN, ABNAOTCS
LOMNyCTMMbIMU, BbibepuTe nepekntoyaTesb 4 NOHUMal0, YTO 3T 06GHOBJIEHMS MOTYT Bbi3BaTb
noTepio BAHHDbIX U LLENTKHUTE N0 AKTUBUPOBATD.

n.ﬂaHMpOBaHMe Ol'leanMi;I pe3epBHOro KOnnposaHuAa N apxmeupoesaHuda

Mpexae YeM 3aperucTpmpoBaTh HOBbIV KIMEHT Ha cepBepe, ybeauTech, YTo CyLLeCTBYET pacnumcaHue,
nosBosistoLLee yKasaTb, KOrga BbINOJHAKTCA onepauum pesepBHOro KonmMpoBaHusa 1 apxMBupoBaHus. B
npoLecce perucTpaunum MoXHO Ha3HaYUTb pacnmucaHune KINeHTy.

Mpe>xpe yeM HayaTtb
OI'Ipe)J,e)'IVITer, KaK Mpogo/nKaTb:

» Ecnu Bbl 3HAKOMBI C pacnyCaHnaMK, CKOH(MTYPUPOBAHHbIMY AJ18 BALLEro pelleHus], 1 Bbl 3HaeTe, YTo
OHW He TpebyloT M3MEHeHN, To NepexoauTe K wary “Pernctpaunsa knveHToB” Ha cTp. 107.

« Ecnu Bbl HE 3HAKOMbI C pacnmcaHnamMm nnm pacnmncaHma Hy>XHO USMEHUTb, BbINONMHUTE Warun B 3TOM
npoueaype.

06 aTOoM 3apaue

Kak npaswuno, onepaunn pe3epBHOro KonmpoBaHna gna BCeX KJIMEHTOB A0J1XKHbl BbINMOJIHATbCA
exepnHeBHO. CnnaHupyinte paboyyto HarpysKy KiMeHTa u cepeepa, Ytobbl obecnevunTb HanBbLICLLYHO
npon3sBogonTesibHOCTb ONid Ballen cpenbl XpaHeHUd. YT06bI N36EXKaTh nepeKkpbiBaHNA onepau,vl17| KNMNEeHTa
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¥ cepBepa, PaCCMOTPUTE BO3MOXKHOCTb 3aM/aHMpPOBaTb BbIMOJIHEHNE OMnepaLuii pe3sepBHOro
KOMMPOBAHWS 1 apXMBUPOBaHUS K/IMEHTa Mo HouyaM. Ecnn onepauun KnveHTa u cepeepa byayT
nepeKpbIBaTbCS UK Anst X 06paboTKK He BbIAEeNST 4OCTaTOYHO BPEMEHM Y PECYPCOB, TO Bbl MOXKeTe
CTONKHYTbCS CO CHUKEHNEM MPOU3BOAUTENIbHOCTU CUCTEMbI, HEYAAYHbIM 3aBEPLLUEHMEM ONepaL i 1
ApyruMu npobnemMamu.

Mpouepypa

1. MNpoBepbTe AOCTYMNHbIE pacnMcaHus, yCTaHOBUB yKa3aTeb Mblln Ha KNneHTbl B CTPOKE MEHI0
LeHTpa onepauui. LLlenkHuTe no PacnucaHums.

2. HeobsizatenbHo: VIsmeHnTe nnn cosgante pacnucaHve, BbINONHWB CeayoLwwme waru:

onuus OnucaHue
N3meHeHue a. B npencrtaeneHnn PacnucaHua BbibepuTe pacnncaHme u WenkHuTe no
pacnucaHusa CBepeHus.

b. Ha cTpaHuue CBegeHUs 0 pacnMCaHUM NPOCMOTPUTE CBEAEHWS, WENKHYB
Mo CMHMM CTpesIKaM B Havasne CTPOK.

c. U3ameHUTe napameTpbl B pacnnucaHnum u Haxxmumte Ha CoXxpaHUTb.

CospaHue B npegcrtasneHnn PacnucaHus WwenkHTe no +PacnucaHue v BbINMOJHUTE Warn
pacnucaHusa Nno CoO30aHNI0 pacnncaHnA.

3. HeobasaTenbHo: YTo6bl CKOHMMIYpMpPOBaTb NapaMeTpbl pacnucaHns, KOTopble He BUAHbI B
KOMMoHeHTe LieHTp onepaumii, MCNonb3yiTe cepBepHyo KoMaHay. Hanpumep, Bbl MOXeTe cUecTb
LenecoobpasHbiM 3anaHMpoBaTh ONepaLLMIo KIMEHTA, KOTOPAs CO34aeT Pe3EPBHYHO KOMULO
onpeneneHHOro Katasiora 1 HasHavaeT 419 Hero Kjacc ynpasneHus, OTIMYaloLLmMiics oT Kacca
yrnpaB/ieHNsa Mo YyMoJTYaHUIo.

a) Ha cTpaHuue 0630p B KOMMNOHEHTe LleHTp onepauuii ycTaHOBUTE yKasaTe b MbIlWM Ha 3HAY0K
napameTpos ¥ wenkHute no MocTpouTenb KOMaHA,

b) Beegute komaHay DEFINE SCHEDULE, utobbl co3gaTb pacnucanue, unm komaHoy UPDATE
SCHEDULE, 4Tobbl n3MEHUTb pacnucaHune. [JoNonHUTENbHblE CBELAEHUS O KOMaHLAX CMOTPUTE B
pasgenax DEFINE SCHEDULE (3apgaTb 3anfiaHMpoBaHHoe 3agaHune knmeHTta) nnu UPDATE
SCHEDULE (M3MeHUTb 3annaHMpoBaHHOe 3aaHne KneHTa).

MHdopmaumsa, cBa3aHHasA ¢ faHHOM
HacTporika pacnucaHmsa oia exxegHeBHbIX onepaLni

PerMCTanMFI KJINeHTOB

3aperucTpupynTe KNMeHT, 4Tobbl ybeanTbCs, YTO OH MOXET COEAUHUTBLCS C CEPBEPOM, a CEPBEP MOXKET
3aLlNTUTb OaHHbIE KNMEeHTa.

Mpe>xpe yeM HayaTtb

V3Hal7ITe, HYXEeH NN KNNeHTY ID aAMUNHUCTPATOpPa C npaBaMu Bnaaesibua KnneHTa B KIIMEHTCKOM Yy3J1e.
YT106bl Y3HATB, KaKMM KnueHTaM TpebyeTca ID agMuHMCTpaTopa, cMoTpuTe nybnukauuto technote
7048963.

OrpaHuueHue: [115 KNMEHTOB HEKOTOPbIX TUNOB TpebyeTca coBnageHne MMeHW KIIMEHTCKOro y3na u ID
agMuHMCTpaTopa. 3TUX KIIMEHTOB HEBO3MOXHO ayTEHTU(MLMPOBATE C MoMoLLbto MeToga Lightweight
Directory Access Protocol (LDAP), BHegpeHHoro B Bepcun 7.1.7. MoapobHyto nHdopMaumio 06 aTom
MeTo4e ayTeHTUdUKaLUN, KOTOPbIN MHOMAA Ha3blBaeTCA MHTEMPUPOBAHHBIM PEXWUMOM, CMOTPUTE B
LOKyMeHTe AyTeHTudrKaunsa noab3oBaTesien ¢ ucnonb3oBaHneM basbl gaHHbIX Active Directory.

Mpoueaypa

Y7066l 3aperncTpnpoBaThb KANEHT, BbINOSHUTE OOHO U3 CNeAYOWMX LeNCTBUIA:
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« Ecnu knuenTy Tpebyetca ID agMuHMUCTpaTOPa, TO 3aPErNCTPUPYITE KITMEHT C MOMOLLLbH KOMaHAbI
REGISTER NODE v 3agaiite napametp USERID:

register node umsa_ysna naposne userid=umsa_ysna

rOe uUMs_y3/a - 3TO UMS y3/1a U Naposib - 3TO Naposb y3na. [JonosHuTeNbHblE CBEAEHUS CMOTPUTE B
pasgene PerncTpaums ysna.

« Ecnu knneHTy TpebyeTtcs ID agMMHUCTpATOpa, TO 3apPerncTpupynTe KIIMEHT C NMOMOLLbIO MacTepa
nobaBneHus knveHTa LieHTpa onepauuin. BeinonHWTe cnenyowme waru:

a. B cTpoke MeHo komnoHeHTa LleHTp onepauunin Boibepnte KnueHTbl.
b. B Tabnuue KnmeHTbl WeNKHUTE No + KnueHT.
c. BoinonHuTe warun B mactepe [,06aBUTb KNNEHT:
i) YKaXkute, uTo N36bITOUHbIE AAaHHbIE MOXHO YCTPAHMTb KaK Ha KIMEeHTe, TaK U Ha cepBepe.
Bbibepute nepekntoyatens Bknountb B 0bnactu Jenynnmkauns GaHHbIX HA CTOPOHE KIMEHTA.
ii) B okHe KoHdhurypauusa ckonupyinte sHavyeHnss TCPSERVERADDRESS, TCPPORT, NODENAME, v
DEDUPLICATION.

CogeT: 3anuiumTe 3HaYeHUs ONLUMIA U COXPAHWUTE UX B HAAEKHOM MecTe. 10 3aBepLUeHum
PervcTpaLmmn KIMeHTa u yCTaHOBKM NPOrpaMMbl Ha KIIMEHTCKOM y3J1e UCMOJIb3yhTe 3HaUeHUs
L7191 KOH(OUTYPUPOBaHUS KITMEHTA.

iii) CnepynTe MHCTPYKLMSAM B MacTepe, 4Tobbl 3a0aTb LOMEH MONUTUKN, pacnmcaHne un Habop
onuun.
iv) YkaxuTe, Kak Ans knmeHTa byayT nokasaHbl puckuy, 3aaas napameTp Mog yrpo3oi.

V) WenkHuTe no JLo6aBUTb KUEHT.

MHdopMmaumsa, cBa3aHHasA ¢ JaHHOM
Onumsa Tcpserveraddress

Onuusa Tcpport

Onuua Nodename

Onuma genynanKaumnm

YcTaHOBKA U HACTPOMKA KJINEHTOB

YTo6bl HaUaTb 3aWMLWATL KIIMEHTCKMWI y3es1, HYXKHO YCTaHOBUTb M CKOH(UIYPUPOBaTh BbiOpaHHY0
nporpammy.

Mpoueaypa
Ecnu Bbl yxe yCTaHOBMAW NPOrpamMMmy, TO Ha4HKUTe ¢ wara “2” Ha cTp. 109.
1. BbINONHWTE OQHO U3 CNEAYOLNX OEACTBUNA.

* YT0b6bI YCTAHOBWUTb NpOorpaMmy B NpuUnoXxXeHnnm nnnm Ha KJIMEHTCKOM y3/1e, BbIMOJTHUTE NHCTPYKLUN.

Mporpamma CcblnKa Ha UHCTPYKLUUK
KnneHT pesepsHoro — YCTaHOBUTb KJIMEHTOB PE3EPBHOM0 KOMMPOBAaHMS 1
KONnpoBaHua v apxmsuposaHus UNIX v Linux

apxmsuposaHusa IBM

Spectrum Protect — [epBas yctaHoBKa KnveHTa Windows

CoBeT: MOXHO Tak)xe 06HOBUTb CyLLECTBYHOLLME KINEHTbI MPK
nomMowm LleHTpa onepauunin. MUHCTpyKUUmM cMOTpUTe B pasaere
MnaHvpoBaHve 06HOBNEHWI KIIMEHTOB.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_node_register.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_tcpserveraddress.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_tcpport.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_nodename.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/r_opt_dedup.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//t_deploy_baclient.html

MporpamMma CCbIJIKA HA MHCTPYKLMUK

IBM Spectrum Protect for — YcTaHoBka Data Protection for Oracle
Databases .
— YctaHoBka Data Protection for SQL Server B sape cepBepa
Windows
IBM Spectrum Protect for Mail |_ ycranoska Data Protection for IBM Domino & cucteme UNIX,

AIX vnum Linux (V7.1.0)

— YctaHoBka Data Protection for IBM Domino B cucteme Windows
(V7.1.0)

— YcTtaHoBKa, 06HOBMEHME M NepeHacTponKa

IBM Spectrum Protect — YcTaHoBKa 1 06HoBneHue ons UNIX u Linux
Snapshot

— YcTaHoBKa 1 o6bHoBNeHne gna VMware

— YcTaHoBKa 1 obHoBneHne gna Windows

IBM Spectrum Protect for - - YcraHoBka Data Protection for SAP for Db2
Enterprise Resource Planning

— YctaHoBka Data Protection for SAP for Oracle

« Y106bI yCTAHOBUTH MPOrpamMMy Ha KIIMEHTCKOM y3/e BUPTYalbHOW MallWUHBbI, BbIMONHUTE
WHCTPYKLMM 015 BbIBpaHHOro TMna pe3epBHOro KoNmpoBaHus.

Tun pesepBHOro CcblIKa Ha UHCTPYKLMU
KOMUPOBaHUSA
Ecnv bl cobupaeTech — YCTaHOBWTb KJIMEHTOB Pe3ePBHOI0 KOMMPOBaHMS 1

co30aBaTb MNOJIHble pe3epBHbIe apxueupoBaHus UNIX u Linux
konuu VMware BupTyanbHbIX

MallWH, YCTaHOBUTE U
CKOH(UTYPUPYNTE KINEHT
pe3epBHOro KONMPOBaHUSA U
apxusupoBaHug IBM Spectrum

— [MepBasa ycTtaHoBKa knneHTa Windows

Protect.

Ecnv bl cobupaeTech - 3awumTa gaHHbIx Ana VMware

YyCTaHOBUTb NOCTOSAHHbIE )
MOMHble pe3epBHble KOMUM Cosert: lporpammy gns IBM Spectrum Protect for Virtual
BUPTYasIbHbIX MaLUVH, Environments n Ana knneHTa pe3epBHOro KONUMPOBaHUS U
yCTaHOBUTE W apXMBMPOBaHNA MOXHO MOMYYNTb B NakeTe yctaHoBKKu IBM
CKOHUrypupyiiTe IBM Spectrum Protect for Virtual Environments.

Spectrum Protect for Virtual
Environments v KnneHT
pe3epBHOro KONMPOBAHNUS U
aApPXMBUPOBAHMNS HA OLHOM U
TOM e KJIMEHTCKOM y3Jie unu
Ha pasHbIX KIMEHTCKMX y3ax.

2. YT06bl paspeLllmnTb KIMEHTY COEOUHATLCS C CepBepoM, fobaBbTe MM 06HOBUTE 3HAUYEHNS OMNLUIA
TCPSERVERADDRESS, TCPPORT 11 NODENAME B channe onuuni knveHTa. icnonb3yinTe 3HaueHus,
3anuncaHHble Npu perncTpaumm KnvenTa (pasgen “Permctpaumsa knneHtos” Ha cTp. 107).

« Ecnu knneHTbl ycTaHOB/EHBI B onepaunoHHon cucteme AIX, Linux unm Mac OS X, pobaBbTe
3Ha4YeHUs B hans CUCTEMHbBIX OMNUUIA KNMEHTa, dsm. sys.

« ECnu KNMEeHTbI yCTAHOBEHBI B onepaunoHHoi cucteme Windows, nobaBbTe 3HaueHUs B dhais
dsm.opt.

Mo ymonuaHuio, (baVlJ'Ibl ONuMIN HaxoJATCsa B KaTasnore YCTaHOBKMW.
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http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.db2/t_dperp_d_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.orc/t_dperp_o_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/client/t_inst_winclient.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.11/ve.user/vmware_container_topic.html

3. Ecnu Bbl YCTAHOBWIM KIIMEHT PE3EPBHONO KONMPOBaHUS U apXMBMPOBAHUSI B ONEPALLMOHHONM CUCTEME
Linux nunn Windows, To ycTtaHoBuUTe cnyxba ynpaBneHus KIMeHTaMun Ha knueHTe. CnegynTte
MHCTPYKLMAM B pasgene “YcTaHoBKa CiyxKbbl ynpaBieHus KIMeHToM” Ha cTp. 63.

4. CKOHMIypupymnTe KNNEHT OJ15 BbIMOMHEHMS 3anlaHMPOBaHHbIX onepauui. Cnenynte MHCTPYKUUSM B

~ 93

paspene “KoHdumrypupoBaHue KnvMeHTa A5 BbINOIHEHUS 3annaHMpoBaHHbIX onepaunn” Ha cTp. 110.

5. Heobs3aTenbHO: CKOH(MIypupymTe cBS3b Yepes bpaHgmayap. CnenynTte MHCTPYKLNSM B
paspene “KoHthurypmpoBaHue B3aMMOOENCTBUI MEXAY KTMEHTOM 1 cepBEePOM Yepes bpaHamayap”
Ha cTp. 112.

6. 3anycTuTe TECTOBOE pe3epBHOE KOMMPOBaHWe, UTOBbl NPOBEPUTD, 3aLLMLLEHBI N AaHHbIE, KaK Bbl
nAaHMpPOBaN.

Hanpumep, ong KineHTa pe3epBHOro KOMMPOBaHUA N apXMBUPOBAHWS BbIMOJIHUTE Clefytolme waru:

a) BoibepuTe Ha cTpaHuLue KnueHTbl KOMNoHeHTa LLeHTp onepaumii KNMeHT, 41 KOTOPOro Bbl XOTUTE
BbINO/HNTb Pe3epPBHOE KOMUPOBaHMe, U LeNKHUTe No Pe3epBHOe KonupoBaHue.

b) YbeauTech, UTO pe3epBHOE KONMMPOBAHMWE BbINOJIHEHO YCMELLHO 1 YTO HET HU NPeaynpexneHnin, Hu
coobuieHnn 06 ownbkax.

7. CnenuTe 3a pesynbTaTaMy 3anjaHMPOBaHHbIX Onepauuii KiineHTa B KOMMNoHeHTe LleHTp onepauui,

JanbHeuwune nencreus
YT106bl UI3MEHUTL HABOP 0OBEKTOB AN PE3EPBHOMO KONMUPOBAaHWSA, BbINOIHUTE UHCTPYKLMU B
pasgene “N3amMeHeHne obbemMa pe3epBHOro KoNMpoBaHUsA KnveHTa” Ha cTp. 116.

KoHdurypupoBaHue KNmMeHTa A BbiNOJIHEHUSA 3aNJIaHUPOBAHHbIX
onepauui

Bbl JOMKHBI CKOHdJl/II'ypl/IpOBaTb M 3anyCTuUTb NJ1AHUPOBLWMWK KJIMEHTA Ha KJITMEHTCKOM Y3J1€.
MNnaHnpoBLLUK KNneHTa obecneunBaeT B3aMmMogencTene MeXxay KIIMEHTOM U CepBEPOM, yTObbI MOrNN
BbIMOJIHATBLCS 3anjiaHMpPOBaHHbIe onepaumn. Hanpumep, 3annaHMpoBaHHble onepawmumn 06bIYHO
BKJItOUatOT B cebs pe3epBHOE KONMpoBaHne q)aVIﬂOB C KJIMEHTA.

06 3Tou 3apaue

MpeanoYTUTENbHbLIN METOL, 3aKNH4YaeTCs B TOM, UTOObI YCTAHOBUTb KIIMEHT PE3EPBHOr0 KOMMPOBaHUS U
apPXMBUPOBAHUNS Ha BCEX KITMEHTCKMX y3/1ax - TOrga Bbl CMOXeTe CKOH(UIYypMpoBaTh M 3anyCTUTb
NPWEMHMK KIIMEHTA Ha KITMEHTCKOM y3rnie. [pueMHUK KnrveHTa paspaboTaH ans apheKTMBHOIro
BbINOJIHEHUS 3aNNaHMPOBaHHbIX ONepaunin. NMpPUeMHMNK KNMEHTa ynpaBnseT NIaHUPOBLLUMKOM KITMEHTA,
yTOb6bI NNAHMPOBLLMK 3anycKascs, ToNbKo Korga ato Tpebyetcs:

« Korga HacTynuno Bpemsa 3anpocuTb CepBep O CliedyioLel 3aniaHnpoBaHHO onepawumm
« Korpga HacTynuno Bpems 3anyCcTUTb CNeaytoLLyto 3aniaHnpoBaHHy0 onepauuio

Mlcnonb3ys NpMeMHUK KJIMEHTA, Bbl MOXETE COKPATUTb YMUCNO0 HOHOBbIX MPOLECCOB Ha KIMEeHTe 1 MoMOoYb
nsbexaTb NPO6NEM coXpaHeHNa NaMATy.

MMpUEMHUK KNMEeHTa BbINOAHAET pacnucaHusa ANg cnegyowmnx NnpoayKTOB: KIIMEHT Pe3epBHOro
KOMMPOBaHUA 1 apxmBmpoBaHus, IBM Spectrum Protect for Databases, IBM Spectrum Protect for
Enterprise Resource Planning, IBM Spectrum Protect for Mail n IBM Spectrum Protect for Virtual
Environments. MNpu ycTaHOBKe NpoayKTa, A1 KOTOPOro MPUEMHUK KIIMEHTA He BbINOMIHAET pacnmcaHums,
cnepyvTe MHCTPYKLUMSAM MO KOH(MUIYPUPOBaHUIO B LOKYMEHTALMM NO MPOAYKTY, YTOObI MOXHO Bbl10
BbIMNOAHATL 3anaHNPOBaHHbIE onepaumun.

Ecnu Ha BaweMm npegnpusaTum Ncnosib3yeTcs CTOpOHHMVI MHCTPYMEHT NJIaHNpPOBaHNA B Ka4eCTBe
CTaH,D,apTHOVI NPaKTUKN, MOXXHO MCMONb30BaTb 3TOT MHCTPYMEHT MJ1aHNPOBAHUA KaK aJibTEPHATUBY
NPUEMHUKY KMEHTOB. Kak npaBunio, CTOPOHHNE WHCTPYMEHTbI NJIaHMPOBaHUS 3aMyCKakT NporpaMmmbl-
KJIMEeHTbl HaNpAaAMYyto, MCNOoNb3yda KOMaHbl OﬂepaLLI/IOHHOIZ cucteMsl. Ytobbl CKOHq)I/IprVIpOBaTb
CTOpOHHMl‘/lI MHCTPYMEHT NJIaHNPOBaHNA, CMOTPUTE OOKYMEHTAL MO MO NPOAOYKTY.
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Mpouenypa

YT10bbI CKOHd)I/IprVIpOBaTb N 3anyCTUTb NMNJIAHNPOBLUK KNTNEeHTa C MCMOJIb30OBaHNEM MNPUEMHUKA KITMEHTA,
cneu,yVlTe MHCTPYKUMAM ONd OﬂepaLlMOHHOVI CUCTEMbI, YCTaHOBJ'IeHHOlZ Ha KJINEHTCKOM y3ne:

AIX u Oracle Solaris

a.

Linux

B rpacdmueckom Nonb3oBaTeNbCKOM MHTEPENCE KITMEHTA PE3EPBHOIO KOMMPOBAHUS U
apxmBupoBaHus BoibepnTe U3MeHUTb > NMpeanouTeHns KAneHTa.

. LlenkHWTe no BkNagke Be6-KANEHT.
. B none Onuum ynpaensaembix cnyk6 wienkHute no Pacnucanme. Ecnu Bbl Takke XoTuTe, YTobbI

NPUEMHUK KJTMEHTa ynpaBnan Beb-KNMeHTOM, WwenkHuTe no onuunn U To, n apyroe.

. YUT06bI y6EANTBLCS, YTO MIAHMPOBLLMK MOXKET 3anyCTUTbCA 6e3 yyacTusi onepaTopa, 3ajante gis

onunn passwordaccess B hanne dsm. sys 3HaveHne generate.

. YT0bbI COXpaHMTb Naposib KIIMEHTCKOrO y31a, BBEAUTE CNeAyoLLYy0 KOMaHAY U YKaXnTe naponb

KNMNEHTCKOrO y3/1a, KOorga BaM 3To nNpensioxart:

dsmc query sess

. 3anycTuTe NPUEeMHUK KNIMeHTa, BBEAA B KOMaHAHOWN CTPOKE CeAyHOLLYI0 KOMaHAy:

/usxr/bin/dsmcad

. YT0bbl BKNIOYNTL aBTOMATUYECKUN 3anyCK npueMHuKa KnneHTa nocrie nepesanycka CUCTeMbl,

nobasbTe B (hain 3anycka cuctemsbl (06b1vHO, /etc/inittab) cneaytolyto sanuce:

tsm::once:/usr/bin/dsmcad > /dev/null 2>&1 # [Jemon Client Acceptor

. B rpachnmueckom nonb3oBaTeNbCKOM MHTEPENCE KITMEHTA PE3EPBHOIO KOMMPOBAHUS U

apx1MBMpoOBaHus BbibepuTe U3MeHUTb > NMpeanouTeHUs KAneHTa.

. LlenkHuTe no BkNagke Be6-KANEHT.
. B none Onuum ynpaensaembix cnyk6 wienkHuTe no Pacnucanme. Ecnm Bbl Takke XoTuTe, YTobbI

NPUEMHUK KJTMEHTa ynpaBnan Beb-KNMeHTOM, WwenkHuTe no onuunn U To, n apyroe.

. YUT06bI y6EeanTbLCS, YTO MIAHMPOBLLMK MOXET 3anyCTUTbCA 6e3 yyacTusi onepaTopa, 3agante gis

onunn passwordaccess B hanne dsm. sys 3HaveHue generate.

. Y706bI COXPaHNTb Naposib KNNEHTCKOrO y3/a, BBeguTe cnenyrlyo KOMaHay U yKaXnTe naposib

KNMNEHTCKOrO y3/ia, KOorga BaM 3To nNpenysioxart:

dsmc query sess

. 3anycTuTe NPUEMHUK KNMEHTa, BOMAS B CMCTeMY OT MMeHu ID nonb3oBaTens root 1 BBegs

cnenytoLLyo KoMaHay:

service dsmcad start

. YT0bbI BKNIOYNTL aBTOMATUYECKUN 3anyCcK npueMHuKa KnneHTa nocrie nepesanycka CUCTeMbl,

nobaBbTe cnyxby, BBeAs B KOMaHLHOW CTPOKe 060/104KN CReayoLLyto KOMaHay:

# chkconfig --add dsmcad

MAC 0S X

a.

b.

C.

B rpacdmyeckom Nonb30oBaTeNbCKOM MHTEPENCE KITMEHTA PE3EPBHOI0 KOMMPOBaHUS U
apxvmBupoBaHus BoibepnTe U3MeHUTb > NMpeanouTeHns KAneHTa.

YTob6bl NNaHMpPOBLLMK MOT 3anyckaTbes 6e3 yuacTus onepartopa, WenkHUTe no ABTopusauus,
Bbi6GepuTe FeHepuMpoBaHue nNaponsau LenkHuTe no MpUMeHUTb.

YT06bI yKa3aTh, Kak OCYLLECTBSETCS ynpaBneHue cnyxbamu, wenkHnuTe no Be6-knueHT,
BblbepnTe PacnucaHue, wenkHute no NMNpumeHutb 1 Bbibepnte OK.
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d. YT0bbI CreHeprpoBaHHbIV Naposib 6bil COXpPaHEH, Nepe3anycTuTe KIIMEHT Pe3epBHOro
KOMWPOBaHNSA M apXMBUPOBAHMUSI.

e. Micnonb3ynTte ong sanycka npueMHuKa KaveHTa npunoxeHue MHcTpymeHTsl IBM Spectrum
Protect ona agMnMHMCTPaTOpOB.
Windows

a. B rpacinmueckom nonb3oBaTENbCKOM MHTEPENCE KTMEHTA PE3EPBHOM0 KOMMPOBaHUS U
apxvBMpOBaHUsA BbibepnTe YTUAUTBI > MacTep HacTpoiku > MoMoub MHe CKOH(hUrypupoBaTtb
MnaHupoBWUK KNueHTa. LLenkHnte no Nanee.

b. MpouTnTe MHGopPMaLMM Ha CTpaHMLLE MAcTepa MJIAHUPOBLLMKA M HaXKMUTe [Oanee.

c. Ha cTpaHuue 3apaya NNaHUPOBLLUKA BbibepnTe YCTAHOBUTb HOBbI UM JONONTHUTENbHbIM
NJaHUPOBLMK 1 HaXxxMuTe Janee.

d. Ha cTpaHuue UMa n pacnonoxkeHue NIaHNPOBLLMKA 3a8aMTe MMa ans nobasnsemoro
NnnaHWpoBLLMKa kNneHTa. 3aTeM BbibepuTe Ucnonb3oBaThb Client Acceptor Daemon (CAD), uTo6bl
yNpaBnsiTh NIaHMPOBLUMKOM, K HAXXMUTe [danee.

e. BBeguTe MMa, KOTOPOE Bbl XOTUTE MNPUCBOMTL 3TOMY NPUEMHUKY KJIMEHTA. MIMS MO yMOnYaHuto -
Client Acceptor. LLlenkHuTe no Oanee.

f. BbINoNIHWUTE KOHUIYypMpOBaHMe, BbIMOMHAS Wark B MacTepe.

g. ObHoBUTE (haln onunin kKnueHTa, dsm.opt, 1 3apanTe gns onunm passwordaccess 3HayeHne
generate.

h. YTo6bl COXpaHWUTb Naposib KIIMEHTCKOro y3Na, BBEAUTE B KOMaHOHOW CTPOKe CleayoLLyto
KoMaHay:

dsmc query sess

Korga Bam 310 npennoxat, BBeanTe Naposib KJIMEHTCKOro ysna.

. 3anyctute cnyxby npueMHmuKa KnneHTa 13 naHenv YnpaeneHue cnyxb6amu. Hanpumep, ecnu Bbl
MCnosb30Banu UMs no ymonuvaHuto, sanyctmute Cnyxba Client Acceptor. He 3anyckanTe cnyxby
NIaHUPOBLLMKA, 3a4aHHYI0 BaMM Ha CTpaHuue UMAa n MecToOHaXoXXaeHUe NJIaHUPOBLLUKA.
Cny»x6a nnaHMpoBLLMKA aBTOMATUYECKM 3aMycKaeTcs U OCTaHaBMBaeTCs cnyxbol npneMHmKa
KJIMeHTa no mepe HeobxoaMMoCTH.

KoHdurypupoBaHue B3aumMoaecTBUii MeXXAy KJIMEHTOM U cepBepoM uepes
6paHgMayap

Ecnu KNMeHT OoMXeH CBA3bIBaTbCA C CEpBEPOM Yepe3 bpaHaMayap, HYXHO BKIIOUNTb CBA3b MeXay
K/IMEHTOM 1 CepBepoM Yvepes bpaHamayap.

I'Ipemp,e YyeM HauaTb

Ecnu ons perncrpauumn KNMeHTOB Bbl UCMONb30BaIN MacTep Aob6aBNeHNS KIIMEHTOB, HaNauTe B hanne
OMNUMI KNIMEHTA 3HAYEHMS OMNUMIA, NOSTyYEHHbIE BaMM B X04e 3TOro npouecca. [ns ykasaHns nopTos
MOXHO MCMONb30BaTb 3HAUYEHMS.

06 3Tou 3apaue

A BHuMaHue: He koHurypmpynTe 6paHamayap, MCNonb3ys MeTo, KOTOPbI Mor 6bl Bbi3BaTb

npekpalleHne ceaHcoB, UCMOb3yeMbIX CEPBEPOM MW areHTOM XpaHeHus. MNpekpalleHne
OEeVCTBUTENbHOMO CeaHca MOXET Bbi3BaTb HEMpeaCcKasyeMble NOCAeACTBMS. MoXeT nokasartbcs,
YTO NMPOLLECCHI M CeaHCbl OCTAHOBUINCH M3-3a OWMBOK BBOAA-BbIBOAA. YTOObI MOMOYb MCKHOUNTD
CEaHCbl U3 OrpaHNYEeHNn TanM-ayTa, CKOH(UIYPUPYNTE N3BECTHbIE MOPTbI AN KOMMNOHEHTOB IBM
Spectrum Protect. Y6eguTtecb uto ans cepsepHon onunn KEEPALIVE octanocb 3agaHHbIM
3HaudeHwue no ymonyaHuio YES. 3To nomoxeT BaM ybeguTbCs, UTO CBA3M KJIMEHT/cepBep He
npepbiBaeTca. MHCTPYKLUM OTHOCUTENBLHO TOrO, Kak 3agath onuuto cepeepa KEEPALIVE
cMmoTpuTe B pasgene KEEPALIVE.
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Mpouenypa
OTKponTe cneayrowme nopTbl, UTObbl paspelnTb [OCTyN Yepe3 bpaHaMmayap:

MopTt TCP/IP pnst KNueHTa pe3epBHOro KONMPOBAHUA U APXUBUPOBAHUSA, A/MUHUCTPATUBHOIO
KJIMeHTa KOMaHAHOM CTPOKM U NNAHUPOBLLMKA K/TIUEeHTA
3apanTe nopT, ucnonb3ys onuuto tecppoxt B hanne onumii knueHTa. Onumsa tecppoxt B danne
ONuUMIN KNMeHTa JoNXHa coBnapaTb ¢ onuyuert TCPPORT B chanine onumn cepeepa. 3HadeHne no
yMonyaHuto - 1500. Ecnu Bbl pelumTe UCnonib3oBaTb Kakoe-nnbo 3HaueHue, oTanyaroLLeecs ot
3Ha4YeHMs No YMOMYaHUI, 3afanTe YmMcno B gmanasoHe 1024-32767.

Mopt HTTP gnsa BKAOUYEHUS B3aUMOAEUCTBUI MeXKAY Be6-KJIMeHTOM 1 yaaneHHbIMU pabounmu
CTaHUMAMMU
3apanTe nopT gns yoaneHHomn pabouen ctaHumu, 3agas onuunto httpport B anne onuunii knneHTa
ypaneHHon paboyelt cTaHLmMKW,. 3HaveHWe no ymonyanumio - 1581.

MopTbl TCP/IP pnsa ypaneHHoi paboueit CTaHUMU
3HaveHwue no ymosyaHuio paBHo 0 (HOJb); OHO YKasblBaeT, YTo ABa CBOGOAHbIX HOMepa NopToB
CnyyYamHbIM 06pa3oM HasHavaroTCs yaaneHHon paboyer cTaHUUKU. ECnv Bbl HE XOTUTE, YTOBbLI HOMepa
NMOPTOB HasHayanMCb NPOM3BONbHLIM 06pa3oM, 3aaarTe 3HaYeHUs, 3aaaB onunio webpoxts B havine
ONUUI KNMeHTa yaaneHHon pabouen ctaHLMN.

NopTt TCP/IP pna ceaHcOB aAMUHUCTPUPOBAHUSA
3apanTe NOpT, HA KOTOPOM CepBep oxumaaeT TpeboBaHMIM YCTAHOBIEHMS CEaHCOB
aAMUHUCTPATMBHOIO KNMeHTa. 3HaueHMe onuun knmeHTa tepadminpoxt nonxkHo coBnagatb C
onuwnen cepsepa TCPADMINPORT. TakuM cnocobom Bbl CMOXeTe 3alUTUTb aAMUHUCTPATUBHbIE
CeaHCbl B YaCTHOW CETMU.

ynpasneHue onepauuamMm KJIMEHTOB

Bbl MOXeTe OLLeHUTb 1 YCTPaHUTb OLUMBKK, CBA3AHHbIE C KIIMEHTOM Pe3epBHOIro KONMPOBaHUs U
apXMBUPOBAHNA, UCMONb3YsA KOMMNOHEHT LIeHTp onepaLmnii, KOTopbIi NpefocTaBaseT pekoMeHaaumm no
YCTpaHEeHMo OLMBOK. B cnyyae ownboK Ha KJIMeHTax Opyrux TUMNOB BaM crefyeT U3yunTb KypHasbl
OWNBOK Ha KNIMEHTE M 03HAKOMMUTLCA C AOKYMEHTALMEeN No NPoayKTY.

06 aTou 3apave

B HeKoTOpbIX Cy4Yasix OWMOKM KTMEHTOB MOXHO YCTPaHUTb, OCTAHOBUB W Nepe3anycTB NPUeMHUK
KnueHTa. Ecnu knneHTckme y3nbl unun ID agMrMHMUCTpaTOpa OKaxyTcs 3ab/10KMpPOBaHbIl, Bbl CMOXeTe
yCTpaHuUTb Npobnemy, pazbnoknpoBas KNNEHTCKNUIA y3en unmn ID agMuHMCTpaTopa, a 3aTem
nepeycTaHOBMWB NapoJib.

MoapobHbie MHCTPYKLUMK MO BbIIBIEHMIO Y YCTPAHEHUIO OWMOOK KIIMEHTOB CMOTpUTE B pasaese
YcTpaHeHve npobsieM KJIMEeHTOB.

OueHKa oWMBOoK B XXypHanax ownboK KIMeHToB

OWwmbKN KNMEeHTa MOXHO YCTPaHUTb, NOJYYMB PEKOMEHOALMM U3 KOMMNOHeHTa LleHTp onepaumii nunu
NPOCMOTPEB XYpPHanbl OWMOOK Ha KITUEHTE.

Mpe>xpe yeM HavaTtb

YT06bl YCTPAHUTb OWMOKN HA KIMEHTE PEe3ePBHOr0 KOMMPOBaHUS U apXMBMPOBAHMS B ONEpPaLMOHHON
cucteme Linux nnn Windows, ybeguTtech, 4To y Bac ycTaHOBEHa M 3anylleHa cnyxba cnyxba
yMNpaBneHns KNMeHTaMmn. MHCTPYKLUMKM NO YCTAHOBKE CMOTPUTE B pasaene “YcTaHoBKa Cnyxbbl
yMpaBneHns KIMeHToM” Ha cTp. 63. VIHCTPYKLMK NO NPOBEPKE YCTAHOBKM CMOTPUTE B

pasgene “lNpoBepKa Toro, NpaBUIbHO NN yCTaHOBMIEHA Cnyxba ynpaBrieHns KnmeHTammn” Ha cTp. 64.

Mpouepypa

YT06bI AMArHOCTMPOBATbL M YCTPAHUTb OWNOKN KNNEHTA, BbINOJHUTE O4HO M3 Clenyowmx oencTBui:

YacTb 4. YnpaBneHue onepauusaMm ong AUCKOBOMo pelleHnsa ¢ HeCKONbKUMK nnowaakammy 113


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.0/tshoot/r_pdg_clidiagtips.html

« Ecnu cny>+<6a cny>+<6a ynpaBieHna KJIMeHTaMn yCTaHOBJ1IEHA HA KITMEHTCKOM Yy3J1€, BbINOJTHUTE
cnepywuine warnu:

a) Ha cTpaHuue 063opa B KOMMNOHeHTe LieHTp onepauunii wenkHuTe no KnueHTbl 1 BoibepuTe KIMEHT.
b) WenkHuTe no CBepgeHus.
¢) Ha cTpaHuue CBogka KNMEHTA LWeNKHMUTE No BKNaaKe JuarHocTuka.
d) MpouTnTe nonyyeHHble coobLieHns xxypHana.
CoseTbl:

— YT1o6bl NOKa3aTb UM CKPbITb NaHesNb XXypHanbl KNWeHTa, ABaX bl LLENKHUTE N0 CTPOKe
XypHanbl knueHTa.

— YT106bI MU3MEHUTDb pasmep naHenu XXypHarsbl KINMEHTa, WeNKHUTE no cTpoke XXypHanbl KNneHTa 1
nepeTtalnTe ee B Hy>XHOe MNMoJjioXKeHune.

Ecnu Ha cTpaHuue [MarHocTMKa nokasaHbl peKomMeHgaLumm, Bbl6epI/ITe pekoMeHpaumto. B naHenm
XKypHanbl KNMeHTa coobuieHus XYpHana KJIneHTa, C KOTOpPbIMKU CBA3aHbl peKkoMeHaaunu,
BblaeneHbl.

e) Micnonb3yiiTe pekoMeHaaLmm, YTobbl yCTpaHUTb NPo6eMsbl, yKaszaHHble B COOBLLEHNAX 06
owmnbkax.

CoBeT: PekoMeHaaL M1 NpeaocTaBNaoTCa He AJ19 BCeX COOBLLEeHUIN KNNEHTOB.

« Ecnu cnyxba cnyxba ynpaBneHus KNMeHTaMun He yCTaHOBEHA Ha KIIMEHTCKOM y3/1e, CMOTpUTE
XYpHasbl olIMBOK YCTAaHOBNEHHOIO KITMEHTA.

OcTtaHOBKa U nepe3anyCckK npueMHuUKa KJimeHTa

Ecnuv Bbl UI3MeHWTE KOH(UIrypaLuio Ballero peLleHuns, BaM Hy>Ho byaeT nepe3anycTuTb NPUEMHUK
K/IMEHTA Ha BCEX KJIMEHTCKUX y3nax, rAe YCTaHOBMEH K/TMEHT PE3EPBHOM0 KOMMPOBAHUSA U
apXMBUPOBAHUS.

06 aTou 3apave

B HeKkoTOpbIX criydasax owmnbKn NnJ1aHNpPoOBaHUA KJIIMEHTOB MOXHO YCTPAaHNUTb, OCTAHOBWB U Nepe3anyCcTtnB
NMPUEMHUK KJIMEHTA. YT106bI 3anjlaHMpoBaHHbIe onepaunn MOrn BbINOHATBCA Ha KITNMEHTEe, MPUeMHUK
KJINEeHTa OOoJ1XKEeH pa6OTaTb. Hanpwumep, ecnu Bbl nameHuTte IP-agpec nnm nMg AoMeHe cepBepa, Bbl
OOJKHbI 6yp,eTe nepe3anyCctnuTtb NPUEMHUK KNNEHTAa.

Mpouepypa
CnenynTe NHCTPYKLMAM AN ONepaLnoHHON CUCTEMbI, yCTAHOBJIEHHOW Ha KJTMEHTCKOM y3ne:
AIX u Oracle Solaris

» YT06bl OCTAaHOBUTb NPUEMHUK KIIMEHTa, BbINONHWUTE Clieaytolme 0eiCTBUA:

a. OnpepenuTe ID npoLecca NpuemMHNKa KNMeHTa, BBeAS B KOMaHAHON CTPOKE CleayioLLyto
KOMaHay:

ps -ef | grep dsmcad

O3HakoMbTeCh € BbIBOOOM. B NnpuBegeHHOM HMXKe NpuMepe BbIXOAHOW MHGopMaummn 6764 - 310
ID npouecca npnemMHumKa KneHTa:

root 6764 1 0 16:26:35 ? 0:00 /usr/bin/dsmcad
b. BBeguTe cnegytoLyo KOMaHay B KOMaHAHOM CTPOKE:
kill -9 PID

roe PID 3apaet ID npouecca npueMHmMKa KmMeHTa.
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* YT0b6bI 3anyCTtuTb NPUEMHUK KNNEHTa, BBEOUTE B KOMaHOHOM CTpOKe crieayruyro KoMmaHay:

/usr/bin/dsmcad

Linux

» Y106bI OCTAHOBUTbL NPUEMHUK KNneHTa (HO He nepesanyckaTb ero), BBegmTe CleaytoLyto KOMaHay:
# service dsmcad stop
* YT106bI OCTAHOBUTbL U nepe3anyCctnTb NPpUMeMHUK KJIMEHTa, BBeauTe creayrouime KoMaHabl:

{# service dsmcad restart

MAC 0S X
Bbibepute MpunoxxeHus > YTunurbl > TepMuHan.

» YT06bI OCTAHOBUTb NPUEMHMK KIMEHTa, BBEAMTE CEeayOLLYt0 KOMaHay:
/bin/launchctl unload -w com.ibm.tivoli.dsmcad
« Y106bI 3aNyCTUTb NPUEMHWK KINEHTA, BBEOMUTE CEAYIOLLYI0O KOMaHAY:

/bin/launchctl load -w com.ibm.tivoli.dsmcad

Windows
» YT106bI OCTAHOBUTbL CNYX6Y NPUEMHUKA KNTMEeHTa, BbIMONHUTE crieaytollne 0encTBus:

a. BoibepuTte Myck > ABMUHUCTpUpPOBaHUe > Cnyx6bl.
b. OBaxkabl WenKH1Te no cny>be npneMHnKa KnmeHTa.
c. WenkHuTte no OctaHoBUTHL 1 OK.
« YTo6bI NepesanycTutb cnyxby NpreMHmnKa KNMEeHTa, BbINOSIHUTE crefyowme LeNCcTBIS:
a. BoibepuTte Myck > ApMUHUCTpUpPOBaHUue > Cny>6bl.
b. OBaxkabl WenKH1Te no cny>be npneMHnKa KnmeHTa.
c. WenkHuTte no 3anyck n OK.

WHdopmMauusa, cBs3aHHasa ¢ AaHHOMU
YcTpaHeHve npobnem pacnucaHuii KIMeHTOB

N3MeHeHMe naponei

Ecnv naponb onsa knueHTCKoro ysna unv ID agMnuHUcTpaTopa oKaxeTcs noTepsH unm 3abbiT, Bbl MOXeTe
nepeycTaHOBMTb Naposib. Ecnu byneT npefnprMHATO HECKOJIbKO MOMbITOK MOMNYYUTb OOCTYMN K CUCTEME C
MCMNONb30BaHMEM HENPaBUIIbHOIO Napos, 3TO MOXET NPUBECTU K BNOKMPOBKE KNMEHTCKOro y3na unu ID
aAMUHUCTPATOpa. Bbl MOXeTe BbIMONHUTL PAg Waros, YTobbl yCTpaHUTb 3Ty Nnpobnemy.

Mpouenypa
YT106bI YCTPAHUTb OWNOKK NAPOsEN, BbINMOJHUTE OAHO M3 CNenyLWmnx oencTBUn:

«  EcnuknneHt pe3epBHOro KonnpoBaHMA N apXmMBNUpPOBaHNA YCTaHOBJ1IEH Ha KIMEHTCKOM Yy3J1e, a
naposib 6bin noTepaH nnun 3a6bIT, BbIMO/IHUTE cnegyrowme warnu:

1. CreHepupymnTe HOBbIN Naponb, BBeas komaHnoy UPDATE NODE:

update node umsa_ysna
Hoswblli_naponb forcepwreset=yes

roe ums_yszaa - aTo KJINEHTCKUM y3en, a HOBbId_nClpOﬂb - 3TO Napo/ib, KOTOprVI Bbl HA3Ha4aeTe.
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2. MpounHdopMupynTe Bnagenbla KNMeHTCKoro yana ob nameHeHHoM napone. Korgoa Bnagenet,
K/TMEHTCKOro y3na BXoOuT B CUCTEMY C UCMOJSIb30BaHWEM YKAa3aHHOMO Naposis, HOBbIN Naposib
reHepupyeTcs aBToMaTUYeCKuW. ITOT Naposib HEM3BECTEH Nob3oBaTeNsAM, UTob nossonsaeT
coenatb 3awmTy 6onee cTporomn.

CogerT: [aposib reHepupyeTCcs aBTOMATUYECKU, ECNU Bbl paHee 3a4anu 4ns onuum
passwordaccess 3HaueHne generate B halisie onuuin KNmeHTa.

- Ecnu AAMUHNCTPATOP OKaXKeTcq 38.6J'IOKI/IpOBaH n3-3a r|p06r|eM, CBA3aHHbIX C MaponemMm, BbiNOJTHUTE
cnegywume warnu:

1. Ytobbl 0becneunTb aAMUHUCTPATOPY JOCTYN K cepBepy, BBeamTe komaHay UNLOCK ADMIN.
NHcTpykumm cmoTpuTe B pasaene UNLOCK ADMIN (pasbnoknpoBaHve agMUHUCTPATOPA).

2. 3apanTe HOBbIN Naposb, ncnonbdya komaHaoy UPDATE ADMIN:

update admin umsa_admuHucmpamopa
HoseblIli_naposb
forcepwreset=yes

roe ums_adMUuHUCTPATOPd - 3TO UMA aIMUHUCTPATOPA, a HOBbIU_Naposib - 3TO NapoJsib, KOTOPLIN Bbl
HasHauvaeTe.

« Ecnu knueHTCKNN y3en 3a6ﬂOKVIpOBaH, BbINOJIHUTE Ccneayroume waru:

1. OnpenenuTte, NoUYEMy KIIMEHTCKUI y3es 3ab/TOKMPOBaH 1 HYXXHO NN ero pa3brioknpoBaThb.
Hanpvmep, ecnu KNMEeHTCKUIA y3en OKaXXeTcs CnucaH, OH yaanseTcs U3 NponsBOACTBEHHON cpedbl.
O6paTnTb ONepaLmio CNMCAHNS HeNMb3s, U KITMEHTCKUIA y3e ocTaHeTcs 3a6/T0KMPOBaHHbIM.
KNMeHTCKMI y3e TaKKe MOXKEeT 0Ka3aTbcsl 3a6/10KMPOBaHHbIM, eC/V AaHHbIE KIMeHTa ABNSOTCS
npeaMeToM OPUANYECKOro N3yUeHus.

2. Ecnv BaM Hy»HO pa3bnoknpoBaTth KINMEHTCKMIA y3en, ucnonb3ynte komaHoy UNLOCK NODE.
NHcTpykumm cmoTpuTe B pasgene UNLOCK NODE (Pa3bnoknpoBaTb KIMEHTCKUI y3en).

3. CreHepupymnTe HOBbIN Naposb, BBeasa komaHaoy UPDATE NODE:

update node ums_ysna
Hosoili_naponb forcepwreset=yes

roe umsd_yszsa 3agaeT uM4d y3na, a HOBbIlj_nClpOflb - 3TO NapoJib, KOTOprVI Bbl HA3Ha4aeTe.

4. MponHhopMupyinTe BNagenbla KNMeHTCKOro y3na 06 nsmeHeHHom napose. Korga Bnagenel,
KIMEHTCKOTO y3/1a BXOAUT B CUCTEMY C MCMOSIb30BAHNEM YKAa3aHHOI0 MNaposs, HOBbIM Naposib
reHepupyeTcs aBToMaTU4YeCcKu. ITOT Naposib HEM3BECTEH NOMb30BaTeNsAM, UTob nossonsaeT
choenaTb 3awmnTy 6onee cTporon.

Coser: [1aponb reHepupyeTca aBTOMaTUYECKN, €CNKY Bbl paHee 3agany ang onuum
passwordaccess 3HaueHue generate B hansie onuunin KIMeHTa.

N3meHeHue ob6bema pe3epBHOro KonnposaHuda KJiimeHTa

Mpw HacTpOMKe onepaLmii pe3epBHOro KONMPOBaHUS KIMEHTA NPeANOUTUTENIbHOW NPaKTUKON ABNSETCS
NCKtoueHne 06beKTOB, KOTOPbIe BaM He TpebytoTca. Hanpumep, 06blMHO MMEEeT CMbICT UCKITHOUNTb U3
onepauun pesepBHOro KOMMPOBaHWS BPEMEHHbIe (hanibl.

06 aTOM 3apaue

NcknoueHne HEHYXHbIX 06beKkToB 13 orlepau,mh pe3epBHOro KonMpoBaHna NO3BONAET ny4ylle
KOHTPOJINpPOBaTb obbem NPOCTPaHCTBa XpaHeHU4, H606XOD,MMOFO ana onepau,mﬁ pe3epBHOro
KOnMnpoBaHu4A, a TaKXXe pacxobl Ha XpaHeEHNKE. B 3aBucMMOCTM OT Bawlero nakerta NNMUEeH3NnpPoBaHNA BaM,
BO3MOXHO, TaKXe yOacTtCd orpaHn4ynTb pacxonbl, CBA3aHHbI€ C IMLLEH3NPOBaHNEM.

Mpoueaypa

To, KaK Bbl U3MeHsieTe MacliTab onepawmii No pe3epBHOMY KOMMPOBAHUIO, 3aBUCUT OT NPOOYKTA,
YCTaHOB/IEHHOMO Ha K/TMEHTCKOM y3ne:
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« [ns KNNMeHTa pe3epBHOro KONMPOBAHUS M apXMBUPOBAHUSA MOXHO CO30aTb CMINCOK BKOYEHMSA-
NCKIIIOYEHMS, UTOBbI BKNIOYNUTBL hannbl, Fpynnbl hansioB Unmn katanoru B onepaumum pesepsHoro
KOMUPOBAHUS UNN UCKJTIOUYUTDb UX U3 3TUX onepaumii. YTobbl co3aaTb CMUCOK BKIKOUEHUS -
NCKOUEeHns, cnengymnTe MHCTpPYKUMSaM B pasgene Co3gaHune cnucka include-exclude.

YT106bI 06ECNEYNTL HENPOTUBOPEUMBOE UCMONb30BaHME CINCKA BKTHOUEHUS-UCKITIOYEHWS A8 BCeX
K/TMEHTOB O[HOI0 TUMNA, MOXHO CO34aTh Ha cepBepe Habop onuuni KNMeHTa, cogepKaLini
HeobxoauMble onuun. 3aTeM Bbl HA3HaUYaeTe Habop ONUMIA KIIMEHTA KaXXO0MY U3 KITMEHTOB TOMO XKe
Tuna. [lononHUTeNbHbIE CBEAEHMSA CMOTPUTE B pasaene YnpasneHue onepaunsmMmn KnneHTa yepes
Habopbl ONUMA KNMEHTOB.

. ,D,J'IH KNNEeHTa pe3epBHOro KoOnMpoBaHUA N apXnBMpPoBaHUA MOXXHO 3a4aTb 0b6beKThbl B onepaunn
NHKPEMEHTHOro pe3epBHOr0 KONMpPOBaHUS, Ucnosb3ysa onumto domain. Cnegynte NMHCTPYKUMAM B
pasgene Domain, onuus.

« B cnyvyae opyrux npoayKToB, YTobbl yKasaTb, KakmMe 06beKTbl BKIOUYAKOTCA B OnepaLumn pesepsHoro
KOMMPOBAaHWA, a KakKune - UCKIUatoTCa U3 3TUX onepawuuii, cneaynTe UHCTPYKLMAM B AOKYMEHTaLUN
Mo NPOAYKTY.

ynpasneHue OGHOBNIEHUAMU KJZINEHTOB

Korpa noasurtca naket MCHpaBﬂeHMVI M NpoMexyTovyHoe ncnpassieHne gna KJiIneHTa, Bbl CMOXeTe
06HOBUTb K/IMEHT, YTOBbI BOCMO/Ib30BaTbCSH npenmyuwiectBamu B yny4yleHHOM NpoaykKTe. CepBepr n
KJINEHTbl MOXHO 0OHOBNSATH B pa3Hoe BpeM4d, N OHN MOTYyT HaxXoanTbCA Ha Pa3HbIX YPOBHAX (C
HEKOTOPbIMU OrpaHMHeHMﬂMM).

Mpe>xkpe yeM HayaTtb

1. MpouTnTe TPpeboBaHNS K COBMECTMMOCTU KJIMEHTOB/CEpPBEPOB B pasaesie 3amMmevaHuns o
COBMecCTMMOCTU 1 obHoBNeHuM IBM Spectrum Protect . Ecniv Bale pelueHne BKoYaeT B cebs
cepBepbl UK KNMeHTbl ¢ boniee paHHMM ypoBHEM Bepcuun, yem V7.1, cMoTpuTe pekoMeHpaumm, 4tTobel
ybeamnTbCs, YTO OnepaLmumn pesepBHOro KOMMPOBAHUS U apXMBUPOBAHMSA KNMEHTA He ByayT HapyLleHbI.

2. Y3HalTe o TpeboBaHMAX K cMCcTeMe ANa KMeHTa B pasgene MNopaepkmBaeMble onepaumnoHHble
CUCTEMbI ONA .

3. Ecnu pelueHne CopepsKuT areHTbl XpaHeHUst U 6UBIMoTeYHble KTMeHTbl, 03HAKOMbTECH C
nHopMaLMein 0 COBMECTUMOCTUN areHTOB XpaHeHNsa 1 6UBIMOTEeYHbIX KTMEHTOB C CEpBeEpamu,
CKOH(MIypMpPOBaHHbLIMK B Ka4ecTBe MeHemKepoB 6ubnmotek. CMoTpuTe pasgen CoBMeCTMMOCTb
areHTa xpaHeHus 1 6ubNNoTeYHOro KnneHTa c cepepoM IBM Spectrum Protect .

Ecnu Bbl cobnpaeTtecb 06HOBUTL MeHemxepa 6bubnmnotek n 6bANoTEYHbIN KIIMEHT, CHavana HyXHo
06HOBUTb MeHepkepa bubnumoTek.

Mpouepypa
[ns 06HOBNEHUA NPOrpaMMHOro obecrneyeHns BbIMOSIHUTE MHCTPYKLMK, MEPEUNCTIEHHbIE B CiedytoLein
Tabnuue.

MporpamMmMa CcblIKa HA MHCTPYKLUU

KnuneHT pesepsHoro » MnaHupoBaHne 06HOBNEHNUI KIUEHTOB

KOMMPOBaHUSA N apXMBUPOBaHUS
IBM Spectrum Protect

IBM Spectrum Protect Snapshot  |. ycranoska 1 06HoBneHre gns UNIX u Linux

« YcTaHoBKa 1 obHoBneHne ana VMware

« YcTtaHoBKa 1 obHoBneHune ana Windows
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https://www.ibm.com/support/pages/node/84861
https://www.ibm.com/support/pages/node/84861
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/98083
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin/t_deploy_baclient.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html

Mporpamma CCbIJIKA HA MHCTPYKLUK

IBM Spectrum Protect for « O6HoBneHue Data Protection for SQL Server
Databases

« YctaHoBka Data Protection for Oracle

 YcTaHOBKa, 06HOBNEHWE U NepeHacTporKa

IBM Spectrum Protect for « O6HOBNEHME

Enterprise Resource Planning O6HoBNEHME

IBM Spectrum Protect for Mail « YcraHoBka Data Protection for IBM Domino B cucteme UNIX, AIX unu
Linux (V7.1.0)

« YcTtaHoBka Data Protection for IBM Domino B cucteme Windows (V7.1.0)

+ YcTaHoBKa, 06HOBNEHME M NepeHacTporika

IBM Spectrum Protect for Virtual |. ycranoska u o6HoBREHME
Environments

» YcTaHoBKa 1 obHoBneHune Data Protection for Microsoft Hyper-V

CnucaHue KNMEHTCKOro y3na

Ecnu knueHTCKu y3en bonblie He TpebyeTcsi, MOXHO 3amyCTUTb NPOLLECC AM1S ero yaaNeHus U3
NpPOn3BOACTBEHHON cpenbl. Hanpumep, ecnv paboyas cTaHLMS NPOM3BOAMIIA PE3EPBHOE KOMMPOBaHUE
OaHHbIX Ha cepBep IBM Spectrum Protect, Ho pabouas cTaHuma bonblie He MCnonb3yeTcs, pabouyto
CTaHUMI0 MOXHO CnucaTh (BbIBECTU U3 UCMONb30BaHNMS).

06 aTou 3apave

Mpwu 3anycke npouecca cnucaHusa cepsep 6NOKMpPYET KIMEHTCKUIA y3en, YTobbl noMelaTh eMy NoNyUYnThb
0oCTyn K cepaepy. @ainbl, NpuHaanexaline KNMeHTCKOMY Y3y, NOCTeNeHHO yaanaTca, 1 3aTem
yoanaeTca KINMEHTCKUI y3en. MoXHO cnucaTtb CneayoLme TUMbl KNMEHTCKUX Y3M0B:

KnueHTckue y3nbl NPUNIOXKeHUs
K KNMEHTCKMM y3/1aM NpUNoXeHU OTHOCATCS CepBEpPbI 3NEKTPOHHOM NoYThl, 6a3bl 4aHHbIX U gpyrue
npunoxexus. Hanpumep, KNIMEHTCKUM Y3/10M NPUIOXKEHMS MOXET BbITb Ntoboe 13 cnemytowmnx
NPUIOXEHN:

« IBM Spectrum Protect Snapshot

« IBM Spectrum Protect for Databases

- IBM Spectrum Protect for Enterprise Resource Planning
« IBM Spectrum Protect for Mail

« IBM Spectrum Protect for Virtual Environments

KnueHTcKMe y3nbl KOMNbIOTEPOB
B uncno KNMeHTCKMX y3/10B KOMMNbIOTEPOB BXOASAT paboune ctaHumum, cepaepbl hannoB NAS 1
KnneHTbl APL.

KnueHTCKMe y3nbl BUPTYaNibHbIX MaLUUH
KnneHTCcKMe y3/bl BUPTYasbHbIX MaLUWH NPEACTaBNsA0T cobol OTAENbHbIE XOCTbI-FOCTU B
runepeusope. Kaxnaa BUpTyanbHaa MallnHa NpefcTaBneHa Kak hainosoe NpocTpaHCTBO.

OrpaHuueHue: Henb3s cnucatb KIMEHTCKUI y3en 0ObeKToB.

MpocTenwnn MeToL CNUCcCaHMa KIIMEHTCKOrO y3a 3ak4aeTcs B TOM, UTobbl ucnonb3osathb LleHTp
onepauui. MNMpouecc cnucaHmnsa BbINONHAETCS B (QOHOBOM pexume. ECnn KNMeHT CKOHMIypupoBaH ans
pennuKaLmm AaHHbIX KNUeHTa, LleHTp onepaumii, npexae 4em cnmcaTb KIIMEHT, aBTOMATUYECKM yaanuT
KJTIMEHT 13 pennnkKaum Ha UCXOLHOM 1 LLefIeBOM CepBepax penankaumu.
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http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpsql_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.db2/t_dperp_d_install_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.11/erp.orc/t_dperp_o_install_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.12/ve.inst/t_ve_installing.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.11/ve.hv/c_ve_hv_inst_plan.html

CoseT: JInbo MOXHO cnucaTtb KNMeHTCKUI y3ern, BBeas komaHay DECOMMISSION NODE vnum
DECOMMISSION VM. Bbl MOXeTe cuecTb LeniecoobpasHbiM MCMNOMb30BaTh 3TOT METOS, B CleAyoLLINX
cnyyasax:

* YT0bbI 3anjlaHnpoBaTb nNpouecc CnncaHma Ha 6y,u,yu.|,ee MY BbINOJTHUTb pPaa KOMaHA4, NCNoJ1b3yA

CLl,eHapVIVI, 3aalnTe BbIMOJIHEHNE npouecca cnmcaHna B (bOHOBOM pexunme.

« YT06bI NPON3BOOMTL MOHUTOPUHT NpoLecca CrNCaHNUS C LeNbio OTNafKW, 3a4alnTe BbiNoJIHEHNE

npoecca cnucaHus B poHOBOM pexunme. ECnv Bbl 3anycTUTe NPOLLECC B aKkTUBHOM pexume, Bam
npuaeTca AOXOaTbCA 3aBepLIeHNs NpoLecca, NPeXxae YeM Bbl CMOXeTe NepenTy K Apyrum 3agadam.

Mpouenypa

BbINONHUTE OJHO U3 CNeaytoLLMX OeNCTBUIA.

Y706kl CNMCaTb KNWMEHT B (HOHOBOM pexXnMe, ncnonbays LieHTp onepauuii, BbINoaHUTE creaytoLine
nencrteua:

a) Ha cTpaHuue 0630p 19 KoMNoHeHTa LleHTp onepauuii wenkHute no KnueHTbl v Bbibepute
KIIVEHT.

b) BbibepuTe Ewe > Cnucarb.

Y706kl CNIMCATb KNMEHTCKUI y3€es, UCNOoJb3ys KOMaHAy aaMUHUCTPUPOBAHMS, BbINONHUTE Ccrieaytolme
nencrteua:

a) Onpepenute, CKOHUIypPUPOBaH N KIIMEHTCKWIA y3en N9 pennnKkaLmm yana, BBeAs KoMaHay
QUERY NODE.
Hanpumep, ecnun uma knueHTtckoro y3na - AUSTIN, BBefuTe cnefytoLLyo KOMaHAay:

query node austin format=detailed

MpoBepbTe BbIXOOHOE none CocTosiHUE pensinkauuu.

b) ECnu KNMEeHTCKUI y3en CKOH(MUIypUMpPOBaH ANs penyiukauum, yoanuTe KIUMeHTCKU y3en n3
pennukauumn, sBBeaa komaHoy REMOVE REPLNODE.
Hanpumep, ecnun uma knmeHTtckoro y3na - AUSTIN, BBeguTe cnefytoLLyo KOMaHAay:

remove replnode austin

¢) BbinonHuTe ogHO U3 cnegyoLwmx LencTBUNA,

— Yto6bl cNMCcaTb KNMEHTCKUE y3Mbl MPUNOXEHUIN NN CUCTEMHbIE KJTUEHTCKME Y3/1bl B (POHOBOM
pexume, seeante komaHay DECOMMISSION NODE. Hanpumep, ecnv UMs KIIMEHTCKOro y3na -
AUSTIN, BBeauTe criegyoLLyo KOMaHay:

decommission node austin

— Y106bI CNMCaTb KNMEHTCKME Y3/bl MPUNOXEHUIA NN CUCTEMHbIE KNTMEHTCKUE Y3/1bl B aKTUBHOM
pexunme, BBeante koMaHoy DECOMMISSION NODE v 3apanTe napameTp wait=yes. Hanpumep,
ecnu umMa KnmeHTckoro ysna - AUSTIN, BBeauTe cneayoLLyo KoMaHay:

decommission node austin wait=yes

— Yto6bl cnncaTb BUPTYanbHYO MallnHy B (POHOBOM pexunme, BBeanTe komaHay DECOMMISSION
VM. Hanpumep, ecnu y3en LeHTpa AaHHbix - 3To AUSTIN, a ID chanoBoro npoctpaHcTBa - 7,
BBeAUTE C/eyIoLLyto KOMaHay:

decommission vm austin 7 nametype=fsid

Ecnv ums BUpTYanbHOM MalINHbI COLEPXUT OAUH UM HECKONBbKO Npobenos, 3aKunTe nmMsa B
OBOMHbIE KaBblYKK. HanpuMep, ecnm nmsa BUPTYyasbHOM MalnHbl - 310 CODY 2, a nms
thannosoro npoctpaHcTea - \VMFULL-CODY 2, BBeauTe CreaytoLLyto KOMaHAay:

decommission vm austin "\vmfull-cody 2"
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— YT06bI CNNCATb BUPTYasibHY MallnMHYy B aKTUBHOM pexunme, BBeante komaHay DECOMMISSION
VM 1 3apanTe napameTp wait=yes. Hanpumep, BBEAMTE CNELYOWY0 KOMAHAY:

decommission vm austin 7 nametype=fsid wait=yes

Ecnun nms BUpTYyasibHON MallMHbI COLEPXUT OQMH U HECKOMbKO Npobenos, 3aktounTe MMa B
[OBOVHblE KaBblukW. Hanpumep, ecnu nms BUpTyanbHON MalwmnHbl - 370 CODY 2, a nms
thainosoro npoctpaHcTea - \VMFULL-CODY 2, BBeouTe CneayroLlyo KoMaHay:

decommission vm austin "\vmfull-cody 2" wait=yes

JanbHelwune pencreus

Cnepgute 3a coobuweHmamm 06 owmbkax, KOTOpPbI€ MOTYT NOABUTbLCA B M0OJIb30BATEJ/IbCKOM MHTequeVlce
NN B BbIXOOQHOM VIH(DOpMaLI,VIVI KOMaHAbl Cpa3y nocne 3anyckKa npotecca.

MO>XHO NpoBEPUTb, CAKCAH NN KJIMEHTCKUM y3en:

1. LLlenkH1Te Ha cTpaHuue 0630p B KoMnoHeHTe LleHTp onepaumin no KnueHTbl.
2. B Tabnuue KnneHTbl NpoBepbTe COCTOsIHME B cTonbue MNopn yrpo3oi:

« CocTtosiHne DECOMMISSIONED (CnucaH) ykasblBaeT, YTO y3es Cru1caH.
« HyneBoe 3HaueHue yKasblBaeT, YTo y3€es He CM1CaH.

« CocTtosiHne PENDING (OTnoeHo) yKkasbiBaeT, UTo y3€e/ CNUCbIBAETCS UKW NPOLLECC CNMcaHNS
3aBepLUNCS HEYOAuHO.

CoBeT: Ecnu Bbl XOTUTE ONpeaenTb COCTOAHNE OTIOXEHHOMO NpoL,ecca CNucaHus, BBeauTe
CNnenyoLLyo KoMaHay:

query process

3. O3HaKOMbTEChH C BbIBOAOM KOMaHbl:

« Ecnun ykasaHo cocTosiHMe ong npolecca cnucaHmsa, Npouecc BbinonHgeTcs. Hanpumep:

query process

Homep OnucaHue npouecca CocTosiHMe npouecca
Yucno

3 DECOMMISSION NODE Number of backup objects deactivated
for node NODE1: 8 objects deactivated.

« Ecnun onga npouecca cnMcaHmsa HUKAKOro COCTOSIHUS HE YKa3aHOo U Bbl HE MOJy4Ynnm coobueHunsa ob
owunbke, npouecc He 3aBepLueH. lNMpouecc MoxeT 6bITb HE 3aBepuieH, ecnm (baﬁ}'lbl, CBA3aHHbIe C
y3J10M, elle He JeaKTUBMpPOBaHbI. [locne geaktmsaumnm cbaﬁnos CHOBa 3anycTtuTe npouecc
CnncaHun4.

« Ecnu ans npouecca CnmcaHns HUKaKoro COCTOAHWS He YKa3aHo 1 Bbl MOJy4mnin coobuieHuns ob
owmnbKe, 3TO 03HAYAET, YTO NMPOLLECC 3aBepLIMICA HeyaauHo. Ele pas 3anyctute npouecc
crnucaHus.

UHdopMmauumsa, cBa3aHHasA C JaHHOM

DECOMMISSION NODE (CnucaTb KTMEHTCKWIA y3en)
DECOMMISSION VM (CnucaTtb BUPTYabHYH MaLLIVHY)

QUERY NODE (3anpocuTb MHhopMaumto ob yanax)

REMOVE REPLNODE (YoanuTb KNMEHTCKUIA y3en 13 pennunkaLmm)
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_node_decommission.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_vm_decommission.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_node_query.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_replnode_remove.html

[JeaKTuBauusa faHHbIX AJ1I9 BbICBO60)XAEHMA NPOCTPAHCTBA
XpaHeHusa

B HeKoTOpbIX C/ly4Yasix MOXHO OeaKTMBMPOBATb AaHHble, XpaHsimecs Ha cepeepe IBM Spectrum Protect.
Korga Bbl 3anycTuTe NpoLecc AeakTuBaLmm, BCe pe3epBHbIe KOMWM JaHHbIX, COXPaHEeHHble A0
YKa3aHHOW AaTbl U BpeMeHM, AeaKTUBUPYIOTCS 1 ByayT yaaneHbl, Korga ucteyeT CpoK UX OeNCTBUS.
TaknM cnocoboM MOXKHO BbICBOGOAMTL MPOCTPAHCTBO Ha cepBepe.

06 aToil 3apaue

HekoTopble KNNMEHTbI NPUIOXKEHUIN BCErAA COXPAHAIOT AaHHbIE HA CEepPBEpe KaK aKTUBHbIE Pe3epBHble
KOMUKW faHHbIX. [OCKONbKY aKTUBHbIE PE3EPBHbIE KOMWUK AaHHBIX HE YNPABAAOTCS NONUTUKAMMU
yCTapeBaHuWs NepeyHs, flaHHble He YAansaTca aBTOMaTUYeCcKu, U cepBepHas cuctema XxpaHeHus
ncnosbsyetcs fo 6eckoHevHoCTU. YTobbl BbICBOGOANTL NPOCTPAHCTBO XpaHEHUS, UCMONb3yeMoe
yCTapeBLUMMMN AaHHbIMWU, MOXHO AeaKTUBUPOBAaTb AAHHbIE.

Korpa Bbl 3anyckaeTe NpoLecc AeaKTUBaLnn, BCe aKTUBHbIE Pe3ePBHbIE KOMUUW AaHHbIX, COXPaHEHHble
[0 yKa3aHHOM AaTbl, CTaHyT HeaKTUBHbIMU. [laHHble ByayT yaaneHbl N0 Mepe UCTeYeHMa CPoKa UX
XPaHeHMs, 1 BOCCTAHOBUTb Mx ByaeT Henb3a. OYHKLUMS JeaKTMBaLMU NPUMEHSETCS TONMbKO K KIIMEHTaM
NPUIoXeHW, KoTopble 3awmwaoT 6a3bl gaHHbIx Oracle.

NMpouenypa
1. Ha cTtpaHuue o63opa B KOMNoHeHTe LleHTp onepauuni wenkHuTe no KnneHTbl.
2. B Tabnuue KnneHTbl BbIbepuTe OANH UM HECKOJIbKO KIMEHTOB U LWeNKHUTE no Ewe > OUnCTUTD.

MeTon KoMaHAHOM CTPOKU: [leaKkTUBUPYIiTE AaHHble, ncnonb3ys komaHay DEACTIVATE DATA.

MHopMaumsa, cBa3aHHasA ¢ aHHOM
DEACTIVATE DATA (geakTvBaumsi AaHHbIX 4S5 KIMEHTCKOro y3na)

VnpaBneHMe CUCTEeMOM XPaHeHNA OaHHbIX

Ynpaenante gaHHbIMK ah(heKTUBHO 1 fobaBbTe Ha cepBep NoAAepKMBaAEMbIe YCTPOWCTBA U HOCUTENN,
yTOObI XPaHUTb AAHHbIE KJIMeHTa.
MHdopmMauus, cBA3aHHas ¢ AaHHOM

TuMbl NY/I0B XpaHeHWs

AyauT KOHTEeMHepa nyna XpaHeHus

MpounsBeguTe ayauT Nyna XpaHeHUs KOHTeHepa, UToBbl NPOBEPUTb, HET TN NPOTUBOPEUNA MeXay
NHopMaumel B 6ase JaHHbIX U B KOHTEHEpe B NyJie XpaHeHus.

06 3Tou 3apaue
Bbl nponsBoanTe ayanT NysoB XpaHeHWst KOHTEMHEPOB B CNenyoLWmnX cnyyasax:

« Mpu BBoae koMaHabl QUERY DAMAGED ob6HapyxunBaeTcs owmbka
« CepBep BbIBOAMT Ha 3KpaH COObLLLEHMS O NOBPEXAEHHbIX SKCTEHTAX OAaHHbIX

« Bawe obopynoBaHue coobuiaeT o npobneme, n noseBnstoTca coobuieHns 06 owmnbkax, cBA3aHHbIe C
NysoM XpaHeHUsa KOHTeNHepa

Mpoueaypa

1. YTt0bbl NpOM3BECTM ayanT Nysia XpaHeHMsa Ha OCHOBE KOHTeNHepoB, BBeauTe koMmaHay AUDIT
CONTAINER.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_data_deactivate.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.admin//r_stgpools_compare.html

HanpvmMep, BBELMTE ClieOytoLyto KOMaHay, YTobbl MPOM3BECTM ayaAnT KOHTENHepa,
000000EO0O0EO76¢C.dct:

audit container c:\tsm-storage\07\000000000000076c.dct

2. MpouTtnTe BbixogHble faHHble coobueHns ANR4891I, uTobbl NONYyUNTb MHOPMALNIO O BCEX
MOBPEXAEHHbIX 3KCTEHTaX AaHHbIX.

JlanbHeuwune nencTeus

Mpwn 06Hapy)KeHVII/I r|p06neM C NyJZIOM XpaHeHnd KOHTeVIHepa Bbl MOXeTe BOCCTAaHOBUTb AaHHbIE Ha
OCHOBeE Ballewn KOHd)VIpraLI,Ml/I. COD,ep)KI/IMOG B nyne XpaHeHna MOXXHO UCMPaBUTb, NCMNOJIb3YyA KOMaHAOY
REPAIR STGPOOL.

OrpaHuueHue: Coaoepxummoe B nyne xpaHeHUs MOXHO UCMPaBUTb, TOMbKO €CW Bbl 3alUTUAN Ny
XpaHeHus ¢ ncnonb3osaHnem komaHabl PROTECT STGPOOL.

WHopmauus, cBa3aHHasa ¢ BaHHOMW

AUDIT CONTAINER (MNpoBepka HeNpOTMBOPEYMBOCTU copepallencs B 6ase faHHbIX MHGOPMaLLMK O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

QUERY DAMAGED (3anpocuTb noBpexaeHHble faHHble B MyJfie XpaHEeHWS KaTanoroB-KOHTEMHEPOB NN B
06,1a4HO-KOHTENHEPHOM MyJe XpaHeHus1)

yn paBJieHne eMKOCTbIO nepeyvyHs

YnpaBnante eMKocTbto 6asbl 4aHHbIX, aKTUBHOI O JXYpPHana 1 apXMBHbIX XXYpPHaNoB, YTobbl pasMep
nepeyvHs onpepensncs oJis 3ajay Ha OCHOBE COCTOSIHUM KYpPHAs0B.

I1pe>+<p,e YyeM HauaTb
Y aKTUBHOIO M apXMBHOIO XXYPHANIOB eCTb cliefytolme ocobeHHOCTU:

« MakcuManbHbIN pasMep akTUBHOMO XypHana paseH 512 I'b. bonee nogpobHyto nHhopMaLmio o
pasMepax akTMBHOTO XXypHasna 415 Ballel CMCTeMbl CMOTpUTE B pasgene NnaHMpoBaHMe MacCMBOB
XpaHeHus.

» PasMep apxMBHOrO XypHana orpaHuyeH pasmepom hainsioBoi CUCTEMbI, B KOTOPOM OH YCTAHOBJEH.
PasMep apXMBHOIO XypHana He NoAAepMBaeTcs Ha 3apaHee 3a4aHHOM YPOBHE, Kak B Ciy4vae
aKTUBHOIO XypHana. Apx1BHble (alifibl XKypHa/IOB aBTOMaTUUYECKN YOANSAOTCS, KOraa OHU CTaHOBATCS
60nblUEe He HY>KHbl.

(HeobsizaTenbHO) Jlyulle BCero co3naTb apXMBHbII ypHa 0TKa30yCTOMYMBOCTM, YTOObI COXPaHATb
thaisibl apXMBHOTO KypHana npu nepenosiHeHMN KaTaiora apxXmMBHBbIX KYpPHasIoB.

MpoBepbTe LleHTp onepauuit, 4To6bl oNpeaenvTb, Kakoli KOMMOHEHT NepeYHs nepenonHseTcsa. MNpexae
yeM yBennuMBaTb pa3Mep OOHOI0 U3 KOMMNOHEHTOB nepeyHs, ybeautech, UTobbl Bbl OCTAHOBWUIIM CepBep.

Mpoueaypa
e Y106bI yBENMUNTL pasmep 6asbl AaHHbIX, BbINOJHWTE CNEAYIOLWME LWaru:

« CospanTe O4MH UM HECKOMbKO KaTanoros ans 6a3bl 4aHHbIX HAa OTAENbHbIX HAKONUTENSAX UK B
thannoBbIx cucTemax.

« BsepguTte komaHaoy EXTEND DBSPACE, utobbl 006aBuTb KaTanor uiu katanoru k 6ase gaHHbIX.
KaTanoru nosmxHbl 6biTb AocTynHbl AN ID nonb3oBaTens ak3eMnasapa meHeaxxepa 6asbl AaHHbIX.
Mo yMonuaHuWto faHHble nepepacnpenensaTcsa No BceM kaTtanoram 6a3bl 4aHHbIX U MPOCTPAHCTBO
ocBoboxpaeTcs.

CoBeTbl:
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_container_audit.html
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- BpeMﬂ,Heo6xouMMoeAnﬂnonHoronepepacnpeueneHMﬂuaHHle4ocso6omﬂeHMﬂ
NMPOCTPaHCTBa, N3SMEHAETCA B 3aBUCMMOCTU OT pa3Mepa Bawen 6a3bl jaHHbIX. YbeguTech, 4YTO
3TO YUYTEHO Npu nJ1aHNpPOBaHUN

- YbepuTech, UTO pa3Mep yKasaHHbIX KaTaJloroB COBMNagaeT C pa3sMepoM CyLLECTBYOLWMNX
KaTanoros, 4Tobbl 06ecneumnTb COrNlacoBaHHYH CTerneHb Napassiennsma ois onepaumii 6assl
JaHHbIX. Ecnv oouH nnu 6onee katanoros Ans 6a3bl JaHHbIX OKAXYTCA MEHbLUE APYTUX, 3TO
YMeHbLWNT ONTUMU3NPOBAHHOE NapansiefibHoe ynpexaatliee UTeHme 1 pacnpegeneHue 6assl
OaHHbIX.

. OCTaHOBMTeb4ﬂepe3aﬂyCTMTecepBepﬂﬂﬂﬂOﬂHOFOMCHOﬂbSOBaHMﬂHOBHXKaTaﬂOFO&

« Ecnu notpebyetcs, ncnpaebTe 6a3y gaHHbIX. PeopraHmsauma nHgexkca n tTabnuu gna 6assl JaHHbIX
cepBepa MOXeT NoMoYb nsbexaTb HEOXKMOAHHbIX NPo6s1eM, CBA3aHHbIX C POCTOM 6a3bl AaHHbIX U
NPOU3BOANTENbHOCTLIO. [ONONHUTENbHY MHOPMaLLUIO O peopraHmnsaumnmn 6asbl JaHHbIX
cMoTpuTe B PaspelueHne 1 npegoTBpalleHme npobnem, CBA3aHHbIX C POCTOM 6asbl AaHHbIX U
CHWMXXeHHoW npon3soguTensHocTbio B Tivoli Storage Manager V7.1.1.200 n 6onee no3gHmX
cepBepax.

Y106bI yMEHBLWNTL pasmep 6asbl faHHbIX Ana cepeepos V7.1 n HoBee, BBeOMTE CleAyoLme KOMaHabl
IBM Db2 n3 katanora aksemnnapa cepeepa:

OrpaHuquMe: KOMaH,EI,bI MOTYT yBEeJIMYNTb YNCNO onepau,mﬁ BBOOAa-BbiBOOA U MOBINATb Ha
NPOM3BOANTENBHOCTb CcepBepa. YTobbl cBECTU K MUHMMYMY NpobreMbl NPOU3BOAUTENBHOCTH,
NoA4OXANTe BbINOMHEHNS OQHOM KOMaHAbI Nepen BBOAOM cnefytolien komaHabl. KomaHabl Db2
MOXHO BBOAMUTb, KOrga cepeep paboraert.

db2 connect to tsmdbl

db2 set schema tsmdbl

db2 ALTER TABLESPACE USERSPACE1 REDUCE MAX

db2 ALTER TABLESPACE IDXSPACE1 REDUCE MAX

db2 ALTER TABLESPACE LARGEIDXSPACE1 REDUCE MAX
db2 ALTER TABLESPACE LARGESPACE1 REDUCE MAX

db2 ALTER TABLESPACE REPLTBLSPACE1 REDUCE MAX
db2 ALTER TABLESPACE REPLIDXSPACE1 REDUCE MAX
db2 ALTER TABLESPACE ARCHOBJDATASPACE REDUCE MAX
db2 ALTER TABLESPACE ARCHOBJIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE BACKOBJDATASPACE REDUCE MAX
db2 ALTER TABLESPACE BACKOBJIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE BFABFDATASPACE REDUCE MAX
db2 ALTER TABLESPACE BFABFIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE BFBFEXTDATASPACE REDUCE MAX
db2 ALTER TABLESPACE BFBFEXTIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE1 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE1 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE2 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE2 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE3 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE3 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE4 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE4 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE5 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE5 REDUCE MAX

qTO6HyBeﬂMQMTbMﬂMVMeHbMMTbpa3MepaKTMBHOH)HypHaﬂa,BHHOHHMTeCﬂeﬂyDUWEIMaFW

a) YbepuTecs, UTO B KaTasiore akTMBHOIO XypHana L0CTaTOUYHO NPOCTPaHCTBA A5 YBENNYEH S
pa3Mepa xypHana. Ecnu cywecTByeT 3epKanbHas KONNUS XypHana, TaMm, rae OHa HAaXOA4UTCS, TaKke
LONXHO 6bITb JOCTAaTOYHO MECTa A/1s1 YBESTMUYEHUS pasMepa XypHana.

b) OTkntounTe cepeep.

c) MameHuTe B thaline dsmserv.opt sHaveHune onumn ACTIVELOGSIZE, 3anaB HOBbIN pasMep
aKTMBHOrO XypHana (B MerabanTax).

PasMep thanna akTMBHOIO XypHasnia OCHOBaH Ha 3Ha4veHun onuun ACTIVELOGSIZE.
PekomeHgauumn no TpeboBaHMAM k 06beMY NPOCTPAHCTBA NPUBEAEHDI B Clieaytowen Tabnuue:
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Tabnuya 17. Kak oyeHuTb TpeboBaHUS K NPOCTPAHCTBY TOMOB U ¢halisioB

3apesepBupyiiTe 3TOT 06bEM CBO60AHOIO
NPOCTPAHCTBA B KaTasiore akTUBHOro
YKYpHana B floNoJIHeHMe K NPOCTPAHCTBY

3HaueHue onuuu ACTIVELOGSize ACTIVELOGSize.
16Tb-128Tb 5120 Mb

129Tb - 256 Th 10240 Mb
257TB-512Thb 20480 Mb

YT106bI NISBMEHUTL Pa3Mep aKTMBHOIO XYypHana 40 MaKkCMManbHOro pasmepa, pasHoro 512 b,
BBeAUTE C/IefyIOLLY0 CEPBEPHYIO ONLUIO:

activelogsize 524288

d) Ecnu Bbl cobrpaeTech UCMOIb30BaTh HOBbIM KaTanior akTUBHOIO XYypHana, U3MeHUTe nMs
KaTanora, 3agaHHoe cepepHoin onumelt ACTIVELOGDIRECTORY. Hogbilh KaTanor gonxeH bbiTb
MyCTbIM, M OH JOMXeH bbITb gocTyneH ana ID nonb3oBatens MeHedxepa 6a3bl AaHHbIX.

e) MNepesanycTuTe cepsep.

« [pousBeauTe cxxaThe apXMBHBIX XYPHASIOB, YTOObI YMEHbLLMTL 06beM NPOCTPaHCTBa, HE06X0[MMOro

LIS XpaHeHus.
PaspelunTe AMHAMMUUYECKOe CXATUe apXMBHOIO XypHasa Cleaytolein KoMaHaon:

setopt archlogcompress yes

OrpaHuyeHue: byabTe BHMMAaTENbHbI, ecnu Bbl paspelwaeTe onumto cepsepa ARCHLOGCOMPRESS Ha
KOMMbIOTEPAX C MOCTOSAHHbIM BbICOKMM MCMNO/Ib30BaHMEM TOMOB U BICOKMMU pabovmMm Harpyskamu.
PaspelueHne 3Ton onumm B TaKOW Cpene MOXET NMPUBECTM K 3aepKKaM Npu apxmBmpoBaHun annos
XypHana 13 annoBon CUCTEMbl aKTUBHOIO XypHasa B (halnoByr CUCTEMY apXMBHOTIO XypHana.
3agepKa MOXeT NPUBECTU K TOMY, YTO B (haltylIoBOM CUCTEME aKTUBHOIO XYpHasna He XBaTUT MecTa.
0Ob69a3aTenbHO BbIMOMHANTE MOHUTOPUHI NPOCTPAHCTBA, AOCTYNHOro B (hanioBOM CMCTEME aKTUBHOIO
XYypHana, nocnie paspeLleHns CxaTns apxmMBHOro XypHana. Ecnm ncnono3oBaHne hanioBon CUCTEMBI
KaTanora akTMBHOIO XypHana npubnuxkaeTcs K npefenbHOMY, TO 3aNpeTuTe ONumMio cepeepa
ARCHLOGCOMPRESS. YT06bl HEMEAIEHHO 3aNpPeTUTb CXaThe apXMBHOIO XypHana 6e3 oCcTaHOBKM
cepsepa, BBeguTe komaHgy SETOPT.

UHdopMauusa, cBa3aHHasA ¢ faHHOM

ACTIVELOGSIZE, cepBepHasd onuug

EXTEND DBSPACE (yBenuuyeHne eMKkocTun 6asbl JaHHbIX)

SETOPT (3apmaTb AMHaMumueckoe obHOBNEHWE CEPBEPHON OnLmin)

YnpaBneHue ucnosib3oBaHUEM NaMAaTU U Npoueccopa

Y6enuntech, 4TobbI BbI ynpasngdeTe Tpe6OBaHVIF|MVI K MaMATn U K NCNOoJZIb30BaHUKO npoueccopa, yTObbI
cepBep MOr BbIMOJTHATb TaKMe Npouecchbl AaHHbIX, KaK pe3epBHOe KonnpoBaHne 1 aenynankKauna
OaHHbIX. BbINONHAA OTAENbHbIE MPOLLECCHI, yLIMTbIBaVITe NX BNNAHNE Ha NPON3BOANTESIbHOCTb.

Mpe>xkpe yueM HavaTtb

« Yb6eamuTech, 4TO B Ballen KOHDUrypaLmm NCNONb3yTCA HeobxoaMMble annapaTHble M NPOorpaMMHble
cpeacTBa. JononHUTENbHY MHOPMaLMIO CMOTPUTE B pasfene lNogaepxmBaeMble onepaumoHHbIe
CUCTEMDbI 04 .

« [lononHuTenbHy MHopMauuio ob ynpasneHun pecypcamm (Hanpumep, 6asa gaHHbIX U XKypHa
BOCCTaHOBJIEHUS)) CMOTpUTe B pasaese MnaHMpoBaHMe MacCMBOB XpaHeH s,
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« [lo6aBbTe Honblle CUCTEMHOW MaMaTH, UTOObI onpenennTb, NoBbIWaeTCAa Ji NpuY 3TOM
NpPoOn3BOAUTENBHOCTb. PerynapHo oTCNeXxunBanTe UCNOSIb30BaHMe NamMsaTu, YTobbI onpenennTb, He
Tp66yeTCH nn onoNIHUTeNIbHaA NaMATh.

Mpoueaypa
1. BoicBoboxaarnTe namMaTh M3 Kalla (hanioBon CUCTEMBI, €CNIN 3TO BO3SMOXHO.

2. lna ynpaBneHnst CUCTEMHOM NaMaTbio, UCMOIb3YEMOW KaXKabIM CEPBEPOM B CUCTEME, UCNOSb3YNTE
onuwnto DBMEMPERCENT. OrpaHuybTe NPOLEHTHYHO 00 CUCTEMHOM NaMsATU, KOTOpPas MOXeT
MCNonb30BaTbCs MeHeaepom 6a3bl JaHHbIX KaXO0ro cepeepa. Ecnv Bce cepBepbl paBHOLEHHDI,
MCnonb3ynTe A1 BCEX CEPBEPOB OOMHAKOBbIE 3Ha4YeHus. Ecnmn oguH cepBep aBnseTcs
NMPOM3BOACTBEHHbBIM CEPBEPOM, @ OCTallbHble CEPBEPbI ABMAKOTCA TECT-CEpBEpPaMU, 3ajanTe ans
NPOM3BOACTBEHHOIO cepBepa H6os1ee BbICOKOE 3HaUYeHUe, YeM A1l TeECT-CEPBEPOB.

3. 3apanTe pns 6asbl AaHHbIX NPefeNbHbIN 06beM AaHHbIX N0SIb30BaTENS U COBCTBEHHOM NaMaATK, YTOObI
He BblpabaTbiBaTbh cO6CTBEHHYIO NamaATb. Ecnn cobcTBeHHaa namaTe ByneT ncuepnaHa, aTo MoxeT
NPUBOANTL K OWINMBKAM, CHUMKEHMWIO NPOU3BOAUTENBHOCTM HUXE ONTUMANIbHON N HeCcTabunbHOCTMW.

ToHKadA HaCTpOVIKa 3anj1aHUPOBaHHbIX onepau,ui/'l

3annaHunpynTe exefHeBHOe BbINONHEHME 3aaaY Mo obcnyxusaHuto, Uutobbl ybegnTbes, UTo Balle
peleHne paboTaeT NpaBubHO. NPoM3BOASA TOHKYIO HACTPOMKY PeLUeHUs), Bbl NONyYaeTe MaKCUMarbHYO
OTLLavy OT pecypcoB cepBepa 1 3hheKTUBHO Ucnonb3yeTe Apyrue yHKLMUM, KOTOPble eCTb B BalLeM
peLueHun.

Mpouenypa

1. PerynspHo OTCNeXxunBanTe Npon3BoaNTENbHOCTb CUCTEMbI, YTOObI ybeomTbes, 4To 3aga4m no
pe3epBHOMY KOMMPOBAHMIO KJIMEHTA M No 06CNyXMBaHUIO CepBepa BbIMOMHAKTCA ycnewHo. CneaynTe
WHCTPYKLMAM B pasgene Yactb 3, “MOHMTOPUHI AMCKOBOIO peLleHunst C HECKOSIbKMMM naolagkamm”,
Ha cTp. 71.

2. HeobsszaTenbHo: Ecnv nHdopmMaumns MOHUTOPMHIA NOKasbiBaeT, YTo paboyas Harpyska cepsepa
noBbllWaeTcd, CMOTpuUTe VIHCbOpMaLI,VIIO O nNiaHnpoBaHUN. I'Iposepre, ABNAeTCd N eMKOCTb CUCTEMDI
[OCTaTOYHOM, B CIeAyOLMX CyYasnx:

« YKCno KNMEHTOoB yBenniunBaeTca
« O6beM OaHHbIX, pe3epBHOE KOMMPOBaHME KOTOPbIX NPOM3BOAUTCS, Bo3pacTaeT
» Bpemsi, BOCTyNHOE AJ1s pe3epBHOIro KOMMPOBaHWS, U3MEHSeTCs

3. Onpepenute, paboTaeT Nn Balle pelleHne Ha TOM YPOBHE, KOTOPbIM Bbl OXKMUOAETE.
MpoBepbTe pacnmMcaHns KNMEHTOB, YTOObI BbIACHWUTb, BbIMOSHAOTCS N1 3a4a4M B TeueHune
3anaHMPOBAHHOrO NepmMoaa BpeMeHu:

a. BbibepuTe kNueHTa Ha cTpaHuue KnueHTbl LieHTpa onepauumii.
b. WenkHuTe no CBepeHus.

c. Ha cTpaHuue CBogKa Ha KfveHTe nNpoBepbTe onepalvm Co3paHa pe3epBHas KOnNus 1
PenauuupoBaH, 4Tobbl BbISBUTb BCE PUCKU.

CKOppeKTUpynTe BPEMS U YacTOTY OnepaLmin pe3epBHOr0 KONMPOBaHWS KITMEHTa, ecnn noTpebyeTcs.

4, 3aI'IJ'IaHVIpyVITe OOCTAaTO4YHO BpeMeHn onga cnenyroumnx sagay no 06C}'Iy>Kl/IBaHVIPO, UTObbI OHU ycnewHo
BbINOSIHANIUCE B TeueHue 24-4acoBoro nepuona:

a. 3awmLanTe nyabl XpaHeHUs.
b. Pennuumnpyrite naHHble y3noB.
c. CospanTe pesepBHYyto Konuto 6asbl JaHHbIX.

d. 3anyckanTe 0bpaboTKy ycTapeBaHus, UTObbl yoanuTb pe3epBHble M apXMBHbIE KOMUK (halinoB 13
CepBEPHON CUCTEMbI XPaHEHNS.
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CoBerT: 3ar|r|aHV|pyl?1Te 3agayn no O6CJ'Iy)-KVIBaHl/HO, yTObbI OHU 3anyckaancb B COOTBETCTBYHOLLEE
BpemMAa B ﬂpaBVIJ'IbHOVI nocnenoBaTtesibHOCTU. Hanpumep, 3ar|naHV|pyl7|Te 3agayvu pensimkaunm nocne
yCcnewHoro saBsepweHund onepau,vu7| Nno pe3epBHOMY KOMNPOBaHUIO KITNMEHTA.

3apauu, cBA3aHHbIE C AaHHOMN

Kak 3apaTb pacnucaHus ois onepaumi no obcnyxmBaHuio cepeepa
CospanTte pacnvcaHmsa Ans Kaxapon onepaumm no obenyxmeaHuto cepepa, ucnonb3ys komaHoy DEFINE
SCHEDULE B nocTtpouTesie KoMaHf KoMnoHeHTa LLeHTp onepauumi.

MHdopmaumsa, cBa3aHHasA ¢ JaHHOM
Oenynnukaumsa gaHHbix (V7.1.1)
Mpon3BogMTENbHOCTb

NMepeMelleHne KIMEHTOB C OOHOI0 cepeepa Ha p.pyroﬁ

Y706kl HE L,ONYCTUTb HEXBATKM NPOCTPAHCTBA Ha CEPBEPE UM YCTPaHUTb NpobrieMbl paboyel HarpysKku,
BaM MoOXeT notpeboBaTbCcs NepeMecTUTb KITMEHTCKME y3/bl C OQHOro cepBepa Ha pyrow.

Mpe>xpe yeM HavaTtb
CﬂﬂaHMpyVlTe €MKOCTb Ballero peweHund, yTobbI Y BaC Ha cepBepe 6bI10 OOCTAaTO4YHO NPOCTPaHCTBa AJid
KNNEeHTCKKX y3/210B, BKJ/1KO4Yada NMPOCTPaHCTBO AJid POCTa B 6yp,y|.u,eM.

06 3Tou 3apaue

I'Ipm nepemMeleHnn KNMeHTCKNX y3J10B MOXHO OCTaBUTb UX CyLLeCTBYyrOLWMe pe3epBHble KOMUN Ha
MCXOQHOM cepBepe, YTobbl CPOK UX OENCTBUS UCTEK B COOTBETCTBMM C BaLlel NOJIUTUKON yCTapeBaHUs,
NN MOXHO 3KCNOPTUPOBAaTb UX CyLLeCTBYHLWMe pe3epBHble KONUKN Ha HOBbIV cepsep.

Mpouenypa

YT10bbI nepemMecTnUTb y3en KJIneHTa Ha ,D,perf/'I cepBep, BbINOJIHUTE cneayroume waru:

1. AKCNOPTUPYINTE KITIMEHTCKMUI Y3 HENOCPELCTBEHHO HA HOBbI CEPBEP NPU MOMOLLM KOMaHbI
EXPORT NODE.

2. O6bHOBUTe hana oNuMin KNMEHTa, NCMOoMNb3ys HOBOE MMA cepBepa.

3. Ha HOBOM cepBepe Ha3HaubTe pacnucaHne ois KIMEeHTCKOro y3na, Yytobbl Mpon3BecTy pe3epBHoe
KOMMpPOBaHNE JAaHHbIX.
a. Ha ctpaHuue KnueHTbl B KOMNoHeHTe LLeHTp onepauunin Bbibepunte KIMEHTCKUIA y3en.
b. BbibepuTe Ewge > CBA3b C pacnucaHUEM.

C. Bbl6epl/ITe nepeksryaTesib B CTPOKaxX pacnmncaHumd, ojia KOToporo Bbl XOTUTE HAa3HAYUTb
Bbl6paHHbIe KNNEeHTCKWe Y3Jibl.

d. HaxxmuTe kHonky CoOXpaHUTb.

4. CHoBa BBeante koMmaHay EXPORT NODE, uTobbl MHKPEMEHTHO 3KCMOPTMPOBATL AaHHbIE C UCXOOHOr0
cepBepa Ha HOBbI cepBep. BbINOMHAS MHKPEMEHTHbI 3KCNOPT AaHHbIX, Bbl 3KCMNOPTUPYeTe AaHHble,
pe3epBHas Konusa KOTopbIiX Obl1a co3aaHa B MPOMEXYTKe Mexay NepBbiM NPoLLEeCcCoOM 3KcnopTa u
MOMEHTOM, KOr4a Korga Bbl HAa3HauWUIM pacnmcaHme ans KIMeHTCKoro ysna.

5. NpounseennTe MOHUTOPUHT KIIMEHTCKOrO y3/1a, 4Tobbl y6eanTbes, UTO pe3epBHOE KONMpoBaHme
LaHHbIX NPON3BOOMTCS B COOTBETCTBUM C 3aaHHbIM BaMU pacnumcaHmeM, 1 uytobbl NpoBepuThb, He
HaxoOuTCS NN KTMEHTCKWIA y3en Nopf, yrpo30m. YCTaHOBUTE yKasaTesib Mol Ha KNMeHTbI 1 LWenKHuTe
no PacnucaHus.

6. CnULnTe KNMEHTCKMIA Y3 C MCXOLHOIo CEpPBEpPA, BbINOJHMB ClieayoLLme Wwaru:
a. Ha cTtpaHuue 0630p B KOMNOHeEHTE LLeHTp onepaunit wenkHute no KnueHTbl.
b. BbibepuTte knMeHTCKUin y3en B Tabnmue KnueHTobl.
c. BoibepuTe Ewge > Cnucarb.
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KnuneHTtckum y3en 6y,u,eT yaoaneH c UCXo4HOro cepsepa. Koraa 3akoH4YNTCA CPOK XPaHeHUs OaHHbIX,
yKa3aHHbIl7l B MapaMeTpax NoJIMTUKK, AaHHbIe KITMEHTCKOIO y3s1a 6WJ,YT yoaneHsbl. [locne yoaneHus
OAaHHbIX KIMTMEHTCKOro y3/1a KJIMEHT yaandeTcd C cepBepa.

MHdopMmauumsa, cBaI3aHHasA C faHHOM

EXPORT NODE (sKcrnopT AaHHbIX KNMEHTCKOro y3/1a)

IMPORT NODE (MMMOpPT AaHHbIX KIMEHTCKOTO y3/1a)

YnpaBneHue pennukauuen

Mcnonb3yinTe peninkKaumio Ass BOCCTAHOBEHMS LaHHbIX Ha NJoLWaAKe BOCCTAHOBEHMS NOC/e aBapum
W ANs NOAAEePXKaHUs OQHOr0 YPOBHS (halifioB Ha cepBepax UCTOYHMKA M HasHavyeHus. Bbl MoxeTe
YyNpaBnaTb pennkaumen Ha ypoBHe y3/0B. Bbl Takke MoXeTe 3alMTUTb AaHHble Ha YPOBHE nyna

XpaHeHus.

CoBMeCTUMOCTb pensinKauum

Mpexne yeM HacTpamMBaTb onepaumm penavkaumm IBM Spectrum Protect, Bbl foMmKHbI y6eanTbes, UTo
WCXOLHbIN CEPBEP PEMIMKALMM N CEPBEP Ha3HAYeHWS pPeniMKauum COBMeCTUMbI A5 peninkaLumu.

Tabnuya 18. CoBMecTUMOCTb peniukayuu 015 pasHelx Bepcull cepsepos

Bepcus cepBepa pensiMkauum UCTOYHMKA CoBMecTuMbIe Bepcuu AA cepBepa Ha3HaueHus
pennukauum

V7.1 Bepcusa 7.1 nnn bonee nosgHss

Bepcuna 7.1.1 Bepcusa 7.1 nnn 6onee nosgHsAs

V7.1.3 V7.1.3 unn HoBee

V7.1.4 V7.1.3 unn HoBee

V7.1.5 V7.1.3 unn HoBee

V7.1.6 V7.1.3 nnn HoBee

Bepcua 7.1.7 V7.1.3 nnn HoBee

V7.1.8 V7.1.3 unn HoBee

V8.1 V7.1.3 unn HoBee

v8.1.1 V7.1.3 unn HoBee

V8.1.2 V7.1.3 unn HoBee

V8.1.3 V7.1.3 nan HoBee

v8.1.4 V7.1.3 nnn HoBee

V8.1.5 V7.1.3 unn HoBee

V8.1.6 V7.1.3 unn HoBee

v8.1.7 V7.1.3 unn HoBee

v8.1.8 v8.1.8,v8.1.7,v8.1.6,V8.1.1,V7.1.9,V7.1.8 n
V7.1.7

v8.1.9 v8.1.9,v8.1.8,Vv8.1.7,Vv8.1.6,V8.1.1,V7.1.9,
V7.1.8unV7.1.7
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Tabnuya 18. CoBMeCcTUMOCTb peniuxkayuu 015 pasHeix Bepcull cepsepoB (npodosineHue)

Bepcusa cepBepa penankauum UCTOUHUKA CoBMecTuMbIe Bepcuu pnis cepeepa HasHaueHus
penaukauum

Vv8.1.10 v8.1.10,v8.1.9,v8.1.8,V8.1.7,V8.1.6,v8.1.1,
V7.1.9,V7.1.8 nV7.1.7

v8.1.11 v8.1.11,v8.1.10,Vv8.1.9,Vv8.1.8,Vv8.1.7,V8.1.6,
v8.1.14,Vv7.1.9,V7.1.8 nV7.1.7

Vv8.1.12 v8.1.12,v8.1.11,v8.1.10, v8.1.9, v8.1.8, V8.1.7,
v8.1.6,v8.1.1,Vv7.1.13,v7.1.12,Vv7.1.11,V7.1.10,
V7.1.9,V7.1.8 nV7.1.7

KaK BKJIIOUYUTDb penjiukauuio y3nos

Bbl MOXeTe BKNHOUNTb pennnKauunto y3nos, yTOObI 3aLNTUTD AAHHbIE.

Mpe>xpe yeM HavaTb
V6e,EI,VITer, 4TOo VICXO,EI,HbIVI cepBep 1 cepBep Ha3zHa4vYeHAa COBMeCTUMbI ona penankKaunn.

06 sTou 3apave
PennuunpyinTte KNMEHTCKMIA y3en, 4Tobbl pennmumMpoBaTh BCe JaHHbIE KNTMEHTA, BK/oUas MeTafaHHbIe.
Mo ymMmonuaHuto, Koraa Bbl BNepBble 3anycKaeTe cepBep, pennmkauuns y3nos byaeTt oTKoueHa.

CoBeTbl:

» YT06bI COKPaTMTL BPEMS 006paboTKKN pennkaLmm, 3aWwmnTuTe Ny XpaHeHus 40 penvkaum
KAMEHTCKMX y3710B. Mpy 3anycke peninkaumm y3na 3KCTEHTbI AaHHbIX, KOTOpbIe yKe bbiin
PenIMLMpOBaHbI 3a CHET 3aLLMTbI Mya XpaHeHus, byayT NponyweHbl.

« [ns pennukauun TpebytoTca yBennyeHHble 06beMbl NaMATH foCTaTo4MHAaA Nosioca NponyckaHus ons
BbINonHeHns o6paboTkun. 3apanTe Takme pasmepbl 6asbl 4aHHbIX U €€ XYPHANoB, YTObbl TPaH3aKL MK
MOIIN BbIMOHATLCS.

Mpoueanypa

YT06bI BKNHOYMTbL PENSINKALMIO Y3/10B, BbINOIHUTE B KOMNOHEHTe LIeHTp onepaumii cnegyowme warmu:
a) LLenkHuTe Ha cTpaHuue CepBepbl No CBepeHus.

b) Ha cTpaHuue CBepeHua LwenkHUTe No CBOUCTBA.

c) B paspgene Pennukauua sbibepute BkaroueHa B nose Ucxopawas penamkauus.

d) HaxkxmuTe kHonKy COXpaHUTbD.

JanbHeuwwune pencreusa
(HeobsaizaTenbHo) MOXHO BbIMNOMHUTb OAHO UK 06a cnenyowmnx oencTBuii:

» YT06bI y3HATb, YCMELHO S BbINOJTHEHA pennkaums, cMoTpute pasgen “KoHTPosIbHbIN CMIMCOK
e)XeJHEeBHOro MOHMTOPUHra” Ha cTp. 72.

 ITTENE v cepep IBM Spectrum Protect pennnumpyeT y3nbl Ha yoaneHHOM cepeepe,
onpenennte, MoXeT N TexHonorusa Aspera Fast Adaptive Secure Protocol (FASP) noBbicuTb
MPONYCKHY CNOCOBHOCTb NPU NepepaYe faHHbIX Ha yaaneHHbln cepBep. Creaynte MHCTPYKUNSM B
pasgene Kak y3HaTb, MOMOXeT i1 TexHonorma Aspera FASP onTumMmnanpoBaTb nepegady gaHHbIX B
Ballen CUCTEMHON cpefe.

CcblIKN, CBA3aHHbIE C JaHHOMN
COBMECTUMOCTb pennmKaumm
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Mpexne YeM HacTpamMBaTb onepauny pennukaumm IBM Spectrum Protect, Bbl LosKHbI y6eauTbes, UTo
WCXOAHbIV CEpBEP PEMINKALMM U CEPBEP Ha3HAYeHMS pennKaLuny COBMECTUMbI AN peninKaumm.

3awuTa AaHHbIX B nynax xpaHeHusd KaTaJ'IOI'OB'KOHTei;IHepOB

3awmTunTe gaHHble B nynax XxpaHeHud KaTaﬂOFOB-KOHTEVIHGDOB, yTObbI COKpaTnTb BpeM4da pennnkKaunm
y31a N BKNHOYNTb ncnpasJyieHNe OaHHbIX B NynaX XpaHEeHUA KaTaﬂOFOB-KOHTeVIHepOB.

Mpe>xpe yueM HauaTtb

YbenuTech, 4UTO Ha LLefIeBOM CEpPBEpe pennnKaLlmm cywecTByeT XoTsa 6bl 0OMH Myn XpaHeHUs KaTanoros-
KOHTelHepoB. Bkoune pennmkaLumio B KOMNOoHeHTe LLeHTp onepauuin, MOXHO 3aniaHnpoBaTh 3auTy
nyna xpaHeHus. YTobbl CKOHUIYpPMPOBaTb PENIMKALUIO U BKITIOUUTb 3aLLUTY Nyna XpaHeHus,
BbINOMHUTE ClieAytoLme Waru:

1. B cTpOKe MeHIo KOMMNoHeHTa LleHTp onepaunn ycTaHOBUTE yKasaTtefb Mbiln Ha XpaHeHue 1
LWenKHUTe no Pennukauus.

2. Ha cTpaHuue Pennunkaums wenkHute no Mapa cepsepos.
3. BbinonHuTe warun B mactepe [ob6aBuTb Napy cepBepos.

06 aToi 3apaue

|_|pl/l 3aumnTe nynoB XpaHeHnda KaTaﬂOFOB-KOHTeVIHGDOB npon3BoanTCA pe3epBHOE KONMMpoBaHmne
3KCTEHTOB OAHHbIX B ,u,pyroﬁ nyn XpaHeHund, 1 3To NO3BOJIAET NOBbICUTb NPON3BOAUTENIbHOCTb NpK
pennnKaunn y3nos. |_|pl/l 3anycke penjnkKaunmn ysna aKCTeHTbl AaHHbIX, pe3epBHOE KONMMpoBaHuMe
KOTOPbIX YXXe 6bI}'IO nponsseneHo 3a cyeT 3allTbl Nyna XpaHeHnd, 6WJ,YT nponyweHbl, YTO COKpallaeT
BpeM4a 06pa6OTKl/I pennnkKaunn. MoHO 3a4aTb pacnMcaHme 3alnTbl NyJIOB XPaHEHNA HECKOJIbKO pa3 B
OeHb, '-IT06bI ycneBaTb 3a UBMEHEHNAMU OaHHbIX.

3awmuias nyn XpaHeHud, Bbl HE NCNOJIb3yeTe pPeCypcChbl, KOTOPbIe pennumnpyroT CylecTtByrouine gaHHble
M MeTaflaHHble, YTO NO3BOSET MOBbLICUTbL MPOU3BOAUTESNIBHOCTL cepBepa. ECnn Bbl XoTuUTe 3amuaTb
TONbKO NyNn XpaHeEHNA N CO30aBaTb TOJIbKO €ro pe3epBHYH KOMUMK, HY>XHO MCNOJZ1Ib30BaTb MYyJibl XpaHEHNA
KaTaﬂOFOB-KOHTeMHGDOB.

AnbTepHaTUBHAA cTpaTerusa sawuTbl: B kKayecTBe afibTepHATUBbI MCNOSIb30BAHUIO PENIUKALLUN MOXHO
3alWNTUTb AaHHbIEe B NyaX XpaHeHNd KaTaﬂOFOB-KOHTeVIHGDOB, CKonmpoBaB UX B NyJibl XpaHeEHUA
KOHTeﬁHepOB-KOI'IVIIZ. LaHHble B nynax XpaHeHus KOHTeVIHepOB-KOHMIZ XPaHATCA Ha JIEHTOYHbIX TOMax.
JIeHTOYHblE KOMUK, XpaHaLLMeca aBTOHOMHO, 00T LONOMHUTENbHY0 BO3MOXHOCTb 3aLlLUTbI NyTEM
aBapMVIHOFO BOCCTaHOB/EHNA B peﬂﬂMLLMpOBaHHOVI cpepe.

Mpouepypa

1. JInbo, uTobbl BKNHOUNTL 3aLLMTY Nyna XpaHEeHUs,, MOXHO ncrnonb3oBaTb KoMaHay PROTECT STGPOOL c
NCXOLHOro cepBepa, YTobbl NPOM3BECTU PE3EPBHOE KOMMPOBAHME 3KCTEHTOB AaHHbIX B Nyfe
XPaHeHus KaTanora-KoHTenHepa.

Hanpumep, utobbl 3alLMTUTL Ny XpaHEHUs KaTaslora-KoHTenHepa ¢ umeHem POOLL, BBeaute
CrepyoLyo KoMaHay:

protect stgpool pooll

B npouecce onepauunm no BoinosnHeHnto komaHabl PROTECT STGPOOL ncnpaBnatoTcs NoBpeXaeHHble
3KCTEHTbI B Ny/e XpaHeHMs HasHavyeHuUs. YTobbl CNPaBUTb 3KCTEHTbI, OHW A0JIKHbI Y)Ke ObiTb
OTMeUeHbl Ha cepBepe Ha3HavYeHMa Kak noBpexaeHHble. Hanpumep, komaHga AUDIT CONTAINER
MOXEeT BbIIBUTb NOBPEXAEHNE B Nyne XpaHeHMs Ha3HavyeHnsa 0o seoga komaHgbl PROTECT

STGPOOL.

2. HeobszaTenbHo: Ecnv noBpexaeHHbIe 3KCTEHTBI BbIM MCNPaBeHbl B Nyfie XPaHEHUS Ha3HAYEHNS U
Bbl 3aLLMLLAETE HECKOIbKO MCXOLHbIX MY/I0B XPaHEHWUS B OLHOM MNyJie XPaHEHNUS HasHaYeHuMs,
BbINOSIHWUTE OMMUCaHHbIE HUXeE LWaru, 4Tobbl obecneunTb NOMHOE UCNPaBEHUE:
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a) Beeante komaHoy PROTECT STGPOOL nn1a BCex MCXOOHbIX NYN0B XpaHeHUs, yTobbl MaKCcMManbHO
NCMNpaBUTb NOBPEXOEHME.

b) CHoBa BBeanTe komaHay PROTECT STGPOOL nns Bcex UCXOAHbIX MySI0B XpaHeHus. [ns BTopon
onepauun ncnonb3ynte napametp FORCERECONCILE=YES.

3TOT War rapaHTMpyeT, YTo BCE UCMPAB/IEHUS U3 OPYIUX MCXOAHbIX Nyf0B 6yayT NpaBuibHO
pacno3HaHbl 419 BCEX UCXOAHbIX NY/I0B XpPaHeHMs.

Pe3ynbTtatbl
Ecnv nyn xpaHeHunsa KaTanora-KoHTeHepa 3alliuileH, Bbl CMOXeTe UCMPaBUTb Ny XpaHeHus B ciyyae
ero nospexpaeHus, ncnonbsys komaHay REPAIR STGPOOL.

OrpaHuueHue: Ecnu Bbl pennnumpyeTe KIMEHTCKUE y3/bl, HO He 3aluMLLaeTe Ny XpaHeHUs KaTanora-
KOHTelHepa, Bbl HE CMOXeTe UCNPaBUTb MyJ1 XPaHEeHUS.

JanbHelwune pencTeus
(HeobsaizaTtenbHo) MOXHO BbINOMHUTL OAHO UK 06a cnenyowmnx oencTBuii:

» Y106bl yBMOETH COCTOAHNE paboyeit Harpy3Kkun no penankaumm, BoINOTHUTE MHCTPYKLMN B
pasgene “KOHTPONbHbIM CINCOK eXXeAHEeBHOro MOHUTOPKHra” Ha cTp. 72.

« IITNE v cepsep IBM Spectrum Protect pennuumpyeT y3nbl Ha yoaneHHOM cepeepe,
onpenennte, MoXeT N TexHonorusa Aspera Fast Adaptive Secure Protocol (FASP) noBbicuTb
MPONYCKHY CNOCOBHOCTb NPU NepepaYe faHHbIX Ha yAaneHHbln cepBep. Creaynte MHCTPYKUNSM B
pasgene Kak y3HaTb, MOMOXeT i1 TexHonorma Aspera FASP onTumMmnanpoBaTb nepegady gaHHbIX B
Ballen CUCTEMHON cpefe.

UHdopMmauumsa, cBa3aHHaA C JaHHOM
NcnpaBneHne 1 BOCCTaHOBMEHME JaHHbIX B Myfax XpaHEeHMs KaTaJloroB-KOHTENHEPOB

AUDIT CONTAINER (MpoBepka HeNpOTMBOPEUMBOCTU copepallencs B 6ase faHHbIX MHGOPMaLLMK O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

PROTECT STGPOOL (3awmTnTb AaHHble nyna XpaHeHus)

N3MeHeHMe napaMeTpoB penyinKauum

M3MeHuTe napamMeTpbl penankaumy B LleHTpe onepaunii. MIsaMeHuTe Takne napameTpsbl, Kak Yncio
CEaHCOB pennuKauum, npaBuia peninkaunm, JaHHble, KOTopble Bbl XOTUTE PeniMuMpoBaTh, pacnucaHme
pennukaumm 1 pabouyto Harpysky penivkaumu.

06 aToii 3apaue
Bam mMoxeT notpeboBaTbca HACTPOUTL NapamMeTpbl PeNanKaLMm B CNeAYLWNX CLLEeHapUsX:

* /I3aMeHeHns NPMOPUTETOB JaHHbIX

« amMeHeHuna npaBun penankaumm

« HeobxoanmocTb coenath LiesieBbiM CEpBEPOM APYroi cepBep

+ 3annaHnpoBaHHbIE MPOLLECChI, OTPULATENBHO BAUSIOLWME HA NPON3BOAMTENBHOCTbL CepBepa

Mpouenypa

Mcnonb3yinTe KOMMNOHEHT LleHTp onepauuii, 4Tobbl U3MEHWUTb NapaMeTpbl PEMINKALUN.
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3apava Mpouenypa

M3MeHVTe NpaBuio pennvkauum. a. lWenkHuTe Ha cTpaHuLe Cepeepbl no CBepeHus.
b. Ha cTpaHuue CBepeHua LienkHUTe no CBoOMUCTBA.

c. B paspene Pennukauusa BoibepunTe NpaBuio pennnkauuu,
KOTOPOE Bbl XOTUTE NpUMeHnTL: NMpasuno
apxuBupoBaHUA No yMon4yaHuto, NMpaBusno pesepBHOro
KOMUPOBaHMUA No ymonuaHuio nnu NMpasuno ynpasneHus
MPOCTPAHCTBOM MO YMOJIYAHUIO.

d. HaxkmMnTe KHOMNKy COXpaHUTb.

YKaxuTe, B TeHeHME KaKoro BpeMeHH a. lenkHuTe Ha cTpaHuue Cepeepbl no CeepeHus.

COXPaHATCA 3anMcK pennkKauuu. .
b. Ha cTpaHuLe CBepeHua LienkHUTe No CBOMUCTBA.

c. B paspene Pennukauuva sBeguTe CPOK B AHSX, B TeUEHME
KOTOPOro A0JIKHbl XPaHUTbCA 3anncu pennnkauunu, B
none CoxpaHATb XPOHOJIOrUI0 penaukauum. Jlnbo
BblibepuTe nepekntovaTens He coxpaHaTb, ecnn BaM He
HYXXHbl 3anncu pensinkauunu.

d. HaxkmuTe kHonky CoXpaHUTb.

3apaiTe Lenesov cepsep penamkaumum. . LLlenkHuTe Ha cTpaHuLue CepBepbl No CBegeHus.

. Ha cTpaHuue CBepeHua WwenkHuTe no CeoicTea.
. B pasgene Pennukauus 3agalite LeneBol cepeep.

o o T o

. Haxxmnte kHonky CoxpaHUTb.

OT™MeHuTe npouecc penankKauynn.

o]

. WenkHuTe Ha cTpaHuue CepBepbl N0 AKTUBHbIE 3afaun.

b. BbibepuTte npoLecc nin ceaHc, KOTOPbIN Bbl XOTUTE
OTMEHUTB.

c. Haxkmute kHonky OTMeHa.

Kak 3apaTb pa3Hble NOJIMTUKU COXPAHEHUS AJ1S UCXOOHOro
cepBepa U LeneBoro cepeepa

Bbl MOXKeTe 3agaTb NOMNTUKKN HA CEPBEPE Ha3HAUYEHUs pensikauumn, KoTopble 6yayT ynpaBnsaTb
penInuMpoBaHHbIMM OAHHbIMM Y3/10B-K/IMEHTOB He Tak, KaK Ha MCXOOHOM cepBepe. Hanpmumep, MOXHO
ob6cnyXnBaTb pasHoe YNCIo Bepcuit haitioB Ha UCXOQHOM CEPBEPE M HA CEpPBEPE HA3HAUEHUS.

Mpoueaypa

1. Ha ncxopHOM cepBepe penMkaunm npoBepbTe KOH(Urypauno penamkaunmn n ybegurtecn, 4to
NCXOQHbIN CepBEp penMKaLnum MoXeT B3aMMO4ENCTBOBATD C LLe/IeBbIM CEpPBEPOM pensinkaumm; ans
aToro BBeguTe koMmaHay VALIDATE REPLPOLICY.

Hanpumep, npoBepbTe KOH(UIypaLumio, NCNONb3ys MMSA O4HOM0 U3 PENINLUPYEMBIX KITMEHTCKNX
y3/10B:

validate replication nodel verifyconnection=yes

2. Ha ncxopHom cepepe pennukaumnmn seeante komaHay VALIDATE REPLPOLICY, utobbl npoBepuTh
pasnnumna B NOSIMTMKAX Ha CepBepax pennmkaumm UCTOYHUKA U Ha3HaYeHUS.
Hanpumep, utobbl yBMAETH pasHULY B MONUTUKAX HA UCXOLHOM CEpPBEpe U Ha CepBepe HasHayeHus,
CVT_SRV2, BBeanTe Ha NCXOOHOM CepBepe CnefyroLLyto KoMaHay:

validate replpolicy cvt_srv2
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3. O6HOBUWTE MONUTUKN Ha CepBepe HasHauyeHus, ecniv aTo noTpebyeTcs.

CoBeT: MOXHO MCM0J/Ib30BaTb KOMMOHEHT LLeHTp onepauunii, 4Tobbl U3MEHUTb NOMIUTUKN Ha cepBepe
HasHaueHus. CnefynTe UHCTPYKUMAM B pasgene “MameHeHne noantuk” Ha cTp. 105.

Hanpvmep, 4To6bl XpaHUTb HEAKTUBHbIe BepcuM (halifioB Ha cepBepe HaszHauYeHus B TeueHue bonee
KOPOTKOro BpEMeHM, YeM Ha MCXOAHOM CepBepe, YMeHbLlUUTe 3HaYeHne napameTpa PesepBHble
KOMUM B KNlaccax yrnpaB/ieHUs!, MPUMEHUMBIX K PEMNLMPOBAHHBIM AaHHbIM KITMEHTA.

4. BKnounTe NONUTUKK CepBeEPa Ha3HauYeHUs peniMkaLmm, Tak 4Tobbl OH MCMONb30Ban CBOU NONIUTUKM
ONA ynpasnieHns penimumnpoBaHHbIMU AaHHbIMU KITMEHTCKOrO y3/1a; A8 3TOro BBeAUTE Ha UCXOOAHOM
cepsepe komaHay SET DISSIMILARPOLICIES.

Hanpumep, 4tobbl BKIOUMTD NONNTHUKM Ha CepBepe HasHadyeHus pennvkaumm CVT_SRV2, BBeante Ha
NCXOAHOM CepBepe CreayoLLyto KoMmaHay:

set dissimilarpolicies cvt_srv2 on

B crnenytownii pas, Korga 3anycTuTcs NPoLecc pennKaumum, NofIMTUKK Ha cepBepe HasHaveHus
penavkauumn byayT UCNonb30BaTLCA A5 YNPABeHUs PeniMLMPOBaHHbIMU aHHBIMU KITMEHTCKOIO
y3na.

CoBerT: Ecnu Bbl CKOHMIypUpyeTe penankauunto, ncnonbdys LleHTp onepaumi, a NoNMTUKK Ha
MCXOLHOM CepBEpe pennKaLmm 1 Ha CepBepe Ha3HaAYeHUs pennkKaummn He coBnagatoT, byaet
MCNONb30BaTbCs NONINTUKA, 3aJaHHas A8 UCXOAHOro cepBepa pennunkaumm. Ecnv ol BKAOUNTE
NONUTUKY Ha cCepBepe HasHaveHns penankaumm, ncnonbsysa komannoy SET DISSIMILARPOLICIES,
6yneT ucnonb3oBaTbCs NOMMTUKA, 3a4aHHAS 419 CepBepa HasHaueHus pennnkaumu. Ecnv Ha cepBepe
HasHa4YeHUs penanKaumm HeT NOSITUKK, UCMONb3YEMON Y3/10M Ha NCXOOHOM CEPBEpE penanKaunm,
ncnonbsyetca nonntnka STANDARD.

UHdopmauumsa, cBa3aHHasA C faHHOM
EXPORT POLICY (akcnopT cBeAeHUn NONNTUKN)

SET DISSIMILARPOLICIES (BKJ1tOYUTb NMOAUTUKU HA CEPBEPE Ha3HaUYeHUs pensmkauum, 4tobsl
yNpaBnaTb penInLMPOBaHHBIMU OAHHbIMM)

VALIDATE REPLICATION (MpoBepuTb pensinkaumo gas KNMeHTCKOro y3sna)
VALIDATE REPLPOLICY (MNpoBepuTb NOANTUKN Ha CepBepe HasHaYeHUsa penimKaLummn)

3awumTta cepsepa

3awunTtuTe cepsep IBM Spectrum Protect 1 faHHble, ynpaBnas 4OCTYNOM K cepBepam U KIIMEHTCKUM
y3nam, wudpya gaHHble 1 obecnevunBas 3allmiLeHHble YPOBHM NpaB A4OoCTyna v Naposu.

NMoHATUA, Kacawlwmecs 3aLlmTbl

Bbl MoXeTe 3awmnTuTh IBM Spectrum Protect oT pycKoB 3aluThbl, UCMOMNb3YS NPOTOKOSbI CBA3WU, 3aALUUTY
naponen v NpPenocTasnas aAMUHUCTPATOPaM pasHble YPOBHM AOCTyNa.

Transport Layer Security

Mo3kHO ncnosb3oBaTb NpoTokon Secure Sockets Layer (SSL) unu Transport Layer Security (TLS), 4tobbl
obecneunTb 3aWUTY TPAHCMOPTHOrO CNos Ana 6e30nacHoOM CBA3M MeX Ay CepBepamMu, KIMEHTAMU U
areHTamMu xpaHeHus. Ecnu Bbl NnepecblnaeTe AaHHble MEXAY CEPBEPOM, KITMEHTOM Y areHTOM XPaHEHWS,
ncnonbdynte SSL nnn TLS ong wndpoBaHus gaHHbIX.

Cogert: Jliobaa pokymeHTaumsa IBM Spectrum Protect, o603HaueHHas kak "SSL" unu "BbibpaTb SSL",
npumeHuma K TLS.

SSL npepocTaBnsietcsa Global Security Kit (GSKit), ycTaHoBneHHbIM ¢ cepeepoM IBM Spectrum Protect u
MCMNOJIb3YEMbIM CEPBEPOM, KIIMEHTOM M areHTOM XpaHeHUs.
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OrpaHuueHue: He ncnonb3syinte npoTokonbl SSL n TLS gns cBA3K ¢ ak3eMnnsapom 6asbl gaHHbix IBM Db2,
KOTOpPbIV UCNonb3yeTcs KakuMmn-nnbo cepsepamm IBM Spectrum Protect.

Kaxbl cepBep, KAMEHT UMM areHT XPaHeHUs, Ha KOTOPOM BKJIOUYaeTCcs noaaepikka SSL, ponxeH
MCMNOJIb30BaTh AOBEPEHHbI CAMOMNOANUCAHHbIA CEPTUMUKAT UAN NOYYUTb YHUKANbHbIV CEPTURUKAT,
noanucaHHbIn ceptudukatopom (certificate authority, CA). Bbl MoXKeTe MCMONb30BaTh CBOU COBCTBEHHbIE
cepTudmrKaTbl UK MoxeTe nNpuobpecTn cepTudurkatol y ceptucpmkatopa (CA). Jlrobon ceptucmkar
HY>XHO YyCTaHOBUTb 1 06aBKTb K 6aze faHHbIX Ktouer ana cepeepa IBM Spectrum Protect, knveHTa nnm
areHTa xpaHeHus. CepTudmrKaT NpoBepsieTCs KIMEHTOM Unu cepBepoM SSL, KoTopblii 3aTpeboBan nnm
MHULMMPOBan cBS3b No SSL. HekoTopble cepTutmkaTbl cepTUdhUKATOPOB NpeaBapUTENbHO
yCTaHaBnMBatoTca B 6asax AaHHbIX KOYEN NO YMOMYAHUIO.

SSL ycTaHaBnvMBaeTCs He3aBMCMMO OT cepBepa IBM Spectrum Protect, kfieHTa 1 areHTa XpaHeHusl.

YpOBHM NOJIHOMOUMIA

Mpwn ncnonb3oBaHUK kaxporo cepeepa IBM Spectrum Protect cylwecTByeT psg LOCTYNHbIX YPOBHEN
aAMUHUCTPATUBHbIX MOTHOMOUUNI, ONPEAENSIOLLMX 3a4aUN, KOTOPbIE MOXET BbIMOMHUTbL aAMUHUCTPATOP.

MNocne perncTpauum agMMHUCTPATOPY HYXHO NPeaoCTaBUTb NMOJTHOMOUUNSA, Ha3HAUYMB O19 HEr0 OOWH UMK
HECKOJIbKO YPOBHEN aAMUHUCTPATUBHbIX MOMHOMOUYNIN. ADMUHUCTPATOP C CUCTEMHBIMU NMOJTHOMOYUAMMU
MOXET BbIMONHUTL NtobYI0 3aaady C CEPBEPOM U HA3HAUYUTb YPOBHU NONIHOMOUMIA ONS OPYrUX
aAMMHUCTPATOPOB, BOCMONb30BaBLINCL KOMaHaon GRANT AUTHORITY. AoMuHucTpaTopsl, obnagatowme
NOTHOMOUMSAMU NONUTUKU, XPAHEHUS UNN ONepaTopa, MOryT BbIMOSIHATL TOMbKO ONpeaefieHHbI Habop
3apau.

AOMUHUCTPATOP MOXET 3aperncTpupoBath apyrue ID aaMUMHUCTPATOPOB, NPefOCTaBUTb UM YPOBHU
NOTHOMOYMIA, MePEMMEHOBaTb UM yAANUTb UX, a Takxe 6110KkMpoBaTh UK pa3bnoknMpoBaTth UX JOCTYN K

cepsepy.

ALMUHUCTPATOP MOXET ynpasBaaTb AOCTYMNOM K onpefeneHHbIM KINMeHTCKUM y3nam gna ID
nonb3oeaTtesnel root n ID nonb3oBaTenen, He ABASIOWMUXCSA NoNb3oBaTenssmMu root. Mo ymonyanuto, ID
nosib3oBaTenNs, He SBNAI0LWEerocsd Nonb3oBaTeneM root, He MoXeT MPON3BOAUTL Ppe3epBHOE KOMMpoBaHue
OaHHbIX Ha y3ne. Mcnonb3ynte komaHoy UPDATE NODE, uTobbl M13MeHUTb NapamMeTphbl y3/a 1 BKIIIOUNTb
pe3epBHOe KOonnpoBaHue.

Maponu

Mo ymonuaHuio cepBep aBTOMaTUYECKN UCNOSMb3YeT ayTeHTVI(bl/IKaLI,VII-O C noMowbko naposns. Ecnn
ayTeHTVICbVIKaU,VIﬂ napoJid BKJ/IlDYEHa (on), BCe nonb3oBaTenm npuv nony4vyeHnn Ooctyna K cepBepy A0J1XKHbl
YKa3blBaTb Maposib.

McnonbsynTe Lightweight Directory Access Protocol (LDAP), uTobbl npuMeHnTb 60nee cTporune
TpeboBaHus k naponsm. JononHUTeNbHYO MHOPMaLUUio CMOTpUTe B pasaesne YnpaBieHMe Naponsmu u
npouenypamu exoga (V7.1.1).

Tabnuya 19. XapakTtepucTuku ayTeHTUgukayuu naponiel

XapakTepucTtuka JononHutenbHas uHdopMmauua
3Ha4veHune perncrTpa CMMBOIOB Bes yueTa perucrpa.
CpoK oencTBus Naposns No yMon4aHuio 90 gHen.

OTCueT HauMHaeTCa C MOMEeHTa NepBoit
pervcTpaummn Ha cepeepe ID agMMHUCTpaTopa Unn
K/IMEHTCKOro y3na. Ecnu B TeueHne aToro nepuoga
naposib He U3MEHMUTCS, NapoJsib HYXKHO byoeT
M3MeHUTb, KOrAa nosib3oBaTtesib B Clieaytolmnin pas
Mony4mnT QOCTYN K cepBepy.
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Tabnuya 19. XapaktepucTuku ayTeHTugukayuu naponel (npodosmmeHue)

XapakTepucTtuka JononHutenbHas uHdopMmauua

Y1cno nonbITOK BBOAA HEMPABWUIbHOMO Napons [lns BCEX KNMEHTCKMX Y3/10B MOXHO YCTaHOBUTb
MaKC/MaJibHOE KOMIMUYEeCTBO NoC/efoBaTesbHbIX
MONbITOK HEMPaBWUIbLHOTO BBOAA Napons. Mocne
NpeBbILEeHNs JaHHOr0 3HaYeHWsl cepBep
6roKMpyeT Takown y3ern.

LnvHa napons no ymonyaHuo 8 cumBonoB

ALMUHUCTPATOP MOXET 3a4aTb MUHUMASbHYIO
ONnHY. HaumnHasa ¢ sepcun 8.1.4, MMHMManbHas
OJIMHa napornen cepeepa No yMo4aHuo
nameHmnaco ¢ 0 oo 8 cMmMBOnOB.

3awumTa ceaHca

3awmTa ceaHca - 3TO YPOBEHb 3aLMTbl, KOTOPbIN MCNOb3YeTCA 4S9 B3aUMOAENCTBMI MeXay y3namm-
KnneHTamu IBM Spectrum Protect, knneHTaMmu agMMHUCTPUPOBAHWA N CEPBEPaMM U HAa3HAYaeTCa C
ncnonb3osaHnem napametTpa SESSIONSECURITY.

Onsa napametpa SESSIONSECURITY MOXHO 3a4aTb OAHO U3 CREAyHOLNX 3HAYEHWNI:

» 3HauveHune STRICT npuHyOoMTENBHO NPUMeEHSEeT Hanbosiee BbICOKUIN YPOBEHb 3alLMTbl B3aMMOLENCTBUM
mexay cepsepamu IBM Spectrum Protect, yanamu n agMuHmucTpaTopamu.

« 3HaueHne TRANSITIONAL ykasbiBaeT, 4To npu obHoBNEHUM nporpamMmmbl IBM Spectrum Protect po
V8.1.2 unun HoBee UCMONb3YeTCS CYLLECTBYIOLWMI NPOTOKON CBA3M. ITO 3HAYEHME NO YMonYaHuio. Ecnum
3apaHo SESSIONSECURITY=TRANSITIONAL, aBTOMaTM4YeCKN NpUMeHaIOTCA bonee cTporve
napameTpbl 3aWMTbl NPK UCNONb30BaHUK Bonee BbICOKMX BepCcuiA NnpoTokona TLS n npu obHoBNEHUN
nporpammbl fo V8.1.2 unu Hoeee. Mocne Toro Kak ysen, agMMHUCTpaTop unun cepeep byaet
COOTBETCTBOBaTh TpeboBaHmaM ong 3HaveHma STRICT, 3awwmTa ceaHca aBTOMaTMYeCKn 06HOBUTCS [0
3HayeHnss STRICT, n 06bekT Hosblue He CMOXKET NPOXOLUTb ayTEHTUMKALMIO, NCNIOb3YS
npeabloyLLyo BEPCUIO KnmeHTa unun 6onee paHHue NpoTokonbl TLS.

Mpum.: [Jo o6HOBNEHNS cepBEPOB OOHOBNATL KIIMEHTbI PE3EPBHOIO KOMMPOBAHUS M apXMBUPOBAHMS
00 V8.1.2 nnu HoBee He HyXHO. Mocne obHoBneHns cepeepa o V8.1.2 nnmn HoBee y3nbl 1
aoMUHUCTPATOPbI, UCcnonb3yowme bonee paHHME BEPCUMM NPOrpamMMbl, MPOAoMXKaT
B3aMMOLENCTBOBATb C CEPBEPOM, UCNosb3ys 3HadeHne TRANSITIONAL, noka obbekT bynet
COOTBETCTBOBaTh TpeboBaHmaM ons 3HaveHns STRICT. TOYHO Tak e MOXHO OBHOBUTb KINMEHTHI
pe3epBHOro KONMMPOBaHUS 1 apxnemnpoBaHus 0o V8.1.2 nnm Hosee f0 obHoBNeHMs cepepos IBM
Spectrum Protect, HoO 06HOBNATL CepBepbl CHavana He TpebyeTcs. CBA3b MexXay cepBepamm u
KJIMEeHTaMUn He NpepbiBaeTCs.

JononHuTenbHble cBeAeHUA 0 3HaueHuax napameTpa SESSIONSECURITY cmoTpuTe B ONMCaHUAX
crnepyLwmx KoMmaHa,

Tabnuya 20. KomaHdekl, ucnons3yemsle, 4Tobsl 3adate napametp SESSIONSECURITY

06beKT KomaHpa

KnneHTckume y3nbl REGISTER NODE

UPDATE NODE

ALMWHUCTPATOPbI

REGISTER ADMIN
UPDATE ADMIN
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Tabnuya 20. KomaHdkl, uchonb3yemsie, 4Tobbl 3adate napameTtp SESSIONSECURITY (npodonxeHue)

06beKT KomaHpa

Cepsepbl « DEFINE SERVER
« UPDATE SERVER

AOMUHUCTPATOPSLI, NpoLleawmne ayTeHTUUKaLMIo ¢ ucnonb3oBaHneM komangbl DSMADMC, koMaHabl
DSMC vnu nporpamMmbl dsm, nocne ayTeHTudunkaunm ¢ ncrnonbloBanmem V8.1.2 nnm HoBee He CMOryT
NPOXOAMUTb ayTEHTU(MKALMIO C MCNoNb30BaHNeEM bonee paHHen Bepcun. YTobbl ycTpaHnTb Npobnemsl
ayTeHTU(MKaLMM aAMUHNCTPATOPOB, CMOTPUTE CleayroLime CoBeThl:

CoBeTbl:

« YbenuTech, 4To BCe nporpaMmbl IBM Spectrum Protect, ncnonbsyembie y4eTHON 3anncbio
agMuHUCTpaTopa Anis Bxoga B cuctemy, obHosneHbl Ao V8.1.2 unu Hosee. Ecnv yueTHasa 3anuch
aAMUHUCTPATOPa NPOU3BOLAUT BXOA, U3 HECKOMbKUX CUCTEM, YBeauTech, YTo cepTudmrKaT cepBepa
YCTaHOBJIEH B KO0 CUCTEME.

- MNocne Toro, Kak aAMMHUCTPATOP YCMNELLHO ayTEHTU(ULMPYETCA HA CEpPBEPE C UCMONb30BaHNEM
nporpammHoro obecneveHus V8.1.2 nnu 6onee Hoson Bepcuun, unu V7.1.8 nnm 6onee HoBowW Bepcuy,
agMuHUCTpaTop HonbLle He CMOXET NPONTM ayTEHTU(MKALMIO HA 3TOM CepBepe, UCMONb3ys BEPCUU
KnueHTa unu cepeepa bonee paHHen Bepcun, yem V8.1.2 unn V7.1.8. Komanay agMuMHUCTpaTopa
MOXHO BBOANTb 13 060N cnctemsl.

« Ecnun notpebyeTcs, co3ganTe OTOENbHYI0 YUETHYI0 3aN1Cb adMUHUCTPATOPA, YTOObI MCNOJIb30BaTh ee
TOJIbKO Npu paboTe C KNMEHTaMM 1 CepBepaMm, Ha KoTopbix paboTaeT V8.1.1 nnn 6onee paHHAA
nporpaMma.

MpUHYANTENBHO NPUMEHUTE HaUBbLICLINIA YPOBEHb 3aLUUTbl B3aMMOAENCTBUIA ¢ cepBepoM IBM Spectrum
Protect, coenas Tak, 4Tobbl BCe y3Mbl, aAMUHUCTPATOPbI M CEPBEPLI MCMNOSIb30BasM 3aLLMTY CeaHca
STRICT. MoxHo Bocnonb3oBaTbcs komaHaon SELECTH utobbl onpenenntb, Kakue cepBepbl, y3/bl U
agMUHUCTPaTOpPbl Mcnonb3ykoT 3awmTy ceaHca TRANSITIONAL, uTobbl Mx 06HOBUTL A1 UCNOJIb30BaHUS
3awmTbl ceaHca STRICT.

MHdopMauusa, cBa3aHHasA C faHHOM
3aumTa cBa3un

YnpaeneHue agMUHUCTpPATOpPaMm

AOMUHUCTPATOP C CUCTEMHBIMU MOJIHOMOUMSIMU MOXKET BbINONHUTBL Nt0byto 3apauy ¢ cepeepom IBM
Spectrum Protect, Bknto4as Ha3HaveHne ypoBHEN NOTHOMOYMIA ONS APYTrMX aAMUHUCTPATOPOB. YTobbI
BbINOJIHUTb PSA 3afa4, BaM AOMKHbI ObITb NPefoCcTaBAEHbl MOSIHOMOUYNS MYTEM Ha3HAYeHWS OLHOMO UK
HECKOJIbKMX YPOBHEN MOMHOMOUUNNA.

Mpouenypa

YT106bI UISMEHUTL napameTpbl agMUHNCTPATOPA, BbIMOJTHUTE ONMUCAHHBIE HUXKE Waru.
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3apava Mpouepypa

[obaBnTb afMUHUCTpaTOpPa Y106bI 06aBMTL afMUHKUCTPaTOpa, ADMINT, ¢
CUCTEMHbIMM MOSTHOMOUMSAMU U 3a0aTb Naposib,
BbINOSIHUTE CieAyoLMe LWaru;

a. 3aperncTpupynTe agMUHUCTpaTopa 1 3aganTe
Pa$#$twO B kauecTBe nNaporss, BBeas
CrepyoLwyo KoMaHay:

register admin adminl Pa$#$twO

b. MpenocTaBbTe aAMMHUCTPATOPY CUCTEMHbIE
MOSIHOMOYMS, BBEASA CMEAYIOLLYI0 KOMaHay:

grant authority adminl classes=system

N3MeHUTb afMUHNCTPaTMBHbIE MOTHOMOUUS N3meHnTe ypoBEeHb NOSIHOMOYMIA ANS
agMuHuctpatopa ADMIN1I.

- MNpepocTaBbTe AfMUHUCTPATOPY CUCTEMHbIE
MOHOMOYMSI, BBEOS CNIEAYIOLLYI0O KOMaHAY:

grant authority adminl classes=system

» AHHYJIMPYNTE CUCTEMHbIE MOTHOMOYKS
aAMUHUCTPATOPa, BBEAS CedyioLy0 KOMaHAay:

revoke authority adminl classes=system

YoanuTtb agMUHUCTPATOPOB AHHynMpynTe gnsa agmmHuctTpaTtopa ADMIN1
poctyn Kk cepsepy IBM Spectrum Protect, BBeas
CrefyoLwyo KoMmaHay:

remove admin adminl

BpemeHHO 3anpeTuTe JOCTYN K CepBEpPY 3abnokupyiTe unu pasbnokupynte
aaMUHUCTpaTopa, BBeaa komaHay LOCK ADMIN
nnv UNLOCK ADMIN.

N3MeHeHMe TpeboBaHUM K Naponam

MOXXHO N3MEHUTb MUHMMaNbHbIM NPeAeN Napons, OAVHY Napons, CPOK AeNCTBUS Napons, a Takxe
BKJIIOUNTb UM BbIKKOUNTbL ayTeHTU(MKaumio ang IBM Spectrum Protect.

06 aTou 3apave
MpuMeHss ayTeHTUdMKaLNIo Ha OCHOBE Naposien U ynpaBsis orpaHUYeHUsS MY Naposien, Bbl 3alluiaeTe
OaHHble 1 cepBepbl OT NOTEHLUMaNbHbIX yrpo3 6e3onacHoCTH.

Mpouenypa

YT06bl M3MEHUTb TpeboBaHMA K NaponsaMm ana cepeepos IBM Spectrum Protect, BbINOMIHWTE ONUCaHHbIe
HUXKe 3aJaun.
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Tabnuya 21. 3ada4yu ho ayteHTughukayuu 0515 cepsepos IBM Spectrum Protect

3apaua Mpouepypa
3apatb MakcMManbHOe YMC/I0 NOMbITOK BBOAA a. BbibepuTe cepBep Ha cTpaHuLe Cepeepbl
HenpaBUIbLHOIO MNapons. LieHTpa onepawmil.
b. LLlenkHuTe no CBemeHuUs, a 3aTeM No BKIIaAKe
CBoiicTBa.

c. 3aganTe YnCo HeyaaYvHbIX NOMbITOK B None
Mpepen HeypauHbIX NONbITOK BXOAA B
cucrtemy.

3HaueHWe No YMONYaHUIo MNpU YCTAaHOBKE PaBHO
0.

3apaiiTe MUHUMANbHYIO ANVHY Napons. a. BbibepuTe cepsep Ha cTpaHuue Cepeepbl
LleHTpa onepauui.

b. LLlenkHuTe no Mogpo6HocTH, a 3aTEM MO
Bknagke CBOMCTBA.

c. 3aganTe YNCIO CUMBOJIOB B MoJie
MuHuManbHasa gavHa napons.

3apaiiTe CPOK fieiCTBNS Napone. a. BoibepuTe cepBep Ha cTpaHuLe Cepeepbl
LleHTpa onepauui.

b. WenkHuTte no MogpobHOCTH, a 3aTEM MO
BKIagke CeoicTBa.

C. 3apaliTe CPoK B AHAX B nosie O6Wmii cpok
BeicTBuA naponei.

3apaTth MeTod ayTeHTUGMKALLUM MO YMONYAHUIO. Beeoute komaHay SET
DEFAULTAUTHENTICATION. Hanpumep, 4tobbl
NCMOnb30BaTh CEpPBEP Kak MeTosq
ayTeHTU(MKALUN MO YMONYaHUIO, BBEAUTE
CrnepyoLwyo KoMmaHay:

set defaultauthentication local

Y106bI 0BHOBUTL KNMEHTCKMIA y3EN A9
ayTeHTUMKALUN HA CEPBEPE, BKIIOUNTE
AUTHENTICATION=LOCAL B komaHoy UPDATE
NODE:

update node authentication=local

UHopMauumsa, cBa3aHHaA C JaHHOM
AyteHTudmnkaumsa nonb3oBatenen IBM Spectrum Protect ¢ ucnonbsoBaHnem cepsepa LDAP
YnpaBneHune naponsamu n npouenypamu sxopa (V7.1.1)

3awuTta IBM Spectrum Protect B cucteme

3awmTnTe cuctemy, B Kotopoi cepeep IBM Spectrum Protect paboTaeT, 4Tobbl NpefoTBpPaTUTL
HECaHKLMOHNPOBAHHbIN JOCTYn.
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Mpouenypa

Y6enuTech, YTO HeaBTOPU30BaHHbIe NONb30BaTeN M He MOTYT MNOSYUnTb JOCTYN K KaTasioram ans 6assbl
JaHHbIX cepBepa 1 ak3eMnaspa cepeepa. OcTaBbTe AN 3TUX KaTasloroB napamMeTpbl AOCTYNa, KOTopble
Bbl CKOH(QMTYPMpPOBanM BO BpeMs peannsauunmn.

OrpaHuueHue focTyna nosb3oBartesieil K cepeepy

YPOBHM NOSTHOMOYMIA ONMPEAENSOT TO, YTO AMUHMUCTPATOP MOXET caenatb ¢ cepepom IBM Spectrum
Protect. ADMUHUCTPATOP C CUCTEMHBIMU NOSTHOMOYMAMMN MOXKET BbINOSHUTL Nt0BYI0 3aavy Ha cepBepe.
AOMUHUCTpaTOPbI, 061afatoLwme NOTHOMOYMAMU NONUTUKKN, XPAHEHMS MW ONepaTopa, MOryT BbIMOMHATb
TOJIbKO OnpefeneHHblin Habop 3agau.

Mpouenypa
1. Mocne perncrpaunm agMMHUCTpPaTopa C ucnonb3oBaHMeM koMaHabl REGISTER ADMIN vcnonbsyiTe
koMaHay GRANT AUTHORITY, utobbl 3apaTh ypOBEHb NOSIHOMOYMIA aAMUHUCTPATOPA.

[lononHWTeNbHbIe CBEAEHMS O TOM, KaK 3a,aBaTb U M3MEHSATb NOJTHOMOYKS, CMOTPUTE B
pasgene “YnpaBneHue agMumHucTpaTopammn” Ha cTp. 135.

2. YT0bbI ynpaBidaTb NOJIHOMOYNAMUN aAMUHUCTPATOPA Ha BbINOJIHEHNE HEKOTOPbIX 3a4au, VICﬂOJ'Ib3yIZTe
cnegywume nose onuum cepeepa:

a) Bbl MOXeTe 3a4aTb YpOBEHb MOAHOMOUMI, KOTOPbIN A0NXKEH ObiTb Yy aAMUHUCTPATOPA, UTOObI OH
mor BBecTu koMmaHabl QUERY v SELECT c onuuenr cepsepa QUERYAUTH. Mo ymonuaHuio, He
TpebyeTcsa HMKAKOro ypoBHS NofIHOMo4Mi. [laHHoe TpeboBaHMe MOXHO M3MEHUTb, YKa3aB OAUH U3
YPOBHENM NOSIHOMOUMI, BK/THOYAs CUCTEMHbIE.

b) Bbl MOXeTe ykasaTb, YTO AS19 KOMaH[, KOTOpble 3aCTaB/AT CEPBEP 3annCbiBaTh BHELHUN ann
3a cyeT ncnosbaoBaHus cepeepHol onunn REQSYSAUTHOUTFILE, TpebytoTcs cMcTeMHbIe
nosiHoMouus. Mo yMonyaHuto, Ans BbINOSHEHNS TAKMX KOMaH4 HeobX0ANMbl CUCTEMHbIE
NoOHOMOYMS.

3. MOXHO OrpaHnuUnTb pe3epBHOE KONMMPOBaHME AaHHbIX HA KIIMEHTCKOM y351e, TaK YTObbl ero Mornm
BbINOSIHATL TONbKO ID nosib3oBaTens root Ui aBTopu3oBaHHbIE MOMb30BaTENN.
Hanpumep, utobbl orpaHMunTbL pe3epBHOe KonupoBaHue ID nonb3oBaTens root, BBEAUTE KOMaHAY
REGISTER NODE vnn UPDATE NODE v 3apganTe napameTp BACKUPINITIATION=xoot:

update node backupinitiation=root

OrpaHuuyeHue pgoctyna nyTeM orpaHuyeHui NopTos

OrpaHuybTe OOCTYN K CepBepy, NPUMEHUB OrpaHUYeHMs NoPTOB.

06 sTou 3apaue

B 3aBMCMMOCTM OT Bawmx TpeboBaHUIM K 3alLMTe BaM MOXET NoTpeboBaTbCsH OrpaHMUYnTb JOCTYN K
oTAenbHbIM cepBepaM. Cepsep IBM Spectrum Protect MOXXHO HACTPOUTb Ha MPUEM AAHHbIX C YeTbIpex
noptos TCP/IP: aByx ansa o6bi4HbIX NpoTokonioB TCP/IP unu npotokonos Secure Sockets Layer (SSL)/
Transport Layer Security (TLS), n oByX, KOTOPblE MOXHO UCMO/Ib30BaTb TOJIbKO N5 npoTokona SSL/TLS.

NMpouenypa

YT06bl yKa3aTb HYyXHble NOPTbI, MOXHO 3a4aTb ONuuMu cepeepa (cMoTpuTe pasaen Tabnuua 22 Ha cTp.
139).
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Tabauya 22. Onyuu cepsepa u 00CTyn K nopTam

CepBepHblit napameTp | docTyn K nopram

TCPPORT 3apaeT HoMep NopTa, KOTOPbI UCNoNb3yeTcs Apaneepom cesasu TCP/IP
cepBepa g5 oTcnexmsanua TpeboBaHMii yCTaHOBIEHUS CEAHCOB K/TMEHTOB.
3TOT NOPT NpMHUMaET Kak ceaHcbl TCP/IP, Tak n ceaHcbl ¢ nogaepxkom SSL.
3HadveHure no ymonuyanuto - 1500.

TCPADMINPORT 3agaeT HoMep NopTa, KOTOPbI UCNoNb3yeTcs Apaneepom cesasu TCP/IP
cepBepa gns oxungaHus TpeboBaHNIM yCTaHOBNEHUS CEAHCOB, OT/IUYHbIX OT
CEaHCOB KJIMEHTOB. ITOT NOPT NPUHMMAET Kak ceaHcbl TCP/IP, Tak 1 ceaHcol
C noanepKom SSL. 3HaueHneM N0 yMONYaHMIO ABMSETCS 3HAYEeHne
TCPPORT.

Ncnonb3ynTe aTy onuuio, 4Tobbl OTAENUTb TPagMK KIMEHTa
aQMUHUCTPUPOBaHMS OT TpadurKka 0bbIuHbIX KMeHToB ¢ onumsamn TCPPORT n
SSLTCPPORT.

SSLTCPPORT 3apaet agpec nopta TCP/IP SSL onga cepepa. 3TOT NOPT NPUHMMAET TOSIbKO
ceaHcbl C nogaepxkom SSL. 3HaveHns nopTa No yMOTYaHUIO HET.

SSLTCPADMINPORT 3apaeT agpec nopTa, Ha KoTopoM gpaneep ceAsn TCP/IP cepBepa oxumaoaeT
TpeboBaHMs Ha yCTaHOBMIEHME ceaHCOB SSL. 3HaueHuMs nopTa no yMoYaHmto
HeT.

Mcnonb3ynTe aTy onumio, 4tobbl OTAENNTb TPahMK KINEHTA
agMUHUCTPUPOBaHMA OT Tpadrka obblUHbIX KNMeHToB ¢ onumamu TCPPORT u
SSLTCPPORT.

OrpaHuueHus:

Cnepytowme orpaHnM4YeHns NPYMEHSAI0TCA Npu onpeneneHnm NopTos cepeepa ToNbKo ang SSL
(SSLTCPPORT n SSLTCPADMINPORT):

« Ecnu Bbl 3apaeTe nopT cepBepa Tosbko SSL B napameTpe LLADDRESS B komaHae DEFINE SERVER wnu
UPDATE SERVER, Hapgo Takxe 3agaTb napameTp SSL=Yes.

- Ecnun Bbl 3apaete nopt cepBepa Tonbko SSL ang onumn TCPPORT knneHTa, TO HAA o TakxKe 3anaTh YES
ona onuuu SSL kKnneHTa.

CcblIKK, cBSI3aHHbIe C faHHOMU

MnaHvpoBaHWe [ocTyna Yepes bpaHaMayap

OnpenenuTe, Kakue y Bac 3afaHbl bpaHamayapbl M Kakve NopTbl LOMKHbI ObITb OTKPbIThI, UTOObI
pelweHune IBM Spectrum Protect paboTtano.

OcTaHOBKa U 3anycK cepeepa

Mpexae YeM BbINoNHATL 334341 N0 06CAYXMBAHUIO UK NePEeKOH(UrYPUPOBaHMIO, OCTaHOBMTE CepBep.
3aTeM 3anycTuTe cepBep B pexumMe obcnyxmnsaHmns. Korga saseplumTe 3agadn no 06CnymMBaHuio unm
nepeKoH(UryprpoBaHmio, NepesanycTuTe cepeep B NPOM3BOACTBEHHOM pexume.

Mpe>xpe yeM HayaTb
Y1066l OCTAHOBMKTBL M 3anycTUTb cepBep IBM Spectrum Protect, TpebytoTcs cMcTeMHbIe MOTHOMOYNS UK
NoSIHOMOYMA onepartopa.
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OcTtaHOBKa cepBepa

Mpexne YeM OCTaHOBMUTb CepBep, NoAroToBbTe CUCTEMY, MPOCNeanB, UTobbl BCe onepawmm no
pe3epBHOMY KOMMpoBaHuto 6asbl AaHHbIX Oblv 3aBepLUeHbl U YTOBbI BCe Npoyne NPOoLLEeCcChl U CeaHchl
6bInM 3aKOHYEHbl. Biarogaps aToMy, Bbl CMOXKeTe 6e30mnacHbIM 06pa3oM 3aBeplUnTb paboTy cepBepa u
obecneunTb 3alMTY AAHHbIX.

06 aToii 3apaue
Mpw BBOAEe koMaHAbl HALT ons ocTaHOBKM cepBepa NPOUCXOAAT Clefytowme oencTBums:

 Bce npouecchbl 1 ceaHcbl y310B KNTMEHTOB ByayT OTMEHEHbI.

« Bce Tekyuime TpaH3akumm 6yayT octaHoBneHsbl. (Mpu nepesanycke cepsepa byaeT npovsseneH oTkar
TpaH3aKuuii.)

Mpoueaypa
YT106bI NOAFOTOBUTL CUCTEMY M OCTAHOBUTbL CEPBEP, BbINOMHUTE Creayowme waru:
1. 3anpeTuTe 3anyCcK HOBbIX CEAHCOB KJIMEHTCKMX Y3108, BBeas komaHaoy DISABLE SESSIONS:

disable sessions all

2. OnpepennTte, He BbIMONHATCA X KaKne-nmbo ceaHCbl KIIMEHTCKUX Y3/10B U NPOLLECChI, BbINONHUB
cnenymwollee:

a. Ha ctpaHuue LleHTpa onepaumit 0630p nocMoTpute B 0611acT AKTUBHOCTDb 06LLiee YnCio
MPOLLECCOB U CEaHCOB, KOTOPble aKTUBHbI B HACTOSLWMA MOMEHT. ECN 3To YMCno 3aMeTHO
OT/INYaeTCs OT 3HAUEHUS!, KOTOpPOoe 06bIYHO MOKA3aHO BO BPEMS NMOBCEAHEBHOMO yNpaB/ieHus
XpaHeHneM, To MPOCMOTpUTE Apyrue MHOMKATOPbLI COCTOsAHMS B LieHTpe onepauuii, 4Tobbl
onpenenunTb, ownbKka nn aTo.

b. CMoTpuTe rpaduk B o6nact AKTUBHOCTb, UTOObI CpaBHUTL 06bEM CETEBOro TpadmKa 3a
cnepyoLme nepuosabl:

« Tekywmm nepmog, To eCTb, camble nocnegHue 24 yaca
 penblaywmni neprom, To ecTb, 3a 24 Yaca oo TeKyllero nepnoga

Ecnu Ha rpadmke 3a npeapblaylumii neprom NoKasaHo oxuaaemblil 06bem Tpadmka, CyLLeCTBeHHble
pasnmMuna ¢ rpadKoMm 3a TeKyLLMiA Nepmnom MoryT yKasbiBaTb Ha Npobnemy.

c. BoibepuTe Ha cTpaHuLe CepBepbl cepBep, /19 KOTOPOro Bbl XOTUTE MOCMOTPETb NPOLLECChI U
CeaHcbl, U wenkHuTe no CeepeHus. Ecnv cepeep He 3aperncTpupoBaH Kak xab nav nogunHeHHbIN
cepsep B LleHTpe onepaumi, nonyumte MHMOPMaLLMIO O MpoLLeccax Npy NoOMoLM KOMaHA
aaMUHUCTpUpoBaHua. Beeante komaHay QUERY PROCESS s 3anpoca npoueccoB 1 NoyvyeHns
nHopMaLmMm 0 ceaHcax npm nomowm komaHasl QUERY SESSION.

3. Joxantecb 3aBeplieHna CeaHCOB KNTMEHTCKUX Y3/10B U1K OTMEHUTE UX. YT106bI OTMEHUTL npouecchbl n
CeaHcbl, coenanTte cnegywulee:

« BbibepuTe Ha cTpaHuLie CepBepbl cepsep, A1 KOTOPOro Bbl XOTUTE NMOCMOTPETb NPOLLECCHI U
CeaHcbl, 1 WenkHMTe no CBepaeHus.

« lLlenkHnTe no Bknagke AKTUBHbIE 3a4aum 1 Bbl6epI/ITe OOWH NN HECKOJIbKO npoueccosB, CeaHCOB
NN KoMburHauuo npoueccoB 1 CeaHCOB, KOTOPbIE Bbl XOTUTE OTMEHUTD.

« HaxxmMute kHonky OTMeHa.

- Ecnu cepBep He 3aperncTpmpoBaH Kak xab nnv nogunHeHHbIn cepsep B LleHTpe onepauui,
OTMEHUTE CeaHCbl NPY NOMOLLM KOMaHA agMUHUCTpupoBaHus. Beeante komaHay CANCEL
SESSION, uTo6bl OTMEHUTL CeaHc 1 npouecchl Npu nomowmn komaHasl CANCEL PROCESS.

CogerT: Ecnu npouecc, KOTOPbIN Bbl XOTUTE OTMEHUTb, 0XXMAAET MOHTUPOBAHUS JIEHTOYHOMO TOMA,
TpeboBaHve MoHTMpoBaHUs ByaeT oTMeHeHo. Hanpumep, ecnu Bbl BBegeTe komaHay EXPORT,
IMPORT vnun MOVE DATA, KOMaHZa MOXeT UHMLMMPOBATb NPOLLEeCC, ANa KoToporo notpebyeTcs
CMOHTMPOBATb NEHTOYHbIN TOM. O HaKO, €CNIN NEHTOUYHbIN TOM MOHTUPYETCA aBTOMaTU3MPOBaHHOWM
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6mubnmnoTtekon, onepauna oTMeHbl MOXXET HE MMETb CUJIbl, MOKa HE 3aBepLNTCA npouecc
MOHTUpoOBaHuA. B 3aBucumocTn ot Ballen CUCTEMHOMN Cpenbl HA 3TO MOXET I'IOTpGGOBaTbCﬂ
HECKOJIbKO MUHYT.

4. OctaHOBUTe cepBep C nomoLbio koMaHabl HALT:

halt

3anyck cepBepa psa 3apayd o6cnyXuBaHus unu
peKoHturypuposaHua

Mpexae YeM NPUCTYNUTb K BbINOJIHEHUWIO 3a4a4 MO 06CNYXUBAHWIO UM NEPEKOHUTYPUPOBAHNIO,
3anycTuTe cepBep B pexxmMe obcnyxnsanus. Mpu 3anycke cepeepa B pexxmme 06CnyxmnBaHus Bbl
OTKJ/IIOYaeTe onepauun, KOTopble MOTyT MOMeLLAaTh 3a4auaM 0b6CnyXnBaHUsa Unu
nepeKoHMUrypmpoBaHms.

06 3Toi 3apaue

3anycTtuTe cepBep B pexxnme obcnyxmeaHus, sanyctns ytunmuty DSMSERY ¢ napameTpom MAINTENANCE.
B pexxunme obcnymMBaHWA OTKIOYAKOTCS Ccnegyowme onepawun:

« PacnucaHus agMUHNCTPATUBHbIX KOMaHL,

« KnueHTckme pacnmcaHus

« BoccTaHOBNEHME NPOCTPAHCTBA XpPaHeHWs Ha cepBepe

« YCcTapeBaHWe NHBEHTAPHOI 0 NnepeyHs

- NepeHacTporka NynoB XpaHeHus

Kpome Toro, knMeHTaM 3anpeLL,eHo 3anyckaTb CeaHchl C cepBepa.

CoBeTbl:

« YT106bl 3aNyCTUTb CEPBEP B peXUME 06CNYIKMBAHUSA, HE HYXKHO M3MEHSATb halin onuunin cepeepa,
dsmserv.opt.

- Korpa cepBep paboTtaeT B pexxume ob6cny:xmBaHms, Bbl MOXETE BPYUHYH 3amnyCTUTb BOCCTaHOBNEHNE
MPOCTPaHCTBA XPaHeHUs], UCTeUYeHMEe CPOKa AEeNCTBUS NMEPEYHS U MPOLLECChl MepeHoca Nynos
XpaHeHwus.

Mpouenypa

»  YT0b6bl 3aNyCTUTb CEPBEP B pexnMe 06CNyKnBaHWs, BBEAUTE C/ledyoLLyto KOMaHAay:

dsmserv maintenance

CoBeT: Buaeoknun, nnniocTPUPYIOLWLMIA 3aNyCK cepBepa B pexnme 06Cny) unBaHus, CMOTpuTe Ha Beb-
CTpaHuLe 3anyck cepeepa B pexunme obcnyxmnBaHums.

JanbHeuwune pencreusa
YT06bl BO30OHOBUTL onepaunn cepsepa B Npon3BoaACTBEHHOM peXXnUMe, BbINMOJIHUTE cnegyroume warnu:

1. 3aBepwnTe paboTy cepBepa ¢ nomollbio KoMaHabl HALT:
halt

2. 3aI'IyCTl/ITe cepBep, ncnosb3ya MeToa, KOTOprVI Bbl UCMONb3yeTe B NPON3BOACTBEHHOM peXnme.
BbinonHnTE MHCTPYKUMK ONA Ballemn OI'IepaLI,VIOHHOVI CUCTEMbI.

- .
B Linux
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http://www.youtube.com/watch?v=17sgpZnXJ20

Ol'lean,I/Il/I, KOTOpPbIe 6b11IM OTK/THOYEHbI BO BpeMa pexnma 06Cﬂy>KI/IBaHl/IF|, 6WJ,yT CHOBaA BKJIHOYEHHbI.

MnaHupoBaHue 06HOBNIEHUA cepBepa

Korpa ctaHeT LOCTYNeH NakeT UCNPaBAEHNUA U NPOMEXKYTOYHOE UCNPaBeHMe, Bbl CMOXeTe 0OHOBUTD
cepsep IBM Spectrum Protect, 4Tobbl BOCNONb30BaTLCA NPEUMYLLECTBAMU B YJTYULLEHHOM NPOAYKTE.
CepBepbl U KNNEHTbI MOXHO 06HOBNATL B pa3Hoe BpeMs. MNepen o6HoBNeHNeM cepBepa ybegmTech, UTo
Bbl BbINMOSIHW/M LIArv no naaHupoBaHuMIo.

06 3Tou 3apave
BbinonHuTe cneayrowme peKkoMeHaaunn:

 MpeanoyTnTenbHbIN MeToq, - 0BHOBUTbL CEpBEp C UCMOMb30BaHMEM MacTepa YCTaHOBKW. 3anyCcTuB
macTep, wenkHuTe B okHe IBM Installation Manager no 3Hauky O6HOBUTD; He LefKaiTe No 3HaUYKam
YctaHoBUTb 1 USMEHUTD.

« Ecnu pocTynHbl OGHOBNEHUS 1 OJ1s1 CePBEPHOIr0 KOMMOHEHTa, U A1 KOMMoHeHTa LleHTp onepauui,
BblbepuTe nepekntouaTenn, yKkasblBatoLmMe, YTo Hy>KHO 06HOBUTL 06a KOMMOHEHTA.

Mpouenypa

1. MpoBepbTe CNMCOK NaKeTOoB UCMPABIEHMI U MPOMEXYTOUHbIX UCNpaBaeHuit. CMoTpuTe pasaen
CkaumBaHus IBM Spectrum Protect - nocsiefHve nakeTbl UCMPABEHNI U BPpEMEHHbIe NCMpaB/ieHus.

2. O3HaKOMbTECb C YCOBEPLUEHCTBOBAHMAMM NPOAYKTA, ONMCaHHbIMKU B hannax readme.

CoBeT: [Mo/ly4MB NaKeT yCTAHOBKM CO CTPAHMLLbl CANT NOALEPXKKM , Bbl TAKKE CMOXETE NOSYYNTb
noctyn K hanny readme.

3. YbepguTech 4TO Bepcus, A0 KOTOPOM Bbl 0BHOBNSIETE CEpBEP, COBMECTUMA C APYTMMU KOMMOHEHTaMMU,
HanpuMep, C areHTaMu XpaHeHUs U KnneHTamMmn bubnmotek. CmoTpuTe pasgen CoBMecTMOCTb areHTa
XpaHeHusa n bubnnotTeyHoro knveHTa ¢ cepsepom IBM Spectrum Protect .

4. Ecnv Balle pelleHune BKIOYaeT B cebs cepBepbl MK KNMEHTLI ¢ 6osee paHHMM YPOBHEM BEPCUU, YEM
V7.1, cMOTpUTE peKoMeHZaunm, 4Tobbl yoeanTbes, YTo onepauny pe3epBHOro KONMMpPoBaHNS U
apXMBMPOBaHUS KNMeHTa He ByayT HapyLweHbl. CMOTpUTe pasgen 3amMevyaHns 0 COBMECTUMOCTU U
obHoBneHun IBM Spectrum Protect .

5. |_|pObITI/1Te MHCTPYKUWK MO obHoBneHuto. ObgsaTenbHO CO3}J,aIZTe Pe3epBHYIO KONMUKO 6asbl OaHHbIX
cepBepa, MHhopMaLLMKN O KOH(UIypaLuum yCTPONCTB 1 halina XpoHOIornm TOMoB.
JanbHeuune gencTeua

Y106bI YCTAHOBMTbL NAKET UCMPABNEHWI UM MPOMEXYTOUHOE UCMPABNEHNE, CNeQynTe MHCTPYKLMAM 4ns
Balleln onepaunoHHON CUCTEMBI:

- IEMNY cTaHoBKa NakeTa UCNpaBieHNi cepBepa

« IIEITENY cTaHOBKa NakeTa NCMpaBieHnii cepeepa
B Viindows

MoprortoBKa K OTKJIIOYEHUIO UM OGHOBJIEHUIO CUCTEMDI

MoaroTtoBbTe IBM Spectrum Protect, UTobbl Npu NIaHOBOM OTKJTHOUYEHUN NMUTAHMS UM OBHOBIEHUN
CUCTEMbI COXPaHATb Bally CUCTEMY B HEMPOTUBOPEUNBOM COCTOSTHUMN.
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https://www.ibm.com/support/pages/ibm-spectrum-protect-downloads-latest-fix-packs-and-interim-fixes
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06 3Tou 3apaue

Y6enuTech, YTo Bbl 3aNlaHUPOBaNV pPerynspHble 4eNCTBUS MO YNPaBeHNto, 3aLMTe U 06CYKMBaHMIO
cepBepa.

Mpoueaypa
1. OTMeHuTe BbIMOAHAKLWMECS NPOLLECChI U CeaHCbl, CAeNaB creytoLlee:

a. BbibepuTe B LieHTpe onepauuii Ha cTpaHuLue CepBepbl cepBep, A58 KOTOPOro Bbl XOTUTE
MOCMOTPETb NPOLECChI U CeaHChl, U WenKHUTe no CBeaeHus.

b. LLlenkHnTe no Bknagke AKTUBHbIE 3a8auu 1 Bbl6epl/ITe OAVH N HECKOJIbKO npoueccoB, cCeaHCOB
NN KoMbuHaumo npoLeccoB N CeaHCOB, KOTOPbIe Bbl XOTUTE OTMEHUTb.

c. HaxxmuTte kHonky OTMeHa.
2. OcTtaHoBUTE cepBep € nomoubto koMmaHabl HALT:

halt
CoBeT: M0XHO BBeCTU KoMaHAy halt ns LleHTpa onepaumit, ycTaHOBMB yKasaTesib MbIlWN HA 3HAYOK

MapameTpbl 1 WwenkHyB no MocTpoutenb KOMaHA,. 3aTeM Bblibepute cepsep, BBegnTte halt u
HaXXMUTe Ha knasuwwy Beoga (Enter).

Peanusauua njiaHa aBapMﬁHOFO BOCCTaHOBJ1IEHUA

MpuMeHnTe cTpaTernto aBapVIIZHOFO BOCCTaAHOB/EHMS, YTO6bl BOCCTAHOBUTb npunoXeHmd, ecnun
ﬂpOMSOVIJJ,eT aBapuda, n obecneunTb BbICOKYHO OOCTYMNMHOCTb CepBepa.

06 aTou 3apaue

Onpepenute TpeboBaHUS K BOCCTAHOBMIEHMIO NOC/E aBapui, BbiiBMB BU3HeC-NpuopuTeThl Ans
BOCCTAHOBJ/IEHMSA KIIMEHTCKOrO Y313, CUCTEMbI, KOTOPbIE Bbl UCMOMb3yeTe A/19 BOCCTAHOBIEHUS AAHHbIX,
W TO, €CTb JIN Y KJTMEHTCKMX Y3/10B COeAMHEHNE C CEPBEPOM BOCCTAHOBIEHUS. IcNonb3ynTe pennnkaunio
W 3alLMTY NYSI0B XPaHeHWs A5 3aWMUTbl BalnX faHHbIX. TaKXe HYXHO OnpenenmTb, Kak 4acTo
Npov3BOOMTCS 3aLLMTa NYNOB XPAHEHUS HA OCHOBE KaTalloroB-KOHTENHEPOB.

BbinosiHeHue oTPaboTKM BOCCTaHOBJIEHUS

3annaHupynTe oTpaboTKy aBapMINHOr0 BOCCTAHOBIEHUS, YTOBbI NOArOTOBUTLCS K ayAnTY,
yO0CTOBEPAoLLEMY BO3MOXHOCTb BOCCTaHOBNEeHUA cepBepa IBM Spectrum Protect v rapaHTupytowemy,
YTO MOXHO BOCCTAaHOBUTb JaHHble U BO30OHOBUTL onepauun nocne nepebos ¢ nutaHnemM. OtpaboTtka
Takxe nomoxeT BaM ybeamTbCcs, UTO MOXHO BOCCTAaHOBUTbL BCE AaHHbIe N BO30OHOBUTBL onepauuu,
npexze 4Yem BO3HUKHET KpUTuyeckas cutyauus.

06 3Tou 3apave

B cnyyae AMCKOBOro pelleHus C HECKOIbKUMM NI0WAAKaMM UCNONb3ynTe PeninKaumio y3na, Ytobbl
ybeanTbCs, UTO AaHHble AOCTYMHbI HA LIeNIeBOM CepBepe Ha NoLlafgKe BOCCTAHOBIEHUS 1 YTO Bpems
BOCCTaHOBNEHUS HEBENMKO. B cnyyvae cbos MCXOAHbIV cepBep CMOXKET aBTOMaTMUECKM Nepeaatb
yrnpaBfeHne cepeepy HasHavyeHWa a9 BOCCTAaHOBMIEHNUS OaHHbIX. ECnv nponsonaeT aBapumsa U UCXOOHbIN
cepBep OKaXKeTcsl HeJoCTYNeH, KTMEHTCKUE y3/1bl CMOryT aBTOMaTUYeCKM 3anmncaTtb MHGOpPMaLMIO O
LLeneBoM cepBepe pennukauum B daine onumin KnneHTa. BoamMoxKHO, BaM nNpuaeTcs Bpy4Hy 06HOBUTb
thann onumim kNnneHTOB oNsA bonee CTapbiX KNMEHTOB.
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Mpouenypa

1. YT0b6bI BPY4HYHO NPOM3BOAWNTL BOCCTAHOBNIEHWE JaHHbIX C LLeSIeBOro cepBepa pennvkaummn, obHosuTe
thaitn onumMin KNMeHTa, yKasaBs LeneBoi cepBep pennnKaunn. IsMeHsTb napamMeTpbl pennmKaumum
Y3/10B He HyXHO.

2. CKOH(UrypupymnTe KIMEeHTCKMI y3en, YTobbl COXpaHWTb AaHHbIE HA LLeNTeBOM CepBepe pennkauuu.

OrpaHuueHue: KnnmeHTckme y3sbl, KOTOpble 0ObIMHO MPOU3BOASAT PE3EPBHOE KONMMPOBAaHUE AaHHbIX
Ha UCXOLHbIN CEPBEP PeniMKkauumn, He MOryT CO34aBaTh Pe3EPBHbIE KOMUY AaHHbIX HA KITMEHTCKME
y37bl, pENANLUPYEMbIE HA LLeNIeBOI CEpBEp PENUKALLUN.

3. MNpoBepbTe BOCCTAHOBEHWE AAHHbIX KITMEHTA, BbINOJIHMB CneayLme waru:

a. BocctaHoBWTE CUCTEMY KNIMEHTA B aHANIOMMYHYIO ONEepPaLMOHHY0 cucTeMy. MicnonbayinTte Te xe
caMble MeHa (halifIoBOM CUCTEMBI C TEM e caMblM 06beMOM (halfIoBOro NPOCTPaHCTBA B
thannoson cucteme.

b. BoccTaHOBUTE AaHHble B CUCTEME, e A0CTaTOUYHO NPOCTPaHCTBa OJ1d AaHHbIX.

Cc. YbeamuTbca, YTO KITMEHT YCMelHo BOCCTaHOB/eH. Hanpumep, ecnu Bbl BOCCTaHaB/IMBaETe
BMPTYasibHYO MallMHy, ybeamTech, UTo BUPTyasibHaa MallMHa BKIKYaeTcs, U NPoBepbTE,
OOCTYNHbI NN haisbl.

3apauu, cBA3aHHble ¢ JaHHOWU

YnpaBneHue penavkaumen

Mcnonb3ynTe pennnkaumio ans BOCCTAaHOBIEHMS OaHHbIX Ha NJIOLLaAKe BOCCTAHOBMIEHMS NOC/e aBapum
W ONS noanepXaHusa ogHOro YpoBHS (haisioB Ha cepBepax MCTOYHMKA M HasHaveHus. Bbl MoxeTe

yNpaBnsTh pensMKaLmen Ha YpoBHe y30B. Bbl Takye MoXeTe 3alMTUTb AaHHble Ha YPOBHe nyna
XpaHeHus.

UHopMauumsa, cBa3aHHasA ¢ faHHOM
Pennvkaums gaHHbIX Ha KJIMEHTCKOM y3/ie Nocne BOCCTaHOBeHMs 6asbl gaHHbIxX (V7.1.1)

BoccTaHoBNeHUe nocrne noTepu AaHHbIX UJIN CUCTEMHDIX
OTKJIKYEHUU INNIEKTPpUnUuecTea

Bbl MOXeTe BOCCTaHOBMTb AaHHble IBM Spectrum Protect, koTopble Bbinin yTpayeHbl, Koraa npousoluna
aBapusi UM CUCTEMHbIV Nepeboi B MMTaHMW. MOXXHO BOCCTAHOBUTb MySlbl XPaHEHUSI KATanoros-
KOHTEeMHEepOB, AaHHbIe KIIMEHTOB U 6a3bl AaHHBbIX.

I1pe>+<p,e YyeM HauaTb

CnnaHupynTe pabouyto Harpysky KnmeHTa u cepepa, Ytobbl 06ecneunTb HaMBBICLLYHO
Npov3BOOUTENbHOCTb AN19 Ballel cpefbl XpaHeHus. BeeguTe komanasl PROTECT STGPOOL v
REPLICATE NODE kak yacTb Ballero pacnucaHus. 3awmTuTe nyn xpaHeHnsa o pennmkaumm
KJIMEeHTCKOro y3na. [pu 3anycke pennunkaLlmm y3na aKCTEHTbl laHHbIX, KOTOpbIe ye bblnu
pennuLMpoBaHbl 3a CHeT 3alLMTbl Nyfa XpaHeHus, byayT NponyLLeHbl, YTO CoKpallaeT BpemMs 06paboTku
pennukaumm.

NMpouenypa

V|CI'IOJ'Ib3yVIT€ MeTO[dbl BOCCTaHOBJ1IEHNA B 3aBUCMMOCTU OT KOMIMOHEHTE, KOTOprVI HYXHO BOCCTAHOBUTb.

144 1BM Spectrum Protect: PykoBoACTBO MO ANCKOBOMY PELLUEHUIO C HECKONBbKUMU NNoWwaaKamm


http://www.ibm.com/support/knowledgecenter/SSGSG7_7.1.1/com.ibm.itsm.srv.doc/t_repl_dbrestore.html

KOMMoHEeHT, KoTopbIii Mpouepypa AononHutenbHaa uHgopmauusa
HY>XHO BOCCTAaHOBUTb

Myn xpaHeHusa kaTanora- | YTobbl BOCCTAHOBUTL Nysibl “UcnpaBneHne NynoB XxpaHeHUs gaHHbIX”
KOHTEeNHepa XpaHeHNs KaTanoros- Ha cTp. 150

KOHTEMHepOB, caenante

crnepytouee:

a. Mpockanupynte
NoBPeXOEeHHbIE IKCTEHThI
AaHHbIX B My XpaHeHus
KaTasioroB-KOHTENHEPOB,
ncrnonb3sys komaHay AUDIT
CONTAINER v 3apaB napameTp
ACTION=SCANALL.

b. VicnpaBbTe noBpexaeHHbIE
3KCTEHTbI JaHHbIX B Nyse
XpaHeHMs KaTanoros-
KOHTENHEepOB, UCNOMb3YS
komaHoy REPAIR STGPOOL.

OrpaHuueHue: Nyn xpaHeHns
MOXHO UCMPaBUTb, TONIbKO ecu
Myn XpaHeHna 3aluLLeH.

c. YoanuTe noBpeXKaeHHble
3KCTEHTbI AaHHbIX, UCNONb3YS
komaHgy AUDIT CONTAINER un
yKasaB napameTp
ACTION=REMOVEDAMAGED.
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KOMMoHEeHT, KoTopbIii Mpouepypa AononHutenbHaa uHgopmauusa
HY>XHO BOCCTAaHOBUTb
KnueHTckue naHHble Tpe6oBaHua: « “BoCCTaHOBIIEHME NOBPEXAEHHbIX

« VcxopHbIv cepBep penamkaumm,
cepBep pennrKauum HazHavyeHus
N KNMEHT OOKHbI ObITb HA
ypoBHe Bepcuun 7.1 nnu Hosee.
Ecnu Bepcusa noboro ns
cepBepoB bonee cTapas,
aBToMaTuyecKas nepefava
ynpaBieHns OTKYaeTCcsa U BaM
NpUAETCHA NONOXMUTLCA Ha
nepenavy ynpasfieHus nocne
cbos BpyUHytO.

BpyuHyto ckoHhurypupyite
KJMEHT A5 aBTOMaTUUYEeCKOW
nepegayu ynpasneHnsa Npu oTkase
Ha LeneBoi cepBep oA
BOCCTaHOBJIEHNS JaHHbIX.

Ecnu Bbl BKNOUMIU
aBTOMaTUUeCKYyo nepenavy
yrnpaBneHus gns KNneHTa, Bbl
CMOXeTe BOCCTaHOBUTb JaHHble,
Mcnonb3ysa hyHKLNIO
aBTOMaTUUeCKOl nepegaun
ynpaeneHus. Bol MoxeTe
NpPOBEpPUTb, ECTb N ONLMSA
usereplicationfailovers
tharne onuun KNMeHTa 1 3a4aHo Nn
015 Hee 3HaveHue yes. Ecnu
NCXOAHbIN cepBep HedOoCTyMNeH nU3-
3a nepebosa B NUTaHUN,
BOCCTaHaBNMBanTe OaHHbIe C
LefieBoro cepeepa, UCNonb3ys
aBTOMaTUUeCKYyo nepenavy
yrnpaBneHus.

CoserT:

» Mcnonb3ynTte komaHay SET
FAILOVERHLADDRESS, uTo06bI
3apatb IP-agpec ona cepsepa
pennukaumn B Clydae nepepadmn
ynpasneHus npu cboe, ecnun atoT
agpec otnnyvaetca ot IP-agpeca,
3aJaHHOro Ang npouecca
pennunkaummn.

OAHHbIX OT PENINLMPOBAHHON Konun” Ha
cTp. 149

« SET FAILOVERHLADDRESS (3apgatb
BbICOKOYPOBHEBbI afpec nepeksoyeHms
nocse oTkasa)
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.12/srv.reference/r_cmd_failovrhla_set.html
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KOMMoHEeHT, KoTopbIii Mpouepypa AononHutenbHaa uHgopmauusa
HY>XHO BOCCTAaHOBUTb

Basa paHHbIX Tpe6oBaHua: DSMSERV RESTORE DB (BoccTaHoBfeHME
6a3bl JaHHbIX)

» YT106bI BOCCTAHOBUTL Ha3y
OAHHbIX Nocne aBapuinHon
cuUTyaummu, y Bac Ao/mxHa bbiTb
Konus Tekyliero danna
KOHUIrypaumm yCTponCTB.
3aHoBO co3paTth hann
KOHUIrypaumm yCTpomcTB
Henb3q.

» Yb6enuTech, YTo y Bac ecTb
pe3sepBHasi Bepcus 6asbl
LaHHbIX.

BoccTaHoBUTE 6asy AaHHbIX IBM
Spectrum Protect 0o Hanbonee
aKTYa/lbHOrO COCTOSIHUSA UK A0
onpeneneHHon TOYKN BO BPEMEHM,
Mcnonb3ys yTunnTy cepeepa
DSMSERV RESTORE DB.

UHopMauumsa, cBa3aHHasA € aHHOM

AUDIT CONTAINER (MpoBepka HeNpoTUBOPEUYMBOCTU coepKallelics B 6ase gaHHbIX MHopMaLmm O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

DSMSERV RESTORE DB (BoccTaHoBneHue 6a3bl aHHbIX)

BoccTtaHoBneHue 6a3bl gaHHbIX

Bo3MoxHoO, BaM npuaeTcs BocCcTaHaBnnBaTh 6a3y aaHHbix IBM Spectrum Protect nocne aBapuu. Bobl
MOXeTe BOCCTaHOBUTb H6a3y gaHHbIX f0 Hanbonee akTyanbHOMO COCTOSHWSA UM HA YKa3aHHbI MOMEHT
BpeMeHW. [1na BoccTaHoBNeHMS 6a3bl faHHbIX Y BaC AOMXKHbI OblITb TOMa C NOMHON UM MHKPEMEHTHOMN
konuen 6asbl AaHHbIX UM C MOMEHTANIbHbIM CHUMKOM pe3epBHOMN Konuu 6a3bl AaHHbIX.

Mpe>xkpe yeM HayaTtb
Ecnu kaTanoru 6asbl AaHHbIX M XypHaia BOCCTAHOBJIEHWS NOTEPSHbI, CO34aNTe UX 3aHOBO, NPEXIe YeM
3anyckatb cepBepHyto ytunuty DSMSERV RESTORE DB. Hanpumep, BBeauTe crnegyowme KomaHabl:

| Linux | X
mkdir /tsmdbGO1
mkdir /tsmdb002
mkdir /tsmdb@O3
mkdir /activelog
mkdir /archlog
mkdir /archfaillog

BT MWnkdir e:\tsm\dbool
mkdir f:\tsm\dbGO1

mkdir g:\tsm\db0o1l

mkdir h:\tsm\activelog
mkdir i:\tsm\archlog

mkdir j:\tsm\archfaillog

OrpaHuueHus:

« Y106bI BOCCTAHOBUTbL 6a3y AaHHbIX 00 ee NocnegHen BePCUmn, HyXKHO HaUTK KaTasior apXMBHOIO
ypHana. Ecnuv Bbl He CMOXeTe HaWTW KaTasor, BaM y4acTCd BOCCTaHOBUTb 6asy faHHbIX TOMbKO Ha
KOHKPETHbI MOMEHT BPEMEHM.
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« MpoTtokon Secure Sockets Layer (SSL) Henb3si MCNofib30BaTb A5 ONepaLny BocCTaHOBeHUs 6as
JaHHbIX.

 Bbl He cMOXeTe BOCCTaHOBUTbL H6a3y AaHHbIX CepBepa, eCNM YPOBEHDb BbiMyCKa pe3epBHOM Konuu 6asbl
OAHHbIX OT/IMYaeTCsa OT YPOBHS BblMyCKa BOCCTaHaBNMBaeMoro cepsepa. Hanpumep, ecnuv Bbl
ncnonb3yete cepsep Bepcun 8.1 1 nonbiTaeTecb BOCCTAHOBUTL 6a3y AaHHbIX Bepcun 7.1, nponsonget
owmnbka.

06 3Tou 3apave

Orlepau,vwl BOCCTaHOBJIEHNA HA MOMEHT BpeMEHMU, KaK NpaBno, NCMNOJIb3YKTCA B TaKUX CUTYaLUUNAX, KaK
aBapMVlHoe BOCCTaHOBJIEHUNE, NN ONA YCTPaHEHNA nocnencTeni owmnbok, KOTOpPbli€ MOTYT Bbl3BaTb
npoTmnBoOpeYnad B 6a3e gaHHbIX. YTobbl BOCCTAHOBUTb 6a3y OAHHbIX HA MOMEHT, Korga oHa bbina
noTepsdaHa, BOCCTaHOBUTE ee a0 caMow nocnegHenm Bepcun.

Mpouepypa

Y106bI BOCCTAHOBUTH 6a3y AaHHbIX, UCNONb3YITe cepBepHyto yTunmuTy DSMSERV RESTORE DB.
BbibepuTe ofmH U3 crenyroLLmMx METOA0B B 3aBMCMMOCTM OT TOr0, KaKyto Bepcuio 6asbl flaHHbIX Bbl
XOTUTE BOCCTAHOBUTb:

« BoccTaHoBWTb 6a3y AaHHbIX 40 camMol nocrefHei Bepcun. Hanpumep, BBeauTe CreayoLLyo
KoMaHay:

dsmserv restore db

« BoccTtaHoBWTb 6a3y faHHbIX Ha ONpefeneHHbIN MOMEHT BpeMeHU. Hanprumep, 4Tobbl BOCCTAHOBUTb
6a3y paHHbIX Ha MOMEHT co3paHns Habopa pesepBHbIx konui oT 19 anpens 2015 r., ucnonbsynte
CrnefyoLyo KoMmaHay:

dsmserv restore db todate=04/19/2015

JanbHeuwune aencreus
Ecnu 66l Bbl BOCCTaHOBMAKM 6a3y AaHHbIX, a HA CepBepe CYLLECTBYHOT Ny/bl XPAaHEHUS KOHTEepoB
KaTanoros, TO Bbl AO/KHbI BbiIIBUTb NPOTUBOPeUns Mexay 6a3on gaHHbIX 1 (DainoBon CUCTEMON.

1. Ecnv Bbl BOCCTaHOBMAM 6a3y JaHHbIX 4,0 TOYKM BO BPEMEHM 1 HE OTKNAaLbliBaIv NOBTOPHOE
MCNoSIb30BaHMeE Nyna XpaHeHUs KOHTEMHEPOB KaTanoros, Bbl JOMKHbI MPOM3BECTN ayAnUT BCEX
KOHTeNHepoB. YTo6bl NPpOM3BECTN ayAUT KOHTENHEPOB, BBEAUTE CNEAYHOLLYI0O KOMaHAY:

audit container stgpool

2. Ecnn cepBep He MOXeT onpenenuTb KOHTEHEPbI B CUCTEME, TO BbINOIHWUTE CrefyloLlme oencTBums,
4TOb6bI OTKPbITb CMMCOK KOHTENHEPOB:

a. BBeauTe Ha KIMeHTe aAMUHUCTPUPOBAHUA CNenyoLLyo KOMaHay:
select uma_koHTelHepa from containers

b. B chainoBow cucteMe BBegMTE CAEAYIOLLYI0 KOMaHAY 419 KaTanora nyfa XxpaHeHUs Ha UCXO4HOM
cepBepe:

CoBer: KaTanor nyna xpaHeHus byneT nokasaH B BbIXOQHON MHOPMaLLMM KOMaHbl:

AT T [ o0 tesourcel$ 1s -1R

mc:\source_stgpooldir>dir /s

c. CpaBHWTE NepevncrieHHble KoOHTeHepbl B (halifioBol CUCTEME U Ha cepBepe.

d. Beegute komaHay AUDIT CONTAINER v ykaxkuTe KOHTEWHEpP, KOTOPOroO HET B BbIXOGHOM
nHtopmaunm cepepa. 3apante napametp ACTION=REMOVEDAMAGED, 4To6bl yoanuTb KOHTEHEP.
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e. Ytobbl ybeanTbcs, UTo KOHTEMHepb! yaanstoTcs U3 hainnoBo CUCTEMbI, CMOTPUTE NOSABUBLUMECS
coobuieHuns.

Coser: [locne onepaumm BOCCTaHOBEHMS 6a3bl aHHbIX, eCnu B (haliioBOM CUCTEME CYLLECTBYIOT
KOHTENHepbl, Ha KOTOPble HET CCbINOK M3 6a3bl AaHHbIX cepBepa, komaHaa QUERY STGPOOL
HenpaBU/IbHO NOKa3bIBaeT MCMOMb30BaHMe Nyna xpaHeHus. Korga Bbl BoINOHAETE
BOCCTaHOBJIeHMeE 6a3bl flaHHbIX 0,0 TOUKM BO BPEMEHM, B (DaNNOBOI CUCTEME MOTYT OCTaBaThCS
KOHTelHepbl 6e3 CCbINOK Ha HMX M3 Basbl AaHHbIX cepBepa. YTobbl NONYyYNTb TOUHYI CTATUCTUKY
MCNOMIb30BaHMNS Nyna XpaHEeHUs, HaA0 BPYYHYIO YOANIUTb KOHTEHepPbI (hanioBor cuctemsbl 6e3
CCbINIOK Ha HMX 13 6asbl JaHHbIX cepBepa.

UHdopMmauumsa, cBS3aHHasA C JaHHOM

Pennukaumsa gaHHbIX Ha KTMEHTCKOM y3ie Nocne BOCCTaHOBeHMa 6asbl gaHHbIx (V7.1.1)

AUDIT CONTAINER (MNpoBepka HeNpOTMBOPEYMBOCTU copepallencs B 6ase faHHbIX MHOPMaLLMK O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

DSMSERV RESTORE DB (BoccTtaHoBneHue 6a3bl AaHHbIX)

BocctaHOoBNneHue noBpeXxXAeHHbIX AAHHDbIX OT pennI/IU,I/IpOBaHHOi;I
Konuu

ECﬂMMCXOﬂHHMCEpBeppeﬂﬂMKaHMMHenmﬂyﬂeH,BHCMOHeTeBOUNHHOBMTbHOBpGMﬂeHHMGﬂaHHMG
M3peHﬂMHMpOBaHHOﬂKOﬂMM,KOTOpaHXpaHMTCHHaHeneBOMcepBepepeﬂﬂMKaHMW

Mpe>xpe yueM HayaTtb

Nmsa cepBepa, ykazaHHOe BaMu B coveTaHun ¢ komaHaon SET REPLSERVER, 0omxHO COOTBETCTBOBaTh
MMEHM CYLLLECTBYIOLLLEro onpeaeneHns cepaepa. OHO Takxke JOMKHO BbITb UMeHEM cepBepa, KOTOPbI
crnepyeT MCNONb30BaTh B KAYECTBE L,eneBoro cepeepa pennukaumn. Ecnm okaxketcs, 4to UMa cepsepa,
3ajaHHOe B 3TOM KOMaHAe, He COOTBETCTBYET MMEHU CYLLLECTBYIOLLEro onpeaeneHns cepeepa, KoMaHaa
3aBepLInTCa HeypgadHo.

CoserT:

« byabTe OCTOPOXHbI NPV USMEHEHUM UV yOANEHUN LLeNIeBOro cepeepa pennunkaumm. Ecnv Bbl
N3MEHWTE LLeNIeBOW CepBep pennnkauum, pennmumpyemble faHHble KIMEHTCKOro y3na byayt
OTMNpaBfieHbl Ha APYron LLeneBon cepeep pennunkauun. Ecnu Bel yoanuTe uenesol cepBep penmkaLlmu,
[JaHHble KIIMEHTCKOro y3na He byayT pennmumpoBaThes.

Mpouenypa
1.ﬂpOBepreCOCTOHHMepeﬂﬂMKauMMﬂaHHbD(HaueﬂeBOMCepBepe.COCTOHHMGpenﬂMKauMM
yKasuBaeT,6unanmcaMoenocnenHﬂﬂpe3epBHaﬂKonMﬂpennmuMpOBaHaHaBToquHuﬂcepBep

2. BoccTaHoBWTE faHHbIe C LLefIeBOro cepBepa pennmKaumum, 3a0aB UCXOLHbIN CEPBEP PerniKkauumn Kak
LLeneBown cepBep pennmKaLlmm.
Hanpumep, ecnv Bbl X0TUTe 3a4aTb UCXOAHbIV CEPBEP PEMNIMKALLMM KaK LLleNleBov cepBep
pennvkauuu, serverl, BBeanTe CreayoLLyo KOMaHay:

set replserver serverl

JanbHeuwune nencreus

Mpu BoccTaHoBIeHUN 6a3bl AaHHbIX IBM Spectrum Protect Ha UCXxo4HOM cepBepe pennnKaumum
penvKauus aBToMaTUYeCKM Bbik/touaeTcs. [epeq TeM Kak MOBTOPHO BKIKOUYUTb pennKaLmio,
onpenenunte, HeobxXxoQMMbl M BaM KOMWUM JaHHbIX, XpaHSALLMECS Ha LLefieBOM cepBepe pensivkauuu.,

MHdopMauusa, cBs3aHHas ¢ faHHOM
Pennvkaums gaHHbIX Ha KJIMEHTCKOM y3/ie Nocie BOCCTaHoBeHMs 6asbl gaHHbIx (V7.1.1)
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WcnpaBneHue NnynoB XpaHEeHUs JaHHbIX

Ecnu I'IpOM3OVIJJ,6T aBapwusa nnun oTknko4YeHne NnnTaHnAa CUCTeMbI, Bbl CMOXXETe BOCCTAaHOBUTDb
nenynnnumpoBaHHble 3KCTEHTbI AaHHbIX B Nyne XpaHeHnda KaTaJ'IOI'OB-KOHTeVIHepOB.

Mpe>xpe ueM HavaTtb

OnpenennTe HeCOOTBETCTBMA Mexay 6a3oi faHHbIX 1 NyNIOM XPaHEeHUS KaTasloroB-KOHTENHEPOB,
ncnonb3sysa komaHay AUDIT CONTAINER. BuifiBvB noBpexaeHHble SKCTEHTbI AaHHbIX B Nyne XpaHeHus
KaTanoroB-KOHTENHEPOB, Bbl CMOXETe ONpefesinTb, Kakne 3KCTEHTbI flaHHbIX ClielyeT UCMPaBUTb.

Mpexne YeM UCNpPaBNSaTb NyN XxpaHeHus, ybeanTech, UTO NyN XpaHeHUs 3alLULLEH C UCMNOSIb30BaHWEM
komaHabl PROTECT STGPOOL.

Mpouenypa

1. YTob6bl CNpPaBUTb Ny XPaHEHUS KaTasloroB-KOHTENHEPOB, ncnonbdynte komaHay REPAIR STGPOOL.
Hanpumep, utobbl ncnpaBuTb Nyn xpaHeHnsa STGPOOLL, BBeanTe cneayroLwyo KOMaHAay:

repair stgpool stgpooll

2. Ecnun noBpexaeHHbIN Ny XpaHeHMs 3afaH Kak Ny XxpaHeHWs HasHavyeHns B komaHae PROTECT
STGPOOL o1 04HOMO UM HECKOSIbKUX MCXOOHbIX NYf0B XpaHeHus, Beeante komaHay PROTECT
STGPOOL o115 BCEX MCXOAHBIX MYNI0B XPaHEHMS.

3. YT06bI ybEeoumTbcs, YTO BCe NOBPEXKLAEHHbIE fAaHHbIE BbIIBIEHbI U UCMPABNEHNS B OPYIUX UCXOAHbIX
nynax xpaHeHus,, cHosa Beegute komaHay PROTECT STGPOOL ons BCex MCXOAHbLIX NY10B XPaHEHUS U
3apanTe napameTp FORCERECONCILE=YES.

4. Y1obbl yoanutb 06bEKThI, CCbINTAOLLINECS HA NOBPEXKAEHHbIE AaHHble, BBeauTe koMaHay AUDIT
CONTAINER v 3apante napametp ACTION=REMOVEDAMAGED.

5. Ecnu noBpeXaeHHbIN My XpaHEHUS SBASETCS MYJIOM XPaHEeHUWs HasHavYeHWs 49 peniMKawumm ysna c
OLHOIO UM HECKONbKMUX NCXOAHbIX CepBepPoB, CHoBa BBeanTe koMaHay REPLICATE NODE co Bcex
MCXOAHbIX CEPBEPOB.

6. Mpu ncnpasneHun nospexxaeHns eeegute komanay PROTECT STGPOOL, utobbl ybeanTbes, UTo nyn
3alumLLeH, Ana APYyroro nyna XxpaHeHns Katanora-KoHTenHepa.

JanbHeuwune nencreus

Y6enmnTech, UTO HUKAKMX MOBPEXOAEHHbIX 3KCTEHTOB AaHHbIX B BbIXOAHON MHopMaLuun koMmaHabl QUERY
DAMAGED He nokasaHo.
UHdopmauumsa, cBs3aHHas ¢ faHHOM

I/IcnpaBneHme M BOCCTaHOBNIEHME OaHHbIX B Nynax XpaHeHUsa KaTaJ'IOFOB-KOHTeIZHepOB

AUDIT CONTAINER (MpoBepka HeNpoTUBOPEUMBOCTU coepKallelics B 6ase gaHHbIX MHGopMaLmm O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

QUERY DAMAGED (3anpocuTb noBpexaeHHble OaHHble B NyJie XpPaHEeHUs KaTasloroB-KOHTEMHEpPOoB MK B
06/1a4HO-KOHTEMHEPHOM Myfe XpaHeHus)

REPAIR STGPOOL (BoccTaHOBUTb NyJ1 XpaHEHWUs1 KaTaslora-KoOHTenHepa)
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NMpuno>xeHue A. CneuuanbHblie BO3SMOXXHOCTU ANA
ceMmeunctea npogykrtos IBM Spectrum Protect

CneumanbHble BO3MOXHOCTY NOMOrakoT NOMb30BaTENIO C (PU3MUECKUMUM HeJoCcTaTKaMu, HanpruMep, ¢
OrPaHNYEHHOM NOLBUMXHOCTbBIO UM C HELOCTAaTKaMM 3PEHUS, C YCNEXOM MOJSIb30BaTbCS NPOAYKTaMM
MH(OPMALMOHHbIX TEXHOJIOTUA.

0630p

MpoaykThl cemelicTBa IBM Spectrum Protect noaaepxusatoT crnefytole OCHOBHbIE CneLnanbHbie
BO3MOXHOCTH:

« PaboTa C cnosib30BaHMEM TOMbKO KJlaBuaTypbl
« Onepauun C UCNOJIb30BAHUEM MPOrPaMMBbl 4SS YTEHMS MH(OPMaLUN C 3IKpaHa

CemencTtBo npoaykToB IBM Spectrum Protect ncnonbayet HoBenwmn ctaHgapt W3C, WAI-ARIA 1.0
(www.w3.org/TR/wai-aria/), uTobbl obecneunTb cooTBeTCTBME pasgeny US Section 508 (www.access-
board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/
section-508-standards) n pekomeHpauunsim no gocTynHoctn Beb-copepxkmmoro (Web Content
Accessibility Guidelines (WCAG) 2.0 (www.w3.0rg/TR/WCAG20/). YTobbl BOCNONb30BaTLCS
npenmyLLecTBaMm crneymasibHbiX BO3MOXHOCTEN, BO3bMUTE NOCNEAHWI BbIMyCK Ballel Nporpammsl
yTeHMa MHopPMaLLMK C 3KpaHa 1 nocneaHuin Beb-6paysep, Noanep:K1MBaemMbli NPOLYKTOM.

L OKyMeHTaumsa No NPOAYKTY B LLeHTPe 3HaHui IBM BkNtoUeHa ANs NOOAEPKKM CneunanbHbIX
BO3MOXHOCTeN. CrneunanbHble BO3MOXHOCTU LLleHTpa 3HaHui IBM onuncaHbl B pasgene CneuyyanbHble
BO3MOXHOCTW CMPaBKK No LeHTPY 3HaHunn IBM (www.ibm.com/support/knowledgecenter/about/
releasenotes.html?view=kc#accessibility).

ynpaBneHue npu noMoLLU KnaBuaTtypbl

Lna ynpaBneHus aTUM NPOLAYKTOM UCMOSb3YIOTCA CTaHOapPTHbIE KOMbBMHaLMKN KNaBuLL.

MHopmauusa 06 nHtepdpeiice
B nonb3oBaTenbCckux MHTepdencax HeT CoaepKMMoro, Kotopoe bbl Murano 2-55 pas B cekyHay.

B nonb3oBaTenbckunx Beb-nHTepdelicax npaBuibHOe BOCNIPOU3BELEHNE COLEPIKMMOro U NOAXOASAWLNIA
AN paboTbl PEXMM OCHOBaHbI Ha KacKaZHbIX Tabnvuax ctunei. MpunoxeHune obecneunsaeT
Mosb30BaTEeNAM CO CNlabbiM 3peHreM 3KBMBaIEHTHbIN CNOCO6 MCMONb30BaTh NapaMeTpbl CUCTEMHOIO
Avcrnnes, BKJoUYash BbICOKOKOHTPACTHbIN pexrM. MOXHO yNpaBnsaTb pasMepoM wpndta, NCnosib3ys
napameTpbl yCTponcTBa unu Beb-bpaysepa.

B nonb3oBaTenbckux Beb-nHTepdencax ectb HaBuraumoHHble oTtMeTkn WAI-ARIA, KoTopble NO3BONSAOT
6bICTPO NepexonmnTb K (hYHKLMOHaNbHbBIM 061aCTSM B NPUIOXEHUN.

MporpamMmMHoe o6ecneueHne NOCTABLUKOB

B cememncTBo npoayktoB IBM Spectrum Protect BkntoueHbl NporpaMMbl HEKOTOPbIX MOCTaBLLMKOB, Ha
KOTOpble He pacnpocTpaHsaeTCcs NMLEH3MOoHHoe cornalleHne IBM. IBM He nenaeT HUKaKuUX 3asBeHUin
OTHOCUTESIbHO CreLnanbHblX BO3MOXHOCTEN 3TUX NPOAYKTOB. 3a MH(opMaLmen o cneumanbHbIX
BO3MOXHOCTSAX 3TUX NPOAYKTOB 0bpallanTech K MX NOCTaBLLMKAM.

CBsizaHHasA umbopmau,uﬂ O cneuuanbHbIX BO3MOXXHOCTAX

NMoMMUMO CTaHAAPTHON KOHCY/IbTaTUBHO-CMNPaBo4YHOM cnyx6bl IBM 1 Beb-canTtoB nogaepxku y IBM ectb
nBe TenedoHHble cnyxbbl TTY s UCNONb30BaHUS TYXUMM UK cNabo CrblWalMMN 3aKasvymKamm ¢
LeNbio NOJSTyYeEHMS JOCTYNa K CNyxb6aM NpoaaX U Nogaep KKu:
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Cnyx6a TTY
800-IBM-3383 (800-426-3383)
(B CeBepHoOM AMepuKe)

LononHuTenbHyo nHopmauuto 0b obaszatenbcreax, kKotopble IBM npnHUMaeT Ha cebsi B OTHOLLIEH WM
NoaLepXKu cneumanbHbiXx BOSMOXHOCTEN, cMOTpuTe Ha calite IBM Accessibility (IBM - CneumarnbHblie
BO3MOXHOCTH) (Www.ibm.com/able).
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3aMeuaHus

J1a nybnukauus paspabartbiBanacb gns NPOAYKTOB M ycnyr, npegnaraemoix B CLLUA. Matepuansl Ha
OpYyrux a3blkax MoOXHO nonyuntb B IBM. OgHako ona JocTtyna K Konuu NpoayKTa unv Bepcum npoaykKTa
Bbl LLOMXHbI ObITb BNagenbLem Konuu unm Bepcum.

IBM MoxeT He npeanaratb onncaHHble NPOAYKThI, YCIYrM 1 BOSMOXHOCTU B ApYrux ctpaHax. CeeaeHns
O MPOAYKTaX W ycayrax, AOCTYMNHbIX B HACTOSLWEe BPEMS B Ballen CTpaHe, MOXHO NOMyYnUTb B MECTHOM
npeactaBsuTenbcTBe IBM. Jlobble cCcbinkn Ha NPOAYKTbI, NporpamMmmbl unu ycnyru IBM He o3HavatoT
SIBHbIM U HEsIBHbIM 06pa3oMm, YTO MOXHO MCNOMIb30BaTh TOIbKO MPOAYKTbI, MPOrpaMMbl UM YCyru
IBM. PaspeluaeTtcs ncnonb3oBaTh obble (hyHKLMOHANbHO 3KBUBANEHTHbIE MPOAYKTbI, MPOrpamMMmbl Uu
yCiyru, ecnv npu 3ToM He HapyLarTcs npasa IBM Ha nHTennekTyanbHyt cobcTBeHHOCTb. OfHaKo npu
3TOM MOJSb30BaTesb CaM HECET OTBETCTBEHHOCTb 3a OLLeHKY M NpoBepKy paboTbl ¢ Apyrumu (He IBM)
NPOAYyKTaMu, NnporpaMmmMamun n ycnyramu.

KoMmnaHua IBM mMoxeT pacnonaratb naTeHTaMu Unm paccMaTprMBaeMbIMM 3asiBKaMU Ha NaTeHTbI,
OTHOCALWMMUCA K NpeaMeTy OaHHOro AoKyMeHTa. [lonyvyeHue 3Toro JOKyMeHTa He 03HavaeT
npenocTaBNeHNs Kaknx-nmbo NMUEH3NIM Ha 3TW NaTeHTbl. 3aNPOChl OTHOCUTENBHO NLEH3UI
HanpaBnsanTe No agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Mo noBony NULEH3NI, CBA3aHHbIX C UCMOMb30BaHMeM HabopoB AByx6alTHbIX cuMBosioB (DBCS),
obpallanTechb B OTAEN MHTENNEKTYyaNnbHOM cobcTBeHHOCTM IBM B Ballel cTpaHe unm HanpasbTe 3anpoc B
NUCbMeHHOW hopMe Mo agpecy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPMOPALIMA INTERNATIONAL BUSINESS MACHINES NPEAOOCTABNAET JAHHYIO MYBINKALMNIO
"KAK ECTb", BE3 KAKUX-JINBO ABHbIX STV MOAPA3YMEBAEMbIX FTAPAHTIN, BKJTKOYASA, HO HE
OrPAHUYMBASCb TAKOBbIMW, MOOPA3YMEBAEMBIE FTAPAHTUN OTCYTCTBUA HAPYLLEHWN,
KOMMEPYECKOW NPUIOAHOCTU UMM COOTBETCTBUA KAKOW-NNBEO KOHKPETHOW LLESIN. B
HEKOTOpPbIX 3aKOHOAATENbCTBAX A5 ONPefefieHHbIX CAeNoK NofobHbie OroBOPKM He JOMNyCKakoTCs,
Taknm obpasom, 3To yTBEPXOEHNE MOXKET HE OTHOCUTHCH K BaM.

B paHHomn I/IHd)OpMaLI,VIVI MOTyT BCTPETUTbCA TEXHNYECKNE HETOYHOCTU NN TMI'IOFpad)CKVIe oneyaTku. B
I'Iy6}'II/IKaLI,l/II'O BpemMda OT BpEMEHN BHOCATCA U3MEHEHWNA, KOTOPbIE 6y,£|,yT OTpaxeHbl B crieayrowmnx
n3naHnax. CDl/IpMa IBM moxeT B ntoboe Bpemd 6e3 yBegoMneHna BHOCUTb NISMEHEHUA U
yCcoBepLWEHCTBOBaHNA B NPOAYKTbI U MpOorpamMmmMmsbl, onnmcaHHbIE B aTom I'Iy6J'II/IKaLI,l/Il/I.

JTtobble CChbINKK B 3TON Ny6NMKaLumM Ha canTbl, He NpuHaanexauine IBM, npuseneHbl TONbKO AN9
yao6CcTBa M HUKOMM 06pa3oM He 03HAYaloT UX NoAAEpPXKU. MaTepunanbl Ha 3TUX calTax He BXOAAT B
yncno MaTepuanos Mo gaHHoMy NpoayKTy IBM, 1 BeCb pUCK NOMb30BaHWA 3TUMU CaiTaMW HECETE Bbl
camu.

IBM ocTaBnsieT 3a coboii NpaBo Ha UCMOSIb30BaHMeE U pacnpocTpaHeHne ntoboi NpenocTaBneHHON BaMu
NHopMauun NtobbiMm cnocobamMu, Kakne couTeT NPUEMIIEMBIMU, HE MPUHUMas Ha ceba HUKaKMX
069a3aTeNbCTB Nepeq BaMu.
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Ecnv obnapgaTento NMLEH3MM Ha JlaHHY0 NporpamMMmy NoHaaobaTca ceefeHMsa o BO3MOXHOCTY: (i) obmMeHa
JaHHbIMU MeXy He3aBMCMMO pas3paboTaHHbIMK NporpaMmMamu 1 Apyrumm nporpammamu (Bknovas
NaHHYo) U (ii) COBMECTHOro UCMonb30BaHUA TakUX JaHHbIX, OH MOXeT 06paTUTbCA Mo agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Takas nHhopMaLms MOXeT ObITb MpefoCcTaBieHa Npu cobtoaeHM onpeaesieHHbIX NONOXEHU 1
YCNOBWIA U, BO3SMOXHO, 3@ ONpeLesieHHy0 nnary.

JlnueHsnpoBaHHasa nporpaMmma, onmcaHHas B aHHOM JOKYMEHTE, 1 BCe NULLEH3MPOBaHHbIE MaTepuarnsbl,
LOCTYMNHble C Hen, npegocTaBnstoTcs IBM Ha ycnosusix IBM Customer Agreement (Cornawenusa IBM ¢
3aKa3umnkoMm), MexxayHapoAHOro cornaleHuns o IMLEH3USAX Ha NporpaMmbl IBM nnuv skBMBaneHTHOro
cornatleHus.

MokasaHHble 34eCb AaHHblE MPOU3BOAMTENBHOCTMY MOYYEHbl B ONPeaefieHHbIX YCNoBMaX. PeanbHble
pesynbTaTbl MOTYT 6bITb APYrMMMU.

NHdopMauus o npoayKTax apyrux komnaHun (He IBM) nonyyeHa oT NOCTaBLLMKOB 3TUX NPOLYKTOB, U3 UX
onyb/IMKOBaHHbIX 06BABNEHUIN MU U3 UHBIX 0BLLEAOCTYMHbIX MCTOYHMKOB. IBM He npousBoauna
TECTUPOBAHME 3TUX NPOLAYKTOB U HUKAK HE MOXET NOATBEPLAUTb MHDOPMALMIO O UX TOUHOCTM paboTbl 1
COBMECTMMOCTMU, a TaKXXe Npoune 3asB/eHNs OTHOCUTENbHO NPOAYKTOB APYrnX KOMNaHuin (He IBM).
Bonpockl 0 BO3MOXHOCTAX NPOAYKTOB APYrnx kKoMnaHui (He IBM) cnepgyeT HanpasBnsaTh NOCTaBLLMKaM
3TUX NPOAYKTOB.

B sTol nybnukaumm cogepxartcsa npuMepbl LaHHbIX U 0THETOB, UCMOSb3YEeMbIX NPW BbIMOHEHNMN TEKYLLUX
cnyxebHbix 3aga4y. YTobbl NPOMNNIOCTPMPOBATL 3TN 33434 C MAKCMMaSIbHOM HarnNagHoOCTbHO, B
npuvMepax UCMoNb3yTC UMeHa (U3NYECKMX NTNLL, HA3BaHWUS KOMMNaHWI, pUpM 1 NPOAYyKTOB. Bce 3Ty
MMEHa 1 Ha3BaHWS BbIMbILLNEHDI, U TI060e NX CXOACTBO C peasibHbIMU MMEHAMU 1 aapecaMu NOTHOCTbIO
Crly4anHo.

JIMLEEH3NA HA TTPABO KOTMMPOBAHWA:

B 3TOM moKyMeHTe cogepxaTcsa npuMepbl NPUKNagHbIX NPOorpamMM Ha a3blkax NMpPorpaMmMmpoBaHus,
KOTOpPbIe WITKOCTPUPYIOT METOAbI NPOrpaMMmMPOBaHNA AN Pa3IMUYHbIX ONepaunoHHbIX NaaTqopM. Bol
MMeeTe NpaBo KONMPOBaTb, U3AMEHATb U PACNPOCTPAHATbL 3TW NPUMeEpPBI NporpamMm B ntoboi hopme 6e3
ynnatbl Bo3HarpaxnageHusa gpupme IBM B uensix paspabotku, npumMmeHeHus, cbbita nam pacnpocTpaHeHns
NPUKNaAHbIX MPOrpamMM, COOTBETCTBYIOLLMX MHTEP(ENCY NPUKIaAHbIX MPOrpamMM OnepaLoHHON
CUCTEMBI, NS KOTOPOW NpefHa3HayYeHbl 3T NpMMepbl. 3TU NpuMepbl He Bbin TwaTenbHO
NPOTECTMPOBAHbI NPY BCEX BO3MOXHbIX YCNoBUAX. [NoaToMy IBM He MoxeT rapaHTupoBaTh 1X
HaZLeXXHOCTb, MPUrOAHOCTb U (hYHKLMOHUPOBaHMe. MpobHblie NporpamMmmbl NpeocTaBAaoTCS No
NPUHLKNY 'Kak ecTb', 6e3 kakon-nmbo rapaHTum. IBM He HeceT OTBETCTBEHHOCTU HUM 3a Kakon yuiepb,
BO3HUKLUMI B pe3ynbTaTe UCMONb30BaHUSA NPUMEPOB MPOrpamm.

Kaxpas konvs nporpamMmm npyMMepoB Uan NPOrpamMMm, CO34aHHbIX HA X OCHOBE, O0/KHA COAepXaTb
crepytollee 3amMmevaHmne o6 aBTopckux npasax: © (HassaHve Bawen komnanum) (rom). YacTu aToro Koga
NOCTPOEHbI Ha OCHOBe NpuMepoB nporpamm IBM Corp. © Copyright IBM Corp. _BBeauTe rog Uam rogbi_.

ToBapHblie 3HAKU

IBM, norotun IBM 1 ibm.com - ToBapHble 3HaKWN UK 3apernMcTpMpoBaHHble TOBapHbIEe 3HAKMN
International Business Machines Corporation, 3aperMctpupoBaHHble BO MHOIMX CTpaHax. [poyne
HasBaHWs NPOAYKTOB M yCnyr MOryT BbITb TOBapHbIMM 3HakaMu IBM nunu opyrux komnaHuin. Tekywmn
CMMCOK TOBapHbIX 3HakoB IBM cMoTpuTe Ha Beb-cTpaHuue "Copyright and trademark information”
(MHhopMaLma 06 aBTOPCKMX NpaBax U ToBapHbIX 3Hakax) (www.ibm.com/legal/copytrade.shtml).

Adobe - 3aperncTpupoBaHHbIi ToBapHbIn 3HaK Adobe Systems Incorporated B CLUA n/unu B opyrmnx
cTpaHax.
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Linear Tape-Open, LTO n Ultrium - ToBapHble 3Haku HP, IBM Corp. n Quantum B CLLIA n B gpyrux cTpaHax.

Intel n Itanium - ToBapHbIe 3HaKW MK 3aperMcTpMpoBaHHble ToBapHble 3Haku Intel Corporation nnm ee
tunmanos B CLUA n/unu gpyrux ctpaHax.

3aperncTpmpoBaHHbIN TOBapHbIM 3HaK Linux ncnonbayetcs cornacHo cybnumueHsmm ot Linux Foundation,
WCKIIOUNTENBHOTO NMLeH3naTa JInHyca TopBanbAaca, KOTOPbI ABASETCS BNafesibLeM 3TOM0 3HaKa BO
BCEM MUpeE.

Microsoft, Windows n Windows NT - ToBapHble 3Haku Microsoft Corporation B CLUA u/vnu B gpyrmux
CTpaHax.

Java™ v BCe TOBapHble 3HAKM 1 JIOroTUMbl Ha OCHOBE Java - 3TO TOBapHbIE 3HaKW UK
3aperucTpupoBaHHble ToBapHble 3Hakyu Oracle n/unu acddunmpoBaHHbIX KoMnaHuit Oracle.

Red Hat, OpenShift®, Ansible® n Ceph® - ToBapHble 3HaK1 UM 3aperncTpUpPOBaHHbIE TOBAPHbIE 3HAKM
Red Hat, Inc. nnn mnmnanos ato komnanum B CLLA n gpyrux ctpaHax.

UNIX - 3apermcTpupoBaHHbI TOBapHbI 3HaK The Open Group B CLLUA v opyrux ctpaHax.

VMware, VMware vCenter Server n VMware vSphere - 3apernctpmpoBaHHble TOBapHble 3Hakn VMware,
Inc. unu dhmnmanos saton komnaHum B CLLUA n/vnn Ha TeppuTopmsix nog, Apyrov FpUCANKLNEN.

Mono)xeHua v ycnoBusa Ana AOKYMEHTaLUU No NPoAYKTY

PaspelleHunsa Ha ncnonb3oBaHue aTux nybnmkaumi npegocTaBnaoTcs npy cobnogeHun
HUXXeNnpPUBEAEHHbIX NMOMNOXEHUIN N YCNOBUI.

MpumeHumocTb
YKasaHHble yCoBUs 1 NoNoXxeHns AobaBnsaoTca KO BCeM yCnoBuaM ans seb-canta IBM.

JInuHoe ucnonb3soBaHue
Bbl MOXeTe BOCNPOU3BOANTb 3TW Nybankauum ons CBOero JIMYHOro HEKOMMeEPYECKOro
MCMNO/Ib30BaHMS NpKU YCI0BMK, YTO Npu 3ToM byayT cobntogeHbl Bce 3aMevaHms 06 MMyLLLECTBEHHbIX
npasax. He pa3speluaeTcs pacnpoCcTpaHsaTb, BOCIPON3BOANTb UM COCTaBASATb NPOM3BOAHbIE PaboThbl
Ha OCHOBEe AaHHbIX NybanKaunim nnm nx yacten 6es BolpaxkeHHoro cornacus IBM.

KoMmMepueckoe ucnosib3oBaHue
Bam npepoctaBnsieTcs NpaBo BOCNPOU3BOANTL 3TN NyBMKaumm UCKIOYUTENBHO B Npeaesiax CBoero
npeanpusTUS Npu ycioBuu, 4YTo byayT BOCNpon3BeneHbl BCce 3aMeYvaHmnsa 06 aBTOPCKMX NpaBax. 3a
npenenamu Ballero npeanpuaTus BaM 3anpeLaeTcs pacnpocTpaHsaTb 3Tn nybamMkaumnm, NoAHOCTbIO
WK MO YacTsM, AE@MOHCTPUPOBATh UX UM CO3[4aBaTh U3 HUX NPOU3BOAHbIE NPOAYKTbl 6e3 ABHOrO Ha
To cornacus ot IBM.

Mpasa
3a UCKIYeHEM NpaB, SBHbIM 0O6pa3oM NPeLoCTaBNSEMbIX HACTOALWMUM Pas3peLleHneM, HUKAKNX
WHbIX paspeLleHnid, TMLLEH3UI U NPaB, HU SBHbIX, HX NOAPa3yMeBaeMblX, B OTHOLIEHUN NyBANKaLUA 1
nobon copgepallencs B HUX MH(popMaLLMm, AaHHbIX, MPOrPaMM UM MHOW MHTENNEKTYaNIbHOM
cobCTBEHHOCTH, He NpeaoCcTaBnseTcs.

IBM ocTaBnsieT 3a coboi npaBo 0TO3BaTb paspeLleHns, NpeLoCcTaB/eHHble 3TUM OOKYMEHTOM, eCiu,
no MHeHuto IBM, ncnonbsoBaHune nybnvkaum HaHocuT ywepb IBM nunu, kak aTo yctaHoBneHo IBM,
BbllLenpuBeLeHHblE MHCTPYKLMM He cobnofarnTcs AoMXKHbIM 0bpasom.

Bam He paspeluaeTca ckaumBaTb, IKCMNOPTUPOBATL UM MOBTOPHO 3KCMOPTUPOBATh 3Ty MH(OPMaL IO
MHa4ye, YeM B NMNOJTHOM COOTBETCTBUMN C NpaBUaM N HOPMaTUBaMU, BK/1KOUaA BCE 3aKOHbI 1 NMpaBuia
CoepmHeHHbIx LLTaToB 06 akcnopTe.

IBM HE NPEOOCTABNAET HUKAKUX TAPAHTIM KACATENIbHO COOEPYXMMOI0 3TNX
NYBNNKALMA. NYBNKALMW NPEOCTABNAKTCSH "KAK ECTh", BE3 KAKUX-NTMBO FTAPAHTAN,
ABHbIX UMM MOAPA3YMEBAEMbIX, BKJTROYASA (HO HE OTPAHNYKMBAACH TAKOBbBIMU)
MPEOMNOSIATAEMBIE TAPAHTUW PbIHOYHOM NPUFOOHOCTW, HEHAPYLLEHUS NPAB U
COOTBETCTBWA ONPEOENEHHON LIESIN.
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3aMeuyaHus 0 NOJINTUKE KOH(hMaEeHUNANbHOCTU

B nporpamMHbIx npoaykTax IBM, Bktouas nporpamMmmel Kak pelieHus cnyx6 (“MNporpaMmMHble
npeanoxeHua”), MOryT UCNONb30BaTbCs cookies nnu apyrme TexHonorum ansa cbopa nHbopmaumm no
MCNONb30BaHNIO MPOAYKTA, UTOObI NOMOYb KOHEYHOMY Mob30BaTeNto B paboTe, HACTPOUTL
B3aMMOJENCTBUS C KOHEYHbIM N0JSIb30BaTENIEM UM O UHbIX Lienieil. Bo MHOMMX criyyasx npensioxeHus
MO He cobupatoT MHOPMaLMIO, MO3BONAIOLLYIO UAEHTUMOULNPOBATL NIMUYHOCTb. HEKOTOPbIE HaLK
npeanoxenusa MO MoryT noMoub BaM cobpaTtb MHOPMaLMIO, MO3BOAOLLYH NOEHTUDNLMPOBATD
nn4yHocTb. Ecnu gaHHoe npepgnoxeHue MO ncnonbsyet cookies gns cbopa nMHopmMaLmm, No3BONAOLLEN
NOeHTUMDULMPOBATL JIMUHOCTb, TO HUXe ByaeT npuBedeHa KOHKPeTHas nHopMaumsa 06 ncnosib3oBaHUn
cookies B 3TOM NpepJsioXKeHnu.

HacToswee npegnoxeHue MO He ncnonb3yeT cookies nnm nHble TexHonornu s cbopa Hhopmauun,
no3BoNSIOLWEN NOEHTUDNLMPOBATL JIMUHOCTb.

Ecnu koHdurypaunn, BHegpeHHble ons atoro MNpennoxeHns oTHOCUTENbHO NporpamMm, obecneunsatoT
BaM, KaK 3aKa3uulKy, BO3MOXKHOCTb CObMpaTbh MHOPMaLNIO, MO3BONSIOLLYIO MAEHTUdMLMPOBaATb
JIMYHOCTb, OT KOHEYHbIX NoJsib30oBaTesel yepes cookies 1 apyrue TeXHONOrnK, Bbl AOMXHbI 06paTUTbCS 3a
MECTHOW IOpUONYECKON peKOMeHaaL el 0 TOM, CYLLECTBYHT N1 Kakne-nmbo 3aKoHbl, MPUMEHUMbIE K
TakoMy cbopy OaHHbIX, BKtoUas Bce TpeboBaHUS OTHOCUTENIbHO NpeoCcTaB/ieHMs 3aMedaHunii 1
cornacoBaHumn.

LononHUTENbHY MHhOPMaLMIo 06 MCNOb30BaHUN B 3TUX LENaX pasfinyHbIX TEXHOMOMMIA, BKtOUas
cookies, CMOTpUTE Ha CTpaHuLe NONMUTUKKN KOHunaeHunaneHocTn IBM no agpecy: http://www.ibm.com/
privacy, v B 3asiBfieHuMn IBM 06 anekTpoHHoM kKoHbuaeHumanbHocTh (IBM’s Online Privacy Statement) no
agpecy: http://www.ibm.com/privacy/details, B pasgene, osarnasneHHom “Cookies, Web Beacons and
Other Technologies” (Cookies, Beb-Maaku 1 opyrne TEXHOMNOMMK), a Takxke B oKkyMeHTe “IBM Software
Products and Software-as-a-Service Privacy Statement” ((lNporpamMHble npoaykTbl IBM 1 3aaBneHne o
KOH(MAEHLUMANbHOCTN NPOrpaMMm Kak ycnyr) no agpecy: http:/www.ibm.com/software/info/product-
privacy.
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Fnoccapui

EcTb rnoccapuii ¢ TepMUHaMuK 1 onpefeneHnamMu aAns ceMencTea npogyktos IBM Spectrum Protect.

CMm. IBM Spectrum Protect - Tnoccapui.
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