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06 3Ton ny6bnukauum

KomnoHeHT IBM Spectrum Protect for Virtual Environments obecneunBaeT MHKPEMEHTHOE pe3epBHOE
KONMMpOoBaHWe U BOCCTaHOBeHWe (hainnoB Ha YpoBHe 6710KOB BHE XOCTa U MTHOBEHHOE BOCCTaHOBJIEHUE
nonHon pesepsHon konum VM ona komnetoTepos-roctert Windows u Linux. MkpeMeHTHble pe3epBHble
KONnKW He ypoBHe 610KOB JO0CTYMHbI, eC/ivi KOMNOHeHT IBM Spectrum Protect for Virtual Environments
MCMoJib3yeTCd BMeCTe CO CPeACTBOM nepemMelleHns gaHHblx IBM Spectrum Protect.

KoMy npepHa3HaueHa aTa nybaukauus

J1a nybnukauns npegHasHaveHa ons nonb3oBartenien u aoMMHUCTPATOPOB, KOTOPbIE XOTAT YCTAHOBUTD U
CKoHturypupoBatb IBM Spectrum Protect for Virtual Environments.

B nybnukauuu IBM Spectrum Protect for Virtual Environments: Data Protection for VMware: PykoBodcTB0
nosnb3oBaress NpefcTasneHa o63opHas MHopMaLms, 3aaa4m Nonb3osBaTeNien, CueHapun pe3epBHOro
KOMMPOBaHUS 1 BOCCTaHOBNEHMS, CIpaBKa No KoMaHaaM 1 coobuieHnsa 06 owmnbrax.

Ny6nukauun

B cemencTtBo npoaykToB IBM Spectrum Protect Bxogsat IBM Spectrum Protect Plus, IBM Spectrum
Protect for Virtual Environments, IBM Spectrum Protect for Databases v pag apyrux npogykToB no
yrnpaBneHuno xpaHeHvem ot IBM®.

LokyMeHTauuto K npogyktam IBM cmoTpute Ha Beb-cTpaHumue IBM Knowledge Center.

© Copyright IBM Corp. 2011, 2020 v
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YTo HOoBOro B Bepcun 8.1.10

B IBM Spectrum Protect for Virtual Environments Bepcun 8.1.10 nossunmcb 06HOBNEHUS, yCTPaHAWLWMe
bedekTtbl u APAR.

Cnncok HoBbIX DYHKLMI N OBHOBNEHWI B 3TOM BbINYCKe, @ TaKXe B NpeablayLLInX BbinyCcKax Bepcum 8
cmoTpuTe B pasgene ObHoeneHns Data Protection for VMware.

Ecnv B [OKYMeHTaLMM BHECEHbI U3MEHeHMs, oHM 0603HavatoTCa BepTuKanbHol yepTtoi (|) B none.

© Copyright IBM Corp. 2011, 2020 vii
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FnaBa 1. YctaHOoBKa u o6HoBneHue Data Protection
for VMware

YcTaHoBKa KoMnoHeHTa IBM Spectrum Protect for Virtual Environments BkntouaeT B ceba nnaHnpoBaHue,
YCTaHOBKY M NepBOHaYanbHoe KOH(UrypupoBaHume.

YcTaHaBnMBaeMble KOMMOHEHTbI

Data Protection for VMware cooep»u1T HECKONTbKO KOMMOHEHTOB, KOTOPbIE MOXHO YCTAHOBUTb A5
3alMTbl BUPTYanbHOW cpenpl.

[OCTYNHOCTb KOMMOHEHTOB 3aBUCUT OT CPefbl ONepaunoHHon cucteMsl. Ytobbl onpenennTb, Kakue
KOMMOHEHTbI AOCTYMHbI B Ballen cpefe, nocMoTpute Tabnuuy.

B Windows u Linux Bce nofioXeHna yCTaHOBKM - (hMKCUMpOBaHHble. MNonoxeHns ana Windows
nepeuuncneHbl HMxe B Tabnuue. [na Linux: KomnoHeHT Spectrum Protect for VE ycTtaHaBnuBaeTcs B
katanore /opt/tivoli/tsm/tdpvmware. API n KNMeHT pe3epBHOro KONMMPOBaHNUS U apXMBUPOBAHUS
Linux Spectrum Protect yctaHaBn1BatoTCa yCTaHOBLMKOM VE B cnefyrowmx UKCMPOBaHHbIX
nonoxexusax: /opt/tivoli/tsm/client/apiu /opt/tivoli/tsm/client/ba.

B Ka)xa0M nakeTe yCTaHOBKM ecTb (halin NMMLEeH3MOHHOro cornaleHms KoHeuyHoro nonb3oBatens (End
User Licensing Agreement). Ecnu Bbl He NpuMeTe NNLEH3MOHHOE cornaueHune, ycTaHoBKa byaeT
npekpaLieHa.

Tabnuya 1. loctynHbie koMnoHeHTbl Data Protection for VMware 0515 pasnu4Hbix onepayuoHHbIX CUCTEM

KoMnoHeHT Linux® Windows

IBM Spectrum ProtectareHT BOCCTaHOBNEHUA v

3TOT KOMMNOHEHT obecnevnBaeT BO3MOXHOCTM BUPTYaNlbHOI0O
MOHTMPOBAHUSA U MTHOBEHHOI0 BOCCTAHOBJIEHUS.

DUKCMpPOBaHHbIN YCTaHOBOUHbIM KaTanor B Windows:
C:\Program Files\Tivoli\TSM\RecoveryAgent

MHTepdeiic KOMaHOHOW CTPOKU areHTa BOCCTAHOBJIeHUS v

[na onepaumit MOHTUPOBAHWA NPUMEHSIETCA HTepeinc
KOMaHOHOW CTPOKM.

DuUKCMpoBaHHbIM KaTanor yctaHoBku B Windows: C: \Program
Files\IBM\SpectrumProtect\Framework

JLOKYMEHTbI v v

[lokyMeHTbl BKNtoYatoT B ceba hannbl readme v hannel
3amMeyaHui.

© Copyright IBM Corp. 2011, 2020 1




Tabnuya 1. JocTtynHbie komnoHeHTbl Data Protection for VMware 05 pas/iuyHbiX 0nepayuoHHbIX cuctem

(npodosmeHue)
KoMnoHeHT Linux® Windows
daiin nonHoMouwuit Data Protection for VMware v v

JTOT KOMMNOHEHT no3eonsaeT IBM Spectrum Protect Data
Protection for VMware BbINONHATb CnenyoLume TUMbl
pe3epBHOro KONMpoBaHMs:

» PesepBHoe konupoBaHve Bcerga MHKpeMeHTHoe -
NHKpeMeHTHOoe

« PesepBHoe konnpoBaHue Bcerga nHkpemeHTHoe - NonHoe

3TOT KOMMOHEHT HEOBX0AMM AN 3aWMTbl NPUNOXEHUIA. Ecnn
Bbl BbIrpy)kaeTe paboumne Harpysku pesepBHOro KONMpoBaHus,
TO 3TOT (hals HyXHO YCTaHOBUTb Ha CepBepe pe3epBHOro
KonmnpoBaHusa vStorage.

Ipacdmueckuii uutepdpeiic Data Protection for VMware v v
vSphere

3TOT KOMMOHEHT sBNseTCsa rpanyecknM nonb3oBaTeNbCKUM
nHtepdericom (graphical user interface, GUI), koTopbliit
nony4aeT A4oCTyn K AaHHbIM VM Ha cepBepe VMware vCenter.
Conepxu1Moe rpacgmyeckoro nHTepdenca AoCcTynHo B
cnepyowmx npeacTaBneHnsax:

- MNpencTtaBneHune Beb-bpaysepa. ocTyn K aTOMy
NpPeLCTaBNEHNIO OCYLLECTBNSAETCS B NOAAEPKMBAEMOM Beb-
6paysepe c ucnonbsosaHmnem URL xocTa Beb-cepBepa
rpacmyeckoro nHTepgenca. Hanpmmep:

https://guihost.mycompany.com:9081/TsmVMwareUI/

 MNpeacTaBneHne IBM Spectrum Protect vSphere Client -
Mogkntovaembli Mogynb. ObpalleHne K aToMy
NpeLCcTaBNeHNIO BbiNoaHaeTcs B Beb-knneHTe VMware
vSphere. MNaHenn B 3TOM NpepcTaBieHnm cneymanbHo
npefHasHayYeHbl 4N UHTerpaumnm c Beb-knneHTom vSphere,
HO JaHHble U KOMaHAbl A8 3TOro npencTasneHus bepyTcs ¢
TOro e camoro Beb-cepBepa rpauueckoro nHTepdernica, 4To
1 ans gpyrux npegcrasnenunin. KomnoHeHT IBM Spectrum
Protect vSphere Client - NMoakntovaemMbliit Moaysb
obecneumBaeT NOAMHOXECTBO OYHKLMI, KOTOPbIE €CThb B
npencTaBneHun seb-bpaysepa, n HeKoTopble
LONOJIHUTENbHbIE PYHKLMN.

Ipacdmueckuii nutTepdeiic BocctaHoBneHus ainos v v

3TOT KOMMOHEHT npeacTaBnsieT cobon rpaduruecknin Beb-
nHTepgdenc, KOTopbln MO3BONSET BOCCTaHaBNMBaTb dansbl U3
pesepBHON KONuUW BUPTyasibHOM MawnHbl VMware 6e3 nomoum
agMuHucTpaTtopa. 'paurueckunin MHTepdenc yctaHaBInMBaeTCS
aBTOMATUYECKW NPWU YCTAaHOBKE rpadinyeckoro nHTepdenca
Data Protection for VMware. OH BK/to4aeTcs C MOMOLLbHO
MacTepa KoHgurypauum.

2 IBM Spectrum Protect for Virtual Environments: PykoBoacTtso no yctaHoBke Data Protection for VMware



Tabnuya 1. JocTtynHbie komnoHeHTbl Data Protection for VMware 05 pas/iuyHbiX 0nepayuoHHbIX cuctem

(npodosmeHue)
KoMnoHeHT Linux® Windows
Y3en nepeMelleHUNA faHHbIX v Vv

Cpenctso nepemelleHmns gaHHbix IBM Spectrum Protect Data
Protection for VMware - 3T0 KOMMOHEHT, KOTOPbIM NepeMeLLaeT
OaHHble ang Data Protection for VMware. CpeactBo
nepeMeLLeHNs OaHHbIX NepeMeLlaeT AaHHbIe U3 BUPTyalbHOM
Cpefbl Ha cepBep pes3epBHOro konnposaHunsa IBM Spectrum
Protect. Mpwu ycTaHOBKe cpeacTBa NepeMeLLeHns OaHHbIX Ha
cepBepe cepBep MOXHO UCNOJMIb30BaTh KaK CepBEP PE3EPBHOIO
KonvpoBaHus vStorage. CpencTBo nepemMeLLeHns gaHHbIX
MOXHO YCTaHOBWUTb B TOW XKe cucTeme, 4to 1 Data Protection for
VMware, nnm Ha opyrom cepsepe.

dUKCUpPOBaHHbIN YCTaHOBOUHBIV KaTanor B Windows:
C:\Program Files\Tivoli\TSM\baclient

B Windows JVM ycTtaHaBnvBaeTcs B nonoxeHue: C: \Program Files\Common Files\Tivoli\TSM
\ jvmNNNNNN, roe NNNNNN - Homep Bepcum JVM (Hanpumep, JVMB80516). Beb-cepBep ycTaHaBnvBaeTcs
B katanor C: \IBM\SpectrumProtect\websezrver.

HauunHas c Data Protection for VMware V8.1.8 nonoxeHune komnoHeHToB Framework n DP for VMware
naketa TSM4VE 6onblue Henb3s M3MeHATb. MNonoxeHne no ymonyaHuto - C: \Program Files\IBM
\SpectrumProtect.

« Framework - C:\Program Files\IBM\SpectrumProtect\Framewoxrk: dannel FLR, Derby, vmclin
tsmcli.

« DP for VMware - C:\Program Files\IBM\SpectrumProtect\DPVMware: dhaiinbl vmgui.

1. XoTst KOMMNOHEHT MHTepcheica BOCCTaHOBNIEHUS (halinoB 1 crieflyeT yCTaHaBNMBATb U BK/HOYATb B

cuctemax Windows, 3TOT MHTepeinc MOXHO UCNOJIb30BaTh A1 BOCCTaHOBIEHUS (halinos Ha
BMPTYyasibHbIX MallnHax-rocTax kak Windows, Tak v Linux.

2. Mpwn yctaHoBke Data Protection for VMware cpeacTBO NepeMeLleHns LaHHbIX BKJIHOUYaeTCs B
YCTaHOBKY.

Data Protection for VMware Bbirpy»aeT Harpysky no pesepBHOMy KonnpoBaHuto ¢ VM Ha cepBep
pe3epBHOro KonnposaHua vStorage. YTobbl BbINOMHWTL 3Ty 3aga4y, CPeACTBO NepeMeLLeHns AaHHbIX
HY>XHO YCTaHOBWUTb Ha CepBepe pe3epBHOro KonnposaHus vStorage.

Fpacmueckuin untepdcpeiic Data Protection for VMware vSphere

KomnoHeHT MNpachmuecknin nntepdenc Data Protection for VMware vSphere (rpacduueckuin nHtepderic
vSphere) - aTo rpadmyecknii nonbaoBaTtenbcknin MHTepdeic (graphical user interface, GUI), koTopblii
nofnyvaet [ocTyn K fgaHHbIM VM Ha cepBepe VMware vCenter.

0630p

Ipacmnuecknin nHtepgeric Data Protection for VMware vSphere - 3To nepBuYHbI MHTEpdENC, 13
KOTOPOr0 MOXHO BbIMOMHUSATbL CNefytoLwmne 3a8aumn:;

* VIHMummnpoBaTh MK 3anaaHMpoBaTh pe3epBHOe KonmpoBaHme ceBoux VM Ha cepsepe IBM Spectrum
Protect.

* MIHnumnpoBaTb NonHoe BoccTaHoBNeHMe cBonx VM c cepsepa IBM Spectrum Protect.

. CFeHepI/IpOBaTb OTY€eTbl O XO4€e BbIMNOJIHEHNA BallX 3a4a4, CaMblX MOCNeaHNX 3aBEPLUMBLLUNXCA
cobbITMN, COCTOSIHUM pe3epBHbIX KOMWUIM 1N MCNONb30BAHUM NPOCTpaHCTBa. JTa l/IH(DOpMaLI,VIﬂ MOXeT
NMOMOYb BaM MNpun yCTpaHEHUN ownboK, cBA3aHHbIX C pe3epBHbIM KONMMPOBaHNEM.
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CogerT: MHopMaLms 0 TOM, KaK BbIMOSIHATbL 334341 C MUCNOJIb30BaHUEM rpadimyeckoro nHtepderica
vSphere, npeacTaBrieHa B 3/IeKTPOHHOW CNpaBKe, yCTaHaBIMBAEMOMN BMECTe C rpadmyeckmm
nHTepdericoM. LLienkHuTe no YaHaTb noapo6Hee B N11060M 13 OKOH rpacdmyeckoro nHtepdeica, 4ytobsl
OTKPbITb 3/IEKTPOHHYI0 CNPaBKY M MNOJTy4nTb NOMOLLb MO 3a4a4YaM.
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PucyHok 1. KomnoHeHTbl cuctemsi Data Protection for VMware B cpede nonb3osatesns vSphere VMware

Tpe6oBaHus

MpopykT Mpadmueckuin nHtepdenic Data Protection for VMware vSphere MoxHO ycTaHOBUTb B Ntobo
cHUCTeMe, OTBeYatoLLen TpeboBaHUSAM K onepaunoHHon cnucteme. TpeboBaHma K pecypcam rpadhmyeckoro
nHTeperica vSphere - MUHUManbHblE, Tak Kak OH He obpabaTbiBaeT nepefavy AaHHbIX BBOLA-BbIBOAA.

CoBerT: YcTaHoBKa rpaguueckoro nHtepderica vSphere Ha cepeepe pe3epBHOro KonnpoeaHus vStorage -
370 Hanbonee pacnpocTpaHeHHas KoHpUrypauus.

Y rpadmueckoro nHtepdenca vSphere nomkHo bbITb ceTeBOe coefMHEHNE CO CNeayLWMMM CUCTEMaMU:

- CepBep pe3epBHOro konuposaHua vStorage
« Cepsep IBM Spectrum Protect
« Cepsep vCenter

KpoMme Toro, onHbl 6bITb 4OCTYMHbI NOPThI 415 6a3bl AaHHbIX Derby (Mo ymonyaHuio 1527) n Beb-
cepBepa rpadmnyeckoro nHTepderica (no ymonyaHuio 9081).

KoHchurypauus

MO>HO 3aperMcTpupoBaTh Ha 0gHOM cepBepe vCenter HECKONbKO rpatuyeckux uHTepdericos vSphere.
Mpy TAaKOM CLieHapUM COKPALLAETCH YMCNO LIEeHTPOB JaHHbIX (M pe3epBHbIX KONuin ux roctein VM),
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KOTOPbIMM YNpaBAseT oguH rpadudueckuii nitepdeiic VMware vSphere. Mocne atororo cepsep vCenter
MOXKeT yNpaBAsTb MOAMHOXECTBOM M3 06LLero uncna LeHTPOB AaHHbIX, 334aHHbIX Ha cepBepe vCenter.

Y106bI 06HOBUTB YNpaBnsieMble LLeHTPbI AaHHbIX, BblbepnTe KoHturypauus > UsMeHUTb
KOHUrypauuio.

Mpu perucTpaumnmn HecKoIbKMX rpadmuecknx nHTepgericos vSphere Ha ogHoM cepeepe vCenter
OEeNCTBYIOT Clieaytolme peKoMeHaaLmn:

o Kaabl LLEHTP AaHHbIX MOXET YNPaBAsiTbCs TOMbKO OAHUM YCTAHOBMIEHHBIM rpadnyecKkmnm
nHTepdencom vSphere.

« [N KaXx4oro yCTaHOBMEHHOMo rpadmnyeckoro nHtepgenca vSphere Tpebyetca yHMKanbHOe UMS y3na
VMCLI.

« Vicnonb3oBaHue yHUKaNbHbIX UMEH Y3108 NepeMeLleHnsa JaHHbIX 019 KaXKO0ro yCTaHOBIEHHOMo
rpachmyeckoro nHTepgenca vSphere ynpouiaeT ynpasneHue ysnamu.

MonyueHue poctyna K rpacpmueckomy uHtepdeiicy vSphere
LocTyn K rpacmyeckomy nHTepdency vSphere ocylecTBngeTca cnenyowmmm MeTogamm:

« Yepes rpacmyeckunin nHTepdenc aBToHoMHoro Beb-6paysepa. [LocTyn K aTOMy rpadpmyeckomy
NMHTepency ocywecTenseTcs Yepes 3aknagky URL Ha Beb-cepBepe rpadmueckoro nHtepderica,
HanpuMmep:

https://ums_xocma:nopm/TsmVMwareUI/

3pecb MCNonb3yrkTCca cnegyrwoume 0603HaueHus:

— UMSs_XO0CTa - UMsl CUCTEMBI, Fae ycTaHoBneH Ipadinueckuin nHtepgenc Data Protection for VMware
vSphere.

— nopT - HOMep NMOpPTa, Yepes KOTOPbIN [OCTyNeH rpaduyecknin nHTepdtenc vSphere. Homep nopta no
ymonyaHuto - 9080. Homep 3almeHHOro nopTa no ymonyanumio - 9081.

« Yepes pacwmpeHue Beb-knmneHTa vSphere, KoTopoe coefumHsaeTcs ¢ Beb-cepBepoM rpacmyeckoro
nHTepgerica ona noayyYyeHns AOCTyNa K BUPTYasibHbIM MallMHaM B xpaHunuue IBM (oHo HasbiBaeTcs
paclumpeHneM 3almTbl LaHHbIX). COAepUMbIM ABASETCA NOLMHOXECTBO TOr0, YTO NPELCTABEHO B
rpacmnyeckom nHTepgence Beb-bpaysepa.

I'Ile YCTaHOBKE MOXHO 3a4aTb OOUH U1K HECKOJIbKO MeToA40B A0CTyna.
BT KaTtanor yctaHoBKM No ymonuaHmio - C: \IBM\SpectrumProtect\webserver.

BTN K aTanor ycTaHOBKM N0 yMonuaHuio - /opt/tivoli/tsm/tdpvmware/common/webserver.

AreHT BoccTtaHoBneHus IBM Spectrum Protect

Ncnonb3ynTe cnyxby areHTa BOCCTaHOBNEHMS, YTOBbl CMOHTMPOBATL N1t060M TOM CHMMKA € cepBepa IBM
Spectrum Protect.

0630p
[ns nonyyeHms ocTyna K CHUMKY M3 yaaneHHOM CUCTEMbl MOXHO MCNOMb30BaTh NPOTOKO iSCSI.

Y7106bI NPOCMOTPETL CHUMOK Ha JIOKaSIbHOM KOMMbOTEPE KJIMEHTA C AOCTYMNOM 'TONbKO AS1S YTeHus',
ncnonb3ynte Data Protection for VMware Bepcun 8.1.4 nnu 6onee paHHen.

KpoMme Toro, areHT BocCTaHOB/eHMA obecneynBaeT Kak (hyHKLIMIO MFHOBEHHOMO BOCCTAHOBSIEHMS, TaK U
3aLNTY NS NPUNOXKEHUN-rocTen. MrHOBEeHHOEe BOCCTAHOB/IEHME NO3BONSET UCNOSIb3YEMOMY TOMY
oCTaTbCs AOCTYMNHbIM, KOrga onepawus BOCCTaHOBNEHUS Npoao/kaeTcs B OHOBOM pexumMme. 3awmTa
NPUNOXEHNN NO3BONSET NPUSIOKEHMAM, YCTAHOBIEHHBIM Ha BUPTYaibHOM MallMHe-rocTe, HanpuMmep,
Microsoft Exchange Server 1 Microsoft SQL Server, 6bITb [OCTYNHbIMY 015 3aLLMTbI TOCPEACTBOM
pe3epBHOro KONMPOBaHMSA 1 BOCCTAHOBIEHUS.

AreHT BOCCTAHOBJ/IEHNS MOXET BbINOSIHUTb cnepgywuime 3agayvnm n3 y,El,aJ'IeHHOI‘/I' CUCTEMbI:
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« CobpaTb MHhopMaLMIo 0 AaHHbIX, KOTOPbIE MOXKHO BOCCTAHOBMWTb, HANPUMep:

— Pe3epBHbie konun VM.
— CHUMMKWN, OOCTYNHbIE ONS Pe3epPBHON KOMMN BUPTYaIbHON MaLUMHbI.
— Paspenbl, [OCTYyNHbIE B KOHKPETHOM CHUMKE.
MopopobHyto MHopMaLMIO O KOMaHAaX, NapaMeTpax 1 Kogax Bo3BpaTa CMOTPUTE B pasaene

CrnpaBoYHMKa No KOMaHZam B nybnukaumm IBM Spectrum Protect for Virtual Environments: Data Protection
for VMware - PykoBoOCTBO No/ib30BATESNS.

Tpe6oBaHus

BB Windows rpaduyeckuii MHTepdeiic areHTa BOCCTaHOBNEHMS U MHTepdenc KOMaHLHOM
CTPOKM yCTaHaBNMBAIOTCS Kak YacTb NOMHOM ycTaHoBky Data Protection for VMware unu paciuvpeHHom
YCTaHOBKM y3/1a NepeMelL,eHUst JaHHbIX.

.D.OCTyI'I K areHTy BOCCTaHOBJ1I€HUA

BT NocTyn K areHTy BOCCTAHOBIEHMS MOXHO MOAy4nTb U3 MeHio Myck: Myck > IBM Spectrum
Protect > IBM Spectrum Protect for Virtual Environments > AreHT BocctaHoBneHus IBM Spectrum
Protect

IBM Spectrum Protect vSphere Client - Mogkniouaembit Moaynb

IBM Spectrum Protect vSphere Client - NMogkntovaembli MOAySb - 3TO pacliMpeHne Beb-knueHTa vSphere
VMware, koTopoe obecneunBaeT npeacraBfieHne KomnoHeHTa padunueckuin uHTepdelic Data Protection
for VMware vSphere.

0630p

B komnoHeHTe IBM Spectrum Protect vSphere Client - MogkntouaeMblin Mogyb €CTb MOAMHOXECTBO
(byHKLMI, KOTOPbIE eCTb B NpeacTaBneHnn bpaysepa ana komnoHeHTa padmyeckunin nHTepgeinc Data
Protection for VMware vSphere, 1 HEKOTOpble 4OMNONHUTENbHBIE (DYHKLUMW.

Tpe6oBaHue

Y706kl ycTaHOBUTbL KOMMNOHEHT IBM Spectrum Protect vSphere Client - MoakntouaeMbliii Mogyb, HYXHO
npu 3anycke Mmactepa koHdurypmposaHusa IBM Spectrum Protect for Virtual Environments BbibpaTb
crnepytoume onuum:

« Ha ctpaHuue MapameTtpbl vCenter B MacTepe KOHUIYpUpoBaHus Bbibepute O6HOBUTD
perucTpaumio, 4Tobbl 3aperncTprupoBaTh NOOKAUYAEMbI MOAYIb B CBA3aHHOM KOMMOHeHTe vCenter.

- BBeauTe agpec xocTa rpadmyeckoro nHtepdenca, ykaxute nonbsosartens vCenter n napone.

Mpum.: [JoMeH No yMONYaHMIO OCHOBaH Ha JIOKa/lbHOM afpece OOMeHa U MOXET He bbITb JOCTYNeH
nsBHe. Ecnu TpebyeTcsa BHELWHMI [OCTYN, YKaXUTe afpec XocTa rpaduueckoro nHTepgenca, KoTopbli
MOXHO paspewnTb ¢ nomowbio DNS nnu IP-apgpeca.

Mo 3aBepLeHnn paboTbl C MacTepoOM NOAK/OYaeMbI Moaynb byneT 3aperncTpuposaH B vCenter.

MonyueHue pocTyna K NOAKIOYAEMOMY MOAYJIIO 3aLUTbI AHHbIX
[ocTyn K 3TOMy NOAK/IOYaeMOMy MOAYJIH0 MOXHO MOSyUnTb U3 Be6-KnneHTa vSphere:

1. Bongute B BEG-KNNEHT vSphere ¢ naeHTU(MKaLMOHHbIMM AaHHbIMK vCenter. [oakovaeMblii MOAYIb
3aWMTbl AaHHbIX HAXOAUTCSA B FNaBHOM MeHo - IBM Spectrum Protect.

2. Ecnu Bbl BbIBepeTe 3TOT NYHKT MEHIO, TO Bbl NepenaeTe B rnaBHyt obnacTe pacwmpenuns IBM
Spectrum Protect. B paspgenax MoHutopuHr n KoHdurypuposaHue, CBA3aHHbIX C KOHKPETHbIM
3/1eMeHTOM B nepeyHe vCenter, byneT Takxe yHkumns IBM Spectrum Protect for Virtual
Environments.
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NHTeppeiic komaHpHoM cTpoku Data Protection for VMware

NHTepenc komaHgHon cTpoku Data Protection for VMware - 370 NOAHOQYHKLMOHaNbHbIN UHTEpPgeNnc
KOMaHIHOW CTPOKMW, yCTaHOBJIEHHbIV BMECTE C KOMMOHEHTOM padmyecknin nHtepdenc Data Protection
for VMware vSphere.

0630p

nHTEepgenc KoMaHaHoM cTpoku Data Protection for VMware MOXHO MCNoONb30BaTb 4715 BbINOIHEHUS
cnepyroLmx 3agad:

* VIHMumnpoBaTh MK 3anaaHUpoBaTh pe3epBHOe KonmpoBaHme cBoux VM Ha cepsepe IBM Spectrum
Protect.

« VIHMummnpoBaThb NosiHoe BoccTaHoBeHne cBomx VM, cannos VM munu anckos VM (VMDK) ¢ cepepa IBM
Spectrum Protect.

« MpocMoTpeTb MHopMaLMIo 0 KOH(Urypaumm ansa 6asbl 4aHHbIX U Cpefbl Ppe3epPBHOI0 KOMMPOBaHMS.

XoTsa Npacmueckuin nHTepdenc Data Protection for VMware vSphere - 3To ocHOBHOW MHTepdelc 3aaad,
nHTepdenc koMaHaHom cTpoku Data Protection for VMware obecneunBaeT nonesHbii BTOPUUHbIN
nHTEepgenc.

Hanpumep, nHtepdenc komaHgHom ctpokm Data Protection for VMware MOXXHO 1cnonb3oBaTh A1
peanusaumm MexaHu3ma nnaHMpoBaHuUs, OTIMYAKOLLErocs OT MexaHM3Ma, peasin30BaHHOro
KoMmnoHeHToM [padnvecknin nHTepdenc Data Protection for VMware vSphere. Kpome Toro, nHtepgenic
KoMaHZHow cTpoku Data Protection for VMware noneseH npu oueHKe pe3ynbTaToB aBToOMaTM3aLmnm ¢
NOMOLLbIO CLeHapUeEB.

MonyueHue poctyna K KOMNoHeHTY UHTeptpeiic kKomaHgHoI cTpoku Data Protection for VMware

MonyunTb OCTYN K KOMMNOHEHTY MHTepdenc komaHaHoM cTpoku Data Protection for VMware MoxHo 13
KOMaHAHOWN CTPOKM.

MoopobHyto MHOoPMaLLMIO O AOCTYNHbIX KOMaHOaX CMOTPUTE B pasgesie CnpaBoYHMKa No KOMaH4aM B
nybnukaumm IBM Spectrum Protect for Virtual Environments: PykoBodcTBO nosib3osartesns Data Protection
for VMware.

UHTepdeic BocctaHoBneHua amnos IBM Spectrum Protect
OTaenbHble hainbl MOXXHO BOCCTaHaBNMBATb U3 pe3epBHOM KOMUK BUPTYanbHOM MallmnHbl VMware.

0630p

NHTepdelic BoccTaHOBNEHMS (harinoB - 3T0 Beb-nHTepdelc, B KOTOPOM MOXKHO BOCCTaHaBNMBATb
OTLenbHble hannbl U3 pesepsHor konuu VM. MNMpenmyLLecTBOM 3TOro HTepderica aBnseTcs To, YTo
BnagenbLbl hannos, Nporpamm 1 NnaThopM MOryT BOCCTaHOBUTbL CBOM COBCTBEHHbIe halinbl, HUYEro
3apaHee He 3Hasi 06 onepaLmsx pesepBHOro KONMPOBaHMA 1 BocCTaHoBNeHMsA IBM Spectrum Protect.

KoMnoHeHT nHTepdenca BOCCTaHOBNEHNS (haiioB yCTaHaBAMBAETCH, KOrAa Bbl BbibrpaeTe onuuio
3alnTbl BalWMX OaHHbIX B cpefe vSphere. B MacTepe KOHGMIyprpoBaHus koMmnoHeHTa Data Protection
for VMware Hy»HO BKTHOUNTb (PYHKLMIO BOCCTAHOBNEHMS (hanioB, YToObl 3TOT MHTEPdENC cTan
OOCTyneH.

MonyueHue poctyna K MHTepdeicy BocctaHoBneHus ainos IBM Spectrum Protect

Y1066l MONYUNTB AOCTYN K MHTEP(ENCY BOCCTaHOBNEHUS (halinoB, OTKpoKTe Beb6-bpaysep 1 BBeauTe
URL, koTopbI BaM coobwmn Baw agMmMHUCTpaTop. Hanpumep:

https://hostname:9081/FileRestorell

roe UMS_XoCTd - 3TO UMSA XOCTa CUCTEMbI, B KOTOPOW ycTaHoBIEH Ipadunyeckuin nutepgeic Data
Protection for VMware vSphere.
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DYHKUUSA NepeMeLLeHUs JaHHbIX

DYHKLUMA NnepeMeLleHns aHHbIX - 3TO NPOrpaMMHbI KomnoHeHT Data Protection for VMware, koTopbii
nepeMeLlLaeT gaHHble B KOMNoHeHT Cepeep IBM Spectrum Protect n ns Hero.

0630p

B TvnuuHow cpepe VMware cpeacTBo nepemMeLLeHns JaHHbIX MCNOoNb3yeTcs A1 COXPaHEeHNs pe3epBHbIX
KOMWIA BUPTYasibHOM MalUMHbI Ha y3/1e LeHTPa AaHHbIX.

Mpu yctaHoBKe Data Protection for VMware dyHKUMS NepeMeLLeHNsA AaHHbIX BKOYAETCSA B YCTAHOBKY.
dyHKLMA NepeMeLLeHnsa JaHHbIX YCTaHABIMBAETCS B TOM e CUCTEME, Iie HAaXOOUTCA KOMMOHEHT
Ipacmnueckunim nHtepgenc Data Protection for VMware vSphere n gpyrmne komnoHeHTbl Data Protection for
VMware.

Tak>Xe MOXHO YyCTaHOBUTb (PYHKLMY NepeMELLEHUS OAaHHbIX B yOaNIEeHHbIX CUCTEMAX HE3aBUCKMMO OT
Opyrux komnoHeHToB Data Protection for VMware, utobbl nepepacnpenenntb pabouyto Harpysky no
pe3epBHOMY KOMMPOBAHMIO MO HECKOJIbKUM CUCTEMAM.

Onepauunu guddepeHUnanbHOro pe3epBHOro KOMMpPOBaHUSA CHUMKOB He NoOOepXXUBakTCa B cpeae
VMware. 3anycTuTb onepauunmn gudgepeHumnanbHOro pesepBHOro KoNMpoBaHMWS CHUMKOB (haliioBoOM
CUCTEMBI, Haxoadawencs Ha ann-cepsepe NetApp Ha XocTe, rae Takxe yCTaHoBNeHa PyHKLUMS
nepemelleHns gaHHbix Data Protection for VMware, Henbss.

HacTpoiika cpeacTB nepeMeLeHUs AaHHbIX

l/IHqupMau,mo O nJlaHnpoBaHWK, YCTaHOBKE U KOHdJI/IprVIpOBaHVII/I cpencTB nepemMelleHna oaHHbIX
CMOTpPUTE B CliegyroweM Cnmcke:

DeicTBue OnucaHue

Onpepenute uncno yHKLMM [ns 3awmTbl cpenpbl vSphere MoxeT noTpeboBaTbCs HECKONIbKO

nepeMeLLEHNS OaHHbIX, KOTOPbIX (DYHKUMI NepeMEeLLEHNS OaHHBbIX.

notpebytoTtcs, YTobbl 3aWLMTUTL Baly

cpeny vSphere. YTob6bl ONpenenmTb YMCN0 HEOOXOAMMbIX Y3/10B NEpeMeLLEeHNS
OaHHbIX, CMOTpUTE TeXHNYecKoe 3amMevaHune 2007197. 370
TEXHMYECKOE 3aMeYaHme TaKKe COQEPKUT obeyaeHne
NCNONb30BaHNSA BUPTYaJIbHbIX MALUMH UK (U3NYECKUX
KOMMbOTEPOB OJ151 Y3/10B NepeMeLLeHNs AaHHbIX U ANS
pasmeLLeHuns PyHKLMM NepemMeLl,eHns GaHHbIX.

YcraHosuTe Data Protection for YT1o6bl ycTaHOBUTL Data Protection for VMware, 3anyctuTe

VMware. nporpamMmy yctaHoBku Data Protection for VMware u BbibepuTte

CTaHpapTHas yCTaHOBKA B onepalyoHHbix cucteMmax Windows
nubo MonHag - B onepaumoHHbiX cucTeMax Linux. 3ta onuua
YCTaHOBKM MNO3BONAET YCTaHOBUTb BCE KOMMOHEHThI Data
Protection for VMware, Bkntouas cpeicCTBO NepeMeLleHus
OaHHbIX.

Nudopmaumto 06 ncnonbsoBaHum yctaHoBumnka Data Protection
for VMware cmoTpuTe B pa3gene “YctaHoBKa KOMNOHeHTOB Data
Protection for VMware” Ha cTp. 22.
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http://www.ibm.com/support/docview.wss?uid=swg22007197

DeiicTBue

OnucaHue

3apanTe cpencTea nepemeLLeHmns
OAHHbIX O1s Balen cpeabl.

Korpa MmacTtep yctaHoBkM Data Protection for VMware 3aBepwmnT
paboTy, OTKpOeTCS MacTep KOH(UIypMpoBaHNS KOMMOHEHTA
Ipacimueckuin nHtepgenc Data Protection for VMware vSphere,
YyTOBbI BbI CMOIIN HACTPOUTbL B3aMMOLENCTBUSA C KOMMOHEHTOM
Cepsep IBM Spectrum Protect.

Ha cTpaHuue Y3nbl nepeMeLLeHns AaHHbIX B MacTepe
KOHhMTYypMpoBaHWs 3aanTe MHoPMaLMo OJ19 TOKANbHOW
thyHKLMM NepeMeLLeHna aHHbIX 1 A8 BCeX yOaNeHHbIX
thyHKUMI NepeMelLeHnsa AaHHbIX, KOTOpble Bbl yCTaHOBUTE B
oTAeSNbHbIX CUCTEMAX.

Ecnu Bbl Npon3BoauMTe YCTAaHOBKY B ONepaLoHHON cucteme
Windows n BbibrnpaeTe Co3aatb cny»bbl, Korga sagaete
(hyHKLUMIO NepeMeLleHns OaHHbIX, MHhopMauus o
KOHGhMrypaumum hyHKLUN NepeMelleHmsa JaHHbIX COXpaHsaeTCcs B
chaline onuuin B CneayoLLEM PaCroNIOKEHUN:

C:\Program Files\Tivoli\TSM\baclient)\

Kpome Toro, KoHpurypumpytotcs cnyxbbl, koTopble TpebytoTcs
ANa PYHKUMM NepeMeLLeHns JaHHbIX.

Ecnu Bbl ycTaHOBUTE (hYHKLMIO NEpPEMELLEHNS faHHbIX B
onepaunoHHol cucteMe Linux nnun B onepaLMoHHOM cuctemMe
Windows, He Bbibrpas onuunto Co3patb cnyk6bi npu
KOH(UIryprupoBaHUK, Bbl AOMXKHbI byaeTe BbINONHUTD LWarn B
pasgene “HacTporika y3noB nepeMeLLeHnst aHHbIX C MOMOLLbO
rpacdMyeckoro nNob3oBaTeNbCKOro MHTepdenca
nofkatyaemMoro Mmoayns vSphere” Ha cTp. 91, utobbl co38aThb
thann onuuin 1 cCKoHMUrypmposaTb HeobxoanMmble Cnyxbbl.

YCTaHOBUTE U CKOHhUTYpUpyinTe
JOMNONHUTENbHbIE thyHKLMA
nepeMeLleHWs OaHHbIX B yaaNeHHbIX
cucTeMax. ecnu notpebyetcs.

YT06bI yCTAHOBUTL CPELOCTBO NEepeMeLLeHNs faHHbIX B
yOaNeHHOM cucTeme, 3anycTmuTe NnporpamMmy yctaHoBku Data
Protection for VMware 1 BbINO/HUTE OQHO U3 CNeAy LW MX
JencTBumn:

B onepaumoHHbix cucteMax Windows BbibepuTe B MacTepe
KOH(MryprpoBaHug PaclumpeHHast ycTaHOBKA > YCTaHOBUTb
TONbKO (QYHKLUIO NepeMeLleHNNA AaHHbIX.

B onepaunoHHbIX cucteMax Linux BbibepuTe B MacTepe
KoHurypmposaHus Monb3oBatenbckas B cninucke Habop
ycTaHOBKM. YbeauTech, 4to BbibpaHa onuus Ysen
nepemelieHua aaHHbix Data Protection for VMware. 31a
onuus BbibpaHa No ymonyaHuio.

Mo 3aBepLUIEHNN YCTAHOBKW BbINOSHUTE UHCTPYKLMN B

paspene “HacTpolika y310B NepeMeLLeHNsa aHHbIX C MOMOLWLbH
rpacdmnyeckoro nosib30BaTeIbCKOro MHTepdenca
nofkatyaemMoro Moayns vSphere” Ha cTp. 91, uTobb!
HaCTPOUTb (hYHKLMN NepeMeLLeHns JaHHbIX B yaaNeHHbIX
cucTeMax.
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NMnanupoBaHue yctaHoBku Data Protection for VMware

Data Protection for VMware ycTpaHsieT BNMsHME BbINOJIHEHMS PE3EPBHOI0 KONMPOBaHMs Ha VM,
BbIrpy»as pabouyto Harpysky ¢ xocta Ha ocHoBe VMware ESXi Ha cepBep pe3epBHOIro KONMpoBaHMS

vStorage.

Data Protection for VMware paboTaeT co BCTPOEHHbIM CPeACTBOM NepeMeLLeHNs OaHHbIX Ans
BbIMOSIHEHUS MOJSIHOIO PE3ePBHOI0 KONMPOBaHUs Bcerga MHKPEMEHTHOE Y MIHKPEMEHTHOIO Pe3epBHOro
KonupoBaHua Bcerga nHkpemeHTHoe VM. Y3en nepemellenns gaHHbIx "nepemMewtaeTt" gaHHble Ha
cepBep IBM Spectrum Protect ons xpaHeHUs U a8 NocneayoLLero BOCCTaHOBEHUS Ha YpoBHe obpasa
VM. MrHoBeHHO€E BOCCTaHOBJIEHME [OCTYMHO Ha YPOBHE ANCKOBOIro TOMa 1 Ha ypoBHE nosiHon VM.

CoBeT: CpeCcTBO NepeMeLLeHNs faHHbIX - 3TO OTAENbHO JIMLEH3MPYEMbIA KOMMOHEHT, COOEPKALLUM
CBOW cOBCTBEHHbIE NOMb30BaTENbCKME MHTEPMENCHI 1 [OKYMEHTaLMIO. 3HAKOMCTBO C 3TUM NPOLYKTOM U
C LOKYMEeHTalmen kK HeMy Heobx0aMMO, UTO6bI MPaBUIBHO MHTErPUPOBATD MOJHbIV NMaH 3aLLUTbI
BUPTYasibHbIX MalLmrH ¢ Data Protection for VMware. Data Protection for VMware gnsa 64-pa3psgHon
cucteMbl Windows cofepuT yHKLMI0 NepPeMELLEHNS OaHHbIX.

Jlopo>xHafa KapTa yCTAaHOBKU
B cnep,yrou.l,eﬁl Ta6nmu,e YKa3aHO, KaKune warn Hy>XHO BbINOJIHUTb A14 YCNEeLWwHOro 3aBepleHnd npouecca

YyCTaHOBKM.
Tabnuya 2. 3adayu no ycTaHoBke 0/ HOBbIX WU CyWecTByowux 3akas4yuxkos Data Protection for
VMware
War 3apava HauHuTte 3pechb
MpoBepuTb TpeboBaHMS K cucTeme. YbeouTtecb cuctema, B Kotopown byget
1 ycTaHoBneH npoaykT Data Protection for
VMware, cooTBeTcTBYET TPEBOBaHUAM K
cucTeMe.
MNpoBepunTb TpeboBaHMS K paspeLleHmam N3beranTe noTeHLManbHbIX OLWIMBOK
2 noJsib30BaTenen. YCTaHOBKW WUN 3aEPXKEK, UCMONb3YS HYXHblE
YPOBHM pa3peLleHnin NonbL3oBaTenen.
MNpoBepsanTe OCTYMHOCTb HYXHbIX MOPTOB MpenoTBpalLanTe oWnbKM NN 3afepPXKN
3 CBSA3M. YCTaHOBKMW, OTKPbIBasA HYXHble MOPTbI CBA3M
[0 NOnMbITKW YCTAaHOBUTb KOMMOHEHT Data
Protection for VMware.
YcTaHosuTe Data Protection for VMware: B ka)<a0oM nakeTe yCTaHOBKM eCTb (hain
) nuueHsnpoBaHua ans nonbsosatens (EULA).
« YcraHoBka Data Protection for VMware npu | Ecrim gbi He NpUHWUMaETe 3TOT (aiin, T
NMOMOLLM MacTepa yCTaHOBKMU YCTAHOBKa NMPeKpaLLaeTcs.
4 « “YcTaHoBKa KOMNoHeHToB Data Protection
for VMware B pexxvme 6e3 BbiBOAa
coobueHnn” Ha cTp. 26
O6HoBuTe Data Protection for VMware:
O6HoBuTb Data Protection for VMware
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Tabnuya 2. 3a0ayu no ycTaHoBKe 07151 HOBbIX WU CYWeEeCTBYOUWUX 3aka3yuxkos Data Protection for
VMware (npodosnxeHue)

LWar 3apaua HauyHuTe 3pecb

“KoHumryprpoBaHue HOBOM YCTaHOBKM NMpu | icnonb3ynTe macTep KOHGMIypupoBaHus ons
nomolm macTtepa B Windows” Ha cTp. 41 nepBOHa4YasibHOrO KOHUrypmposaHus. B
3aBUCMMOCTM OT YCTaHOBMIEHHbIX (PYHKLMI
MoxeT noTpeboBaTbcs HonbLie 3agay nNo
KOH(MIYPMPOBaHUIO, YEM OMUCAHO B 3TOM
pasgene.

Ecnu Bbl cobupaeTecb 06HOBUTL Data
Protection for VMware B 3aBMCMMOCTU OT
YCTaHOBMIEHHbIX KOMMOHEHTOB, MOXET
notpeboBaTtbcs 6osblUe 3a4a4 No
KOHUIYpPUPOBaHUIO.

CMOTpUTe paspenbl Mo KOHMrypaumm B
nyébnukauun IBM Spectrum Protect for Virtual
Environments: Data Protection for VMware:
PykoB0OCTBO No/sib30BATE/S], YTOObI y3HATL 06
3TOM nogpobHee.

CoBer: YT06bI NOMOYb CMTAHMPOBATb KOJIMYECTBO MPOKCU-XOCTOB, HEOBXOAMMBbIX 018 KOHKPETHOM
cpefnpbl pe3epBHOro KonnpoBaHusa koMnoHeHTa Data Protection for VMware, B Bukuneauun IBM Spectrum
Protect ecTb cnegytowas nybnunkaums:

MowaroBoe pyKOBOACTBO NO ONpeaeseHnto pasMepa cepBepa pe3epBHOro KonnposaHms (MpoKcK)
vStorage

3Ta nybnukaums gocTtynHa B pasgene npoaykta IBM Spectrum Protect for Virtual Environments.

CueHapuu yCTaHOBKU

Mepeg ycTaHoBkoM Data Protection for VMware BbibepuTe cLueHapuin, KOTOPbI yylle BCEFO OTBeYaeT
BalMM bmsHec-noTpebHoCTAM.

Data Protection for VMware 1 cpefcTBO NepeMeLLeHNs aHHbIX MOXHO YCTaHOBUTb C UCMOIb30BaHNEM
rpacmyeckoro nHTepgenca nnm pexnma 6es BoiBoga coobLeHni:

« “YcTaHoBKa komnoHeHTOB Data Protection for VMware npv nomolum MacTepa ycTaHoBKK” Ha cTp. 23

~ 93

« “YcTaHoBKa KoMNoHeHToB Data Protection for VMware B pexumMe 6e3 BbiBoga coobuieHnin” Ha cTp. 26

CnmncoK hyHKLUMA 1 KOMMNOHEHTOB, AOCTYMHbIX AAs NAaThopMbl, CMOTPUTE B pasgene “YcTaHaBnmMBaeMmble
KOMMOHeHTbI” Ha cTp. 1.

Tabnuya 3. CyeHapuu ycTaHOBKU

Homep
cueHapums OnucaHue 3apauun, KOTOpble HY>XHO BbINOJIHUTb

1 Wcnonb3ayiite atoT cueHapwit | IITTTMM0HO UCMONb30BATb MPOrpamMMy
4715 HOBOM YCTAHOBKM, KOTAA | ycTaHOBKM KoMmnnekTa (Suite Installer) B pexxume
Bbl XOTUTe yCcTaHOBUTb Data | rpacdhmueckoro nHtepderica nnu B pexuime 6e3

Protection for VMware n BbIBOZA COOBLLEHUIA.

CPeACTBO NepeMeLleHus _

[aHHBIX B OfIHOM 1 TOM e I Mo>xHo ncnonb3sosaTh InstallAnywhere B
cucTeme. pexume rpadmyeckoro nHTepdenca nnmn B pexumme

6e3 BbiBOJA COOBLLEHUN.

fnaBa 1. YctaHoBKa 1 obHoBneHue Data Protection for VMware 11


http://www.ibm.com/developerworks/community/wikis/home/wiki/Tivoli%20Storage%20Manager
http://www.ibm.com/developerworks/community/wikis/home/wiki/Tivoli%20Storage%20Manager

Tabnuya 3. CyeHapuu yctaHoBKU (npodosixeHue)

Homep
cueHapus OnucaHue 3apauu, KOTOpbie HY>KHO BbINOJIHUTb
2 Wcnonb3ayiTe aToT T MO0>¢HO BbINOMHUTL PACLUMPEHHYIO

CLeHapui, eCin Bbl XOTUTE [ ycTaHOBKY, MCMOMbL3Ys NPOrPaMMy yCTaHOBKM
YCTaHOBWUTb CPeacTBo KOMMMEeKTa.
nepeMeLLeHns AaHHbIX
(NpoKcu-cepeep BTN Tenepb cpeacTBo NepeMeLleHmna JaHHbIX
MOHTVIpOBaHVIﬂ), areHT yCTaHaB/1MBaeTCA BMeCTe C KOMMNOHEHTOM Data
BOCCTAHOBMEHUd U Protection for VMware.

HeobxoauMmble nakeTbl
NoALEPKKM B 3TOM CMCTEME.

Tpe6oBaHus K cucteme

YT06bI peannsoBaTb KoMrnoHeHTbl Data Protection for VMware, cuctema fosikHa yooBneTBopsiTh
COOTBETCTBYHOLMM TPebOBaHUSAM K CUCTEME.

Tpe6oBaHua K nporpaMMHoMy o6ecneueHuIo

CseneHus o Tpe6OBaHI/IﬂX K MporpaMmMHoOMy obecneyeHunto 1 K OﬂepaLLMOHHOVI cucrteme moryt
M3MEHSATLCA CO BpeMeHeM. Tekylime Tpe6OBaHl/IF| K MporpaMMHoOMy obecneyeHunto CMOTpUTE B technote
1505139.

Tpe6oBaHMA K annapaTHbIM CpeAcTBaM

TpeboBaHus k annapaTHoMy obecrneyeHnto 3aBUCAT OT C/IeAyOLLMX NapaMeTpoB:
* Yycno 3amLLEeHHbIX CepBEPOB

* Yycno 3aumiLeHHbIX TOMOB

« Pasmepbl HAbopoB AaHHbIX

» BO3MOXHOCTM COEANHEHMI B NIOKa/IbHOW ceTu 1 B ceTu SAN

MpuM.: areHT BOCCTaHOBNEHUS HE NOAAEPXKMBaAeT onepaumm B cpeae 6e3 ncnonb3oBaHUs TOKanbHOM
ceTtun/

B cnenytowen Tabnuvue onncaHbl TpeboBaHMs K annapaTHoMy obecneveHuto ons yctaHoBku Data
Protection for VMware.

Tabnuua 4. TpeboBaHus Kk annapatHoMy obecneyeruto 015 Data Protection for VMware.

KoMnoHeHT MuHuManbHble Tpe6oBaHUS MpennouTuTENnbHO

Cucrema Mpoueccop IntelPentium D Dual | HempumeHnmo
Core nnv COBMECTUMBIN C HUM.

MamaTtb 4 Tb onepatuBHom namsaTn, 4 'b | HenprumeHumo
BUPTYaJIbHOIO a4 PECHOrro
npocTpaHcTBa

CB0b60aHOE MECTO Ha XECTKOM 4.4TH 9.0Tb

ancke

CeTb 1 GbE 10 GbE

Mpum.: B 3aBMCMMOCTM OT YMcCna NapannesbHblX NPOLEeCCOB A1 Pe3ePBHOr0 KONMpPOBaHUS
BMPTyasibHbIX MalMH NoTpebyeTcs 3HaUMTeNbHbIN 06beM NaMATH.

TpeboBaHUs K NAMSATU MOXKHO YBENTMUYMTb MO OTHOLEHMIO K KoMaHae dsmc backup vm; nx MoOXHO
BbIYMCNNTb NO Crepytowen hopmyne:
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Heob6xoaumaa namaTtb = (DiskSize / MBLKSize) * ReadBuffexrSize *x VMMAXPARALLEL
34echb UCNONb3YTCA Crieaytolie 0603HaUYeHUs:

« DiskSize - 310 pasmep rocteBoro gucka, KoTopblii cenvac obpabaTtbiBaeTcs;

« MBLKSize - 370 pasmep merabnoka. OH paBeH 128 Mb ona ouckos, o6beMom MeHee 2 Th, 1 paBeH 1
I'b pna puckos, obbemom bonee 2 Tb.

« ReadBuffexSize - 310 pasmep BHyTpeHHero bydepa IBM Spectrum Protect, ucnonbsytouierocs ans
cooTBeTcTBMA MHhopmaunn MBLK. Pasmep bydepa paseH 256 Kb.

« VMMAXPARALLEL - 370 MakCcuManbHOe YNC0 BUPTYasibHbIX MaLUWH, pe3epBHOE KONMPOBaHNE KOTOPbIX
MOXHO BbINO/IHUTb OAHOBPEMEHHO B II0OOM MOMEHT C MCMO/Ib30BaHMEM OHOM0 NPOLLecca pPe3epPBHOro
KOnMpoBaHus.

Hanpumep, utobbl co3paTh pe3epBHble Konuun 10 rocTen, Ha KaxA0M U3 KOTOPbIX eCTb ANCKkU no 40 b u
KoTopble paboTatoT B pexkume VMMAXPARALLEL 2 ¢c ogHMM NpOLLECCOM onepaLmnmn pe3epBHOro
KonMpoBaHus, noTpebyeTcs:

« DiskSize =40Tb = 41943040 KB;
« MBLKSize =128 Mb=131072 KB;
- ReadBuffexrSize = 256 Kb;

« VMMAXPARALLEL = 2.

Heo6xoaumaa namaTtb = (41943040 / 131072) *x 256 Kb * 2 = 163840 Kb = 160 MB.

MpumM.: YTobbI CO30aTb pe3epBHbIe KOMUKM TOro e uncna rocten ¢ 'VMMAXPARALLEL 2' B natn
napannenbHblX NpoLeccax onepauumn pesepBHoOro KonnpoBaHus, notpeboeanock 66l (MakcMMyM) B NATb
pas 6onblie NamMsaTy, YeM B NpeablayLLEM NpMMepe, To ecTb, 800 Mb.

OrpaHuueHume: B oTHoweHnn VMDK VMware, 3a4e/CTBOBaHHbIX B ONepauyum pe3epBHOro KOnmMpoBaHus,
NPUMEHSAOTCA CneayoLlme orpaHnuYeHns:

« B pexunme MHKPeMEeHTHOro pe3epBHOro KonNupoBaHua Bcerga MHKpeEMEHTHOE KaX bl OTAENbHbIN
VMDK, yyacTByloLMIA B ONepaLmnmn pe3epBHOro KONMpoBaHus, He AoMKeH cogepxatb 6onee 8 Th. Ecnu
VMDK npeBbiwaeT 8 Th, onepaums pesepBHOro KONMpoBaHMNS 3aBEPLUMNTCS Heyaa4vHo. YTobbl
yBennunTb pasmep VMDK po pasmepa, npesblwatowero 2 Tb no yMonyaHuio, 3aante MakCUMalbHbIN
pasMmep ¢ noMoLbio onuun vmmaxvirtualdisks. YTobbl Noay4nTh LONONHUTENBHYHO MHOPMALMIO,
nwmte vmmaxvirtualdisks B IBM Knowledge Center.

Y106bI HE BonycTUTb oWwWNnbKM Npu paboTe B NtO6OM pexxrme pe3epBHOro KOMMPOBAHMS, MOXHO
nponyctuTb 06paboTky VMDK, 3agaB vmskipmaxvirtualdisks yes B chaline onumin nepemelleHms
OaHHbIX. [JononHUTeNbHy nHopMaunto cMoTpuTe B pasgene Vmskipmaxvirtualdisks.

Tpe6oBaHuUs K BoccTaHOBNeHUIO thaiinios

MNepep BoccTaHOBNEHMEM (halIOB MCMONb30BaHMEM MHTepPdenca BOCCTaHOBAEeHMS hannos IBM
Spectrum Protect Data Protection for VMware ybenoutecs, 4To Balla cpea COOTBETCTBYET MUHUMASbHbIM
TpeboBaHuaM.

Y106bI BKNHOUMTL (OYHKLMIO BOCCTaHOBNEHMS hannoB, nponykT Data Protection for VMware ponxeH 6biTb
ycTaHoBneH B cucteme Windows.

Tpe6oBaHusa K BUpTYyanbHbIM MawmMHam VMware

MprBeaeHHble HUXe TpeboBaHUs KacatoTcsa BUPTYaslbHbIX MalnH VMware, KoTopble cogepart daisbl,
nogJiexatine BOCCTaHOB/IEHWIO:

o I NN Ha BupTyanbHOI MallVHe JoMmKeH 6bITh YCTaHOBNEH MHCTPYMeHT VMware Tools.

o I NYTTTEB pTyabHas MallMHa BO BPeMs onepaLvi BOCCTaHOBAEeHUs (aiifoB JOMKHA
paboTtaTb.
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- ITTTTMCyicTeMa nepeMelL,eHMs JaHHbIX JOMKHA Nbo NpuHaasiexaTh K ToMy xe gomeHy Windows,
N160 HaXOAUTbCSA B OMEHE C JOBEPEHHbBIMU OTHOLIEHUAMM C BUPTYaNbHOM MaLLMHOMN Ha KOTOPOW
cofepaTtca BoccTaHaB/vBaeMble haiinbl.

« MNPy yoaneHun BUpTYyanbHoi MalivHbl u3 aomMeHa Windows v ee nocneayoLiem
BOCCTaHOBJIEHMWN BUPTYyasibHas MalWMHa 0JXHa 3aHOBO 06beANHUNTLCS C JOMEHOM, YTObbI
rapaHTMPOBAaTb B3aMMOCBA3b LOBEPUTESIbHbIX OTHOLLEHWI C OMEeHOM. He nbiTaiTech
BOCCTaHaBNMBaTb (halibl C BUPTYasibHOM MallUWHBI, NMoKa He byaeT BOCCTaHOB/IeHa B3aMMOCBSA3b
LLOBEPUS C LOMEHOM.

o INITITTME cnv nonb3oBaTenb He ABNseTCs BRagenbleMm daina, KoTopbIi HY)»XHO BOCCTAHOBUTb,
nonHomoume Microsoft Windows BoccTaHoBneHvne ¢ainoB M KaTasnoroB HYXXHO Ha3HauUTb
NoJSIb30BaTENHO 3TOM BUPTYasIbHOM MALUMHBI.

e JancHenwy nHhopMaLmio o npepBapuTenbHbix TpeboBaHUAX K y4eTHOWM 3anmcu foMeHa Microsoft
Windows pons ucnonb3oBaHus MHTepderica BoccTaHoBNeHNs hannos Data Protection for VMware
CMOTPUTE B TEXHNYECKOM 3aMeydaHun 1998066.

o INTITE 1 75 BUPTYanbHOI MaLLMHbI TpebyeTcs nokanbHas ayTeHTUUKALMUS Nob3oBaTeNs.
AyTeHTudmkauns vyepes nomeH Windows, Lightweight Directory Access Protocol (LDAP), Kerberos nnn
Apyrve MeTofbl CEeTeBOWN ayTeHTUMUKALMM, HEAOCTYNHA.

« IEITENB onepauvoHHol cucTeMe Red Hat Enterprise Linux 6 onuus
ChallengeResponseAuthentication B haiine koHdpurypaumm gemona sshd (/etc/ssh/
sshd_config) nomkHa 3agaBatb 3HaveHune YES vnm gonxkHa bbiTb 3aKoMMeHTMpoBaHa. Hanpumep,
LeNCTBUTENbHbIM ABnsieTcs N060N M3 cnedyLlmx onepaTopoB.:

ChallengeResponseAuthentication yes

{#iChallengeResponseAuthentication no

Mocne n3amMeHeHUs 3TOM ONUMK NepesanycTuTe AeMoH sshd.

Heo6xopuMbie YC/OBUSA NepeMeLLeHUs AaHHbIX

CvcTeMa nepeMeLleHns daHHbIX COOTBETCTBYET ONpeaeeHHOMY CPeAcTBY NepeMeLLeHnst AaHHbIX,
KOTopble "mepeMeLatoT gaHHble" U3 0gHOM CUCTEMBI B APYTYIO.

T CyicTeMa nepeMelL,eHMs JaHHbIX SOMKHA NPUHALNEXATb K TOMY e fgoMeHy Windows, uTo 1
BUPTYyasibHasi MallMHa, Ha KOTOPOW codepxaTcs (ainbl, noanexaline BOCCTaHOBAEHMIO.

TpeGOBaHMﬂ K MPOKCU MOHTUPOBAaHUA

CrcTemMa NpoKCcKM MOHTMPOBaHUS NpeacTaBnseT cobon cuctemy npokeu Linux nnmu Windows, kotopas
nosiy4aeT [OCTYN K CMOHTUMPOBAHHbLIM ANCKAM BUPTyaslbHOW MallnHbl Yepes coegnHeHune iISCSI. 3ta
cvcTeMa No3BONseT caenatb (hansoBble CUCTEMbI HA CMOHTUPOBAHHbIX OMCKAX BUPTYa/lbHbIX MalIWH
LOCTYMHbIMUW B BUOE TOYEK MOHTMPOBaHUSA B MHTEP(ence BOCCTaHOBEHMS (hansios.

IITENB onepauuoHHON cucTeMe Linux ecTb AeMOH, KOTOpbI akTUBUPYeT rpynny TOMOB MeHeaxepa
norunyeckmx TomoB (Logical Volume Manager, LVM), korga aTu rpynnbl CTAHOBSTCS AOCTYMHbI CUCTEME.
HacTponTe 3TOT 4€MOH B CMCTEME MPOKCUM MOHTUpPOBaHMA Linux, Tak 4Tobbl 37U rpynnbl TOoMoB LVM He
aKTMBUPOBANUCH, KOTAa OHM CTAaHOBATCS AOCTYMHbI cucTeMe. MoapobHyto MHopMaL MO O TOM, Kak
HaCTPOWUTb 3TOT OEMOH, CMOTPUTE B COOTBETCTBYIOLLEN AOKYMeHTauum Linux.

BTN YT C vicTeMa NpoOKCKU MOHTUpoBaHMs Windows 1 crcTeMa NPoKCU MOHTMPOBaHKs Linux
[OMIKHbI HAXOAUTHLCS B OAHOW 1 TOV Xe NoaceTU.

Tpe6oBaHua K yueTHoM 3anucu gomeHa Microsoft Windows

Cnepytowme HeobxoamMmble ycnoBusa paboTbl OTHOCATCS yUYeTHbIM 3anucam goMeHa Windows. MNepsoe
TpeboBaHMe - 3aaTb YY4ETHYIO 3anMch Nosb3oBartens gomMeHa Windows ¢ okanbHbIMU
aAMUHUCTPATUBHbLIMUN MOSTHOMOUYNSIMM Ha BCEX BUPTYasIbHbIX MalLUMHAX:

14 IBM Spectrum Protect for Virtual Environments: PykoBogctBo no yctaHoBke Data Protection for VMware


http://www-01.ibm.com/support/docview.wss?uid=swg21998066

YT1obbl BbINOAHNUTL HEOOXOAUMbIE 334a4N OJ151 BKITHOYEHWS BOCCTAHOBNEHMS (halfIoB Ha FrOCTEBOW
BMPTYasibHOM MallMHe, BaM HyXHa y4eTHas 3an1cb Nosib30BaTeNsl, KoTopasi MPUHAANEKNT LOMEHY
Windows u sBnsieTcs JIokasbHbIM aAMUHUCTPATOPOM Ha MOHTUPYEMOW NMPOKCU-CUCTEME.
ALMWHUCTPATOP C 3TOMN YYETHOW 3annCbio BBOANUT NAEHTU(MUKALMOHHbIE AaHHbIe B MacTepe no
KOHhMIYypMpOBaHMIO rpatiMyeckoro nosibaoBaTenbckoro nHTepderica Data Protection for VMware
vSphere nnu B 6510KHOTE, UTOObI paspelwnTb OJ19 Cpedbl onepaLmmn BOCCTaHOBNEHMS dainoB.

YTobbl CO38aTb YYETHYIO 3aNMCh Nob30BaTeNs C HE0OXOAMMBIMU NPUBUIETUAMIN 4SS UCMOSb30BaHUSA
NHTepdhelica BOCCTaHOBNEHUS (haiioB, MOXHO MCNOIb30BaTh 06beKT rpynnoBo nonmtukmn Windows
AN LeHTPannM30BaHHOMo ynpaBneHns O4HMUM NOMb30BaTeNIeM OMEHa, YTO NO3BONNUT eMy obpaluaTbest
K HECKOJIbKMM MallMHaM C UAEHTU(MKALMOHHBIMIU aHHbBIMUW JTOKANIbHOrO aAMUHUCTPATOPA, U
[LONONTHUTENIbHO OFPaHNYMBaTb HexenaTesbHble OeNCTBUS.

Cnepytowme 0encTBUs NoKasbiBaKOT, KAK MOXHO CO34aTh 3Ty YY4ETHYHO 3annCb NOb30BaTENS.
BbinonHWTe 3TN eNCcTBMA Ha KOHTPOJIepe AOMEHA NpY NoMoLLm ocHacTku Active Directory Users u
Computers MMC:

1.

4.

5.

Bbibepute OeitcTBue->Co3saarb->Ipynnbl 1 co3galiTe HOBYIO rpynny 6esonacHocTu ¢ uMeHem FR
Admins. O6bnacTb oeicTBMA rpynnbl f[omkHa 6bITb 3agaHa Kak FnobanbHas.

. Co3panTe HOBYO YYETHYIO 3annCb Nosib30BaTeNs JOMeHa ¢ uMeHeM nonb3oBatena fradminl u
nobasbTe ee B rpynny 3awmnTtbl FR Admins. MoxxHo Takxxe 0o6aBUTb B 3Ty rpynny Apyrue y4éTHble
3anucu nonb3oBaTenen ooMeHa.

. YTo6bI 06ecneunTb AONOSHUTENbHbIA KOHTPO/b Ha, HABOPOM KOMMbIOTEPOB, K KOTOPLIM MOXET
obpauwartbca fradmind, cosganTe HOBYH OpraHM3aLMOHHYI0 eANHULY

N3 o6bekTa foMeHa BbibepuTe Co3paTb->OpraHusauuoHHasa eguHULA U Ha3oBuTe ee FR
Computers

BktouMTE KOMMbIOTEPDI B OpraHM3aumnoHHyo eanHnly FR Computers.

BbinonHuTe cnegyoumne OencTBMA Ha KOHTPoJIepe AoMeHa 13 ocHacTku Group Policy MMC:

1

. Co3panTe HOBbI 06bEKT rpynnoBon NONUTUKN C MMeHeM FR Admin GPO, koTopbii nobaBuT
agMuHucTpatopos rpynnbl FR Admins B rpynny nokanbHbIX aAMUHUCTPATOPOB KOMMbIOTEPOB,
CBSA3aHHbIX C OpraHN3aLMOHHOM egMHNLEN, K KOTOPON NPUMEHSeTCa 3TOT 06BbEeKT rpynnoBoi
NOJINTUKMN.

. B 06bekTe rpynnoBoi NONUTUKK A06aBbTe YUETHYIO 3aMUCb 1 B FPYNMy JIOKaSIbHbIX aAMUHUCTPATOPOB
W, ecnun TpebyeTcs, B rpynny nonb3osBartesiei yaaneHHoro paboyero ctona.

. Boibepute opraHusaumoHHyto egnHuuy FR Computers n pobaBbTe TOIbKO YTO CO30aHHbIN 06bEKT
rPYNMnOBOWN MNOMUTUKMN.

MpuM.: O6beKT rpynnoBOM NOUTUKM MOXHO CBA3aTb C CaMMM AOMeHOM, Ho Torga fradminl 6ypeT B
rpynne NoKabHbIX aAMUHUCTPATOPOB AJ18 BCeX KOMMbIOTEPOB B fOMeHe. Micnonb3oBaHme SBHOM
OpraHM3aLMOHHOM eanHMLLA 4AET AOMNOHUTENbHbIN KOHTPOSIb.

. HeobazaTenbHo: MCNONb3yiTe yNpaBieHne rpynnoBbiMU NOMUTUKAMMK, UTOObI OrpaHNYnTb
HexenaTesbHble OeliCTBMA Ha JIOKaSlbHOM KOMMbIOTEPE, HaNpuMep, 3aaaTh 3anpelieHue
JIOKaNIbHOT O BXOAa B CUCTEeMy M 3anpellieHne Bxoja B cucTemy udepe3 Terminal
Services.

. Ha cTpaHuue BocctaHoBnEHME (haiioB MacTepa No KOH(UIypUpPOBaHMIO NONb30BaTENIbCKOr0o
rpacgumueckoro nHtepdenca Data Protection for VMware vSphere nnu B 610kHOTe nsMeHuTe
napameTpsbl, 4TObbl UICMONIb30BaTb CO3AAHHYI0 HA MPeAbIAYLLMX Warax yueTHyo 3anucb domain
\fradminl.

. MepesanyctuTte cnyx6y MOHTUPOBAHMSA MPOKCK AeMOHa JocTyna knmeHToB (client access daemon,
CAD).

Korpa Bbl 3aganu yHéTHyI-O 3anncb C nogxogauwnMmm npnBunnernamn:

W[TTTMBBenyTe CBOM YUETHbIE JaHHbIE B MacTepe KOHMUrypaLmm unmn 610KHOTe KOMMNOHEHTA
Ipadmuecknin nntepdenc Data Protection for VMware vSphere, utobbl BKNHOUNTL B Cpefe onepauunn
BOCCTaHOBEHMS (hanoB.
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- I Brafenel, haitnos nonyyaeT JOCTYN K yAaNeHHO BUPTYasbHOM MawwuHe (foe copepxaTcs
thaisbl, KOTOPbIE HY>KHO BOCCTAHOBWTb), UCMOJIb3YS MAEHTU(UKALMOHHbIE OaHHble Nonb3oBaTens
nomeHa Windows. 3T1 ngeHTUdUKaLMOHHbIE OaHHble BBOAATCA B MHTepelc BoccTaHOBNEHMS dhainos
npuv BXode B cuctemMy. MaeHTU(UKaLMOHHbIE AaHHble NONb30BaTesNsa AOMeHa No3BoNAT NPOBEPUTD,
ecTb N1 y BNafgenbla taina paspeLleHne Ha BXOA, B CUCTEMY yOANIEHHOW BUPTYalbHOW MalLWHbI U Ha
BOCCTaHOBJIEHMWe (hainoB Ha yaaneHHoN BUPTyasibHOM MaluHe. 018 3TUX UAeHTU(PUKALMOHHbIX
JaHHbIX He TpebyeTca HUKaKMX ChelanbHbiX MOSHOMOYMIA.

o IITTTEME cnv Bnageney, daiina UCnonb3yeT yUeTHYH0 3anuch nonb3osartensa gomera Windows, ans
KOTOPOW OrpaHMYeH SOCTYN K TEM UM MHbBIM KOMMbloTepam (BMECTO JOCTyMNa KO BCEM KOMMbOTEPAM B
LOoMeHe), ybeanTech, YTo CMCTEMA MPOKCU MOHTUPOBAHMS BKJIOYEHA B CMMCOK KOMMbHOTEPOB, KOTOPbIe
LOCTYMHbI A5 3TOM yYEeTHOW 3anucy Nonb3oBaTensa LoMeHa. B npoTMBHOM cryyae Bnagened, anna He
CMOXET BOUTU B MHTEp(elc BOCCTaHOBNeHNS hannos.

Heobxopumbie ycnoeua ansa NeHTOYHbIX yCTpOﬁCTB

BoccTaHoBneHue hafioB ¢ NEHTOYHOrO HOCUTENSA He NoadepumBaeTcs. BocctaHoBneHme hannos us
OMCKOBOIro XpaHunumua aBnseTcs NpeanoYTUTeSIbHbIM METOAO0M.

Heo6xoguMble paspelueHUs Ha YCTAHOBKY
Mpexne YeM NpucTynaTh K yCTaHOBKe, yoeamTech, UTto y Bawero ID nonb3oBaTenst eCTb HE06X0ANMbIi
YPOBEHb paspeLueHui.

06 3ToM 3apaue

Tabnuuya 5. PaspeweHus nosib3osarens, He0bxoduMbie 0715 yCTAHOBKU U KOHGUrypupoBaHUS
komnoHeHTa Data Protection for VMware

Cucrtema Heo6xopguMoe paspelueHue
Windows AOMUHUCTpPATOP
Linux Root

MNonHoMouna agMUHUCTPaTopa

Ponu cepBepa vCenter TpebytoTcsa creayoLLme NoIHOMoYMS:
PacwupeHue > 3aperucTpupoBaTb paclumpeHue,

Cepsep vCenter OepeructpupoBartb pacwmpeHue, O6HOBUTb pacluMpeHue.
3Ty HOBYIO POJib HYXXHO NPUMeEHNUTb K 06beKTy vCenter B
nepapxuu cepsepa VMware vCenter onga ID nonb3oBaTtens,
YKa3aHHOro npu yCTaHoOBKeE.

Cepsep IBM Spectrum Protect LocTtyn agMunHucTpaTopa

OrpaHuueHue: Cepaep oomkeH 6biTb | (MonHoMouma Cuctema v HeorpaHMUueHHbI BOMEH
3anyLueH. MNOANUTUKHN)

Heo6xopuMble NOPTbl CBA3MU
CMoTpuUTE CNUCOK MNOPTOB CBSA3K, KOTOPbIE A0MX¥HbI ObIThb OTKPbIThI HA BpaHaMayape Npu yCTaHOBKe
koMmnoHeHTa Data Protection for VMware.

MopThbl, yKasaHHbIe B Tabnuue, oTpaxkaloT CTaHAAPTHYO ycTaHOBKY. CTaHOapTHas yCTaHOBKA COCTOUT U3
cneayrowmx KOMNOHEHTOB B 0gHOM U Ton Xe cucteme Windows:

» CepBep rpadgmueckoro nHtepdenca Data Protection for VMware

« CepBep pes3epBHOro KonmpoBaHusa vStorage (cpeacTBo NepeMeLleHnst JaHHbIX)
« Mpokcu MoHTMpoBaHua Windows

» VMIHTepdhenc BoccTaHoBNeHMs thannoB IBM Spectrum Protect
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Ecnu ncnonb3ayeTtca HecTaH4APTHAA YCTaHOBKA, MOXeT ﬂOTpe6OBaTbCﬂ bonblie NnopTOB.

OrpaHuueHue: Npokcu MoHTUpoBaHUs Windows 1 NPOKCU MOHTUPOBaHUS Linux monKHbl BbITb B 04HOM 1
TOW Xe noaceTu.

Tabnuya 6. Heobxodumble nopTel cBS3U. B aToM Tabnuue ykasaHbl NOPTbl, LOCTYN K KOTOPbIM NonyyaeT
komnoHeHT Data Protection for VMware.

Mopt TCP MuunumaTop: Ucxopawmii (c xocTa) HasHaueHue: Bxogsawumii (Ha xocT)
443 CepBep pe3epBHOro konmpoBaHus vStorage |Cepsep vCenter (3alMLLEHHbIN
HTTP)
443 Cepsep Npathmnueckmin nHTepdenc Data Cepsep vCenter
Protection for VMware vSphere
443 Mpokcy MoHTUpoBaHua Windows Cepsep vCenter
JTOT NnapameTp
TpebyeTcs,
TONIBKO ecnu
CPeLcTBO
nepeMeLLeHuns
OaHHbIX
npeacTaenseT
cobon cuctemy
Linux.
443 CepBep pe3epBHOro KonvpoBaHus vStorage | KoHTponnep cnyx6 nnathopmsl
443 Cepsep Npathmnueckmin nHTepdenc Data KoHTponnep cnyx6 nnatcdopmbl
Protection for VMware vSphere
443 Mpokcu MoHTMpoBaHusa Windows KoHTponnep cnyx6 nnatgopmbl
902 Cepsep vCenter XocTbl ESXi
443
902 CepBep pe3epBHOro KonvpoBaHus vStorage | XocTbl ESXi (Bce 3almLLeHHble
(npokcw) XOCThbl)
443
1500 CepBep pesepBHOro konmpoBaHuga vStorage | Cepsep IBM Spectrum Protect
(npokcu)
(tcpport)
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Tabnuya 6. Heobxodumble nopTel cBs3U. B aTOM Tabnuue ykasaHbl NOPTbl, LOCTYN K KOTOPbIM NonyyaeT
komnoHeHT Data Protection for VMware. (npodonxeHue)
Nopt TCP MHuuumaTop: Ucxopawmii (c xocTa) HasHaueHue: Bxogsawumii (Ha xocT)
1500 Cepsep Npathmnueckmin nutepdenc Data Cepsep IBM Spectrum Protect
. Protection for VMware vSphere
(tcpadminpoxrt)
e MopT 1500
(nopT_aaMuHUCTpUpoBaHua_tcp)
OTHOCUTCS K CBA3M He SSL
« [1ng ceasm SSL
nopT_aAMUMHUCTpUpoBaHusa_tcp - aTo
€0MHCTBEHHbIV NOPT, NOALEPKMBAKOLWMNA
cBa3b SSL ¢ cepsepoM IBM Spectrum
Protect. lMpaBunbHbIN HOMEpP NopTa,
KOTOPbIV HY>KHO MCMONb30BaTh AJ15
npoTokosna SSL, 3710, 06bIYHO, 3HaYEHME,
3apaHHoe onuuer ssltcpadminport B
tharine dsmserv.opt cepsepa IBM
Spectrum Protect. OgHako, ecnu B hanne
dsmserv.opt 3agaHa onumsa
adminonclient no, npaBunbHbLIM
HOMepPOM NnopTa, KOTOPbIN cneayeT
ncnonb3oBaTth 49 npoTokosna SSL, bypeT
3HauveHue, 3aflaHHOe onumen
ssltcpadminpoxrt. Y onumu
ssltcpadminpoxt HeT 3HaueHus no
yMoJil4aHKto. Mo3TOMy 3HaYeHne [ONXeH
3a4aTb Nosib30BaTeb.
1527
BHYTpeHHAS
6a3a gaHHbIX
Derby
1501 Cepsep IBM Spectrum Protect CepBep pe3epBHOro KONMpoBaHusa
vStorage
1581 « MnaHMpoBLMK NepemMeLLeHns
(httpport) AaHHbIX
« Beb-knuneHT
« [lemoH Client Acceptor
1581 Cepsep Npathmueckmin nutepdenc Data CepBep pe3epBHOro KONMpoBaHMS
Protection for VMware vSphere vStorage
(httpport)
1582, 1583
(webpoxts)
9081 KnuneHT vSphere CepBep pathuruecknin nHTepdenc
Data Protection for VMware vSphere
Beb-cepeep .
(sawmweHHbIn nopt HTTPS pgns
rpauyeckoro
o nocTyna k vCenter yepes Beb-
nHTepgenca 6pay3ep)
(npoTokon paysep
HTTPS)
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Tabnuya 6. Heobxodumbie nopTsl cBa3u. B aTol Tabnuue ykasaHbl
komnoHeHT Data Protection for VMware. (npodonxeHue)

MOpPTbI, LOCTYMN K KOTOPbIM Nofy4YaeT

MopT iSCSI no

Nopt TCP MHuuumaTop: Ucxopawmii (c xocTa) HasHaueHue: Bxogsawumii (Ha xocT)
22 AreHT BOCCTaHOB/IEHUSA XocT MoHTMpoBaHua Data Protection
MopT SSH o for VMware Windows
yMon4aHuto gns « SSH ong areHTa BOCCTaHOBMEHUSA
areHTa Linux
BOCCTaHOBJIEHNS
3260 BoccTtaHoBneHue annos Data Protection for | XocT MoHTupoBaHua Data Protection
VMware B Linux for VMware Windows
« iSCSI
3260 0O6beKT HasHauveHua Windows ¢ XocT MoHTMpoBaHus Data Protection

AVHAMUYECKUM OUCKOM ANs
BOCCTaHOBMEHUs thainos

for VMware Windows
« iSCSI

yMOo14aHuto anga

areHTa
BOCCTaHOBMEHMS
5985 Onumun rpadmnyeckoro nHTepdenca no YpaneHHoe ynpasneHune Windows
BOCCTaHOB/EHUIO (hannoB
135 Mpokcy MoHTUpoBaHusa Windows BupTyanbHaa mawmHa VMware,

KOTOpas CoOOoepXuT annel,
nogsiexaline BOCCTaHOBNEHUIO
NHTepPEeNCoOM BOCCTAHOBEHMS
thannos IBM Spectrum Protect

Tpe6oBaHMA K NOTHOMOUMAM Nosab3oBaTens cepeepa VMware vCenter
Onsa BbinonHeHus onepaunin Data Protection for VMware TpebytoTca HekoTopble 0cobble NoIHOMOUMS
cepsepa VMware vCenter.

MonHoMouusa cepBepa vCenter, Heob6xoauMble oA 3alWMUTbl LLeHTPOB AaHHbIX VMware ¢
npepcraesieHneM Be6-6paysepa pna Mpadgmueckuit uHTepdeiic Data Protection for VMware vSphere

Y ID nonb3oBaTens cepBepa vCenter, KOTOpbIN BXOAUT B NpeacTtasneHne bpaysepa ans Mpaduueckui
nHTepgeric Data Protection for VMware vSphere,

LONXHbl 6bITb AOCTATOYHbIE NOTHOMO4YMSA VMware, 4Tobbl NpocMaTpPUBaTh COAEPXKMMOE LLEHTPA OaHHbIX,
ynpaBnsgeMoro rpaduyeckmm nHTepencom.

Hanpumep, cpega VMware vSphere cogepuT naTb LLEHTPOB AaHHbIX. Y nonb3oBaTens "jenn" poctaTovHo
NMOTHOMOYMIA TONBbKO A5 ABYX U3 3TUX LLEHTPOB AaHHbIX. [103TOMy B NpeACcTaBAeHNSaX NONb30BaTENb
"lenn" yBUANT TONbKO ABa U3 3TUX LLEHTPOB AAHHbIX, 419 AOCTyMNa K KOTOPbIM Yy HEro eCTb 40CTAaTO4YHbIE
nosiHomMoumsa. [lpyrve Tpu LLeHTpa AaHHbIX (Ha OCTYN K KOTOPbLIM Yy Nonb3oBaTens "jenn" HeT
nosiHomMoumin) byayT He BUAHbI Nofib3oBaTento "jenn".

CepBep VMware vCenter 3afaeT psg NOIHOMOUNI B COBOKYMHOCTM B BUAe ponu. Ponb npuMeHseTcs K
06beKTY ANs YyKa3aHHOro NoJib30BaTeNs UK FPpyNMbl, 4TO6bl CO34aTb NOMHOMOYMS. Bbl 4OMKHbBI CO34aTb
posib ¢ HabopoMm nonHomoumin ¢ Beb-knmeHTa VMware vSphere. YTobbl co3paTb posib cepBepa vCenter
4N9 onepauunin pesepBHOro KONMPOBaHMS U BOCCTAHOBIIEHMS], UCNOSb3ynTe (hyHKUMio [4,06aBUTb posib Ha
knneHTe VMware vSphere.

Ecnu Bbl XOTUTE PacnpoCTpaHMTb 3TU MNOJIHOMOUMS HA BCE LLEeHTPbI AaHHbIX B npegenax vCenter, 3afainTe
cepBep vCenter 1 BKIOUMTE NepeKstovaTeNlb PACNpPOCTPAHATL Ha AouepHue. Unu Bol MoxeTe
OrpPaHNYMTb paspeLleHms], eClin Ha3HAUUTE POJTb AJS HYXKHbIX LLeHTPOB AaHHbIX, TO/IbKO MPU BKIHOYEHHOM
nepeksyaTesie pacnpoCcTpaHsaTb Ha AodvepHue. MpruHyauTenbHOe NPUMeHeHre ais rpadmyeckoro
NHTepderica bpaysepa HAXOANTCSA Ha YPOBHE LieHTpa AaHHbIX.
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B cnepymouieM npuMepe nokasaHo, Kak ynpasBnsTh 4OCTYNOM K LLeHTPaM AaHHbIX Aas ABYX rpynn
nonb3oBatenei VMware. CHayana cosganTe posib, y KOTOpoi ByayT BCe MOMIHOMOUNS, YKa3aHHble B
technote 7047438. Habop nonHoMoumnii B 3TOM NpuMepe ykasaH posbto "TDPVMwareManage". 'pynne 1
TpebyeTcs poctyn, 4Tobbl yNpaBnsTh BUPTYaNbHbIMWU MalMHAMM A9 LEHTPOB AaHHbIXx Primaryl_DCwu
Primary2_DC. I'pynne 2 TpebyeTcs gocTyn, 4tobbl yNpaBnsiTe BUPTYabHbIMU MalUMHAMM A1 LEHTPOB
baHHbix Secondaryl_DC un Secondary2_DC.

HasHaubTe rpynne 1 ponb "TDPVMwareManage" pnsi ueHTpoB gaHHbix Primaryl DC v Primary2_DC.
HasHaubTe rpynne 2 ponb "TDPVMwareManage" ons ueHTpoB gaHHbix Secondaryl_DC u
Secondary2_DC.

Monb3oBaTenu B KaXaow rpynne nosb3oBaTenelt VMware CMOryT UCNONb30BaTh rpatuyecKkuii
nHTepderic Data Protection for VMware gnsi ynpaBneHust BUpTyasibHbIMU MalWMHAMU TOJIbKO B
COOTBETCTBYHOLMX LLeHTPax AaHHbIX.

CoBer: Mpwv cospaHnn ponm paccMoOTpUTE BO3SMOXHOCTb nobaBnTb B posib AONOJTHUTEJNIbHbIE
NnoJIHOMO4YUMA, KOTOPblIE MOTYT NOTOM NoHago0bMTbCs ANS BbINOTHEHUS apyrmx 3agad c obbekTamu.

MonHomouua cepBepa vCenter, Heo6xoauMmble AN UCNOJIb30BaHUSA cpeacTtBa nepemMeleHna gaHHbIX

CpencTBy nepemelteHnsa gaHHbix IBM Spectrum Protect, yctaHoBneHHOe Ha cepBepe pe3epBHOro
KonupoBaHusa vStorage Backup (ysen nepemelleHusa gaHHbix), Tpebytotes onuun VMCUser n VMCPw.
Onuma VMCUser 3apaet ID nonb3oBatens cepsepa vCenter unu ESX, KOTOPbIN BaM HyXeH, 4TObbI
NPOM3BOANTb pPe3epPBHOE KONUPOBaHMe, BOCCTAHOBNEHME Unu 3anpoc. Heobxoanmbie nonHoMouus,
Ha3Ha4eHHble aToMy ID nonb3oBatensa (VMCUser), rapaHTUPYIOT, UTO KIIMEHT CMOXET BbIMOSHATb
onepawlmn Ha BUPTyanbHOM MallmHe 1 B cpefe VMware. Y atoro ID nonb3oBatens fomKHbl 6bITb
nonHomoumsa VMware, onucaHHble B yKa3aHHOW BbllLe TEXHUYECKOM 3anuncke.

YT06bI CO3aaTb ponb cepBepa vCenter Ana onepauuin pesepBHOro KONMPOBaHMS U BOCCTAHOBNIEHUS,
ncnonbsynte yHkuuio Job6aBuTb ponb Ha knneHTe VMware vSphere. Mpu nobaBneHnmn noaHOMoUnin
ansa atoro ID nonb3oeatena (VMCUsex) Bbl foMKHbI BbIOpaTb OMNLUMUI0 pACNPOCTPaHATL Ha Jo4YepHue.
Kpome Toro, paccMoTpuTe BO3MOXHOCTb flobaBneHns B 3Ty poJib APYrMxX NOSTHOMOYMIA s 3apad
NOMMMO Pe3epBHOro KoNMpoBaHua n BocctaHosneHus. ng onunn VMCUser npuHyauTenbHoe
NpMMeHeHne ocyLLecTBASETCA AN 06beKTa BbICLIEro YPOBHS.

MonHoMouua cepeepa vCenter, Heob6xoauMble oA 3alWMUTbl LLeHTPOB AaHHbIX VMware ¢
npepctaeneHnemM IBM Spectrum Protect vSphere Client - Mogkniouaembiit Mogynb pnsa
Fpacdmueckuii untepdeiic Data Protection for VMware vSphere

KomnoHeHTy IBM Spectrum Protect vSphere Client - NMoakntovaembin Moaynb TpebyeTtca Habop
NMOTHOMOYMIA OTAENBHO OT NMOSTHOMOYMIA, HEOBXOAMMBIX AN BXOAA B rpadhuuecKkuin nHtepdenc.

Mpu ycTaHOBKe ans komnoHeHTa IBM Spectrum Protect vSphere Client - Mogkntoyaembln Mogyb
€O3[0atl0TCA cnegyoLLme nonb3oBaTebCKMe NoSTHOMOUUS:

« LeHTp paHHbIX > IBM Data Protection
« Fno6anbHble > CKkoHpurypuposatb IBM Data Protection

Monb3oBaTenbCKMe NOTHOMOUNS, KOTOpble HeobxoanMmbl gnst KomnoHeHTa IBM Spectrum Protect vSphere
Client - MNopgkntovaeMbl MOAYIb, PETMCTPUPYIOTCS KaK OTLENbHOE paclumpeHme. Knuy paclumpeHms
nosiIHoOMoumi - com. ibm.tsm.tdpvmware.IBMDataProtection.privileges.

3TX NOSIHOMOYMSA NO3BONAT aaMUHUCTPaTopy VMware BKIH0YaTb U BbIK/IHOYATb AOCTYM K CO4EPXMMOMY
koMmnoHeHTa IBM Spectrum Protect vSphere Client - Mogkntouyaemblit Mogynb. MNonayyaTtb [ocTyn K
copepxxmmomy IBM Spectrum Protect vSphere Client - MogkniovaeMblin Mogynb MOFyT TOSIbKO
Nnonb30oBaTeNn C 3TUMK NOJIb30BATENIbCKUMU NONTHOMOUMAMM Ana Heobxogmmoro obbekTa VMware. Ang
Kaxpgoro cepeepa vCenter permctpmpyeTcs no ogHoMy KoMnoHeHTy IBM Spectrum Protect vSphere
Client - MoakntoyaeMbli MOgY/b, U OH COBMECTHO MCMOJb3yeTCs BCEMU XO0CTaMu rpadunyeckoro
MHTepgenca, CKOH(GUIyprMpoBaHHbIMK AN NOAAEPXKN cepBepa vCenter.

Ha Beb6-knneHTe VMware vSphere Hy»HO co34aTb posib AN NoSib30BaTeNen, KOTOpble CMOrYT BbIMOHATb
(PyHKUWM 3aLUNTbI AaHHbBIX A9 BUPTYaNbHbIX MallWH, UCNONb3ya KoMnoHeHT IBM Spectrum Protect
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vSphere Client - MogkntouaeMbii Moaynb. [N 3ToM ponu, B AOMNOJIHEHME K CTaHAAPTHbLIM MOSTHOMOYNSM
pPONN aAMMHUCTPATOpPa BUPTYaNlbHbIX MalUMH, HE0BX0OMMbIM BED-KNMEHTY, HY>XXHO 3a0aTb NOSIHOMOYMS
LLeHTp AaHHbIX > IBM Data Protection. [1ns ka)Kaoro LeHTpa AaHHbIX Ha3HaubTe 3Ty POSb KaXaoMy
Nonb30BaTEeNO UK Fpynmne Nnosib3oBaTesien, Nob30BaTeNSIM KOTOPOM Bbl XOTUTE NPefoCTaBUTb
paspelleHne Ha ynpaBfeHne BUpPTyanbHbIMM MallMHAMN.

MonHomouunsa Fno6anbHbii > IBM Data Protection HeobxoouMbl Nonb30BaTeNo Ha ypoBHe vCenter. 310
NMoJSIHOMOYME NO3BONSET NOJIb30BaTENO YNIPABASATb, U3MEHATb UM CTUPATb COEOMHEHNE MeX Y
cepBepom vCenter 1 Beb-cepepoM padmueckmin nHTepenc Data Protection for VMware vSphere.
HasHaubTe 3T NONHOMOYNS AAMUHUCTPATOPaM, KOTOPbIE 3HAKOMBI C KOMMOHEHTOM [padmnyeckui
nHTepgeric Data Protection for VMware vSphere, KOTOpbIl 3alMLLaeT COOTBETCTBYIOLLMNIN CEPBEP
vCenter. YnpaBnanTte coegiMHeHnsasmMu komnoHeHTa IBM Spectrum Protect vSphere Client -
Mogknto4vaeMbli MOLYIb Ha CTpaHuLe CoeaUHEHUSA pacLLUMpeHms.

B cnepyrowem nprvMepe nokasaHo, Kak ynpasnaTb AOCTYMOM K LeHTpaM JaHHbIX ANna ABYX rpynn
nonb3oBatenen. Mpynne 1 Tpebyetca goctyn, 4tTobbl yNpaBnsATe BUPTYaNbHbIMM MallMHAMM A1 LEHTPOB
baHHbix NewYork _DC wmnBoston_DC. I'pynne 2 TpebyeTtcs goctyn, 4Tobbl ynpaBnsaTb BUPTYyabHbIMU
MalnHaMmM AN LeHTpoB AaHHbix LosAngeles_DC u SanFranciso_DC.

Ha knneHte VMware vSphere co3pante, Hanpumep, posb "IBMDataProtectManage", HasHaubTe
CTaHLAPTHbIE MOJTHOMOYMS POSIY AAMUHUCTPATOPA BUPTYaSIbHbIX MaLKH, @ TakXKe nofiHoMouns LileHTp
AaHHbIX > IBM Data Protection.

HasHaubTe rpynne 1 ponb "IBMDataProtectManage" ons ueHTpoB gaHHbix NewYork_DC n Boston_DC.
HasHaubTe rpynne 2 ponb "IBMDataProtectManage" ons ueHTpoB faHHbix LosAngeles_DC u
SanFranciso_DC.

Monb3oBaTenu B KaX[ow rpynne CMoryT MCNoNb3oBaTbk KOMNOHeHT IBM Spectrum Protect vSphere Client
- MopkntovaeMblit MoayNb Ha BeBG-kMeHTe vSphere ons ynpaeBneHus BUPTyasibHbIMU MalWMHAMM TOSIbKO
B COOTBETCTBYIOLWMX LIeHTPax OaHHbIX.

npOﬁneMbl, CBA3aHHbIe C HeAO0CTaTOYHbIMU NOJIHOMOUYNAMU

Ecnu y nonb3oBaTens Beb6-6paysepa HET 4OCTATOUHbIX MOTHOMOUYMIN HU AN19 KAKOro LLeHTpa obpaboTku
OaHHbIX, [OCTYN K NpeacTaBnerunto 6nokumpyetcs. BMecTo aToro reHepupyetcs coobuieHme 06 owmnbke
GVM2013E, utobbl ykasaTb, 4TO N0JSIb30BaTeSlb HE aBTOPU30BaH ANs NOSYYEHMS OCTYNa HU K KaKUM
ynpaBnsieMbIM LLeHTPaM AaHHbIX U3-3a HeJocTaTKa paspeLueHunin. Takxe ecTb Apyrme HoBble COObLLLEHMS,
KOTOpble MHOPMUMPYIOT Nosib3oBaTenen o Npobnemax n3-3a HeLOCTATOUHbIX paspeLlleHunit. YTobebl
yCTpaHuTb Npobnembl, CBA3aHHbIE C paspeLleHnamu, ybeamtecs, 4TO ponb NoNb30BaTeNa 3afaHa, Kak
pacckasbliBaeTcs B npenbloylmx pasgenax. Y ponv nonb3oBaTens A40MKHbI ObiTb BCe NOTHOMOYMS,
yKasaHHble B HeobxoanMbix nonHomouunsx gns ID nonb3oBartens cepeepa vCenter v Tabnumubl
nepemMeLLeHns faHHbIX, 1 3TWU MOHOMOUYUS OOIXKHbI ObITb MPUMEHEHbI Ha YPOBHE LLeHTpa AaHHbIX C
BKJ/IHOYEHHbIM NepekstoyaTeneM pacnpocTpaHaTb Ha Lo4vepHue.

Ecnn y nonb3osaTens komnoHeHTa IBM Spectrum Protect vSphere Client - Mogkntouaembit MOLYSb HET
[OCTaTOYHbIX MOTHOMOUMNI HA AOCTYN K LLeHTPY AaHHbIX, (OYHKLMW 3aLUMTbI LaHHbIX 4719 3TOro LLeHTpa
[aHHbIX 1 ero CoAepXXnMoe CTaHyT HeJOCTYMHbI B PaCLUUPEHUN.

Ecnuy ID nonb3osatens IBM Spectrum Protect (3agaHHoro onumeit VMCUser) HegocTtaTouHo
NOTHOMOYMI 419 BbIMOSIHEHMS OMNepauumn pe3sepBHOro KONMpPOBaHMS U BOCCTAHOBIIEHUS, NOABUTCS
cnepyollee cooblieHue:

ANS9365E Ownbka API VMware vStorage.
"0TKa3aHO B paspeweHun Ha BbiNoSHEHMe 3Toh onepauun.”

Ecnuy ID nonb3oBatensa IBM Spectrum Protect HegocTaTouHO NOIHOMOUKIA HA MPOCMOTP KOMMbIOTEPA,
nosBATCA clepyolme coobleHmns:

KomaHpa pe3epBHOro KOMMPOBAHUSA BUPTyasibHbIX MaWWH 3anyueHa. Bcero BupTyasbHbIX MawuWH

ona obpaboTtkm: 1

ANS4155E He ypanocb HalWTu BMpTyanbHyl MawuHy 'tango' Ha cepBepe VMware.

ANS4148E MonHoe pe3epBHOEe KonupoBaHue BUpTyanbHou mawuHbl 'foxtrot' sasepuwmnoch
Heypa4yHoO € KopaoMm Bo3BpaTa 4390
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bonee nogpobHyto nHhopmaLmio 06 NCNob30BaHUN MOTHOMOYNN CMOTPUTE B 3aMeYaHunmM B pasgene
MonHoMouusa cepBepa vCenter, Heo6oxogumbie ona rpadgmueckoro nHTepcpeiica Data Protection for
VMware vSphere u cpeacrBa nepeMeLeHUs faHHbIX.

Y106kl NonyumTb MHOpPMaLMIO KypHana Yepes cepeep VMware Virtual Center ans ycTpaHeHusi npobnem
C paspeLlUeHnsIMU, BbINOJIHUTE criedytolime warn:

1. B okHe MapameTpbl cepeepa vCenter BbibeprTe ONUMUU 3aNUCK B XKYPHAN 1 3afainTe 4ns onuum
"3anucb B XypHan vCenter 3HaueHue Trivia (Trivia).

2. BocnponsseanTe ownbKy paspeLleHuni.

3. MepeycTaHoBMTE A4 oNuMM 3anuchb B XXypHan vCenter ee npeabiayliee 3HaveHme, YToGbI
3anpeTUTMb 3annchb JINLWHEN MHopMaLMM XKypHana.

4. B okHe CuUCTeMHbIe 3KYpPHasbl HalnOuTe camblil MOCNenHWI KypHan cepeepa vCenter (vpxd-
wxryz.log) n Hangute cTtpoky NoPermission. Hanpumep:

[2011-04-27 15:15:35.955 03756 verbose 'App'] [VpxVmomi] Owubka BbI3OBA:
CeaHc vim.VirtualMachine.createSnapshot: 92324BE3-CD53-4B5A-B7F5-96C5FAB3FOEE
CreHepupoBaHo: vim.fault.NoPermission

370 cooblleHMe ypHana ykasbiBaeT, uto y ID nonb3oBaTens HET A,0CTATOUHbIX MOHOMOUMNI Ha
co3gaHue cHuMMKa (createSnapshot).

YctaHoBKa KoMnoHeHTOB Data Protection for VMware

Bbl MOXeTe yCTaHOBUTb BCE KOMMOHEHThI, KOTOPbIe AOCTYMNHbI B NakeTe Data Protection for VMware gns
Ballier onepauoHHON CUCTEMbI, UIN YaCTb 3TUX KOMMOHEHTOB.

06 31Ol 3apaue

Micnonb3ays nporpamMmy yctaHoBkM Data Protection for VMware Mo»HO yCTaHOBUTb crneaytolime
KOMMOHEHTbI:

- AreHT BoccTaHoBneHus IBM Spectrum Protect

o I HTepdeiic KOMaHAHON CTPOKM areHTa BOCCTaHOBNEHMS

o I N okymeHTaums (chaiin readme v baiin 3amMmeyaHwmin)

« ann BkntoueHus Data Protection for VMware

» 'pachmueckuin nHTepdenc Data Protection for VMware vSphere

o OYHKUMIO NepeMeLLeH st aHHbIX, KOTOPas COAEPKUT CIIeAYOLLNE 3NIEMEHTbI:

Ipacnuecknin nHTepgenc nepeMeLeHns gaHHbIX
— Beb-KknmeHT nepeMelleHnst AaHHbIX

darinbl cpeabl BbinonHeHns API knveHTa (64-paspsgHoro)

KoMaHaHasa cTpoka KJineHTa aAMUHUCTPUPOBaHNS
— @annbl cpepbl BoinonHeHUs API VMware vStorage

Ecnu Bbl XOTUTE YCTAaHOBUTb CPEACTBO NepeMeLleHns AaHHbIX (MPOKCU-cepBep MOHTUPOBAHUS), areHT
BOCCTaHOB/IEHUS M HEOOXOAMMbIe NaKeTbl MOALEPHKMN, MOXHO BbIOpaTh MNOMHY YCTAHOBKY MK
MCnonb3oBaTh ONLUMI0 PaclumMpeHHas yCcTaHOBKa.

CoBeT: B 04HOM CMCTEME MOXHO CO3[aTb HECKOJbKO CPeACTB NepeMeLLeHNs AaHHbIX B BUAE NPOrpaMmbl
Data Protection for VMware unu MoxHo co3naTtb CpefcTBa NepeMeLLeHns AaHHbIX B yaaneHHbIX
cuctemax. Takaa KOHUrypaumsa noBblLaeT KOJIMYECTBO PECYPCOB, AOCTYMNHbIX 418 UCNONb30BaAHNUA
KoMnoHeHToM Data Protection for VMware. CuCTeMbI C yCTaHOBJIEHHbIM CPEACTBOM MepeMeLLeHs
OaHHbIX Ha3bIBAKOTCA CEpBEPaMM Pe3epBHOro KonuposaHua vStorage.
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MonyueHne naketa ycraHoBku Data Protection for VMware

MakeT ycTaHoBkK Data Protection for VMware MoxHO nony4nTb € caiiTa ckaumBaHua IBM (Hanpumep,
IBM Passport Advantage).

Mpexxpae yeM HauyaTb

Ecnu Bbl cobupaeTech ckavaTtb 3Tv haisibl, 3343 Te HeorPaHNYEHHbIN CUCTEMHBbIN Npeaen nosb3oBaTtens
A5 MaKcuMasibHOro pasMepa aiina, 4tobsl haisibl ObIN YyCNELWHOo CKavaHbl:

1. YT0b6bl 3aNpOCUTL 3HAUYEHME OJ19 MaKCMMasbHOro pa3mepa taina, BBeAMTe CedyoLLyo KoMaHay:
ulimit -Hf

2. Ecnv cucTeMHbIN NoNb30BaTeNbCKUN Npeaen Ha MakCcMMalbHbIi pasmep dalinia He 3aaaH
HeorpaHM4YeHHbIM, USMEHUTE ero Ha HeorpaHUYeHHbIN, Cieays UHCTPYKLUMAM B OKYMEHTauun ans
Ballen ornepaLmoHHON CUCTEMDI.

Mpouenypa
1. CkayalTe COOTBETCTBYHOLLMI (haln nakeTa c OAHOro U3 crneyroLmx seb-canTos:

- [Npw NnepBon ycTaHOBKE WM NPW YCTAHOBKE HOBOIO BbiNyCKa nepenante Ha cant Passport
Advantage no agpecy: http://www.ibm.com/software/lotus/passportadvantage/. Passport
Advantage - eGMHCTBEHHbIN CalT, C KOTOPOIro MOXHO 3arpy3unTb IMLEH3UOHHbIN halin nakeTa.

« CaMmylo cBeXy MHopMaL Mo, 06HOBNEHMA 1 UCMpaBlieHNs 0BCnyXnBaHUA CMOTPUTE Ha canTe
nogaepxkn IBM Spectrum Protect: http://www.ibm.com/support/entry/portal/Overview/Software/
Tivoli/Tivoli_Storage_Manager.

2. Ecnu Bbl cKavanu nakeT ¢ canTa ckaumBaHusa IBM, To coenanTe cnegyoulee:

a. CkavarTe thann nakeTa B kaTtanor no Bawemy Bbibopy. MNyTb MoOXxeT copepaTb He 6bonee 40
cumBonoB. YbepuTech, UTo nsBnekaeTe hansbl yCTaAaHOBKMW B NycTON KaTanor. He BbINOMHANTE
n3BfieYeHNe B KaTanor C paHee M3BnevYeHHbIMK hainamm nnm ¢ kakumm-nnbo ewe annamm.

b. BT 6emTech, 4TO ANS NaKeTa 3aAaHbl paspeLleHns 415 BbiNoAHEHUS. ECAn Hy»XHO, TO
M3MeHuTe paspelleHuns 4ns Ganna, BBeas CleayroLLyo KOMaHAy:

chmod a+x umsa_nakema.bin
c. IIITEN 136 neKknTe NakeT, BBeAA CNEAYIOLLYI0 KOMaHAY:
./umMa_nakema.bin

roe ums_nakerta - 3To0 UMA CKa4aHHOIro cbaﬁna.

d. UM PacnakyiiTe nakeT, ABaXAbl WENKHYB N0 UMS_NAKeTa, FAe UMS_NAakeTd - 3TO UMA
CKayaHHoro tanna.

YctaHoBKa koMnoHeHToB Data Protection for VMware npu noMmowm Mactepa yCTaHOBKHU
KomnoHeHTbl Data Protection for VMware M0XHO yCTaHOBUTb NPU MOMOLLLM MacTepa YyCTaHOBKMU.

06 3ToM 3apaue

T N ns yetaHoBkwM Data Protection for VMware v cpeficTa nepeMelleHns AaHHbIX MOXHO
MCNoJIb30BaTb NPOrpamMMy yCTaHOBKM koMnnekTa (Suite Installer).

I 1 15 yeTanoBkym Data Protection for VMware v cpencTsa nepeMeLeHns aHHbIX MOXHO
MCNOMb30BaTh aBTOHOMHYIO NPOrPaMMy YCTAHOBKMU.

YctaHoBka Data Protection for VMware B cucremax Windows
YcTaHOBUTE KOMMOHEHTbI M pyHKLUKUK Data Protection for VMware npu nomolumn mactepa yCTaHOBKMU.
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Mpe>xpe ueM HavaTb

Mpexne YeM ycTaHaBAMBaTb KOMNoHeHThbl Data Protection for VMware, ybeanTtech, 4To Bbl BbINOAHUIM
cnepytowme TpeboBaHus:

« Y ID nonb3oBaTesns ecTb NpaBa gocTyna agMMHUCTpaTopa.

« CywecTByeT ceTeBOe coegmHeHune ¢ cepsepoM VMware vCenter Server 6.X unv HoBee € npaBamu
A0CTyna agMuHuUCcTpaTopa.

« CywecTByeT ceTeBOe coegmHeHmne ¢ cepsepoM IBM Spectrum Protect ¢ npasom goctyna
agMuHucTpaTtopa (nonHoMouus Cuctema nnv HeorpaHuueHHolli AOMEH MOJIMTUKM). ITOT cepBep
O0MKeH bbITb A0CTYNeH 1 gonxeH paboTaThb.

. V6ep,MTer, YTO Bbl O3HAKOMUITNCDL CO cCieayruwnmm TpeGOBaHVIFlMI

— “TpeboBaHus K cucteme” Ha cTp. 12

— “HeobxogunMble paspelleHnst Ha ycTaHoBKY” Ha cTp. 16

— “HeobxopgunMble nopTbl cBA3KU” Ha CcTp. 16

Mpexnpe uem yctaHaBnmBaTb Data Protection for VMware, Hy)>XHO 3HaTb 0 C/ieAyoLWmMX Onumax:
Tun ycTaHOBKM

CrtaHpapTHasa yCTaHOBKA
MNpw cTaHOapPTHOWM YCTaHOBKE yCTaHaBNMBAKTCS BCe KOMMNOHeHThI 1 dhyHKum Data Protection for
VMware.

PacwmupeHHas ycTaHOBKa
B naHenw PaclwmpeHHasa ycTaHOBKa eCTb Onumsa oas yCTaHOBKW OTAENbHOIO CpeacTBa
nepemelleHnsa aaHHbIX. [pouecc yCTaHOBUT B CUCTEME CPEACTBO NepemMelleHns AaHHbIX
(Nnpokcum-cepBep MOHTUPOBAHUS), areHT BOCCTAHOBEHMS 1 HEOBXOANMbIE NaKeTbl MOOAEPKKN.
Mcnonb3ynte aTy onuuio yCTaHOBKYM s AobaBneHns oTaeNbHbIX Y3/10B NepeMeLLeHnst aHHbIX.
Kpome Toro, sTa onumsa ycTaHaBAMBAET areHTbl 3aLLMTbl NPUIOXKEHUN, YUTOObI paspewwnTb
BOCCTaHOBEHME OTAENbHbIX 623 faHHbIX. [Tocne yCTaHOBKM MOXHO MCMNOMb30BaThb rpatmyecKui
nHTepderic IBM Spectrum Protect ons KOHPUryprpoBaHUS y3na nepeMeLLeHnsa faHHbIX U Cryx6
npu noMoLu nogkntoyaeMmoro moayna VMware vSphere.

06 3ToM 3apaue

[na yctaHoBku Data Protection for VMware MOXHO 1UCMob30BaTb NPOrpaMMy yCTaHOBKM KOMIMEKTa.
dann spinstall.exe gns nporpaMMbl YCTAHOBKM KOMIMJIEKTA HAXOAMUTCA B KOPHE NaKeTa yCTaHOBKMW.

CnMCOK KOMMNOHEHTOB U (hYHKLMIA, KOTOPbIe MOXHO YCTAHOBUTb, CMOTPUTE B
pasgene “YcTtaHaBnnMBaeMble KOMMNOHEHTb!” Ha cTp. 1.

Mpouenypa

Y106bI ycTaHOBMTL Data Protection for VMware, BbinonHWTe cnepytowme Wwaru us pacnonoxeHus darnna
spinstall.exe ons KOMNOHEHTA, KOTOPbIA Bbl XOTUTE YCTAHOBUTb:
1. OBaxabl WwWenkHuTe no gamny spinstall.exe.

2. Cnepys MHCTPYKLMSAAM MacTepa, yCTaHOBUTE BblbBpaHHbIe KOMMOHEHTHI.

JanbHeunwue gencrema

Y1066l NONYUMTh AOCTYN K 'padndecknin nHtepdenc Data Protection for VMware vSphere, cMoTpuTte
cnepyoulee:

« “Tony4yeHne pocTyna K KOMNoHeHTy padmnvecknin nHtepdenc Data Protection for VMware vSphere” Ha
cTp. 30

MacTep KOH(Urypaumm aBToMaTUYECKM OTKPOETCS, KOrAa Bbl BepBble 3anyCcTuTe rpatdmyecKumi
nHTepgenc.
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YcTtaHoBka Data Protection for VMware Ha cuctemax Linux
YctaHoBuTe Data Protection for VMware Ha cuctemax Linux npu nomowm pexunma InstallAnywhere.

npemne YeM HavaTb

Mpexne yeM ycTaHaBnmMBaTb KOMMNoOHeHT Data Protection for VMware, ybeautech, UTo Bbl BbINOAHUIN
cnepytowme TpeboBaHus:

« MMpexnae YyeM NpopoMKUTL, ybeantecn, 4To y ID nonb3oBaTens ecTb HE0H6XOAUMbBIN YPOBEHb
paspeLleHnin U YTO HYXXHble MOPTbI CBA3M OTKPbITHI.

« [lpouecc ycTaHOBKM CO34aeT nosib3oBaTens tdpvmware. Bce komaHapbl vmcli HYXHO BBOOWTb OT
MMEHWN NoNib3oBaTend tdpvmware, a He oT uMeHu ID nonb3oBaTenda root.

« Mpu ycTaHOBKe B pexunMe KoHconu TpebyeTtca X Window Server.
« Yb6eamnTechb, YTO Bbl 03HAKOMUJIUCH CO CleayoWwmMMn TpeboBaHmaM:

— “TpeboBaHus K cucteme” Ha cTp. 12

— “HeobxopguMmble pa3pelleHns Ha yCTaHOBKY” Ha cTp. 16

— “HeobxoguMmble nopTbl cBA3KU” Ha cTp. 16

Mpouenypa

IOnsa yctaHoBku Data Protection for VMware BbinonHuTe cnepyoline 0encTeums:

1. B KOpHe nanku yctaHoBku nepenante B katanor CD/Linux/DataProtectionForVMware.
2. B KOMaHOHOWM CTPOKe BBEOUTE CNefyoLyo KOMaHay:

./install-Linux.bin

PesynbTaTtbl

Ecnu Bbl nonyunTe Kakne-nmbo npepynpexneHns unm owmbKkn, CMoTpmUTe AO0NOSHUTENBHYO
nHdopmauuto B harnax xxypHanos. CMoTpuTe pasgen “Onepaumnm hanna xxypHana” Ha cTp. 84.

Ecnu Bam He ypaeTca yctaHoBuMTb Data Protection for VMware 13-3a owinmbku, cMoTpuTe NpoLeaypy
"Yoanntb Data Protection for VMware BpyuHyto" B pasaene “OenHctannauunsa Data Protection for VMware
B cucteme Linux” Ha cTp. 36.

BbinonHeHue uncToit yctaHoBku Data Protection for VMware B Linux
Ecnu yctaHoBKa Linux npepBanach, To 06bIYHO ee MOXHO nepe3anycTuTb. OQHaKo nepe3anycTuTb
YCTaHOBKY He yaaeTcs, To TpebyeTcs HoBas ("uncrtaa") yctaHoBKa.

06 31Ol 3apaue
Mepen, 3anycKoOM HOBOW YCTaHOBKW y6eamuTech, UTo, YTO MPOAYKT yaasieH. YTobbl o6ecneunTb YACTYIO
cpepy, coenaiTe cnegylouiee:

Mpouenypa

1. Ecnu komnoHeHT IMpadurueckunin nHTepdgenic Data Protection for VMware vSphere yctaHoBnEH,
BbINOSIHUTE CNeayoLwmne 3aJaumn:

a) OctaHoBUTe KOMMOHEHT MHTepdeic komaHaHoM cTpoku Data Protection for VMware, BBegs
CnepyroLLyo KOMaHay:
/etc/init.d/vmcli stop

b) OcTaHoBUTE Beb-cepBep rpacmyeckoro nHTepgeica Data Protection for VMware, BBeas
CnepyroLLyo KoMaHay:
/etc/init.d/webserver stop

c) YpanuTe nakeT . Ipm cnenyroLLen KoMmaHaom:
rpm -e TIVsm-TDPVMwarePlugin
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2. Ypanute 3anucu Deployment Engine:

a) BeeguTe cnepyoLLyto KOMaHAy, 4Tobbl BbIBECTM CNMCOK Beex 3anucen Deployment Engine:
/usx/ibm/common/acsi/bin/de_lsrootiu.sh

b) BeeaguTe crnenytoulyto KomaHay, utobbl yoanutb Bece 3anuncu Deployment Engine:
/usx/ibm/common/acsi/bin/deleteRootIU.sh <UUID> <QuckpumMuHaHm>

c) YpanuTte kaTtanor /var/ibm/common.

d) Yopanute katanor /usxr/ibm/common.

e) OuncTtute katanor /tmp, yoanue daiin acu_de.log (ecnum oH ecTb).

f) Ypanute katanor /tmp , copepxawmii ID nonb3oBatens, ycraHoBumBLlwero Deployment Engine.

g) Yoanute Bce 3anucu Deployment Engine ns cuctemnoro tanna /etc/inittab. 3tn sanucu
copepxkarcs B 6noke #Begin AC Solution Install block-#End AC Solution Install
block. YoanuTte Becb TEKCT MeXAY 3TUMM OFPAHNUYNTENAMM U YOANNTE CaMM OFpaHNYNTENN.

h) Yoanute Bce ccbinku Deployment Engine us cuctemHoro avina /etc/services.
3. YpanuTte Bce channbl Data Protection for VMware 13 Heyaa4HoOM yCTaHOBKMN.

a) Ypanute Bce thainbl 3 katanora <USER_INSTALL_DIR> (kaTanor, B KOTOPbIV BbINOSHANACH
HeypayHas ycTaHoBka). Hanpumep, /opt/tivoli/tsm/TDPVMware/

b) Yoanute Bce apnbiku paboyero ctona.

4. Co3panTe pesepBHYyto konuto rnobanbHoro anna peectpa (/var/.com.zerog.registry.xml).
Mocne pe3epBHOro KONMPOBaHWA 3TOTO haisia yoanute Bce MeTKU, KOTopble ccbinatTes Ha Data
Protection for VMware.

5. YoanuTte channbl XxypHana B KOPHEBOM KaTasnore, KoTopble cogepxat cTpoky TDPVMware.
Hanpumep:
IA-TDPVMware-00.1log nnm IA-TDPVMware_Uninstall-00.1log.

6. Ypanute nonb3oBaTtens, KOTOPbIV 3anycKan KOMNoHeHT MHTepderic komaHgHon cTpokm Data
Protection for VMware.

a) BeeauTe cnenytollyto KOMaHAay:
userdel -r tdpvmware
b) BeeauTe cnenyollyto KOMaHAay:

groupdel tdpvmware

CoBeT: B HekoTOpbIX Bepcuax Linux komaHpa usexrdel Takxke ynanseTt v rpynny, ecnm He
CYLLECTBYET HUKAKOro Apyroro CBA3aHHOro Nonb3oBatens. [03ToMy UrHOpPUpPYITe BCe COObLLeHNS
0 Hey[a4YHOM 3aBepLUEHNN, CBA3AHHbIE C KOMaHOMN.

Pe3ynbTaTthbl
Mocne BbIMOMHEHWS 3TUX AENCTBMI 3aNyCTUTE YNCTYHO YCTAHOBKY.

YcTtaHoBKa KoMnoHeHToB Data Protection for VMware B pe>xume 6e3 BbiBoga coobuieHuin

MoxHo ycTaHoBUTb Data Protection for VMware B hoHOBOM pexume. Mpu yctaHoBke 6e3 BbiBOOA
coobuieHnin coobleHms He BbIBOOATCS.

06 3ToM 3apaue

T N ns yctaHoBkyM Data Protection for VMware v cpenctsa nepeMeLLeHns 4aHHbIX MOXHO
MCNoNb30BaThb NPOrpaMMy ycTaHoBKM KoMnnekTa (Suite Installer).

BT 1 5 ycTaHoBKyM Data Protection for VMware v cpeactsa nepeMeLLeHnst 4aHHbIX MOXHO
MCNONb30BaTb aBTOHOMHYIO NPOrPaMMy YCTAHOBKMU.
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YcTtaHoBka Data Protection for VMware B cuctemax Windows B pe)xume 6e3 BbiBoga coobLieHuni
YcTaHoBMTe Bce KOMMNOHeHThl Data Protection for VMware 1 thyHKLMIO NepeMelleHrsa aHHbIX, UCMoNb3ys
NporpamMMmy yCTaHOBKMW KOMMJIeKTa B pexunme 6e3 BbiBoga coobLieHui.

Mpexxpe yueM HayaTb
Mpexnae yeM ycTaHaBnuBaTb Data Protection for VMware 1 dhyHKUMIO NnepeMelLeHns oaHHbIX, ybeantecs,
4TO Balla cucTemMa oTBevaeT TpeboBaHMSAM B CriedyoWwmnx pasgenax:

« “TpeboBaHusa K cucteme” Ha cTp. 12

« “HeobxognMble paspelleHns Ha yCTaHOBKY” Ha cTp. 16

« “Heobxoaunmble nopThl cBA3K” Ha cTp. 16

06 31Ol 3apaue

OrpaHuueHume: B Windows HeKoTopble KaTasiorn yCTaHOBKM MO yMOYaHu o hukcuposaHbl. MIHhopmaums
0 KaTasiorax yCTaHOBKM O/19 KOMNOHEHTOB CMOTpUTE B pa3aene “YcTaHaBNMBaeMble KOMMOHEHTbI” Ha
cTp. 1.

Mpouenypa
Lnsa yctaHoBku Data Protection for VMware BbinonHuTe cnepyoLine oencTems:
1. BBeanTe B KOMaHOHOM CTPOKE CneaytoLLyo KoMaHay:

cd nanka_uszeneyeHuss\TSMVMWARE _WIN

2. Beeaute komaHay

spinstall.exe /silent

Mpy NnepBoM MOHTMPOBaHMKN TOMa 6y,EI,G‘T NOKa3aHo cneaykwuiee coobueHune:

[panBep BUPTyaslbHbiX TOMOB elle He 3aperucTpupoBaH. Recovery Agent mMoxeT 3aperucTpupoBaThb
apaviBep cenvac. Bo BpeMs perucTpaumm MOXET BbIBOAUTbLCS MNpefynpexneHue C JIoroTUMNoMm
Microsoft Windows.

MpumMnTe 3TO npepynpexaeHue, 4YTobbl MOXHO OblIO BHINMONMHUTL PErucTpauul.

3aperucTpupoBaTb ApaliBep BUpPTyalbHbIX TOMOB ceivac?

Beenute Oa, 4Tobbl 3aperncTpmpoBath ApaniBep BUPTyasbHbIX TOMOB.

3apaum, cBa3aHHble ¢ JaHHOU

“OevHcTannsums Data Protection for VMware B Windows B pexnme 6e3 BbiBoga coobuieHnin” Ha cTp. 36
Bbl MoxeTe gemHcTannuposaTb Data Protection for VMware B pexunmMe 6e3 BbiBoga cooblueHuin B
onepaumoHHon cucteme Windows.

YcTtaHoBka Data Protection for VMware B cuctemax Linux B pexxume 6e3 BbiBoga coobLieHui
Bbl MOoXxeTe HacTpouTb Habop dyHkumi Data Protection for VMware, KoTopble cnefyeT yCTaHOBUTb B
onepaumnoHHom cucteme Linux B pexunme 6e3 BbiBoga coobLieHui.

Mpe>xpe ueM HavaTb

Mpexne YyeM ycTaHaBAMBaTb KoMnoHeHT Data Protection for VMware, y6enutech, YTo Bbl BbIMOMHWUAN
cnepytowme TpeboBaHus:

« Mpexxae yeM NPoaoKUTL, yoeamTech, uTo y ID nonb3oBaTens ecTb HE06X04MMbIN YPOBEHb
paspeLLeHnii 1 YTO HY>KHble MOPTbl CBA3K OTKPbITHI.

« Mpouecc ycTaHOBKM co3gaeT nosb3oBatens tdpvmware. Bce koMaHabl vincli Hy>KHO BBOAUTL OT
nMeHu nonb3oBatens tdpvmware, a He oT MeHu ID nonb3oBaTens root.

« Mpwu ycTaHOBKE B pexume KoHconu Tpebyetca X Window Server.
« Y6epuTech, YTO Bbl 03HAKOMUIIUCH CO CrleayoLLMMN TPeboBaHUAM:
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— “TpeboBaHus K cucteme” Ha cTp. 12

— “HeobxogmnMble paspelleHnst Ha ycTaHoBKY” Ha cTp. 16

— “HeobxopgunMble nopTbl cBA3KU” Ha CcTp. 16

06 3ToM 3apaue

OrpaHuueHume: B Linux Bce KaTanoru yctaHoBKM huKcMpoBaHbl. MHopMauus o Katanorax yCTaHOBKM
)19 KOMINOHEHTOB CMOTpUTE B pasgesne “YcTaHaBnMBaeMble KOMNOHEHTh!” Ha cTp. 1.

B Data Protection for VMware ecTb cneaytouine yHKLMM YCTAHOBKM B pexxnme 6e3 BbiBoAa COobLWeHN
4019 onepaumnoHHbIX cucTeM Linux:

Tabnuya 7. KomnoHeHTb! Data Protection for VMware dns yctaHoBku 6e3 BbiBoda coobuweHull

YcTtaHaBnuBaetcsa
DyHKuuMA OnucaHue no ymonyaHuio?

Docs ®dann Readme Da

TDPVMwareDM YcTaHOoBKa 3TOM (PyHKLMM BKOUYaeT B cebs dhain Oa
noaaepKun BO3MOXHOCTEN.

Paspewaet IBM Spectrum Protect BbinonHaTb
cnegyrwume Tunbl pe3epBHONo KonmpoBaHu4A:

« Mepvopunyeckoe MHKPEMEHTHOE pe3epBHOe
KOMMPOBaHWe BUPTYasIbHON MaLWHbI

« MonHoe pesepBHOE KOMMPOBaHME BUPTYabHOM
MaluHbl Bcerga MHKpeMeHTHoe

» /IHKpeMeHTHOe pe3epBHOE KOMMpPoBaHue
BMPTYyasibHOM MallnHbl Bcerga MHKpeMeHTHoe

Ecnu Bbl BbIrpyxaeTe paboune Harpysku
pes3epBHOro KONMPOBaHWUS, TO 3TOT haln HYXKHO
YCTaHOBMWTb Ha CepBepe Pe3epBHOro KONMpPOBaHWS
vStorage.

TDPVMwareGUI Ipachmuecknn nHtepdenc Data Protection for HeTt
VMware vSphere.

MpuM.: Takke BKkNtoyaeT B cebsa ycTaHOBKY hanna
noaaepKun BO3MOXHOCTEN.

Mpouenypa

YTobbl ycTaHOBUTL Data Protection for VMware, BbinonHWTe criedytolime Wwaru U3 Katanora, Kyaa Bbl
pacnakoBa/iy NakeT YCTaHOBKU:

1. OtkponTe hann nyme . . /Linux/DataProtectionForVMware/installer.propertiesu
PACKOMMEHTUPYWTE CIIeQyHoLLYH0 3anWCb, YTOObI MPUHATL NLEH3WI0 (Fae nyTh - 3TO nanka
YCTaHOBKMW):

LICENSE_ACCEPTED=TRUE

2. BbibepuTe ofmH U3 crnepyroLmMx METOL0B YCTAHOBKYM KOMNoHeHToB Data Protection for VMware:

- [lna yctaHOBKM No yMon4yaHuio oTkponTe nanky CD/Linux/DataProtectionForVMware u
BBeAMTE C/IedyoLLyl0 KOMaHAay:

./install-Linux.bin -i silent -DLICENSE_ACCEPTED=true

- [na Nonb30BaTENbCKOM YCTaHOBKW BbINOJTHUTE cnenyouime waru:
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a. 3apanTe B hanne installer.properties nogxoasume 3HayeHUS:

1) O603Ha4veHne INSTALL_MODE=Custom. Y6eaguTech, UTo 3HaK HoMepa (#) yoaneH us atoro

onepaTopa.

2) YKaxuTe, Kakme pyHKUUN cnepyeT yCTaHOBWTb, UCMOMb3Ys OMNLMI0
CHOSEN_INSTALL_FEATURE_LIST. Hanpumep, 4Tobbl yCTaHOBUTbL BCE KOMMOHEHTHI,

3afanTe cnepymollee:

CHOSEN_INSTALL_FEATURE_LIST=Docs, TDPVMwareDM, TDPVMwareGUI

b. B nanke CD/Linux/DataProtectionForVMware BBeguTe crneayoLLyto KOMaHay:

./install-Linux.bin -i silent -f installer.properties

MepBblie waru nocne ycraHoBku Data Protection for VMware
MNocne ycTaHoBKM KoMnoHeHTa Data Protection for VMware nogrotoBbTecb kK KOHQUTYPUPOBaHUIO.
Ncnonb3oBaHWe MacTepa no KOHUrypupoBaHUIO - MPeanoUTUTENbHbIA CNOCO6 KOHDUTYpUpoBaHus
koMmnoHeHTa Data Protection for VMware.

Pa6ouas Tabnuua KoHurypauum

Mcnonb3yinTe aTOT KOHTPOMbHbIA CNUCOK A1 3anncK MHopMaLmMm, KoTopas BaM noTpebyeTcsa npu
KOHMUTypMpoBaHUn n agMnHUCTprpoBaHmm Data Protection for VMware. KOHTPONbHbIN CMMCOK MOMOXET
BaM BCMOMHUWTb YKa3aHHbIe 3HAYEHNS Nocsie KOH(UIYPUPOBaHUS.

Tabnuya 8. Paboyas Tabnuya koHpurypayuu Data Protection for VMware

AneMeHT

Cob6cTBEHHOE 3HauveHue MpumevaHusa

UHchopmauus o cepsepe IBM Spectrum
Protect

Apnpec cepBepa IBM Spectrum Protect

MopT cepsepa IBM Spectrum Protect

ID agpMuHucTpaTopa cepeepa/naposb IBM
Spectrum Protect

MopT agMUHUCTpaTopa cepeepa IBM
Spectrum Protect

Oonuum onpepeneHuii ysnoe

Mpectukc ons nobaBneHWs Ha y3nbl

LlOMEH NONUTUKM, KOTOPbIA HYXHO
MCMOJIb30BaTb NPV PErMCTPaLUm HOBbIX
y3510B

Wms ysna/naponb vCenter

Nmsa yana/naponb VMCLI

ViMeHa y3/10B/Naposin LeHTpa AaHHbIX

HanomMuHaHue: MOXHO co34aTb HECKOSIbKO
Y310B LUeHTpa AaHHbIX.

Nma y3na ueHTpa AaHHbIX COCTOUT U3
3a4aHHOro npquI/cha, nocJsie KotToporo
CTOUT CMMBON NOAYEPKMBAHUA, a 3aTEM
- M4 LeHTpa OaHHbIX.

Hanpumep: nodePrefix_datacenterName

MiMeHa/naponu y3noB nepemMeLLeHus
[JaHHbIX Ha cepBepe pe3epBHOro
KonupoBaHus vStorage

HanoMuHaHue: MOXHO COo34aTb HECKOJIbKO
Y3/10B NepeMeLLeHns AaHHbIX.

Y3en cpeacTsa nepeMeLLeHns OaHHbIX
COCTOUT U3 MEHMU y3Nna LeHTpa
LAHHbIX, MOC/e KOTOPOro CTOUT CUMBOJ
nogyepkmnBaHus, a 3atem - DM.

Hanpwumep: datacenterNodename_DM
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Tabnuya 8. Paboyas Tabnuya koHgurypayuu Data Protection for VMware (npodosnmeHue)

AnemeHT Co6cTBEHHOE 3HAYeHue MpumeuaHuns

I/IMeHa/napom/l y3n0B nepemMeLlleHna
OaHHbIX Ha yOaJIeHHbIX CepBepax

HanoMuHaHue: MOXHO CO30aTb HECKOJIbKO
Yy3/10B NepeMeLLeHns AaHHbIX, He
Haxo[ALMXCA Ha cepBepe pe3epBHOro
KonuposaHua vStorage.

[pokcu-ysen MOHTMPOBaHUA Windows:

MpOKCU-y3€n MOHTUPOBAHWS UCMONb3yeTCs | Linux:
NpyY BOCCTAHOBNIEHUM LAHHBIX.

MonyueHue poctyna k koMnoHeHTy paduueckuit uHTepdpeiic Data Protection for VMware vSphere
WMcnonb3ynte komnoHeHT pacmnueckmin nntepderic Data Protection for VMware vSphere gns
pe3epBHOro KONMpoBaHMA, BOCCTAHOB/IEHWS U yNpaBiieHnsa BUpTyanbHbIMK MalwlHaMu B cpene VMware
vCenter.

Mpe>xpe ueM HavaTb

Mpexae YeM Bbl CMOXKETE MNOMYYUTb AOCTYN K KOMAOHEHTY padmueckunin nHtepdenc Data Protection for
VMware vSphere Bo BpeMsi yCTaHOBKM, HYXXHO BbIOpaTb ONuUMIO ANs 3aWMThl BalMX OaHHbIX B cpefe
vSphere.

Mpouenypa

« Ecnu npu yctaHoBKe Bbl BbibepeTe onuuto PaspewnTb goctyn K rpathuueckoMy uHTeptpeiicy uepes
Be6-6pay3ep, Bbl CMOXETe NOoNyUnTb OCTYN K KOMNOHeHTY [pacnyeckuin nntepderic Data Protection
for VMware vSphere 13 6paysepa:

1. OTkponTe H6paysep v BBeanuTte crnepyrowmii URL:
https://uma_xocma:nopm/TsmVMwareUI

3[ech MCNonb3yoTcs criedytoline 06o3HauYeHns:

— UMS_XO0CTA - UMS CUCTEMDbI, e ycTaHoBNeH padnuecknin nHtepdenc Data Protection for
VMware vSphere.

— nopT - HOMEP NOpPTa, Yepes KOToPbIV [OCTYNeH rpadmnveckmin nHTepdenc vSphere. Homep nopta
no ymonyaHuto - 9080. Homep 3alumLLLeHHOro nopTa rno ymonyanuio - 9081.

2. BoitguTe npu nomouim ceoero ID nonb3osBaTens u napona vCenter.

« Ecnu npu ycTaHoBKe Bbl He BbibepeTe onuuio PaspewmnTb aoctyn K rpacduueckomy uHTeppeiicy
yepes Be6-6pay3ep, Bbl MoxeTe 3anycTutb Ipadmuecknin nHtepdenc Data Protection for VMware
vSphere, BbINOMHMB CneaytoLme Waru:

1. OTkponTe knmneHT VMware vSphere 1 Bongute B cucteMy, ncnonbsys ID nonb3oBatens n naposb
vCenter.

2. B naHenu PewleHus u npunoxxeHusa knveHTa vSphere wenkHuTe no 3Hayvky padmyeckumii
nHtepdenc Data Protection for VMware vSphere.

O6HoBneHue Data Protection for VMware
MoxHo o6HoBUTL Data Protection for VMware oT npefbiayLien Bepcumn nporpaMmei.

MHdopmaLuio 0 CoBMeCTUMOCTY € 6osiee paHHUMK BEPCUSIMU CMOTPUTE B TEXHUYECKOM 3aMeyaHnu
19938109.

O6HoBneHue Bepcun 7.1.8: Ecnu B npouecce o6HOBNEHUS NOABUTCA CoobLLEeHMe, B KOTOPOM Bac
CNpOCAT, XOTUTE N Bbl NepeonpeaennTb CyWecTByoWwmi tann jextract, sbibepuTe Oa gna Bcex.
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http://www.ibm.com/support/docview.wss?uid=swg21993819
http://www.ibm.com/support/docview.wss?uid=swg21993819

O6HoBneHue Data Protection for VMware

B aToM npouenype pacckasbiBaeTcs, Kak nponssect obHoBneHne po Data Protection for VMware
v8.1.10.

Mpexxpe yeM HauyaTb

Ba)kHoe 3aMeuaHue: 3Ta npoLenypa obHOBNEHUS NPUMEHSETCS K CUCTEME, B KOTOPOM HE YCTaHOBEH
IBM Spectrum Protect Snapshot for VMware.

Ons obHoBneHua Data Protection for VMware TpebytoTca nonHoOMouns aaMUHUCTpaTopa.

O6HoBNEHUs cylwecTByroLLEr0 KOMNOHeHTa Ipadmuecknin nHtepdenc Data Protection for VMware
vSphere obpabaTbiBatoTCs cnenyowmm obpasom:

« Mpexae yeM HayHeTcAa npouecc obHoBNEHMA KOMMNOoHeHTa padmnyeckunin nHTepgdenc Data Protection
for VMware vSphere, coznaetcs pesepBHas konus aiioB napameTpos.

« Ncnonb3ytoTcs Te e HoMepa nopTa 6a3bl AaHHbIx Derby 1 6a3oBoro nopta no ymonyanuto WebSphere
Application Server.

o T 3HaueHns B npotune (vimcliprofile) ucnonbaytotes ans UHTepdeiic KOMaHOHOW CTPOKK
Data Protection for VMware.

OrpaHuyeHue:

« TN py ycTaHoBKe KoMNoHeHTa IBM Spectrum Protect for Virtual Environments B
pacnonoxeHue, He ABNSAIOLLEECS PACMONOXEHNEM MO YMOJIHAHMIO, NpoL,ecc 06HOBNEHMS
ycTaHaBnmnsaeT pyHkUUKM IBM Spectrum Protect for Virtual Environments V8.1.10 B kaTasor yCTaHOBKM
no ymonuyaHuto. lNponssecTn o6HOBMIEHNE B pacnonoXeHne, He ABNAIOLLEECS PACMONIOKEHNEM M0
YMOMYaHWUIO, HeNb3s. MIHhopMaL Mo 0 KaTanorax yCTaHOBKM MO YMOTUYaHMIO ANA KaXa0n hyHKUMK
CMOTpUTE B Nogpasgenax pasgena “YcraHaBnvMBaemble KOMMOHEHTbI” Ha cTp. 1.

o IS T N poLecc 06HOBNEHMS He YCTaHaBNMBAET HOBble KOMMOHEHTbI.

Hanpumep, ecnu B npeablayLieit Bepcum 6bin yCTaHOBNEH TOJIbKO rpacuueckuii nHTepdeinc areHT
BOCCTaHOBJIEHUS, NpoLeaypa 06HOB/IEHNSA He YCTaHOBUT MHTepdec KOMaHAHOW CTPOKM KOMMOHEHTA
areHT BOCCTaHOBJ/IEHMA. B 3TOM ciyyae 3anycTuTe NporpaMMy yCTaHOBKM U BbibepuTe 019 YCTaHOBKM
OTCYTCTBYIOLLMIA KOMMOHEHT.

o I YT N 17 vCenter TpebyeTcs JOCTYN K MMEeHM [OMEeHa XOCTa Nosib30BaTeNbCKOro
nHTepdenca.

MMs moMeHa xocTa rpadmyeckoro nHTepdenca, MCnob3yemMoro no 06HOBAEHUN, LOMKHO bbiTb
LOCTynHbIM s vCenter, UTobbl MOXHO 6bl/10 06HOBUTL NOAKIOYaeMbIn Moaysb Data Protection
vSphere. Ecin uMsi ;oMeHa HeloCTyMNHO, nocnie o6HOoBNeHMsa NoTpebyeTcsa nepeperucTpaums
MOAK/IO4YaEeMOro Moayss.

« IITEN K OMMNOHeHT areHT BOCCTaHOBNEHUS B Bepcum Linux JOMKeH 0THOCUTBLCS K TOW e Bepcum,
UTO M KOMMOHEHT areHT BOCCTaHOBEHNS B Npokcu-cucteme Windows. Mostomy, ecnu Bbl 06HOBUTE
KOMMOHEHT areHT BOCCTaHOBNEHMA B Linux, Bbl TaKxe A0MKHbI 0BHOBUTb BEPCUIO areHT
BOCCTaHOBNEHMS B npokcn-cucteme Windows.

Mpouenypa

Ona obHoBneHusa Data Protection for VMware coenaiite cnegytollee:

1. OcTtaHoBUTE BCe paboTarolume y BaCc KOMMNOHEHTbI 1 cny»x6bl Data Protection for VMware.
2. Pa3MOHTUpYITE BCE CMOHTMPOBAHHbIE BUPTYyasibHble TOMA.

PazMOHTMpPOBATbL TOMa MOXHO C MOMOLLbHO Fpauyeckoro MHTepderica areHT BOCCTaHOBEHNS UK
NHTepdenca KoMaHgHOM cTpokn (koMaHaa mount del).

3. CnepynTe MHCTpyKLMaM B paspene “YctaHoBka Data Protection for VMware B cuctemax Windows” Ha
cTp. 23.
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MpumMm.: | Linux [ y BaC YyCTaHOBJ/IEHO CPeACTBO nepemeL,eHnsa aaHHbix V6.x, Bbl OMKHbI €ro
OeVHCTanIMpoBaTh, Npexae Yyem yctaHasnueaTb V8.1.10. Cnenynte NHCTPYKUMSM B pasgene
OevHctannaumnsa knmeHTa IBM Spectrum Protect Linux x86_64.

4. CkayvariTe nakeT KOAOB.
5. 3anycTtuTe npouecc obHOBMEHMS U3 NanKuW, FAe Bbl COXPaHWAN 3TOT NaKeT KoJa.
a) I
3anyctuTe hann spinstall.exe.
b)
3anyctute hann install-Linux.bin.
Ha komnbloTepe MOXHO YyCTaHOBUTb TOJIbKO OAMH KOMMNOHEHT Ipadimueckun nutepgenc Data

Protection for VMware vSphere. [103TOMy Ha 0 HOM 1 TOM e KOMMbloTepe He fonyckaeTcs 6onee
opHoro komnoHeHTa paduruecknin nHTepderc Data Protection for VMware vSphere.

O6HoBneHue Data Protection for VMware B 64-paspagHou cucteme Windows B pexxume
6e3 BbiBOAa cOO6LLEHUM

MoxHo 06HoBUKTb Data Protection for VMware B pex1nMe 6e3 BbiBofa COObLEHNI B MOAOEPXMBAEMOM
64-pa3pagHoi onepauynoHHONM cucteme

Mpexxpe yem HauaTb

Mpw ycTaHOBKe KoMnoHeHTa Data Protection for VMware V6.x B pacrnonoxeHue, He aBstoL,eecs
pacnosioXeHneM no yMosi4aHumio, npouecc 06HoBNeHMS B pexxume 6e3 BbiBoga CO0bLLEHNN
ycTaHaBnmBaeT yHkumm Data Protection for VMware V8.1.10 B KaTanor yCTaHOBKM MO YMOJTYaHUIO.
MponseecTn obHOBNEHME B pexxuMe 6e3 BbiBoga COODBLLEHMIA B pacnofioXXeHne, He sBsioLLeecs
pPacnosioXXeHneM no yMosi4aHumIo, Henb3s. MHopmaLmio o kaTanorax ycTaHOBKM N0 YMOJIYaHMIO ANa
Kaxaou (hyHKLMM CMOTPUTE B Noapasaenax pasaena “YcraHaBnnBaeMble KOMNOHEHTbI” Ha cTp. 1.

Mpouepypa

Ona obHoBneHus Data Protection for VMware caenarte cnegytoulee:

1. OctaHoBUTe Bce paboTatome komnoHeHThl Data Protection for VMware.
2. Pa3MOHTUpYIiTE BCE CMOHTMPOBAHHbIE BUPTYyasibHble TOMa.

PasMOHTMPOBATb TOMa MOXHO C MOMOLLbIO FpacMyeckoro nHTepderica areHT BOCCTAHOBAEHMUS UK
nHTepderica koMmaHgHoM cTpoku (komaHza mount del).

3. PaaMOHTUMpYiTE BCE CMOHTUPOBAaHHbIE BUPTYasibHble TOMa.

PasMOHTMPOBATL TOMa MOXHO C NMOMOLLbIO FpacMyeckoro nHTepderica areHT BOCCTAHOBAEHUS UK
nHTepderica koMaHgHoM cTpoku (komaHza mount del).

4. CkavaiTe nakeT KOAOB.
. NepenguTte B nanky Data Protection for VMware.
6. B OKHe KOMaHZHOWM CTPOKW BBEANTE CIIEAYHOLLYI0 KOMaHy:

spinstall.exe /silent REGISTER_EXTENSION=1 VCENTER_HOSTNAME=<wumsi_xocTa>
VCENTER_USERNAME=<ums_nonb3oBaTtens> VCENTER_PASSWORD=<naponb> /
debuglog<nyTb_k_danny>

o1

O6HoBneHue Data Protection for VMware B Linux B pe)xume 6e3 BbiBoga coobLieHMi

Mo>Ho o6HoBUTL Data Protection for VMware B nogaep»u1BaeMol onepaumoHHol cucteme Linux B
pexunme 6e3 BbiBoAAa COOBLLEHWIA.

06 31Ol 3apaue

Mcnonb3yinTe B coueTaHnn ¢ hyHKLMEeN ycTaHOBKM 6e3 BbiBoga cooblueHnin cnegytolne napameTpbl
komnoHeHTa Data Protection for VMware:
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Tabnuya 9. Mapametpsi Data Protection for VMware 0515 06HoBeHus ycTaHoBKU 6e3 BbiBoda coobuweHul

3HaueHue no

MapameTp OnucaHue yMONYaHUo

VCENTER_HOSTNAME MonHoe nmsa gomeHa unu IP-agpec cepsepa Het
vCenter.

VCENTER_USERNAME ID nonb3oBatens vCenter. 3101 ID nonb3osatena |Het

LLOJIKeH bbITb adMUHMCTpaTopoM VMware, y
KOTOPOro eCTb paspelleHne Ha perucTpaumio 1
LeperncTpaumio pacwmpeHui.

VCENTER_PASSWORD Maponb vCenter. Het

DIRECT_START Y106bI NONYyunTb AOCTYN K pacmnyeckunin YES
nHTepenc Data Protection for VMware vSphere B | BaykHoe 3ameuanue: Mo
Beb-6paysepe, ykaxxunte DIRECT_START=YES. 3aBepLIeHnm
HocTyn K KOMMNOHeHTY Mpaduuecknin UHTEPMENC | oGHoBNIEHMS M3MEHUTD
Data Protection for VMware vSphere 3HaYeHue
npounssoamTcs Yepes 3aknanky URL Ha Beb- DIRECT_START 6ygaer
cepBepe rpau4eckoro nHTepdenca. ECnv Bbl He | yenbag; utobbl 310
XOTWUTE NoayYaTtb AOCTYN K [paduyeckui caenatb, NpuaeTcs

nHTepderic Data Protection for VMware vSphere B | nepeycraHosuts
Beb-6paysepe, ykaxunte DIRECT_START=NO. MPOLYKT.

Mpouepypa
Onsa obHoBneHusa Data Protection for VMware coenalite cnegytoulee:

1. VGG,D,VITGCb, UTO HET aKTMBHbIX Ce€aHCOB pe3epBHOIro KonnpoBaHMA, BOCCTaHOBIEHNA NN
MOHTUPOBAHUA.

2. Y6eonTech uTo BCe cyuwecTByoWMe rpadmndeckmne nutepdencol pacdmnvecknin nHtepdenc Data
Protection for VMware vSphere nnv areHT BOCCTaHOB/IEHMS 3aKPbIThI.

3. CkavanTe nakeT KoAa.
4. B nanke Data Protection for VMware nepenante B nanky Linux.

5. BBeguTe B OKHE KOMAHAHOM CTPOKM KoMaHay . /install-Linux.bin -i silent -
DLICENSE_ACCEPTED=true c npeanoyTuTeNbHbIMY NapaMeTpamu.
Hanpumep: . /install-Linux.bin -i silent -DLICENSE_ACCEPTED=true -
DVCENTER_HOSTNAME=9.11.90.86 -DVCENTER_USERNAME=administrator@vsphere.local
-DVCENTER_PASSWORD=**x* -DREGISTER_EXTENSION=yes -DDIRECT_START=yes

O6HoBneHue Data Protection for VMware B cpepe cBAi3aHHOro pexxuma cepsepa vCenter

Bce xocTbl rpachmueckoro nHtepderica nonb3osatens Data Protection for VMware gonxHbl 6bITb
CBOEBpPEMEHHO 0B6HOBEHbI, YTOObI BKIOUMTL KOMMNOHEeHThI Data Protection for VMware ons noanepixku
TEKYLMX BO3MOXHOCTEN CBA3aHHOr0 pexuma VMware

06 31Ol 3apaue

MpwuM.: 3Ta MHopMaumsa oTHocKTca K BepcnaM 6.0, 6.5 1 6.7 npuknagHon nporpammbl vSphere,
paboTatowen Ha VMware vCenter.

Cesi3aHHbIN pexxum cepBepa VMware vCenter - 3T0 MHCTPYMEHT, KOTOPbIN NpenocTasnseT 063op 30H
ynpaBfieHUs, TaK UTO CepBepbl MOTyT NoanepXmBaTb 60nblle BUPTYyasibHbIX MalnH. MNogkntovaemblin
moaynb IBM Spectrum Protect Data Protection for VMware coBmectum ¢ VMware, paboTatolwmm B
CBA3aHHOM pexume. [lononHuTenbHy nHdopmaunto ob aTom Bo3amMoxHocTn VMware cMoTpuTte B
OoKyMeHTauun VMware B pasaesne Yny4lleHHbI CBA3aHHbIN pexuMm vCenter.
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https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vcenter.install.doc/GUID-4394EA1C-0800-4A6A-ADBF-D35C41868C53.html

Korpa vCenter paboTatoT B CBA3aHHOM pexXnMe, B NOIb30BaTEIbCKOM MHTepdelice vSphere [ocTynHo
efuHoe npepcrtasneHne Bcex vCenter. TOT e NOIb30BaTENbCKUI MHTEP(ENC [OCTyneH ¢ ntoboro us
CBA3aHHbIX Apyr ¢ apyrom vCenter. B pesynbTaTe nogkntodaemoli Mogynb IBM Spectrum Protect Data
Protection BeiBoguTcs Ha Bcex vCenter, faxe ecnv OH yCTaHOBJMIEH U CKOH(IMIypUpOBaH Ha OQHOM
vCenter.

3TOT NOAK/YAEeMbI MOLYb BUAEH Ha Kaxaom vCenter, HO ero hyHKLMOHabHble BO3MOXHOCTU
LOCTYMHbI TONIbKO Ha Tex vCenter, y KOTOPbIX €CTb CBA3aHHbIV C HUMUW XOCT rpadMyeckoro
nofib3oBaTeNibCckoro nHTepdenca IBM Spectrum Protect Data Protection for VMware.

Mpy 06HOBMIEHUN Cpeabl CBA3AHHOMO pexuMa cepBepa vCenter nMeiTe B BUAY Cleaytolme BONpPoChI:

« Mpu ncnonoszoBanun vCenter B CBA3aHHOM pexxnme nepsoe obHoBNeHUe ogHoro u3 vCenter npuseget
K TOMy, 4TO NOOKJIH04aEMbIV MOAYJIb HOBOIO YPOBHS CTAHET BUAUMbBIM CO BCEX CBA3aHHbIX vCenter.
Mopkntovaembl Moaynb IBM Spectrum Protect Data Protection for VMware paspaboTtaH kak
COBMECTMMBIN C XOCTOM rpafrmuecKoro nosib3oBaTenbckoro nHtepderica bonee paHHero ypoBHs.
Hanpumep, nogkntovaeMbii Mogynb Data Protection for VMware V8.1.6 ocTaeTcsi COBMECTUMBIM C
XOCTOM rpacurueckoro nonb3oBaTesbCKoro nHtepdenca Data Protection for VMware V8.1.4.

« XoCT rpacdmyeckoro nonb3oBaTeslbCKoro MHTepdenca bonee paHHero ypoBHs Bce elle byneT paboTtaTb
C HOBbIM NOAKJItOYAEMbBIM MOAYNIEM, HO (PYHKLMWK, BBEAEHHbIE B HOBOM BbINycKe, paboTtaTb He 6yayT.
Ha,u,o CBOEBPEMEHHO BbIMO/THUTb obHOBNEHME BCEX XOCTOB rpacbmqecxoro NoNb30BaTE/IbCKOIro
nHTepdelica, YTobbl NCNONBL30BaTb BCE (hYHKLMOHANbHbIE BO3MOXHOCTM HOBOIO MOAKIIH0YAEMOr0
Moayns.

Mpumep

Lo obHoBneHusa 0o Bepcum 8.1.6 vCenterl n vCenter2 paboTanu B CBA3aHHOM pexuMme. Y Kaxgoro 13
HWX eCTb XOCTa rpadm4eckoro noab3oBaTeNnbCckoro nHTepdenca IBM Data Protection for VMware. 3toT
NoAK/YaeMbln Mogynb B vSphere 1 xocTbl rpadnyeckoro nosib3oBaTeibCKoro uHTepderica paboratoT B
Bepcumn 8.1.4.

vCenterl obHoBnseTca oo V8.1.6. Tenepb 3TOT NOAK/IHOUYAEMbI MOAY/b M XOCTa rpaduyeckoro
noJsib30BaTeNbCKoro nHTepgenca hostl HaxogaTca Ha yposHe V8.1.6. MNonb3oBaTtenb, KOTOPbIV BXOOUT B
cucteMy vSphere gns vCenter2, 6ynet BuaeTb nogkntovaembin Mogynb V8.1.6, a He NOAK/OYAEMBIN
moaynb V8.1.4. 3ToT nonb3oBaTtenb MoxeT BbibpaTe B IBM Spectrum Protect -> KoHcurypuposatb ->
CoepuHeHuA v yBuaeTb, 4To vCenterl ncnonb3ayeT XoCT rpaMyeckoro nosb3oBaTesbCKoro nHTepdenca
V8.1.6, HO XOCT rpacdM4ecKoro nosb30BaTeNbCKOro nHTepgenca vCenter2 no-npexHemMy UCnonb3yeT
V8.1.4.

Mopgkntovaembin Mogynb Spectrum Protect no-npexxHemy paboTaeT gna vCenter2 TOUHO Tak Xe, KaK OH
pabotan gna V8.1.4. PasHuua B TOM, YTO HMKaKNe HOBble BO3MOXHOCTK V8.1.6 HeNnb3s MCNOb30BaTh B
vCenter2 - oHu paboTatoT Tonbko B vCenterl, noka He byaeT BbiNOHEHO 0OHOBNEHME XOCTa
rpadmyeckoro noab3oBaTeNbCKOro nHTepdenca oo V8.1.6.

ANeuHctannauusa Data Protection for VMware
Mpouecc genHctannaumm Data Protection for VMware aHanorn4veH npoL.eccam HoOBOW YCTAaHOBKU U
06HOBNIEHMSA BEPCUN.

AeunHctannauua Data Protection for VMware B Windows

HdeunHctannupynTe koMmnoHeHTbl Data Protection for VMware n yonanute annbl 1 katanoru ns cuctemsi
Windows.

Mpexxpe ueM HavaTb
Y706kl 06ECNEUYNTDb YCMELWHYH AENHCTANNALMIO, BbINMOSHUTE CNeayoLImne peKoMeHaaUnn:

« Ecnu komnoHeHT IBM Spectrum Protect vSphere Client - MogkntouaeMblin Moayb MCNOMb3YIOT gpyrue
XOCThI Frpactmyeckoro Beb-nHTepderica komnoHeHTa Data Protection for VMware, He gepernctpupynte
pacwunpeHune Beb-knneHTa.
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06 3ToM 3apaue
Mocrne 3aBepLIeHNs [eVHCTaNNAaLUM haiibl KOHGUIrypaumm 1 hainsibl CBOMCTB HAXOAATCS B KaTtanore
C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\config.

Mpouenypa

1. OctaHoBUTe Bce paboTatome komnoHeHTbl Data Protection for VMware.

2. PasMOHTUpYIiTe BCE CMOHTMPOBAHHbIE BUPTYyasibHble TOMA.

3. YpanuTe Bce CylLeCTByOLLME pe3ePBHbIe KOMUW BUPTYaslbHOM MalluHbI, MCMoNb3ys komaHay delete
backup cpencra nepemelLeHUst AaHHbIX.

4. YpanuTte Bce YCTaHOBNEHHbIE CNY»X6bl NepeMeLleHNa JaHHbIX C MOMOLLb KoMaHabl dsmcutil
remove.

Y106bI NONYUnNTh CNUCcoK cnyx6, nepenante B katanor C:\Program Files\Tivoli\TSM
\baclient\ nBBeaute komaHay: dsmcutil 1list.

Ypanute CJ'Iy)-K6bI C NOMOLWbKO KOMaHA, aHaJIOrMYHbIX cnegyrouwmnm, noactaBmnB MMA nepeqmcneHHon
CJ'Iy>K6bI B KaBbl4YKaxX:

dsmcutil remove /name:"TSM Remote Client Agent"
dsmcutil remove /name:"TSM Client Acceptor"”

5. Bbibepute Myck > MaHenb ynpaBneHus > MporpaMmbl U KOMNOHEHTbI > [leMHCTaNIMpPoBaTb
nporpammy. [lenHcTannmpymTe cnegytoLlime nporpammbl;

« IBM Spectrum Protect for Virtual Environments Data Protection for VMware Suite
« JlnueHsunsa IBM Spectrum Protect for Virtual Environments Data Protection for VMware

« IBM Spectrum Protect JVM

6. Ypanute u3 cainoBon cucteMsbl creaytolime dainbl 1 katanoru Data Protection for VMware (ecnu
OHU eCThb).

B cnyuae IBM Spectrum Protect for Virtual Environments V8.1.6 1 HoBee ypanuTe:

:\IBM\SpectrumProtect

:\Program Files\IBM\SpectrumProtect
:\ProgramData\Tivoli\TSM
:\ProgramData\config
:\IBM\SpectrumProtect

:\Program Files\IBM\SpectrumProtect

OO0O0O0O0

MOXHO TaKXe yoannThb:

C:\Program Files\Tivoli\TSM

ecnu octaslumecs hansbl XXypHanos v dannbl KoHGUrypauum 6onblie He HyXHbl. ECnin Bbl XoTuTe
COXPaHUTb 3TK hansbl, oHM ByayT HaxoanTbes B KaTanore C:\Program Files\Tivoli\TSM
\baclient.

B cnyyae IBM Spectrum Protect for Virtual Environments V8.1.4 n 6onee paHHuX Bepcuin yganure:

C:\IBM\tivoli

C:\Program Files (x86)\Common Files\Tivoli\TDPVMware
C:\Program Files\Common Files\Tivoli
C:\ProgramData\Tivoli\TSM

C:\ProgramData\config

MOXHO TaKXe yoanuTb:

C:\Program Files\Tivoli\TSM

€C/IM oCTaBLIMecs (haisibl XKYPHaNoB v hainsibl KoHUrypauum 6oblue He Hy>KHbl. ECAK Bbl XOTUTE
COXPaHWUTb 3TK hansbl, oHM ByayT HaxoanTbcs B KaTanore C: \Program Files\Tivoli\TSM
\baclient.
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JanbHeunwue gencrema

y6eﬂMTer,HTOBCEKOMHOHeHTbIMﬂaﬂeHbIM3CMCTeMbL

OeuHctannauua Data Protection for VMware B Windows B pe>xume 6e3 BbiBOga
coobueHumn

Bbl MOXeTe aenHctannmpoBaTb Data Protection for VMware B pexxume 6e3 BbiBoga coobuieHuin B
onepaumoHHon cucteme Windows.

06 3Toii 3apaue
MNMocne 3aBepLUeHMS OenHCTanIaumMmn hannbl KOHGUrypauum u dannbl CBOMCTB HAXOASATCS B KaTasore

C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\config.
Mpouenypa

Y1066l AEemHcTannnpoBaTtb Data Protection for VMware, BbinonHuTe cnepyoLime waru:;
1. OcTtaHoBUTE BCe paboTatowme komnoHeHThl Data Protection for VMware.

2. PasMOHTUPYIiTe BCe CMOHTMPOBaHHbIE BUPTYyasibHble TOMA.

PasMOHTMPOBATb TOMa MOXHO C MOMOLbLO FpaciMyeckoro nHtTepderica areHT BOCCTAHOBAEHMWS UK
NHTepenca KoMaHaHOM cTpokn (koMaHaa mount del).

3. B OKHe KOMaHOHOW CTPOKMU:

«  OTMeHUTe perncTpauuio nogkntouaemoro mogyns Mpaduuecknin nHtTepdernc Data Protection for
VMware vSphere n gemHcTannnpyinTe komnoHeHT Data Protection for VMware:

a. MepelionTe B cnenyoLWmniA KaTanor B yCTaHOBLLMKE:
TSMVMWARE_WIN\DPVMware
b. BBeguTe KomMaHay

spinstall.exe /s /v"/qn REBOOT=ReallySuppress
REMOVE=ALL UNREGISTER_EXTENSION=1
VCENTER_HOSTNAME=<ums xocta wmnu IP-agpec vCenter>
VCENTER_USERNAME=<umsa nonb3oBaTtena vCenter>

VCENTER_PASSWORD=<naposnb vCenter>"

e [evHcTannupyinTe BCE BO3MOXHOCTM NMPY NOMOLLM MPOrpamMmMmbl yCTaHOBKM Suite:

a. Nepengnte B CnepyoWwmMn KaTanor B yCTaHOBLUMKE:
TSMVMWARE _WIN
b. BBeguTte koMmaHay

spinstall.exe /silent /remove

ApumMm.: MNMpun NONHOM AEVHCTANNALUN BaM HALO0 OTMEHUTb permcTpaunto Mpadmueckmnin nHTeptenc
Data Protection for VMware vSphere, kak onmcaHo BblLle.

4. lNo 3aBepLleHnn genHCcTannauum nepesanycTnTe cCUCTemy.
DeunHctannauua Data Protection for VMware B cucteme Linux

LDevHctannupyinte Data Protection for VMware n yganute ainbl n KaTanorn u3s nogaepxmnBaemomn
onepaumoHHOM cucTeMbl Linux.
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Mpe>xpe ueM HavaTb
Y706kl 06ECNEYNTb YCMNELWHYH OEUHCTANNALMIO, BbINOSHUTE CNeayroLline peKoMeHaaumnn:

« YpanuTte yansl ¢ cepeepa IBM Spectrum Protect. 3To Hy»XHO caenaTb A0 AeWMHCTaNAsuMmM NpoayKTa
Data Protection for VMware:

1. 3anyctute dsmadmc ns /opt/tivoli/tsm/client/ba/bin/dsmadmc.

2. BosaMoxHO, BaM noTpebyeTcs ncnonb3oBatb koMaHay del, utobbl yganute hannosoe
npoctpaHcTBo ans y3nos: del file ums_ysna *

3. Vicnonb3ynTe KOMaHAy q ANns 3anpoca nHdopmaunmn ona ysnos: q filespace umsa_ysna *
4. VicnonbayiTe KOMaHay rem, ytobbl yoansTb y3ibl: rem node ums_ysnaa

« OcTtaHoBuTe cnyxbbl dsmcad, cosgaHHble s QYHKUWIA nepeMelleHns gaHHbix. McnonbsynTe
WHCTPYKLMMK, COLEPXaLLMecs B TEXHNYECKOM 3aMeyaHun http://www-021.ibm.com/support/
docview.wss?uid=swg21358414

1. Mpu nomoLLm KoMaHabl ps npoBepbTe, paboTaeT nu cnyxba dsmcad: ps -ef|grep dsmcad
2. Mpw nomowm komaHabl kill octaHoBuTe cnyxby dsmcad: kill -9 ID_npouyecca_dsmcad

« Hy»Ho cTepeTb haiinbl, CBA3aHHbIE C CO3aHMEM CNYX6 NepeMelleHns AaHHbIX. NepelignTe B KaTanor
YCTaHOBKW U BBEAUTE CriedyHoLLy0 KOMaHay:

/opt/tivoli/tsm/client/ba/bin/dsmutillnx cleanupDmFiles 1

HaxxmuTte knasuiuy Enter, 4Tob6bl BbIGpaTh MM y3Na, U CHOBA HAXKMUTe KnaBully Enter, 4Tobbl ero
yoanuTh.

MIMeHa y3/10B MOXHO HaTu B hanne dsm. sys.

« Mpwn genHctannaumm komnoHeHTa IBM Spectrum Protect vSphere Client - Mogkntoyaembln Mogynb U3
cpenbl VMware vSphere 5.5 yoanstoTcs ToNbKO CBA3aHHbIE C HUM METKMW MOSIHOMOUMIA U ONUCAHUS.
daKTn4ecKmne NosTHOMOYNS OCTAHYTCS YCTaHOBIEHHbIMKU. 3Ta Npobrema - N3BeCTHOE OrpaHnYeHmne
VMware. [1ns nony4yeHns gononHUTENbHOM MHGOPMaLMM CMOTPUTE CNnenyoLLyto cTaTbto B 6a3e 3HaHM
VMware: http://kb.vmware.com/kb/2004601.

« ®awnn pasbnokmposaHus Data Protection for VMware He ynanseTtca nocne oeMHCTaNASaUMM NpoayKTa.

06 3ToM 3apaue

Ecnu Bbl pemHctannupyete Data Protection for VMware B Linux, To N0 yMon4yaHWto TUMN GEUHCTaNASLUUK -
3TO TOT Y€ NPOLLECC, YTO U TUMN YCTAHOBKW. YTOBbI MCNONBb30BaTb APYron NpoLecc AeUHCTaNASaLnK,
3aanTe NpaBUbHbIA NapaMeTp. HanpuMep, ecnm Bbl UICNONb30BaNM YyCTaHOBKY 6e3 BbiBOAA
coobuieHnin, To Bbl MOXETEe MCNOMb30BaTh A1 AEUHCTAINALMM MacTep YCTaHOBKM, yKasaB napameTp —1i
swing. 3anycTuTe NPoLEeCcC AEVHCTANNALUN OT UMEHWN NONb30BaTenNs root. Hano NpMMeHNTbL Npodub
nonb3osatens root. ECiv Bbl nonyvaeTe npasa nonb3oBaTens root npn NoMoLLmM KOMaHabl Su,
MCMNONb3yNTe 3Ty KOMaHOy Su - Ona npuMeHeHns npoguns root.

Ecnu npouecc oemHcTannsaumm HaumHaeT yaaneHume hannos NnporpamMmmbl, To OTMeHa npouecca
OEeVHCTanNAuMmM He BO3BPaLLAET CUCTEMY B 'UMCTOE' COCTOSIHME. ITO MOXKET MPUBECTU K TOMY, YTO
nonbITKa NepeycTaHOBKM 3aBEPLUNTCA HeyAa4Ho. [03ToOMy 0UMCTUTE CUCTEMY, BbINOSIHUB 3a4auM,
onucaHHble B pasgene “YpoaneHne komnoHeHTa Data Protection for VMware Bpy4yHyto 13 cuctemsl Linux”
Ha cTp. 38.

Y1066l pEMHCTanNnpoBaTtb Data Protection for VMware, coenante cneaytoulee:

Mpouenypa

1. NepenpunTe B KaTanor NporpamMmmbl 4enHCTanaaumn. Katanor nporpaMmbl AEUHCTaNNALMM No
ymonuaHuto: /opt/tivoli/tsm/tdpvmware/_uninst/TDPVMware/

2. B 3aBMCMMOCTM OT TUMa YCTAaHOBKMW, UCMOMNb3yNTe OAMH U3 CNeayolLnX MeToA0B AenHcTannauumn Data
Protection for VMware:
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MpuM.: YKkazaHHble 30eCb KOMaHbl HY>XHO BBOAMTL B OOHOM CTpoKe. B nprMMepax nokasaHo oee
CTPOKMW OJ151 COOTBETCTBMSA (hopMaTy CTPaHULbI.

« YT106bI MCNONb30BaTh ANA AenHcTannaumm Data Protection for VMware macTep ycTaHOBKW, BBeauTe
cnenyoLLyo KOMaHay:

./Uninstall_Tivoli_Data_Protection_for_VMware -i swing

« Y106bI MCnONb30BaThb ANnea genHctannauum Data Protection for VMware koHconb, BBeguTe
cnenyroLyo KoMmaHay:

./Uninstall_Tivoli_Data_Protection_for_VMware -i console

» YT06bI pemHcTannmposatb Data Protection for VMware 6e3 BbiBoga coobuieHunin, BBegute
crnenytoLLyto KomaHay:

./Uninstall_Tivoli_Data_Protection_for_VMware -i silent
-f uninstall.properties

@®ann uninstall.properties copepxuT Hopmaunuio o coeanHeHunn c vCenter. 3ta
nHpopMauns Heobxoamnma ana genHctannsaumm Ipaduuecknin nHTepgenc Data Protection for
VMware vSphere.

YpaneHne komnoHeHTa Data Protection for VMware BpyuHyio us cuctemsi Linux

06 3Toii 3apaue

Ecnu Data Protection for VMware Henb3s eMHCTanImpoBaTth, MCNOMb3ys CTaHOAPTHYO NPOLLenypy
OEeVHCTanaumMm, Bbl AOHKHbI BPpyYHYHO yoanuTb Data Protection for VMware 13 cucteMsbl, Kak OnMcaHo B
crnepywmx Wwarax. 3Ty Npouenypy HyXHO BbINOAHATL OT MMEHM Nofib30BaTens root.

Mpouenypa

1. Ecnv Bbl ycTaHoBWAM Mogynb padunyeckuin nHTepderic Data Protection for VMware vSphere, 10
yhanuTe ero nakeT u3 6asbl JaHHbIX MeHegXepa NakeToB ClefyroLLeEN KOMaHLO0MN:

rpm -e TIVsm-TDPVMwarePlugin
2. Yoanute API IBM Spectrum Protect cnepgytolien KoMaHa0M:

rpm -e TIVsm-APIé64
gskssl64.linux.x86_64.rpm
skcrypt64.linux.x86_64
TIVsm-TDPVMwarePlugin.x86_64.xrpm
TIVsm-DPAPI.x86_64.xrpm

3. Ypanute 3anucu npoaykTa ns Deployment Engine:
a) BeeguTe cnepyoLLyto KOMaHay, 4Tobbl MPOCMOTPETH CMMCOK BCEX 3aMNUCeN:

/usxt/ibm/common/acsi/bin/de_lsrootiu.sh

b) BBeauTe cnenytoLLyto KOMaHAay, YTobbl yaanuTb 3anUcKu YCTaHOBEHHbIX MOAY/EeN, KOTOpble
cBA3aHbl ¢ Data Protection for VMware:

/usr/ibm/common/acsi/bin/deleteRootIU.sh <UUID> <AMCKPUMUHAHT>

Y6enuTech, YTo yaaneHsbl ceaytolmne 3anncu 6/10KoB:

FBJIRE
TDPVMwareGUI
JavaHelp
TDPVMwareDM

Mo 3aBeplueHnn paboTbl NPorpaMMbl AeUHCTANNAUUN yOanuTe cneayolme KaTanoru (eCnm oHn
ecTb):
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« /opt/tivoli/tsm/client
« /opt/tivoli/tsm/tdpvmwazre
Yoanute nonb3oBaTensd tdpvmware v cBA3aHHbIe C HUM KaTasloru:

- userdel tdpvmware
« /home/tdpvmware
« /etc/adsm
4. Co3painTe pe3epBHYyI0 Konuto rnobanbHoro taina peectpa (/var/.com.zerog.registry.xml).
Mocne pe3epBHOro KonupoBaHusa aina yaanuTe Bce Teru, cBssaHHble ¢ Data Protection for VMware.

5. Ypanute Bce chainbl B kaTtanore yctaHoBku (/opt/tivoli/tsm/tdpvmware). Takxke yoanute Bce
SPNbIKK, KOTOPbIE eCTb Ha paboyem cTone.
6. CospaniTe pesepBHYH KOO harnoB XypHANoB, HAXOAALLMXCS B KaTanore /Troot 1 cogepxaiimx

TDPVMware B uMeHu thanna.
Hanpumep, IA-TDPVMware-00.1log nnm IA-TDPVMware_Uninstall-00.log.

Mocne co3paHmsa KONun yganute aTu (ainbl XypHana. Yoanssa ux, Bbl CMOXeTe YBUAETb BCE OWNOKH,
KoTOpble ByyT CreHepupoBaHbl, EC/TM NPOLLECC YCTAHOBKU CHOBA 3aBEPLUMTCS HEeYAAUHO.

7. Tenepb MOXHO CHOBa YCTAHOBUTb NPOLYKT, KaK onucaHo B pasgene “YcTaHoeka Data Protection for
VMware Ha cucteMax Linux” Ha cTp. 25.

MN3meHeHMe cyuwecTByIOLWEN YCTAHOBKU KOMNOHeHTa Data Protection for
VMware

B 3TOM pasgene npeactaBneHbl MHCTPYKLMMW MO U3SMEHEHWNIO NAKETOB M KOMMOHEHTOB B CYLLECTBYHOLLEN
ycTaHoBKe Data Protection for VMware.

Mcnonb3ys nporpaMmy ycTaHOBKM koMniekTa (Suite Installer), MOXXHO M3MEHWTL TO, KAKME OCHOBHbIE
MaKeTbl YyCTAaHOBMIEHbI B cucTeMe. YTobbl M3MEHUTL Ntob0oI U3 OTAEbHbIX KOMMIOHEHTOB NakeTa, MOXHO
MCMoJIb30BaTh OkHO MporpamMMbl U KOMNOHEHTbI B NaHenu ynpasneHus Windows.

M3MeHeHMe NaKeTOB B CyLLeCTBYIOLLel ycTaHOBKe KomnoHeHTa Data Protection for
VMware

YTo6bl BHECTU M3MEHEHWSA B NMaKeTbl B CYLLECTBYIOLLEN YCTaHOBKe KoMNoHeHTa Data Protection for
VMware, MOXHO MCMO/b30BaTb NPOrpaMMy ycTaHoBKM komnaekTa (Suite Installer).

Mpexxpe uem HauaTb

Mpexae YeM BOCMOob30BaTbCs NPOrpaMMoN YCTaHOBKM KOMMIEKTa, ybeanTech, YTo y BaC Nofg pyKow
€CTb UCXOAHbIN HOCUTeNb. MicnonHsaemeln hann spinstall.exe ong nporpamMmbl yCTaHOBKU KOMMJIEKTA
Haxo[MTCS B KOPHE NakeTa yCTaHOBKMW.

06 3ToM 3apaue

Mcnonb3yiTe nporpamMMmy yCcTaHOBKM KoMnsiekTa (Suite Installer), 4Tobbl U3MEHUTb TO, KaKMe NaKeThl
yCTaHaBIMBAOTCS B CYLWECTBYIOLEN ycTaHOBKe KoMnoHeHTa Data Protection for VMware. Bbl MoXeTe
006aBUTb UK yOANUTD:

« Y3en nepemelleHmns gaHHbIX
« Data Protection for VMware

CpenanTte cnepyrouwee:
Mpouenypa

1. OBaxabl wenkHuTe no ganny spinstall.exe, 4Tobbl 3anycTUTb NaKeT NPOrpaMMbl YCTaHOBKM
komnnekTa (Suite Installer).
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2. V|CI'IOJ'Ib3yﬁTe nepeknoyaTenn nakeTos B NaHenv Nonb3oBaTenbCcKasa YyCTAaHOBKA, yTObbI
onpenennTb, Kakme nakeTbl HY>XHO YCTAHOBUTb.

3. BbibepuTe nakeTbl, HeobxoanMble oS LAHHON YCTaHOBKM.

N3MeHeHMe KOMMOHEHTOB B CyLLECTBYIOLLEeN ycTaHOBKe KoMnoHeHTa Data Protection for
VMware

YT06bI BHECTN U3MEHEHNS B KOMMOHEHTbI B CYLLLECTBYHOLLEN YCTaHOBKe KOMNoHeHTa Data Protection for
VMware, MO>XHO UCMOJIb30BaTb NaHesb yrpaBneHus MNporpaMmMbl n KOMNOHeHTbl B Windows.

Mpe>xpe yeM HauaTb
Mpexage YyeM N3MeHATb NaKeT yCTaHOBKMU, y6eJJ,VITer, YTO y BacC non, pyK017| €CTb UCXOAHbIN HOCUTENb.

06 3ToM 3apaue

Ncnonbsynte Windows, 4Tobbl U3MEHUTb TO, KaKuMe OTOESbHbIE KOMMOHEHTbI NakeTa LOCTYMHbI B
cyuiecTBytowen yctaHoBke Data Protection for VMware. MOXHO M3MEHUTb KOMMOHEHTbI:

« Ha ysne nepemMelleHns OaHHbIX
« Data Protection for VMware

CoenanTe cnepytoulee:

Mpouepypa

1. B pasgene MporpaMMbl U KOMMNOHEHTbI NaHenu ynpaeneHusa Windows LeNKHUTe NPaBoi KHOMKOM
MbllWK no npunoxeHuto IBM Spectrum Protect for Virtual Environments: Data Protection for VMware.
2. ULenkHnTe no U3MeHuUTb, 4TO6bI OBHOBUTL YCTAHOBEHbIE B ALaHHbI MOMEHT KOMMOHEHTHI NaKeTa.

3. BblibepuTe KOMMOHEHTbI, HeobXoAUMble ANA AaHHOW YCTaHOBKMU.
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'naea 2. KoHdurypuposaHue Data Protection for
VMware

B 3TOM pasnene cogepxartcsa MHCTPYKLUKM NO KOH(UrypmuposaHumio Data Protection for VMware 1 no
3anycKy CBA3aHHbIX CNyx6.

CoseT: lNocne yctaHoBkK Data Protection for VMware nHctpymeHT IBM License Metric Tool yunTtbiBaeT
y3en nepeMeLleHns faHHbIX, TONIbKO eCNu OH NoAakoYeH K cepeepy IBM Spectrum Protect n
NCMoNb3yeTca ANg onepauuni ¢ gaHHbiMyu. COOTBETCTBEHHO, 3TOT y3e/1 NepeMeLLeHns JaHHbIX Bcerga
BKJ/THOHYAETCS B BbIUNCNEHNS INLEH3UIA. Y3/bl NepeEMELLEHNS AaHHbIX, HE MOAK/TIOYEHHbIE K CEPBEPY U He
NCMoNb3yeMble 419 onepauui C AaHHbIMU, UCKITIOYAKOTCS U3 BbIYMCIEHUI TINLEH3UN.

KoHturypuposaHue HoBOM yCTaHOBKM Npu noMowm Mmactepa B Windows
Mcnonb3ynTe MacTep KOHUIYpUpoBaHUS st NepBOHaYabHOr0 KOH(UIYPUPOBaHMS NN BHECEHUS

He3HaynTenbHbIX UsMeHeHun B Windows.

Mpe>xpe ueM HavaTb

B cnyyae cuctem, ncnonbayrowmx cpedy TobKo Linux, cMoTpuTe pasgen KoHhuUrypmpoBaHme HOBOW
YCTAHOBKM Npwv NoMoLm MacTepa B Linux.

Y cucTeMbl, B KOTOPOW ycTaHOBNEH KoMNoHeHT Data Protection for VMware, 0omxHo 6biTb ceTeBoe
coefVHEeHMe Co crefywmmMm cepBepamu:

- YpoaneHHoe cpefacTBO NepeMeLLeHnst faHHbIX

« Cepsep IBM Spectrum Protect

« Cepsep vCenter

06 3Toii 3apave
YT06bI CKOHUIypupoBaTh cpeay komnoHeHTa Data Protection for VMware, BbinonHuTe cneayouine
warm:

Mpouenypa
1. OTKpoWiTe 6paysep 1 BBeauTe agpec Beb-cepsepa rpaduyeckoro uHTepdeica:
Hanpumep:
https://guihost.mycompany.com:9081/TsmVMwareUI/

2. Bongute B CnUCTeMy C MMeHeM NnoJib3oBaTesid 1 NaposieM vCenter.

3. B okHe HaunHaem paboty nepengunte B okHO KoHthurypaums v lwenkH1Te no 3anycTtuTb Mactep
KoH(urypupoBaHua.

4. BbINOAHWTE MHCTPYKLUN HA KaXA0M CTPaHuWLLEe MacTepa; Mo OKOHYaHMM OTKPOeTCs OKHO CBoAKa.
MpoBepbTe NapamMeTpbl 1 HaXkMUTe FOTOBO, UTOObI 3aBepLLNTL KOHMIYPUPOBAHNE N 3aKPbITb
macrep.

CogerT: MH(hopMaLMs 0 KaXK4oM CTpaHuLe KOHMIypaunum npencrasieHa B 3/IeKTPOHHON cripaeke,
ycTaHaB/MBaeMow BMecTe ¢ rpadnyeckum nHTepdeincom. LLlenkHuTe no YsHatb nogpo6Hee B /11060M
13 OKOH rpadmnyeckoro MHTepdeica, YTobbl OTKPbITb 3MIEKTPOHHYIO CNPaBKY M NOJTYYNTb MOMOLLb MO
3apadvaM. CMoTpuTe pasaen 3anyck MacTepa KOHMUrypupoBaHus.

5. Y6epuTech, YTO y3/bl NepeMeLleHmst OaHHbIX MPaBUIIbHO CKOH(UIYPUPOBaHbI;
a) WenkHute no Bknaake Kondmrypauus, utobbl yBraeTb CTpaHuLy CocTosHMe KOH(urypauum.

b) Ha cTpaHuue CocTosiHue KoHdMrypauum Boibepute y3esn nepemMeLleHmns AaHHbIX, UTobbl
MPOCMOTPETb NH(OPMALMIO O COCTOAHUM B NaHe I CBeAeHUs 0 COCTOSIHUMN.
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Ecnv ons yana nokasaHbl NpeaynpexneHme unm owmnoka, WenKHUTE No 3ToOMy Y3y U UCNOSb3yiTe
nHopMaumio B naHen CBepeHUs 0 COCTOAHUM, UTOObI YCTPaHUTb oWwnbKYy. Mocne aToro
BblbepuTe y3en v wenkHuTe no NMpoeeputb BbIGPaHHbIN y3es, UToObl NPOBEPUTL, UCTIPABAEHA N
owwnbka. LLenkHnTe no OGHOBUTb, HYTOOLI 3aHOBO NPOTECTMPOBATL BCE Y3J1bl.

PesynbTartbl

BbICcTpbIil NyTb: [oCne ycrnewHoro BbINOMHEHWS 3TON 3aja4M HUKAKOe OOMONHUTENBHOE
KOH(MIypupoBaHuMe A1 pe3ePBHOr0 KONMPOBAHUS AaHHbIX BUPTYaNbHON MalluHbI He TpebyeTcs.

KoHdurypupoBsaHue HoOBOM YCTAaHOBKM NpuU NomMoLlm Mmactepa B Linux

Micnonb3yinTe MacTep KOHMUIyprupoBaHusa 019 NepBoHaY4anbHOro KOHUrypupoBaHusa Unn BHeCeH s
He3HaUUTeNIbHbIX M3MeHeHU B Linux.

Mpexxpe yeM HauyaTb

Y cucTeMsbl, B KOTOPOW ycTaHoBSIEH KoMmoHeHT Data Protection for VMware, 0,o/Ho 6bITb ceTeBoe
coefyVHeHue Co crefywmmMm cepBepamm:

- YpoaneHHoe cpeacTBo NepeMeLLeHnst faHHbIX

« Cepsep IBM Spectrum Protect

« Cepsep vCenter

06 3Toi1 3apaue
Y106bI cCKOHUryprpoBaTk cpeny Data Protection for VMware B Linux, BbINONHWTE cnefytoLlme waru:

Mpouepypa

1. 3anycTuTe NporpaMmMy ycTaHoBKM Ha xocTe Linux.

2. Bbibepute onumm 2 1 3 (CpeacTBo nepeMel,eHUs paHHbIX 1 GUI).

3. Mocne 3aBepLUEHMs YCTAaHOBKM 3amnyCcTUTe MacTep No KOHUIYPUPOBaHMIO B C/IEYIOLLEM MONOXEHUN:

https://localhost:9081/TsmVMwareUI

[lna ynpoLieHns KOH(pUrypupoBaHus onpeaenuTe TofbKO OLHO CPeACcTBO NepeMelLeHNns JaHHbIX Ha
XOCTe M0JIb30BaTeNIbCKOro MHTepderica. 3To CPeACcTBO NepeMeLLeHNs AaHHbIX HaA0
CKOH(UIypMUpoBaTh BPYUHYIO, MPEXAE YUEM Bbl CMOXKETE UCMOSb30BaTb NOJb30BATENBCKUIA
nHTepderc nogxknto4aeMoro Mmoayns Beb-knneHTa ans LobaBneHns nm KoHUrypupoBaHums
[LONOSTHUTENbHbIX CPELCTB NepeMeLLEHUS AaHHbIX.

MpumMm.: Ecnu Bbl BoiNonHseTe obHOBNEHMe, U A0 3TOro obHoBneHUs y Bac 6bin paboTatoLmia
3K3eMNap CPefCcTBa NepeMeLLeHUs JaHHbIX, MPOCTO nepe3anycTuTe cnyxobbl. Tenepb MOXHO
MCMOJSIb30BaTh MNOLKIOYAEMbIA MOAYIb Beb-KNneHTa Ans byayLimnx onepauuin.

4. Mpwv 3anofHeHWM NaHesiel B MacTepe cobepute cneaytoLlyto nHdopmaumto:
* IMeHa y3110B v Naponun 4s 3aperncTpupoBaHHOM Napbl CPEeACTBO NepeMeLleHns aHHbIX - MPOKCH
MOHTUPOBaHMUS.

+ Copepxumoe dsm. sys ANis KaXAoro CO3AaHHOro CPeAcTBa NepemMelLeHns AaHHbIX M NPOKCU
MOHTMPOBaHMS.

5. Korga mMacTep no KoHUryprupoBaHuio 3aBepLunT paboTy, BPyUHY0 3af4aiTe CPeacTBo NepemMeLLeHuns
[aHHbIX, KoTopoe byaeT paboTaTb Ha XOCTe MOb30BaTE/IbCKOr0 NHTepdelica.

[n§a aToro wara v gna waros 6 1 7 NpOCMOTPUTE NHPOPMALUIO NO KOH(UTYPUPOBAHUIO BPYYHYIO B
Linux B Teme KoH1rypmrpoBaHue y3/10B NepeMeLLeHns AaHHbIX BPYYHYHO B cpefe vSphere.
6. MNpwn paboTatolLlem ak3emMnagpe cpeacTsa nepeMeLLeHns aHHbIX BPYYHY CKOH(UIypupymTe

3K3eMNSpP NPOKCU MOHTUPOBaHMA Linux, KOTopbli byaeT paboTaTb Ha XOCTE NOJSIb30BATESIbCKOrO
nHTepdenca.
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7. MNpw paboTatoLLeM aK3eMNASpe NPOKCU MOHTUPOBaHMS Linux BPYUHYH CKOHUIYPUPYINTEe 9K3eMNAsp
npokcu moHTnpoBaHusa Windows Ha xocte Windows.

8. Tenepb MOXHO MCMNOSIb30BATb NOAKIIIOYAEMbIV MOAY/b BED-KNMeHTa Ana byaywmx onepaunin.
YHacnepoBaHHbI MHTepdenic GUI MOXHO MCNoSb30BaTh, KOTFAA Bbl XOTUTE UBMEHUTb U OBHOBUTB
nHchopMaumio cepsepa Spectrum Protect no ymonuanuio.

Pe3ynbTarthbl

BbICTPbIi1 NyTb: oCne yCnewHoro BbiNOSHEHWS 3TON 3a4a4mM HMKaKoe OOMOIHUTENbHOE
KOH(UTypMpoBaHMe OJ1 pe3epPBHOIr0 KOMMPOBaHUS AaHHbIX BUPTYasibHOM MaWuHbl He TpebyeTcs.

KoHdurypupoBaHue cpepbl C HECKOJIbKUMU CepBepPaMM

Tenepb Bbl MOXETE BUAETb BCE ONepaLuy pe3epBHOro KONMMPOBaHWS, BOCCTAHOB/IEHMS U PACMNCaHUS Ha
MHOIMX CepBepax Pe3epBHOro KOMMPOBaHNUS B e4MHOM NoAKIoYaeMoM Mogye vSphere.

BbinonHauTte MOHUTOPUHT Bceil Bawei cpenbl 3alunTbl JaHHbIX C HECKOJIbKUMU cepBepamMu
pe3epBHOro KonuposaHma 3 ogHOro npeacTaBneHnsa

Mocne yctaHoBKKW IBM Spectrum Protect MOXHO CKOH(bMIyprpoBaTb HauyaslbHbI CEpBEp pe3epBHOro
KOMMPOBaHMA NPKY NOMOLLM MacTepa No KOHMUTyprMpoBaHMto. ITOT cepBep NpeaHasHaveH bbiTb
CepBEepPOM pe3epBHOro KONMPOBaHMA MO YMONYaHUIO, TaK Kak OH paboTaeT Kak Beb-nporpamMma Ha xocTe
NnoNb30BaTeNbCKOro MHTepgernca. Mpu noMoLm NOAKIKYAaEMOro Moay s MOXHO 006aBNsATb U yOansaTb
LONOJSTHUTENbHbIE CEPBEPbLI PE3EePBHOI0 KONMpoBaHuA. 3 nogkntovaeMoro Mmoaynsa Hesnb3qa yoanuTtb
cepBep pe3epBHOro KONMPOBaHMS NO YMONYaHMIO. 3aTEM MOXHO Ha3HAYNTb HECKOJIbKO CEPBEPOB
pe3epBHOro konnpoBaHusa IBM Spectrum Protect ona nopaepKu LeHTPoB AaHHbIX B vCenter. Kaxabii
LLeHTP AaHHbIX MOXeT ObITb CBA3aH C O4HMM CEPBEPOM Pe3epPBHOro KONMMPOBaHMS U3 Nyna CepBepoB
Spectrum Protect. BceMn cepBepamu pe3epBHOro KONMPOBaHMS MOXHO YNpaBnsATb U3 OQHOM0
nogkntovaemoro Moaynsa vSphere nnum ¢ xocta nosib3oBaTeNnbckoro nHTepdenca Data Protection for
VMware.

KoHthurypupoBaHue cepeepa pe3epBHOro KONMpoBaHUS N0 YMOJTYAHUIO
Mocne yctaHoBku IBM Spectrum Protect Data Protection for VMware MoxHO CKOHMrypupoBaTb
HavasbHbIN CEpBEP PE3EePBHOIr0 KOMMPOBAHUSA MO YMOTYaHMIO MPY NOMOLLM MacTepa no
KOH(UTYypPMPOBaHMIO.

Mpouepypa

1. Korpa Mactep no ycTaHOBKe 3aBepLlUMT paboTy, BKKOUUTE NepekovaTesib 3anycTuTb MacTep no
KoHtpurypupoBaHuto Data Protection for VMware 1 HaxxmuTe kHonky FoToBo.

370T MacTep 3anyckaeTcs B bpaysepe no cnegytowemy URL: https://localhost:9081/
TsmVMwareUI/.

2. AyteHTudmumpyntechb B Data Protection for VMware, ykazaB ngeHTMMKaLUNOHHbIE OaHHblE
agMuHuctpartopa vCenter.

3. Ha Bknagke VMware vSphere vCenter nsmeHumTte nogpobHOCTM perncrpaumm noaKaoyaemMoro
mMopyns. YéepmTech, YTo afpec XocTa Nosib30BaTeIbCKOro MHTepdenca - [onyCcTUMbIN afgpec,
OOCTYMNHbIN ANa npoBepku ping ns vCenter.

4. Ha Bknagke UpeHTutdmkaumoHHblie gaHHble cepBepa BBeMTe NogpobHOCTM cepBepa pe3epBHOro
KOMMPOBaHUSA NO YMOJTYaHUIO. ITOT CEpBEP PE3EPBHON0 KONMMPOBaHMA Mo ymonyvaHuto byget
MCNonb30BaThCs 419 MONb30BaTeNbCKOro Beb-nHTepdelica TaM, rae yCTaHOBEH MacTep no
KoHthurypupoBaHuto (https://localhost:9081/TsmVMwareUI/).

5. Bbibepute npetmKe 1 [OMEH NOAUTUKN. [pakTUYecKas pekoMeHJaLms: Haao BolbnpaTb OTAENbHbIN
npeMuKc 08 KaXaoro cepsepa pe3epBHOro KOnnmpoBaHus.

6. MNpMnUTE 3HAYEHMS NO YMONYAHMUIO UM UBMEHUTE MMeHA Ha BKaakax Ysen vCenter n Ysen VMCLI.

7. Ha naHenv [loeH nonb3oBaTenbckoro uHtepeiica nobasbTe B cToNbel, YnpaBnsemblie LLeHTPbI
AAQHHDbIX TOJIbKO Te LEeHTPbl AaHHbIX, pe3epBHOe KONMMPOBaHWE KOTOPbIX 6y,u,eT BbIMO/IHATb CepBep no
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11.

yMonyaHuto. MponycTute Te LeHTPbl AaHHbIX, C KOTOPbIMUK byaeT paboTaTb AOMNOMHUTENbHbIV CEPBEP
pe3epBHOro KONMpPOBaHKS.

. |_|pI/IMl/ITe 3Ha4YeHnd No yMonyaHuo nnm nsMeHnTe MMeHa Ha BKaakKax Y3nbl nepemelieHuns

AaHHbIX 1 Mpokcu-ysen MOHTUpPOBaHUS. e BO3MOXHO, 3anuLinTe Naposnu y3na cpeacrsea
nepeMeLLeHNa faHHbIX U y371a MPOKCYM MOHTUPOBAaHUSA ANS OaNbHENLLMX WAaroB Py4YHOro
KOH(UTypuUpoBaHuS.

. Ecnn xotnte, Ha 3TOM 3Tane MoOXHo CKOH(pMprVIpOBaTb BOCCTaHOBJIEHUE (D&VIJ'IOB.
10.

MNpocMoTpuTe cTpaHuLy CBogKa, 3aTeM HaAXXMUTe KHoMKy FoToBO, YTOObI 3aBEPLUMTbL NpoLEecc
KOH(UTyprUpoBaHuS.

Ecnun xoTuTe, NnpoBepbTe KOHGUIypaumio, BOMas B KNMeHT vSphere. MoXHO HEMNOCPeACTBEHHO
NepPenTn K KIIMEHTY UM e HaXXaTb KHOMNKY OTKPbITb Be6-KNINeHT vSphere Ha akpaHe
KOHUTrypupoBaHus.

KoHurypupoBaHue A0oNoNAHUTENbHbIX CEPBEPOB pe3epPBHOro KONMpPoBaHUS

Mo>XHO MCcnosib30oBaTb NogKAoYaeMbI Mogyb IBM Spectrum Protect vSphere, uTobbl
CKOH(hUrypupoBaTb AOMOMHUTENbHbIE CEPBEPLI PE3EPBHOMO0 KOMMPOBAHUS.

Mpexxpe yeM HauyaTb

MpumM.: MNpu KOHGOUTYpUpPOBaHNM OOMNONHUTESNIbHBIX CEPBEPOB PE3EPBHON0 KOMMPOBAHUS C
nogKto4aemMblM Moaynem vSphere Hafo MCNOb30BaTb CEPBEP, KOTOPbIM NOAOEPXMBAET NPOTOKON SSL.

Mpouenypa

1.

10.

11.

Korga Ha XocTe NnoJib30BaTesIbCKOro Beb-mHTeptenca 3aBeplleHo HauyabHOe KOHUIyprpoBaHue,
BOMOUTE B NOAKIIOUYAEMbIN MOIYIb U NeperianTe K KoHgurypuposaHuio IBM Spectrum Protect.

. Boibepute KoHturypuposartb -> CoepguHeHUs, UTobbl 3a4aTh COEANHEHNE MEXAY NOLKIOYAEMbIM

MOZY/IEM 1 XOCTOM MOJb30BaTENIbCKOro MHTepdeica.

. OTpenakTupynTe coefmnHeHne, YUTobbl OHO YKa3bIBasio Ha XOCT rpadmnvecKoro nHTepgenca.

Mocne ycrnewHoro coeAnHeHns WenKH1Te No BKnagke Cepeepbl pe3epBHOro KoNnMpoBaHus. Baw,
BO3MOXHO, Hago 6yaeTt obHOBUTbL Tabnuuy, UTobbl yBMAETb MH(OPMALMIO O CEpBEpPE PE3EPBHOIO
KonunpoBaHwus. MNMocne 06HoBNEHMS ByAeT NokasaH cepBep Mo YMOUYaHUI0, CKOH(MIYPUPOBAHHbIY Ha
XOCTe MoJib30BaTeIbCKOro Beb-uHTepdeinca.

. Y706kl CO30aTb AOMNONHUTENbHbIN cepBep pe3epBHOro KONMpPoBaHUA, HAXXMUTE KHOMKY + (ﬂ,06aBl/ITb

cepBep). BeeauTe H(opMaLmio Ans BTOPOro cepeepa.

. Ecnu BbI B nepBbIf pas obpauaetech k API 1 K cepBepy, BaM, BO3MOXHO, NPeasioxaT NPUHSTb

umdpoBble cepTudmrkatol. MepBbi cepTuduKaT yoocToBepseT coegnHeHme ¢ API REST xocta
nosib30BaTeNbCKOro Beb-nHTepdenca. Bropol ceptudmkaT yaoocToBepsieT caM HOBbIN cepBep
pesepBHOro KonnposaHus. YTobbl npoaonkuTtb paboTy, Hafo NpuHATL oba cepTudmKkaTa.

. Bbl6epI/ITe OOMEH NOJINTUKN N3 BbliNagakoLero Crnmcka n ﬂperMKC. lMpakTnyeckas pekoMeHgauns:

Hago Bbl6l/1paTb OTAENbHbIN npechKc 0na KaXgoro cepeepa pe3epBHOro KonmpoBaHu4A.

. Ha akpaHe cBOLKM NpOCMOTPUTE CBOI BbIGOP U HaXkMUTe KHOMNKY FOTOBO, 4TOOLI ,06aBUTL CepBep

pe3epBHOro KOMMpoBaHms.

. JobaBbTe LEeHTP OaHHbIX, HaXXaB KHOMKY Oo6aBuTb CBA3b C LEeHTPOM AaHHbIX Ha NaHesnn

PesynbTartbl.

. Mop, Hagnucblo YnpaBneHue LeHTPOM BAaHHbIX MPOCMOTPUTE CMMCOK BCEX LLEHTPOB AaHHbIX B

KOHKpeTHOM vCenter. Boibepute LeHTp AaHHbIX, KOTOPbI HaJ0 CBA3aTh C CEPBEPOM PE3EPBHOr0
KOMMpoBaHus. HaxkmmTe KHonky Co3paTh CBA3b, YTOOLI CBS3aTb CEPBEP PE3EPBHOI0 KOMMPOBAHMS
C LLEHTPOM AaHHbIX.

HaxxmuTe KHonky Co3paTb CBA3b M BBeAuTe NoApo6HOCTN 418 cepBepa, KOTOPbI Hado CBA3aTh C
3TUM LEHTPOM AaHHbIX.

[obaBbTe cpeAcTBO NepeMelLeHNs JaHHbIX As LeHTPa AaHHbIX. [L18 KaXX4oro LeHTpa AaHHbIX
TpebyeTcs cobCcTBEHHOE CPefcTBO NnepemMelleHns AaHHbIX. OfHaKO OOHY U Ty XKe YCTaHOBKY
CpeacTBa NepeMeLLeHNs JaHHbIX MOXHO MCMOJIb30BaTh A1 HECKOMbKUX LEHTPOB AaHHbIX. HaxkmuTte
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KHOMKY ﬂ,OGaBMTb CpencTBo nepemMeLleHnsa gaHHbIX, yTObbI I'IepeVITl/I HenocpencTtBeHHoO Ha NaHesb
cpenctBa nepemMeleHna gaHHbIX.

12. HaxxmuTe kHonKy JLo6aBUTb cpencTBO NepeMeLLeHUsA AaHHbIX Ha BKagke Cpeacrea
nepemeLLeHUAa paHHbIX. XOCT CpeAcTBa NepemelleHnsa AaHHbIX MOXeT HaxoAUTbCA Ha KOMMNboTepe
XOCTa NoMb30BaTeNbCKOro nHTepdenca. [1pyrov BapuaHT - yCTAaHOBUTb CPEACTBO NepeMeLLeHNs
OaHHbIX OTAENbHO.

13. Korga nepBoe CpencTBo nepemelleHnd gaHHbIX nobaenserca K LEeHTPY AaHHbIX, aBTOMATUYECKHN
co3paeTcd pacnncaHume.

14. BoibepuTe KoHdmrypuposatb -> Pacnucanua. O6HoBuTe Tabnuuy pacnucaHui, 4tobel yBuaeTb
HOBOe pacnucaHue.

Tenepb OONONHUTENbHbIV CEPBEP PE3EPBHOMO KONMUPOBAHUS CKOHMUIYPUPOBAH 4K UCMOSIb30BaHUS
Data Protection for VMware.

CospaHue pacnucaHuii ¢ A0NOJIHMTENIbHbIMU CepBepaMu pe3epBHOro KONUMPoBaHUSA

Mocne Toro, Kak Bbl HACTPOMTE CepBep Pe3epPBHOM0 KOMMPOBAHUS MO YMOTYaHUI0, UCNONb3yinTe
nogktovaeMblii Moaynb vSphere IBM Spectrum Protect, UTo6bl KOHDUIYpUpOBaTh AONOAHUTESNbHbIE
cepBepbl pe3epBHOro KONMpoBaHusa.

Mpexxpe yeM HauyaTb

B HauanbHOM pacnucaHmm No yMoYaHUto HeT 06bekToB. YTobbl HAYaTb pe3epBHOE KOMUPOBaHUE, B
pacnucaHum gonxeH bblTb MOMEUYEHHbIN 06beKT.

06 31Ol 3apaue

Korma Bbl CKOH(UIYPUPOBaNM OAMH NN HECKOMIbKO CEPBEPOB PE3EPBHOI0 KOMMPOBAHUS, MOXHO
co34aTth pacnucaHme no yMonyaHuio. 3To pacnmcaHme MOXHO UCNOSb30BaTh ANA onpeaeneHus
OOMONHUTENbHbIX CEPBEPOB Pe3epPBHOro KonmposaHua. Ecnv Bam TpebytoTca 40NoHUTENbHbIE
pacnucaHus, cnenyinTte MHCTPYKUMAM B pasgene CosgaHue pacnmucaHuisa, COBMECTUMOro C PacCTaHOBKOM
TEros.

Kaxkgoe pacnmcaHue CBA3aHO C onpeaeneHHbIM LLEHTPOM JaHHbIX. Y KaX40ro pacnmcaHua MoXxeT ObITb
OOHO NN HECKOJIbKO CpencTB nepemMelleHna naHHbIX.

Mpouenypa

1. Y1obbl L06aBMTL B pacnumcaHne o6bekT ANa pe3epBHOro KONMPOBaHUS, NepengunTe B LEHTP AaHHbIX,
CBSI3aHHbIV C 3TMM pacnucaHneM. BoibepuTe 06bEKT Ha YPOBHE LEHTPA AAHHbIX UK HUXE, WENTKHUTE
NpaBoi KHOMKOW MbILK No 3TOMy 06bekTy 1 Bbibepute IBM Spectrum Protect ->
CKOHthpurypupoBaTtb 3alUTY AAHHbIX.

2. Ha naHenv KoHturypupoBaHue NosMTUKU pe3epBHOro KONMpPoBaHUS BbibepuTe HOBOE
pacnucaHue, yTobbl HauaTb pe3epBHOE KONMPOBaHMe 3Toro obbekTa.

3. Korpa o6beKT cBA3aH, NpoBepbTe crenyouiee:

« YbenuTech, 4To Ha akpaHe KoHcurypuposatb -> IBM Spectrum Protect s atoro o6bekTa
BbIBOOMTCS NpaBubHas nHhopmaLms.

- YbepuTech, YTO B pacnucaHmm Tenepb BblbpaHHbIN 06bEKT eCTb B CNMCKe, Koraa Bbl BbibupaeTe
MeHtio -> IBM Spectrum Protect -> KoHcurypuposatb -> PacnucaHue.

« [locne BbINOJSIHEHMSA pacnucaHms nepenante K aToMmy ob6bekTy 1 Boibepnute MoHuTop -> IBM
Spectrum Protect.

CoBeTt: ECv XOTUTE, MOXXHO N3MEHUTb BpeMA 3anycka pacnmncaHuna n3 KOMaHAHOW CTPOKW, onda aToro:

a. MepengnTe B nonoxeHune dsmadmc: C: /Program Files/Tivoli/TSM/baclient

b. B KOMaHOHOM CTpoKe HanguTe thann dsmxopt ang cpeacrea nepemMeLleHmns gaHHbIX, CBA3aHHOIO C
3TUM cepBepoM. (dir * opt)

c. Beeagute komaHgy dsmadmc - optfile=dsm.datamovername.opt
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d. YT06bI 3anycTUTL pacnucaHve yepes 10 MUHYT, BBEAMTE CledyoLLyo KOMaHay:

update schedule policyDomain scheduleName StartTIME=NOW+00:10

BbinosiHeHUe NPOU3BOJIbHbIX ONepaLuii pe3sepBHOro KONMpPoBaHUSA

3aBepLInB KOHUIyprpoBaHue 45 HECKOIbKUX CEPBEPOB pPe3epBHOro KonuposaHua IBM Spectrum
Protect, MOXHO 3anycKaTb NPON3BOJIbHbIE OMepaLu pe3epBHOro KoNMpoBaHus.

Mpoueaypa

1. BbibepuTe LEeHTp OaHHbIX, CBSI3aHHbIM C KOHKPETHLIM CEPBEPOM, HA KOTOPOM Bbl XOTUTE MPOBEPUTb

w

onepaLun pesepBHOro KONMpoBaHus. Mepenante kK 06BEKTY B 3TOM LEHTPE AaHHbIX, LWENKHUTE Mo
3TOMY 0OBEKTY NPaBOV KHOMKOW MbILK 1 BbibepuTe Pe3epBHOE KoNUpoBaHue.

. BoibepuTe HyXHble ONuUMM N HAXXMUTE KHOMKY 3anycTuTb, YToObl HAYaTbh Ppe3epBHOE KOMMPOBaHMe.
. Ecnu xotuTe, cnepguTe 3a xon,0m onepauunn B Tabnuue vSphere Tekywme 3apaum.

4. Ecnn XoTuTe, Nocre 3aBepLUeHns pe3epBHOro KONMpoBaHMS MOXHO NPOBEPUTL COCTOSHME, Bbl6paB

pe3epBHY0 KONMo 0bbekTa 1 WeNKHyB No MoHuTopuHr -> IBM Spectrum Protect.

BbinosiHeHue MPOU3BOJIbHbIX onepau,uﬁ BOCCTaHOBJIeHUA

Korpa BupTyanbHas mawmHa (virtual machine, VM) ckonuposaHa Ha cepBep IBM Spectrum Protect,
MOXHO 3aMnycKaTb NPOU3BOJIbHbIE ONepaLun BOCCTAHOBIEHUS.

Mpouepypa

1.

6.

OnpepenuTte, y Kaknx VM ecTb pe3epBHble KONun, BbiIbpaB LLEHTP AaHHbIX, @ 3aTeM Bbibpas
MoHuTopuHr -> IBM Spectrum Protect.

ByneT BbiBegeHa Tabnuua co cnuckom Bcex VM 1 Ux COCTOSIHUEM pe3epPBHOM0 KONMUPOBaHMS.

. BoibepuTte B MHBEHTapHOM nepevHe VM, y KOTOpPOW ecTb pe3epBHas Kopnus, u WwenkHuTe no IBM
Spectrum Protect -> BocctaHOBUTbD.

. BoibepuTe TouKy BOCCTAHOBMIEHMA U 3a0aNTe LOMNOHUTENbHbIE ONLUN.
. Korpa macTtep no BoccTaHOB/IEHMIO 3aBepWNT paboTy, HaXXMuUTE KHOMKy FoToBo.

. Ecnu xoTuTe, HabntoganTe 3a X040M BOCCTAaHOBMIEHUS MPU NOMOLLM NpefcTaBneHuns Tekywme sapauu
B vSphere.

Ecnu xoTuTe, NnpoBepbTe COCTOSHME Onepauyn BOCCTAHOB/IEHNA B MHBEHTAPHOM NepeYvHe.

Ucnonb3oBaHue 6J1I0KHOTA 011 USMEHEHUS CYLLeCTBYIOLW,EeN YCTAaHOBKMU

Ncnonb3ynte 610KHOT M3MeHUTb KOHUIypaLmio, YTobbl UI3MEHUTD CYLLECTBYIOLME NapamMeTpbl
KOHUrypaumnm.

Mpe>xxpe yeM HauaTb
BRoKHOT M3MEeHNTb KOH(MIypaLmio AaeT BOSMOXHOCTb BbINOMHUTb ClieayoLue onepawmm ¢
KOH(urypaumeu:

3apatb unn nsmeHnTb ID agmuHucTpaTopa IBM Spectrum Protect.
MepeycTaHOBUTL Naposib 1 pasbnokmnposatb y3en VMCLI.

(Cpepna vSphere) [lobaBbTe LeHTpbl AaHHbIX VMware B Ball AOMeEH KOMMoHeHTa [padunyeckuii
nHTepdenc Data Protection for VMware vSphere unu yganute nx ottyaa.

[o6aBnTb NN yoanuTb NPOKCU-Y3/1bl MOHTUPOBAHMS. I3MeHMTe Naponb AN CYLLEeCTBYHOLLEro y3na
MPOKCU MOHTUPOBAHNS.

« [o6aBnTb Nnn YLOANUTb Y3/1bl NepeMeLleHnsa gaHHbIX. MI3MeHnTe naponb 415 CyLeCTBYOLWero y3na

nepeMeLLEHNS OaHHbIX.
PaspewnTb BoccTaHOBEHME hannos.
BkntounTtb nooaepxKy Teros And ysna nepemMelleHna naHHbIX.
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06 3ToM 3apaue
Y106bl U3MEHUTH CYLLLECTBYIOLLLYIO KOH(UTYPaLLMIO, BbINOMHUTE CREayoLLMe Waru:

Mpouenypa
1. OTkponTe 6paysep v BBeamTe appec Beb-cepeepa rpadnyeckoro nHTepderica:
Hanpumep:
https://guihost.mycompany.com:9081/TsmVMwareUI/

BonpuTte B cuctemy ¢ UMeHeM Nnonb3oBaTens u naposaem vCenter.

2. B okHe HauuHaem paboTy nepenpgute B okHo KoHtmurypauus v wenkHute no Mpaeka
KoHcurypauuu.

3. MNepenguTe Ha NOAXOASALLYH CTPAHULY U CegyuTe MHCTPYKUmMAM. Mpexae 4emM nepexoamTb Ha

Opyryto ctpaHuuy MapamMeTpbl KOHUrypawmm, Hy>KHo HaxkaTb Ha OK, 4TO6bl COXpaHWTb CBOU
N3MEHeHUsl. B NpOTMBHOM clly4ae Balln M3MEHEHUs He BCTYNST B CUY.

Ba)kHoe 3aMeuaHue: ViHhopMaumsa o Kaxgon CTpaHuue KOHUrypauum npencraBneHa B
3M1EKTPOHHOM CrpaBKe, yCTaHaBIMBaEMOM BMeCTe C rpadmyecknm nHtepdencom. LLlenkHnte no
Y3HaTb nogpo6Hee B /11060M 13 OKOH rpacdmyeckoro nHtTepdenca, Ytobbl OTKPbITb 3NEKTPOHHYHO
CMpaBKy M NOJly4MTb NOMOLLb MO 3agadyam. CMoTpuTe pasgen M3meHeHue cyuwecTByowel
KOHGurypayuu.

PesynbTathbl
O6HoBNEHHbIe NapaMeTpbl NosaBATCA B okHe KoHdmrypauusa.

T KaK BKKOYUTD cpeay AJid onepauuii BOCCTaHOBNeHUs (hainos

Ecnv agMuHKcTpaTop paspewnn dyHKLMIO BOCCTAHOBMEHMS (DalinoBs, To BNagesblbl hainnos MoryT
BOCCTaHaBNMBaTb hansibl 6€3 NOCTOPOHHEN NOMOLLM.

npemne YeM HavaTb

Ecnu Bbl He NpoBepunn, BbINOMHEHbI NI BCe 0ba3aTenbHble TpeboBaHMs, cMOTpUTe pasaen TpeboBaHmii
K BOCCTaHoBNeHMO thannos B nybnukaumm IBM Spectrum Protect for Virtual Environments: Data Protection
for VMware PykoBoOCTBO nosib30BATENS.

06 3ToM 3apaue
BbinonHWTe cneaytoLme Wwarn B CUCTEME, B KOTOPOI YCTAaHOBEH KOMMOHEHT paduuecknin HTepdenc
Data Protection for VMware vSphere.

Mpouenypa

1. 3anyctuTe Mpacduuecknin nHTepderc Data Protection for VMware vSphere, oTkpbiB Beb6-6paysep u
BBeas agpec Beb-cepBepa rpadmnyeckoro nHTepdenica.
Hanpumep:

https://<adpec eeb-cepsepa
epaguyeckozo uHmepgelica>:
9081 /TsmVMwareUI/

Bonpgute B cuctemy c ID nonb3osatens u naponem vCenter.

2. B okHe HaunHaemM pab6orty wenkHute no KoHdurypaums v Boibepute ogHy M3 cneaylowmx 3agad B
cnucke 3apavum:

« ECnv Bbl KOHhUTypUpyeTe HOBYO Cpefy, BbiNoJIHUTE criefytolme waru:

a. BbibepnTe 3anycTUTb MacTep KOH(hUrypupoBaHUS KJIMEHTA.

b. BbInONHUTE MHCTPYKLMN HA KaXXO0M CTPaHuLe MacTepa. 3anoiHUTe CTpaHuLy
BoccTaHoBneHue thanos, cobntogas crenytolle peKoMeHaaunm:
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1) BbibepuTe onuuio PaspewinTb BocCTaHOBNeHUe (haiinos.

2) BBeguTe KOHTaKTHYO MHDOPMaLLMIO aAMUHUCTPATOPa, KOTopas NoKasaHa B MHTepdeince
BOCCTaHOBNeHUs hanoB. ECnv Bbl HE XOTUTE NPEOOCTaBNATb KOHTAKTHYIO MH(OpMaLMIo, TO
CHUMUTE NOMETKY C nepeKnyaTend.

3) Ecnu cpefia conoepuT pesepBHble Konuu BUPTYanbHbIX MawnH Windows, To BBeguTe
NOEHTU(UKALNOHHbIE AaHHble Nonb3oBaTena goMmeHa Windows. B UHbIX Clyvasx CHUMUTeE
NMOMETKY C Nepek/tovaTesnia 1 He BBOAUTE MOESHTUMUKALMOHHbIE JaHHbIe.

CoBer: Onepauns BOCCTaHOBNEHUS (DAIOB UCNOb3YET NAEHTUDNKALMOHHbIE faHHble
nosib3oBaTeNs LOMeHa s NoJly4YeHMs 4OCTyna K COBMECTHO UCMOJIb3YEMbIM CETEBbIM
pecypcaMm Ha yoaneHHOM BUPTyasibHOW MalimHe. Ecnu cpefia cooepnt pesepBHbie KONum
BUPTYasnbHbIX MawmnH Windows 1 HUKaKnUx MoeHTUUKALMOHHbIX LAHHbIX HE BBELEHO WK
BBELEHbI HENPaBWJ/IbHbIE NOEHTUDNKALMOHHbIE faHHble, ONepaLmsa 3aBePLUMTCA HeYLauHO.
Mo3TOMy CHMMaNTe NOMETKY C NePEKoYaTENS, TONIbKO €CNN PE3EPBHbIX KOMUI
BUPTYyanbHbIx MawmnH Windows HeT.

4) UenkHute no URL nHTepgeica BoccTaHOBNEHMA (hainnoBs, YTobbl NPOBEPUTb, AOCTYNEH N
nHTepdenc.

HanomuHaHue: 3annwnte URL nHTepdelica BocctaHoBNeHMs hannos. Bnageney, rocteBon
BUPTYasibHOM MaluMHbl obpaltaeTcs K MHTepdericy BOCCTAaHOBEHMS (hanioB Yepes 3ToT
URL.

5) WenkHuTe no OK, 4Tobbl COXpPaHUTbL N3MEHEHNS.
« Ecnu Bbl 06HOBASIETE CYLLECTBYHOLLYIO Cpeny, BbINONHUTE Cieaytoume Wwaru:

a. lLlenkHnte no UsMeHUTb KoHurypauuio TSM.
b. Ha cTpaHuue BoccTaHoBReHue hatnoB UCTONb3yiTe cedyloline pekoMeHgauun:

1) BbibepuTe onuuio PaspewinTb BocCTaHOBNeHUe (haiinos.

2) BBeguTe KOHTaKTHYO MHDOPMaLLMIO afMUHUCTPATOPa, KOTopas NokasaHa B MHTepdeince
BOCCTaHOBNeHus hannoB. ECnv Bbl HE XOTUTE NPEOOCTaBNATb KOHTAKTHYIO MH(OpMaLMIo, TO
CHUMUTE NOMETKY C nepeKnyaTend.

3) Ecnu cpefia conoepXuT pesepBHble Konuu BUPTYanbHbIX MawnH Windows, To BBeguTe
NOEeHTU(UKALNOHHbIE AaHHble Nonb3oBaTena goMmeHa Windows. B UHbIX Clyvasx CHUMUTeE
NMOMeTKY C NepekstovaTesNia 1 He BBOAUTE MOESHTUMUKALMOHHbIE JaHHbIe.

CoBer: Onepauns BOCCTaHOBNEHUS (DAIOB MCNOMb3YET MAEHTU(DNKALMOHHbIE faHHble
nosib3oBaTeNs LOMEHa s NOJly4YeHMsa 4OCTyna K COBMECTHO UCMOJIb3YEMbIM CETEBbIM
pecypcam Ha yganeHHOM BUPTyasibHOW MallimHe. Ecnu cpefa cooepnt pesepBHbie KONum
BUPTYasnbHbIX MawwmnH Windows 1 HUKaKnx noeHTUUKaLMOHHbBIX JAHHbIX HE BBELEHO UK
BBELEHbI HENMPaBWJ/IbHbIE NOEHTUDNKALMOHHbIE faHHble, ONepaLmsa 3aBePLUMTCA HeYLauHO.
Mo3TOMy CHMMaNTe NOMETKY C NePEKoYaTENS, TONIbKO €CNN PE3EPBHbIX KOMUIA
BUPTYyanbHbIx MawmnH Windows HeT.

4) UWenkHuTe no URL nHTepgeica BoccTaHOBNEHMA (hainnoBs, YTobbl NPOBEPUTb, AOCTYNEH N
nHTepdenc.

HanomuHaHue: 3anmwnte URL nHTepdelica BocctaHoBeHMs dhannos. Bnageney, rocteBon
BMPTYyasibHOM MaluMHbl obpaltaeTcs K MHTepdericy BOCCTAaHOBIEHMS (hanioB Yepes 3ToT
URL.

5) WenkHuTe no OK, 4To6bl COXpaHUTb N3MEHEHUS.

Pe3ynbTathbl
B cpene paspelueHbl onepaLmmn BOCCTaHOBEHMS (hannos. BnagenbLbl hannos MoryT BOCCTaHaBAMBATb

cBou thannbl, ncnonb3ysa URL ana goctyna kK nHTepdency BocctaHoBeHns hannos IBM Spectrum
Protect.
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BTN HacTpoiKa onepauui BoccTaHoBneHus hainos B Linux

YT06bI BKNHOUNTL (hYHKLIMIO BOCCTAHOBNEHMA hainoBs, ecnn komnoHeHT Data Protection for VMware
YyCTaHOBJIEH B CUCTEME Linux, HY>XHO HacTpouTb B cucteme Windows gononHutensHyto cpeny Data
Protection for VMware.

06 3ToM 3apaue

Mpwn paboTe c koMmnoHeHTOM Data Protection for VMware B cpefie Linux hyHKLMSA BOCCTAHOBNEHNMSA
tharnoB nosnkHa 6biTb ycTaHoBMeHa B cucteme Windows, 4Tobbl BKNHOUNTL hYHKLLMIO BOCCTAHOBIIEHMS
thannos.

Mpouenypa
1. HacTponiTte oTtaenbHbi cepep Windows, ncnonbayemblit Ans QyHKLMN BOCCTAHOBEHUS (halioB.

2. YcTtaHoBuMTe KOMMNOHeHT Data Protection for VMware B cucteme Windows. [Mpu ycTtaHoBKe npumute
3Ha4YeHUs No yMOHYaHMIO.

3. Mpw KoHUrypmpoBaHmMn koMnoHeHTa Data Protection for VMware B cucteme Windows ncnonb3aynte
crnepyoume nMeHa y3nos:

a) CospawTe y3en vCenter c umeHem VCENTER_FR.
b) CospanTe y3en VMCLI c umeHem VMCLI_FR.

¢) MNoBTOPHO NCMONb3YNTE MMA Y3Na LLeHTPa faHHbIX U3 cpefbl Linux.
Hanpumep: DATACENTER.

d) He cospaBaliTe y3en nepemMeLleHns AaHHbIX. Y3en nepemMeLleHnsa fLaHHbIxX He TpebyeTtca ans
(PYHKLMM BOCCTAHOBNEHNS (haiSIOB B 3TOM CLLEHAPUN.

e) Co3paiTe cnenytoLLyto HOBYIO Napy y3/10B MPOKCU MOHTUPOBaHMA ¢ uMeHamm REMOTE _FR_MP_WIN
n REMOTE_FR_MP_LNX.

4. Ha cTpaHvue BocctaHoBneHue thaiinios B MacTepe KOHUIypupoBaHus BbibepuTe onumio BKanunTb
BOCCTaHOBNEeHUe thainos.

5. Y106bI NONYUNTH AOCTYN K UHTEP(ENCY BOCCTaHOBNEHUS (hannos, oTkponTe Beb-6pay3ep n BBeaute
URL, koTopbIl BaM coobuima Ball aaMUHUCTPATOP.
Hanpumep:

https:\\umsa_xocTta:9081\FileRestoreUI

roe UMs_xocTa - 3To uMs xocTa cuctemMbl Windows, Ha KOTOPOM yCTaHOBSIEH KOMMOHeHT Data
Protection for VMware.

Pe3ynbTarthbl

B crnenytouieM npumepe nokasaHbl B3aMMOCBS3M y3/1a NPoKcK Ha cepsepe IBM Spectrum Protect:

tsm: SERVER>Qq proxy

Target Node Agent Node

VCENTER VMCLI DATACENTER

VCENTER_FR VMCLI_FR DATACENTER

DATACENTER VMCLI VMCLI_FR
DATAMOVER1

REMOTE_MP_WIN REMOTE_MP_LNX
REMOTE_FR_MP_WIN REMOTE_FR_MP_LNX

Y [ONONHUTENBHbIX Y3/10B, CO30aHHbIX, YTOObI BKIOUMTL (PYHKLMIO BOCCTAHOBNEHUS (hannoB, ecTb
cyduke _FR.

WM 3MeHeHue onuuii 4na onepauuii BocCTaHoBNeHUs (haiinos

Y706bI pa3pewmnTb agMMHUCTPATOPaM KOHUrypnpoBaTb 06paboTKOM BOCCTAHOBNEHUS A8 OnepaLLmnn
BOCCTaHOBNEeHUS (halinoB 1 ynpasnaTb aTon 0bpaboTkon, namernnte onuum B tharne frConfig. props.
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06 3ToM 3apaue
BbinonHWTe cnepytoLwme Wwarn B CUCTEME, B KOTOPOM YCTAaHOBIEH KOMMOHEHT padmyeckunin nHtepdeinc
Data Protection for VMware vSphere.

Mpouenypa

1. NepengunTe B KaTanor, B KotopoM Haxopautesa dpann frConfig. props.
Hanpumep, 0TKponTe KOMaHAHYO CTPOKY 1 BBEOUTE CeAyHOLLYI0 KOMaHAay:

cd C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI
2. OtkponTte chann £rConfig. props c NOMOLLbLI TEKCTOBOrO PefaKkTopa B PeXnMe agMmMHUCTpaTopa 1

N3MeHunTe onunm Hy>XHblM BaM 06p830M.

Ncnonb3ynTe nHopmauuto B pasgene “Onumm BocctaHoBNeHUs dannoB” Ha cTp. 50, 4Tobbl
onpenennTb, KaK1e onummn HyXKHO N3SMEHUTb.

3. CoxpaHuTe cBOM M3MeHeHua u 3akpounTe thann frConfig. props.

Pe3synbTathbl
N3MeHeHHbIe Onuum NPUMEHSTCS K MHTepdency BoccTaHoBneHns annos IBM Spectrum Protect.

Onuuu BoccTaHoBNeHuUA hainos

Onuun £xrConfig.props ynpaBnsaoT KOHbUIypaumen, NoaaepKKon n o6paboTkon BocCTaHOBNEHMS
4019 onepaumnini BoccTaHOBNeHUs halinos.

enable_contact_info=false | true
YKaxuTe, HY>XHO I NPELOCTaBUTb MH(OPMAaLLMIO A1 KOHTaKTa C aMUHUCTPATOPOM, KOTOPYHO
BNafenbLbl haiioB CMOryT UCMONb30BATb A5 NOMYUYEHWS NOALEPHKKN.

false
Bnagenbubl hannos He nony4yaoT MHDOPMALLUIO A1 KOHTAKTa C aAMUHUCTPATOPOM. ITO
3HaYeHne No yMoYaHuto.

true
Brnagenbubl hannos nosayyaroT MHHOPMaLMIO A8 KOHTaKTa C agMUHUCTPATOPOM.

Ecnu Bbl 3apaguTe enable_contact_info=txrue, Bbl LonXHbBI BBECTU MHOPMALMIO B OMLLMIO
contact_info.

enable_filerestore=false | true
YKaXXuTe, CMOryT N1 BNlagenbLlbl (hannosB BOCCTaHaBANBaTb CBOW (haisibl C BUPTYabHOM MaLUWHbI C
MHTepderncom BoccTaHoBNeHMs tannos IBM Spectrum Protect.

false
Bnapenbubl hannoB He CMOryT BOCCTaHaBAMBaTb CBOM (hansibl, UCNOJb3ys MHTepdenc
BOCCTaHoBNeHus hannos IBM Spectrum Protect. 3To 3HaueHne No yMoa4aHuto.

true
Bnagenbubl haiioB MOTryT BOCCTaHaBNMBaTb CBOW (halibl, NCMOMb3ys UHTepdenc
BoccTaHoBneHus annos IBM Spectrum Protect.

maximum_mount_points=uucs0_rtoyek_MOHTUpPOBAHUS
3apanTe MakCcMMasbHOE YMCN0 NapaniefibHbiX TOYEK BOCCTAHOBEHUS, AOCTYMHbIX AN YYETHOMN
3anucu nonb3osatensd. MuHumarnbHoe 3HadeHue - 1 Touka BOCCTaHOBNEeHMA. MaKkCcuMarnbHoe
3HayveHue - 256 ToueK MOHTUPOBaHUA. 3HAYEHME MO YMOTYaHUIO - 2 TOYKU MOHTUPOBAHUS.

CoBeT: YT06bl He paspeLlnTb MOHTUPOBATb BUPTYasIbHYO MaLUMHY HECKOJIbKO pa3 A8 BbIMOSIHEHUS
OOHOBPEMEHHbIX OnepaLMii BOCCTAHOBMEHUS, 3aanTe A9 3TON ONUMN HA3KOE 3HaYEeHNe.

mount_session_timeout_minutes=vyucso_muHyt
3apaiTe BpeMs (B MUHYTax), B TeUEHMEe KOTOPOro ToUKa BOCCTAHOB/IEHUSA U CMOHTMPOBaHHas Tovka
BOCCTaHOBNEHUS MOTyT 6e3neNCcTBOBaTb, NPeXae YeM ceaHc byneT oTMeHeH. MNpu oTMeHe Touka
BOCCTaHOBEHMA byaeT pasMoHTMpoBaHa. MakcuMasnbHoe 3HadeHme - 8 yacos (480 MUHYT).
3Ha4veHue no ymonyaHuio - 30 MUHYT.

50 IBM Spectrum Protect for Virtual Environments: PykoBogcteo no yctaHoBke Data Protection for VMware



CoserT: YT0bbI npenoTBpaTTb HEOXKNOAHHYO OTMEHY CeaHCa, YBETNYbTE YNCJITI0 MUHYT.

restore_info_duration_hours=yucno_uacos

3apanTe BpeMs (B yacax), B TeUEHUE KOTOPOro Hopmauus o nocrnegHern onepaumm
BOCCTaAHOBJ/IEHUS COXPaHseTcsa B MHTepderice BoccTaHoBAeHNUs hannos IBM Spectrum Protect.
Mcnonb3yinTe OKHO onepaLl My BOCCTaHOBNEHUS A NPpOCMOoTpa MHopMaLumm ob owmnbkax n HegaBHO
BbIMOJIHEHHbIX 3afa4ax. 3Ta MHpopMaLus NO3BOASET HANTU HEJABHO BOCCTAHOBJIEHHbIE hansbl.
MakcumanbHoe 3HaveHue - 14 gHeli (336 yacoB). 3HaueHMe No yMovaHuo - ogHa Hepens (168
yacos).

contact_info=unghopmayus 06 admuHuctparope

MNpepocTaBbTe MHMOPMALMIO AN KOHTaKTa C aAMUHUCTPATOPOM, KOTOPYIO BagenbLbl hannos
CMOTyT MUCNONb30BaTb AJ19 NONYYEeHUS NOAEPXKKW. KOHTaKTHasa nH(opMaumsa NosaBnsaeTcs B
nHTepgence BocctaHoBneHus annos IBM Spectrum Protect B cnegytowmx pacnonoxeHmsax:

« OKHO Ong BXo4a B CUCTEMY
« [aHenb O nporpamMMe B MeHIO CNPaBKu
 Ccblika Ha nHopMaLuio o0 noaaepxke B coobuieHnsax nHTepgenca

Mo3HO nepesanucatb B MacTepe KOH(PUrypnpoBaHusa nnmn 61okHoTe KoMnoHeHTa Ipaduyecknia
nHTepdenc Data Protection for VMware vSphere cnegytouine onunu:

- enable_contact_info

- enable_filerestore

- contact_info

KoHcurypupoBaHue onepauuii XxypHana gng onepawuui BOCCTAaHOBJIEHUSA
taiinos

YT06bI paspelnTb agMMHUCTPATOPaM KOHUIYpMpoBaTh GopMaTMpoOBaHNE COLEPHKMMOTO 1 3aMKCh B
XKYpHan ans onepauuii BocCTaHOBeHMS DansioB, a TaKXe ynpaBisaTb 3ToM 06paboTkon, nsmMmeHuTe
onuuu B hanne FRLog.config.

npemne YeM HavyaTb

®ann FRLog.config reHepupyeTcs, Koraa Bbl B NEPBbIA pas nosyyaeTe AOCTYN K UHTepdency
BoccTaHoBNeHus annos IBM Spectrum Protect.

06 3ToM 3apaue
BbinonHWTe cneaytoLme Wwarn B CUCTEME, B KOTOPOI YCTAaHOBEH KOMMOHEHT paduuyecknin MHTepdenc
Data Protection for VMware vSphere.

Mpouenypa

1.

3.
4

MepenguTe B KaTanor, B KOTOPoM HaxoauTcs hanmn FRLog. config.
OTKpoOWiTE KOMaHAHYIO CTPOKY M BBEAUTE C/IeOYIOLLYI0 KOMaHay:

cd C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\frGUI\

. OTkpownTe thann FRLog.config c nomMoLbio TEKCTOBOrO pefakTopa B pexnme agMmMHUCTpaTopa 1

N3MeHunTe onunm Hy>XHblM BaM o6pa30M.

McnonbayinTe nHdopMaumio B pasgene “Onuumn onepaumin xXypHasa BOCCTaHOBAEHMs hanioB” Ha CTp.
52, uTobbl ONpenennTb, KaK1e OMLMN HYXXHO N3MEHNTD.

CoxpaHuTe cBOM M3MeHeHMa 1 3akponTe hann FRLog.config.
MepesanyctuTe Beb-cepBep rpauyeckoro HTepdeica:
a) WenkHute no Nyck > MaHenb ynpaBneHusa > AGMUHUCTPUpOBaHue > Cnyx6bl.

b) LLlenukHUTe NpaBoi KHONKOW MblLK No Cny»k6a Be6-cepeepa Data Protection for VMware v
BblbepuTe MepesanycTutb.
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Pe3ynbTarthbl
MapameTpbl NPUMEHSAITCS K COAEPXKMMOMY U hopMaTy 3annucu MHOPMaLLUK B XXypHan As onepawuin
BOCCTaHOBMeHUS halinos.

onuum onepauuii XxypHana BocCTaHOBNeHUA hannos

Onuun B channe FRLog. config koHTponupytoT cogepkmmoe 1 hopMaT 3anmcy MHopMaLLmMmK B XKypHa
[N onepaumin BOCCTaHOBIEHMS (haioB.

B chaiine fr_gui.log ecTb cnepytoLime onummn oas sanucy B XypHan nHdopMaLmm o 3agadax
BOCCTaHOBJ/IeHMS (haisoB:

MAX_LOG_FILES=vucsno
3apanTe MakcumanbHoe vncno annos £r_gui.log, koTopble crneayeT CoOXpaHaTb. 3HAYEHME Mo
yMon4YaHuto - 8.

MAX_LOG_FILE_SIZE=yucno
3apanTe MakcumarnbHbI pasmep anna fr_gui.log B KB. 3HaueHune no ymonyaHuto - 8192 Kb.

B chaiine fr_api.log ecTb cnepytowme onumnm 3anmcu B XKypHan nHdopmaumnmn ansa cnyxo
BOCCTaHOBNEHUs hanioB. 3TN cnyxbbl - BHyTpeHHue cnyx6bl API, cBA3aHHbIe C onepaunsmm
BOCCTaHOBEHMS (halioB:

API_MAX_LOG_FILES=vucno
3apanTe makcumanbHoe uncno annoB £r_api.log, koTopble cnefyeT COXpPaHATb. 3Ha4YeHMe No
yMon4YaHuto - 8.

API_MAX_LOG_FILE_SIZE=yucno
3apanTe MakcuMarnbHbIv pasmep hanna fr_api.log B Kb. 3HaueHune no ymonyaHuto - 8192 Kb.

API_LOG_FILE_NAME=umsa_daiina_xypHana_API
Ykaxute ums anna xxypHana API. 3HaueHune no ymonuvaHuto: fr_api.log.

API_LOG_FILE_LOCATION=ums_dpaiina_xypHana_API
YkaxkuTte pacnonoxeHue arnna xypHana API. PacnonoxeHune 0onxHO 6bITb 334aH0 €
ncnonb3oBaHMeM obbivHoM 0bpaTHOM YepTol (/). PacnonoxeHue no ymonyaxuto: C: /IBM/
SpectrumProtect/webserver/usr/servers/veProfile/logs.

FR.API.LOG=ON | OFF
YKaxKute, HY>KHO S BKIKOUMTb 3aMMCb B XXypHan oas ciyx6 BoccTaHOBNEHWS (halinios.
» YT106bI BKJIHOUNTB 3aNMCh B XKYPHaN ang cnyx6 BocctaHoBneHus annos, 3agante 3HadeHne ON.
3HauveHune no ymonyanmto: ON.
» YTO6bI BbIKNHOUNTL 3aMKCh B XypHan ansa cny»6 BocctaHoBNeHUs dannios, 3againTte 3HadyeHne OFF.
YT06bI yCTPaHUTb OWNBKMK, C KOTOPLIMU Bbl MOXETE CTONTIKHYTbCS B XO4e onepaw i no BOCCTAHOBNEHWUIO

thannos, cMoTpuTe pasgen Onumm TPACCHPOBKU A1 BOCCTAHOBEHNS hannoB. Onumum TPacCUpoBKM
Takxe 3afaHbl B harne FRLog.config.

KoHchurypupoBaHue y3na nepeMell,eHUs JaHHbIX AN NOAAEPXKKUN Teros

Ecnu Ha y3ne nepemelleHnss faHHbIX BKKOYEHA NOAAEPKKA TEroB, aAMUHUCTPATOPbI MOTYT NMPUMEHUTb
Teru 3almTbl AaHHbIX K 06bekTam nepeyHa B VMware vCenter.

Mpe>xpe yeM HauvaTb
Y6enunTtech, UTO BbINOSHEHbI cnepywuine Tpe6OBaHM§|I

« CepBep VMware vCenter gonxeH 6biTb Ha ypoBHe O6HoBMeHUe Bepcumn 6.0 1 nnu HoBsee.

» YT106bI KOMNOHEHT padmueckunin nHTepdenc Data Protection for VMware vSphere npaBuibHO
(hYHKLMOHMPOBa C NOAAEPKKON Teros, ybeamTech, UTO NPU YyCTaHOBKE rpatnyecKoro
MOMb30BaTENbCKOro MHTEpelica BbINOMHEHbI cneayowme TpeboBaHms:

— XoTsa 6bl 0gMH NepeHocC AaHHbIX U padmvecknin nHTepdenc Data Protection for VMware vSphere
LONXHbI 6bITb YCTAHOBMEHbI HA OQHOM M TOM e cepBepe. Y3en nepemMeLleHns daHHbIX JOSKeH bbb
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http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.10/ve.user/r_ve_opt_fruitrace.html

CKOHhMIypMpoBaH TakuM 06pa3oM, YTobbl MaeHTU(UKALMOHHbIE AaHHble cepBepa vCenter 6binn
COXpaHeHbl. MOXHO COXpaHUTb MOEHTU(UKALMOHHbIE OaHHble, BbIMOSIHUB MacTep KOHMMIypaumu,
4yTOObI COXPAHWTbL NapOosb y3/a NepeMeLleHus aHHbIX, UK C MOMOLLbI0 KoMaHabl dsmc set
password B KOMaHOHOM CTPOKE CPeACcTBa NepeMelLeHNs JaHHbIX.

Mpu ncnonb3oBaHUN ApPYrMx CPeLACTB NepeMeLLEHNS OaHHbIX, paboTalowmx Ha BUPTYabHbIX
MalnHaxX nam U3nyeckmnx MalmHax Kak gOMNoJHUTENbHbIE CPeACTBa NepeMELLEHNS AaHHbIX,
MOXHO YCTaHOBUTb UX Ha OpYyrux cepeepax. [1ns nogoepKu pasmeTKy Teramm Bce 3TU cpeacTsa
nepeMeLLeHNs OaHHbIX HAO0 TaKXe CKOH(UIYpPMpOoBaTh C UCNOIb30BaHMEM OMNLUK
VMTAGDATAMOVER=yes. 3TV ONONHUTENbHbIE CPpeACTBa NepeMelLeHNs AaHHbIX He TpebytoT
Ipachnueckunin nHTepderic Data Protection for VMware vSphere ycTaHOBKM Ha TOM e CaMOM
cepBepe; OHM BCe paBHO byayT paboTaTb NpaBMIbHO KaK CPeACcTBa NepeMeLLeHNs AaHHbIX Ha
OCHOBE TEros.

Ons dyHKUMI nepeMeLLeHns faHHbix Linux ybeamutech, UTo Bbl 33411 KaTanor yCTaHOBKM OYHKLUK
nepeMeLLeHNst BaHHbIX M COBMECTHO Mcnonb3yemyto bubnmnoteky JavaTM, 1ibjvm.so, B
nepemeHHol cpenbl LD_LIBRARY_PATH. MyTb 1ibjvm. so ncnonb3yetcs oas noonepxKu Teros,
Korza Bbl BK/ItoUaeTe onumto vmtagdatamover gnsa dyHKUMM NepeMeLleHmns gaHHbiX. HaunHasa ¢
8.1.8,B /etc/profile.d pobaBneH HoBbIN cueHapuit (spve. sh). Mpu aTom ByaeT npaBUbHO
3apaH nyTtb LD_LIBRARY onsa cnemyrowmx npuknagHbix nporpamMm: dsmc, dsmcad n dsmj. 310
oTHocuTcA M K 1ibjvm. so. Ecnu Bbl nonyyaeTe owmnbkn, cBasaHHble ¢ LD_LIBRARY_PATH,
cnenyvte MHCTPYKLMSAM U3 PYKOBOACTBA:!

1. Ana IBM Java:
export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin:$JAVA_HOME/jre/bin/classic
[Ona Oracle Java:
export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin:$IJAVA_HOME/jre/lib/amd64/server

2. YTobbl CKOHhUTrypmnpoBaTb cnyx6by akLenTopa KnveHTa 1 cnyx6y nnaHnMpoBLLInKa NepeMelleHns
JaHHbIX, TaK 4YTobbl OHM paboTanyu Kak cepBep pe3epBHOro KonupoBaHusa vStorage, 3aganTe B
tdavine /etc/init.d/dsmcad cnenytoliyto nepemMeHHyo cpenbl:

export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin

Mpum.: B onepaumoHHbIx cuctemax Linux Ipaduuecknin nHtepderic Data Protection for VMware
vSphere nonxeH 6bITb YCTAHOBNEH C UCMONb30BaHWEM MMEHW MOMb30BaTeNs N0 YMOUYAHUIO
(tdpvmware).

Ha knneHTax UNIX 1 Linux cyuwectBytowmne naponu B channax TSM. PWD nepeHocsaTCS B HOBbIM CKNag,
naponen B TOM Xe NonoxeHuu. [1ns nonb3oBaTenen root NONOXeHWe cKkNaga naponen no
yMonuaHuto - /etc/adsm. ns nonb3oBaTtenen, He ABASIOWMXCA NOSb30BaTeNS MU root,
pacnosnoXxeHune cknaga naposnen 3afaHo C NoOMOLLbLo onuun passworddir.

MNMocne nepeHoca ¢amn TSM. PWD yoanaeTcs.

MpwumM.: bonee nogpobHyto nHopmaLno 06 CNoNb30BaHUKU MOMHOMOYNN, HeobXxoanMbIX AN paboTbl C
Teramu, CMOTpuTe B pasgene YcTaHoBKa KOMNoHeHToB Data Protection for VMware

06 3ToM 3apaue

MO>XHO MCMNO/Ib30BaTb TEMM 3aWMTbl AaHHbIX, YTOBblI CKOH(MIYypMpPOBaTb NONNTUKY PE3EPBHOIO
KOMMPOBaHUS BUPTYasibHbIX MalLMH B 06beKTax nepedHs VMware. 3T Teru 3awmTbl faHHbIX
npefcTaBneHbl Kak napameTpbl, KOTOPbIe MOXXHO U3MeHUTb B koMnoHeHTe IBM Spectrum Protect
vSphere Client - MNogknto4yaeMblii MOgyb.

Mpouepypa

Mcnonb3yinTe oguH 13 cnenytoLLmMx METOA0B:
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Oonuusa

OnucaHue

CKoHchurypupyiite ysen
nepeMeLLeHUa AaHHbIX NpKU
noMouu rpacuueckoro
NnoJsib30BaTesNIbCKOro
uHTepdpeiica nopKI0UAEMOro
mopyns vSphere

1. B nogkntovaemoM Moayne vSphere Bbibepute IBM Spectrum
Protect.

2. Ha Bknagke KoHdcurypupoBatb Bbibepute CpeacTea
nepeMeLLeHUs OaHHbIX.

3. B naHenun [,06aBUTb cpeacTBa NnepeMeL,eHus faHHbIX
BblbepuTe B BbIMNaatoLLEM MEHIO LLEHTP AaHHbIX.

4. MpMUTE 3HAYEHMS MO YMONYAHMIO NN N3MEHUTE 3HAUYEHUS
ons napameTpos UMs cpepcTBa NnepeMeLLeHUs AaHHbIX,
NUms xocTa cpepcTBa NnepeMeLL,eHUs JAaHHDbIX,
MonbsoBatenb vCenter 1 NMNaponb vCenter.

5. LLlenkHuTe no J,06aBUTb, KOrAa 3aKoHYMUTE paboTy C
napameTpamu.

LononHuTenbHbIe CBEAEHNS CMOTPUTE B pa3aene Hactporika
Y3/10B NepeMELLEHNS OaHHbIX C MOMOLLbI rpadmyecKoro
NosIb30BaTENIbCKOr0 MHTEpP(enca NoOAKIYaEMOro Moayns
vSphere B pykoBoOCTBE N0 yCTaHOBKe [pacurueckuii nHTepdenc
Data Protection for VMware vSphere.

CKoOHthpurypupoBatb HoBoe
CpeAncTBO NepeMeLeHus
DAHHbIX ANs No[ePXKKU TEroB
B Windows unu Linux ¢
MUCNosIb30BaHMEM KOMMNOHEHTa
Ipacdmueckunii uutepdeiic Data
Protection for VMware vSphere

1. B cucteMme, roe yCTaHoBMEeH KOMMOHEHT padmyueckuia
nHTepgenc Data Protection for VMware vSphere, 3anyctute
rpadgmueckunin nHTepdenc, oTkpbie Beb-6pay3sep 1 BBeas
appec Beb-cepBepa rpadmyeckoro nHTepgenca. Hanpumep:

https://<adpec eeb-cepsepa
epaguyeckoao uHmepgelica>:
9081 /TsmVMwareUI/

2. BoviguTe B cucteMmy c ID nonb3oBaTens 1 naponem vCenter.

3. Mepengute Ha Bknaaky KoHndwmrypauua v Boibepute
nencrtene UsmeHuTb KoHurypaumro IBM Spectrum
Protect.

4, MNepeianTe Ha CTpaHuLy Y3nbl nepeMeLL,eHUs AaHHbIX B
3aMMCHON KHMXKe KOH(UrypaLumm.

5. [ob6aBbTe y3en nepeMelieHnsa JaHHbIX, BbIMOMHUB
cnepyoLlme waru:

a. [1nqa y3na nepeMeLleHns AaHHbIX, A9 KOTOPOro Bbl XOTUTE
3a0aTb NOAOEePXKY Teros, Bbibepute Co3aaTb Cny»X6bl.
Mo yMonuaHuio, YTobbl BKITHOUNTL Ha y3Ne NnepemMeLleHns
OaHHbIX NOAAEPXKY TEros, BbibpaHa onuma Y3en Ha
OCHOBeE Teros.

b. YTo6bl 0603HAUNTL Y3€n Ha OCHOBE Tera Kak y3en
nepeMelLLeHNs OaHHbIX N0 YMoYaHuto, Bbibepute
CpepncTBo NepeMeLLeHUs AaHHbIX N0 YMOMYAHUIK. Y3en
nepemeLLeHNs LaHHbIX MO YMOYaHMIO Co3haeT
pesepBHble konun Bcex VM, obaBneHHbIX B toboi
KOHTEMHEpP B LLEHTPE AaHHbIX, EC/TM KOHTENHEP yXKe
HaxoOAaTCA B 3aliMlLaeMoM Habope. DyHKLMA
nepeMeLLeHNs AaHHbIX MO YMOYAHMIO TaKXe co3paeT
pesepBHble konun Bcex VM B 3aluuLLaeMoM Habope,
KOTOpPbIM He Ha3HauveH Ter Data Mover.
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Oonuusa

OnucaHue

CoBeT: B cuctemax Linux, ecnu Bbl BbibepeTe HOBbIN y3en
nepeMeLLeHnsa faHHbIX KaK y3es C NoaaepyKKon Teros no
YMONYaHUo, TOraa yaanuTe CTPOKY
vmtagdefaultdatamover us Bcex gpyrux hannos
onuuin NnepeMelLLeHNs OaHHbIX, CBA3aHHbIX C 3TUM LLeHTPOM
OaHHbIX.

c. LLlenkHuTe no OK, uTobbl COXPaHUTb U3SMEHEHUS.
Onuuun vmtagdatamover n vmtagdefaultdatamover

(ecnv oHK 3agaHbl) 4ob6aBnAOTCS B (hai ONuuin cpeacTea
nepeMelleHns gaHHblx (dsm.opt).

Kak ckoHdmrypuposatb
cyuwjecTByrowjuii ysen
nepeMeLLeHns JaHHbIX
Windows pnsa nopaepixku
TEeroB, KOraa y3ses HaxoguTcs
Ha TOM e cepBepe, UTo U
Fpacuueckuit uHTepdpeiic Data
Protection for VMware vSphere

. BoinonHuTe waru 1-3 B NnpeablayLmMx MHCTPYKLMAX, UTOObI

. Ha cTpaHuue Y3nbl nepeMeLleHns gaHHbIX BbibepuTe Yen

. Heob6asatenbHo: YT106bl 0603HAYNTL Y3€/1 HA OCHOBE Tera

CKOHMIypMpoBaTh HOBbIV y3en NepeMelLeHNs JaHHbIX 41
noaOepyKu Teroe.

Ha OCHOBe TeroB a4 y3na, oJia KOToporo Bbl XOTUTE
BKTHOUYNTb NOAOEPXKKY TEros.

KaK y3en nepemeleHna gaHHbIX Mo yMOJ14aHuio, Bbl6epl/ITe
Cpe.U.CTBO nepemew,eHnsa gaHHbiX No yMOJIYaHULO.

Kak ckoHturypupoBartb
cywectByroujuii yzen
nepeMelleHUs gaHHbIX Linux
BJS NOA[EPXKKU TETOB Un
cylLecTByOWMiA y3en
nepeMelL,eHns aHHbIX
Windows, KoTopblit HaxoauTca
He Ha TOM >Ke cepBepe, rge
HaxopuTca Mpaduueckmii
uHTepdeiic Data Protection for
VMware vSphere

1. NobaBbTe onuumto vmtagdatamover yes B hann onumi

. Heob6asartenbHo: Y1066l 0603HAUYNTD y3€e/ Ha OCHOBE Tera

cpencTsBa nepemMelleHns faHHbIx (dsm.sys B cnyyae Linux u
dsm.opt B cnyuae Windows).

KaK y3en nepeMelleHns AaHHbIX No yMonyaHuio, nobasbTe
onuuio vmtagdefaultdatamover yes unn
vmtagdefaultdatamover ums_dm B hann onumii cpegcTea
nepeMelleHns OaHHbIX.

CogerT: B cuctemax Linux, ecnu Bbl BbibepeTe HOBbIN y3en
nepeMelleHns OaHHbIX KaK y3es1 C NoAAepKKOM Teros no

YMONYaHWo, TOraa yaanuTe CTPOKY
vmtagdefaultdatamover ns Bcex gpyrux channos onumm
nepeMeLLeHns aHHbIX, CBA3AHHbIX C 3TUM LLEHTPOM AaHHbIX.

Pe3synbTarthbl

Mocne Toro, Kak Ass y3na nepemMeLLeHns JaHHbIX byaeT BKIYeHa NoAAepKKa Teros, CPeAcTBo
nepemMeLleHns AaHHbIX 3anpocuT B nepedHe VMware nHopMaLmio 0 Terax, Korga 3anyctuT pesepsHoe
KoMMpoBaHue. 3aTeM CPeAcTBO NepeMeLLeHNs JaHHbIX CO3LACT PE3ePBHYHO KOMWIO BUPTYasIbHbIX MaLLVH
B COOTBETCTBMM C 3a4aHHbIMW Teramu 3aluTbl AaHHbIX. ECnv y3en nepemMeLleHunst JaHHbIX He
CKOHDMIypMpPOBaH 415 NOALEPXKKM TEroB, BCE TEMM 3aLUMTbI AaHHbIX OyayT MTHOPUPOBATLCS BO BPEMS
onepauumn pesepBHOro KOMMPOBaHMSI.

MHdopmaumsa, cBa3aHHaA ¢ JaHHOM

Vmtagdatamover

Vmtagdefaultdatamover

KoHunrypmpoBaHme NONTUKN Pe3ePBHOIo KONMPOBaHMUA
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KoHdurypupoBaHue cpepbl gis onepawuii NOJIHOro MrHOBEHHOTO
BOCCTAHOBJIEHUSI BUPTYaJ/IbHOW MALUUHbI

HacTtpowTe BblaeneHHyto ceTb iSCSI gnsa onepaumin NOHOrO MrHOBEHHOIO BOCCTAHOBIIEHUS
BMPTYaJIbHOM MaLUMHbl U MTHOBEHHOMO AOCTYyNa.

Mpe>xpe yeM HauvaTb

Mcnonb3yinTe cOOTBETCTBYOLWYO AoKyMeHTauuto no VMware (ESXi nnu vSphere), 4tobbl onpeaennTsb,
KaKune MMEHHO Laru Hy>HO BbINOJIHUTb, YTOBbl CKOH(MIypMpoBaTh BUPTYyasbHbI KOMMyTaTOp ISCSI 1
CeTUW BUPTYasbHbIX MallMH. XOTS 306eCb U NPeAcTaB/ieHbl 0bLIne peKoMeH4aLMN, KOHKPETHas
LOKYMeHTaLma 1 06bssCHEHUS TOro, Kak 8,06aBUTb BUPTYasibHblE CETU U BUPTYasibHblE€ KOMMYTATOPbI,
BbIXOOMT 3a Npenenbl LOKYMEHTaL MM No NPoayKTy. Ha MOMEHT HanvcaHma gaHHom nybnukaumm
LokyMeHTauma no VMware vSphere ESXi n vCenter 5.5 6bina gocTynHa B gokyMeHTaummn no VMware ESXi
nvCenter Server 5. B pasgene “Cetn” copepxutcs nHgopmMaumsa o obaBneHnn n KOHGOUrypmpoBaHum
BUPTYaslbHbIX KOMMYTaTOPOB U BUPTYasNibHbIX CETEN.

Ba)kHoe 3aMeuyaHue: 3T napameTpbl KOHPUrypaLmm noMoratT HacTpouTb cpeay VMware ang
BbINOMHEHNA 3hPEKTUBHbIX OnepaLmii NoTHOro MFHOBEHHOMO BOCCTaHOBEHUS BUPTYasibHOW MaLlUHbI 1
MIFHOBEHHOro JocTtyna. OgHaKo, NOCKOMbKY 3TV NapaMeTpbl OTHOCATCA K 3a4a4aM no
KOHUrypupoBaHuio VMware 1 nonb3oBaTenbCKux nHTepteincos VMware, Bbl 0,0/ Hbl 06paTUTbCa K
COOTBETCTBYIOLLEN AOKYMeHTaLmmM no VMware, 4tobbl NONy4nTh NOAPOOHbIE, NOLWAroBbie MHCTPYKL MK,

06 3Toii 3apaue

31a npoueaypa TpebyeT, uTobbl Ha KaxaoM xocTe ESXi, ncnonbayowemcs ana onepaumnin MrHOBEHHOro
BOCCTaHOBNeHus, 6bin agantep iSCSI. YTobbl HAaCTpOUTL aganTep, UCMOSb3YNTe COOTBETCTBYOLLYHO
LOKyMeHTaumto no VMware. Ha MOMEHT HanucaHusa gaHHom nybnunkaumm Ha gjaHHoM pecypce VMware
vSphere 6binn LOCTYNHBI Cnegytowme npoueanypbl.

« YT06blI HACTPOUTL NPOrpamMMHbIn aganTep iSCSI, BbINOMHUTE UHCTPYKLUMK NPOLEnypb!
VMware “CkoHcurypupoBaTb NporpaMmmHble agantepbl iSCSI”.

« Y106bI HACTPOMTL annapaTtHbIn aganTep iSCSI, BbINONHUTE UHCTPYKLMK NpoLenypbl
VMware “HacTpoiika He3aBMCMMbIX annapaTHbix agantepos iSCSI”.

1. KoHdmrypupoBaHue nporpammbl iSCSI Ha xocte ESXi

Mpouepypa
3Ta 3apada No3BoNseT HaCTPoUTb NporpamMmy iSCSI gns 6a3oBor KOHUTrypaumm.

1. BonamTe Ha xocT ESXi, KOTopbIN cnefyeT UCNOMb30BaTh A5 onepaLuii MrHOBEHHOIO
BOCCTAHOBJIEHUS.

2. Cnepynte MHCTPYKLUMSM B 3ToM cTaTbe 6a3bl 3HaHMM VMware, noka He byaeT BktoueH agantep iSCSI:

http://kb.vmware.com/kb/1008083
IBM Spectrum Protect aBToMaTnyeckn obHapyxuneaeT cepBep HazHayeHus iSCSI.

3. Ybeputech, uto IP-agpec agantepa iSCSI (Ha xocTe ESXi) - 3To Takon e agpec noaceTun, Kakom
MCNONb3yeTcs CPeACTBOM NepeMeLLeHNs AaHHbIX.

4. Y6epnTtechb, 4To Ha xocTe ESXi BknoueHa nuueHsuns Storage vMotion.

JanbHeunwue gencrema
Mocne HacTpoiKu nporpaMmbl iISCSI Ha xocTe ESXi ycTaHOBUTE U CKOHPUIYPUPYITE MPUNOMKEHUS B
cucTeMe nepemelleHna JaHHbIX.
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2. YcTaHOBKa U KOHthurypupoBaHue NpUoXKeHui B CpeacTee nepeMeLLeHna SaHHbIX

Mpexxpe yeM HavaTb
Ecnu areHT BOCCTaHOBNEHMS U CPEACTBO NepeMeLleHmna gaHHbix IBM Spectrum Protect yxe
YCTaHOBJIEHbI U CKOH(PUIYPUPOBaAHbI B CUCTEME NepeMeLleHnsa AaHHbIX, HAYHWUTe C wara 3.

Mpouepypa
JT1a 3ajayvya HaCTpanBaeT CUCTEMY NepeMeLLEeHNA AaHHbIX C NCMNOJIb3OBaHNEM I'IpVIJ'IO)KGHVIVI n
napameTpoB Ond onepau,mﬁl MIHOBEHHOI0 BOCCTaHOBEHWA.

1. YcTaHOBUTE areHT BOCCTAHOBJ/IEHNA U CPEeACTBO NepemMelleHna paHHbix IBM Spectrum Protect B
cucTemMe nepemeLLeHnsa JaHHbIX.

B ware 4 npouenypbl YcTaHoBKa Data Protection for VMware BbibepuTe TMN yCTaHOBKM YCTAHOBUTDb
NOJIHYI0 (PYHKLUIO NepeMeLLeHUs OaHHbIX AJ1S 3aLWUTbl NPUIIOXKEHUH-TOCTEN.

2. CKOHUrypupymnTe hyHKLMIO NepeMeLleHns JaHHbIX.

CnepnyvitTe UHCTPYKLMAM B pasgene "KoHdurypnupoBaHue cpeacTsa nepeMelleHns gaHHbIx" B
OOKYMEHTaUMN MO KINEHTY.

3. 3apanTte IP-agpec cepBepa iSCSI:

a) OtkponTe thann C:\Program Files\Tivoli\TSM\baclient\dsm.opt n 3apaite cneaytowmi
napameTp:

VMISCSIServeraddress<IP-agpec cepBepa iSCSI ceTeBOW KapTbl B CUCTEME
nepeMeleHnsa LaHHbIX, B KOTOPOM HaxoaATca 06bekTbl HasHauveHus iSCSI.>

Ecnu B cucteMe nepemMelleHns AaHHbIX HECKOJIbKO CeTeBbIX KapT, TO ybeauTech, UTo Bbl yKasanm
HY>KHYHO CeTeBYto KapTy ans cetun iSCSI.

JanbHeuwue gencrema
Mocne HaCTPOMKM CUCTEMbI NEPEMELLLEHUS JaHHbIX YCTAHOBUTE COeANHEHNE Mexay MHTepthencom
KOMaHAHOW CTPOKW areHTa BOCCTAHOBNEHWSA U rpathmuyecknM NHTePdENCoM areHTa BOCCTaHOBIEHNS.

3. HacTpoiika coeguHeHUt areHTa BOCCTaHOBJIeHUS

Mpexxpe ueM HavaTb

NHTepdelic koMaHaHoW cTpoku (command-line interface, CLI) areHTa BoccTaHoBEHMS V7.1.X MOXKHO
paccMmaTpmBaTb Kak API KOMaHOHOW CTPOKKM aNns rpacdmnyeckoro MHTepdenca areHTa BOCCTaHOB/IEHMS.
NHTepthelc KOMaHAHOM CTPOKM areHTa BOCCTAaHOBIEHMS MOXHO MCMOMb30BaTb 419 B3aUMOLENCTBUS C
rpacmyeckM nHTeptenCcoM areHTa BOCCTaHOBIEHUS.

Mpouenypa

3Ta 3apava yCTaHaBNMBAET COeANHEHME MeXay NHTepdencoM KOMaHOHOW CTPOKM areHTa
BOCCTAHOB/EHMSA 1 rpaddMuecknuM MHTEPdECOM areHTa BOCCTAHOBIEHNS.

1. 3ar|ycw|Te HTequeMc KOMaHﬂ,HOIZ CTPOKW areHTa BOCCTaHOBJIEHNA B CUCTEME NepeMeLlleHNd OaHHbIX.

B meHto Myck B Windows BbibepuTe Mporpammbl > IBM Spectrum Protect > IBM Spectrum Protect
for Virtual Environments > AreHT BocctaHoBneHusi IBM Spectrum Protect.

2. B OKHe KOMaHOHOW CTPOKM BBEOUTE CeAyoLLy0 KOMaHay:

RecoveryAgentShell.exe -c set_connection mount_computer <IP-appec
CeTeBOM KapTbl B CUCTEMe MepeMeleHns LaHHbIX, B KOTOPOW HaxopaTcs obbeKkTbl Has3HaveHus iSCSI.>

dTa KOMaHaa YCTaHaBJIMBAET COeANHEHNE MeX Oy l/IHTepd)eVICOM KOMaHAHOWN CTPOKW areHta
BOCCTAHOBNIEHNA N I'paCbl/I‘-IECKVIM MHTequEVICOM areHTa BOCCTaHOBJIEHUA.

JanbHelwune peiicTBua
Mocne ycTaHOBMEHMA COEANHEHNS CKOHUTYPUPYNTE BblaeneHHyto ceTb iSCSI.
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4. KoHchurypupoBaHue BbigeneHHou cetn iSCSI pnsa xocta ESXi u cpepcTtBa
nepeMeLLeHns JaHHbIX

Mpexxpe yuem HauaTb
Mpexae YeM NpUCTyNaTh K 3TOM 3afa4e, 03HAKOMbTECh C 3STUMU PEKOMaHAALMAMMU:
« Wicnonbsynte ana onepauuin MrHOBEHHOrO BOCCTaHOBEHMS BblaaneHHyto ceTb iISCSI.

Y kaxporo xocta ESXi, KoTopbIn ncnonbayeTcs ons onepawmin MFIHOBEHHOMO BOCCTAHOBIEHMS, JOMKHA
6bITb BTOpas hmsmnueckasn ceTeBas kapta. BTopas ceTeBas kapTa NpMBA3bIBAETCA K MPOrpaMMHOMY
apanTepy iSCSI cooTBeTCTBYHOLLErO X0ocTa ESXI.

« Y cMCTEMBI NepeMeLLLeHMs faHHbIX, paboTatoLlel Ha BUPTyasbHOM MallmHe, AomKHa BbITh BTOpas
ceTeBad KapTta. Bropas ceTeBas kapTa npuBa3biBaeTCS K NporpaMMHomMy agantepy iSCSI xocta ESXi.

« Y kaxporo xocta ESXi, KoTopbI# ncnonb3yeTca Ans onepaumnin MrHOBEHHOrO BOCCTAHOBIIEHMS, LOJIKEH
6bITb BTOPOW CKNag faHHbix VMware. 3TOT BpEMEHHbIN CKNag, AaHHbIX COOEPXKUT MH(OpMaL Mo O
KOHMUrypaunmn 1 AaHHble BUPTyasibHOM MallWHbI, CO30AHHON BO BpEMS onepaLmu.

Mpouepypa
3Ta 3apada No3BoNSieT HACTPOUTL BblAeneHHyto ceTb iISCSI gna xocta ESXi n ana cpepcrea
nepemMeLlLeHmns AaHHbIX, paboTaroLLero Ha BUPTyalbHOM MallnHe.

1. BonamTe Ha xocT ESXi, KOTopbIN cnefyeT UCNOIb30BaTh A5 onepaLuii MrHOBEHHOI0
BOCCTAHOBJIEHUSI.

2. HacTponTe BupTyanbHbIi KOMMyTaTop Ansa cetun iSCSI.
3Tu Wwarun ucnonb3ytoT vSwitchl ona BUPTyanbHOro KOMMyTaTopa.
a) BoibepuTe CeTeBoit agantep VMkernel ona Tun coepuHeHus.
CeTn iSCSI TpebyeTcs TUN COeANHEHUS.
b) BbibepuTe Co3paTb CTaHAAPTHbIN KoMMyTaTop vSphere ons loctyn K cetu VMkernel.
c) Bbibepute MeTka cetu ansa onuum MapameTpbl coeguHenus VMkernel.

3afanTe MeTKy, yKasblBatoLLYI Ha 3TOT KOMMyTaTop vSwitchl; 3Ta ceTb NpegHasHayeHa osis
Bawero Tpaguka iSCSI.

Hanpumep: VMkernel iSCSI.
d) YkaxwuTe IP-agpec n macky nogcetun gns vSwitchl B Hactpoiiku IP-coepuHeHus VMkernel.
He nameHsaiTe 3HayeHns Macka nopceTu vnv linw3 3HaueHus no ymonuanuw VMkernel.
e) 3aganTe nopT aAapa ansa pabotsbl ceTn iISCSI.
3. HacTpoiTe BUpTyabHbIN KOMMYTATOP A8 CETUM BUPTYasIbHON MaLUMHBI.
3TW Wwarm ncnonb3yroT vSwitchO ang BUPTyaslbHOroO KOMMyTaTopa.
a) BoibepuTe BupTyanbHasa MalwmnHa o14 Tun coepguHeHus.
b) BbibepuTe Co3paTb cTaHOapPTHbI KoMMyTaTop vSphere ona loctyn K cetu VMkernel.
c¢) MepenguTe Ha BKNagKy CBoMCTBa rpynnbl NOPTOB 1 BbibepuTe MeTKa ceTum.
3aganTe Ty e caMyto MeTKY, KOTOPYIO Bbl 3adasIn A1 CETU BUPTYanbHOM MallMHbI vSwitchl.
Hanpumep: VMkernel iSCSI.
4. MpueaxK1Te 3aHOBO CO34aHHbIN aganTep iISCSI k ceteBomy apantepy VMkernel.

BbinonHuTe MHCTPyKLUMK npouenypbl VMware “MpuBsiska aganTtepoB iSCSI k agantepam VMkernel”.
Ha MOMeHT HanucaHusa gaHHon nybnvkaumm ata npouenypa 6bina 4oCTynHa B AOKYMEHTALUN NO
VMware ESXi n vCenter Server 5.

CoseT: Ecnu npu ckaHnpoBaHum ycTpoicTB iSCSI nponsonaeT TaM-ayT, COKPATUTE YMCIO YCTPONCTB
iSCSI, coeanHaowmxcsa ¢ XocToM ESXi. 3aTeM cHoBa NpocKaHupynTe ycTpoictsa iSCSI.

5. YbenuTech, 4TO CBOMCTBA NpMBA3KK aganTepa iSCSI - npaBunbHbIE.
a) BoibepuTe AnnapaTtHoe obecneueHue > AganTepbl XpaHeHUa Ha KnveHTe VMware vSphere.
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b) LLlenkHUTe NpaBoii KHOMKOM MbllLK No aganTtepy iSCSI v BbibepuTe CBOMCTBA MHMLMaTOpaA iSCSI.
YbenmnTech, UYTO CYLLECTBYIOT CrieaytoLLMe CBONCTBA NPUBSA3KMU:

Tabnuua 10. Mapametpsi ceTu iSCSI
CeTb BMpTYyasibHbIX MAaLUWH CeTb iSCSI

CTaHpapTHbIE KoMMyTaTop: vSwitch0 CTaHpapTHbIE KoMMmyTaTop: vSwitchl

Fpynna nopTtoB BUpTyanbHbiXx MawwuH: Cetb |MopT VMkexrnel: VMkernel iSCSI

M CoserT: VMkernel iSCSI npvBa3biBaeTCs K
apantepy VMkernel:vmkl, KoTopbii
Haxo4WUTCS Ha PU3UUECKOM CeTeBOM
apanTtepe: vmnicl.

Ousnueckui apgantep: vmnicO CeteBoii apantep VMkernel:vmkl
Ousnueckuii ceteBol apantep: vmnicl
ApanTtep BupTyanbHoi ceT IP-agpec:
192.168.42.x (nopceTb gns cetn iSCSI)

Pe3ynbTarthbl

BbioeneHHas ceTb iISCSI rotoBa K onepaumsiM NOIHOFO MTHOBEHHOI0 BOCCTaHOBJIEHNA VM 1
MIrHOBEHHOI 0 AocCTyna.

KoHdurypupoBaHue napameTpoB 3awutbl gnqa Data Protection for VMware

CpepcTtBy nepeMeleHns gaHHbix Data Protection for VMware, nntepdency koMaHgHon ctpoku vmcli n
KoMroHeHTaM padmuecknin nHtepdenc Data Protection for VMware vSphere Heobxognma
KOHhUrypaLuus, No3Bonsowas BKAOUYNTb 3almuieHHoe coegmHeHmne ¢ Cepaep IBM Spectrum Protect.

KoHcpurypupoBaHue napaMeTpoB 3aluTbl ANs coeguHeHUN (PyHKLUUU nepeMeLl,eHnsa
AaHHbIX u y3noB VMCLI c Cepeep IBM Spectrum Protect

EcTb pag onumin KOHUrypauum, OTHOCALMXCS K NapameTpaM 3awnTel Data Protection for VMware gns
hyHKLUNM NnepemelleHns gaHHbiX 1 y3nos VMCLI npu coeanHeHumn ¢ Cepsep IBM Spectrum Protect
V7.1.8 ntnn V8.1.2 nnbo HoBee. Korga Bbl NpUHMMAETe 3HAaUYEHUS M0 YMOMAHMIO A1 3TUX ONUMIA B
NpPO3payvHOM pexmnme, 3T KOMMNOHEHTbl KOH(UIYPUPYIOTCSA ANS YCOBEPLIEHCTBOBAHHOM 3alUMUTbI, U 3TO
pekomeHayeTcs ana 60ablWNHCTBA CNyYaeB MCMNOJIb30BaHMS.

KoHcurypupoBaHue ¢ ucnosib30BaHUEM NapaMeTPOB 3aLLUTbI N0 YMo4aHUI0 (6bICTPbINA NYyTb)
BbICTpbIN NyTb NOAPO6HO aHANM3MPYET ONUMIK KOHUIYpaLLMK, BAMSIOWME HA 3aLLUTY COEANHEHMS
yHKLUNM NnepeMelleHns AaHHbIx 1 y3na VMCLI ¢ cepBepoM 1 Ha NoBeAeHME PasfIMYHbIX Cly4Yaes
MCMNOJIb30BaHMS, KOrAa NPUHNUMAIOTCS 3HAYEHNS MO yMon4yaHuio. CueHapuin 6bICTPOro Nyt CBOAMUT K
MWHVMMYMY YKCIIO LWAroB B NpoLecce KOHUrypaLumm B KOHEYHbIX TOUKaXx.

JTOT cueHapuin aBTOMaTMYECKM NoMyvaeT CepTUdUKaTbl U3 cepBepa, KOraa y3en Bnepsble
yCTaHaBMBaeT CoeguHeHne, ncxona s Toro, 4to ong napametpa SESSIONSECURITY Cepsep IBM
Spectrum Protect 3agaHo 3HaveHne TRANSITIONAL, koTopoe 9BAS9eTCA 3HAaUYEeHMEM MO YMOYAHUIO MpU
nepBoOM coefMHeHnn. ITOMY CLLeHapUI0 MOXHO CnenoBaTb Npu nepeom obHoeneHun Cepeep IBM
Spectrum Protect go V7.1.8 n 6onee HoBbix ypoBHel V7 nnu o V8.1.2 n 6onee HoBbIX ypoBHel V8, a
3aTem npu obHoBneHun Data Protection for VMware 0o aTux ypoBHel nnm HaoboporT.

BHuMaHue: 3TOT cLeHapuin HeNb3a UCMOMb30BaTh, ecnu cepsep IBM Spectrum Protect
CKOH(urypupoBaH gns ayteHTudukaunm LDAP. Ecnu ncnonbsyetcsa LDAP, Bbl MOXeTe BPYUHYO
MMMNOPTMPOBaTb HEOBXOAMMbIe CePTUDUKATBI, MCNOoNb3ys yTUAnTy dsmcert. LlononHUTENbHYIO
nHopmaunto cmoTpuTe B pasgene “KoHdurypmpoBaHue 63 aBTOMaTMUYECKOro pacnpeneneHums
ceptudukatoB” Ha cTp. 62.
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Onuuu y3noB nepeMelleHus JaHHbIX, KOTOpble BIUAIOT Ha 3alLUTy ceaHca

MepeuncrneHHble HUXe onuun dsmc 3agatoT napamMeTpbl 3alnThbl And y3na nepemMmelleHna gaHHbIX.
LononHntenbHyo l/IH(DOpMaLI,VII-O 06 3Tux onuunsax CMOTpPpUTE B AOKYMEHTE CnpaBKa no onuunam KianeHTa.

« SSLREQUIRED. 3HaueHue no ymonuaHuto, Default, BkntouaeT cyulecTByroWmMe CoegUHEHNS 3aWMThI
ceaHca c cepBepamu, bonee paHHux Bepcui, yem V7.1.8 unm V8.1.2, 1 aBToMaTU4eCcKn KoHpurypmpyet
CpencTBo NepemelleHns aaHHblx Data Protection for VMware ans sawmuLeHHOro COeAnNHEHMs C
cepBepom V7.1.8 nnn V8.1.2 nnbo HoBee € ncnonb3oBaHnem TLS onsa ayTeHTUdMKaLNN.

« SSLACCEPTCERTFROMSERYV. 3HaueHne no ymonyaHuio, Yes, BKtouaeT aBToMaTUYECKOE NPUHATHNE
camMonognuMcaHHoOro OTKPbITOro cepTuUdurkaTa ¢ cepsepa ang PyHKLUU nepemMeLLeHNsa AaHHbIX U
aBTOMaTUYECKUN KOHDUTYPUPYET PYHKLUIO NepeMeLleHnsa AaHHbIX A8 UCNONIb30BaHUSA 3TOro
cepTutmkaTta, korga yHKUMS nepeMelleHns AaHHbIX coeguHsaeTcs ¢ cepsepom V7.1.8 nnn V8.1.2
nnbo HoBee.

« SSL. 3HaueHune no ymonyaHutio, No, ykasbiBaeT, UTo WM POBaHME HE NCMONb3YETCS NPU Nepepave
OaHHbIX Mexay hyHKLNEN NepeMeLLeHNs faHHbIX 1 cepBepoM bonee paHHel Bepcun, Yyem V7.1.8 nnm
V8.1.2. Korpa cpepncTBo nepeMelleHms AaHHbIX coeauHsaeTcs ¢ cepeepom V7.1.8 nnn V8.1.2 nnbo
HoBee, 3HayYeHue No ymonyaHuto, No, ykasbiBaeT, YTo faHHble 06beKTOB He WwndpyroTcs. Bes
ocTasnbHas MHopMaLLmMs Npu B3aMMOLENCTBMM CPELCTBA NepeMeLLeHNs faHHbIX C CEPBEPOM
WwinpyeTcs. 3HaveHMe No ymon4vaHuio, Yes, ykasblBaeT, 4To TLS ncnonbayeTtca ans wWndpoBaHms BCEN
MHopMaLnK, BKNOYas faHHble 06beKTOB, KOrga CPeAcTBO NepeMelleHns AaHHbIX B3auMogencTeyeT
C CcepBepoM.

« SSLFIPSMODE. 3HauyeHMe no ymonyaHuto, No, ykasbiBaeT, uto bubnmnoteka TLS, cepTuduumpoBaHHas B
cooTBeTCcTBMM C Federal Information Processing Standards (FIPS), He TpebyeTcs.

Kpome Toro, nepeyncnieHHble HXe Onuumn NPUMEHSTCS, TONIbKO eCNW CPeACTBO NepeMeLLeHns JaHHbIX
ncnonb3yeTt coeanHeHme TLS c cepBepoM bonee paHHel Bepcun, yem V7.1.8 unum V8.1.2. Ecnm cpeacTso
nepeMeLLeHns faHHbIX coeguHaeTcs ¢ bonee HOBbIM CEPBEPOM, OHU MTHOPUPYHOTCS.

e SSLDISABLELEGACYTLS. 3HaueHune No ykasbiBaeT, UTo y3en nepemMeLleHns AaHHbIX He UCNonb3yeT
TLS 1.2 pna ceaHcoB SSL. PaspellatoTcs coegmHeHms no npotokonam SSL TLS 1.1 n Huxke. Korga
thyHKUMA NepeMeLLeHns JaHHbIX B3anMogencteyeT ¢ Cepep IBM Spectrum Protect, To ectb, c V7.1.7
nnn V8.1.1 nnn 6onee paHHMM BbINMYCKOM, 3Ha4YeHWeEM No ymonyaHuto bynet HeT.

« LANFREESSL. 3HaueHune no ymon4vaHuto, No, ykasbiBaeT, UTo (hyHKLUSA NepeMeLLeHNa aHHbIX He
ncnonb3dyet TLS npn B3aMMOOENCTBUN C areHTOM XpPaHeHus, ecm CKOHUryprMpoBaHa nepegaya
OaHHbIX 6e3 nokanbHON ceTu.

« REPLSSLPORT. 3agaet agpec nopta TCP/IP, koTopbii noaaepxueaet TLS, koraa cpeactso
nepemelleHns AaHHbIX B3aMMOAEeNCcTBYyeT C CePBEPOM pensinKaunum HasHadeHus.

Onuuu ysnos VMCLI, KoTopble BMAIOT HAa 3alUTY CeaHca

YKasaHHble HMXe napaMeTpbl 3a8at0T napaMeTpsbl 3awmnTbl gnsa ya3na VMCLL. JononHUTenbHyo
nHhopmauuto 0b aTux onumusaix cMoTpUTe B AOKyMeHTe about these options, see MapameTpbl npoduns.

« VE_TSM_SSL. 3HauveHune no ymon4vaHuto, NO, ykasbiBaeT, 4YTO WK poBaHME HE UCNONb3yeTCsa Npu
nepenade OaHHbIX Mexay (hyHKUMEN NepeMeLLeHNs aHHbIX U cepBepoM bonee paHHel BEPCUM, YEM
V7.1.8 unn V8.1.2. 3apanTe onsa aToro napaMeTtpa 3HadeHune YES, ecnuv Bbl XOTUTE MCNOAb30BaTb TLS
Ans wudpoBaHma Bcel MHopmauumn npu coegmHeHumn ¢ cepeepoM bonee paHHen Bepcuu, yem V7.1.8.

« VE_TSM_SSLACCEPTCERTFROMSERV. 3HaueHue no ymonyaHuto, YES, BktouaeT aBTomaTmyeckoe
NPUHATUE CAMONOAMNMCAHHOI0 OTKPbLITOro cepTuduKaTa C cepeepa o1g nHTepdenca n aBToMmaTuyeckm
KOHUrypupyeT uHTepderc ons UCNonb3oBaHMa 3TOro cepTudmkara, Korga hyHKLMsA nepemMeLLeHns
OaHHbIX coeunHsieTca ¢ cepepom V7.1.8 nnm V8.1.2 nnbo HoBee.

« VE_TSM_SSLREQUIRED. 3HaueHue no ymonuyaHuo, DEFAULT, BKAOYAET CyLLECTBYIOLLME COEANHEHMS
3alWMThl ceaHca c cepBepaMu, bonee paHHUX Bepcui, uem V7.1.8 nnun V8.1.2, n aBToMaTUYECKN
KOHUTrypupyeT nHTeptenc onsa 3almweHHoro coeguHeHns c cepsepom V7.1.8 nnm V8.1.2 nubo
HoBee C ucnosb3oBaHmeM TLS ang ayteHTUdMKaLUN.
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Cnyuam ucnosib3oBaHus AJis NapaMeTpPoB 3aluThbl N0 YMOJIYAHUIO

« CHavana cepBep obHoBnsietcsa go V7.1.8, V8.1.2 nnu Hoeee. 3aTem Data Protection for VMware
obHoBnseTca. cEOTCNDE.OBT y3en nepemelieHuns gaHHbix 1 y3nbl VMCLI He ncnonb3ytoT cBsA3b SSL:

— Onuuu 3alWmMTbl AN8 y3na nepeMelleHmsa gaHHbiX 1 y3108 VMCLI M3MeHATb He HYXHO.

— Korga y3nbl ayTeHTU(ULMPYIOTCS C CepPBEPOM, KOH(MIypauus aBToMaTuyeckm obHoBnseTcs as
ncnonb3oBaHua TLS.

« CHavana cepBep obHoBnsAetcs go V7.1.8, V8.1.2 unu Hoee. 3aTem Data Protection for VMware
obHoBnaeTca. CyuiecTBytollee CpeacTBoO NepeMeleHmnsa gaHHbiX 1 y3nbl VMCLI ucnosnb3yoT cBA3b SSL:

— Onumm 3awWmnTbl 4N8 y3aa nepeMelleHnsa gaHHbIX 1 Y3108 VMCLI M3MeHATb He HY3KHO.
— CB43b SSL ¢ cywecTByOWNUM Ny6ANYHBIM CEPTUHMKATOM CepBepa NPOoAoJIKaeT MCMONb30BaTbCS.

— CBA3b SSL aBTOMATUYECKMN YCOBEPLUEHCTBYETCA TaK, YTOObl MICNOMb30BaTh TOT yPOBeHb TLS,
KoTopbIn TpebyeTcs cepBepy.

« CHauvana Data Protection for VMware obHoBnsetcs no V7.1.8 nnm V8.1.2 unu HoBee. 3aTeM cepBep
obHoBnseTcs nosgHee. cEOTCNDE.OBT y3en nepemelueHns gaHHbix 1 yanel VMCLI He ncnonbaytoTt
cBsA3b SSL:

— Onuun 3aWnTbl gns y3na nepemMeleHna JaHHbIX 1 y3/10B VMCLI nameHaTb He HY>XHO.

— CyLWecTBYOLWMN NPOTOKON ayTEHTUMMKALMN NO-NPEXHEMY MCMNONb3YyEeTCH CEPBEPAMU HA YPOBHSX
poV7.1.8 unn V8.1.2.

— Korga ysnbl ayTeHTU(ULMPYIOTCS C CePBEPOM, KOH(MIypauus aBToMaTuyeckm obHoBnseTcs as
ncnonb3oBaHus TLS, nocne Toro, kak cepeep bynet obHoBneH go V7.1.8, V8.1.2 nnu HoBee.

« CHauvana Data Protection for VMware obHoBnsetcs no V7.1.8 nnm V8.1.2 unu HoBee. 3aTeM cepBep
obHoBnseTcsa nosgHee. CylecTBytoLlee CPeaCcTBO NepeMeLLeHmns fdaHHbix 1 yanbl VMCLI ucnonb3yrot
cBa3b SSL:

— Onuun 3aWnTbl gns y3na nepemMeleHna JaHHbIX 1 y3/10B VMCLI nameHaTb He HY>XHO.

— CBa3b SSL ¢ cywecTByOWMM Ny6ANUYHBIM CEePTUUKATOM CepBEpa NPOLOIKAET NCMOSIb30BaThCH C
cepBepaMu Ha ypoBHsax go V7.1.8 nan v8.1.2.

— CBA3b SSL aBTOMATUYECKMN YCOBEPLUEHCTBYETCA TaK, YTOObl MICNOMNb30BaTh TOT YPoBeHb TLS,
KoTopbIn TpebyeTcs cepBepy, Noce Toro, kak cepsep bynet obHoBneH go V7.1.8, V8.1.2 nnn HoBee.

« CHauvana Data Protection for VMware obHoBnsetcs go V7.1.8 nnn V8.1.2 nnu HoBee. 3aTeM CPeLcTBO
nepeMeLLeHns gaHHblx 1 y3nbl VMCLI coegMHA0TCA ¢ HECKONbKMMU cepBepamn. Cepeepbl
0bHOBNAOTCS B pa3Hoe BpeMs:

— Onuun 3aWnTbl gns y3na nepemMeleHna JaHHbIX 1 y3/10B VMCLI nameHaTb He HY>XHO.

— CpepcTBo NepeMeLLeHns daHHbIX 1 y3ibl VMCLI ncnonib3yoT CyLWEeCTBYIOLLYIO ayTeHTUhMKALMIO 1
MPOTOKO/ 3alMUThI CeaHca ¢ cepBepamu bonee paHHUX Bepcuit, yem Bepcus 7.1.8 nnmn 8.1.2,
aBTOMaTMYeCcKn 0BHOBASIETCA A1 UCNOJIb30BaHUS ayTeHTUduKkaumm TLS npu nepBoHavanbHOM
coeguHeHum ¢ cepeepom Bepcun 7.1.8 nunm 8.1.2 nnbo HoBee. 3alMTol ceaHca ynpasnstoT Ha
KaXKooM cepBepe.

« [pv HOBOW YCTaHOBKE KJ/IMEHTa cepBep oTHOCUTCS K Bepcumn 7.1.8 unm 8.1.2 nubo HoBee:

— CkoHgurypupywTe Data Protection for VMware B cOOTBETCTBUM C HOBOW YCTAHOBKOM.

— 3Ha4yeHus No YMONYaHUIO O oMU 3aLLUTbl aBTOMATUYECKN KOH(UTYPUPYIOT CPEOCTBO
nepeMeLLeHmns gaHHbix 1 y3nol VMCLI gng ayteHTUdmKaumm ceaHcoB, 3aiMpoBaHHbIX C
vucnosnb3oBaHuem TLS.

— 3apaiTe ons napameTpa SSL sHaueHue Yes, ecnu TpebyeTca WndpoBaHUe BCex NepefaBaeMbix
JaHHbIX MEXIy KIMEHTOM U CEPBEPOM.

« [pv HOBOWM YCTaHOBKE KJIMEHTa CEepBepP OTHOCUTCA K Bepcum, bonee panHen, yem V7.1.8 nnu V8.1.2:
— CKOH(UrypupyinTe KNMEeHT B COOTBETCTBUMN C HOBOW YCTAHOBKOW KJIMEHTA.

— [MpuMnTe 3HAUYEHMS NO YMONYaHMIO 019 NapaMeTPOB 3alLNTbl CeaHCa KNMEeHTa, eCiv BaM He
TpebyeTcsa wndpoBaHme SSL oA Bcex nepenay AaHHbIX.
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- MpoTokon ayteHTUdMnkaumm 6e3 nogaepkm SSL ncnonbsyeTcs, noka cepBep He byaeT obHoBNEH
noV7.1.8 unn V8.1.2 nnbo HoBee.

— 3apanTte ons napameTpa SSL 3HauveHune Yes, ecnv TpebyeTcs wWndpoBaHmMe Bcex nepefaBaeMblx
OaHHbIX MeXAY PYHKUMEN NepeMeLLeHNs OaHHbIX U CEPBEPOM, U MEPEnNanTe K KOHOUTyPUPOBaHMIO
NOAOEPXKN SSL BpYUHYHO.

- VIHCTpYKUMYM NO KOHMUIYPUPOBaHUIO CMOTPUTE B pasaene KoHpurypmposaHue CBA3N Mexay
KnveHToM n cepBepoM Tivoli Storage Manager ¢ nomolubto Secure Sockets Layer.

- CBs3b SSL aBTOMaATUYECKM YCOBEPLLEHCTBYETCH TaK, YTobbl ICMNONb30BaTb TOT YPOBEHDb TLS,
KOTOpbIN TpebyeTca cepBepy, Nocne Toro, kak cepep bynet obHoBneH oo V7.1.8, V8.1.2 unun
HoBee.

KoHcurypupoBaHue 6e3 aBToMaTMUeCKOro pacnpepeneHus cepTuhukaTos

JTOT cLeHapwuii NoLPObHO aHaNM3nPyeT ONLMK KOHDUIYpPaLUK, BAMSIOWME HA 3aLMTY COeQMHEHNS
(DYHKLUMM NepeMeLleHns aHHbIX U yanoB VMCLI, ecnu aBToMaTMyeckoe pacnpeneneHne ceptudukaTos
C cepBepa He npuemneMo. Hanpumep, aBToMaTUUYeCcKoe pacnpeneneHmne ceptudunkaToB c cepsepa bynet
HeMpreMeMbIM, eCiv CepBEpP CKOHUIYPUPOBAH A5 UCMONIb30BaHMS ayTeHTUduKaunmn LDAP nnm ecnm
TpebyeTcs, 4Tobbl cepTudmKaThl bbiM NoANUCaHbl LEHTPOM cepTudurkauum (certificate authority, CA).

Onuuu, BAugIOLWME HA 3alUTY CeaHCcoB

Onunn ang NnapameTpoB 3aLMTbl TAKME e, KaK OnncaHo B pasaene “KoHdurypuposaHme C
MCMONb30BaHMEM NAPaMETPOB 3aLLMTbI M0 YMoNYaHui (bbICTPbIN NyTh)” Ha CTP. 59, C TEM UCKIIIOYEHNEM,
YTO HYXHO 3agaTb gns onumm SSLACCEPTCERTFROMSERY 3HaueHme No, uTobbl y3en nepemMelLeHuns
OaHHbIX HE NPUHUMAN aBTOMATUYECKM CaMONOANMCaHHbIN 06LWefoCTYMHbIN CepTUQMKAT C cepBepa,
Korpa ysen BnepBble coeguHseTcs ¢ cepepom V7.1.8 unn V8.1.2 nnbo Hosee.

Cnyuam ucnosib3oBaHuUs NPU KOH(UrypupoBaHUK Y3J10B CPeACTBA NepeMelLeHUs JaHHbIX 6e3
ABTOMATUUYECKOro pacnpepeneHus cepTuhnKkaTos

Ecnu aBTOMaTHyeckoe pacrnpeneneHune cepTUUKaToB ABSETCS HEBO3MOXHbBIM WU HEXeNnaTe lbHbIM,
ncnonbsynte ytunuTy dsmcert gns nmnopta ceptudmkara. lNonyumTe HyxHbl cepTudmkat ot Cepeep
IBM Spectrum Protect nnmn ot CA. CA MOXeT OTHOCUTBCS K TaKoW KoMnaHuu, Kak VeriSign unu Thawte,

WN 3TO [OSKEH BbITb BHYTPEHHUI CePTUMKAT, XPaHSLLMIACS B Ballel KOMNaHUMW.

Ecnu y3nbl nepemMelleHmns AaHHbix n VMCLI HaxogaTcsa Ha TOM e KoMnbtoTepe, TpebyeTcs ToNIbKO 0f4WH
cepTudmKaT. ECv y3nbl HAXOAATCA HA OTAENbHbIX KOMMblOTEpax, To cepTudukat Tpebyetca ans
KaXK[4oro KoMnbtoTepa.

« CHavana cepBep obHoBnsetcsa go V7.1.8 unun V8.1.2. 3atem Data Protection for VMware obHoBnsieTcs.
CylecTBytowme y3nbl CpeAcTBa NepeMeLLEHNS OaHHbIX He UCMOMb3YHT CBA3b SSL:

— 3apanTte gnga onuun SSLACCEPTCERTFROMSERYV 3HaueHue No.

— TMonyunte HyxHbIN cepTudumkart oT Cepaep IBM Spectrum Protect nnm ot CA n ncnonb3ymnTe yTunury
dsmcert ons umnopTa cepTudukaTa. IHCTPYKLMM NO KOHDUIYPUPOBAHUIO CMOTPUTE B pa3pene
KoHpuryprpoBaHue cBA3M Mexay KneHToM n cepepoM Tivoli Storage Manager ¢ nomoubto Secure
Sockets Layer.

« CHavana cepBep obHoBnsAeTcs go V7.1.8 unu V8.1.2. 3atem Data Protection for VMware obHoBnsieTcs.
CyluiecTBytoLLmMe y3/bl CpeacTBa NepeMeLleHmnsa AaHHbIX UCN0/b3yHT CBSA3b SSL:

— Onumn 3alWnTbl g8 y3na nepemMeLleHnsa AaHHbIX UI3MEHATb He HYXHO. ECnu y y3n0B yiKe ecTb
cepTudmkat cepeepa gnsa ceasm SSL, To onuna SSLACCEPTCERTFROMSERYV He npumeHseTcs.

— CBd3b SSL ¢ cywecTByOWMUM NyBANYHBIM CEPTUHMKATOM CepBepa NPOoAoJIKaeT UCTMONb30BaTbCS.

— CBA3b SSL aBTOMATUYECKMN YCOBEPLUEHCTBYETCA TaK, YTOObI MICNONb30BaTh TOT yPOBEHb TLS,
KoTopbIn TpebyeTca cepBepy.

« CHauvana Data Protection for VMware obHoBnsetcs no V7.1.8 nnn V8.1.2. 3atem cepBep 0bHOBNAETCS
nosgHee. CyllecTByOLME Y3/bl CPEACTBA NEPEMELLEHNS OaHHbIX HEe MCNOMb3YOT CBA3b SSL:

— 3apanTte gnga onuun SSLACCEPTCERTFROMSERYV 3HaueHue No.
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CyLLEeCTBYHOLWMIA MPOTOKON ayTEHTUDMKALMM NO-NPEXHEMY UCMNOSb3YyEeTCH CEPBEPAMU HA YPOBHSX
poV7.1.8 unn vV8.1.2.

Mpexpe yeM y3nbl CpeAcTBa NepeMeLLeHNs JaHHbIX coeanHaTca ¢ cepsepom V7.1.8,V8.1.2 unun
HoBee:

- MNonyunte HyxHbIN cepTudukat ot Cepsep IBM Spectrum Protect unu ot CA 1 ucnonssynte
yTunuTy dsmcert ons nmMnopTa cepTudmkarta. MHCTPYKLUM NO KOH(PUTYPUPOBAHMIO CMOTPUTE B
pasnene KoHduryprpoBaHue CBA3M Mexay KaMeHToM u cepeepom Tivoli Storage Manager ¢
nomoubto Secure Sockets Layer.

« CHauvana Data Protection for VMware obHoBnsetcs no V7.1.8 nnn V8.1.2. 3atem cepBep 0bHOBNAETCS
nosgHee. CylecTByrOLME Y3/bl CPEACTBA NEPEMELLEHNS OaHHbIX UCNO/Ib3YI0T CBA3b SSL

Onunu 3aWwmMThl 4N9 y31a NnepeMeLleHns gaHHbIX U3MEHATb He HYyXKHO. Ecnn y y3n10B yxe ecTb
cepTudmkat cepsepa gnsa ceasm SSL, To onuna SSLACCEPTCERTFROMSERV He npumeHseTcs.

CBa3b SSL ¢ cywecTByOWMM Ny6ANUHBIM cCepTUUKATOM CepBepa NPOLOIKAET NCNOSIb30BaTbCH C
cepBepaMun Ha ypoBHsax go V7.1.8 nan v8.1.2.

CBA3b SSL aBTOMATUYECKMN YCOBEPLUEHCTBYETCA TaK, YTOObl MICNONb30BaTh TOT YPOBEHb TLS,
KoTopbIn TpebyeTcs cepBepy, Noce Toro, kak cepsep bynet obHoBneH go V7.1.8, V8.1.2 nnn HoBee.

« CHauyana Data Protection for VMware obHoBnsetcs go V7.1.8 nnn V8.1.2. 3aTeM y3nbl cpeacTea
nepeMeLLeHNS OaHHbIX COeOMHAOTCS C HECKONbKMMK cepBepamMn. Cepepbl 06HOBNAIOTCA B pa3Hoe
Bpems:

3apanTe gonga onunn SSLACCEPTCERTFROMSERYV 3HaueHue No.

CyLLEeCTBYHOLWMIA MPOTOKON ayTEHTUDMKALMM MO-NPEXHEMY MCMNOSIb3YEeTCH CEPBEPAMU HA YPOBHSX
poV7.1.8 unn V8.1.2.

Mpexnpe YeM ysnbl nepeMelLeHns AaHHbIX coeanHaTcs ¢ cepeepom V7.1.8 unn V8.1.2 nnbo Hosee
nnun ecnu TpebyeTca cBa3b SSL Ha ntobom ypoBHe cepBepa:

- Monyunte HyxHbIN cepTudukat ot Cepsep IBM Spectrum Protect unu ot CA 1 ucnonssynte
yTunuTy dsmcert ona nmMnopTa cepTudmkarta. MHCTPYKLUM NO KOH(UTYPUPOBAHMIO CMOTPUTE B
pa3snene KoHduryprpoBaHue CBA3M Mexay KIMeHToM u cepeepom Tivoli Storage Manager ¢
nomoubto Secure Sockets Layer.

Y3nbl NepeEMeLLEHNS OaHHbIX MCNOMb3YHOT CYLLECTBYHOLWYH ayTEHTUDMKALNIO 1 MPOTOKON 3aLUNThI
ceaHca c cepBepamu 6onee paHHMX Bepcuii, YeM Bepcus 7.1.8 nnmn 8.1.2, 1 aBToMaTUUYECKMU
obHoBNsAETCHA ANS UCMONb30BaHMA ayTeHTUdunkaumm TLS npm nepBoHavyanbHOM COeANHEHUN C
cepBepoM Bepcum 7.1.8 nnm 8.1.2 nnbo HoBee. 3alMTON CeaHca yNpPaBSOT Ha KaX40M CepBepe.

« Mpn HoBoOWM ycTaHoBKe Data Protection for VMware cepBep oTHocuTcs K Bepcun 7.1.8 unum 8.1.2 nnbo
HoBee:

CkoHdurypupymnte Data Protection for VMware B COOTBETCTBUM C HOBOW YCTAHOBKOW.
3apganTe gnga onumm SSLACCEPTCERTFROMSERYV 3HaueHue No.

Monyunte HyxHbIN cepTudukat ot Cepeep IBM Spectrum Protect unu ot CA 1 ucnonbaymnte yTunuTy
dsmcert ona nMmnopTa cepTudurkaTta. MHCTPYKLUM NO KOH(MIYPUPOBaHUIO CMOTPUTE B pasgene
KoHthumryprpoBaHue CBA3M Mexay KnMeHToM un cepBepomM Tivoli Storage Manager ¢ nomoLbto Secure
Sockets Layer.

3apaviTe ona napameTpa SSL 3HaueHme Yes, ecnu TpebyeTcs WndpoBaHme BCcex nepegaBaeMbix
JaHHbIX Mexay hyHKUMeN nepeMelLeHns JaHHbIX M CepBepoM.

« Mpu HoBOM ycTaHoBKe Data Protection for VMware cepBep oTHocuTCS K Bepcun, bonee paHHeN, yem
V7.1.8 nnn V8.1.2, ceaHcbl ¢ wndposaHmneM SSL TpebyroTcs:

CkoHdmrypupynte Data Protection for VMware B COOTBETCTBUM C HOBOW YCTaHOBKOW.
3apanTte ona napaMeTtpa SSL 3HaueHue Yes.

MonyumnTe HyXHbI cepTudmkaT oT CepBep IBM Spectrum Protect nnm ot CA n ncnonbsymrte yTunmTy
dsmcert ona nmnopTa ceptudurkaTta. MHCTPYKLUM MO KOH(UIYPUPOBaHUIO CMOTPUTE B pasgene
KoHuryprpoBaHue cB3U Mexay KNneHToM u cepeepoM Tivoli Storage Manager c nomoubio Secure
Sockets Layer.

naea 2. KoHdurypmposaHue Data Protection for VMware 63


https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html
https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html

- MNpu HoBOM ycTaHoBKe Data Protection for VMware cepBep oTHOCKTCS K Bepcun, bonee paHHeN, Yem
V7.1.8 nnn V8.1.2, ceaHcsl ¢ wndpoBaHmneM SSL He TpebytoTcs:

— CkoHdurypumpymnte Data Protection for VMware B COOTBETCTBMM C HOBOM YCTAaHOBKOM.
— 3apavTte gnga onummn SSLACCEPTCERTFROMSERYV 3HaueHue No.
- MpoTokon ayTeHTUdUKaumm 6e3 nogaep:kmn SSL ncnonbsyeTcs, noka cepsep He byneT obHoBNEH
noV7.1.8 unn V8.1.2 nnbo HoBee.
— Mpexpe YeM y3nbl cpeacTBa NnepemMeLleHns gaHHbIX coeanHaTes ¢ cepsepom V7.1.8, V8.1.2 nnu
HOBee:

- MNMonyunte HyXHbIN cepTudukat ot Cepeep IBM Spectrum Protect unu ot CA 1 ucnonbsynte
yTunuty dsmcert ons umnopta ceptugmkarta. IHCTPYKLMM NO KOHDUIYPMPOBaHMWIO CMOTPUTE B
pasgene KoHgurypmupoBaHue CBA3U MeXay KNMeHToM 1 cepBepoM Tivoli Storage Manager ¢
nomolpbto Secure Sockets Layer.

KoHdurypupoBaHue ceasu Mpacgmueckuii uutepdeiic Data Protection for VMware
vSphere c ucnonbosoBaHuem Transport Layer Security

KomnoHeHT Ipadinvecknin nHTepderic Data Protection for VMware vSphere ncnonb3yeT npoTtokon
Transport Layer Security (TLS), uTobbl 06ecrneunTb 3almLLEeHHYI0 CBSI3b C Be6-6paysepamu, cepBepom
VMware vCenter n (HeobsazatensHo) Cepsep IBM Spectrum Protect.

06 3ToM 3apaue

Ona BsanmopencTteunii c Beb-bpaysepamm u c cepsepom VMware VCenter npotokon TLS BktovaeTcs
Bcerga. [Mpwu yctaHoBKe KoMMoHeHTa Data Protection for VMware reHepupyeTcs caMonogncaHHbIN
umgpoBon ceptudukat TLS, KOTOpbI 3aTeEM UCNONb3YeTCs A5 COeLUHEHNS.

TakKe onsa B3aMMoaencTems ¢ Beb-bpaysepamMm MOXHO UCMONb30BaTb CePTUdUKAT, NOANUCAHHbIN
LeHTpoMm cepTutmkaumm (certificate authority, CA). Data Protection for VMware YTo6bl y3HaTb, Kak
ncnosb3oBaTth cepTudmkat ot CA, cMoTpuTe pasaen Mcnonb3oBaHue cepTudmkaTa TPeTben CTOPOHbI
Ons ceaHcoB Beb-6pay3epa.

B cnyuae Bsanmopenicteus ¢ Cepsep IBM Spectrum Protect ncnonbsoBaHue npotokona TLS 3aBucKUT OT
Bepcumn cepaepa.

Ecnu Bbl ucnonb3yeTte cepeep Cepsep IBM Spectrum Protect V8.1.1 unu 6onee paHHui
Mcnonb3oBaHue npoTokona TLS gns B3anMogencTBuin C CeEpBepomMm He aBnseTcs obs3aTenbHbIM. Bbl
MOXKeTe BPY4YHyto BKIHOUNTb Ana padundeckunin nHtepgerc Data Protection for VMware vSphere
BO3MOXHOCTb B3aVMOLENCTBOBATb C CEPBEPOM MpW NomoLLm npoTokona TLS, cosgas unn obHoBUB
CKNap 0OBEPEHHbIX CEPTUDUNKATOB M MUMNOPTUPOBAB CEPTURMKAT, KaK ON1McaHo B
paspene “ObecneveHue 3almLLeHHOro obMeHa nHdopmaumen c ceppepom IBM Spectrum Protect”
Ha cTp. 65

Ecnu Bbl ucnonb3syete cepsep Cepsep IBM Spectrum Protect V7.1.8, V8.1.2 unu HoBee
TpebyeTca npotokon TLS. B 6onbwMHCTBE C/lyYaeB CKNaf OBEPEHHbIX CEPTUHMKATOB CO30aeTCs
aBTOMaTUYeCKM NPU MEPBOM UCMOJSIb30BAHNN HA OCHOBE MapamMeTpOoB 3aLMTbl N0 YMOYAHUIO,
onucaHHbIX B pasgene “KoHguryprmpoBaHme C UCNOJIb30BaHWEM NapaMeTPOB 3aLLUTbI MO YMOMYaHMI0
(bbIcTpbIf NyTb)” Ha cTp. 59. OfHAKO B HEKOTOPbIX CLLEHAPUSIX BAM MOXET NoTpeboBaThCs BPYYHYHO
€03[aTb CKNaf AO0BEPEHHbIX CEPTUNKATOB. .

Ba>kHoe 3aMeuaHue: CueHapuin BbICTPOro Nyt aBTOMaTMYECKN NonyyaeT cepTudurKaThl, Korga
Ipacnuecknin nHtepdenc Data Protection for VMware vSphere BnepBble B3anMOAENCTBYET C
CepBepoM, ncxogsa ns Toro, uto ons napametpa SESSIONSECURITY Cepsep IBM Spectrum Protect
3agaHo 3HavyeHne TRANSITIONAL, koTopoe SBNSeTCa 3Ha4YeHMEM N0 YMOAYAHUIO NP NepBOM
coeguHeHuu. MNocne coeguHeHusa rpamyeckoro nHTepgenca c cepeepom napameTpy
SESSIONSECURITY npucBamBaeTcs 3HaveHne STRICT. MNockonbKy rpaduyeckunii nHTepgenc
MCNONb3yeT ANa coeauHeHus ¢ cepsepoM ID agMUHUCTpaTopa cepBepa, To, eCAN ApYyron 06bekT
ncnonb3yeT 3107 ID onga coegnHeHus, B rpadpmyeckom nHtepdence npy NonbiTKe COEANHUTBLCS C
cepBepoM nosiBaTcs coobuieHnsa 06 owmnbrax. YTobbl ycTpaHuTb 3Ty npobnemy, cCHoBa 3afanTe ans
napametpa SESSIONSECURITY 3HaueHne TRANSITIONAL.
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O6ecneueHue sawWwmILEeHHOro o6MeHa uHthopmauumeii c cepsepom IBM Spectrum Protect

Ecnu Bbl Mcnonb3yeTe cepep IBM Spectrum Protect Bepcumn 7.1.7 nnn bonee paHHui nnbo V8.1.2 nnn
6onee paHHW, COeOMHEHME C CEPBEPOM C UCMOb30BaHMeM NpoTokona TLS aABnaeTcs HeobasaTenbHbIM,
1, €Cn Bbl XOTUTE BKIOUMTL [padmyvecknin nntepdenc Data Protection for VMware vSphere ons
B3aMMOJENCTBUS C CEPBEPOM C MCMOMb30BaHMEM NPOTOKONA, Bbl AOMXKHbI BKIKOYUTb CBA3b BPYUHYHO.

Mpexpe yeM HauyaTb
MNonyunTe KONUIO cepTUthMKaTa OT agMUHUCTpaTopa cepeepa.

06 3ToM 3apaue

Ecnu Bbl ucnonbsyeTe cepBep Bepcun 7.1.8 unu 8.1.2 nnbo HoBee, npoTokon TLS asnseTcs
06513aTeNbHBIM Y NPY MEPBOM UCNOSIb30BAHUN aBTOMAaTUYECKN CO34aeTCs CKNaa AOBEPEHHbIX
cepTnnKaToB C CepTURPUKATOM C U UCNONb30BaHNEM NapPaMeTPOB 3aLUTbl M0 YMOAYAHWIO, OMUCAHHbIX B
paspene “KoHhunrypmpoBaHue C MCMOMb30BaHMEM NAPaMETPOB 3aWMTbl N0 yMOIYaHuto (bbICTpbIv NyTh)”
Ha cTp. 59. OgHaKOo B HEKOTOPLIX CLLEHAPUSX BaM MOXET NoTpeboBaTbCs BPYYHYH CO34aTb CKNag
LOBEPEHHbIX CEPTU(MKATOB 1 CKOHUrypuposaTh pacmnyveckunin nntepdenc Data Protection for VMware
vSphere, kak onnMcaHo B AaHHON TEME.

B onucaHHOM HXKe NpoLeaype Ncnosb3yeTtca Koy Java™ u MHCTPYMEHT ynpasfieHuns cepTuhmnkatamm
keytool.

B onepauyMoHHbIX cucTemMax Linux aToT MHCTPYMEHT HaxoauTcs B kaTanore /opt/tivoli/tsm/
tdpvmware/common/jre/jre/bin/.

B onepaumnoHHbIx cucteMax Microsoft Windows aToT MHCTpYMeHT HaxoauTca B kaTanore C: \Program
Files\Common Files\Tivoli\TSM\jvm80516\jre\bin.

Mpuv BBOAE koMaHabl keytool, Bo3MOXHO, NoTpebyeTcs yKasaTb MNOSHbIV NyTh.

Mpouenypa

1. N3 KOMaHLHOM CTPOKMN U3MEHUTE KATaNnor Ha pacnonoxeHune 6asbl [OBEPEHHbIX CEPTUDUKATOB:
« BLinux: /opt/tivoli/tsm/tdpvmware/common/scripts/
« BWindows: C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts\

2. CozpanTe cknag AOBEPEHHbIX CEPTURMKATOB M UMMOPTUPYIMTE CEPTURMKAT C MOMOLLbIO Creayowen
KOMaHpgpbl:

keytool -importcert -alias my-cert -file cert.pem -keystore
tsm-ve-truststore.jks -storepass napono

Moe:
-alias my-cert
YHUKaNbHbIN annac, onpenensoLlmii cepTugukat B 6ase L0BepEHHbIX CEPTUDMKATOB.

-file cert.pem
®dawnn, cogepxalimnin camonognmcaHHbI cepTudmkaT cepBepa unu kopHesown ceptudukat CA.

-storepass naposib
Maponb cknaga knoyen. Ybegutech, YTO Bbl 3aNOMHWIM 3TOT Naposib 4S5 NOC/eAyoLWwero
MCNoJIb30BaHUA.

3. 3anyctuTte KomMnoHeHT Npacdurueckuin nHTepderic Data Protection for VMware vSphere v nepengute B
okHO KoHtpurypauus.

« Ecnu Bbl co3faeTe HayanbHYO KOHUIypauuio, WenkH1Te no 3apgaum > 3anycTuTb MacTep
KoHcurypupoBaHus IBM Spectrum Protect v nepenante Ha cTpaHuuy YUueTHble JaHHble
cepsepa.

« Ecnu Bbl U3MeHsETE CYLLECTBYIOLLYIO KOH(UIYypaLmio, WenkHMTe no 3apaum > UsMeHuTb
KoHdurypauuio IBM Spectrum Protect n nepengunte Ha cTpaHuuy YUueTHble AaHHble cepBepa.
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4. Beegunte HoMep nopTa B nosie Mopt apMuHuctpaTtopa IBM Spectrum Protect. 310 nopT cepBepa,
KOTOPbIV NO3BOSSET OCYLLECTBAATb aAMUHUCTPATMBHbIE COEAUHEHUS C UCNOIb30BaHUeEM SSL nnu
TLS.

5. BoibepuTe Ucnonb3oBaThb WKUPOBAHHYIO CBA3b HA NOPTY afAAMUHUCTPUPOBAHUS.

6. ECnu Bbl XOTWTE UCMOMb30BaTb 3TOT NapamMeTp A1 CeaHCoB rpadmyeckoro nHtepderica B byayuiem,
BblbepnTe CoxpaHuTb ID agMUHUCTPaATOpPa, Naposib M NapaMeTpbl NOpPTa.

7. WenkHuTe no OK, 4Tobbl NPMMEHUTb U3MEHEHNS.

Ucnonb3oBaHue cepTuhuKkaTta ot LeHTpa cepTudmkanmm
Y706bI CNONIb30BaTb CEPTUDNKAT, MOAMMCAHHbIN LEHTPOM CEPTURMKALMN, TO HYXKHO BbIMOMHUTD
HECKOJIbKO LLaroB.

06 3ToM 3apaue

B nepeuncneHHbIx HMxe npouenypax NCNosb3yeTcs CTaHOAPTHBIN KUY M MHCTPYMEHT yrpaB/ieHuns
cepTudmrkaTamm, KoTopbi HasbiBaeTcs keytool.

B onepaumoHHbIX cucTeMax Linux aTOT MHCTPYMEHT HaxoguTcs B kaTanore /opt/tivoli/tsm/
tdpvmware/common/jre/jre/bin/.

B onepaumoHHbIx cucTemMax Microsoft Windows aToT MHCTpPYMeHT HaxopuTca B KaTanore C: \Program
Files\Common Files\Tivoli\TSM\jvm80516\jre.

Mpwn 3anycke keytool 13 koMaHOHOWM CTPOKM BaM, BO3SMOXHO, NPUAETCA YKa3aTb NOMHbIN NyThb.

Mpouepypa

1. MonyunTe AOCTYN K CKAaay KIo4en.

2. CozpanTe TpeboBaHuMe nognucu ceptudmkara (certificate signing request, CSR).

3. OTtnpaBbTe TpeboBaHMe NOANMCKU cepTUdMKATA B LLEHTP cepTUdUKaLmMmn 4ns nognucu.

4. MNMony4unTe NOANMUCaHHbIV cCepTUdUKAT B KOMNOHEHT padmueckunin nHtepdenc Data Protection for
VMware vSphere.

MonyueHue docTyna K cknady Kmouell
CepTudmkaTtbl XpaHATCA B ckiage Kntoven Java. Cogepxxnumoe ckflaaa Kiruen 3almiieHo naposem.
Y706bI yNpaBnsaTh cepTudurKkaTamMmm B CKNALE KITHOUEN, HYXKHO NOMYYUTb LOCTYN K CKaQy KIoYen.

06 3ToM 3apaue

MoanucaHHbI cepTUAUKAT MO YMOTYaHUIO U Naposib CKIafa Ktouein reHepupyrTCs Npy yCTaHoBKe,
No3TOMY BaM BpsAL SN byaeT M3BeCTeH NCXOOHbIN Naposib.

BbinonHuTe cnenyoLyto npoueaypy, 4tobbl 3SMEHUTb UCXOAHbIN CKIag, KItoUen Ha HOBbIN CKag, Kntouen
1 HOBbIN CAaMOMOANMCaHHbIN cepTUdMKaT. HOBbIM CKNag Knro4en 3allMiieH naposieM no Bawemy Bbibopy.

Ecnu Bbl ke 3HaeTe Naposib CKiaga Kitouen, nponycTuTe 3Ty npouenypy.

Mpouenypa
1. OctaHoBuTe cnyxby MNpadmuecknin nuTepdenc Data Protection for VMware vSphere.
2. B KOMaHOHOWM CTPOKE NepenauTe B pacrnosioXXeHne CKnaaa Kruen.

« BlLinux: fopt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/
resources/security/

« B Windows: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\resources
\security\

3. CospainTe pesepBHyto konuto haina cknapga kntover (key . jks), nepeMMeHoBaB ero Uan nepemMecTus
B Apyroe pacrnosioxeHue.

66 1BM Spectrum Protect for Virtual Environments: PykoBogctBo no yctaHoBke Data Protection for VMware



4. Co3paiTe HOBbIV CKNaf, KNtoUen U HOBbI CaMONOANUCaHHbIN cepTuduKaT, BBeAs CneayoLlyto
KOMaHy:

keytool -genkeypair -alias vekey -dname
CN=fqdn,0U=Tivoli_Storage_Manager_for_VMware,0=IBM -keyalg RSA
-sigalg SHA256withRSA -keysize 2048 -validity dHvu -keystore
key.jks -storepass naposnb -keypass naposb

lpe:

-dname CN=nosHoe_umsa_domeHd,0U=Tivoli_Storage_Managexr_for_VMware,0=IBM
nosHoe_umsi_domeHda - 310 uMst DNS nnmn nosiHoe nMsa foMeHa KOMMNbTePa, Ha KOTOPOM
yCTaHOBNIEH KOMMNOHeHT padnuecknin nHtepdenc Data Protection for VMware vSphere.

-validity OnHu
Cpok pencrteusa ceptudmkarta

-storepass naposb

Maponb cknaga knoyen. Ybegutech, YTO Bbl 3aNOMHWIM 3TOT Naposib 4S5 NOC/eAyoLWwero
MCNONb30BaHUS.

-keypass naposnb
Maposib CEKPETHOrO KtoYa s cepTudmkaTta. AToT Naposb LOMXKEH COOTBETCTBOBATL NAPOIIH0
cKnaga Kntouen.

5. 3aKkoampyinTe Naposb CKNaza KnYen, ncnonbsys MHCTPyMeHT securityUtility. Beegute
crnepyoLyo KoMaHay
« BlLinux: /opt/tivoli/tsm/tdpvmware/common/webserver/bin/securityUtility
encode
« BWindows: C:\IBM\SpectrumProtect\webserver\bin\securityUtility.bat encode
BBeauTe cBOM Naponb CKaaa Kato4ven, koraa sac 06 3ToM NonpocsT, a 3aTeM COXPaHUTe BbIXOOHYH
nHdopmaunio (Hanpumep, CKoNupyinTe ee B bytdep obMeHa).

6. OTkponTe thann bootstrap.properties B pepakTope 1 3aganTe g CBOMCTBA
veProfile.keystore.pswd 3akoanpoBaHHOe 3HaUYeHWe M3 NpeablayLLero wara.

®ann bootstrap.properties HaxoguTcs B cnenyoWeM PacrnofoXeHNN:

« BLinux: /fopt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/
« B Windows: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\
7. 3anycTtute cnyxby Npacdmueckunin nHtepgenc Data Protection for VMware vSphere.

CCbINIKU, CBSA3aHHbIE C JAaHHOM

“3anyck nporpammsl 1 cnyx6 gns Data Protection for VMware” Ha cTp. 86

Mo yMonyaHuio, Npu 3anycke onepaunoHHom cucteMbl Windows KOMMNOHEHT areHT BOCCTAHOB/EHMS
3anycKaeTcs OT MUMEHW NNOKANTbHOM CUCTEMHOWM YY4E€THOM 3anmncu.

Co3daHue TpeboBaHuUS hodnucu cepTugukara
Mocne nony4yeHns OOCTyNa K CKNaay KtoUel Hy)XHo co3gaTtb TpeboBaHue noanucu ceptudukaTa
(certificate signing request, CSR).

Mpouepypa
Y1066l co3paTb CSR, BbINONHUTE Cneayowme Wwaru:

1. B KOMaHOHOW CTPOKe NepenamTe B pacrnonioxeHne cknaga Kioden.

« Blinux: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/
resources/security/

« B Windows: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\resources
\security\

2. CospanTe HOBbIV cepTudnKat, BBeOS CeAyoLLyto KOMaHay:
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keytool -genkeypair -alias mol_kswy -dname
CN=nosiHoe_umsi_domeHa,0U=nodpa3deneHue,O0=opeaHu3dayus -keyalg RSA -sigalg SHA256withRSA
-keysize 2048 -validity JdHu -keystore key.jks -storepass

naponb -keypass naposb

lpe:

-alias moli_knwu
MOU_KJ1t0Y - 3TO YHUKASbHbIN anvac, MaeHTUOULMPYIOLLMIA CepTUGMKAT B CKNaae Kodei. OH
nepenMeHOBbIBAETCA NMPU NOMyYEHUM NOANMCAHHOMO cepTudmKara.

-dname CN=nosHoe_umsa_0domeHa ,0U=nodpazdeneHue,0=op2aHusayus
nosiHoe_umsi_0omeHa - 3To uMst DNS nnm nonHoe MM goMeHa KOMNbOTEPA, HA KOTOPOM
yCTaHOBNIEH KOMMNOHEHT padnuecknin nHtepgenc Data Protection for VMware vSphere.

nodpasdesieHue N opraHusayus - aTo nHpopmauma ob opraHnsaumnm, KoTopyro TpebytoT 3aaaTb
Balu npashna NOJINTUKN UNU LEHTP CepTVIqJI/IKaLI,VIVI.

-validity Owu
Cpok pencTteus ceptudimkarta
-storepass naposne

Maponb cknapa knovei. Ecnum Bbl He 3HaeTe Naposib CKaga Kiuei uam 3abbinmn ero, cMoTpuTe
pasgen “lMonyyeHne [oCTyna K cknagy Katden” Ha cTp. 66.

-keypass napose
MNaponb cekpeTHOro Kw4va ang ceprucmkara. ATOT Naposib AONXKEH COOTBETCTBOBATb MaposIio
CKNapa KJoyen.

3. Co3spanTte CSR, BBEOS CriefytoLLy0 KOMaHAY:

keytool -certreq -alias mol_kawy -file mpebosaHue_cepmugukama.pem -keystore key.jks

Mpe:
-alias moli_knwu
Anunac cepTucdmMKaT 13 npeaplayLero Lwara.

-file mpeboedaHue_cepmugukama.pem
darin, B KOTOPOM HYXHO COXpaHUTb TpeboBaHMe nognncu cepTudmkara.

OrtnpaBska Tpe6oBaHuUs nodnucu cepTuhuKkaTa B UeHTP cepTuukayuu

Mocne co3paHma TpeboBaHus nognucy ceptudvkata (certreq. pem) Bbl LOMKHbBI OTNPABUTL €ro B
LeHTp cepTudmKaunm ans nonyydeHmsa nognucu. CnegynTte KOHKPETHbIM MHCTPYKLMAM LLeHTpa
cepTumnKkaumnm.

MonyyeHue nodnucaHHoro ceptTughuxkara
Mousne NonyvyeHns NoanMcaHHoro ceptTudmkaTa oT LeHTpa cepTudmkaumun (certificate authority, CA)
HY>KHO NMONYy4YnUTb cepTUdUKAT B CKNag KIouen.

Mpouenypa
YT06bI NONYUNTb NOANUCAHHbIA CepTUdUKaT, BbINOIHATE CReayoLme Wwaru:
1. B KOMaHOHOW CTPOKe NepenauTe B pacrnonoxeHune cknaga Kiouen.
« BlLinux: fopt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/
resources/security/

« B Windows: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\resources
\security\

2. CkonupymnTe B 3TOT KaTasor ansnbl, nonyyeHHble oT CA. 3Tu hannbl BKAOYAOT B cebs KOPHEBOM
cepTudmkat CA, npomexyTouHble cepTudukaTbl CA (ecnm oHM ecTb) U nognucaHHble cepTudukaTbl
ons komnoHeHTa padnyeckuin nHTepdelic Data Protection for VMware vSphere.

3. OcTaHoBUTE CnyKby Mpacmnyeckuin nHTepdenc Data Protection for VMware vSphere.
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4. CospanTe pesepBHYy0 Konuto thaina cknaga kntoden (key . jks), ckonvpoBas ero nog opyrum

5.

8.

MMEHEM 1NN B OpYyroe pacrnosioxeHune.

MMnopTupyinTe NpoMexyTouHbIl cepTudurat CA (ecnm oH eCcTb) C MOMOLLLIO CNeayoLLe KOMaHbI.
Korpa Bac cnpocaT, Hy»HO i1 LOBEPSITb cepTUdmKaTam, oTBeTbTe yes. [oBTopuTe 3TOT Lar Ans
HECKOJIbKMX MPOMEXYTOUHbIX cepTudukaToB CA, ecnu 310 noTpebyeTcs.

keytool -importcert -alias ca-intermediate -file intermediate.pem
-keystore key.jks -storepass naposb

rpe:

-alias ca-intermediate
YHUKanbHbIN anvac, onpenensaolnin cepTurKaT Ha cknaae Knden. Y Kaxaoro
NPOMEXYTOUYHOro cepTUdMKaTa 0NMeH ObiTb YHUKANbHbIV anunac.

-file intermediate.pem
®dann npomMexyTouHoro ceptudmnkaTa, nosayveHHbin ot CA.

-storepass napono
Maponb cKnafa KnoYen.

. UMnopTupyinte kopHeBon cepTudukat CA, BBeAs cnenyoLLlyto KomaHay. Korga Bac CnpocsaT, HYXKHO

JIV LOBEPSITb 3TOMY CepTUMKaTy, OTBETbLTE yes.

keytool -importcert -alias ca-root -file root.pem -keystore
key.jks -storepass napose
Mpe:

-alias ca-root
YHUKanbHbIM anvac, onpenenaowmni cepTuhmKaT Ha cKnane KnJen.

-file root.pem
®dann KopHeBoro ceptudmkaTa, Nony4eHHbin ot CA.

-storepass naposne
Maponb cknaga Knouen.

. UMnopTupyiTe NnognucaHHbIl cepTuduKaT, BBeAs ciedyoLlyo KoMaHay:

keytool -importcert -alias mykey -file signedcert.pem -keystore
key.jks -storepass naposob

lpe:

-alias moli_knawu
Anuac nognucaHHoro ceptugukaTa. Annac LonxeH 6biTb TaKMM Xe, KaKON MCNoNb30Bancs, Koraa
Bbl CreHepupoBanu cknag knwoven. Ana 6onee nogpobHom MHopMaLmMm 0 co3aaHUM HOBOMO
CKJlapa KJIo4el M HOBOro cCaMonognucaHHoro ceptudmnkarta, cMoTpute pasgen MNonyyexHne
LOCTyna K CKiagy K/toyen.

-file signedcert.pem
®dann nognucaHHoro ceptudmkaTta, Nosy4YeHHbIn oT CA.

-stoxrepass napono
Maponb cknaga Knwoyei.

3anyctute cnyxby Mpadunueckuin nHTepderic Data Protection for VMware vSphere.

CCbINIKU, CBAA3aHHbIE C JAHHOM
“3anyck nporpammsl 1 cnyx6 gns Data Protection for VMware” Ha cTp. 86

Mo yMonyaHuio, Npu 3anycke onepaunoHHom cucteMol Windows KOMMNOHEHT areHT BOCCTAHOBEHMS
3anycKaeTcs OT MUMEHMW NNOKANTIbHOM CUCTEMHOM YY4E€THOM 3anmncu.

Tpe6oBaHusa K NONIHOMOUYMAM Nonb3oBaTens cepsepa VMware vCenter

[ns BeinonHeHuns onepaumii Data Protection for VMware TpebytoTcs HekoTopble 0cobble NofIHOMOouUKS
cepsepa VMware vCenter.
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MonHoMouusa cepeepa vCenter, Heob6xoauMble oA 3aWMUTbl LLeHTPOB AaHHbIX VMware ¢
npepcTaBsieHueM Be6-6paysepa pna MNpadgmueckuii uHTepdelic Data Protection for VMware vSphere

Y ID nonb3oBaTtens cepeepa vCenter, KOTOPbI BXOAMT B NpeacTaBneHne bpaysepa gns Mpaduueckuin
nHTepdenc Data Protection for VMware vSphere,

LOKHbI BbITb AOCTATOYHbIe NoSTHOMouUNa VMware, 4Tobbl TPOCMaTPUBATbL COAEPHKMMOE LIeHTPa AaHHbIX,
ynpaBnisgeMoro rpauyeckumM nHTepdencom.

Hanpumep, cpega VMware vSphere cogepuT NaTb LLEHTPOB AaHHbIX. Y nonb3oBaTens "jenn" poctaTovyHo
MOMHOMOUMI TONbKO AN19 ABYX U3 3TUX LEHTPOB AAHHbIX. [103TOMY B NpeacTaBfeHuMsax nofb3oBaTenb
"jenn" yBMAMWT TONbKO ABa M3 3TUX LLEHTPOB AaHHbIX, A5 LOCTYNa K KOTOPbIM Y HEro eCTb J,0CTaTOUHbIe
nonHomouus. pyrue Tpu LeHTpa JaHHbIX (Ha LOCTYN K KOTOPbIM y nonb3oBatens "jenn" HeT
nosIHOMouKMIA) ByayT He BUAHbI Nonb3oBaTento "jenn".

CepBep VMware vCenter 3agaeT pag NOIHOMOYMIA B COBOKYMHOCTU B BMUAeE ponn. Ponb NnpumeHsieTcs K
006beKTY A9 YKa3aHHOMo MoMb30BaTensa Uiav rpynnbl, 4Tobbl co3gate NOMHOMOUNS. Bbl AoMKHbBI cO30aTh
posib ¢ HabopoMm nonHomoumi ¢ Beb-knueHTa VMware vSphere. YTobbl co3paTb ponb cepepa vCenter
409 onepauunin pesepBHOro KONMPOBaHMS U BOCCTAHOBMIEHMS], UCNOJb3yTe (hyHKUMIo [,06aBUTb posib Ha
KknneHTe VMware vSphere.

Ecnu Bbl XOTUTE PacnpoCTpaHMTb 3TW MNOJIHOMOUMS Ha BCE LLeHTPbI AaHHbIX B npedenax vCenter, 3afainTe
cepBep vCenter 1 BKItOYMTE NepekstovaTeNlb PACNpPoCTPaHATbL Ha AouepHue. Unu Bbl MoxeTe
OrpPaHNYMTb paspeLleHms], eCli Ha3HaUUTe POJib A HYXKHbIX LLeHTPOB JaHHbIX, TO/IbKO MPU BKIHOYEHHOM
nepeksyaTesie pacnpocTPaHsaTb Ha Ao4vepHue. MpuHyauTenbHOe NpUMeHeHKe gis rpadMyeckoro
NHTepderica bpaysepa HaXoANTCA Ha YPOBHE LIeHTpa AaHHbIX.

B cnepyowem npuMepe nokasaHo, Kak ynpasBnsTh 4OCTYNOM K LLeHTPaM AaHHbIX Aas ABYX rpynn
nonb3oBatenen VMware. CHavana cosganTte posb, y KOTopor byayT BCe MOHOMOUMS, yKa3aHHbIe B
technote 7047438. Habop nonHoMoumnin B 3TOM NpuMepe ykasaH posnbto "TDPVMwareManage". 'pynne 1
TpebyeTcs poctyn, 4Tobbl yNpaBnsTh BUPTYaNbHbIMU MalMHAMM A9 LEHTPOB AaHHbIXx Primaryl_DCwu
Primary2_DC. I'pynne 2 TpebyeTcs gocTyn, 4tobbl yNpaBnsTe BUPTYabHbIMU MalUMHAMM OJ151 LEHTPOB
baHHbix Secondaryl_DC un Secondary2_DC.

HasHaubTe rpynne 1 ponb "TDPVMwareManage" pnsi ueHTpoB paHHbix Primaryl DC v Primary2_DC.
HasHaubTe rpynne 2 ponb "TDPVMwareManage" ons ueHTpoB gaHHbix Secondaryl_DC u
Secondary2_DC.

Monb3oBaTenu B KaXpow rpynne nosb3oBaTenelt VMware cMoryT UCNONb30BaTh rpatnyeckuii
nHTepderic Data Protection for VMware ans ynpaeneHus BUpTyanbHbIMM MallMHaMK TOMbKO B
COOTBETCTBYHOLMX LLeHTPax AaHHbIX.

CoBer: Mpwv cospaHnm ponum paccMoOTpUTE BO3SMOXHOCTb nobaBnTb B posib AONOJTHUTENIbHbIE
NnoaIHOMO4YKA, KOTOPbIE MOTyT NOTOM NoHago0bMTbCs ANS BbIMOTHEHUS apyrmx 3agad c obbekTamu.

MonHomouua cepeepa vCenter, Heo6xoauMmble AN UCNOJIb30BaHUSA cpeacTea nepemMeleHna gaHHbIX

CpencTBy nepemelteHnsa gaHHbix IBM Spectrum Protect, yctaHoBneHHOe Ha cepBepe pe3epBHOro
KonunpoBaHus vStorage Backup (ysen nepemelleHuns faHHbIx), Tpebyrotcsa onumm VMCUsex u VMCPw.
Onuuma VMCUser 3apaet ID nonb3oBatens cepsepa vCenter unu ESX, KOTOPbIN BaM HyXeH, 4TObbI
Nnpov3BOOUTb Pe3epBHOE KOMMPOBaHWe, BOCCTAHOBMIEHME UK 3anpoc. HeobxognMblie MonHOMOuUMS,
HasHaueHHble aTomy ID nonb3oBatensa (VMCUsex), rapaHTUPYIOT, UTO KIIMEHT CMOXET BbIMOSHATb
onepawlmn Ha BUPTyanbHOM MallmnHe 1 B cpefe VMware. Y atoro ID nonb3oBatens fomKHbl 6bITb
nonHomoumsa VMware, onucaHHble B yKa3aHHOW BbllLe TEXHUYECKOM 3anuncke.

YT06bI CO3aaTb ponb cepBepa vCenter Ana onepauuin pesepBHOro KONMPOBaHMS U BOCCTAHOBNIEHUS,
ncnonbsynte yHkuuio J,ob6aBuTb ponb Ha knneHTe VMware vSphere. Mpu nobaBneHnm noaHOMoUnin
ansa atoro ID nonb3oeatensa (VMCUsexr) Bbl foMKHbI BbIOpaTb OMNUMUIO pACNPOCTPAHATL Ha Ao4YepHue.
Kpome Toro, paccMoTpuTe BO3MOXHOCTb flobaBneHns B 3Ty poJib APYrMxX NOSTHOMOYMIA s 3apad
NOMKMO Pe3epBHOro KonMpoBsaHua n socctaHosneHus. nga onunn VMCUser npuHyauTenbHoe
NnpMMeHeHne ocyLLecTBASeTCA AN 06beKTa BbICLIEro YPOBHS.
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MonHoMouusa cepeepa vCenter, Heob6xoauMble oA 3aWMUTbl LLeHTPOB AaHHbIX VMware ¢
npepctaeneHuemM IBM Spectrum Protect vSphere Client - Mogkniouaembiit Mogynb pnsa
Fpacdmueckuii untepdeiic Data Protection for VMware vSphere

KomnoHeHTy IBM Spectrum Protect vSphere Client - NMoakntovaemMbit Moaynb TpebyeTtca Habop
MOMHOMOYMNI OTAENBHO OT MOSIHOMOUMI, HEOBXOOUMbIX A5 BXOAA B rpauyueckunin MHTepdenc.

Mpu ycTaHOBKe N komnoHeHTa IBM Spectrum Protect vSphere Client - Mogkntoyaembln Mogyrb
€O3[Jatl0TCa cnepyroLLme nonb3oBaTebCcKe NoSTHOMOUNS:

« LeHTp paHHbIX > IBM Data Protection
« Fno6anbHble > CKkoHurypuposatb IBM Data Protection

Monb3oBaTenbCKMe NOTHOMOUNS, KOTOpble HeobxoanMmbl gnst KomnoHeHTa IBM Spectrum Protect vSphere
Client - MNopgkntovaeMbln MOAYIb, PETMCTPUPYIOTCS Kak OTLEeNbHOE paclumpeHme. Knuy paclumpeHms
nosHoMoumnn - com. ibm.tsm.tdpvmware.IBMDataProtection.privileges.

3TX NOSIHOMOYMSA NO3BONAT aaMUHUCTPaTopy VMware BKIH0YaTb U BbIK/IHOYATb AOCTYM K CO4EPXMMOMY
komnoHeHTa IBM Spectrum Protect vSphere Client - Mogkntovaembln Mogynb. MonyyaTe AOCTYN K
copepxxmmomy IBM Spectrum Protect vSphere Client - MogkntovaeMblin Mogynb MOFyT TOSIbKO
NoNb30BaTENM C 3TUMM NOMb30BATENIbCKMMM NOTHOMOYMAMU Anst Heobxoaumoro obbekTa VMware. Ons
Kaxkgoro cepeepa vCenter pernctpupyetcs no ogHoMy KoMmnoHeHTy IBM Spectrum Protect vSphere
Client - MoakntoyaeMbli MOgYb, U OH COBMECTHO MCMOJb3yeTCs BCEMU XO0CTaMu rpaduryeckoro
NHTepenca, CKOHpUrypupoBaHHbIMY AN NOSAEPXKN cepBepa vCenter.

Ha Beb6-knneHTe VMware vSphere Hy»HO co34aTb posib AN NOSib30BaTesen, KOTOpble CMOrYT BbIMOMHATb
(PyHKUNM 3aLUNTBI AaHHbIX A9 BUPTYalbHbIX MallWH, UCNONb3ya KoMnoHeHT IBM Spectrum Protect
vSphere Client - NMogkntouaembit Mogyb. [ns 3TOW ponu, B AOMNOIHEHME K CTAHAAPTHBIM MOHOMOUYUNSAM
PONN afMUHUCTPATOPA BUPTYasIbHbIX MalUWH, HE06X0AMMbIM BEG-KNNEHTY, HYXHO 3a4aTb MOJIHOMOUNS
LLeHTp AaHHbIX > IBM Data Protection. [1ns kaxaoro LeHTpa faHHbIX Ha3HaubTe 3Ty POSb KaXaoMy
noJsib30BaTeNIo WY rPpynne nosb3oBaTesien, Nob30BaTeNsiM KOTOPOM Bbl XOTUTE NPEAOCTaBUTb
paspelleHne Ha ynpasiieHne BUPTyabHbIMU MallMHaMW.

MonHomoumnsa Fno6anbHbii > IBM Data Protection Heobxoaumbl Nonb3oBaTeso Ha ypoBHe vCenter. 3To
NosTHOMOYME NO3BONSIET NOMb30BATENIO YNPABATb, U3MEHATb UM CTUPATb COEAMHEHNE MEXIY
cepsepom vCenter 1 Beb-cepepomM paduueckun nHtepgenc Data Protection for VMware vSphere.
HasHaubTe 3TV NONHOMOYMS AAMUHUCTPATOPAM, KOTOPbIE 3HAKOMbI C KOMMNOHEHTOM [paduyeckui
nHTepelic Data Protection for VMware vSphere, KOTopbI 3alimaeT COOTBETCTBYOLWMNIA cepBep
vCenter. YnpaBnsvTte coeanHeHuaMn komnoHeHTa IBM Spectrum Protect vSphere Client -
MogkntovaeMbli MOAYIb Ha CTpaHuue CoeaUHEHUSA pacLLuMpeHms.

B cnepyrowem npruMepe nokasaHo, Kak ynpasiaTb AOCTYMOM K LeHTPaM JaHHbIX ANa OBYX rpynn
nonb3oBartenen. pynne 1 Tpebyetcsa gocTyn, Ytobbl yNpaBnaTe BUPTYanbHbIMU MalUMHAMKM 015 LLEHTPOB
faHHbix NewYork _DCwuBoston_DC. I'pynne 2 Tpebyetca pocTtyn, 4Tobbl ynpaBnsaTe BUPTYaSbHbIMU
MallMHaMKM Ons LeHTpoB gaHHbIx LosAngeles_DC u SanFranciso_DC.

Ha knueHte VMware vSphere co3panTe, Hanpumep, posnb "IBMDataProtectManage", HasHaubTe
CTaHOAPTHbIE MOTHOMOUNS POSIY aAMUHUCTPATOPa BUPTYasibHbIX MallWH, a TakXe nonHoMouns LieHTp
AaHHbIX > IBM Data Protection.

HasHaubTe rpynne 1 ponb "IBMDataProtectManage" pns ueHTpoB gaHHbix NewYoxrk_DC n Boston_DC.
HasHaubTe rpynne 2 ponb "IBMDataProtectManage" nns ueHTpoB gaHHbix LosAngeles_DC u
SanFranciso_DC.

Monb3oBaTeNn B KaXkgoM rpynne CMoryT Mcnonb3oBaTb KOMNOHeHT IBM Spectrum Protect vSphere Client
- MNoakntoyaeMblit Mogynb Ha Beb-knneHTe vSphere ana ynpaBneHus BUPTYyasibHbIMU MalUMHAMU TOSIbKO
B COOTBETCTBYIOLWMX LLeHTpax AaHHbIX.

I1p06neMb|, cBsi3aHHbIe C HepoCTaTOYHbIMU NOJIHOMOUYNAMU

Ecnu y nonb3oBatens Beb-6paysepa HET 4,OCTATOUHbIX MOSIHOMOUMI HU A1 KAKOTO LieHTpa 06paboTkm
[aHHbIX, 4OCTYN K NpeacTaB/ieHunio 6yiokmpyeTca. BMecTo aToro reHepupyeTtcs cooblieHne o6 ownbke
GVM2013E, uTobbl yKasaTb, UTO NoNb30BaTeslb HEe aBTOPU30BaH A/s MOy4YeHUs OOCTYNa HUA K KaKuM
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yNpaBiseMbIM LEeHTPaM JaHHbIX M3-3a HeQ0CTaTKa paspelleHuii. TakKe ecTb Apyrve HoBble CoobLLeH s,
KOTOpble MH(OPMUPYIOT Nonb3oBaTesiei o npobremMax ns-3a HeLOCTATOUHbIX paspelleHunit. YTobbl
YCTPaHUTb NPo6eMbl, CBAA3aHHbIE C pa3peLleHnamu, ybegntecs, UTO posib Nosib30BaTeNs 3a4aHa, Kak
paccKasblBaeTCsl B Npeablaywmnx pasaenax. Y posv nosib3oBatens AoMKHbI ObiTb BCE MOSIHOMOYMS,
yKasaHHble B HeobXxoaMMbIxX NosHoMoumsx o ID nonb3oBaTens cepeepa vCenter n Tabnumubl
nepeMeLL,eHns OaHHbIX, M 3TV MOSIHOMOUMS LOKHbI ObITb MPUMEHEHbI HA YPOBHE LLeHTPA AaHHbIX C
BKJIIOUEHHbIM NMepekK/toYaTeNieM pacnpocTpaHaTb Ha AovepHue.

Ecnu y nonb3oBatenst koMnoHeHTa IBM Spectrum Protect vSphere Client - MNogkntouaembln Mogysb HET
LOCTaTOYHbIX MOJTHOMOYMI Ha [OCTYN K LLEHTPY OaHHbIX, PYHKLUMMW 3aWMTbl JaHHbIX 415 3TOro LLeHTpa
OAHHbIX U ero cogepxXumoe CTaHyT HeAOCTYMHbI B paclUMpeHniu.

Ecnuny ID nonb3osatens IBM Spectrum Protect (3apaHHoro onumein VMCUser) HegoCcTaTouHo
NMOJSIHOMOUMIA AN19 BbIMOSTHEHUS ONepaLmmn Pe3epBHOro KONMPOBAHMWS M BOCCTAHOBIEHUS, NOSIBUTCS
crnepytoulee cooblueHue:

ANS9365E Ouwnbka API VMware vStorage.

"0TKa3aHO B paspeleHun Ha BbiNONHEHMEe 3TOoW onepauuu.”

Ecnu y ID nonb3oBatensa IBM Spectrum Protect He[oCTaTOUHO MOTHOMOUKNIA HA MPOCMOTP KOMMbIOTEPA,
noaABATCS ClieaytoLLne coobLleHns:

KomaHpa pesepBHOro KOMMPOBAHUSA BUPTYyasibHbIX MaWWH 3anyuweHa. Bcero BMpTyasbHbIX MawuWH

ans obpaboTtkm: 1

ANS4155E He ypanocb HaWTu BuMpTyanbHykl MawuHy 'tango' Ha cepBepe VMware.

ANS4148E MonHoe pe3epBHOE KoMWpoBaHWe BUpTyanbHoW MawuHbl 'foxtrot' sasepumnochb
HeyjayHO C KogoMm Bo3BpaTa 4390

Bonee noapobHyo MHopMaLuio 06 NCMOb30BaHMM NOJTHOMOUNIA CMOTPUTE B 3aMeYaHnu B pasaene
MonHomouuns cepeepa vCenter, Heo6oxoaumble ans rpacguueckoro nHTepdeitca Data Protection for
VMware vSphere n cpepnctea nepeMeLLeHUs AaHHDIX.

Y106kl NoNyunThb MHOPMaLMIO KypHana Yepes cepeep VMware Virtual Center anga ycTpaHeHus npobnem
C paspelleHnsaMU, BbINOJIHUTE crieaytolLue Wwarn:

1. B okHe MapameTpbl cepBepa vCenter BoibepnTe ONLMMU 3anucK B XXYPHAN 1 3a8anTe 418 onumm
"3anucb B XxypHan vCenter 3HaueHue Trivia (Trivia).

2. BocnponseeanTe owmnbKy paspeLieHunii.

3. MepeycTaHoBMTE 4S5 oNLUK 3anuchb B XXypHan vCenter ee npepbiayliee 3HaveHme, 4Tobbl
3anpeTUTMb 3annUChb NMLWHEN MHOPMaLLMM XKypHana.

4. B okHe CUCTeMHbIe XXypHalbl HanauTe camblil NOCNELHUI XypHan cepaepa vCenter (vpxd-
wxyz.log) n HanguTe cTpoky NoPermission. Hanpumep:

[2011-04-27 15:15:35.955 03756 verbose 'App'] [VpxVmomi] Owubka BbI3OBa:
CeaHc vim.VirtualMachine.createSnapshot: 92324BE3-CD53-4B5A-B7F5-96C5FAB3FOEE
CreHepupoBaHo: vim.fault.NoPermission

370 coobleHMe XypHana ykasbiBaeT, uTo y ID nonb3oBaTena HeT 0CTaTOUHbIX NOTHOMOUMIA Ha
co3spaHue cHuMKa (createSnapshot).

Ponun nonbsoBateneu Mpacmnueckunii uutepeiic Data Protection for VMware
vSphere

LocTynHocTb hyHKUMIM KOMNoHeHTa padnvecknin nHtepdenc Data Protection for VMware vSphere
OCHOBaHa Ha ypOBHe aBTOpM3auunm, HasHadeHHoM ID Bawero agmMuHuctpatopa IBM Spectrum Protect.

ID agMuMHMCTpaTopa OokKeH coBnagaTb C UMeHeM y3na. B 6onee paHHMX BbiNycKax NPOAyKTa KOMaHOa
REGISTER NODE aBTOMatnuyecku cosgasana ID agMUHUCTPATMBHOIO N0b30BaTenNs, MMS KOTOPOro
coBnagano c MMeHeM yana. HaumHag ¢ IBM Spectrum Protect V8.1, komaHaa REGISTER NODE He
co3paeTt aBToMaTuueckn ID nonb3oBaTens-aaMMHUCTPATOpPa, COOTBETCTBYOLWNIA UMEHN y3Na.

Mpw perncTpauunm HOBOro y3na agMmMHUcTpaTop cepsepa IBM Spectrum Protect nomkeH 3apatb
napameTp userid c nomoubto komaHabl ceppepa REGISTER NODE.

REGISTER NODE umsa_ysna naposne userid=id_nosnb3oeamens
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loe nma yana n ID agMUMHUCTPATMBHOIO NOSIb30BaTeNS LONXKHbI UMETb OLHO U TO XXe 3HaYeHue.

Hanpumep:

REGISTER NODE node_a mypasswOrd userid=node_a

Mo yMonuaHuio y y3na ecTb NOJIHOMOYMS BAagenbLa KineHTa.

3agayn, KOTopble MOXHO BbINOTHUTL C MOMOLLbI KOMMNOHeHTa padnieckunin MHTepceic Data Protection
for VMware vSphere, ocHoBaHbl Ha Knacce NojIHOMOUNIA, HasHaveHHbIX ans ID agMUHUCTpaTopa.

Ecnuny ID agMUHKUCTpaTOpa HeT NOSIHOMOYMIM HeorpaHuieHHasa NosiMTuKa oMeHa, To Bbl He MOXeTe
perncTpupoBaTb HOBbIE Y3/1bl UM 330aBaTb UX B3aMMOCBA3M NPOKCK Ha cepBepe IBM Spectrum Protect.
Ecnu Bbl He BBegeTe ID agMMHUCTpaTopa, To byaeT co3gaH cleHapuii MaKpoKoMaHa, UTobbl Bbl MOMN

paboTaTb Ha cepBepe IBM Spectrum Protect.

ID agMuHucTpaTtopa IBM Spectrum Protect TpebyeTcs npu KoHUrypnpoBaHnMmM KOMNOHEHTa
Ipachnueckunin nHtTepgeric Data Protection for VMware vSphere. B cnenytowen Tabnmue onmcaHbl
(hyHKLUMM, LOCTYNHbIE B 3aBUCMMOCTM OT KJlacca NOHOMOYMI, Ha3Ha4YeHHoro aTomy ID:

« [la 03HayaeT, uTo hyHKLMA AOCTYMNHA 19 PONK Nofb3oBaTens.

« HeT o3Hauvaer, uTo q'JyHKU,l/IFl HeOOCTyMNnHa Aanda posin nosib3oBaTtesid.

YT06bI MOCMOTPETb CBOK TEKYLLYI ponb Moayns padmnueckuin nHTepdelic Data Protection for VMware
vSphere, nomecTuTe yKasaTtesb MbilWwn Ha cBov ID nonb3oBaTens B naHeM HaBurawuu.

Tabnuya 11. JocTynHele (hyHKYUU, OCHOBAHHbIE HQ TPebOBAHUSIX K NOSIHOMOYusiM 0151 ID admuHucTpatopa IBM

Spectrum Protect

Onepartop

Onepatop ¢
oTueTamu

OrpaHUYeHHbIN
agMUHUCTpaTOp

ApMUHUCTpaTop

CBoOKa HemepneHHbIN OnepaTtop natc Onepatop nntoc Bce ponu, Bkntovas
3anycK pe3epBHOro oTYeThl OT4eTbl U HayanbHoe
KONMPOBaHUA 1 nnaHMpoBaHue KOH(MrypupoBaHme
BOCCTaHOBNEHUSA onepauun gns
YKa3aHHbIX
OOMEHOB
NONUTUKN
Knacc nonHoMouuii Het OaovH us cnegyowmx | Nonutnka MonuTuka
ID agMuHUCTpaTopa KflaccoB (orpaHuyeHHasn) (HeorpaHuueHHas) unu
IBM Spectrum NOTHOMOYNIA: WNN OgunH 13 Cuctema
Protect cnenyrowmx
« XpaHeHue Ayow,
KnaccoB
+ Onepatop MONHOMOYMIA
* AHanutuk « XpaHeHue
= Onepatop
* AHanuTuK
Bknapka PesepBHasa konua
YnpasneHue Oa Oa Oa Ha
3agavyamu
pesepBHOro
KOMMpoBaHusa
3anycTutb ceituac
YnpaBneHue Hetl Herl [a, B npegenax Oa
3agavammu OOMEHOB
pe3epBHOro NOSINTUKN
KOMMPOBaHUA
3annaHupoBaHo
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Tabnuya 11. JocTynHele (hyHKYUU, OCHOBAHHbIE HA TPebOBAHUSIX K NOsIHOMOoYusiM 07151 ID admuHucTpatopa IBM
Spectrum Protect (npodosixeHue)

OnepaTtop ¢ OrpaHUYeHHbI
Onepartop oTyeTamm apMUHUCTpaTop ApMUHUCTpaTop

[MpocmoTp 3agau Oa Ha Oa Oa
pe3epBHOro
KONMpoBaHms
3anycTuTb ceiyac

MpocmoTp 3apav HeTt [a Oa HOa
pesepBHOro
KOMMpoBaHusA
3annaHupoBaHo

YpaneHue 3agaumn Het Het [a, B npegenax Oa
pesepBHOro OOMEHOB
KonnpoBaHUA MNONMUTUKHU
3annaHupoBaHo

Knagka BocctaHoBneHue

3anyctuTb 3agadvy Oa Oa Oa [a
BoccTaHOBUTDL

Bknapka OtTueTtbl

CobbiTnsa HeTt Oa Da Da

MocnegHune 3agaumn Oa Oa Oa HOa

CocTosiHMe Het Oa Oa Oa
pesepBHOro
KonnpoBaHUA

3awmTa Het Oa Oa Oa
NPUIOXEHUN

3aHaToe Het Oa Oa [a
NPOCTPaHCTBO
LEeHTpa faHHbIX

Bknapka KoHdwmrypauumsa

Perucrtpauus ysna HeTt HeTt Het2 [a
(CocTosiHMe
KOHturypauum ->
3anycTutb MacTtep
KOH(pUrypupoBaHusa

ismeHeHue Oa Oa Oa Oa
noeHTugmrkad,.
OaHHbIX ID
agMUHUCTpaTopa
IBM Spectrum
Protect
(CocTtosiHMe
KoHdurypauum ->
U3MeHUTb
KoHturypauuio)
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Tabnuya 11. JocTynHele (hyHKYUU, OCHOBAHHbIE HA TPebOBAHUSIX K NOsIHOMOoYusiM 07151 ID admuHucTpatopa IBM
Spectrum Protect (npodosixeHue)

OnepaTtop ¢ OrpaHUYeHHbI
Onepartop oTyeTamm apMUHUCTpaTop ApMuHUCTpaTOp

Mi3mMeHeHue napons Het Het Oa Oa
y3na VMCLI
(CocTosiHMe
KOHmrypauum ->
U3MeHUTb
KOHuUrypaumio)

IsaMeHeHVe OMEHOB ,El.a3 ,El,a3 ,El,a3 HOa
rpacuyeckoro
nHTepderca
(CocTosiHue
KOH(purypauum ->
U3MeHUTb
KOHcpurypaumio)

M3meHeHue y3noB Het Het HeT2 Oa
nepeMeLLeHuns
OaHHbIX
(CocTosiHMe
KOHcurypauum ->
U3MeHUTb
KOHuUrypaumio)

M3MeHNTb NPOKCH- Het Het Het2 HOa
y3/bl MOHTUPOBAHUSA
(CocTosiHue
KoHcpurypauum ->
N3MeHuTHb
KOHuUrypaumio)

1. Henb3sa 3apernctpmpoBaTh y3es, Tak Kak TpebyeTcs HeorpaHu4eHHas NonMTUKa LOMEHOB.
2. Bbl MOxeTe pobaBuTb AWM YAANUTb LEHTPbI AaHHbIX VMware 1 3aperucTpupoBaTh y3/bl LLeHTPa AaHHbIX.

Y7066l NPOCMOTPETHL YPOBEHDL NOHOMOouUKI ID agMuHncTpaTopa IBM Spectrum Protect u
COOTBETCTBYOLLYO posib Moayns pacdmnyeckunin nHtepdenc Data Protection for VMware vSphere:

1. Mepengute B okHO KoHturypauus.
2. WenkHute no U3sMeHUTb KOHUurypaumio.

3. CooTBeTCTBYIOWANA MHOPpMaLMS NOABUTCA Ha CTpaHuLe UpeHTUUKaLMOHHbIE AaHHble cepBepa
Spectrum Protect.

Ba)xHoe 3aMeuaHue:

« Ecnu ypoBeHb nonHomouwmin ID agmMuHucTpaTopa IBM Spectrum Protect nsmensetcsa Ha cepsepe IBM
Spectrum Protect, To Hy>XHO nepesanycTutb mogynb pacdmnyveckunii nHtepgenc Data Protection for
VMware vSphere,utobbl 13MeHeHMsa BCTYNUAN B CUIY.

« Ecnun nameHsaeTcs posib Nosib3oBaTend, To LienkHuTe no OK, uTobbl COXpPaHUTb M3MEHEeHUs Nnepes,
nepexonoM Ha Apyryto cTpaHuLy MapaMeTpbl KOHhUrypauum nnmn nepen BHeCeHNeM Apyrmx
N3MEeHEeHWI KOH(Urypaumm. B MHOM criyyae M3MeHeHVs PoNv Nosib3oBaTens 6yayT yTepsaHbi.

Kniouu peructpauum rpadmueckoro nutepgeiica Data Protection for
VMware

B 3aBMCMMOCTM OT TOro, Kakuie onuumn Bbl BbibepeTe Npu yCTaHOBKe, Bbl MOXeTe NoJyunTb AOCTYN K
rpadmueckoMy nHTepdericy Data Protection for VMware, ncnonb3ysa pasnuyHblie Metonpl. Knoum
pervcTpaumumn cosgaroTca ans rpadmyecknx nHTepdencos Data Protection for VMware.
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®pasa "rpaduruecknin nHTepdenc Data Protection for VMware" npumeHuMa K cnegyowmm rpamyecknm
nHTepencam:

 I'padmuecknin nHTepderic Data Protection for VMware vSphere, [OCTyn K KOTOPOMY OCYLLLECTBNAETCS B
Beb-6pay3epe

« IBM Spectrum Protect vSphere Client - MogkntouaeMbln Mogynb B rpadmueckom nHTepgdeice seb-
KnueHTa vSphere

Kntou peructpaumm komnoHeHTa IBM Spectrum Protect vSphere Client - NMogkntouaembiin Mogysb -
com.ibm.tsm.tdpvmware.IBMDataProtection. 3To kntou pernctpupyeTcs, Korga Bbl BolbrpaeTte
nepek/tovaTenb 3aperucTpmpoBartb pacwmnpeHue Be6-knueHTa vSphere Bo Bpemsi yctaHOBKW. Ha ogmH
cepsep vCenter pernctpmpyeTcs oauH sk3eMnnsp komnoHeHTa IBM Spectrum Protect vSphere Client -
Mopgkntovaembin Mogynb.

Kntou pernctpaumm He cospaeTcs Ana komnoHeHTa pacmueckuin untepderic Data Protection for
VMware vSphere, BocTyn kK KOTOPOMY Bbl NonyyaeTe 13 Beb-6paysepa.

YT06bI yBMAOETb KNHOUM perncrpaumm, songnte B cuctemy VMware Managed Object Browser (MOB).
Mocne Bxona B cuctemy MOB BbibepnTe Copep:kuMmoe->MeHempkep paclumpeHmil, utobbl yBUaEThb
KJTOUM perncrpauun.

KoHdmrypuposaHue rpactmueckoro nHTepceiica areHT BOCCTaHOBJIEHUA

B 3TOM pasnene copeparcs MHCTPYKLAN NO KOH(PUTYPUPOBaHULIO rpadiuuecKkoro nHTepgenca areHT
BOCCTAHOBJIEHUS AN MOHTUPOBaHUS, BOCCTAHOBNEHMS (hainoB unm 6biCTPOro BOCCTAHOBIIEHUS.

MpeXxpe ueM HavaTb
OnuncaHHoEe HMXXe KOHUTypMpoBaHME HYXHO BbIMOMTHUTb 40 Havana paboTbl ¢ rpadmnyecknm
NHTepdencoM areHT BOCCTaHOBNIEHUS.

Ba)kHoe 3aMeuaHue: NHopmaums o TOM, KaK BbIMOSHUTb 334341 C UCNOJIb30BaHNEM rpadmyecKoro
MHTepenca areHT BOCCTaHOBMIEHUS, MPeACTaB/IeHa B 3/IEKTPOHHOW CMpaBKe, yCTaHaBIMBaeMoN BMecTe
c rpacdmyecknm nHTepdencom. LLlenkHnte no CnpaBKa B 11060M 13 OKOH rpagmyeckoro nHTepdeinca,
UYTOBbI OTKPbITb 3/IEKTPOHHYH CMPaBKY 1 MOMYYUTb MOMOLLb NO 3aa4vam.

Mpouenypa

1. 3aperucTpupymnTech B cMCTEME, IAe Bbl XOTUTE BOCCTaHaBNMBATb (danibl. Ha KOMNbIOTEPE OOMKEH
6bITb YCTAHOBMIEH areHT BOCCTAHOBJIEHNS.

2. WenkHute no Boi6paTtb cepBep TSM B rpacmyecknm nHTepderice areHT BOCCTAHOBEHUS, YTObbI
coeguHuTbCS ¢ cepsepoM IBM Spectrum Protect.

Ecnu areHT BOCCTaHOBNEHUS YCTAHOBJIEH HA TOM e KOMMNbtoTepe, YTo padmnyueckmnin nHTepderc Data
Protection for VMware vSphere 1 npunoxeHus ycnewHo CKOH(MMIyprUpoBaHbl MpyY NOMOLLM MacTepa

KoHhMrypupoBaHus nHtepderica MNpadmyeckunin nHtepenc Data Protection for VMware vSphere, 10
CUTyaums BbIFNAANT TaK:

 y3en nepemMelleHunsa gaHHbIX n cepsep IBM Spectrum Protect BHeceHbl B none areHT
BoccTaHoBneHus Cepeep TSM.

« B naHenn UHdopmauums o cepeepe TSM 3anonHeHbl caenyowme nons:

- Y3en ayTEHTMqWIKaUMVI COAEPXKUT CNMUCOK AOCTYMNHbIX Y3/210B NepeMeLlleHna naHHbIX.

— Y3en Ha3HAUYeHUSA COOEPXKUT CMMCOK Y3/10B LLeHTpa AaHHbIX, LOCTYMNHbIX A5 BbIOpaHHOMO y3na
nepemMeLLeHns faHHbIX.

Ecnu B MacTepe KOH(pUIypupoBaHUs 3aaH TOJIbKO OLMH JIOKASIbHbIY y3e/ NepemMeLLeHnst JaHHbIX, TO
areHT BOCCTAHOBJIEHWS UCMOMb3YeT 3TOT y3es A8 ayTeHTUMKaL MM NpK 3anyckKe.

areHT BOCCTAHOBJIEHUS 3aNOMUHAET UMSA MNOCNELHEro y3na, NoOAKIYEHHOro K cepsepy IBM Spectrum
Protect. Ecnu gns atoro y3na (nocnegHuin NoaKNtoUeHHbI y3en) BbibpaHo Mcnonb3oBaTtb
reHepupoBaHMe Naposis AOCTYNa, TO areHT BOCCTAHOBIEHNS UCMOMb3YeT 3TW NOeHTUNKALMOHHbIE
JaHHble Ang coeguHeHuns ¢ cepsepom IBM Spectrum Protect npu 3anycke. Ecnu coeanHeHune ¢
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cepsepom IBM Spectrum Protect paHee He ycTaHaBnMBanoch 1 Npy NOMOLLM MacTepa
CKOH(UIrypUpPOBaH TOSIbKO OAUH y3€en nepemMeLLLeHUs AaHHbIX U TONbKO OOMH Y3en LeHTpa AaHHbIX, TO
areHT BOCCTaHOBMIEHNS UCMOSb3YeT 3TN UOEHTUPMKALNOHHBbIE AaHHble ON9 COeAWHEHNS C CepBEepoOM
IBM Spectrum Protect npu 3anycke.

3apjaliTe cnemytolme napameTpbl:

Appec cepBepa
BeeguTte IP-agpec nnm nmsa xocta IBM Spectrum Protect.

MopT cepBepa
BBepguTe HoMep nopTa, MCMONb3yeMOro AN1s CBS3M ¢ cepeepoM no npoTtokony TCP/IP. Homep
nopTa no ymonyanuto - 1500.

Cnocob pgoctyna K y3ny:

Asnodename
BbibepuTte 3Ty onuuto, 4Tobbl MICNONb30BaTb MPOKCK-Y3en A8 A0CTyna K pe3epBHbIM KONUAM
BUPTYasibHbIX MaLLMH Ha y3/1e Ha3HavYeHus. [poKcKu-ysen - aTo y3es, KOTOPOMY NpeaoCTaBNeHbl
nonHoMoums "npokcn"” onsa BbINONHEHNS onepauymii OT UMEeHM y3na HazHayYeHus.

06bIuyHO agMuHKCcTpaTop IBM Spectrum Protect ncnonbsyeT Ans co3gaHns B3aMMOCBSA3M NMPOKCH
Mexay ABYyMs y3namMu KoMaHpy grant proxynode.

Ecnu Bbl BbIBpanu aTy onuuto, To CaenanTe cnegytoullee:

a. BBepute nMa y3na HasHaveHus (y3en, B KOTOPOM HAXOAATCS pe3epBHble KOMUW BUPTYanbHOM
MalluHbI) B nose Y3en HasHauyeHus.

b. BBeauTe uMsa NpoKcuK-y3na B nosie Ysen ayTeHTU(hUKaLum.
c. BeeguTe naponb gns npokcu-y3na B nose Maponb.

d. WenkHute no OK, 4Tobbl COXpaHWUTb 3TW NapaMeTpbl U 3aKPbITb MHOPMALLMOHHBIN Ananor
IBM Spectrum Protect.

I'IpM MCNONb30BaHWM 3TOro MeTofa nosib3oBaTesib areHT BOCCTAHOBJIEHNA 3HAeT NapoJib TOJIbKO
NPOKCKU-y3na, N Naposib y3Jla Ha3Ha4YeHUdA 3alnLeH.

Fromnode
Bbibepute 3Ty onuuto, 4Tobbl UCNOSIb30BATb Y3€/ C A0CTYMNOM, OrPaHUUYEHHbIM TONIbKO AaHHbIMU
CHUMKOB KOHKPETHbIX BUPTYyasibHbIX MallWH Ha y3/e HasHavyeHus.

Ob6bIuHO 3TOMY y3/1y npenoctaBndeTca 40oCTyn OT y3Jia Ha3Ha4vYeHu4d, KOTOprVI Bnapeet
pe3epBHbIMU KOMUSMU BUPTYasibHbIX MalUWH, MPpU NOMOLLM KOMaHObl set access:

set access backup -TYPE=VM vmdisplayname mountnodename

Hanpumep, aTa komaHga npegoctaBnseT y3ny myMountNode nonHomMoumsa ona BOCCTaHOBMEHUS
thannoB 13 BMpTYyanbHOM MalwmnHbl myTestVM:

set access backup -TYPE=VM myTestVM myMountNode

Ecnu Bbl BbIBpanu sTy onuuto, To CAenanTe cnegymollee:

a. BBepute nMa y3na HasHaveHus (y3en, B KOTOPOM HAXOAATCS pe3epBHble KOMUU BUPTYanbHOM
MalluHbI) B nose Y3en HasHayeHus.

b. BBeaute umsa ysna, KOTOPOMY NPefoCTaBNAeTCa OrpaHUYeHHbI 40CTyN, B nose Y3aen
ayTeHTUMKaLuu.

c. BeeguTe naponb yana, KOTOPOMy NpPefoCcTaBnseTcs orpaHMYeHHbIn AoCTyn, B nose Maponb.

d. WenkHute no OK, 4Tobbl COXpaHWUTb 3TW NapaMeTpbl Y 3aKPbITb MHOPMALLMOHHBIN Ananor
IBM Spectrum Protect.

MpW MCNOMb30BaHUN 3TOF0 METOLA Bbl MOXETe BUAETb MOJHbIV CMIMCOK BUPTYasibHbIX MaLUVH, 414
KOTOPbIX CO3[aHbl pe3epBHble Konuu. Of4HAKO MOXHO BOCCTAHOBUTb TOJIbKO pe3epBHbIe KONUK
BMPTYasIbHbIX MaLUWH, K KOTOPBIM Y37y NpefocTaBfieH AocTyn. Kpome Toro, AaHHble CHUMKOB He
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3allMLLEHbI HA CeEpBEpeE OT UCTeYEHUSA CPOKa rogHOCTU. [1oaToMy B 3TOM MeToae 6bICTpoe
BOCCTaHOBJIEHME HE NOAOEPXKNBAETCA

Hanpamyio
BbibepuTe 3Ty onuuto, UTobbl ayTEHTU(UKALMSA BbINOHANACh HEMOCPEACTBEHHO Ha y3ne
HasHauveHus (y3en, B KOTOPOM HaXOAATCS pe3epBHble KOMUU BUPTYalIbHON MalUUHbI).

Ecnu Bbl BbIGpanv 3Ty onumio, TO caoenanTe cneayoliee:

a. Beeante nmsa y3na HasHayvyeHus (ysen, B KOTOPOM HaXoOATCA pe3epBHble KoMK Bl/IpTyaJ'IbHOIZ
MaLLIl/IHbI) B nosie Ysen ayTeHTMCbMKaI.IMM.

b. BBeauTe naposnb Ans y3na HasHaveHus B none MNaponb.

c. WenkHuTe no OK, 4Ttobbl COXpaHUTb 3TV NapaMeTpbl 1 3aKPbITb MHPOPMALMOHHBIN Ananor
IBM Spectrum Protect.

Wcnonb3oBaTb reHepuMpoBaHue Naponsa pocryna
Ecnu BbibpaHa 3Ta onums, a none napons nycroe, To areHT BOCCTAHOBMIEHUS ayTeHTUMLMpyeTCs
C CYLLECTBYIOLWMM NaposneM, KOTOPbIN XpaHMTCS B peecTpe. Ecnu onuma He BbIBpaHa, TO HYXHO
BBECTW NapOJib BPYUHYHO.

YT06bl MICNONb30BaTb 3TY OMNLMIO, HYXHO BHavane Bpy4YHyto 3a0aTb HaYanbHbIi Naponb Ang ysna,
K KOTOPOMY NpuMeHsaeTcs onuus. YTobbl 3a4aTb HavyasbHbli Naposib NPy NepBOM COEAUHEHUM C
y3nom IBM Spectrum Protect, Hy>xkHO BBeCTV Naposb B nosie Maponb 1 BbibpaTb NepeksovaTesb
Ucnonb3oBaTb reHepupoBaHue Napoa gocTyna.

OpHako ecnu Bbl ncnonb3yeTe B Ka4ecCcTBe y3na ayTEHTM(I)MKaU,MVI JIOKa/bHbIN y3€en
nepeMeLLeHnsa gaHHbIX, TO NapoJsib YXe MOXET XPaHUTbCA B peecTpe. [1oaToMy Bbl6€pl/ITe
nepeknoyaTtenb Ucnonb3oBatb reHepupoBaHMe Naposia focTyna 1 He BBOAUTE Naposib.

areHT BOCCTaHOB/IEHNA 3aNnpoCUT C 3aaHHOI0 cepBepa CNMCOK 3alnEeHHbIX BUPTYa/lbHbIX MalLWH U
NMOKaXeT 3TOT CMNUCOK.

3. LLlenkHuTe no MapameTpbl, 4Tobbl 334aTb Cnegyowme onumMm MOHTUPOBAHNUS, Pe3ePBHOI0
KONMPOBaHWSA N BOCCTAHOBNEHUSA:

Kaw 3anucu BUpPTYyasbHOro TomMa
KoMNoOHEeHT areHT BOCCTaHOB/EHMS, paboTaloumii Ha XoCTe NPOKCU Pe3epBHOro KONMPoOBaHMS
Windows, coxpaHseT nsMeHeHWNst aHHbIX, CO3AaHHble MPYU MTHOBEHHOM BOCCTAaHOBNEHUN U
MOHTMPOBAHUN. ITU N3MEHEHNSA COXPAHAKTCSA Ha BUPTYyaslbHOM TOME B Kalle 3anucu. o
YMOYaHUIO K3LW 3anmcuy paspelleH n HaxoauTtea B katanore C: \ProgramData\Tivoli\TSM
\TDPVMware\mount\; MakcumanbHbIi pazamep kawwa coctaBnsetT 90% oT o6bemMa fOCTYNHOro
NpOCTpPaHCTBa ANa BbibpaHHOM Nanku. YTobbl CUCTEMHbBIN TOM He 3aMnoNHANCA, 3aaanTe 4ns Kalla
3anucK Katasnor He Ha CUCTEMHOM TOMe.

Manka png BpeMeHHbIX thaitnos
YKaxkute KaTasior oJ19 CoXpaHeH s U3MEHEeHUI daHHbIX. K3l 3anmcy foKeH HaxoanTbea Ha
JIOKaJIbHOM AMCKe; AN Hero Heslb3a 3a4aTb KaTaslor B COBMECTHO MCNosb3yeMol nanke. Ecnu
K3LW 3aMN1cK OTKJIKOUEH UK NepenosiHeH, NonbiTKa 3anyCcTUTb ceaHc 6bICTPOro
BOCCTAHOBJ/IEHUSI UJIM MOHTUPOBaHNA 3aBEpPLUNTCA HeyAauHoO.

Pa3mep kawa
3apanTe MaKCMMalbHbIN pasmep Kala 3annucu. MakcmmanbHbI pa3Mep Kalla CocTaBnseT
90% oT 06beMa A0CTYNHOro NPOCTPAHCTBA AJ15 BbibpaHHOM nanku.

OrpaHuueHue: Bo nsbexxaHve npepbiBaHMIn BO BpeMsi 06paboTKn BOCCTAHOBIEHMSA UCKITOUNTE
KaTasior Kalla 3an1cu 13 BCcex napamMeTpoB 3allMTbl aHTUBUPYCHOM NPOrpamMmsl.

JocTyn K faHHbIM
YKaxuTe TUN faHHbIX, LOCTYN K KOTOPbIM HYXHO NOSy4nTb. ECNi Bbl MCMONb3yeTe aBTOHOMHOE
ycTponcTBo (HanpuMep, TEHTOYHOE YCTPOMNCTBO UK BUPTYasIbHYIO JIEHTOUHY0 61bnnoTeky), Bbl
LONXHbl yKa3aTb NPUMEHUMBINA TUN OaHHbIX.

Tun xpaHeHusa
YKaXXuTe 0gHO M3 CreayoLwWwmx yCTPOUCTB XPaHEHUS, C KOTOPOro cieayeT MOHTUMPOBAaTb
CHUMOK:
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Ouck/dainn
CHUMOK MOHTUPYETCH C AMUCKa UMK U3 haiina. 3TO YCTPOWCTBO MO YMOMYaHUIO.

JleHTa
CHUMOK MOHTl/IpyeTCﬂ N3 NEHTOYHOro nyna xpaHeva. Ecnun Bbl6paHa 3Ty onuuro, TO
CMOHTl/IpOBaTb HEeCKOJ1IbKO CHUMKOB NN 3aI'IyCTI/ITb onepau,mo 6bICTpOF0 BOCCTaHOBJ/IEeHNA
HEBO3MOXHO.

VTL
CHMMOK MOHTUPYETCA N3 aBTOHOMHOW BUPTYaNlbHON IEHTOYHOM Bubnunoteku.
MopaepxnBarTCa NapannefbHble CeaHCbl MOHTUPOBAHMS B O4HON 1 TOM e BUPTyaslbHOM
JNIeHTouYHOM BubnmnoTeke.

MpumMm.: [pn NU3MEHeHNU TUNna XpaHEHUS HY>XHO rnepesanycTuTb cny>+<6y, uTObbI MU3MEHEHMS
BCTYNnunn B cuny.

3anpeTuTtb 3alWUTY OT yCTapeBaHUs
Bo BpeMsa BbINOMHEHNSA onepalmm MOHTUPOBaHUA CHUMOK Ha cepeepe IBM Spectrum Protect
6nokumpyeTcs, 4Tobbl 3aLNTUTL €ro OT yCTapeBaHMs BO BPEMS BbINOJIHEHNS Orepaumm.
YcTapeBaHne MOXeT BO3HUKHYTb, eC/IM B CMOHTUPOBAHHY0 NOCefoBaTelbHOCTb CHUMKOB
nob6aBneH opyron CHUMOK. 3TO 3HAYEHME 3a[a€eT, HYXKHO 1N 3anNpeTnTb 3aluTy OT
ycTapeBaHnsA BO BPeMA MOHTUPOBaHUA.

e YT06bI 3aWMTUTb CHUMOK OT YCTapeBaHus, He BbibupanTte aTy onuuto. CHUMOK Ha cepBepe
IBM Spectrum Protect 3a6n10KkMpoBaH 1 3almLLeH OT yCTapeBaHUs BO BPEMS BbINONIHEHUS
MOHTUPOBaHMS.

+ YT06bI 3aNpeTuTb 3alMTy OT yCTapeBaHus, Boibepute 3Ty onuuto. 3Ta onums BeibpaHa no
yMonyaHuto. CHUMOK Ha cepBepe IBM Spectrum Protect He 3a6/10KMpPOBaH M He 3alMLLEH OT
ycTapeBaHus BO BpeMs BbINOSHEHWS MOHTMPOBaHUS. B pe3ysibTaTe CHUMOK MOXET yCTapeTb
BO BPEMSI MOHTMPOBaHUS. 3TO YCTapeBaHMe MOKET NMPMBECTU K HEOXKUAAHHbLIM pe3ysibTaTaM
Y OTPULATENBHO NMOBANATL HA TOYKY MOHTMPOBaHMSA. HanpuMep, Touka MOHTUPOBaHUS
MOXET CTaTb HEMPUIOLHON A1 UCMOJSIb30BAHUS UK codepkaTb oWnbkKU. OgHako
ycTapeBaHue He BNMSIeT Ha TEeKYLLYO aKTUBHYIO KOMWIo. AKTUBHAs KOMUSi He MOXET yCTapeTb
BO BpeMs onepauun.

Ecnu CHMMOK HaxoguTCs Ha cepBepe peniMkaumn HasHavyeHus, To 3a6ﬂOKVIDOBaTb ero
HEeNb34, TaK KaK OH HaXoOuTCA B -pexnme 'TonbKo ona uTeHus'. MonbiTKa 6ﬂOKl/IpOBKl/I
cepBepoM npmeeneT K ownbke MOHTUPOBaAHNA. YT10bbI 6J'IOKVIpOBKa He BbINOJIHANACb N 3Ta
olwmnbka He BO3HMKANAa, Bbl6epl/lTe 3Ty onuuto, yTObBDI 3arfpeTnTb 3allnTy OT YCTapeBaHUA.

Pasmep ynpexxpawowiero ureHus (B 6n1okax no 16 Kb)
YKaxkute Uncno [onosIHUTENbHbIX 6/TOKOB AaHHbIX, MOJTyYaeMbIX C YCTPOMCTBA XPaHEeHUS
rocsie oTnpaBku TpeboBaHMs YTEHMS OQHOMO 6/10Ka. 3HAUYEHUS MO YMOJTYAHUIO:

» [unck nunu chann: 64
» Jlenta: 1024
« VTL: 64

MakcuManbHoe 3HaveHune ans nboro yctponcrtea pasHo 1024,

PasMmep Kalwa ynpexxaatowero 4reHus (B 61okax)
YKaxkute pasmep Kawa, rae 6yayT COXpaHaTbCs AOMNONHUTENbHbIE 6/10KM AaHHbIX. 3HaYeHus
Mo YMOYaHuIo:

» Ounck nnu carn: 10000
» JlenTta: 75000
« VTL: 10000

Y KaX[a0ro CHMUMKa eCTb COBCTBEHHbIN K3ll, MO3TOMY peLlunTe, CKOSIbKO CHUMKOB byneT
MOHTMPOBATLCA MW BOCCTaHABIMBATbLCA OOHOBPEeMeHHo. ObLLmMiA pa3mep Kalla He MoXeT
6bITb 60onblue 75000 610KOB.
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TaiiM-ayT gpaiiBepa (ceKyHabl)
370 3HaueHe 3agaeT BpeMs 0bpaboTkm TpeboBaHWIM faHHbIX OT ApanBepa (anioBon
cucTeMsbl. Ecnn obpaboTka He 3aBepLUMTCS BOBPeMS, TO TpeboBaHWE OTMEHSIETCS U Apansepy
thainoBon cnucTeMbl Bo3BpalaeTcs owmnbka. Mpu BOSHUKHOBEHWMN TaiM-ayTOB MOXHO
yBENMUYNTb 3TO 3HaUeHMe. Hanpumep, TaliM-ayTbl MOryT BO3HUKATb B MeA1EHHON CETU, NpK
3aHSATOCTW YCTPOMCTBA XPaHEHMS UK Npu 06paboTke HECKONbKMX CEaHCOB MOHTUPOBAaHMS
nnu 6bICTPOro BOCCTAHOBNEHUS. 3HAYEHUS MO YMOSTHAHUIO:

» Onck nnu cann: 60
» JlenTta: 180
« VTL: 60

Haxxmnte OK, uTobbl COXPaHUTb UBMEHEHUS M 3aKpbITb OKHO MapamMmeTpbl.

4. YbepuTech, UTo Kaxkabiin ysen cepeepa IBM Spectrum Protect, ykasaHHbIN onumnsMmn Asnodename u
Fromnode, pa3pelwiaet yoaneHne pe3epBHbIX KOMUNA.

areHT BOCCTaHOBJIEHWNS cO34aeT BO BpeMsi paboTbl HEMCNONb3yeMble BpeMeHHble 06bekTbl. Onums
cepBepa BACKDELete=Yes naet BO3MOXHOCTb yAanTb 3TU 06bEKTbI, YTOObI OHM HE HaKanIMBanucChb
B y3ne.

a) Bongute Ha cepBep IBM Spectrum Protect 1 sanyctute ceaHc KNMeHTa agMUHUCTPUPOBAHNS B
pexunme KOMaHﬂ,HOVI CTPOKMW:
dsmadmc -id=admin -password=admin -dataonly=yes

b) BBeguTe cnedyoLlyto KOMaHay:

Query Node <ums_ysna> Format=Detailed

Y6eauTech, UTO B BbIXOOHbIX pe3ysibTaTax KOMaHAbl 19 KaXK40ro y3/1a eCTb Cneayoumii
oneparop:

YpaneHve pesepBHbIX Konui paspeweHo?: [Ja

Ecnu aTtoro onepartopa HeT, TO USMeHunTe KaH(JJ,bIVI y3en CJ'IG,D,VIOLLI,GVI KOM&H,D,OVII
UPDate Node <uma_ysna> BACKDELete=Yes

Ewe pas BBeguTe koMaHay Query Node ons kaxporo ysna, utobbl ybeomTbes, UTO KaXAbIN y3en
paspellaeT yaaneHne pe3epBHbIX KOMUIA.

5. Ecnu Bbl UCMOJIb3yeTe areHT BOCCTaHOBeHMs B ceTu iISCSI 1 areHT BOCCTaHOBNEHUS He UCMOJb3yeT
CpencTBO NepeMeLLeHmns faHHblx, nepengnTe k dann C: \ProgramData\Tivoli\TSM
\RecoveryAgent\mount\RecoveryAgent.conf n3apnaite Ter [IMOUNT] n napameTp Taxrget
IP:

[IMOUNT config]
Target IP=<IP-agpec ceTeBOW KapTbl Ha KoMMbloTepe,
Ha KOTOPOM HaxoasTca HasHayeHus iSCSI.>

Hanpumep:

[General config]
paraml
param2

tiMount config]
Target IP=9.11.153.39

Mocne pobaBneHuns M nsMeHeHus napameTpa Target IP nepesanycTute rpacdmnyeckunin uHTepdenc
nUnn nHTepdenc komaHgHoOM cTpokn Recovery Agent.
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Kak BK/IIOUMTDb 3aLLULLEHHYI0 CBA3b KOMNOHEHTA areHT BOCCTaHOBNEeHUs ¢ cepeepom IBM
Spectrum Protect

Ecnu cepeep IBM Spectrum Protect ckoHdurypupoBaH a5 ucnonb3oBaHUsA NpoTokona Secure Sockets
Layer (SSL) unu Transport Layer Security (TLS), Bbl CMOXeTe BK/IIOUMTb AJ19 KOMINOHEHTa areHT
BOCCTaAHOBJ/IEHMSA B3aMMOLENCTBUE C CEPBEPOM C UCMNOJSIb30BAHNEM 3TOr0 NPOTOKONA.

Mpexxpe yeM HauyaTb

Mpexae YeM NpUCTynaTb K KOHMUIYPUPOBaHMIO 3aLUMLLEHHbIX B3aMMOAENCTBIUI C CepBEPOM,
paccMoTpuTe cnepytolme TpeboBaHms:

Y Kaxgoro cepsepa, BKOUeHHOro gns SSL, noskeH 6biTb yHUKaNbHbIN cepTudurkat. Ceptudmnkar
MOXET OTHOCUTBLCS K OGHOMY U3 ClieAyHoLnX TUMOB:

— CamonopnucaHHbI cepTudmrKaT cepBepa.

— CepTuchukart, creHepmnpoBaHHbIN CEPTUHMKATOM CTOPOHHErO LieHTpa cepTudmkaumm (certificate
authority, CA). CepTucmkat CA gosmKeH 6bITb NoslyYeH B TaKOW KOMNaHUn, Kak Symantec unm
Thawte, nav 310 [osKeH 6bITb BHYTPEHHUI CEPTUMKAT, XPaHALLMINCS B Ballen KOMMNaHuu.

+ Mo coobpaxeHnsAM NPOM3BOANTENBHOCTM UCNOSb3YITe SSL nnun TLS ToNbKO A1 CeaHCcoB, A KOTOPbIX
TpebyeTcd 3awmTa. PaccMOTpUTE BO3MOXHOCTb J06aB/IeHNA AOMNONHUTESbHbIX NMPOLLECCOPHbIX
pecypcoB B CUCTEMY CepBepa, UTobbl yA0BNETBOPUTL BO3poclune TpeboBaHus.

« YT06bI KNIMEHT COeOMHANCS C CeEpBEPOM, Ucnosb3yowmm TLS Bepcun 1.2, anropuTMoOM CUTHATYpbI
ceptuurkaTta gonxkeH bbiTb 1 Secure Hash Algorithm 1 (SHA-1) unu HoBee. Ecnu Bbl ncnosbayeTe
camMonopgnucaHHbln cepTudnKkaTt ons cepeepa, ucnonbsyrowero TSL V1.2, Hy>KHO MCNONb30BaTb
ceptudukat cert256.arm. Bawemy agmmuHucTpaTopy IBM Spectrum Protect MmoxeT notpeboBaTbesa
N3MEHUTb CepTUUKAT N0 YMONMUAHMIO HA CEpBepe.

« YT06bl BEIKNHOUNTBE MPOTOKOSIbI 3aLLUTLI, KOTOPble He obecneunBatoT Takyto 6esonacHocTb, kak TLS 1.2,
nobasbTe onumio SSLDISABLELEGACYtls yes B chaiin C:\windows\system32\fb.opt unu
C:\Windows\SysWOW64\fb.opt. TLS 1.2 unu HoBee NOMOXeT NPEAOTBPATUTL aTaKN BPELOHOCHbIX
nporpamm.

Kak BK1OUUTD 3alMLLEHHYI0 CBS3b C MCNOJIb30BAaHMEM CAaMONOANMCaHHOro cepTudmkara cepeepa
IBM Spectrum Protect

Ecnu cepeep IBM Spectrum Protect ncnonb3yet caMonognucaHHbl cepTudukart, Bbl LOMMXKHbI MONYUYNTb
KOMWI0 3TOro cepTudmkaTa y afMMHUCTPATOpa cepBepa U CKOH(UIYpUPOBaTh KOMMOHEHT areHT
BOCCTaHOB/IEHUS O B3aMMOLENCTBUI C CEPBEPOM C MCMOMb30BaHMeM npotokona TLS nnm SSL.

06 3ToM 3apaue

Kaxxpbli cepBep reHepupyeT cBon cobcTBEHHbIN cepTudukaTt. CepBepbl Bepcum 6.3 1 HoBee
reHepupytoT hainbl ¢ uMeHeM cert256.axrm, ecnu cepeep ucnonbsyet TLS 1.2 unu Hoeee, nnbo
cert.arm, ecnu cepep ncnonbayet 6onee paHHtoto Bepcuto SSL unum TLS. Bepcum cepBepa, 6onee
paHHWe, yem Bepcusa 6.3, reHepupytoT hansbl C MMeHeM cexrt.arm He3aBUCKMMO OT NPOToKoNa. Bbl
LONXHbl BbIbpaTb cepTutmKat, 3afaHHbIN Ha CepBepe Kak CePTUCMKAT N0 YMOJIYaHMIO.

dann cepTudmkaTa XxpaH1TCs Ha pabouen cTaHUMM cepBepa B KaTasiore aKk3eMnisipa cepeepa.
Hanpumep, C:\IBM\tivoli\tsm\server\bin\cexrt256.axrm. Ecnu dhann ceptudmkaTa cyLecTByerT,
thann cepTudmkaTa cozgaeTcs Npu nepesanycke cepeepa c 3TMM Habopom onumi.

Mpouepypa
Y1066l BKNHOUMTL B3anmogencTemnsa SSL nnm TLS mMexay areHTOM BOCCTaHOBJIEHUS M CEPBEPOM C
ncnonb3oBaHMem caMonoamnmMCaHHOro cemechKaTa:

1. NMpucoenmHuTe NyThb ABomnuHoro anna GSKit n nyte 6ubnunotekn k nepemeHHom cpeabl PATH Ha
KIIMEHTE.

Hanpumep:
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set PATH=C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\bin\;
C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\1ib64;%PATH%

2. Ecnu Bbl BniepBble KoHGurypupyete SSL unu TLS Ha KNneHTe, HY»XHO CO34aThb NIoOKanbHy 6asy
DaHHbIX KNtoven knmeHTa, dsmcert.kdb.

N3 kaTanora C: \Windows\SysWOW64 3anyctute komaHay gsk8capicmd_64, kak nokasaHo B
cnepyolem npuMepe:

gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -pw password -stash

BBeaeHHbI BaMK Naposib UCNoMb3yeTcs ANs WindpoBaHna 6asbl OaHHbIX Ktodel. Maponb
aBTOMAaTMYECKM COXpPaHAEeTCs B 3allMpoBaHHOM BUAe B thaine HakonneHus (dsmcert.sth). dann
HaKOMJIEHNS MCNOJIb3YeTC KIMEeHTOM A5 MoJSlyYeHMs napons 6asbl 4aHHbIX KTO4Yei.

3. MonyunTe camonognucaHHbIn cepTudnkart cepsepa.

4. UmnopTupymnTte ceptudmkaT B 6a3y gaHHbix dsmcert.kdb. Hago uMnopTtupoBatb cepTudumkaT ons
Kaxxooro knueHTa B dsmcert.kdb.

N3 katanora C:\Windows\SysWOW64 3anyctute komaHay gsk8capicmd_64, kak nokasaHo B
cnepyoLlem npumepe:

gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "CamononnvcaHHbIi Kik4y cepBepa
ums_cepsepa"
-file nyme_cepmugukama -format ascii -trust enable

B 6a3y paHHbix dsmcert.kdb MoxHO 8,06aBUTb HECKOIBKO CEPTUCMKATOB cepBepa, YTObbl KNMEHT MOr
COEAMNHATBLCA C PasHbIMKU cepBepamMi. PasHble cepTudunKaTbl AONXHbI UMETb PasHble METKMU.
Mcnonb3yinTe B Ka4ecTBe METOK MOHATHbIE UMEHa.

BakHoe 3aMeuaHue: [119 aBapuMinHOro BOCCTaHOBIIEHUS CepBepa, eciiv cepTudukat bbin noTepsiH,
cepBep aBTOMATUYECKM CTeHEPUPYET HOBbIN cepTUMKAT. KaX bl KITMEHT LOMKEH 3aTEM
MMMOPTMPOBATbL HOBbIN CepTUMKAT.

5. Mocne pobaBnenus cepTudurkata B 6a3y gaHHbIx dsmcert.kdb pobaBbTe onumto ssl yes B hann
C:\Windows\SysWOWé64\fb.opt n obHOBUTE 3HaueHMe onuumn tcpport.

Ba)xHoe 3aMeuyaHue:

Ob6bI4HO cepBep HacTpamBaeTcs oas coeguHeHun SSL nam TLS Ha gpyrom NopTy, OT/IMYHOM OT
coeanHeHu He SSL 1 He TLS. He 3apaBaiTe HoMep nopTta He SSL nnu He TLS B KauecTBe 3HaYeHUS
tcpport. Ecnuv 3HaveHne tecpport - HenpaBubHOE, areHT BOCCTAHOBIEHUSA HE CMOXET
COEeINHUTBLCA C CEPBEPOM.

Bbl He cMOXKeTe COeauHUTBCS C MOPTOM He SSL nnm He TLS, ncnonb3ys areHT BOCCTaHOB/EHMS,
BKJIHOYEHHbIN ANns SSL unum TLS, 1 He cmoxkeTe coeauHuTb NopT SSL mnun TLS ¢ areHToM
BOCCTAHOBJ1EHUS, HE BKJTtOYUEeHHbIM gna SSL nnu TLS.

6. 3apanTe npaBunbHble NopTbl SSL nnn TLS B cnepytowmx dannax KOHGUrypauum areHta
BOCCTaHOBNEHUS:
« C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf
« C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgentDMNodes.conf

Kak BKNOUUTDb 3alMLLEHHYIO CBSA3b C MCNOJIb30BAaHUEM CTOPOHHEro cepTudukara
Ecnu cepeep IBM Spectrum Protect ncnonbsyet cepTudmkaT, CreHepnpoBaHHbIN CTOPOHHUM LEHTPOM
ceptudmkaumm (certificate authority, CA), Bbl BO/I3KHbI NONYUYMTb KOPHEBOM cepTudmkat CA.

06 31Ol 3apaue

Ecnu ceptudnkart 6bin BbigaH TakuM CA, kak Symantec unu Thawte, KnneHT rotos K SSL unu TLS 1 Bbl
MOXeTe MPONyCTUTb CefyoLWme Waru no KOHUrypmpoBaHuto. Ytobbl NoayumTb CIMCOK
NPEeNHCTaNNMPOBaHHbIX KOPHEBbIX cepTudmkaTos CA, nwmte TepmmH KopHeBble cepTuukatbl
LEeHTPOB cepTUhMKaLMMU B LLEHTPE 3HaHUIN IBM.
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Ecnu cepTudmKaT He creHeprpoBaH NPenHCTaNIMPOBaHHbIM KOPHEBbLIM CEPTU(MKATOM UK ABNSETCS
BHYTPEHHUM cepTudmkaToM CA, XpaHsALWMMCS B Balleil KOMNaHUK, Bbl [OJIXHbI CKOH(GUIYpPUpPOBaTb
KOMMOHEHT areHT BOCCTaHOB/IEHNS A5l B3aMMOAENCTBUS C CEPBEPOM, UCMOJb3ys NPOTOKON TLS nnu
SSL.

Mpouenypa

Y106bI BKNOUNTL B3auMoaencTemsa SSL nnum TLS mexay areHToM BOCCTAHOBIEHUS U CEPBEPOM C

ncnonb3oBaHnem ceptudukata CA:

1. MpucoeanHuTe NyTb ABon4Horo amna GSKit u nyte 6ubnnotekn kK nepemeHHom cpeabl PATH.
Hanpumep:

set PATH=C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\bin\;
C:\Program Files\Common Files\Tivoli\TSM\api6é4\gsk8\1ib64 ;%PATHY%

2. Ecnu Bbl BNepBble kKoHurypupyeTe SSL nnu TLS Ha KNKMeHTe, HYXHO Co3A4aTb JIoKanbHyto 6asy
LaHHbIX KNouen knveHTa, dsmcert.kdb.

[ns knmeHToB 3anycTute komaHay gsk8capicmd_64 ns katanora C: \Windows\SysWOW64 kak
MoKasaHo B CneayoLwem npumepe:

gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -pw napone -stash

BBepeHHbIN BaMK Napofib UCNofb3yeTcsa Ana windpoBaHmsa 6asbl JaHHbIX kno4ven. MNaponb
aBTOMaTMYECKUN CoxpaHseTcsa B 3alumdpoBaHHOM Buae B thaine HakonneHus (dsmcert.sth). @ainn
HaKOMMEHNS UCNOMNb3YeTCa KNMEHTOM AN1A NOonyYeHns napons 6asbl JaHHbIX KHOYEN.

3. Nonyunte ceptudmkat CA.

4. imnopTupyinTte cepTudmkart B 6asy paHHbix dsmcert.kdb. Hapo umnoptupoBath cepTudmkar ans
Kaxxgoro knmeHTa B dsmcert.kdb.

[ns knmeHToB 3anycTute komaHay gsk8capicmd_64 ns katanora C: \Windows\SysWOW64 kak
noKasaHo B cnefyoweM npumepe:

gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "XYZ Certificate Authority"
-file nyme_kopHesozo_cepmugukama_CA -format ascii -trust enable

B 6a3y paHHbix dsmcert.kdb MoxHO 8,06aBUTb HECKOTbKO CEPTUCMKATOB cepBepa, YTobbl KNMEHT Mor
COEMHATBLCA C pasHbIMU cepBepaMi. PasHble cepTuduKaTbl AON¥HbI UMETb PasHble METKMU.
Mcnonb3yinTe B Ka4ecTBe METOK MOHATHbIE UMEHa.

Ba)kHoe 3aMeuvaHue: [115 aBapuInHOro BOCCTAHOBNEHUS CEPBEPa, eCnun cepTudmkar bbin noTepsH,
cepBep aBTOMATUYECKN CreHepmpyeT HOBbIM cepTutmKaT. Kaxabln KIMEHT LOKEH MMNOPTMPOBATb
HOBbIN CepTUdMKaT.

5. Mocne pobaBneHus cepTudmrkaTa B 6a3y gaHHbIXx dsmcert.kdb pobaBbTe onumto ssl yes B chann
C:\Windows\SysWOW64\fb.opt n obHOBUTE 3HaUeHMe onuumn tcpport.
Ba)xHoe 3amMeuaHue:

Ob6bIYHO cepBep HacTpamBaeTcs s coegnHenun SSL nnm TLS Ha gpyrom NopTy, OT/IMYHOM OT
coeanHeHun He SSL 1 He TLS. He 3apaBaiiTe HoMep nopTta He SSL nnu He TLS B KauecTBe 3HaYeHUS
tcppoxrt. Ecnu 3HaveHne tcpport - HenpaBubHOE, areHT BOCCTAHOBIEHUSA HE CMOXET
COEeINHUTBLCA C CEPBEPOM.

Bbl He cMOXKeTe CoeauHUTBCS C MOPTOM He SSL nnn He TLS, ncnonb3ys areHT BOCCTaHOBEHMS,
BKJIOYEHHbIN aNns SSL unu TLS, 1 He cMoxkeTe coeauHuUTb NopT SSL nnun TLS c areHTom
BOCCTaAHOBJ1EHUS, HEe BK1tOYeHHbIM gnga SSL nnu TLS.

6. 3apaviTe npaBunbHble NOPTbl SSL nnn TLS B cnepyowmx dannax KOHGUrypauum areHta
BOCCTaHOBNEHUS:

e C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf
e C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgentDMNodes.conf
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MapaMeTpbl IoKanu

MapamMeTpbl NOKaNM yKasblBaOT 93bIK, MCMONb3YEMbI AN MHTePeNCcoB, COOBLLEHWI N 3TIEKTPOHHON
CnpaBKu.

Fpacdmueckue nHutepdeliicol Data Protection for VMware

®pasza "rpaduruecknin Htepdenc Data Protection for VMware" npumeHunMa K cnegyrowmm rpacmyecknm
NHTepencam:

« 'pacthmuecknin nntepdenc Data Protection for VMware vSphere, 0ocTyn K KOTOPOMY OCYLLECTBNSAETCA B
Beb-6pay3epe

« IBM Spectrum Protect vSphere Client - MNogkntouaembln Mogynb B rpadmveckom nHTepdence seb-
KnuneHTa vSphere

Ipacnueckune nHTepdencel Data Protection for VMware He nogaepxusatoT paboTy B cpeae,
copeprKallen napamMeTpbl JIOKaAu, He CorflacoBaHHble MeXay NpoLeccopamm, Ha KoTopbix paboTaeT
rpadumueckmii HTepdenc Data Protection for VMware, knueHTtoM vSphere VMware 1 cepsepom IBM
Spectrum Protect.

3apanTe oAMHaKOBble NapamMeTpbl IOKanu A8 CUCTEM, HA KOTOPbIX paboTaeT rpadmyeckuin nHTepgenc
Data Protection for VMware, knneHTa vSphere VMware n cepsepa IBM Spectrum Protect.

Mpv NepBOM JOCTYNe K CTPaHMLLE CNPaBKM Mo rpaduuyeckomy nHTepgdency komnoHeHTa Data Protection
for VMware uepes ccbiiky "Y3HaTb nogpobHee" cnpaBka nosiBUTCS Ha S3blKe, 3a4aHHOM NapaMeTpoM
JIOKanv CUCTEMbI, B KOTOPOW paboTaeT rpadmyeckmin nHTepdenc komnoHeHTa Data Protection for
VMware. MNpu nepBoM JOCTyMe K CNpaBKe CNpaBKa He NOSIBUTCS Ha S13blKe, 3a4aHHOM JTOKasblo KIIMEHTA
VMware vSphere. B 3ToM cnyyae WenKHMUTE Noc/e OTKPbITUS CTPaHWLbl CNPAaBKK rpacmnyecKoro
nHTepenca Data Protection for VMware, no kpanHen mepe, No ABYM CCbIJIKaM B CrIpaBKe 1 3aKponTe
cnpaBky. B cnepyowmin pas, npy 3anycKe cnpaBKu Npy NoMoLwm ccbiniku "Y3HaTb nogpobHee" oHa
NosIBUTCS Ha A3blKe, 3a4aHHOM NapaMeTpoM fiokanu knnmeHTa VMware vSphere.

WHTepdpeiic BoccTtaHoBNeHUs thaitnos IBM Spectrum Protect

Copepxunmoe nHTepdenca u A3blk npurnaweHni cooblleHnin onpegenseTcs napamMeTpoMm A3blka Beb-
6paysepa, OCyLLECTBASAIOLLEr0 [OCTYN K MHTepdency BoccTaHoBNeHMs dannos IBM Spectrum Protect.

[ns coobuieHunin o6 owmnbkax, 3anuncoiBaemblx B hann fr_api.log, uHtepdelic BocctaHoBNEHMS
tharnos IBM Spectrum Protect ncnonbsyet a3blK, 3afaHHbI MapaMeTPOM JIOKanM CUCTEMbI, B KOTOPOM
paboTaeT koMnoHeHT Mpaduruecknin HTepderc Data Protection for VMware vSphere.

Onepauum haiina xxypHana

Data Protection for VMware co3gaeT n MoautmumpyeT HECKOJIbKO haisioB XypHaIoB BO BpeMs
BbINOSIHEHWNS onepaL/Mii Mo YyCTAHOBKe, pe3epBHOMY KOMMPOBAHMIO, MOHTMPOBAHMIO M BOCCTAHOBJIEHMUIO.

dannbl xypHana Data Protection for VMware - 3To npocTble TeKCcToBble halifbl ¢ paclumpeHmnem . st.

ITTEMDKy pHanbl NOMeLLaTCs B CeayoLLWii KaTanor:
9%ALLUSERSPROFILE9%\Tivoli\TSM\TDPVMware

KaTanoru cogepat nogkatanoru ans Kaxnoro komnoHeHTa Data Protection for VMware. Hanpumep,
noaKaTanor areHT BOCCTaHOBMeHUs - 3To \mount, a nogkartanor nHTepdenca KOMaHLHOM CTPOKM areHTa
BOCCTaHOBMeHUs - 370 \shell.

darnbl )XypHanoB MOxH onckaTtb B MeHto Windows > Myck, Bbibpas MaHenb ynpasneHusa > Mouck n
BBegsa *.log.

TN DK y pHanbl noMeLaTea B 06a yKasaHHbIX HUXKe MyTu:
<usexr.home>/tivoli/tsm/ve/mount/log
/opt/tivoli/tsm/TDPVMware/mount/engine/var

Hantu hannbl xxypHana MOXHO Npu NOMOLLM CReayiolen KOMaHabl:

find /opt/tivoli/ -name "x.log"
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BakHoe 3aMeuaHue: CyliecTBytoLwme halinbl XypHana nepe3anncbiBaloTCS NPU KaX4oM 3anycke
ycTaHOBKMW. Ecnu Bbl cTonkHeTech ¢ npobnemon npuycTaHoBKe 1M BaM noTpebyeTcs nepeycTaHOBUTb
NPOOYKT, NPeXae YeM CHOBa NPUCTYNaTb K YCTAHOBKE, NOSyUnTE CYLLECTBYHOLWMIA hainn
TDPVMwareInstallation.log us katanoraf%allusersprofilef.

MpumMm.: Korga paboTtaet cnyxba Data Protection for VMware, HeCKonbKo halifioB XypHanoB HaxogaTcs B
OTKPbITOM COCTOSIHMMW. B pe3ynbTaTe HEKOTOPbIE MEHeAXepPbl PanoB HE NOKa3bIBAKT TEKYLLEee
COCTOSIHWE 3TUX (hanNoB U MOryT cOobWMNTL O HyNIeBOM pasmepe darna. Ecnv BoibpaTb nan oTKpPbITb
O0OVH 13 3Tux hannos, MeHegepy hannoB NpUHyANTENbHO 0OHOBUT CBeAeHUs O hanne.

daitnbl )KypHanoB areHT BOCCTAaHOBJIEHUS

®dann xypHana areHT BoccTaHoBeHus - 3To TDP_FOR_VMWARE_MOUNTnnn . s£. ®ann xypHana c
nocnegHUMM OaHHbIMK - 3TO hain c Homepom 040 (TDP_FOR_VMWARE_MOUNT040. sf). Korna pasmep
XypHana [ocTuraeT MakCcMMyMma, co3faeTcs HOBbIM haln xypHana. MiMs daina )ypHana ocTaeTca TeM
e, HO ero HoMep yMeHbLUIaeTCcs Ha eanHuLy. Hanpumep, oaHHble B haine xypHana ¢ Homepom 040
KOnuMpytoTCs B (hann xypHana ¢ HoMepom 039. Painn xypHana c HomepoM 040 coaepXuT camble CBEXME
LaHHble XypHana. Korga 040 cHoBa [ocTMraeT MakCMManbHOro pasmepa, cogepxumoe anna 039
nepemeLlaetcs B thann 038, a nHopmaums ns 040 cHoea nepemeutaetcs B 039.

®daiinbl )xypHana rpathuueckoro nHtepdpeiica Data Protection for VMware

Ipacnueckunin nHtTepgerc Data Protection for VMware vSphere nomeliaeT annbl XXypHanos B
cnepyroLmii KaTanor:

BT C : \1BM\SpectrumProtect\webserver\usr\servers\veProfile\logs

BTN /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/logs
Mpwu hannos xypHana ybeautecs, 4To Bbl BKIOUMUAN B CXaTbil dalin BCe NogKaTanoru.

daitnbl )xypHanos UHTeptpeiic kKomaHpHo cTpoku Data Protection for VMware

NHTepderic komangHom cTpokmn Data Protection for VMware nomewaeT annbl XypHanoB B C/IEAYOLWMI
KaTasnor:

BTTTEMC : \Program Files\IBM\SpectrumProtect\Framework\VEGUI\logs
BTN /opt/tivoli/tsm/tdpvmware/common/logs
Mpu hainos xypHana ybeamTech, UTo Bbl BKITIOUMAM B CXaTbIi (haiin BCe NoAgKaTanor.

®daiinbl xxypHana uHtepdeiica BocctaHoBneHus painos IBM Spectrum Protect

NHTepdelic BoccTaHoBNeHMs harnos IBM Spectrum Protect 3anucbiBaeT coobuieHns B thansbl
fr_api.log, fr_gui.log umessages.log. 3Tu thannbl HAXOAATCA B CNEAYIOWEM KaTanore no
YMONYaHUHo:

T C : \IBM\SpectrumProtect\webserver\usr\servers\veProfile\logs

BTN /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/logs
Nmsa n pacnonoxenue anna fr_api.log MoxHO n3MeHUTb, 3aaas onumm APT_LOG_FILE_NAME un
API_LOG_FILE_LOCATION B charine onepauuii xxypHana socctaHoBneHus dannos (FRLog.config).

Onepauunu BoccTaHOBNEHUS hali/IoB TaKKe 3anuceiBatoTca cepsepom IBM Spectrum Protect. 3tu
Co006LLEHNA MOXHO UCKATb C MOMOLLbI aAMUHUCTPATUBHOIO KIIMEHTA KOMaHOHOW CTPOKM cepBepa.

« [1na 3anycKka ceaHca KNMeHTa agMUHUCTPUPOBAHUS B PEXMMEe KOMaHOHON CTPOKW BBEANUTE CO CBOEW
paboueli CTaHUMM CNeayoLLyo KOMaHay:

dsmadmc -id=admin -password=admin -dataonly=yes

Ecnun BBectn komaHay DSMADMC c onuunamm =ID n =PASSWORD, kak 30ecb NokasaHo, Bac He NONpocaT
BeBecTu ID nonb3oBaTtenda n naponeb.
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» YT06bI NPOM3BECTM MOUCK B CYMMApPHOW paclumMpeHHon Tabnvue SQL 1 yBuaeTb pesynbTaTbl onepauui
BOCCTaHOBJIEHUs (haiinoB, BBeAuTe kKoMaHay select Ha aAMUHUCTPATMBHOM KJIMeHTe KOMaHAHOM
CTPOKMU:

select * from SUMMARY_EXTENDED where ACTIVITY_TYPE='File Restore'

MoncK MOXHO Cy3UTb, BKJIKOYMB B onepaTop Bbibopa OAMH UM HECKOJIbKO U3 CIEeAYIOWNX KPUTEPUEB:
— % ENTITY="'UMs_Y3JIA_NEPEMEWEHNSA_LNAHHbIX'

AS_ENTITY="UMA_Y3/A_UEHTPA_LAHHbIX'

SUB_ENTITY="'UMA_XOCTA_VM'

START_TIME='eceee-MM-00 Y4:mm:cc'

* ok o

Hanpumep:

select * from SUMMARY_EXTENDED where ACTIVITY_TYPE='File Restore'
and ENTITY='LOCAL_MP_WIN' and AS_ENTITY='DC_NODE' and SUB_ENTITY='testvm'
and START_TIME>'2017-03-11 17:30:00'

Kputepuin START_TIME nognep»u1BaeT 3anpochl CO CneaywmuMm 3HaKkaMu: paBHo (=), MeHblLe, YeM
(<), unu 6onblue, yem (>).

» YT106bI NPOM3BECTUN NOUCK B Tabnuue xypHana onepaunn SQL 1 yBuaeTb cobbiTnsa onepaumm
BOCCTaHOBMeHMS haiinos, BBeAnTe komaHay select Ha afAMUHUCTPATUBHOM KIMEHTE KOMaHAHOM
CTPOKMU:

select * from ACTLOG

[MONCK MOXHO Cy3UTb, BKJIKOUNB B OnepaTop Bbl60pa OOVH NN HECKOJIbKO U3 cneayruwmnx Kputepmnes:

— % NODENAME="'MMS_Y3JIA_LIEHTPA_JIAHHbIX'
— % DATE_TIME='eeee-MM-00 YY:mm:cc'

Hanpumep:

select * from ACTLOG where NODENAME='DC_NODE' and DATE_TIME>'2017-03-11 17:30:00'

3apasanTe sHaveHnsa MMA_Y3JIA_MEPEMELEHNA_[IAHHbLIX v UMA_Y3JIA_LUEHTPA_[IAHHbIX,
MCNonb3ysa CMMBOIbI BEPXHEr0 perncrpa.

Kputepuin QATA_BPEMS nopaepunBaeT 3anpochl CO CNefyoLIMMM 3HaKaMmM: PaBHO (=), MeHblle, yeM (<),
unu 6onblue, yem (>).

3anyck nporpamMmmbl u cny>x6 gpna Data Protection for VMware

Mo ymonuaHuto, npu 3anycke OI'IepaLl,l/IOHHOVI cuctembl Windows KOMNOHEHT areHT BOCCTaHOB/IEHUS
3anycKaeTca OT MMeHU JIOKa/IbHOWM CUCTEMHOM y‘-IETHOlZ 3anuncu.

3anyckK cny>x6 KOMNoHeHTa areHT BoccTaHoBsieHus B Microsoft Windows

Mopu 3anycke KOMMOHEHTa areHT BOCCTaHOBNEHMA U3 MeHto Myck B Windows cnyx6a aBTomaTuyecku
oCTaHaBnmBaeTcs. Korga areHT BOCCTaHOBMEHNS, 3anyLWeHHbIN 13 MeHto lNyck, 3aBepLuaeT paboTy,
cnyxba aBToMaTMUecKmu 3anyckaeTcs. Kpome Toro, 4s aTux onepaumnoHHbIX CUCTEM, ciyxba He
npegocTtaBnseT rpacuyeckuii nHTepderic. Ytobbl ncnonb3oBaTh rpauyuecknin MHTepdeic, nepengute B
meHto Myck B Windows v BbibepuTe Bece nporpammbl > IBM Spectrum Protect > Data Protection for
VMware > areHT BOCCTaHOBJIEHUS.

UHTepdeiic komaHpHou cTpoku Data Protection for VMware
Bbl MOXeTe NpoBepuTb, paboTaeT /i KOMMNOHEHT MHTepdeiic KomaHaHoi cTpoku Data Protection for
VMware, BbINOSIHWB CNEayHOLLYIO 3a4auy:
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BB LI6epuTe Myck > MaHenb ynpaBneHns > ALMUHUCTpUpoBaHue > Cnyx6bl 1 ybenmTech, YTo
COCTOSIHMEM KoMMNoHeHTa UHTephenc komaHaHou cTpoku Data Protection for VMware
aBngeTcs 3anyueH.

BT NepeiinuTe B KaTanor scripts (/opt/tivoli/tsm/tdpvmware/common/scripts/) u
BBEMTE CReayoLLyo KOMaHAay:

./vmclid status
« Ecnv nemMoH He paboTaeT, To BBeAMTE CNefyoLWwyo KOMaHay, YTobbl 3anyCTUTb AEMOH BPYYHYHO:
/opt/tivoli/tsm/tdpvmware/common/scripts/vmcli --daemon
E,J'IFI OCTAaHOBKU 1 3anyCKa AeMOHa MOXHO TaKXe NCNnoib30BaTb CLUEeHapun init:

./vmclid stop
./vmclid start
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NMpuno>xeHue A. PacluupeHHoe KoOH(purypuposaHue

Hy>HO BPYYHYO CKOH(DMIYpMpPOBaTh 1 NPOBEPUTL KaXAbli KOMMOHEHT, UCMONb3Ya AOCTYNHbIe
NHTEepPdENChI NPUNOXKEHWUNA.

MpeXxpe yem HauaTb
Mepepn BbINOIHEHNEM 3TOM 3a4a4M NPOBEPbTE, BbINMOMIHEHO X Clleaytollee:
« CepBep IBM Spectrum Protect gonxeH 6bITb OCTYNEH AN perncrpaummn y3nos.

« Mogaynb Npadinvecknin nutepdenc Data Protection for VMware vSphere ycTaHOBNEH Ha KOMMNbIOTEPE,
KOTOPbIN COOTBETCTBYET TPEOOBAHUSAM K ONepaLMOHHON cucteme. Y Hero JonxHo bbiTb ceTeBoe
coefMHEeHVe COo CreaywmMm CUCTeEMaMm:

— CepBep pe3epBHOro KonnposaHua vStorage
— Cepsep IBM Spectrum Protect
— Cepsep vCenter

Mpouenypa

1. Bongute Ha cepsep IBM Spectrum Protect u BbinonHnTE OeNCTBUSA, ONMCaHHbIE B pasgene
t_ve_cfg_regtsmnodes.dita.

2. BoiignTe Ha cepBep pes3epBHOro KONMPOBaHMSA vStorage 1 BbINONIHUTE AENCTBUS, ONUCAHHbIE B
paspene “HacTpoika y3/10B nepemMeLleHns JaHHbIX C MOMOLLbO rpadyecKoro Noab30BaTe/IbCKOro
nHTepenca nogkntovaemoro moayns vSphere” Ha cTp. 91.

3. BonauTe B cMCTEMY, B KOTOPOW YCTAHOBNIEH KOMMNOHEHT padmnueckuin nHtepderic Data Protection for
VMware vSphere, 1 BbINonHWUTE 3afa4u, onncaHHble B pasaene “KoHdurypmpoBaHue MHTepdenc
KOMaHZHoM cTpoku Data Protection for VMware B cpege vSphere” Ha cTp. 100.

4. B cncteme, B KOTOPOW yCTaHOBMIEH KOMMNOHEHT padndecknin nHtepdenc Data Protection for VMware
vSphere, 3anyctute knneHT vSphere 1 Bonante B cuctemy vCenter.

Ecnun knneHT vSphere yxxe paboTaeT, 0CTaHOBUTE €ro 1 nepesanycrmTe.

5. Mepengute B kaTtanor Home Ha knneHTe vSphere. LLenkHuTe no 3Ha4ky padmueckuin nHTepdenc
Data Protection for VMware vSphere B naHenu PelleHns 1 NpUoXeHus.

CoBeT: EC/i1 3HaUOK He nokKasaH, 3To o3HavaeT. 4To padmueckuii nHtepderic Data Protection for
VMware vSphere He 3aperucTpupoBaH Uiy NPonsoLLINa olWmnbKa coeguHeHus.

a. B meHto vSphere Client nepengute B Mopknoyaembie MOAYAM > YNpaBieHUe NOAKJIOYaeMbIMU
MoAyNaMM, UToObI 3aMyCTUTb MEHeKepP NOAK/YaeMblX MOAYeNn.

b. Ecnn Bbl MOXeTe HanTu padumueckunin nHTepdenc Data Protection for VMware vSphere u
npousonget ownbka coefMHEH s, NPOBEPbTE COeANHEHME C KOMMbIOTEPOM, HA KOTOPOM
ycTaHoBneH pacdunueckuin nHTepdelic Data Protection for VMware vSphere, BBeas koMmaHay ping.

PesynbTaTtbl
Ipachnuecknin nHtTepgerc Data Protection for VMware vSphere rotos k onepaumam pe3epBHOro
KOMMPOBAHWUSA U BOCCTAHOBJIEHNS.

HacTpoiika yanos IBM Spectrum Protect B cpepe vSphere
3Ta npoleaypa onucbiBaeT, Kak BPyUHYO 3aperncTpmMpoBath y3sbl Ha cepeepe IBM Spectrum Protect u
npenocTaBMUTb paspeLleHns NPoKCcKH ana aTUX y3nos B cpefe vSphere.
Mpexxpe yueM HauaTb

Ba)xHoe 3aMeuaHue:
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06 3ToM 3apaue
Bce ykasaHHbIe HUMXKe 0eCTBUS BbIMOJHAKTCA Ha cepBepe IBM Spectrum Protect.

CoBeT: 3Ty 3afia4y TaKXXe MOXHO BbIMOMHUTb, MCNOSIb3Yys MAacTeP KOH(MUIypaL MM KOMNOHEHTA
Ipacnuecknin nHtepdenc Data Protection for VMware vSphere nnu 6110KHOT naMeHeHUst KoHdurypaumu.
3anycTtute padmnuecknin nHtepdenc Data Protection for VMware vSphere, oTkpbiB Beb-6paysep n
nepenas Ha Beb-cepBep rpacmyeckoro nHtTeptenca. Hanpumep:

https://guihost.mycompany.com:9081/TsmVMwareUI/

BonawuTe B cucteMmy, ykasas ID nonb3osatensa vCenter u napossb.

« [1nA HauyaNbHOro KOH(UrypmpoeaHus neperianTe B KoHmrypaums > 3anycTuTb Mactep
KOH(hUrypupoBaHus.

« [lnda cywecTBytowen KoHdhurypauum nepeigmte B KoHdmrypauus > MpaBka KoHgurypauuu.

Mpouenypa

1. Bongute Ha cepsep IBM Spectrum Protect u 3anyctute ceaHc KnneHTa agMUHUCTPUPOBAHUS B
peXnMme KOMaHOHOWM CTPOKMU:

dsmadmc -id=admin -password=admin -dataonly=yes

2. Beegute komaHay REGister Node, utobbl 3apernctpupoBath Ha cepBepe IBM Spectrum Protect
cnegyowme y3nbl:

a) Ysen, cootBeTcTBYOWMN VMware vCenter (y3en vCenter):
REGister Node MY_VCNODE <naponb gnsa MY_VCNODE>

b) Ysen, koTopsbii B3anmomencteyeT ¢ IBM Spectrum Protect u padnyeckuin nntepgeic Data
Protection for VMware vSphere (y3en VMCLI):

REGister Node MY_VMCLINODE <naponb gns MY_VMCLINODE>

¢) Y3en, CoOTBETCTBYIOLWMNIN LLeHTPY AaHHbIX U ABNAOLWMIACA MECTOM, e XpaHATCca AaHHble VM (y3en
LeHTpa AaHHbIX):

REGister Node MY_DCNODE <naponb pnsa MY_DCNODE>
d) Y3en, nepeMelatoLLmii faHHbIe C OAHOMO KOMMblOTEpA Ha Apyron (ysen nepeMeLleHns OaHHbIX):

REGister Node MY_DMNODE <naponb pna MY_DMNODE>

BHumaHue: MNpu pernctpaunm y3nos Ha cepsepe IBM Spectrum Protect He ncnonbsynte
napameTp userid.

3. BeBeante komaHay GRant PROXynode, uTobbl 3a4aTb B3aMMOCBSA3M NPOKCK AJ1S 3TUX Y3/10B:

HanoMuHaHue: Y35bl Ha3HaYeHUsa cogepaT AaHHble, a Yy3/bl-areHTbl BbICTYNaT OT UMEHU Y310B
Ha3HaHeHMﬂ.anﬂpeﬂOCTaBﬂeHMMHOﬂHOMOqMﬁHpOKCMy3ﬂyHa3HaquMﬂy3eﬂ1NeHTMOMET
BbIMOJIHATb onepaunn pe3epBHOIro KonmMpoBaHMA M BOCCTaHOBJIEHNA ON1A Y3/1a HAa3HAYEHUA.

a) MNpenocTaBbTe aBTOPU3ALIMIO NPOKCK 06beKTY y3en vCenter, BBeasa CrnenytoLLyo KoMaHay:
GRant PROXynode TArget=MY_VCNODE AGent=MY_DCNODE,MY_VMCLINODE

dT1a komaHpga npepoctasngetT MY_DCNODE n MY_VMCLINODE nonHoMo4na ansa pesepBHOro
KOMMPOBaHUA 1 BOCCTAHOBJIEHNS BUPTYasbHbIX MawnH oT uMeHn MY_VCNODE.

b) MpenocTaBbTe aBTOPU3ALMIO MPOKCU 0OBEKTY Y3en LieHTpa AaHHbIX, BBeAs CNedyoLlyo KOMaHay:

GRant PROXynode TArget=MY_DCNODE AGent=MY_VMCLINODE,MY_DMNODE
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dT1a KomaHga npegoctaBnget MY_VMCLINODE n MY_DMNODE nonHoMo4ns ansi pe3epBHOro
KOMNMPOBaHMS N BOCCTAHOBMEHNUS BUPTYanbHbIX MalnH oT uMeHn MY_DCNODE.

¢) (HeobsasatenbHo) MpepocTtaBbTe NOHOMOYMS MPOKCU BCEM A0MNONHUTENbHBIM 06beKTaM y3en
LeHTpa AaHHbIX UM y31aM nepeMeLleHns faHHbIX B Ballen cpene.

d) MpoBepbTe B3anMOCBA3N NPOKCU: BBeAUTe Ha cepsepe IBM Spectrum Protect komaHay Query
PROXynode. Huxe nokasaHbl 0XXUOaeMble BbIXOAHbIE Pe3ybTaTbl KOMaHAbI:
OxunpaeMble BbIXOAHbIE pe3yNnbTaTbhl KOMaHIbI:

Target Node Agent Node
MY_VCNODE MY_DCNODE MY_VMCLINODE
MY_DCNODE MY_VMCLINODE MY_DMNODE

JanbHeuwue gencrema

Cnepytolas onepawums KOH(UIyprpoBaHMS BPYYHYHO, BbINOSHSEMas NOCAe YCNeWwHOW HACTPONKN Y3108
IBM Spectrum Protect - HacTpoiika y3/10B nepeMelleHmns gaHHbIx (CMoTpuTe pa3gen “HacTpolika ysnoB
nepeMeLL,eHNs JaHHbIX C MOMOLLbIO rpadiMyecKoro Nonb30BaTeNbCKOro MHTeptenca NoaKIYaEMOro
mopynsa vSphere” Ha cTp. 91).

HaCTpOﬁKa y3J10B NepeMeLLeHUs AaHHbIX C NOMOLbIO rpacuyeckoro
noJsib30BaTeN1IbCKOro MHTequEﬁca noaxKnrw4vyaeMmoro moayns vSphere

Ecnu Bbl BbIrpy3nTe pabouyto Harpysky no pesepBHOMY KOMMPOBAHMWIO Ha CepBep Pe3epBHOro
KonupoBaHus vStorage B cpefe vSphere, Bbl MOXeTe C MOMOLLbIO MacTepa nepemMeLLeHms AaHHbIX
HaCTpPOWUTb pAL y3n0B nepemMelieHna gaHHbIX ONn4a BbINOJIHEHUA onepau,mﬁ nnepemMelweHna gaHHbIX Ha
cepsep IBM Spectrum Protect.

Mpe>xpe yeM HauvaTb

[19 HACTPOWKM y3/10B NepeMeLLeHNs JaHHbIX TpebyeTcs NPOM3BEeCT! M3MEHEHUA KOHAUIypauuu,
3anycTuTb HeobxoauMble cnyx6bl U NPOBEPUTbL HACTPOKY.

JTW 3aa4M MOXHO BbIMOAHUTB C MOMOLLBH Fpadnuueckoro nosib3oBaTeslbCKoro MHTepderica
MOAKOYAEMOr0 MOAYSISA, YTO NO3BONSET YNPOCTUTb U YCKOPUTb NPOLLECC CO34aHMS psaa y3oB
nepeMeLLeHns faHHbIX. JTN60 MOXHO BbINOMHWUTL 3TW OEACTBUS BPYUHYO; AONOSHUTENBbHYIO
MHhopMaLMto CMOTPUTE B pasgene “HacTpolika y310B nepeMeLleHns aHHbIX BPYUHYO B cpeae vSphere
” Ha cTp. 92.

B cTaHpapTHoN cpepe Data Protection for VMware ons kaxaoro KOMNoHeHTa y3en nepeMeLLeHms
OAaHHbIX MCMONb3yeTca oTaeNbHbIN thain dsm.opt (Windows) unu pasgen carna dsm. sys (Linux). Ecnn
HECKOJIbKO Y3/10B NepeMeLLeHNs AaHHbIX Ha CepBEpe PE3EPBHOMO KOMMPOBaHMS vStorage Mcnonb3ytoTcs
ON9 nepyninKaumm LaHHbIX Uy 3TUX Y3/10B €CTb paspeLleHmnst Ha NepeMeLleHmne AaHHbIX A O4HOro 1
TOro >xe obbekTa y3en LeHTpa QaHHbIX, Kaxapl ann dsm. opt wnu pasgen dhamna dsm. sys oomkeH
cofepxaTtb cBoe 3HaveHue onumm dedupcachepath.

Y3en nepemMelleHns nsnyeckmnx gaHHbix 0bbivHo ncnonb3yet SAN ona pe3epBHOro KOMMpPOBaHUS 1
BOCCTaHOBMEHMA AaHHbIX. ECnu Bbl KOH(UrypupyeTe y3en nepeMeLleHmns JaHHbIX 05
HEeMoOCPeACTBEHHOIO [OCTYNa K TOMaM XpaHeHUs, TO OTK/HOUMTE aBTOMATUYECKOe HasHaveHne BykB
OMCKOB. ECnu Bbl He OTK/HOUMTE HAa3HaveHne ByKB AUCKOB, TO KJIMEHT Ha y3/e NepemMeLLeHmns AaHHbIX
MOXEeT NoBpeaunTb 0TobpaXxkeHne HECTPYKTYPUMPOBaHHbIX AaHHbix (Raw Data Mapping, RDM)
BUPTYyanbHbIX ANCKOB. Ecnv RDM BUpPTyanbHbIX MCKOB NOBPEXAEHO, TO PE3EePBHOE KONMPOBaHMe
BbIMO/HUTb HEBO3MOXHO.

OrpaHuueHue: Data Protection for VMware He nognep>vBaeT pacrnucaHue cepeepa pe3epBHOro
KonupoBaHua vStorage (Mcnofib3yeTca B KauecTBe y3/a nepemMelleHmns OaHHbIX) 019 pe3epBHOro
KonupoBaHusa camoro cebs. YbeauTech, UTO cepBep pe3epBHOro KoNnpoBaHua vStorage UCKIIOUEH 13
CBOMX pacnucaHuii. icnonb3yinTe opyron cepeBep pesepBHOro KonMpoBaHusa vStorage oia pesepBHOro
KOMMPOBaHMSA BUPTYaslbHOW MaLLMHbI, KOTOPasi COAEPMUT CEPBEP Pe3epPBHOro KonMpoBaHusa vStorage.
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Ecnuv BaM Hy>KHO BbINOSIHUTb KakMe-Mbo 13 yKasaHHbIX Bbllie HAaCTPoeK, CMoTpuTe pasgen "Kak
BPYYHYIO HACTPOUTb y3J1bl NepeMelLeHns aHHbIX B cpeae vSphere".

06 3ToM 3apaue

Mcnonb3ynte nogkntoyvaeMbli Moaynb vSphere, 4tTobbl CKOHUIYpMpPOBaTb y3/bl NepeMeLLeHNs aHHbIX.

Mpouenypa
1. B nogkntouaemoM Moayne vSphere Bbibepute IBM Spectrum Protect.
2. Ha Bknagke KoHdmrypupoBatb BbibepnTe CpeacTBa nepeMeLl,eHnst faHHbIX.

3. B naHenu J,06aBUTb cpeacTBa NepeMell,eHUs JaHHbIX BbibepuTe B BbiNafatolieM MeHIo LEHTpP
OaHHbIX.

4. l3aMeHUTe HyXHbIM BaM 06pa3om crefytolime nons:

« UMA cpencTBa NnepeMeLLeHUs BAaHHbIX: IMga y3na, B KauecTBe KOTOPOro yKe NoAacTaBfeHo
peKkoMeHayemMoe MM Ha OCHOBe NpetrKca y3na, UMeHW y3na LLeHTpa AaHHbIX, UMeHU CpeacTBa
nepeMeLlleHMs OaHHbIX 1 YBENMUYMBatoLLerocs HoMepa.

« VMg xocTa (hyHKLMK NepeMeLL.eHUs AaHHbIX

- Monb3oBaTtenb vCenter, B Ka4eCcTBe KOTOPOrO y3Ke NOACTABIEHO UMS MOJIb30BATENS,
3apervcTpmMpoBaBLIEro NoAKIoYaeMblil Mooy b,

« Maponb vCenter

LlenkHute no JLo6aBuTb, Korga 3akoH4YMTe paboTy ¢ napameTpamu.
5. B okHe Pe3synbTtartbl 6yaeT nokasaHo cnegytoulee:

» /IMA CKOHMIYpPUPOBaAHHOIO CPeACcTBa NepemMeLLeHns faHHbIX.

- PacnonoxxeHnue hanna onuunii. BHOCS nsmeHeHus B 3T0T (hann, MOXKHO CKOH(MIYpMpoBaTb CPeacTBo
nepeMeLLeHNS OaHHbIX.

« PacnonoxeHue hainos xypHasoB.
« OnuMmM No yMoNYaHuto, KOTopble NCMOJIb30BANUCH.

6. Tenepb Bbl MOXeETE NPOTECTUPOBATbL CPEACTBO NepeMeLLeHns JaHHbIX, UCnonb3ysa Bknagky IBM
Spectrum Protect > KoHdmrypupoBatb cpeactTea nepemMeLl,eHUs BaHHbIX. TakXXe MOXHO
NPOBEpPUTb YCTAHOBKY, BbibpaB cpefcTBO NepeMeLLeHmns 4aHHbIX 1 HaxkaB Ha MpoBepuTb n1nbo
NPOBEPMB COCTOAHME MpuK cnepyowem nobasneHnn cpeacTea nepemMeLleHmns LaHHbIX.

7. CpencTBO NepeMelLeHns AaHHbIX MOXHO 406aBUTbL B pacnucaHue, Mcnonb3ys Bknagky IBM
Spectrum Protect > Pacnucanus.

HacTpoiika y3n0B nepeMeLLeHUs BaHHbIX BPYUHYI0 B cpeane vSphere

Ecnu Bbl BbIrpy3uTe pabouyto HarpysKky no pe3epBHOMY KOMMPOBAHMIO HA CEPBEP PE3EPBHOMO
KonupoBaHus vStorage B cpefe vSphere, Bbl MOXeTe BPYYHYH HAaCTPOUTb Y3/ibl NepeMeLLeHNs JaHHbIX
0151 BbINOJIHEHMS Oonepauui U NnepeMeLL.eHns AaHHbIX Ha cepeep IBM Spectrum Protect.

Y3en nepemMeLleHns hnsmyeckmnx gaHHbix 0bbiyHO ncnonb3yet SAN Ana pe3epBHOro KONMpoBaHUS 1
BOCCTaHOBJ/IEHUS JaHHbIX. ECiv Bbl KOH(MIypupyeTe y3/bl NepemMeLLeHmnsa JaHHbIX 015
HEMNoCpeacTBEHHOMO AOCTYNa K TOMaM XpaHeHUs, TO OTKIKOYMTE aBTOMaTUYeCcKoe HasHauveHne BykB
ONCKOB. ECnu Bbl HE OTKIOUMTE Has3HaveHWe ByKB ANCKOB, TO KITMEHT Ha y3/e NepeMeLLeHns JaHHbIX
MOXEeT NOBPEeANTb OTObpaXKeHne HECTPYKTYPUpPOBaHHbIX AaHHbIX (Raw Data Mapping, RDM)
BUPTYyanbHbIX ANCKOB. ECn RDM BUpPTyanbHbIX OUCKOB NOBPEXOEHO, TO Pe3epBHOE KONMMPOBaHMe
BbIMOSIHUTb HEBO3MOXHO.

O6sa3aTenbHbie cNyXx6bi: DyHKUUN NepeMeLLeHns AaHHbIX TpebyeTca cnyxba npueMHMKaA KNNEHT],
cnyxba yaaneHHoro areHTa KnvMeHTa 1 ciny6a nnaHMpoBLLMKA KIIMEHTA, O YeM FOBOPUTCS B CNELYOLLMX
warax. Ecnv Bbl yganute yHKLMIO NepeMeLLeHns JaHHbIX M3 LLeHTPa OaHHbIX, LeUHCTAINPYATe 1
yOoanuTe 3Ty ciyX6bl Ans yHKLMM NepeMeLLeHmnst AaHHbIX.
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Ba)kHoe 3aMeuaHue: Ecnv y3en nepeMeLleHna faHHbIX He yCTaHOBSEH B ToM xe cuctemMe Windows, 4Tto
1 KOMNOHeHT padnuecknin nHTepdenc Data Protection for VMware vSphere, n ecnv npum
KOHMIYpPUMPOBaHUK y31a NepeMeLLeHNs AaHHbIX 6bina BbibpaHa onuns Co3paTb cnyX6bl, onncaHHble
HWXe Warun He TpebytoTcs.

B cTaHpapTHoM cpepe Data Protection for VMware ons kaxaoro KOMNoHeHTa y3en nepeMeLLeHms
OAaHHbIX MCMONb3yeTcs oTAeNbHbIN thann dsm.opt (Windows) unu pasgen canna dsm. sys (Linux). Ecnn
HECKOJIbKO Y3/10B NepeMeLLLEHMS] AaHHbIX Ha CEPBEPE Pe3ePBHOI0 KONMPOBaHMS vStorage MCNosb3yroTcs
ANa aepyninKaumm LaHHbIX Uy 3TUX Y3/10B €CTb pPaspeLleHmst Ha NepeMeLleHmne AaHHbIX A O4HOro U
TOro >xe obbeKkTa y3en LeHTpa JaHHbIX, Kaxapli hann dsm. opt wnu pasgen dhamna dsm. sys Ao/mKeH
cofepxaTtb cBoe 3HaveHue onumn dedupcachepath. Ytobel 4obMTbCS HanNyYLWNX PE3YNbTATOB,
3apanTe pasHble 3HauYeHus onumn schedlogname n errorlogname anga kaxgoro danna dsm.opt nam
pasgena anna dsm.sys.

MpumMm.: Bce nenicTBus B aTUX NpoLenypax BbINOJHAKTCS Ha CepBepe pe3epBHOro KONMpPoBaHUS
vStorage.

Y3en nepemMelleHns hnsnmyeckmx gaHHbix 0bbivHoO ncnonb3yet SAN ona pe3epBHOro KOMMpPOBaHUS 1
BOCCTaHOBNEHWS JaHHbIX. ECnn Bbl KOH(UIypupyeTe y3en nepeMeLLeHns AaHHbIX 414
HEeMnocpeacTBEHHOMO AOCTYNa K TOMaM XpaHeHusl, TO OTK/IIUYMTe aBTOMaTM4YecKoe HasHaveHne bykB
OMCKOB. ECnu Bbl He OTK/THOUMTE Ha3HaveHne ByKB ANCKOB, TO KJIMEHT Ha y3/1e NepeMeLLeHns AaHHbIX
MOXEeT NOBPeaMUTb 0TODbpaXKeHne HECTPYKTYPMPOBaHHbIX AaHHbIX (Raw Data Mapping, RDM)
BUPTYasnbHbIX AMCKOB. Ecnv RDM BUpTyanbHbIX AUCKOB NOBPEXAEHO, TO pe3epBHOE KOMMpoBaHue
BbIMNOIHUTb HEBO3MOXHO.

OrpaHuueHue: Data Protection for VMware He nognep>xvMBaeT pacrnuncaHue cepeepa pesepBHOro
KonunpoBaHus vStorage (MCnofib3yeTcs AN pe3epBHOMO KOMMPOBaHUS caMoro cebs. YoeguTech, UTo
cepBep pe3epBHOro KoNMpoBaHus vStorage UCKITIOYEH U3 CBOMX pacrnuncaHuin. MicnonbayiTe gpyroin
cepBep pe3epBHOro KoNMpoBaHua vStorage s pe3sepBHOIro KOMMpPOBaHMWS CepBepa pe3epBHOro
KOMMpoBaHus vStorage, MCNOMb3yeMOro B KaUecTBe CPpefCcTBa NepeMeLleHmnst OaHHbIX.

C6op Heo6xoaMMOl UH(hopMaL

B MOMeHT co3gaHug y3na nepeMeLleHnsa gaHHbIX B MacTepe No KOH(UrypmMpoBaHuUo XocTa
nosb3oBaTesIbCckoro HTepderica Hano cobpaTb MHGOPMALLMIO O CpeacTBe NepeMelLeHns GaHHbIX U3
aToro macTtepa. lMocmoTpuTte B TeMe “Paboyas Tabnunua KoHburypaumm” Ha cTp. 29 nogpobHocTm
Heobxoaumown nHopmauuun. CobepuTte 1 3anULLMTE CREAYIOLLYI0 MH(POPMALMIO, MPEXAe YeM BPYUHYIO
KOH(UIypmMpoBaTb CPeACTBO NepemMeLleHnsa AaHHbIX:

« ViMa nonb3oBaTensa n naponb vCenter

- MiMq y3na cpefcTBa nepeMeLLeHms gaHHbIX

« [Maponb cpencTesa nepemeLLeHns JaHHbIX

« lMpumep onumm cpencTsa nepemMeLLeHns gaHHbIX

HasBaHue cpefcTBa nepemMeLLeHns faHHbIX 1 hann npumepa onumii MOXHO cobpaThb Ha criegytolem
3Tane npu NOMOLLM TaKOro npolecca:

1. OTkpoiiTe 6pay3ep 1 BBeanTe aapec Beb-cepBepa rpactmyeckoro nHtTepdenca, Hanpumep: https://
guihost.mycompany.com:9081/TsmVMwareUI/

N

. BoriouTe B cucTeMy, yKasas MMS NoJSib30BaTeNs v Naposb, U ybeanTtech, 4YTo BbibpaH pexnm
KOHUTyprpoBaHus.

. B MacTepe KoHUrypmnpoBaHns nepenanTe Ha CTpaHuLy Y3bl NepeMeLLeHUs AaHHbIX.
. Hanpute Hy>KHbIM BaM y3en nepeMeLLeHmns AaHHbIX 1 wenkHuTe no MpeacraBneHue.
. CkonunpynTe onuum npumepa co BkNaaku Bup, B hann onuuni.

o 01 b W

. Mp1 HeobXxoAMMOCTUN MOKHO HACTPOUTb 3TV ONUMK A1S BaLen Cpeabl
MuHMManbHble Habopbl HEOOXOAMMBbIX OMLMIA AN KaXKA0M NiaThopMbl NPUBOAATCSA B CNEAYOLWMX TeMax:

« “HacTpoiika y3noB cpeacTB nepemelleHns gaHHbix Windows” Ha cTp. 94
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« “HacTpoiika y3noB cpeAcTB nepeMelleHns gaHHbix Linux” Ha cTp. 96

HacTtpoiika y3noB cpeacTs nepemMewieHna aaHHbix Windows

MO>XHO MCMNoJIb30BaTb CEPBEP PE3EPBHOMO KONMpPOBaHMS vStorage, 4Tobbl HACTPOUTDL Y3/bl CPEACTBA
nepemelleHnsa gaHHblx Windows.

Mpexxpe yeM HauaTb
CobepuTe MH(hopMaLMIo, ONMCAHHYI0 B KOHLLENTYanbHOM TeMe, “HacTpoika y3noB nepeMeLleHnst
LaHHbIX BPYy4YHYto B cpefe vSphere ” Ha cTp. 92.

Mpouenypa

1. CkonupynTe onumun ns npumepa danna onumn dsm.opt ons cpeactsa nepeMelleHns gaHHbIX B hann
onuuin, pacnonoxeHHbln B kaTanore C:\Program Files\Tivoli\TSM\baclient. HasoBute atot
thann onumit No MMeHM cpeacTBa NnepemMeLleHns aHHbIX, HanpuMep,
dsm.PREFIX_DATACENTER_DM.opt.

2. Mpwn HeobxoaMMOCTHM Bbl CMOXETE HAaCTPOUTb 3T onunn onga BaLlemn cpenbl. OnucaHue onumm
CMOTpWUTE B pasgene CﬂpaBOHHI/IK no onunaM KJIneHTa.

[nsa onepaumin MFHOBEHHOMO SOCTYNa, MTHOBEHHOIO BOCCTAHOBEHUS UM MOHTUPOBAaHMS
(BoccTaHoBneHUs tainos) nobasbTe VMISCSISERVERADDRESS B thainn onumii yana nepemeLleHums
DaHHbIX. 3apganTe IP-agpec cepBepa iSCSI ceTeBON KapTbl Ha CepBepe Pe3epBHOro KONMpPoBaHMS
vStorage, KOTOpbIN KCNOb3yeTcs A5 nepefayn gaHHblx iSCSI Bo BpeMs 6bICTpbIX onepaumi.
dusmyeckasn ceTeBas kKapTa, NpMBsA3aHHasa Kk ycTponcTsy iISCSI Ha xocTe ESX, fonxHa HaxoamThCs B
TOW XXe NoACeTH, UTO U CeTeBas KapTa CepBepa Pe3epBHOro KoNnMpoBaHua vStorage, KOTOPbIN
ncnonbayeTcsa 419 nepefaym gaHHblx iSCSI.

3. BBeauTe cnenytoLLyo KOMaHAay, YTobbl 3a4aTh Nonb3oBaTens 1 naponb vCenter VMware ans ysna
nepemelleHns gaHHbix: dsmc set password -type=vm vcenter.mycompany.Xxyz.com
<agMuHucTpaTop> <naponbl>

Y7106bI MONYUNTL MHOPMALMIO O HEOBXOAUMbIX MpaBax aAMMHUCTPATOPA, MOCMOTPUTE TEXHUYECKOE
3amevaHune 7047438

4. B 3TOM NpoLuenype Ucnosb3yeTcs MacTep KOHUrypnposaHma rpatmyeckoro nHTepgenca KnneHTa
IBM Spectrum Protect, 4Tobbl HaCTpoOUTbL CNyKOY NPUEMHMKA KNMEHTa 1 CNyxby nnaHupoBLmnKa. Mo
yMoSl4aHuio cnyxba areHTa yoaneHHoro KMeHTa TakyKe HacTpamMBaeTCs C MOMOLLLBI 3TOr0 MacTepa.
Ecnu Bbl cnonb3yeTe gns aton 3agaun ytunmuty IBM Spectrum Protect Client Service Configuration
(dsmcutil), Hago yCTaHOBUTL TakxXe Cry» 0y areHTa yaaneHHoro KnmeHTa. 3aganTe cnyxoy
NPUEMHMKA KJTMEHTA M CNYXOy NaHMpPOBLLMKA NepeMeLLEeHMS OaHHbIX, BbINMOMHUB Cregyowme
3apaun:

5. 3apanTe cnyxby NpMeMHMKa KNveHTa 1 cny 0y nnaHMpoBLLMKa NepeMeLLeHNst JaHHbIX, BbINOAHUB
cnepylowme 3agayn:

« B aTOM npouenype Mcnonb3yeTcss MacTep KOH(UrypmnpoBaHus rpadmnyeckoro nHTepgenca
knveHTa IBM Spectrum Protect, utobbl HacTpouTb Cry:by NpMeMHMKa KNneHTa n cnyxby
nnaHupoBLUMKa. Mo ymonyaHuto cnyxba areHTa yaaneHHOro KMeHTa Takxe HacTpamBaeTcs C
MOMOLLLbIO 3TOr0 MacTepa. Ecnu Bbl Cnonb3yeTe yTUNNUTY KOH(PUTYPUPOBAHUS KITMEHTCKOM
cny»x6bl IBM Spectrum Protect, (dsmcutil) gna atoli 3agaun, 06s3aTenibHO yCTaHOBUTE CNyKOy
areHTa yoaneHHOro KineHTa.

3anycTtuTte MacTep KoHurypupoaHua knmeHTa IBM Spectrum Protect ns meHto ®ann: nepengnte
B YTUnutbl > Mactep KoH(hurypupoBaHus:

— BbibepuTte CKoHthurypupoBatb Be6-knameHT TSM. BBeguTe Hy>Hble faHHbIe.

a. Onsonumm Korpa Bbl XOTUTE 3anycTuTb clyxby? Bbibepnte ABTOMaTUUECKU NpU
3arpyske Windows.

b. Ana onuun 3anycTtuTtb cnywby no 3aBepweHun paboTel 3TOro mactepa? Boibepute

Aa.
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KOFﬂaOHepauMH6yﬂeTyCHGMHOBbm0ﬂHEHa,BepHMTerHaHaqaﬂbHWOCTpaHMHYMaCTep&

CogeT: Ecnu Bbl KOHDUIypUpyeTe Ha OLHOM KOMMbIOTEPE HECKO/bKO Y3/10B NepeMeLleHus
[aHHbIX, TO AN KaXKA0ro 3K3eMIispa akLenTopa K/MeHTa Hy>XHO 3aaTb CBOV HOMep rnopTa.

— Bbibepute CKOHGUTypupoBaTb MNAAHMPOBWMK KAneHTa TSM. BBeouTe HyxHble OaHHbIE.

a. Mpuv BBOAE UMEHW NNaHMpPOBLLKMKa ybeantech, 4To BoibpaHa onuns Ucnonb3oBatb ans
ynpasneHus nnaHuposuwukom Client Acceptor Daemon (CAD).

b. Ong onuuu Korpa Bbl XOTUTe 3anyCcTUTb CNyxby? BbibepuTe ABTOMaTUUECKU NpU
3arpy3ke Windows.

c. Ons onuuu 3anycTuTb Cnywby no 3aBepueHun paboThl 3TOro macTepar? BbibepuTe

Aa.

PesynbTartbl
Y1066 NPOBEPUTL NapaMeTpbl KOHUrypauuu:

1. 3anycTuTe ceaHC KOMaHOHOW CTPOKM NepeMeLLeHns OaHHbIX C UCMOMb30BaHMEM NapamMeTpoB
KOMaHAHOM cTpokn -asnodename n -optfile: dsmc -asnodename=VC1_DC1 -
optfile=dsm_DM1.opt

Y6eauTech, YTo Nocfe HavyanbHOro BXo4a B CUCTEMY Yy Bac He 3anpalunBatoT Naposb.

BHuMaHue: Bo nsbexxaHne cbos nnaHnposLmka IBM Spectrum Protect ybeautecn, 4To onums
asnodename He 3agaHa B thanne dsm.opt (Windows) unu B pasgene daina dsm. sys (Linux).
MnaHnpoBLWMK 3anpawmnBaeT Ha cepBepe IBM Spectrum Protect pacnucaHus, cBasaHHble €
nodename (y3en nepemeLLeHns aHHbIX), a He c asnodename (y3en LeHTpa AaHHbIX). Ecnv B
tharne dsm.opt unu dsm. sys 3apaHa onuusa asnodename, To 3anpaluMBalOTCsa pacnmcaHus,
CBfi3aHHble c asnodename, a He ¢c nodename. B pe3ynbTaTe onepawuuy pacnmcaHus
3aBepLUaloTCa HeyOauHo.

ChoenanTte cnepytoulee:

1. MpoBepbTe coegmHeHme ¢ cepepom IBM Spectrum Protect: BBeguTte KOMaHay
dsmc query session

J1a KOMaHOa BbIBOOAUT I/IHCI)OpMaLI,I/II-O O CeaHce, BKJ1lo4Yada TeKyllee nMq y3na, BpemMd yCTaHOBIeHUA
ceaHca, MH(opPMaLMIo O CEPBEPE M O COEAMHEHNM C CEPBEPOM.

2. YbeomnTech, YTO Bbl MOXETE BbINONHUTL PE3EPBHOE KONMPOBaHME BUPTYasIbHON MalUWHbI: BBEOMUTE
KOMaHAay

dsmc backup vm vml

roe vml - numa VM.,
3. YbenuTech, UTO pe3epBHOE KONMPOBaHMe YCMeLWHO BbIMO/IHEHO: BBEAMUTE KOMaHay

dsmc query vm "x"
4. YbepunTtech, UTO BUPTYasIbHYHO MalUMHY MOXHO BOCCTAHOBMTb: BBEAUTE KOMaHLy
dsmc restore vm vml -vmname=vml-restore

5. YbeamnTech, YTO aKLLENTOP M areHT KIMeHTa CKOH(UIYPUPOBaHbl NPaBUIIbHO:

a. B Beb-6paysepe BBegMTe agpec nogkiyaemMoro moayns knmeHta IBM Spectrum Protect vSphere.
Hanpumep:

https://guihost.mycompany.com/vsphere-client/

b. Boiante B cMCTEMY C UMEHEM MONb30BaTeNsa 1 naposnem vCenter.
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c. B Beb-knuneHTe vSphere wenkHute no IBM Spectrum Protect > KoHcdmrypuposatb > Cpeactea
nepeMeLLeHUs OaHHbIX.

d. Y6enuTecn, uto B cTonbLe CocTosiHMe )15 y3na NepeMeLleHnst faHHbIX MOKa3aHo 3HaYeHune
MpoBepeHo. Ecnn nokasaHo 3HavyeHne HeypauHo, HaBeguTe yKasaTte b MbIlIW Ha COCTOAHME,
yTO0bbI YBMOETb COObLLEHME O HEYAAYHOM BbIMOAHEHWN.

CoserT: Ecnu IP-agpec namMeHuTca B cucteme, B KOTOPOW YCTAHOBIEH rpadinyeckunii uHtepgenc
Data Protection for VMware vSphere, Bbl fonHbl byaeTe BbINONHUTL CleaytoLLee:

e. BbinonHuTte 3agaymn, onncaHHble B pasgene YcTpaHeHne Henonagok

f. CHoBa HacTpowTe aKLenTop KAMeHTa, UTObbl KOMNOHEHT rpaguryeckoro nHTepderica Data
Protection for VMware vSphere 6bin1 BKItOUEH A5 onepauunii. B npoTMBHOM criydae MeHeokep
NOAK/OYaeMbIX MOLYEN MOKaXeT COCTosiHMe rpadmnyveckoro nHTepgenca Data Protection for
VMware vSphere Kak BbIKJIFOUEHHOE.

3apauu, cBA3aHHbIE C AaHHOMN

“PaclunpeHHoe KoHdurypmposaHmne” Ha cTp. 89
HyHO BPY4YHYt0 CKOH(DUTYPUPOBaTb M MPOBEPUTb KaXK bl KOMMOHEHT, NCMNOJIb3ys AOCTYMNHbIE
NHTepPgeNChbl MPUITOXKEHWNIA.

HacTtpoiika y310B cpeacTB nepeMeL,eHns AaHHbIx Linux

MO0>XHO MCMNoSIb30BaTb CEPBEP PE3EPBHOMO KONMpPOBaHMS vStorage, UTobbl HACTPOUTL Y3/bl CPEACcTBa
nepeMelleHns gaHHbix Linux.

Mpe>xpe yeM HavaTb
CobepuTe MHopMaLmto, ONMCaHHYO B KOHLLENTYanbHOM TeMe, “HacTpoiika y3/10B nepemMeLLeHns
DAHHbIX BPYYHYIO B cpepe vSphere ” Ha cTp. 92.

06 3ToM 3apaue

Mpouepypa

1. Micnonb3yiTe ycTaHOBNEeHHyt0 IBM Bepcuto Java, pacnonoXxeHHyr B NonoXxeHne ana Java yCTaHOBKU
Linux: export JAVA_HOME=/opt/tivoli/tsm/tdpvmware/common/jre/jre

2. 3apaniTe COOTBETCTBYHOLWME NEPEMEHHbIE CPeabl.

a. Ybeputecnb, uto nepemeHHas cpenbl JAVA_HOME skcnopTuMpoBaHa NpaBWIbHO:
JAVA_HOME=<kaTanor-ycTaHoBKM-jre-unn-jdk>

b. Y6eanteco, uto nepemMeHHas cpeabl PATH akcnopTupoBaHa NpaBubHO:
export PATH=$PATH:$JAVA_HOME/jre/bin

3. HactpornTe cnyxby npueMHMKa KnmeHTa 1 cnyx0y nnaHMpoBLLMKA NepeMeLLeHNs AaHHbIX, BbINOHMB
cnepylolme 3agayn:

« CKOHthUrypyiTte cpeacTso nepeMelleHUs gaHHbIX B Linux.

[nsa cpencTBa nepemMeLLeHms gaHHbiX B Linux MCNonb3yiTe COOTBETCTBYHOLLMA NOAXOL,
KOHgurypupoBaHus gns sawen OC n Bepcun Linux: systemd nnun SysV. 3T nogxonbl onnucaHbl B
crepyrowmx pasgenax.

YT06bI CKOH(hMIypUpoBaTh CPEACTBO NepeMelLeHns AaHHbIX B Linux ¢ ucnonbsosaHuemM
systemd, caenaiite cnegyouiee:

B sToi npouenype B kayectBe npumepa PREFIX_DATACENTER_DM ucnonb3yeTcs B KayecTse
UMeHn y3na.
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a. CkonupynTe cnenyrowmin cueHapuin B /etc/systemd/system n HasoBuTe ero
dsmcad@PREFIX_DATACENTER_DM.service

#!/bin/bash

i

# (C) Copyright IBM Corporation 2018
i

# chkconfig: 35 95 5

i# onucaHue: [JlemoH IBM Spectrum Protect Client Acceptor

i

jHHF BEGIN INIT INFO

i NpepocTtaBnseTt: dsmcad

# Tpebyembii-3anyck: $local_fs $remote_£fs $network $syslog

# Tpebyemasi-ocTaHOBKa:

# Havano-no-ymonyaHumw: 3 5

# OKoH4YaHue-no-ymon4vaHuw: 0 1 2 6

# KpaTtkoe-onucanue: [JlemoH IBM Spectrum Protect Client Acceptor
# Onucanve: 3anyckaeT dsmcad, 4Tobbl BKAWYMTL MAAHWPOBWMK M MONb30OBATENbCKUN Beb6-
UHTepdenc.

jHHE END INIT INFO

# SERVERNAME ynomuHaeTca B dsm.$SERVERNAME.opt u dsm.sys
SERVERNAME=LNX11L_DATACENTER_DM1
DSMCAD_DIR=/opt/tivoli/tsm/client/ba/bin
DSMCAD_BIN=$DSMCAD_DIR/dsmcad
OPTION_FILE=$DSMCAD_DIR/dsm.$SERVERNAME.opt
PID_FILE=/var/run/dsmcad-$SERVERNAME.pid

export JAVA_HOME=/opt/tivoli/tsm/tdpvmware/common/jre/jre
export LD_LIBRARY_PATH=$DSMCAD_DIR:$JAVA_HOME/lib/amd64/classic
export PATH=$JAVA_HOME/bin:$PATH

createPidFile()

)

pid="pgrep -f $OPTION_FILE'
pidarr=($pid)
if [ -n "${pidarr[a]" ]

then
echo $ipidarr[1]} > $PID_FILE
else
echo $ipidarr[0]} > $PID_FILE
fi
removePidFile ()

if [ -f $PID_FILE ]
then

rm -f $PID_FILE
fit

N3meHunTe 3TOT cleHapuin, ykasas ons SERVERNAME umsa Bawero ysna.

b. Bam He Hy»HO bygeT BHOCUTb AanbHenwmne nsMeHeHus B aTOT cUueHapuii. 3aganTte ons
cueHapus paspelleHuns 664, Beeas komaHay chmod 664 dsmcad@.service

c. CospanTte TekcToBbIl (hainn c uMeHeM dsm.PREFIX_DATACENTER_DM. opt B kaTanore /opt/
tivoli/tsm/client/ba/bin n gobaBbTe cnegyowmnii napameTp: servername
PREFIX_DATACENTER_DM

d. Co3paiite dsm.sys B kaTanore /opt/tivoli/tsm/client/ba/bin n nobasbTe onumm
npuMepa cpeacTsa nepemMeLleHns AaHHbIX.

OﬂMC&HMeOHHMﬁCMOTpMﬂaBpa3ﬂeﬂeCﬂpaBOHHMKﬂOOHHMﬂM.

[nsa onepaumin MrHOBEHHOI0 AOCTYNa, MTHOBEHHOIr0 BOCCTAHOB/IEHNS UM MOHTUPOBAHUSA
(BoccTaHoBneHuMa annos) obszaTensHo nobaebTe VMISCSISERVERADDRESS B chann onuuii
y3na nepeMelleHns gaHHbix. 3aganTe IP-agpec cepBepa iSCSI ceTeBOW KapThbl Ha cepBepe
pe3epBHOro KONMpoBaHus vStorage, KOTOPbIM MCMONb3yeTCs s nepefadn fgaHHbix iSCSI Bo
BpeMms BbICTpbIx onepaumin. Prusndeckas ceteBas kapTa, NpMBa3aHHasa K ycTponcTtay iSCSI Ha
xocTe ESX, nonkHa HaxoaMTbCs B TON e NOACEeTH, UTO U CeTeBas KapTa cepBepa pe3epBHOro
KonupoBaHus vStorage, KOTOPbIM UCNONb3YeTCa AN9 nepefayvn faHHbIx iSCSI.

e. Mocne co3paHns KOHMUIypaLMOHHbIX (DakN0B COXPaHUTE NOEHTUPUKALMOHHbBIE faHHble
vCenter Tak, 4Tobbl CPEACTBO NEPEMELLEH NS OAHHBIX /[ MPOKCU MOHTUPOBAHUS MOXKET NOYUYUTb
0OCTyn K nepeyHto vCenter. MepenauTte B KaTanor /opt/tivoli/tsm/client/ba/binn
BBeauTe koMaHay: . /dsmc set password -type=VM
fullyqualifieddomainnameofvcenter vcenteruserid vcenterpassword
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f. Ytobbl HauaTb MCNoNb3oBaHMeE 3TOW Cry}bbl, BBEAUTE Cnenyowme TpyM KOMaHabl:

— systemctl daemon-reload
— systemctl enable dsmcad@PREFIX_DATACENTER_DM.service
— systemctl start dsmcad@PREFIX_DATACENTER_DM.service

g. Kak TonbKo y Bac 6yaeT CKOHUIypMpoBaHO OOHO CPEACTBO NepeMelleHns aHHbIX, MOXHO
MCMNONb30BaTb rpadnyecKmii MHTepdeinc NogKovaeMoro Moayns Beb-knneHTa, 4tobbl
006aBUTb OOMNOMHUTENbHbIE CPEACTBa NepeMeLLeHNs AaHHbIX UM CMOHTMPOBAaTb MPOKCH.

MpumM.: YTobbl nepesanyckaTb cBa3aHHyto ¢ PREFIX_DATACENTER_DM cny»6y aBTOMaTUYECKM
npv nepesarpyske cucTeMbl, BBeauTe komaHay systemctl enable
dsmcad@PREFIX_DATACENTER_DM.service

Y706kl OCTAaHOBUTBL CNyxby, BBeanTe komaHay systemctl stop
dsmcad@PREFIX_DATACENTER_DM.service

MpumMm.: Ecnv Bbl genHctannupyete IBM Spectrum Protect, Hago 0CTaHOBUTbL U yOanuUTb CBA3aHHbIE
cnyxobil:

— Wcnonb3ynTe BbiWeyNnOMsAHYTYIO KOMaHay stop, 4Tobbl ocTaHOBUTL cnyxby dsmcad.

— OTkNtoUnTE CNyxby c nomoubio koMaHapl: systemctl disable
dsmcad@PREFIX_DATACENTER_DM.sexrvice

— Ypanute dsmcad@.service us katanora /etc/systemd/system.

Y106bI CKOH(UrypUpoBaTbh CPEACTBO NepeMelleHUs faHHbIX B Linux c ucnonbzosaHuem SysV,
chenaiiTe cnepywoulee:

B aTon npouenype B kavectBe npumepa PREFIX_DATACENTER_DM ncnonb3yeTcs B KauecTse
UMeHW y3na.

a. CkonmpynTe NpenocTaB/ieHHbIN cueHapuin rc . dsmcad 1 M3MeHuTe ero, ykasaB gsl
SERVERNAME nma Bawero y3na: SERVERNAME=PREFIX_DATACENTER_DM

b. CoxpaHuTe atoT hann kak /etc/init.d/dsmcad.PREFIX_DATACENTER_DM

c. 3apanTte gnsa atoro dpanna paspeweHunsa 775 komangon chmod 755
dsmcad.PREFIX_DATACENTER_DM

d. Cozpalite TekcToBbIN thann c umeHem dsm.PREFIX_DATACENTER_DM. opt B kaTanore /opt/
tivoli/tsm/client/ba/bin n nobaebTe cnegyouwmii napameTp: servername
PREFIX_DATACENTER_DM

e. Cospante dsm. sys B katanore /opt/tivoli/tsm/client/ba/bin n gobaBbTe onuun
npuMepa cpeacTsa nepeMeLleHmns gaHHbIX.

OnucaHue onumi cMoTpuTe B pasaene CnpaBoYHMK N0 ONUMaM.

[ns onepaumin MFHOBEHHOMO A0CTYNa, MTHOBEHHOIrO BOCCTAHOBEHUS UM MOHTUPOBAHMS
(BoccTaHoBNEHMA hannoB) obsasatenbHo fobasbTe VMISCSISERVERADDRESS B chann onuui
y3na nepeMelleHns gaHHbix. 3aganTte IP-agpec cepeepa iSCSI ceTeBon KapThbl Ha cepBepe
pe3epBHOro KonnmpoBaHusa vStorage, KOTOPbIN MCMONb3yeTcs A5 nepefayn gaHHbix iISCSI Bo
BpeMs bbiCcTpbix onepaumnii. Pusnyeckas ceTeBas KapTa, NpMBA3aHHasa K ycTponcTBy iSCSI Ha
xocTe ESX, oomkHa HaxoanTbCs B TOM e NoAceTH, UTo U ceTeBas KapTa cepBepa pe3epBHOro
KOnNupoBaHus vStorage, KOTOPbIM MCNONb3yeTCs A1s nepefayn gaHHbix iSCSI.

f. Mocne co3paHua KOHDUTYpaLMOHHbIX haiioB coXxpaHnTe MOEHTUDUKALIMOHHbIE AaHHbIe
vCenter Tak, 4Tobbl CPECTBO NepeMeLleHNs JaHHbIX / MPOKCU MOHTUPOBAHUSA MOXET
nosly4mTb OOCTYN K NnepeyHto vCenter. MNepengute B katanor /opt/tivoli/tsm/
client/ba/bin nBBeagute komaHay: . /dsmc set password -type=VM
fullyqualifieddomainnameofvcenter vcenteruserid vcenterpassword
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g. MNepenanTte B katanor /opt/tivoli/tsm/client/ba/bin u BbinonHUTE KOMaHay: . /dsmc
set password -type=VM fullyqualifieddomainname vcenteruserid
vcenterpassword

h. B 3aBncumocTu ot Bawen OC BBeguTe cnegyowme KomaHabl:
— Red Hat: chkconfig - - add dsmcad.PREFIX_DATACENTER_DM
— SUSE: chkconfig - - add dsmcad.PREFIX_DATACENTER_DM
— Ubuntu: update-rc.d dsmcad.PREFIX_DATACENTER_DM defaults
. BbinonHute komaHay: service dsmcad.PREFIX_DATACENTER_DM start

j. Kak Tonbko y Bac byaeT CKOH(MIyprMpoBaHO OQHO CPEACTBO NePeMeLLEH NS AaHHbIX, MOXHO
MCMob30BaThb rpauyecKnin MHTeptenc NogKIUYaeMoro Moaynsa Beb-KnmeHTa, Utobbl
[06aBUTb OOMNOSTHUTENbHbIE CPEACTBA NePeMeLLeH NS JaHHbIX UM CMOHTMPOBATb MPOKCHY.

MpumMm.: MNocne BbinonHeHns komaHabl chkconfig npu nepesarpyske cuctemsl
dsmcad.PREFIX_DATACENTER_DM 6yneT nepesanyckaTbCs

YT06bI 3anycTuTh cnyxby: service dsmcad.PREFIX_DATACENTER_DM start
YT06bI 3anycTuUTh cNyxby: service dsmcad.PREFIX_DATACENTER_DM stop
MpumMm.: Ecnu Bbl gemHcTannupyete IBM Spectrum Protect, Hago ocTaHOBUTbL CBA3aHHbIe CIyXbbl:

— Mcnonb3yiTe BbIWEYyNnOMSaHYTYO0 KOMaHay stop, 4Tobbl ocTaHOBUTE cnyxby dsmcad.

— OTkntounTe cnyxby c noMoulbto KoMaHabl: systemctl disable
dsmcad@PREFIX_DATACENTER_DM. service, utobbl yoanuTb BCnomoraTesbHble haibl,
Takue Kak /var/run/dsmcad.PREFIX_DATACENTER_DM. pid.

B RHEL n B SLES ncnonb3ayinte koMaHgy: chkconfig --del
dsmcad.PREFIX_DATACENTER_DM

B Ubuntu ncnonesynte koMaHay: update-rc.d dsmcad.PREFIX_DATACENTER_DM remove

YpanuTte hannbl dsmcad. * ns katanora /etc/init.d.

Pe3ynbTathbl

1. 3anycTuTe ceaHC KOMaHAHOM CTPOKM NepeMelLeH st aHHbIX C MICNOSIb30BAHWEM NapaMeTpPoB
KOMaHOHoM cTpokn -asnodename n -optfile: dsmc -asnodename=VC1_DC1 -
optfile=dsm_DM1.opt

Y6enmnTtech, UTO NOC/ie Ha4YanbHOro BXoaa B CUCTEMY Y BaC He 3anpawmnBatoT Napob.

BHuMmaHue: Bo nsbexxaHne cbos nnaHnposwmka IBM Spectrum Protect ybegutecn, 4To onums
asnodename He 3apaHa B thanne dsm.opt (Windows) nnu B pasgene caiina dsm.sys (Linux).
MnaHnpoBLWMK 3anpalinBaeT Ha cepBepe IBM Spectrum Protect pacnucaHus, cBa3aHHble C
nodename (y3en nepemeLlleHuns gaHHbIX), a He ¢c asnodename (y3en ueHTpa AaHHbIX). Ecnn B
tharne dsm.opt unm dsm. sys 3agaHa onuusa asnodename, To 3anpaliMBalOTCa pacnmcaHus,
cBs3aHHble c asnodename, a He ¢ nodename. B pe3ynbTaTe onepauumn pacnnucaHms
3aBepLuaTCa Heyga4vHo.

CoenaiiTe cneaytollee:

1. NMpoBepbTe coegmHeHme ¢ cepeepom IBM Spectrum Protect: BBeguTte KoMaHay

dsmc query session

JTa KOMaHOa BbiIBOOAUNT l/IHqJOpMaLI,I/IIO O CeaHcCe, BKJ1lO4a4qa TeKyllee nMmd y3ra, BpeMd yCTaHOBJ1eHUA
ceaHca, nHoPMaLIMIO O CepBepe 1 0 COEAUHEHUN C CEPBEPOM.

2. Y6eonTecnb, UTO Bbl MOXKETE BbIMO/HUTb pe3epBHOE KONMpoBaHmne BMpTyaﬂbHOVI MalluHbI: BBEOUTE
KOMaHAay
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dsmc backup vm vml

roe vml - numa VM,
3. YbenuTech, UTO pe3epBHOE KOMMPOBaHMe YCNeLWHO BbIMO/IHEHO: BBEAMUTE KOMaHAOy

dsmc query vm "x"
4. YbepuTtechb, 4To BUPTYasibHYO MallHY MOXXHO BOCCTAaHOBUTb: BBeAUTE KOMaHAOy
dsmc restore vm vml -vmname=vml-restore

5. Yb6eouTech, YTO aKLLeNTop M areHT KJIMeHTa CKOHUIypUpPoBaHbl MPaBUITbHO:

a. B Beb-bpay3epe BBeanTe agpec nogkaovaemMmoro moayns knnerHta IBM Spectrum Protect vSphere.
Hanpumep:

https://guihost.mycompany.com/vsphere-client/

b. Bongnte B CUCTEMY C MMEHEM MNOoJib30BaTesid 1 NapoJieM vCenter.

c. B Beb-knuneHTe vSphere wenkHute no IBM Spectrum Protect > Kondmrypuposartb > Cpegcrtea
nepeMeLLeHUa JaHHbIX.

d. Y6eguTech, uto B cTonbue CocTosHMe A9 y3/a NepeMelleHns OaHHbIX NoKa3aHo 3HaueHue
MpoBepeHo. Ecnu nokasaHo 3HaveHe HeypauHo, HaBeguTe yKasaTte b MbllIX Ha COCTOAHUE,
yTObb! YBUOETH COOBLLEHUE O HEYAAUHOM BbINOSIHEHUN.

CogeT: Ecnu IP-agpec M3MeHMTCa B CUCTEME, B KOTOPOW YCTaHOBSIEeH rpaduieckuii uHtepdeic
Data Protection for VMware vSphere, Bbl L0/KHbI 6yaeTe BbINOSHWUTL Creaytollee:

e. BoinonHuTe 3apayn, onncaHHble B pasgene YCTpaHeHWe HenosagokK

f. CHOBa HacTponTe aKLenTop KJIMEHT], YTOObl KOMMNOHEHT rpaguyeckoro nHTepgeica Data
Protection for VMware vSphere 6bi11 BKNtOYeH ans onepaunini. B npoTMBHOM cnyyae MeHemxep
NOAKIOYaEMbIX MOAYNEN NOKAXET COCTOsSHME rpadmyeckoro nHtepderica Data Protection for
VMware vSphere kak BbIKJTtOUEHHOE.

KoHdmrypuposaHue UHTepdeiic komaHaHou cTpoku Data Protection for
VMware B cpepe vSphere

N3meHnTe npocmnb MHTepdenc komaHgHom cTpoku Data Protection for VMware B cucteme, roe
ycTaHoBneH pacdnueckunin nHTepderic Data Protection for VMware vSphere.

Mpe>xpe ueM HavaTb
Mpodune (vmcliprofile) pacnonoxeH B cneayowem KaTanore Ha KOMMbOTEPE, HA KOTOPOM
ycTaHoBNeH Moaynb padnuecknin nHtepdenc Data Protection for VMware vSphere:

BTN /opt/tivoli/tsm/tdpvmware/common/scripts

WTTTT M6 4-PaspspHas cuctema: C: \Program Files\IBM\SpectrumProtect\Framework\VEGUI
\scripts

06 3Toi1 3apaue
Bce ykasaHHble HMXKe OeNCTBUS BbINOMHSOTCS B CUCTEME, IOe YCTaHOBSIEH KOMMOHEHT padmnyeckunin
nHTepenc Data Protection for VMware vSphere.

CoBer: 3Ty 3aa4y TaKXe MOXHO BbINOJIHUTb, UCMOJIb3Ya MacTep KOHMUrypaunm KOMNoHeHTa
Ipacunuecknin nHTepderic Data Protection for VMware vSphere nnu 6nokHOT KoHurypaumu. Mepengute
B OKHO ['padmueckuin nntepgenc Data Protection for VMware vSphere KoHdmrypaums v wenkHmte no
3anycTutb Mactep KoHdurypuposaHua nnv UsmeHnTb KoHUurypauuio.
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Mpouepypa
1. 3apanTe B npodune cneayrowme napameTpbl:

VE_TSMCLI_NODE_NAME
3apanTe y3en, coegmHaoWwmMin KOMNoHeHT NMHTepdenc komaHaHoM cTpoku Data Protection for
VMware c cepBepom IBM Spectrum Protect n areHTom y3na (MY_VMCLINODE).

OrpaHuueHue: y3en VMCLI He noggep>kusaeT npotokon SSL unu ayteHTugmkaumto LDAP npu
coeguHeHun c cepsepom IBM Spectrum Protect.

VE_VCENTER_NODE_NAME
3apanTe BUPTYyanbHbIl y3en, npegctasnatowmnin vCenter (MY_VCNODE).

VE_DATACENTER_NAME
3apanTe BUPTYyasbHbIl y3en, 0oTobpaxkaeMblil B LEHTP AaHHbIX. CUHTaKCuc:
MUMSA_LLeHTPa_AaHHbIX : : UMS_y3na_LeHTpa_[aHHbIX

e B 3HaueHnu UMa_LeHTpa_AaHHbIX yYUTbIBAETCS PerucTp.
« YbeauTechb, YTO 3TOT NapaMeTp 3aaH ANs KaXKO0ro LeHTpa AaHHbIX B cpege (MY_DCNODE).

» 'pacmueckuin nHTepdenc Data Protection for VMware vSphere He nogaep>KMBaeT LEHTPbI
AaHHbIX C TaKUM e nmeHem B vCenter.
VE_TSM_SERVER_NAME
3apanTte nmsa xocta unm IP-agpec cepepa IBM Spectrum Protect.
VE_TSM_SERVER_PORT
3apanTe HoMep nopTa ans cepeepa IBM Spectrum Protect. 3HaueHWe no ymonyaHuto - 1500.

Huke npuBeaeH npumep npoduna ¢ aTUMK NapameTpamu:

VE_TSMCLI_NODE_NAME MY_VMCLINODE
VE_VCENTER_NODE_NAME  MY_VCNODE

VE_DATACENTER_NAME MyDatacenterl: :MY_DCNODE
VE_TSM_SERVER_NAME tsmserver.mycompany.xyz.com
VE_TSM_SERVER_PORT 1500

2. 3apanTe naponb ons KoMnoHeHTa y3en VMCLI B hanne pwd . txt.

3TOT Naponb NpefHasHa4veH anas y3na, KoTopbl COegMHAET KOMNOHEHT MIHTepdenc KoMaHLHOM
cTpokun Data Protection for VMware ¢ cepsepom IBM Spectrum Protect n 06bekToM y3en
nepemeLlLeHnsa faHHbIX. 3afaeTca B napameTpe npogung VE_TSMCLI_NODE_NAME.

a) BeeauTe komaHay echo, uTobbl cO34aTh TEKCTOBBIN (haiin, comepXalluii naposnb.
BT ccho passwordl > pwd.txt
WM Mecho passwordl> pwd.txt

BT Mexpny naponem (passwordl) u cumBonom 6onblue, YeMm (>), He fOMKHO BbITb Npobena.

b) Beeaute aTy komaHay vmcli, uTobbl 3a4aTb Naposnb Ans KoMnoHeHTa ysen VMCLI:
vmcli -f set_password -I pwd.txt

Ba)xHoe 3aMeuyaHue:

- INTITEN Komaray vmcli -f set_password Hy»HO BBOOMTb OT UMEHMW NONb30BaTeNs
tdpvmware, a He OT UMEHU Nonb3oBaTens root.

o« IS NN c v Bb cobMpaeTech reHepMpoBaTh OTHETbI O 3aLLMTe NPUNOXKEHWA, Bbl
OOJSIXHbI 3a4aTb napameTp -type VMGuest, utobbl ykasaTb, UTO Naposib NnpumMeHsieTcsa kK VM.
Hanpumep:

vmcli -f set_password -type VMGuest -I password.txt

3. YbepguTech, uto paboTaeT MHTepdenc komaHaHoM cTpoku Data Protection for VMware:
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ITTTTEMB L 6epyTe Myck > MaHenb ynpaeneHus > AGBMUHUCTPUpPOBaHue > Cnyx6bl 1 ybeanTecs,

UTO COCTOSIHMEM KOMMOHeHTa UHTepthelic KomaHaHo cTpoku Data Protection for VMware
aBngeTcs 3anyueH.

BT NepeiinuTe B KaTanor scripts (/opt/tivoli/tsm/tdpvmware/common/scripts/) u
BBEAMTE CEAYIOLLYI0 KOMaHAY:

./vmclid status

« Ecnu geMoH paboTaeT, To nepexoanTe K wary 4.

« Ecnn nemoH He pa60TaeT, TO BBeauTe cnenyoulyro KoMmaHay, yTObbI 3anyCTnUTb 4E€MOH BPYYHYHO:

/opt/tivoli/tsm/tdpvmware/common/scripts/vmcli --daemon

[ns ocTaHOBKM M 3amnycka AeMoHa MOXKHO TaKXXe MCMNOoMb30BaTb CLeHapuu init:

./vmclid stop
./vmclid start

4. BBepguTe cnefytowyo komaHay vmcli, 4tobbl ybeamtbes, 4To 06bekT MIHTepdelic KOMaHOHOW CTPOKM
Data Protection for VMware pacnosHaeT koHgmrypauuto yana IBM Spectrum Protect:

vmcli -f inquire_config -t TSM

5. MNpoBepbTe y3ibl, YTOObI y6eanTbes, YTO HET HUKaKMX OWNBOK KOH(UIypauuu:

a) 3anyctuTte Moaynb Mpadumuecknin nHtepdenc Data Protection for VMware vSphere, wenkHyBs no
3HAYKy B OKHe PelueHuns n npunoxeHuns knmeHTa vSphere.

b) MepenguTte B okHo KoHthurypauus.

c) BbibepuTte y3en B Tabnuue v wenkHuTe no NMpoBepuTb BbiGpaHHbIe y3nbl. B naHenu
WUHpopmauus o coctosstHuM 6yneT nokasaHa MHOPMaLLMS O COCTOSHUMN.

JanbHeunwue gencrema

TS YT Mocne ycneLwHoro BbINOAHEHNS onepaLuil KOHPUIYPUPOBAHUS BPYUHYIHO,
OMUCaHHbIX B 3TOM pasfene:

1. “Hactporika yanoB IBM Spectrum Protect B cpene vSphere” Ha cTp. 89

2. “HacTponka y310B NnepeMeLLeHNst AaHHbIX C MOMOLLBH rpadmM4ecKoro Nosib30BaTeIbCKOro
NMHTepdenca nogkntoyaemoro moaynsa vSphere” Ha cTp. 91

[lns pesepBHOIro KONMPOBaHUS AaHHbIX VM HUKAKWX OOMNOAHUTENbHBIX 3a4a4 MO KOHDUIYPUPOBAHUIO He
TpebyeTcs.

KOHTpONbHbIX CNUCOK KOH(hUrypaumum nHtepgeica KOMaHAHOU CTPOKM
cpepbl vSphere

Ncnonb3ynTe 3Ty npouenypy, 4tobbl ckoHduryprpoBaTth Data Protection for VMware B cpefe vSphere,
MCNONb3ys TONbKO MHTEP(enc KOMaHLHOW CTPOKU.

Mpouepypa

BoinonHute warn 1 n 2 Ha cepsepe IBM Spectrum Protect.

1. 3apeructpupymnTte Ha cepBepe IBM Spectrum Protect cnepytowine ysnbi:
a) Y3en, cootBeTcTBYyoWMI VMware vCenter (ysen vCenter):

REGister Node MY_VCNODE <naponb pna MY_VCNODE>

b) Y3en, koTopbil B3aumopgencTeyeT ¢ IBM Spectrum Protect v Ipadnveckuii uHTepdelic Data
Protection for VMware vSphere (y3en VMCLI):
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REGister Node MY_VMCLINODE <naponb gns MY_VMCLINODE>

¢) Y3en, COOTBETCTBYIOLWMNI LLeHTPY AaHHbIX U ABNAOLWMIACA MECTOM, e XpaHATCa AaHHble VM (y3en
LeHTpa AaHHbIX):

REGister Node MY_DCNODE <naponb gnsa MY_DCNODE>
d) Y3en, nepemMelatoLLmii faHHbIE C OAHOMO KOMMblOTEpa Ha Apyron (y3en nepemMeLleHns OaHHbIX):
REGister Node MY_DMNODE <naponb gnsa MY_DMNODE>

2. 3afalniTe B3aMMOCBS3M MPOKCU A5 CIeAy LW MX Y3/10B:
a) MpepnocTaBbTe aBTOPM3ALMIO MPOKCK 06beEKTY y3en vCenter, BBeAs CleayOLLYy0 KOMaHay:

GRant PROXynode TArget=MY_VCNODE AGent=MY_DCNODE,MY_VMCLINODE

JT1a KomaHga npepoctaBngetT MY_DCNODE n MY_VMCLINODE nonHoMo4nsa ans pe3epBHOro
KOMNMPOBaHMS U BOCCTAHOBMEHWUS BUPTYanbHbIX MalWnH oT uMeHn MY_VCNODE.

b) MNpenocTaBbTe aBTOPU3ALMIO MPOKCU 0OBEKTY Y3en LLeHTpa AaHHbIX, BBeAS CNeayoLyo KOMaHay:
GRant PROXynode TArget=MY_DCNODE AGent=MY_VMCLINODE,MY_DMNODE

JT1a KomaHga npepgoctaBnget MY_VMCLINODE n MY_DMNODE nonHoMo4nsa ans pesepBHOro
KONMPOBaHMSA N BOCCTAHOBMEHUS BUPTYanbHbIX MalnH oT uMeHn MY_DCNODE.

¢) (HeobsasaTtensHo) MpepoctaBbTe NOSHOMOYNS MPOKCU BCEM AONOSHUTENbHBIM 06beKTaM y3en
LeHTpa JaHHbIX UK y3/1aM NepeMeLL,eHns faHHbIX B Ballei cpeae.

d) MpoBepbTe B3aMMOCBA3M NPOKCK: BBeaguTe Ha cepBepe IBM Spectrum Protect komaHay Query
PROXynode. Huxxe nokasaHbl 0XXu1OaeMble BbIXOOHbIE pe3yfbTaTbl KOMaHbI:

Target Node Agent Node
MY_VCNODE MY_DCNODE MY_VMCLINODE
MY_DCNODE MY_VMCLINODE MY_DMNODE

BbinonHMTe Ha cepBepe pe3epBHOro KonmpoBaHus vStorage waru 3 - 9.
3. 3apaitTe COOTBETCTBYOLWME 3HAYEHUS )19 C/leOyOLLMX ONUUN NepeMeLLeHns OaHHbIX:

- I35 naiiTe 3TV onumm B daine onuui dsm. opt.

- INYITEN3anaiiTe 3TW onumK B chaine dsm. sys, B pasgene y3en nepeMeLLeHns JaHHbIX.

NODENAME
PASSWORDACCESS
VMCHOST
VMBACKUPTYPE
MANAGEDSERVICES
TCPSERVERADDRESS
TCPPORT
COMMMETHOD
HTTPPORT

MpumM.: Onuma HTTPPORT TpebyeTca, TONbKO ecnu ncnonbdyetcs Heckonbko cnyxb Client Acceptor
(CAD). Hanpumep, ecnv ecTb ABa y3na nepemelleHunsa gaHHbix (1 age cnyx6bl CAD), To B thanne onuui
ONS KaXO0ro y3na nepeMeLLeHns aHHbIX HYXHO 3aaaTth cBoe 3HaveHrne HTTPPORT.

Huxe npmBepeH npumep anna dsm.dm.opt ¢ aTMMmn onumsamu;
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NODename MY_DMNODE

PASSWORDAccess generate

VMCHost vcenter.storage.usca.example.com
VMBACKUPType FUllvm

MANAGEDServices schedule webclient
TCPServeraddress tsmserver.mycompany.Xxyz.com
TCPPort 1500

COMMMethod tcpip

HTTPPORT 1583

4. MposepbTe coegmnHeHmne ¢ cepsepom IBM Spectrum Protect: BBeaute komaHay
dsmc query session

5. BBenuTe cnenyoLLyto KoMmaHay, 4Tobbl 3agaTh nonb3oBatens U naponb vCenter VMware gnst yana
nepemeLLeHnsa AaHHbIX:
dsmc set password -type=vm vcenter.mycompany.Xyz.com <agMMHUCTpaTop>
<naponbl>

6. HacTtpoinTe cnegytowme cnyx6bl IBM Spectrum Protect:
B Windows |
a. YctaHoBuTe cny»by Scheduler:

dsmcutil install scheduler /name:"TSM Central Scheduler Service"
/node :MY_DMNODE /password:MY_DMNODEPWD /startnow:no /autostart:no

b. YcTtaHoBuTe CAD:

dsmcutil install cad /name:"TSM CAD - MY_DMNODE" /node:MY_DMNODE
/password:MY_DMNODEPWD /optfile:c:\tsm\baclient\dsm.dm.opt
/cadschedname:"TSM Central Scheduler Service" /startnow:no /autostart:yes

c. YctaHoBuTe cnyx6y Remote Client Agent:

dsmcutil install remoteagent /name:"TSM AGENT" /node:MY_DMNODE
/password:MY_DMNODEPWD /optfile:c:\tsm\baclient\dsm.dm.opt
/partnername:"TSM CAD - MY_DMNODE" /startnow:no

- INITEN3apanTe onumio managedservices B daiine dsm. sys, B pasgene y3en nepemMelleHus
JaHHbIX:

3apanTe napameTpbl schedule nwebclient:
managedservices schedule webclient

JTa onums ykasbiBaeT, u4To AemMoH Client Acceptor ynpaenseT v Be6-KIMeHTOM, U MIaHMPOBLLMKOM.

7.
3anycTtuTe cnyxby Client Acceptor:

MporpamMMa yCTaHOBKMW CO3aeT cueHapuit 3anycka aemoHa Client Acceptor Daemon (dsmcad)

B /etc/init.d. demoH Client Acceptor Daemon gonxeH 6bITb 3anyLieH, YTo6bl OH MOr yNpPaBNsATh
onepaunsMu NJaHUPOBLLMKA UK BEB-KNMEHTOM. BBeguTe Kak nonb3oBaTtesb root crefyroLLyto
KoMaHzy, 4Tobbl 3anyCTUTb AEMOH:

service dsmcad start

Y106b1 BemoH Client Acceptor Daemon 3anyckasncs aBToMaTUYeCcKu Nnocrne nepesanycka CUCTEMBI,
nobaBbTe B OKHe npurnaleHuns obonouku cnepyoLLyto cnyxoy:

# chkconfig --add dsmcad

8. YbepuTech, uto cnyxbbl IBM Spectrum Protect npaBuibHO HAaCTPOEHbI:
a) BonauTe B yoanieHHY0 cCUCTEMY.

b) CoepnHntech c komnbtoTepom HOSTL npu nomowm Beb-6pay3epa, Mcnonb3ys cnepyrolime agpec u
nopT:
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http://HOST1.xyz.yourcompany.com:1581

BbinonHuTe war 10 B cMCTEME, B KOTOPOW YCTAHOBMIEH KOMNOHEHT 'padmnyecknii uHTepdelic Data
Protection for VMware vSphere.

9. 3apaiTe COOTBETCTBYIOLME 3HAUEHUS AN CieayoLWmMX onuuii B npodmne NHTepderic KoMaHaHOWM
cTpoku Data Protection for VMware (vmcliprofile):

VE_TSMCLI_NODE_NAME
VE_VCENTER_NODE_NAME
VE_DATACENTER_NAME
VE_TSM_SERVER_NAME
VE_TSM_SERVER_PORT

Hwxe npuBeneH npumep Nnpopunsa ¢ STUMN ONUNAMU:

VE_TSMCLI_NODE_NAME MY_VMCLINODE
VE_VCENTER_NODE_NAME  MY_VCNODE

VE_DATACENTER_NAME MyDatacenterl: :MY_DCNODE
VE_TSM_SERVER_NAME tsmserver.mycompany.xyz.com
VE_TSM_SERVER_PORT 1500

Mpodunb HaXOAUTCS B CReaytoLMX KaTanorax:
BT /opt/tivoli/tsm/tdpvmware/common/scripts

WTTT M6 4-PaspspHas cuctema: C: \Program Files\IBM\SpectrumProtect\Framework
\VEGUI\scripts

a) 3aganTe Naponb Ans KoMNoHeHTa y3en VMCLI:

1) BeeguTte komaHay echo, uTobbl cO3aaTb TEKCTOBbIV (hain, cooepKalliunii naponsb.

BT 1o passwordl >
pwd. txt

echo passwordl> pwd.txt
2) Beepute 3Ty KoMmaHay vmcli, 4Tobbl 3a4aTb Naposib Ans KoMnoHeHTa y3en VMCLI:

BaxHoe 3ameuanve: IO Ty komMaHay HyXHO BBOAWTL OT UMEH NONb30BaTENS
tdpvmware, a He root.

vmcli -f set_password -I pwd.txt

b) Y6epuTechb, uto paboTaeT MHTepdenc koMaHaHOM cTpoku Data Protection for VMware:

WTTTMBseanTe 3Ty KOMaHAY 13 KOMaHAHOM cTpoku Windows:
net start

BTN Bseq Te KOMaHAY:
./vmclid status

¢) Beeaute cnepytouyto komanay vmcli, utobbl ybeguTbes, 4to 06beKT MHTEptenc KomaHaHOM
cTpoku Data Protection for VMware pacnosHaeT koHdurypaumto ysna IBM Spectrum Protect:

vmcli -f inquire_config -t TSM
PekoMeHpauum nNo KOH(PMrypupoBaHUIO IEHTOUYHbIX YCTPOUCTB

MpoyTnTeE 3TV PEKOMEHZALMM, NPEXIE YEM NbITATHCS BbINOMHATD ONepaLnmn pe3epBHOro KONMPOBaHMUS C
MCMNOMb30BAHMEM JIEHTOUHbIX YCTPOWCTB XPaHEHWS.
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MoAaroToBka K pe3sepBHOMY KOMUPOBAHUIO HA JIEHTY

TN YT Nepen, BLINOMHEHWEM PE3EPBHOI0 KOMUPOBAHWMS Ha NIEHTY Ha cepeepe IBM
Spectrum Protect 419 NEHTOUHOrO YCTPONCTBA HYXHO 3aAaTh CneaytoLime napamMmeTpbi:

1. 3apanTe Knacc ynpaBneHus:
define mgmtclass <uma_pomeHa> <uMs_Habopa_nonuMTuK> <MMsS_Knacca_ynpaBleHus>

Hanpumep:

define mgmtclass tape tape DISK
2. 3apanTe rpynny KONMpoBaHUS:

define copygroup <uma_poMeHa> <uMs_Habopa_nonuTUK> <UMA_Kacca_ynpaBneHns>
destination=<uma_nyna_stg>

Hanpumep:

define copygroup tape tape DISK destination=Diskpool
3. AKTMBMpYNTE Habop NONUTKUK:
activate policyset <ums_pomeHa> <ums_Habopa_nonuvTuk>

Hanpumep:

activate policyset tape tape

Mpwn KOHUTyprpoBaHMM PE3EPBHOIO KOMMPOBAHMS Ha (IN3NUECKNI NEHTOUYHbIN HOCUTENb CYLLECTBYIOT
LOMNoSIHUTENbHble TpeboBaHMA K KOH(Urypauun. Becerga coxpaHsante metagaHHble IBM Spectrum Protect
(ynpasnsitowme hannbl) Ha UCKe, a hakTUYECKNe AaHHble Pe3ePBHbIX KOMWUA BUPTYasbHbIX MaLUMH - Ha
neHTe.

« Onuma VMMC nosBonsieT COXpaHsTb pe3epBHble konun VMware (1 ynpaensitowme tannsl VMware) ¢
MCNONb30BaHNEM Klacca ynpas/ieHMs, OTINYAIOLLLErocs OT Klacca ynpasieHus Mo yMONYaHuIo.

« Ncnonbsynte onumio VMCTLMC, utobbl ykasaTb, KakoW Knacc ynpaBieHus cnefyeT NCnonb30BaTh A4
ynpasnsowmx tannos VMware npu pesepBHOM KonmpoBaHun VMware. YkasaHHbIN BaMuy Klacc
ynpasfieHUsa nepeonpepennT Knacc ynpasneHnsa no ymondaHuto. OH Takxe nepeonpenenuT knacc
ynpaBneHus, sagaHHoiii onunen VMMC. Knacc ynpasnenus VMCTLMC gonxeH 3a4aBaTb OMCKOBbLIV Ny
XpaHeHus 6e3 nepeHoca Ha NeHTy.

« Onuusa VMMC Bcerga ncnonb3yeTcs s ynpasfieHUs XpaHeHUEM Pe3epPBHbIX KOMUIM BUPTYyaibHON
MallUMHbl. 3Ta oNuMsa NPUMeHNMa Kak K KOHUrypaumsaMm ¢ MCnosib3oBaHMEM ANCKOBbIX YCTPOMUCTB, TaK
N K KOHDUTypaumsaMm c MCNoSib30BaHMEM NIEHTOUYHbIX ycTponcTs. VMCTLMC He ncnonbsyeTcsa ans
ynpaBfieHUs XxpaHeHWeM ynpaBnsowmx annos. Ynpaesnatowme dansbl U danisibl GaHHbIX BXOAAT B
OHY FPYMMNy U CPOK UX FOAHOCTM UCTEKaeT OQHOBPEMEHHO, B COOTBETCTBUMU C MOSIUTUKON XpPaHEHMS,
3agaHHon onumnen VMMC. Ecnm 3agaHbl 0be onummn, To VMMC ncnonbsyeTcs ang annos gaHHbIX, a
VMCTLMC - gnsa ynpaBnswowmx dannos.

OrpaHuueHue: OnepaLmm BOCCTAHOBIIEHWS, UCMOMb3YHOLLINE areHTbl XpaHeHUs B KOHurypaumm 6es
JIOKanbHOWN CeTW, MOTyT BOCCTaHaBNMBaTb (hansibl U3 Mysia XpaHEHUS KOMWI, AAXKE eC/M faHHble MOXHO
M3BJieYb N3 OCHOBHOIO MyJsia XpaHeHMs. 3TO MOXET NPoOn301TH, eciv TpeboBaHMe BOCCTAHOBEHMS
OTHOCMUTCS K KOHKPETHOMY thanny nam ecnu B TpeboBaHnmn BOCCTAHOBJIEHMSA HE UCNONb3yeTca MeTop, '6e3
3anpoca', a OCHOBHas Konus hanna XpaHUTCS B Nysie XpaHeHWs, KOTOPbI HegocTyneH 6e3 nokanbHom
ceTu. ITO MOXKET TaKXKe NOBNMATb HA CUTYaLUK, HE CBSI3aHHbIe C BOCCTAHOBNEHMEM (HanpuMep, Ha
onepaumn pesepsHoro konmpoeaHus Data Protection for VMware). B cpene Data Protection for VMware
NPeLnoYTUTENbHbIM METOA XPaHeHMs hansioB ynpasieHns BUPTyasibHOM MalnHbI - AUCK, 4Tobbl Ans
BOCCTaHOBMeHNS (haliNoB BO BPEMS MIHKPEMEHTHOIO PE3ePBHOI0 KOMMPOBaHUs He TpeboBanoch
MOHTUpPOBaHMe. 3TN hanbl yNnpaBieHnsa BUPTyaSibHOM MallnHbI HE TONIbKO AOXKHbI ObITb MOMeLLEHbI Ha
OMCK; OHW He LOMXKHbl KONMPOBATbLCA B NMyJ XpaHEeHUs KOMWI, KOTOPbIM [oCTyneH 6e3 nokanbHom ceTu. B
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TAKOM cJly4ae npv BOCCTaHOBJIEHUN haiioB BO BPEMS MHKPEMEHTHOI0 pe3epBHOro KonmpoeaHus 6es
NloKanbHol ceTu ¢ knveHTa Data Protection for VMware 6ygeT ncnonb3oBaTbCs MOHTMPOBAHME NIEHTI.

Ecnu B cpene cepBepa IBM Spectrum Protect ncnonbsyeTcs nepeHoc ¢ AMcKa Ha NIeHTy, To nepeq,
nepeHocCoM NpMMUTE BO BHUMaHWe CleaytolimMe peKoMeHOaumm:

« MpuceonTte napameTpy MIGDELAY ona oAMCKOBOro nyna XxpaHeHus 3HaueHue, noanepXxmBarLee
BbINoSIHEHNE BoNblUMHCTBA TPebOBaHMN MOHTMPOBAHUSA C AucKa. MNpu TMMMYHOM MCMONb30BaHNM
BbICOKWI MPOLLEHT BOCCTAHOBEHUS OTAENbHbIX (hanioB OCTUraeTCs 3a HECKONIbKO AHeln. Hanpumep,
06bl4HO NpoxoanT 3-5 AHelN ¢ MOMeHTa Noc/eAHero n3amMeHeHus anna. Noatomy paccmoTpute
BO3MOXHOCTb XPaHUTb AaHHbIE 32 3TOT KOPOTKMWI NEPUOL Ha AMCKe, 4ToObl ONTMMN3MPOBATh
onepaummn BOCCTaHOBMEHUS.

Kpome Toro, ecnu ans AMCKOBOro Nyna XpaHeHUs UCNonb3yeTea Aenynankaunsa AaHHbIX Ha CTOpoHe
KJMEeHTa, To 3aganTe gns onunm MIGDELAY 3Ha4eHMe € y4eTOM YacTOTbl onepaLmin NOIHOro
pe3epBHOro KOMMPOBaHMWS BUPTYyaNbHOM MalluHbl. He nepeHocuTe faHHble U3 oeayninumMpoBaHHOIO
nyna XpaHeHUs Ha NIEHTY, NoKa A1 BUPTyasibHON MallMHbl He ByaeT BbiNoAHEHO X0Ts Obl ABe
onepaumn NOIHOrO pe3epBHOro KONMpoBaHus. Nocne nepemMeLLleHns AaHHbIX Ha NeHTY AeaynimMKkaums
6osnblue He BbiNoNHsAeTCA. HanpuMep, ecnv onepawmy NOSIHOFO PE3ePBHOI0 KOMMPOBaHUS
BbINOSTHAOTCA eXXeHeaeNbHO, PaCCMOTPUTE BO3MOXHOCTb 3a4aTh 15 napametpa MIGDELAY
3HayeHwue, paBHOe, Kak MUHUMYM, 10 gHaM. Takoe 3HaueHme napameTpa bygeT rapaHTMpoBaTh, UTO
KaXkpas onepawms NoHOro pe3epBHOro KONMMPOBaHMWS BbISBUT U UCNONb3yeT AybnvkaTel aHHbIX U3
npeabloyLen pesepBHOM KoMUY 00 NepeMeLLeHNs AaHHbIX Ha NIEHTY.

« Ncnonb3ynTe nyn xpaHeHus, OTHOCAWMACS K knaccy ycTponcTs FILE, a He nyn xpaHeHus,
OTHOCAWMINCS K knaccy yctponcTs DISK. TunmnyHoe 3HaueHne pasmepa TOMa, 3a4jaBaeMoe napameTpom
MAXCAPACITY pns knacca ycTponcTs, coctasnsieT 8-16 6. [1na cBA3aHHOro nyna xpaHeHus
paccMoTpUTE BO3MOXHOCTb UCMOIb30BaHUSA COBMECTHOIO pasmeLLeHmns no haniosbiM
npocTpaHcTBaM. Kaxpas BupTyasnbHas MallnHa, 41 KOTOPOW Co30aeTcsa pe3epBHas Konus,
npegcTaeneHa Ha cepsepe IBM Spectrum Protect otgenbHbIM hannosbiM NpocTpaHCTBOM. COBMECTHOe
pasmeLleHune no hannoBbIM NPOCTPAHCTBAM COXPAHSAET AaHHbIE HECKOMIbKNX onepauumi
WMHKPEMEHTHOIO KOMUPOBAHMS AN8 JaHHOW BUPTYaslbHOW MallMHbl Ha OLHOM U1 TO e ToOMe (LMCKOBOM
tharnne). Mpu nepeHoce Ha NEHTY COBMECTHOe pa3MelleHune B (DaiioBOM NPOCTPAHCTBE NO3BONSAET
HaMTW HECKOJIbKO MHKPEMEHTHbIX PE3ePBHbIX KONMUIN A5 AaHHOW BUPTYyasSbHOW MallMHbI Ha
(hn3nyecKom NeHTe B 0OGHOM MecTe.

3apaTtb 3HaveHne PeXnmMa NeHTbl MOXXHO B ANa/iIOroBOM OKHe I'Iapame'rpbl.

Pe3epBHOE KONMPOBaHMeE NpepbIBaeTCs, €CNv /19 MOHTUPOBaHUA UK BGbICTPOro BOCCTAHOBNEHUS
TpebyeTcs TO e NeHTOYHOoe YCTPOMCTBO XpaHeH s, KOTOpoe MCMOoNb3yeTcs onepaumein pe3epBHOro
KOMMpoBaHua.

T KoHdurypuposaHue yctpoiictea iSCSI B cucteme Linux BpyuHyio

JTa npouenypa onuchiBaeT, Kak CKOH(MIypupoBaTb cMcTeMy Linux, MCNonb3yeMyto BO BpeMs onepawmm
MOHTMpOBaHUS iISCSI. CHUMOK BUPTYaNbHOM MalUUHbI MOHTUPYETCS U3 XpaHunuuia cepepa IBM
Spectrum Protect.

Mpe>xpe ueM HavaTb
Bo BpeMa MoHTMpoBaHus iISCSI HazHaveHme iSCSI co3pgaeTcs B CUCTEME areHTa BOCCTaHOBIEHMS.
NHuumaTop Microsoft iISCSI He TpebyeTca B cucTeMe areHTa BOCCTaHOBEHUS.

CoserT: NHnumnaTop Open-iSCSI nocTtaBnseTcsa ¢ Red Hat Enterprise Linux n SUSE Linux Enterprise Server.
Mepepn BbINOMHEHMEM 3TOI 334,a4M NPOBEPbLTE, BbINOHEHbI N1 cneayowme TpeboBaHms iISCSI:

« MOXHO coeMHUTBLCA C HazHaveHueM iSCSI ¢ noboro KomnbloTepa, YTobbl Co34aTh TOM, COAEPIKALLMI
pe3epBHble AaHHble. ITOT TOM MOXHO CMOHTMPOBAaTb C APYroro KOMMboTEpa.

« Ha ntobom KoMnbloTepe, KOTOPbIN JOMKEH COeQMHATLCA C HasdHaveHmeM iSCSI, TpebyeTcs nHMLMaTOP
iSCSI.

« Ha koMnbloTepe, Ha KOTOPOM HYXXHO BOCCTAHOBUTb JaHHbIE, HY>KHO YCTAHOBUTb MHULLMATOP iSCSI.
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« Ecnn TOM HaxoguTCcs Ha HECKONbKUX OMCKaX, TO HYXXHO CMOHTMPOBAaTb BCE HYXHble OUCKN. Ecnu
MCMNONb3YHOTCA 3€pPKaJ/InpoBaHHbIE TOMa, TO HYXXHO CMOHTMUPOBATb TOJIbKO OAUH N3 3€PKaJIMPOBAaHHbIX
OVCKOB. MOHTMpOBaHMe O4HOMO ANCKA NPefoTBpaLLaeT BbiMOSIHEHNE CUHXPOHM3ALMN, KOTOpasd

3aHMMaeT MHOIo BpeMeHMNu.

06 3ToM 3apaue
BbinonHuTe 3K Wwaru, 4Tobbl CKOH(PUIryprpoBaTb CUCTEMY Linux, nCNonb3yemMyto BO BpeMS onepaLmm

MOHTMpOBaHUs iSCSI:

Mpouepypa
1. 3anuwmnTte uMsa nHmumnatopa iISCSI Ha KoMnbloTepe, Ha KOTOPOM HYXXHO BOCCTAHOBUTb AaHHbIE.

Nmsa nHmumaTtopa iISCSI HaxopuTes B hanne /etc/iscsi/initiatorname. iscsi. Ecnu sHaveHne
InitiatorName= nycToe, TO co3panTe UMSA MHULMATOPA CNeAYOLEN KOMAaHOOM:

twauslbkpoc@l:~ # /sbin/iscsi-iname

MpuMep MeHn nHmnumaTopa:
ign.2005-03.0rg.open-iscsi:3f5058b1d0ad

2. lobaBbTe UMA nHULMaTopa B hann /etc/iscsi/initiatorname.iscsi.
a) UsmeHuTte thaiin /etc/iscsi/initiatorname.iscsi komaHpoii vi. Hanpumep:

twauslbkpoc@l:~ # vi /etc/iscsi/initiatorname.iscsi
b) 3ameHuTe 3HauyeHne napameTpa InitiatoxrName= Ha nma nHmumaTopa. Hanpumep:

InitiatorName=iqn.2005-03.0rg.open-iscsi:3f5058b1d0a0d

3. Ha KoMnbtoTepe, Ha KOTOPOM YCTaHOBMIEH areHT BocCTaHoBNeHus (Mnu HasHaveHue iSCSI), caenaiite

crnepyloulee:
a) 3anycTuTe MOAy/b areHT BOCCTAHOBNEHUsl. BBeauTe aaHHble B OKHa Boibepute cepsep IBM
Spectrum Protect v Boibepnte CHUMOK M HaxxMuTe MOHTUMpOBATb.

b) B okHe BoibeprTe HasHauyeHMe MOHTMPOBaHMS BbibepuTe CMOHTUPOBATL Ha3HaYeHue

iSCSI.
c) Co3panite uMa HasHaveHus. Y6eguTech, UTO OHO YHUKAIbHO 1 YTO Bbl MOXeTe MAEeHTMdULMPOBATb
ero C KOMMblOTEPa, Ha KOTOPOM paboTaeT nHMUmaTop iISCSI. Hanpumep:

iscsi-mount-tsmdve

d) BeeouTte uma nHmumatopa iSCSI, KoTopoe Bbl 3anMcanu Ha ware 1, n Haxmute OK.

e) YbeauTecb, UTO CMOHTMPOBAHHbI TOM Noka3aH B nosie CMOHTMPOBaHHbIe ToMa.
4. Hangute 1 3anycTuTe nporpammy nHuumatopa iSCSI Ha KoMnbloTepe MHULMATOPA, KOTOPbIN Bbl
Bblbpanu Ha ware 1:
a) YbepguTecs, uto cnyxba iSCSI paboTaeT, BBEAS CleayoLLyto KoMaHay:
Red Hat Enterprise Linux:

service iscsi status
SUSE Linux Enterprise Server:
service open-iscsi status

Ecnu cnyx6a He paboTaeT, TO 3anycTuTe ee creayrLLen KOMaHLOM:
Red Hat Enterprise Linux:

service iscsi start
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SUSE Linux Enterprise Server:
service open-iscsi start
b) CoeamHunTech ¢ HasHa4veHneM iSCSI, BBeOs cnenyoLlyo KOMaHay:

iscsiadm -m discovery -t sendtargets -p <umsa xocma/IP
aeeHm soccmaHoseseHuss cucmema> --login

c) YbenuTech, UTO HOBOE YCTPOMCTBO raw device AOCTYMNHO:
fdisk -1

5. CMOHTUMpyITe halinoByto CUCTEMY:
Onsa Toma He-LVM BBeguTe crepytolyto KomaHay. HoBoe ycTpoicTBo B 3ToM npumepe: /dev/sdbl:

mkdir /mountdir
mount /dev/sdbl /mountdir

[Ona Toma LVM BbINONHWTE cnepyolme 3afgadn Ha rocte Linux:

a. YbeauTech, UTO Ha KOMMblOTEpe Linux gocTyneH cueHapuii vgimportclone. 3T0T cueHapuin He
noctaBnsieTcs B 6asoBomM nakete LVM (nakeT no ymonyaHuto). MoatomMy o6bHoBUTE nakeT LVM fo
YPOBHS, KOTOPbIN COOEPXMUT 3TOT CLLEHAPUN.

b. BeeguTte komaHay vgimportclone, BkntoumB B Hee HOBoe MMsa 6a3oBow rpynnbl TOMOB
(VolGroupSnapO1l). Hanpumep:

vgimportclone --basevgname /dev/VolGroupSnap0l /dev/sdbl

c. Beegute komaray lvchange, 4tTobbl NOMETUTb NOrMYECKUI TOM KaK aKTUBHbIA. Hanpumep:
lvchange -a y /dev/VolGroupSnap@l1l/LogVol00

d. BBeguTe cnenyrolme KoMmaHabl, YTobbl CMOHTMPOBATL TOM:

mkdir /mountdir
mount -o ro /dev/VolGroupSnap0l/LogVolGO /mountdir

6. Mocne 3aBepleHnss BOCCTAHOBNEHNUS (hannoB BBEAUTE CeAytoLmMe KOMaHgbl:
« [nga Toma He-LVM BBeouTe criepyroLyo KOMaHay:

a. PaamoHTMpoBaTh (halnoByto cucTemy:

umount /dev/sdbl /mountdir

b. Yoanute ToM. Ecnun ToM BXoAUT B Fpynny TOMOB, TO BHavasne yhanuTte ero U3 rpynnbl TOMOB Mpu
NMOMOLLM CnefyoLen KOMaHabl:

vgreduce
<rpynna_tomoB> /dev/sdbl

Mocne aToro yoannte ToM cne,n,ylom,elh KOMaH,D,OVII
pvremove /dev/sdbl
c. Bbintn us OAHOro Ha3HavyeHunqa:

iscsiadm --mode node --targetname
<UMSA_Ha3HavyeHus> --logout

d. BbIliT U3 BCEX HAa3HAYEHWI:
iscsiadm --mode node --logout

- [na toma LVM BbinonHuTe cnepytowme 3agaym Ha rocTe Linux:
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a. PasMoHTUpoBaTh hannoByto CUCTEMY:
unmount /mountdir

b. Yoanutb nornyeckum Tom:
lvm lvremove LogVol0O

c. YoanuTb rpynny TOMOB:
lvm vgremove VolGroupSnap0l

d. BbIliT\ U3 0gHOr0 Ha3Ha4YeHUs:

iscsiadm --mode node --targetname
<uMsi_HasHa4yeHus> --logout

€. BbIiTn 13 Bcex HasHaueHunn:

iscsiadm --mode node --logout

M KoHdgurypuposaHue yctpoictea iSCSI B cucteme Windows BpyuHyio

JdTa npouenypa onucbiBaeT, Kak CKoH(Urypmuposatb cuctemy Windows, ncnonb3syemyto BO BpeMs
onepauun MoHTUpoBaHums iISCSI. CHUMOK MOHTUMpyeTCs 13 xpaHunumuia cepepa IBM Spectrum Protect.

Mpe>xpe ueM HavaTb
Mepepn BbINOHEHNEM 3TOM 3a4a4M NPOBEPbTE, BbINMOMIHEHBI 1 cneaytowme TpeboBaHns iSCSI:

« Bo BpeMs MoHTUpoBaHus iISCSI HasHaveHme iISCSI co3paeTca Ha KOMMbIOTEPE areHT BOCCTAHOBIEHUS.
MOXHO COeMHNTBCS C HasHaveHneM iSCSI ¢ noboro komMnbloTeEpPa, YTOOLI CO34aTh TOM, COOEPKALLUM
pesepBHble faHHble. Kpome Toro, nocne 3Toro MOXHO CMOHTMPOBATb 3TOT TOM C APYroro KoMnetoTepa.

» MHuumatop iSCSI TpebyeTcs Ha Ntobom KoMnbloTepe, KOTOPbIN AOSIKEH COeANHATHCA C HAadHAYeHMEM
iSCSI.

» Ha KoMnbloTepe, Ha KOTOPOM HY>XHO BOCCTAHOBUTb [aHHble, HY>KHO YCTaHOBUTb MHULUMATOp iSCSI.
» MHuumaTtop Microsoft iSCSI He TpebyeTca Ha KOMMbOTEPE areHT BOCCTAHOB/IEHUS.

MNepen BbINOHEHNEM 3TOM 3aaum npoBepbTE, BbIMOJIHEHDBI N cnenytouime TDE6OBaHVIFI ONCKa h TOMa:

« Ecnn TOM HaxoguTcs Ha HECKONbKUX OMCKaX, TO HYXXHO CMOHTMPOBATb BCE HYXHble OUCKN. Ecnu
MCMONb3YyHOTCA 3epPKaJIMpoOBaHHbIe TOMa, TO HYXXHO CMOHTUPOBATb TOJIbKO OAWH N3 3€PKaJIMPOBaHHbIX
OVCKOB. MOHTMpOBaHMe O4HOMo ANCKA NPefoTBpaLLaeT BbiMOSIHEHNE CUHXPOHM3ALMN, KOTOPad
3aHMMaeT MHOIro BpeMeHMu.

« Ecnun Ha KoMNblOTEpPE PE3EPBHOIO KOMMPOBAHMS UCMNO/Ib30BaNOCh HECKOIbKO AMHAMUUYECKUX ANUCKOB,
TO 3TN AUCKW BKIIKOYAKTCSA B O4HY rpynny. NoaToMy ecniv Bbl MOHTUPYETe TONIbKO OAWH AUCK, TO
MeHemxep amckoB Windows MOXeT cumTaTb, YTO HEKOTOPbIX OMCKOB HET M BblAaBaTb coobuieHne 06
owmnbke. rHopupynte aTo coobuieHme. [laHHble Ha CKONMPOBAHHOM AMCKE NO-NPeXXHeMyY AOCTYMHbI,
€C/M TONbKO HEKOTOPbIE AaHHble He HAXOAATCS Ha APYroM Ancke. ATy NpobreMy MOXKHO paspeLllnTb,
CMOHTUPOBAB BCE ANHAMUYECKME AUCKMN.

06 3ToM 3apaue
BbinonHuTe 31K 3a8a4n, 4Tobbl cKoHpUrypruposaTtb cncteMy Windows, Mcnonb3yemyto BO BPeEMS
onepaumm MoOHTUpoBaHus iISCSI:

Mpouenypa

1. B cucTeMe areHT BOCCTAHOBJIEHMSA OTKponTe nopT 3260 Ha 6paHamayape LAN n 6paHgMayape
knmneHTa Windows.

3annwnTe nms MHUUMATOpPa iSCSI Ha KOMMNbOTEPE, HA KOTOPOM HYXXHO BOCCTAaHOBWUTb AaHHbIE.
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Nmsa nHmnumatopa iSCSI nokasaHo B okHe KoHdurypaums nHmumatopa iSCSI B MNaHenu ynpaBneHus.
Hanpumep:

ign.1991-05.com.microsoft:hostname

2. Ha koMnbloTepe, Ha KOTOPOM YCTAHOBJIEH KOMMOHEHT areHT BOCCTaHOBNEHUS (MK 06bekT
HasHaueHus iSCSI), coenanTe cneaytollee:
a) 3anycTuTe rpacuyeckuii nHTepdeinc areHT BOCCTaHOBMeHUs. BBeanTe faHHble B okHa Bblbepute
cepBep IBM Spectrum Protect n Bbi6epute CHUMOK 1 HaXXMUTe MOHTUpPOBATD.
b) B okHe BblbepuTe Ha3Ha4YeHMe MOHTUPOBaHUA BbibeprTe CMOHTUpPOBATb Ha3HaueHue iSCSI.

¢) CosparitTe MMs HasHaveHusl. YbeamTech, UTO OHO YHUKAIBHO 1 YTO Bbl MOXETe UOEHTU(ULMPOBATb
ero c KoMnbtoTepa, Ha KoTopoM paboTaeT nHMUMaTop iISCSI. Hanpumep:

iscsi-mount-tsmdve

d) BeeguTte nms nHmumaTtopa iSCSI, koTopoe Bbl 3anmcanu Ha ware 1, n Haxxmute OK.
e) Ybeantecb, YTO CMOHTUPOBAHHbIN TOM NoKasaH B nosie CMOHTUPOBaHHbIE TOMA.

f) Ecnu Bbl UIcnonb3yeTe areHT BocCTaHOBNEHUS B ceTu iSCSI 1 areHT BOCCTAHOBEHMS He
NCMNONb3yeT CPEACTBO NepeMeLLeHNs AaHHbIX, nepenaunTe K cann C: \ProgramData\Tivoli
\TSM\RecoveryAgent\mount\RecoveryAgent.conf nsapante Ter [IMOUNT] 1 napameTp

Target IP:

[IMOUNT config]
Target IP=<IP-appec ceTeBOW KapTbl Ha KOMMblTepe,
Ha KOTOPOM HaxoasTca HasHayeHus iSCSI.>

Hanpumep:

[General config]
paraml
param2

tiMount config]
Target IP=9.11.153.39

Mocne pobaBneHuns i nsmeHeHus napametpa Target IP nepesanyctute rpacdmyeckunin

NHTepdenc unm nHTepdenc KoMaHgHoOM CTpokm Recovery Agent.

3. Hangute n 3anyctute nporpamMmmy nHuumatopa iSCSI Ha KoMNblOTEpPE NHMLMATOPA, KOTOPbIN Bbl
Bblbpanu Ha ware 1:
a) CoeguHuUTECh C Ha3HavyeHneM iSCSI:

1) Ha Bknagke HasHaueHus BBeguTe agpec TCP/IP KOMNOHEHTa areHT BOCCTaHOBJIEHUS
(HasHaueHue iSCSI), KoTopbI UCMONb30Bascs Ha Wware 2 B okHe HasHaueHue:. LLlenkHUTe no
Jkcnpecc-coeauHeHue.

2) B okHe 3Kkcnpecc-coeguHeHMe NoKasaHo HasHayYeHne, COOTBETCTBYHOLLEE MMEHWN HAa3HaUYeHNs,
KOTOPOE yKa3aHo Ha wware 2c. Ecnu coeguHeHne elle He YCTaHOBJIEHO, TO BbibepuTe 3To
Ha3Ha4vyeHne n WwenkHuTe no CoeanHUTLCA.

b) Ha koMnbloTepe UHULMaTopa Nnepeingute B NMaHenb ynpaBneHusa > AQOMUHUCTPUPOBaHME >
YnpaeneHue KOMNbIOTEPOM > 3anNoMUHAKOLLME YCTPONCTBA > YNpaBiieHne GUCKaMU.

1) Ecnv cMOHTMpOBaHHOE HasHaveHue iISCSI nokasaHo kak Type=Foreign, To LWenKHUTE NpaBoi
kHonkoM Mblwu no Foreign Disk v BoibepuTe Import Foreign Disks. BoibpaHo Foreign Disk
Group. HaxxmuTte kHonky OK.

2) Ha cnepytoleM aKpaHe nokasaHbl TUM, COCTOsIHME U pa3mep aucka Foreign Disk. HaxxmuTte OK
1 NOQOXAMTE, MOKa OUCK He ByaeT MMNopTUPOBaH.

3) Mo 3aBepweHnn nmnopTa ancka Haxxmute F5 (06HOBUTL). ByneT nokasaH CMOHTUPOBAHHbIN
CHMMOK iSCSI, copgepalmim HazHaveHHy 6ykBy aucka. Ecnum 6ykBbl AMCKOB HE HA3HaYaTCS
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aBTOMaTMYeCKW, TO LLEIKHUTE NPABOM KHOMKOWM MbILWK NO HYXXHOMY pa3aeny v BolbepuTe
N3meHUTb 6YKBY AUCKa Unm NyTb K gUcKy. HaxxmuTe [,06aBUTb 11 BbibepurTe BykBY AMCKa.
4. OTtkpowite NMpoBoagHuk Windows nav opyryo yTUanTy, n HAaWAMTEe CMOHTUPOBAHHbIA CHUMOK 414
BOCCTaHOBMNEHUS halinos.
5. MNocne Toro, Kak han BOCCTAHOBMEH, CAeNanTe cnegytollee:
a) OTcoenmHMTe KaxXpoe HasHaveHue iSCSI, ncnonbsys okHo CBoMcTBa MHMLUMaTOpa iISCSI.

b) PaaMOHTUMPYiTE TOM, CMOHTUPOBAaHHbIN Ha Ware 2: BbibepuTe TOM B rpadmyeckom nHTepdence
KOMMOHEHTA areHT BOCCTaHOBMIEHUNS U LWENKHUTE No PAasMOHTMpOBaTb.

T KoHhurypuposaHue NnpoKCU-y3sibl MOHTUPOBAHUSA BPYUHYIO B
cucrteme Linux

BbinonHMTe 3Ty 3agady, 4Tobbl 06AaBUTb NPOKCU-Y3€e/1 MOHTMPOBAHMSA Ha YAaNIeHHbIN KoMMbloTep Linux.

npemne YeM HavyaTb

B cTaHgapTHoOM cpene koMmnoHeHTa padmueckuin nHtepdenc Data Protection for VMware vSphere ons
Kaxaoro obbeKkTa NpoKCcuK-y3es MOHTUPOBaHMS UCMNOJb3YeTCa OTAEeNbHbIN pa3aen danna dsm. sys. Bce
yKa3aHHble HUXe AeNCTBMUS BbINOJTHAKTCSA C MCMOMb30BaHMEM CPeACcTBa NepeMeLlLeHns OaHHbIX,
YCTaHOBIEHHOI O Ha CepPBEPE Pe3epPBHOI0 KOMUPOBaHKS.

06 3ToM 3apaue
JTa 3afiaya HacTpamBaeT KOMMOHEHT NPOKCU-Y3/1bl MOHTMPOBaHUSA, 0GHOBNAS ONUUK NepeMeLLEHNS
OaHHbIX U NpoBepsas coeanHeHune ¢ cepeepoM IBM Spectrum Protect.

Mpouenypa
1. 3apanTe 3TK onuun B thaine dsm. sys, B pa3gene NpoKCK-y3es MOHTMPOBaHMS.

NODENAME
3apanTe UMs paHee 3a4aHHOrO y3/1a NPOKCK-y3en MOHTUPOBaHus. Pacnucanuns IBM Spectrum
Protect cBa3aHbl C 3TUM y3/10M.

PASSWORDACCESS
3apante GENERATE, utobbl naposib reHepupoBascsa asToMaTnuyeckun (BMecTo 3anpoca
nosnb3oBaTens).

MANAGEDSERVICES

3apaiiTe 3Ty onumio, YTobbl yka3aTb aKLLeNTopy KIIMEHTA, YTO HYXHO YNpaBasTb Kak Beb-
KIMEHTOM, TaK 1 nnaHmpoBLnKoM (schedule webclient).

TCPSERVERADDRESS
3apanTte agpec TCP/IP pnsa cepepa IBM Spectrum Protect.

TCPPORT
3apanTe agpec nopta TCP/IP onsa cepBepa IBM Spectrum Protect.

COMMMETHOD
3apanTe MeTof CBSA3K, KoTopbl ByaeT ncnonbsoBaTbes cepsepoM IBM Spectrum Protect. na
06bEKTOB MPOKCU-Y3/bl MOHTUPOBAHUS HYXXHO B KayecTBe MeTofa cBA3un 3aaatb TCP/IP. Ecnu
3ajaH apyron meton, To onepaummn pabotatb He ByayT.

HTTPPORT
dT1a onuwms 3agaeT nopT TCP/IP n TpebyeTcs, TONbKO eCnv UCNoNb3yeTcs HeCKonbko cnyxb Client
Acceptor (CAD). Hanpumep, ecnv ecTb ABa y31a KOMNOHEHTA NPOKCU-Y3/1bl MOHTUPOBaHMA (1 oBe
cnyx6bi CAD), B thaline onuuin ons Kaxgoro ysna KOMNOHeHTa NPOKCK-y3en MOHTUPOBaHMS
[OMKHO BbITb 3a8aH0 cBoe 3HaveHne HTTPPORT.

OrpaHuueHue: He Bkntouante onumto paboTel 6e3 nokansHoi cet (ENABLELANFREE YES) B chainne
dsm.sys. [ns y3n0B NPOKCU MOHTMPOBaHUS 3Ta ONUMSA He NOAAEPXKMBaEeTCS.

Huxke npmBepeH npumep arna dsm.sys ¢ 3TMMM NapamMeTpamu:
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Servername tsm_serverl
NODename datacenterl_MP_LNX
PASSWORDAccess generate
MANAGEDServices schedule webclient
TCPServeraddress tsmserver.myco.com
TCPPort 1500
COMMMethod tcpip
HTTPPORT 1583

2. BBenuTe cnepyolLyto KomaHgy, 4Tobbl 3agaTh nonb3oBatens U napons vCenter VMware gnst
KOMMOHEeHTa MPOKCU-y3en MOHTUPOBAHUS:
dsmc set password -type=vm vcenter.mycompany.Xyz.com <agMMHUCTpaTop>
<naposnbl>

3. 3anycTuTe ceaHC KOMaHAHOV CTPOKM NepeMelLeHns aHHbIX C MCNOJSIb30BaHNEM NapaMeTpoB
KOMaHAHOWM cTpokn -asnodename n -optfile:
dsmc -asnodename=vctrl_datacenterl -optfile=dsm_MP_LNX.sys
Y6eOuTech, 4To Nocsie HauyalbHOro BX0AA B CUCTEMY Y Bac He 3anpallnBatoT Naposb.

BHuMaHue: Bo nsbexkaHue cbosa nnaHmposwmka IBM Spectrum Protect ybeautech, 4To onums
asnodename He 3apaHa B pasgene anne dsm. sys (Linux). MnaHMpoBLLMK 3anpaluMBaeT Ha
cepBepe IBM Spectrum Protect pacnvcaHus, cBasaHHble ¢ nodename (Mpokcu-ysen
MOHTMPOBaHMA), a He ¢c asnodename (y3en ueHTpa faHHbIx). Ecnu B chaine dsm. sys 3agaHa
onuusa asnodename, TO 3anpallMBatOTCA PacnuncaHus, cBssaHHble ¢ asnodename, a He ¢
nodename. B pesynbTaTe onepawLmm pacnmcaHus 3aBepLUaloTCs HeyaauHo.

4. MpoBepbTe coegnHeHne ¢ cepsepom IBM Spectrum Protect: BBeante komaHay
dsmc query session

J1a KOMaHOa BbIBOOAUNT I/IHCbOpMaLI,I/II-O O CeaHcCe, BKJ1l04Yad TeKyuee nmq y3na, BpemMd yCTaHOBIeHNA
ceaHca, MH(oPMaLMIO O CEPBEPE U O COEAMHEHNM C CEPBEPOM.

5. HacTpoiTe cnyxby akuentopa (npueMHuka) knmeHTa (Client Acceptor Service, CAD) un cny»xby
NAHUPOBLLMKA NepeMeLLeHNs OaHHbIX, BbINOHMUB Creaytolme 3a0aun:

- 3apaiTe cnepytolme onumm B haine dsm. sys, B pasgesne npoKCu-y3es MOHTUPOBaHUS:

— 3apavTe onuuio managedservices co cnegywmMm oBYMS NapameTpaMmu:
managedservices schedule webclient

3Ta onuus ykasbiBaeT, 4To AeMoH Client Acceptor ynpaBnseT 1 Be6-KNMeHTOM, U
NJaHVPOBLLNKOM.

— Ecnu Bbl XOTUTE HanpaBAaTb MHhopMaLUIo 0 pacnncaHnun 1 olmbkax B thainbl XXypHana He no
yMon4aHuto, To 3aganTe onumm schedlogname n errorlogname. Kaxxgas onumus gomKHa
copepXaTtb nosHoe nMs talina, B KOTOPOM byaeT XxpaHUTbCs MHopMaLMa KypHana. Hanpumep:

schedlogname /vmsched/dsmsched_mp_lnx.log
errorlogname /vmsched/dsmerror_mp_lnx.log

« 3anyctute cnyxby Client Acceptor:

MporpaMMa yCcTaHOBKM cO3[aeT cueHapuii 3anycka gemoHa Client Acceptor Daemon (dsmcad)
B /etc/init.d. demoH Client Acceptor Daemon gonxeH 6bITb 3anyLleH, YTO6bl OH MOT
YyNpaBnATb onepaunusMm nNJaHNpPOBLLMKA UK BEB-KNNMEeHTOM. BBeguTe Kak nonb3oBaTesib root
cnepyoLLyo KoMmaHay, Ytobbl 3anyCcTUTb AEMOH:

service dsmcad start

Y106bI BeMOH Client Acceptor Daemon 3anyckascs aBTOMaTUYeCKM Nocre nepesanycka CUCTEMBI,
0o6aBbTe B OKHe npurnaweHns o60/10uKM cnenyowyto cnyxoy:

# chkconfig --add dsmcad

6. Y6epouTech, UTO aKLLEeNTOP 1 areHT K/IMeHTa CKOH(MIypUpoBaHbl MPaBUIbHO:

a. Bongute B yoaneHHyto cuctemy.
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b. CoegnHuTech c koMmnbtoTepoM HOSTL npu noMoum Beb6-6paysepa, NCnoNib3ys crnedytolive agpec u
nopT:

http://HOST1.xyz.yourcompany.com:1581

M KoHgurypmposaHue NPoKCcu-y3sibl MOHTUPOBAHUS BPYYHYIO B
voaneHHou cucteme Windows

BbinonHuTe 3Ty 3agavy, Utobbl 4,06aBUTb NPOKCK-Y3ea MOHTUPOBAHMS Ha YAaNIEHHbIA KOMMbOTEP
Windows. 3To Hy»HO, ecnu Bbl XoTHUTe 0,06aBUTb B cpeny BTOPON NPOKCK-y3en MoHTMpoBaHus Windows.

Mpexxpe yem HauaTb
Mpexae YeM NpuUcTynaTh K 3TON 3apave, ybeanTech, YTO OCHOBHOM KOMMOHEHT NMPOKCU-y3en
MOHTMpoBaHusa Windows CKOHMIypupoBaH.

06 3ToM 3apaue
BbinonHMTE Ha yAaneHHOM NPOKCU-KOMMbioTepe MoHTUpoBaHua Windows cneaytouine nencremns:

Mpouenypa

1. YcTaHOBUTE Ha yaaneHHOM NPoKCKM-KoMMNbloTepe MoHTMpoBaHua Windows cnegytowime npoayKTbl:
* areHT BOCCTAHOBJ/IEHUS
« CpencTtBo nepemelleHns gaHHbix IBM Spectrum Protect

MonyunTte poctyn k obomm npogykTam B 06pase ckaumeaHus IBM Spectrum Protect for Virtual
Environments. MNowwaroBblie MHCTPYKLMM NO YCTAaHOBKE CMOTpUTE B LleHTpe 3HaHui IBM:
“YctaHoBka Data Protection for VMware B cuctemax Windows” Ha cTp. 23

2. /I3BneknTe KOHTEHT NpuMepa hamnna onumn ¢ CoO3gaHHOro NPoKcK-yana MoHTMpoBaHua Windows u
nobaBbTe ero B (hans onumii Ha yaaneHHOM NPoKCUM-KoMMbloTepe MoHTUpoBaHua Windows:

a) MepelgnTe Ha OCHOBHOM MPOKCK-KOMNbIOTEpe MOHTUpoBaHus Windows B okHo KoHdurypauus
mMogayna pacmueckuin nntepderic Data Protection for VMware vSphere.

b) LLlenkHuTe no U3MeHUTb KoHurypauuio TSM B cnincke 3agaumn. [ns 3arpysku 611oKkHoTa
KOHUrypaumm MoxeT NoHaaobuTbCs HECKONbKO MUHYT.

c¢) MepenpuTe Ha cTpaHWLy CMOHTUPOBATb Napbl NPOKCU-Y3/I0B MOHTUPOBaHUA 1 Bbibepute
J,06aBUTb NPOKCU-NAPY MOHTUPOBAHMA.

d) B ctonbue Tabnuubl OCHOBHOW y3en nepenaute K NpoKcu-ysny MoHTuposaHus Windows B
0XMOAEeMOM NonoxeHnn u Boibepute HoBble napameTpbl.

e) 3anuwunTe NapoJsib y3noB 1 Ans OCHOBHOTrO y3na, 1 Ans Y3na napTHepa Linux. 3Ty naHesb MOXHO
MCMOMb30BaTb AN U3MEHEHUS UK CO34aHMA NOAX0ASLLErO Naposis.

f) CkonupynTe npumep KoHTeHTa hanna dsm.opt, nokasaHHbIN B OkHe MapaMeTpbl NPOKcH
MOHTUPOBAHUA.

g) BctaBbTe nnun obaBbTe KOHTEHT NpuMepa aina dsm. opt B chain onuuii Ha yaaneHHOM NPOKCK-
komnbloTepe MoHTMpoBaHusa Windows. MNpucsorte umsa anny onuumn, cnegys npasuny, Korga
YyKa3blBaeTCs ero ponb Kak yaaneHHoro obbekTa NpoKCcu-y3en MOHTUPOBaHUS.

Hanpumep, dsm.REMOTEL1_MP_WIN.opt.

OrpaHuueHue: He Bkntouante onumio paboTel 6e3 nokansHol cet (ENABLELANFREE YES) B chaine
onuuin. ns y3noB NPOKCKM MOHTMPOBaHUS 3Ta ONUMSA He NoAAepPXKMBaeTCs.

3. BeeguTe cnenyulyro KoMaHay cpenctBa nepemMeleHna oaHHbIX, yTObbI 334aTb NONb30BATENS U
napoJib vCenter VMware ons KOMNoHeHTa NMPOKCKU-y3e€s1 MOHTUPOBaHNA:

CoBeT: YT0b6bl OTKPbITb KOMaHAHYI CTPOoKy dsmc, oTkponTe MeHto Myck Windows u BbibepuTte
Mporpammbi— IBM Spectrum Protect -~ KomaHgHaf cTpoka KJIMeHTa pe3epBHOro KONMpoBaHuUS.
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dsmc set password -type=vm vcenter.mycompany.xyz.com <agMMHUCTpPATOP> <MNaposib>
-optfile=dsm.REMOTE1_MP_WIN.opt

4. MposepbTe coegmnHeHmne ¢ cepsepom IBM Spectrum Protect: BBeaute komaHay
dsmc query session -optfile=dsm.REMOTE1_MP_WIN.opt

JTa KOMaHAa BbIBOAMUT MHOPMALLMIO O CeaHce, BKJIoYas TeKyLLLee MMS y3/a, BpeMsl yCTaHOBMIeHUS
ceaHca, MHopMaLMIo 0 CepBepPe M 0 COEAUHEHNN C CEPBEPOM.

5. HacTtpoinTe cnyxby akuentopa (npueMHuka) knmeHTa (Client Acceptor Service, CAD) v cnyxby
MaHMPOBLLMKA NepeMeLLeHNs JaHHbIX, BbINMO/HUB Crieytoume warn:

Ha atom ware gnsa Hactponku cnyx6 CAD 1 Scheduler ncnonbsyetca mactep KOHOUrypupoBaHus
rpacmueckoro nHtTepdenca knmeHta IBM Spectrum Protect. Mo ymonyanuto cnyx6a Remote Client
Agent Tak)ke HacTpamBaeTcs B 3TOM MacTepe. Ecnu Bbl CNonb3yeTe yTUANTY KOH(UIYPUPOBaHUS
KNueHTCKon cnyx6bl IBM Spectrum Protect, (dsmcutil) ona sTon 3agayum, yCTaHOBUTE TakKe CNyxby

areHTa yoaneHHoro KiamneHTa.
3anycTute MacTep KoHthUrypuposaHua knneHta IBM Spectrum Protect us mexio @aiin: nepeigute B

YTUnutbl > Mactep HacTpouKu:
a) BbibepuTte CKOHMTrypupoBaThb Beb-KNMeHT TSM. BBeauTe HyXHble faHHbIE.
1) Ona onumm Korpa Bbl XOTUTe 3anycTuUTb cnywby? BolbepnuTe ABTOMATUUYECKU MNpK
3arpyske Windows.
2) Ona onumm 3anycTuTb cnywby no 3aBepweHun paboTbl 3TOro mMacTtepa? Bbibepute Jla.

Korpa onepaums 6ygeT ycnewHo BbINosHeHa, BEPHUTECh Ha HauaslbHYO CTPaHuLy MacTepa u
nepenguTe K wary b.

CoBeT: Ecnu Bbl KOHUTYpUpyeTe Ha ogHOM KoMNbloTepe 6onee ogHOro o6beKkTa NPoKCU-y3sern
MOHTUPOBaHUA, ONA KaXXO0ro skaeMnyigpa akuentopa KJIMeHTa HY>XXHO 3a4aTb cBOM HOMep nopTa.

b) BbibepuTte CKOHOUTypuMpoBaTb NNAHUPOBIMK KNneHTa TSM. BBeguTe HyXHble AaHHbIe.
1) Mpwu BBOOE MMEHM NNaHMpoBLIMKa ybeauTech, 4YTo BbibpaHa onuus Ucnonb3oBaTb ANs
ynpaBneHua nnaHupoBwmkom Client Acceptor Daemon (CAD).

2) Ona onuun Korpa Bbl XOTWTe 3anycTuTb cNyxby? BoibepnTe ABTOMATUYECKU MpU
3arpyske Windows.
3) Ona onumm 3anycTuTb cnywby no 3aBepweHun paboTbl 3TOro mMacTepa? Bbibepute Jla.

6. YbeouTech, YTo aKLLeNTop M areHT KneHTa CKOHUIypupoBaHbl NpaBuibHo. CoeauMHUTECH C
KoMnbtoTepom HOSTA npu nomoluym Beb-6pay3sepa, UCMONb3ys cledyowmne agpec v nopT:

http://HOST1.xyz.yourcompany.com:1581

NI BTN PyyHOe KOH(hUrypmpoBaHme BO3SMOXXHOCTU BOCCTAHOBJIEHUSA
Ha J,ONOJIHUTENIbHOM cepBepe B yaaneHHoi cucteme Windows

MOXHO BPYUHYI CKOH(DUIYPUPOBaTb BO3SMOXHOCTU BOCCTAHOBNIEHMS Ha OOMNOIHUTENTbHOM CepBepe B
yoaneHHol cucteme Windows. [1ng BbINONHEHNS 3TON 3a4a4n Haao ybeauTbes, UYTO BHEAPEHbI
LOMNOJTHUTENbHbIE Napbl Y3/10B MPOKCM MOHTUPOBaHMA BOCCTaHOBIEHMA (haltnoB Ana 06CnyKMBaHUSA
LoMNoNHUTEeNbHOro cepeepa IBM Spectrum Protect. 3Ty 3agauy MOXKHO TaKXXe BbIMNO/HUTD B
MHOroOMeHHOW cpeae.

Mpexxpae yeM HauyaTb

BupTyasibHble KOMMbIOTEPBI MPOKCY MOHTMPOBaHUsS 1 Windows, 1 Linux fomkHbI 6bITb OCTYMHbI U
paboTaTb. 15 KAXA0ro [OMNONHUTENBHOMO cepBepa TpebyeTcs AoNoNHUTeNbHAsS Napa y3/10B MPOKCK
MOHTUPOBAHUS 471 ONepaLunii BOCCTAaHOBNEHUS (hainoB. Y KaXKa0ro BUPTYabHOMO KOMMbHTEPa MPOKCK
MOHTUPOBaHMA TaKxKe O0J1KHa 6bITb 3anylieHa Cnyk6a Microsoft iSCSI Initiator. JononHutenbHyo
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nHdopmauuto cmoTpute B pasgene BT 3anyck cnyx6bl Microsoft iSCSI Initiator n B foKyMeHTe

BT K oHchrrypupoBaHMe napbl Y3108 NPOKCH MOHTVPOBaHWe 3aBepLlaeTcs Hey4auHo C
coobuieHnem ANS3144W - Linux.

BT 0 ns BUPTYanbHbIX KOMNBIOTEPOB NPOKCU MOHTUPOBAHMS AOMXHbI BbINOMHATLCA CreaytoLe
npenBapuTesibHble YCI0BUSA:

« [LoMXHbI 6bITb BbINOMHEHBI MUHUMaSIbHblE TpeboBaHMA K annapaTHoOMy obecneyeHunto, OnNncaHHble B
LoKyMeHTe TpeboBaHMA K annapaTHOMY 4 NporpaMmMHoMy obecneveHuto: Data Protection for VMware

« JTKn KOMMNbKOTEPbI A0/1KHbI BXOAWUTb B OOWH 1N TOT XX€ AOMEH KaK roCcteBble BUPTYyasibHblE MaLLWNHbI,
UTO0HbI MOXKHO BbIN0 BbINOMHATL BOCCTAHOBJIEHKE.

Mpum.: B MHOIO40MEHHOM cpene KoMnbroTEPDbI MPOKCU MOHTUPOBAHUA O0J1XXHblI BXOOUTb B TOT XXe
OOMEH, YTO N NoNb30BaTENIN BUPTYaJ/iIbHbIX KOMMNbOTEPOB.

Mpouenypa
1. Co3panTe napy y3n0B NPOKCU MOHTUPOBaHUS:
a) BbibepuTe gBa HOBbIX KOMMblOTEPA MPOKCU MOHTUPOBAHNS 4151 BOSMOXHOCTEN BOCCTAaHOBNEHNS
thannos. MNpu HeobxoaMMOCTM yCTaHOBUTE KX € noMollbio IBM Spectrum Protect.

- IR npoLecce ycTaHOBKYM BbibepuTe > PacLuMpeHHblit TMN ycTaHOBKK > TonbKo
BO3MO>XHOCTb CPeACTBA NepeMeLLeHUs AaHHbIX.

- ITITENB npouecce ycTaHOBKYM BbibepuTe CpeAcTBO NnepeMelL,eHUs AaHHbIx Data Protection
for VMware

b) I
CospanTe npokcn MoHTMpoBaHMs Windows:

1) Ha Bknagke CpeAacTBO NepeMeLLeHus AaHHbIX BbibeprTe HoBoe cpepcTBO NnepemelleHUs
BAHHDIX.

2) YbennTechb, UTO MMA CPefcTBa NepeMelLeHns AaHHbIX OKaHUMBaETCs CTPOKOW
REMOTE_MP_WIN.

MpumM.: Ecnn nmeHa cpencts nepemelleHms aaHHbix Windows 1 Linux He coBnagatoT, Unn y Hux
HeT NPaBWIbHOMO CTPOKOBOIO OKOHYaHWS, TO Napbl Y3/10B MPOKCUM MOHTMPOBAHUS He
co3pgatTca. BMecTo aToro Mx cuMTaloT cpeacTBamMmmn nepemMeLleHmns gaHHbIX.

3) YkaxuTe IP-agpec ana uMeHn XxocTa cpeacTea nepemMelleHns aaHHbix Ha Windows VM.
4) 3apanTe nMms nonb3oBaTtens 1 naponb vCenter.
5) Haxxmute kHonky JLOBABUTD.

Mpum.: Co3pnaeTcs Takxe HeobazaTenbHasa cnyxba pacnucanuin. 3Ty cnyxby pacnucaHui
MOXeT yaannTb Niam UrHopmnpoBaTb.
)
CospanTe NpoKcK MOHTMpPOBaHMS Linux:

1) Ha Bknagke CpencTBo nepeMeLLeHUa AaHHbIX BbibepnTe HoBoe cpeacTBO NnepeMeLLeHUus
DAaHHbIX.

2) y6eD,VITer, 4YTO NM4A CpeacTBa nepemMmelleHna JaHHbIX COBMagaeT C TeéM, KOTOpoe
MCMNoJ1b30BaJ10Cb A/14 MPOKCU MOHTUPOBaHUA Windows, HO OKaH4YMBaeTCAa CTpOKOVI
REMOTE_MP_LNX.

MpumM.: ECn nMeHa cpeacTs nepemMeLLeHnsa gaHHbIX Windows He coBnagatoT, unm Y HUX HET
NpPaBUIbHOIo0 CTPOKOBOIoO OKOHYaHWMA, TO Napbl Y3J10B MPOKCY MOHTUPOBAHNA HE CO30a0TCA.
BMeCTO 3TOro Ux cYUMTaloT CpencTBamMu nepemMelleHnsa JaHHbIX.

3) YkaxuTe IP-agpec 4ns MMeHu XocTa CpeAcTBa nepemMelLeHms AaHHbiX Ha Linux VM.
4) 3apanTe nMa nosnb3osaTens u naponb vCenter.
5) Haxkmute kHonky JJOBABUTD.
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6) B koMaHOHOW CTpOKe BBEAUTE CNeLdyHoLLY0 KOMaHAay:
iscsiadm -m discovery -t sendtargets -p npokcu moHmuposaHuss napmHepa

roe NPOKCU MOHTUPOBAHUS napTHepa - 3To IP agpec NpoKcu MOHTUPOBaHMA napTHepa Linux.

d) BoibpaB Bkiaaky MPoOKCU MOHTUPOBAHUS, HAXKMUTE KHOMKY OGHOBUTD, UTOOLI y6eamnTbes, uTo
nokasaHbl 0ba NpoKcK MOHTUpPoBaHus - Windows u Linux, npuyem B cocTosiHum MpoBepeHo.

2. 3anycTuTe onepaLmio BOCCTAHOBIEHMS (haiioB HA HOBOW Nape y3/10B MPOKCKM MOHTUPOBAaHUS:
a) Ha HoBOM KoMMbloTEpPE NPOKCU MOHTUPoBaHuA Windows oTpegakTupynTe taiin onunin
BOCCTaHOBMEeHUS halinoB:
C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI\frConfig.props

NHCTpyKLMM NO pefaKTUpoBaHUIo hanna onumin BOCCTaHOBAEHUS hainfioB CMOTPUTE B
pasgene “Onuunm BoccTaHoBNeHNUs hannos” Ha cTp. 50.

b) B chann fxrConfig. props BHecUTe cnepytoLline NUsSMeHeHUs:

default_mp_address=LOCALHOST
default_mp_nodename=ums_y3/10_H08020_npoKcu_MOoHmMuUposaHusi_windows
enable_filerestore=true

rOe UMs_y3/1a_HOBOIro_NpoKCU_MOHTUPOBAHUSA_windows yKasblBaeT UMs y3/a, CBA3AHHOMO C
HOBbIM NPOKCK MOHTMpoBaHua Windows.

c) NepesanycTute cnyx6bl NPOKCU MOHTUPOBaHKS, NnepesanycTnum Beb-cepsep IBM Spectrum Protect
for Virtual Environments.

d) 3apavnTe nonb3oBaTens 4OMeHa U Naposib 418 onepaL il BOCCTaHOBNEHMS (halioB Npy NOMOLLU
tharina onumi, CBA3aHHOro C HOBbIM NPOKCK MOHTUpoBaHusa Windows, BBesi B KOMaHAHOW CTPOKe
cnepyolme KoOMaHabl:

dsmc set password -type=domain cldevl.locall\frank cekpem -
optfile=dsm.ums_y3na_Hosozo_npokcu_moHmuposaHus_windows.opt

rne cekpert 3agaeT naposib, a UMﬂ_y3/'IC1_HOBOI'O_I’lpOKCU_MOHTUPOBQHUH_WindOWS YKa3blBaeT NM4A
y3/1a, CBA3aHHOIo C HOBbIM MPOKCKU MOHTUPOBaHNA Windows.

MpwuM.: B ykasaHHOW Bbille koMaHae clidevl.local\frank - 3To nonb3oBatens JoMeHa
clidevl.local. 3T0T nonb3oBaTesb AO/IKEH TaKXe BXOOAUTb B JOMEH, B KOTOPOM CO34aeTCcs
npokcu MoHTUpoBaHus Windows. Bonee nogpobHyto nHthopMaumio cMotpuTe B pasaerne BTN
MpenBapuTenbHble TpeboBaHWA BOCCTAHOBIEHNS (halifoB.

e) Ytobbl 3anyCTUTb NOMb30BATENbCKUN MHTEP(ENC BOCCTAHOBNEHUS (haioB AN 3TOro
[OMNOJTHUTENbHOrO cepBepa, BBeaute cnegytowmii URL npokcn moHTUMpoBaHus Windows:

https://uma_xocma:9081/FileRestoreUI/

roe uUMs XocTa 3afaeT MM XoCTa NPOKCK MOHTMpoBaHua Windows, KOTOPbI COOepPKUT
Nosib30BaTENbCKNN HTEpPeC. BOCCTaHOBeHUS (alinos.

KoHturypupoBaHue HeCKOJIbKUX CNY>K6 NPUEeMHUKA KJIMEHTA BPYUHYIO B
cucteme Linux

Mpu onpeaeneHHbIXx 06CTOATENbCTBAX MOXKET OKa3aTbCs BbIFrOAHbIM UCMOJ/Ib30BaTb HECKOJIbKO CIYyKO
dsmcad Ha ogHOM xocTe KnuneHTa Linux.

06 3ToM 3apaue
Huxke onncaHo, Kak 3a4aTb HECKOJIbKO 3k3eMnnsapoB dsmcad ans aBToMaTMYecKoro 3anycka npu
3anycKe CUCTeMbl:
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Mpouepypa
1. CospawiTe B thannie dsm.sys ABa YHMKa/bHbIX pasfena y3nioB (1Mo yMonYaHuio 3ToT hais HaxoauTcs B
kaTtanore /opt/tivoli/tsm/client/ba/bin/):

# cat /opt/tivoli/tsm/client/ba/bin/dsm.sys
SErvername nodel

COMMMethod TCPip

TCPPort 1500

TCPServeraddress localhost

nodename nodel

errorlogname /opt/tivoli/tsm/client/ba/bin/dsmerror-nodel.log
schedlogname /opt/tivoli/tsm/client/ba/bin/dsmsched-nodel.log
managedservices webclient sched

httpport 1581

passwordaccess generate

SErvername node2

COMMMethod TCPip

TCPPort 1500

TCPServeraddress localhost

nodename node2

errorlogname /opt/tivoli/tsm/client/ba/bin/dsmerror-node2.log
schedlogname /opt/tivoli/tsm/client/ba/bin/dsmsched-node2.log
managedservices webclient sched

httpport 1582

passwordaccess generate

CoBeT: IMeeT cMbIC/ BKTIOUNTL HeKoTopble onumn include/exclude, utobbl pasnmMunTb 3T y3nbl. B
MHOM C/lyYyae OLHU 1 Te Xe AaHHble MOryT BblTb CKONMMPOBaHbI C UCMOJSIb30BAHWEM ABYX MMEH Y3/10B.

2. Co3pavite ABa thanna dsm.opt, no oLHOMY A5 Kaxaoro yana (Mo yMonyaHuio 3T aisibl HaxoasTcs
B katanore /opt/tivoli/tsm/client/ba/bin):

# cat /opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
servername nodel
# cat /opt/tivoli/tsm/client/ba/bin/dsm-node2.opt
servername node2

3. PaspewuTe onuuio passwordaccess generate, Bolas B CUCTEMY C UAEHTUHMKALNOHHBIMY
JaHHbIMK oNa 060MX y310B:

# cat /opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
servername nodel
# cat /opt/tivoli/tsm/client/ba/bin/dsm-node2.opt
servername node2

4. Co3paiTe ABe KONUU CLeHapusa Huumanmsaummn rc.dsmcad (Mo yMonuaHuio aToT cueHapuii
HaxoauTca B katanore /opt/tivoli/tsm/client/ba/bin):

# cp /opt/tivoli/tsm/client/ba/bin/xc.dsmcad /opt/tivoli/tsm/client/ba/bin/xc.dsmcad-nodel
# cp /opt/tivoli/tsm/client/ba/bin/xc.dsmcad /opt/tivoli/tsm/client/ba/bin/xzc.dsmcad-node2

5. N3menunTe rc.dsmcad-nodel:
a) iaMeHuTe 3Ty CTpOKY Ana anctpubytmeos Red Hat Enterprise Linux:

daemon $DSMCAD_BIN

Ha CTPOKY

daemon $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

b) NameHuTe 3Ty CTpoKy ana ouctpubytmsos SUSE Linux Enterprise Server:

startproc $DSMCAD_BIN

Ha CTPOKY
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startproc $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
6. U3ameHnTe rc.dsmcad-node2:

a) MiameHuTe 3Ty cTpoKy Ans auctpmbyTneos Red Hat Enterprise Linux:

daemon $DSMCAD_BIN

Ha CTPOKY

daemon $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

b) UsmeHuTe 3Ty cTpoKy ana guctpmnbytusos SUSE Linux Enterprise Server:

startproc $DSMCAD_BIN

Ha CTPOKY

startproc $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

7. Cospavite B /etc/init.d/ ccbinky, ykasbiBatolime Ha ABa HOBbIX CLLeHAPUS MHULMANN3aLmnm
rc.dsmcad. 3Tu ccbinkun no3sonsatoT cnyxbe nHnumanusaumnm Linux 3anyckatb cnyxbbl dsmcad npu
3anycKe CUCTEMbI:

# 1n -s /opt/tivoli/tsm/client/ba/bin/zrc.dsmcad-node2 dsmcad-node2

# 1n -s /opt/tivoli/tsm/client/ba/bin/zrc.dsmcad-nodel dsmcad-nodel

# 1s -la dsmx

lrwxrwxrwx. 1 root root 45 Aug 2 08:04 dsmcad-nodel -> /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-nodel
lrwxrwxrwx. 1 root root 45 Aug 2 08:04 dsmcad-node2 -> /opt/tivoli/tsm/client/ba/bin/rc.dsmcad-node2

8. 3aperucTpupyinTe oBa HOBbIX cLueHapus rc nocpeactsom chkconfig:

# chkconfig --add dsmcad-nodel
# chkconfig --add dsmcad-node2

9. MNMpoBepbTe KOHUIypaL Mo Npu NnomMoLm KoMaHabl sexvice dsmcad start, utobol y6eouTbes,
YTO CLeHapuK 3arpyxatoTcs 1 3anyckatorcs 6es npobnem:

# service dsmcad-nodel start

Starting dsmcad-nodel: [ OK ]
# service dsmcad-node2 start
Starting dsmcad-node2: [ 0K 1]

# ps -ef | grep dsmcad

root 2689 1 0 09:04 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

root 2719 1 0 09:04 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

B 3TOM NpuMepe TEKCT KOMaHabl pasMelleH B ABYX CTpoKax (B COOTBETCTBUU C hopMaTUPOBaHMEM
CTpaHuLbl).

10. MepesanycTuTe cucTeMy u ybeamntech, 4To ABa ak3eMnnsapa dsmcad 3anyckaroTcs aBTOMaTUYECKU:

# ps -ef | grep dsmcad

root 1830 1 0 09:14 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

root 1856 1 0 09:14 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

B 3TOM NpuMepe TEKCT KOMaHabl pa3MelleH B ABYX CTpoKax (B COOTBETCTBUM C hopMaTUPOBaHMEM
CTpaHuLbl).
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N3meHeHue haitna koHurypaumm VMCLI

®ann koHgurypaumm VMCLI (vimcliConfiguration. xml) copepxumt napameTpbl ansa Mpacmyeckui
nHTepdenc Data Protection for VMware vSphere.

Mpoueccy yctaHoBkyM Data Protection for VMware TpebyeTcs, utobbl nonb3oBaTtenb 3agan IP-agpec
cepBepa vCenter o5 BKIOUEHUS OCTYNa K rpadunyeckomy nHTepdericy ana bpaysepa. OgHako nocne
YyCTaHOBKM MpOrpaMma yCTaHOBKM He CMOXKET n3MeHuTb IP-agpec cepBepa 1 meTod AocTyna
rpacgumueckoro nHTepdenca.

Y7106l 06HOBUTL 3TK NapaMeTpbl, MOXKHO BPYYHYHO BHECTM M3MEHEeHMs B thain koHdurypaummn VMCLI
(vmcliConfiguration.xml). 3toT hann cozpaeTcs Npu yCTaHOBKE B ClIeAyOWMX PACnofIOKeHUAX:
B cuctemax Windows:
C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI

B cuctemax Linux:
/Jopt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/tsmVmGUI/

Y106l U3MEHUTL OMLMIO, YKA3bIBAIOLLYIO, HYXHO 1Y BKJIIOUUTb AOCTYN K rpacmyeckomMy nHtepdency
yepes Beb-bpaysep, BBeOMTE OQHO U3 ceayolmx 3HadeHnn B napameTp <enable_direct_start></
enable_direct_start>.

« yes Beb-6paysep CMOXET HEMNOCPEACTBEHHO NOSYYMUTb AOCTYN K rpadmyeckomy nHTepdency.
Hanpumep:

<enable_direct_start>yes</enable_direct_start>

« no Beb-bpay3ep He CMOXKET HENOCPeACTBEHHO MNOMYUYNTb AOCTYN K rpaduyeckomMy nHTepdericy.
Hanpumep:

<enable_direct_start>no</enable_direct_start>

YT06bI MCNO/Ib30BaTb NOMb30BaTENbCKUIA MHTEpPMENC AN 3alnTbl vSphere, 3agaiiTe ona napamMeTpa
<mode></mode> cnepaytoliiee sHaUeHue:

= vcenter Ans 3almTbl vSphere ncnonbsyeTcs rpadmyecknin MHTepdeiic. Hanpumep:

<mode>vcenter</mode>

Y1066l N13MeHUTb IP-anpec cepBepa vCenter, ybegutech, 4To 3agaHo <mode>vcenter</mode>, a 3atem
ykaxuTte IP-agpec B napameTpe <vcenter_url></vcenter_url>. Hanpumep:

<vcenter_url>https://vcenter.myco.com/sdk</vcenter_url>

B Hauane IP-appeca cepBepa vCenter omkHO HaxoauTbesa 3HaveHne https://. B koHue IP-agpeca
cepsepa vCenter go/KHO HaxoaAnTbCs 3HaueHue /sdk.

Mpumep aiinoe vmcliConfiguration.xml

Cnepytowmii pann vmcliConfiguration.xml ckoHdmrypupoBaH gas sawunTtel vSphere, 1 ans
rpacmyeckoro nHTepdenca BKIOUEH JoCTyna Yepes Beb-bpaysep:

<?xml version="1.0" encoding="UTF-8"?>
<vmcliAdaptor>
<VMCLIPath>C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts\
</VMCLIPath>
<interruptDelay>900000</interruptDelay>
<mode>vcenter</mode>
<vcenter_url>https://vcenter.myco.com/sdk</vcenter_url>
<enable_direct_start>yes</enable_direct_start>
</vmcliAdaptor>
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Mpuno>xeHune B. MepeHacTporKa f0 cTpaTerum
UHKPEeMEeHTHOro pe3epBHOro KonuposaHua Bcerpa
UHKPEeMeHTHoe

Ncnonb3synTe 3Ty npouenypy, 4Tobbl NepeHacTPoOUTb CYLLECTBYIOLLMX pacnmMcaHms pe3epBHOro
KOMMPOBaHUS, NONINTUKM U 0BBEKTLI y3en nepemMeLLeHmns 4aHHbIX 4SS UCNOMb30BaHUS B CTpaTerum
pes3epBHOro KonnmpoBaHusa Becerga MHKpeMeHTHoe.

Mpe>xpe yem HauaTb

Bbl MOXeTe Mcnonb3oBaTh CTpaTErutio NOHONO Pe3epBHOro KONMPoBaHUa Becerga MHKPEMEHTHOE,
peannsoBaHHyto B Data Protection for VMware Bepcumn 6.2 1 6.3. ECiv Bbl XOTUTE NPOAOIIKUTD
MCMNOMb30BaTb CTPATErnio NOSIHOrO Pe3epPBHOr0 KONMpoBaHUA Bcerga MHKpeMeHTHOE, BaM He HYXHO
N3MEHATb NOJINTUKY UNK pacnucaHms. Bl ponxHbl ybeantbes, 4To 0bHOBAsSETE TONBKO Y3/bl
nepeMeLLeHns OaHHbIX 0o Bepcun 6.4 (Mnn HOBee), Kak OnmncaHo B crepytolen npouenype. OgHako,
€C/n Bbl XOTUTE UCMOSIb30BaTb CTPATErni0 MHKPEMEHTHOIO pe3epBHOro KonnposaHusa Becerpga
MHKPEMEHTHOE, Bbl LOMXHbl, TOMMMO 06HOBNEHNS Y3/10B NEpPeMeLLEeHNs AaHHbIX L0 Bepcun 6.4 (unn
HOBee), TakXXe 0BHOBUTb pacnmMcaHns U NONINTUKY AN TEX Y3/10B NepeMeLLeHNs OaHHbIX, KOTopble
nepexoanT B 3Ty CTpaTermo MHKPEMEHTHOIO Pe3epBHOro KoNupoBaHusa Bceraa HKpeMeHTHoe.

YTo6bl NepeHacTpounTb CyllecTByolmMe pacnucaHus Data Protection for VMware B cTpaTteruto
MHKPEMEHTHOr0 pe3epBHOIo KONMpoBaHusa Beceraa MHKPEMEHTHOE, HYXKHO BbIMOMHUTbL 3a4a4u,
onucaHHble B 3TOW Npoueaype.

Ba)xHoe 3aMeuyaHue:

» XOTA HEKOTOPbIE 334a4N ABNAOTCA OTAE/bHBIMU, BCE NPUTOXKEHUA U KOMMOHEHTbI HY>KHO B KOHEUYHOM
cyeTe 06HOBUTb, YTOGLI MOMYUNTb NMOJHbIA HABOP NPEUMYLLECTB CTPATErNN MHKPEMEHTHOTO
pe3epBHOro KonupoBaHua Bcerga MHKpeMeHTHoe. B aTol nybnmkaumm cogepxntcsa Bca nHdopmaums
M0 BbINOJIHEHMIO KaXKA0M 3afadn.

« ECTb HECKONBKO METOA,0B BbINOSIHEHUS BCEM NepeHacTponku. OQHaKo B aTon nybnmnkauum onucaHsbl
ahheKTMBHbBIE MeToAbl ANa TMnn4vHon cpepbl Data Protection for VMware.

- PacnucaHue, KOTOPOE HYXHO NepeHacTpouTb B 3TOM NpoLeype - 3TO pacnucaHme, cosgaHHoe ¢
NMOMOLLbI0 MacTepa pe3epBHOro konnposaHusa Mpadurueckmin nHTepdernc Data Protection for VMware
vSphere. Ecnu nepeHacTpavBaeMoe pacnmcaHue co3faHo BPyUHyto, TO BCe ONUCaHHble 30eCb
N3MEHEeHUS TaKKe HYXXHO BbIMOSTHUTb BPYYHYIHO.

06 3ToM 3apaue

Mpouenypa

1. O6HOBMKTE BCe CeEpBEPbI Pe3epBHOro KONUPoBaHums vStorage, kKoTopble 3awmiiatoT oguH vCenter. 310
obHoBNEeHne HY>HO BbINONTHNTb OAHOBPEMEHHO OJ14 BCeX y3J710B NepeMeLlleHNAa OaHHbIX.

« [Npw 3TOM 06HOBNEHMM HYXHO YCTAHOBUTb CPeACTBO NepeMeLleHnsa faHHbix IBM Spectrum Protect
Bepcum 6.4 (Mnn HoBee) Ha cepBepe pe3epBHOro KonmpoBaHus vStorage.

« I3T0 OTAENbHAsA 3a4a4a, NO3TOMY BbINOSHATL Warn 2 unm 3 cpasy nocne wara 1 HeobsasaTenbHo.
Mocne 06HOBNEHNS Y3/10B NepeMelLeHNs aHHbIX MOXHO NO-MNPeXHEMY BbIMOMHATb Pe3epBHOE
KONMPOBaHMe BUPTYasbHbIX MallVH B cylLiecTByowen cpege. Warv 2 n 3 MoXXHO BbINOSIHUTL B
6onee ynobHoe BpeMs.

CoBeT: ECcin cpefa coaepXXuUT HECKOJSIbKO CepBepoB pe3epBHOro KoNnMpoBaHus vStorage, To 06HoBUTe
TOJIbKO 0AVMH cepBep. MNepen 06HOBNEHMEM OCTallbHbIX CEPBEPOB pPe3epBHOro KonMpoBaHus vStorage
ybenuTech, 4YTo 3TOT cepBep paboTaeT HopMaslbHO.
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2. O6HOBMTE MNONUTUKY PE3EPBHOr0 KOMMPOBAHMSA M pacnmcaHus pe3epBHOM0 KONMMPOBaHUS, YTOObI
peannsoBaTb onepaun UHKPEMEHTHOro pe3epBHOIro KONMpoBaHus Bcerga MHKpeMeHTHoe:

BbinonHuTe cnepytowme onepaunm gnsa noanMTMKN pe3epBHOro KonMposaHua Ha cepsepe IBM
Spectrum Protect, BBoAsS KOMaHAbl B KNIMEHTE KOMaHLHON CTPOKU afMUHUCTpupoBaHua (dsmadmc):

a. CospanTe Knacc ynpasneHusa Ans COOTBETCTBYHOLLEro JoMeHa U Habop NONMTUKK ONs
MHKPEMEHTHbIX pe3epBHbIX Konui Bceraa nHkpemeHTHoe. B cnepyrolem npumepe cospnaeTcs
knacc ynpasnenua mgmt_ifincr28 ona pomeHa domainl n Habopa nonutuk prodbackups. Mms
Kjlacca yrnpaBfieHWs UCMOJb3yeTCd 419 ONMCaHUa CTpaTerMm MHKPEMEHTHOro pe3epBHOro
KONUpoBaHua Bcerpa MHKPEMEHTHOE, MPU KOTOPOM COXpaHseTcs 28 BePCUin pe3epBHbIX KOMUIA:

define mgmtclass domainl prodbackups mgmt_ifincr28
description="Retain 28 backup versions"

b. CospanTe rpynny pe3epBHbIX KON O MTHKPEMEHTHbIX pe3epBHbIX Konuii Becerpa
WHKpPEeMeHTHoe. B 3ToM npumepe co3paeTca cTaHAapTHas rpynna pesepBHbIX KONUIA Ans [OMEHa
domainl, Habopa nonutuk prodbackups n knacca ynpasneHua mgmt_ifincr28:

define copygroup domainl prodbackups mgmt_ifincr28 standard type=backup

3anucu standard type=backup - 3To 3Ha4YeHUs NO YMOMYaHMIO, M X MOXHO He 3afaBaTb. OHU
BKJIHOYEHbI B 3TOT NpuMep, 4Tobbl NoKasaTb, YTO UMS rpynnbl konui - STANDARD, a Tmn
pe3epBHOro konupoBaHus - backup, a He archive.

. iaMeHuTe rpynny pesepBHbIX KOMWU, yKa3aB NoaXxoasie BePCUto, CPOK XpaHeH s 1 napamMeTpbl
ycTapeBaHus:

HanomuHaHue: B Data Protection for VMware Bepcun 6.2 n 6.3 Bepcust pe3epBHON KOMun, CPOK
XPaHEeHUs U CPOK OKOHYaHUS AEeNCTBMSA OCHOBaHbI HA YPOBHE AeTanM3aumm Lenm pesepBHbIX
KOMuI. 3TOT METOL, O3HAYAET, YTO JaXKe XOTHA U CO30at0TCH NOJIHbIe pe3epBHble Konuu Becerga
NHKPEMEHTHOE N MHKPEMEHTHbIE pe3epBHble KONUKU Bcerpa MHKpeMeHTHoe (Kak YacTb cTpaTernm
MOJIHOrO pe3epBHOro KonMpoBaHus Becerga MHKpeMeHTHoe 6.2 1 6.3), OKOHUYaHWe OencTBUs
BEPCUI YUMTbIBAET TOJIbKO NOJIHbIE pe3epBHble konun. B Data Protection for VMware Bepcumn 6.4
(Mnn HoBee) BEPCUM pe3epBHbIX KOMUIA, CPOK XPAHEHMS 1 CPOK OKOHYAHNS AEeACTBUS OCHOBaHbI Ha
YPOBHE AeTannsaumnm ogHON pe3epBHON KONUK. 3TOT MeTo 03HauvaeT, UTo yuYnTbiBaeTCs
OKOHYaHWe OerCTBMSA BePCUI KaK 415 MOJTHbIX Pe3epBHbIX KOMWi Bcerga MHKpeMeHTHOoe, Tak U1
015 UHKPEMEHTHBIX PE3ePBHbIX KONun Bcerga HKpeMeHTHoe.

MapameTp verexists 3agaeT MakCUMaibHOE YNCO BEPCUIA Pe3ePBHbIX KOMUIA BUPTYasibHON
MallnHbl, COXPaHsAEMbIX Ha cepBepe. Ecnun onepaunst UHKPEMEHTHOIO PE3EePBHOI0 KOMMPOBaHNUSA
Bcerga HKpeMeHTHOe BbI3blBaeT NPEBbILEHNE 3TOr0 YMCNa, CEPBEP COYTET CPOK AENCTBUS
Hanbonee cTapon BEpCUM Pe3epPBHOM KOMWMK, HAXOASALLENCS B CEPBEPHOM XPaHUULLE, NCTEKLLUM.
B aToM npumepe 3agaHo verexists=28. 370 3HauuT, YTO Ha cepBepe XpaHUTCsa He bonblue 28
BEPCUI pe3epBHbIX KOMUI BUPTYasIbHOM MaLLUMHBbI.

MNapameTp retextra 3agaeT MakCMManbHOE YMCO0 AHEN ONS XPaHEHUS BEPCUM PE3EPBHON KOMUn
BUPTYa/IbHOWM MalLVHbI; MO UCTEYEHMM STOF0 BPEMEHMW BEPCUS CTAHOBUTCSA HEAKTMBHON. B aToM
npumepe 3agaHo retextra=nolimit. 370 3HAUMT, UTO MaKCMMaNbHOE YMC/I0 HEAKTUBHBbIX
BEPCUI pe3epBHbIX KOMUIA XPaHUTCS HeonpeaeneHHo fonro. OgHako ecnu 3agaHo verexists, 1o
3HaueHue nolimit 3ameHsieTca 3HaueHneM verexists. B pesynbtate B 3TOM npumepe Ha
cepBepe XpaHnUTcsa He 6onblue 28 HEAKTUBHbIX BEPCUIA Pe3epPBHbIX KOMUIA BUPTYaSIbHOM MaLLUMHBI.

Ha ocHoBe napaMeTpoB, OMMCaHHbIX B 3TOM LUare, rpynna pe3epBHbIX KOMUN M3MEHSIETCS CliedyoLmm
obpasom:

update copygroup domainl prodbackups mgmt_ifincr28 verexists=28
retextra=nolimit

B aTom npumepe cywecTtBytowaa cpega Data Protection for VMware Bepcun 6.3 cocTouT 13
CrnepyLwmx XoCTOB U pacnmncaHunin:

« Knactep ESX (esxcluster), koTopbilt coaepuT aBa xocta ESX (esxhostl, esxhost2).
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» Pacnucanue bup_esxcluster_full sanyckaeT exxeHeaenbHOE NosIHOE pe3epBHOE KOMMpoBaHue
Bcerga MHKpeMeHTHOoe 419 Kaxkaoro xocta ESX co cpecTBoM nepemelleHns gaHHbix dml.
« PacnucaHune bup_esxcluster_incx 3anyckaeT exxefHeBHOE MHKPEMEHTHOE pe3epBHOe

KonupoBaHue Bcerga MHKpeMeHTHOe aNnda Kaxaoro xocta ESX co cpeactBom nepeMeLLeHms JaHHbIX
dm2.

BoinonHuTe B Ipahuuecknin nutepgeic Data Protection for VMware vSphere cnepytowime 3agaum
NJaHMPOBaHUS PE3EPBHOIO KONMUPOBAaHMS:

a. 3anyctute Mmoaynb padmueckunin nntepgenc Data Protection for VMware vSphere, wenkHyB no
3HauKy B OKHe PelleHus 1 NpunoxeHus knneHTa vSphere.

b. LLlenkHuTe B okHe HauMHaeM pa60Ty no Bknagke PesepBHOe KonupoBaHue, yTObbI OTKPbITb OKHO
YnpaBsieHue pacnmcaHUssMm pe3epBHOro KONMPoOBaHUS.

c. Haipute pacnucaHve pe3epBHOMo KONMMPOBaHUS (MCMofb3yeMoe AJ18 MOJHbIX UM MHKPEMEHTHbIX
pe3epBHbIX KOMWIM Bceraa MHKpeMeHTHoe), UTobbl ero 06HOBWTL. B 3Tol Npoueaype ucnonbayeTtcs
pacnucaHune NoJIHOro pPe3epPBHOIro KoNMpoBaHus Bcerga nHkpemeHTHoe, bup_esxcluster_full.

d. LLlenkH1Te NpaBoi KHOMKOWM MbILWK MO pacnucaHunto n Boibepute CBOMCTBA.

e. I'IepeWJ,MTe Ha cTpaHuuy PacnucaHue un Bbl6epVITe MHKpeMeHTHOoe B pacKpbiBaloLWeMcs Cnmucke
CTpaTerMﬂ pe3epBHOro KonupoBaHus.

f. HaxkmuTe OK, uTob6bI COXPaHUTL 0BHOBNEHMS.

g. Hanante pacnuncaHune pesepBHOro KONMMPOBaHKS, UCMOJIb3yeMoe A1 MUHKPEMEHTHbIX Pe3epBHbIX
Konui Bcerga MHKpeMeHTHoe. LLLenkHWUTe NpaBoi KHOMKOM MbIlWK MO pacnucaHuto 1 Bbibepute
Ypanutb. [T0OCKONbKY pacnncaHue nosHOro pe3epBHOro KonMpoBaHus Becerga MHKpeMeHTHOe,
bup_esxcluster_full, obHoBNEHO [0 MHKPEMEHTHOIO pe3epBHOr0 KONMpoBaHus Becerpa
MHKPEMEHTHOE, 3TO pacrnmncaHne MHKPEMEHTHOIO pe3epBHOIro KoNMpoBaHus Beerpa
NHKpeMeHTHoe 6onblle He TpebyeTcs.

3. Tenepb, KOrga y Bac eCTb pacnmcaHnue MHKPEMEHTHOIo pe3epBHOro KonnposaHuna Becerpa
MHKPEMEHTHOE, Bbl MOXEeTe COKPAaTUTb YMCIIO Y3J10B nepemMelleHna 0aHHbIX, KOHCOIMONpPoBaB UX:

B aToM npuMepe fBa y3na nepemMeLleHmns gaHHbIX 06beanHSOTCA B OOMH.

a) OTKpoNTe Ha cepBepe pe3epBHOro KONMPoBaHus vStorage KOMaHAHYO CTPOKY U nepenguTe B
KaTanor, B KOTOPOM HaxoauTcs hanmn onumnin ans dml.

b) OTkponTe hann B pegakTope TeKcToB (Hanpumep, BNOKHOT) 1 3aganTe B thalne cnegytoume
onumu:

1) 3aparTe vmmaxparallel, utobbl ykasaTb YNCO BUPTYasibHbIX MallWH, KOMNPYEMBbIX
0OHOBPEMEHHO y3noM dml:

vmmaxparallel=2

3HaueHMe No YMOMYaHMI0 U MUHMMalbHOE 3HauveHue - 1. MakcumarnbHoe 3HaveHme - 50.
CoBer: [1n19 KaXXA0ro yaansemMoro y3na nepeMeLLeHns aHHbIX yBenYbTe 3Ha4YeHne
vmmaxparallel Ha 1.

MoxHO Takxe 3agaTtb vmlimitperhost, utobbl ykasaTb uncno BUpPTyanbHbIX MaLUWH,
KOMMpPYeMbIX 04HOBPEMeHHO y351oM dml ¢ ogHoro xocta ESX:

vmlimitperhost=1

370 onums NonesHa, eciiv Bbl XOTUTE 3aLLMUTUTb XOCT OT NEePErpy3Kn. 3HaYeHMe Mo YMOoYaHMIO -
0 (HeT orpaHunyeHunin). MMHMManbHoe 3HadeHue - 1. MakcrMManbHoe 3HayeHue - 50.

c) Bongute Ha cepeep IBM Spectrum Protect. 3apaliTe B KNMEeHTe KOMaHOHON CTPOKM
agMuUHUCTpUpoBaHua (dsmadmc) MakcUMarnbHOe YNCIIO CeaHCOB Pe3epPBHOM0 KONMMpPOBaHUA
BUPTYyaNbHON MalUMHbI A8 COeaMHEHUs ¢ XOCTOM. Hanpumep:

maxsessions=4

MpunoxeHwne B. MNepeHacTporika A0 CTpaTermm MHKPEMEHTHOIO pe3epBHOro KonuposaHusa Beerpa
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3HauveHuMe No ymMon4yaHuto - 25. MMHUManbHoe 3HaveHme - 2.
4. YbepunTech, UTO USMEHEHHbIE y3/1bl NepPeEMELLEHNS faHHbIX paboTaloT NPaBUbHO:

a) 3anyctuTte Mmoaynb Mpadumuecknin nntepdenc Data Protection for VMware vSphere, wenkHyBs no
3HAYKy B OKHe PelleHunst n npunoxeHust knmeHTa vSphere Client.

b) LLlenkHuTe B okHe HaunHaem paboTy rno Bkiagke KoHdmrypauua, 4tobbl OTKPbITb CTPaHULY
CocTosiHue KoHurypauum.

¢) Ha cTpaHuue CocTosiHue KoHurypauum soibepute vCenter, sawmuieHHbl Ha ware 1. LLenkHuTe
Mo y3/y nepemMeLLeHns aHHbIX, YTOBbl NPOCMOTPETb MH(OPMALMIO O COCTOSTHUN B MaHeNn
CeeneHuns 0 COCTOAHUM.

Ecnv ons yana nokasaHbl NpeaynpexneHme unm owmnoka, WenKHUTE No 3ToOMy Y3y U UCNOoJb3yihTe
nHopMaumio B naHenn CBepeHUs 0 COCTOAHUM, UTOObI YCTPaHUTb oWwnbKYy. Mocne aToro
BblbepuTe y3en v wenkHuTe no NMpoeeputb BbIGPaHHbIN y3es, UuToObl NPOBEPUTL, UCTPABAEHA N
owwnbka. LenkHnte no O6HOBWTL, UTOOLI 3aHOBO MPOTECTUPOBATbL BCE Y3/lbl.

PesynbTartbl

Mocne ycnewHoro 3aBepLUeHWs KaXx a0 3aaum cpefa byaeT rotoBa K UCMONb30BaHMIO CTpaTernm
WHKPEMEHTHOro pe3epBHOro KonmposaHus Becerga MHKpeMeHTHoe.

OrpaHuueHus: locne NepeHacTPoOMKN PaCnMCaHni, OTHOCALLMXCS K TUMY MNOMIHOTO PE3ePBHOMOo
KONMpoBaHna Bcerga MHKpeMeHTHoe, A0 TUMa MHKPEMEHTHOro pe3epBHOro KonMposaHusa Beceraa
WMHKPEMEHTHOE NMOMHUTE O CNEeayIOLLMX OrPaHNYEHUAX:

« iamMeHeHMe nepeHacTpPoeHHbIX pacnnucaHuin obpaTHo, Tak YTobbl OHM CHOBA OTHOCUITUCH K TUMY
MOJSTHOrO pPe3epBHOro KonnpoBaHua Becerga MHkpeMeHTHoe ana VM (thainnoBoe NpocTpaHCTBO), He
noanepxxmnBaeTcs.

 Mcnonb3oBaHue 6onee paHHel Bepcun cpeacTeBa nepemelleHnsa gaHHbix IBM Spectrum Protect gns
nepeHacTpPoeHHOro hannoBoro NPOCTPaHCTBA He NoAAepKMBaeTCs.

« Ecnu chaitnioBoe NpPOCTPaHCTBO COAEPKUT OfHY (MNnn Bonee) MHKPEeMEHTHbIX pe3epBHbIX Konui Becerga
MHKPEMEeHTHOE, NoJIHas pe3epBHas Konvs Bcerga MHKpeMeHTHOe He noaaepikunBaeTcs.

MpuMep ynpaeneHus BepcusMU NPy NOMOLLM NapaMeTpa verexists

B aToM npumepe nepeHacTporikun pacnucaHmsa Data Protection for VMware Bepcun 6.3 ncnonbsyet
crepyrolme aBa pacnmcaHusa pesepBHOro KonMpoBaHus:

« -mode=full: MnaHnpyeTtca exxeHeaenbHoOe NOMHOE pe3epBHOE KONMpoBaHue Beceraa MHKpeMeHTHoe
(No BoCKpeceHbaM), a MaKCUMasibHOE UMCNO BePCuid pe3epBHbIX Konuit VM, coxpaHaeMblx Ha cepeepe,
paBHO yveTbipeM (verexists=4).

« -mode=incr: 3annaHMpoOBaHO exeHenenbHOe MHKPEeMEHTHOe pe3epBHOe KonvpoBaHue Beerpa
MHKPEeMeHTHoe (C MoHeAeNbHMKa Mo cy660Ty).

3a 4 Hepenu co3paeTcsa 28 pe3epBHbIX KOMUIA:

» YeTbipe NoMHbIX pe3epBHbIX Konuu Becerpa MHKpeMeHTHoe (Mo 0fHOM MOSTHON pe3epBHOWM Konum
KaXKayto HeL,ento, yMHOXEHHbIe Ha YeTbipe Hefdenn)

e 24 VHKPEMEHTHbIX Pe3epBHbIX KONUKU Bcerga MHKpPeMeHTHoe (MHKPEMEHTHbIE Pe3epBHble KoMuu 3a
LEeCTb AHEN, YMHOXEHHbIE Ha YeTblpe HeLenn)

Mockonbky Data Protection for VMware Bepcun 6.3 noacunTbiBa€T TONMBKO NOJIHbIE PE3EPBHbIE KOMMWMU,
3HauveHune verexists=4 coxpaHsieT Bce 28 Konui.

Y706kl 06ECNEYMTb TAKOM e YpoBeHb 3aLmnTbl C Mcnosib3oBaHnem Data Protection for VMware Bepcum
6.4 (Unv HoBee) M CTpaTernn MHKPEMEHTHOIO PE3EPBHOMO KONMPOBaHMsA Bcerga MHKpeMeHTHoe,
co3panTe crnepytollee pacnmcaHue:

-mode=1iffull: MnaHnpyeTcsa exxefHEBHOE NONHOE pe3epBHOE KONMPOBaHMe Becerga MHKpPeMeHTHoe, 1
napameTpy verexists npucsamBaeTcs 3HaueHune 28.

3a 4 Hepenu co3paeTcsa 28 pe3epBHbIX KOMUIA:
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« OgHa nonHasg pe3epBHada Konug Bcerga MHKpeMeHTHoe (nepBOHaqaanaﬂ pe3epBHaa Konu4,
YMHOX€HHaA Ha OguH ,EI,eHb)

« 27 VHKPEMEHTHbIX pe3epBHbIX KONuu Bcerga MHKpeMeHTHoe (exxeqHEBHbIE pe3epBHble Konuun Beerpa
NHKPEMEHTHOE, YMHOXEHHbIe Ha 27 OHeNn)

Mockonbky Data Protection for VMware Bepcun 6.4 (unn HoBee) y4MUTbIBAET KaK MOJHbIE pe3epPBHbIE
Konuun Bcerpa MHKPEMEHTHOE, Tak M MHKPEMEHTHbIE pe3epBHble Konun Bceraga MHKpeMeHTHoe,
3HaveHune verexists=28 Nno3BonseT coxpaHWUTb BCe 28 pe3epBHbIX KOMUI.

MpunoxeHwne B. MNepeHacTporika A0 CTpaTermm MHKPEMEHTHOIO pe3epBHOro KonupoBaHusa Beerga
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NMpuno>xeHue C. CneunasnbHblie BO3MOXXHOCTU ONA
ceMmenctea npoayktos IBM Spectrum Protect

CneumanbHble BO3MOXHOCTY NOMOratoT NOMb30BaTENIO C (PU3MUYECKUMUM HeJoCcTaTKaMu, HanpruMep, ¢
OrpaHNYeHHOM NOLBUMXHOCTbBIO UM C HELOCTAaTKaMM 3PEHUS, C YCNEXOM MOJSIb30BaTbCS NPOAYKTaMM
MH(OPMALMOHHbIX TEXHOJIOTUA.

0630p

MpoaykThl ceMelicTBa IBM Spectrum Protect noanepxuBatoT criegytoliiye 0OCHOBHbIe crneuunanbHble
BO3MOXHOCTH:

« PaboTa C cnosib30BaHMEM TOMbKO KJlaBUaTypbl
« Onepauun C UCNOJSIb30BAaHUEM MPOrPaMMBbl 4SS YTEHMS UH(OPMaLUN C 3KpaHa

CemencTtBo npoaykToB IBM Spectrum Protect ncnonbsyet HoBenwmnin ctaHgapt W3C, WAI-ARIA 1.0
(www.w3.org/TR/wai-aria/), uTobbl obecneunTb cooTBeTCTBME paspeny US Section 508 (www.access-
board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/
section-508-standards) 1 pekoMeHpaumsam no goctynHoctn Beb-copepkmumoro (Web Content
Accessibility Guidelines (WCAG) 2.0 (www.w3.0org/TR/WCAG20/). YTobbl BOCNoONb30BaThCS
npenmyLLecTBaMm cneymasibHbiX BO3MOXXHOCTEN, BO3bMUTE NOCNEAHWI BbiMyCK Ballel Nporpammsl
yTeHMa MHoPMaLLMK C 3KpaHa 1 nocnegHuin Beb-6paysep, Noanep:K1MBaemMbli NPOLAYKTOM.

LOoKyMeHTaumsa No NPOAYKTY B LLEeHTpe 3HaHu IBM BkNtOUeHa ANs NOOAEPXKKM CheunanbHbIX
BO3MOXHOCTeN. CrneumanbHble BO3MOXHOCTU LLleHTpa 3HaHui IBM onuncaHbl B pasgene CneuyyanbHble
BO3MOXHOCTW CMPaBKK No LeHTPY 3HaHun IBM (www.ibm.com/support/knowledgecenter/about/
releasenotes.html?view=kc#accessibility).

YnpageseHue npv oMol KnasuaTtypbl

Lna ynpaBneHus aTUM NPOLAYKTOM UCMOSb3YIOTCA CTaHOapPTHbIE KOMbBMHaLMKN KNaBuLL.

MHopmauusa 06 nHtepdeiice
B nonb3oBaTenbCckux MHTepdencax HeT CoaepKMMoro, Kotopoe bbl Murano 2-55 pas B cekyHay.

B nonb3soBaTenbckux Beb-nHTepdeicax npaBuibHoOe BOCNPOU3BELEHME COLEPIKMMOro U NOAXOASAWLNIA
N paboTbl PEXMM OCHOBaHbI Ha KacKaZHbIX Tabnvuax ctunei. MpunoxeHvne obecneunBaeT
Mosb30BaTesNAM CO CNlabbiM 3peHreM 3KBMBAIEHTHbIN CNOCO6 MCMONb30BaTh NapaMeTpbl CUCTEMHOIO
Avcnnes, BKJoUYash BBICOKOKOHTPACTHbIN pexrM. MOXHO ynpaBisaTb pasMepoM wpndta, NCrosib3ys
napameTpbl yCTponcTBa unu Beb-bpaysepa.

B nonb3oBaTtenbckux Beb-nHTEpdencax ectb HaBuraumoHHble otMeTkn WAI-ARIA, KoTopble NO3BOASIOT
6bICTPO NEpexonmnTb K (hYHKLMOHaNbHBIM 06/1aCTSM B MPUOXEHWUN.

MporpaMMHoe o6ecneveHue NOCTABLLUKOB

B cememncTBo npoayktoB IBM Spectrum Protect BkntoueHbl NporpaMMbl HEKOTOPbIX NOCTaBLMKOB, Ha
KOTOpble He pacnpocTpaHsaeTCcs NMMLEH3MoHHoe cornalleHne IBM. IBM He nenaeT HUKaKMUX 3asBeHUi
OTHOCUTESIbHO CheLnanbHbIX BO3MOXHOCTEN 3TUX NPOAYKTOB. 3a MH(opMaLmen o cneuyanbHbIX
BO3MOXHOCTSAX 3TUX NPOAYKTOB 0bpaliantech K MX NOCTaBLLMKAM.

CesAsaHHas uHopmauma o cneumnasnbHbIX BO3MOXXHOCTAX

NMoMMUMO CTaHAAPTHON KOHCY/IbTaTUBHO-CMNPaBo4YHOM cnyx6bl IBM 1 Beb-canTtoB nogaepxku y IBM ectb
nBe TenedoHHble cnyx6bl TTY an8 Ucnosib30BaHUS ryXnUMM nunmn cnabo crbliwalmMmMm 3aKkasymkamm ¢
LeNbio NOJSTyYeHMs JOCTyNa K Cnyxb6aM Npoaax U NogaepyKKu:
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Cnyx6a TTY
800-1BM-3383 (800-426-3383)
(B CeBepHoOM AMepuKe)

LononHuTenbHyo nHopmauuto 0b obaszatenbcreax, kKotopble IBM npnHUMaeT Ha cebsi B OTHOLLIEH WM
NoaepXKu cneunanbHbiXx BO3MOXHOCTEN, CMOTpuUTe Ha caliTe IBM Accessibility (IBM - CneunanbHble
BO3MOXHOCTM) (Www.ibm.com/able).
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3aMeuaHus

J1a nybnukauus paspabartbiBanacb gns NPOAYKTOB M ycnyr, npegnaraemoix B CLLUA. Matepuansl Ha
OpYyrux a3blkax MoOXHO nonyuntb B IBM. OgHako ona JocTtyna K Konuu NpoayKTa unv Bepcum npoaykKTa
Bbl LLOMXHbI ObITb BNagenbLem Konuu unm Bepcum.

IBM MoxeT He npeanaratb onncaHHble NPOAYKThI, YCIYrM 1 BOSMOXHOCTU B ApYrux ctpaHax. CeeaeHns
O MPOAYKTaX W ycayrax, AOCTYMNHbIX B HACTOSLWEe BPEMS B Ballen CTpaHe, MOXHO NOMyYnUTb B MECTHOM
npeactaBsuTenbcTBe IBM. Jlobble cCcbinkn Ha NPOAYKTbI, NporpamMmmbl unu ycnyru IBM He o3HavatoT
SIBHbIM U HEsIBHbIM 06pa3oMm, YTO MOXHO MCNOMIb30BaTh TOIbKO MPOAYKTbI, MPOrpaMMbl UM YCyru
IBM. PaspeluaeTtcs ncnonb3oBaTh obble (hyHKLMOHANbHO 3KBUBANEHTHbIE MPOAYKTbI, MPOrpamMMmbl Uu
yCiyru, ecnv npu 3ToM He HapyLarTcs npasa IBM Ha nHTennekTyanbHyt cobcTBeHHOCTb. OfHaKo npu
3TOM MOJSb30BaTesb CaM HECET OTBETCTBEHHOCTb 3a OLLeHKY M NpoBepKy paboTbl ¢ Apyrumu (He IBM)
NPOAYyKTaMu, NnporpaMmmMamun n ycnyramu.

KoMmnaHua IBM mMoxeT pacnonaratb naTeHTaMu Unm paccMaTprMBaeMbIMM 3asiBKaMU Ha NaTeHTbI,
OTHOCALWMMUCA K NpeaMeTy OaHHOro AoKyMeHTa. [lonyvyeHue 3Toro JOKyMeHTa He 03HavaeT
npenocTaBNeHNs Kaknx-nmbo NMUEH3NIM Ha 3TW NaTeHTbl. 3aNPOChl OTHOCUTENBHO NLEH3UI
HanpaBnsanTe No agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Mo noBony NULEH3UI, CBA3aHHbIX C UCMONb30BaHMeM HabopoB AByx6alTHbIX cuMBosioB (DBCS),
obpallanTechb B OTAEN MHTENNEKTYaNbHOM cobcTBEHHOCTM IBM B Ballel cTpaHe unm HanpasbTe 3anpoc B
NUCbMeHHOW hopMe Mo agpecy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPMOPALIMA INTERNATIONAL BUSINESS MACHINES NPEAOCTABNAET JAHHYIO MYBINMKALMNIO
"KAK ECTb", BE3 KAKUX-JIUBO ABHbIX UV MOAPA3YMEBAEMbIX TAPAHTWN, BKJTHOYAS, HO HE
OrPAHUYMBASCH TAKOBbIMW, MOAPA3YMEBAEMBIE FTAPAHTUN OTCYTCTBUSA HAPYLLEHWN,
KOMMEPYECKOW NPUIOAHOCTU UMM COOTBETCTBUA KAKOW-NNBO KOHKPETHOW LLESIN. B
HEKOTOpPbIX 3aKOHOAATENbCTBAX A5 ONPefefieHHbIX CAeNoK NofobHbie OroBOPKM He JoMNyCKakoTCs,
Taknm obpasom, 3To yTBEPKOEHNE MOXKET HE OTHOCUTHCH K BaM.

B paHHomn I/IHd)OpMaLI,VIVI MOTyT BCTPETUTbCA TEXHNYECKNE HETOYHOCTU NN TMI'IOFpad)CKVIe oneyaTku. B
I'Iy6}'II/IKaLI,l/II'O BpemMa OT BpEMEHN BHOCATCA U3MEHEHUA, KOTOPbIE 6y,£|,yT OTpa>eHbl B cnieayrowmnx
n3naHnax. CDl/IpMa IBM moxeT B ntoboe Bpemd 6e3 yBegomMneHna BHOCUTb NISMEHEHUA U
yCcoBepLWEHCTBOBaHNA B NPOAYKTbI U NMpOorpamMmmMmbl, onnmcaHHbIE B aTom I'Iy6J'II/IKaLI,l/Il/I.

JTtobble cChbINKK B 3TON Ny6NMKaLumn Ha canTbl, He NpuHaanexauine IBM, npuseneHbl TONbKO AN19
yao6CcTBa M HUKOMM 06pa3oM He 03HAYaloT UX NoAAEepPXKU. MaTepunanbl Ha 3TUX calTax He BXOAAT B
yncno MaTepuanos Mo JaHHoMy NpoayKTy IBM, 1 Becb pUCK NoMb30BaHMA 3TUMU CaiTaMy HECETE Bbl
camu.

IBM ocTaBnsieT 3a coboii NpaBo Ha NUCMOSIb30BaHMeE U pacnpocTpaHeHne ntoboi NpenocTaBneHHON BaMu
NHopMauun NtobbiMu cnocobamMu, Kakne couTeT NPUEMIIEMBIMU, HE MPUHUMAs Ha ceba HUKaKMX
069a3aTeNbCTB Nepeq BaMu.
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Ecnv obnapgaTento NMLEH3MM Ha JlaHHY0 NporpamMMmy NoHaaobaTca ceefeHMsa o BO3MOXHOCTY: (i) obmMeHa
JaHHbIMU MeXy He3aBMCMMO pas3paboTaHHbIMK NporpaMmMamu 1 Apyrumm nporpammamu (Bknovas
NaHHYo) U (ii) COBMECTHOro UCMonb30BaHUA TakUX JaHHbIX, OH MOXeT 06paTUTbCA Mo agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Takas nHhopMaLums MOXeT ObITb MpefocTaB/ieHa npu cobtoaeHM onpeaesieHHbIX NONOXEHU 1
YCMOBWIA U, BO3SMOXHO, 3@ ONpeLesieHHyo nnary.

JlnueHsnpoBaHHasa nporpaMmma, onmcaHHas B aHHOM JOKYMEHTE, 1 BCe NIULLEH3MPOBaHHbIE MaTepuarnsbl,
LOCTYNHble C Hen, npegocTaBnstoTcs IBM Ha ycnosusix IBM Customer Agreement (CornaweHus IBM ¢
3aKa3unkoMm), MexyHapoAHOro cornaleHuns o IMLEH3UsAX Ha NporpaMmbl IBM nnuv skBMBaneHTHOro
cornawleHus.

MokasaHHble 34eCb faHHblE NPOU3BOANTENBHOCTM MOYYEHbl B ONPeaefieHHbIX YCNoBMaX. PeanbHble
pesynbTaThl MOTYT 6bITb APYrMMMU.

NHdopmauus o npoayKTax aApyrux komnaHun (He IBM) nonyyeHa oT NOCTaBLLMKOB 3TUX NPOAYKTOB, U3 UX
onyb/IMKOBaHHbIX 06BABNEHUIN MW U3 UHBIX 0BLLEAOCTYMHbIX MCTOYHMKOB. IBM He npousBoauna
TECTUPOBAHME 3TUX NPOAYKTOB U HUKAK HE MOXET NOATBEPLAUTb MHDOPMALMIO O UX TOUHOCTM paboTbl 1
COBMECTMMOCTMU, a TaKXe Npoune 3asB/eHNs OTHOCUTENbHO NPOAYKTOB APYrnX KOMNaHui (He IBM).
Bonpockl 0 BO3MOXHOCTAX NPOAYKTOB APYrnx kKoMnaHui (He IBM) cnepgyeT HanpasnsaTh NOCTaBLMKaM
3TUX NPOAYKTOB.

B sTol nybnukaumm cogepxartca npumMepbl LaHHbIX U 0THETOB, UCMOSb3YEeMbIX NPW BbIMOHEHNN TEKYLLUX
cnyxebHbix 3aga4y. YTobbl NPOMNNIOCTPMPOBATbL 3TN 3a4a4MN C MAKCMMaSIbHOM HarnNagHoOCTbHO, B
npuMepax UCMoNb3yTC UMeHa (hU3NYECKIMX NTNLL, HA3BaHWUS KOMMNaHWI, (hUpM 1 NPOAYKTOB. Bce 3Ty
MMEHAa 1 Ha3BaHWS BbIMbILLNEHbI, U JTI060e NX CXOACTBO C peasibHbIMU MMEHaMU 1 aapecaMu NoTHOCTbIO
ClyYanHo.

JIMLLEEH3NA HA TMPABO KOTMMPOBAHWA:

B 3TOM poKyMeHTe cogepxaTcsa npuMepbl NPUKNagHbIX NPOrpamMM Ha a3blkax MpPorpaMmMmpoBaHus,
KOTOpPbIe WITKOCTPUPYIOT METOAbI NPOrpaMMmMPOBaHNSA 4S5 Pa3NINUYHbIX ONepaunoHHbIX NaaTqopM. Bol
MMeeTe NpaBo KONMPOBaTb, U3AMEHATb U PACNPOCTPaHATbL 3TW NPUMepPBI NporpamMm B ntoboi hopme 6e3
ynnaTtbl Bo3HarpaxnageHusa gpupme IBM B uensix paspaboTku, npumeHeHus, cbbita nam pacnpocTpaHeHns
NPUKNaAHbIX MPOrpamMmM, COOTBETCTBYHOLLMX MHTEP(ENCY NPUKIAAHbIX MPOrpamMM OnepauoHHON
CUCTEMBI, NS KOTOPOW NpefHasHayYeHbl 3T NpMMepbl. 3TU NpuMepbl He Bbln TwaTenbHO
NPOTECTUPOBAHbI NPY BCEX BO3MOXHbIX YCNoBUAX. [NoaToMy IBM He MoxeT rapaHTupoBaTh UX
HaZLeXXHOCTb, MPUrOAHOCTb U (hYHKLMOHUPOBaHMe. MpobHblie NporpamMmmbl NPeocTaBAaoTCs No
NpUHLMNY 'Kak ecTb', 6e3 kakon-nmbo rapaHTmm. IBM He HeceT OTBETCTBEHHOCTU HUM 3a KaKon yuepb,
BO3HUKLUMI B pe3ynbTaTe UCMONb30BaHUSA NPUMEPOB MPOrpamm.

Kaxpas konvs nporpamMm nprMMepoB Uan NPorpamMMm, CO34aHHbIX HA X OCHOBE, O0/KHA COAepXaTb
crepytollee 3amMmevaHmne o6 aBTopckux npasax: © (HassaHue Bawen komnanum) (rog). YacTu aToro Koga
NOCTPOEHbI Ha OCHOBe NpuMepoB nporpamm IBM Corp. © Copyright IBM Corp. _BBeauTe rog uim rogbi_.

ToBapHble 3HaKU

IBM, norotun IBM 1 ibm.com - ToBapHbIe 3HaKN UK 3aperncTpMpoBaHHble TOBApPHbIEe 3HAKMN
International Business Machines Corporation, 3apernctpmMpoBaHHble BO MHOIMX cTpaHax. [poune
HasBaHWsA NPOAYKTOB M yCNyr MOryT BbITb TOBapHbIMM 3HakaMu IBM unu gpyrux komnaHuin. Tekywmn
CMMCOK TOBapHbIX 3HakoB IBM cMoTpuTe Ha Beb-cTpaHuue "Copyright and trademark information”
(MHhopmaLma 06 aBTOPCKMX NpaBax U ToBapHbIX 3Hakax) (www.ibm.com/legal/copytrade.shtml).

Adobe - 3aperncTpurpoBaHHbIi ToBapHbIn 3HaK Adobe Systems Incorporated B CLLUA n/unu B opyrux
cTpaHax.
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Linear Tape-Open, LTO u Ultrium - ToBapHble 3Haku HP, IBM Corp. n Quantum B CLLA n B gpyrmx cTpaHax.

Intel n Itanium - ToBapHbIe 3HAKW NN 3apernMcTpMpoBaHHbie ToBapHble 3Haku Intel Corporation unm ee
thmnmanos B CLUA n/unu gpyrux ctpaHax.

Linux - 3apernctp1poBaHHbIli TOBapHbI 3Hak JInHyca Topeanbaca (Linus Torvalds) B CLUA u/unu opyrmux
CTpaHax.

Microsoft, Windows 1 Windows NT - ToBapHble 3Haku Microsoft Corporation B CLLA n/vnu B gpyrux
CTpaHax.

Java v Bce TOBapHble 3HaKM 1 NIOrOTUMbI HA OCHOBE Java - 3T0 TOBapHble 3HaKU U
3aperucTpupoBaHHble ToBapHblie 3Haky Oracle u/unu acddunmpoBaHHbIX koMnaHumin Oracle.

UNIX - 3apermcTpupoBaHHbI TOBapHbI 3HaK The Open Group B CLLUA 1 gpyrmx ctpaHax.

VMware, VMware vCenter Server u VMware vSphere - 370 3apernctpmpoBaHHble TOBapHble 3HAKW UMK
ToBapHble 3Hakn VMware, Inc. unun nogpaspeneHmnn VMware, Inc. B CLUA n/vnn gpyrux 3oHax
HOPUCANKLMNN.

MonoxxeHua u ycnoeuda and ooOKyMeHTauum no npoaykKTy

PaspelleHunsa Ha ncnonb3oBaHue aTux nybnmkaumii npegocTaBnatoTCcs npy cobnogeHnn
HUXeNpPUBELEHHbIX NOSIOXEHUM U YCIIOBUN.

MpumeHumocTb
YKasaHHble yCoBUS 1 NoNoXeHNs AobaBnsaoTca KO BCeM yCnoBuaM ans Beb-canta IBM.

JInuHoe ucnonb3soBaHue
Bbl MOXeTe BOCNPOU3BOANTb 3TW Nybnnkauum gns CBOero JIMYHOro HEKOMMeEPYECKOro
MCNO/b30BaHMS NpU YCI0BMK, YTO Npu 3ToM byayT cobntogeHbl Bce 3aMevaHms 06 MMyLLLECTBEHHbIX
npasax. He pa3speluaeTcs pacnpoCTpaHsaTb, BOCNPON3BOANTb UM COCTaBNSATb NMPOM3BOAHbIE PaboThbl
Ha OCHOBEe AaHHbIX Nybankaunim nnm nx yacten b6es BolpaykeHHoro cornacus IBM.

KoMmMepueckoe ucnosib3oBaHue
Bam npenocTaBnsieTcs NpaBo BOCNPOU3BOANTb 3TN Ny6MKaumMm UCKIOYUTENBHO B Npeaeniax CBoero
npeanpusTUS Npu ycioBum, 4YTo byayT BOCNpon3BeneHbl BCce 3aMmeyvaHmnsa 06 aBTOPCKMX NpaBax. 3a
npenenamu Ballero npeanpuaT1s BaM 3anpeLaeTcs pacnpocTpaHsaTb 3Tn nybamMkaumnm, NoAHOCTbIO
WK MO YacTsM, AEMOHCTPUPOBATb UX UM CO3[4aBaTh U3 HUX NPON3BOAHbIE NPOAYKTbI 6e3 ABHOrO Ha
To cornacus ot IBM.

Mpasa
3a nckAYeHnem npaB., ABHbIM 06pa30M npenocTaBideMbIX HACTOALWLMM pa3pelleHnemM, HUKaKnx
WHbIX pa3peLlueHunit, TMLEH3UI U MPaB, HX SBHbIX, HX NoApasyMeBaeMbIX, B OTHOWEHUN Nybnnkaumni n
nobon copgepallencs B HUX MH(opMaLLMn, AaHHbIX, MPOrPaMM UM MHOW MHTENNEKTYaNIbHOM
cobCTBEHHOCTH, He NpeaoCcTaBnseTcs.

IBM ocTaBnsieT 3a coboi npaBo 0TO3BaTb paspeLleHnst, NPeLoCcTaB/ieHHble 3TUM OOKYMEHTOM, eClu,
no MHeHuto IBM, ncnonbsosaHune nybnvkaumi HaHocuT ywepb IBM nnu, kak aTo yctaHoBneHo IBM,
BbllLeNnpuBeLeHHblE MHCTPYKLMM He cobnofaroTcs AoMKHbIM 0bpasom.

Bam He paspeluaeTca ckaumBaTb, IKCMNOPTUPOBATbL UM MOBTOPHO 3KCMOPTUPOBATL 3Ty MH(OPMaL IO
MHa4ye, YeM B NMNOJTHOM COOTBETCTBUUN C NpaBUaM N HOPMaTUBaMU, BK/1KOUaA BCE 3aKOHbI 1 NMpaBuia
CoepmHeHHbIx LLTaToB 06 akcnopTe.

IBM HE NPEOOCTABNAET HUKAKUX TAPAHTM KACATENIbHO COOEPYXMMOI0 3TNX
NYBNNKALMA. NYBNKALMW NPEOCTABNAOTCS "KAK ECTb", BE3 KAKUX-JIMBO TAPAHTUNA,
ABHbIX UMM MOAPA3YMEBAEMbIX, BKJTROYASA (HO HE OTPAHNYKMBAACH TAKOBbBIMU)
MPEOMNOSIATAEMBIE TAPAHTUW PbIHOYHOWM NPUFOOHOCTU, HEHAPYLLEHWS NPAB U
COOTBETCTBWA ONPEOENEHHON LIESIN.

3aMeyaHuA 0 NONUTUKE KOH(huAEeHLMaNbHOCTU

B nporpaMMHbIx npofaykTax IBM, Bktouas nporpamMmmel Kak petieHns cnyx6 (“fNporpamMmHblie
npensioxeHus”), MOryT UCMOSIb30BaTbCs cookies unu gpyrve TexHonorum ans cbopa nHdopmaumm no
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MNCMONb30BaHWIO NPOAYKTa, YToBbl MOMOYb KOHEUYHOMY MOJIb30BaTENO B paboTe, HACTPOUTL
B3aMMOOENCTBUS C KOHEYHbIM NOoJSib30BaTeNeM UK ONs UHbIX Leneit. Bo MHOrmx criyyasx npensioxeHus
MO He cobupatoT MHOPMaLMIO, MO3BONAIOLLYHO UAEHTUHOULMPOBATL NIMYHOCTb. HEKOTOPbIE HaLK
npennoxeHusa N0 MoryT nomMo4b BaM cobpaTb MHOPMaLLMIO, MO3BONSIOLLYO MAEHTUDULMPOBATb
nn4yHocTb. Ecnu gaHHoe npepgnoxeHue MO ncnonbsyet cookies gnsa cbopa MHopMaLmm, NO3BONSAOLLLEN
MaeHTUdULMPOBaTb IMYHOCTb, TO HUXKe ByaeT npuBeaeHa KOHKpeTHasa MHhopMaLms 06 Mcnonb3oBaHUK
cookies B 3TOM NpeasioXXeHnu.

HacToswee npegnoxeHue MO He ncnonb3yeT cookies nnm nHble TexHonorny oas cbopa MHhopMauuu,
No3BONSALLIEN MAEHTUHOULMPOBATb JIMYHOCTD.

Ecnu koHdurypauun, BHegpeHHble ons atoro MNpennoxeHns oTHOCUTENbHO NporpamMm, obecneunsatoT
BaM, KaK 3aKas4uKy, BO3MOXHOCTb cobupaTb MHhopMaL Mo, MO3BONSAIOLLYI0 MAEHTUMULNPOBATL
JINYHOCTb, OT KOHEYHbIX NoJSib30BaTesel yepes cookies 1 apyrue TEXHOIOrnK, Bbl AONXHbI 06paTUTLCA 3a
MECTHOW lopuaMYecKon peKkoMeHaaLUmen o TOM, CyLLEeCTBYIOT I Kakme-nnmbo 3aKoHbl, MPUMEHUMbIE K
TakoMy cbopy OaHHbIX, BKtoUas Bce TpeboBaHUS OTHOCUTENIbHO NpefoCcTaB/eHMs 3aMedaHunii 1
cornacoBaHumn.

L ononHnTENbHY MHhOpPMaLMIo 06 MCNOb30BAHUN B 3TUX LLEeNaX pPasfinyHbIX TEXHONOMMI, BKtOUas
cookies, CMOTpUTE Ha CTpaHMLEe NONTUKK KOHuaeHunaneHocTn IBM no agpecy: http://www.ibm.com/
privacy, n B 3aasneHun IBM 06 anekTpoHHON kKoHduaeHumansHocth (IBM’s Online Privacy Statement) no
agpecy: http://www.ibm.com/privacy/details, B pasgene, o3zarnaeneHHom “Cookies, Web Beacons and
Other Technologies” (Cookies, Beb6-Masiku 1 gpyrue TeXHoNornm), a Takxe B [okymeHTe “IBM Software
Products and Software-as-a-Service Privacy Statement” ((NMporpaMMHbie npoaykTbl IBM 1 3asaBneHune o
KOHhMOEHUMANbHOCTM NpOrpamMMm Kak ycnyr) no agpecy: http://www.ibm.com/software/info/product-
privacy.
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Fnoccapui

EcTb rnoccapuii ¢ TepMUHaMuU 1 onpepeneHnamMu aAns ceMencTea npoayktos IBM Spectrum Protect.

CMm. IBM Spectrum Protect - Fnoccapui.
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