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MpumevaHue:

Mpexae YeM MCNOb30BaTb 3TY MHCHOPMALMIO M ONUCHIBAEMBIN B HEN MPOOYKT, NPOoUTUTE
nHgopmauuto B pasgene “3amMevanma” Ha cTp. 135.

3aMeuvaHus K U3BAHUK

370 n3paHme oTHocuTCs K Bepcum 8, Bbinycky 1, Mmoaudukaumm 10 IBM Spectrum Protect (Homepa npoaykTta 5725-W98,
5725-W99, 5725-X15) 1 Ko BCeM ero nocneayLumMm Bbinyckam n MmoanhuKaumnsM, noka B HOBbIX U3OaHUSAX He bygeT
YyKasaHo MHoe.
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06 3Ton ny6bnukauum

B sTo nybnukaumm npeactaBneHa nHgopmaLmsa o nnaHMpoBaHum, peanmsaumnmn, MOHUTOpUHre n pabote
C peweHneM no 3aumnTe aaHHbIX, B KOTOPOM UCMOJIb3YHTCA Hanny4lmne npakTtnyeckme MmeTonbl IBM
Spectrum Protect.

[N Koro npeaHasHa4yeHo 3TO PYKOBOACTBO

9TO PYKOBOACTBO NpefHa3Ha4YeHo A9 BCeX Nosib3oBaTenei, 3aperucTpupoBaHHbIX Kak
agpMuHucTpartopbl IBM Spectrum Protect. PeweHunem IBM Spectrum Protect moxkeT ynpaBnaTb oguH
aAMUHUCTPATOP, Nar 06A3aHHOCTU aaMUHUCTPATOPa MOryT 6bITb pacnpeneneHbl MeXay HECKONbKUMU
NAbMU.

[ns paboTbl € peleHneM HeobxoanMMo XOPOLLIO 3HATb ONepaLLMOHHY0 CUCTEMY cepBepa M NPOTOKObI
CBSI3W 015 CpPefdbl KNMeHTa unu cepeepa. Takyke HeobX0aMMOo NOHMMATb NPUHLMMLI YNIPaBieHNs
XpaHeHWeM JaHHbIX B Ballel opraHM3aunm, Hanpmumep, NPUHLKUMNLI pe3epBHOro KonnpoBaHua dalinos
paboyei cTaHUMM N UCNOSIb30BAHMS YCTPONCTB XPaHEHMS.

Ny6nukauun

B cemencTBo npoaykToB IBM Spectrum Protect Bxogsat IBM Spectrum Protect Plus, IBM Spectrum
Protect for Virtual Environments, IBM Spectrum Protect for Databases n psg apyrux npoayKToB no
yrNpaBneHunio xpaHeHvem ot IBM°®,

LokyMeHTauuto K npogyktam IBM cmoTpute Ha Beb-cTpaHumue IBM Knowledge Center.
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4TO HOBOIO B 3TOM BbiNyCKe

371oT Bbinyck IBM Spectrum Protect conepuT HoBble hyHKLMM 1 06HOBNEHNS.

CnuncoK HOBbIX (hYHKLMI 1 OBHOBIEHWI B 3TOM BbINyCKe CMOTPUTE B CNEAYOLWMX pa3genax: .

» Y10 HOBOrO OJ19 KOMIMOHEHTOB cepBepa

« YTO HOBOIo A1 KOMNOHEHTOB KJIMEHTa

HoBag 1 usMeHeHHas MHoOpMaLMa B 3TOM AOKYMEHTaL MM Mo NPOAYyKTY OTMeUeHa BEPTUKaNbHOMN YepTon
(]) cneBa oT M3MEHeEHMUS.
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YacTb 1. NnaHupoBaHMe JUCKOBOIro pewweHus no
3almTe AaHHbIX C OAHOM NJIOLAAKOMU

CnnaHupynTe peannsaumio 3aWwnTbl AaHHbIX, BKIOYaloLWyo B ceba cepeep Ha O4HON nnowaake, roe
Mcrnonb3yeTcd genyniankaumsa gaHHbIX.

Oonuuu peanusauumu
CepBep MOXHO CKOHDUTIYpMpPoBaTh A1 AMCKOBOrO pPeLleHns C O4HOM NMIOLWAAKON Cleayowmmm
cnocobamu:

KoHcurypupoBaHue cepeepa ¢ MCMOJIb30BAHUEM KOMMOHEHTa LLeHTp onepauuii n
AAMMHUCTPATUBHbIX KOMaHA,
B aTOM LOKYMeHTauuMm NpMBOASATCS Warn no KoHGUrypmpoBaHuto guanasoHa CUCTEM XPaHEHUS U
NporpaMMbl cepBepa a5l Balero peLweHns. 3agadn no KOHMUryprupoBaHMo BbINOHAKTCSA NpK
noMoLLM MacTepPOoB M onuui B kKoMaHaax LleHTpa onepauni n IBM Spectrum Protect. MiHdhopMauumio o
TOM, KaK Ha4yaTb paboTy cMOTpuUTe B pasgene “JopoxkHasa kapTa nnaHnpoBaHua” Ha cTp. 1.

CKoHtUrypupyiite cepeep npy nomMoLLM aBTOMaTU3IMPOBAHHbBIX CLleHapueB
MofpobHble pekoMeHaaLMK No peannsaLmm AUCKOBOMO pelleHns ¢ O4HOM NoLanKoM C
MNCMNO/Ib30BaHMEM KOHKPETHbIX CUCTEM XpaHeHus IBM Storwize n aBToMaTM4ecKmx cueHapu1eB s
KOHUrypmpoBaHus cepepa cmotpute B IBM Spectrum Protect Blueprints.

B NpoeKTHON OKYMEHTALMN HET LLAr0B MO YCTAHOBKE M KOH(MIypupoBaHuto LleHTpa onepaumii unm
Mo HacTpolKe 3allML,EHHON CBA3M C UcnosibdoBaHneM Transport Security Layer (TLS). BkntoueHa
BO3MOXHOCTb Mcnonb3oBaHus Elastic Storage Server Ha ocHoBe TexHonorum IBM Spectrum Scale.

Jlopo>kHaAa KapTa nlaHUpPoBaHUA

3annaHMpyl7|Te ONCKOBOe pelleHne C OAHOW NS0oWaAKOM, 03HAKOMMBLLNCH CO CXEMOM APXUTEKTYpPHhbI,
NoKasaHHOM HMXe Ha PUCyHKe, a 3aTeM BbINOJIHUB 3a4a4n ,El,OpO)KHOVI KapTbl, KOTOPble NPUBOOATCA
nocne anarpaMmbl.

= (+) ApXWUTEKTYpa C 04HOR +) IKOHOMUYHOCTb
[wvck ¢ ogHoi © nnomaﬂn{gg O
' nrioliaakon () AbherTBHOE MCcnonk3osaHe () bonee npocTtas peanusauqsa
NnpocCTpaHCcTBa
MprnoxeHus, BUpTYansHbe Cepeep

MALKHE!, CHCTEMBI

OWcros0e XpaHWMLLE ANA DE3EDBHb
KONWA 420y NNHLMPOBAHHSIX
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OnucaHHble HUXKe LarM HeobxoamnMmbl, YTOObI NPON3BECTU NAHNMPOBaHME OJ1S AMCKOBOW Cpefbl C O4HOM
NAOLWAAKON.

1. BbibepuTe pasmep CUCTEMBI.

2. BbinonHuTe TpeboBaHMsA K annapaTHOMY U NporpaMMHoMy obecrneyeHumo.

3. 3anuwunTe 3HaYEeHMA KOHd)VIpraLI,MVI CUCTEMbI B pa6oqme JNTNCTbl NTaHNPOBaAHUA.

4. CnnaHupyiTe XpaHeHue.

5. CnnaHupymnTe 3almTy.

a. CnaaHupynTe ponn agMMHUCTPATOPOB.

b. CnnaHupyiTe 3aLLULLEHHYIO CBA3b.

c. CnaaHvpyiTe XpaHeHne WngpPoBaHHbIX AaHHbIX.

d. CnnaHupyiTe gocTyn Yepes bpaHamayap.

Bbi6bop pasmepa cUCTeMbl

BbibepuTte pasmep cepBepa IBM Spectrum Protect Ha ocHoBe o6beMa gaHHbIX, KOTOPbIMU Bbl
ynpasnseTe, U CUCTEM, KOTOPbIE HYXHO 3alUNTUTb.

06 3ToM 3apaue

NHhopMaumio B npMBefeHHON HMXe Tabnunue MOXHO NCNONb30BaTb, YTOOLI ONpenennTb pasmep
cepBepa, KOTopbI BaM noTpebyeTcs, B 3aBUCMMOCTU OT 06beMa flaHHbIX, KOTOPbIMU Bbl yNpaBaseTe.

B cnepytoweii Tabnuvue onmcaH TOM faHHbIX, KOTOPbIM yNpaBnseT cepep. 3ToT 06beM BKItoYaeT B cebs
BCe Bepcuu. ExxeHeBHbIV 06beM flaHHbIX - 3TO 06beM JaHHbIX, pe3epBHbIe KOMUM KOTOPbIX Bbl CO3AaeTe
exefHeBHo. M obwnin 06beM ynpaBnsieMblx 4aHHbIX, U eXXeAHeBHbIN 06BbeM HOBbIX JaHHbIX U3MePSHOTCS
Kak pasmep Lo Noboro cokpalleHms JaHHbIX.

Tabnuya 1. OnpedeneHue pasmepda cepsepd
E>xepnHeBHbI 06beM HOBbIX
06wuit o6bem AAHHDbIX ANA pe3epBHOro
ynpaBnsieMbiX AaHHbIX KOMUPOBaHUA Heob6xoguMbiit pasmep cepBepa
60Tb-240Th 0o 10 Th B oeHb Manoe
360Tb-1440TBb 10-30Tb B oeHb CpenHee
1000 TBE-4000Thb 30-100Th B AeHb Bonblioe

3HaYeHNs exxeHEBHbIX PE3EPBHbIX KONUI B TabnunLe 0CHOBaHbl Ha pe3ynbTaTax UCMbITaHWA C
obbekTamu no 128 Mb, koTopble nCcnosb3yTca KoMnoHeHToM IBM Spectrum Protect for Virtual
Environments. Paboune Harpysku, coctosiuine ns ob6bekToB MeHee 128 KB, MoryT He OCTUraTb 3TUX
eXefHeBHbIX Npeaenos.

Tpeb6oBaHuA K cucteMe g AUCKOBOro peLueHus ¢ OgHOM
NJIOLLAAKOMU

Mocne Bbibopa peweHuns IBM Spectrum Protect, Hannyywnm o6paszom COOTBETCTBYOLLENO BALLMM
TpeboBaHMAM K 3alLMTe OaHHbIX, 03HAKOMbTECH C TPeboBaHUSAMM K CUCTEME, YTOBbI CNIaHMpPOoBaThb
peanunsaumio peleHns no almnTe gaHHbIX.

YbenuTtecsh, 4To cMcTEMA COOTBETCTBYET TpebOoBaHMAM K annapaTHbIM U MPOrpaMMHbIM CPeLCTBaM AN
cepBepa Toro pasmepa, KOTopbl Bbl cobupaeTech MCMONb30BaTb.
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MHdopMauumsa, cBa3aHHasA C JaHHOM
MNMopnepxxnBaeMble onepaunoHHble cucTembl gns IBM Spectrum Protect

Tpe6oBaHuA K annapaTHbIM CpeAcTBaM

TpeboBaHus K annapaTHoMy obecneyeHuto pelieHns IBM Spectrum Protect ocHoBaHbl Ha pasmepe
cucTeMbl. YTobbl 0becneunTb ONTUMabHY NPOM3BOANTENIbHOCTb CPeAbl, BbiIGepUTe KOMMOHEHTI,
3KBMBANEHTHblE TEM, KOTOPble 34eCb NepeYnciieHbl, TM60 ydline KOMMOHEHTHI.

OnpepneneHne CUCTEMHbIX Pa3MepoB MOXHO HanTK B “Bblibop pasamepa cucteMbl” Ha CTp. 2.

B cnepytowen Tabnvue nepeyuncnerbl MMHUManbHble TpeboBaHMS K annapaTtHoMy obecneveHunto
cepBepa 1 CUCTEMbI XPaHEHMS HA OCHOBE pasMepa CepBepa, KOTOPbIN Bbl cObMpaeTech NOCTPOUTL. Ecnn
Bbl UCNoONb3yeTe nokKanbHble pa3aenbl (LPAR) nnu paboune pasgensl (WPAR), ckoppekTupyinTe
TpeboBaHuMa K ceTn, YTobbl y4ecTb pasmMep pasnesnos.

B kauecTBe 0TMpaBHON TOUKM UCMONb3YNTe MHOPMaLUIO, COAEePIKALLYIOCS B CefytoLLen Tabnuue.
Camyto cBexyto nHopmauuto o TpeboBaHUsAX K 060pyA0BaHUIO U cieuMdurKaumnsax 4na cepeepa
CUCTEMbI XpaHeHuMs cMoTpuTe B pasgene IBM Spectrum Protect Blueprints.

AnnapaTHblii KOMNOHEHT | He6onblasa cucteMa CpepHasa cuctema KpynHasa cuctema

Mpoueccop cepsepa N6 apep RN 10 apep RN 20 apep
npoueccopa, 3,42 My, npoueccopa, 3,42 My, npoueccopa, 3,42 My,
unwu beicTpee unm boicTpee | Windows P

| Linux | Windows I3 | Linux | Windows _jpJe) anpa npoueccopa, 2,2 My,
apep npoueccopa, 1,7 Ty | apep npoueccopa, 2,2 Iy, | unn 6eictpee

unu beicTpee unu beicTpee

MamaTb cepBepa 6416 Ol 128 b 0N 256 I'b Ol

CeTb « 10 B Ethernet (1 nopt) |+ 106 Ethernet (2 « 10 7B Ethernet (4
. nopra) nopra)

ApanTtep 8 I'b Fibre
Channel (2 nopTa)

Apantep 8 I'b Fibre Apantep 8 I'b Fibre

Channel (2 nopTa) Channel (4 nopTa)
XpaHeHvie e Onckn SSD 1,45 T6 ana |« Auckn SSD 2,53 T6 gns |« Ouckm SSD 6,54 T6 ans

6a3bl AaHHbIX, NOC 6a3bl AaHHbIX, NHOC 6a3bl AaHHbIX, NOC
NPOCTPaHCTBO A8 NPOCTPaHCTBO A8 NpPOCTPaHCTBO A8
3anucen LeHTpa 3anucen LeHTpa 3anucen LeHTpa
onepaumm onepaummn onepaummn

» 67 Tb nyna xpaHeHus » 207,9 Tb nyna » 1049,67 Tb nyna
KaTanoros- XPaHeHWs KaTanoros- XPaHeHWs KaTanoros-
KOHTENHEpPOB C KOHTENHEpPOB C KOHTENHEpPOB C
nenynnukaumen nenynnukaumen nenynnukaumen

OueHKa Heo6xoguMoro o6bemMa NpocTpaHCcTBa Ans 6a3bl AaHHbIX LleHTpa onepauui

TpeboBaHUs K annapaTHbIM cpeacTeam s LleHTpa onepaumii BKIIloYeHbl B Npeablayulyto Tabnuuy 3a
WCKHOYEHMEeM NPOCTPaHCTBa 6a3bl AaHHbIX M apXMBHOMO XypHana (nepevHs), KoTopble UCNOJb3YOTCS
KOMTMOHEHTOM LLeHTp onepauuii Ans yaepxnsaHus sanucei 4as ynpasnseMbiX KIMEHTOB.

Ecnu Bbl He cobupaeTech ycTaHaBnMBaTb LLeHTp onepauunii Ha TOM e KOMMNbloTepe, UTO 1 cepBep, Bbl
MOXKeTe OLEeHUTb TpeboBaHMs K cucTtemMe OTAENbHO. YTO6bI BhluncinTb TpeboBaHns K cucteMe s
KOMMoHeHTa LleHTp onepaumin, cCMOTpUTE ONMcCaHKe KanbKynaTopa TpeboBaHUI K CUCTEME B AOKYMEHTE
TexHu4yeckoe 3amevaHue 1641684,

YnpaBneHne KOMNOHeHTOM LleHTp onepalmit Ha cepBepe - 3To paboyast Harpyska, TpebytoLlas
[OMNOJTHUTENbHOIO MPOCTPAHCTBA AN onepaumin 6a3bl AaHHbIX. 06beM NPOCTpaHCTBa 3aBUCUT OT YMcia
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K/TMEHTOB, MOHUTOPMHI KOTOPbIX OCYLLLECTBNseTCA Ha cepBepe. MpouTuTe crneayolie peKoMeHaaumm,
KOTOpble NO3BOJIAOT OLEHWTb, KaKol 06beM NpocTpaHcTBa noTpebyeTcs BalleMy cepBepy.

MpocTpaHcTBO 6a3bl AAHHbIX
KomnoHeHT LLeHTp onepauuii ucnonbdyeT, npumepHo, 1,2 I'b npocTpaHcTBa 6a3bl AaHHbIX HA
kaxayto 1000 KnMeHToB, OTC/EXMBaeMbIX Ha cepBepe. Hanpumep, paccMoTpum xab-cepeep ¢ 2000
KJIMEHTOB, KOTOPbIN TaKXe ynpasiseT TPeMS NOAYUHEHHBIMU CEPBEPAMU, HA KaXKAOM M3 KOTOPbIX
ecTb 1500 knneHToB. 3Ta KOHUrypaumsa gaet B utore 6500 KNMEHTOB Ha YeTbIpex cepBepax, U Ang
Hee TpebyeTca npumepHo 8,4 I'b npocTpaHcTBa 6a3bl AaHHbIX. 3TO 3HAUEHME BbIUNMCNAETCA NyTEM
okpyrneHusa 6500 knMeHTOB A0 cneaytollen bnmxkanwen 1000, yto coctant 7000:

7 x 1,2 Ib=8,4 Tb

MpocTpaHCTBO apXUBHOIO XXypHana
LleHTp onepauuit ncnonb3yeT, NpuMepHo, 8 b NnpocTpaHCcTBa apXxMBHOIO XypHana Kaxable 24 yaca
ons kaxpon 1000 knuneHToB. B npumepe 6500 knneHToB paboTatoT uepes xab-cepBepbl 1
noguMHeHHble cepBepa, 1 3a 24 yaca gns xab-cepBepa ncnonbsyetcsa 56 'b npocTpaHcTBa
ApXMBHOIO XYypHana.

[na Kakaoro nog4YMHEHHOro cepeepa B NprMepe NPoCTPaAHCTBO apXMBHOMO XypHana, UCnosibayeMoe
B TeueHue 24 4acoB, COCTABUT OKOJ10 16 6. 3TN OLEHKM OCHOBaHbI Ha MHTepBase cbopa AaHHbIX O
COCTOSIHMM MO YMOJIYaHUIO, PAaBHOM 5 MUHyTaM. ECnin Bbl COKpaTuTe MHTepBas cbopa AaHHbIX C
O[HOro pasa 3a 5 MMHYT 40 OAHOro pasa 3a 3 MUHYTbI, TPE6OBaHMS K MPOCTPAHCTBY BO3pacTyT. B
cneayoLmx npuMepax nokasaHo npuMepHoe yBenundyeHne TpeboBaHuii K MPOCTPAHCTBY XypHasa
npv nHTepBase cbopa faHHbIX OANH pas B 3 MUHYTLI:

» Xab-cepBep: C 56 I'b npumepHo 0o 94 b
- Kaxabin nogumHeHHbin cepep: C 16 I'b npumepHo po 28 Tb

YBenuubTe NPOCTPAHCTBO apXMBHOIO XypHana Tak, 4Tobbl y Bac 6b110 4OCTATOUYHO AOCTYMHOrO
MPOCTPaHCTBA 419 NOAAEPIKKMN KOMMNOHEHTa LLeHTp onepaumii 1 4Tobbl 3TO HE BIIMSO Ha
CYLLEeCTBYHOLLME OnepaLmm cepeepa.

Tpe6oBaHusa K NnporpaMMHOMY obecneueHuto

[okyMeHTaLmsa ons oMCKOBOro pelweHus IBM Spectrum Protect ¢ o4HOM NNowanKon CoaepXnuT 3agaumn
MO YyCTaHOBKE U KOH(MIypPUPOBaHMIO A5 YKa3aHHbIX HMXKE ONepaunoHHbIX CUCTeM. Y Bac A0NXHbI 6biTb
BbINOMHEHbI MUHMMaNbHble TpeboBaHMa K MporpaMmamM 13 nepeyunciieHHbIX.

NHdopmaumio o TpeboBaHMAX K NporpamMmam af1s ApanBepoB NIEHTOUHbIX ycTponcTs IBM cMoTpuTe B
pasgene PYKOBOACTBO MO YCTaHOBKE M Mcnonb3oBaHuWio IBM Tape Device Drivers.

Cucrtembl AIX

Tun NO MuHuManbHble Tpe6oBaHMSA K NporpaMMHOMY o6ecneveHuio

OnepaunoHHag cuctema | IBM AIX 7.1

[ononHuTensbHyo nHhopMaunio o TpeboBaHMAX K ONepaLMOHHbIM
cucTteMaM cMoTpuTe B pasaene AIX: MMHMManbHble TpeboBaHms K cucteme
onga cuctem AIX.

YTunuTa gunzip YTunuta gunzip pomxkHa bbiTb 4OCTYNHA B Ballel CUCTEME [0 YCTAHOBKM
nnu obHoBneHus cepeepa IBM Spectrum Protect . Ybeautecn, 4to ytunmta
gunzip ycTaHOBNEHA U ee NyTb 3afaH B NepeMeHHol cpebl PATH.
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Tun NO

MuHuManbHble Tpe6oBaHUA K NporpaMMHOMy ob6ecneyueHuIo

Tun ¢annoBon cncTemsl

dannosble cuctembl JFS2

CucTtembl AIX MOryT K3WwmpoBaTb 6onbluve 06beMbl aHHbIX (hannoBoi
CUCTEMBI; MPY 3TOM MOXET COKpaLLaTbcs 06beM NaMaTh, HeobXoANMBbIN
cepBepy u npoueccam IBM Db2. YTobbl n3bexaTb NogKauku npu
ncnonb3oBaHum cepeepa AIX, ncnonbdynte ong gannoson cuctemol JFS2
OnuMI0 MOHTMpPOBaHuUa rbrw. [1na kawa anioBon CUCTEMbI UCMONb3YeTCs
MeHblle namaTu, n gns IBM Spectrum Protect 6yneTt goctynHo 6onblue
namsaTu.

He ncnonb3yinTe onumMm MOHTMPOBaHMS (hanioBOM CUCTEMBI C
napannenbHbiM BBOoAOM-BbIBogoM (Concurrent I/0, CIO) n ¢ npsiMbiM
BBOAOM-BbIBOLAOM (Direct I/O, DIO) ans hainoBbix CUCTEM, COLEPIKALLNX
XypHanbl 6a3bl faHHbIX IBM Spectrum Protect unu Toma nynoB XpaHeHus.
Ncrnonb3oBaHWe 3TUX ONUMA MOXKET Bbi3biBaTb CHUXEHUE
NPOM3BOANTENBHOCTN MHOIMX CepBePHbIX onepaumi. IBM Spectrum
Protect n Db2 Bce paBHO MoryT ncnonb3oBatb DIO TaMm, roe 310 BbIrO4HO,
Ho ons IBM Spectrum Protect He TpebytoTcs onumm MOHTUPOBaHUS, YTOObI
BbIGOPOYHO MCNONb30BaTb NPEMMYLLECTBA 3TOFO METOAA.

Lpyroe nporpaMmHoe
obecneueHune

O6onouka Korn (ksh)

Cuctembl Linux

Tun NO

MuHuManbHble Tpe6oBaHUSA K NPOorpaMMHOMy obecneyeHuto

OI'IepaLI,VIOHHaFl cucrtema

Red Hat Enterprise Linux® 7 (x86_64)

Bubnuoteku

Bubnunotekn GNU C Bepcun 2.3.3-98.38 nnun HoBee, yCTaHaBIMBAaEMbIE B
cucteme IBM Spectrum Protect.

CepBepsbl Red Hat Enterprise Linux:

- libaio

« libstdc++.50.6 (TpebytoTca 32- n 64-paspsigHble NaKeTbl)
« numactl.x86_64

Tun channoBon cucTeMsl

CchopMaTupyiTe hannosble CUCTEMBI, CBA3aHHbIE C 6a3aMun AaHHbIX,
ncnonbsys ext3 nnu ext4.

[lna channosbix CUCTEM, CBA3AHHbIX C Nynamu, ucnonb3yinte XFS.

Lpyroe nporpamMMHoe
obecneyeHune

O6onouka Korn (ksh)

Cuctembl Windows

Tun NO

MuHuManbHble TpeGOBaHMH K NIporpaMMHOMY obecneueHuto

OnepaunoHHasg cuctema

Microsoft Windows Server 2012 R2 (64-paspagHas cuctema) unm Windows
Server 2016

Tun annoBon cncTemsl

NTFS
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Tun NO

MuHuManbHble Tpe6oBaHUsA K NporpaMMHOMY ob6ecneyueHunIo

Lpyroe nporpaMmHoe
obecneveHmne

HonxHbl 6bITb ycTaHOBNEHbI 1 BKkAtoUeHbl Windows 2012 R2 nnn Windows
2016 c nnatdopmoint .NET Framework 3.5.

LonxHbl 6bITb OTK/IHOYEHDI cnepywouime NoNNTUKKM ynpaBsieHNa y4eTHbIMU

3anMcsamu nonb3oBaTenemn:

« YnpaBfieHne y4eTHbIMM 3anncamMu Nnonb3osartesieit: Pexxum YTBepxoaTb
aflMMHUCTPATOPOB AN BCTPOEHHOW YUeTHOW 3annucu AIMUHUCTPATOP

. VnpaBneHme YYE€THbIMU 3anncamMmm nonb3oBaTtenen: 3aI'IYCKaTb BCeX
aAMUNHNCTPATOPOB B pexXnme yTBep)-K,EI,aTb AOMNHNCTPATOPOB

UHopMmauumsa, cBa3aHHaA € aHHOM
HacTpolika ceTeBbix onumin AIX

Pa6oune nucTbl N1aHUPOBAHUA

Mcnonbayinte paboumne Tabnunubl NI1aHMPOBAHMUS, UTOObI 3aMMCbIBATb B HUX 3HAYEHUS, KOTOpbIE Bbl
ncrnonbayeTe Npu HaCTPOMKe CUCTEMbI C NOCTeAYOWNM KOHUTyprpoBaHuem cepeepa IBM Spectrum
Protect. icnonb3yinTe Hauny4lime NpaKkTUYecKme 3HaYeHUs No YMoYaHuto, NpuBeaeHHble B paboumnx

Tabnuuax.

Kaxpas pa6oqaﬂ Tabnuua NoMoXKeT BaM NOAroTOBUTLCS K Pa3HbIM CTaAnAM KOHd)VII'prpOBaHMﬂ
CUCTEMbI 3a CHET NCNOJZIb30BaHUA HAUNTYHLLINX MPAKTUYECKUX 3HAYeHUN:

MpepBapuTenbHoe KOH(UrypUpoBaHMe CepBEPHO CUCTEMDI
Mcnonbayinte paboune Tabnnubl NpeaBapuTesibHOro KOH(UIyprpoBaHus 1S NiaHMpoBaHUs
(halfoBbIX CUCTEM M KaTasIoroB, KOTOPLIE Bbl CO34aAMTe, KOrAa CKoHdUrypupyeTe dainoBble
cucTembl ansa IBM Spectrum Protect Bo BpeMs HAaCTpoWKu cMcTeMbl. Bce KaTanoru, cosgaHHblie BaMu
ONs cepBepa, LOMKHbI 6bITb MYCTbIMU.

KoHdhurypauusa cepsepa
Bocnonbsyntech pabounmum Tabnmuamm no KOHUrypupoBaHuto, koraa bynerte KOHUrypmposaTb
cepsep. ,D,J'IFI OONbLUMHCTBA 3/IEMEHTOB npepnararoTca 3Ha4vYeHna no ymon4vaHuto, Kpome crniy4vaes,
Korga sTo OTMeYyeHo.

AIX

Tabnuya 2. Pabouas Tabnuya 019 npedBapuTesbHOro KOHGUrypupoBaHus cepsepHol cuctemol AIX

AneMeHT 3HaueHue no Cob6cTBEHHOE MuHUManbHbIN MpumeuaHusa
YyMONYaHUI0 3HauyeHue pasmMmep KaTtanora
Agpec nopTta 1500 HenpuMeHnmo Y6epuTtech, 4To

TCP/IP pnga
B3aMMOLEeNCTBUSA
C cepBepoMm

3TOT NOpPT
LOCTYMeH, Korga
byoete
yCTaHaBNMBaTb U
KOHhMTyprpoBaThb
onepaunoHHYIo
cucTemy.

Homep nopta
MOXeT bbITb
yncnom B
JuanasoHe oT
1024 po 32767.
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodommeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmep KaTasnora
KaTanor ons /home/tsminstl/ 50TBb Ecnu Bbl UIsSMeHUTE
aK3emnaapa tsminstl 3HayeHune
cepBepa KaTasora
3aK3emnaapa
cepBepa no
CPaBHEHMUIO CO
3Ha4YeHneM no
YMOJTHaHUIO,
N3MeHUTE TaKxKe
3HayeHune
Bnagenbua
ak3emnnsapa Db2 B
Tabnuua 3 Ha cTp.
9.
KaTtanor gn4q / LJocTtynHoe
YCTaHOBKM NPOCTPaHCTBO,
cepBepa Heobxoommoe gns
katasnora: 5 b
KaTtanor gn4a /usr LJocTtynHoe
YyCTaHOBKM NPOCTPaHCTBO,
cepBepa HeobxopomMmoe gns
katasnora: 5 b
Katanor ons /var HocTtynHoe
YCTaHOBKM NPOCTPaHCTBO,
cepsepa Heobxogumoe ang
katanora: 5b
Kartanor gns /tmp HocTynHoe
YyCTaHOBKM NPOCTPaHCTBO,
cepBepa Heobxogmmoe gns
katanora: 5b
KaTtanor gns /opt HocTynHoe
YCTaHOBKM NPOCTPaHCTBO,
cepBepa Heobxoanmoe gnsi
katanora: 10 'b
KaTanor ans /tsminstl/TSMalog « He6onbLme u Ecnn Bbl cospaete
aKTUBHOrO cpeanve: 140 TB aKTMBHbBIN XYypHan
XKypHana ] npu
* KpynHbie: 300Tb nepBoHa4anbHOM
KOH(MIyprpOBaHU
n cepsepa,
3aganTe pasMmep,
paBHbIn 128 Ib.
KaTanor ans /tsminstl/ « He6onbwue: 1 T
ApXMBHOIO TSMarchlog . CpepHve: 2 T6
XypHana

» KpynHble: 4 Tb
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX

(npodosmeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
KaTtanorun gna MuHuManbHoe obuee | Co3pante
6asbl OaHHbIX Jtsminstl/ NPOCTPaHCTBO AN MWHUMaNbHOE
TSMdbspace0® BCEX KaTasloroB: uncno hannoBbIx
/tsminstl/ . HeBonbiuue: He cucteM gns 6asbl
TSMdbspace®1 meHee 1 TE o <t o
/tsminstl/ C . .
« Cpe €: He MeHee
TSMdbspace02 ZpTéD'HM He Men pa3|vuepa.BaLuem
/tsminstl/ CUCTEMDI:
TSMdbspace03 * KpynHbie: He MeHee |, Hogonbwme: He
47Tb MeHee 4
thannosbix
cUcTem
e CpepHue: He
MeHee 4
thannosbix
CUCTEM
« KpynHblie: He
MeHee 8
thannosbix
cucTem
KaTtanorun gna MuHuManbHoe obuee | Co3pante
XpaHeHus /tsminstl/TSMEile00 NPOCTPaHCTBO AN MWUHMManbHOe
/tsminstl/TSMEile0l BCEX KaTasloroB: uncno hannoBbIx
/tsminstl/TSMfile02 « HebonbLume: He cucTem gns
/tsminstl/TSMfile03 MeHee 38 TH XpaHenua B

« CpenHue: He MeHee
180 Tb

* KpynHsble: Mo
KpanHen mepe, 500
TB

3aBWCUMOCTHM OT
pasMepa Ballemn
CUCTEMBI:

« Hebonblune: He
MeHee 2
thannosbix
cucTem

e CpepHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
mMeHee 30
thannosbix
cucTem
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Tabnuya 2. Paboyas Tabauya 0415 npedBaputesibHOro KOHGUrypupoBaHusi cepBepHol cuctemsl AIX
(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
Katanorun gns MuHuManbHoe obuwee |CospanTe
pe3epBHOro /tsminst1/TSMbkup@o MPOCTPaHCTBO A1 MWHMManbHOe
KOMMpOBaHUS /tsminst1/TSMbkup@1 BCEX KaTasioros: uncno annosbix
6a3bl JaHHbIX /tsminst1/TSMbkup®2 . HeBosbLme: He cucTeM gns
/tsminstl/TSMbkup03 meHee 3 Tb PE3EPBHOrO
KOMMpOBaHUS
+ CpepHve: He MeHee | Hasbl faHHbIX B
10Tb 3aBUCMMOCTU OT
« KpynHble: He MeHee | Pa3mepa Baluei
16 TH CUCTEMBI:
» Hebonblume: He
MeHee 2
thannosbix
cucTeM
e CpepHue: He
meHee 3
thannosbix
cucTem
« KpynHblie: He
mMeHee 3
thannosbix
cucTeM

MepBbl KaTanor
pesepBHbIX KoMK
6a3bl JaHHbIX
Takxe
MCMNOJb3yeTcs Kak
KaTanor
0TKa30yCTONYMBOC
TW XKypHana
apPXMBUPOBAHMS U
Kak BTOpas Konus
XPOHOSIornmn Toma

n thannos
KOHUrypaumnm
yCcTpoKcTBa.
Tabnuya 3. Paboyas Tabauua 05185 koHpurypupoarus IBM Spectrum Protect
AneMeHT 3HauveHue Nno yMONYaHUK Co6¢cTBEeHHOE 3HAYeHue MpuMevaHus
Bnapgeneu, tsminstl Ecnu Bbl U3aMeHUnn
ak3emnnapa Db2 3HaYeHue rno yMoNyaHuio

N9 KaTanora ak3emnasapa
cepBepa B Tabnuue
Tabnuua 2 Ha cTp. 6, TO
N3MEHNTE TaKXe
3HauYeHue Bragenbua
ak3emnnapa Db2.

YacTb 1. MnaHMpoBaHMe AMCKOBOro pelleHns No 3aliuTe AaHHbIX C OAHOW NIoWaaKon 9



Tabnuya 3. Paboyas Tabauya 01 koHgpurypuporaHus IBM Spectrum Protect (npodosineHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMmevaHusa

Maponb Bnagenbua
ak3emnnapa Db2

passwOrd

BbibepuTe B KauecTBe
napons Bnagesnbua
3K3eMMnispa sHaveHue,
oTanvaroLLeecs ot
3HAYeHMs Mo YMOTYaHMIo.
06s513aTeNbHO 3anuimnTe
3TO 3HAUEHWNE N XpaHuTe
ero B HaOeHOM MecTe.

MepBuYHas rpynna
4NS Bnagenbua
ak3emnnsapa Db2

tsmsrvrs

Mmsa cepeepa

3Ha4yeHneMm no YyMOJ14aHUIO
ona nMeHu cepBepa
ABNnaeTca CUCTEMHOE NM4A
XOCTa.

Maponb cepBepa passwOrd BbibepuTte B KauecTBe
napons cepeepa
3HaveHue, oTAnvatoLeecs
OT 3HaYeHus No
yMonyaHuto. O6s3aTenbHO
3anuLimTe 3TO 3HaYeHne 1
XPaHUTE ero B HAEXHOM
mecTe.

1D admin

agMuHUCTpaTopa:

ID nonb3oBaTensa

ONna aKk3emnnspa

cepeepa

Mapone ID passwOrd BbibepuTe B kKauecTse

agMUHMCTpaTopa napons agMmMHUcCTpaTopa

3HaueHue, oTiMvarlLLeecs
OT 3Ha4YeHud no
yMon4yaHnuto. Ob6asatenbHo
3anmunTe 3To 3HaYvYeHne n
XPaHUTe ero B HageXxHoM
MecTe.
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Tabnuya 3. Paboyas Tabauya 01 koHgpurypuporaHus IBM Spectrum Protect (npodosineHue)

AneMeHT 3HaueHue No yMONYaHUI0 Cob6cTBEHHOE 3HAUeHue MpumeuaHus

lMnaHoBoe BpeMs 22:00 Bpemsa Hauana

Havana pacnucaHus no
YMOT4aHUIO

COOTBETCTBYET Havany
thasbl pabouen Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT 13 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs hasbl
pabouein Harpysku
K/IMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIakTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepaumm no
obcnyxmBaHuo cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco 4Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

Linux

Tabnuya 4. Paboyas Tabauya 018 npedBapuTesibHOro KOHMUrypupoBaHus cepBepHol cuctembl Linux

AnemMeHT 3HauyeHue no CobcTBEeHHOE MuUHUManbHbIN MpuMmeyaHus
YMOJIYAHUIO 3HaueHue pasmep KaTtanora

Appec nopta 1500 HenpnmeHnmo Ybeputech, UTo
TCP/IP on4a 3TOT NopT
B3aMMOOENCTBUSA 0OCTyneH, Korga
C CepBepom byneTte
yCTaHaBmMBaTb 1
KOH(MrypmpoBaTb
onepaumoHHYy
CUCTEMY.

Homep nopta
MoxeT bbITb
yncnom B
JuanasoHe oT
1024 po 32767.

YacTb 1. MNnaHMpoBaHMe OUCKOBOMO peLleHmns No 3awmTe AaHHbIX C 04HOM nnowaakon 11



Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodosmeHue)
AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYAHUIO 3HaueHue pasmep KaTasnora
KaTanor ons /home/tsminstl/ 25Tb Ecnu Bbl UIsSMeHUTE
aK3emnaapa tsminstl 3HayeHune
cepBepa KaTanora
aKk3emnaspa
cepsepa no
CpaBHEHWIO CO
3Ha4YeHMeM no
YyMONYaHuto,
NU3MEHNTE TaKXe
3HauveHune
Bnagenbua
ak3emnnsapa Db2 B
Tabnuua 5 Ha cTp.
14.
KaTanor ans /tsminstl/TSMalog « He6onbLume u
aKTMBHOIO cpenHue: 140 b
XypHana
P » KpynHbie: 300 b
KaTanor ans /tsminstl/ « He6onbwue: 1 T
APXMBHOIO TSMarchlog )
ypHana « CpegHue: 2 Tb
* KpynHbie: 4 Tb
Katanoru ons MuHumanbHoe obuwee |Cospante
6asbl JaHHbIX /tsminstl/ NPOCTPaHCTBO ,EI:J'IH MWHUManbHOe
TSMdbspace®0 BCEX KaTasoros: yumcno (Dal/l}'lngIX
/tsminstl/ « HebonbLume: He cucrem ans basel
/tsminstl/ C . .
» CpefHuve: He MeHee
TSMdbspace02 ZE)I'BH pa3Mepa.BaLuev|
/tsminstl/ CUCTEMDbI:
TSMdbspace03 * KpynHbie: He MeHee |, Hegonbiwme: He

4Tb

meHee 4
thannosbix
cucTem

e CpepHue: He
MeHee 4
thannosbix
cucTem

» KpynHble: He
MeHee 8
thannosbix
cucTeM
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Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora

Kartanoru gnsa MuHumanbHoe obuee |Cospante

XpaHeHus /tsminstl/TSMEile00 NPOCTPaHCTBO AN MUHUMaNbHOE
/tsminstl/TSMEile01 BCEX KaTanoros: uncno hannoBbIx
/tsminstl/TSMfile02 « HebonbLume: He cucTem gns
/tsminst1/TSMfile03 meHee 38 T6 XPaHEHWs B

« CpenHue: He MeHee
180 Tb

* KpynHble: Mo

KpanHen mepe, 500
T

3aBWCUMOCTHM OT
pasMepa Ballemn
CUCTEMBI:

« Hebonblune: He
MeHee 2
thannosbix
cucTem

e CpepHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
mMeHee 30
thannosbix
cucTem

YacTb 1. MnaHMpoBaHMe AMCKOBOro pellieHuns Mno 3aliuTe JaHHbIX C 0AHOM nnowaaxkoin 13




Tabnuya 4. Paboyas Tabauya 015 npedBaputesibHOro KOHMUrypupoBaHUsi cepBepHol cuctemsi Linux

(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora

Kartanoru gnsa MuHumanbHoe obuee |Cospante

pe3epBHOro /tsminst1/TSMbkup@o NPOCTPaHCTBO AN MWHUMaNbHOE

KOMMpoBaHUs /tsminst1/TSMbkup@1 BCEX KaTanoros: uncno hannoBbIx

6a3bl JaHHbIX /tsminst1/TSMbkup®2 . HeBosbLme: He cucTeMm ons
/tsminstl/TSMbkup03 MeHee 3 TB PE3EPBHOTO

KOMUPOBaHUS

10Tb

16 Tb

« CpenHue: He MeHee

« KpynHble: He MeHee

6a3bl AaHHbIX B
3aBUCUMOCTM OT
pasMepa Ballemn
CUCTEMDI:

« Hebonblune: He
MeHee 2
thannosbix
cucTem

e CpepHue: He
MeHee 3
thannosbix
cucTem

« KpynHblie: He
MeHee 3
thannosbix
cucTem

MepBbl KaTanor
pesepBHbIX KoMK
6a3bl JaHHbIX
Takxe
MCMNOJb3yeTcs Kak
KaTanor
0TKa30yCTONYMBOC
TW XKypHana
apPXMBUPOBAHMS U
Kak BTOpas Konus
XPOHOSIornmn Toma

n thannos
KOHUrypaumnm
yCcTpoKcTBa.
Tabnuya 5. Paboyas Tabauua 05185 koHpurypupoarus IBM Spectrum Protect
AneMeHT 3HauveHue Nno yMONYaHUK Co6¢cTBEeHHOE 3HAYeHue MpuMevaHus
Bnapgeneu, tsminstl Ecnu Bbl U3aMeHUnn

ak3emnnapa Db2

3HaYeHMe NO YMOTYaHMIO
ON1S KaTanora aksemnnspa
cepBepa B Tabnuue
Tabnuua 4 Ha cTp. 11, 10O
N3MeHUTE TaKxKe
3HayeHue BNagenbLua
ak3emnnapa Db2.
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Tabnuya 5. Paboyas Tabauya 015 koHgpurypuporaHus IBM Spectrum Protect (npodosineHue)

AneMeHT 3HaueHue No yMONYaHUI0 Cob6cTBEHHOE 3HAUeHue MpumeuaHus
Maponb Bnagenoua | password BbibepuTe B kKauecTee
ak3emnnapa Db2 naponsa snagenbua

J3K3eMmndpa 3aHa4vyeHue,
oTinyarouieeca ot
3Ha4YeHnd No yMOJ14aHKIO.
ObsazaTenbHO 3anuwImnTe
3TO 3Ha4YeHne N XpaHute
€ro B HagexHoMm MecTe.

[MepBuyHada rpynna |tsmsrvrs
Onga sBnagensua
ak3emnnsapa Db2

Mms cepBepa 3HavyeHMeM no yMon4aHuto
[N UMeHU cepBepa
ABNSAETCA CUCTEMHOE UMS

XocTa.

Maponb cepBepa passwOrd BbibepuTte B KauecTBe
napons cepeepa
3HaveHue, oTAnvatoLeecs
OT 3HaYeHus No
yMonyaHuto. O6s3aTenbHO
3anuLimTe 3TO 3HaYeHne 1
XPaHUTE ero B HAEXHOM
mecTe.

1D admin

agMuHUCTpaTopa:

ID nonb3oBaTensa

ONna aKk3emnnspa

cepeepa

Mapone ID passwOrd BbibepuTe B kKauecTse

agMUHMCTpaTopa napons agMmMHUcCTpaTopa

3HaueHue, oTiMvarlLLeecs
OT 3Ha4YeHud no
yMon4yaHnuto. Ob6asatenbHo
3anmunTe 3To 3HaYvYeHne n
XPaHUTe ero B HageXxHoM
MecTe.

YacTb 1. MNnaHMpoBaHMe OUCKOBOr0 peLleHmns No 3aWmTe AaHHbIX C O4HOM niowaakon 15



Tabnuya 5. Paboyas Tabauya 015 koHgpurypuporaHus IBM Spectrum Protect (npodosineHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMmevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOT4aHUIO
COOTBETCTBYET Havany
thasbl pabouen Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT 13 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs hasbl
pabouein Harpysku
K/IMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIakTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepaumm no
obcnyxmBaHuo cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco 4Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

Windows

MockonbKy MHOIO TOMOB CO3[aeTCs /19 CepBepa, CKOH(UIyprpynTe cepBep, MCNOJb3ys UMEIOLLYHOCS B
Windows dyHKLMIO 0TOBpaXxkeHMs AMCKOBbIX TOMOB B KaTanoru, a He B 6yKBbl [ UCKOB.

Hanpumep, C: \tsminst1\TSMdbpsace0O - 370 To4Ka MOHTUMPOBAHUS 4S5 TOMA C ero COBCTBEHHbIM
npocTpaHCcTBOM. ToM oTobpaxaeTcs B kaTanor Ha gucke C:, HO He 3aHMMaeT NPOCTPaHCTBO Ha aucke C:.
VckntoueHreM siBRsSeTcs KaTanor ak3emnnspa cepeepa, C: \tsminstl, koTopbin MoxeT 6bITb TOUKOW
MOHTMPOBAaHMS MU 06bIYHBIM KaTanoroMm.
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHus cepaepHol cuctems Windows

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJIUQHUIO 3HauyeHue pasmMep KaTtanora

Appec nopTta 1500 HenpuMeHnmo Y6epuTtech, 4To

TCP/IP pnga 3TOT NopT

B3aMMOLEeNCTBUS LOCTyneH, Korga

C CepBepoMm byneTe
yCTaHaBAMBaTb U
KOH(MrypmpoBaTtb
onepaLyoHHYI0
CUCTEMY.
Homep nopta
MOXeT bbITb
UYNCIOM B
AnanasoHe oT
1024 po 32767.

KaTanor gnsa C:\tsminstl 25TBb Ecnu Bbl U3MeHUTE

3Kk3emnnapa 3HauveHune

cepsepa KaTanora
aKk3emnnapa
cepsepa no
CPaBHEHMUIO CO
3Ha4YeHneM no
yMONYaHuto,
N3MEHNTE TaKXe
3HauveHune
BnagenbLa
ak3emnnapa Db2 B
Tabnuua 7 Ha cTp.
109.

Karanor anga C:\tsminstl1\TSMalog « HeBosnbLume u

AaKTMBHOTO cpepgHue: 140 b

Hyprana « KpynHbie: 300 B

Karanor anga C:\tsminstl1\TSMarch « HeBonbwue: 1 T

apPX1BHOrO log )

ypHana » CpegHue: 2TH

* KpynHble: 4 Tb

YacTb 1. MNnaHMpoBaHMe OUCKOBOr0 peLleHmns No 3aWmTe AaHHbIX C 04HOM nnowaakon 17




Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHus cepaepHol cuctems Windows

(npodonmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
yMONYaHuUIio 3HauyeHue pasmMep KaTtanora

Katanorun gngs MuHumanbHoe obuwee |CospanTe

6a3bl JaHHbIX MPOCTPAHCTBO AN MUHUMasbHOe

C:\tsminstl1\TSMdbsp
ace00
C:\tsminstl1\TSMdbsp
ace0l
C:\tsminstl1\TSMdbsp
ace02
C:\tsminstl1\TSMdbsp
ace03

BCEX KaTaJioros:

« Hebonbline: He
MeHee 1 Th

« CpenHue: He MeHee
2Tb

« KpynHble: He MeHee
4Tb

uncno hannoBbIx
cuctem gns 6asbl
OaHHbIX B
3aBWCUMOCTHM OT
pasMepa Ballemn
CUCTEMBI:

« Hebonblune: He
MeHee 4
thannosbix
cucTem

e CpepHue: He
mMeHee 4
thannosbix
cucTem

« KpynHblie: He
MeHee 8
thannosbix
cucTem

Kartanoru gnsa
XpaHeHus

C:\tsminst1\TSMfile
00
C:\tsminst1\TSMfile
01
C:\tsminst1\TSMfile
02
C:\tsminst1\TSMfile
03

MuHuManbHoe obuiee
NPOCTPaHCTBO Ond
BCEX KaTaJ1oros:

« Hebonbline: He
MeHee 38 Th

« CpenHue: He MeHee
180 Tb

* KpynHsble: Mo

KpanHen mepe, 500
T

Cospante
MUHUMasbHOE
uncno hannoBbIx
cUCTEM st
XpaHeHusa B
3aBWCUMOCTHM OT
pasMepa Ballemn
CUCTEMBI:

« Hebonblune: He
MeHee 2
thannosbix
cucTem

e CpepHue: He
meHee 10
thannosbix
cucTem

« KpynHblie: He
mMeHee 30
thannosbix
cucTem
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Tabnuya 6. Paboyas Tabauya 015 npedBaputesibHOro KOHGUrypuposaHus cepaepHol cuctems Windows
(npodosmeHue)

AneMeHT 3HauyeHue no CobcTBEHHOE MuHUManbHbIN MpumevaHusa
YMOJTYaHUIO 3HaueHue pasmep Katanora
Katanorun gns MuHuManbHoe obuwee |CospanTe
pe3epBHOro C:\tsminst1\TSMbkup MPOCTPaHCTBO A1 MUHMMalbHOE
KOMMpOBaHUS 0(:) BCEX KaTasioros: uncno annosbix
6a3bl JaHHbIX C:\tsminst1\TSMbkup . HeBosbLme: He cucTeM gns
01 meHee 3 Thb PE3EPBHOTO
C:\tsminst1\TSMbku _ KOMMPOBaH1A
02\ \ P + CpefHue: He MeHee [ GFasbl JaHHbIX B
. 10Tb
C:\tsminst1\TSMbkup 3aBUCNMOCTW OT
03 « KpynHble: He MeHee | Pa3Mepa Bawen
16 TH CUCTEMBI:
» Hebonblume: He
MeHee 2
thannosbix
cucTeM
e CpepHue: He
MeHee 3
thannosbix
cucTem
« KpynHblie: He
mMeHee 3
thannosbix
cucTeM

MepBbl KaTanor
pesepBHbIX KoMK
6a3bl JaHHbIX
Takxe
MCMNOJb3yeTcs Kak
KaTanor
0TKa30yCTONYMBOC
TW XKypHana
apPXMBUPOBAHMS U
Kak BTOpas Konus
XPOHOSIornmn Toma

n thannos
KOHUrypaumnm
yCcTpoKcTBa.
Tabnuya 7. Paboyas Tabauua 05185 koHpurypupoarus IBM Spectrum Protect
AneMeHT 3HauveHue Nno yMONYaHUK Co6¢cTBEeHHOE 3HAYeHue MpuMevaHus
Bnapgeneu, tsminstl Ecnu Bbl U3aMeHUnn
ak3emnnapa Db2 3HaYeHue rno yMoNyaHuio

N9 KaTanora ak3emnasapa
cepBepa B Tabnuue
Tabnuua 6 HacTtp. 17, 10O
N3MEHNTE TaKXe
3HauYeHue Bragenbua
ak3emnnapa Db2.

YacTb 1. MnaHMpoBaHMe AMCKOBOro peLlieHuns Nno 3aliuTe JaHHbIX C OAHOM nnoLwanxkon 19



Tabnuya 7. Paboyas Tabauya 0515 koHpurypupoaHus IBM Spectrum Protect (npodosineHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMmevaHusa

Maponb Bnagenbua
ak3emnnapa Db2

pAssiOrd

BbibepuTe B KauecTBe
napons Bnagesnbua
3K3eMMnispa sHaveHue,
oTanvaroLLeecs ot
3HAYeHMs Mo YMOTYaHMIo.
06s513aTeNbHO 3anuimnTe
3TO 3HAUEHWNE N XpaHuTe
ero B HaOeHOM MecTe.

Mmsa cepeepa

3HaveHneMm no YMOJ14aHUIO
ona nMeHum cepBepa
ABNAeTCcqa CUCTEMHOE NMA
XOCTa.

Maponb cepBepa passwOrd BoibepuTe B kKauecTse
napons cepeepa
3HayeHue, oTMYatoLeecs
OT 3Ha4YeHUs No
ymMonyaHuto. O6s3aTenbHO
3anuuwmnTe 3TO 3HaYEeHME U
XPaHuTe ero B Ha4EeXHOM
MecTe.

ID admin

agMuHUCTpaTopa:

ID nonb3oBatens

4Ns aK3emnnspa

cepsepa

Maponb ID passwOrd BbibepuTe B KauecTse

agMuHuUcTpaTopa napons agMMHMUCTpaTopa

3HaueHwue, oTMvarLLeecs
OT 3Ha4YeHuUd no
yMonuyaHuto. Obs3aTenbHo
3anmunTe 3To 3HaYeHne n
XpPaHUTe ero B HageXxHoMm
MecrTe.
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Tabnuya 7. Paboyas Tabauya 0515 koHpurypupoaHus IBM Spectrum Protect (npodosineHue)

AnemeHT

3HauyeHue no ymonyaHuio

Cob6cTBeHHOe 3HaueHue

MpuMmevaHusa

lMnaHoBoe BpeMs
Havana

22:00

Bpemsa Hauana
pacnucaHus no
YMOT4aHUIO
COOTBETCTBYET Havany
thasbl pabouen Harpysku
K/IMeHTa, KoTopas
NpPenMyLLECTBEHHO
COCTOUT 13 onepauun
pe3epBHOro KONMpoBaHus
N apX1MBUPOBaHUS
KnueHTa. Bo BpeMs hasbl
pabouein Harpysku
K/IMeHTa pecypchl
cepBepa noanepxunsaroT
onepalun KnneHTa.
O6bI4HO 3TK onNepaLmm
3aBepLIakTCs B TeUeHue
OKHa HOYHOro
pacnucaHums.

PacnucaHnua ong
onepaumm no
obcnyxmBaHuo cepeepa
3a4aHbl Tak, YTobbl OHM
HaunHanuco 4Yepes 10
YacoB MOCJIe Hayasa OKHa
pe3epBHOro KONMpoBaHus
K/veHTa.

NMnaHupoBaHMe XpaHeHUS

BbibepuTe Hanbonee ahheKTUBHYIO TEXHONOTMIO XpaHeHUs A8 KoMnoHeHToB IBM Spectrum Protect,
yTobbl 06ecneunTb ahheKTMBHYIO paboTy cepBepa 1 BbICOKYIO MPON3BOANTENIbHOCTb OMnepaLmi.

Y annapaTHbIX YCTPOWCTB XPaHEHWS pa3Hble XapaKTePUCTUKM eMKOCTU U NPOU3BOAUTENBHOCTH, UTO
onpenenseT 7o, KaK UX MOXHO 3(htheKTUBHO MCnosib3oBaTb BMecTe ¢ IBM Spectrum Protect. O6wue
pekoMeHaauum no Bbibopy COOTBETCTBYIOLWEr0 060PYA0BaHNA XPaHEHNS M HACTPOMKe BalLEro peLleHns

CMOTpPUTE B YKa3aHHbIX HUXXE MCTOYHUNKAX.

Basa AAaHHbIX M AKTUBHDIN XXYpPHan

« Micnonb3ynTe onsa 6asbl AaHHbIX M aKTUBHOTO XXypHana IBM Spectrum Protect 6bicTpbIn AUCK,
HanpuMep, Co CneayrLUnNMm XapaKkTepUCTUKaMN:

— BbicokonpounseoguTenbHbin Anck 15 K rpm ¢ onToBosiokoHHbIM (Fibre Channel) nnu
nocnenoBaTesibHO NOAKNOYEHHbIM UHTepdericom SCSI (SAS).

— TBeppoTenbHbIn guck (Solid-state disk, SSD)

« N30nunpyiiTe aKTUBHbIN XypHan oT 6asbl AaHHbIX, €CNUY Bbl HE UCNONb3yeTe TBepaoTenbHoe (SSD)
nnu cdhnew-obopynoBaHme

« MNpu cosgaHnn MaccnBoB Ans 6asbl AaHHbIX Ucnonb3ynTte RAID ypoBHS 5

Myn xpaHeHua

« [1ng nyna XxpaHeHUsa MOXXHO UCMNONb30BaTb MeHee Joporve n bonee MeasleHHblE AUCKU
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« [yn XpaHeHUs OaHHbIX MOXET COBMECTHO MCMOMb30BaTh AUCKM AJ151 XPAaHEHNS apXMBHOIO XypHana
N pesepBHOM Konuu 6asbl JaHHbIX

« Wcnonbsynte RAID ypoBHS 6 419 MacCMBOB MyJI0B XpaHeHus, 4Tobbl L,06aBUTb 3aLUUTY OT OBOMHbIX
cb0eB AncKa Npu NCMONb30BaHWMN KPYMHbIX TUMOB AMCKOB

UHopMmauumsa, cBa3aHHaA € aHHOM
TpeboBaHUs K cMCTEME XPAHEHWS U YMEHbLUEHME PUCKA NOBPEXAEHUS OaHHbIX

nﬂaHMPOBaHMe MacCuUBOB XpPaHeHUsx

MoAroToBbTECH K KOH(PMIYPUPOBAHMIO OMCKOBOIO XpaHeHus, cniaHnposas maccuebl RAID 1 Toma B
COOTBETCTBMU C pa3MepoM Ballen cucteMol IBM Spectrum Protect.

Bbl paspabaTbiBaeTe MacCMBbI XpaHEHMS], Ppa3Mep M XapaKTEPUCTUKM MPON3BOANTENBHOCT KOTOPbIX
NOOXOAST O/ OAHOI0 M3 KOMIMOHEHTOB CEPBEPHOM CUCTEMBI XpaHeHus IBM Spectrum Protect,
Hanpumep, 6a3bl aHHbIX cepBepa Un nyna xpaHeHus. Onepauns NIaHMpPoOBaHMSA XPaHEHWS OOMKHA
YyYMUTbIBATb TUM HakonuTens, ypoBeHb RAID, uncno HakonuTenem, UNCno 3anacHblX HaKonuTenen n T.n. B
KOH(Mrypaumsax peLeHuns rpynnbl XxpaHeHnsa cogepxat Maccnbl RAID BHYTpeHHero xpaHeHus, KoTopble
COCTOSIT U3 HECKOJIbKMX (PU3NYECKNX OMCKOB, NPEeOCTaB/IEHHbIX B CUCTEME B BUAE NTOTMYECKUX TOMOB.
MNpwn KOHUryprpoBaHMM GUCKOBOW CUCTEMbI XPaHEHWS Bbl CO34aeTe FPynMbl XpaHEeHUs UK Nybl
XPaHeHMWs OaHHbIX, a 3aTeM Co3[aeTe MacCMBbl XPaHEHMS B rpynnax.

Bbl cospgaete Toma unum LUN 13 rpynn xpaHeHus. Ipynna XxpaHeHUs 3a4aeT, Kakue aucku obecneunsatot
NMPOCTPaHCTBO XpaHeHWs, cocTaBnsowee Tom. [py co3gaHnm TOMOB CAeNnanTe X NOMHOCTbLIO
BblaeneHHbIMU. MicnonbaytoTca 6onee 6bICTpble TUMbI AUCKOB, YTOBbI XpaHUTb TOMa 6asbl AaHHbIX 1
aKTMBHble TOMa XypHana. bonee megneHHbIe TUNbI GUCKOB MOXKHO MCNOMb30BaTh A/19 TOMOB nyna
XPaHeHWS, apXMBHOTO XypHana 1 TOMOB pe3epBHbIX Konui 6asbl AaHHbIX. ECnn Ans noaroToBKM JaHHbIX
MCNONb3YeTCs MEHbLUMWI Ny XPaHEHMS Ha OCHOBE AUCKOB, BaM, BO3MOXHO, NPUAETCSA MCMOMb30BaTb
6onee bbiCTpble AUCKM, YTOBbI CNPaBUTLCA C eXXeAHEBHOM paboyelt Harpy3KoW No NOrIOLWEHMIO 1
nepeHacTporKe OaHHbIX.

B paspenax Tabnavua 8 Ha cTp. 22 1 Tabnuua 9 Ha cTp. 23 onuncaHbl TpeboBaHMs K cxeMe ass
KOH(UIypaLmm rpynn XxpaHeHUs 1 TOMOB.

Tabnuya 8. KOMNOHEHThbI KOHGUrypayuu rpynnsl XpaHeHus

KoMnoHeHT Moppo6HocTH

TpeboBaHus K Kak cepBep Ucnonb3yeTt NPOCTPAHCTBO XpaHEHUS.

NPOCTPaAHCTBY XpaHeHNSA

Ha cepsepe

Tun gucka Pasmep u ckopocTb Ang Tuna Aucka, MCNonb3yeMoro B COOTBETCTBUN C
TpeboBaHMAMU XPaHEHNUS.

KonuuecTtso ANCKOB Yncno ANCKOB KaXKAoro Tmna, KoTopble HEO6X0ANMbI B COOTBETCTBUN C
TpeboBaHMAMU K XPaHEHMIO.

EMKoOCTb ropsuvero Yuncno AMCcKoB, 3ape3epBMpPoOBaHHbIX B KAYECTBE 3anacHbIX Ans nepegaym

pesepBMpoOBaHUS ynpasfieHus B Ciiyyae oTkasa aucka.

YposeHb RAID YpoBeHb Maccua RAID, ncnonb3yeMbiii 48 1OrMYeCKOro XxpaHeHus.

YposeHb RAID onpenensieT Tmun nsbblTouHOCTU, obecneunsaemomn
MaccuBOM, Hanpmumep 5 nnu 6.

KonnyecTtso Macc1soB KonunuyecTso cospatowmxca Maccusos RAID.
RAID
DDM Ha maccus RAID Ckonbko Mmogynen auckosopnos (disk drive module, DDM) HyxHO

MCNONb30BaTb B KaxaoM 13 maccmsoB RAID.
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Tabnuya 8. KoMNoHeHTbI KOHUrypayuu rpynnsl xpaHeHus (npodosxeHue)

KomMnoHeHT MNoppo6HocTu

Mcnonb3yembivi pasmep Ha | Pasmep npocTpaHCcTBa, LOCTYMHbIN A1 XPaHEHNS OAaHHbIX B KAXXO,0M
maccuB RAID maccuse RAID nocne BblveTa NPOCTPaAHCTBA, NOTEPSHHOrO BCNeacTBMe
n36bITOUHOCTY.

Obwmin ncnonb3yeMbii Obwmin pasmep, AOCTYNHbIA AN XpaHEeHUS OaHHbIX B MaccmBax RAID:

pasmep
KonnyecTBo x Mcnonb3yembii pasmep

PekomeHayeMble MeHa MpepnoYTMTENbHOE MMS, KOTOPE CliefyeT MCNofb30BaTh A4S GUCKOB
rPynn XpaHeHusa u MDisk n rpynn MDisk.

MaccuBoB

McnonbsoBaHue KoMNOHeHT cepBepa, KOTOPbIN MCMOMb3YyeT YacTb (hM3NYECKOro AnckKa.

Tabnuya 9. KoOMNOHeHTbI KOHGUrypayuu ToMoB

KoMnoHeHT Moppo6HoOCTHU

TpeboBaHus K TpeboBaHUsi, B COOTBETCTBMM C KOTOPbIMU UCMNONb3yeTcs hn3nNUecKuii

NPOCTPAHCTBY XpPaHeHUs ONCK.

Ha cepBepe

Nma Toma YHUKanbHoe nMs, NPUCBOEHHOE OTAENbHOMY TOMY.

[pynna xpaHeHus Mm@ rpynnbl XpaHeHUs, oas KoTopon byaeT B3sATO NPOCTPAHCTBO, YTobbI
€030aTh TOM.

Pasmep Pasmep kaxgoro Toma.

MpepnonaraeMas Touka KaTanor Ha KoMmnbloTepe cepBepa, rae MOHTUPYeTCs TOM.

MOHTUPOBaHNA CepBeEpPa

KonuuyectBo Yucrno ToMOB, KOTOPbIE HY)XHO CO34aTb A5 BbINOHEHNUS OnpeaeneHHblX
TpeboBaHuii. icnonb3yinTe 0aMH 1 TOT e CTaHOAPT NPUCBOEHUS UMEH
0719 KQXKA,0ro ToMa, CO34aHHOI0 B COOTBETCTBUM C TEMU XKe
TpeboBaHNAMU.

VMicnonb3oBaHue KoMnoHeHT cepBepa, KOTOPbIN UCMOMb3yeT YacTb (h3MYeCKoro aAncka.

Mpumepbl

MpuMepbl KOH(UrypaLmm ana rpynn XpaHeHUs 1 TOMOB MOXHO HaWTW, BOCMOJSb30BaBLUNCH ClieaytoLLen
ccbinkon: MpuMepbl paboymnx IMCTOB ANs NIAaHMPOBAHWS MacCMBOB XpaHeHus. B npumepax nokasaHo,
KaK CniaHMpoBaTb XpaHeHMe Npu pasHbIX pasMepax cepeepoB. B KoHpUrypaumnsax npumepos
cyuiecTByeT oTobpaxeHne OAnH Ha oaMH Mexay amckamm MDisk u rpynnamm storage. MoxKHO ckavatb
npuMepbl U NI3MeHUTb paboure NUCTbI, YTOBbI CNNaHMPOBaTh KOHMUIypaL Mo XpaHeHUs 4a cepeepa.

NMnaHupoBaHue 3aWUTDbI

CnnaHupywTe 3almTy cucTeM B pelueHumn IBM Spectrum Protect, ncnonb3ys ynpaeneHue 4OCTYrNoM U
ayTeHTUMKaLmen, U pacCMOTPUTE BO3MOXHOCTb WN(POBAHMS OaHHbIX M Nepeaaqn naposien.

PeKOMEHﬂaHMMOTHOCMTeﬂbHO3aUWHBIBamemCpeﬂbIXpaHEHMHOTaTaKHpOFpaMM,Tpe6yKHuMXBMKYH,M
BOCCTaHOBJIEHUA Cpebl XpPaHEHUA, eCnn FIpOVIBOVI,EI,GT aTakKa, CMOTpuUTE B pa3aene 3awmTa Ccpenbl
XpaHeHMﬂHpOTMBHpOFpaMM'BMMOFaTeﬂeﬂ
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MnaHupoBaHue poneu agMUHUCTpPaATOpa

3afanTe ypoBeHb MOTHOMOUYMIN, KOTOPbIE Bbl XOTUTE Ha3HauMTb ang peweHnsa IBM Spectrum Protect.

ALMUHUCTPATOPAM MOXHO Ha3HAUYUTb OL4MH U3 CieayHLWMX YPOBHEW NOJHOMOYMIA:

Cucrema

Y aAMWHUCTPATOPOB C CUCTEMHBIMW NOJTHOMOYMAMMU - BbICLUMIA YPOBEHb MNOJIHOMOUMA.
AOMUHUCTPATOPbI C 3TUM YPOBHEM NMOJSTHOMOUYMIA MOTYT BbINONHUTL Ntobyto 3apady. OHW MoryT
yNpaBnsiTb BCEMW OMEHAMM MOMUTUKM 1 NyNaMu XPaHEHUS U NPEAOCTaBNAATb NOTHOMOYNA APYrUM

agMUHUCTpaTopam.
Monutuka

AOMUHUCTPATOPbI, Y KOTOPbIX €CTb MOJIHOMOYNSA NOSIMTUKK, MOTYT YNPaBNAaTb BCEMU 3aa4aMu,
CBA3aHHbIMU C yrnpaB/1eHNEM NOSINTUKOM. DTN NOSTHOMOUNSA MOoryT 6bITb HeorpaHnM4YeHHbIMU UNn
MOryT 6bITb orpaHun4yeHbl onpegeneHHbiMmm gooMmeHaMn NoNNTUKN.

XpaHeHue

AOMUHUCTPATOPbI, Y KOTOPbIX €CTb MOJIHOMOYNA XPaHEHWS, MOTYT BblOe/INTb PECYPCbl XPaHEeHUdA o4

cepBepa 1 ynpasnsiTb UMK,
Onepatop

ALMWHUCTPATOPBI, Y KOTOPbIX €CTb MOSIHOMO4YMS OnepaTopa, MOryT ynpaBnsaTh HENOCPEACTBEHHON
paboToi cepBepa 1 AOCTYNHOCTbIO TAKMX HOCUTENEN XPaHEH WS, KaK IeHTOYHble BUBNMOTEKM 1

HakonuTtenwu.

B cueHapusx B Tabnuua 10 Ha cTp. 24 npencTaBfieHbl NPUMEPBI TOro, MOYEMY BaM MOXET
noTpeboBaTbCA HA3HAUYNTb Pa3Hble YPOBHM NOIHOMOYUI, YTOObI aAMUHUCTPATOPbI MOT/IN BbIMONHATD

3afgavn:

Tabnuya 10. CyeHapuu 015 posell aOMUHUCTPATOPOB

CueHapui

Tun ID agMUHUCTpPaATOPA, KOTOPDIN HY>XKHO 3apaTb

ApMUHUCTpaTOp B HEHObLLOM KOMMNaHMK ynpaBnseT
CepBepoM 1 O0TBeYaeT 3a BCe onepaLum cepeepa.

e Cuctemuble nonHomoums: 1 ID agMuHKCTpaTopa

AOMUHUCTPATOP HECKOMIBKUX CEPBEPOB TaKXe
ynpaensieT Bcen cuctemMon. HeckonbKo opyrux
aAMUHUCTPATOPOB YNpPaBsoT CBOMMU
coBCTBEHHbBIMM Ny/1laMUn XPaHeHNS.

e CucteMHble NoHOMOYMS Ha Bcex cepsepax: 1 ID
agMuUHUCTpaTopa ons BCex 3aad no
AOMUHUCTPUPOBAHUIO CUCTEMBI

 [ToNIHOMOUKA Ha XpaHEeHWe N9 Ha3HAYEHHbIX NY10B
xpaHeHusa: 1 ID agMuHmMcTpaTopa ansa Kaxxaoro ns
OpYyrnx agMUHUCTPATOPOB

AOMUHUCTPATOP yNpaBnseT ABYMSA CepBepamu.
Lpyron cOTpyaHUK NOMOraeT BbIMOMHATb 3a4a4M Mo
aOMUHUCTPUPOBaHMIO. [1Ba NOMOLLHMKA OTBEYAKOT 3a
TO, 4TOBbI NPOM3BOAMIIOCE PE3EPBHOE KONMMPOBaHMe
BaXXHbIX CUCTEM. Ka)KJJ,bIl‘/'I NMOMOLWHWNK OTBEeYaeT 3a
MOHMWTOPUHT 3anlaHMPOBAHHbIX ONepaLLmin no
pe3epBHOMY KONMUPOBaHMIO HA OAHOM U3 CEPBEPOB
IBM Spectrum Protect.

« CucTeMHble NofiHOMo4mMsa Ha obounx cepeepax: 2 ID
agMuHMUCTpaTopa

» MNonHomouung onepatopa: 2 ID agMMHUCTPATOPOB
019 MTOMOLLHWKOB C AOCTYNOM K CepBepy, 3a
KOTOPbIA OTBEYAET KaX bl COTPYLAHUK

MnaHupoBaHue 3aWULLEHHOW CBSI3K

MnaH 3awmThbl B3AaNMOLENCTBUI MeXay KOMNOoHeHTamu pelweHns IBM Spectrum Protect.

OnpenennTe ypoBEeHb 3alLMThI, TPEOYHOLWMIACS ANS BalWMX aHHbIX, HA OCHOBE HOPMaTMBOB U bu3Hec-
TpeboBaHuWIn, KOTOPbIE OENCTBYHOT B Ballel KOMNaHUN.

Ecnu ons Bawero 6usHeca TpebyeTcs BbICOKMIA YPOBEHb 3aLLMUTbI NAPOEN U NepefaBaeMblX AaHHbIX,
3annaHupynTe peanmsaLmio 3allMLLEHHONM CBS3M Ha OCHOBe NpoTokonos Transport Layer Security (TLS)

nnn Secure Sockets Layer (SSL).

24 1BM Spectrum Protect: PykoBoACTBO N0 ANCKOBOMY PELUEHUIO C OOHOM NIOLLAAKON




TLS n SSL obecneunBatoT 3alUMNLLEHHYIO CBSI3b MEXAY CEPBEPOM U KNIMEHTOM, HO MOTYT OTpULATENBHO
BIMSATb HA NPOM3BOAMUTENBHOCTb CUCTEMBI. YTOObI MOBLICUTE NPOM3BOANTENIBHOCTb CUCTEMDI,
ncnonbdynte TLS ang ayTeHTUdMKaumm 6e3 wndpoBaHus aHHbIX 06beKTOB. YTobbI yKa3aThb,
ncnonb3yeT nu cepsep TLS 1.2 ona Bcero ceaHca Un TONbKO ANS ayTeHTUDMKALMKU, CMOTPUTE ONUCaHMe
onuuun knneHTa SSL onsa B3aMMoOencTBmin KnmeHTa ¢ cepsepom n napameTtpa UPDATE SERVER=SSL pns
B3aMMOAENCTBUI cepBepa c cepBepoM. HaunHas c Bepcum 8.1.2, TLS ncnonbsyetcs gas
ayTeHTUdMKaLMK MO yMon4vaHuio. Ecnu Bbl pelunte ncnonb3oBaTb TLS ansa wudpoBaHMs BCEro ceaHca,
MCMNONb3YNTe 3TOT NPOTOKON TOMbKO AN1S1 CEaHCOB, B KOTOPbIX 3TO HeobxoauMo, n nobaBbTe Ha cepBep
NpPoLECcCopHble pecypchbl, YTOObl CNPaBUTLCS C YBENMUEHNEM CETEBOr0 TpadumKa. TaKKe MOXKHO
nonpoboBaTb NCNOb30BaTb ApPYyrve onumnn. HanpumMep, B HEKOTOPbIX CETEBbLIX YCTPOMUCTBAX, HaNnpmumep,
B MapLlipyTnusaTtopax n KoMMyTtaTopax, ectb pyHkuma TLS nnum SSL.

TLS 1 SSL MOXHO MCnonb30BaTh 4S8 3aLMTbl HEKOTOPbIX U BCEX PA3/IMUHbIX BO3MOXHbIX NMyTel CBA3MN,
Hanpumep:

 LleHTp onepauwni: bpaysep c xabom; xab c NOAYMHEHHBIM CEPBEPOM

« KnueHT c cepsepoM

- CepBep C cepBepoM: pennnkaums ysnos

UHcopmauus, cegasaHHas ¢ JaHHOMU
3aumTa cBa3un

n.ﬂaHMpOBaHI/Ie XpaHeHud 3aI.I.IM(IJpOBaHHbIX AaHHDbIX

Onpepenute, TpebyeTca N Ballen KOMNaHMM WNGPOBaTb COXPaHsAeMble AaHHble, 1 BbibepuTe
BO3MOXHOCTW, KOTOPbIE flyylle BCEro NOAXOANT AN Bawmx TpeboBaHuin.

Ecnu Bawen komMmnaHus TpebyeTtcs WndpoBaTh faHHbIe B Mynax XpaHeHusl, Bbl MOXeTe UCMOoMb30BaTb
wngposaHme IBM Spectrum Protect nnu takoe BHellHee YCTPOMCTBO, KaK NeHTa Ans lWndpoBaHums.

Ecnu Bbl BbibrpaeTe IBM Spectrum Protect ans wundpoBaHmna fgaHHbIX, Ha KNMeHTe noTpebytoTcs
OONONHUTENbHbIE BbIYUCNUTENbHbBIE PECYPChI, YTO MOXET MOBMAUATL Ha NPOU3BOANTENIbHOCTb NPOLLECCOB
pe3epBHOro KONMPOBaHWS U BOCCTaHOBIEHWS.

UHopMaumsa, cBa3aHHasA € aHHOM

3amMeyaHus no WndpoBaHUIO AaHHbIX ANA NYJ0B XpaHeHus obnayHbix KoHTenHepos B IBM Spectrum
Protect

MnaHupoBaHue poctyna uepes 6paHgmayap

OnpepnenuTe, Kakue y Bac 3afaHbl bpaHamayapbl M Kakve NopTbl LOMKHbI ObITb OTKPbIThI, UTOOLI
pelweHune IBM Spectrum Protect paboTarno.

B pa3pene Tabnuua 11 Ha cTp. 25 onmncaHbl NOPTbl, UCNOMb3yeMble CEPBEPOM, KITMEHTOM U
KOMMOHEHTOM LleHTp onepauuii.

Tabnuya 11. lNopTel, ucnosib3yeMble CepBepoM, K/TUEHTOM U KOMNOHEHTOM LleHTp onepayull

AneMeHT Mo HanpaeneHue | OnucaHue

YMOJIYaHUIO0
Basosbivi nopT 1500 Nexopswme/ [ns Ka)kooro ak3eMnnspa cepsepa TpebyeTcst
(TCPPORT) BXxogdaLme YHUKanbHbIA NOpT. BMecTo nopTta no ymon4YaHuto

MOXHO 33aTb afIbTEPHATMBHbIV HOMEp NnopTa.
Onuna TCPPORT npuHUMaET OT KNIMEHTA KaK CeaHCbl
TCP/IP, Tak 1 ceaHcbl ¢ nopaepxkon SSL. Ona
TpaurKa KNneHTa aMUHUCTPUPOBAHNSA MOXHO
3a4aTb 3HAYEHMs NOPTOB, MCNOSb3YsA ONUUN
TCPADMINPORT v ADMINONCLIENTPORT.
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Tabnuya 11. [opTel, UChOIb3YeMble CepBEepPOM, KTUEHTOM U KOMNOHeHTOM L{eHTp onepayul

(npodommeHue)
AneMeHT Mo HanpaeneHue | OnucaHue
YMOJTYaHUIO
SSL-only port | 3HaueHua no | Ncxopsawme/ ITOT NOPT UCNONb3YEeTCs, €CNN Bbl XOTUTE
(SSLTCPPORT) | ymonuaHuto BXoasLmne OrpPaHUYNTb B3aMMOLENCTBMS Ha MOPTY TONbKO
HeT ceaHcamu, nogaepxuBawowmmm SSL. YTobbl
obecneunTb NoOAEPKKY B3anMoaencTemi kak SSL,
Tak u He SSL, ncnonbaynte onunn TCPPORT nnu
TCPADMINPORT.
SMB 45 Bxopauwume/ JTOT NOPT MCNOMb3yeTcs MacTepamm
ncxopsane KOH(MIypMpOBaHUs, KOTOPbIe, NCMOSb3YS
cobCTBEHHbIE MPOTOKOJ/Ibl, B3aMMOLENCTBYIOT C
HECKOJTIbKMMW XOCTaMMU.
SSH 22 Bxopauwume/ JTOT NOPT UCNONb3yeTcs MacTepamm
ncxopsaune KOH(MIypMpOBaHUs, KOTOPbIE, NCMOJb3YS
cobCTBEHHbIE NMPOTOKOJbI, B3AMMOLENCTBYIOT C
HECKOJTIbKMMW XOCTaMMU.
SMTP 25 Mcxopsawme 3TOT NOPT MCMONb3YETCS A5 OTNPABKU ONOBELLEHWNI
C cepBepa Mo 3/1IeKTPOHHOW nouTe.
NDMP 3HaueHus no | Bxopsue/ CepBep [O0/MKEeH UMETb BOSMOXHOCTb OTKPbITb
ymon4aHuto ncxoasiive coefMHEeHMe UCXOOALLErO YNPaBNSAOLWEro nopTa
HeT

NDMP c yctponcteoM NAS. Vicxopoauwmi
yNpaBnsoLWmMi NopT - 3TO HU3KOYPOBHEBLI afpec B
onpeneneHun yHKLUMM NepeMeLLeHns aHHbIX Ans
ycTporcTtBa NAS.

Mpwn BoccTaHoBNeHUN ¢ dhamn-cepsepa NDMP Ha
cepBep cepBep JoNKEeH UMETb BO3MOXHOCTb
OTKPbITb COEAMHEHNE NCXOAALLEro COeANHEeHNS
OaHHbix NDMP c yctponctsom NAS. MopT
COefMHEeHUs faHHbIX, KOTOPbIA NCNONb3yeTca Npu
BOCCTaHOBNEHUN, MOXHO CKOHUIypupoBaTb Ha
ycTporicTtee NAS.

Mpwn co3gaHnmn pesepBHbIX KONWK C hann-cepeepa
NDMP Ha cepBep ycTponctBo NAS AO/MKHO nMeTb
BO3MOXHOCTb OTKPbITb UCXOAALLNE COEANHEHUSA
OaHHbIX C CEPBEPOM, a CEPBEP A0JIKEH ObITb
cnocobeH NPUHATL BXOOALWME COeANHEHNS OAaHHbIX
NDMP. Mpwn noMoLLm cepBepHON onuumn
NDMPPORTRANGE M0>HO orpaHn4nTb Habop nopTos,
OOCTYMHbIX 415 UCNONIb30BaHUSA B KadyecTBe
coegnHeHmn paHHbiXx NDMP. Bbl MOxeTe
CKOHUrypmupoBaTb bpaHamayap 415 COeAUHEHUS C
3TUMM NOPTaMU.
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Tabnuya 11. [opTel, UChOIb3YeMble CepBEepPOM, KTUEHTOM U KOMNOHeHTOM L{eHTp onepayul

(npodommeHue)
AneMeHT Mo HanpaeneHue | OnucaHue
yMON4YaHUuo
Pennaukauns | 3HadeHus no | Mcxoasawne/ | Mopt i npoTokon Ans CXOAALLEro NopTa npy
ymMon4anuto BXoAsume pennukaumm sagaHbl komaHaoi DEFINE SERVER,
HET KOTOpas Ucnosnb3yeTcd, YTobbl HACTPOUTb
pennukaumto.
Bxopsiwme nopTbl gnsa pennmkaumm - 3To nopTbl TCP
M NopTbl SSL, KOTOpPbIE NCXOOHbIN CEPBEP YKa3biBaeT
B koMaHae DEFINE SERVER.
MopT MopT knuneHTa: | Ucxopawme KnueHT ocylecTBnaeT NpUeM Ha yKasaHHOM MOpTy U
KJIMEHTCKUX 1501 nepepaet Homep nopta cepsepy. Cepsep
pacnucaHum COEIUHAETCH C KIIMEHTOM, eCNM UCMONb3YeTCH
naaHWpoBaHMe No NpuUrnalleHunto cepeepa. MoxHo
3a[aTb anbTepHATUBHBIM HOMEpP nopTa B hane
onuui KnneHTa.
OnutenbHoO MapameTp Ncxopawme Ecnu BkntoyveHa onuna KEEPALIVE, nakeTbl
BbIMOJH. KEEPALIVE: nposepku akTnuBHocTK (keepalive) oTnpaBnatoTca Bo
ceaHcsbl YES BPEMS CEQHCOB KJIMEHT-CepBep, UTObbI He AaTb
nporpamme bpaHaMayapa 3akpbiTb AJINTENBHO
BbIMNONHAKOLLMECH, HEAKTUBHbIE COEANHEHMS.
LleHTp HTTPS: 11090 | Bxogswue 3Tn NopTbl Mcnonb3ytoTcs ansa Beb-6paysepa
onepauun KOMMoHeHTa LLeHTp onepaumin. MoxKHO 3aaathb
anbTepHATMBHbIN HOMepP NnopTa.
MopT cnyx6bbl | MopT knueHTa: | Bxopsawue MopT cnyx6bl ynpaBneHus KNneHTaMu LOSIKeH 6bITb

yrnpaBneHus
KAMeHTaMm

9028

OOCTYMNeH 13 KOMMNOHeHTa LLeHTp onepauuii.
Y6epuTtech, 4To 6paHaMayapbl He 3anpeLaroT
coepmHeHus. Cnyxxba ynpaBneHus KnmeHTamMm
ncnonbsyet nopT TCP cepBepa KNMEHTCKOro y3na
ONS ayTeHTU(MKALUKN, NCNONb3YS
agMUHUCTPATMBHBIN CeaHc.
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YacTtb 2. Peanusauua pewieHna no 3awute gaHHbIX
ONS OAHOM NNOLWAaKMU

[1CcKoBOE peLleHne ons O4HON NAOLLAOKN KOH(PUTYPUPYETCS Ha OLHOM NOWAAKe U UCNONb3yeT
OefynnnKaLmo OaHHbIX.

MyTeBoguTenb No peanusauum
OnucaHHble HUXKe Laru HeobxoamMmbl, YTOObI HACTPOUTL ANCKOBYIO cpeay IBM Spectrum Protect c ogHol
NAOLWAAKON.

1. HacTponiTte cuctemy.

a. CKoHUrypupyte annapaTypy CUCTEMbl XPaHEHUSI 1 HACTPOMTE MacCUBbI XPaHEHWS,
COOTBETCTBYOLLME pa3Mepy Ballen cpedbl.

b. YcTaHoBUTE OnepaLumoHHY CUCTEMY CepBepa.

c. CKOHMrypunpymnTe BBOL-BbIBOA, C HECKONBKUMU NYTAMU.

d. CospawTe ID nonb3oBaTtensa s aK3emMnnspa cepeepa.

e. NogrotoBbTe hannosble cucteMbl gis IBM Spectrum Protect.

2. YcTaHoBuTe cepBep v LLeHTp onepaumi.

3. CKoHurypupymTte cepsep u LileHTp onepauuii.

. BbINnonHMTe NepBoHaYanbHoe KOHMUIyprMpoBaHme cepeepa.

. 3apanTe onuuun cepsepa.

. CkoHdurypupyite SSL (Secure Sockets Layer) ona cepsepa u KnneHTa.

. CKoHmrypupymnte LLleHTp onepauui.

. 3aperuncTpupynTe cBo nmueH3nto Ha IBM Spectrum Protect.

. HacTponTe penoynnmkaunio gaHHbIX.

. 3apanTe npaBwuia XxpaHeHNA OaHHbIX A4 Ballero 6usHeca.

> 00 -~ ®O & 0 T o

. 3afaiTe pacnucaHunsa obcnymBaHua cepeepa.

i. 3aganTe pacnmcaHmns KIMEHTOB.

4. YCTaHOBUTE U CKOH(UIYPUPYIATE KITMEHTI.

a. 3aperncTpupyinTe KNMeHTbl U HasHa4ybTe UX A1 pacnucaHui.

b. YcTaHOBMTE 1 NpoBepbTe CNyKOy ynpaBneHust KIMEHTOM.

c. CKoHturypupywTe LLeHTp onepaLmii Ha ncnonb3oBaHue cnyxbbl yNpaBaeHUs KTMEHTOM.

5. 3aBepwunTe peannsaumio.

HacTtpoitka cuctembl

YT106bl HACTPOUTbL CUCTEMY, HYXKHO CHa4asla CKOH(MIYpMpOoBaTh ANCKOBOE 060pyAOBaHNE XPaHEHUS U1
cepBepHyto cuctemy gnsa IBM Spectrum Protect.

KoHdurypuposaHue o6opynoBaHUsA CUCTEM XPaHEeHUS

Y706kl CKOH(UTYypMpoBaTh 060OPYL0BaAHME CUCTEM XPaHEHUS, MPoYTUTe obLme pekoMeHgaumnm no
avckosbiM cuctemam 1 IBM Spectrum Protect.
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Mpouepypa

1. 3afaiTe coegMHEHNE MEX LY CEPBEPOM U YCTPONCTBAMM XPaHEHUS, Clieays NPUBEAEHHbBIM HUXE
pPeKoMeHpAUNSM:
« Vicnonb3ynTe KOMMYTUPYEMOE UK NpsIMOe ycoeauHeHne ansa coeanHerni Fibre Channel.

« Mopbepute UMCNO NOPTOB AJ19 COEOMHEHNS Y YUETHYHO 3annch A9 HeobX0AMMON WMPUHBI NOOChHI
NponycKaHus.

. I'Io,u.6epV|Te 4YMCNOo NOPTOB ANnd coegnHeHna Ha cepeepe U Y1MCno NOPTOB XOCTa B OVNCKOBOW CUCTEME.

2. YbeauTtecsb, 4To ApaiBepbl yCTPOMCTB 1 BCTPOEHHAs MUKPOMporpaMma B crcTeMe CepBepa,
afanTepos 1 OnepaLmoHHON CUCTEMBI, ABAIOTCA COBPEMEHHbBIMM U HAXOOATCS HA PEKOMEHyeMbIX
YPOBHSIX.

3. CKOHMrypupyinTe MaccuBbl XxpaHeHus. YbeanTech, YTo Bbl NPaBUIbHO NPOM3BENN NaHNpoBaHue,
yTobbl 06ECneYUnTb ONTUMaSIbHYIO MPOU3BOAUTENIbHOCTD.

LononHuTenbHyo MHopMaLuno cMoTpuTe B pasgene “lNnaHnpoBaHne xpaHeHma” Ha cTp. 21.

4.y6eﬂMTer,HTOVCMCTeMbICepBepaeCTbAOCTWTKCO3ﬂaHHbH4ﬂMCKOBdeTOMaM.CﬂeﬂaﬂTe
cnepywulee:

a) Ecnu cuctema nogkntoyeHa k kommyTaTopy Fibre Channel, npovsBeanTe 30HMpOBaHMe cepBepa,
yTOObI YBUAETH AUCKMW.

b) OTobpasute Bce ToMa, 4TObbI COOBLLNTL AUCKOBOM CUCTEME, YTO LAHHOMY CEPBEPY Pa3peLLEHO
BUOETb KaXKObl OAUCK.

YcTaHOBKa onepauMoHHON CUCTEMbI CepBepa

YCcTaHOBUTE ONepaLMoOHHYI0 CUCTEMY Ha KOMMbIOTepe cepBepa 1 ybeamnTech, YTO BbIMOSHEHbI
TpeboBaHua cepepa IBM Spectrum Protect. CKoppeKkTupyiTe napameTpbl OnepauLnoHHON CUCTEMBI, KaK
yKasaHo.

YctaHoBKa B cuctemax AIX
BbinonHuTe cnepytowme aencTems, utobbl yctaHoBUTL AIX B cucTeMe cepBepa.

Procedure

1. YctaHoBuTe AIX Bepcun 7.1 TL4, SP6 nnn HoBee B COOTBETCTBUU C UHCTPYKLUMUSAMM NPON3BOOUTENS.

2. CKoHhurypupymnTe napametpbl TCP/IP cornacHo MHCTPYKLMAM MO YCTaHOBKE onepaLnoHHON
CUCTEMBI.

3. OtkpoiiTe chanin /etc/hosts u coenaite cnepytollee:

« O6bHoBuTe hann, BKIOUMB B Hero IP-agpec 1 nms xocta onsa cepsepa. Hanpumep:
192.0.2.7 server.yourdomain.com server
» YbepuTtecsh, 4To thann coaepxut 3anunck ansg localhost c agpecom 127.0.0.1. Hanpumep:
127.0.0.1 localhost
4. BKNounTe NonThl BbINOMHEHUS BBOOA-BbiBoAa AIX, BBeas CNnefyoLyo KoMaHay:
chdev -1 iocp@ -P

Ha npousBoaMTeNbHOCTb CepBepa MOXeT BIMSATL onpeaeneHme 4acoBoro nosca no OncoHy (Olson).

5. YT06bI ONTMMM3NPOBATL MPOU3BOANTENILHOCTL, M3MEHMTE (hopMaT YacoBoro nosica ¢ Olson Ha
POSIX. YT06bl 06HOBMTL MapaMeTp YacOBOro Nosica, UCMOob3yinTe Cnedyolmii hopMaT KOMaHAbI:

chtz=nokanbHbIi_4YacoBol_nosc,nata/Bpemsa,nata/Bpems

Hanpumep, ecnv Bbl HaxoguTech B TbtocoHe (ApU30Ha), rae UCNoNb3yeTcs CTaH4APTHOE ropHoe
BpeMms, To Bbl bbl, UTObbI NepenTn K hopmaTy POSIX, BBENM 6bl Cegyowyo KOMaHay:
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chtz MST7MDT,M3.2.0/2:00:00,M11.1.0/2:00:00

6. B dhanne . profile nonb3oBaTens aksemMnnapa, ybeomteck, UTo YyCTaHOBSIEHbI CieayoLme
nepeMeHHble cpesbl:

export MALLOCOPTIONS=multiheap:16

B 6osiee no3gHUx Bepcusix cepeepa IBM Spectrum Protect 3To 3HavYeHWe 3a4aeTcs aBTOMaTUYECKM
npu 3anycke cepeepa. Ecnv nonb3oBaTesb 3K3eMNAspa HeQOCTYMNEH, TO BbINMOHUTE 3TOT WWar Mo3xe,
Korga nosib3oBaTesib 3K3eMMspa CTaHeT JOCTYyreH.

7. HacTponTe cucTeMy Ha cosgaHuve nosHbix hannos agpa npunoxXeHus. Beegnte cnegyouLyto
KOMaHay:

chdev -1 sys0 -a fullcore=true -P

8. Utobbl 0becneunTb B3aMMOLENCTBMSA C CEPBEPOM U KOMMNOHEHTOM LleHTp onepauwni, ybegmTech, Uto
Ha Bcex BpaHaMayapax, KOTOpble MOTyT CyLLeCTBOBaTb, OTKPbITbI CefytoL e NopThl:
« [1na cBA3u c cepBepoM oTkponTe nopt 1500.
« YT06b1 06eCneynTb 3aLLMLLEHHYIO CBA3b C KOMMOHEHTOM LLeHTp onepauumii, oTkporTe nopT 11090
Ha xab-cepBepe.
Ecnu Bbl He MCNonb3yeTe 3HAYEHWsl MOPTOB MO yMoN4YaHuio, To ybegutecs, UTO MCNONb3yeMble BaMu
MopTbl OTKPbITHI.

9. BkIOUMTE YCOBEPLIEHCTBOBAHMS BbICOKOW Npon3BoamTensHocTy TCP. BBeauTe cnemyioLLyio
KOMaHay:

no -p -o rfcl323=1

10. Ytobbl 0becneunTb ONTUMANbHYO MPONYCKHYH CNOCOBHOCTb U HAEKHOCTb, CBSXMUTE BMECTe [Ba
nopta 10 Gb Ethernet B cnyuae cpegHen cuctemol 1 YeTbipe nopta 10 Gb Ethernet B cnyyae kpynHow
cucTeMbl. Micnonb3syiite MHCTPYMeHT System Management Interface Tool (SMIT), utobbl cBsi3aTh
NopTbl APYr € ApyroMm, ncnonbsys Etherchannel.

Mpwn TecTUpoOBaHUM NCNOJb30BAJIUCH CefyolMe napaMeTpbl:

peXUM 8023ad

auto_recovery yes BkntounTb aBTOMaTMYeCKOe BOCCTAHOB/IEHWE nocne
nepepayun ynpasrieHus

backup_adapter NONE ApanTtep, MCMNonb3yembld Npu ownbke BCero KaHana

hash_mode src_dst_port YKasbiBaeT, Kak BblbvpaeTcs ucxomswmii aganTtep

interval long OnpefenseT 3HayeHWe WMHTepBana AN pexuma
IEEE 802.3ad

mode 8023ad Pewnm EtherChannel pna onepauuu

netaddr 0 Appec ons KoMmMaHzbl ping

noloss_failover yes BknoyaeT nepepavy ynpasfieHus 6e3 notepu AaHHbIX
nocne HeypayHoro 3aBeplweHus ping

num_retries 3 CKONMbKO pas noBTOPATb ping, npewae 4YeMm 3aKIwyuTb
0 Heypauye

retry_time 1 Bpema oxmpaHusa (B cek.) Mexay KomaHgamu ping

use_alt_addr no Bknwuntb gpyron agpec EtherChannel

use_jumbo_frame no BkntounTtb ¢penmbl Gigabit Ethernet Jumbo

11. Y6enuTech, 4To NpeaesbHble 3HaUeHNs A1 pecypcoB NPOLLECCOB NOMb30BaTeNs, KOTOpble TakXe
HasblBatoTCA ulimit, 3afaHbl cOrnacHo pekoMeHgaumam B pasgene Table 12 on page 32. Ecnu
3HauveHus ulimit 3agaHbl HENPaBUNBLHO, Bbl MOXETEe CTONKHYTLCA C HeCTabunbHOCTbLIO cepBepa uUnn
owmnbKon oTBETa cepBepa.
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Table 12. MNMpedenbHbie 3HavyeHus 015 nonb3osarenel (ulimit)

Tun YcTtaHOBKa 3HaueHue KomaHpa pna sanpoca
NoJsb30BaTesIbCKOro 3HaueHusA

npegena

MakcuManbHbil core bes orpaHnyeHunn ulimit -Hc

pa3Mep co34aBaeMbIX
thannos agpa

MakcuManbHbIn OaHHble bes orpaHuyeHunmn ulimit -Hd
pasmep cermMeHTa
JaHHbIX Ons npouecca

MakcuManbHbI fsize bes orpaHuueHunmn ulimit -Hf
pasmep cannos

MakcumanbHoe uncno |nofile 65536 ulimit -Hn
OTKPbITbIX (hannos

MakcrumanbHoe Bpemsi | cpu bes orpaHuyeHunn ulimit -Ht
npoveccopa B
CeKyHaax

MakcumanbHoe uncno | nproc 16384 ulimit -Hu
npoveccos
nosnb3oBaTenen

Ecnu BaM HY)>XHO U3MEHUTb Kakue-nnbo npenesribHble 3Ha4YeHna onad nonb3oBaTenen, cne,u,y17|Te
MHCTPYKUMAM B AOKYMEeHTaunn ona Ballemn OﬂepaLlMOHHOVI CUCTEMbI.

YcTtaHoBKa B cuctemax Linux
BbinonHuTe cnepytowme oencTems, 4tTobbl yctaHOBUTL Linux x86_64 B cnucteMe cepsepa.

Before you begin

OnepauynoHHas cMcTemMa yCTaHaB/IMBAETCS Ha BHYTPEHHUX XeCTKMX Anckax. CKoHdurypmupymte
BHYTPEHHME KECTKNEe ANCKM, UCMOMb3ysa annapaTHbii Mmaccus RAID 1. Hanpumep, ecnu Bbl
KOHUrypupyeTe HebosblUy CUCTEMY, ABa BHYTPEeHHMX amcka no 300 b 3epkanbHO oTpaKaroTcs B
RAID 1, B pe3ynbTaTe Yero 48 NporpamMmmbl YyCTAaHOBKM OMNepaLMOHHON cucTeMbl ByaeT AoCTyneH oauH
ovck B 300 TB.

Procedure
1. YctaHoBuTe Red Hat Enterprise Linux Bepcumn 7.4 nnvn HoBee B COOTBETCTBMM C MHCTPYKLMAMM
npov3BoaunTens.

MonyuunTe 3arpysouHbin DVD-anck, cogepxalwnin Red Hat Enterprise Linux Bepcumn 7.4 v 3anyctute
CBOO cmucTeMy ¢ atoro DVD-aucka. Onummn ycTaHOBKM CMOTPUTE B NMPUBELEHHbIX HUXE
pekoMeHpaumax. Ecnv aneMeHT He ynoMsHYT B MPUBELEHHOM HUXKE CMNCKe, OCTaBbTe A8 HEro
3HaYEeHne No yMo4aHuIo.

a) Mocne 3anycka DVD-aucka BbibepuTe B MeHIO YCTaHOBUTb UM OGHOBUTD CYLL,ECTBYIOLLYIO
cucrtemy.

b) B okHe c npuBeTcTBMEM BbibepuTe NMpoBepuTb 3TOT HOCUTENb U ycTaHOBUTb Red Hat Enterprise
Linux 7.4.

c) BbibepuTe npennoyTeHns A3bika U KnaBmuaTypbl.
d) Boibepute cBOe pacnonioxeHune, YTobbl 3aaTh HYXHbI YACOBOW MosIC.

e) BbibepnTe BbiGop nporpaMmMm, a 3aTeM B ClefytolleM okHe Bbibepute Cepeep ¢ rpathmueckum
noJsib30BaTe/IbCKUM UHTepdielicoM.
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f) Ha cTpaHu1ue cBogHOM MHhOpMaLUm yCTaHOBKY WwenkHuTe no MyHKT Ha3HauUeHUsA YCTaHOBKMU U
npoBepbTe creayolLee:
» B kauecTBe NyHKTa Ha3HayYeHWs yCTaHOBKW BbibMpaeTcs NokanbHbIn amck Ha 300 I'B.
« B pa3spene Opyrve onumm xpaHeHns BolbrpaeTcs onuns ABTOMaTUYECKM CKOH(OUTYypUpoBaTh
pasbueHne Ha pasgens..
LLlenkHnTe no NoToBo.
g) enkHuTe no HauaTb yCTaHOBKY .

MNMocne 3anycka yCTaHOBKW 3a4anTe Naposib Nofb3oBaTens root Ansa y4eTHOM 3anmMcu nosib3oBaTens
root.

Mo 3aBepLUeHMM YCTaHOBKM Nepe3anycTute CUCTEMY U BOMAUTE B CUCTEMY OT UMEHW NoJib30BaTenNs
root. BBeaute komaHay df, utobbl npoBepuTb 6azoBoe pa3bueHne Ha pasgensl.

Hanpvmep, B TeCT-ccTeMe NepBOHaYabHble pasaesibl Bbloann Cleayowmii pesynbTar:

[root@tvappO2]# df -h

ObalnoBas cucT. Pasmep Wcn. JocT. WUcn. 9% T'one cMoHTUp.
/dev/mapper/rhel-root 50G 3.0G 486G 6% /

devtmpfs 32G 0 326G % /dev

tmpfs 32G 92K  32G 1% /dev/shm

tmpfs 32G  8.8M 32G 1% /xun

tmpfs 326G 0 326G % /sys/fs/cgroup

/dev/mapper/rhel-home 220G 37M 220G 1% /home

/dev/sdal 497M 124M 373M 25% /boot

. CKoHhurypupynTe napameTpbl TCP/IP cornacHo MHCTPYKLMSIM MO YCTaHOBKE onepauoHHOM
CUCTEMBI.

Y706kl 06ECNEYMTE ONTUMANBbHYIO NPOMNYCKHY CNOCOBHOCTL U HAAEXHOCTb, PACCMOTPUTE
BO3MOXHOCTb CBSi3aTb BMECTe HECKOJIbKO CETEBBIX MOPTOB. CBAXMTE BMECTe ABa NopTa AJ19 CUCTEMDbI
CpenHero pasmepa unu YeTbipe NopTa Ans KPYNHOM CUCTEMBI. 3TO MOXHO BbINOJSIHWUTb, CO34aB
ceTeBoe coegmnHeHune Link Aggregation Control Protocol (LACP), koTopoe arpernpyeT HECKOJIbKO
NOAYUHEHHBIX MOPTOB B OAHO JIOrMYeCcKoe coeamHeHune. MNpeanoyTuTeNbHbIN METOL COCTOUT B TOM,
yTobbI MCNONb30BaTh pexxmM cea3m 802.3ad, napameTp miimon, paBHbii 100, 1 napameTp
xmit_hash_policy, paBHbin layer3+4.

Restriction: [ns ncnonbsoBaHusa ceteBoro coegmHeHns LACP y Bac poneH 6biTb ceTeBoMn
KoMMyTaTop, nogaepxusatowm LACP.

LononHNTENbHbIE MHCTPYKLMM NO KOHDUIYPUPOBAHMIO NPUBS3aHHbIX CETEBbIX COeAMHEHMS NPU
ncnonb3oBaHun Red Hat Enterprise Linux Bepcun 7 cMoTpuTe B AokyMeHTe: Co3gaTb UHTepdenc
NPUBA3KM KaHasOoB.

. OTkpownTe thaiin /etc/hosts n coenante cneaytolee:

« O6HoBUTE hain, BKNtounB B Hero IP-agpec 1 nmsa xocta gnst cepeepa. Hanpumep:
192.0.2.7 server.yourdomain.com server

« YbenuTtecn, uto chann cogepxut 3anuck ansg localhost c agpecom 127.0.0.1. Hanpumep:
127.0.0.1 localhost

. YCTaHOBMWTE KOMMOHEHTbI, HEObX0AUMbIE ANSl YCTAHOBKM CepBepa. BbIMONHUTE ONUCAHHbIE HUXE
waru, ytobbl cozpatb penosutopuin Yellowdog Updater Modified (YUM) n yctaHOBUTbL HeobX0aMMble
nakeTbl.

a) CMoHTUpynTe DVD-aunck yctaHoBkM Red Hat Enterprise Linux B cucteMHoMm Katanore. Hanpumep,
yTObbI CMOHTMPOBATL €ro B KaTanore /mnt, BBeanTe crnenyroLLyo KOMaHay:

mount -t is09660 -o ro /dev/cdrom /mnt

b) Y6enunTecs, uTo DVD-ANCK CMOHTUPOBAH, BBEAS KOMaHZy mount.
[lonHa NosiBUTbCA BbIXOLHAs MHOPMALLMS, aHANOrMYHas ClefyoLemMy NpuMepy:
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/dev/sr® on /mnt type is09660

c) Nepengute B kKatanor penosutopua YUM, BBeOs cnenyoLlyto KOMaHay:

cd /etc/yum/repos.d

Ecnu katanor repos.d He cyliecTByeT, co3ganTe ero.
d) BbI30BUTE CNNCOK COAEPXUMOro KaTanora:

1s rhel-source.repo
e) MepenMeHynTe NCXOAHbIN thain repo, BBEAS KOMaHAy mv.
Hanpumep:
mv rhel-source.repo rhel-source.repo.orig

f) CospaTe HOBbIN hain repo, MCMONb3ys TEKCTOBbLIV peaakTop.
Hanpumep, 4tobbl nCnonb30BaTb PeAAKTOP Vi, BBEOUTE CEAYHOLLYI0 KOMaHAY:

vi rhel74_dvd.repo
g) [lobaBbTe B HOBBbIN (haiin repo cnepytowme cTpoku. MapameTp baseuxrl 3apgaeT Touky

MOHTUPOBaHMA KaTaJiora:

[rhel74_dvd]
name=DVD Redhat Enterprise Linux 7.4

baseurl=file:///mnt
enabled=1
gpgcheck=0
h) YctaHoBUTe Heobxooumbln nakeT ksh . x86_64, BBeas KoMaHay yum.
Hanpumep:
yum install ksh.x86_64

5. Mo 3aBepLlUeHNN YCTAHOBKW MPOrpPaMMbl Bbl CMOXETE BOCCTAHOBUTb UCXOOHbIE 3HAYEHUS
penosntopua YUM, BbINONHMB criegyowme waru:
a) PasmoHTupynTe DVD-aunck yctaHoBku Red Hat Enterprise Linux, BBeasa cneaytoLlyto KomaHay:

unmount /mnt

b) MepenguTe B KaTanor penosutopus YUM, BBeasa cneaytoLlyto KomaHay:

cd /etc/yum/repos.d
c) NepenmeHynTe co3aaHHbIM BaMu halin repo:
mv rhel74_dvd.repo rhel74_dvd.repo.orig
d) NepenMeHynTe NCXOAHbIN thalin, NCNOJIb3Ys ero NCXOAHOe UMS:

mv rhel-source.repo.orig rhel-source.repo

6. Onpenenute, TpebyeTca M M3MepeHna napamMeTpoBs aapa. CaenaiTe cneaytoulee:
a) Micnonbayinte koMaHay sysctl -a, uTo6bl BbIBECTM CIMCOK 3HAYEHMIA NapamMeTpoB.

b) MpoaHanuaunpynTe pesynbTaTsl, Cleays pekoMeHaauusm B pasgene Table 13 on page 35, utobbl
onpenenunTb, He TpebytoTca N Kakne-Nnbo M3MeHeHus.

c) Ecnu TpebytoTca nsmeHeHus, 3agante napameTpsol B hanne /etc/sysctl.conf.
M3MeHeHna haitioB NPUMEHSIOTCA NPK 3anycke CUCTEMBI.

Tip: ABTOMaTUYECKM KOPPEKTUPYITE 3HAUYEHNS NapaMeTpoB Aapa U yCTpaHuTe HeobXoaMMoCTb
06HOBNEHMA 3TUX NapaMeTPoB BPYyUHYHo. B Linux NpoayKT nporpaMmHoe obecneveHne 6as gaHHbIX
Db2 aBTOMaTUUYECKMN KOPPEKTUPYET 3HAUEHNA NapaMeTpoB Sapa B3anMOAeNCTBUA MeXay
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npoueccamu (interprocess communication, IPC) oo npegno4ytutenbHbiX 3HaYeHUI. YTobbl Nony4YnThb
OONONMHUTENbBHY MHOPMAaLMI0 0 3HAaUEHUSAX NapaMeTPOB A4pa, ULLKMTe NnapameTpbl agpa Linux B
nybnukaumm JokyMmeHTaums k IBM Db2 Bepcum 11.5.

Table 13. OnTumansHble 3Ha4YeHus napametpa sopa Linux

MapameTp OnucaHue

kernel.shmmni MakcumanbHoe YNCN0 CErMEHTOB.

kernel.shmmax MaKcuManbHbI pasMep cerMeHTa COBMECTHO MCMNOJSIb3yemMon
namaTtu (B banTax).
3TOT NapaMeTp HYXHO 3a4aTb A0 aBTOMaTUYECKOro 3anycka
cepsepa IBM Spectrum Protect npu 3anycke cucteMmel.

kernel.shmall MakcumanbsHoe YnCno pasmeLleHHbIX CTPaHUL, COBMECTHO
NCNonb3yeMon NamaTu.

kernel.sem (SEMMSL)

CyliecTByeT YeTbipe 3Ha4YeHns s
napameTtpa kexrnel.sem.

MakcumansHoe 4Yncnio CeMaCbOpOB Ha MacCCuB.

(SEMMNS)

MakcrManbHOe YMco ceMadopoB Ha CUCTEMY.

(SEMOPM)

MakcuManbHoe Yncno onepau,MlZ Ha BbI30OB ceManopa.

(SEMMNI)

MakcumanbHoe Yncio MaccmMBOB.

kernel.msgmni MakcurManbHoe YMcno ovepenern coobLeHNn ypoBHS
CUCTEMBI.

kernel.msgmax MakcumarsbHbIn pasmep coobuieHus (B 6anTax).

kernel.msgmnb MakcuMasbHbIN pasMep ovepenmn no ymonyanuto (B 6antax).

kexrnel.randomize_va_space

MapameTp kexrnel.randomize_va_space koHdurypmupyet
ncnonb3oBaHune namaTh ASLR ana agpa. Paspewaet ASLR gns
cepsepoB V7.1 n HoBee. [lononHuTenbHble NogpobHocTn 06
ASLR Linux 1 Db2 cMoTpuTe B ,OKYMEHTe TEXHMYECKoe
3aMevaHue 1365583.

vim.swappiness

MapameTp vin. swappiness onpenensieT, MOXeT /i1 54 PO
BbINOSTHATb CBOMMUHI 4N NaMATU NPOrpaMMbl U3
dusnyeckom onepaTMBHOM NaMaTn. [ONOJHUTENbHYIO
MHOpMaLLMIO 0 NapaMeTpax aapa CMOTpuUTeE No agpecy
NHthopmaumsa o Db2.

vin.overcommit_memory

MapameTp vin.ovexrcommit_memoxry BAnsieT Ha TO, KaKoW
06beM BMpTyanbHOM NaMATH SAPO paspeLlaeT BblAENNTD.
LononHnTenbHy MHDOPMaLLUIO O NapameTpax sapa
cMmoTpuTe no agpecy NHdopmaumsa o Db2.

7. OTKpoWiTe NopTbl bpaHamayapa Ana B3aumonencTems ¢ cepeepoM. CaenaiTe cnepytolee:

a) OnpenenuTe 30HY, UCMOJSIb3yEMYLO CETEBbLIM MHTepdencoM. Mo yMonyaHuto, 3To 06LenocTynHas

30Ha.

BeeauTte crenytoliyo KOMaHay:

YacTb 2. Peanusauma pelueHnsa no sallmTe AaHHbIX 419 ogHON niowanku 35



https://www.ibm.com/support/knowledgecenter/SSEPGG_11.5.0/com.ibm.db2.luw.welcome.doc/doc/welcome.html
http://www.ibm.com/support/docview.wss?uid=swg21365583
http://www.ibm.com/support/docview.wss?uid=swg21365583
http://www.ibm.com/support/knowledgecenter/SSEPGG_11.1.0
http://www.ibm.com/support/knowledgecenter/SSEPGG_11.1.0

# firewall-cmd --get-active-zones
public
interfaces: ens4f0

b) YTobbl Mcnonb3oBaTb afpec NopTa Nno yMonyYaHuio 41a B3aMMOLENCTBMSA C CEPBEPOM, OTKpPOMTE
nopt TCP/IP 1500 Ha 6paHamayape Linux.

BBeouTe crnemyouyto KOMaHay:

firewall-cmd --zone=public --add-port=1500/tcp --permanent

Ecnv Bbl XOTUTE NCMONb30BaTb Kakoe-nNnbo 3HaueHne, OTIMYaIOLLEECS OT 3HAUYEHMS MO
YMOJSIYaHUIO, Bbl MOXKETe 3a4aTb UMcno B AnanasoHe 1024-32767. Ecnuv Bbl OTKpoeTe NOPT,
OT/INYAKLLMIACS OT MOPTa MO YMOMYaHMI0, Bbl LOMKHbI ByaeTe ykasaTb NOPT Npu 3anycKe cLueHapus
KOH(UTrypupoBaHus.

¢) Ecnu Bbl cobupaeTech MCNob30BaTh 3Ty CUCTEMY Kak xab, oTkponTe nopT 11090, KoTOpbIW
SIBNSIETCA MOPTOM MO YMOMYAHMIO AN5 3aLLMULLEHHbIX B3aumogencTaui (https).

BBeouTe cnenyouyto KOMaHay:
firewall-cmd --zone=public --add-port=11090/tcp --permanent
d) YTo6bl M3MEHEeHMa BCTYNUAN B CUIY, 3aHOBO 3arpysnTe onpeaeneHua bpaHamayapa.
BBeouTe cnenyouyto KOMaHay:
firewall-cmd --reload

8. YbenuTech, 4TO NpenesnbHble 3HAYEHUS A1 PecypcoB NPOLLECCOB NoSib30BaTeNs, KOTOpble Takke
HasbliBatoTCAa ulimit, 3apaHbl COrnacHo pekomeHgaumsam B pasgene Table 14 on page 36. Ecnu
3HauveHus ulimit 3agaHbl HeNpaBUbHO, Bbl MOXKETE CTOJIKHYTLCS C HECTabWIbHOCTbLIO cepBepa nnu
owmnbkon oTBeTa cepBepa.

Table 14. NpedenbHble 3HayeHus 04151 nosb3osarenel (ulimit)

Tun YcTaHOBKa 3HaueHue KomaHpa pna sanpoca
NnoJsib30BaTesIbCKOro 3HaueHus

npeaena

MakcuManbHbI core bes orpaHuueHunin ulimit -Hc

pasmep co3gaBaeMblX
thannos agpa

MakcumanbHbIN OaHHble bes orpaHuyeHun ulimit -Hd
pasmep cermMeHTa
OaHHbIX gns npouecca

MakcrManbHbIN fsize Bes orpaHuyeHuin ulimit -Hf
pasmep annos

MakcumanbHoe uncno [ nofile 65536 ulimit -Hn
OTKPbITbIX hannos

MakcumanbHoe Bpemsa | cpu bes orpaHunueHunin ulimit -Ht
npoueccopa B
CeKyHaax

MakcumanbHoe YmMcno | nproc 16384 ulimit -Hu
npoweccos
nonb3oBatenem

Ecnu BaM HY>HO U3MEHUTb Kakme-nnbo npeanesnibHbie 3HavYeHna gna nonb3oBaTtenen, Cﬂeﬂ,yﬁTe
MHCTPYKUMAM B JOKYMEHTaUn ona BaLlemn OrlepaLl,I/IOHHOIZ CUCTEMbI.
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YctaHoBKa B cuctemax Windows
YctaHoBuTe Microsoft Windows Server 2012 Standard Edition Ha KoMnbloTepe-cepBepe 1 NOAroTOBbTE
CUCTEMY K YCTaHOBKe 1 KOHUrypupoBaHuto cepsepa IBM Spectrum Protect.

Procedure

1. YctaHoBuTe Windows Server 2016 Standard Edition, cornacHo MHCTPYKUMAM U3rOoTOBUTENS.
2. I3ameHnTe NONNTMKM ynpasneHus yueTHoiMu 3anucammn Windows, BbINONHMB CReaytoLme waru:
a) OTKpoWTe pefakTop IOKaNbHOM NOMINMTMKN 3aLLKTI, BbINOIHMB secpol.msc.
b) BoibepuTe JIokanbHbie NOJINTUKY > OnNuum 3awmTbl 1 y6eanTeCh, YTO OTKIIOUEHDI CrieayroLme
NOMUTUKM YyNPaBIIEHNS YUETHBIMM 3aMMUCAMUN NOSb30BaTeNew:
« Pexxum YTBEpXAaTb aMUHUCTPATOPOB 419 BCTPOEHHOW YY4eTHON 3annucu AOMUHUCTPATOP
- 3anyckaTb BCex afAMMHUCTPATOPOB B pexnme YTBEpKLaTb aOMUHUCTPATOPOB

3. CKkoHurypupyrte napameTpbl TCP/IP cornacHo MHCTPYKUMAM NO YCTAaHOBKE OMepaLOHHOM
CUCTEMBI.

4. MpnuMmeHnTe obHoBneHns Windows 1 BKHOUUTE OONONHUTESNbHbIE CIJYHKLI,I/IVI, BbINOJIHNUB cnenytouine
warn:

a) MpumeHnTe nocnepHune obHosneHma Windows Server 2016.

b) YctaHoBUuTe 1 BkNtounte thyHKkumno Windows 2012 R2 Microsoft .NET Framework 3.5 npu nomouiu
MeHepykepa cepBepa Windows.

c) Ecnu notpebyeTcsi, o6HoBUTe ApariBepbl ycTponcTs FC 1 Ethernet HBA 0,0 HOBbIX YPOBHEW.

d) YcTaHoBUTe fpaiiBep BBOAA-BbIBOAA C HECKONbKUMYU MYTSMU, COOTBETCTBYIOLLMIA UCMOSIb3YEMOiA
BaMu AMCKOBON cUCTEME.

5. OTtkponTe nopt TCP/IP no ymonuaHuto, 1500, onsa ceasum ¢ cepBepomM IBM Spectrum Protect.
Hanpumep, BBeAUTE CNeaytoLLyto KOMaHay:

netsh advfirewall firewall add rule name="Backup server port 1500"
dir=in action=allow protocol=TCP localport=1500

6. Ha xab-cepBepe LleHTpa onepaLmit OTKpPOWTe NOPT MO YMOMYaHWIO ANs 3almiieHHol (https) cBasu ¢
KOMMNOHEeHTOM LieHTp onepaumi.

Homep nopta - 11090.

Hanpumep, BBEOWTE ClleQytoLLyto KOMaHy:

netsh advfirewall firewall add rule name="leHTp onepauun port 11090"
dir=in action=allow protocol=TCP localport=11090
KOH(l)MFVpMpOBaHMe BBOoAa-BbiBoAa C HECKOJIbKUMU NYTAMU
MOXKHO pa3peLlnTb U CKOH(MIYPUPOBaTb NOLLAEPKKY HECKONbKMX NMyTen ANS OMCKOBOW CUCTEMDI

XpPaHeHnd. I'Io,u,p06Hb|e MHCTPYKUMK CMOTPUTE B OOKYMEHTaALUN, npmnaraeMon K BalWlnM annapaTHbIM
cpencTsam.

Cuctembl AIX

Procedure

1. Onpepenute agpec nopta Fibre Channel, KOTOpbIN HY>XHO MCNONb30BaTb A1 ONPeENeHMs XoCcTa B
AnckoBow noacucteme. Beegute komaHay 1scfg nna kaxporo nopra.

« B HebonblIMX 1 CpeaHMX CMCTEMAX BBeOMTE Crieaytow e KOMaHabl:

lscfg -vps -1 fcsO | grep "Network Address"
lscfg -vps -1 fcsl | grep "Network Address"
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* B KpynHbIX cMCTeMax BBeguTe criefyrolime KoMmaHabl:

1scfg -vps -1 fcsO | grep "Network Address"
lscfg -vps -1 fcsl | grep "Network Address"
lscfg -vps -1 fcs2 | grep "Network Address"
1scfg -vps -1 fcs3 | grep "Network Address"

2. YbenuTech, YTO yCTaHOBIEHbI cieayolmne Habopsbl annos AIX:

« devices.common.IBM.mpio.rte
« devices.fcp.disk.rte

3. Beegute komaHay cEgmgr, utobbl cuctema AIX nepeckaHupoBana 06opygoBaHue 1 0bHapyuna
LOCTYTMHble ANCKKU. Hanpumep:

cfgmgr
4. Y10bbl BbI3BATb CMMCOK AOCTYMHbIX OMCKOB, BBEAUTE CNEAYHOLLYI0 KOMaHAY:

lsdev -Ccdisk

BbixogHas VIHq)OpMaLI,VIFl KOMaHAbl BbIrNAAUT, KaK B cnegyrowem npnmepe:

hdisk® JfocTtynHo 00-00-00 SAS [MCKOBbIM HAKOMUTENb
hdiskl JocTynHo 00-00-00 SAS [MCKOBbIM HaKoMUTENb
hdisk2 [ocTynHo 01-00-00 SAS [MCKOBLIi HakomuTenb
hdisk3 JocTynHo 01-00-00 SAS [MCKOBbIM HAKOMUTENb
hdisk4 JloctynHo 06-01-02 MPIO IBM 2076 [uck OC
hdisk5 JocTtynHo 07-01-02 MPIO IBM 2076 Auck ®C

5. Vicnonb3yiTe BbIXoAHY UHDopMauuto koMmaHabl 1sdev, utobbl HalNTK M NpeacTaBUTb B BUAE CNMCKA
ID yCTpOMICTB ANs KaXKA0ro AMCKOBOro YCTPOICTRA.

Hanpumep, ID ycTponcTtea moxeT 6biTb hdisk4. CoxpaHuTte cnncok ID ycTpoicTe ans
MCMONb30BaHMS NPU CO34aHUKN hainoBbix cucTeM ana cepsepa IBM Spectrum Protect.

6. Ckoppenupynte ID yctponcts SCSI ¢ LUN oTaenbHbIX AUCKOB M3 OMCKOBOW CUCTEMBI, MEpeYncIne
nofpobHyo nHhopMaLmio o Bcex n3nMyeckmnx Tomax B cuctemMe. BBeanTe cnefyroLLyto KOMaHAay:

lspv -u

B cucteme IBM Storwize npMMepoMm TOro, YTo NOKa3aHo OJ/1s KaXA0ro yCTPOMCTBa, ABNSETCS
cnenywowasa nHpopmaums:

hdisk4 00£8cf083£fd97327 HeT akTuBeH
332136005076300810105780000000000003004214503IBMEfcp

B npumepe 3HaueHne 60050763008101057800000000000030 - a3to UID ToMa, COOBLLEHHbIN
NHTeptencom ynpasneHus Storwize.

YT06bI NpOBEPUTBL Pasmep ANCKoB (B Merabarntax) n CpaBHUTb €ro C TeM, YTO YKa3aHo A/ CUCTEMBI,
BBEAUTE C/IeayoLLYy0 KOMaHay:

bootinfo -s hdisk4
CucTtembl Linux

Procedure

1. BHecuTe nameHeHus B havn /etc/multipath.conf, utobbl BKNOUMTL NOAAEPIKKY HECKOBKUX
nyTen ansa xocTtos Linux.

Ecnu bann multipath.conf He cywecTByeT, ero MoxHo co3gaTb, BBEASA CeAyHOLLY0 KOMaHay:

mpathconf --enable
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B paine multipath.conf npu TectupoBaHuu B cucteme xparHerus IBM FlashSystem® 6binu 3agaHbi
cnepyowme napameTpbl:

defaults §
user_friendly_names no
¥

devices {1
device §

vendor "IBM "
product "2145"
path_grouping_policy group_by_prio
user_friendly_names no
path_selector "round-robhin 0"
prio "alua"
path_checker "tur"
failback "immediate"
no_path_retry 5
rr_weight uniform
rr_min_io_xrq "1"
dev_loss_tmo 120

¥

2. 3apjaiTe 3anycK NoAAEePIKKN HECKOJIbKMX MyTel Npu 3anycKe CUCTEMBI.
BeeauTe crnenytoline KOMaHbl:

systemctl enable multipathd.service
systemctl start multipathd.service

3. YT06bI yOEanNTLCS, YTO AUCKM BUOHbI ONEPaLMOHHON CUCTEME M YPABNAOTCS NMOALEPIKKON
HEeCKO/bKUX NyTeW, BBEAMTE CNIefyIoLLYi0 KOMaHAay:

multipath -1

4. Y6ennTech, YTO NepeYnCeHbl BCe YCTPOMNCTBA M YTO YMCIIO NYTEN COOTBETCTBYET OXXMOAEMOMY.
Y106bI ONpenennTb, Kakme AUCKM yKasaHbl, MOXHO UCMNOMb30BaTb MH(OpMaLuio 0 pasmepe u ID
YCTPOWCTB.

Hanpumep, B cnegytouen BbIXOAHOW MHDOPMaLLMK MOKa3aHo, YTO y AMcKa Ha 2 T ecTb ABe rpynnbl
nyTen v YeTbipe aKTUBHbIX NyTU. Pasmep 2 Tb noaTBeppaeT, UTo AUCK COOTBETCTBYET (hali/ioBOM
cucTeMe nyna. Micnonb3yiite YacTb nonHoro Yncnosoro ID ycTporicTBa (B LaHHOM npumepe, 12),
yTObbI HANTU TOM B MHTEPdENCe yNpaBleHUs GUCKOBON CUCTEMONA.

[root@tapsrvOl codel# multipath -1
36005076802810c509800000000000012 dm-43 IBM,2145
size=2.0T features='1 queue_if_no_path' hwhandler='0"' wp=rw
|-+- policy='round-robin 0' prio=0 status=active
| |- 2:0:1:18 sdcw 70:64 active undef running
| - 4:0:0:18 sdgb 131:112 active undef running
"-+- policy='round-robin 0' prio=0 status=enabled
[- 1:0:1:18 sdat 66:208 active undef running
‘- 3:0:0:18 sddy 128:0 active undef running

a) Ecnn noTtpebyeTcs, ncnpaBbTe HazHavyeHMs xocToB aas LUN gucka v npoussennte
NPUHYOUTENbHOE NepecKaHpoBaHMe WNHBI.

Hanpumep:
echo "- - -" > /sys/class/scsi_host/host@/scan
echo "- - -" > /sys/class/scsi_host/hostl/scan
echo "- - -" > /sys/class/scsi_host/host2/scan

Tak>Xe MOXHO nepe3anycTuTb CUCTEMY, UTOObI NepecKkaHMpoBaTh HazHavyeHmsa xocToB afis LUN
OVICKOB.

b) YbenuTecn, UTo Tenepb AUCKU AOCTYNHbI 4J1S BBOAA-BbIBOAA MO HECKOJIbKMM MyTAM, CHOBA BBEAS
KoMaHaoy multipath -1.

5. Micnonb3yiTe BbIXOAHYH MHopMaLMio KoMaHabl multipath, 4Tobbl HAMTK M NpeacTaBUTbL B BUAE
cnuncka ID ycTponcTB ANng KaXKaoro oMCKOBOro yCTPOMCTBaA.
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Hanpumep, ID ycTponcTBa ons Bawero anucka B 2 Tb - a1o
36005076802810c509800000000000012.

COXpaHVITe cnucok ID yCTpOVICTB 0na ncnosib3oBaHMAa B cneayrouem ware.

Cuctembl Windows

Procedure

1. YbepguTechb, 4To yCTaHOBNEHA (YHKLMS BBOAA-BbIBOAA MO HECKONbKUM NyTaM. Ecnun notpebyeTcs,
yCTaHOBUTE [ONOSNIHUTESIbHbIE APavBEPbl HECKOJIbKUX NyTeW, CBA3aHHbIE C MOCTaBLIMKAMMU.

2.qTO6ny6eﬂMTbCﬂ,Hﬂ3ﬂMCKMBMﬂHbIOﬂepauMOHHomCMCTeMelﬂyﬂpaBﬂﬂDTCﬂBBOﬂOM'BHBOﬂONIﬂO
HECKOJIbKUM NYTAM, BBeauUTe cnegyroulyo KoMmaHay:

c:\program files\IBM\SDDDSM\datapath.exe query device

3. O3HAKOMbTECD C BbIXOLHOW MH(hopMaLmen ans NoaaepX KM HECKONbKUX NyTel 1 ybeaunTech, 4To
nepeyncneHbl BCe YCTPOMCTBA M YTO UNCIIO NyTEN COOTBETCTBYET OXMnaaemMomy. Ytobbl onpenenmnTs,
KaKue AMCKM YKasaHbl, MOXHO UCMONb30BaTb MHDOPMaLMIO O pasMepe 1 CepPUnHbIX HoMepax
YCTPOWCTB.

HanpvmMep, ncnonb3ys 4acTb MOSIHOro CEPUMNHOTo HoMepa yCTpoicTBa (B 4aHHOM npuMepe, 34), Bbl
CMOJXKeTe UCKaTb TOM B MHTepdelice ynpaBieHns AUCKOBOW cuctemMoit. Pasmep 2 Tb noaTeepkaaerT,
YTO AMCK COOTBETCTBYET (halifIoBOM CUCTEME Mya XpPaHeHus.

W YCTP. 4 UM YCTPOWCTBA: Disk5 Part@ TUN: 2145 MOJINTUKA: ONTUMU3UPOBAHHASA

CEP.HOM.: 60050763008101057800000000000034 PA3MEP LUN: 2.0 Tb
2 nyTtwn Apantep/KecTkuii puck CocTosiHne Pexum Boibop  Owwnbkm
O Scsi Port2 Bus©/Disk5 Part0® OPEN NORMAL 0 0
1 Scsi Port2 BusO/Disk5 Part® OPEN NORMAL 27176 (0]

2 Scsi Port3 BusO/Disk5 Part® OPEN NORMAL 28494 0
3  Scsi Port3 Bus0/Disk5 Part0 OPEN NORMAL 0 0

4. CospaitTe cnucok ID AMCKOBbIX YCTPOMCTB, MCNOMb3ysa CepUliHble HOMepa, BO3BPalLeHHbIe B
BbIXOAQHOW MH(OPMALIUM HECKONMBbKUX NyTein B Npeablayluem Liare.

Hanpwumep, ID ycTponcTea gns Bawero gucka B 2 Tb - 310 60050763008101057800000000000034

COXpaHl/ITe cnucok ID YCTpOVICTB 0ona ncnonb3oBaHMA B crieayoleMm ware.

5. YT06bI NPMBECTN HOBbIE AUCKM B NOAKNHOUYEHHOE COCTOSIHME U CHATbL aTpMbyT "Tonbko ansa uteHus",
BbiNonHUTe diskpart.exe co cnegytowmmm komaHgamu. MoBTopuTe 419 KAXKLOro U3 AUCKOB:

diskpart
select Disk 1
online disk
attribute disk clear readonly
select Disk 2
online disk
attribute disk clear readonly
< ...
select Disk 49
online disk
attribute disk clear readonly
exit

Co3paHue ID nonb3oBaTena pna cepeepa

CospanTe ID nonb3oBaTens, KOTOPbI CTAHET BNafesnblLeM ak3emnasipa cepeepa IBM Spectrum Protect.
Bbl ykaxkeTe aToT ID nonb3oBaTens npu co3gaHum aK3emMnasapa cepsepa npu neppoHavanbHOM
KOH(UrypupoBaHun cepeepa.
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About this task

B ID nonb3oBaTens MOXHO UCMOMb30BaTb TONbKO BYKBbI B HUXHEM perucTpe (a-z), unudpbl (0-9) u
cuMBon noavepkmeaHua (_ ). ID nonb3oBaTens n UMA rpynmnbl OMKHbI COOTBETCTBOBATL CleAyoLInM
npasunam:

« [1N1Ha He JonXHa npeBblWwaTh 8 CUMBOJIOB.
« ID nonb3oBaTens He MOXeT HauMHaTbCa ¢ ibm, sql, sys nnv undpbl.

« B kauecTBe ID nonb3oBaTensa uav UMeHW rpynnbl HENb3s UCNONb30BaTh user, admin, guest, public, local
nnu kakoe-nnbo 3apesepBmpoBaHHOe coBo SOL.

Procedure

1. Y706kl co3path ID nonb3oBaTens, UCNosib3ynTe KOMaHabl ONnepaLnoHHON CUCTEMBI.

o TN TSN CosnaiiTe rpynny 1 ID nonb3oBaTens B 4OMALLHEM KaTasore nonb3oBaTens,
KOTOpbIV CTaHeT BNafenbLeM 3K3eMnnspa cepeepa.

Hanpumep, utobbl co3aath ID nonb3oBaTtena tsminstl B rpynne tsmsrvrs c naposiem
tsminstl, BBeauTe 0T MMeHU ID agMUHUCTPATMBHOMO NOSIb30BaTENS CleAyoWMe KOMaHabl:

-J_mkgroup 1d=1001 tsmsrvrs
mkuser id=1002 pgrp=tsmsrvrs home=/home/tsminstl tsminstl
passwd tsminstl

groupadd tsmsrvrs

useradd -d /home/tsminstl -m -g tsmsrvrs -s /bin/bash tsminstl
passwd tsminstl

BbinouTe n3 cucteMsbl, 3aTeM CHOBA B Hee BoManTe. I'Iepe|7|p,V|Te Ha CO30aHHYHO BaMW YYETHYHO
3anncb NoJjib3oBaTesnid. |/|CI'IOJ'Ib3yIZTe MHTEPaKTUBHYIO NPOrpaMmy Bxoaoa B CUCTEMY, Hanpunmep,
telnet, utobbl Bac nonpocunum BBeECTU NapoJib 1 Bbl CMOIN NI3SMEHUTb €ro, ecjyin aTo n0Tpe6yeTc9|.

- NI Cospaiite ID nonb3osaTtens, a 3ateM fo6aBbTe HOBbIV ID B rpynny aAMUHUCTPATOPOB.
Hanpumep, utobbl co3paThb ID nonb3soBaTena tsminstl, BBeguTe creayoLLyto KOMaHay:

net user tsminstl % /add

Mocne co3pgaHna 1 NPOBEPKUM Naponsa 419 HOBOMO Nofib3oBaTens nobaebTe ID nonb3oBaTens B
rpynny AGMUHUCTPATOpPbIl, BBEOA Criefyrolme KoMaHgbl:

net localgroup Administrators tsminstl /add
net localgroup DB2ADMNS tsminstl /add

2. 3aBepuTe ceaHc anga Hoeoro ID nonb3oBaTens.

MoproroBKa thannoBbiX CUCTEM ANA cepBepa
YT06bI CEPBEP UCNOSIB30BAN OUCKOBYH CUCTEMY XPAHEHUS, HYXXHO BbINOMHUTL KOH(UIYypUpoBaHue
thannoBon cucTemsl.

Cuctembl AIX
Bbl OOJ/IKHbI CO30aThb rpynnbl TOMOB, JIOTMYECKNE TOMa U CbaVIJ'IOBbIe CUCTEeMbI anga cepBepa, UCNoJib3y4d

MeHeXep nornyeckmnx tomos AIX.

Mpouenypa

1. YBenuubTe rnybrHy ouepeam n MakCMManbHbI pasMep nepefayn ans Bcex AOoCTYMHbIX AUCKOB
hdiskX. BBepguTe ona Kaxnoro Aucka cnepytowme KomaHgbl:

chdev -1 hdisk4 -a max_transfer=0x100000
chdev -1 hdisk4 -a queue_depth=32
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chdev -1 hdisk4 -a reserve_policy=no_reserve
chdev -1 hdisk4 -a algorithm=round_robin

He BbINnONHANTE 3TV KOMaHAObl o9 BHYTPEHHUX OUCKOB OI'IepaLI,VIOHHOIZ CnUCTeMbl, Hanpumep, ongd
hdiskO.

2. Co3pgawiTe rpynnbl TOMOB 4719 6a3bl JaHHbIX, aKTUBHOIO XXYpHasa, apXMBHOMO XypHasna, pe3epBHOro
KonMpoBaHMa 6a3bl AaHHbIX U Nyna xpaHeHusa IBM Spectrum Protect. Beeoute komaHay mkvg, ykasas
ID yCTPOMICTB A/ COOTBETCTBYHOLWMX AMCKOB, KOTOPbIE Bbl yKa3anu paHee.

Hanpumep, ecnn nmeHa yctponcts hdisk4, hdisk5 w hdisk6 cooTBeTCTBYIOT AMcKaM H6asbl AaHHbIX,
BKJIIOYMTE UX B Fpynny ToMoB 6asbl AaHHbIX U T.4.

Pasmep cuctembl: [1pnBeeHHbIe HMXE KOMaHObl OCHOBaHbl Ha KOHCbVIpraLI,I/IVI CUCTEeMbI CpegHero
pasmepa. ng Mmanbix un 6onbLMX cucTeM Heobxoanmmo COOTBETCTBYHOLWNM o6pa30M HACTPOWUTb
CUHTaKCKUC.

mkvg -S -y tsmdb hdisk2 hdisk3 hdisk4

mkvg -S -y tsmactlog hdisk5

mkvg -S -y tsmarchlog hdiské

mkvg -S -y tsmdbback hdisk7 hdisk8 hdisk9 hdisk10

mkvg -S -y tsmstgpool hdisk1ll hdisk12 hdisk13 hdisk14 ... hdisk49

3. Onpe,u,enMTe MMEeHa Cbl/l3l/l'~leCKOFO TOMa u 4mncno cBobogHbIX cpmsmqecxmx pa3nenos, KOTOpPble
cnepyeTt ncnonb3oBaTb NPU CO3L4AHMK NTIOrMYECKNX TOMOB. BBeguTte komaHay lsvg 011 KaX0M
rpynnbl TOMOB, KOTOPYHO Bbl CO340aJI1 B npeabigyLlieM ware.

Hanpumep:
lsvg -p tsmdb

BbiBop, 6yneT nonobeH cnepytowemy. B ctonbue FREE PPs npepcTtaBneHbl cBoOH6oaHbIE hnsnyeckmne

pasgenbi:
tsmdb:
PV_NAME PV STATE TOTAL PPs FREE PPs FREE DISTRIBUTION
hdisk4 active 1631 1631 327..326..326..326..326
hdisk5 active 1631 1631 327..326..326..326..326
hdiské active 1631 1631 327..326..326..326..326

4. Co3panTe Normyeckmne ToMa B Kaxgon rpynne ToMoB npu nomowm komaHabl mklv. Pasmep TomosB,
rpynna ToOMOB W MMeHa yCTPOMUCTB ByayT pasHbIMU B 3aBUCUMOCTM OT padMepa Ballen CUCTEMBI U
pasnuuMii B KOHUrypawuum gUCKoB.

Hanpumep, utobbl co3paTtb ToMa gns 6asbl gaHHbix IBM Spectrum Protect B cucteme cpenHero
pasmepa, BBeOUTE Crenyowme KoMaHgbl:

mklv -y tsmdb@O -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk2
mklv -y tsmdb@1 -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk3
mklv -y tsmdb02 -t jfs2 -u 1 -x 1631 tsmdb 1631 hdisk4

5. CchopMaTupyinTe (hainosble CUCTEMbI Ha KAXKAOM JIOTMUYECKOM TOMe, UCMNOJIb3ya KoMaHay cxfs.

Hanpumep, 4To6bl chopMaTmpoBaTh haisioBble cUcTeMbI A8 6asbl AaHHbIX B CUCTEME CpedHero
pasmepa, BBe4WTE Clefytol e KOMaHabl:

crfs -v jfs2 -d tsmdb0O -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@0 -A yes

crfs -v jfs2 -d tsmdb01l -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@l -A yes

crfs -v jfs2 -d tsmdb02 -p rw -a logname=INLINE -a options=rbrw
-a agblksize=4096 -m /tsminstl/TSMdbspace@2 -A yes

6. CMOHTUMpYITE BCE 3aHOBO CO3aHHble (hainnoBble CUCTEMbI, BBEASA CNEOYIOLLYIH0 KOMaHAOy:
mount -a

7. Bbi3oBUTE CNUCOK BCeX (hainnoBbix cMCTEM, BBeas KoMaHay df.
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Yb6enuntech, UTo cbaﬁnosble CUCTEMbI CMOHTUPOBAaHbI C UCMNOJIb30BaHWeM npasusibHoro LUN n
I'IpaBl/U'IbHOVI TOYKM MOHTUPOBaHUA. [TpoBepbTe TakXe AOCTYMHOE MPOCTPaHCTBO.

B cnepyrowem npumepe BbIXO4HOM l/IHCbOpMaU,l/IVI KOMaH[bl MOKa3aHo, 4YTo 06bem Mncnonb3yemoro
HpOCTpaHCTBa,KaKHpaBMﬂO,COCTaBﬂﬂeT19&

tapsrv07> df -g /tsminstl/*
Oannosas cuct. bnoku I'b CsobogHo % wucn. Moe ucn. 9% moero ucn. CMOHTUPOBAHO
/dev/tsmact@®  195.12 194.59 1% 4 1% /tsminstl/TSMalog

8. YbepnuTecs, uto y ID nonb3oBaTens, cosgaHHoro Bamu B pasgene “CospnaHue ID nonb3oBaTens ons
cepsepa” Ha cTp. 40, ecTb NpaBa [OCTyNa A9 YTEHWS 1 3anMMCK K KaTasloraM Ha cepBepe.

CucTtembl Linux

darnosble cuctembl ext4 nnn xfs cnepyet chopmatmposaTb Ha kaxaoM us LUN gucka, kotopble bynet
ncnonbsosaTb cepsep IBM Spectrum Protect.

Mpouenypa

1. Ncnonb3ysa cnucok ID ycTponcTB, creHepupoBaHHbI paHee, BBeauTe komaHay mkfs, utobbl cospaTb
n cchopMaTMpoBaTh hannosyto cuctemy ansa kaxaoro yctponctea LUN xpaHeHus. Ykaxute ID
yCTpoWCTBa B KOMaHae. CMOTpuTe cnegytoLLyto Tabnumuy.

IOna 6a3bl gaHHbIX chopmaTupyinte annosblie cucteMbol exta:

mkfs -t ext4 -T largefile -m 2 /dev/mapper/36005076802810c509800000000000012
Ons LUN nyna xpaHeHuss chopmaTupymnTte hannosble cuctembl Xfs:

mkfs -t xfs /dev/mapper/3600507630081010578000000000002c3

KomaHpy mkfs MoxHO BBoAMTb A0 50 pa3s B 3aBUCKMMOCTM OT TOFO, CKOJIbKO PasHbIX YCTPOMCTB Yy Bac
ecTb.

2. CozpanTe Katanorm To4eK MOHTMPOBaHMS N5 hainoBbIX CUCTEM.

BeepuTte komaHay mkdix ona kaxporo katanora, KOTOpbIM Bbl LOKHbI cO3paTh. Micnonbaymnte
3HAYeHUs KaTasoros, 3anncaHHble BaMu B paboumnx Tabnunuax nnaHMpoBaHums.

Hanpumep, utobbl co34aTh KaTanor aK3eMnaspa cepeepa, UCNoJib3ys 3HAYEHWE MO YMOTYAHUIO,
BBEANUTE C/IeayHoLLYy0 KOMaHay:

mkdir /tsminstl

MoBTopuTe koMmaHay mkdix ana kaxxgon hannoBon cUcTeMbI.
3. NobaebTe B thain /etc/fstab sanuch gnsa kaxnon dannoBoit cuctemol, YTobbl hainoBble CUCTEMBI
MOHTUPOBaIMCh aBTOMATMYECKM NPU 3aMyCcKe cepBepa.

Hanpumep:

/dev/mapper/36005076802810c509800000000000012 /tsminstl/TSMdbspace00 ext4
defaults 0 0

4. CMOHTUpYWTe hannoBble CUCTEMBI, KOTOpble Bbl Aobasunu B ann /etc/fstab, BBeas komaHay
mount -a.

5. BbI30BUTE CNMCOK BCEX (hanIoBbIX CUCTEM, BBeAsS komaHay df.
Y6eauTtech, UTo halrnoBble CUCTEMbI CMOHTUPOBAHbI C UCMOJSIb30BaHMEM NpaBubHoro LUN m
NpPaBUIbHOM TOYKN MOHTUPOBaHMS. [poBepbTe TakKe AOCTYNHOE NPOCTPAHCTBO.

B cnepytowem npumepe B cucteMe IBM Storwize nokasaHo, 4To 06beM NCMOSIb3yeMoro
NPOCTPAHCTBA, Kak npaBuno, coctasnsaeT 1%:

[root@tapsrve4 ~]# df -h /tsminstl/*
dannosasa cucT. Pasmep Wcn. LocTt. Ucn. % Toe
CMOHTMP.
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/dev/mapper/360050763008101057800000000000003 134G 188M 132G 1%  /tsminstl/
TSMalog

6. Y6eoutecnb, uto y ID nonb3oBaTens, cosgaHHoro Bamum B pasgene “CosgaHue 1D nonb3oBartens ansg

cepBepa” Ha cTp. 40, ecTb NpaBa [oCTyna A9 YTEHMS U 3anmnCK K KaTanoram Ha cepeepe IBM
Spectrum Protect.

Cuctembl Windows

Bbl gomkHbl chopmaTmpoBaTh hannosble cuctembl New Technology (NTFS) Ha kaxaom u3s LUN guckos,
KoTopble ByayT ncnonb3oBaTtbcs cepepom IBM Spectrum Protect.

Procedure
1. Co3panTe KaTanornm ToueKk MOHTUPOBaHUS aNng pannoBbiX CUCTEM.

BeeguTe koMaHay md onsi KaXKOOro KaTasiora, KOTOpbIl Bbl LOMKHbI CO34aTb. MCNob3yliTe 3HaUYeHNs
KaTanoros, 3anvcaHHble BaMu B paboumx Tabnunuax nnaHmpoBaHus. Hanpumep, 4Tobbl co3aaTthb
KaTasor aK3eMmnasipa cepeepa, MCMosib3ys 3HAYeHMe Mo YMOYaHWI0, BBEAUTE ClIeAyHOLLY0 KOMaHAY:

md c:\tsminstl

MoBTOpUTE KOMaHay md Ana KaXkaon annoBo CUCTEMDI.

2. CozpanTe ToM ons kaxkpgoro LUN gucka, oTobpaxkeHHOro B KaTasior B KaTanore ak3emnsipa cepeepa
C ucnonb3oBaHWeM MeHemxepa TomoB Windows.
BbibepuTte MeHepykep cepBepoB > Cny6bl (haitynioB U XpaHeHUs ¥ BbINOJIHATE ONUCAHHbIE HUXE
Wwaru s Kaxaoro gMcka, CooTBeTCTBytowero otobpaxeHuto LUN, co3gaHHOMY B NpeablayLweMm ware:
a) MepeBeanTe OUCK B NOAK/IIOYEHHOE COCTOSIHUE.
b) MHnumanusnpyite gmck oo 6asosoro Tmna GPT, KOTOpbIV SBASIETCS TUMOM MO YMONYaHMIO.

c) Co3paiiTe NpocTol TOM, 3aHMMalOLL M1 BCe MPOCTPAHCTBO Ha aucke. ChopmaTupyiiTe dainoByto
cucTeMy ¢ ucnonbzosaHveM NTFS v 3agarite MeTKy, COOTBETCTBYIOLLYIO Ha3HAUYEHWIO TOMa,
HanpuMep, TSMEfile00. He HasHauanTe s HOBOro ToMa byKBY AMcKa. BMecTo aToro otobpasute
TOM B KaTaJior B KaTanore aksemnnspa, Hanpumep, B C: \tsminst1\TSMfile00.

Tip: OnpegenuTe MeTKy TOMa M METKM 0TOOpayKeHU KaTasiora Ha oCHoBe COObLLEHHOro pasMepa
aucka.

3. YbenuTecs, 4TO (hanioBbie CUCTEMbI CMOHTMPOBAHbI C UCNONb30BaHKeM npasuibHoro LUN n

NPaBWIbHOM TOUKM MOHTMPOBaHUSA. BbiI3oBUTE CNUCOK BCex (hanoBbix CUCTEM, BBEAS KOMaHAy
mountvol » 03HaKOMUBLUNCH C BbIXOQHOW MHOPMaLMEN.
Hanpumep:

\\?\Volume$8ffh9678-3216-474c-a021-20e420816a92%\
C:\tsminst1\TSMdbspaced0\

4. Mo 3aBepLIeHNM KOHOUTYPUPOBaHUSA ONCKA Nepe3anyCcTuTe CUCTEMY.
What to do next

Bbl MOXeTe noaTBepanTb 06beM CBOOOAHOIr0 NPOCTPAHCTBA A1 KaXKA0ro TomMa, Ucnosib3ysa MNpoBoaHNUK
Windows.

YcTaHOBKa cepBepa U KoMnoHeHTa LLeHTp onepauui

Mcnonb3ynTe ona ycTaHOBKM KOMMNOHEHTOB rpacdmyeckmii mactep IBM Installation Manager.

YctaHoBKa B cuctemax AIX u Linux

YctaHoBuTe cepBep IBM Spectrum Protect u LileHTp onepauumii B TOM e cucteme.
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Mpe>xpe ueM HavaTb

Ybeoutech, uTo ANS OﬂepaLLMOHHOVI CUCTEeMbIl 3aaH Hy)-KHbIVI A3bIK. [10 yMONYaHUIO A3bIK OﬂepaLl,VIOHHOVI
CUCTEMDI - 3TO A3bIK MacCTepa no yCtaHOBKE.

Mpouenypa

1. T
Y6epuTtech, UTO y Bac B cMCTEMe YCTaHOBJIEHbl HeobxoamMble thannbl RPM.

[ononHuTenbHble CBeAEHNS CMOTPUTE B pasaene “YcTaHoBKa 0bsi3aTenbHbIX hannos RPM gnsa
rpacmyeckoro mactepa” Ha cTp. 45.

2. Mpexnae YeM cKaumBaTb NakeT yCTaHOBKM, Y6e,D,I/ITer, YTO Yy BaC gOCTAaTOYHO MeCTa OJid XpaHeHUA
(balhﬂOB YCTaHOBKMWM nNocne nx n3enevyeHna N3 naketa npogykKra.

TpeboBaHWs K NPOCTPAHCTBY CMOTPUTE B ALOKYMEHTE MO CKauMBaHMIO No agpecy: TexHnyeckoe
3amevaHune 588093.

3. MNepenpunTe Ha cTpaHuLy Passport Advantage v ckayaliTe thaitn naketa B NyCTOWM KaTanor rno Bawlemy
BbibOpYy.

4. YbepuTech, UTO ANS NakeTa 3afaHbl paspeLleHns AN BbINOAHEeHNUs. ECNN HYXHO, TO USMeHUTe
paspelweHns Ana aina, BBeAs ClefyoLyo KOMaHay:

chmod a+x umsa_nakema.bin
5. N3BnekunTe nakeT, BBeAA CNeayroLyto KOMaHay:
./umMa_nakema.bin

roe UMs_naketd - 3TO UMS cKadaHHoro daiina.

6. TN
Y6enuntech, UTO BKOUEHA cllieaytolas KoMaHaa, YTobbl MmacTepa paboTanu npaBusbHO:

lsuser

o ymonuyaHuio aTa KOMaHaa BKOYeHa.
7. Nepengute B KaTanor, Kyaa Bbl NOMECTWUIN UCNONHAEMbI hann.
8. 3anycTuTe MacTep yCTaHOBKW, BBEASA CNefyoLLyo KOMaHay:

./install.sh

Bbi6upas nakeTbl A8 yCTaHOBKW, BbibepuTe U cepeep, v LleHTp onepaumi.

JanbHelwue gencTena

- Ecnu B npoLiecce yCTaHOBKM BO3HUKHYT OLWMOKK, OHW 3anncbiBalOTCA B halbl XXypHana, Kotopble
XpaHaTCcs B kKaTanore xypHanos IBM Installation Manager.

YTob6bl NPOCMOTPETL (halsbl XypHana yCTaHOBKU B MHCTpyMeHTe Installation Manager, Bbibepute
®daiin > MpocMoTpeTb XKypHan. Ytobbl cobpaTth 3Tu thannbl XXypHanoB U3 MHCTpyMeHTa Installation
Manager, BbibepuTe CnpaBka > KCNOPT AAHHbIX AJ1S aHANMU3a OWN60K.

« ocne ycTaHOBKW cepBepa 1 0 ero HaCTPOKK K paboTe noceTuTe canT CainT noaaepxku IBM
Spectrum Protect. LLenkHnTe no Support and downloads (Monnepyka n matepuansl 419 CKauyMBaHUs)
1 NpuMeHnTe BCe TpebyeMble ncrnpasneHus.

MHdopMauus, cBA3aHHasa ¢ AaHHOM
AIX: ycTaHOBKa KOMIMOHEHTOB cepBepa
Linux: ycTaHOBKa KOMMOHEHTOB cepBepa

BTNy cTaHoBKa 0693aTenbHbiX (haiinos RPM pna rpacmueckoro mactepa
darinbl RPM HeobxopuMbl ons rpagmueckoro Mmactepa IBM Installation Manager.
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https://www.ibm.com/support/pages/node/588093
https://www.ibm.com/support/pages/node/588093
http://www.ibm.com/software/passportadvantage
http://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect?language=en_US&productId=01t50000004uZGe
http://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect?language=en_US&productId=01t50000004uZGe
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_inst-aix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_inst-linux.html

Mpouepypa

1. YbenuTecsh, 4TO y BaC B CUCTEME YCTAHOB/EHbI cleaytowme hannbl: Eciv caiinbl He yCTaHOBEHbI,
nepenguTe K wary 2.

atk-1.12.3-2.aix5.2.ppc.xpm libpng-1.2.32-2.aix5.2.ppc.xpm
cairo-1.8.8-1.aix5.2.ppc.xpm 1ibtiff-3.8.2-1.aix5.2.ppc.xrpm
expat-2.0.1-1.aix5.2.ppc.rpm pango-1.14.5-4.aix5.2.ppc.rpm
fontconfig-2.4.2-1.aix5.2.ppc.xpm pixman-0.12.0-3.aix5.2.ppc.xpm
freetype2-2.3.9-1.aix5.2.ppc.xpm xcursor-1.1.7-3.aix5.2.ppc.xrpm
gettext-0.10.40-6.aix5.1.ppc.rpm xft-2.1.6-5.aix5.1.ppc.rpm

glib2-2.12.4-2.aix5.2.ppc.rpm xrender-0.9.1-3.aix5.2.ppc.rpm
gtk2-2.10.6-4.aix5.2.ppc.rpm z1ib-1.2.3-3.aix5.1.ppc.xpm

libjpeg-6b-6.aix5.1.ppc.rpm

2. YbenuTech, 4To B hannosoi cucteme /opt ceoboaHo, no kpanHen mepe, 150 MB npocTpaHcTBa.
3. B kaTanore, B KOTOpbI 3BMeYeH halin nakeTa yCTaHOBKK, NnepeinguTe B nogkartanor gtk.

4. CkavanTte hannbl RPM B Tekywmnin pabounin katanor ¢ Beb-canta IBM AIX Toolbox for Linux
Applications, BBegsa cnegyowyto KOMaHay:

download-prerequisites.sh

5. YcTtaHOBMTE cKavaHHble hannbl RPM B kaTanore, B KOTOPOM OHU HAaxXogsATCs, BBEOS CNeAYOLW Y0
KoMaHay:

rpm -Uvh *.rpm

YctaHoBKa B cuctemax Windows

YcTtaHoBuTe cepBep IBM Spectrum Protect u LileHTp onepaumin B TOM e cucteme.

Mpe>xpe yeM HauvaTb
Y6enunTtech, UTO BbINOSHEHbI cnepywuine obsasaTesnbHble Tpe6OBaHI/IﬂI

« Ybeauteco, 4To ons OﬂepaLl,I/IOHHOIZ CUCTEeMbl 3aaH HyH(HbIVI A3bIK. 10 yMONYaHMIO A3bIK
OﬂepaLLMOHHOVI CUCTEMDbI - 3TO A3blK MacCTepa no yCtaHOBKeE.

. y6eﬂ,l/ITer, yto y ID nonb3oBaTeny, KOTOprVI Bbl NJIaHNPyeTE UCNONb30BaTb Aj1d YCTAHOBKU, €CTb
NOJTHOMOYMA NOKa/IbHOIro aoMUHUCTPATOPa.

Mpouenypa
1. MNpexpe Yem ckaumBaTb NaKeT YCTAaHOBKMW, y6e,u,|/|Ter, YTO Yy BacC A0CTaTOYHO MecCTa 19 XpaHeHud
cpaﬁmos YCTaHOBKUW Noclie X n3snevyeHmna U3 nakeTta npoaykKra.

TpeboBaHUS K NPOCTPAHCTBY CMOTPUTE B AOKYMEHTE MO CKaunMBaHUIO NO agpecy: TexHn4yeckoe
3aMeyvyaHune 588095.

2. NepenpunTe Ha cTpaHuLy Passport Advantage 1 ckayarTe hainn nakeTa B MyCTOM KaTasor no Bawemy
BbIGopy.

3. MNepelianTe B KaTanor, Kyaa Bbl MTOMECTUIU UCTIONTHAEMbIN taiin.
4. BaXkabl WENKHUTE MO BbiNoAHAeMOoMYy haiisy, YTobbl M3BJieUb ero B TEKYLMIA KaTasor.

5. B kaTanore, kyfa 6bi11 pacnakoBaHbl (hansibl YCTAaHOBKM, 3aMyCTUTE MacTep YCTAaHOBKM, ABaX bl
WenkHys no ganny install.bat.

Bbibrpas nakeTbl 419 ycTaHOBKM, BbibepuTe 1 cepBep, v LieHTp onepauui.

JanbHeunwue gencrema

« Ecnu B npoLiecce yCTaHOBKU BO3HUKHYT OWMOKKM, OHWU 3anncbiBalOTCS B halbl XypHana, Kotopble
XpaHaTca B katanore xypHanos IBM Installation Manager.
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Y106bI NpoCcMOTpPETL halsbl )KypHana ycTaHOBKM B MHCTPyMeHTe Installation Manager, Boibepute
daiin > NpocMoTpeThb 3KypHan. YTobbl cobpaTtb 3TK thaisbl XXyYpHANoB U3 MHCTpyMeHTa Installation
Manager, BbibepuTe CnpaBka > AKCMOPT AAHHbIX AJ1S aHaNIU3a OWN6OoK.

« Mocne ycTaHOBKM cepBepa 1 40 ero HaCcTPOMKK K paboTe noceTnte cant CanT nogaep:kku IBM
Spectrum Protect. LLlenkHute no Support and downloads (Mopaepka 1 matepuanbl ois CKauymMBaHUS)
N NpuMeHnTe BCe TpebyeMble NCNpaBNeHns.

UHopMaumsa, cBa3aHHasA € aHHOM
Windows: ycTaHOBKa KOMMNOHEHTOB CepBepa

KoHdmrypuposaHue cepsepa u KoMnoHeHTa LLeHTp
onepauum

Mocne yCcTaHOBKM KOMMOHEHTOB BbINOMHUTE KOHUIypupoBaHue cepeepa IBM Spectrum Protect u
KoMroHeHTa LieHTp onepaumi.

KoHcurypupoBaHue 3aKsemMnnspa cepeepa

Ncnonb3ynTe MacTep KOHpUrypmpoBaHusa aksemnnsipa cepsepa IBM Spectrum Protect, utobbl
BbINOIHUTbL NepBOHaYanbHOe KOH(UrypupoBaHue cepeepa.

Mpexxpe ueM HavaTb
Y6epuTtech, UTO BbINOJIHEHbI Cneaytolne TpeboBaHUs:

| Linux | AIX
« B cucreme, B koTopow Bbl ycTaHoBMAK IBM Spectrum Protect, ponxeH 6b1Tb knneHT X Window System.
Kpome Toro, y Bac Ha pabouem ctone gonxeH pabotatb cepep X Window System.

« B cucrteme gomkeH 6biTb paspewieH npoTtokon Secure Shell (SSH). YéeguTech, 4To ans nopra 3agaHo
3HaueHue no yMmonvaHuio (22) 1 uyto nopT He 3abiokMpoBaH bpaHaMayspoM. HyHO pa3peLlnTb
ayTeHTUmKauno napons B canne sshd_config B katanore /etc/ssh/. YbeanTtech Takxe, 4toy
cny»x6bl nemoHa SSH ecTb npaBa gocTyna a1 CoeAMHEeHMs C CUCTEMOM C MCMNOJIb30BaHMEM 3HAYEHUS
localhost.

» Bbl 4OMKHBI MMETb BO3MOXHOCTb BoMTK B IBM Spectrum Protect, ncnonesys ID nonb3oBatens,
CO3[4aHHbIN 15 3K3eMnasapa cepBepa, U NpoTokona SSH. MNMpu ncnonb3oBaHnn Mactepa 45 NoyyYeHns
AOCTyrna K cMcTeMe Bbl fOMKHbI ByaeTe BBecTv 3T ID nonb3oBaTtens v naposib.

« Ecnu Bbl nIsMeHUNK kakmne-nnbo napamnTpbl B NpeablayLInX Wwarax, nepesanyctute cepeep, npexae
4YeM npucTynaTthb K paboTe c MacTepom KOH(UIyprupoBaHus.

WMy 6epmTech, uto cnyxba yoaneHHoro peecTpa sanylieHa, BbINoNHWB CReayoLLme Waru:

1. Boibepute Myck > ApMUHUCTPUpOoBaHue > Cnyx6bl. B okHe Cnyx6bl BbibepuTe YaaneHHbIN
peecTtp. Ecnu cnyxba He 3anyLieHa, wenkHute no Myck.

2. YbepuTecn, uto nopTbl 137, 139 1 445 He 3abnoknpoBaHbl bpaHamayspom:

a. LLenkHuTe no 3anyck > MaHenb ynpaBneHus > bpanpmayap Windows.
b. BbibepuTe JononHUTENbHbIE NapaMeTpbl.

c. BoibepunTe BxogHble npaBuna.

d. BoibepuTte HoBoe npaBuno.

e. CospganTe npaBunao nopta ans noptoB TCP 137, 139 1 445, yTobbl pa3pelwinTb COeANHeHNs ons
OOMEHHbIX M YaCTHbIX CETEN.

3. CKOHUrypupyiTe ynpaBneHne y4eTHbIMK 3aNnCcsMm Nosib3oBaTesiel, Mony4mB LOCTYN K ONLMAM
JlokanbHas nonnMTuka 6€30MacHOCTY 1 BbIMOMHUB CNeAyoWMe Wwaru:
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a. WenkHuTe no Myck > ApMUHUCTPpUpPOBaHue > JlokanbHasa NnonuTuKa 6esonacHocTu. PassepHuTte
JlokanbHble NONUTUKKM > Onuumu 6esonacHocTM.

b. Ecnun aTa BO3MOXHOCTb €LLe He BKIOYEHa, BKJIIOUMTE BCTPOEHHYIO YYETHYIO 3annch
afMUHUCTPaTOpPa, BbibpaB YueTHble 3anucu: CocTosiHue yueTHOM 3anucu agMUHUCTpaTopa >
Bknwouutb > OK.

c. Ecnn 3Ta BO3MOXHOCTb €eLle He BbIKJII0UYEH], BbIK/IHOUMUTE ypaBieHne y4eTHbIMU 3anmcamm
nonb3oBaTenen gns scex agMnHucTpatopos Windows, BoibpaB YnpaBneHue y4eTHbIMU
3anucsaMm Nosib3oBaTtesieii: 3anyckaTb BCeX afMUHUCTPATOPOB B PeXKUMe yTBepXKaeHUs
aAgMUHUCTpaTopoB > Bbiknouutsb > OK.

d. Ecnu 3Ta BO3MOXHOCTb €lLlle He BbIK/TIoYeHa, BbIKTHOYMTE YpaBieHne y4eTHbIMY 3anmncamm
nosib3oBaTenei OJis BCTPOEHHOM yYeTHOM 3anucy agMUHUCTpaTopa, Bbibpae YnpaeneHue
yYeTHbIMU 3anNucaMU NoJib3oBaTteneil: Pexxum yTeep>xaeHuss agMUHUCTPATOPOB AN
BCTPOEHHOI YYeTHOI 3anucu agMUHUCTPaTopa > Bbiknwountb > OK.

4. Ecnu Bbl U3MEHUNY Kakne-nnmbo napamnTpbl B NpeabloyLLmMX Wwarax, nepesanycrtmte cepeep, npexae
4yeM NpucTynaTb K paboTe C MacTePOM KOHUIYPUPOBaHNS.

06 3ToM 3apaue
MacTep MOXHO OCTaHaBMMBaTb U NepesanyckaTb, HO cepeep He byaeT paboTaTtb, Noka He byaeT
BbIMOJSIHEHA BCS NpoLeaypa KoHhUrypupoBaHums.

Mpoueaypa
1. 3anycTuTe NOKanbHYIO BEPCUIO MacTepa.

o TN TSN O TkpoiiTe nporpammy dsmicfgx B kaTanore /opt/tivoli/tsm/server/
bin. 3TOT MacTep MOXHO 3anyCTUTb TONLKO OT UMEHU NONb30BaTeNs root.

« IITEMBLI6epuTe Myck > Bce nporpamMmbl > IBM Spectrum Protect > Mactep
KOH(MrypupoBaHms.
2. 3aBepLnTe KOHMUIrYPUpOBaHUE, Cliedys UHCTPYKLMAM.

Mcnonb3ynte nHgopmaLmio, 3anmcaHHyo Bamu B Tabnuuy “Pabouyne nucTbl nnaHMpoBaHusa” Ha cTp. 6
B X0[.e HacTpowku cuctemMbl IBM Spectrum Protect, utobbl 3agaTh KaTanoru n onuun B MacTepe.

IR TSN B ok He MHdopMaums o cepBepe 3aaliTe aBTOMaTUYECKMI 3anyCcK cepeepa npu
3arpyske cucTeMsl, ucnonbays ID nonb3oBaTens ak3emnaspa.

BTN py cnonb3oBaHMM MacTepa KOHMUIyprpoBaHusa ana cepsepa byaeT 3agaH
aBTOMaTUYECKMIA 3aMyCK Npu nepesarpyske.

YcTaHOBKA KJZIMEHTA pe3epBHOro KonMposaHuAa N apxmeupoesaHud

Jlydle Bcero ycTaHOBUTb KJIMEHT Pe3epBHOro KONMpoBaHusa 1 apxmsmnposaHusa IBM Spectrum Protect B
cepBepHON cucTeMe, YTobbl HbINN LOCTYNHbI AAMUHUCTPATUBHBIN KIIMEHT KOMaHLHON CTPOKN 1
NaaHVWPOBLUMK.

Procedure

e Y10bbI YCTaHOBWUTb KJTMEHT PE3EPBHOI0 KOMMPOBaHNA N apXUBUPOBaHUA, BbINOTHUTE MHCTPYKLUWK MO
yYCTaHOBKE A4 BaLlewn OﬂepaLLMOHHOVI CUCTEMDbI.

— YCTaHOBUTb KNIMEHTOB PE3EPBHOr0 KONMpPoBaHua n apxnsnpoBanma UNIX u Linux

— [lepBas ycTtaHoBKa knneHTa Windows

Kak 3apaTb onuuu pgns cepsepa

MpoBepbTe hann onumii cepeepa, yCTaHOBNEHHLIN BMecTe ¢ cepepom IBM Spectrum Protect, 4tobbl
ybeounTbcs, YTO 3a4aHbl NPaBUSIbHbIE 3HAYEHWS OJ15 Ballel CUCTEMBI.
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Procedure

1. MNepenguTte B KaTanor ak3eMmnispa cepeepa 1 otkponTe ann dsmsexrv.opt.

2. O3HaKOMbTECh CO CllefyOWNMI 3HAUEHUSIMIN B TabnvLe U NpoBepbTe NapaMeTpbl ONLMIA cepBepa Ha
OCHOBe pasmepa CUCTEMBI.

CepBepHblii napameTp 3HauveHue gns 3HaueHue gns 3HaueHue pns
He6onbLoiA cpepHel CUCTEMDbI | KPYNHOM CUCTEMb
CUCTEMDI

ACTIVELOGDIRECTORY MyTb KaTanora, MyTb KaTanora, MyTb KaTanora,
3a[,aHHbIV BO BpeMs | 3aflaHHbIN BO BPEMS | 3aaaHHbIN BO BpeMS
KOHumrypaumm KOHUrypaumnm KOHurypaumnm

ACTIVELOGSIZE 131072 131072 262144

ARCHLOGCOMPRESS Oa HeTt HeTt

ARCHLOGDIRECTORY MNyTb kaTanora, MNyTb kaTanora, MNyTb kKaTanora,
3aflaHHbIN BO BpeMs | 3amaHHbIN BO BpeMA | 3agaHHbIN BO BPeMs
KOHUrypaumm KOH(Urypaumm KOH(Urypaumm

COMMMETHOD TCPIP TCPIP TCPIP

COMMTIMEOUT 3600 3600 3600

DEDUPREQUIRESBACKUP Het Het Het

DEVCONFIG devconf.dat devconf.dat devconf.dat

EXPINTERVAL 0 0 0

IDLETIMEOUT 60 60 60

MAXSESSIONS 250 500 1000

NUMOPENVOLSALLOWED 20 20 20

TCPADMINPORT 1500 1500 1500

TCPPORT 1500 1500 1500

VOLUMEHISTORY volhist.dat volhist.dat volhist.dat

O6HoBWTE NapamMeTpbl oNuun cepsepa, ecnu notpebyeTcs, 4To6bI OHM COOTBETCTBOBA/IN 3HAYEHUSM B
Tabnuue. Ytobbl BHecTn obHOBNEHMSA, 3akponTe hann dsmsexrv.opt 1 BOCNoNb3ynTecb KOMaHLOM
SETOPT B nHTepeince KOMaHOHOM CTPOKM aAMUHUCTPUPOBAHMS, UTOBbI 3a4aTb ONLLUN.

Hanpumep, utobbl 06HOoBUTL onumio IDLETIMEOUT po 60, BBeauTe CreayoLLyto KoMaHay:

setopt idletimeout 60

. Ecnun Hy»HO 06HOBUTB Ntoboe 13 3HaYeHU onNumin cepBepa, To usMeHuTe hann dsmserv.opt,
MCNONb3ys crenylie peKoMeHOoaUnu:

« YT06bl BKJIOUMTbL ONUMIO, yOANUTE 3BE304KY B Havasie CTPOKMW.

* B kaxxgomn CTPOKe BBEONTE TOJIbKO OAHY ONUMIO N 3aaHHOE ONnd Hee 3HaYeHne.

« Ecnu onumsa BcTpeyaeTcs B HECKOJIbKUX 3anucsx B chaine, cepep OyaeT NCNosib30BaTh NOCEAHI00

3anuncob.

CoxpaHuTe CBOM U3MeHeHMS haln u 3akponTe hann. Ecnm Bbl HENOCPEACTBEHHO BHECETE M3MEHEHUS
B (hann dsmsexrv.opt, Bbl foMmKHbI ByaeTe nepesanycTuTb CepBep, YTOObl U3MEHEHMS BCTYNUAN B

cuny.

Related information
CnpaBoOYHMK MO ONuuMaM cepBepa
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SETOPT (3apatb AguHaMmnyeckoe obHOBEHME CEPBEPHON Onummn)

KoHchurypupoBaHue 3sawu,eHHON CBA3KU € ucnosibsosaHmemM Transport
Layer Security (TLS)

Y106bI WNPOBATL AaHHbIE 1 3alMLLATb CBA3b B BalleW Cpefe, Ha CEPBEPE U Ha KIIMEHTE PE3EPBHOMO
KOMMpoBaHUs 1 apxuBmupoBaHus IBM Spectrum Protect BkntoueH npoTtokon Secure Sockets Layer (SSL)
nnun Transport Layer Security (TLS). CepTudukat SSL ncnonbayetcs ans npoBepku TpeboBaHW cBS3U

MeX Iy CEPBEPOM U KIIMEHTOM.

About this task

Kak nokasaHo Ha cnefgyoLueM pUCyHKe, Bbl MOXETe BPYYHY CKOH(MIYPUpPOBaTh 3alLMLLAHHYHO CBSA3b
MeXy CepBePOM N KITMEHTOM pPe3epPBHOro KONMPOBAHMSA 1 apXMBUPOBaHUS, 3afaB onuun B hannax
ONuUI cepBepa 1 KJIMEHTa, a 3aTeM NepeHecs Ha KJIMeHT caMONOANMCaHHbIA cepTudmKar,
creHepupoBaHHbIN Ha cepBepe. JIN6o MOXHO NOoSyUNTb YHUKASbHbIN cepTuUdmKaT, NoaAnnUcaHHbIn
LeHTpoM cepTudmkauum (certificate authority, CA).

Cepeep KnAeHT pesepBHOTS

EOMNUPOBAHWA W apXMBH pOBaHWA

ﬂ JapiEHHAA CBADL

DalAn anuU#E KNWeHTa
Dain onuywi cepaepa
WMrenooT cert 256.arm

tcpadminport

tcpport |~ tcpport = 3HaueHne
tcpport Ha
cepespe

LJononHUTeNnbHYO MHOPMALMIO O KOH(UIYPUPOBaHUN CEPBEpPa U KIIMEHTOB A1 B3anmMogencremnm SSL
nnu TLS cmoTpuTe B pasaene KoHhUrypMposaHme areHToB XpaHeHu s, CepBepoB, KNMEHTOB U LleHTpa
onepaumn ona COeAMHeHNs C CEpBEPOM C UCNonb3oBaHmeM SSL.

KoHdmrypuposaHue LleHTpa onepauum

Mocne ycTaHOBKM KOMMOHeHTa LLeHTp onepawumin BbINOHATE ONUCAHHbIE HUXKE OeNCTBUS NO
KOH(MIYpPUPOBaHUIO, YTOBbI HayaTb YNPaBisSTb CPefon XpaHeHus.

Mpexxpe ueM HavaTb
Ecnu Bbl NnoAKIOYaeTeCh K KOMMNOHEHTY LLeHTp onepaunit BnepBble, Bbl AOMXHbI NPefoCcTaBUTb
cnenyroLyo nHopMaLuuio:

» MHhopMaumsa o coegmMHeHM AN cepBepa, KOTOPbIN Bbl XOTUTE HA3HAUNTL Xab-cepBepom

» peHTudrKaunOHHbIe JaHHble BXOA4a B CUCTEMY A1 aAMUHUCTPATOPa, KOTOPbIV 3a4aH A/ 3TOro
cepBepa

Mpouepypa

1. OnpenenuTte xab-cepsep.
BeBepguTe B OkHe Beb-b6paysepa cnenyroLmin agpec:

https://uma_xocma: 3awuweHHsili_nopm/oc

3pecb MCNOJIb3YHKTCA cneayoumne 0b0o3HaveHus:

e UMS_XOCTA - 3TO UMA KOMMbIOTEPA, r4e YCTaHOBNEH KOMMNOHEHT LieHTp onepau,vu7|

* 3QWUWeHHbIU_NnopT - 3TO HOMEpP NMOPTa, UCNOb3YyEMOro KOMMNOHEHTOM LLeHTp onepaumn ang
HTTPS-B3anmMogencTBuiM Ha 3TOM KOMMblOTEPE
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Hanpumep, ecnun nms xocTa - aTo tsm.storage.mylocation.com 1 Bbl Mcnosib3yeTe AN KOMMNOHEHTA
LieHTp onepauuii 3aluLLEeHHbI NOPT Mo YMONYaHuo, afpec NpuMep creayroLimii Bus,;

https://tsm.storage.mylocation.com:11090/oc

Korpa Bbl BepBble BXOANTE B KOMMOHEHT LIeHTp onepauuii, MacTep NOMOXET BaM BbIMOMHUTb
nepBoHavanbHoe KOHUrypupoBaHue, YTobbl 3a4aTb HOBOIrO aAMUHUCTPATOPA C CUCTEMHbBIMU
NOMHOMOUYNAMU Ha cepBepe.

2. HacTpoiTe 3allMLEHHble B3aUMOAENCTBUS MeX Oy KOMNOHeHTOM LieHTp onepaunin n xab-cepeepom,
CKOHhurypuposas npoTtokon Secure Sockets Layer (SSL).

CrnepynTe MHCTPYKLMAM B pasgene “3awmra CBA3n Mexay KOMNOHeHToM LLeHTp onepaumin u xab-
cepBepoM” Ha cTp. 51.

3. HeobsizaTtenbHo: YTobbI exxeHEeBHO NOJ1y4aThb MO 3/IEKTPOHHOW NoYTe OTYET, B KOTOPOM CYMMUpPYyeTCs
COCTOSIHME CUCTEMbI, CKOH(DUTYPUPYINTE NapaMeTpbl 31eKTPOHHOM MNoYTbl B KOMMNOHeHTe LleHTp
onepaummn.

CnenyinTe MHCTPYKLMAM B pasgene “CocTosiHue CUCTeMbl OTCNEXMBAHMS C MCMOJIb30BAHNEM OTHYETOB
No 3NeKTPOHHOM no4Te” Ha cTp. 84.

3awuTa CBA3M Mexay KOMNOHeHToM LLeHTp onepauuii u xab-cepsepom

[ns 3aWmThl CBSA3M MeX Ay KOMNoHeHTOM LleHTp onepauuii n xab-cepeepom pobasbTe cepTudnkaT
Transport Layer Security (TLS) xab-cepBepa B thalin LoBEpPEeHHOro XpaHunuiLa KoMnoHeHTa LleHTp
onepaumn.

Before you begin

®dann [oBEPEHHOro CKNaaa KoOMNoHeHTa LLleHTp onepaumi - 3To KOHTeWHep cepTUNKaTOB, JOCTYM K
KOTOpOMY MOXeT nonyuntb LleHTp onepaunn. OH cOpepXuT cepTudmKaT, KoTopbin LleHTp onepauuin
ncnonb3yeT ansa ceasn HTTPS ¢ Beb-6paysepamu.

Mpu ycTaHOBKE KOMMOHEeHTa LleHTp onepauuii Bbl co3gaeTe naposb Ans daiina cknaga goBepeHHbIX
cepTUrKaToB. YToObI 3aLLUTUTL CBA3b MeX Oy KOMMNOHEeHTOM LLeHTp onepauuin n xab-cepBepoM, HyKHO
MCMonb30BaThb TOT e Naposb Ans gobaBneHns ceptudmkaTta xab-cepsepa B haii 4OBEPEHHOro cknaga.
Ecnu Bbl He NOMHWTE 3TOT NapoJib, Bbl MOXETE €ro nepeycTaHoBUTb.

Ha cnepytolieM pucyHKe nokasaHbl KOMMNOHEHTbI A1 HACTPOWMKM SSL Mexay KOMNOHeHTOM LieHTp
onepaumn n xab-cepsepom.

XabG-cepeep UenTp cnepauwin

E 3AUMLLEHHAA CBAL

Dain cenaga
ADBSPEHHLE
cepTwdKaTos

Cepmudmxar 5501 xab-cepeepa

cert256.arm

About this task
B aTol npoueaype onuncaHsbl LWaru no peanvsalmm 3alluLLEeHHON CBA3M C UCNONb30BaHUEM
camMonoAnucaHHbIX cepTUMKaToB.

Procedure

Y706kl HaCTPOUTbL CBSA3b SSL C MCNoNb3oBaHMEM caMoNoANMCaHHbIX cepTUduKaToB, caoenante
cnepgywouee:

1. 3apanTte cepTudmkaT cexrt256.arm B KauecTBe cepTudmrkaTa no ymonyaHuto B hanne 6asbl
OaHHbIX K/touen xab-cepsepa:
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a) Haxopsacbh B Katasore aKkseMmnisapa xa6-cepBepa, BBeOguTe Crieayrouyro KoMaHay:

gsk8capicmd_64 -cert -setdefault -db cert.kdb -stashed
-label "TSM Server SelfSigned SHA Key"

b) Mepe3anycTuTe xab-cepBep, YTOObI OH MONYUYUN USMEHEHUS, BHECEHHbIE B (haln 6asbl AaHHbIX
KJrouen.

c) YbeouTech, uto ceptudmkat cert256.arm sagaH Kak cepTudumkart no ymonyaHuwo. Beegute
c/iefyroLyo KoMmaHay:
gsk8capicmd_64 -cert -list -db cert.kdb -stashed

2. OcTaHoBuTe Beb-cepBep LleHTpa onepauuii.

3. OTKpOMTE KOMaHOHY CTPOKY ONepaLMoHHON CUCTEMbI B CUCTEME, IOe YCTAaHOBMIEH KOMMOHEHT
LleHTp onepauui, n nepengunTe B CNELYOWMA KaTanor:
o IR TN < amanoz_ycmaHosku/ui/jre/bin
- I M« amanoa_ycmaHoseku\ui\jre\bin

['Ae KaTasor_ycTaHOBKU - 3TO KaTasor, B KOTOPOM YCTaHOBNIEH KOMMOHEHT LLeHTp onepauuii.
4. OTKpoKTe OKHO YnpaBneHue kntovamm IBM, BBeOs cnenyowyo KOMaHay:

ikeyman

5. Boibepute Paitn 6a3bl faHHbIX KNoUYei > OTKPbITb.

6. LLenkHuTe no 0630p 1 NepenanTe B CNeAyOWMA KaTanor, rhe Karaior_ycTaHOBKU - 3TO KaTasor, B
KOTOPOM YCTQHOBJ/IEH KOMMOHEHT LLeHTp onepavwuii:
o I TN « cmanoa_ycmaHosku/ui/Liberty/usr/servers/guiServer

- I M «amanoa_ycmanosku\ui\Liberty\usr\servers\guiServer
7. BoibepuTe B kaTtanore guiServer ann gui-truststore. jks.
8. WWenkHuTe no OTKpbITH, a 3aTeM no OK.
9. Beegute naponb ons danna LOBEPEHHOro cknaga v wenkHmte no OK.

10. B obnactn KoHTeHT 6a3bl JaHHbIX Ktoueln okHa YnpaBneHue knodamu IBM WwenkHUTe no cTpenke u
BbibepuTe B cnncke CeptudmKatbl nognucbiBaowumx. LlenkHute no J,06aBuThb.

11. B okHe OTKpbITb WenkHUTe no 0630p 1 nepengnTe B KaTtanor aksemnnsapa xab-cepsepa:
o IR TN /opt /tivoli/tsm/server/bin
« BT C : \Program Files\Tivoli\TSM\serverl
B kaTanore copepxutca ceptumkar cert256.arm.

Ecnu 13 okHa OTKpbITb HEQOCTYNEH KaTaslor ak3eMnnsapa xab-cepBepa, BbINOMHUTE crieaytoLime
nencrTeua:

a) Mpwu nomowm FTP nnu gpyroro cnocoba nepenaun ainos ckonupyiTe annbl cert256.axmc
xab-cepBepa B crefyowmin KaTanor Ha KOMNboTepe, Ha KOTOPOM YCTaHOBSIEH KOMMOHEHT LLeHTp
onepaummn:

o IR TN« amanoa_ycmaHoseku/ui/Liberty/usr/servers/guiServer

- WITT M amanoa_ycmaHosku\ui\Liberty\usr\servers\guiServer
b) B okHe OTKpbITb NepenguTe B KaTanorguiServer.
12. Boibepute ceptugukat cert256.arm B kauecTBe cepTudukara SSL.
13. LLenkHnTe no OTKpbITb, a 3aTem no OK.
14. BeeguTe MeTKy AN cepTudurkaTta. Hanpumep, 3agante nma xab-cepsepa.

15. WenkHuTe no OK. CepTtudtmkat SSL xab-cepeepa nobaeneH B hann 4OBEPEHHONO XPaHUAULLILA, U ero
MeTKa BblBOAMTCS B 06nactn Copepxmnmoe 6asbl AaHHbIX KNtoUe oKHa YnpasneHue kitodamu IBM.
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16. 3aKponTe OKHO YnpaBneHue knovamm IBM.
17. 3anyctuTte Beb-cepBep LleHTpa onepauuii.

Korpa Bbl B nepBbIl pas byaeTte coegMHATLCS C KOMMNOHEHTOM LLeHTp onepaumin, Bac nonpocat
ykasaTtb IP-agpec nnu ceteBoe nmsa xab-cepsepa 1 HOMep nopTa AN1s cBa3u ¢ xab-cepsepoM. Ecnn
onuua cepsepa ADMINONCLIENTPORT BkntoueHa gns cepsepal BM Spectrum Protect, BBegute
HOMep NopTa, 3afaHHbI onumen cepeepa TCPADMINPORT. Ecnu onuus cepBepa
ADMINONCLIENTPORT He BKktOYeHa, BBEAUTE HOMEP MOpPTa, 3a4aHHbIn onuuen cepepa TCPPORT.

Related tasks

3anyck 1 ocTaHoBKa Beb-cepBepa

Beb-cepBep LleHTpa onepaumin paboTaeT Kak cnyxba 1 3anyckaeTcs aBToMaTuyecku. Bam moxet
notpeboBaTbCcs OCTAHOBUTL M NMOBTOPHO 3anycTuTb Web-cepBep, Hanpumep, UTobbl NPOM3BECTHU
N3MEHeHMs KOHUrypaumm.

PerucrTpauus MULEH3UM HA NPOAYKT

YTo6bl 3aperncTpmupoBaThb NMLeH3nto 0ia npoaykta IBM Spectrum Protect, ucnonbayiTte koMaHay
REGISTER LICENSE.

About this task

JInueHsum xpaHaTtca B hannax ceptTumkara permctpaumnm, KoTopbii COOEPKUT CBEAEHNS O
NMUEH3MpOoBaHMM Ansa npoaykTa. Mansnbl perncTpaunoHHbIX CEPTURMKATOB HAXOAATCHA HA HOCcUTEeNe
YCTaHOBKMW M NPW YCTaHOBKE NoMeLLaoTCa Ha cepsep. ocne perucrpaumm NnpoayKTa MNLEH3UM XPaHATCS
B NODELOCK-thanne B TekyLem KaTanore.

Procedure

3aperucTpupyinTe NMUEH3MIO, yKa3aB Mg taina cepTudmkaTa permcTpaumnm, CoaepaLlero MMueH3mio.
YTo6bl MCNONBb30BATb NOCTPOUTENb KOMaHS, LleHTpa onepauuit 4ns aToi 3agaqu, BeINOMHUTE Cleaytolme
warm:

1. OTkponTe LieHTp onepauuii.
2. OTKpoONTe NoCTpoUTENb KOMaHL KOMMNOHEHTa LLeHTp onepauunii, yCTaHOBUB yKasaTeslb MbllUM Ha
3Ha4YOK NapameTpoB n WwenkHyBs no MocTpouTenb KOMaHA,

3. Beeaute komaHaoy REGISTER LICENSE.
Hanpumep, utobbl 3apernctpmupoatb 6a3oByto nuueH3nto IBM Spectrum Protect, BBegute
cllegyroLyo KoMaHay:

register license file=tsmbasic.lic

What to do next

CoxpaHuTe HoCcUTeNb YCTAaHOBKM, HA KOTOPOM cofepkaTca hannbl cepTucmkaTa permctpaumnm.
Bo3MoxHO, BaM NpuaeTcs CHOBa 3aperucTpupoBaTh NNLEH3MIO, eCNU, HanNpUMep, BOSHUKHET OA4HO 13
crnenyoLwmx yCrnoBui:

« CepBep nepeHeceH Ha Apyroi KoMMNbloTep;

- ®ann NODELOCK noBpexgeH. CepBep coxpaHsieT gaHHble nuueHsun B harne NODELOCK,
pacnosioXXeHHOM B KaTanore, M3 KOTOPOro 3anyckaeTcs cepBep.

- IITENB L) M3MeHseTe MUKPOCXEMY NPOLLECCOpa, CBA3aHHYIO C CEPBEPOM, Ha KOTOPOM YCTaHOBNEH
cepsep.

Related information
REGISTER LICENSE (perncrtpauunst HoBo N1MLEeH3uNn)
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KoHchurypupoBaHue gepynamkaumm gaHHbIX

CospaiTe Ny XpaHeHUs KaTasioroB-KOHTeMHEPOB 1 XOTs Obl OAMH KATanor nyna XpaHeHus:, 4Tobbl
MCMOMb30BaTb BCTPOEHHYIO AeAyMKaLmMIo JaHHbIX.

Mpexxpe uemM HavaTb
Ncnonb3ynTe npu BbINOJHEHUN 3TOM 334241 MH(OPMaLLMIO O KaTanore nyna XxpaHeHUs AaHHbIX, KOTOPYHO
Bbl 3anucanu B pasgene “Paboune nucTbl nnaHMpoBaHms” Ha CTp. 6.

Npouenypa

1. OTkponTe LieHTp onepauuii.

. B cTpoke MeHto LieHTpa onepaumii HaBeauTe yKkasaTesb MbllM HA CUCTEMA XpaHEHUA.
. B noasuswemcsa cnucke wenkHute no Mynbl xpaHeHUs.

. lWenkHuTe no kHonke + Myn xpaHeHus.

g b 0N

. BoinonHuTe waru B Mactepe [J,06aBUTb Ny XpaHeHUA:
« Y106bI MCNONIb30BaTh BCTPOEHHYIO AeAyNMKaLMIO AaHHbIX, BbibepuTe nyn xpaHeHus KaTtanor B
CUCTEME XPaHEHUS HA OCHOBE KOHTEMHEPOB.

« Mpun KOH(UTypMpOBaHMUM KaTaNIOroB A1 MyJla XPaHEeHMS KaTanoroB-KOHTEMHEPOB 3a4anTe nyTu
KaTasioros, KOTOPbIE Bbl CO34aM 11 XPaHEHUS BO BPEMS HACTPONKN CUCTEMBI.

6. Mocrne Toro Kak Bbl CKOH(hUIyprpyeTe HOBbIV My XpaHEHUS KaTa/loroB-KOHTEMHEPOB, LeNKHUTE Mo
3aKpbITb M NPOCMOTPETb MOJIUTUKU, UTOObI 0BHOBUTB KNACC YyNpaBieHUsl U HauaTb UCMONb30BaTh
My XpaHeHus.

Kak 3apaTb npaBuia XpaHeHUA JaHHbIX ANA Bawero 6usHeca

Mocne co3gaHms nyna XpaHeHus KaTaniora-KoHTeMHepa Ans AefyninKaumum JaHHbIX 06HOBUTE NMOMNTUKY
cepBepa no yMon4aHmio, YTobbl MCNoNb30BaTh HOBbLIV My XpaHeHus. B mactepe [J,06aBuTb nyn
XPaHeHUs OTKpoeTCs CTpaHuua CnyK6bl B KOMMNoHeHTe LieHTp onepauuii, 4Tobbl MOXHO 6bIf10
BbIMOJIHWUTL 3Ty 3a4a4y.

Procedure

1. Ha cTpaHuue Cny»x6bl B LieHTpe onepaunn Boibepnte gomeH STANDARD v wenkHute no CBepgeHus.
2. Ha cTpaHuue CBopKa o5 JoMeHa NoNNTUKN WeNKHUTe No Bkiagke Ha6opbl NONMTUKM.

Ha cTpaHuue Ha60pb| NOJINTUK YKa3aHO NMA aKTUBHOIO Ha60pa NONUTUKN N NepeyYncneHbl Bce
KnaccCbl ynpaBsieHna ona aTtoro Ha6opa NONNTUK.

3. WenkHuTe no nepekntovatento KoHdurypuposartb 1 BHeCUTe Cenyowme USMEHEHUS:

« 3aMeHnTe 06BbEeKT HasHaYeHMsa pe3epBHOro KONMpoBaHus gns knacca ynpasneHns STANDARD,
3a4aB Ny XpaHeHWs KaTanora-KoHTenHepa.

« N3ameHwnTe 3HaveHune B cTonbue PesepBHble Konun Ha Bes orpaHnueHus.

« IaMeHWTe CPOK XpaHeHus. 3adaiTe B cTonbue XpaHnTb ULLHME pe3epBHble Konuu 3HavyeHne 30
OHen unum 6onee B 3aBUCMMOCTM OT Bawmx busHec-TpeboBaHM.

4. CoxpaHnTe N3MEeHEHUS U LenKHMUTe No nepekntoyatento KoHdmrypupoBarb, 4tobbl Habop NnonuTuk
CTan HeOoCTyneH A9 U3MEeHeHUs.

5. AKTUBMpPYITe Habop NONUTKK, AN1S Yero WenKHUTe No AKTUBMPOBATb.

Kak 3apaTb pacnucaHus ans onepawuii no o6¢cny>KMBaHuio cepeepa

CospaiTe pacnucaHms oas KaXaow onepaumm no obcnyxxnBaHuto cepeepa, ncnonb3ys komaHay DEFINE
SCHEDULE B nocTtpouTenie KoMaHz KOMMOHeHTa LleHTp onepauumi.
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About this task

3annaHupyiTe onepauunn obcnyxxmnBaHus cepBepa, Tak UTobbl OHM BbIMOSHAMUCH NOCE onepauuii
pe3epBHOro KOMMPOBaHUS KJMeHTa. Bbl MoxeTe ynpaBisTb CUHXPOHM3aLMeR pacnncaHunin, 3aaae BpeMst
Hayasia B COYeTaHuM C OJINTENbHOCTbBIO KaXKa oM onepaumm.

B npuBeneHHOM HMKe NpuMepe NoKasaHo, Kak MOXHO 3aniaHnpoBaTh onepaumnm obcnyxmnsaHms
cepBepa B COUYETAHUM C pacnmcaHMeM pes3epBHOro KONMPOBaHMWA KNMEHTa A1 AUCKOBOMO pelLleHus ¢
OJHOW nnoL,aaKomn.

Onepauus 3annaHupoBaHHOe 3agaHue

PesepBHOe KonupoBaHue HaunHaeTtca B 22:00.

KIMeHTa

069360”@ 633}' AaHHbIX U « Onepauma pe3epBHOro KoNMpoBaHua 6asbl JaHHbIX HAYNHAETCS B

(haiinoB aBapuitHOro 11:00 nnun yepes 13 yacoB nocrie Havana onepawuumn pesepBHOro

BOCCTaHOBNIEHWA KOMUPOBaHMA KNMEHTa. ITOT MPOLLECC BbINOHAETCS 40 ero
3aBeplUeHus.

» NHdopmaums o KoHUrypaumnm ycTponcTea u pesepBHoe
KONMpoBaHMeE XPOHOOrMn TOMOB 3anyckatotcsa B 17:00 wnum cnycTa
6 4acoB nocse 3anycka onepawuii pesepBHOro KonmposaHus 6asbl
OaHHbIX.

» YpaneHue xpoHosnorum ToMoB 3anyckaetca B 20:00 nnu cnycta 9
YyacoB Mocre 3anycka onepauuy pe3epBHOro KonnpoBaHunsa 6asbl

OaHHbIX,
YcTapeBaHMe MHBEHTapHOro HaunHaeTca B 12:00 unu yepes 14 yacos nocsie Havyana onepawumm
nepeyHs pe3epBHOro KOMMpPoBaHUA KNMeHTa. ITOT NPoLLecc BbiNoSHAETCA 40

ero 3aBepweHund.

Procedure

Mocne Toro Kak Bbl CKOH(MIYpUpyeTe KNnacc yCTPONCTB A8 pe3epBHbIX Konui 6a3bl faHHbIX, Co3aanTe
pacnucaHus gns pesepBHOro KonmpoBaHms 6a3bl LaHHbIX U APYTrMX HeobXxoAUMbIX onepauuni
obcnyxmBaHus, ncnonb3ys komaHoy DEFINE SCHEDULE. B 3aBMCcMMOCTM OT pasMepa Ballen cpeapl
BaM, BO3MOXHO, NPUAETCA CKOPPEKTMPOBATb BPEMSA 3anycKa AN19 KaX40ro pacnmcaHusa B npumepe.

1. OnpenenuTb Kacc yCTPOMCTBA AJ1s onepaLumii pe3sepBHOro KONMpoBaHus.

Hanpumep, ncnonobsynte komanHay DEFINE DEVCLASS, utobbl co3aaTh Kacc YCTPOMCTB C MMEHEM
DBBACK_FILEDEV:

define devclass dbback_filedev devtype=file
directory=kamanoau_pe3sepaHbix_xonuli_60

rOe KaTaioru_pesepBHbix_konull_60 - 3TO CMUCOK KaTanoros, KOTOpble Bbl CO34aNM A1 pe3epBHbIX
Konui 6a3bl JaHHbIX.

TN TR H anpriMep, ecnvt Y Bac eCTb YeTbipe KaTasnora s pe3epBHbIX Konuii 6asbl
OaHHbIX, HaYMHasa ¢ /tsminstl/TSMbkup00, BBeauTe cneayoLLyo KoMmaHay:

define devclass dbback_filedev devtype=file
directory=/tsminst1/TSMbkup0O,
/tsminstl/TSMbkup@l1, /tsminstl/TSMbkup02,
/tsminstl/TSMbkup03"

BT Hanpumep, ecnu y Bac eCTb YeThipe KaTanora Ana pesepsHbiX Konui 6asbl AaHHbIX,
HaunHasg ¢ C: \tsminst1\TSMbkup0QO, BBEANTE CNEAYIOLLYIO KOMAHAY:

define devclass dbback_filedev devtype=file
directory="c:\tsminst1\TSMbkup00O,
c:\tsminst1\TSMbkup01,c:\tsminst1\TSMbkup02,c:\tsminst1\TSMbkup03"
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2. 3apanTe Knacc yCTPOMUCTB 4S9 onepaumnin aBTOMaTUYECKOro pe3epBHOIro KONMPOBaHMS 6asbl faHHbIX.
Ncnonb3ynte koMaHay SET DBRECOVERY, uTobbl yka3aTb Knacc yCTPONCTB, CO34aHHbIN BaMu B

npenbloyLeMm Liare.

Hanpumep, ecnu knacc yctponcTs - 3To dbback_filedev, BBeguTe cnepytolyto KOMaHay:

set dbrecovery dbback_filedev

3. CospavTe pacnucaHusa afs onepauuin obenyxmnsaHms, ncnonbsya komaHny DEFINE SCHEDULE.
Ob6si3aTenbHble onepaumm C NpMMepaMm KOMaH, CMOTPUET B Criefytowen Tabnuue.

Onepauus

MpuMep KoMaHAbI

Co3paiTe pesepBHYO Konuto 6asbl
OaHHbIX.

CospanTe pacnucaHue, 4Tobbl BbINOAHUTE KOMaHay BACKUP DB. Ecnn
Bbl KOH(hUrypupyeTe HebonbLLYO CUCTEMY, 3aalTe ANS NnapameTpa
COMPRESS 3HaueHue YES.

Hanpumep, B HebonblIoON cucTeMe BBeAMTE CneaytoLLlyo KomaHay,
4yT0bbI CO34aTh pacnucaHne pe3epBHOro KONMPOBaHMS, NCNOJb3YtoLLee
HOBbII KJ1acc yCTPOMNCTB:

define schedule DBBACKUP type=admin cmd="backup db
devclass=dbback_filedev type=full numstreams=3 wait=yes
compress=yes" active=yes desc="CospaTb pe3. konuw 6asbl

OaHHbIX . "
startdate=today starttime=11:00:00 duration=45 durunits=minutes

Co3panTe pesepBHYO KONUIO
nHgopMaumnm o KoHhUrypaumm
YCTPOWCTB.

CospanTe pacnucaHue, 4Tobbl BbINOAHUTE KOMaHay BACKUP
DEVCONFIG:

define schedule DEVCONFIGBKUP type=admin cmd="backup devconfig
filenames=devconfig.dat" active=yes desc="Co3gaTb pe3. Konuw
(hanna
KOHpurypauumn yctponctea." startdate=today starttime=17:00:00
duration=45 durunits=minutes

Co3panTe pesepBHYO KOMNUIo
XPOHONOrMnM TOMOB.

CospanTe pacnucaHue, 4Tobbl BbINOAHUTE KOMaHay BACKUP
VOLHISTORY:

define schedule VOLHISTBKUP type=admin cmd="backup volhistory

filenames=volhist.dat" active=yes desc="Co3paTb pe3epBHYyH
Konuio

xpoHonoruu TomoB." startdate=today starttime=17:00:00
duration=45

durunits=minutes

YnanuTe bonee ctapble Bepcum
pesepBHbIX Konuii 6asbl AaHHbIX,
KoTopble 6onblue He TpebytoTcs.

Co3pawnTe pacnucaHue, Utobbl BbINONHUTL kKomaHoy DELETE
VOLHISTORY:

define schedule DELVOLHIST type=admin cmd="delete volhistory
type=dbb todate=today-6 totime=now" active=yes desc="Ypanutb
cTapble pe3epBHble Konuu 6asbl pgaHHbix." startdate=today
starttime=20:00:00
duration=45 durunits=minutes
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Onepauus MpuMep KoMaHAbI

Ypanute 06beKTbl, y KOTOPbIX Co3panTe pacnucaHue, Utobbl BbiNnonHUTL kKomaHoy EXPIRE
NPEeBbIWEH AOMNYCTUMBIN CPOK INVENTORY.
XpaHeHus.

3apante napameTp RESOURCE Ha 0CHOBe pa3mepa CUCTEMbI, KOTOPYHO
Bbl KOH(UrypupyerTe:

» Hebonblume cuctemol: 10
» CpegHue cuctemsol: 30
» KpynHble cuctemsl: 40

Hanpumep, B cucteme cpegHero pasmepa, BBeAnTe CNeayoLLyo
KomaHpgy, uTobbl co3gaTth pacnucaHme c umeHeM EXPINVENTORY:

define schedule EXPINVENTORY type=admin cmd="expire inventory
wait=yes resource=30 duration=120" active=yes desc="YpanuTtb
npocp.
obbekThl." startdate=today starttime=12:00:00 duration=45
durunits=minutes

What to do next
Mocne Toro Kak Bbl CO3aaAnTe pacnmcaHmsa 3agay no obcnyxmBaHMIO cepBepa, Bbl CMOXeTe YBUOETb UX B
KOMMOHeHTe LleHTp onepaumin, BbINOMHMB CrieaytoLime waru:

1. B cTpoke MeHto LleHTpa onepaumin HaBeguTe ykasaTtesb Mol Ha CepBepbl.
2. LlenkHuTe no O6cny>XuBaHue.

Related information
DEFINE SCHEDULE (onpegneneHue pacnmcaHua BbiNoJHEHUA aAMUHNUCTPATUBHbIX KOMaH/I)

OnpepeneHne pacnucaHui KIMEHTOB

Mcnonb3ynTe LieHTp onepaumii, 4Tobbl co3gaBaTh pacnucaHus ons onepauuii KnMeHToB.

Mpouenypa

1. B cTpoke MeHto LleHTpa onepaumin ycTaHOBUTE yKasaTeslb Mbllin Ha KNnueHTbl.
2. WenkHute no PacnucaHus.

3. lenkHuTe no + PacnucaHwue.

4. BoinonHuTe warun B Mactepe Cospatb pacnucaHue.

3apanTe 3anyck pacnucaHuii pesepBHOro KonnpoBaHus knneHTa B 22:00, 0CHOBbIBasICb Ha
onepaumsix no 0bcny>KMBaHUIO cepBepa, KOTOpble Bbl 3aniaHMpoBanu B pasaene “Kak 3agatb
pacnucaHus ois onepaumi no obcnyxmBaHuto cepeepa” Ha cTp. 54.

YcTaHOBKA U KOH(hurypupoBaHue KJIMEHTOB Pe3epPBHOro
KOMUPOBAHUA U apXUBUPOBAHUS

Mocne ycnewHon HacTPOMKK cnucTeMsl cepsepa IBM Spectrum Protect ycTaHoBUTE U CKOHUIypUpyiTe
nporpamMMy KaneHTa, Uutobbl HauaTb pe3epBHOE KOMMPOBaHME AaHHbIX.

Mpouenypa

*  YT0bbI YCTAHOBUTbL KNIMEHT PE3€ePBHOI0 KOMMPOBAHNS U apXMBUPOBAHWS, BbINMOSHNTE UHCTPYKLMK NO
yCTaHOBKe [1si Ballen onepaLmoHHOM CUCTEMBI.

— YCTaHOBUTb KJIMEHTOB Pe3epPBHOro KONMpoBaHus 1 apxmsmpoBaHus UNIX u Linux

YcTaHOBKa Y KOH(MTYpMpOBaHWe KITIMEHTOB Pe3epBHOIro KOMMPOBaHWS M apXMBUPOBaHUs 57


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_schedule_admin_define.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html

— [lepBas ycTtaHoBKa knneHTa Windows

JanbHeuune aencTeus
3aperncTpupyiTe CBOM KIMEHTbl U HasHaubTe UX AN PaCnMCaHUiA,

Peruncrtpauusa n HasHayeHue KJIMEeHTOB B pacnucaHua

LobaBbTe N 3aperncTpupymnTe KNMeHTbl NPY NOMOLLM KOMNOHeHTa LieHTp onepauuit, BOCMNO/b30BaBLUMCh
MacTepoM [,06aBUTb KJIMEHT.

Mpexxpe yueM HauyaTb

Y3HawnTe, HyeH Nn KnneHTy ID agMuHUCcTpaTopa ¢ npaBamu BaAesbla KMeHTa B KIIMEHTCKOM y3rie.
Y106bI Yy3HATb, KAKMM KMeHTam TpebyeTcs ID agMUHUCTpaTopa, cMoTpuTe nybnukaumto technote
7048963.

OrpaHuueHue: [J1s KIIMEHTOB HEKOTOPbIX TUNOB TpebyeTca coBnageHne MMeHu KNneHTcKoro ysna un ID
agMUHUCTPaTOpa. ATUX KIIMEHTOB HEBO3MOXHO ayTEHTUDMLMPOBATE C NOMoLLb MeToda Lightweight
Directory Access Protocol (LDAP), BHeapeHHoro B Bepcun 7.1.7. NMoapobHyto nHdopmauuio ob aTom
MeTO4e ayTeHTUPUKaLMKN, KOTOPbIN MHOMAA Ha3blBAETCA MHTEMPUPOBAHHBIM PEXMMOM, CMOTPUTE B
LOKyMeHTe AyTeHTudrKauns nosib3oBaTenen ¢ ucnofib3oBaHneM basbl gaHHbIX Active Directory.

Mpouenypa
Y1006bI 3aperncTpmpoBaTtb KJIMEHT, BbIMOJIHNTE OAHO U3 CnefyrLwmx ,D,eI7ICTBMl‘/'IZ

« Ecnu knueHTy Tpebyetcs ID agMMHUCTPATOPA, TO 3aperncTpupymnTe KIMeHT C NOMOLLbH KOMaHabl
REGISTER NODE v 3agaiite napametp USERID:

register node umsg_yssia naposb userid=ums_ysnia

roe ums_y3ssa - 3To M4 y3na U naposib - 3TO Naposb y3na. ,D,OI'IOJ'IHI/ITe}'IbeIe cBegeHna cMoTpuTe B
pasgene Pernctpaums ysna.

« Ecnu knuneHTy TpebyeTtca ID agMMHUCTPATOPa, TO 3apPerncTpupynTe KIIMEHT C NOMOLLbIO MacTepa
nobasneHus knueHTa LleHTpa onepauuii. CoenaiiTe cnepytolee:

a. B cTpoke MeHto koMnoHeHTa LleHTp onepauunin Bbibepute KNUeHTbl.
b. B tabnuue KnneHTbl WwWenkHuTe no + KnueHr.
. BoinonHute warn B Mactepe [J,06aBUTb KJIMEHT:

1) YKaxuTe, UTo N36bITOUHbIE AaHHbIE MOXHO YCTPAHUTb KaK Ha KNMEeHTe, Tak 1 Ha cepBepe.
Bbibepute nepekntoyatens Bknountb B 06nactn Jenynnmkauns GaHHbIX Ha CTOPOHE KAMEeHTa.

2) B okHe KoHturypauusa ckonmpyiTe 3HavyeHua TCPSERVERADDRESS, TCPPORT, NODENAME, v
DEDUPLICATION.

CoBeT: 3anuiumTe 3Ha4YeHUsa ONuUMIA U COXPaHUTE X B HAAEXHOM MecTe. 10 3aBeplLueHUm
PerucTpaLmmn KiMeHTa u yCTaHOBKM NPOrpaMMbl Ha KIIMEHTCKOM y3/1e UCMOJIb3yNTe 3HaUeHNs
N9 KOHUTYpPUpPOBaHUA KITMEHTA.

3) CnepyviTe MHCTPYKUMAM B MacTepe, YTobbl 3a1aTb JOMEH NONMUTUKM, pacnmncaHne n Habop
onuunn.

4) YkaxxuTe, Kak gns knneHTa byoyT nokasaHbl pUcKu, 3aaaB napameTp of yrposon.
5) WenkHuTe no JL06aBUTb KIIUEHT.

YcTaHOBKa cNy»X6bl ynpaB/ieHUs KJIMEHTOM

YcTaHoBuTe cnyxby ynpaBneHus KIMEHTOM Asi KTMEHTOB pPe3epBHOI0 KOMMPOBAHMS U apXMBUPOBaHWS,
paboTatowmx B onepaumoHHbIX cucteMax Linux n Windows. Cnyx6a ynpaBneHus KnneHToM cobupaet
ANarHOCTMYECKYHO MH(OPMALLMIO O KNTMEHTaxX Pe3epPBHOr0 KOMMPOBaHUS U apXMBUPOBAHUS U AenaeT 3Ty
MHOPMaLMIO AOCTYNHON AN KOMMNOHEHTA LLeHTp onepaunin ans 6azoBo BO3MOXHOCTU MOHUTOPUHra.
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Mpouepypa

YcTaHoBUTE cny>K6y ynpaB/eHnA KJIMEHTOM Ha TOM € KOMMNbHOTEPE, HA KOTOPOM HaxoauUTCAa KITMEHT
pe3epBHOro KonnmpoBaHnAa N apxmBnpoBaHuA, BbINOJIHUB Clieayroumne waru:

1. CkayaliTe nakeT yCTaHOBKU cNyxbbl ynpaBneHus KIMEHTOM C calTa CKaunBaeMbix MaTepuanos IBM,

Hanpumep, ¢ canta IBM Passport Advantage® unu IBM Fix Central. MwuTte uma daiina, aHanornyHoe
cnepytowemy: <gepcusi>-IBM_Spectrum_Protect-CMS-onepayuoHHas_cucmema.bin.

. CospanTe KaTanor Ha KOMMNbOTEPE KNMMEHTA, KOTOPbIM Bbl XOTUTE YNPaBJIATb, U CKOﬂMpyVITe B HEro

NnaKeT YCTaHOBKMN.

. PacnakyiTe KOHTEHT halina nakeTa yCTaHOBKMW.
. 3anycTuTe NaKeTHbIM (hais YyCTAaHOBKM U3 KaTanora, B KOTOPbIA Bbl pacnakoBanu (hasibl yCTAHOBKU U

CBA3aHHbIE CDB.VIJ'IbI. 370 KaTanor, KOTOprVI Bbl CO34aM Ha ware 2.

. YT0bbl ycTaHOBUTHL CNy6Y yNpaBneHUs KIMEHTOM, BbIMONIHUTE MHCTPYKLMMK B MacTepe IBM

Installation Manager.

Ecnun Ha KOMMbIOTEPE KITMEHTA eLLe He yCTaHOBeH KOMMNoHeHT IBM Installation Manager, Bbl LOMXHbI
BbibpaTth 1 IBM Installation Manager, n cnyx6by ynpasneHus knveHTom IBM Spectrum Protect.

MHdopMmaumsa, cBa3aHHasA ¢ JaHHOM
KoHurypuposaHue cnyx6bbl yrpaBneHna KnMeHTamMmmn anga nosb3oBaTebCKUX YCTAHOBOK KIMEHTOB

MpoBepKa Toro, NpaBUJIbHO JIM YCTAHOBJIEHA CNy>K6a ynpaBneHus KNueHTammu

Mpexae YeM UCNonb30oBaTh CNYXOy ynpaBneHuns KNnMeHToM ans cbopa LuarHoCcTM4YecKomn MHopmaummn o
KJIMEeHTe pe3epBHOro KOMUPOBAHMS 1 apXMBUPOBaHUS, Bbl MOXeTe ybennTtbes, 4To cnyxba ynpasneHus
KJIMEHTOM MPaBWUSIbHO YCTAHOBJIEHA U CKOH(MIypupoBaHa.

Mpouepypa

BBeauTe Ha KOMMNblOTEpe K/IMEHTa B KOMaHAHON CTPOKe cliedytolmne KoMaHabl, YTobbl NOCMOTPEeTb
KOHMIypaunto Cny»6bl ynpaBieHUs KINeHToM:

Ha komnbloTepax KnneHTa Linux BBeguTe cnegyrwulyro KoMmaHgy:

kamanoe_ycmaHosku_knaueHma/cms/bin/CmsConfig.sh
list

rOe KATQI0r_YCTAHOBKU_K/IUEHTA - 3TO KaTaslor YyCTAaHOBKM K/IMEHTA Pe3epBHOI0 KOMMPOBAHMUS U
apx1MBMPOBaHUS. Hanpumep, ecnv Ncnosib3yeTcs yCTAaHOBKA K/IMEHTA MO YMOJIYaHUIo, TO BBEAUTE
CleayoLLyo KOMaHay:

/opt/tivoli/tsm/cms/bin/CmsConfig.sh list
Pe3yanaT BbIMOJIHEHNA KOMaHAbl BbIrNAONT NPUMEPHO TakK:

Cnncok KoHhurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
MyTb onuun: /opt/tivoli/tsm/client/ba/bin/dsm.sys

Oann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: /opt/tivoli/tsm/client/ba/bin/dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Ha komnbtoTepax knneHTa Windows BBeamTe CreayoLyto KomaHay:

kamanoe_ycmaHosku_kaueHma\cms\bin\CmsConfig.bat list
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roe KaTasior_yCTAHOBKU_KJ/UEHTd - 3TO KaTaor YCTaHOBKW KNMEHTa pe3epPBHOro KONMpoBaHns v
apxXuBMpOBaHUA. Hanpumep, ecnv UCNosnb3yeTcsa YCTaHOBKA KNIMEHTA No yMoJlYaHuIo, TO BBeauTe
CnenyioLLyo KoMaHy:

C:\"Program Files"\Tivoli\TSM\cms\bin\CmsConfig.bat list
Pe3yﬂbTaTBMﬂ0ﬂHeHMﬂKOMaHﬂbIBbWﬂﬂﬂMTﬂpMMepHOTaK

Cnucok KoHpurypauum CMS
serverl.example.com:1500 NO_SSL HOSTNAME
BoamoxHocTM: [LOG_QUERY]
NMyTe onuui: C:\Program Files\Tivoli\TSM\baclient\dsm.opt

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmerror.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Oann wypHana: C:\Program Files\Tivoli\TSM\baclient\dsmsched.log
en_US MM/dd/yyyy HH:mm:ss Windows-1252

Ecnu cnyx6a ynpaBreHns KIveHTaMu NpaBuiibHO YCTaHOBMIEHA Y CKOH(MIYPMPOBaHa, TO B BbIXOAHbIX
pesyfbTaTax NokKasaH KaTasor gaina xypHana owmnbok.

BbIxogHOW TEKCT M3BNIeKaeTCs U3 ClieaytoLwero ana KoHpUrypaumm:

« Ha KoMnbtoTepax knmeHTa Linux:
Kamanoe_ycmaHosKU_kaueHma/cms/Liberty/usr/servers/cmsServer/client-configuration.xml
« Ha komnbtoTepax knmeHTa Windows:

kamanoe_ycmaHosku_knueHma\cms\Liberty\usr\servers\cmsServer\client-configuration.xml

Ecnu B BbIXOAHbIX pe3ynbTaTtax HET HW OLHOW 3anuncu, TO HYXHO CKOH(MryprpoBaTth hann client-
configuration.xml. MHCTpPYyKLMM NO KOHDUIYPUPOBAHMIO 3TOrO haina CMOTpUTE B pasgene
KoHdmrypupoBaHue cnybbl ynpaBneHuUs KIMeHTaMu 419 Nosb30BaTeIbCKMX YCTAHOBOK KIIMEHTOB.
MoxHo ncnonb3oBaTtb komaHay CmsConfig verify, utobbl npoBepuTh, NPABUABHO M CO3[aHO
onpepneneHue yana B hanne client-configuration.xml.

KoHdurypupoBaHue LLeHTpa onepauuii a4ns ucnosib3oBaHus cny>6bl ynpaBneHus
KJINEHTOM

Ecnu Bbl He ncnonb3oBanu Ans cnyxbbl ynpaBneHns KNMEeHTOM KOHUIYPALLMIO MO YMOYAHMIO, HYXHO
CKOH(hMrypmnpoBatb LieHTp onepauuin ons nocTyna K cnyxbe ynpaBneHuns KMeHToMm.

Mpe>xpe yeM HauvaTb

Y6enutech, UTo cnyxba ynpaBneHns KNMeHTOM YCTaHOBJIEHA U 3aMylLleHa Ha KOMMbIOTEPE KJIMEHTA.
MpoBepbTe, MCNOMb3YETCA NN KOH(UrypaLnsa no ymonyaHunto. KoHdurypaums no yMoadaHuio He
MCNONb3yeTCcs B Clenyrowmx cnyvanx:

« Cnyxba ynpaBneHus KIMEHTOM He UCMOoMb3yeT HoOMep nopTa no ymonyaHuto (9028).

« [lna KnMeHTa pe3epBHOro KOMMPOBAHMS 1 apXMBUPOBaHUS He ncnosb3yeTca IP-aapec, KOTopbli
MCMoNb3yeTcs A8 KOMIMboTepa KIIMeHTa pe3epBHOI0 KONMUPOBaHUS 1 apxuBMpoBaHus. Hanpumep,
apyroi IP-agpec MOXeT MCNONb30BaThCs B CIEAYIOWNX CyYasx:

— B KOMMbIOTEPHOW CUCTEME YCTAHOBJIEHO [ABe CeTeBble KapTbl. KNMEHT pe3epBHOro KonMpoBaHus 1
apXMBMPOBaHNS CKOH(UIYPUPOBAH A1 B3aMMOLENCTBUSA C OQHOW CeTbIo, a cnyxba ynpaBneHus
KIMEHTOM B3aMMOLENCTBYET C APYrol CeTbio.

— Ha komnbloTepe knneHTa ncnonb3yetca DHCP. [ToaToMy KOMMbOTEPY KNMEHTa ANHAMUYECKN
HasHavaeTcs IP-anpec, coxpaHeHHbI Ha cepBepe BO BPeMS NpeablayLiel onepaumm KnmeHTa
pe3epBHOro KONMpPoBaHNA U apxuBMpoBaHus. MNpu nepesarpyske KOMMNbOTEPA KJIMEHTA eMY MOXET
6bITb Ha3HaveH apyron IP-agpec. YTobbl LleHTp onepauui Bcerga Mor HauTW KOMMNbIOTEP KIWEHTA,
HY>XHO 334aTb MOJIHOE UM JOMEHa.
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Mpouepypa

Y1obbl ckoHmrypmpoBsatb LLeHTp onepauumii Ana Mcnonb3oBaHus cnyx6bl ynpaBneHust KTMEHTOM,
COenavTe cnepytollee:

1. BoibepuTe knmeHTa Ha cTpaHuue KnveHTol LleHTpa onepauunii.

2. BbibepuTe CBepeHus > CoiicTBa.

3. B none URL ynaneHHon gmnarHoctuku B pasgene O6wume 3apante URL onsa cnyx6bl ynpaBneHus
K/IMEHTOM B CUCTEME KJIMEHTA.

ALpec pomkeH HaumHaTtbes ¢ https. B cnepyrowen Tabnmue nokasaHbl npumepbl URL yoaneHHoM

OMNarHOCTUKM.
Tun URL Mpumep
C umeHeM xocta DNS 1 nopTom no yMonvaHuio https://server.example.com
(9028)
C nmenem xocta DNS v nopTom He no https://server.example.com:1599
yMONYaHuio
C IP-agpecom 1 NOPTOM He MO0 YMOM4YaHUI https://192.0.2.0:1599

4. UlenkHnte no CoxpaHUTb.

JanbHelwuve aeucTeua
Bbl MOXETE NOAYYMTb LOCTYN K ANArHOCTUYECKOW MH(OPMALLMK O KNneHTe (Hanpumep, K annam
XypHana KnveHTa) Ha Bknaake JuarHocTuka B LleHTpe onepauuii.

3aBepLueHUue peanusayuu

Mocne Toro, Kak peweHne IBM Spectrum Protect 6yaeT ckoHdurypupoBaHo 1 3apaboTaeT, NpoBepbTe
onepauumn pe3epBHOIro0 KONMPOBaHUS U HACTPOTE MOHUTOPUHT, YTObbI y6eauTbes, UTo BCe HOpMasibHO
paboTaerT.

Mpouenypa

1. MpoBepbTe onepaLumn pe3epBHOro KONMpoBaHus, YTobbl ybeamnTbcs, YTo Baln faHHble 3aLLULLEHDI,
KaK Bbl 1 OXUOaSN.

a) BbibepuTe Ha cTpaHuLe KnueHTbl KOMMNoHeHTa LieHTp onepauuii KNMeHTbl, A8 KOTOPbIX Bbl
XOTUTE BbINOMHUTbL Pe3epPBHOE KOMUPOBaHMeE, U LiLeNKHUTE No Pe3epBHoe KonupoBaHue.

b) Ha cTpaHuue CepBepbl B KOMMNOHEHTe LLeHTp onepaumii BbibepuTe cepBep, 018 KOTOPOro Bbl
XOTUTE MPOU3BOAUTL PE3EPBHOE KOMMpoBaHue 6asbl AaHHbIX. LLenkHuTe no PesepBHoe
KONMpOBaHMe ¥ BbINOSHUTE UHCTPYKLMM B OKHE Pe3epBHOe KonnpoBaHue 6a3bl faHHbIX.

¢) Ybenutech, UTO pe3epBHOE KONMPOBaHMWe BbINONHeHO 6e3 npepynpexaeHuii nnu coobLieHnin ob
owmnbkax.

CoBeT: J/Inb0o MOXHO MCNONb30BaTb rpatmyecKnin MHTepPenc KIMeHTa pesepBHOr0 KOMMPOBaHMUS
N apXMBUPOBaHNA A9 Pe3ePBHOr0 KOMMPOBAHUA AaHHbIX KITMEHTa, N MOXHO NPOU3BOAUTb
pesepBHOe KonupoBaHue 6a3bl faHHbIX, BBogsa komaHay BACKUP DB 13 aiMWHUCTPATMBHOM
KOMaHLHOW CTPOKM.

2. HacTpoiTe MOHUTOPWHT A5 BaliMX pPeLleHunit, cneagys MHCTPYKUMUAM B pasgene
~

YacTb 3, “MOHUTOPUHT peLleHnsa C 0HOW NNoLLaaKon”, Ha cTp. 63.
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Yactb 3. MOHUTOPUHT peLueHns ¢ OAHOU NJIOL,AAKOU

Mocne peannsaumm AUCKOBOMO pPeLLeHns C OQHOW NIOWAAKOM MPOU3BEANTE MOHUTOPUHT pPeLLeHus,
yTobbl Y6epmnTbCs, UTO OHO paboTaeT NPaBUSIbHO. BbIMOMHSAS MOHUTOPUHT pPeLleHst eXXeLHEBHO U
NepuoaMYecKn, MOXHO BbISIBUTb CYLLECTBYIOLME U NMOTEHLMaNbHble Npobriembl. CobpaHHyto BamMu
MH(OPMaLMI0 MOXKHO UCMONb30BaTb, YTOObI YyCTPaHATL NPobembl M ONTUMU3MPOBATb
NPON3BOAMNTENBHOCTb CUCTEMBI.

06 3ToM 3apaue

MpennoyTUTeNbHbIA CNOCO6 MOHUTOPUHIA PeLleHns 3aK/ToYaeTCs B UCMOJIb30BaHUM KOMMNOHEHTa LieHTp
onepawmit, KOTOpbI MO3BONAET NOMY4UNTb obLiee M NoApPobHOe COCTOSHME CUCTEMBI B FpatiMyeckom
Nnofb30BaTe/IbCKOM UHTepdelice. KpoMe Toro, MoxXHO CKOHDUIypUpoBaTh LeHTP onepauuii ans
reHepupoBaHUs eXXeqHEeBHOMo OTYeTa MO 3N1EKTPOHHON NoYTe, B KOTOPOM CYMMUPYETCS COCTOSHME
CUCTEMBI.

B HeKOTOpbIX Crydaax Ansa BbINOHEHWS OTAENbHbIX 334a4 N0 MOHUTOPUHTY UITN YCTPaHEHUIO ownbok
BaM MOXeT I'IOTpe6OBaTbCF| MCMNOJ1Ib30BaTb paclWlnpeHHble MHCTPYMEHTblI MOHUTOPWUHIA.

CogeT: Ecnu Bbl cobrpaeTech AMarHoCTMPOBaTb NPobeMbl KIMEHTOB Pe3ePBHOM0 KONMMPOBaHMA U
apX1MBMPOBaHUA B oMnepaLyMoHHbIX cucTeMax Linux nnmn Windows, ycTaHoBUTe cny06y ynpasneHus
KnneHToM IBM Spectrum Protect Ha KaXKgoM KOMMblOTepe, rae yCTaHOBEH KINEHT pe3epBHOMo
KOMMPOBaHNA 1 apXnBMpPoBaHMs. TaknM 06pa3oM MOXKHO obecneunTb HaxoXaeHMEe KHOMKM
JMarHocTuKa B KOMMNoHeHTe LieHTp onepaumit 4ns AnNarHocTUKMU Npobiem KIMeHTOB pe3epBHOro
KOMUPOBaHMNA 1 apXMBMPOBaHMSA. YTOBbI yCTAHOBUTL CIYXO6Y yNpaBneHus KIMEHTOM, BbINOJIHUTE
WHCTPYKUMK B pasgene YCTaHoBKa CNy6bl ypaBneHnst KIIMEHTOM.

Mpouenypa
1. BbINonHWTE 3a4a4m eXXxeQHEBHOr0O MOHUTOPUHIA. MHCTPYKUUK cMOTpUTe B pa3aene KOHTPOsbHbIN
CMUCOK eXXeJHEBHOro MOHUTOPUHTa.

2. BbINonHUTe 33434 Nepmnoamyeckoro MOHUTOPMHra. MHCTpYKLMK cMOTpUTE B pasaene KoHTPOobHbIN
CMNCOK NEPMOANYECKOr0 MOHUTOPMHTA.

3. Y706kl NpOBEPUTL, COOTBETCTBYET NN Balle pelweHne IBM Spectrum Protect TpeboBaHusiM no
JNINLEH3UPOBAHMIO, CITIeAYNTE MHCTPYKUMAM B pa3gene [poBepnTb COOTBETCTBMUE TNLEH3NMN.

4. KaK CKOH(hMTypMpoBaTb LLeHTp onepauunin ons reHepupoBaHnsa 0TYETOB O COCTOSHUM 3/1eKTPOHHOM
noyTbl, cCMOTpUTE B pasaesne CocTossHME CUCTEMbI OTC/IEXMNBAHMUSA C UCNOSIb30BaHNEM OTHETOB M0
3N1EKTPOHHOW noyTe

JanbHelwue gencrema

YcTpaHute Bce 0bHapyxeHHble BaMu Npobnemsbl. YTobbl ycTpaHUTb Npobnemy, nsMeHMB KOHMIypaLmo
BalLero pelleHus, cnenynTe MHCTPYKLMAM B pasgene YacTtb 4, “YnpaBneHve onepaumsmMmn gns

~ 9

OVCKOBOIO pelleHmns ¢ ogHoM naowagkoun”, Ha cTp. 87. Kpome Toro, CyLecTBYIOT cieaytowme pecypebi:

» NHdopmaumto 06 ycTpaHeHUM npobnem NnponsBoANTENBHOCTU CMOTPUTE B pasaene
MponsBogmTeNbHOCTb.

» MHdopMaumio 06 ycTpaHeHUM apyrux npobsiem cMoTpuTe B pasaese YcTpaHeHne Hernonagok.

KOHTpOJ‘IbeIi;I CnMUCOK eXxkeaHeBHOIro MOHUTOPUHTIa

Y706kl yB6eaunTbCs, YTO Bbl BbINOJIHAETE eXXeAHEeBHble 3a4a4M MOHUTOPUHTA OJ1 CBOEro pelleHus IBM
Spectrum Protect, 03HaKOMbTECH C eXXeAHEBHbIM KOHTPOJIbHbIM CMIMCKOM OJ11 MOHUTOPUHTA.
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BbinonHAWTe exxefHeBHble 3a4a4y MOHUTOPUHIa co CTpaHuLbl 0630p B KOMMNoHeHTe LLeHTp onepauuii.
[ocTyn kK cTpaHuue 0630p MOXKHO NMOMYyYnTb, OTKPbLIB LIeHTp onepaunii n WenkHys no 063opbl.

Ha cnepyoweM prUCyHKe nokasaHo NnosioXeHue Ans BbINOJHEHUS KaXkOoMn 3agavn.

©® Overviews  Clients  Services  Servers

3 | Storage & Data Availability

e Pools Containers
aa% ' E Directory
1 Unswstable

CoBeT: YT0bbl BbIMOMHATbL KOMaHObl 3AMUHUCTPUPOBAHUS 015 AOMNONHUTENbHbIX 33434 MO MOHUTOPUHTY,
MCMOJIb3yiTe NOCTPOUTENb KOMaH, KOMMNOHeHTa LleHTp onepauuit. NMocTponTenb kKoMaHg obecneunsaeT
(hyHKLMIO BBOAA C ONepeXxeHneM, KoTopas NoMoXeT No Mepe BBofa KoMaHA,. YTobbl OTKPbITb
NMocTpouTeNb KOMaH[, nepengunTe Ha cTpaHuly 063op B KOMMNoOHeHTe LleHTp onepaunii. B cTpoke MeHio

YCTaHOBWTE YKa3aTeslb MbIlUN Ha 3HA4YO0K NapaMeTpoB N WenKHuTe no I10c1pouTenb KOMaHA,.

B cnenytouwen Tabnuue nepeuncneHbl exeaHeBHble 3a0a4M MOHUTOPUHIA 1 NpeAcTaB/ieHbl MHCTPYKLUK
MO BbIMOSTHEHMIO KaXXO0M 3a4auu.
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Tabnuya 15. 3ada4u exedHeBHOro MOHUTOPUHIa

3apaua

OCHOBHbIe npouegypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

HabntopanTte 3a
yBeOOMNIEHUAMN O
3almTe, KoTopble
MOryT YKa3blBaTb Ha
aTaKy nporpaMmbi-
BbIMOraTens.

Ecnv noTeHumanbHasa ataka
nporpammbl-BbiMoraTens obHapy»xeHa
B cpene IBM Spectrum Protect, To
byaeT nokasaHo yBeaoMIIeHNE O
3alMTe Ha nepegHeM nnaHe LleHTpa
onepaunin. lononHUTENbHYO
NHDOPMALNIO MOXKHO NMONYyUnNTb,
LLLeNKHYB Mo coobLweHunto, 4Tobbl
OTKPbITb CTPaH1Ly YBepoMIeHUs o
3awure.

Ha cTpaHuue YBeaoMIeHUS 0 3aluTe
MOXHO BbINOJIHUTb Ceayowme LeENCTBUS:

« MpocMoTp nogpobHoOCTeN yBEAOMIIEHUS MO
KAMeHTaM.

OrpaHuveHue: YBeOoOMIEHNS OOCTYMHbI
TOMbKO 419 KITMEHTOB PEe3epPBHOI0O
KOMMPOBaHUS U apXMBUPOBaHNS U ANS
knueHToB IBM Spectrum Protect for Virtual
Environments.

« MNopTBEPANTE YBELOMIIEHNE 3ALLUTHI,
BblbpaB ero v WwenkHys no NoaTeepauThb.
Mpy NoATBEPXAEHMUM YBEAOMIEHNUS O
3awmnTe B cTonbel, NMoaTBepxaeHne Ha
CTpaHuLe YBeaoMJIeHUs O 3aluTe
nobaBnseTcs CMMBOJ rajlouKun ans
BblbpaHHOro knmMeHTa. CTaHgapT, no
KOTOPOMY NOATBEPXKAAETCS YBELOMIIEHME,
onpepenseTcs B Ballen opraHmusauuu.
[anoyKa MOXeT 03Ha4aTb, YTO Bbl
nccneposanv npobaemy 1 pewnnn, YTo aTo
- NIOXKHOE NONIoXKUTENbHOE. 3TO TaKXe
MOXeT 03HauaTb, 4To Nnpobnema
CYLLECTBYeT, M OHa peluaeTcs.

HasHaubTe yBeAOM/IEHME O 3alunTe
agMUHUCTpaTopy, Bbibpas yBeaoMNeHMe 0
3awmTe n Haxkas HazHauuTb. YTobbl
paccMOTpeTb Ha3HaYeHne, agMUHUCTPATOP
OOJIXXEeH 3aperncTpmpoBaTbces B LleHTpe
onepauun n WenkHyTe 0630pbl > 3awmTa.
Ecnn Bbl He yBEpPEHDI, YTO agMUHUCTPATOP
perynsapHo oTCnexmeaeT CTPaHULYy
YBepomsieHus o 3awuTte, coobumte
AAMUHUCTPATOPY O HA3HAYEHUN.

- Ecnu yBepomneHue - noxHoe
MONOXNUTENbHOE, TO MOXHO BblbpaThb
yBELAOMJIEHME O 3alMTe U LWWENKHUTE No
C6poc. YBefoMseHMe 0 3alLuTe yOaneHo.
XpoHosnornyeckume gaHHble, UCMOMb3yeMble
a5 6a30BbIX CPaBHEHWUI C CaMoM
nocnegHewn onepawmen pe3epBHOro
KonupoBaHus, yganatotcs. C atoro
MOMeHTa BbluncnsieTcs HoBasi 6asoBas
JIVHWS.

(HeobaszaTenbHO) MOXHO OTKNHOUYUTb
yBe,EI,OMJ'IeHI/IFl 3aWnTbl C NTOMOLbHO
komaHobl SET SECURITYNOTIF.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHbIe npouegypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

o OnpepenuTe,
nogseprarTcs m
KJIMEHTbI PUCKY
oKasaTbCs
He3awnweHHbIMU
M3-3a HeyaaBLUMXCA
WM NPONYLLLEHHbIX
onepauun
pe3epBHOro
KonnpoBaHuA.

Y1066l NPOBEPUTD, HAXOAATCS NN
KIMEHTbI Nog, yrpo3on, B obnactu
KnuneHTbl HanguTe yBegomneHnue Mop,
yrpo3soii. Ytobbl NnpocMoTpeThb
cBefeHus, WenkHuTe no obnacTu
KnuneHTbl.

BHumMmaHue: Ecnu npoueHT Mop,
yrpo3oit HamMmHoro 6osbLe
06bI4YHOrO, TO 3TO MOXKET
yKasbiBaTb Ha aTaky
nporpamMMbl-BbIMOraTens.
ATaka nporpaMMmbi-BbiMOraTens
MOXET NPMBECTU K cboam
pe3epBHOro KOMMPOBaHKWS, TEM
caMbIM CO3[aBasi PUCK Ans
KveHTOB. Hanpumep, ecnu
NMPOLEHT KIIMEHTOB B
onacHocTu obbivHO Mexay 5%
n 10%, HO NPOLLEHT
yBenuumpaetca o 40% vnu
50%, TO U3yumTe NPUUNHY
3TOoro.

Ecnv Bbl yCTAaHOBWUIIM CIYXOY
yrpaBfieHUs KIIMEHTOM Ha KJTMeHTe
pe3epBHOro KOMMPOBaHWA 1
ApPXVMBUPOBAHUS, Bbl CMOXKETE YBUOETb
¥ NPOAHaNM3MpPOoBaTb OLWMOKY KIMEeHTa
1 3anfaHNMPOBaTb KYpPHasibl, BbINMOTHUB
cnegyloLme Wwarmu:

1. B tabnuue KnuneHTol Bbibepute
KAMEHT 1 WenKHMTe no CBeaeHus.

2. Ytobbl frarHocTupoBaTb npobnemy,
WwenkKHuTe no [AimarHos.

B cnyuae KNMeHTOoB, Y KOTOPbIX HET
YCTaHOBNEHHO CNy»6bl ynpaeneHus
KITMEHTOM, MOoNy4nuTe OOCTYN K CUcTEMeE
KNMEeHTa, YTobbl MPOBEPUTL XKYpHasbl
OWNBOK KNneHTa.

e OnpegpenuTe,
HYXXHO N1 yaenuTb
BHMMaHMe ownbkam
KIMeHTa Unu
cepBepa.

YT106bI ONpPEnenmTb CEPbe3HOCTb BCEX
OnMoBEeLLEHNI, 0 KOTOPbIX bbINo
coobulieHo, ycTaHOBUTE yKasaTesb
MbILIKW Ha cTONBLbI B 06nacTu
OnoselleHus.

YT06bl YBUAETb AOMONHUTENbHYIO

NHthopMaLnio 06 onoBeLLEHNAX, BbIMONHUTE

cnepywuime warn:

1. WenkHuTe no obnactu OnoBseLleHUS.

2. B Tabnuue OnoseleHuns BbibepuTe
onoBelLeHue.

3. B naHenu XypHan onepavmi
npocmoTpuTe cooblieHuns. B naHenn
noKasaHbl CBA3aHHble CO0bLLeHMs,

CO30aHHble 00 1 nocne BO3SHNKHOBEHUA

BbIGpaHHOro onoBeLLeHNS.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua OCHOBHble npoueaypbl [ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

e 1. YT06bI NPOBEPUTL, HAXOAATCH NN CoBeT: Ecnu Bbl 06HapyxuTe npobnemy,
Onpepennre, cepBepbl Nog, yrposon, B 06nactu CBA3aHHYIO CO CBOMCTBaMW cepBepa,

AOCTyMHbI NN CepBepbl HaliauTe yBeAOMNeHMe o6HOBMTE CBOIICTBa CepBepa:

cepBepbl, KOTOPbIMY HenocTyneH.

ynpaenseT LleHTpom 1. B Tabnuue Cepaepebl BbibepuTe cepeep 1

onepauuii, ans 2. YT06bl yBUAETH [OMNOMHUTENBHYIO LEenKHNTe No CBeAeHuS.

l/lHCbOpMaU,l/HO, WEenKHnUTEe no

npenocTaBneHuns 2. YTob6bl 06HOBMTL CBONCTBA CepBepa,
KnueHTam cnyx6 no obnactu Cepaepe!. wenkHuTe no CBoMucTBa.
3awmTe gaHHbIX. 3. BbibepuTe cepBep B Tabnuue

CepBepbl U WENKHUTE MO

CeepeHus.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHbIe npouegypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

o OnpepenuTe,
OOCTYMHO NN
J0CTaTOYHO
npocTpaHcTBa Ans
nepevHs cepsepa,
cocTosero 13 6asbl
JaHHbIX cepBepa,
aKTMBHOrO XypHana
N apXMBHOro
XypHana.

1. LlenkHuTe no obnacTtu Cepsepbl.

2. B ctonbue CoctosgHume B Tabnuue
npoBepbTe COCTOAHME cepBepa U
yCTpaHuTe BCe OLLMOKMN:

« HopmanbHoe ““ [1nq 6a3bl
LaHHbIX cepBepa, akTUBHOIO
XKypHana n apxMBHOro XypHana
LOCTYNeH J0CTaTOYHbIN 06beM
NpoCTpaHCTBa.

* Kputuueckoe @ [nq 6asbl
OaHHbIX cepBepa, akTUBHOIO
XypHarna unmn apxmuBHOro XypHana
Hef0CTaTOYHO NPOCTPAHCTBA.
Hy»Ho HeMeaneHHo 0o6aBuTb
NPOCTPaHCTBO, NHa4e paboTa
cny»6 3awmThl 4aHHbIX,
NpeaocTaBseMbIX CEPBEPOM,
6yneT npepBaHa.

- MpepynpexpeHue * , B 6ase
OaHHbIX cepBepa, akTMBHOM
XXypHarne Unm apxmBHOM XypHane
3aKaH4MBaeTCs NPOCTPaHCTBO.
Ecnu aTo ycnoBue noBTopsieTcs,
TO HY>XHO [,06aBUTb
NPOCTPaHCTBO.

* HepocTtynHo @ HesosmoxHo
noJsly4nTb COCTOsSIHNE. YbenuTecs,
yTO cepBep paboTaeT 1 YTO B CETH
HeT oWwmnboK. 3TO cocTosiHME
nokasbiBaeTcs Takxe, ecnu ID
aAMUHUCTPATOPa MOHUTOPMHIa
3ab610KMpoBaH UM HeLOCTYMNEH
Ha cepBepe No APyron NpuymHe.
3HaveHue atoro ID - IBM-0C-
nms_xab-cepsepa.

- HeoTcnexxusaembiii ¢
HeoTcnexuvBaeMble cepBepbl
3apaHbl Ha xab-cepBepe, HO He
CKOH(pUrypupoBaHbl ans
ynpaBneHns KOMNoHeHTOM LleHTp
onepaumin. Ytobbl
CKOHUrypupoBsaTb He
OTCNEXMNBAEMbIN CEpBep,
BblbepuTe cepBep 1 WeNKHUTe no
OTcneXXuBaTb NOAUMHEHHbIN.

MOXHO TaK)Xe MPOCMOTPETb CBA3aHHbIE
OMOBELLEHNS Ha CTPaHuLe OnoBeleHUs.
LononHuTenbHyto MHopmauuio ob
yCTpaHeHun ownbok cMOTpUTE B paspene
YcTpaHeHue npobnem cepBepa.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua OCHOBHbIe npoueaypbl JononHuTenbHble NpoLeaypbl U
AunarHocTuueckas uHdgopmaumsa
e YT06bI ONpenennTb, Koraa B Y7066l MONYyunTh H0N1ee NnogpobHyto
MpoBepbTe nocnegHuin pas Npon3BoauIoCh nHopMauunto 06 onepaunax pe3epsHOro
onepauun pesepBHOE KONMpOBaHWe cepBepa, KOMWPOBaHUS, BbINOSHUTE Cregytowme waru:
€3epBHOro BbINOJIHUTE Cregyowme waru:
Eonmgosava 6asbl Aytod 1. B tabnuue CepBepbl BbibepuTe CTPOKY U
[aHHbIX 1. LLlenkHnTe no obnactn Cepeepsl. LenkHuTe no CeepeHus.
2. B tabnuue CepBepbl NpoBepbTe 2. B obnactu Pe3epBHoe kKonupoBaHue b/,
ctonbey, MocnenHee pesepBHOE YCTaHOBUTE yKa3aTe b MbllWW Ha FaJIouKu,
KonupoBaHue 6a3bl JaHHbIX. yTObbI NPOYECTb MHOPMaLMto 06

onepawLmsax pe3epBHOro KonnpoBaHua.

Ecnu pesepBHOoe konunpoBaHue 6asbl faHHbIX
He Npon3BoAMNOCH HepgaBHo (HanpuMmep, 3a
nocnegHue 24 yaca), Bbl MOXeTe 3anyCTUTb
onepaumio pe3epBHOro KONMpPoBaHUS:

1. Ha cTpaHuue 0630p B KoMMNoHeHTe LieHTp
onepauun wenkHuTe no obnactu
Cepsepbl.

2. B Tabnuue BbibepuTe cepsep U LWeNKHUTe
no PesepBHOE KONMUpOBaHMe.

YTo6bl ONpenennTb, CKOHUrypmposaHa nu
6a3a gaHHbIX cepBepa 4519 aBTOMATUYECKUX
onepawmit pesepBHOIro KONMpPoBaHus,
BbIMOMIHWTE Cledytoliue Wwaru:

1. B CTpOKe MeHto yCTaHOBUTE yKasaTeslb

MbIlWN Ha 3HAYOK NapamMeTpoB n
LWENKHNTE No I'Iocrpowrenb KOMaHA,.

2. Beegute komaHay QUERY DB:
query db f=d

3. B BbIxOgHOW MHOPMaL MM NPOBeEpbTE
3HayeHue B none llonHoe mMa Knacca
ycTponcTB. Ecnum knacc ycTponcTea
yKasaH, 3TO 03Ha4yaeT, uYTo cepBep
CKOHhUrypupoBaH g aBToMaTU4yecKoro
pe3epBHOro KonupoBaHus 6asbl AaHHbIX.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHbIe npouegypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

6 OTcnexuBante
Apyrve 3agaum no
obcnyxmMBaHmo
cepsepa. 3agauu no
obcnyxmMBaHmo
cepBepa MoryT
BKJ/tOYaTh B cebs
BbINOJIHEHNE
pacnucaHunmn
aOMUHUCTPATUBHbIX
KOMaHg, cLueHapues
obcnymMBaHUA 1
CBSI3aHHbIX
KOMaHppbl.

YT06bI HANTK MHOPMALLUIO O
npoueccax, KoTopble 3aBepLUnInNCh
HeyZda4Ho 13-3a Npobnem Ha cepeepe,
BbINOJSIHUTE Cregyowme waru:

1. Boibepute CepBepbl >
06cny>xuBaHue.

2. Ytobbl NONYUNTb OBYXHELENBHYIO
XPOHONOr M0 NpoLiecca, CMoTpuUTe
ctonbew, XpoHosorus.

3. YT0bbl nonyunTb 6onblue
MHOpMaLLUK O 3anlaHMPOBAHHOM
npovecce, ycTaHOBUTE yKasaTesib
MbILWW Ha NepekntovaTene,
CBSI3aHHOM C MPOLLECCOM.

Bonee nogpobHyto nHopMaLuio o
npoLeccax MOHUTOPUHIA U YCTPaHEHNUN
npobneM cMOTpUTE B 3/IEKTPOHHON CrpaBKe
KOMMoHeHTa LleHTp onepaumm.

o YbenouTbcs, UTo
06beM JaHHbIX,
nepenaHHbIX Ha
cepBepbl U
MOSTYYEHHbIX C HUX,
HaxoOuTCa B
0XXMOAaeMOM
OvanasoHe.

» Y1obbl NonyunTb 0630p onepaumii 3a
nocnegHue 24 yaca, CMoTpuUTe
obnactb Onepauun.

» Y7106bI CPaBHUTb aKTMBHOCTb 3a
nocnegHue 24 yaca c akTMBHOCTbIO
3a npegblaywmne 24 yaca, cMoTpuTe
nokasartenu B obnactax Tekyuwme u
Mpenbigyuwue.

« Ecnu Ha cepBep 6bin0 oTnpasneHo 6onblue
OaHHbIX, YeM Bbl OXKMAanu, onpeaennTe,
KaKune KJIMEHTbl CO30at0T pe3epBHbIE KONUK
6onbliero obbeMa gaHHbIX, U UccnepynTe
npu4YmnHy. Bo3aMoXHO, 4To AeaynamKkaums
OAHHbIX HA CTOPOHE KNneHTa paboTaeT
HenpaBuIbHO.

A BHuMaHue: Ecnv 06bem
pe3epBHbIX AaHHbIX 3HAYUTENIbHO
6onbLue 0bbIYHOro, TO 3TO MOXKET
yKasblBaTb Ha aTaKy NporpaMmel-
BbIMOraTens. Korga nporpamma-
BbIMOraTesb WnpyeT AaHHble,
cuctema obHapyXuBaeT, uTo
OaHHble U3MEHSATCS N YTO
pe3epBHas Konusa co3gaeTcsa os
M3MEHEeHHbIX JaHHbIX. TeEM cCaMbIM
TOMa pe3epBHOro KOMNMpPoBaHUS
cTaHoBATCA bonblue. YTobbl y3HATD,
KaKue KJIMeHTbl 3aTPOHYThI,
BblbepuTe BkNaaky MpunoxxeHus,
BupTyanbHble MalKHbI NN
cucreMbl.

« Ecnu Ha cepBep 6b1s10 OTNPaBIEHO MeHblUe
[aHHbIX, YeM Bbl 0XX1asu, BbIICHUTE,
BbIMOJSIHAOTCS X OnepaLun pe3epBHOro
KOMMPOBaHMS KIIMEHTOB MO pPacnuCaHuIo.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua

OCHOBHbIe npouegypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

e Yb6eputech, UTo
nySibl XpaHeHus
OOCTYMHbI AN
pesepBHOro
KONUPOBaHUS
OaHHbIX KNEHTa.

1. Ecnu B 0bnactn XpaHeHune u
OOCTYMHOCTb AaHHbIX YKa3aHbl
npobnemsl, WwWenkHuTe no Mynbl,
yT0bObl 03HAKOMUTbLCS CO
CBeAEeHNAMM:

» Ecnu nokasaHo cocTosaHue

Kputuueckoe 9, 3TO yKasblBaeT
Ha TO, YTO B Ny/e XpaHeHuns
HeOo0CTaTOYHO JOCTYMHOro
NPOCTPaHCTBA NN €ro COCTOSIHME
JocTtyna - HegocTynHo.

A

BHumaHue: Ecnun
COCTOSIHUE KpUTUYECKoe,
TO U3YyUUTE MNPUUNHY:

— Ecnu ckopocTb
Aefyniankaumm gaHHbIX
B NMy/ne XpaHeHus
3HAYUTENbHO
CHUWXaeTcs, To 3TO
MOXET yKa3biBaTb Ha
aTaky nporpammbi-
BbIMoOraTens. Bo Bpems
aTaku Nporpammbl-
BbIMOraTens gaHHble
WncpyroTCa 1 He MOryT
AenynamumpoBaTbCs.
Y1066l NPOBEPUTL
CKOpPOCTb
Aefyniankaumm gaHHbIX,
B Tabnuue Mynbl
XpaHeHus npoBepbTe
3HaveHue B cTonbue
MpoueHT aKoHOMUN.

— Ecnu nyn xpaHeHus
HEOXMOAHHO
CTaHOBUTCH
mcnonb3oBaH 100%, 1o
3TO MOXeEeT yKasblBaTb
Ha aTaKy NporpamMmsi-
BbIMoraTend. ns
NpPOBEpPKM
Mcnonb3oBaHua
NPOCMOTPUTE 3HaYEeHne
B cToNbLEe
Mcnonb3oBaHHasd
eMKocTb. HaBeguTe
MblLLb Ha 3HaUYEHUS,
yTOObI YBMOETb NPOLEHT
NCMNO/b30BaHHOMo "
cBoboaHoro
NpoCcTpaHCcTBa.

« Ecnn nokasaHo cocTosiHMe

Mpeaynpexaenue ', B nylaeT 3-
XpaHeHUs 3aKkaHUMBaeTCs

YT106bl YBMOETb EMKOCTb NyNa XpaHeHus,
Mcnonb3yeMyto 3a NocNefHe OBe Hepenu,
BblbepuTe CTpoKy B Tabnuue lMynbl XxpaHeHUs
OAHHbIX U WenkKHUTe Nno CBepeHua.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npoueaypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

0 B obnacTv XpaHeHue 1 LoCTYNHOCTb
Ybenutech, Uto | gaHHbIX, B pasgene Toma nog,

ycTponcTea cTonbuamm eMKOCTM NpoBepbTe
XpaHeHWs AOCTYNHbI [ cocTOsHME, NOKasaHHoe PAA0M C
anga onepaummn anemeHToM YcTpoiictBa. Ecnu gna
pe3epBHOro ntoboro ycTponcTea nokasaHo
KONMpoBaHus. coctosiHue Kputnueckoe & vnu

I

MpepynpexxpeHue ', uccnemymre
npobnemy. Ytobbl NnpocMoTpeTb
cBefeHus, WenkHUTe no YcrTpoicTea.

LnckoBble yCTpOVICTBa MOTryT HaxoOuUTbCA B
KPUTNYECKOM COCTOAHUN UITN B COCTOAHUN
npeagynpexageHnd no cnegyrownM npndynHam:

« [1ng knacco yctponcTts DISK ToMa moryT
6bITb OTKJIHOYEHbI STV HAXOOMUTHCS B
COCTOSIHMM 'TONbKO Ans uTeHns'. B ctonbue
IunckoBoe xpaHeHne Tabnuubl InckoBble
YCTPOMCTBA NoKa3aHO COCTOSIHNE TOMOB.

 [ns knaccos yctponcTs FILE, koTopble He
NCMNOJb3YHTCS COBMECTHO, MOTYT 6bITb
OTKNtoYeHbl kaTtanoru. Kpome Toro, ans
BblAENEHUSA YNCTbIX TOMOB MOXET
oKasaTbCs He[oCTaToOuHO CBO6OAHOMO
npocTtpaHcTea. B ctonbue nckosoe
XpaHeHve Tabnuubl [InckoBble yCTpONCTBa
MoKas3aHo COCTOAHME KaTasIoroB.

« [1ns knaccos yctpouncTs FILE, koTopbie
NCNoNb3yTCA COBMECTHO, MOTYT BbITh
HeOoCTYNHbl HakonuTenu. Anck
HeOOoCTYNeH, eCfin OH OTKJIKOUEeH, nepecTan
oTBeuYaTb CepBepy WU ecnn ero NyTb
OTKNtoYeH. B gpyrux ctonbuax tabnuubl
LMCKOBbIe YCTPOMCTBA NOKa3aHo
COCTOSIHME HakonuTenem n nyTen.
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apaua OCHOBHbIe npouegypbl [ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus
@ YT1obbl NoNy4nTh 0bLLEE COCTOSIHME Y106bl NONYYNUTL LOMOTHUTENbHYIO
MOHUTOPUHT HabopoB XpaHeHUs, NPOCMOTPUTE nHopMaumio o Habopax XpaHeHus,

HabopoB xpaHeHws.

obnactb Habopbl XxpaHeHUs Ha
cTpaHuue LleHTp onepaunin063op:

e B none BbINOAHEHO yKa3aHOo Yn1C/o
HabopoB XpaHeHUs!, CO3OaHHbIX B
6ase gaHHbIX cepBepa u
OTCNeXXMBaEMbIX B NepevHe cepBepa.

» B none Cpok peicTemns uctek
yKasblBaeTcs uncno Habopos
XpaHeHs, A1 KOTOPbIX UCTEK CPOK
XPaHeHWA OaHHbIX.

« B none YaaneHo ykasbiBaeTcsa UNCo
HabopoB XpaHeHus, KoTopble Bbinn
yaaneHbl.

YTobbl NPOCMOTPETb U USMEHUTH
npasuna xpaHeHus, Boibepute
Cny>x6bl > MpaBuna XxpaHeHus.

WwenkHuTe no obnactn Ha6opbl XxpaHeHUa,
yTOObI OTKPBLITL CTPaHuLy Habopbl
XpaHeHusA. YTobbl TPOCMOTPETL UK
M3MEeHUTb CBOMCTBA Habopa XpaHeHus,
OBaXKAb! WESTKHWUTE Mo Habopy XpaHeHus.

Bonee noapobHy MHOPMALMIO MOXKHO
MOSY4nTb, BbINMOSHNB CBAA3aHHbIE KOMaHAbI:

1. Ha cTpaHuue 0630p KoMnoHeHTa LleHTp
onepawlmn yCTaHOBUTE yKasaTesb Mbiln

Ha 3Ha4YOK NapamMeTpoB W WeNKHUTe
no MocTpoutenb KOMaHA,

2. Y10bbl y3HaTb, KakMe 3afaHns co34aHms
Habopa XxpaHeHUs1 BbINOMHAKTCS,
NpepBaHbl UM 3aBEPLUEHDI, BbIMOHUTE
komaHay QUERY JOB. MIHCTpyKLMK
cMmoTpuTe B pasgene QUERY JOB
(3anpocuTb 3agaHne cosgaHms Habopa
XpaHeHusa).

3. YTobbl 3anpocuTb NpaBmMia XpaHeHus,
BBegnTe komaHaoy QUERY RETRULE.
NHCTpyKunm cMoTpuTe B pasgene QUERY
RETRULE (3anpoc npaBuia xpaHeHus).

4. Ytobbl 3anpocuTb Habopbl XpaHeHUs,
BBeguTe komaHaoy QUERY RETSET.
WHcTpykunm cMoTpuTte B pasgene QUERY
RETSET (3anpoc Habopa xpaHeHus).

5. YTtobbl 3anpocuTb cogepxxnmoe Habopa
XpaHeHus, BBegmte komaHay QUERY
RETSETCONTENTS. MHCTpyKLNKM CMOTpUTE
B pasgene QUERY RETSETCONTENTS
(3anpoc comepxnmMoro Habopa xpaHeHus).
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Tabnuya 15. 3adayu excedHEeBHOro MOHUTOPUHIra (npodosxeHue)

3apava OcHoBHbIe npoueaypbl

[ononHuTenbHble Nnpoueaypbl U
AvarHocTuueckas uHtopmauus

@ Y106bI NONYyunTh 0bLWEE COCTOSIHNE
OTcnexwmBatb onepaumit NpaBus XpaHeHus,
npasuia xpaHeHus. | npocMoTpuTe obnacTb Mpasuna
XpPaHeHUs Ha cTpaHuue LleHTp
onepaunn063op.

B cBOAKE COCTOSAHMIN BIBOAATCA CaMble
HepaBHMWe pe3ynbTaTbl 06paboTky ang
npaBun XpaHeHusl. BbIBOAMUTCS YNCO NpaBun
XPaHEeHUS B KaXXO0M U3 CriefyroLmx
COCTOSIHWIA:

HopmanbHoe
Yncno npaBun XpaHeHund, BbIMOTHEHHbIX
6e3 ownbokK.

Mpepynpe>xxpeHue

Yucno npaBun XxpaHeHus, 3aBepLUNBLLNX
06paboTKy, HO NepeMecTMBLUNX UK
CKOMMPOBABLLMX He BCe Mogexatime
0b6paboTke paHHble. HekoTopble thannbl
6b1n1 nponyLeHbl, 6bl10 AOCTUIHYTO
OrpaHnYeHne No BPeMeHN gns npasuna
nnu xe npotecc 6b11 0TMEHEH.

(] HeypauHo
Yuncno npaBun XpaHeHus, He
3aBepLlumBLlUMX 06bpaboTky. Hanpumep,
BO3MOXHO, CEPBEPY He yaaeTcs
0bpaboTaTh AaHHble N3-3a HEXBATKM
MecTa B Myse XpaHeHWs Ha3HauYeHWsl Un
cepBep He MOXET NoNyUnTb AOCTYN K
nyny XpaHeHwus.

Qp,pyrue COCTOSIHUA
Yumcno npaBun XpaHeHns B Apyrunx
cocTtosHuax. CepBep, Ha KOTOPOM
OnpeLenieHo NPaBUIo XPaHEHUS, MOXET
0KasaTbCs HeOQOCTYMHbIM s
npenocTaBneHns gaHHbIX, 1Mbo MoxeT
6bITb 3anyuweHa 6onee paHHsAs Bepcus
IBM Spectrum Protect, He
noaLep}KnuBaroLLas CoCTosIHME.
CocTosHKe MOXeT oKa3aTbCs
HEMNPMMEHMMBbIM, MOCKOJIbKY NPaBuUo
XPaHEeHMs He aKTUBUPOBAHO NN He
BbINOJSIHAETCS.

CoBeT: 3Ha40K BbIBOAUTCS, TOSIbKO €CNK
O[HO UM HECKONBbKO NpaBusl XpaHeHus
HaxoOsATCs B COOTBETCTBYHOLLEM COCTOSIHUM.
Onsa npocMoTpa bonee nogpobHow
NMHOPMaLLUKN O KaXKA0M npaBuiie XpaHeHus
BblibepuTe MpaBuna xpaHeHus, 4TobbI
OTKPbITb CTpaHuLy MpaBuna xpaHeHus.
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KOHTPOJIbHbIY CNMUCOK NEePUOANUYECKOro MOHUTOPUHIa

Y7066 yBEeaumTbcs, YTo Bale peweHne IBM Spectrum Protect paboTaeT npaBuibHO, BbINOMHWTE 334a4M B
nepmoanYecKoM KOHTPOSTIbHOM CMMCKE MOHUTOPUHTA. 3annaHupynTe nepuogmyeckme sagaun
LOCTaTOYHO YacTo, YTobbl Bbl MOrIM 06HAPYXUTb NOTEHLMaNbHbIE HEMNONALAKW, NPEeX4e YEM OHU BbI3OBYT
npobnemoi.

CoBeT: YT0b6bl BbINONHATE KOMaHAbl aAMUHUCTPUPOBAHMA 419 LONOHUTENbHbIX 334324 MO MOHUTOPUHTY,
MNCMNONb3ynTe NOCTPOUTENb KOMaH KOMNoHeHTa LieHTp onepauuii. MocTpontens koMaHg obecneymBaeT
(byHKLMIO BBOAA C ONepexeHneM, KOTopasi MOMOXEeT No Mepe BBoAa KOMaHZ,. YTobbl OTKPbITb
nocTpouTesib KOMaHz, nepengunTe Ha cTpaHuLy 063op B KoMnoHeHTe LieHTp onepauunit. B cTpoke MeHto

YCTaHOBWUTE YKa3aTeJlb MbllUN Ha 3HAYOK NapaMeTpoB 1 wenkHnTe no NMocrtpoutenb KOMaHA,
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Tabnuya 16. 3adaqu hepuodu4yeckoro MOHUTOPUHIa

KNnneHTa:

1. WLlenkHWTe Ha CcTpaHuLe

0630p B KOMMNoHeHTe LieHTp
onepaunn no KnueHtbl.
Hangute cepBep, CBA3aHHbIN C
K/TMEHTOM.

. WenkHute no Cepsepbl.

BbibepuTe cepBep U LWenKHUTE
no CeepeHua.

. YT06bI yBMOETH

NPOAOMKUTENBHOCTD
BbINOSIHEHHbIX 334a4 3a
nocnegHue 24 yaca, WenKHUTe
no BbiNosHeHHbIe 3a4auM.

. YTobbl yBUAETL

NPOOONXKNTENBbHOCTb 3343,
BbIMOSIHEHHbIX bonee 24 yacoB
TOMY Hasaf, NCNoNb3ynTe
komaHay QUERY ACTLOG.
Cnepyvte MHCTPYKLMSM B
pasgene QUERY ACTLOG
(3anpocuTb MHopmauuto
XKypHana onepauuin).

. Ecnu pnutenbHocTb onepauui

pe3epBHOro KONMpPoBaHMUS
K/IMeHTa yBeNn4mMBaeTcs npu
HEACHbIX MPUYMHAX,
nccnepynTe NpuymnHy.

Ecnu Bbl ycTaHOoBUNN Cyx by
yrnpaBneHns KNMeHTOM Ha
K/IMeHTe pe3epBHOro
KOMWPOBaHNS N apXMBUPOBaHWS,
Bbl CMOXeTe AMarHoCTMpPOBaTb
owmnbKu, BNuaoLWme Ha
NPOU3BOANTENBbHOCTb, AJ15
K/MeHTa pe3epBHOro
KOMWPOBaHNS N apXMBUPOBaHWS,
BbINOJSIHWB CNeaytoLme waru:

1. WenkHWTe Ha cTpaHuLe

0630p B KOMMNOHeHTe LleHTp
onepauuin no KnueHtbl.

. BbibepuTe KIMeHT pe3epBHOro

KOMMpoBaHUA 1
ApPXMBMPOBAHUSA U LLLENKHUTE
no CeepeHus.

. YT06bI NONYUNTB KYpPHasbI

KJINEHTOB, WWENKHNTE Mo
AunarHocruka.

3apaua OCHOBHbI€ NpoueaypbI JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OTcnexuvBanTe OnpepenunTe, CKONbKO BPEMEHM | IHCTPYKLMI MO COKPALLEHNIO BPEMEHM,

NPOV3BOAUTENBHOCTb TpebyeTcs ons onepaymi KOTOPOE 3aTpaunBaeT KJMEHT Ha PE3EPBHOE

CUCTEMBI. pe3epBHOro KONMPOBaHNS

KonupoBaHWe AaHHbIX HA CepBep, CMOTpUTE
B paspgene YcTpaHeHue obwmx npobnem,
CBA3aHHbIX C MPON3BOAUTENIbHOCTbIO
KINEeHTa.

NwnTe y3kne MecTa € TOUKU 3peHUs
NPOU3BOANTENBHOCTU. MIHCTPYKLMK
CMOTpUTE B pasgene BoisBneHne yaknx Mect
NPOM3BOANTENBHOCTM.

NHhopmaumio 0 BbISBNEHUN U YCTPAHEHUM
Opyrux npobnem, oTpmuaTelbHO BANSAIOLLMX
Ha Npon3BoanTENbHOCTb, CMOTPUTE B
pasgene Npon3BoanUTENbHOCTD.
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Tabnauya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua OCHOBHbI€ NpoueaypbI JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OnpefennTe 3KOHOMUIO 1. LWenKHMTE Ha CTpaHuLe Mpw paclMpeHHOM MOHUTOPUHIE, YTOObI

AnckoB, obecneymBaemyto 0630p & KOMNOHeHTe LieHTp NonyYnTb NOAPOBHYIO CTAaTUCTUKY NpoLecca

Aenynnmkaumen gaHHbIX. onepauuii no MynbL. AenynnmKaumm OaHHbIX 4ns onpeaesieHHoro

nyna XxpaHeHud KOHTeVIHepOB KaTtanoros nnun
obnayHoro nyna XpaHeHna KaTaJjioros,
BbINOJIHUTE Crieayowme warnu:

2. BbibepuTe Ny WenKHUTE no
BbICTpbIi1 0630p.

3. B obnacTtu depynnunkaums
OaHHbIX CMOTpUTE
COXPaHEHHYIO CTPOKY
MpocTpaHcTBO. napameTpoB N WEeNKHUTE Nno

MocTpoutenb KOMaHA,

1. Ha cTpaHuue 0630p LieHTpa onepauuii
yCTaHOBUTE yKa3aTe b MbIWKN Ha 3HAYOK

2. NMonyunte CTaTUCTUYECKUI OTUET, BBELS
komaHay GENERATE DEDUPSTATS.
CnepyviTe MHCTPYKUMAM B pasgene
GENERATE DEDUPSTATS (CreHepupoBaTh
CTAaTUCTUKY OefynnKaLumm gaHHbIX 1S
nyfia XpaHeHWs KaTasiora-KoHTenHepa).

3. MpocMoTpuTE CTaTUCTUYECKUI OTYET,
BBega komaHay QUERY DEDUPSTATS.
CnenynTe MHCTpyKumaMm B pasgene QUERY
DEDUPSTATS (3anpocuTb CTaTUCTUKY
LenynnvmKaumm OaHHbIX).
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Tabnauya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

Y6enutech, 4YTo TEKYLLME
thannbl pesepBHbIX KONKIA
ONS KOHMrypaumm
YCTPOWCTB M MHhopMaLum
0 XpPOHOSIOrMK TOMOB
COXPaHEeHbI.

MonyumTe JOCTyn K
PACMoNOXKEHNAM XpaHeHus,
uTobbI YBEepguTbCs, UTo thannbl
LOCTYMHbI. [peanoyTUTENbHbIN
MeTOg, 3aK/HoYaeTcs B TOM, YTObbl
COXPaHsTb haibl pe3epBHbIX
KOMWIA B IBYM PACroSIOXKEHMSIX.

YT06bI HANTK halbl XPOHOMOTUN
TOMOB 1 hannbl KOHUrypaumm
YCTPOWCTB, BbIMOSHUTE
crnepytolme warm:

1. Ha cTpaHuue 0630p LieHTpa
onepawumn yctaHoBUTe
yKasaTteslb MbIlKN Ha 3HAYO0K

napamMeTpoB il v LWenKHnuTe
no MocTtpoutenb KOMaHA,

2. Ytobbl HanTu hannol
XPOHOSIOrNN TOMOB 1
KOHMIypaLmm yCTPONCTB,
BBEAUTe crepytolime
KOMaHAbl:

query option volhistory

query option devconfig

3. B BbIxOgHOW MHhopMauun
npoBepbTe cTonbey, MapameTp
onumu, YTobbl HANTK
pacnosioxeHus annos.

Ecnu nponsonget 6encteune, ons
BOCCTaHOBNeHUs 6a3bl AaHHbIX
cepBepa notpebyeTcs Kak ann
XPOHOJIOrMKN TOMOB, TaK W thann
KOHMrypauum ycTponcTs.
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Tabnauya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OnpenenunTe, LOCTYMHO NN
[OCTaTOYHO NPOCTPAHCTBA
ona gannoBon cucTembol
KaTasnora aksemnnspa.

Y6eauTtecsh, uto B (haiioBoin
CYCTEMe KaTasnora sk3emnnsapa
LOCTYMHO, Kak MUHUMYM, 20%
cB0o60OAHOr0 NPOCTPaHCTBA.
BbinonHuTe gencreue,
noaxonsuiee ons Bawemn
onepaLmoHHON CUCTEMBI:

« IR Y T06b1 yBUOETS,
CKOJIbKO MPOCTPaHCTBA
OOCTYMNHO B DanioBon CUCTEME,
BBEAUTE B KOMAHIHOM CTPOKe
onepaunoHHO CUCTEMBI
CnenyroLLy0 KOMaHay:

df -g
Kamanoe_sK3emnasapa

rae Karasjor_ak3emMnsidapa - aTo
KaTaJior aKk3emnngapa.

« I YT06b yBUAETS,
CKOMbKO MPOCTPaHCTBa
[AOCTYMHO B (haioBOV CUCTEME,
BBEeAMTE B KOMaHLHOW CTPOKe
onepaLMoHHON CUCTEMBI
cnenyroLLy0 KOMaHay:

df -h kamanoe_sk3emnnsapa

rae Karasjor_ak3emMnsidapa - aTo
KaTaJior aK3emnngapa.

- INITTTTMB npoBoaHuKe
Windows wenkHuTe npaBoin
KHOMKOW MblLLK NOo hanoBow
cucteme un BbibepuTe CBOMCTBA.
MposepbTe MHOpMaLMIO 0
€MKOCTHU.

MpegnoyTuTensHoe
pacnonoXxeHue Katanora
3K3eMmnnapa 3aBuCuT oT
onepauMoHHON CUCTEMBI, B
KOTOPOW YyCTaHOBMEH CepBep:

« TN T / home /
tsminstl/tsminstl

o INITTEMC - \tsminstl

Cosert: Ecnv Bbl 3aN0/THUAN
pabouyto Tabnuuy nnaHnpoBaHus,
pacrnonoxeHue kaTtanora
3K3eMMNJIAPOB 3an1caHo B
paboueir Tabnuue.
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Tabnauya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

BbisBuTe HeoxxmnpaH HYHO
AKTUBHOCTb KJIMEHTA.

YT06bI OTCNEXKNBATD onepaunn
KNneHTa n onpenennTb, HE
npesBbilWaeT N 06beM JaHHbIX
0J15 TOMOB OXXW1OAeMbIl 00beM,
BbINOJIHUTE Crieayowme warn:

1. Ha cTpaHuue 0630p B

KOMMoHeHTe LieHTp onepaumii

LLLeNIKHUTE o obnacTu
KnnenTsbl.

2. YTtobbl yBMOETH ONEpauun 3a
nocpenHue oBe Hepenu,

OBaXKabl WeNKHUTe no nrobomy

KITUEHTY.

3. YT06bl y3HaTb uncno bant,
OTMNPaBNEHHbIX KITNEHTY,
LLeSIKHUTE Mo BKNagKe
CsoiicTBa.

4. B obnactu MNocnegHui ceaHc
NnpoBepbTE CTPOKY
OTnpaBneHO KNMEHTY.

Korga Bbl ABaXKAbl LLLESIKHETE MO KINEHTY B
Tabnuue KnnenTol, B obnactv Onepauum 3a
2 Hepgenu 6yaeT nokasaH 06bEM AaHHbIX,
KOTOPbIE KIMEHT KaXKbl AeHb OTNPaBNsA Ha
cepeep.

PerynsipHo nposepsanTte SQL-Tabnunuy
CBOAHOM MHOPMaLUKN O OeATENbHOCTH,
COLEpXaLLyto CTaTUCTUYECKME AaHHbIe O
KIMEHTCKMX ceaHcax. YTobbl cpaBHUTD
TeKyLLMe onepaumm C NpeablgyLwmmMm,
BOCMnonb3ynTecb onepatopom SQL SELECT.
Ecnu ypoBeHb onepawumin CyLecTBEHHO
OT/INYAEeTCs OT NpeablayLLero, To 3To MOXeT
yKasblBaTb Ha aTtaKy NporpaMmel-
BbIMOraTens.

PerynsipHo npoBepsiTe XKypHan onepauum.
Hangute coobuweHna ANE, ykasbiBatouime,
0151 CKOJTbKMX (hannoB CO34aHbl pe3epBHbIe
KOMMWM 1 BbINOSIHEHA MHCNeKUus. CpaBHUTe
TeKyLLMe OaHHbIe O CKOPOCTW AeAynaMKaumm
C NPEeXHen CKopocCTbio. Ecnm B cozgaHHOM
pe3epBHOI KOMUKN HeOBbIMHO MHOTO hannoB
NN YPOBEHb AefyninKauum gaHHbIX
HeoXmAaaHHo cnagaet Jo 0, To 3To MoXeT
yKasblBaTb Ha aTtaky NporpaMmel-
BbIMOraTens
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Tabnauya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua OcHoBHble npoueaypbl JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OTcnexwsaiiTe pocT nyna | 1. Ha crpaHuue 0630p B CoseTbl:

XPaHEHUA C TeHEHNEM KoMMnoHeHTe LleHTp onepauuii Yrob y

BpEMeHMU. e R » HT0bbI 33aTh NEPNOL, BPEMEHM, KOTOPbII

LOJIXEH NPONTK, NPEeXae YeM 13 nyna
2. Y100bbl yBMAETL EMKOCTD, XPaHeHMs KaTanoroB-KOHTENHEPOB WK

ncnonb3yemyto 3a nocnegHue nyna xpaHeHns 0b61auHbIX KOHTENHEPOB
ABe Heflenu, BblbepuTe nyn u 6yayT yoaneHbl BCe oenynimumMpoBaHHble
LLenKHUTe no CeepeHus. 9KCTEHTbI, MOCNEe TOro Kak Ha HUX He

NnoABNANIOCb HUKAKMX CCbIJTIOK B NepevHe,
BbIMOJIHNUTE Cneayroumne waru:

1. Ha cTtpaHuue Mynbl XxpaHeHusa B
KoMnoHeHTe LleHTp onepauuni
BblbepuTe nNyn xpaHeHus.

2. BbibepuTe CBepeHus > CBoMCTBA.

3. 3apanTe pMTeNnbHOCTD B none lMepuop,
3aepKKN ONs NOBTOPHOTrO
MCNOJIb30BaHUS KOHTelHepa.

« YT06bl ONpenennTb NPOM3BOAMTENBHOCTD
AefynianKaumMm gaHHbIX 40s nynoB
XPaHeHMs KaTanoroB-KOHTENHEPOB U
06nayYHbIX KOHTEMHEPOB, UCMONb3YNTE
komaHoy GENERATE DEDUPSTATS.

« Y10bbl NPOCMOTPETh CTATUCTUKY
JenynnuKauum OaHHbIX Ang nyna
XpaHeHus, BbINOJIHUTE CReayoLlme Waru:

1. Ha cTpaHuue Mynbl XxpaHeHua B
KoMMnoHeHTe LleHTp onepauun
BblbepuTe Nyn xpaHeHus.

2. BoibepuTe CBegeHus > CBoicTBA.

JInbo ncnonbsymnte komaHoy QUERY
EXTENTUPDATES, uT0o6bl yBMaETb
nHopmaunto 06 06HOBNEHUAX IKCTEHTOB
OaHHbIX B Nynax XpaHeHWs KaTanoros-
KOHTENHEPOB UM 061MaYHbIX KOHTEMHEPOB.
BbixogHas Hhopmaumsa KOMaHObl MOXeT
NMOMOYb BaM OMNPenennTb, Ha Kakune
3KCTEHTbI AAaHHbIX Y)Ke HET CCbIIIOK U Kakne
N3 HUX NOANEXaT yAaneHuo u3 cuctemol. B
BbIXOAHOW UH(hOpMaLMKN CMOTPUTE, KaKoe
YMCSI0 IKCTEHTOB JAHHbIX MOANEXNUT
yOAJIEHMIO U3 CUCTEMbI. ITOT NOKasaTtesb
HanpsMyto KoppenupyeTcs c 06beMoM
cB0obogHOro NpocTpaHcTBa, KoTopoe byneT
LOCTYMHO B My/ne XpaHeHWs KOHTeNnHepa.

« Y106bl yBMAETL 06BEM (BN3MYECKOrO
NPOCTPaHCTBA, 3aHATOr0 hansIoBbIM
NPOCTPAHCTBOM NoCie yaaneHns 3KOHOMUM
3a cyeT AedynnmKaumm AaHHbIX,
ncnonb3ymnte komaHay select * from
occupancy. B BbIxogHOW MH(opMaLmm
KoMaHbl byneT cogepxaTbCcs 3Ha4YeHme
LOGICAL_MB. LOGICAL_MB - 310 06beM,
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Tabnauya 16. 3adayvu hepuodu4eckoro MOHUTOPUHra (npodosxeHue)

3apaua

OCHOBHble npoueaypbl

JononHuTenbHble NpoLeaypbl U
ycTpaHeHue own6okK

OueHnTe BpeMeHHble
XapaKTEPUCTUKM
pacnmncaHnin KnmeHTa.
Y6eamnTech, UTo HavabHoe
N KOHEYHoe BpeMs
pacnmncaHnii KITMEHTOB
COOTBETCTBYET BalNM
6usHec-TpeboBaHMAM.

Ha ctpaHuue 0630p LleHTpa
onepawlun WeaKHUTe Mo
KnueHTbl > PacnucaHus.

B Tabnuue PacnucaHusa B ctonbue
3anyck nokasaHo
CKOH(hUIrypupoBaHHoe BpeMms
3anycka ans 3annaHupoBaHHOM
onepauun. Ytobbl yBuaeTb, korga
6blna 3anyuieHa camas
nocnenHasa onepauus,
YCTaHOBMWTE yKasaTe b MbIlIMX Ha
3HaYOK 4Yacos.

CoserT: Ecnu onepaums knveHTa
BbINONTHAETCA OoN1blle, YeEM OXKNMOAETCHA, Bbl
MOXeTe Mosy4YnTb coobLieHne ¢
npenynpexagerHnem. Coenante cnepytowee:

1. Ha cTpaHuue 0630pa B KOMMOHEHTE
LLeHTp onepauuit ycTaHOBKTE yKasaTenb
MbIWK Ha KNMeHTbI 1 LWenKHWTe No
PacnucaHus.

2. BbibepuTe pacnucaHue u WenKHUTe no
CBepeHus.

3. NpocMoTpuTe CBEOEHUSA O pacincaHnu,
LLLESTKHYB MO CMHEW CTPesKe psaoM co
CTPOKOW.

4. B none OnoeeweHue cpeabl
BbINOJIHEHUA 33[alNTe BpeMs, Korga
byneT BblgaHo cooblueHne ¢
npenynpexaeHmnem, ecnmu
3annaHnpoBaHHas onepaumsa He bypeT
BbINOJIHEHA.

5. WenkHuTe no CoxpaHUTb.

OueHunTe BpeMeHHbIe
XapaKTepuUCTUKM 3aa4 no
obcnyKmBaHuto.
Y6epuTtech, YTO HayanbHoe
N KOHeYHoe BpeMs 3apad
no obcnyxmBaHuo
COOTBETCTBYET BalIMM
6usHec-TpeboBaHMAM.

Ha ctpaHuue 0630p LleHTpa
onepauun WenkKH1UTe no
CepBepbl > 06cny)xuBaHue.

B Tabnuue O6cnyxmBaHue
npoBepbTe NH(POPMaLUIO B
ctonbue Bpemsi nocnenHero
BbINOMHEHNS. YTo6bl yBUOETD,
Korpga 6bina 3anyuweHa camas
nocnenHss 3agaya no
obCcnyKMBaHWUIO, yCTaHOBUTE
yKasaTeslb MbILlW Ha 3HAYOK
4yacos.

CoBeT: Ecnu 3aga4a no o6cnyxunBaHuio
BbINOMHAETCA C/IULWKOM A0T0, U3MEHUTE
HauanbHOe BpeMs U1 MakcuManbHoe Bpemsa
BbiNoNHeHuna. CoenanTte cnegytoliee:

1. Ha cTtpaHuue 0630p LieHTpa onepauui
YCTaHOBMTE yKasaTe b MbIlUM Ha 3HAYOK

napameTpoB il i enKHUTE Mo
MocTpouTenb KOMaHA,

2. YTobbl U3MEHUTb BpeMS 3anycka unm
MaKCKMasibHOe BpPeMs BbINOSIHEHUS
3agauu, seegute komaHay UPDATE
SCHEDULE. NHCTpyKLMKN CMOTPUTE B
pasgene UPDATE SCHEDULE (M3MeHUTb
3anjlaHMpOBaHHOE 3ajaHNE KITMEHTA).

WHopmauus, cBa3aHHasa ¢ BaHHOMW
QUERY ACTLOG (3anpocuTb MHOpMALMIO XYypHasIa onepawui)

UPDATE STGPOOL (06HOBUTb Nyn XxpaHeHus)

QUERY EXTENTUPDATES (3anpocuTb 0OHOBNEHHbIE 3KCTEHTbI AaHHbIX)

NMpoBepKa Ha COOTBETCTBUE NIULLEH3UU

Y6enuTtecs, uto Balle pelweHne IBM Spectrum Protect cooTBETCTBYET NONIOXEHMAM Ballero
JINLLEH3NOHHOIO cornalweHuns. PerynapHo npon3soas MOHUTOPUHT PeLLeHns, MOXHO OTCNeXunBaTb
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TEHAEHUMM PoCTa JaHHbIX MU UCTIONb30BaHMe eOUHNML, MOLLLHOCTU npoueccopa (processor value unit,
PVU). UcnonbayiiTe aTy MHopMauuto, 4Tobbl cniaHMpoBaTh byayluee npuobpeTeHne NMUEH3NA.

06 3Toii 3apaue
MeTog, KOTOpPbIN Bbl UCMONb3yeTe, YTobbl ybeamnTbes, UTo Balle pelleHne COOTBETCTBYET YCIOBMAM
NNLEH3MM, 3aBUCUT OT NONOXKEHWUIN BaLLEro IMLEH3NOHHOTO cornaweHnmnsa IBM Spectrum Protect.

CDpOHTaanoe JINULEeH3npoBaHUe MOLWWHOCTHU
chOHTaJ'IbHaﬂ monaesib onpegendaeT Tpe6OBaHl/IF| K TMLEH3MN Ha ocHoBe obbemMa NnepBUYHbIX OAaHHbIX,
O KOTOPbIX KNNeHTaMu 6b1110 coobLLEeHO, YTO A/19 HUX CO34aBanucChb pesepBHble Konuun. K KnneHTam
OTHOCATCA NPUIOXKEeHNA, BUPTYasibHble MalLWUHbI 1 KOMMbOTEPbI.

BHyTpeHHee IMLL,eH3MPOBaHUE MOLLHOCTHU
BHyTpeHHss Modesb onpenenseT TpeboBaHNa K IMLEH3MM HA OCHOBE Yncna TepabaiiT 4aHHbIX,
KOTOPble XPaHATCSA B NePBUYUHbIX NyJiaxX XpaHeHUs 1 Perno3nTopusix.

CoBeTbl:

» Y7066l 06€CneUnTb TOUHOCTb OLEHKW (IPOHTaNIbHON U BHYTPEHHEN eMKOCTH, YCTaHOBUTE
HOBEWLLYIO BEPCUIO NPOrPaMMbl KIMEHTa Ha KaXKaoM KJIMEHTCKOM y3nie.

» MIH(hopMaums o ppoHTaNbHON 1 BHYTPEHHEN eMKOCTHM B LLeHTpe onepaumi npeaHasHavyeHa ToNbKO
AN NNaHUPOBAHUS U OLLEHKMN.

JinuensuposaHue PVU
Mogenb PVU ocHoBaHa Ha ucnonb3oBaHnn PVU cepBepHbIMY YCTPOMCTBAMMU.

Ba)xHoe 3amMeuaHue: PacueTbl PVU, BbinosnHaeMble IBM Spectrum Protect, cumntatoTcs oueHOYHbIMMA
N He UMetoT puamnyeckon cunbl. MHgopmauyms o nuueHsnposaHum PVU, coobuieHHas NpoayKTom
IBM Spectrum Protect, He paccmaTpuBaeTcs Kak fonyctumas 3ameHa ang IBM License Metric Tool.
IBM License Metric Tool npegHasHaveH Ans oTCNeXnBaHMS (haKTUUYEeCKOro UCNoIb30BaHUS.
HanpuMmep, nocne yctaHoOBKM KIMEHT pe3epBHOro KonmMpoBaHusa U apxmemupoBaHusa IBM Spectrum
Protect aTOT MHCTPYMEHT yunTbIBAET KNIMEHTA TOJIbKO NOC/ie NEPBOro MCMOMb30BaHMS.
LononHutenbHyto nHdopmauuto o IBM License Metric Tool cmoTpuTe B pa3gene IBM License Metric
Tool.

Ecnu y Bac BO3HWKHYT BOMPOCHI UM 3aMeYvaHns, kacarlmecs TpeboBaHWn Mo NMLEH3NPOBAHUIO,
obpalanTech K BalleMy NocTaBLUKY nporpaMmbl IBM Spectrum Protect.

Mpouenypa

YT106bl OTCNEAUTb COOTBETCTBME INLEH3UK, BbIMOSTHATE Laru, CoOTBeTCTBYyHOLLME NMOJTOXEeHNAM Ballero
NNLEeH3NOHHOIro cornaweHusa.

CoBerT: LleHTp onepaunin obecneumBaeT 3/IeKTPOHHbIM OTUET, B KOTOPOM NPOCYMMUPOBAHO
ncnonb3oBaHue HPOHTaNIbHOM U BHYTPEeHHel eMKOCTU. OTUETbl MOXHO aBTOMATUYECKM PerynspHo
OTNpPaBNATb OAHOMY UM HECKOJIbKMM NoJlydaTenam. YTobbl CKOHUIYpUpPOoBaTb 3NIEKTPOHHbIE OTYEeThI 1
yNpaBnaTb UMW, LLESIKHUTE No OTYeTbl B CTPoKe MeHIo LieHTpa onepauuii.

Oonuusa OnucaHue

a. B cTpoke MeHIo KOMNOHeHTA LLeHTp onepaunin ycTaHOBUTE yKasaTeslb MbIln
®dpoHTanbHag

Ha 3HauoK napameTpos Kl 1 LienkHWTe No JIMLeH3MpoBaHue.
Mopenb
Ha cTpaHuue dpoHTanbHOE NUCMoMb30BaHMe NokasaHa olleHKa (PPoHTabHOM

€MKOCTU.

b. Ecnu B cTonbue HeT oTyeTa nokasaHo 3HaYeHMe, LWEeNKHUTE No vyucny, yTOObI
Y3HaTb O KJIMEHTAX, KOTOpPbIE HE coobwmnm 06 ncnosib3oBaHUN EMKOCTM.

. YUT0bbl OLEHUTb EMKOCTb A1 KNMEHTOB, KOTOpble He coobuatoT 06
MCNONb30BaHUN EMKOCTM, NEPenanTe Ha CNeayoLWnin CanT CKaunBaHums, roe
NpenocTaBNATCA UHCTPYMEHTbI U3MEPEHUSA U MHCTPYKLUK:
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onuus OnucaHue

https://public.dhe.ibm.com/storage/tivoli-storage-management/
front_end_capacity_measurement_tools

YT106bI UIBMEHUTL (prHTaJ'IbHyI'O €MKOCTb B COOTBETCTBMU CO CLeHapuemMm,
BbINOJIHNTE MHCTPYKUWNWK B CaMOM nocsieaHemM OOCTYNHOM pyKOBOACTBE Mo
NNUEH3NPOBAHNIO.

d. MprbaBbTe OUEHKY A1 KOMMOHEeHTa LLeHTp onepauuin 1 BCe OLEeHKM, KOoTopble
Bbl MOSYYMAN C UCMOJSIb30BAHNEM CLIEHApUS.

e. YbeamTech, UTO OLEHKA eMKOCTIN COOTBETCTBYET BalleMy JINLEH3NOHHOMY
cornaweHuto.

OrpaHuueHume: ECnm NCXOLHbBIN U LLeNTeBOM CEPBEPLI PEMIMKALLUM HE NCMONb3YHOT
BHYTpeHHsA OLHM 1 Te e napameTpbl NOIUTUKMK, Bbl HE CMOXEeTe Ucnonb3osaTb LLeHTp
moaenb onepauui ons MOHUTOPMHIA UCMOMb30BaHWSA BHYTPEHHEN eMKOCTY s
pennnMumnpyeMbix KNnmeHToB. MH(opMauunto o TOM, Kak OLEHUTb UCMOSTb30BaHWe
€MKOCTW AN19 3TUX KITMEeHTOB, CMOTPUTE B crieaytolern nybnukaumm technote
1656476.

a. B cTpoke meHo koMnoHeHTa LLeHTp onepaumnii ycTaHOBMTE yKasaTesb MbllK
Ha 3Ha4YOK NapameTpoB n WwenkHuTe no JiuueHsmpoBaHue.
b. LLlenkHWTe no BknaaxKe BHyTpeHHUI.

c. MpoBepbTe, COOTBETCTBYET /1M OLLeHKa 0bbeMa faHHbIX BalleMy
JNMLEH3NOHHOMY COrfalleHuto.

Mopenb PVU WNHopmaLmio 0 TOM, KakK OLLeHUTb COOTBETCTBME YC/IOBUAM NINULEH3NPOBAHNUSA
PVU, cmoTpuTe B pasgene OueHKa COOTBETCTBMS MoAenu nuueH3snposaHusa PVU.

CocTosiHMe cUCTEMbI OTCJIEXKUBAHUA C UCNOJIb30BaHNEM
OTYETOB MO 3JIEKTPOHHOM NnouTe

HacTpoiTe KOMMNOHeHT LieHTp onepaumii, UToBbl CreHepmnpoBaTh OTUYEThI MO 3TEKTPOHHOW NoYTe, B
KOTOPbIX CYyMMUPYETCA COCTOAHNE CUCTEMBI. Bbl MOXKETe CKOHDUIYpPUPOBaTh COeQUHEHME C NOYTOBbIM
cepBepoMm, U3MeHUTb NapameTpbl oTveTa U (HeobasaTenbHO) CO34aTh NOMb30BaTEIbCKUE OTUEThI.

Mpexxpe yeM HauaTb

Mpexne YeM HacTpamMBaTb OTYEThI MO MIEKTPOHHON NoYTe, y6eamTech, YTO BbIMOJIHEHbI CleaytoLme
TpeboBaHus:

« [ocTyneH xocT-cepBep Simple Mail Transfer Protocol (SMTP) ofis oTnpaBKM M NOJly4eHUs 0TYETOB MO
3/1eKTPOHHON nouTe. Cepeep SMTP gonxeH bbiTb CKOH(UIYPMPOBaH KaK OTKPbITbIA NOUYTOBbIN
peTpaHcnaTop. Bbl Takke gomkHbl ybeamTbes, 4To y cepeepa IBM Spectrum Protect, koTopblii
oTnpaBnsieT coobLeHMs aIeKTPOHHON NoYTbl, eCTb A0CTYN K cepBepy SMTP. Ecnu ueHTp onepauumi
YCTaHOBMEH Ha O0TAEe/IbHOM KOMMbOTEPE, 3TOMY KOMMbIOTEPY He TpebyeTcs focTyn K cepeepy SMTP.

* YT106bI 3a4aBaTb OTYeTbl MO 3J'IeKTpOHHOIZ noyTe, HY>XHO UMEeTb CUCTEMHbIE NOJTHOMOYKUA ON19 cepBepa.

« YTob6bl 3apaTb nonyyaTenem, MOXXHO BBECTU OLMH UM HECKOJIbKO 8L peCcoB 3/1IEKTPOHHOM NoYTbl uaun ID
agMuHucTpaTopoB. Ecnn Bbl cobupaeTech BBeCTU ID agMumHUCTpaTopa, ID ponkeH 6biTb
3aperncTpmpoBaH Ha xab-cepBepe 1 C HUM Jo/MKeH ObITb CBA3AH aApec 3/IEKTPOHHON NouThl. YTobbI
3a[aTb aApec 3/IEKTPOHHOM NOYThbl A8 aMUHMUCTpPaTOoPa, ucnonb3dynte napameTp EMAILADDRESS B
komaHaoe UPDATE ADMIN.
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06 3ToM 3apaue

Bbl MoXeTe cKoHtMryprpoBaTb LLeHTp onepaumii Ans oTnpaBky oTyeTa 06 0b6LMX onepaumsax, oTyeTa o
COOTBETCTBUM JINLLEH3MU, A TAKXKE OQHOMO UM HECKOMbKMX NOMb30BaTeNIbCKMX 0THETOB. Bbl co3gaeTe
nosib30BaTeNIbCKMe O0TUEThl, Bbibrpas wabnoHbl M3 Habopa 06bIYHO UCMOMb3YEMbIX LWABIOHOB OTYETOB
unu BBoasa onepaTtopbl SQL SELECT, uTo6bl 3anpocuTb MHhOPMaLMIO Ha YpaBsSeMbIX CepBepax.

Mpouenypa

Y7106bl HACTPOUTb 3NIEKTPOHHbIE OTYETHI M YNPaBASTb UMW, CoeNnanTe creayoLlee:

1. B cTpoke MeH KoMnoHeHTa LleHTp onepaunn Boibeprte OTUETHI.

2. Ecnu coeanHeHne ¢ cepBepoM 3/1EeKTPOHHOM NOYThI eLle He CKOH(UTypupoBaHo, WeNKHUTE Mo
CKoHthurypupoBaTtb NoUTOBbI/ cepBep 1 3anosiH1Te Nnoss.
Mocne Toro Kak Bbl CKOH(UTyprpyeTe NoYTOBbIN cepBep, OyayT BKAtOUEHbI 0OTYET 06 061 KMX
onepaumsax U oT4eT 0 COOTBETCTBUM NINLLEH3UN.

3. YT106bI NI3MEHUTBL NapaMeTpbl 0OTUET], BbibepuTe OTYeT, WenKkHMTe No CBegeHus n obHoBuTe hopmy.

4. HeobsasatenbHo: YTo6bl 406aBMTb MONb30BATENBCKUN OTYET, WENKHUTE No + OTYeT 1 3anonHuTe
nons.

CogeT: YT0bbI Cpasy e 3anyCTUTb U OTNPABUTb OTYET, BbibepuTe 0THET U HaXKMUTe Ha OTNPaBUTD.

PesynbTartbl
PaspelueHHble oTYeThl ByayT OTNpaBfeHbl B COOTBETCTBUMN C 3a0aHHbIMU NapamMeTpamu.
MHdopmauma, cBa3aHHasA ¢ JaHHOM

UPDATE ADMIN (o6HOBNEHWE agMMHUCTPATOPA)
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YacTtb 4. YnpaBsieHue onepauvsamMmu gnsg oUCKOBOro
pelweHns ¢ O4HOM NJIOLLAAKOM

Ncnonb3ynTe 3Ty MHopMauuio 45 ynpasieHns onepaunsmMmn npy GUCKOBOM peLleHnmn gas OgHOM
nnowanku ¢ IBM Spectrum Protect, Bkntovatowmm B cebst cepBep 1 MCMNOMb3YOWUM AenyninKaLmo
OAHHbIX 0N OOHON NOWAAKN.

YnpaBneHue LLeHTpoM onepauum

LleHTp onepauunit npepoctaBnseT Beb6-0ocTyn n MobWbHbIM [OCTYN K MHOpMaL MK O COCTOSHUN ONS
cpenpl IBM Spectrum Protect. Mcnonb3ynTe LleHTp onepaumii 4nsg MOHUTOPUHIa HECKOTbKUX CEpPBEPOB U
0151 BbINOSIHEHNS HEKOTOPbIX 33434 aAMUHUCTPUPOBaHKMsA. Kpome Toro, LleHTp onepaunn npegoctasnaeT
Beb-KNMEHT o KoMaHAHoOM cTpoku IBM Spectrum Protect.

Do6aBneHue u ypaneHue nogumHeHHbIX cCepBepoB

B cpefe c HeECKONbKMMUK CepBepaMm MOXHO NMOOKIIHUNTb K xa6-cepBepy OOononHnUTENbHbIE CEPBEPDLI,
KOTOpPbI€ Ha3blBaOTCA NoOYUHEHHbIe cepBepbl.

06 3ToM 3apaue

MoAUYMHEHHble cepBepbl OTNPABASAIOT ONOBELLLEHMS U MHGOPMaLMIO 0 COCTOAHUN Xab-cepBepy. LieHTp
onepaunin CoaepKUT KOHCONNANPOBAHHOE NpeacTaB/ieHne ONoBeLWEeHNA U MHGOPMaLLMK O COCTOSHUN
ON9 xab-cepBepa 1 Bcex NoA4YMHEHHbIX CEpBEpOB.

Jo6aBneHne noguUNHEHHOro cepBepa

Mocne KoHUIrypupoBaHus xab-cepeepa ans LileHTpa onepaumin MoxHO 0,06aBUTb K 3TOMY Xxab-cepBepy
OLVH WSV HECKOJIbKO MOAYMHEHHbIX CEPBEPOB.

Mpe>xpe yeM HauaTb

CBs13b MeX Ay NOAYMHEHHbIM CEPBEPOM U Xab-cepBepoM A0JKHa ObITb 3alMLLEHa C UCNOSIb30BaHMEM
npotokona Transport Layer Security (TLS). [1ns 3awmTbl cBA3K 0ob6aBbTe cepTUdhUKaT NOAYNHEHHOO
cepBepa B (hann goBepeHHbIX cepTudmkaToB xab-cepeepa.

Mpouenypa

1. LlenkHuTe B naHenn meHto LleHTpa onepaumin no Cepeepbl.
OTkpoeTca cTpaHuua CepBepbl.
B Tabnuue Ha cTpaHuue CepBepbl COCTOSHMEM CepBepa MoXeT bbiTb "He oTcnexusaetca" 31o
COCTOSIHME 03HAYaeT, YTO XOTS aMUHUCTPATOP M ONpeaenun aToT cepBep Ha xab-cepsepe npu

nomouyn komaHabl DEFINE SERVER, sTOT cepBep elle He CKOH(pUIypnpoBaH B KauecTse
nogyYnMHEHHOro cepseepa.

2. BbInonHuTE 04HO U3 CNepyoLnx oeNCTBU:
« LllenkHuTe no cepsepy, UTOObLI BbIAENUTb €r0, U LWENKHUTE B NAHENN MeHI0 Tabnuubl no
OTcneXxuBartb NOJUMHEHHbIN.

- Ecnu cepBepa, KOTOpbIN Bbl X0TUTe f06aBUTL, HET B Tabnuue, a 3awmweHHas cBsa3b SSL/TLS He
TpebyeTcs, To WwenkHuTe no + Mog4YnHEHHbIN B NaHen MeHto Tabnunubl.

3. 3apainTe HYXKHYH MHOPMALMIO U BbINOJIHUTE AeNCTBUSI B MacTepe KOH(MUIypMpoBaHus
NoAYMHEHHbIX CEPBEPOB.
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CoBeT: EC/in CPOK XpaHeHus 3anucy cobbiTus cepBepa MeHblue 14 gHell, To /1 HEro aBTOMaTUYeCcKm
3apaeTcs 3HaveHve 14 oHeln, ecniv cepBep KOHUIypupyeTcs Kak NogYMHEHHbI cepBep.

YaaneHve noguMHEeHHOro cepeepa
MO>HO yaanuTb NOSUYMHEHHbIN cepBep 13 LleHTpa onepauuii.

06 3ToM 3apaue
Bam MoxeT noTpeboBaThCs yaanunTb NOAUNHEHHbIN CEPBEpP, HAaNPUMEP, B CNEAYIOLLMX CUTYaLMNAX:

 Bbl X0TUTe NepemMecTUTb NOAUNHEHHDBIN CepBEP C OAHOro xab-cepsepa Ha pyrow.
« MopunHeHHbIN cepBep BonblUe He HYXKEeH.

Mpouepypa

Y7106bI yOANMTb NOOUYNHEHHbIV CEPBEP M3 IPYNNbl CEPBEPOB, KOTOPas ynpasnseTcs xab-cepsepom,
coenanTe cnepytoulee:

1. B koMaHgHoM cTpoke IBM Spectrum Protect BBeauTe cnenytoLLyo KOMaHay ons xab-cepsepa:

QUERY MONITORSETTINGS

2. CKOHMpyVITe B BbIXOOHbIX pe3ynbTaTaX KOMaHObl M4, YKa3aHHOE B NnoJie OTcne)xxuBaemble rpynnbl.

3. BBeguTe Ha xab-cepBepe CcneayoLLyto KOMaHay, rae UMS_rpynnsi - 3T0 UMsl OTCIIEXXMBAEMOW rpynnbl,
a UMs_4sieHd - 3T0 UMS NMOAUYMHEHHOr 0 cepeepa.

DELETE GRPMEMBER ums_apynnel umsi_diaeHa

4. HeobsasatenbHo: Ecnum Bbl XOTUTE NepeMecTuTb NOOYNHEHHbIV CepBep C 04HOro xab-cepeepa Ha
,El,perl7I, He BbINONHANTE 3TOT Wwar. B nHom cilydae MOXXHO 3anpeTuTb onoBeweHna n MOHUTOPUHI ONnd
NoAYMHEHHOro cepBepa, BBeAs Ha NOOYMHEHHOM CepBepe cnefyrolme KOMaHAabl:

SET STATUSMONITOR OFF
SET ALERTMONITOR OFF

5. HeobsizaTenbHo: Ecnv onpeneneHne nog4yMHEHHOro cepBepa UCnonb3yeTcs B OpYyrux Lensx,
HanpuMep, 01 KOHUIYpUpOBaHUS NPeanpusaTns, MapwpyTu3aum KOMaHa, XpaHeHUs BUPTYasibHbIX
TOMOB UK ynpaBneHus 6ubanoTeKon, He BbINONHANTE 3TOT Wwar. B NnpoTMBHOM ciyyae MOXHO
yoanuTb onpegeneHne NoguYMHEHHOro cepBepa Ha xab-cepBepe, BBeAs Ha xab-cepBepe crnenytoLLyto
KOMaHAay:

DELETE SERVER umsa_nod4YuHeHHO20_cepsepd

CogeT: Ecnin onpegeneHune cepeepa yaanaeTcsa cpasy xe nocie yaaneHus cepeepa us
OTCNEXMBAEMOM IPynnbl, MHHOPMALMSA O COCTOAHUN CEPBEPA MOXKET OCTaTbCA B LLEHTPE onepaumnii Ha
HeonpeaeneHHo AoJiroe Bpems.

YT06bI N36eXaTh 3TOM NPobnemsbl, Nepea yoaneHnem onpeaeneHmnsa cepsepa A0XKAUTECh, KOraa
nponaeT uHTepean cbopa cocToaHua. VIHTepBan cbopa AaHHbIX COCTOAHUA NOKa3aH Ha CTpaHuLe
MapamMeTpbl B LEHTPe onepauui.

3anyck u octaHoBKa Be6-cepBepa

Beb-cepBep LieHTpa onepaunii paboTaeT Kak cnyxba 1 3anyckaeTca aBToMaTuyecku. Bam MmoxeT
noTpeboBaTbCA OCTAHOBUTb Y MOBTOPHO 3anycTuTb Web-cepBep, Hanpumep, 4Tobbl NPON3BECTH
N3MeHeHMs KOHUIypaumu.

Mpouenypa
1. OctaHOBUTE BEB-CcepBep.
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- IINNB «atanore /kamanoa_ycmaHoeku/ui/utils, rae kamanoa_ycmaHoeKU - 3TO
KaTanor yctaHoBneHHoro LleHTpa onepauuii, BBeauTe CreayoLLyo KOMaHay:

./stopserver.sh

- INETENBsea/Te CneaytoLLyo KOMaHAY:

service opscenter.rc stop
« INIITTEMB okHe Cny6bl ocTaHoBUTE cnyx6y LLeHTp onepauumii IBM Spectrum Protect.
2. 3anycTtuTe Beb-cepsep.

- IIINNB «atanore /kamanoa_ycmaHoeku/ui/utils, rae kamanoa_ycmaHoeKU - 3TO
KaTanor ycTaHoBfeHHoro LieHTpa onepauuii, BBEAWTE ClIEAYIOLLYH KOMaHAY:

./startserver.sh

- INTTTENBRenvTe CnepyoLLMe KOMaHbI:

3anycTtute cepBep:

service opscenter.rc start
MepesanycTturte cepsep:

service opscenter.rc restart
Onpepenute, paboTaeT nu cepBep:

service opscenter.rc status

- IIITTEMB okHe Cny»6bi 3anycTuTe cnyx6y LLeHTp onepauuit IBM Spectrum Protect.

Mepesanyck MacTepa HauyaJIbHOro KOH(MIrypupoBaHUs

Bam mMoxeT notpeboBaTbca MOBTOPHO 3anyCTUTb MacTep Mo HavaslbHOMY KOH(UrypupoBaHuio LieHTpa
onepauun, Hanpumep, o1 BHECEHUS M3MEHEHUIN B KOH(UIypaLymio.

Mpe>xpe yueM HavaTb

YT06bl M3MEHUTDL CredytoLLne napamMeTpsbl, UCNoNb3yiTe cTpaHuuy MapameTpsl B LleHTpe onepaumit
BMECTO Nnepesanycka MacTepa HauyaslbHOro KOH(UIrypupoBaHus:

« MepuopnyHoCcTb 06HOBNEHMSA AAHHbIX
« VIHTepBan BpeMeHU, B TeHEHNE KOTOPOro NpeaynpexaeHne akTUBHO, HEaKTMBHO UM 3aKpbiBaeTcs
 YcnoBus, obo3HavaroLLme pUCK o5 KIMEHTOB

LieHTp onepauuii NoMoraeT BKAOUUTb AOMNONHUTENbHYIO MHOPMAaLMIO O TOM, KaK U3MEHUTb 3TH
napameTpbl.

06 31Ol 3apaue

[lna nepesanycka mactepa HauyasibHOro KOH(PUrypupoBaHusa HeobxoaAnMo yaanuTb thaiin CBOWCTB C
nHopMaLmein o coegmHeHumn ¢ xab-cepsepoM. OfHAKO HUKAKME HACTPONKM OMOBELLLEHWN,
MOHMWTOPUHIa, COCTOAHMA 'Tlof, yrpo30i' nu cpeabl A58 HECKOMbKMUX CEPBEPOB, 3aaHHble a5 Xab-
cepBepa, He yoanaoTcs. 3TV HACTPOMKM UCMOMNb3YHOTCA KaK HACTPOMKM MacTepa KOHMhUIyprupoBaHus no
YMOJIYaHWIO NPY ero nepesanycke.

Mpouenypa
1. OctaHoBUTe Beb-cepsep LieHTpa onepaunii.
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2. Ha KoMnbloTepe C yCTaHOB/IEHHbIM KOMMOHEHTOM LIeHTp onepaLuii nepenanTe B Crieqytowmuin
KaTanor, roe Kamasoe_ycmaHo8KU NpeacTaBnseT cobow KaTanor, B KOTOPOM YCTaHOBJIEH
KOMMOHEHT LLeHTp onepauunii:

o IS < omanoz_ycmaHoeku/ui/Liberty/usr/servers/guiServer
- I «amanoa_ycmaHosku\ui\Liberty\usr\servers\guiServer
Hanpumep:

o IENN TN /opt/tivoli/tsm/ui/Liberty/usr/servers/guiServer

o I : \Program Files\Tivoli\TSM\ui\Liberty\usr\servers\guiServer
. Ypanute ns katanora guiSexrver cann serverConnection.properties.
. 3anycTute Beb-cepBep LleHTpa onepaymii.
. OTkponTe LleHTp onepaumi.
. NepekoHpurypupynTte LleHTp onepaumin npym NoMoLLM MacTepa KOHDUIyprupoBaHus.
3apanTe HOBbIM Naponb gns ID agMUHUCTpATOPa MOHUTOPUHIA.

7. Ha KaxxO,0M 13 NOAUYMHEHHbIX CEPBEPOB, paHee CBA3aHHbIX C Xab-cepBepoMm, M3MeHUTe naposnb ans ID
agMUHUCTPATOpPa MOHUTOPUHTA, BBEAA CEAYHOLLY0 KOMaHay B MHTepdelrice KoMaHAHOM cTpoku IBM
Spectrum Protect:

o Ul bW

UPDATE ADMIN IBM-OC-umsi_xab-cepgeepa HO8bIli_naposib

OrpaHuueHue: He n3MeHsTe HUKaKe apyrve napamMeTpbl ona atoro ID agMuHuUcTpaTopa. Mocne
TOro, KaK 3a[iaH HavaslbHblil Naposib, OH aBTOMaTUYECKM ynpasnseTca LleHTpoM onepauuii.

N3MeHeHue xab-cepBepa

MokHO ncnonb3oBaThb LleHTp onepauuir, utobbl yoanuTtb xab-cepsep IBM Spectrum Protect n
CKOHhurypupoBaTb gpyron xab-cepsep.

Mpouenypa
1. MNepesanycTuTe MacTep Ha4yanbHOro KOH(UrypuposaHusa LleHTpa onepauunii.
Mpwv BbINOIHEHUM 3TON NpOLEAYPbI Bbl yaanseTe coeanHeHne xab-cepsepa.
2. MNpw nomoLwm MacTepa CKoHGuUrypupymTte LleHTp onepaumin ona coeanHeHns ¢ HOBbIM xab-cepBepoM.

3apaum, cBA3aHHble C JaHHOMU

MNepesanyck MacTepa HavyaabHOro KOHMUrypupoBaHus

Bam MoxeT noTpeboBaTbca NOBTOPHO 3anyCTUTb MacTep MO HavaslbHOMY KOH(UIrypupoBaHuio LieHTpa
onepauun, Hanpumep, 418 BHECEHUS USMEHEHNI B KOH(UTIypauuio.

BoccTaHoBNeHUe KOH(Urypaumum oo npeasaputesibHo
CKOH(hUrypmupoBaHHOro COCTOSIHUS

Mpn BO3HUKHOBEHWM HEKOTOPbIX NPobieM MoXeT NoHaa0buTbCA BOCCTaHOBMIEHWE KOH(MIYypaumm
LleHTpa onepauuii 40 npenBapuTenbHO CKOHDUIYPMPOBAHHOMO COCTOSIHMSA, Korga cepeepbl IBM
Spectrum Protect He onpegeneHbl kak xab-cepBepbl AW NOAYMHEHHbIE CEPBEPDI.

Npouenypa

YT06bI BOCCTAHOBUTb KOH(MIYypaLMIO, BbIMOSHUTE CeAyoLLIMe Waru:

1. OcTtaHoBUTE BeB-cepBep LieHTpa onepaumit

2. OekoHdurypupyinTe xab-cepsep, BbINOMHMB ClieayoLlmne OeNCTBUS:
a) BeeauTe Ha xab-cepBepe cneayroline KoMaHabl:

SET MONITORINGADMIN ""
SET MONITOREDSERVERGROUP "*"
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SET STATUSMONITOR OFF
SET ALERTMONITOR OFF
REMOVE ADMIN IBM-0OC-umsi_xab-cepsepa

Coeert: IBM-0C-umsa_xab-cepsepa - 370 ID agMMUHUCTPATOPA MOHUTOPUHIA, KOTOPbIN 6bls
aBTOMaTUYeCKM CO34aH NpW HavabHOM KOH(UIyprpoBaHumn xab-cepeepa.

b) MepeycTaHoBWTe Naposnb AN xab-cepBepa, BBeAs Ha xab-cepBepe CrefyroLLyo KOMaHAay:

SET SERVERPASSWORD ""

BHMMaHue: He BbINOHANTE 3TOT War, ecnv xab-cepBep CKOH(GUIYpMpPOBaH ¢ Apyrumu
cepBepamu O Opyrvx Lenew, TaKnx Kak COBMECTHOE UCMOob30BaHue 6ubnnoTek, aKCNopT
M UMMOPT OAHHbIX WX PeniMKauus y3os.

3. OTMeHNTE KOH(MIypauunto BCeX NOAUYNMHEHHBIX CEPBEPOB, BbINOSHWB CEeAYOLWMe Waru:

a) YTobbl onpeaennTb, OCTaloTCs I Kakme-nmbo noguMHeHHble cepBepbl Kak YneHbl rpynmbl
cepBepoB, BBeaMTe Ha xab-cepBepe CleaytoLLyo KOMaHay:

QUERY SERVERGROUP IBM-0C-umsi_xab-cepsepa

CoBeT: IBM-0C-umsa_xab-cepsepa - 3T0 MMS OTCNEXMBAEMOM rPynnbl CepBepoB, koTopas bbina
aBTOMaTUYECKM CO3aaHa Npu KOHQUrypmpoBaHMn NepBoro NoguyMHEHHoOro cepeepa. 31o Mms
rPynnbl CEPBEPOB - 3T0 Takxke ID aaMMHMUCTpaTopa MOHUTOPUHTA, KOTOPbIM Bbln aBTOMaTUYECKHN
CO3[0aH Npu Ha4YanbHOM KOHUTryprupoBaHun xab-cepsepa.

b) YUTobbl yoanuTb U3 rpynnbl cCEPBEpPOB NOAUYMHEHHbIE CepBepbI, BBEAUTE Ha Xab-cepBepe
cnegyrwulyro KoMaHagy ang Kaxagoro nog4mHeHHoOro cepeepa:
DELETE GRPMEMBER IBM-0C-umsa_xab-cepseepa ums_nod04YuHeHHO20_cepsepd

c) Mocne yoaneHus Bcex NoguMHeHHbIX CepBepoB U3 IPynrbl CepBEepOB BBEAUTE CleAyoLLYy0
KoMaHAy Ha xab-cepBepe:

DELETE SERVERGROUP IBM-0C-umsa_xab-cepsepa
SET MONITOREDSERVERGROUP "'

d) BBeauTe Ha KaXKQ0M NogunMHEHHOM cepBepe C/ieyoLLyo KoMaHay:

REMOVE ADMIN IBM-0C-umsa_xab-cepsepa
SETOPT PUSHSTATUS NO
SET ALERTMONITOR OFF
SET STATUSMONITOR OFF

e) YOoanute Ha KaXKaoM M3 NoA4vMHEHHbIX CEpBEpoB onpeaesieHne xab-cepBepa, BBeaa Ha cepeepax
cneayolLyo KoMaHay:

DELETE SERVER umsa_xab_cepsepa

BHuMaHue: He BbINONHANTE 3TOT LWar, eCNv faHHoe onpenesieHne NCnosb3yeTcsa ans
APYruX Lenen, Taknx Kak COBMECTHOE UCMOoNb30BaHWe bMbAnMoTeK, aKCNOPT U MMNOPT
OaHHbIX UKW pennKauns y3nos.

f) Yoanute Ha xab-cepBepe onpeaesieHne Kaxaoro us nogunHeHHbIX CepBepoB, BBEAA CNEAYIOLLYI0
KoMaHay:

DELETE SERVER umsa_nod4yuHeHHO20_cepsepd

BHMMaHue: He BbINOMHANTE 3TOT LUAr, eCNiv faHHoe onpeaesieHne cepeepa MCnosb3yeTcs
ANA Apyrux uenem, TakmMx Kak CoBMeCTHOe UCMosib3oBaHmne bubnnoTtek, aKCNopT U UMAOPT
OaHHbIX UK penniMKaums y3nos.

4. BoccTaHOBUTE NapaMeTpbl MO yMONYaHMUIO 19 KaXK40ro cepeepa, BBeas cnefyouime KomaHabl:
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SET STATUSREFRESHINTERVAL 5

SET ALERTUPDATEINTERVAL 10

SET ALERTACTIVEDURATION 480

SET ALERTINACTIVEDURATION 480

SET ALERTCLOSEDDURATION 60

SET STATUSATRISKINTERVAL TYPE=AP INTERVAL=24
SET STATUSATRISKINTERVAL TYPE=VM INTERVAL=24
SET STATUSATRISKINTERVAL TYPE=SY INTERVAL=24
SET STATUSSKIPASFAILURE YES TYPE=ALL

5. MNepesanycTuTe MacTep HavanbHOro KOH(UrypmposaHusa LleHTpa onepaumii.

3apaum, cBA3aHHble C JaHHOW

MNepesanyck MacTepa HavyaabHOro KOHMUrypupoBaHus

Bam MoxeT noTpeboBaTbca NOBTOPHO 3anyCTUTb MacTep MO HavaslbHOMY KOH(UrypupoBaHuio LieHTpa
onepauun, Hanpumep, 418 BHECEHUS USMEHEHWI B KOH(UTIypauuio.

3anyck 1 ocTaHoBKa Beb-cepeepa

Beb-cepBep LleHTpa onepaumii paboTaeT Kak cnyxba 1 3anyckaetca aBToMmaTuyeckun. Bam moxet
notpeboBaTbCs OCTAHOBMTbL M NOBTOPHO 3anycTutb Web-cepBep, Hanpumep, 4Tobbl NPOU3BECTH
N3MEHEHUS KOHUIypauuu.

3awmTa npunoXKeHui, BUpTYasibHbIX MALLUH U
KOMMbIOTEPOB

CepBep 3alLyMLLaeT faHHble 4S8 KTMEHTOB, KOTOPbIe MOTYT BK/THOYATh B CE6S1 MPUIOXKEHWS, BUPTYasibHble
MalLMHbl U cUCTeMBbI. YTOObI HauaTb 3aWNUTY KITMEHTCKMX AaHHbIX, 3apPerucTpupyinTe KIMEHTCKMI y3en Ha
cepBepe 1 BbibepuTe pacnvcaHne pe3epBHOro KOMMPOBAaHUS A1 3aLNTbl KITMEHTCKMX AaHHbIX.

Jlo6aBneHue KNMEeHTOB

MNocne peanusauunu peleHns 3aWwmnTbl AaHHbIX Npu nomolun IBM Spectrum Protect Bbl MOxeTe
pacwmpuTb peweHne, [obaBUB KITMEHTHI.

06 3ToM 3apaue

Mpouenypa onvcbiBaeT 6a3oBble warun no AobasneHnio KnmeHTa. bonee KOHKPETHbIE MHCTPYKLMUK MO
KOHMUIYPUPOBaHUIO KIIMEHTOB CMOTPUTE B LOKYMEHTAaLMUW MO NPOAYKTY, KOTOPbIN Bbl YCTAHOBUIM Ha
KIMEHTCKOM y3ne. Y Bac MOryT 6biTb CNeaytoLLMe TUMbl KITMEHTCKUX Y3M0B:

KnueHTCKMe y3/bl NPUNOXKEHUNH
K KNMEHTCKMM y31aM NPUNoXeHUI OTHOCATCS CepPBEPbI 3NEKTPOHHOM NoYThl, 6asbl 4aHHbIX 1 gpyrue
npunoXxexus. Hanpumep, KIIMEHTCKUM Y3/10M NPUNOXKEHMS MOXET BbITb Ntoboe 13 cnepyroLmx
NPUITOXEHNA:

« IBM Spectrum Protect Snapshot

- IBM Spectrum Protect for Databases

« IBM Spectrum Protect for Enterprise Resource Planning
« IBM Spectrum Protect for Mail

- IBM Spectrum Protect for Virtual Environments

CucteMHble KJIMEHTCKUe y3Jibl
K cMCTEMHbIM KITMEHTCKMM y3/1aM OTHOCcATCS paboune cTaHumu, halin-cepBepbl CETEBON CUCTEMBI
XpaHeHus gaHHbiX (NAS) n knneHTbl APIL.

KnueHTcKue y3nbl BUPTYasibHbIX MAaLUUH
KnneHTCcKume y3nbl BUPTYasibHbIX MallWH NpeacTaBnatoT cobow oTaenbHble XOCTbI-FOCTU B
runepeusope. Kaxkgaa supTyanbHaa MallmMHa npeacTaBiieHa Kak dJaIZHOBOG NPOCTPaHCTBO.
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Mpouepypa
Y1066 4,OBABUTL KNMEHT, CAENANTE CNenyolee:

1. BoibepuTe nporpaMmy, KOTOPYHO HYXHO YCTAHOBUTb Ha KJIMEHTCKOM y311e, U CNIaHUpPynTe YyCTaHOBKY.
CnenynTe MHCTPYKLMAM B pasgesne “Bboibop nporpaMMHoro obecneyeHms KNMeHTa U nnaHupoBaHme
yCTaHOBKW” Ha cTp. 93.

2. YKaxuTe, Kak criefyeT Npou3BOANTb Pe3epBHOE KOMMPOBAHME N apXMBUPOBaHNE KIIMEHTCKUX
OaHHbIX. CnepyiiTe MHCTPYKLUMAM B pa3gene “Kak 3agaTb ponv OJ1 pesepBHOro KONMpoBaHuUs v
apXMBMPOBaHNA OAHHbIX KIMeHTa” Ha cTp. 95.

3. YkaxuTe, Korga cnefyet NponM3BOANTb PE3EPBHOE KONUPOBaHUE N apXMBUPOBAHME KIIMEHTCKMX
OaHHbIX. Cnefynte MHCTPYKLUMAM B pasgene “lNnaHMpoBaHMe onepaunin pe3sepBHOro KONMpoBaHus 1
apxmBupoBaHusa” Ha cTp. 98.

4. Y1o6bl NO3BONNTBL KJIMEHTY COEANHATLCS C CEPBEPOM, 3aPErNCTPUpPYNTE KNMeHT. Cneaynte
WHCTPYKLMSAM B pasgene “Peructpaumst KnmeHToB” Ha cTp. 99.

5. Ytobbl HauaThb 3aLMLLaTb KIIMEHTCKUIA y3en, yCTAHOBUTE U CKOH(UTYpUpynTe BbiIBpaHHY NporpaMmy
Ha KNMEHTCKOM y3ne. CnefynTe MHCTPYKLMAM B pasfene “YcTaHOBKa M HACTPOMKa KMEHTOB” Ha CTp.
100.

BbIGOp nporpaMmMHoOro obecneueHua KINEHTa U nnaHnpoeaHue yCTaHOBKHU

[lns pasHbIX TUMOB AaHHbIX TPebyoTCa pasHblie TUMbl 3aWwuThl. OnpepennTe, Kakon TN AaHHbIX BaM
HY>KHO 3alMLWATb, U BbIGEPUTE COOTBETCTBYIOLLYIO MPOrpaMMmy.

06 3Toi1 3apaue

MpennoytTuTenbHas NPaKTUKa 3aK104YaeTcs B TOM, UTOBbl YCTAaHOBUTL KJIMEHT Pe3epBHOro KonMpoBaHus
M apXMBUPOBaHMNA Ha BCEX KIIMEHTCKUX Y3ax - TOraa Bbl CMOXETe CKOH(UIYPUPOBaTh 1 3anyCTUTb
OEMOH MPUEMHUK KNIMEHTa Ha KIIMEHTCKOM y3ne. MpueMHuK KnumeHTa paspaboTaH Ans aeKTUBHOro
BbIMOSIHEHUS 3anaHMPOBaHHbIX ornepaLuii.

[MpUEMHUK KNMEeHTa BbINOAHAET pacnucaHusa ANng cnegyowmnx NnpoayKTOB: KIIMEHT Pe3epBHOro
KOMMPOBaHUA 1 apxmBmpoBaHus, IBM Spectrum Protect for Databases, IBM Spectrum Protect for
Enterprise Resource Planning, IBM Spectrum Protect for Mail n IBM Spectrum Protect for Virtual
Environments. MNpun ycTaHOBKe NpoayKTa, A1 KOTOPOro MPUEMHUK KIIMEHTA He BbINOIHAET pacnmcaHus,
Bbl JOJIXKHbI CNefoBaTb MHCTPYKLMSAM MO KOHDUIYPUPOBAHMWIO B LOKYMEHTALLUKN MO NPOAYKTY, UTObbI
MOXHO 6b1/10 BbIMOMHATL 3an/IaHMPOBaHHbIE ONepaLLun.

Mpouenypa
B 3aBMCMMOCTM OT Ballux Lienel BoibepuTe NPoLyKTbl, KOTOPbIE HYXXHO YCTAHOBUTb, M 03HAKOMbTECH C
MHCTPYKLMAMM MO YCTAHOBKE.

CogeT: ECnin Bbl yCTaHOBMTE MPOrPaMMy-KITMEHT Ceiyac, Bbl, MPEXAe YeM CMOXKETE UCMOJIb30BaTb
KITMEHT, TaKKe JOJIKHbl OyaeTe BbINOMHUTL 334341 N0 KOH(UTYPUPOBAHUIO KIIMEHTa, ONUCAHHbIE B
pasgene “YctaHoBKa M HacTpolika knneHToB” Ha cTp. 100.

Lienb MpoayKT n onucaHune MHCTpyKuuM no yctaHoBKe

3awmTnTb hann- | KnmeHT pesepBHOro KonMpoBaHua 1 - Tpe6oBaHUs K CPefe KIMeHTa

cepsep uau apX1MBMPOBaHNA NPOU3BOAMT pe3epBHOe VCTAHOBUTS KNMEHTOB DE3EDBHOMO
pabouyto KONMpoBaHve 1 apxmempoBaHmue (ainos u OMMDOBAHS U & xmamp OB:HMH UNIX u
CTaHUMO KaTanoros ¢ ain-cepsepos 1 paboumx P P P

CTaHLWA B CUCTEMY XPaHeHMs. Bbl Takxke Linux

MOXXeTe BOCCTaHaB/MBaTb 1 NOyyaTb « MNepBas ycTaHoBKa knneHTa Windows
BEPCUM pPe3epBHbIX KOMWUIA U apXUBHble
Konuu annos.

YacTb 4. YnpaBneHue onepauusaMm ong AMCKOBOMO pelleHus ¢ oHoN niollagkon 93


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_env.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/t_inst_winclient.html

Uenb MpoayKT u onucaHue MHCTpyKuUM No ycTaHOBKe
3awmnTnTs IBM Spectrum Protect Snapshot « YcTaHoBKa 1 06HOBMeHWe IBM Spectrum
NPUIOXEHUS C 3almLLaeT faHHble C UCMONb30BaHMEM Protect Snapshot for UNIX and Linux
NCMNONb30BaHWe | MHTErpMPOBAHHOIO Pe3epPBHOr0
M pe3epBHOro KOMMWPOBaHUS CHUMKOB 1 BO3MOXHOCTe! | Ycraroska n obHosnenme IBM Spectrum
KONUPOBaHUS BOCCTAHOBJIEHMS C y4€TOM UH(hOpMaLUK O Protect Snapshot for VMware
CHUMKOB 1 npunoxeHusx. Bol MoxeTe 3alNTUTL « YctaHoBka 1 obHosneHune IBM Spectrum
BO3MOXHOCTEN | AaHHble, KOTOpble XpaHATCA B Protect Snapshot for Windows
BOCCTaHOBNeHUsa | npunoxeHusax IBM nporpammHoe

obecneuveHmne 6a3 gaHHbIx Db2 1 SAP,

Oracle, Microsoft Exchange n Microsoft

SQL Server.
3awnTuTs IBM Spectrum Protect for Mail: Data - YcraHoBka Data Protection for IBM Domino B
npunoxeHve Protection for IBM Domino cucteme UNIX, AIX unm Linux (V7.1.0)
3/IEKTPOHHOM aBTOMATM3MpPYeT 3aWMTY OaHHbIX, 4TOObI . .
noYTbl Ha pesepBHOE KONMMPOBaHWE BbIMOHAIOCH ) YCTaHOBKa.Data Protection for IBM Domino 5
cepsepe IBM 6e3 3aBeplueHus pabotbl cepeepoB IBM cucteme Windows (V7.1.0)
Domino Domino.
3awmnTnTh IBM Spectrum Protect for Mail: Data YcTaHoBKa, 06HOBMIEHWE M MepeHacTponKa
NpunoXeHune Protection for Microsoft Exchange Server | IBM Spectrum Protect for Mail: Data Protection
3NIEKTPOHHOM aBTOMaTM3MpyeT 3aWmMTy OaHHbIX, uTobbl | for Microsoft Exchange Server
nouYTbl Ha pe3epBHOE KONMMPOBaHWE BbINOHAIOCh
cepBepe 6e3 3aBepLueHns paboTbl cepBepoB
Microsoft Microsoft Exchange.
Exchange

3awmnTtnTb H6asy
JaHHbIX Db2

API (application programming interface,
NHTeptenc NPUKNaAHoOro
NporpaMMMpoBaHMNS) KNIMEHTA Pe3ePBHOro
KOMMPOBaHUS 1 apXMBUPOBAHUSA MOXHO
MCNONb30BaTh A9 Pe3epPBHOro
KonunpoBaHMsa aaHHbix Db2 Ha cepBep IBM
Spectrum Protect.

YCTaHOBKa KJIMEHTOB Pe3epPBHOro
KOMMpOoBaHMA N apxmsmpoBaHus IBM
Spectrum Protect (UNIX, Linux n Windows)

3awmntnTb 6asy
haHHbIX IBM
Informix

API knueHTa pe3epBHOro KONMPOBaHUSA 1
APXMBUPOBAHUS MOXHO MCMNOMNb30BaTh
019 pe3epBHOr0 KOMMPOBaHUS AaHHbIX
Informix Ha cepBep IBM Spectrum Protect.

YcTaHOBKa KJIMEHTOB PE3EPBHOI0
KONMpoOBaHUs 1 apxmeupoBaHua IBM
Spectrum Protect (UNIX, Linux n Windows)

3awnTtnTe 6asy
OaHHbIX
Microsoft SQL

IBM Spectrum Protect for Databases: Data
Protection for Microsoft SQL Server
3awmuwaeT gaHHble Microsoft SQL.

YctaHoBka Data Protection for SQL Server B
anpe cepsepa Windows

3awnTtnTs 6asy
JaHHbIX Oracle

IBM Spectrum Protect for Databases: Data
Protection for Oracle 3awnuiaeT gaHHble
Oracle.

YcTtaHoBka Data Protection for Oracle

3awmTuTb Cpeay
SAP

IBM Spectrum Protect for Enterprise
Resource Planning: Data Protection for
SAP obecneunBaeT 3alLUUTy, HACTPOEHHYHO
ona cpen SAP. MpoayKT npegHasHaveH
AN Toro, Ytobbl NOBbIWATL AOCTYMNHOCTb
cepBepoB 6asbl AaHHbIX SAP 1 cokpawatb
pabouyto Harpysky agMUHUCTPUPOBAHUS.

« YctaHoBKka Data Protection for SAP for Db2

« YctaHoBka Data Protection for SAP for Oracle

94 1BM Spectrum Protect: PykoBoACcTBO N0 ANCKOBOMY PELUEHUIO C OOHOM NIOLLAAKON



http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.db2/t_dperp_d_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.orc/t_dperp_o_install_ovr.html

Llenb MpoAayKT n onucaHue MHCTPYKLUMM NO yCTaHOBKE
3awnTuTh IBM Spectrum Protect for Virtual « YcTaHoBka v o6HoBneHue Data Protection for
BMPTyasibHytO Environments obecneunsaeT 3awuTy, Microsoft Hyper-V
MalLLWH .
y HACTPOGHHYIO AN1A BAPTYanbHbIX CPeL, - YcTaHOBKa 1 06HoBneHve Data Protection for

Microsoft Hyper-V 1 VMware. IBM
Spectrum Protect for Virtual Environments
MOHO MCMONb30BaTb 4J15 CO34aHMNS
MOCTOSIHHbIX MHKPEMEHTHbIX Pe3epPBHbIX
KOMWIA, XpaHSALLMXCS Ha
LEeHTpan“3oBaHHOM cepBepe, CO30aHUS
MOMUTUK PE3EPBHONO KOMMPOBaHUS U
BOCCTAHOBJIEHMS BUPTYabHbIX MaLUWH
UNu oTAENbHbIX hainos..

VMware

« YCTaHOBKa KJIMEHTOB Pe3epBHOro
KOMNMMpoBaHUa 1 apxmsmnposaHusg IBM
Spectrum Protect (UNIX, Linux 1 Windows)

JInbo ncnonb3ymTe KNNEHT pe3epPBHOIO
KOMMPOBaHUS N apXMBUPOBaHNS, YTODbI
NpPoOu13BOAUTbL PE3EPBHOE KOMMPOBAHME U
BOCCTaHOBJIEHWNE NOJIHOW BUPTYyasIbHOM
MawmnHbl VMware nnm Microsoft Hyper-V.
MOXHO TaK)e NPON3BOANTbL PE3EPBHOE
KOMMpOBaHWe 1 BOCCTaHOBNEeHMe halinoB
NN KaTanoros C BUPTyaslbHOW MaLUUHbI
VMware.

CoBeT: YT0b6bl CNONBb30BaTb KMEHT A5 yNpaB/ieHUsl MPOCTPAHCTBOM, MOXHO YCTaHOBUTL IBM
Spectrum Protect for Space Management unu IBM Spectrum Protect HSM for Windows.

Kak 3apatb posun ana pe3epBHOro KONUMpPoBaHUA N apxXuBmMpoBaHuA AaHHbIX KJIMEHTa

Mpexae 4YeM Bbl nobaBuTe KNUEHT, y6e,D,I/ITer, YTO COOTBETCTBYOLWME NpaBWia onpegeneHbl on4d
NOALEPXKKN U apXMBUPOBAHUA KIIMEHTCKUX JaHHbIX. B Xo4e npouecca perncrpaumm KnmeHTa Bbl
Ha3Ha4aeTCcs KITMEHTCKUM y3en B JOMEeH NOJIMTUKK, B KOTOPOM eCTb NpaBWa, ynpaBndawouine TemM, Kak 1
Korga npon3BognTCA CoXxpaHeHune aHHbIX KNNneHTa.

Mpexxpe yeM HauyaTb
OnpepenuTech, Kak NPoaoNXaTh:

« Ecnv Bbl 3HaKOMbI C MOANTUKAMM, CKOH(UTYPUPOBAHHBIMU AN1S1 BALLEr0 PELUEHNS, U Bbl 3HAETE, YTO OHU
He TpebyloT n3MeHeHn, To nepexoauTe K wary “lnaHnMpoBaHMe onepalmii pe3epBHOro0 KONMPoOBaHMS
N apxmBMpoBaHus” Ha cTp. 98.

« Ecnu Bbl HE 3HAKOMBbI C NOANTUKAMMU, TO BbIMNOSIHUTE Warun B aTom npouenype.

06 3ToM 3apaue

MoNuUTMKM BAMSAIOT Ha TO, Kakol 06beM JaHHbIX XPaHUTCA B TEHYEHUE O0NITOro BpeMeHU N CKOJIbKO
BpeMEeHU OaHHble COXPaHAKTCA U 6y,u,yT OOCTYMHbI KNIMEeHTaM /19 BOCCTaHOBNEHUA. [Na OOCTUXEHUS
Lenen ons 3aWmnTbl AaHHbIX MOXHO 0OHOBUTb NONNTUKY NO YMOJTHAHNIKO N CO30aTb cobCcTBEHHbIE
NnonnTUKKU. NMonnTrKa BKAKOYAET crefyroLme npasuia:

» Kak 1 Korga npovsBoAnUTCS pe3epBHOE KOMMPOBaHWE M apXMBUPOBaHUE (halioB B CEPBEPHYIO CUCTEMY
XpaHeHus.

= Yucno konun hanna n Bpemsl XpaHeHUs KONMUN B CEPBEPHON CUCTEME XPaHEHMS.

B xoge npouecca perncTtpaunmn KnneHTa Bbl Ha3HavyaeTCca KNIMEHT B domeH nosuTuku. Nonntuka angd
OTAENIbHOIO KJIMeHTa onpenendeTcd npaBuiaMmn B gOMeHe NOJINTUKMN, KOTOprVI Ha3Hau4eH ga KnmeHTa. B
AoMeHe NOJIUTUKU ,D,eVICTByI-OLLI,I/Ie npaBhia HaXogATCA B aKTUBHOM Ha6ope NOJIUTUK.
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Korga KnMeHT KONMpyeT UK apxmBupyeT taits, aiin npuesa3biBaeTcs K Kaccy ynpasBieHns B aKkTUBHOM
Habope NoNUTKK OMeHa NONUTUKN. Kiacc ynpas/ieHus - 3To KtoueBoi Habop npasun gas ynpaeneHus
JaHHbIMK KNMeHTa. Onepauumn pe3epBHOIr0 KONMPOBAaHUS 1 apXMBUPOBAHMS HA KITMEHTE UCMOJb3YIOT
HaCTPOVKM B Knacce ynpasfieHns No yMONYaHMo JoMeHa NoJIMTUKM, eClv Bbl ajiee He HacTpanBaeTe
NOANTUKY. MNMONUTUKY MOXKHO HACTPOUTb, 334aB 6OsIbLLe K/TACCOB YNPaBieHNs M HasHAYMB UX
1crosib3oBaHMe Yepes onuun KmeHTa.

OnuuK KNMeHTa MOXHO 334aTb B JIOKaJIbHOM, AOCTYMHOM AJ1S1 U3SMEHEHUs (haline B CUCTEME KIIMeHTa U B
Habope onumii KnneHTa Ha cepeepe. Onumm B Habope onuuii KNMeHTa Ha cepBepe MoryT
nepeonpenensTb JIoKasbHbIN hai onumit KNMeHTa Ui MoryT 0,o06aBNAaTb B HEFO OMLUMN.

Mpouenypa

1. O3HaKOMbTECH C NOJINTUKAMM, CKOH(MIYPUPOBaHHBIMM 419 Ballero peLleHus - cnegymnTe
WHCTPYKLMAM B pasgene “lpocMoTp nonmTtuk” Ha cTp. 96.

2. YT06bI BHECTU HE3HAYMTE/IbHbIE U3MEHEHWS A1 COOTBETCTBUSA TPEOOBAHMSIM XpPaHEHUS AaHHBIX,
cnepynTe MHCTPYKLUMSAM B pasgene “UsmeHeHre nonmTuk” Ha cTp. 96.

3. HeobssaTenbHo: Ecnv BaM HyXHO cO34aTb AOMEHbI NMOIUTUKN MW BHECTU PaCLUMPEHHbIE N3MEHEHUS
B NOMUTUKM, UTOObI BbINONHUTL TPEBOBAHMSA K XpaHEHWIO JaHHbIX, CMOTpUTE pasaen HacTponka
NOSNINTUK.

MpocMoTp NOSINTUK
MpoCcMOTpUTE NOANTUKM, YTOBbI ONPEAENNTb, HE HYXHO JIN UX USMEHWUTb B COOTBETCTBMM C BalLMMM
TpeboBaHMaMu.

Mpouenypa
1. YT0bbI NPOCMOTPETb aKTUBHbIN Ha6op05 NONNTUK ONs LOMEHa NOMUTUKN, COoeNnanTe cneapyroLee:

a) Ha cTpaHuLe Cnyx6bl B LleHTpe onepaunit BbibepnTe AOMEH NONNTUKN U LLLENKHUTE MO
CBepeHus.

b) Ha cTpaHuue CBogKa a9 JOoMeHa NOMUTUKN LLeNKHUTE Mo BKNaaxke Ha6opbl NOAUTUKM.

CoBeT: YT06bI 0651€rUYNTL BO3MOXHOCTb BOCCTAHOBJ/IEHUS AL@HHbIX MOC/E aTaKu nporpamMmmsbl-
BbIMOrartengd, cnep,yﬁlTe MHCTPYKUMNAM HUNXKE!

« YbeouTecnb, YTO 3HaUYEHME B CTOJ'I6LI,e PesepBHble KOMUK - 3TO MUHUMYM 2. [MpepnoytuTtenbHoe
3HaveHue - 3, 4 nnn bonee.

« Y6epuTech, 4To 3HaveHune B cTonbue CoxpaHsATb OONONHUTENbHbIE Pe3ePBHbIE KOMUM - 3TO
MUHUMYM 14 gHen. NMpepnoyTntenbHoe sHadeHne pasHo 30 unu bonee gHaM.

« Y6eguTech, 4To 3HaueHue B cTobLe CoXpaHaTb apXmBbl - 3TO MUHUMYM 30 AHeN.

Ecnu nporpamma IBM Spectrum Protect for Space Management ycTaHOBNEHa Ha KIMEHTE, TO
ybenuTech, UTO Co30aHa pe3epBHas KONUs SaHHbIX, Nepes TeM Kak nepemeLlatb faHHble. B
komaHge DEFINE MGMTCLASS vinv UPDATE MGMTCLASS 3apaiite MIGREQUIRESBKUP=YES.
Lanee cnenynTe pyKoBOASLLMM NOACKa3KaM.

2. [ina npocMoTpa 6e3aencTByOWMUX HABOPOB NOANTUKM A1 LOMEHA NONMUTUKMW CAeNanTe creaytoLlee:

a) Ha ctpaHuue Ha6opbl nonutuk wenkHute no Kondmrypuposatb. Tenepb MOXHO NPOCMOTPETH U
N3MEHWTb HEAKTMBHbIe HabOPbI NOUTUKM.

b) MpoKpyTUTe HeaKTMBHbIe Habopbl MONUTUK, UCMONb3YS CTpenku Bnepen v Hasaa. Mpu npocMoTpe
HeaKTMBHOro Habopa NoNTUKN NapaMeTpbl, KOTOPbIE OT/INYAIOT 3TOT HEAKTUBHbIN HAGOP MNONUTUK
OT aKTMBHOro Habopa NonuTuK, ByayT BblAENEHbI.

c) WenkHuTe no nepekntoyatento KoHdurypupoBartb. Tenepb Habopbl NoAUTUK 6o5blle HeNb3s
N3MEeHSATD.

N3MeHeHue nonuTuk
Y1066 N3MEHUTBL NPaBUNA, MPUMEHUMbIE K LOMEHY NONINTUKMN, U3MEHUTE aKTUBHbIN Habop NoNNTKK Ans
[OMeHa NosIMTUKN. MOXHO TaKXe akTUBMPOBaTb 4S9 AOMEHA Apyron Habop NoNnTuHK.
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Mpe>xpe ueM HavaTb

N3MeHeHMa NONTUKIM MOTYT NOBANSATb HA XpaHeHMe AaHHbIX. YbeanTech, utobbl Bbl NPOAOIKAETE
pe3epBHOE KOMMPOBaHNE AaHHbIX, UMEKLLMX CYLLECTBEHHOE 3HaYeHMe /19 Ballen opraHn3aumnm, 4tobol
MOXHO BblfI0 BOCCTAHOBUTb 3TW JaHHble, ecniv nponsoinaeT beacteme. Takxke ybegmTech, YTo B Ballen
cUcTeMe 4O0CTaTOYHO NPOCTPAHCTBA XPaHEHUS A5 3anlaHMPOBaHHbIX onepauuii pe3epBHOro
KOMMPOBaHM4.

06 3ToM 3apaue

Bbl n3MeHsieTe Habop NONUTUK, U3MEHSS OOAMH MW HECKOJTBbKO KJ1aCCOB ynpaBneHuns B Habope NonnTuk.
Ecnu Bbl UI3MeHWTE aKTUBHbIN HAbop NONUTUK, 3MeHeHUs He ByayT [OCTYMNHbI KIMEHTaM, NoKa Bbl He
aKTUBMPYyeTe NOBTOPHO Habop nonuTuk. Ytobbl coenatb MU3MeHeHHbIN Habop NOANTUK AOCTYMHbLIM
KNIMeHTaM, aKTUBUPYnTe Habop NONUTHK.

XoTs oS foMeHa NOMUTUKM MOXHO 3aflaTb HECKOIbKO HAbOpPOB NOMUTUK, aKTUBHBIM MOXET BbITb TONIbKO
oauH Habop nonuTuk. Mpw akTMBaLmMm pyroro Habopa NOAUTUKN OH 3aMEHAET aKTUBHbIN B AAaHHbIN
MOMEHT Habop NONUTUK.

npe,D,I'IOLITVITeJ'IbeIIZ OnbIT onpeaeneHna NoOJIMTUK ONNCaH B pasgene HaCTpOIZKa NONNTUK.

Mpouenypa
1. Ha cTpaHuue Cny»x6bl B LleHTpe onepauwnii BbibeprTe LOMEH NONUTUKM U LWEeNKHUTE No CBeaeHuUs.
2. Ha cTpaHuue CBopKa AN foMeHa NONNTUKM LWEeNTIKHUTe No Bknaake Ha6opbl NonUTUKM.
Ha cTpaHuue Habopbl NONMTUK yKa3aHO MMS aKTUBHOIO Habopa NONUTHKMN 1 NepeYvmncneHbl Bce
Knaccol ynpasfieHus oas aToro Habopa nonnTumk.
3. WenkHuTe no nepekntovatento Kondurypuposatb. Habop nonutuk goctyneH gns nsmeHeHus.

4. YT106bI 3BMEHUTL HEAKTMBHbIM HABOP NONUTKK, LENKHUTE NO CTPeNikaM Bnepes 1 Hasag, 4tobbl HanTH
Habop NoNUTUK.

5. iamMeHnTe Habop NOANTUK, BbINOMHMB Ntob0e U3 cnepyroLmnx oENCTBUIA:

onuusa OnucaHue
Ho6asbTe knacc a. B tabnuue Habopbl NonuTuUK WenkHuTe no +Knacc ynpaeneHus.
ynpaeneHus

b. YTobbl 3a4aTh NpaBmna 4ss Pe3epBHOrO KOMMPOBaHUS U
apXMBMPOBaHNUSA OAHHbIX, 3aN0JTHUTE NoJiA B OKHe JL06aBUTb Knacc
ynpaesieHus.

c. Ytobbl coenatb Knacc ynpasieHUs KNaccoMm ynpasfieHums no
YMONYaHuUto, BKIKOUMUTE Nepekoyatens Caenarb 3HaUe€HMEM no
YMOTYaHUIO.

d. WenkHuTe no [JLo6aBUTD.

Ypanute knacc B ctonbue Knacc ynpaBrieHus WenKHUTe no -.

ynpaesieHus
CogeT: YT06bI yOanuTh Kacc ynpasnieHus rno yMon4aHuio, HyXHo cHadvasna

Ha3Ha4ynTb ,u,pyr017| Knacc ynpaBieHna KJiaCCoM ynpaBneHund no
yMOJl4aHUHO.

Caenartb Knacc LLlenkHMTe No pagnoKHomnKe B cTonbue 3HayeHne No yMoaYaHuio as
ynpaB/ieHUA KJACCOM | Kiacca ynpaBneHus.
ynpassiieHus no

yMONUaHMIo CogerT: Knacc ynpasneHus no ymonyaHuio ynpasnseT dannamm KImeHTa,

ecnv gns canna He HasHayeH APYromn Knacc ynpasieHus Uan ecnu Knacc
ynpaeneHus anna He NoaxoanT ons ynpasneHus hannom. Ytobol
ybeomnTbcs B TOM, UTO KJIMEHTbI BCEraa MoryT NpoM3BoauTbL pe3epBHOe
KONMpPOBaHWe 1 apxnBMpoBaHme hannos, BbibepuTe Knacc ynpaBneHus no
YMOMYaHWUIO 1 19 Pe3epPBHOro KOMMPOBaHMS, U 419 apXMBUPOBaHMUS
thannos.
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onuus OnucaHue

W3MeHUTb KNacc YTob6bl MU3MEHUTb CBOWCTBA Knacca ynpasneHus, o6HoBUTe Nons B
ynpaBneHus Tabnuue.

6. LLenkHnTe no CoxpaHuUTb.

BHuMaHue: Mpu akTMBaL MM HOBOro Habopa NoANTUK MOXHO NOTEPSTb AaHHble. [JaHHbIe,
3alUMLLEHHbIE B COOTBETCTBMM C O4HMM HABOPOM NOANTMK, MOMYT OKa3aTbCa He3aLMLWEHHbBIMM
C TOYKM 3peHns gpyroro Habopa nonnTuk. NMoaTomy, Npexae Yem akTMBMpoBaTb Habop
noanTuK, ybeontech, YTO pasHULA MeXay nNpenbiaywmm Habopom NOAUTUK M HOBbIM HabopoMm
NONIUTUK HE BbI3OBET NOTEPH AAHHbIX.

7. BbibepuTe AKTUBMPOBATb. byaeT nokasaHa cBogKa pasinymii Mexay akTMBHbIM HABOpOM MOIUTUK U
HOBbIM HAaBoOpOM MONUTUK. Y6eauTech, YTO USMEHEHUsI B HOBOM Habope NoMTUKN COBMECTUMbI C
BaWuMK TPeBOBaHNAMM K XPaHEHWIO JaHHbIX; AJ15 3TOTO BbIMOMHUTE CleaytoLLme Waru:

a) MpoBepbTe pasnuunsg Mexny COOTBETCTBYHOLLMMM Kilaccamm ynpaBieHuns B AByx Habopax nonnTuk
N paccMOTpuUTE NOCNeACTBMA ANns hannos kKNneHToB. Pannbl KIMEHTOB, CBA3aHHbIE C Knaccamu
yrnpaBneHns B akTMBHOM Habope nonuTurk, byayT cBA3aHbl C Knaccamm ynpaBneHus ¢ TEMU Xxe
MMeHaMun B HOBOM Habope NonnTuK.

b) YKaXKute B akTUBHOM Ha6ope NOJTIMTUKW KNAaCCbl ynpaBieHUd, Y KOTOPbIX HET SKBUBAJIEHTOB B
HOBOM Ha6ope NONNTUKKU, N PaCCMOTPUTE nocneacTena ond cbaﬁnos KnuneHTa. Pannbl KNMEHTOB,
CBA3aHHbI€ C 3TUMU KNaCCaMu ynpaBneHud, 6y,u,yT YyNpaBndaTbCA KJIaCCOM ynpaBiieHnda no
YyMOJ14aH1O B HOBOM Ha6ope NONNTUK.

c) Ecnu nsmeHeHus, KOTOpPbI€ O0JTXKHbI 6bITb peann3oBaHbl Ha60pOM NONMNTUKN, ABNAKOTCA
AonyCcCtuMbiMH, Bbl6epVITe nepexkn4vaTesb 1 noHuMalo, UTo 3TH o6HOoBNEeHusa MOryT Bbi3BaTb
NOTePH AAHHbIX U LWETKHUTE N0 AKTVIBMpOBaTb.

MnaHupoBaHue onepawuuit pe3epBHOro KONMPOBaHUA U APXUBUPOBAHUSA

Mpexie YeM 3aperncTpupoBaTb HOBbIN KITIMEHT Ha cepBepe, ybeamnTech, UTO CyLLEeCTBYET pacnuncaHue,
no3BonstolLee yKasaTb, KOroa BbiNoHAOTCA onepaLuym pe3epBHOro KonMpoBaH1sa U apxMBUpoBaHus. B
npouecce perucTpaLnm MoKHO Ha3HaUNTb PacnucaHne KNneHTy.

Mpexxpe ueM HavaTb
OnpepenunTech, Kak NPoOAOKaTh:

« Ecnv Bbl 3HaKOMbI C pacnucaHmnsaMm, CKOH(OMIYPUPOBAHHbBIMUY 419 BaLLEro peLleHunsl, U Bbl 3HaeTe, UTO
OHW He TpebyoT USMEHEHWIA, TO NepexoaunTe K wary “Pervctpauns KnameHTos” Ha cTp. 99.

« ECcnv Bbl HE 3HAKOMbI C pacnncaHnamMmn nnam pacnncaHna Hy>HO U3MEHUTb, BbINOJTHUTE LWarn B 3TOI‘/'I
npouenype.

06 3Tol 3apaue

Kak npaeuno, onepawmumn pe3epBHOro KONMpoBaHUs AJ1f BCeX KIIMEHTOB A0/ Hbl BbINOJIHATLCA
exenHeBHo. CnnaHupyinTe pabouyto Harpy3sKy KMeHTa u cepeepa, 4Tobbl 06ecneyunTb HanBbICLLYHO
NPOM3BOAMTENbHOCTb A1 Ballel cpefbl XpaHeHns. YTobbl n36exaTh nepeKpbiBaHWs onepauuin KnmeHTa
1 cepBepa, PacCMOTPUTE BO3MOXHOCTb 3an/iaHnpoBaTh BbIMOSIHEHWE OnepaLnii pe3epBHOro
KOMMPOBaHMNA 1 apXNBMPOBaHMA KNMEHTa No HovaM. Ecnm onepauum kKnveHTa u cepsepa byayT
nepeKpbIBaThCS UK AN nx 06paboTKM He BbIAENAaT 4OCTAaTOYHO BPEMEHM Y PECYPCOB, TO Bbl MOXeETE
CTONKHYTbCH CO CHUXEHNEM MPON3BOANTENIbHOCTY CUCTEMbI, HEYAAUHbIM 3aBEpPLLEHMEM ONepaL i u
apyrumMu npobnemamm.

Mpouenypa

1. NpoBepbTe OOCTYMNHbIE pacnncaHns, yCTaHOBMB yKa3aTe b Mblln Ha KnueHTbl B CTPOKE MEHI0
LleHTpa onepauumi. LLlenkHnTe no Pacnucanums.

2. HeobsizaTenbHo: MI3aMeHUTe Unu cosgante pacnncaHune, BblNMOJIHMB crieayowme warn:
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onuus OnucaHue

U3MeHeHue a. B npencrtaeneHnn PacnucaHua BbibepuTte pacnnucaHme u WenkHuTe no
pacnucaHusa CBepeHus.

b. Ha cTpaHuue CBeaeHUs 0 pacnMCaHUM MPOCMOTPUTE CBEAEHNS, LLENTKHYB
Mo CMHMM CTpesIKaM B Havasne CTPOK.

c. U3ameHUTe napameTpbl B pacnnucaHnum u Haxxmumte Ha CoXxpaHUTb.

CospaHue B npencrtasneHnn PacnucaHus WwenkHTe no +PacnucaHue v BbINOJHUTE Warn
pacnucaHusa Nno CoO30aHNI0 pacnncaHnA.

3. Heobda3aTenbHo: YT06bl CKOHMMIYpMpPOBaTb NapaMeTpbl pacnucaHns, KOTopble He BUAHbI B
KOMMoHeHTe LieHTp onepaumii, MCNonb3yiTe cepBepHyo KoMaHay. Hanpumep, Bbl MOXeTe cUecTb
LenecoobpasHbiM 3aniaHMpoBaTh ONepaLLMIo KIMEHTa, KOTOPAs CO34aeT Pe3EPBHYHO KOMULO
onpeneneHHOro Katasiora 1 HasHavaeT AJ/19 Hero Kjacc ynpasneHus, OTIMYaloLLmMiics oT Kacca
ynpaB/ieHNa Mo YyMOoJSTYaHUI0.

a) Ha cTpaHuue 0630p B KOMMNOHEHTe LLeHTp onepauuii ycTaHOBUTE yKasaTe b MbIlWW Ha 3HAY0K
napameTpos W WwenkHute no MocTpoutenb KOMaHA,

b) Beegute komaHay DEFINE SCHEDULE, utobbl co3gaTb pacnucanue, unm komaHoy UPDATE
SCHEDULE, 4T06bl U3MeHUTb pacnucaHune. [1ononHUTe N bHble CBEAEHNA 0 KOMaHOaX CMOTpUTe B
pasgenax DEFINE SCHEDULE (3agaTb 3aniiaHMpoBaHHoe 3agaHune knneHTta) nnv UPDATE
SCHEDULE (M3MeHUTb 3annaHMpoBaHHOe 3aaHne KNeHTa).

MHdopMauumsa, cBg3aHHasA ¢ faHHOM
HacTporika pacnucaHmsa oia exxegHeBHbIX onepaLni

Perucrpauusa KnmMeHToB

3aperucTpupyinTe KIneHT, YTobbl y6eanTbes, YTO OH MOXET COEAMHUTLCS C CEPBEPOM, a CEPBEP MOXKET
3aWNUTUTb JaHHble KINeHTa.

Mpexxpe uem HauaTb

Y3HanTe, HyxeH nu knneHTy ID agMUHUCTpaTopa ¢ NpaBaMu BrafgenbLa KIMeHTa B KIMEHTCKOM y3rie.
YT06bI Yy3HATB, KaKMM KnneHTam TpebyeTcs ID agMuHUCTpaTOpa, cMoTpuTe nybnukauuio technote
7048963.

OrpaHuueHue: [1ns KNMEeHTOB HEKOTOPbIX TUMOB TpebyeTcs coBnageHne UMeHU KIMEHTCKOro y3na u ID
aAMUHUCTPATOPA. ITUX KITMEHTOB HEBO3MOXHO ayTeHTU(MLMPOBATL C MOMOLLbI0 MeToAa Lightweight
Directory Access Protocol (LDAP), BHegpeHHoro B Bepcun 7.1.7. MoapobHyto nHhopmaLumio 06 3Tom
mMeTofe ayTeHTUMKaLLMK, KOTOPbIN MHOTAa Ha3biBA€TCH UHTErPUPOBAHHBIM PEXMMOM, CMOTPUTE B
LOKyMeHTe AyTeHTu(UKaLMs Nonb3oBaTesiel ¢ Mcnosib3oBaHnem 6asbl gaHHbix Active Directory.

Mpouepypa
Y100bI 3aperncTpmpoBaTtb KJIMEHT, BbINMOJIHNTE OAHO U3 Cnenyrwmx ,D,eVICTBMVI:

« Ecnu knuenTy Tpebyetca ID agMuHUCTpaTOPa, TO 3aPErNCTPUPYITE KITMEHT C MOMOLLLbH KOMaHAbI
REGISTER NODE v 3apaiite napametp USERID:

register node umsa_ysna naposne userid=umsa_ysna

rOe UMs_y3/1a - 3TO UMS y3/1a U Naposib - 3TO Naposb y3na. [JonosHuTeNbHblE CBEAEHUS CMOTPUTE B
pasgene PerncTpaums ysna.

« Ecnu knneHTy TpebyeTtcs ID agMMHUCTpATOpa, TO 3aPErncTpupynTe KIIMEHT C MOMOLLbIO MacTepa
nobaBneHus knveHTa LieHTpa onepauuin. Coenaiite cnegyolee:

a. B cTpoke meHto koMnoHeHTa LleHTp onepaumin BoibepuTe KNueHTbl.
b. B Tabnuue KnueHTbl wenkHuTe no + KnueHr.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_schedule_client_define.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_schedule_client_update.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_schedule_client_update.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/perf/t_srv_tuning_daily.html
http://www.ibm.com/support/docview.wss?uid=swg27048963
http://www.ibm.com/support/docview.wss?uid=swg27048963
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.admin/t_ad_auth_cfg_ovr.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_node_register.html

C. BbinonHuTe Wwarun B macrtepe ﬂ,OGaBMTb KJINeHT:

1) YKaxuTe, UTo N36bITOUHbIE OaHHbl€ MOXXHO YCTPaHUTb KaK Ha KJIMEHTE, TaK M HA CepBeEpe.
Bbl6€pl/ITe nepekno4vartens Bkawounutb B obnactu Jenynnnkauus gaHHbIX HA CTOPOHE KIMeHTa.

2) B okHe KoHdmrypauusa ckonnpyinte 3HadyeHnsa TCPSERVERADDRESS, TCPPORT, NODENAME, v
DEDUPLICATION.

CoBeT: 3anuwmnTe 3HAYEHUS OMLUIM U COXPAHMUTE UX B HAAEXHOM MecTe. 1o 3aBepLlueHnmn
perncTpaumm KnmeHTa n yCTaHOBKM MPOrpaMMbl Ha KITMEHTCKOM y371€ UCMOMb3YNTe 3HAUYEeHMS
019 KOHPUryprpoBaHWS KNMEHTa.

3) CnepyviTe MHCTPYKLUMAM B MacTepe, YTobbl 3aaTb JOMEH NONMUTUKM, pacnucaHne n Habop
onuun.

4) YkaxuTe, Kak ons kKnueHTa byayT nokasaHbl pUcKu, 3aaaBs napameTp og yrposon.

5) WenkHuTe no JL06aBUTb KJIMEHT.

UHdopMmauumsa, cBa3aHHasA € aHHOM
Onumsa Tcpserveraddress

Onuusa Tcpport

Onuwna Nodename

Onuua genynamkaumm

YCTaHOBKAa U HAcCTPOiKa KJIMEHTOB

YT06bl HaUaTb 3aLMLWATL KIIMEHTCKMWI y3€1, HYXHO YCTaHOBUTb M CKOH(UIYPUPOBaTh BbiOPaHHY0
nporpaMmy.

Mpouenypa
Ecnu Bbl y>Ke yCTaHOBMAM NPOrpamMMy, TO HaUHKTe ¢ Wwara “2” Ha cTp. 101.
1. BbINOMHWTE OLHO U3 CNEeAYHOLNX AENCTBUN.

* YT0b6bI YCTAHOBUTb NpPOrpaMmy B NpuUnoXxXeHnnm nnnm Ha KJIMeHTCKOM y3/e, BbIMONTHUTE NHCTPYKLUN.

Mporpamma CcbinKa Ha UHCTPYKLMUK
KnneHT pesepsHoro — YCTaHOBWTb KJIMEHTOB PE3EPBHOM0 KOMMPOBAHNA 1
KOMMPOBaHWA 1 apxusuposaHua UNIX v Linux

apxusupoBaHug IBM

Spectrum Protect — [epBag yctaHoBKa KnveHTa Windows

CoBeT: MOXHO Tak)Xe 06HOBUTb CyLLECTBYHOLLME KINEHTbI MpK
nomouwu LleHTpa onepaumnin. MIHCTpyKUUn cMOTpuUTe B pasaese
MnaHvpoBaHue 06HOBNEHWI KIIMEHTOB.

IBM Spectrum Protect for — YcTaHoBka Data Protection for Oracle
Databases .
— YctaHoBka Data Protection for SQL Server B sape cepBepa
Windows
IBM Spectrum Protect for Mail | _ ycranoska Data Protection for IBM Domino & cucteme UNIX,

AIX vnum Linux (V7.1.0)

— YctaHoBka Data Protection for IBM Domino B cucteme Windows
(V7.1.0)

— YcTaHoBKa, 06HOBNEHME U NepeHacTporka IBM Spectrum
Protect for Mail: Data Protection for Microsoft Exchange Server
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/r_opt_tcpserveraddress.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/r_opt_tcpport.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/r_opt_nodename.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/r_opt_dedup.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/t_inst_winclient.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.admin/t_deploy_baclient.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpfcm_ins_srvcore_sql.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html

MporpamMma CCbIJIKA HA MHCTPYKLMUK

IBM Spectrum Protect — YcTaHoBKa 1 06HOBREeHMe IBM Spectrum Protect Snapshot for
Snapshot UNIX and Linux

— YcTaHoBKa 1 06HoBneHne IBM Spectrum Protect Snapshot for
VMware

— YcTaHoBKa 1 obHoBneHune IBM Spectrum Protect Snapshot for
Windows

IBM Spectrum Protect for - — YcrtaHoBka Data Protection for SAP for Db2
Enterprise Resource Planning

— YcTtaHoBka Data Protection for SAP for Oracle

* YT0b6bI YCTAaHOBWUTb MPOrpaMMy Ha KJIMEHTCKOM Yy3ne BVIpTya}'IbHOVI MallWHbl, BbIMONHNTE
MHCTPYKUWWK Onda Bbl6paHHOFO TNa pe3epBHOro KonnpoBaHMA.

Tun pesepBHOro CcblnKa Ha UHCTPYKLUUK
KONUpPOBaHUA
Ecnu Bl cobupaeTech — YCTaHOBUTb KJIMEHTOB PE3EPBHOMO KOMMPOBAHMS 1

CO34aBaTb MNOJIHble pe3epBHblIe apxusuposaHua UNIX u Linux
Konuu VMware BUpTyasnbHbIX

MalLlUWH, YCTaHOBUTE U
CKOH(UTYPUPYNTE KINEHT
pe3epBHOro KONMPOBaHUA U
apxmsuposaHus IBM Spectrum

— [NepBas ycTtaHoBKa knneHTa Windows

Protect.

Ecnn Bbl cobnpaeTech — 3awuTa gaHHbIx ana VMware

YCTaHOBWTb NOCTOAAHHbIE )
MOJHbIE PE3EPBHbIE KOMUM CoseT: [porpammy ans IBM Spectrum Protect for Virtual
BUPTYaNbHbIX MaLVH, Environments n 014 KAneHTa pesepBHOro KonMpoBaHus u
yCTaHOBUTE W apPXMBMPOBAHNA MOXHO MONYYNTb B NakeTe ycTtaHOBKKU IBM
CKOHUrypupyiiTe IBM Spectrum Protect for Virtual Environments.

Spectrum Protect for Virtual
Environments 1 knueHT
pe3epBHOro KONMPOBAHNS U
APXMBUPOBAHMNS HA OLHOM U
TOM e KJIMEHTCKOM y3/1e unu
Ha pasHbIX KIMEHTCKMX y3Max.

2. YTobbl paspelmnTb KITMEHTY COEANHSATLCA C CepBEPOM, A,06aBbTe MM 0BHOBUTE 3HAYEHUS OMLMIA
TCPSERVERADDRESS, TCPPORT 11 NODENAME B channe onunit kKnneHTa. icnonb3ynTe 3Ha4YeHus,
3anMcaHHble Npu perncTpaumnmn knueHTa (pasgen “Perncrpaumns KnMeHToB” Ha cTp. 99).

« Ecnu knneHTbl ycTaHOBMEHbI B onepaunoHHon cucteme AIX, Linux unu Mac OS X, pobaBbTe
3Ha4yeHus B hann CUCTEMHbIX ONLUMI KNMEeHTa, dsm. sys.

« Ecnu knneHTbl ycTaHOBNEHbI B onepaunoHHoin cucteme Windows, nobasbTe 3HaveHMs B hain
dsm.opt.

Mo yMonyaHuo, hannbl ONumuin HaXoaaTCS B KaTanore yCTaHOBKM.

3. Ecnu Bbl YCTAHOBWIM KIIMEHT Pe3ePBHON0 KONMPOBaHUS U apXMBUPOBaHMS B ONEpPaLMOHHONM cucteme
Linux nunn Windows, To ycTaHoBuUTe cnyxba ynpaBneHns KNneHTamum Ha knueHTe. Cnegynte
WUHCTPYKUMAM B pasgene “YcTaHoBKa cnykbbl ynpaBneHusa KimeHTom” Ha cTp. 58.

4. CKOHMUIypUpynTe KIMEHT A5 BbINONIHEHUS 3anlaHMPOBaHHbIX onepaunin. Cnegynte UHCTPYKLMAM B
pasgene “KoHdurypmpoBaHue KIMeHTa AN BbINOJIHEHMS 3an/laHMPOBaHHbIX onepaumin” Ha cTp. 102.

5. Heobs3aTenbHO: CKOH(MIypupymTe cBS3b Yepes bpanamayap. CnenynTte MHCTPYKLNSM B
pasgene “KoHduryprpoBaHne B3anMOLENCTBMIA MeXOy KIIMEHTOM U cepBepoM vepes bpaHamayap”
Ha cTp. 104.

YacTb 4. YnpaBneHue onepaunsimm ois GUCKOBOro peweHus ¢ ogHon nnowaakon 101


http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.db2/t_dperp_d_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.orc/t_dperp_o_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/c_inst_baunix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/t_inst_winclient.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.9/ve.user/vmware_container_topic.html

6. 3aI'IyCTVITe TEeCTOBOE pe3epBHOE KONnMpoBaHue, yTObbI NnpoBEPUTDb, 3alunLLLEHDbI TN OAaHHbIE, KaK Bbl
nJaaHnpoBan.

Hanpumep, ons KnMeHTa pe3epBHOrO KOMMPOBaHUS U apXMBUPOBAHMUS BbINOHUTE CNefyoLme LWaru:

a) Bbl6epl/ITe Ha cTpaHuue KnueHTbl KOMNOHeHTa LLeHTp onepau,mﬁ KNNeHT, Anga KOTOPOro Bbl XOoTUTE
BbINOJIHNTb pe3epBHOE KONMMpPOBaHMe, 1 WenkHUTe No Pe3epBHOe KOonNvpoBaHue.

b) Y6enuTech, UTo pe3epBHOE KOMMPOBaHME BbIMOMHEHO YCMELLHO M YTO HET HU NpeaynpexXxaeHnin, Hu
coobleHun 06 ownbkax.

7. Cneaute 3a pe3ynbtataM 3anjiaHNPOBaAHHbIX onepau,mﬂ KNIMeHTa B KOMMNOHeHTe LLeHTp onepau,mﬁl.

JanbHelwue gencrema
Y106bl M3MEHNTbL HabOPp 0OBEKTOB 4151 PE3EPBHOr0 KOMMPOBAHWS U3 KIIMEHTA, BbIMOMHUTE UHCTPYKLUNW B
pasgene “ameHeHne obbema pe3epBHOr0 KONMpoBaHMsa KnveHTa” Ha cTp. 108.

KoHthurypupoBaHue KnveHTa A BbiNOJIHEHUS 3anJIaHUPOBAHHbIX onepauui

Bbl LO/IXKHbBI CKOH(IMIYPUPOBAThL M 3aNyCTUTb NMIAHUPOBLLUWK KIIMEHTA Ha KJTMEHTCKOM y3ne.
MnaHMpoBLLUK KNneHTa obecneynBaeT B3anMogencTeme Mexay KIMeHToM U cepBepoM, 4Tobbl Morau
BbINOJIHATLCS 3aniaHMPOBaHHble onepauuu. Hanpumep, 3annaHMpoBaHHble onepauym 0bblYHO
BKJIHOYAIOT B cebsi pesepBHOE KOMMpPOBaHWe (hanioB C KINMeHTa.

06 3ToM 3apaue

MpennoyTTeNbHbIA MeToA, 3aK1H04aeTCsl B TOM, UTOBbl YCTAHOBUTL KJIMEHT Pe3ePBHOr0 KOMMPOBaHMS 1
apXVMBUPOBaHUS Ha BCEX KIIMEHTCKMUX y3ax - TOrAa Bbl CMOXeTe CKOH(MIYPMpPOBaTb 1 3anyCTUTb
NPUEMHWK KJIMeHTa Ha KIIMEHTCKOM y3ne. [pueMHUK KnmeHTa paspaboTaH ans ahhekTMBHOro
BbINOSIHEHWS 3aM/IaHMPOBAHHbIX onepaLunin. NPUeMHUK KIneHTa ynpaBnaseT NIaHMPOBLLMKOM KJIUEHTa,
yTOObI NAHMPOBLLMK 3aMycKancs, ToJIbKo Korga ato TpebyeTcs:

« Korpa HacTynuno BpeMs 3anpocuTb CepBep O criefytoleli 3aniaHnpoBaHHo onepawumm
« Korga HacTynuno Bpemsa 3anyCTuTb CNeayoLLyo 3anfaHnpoBaHHy0 onepaumio

Micnonb3ys NPUEMHMK KNMeHTa, Bbl MOXETe COKPaTUTb YMCNO POHOBbLIX MPOLLECCOB Ha KIMEHTE U NMOMOYb
n3bexaTb NPo6IeM COXpaHeHUs NaMATH.

MPMEMHMK KNNEHTA BbINOJIHAET pacnucaHmsa Ansa Cnefyrowmx NpOAYKTOB: KIIMEHT Pe3epBHOro
KONMpoBaHWUs 1 apxmempoBaHus, IBM Spectrum Protect for Databases, IBM Spectrum Protect for
Enterprise Resource Planning, IBM Spectrum Protect for Mail n IBM Spectrum Protect for Virtual
Environments. Mpu ycTaHOBKE NPOAYKTA, A1 KOTOPOro NPUEMHMK KIIMEHTA He BbINOHAET pacnucaHus,
cnepynTe MHCTPYKLMSAM NO KOH(UTYPUPOBAHMWIO B OKYMEHTALMM N0 NPOAYKTY, UTOObl MOXKHO 6bIn10
BbINOJIHATH 3anlaHMPOBaHHbIE Onepauun.

Ecnu Ha BaweMm npeanpuaTum MCNosb3yeTcs CTOPOHHWIA MHCTPYMEHT MIaHNMPOBAHMSA B KAYeCTBe
CTaHLAPTHOM NPaKTMKKN, MOXHO UCMOJIb30BaTb 3TOT MHCTPYMEHT MJIaHUPOBAHMS KaK afibTepHaTmBY
NPMEMHUKKY KNneHToB. Kak NpaBuio, CTOPOHHWE MHCTPYMEHTbI NIaHMPOBAHNS 3anyCKaloT NPOrpamMmbl-
KJTMEHTbI HanpsiMyto, MCMONb3Yys KOMaHAbl ONepaunoHHon cucteMsl. YTobbl CKOHMIYpupoBaTh
CTOPOHHUI UHCTPYMEHT MNaHWPOBaHMWS, CMOTPUTE LOKYMEHTALMIO NO NPOAYKTY.

Mpouepypa

YT10bbI CKOHCbI/IprVIpOBaTb N 3anyCTUTb MNJIAHNPOBLUMK KITNEeHTa C UCMOJIb30BaHNEM NPUEMHUKA KITMEHTA,
cnep,yPlTe MHCTPYKUMAM ONd OI'IepaLl,l/IOHHOVI CUCTEMblI, yCTaHOBﬂeHHOl‘;l Ha KJINEHTCKOM y3ne:

AIX u Oracle Solaris

a. B rpadmueckom nosib3oBaTeNIbCKOM MHTepdence KNneHTa pesepBHOro KonMpoBaHus 1
apx1MBMpoOBaHus BbibepuTe U3MeHUTb > NMpeanouTeHUs KIAneHTa.

b. LLlenkHnTe no Bknagke Be6-KAueHT.

c. B none Onuuun ynpaBnsaemblix cny>K6 wenkH1Te no PacnucaHue. Ecnu Bbl TakXe XoTuTe, UTOObI
NPUEMHUK KJTMEeHTa ynpaBnan Beb-KNMeHTOM, WwenkHuTe no onuunn U To, n Aapyroe.
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d. YT06bI Y6EANTLCS, YTO MIAHMPOBLLMK MOXKET 3anycTUTbCA 6e3 ydacTus onepaTopa, 3agante gis
onumu passwoxdaccess B thaiine dsm. sys 3HaueHve generate.

e. YTobbl cOXpaHMTb Naposib KIMEHTCKOrO Y313, BBEANUTE CNeAyHOLLY0 KOMaHAY U YKaXnTe naponb
KNMNEHTCKOro y3Jia, Korga BaM 3To nNpensioxart:
dsmc query sess
f. 3anycTuTe NpUeMHUK KNMeHTa, BBeAsS B KOMaHOHOM CTPOKE CliefyoLLy0 KOMaHay:

/usr/bin/dsmcad

g. YT10Obl BKJTHOUNTb aBTOMaTUUYECKUN 3anyCcK npneMHuKa KnneHTa nocrie nepesanycka CUCTeMbl,
pobaebTe B hann 3anycka cuctemsl (06biuHo, /etc/inittab) cnepytrowyto sanuce:

tsm::once:/usr/bin/dsmcad > /dev/null 2>&1 # [Jemon Client Acceptor

Linux

a. B rpadmueckom nosib3oBaTeNIbCKOM MHTepdence KNneHTa pesepBHOro KonMpoBaHus 1
apx1MBMpOBaHus BbibepuTe U3MeHUTb > NpeanouTeHUs KNneHTa.

b. LLlenkHnTe no Bknagke Be6-KnueHT.

c. B none Onuuun ynpaBnsaemblixX cny»<6 wenkH1Te no PacnucaHue. Ecnu Bbl TakXe XoTUTe, UTOObI
NPUEMHUK KJTMEeHTa ynpaBnan Beb-KNMEeHTOM, WwenkHuTe no onuunn U To, n Aapyroe.

d. YT06bI Y6EANTBCS, YTO MNAAHMPOBLLMK MOXET 3anycTUTbCa 6e3 yyacTus onepaTopa, 3ajante gis
onuuu passwoxrdaccess B (haiine dsm. sys 3HaueHve generate.

e. YTobbI COXPaHWUTb NapoJib KNIMEHTCKOro y3/a, BBegnTe cnenyrowyo KoMaHay U YKaXnTe naposib
KNMNEHTCKOro y3/ia, Korga BaM 3To npensioxart.

dsmc query sess

f. 3anycTuTe NpMeMHUK KIMeHTa, Bonas B cucteMy oT umeHu ID nonb3oBaTens root u BBeas
crnepyoLuyo KoMaHay:

service dsmcad start

g. YT10Obl BKTHOUNTb aBTOMATUUYECKUN 3anycCcK npneMHuKa KnneHTa nocrie nepesanycka CUCTeMbl,
nobaebTe cnyxby, BBeAs B KOMaHAHON CTPoKe 060/10UKM CeayoLLY0 KOMaHAay:

# chkconfig --add dsmcad

MACOS X

a. B rpadmueckom nosib3oBaTeNIbCKOM MHTeptence KNneHTa pesepBHOro KonMpoBaHus 1
apx1MBMpoOBaHus BbibepuTe U3MeHUTb > NMpeanouTeHUs KIAneHTa.

b. YTo6bl NNaHMpPOBLLMK MOT 3anyckaTbesa 6e3 yuacTus onepartopa, WenkH1Te No ABTOpU3anms,
BblbepuTe FeHepupoBaHue naponau LwenkHuTe No NpUMeHUTb.

. YTobbl yKa3aTh, Kak OCylLLEeCTBASETCA ynpasneHue cnyxbamu, wenkHuTe no Be6-KNUeHT,
BblbepnTe PacnucaHue, WwenkHute no MpumMeHuTb 1 Bbibepute OK.

d. YT0bbI CreHeprpoBaHHbIV Naposib 6bll COXpPaHeH, Nepe3anycTuTe KIIMEHT Pe3epBHOro
KOMMPOBaHNSA M apXMBUPOBAHMUSI.

e. icnonb3ynTe gns 3anycka npuemMHuKa KnneHTa npunoxeHue MHctpymeHTol IBM Spectrum
Protect ons agMnMHMCTpaToOpOB.

Windows

a. B rpacnueckom nonb3oBaTENbCKOM MHTEPENCE KIMEHTA PE3EPBHOM0 KOMMPOBAHUS U
apxXvBUpOBaHuUA BbibepnTe YTUAUTBI > MacTep HAcTponku > MoMoub MHe CKOH(hUrypupoBaTb
MnaHupoBWUK KnueHTa. LLenkHute no Lanee.

b. MpouTnTe NHhopMaLMK Ha CTpaHMLEe MacTepa NIAHUPOBLLMKA 1 HaXKMUTe [anee.
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c. Ha cTpaHuue 3apaya NNaHUPOBLLUKA BbibepnTe YCTAHOBUTb HOBbI UM JONONTHUTENbHbIM
NAaHUPOBLMK 1 HaxxMuTe Janee.

d. Ha cTpaHuue UMa n pacnonoxxeHue NIaHNPOBLLMKA 3a8arTe UMa ans nobasnsemoro
NnnaHnpoBLLMKa KNneHTa. 3aTeM BblibepuTe Ucnonb3oBaTb Client Acceptor Daemon (CAD), 4To6b!
yNpaBnsiTbh NIaHMPOBLUMKOM, K HAXXMUTE [danee.

e. Beegute nms, KOTOpoe Bbl XOTUTE MPUCBOUTD 3TOMY MPUEMHUKY KIIMEHTA. IMS NO YMOTYaHUIO -
Client Acceptor. LLenkHuTe no Oanee.

f. BbINONHUTE KOHUIYPUPOBAHKE, BbIMOHSAS LWArn B MacTepe.

g. O6bHoBMTE hann onum kNneHTa, dsm.opt, n 3apante ons onuum passwordaccess 3HayeHue
generate.

h. YTo6bl COXpaHWUTb Naposb KIIMEHTCKOro y3a, BBEAUTE B KOMaHOHOW CTPOKe CleayHoLLyto
KoMaHay:

dsmc query sess

Korga Bam 310 npensioxat, BBeanTe Naposib KJIMEHTCKOro ysna.

. 3anyctute cnyxby npueMHmuKa KnneHTa 13 naHenv YnpaeneHue cnyxb6amu. Hanpumep, ecnu Bbl
Mcnosb3oBanu UMs no ymonvaHuto, sanyctute Cnyxba Client Acceptor. He 3anyckanTe cnyxby
NIaHUPOBLLMKA, 3a4aHHYI0 BaMM Ha CTpaHuue UMAa n MecToHaXoXXaeHue NJIaHUPOBLLUKA.
Cny»x6a nnaHMpoBLLMKA aBTOMATUYECKM 3aMycKaeTcs U OCTaHaBMBaeTCs CnyXbol npneMHmKa
KJINeHTa No mepe HeobxoaMMoCTH.

KoHturypupoeaHue B3auMopeincTeuii Mexxay KIMEHTOM U cepBepoM uepes 6paHgmayap
Ecnu KNMeHT OoMXeH CBA3bIBaTbCA C CEPBEPOM Uepes bpaHaMayap, HYXHO BKIIIOUNTb CBA3b MEXay
K/IMEHTOM 1 CepBepoOM Yepes bpaHaMayap.

Mpexxpe yuem HauaTb

Ecnv ons perncrpauumn KNMEHTOB Bbl UCMOb30BaIN MacTep AobaBneHns KNMEHTOB, HanauTe B hanne
OMNUMI KNIMEHTA 3HAYEeHMS OMNUUI, NONTyYeHHblEe BaMM B X04e 3TOro npouecca. [ns ykasaHus nopTos
MOHO MCMOMb30BaTb 3HAYEHWS.

06 3ToM 3apaue

A BHumMaHue: He koHurypmpynte bpaHamayap, MCNOMb3ys MeTo, KOTOPbI Mor 6bl BbI3BaThb

npekpalleHne ceaHcoB, UCMOJb3yeMbIX CEPBEPOM MW areHTOM XpaHeHus. MNpekpalleHne
OEeVICTBUTENbHOMO CeaHca MOXET Bbi3BaTb HENpeAcKasyeMble NOCAeACTBMS. MoxeT nokasartbcs,
YTO NMPOLLECCHI M CeAHCbl OCTAHOBUINCH M3-3a OWMOOK BBOAA-BbIBOAA. YTOObI MOMOYb MCKHOUNTD
CEaHCbl U3 OrpaHNYEHNN TanM-ayTa, CKOH(UIYPUPYNTE N3BECTHbIE MOPTLI AN KOMMOHEHTOB IBM
Spectrum Protect. YbeguTtech uto onsa cepsepHon onunm KEEPALIVE octanocb 3agaHHbIM
3HadeHue no ymonyaHuio YES. 3To nomoxeT BaM ybeguTbCs, UTO CBA3M K/IMEHT/cepBep He
npepbiBaeTca. MHCTPYKLMM OTHOCUTENbHO TOrO, Kak 3agath onuuio cepsepa KEEPALIVE
cmoTpuTe B pasgene KEEPALIVE.

Mpouenypa
OTKpoNTe crnepytowme NopThl, YTObbI paspeLlnTs JOCTyn Yepes bpaHaMayap:

MNopTt TCP/IP pnsa kNueHTa pe3epBHOro KONMPOBAHUA U AaPXMBUPOBAHUA, AAMUHUCTPATUBHOIO
KJIMEHTa KOMaHAHOM CTPOKMU U NNIAHUPOBLLMKA KJ/TUEeHTA
3apanTe nopT, ucnonbays onuuto tecppoxrt B hanne onumn knuenta. Onuma tcppoxt B hanne
Onuu KNMeHTa gonXHa coBnagaTb ¢ onuuent TCPPORT B chaine onuuin cepeepa. 3HadeHue no
ymonyaHuto - 1500. Ecnum Bbl pelumTe UCNONb30BaTb Kakoe-nnbo 3HaveHne, oTanvaroLLeecs ot
3HaYeHUs NO YMONYaHuo, 3afanTe YMcno B amnanasoHe 1024-32767.
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MNopT HTTP gna BKAOYEeHUA B3aUMogencTBUil Mexay Be6-KJIMeHTOM U yaaneHHbIMU pabounmu
CTaHUUAMMU
3apanTe NopT Ang yaaneHHom pabouen ctaHuum, 3agas onuuto httpport B hanne onunn knneHTa
yoaneHHou pabouel cTaHUMK. 3HaUYeHne no ymonyaHuto - 1581.

MopTbl TCP/IP pang yaaneHHoi paboueil cTaHLMU
3HaueHwme No ymoyYaHuio paBHo 0 (HOMb); OHO yYKasblBaeT, YTo ABa CBO6OAHbBIX HOMepa NopToB
CnyYyanHbiM 06pa3oM HasHauaroTCs yaaneHHom paboyein ctaHuMK. ECnv Bbl He XOTUTE, 4TOBbLI HOMepa
NMopTOB Ha3HauaIMCb NPOM3BONbHLIM 06pa3oM, 3aaalTe 3HaUYeHus, 3aaaB onunio webpoxts B dhanine
ONuUMI KNMEeHTa yaaneHHon paboyel cTaHUUN.

Mopt TCP/IP pnsa ceaHcoB agMUHUCTPUPOBAHUSA
3apanTe NopT, Ha KOTOPOM cepBep 0xunaaeT TpeboBaHUIN YyCTaHOBNEHNS CEAHCOB
aAMUHUCTPATUBHOIO KNIMeHTa. 3HaveHne onumm knmeHTa tepadminpoxt nonxHo coBnagatb C
onumen cepsepa TCPADMINPORT. TakiMM cnocobom Bbl CMOXKETE 3alUTUTb AMUHUCTPATUBHbIE
CeaHCbl B YaCTHOW CETMU.

VnpaBneHue onepaundamu KJimeHToB

Bbl MOXeTe OLEHUTb 1 YCTPaHUTb OLWMBKN, CBA3AHHbIE C KITMEHTOM Pe3epPBHOI0 KONMUPOBAHNUS U
apXMBUPOBaHUSA, UCMONb3Ys KOMMNOHEHT LLeHTp onepaumii, KOTOPbI NPpefocTaBnsaeT pekoMeHaaLmm no
ycTpaHeHuto owmnbok. B cnyvae ownbok Ha KNMeHTax Apyrux TUNOB BaM ClefyeT U3yUnTb XypHasbl
OWMNBOK Ha KNIMEHTE M 03HAKOMUTHLCA C JOKYMEHTaLMeNn No NpoayKTy.

06 3ToM 3apaue

B HeKOTOpbIX C/yYasx OWUBKM KNMMEHTOB MOXHO YCTPaHWTb, OCTAHOBUB W Nepe3anyCcTus NpUeMHNK
KnuneHTa. Ecnv KnneHTcKme y3nbl unm ID agMmuHMCTpaTopa oKaxyTcs 3a6I0KMPOBaHbl, Bbl CMOXeTe
yCTpaHuTb Npobnemy, pasbnoknposas KNMEHTCKUI y3en unu ID agMuHucTpaTopa, a 3aTem
nepeycTaHOBMB Naporb.

MoapobHblie MHCTPYKLMK MO BbIIBNEHWIO Y YCTPAHEHWIO OWNGOK KIIMEHTOB CMOTpUTE B pasaese
YcTpaHeHve NpobsieM KJIMEeHTOB.

OueHKa owun60oK B XXKypHanax ownboK KIMeHTOB

OwmnbKM KNMeHTa MOXKHO YCTPaHUTb, NOJYyYMB PEKOMEHOaLMN N3 KOMNOHEHTa LleHTp onepau,w?l nnn
NMPOCMOTpPEB XYpPHaJibl ownboK Ha KNneHTe.

Mpexxpe yeM HauyaTb

Y106bI yCTPAHUTb OWMOKKN HA KIIMEHTE PE3EPBHOr0 KOMMPOBAaHUS U apPXMBMPOBAHUS B ONEPALUOHHOMN
cucteMme Linux nnm Windows, ybeamnTech, UTo y Bac yCTaHOB/IEHA M 3anyLleHa ciy»ba cnyxxba
yNpaBneHns KIMeHTamMun. MHCTPYKLUMKM NO YCTAHOBKE CMOTPUTE B pasaene “YctaHoBKa cnyxbbl
yrnpaBneHuns KnneHToM” Ha cTp. 58. HCTpYKL MM MO NPOBEPKE YCTaHOBKMU CMOTPUTE B

pasgene “lNpoBepka Toro, NpaBWbHO NN ycTaHoBMeHa cnyxba ynpaBneHus knameHTammn” Ha cTp. 59.

Mpouenypa
Y1006bI ANarHoCTmnpoBaTb N YCTPAHUTb oWwnbkM KJINeHTa, BbINOTHNTE OOHO U3 cneayruwmnx ﬂ,eVICTBMIZ:

« Ecnu cny>+<6a cny>+<6a ynpaBneHna KJIMeHTaMn yCTtaHOBJ1IEHA HA KITMEHTCKOM Yy3J1€, BbINOJTHUTE
cnepywuine warnu:

a) Ha cTpaHuue 063opa B KOMMNOHeHTe LieHTp onepauunii wenkHuTe no KnueHTbl 1 BoibepuTe KIMEHT.
b) WLenkHuTe no CBepgeHus.
¢) Ha cTpaHuue CBogka KNMEHTA LWeNKHMUTEe No BKNaaKe JuarHocTuka.
d) MpouTnTe nonyyeHHble coobLieHns xxypHana.
CoseTbl:

— YT106bl NOKa3aTb UM CKPbITb NaHesNb XXypHanbl KNMeHTa, ABaX bl LLENKHATE N0 CTPOKe
XypHanbl knueHTa.
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— YT106bI MU3MEHUTD pasmep naHenu XXypHarsbl KITMEHTA, WeNKHUTE Mo CTpoke XXypHanbl KNMeHTa 1
nepetawnTe ee B Hy>XHO€ NMoJIoXKeHune.

Ecnu Ha cTpaHuue [AMarHocTuKa nokasaHbl peKkomMmeHgaumm, Bbl6epl/ITe pekoMeHpaumio. B naHenm
XKypHanbl KnvMeHTa coobueHus XXypHaJia KJIMeHTa, C KOTOPbIMK CBA3aAaHbl peEKOMeHOauunun,
BblOeneHbl.

e) Wcnonbaynte pekoMeHpaumm, 4tobbl ycTpaHnTb Npobnembl, ykasaHHble B CO0bLeHnsx 06
owmnbkax.

CoBeT: PekoMeHpaL My NpefocTaBNstoTCS He A1 BCeX COOBLEHNI KITMEeHTOB.

- Ecnu cny>+<6a cny>+<6a ynpaBieHna KJIMeHTaMn He yCTaHOBJ1eEHa Ha KJIMEeHTCKOM y3/1e, CMOTpuTe
XYypHanbl ownbok YCTAaHOBJIEHHOI O KJIMEHTA.

OcTaHOBKa U nepesanyck NPUeMHUKA KJIUeHTa

Ecnu Bbl UI3MEHMTE KOH(UIrypaLmio Ballero peLleHuns, BaM HyxHo byaeT nepe3anycTuTb NPUEMHUK
KJIMEHTa Ha BCEX KIIMEHTCKMX y3/aXx, rAe yCTaHOBEH KJIMEHT Pe3ePBHOI0 KOMMPOBAHKWS U
apPXMBUPOBAHUS.

06 3ToM 3apaue

B HeKkOTOpbIX criyyasax owmnbKn NJ1aHNpPOBaHNA KIIMEHTOB MOXHO YCTPAaHNUTb, OCTAHOBWB U Nepe3anyCcTtnB
NMPUEMHUK KJIMEHTA. YT10bbI 3anjlaHMpoBaHHbIe onepaunn MOrin BbINONMHATbLCA Ha KNNMEHTEe, NMPUeMHUK
KJINEeHTa OOoJ1XXEeH pa6OTaTb. Hanpumep, ecnu Bbl nameHuTte IP-agpec nnm nMg AoMeHe cepeepa, Bbl
OOJKHbI 6y,u,eTe nepe3anyCctnTb NPUEMHUK KNNEHTA.

Mpouenypa
Cnepyvite MHCTPYKLUMSM ANS ONePaLNOHHON CUCTEMBI, YCTAHOBIEHHOM Ha KITMEHTCKOM y3/e:
AIX u Oracle Solaris

e Y106bI OCTAHOBUTDL NPUeMHUK KJIneHTa, BbIMOJIHUTE cnenytoune ,D,GIZCTBVIHI

a. Onpegenute ID npouecca NnpreMHMKa KNMeHTa, BBeAs B KOMaHAHOW CTPOKE CNneayoLLy o
KOMaHAay:

ps -ef | grep dsmcad

O3HaKoOMbTeCh C BbIBOAOM. B NnprBegeHHOM HUXe NpuMepe BbIXOO4HOM MHopMaumm 6764 - 3to
ID npouecca npyemMHmMKa KneHTa:

root 6764 1 0 16:26:35 ? 0:00 /usr/bin/dsmcad
b. BBeauTe cnenytouyto KOMaHay B KOMaHAHOWN CTPOKe:

kill -9 PID

roe PID 3apaet ID npouecca npneMHmMKa KmMeHTa.
» YT06bl 3aNyCTUTb NPUEMHUK KNIMEHTa, BBEAMUTE B KOMaHAHOM CTPOKE CNeayoLLy 0 KOMaHAay:

/usr/bin/dsmcad

Linux

* Y106bI OCTAHOBUTDL NMPUEMHUK KJIMEHTA (HO He nepe3anycKaTb ero), BBeOguUTE Crieayrouyro KoMaHay:
# service dsmcad stop
* Y106bI OCTAHOBUTbL U nepe3anyCctnutb NPpUMeEMHUK KJIMEHTA, BBEAUTE Clieayrouime KoMaHabl:

i service dsmcad restart
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MAC 0S X
Bbibepute MpunoxkeHua > YTunutol > TepMuHan.

* YT106bI OCTAHOBUTDL NPUEMHUK KITIMEHTa, BBEAUTE CieayolWyo KOMaHay:
/bin/launchctl unload -w com.ibm.tivoli.dsmcad
« YT106bI 3anyCTtnuTb NPpUEMHUK KJIIMEHTA, BBEeAUTE Cieayroulyto KoMaHay:

/bin/launchctl load -w com.ibm.tivoli.dsmcad

Windows

e YT06bI OCTAHOBUTL CNYXKOY NPUEMHMKA KIIMEHTA, BbINO/HUTE CIeAyoWMe OENCTBUS:
a. BoibepuTte Myck > ApMUHUCTpUpOBaHUue > Cnyx6bl.
b. Baxkabl WwWenkH1Te No cny>kbe NnprueMHnKa KnmeHTa.
c. WenkHuTte no OctaHoBuTb 1 OK.

« YTob6bl NepesanycTutb cnyxby NnpueMHnKa KNMeHTa, BbINOSIHUTE crepyowme LencTBmS:
a. BeibepuTte Myck > ApMUHUCTpUpOBaHUue > Cnyx6bl.
b. Baxkabl WwWenkH1Te No cny>kbe NpueMHnKa KmeHTa.
c. WenkHuTte no 3anyck n OK.

MHdopmauma, cBa3aHHasA ¢ JaHHOM
YcTpaHeHue npobnem pacnMcaHunin KIIMEHTOB

N3MeHeHue naponei
Ecnun napoJib oNa KJIMEHTCKOro ysnaa Uin ID AAMNHUCTPATOPa OKaXXeTCd NoTepAaH nniun 3a6bIT, Bbl MOXXeTe
nepeycrtaHOBUTb NapoJib. Ecnu 6y,£|,eT npeanpmHATO HECKOJIbKO NMOMbITOK MONY4YNUTb OOCTYN K CUCTEME C
NCNonb30BaHNEM HENMPaBWU/IbHOIO NMNaposid, 3TO MOXXET NPUBECTU K 6ﬂ0KMpOBKe KNIMEeHTCKOro y3na niun ID
aAMUHUCTPaTopa. Bbl MOXkeTe BbINOSIHUTDb pan waros, yTOOBbI YCTPaAHUTb 3TY r|p06neMy.

Mpouenypa
Y706kl yCTPaHWUTL OWNBKM Naponen, BbINOHUTE OAHO M3 CNenyoLWwmnX OencTBUi:

- Ecnu knneHt pe3epBHOro KonnpoBaHNA N apXMBNPOBaHNA YCTAaHOB/1EH Ha KNIMEHTCKOM Yy3J1€e, a
naposib 6bin noTepaH nnn 3a6bIT, BbIMO/IHUTE cnegyoume warnu:

1. CreHepupyiTe HOBbI Naposb, BBeas komaHay UPDATE NODE:

update node umsa_ysna
Hoswili_naponb forcepwreset=yes

roe ums_ysaa - aTo KJINEHTCKUM y3en, a HOBbla_I’lapOﬂb - 3TO NapoJib, KOTOprVI Bbl HA3Ha4YaeTe.

2. MpounHdopMupynTe Bragenbla KNMeHTCKoro yana ob nameHeHHoM napone. Korga Bnagenet,
KJTMEHTCKOrO y3/a BXOOMT B CUCTEMY C UCMOJSIb30BaHMEM YKa3aHHOIO Naposis, HOBbIN MNaposib
reHepupyeTcs aBTOMaTMYECKM. 3TOT NAposb HEM3BECTEH NONb30BaTENAM, UTOD No3BoONsEeT
caoenaTb 3awmnTy 6onee cTporom.

CoBeT: [1aponb reHepupyeTcs aBTOMATUYECKM, €CNN Bbl PaHee 3a4anu gns onumm
passwordaccess 3HaueHune generate B halisie onumn KIMeHTa.
- Ecnu AAMUHNCTPATOP OKaXKeTCqd 3a6J'IOKI/IpOBaH n3-3a np06neM, CBA3aHHbIX C MaponeMm, BbINONTHUTE
cnepyoLime waru:

1. Ytobbl 0becneunTb aAMUHUCTPATOPY JOCTYN K cepBepy, BBeamTe komaHay UNLOCK ADMIN.
NHcTpykumm cmoTpuTe B pasgene UNLOCK ADMIN (pa3bnokupoBaHue aiMUHUCTPATOPA).

YacTb 4. YnpaBneHue onepaunsimm gas AUCKOBOrro peleHus ¢ ogHon nnowankon 107


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.0/tshoot/r_pdg_clisched.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_admin_unlock.html

2. 3agaliTe HOBbIW Maposb, Mcnonb3ysa komaHay UPDATE ADMIN:

update admin umsa_admuHucmpamopa
HosbIli_naposib
forcepwreset=yes

roe UMﬂ_aaMUHUCTpCITOpa - 3TO UMA agMUHNCTPATOP3, a HOBbla_napOﬂb - 3TO NapoJib, KOTOprVI Bbl
Ha3HayaeTe.

«  ECnu KNMeHTCKUn y3en 33.6J'IOKI/I|DOBaH, BbIMO/IHUTE cnegyouwme warnu:

1. OnpegenuTe, NOYEMY KIIMEHTCKMIA y3en 3abnoKMpoBaH 1 HYXXHO Nn ero pasbriokmMpoBathb.
Hanpumep, ecnun KNMEeHTCKUIA y3en oKaXeTcs CnucaH, OH yaanseTcs U3 Npon3BoaCcTBEHHON cpebl.
Ob6paTnTb onepaumto CNMCaHNS HeNb3s, U KNMEHTCKUIA y3en oCTaHeTCst 3ab10KMpPOBaHHbIM.
KnneHTCKUI y3en TakyKe MOXeT oKa3aTbCs 3ab/10KMPOBaHHbIM, eCNW AaHHbIE KNIMeHTa SBASTCS
NpeaMeToOM HPUANYECKOrO N3yUYeHus.

2. Ecnu BaM Hy»XHO pa3bnoknpoBaTb KIMEHTCKUI y3en, ncnonb3ynte komaHay UNLOCK NODE.
NHcTpyKumm cmoTpuTe B pasgene UNLOCK NODE (PasbnokupoBaTb KITMEHTCKUIA y3en).

3. CreHepupymnTe HOBbIN Naponb, BBeas komaHnoy UPDATE NODE:

update node umsa_ysna
Hosbili_napone forcepwreset=yes

roe ums_y3sJsida 3agaeT uM4a y3na, a HOBbIlj_napOflb - 3TO Naposib, KOTOprIZ Bbl Ha3Ha4aeTe.

4, MponHhopMnpyiTe BNaaenbLa KNMEHTCKOro y3na o6 nsmeHeHHom napone. Korga snagenel,
K/TMEHTCKOro y3na BX0AMT B CUCTEMY C UCMOJSIb30BaHWEM YKAa3aHHOrO Naposid, HOBbIN Naposib
reHepupyeTcs aBToMaTUYeCKM. ITOT Naposib HEM3BECTEH NoNb3oBaTeNsaM, UTob nossonaeT
coenatb 3awmTy 6onee cTporomn.

CoserT: Maposib reHepmpyeTcs aBTOMaTUUYECKM, eCnu Bbl paHee 3a4asv 418 onumm
passwordaccess 3HaueHve generate B thaisie onNumin KINeHTa.

N3MeHeHMe 06beMa pe3epBHOro KONMPOBaHUA KIMEHTAa

MNpwn HacTpoKKe onepawunn pe3epBHOro KOMMPOBaHUS KIMEHTA NPeanoYTUTENbHOM NPaKTUKON aBNsSeTCs
NCKtoUueHne 06beKTOB, KOTOPbIEe BaM He TpebytoTcsa. Hanpumep, 06bIMHO MMEET CMbICT UCKITHUNTD U3
onepaumn pe3epBHOro KONMpPOBaHNSA BPEMEHHbIE (hansbl.

06 3ToM 3apaue

McknioueHme HeHYXXHbIX 0OOGbEKTOB U3 ornepaL i pe3epBHOIro KONMPOBaHMWS NMO3BONSET fiydlle
KOHTPONIMpOBaTb 06bEM NMPOCTPaAHCTBA XPaHEHWS, He0BX0AMMOro Ang onepaLuii pe3epBHOro
KOMMPOBaHWS, a TaK)XXe pPacxodbl Ha XpaHeHWe. B 3aBMCMMOCTM OT BalLEero nakeTa nLEH3MpoBaHWs BaMm,
BO3MOXHO, TaK)Xe YAaCTCA OrpaHUUNTb PACXOfbl, CBA3AHHbIE C IMLEH3MPOBAHNEM.

Mpouenypa

To, KaK Bbl U3MeHsieTe MacluTab onepawmii No pe3epBHOMY KOMMPOBAHUIO, 3aBUCUT OT NPOOYKTA,
YCTaHOBIEHHOMO Ha K/TMEHTCKOM y3ne:

« [1na KnueHTa pe3epBHOro KOMMPOBAHUS U apPXMBUPOBAHMS MOXHO CO34aTb CMIUCOK BKIIHOYEHUSI-
NCKITtoUeHMs, YTobbl BKAOUNTD haisibl, rpynnbl haisioB UM KaTasioru B onepauumn pesepBHoro
KOMUPOBAHMSA UM UCKITIOUNTb UX 13 3TUX onepaumii. YTobbl co34aTh CNMCOK BKIOUEHMS-
NCKIIOYEHUSA, CNeQynTe NHCTPYKLUMaM B pasgene Co3gaHume cnucka include-exclude.

YT106bI 06ECMEUNTb HEMPOTUBOPEUMBOE UCMOJ/Ib30BaHME CMMCKA BKIIFOUEHUSA-UCK/IIOYEHNS ANa BCeX
KMEHTOB OAHOro TUMNa, MOXHO CO34aTb Ha cepBepe Habop onuMin KNMEHTa, CoaepXKallni
HeobxogMMble onumn. 3aTeM Bbl HadHavaeTe Habop onNuKUi KIIMEeHTa KaXXa0My U3 KITMEHTOB TOr0 Xe
TMna. [lonosIHUTeNbHbIE CBeAeHUS CMOTPUTE B pasgene YnpasfieHne onepaunsmMm KinmeHTa yepes
Habopbl ONUMIA KNUEHTOB.

« NS KNIMeHTa pe3epBHOro KOMMPOBAHMWS U apXMBMPOBaHNS MOXHO 3aaTb 06bEeKTbI B onepauum
MHKPEMEHTHOro pe3epBHOM0 KONUPOBaHUS, cnosnb3ys onuuto domain. Cnenyinte MHCTPYKUMSIM B
paspgene Domain, onuus.
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http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_node_unlock.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/t_cfg_crtinclexcl.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.admin/t_define_client_optsets.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.admin/t_define_client_optsets.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/client/r_opt_domain.html

« B cnyvae gpyrux npoayKToB, YTobbl yKasaTb, Kakme 06beKTbl BKITHOYAOTCS B ONepaLuy pe3epBHOro
KOMMPOBAHWS, a KaKne - UCKITIYaloTCs U3 3TUX onepaLmin, cneaynTe MHCTPYKLUMSAM B AOKYMEHTauum

Mo NPOAYKTY.

YnpaBneHue 06HOBNIEHUAMMU KJIMEHTOB

Korpa nosiBMTCS NakeT UCMpPaBieHUn Uy MPOMEXKyTOUHOE UCTPaBAeHMe OJ1s KIIMEHTa, Bbl CMOXKeTe
0OHOBWTb KJIMEHT, YTOObI BOCMO/b30BaTLCA NPEMMYLLECTBAMM B yNyUlleHHOM npoaykTe. CepBepsbl 1
K/TMEHTbI MOXHO OBHOBNSTH B pa3HOE BPEMS, M OHU MOTYT HAXOAUTLCA Ha Pa3HbIX YPOBHSAX (C
HEKOTOPbIMY OrPaHUYEHNSMU).

Mpe>xpe yeM HauvaTb

1. MpouTtute TPeboBaHNS K COBMECTMMOCTHM KIIMEHTOB/CEPBEPOB B pasaene 3aMmeyaHuns o
coBMecTMMOCTM 1 0bHoBneHnn IBM Spectrum Protect . Ecnu Balle pelieHmne BKO4YaeT B cebs
cepBepbl NN KNneHTbl ¢ 6onee paHHUM ypoBHEM BepcuK, yem V7.1, cMOTpUTEe pekoMeHaaLmm, 4tobbl
ybenunTbCs, UTO onepaumm pe3epBHOro KOMMPOBAHMWSA M apXMBMPOBAHUSA KNIMeHTa He ByayT HapyLeHbI.

2. Y3HanTe o TpeboBaHMSX K CUCTEME ANS KIMEeHTa B pasgene MognepnBaeMble onepaLnoHHble
cuctembl gnsa IBM Spectrum Protect.

3. Ecnu pelueHve COOePUT areHTbl XpaHeH s unn 6ubnmnoTeyHble KNMeHTbl, 03HAKOMbTECh C
NHhopMaLMelt 0 COBMECTUMOCTU areHTOB XpaHeH s 1 BMbNnoTeUHbIX KIIMEHTOB C CepBepamu,
CKOH(MIypnpoBaHHbIMUN B KavecTBe MeHeaxepoB 6nbnumotek. CMoTpute pasgen CoBMecTMMOCTb
areHTa xpaHeHus 1 bubnnoTevHoro knmeHTa ¢ cepeepom IBM Spectrum Protect .

Ecnu Bbl cobupaeTecb 06HOBUTL MeHemxepa 6ubnnoTek n GMbNMOTEUHbIN KIIMEHT, CHavana HyxHo
06HOBUTbL MeHemxepa bubnnoTek.

Mpouepypa
[lna 06HOBNEHMSA NPOrPAMMHOro 06ecneyeHns BbINOMHUTE MHCTPYKLMK, MEPeUnCIeHHbIe B CreayoLLen
Tabnuue.

NMporpamMmma CcblIKa Ha MHCTPYKL MK

KnueHT pesepsHoro « MnaHupoBaHve 06HOBIEHNI KIIMEHTOB

KONMPOBaHUS U apXMBUPOBAHUSA
IBM Spectrum Protect

IBM Spectrum Protect Snapshot  [. ycranoska u o6HoBReHue IBM Spectrum Protect Snapshot for UNIX and
Linux

» YcTaHoBKa 1 obHoBneHne IBM Spectrum Protect Snapshot for VMware

 YctaHoBKa 1 o6HoBneHve IBM Spectrum Protect Snapshot for Windows

IBM Spectrum Protect for « O6HoBneHue Data Protection for SQL Server
Databases

« YctaHoBka Data Protection for Oracle

« YcTaHOBKa, 06bHOBNeHMe 1 nepeHacTporka IBM Spectrum Protect for
Mail: Data Protection for Microsoft Exchange Server

IBM Sp_ectrum Protect for . « O6HoBneHmne IBM Spectrum Protect for Enterprise Resource Planning:
Enterprise Resource Planning Data Protection for SAP for Db2

« O6HoBneHue IBM Spectrum Protect for Enterprise Resource Planning;:
Data Protection for SAP for Oracle
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https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/pages/node/84861
https://www.ibm.com/support/pages/node/84861
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/98083
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.admin/t_deploy_baclient.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.4/fcm.unx/t_protect_fcmul.html
http://www.ibm.com/support/knowledgecenter/SS36V9_4.1.6/fcm.vmware/t_fvm_ins_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERFV_8.1.7/fcm.win/c_fcm_installing.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.7/db.sql/t_dpsql_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSER7G_8.1.0/db.orc/t_dporc_installing.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.db2/t_dperp_d_install_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.db2/t_dperp_d_install_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.orc/t_dperp_o_install_upgrade.html
http://www.ibm.com/support/knowledgecenter/SSER83_8.1.4/erp.orc/t_dperp_o_install_upgrade.html

Mporpamma

CCbIJIKA HA MHCTPYKLUK

IBM Spectrum Protect for Mail

YcTtaHoBka Data Protection for IBM Domino B cucteme UNIX, AIX unu
Linux (V7.1.0)

YctaHoBKa Data Protection for IBM Domino B cucteme Windows (V7.1.0)

YcTaHoBKa, 06HOBNEHNe 1 nepeHacTporika IBM Spectrum Protect for
Mail: Data Protection for Microsoft Exchange Server

IBM Spectrum Protect for Virtual
Environments

YcTaHoBKa 1 obHoBneHue Data Protection for VMware

YcTtaHoBka 1 obHoBneHue Data Protection for Microsoft Hyper-V

CnucaHue KJIMEHTCKOro y3na

Ecnu knueHTckuin y3en 6onblue He TpebyeTcs, MOXKHO 3anyCTUTb MNPOLLECC A8 ero yaaneHus ns
nNpoM3BOACTBEHHOW cpebl. Hanpumep, ecnu pabovasa cTaHUUSA NPpoM3BOAMIA Pe3epBHOE KONMpoBaHue
DaHHbIX Ha cepBep IBM Spectrum Protect, Ho pabouyas ctaHums 6onblie He ucnonb3ayeTtcs, pabouyto
CTaHLMIO MOXHO cnncaThb (BbIBECTU U3 MCMOMb30BaHMSA).

06 3ToM 3apaue

Mpu 3anycke npouecca cnmucaHus cepBep 6/0KMPYeT KIIMEHTCKUIA y3en, YTobbl moMeLaTb eMy NoyYnTb
JocTyn k cepBepy. dannbl, NpYHAANEKaWMe KIMEHTCKOMY Y3y, MOCTENEeHHO YAANSOTCS, U 3aTeM
yOANAeTCs KNMEeHTCKUI y3es. MOXHO cnvcaTthb crepytowme TUMbl KITMEHTCKMX Y3/10B:

KnueHTckue y3nbl NpuoXKeHus
K KNMEHTCKMM y31aM NPUNoXeHUI OTHOCATCS CepBepPbl 3NIEKTPOHHOM NoYThl, 6a3bl 4aHHbIX 1 opyrue
npunoXexHus. Hanpumep, KIIMEHTCKUM Y3/10M NPUIOXeEHMS MOXET BbITb Ntoboe 13 cnepyroLmx

NMPUNOXEHNN:

« IBM Spectrum Protect Snapshot

« IBM Spectrum Protect for Databases

« IBM Spectrum Protect for Enterprise Resource Planning

« IBM Spectrum Protect for Mail

« IBM Spectrum Protect for Virtual Environments

KnueHTcKue y3nbl KOMMNbIOTEPOB
B uncno KNMEHTCKMX Y310B KOMMbIOTEPOB BXOOAT pa60L|V|e CTaHUWMK, cepBepbl d)aVIHOB NAS un

KnuneHTbl API.

KnueHTCcKMe y3/bl BUPTYaJIbHbIX MALUWH
KAneHTCKMe y3nbl BUPTYasibHbIX MALLUVH NPEeACTaBA0T COO0M OTAENbHbIE XOCTbI-FrOCTU B
runepsusope. Kaxkaaa BUpTyanbHas MalvHa npeacTaBieHa Kak anioBoe npocTpaHCcTBo.

Orpal-lw-lel-me: Henb3s cnncatb KNMEHTCKUIA y3en 06BbEKTOB.

MpOCTEeNLINIA METOL, CMIMCAHUS KIIMEHTCKOrO y3/1a 3aK/to4aeTcs B TOM, UTobbl Mcnonb3oBaTthb LieHTp
onepaumit. Npouecc cnucaHus BbinosHAEeTCs B POHOBOM pexume. ECnv KIMEHT CKOHUIypUpoBaH Ans
pennvKaumm JaHHbIX KIMeHTa, LleHTp onepauuii, npexae YeM cnvcaTtb KITMEHT, aBTOMaTUUYECKW yaanuT
K/TMEHT M3 penivkauumn Ha UCXO4HOM U LieJIeBOM cepBepax pennKauum.

CogerT: JInbo MOXKHO cnuncaTb KMEeHTCKUI y3en, BBeas komaHay DECOMMISSION NODE wnu
DECOMMISSION VM. Bbl MOXeTe cuecTb LeniecoobpasHbiM MCMNOMb30BaTh 3TOT METOS, B CleAyoLLINX

cny4yaax:

* YT0b6bI 3anjlaHnpoBaTb npouecc CnmcaHma Ha 6y,u,yu.|,ee M BbINOJTHUTb pPaa KOMaHA4, NCNoJ1b3yA
cu,eHaleZ, 3afalTe BbIMOJIHEHNE npouecca cnmcaHna B (pOHOBOM pexunme.

» YT0ObI NPON3BOAMTL MOHUTOPUHT NpoLecca CMMCaHNa C LeNbio OTNaaKuW, 3a4anTe BbiMoSIHEHME
npouecca cnucaHus B hOHOBOM pexkuMme. ECnu Bbl 3anyCcTUTE NPOLLECC B aKTUBHOM pexuMme, BaM
NpUOeTCA OOXOATbCA 3aBEpPLUEHNS NpoLecca, NpeXae YeM Bbl CMOXETe NepenTy K ApyruM 3agaqam.
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http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.unx.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSTG2D_7.1.0/com.ibm.itsm.mail.dom.win.doc/concept_dominstall.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERBW_8.1.4/mail.exc/t_dpexc_install_ovr.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.9/ve.inst/t_ve_installing.html
http://www.ibm.com/support/knowledgecenter/SSERB6_8.1.9/ve.hv/c_ve_hv_inst_plan.html

Mpouepypa
BbinonHUTE 0QHO M3 CNneayroWwmx AeNCTBUN.

« YT10bbl CNKCaTb KIMEHT B (DOHOBOM pexume, ncnonb3ys LLeHTp onepaumit, BbINONHUTE cnepytowme
nencTeung:

a) Ha cTpaHuue 0630p ona KoMnoHeHTa LleHTp onepaunit WwenkHute no KnueHTbl 1 Bbibepute
KIINEHT.

b) BbibepuTe Ewge > Cnucartb.

L L‘|T06bl CnucaTb KJIMEHTCKUM y3en, Ncnojib3yda KoMaHay agMUHUCTPUPOBaHUA, BbINOJTHATE O4HO U3
Cnepyrwmx 0encTBUN:

— YT106bl CNMcaTb KNNMEHTCKUE y3Nbl MPUNOXEHWI NN CUCTEMHbIE KJTUEHTCKME Y3/1bl B (POHOBOM
pexume, eeeante komaHay DECOMMISSION NODE. Hanpumep, ecnv MMS KIIMEHTCKOro y3na -
AUSTIN, BBeguTe cnenyoLyto KOMaHay:

decommission node austin

— Y106kl CNMCaTb KNNMEHTCKUE Y3Mbl MPUNOXEHWI NN CUCTEMHbIE KJTUEHTCKME Y3/1bl B aKTUBHOM
pexume, BBeante koMaHay DECOMMISSION NODE v 3apanTe napameTp wait=yes. Hanpumep,
ecnu uma knueHTckoro y3na - AUSTIN, BBeauTe criegyroLyo KOMaHay:

decommission node austin wait=yes

— YT106bI CNMCaTb BUPTYasibHYO MallKHy B )OHOBOM pexunme, BBegmTe komaHay DECOMMISSION VM.
Hanpumep, ecnu nms BupTyanbHon MawmHel - AUSTIN, harnoBoe npocTpaHCTBO - 7, a MM«
(hannoBoro NpocTpaHCcTBa 3a4aH0 ¢ noMowbio ID halninoBOro NnpoCTpaHCTBa, BBEAUTE CIEAYIOLLYHO
KOMaHAy:

decommission vm austin 7 nametype=fsid

Ecnv uMsa BUPTyanbHOWM MallWHbl COAEPXUT OAMH UM HECKOJIbKO NPOo6enoB, 3aK14mnTe UMA B
LBOViHble KaBblukW. Hanpumep:

decommission vm "austin 2" 7 nametype=fsid

— YT06bI CNNCATb BUPTYasNbHY0 MalnHY B aKTUBHOM pexuMme, BBeanTe koMaHay DECOMMISSION VM
1 3apanTe napameTp wait=yes. Hanpumep, BBeanTe CreayoLLyo KOMaHay:

decommission vm austin 7 nametype=fsid wait=yes

Ecnv uma BUPTYyasibHOW MallWHbl COOEPXUT OAUH MU HECKONbKO Npobenos, 3aKounTe nmMa B
[BOMHbIE KaBbluKu. Hanpumep:

decommission vm "austin 2" 7 nametype=fsid wait=yes

JanbHenwue gencrema

Cnepgute 3a coobuweHmamm 06 owmbkax, KOTOpPbI€ MOTYT NOABUTbLCA B M0OJIb30BaTEJ/IbCKOM MHTequeVlce
WUNN B BbIXOOQHOM VIH(DOpMaLI,VIVI KOMaHAbl Cpa3y nocine 3anyckKa npouecca.

MOXKHO NPOBEpPUTb, CNUCAH NN KIIMEHTCKUI y3€en:
1. LenkHuTe Ha cTpaHuue 0630p B KoMMNoHeHTe LLeHTp onepaunit no KnueHTsl.
2. B Tabnuue KnuneHTbl npoBepbTe COCTOsIHME B cTonbue MNopa yrpo3oi:

« CoctosiHne DECOMMISSIONED (CnuncaH) ykasblBaeT, YTO y3es Cru1caH.
« HyneBoe 3HaueHue yKasblBaeT, YTO y3€es He Cr1CaH.

« CocTtosiHne PENDING (OTnoeHo) ykasbiBaeT, UTo y3€e/ CNUCbIBAETCS UK NPOLLECC CNMcaHns
3aBepLUNCS HeYOAuHO.
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CoBeT: Ecnu Bbl XOTUTE ONpeaenTb COCTOAHNE OTIOXEHHOMo NpoL,ecca CNucaHus, BBeauTe
CnenyioLLyo KoMaHIy:

query process

3. O3HaKoOMbTEChH C BbIBOAOM KOMaHbl:

« Ecnun ykasaHo cocTosiHMe ong npouecca CnucaHumsd, Npouecc BbinonHgeTcs. Hanpumep:

query process

Homep OnucaHne npouecca CocTosiHMe npouecca
Yucno

3 DECOMMISSION NODE Number of backup objects deactivated
for node NODE1: 8 objects deactivated.

« Ecnv onga npouecca cnMcaHmsa HUKAKOro COCTOSIHUS He YKa3aHOo U Bbl HE MOJIy4Ynnm coobuweHunsa ob
owunbke, npouecc He 3aBepLueH. lNMpouecc MoxeT 6bITb He 3aBepuieH, ecnum (paplﬂbl, CBA3aHHbIe C
Y3J10M, ellle He feaKTUBMpoOBaHbl. [locne feaktneaumm cbaﬂnos CHOBa 3anycTtuTe npouecc
CnncaHund.

« Ecnun Ona npouecca CnmcaHna HUKaKoro CoOCToaHMA He YKa3aHOo M Bbl nony4vnnu COO6LLI,€HI/IFI 06
owmnbKe, 3TO 03HAYAET, YTO MPOLLECC 3aBepLIMICA HeyaauHo. Ewe pas 3anyctute npouecc
CNnUcaHm4d.

CoBeT: Y1066l COPOCUTbL COCTOSIHME y3N1a UK BUPTYaNIbHOM MaLlMHbI, KOTOpble Bbln paHee CnvcaHsl,
MCNOJIb3yNTe CNepyoLlme agMMHUCTPATUBHbIE KOMAHbI:

» YT06bI COPOCUTL COCTOSIHWNE Y351a, KOTOPbIN BbIN paHee cnucaH 13 NPoOM3BOACTBEHHOM cpenbl Npu
nomow komaHgbl DECOMMISSION NODE, vcnonb3syiite komaHoy RECOMMISSION NODE.

e Y106bI COHPOCUTBL COCTOSAHMNE (DaIOBOrO NMPOCTPAHCTBA BUPTYalbHOM MallWHbI, KOTOpoe bbifo paHee
CcnmMcaHo 13 NPOM3BOACTBEHHOM cpepbl Npy nomolm koMmaHasl DECOMMISSION VM, ncnonbsynte
komaHgy RECOMMISSION VM.

MHdopmaumsa, cBa3aHHasA ¢ JaHHOM
DECOMMISSION NODE (CnucaTb KNMEHTCKMI y3en)
DECOMMISSION VM (CnucaTb BUPTYasibHYO MaLLVHY)

[deakTuBauusa AaHHbIX A9 BbICBO60>KA,EeHNA NPOCTPAHCTBA XPaHEHUs

B HeKOTOPbLIX Cy4Yasx MOXXHO OeaKTMBMPOBaTb daHHble, XpaHswmecs Ha cepBepe IBM Spectrum Protect.
Korpga Bbl 3anycTuTe npouecc AeakTMBaLuum, BCe pe3epBHble KOMUM AaHHbIX, COXPaHEHHbIE A0
YKa3aHHOW AaThbl ¥ BPEMEHWU, OEaKTUBUPYOTCA 1 ByayT yaaneHbl, KOraa UCTeUeT CPOK UX OENCTBUS.
TakuM cnocobom MOKHO BbICBOBOANTL NPOCTPAHCTBO HA CepBepe.

06 31Ol 3apaue

HekoTopble KNIMEHTbI I'IpVIJ'IO)KGHVIVI BCerga CoXpaHaT AaHHble Ha CepBepe KakK aKTUBHbIE pe3epBHble
KoM faHHbIX. [TOCKONbKY aKTUBHbIE pe3epBHble KOMUKU AaHHbIX HE YNPaBAAKTCA NOIUTUKAMM
yCTapeBaHNd nepeyHd, oaHHble He yOaNaiTCA aBTOMaTU4YeCKn, U cepBepHaa CUCTeMa XpaHeHn4da
ncrnonb3yeTca oo 6eckoHeuHocTU. YTobbl BbICBOHOAUTD NMPOCTPaHCTBO XpPaHEeHNd, UCnonb3yemoe
yCTapeBWMMN OaHHbIMW, MOXXHO 0EaKTUBUPOBATb AaHHbIE.

Korpa Bbl 3anyckaeTe NpoLuecc geakTMBaLuum, BCe aKkTUBHbIE pe3epBHbIE KOMUKU LaHHbIX, COXPAHEHHbIE
00 YKa3aHHOW gaTbl, CTaHYT HEAKTUBHbIMU. [laHHble ByayT yaaneHbl No Mepe NCTEYEHUS CPpoKa UX
XPaHEeHMS, U BOCCTAHOBUTb X byneT Henb3a. OyHKLMS AeaKTUBaLLMN NPUMEHAETCS TONbKO K KIMEHTam
NPUNOXEHM, KOTOpPble 3awmwatoT 6asbl gaHHbIX Oracle.

Mpouenypa
1. Ha cTpaHuue 0630pa B KOMMNOHeHTe LieHTp onepaunin wenkHute no KnueHTsbl.
2. B Tabnuue KnneHTbl BoIbepuTe OAMH UM HECKOJIbKO KIMEHTOB U WENKHUTE Nno Ewe > OUnCTUTDb.
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MeTop, KOMaHAHOMI CTPOKK: JeakTUBMpYTe AaHHble, Ucnonb3ya komaHoy DEACTIVATE DATA.

UHdopMauumsa, cBa3aHHasA C faHHOM
DEACTIVATE DATA (oeakTuBaumMa OaHHbIX 015 KIMEHTCKOro y31a)

YnpaBnieHue CUCTEMOU XPaHEHUSA J,aHHbIX

YnpaBnsauTte gaHHbiMu 3hekTUBHO 1 fobaBbTEe Ha cepBep NoAAEePXMBAaEMble YCTPOMCTBA U HOCUTENN,
4YTOBbI XPaHUTb faHHbIE KIMEHTA.
Related information

Tvnbl NyI0B XpaHeHs!

AyauT KOHTEeHepa nyna XpaHeHusa

MpousBenuTe ayouT nyna XpaHeHUss KOHTeHepa, YToObl NPOBEPUTDL, HET JIN NPOTUBOPEUUIN MeXAY
HopMaumen B 6ase flaHHbIX U B KOHTENHEPE B MyJie XpPaHeHs.

06 37Ol 3apaue

Bbl npon3BoanTE ayanT Nys0oB XPaHEHUS KOHTEMHEPOB B CNenyoLWmnX cinyyasax:
 Mpwn BBoae komaHabl QUERY DAMAGED obHapyknBaeTcs owmbka

« CepBep BbIBOAWT Ha 3KPaH COOBLLEHNS O MOBPEXAEHHbBIX 3KCTEHTAX OAHHbIX

« Bawe obopynoBaHue coobuiaeT o npobneme, 1 noasnstoTca coobuieHns ob owmbkax, CBA3aHHbIE C
MysIOM XpaHeHUs KOHTeNnHepa

Mpouepypa

1. YTtobbl NpOM3BECTM ayauT Nysa XpaHeHMs Ha OCHOBE KOHTeNHepoB, BBeauTe koMmaHay AUDIT
CONTAINER.

HanpvmMep, BBEAMTE CedyoLyto KOMaHAay, YTobbl NPOM3BECTN ayauT KOHTEHepa,
000000OOOO0EO76¢C.dct:

audit container c:\tsm-storage\07\000000000000076c.dct

2. MpouTtnTe BbixogHble faHHble coobueHns ANR4891I, uTobbl NONYyUNTb MHOPMALNIO O BCEX
MOBPEXAEHHbIX 3KCTEHTaX AaHHbIX.

Aan bHellne p,eﬁcmvm

Mpwn obHapyxeHnn Npobnem c NysoM XpaHEHUS KOHTEHEPA Bbl MOXETe BOCCTAHOBUTb JaHHble Ha
OCHOBe Balen KoHhurypaumn. Beeante komaHgy AUDIT CONTAINER v 3apalite nMs KOHTENHepa.
MHdopmMauus, cBA3aHHaA C AAHHOM

AUDIT CONTAINER (MNpoBepka HeENPOTMBOPEYMBOCTU copepallencs B 6ase faHHbIX MHOpMaLMUM O
nysie XpaHeHNs KaTasora-KoOHTeNHepa)

QUERY DAMAGED (3anpocuTb noBpexaeHHble AaHHble B Ny/ie XpaHeHMs KaTanoroB-KOHTEMHEPOB NN B
06,1a4HO-KOHTENHEPHOM Myfe XpaHeHus1)

anaBneHue €eMKOCTbIO NepeyHsa

YnpaBnante eMKocTbto 6a3bl 4aHHbIX, aKTUBHOIO KYPHaIa 1 apXMBHbIX XXYPHAN0B, YTobbl pasmep
nepeyHs onpepensncs oJis 3ajay Ha OCHOBE COCTOSIHUM KYPHAOB.

Before you begin

Y aKTMBHOIO 1 apXMBHOIO XYPHasI0B €CTb CllefytoLme 0COBeHHOCTH:

YnpaBreHne CUCTEMOM XpPaHEHNS AaHHbIX 113


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_data_deactivate.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.admin/r_stgpools_compare.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_container_audit.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_container_audit.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_damaged_query.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.reference/r_cmd_damaged_query.html

« MakcuManbHbI pa3Mep aKTUBHOIO XypHana paBeH 512 I'b. bonee noapobHyto nHdopMaumio o
pasmMepax akTMBHOIO XypHana a1 Ballel CMCTeMbl CMOTpUTE B pasgerne NnaHMpoBaHUe Macc/BOB
XpaHeHus.

« PasMep apXxMBHOrO XypHana orpaH14eH pasMepom haiioBOM CUCTEMbI, B KOTOPOW OH YCTaHOBJIEH.
Pasmep apx1MBHOrO xypHana He NoALepKMBaeTCs Ha 3apaHee 3aaHHOM YPOBHe, KakK B Cliyvae
AKTUBHOrO XypHana. ApxvBHble hansbl XXypHaI0B aBTOMATUYECKN yOaNaTCs, KOraa OHM CTaHOBATCS
6onbLUe He HYXHbI.

(Heobsa3aTenbHo) Jlyylue Bcero co3natb apXmMBHbBIN XYpPHa OTKa30yCTOMYMBOCTH, YTOObI COXPaHATb
thannbl apxMBHOrO XypHana npu NnepenosiHEHNN KaTanora apxXmMBHbIX XKYPHaIoB.

MpoBepbTe LleHTp onepaumii, 4Tobbl ONpenennTb, Kako KOMMNOHEHT NepeyHs nepenonHsetcs. MNpexae
YeM yBeNnYMBaTb pasMep OLHOI0 N3 KOMMOHEHTOB nepeyHs, ybegutech, YTobbl Bbl OCTAaHOBMWAN CEpPBEP.

Procedure
«  YT106bI yBENNUYUTL pasmep basbl AaHHbIX, BbINOHUTE CeayoLLMe Waru:

« Co3pgaiiTe OQMH UM HECKOMbKO KaTasloros 418 6a3bl JaHHbIX Ha OTAENbHbIX HAKONMUTENAX UK B
(haiioBbIX cUCTEMAX.

- Beepute komanay EXTEND DBSPACE, utobbl 0,06aBUTb KaTanor uim Katanorun k 6ase gaHHbIX.
KaTanoru pomkHbl 6bITb [OCTYMHbI Ans ID nonb3oBaTens ak3eMnisapa MeHegxepa 6asbl JaHHbIX.
Mo yMonyaHu1Io faHHble NepepacnpenenstoTcs no Bcem KaTasioram 6asbl AaHHbIX M MPOCTPAHCTBO
ocBoboxpaeTcs.

CoBeTbl:

- Bpemsi, HeobxoanMoe A5 NoJIHOro NnepepacnpeneneHmns AaHHbIX 1 0CBOBOXOeHUS
MPOCTPAHCTBA, M3MEHSAETCS B 3aBUCMMOCTM OT pasMepa Balwen 6asbl AaHHbIX. Y6enuTtech, 4To
3TO yYTEHO NP NIAHUPOBAHUMN.

- YbepuTech, YTO pa3Mep yKasaHHbIX KaTasloroB COBMNagaeT C pa3sMepoM CyLLEeCTBYOLWMNX
KaTanoros, UTobbl 06ecneunTb CorflacoBaHHYyO cTerneHb napassaennsma os onepaumii 6assl
OaHHbIX. Ecnv oouH nnu 6onee katanoros Ans 6a3bl faHHbIX OKaXYTCA MEHbLUE APYruX, 3TO
YMEHbLUT ONTUMU3MPOBAHHOE NapasnnesbHoe ynpexaatoliee utTeHne u pacnpeaeneHme 6assol
OaHHbIX.

« OcTtaHoBUTE U nepesanyctuTte cepeep aad noJIHOro NCnoJib30BaHNA HOBbIX KaTaJ10roB.

« Ecnu notpebyeTcs, ncnpaebTe 6a3y gaHHbIX. PeopraHmsauma nHgexkca n tabnuu gna 6assl JaHHbIX
cepBepa MOXeT NOMoYb M3bexaTb HeOXMOAHHbIX NPobneM, CBA3aHHbIX C pOCTOM H6a3bl faHHbIX U
NPOM3BOANTENBHOCTBH. [LONONHUTENBHYO MH(OPMALLMIO O peopraHu3aunm 6asbl faHHbIX
cMoTpuTe B PaspelleHne 1 npegoTepalleHmne npobnem, cBa3aHHbIX C pocToM 6a3bl faHHbIX U
CHUXEHHOW nponsBoanTenbHocTbo B Tivoli Storage Manager V7.1.1.200 v 6onee no3gHux
cepBepax.

e Y706bI yMEHBLWNTL pa3mep 6asbl faHHbIX Ang cepeepos V7.1 n HOBee, BBeAuMTe CleayoLlmne KOMaHabl
IBM Db2 n3 kaTanora aksemnnspa cepeepa:

Restriction: KomaHzbl MOryT yBENMYMTL YXCI0 ONepaLmii BBOAA-BbIBOAA W NOBUATH Ha
NPOM3BOANTENBHOCTb cepBepa. YTobbl cBECTU K MUHMMYMY NpobnemMbl NPOU3BOAUTENBHOCTH,
NoL4OXANTe BbINONHEHUS OQHOM KOMaHAbI Nepen BBOAOM cnefytolier komaHabl. KomaHabl Db2
MOXHO BBOAMUTb, KOraa cepsep pabotaert.

db2 connect to tsmdbl

db2 set schema tsmdbl

db2 ALTER TABLESPACE USERSPACE1 REDUCE MAX

db2 ALTER TABLESPACE IDXSPACE1 REDUCE MAX

db2 ALTER TABLESPACE LARGEIDXSPACE1 REDUCE MAX
db2 ALTER TABLESPACE LARGESPACE1 REDUCE MAX

db2 ALTER TABLESPACE REPLTBLSPACE1 REDUCE MAX
db2 ALTER TABLESPACE REPLIDXSPACE1 REDUCE MAX
db2 ALTER TABLESPACE ARCHOBJDATASPACE REDUCE MAX
db2 ALTER TABLESPACE ARCHOBJIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE BACKOBJDATASPACE REDUCE MAX
db2 ALTER TABLESPACE BACKOBJIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE BFABFDATASPACE REDUCE MAX
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db2 ALTER TABLESPACE BFABFIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE BFBFEXTDATASPACE REDUCE MAX
db2 ALTER TABLESPACE BFBFEXTIDXSPACE REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE1 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE1 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE2 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE2 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE3 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE3 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE4 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE4 REDUCE MAX
db2 ALTER TABLESPACE DEDUPTBLSPACE5 REDUCE MAX
db2 ALTER TABLESPACE DEDUPIDXSPACE5 REDUCE MAX

. qTO6HyBeﬂMQMTbMﬂMVMeHbMMTbpa3MepaKTMBHOH)HypHaﬂa,BHHOHHMTGCHEAVDUWEIM&FW

a) YbenumTecs, 4TO B KaTasiore akTMBHOTIO XypHana L0CTaTOUYHO NPOCTPAHCTBA A5 YBENNYEH S
pa3Mepa xypHana. Ecnu cywiecTByeT 3epKanbHas KOMUS XypHana, TaM, FAe OHa HAaXOA4MUTCS, TaKke
LONXHO 6bITb [OCTAaTOMHO MeCTa A/1sl YBENTMUYEHUS pasMepa XypHana.

b) OTkntounTe cepsep.

c) MameHuTe B thaine dsmserv.opt sHaveHune onumn ACTIVELOGSIZE, 3anaB HOBbIN pasmep
aKTMBHOrO XypHana (B merabanTax).

PasMep thanna akTMBHOrO XypHasia OCHOBaH Ha 3HaveHun onunn ACTIVELOGSIZE.
PekomeHgauumn no TpeboBaHMAM k 06beMy NPOCTPAHCTBA NPUBEAEHDI B Cleaytowen Tabnuue:

Table 17. Kak oyeHutb TpeboBaHus K NPOCTPAHCTBY TOMOB U (halisioB

3apesepBupyiiTe 3TOT 06beM CBO60AHOIO
NPOCTPAHCTBA B KaTasore akTUBHOro
YKypHana B f0NoJIHEHME K NPOCTPAHCTBY

3HaueHue onuuu ACTIVELOGSize ACTIVELOGSize.
16T6-128Thb 5120 Mb

129Tb - 256 Th 10240 Mb
257TB-512Thb 20480 Mb

YTobbl UISMEHUTb Pa3Mep aKTUBHOMO XypHana A0 MaKCUMabHOro pasmepa, pasHoro 512 I,
BBEAMTE C/IefyI0LLYI0 CEPBEPHYHO OMNLIMIO:

activelogsize 524288

d) Ecnu Bbl cobrpaeTech UCMNONb30BaTb HOBbIM KaTaslor akTUBHOIO XYypHana, U3MeHuUTe uMs
KaTanora, sagaHHoe cepsepHoi onumern ACTIVELOGDIRECTORY. HoBbi KaTanor aosxeH 6biTb
NycTbIM, M OH A0/XeH bbITb gocTyneH ana ID nonb3oBaTens MeHemxepa 6asbl AaHHbIX.

e) MNepesanycTuTe cepsep.

« [lpousBenuTe CxKaTUe apXUBHBIX XYPHAaIOB, UTOObl yMEHbLIUTL 06beM NPOCTpaHCTBa, He0bX0aMMOro
ON19 XpaHeHus.
PaspeluunTe AMHaAMMUYECKOe CXaTue apXMBHOTO XypHasa criedytollein KoMaHaoon:

setopt archlogcompress yes

Restriction: byabTe BHUMaTeNbHbI, €CNK Bbl paspelaeTe onuuto cepeepa ARCHLOGCOMPRESS Ha
KOMMbIOTEPAX C MOCTOSAHHbIM BbICOKWMM MCMNO/Ib30BaHMEM TOMOB U BbICOKMMU paboumMm Harpyskamu.
PaspelueHne 3Ton onumm B TaKOW Cpefe MOXET MPUBECTM K 3afepiKKaM Npu apxmBmpoBaHun annos
XypHana 13 annoBon CUCTEMbI aKTUBHOIO XypHasa B (halnioByto CUCTEMY apXMBHOIO XypHana.
3agepKa MOXeT NPUBECTU K TOMY, UTO B (haltjlIoBOM CUCTEME aKTUBHOIO XYypHarna He XBaTuUT MecTa.
0Ob69a3aTenbHO BbIMOMHANTE MOHUTOPUHI MPOCTPAHCTBA, AOCTYMHOro B (hanioBOM CUCTEME aKTUBHOIO
XypHana, nocrie paspeLleHns CxaTns apxmBHOro XypHana. Ecnm ncnonesoBaHne hannoBon CUCTEMBI
KaTanora akTMBHOIO XypHana npubnvkaeTcs K npefenbHoOMY, TO 3aNpeTuTe ONnumMio cepeepa
ARCHLOGCOMPRESS. YT0bbl HEMEOIEHHO 3aNpeTuTb CXXaTUe apXMBHOTO XYypHana 6e3 ocTaHOBKM
cepBepa, BBeguTe komaHgy SETOPT.
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Related information

ACTIVELOGSIZE, cepBepHas onums

EXTEND DBSPACE (yBenunyeHune eMKocTh 6a3bl faHHbIX)
SETOPT (3apatb AguHaMmnyeckoe obHOBEHME CEPBEPHON Onummn)

YnpaBsieHue ucnosib3oBaHueM NaMsaTu U npoueccopa

Y6epuTtech, uTobbl Bbl ynpasnseTe TpeboBaHUAMM K NAMSATU U K MCMNOMIb30BaHWUIO NpoLieccopa, Y4Tobbl
CepBep MOT BbINOMHATL Takue NPOLLeCChl AaHHbIX, KaK pe3epBHOe KOMMPOBaHMe U AedynanKaums
OaHHbIX. BbINOMHAS OTAENbHbIE NMPOLECCHI, YYUTbIBANTE UX BAUSHUE HA MPOU3BOAUTENbHOCTb.

Before you begin

« YbeanTech, 4TO B Ballen KOHUIrypaLmMm UCNONb3YHTCA HeobxoaMMble annapaTHble M NPOrPaMMHbIe
cpenctaa. [lononHuTenbHy MHopMaLmio CMOTpUTE B pasaene MNogaepxmBaemble onepaLmoHHble
cuctembl ansa IBM Spectrum Protect.

« [lononHuTenbHyo MHopMauuio ob ynpaeneHun pecypcamm (Hanpumep, 6asa AaHHbIX U XKypHa
BOCCTaHOBJIEHUS)) CMOTpUTe B pasgesie naHMpoBaHMe MacCMBOB XpaHeHus.

« [JobaBbTe HosblLe CUCTEMHON NAMSATH, YTOObI ONPeaennTb, NOBbIWAETCSA 1N NPU 3TOM
NpPoOn3BOANTENbHOCTb. PerynsipHo oTCnexxnBanTe UCNOMb30BaHMe NaMaTK, UTobbl onpenennTb, He
TpebyeTcs NN AONONHMUTENbHAs NaMSThb.

Procedure

1. BoicBoboXKOanTe namsaTb U3 K3awa QJaVIﬂOBOVI CUCTEMDI, €C/TN 3TO BO3MOXHO.

2. lna ynpaBneHns CUCTEMHOM NaMaTbio, UCMONb3yEMOW KaXKabiM CEPBEPOM B CUCTEME, UCNONb3YNTE
onumio DBMEMPERCENT. OrpaHuybTe NPOLEHTHYIO OO0 CUCTEMHOW NaMATH, KOTOPas MOXeT
MCMNONb30BaTbCS MeHeoXepoM Basbl AaHHbIX KaXAoro cepeepa. Ecnm Bce cepBepbl PaBHOLLEHHDI,
ncnonb3ymnTe s BCEX CEPBEPOB OOMHAKOBbIE 3Ha4YeHus. Ecnn oguH cepsep aBnseTcs
NPOM3BOACTBEHHbBIM CEPBEPOM, @ OCTallbHbIE CEPBEPbI ABMAIOTCA TECT-CEpBEpPaMu, 3aganTe ans
NMPON3BOACTBEHHOr0 cepBepa bonee BbICOKOE 3HAYEHNE, YUeM ANs TeCT-CEePBEPOB.

3. 3apanTte gna 6a3bl JaHHbIX NpeaenbHbln 06beM AaHHbIX NoSib30BaTeNs M cOBCTBEHHON NaMATH, UTOObI
He BblpabaTbiBaTb COOCTBEHHYIO NaMATb. Ecnn cobcTBeHHas namMaTb byaeT ncuepnaHa, 3To MoXeT
NPUBOANTL K OLUMOKAM, CHUMKEHMIO NMPON3BOOUTENbHOCTY HUXE ONTUMasIbHOM 1 HeCcTabunbHOCTMW.

ToHKasA HaCTpPoOMKa 3anJlaHUMPOBAHHDbIX onepaLuim

3annaHupyiTe exxefHeBHOe BbIMOSIHEHWE 33434 No 06CyKMBaHUIO, YTObbI ybeanTbes, YTo Bale
pelleHne paboTaeT NpaBubHO. MPon3BOAS TOHKYO HACTPOMKY peLleHus, Bbl MoslydaeTe MaKCMMasbHYHO
oTAauy OT pecypcoB cepBepa 1 athheKTUBHO UCNoNb3yeTe Apyrue hyHKLUMUM, KOTOpble eCTb B BalleM
peLleHnm.

Mpouenypa

1. PerynspHo oTCnexuBanTe NponsBoaANTENIbHOCTb CUCTEMbI, YTOObI yBemTbcs, YTo 3aga4m no
pesepBHOMY KOMMPOBAHMWIO U OBCNYXKMBAHMWIO BbINOMHAOTCS yCNewHo. JonoAHUTENbHYIO
NMHOPMALLMIO O MOHUTOPUHTE CMOTPUTE B paspaene Yactb 3, “MOHMTOPUHT pelleHms ¢ 0gHON

~ 3y

naowankon”, Ha cTp. 63.

2. Ecnu nHhopMaLms MOHMTOPUHIa NokasbiBaeT, YTo paboyas Harpyska cepBepa noBbIAETCs, BaM,
BO3MOXHO, cliefyeT NpoBepuTb MHopMaLMio NNaHMpoBaHus. MpoBepbTe, ABASETCA I EMKOCTb
CUCTEMbI LOCTATOUHOW, B CEAYIOLLMX ClyYasX:

» Y1Cno KNMEHTOB yBENNYMBAETCS
« O6beM faHHbIX, pe3epBHOE KONMpPOoBaHMe KOTOPbIX MPOM3BOAUTCS, BO3pacTaeT
« Bpems, pocTynHoe ons pe3epBHOr0 KONMPOBaHUS, U3MEHSETCS
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3. OnpenenuTe, eCcTb /M B BalleM pelleHnn Npobriemsl, OTPMLATENBHO BMSOLLME HA
NPON3BOOUTENbHOCTD.
MpoBepbTe pacnucaHns KIMEHTOB, UTOBbI BbISCHWUTb, BbINO/HAIOTCA /1N 3a4a4M B TeUeHue
3anaHMPOBAHHOMO Nepuoaa BpeMeHMU:
a. BbibepuTe knneHTa Ha cTpaHuue KnueHTbl LieHTpa onepauuii.
b. lenkHuTe no CeepeHus.

c. Ha cTpaHuLe CBopKa Ha KiMeHTe NpoBepbTe onepauyy Co3paHa pe3epBHasa Konus v
PennuuupoBaH, 4Tobbl BbIIBUTb BCE PUCKMN.
CKOppeKTnpynTe BpeMS 1 4acToTy onepaLmii pe3epBHOro KONnMpoBaHUs KnnMeHTa, ecnu notpebyercs.
4. 3annaHunpynTe LOCTATOYHO BPpEMEHM OJ15 CeayoLmx 3a4ad no obcnyxmBaHmto, 4Tobbl OHW YCNELHO
BbIMOSTHANUCH B TeueHne 24-4acoBoro nepmopga:
a. CospaHune pesepBHOM Konumn 6asbl AaHHbIX
b. 3anyckanTe obpaboTky ycTapeBaHus, YTobbl yoanuTb pe3epBHbIe U apXMBHble Konuu hannos 13
CepBEpPHOWN CUCTEMBI XPaHEHNS.
MHopMaumsa, cBa3aHHasA ¢ faHHOM
Oenynnvkaums gaHHbix (V7.1.1)
Mpon3BOAMTENBHOCTD

3awuTta cepsepa IBM Spectrum Protect

3awunTtuTe cepsep IBM Spectrum Protect 1 faHHble, ynpaBnas AOCTYNOM K CepBepaM U KIIMEHTCKUM
y3nam, wudpya gaHHble 1 obecnevunBas 3allMlLeHHble YPOBHM NpaB AOCTyMna v Naposu.

MoHAaTUA, Kacawwmecs 3alWUTbI

Bbl MoxeTe 3awmTnTb IBM Spectrum Protect oT pUCKOB 3aLMTbI, UCMOJIb3YS NPOTOKOJIbl CBA3W, 3aLLUTY
naponew u NpegocTaBnss aAMMHUCTPATOPaM pasHble YPOBHM JOCTyna.

Transport Layer Security

MoxHOo ncnonb3oBaTtb NpoTokon Secure Sockets Layer (SSL) unu Transport Layer Security (TLS), 4Tobb!
obecneyunTb 3aWUTy TPAHCMOPTHOrO CNnos Ana 6e30nacHoOM CBA3M MEX Y CepBepamMu, KIIMEHTAMU U
areHTamMm xpaHeHus. Ecnv Bbl nepecbiiaeTe AaHHble MeXAyY CEPBEPOM, KITMEHTOM M areHTOM XpaHeHus,
ncnonb3ynte SSL unn TLS gns wndpoBaHns SaHHbIX.

CoBert: Jltobaa pokymeHTaumsa IBM Spectrum Protect, o6o3HaueHHas kak "SSL" nnm "BoibpaTb SSL",
npuMeHuma K TLS.

SSL npepocTtaensetcsa Global Security Kit (GSKit), ycTaHoBneHHbIM ¢ cepepom IBM Spectrum Protect u
MCMNOJIb3yEMbIM CEPBEPOM, KIIMEHTOM U areHTOM XpaHeHUs.

OrpaHuueHue: He ncnonb3yinTte npoTokonbl SSL n TLS ansa cBasm ¢ aksemMnasapom 6a3bl gaHHbIX IBM Db2,
KOTOPbIN UCMonb3yeTcs KakuMu-nnbo cepsepamu IBM Spectrum Protect.

Kaxkabin cepBep, KNMEHT WM areHT XpaHeHu s, Ha KOTOPOM BKJI0HaeTCa noagepKka SSL, oomkeH
NCMONb30BaTh AOBEPEHHbIN CAMONOANMNCAHHBIN CEPTUQMKAT UIN NOMYUYNTb YHUKANbHbIA CEPTUdUKAT,
noanucaHHbIn ceptTudunkaTopom (certificate authority, CA). Bbl MOXxeTe NCnonb3oBaTb CBOW COBCTBEHHbIE
cepTudmrKaTbl UK MoxeTe NnpuobpecTn ceptTudurkatol y ceptucpmkatopa (CA). Jliobon ceptudmkar
HY>HO YyCTaHOBUTb 1 1,06aBKTb K 6a3e faHHbIX Ktouel ana cepeepa IBM Spectrum Protect, knueHTa unum
areHTa XxpaHeHusi. CepTudmnkaT NpoBepsieTcs KNMEeHTOM Unu cepeepoM SSL, KoTopsbl 3aTpeboBan unu
WHULUMMPOBan cBA3b No SSL. HekoTopble cepTudmnKaTbl CepTUPUKATOPOB NpeaBapuTesibHO
yCTaHaBnmMBatoTCa B 6a3ax OaHHbIX KHOYEN N0 YMOMYaHUIO.

SSL ycTaHaBnuBaeTcs He3aBUCMMO OT cepBepa IBM Spectrum Protect, knneHTa n areHTa XpaHeHus.

3awmTa cepsepa IBM Spectrum Protect 117


http://www.ibm.com/support/knowledgecenter/SSGSG7_7.1.1/com.ibm.itsm.srv.doc/t_dedup.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/perf/c_performance.html

YPOBHM NOJTHOMOUM

Mpu ncnosb3oBaHMM Kaxkaoro cepeepa IBM Spectrum Protect cywiecTByeT psf OOCTYMHbIX YPOBHEN
aAMVUHUCTPATUBHbIX MOSIHOMOYMI, ONpedenstomx 3a4a4um, KOTopble MOXET BbINOIHUTb aAMUHMUCTPATOP.

Mocne pernctpaumm agMMHUCTPATOPY HYXKHO NPEeAOCTaBUTb NOSTHOMOUMS, HA3HAYNB 019 HEr0 O4MH UK
HEeCKO/bKO YPOBHEN afMUHUCTPATUBHbIX MOSIHOMOUYMA. AOMUHUCTPATOP C CUCTEMHBIMU MOSTHOMOYNAMMU
MOXET BbINOSHUTB Nt0OYI0 3a4a4y C CEpBEPOM U Ha3HAYUTb YPOBHM NOSIHOMOYMIA ONs APYrnX
agMUHUCTPATOPOB, BOCMNO/Ib3oBaBLIUCh KoMaHaolk GRANT AUTHORITY. AoMuHucTpaTopbl, obnagatouime
NOSTHOMOYMSMU MOSTUTUKKN, XPAHEHMS UM ONepaTopa, MOryT BbINMOMHATL TOJIbKO onpeneneHHbin Habop
3apad.

AOMUHUCTPATOP MOXET 3apernctTpupoBaTb apyrve ID agMUHMUCTPATOPOB, NPEAoCTaBUTb UM YPOBHM
MOSIHOMOUMIA, NEPENMEHOBATb UM YOANIUTL MX, a TaKKe 6JI0KMpoBaTh MK Pa3biiokMpoBaTb UX AOCTYN K

cepBepy.

ALMUHUCTPATOP MOXET ynpasBnsaTb AOCTYNOM K onpefeneHHbIM KIMeHTCKUM y3nam gns ID
nonb3oBatenien root n ID nonb3oBaTtenewn, He ABNSOWMXCA NoNb3oBaTenamm root. Mo ymonyanuio, ID
nonb3oBaTens, He ABMAFIOLWErocs nonb3oBaTeneM root, He MOXET NPOU3BOAUTbL pe3epBHOE KONUPOBaHue
OaHHbIX Ha y3ne. Micnonb3yite komaHgy UPDATE NODE, uTobbl n3MeHUTb NapameTpbl y31a U BKIOUNTD
pesepBHOE KOMMpoBaHue.

Maponu

Mo yMonuaHuo cepBep aBTOMaTMUYECKUN UCMONb3yeT ayTeHTUMKALLMIO C MOMOLLbIO napons. Ecnu
ayTeHTUMKaLMS Napons BKAYeHa (on), BCe NONb30BaTeNy Npu Nosly4eHumn LOCTyna K CepBepy AOMKHbI
yKasblBaTb Naposib.

McnonbsynTe Lightweight Directory Access Protocol (LDAP), uto6bl npuMeHnTb 6onee ctporve
TpeboBaHua k naponsaMm. JononHUTeNnbHy0 MHhOpMaLuio CMOTpUTe B pasaene YnpasieHue naponsmu u
npouenypamu Bxoga (V7.1.1).

Tabnuya 18. XapakTepucTuku ayTeHTugukayuu naponel

XapakTepuctuka AononHutenbHas uHdopmauua
3HayeHne perncTpa CMMBOJIOB bes yyeTa perucrpa.
CpoK fencTBus Naponsa No yMon4aHuio 90 gHen.

OTcueT HauyMHaeTCa C MOMeHTa NepBoW
perucTpauum Ha cepsepe ID agMuHucTpaTopa nnu
KJIMEHTCKOro y3na. Ecnu B TeyeHune aToro nepuoga
napoJsib He M3MEHUTCS, NAaposb HYyXHO byneT
M3MEHUTb, KOrga nonb3oBaTesb B CEAYOWMA pas
Nosly4YnT AOCTYMN K CepBepy.

Yucno nonbiToK BBOAA HEMPABMALHOIO Naposis [ns Bcex KNMEHTCKMX Y3/10B MOXHO YCTAHOBUTb
MaKcuMasibHOoe KOJIMYECTBO Noc/iefoBaTesNbHbIX
MonNbITOK HEMpPaBWIbHOro BBOAA napons. Mocne
NpeBbllLEeHNs AaHHOI0 3HaYeHMs cepBep
B6nokuMpyeT Takom ysern.

LnvHa napons no yMonyaHuto 8 cumBONOB

ALOMUHUCTPATOP MOXKET 3afaTb MUHMMASIbHYIO
OnnHY. HaunHasa ¢ sepcun 8.1.4, MUHMMaNbHas
O1MHa napoJsien cepBepa no yMonyaHuo
nameHunaco ¢ 0 oo 8 cMMBONOB.
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3awumTa ceaHca

3awmTa ceaHca - 3TO YPOBEHb 3aLUMThl, KOTOPbIN MCNOb3YeTCs A8 B3aUMOLENCTBUI MeXay y3namm-
knueHtamum IBM Spectrum Protect, knneHTamm agMMHUCTPUPOBAHUS U CEPBEPAMM U HA3HAYAETCS C
ncnonb3oBaHneM napameTpa SESSIONSECURITY.

Ona napametpa SESSIONSECURITY MOXHO 3a4aTb O4HO 13 CNefyoLWmnX 3HaUeHW’:

« 3HaueHune STRICT npuMHyOMTENBHO NPUMeEHSeT Hanbosiee BbICOKUIN YPOBEHb 3aLLMTbl B3aMMOLENCTBUM
Mexny cepsepamn IBM Spectrum Protect, yanamu n agMuHucTpaTopamu.

« 3HayeHne TRANSITIONAL ykasbiBaeT, 4To Npy obHOBNEeHMM nporpammbl IBM Spectrum Protect oo
V8.1.2 nnun HoBee NCNONb3yeTCH CYLLEeCTBYHOLWMI NPOTOKON CBA3U. ITO 3HAYEHME MO yMO4aHuio. Ecin
3anaHo SESSIONSECURITY=TRANSITIONAL, aBToMaTU4eckun npumeHstoTcs bonee cTporve
napameTpbl 3aLLMTbl NPU NCMONb30BaHMK Bonee BbICOKMX Bepcuin npoTtokona TLS n npu obHoBNEHUM
nporpammbl go V8.1.2 unu Hosee. [ocne Toro Kak ysern, agMUMHUCTpATop unun cepeep byaeT
COOTBETCTBOBaTh TpeboBaHMAM a5 3HaveHua STRICT, 3awwmTa ceaHca aBTOMaTMYeCKN 06HOBUTCS [0
3Ha4veHus STRICT, n 06beKT 60sblUe HE CMOXET MPOXOAUTb ayTEHTUMNKALMIO, UCNIOb3YS
NpeablayLLy0 BEPCUIO KNneHTa unn 6onee paHHMe NpoToKonbl TLS.

Mpum.: Jo o6HoBNEHMS cepBepoB 0OHOBNSATbL KITMEHTLI PE3EePBHOI0 KOMMPOBAHMSA U apXMBUPOBAHNS
8o V8.1.2 unu HoBee He HyxHO. [Mocne obHoBNeHus cepBepa o V8.1.2 nnm HoBee y3nbl U
aAMUHUCTPATOPBI, MCNoNb3ytolwme bonee paHHWe BEPCUM NPOrpamMMmbl, MPoLosKaT
B3aMMOOENCTBOBATb C CEpPBEPOM, MCnonb3ys 3HadeHne TRANSITIONAL, noka o6bekT byneT
COOTBETCTBOBaTh TpeboBaHMAM o5 3HaveHns STRICT. TOUHO Tak e MOXHO 0BOHOBUTb KIMEHTHI
pes3epBHOro KONMMPOBaHMUS 1 apxnBnpoBaHms fo V8.1.2 nnum Hosee 10 obHoBNeHMs cepeepoB IBM
Spectrum Protect, Ho 06HOBNSATbL cepBepbl CHavana He TpebyeTcs. CBA3b MeX Ay cepBepamu 1
KJIMEHTaMW He rnpepbiBaeTCs.

JononHuTenbHble cBeaeHus 0 3HayeHuax napameTpa SESSIONSECURITY cmoTpuTe B onmncaHnax
crnepyowmx KomaHa,

Tabnuya 19. KomaHOkl, ucnonssyembie, 4Tobbl 3adatb napametp SESSIONSECURITY

06beKT KomMmaHpa

KnueHTCcKme y3nbl

REGISTER NODE
UPDATE NODE

ABMUHUCTpATOPbI * REGISTER ADMIN
« UPDATE ADMIN
Cepsepbl « DEFINE SERVER

UPDATE SERVER

AOMUHUCTPATOPSLI, NpoLeawmne ayTeHTUUKaLmMIo ¢ ucnonb3oBaHneM komangbl DSMADMC, koMaHAbl
DSMC vnu nporpamMbl dsm, nocne ayTeHTUdnKaunm ¢ ucnonbloBanmeM V8.1.2 nnm HoBee He CMOryT
NPOXOANTb ayTEHTU(MKALMIO C nCnonb3oBaHnem bonee paHHeln Bepcumn. YTobbl ycTpaHUTb Npobnemsl
ayTeHTUMKauMm aaMMHUCTPATOPOB, CMOTPUTE CNeaytolLme CoBeThI:

CoBeTbl:

« YbenuTech, 4To BCe nporpaMmbl IBM Spectrum Protect, ncnonbsyemble y4eTHOM 3anncbto
aAMUHUCTpaTOpa AN BXoAa B cUCTeMY, 0bHoBMeHbl A0 V8.1.2 nnu HoBee. Ecnuv yyeTHast 3anmch
agMuHUCTpaTopa NPOU3BOAMUT BXOA U3 HECKOJIbKUX CUCTEM, YbeauTech, YTo cepTudmKaT cepBepa
YCTaHOBJIEH B KO0 CUCTEME.

- Mocne Toro, Kak aAMMUHUCTPATOP YCMELLHO ayTEHTUMULMPYETCA HA CEPBEPE C UCMONMb30BaHNEM
nporpammHoro obecneuvenus V8.1.2 nnu 6onee Hoson Bepcumn, unm V7.1.8 nnm 6onee HoBoW Bepcuy,
agMUHUCTpaTop 6onblle He CMOXET NPONTM ayTEHTU(MKALMIO HA 3TOM CEpPBEpPE, UCMONb3Ys BEPCUU
KnmeHTa unun cepeepa bonee paHHen Bepcun, yem V8.1.2 unn V7.1.8. Komarnay agMUMHUCTpaTopa
MOXHO BBOANTb U3 N0 cnctemsl.
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« Ecnun noTpebyeTcs, co3ganTe OTAENbHYI0 YUETHY0 3aN1Ch aMUHUCTPATOPA, YTOObI MCNOIb30BaTh ee
TOJIbKO Npu paboTe C KIMEHTaMM 1 CepBepaMM, Ha KOTopbix paboTaeT V8.1.1 nnun 6onee paHHAS
nporpaMma.

MpUHYANTENBHO NPUMEHUTE HaUBbLICLINI YPOBEHb 3aLUNTbl B3aMMOAENCTBMIA ¢ cepBepoM IBM Spectrum
Protect, coenaB Tak, 4Tobbl BCe y3bl, AMUHUCTPATOPbI M CEPBEPbLI MCNOJIb30BaIM 3aLLMTY CeaHca
STRICT. MoxHo Bocnonb3oBaTbcs koMmaHaon SELECTH utobbl onpenennTb, Kakue cepBepbl, Y3/bl U
agMUHUCTPATOPbI MCMONb3YHOT 3alnTy ceaHca TRANSITIONAL, uTo6bl X 06HOBUTL ANS UCMOSIb30BaHMS
3awmTbl ceaHca STRICT.

MHdopMmauumsa, cBa3aHHasA C JaHHOM
3awmTa cBaA3uU

YnpaBneHue agMUHUCTPATOPaMM

AOMUHUCTPATOP C CUCTEMHBIMU MNOJSIHOMOUNSIMU MOXKET BbINONHUTBL Nt0byto 3adauy ¢ cepeepom IBM
Spectrum Protect, Bkntovasi Ha3HaYeHWe ypoBHEN NOSIHOMOUMIA BAst APYIrUX aAMUHUCTPATOPOB. YTobbI
BbINOJIHUTb PSA 334a4, BaM A0MKHbI ObITb NPefOCTaBAEHbI MOSIHOMOUYNS MYyTEM Ha3HAYEHMS OLHOMO UK
HEeCKONbKUX YPOBHEN NOSTHOMOYUNA.

Mpouenypa

YT106bI USMEHUTDL napamMeTpbl agMUHUCTPATOPA, BbIMOJTHUTE ONNCaHHbIE HUXXE Waru.

3apaua Mpouepypa

[obaBnTb agMUHMUCTpPaATOpa Y1066l BO6ABUTL agMUHUCTpaTopa, ADMINI, c
CUCTEMHbLIMU NOSTHOMOYMSAMM M 3a4aTb NAPOsb,
BbINONHUTE CnepyloLwme waru:

a. 3aperucTpupyiTte agMUHUCTpaToOpa U 3aJaiTe
Pa$#$twO B KauecTBe napons, sBeag
CneayoLLyo KOMaHay:

register admin adminl Pa$#$twO

b. MpenocTaBbTe aAMUHUCTPATOPY CUCTEMHbIE
nosIHOMouYKs, BBeAs C/iedyoLLyto KoMaHay:

grant authority adminl classes=system

N3MeHUTb afiMMHUCTPaTUBHbIE MOIHOMOUUS N3mMeHnTe ypoBEHb NOSIHOMOYMIA ANS
agMmunHuctpatopa ADMINI.

 [lpepocTaBbTe aAMUHNCTPATOPY CUCTEMHbIE
noaHoMo4und, BBead cnenyoulyro KoMaHay:

grant authority adminl classes=system

o AHHYNUPYITE CUCTEMHbIE MONHOMOUUA
afgMUHUCTPaTOPa, BBeAA CNeyoLLy0 KOMaHay:

revoke authority adminl classes=system

YoanuTb aaMUHUCTPATOPOB AHHyNMpynTe ansg agMmHuctpatopa ADMINL
pocTtyn kK cepsepy IBM Spectrum Protect, BBegsa
CnepyroLLyo KoMaHay:

remove admin adminl
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3apaua

Mpouenypa

BpeMeHHO 3anpeTuTe AOCTYN K cepBepy

3abnokupynTte unu pasbnokupynte
agMUHUCTpaTopa, BBeaa komaHay LOCK ADMIN
nnn UNLOCK ADMIN.

N3MeHeHue Tpe6oBaHuUi K Naponsam

MOXXHO N3MEHUTb MUHMMaNbHbIV NPeAen Napons, OAVMHY Napons, CPOK AeNCTBUS Napons, a Takxe
BKJIHOUMTb WM BbIKIOUNTE ayTeHTUnKaumio gns IBM Spectrum Protect.

06 3ToM 3apaue

MpuMeHsas ayTEHTU(UKALMIO Ha OCHOBE Naposiei 1 ynNpaBnas orpaHMYeHnaMun Naponen, Bbl 3alLmiiaeTe
[JaHHble 1 cepBepbl OT NOTEHLMaNbHbIX yrpo3 6e3onacHoCTM.

Mpouepypa

YT06bl M3MEHUTb TpeboBaHMA K Naponsam ana cepeepos IBM Spectrum Protect, BbINONHWTE ONMCaHHbIe

HWXe 3aaa4n.

Tabnuya 20. 3ada4yu no ayteHTugukayuu 0515 cepsepos IBM Spectrum Protect

3apaua

Mpouenypa

3agaTtb MakCMMaabHOe YMCNOo NOMbITOK BBOAA
HENpPaBWJIbHOIo Naposid.

a. BbibepuTe cepBep Ha cTpaHuLe CepBepbl
LleHTpa onepauui.

b. LLlenkHnTe no CBepeHusa, a 3aTeM Nno BKIaake
CeoiicTBa.

c. 3aganTe YMCo HeyaaYHbIX NOMbITOK B None
Mpepen HeypaUvHbIX NONbITOK BXOAA B
cucremy.

3HauyeHWe No YMOMYaHUIo MpY YCTAaHOBKE PaBHO
0.

3apanTte MMHMManNbHYIO OJMHY Napons.

a. BoibepuTe cepsep Ha cTpaHuLe CepBepbl
LleHTpa onepauui.

b. WenkHuTe no CBepeHus, a 3aTeM Mo BKIaaKe
CeoiicTBa.

c. 3aganTe YNCIO CUMBOJIOB B MoJie
MuHuManbHasa gavHa napons.

3apanTe CpoK AeNCTBMS Naposen.

a. BbibepuTe cepBep Ha cTpaHuue CepBepbl
LleHTpa onepauuin.

b. WenkHuTe no CBepeHus, a 3aTeM Mo BKIaAKe
CeoucTBa.

C. 3apalTe CPoK B AHSAX B nosie O6wwmii cpok
AeUcTBUA naponei.
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Tabauya 20. 3ada4yu no ayteHTugukayuu 0515 cepsepos IBM Spectrum Protect (npodonieHue)

3apaua Mpouepypa

OTKMtOUMTE ayTeHTU(UKALMIO Ha OCHOBE naponei. | Mo yMonyaHuto cepeep aBToMaTUUYeCcKn
MCMONb3yeT ayTEHTUHMKALMIO C MOMOLLbIO NAPOSIS.
Mpv ayTeHTU(hUKaLUM Napons BCe Nonb3oBaTenu
A1 MONyYeHns foCTyna K CepBepY LOIKHbI
BBOLMWTb MNaposib.

3anpeTuTb ayTeHTUUKALMIO NAPOSIS MOXHO
TONbKO 4719 Maposien, ayTEHTU(PMKALNSA KOTOPbIX
BbinosiHsieTcsa Ha cepeepe (LOCAL). OTkntovas
ayTeHTU(MKALMIO HA OCHOBE Naposen, Bbl
henaeTe cepBep OOCTYMHbIM OS5 yrpo3
6esonacHocTy.

3apatb MeTo ayTeHTUUKaLUKM No YMONYaHUIO. Beeoute komaHoy SET
DEFAULTAUTHENTICATION. Hanpumep, 4Tobbl
MCronb3oBaTb CepBep Kak MeTos,
ayTeHTUdMKaLMKU NO YMONYaHWIO, BBEAUTE
CrefyoLwyo KoMmaHay:

set defaultauthentication local

Y1066l 0BHOBUTL KIIMEHTCKUI y3en ans
ayTeHTMMKALMM Ha cepBepe, BKoUnTe
AUTHENTICATION=LOCAL B komaHaoy UPDATE
NODE:

update node authentication=local

MHdopmMauus, cBA3aHHas ¢ AaHHOM
AyTeHTUdKKaLma nonb3osatenemn IBM Spectrum Protect ¢ ucnonbsoBaHnem cepsepa LDAP
YnpaBneHune naponamu 1 npoueaypamm exoga (V7.1.1)

3awuTa cepsepa B cucteme

3awmTnTe cuctemy, B Kotopoi cepeep IBM Spectrum Protect paboTaeT, 4Tobbl NpefoTBPaTUTD
HECaHKLMOHNPOBAHHbIN JOCTYM.

Mpouepypa

Y6enuTech, YTO HeaBTOPU30BaHHbIE NOMb30BaTeN M He MOTYT MNOSYUnTb JOCTYN K KaTasoram ans 6assbl
JaHHbIX cepBepa 1 ak3eMnaspa cepeepa. OcTaBbTe AN 3TUX KaTasloroB napameTpbl 4OCTYNa, KOTopble
Bbl CKOH(hMIypUpOBaNv BO BPEMS peannsaumu.

OrpaHuyeHue JOCTyNa nosb3oBaTenieil K cepeepy

YPOBHM NOSIHOMOUMIA ONPeRensatoT To, YTO aAMUHUCTPATOP MOXET caenatb ¢ cepsepoM IBM Spectrum
Protect. AGDMUHUCTPATOP C CUCTEMHbLIMU NOTHOMOUMAMM MOXKET BbINOHUTBL Nt0BYI0 3a4auy Ha cepBepe.
AOMUHUCTpATOPbI, 06/1agatowme NoTHOMOYMAMM NONIUTUKK, XPAHEHMS UK onepaTopa, MOryT BbIMOHATD
TONbKO onpepeneHHbli Habop 3agau.

Mpouenypa
1. Mocne perucrTpaunm agMMHUCTPaATopa C ncnonbsoBaHnem komaHabl REGISTER ADMIN vcnonb3yrite
koMaHay GRANT AUTHORITY, utobbl 3agaTh ypoOBEHb NOSIHOMOYUA aAMUHUCTPATOPA.

LononHuTenbHble CBEOEHMSA O TOM, KaK 3a4aBaTb M U3MEHATb NOSIHOMOYMS, CMOTPUTE B
pasgene “YnpasneHne agMuHmUcTpaTopammn” Ha cTp. 120.
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2. YT1obbl ynpaBnaTb NOJTHOMOYMAMMN afMUHUCTPATOPA Ha BbIMONIHEHME HEKOTOPbIX 3a4ad, UCMoNb3yiTe
cnenyollve aBe onuun cepsepa:

a) Bbl MOXeTe 3a4aTb ypOBEHb MOMHOMOUMNI, KOTOPbIN A0MXKeEH ObiTb Yy aAMUHUCTPATOPA, UTOObI OH
mor BBecTu komaHabl QUERY v SELECT c onuueini cepsepa QUERYAUTH. Mo ymonyaHuio, He
TpebyeTcs HUKaKOro ypoBHS NofiHoMouuni. aHHoe TpeboBaHMe MOXHO U3MEHUTb, YKa3as OANH 13
YPOBHENM NOSIHOMOUMI, BKHOYAs CUCTEMHbIE.

b) Bbl MOXeTe ykasaTb, UTO AJ19 KOMaHA, KOTopble 3aCTaBASOT CepPBEpP 3anmCbiBaTb BHELUHWIA (aiin
3a cyeT ncnonbloBaHus cepeepHor onunn REQSYSAUTHOUTFILE, TpebytoTcsa cMCTEMHbIE
nosiHoMouus. Mo yMonyaHuto, 4Ns BbINONHEHNS TaKUX KOMaH4 He0bX0ANMMbl CUCTEMHbIE

NnoJIHOMO4Yun4.

3. MOHO OrpaHNYnTb pe3epBHOE KOMMPOBaHME faHHbIX HA KIIMEHTCKOM y3J1e, Tak UTo6bl ero Morm
BbIMNOJIHATL TO/IbKO ID nonb3oBaTens root Man aBTOpM30BaHHbIE MOJSIb30BaTENN.
Hanpvmep, 4Tobbl OrpaHnunTb pesepBHoe KonvpoBaHue ID nonb3oBaTens root, BBEAUTE KOMaHOy
REGISTER NODE vnn UPDATE NODE v 3apanTe napameTp BACKUPINITIATION=xoot:

update node backupinitiation=root

OrpaHuyeHue JOCTyna NyTemM orpaHuYeHunii NopToB
OrpaHuybTe LOCTYN K CEPBEPY, NPUMEHUB OrPaHUYEHMS NMOPTOB.

06 3ToM 3apaue

B 3aBvcuMocCTM OT Bawmnx TpeboBaHMi K 3aLmuTe BaM MoxeT noTpeboBaTbca OrpaHnYmTb OCTYN K
oTaenbHbIM cepsepaM. Cepsep IBM Spectrum Protect MOXXHO HaCTpPOUTb Ha MPUEM JaHHbIX C YeTbipex
noptos TCP/IP: aByx ana obbluHbix npoTokonos TCP/IP unu npotokonos Secure Sockets Layer (SSL)/
Transport Layer Security (TLS), n AByX, KOTOpble MOXKHO UCNOMb30BaTh TOMbKO AN8 NpoTokona SSL/TLS.

Mpouenypa

YT06bl yKa3aTb Hy»XHble NOPTbl, MOXHO 3afaTb onumm cepeepa (cMmoTpuTe pasgen Tabnmua 21 Ha cTp.

123).

Tabnuya 21. Onyuu cepsepa u 00CTyn K nopTam

CepBepHblit napametp |OocTyn K noptam

TCPPORT 3agaeT HoMep NopTa, KOTOPbIM UCNoNb3yeTcs apansepom cesan TCP/IP
cepBepa s oTcnexmBaHusa TpeboBaHWIM yCTAHOBMEHWSA CEAHCOB KIIMEHTOB.
3TOT NOpPT NpMHUMaeT Kak ceaHcbl TCP/IP, Tak 1 ceaHcbl ¢ noaaepxkon SSL.
3HauveHune no ymonuanuto - 1500.

TCPADMINPORT 3agaeT HoMep NopTa, KOTOPbI UCNoNb3yeTcs apansepom cesasu TCP/IP
cepBepa gns oxXunpgaHus TpeboBaHMIM yCTaHOBNEHUS CEAHCOB, OT/IUYHbIX OT
CEeaHCOB KNMEHTOB. ITOT NOPT NPUHMMAET Kak ceaHcbl TCP/IP, Tak 1 ceaHchbl
C nogaepxKon SSL. 3HauyeHneM no yMonvaHuio SBnseTca 3HavyeHne
TCPPORT.
Ncnonb3ynTe aTy onuuto, 4Tobbl OTAENNTL TPaVMK KIMEeHTa
aoMUHUCTPUPOBaHMA OT Tpadurka obbluHbIX kKNnMeHToB ¢ onumammu TCPPORT v
SSLTCPPORT.

SSLTCPPORT 3apaet agpec nopta TCP/IP SSL pnsa cepBepa. 3TOT NOPT NPUHMMAET TOJIbKO
CeaHCbl C NoaaepKom SSL. 3HaueHUs nopTa Mo yMOMYaHUIO HET.
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Tabnuya 21. Onyuu cepsepa u docTyn k noptam (npodosmeHue)

CepBepHblit napameTp | docTyn K nopram

SSLTCPADMINPORT 3apaeT agpec nopTa, Ha KoTopoM gpaneep cesAsn TCP/IP cepBepa oxunpaet
TpeboBaHMs Ha yCcTaHOBMIEHME ceaHCOB SSL. 3HaueHMsi NopTa No yMoYaHuIo
HeT.

Mcnonb3ynTe aTy onumio, 4tobbl 0TAENNTb TPahMK KINEHTA
agMUHUCTPUPOBaHMA OT Tpadurka obblUHbIX KNMeHToB ¢ onumamu TCPPORT u
SSLTCPPORT.

orpaHuyeHusn:

Cnepytowme orpaHnMYeHns NpUMEHSaI0TCA Npu onpeneneHnm NopTos cepeepa ToNbKo ang SSL
(SSLTCPPORT n SSLTCPADMINPORT):

« Ecnu Bbl 3apaeTe nopT cepBepa Tonbko SSL B napameTpe LLADDRESS B komaHae DEFINE SERVER vnn
UPDATE SERVER, Hapgo Takxe 3agaTb napameTp SSL=Yes.

- Ecnun Bbl 3apaete nopt cepsepa Tonbko SSL anga onunn TCPPORT knuneHTa, To HaAo Takxke 3anaTtb YES
ona onuuu SSL knneHTa.

CcblIKK, cCBSI3aHHbIe C faHHOMU

MnaHvpoBaHWe [oCTyna Yepes bpaHaMayap

OnpenenuTe, Kakue y Bac 3afaHbl bpaHamayapbl M Kakve NopTbl AOMKHbI ObITb OTKPbIThI, UTOObI
pelweHune IBM Spectrum Protect paboTano.

OcTaHOBKa U 3anycK cepeepa

Mpexae YeM BbINoNHATL 334341 N0 06CAYXMBAHUIO UK NePeKOH(UIYPUPOBaHMIO, OCTaHOBMTE CepBep.
3aTeM 3anycTuTe cepBep B pexumMe obcnyxmnBaHmns. Korga saseplumTe 3agadn no 06CnymMBaHuio unm
nepeKoH(UryprpoBaHmio, NepesanycTuTe cepeep B NPOM3BOACTBEHHOM pexume.

Mpexpe yeM HauaTb
YT06bI OCTAHOBUTL ¥ 3anycTUTb cepBep IBM Spectrum Protect, TpebyoTca cMCTEMHbIE NOTHOMOYUSA UMK
NosIHOMOouMs onepaTopa.

OcTaHOBKa cepBepa

Mpexie YeM 0CTaHOBMTb CepBep, NoAroToBbTe CUCTEMY, MPOCNeanB, uTobbl BCe onepawumm no
pe3epBHOMY KOMMPOBaHMto 6a3bl AaHHbIX OblM 3aBepLUEHbl U UTOBbI BCe MpoYmMe NPOLECChl U CeaHchl
6bI1M 3aKOHUeHbl. Biarogaps aToMy, Bbl CMOXKeTe 6e3omnacHbIM 06pa3oM 3aBepLUnTb paboTy cepBepa u
obecneunTb 3alMTY AaHHbIX.

06 3Toi1 3apaue
MNpw BBOoAe komaHabl HALT ons ocTtaHOBKM cepBepa NpomncxogaT cnegyowme gerncTems:

 Bce npouecchbl 1 ceaHcbl Y3108 KNTMEHTOB ByayT OTMEHEHDI.

« Bce Tekyuwme TpaHsakumm byayT octaHoBneHsl. (Mpu nepesanycke cepBepa byaeT npovsBeneH oTkat
TpaH3aKuUuii.)

Mpouenypa
Y106bI MOAFOTOBUTL CUCTEMY U OCTAHOBUTbL CEPBEP, BbINOMHUTE CIeAyoLMe Waru:
1. 3anpeTuTe 3anyCK HOBbIX CEAHCOB KJIMEHTCKUX Y3N0B, BBeaa komaHaoy DISABLE SESSIONS:

disable sessions all
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2. OnpepennTte, He BbIMONHATCA X KaKne-nmbo ceaHCbl KIIMEHTCKUX Y3/10B UM NPOLLECChI, BbINONHUB
cnepymwollee:

a. Ha ctpaHuue LleHTpa onepaumit 0630p nocMoTpute B 06/1acT AKTUBHOCTDb 06LLiee YnCTo

MPOLLECCOB U CEAHCOB, KOTOPble aKTUBHbI B HACTOSLWMA MOMEHT. ECNn 3To YMCno 3aMeTHO
OT/IMYaeTCs OT 3HAUEHUS!, KOTOPOoe 06bIYHO MOKAa3aHO BO BPEMS NMOBCEAHEBHOMO yNpaBieHus
XpaHeHneM, To MPOCMOTpUTE ApYyrue MHOMKATOPbLI COCTOsHMS B LieHTpe onepauuii, 4Tobbl
onpenennTb, ownbKa nn aTo.

. CmoTpuTe rpacmk B 06nactv AKTUBHOCTb, UTO6bI CpaBHUTL 06bEM ceTeBOro Tpaduka 3a
cnepylowme nepmoasbi:

« Tekywmm nepmog, To eCTb, camMble nocnegHue 24 yaca
 penblaywmnn neprom, To ecTb, 3a 24 Yaca oo TeKyllero nepnoga

Ecnu Ha rpadmke 3a npeapblaylumii neprom NoKasaHo oxuaaemblil 06bem Tpahmka, CyLLeCTBEHHble
pasnmMumna ¢ rpadkoMm 3a TeKyLLMiA Nepmnop MoryT yKasbiBaTb Ha Npobnemy.

. BoibepuTte Ha cTpaHuue CepBepbl cepBep, 451 KOTOPOro Bbl XOTUTE MOCMOTPETb NMPOLLECCHI 1
CeaHcbl, U wenkHuTe no CeepeHus. Ecnv cepeep He 3aperncTpupoBaH Kak xab nav nogunHeHHbIN
cepsep B LleHTpe onepaumi, nonyumte MHMOPMaLLMIO O MpoLLeccax Npy NOMoLLM KOMaHA
aaMUHUCTpUpoBaHua. Beeante komaHay QUERY PROCESS fns 3anpoca npoueccoB 1 NoayvyeHns
nHopMaLmMm o ceaHcax npm nomowm komaHasl QUERY SESSION.

3. Joxantecb 3aBeplieHna CeaHCOB KJITMEHTCKUX Y3/10B U1K OTMEHUTE UX. YT106bI OTMEHUTL npouecchbl n
CeaHcbl, coenanTte cnegywulee:

BbibepuTe Ha cTpaHule CepBepbl cepBep, A9 KOTOPOro Bbl XOTUTE NOCMOTPETb MNPOLLECChl U
CeaHcbl, 1 WenKkHMTe no CBepaeHus.

LLlenkHWTe no BkNaaKe AKTUBHbIE 3a8a4uu v Bbl6epl/lTe OOWH NN HECKOJIbKO npoueccos, CeaHCOB
NN KoMburHauuo npoueccoB N CeaHCOB, KOTOPbIE Bbl XOTUTE OTMEHUTD.

Haxkmnte kHonky OTMeHa.

Ecnu cepBep He 3aperncTpmpoBaH Kak xab nnvm nogumMHeHHbln cepeep B LleHTpe onepaumi,
OTMEHUTE CeaHCbl NPY NOMOLLM KOMaHA agMUHUCTpupoBaHus. Beeante komaHaoy CANCEL
SESSION, uTo6bl OTMEHUTL CeaHc 1 npouecchl Npu nomowmn komaHasl CANCEL PROCESS.

CoeerT: Ecnu npouecc, KOTOPbIN Bbl XOTUTE OTMEHUTb, 0XXWAAET MOHTUPOBAHUS JIEHTOYHOMO TOMA,
TpeboBaHve MOHTMpoBaHUs ByaeT oTMeHeHo. Hanpumep, ecnu Bbl BBegeTe komaHay EXPORT,
IMPORT vnn MOVE DATA, KOMaHZa MOXeT UHMLMMPOBATb NPOLLEeCC, AN8 KoToporo notpebyeTcs
CMOHTMPOBATb NEHTOUHbIN TOM. O HAaKO, €CNIN NEHTOYHbIN TOM MOHTUPYETCA aBTOMaTU3MPOBaHHOWM
6nbnmoTekomn, onepaLmsa OTMEHbI MOXKET HE UMETb CUJbl, MOKA He 3aBEPLUMUTCS NpoLecc
MOHTMPOBaHMs. B 3aBMCMMOCTM OT Ballell CUCTEMHOMN CPefbl HA 3TO MOXeT noTpeboBaTbCs
HEeCKOJTbKO MUHYT.

4. OcTaHOBUTe cepBep ¢ nomoLbio komaHabl HALT:

halt

3anyck cepBepa pnd 3agayv 06cny>XuBaHuUa UM peKoH(UrypmpoBaHus

Mpexae YeM NPUCTYNUTb K BbIMOIHEHMIO 334a4 MO 06CNYXKMBAHWIO U NEPEKOHMUTYPUPOBAHMIO,
3anycTuTe cepBep B pexkume obcnykmBaHus. Mpu 3anycke cepeepa B pexxume 06CnyxnsaHus Bbl
OTKJIl0UaeTe onepauunn, KoTopblie MOryT NoMellaTb 3agavam obCnyxnsaHmsa unu
nepexkoH(UrypnpoBaHus.

06 3ToM 3apaue

3anyctuTe cepsep B pexxume obcnyxmBanus, 3anyctme yTuamuty DSMSERY c napametpom MAINTENANCE.

B pexunme 06CNyKMBaHMSA OTK/IIOUAIOTCS Ceaytolmne onepaumm:

« PacnucaHuns BbINOAHEHUS AAMUHUCTPATUBHbBIX KOMaHA
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KnneHTCcKme pacnucaHms

BoccTaHoOBNEHME NPOCTPaHCTBA XPaHEHUS Ha CepBepe

« YCTapeBaHMe MHBEHTAPHOro NepeyHs

« [lepeHacTponKa nysoB XpaHeHus

Kpome Toro, KnmeHTaM 3anpeLl,eHo 3anycKkaTb CeaHChbl C CepBepa.
CoBeTbl:

« YT106bl 3aNyCTUTb CEPBEP B PeXUME 0BCNYIKMBAHUS, HE HYXKHO U3MEHSATb halin onuuin cepeepa,
dsmserv.opt.

- Korpa cepBep paboTtaeT B pexxume o6cny:mBaHums, Bbl MOXETE BPYUHYHO 3amnyCTUTb BOCCTAaHOBEHNE
MPOCTPaHCTBa XPaHeHUs], UCTeYeHMEe CPOKa AEeNCTBUS NMEPEYHS U MPOLLECChl MepeHoca nynos
XpaHeHwus.

Mpouepypa

»  YTob6bl 3anyCTUTb CEPBEP B pexnMe 06CNyKnBaHWs, BBEAUTE C/ledyoLLyto KoMaHAay:

dsmserv maintenance

CoBeT: Buaeoknun, WnnocTpUPYIOLWMIA 3aNyCK cepBepa B pexnme 06Cny) uBaHus, CMOTpuTe Ha Beb-
CTpaHuLe 3anyck cepeepa B pexunme obcnyxmnBaHus.

JanbHeuwue gencrema
Y106kl BO306HOBUTL ONepaLuy cepeepa B MPON3BOACTBEHHOM PEXMME, BbINOMHWUTE CleayoLimne waru:

1. 3aBepwnTe paboTy cepBepa ¢ nomollbio KoMaHabl HALT:
halt

2. 3aI'IyCTl/ITe cepBep, ncnosb3ya MeToa, KOTOprVI Bbl UCMONb3yeTe B NMPON3BOACTBEHHOM peXnme.
BbInonHMTE MHCTPYKLUMK ONA Ballemn OI'IepaLI,VIOHHOVI CUCTEMbI.

o IR 35y ck aK3eMnnspa cepBepa

o INEITEN 32Ny ck ak3eMnnapa cepeepa

o I 3anyck ak3emnnapa cepeepa

Onepaumu, KoTopble BblM OTKNHOYEHbI BO BpeMS pexunma obcnyxmBaHms, 6yoyT CHOBA BKHOYEHbI.

NMnaHupoBaHue o6HOBNEHUA cepBepa

Korga cTaHeT 4OCTyNeH NakeT UCNPaB/IeHN UK MPOMEXYyTOUYHOE UCTpaB/ieHne, Bbl CMOXKeTe 06HOBUTb
cepeep IBM Spectrum Protect, 4Tobbl BOCNO/1b30BaTLCA NPEMMYLLECTBAMM B YTyULEHHOM NPOLOYKTe.
CepBepbl 1 KIMEeHTbl MOXXHO 06HOBNATbL B pasHoe BpeMs. [epeq 06HOBNIeHNEM cepBepa ybeamTech, YTo
Bbl BbINOMAHWM Waru rno niaHnMpoBaHuio.

06 3ToM 3apaue
BbinonHuTe cneaytouine pekoMmeHaaLmm:

« MpepnoYTUTENbHBIN METOL - 0BHOBUTbL CEPBEP C UCMONb30BaHMEM MacTepa YCTaHOBKMW. 3anycTue
MacTep, wenkHuTe B okHe IBM Installation Manager no sHauky OGHOBUTb; He LenKanTe No 3Ha4YKam
YctaHoBUTb 1 USMEHUTDb.

« Ecnun pocTynHbl obHoBNEHMa 1 ans CepBEPHOro KOMMNOHEHTA, U AN1a KOMNOHeHTa LLeHTp OI'IepaLI,l/Il‘/'I,
Bbl6epl/ITe nepekxkn4vaTenn, yKasbiBawine, YHTo Hy>XHO 06HOBUTb 06a KOMMNOHEHTA.
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http://www.youtube.com/watch?v=17sgpZnXJ20
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_startsrv-aix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_startsrv-linux.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_startsrv_win-windows.html

Mpouepypa

1. MpoBepbTe CAMCOK NAKeTOB UCMPABIEHMI M MPOMEXKYTOUHbIX UCNpaBAeHuit. CMOTpuTe pasaen
CkaumBaHust IBM Spectrum Protect - nocnefHne nakeTbl UCNPABAEHWI M BPEMEHHbIE UCMPaBEHMsI.

2. O3HaKOMbTECH C YCOBEPLLUEHCTBOBAHMAMM NPOAYKTA, ONMCaHHbIMK B harnax readme.

CoBeT: NoflyunB NnakeT yCTaHOBKM cO cTpaHuLbl CanT nogaepxku IBM Spectrum Protect, Bbl Takxe
CMOXeTe NoJyunTb AOCTYyN K (hanny readme.

3. YbepuTech 4TO BEpCUS, 0,0 KOTOPOW Bbl 0BHOBNSIETE CepBEP, COBMECTMMA C APYrMMU KOMIMOHEHTaMMU,
HanpUMep, C areHTaMmn XpaHeHusa 1 KnmeHTammn bubnmnotek. CMmoTpuTe pasaen CoOBMECTUMOCTb areHTa
XpaHeHusa 1 bUbNNMoTeYHOro KnmMeHTa c cepsepoM IBM Spectrum Protect .

4. Ecnu Balle pelueHune BKIOYaeT B ceba cepBepbl NN KNMeHTbl ¢ 6onee paHHWM YpOBHEM BEpPCUU, UEM
V7.1, cMOTpuTe pekoMeHaaLmu, YTobbl ybeanTbcs, 4To onepaLmm pe3epBHOro KONMpoBaHUs 1
apXMBUPOBaHUSA KNIMeHTa He ByayT HapyLleHbl. CMOTpUTe paszen 3aMmeyaHns 0 COBMECTUMOCTU U
obHoBneHmu IBM Spectrum Protect .

5. MpoyTuTe MHCTPYKLUMK No 0bHOoBNEHUI0. 06a3aTeNbHO Co34anTe pe3epBHYH0 KOMWIo 6a3bl AaHHbIX
cepBepa, HGopPMaLUM 0 KOHUTYpaLMK YCTPOMCTB 1 thaiinia XpoHOI0TMM TOMOB.

JanbHellune gencTeus

Y7106kl yCTAHOBUTbL NaKeT UCMPABMEHUN UM NPOMEXYTOYHOE UCTNPaBNeHNe, CregynTe MHCTPYKUMAM ONs
Ballen onepaLuoHHON CUCTEMBI:

- IEMNY cTaHoBKa nakerTa fix pac ansa cepsepa IBM Spectrum Protect

- IYTTENY cTaHoBKa nakeTa fix pac ons cepsepa IBM Spectrum Protect

- Iy ctaHoBKa nakerTa fix pac ans cepeepa IBM Spectrum Protect

MoproroBKa K OTKJIIOYEHUIO UM OGHOBJIEHUIO CUCTEMDI

MoprotoBbTe IBM Spectrum Protect, 4Tobbl Npy NN1aHOBOM OTKHOUYEHUM NMUTAHNUS UM OBHOBNEHUN
CUCTEMbI COXPaHATb Bally CUCTEMY B HEMPOTUBOPEUNBOM COCTOSAHUN.

06 3ToM 3apaue
Y6enuTech, UTo Bbl 3anJaHNPOBany perynspHbie 4eNCTBUS MO YNpPaBieHNto, 3aLuTe U 06CYKUBAHMNIO
cepsepa.

Mpouenypa
1. OTMeHuTe BbIMOAHAKLWMECSA NPOLLECCHI U CeaHCbl, CAeNaB crneytoLlee:

a. BoibepuTe B LleHTpe onepauuin Ha cTpaHuLe CepBepbl cepBep, /19 KOTOPOro Bbl XOTUTE
MOCMOTPETb MPOLLECChI M CeaHCbI, U WenkH1Te no CBepeHus.

b. LLlenkHUTe No BKaake AKTUBHDbIE 3apaum u Bbl6epI/ITe O4VH NN HeCKOJIbKO npoueccos, CeaHCOB
nnn KombuHaumto npoLeccoB N CeaHCOB, KOTOPbIe Bbl XOTUTE OTMEHUTb.

c. HaxxmunTte kHonky OTMeHa.
2. OcTtaHoBUTE cepBep c nomoubio koMaHabl HALT:

halt
CoBeT: MoXXHO BBeCTM kKoMaHpy halt n3 LleHTpa onepaumin, yCTaHOBUB yKa3aTeslb MbilIX Ha 3HAYOK

MapameTpbl 1 WenkHyB no MocTpouTtenb KOMaHA,. 3aTeM Bblibepute cepeep, BBegnTte halt u
Ha)KMUTe Ha knaBuly seoaa (Enter).
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https://www.ibm.com/support/pages/ibm-spectrum-protect-downloads-latest-fix-packs-and-interim-fixes
http://www.ibm.com/mysupport/s/topic/0TO50000000IQWvGAO/spectrum-protect?language=en_US&productId=01t50000004uZGe
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/98083
https://www.ibm.com/support/pages/node/660949
https://www.ibm.com/support/pages/node/660949
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_inst_fixpack-aix.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_inst_fixpack-linux.html
http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.install/t_srv_inst_fixpack-windows.html

Peanusauua naaHa aBapMﬁHOFO BOCCTaHOBJ1I€eHUA

MpUMeHNTE CTpaTeruio aBapuintHoro BOCCTaHOBNEHUS, YToBbl BOCCTAHOBUTL MPUOXEHWS, eCnin
npousonaeT aBapus, n obecneunTb BbICOKYH AOCTYMHOCTb CepBepa.

06 3ToM 3apaue

Orlpeu,enMTe TpeGOBaHVIﬂ K BOCCTaAHOBJ1IEHUIO MNMOC/1e aBapuin, BblidBMB 6VI3HeC-I'IpVIOpVIT6TbI angd
BOCCTaHOBJIEHUA KITMEHTCKOro y3Jy1a, CUCTEMbI, KOTOPbI€ Bbl UCMOJIb3yeTE OJ1d BOCCTAHOBJIEHNA OaHHDbIX,
N TO, €CTb 1IN Y KNIMEHTCKKNX Y3/10B coeanHeHne Cc cepBepoM BOCCTaHOBJIEHUA. V|Cﬂ0ﬂb3yVITe pennnKaynto
M 3aLLUTY NYNOB XPaHEHUS NS 3alUTbl BalMX OaHHbIX. TaKXXe HYXXHO onpenennTb, Kak 4acTto
npon3sognTCAd 3alnTa nysaoB XpaHeEHNA Ha OCHOBE KaTaﬂOI'OB'KOHTef/'IHepOB.

BbinonHeHue 0TPa6oTKMN BOCCTAHOBJIEHUSA

3annaHunpynTe oTPaboTKy aBapMInHOr0 BOCCTAHOBIEHUS, YTOObI MOArOTOBUTLCS K ayanTY,
yO0CTOBEPAIOLLEMY BO3MOXHOCTb BOCCTaHOBNEeHMA cepBepa IBM Spectrum Protect n rapaHTupytoLiemy,
UYTO MOXHO BOCCTAHOBUTb JaHHblE N BO30OHOBUTL onepauun nocne nepebos ¢ nutaHneM. OtpaboTtka
TakXe NomoxeT BaM ybeamTbCcs, UTO MOXHO BOCCTAaHOBUTbL BCE AaHHbIe 1 BO30OHOBUTL onepauuu,
npexnae YeM BO3HMKHET KpUTuyecKas cuTyaLums.

06 31Ol 3apaue

orpaHuveHua: NpuseaeHHble HUXE OrpaHNUYeHUs NMPUMEHUMbI K IMCKOBbIM PeLleHUsM C OHON
NAOLWAAKONM:

* MOXHO TO/IbKO BOCCTAHOBUTb 6a3y OaHHbIX.

« Bbl He MOXeTe UCnonb3oBaTb PerninKaLuio, Tak Kak y BaCc HET LLef1IeBOro cepeepa Ha niowanxke
BOCCTaHOBJIEHUA.

« Bbl He cMoXeTe Npon3BeCcT BOCCTaHOB/1IEHME NMOCJsiIe aBapuk B Nynbl XpaHEHUA.

Mpouepypa
V6e,EI,VITer, YTO CO3OaHa pe3epBHad Konuna 6asbl OaHHbIX, BbINOJIHMB cnenytouime waru:

a. Ha cTpaHuue CepBepbl TSM B koMnoHeHTe LLeHTp onepaunii BbibepuTte cepeep, ans 6asbl 4aHHbIX
KOTOPOro Bbl XOTWUTE CO34aTb PE3EPBHYH KOMUIO.

b. WenkHnTe Nno PesepBHOE KONUPOBAHMWeE 1 BbINOSTHUTE MHCTPYKL MM B OKHE Pe3epBHOe KonupoBaHue
6a3bl JaHHbIX cepBepa.

BoccTtaHoBneHue nocne nepeboeB B pabote cucrembl

B cnyuae anckoBbix peweHunii IBM Spectrum Protect ¢ ogHOM NNOWAaAKON MOXHO TOJIbKO BOCCTAHOBUTD
nepeyeHb Ha I0KaSibHOM KOMMbIOTEPE M BOCCTAHOBUTL 6asy AaHHbIX, UTOObI 3aLUTUTL BallK AaHHbIE.

Mpouenypa
V]CI‘IOJ‘Ib3yVIT€ O4VH 13 cnegyrowmnx MeTogos, yTObbl BOCCTAHOBUTL nepeyeHb Ha JNIOKaIbHOMN nnowagke B
3aBMCKMMOCTM OT TMNa UH(OpMaLLMM B PE3EPBHON KOMUN.

OrpaHuueHume: [10CKONbKY Y OMCKOBbIX PELUEHNI C OA4HOM NMOLWAaAKOM HET BTOPON KOMMK nyna
XPaHeHWs, Bbl HE CMOXETe BOCCTAHOBUTb MyJsbl XpaHeHUsl. YTobbl NpoBEPUTbL apXUTEKTYPY AUCKOBbIX
pelleHnin, cMoTpute pasaen Boibop peweHus IBM Spectrum Protect gnst Bawewn cpeabl.

128 IBM Spectrum Protect: PykoBogCcTBO N0 AMCKOBOMY PELUEHMIO C OQHOW MJIOWanKoM


http://www.ibm.com/support/knowledgecenter/SSEQVQ_8.1.10/srv.solutions/t_select_solution.html

Tabnuya 22. CuyeHapuu BOCCTAHOB/IEHUS nNOC/e asapuu

CueHapui

Mpouenypa

Balwa cucteMa HefoCTyMHa, U Bbl XOTUTE
BOCCTaHOBMTb Ha JIOKaJIbHOM KOMMbloTepe bonee
PaHHIOK BEPCHUIO, UCMOJIb3YS CUCTEMHbIE
WUHCTPYMEHTDI.

« NcnonbsynTe IBM Spectrum Protect, 4Tobbl
€034aTb PE3ePBHYIO KOMUIO CepBepa Ha Apyrom
cepsepe.

» Mlcnonb3ynte MHCTPYMEHTbI OnepaLMoHHOWM
CUCTEMBI, YTOObI NPOM3BECTU PE3EPBHOE
KONWPOBAHMe Balleh CUCTEMbI U BOCCTAHOBUTb
ee 0o bonee paHHen Bepcum.

MponsoLWwnm OTKOYEHNE NUTAHNS UK aBapus, U
Bbl XOTUTE BOCCTAHOBUTb CBOW JaHHble U3
pe3epBHbIX BEPCUIN AaHHbIX.

» YT106bI CO30AaTb PE3EPBHYIO KOMMUIO KNMEHTA, Ha
cTpaHnue KnueHTtbl TSM B KOMNoHeHTe LLeHTp
onepauuin BbibepuTe KNMeHTbl, pe3epBHble
KOMMM KOTOPbIX Bbl XOTUTE CO34aTh, N LLENKHUTE
no PesepBHOEe KonupoBaHue.

« Ha ctpaHunue CepBepbl TSM B KOMMNOHEHTE
LleHTp onepauwnii BbibepuTe cepaep, ans 6asbl
AaHHbIX KOTOPOro Bbl XOTUTE CO30aTb
pesepBHYyto Konuto. LLenkHnTte no PesepBHoe
KOMUPOBAaHME U BbINOSHUTE UHCTPYKLMN B OKHE
Pe3epBHOe KonupoBaHue 6a3bl JaHHbIX
cepsepa.

YT06bl BOCCTAHOBUTD MY XPaHEHUS 3
pes3epBHON KOMMW BEPCUM MyNa XpaHeHWS,
HY>XHO BOCCTAHOBUTb 6asy faHHbIX. BBeaute
komaHoy DSMSERV RESTORE DB, uTo6bl
BOCCTAHOBUTb 6a3y flaHHbIX U CBSI3aHHbIE MyJbl
XPaHeHs B pe3epBHOM KOMUK BEPCUMN.

UHdopMmauumsa, cBa3aHHasA € aHHOM

AUDIT CONTAINER (MpoBepka HENpOoTUBOPEUMBOCTU CoepKalllelics B 6ase JaHHbIX MHopMaL MM O

nyJie XpaHeHus KaTaJlora-KoHTenHepa)

DSMSERV RESTORE DB (BoccTaHoBeHme 6a3bl JaHHbIX)

BocctaHoBneHue 6a3bl AaHHbIX

Bo3MoxkHO, BaM NpuaeTcs BoccTaHaBNnBaTb 6a3y gaHHbix IBM Spectrum Protect nocne aBapuu. Bbl
MOXeTe BOCCTaHOBUTb 6a3y faHHbIX [0 Hanbonee akTyasbHOr0 COCTOSHUSA UM Ha yKa3aHHbI MOMEHT
BpeMeHu. [N BocCTaHOBeHMS 6a3bl JaHHbIX Y BaC [OMKHbI 6bITb TOMa C NOSIHOW UM UHKPEMEHTHOM
Konuen 6a3bl faHHbIX UIX C MOMEHTaJTbHBbIM CHUMKOM pe3epBHOM Konuu 6a3bl AaHHbIX.

npemne YeM HavaTb

Ecnun kaTtanoru 6asbl AaHHbIX U XKypHasia BOCCTAHOB/IEHMSA NOTEPSIHbI, CO34aNTe UX 3aHOBO, NPeXne Yem
3anyckaTtb cepBepHyto ytunuty DSMSERV RESTORE DB. Hanpumep, BBeguTe cregyowme KoMaHbl:

| Linux | A
mkdir /tsmdbGO1
mkdir /tsmdb002
mkdir /tsmdb@O3
mkdir /activelog
mkdir /archlog
mkdir /archfaillog

T Mnkdir e:\tsm\dbool
mkdir f:\tsm\db0O1l
mkdir g:\tsm\dbeO1
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mkdir h:\tsm\activelog
mkdir i:\tsm\archlog
mkdir j:\tsm\archfaillog

OorpaHunvyeHus:

* YT106bI BOCCTAHOBUTD 6a3y DAHHbIX 00 ee NocnefHen BepCun, Hy>HO HanTW KaTanor APXMBHOrIo
XXypHana. Ecnn Bbl He cMoXxeTe HaNTX KaTanor, Bam yAacTCca BOCCTAHOBUTb 6a3y AaHHbIX TOJTIbKO Ha
KOHKpETHbIVI MOMEHT BPEMEHMN.

« MpoTokon Secure Sockets Layer (SSL) Henb3s Mcnonb3oBaTh 415 OrnepaLmm BOCCTaHOBNEeHUs 6a3
OaHHbIX.

« Bbl He cMOXeTe BOCCTaHOBUTb H6a3y JaHHbIX CepBepa, eCNin YPOBEHb BbIMyCKa pe3epBHOM Konuu 6asbl
JaHHbIX OTNIMYAeTCAa OT YPOBHA BbiNyCcKa BOCCTaHABNMBAeMOro cepeepa. Hanpumep, ecnm Bbl
ncnonb3yeTe cepeep Bepcun 8.1 1 NonbiTaeTeCb BOCCTAaHOBUTL Ba3y AaHHbIX Bepcumn 7.1, nponsonaeT
oLmnbKa.

06 3ToM 3apaue

OnepaLmm BOCCTAHOB/IEHMS HA MOMEHT BPEMEHN, KaK NPaBuio, UCMOMb3YOTCA B TAKMX CUTYaLMsAX, Kak
aBapuinHOe BOCCTAHOBJIEHWE, UMW ON1S YCTPAHEHWS NOCNEACTBMUI oWwWMbOK, KOTOpPblE MOTYT BbI3BaTh
npoTuBopeuns B 6ase gaHHbIX. YToObl BOCCTAHOBMTL 6a3y AaHHbIX HA MOMEHT, Koraa oHa bbina
noTepsiHa, BOCCTAaHOBUTE ee 40 CaMOW NocnenHen Bepcuu.

Mpouenypa

YT06bI BOCCTAaHOBUTL Ba3y JaHHbIX, MCMONb3yNTe cepBepHyto yTunuty DSMSERV RESTORE DB.
Bbibepute 0anH 13 cnepyowmx MeTo40B B 3aBUCMMOCTM OT TOTO, KaKyto Bepcuto 6asbl AaHHbIX Bbl
XOTUTE BOCCTAHOBUTD:

« BoccTaHoBMTb 6a3y AaHHbIX [0 caMol nocnegHel Bepcun. Hanpumep, BBeauTe CrefyioLlyo
KoMaHay:

dsmserv restore db

« BoccTaHOBMTb 6a3y [aHHbIX Ha onpeneneHHblli MOMEHT BpeMeHu. Hanpumep, 4Tobbl BOCCTaHOBUTb
6a3y JaHHbIX HA MOMEHT Co3aaHuna Habopa pe3epBHbIX Konuit oT 19 anpens 2015 r., ucnonb3yiTe
CneayolLyo KoMaHay:

dsmserv restore db todate=04/19/2015

JanbHeunwue gencrema
Ecnu 6b1 Bbl BOCcCTaHOBUM 6a3y AaHHbIX, @ HA CEpBeEpPE CYLLECTBYIOT MyJibl XPaHEHWS KOHTeNepoB
KaTanoros, TO Bbl AO/Hbl BbIIBUTb NPOTMBOPEUNS Mexay 6a30i OaHHbIX 1 hainoBON CUCTEMONA.

1. Ecnu Bbl BocCTaHOBWUAM 6a3y AaHHbIX [0 TOYKM BO BPEMEHW U He OTKJafblBaiv NOBTOPHOE
MCMoSIb30BaHMeE MNyJia XPaHEeHUS KOHTEMHEPOB KaTasloroBs, Bbl JO/IKHbI MPOM3BECTN ayauT BCeX
KOHTeHepoB. YTobbl NPOM3BECTN ayAUT KOHTENHEPOB, BBEAMTE C/ledyoLLy0 KOMaHAY:

audit container stgpool

2. Ecnn cepBep He MOXET onpenesninTb KOHTeVIHepr B CUCTEME, TO BbINO/IHUTE crieaytouime Oencreus,
yTObbI OTKPbITb CMUCOK KOHTeVIHepOBI

a. Beegute Ha knneHTe AOAMUHNCTPUPOBAHNA ClieayoLlyo KOMaHAay:
select ums_koHTelHepa from containers

b. B hanoBoi cuctemMe BBEANUTE CreOyHoLLYO KOMaHOy AN KaTanora nyna xpaHeHnsa Ha UCXO4HOM
cepBsepe:
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CogeT: KaTasior nyna xpaHeHus 6yneT nokasaH B BbIXOAHON MH(OPMaL MM KOMaHLbI:

TN TR [ oo tesourcel$ 1s -1R

mc:\source_s‘tgpooldir>dir /s

c. CpaBHUTE NepeyncrieHHble KOHTeHepbl B (haliloBOM CUCTEME U Ha cepBepe.

d. Beegute komaHay AUDIT CONTAINER v ykakuTe KOHTEMHep, KOTOPOro HET B BbIXOAHOW
nHdopmaunm cepaepa. 3agarnte napametp ACTION=REMOVEDAMAGED, 4Tob6bl yoannTb KOHTENHEP.

. YT0bbI y6EaAnTLCSH, UTO KOHTEHEpbI yaansaoTca U3 halfioBoil CUCTEMbI, CMOTPUTE NoABUBLIMECS
coobleHns.

CoBeT: lNoce onepawmm BOCCTaHOBMEHMS 6a3bl JaHHbIX, €CNKN B (haiioBOM CUCTEME CYLLECTBYIOT
KOHTENHepbl, HA KOTOPble HET CCbINOK M3 6a3bl AaHHbIX cepBepa, komaHaa QUERY STGPOOL
HenpaBW/IbHO NOKa3biBaeT MCMOMb30BaHMe Nyna xpaHeHus. Korga Bbl BoINOHAETE
BOCCTaHOBJIEHME 6a3bl flaHHbIX 4,0 TOUKM BO BPEMEHM, B (DANNOBON CUCTEME MOTYT OCTaBaThCS
KOHTelHepbl 6e3 CCbINOoK Ha HMX M3 Basbl AaHHbIX cepBepa. YTobbl NOAYUYNTb TOUHYI CTAaTUCTUKY
MCMNONb30BaHMS Nyna XpaHeHUs, HA4O0 BPYYHYIO yOANUTb KOHTEHepbI (hainioBon cuctembl bes
CCbIJIOK Ha HMX U3 6a3sbl JaHHbIX cepBepa.
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NMpuno>xeHue A. CneuuanbHblie BO3SMOXXHOCTU ANA
ceMmenctea npoayktos IBM Spectrum Protect

CneumanbHble BO3MOXHOCTY NOMOratoT NOMb30BaTENIO C (PU3MUYECKUMUM HeJoCcTaTKaMu, HanpruMep, ¢
OrpaHNYeHHOM NOLBUMXHOCTbBIO UM C HELOCTAaTKaMM 3PEHUS, C YCNEXOM MOJSIb30BaTbCS NPOAYKTaMM
MH(OPMALMOHHbIX TEXHOJIOTUA.

0630p

MpoaykThl ceMelicTBa IBM Spectrum Protect noanepxuBatoT criegytoliiye 0OCHOBHbIe crneuunanbHble
BO3MOXHOCTH:

« PaboTa C cnosib30BaHMEM TOMbKO KJlaBUaTypbl
« Onepauun C UCNOJSIb30BAaHUEM MPOrPaMMBbl 4SS YTEHMS UH(OPMaLUN C 3KpaHa

CemencTtBo npoaykToB IBM Spectrum Protect ncnonbsyet HoBenwmnin ctaHgapt W3C, WAI-ARIA 1.0
(www.w3.org/TR/wai-aria/), uTobbl obecneunTb cooTBeTCTBME paspeny US Section 508 (www.access-
board.gov/guidelines-and-standards/communications-and-it/about-the-section-508-standards/
section-508-standards) 1 pekoMeHpaumsam no goctynHoctn Beb-copepkmumoro (Web Content
Accessibility Guidelines (WCAG) 2.0 (www.w3.0org/TR/WCAG20/). YTobbl BOCNoONb30BaThCS
npenmyLLecTBaMm cneymasibHbiX BO3MOXXHOCTEN, BO3bMUTE NOCNEAHWI BbiMyCK Ballel Nporpammsl
yTeHMa MHoPMaLLMK C 3KpaHa 1 nocnegHuin Beb-6paysep, Noanep:K1MBaemMbli NPOLAYKTOM.

LOoKyMeHTaumsa No NPOAYKTY B LLEeHTpe 3HaHu IBM BkNtOUeHa ANs NOOAEPXKKM CheunanbHbIX
BO3MOXHOCTeN. CrneumanbHble BO3MOXHOCTU LLleHTpa 3HaHui IBM onuncaHbl B pasgene CneuyyanbHble
BO3MOXHOCTW CMPaBKK No LeHTPY 3HaHun IBM (www.ibm.com/support/knowledgecenter/about/
releasenotes.html?view=kc#accessibility).

YnpageseHue npv oMol KnasuaTtypbl

Lna ynpaBneHus aTUM NPOLAYKTOM UCMOSb3YIOTCA CTaHOapPTHbIE KOMbBMHaLMKN KNaBuLL.

MHopmauusa 06 nHtepdeiice
B nonb3oBaTenbCckux MHTepdencax HeT CoaepKMMoro, Kotopoe bbl Murano 2-55 pas B cekyHay.

B nonb3soBaTenbckux Beb-nHTepdeicax npaBuibHoOe BOCNPOU3BELEHME COLEPIKMMOro U NOAXOASAWLNIA
N paboTbl PEXMM OCHOBaHbI Ha KacKaZHbIX Tabnvuax ctunei. MpunoxeHvne obecneunBaeT
Mosb30BaTesNAM CO CNlabbiM 3peHreM 3KBMBAIEHTHbIN CNOCO6 MCMONb30BaTh NapaMeTpbl CUCTEMHOIO
Avcnnes, BKJoUYash BBICOKOKOHTPACTHbIN pexrM. MOXHO ynpaBisaTb pasMepoM wpndta, NCrosib3ys
napameTpbl yCTponcTBa unu Beb-bpaysepa.

B nonb3oBaTtenbckux Beb-nHTEpdencax ectb HaBuraumoHHble otMeTkn WAI-ARIA, KoTopble NO3BOASIOT
6bICTPO NEpexonmnTb K (hYHKLMOHaNbHBIM 06/1aCTSM B MPUOXEHWUN.

MporpaMMHoe o6ecneveHue NOCTABLLUKOB

B cememncTBo npoayktoB IBM Spectrum Protect BkntoueHbl NporpaMMbl HEKOTOPbIX NOCTaBLMKOB, Ha
KOTOpble He pacnpocTpaHsaeTCcs NMMLEH3MoHHoe cornalleHne IBM. IBM He nenaeT HUKaKMUX 3asBeHUi
OTHOCUTESIbHO CheLnanbHbIX BO3MOXHOCTEN 3TUX NPOAYKTOB. 3a MH(opMaLmen o cneuyanbHbIX
BO3MOXHOCTSAX 3TUX NPOAYKTOB 0bpaliantech K MX NOCTaBLLMKAM.

CesAsaHHas uHopmauma o cneumnasnbHbIX BO3MOXXHOCTAX

NMoMMUMO CTaHAAPTHON KOHCY/IbTaTUBHO-CMNPaBo4YHOM cnyx6bl IBM 1 Beb-canTtoB nogaepxku y IBM ectb
nBe TenedoHHble cnyx6bl TTY an8 Ucnosib30BaHUS ryXnUMM nunmn cnabo crbliwalmMmMm 3aKkasymkamm ¢
LeNbio NOJSTyYeHMs JOCTyNa K Cnyxb6aM Npoaax U NogaepyKKu:
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Cnyx6a TTY
800-1BM-3383 (800-426-3383)
(B CeBepHoOM AMepuKe)

LononHuTenbHyo nHopmauuto 0b obaszatenbcreax, kKotopble IBM npnHUMaeT Ha cebsi B OTHOLLIEH WM
NoaepXKu cneunanbHbiXx BO3MOXHOCTEN, CMOTpuUTe Ha caliTe IBM Accessibility (IBM - CneunanbHble
BO3MOXHOCTM) (Www.ibm.com/able).

134 IBM Spectrum Protect: PykoBogCcTBO N0 AMCKOBOMY PELUEHMIO C OQHOW MJIOWanKOoM


http://www.ibm.com/able
http://www.ibm.com/able

3aMeuaHus

J1a nybnukauus paspabartbiBanacb gns NPOAYKTOB M ycnyr, npegnaraemoix B CLLUA. Matepuansl Ha
OpYyrux a3blkax MoOXHO nonyuntb B IBM. OgHako ona JocTtyna K Konuu NpoayKTa unv Bepcum npoaykKTa
Bbl LLOMXHbI ObITb BNagenbLem Konuu unm Bepcum.

IBM MoxeT He npeanaratb onncaHHble NPOAYKThI, YCIYrM 1 BOSMOXHOCTU B ApYrux ctpaHax. CeeaeHns
O MPOAYKTaX W ycayrax, AOCTYMNHbIX B HACTOSLWEe BPEMS B Ballen CTpaHe, MOXHO NOMyYnUTb B MECTHOM
npeactaBsuTenbcTBe IBM. Jlobble cCcbinkn Ha NPOAYKTbI, NporpamMmmbl unu ycnyru IBM He o3HavatoT
SIBHbIM U HEsIBHbIM 06pa3oMm, YTO MOXHO MCNOMIb30BaTh TOIbKO MPOAYKTbI, MPOrpaMMbl UM YCyru
IBM. PaspeluaeTtcs ncnonb3oBaTh obble (hyHKLMOHANbHO 3KBUBANEHTHbIE MPOAYKTbI, MPOrpamMMmbl Uu
yCiyru, ecnv npu 3ToM He HapyLarTcs npasa IBM Ha nHTennekTyanbHyt cobcTBeHHOCTb. OfHaKo npu
3TOM MOJSb30BaTesb CaM HECET OTBETCTBEHHOCTb 3a OLLeHKY M NpoBepKy paboTbl ¢ Apyrumu (He IBM)
NPOAYyKTaMu, NnporpaMmmMamun n ycnyramu.

KoMmnaHua IBM mMoxeT pacnonaratb naTeHTaMu Unm paccMaTprMBaeMbIMM 3asiBKaMU Ha NaTeHTbI,
OTHOCALWMMUCA K NpeaMeTy OaHHOro AoKyMeHTa. [lonyvyeHue 3Toro JOKyMeHTa He 03HavaeT
npenocTaBNeHNs Kaknx-nmbo NMUEH3NIM Ha 3TW NaTeHTbl. 3aNPOChl OTHOCUTENBHO NLEH3UI
HanpaBnsanTe No agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Mo noBony NULEH3UI, CBA3aHHbIX C UCMONb30BaHMeM HabopoB AByx6alTHbIX cuMBosioB (DBCS),
obpallanTechb B OTAEN MHTENNEKTYaNbHOM cobcTBEHHOCTM IBM B Ballel cTpaHe unm HanpasbTe 3anpoc B
NUCbMeHHOW hopMe Mo agpecy:

Intellectual Property Licensing

Legal and Intellectual Property Law

IBM Japan Ltd.

19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

KOPMOPALIMA INTERNATIONAL BUSINESS MACHINES NPEAOCTABNAET JAHHYIO MYBINMKALMNIO
"KAK ECTb", BE3 KAKUX-JIUBO ABHbIX UV MOAPA3YMEBAEMbIX TAPAHTWN, BKJTHOYAS, HO HE
OrPAHUYMBASCH TAKOBbIMW, MOAPA3YMEBAEMBIE FTAPAHTUN OTCYTCTBUSA HAPYLLEHWN,
KOMMEPYECKOW NPUIOAHOCTU UMM COOTBETCTBUA KAKOW-NNBO KOHKPETHOW LLESIN. B
HEKOTOpPbIX 3aKOHOAATENbCTBAX A5 ONPefefieHHbIX CAeNoK NofobHbie OroBOPKM He JoMNyCKakoTCs,
Taknm obpasom, 3To yTBEPKOEHNE MOXKET HE OTHOCUTHCH K BaM.

B paHHomn I/IHd)OpMaLI,VIVI MOTyT BCTPETUTbCA TEXHNYECKNE HETOYHOCTU NN TMI'IOFpad)CKVIe oneyaTku. B
I'Iy6}'II/IKaLI,l/II'O BpemMa OT BpEMEHN BHOCATCA U3MEHEHUA, KOTOPbIE 6y,£|,yT OTpa>eHbl B cnieayrowmnx
n3naHnax. CDl/IpMa IBM moxeT B ntoboe Bpemd 6e3 yBegomMneHna BHOCUTb NISMEHEHUA U
yCcoBepLWEHCTBOBaHNA B NPOAYKTbI U NMpOorpamMmmMmbl, onnmcaHHbIE B aTom I'Iy6J'II/IKaLI,l/Il/I.

JTtobble cChbINKK B 3TON Ny6NMKaLumn Ha canTbl, He NpuHaanexauine IBM, npuseneHbl TONbKO AN19
yao6CcTBa M HUKOMM 06pa3oM He 03HAYaloT UX NoAAEepPXKU. MaTepunanbl Ha 3TUX calTax He BXOAAT B
yncno MaTepuanos Mo JaHHoMy NpoayKTy IBM, 1 Becb pUCK NoMb30BaHMA 3TUMU CaiTaMy HECETE Bbl
camu.

IBM ocTaBnsieT 3a coboii NpaBo Ha NUCMOSIb30BaHMeE U pacnpocTpaHeHne ntoboi NpenocTaBneHHON BaMu
NHopMauun NtobbiMu cnocobamMu, Kakne couTeT NPUEMIIEMBIMU, HE MPUHUMAs Ha ceba HUKaKMX
069a3aTeNbCTB Nepeq BaMu.
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Ecnv obnapgaTento NMLEH3MM Ha JlaHHY0 NporpamMMmy NoHaaobaTca ceefeHMsa o BO3MOXHOCTY: (i) obmMeHa
JaHHbIMU MeXy He3aBMCMMO pas3paboTaHHbIMK NporpaMmMamu 1 Apyrumm nporpammamu (Bknovas
NaHHYo) U (ii) COBMECTHOro UCMonb30BaHUA TakUX JaHHbIX, OH MOXeT 06paTUTbCA Mo agpecy:

IBM Director of Licensing

IBM Corporation

North Castle Drive, MD-NC119
Armonk, NY 10504-1785

us

Takas nHhopMaLums MOXeT ObITb MpefocTaB/ieHa npu cobtoaeHM onpeaesieHHbIX NONOXEHU 1
YCMOBWIA U, BO3SMOXHO, 3@ ONpeLesieHHyo nnary.

JlnueHsnpoBaHHasa nporpaMmma, onmcaHHas B aHHOM JOKYMEHTE, 1 BCe NIULLEH3MPOBaHHbIE MaTepuarnsbl,
LOCTYNHble C Hen, npegocTaBnstoTcs IBM Ha ycnosusix IBM Customer Agreement (CornaweHus IBM ¢
3aKa3unkoMm), MexyHapoAHOro cornaleHuns o IMLEH3UsAX Ha NporpaMmbl IBM nnuv skBMBaneHTHOro
cornawleHus.

MokasaHHble 34eCb faHHblE NPOU3BOANTENBHOCTM MOYYEHbl B ONPeaefieHHbIX YCNoBMaX. PeanbHble
pesynbTaThl MOTYT 6bITb APYrMMMU.

NHdopmauus o npoayKTax aApyrux komnaHun (He IBM) nonyyeHa oT NOCTaBLLMKOB 3TUX NPOAYKTOB, U3 UX
onyb/IMKOBaHHbIX 06BABNEHUIN MW U3 UHBIX 0BLLEAOCTYMHbIX MCTOYHMKOB. IBM He npousBoauna
TECTUPOBAHME 3TUX NPOAYKTOB U HUKAK HE MOXET NOATBEPLAUTb MHDOPMALMIO O UX TOUHOCTM paboTbl 1
COBMECTMMOCTMU, a TaKXe Npoune 3asB/eHNs OTHOCUTENbHO NPOAYKTOB APYrnX KOMNaHui (He IBM).
Bonpockl 0 BO3MOXHOCTAX NPOAYKTOB APYrnx kKoMnaHui (He IBM) cnepgyeT HanpasnsaTh NOCTaBLMKaM
3TUX NPOAYKTOB.

B sTol nybnukaumm cogepxartca npumMepbl LaHHbIX U 0THETOB, UCMOSb3YEeMbIX NPW BbIMOHEHNN TEKYLLUX
cnyxebHbix 3aga4y. YTobbl NPOMNNIOCTPMPOBATbL 3TN 3a4a4MN C MAKCMMaSIbHOM HarnNagHoOCTbHO, B
npuMepax UCMoNb3yTC UMeHa (hU3NYECKIMX NTNLL, HA3BaHWUS KOMMNaHWI, (hUpM 1 NPOAYKTOB. Bce 3Ty
MMEHAa 1 Ha3BaHWS BbIMbILLNEHbI, U JTI060e NX CXOACTBO C peasibHbIMU MMEHaMU 1 aapecaMu NoTHOCTbIO
ClyYanHo.

JIMLLEEH3NA HA TMPABO KOTMMPOBAHWA:

B 3TOM poKyMeHTe cogepxaTcsa npuMepbl NPUKNagHbIX NPOrpamMM Ha a3blkax MpPorpaMmMmpoBaHus,
KOTOpPbIe WITKOCTPUPYIOT METOAbI NPOrpaMMmMPOBaHNSA 4S5 Pa3NINUYHbIX ONepaunoHHbIX NaaTqopM. Bol
MMeeTe NpaBo KONMPOBaTb, U3AMEHATb U PACNPOCTPaHATbL 3TW NPUMepPBI NporpamMm B ntoboi hopme 6e3
ynnaTtbl Bo3HarpaxnageHusa gpupme IBM B uensix paspaboTku, npumeHeHus, cbbita nam pacnpocTpaHeHns
NPUKNaAHbIX MPOrpamMmM, COOTBETCTBYHOLLMX MHTEP(ENCY NPUKIAAHbIX MPOrpamMM OnepauoHHON
CUCTEMBI, NS KOTOPOW NpefHasHayYeHbl 3T NpMMepbl. 3TU NpuMepbl He Bbln TwaTenbHO
NPOTECTUPOBAHbI NPY BCEX BO3MOXHbIX YCNoBUAX. [NoaToMy IBM He MoxeT rapaHTupoBaTh UX
HaZLeXXHOCTb, MPUrOAHOCTb U (hYHKLMOHUPOBaHMe. MpobHblie NporpamMmmbl NPeocTaBAaoTCs No
NpUHLMNY 'Kak ecTb', 6e3 kakon-nmbo rapaHTmm. IBM He HeceT OTBETCTBEHHOCTU HUM 3a KaKon yuepb,
BO3HUKLUMI B pe3ynbTaTe UCMONb30BaHUSA NPUMEPOB MPOrpamm.

Kaxpas konvs nporpamMm nprMMepoB Uan NPorpamMMm, CO34aHHbIX HA X OCHOBE, O0/KHA COAepXaTb
crepytollee 3amMmevaHmne o6 aBTopckux npasax: © (HassaHue Bawen komnanum) (rog). YacTu aToro Koga
NOCTPOEHbI Ha OCHOBe NpuMepoB nporpamm IBM Corp. © Copyright IBM Corp. _BBeauTe rog uim rogbi_.

ToBapHble 3HaKU

IBM, norotun IBM 1 ibm.com - ToBapHbIe 3HaKN UK 3aperncTpMpoBaHHble TOBApPHbIEe 3HAKMN
International Business Machines Corporation, 3apernctpmMpoBaHHble BO MHOIMX cTpaHax. [poune
HasBaHWsA NPOAYKTOB M yCNyr MOryT BbITb TOBapHbIMM 3HakaMu IBM unu gpyrux komnaHuin. Tekywmn
CMMCOK TOBapHbIX 3HakoB IBM cMoTpuTe Ha Beb-cTpaHuue "Copyright and trademark information”
(MHhopmaLma 06 aBTOPCKMX NpaBax U ToBapHbIX 3Hakax) (www.ibm.com/legal/copytrade.shtml).

Adobe - 3aperncTpurpoBaHHbIi ToBapHbIn 3HaK Adobe Systems Incorporated B CLLUA n/unu B opyrux
cTpaHax.
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Linear Tape-Open, LTO u Ultrium - ToBapHble 3Haku HP, IBM Corp. n Quantum B CLLA n B gpyrmx cTpaHax.

Intel n Itanium - ToBapHbIe 3HAKW NN 3apernMcTpMpoBaHHbie ToBapHble 3Haku Intel Corporation unm ee
thmnmanos B CLUA n/unu gpyrux ctpaHax.

Linux - 3apernctp1poBaHHbIli TOBapHbI 3Hak JInHyca Topeanbaca (Linus Torvalds) B CLUA u/unu opyrmux
CTpaHax.

Microsoft, Windows 1 Windows NT - ToBapHble 3Haku Microsoft Corporation B CLLA n/vnu B gpyrux
CTpaHax.

Java™ v BCe TOBapHble 3HAKM 1 JIOrOTUMbI HA OCHOBE Java - 3TO TOBapHbIE 3HAKW UK
3apernucTpupoBaHHble ToBapHble 3Haky Oracle n/unu acddunmpoBaHHbIX koMnaHuin Oracle.

UNIX - 3apermcTpupoBaHHbI ToBapHbI 3HaK The Open Group B CLLUA 1 gpyrmx ctpaHax.

VMware, VMware vCenter Server u VMware vSphere - 370 3apernctpmpoBaHHble TOBapHble 3HAKW UK
ToBapHble 3Hakn VMware, Inc. unu nogpaspeneHmnn VMware, Inc. B CLUA n/vnn gpyrux 3oHax
HOPUCOUKLNN.

MonoxxeHua u ycnoeuda and AOKyMeHTauum no npoaykKTy

PaspelleHunsa Ha ncnonb3oBaHue aTux nybnmkaumi npegocTaBnatoTCcs npy cobnogeHnm
HUXXeNPUBEAEHHbIX MOMNOXEHUI N YCNOBUIN.

MpumeHumMocTb
YKasaHHble yCcoBUs 1 NofoxeHns AobaBnsaoTca KO BCeM ycnoBuaM ans Beb-canta IBM.

JInuHoe ucnonb3soBaHue
Bbl MOXeTe BOCNPOU3BOANTb 3TW Nybnnkaumm gns CBOero JIMYHOro HEKOMMePUYECKOro
MCMNO/Ib30BaHMS NpU YCI0BMUK, YTO Npu 3ToM byayT cobntogeHbl Bce 3aMevaHms 06 MMyLLLECTBEHHbIX
npasax. He pa3speluaeTcs pacnpoCTpaHsaTb, BOCNPON3BOANTb UM COCTaBNSATb NMPOM3BOAHbIE PaboThbl
Ha OCHOBE AaHHbIX Nybankaunim nnm nx yacten b6es BolpaxkeHHoro cornacus IBM.

KoMmMepueckoe ucnosib3oBaHue
Bam npepocTaBnsieTcs NpaBo BOCNPOU3BOANTL 3TN Ny6MKaumMm UCKNOYUTENBHO B Npeaeniax CBoero
npeanpusTUS Npu ycnoBuu, 4YTo byayT BOCNpon3BeneHbl BCce 3aMmeyvaHmns 06 aBTOPCKMX NpaBax. 3a
npenenamu Ballero npegnpuaTus BaM 3anpeLaeTcs pacnpocTpaHsaTb 3T1 nybamMkaumnm, NoAHOCTbIO
WK M0 YacTsM, AEMOHCTPUPOBATb UX UM CO3[4aBaTh U3 HUX NPOU3BOAHbIE NPOAYKTbI 6e3 ABHOrO Ha
To cornacwus ot IBM.

Mpasa
3a NckAYeHnem npaB., ABHbIM o6pa30M npenocTaBideMbIX HACTOALWLMM pa3pelieHnemM, HUKaKnx
WHbIX pa3peLueHunit, TMLEH3UI U MPaB, HW SBHbIX, HX NOApPa3yMeBaeMbIX, B OTHOWEHUN Nybnnkaumni n
nobon copgepallencs B HUX MH(opMaLLMn, AaHHbIX, MPOrPaMM UM MHOW MHTENNEKTYaNIbHOM
cobCTBEHHOCTH, He NpeaoCcTaBnseTcs.

IBM ocTaBnsieT 3a coboi npaBo 0TO3BaTb pas3peLleHns, NpefoCcTaB/ieHHble 3TUM OKYMEHTOM, eCilu,
no MHeHuto IBM, ncnonbsoBaHue nybnukaumm HaHocuT ywepb IBM nnu, kak aTo yctaHoBneHo IBM,
BbllLeNpuBeaeHHblE MHCTPYKLMK He cobnofarnTcs AoMKHbIM 0bpasom.

Bam He paspeluaeTca cKkaumBaTb, IKCMNOPTUPOBATL UM MOBTOPHO 3KCMOPTUPOBATb 3Ty MH(OPMaL MO
MHa4ye, YeM B NMNOJTHOM COOTBETCTBUMN C NpaBUaM N HOPMaTUBaMU, BK/1KOUaA BCE 3aKOHbI 1 NMpaBuia
CoepmHeHHbIx LLTaToB 06 akcnopTe.

IBM HE NPEOOCTABIAET HUKAKUX TAPAHTIM KACATENIbHO COOEPYXMMOI0 3TNX
NYBNNKALMA. NYBNKALMW NPEOCTABNAOTCS "KAK ECTb", BE3 KAKUX-JIMBO TAPAHTUNA,
ABHbIX T MOAPA3YMEBAEMbIX, BKJTROYASA (HO HE OTPAHNYMBAACH TAKOBbIMI)
NPEOMNOSIATAEMBIE TAPAHTUW PbIHOYHOM NPUFOOHOCTW, HEHAPYLLEHUS NPAB U
COOTBETCTBWA ONPEOENEHHON LIESIN.

3aMeyaHuUA 0 NONIUTUKE KOH(hUAEHLMaNbHOCTU

B nporpaMMHbIx npofaykTax IBM, Bktoyas nporpamMmmel Kak petieHns cnyx6 (“fNporpamMmHblie
npeanoxeHuns”), MOryT UCNOJIb30BaTbCs cookies nnu gpyrve TexHosormm ans cbopa nHdopmaumm no
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MNCMONb30BaHWIO NPOAYKTa, YToBbl MOMOYb KOHEUYHOMY MOJIb30BaTENO B paboTe, HACTPOUTL
B3aMMOOENCTBUS C KOHEYHbIM NOoJSib30BaTeNeM UK ONs UHbIX Leneit. Bo MHOrmx criyyasx npensioxeHus
MO He cobupatoT MHOPMaLMIO, MO3BONAIOLLYHO UAEHTUHOULMPOBATL NIMYHOCTb. HEKOTOPbIE HaLK
npennoxeHusa N0 MoryT nomMo4b BaM cobpaTb MHOPMaLLMIO, MO3BONSIOLLYO MAEHTUDULMPOBATb
nn4yHocTb. Ecnu gaHHoe npepgnoxeHue MO ncnonbsyet cookies gnsa cbopa MHopMaLmm, NO3BONSAOLLLEN
MaeHTUdULMPOBaTb IMYHOCTb, TO HUXKe ByaeT npuBeaeHa KOHKpeTHasa MHhopMaLms 06 Mcnonb3oBaHUK
cookies B 3TOM NpeasioXXeHnu.

HacToswee npegnoxeHue MO He ncnonb3yeT cookies nnm nHble TexHonorny oas cbopa MHhopMauuu,
No3BONSALLIEN MAEHTUHOULMPOBATb JIMYHOCTD.

Ecnu koHdurypauun, BHegpeHHble ons atoro MNpennoxeHns oTHOCUTENbHO NporpamMm, obecneunsatoT
BaM, KaK 3aKas4uKy, BO3MOXHOCTb cobupaTb MHhopMaL Mo, MO3BONSAIOLLYI0 MAEHTUMULNPOBATL
JINYHOCTb, OT KOHEYHbIX NoJSib30BaTesel yepes cookies 1 apyrue TEXHOIOrnK, Bbl AONXHbI 06paTUTLCA 3a
MECTHOW lopuaMYecKon peKkoMeHaaLUmen o TOM, CyLLEeCTBYIOT I Kakme-nnmbo 3aKoHbl, MPUMEHUMbIE K
TakoMy cbopy OaHHbIX, BKtoUas Bce TpeboBaHUS OTHOCUTENIbHO NpefoCcTaB/eHMs 3aMedaHunii 1
cornacoBaHumn.

L ononHnTENbHY MHhOpPMaLMIo 06 MCNOb30BAHUN B 3TUX LLEeNaX pPasfinyHbIX TEXHONOMMI, BKtOUas
cookies, CMOTpUTE Ha CTpaHMLEe NONTUKK KOHuaeHunaneHocTn IBM no agpecy: http://www.ibm.com/
privacy, n B 3aasneHun IBM 06 anekTpoHHON kKoHduaeHumansHocth (IBM’s Online Privacy Statement) no
agpecy: http://www.ibm.com/privacy/details, B pasgene, o3zarnaeneHHom “Cookies, Web Beacons and
Other Technologies” (Cookies, Beb6-Masiku 1 gpyrue TeXHoNornm), a Takxe B [okymeHTe “IBM Software
Products and Software-as-a-Service Privacy Statement” ((NMporpaMMHbie npoaykTbl IBM 1 3asaBneHune o
KOHhMOEHUMANbHOCTM NpOrpamMMm Kak ycnyr) no agpecy: http://www.ibm.com/software/info/product-
privacy.
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Fnoccapui

EcTb rnoccapuii ¢ TepMUHaMuU 1 onpepeneHnamMu aAns ceMencTea npoayktos IBM Spectrum Protect.

CMm. IBM Spectrum Protect - Fnoccapui.
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