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TR TR vSphere ffift GUI IR BEEUE 2N & T ) FHIHER
B R THAE,

%=L Data Protection for VMware
A0 TEREMIET VMware ESXi U EHMLETEZ] vStorage &1 lk55 %8, Data Protection for VMware
THBR TIBfT 8% VM 1520,

Data Protection for VMware 58 MEIRER SIS TIE, PASER VM IR & e RS i I ELy
BRAMERD, FUERINEET SEEEE “B5)” %) IBM Spectrum Protect ARG a3 11268, FT UG
VM BUGRGNE R,  TERE BRI 5ES VM ol a] DO T RIS,

PR BURR NG &2 PRI AN, EEEE AP REASRY, NS 7EE2mKI LA Data
Protection for VMware fR1 VM, TR MR, &HT Windows 64 {7 Data Protection for
VMware f1 EEHER 3L & IRETRIF,

REREE
TRIRI I 2RISR 7R B,

Z 2. Data Protection for VMware iE P B EF HNLEES
IR % NI 05 8]
1 K& RGF T K, T {R52235E Data Protection for VMware HIZ& %t
WRRGFER,
5 &2 AT AR K B AT PGS, Rl RER A
R 22 R AR,

5 1 T IEMFE, Data Protection for VMware 7



2 2. Data Protection for VMware $iE P S MEBETFNLEMES 42)
2 155 NI 5 8]
3 G2 A T {5 i T TP ] @R 2218 %% Data Protection for VMware 2
AT RRNEE L, B2 e iR,
2% Data Protection for VMware: BN AR R B — N PV R] S
N . _ (EULA), WSRIEAREZ %, o REENss
- i F 222516 S 223 Data Protection for e
VMware
4 58 20 TN TRAERER 7 X %22 Data
Protection for VMware 04
F+4% Data Protection for VMware:
H4% Data Protection for VMware
% 33 11l TE Windows EFHMSECER | (FHERSEITIGHE, BIErZ2Em)
7)) REFRME, WOARTHETIR, FIREFREHITEZELE
AR HRIF+4% Data Protection for VMware, 7 55
I HRAEFTZLE A A, PIRERREPITH ZALE
5 £5%5,
EZ 0 (IBM Spectrum Protect for Virtual
Environments: Data Protection for VMware
P ferE) HPRVACE 8 DUECE 2 1R
B

$io: WA BALKIRF € Data Protection for VMware & IR E TR FEH1EL, IBM Spectrum Protect
Wiki B3R T DU HRRY)
Step by Step Guide To vStorage Backup Server (Proxy) Sizing

I H Y14 IBM Spectrum Protect for Virtual Environments 7= & 7 AR i,

REFE

7245 Data Protection for VMware Z i, EIERRIES T ST RNTTE,
A DA B GUI 8% DA ER 75 722235 Data Protection for VMware FIEGERS 5155 -
5 17 DI T 2231 5223 Data Protection for VMware 2H1F g

-85 20 TARY TRAERER 77 &3t Data Protection for VMware ZH14F )

AR B HI LRI FHSHRERR I FRIFIER, TESHEE 1 TRy Tal 2238410 .

RIELERE

Ti RS Tl

DIGERIIESS

*F2L%F Data Protection for
VMware FIEHEL 5175 2 %%
ER—RG LR REE, E#
Nl

TN BT DA F B R 225 R R 1E GUT Hal DARRER 75
FaW i

IITIN ] DA InstallAnywhere TE GUI Arag DLEH
B TR,

GRIREAEIE ARG b2 B RS
ahigss (ZARRH) | e
BERE AR R SRR
o, EEHETTR,

WO DGR BT EmRmR s,
I 5 445 20 I 2 D RE R IR ERE Data

Protection for VMware —jt 2z,
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TSP Data Protection for VMware 2114, RGTA70 R AHN I R ST K,

RERR

BFRIR R GT RN L TREBEM T B, % T R IOBETR R, IS PEA BN 1505139,
BEBR

BEPETRRBELL R T2

- AP 55 B8

AP

IR

- LAN F1 SAN iZ%E$#
e RE AR H ARSI EAMH LAN PR Rt T4,
TR 24 Data Protection for VMware FRE IR K,

2 4. Data Protection for VMware FIBE4E R,

4rr AR R Hik

R4 IntelPentium D SUZAL AR SHA | NG H
77 b

INEE 4 GB RAM, 4GB itz | AiEH

AT FIREAL 4.4 GB 9.0 GB

2% 1 GbE 10 GbE

I ARPEFHATHARRV SR, BRWLE O AT REFRZE S KRB,
A[JEE dsme backup vm fi S RNETR K, HHRNEE LR AR AR K:
Required memory = (DiskSize / MBLKSize) * ReadBufferSize * VMMAXPARALLEL
Hrp:
-DiskSize /&Y ATIEELERI I B HEEL IR/
*MBLKSize BB ALK/, ZEEXN/NT 2 TB ST 128 MB, #ATKT 2 TB WAL % T 1 GB;

-ReadBufferSize /& T1&MN MBLK 15 EH) IBM Spectrum Protect NEREHIX I A/N,  IHEMX K/NE
T 256 KB;

- VMMAXPARALLEL & ¥ — & E IR L — BRI ] & 03 A R N L BRI
filan, Z&Eh 10 MR (BMNEES 40 GB #E) , HER—&higlEfEh A VMMAXPARALLEL 2 3k

BT, WHE:

-DiskSize =40 GB = 41943040 KB;

-MBLKSize =128 MB = 131072 KB;

-ReadBufferSize = 256 KB;

- VMMAXPARALLEL = 2,

Required memory = (41943040 / 131072) * 256kB * 2 = 163840KB = 160MB,

T BAE L UOHMT R R B “VMMAXPARALLEL 27 R AFEEETI%, HREMLT F—
MRl (%) FfERINAE, Hl 800 MB,

BRll: DA BRAE & 0y Erh i & i) VMware VMDK:

5 1 T LEMFE, Data Protection for VMware 9
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N TR RS ES TN, FOERERW R R VMDK ANEEE 8 TB, 415 VMDK #id 8
TB, HAEHRERRIL, th VMDK [ A/NME KK TFEEE 2 TB, EEA vmmaxvirtualdisks
iﬁlﬁi‘ﬁﬁﬂ%jﬁ(d\o HXRELFE, TELE IBM Knowledge Center J:TE% vmmaxvirtualdisks,

B3 1R AR AR —Fhgg 3 77 XA R, AT DUs IS R 5B shig s i e e
vmskipmaxvirtualdisks yes SKEBkid VMDK 4bB, HXEZEE, EZMH Vmskipmaxvirtualdisks,

X4 EFEFRF Y
{#ifl IBM Spectrum Protect Data Protection for VMware X8 JR 5L & RS 2 A, TE B IERIIRRH 2
ARG S

FIRRXHEERINGE, WE Windows 4t | Z¢%E Data Protection for VMware,

VMware BRI REZ 4
DURSER & A& A T S B E RS VMware FERINL:
- INECTTONN INTTTTTEN 2 1OUA1_E 625225 VMware Tools,
g Linux | Windows g =Ritega ] M VU DA T S e

- IO AL 3 & RGeS B8 B RS R L 4R TR — Windows SRERAL T 51Z I LA
AEERARRIEA,

- IR SR Windows AP IHBRIE N ERINIFREIG B IR, A8 A WL A E AR RIS ST
KiRo HEEEXRRERZAN, EZXMELHLE R

- TGN R PRI EE R, BB TUNIZ LAY P 43 BE Microsoft Windows ) /R X
HF B RFEHL

- 5 %# FH Data Protection for VMware X & JF 5L H 73 HY Microsoft Windows 38K 1 Se i S5 4 1 — 25
BR, BZRBRIH 1998066,

- YT AL B SR T A P OINIE,  d@id Windows 1., B &2 H S5 APMY (LDAP). Kerberos 5%
H A MZEIAUE 5 IETCTERH T INIE,

- TN 7% Red Hat Enterprise Linux 6 ##/E& % L, sshd SHPFERFACE X (/etc/ssh/
sshd_config) HfJ ChallengeResponseAuthentication JETIAEE YES sl#iERs, #lan,
THE—1BAIERL:

ChallengeResponseAuthentication yes

#ChallengeResponseAuthentication no

BEUIETUE, EEFTEE) sshd ~FIFER,

RS RRE R RF G
BIRRR RS RALTIN— DRGSR s)” 215 — 1D RGHRE B s,
TR 2k 8 Rt 5 T8 B8 R A SR U L6 U TR — 1 Windows 1,

REREBERAREG

AR RER ARG AFIEIT iSCST 4215 7] 222 A R A LA AL Y Linux BE Windows fRERRSE, L ARGHARACH)
RELLIEEL | B S RGERESE N B IR WS IR T 5 7l

BTN Linux #AE RGP RY, A THERGR] AR EEE AL (LVM) BHN RIS
Ho THAE Linux ZRMAHEAG BIRENTIRER, DMEERSIA] DUER LVM AN ABTEXEEH, AKX
TR E ISR FREAER, EZSRMHEMAYT Linux SCR,

IR T Windows ARSI Linux AR RGN T H—DFMH,
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Microsoft Windows 1l R fo: RZ (4
PARSEREMHER T Windows ik, SB—DNFRZBEN S TE VM #8EA ARHEHERR K Windows 1H
P
- BT ERIESS DS N BT B R SRR, EFRE—DE T Windows 871 H 2 RS L
A E Bk, BA K-S RTE Data Protection for VMware vSphere GUI Bt & [\ 58
LA AN EIE, USSR R ERIAR,
- EOEBA RIS RACR A S B R SRR K, AT LA Windows ZH SIS 5 86 Hh A8 B B M sUH
P, T RES i A S B SR UE T R 2 61148, IFIEBR MRS 2 AR,
PAUR B BRI ANl REAS QIR L A ik -, @IS 8 Active Directory FH PRI AL MMC i AFESUZ i 88 E
SERIXLES IR
1.IRPHRAE -> Bt -> dl, RS01E40 FR Admins 2224, HIEFERMNIZE N Global,
2. QA P48 fradmind BIFTEH Pk P B HEEINE] FR Admins 2224, &0 R] DAAZZH AN N H At
SR Pk
3. B fradmind A] DAV RIAY AN ST L 245, ECIEHH S AT
4. NS R A EESHTE -> AT, KHMm44 N FR Computers
5. {#HZ EH83E7E FR Computers HLHIT, .
M KNG MMC $ ALEI 2R _E 52 DA R A3
1. A#4°0 FR Admin GPO HUBTEHRIEN R, AR 2K FR Admins 4V TR RSN S S 4 SRIE T 5
N R ZH 2R BT R BRI T AL A S 1 5R 4
2. TELHIRIE AT R, Kk P EomB A S RN (A1%) IZfERmE A,
3. 1% FR Computers HA B TFHIIH QI IIAH RIS L,
T RN RATREC S A & O, EAEER T, fradmind Kb T A HRA LAY A E B A H
M, A A R T SR R A M,
4. Alide: (H RIS E R IR RIA I EAL AT ZEA#RIE, 40 Deny log on locally 1 Deny log

on through Terminal Services,

5. 7£ Data Protection for VMware vSphere GUI B E A SFEACE E DA “XHER” TUHE L, FEHLED
i IR A2 domain\fradminl M f7,

6. EHT AL RERIE LIS FEF (CAD) AR5,
WEBAGERIIK G
- T /£ Data Protection for VMware vSphere GUI Bt &\ S ek B IC AR AZIE, DUBHAXHE
JFIRAEIRIR,

- IR S #E F Windows 38 PR IER T RIZ RNl (RS ZERAISIHE) o IXEEEUEEE
SKIRIE R E IR AR PRI - B P ERIES P ATE & R & GRS SIEAR L AN 2 S A BCRSC
HIRENZAEREAUNL, IXEITUEATE ZAERTRERVF AITAL,

- NI N SO P A 8 G ) Windows S0 i P BRI s AR AL (A2 VT Rl B
HEHD |, EARZCERE ARG SEEA P IR el R RENRSIR S, S, SXHrEEITERE
SKESCAE I FHH

HEH TR R A
SRR FOEIT SRR, BT TR N7 a2 S

1 T LIEMF4, Data Protection for VMware 11



HRIIREIFRIN
a2/l ERORERIH P AR S FTRHITF R,

XFItES
& 5. REFEE Data Protection for VMware FrE#I A A 4RI AY
X0 Flrd ViRl
Windows B R
Linux root I
ER R
vCenter Server vCenter Server ATFRZLUTNRIA: §7 0 > TEMH TR, TERY .
WP g, 1 VMware vCenter Server EIREGEHH, W04 T A
N T2 BRI E B P ARIREY vCenter M5,
IBM Spectrum Protect {55 8% B AL
R : 26200 B AR 55 2% (BRF A ZIRE Y SRBRIH O
WREEERO

5 E %4E Data Protection for VMware INf QA2 £E R K 3 HH T BB (S 0 Y 51 5%
RRAFRIFA S R LA s R AR AR [R — Windows FR4t 2% DAUR A
- Data Protection for VMware GUI AR%5 %%
-vStorage ®1TARS 28 (BIEF BN )
- Windows Z5FCCEE
- 1BM Spectrum Protect X /& J& R
ANSRAE ARSI 22 AR 2 FT REFR 2 BE 20
FR: Windows 2EECAFE F Linux SEECAFR 4067 T 7 —F M,

* 6. WEMBEESHEO. FHRARIE Data Protection for VMware i8] 9% 0.
TCP ¥ Ki#rs: s (HFEND Hin: Auh (ZEHD
443 vStorage RS 4 vCenter Server (%4 HTTP)
443 Data Protection for VMware vSphere GUI flt | vCenter Server
%8
443 Windows =R vCenter Server
et il
&N Linux 24t
W, AT
=
443 vStorage &1k %S 4% A&t Er
443 Data Protection for VMware vSphere GUI i | “F- & ARSS 4% 28
%8
443 Windows ZF0 LR BRSSP 2S
902 vCenter Server ESXi A1
443
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® 6. REM@EEIRO. T&RATIR Data Protection for VMware 15188950, (452)

TCP Uil Ki#rs: s (HEND Hin: Auh (ZEHD
902 vStorage iR %es () ESXi ML (AT R4 FEAL)
443
1500 vStorage & k55 as (fUHD) IBM Spectrum Protect %5 &%
(tcpport)
1500 Data Protection for VMware vSphere GUI it [ IBM Spectrum Protect 55 d%
Fon
(tcpadminpoxt) o N
-1500 (tcpadminport) 23 SSL iE{E
- XF SSLiEfE, tcpadminport B35
IBM Spectrum Protect ARZ5 8511 T SSL @S
FIME—IH I, AT SSL MY A IERASH 1558
52 IBM Spectrum Protect iR%5 %%
dsmserv.opt XffH ] ssltcpadminport
IETFTE € E, (H52, 45 dsmserv.opt
YR E adminonclient no, R4
T SSL WM B IE R 52
ssltcpadminpoxt JETiE T HIE,
ssltcpadminpoxt JEUZ A TR E,
I, ELHHAPEE,
1527
NER Derby £44E
JE
1501 IBM Spectrum Protect AR%5 8% vStorage F i S5 a%
1581 - BAERS EhIL S E R
-Web & HL
(httpport) P R
1581 Data Protection for VMware vSphere GUI IR | vStorage &} R%S &%
Fon
(httpport) 7
1582, 1583
(webpoxts)
9081 vSphere ZF 11 Data Protection for VMware vSphere
s GUI ir%5#y (T8I Web X% #5177
G Wep e ] vCenter %24 HTTPS 1)
22 TR E IR Data Protection for VMware Windows
“)Ij: » Ay
ST PRI A
SSH B2 i [ - T Linux RE RBEIEFERT SSH
3260 Linux Data Protection for VMware XXff& il | Data Protection for VMware Windows

AL FEL
+iSCSI

BLEL

HFNF-4% Data Protection for VMware 13



® 6. HEREEEO. TRIFIR Data Protection for VMware 3510 .  (52)
TCP i1 K yi: el (A3 Hbr: AU (BEHD)
3260 8 B SRR AT S E R BT Windows HAR | Data Protection for VMware Windows
CEFET?
VAL (AR e B
iSCSI B4 vm [ - iSCSI
5985 XHEFE GUI #:1F Windows JZf2E #
135 Windows =R CHE & E 4 IBM Spectrum Protect X
P2 R R E RS VMware [
LI

VMware vCenter Server FAPFIRER
1217 Data Protection for VMware ##{E7E ZH:4E VMware vCenter Server £t

£ Data Protection for VMware vSphere GUI B9 Web %3 233 EIRRIF VMware $IBEFIOBIFRER
vCenter Server $54%

FF% 5% Data Protection for VMware vSphere GUI B 2541 EI ) vCenter Server A FFRIA

WILEA FEIEI VMware RERUT REZE B Itk GUI AT BRAVEIR LI A

flan, VMware vSphere SREEEL & A EHEF 0. FF “jenn” (O HE AR MR O EA RIS IR,

Rk, EXLEMEF, “jenn” HAEEZIHAR BB LA AN EEERF L. BIN=1EEFO (HF
“jenn” MEAREARHO X “jenn” AT UL,

VMware vCenter Server ¥—HFEE SR E SO t, AENATREHPSHMNS, T OIR

. 7E VMware vSphere Web Client #1, 70 A —HFN AR, ZAEMHNE EEREQE vCenter
Server fift, 1 VMware vSphere Client Gsilfi faI6E,

QIR EARRUERE R vCenter NRIFTEEUREAIL, T51EE vCenter Server, Rk EFREEFAEIEE, &
W, AR A et S REdETL, B2 RAEEBREFREIEMEEPRIEIT, ARERHIFAIR. X%
#% GUI A5 Seast T 25a 0l

DA /RGN Z R an 426 RS VMware F P A EARHOLIIR, B2, Sl —MIEEORIH 7047438 H
TE I ENRI AR, HREIFREAER 2N “TDPVMwareManage” A ESRIRIN, H 1%
KR L Primaryl_DC Fl Primary2_DC RUBEFREIINL, 4H 2 TR EdEH O
Secondaryl_DC 1 Secondary2_DC FJ&E FEE LI,

ST 1, ENEIEFL Primaryl_DC #1 Primary2_DC 2 “TDPVMwareManage” ffift, XfT4H 2,
ENEHEHL Secondaryl_DC 1 Secondary2_DC 7 “TDPVMwareManage” fift,

F1 VMware FF A9 FH - A] DA Data Protection for VMware GUI {XAEE 4 B £idE Hhu0 A B g D)
*J_LO

PR TG A G, 15 R A G AR INIE Z 5 R e BT 55 Fr FR ZE RIS MR AL,

ERHBIERZ IR T/FAEER vCenter Server $§

ZAELE vStorage RS By (BB SNI& 1T /M) L/ IBM Spectrum Protect HER 3% &7 % VMCUser
FTVMCPw J%&W, VMCUser JEUHEE &My, BRI EN vCenter 88 ESX IRSSB3HIH FARIR, L%
FIFRIA (VMCUser) R THRFURR R AL AT DAFE R IMLAT VMware SR ARIZST, A FARIRBIES BiR
Fi AR FR AR VMware R

ZOIEH T &M E R EER vCenter Server fAfh, 1EEH VMware vSphere Client FIEIMAEIIEE, TER
HOLEAH FARIR (VMCUser) FURAXET, AR REE FRET, LA, EFENIAaRMEMmER, PA
T &OME R 2 AMIHANESS, XF VMCUser %0, s8HIIZikt T P £,
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{£F Data Protection for VMware vSphere GUI £J IBM Spectrum Protect vSphere Client {H{¥ R EIR R
1 VMware B OBIFRFERY vCenter Server Y

IBM Spectrum Protect vSphere Client ffifF T3 —HEY, XN FEIT B33 GUI ATz iR,
1R 2235 1], B+l IBM Spectrum Protect vSphere Client ffif4 G2 LA R & IR :

- BErhd > IBM Data Protection

- 4g2Js) > lit & IBM Data Protection

R IEMT IBM Spectrum Protect vSphere Client #if: FTTRAUERIRAL, DAENEIRY R, R X T2

com.ibm.tsm.tdpvmware.IBMDataProtection.privileges,

IXELAFR ALY VMware & # 51J5 FIFNES X IBM Spectrum Protect vSphere Client ffifh WARI A, R
BRI AFE VMware M5 B &IX LEEFIFRAX B F 4 5ETI A IBM Spectrum Protect vSphere Client i A
%, —/>IBM Spectrum Protect vSphere Client ffiff %> vCenter Server {F 3 H HAL B 0 ¢
vCenter Server (AT GUI EHIH=E,

M VMware vSphere Web & #HLH, #&E441{# ] IBM Spectrum Protect vSphere Client ffiff A REMS 52 BUE
PSRRI DIRER A P e — M, N TIAE, BRT Web B LT ZRIAREELE B R A s
AL, e EEWEH0 > IBM Data Protection Fif, X TEMNIEH L, ENERER T HEHER
HURSBR AN P BF P 40 S B A £

vCenter A H P ZE 45 > IBM Data Protection Fifl, IR ER, mIESIER vCenter
Server 5 Data Protection for VMware vSphere GUI Web %S 28 2 [AIER:, 15K IR BILA AR Data
Protection for VMware vSphere GUI (I F {7 H4H vCenter Server) FIEH R, 7 LATEIY BRI “%
$%” T AP IBM Spectrum Protect vSphere Client %%,

PAR/RGIZE R T a0 £ PR F - RIS B D iR, 20 1 FRZE5 RIBCA RE B BREE -0
NewYork _DC flBoston_DC YRR, 2H 2 FRELTIRIAA REEHEHEH L) LosAngeles_DC #1
SanFranciso_DC HIERIHL,

a0, M VMware vSphere % /¥, @& “IBMDataProtectManage” fifh, S MEChRAERE IS FE 57 M (s
LA Bl > IBM Data Protection £54%,

YT 1, ENEIEFIC NewYork_DC Al Boston_DC 73 “IBMDataProtectManage” faft, XT4H 2,
ENEHEF L LosAngeles_DC il SanFranciso_DC 43¢ “IBMDataProtectManage” ffiff,

FANHA P A] PATE vSphere Web & P AILH# A IBM Spectrum Protect vSphere Client i DAXTEH S
H & A0S B R L

S5iFRIA RHEX AR R

= Web b ds FH F A T EHE OB BRI, SBHIEMERTE, MRARZHEIREE
GVM2013E, PASFIA A BT PRI BUREmeBOs MET S E R L, et 7 HAgri 8, AR
HAIAVF RIS TS A B A, EROUEM] S VF Al USRI R, TSR ORAN L3R5 h ik B E A P A
t, MAPfMERIiER “BHER vCenter Server A FRIRMEES8NIRA" RPFRIRFIIAERN, HHX
LR ATEL (R 1B E F R IR R OGN

24 IBM Spectrum Protect vSphere Client i P %A R LIRSS VP T RUN, I BdR O A
DHBAR R RIS S AE LY B AT,

24 IBM Spectrum Protect Fi F4RIR (B VMCUser JETEE) & SHIFRIAURNE AT & 0318 R BT,
KR RATNHE:
ANS9365E VMware vStorage API #5i%.

“PATHIRERF R ROE RIIELE, ~

24 IBM Spectrum Protect Fi FARIRE S F IR E AEB AN, BERATHE:

&% M HLERBE.,. EREMENNEAEK 1
ANS4155E VMware ARZSES EIRAREIEMAN “tango” o
ANS4148E M “foxtrot” BIEE VM HFPKLM , RC 4390

AR FHA#HE—45 8, 1525 Data Protection for VMware vSphere GUI FIEE#shi% s
vCenter Server PR 78,
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ZLE I VMware Virtual Center Server fo2 HAE(E 8 LA T #EVFRIAX R, 1E572R A N8R

1. /£ “vCenter Server B¥H” 1, EFH&EILSIEW, A5 vCenter HA LI E NAIF (415D -
2. EHTAERBOZF AT AR,

3. ¥ vCenter Ha& il 3 B B Ny HJeriE AT B L id®id 2 M HEE R

4. 7F “BRGEHE" v, BHREGH vCenter Server Hil (vpxd-wxryz. log) FHHRFAFH

NoPermission, fl4l:

[2011-04-27 15:15:35.955 03756 verbose 'App'] [VpxVmomi] Invoke error:
vim.VirtualMachine.createSnapshot session: 92324BE3-CD53-4B5A-B7F5-96C5FAB3FOEE
Throw: vim.fault.NoPermission

It H A ERAH P ARIRA LS A2 PR A R AR (createSnapshot),

R Data Protection for VMware 4A{¥
AT DAZ2 45 5 1 1 #E R GTAH RN Data Protection for VMware A2 (1 G 24 A a8k o 2 1

X FILES
A] DA FH] Data Protection for VMware 2352 5 2225 DA REH 4
- IBM Spectrum Protect K& fCHHEFE
g Windows /g =R Re Ly iR W]
- I SRS (RS R I R A S AF)
- Data Protection for VMware 3732
- Data Protection for VMware vSphere GUI
- BAERSSL IR, HAP S DU
- BUEMEhI%E GUI
BRI Web &1L
- Client API (64 fi1) BT
BHEPLaT
VMware vStorage API J&fTIN x4
R ERAES s (R | WERMERF AR TR RE R, v DOER e 222 H
“EREEE” LT,

$&7r: 7] ATE Data Protection for VMware B FATE RS LA 2 MR 8hik s, tHa] DAEIRER S L)
BEARBINEE, HEB SR hIAT 4t Data Protection for VMware &R, G EIRBINEENRS
FRH vStorage &5 1 ARSS Ao

3XHY Data Protection for VMware £
EA] DA IBM R (40, 1BM Passport Advantage®) #KHX Data Protection for VMware 223541,

FraZal
| Linux

GUERIERIN B, BRSNS R E N TCRR ],  DARERSCAFRENS IERH T #4:
1. EEWRAXFRME, HEHI R mS:

ulimit -Hf
2. NRARF AR NI RS PRGBS E N TCIRH], 15855 EHRE RSN SRR RER,
FH BB TR,
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i3z
1. MBAFHH—> Web 35 5B AURE 7 B S0/

K FEIREESH R TR, EVRANT http://www.ibm.com/software/lotus/passportadvantage/
Passport Advantage, Passport Advantage /&R A N4 ] f SO A e — i i

-BREEFEE. EFM4EEIT, B4R IBM Spectrum Protect £l s http://www.ibm.com/
support/entry/portal/Overview/Software/Tivoli/Tivoli_Storage Manager,

2. MNRSEC M IBM Rl NEOZ R, RS2 R AII IR

a. RS PEEIEREIE R, MR REMIED 40 MERF, IR ZESHIREIE H %, 18
2SR & S R SR B A S AR H SRR,

b. TN (RO 1% R B T T T SRR AT R, AN AR, JE I & Y DA R A & B O VAT AL
chmod a+x package_name.bin

c. IR % DA A 2 SR B L -
./package_name.bin

Hr package_name 2 FEISXHRIZ TR,
d. IS 5 package_name Kf@IEZEAEFE, HA package_name 2 FEHISXHERIZ R,

A REM SR Data Protection for VMware 4H{¥
A] DAfH F 2235 17 Sk 2235 Data Protection for VMware 214,

KXFU(ES
IO 2] DAfef FH B 1 22 4% e R 2225 Data Protection for VMware FIEHERS 3115
ICETIITTONN 25 ] DA fifi P iy 22 3542 5 e 2255 Data Protection for VMware FIEHES511%

1£ Windows ®4i k=3t Data Protection for VMware 2H{¥
{5 22255 6] 52235 Data Protection for VMware ZH - FIShRELR A

Fiazai
2% Data Protection for VMware 21142 /i, &R E DL TR :
- B R R F P RRIR
- Al JEIS 4% iERE S| VMware vCenter Server 6.x (B EERA) |, HEAGEE R AR

BISEH AV (RENFZIRHERBE K550 [ IBM Spectrum Protect RS 83 HIMZRER, IR
55 a0 R] T IEAEIBT,

- HREREEEBEDIRESK:
- 5.9 5l TREHR
~ 5512 TN TR AT AL
12 T CVEREEE

“%Z%% Data Protection for VMware Z i, #6001 fig DA NI :

LA
LRIy
i PR 2225 N ¥ 22 2EFTH Data Protection for VMware S ERIZNRESR -,
[

“ERAEE” AR TR AN BARR I AT, IR RS LB RIRR AR (&
L) | IREACERRT AR SR, A ek I n s s N RS Bk A, Ik
A AT DAZ2 25 R 7 R RIEAR 7, DR ERENRE . &28)G, vl LAEA IBM Spectrum
Protect GUI jiiJd VMware vSphere ffifhRHEC &R 1% S MRS .
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KXFIES

0] DA B 22 88 Pk 223 Data Protection for VMware, B3R FH) spinstall.exe X T
ZREARER T,

A RA] DL A FIDIRERRFRISIER, 1ES P05 1 iy Fal 2248 .

gz
1% Data Protection for VMware, 16 M CIREE LA H) spinstall . exe XIFFRTEA B 52 AT
IR

1. Wi spinstall.exe Xff,
2. EfER S RME B AR E A,

T—FHta

F{Jj|A] Data Protection for VMware vSphere GUI, &2 FAZRE:
- %6 22 11 [5[A] Data Protection for VMware vSphere GULJ

HRE5N GUL IR, Bl E M-SR 83T,

1% Linux &4 ER%E Data Protection for VMware
i InstallAnywhere 773(E Linux &4t %% Data Protection for VMware,

Fraazai
2% Data Protection for VMware Z B, &R E L RFEK:
R PARIREA L FRVFRIEGG, R0 FRENE G AT, RS HRSHRIE,
: /ﬁ\%ﬁﬂﬁﬂ@ﬁﬁ)ﬂ tdpvmware, WL tdpvmware &3 A root F P FRIRA HFTE vmeli i
Lo
- DUl B LR, 72 X Window Server,
HRIECE BN K:
- BT TRFFHFKY
- 512 T TR ZEREVFAIRY
- 512 T TAFRAIESN )

igig

F42%E Data Protection for VMware, 152 DL N4 5%

1. MR, B H Y% CD/Linux/DataProtectionForVMware,
2. fEmTHHRI AL N a2

./install-Linux.bin

©#R
FFEWENEMTE S R, TERE NS RBEZE R, TESMHE 65 il NHEX SN .

NSRRI T A RE Z2%E Data Protection for VMware, &2 58 28 T I1E Linux 24 L HIZL Data
Protection for VMwarel HH “F3lkkZ% Data Protection for VMware” Jd#2,
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£ Linux _E$117 Data Protection for VMware B35

R Linux 2235y, JEE SR DAETEsZEEE, B2, MRZEREHENE, M2 FEHITRME
NN

o

KT ULES
JRah et 2/, ERREERE e T AT P ERLA R TS T PR :

i3z

1. 4N Data Protection for VMware vSphere GUI B3, 152 A RS

a) jlid & H DL Ra4, {21k Data Protection for VMware 447540 :
/etc/init.d/vmcli stop

b) i#id & H DA R4, %1k Data Protection for VMware GUI Web R%5 88 :
/etc/init.d/webserver stop

o WA AN, FRE .xpm fl:
rpm -e TIVsm-TDPVMwarePlugin

2. B2 Deployment Engine F= 2% H :

4,

5

a) R LA, DAFIHFTA Deployment Engine 25H :
/usr/ibm/common/acsi/bin/de_lsrootiu.sh

b) ZHPA a4, PABRZEFTE Deployment Engine 5 H :
/usxr/ibm/common/acsi/bin/deleteRootIU.sh <UUID> <discriminant>

c) BrZ /var/ibm/common H%,

d) B2 /usxr/ibm/common H3%,

e) tNRTFLE /tmp HX, HEEFRZE acu_de. log XA HIERR,
f) B0 & %% Deployment Engine I P ARIRAY /tmp B3R,

g) brZ% Jetc/inittab R ATE M Deployment Engine cH, X445 HiEIT #Begin AC
Solution Install block fl1#End AC Solution Install block E&, REXLERLFZ
[BIF T SCARFIE RS AR &

h) BrZ% /etc/inittab RAEXHFHFTE R Deployment Engine 5 H,

. MBS 3R 2T Data Protection for VMware SZ£F:

a) FRZ <USER_INSTALL_DIR> XX, 1% HEERMNZEEZABITHIEZ, Hlan: /opt/
tivoli/tsm/TDPVMware/

b) BRZE A EREE 7T

Eh 2 RTEMERE (/var/.com. zerog. registry.xml), & zthiG, BRZ5IH Data

Protection for VMware A RIC.

FREME NS TDPVMware FAFH AT H &S,

fian:
IA-TDPVMware-00.1log 8¢ IA-TDPVMware_Uninstall-00.1log,

. B 21217 Data Protection for VMware #7217 %L HIFH .,
a) KA R
userdel -r tdpvmware
b) ZHPARa4:

groupdel tdpvmware

PR FERLERRARRY Linux 1, SAFEHMRERI PR, userdel > tiEFRAH, Hitt, R
EAAT5 A SRR AR IBH R
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£#R
TERIXELRIG, Ao EH %k

LA8% 2875 30 %23E Data Protection for VMware 281§
AJ1E )5 & 243 Data Protection for VMware, fEIERERZZ2E/ANE], RNERERAITHEE,

XFIES
IRLETTTTEN 7 ] DA F B 2 52 2K 2223 Data Protection for VMware FIE IR 1%
BTN 7 m] DA FR ST 22 3685 7 ok 2% Data Protection for VMware FIEUERS 815 &

1£ Windows &4 L L EREA S A &R3E Data Protection for VMware
i B 223558 7 DR B 7 2235 Data Protection for VMware A HFIEEER 5L Z IIREE

[l
gg%:tja Protection for VMware FIEUER )% & D RERRIE 2 BT, IBWHIRIERIRGEH 2 DL N BT AR K
58 9 T TRGFR K
58 12 BUK) DR 2RV AT AL
CE 12 T TAERNE S

KXTFULES

FRi#l: 7£ Windows |, #thE 23EM B R EER, BHRIAMFNZEES, ESRE 1T ef2Eg
Hy #re

gtz
Tz % Data Protection for VMware, 1552 A N5 5%
1. MR R AN a4
cd extract_folder\TSMVMWARE_WIN
2. WAL R4
spinstall.exe /silent
B IRZIEEN B R HEER:

AR EDEIRNIEF. T, MERIBHIZTLUTH

WIREHFEF. EAREAIE] , ATRESE/R Microsoft Windows ##HRZES,
BEZUIES U MR,

REENEIMENEIRhIZER ?

TYRSE, AR AE G ISR

XIS

25 27 U TLAEER 75 2 Windows 1% Data Protection for VMwareJ
J&B] DAE Windows #1E 255 _E DAEHER /7 CEIEL Data Protection for VMware,

1% Linux 24 ELEREA 5 T R3E Data Protection for VMware
] PUERITE Linux #1E RSt _E DS ER 77 22225 WFLE Data Protection for VMware EESS A,

Froazai
2% Data Protection for VMware Z B, &R E L REEK:
AR PR EE TR, HRROTRIEEW O BT, AEEdRsdi E.
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ARG 7 tdpvmware, N HBAHF tdpvmware BRI root P FRIUL HFTA vmeld d
2o
- DA 6 75 A2, %2 X Window Server,
-HRIEEE B IFEK:
- 9 0 TRGETRR
_ 8512 T TAERZCEVRTRL
~ 12 TR TIAERLEEE

KXTFULES

RRI: 72 Linux b, FrEE i BEREE R, ZHREIAFNZEES, 1§52 ME 1 i Fal ety &5
TFo

Data Protection for VMware 2 DA R I&E T Linux #ER G ERBRZIETIREGR 1
& 7. Data Protection for VMware 82BA R EITHRESR &

AR RS E
YIRETRIT: fili ¢
Docs EPLELE
TDPVMwareDM LTI RERR Y 22 AR ST S A
fif IBM Spectrum Protect REfIZIZTT DA R & 24
VM E R & &)
VM e 8K A&
VM 8B A B &
R ENEEE O TAEE, ARA SRR LA E
vStorage #& 1 RS5a% Lo
TDPVMwareGUI Data Protection for VMware vSphere GUI.

e U E SR,

[

=
fFm

fFm

i)

i3z
Fi4z4E Data Protection for VMware, 15 M\ Z2EMREAEEIRY H K52 A R

1. §I19F path. ./Linux/DataProtectionForVMware/installer.properties X, HXPAR%H
BOHTRE DA VPRI IE (A path B ESER) -

LICENSE_ACCEPTED=TRUE

2. B DU R H A —Rih 712k 2245 Data Protection for VMware ZH14:
- RFERVE L%, $TJT CD/Linux/DataProtectionForVMware XXfFk, FHEALLRai4:

./install-Linux.bin -i silent -DLICENSE_ACCEPTED=true
© ONTERIREE, FERAN PR
a. MM EYRE installer. properties Xff:

1) ¥§7€ INSTALL_MODE=Custom, miRHE (#) EMNHIBEAIFRZ,

2) fFH CHOSEN_INSTALL_FEATURE_LIST JEUifsE B EEMIhEE M, Flan, SRR T
18, IRLGLEERA IRETR It

CHOSEN_INSTALL_FEATURE_LIST=Docs, TDPVMwareDM, TDPVMwareGUI
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b. M CD/Linux/DataProtectionForVMware X3 & H DL Rd4:

./install-Linux.bin -i silent -f installer.properties

Z23% Data Protection for VMware G{THES E
7% Data Protection for VMware 25, HEHITHCE, R E RS 2AE Data Protection for VMware

HIEIET T,
B T{ER

I TAERSRICSRACE M Data Protection for VMware RIS R, W TERSESIEERE >

JEIC RSB EE HE,

& 8. Data Protection for VMware BR & T {E&

Wi

Rl A

R

IBM Spectrum Protect JI[R55 545 &

IBM Spectrum Protect fIR55 &3 itk

IBM Spectrum Protect IR55 fifi 1

IBM Spectrum Protect ARS5 28 & B RARIF /5
655

IBM Spectrum Protect ARS5 4% FRUH 1

T4 B

HEA AN RIS

TEAHT T e A 225 A SRS 4R

vCenter 7 s 44 /% hY

VMCLI 1 44/ 5 H

Yllrhl T 4 5D
byid: AT DAGIE 2 LT R

BlaroO N SR EAGRE RIS, R
LT, REREIETLAT,

4N : nodePrefix_datacenterName

vStorage #{nARST#_ERIBUREEhBETT N
Eb T

i 7] DAAUEE 2 EEER B 1

HEREhR & MRS IE O R A,
JEERTRIZTHY, MRIEkE DM,

il : datacenterNodename_DM

ARG A ERBURRS B &1 A% T
bid: 7T CAGIEEARAE vStorage B IRSS#5 LY

ARSI E T A,
LERLARIE T AL Windows:
LERLARIRY A B R BRI A Linux:

i%in] Data Protection for VMware vSphere GUI
f#if] Data Protection for VMware vSphere GUI k&7, ERAIEE VMware vCenter IMEH Y B,

FriaZzal

ZZAEHAE], AU N T PALR I vSphere SRR H VAR, SRJ5 74 HETiA] Data Protection for VMware

vSphere GUI,

o1z

© UNRAEZAEHAIANE RS T Rl Web DIYERS i) GUI LI, AR AT AN Y AR 1/5A] Data Protection for

VMware vSphere GUI:

1. FT7F Web M¥%ids, F#iALAR URL:
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https://hostname:port/TsmVMwareUI

Hrr:
- hostname ‘&%% Data Protection for VMware vSphere GUI fJ R GtHI & R

- port ;&R TVilA] vSphere GUI A 15, #RE W15 9080, X T &2, SREEN
9081,

2. R vCenter A P FRIFFI BB 5%,

- ANERAE AR AR S RIS Web BISEAN VI M GUI LW, AR &8 52 AN PR 58] Data
Protection for VMware vSphere GUI:

1. T7F VMware vSphere Client, A5 vCenter F FFRIRFIZE AL E %,

2. £ vSphere Client 9 “fROFTZRPAIFER” MMk, #i Data Protection for VMware vSphere GUI
EIFRo

H4k Data Protection for VMware
Al AMSER TR A Data Protection for VMware F-221% %4

AREGBARNRARFRANE, WESHBORH 1993819,
M V7.1.8 TH: NIRRT R —5HE, BREEREESINE jextract XfF, HIEFERE R,

H 4Rk Data Protection for VMware
SRR F A 2% = Data Protection for VMware V8.1.10,

Friazai
W IO RRIE A T AR Z24% IBM Spectrum Protect Snapshot for VMware &R 4,
T A E P RRHA REF-4% Data Protection for VMware,
XA Data Protection for VMware vSphere GUI FBE#7iEIE DA R 77 20AC#E :
- ZHUAFTE Data Protection for VMware vSphere GUI A0 #2462 B #5170
¥ AR Derby #4823 L1 5F1 WebSphere® Application Server f & AU 15,
- I 5 1 (vmeliprofile) HHAUME AT Data Protection for VMware @447 5L,
Rl

- T >4 1BM Spectrum Protect for Virtual Environments 2225 JERLE A BN, FH0d RSk IBM
Spectrum Protect for Virtual Environments V8.1.10 JRESR L35 8|S A @2 H %, TeiEFAEFEE & 7
B, WEZRE L Mol 2k 738, DT REDNDIRE IS 228 3 3%,

3 Windows | Linux__ SrSAGuy Sy A &R ERU N
Blan, WRFERIRANZEEE IEARBRET GUI, BAAI AL IE BT M7 R, X
FHEL T, RIS T A RE 7 H i e mh D A 4L

- TN TN Center 21/ 10 GUI EHLAYIERA
FRHERR GUT AR 0] vCenter 5 R] AFFK Data Protection vSphere #iff, NSS4 A
ALiIRl, ARG 7 B B A

- TR inux iRA R RGP 15 Windows {REE R RE AR P G MERINIRA, K,
GUERTHER Linux ERY IREMRIEREF, AL Windows FUHE_E /Y R E B P IRA,

gtz

T4 Data Protection for VMware, &5 DL R4 5%

1. {21 [FEi817HIFT A Data Protection for VMware 4IRS
2. HIEERRA CERC I I,
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http://www.ibm.com/support/docview.wss?uid=swg21993819

AT DA RE AR Y GUI @175 (mount del ai%) SREIZESE,
3. IHAE 17 A T1E Windows £48 F 7% Data Protection for VMware #f1 AR RIEE,
T TN G SR 222 T RS a1 #% V6.x, R4V EE, RG %3 ve.1.10, g “HI#
IBM Spectrum Protect Linux x86_64 & FHl” FHHHITERE R
4. NEMAREA,
5. MRS RS 5 sh 903 A2
Y indous |
i&1T spinstall.exe Xft,
b)
81T install-Linux.bin x4,
E—E 1188 FHBEZL % —> Data Protection for VMware vSphere GUL, [HIt, [R—#Hl8§ EARRIFFEES
/™ Data Protection for VMware vSphere GUI,

£ Windows 64 i &4 L LIERER S X H 4K Data Protection for VMware
&) DUE =22 71 64 NARITER G EEFER T4, Data Protection for VMware,

Fiazai

4 Data Protection for VMware V6.X ZZE2AEF A M B, §HERAIOIFES R Data Protection for VMware
V8.1.10 TREF AL RN A A H b, TLIEDAER T LA KB E A B, 1ESHE 1 T TRl Z3ed
g —THRETFEE, AT DIREEM ARG A H R,

UL -
ZEF}4% Data Protection for VMware, 1552 DA N4 :
1. {21 IEEIB1THIFTA Data Protection for VMware 414,
2. HIELPTA B R R B PR
ATDARE A REAREERE T GUI Ban 1T (mount del fn<) SKREIZES,
3. HIEEFTA CASHL A R PG
AT DA A REAREEREF GUI Bian 1T (mount del ans) SREIZES,
4. NEMAEA,
5. W% % Data Protection for VMware f~2 {432,
6. N n i O, AL R
spinstall.exe /silent REGISTER_EXTENSION=1 VCENTER_HOSTNAME=<hostname>
VCENTER_USERNAME=<username> VCENTER_PASSWORD=<pass> /debuglog<file_path>

1E Linux &4 L LEFER A X F 2K Data Protection for VMware
Al DAFESZ SR Linux #ER S0 b DAEFER 75 22K Data Protection for VMware,

XFItES
¥ LUK Data Protection for VMware 285 5B R ThRES B & H :

& 9. Data Protection for VMware 82BALREFR S

S8 ik BhAEE
VCENTER_HOSTNAME vCenter Server bR EL IP Hidl, C

VCENTER_USERNAME vCenter HFFRIN, LHAPFRRMAUEEPGEMM | JC
Y BAY VMware B H R,

VCENTER_PASSWORD vCenter %Hg, o
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2 9. Data Protection for VMware 52BRREFRESER (62)

2 fifiid Y]

DIRECT_START ZE Web W% 2575 (7] Data Protection for YES
VMware vSphere GUI, 1&16E gk e, BRAE
DIRECT_START=YES, B, SNTCE

AEIT R GUI Web ARS8 URL F5583K 77 1R ¥4 DIRECT_START
Data Protection for VMware vSphere GUL, 415RA | .

T BAE Web MI%E#8 #1777 Data Protection for
VMware vSphere GUI, IE{EE
DIRECT_START=NO,

Ziz

T4 Data Protection for VMware, 1552 A R 5%:

1. R E RSN &G, BRI,

2. AT E B Data Protection for VMware vSphere GUI 88 1% & fCBEFE T GUI #RE K],

3. NEREA,

4. M Data Protection for VMware SX£F#, % Linux X5k,

5. NEn STRRFFE LR, BMIANHEEIESE . /install-Linux.bin -i silent -
DLICENSE_ACCEPTED=true %,
filgn: ./install-Linux.bin -i silent -DLICENSE_ACCEPTED=true -

DVCENTER_HOSTNAME=9.11.90.86 -DVCENTER_USERNAME=administrator@vsphere.local
-DVCENTER_PASSWORD=%*** -DREGISTER_EXTENSION=yes -DDIRECT_START=yes

1£ vCenter Server Linked Mode IF15hH % Data Protection for VMware

Ffi5 Data Protection for VMware GUI AT AN I 835, DAf# Data Protection for VMware HFRER 52
#2457 VMware Linked Mode ZREHRE,

XFIUES
1 M ERE T VMware vCenter FIZ{TI vSphere M AFER V6.0, V6.5 Fl1 V6.7,

VMware vCenter Server Linked Mode /2 —Ffi T &, Z T EIBEHXBINA, DMEARS ST A REZ
HEMELIHL, IBM Spectrum Protect Data Protection for VMware it 5 £ 554 77 20 N i2f7H) VMware 3

7., 1EZ 1 vCenter Enhanced Linked Mode E/J VMware i, DAFKEUE K VMware SHEESEIEE 245
B

JBN

24 vCenter A T5E4% 77X NI, J@Id vSphere UL AITEAPNREHEFEFTA vCenter, JEIS BRI RERE—
R vCenter, [Fl— UL AJ#H, [Xt, IBM Spectrum Protect Data Protection fiff B /RTEATH vCenter
b, BMEEAEEAA vCenter AT AT 2228 AL & than i,

BARZIEN T8 vCenter # AT, HR XA DIRE( AT E A XY IBM Spectrum Protect Data
Protection for VMware GUI F#HLAJE1 vCenter i,

1EF+4% vCenter Server Linked Mode 85T, 153 & DA RiAl:

- (EBERE /7R vCenter B, ARV EE— vCenter ¥ S B H e B X T AT HEREY vCenter
#RA#1, IBM Spectrum Protect Data Protection for VMware ffifh B JF & N5 AN EARS AN LA TR GUI
EAHFEA, 4N, Data Protection for VMware V8.1.6 {#iff{/55 Data Protection for VMware V8.1.4 GUI
ESIE &8

- BIREARIGIE GUI EAUIPRIE R TR, (B2 EH AT S IARIDIRER AT, 26200 i B
WIATE GUI A1, DASKELE#l A1y 5e B ThRE,
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https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vcenter.install.doc/GUID-4394EA1C-0800-4A6A-ADBF-D35C41868C53.html

il

TEAREI V8.1.6 Z i, vCenterl 1 vCenter2 AT 457730 . ‘EA14 H A IBM Data Protection for
VMware GUI F#l, vSphere WHIEAFT GUI ENLHIARA N v8.1.4,

vCenterl BLEAEKEI V8.1.6, FdfFH1 GUI hostl FIMRAIITE N v8.1.6, & 5Z vSphere for vCenter2 M
FHE2ES Ve.1.6 ffFm AR v8.1.4 ffiff, ARJ5, FFAILAXIYE IBM Spectrum Protect -> it E -> %
%, HHHEF vCenterl BEHRRAN vV8.1.6 HY GUI A1, {HSE vCenter2 GUI FHLAIRR A A V8.1.4,

X vCenter2, Spectrum Protect ffiff{/5 A5 HAE v8.1.4 HRHHE /T RiafE. XAIFETF, v8.1.6 HIfEAA[HT
bﬁzﬁKﬁC%‘BTE(ﬁf vCenter2 A, MiHRETE vCenterl L{FH, ERFERN vCenter2 1Y GUI FEA1HY
v8.1.6 A1k,

%L Data Protection for VMware
1% Data Protection for VMware W32 58 25T A< FHF]

1£ Windows _L{E#} Data Protection for VMware
M Windows F % I #1%; Data Protection for VMware ZH {43 kR 25240 H %,

FFi&2Z i
FIHRRIIENE, BTN ESER:

-GN R HAth Data Protection for VMware Web GUI FH1{#H IBM Spectrum Protect vSphere Client fifF, &
MERY Web Client 7 &,

X FILES
HESERUE, ECEMEM AT >C: \Program Files\IBM\SpectrumProtect\Framework\VEGUI
\config HxH,

gtz

1. fF£1EIETEIBfTIIATE Data Protection for VMware 214,

2. FIELPTA CRERCH B PR,

3. EABIERENI%S delete backup 2 MBRATE A KIELNLE L
4. ffH dsmcutil remove anSHEBRATA O 2N EBHER ENIZEMRS .

ﬁ%ﬁﬂiﬂﬁ%ﬁﬂi‘% 1E# % C: \Program Files\Tivoli\TSM\baclient\, F}&fT dsmcutil 1list

nﬂ 70
S DU R an S BRIARSS, FHR 5 | SRR SR ARSS :

dsmcutil remove /name:"TSM Remote Client Agent"
dsmcutil remove /name:"TSM Client Acceptor"

5. B IFG > Pl > FFMIIGE > HIEFT, HEDITREF:
- IBM Spectrum Protect for Virtual Environments Data Protection for VMware Eff
- IBM Spectrum Protect for Virtual Environments Data Protection for VMware ¥ RJiiE
- IBM Spectrum Protect JVM

6. % AN Data Protection for VMware XXFHIH R (QIERAFIE) MXXHFRGEHERR,
% IBM Spectrum Protect for Virtual Environments V8.1.6 M B EifilnAs, &R

:\IBM\SpectrumProtect

:\Program Files\IBM\SpectrumProtect
:\ProgramData\Tivoli\TSM
:\ProgramData\config
:\IBM\SpectrumProtect

:\Program Files\IBM\SpectrumProtect

AT AR ER :

OOO0O0O0
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C:\Program Files\Tivoli\TSM

WMRAEFER N HEXHMECE S, WREREIXE S, IAXEHKAT C: \Program
Files\Tivoli\TSM\baclient,

%fF IBM Spectrum Protect for Virtual Environments V8.1.4 A JERifRAS, & MR :

C:\IBM\tivoli

C:\Program Files (x86)\Common Files\Tivoli\TDPVMware
C:\Program Files\Common Files\Tivoli
C:\ProgramData\Tivoli\TSM

C:\ProgramData\config

AT ARSER :

C:\Program Files\Tivoli\TSM

AR FR SR/ N H S S RIECE S, AR R B IR, AP AIXES R T C: \Program
Files\Tivoli\TSM\baclient,

T—Hta
HRERE S ORI FRETE AN

LUERER A RS9 Windows E)Z Data Protection for VMware
10T IAE Windows $#1E R S0 L DA ER 757 sNE1Z Data Protection for VMware,

XFIbES
HEsENE, BEMEE AT >C: \Program Files\IBM\SpectrumProtect\Framework\VEGUI

\config H3xH,
g2
FHIE, Data Protection for VMware, 152 DL R4 5%
1. fF£1EIETEIBfTIIATE Data Protection for VMware 214,
2. FIELATA CRE R B PR,
AT DAGE ] P EARPEAR T GUI Ba2A T (mount del mi¥) SKREIHEA,
3 AL TR &
- 784 Data Protection for VMware vSphere GUI ##iff 3%} Data Protection for VMware Z1}:
a. fEZEERRF BRI NER:
TSMVMWARE _WIN\DPVMware
b. EIA LA a4

spinstall.exe /s /v"/qn REBOOT=ReallySuppress
REMOVE=ALL UNREGISTER_EXTENSION=1
VCENTER_HOSTNAME=<vCenter hostname or IP>
VCENTER_USERNAME=<vCenter user name>

VCENTER_PASSWORD=<vCenter password>"

- EIERE R E A AR AT DO RERR T :
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a. ELERF LRI TER:
TSMVMWARE _WIN

b. AL a2
spinstall.exe /silent /remove

T SERRETERN, 240N _EFTARAEY Data Protection for VMware vSphere GUI,
4. HESERN G, EHEIRS.

{Z Linux &4 L% Data Protection for VMware
TEZ X HY Linux 11E R %5 - H1#: Data Protection for VMware DA ERESCHFTH %,

Fraazai
NIRRT EE, EEHDLTHESER:
- #4F% IBM Spectrum Protect Server HH T i, AJRSEHAT HEARIEA BEFI %L Data Protection for VMware
i
1. J8)d /opt/tivoli/tsm/client/ba/bin/dsmadmc 1T dsmadmc,
2. AIRETREMEH del an SRR S SC 23] del file nodename x
3.8 q &AW s q filespace nodename *
4. [ rem iR s: rem node nodename

AR I NEHER A E AR dsmead ARSS, ] http://www-01.ibm.com/support/docview.wss?
uid=swg21358414 FEARUIHHIFEREE

1. §f ps MK E R G IEEIZIT dsmead iR%S: ps -ef|grep dsmcad
2. kill @2 & & dsmcad iR : kill -9 dsmcad-processID
BRSO “BARREANIEE” SR, HELEES, REkHANmL:

/opt/tivoli/tsm/client/ba/bin/dsmutillnx cleanupDmFiles 1

% Enter BERETT R4, AGE1% Enter MilFR.
A DAE dsm. sys FREHRTI 14

-2 M VMware vSphere 5.5 PRIEHEIE IBM Spectrum Protect vSphere Client f&£ER, BANERZE HSCELHY
KRR MIIR, SRR AU R E 22K, BV EFIE VMware R, BXEZER, ES
F AR VMware FIIREX ZE : http://kb.vmware.com/kb/2004601,

- PEELEVELG, Data Protection for VMware SZ# S E AR 2,

XFIES

1E Linux &%t L%} Data Protection for VMware B, SEEN T, EHIES S H G228 #4248 [,
FEEAEMEESRE, BEEERMNSE. fli, MRERZERZELRE, Ban UEdEE -1
swing ZECREHZEEM S TEIZ, 15PA root P S{miafTEIEGS R, JRER root FH IR SO
WERAEH su a2 VI root FF, EMEH su - @2 3KE root F PR SO

HES I ERR B SR, BUSEHEE AR RAREE GRS, WERARESSRERZEZIAL
W, R, iHEESEREE 29 TU TM Linux 24t FahFRkZ% Data Protection for VMwares iR iI(ESS 2k
BEHARS,

FEHI% Data Protection for VMware, 152 DL N4 5%

Bz
1. VIR P EH R, AN BEIEE AN E: /opt/tivoli/tsm/tdpvmware/
_uninst/TDPVMware/
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http://kb.vmware.com/kb/2004601

2. IR HERA ([F ] RA) /5 1%z —H% Data Protection for VMware:
T WIHE— AT NS R &2, DU RORBINIE B DU 20 B R 1 To
- FAF 4%\ S 1% Data Protection for VMware, E#IA L Rai4:

./Uninstall_Tivoli_Data_Protection_for_VMware -i swing

- BEff 5 &5 1% Data Protection for VMware, & AL R4

./Uninstall_Tivoli_Data_Protection_for_VMware -i console

- BRI FHER 75 2UEI#L Data Protection for VMware, E#i A DL Rai4:

./Uninstall_Tivoli_Data_Protection_for_VMware -i silent
-f uninstall.properties

uninstall.properties XFHLE vCenter EHER. THRILEE LAEIZL Data Protection for
VMware vSphere GUI,

M Linux 24 F&hB&Z Data Protection for VMware

X FIUES
{5 AR B 0 2 G 1R 1% Data Protection for VMware B, AN PA R B EEHANR, FhMERGFRZE Data

Protection for VMware, %A root F P & 52 Bt 2,
g

1. R E 2% Data Protection for VMware vSphere GUI, & f#if DL RS FRZHAIE Package Manager (4%
JEr L

rpm -e TIVsm-TDPVMwarePlugin

2. [ A2 FRZE IBM Spectrum Protect API:

rpm -e TIVsm-API64
gskssl64.linux.x86_64.rpm
skcrypt64.linux.x86_64
TIVsm-TDPVMwarePlugin.x86_64.xrpm
TIVsm-DPAPI.x86_64.rpm

3. B2 Deployment Engine FHf = 5h45 H
a) RH AT a2 REFB A & BHIFIZ:
/usxr/ibm/common/acsi/bin/de_lsrootiu.sh
b) %& i PR 4 K255 Data Protection for VMware ¢ B 2235 T4 H -

/usr/ibm/common/acsi/bin/deleteRootIU.sh <UUID> <discriminant>

HRERRRIXLEHITARE:

FBJRE
TDPVMwareGUI
JavaHelp
TDPVMwareDM

HBEREF KRG, BBRUTER (WNREE) -
~/opt/tiv011/tsm/cllent

- /opt/tivoli/tsm/tdpvmware

FEERH P tdpvmware PAR REERT H ¢

-userdel tdpvmware
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- /home/tdpvmware
- /etc/adsm
4. e REME XS (/var/.com.zerog. registry.xml),
XY, BRZES Data Protection for VMware F2CIAT A FRIC,
5. BRELHEHR (Jopt/tivoli/tsm/tdpvmware) HEIFTA S, 1Ak, BRZESM HRIATAREET .
6. &7 /root HRH X4 HE TDPVMware By H &S
4, IA-TDPVMware-00.log 8¢ IA-TDPVMware_Uninstall-00.1log,
fEXEHE S ENE, HHRE, MRZELBEHFRRK, Az RERXEHER A AEE
REHIFTATE IR,
7. BAAER] DA% 58 18 TR T1E Linux 2%t | %¢%% Data Protection for VMwarel FRATIA IR ZEEARTE i,

{224 Data Protection for VMware I} &
ARER R T EILA Data Protection for VMware Z23E &8 5 SR IHREEREEIITE R~ E B
B A Suite Installer, FIDAENKRARS L ZHENREREFE, BESUTMHR R EIIREEE, FTDAH
F Windows FYFER I RESZ I E R,

1£ Data Protection for VMware Il REhEMIZEF S
A DA B 22252 Sk 4 Data Protection for VMware A 2235 1912 5 83 T I,

FrIaZal
FEREREFZERR T 20, IEWRERGTERN . BFZEREFR spinstall. exe Al AT T %42
BHIMRER T,

XFIES

i B LI5Sk B 2 E Data Protection for VMware I Z2EH 22 RR 7, &0] DOEFRERINE R
Z*=:.

- BERESR
- Data Protection for VMware

THIERL R ER:

UL

1. Wik spinstall.exe XHABTTEHZEREF .,

2. fi FH R il L T AR L AR e B L I HE SR A R 2L RR I
3. BRI R AR T AL,

{£ Data Protection for VMware MG RIEREMITHEEZR
#&a] A Windows “FERFFIINAE” I E Mk Xt Data Protection for VMware FIEIA 2238 Hh i THRESR {413
M,

FriaZal
TEBR AL 2, EHRRERATRN,
KXTFILES

8 Windows 3E{&E4 Data Protection for VMware HIEIE Z24EH ] FHRHRNZ AR R L INRERRIF,  fn] DLERE
EER DA R IhRES 4 :

-HdER S

- Data Protection for VMware
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THIERL R ER:

bUE -

1. £ Windows ¥l AR IFER RIINGESR 70+, H#EE T IBM Spectrum Protect for Virtual Environments:
Data Protection for VMware M 2%,

2. FATHBE DATE BT Y B 2L AR 7 L D RE BT

3. ERFR PR TR I D REER 1

1 T IEMF4, Data Protection for VMware 31
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¥ 2 % il ® Data Protection for VMware

AT B0 B Data Protection for VMware 18 21HE E ARSIV R B,

fidR: 2245 Data Protection for VMware 2 J5, IBM License Metric Tool {X1Ei%E#%%!] IBM Spectrum Protect
5548 T BARIREIN A N AR NG & T BEG, 2R & RGeS EVFRIIEH A,
RIEFZFINRSS 285F B T 8RS AR s 75 MVFRTIE TSR HERR,

{£ Windows F{EARSEERTE
1F Windows {3 FBC & [7) S TRIGEEL B 5 & T2 AR/ N B L,

FiaZzai
X FEEAIER Linux IMERRSE, IEBLRLE Linux B H A SECE T 22,
%45 Data Protection for VMware HZRGELAUE IS 28R 2 DA N ARSS A5
RREAER SR
- IBM Spectrum Protect iIR55 2%
-vCenter Server

XFILES
il & Data Protection for VMware 385, 152 DA N4 58:

PO i
1. ¥THF Web DI%E28, FF# A GUI Web RS astiit,
&

https://guihost.mycompany.com:9081/TsmVMwareUI/

2. {#if vCenter F P B RS E %,
3. AT @Od, #%E “BER” w0, AEAHSEcEm S,
4. ﬁﬁﬁ%**ﬁﬂ@%ﬁ%ﬁﬁ%f’ﬁ, BRSO R ‘W wHH, EEKRE, ARGkl E iR
A5
PR B GUI —EZ2E ML B4R Mt T E XN E TAENGERE. EE GUIEOH AL TRES
{5 BT T PALES B DRBUT 5858, 1ES I “BTERERS” FH,
5. WUF IR s & AU S IE ML E -
a) AL EIET R UEE “BERE” TUm,
b) 7£ “BCEIRA” TUmEH, EREREANEIRRINLE T RUE “RERAMEE” st aEELREER.
TR RESEEERN, ERdx T ROMER RS R E8hiEERRIuxmE, RF,
PRI s BA T ISR FTIE YT e AR E B S RO TR, BA TR DAEE FI A A T R

£R
1 IR SESS G, &b VM BT AT HAR A B 55,

% Linux LERARSERERRE
1E Linux L PR L (T 0 B R S M

FIa 2w
27457 Data Protection for VMware RGN INEIS 25 iER: 2 DL N IRSS 8%
EFEEHER AN
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- IBM Spectrum Protect RS 2%
-vCenter Server

XFIES
P Linux _FECE Data Protection for VMware 338, 1552 DL R 5%

gz

1. 7F Linux FA_HIB1T22ER T,

2. WEFRIRT 2 f1 3 (B ahafl GUD) .

3. ZAGERE, TR BB TR EA S :
https://localhost:9081/TsmVMwareUI

FETIERE, XAE GUI ENL EE X — MRS s, BTl B AR shikes, REA LR
Web & FHUELE GUI SkESNEEL & H 2 BiREahik &,
e WRIEESITAR, IFBEARRIES BRI TEIRR L ELH], BLRFEERRNRS. B
£, 0] DAER Web % P UE A DARA T B 2 431
4. SERNMS EERN, IRELTER:
- CIEM SRR 5 2 22 2 AN BT R F S,
- HNRIEEER NS AT dsm. sys A
5. ESENECEMIRE, FHRERTE GUI ENL LIaTINEdER %%,
XU RN IR 6 f1 7, &% - 8LE vSphere INEFH 2% BEIERIZE T AHFH X Linux LT3
WENER.
6. EBHRE SIS LHNZATH, FohGERAE GUI EHEIBTTHY Linux ZRERIRSLH,
7. 1F Linux Z22E PRI T, F3h7E Windows 41 18 Windows Z2ECH 243,
8. BITE, 0] DAfHEA Web & ML AR THE 248 0E, 1EAHEE B #ii & Spectrum Protect RS #% (5
B, ATRMERAHE GUT HHH,

&R
FetE: ORI SRS G, 1) VM SRR S R LRSS,
BB Z RSB[R

BHE, SERTDAMERAS vSphere fiiff, BEEZ D&MD S ERFTAERER, NS REE,

MEBETRE GO TF S E IR 2E LB BURRIFIFR

2245 IBM Spectrum Protect J&, #&R] DAL BRI SECE VRS MRS . AR S HEE N E &1 R
s an, FNHAEN Web B HFEFTE GUI EHL RidfT, RfS, AICAEAEARIMEERE RS A~
15 MBS BRELE f IR S5 88, RV, &R DUEE 21 IBM Spectrum Protect #57iR 5585 LASCHF vCenter
ErEdREHL, SMEEEFOR BLS SpectrumProtect ARG et 2 AN — DN RS aAH <., A] DAMEAAS
vSphere 8, Data Protection for VMware GUI EHLE BT &R 25,

EoEERE & 1Ak S5 2%

%% IBM Spectrum Protect Data Protection for VMware f&, #8087 DUEIS (# AL & M S IR BAIGEHRA S0 IR
%580

Ziz
1. fE R M S AN, 1%£2i53) Data Protection for VMware LB S5 EHE, ARG8T,
XKAE Web 28 B34 FH LU URL BUIA1S: https://localhost:9081/TsmVMwareUI/,
2. JEdFEE vCenter BHGFEIE, [A] Data Protection for VMware BE{TIAIE,
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3. 7£ VMware vSphere vCenter JEWi+ |, BEFifAFAHEAEE. LR GUI FHLHIEZR] M vCenter
Ping J@ A RIIE,

4. EARFGSHITIEET & F, MAGLE SRS BRIVEAGE R, BB &0 IRS S H TEC &M SATER Web
GUI (https://localhost:9081/TsmVMwareUI/),

5. IEFFRIZEF RGN, RAELEENE NSRS SHEE — DAFRIRETS,

6. A HEE B vCenter 15 XA VMCLI 5 5UET -+ _ERIFFR,

7. 1€ GUI BE RS, (RS RS 814 & Oy RN 2 2 B B0 g, SRS H A& IR S S S
{EfTEEEH O,

8. FZ B HEE BB Al B 28 17 s A AR UL L BFR, WRIES, IDRBUREBR IS
11 A e AEARBT RS DA TR 5 N T3 BC B 3K

9. TEILHTEL, #&rTDUERLE XHFEIR,

10. SERETIM, A5 HR T8 ATEREL BT R,

11. (A3%) J@EIIE %% vSphere Client, IEALE, & IEZESMBIE Y, S0EHHRCERE T
JF vSphere Web & F i1,

BeEHth&E RS 2%
10T DA FH IBM Spectrum Protect vSphere iR EC B H A&7 IR S5 25,

FrIaZal
T fE1EH vSphere fFECEHME RS AT, U S SSL X EIIRSS 4.

2z
1. £ Web GUI EHIHSERPIGECE S, BREHEAFHN %S IBM Spectrum Protect AL E,
2. EACE -> BRI EMS GUI B BIRYERE,
3. miEIERZ DAE A GUT 4L,

IR G, R OIRSS ST, Al RELTURIHTR UEER/MIRSSEE. WS, BERE
Web GUI FHLHECE A RS A5

4. BRlEHMEA MRS, ERG + (BINIRSSD) %, WS MRS SHEIE R,

NSRRI R API FIARSS 28, PRGN RESR R EE S TFIE T, £/ MEBKIES Web GUI
FEHLHY REST API (iER:, S MERRIEFPIEMIRS S E S, ENAEZ N MNMET A REAREL,

. MNNRIBI R HIERRIR IR TS, SRAETERENE NSRS SHEE — D AFE BT,

ETERRE L, EERE, RERGERAIINE D RS %,

IS R TS R EAS IR IO OGHR,  IRnEdE A

SEREEPOERR, EEFRIE vCenter PATEEHETOMIFIER, EFES &R aH B EGES
Lo BATHAINERHE DK &5 17 IR 55 2% 5 BE Do SR B

10. TR AIEOCHR, A LAS B U OAH SR I AR S 23 R4S o

11. IINEHEH OREBIER LS. MR ORTFERE A BIER LS, B2, 7 UEHERNEEE
B &L T2 M 8IEF0 IERRMEBHEFE & LEEHE 2 BUERINL & &M,

12. RS RE T+ _EBMBdEREah s, BAER RS ENIAT AT GUI ML E, B—NEIR
B IR RS B

13. ERE—NEER L EIRMAEET O, B E30IEEE,

14. FRACE -> P, RIFTEERUEEREE,
BAE, BB — S0 IRSs Sl & AL Data Protection for VMware fifif,

EREMEMNIRS S CIEAE
WE S E RSG5, @ IBM Spectrum Protect vSphere 4Kl B H A& 3 RS #5.

o1

O 00 N9 O

FrIaZal
FGRERE TN R RS — MRICHX R U 3IE 7.
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KXFIES

P — PR MR IRS Ay E, R DRI THE, R T8 LHA R RS A8, IR EH AR
J&, HEE QISR ARG P HRIE R

FNEES —DRE BRI O, SMEERR - MRS R,

gtz
1. ZREMHEIEERNS, 525 R EEREEGE 0, I2BEdRP LI RERIIAN &,
NS, RI5 %4 IBM Spectrum Protect -> Bt B AR,
2. (EBCE B ORI A RS, IREEHE R DUF A & A 5,
3. RN R, kDU
- IS UFTE AT E -> IBM Spectrum Protect Sl 4 TR IEWA(E B
- IO UETEPA T3 9A -> IBM Spectrum Protect -> At E -> & I8 B BRAE A & 0 5
EEEBTE, #ENZIFR TN -> IBM Spectrum Protect.
fon:  (ANk) ZMNaATERTE RGN R, 15T DA ERIE:
a. %= dsmadmc 7 #: C:/Program Files/Tivoli/TSM/baclient
b. fEf/RH, &G RS SRR EAER 51 81T dsmropt 32, (dir * opt)
c. K4 dsmadmc - optfile=dsm.datamovername.opt
d. FA LA @4 DAFE 10 23BN e s 8 -
update schedule policyDomain scheduleName StartTIME=NOW+00:10

BT EH
TESEM A IBM Spectrum Protect & (55 BSIBLELS, 4nT DUSTTREAI & 63

gtz

1 RS HEEAE ENIRS O IRE RS SR SR L. BREHEBIEFR ORISR, AR
%, Rawadish.

2. EBHIHERET, ARG R T EE .

3. (A[i%) 7£ vSphere {5 R P I E,

4. (A[ik) SeERsEfyG, MERTDUBEREN R0, 5T -> IBM Spectrum Protect, SKAGZEIR

K

B0

BTN EFRIRE
TR REAINL (VM) 547 IBM Spectrum Protect RS 88)5, #En] UBITHRIAIE R 181k,

gtz

1B EEREdET L, REEZYEM -> IBM Spectrum Protect, i@l VM BE &0,
X REEATE VM KHEEHRSHIRIIE,

2. IEBREEGFHEE &AM VM, RS AT IBM Spectrum Protect -> HJi,

3. EBRERA, I H AL,

4. EE R FZERN, Bl

5. (A]iE) @ vSphere AERGEAE S ALK, A E JFHE,

6. (AMiE) HEPETEHE RIRIERIRES.
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https://www.ibm.com/support/knowledgecenter/en/SSERB6_8.1.10/ve.user/t_ve_dpext_create_schedule.html

EREICHRENARE
[ G BT AKGEBL G R

FraZal
“GREACE” EILANIERBRHEITES:

- E B K IBM Spectrum Protect B SR,

- B BRI AR VMCLI 9 5,

- (vSphere ¥7%) 1£ Data Protection for VMware vSphere GUI A7 INELER £ VMware EdE AL,
CTSINECRR LA L, BB A 2R AT R RS,

IINERRZEARE SE B . BUONEEIER L& T R,

- JBRSEE R,

- Ja R BHER s #& 1T RBIFRIC SR

KXTFIES
LoEINARCE, HEmRA T EE:

iz

1. ¥T9F Web DI%EAS, FF# A GUI Web RS astiit,
&ian

https://guihost.mycompany.com:9081/TsmVMwareUI/

i vCenter H P AR 5%,

2.1 “AIY &HOvh, B2 “BiE” d0, AGHAGYmiEntE,

3. BRI SR TS T, IRTERE ERE, YU TMEMREER, REAREHKESEES—1
“‘BOEVER” Tim, BN, EREBEASER

s BE GUI e 2RI B R it T A R B M ECE U E R, fEEM GUI ARG T RES
HRAIFTITEAA B DARIE S5 7B, 1620 “gmigBlARCE" .

HR
EHEHE T RE AR dHT,

indows o B e u =PIty =) EL i
HEEHERBAXEE RS, XHIEE DIEREEBINER N8R,

FraZ A

AR AR G T FTE ek, 1EE " (IBM Spectrum Protect for Virtual Environments: Data
Protection for VMware Fi F/H6FG) HE &S E R SEREZARH 328,

XFIUES

122354 Data Protection for VMware vSphere GUI B 545 F 52 DL R 3%,

gtz

1. JA 3l Data Protection for VMware vSphere GUI, F71A/EFTJF Web Y8 34 A\ GUI Web AR5 gttt
Ban:

https://<GUI web server address>:9081/TsmVMwareUI/

i vCenter F P FRIRAI SRS 5%
2.1 “AI” @O, sadicE, RGN 1557 FIRAIER AT Ep—IT5:
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- AREERIAMNE, 1§ SRR
a. EEBTR PP RIS,
b. #Z MR E S — TR E R, R TESEERER SRR TUm:
1) MR SR RO,
2) M AR A DRI ER AR ER, MREAHERBEHAER, BREEHiIZEE

HE,
3) GERIAEEE Windows LWLy, %A Windows B FFEIE, G, i81ES IR IEAE,
I B A AT,

PR SUHEEJEARERE A Windows R P SEUESKR VT RIZAR RN LML=, qniRERsE s
Windows HELWLAYE 1) 7F BRI ASEUEEm A THOIRIISEIE, IB23R BRI, ik, XTEKR
H Windows RERLE T HIIG I NG R IEAE,

4) KA~ SRR URL DA RS2 745 ] 15 [A) 122 AL
Yhd: IR JEFE R URL, TR WL AT A 2 r] DUBIT It URL 5 [RS8 R B
5) BATHIRE DACRAF R B L
C ASREE A IR, SR NS R
a. EFEgmiE TSM ACHE.
b. 78 “XHER” T b, A NMEFER:
1) JEFE IS A SR RIE T,
2) WA ERFHT B R EH AR ER, REAFERMXAGE, HIUHETZEE

i
3) GHERIAEEE Windows WL, %A Windows B F#EIE, G, i81ES I IEAE,
I B A AT,

PR SUHEE JEARERE A Windows BRI P SEUESKR VT RIZAR REAUNL LML=, qniRERsE s
Windows HELAYE 1) 7F BRI ASEUEEm A 7HHIRIISEIE, IB23RIERR. FHit, XTEKR
H Windows RERLE T HIIG I NG R IEAE,

4) AR JFE AT URL DA UES 75 AT 177 [F)1% 3,
Uhd: e R URL, TR REDWLRIAT A 3 AT O It URL 775 1R SO AF & i B
5) BB DASR A7 SR SE K

HR
TG R S B R R E, SRR &R DUBIE A URL 751R) IBM Spectrum Protect SCAFE R FHHIRE
JEHESC

BTTENTE Linux EIREXHEFIRE
X4 Data Protection for VMware Z254E Linux 24t LR, ZEHAXHEIRYIEE, HHHE Windows R4t LIS E
5 — Data Protection for VMware ¥,

XFILES

£ Linux A% HIZ1T Data Protection for VMware B, WAZ07E Windows 2%t 2238 SC -8 R I HE DA F S
BRI,

iz

1. E&E— AT XHERYEEN 8 Windows ARS8,
2. 1F Windows %4t |- %% Data Protection for VMware, fEZZ2EHAN], 15152 A H,
3. £ Windows %% Lt & Data Protection for VMware i, 1&# R4 M4

a) BlJE#—14H VCENTER_FR Y vCenter ¥ mio
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b) AllE#—14 8 VMCLI_FR Y VMCLI 1 £,

c) B Linux SRR REHEA O 542,
54N : DATACENTER,

d) B7I0REEIER LS T H. R ED, XHERGEAFEEIRE IS .
e) Al —X Wi 2R A, HrpY 449 510 REMOTE_FR_MP_WIN £ REMOTE_FR_MP_LNX,

4. fERLERSH “XHER” T L, ﬁ?%)*‘%f(#ﬁﬁlﬁlﬁo
5. SRS R RE, TEFTH Web X% BS54 N\ B P A R LAY URL,
filan

https:\\hostname:9081\FileRestoreUI
Hrh, hostname %% T Data Protection for VMware f) Windows R4/ 414,
&R
PURRBIEZ R IBM Spectrum Protect IR S5#% F AT s E &

tsm: SERVER>q proxy

Target Node Agent Node

VCENTER VMCLI DATACENTER

VCENTER_FR VMCLI_FR DATACENTER

DATACENTER VMCLI VMCLI_FR
DATAMOVER1

REMOTE_MP_WIN REMOTE_MP_LNX
REMOTE_FR_MP_WIN REMOTE_FR_MP_LNX

NT BRI E IR REM AR HARY S BA _FR G4,

[ windows (>3 & & =P [=b T S 0friAL]
AW EHE R ENEHIHE R R ENE R HE, 5B frConfig. props XHHHYIETR

XFIES
1£ 2% Data Protection for VMware vSphere GUI B ER St 52 DA R A58,

Bz
1. #% frConfig.props XHATTEM H%,
Flan, FIHmSERc, HAHBUTmS:

cd C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI

2. UEHE 5 7 S F A SRR T T £rConfig. props X, FHARIEFREBHUOEDT,
fHEFHZE 39 Ty MSe@EIFIET H S BRI E EE R BIE T,
3. fRfFHER, I3k frConfig. props X,

ZR
EER LTI F T IBM Spectrum Protect X4 JR A H,
X {8 [Fi%EIm

frConfig.props LRI AR IRIRIERVACE., SCRIMIE AL,

enable_contact_info=false | true

T R SRS ATE & AT TR R B E B AR (E R

false

XHEEASRREIERRABRER, WEZHREE,

%8 2 % fit B Data Protection for VMware 39



true

XA E R REIREIEE AR E R,
R4 enable_contact_info=true, A4 WMJILE contact_info JETIHIEALEE,
enable_filerestore=false | true

FaE AT E & 2 A 7] DAEEFH IBM Spectrum Protect SCHE [ 5T MR AT R ST AF

false
XA & JoiEH A IBM Spectrum Protect X ERFAHE R H A, IHEZHEE,
true

SCHERA AT AR IBM Spectrum Protect SCAE R B & JFH U1

maximum_mount_points=num_mount_points
feER PP R IR E MRS, BvIMER 1 MRE R, RKER 256 MERiA, THEEE 2

LA
P E P LRI & B IR BRI IR, BRI BV AE.

mount_session_timeout_minutes=num_mins
FEE X THEH 2 AT E A C ALK S AT AT 22 ARSI E] (AT RPN BAL) o BRI IR E A,
wAME7 8 /N (480 73%0) o BRETEDY 30 738,

Pm: EPIETRANBUE U, IE N AL

restore_info_duration_hours=num_hrs
FeE B REIL B JFIE SN {5 B AE IBM Spectrum Protect S JRA TR F IR (DUNRR AL
R “SIRESN” @O EEERE EMEIE RIS, S BIR A TS 5an & R S 8 —Fh 75
. BAEN 14K (336 /M) , SREEN—EH (168 /M) ,

contact_info=administrator information
RS A AT TARBCR R EH AR EE.  BR(EE B/RTE IBM Spectrum Protect XXFE A
A LA M E

- BRI

- CEEBDT REAE) RTT @R

-FHHEERE SRHMEET
A] DUf#i ] Data Protection for VMware vSphere GUI it &[] S B 2 10 AN 25 DL R % T :
-enable_contact_info
-enable_filerestore

-contact_info

BB XS R R(ER B EEED

HVFE B L B FI S B R R A SRS S A EIE R 7T 3, BB FRLog. config S(fFH
AT,

Fraazai
FRLog.config SXH-AE B IXIJiIA] IBM Spectrum Protect /& J& S I A= A%

X FILES
1 22354 Data Protection for VMware vSphere GUI H £ 45 F 52 DL R 3%,

i3ig
1. #%% FRLog. config SHHARTERY H %,
FIFaLIRRAE, HARHTmS:

cd C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\frGUI\
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2. DUE TR 5175 2 B AR Gm R 88T JT FRLog . config S0, FHARIE BB HOED,
S 41 TUH TSR HAATEShIETY A3 BRI E BE R NIE T,

3. fRfF R, FF2<M FRLog. config XXt

4. EH/E5) GUI Web R55 85
a) b IFE > PR > BT H > IkR5.
b) A 1; Data Protection for VMware Web IR55850R55, ARGt EmBiR.

©5R
BRI TS IR AR H S I 25 BRI EFIAR

X+ E IR B EEDhE
FRLog . config JEIMAHISCIFA SRR B AL R AE B AR,
DTG S A LS55 103 BATRAE £r_gui. log S+

MAX_LOG_FILES=number
TEEBELREN fr_gui.log X AL, HLAEEN 8,

MAX_LOG_FILE_SIZE=number
6 fr_gui.log XMEA K/ (BAKB NN , HRE{EN 8192 KB,
PRI S 5 R RS HME BICRAE fr_api.log Stfhrh, XRS5 B IRTEEIEFE I A ER API
AR5
API_MAX_LOG_FILES=number
TEE BN fr_api.log XA, BREEN 8,

API_MAX_LOG_FILE_SIZE=number
f87€ fr_api.log XHMIERAKR/N (BLKB NHAL) o GRE(EN 8192 KB,

API_LOG_FILE_NAME=API_log_file_name
f67E API HESXUFHIA4FR, SREEN fr_api.log,

API_LOG_FILE_LOCATION=API_log file_name
f87E API HE KRNI E, DAEHIERUT (/) fEEME, &AL EY C: /IBM/SpectrumProtect/

webserver/usr/servers/veProfile/logs,

FR.API.LOG=ON | OFF
TEE RGN R IRIRSS G &Il

NSRS B HEIER, 1EfEE ON,  BRE{EN ON,
- BNFEIFIRGS M HAEILR, TBTEE OFF,

SO SRS R A R AT BB EI H R U TS T, IES SR E IR T,  PREETTHAE
FRLog.config X fFrhiEE,

B B HiES ahig & T R MUREIRIC ST H5
TEBURRS 148 15 A R FTRRIT SIS, BT DATA VMware vCenter PN {74 R AR IR HRIZ,

Fia 2z i
TEHCRIE DA R TRk :
-VMware vCenter Server 242 V6.0 BT 1 8 EhRA
- 71k Data Protection for VMware vSphere GUI [ERI SHRIC S IFEC & TAE, fE20%E GUI #ilR], 15H%
ik 2 FHIFRK:
- WK E DA EIERSEIE ] Data Protection for VMware vSphere GUI Z2E1E R — & RS 88 b, 4
JBC B IR s T A, DAMELRTE vCenter ARSS A FEIE, &R DUEI B  TRLE M SR FEURE R 51k
BN BB RIER LS G 21T LHH dsme set password @S RIRTEEIL,
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AR FTE AW LS BN 88 _EiB T H A BRSNS e NI I EERE a5 ss, AT DA H 2228 7E Hofth
fR&5as bo XFARICSERE, FrAIXEHRR IR EERLAUEH VMTAGDATAMOVER  YES IR THEL
B XEFSMIEIRZ S N EORTE R — RS54 %% Data Protection for VMware vSphere GUI,
BRI Ve ARIC I BERR sh i & IR TAE,

B Linux

HF Linux BdERE 5184, TEIRAE LD_LIBRARY_PATH IRBEZ B rhfs BB sR & 2 H R
JavaTM =% 1ibjvm. so, EEIE# NS F/GH vmtagdatamover M2 J5, 1ibjvm.so HI#
Rt HATFFRIC S, M 8.1.8 1A, A /etc/profile.d ¥ T —HiHIA (spve.sh), IHIAK
IERRE DU NN A2 LD_LIBRARY #%42: dsmc. dsmcad fl dsmij, IBHIAIE N 1% &5
libjvm.so, REZ| LD_LIBRARY_PATH IR, HEEMTFHERER:

1. %F IBM Java:

export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin:$JAVA_HOME/jre/bin/classic

T Oracle Java:

export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin:$JAVA_HOME/jre/lib/amd64/server

2. B PR IES IR S M BURERS sh s A AR P IR S5 B B O 7824 vStorage #& 0 IRS5 8%, 1H7E /etc/
init.d/dsmcad XA E DL N & :

export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin

TE: 1 Linux BERS L, DAfEHEE R4 (tdpvmware) k%% Data Protection for VMware
vSphere GUI,

— 7£ UNIX I Linux B AL L, TSM.PWD XHHEIE B EITE 2R — N ERNHELZE, T root
P, OBREEE AL BN Jetc/adsm, A TFIE root FIF, SBHEERIAIE R passworddir ETTEE,

TRE, KEMiBR TSM. PWD SCHF,
AR EARC T R R E R R — 2B R, 1ES 4% Data Protection for VMware

KXTFULES

0T DA FEIE (R ARICAE VMware FEFF X R HECE RN S0 56 IG,  IXLEHHR LRI FRICAE IBM
Spectrum Protect vSphere Client i E 7= Al B 5 B

i3z
- B DA R EA T
T ik

ﬁﬁi‘ySphefe it GUI 1. M vSphere fdiffH, J%E$£E IBM Spectrum Protect,
ACRBIBAE TN | ) ommnbh, AsdRmaie,
3. TEIINEEERE A A AR b, M FhE IR EdR O,

4, Bz EE, SUREBIERaN SRR, BIERahE 4.
vCenter [l ' F1 vCenter S 111% .

5. ESERNE, s,
TIRECEZ 1R R, 15204 (Data Protection for VMware vSphere GUI
e ) Ry “fHH vSphere $dfF GUI IR EEIRR LT AT T,

42 1BM Spectrum Protect for Virtual Environments: Data Protection for VMware %455


http://www-01.ibm.com/support/docview.wss?uid=swg27047438

AL} fifiid
2E Windows Bk Linux | 1 7£423 Data Protection for VMware vSphere GUI %% I, J@ISHTH
J:ﬁﬁ@ﬁ? Data Web M ¥E#A8 I A GUI Web ARG #xb >R /E3) GUL,  filan:
Protection for VMware
vSphere GUI Mbnid 32 H§ https://<GUI web server address>:
ﬁﬂﬁ%iﬁﬁf?fﬂﬁ&% 9081/TsmVMwareUI/
2. ffif vCenter FI FARIRFN RS B %,
3. BEACEIET R, %S IBM Spectrum Protect At B 1F,
4. %x “TEE” BLETN IR R T,
5. B FER A N BRI B #2571 AL
a. N T E R HILEIRO SRR LS TR, IEEREEIRSS
ﬁi}%’l‘ﬁ‘(ﬂ?, EHPIETFRRICIY A, IhRId SR e AR A
b. ZUELTFRICH T RFEE N B BIRASNE & T A, HIEP R
Bahiks, ShREBIERSNLE T RS NHINEIEEE . ONEEMR
BRI VM, AR RHARCOTRIPES T, SREEdEE
MG FIE=F IR EEHRFE Data Mover WRiclIFTE VM,
Pl AT Linux B8, WRIEESHEGER & mUENERE R
0T R, ABAIE NS ZEHE O SR AR A B R R 2 I #5 1E T 5L
EBRZ: vmtagdefaultdatamover 17,
c. J g ARTEIE R BE L
XS vmtagdatamover fil vmtagdefaultdatamover (40
CIEE) ETRINEIEIRR s & IETTCE (dsm. opt) Hs
SBIBARENNE | 1 iR GRS 1- 3, bRl SR B SRR A
Data Protection for H,
VMware vSphere GUI i “. . b . o pepp e
RIS R A A TARICI TR
Windows EdEfahigss | 3. nlik: ZRETHRICHTY S5 E N ARG ET A, HEFE
W Baeahise s,
Qf%*ﬁiﬂi?ﬁﬁﬂ‘ﬁfﬂf 1. %% vmtagdatamover yes ENIGINBIBIRR I &ETTH BEHxE
;‘ggaéﬁ%ﬂfﬁpﬁ Linux & dsm.sys, %%} Windows &y dsm.opt) -
;mmahvammm 2.0k BRETHRCH T SEEE NIRE BRI E T A, 15K
vSphere GUI i F A JF i vmtagdefaultdatamover yes 8¢ vmtagdefaultdatamover
28 LA Windows dm_name JETRZS N ELHEFL 5% &L A,
BB s s 1 PR T Linux R4E, W SSEREH SRR AN & S NS bR IC
B, IBAIE NG ZEHE A O R A A B RS 2 IR 2 1 WU H R
2% vmtagdefaultdatamover 17,
SR

ARSI T RS NC SR, BURR R REsiTE I & VMware JEF DRBRICEE. 2
Ja, BEREBaNL e RRIERTI BN EERRITARIC RSN, WERARX AR )i 1 R BARIC SR,
A2 DR EHATRLR: 2 s A Bm PR b i

BEXER
Vmtagdatamover
Vmtagdefaultdatamover

i B 5 3 SR
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BB R ITEIMH BN ST 2 SRR 1F
H AL LB 52 22 5 JSOR AN 7P 50 T PR 1SCST %6,

FriaZal

RN VMware SRS (ESXi 8L vSphere) SREfIERCE iSCST M IAASHAT RN REHDINLIN 28 i 2218108 R E A
%, RUETRAE T HEALEIHEN, B SEANAIR N R DL 25 R R F RS B LA RE SRS AT B B T 7= S SRS Y
e, AHRRYIAAR, VMware vSphere ESXi #ll vCenter 5.5 S R47E VMware ESXi #1 vCenter Server 5 X
PR ER AL, BRI R E A SN DA S AL B R AT T LR R LR 25 15 R

PR TR ALIX LA B IR E RN T H BN E VMware PR DA T @R AL RIS 52 42 & AT RN 7 [0 #R 4F
B2, HTXEREEHT VMware Bt BE55H VMware I 5, SRR ) VMware SCRS PAAREL
B PR E R,

XFILES
IS AR K A F B & R E RS ESXi BN LESEA —1N iSCSI IERLAS, 15HFHENEY VMware SRR
WEIZIEH e ARV AR, PAREREEI VMware vSphere B IFEAN TR L,

BB ISCSLIERIEE, 156 VMware “FLBEHM: iSCSIIEAC " i FE A ~E B,
- BOL-ERELE SCSI (&AL Ry, 1HIEME VMware “IEMSZAIEELE iISCSI &R s WA IITERE B

1. g & ESXi EN LAY isCSI 3%

igiz

BEATSS R E TR AL A ISCST 8K

1. SR ENRE AT RN & SRR ESXi E ML

2. MBI VMware IR EFRIHEREE, HZE iSCSIiEhtas CE i :

http://kb.vmware.com/kb/1008083
IBM Spectrum Protect < H 31K iscsi HFRARSS &%

3. B8UE ESXi ML iSCSI JEACERAY IP Mtk 2 75 W EEAS 5% 45 s A A+ 0 stttk
4. B UE ESXi FAHL L2 & EJE A Storage vMotion FFATIE,

T—Fta
£ ESXi AL LB iSCSIRfF 2 )m, FEBIREa&E ARG L BN E N T,

2. EHIEBheE L REMECEN BEER

FHRZ Al

GRERIR A AHAR P F] IBM Spectrum Protect #EM 8% & O LI EMEEIEREIRE RS L, EMNPE3
THERIT,

i3z

WWESE BRI RS, %ARGw A TN S FEEREN N AR E,
1. TR B R4t 22k 8 RIEAZ A IBM Spectrum Protect HHER 81155
1£22%E Data Protection for VMware 2RI IR 4 SR 2es se B BHR 2t D T g M
PR¥prZz 22T,
2. Bl EBIEE I,
GRS “ECBERIER LS FERERER,
3. & H iSCSI ARk%5#x 1P ik
a) #% C:\Program Files\Tivoli\TSM\baclient\dsm.opt X, AEiEELL 2%
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VMISCSIServeraddress=<IP address of the network card on the data mover
system that exposes the iSCSI targets.>

MRBIER SR ERAEFZ M, IBHORN ISCST MZHEE LRI .

T—FHHta
REBIEESIRE ARG )G, ERE IR CLI SIKE RBEMFE GUI Z RIEER,

3. igEmEREH#HIEER

FFi&2Z i
A DRSS AR AR @y 247 ALHT (CLI) BRAS 7.0.x MR E AR RS GUI I 24T APT,  n] DA Ak & AR
AR CLI SRSk EREHAE GUI IB1E,

o1z
IEAESS R AE I RBERERR CLI 51k BHAE GUI Z RN IEHE,
1. FEBUER )& R G8 LRIk 2 AELERE CLL,

1£ Windows JFUf=2 8, dhfE/ > IBM Spectrum Protect > IBM Spectrum Protect for Virtual
Environments > IBM Spectrum Protect 1% 5 {CAHER

2. R RTE O, WAL RmS:

RecoveryAgentShell.exe -c set_connection mount_computer <IP address
of the network card on the data mover system that exposes the iSCSI targets.>

A SRR RBERERR CLI SR E BHAR GUI Z RN,

T—¥Hta
HENERE 2 )G, FCE L FHRYISCSI M4k,

4. J3 ESXi ENMEIER TR FEIE T AR iSCSI P

FHaZ Al
THER DL NEN, A5 AR T TS
- N BN S R T & PR ISCST 45,

- AT RIS S JFERER A ESXI BN AUEA S /] IR F, S MR E 2|5 8 ESXi FHL
MR- iSCSI &R 28,

- RIS TR )i s RGUR RS RT3 = R-R40E 2 ESXi LRI iSCST
IEACER.

- T BRI SRR A ESXi EHVERLIEAHHIB) VMware B Fh,  HIRNBHEF6E S HROEIE Q)
FEA REAA LAY L B (5 B AN LR

i3ig
AT 440 ESXi UM RWLHIZ T EIRR sh ik #51% E & Y iSCSI M4,
1. BSRER A F BIE  JFERAERT ESXi FAL,
2. 9 iSCSI MZ81& B A H Lo
DU AR vSwitchl 1E N EAZZ HH L,
a) NEIESRE%EE VMKernel IZIERLES.
iSCSI P28 T2 I 42,
b) 77 VMkexrnel MI4ZihialiLE:QIHE vSphere FrifEsgHidl,
c) /7 VMkexrnel EIEIGB LML,
FeE— MR, 3R vSwitchd FIH ML T8 iSCST i &
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#lun: VMkernel iSCSI,
d) 7£ VMkernel IP EZFIGE 5T vSwitchl K IP skl MR,
5 H A F MRS VMkernel FREMIRE(A,
e) HEE NI, DA iSCSI MZSRENSIEH T1E,
3. N RIS 1% B AL,
PAUR B (E ] vSwitchO 1B R REALAS AL,
a) NIEIRIERIERRIL
b) 7 VMkexnel MISEifFinliEEAIH# vSphere FrifE 2 HbL,
o) RN BYLET+, RIFIEZFEMLERE,
F67E 54 vSwitch MEHATLIMZS At E b5 A R AR
f5l4n: VMkernel iSCSI,
4. FeprfilERY ISCSIIERLAS 5 VMkernel PISKIEEDERLNE.

B VMware “¥ iSCSI IEALES S5 VMkernel J&EECESAE” IREFAFERER. ANHRYIAZAMAN, HidiE
1 VMware ESXi #1 vCenter Server 5 XXRYAMFEfE,

PR QN RAEFI iSCST A R 4@, 1E/EREE] ESXi EHLAY iISCST &&E, AfE, HXEAH
iSCSI %%,

5. Bl iSCSI J&AC A48 E Je 1 72 75 1E Ao
a) £ VMware vSphere Client #, % ZMff: > {7 iEiEAL 8.
b) £k ISCSIIERCES, RGIEER iSCSI BBk, iR FE A RS EErE:

X 10. iSCSI MBI E

FETLHLI 26 iSCSI %
FREITIML: vSwitchO FREEIZHRM: vSwitchl
EMNIEOA: VM L VMkernel #[: VMkernel iSCSI

P753: VMkernel iSCSI 41 7E%| VMkexrnel i&HER
2% vmkl, ZIEECA TYIBMKIEED2E:

vmnicl k.,

YIREED2E: vmnico VMkernel MIZEEHI2E: vmkl
YIEMKIEEDRE: vmnicl

ERILIERECSS IP Hbdk: 192.168.42.x
(iSCSI MBI+ M)

g&R
L H iSCSI ML Bl tss, rIH T 524 VM BB R AT B 77 Rl AR,

fic® Data Protection for VMware B L2188

Data Protection for VMware (#5311 #. vmcli an17 FHF1 Data Protection for VMware vSphere GUI
HIFFRERCE PR 5 IBM Spectrum Protect iRSS 882 215,

B R 21 8 LIS HIEIR g & VMCLI 15 =%#E 3 IBM Spectrum Protect iRS528

TE%E£ % IBM Spectrum Protect IRS5#8 V7.1.8 B0# V8.1.2 R mhARS, A —Lefil Bkl 5 8dEs st &

1 VMCLI 5 559 Data Protection for VMware Z 2 BHHK, TERZEH I EPEEZIX LIRS
H, IXFER]DUERH 7T EE B X Le4H 4 DR B s ) 22 1
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ERRERLIZEHITRE (RERE)
PRIEER AR TRAIA T — L2 XM EHRFLEIZ & VMCLL 19 5 5 AR S5 a0 i 22 e MR BT T DA R 45 32 6k
AENSAABIEAT N, PORL T R A i L B R PR P R R R D,

IG5 AR BB OGRS B S MIRSS 2R BUIE S, FEEUE IBM Spectrum Protect iRS5 4%
SESSIONSECURITY Z#{i% & N TRANSITIONAL, X2 HE IERENIIHEH, EE5SH IBM Spectrum
Protect RSG5 %8 -9 E| V7.1.8 N B & V7 FAllal & v8.1.2 K = v8 Zjll, #AJ5#+ Data Protection for
VMware FEREXEE AN, KT DUEHEIL TR, K2R,

TR (N3R5 LDAP IAIEACLE T IBM Spectrum Protect RS 2%, ABAAREMI I, QNS H
LDAP, HRA B dsmcert SRR FHIFALENIER, AXEZER, BESHE 48 T I'E
A EINEB DK ER RS TECEY o

EMESiER NI INEE T SIEm
PAR dsmc ETfs @RS T RN Z 2% E, ARXEENNEZSER, HSREIVIETSE,
-SSLREQUIRED, #k#1d Default %% V7.1.8 8L V8.1.2 ZHiHIIRSS s E IG5, H HIE

& Data Protection for VMware #3825 85 DA TLS #HTINIE, MMzl v7.1.8 8
V8.1.2 s EhRA IR SS 2o

*SSLACCEPTCERTFROMSERV, #RE(H Yes XFEER L& HEEZ R BIRSSBHNEEL AHIES, I
H ZIAC BEORFS SIS 5 ATE RS SIS 55338 V7.1.8 B0 V8. 1.2 B & AR A R IR 5% S (5 B I iF i

-SSL, HREHE No feRIEEHEREE & V7.1.8 8L V8.1.2 Z HilfIRSS 6% AMEMEHER, A%,
TERARR NG &IERE| V7.1.8 80 v8.1.2 s ShRA MRS 28N, HLEE No farm AN 258, 1F
BUER S S5 IRS#HEER, e EMER. E Yes fEREEURERNL S 5 IRSG B ER A TLS
IBERER, SR 5E,

*SSLFIPSMODE, #&1E No ¥E/RATE BRI B SR AE (FIPS) IAIERY TLS &,

AN, NEBER NS TLS ERERIER Vv7.1.8 50 V8.1.2 ZHiIARS eely, PAREWAEH, EHE
oS 2 SR IR S 2R, K 2SI LE% I,

*SSLDISABLELEGACYTLS, 1 No femEEfR NI ARTRE TLS 1.2 AT SSL &=if, HAWHH TLS 1.1
AR A SSL UMM HER:, fEEERBHNEES Vv7.1.7 80& v8.1.1 s E KA IBM Spectrum Protect
[R5 2B SR, No MR E(E,

- LANFREESSL, & 1{H No fEnan R & 7 AMHi LAN IEHEE , IBALE S EEHE B BE RN RS
& AMEH TLS,

-REPLSSLPORT, f5EEEIER LSS EHBrIRS#HIEFBRE X TLS /A H M TCP/IP b ik,

FIMSIER LM VMCLI 15 2%
DUNSEHEE VMCLL TR Z2RE, ARREETNEZER, WEAMEHSE
“VE_TSM_SSL, #ft#&E{E NO FE/RTEEUREM )& 1 v7.1.8 8L v8.1.2 Z RIS 25 & AL MdidEmy, Al
R, GnARARSEAE ARSI v7.1.8 ZHIIVARSS SN TLS MEFTAEE, WERIZEIRE N YES,

-VE_TSM_SSLACCEPTCERTFROMSERV, it {8 YES ¥ 0 B2 KBRS SN EZL A AHIEH,
H a0 B O DB s & 545 V7.1.8 503 V8.1.2 B T S il AS R AR 55 g i {5 i bk iE -,

*VE_TSM_SSLREQUIRED, #l#&{H DEFAULT Z#5%Vv7.1.8 8 v8.1.2 Z HiHIAR S AL A STEL 2%
B, HEIEERE D UER TLS MTIAE, MM StiEREs| v7.1.8 53 v8.1.2 s S ARIARSS B

RARIREHAG
CHSE, IRSEEAREIVT.1.8 B Vv8.1.2 BiE ERA, A5G, FHEk Data Protection for VMware, A%
PER BT VMCLL 9 s AN SSLIEfS
- TR ENE SR VMCLL 5 ff 22 23R W T 3 4,
- TETT ARSI TINER, BlE 2 B EH NER TLS,

“EYE, IRSGSERFANREIVT.1.8 8 V8.1.2 BUE EhRA, A, F+4¢ Data Protection for VMware, %L
PERE AT VMCLI 19 s fdi SSL (S :
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— TR LS VMCLL 15 sl 23 WO T 3 24,
- WEARSLfE PRI LA AR SS 25~ FIE A9 SSL (S,
- SSLIB{EI B ahgss s FHARSS Sy Fs iy TLS Zls
“H%E, Data Protection for VMware F4¢ | v7.1.8 8{# V8.1.2 sl Sk A, Z/GHIMRSH. AL
RN A VMCLI 15 RO SSL 1S :
— TR LS VMCLL 15 sl 22 23 WO T ] 3 24,
- MFHRIUET v7.1.8 51 v8.1.2 [WARSS 8%, F4kSE FEIEINETNL,

- WIRSGSAEHEIV7.1.8 835 v8.1.2 SR EkASS, X1 MRS HIANER, BLE< B3 EH A
TLS,

5k, Data Protection for VMware 74| v7.1.8 8{# V8.1.2 sl Sk A, Z/GHIARSH. AL
a1 VMCLI 7 sifdiF SSLIEfS
- TEFEANEARR AN VMCLI 17 522 ek T £ 7] 86 ik
- NTFRAHMET v7.1.8 5k v8.1.2 MRS a8, FFdkSL(di A LA AR S5 28 A FIE 54 SSL &=,
- KRS AR EHEI V7.1.8 B V8.1.2 B ERA T, SSLIE(ER B ahigss iy i FARSS 2R 7R 2219 TLS 4%

7l
-4, Data Protection for VMware 7F¢ 8| V7.1.8 8#& V8.1.2 sRE A, AR5, FUERINZEEM

VMCLI 1 UERE R Z MRS 88, RS AR 1E AN RN 3 T 4%

- TR LA VMCLL 15 sl 23S WO T ] 3 24,

- BERBANE SR VMCLI 15 S EA IR 215 2 2 A FRRAMK T v7.1.8 8 v8.1.2 MRS #s, H A
Egﬁéi&%?ﬂ V7.1.8 B3 V8.1.2 B ERRAMIARSS 23 H S F PN TLS IAIE,  1%ARSS e EFE S
ZE,

WIE PR, IRSSERN V7.1.8 Bi#E V8.1.2 s EhRA:

— R B Data Protection for VMware,

- REETREEERE R TLS I 2TEINIE B 2R B IR 87158 VMCLI 11 55,

- WMRTEMEZ LS IRSS 8 2 ARG EdEE m, AR SSL S EILEJIHE Yes,

W PR, RS ASIRAIRT v7.1.8 B v8.1.2:

- RIEF R PR E R L,

- WMRARTFEXN ARG SSL %, MLEZEPHSEL SRS E,
- FEEAE SSLINIEWY, BEZRERS#AHKE v7.1.8 s v8.1.2 8 Ehii A,

- Qjﬂj?;g%bﬂﬁzﬁ%ﬂ%%iﬂ&%ﬂHE%%%ZI‘Eﬂﬁﬁﬁﬁﬁiﬁli‘ﬁ{ﬁﬁﬁ, 2K SSL SHR B NME Yes, RIGHETF
by SSL,

- 12 Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer

DAARHRAC B R E R

- FeMRSs A HOFT R v7.1.8 B3 v8.1.2 SN milAR)E, SSLIB{ER: B sl (i IR SS A A AR 2/ TLS
Pl

EREREERS RREA TETEIE

ATTRVEANFNA T EAESE R B IS5 a8 B ShIEP 70 KN SN a1 &M VMCLI 79 5 %2 2 R AL B
Wi, N, RIS ASECE N E ] LDAP INESUE R ZEINEFL (CA) BFBIUEH, ALMNESERE RS 4S
I ESNEF 72 Ko

ENEIERSHED

TRWEIENSE 47 Ml MMEHARE L2 EHITIE (PSR 1 AARfREETEE, (EME—FI5MY
&, &7 SSLACCEPTCERTFROMSERV &I BN No DARIEREEIBAS 2% &5 17 sl i OEREE] V7.1.8 51
# V8.1.2 S ShRAMIARSS #e i, T EAZS B R BIRS A B B2 A HIES,

48 IBM Spectrum Protect for Virtual Environments: Data Protection for VMware %455


https://www.ibm.com/support/knowledgecenter/en/SSGSG7_7.1.8/client/t_cfg_ssl.html

EREAEEES 20 TEESIES e & T <8 A

MRTELERAEEEBFNEB DR, A dsmeert SLHAEF RS AIES, M IBM Spectrum Protect
AR5 dsal CA SREULFRIET, CA RIS E TiE VeriSign B¢ Thawte Z/AH], B 2 TN ER4E AR
CA,

WREARRE NI VMCLL i TR —AlEs L, IARTE—MER, R T S TR L, A6
2 BB TR E—ME,
S, BRSAEAREIV7.1.8 8 Vv8.1.2, )5, FHEk Data Protection for VMware, INHEHER )L
T EANMER SSLIETE:
— {#FI{E No %X & SSLACCEPTCERTFROMSERV J%i,

- M IBM Spectrum Protect R &% #58% CA ZREULTRIESS, FHHH dsmcert SEEF S AL, 1ESH
Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer DAFREXFEL
BHEREE,

“H, HIRSESARFEIVT.1.88V8.1.2, A, FHK Data Protection for VMware, IHEHER L&

I SSL S :

- EFENBIER L& SN 2RI TR ER, R S EHl AT SSLIBEMRSSHES, A4
SSLACCEPTCERTFROMSERV &I ANE

- Rk SE A A IRSS 282 FUEFRY SSL Ja(E,
- SSLIB{E B ahigse 5 FHARSS 8RR fa iy TLS 2l
-4, ¥ Data Protection for VMware 4¢% V7.1.8 8 V8.1.2, Z RS 25, FAEEHER LSS
MR SSLfE:
— {#FI{E No % & SSLACCEPTCERTFROMSERV JZi,
- NTFRAMET v7.1.8 5 v8.1.2 MRS a8, Kk FHELA INIENINL,
— EBIERB NG & AUERES V7.1.8 83F V8.1.2 S mhR A AR 5548 2 il -

- M IBM Spectrum Protect iR&5 888k CA FRECAFRAES, F# A dsmeert SEHEF S AL, EZSH
Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer DAFREX
Bl EE~ER.

“H7%, ¥ Data Protection for VMware 4% V7.1.8 5 V8.1.2, Z/5H RS 2. IBEEIE SIS
A SSLIEME

- EFNBIRB IS RN Z 2IRTUE T EHL, MR HEERT SSLIERNRSSIES, A
SSLACCEPTCERTFROMSERV JEIHRi&E H,

- RFHRIUET V7.1.8 5 V8.1.2 (MRS HE, AGAKLR B RIIBUA RS 85 2 AT E 1309 SSLIB(,

- ﬁjﬁﬁ%ﬁﬁﬁ%ﬁ%ﬂ V7.1.8 53 V8.1.2 sREEARAIS, SSL IR E Al i F IR 55 S8 AT AR B4 TLS 4%
Hlo

“H 7%, ¥ Data Protection for VMware 745 V7.1.8 8k V8.1.2, A5, FUEFEaN&&EN iEREDZ 1R

F5d5. MRESAAEAIFIN BRI T AL

— M No % & SSLACCEPTCERTFROMSERYV %10,

- MNFHAINET v7.1.8 8{ v8.1.2 BIARSS 85, RS FHELE INIEMN,

- %ﬁ?%@%ﬁ% RIEREF V7.1.8 803 V8.1.2 B MR AR SS B < AT, S (ETAARSS P il & 7

- M IBM Spectrum Protect [R55#58% CA ZREXVAFRUES, FHEH dsmcert SEHEF S AUEH. ES
Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer PAFREX
[TW=Ci=pN =1 =W

- BIEBNEE MM AINERM2IEZ 2 FHRART v7.1.8 88 v8.1.2 RSS 8, H HIEWIWGIE
125 V7.1.8 8l v8.1.2 s E SR AR SS Sait B s A N TLS IANIF, 4IRS S EHAIEL 2,

- 1 Data Protection for VMware %2%, IRZ588 9 V7.1.8 80 v8.1.2 8 S A :
- MR¥EH 22250 E Data Protection for VMware,
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— {#FH{E No 1% & SSLACCEPTCERTFROMSERY %1,

- M IBM Spectrum Protect R %% a5 CA ZREULTRIESS, FHH M dsmcert SEEF S AL, 1525
Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer DAFRERFEL
BHEREE,

- WMRFEMELIER LS SRS 2 AN SR, 2% SSLSHULE 1 Yes,

- ¥ Data Protection for VMware %Z2%, ARSS#RIAILT V7.1.8 8{ v8.1.2, FHEL SSL ME =1

- FR¥EET LR E Data Protection for VMware,

- ¥ SSL ZELE NE Yes.

- M IBM Spectrum Protect R %% #58% CA ZREULTRIESS, FHH M dsmcert SEFEF S AL, 1525
Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer DAFRERFEL
BHEREE,

-t Data Protection for VMware %%, ARG 8SHRAMET V7.1.8 B V8.1.2, ARFEZE SSL MELIE:

- FR¥EET LR E Data Protection for VMware,

— A No 1% & SSLACCEPTCERTFROMSERV %17,

- BEREE SSLINIEVMY, BEERSHARE| V7.1.8 8i# v8.1.2 s mhA,
- FEEUER NS ERES v7.1.8 53 v8.1.2 s Ei AR RIAR S 88 2 |l :

- M IBM Spectrum Protect iRZ52#58% CA SREULFFIETS, FEEA dsmcert SLHEFSAIE, ESH
Configuring Tivoli Storage Manager client/server communication with Secure Sockets Layer PAFREX
BB~ E R

FEAERERLM4EIE Data Protection for VMware vSphere GUI 5&{S

Data Protection for VMware vSphere GUI i & Hi 2% 2 (TLS) MRS Web W ¥i#E. VMware
vCenter Server 1 (A]j%) IBM Spectrum Protect k%% 28 HIZ i@ (S,

KXTFIES

XT5 Web Y 28F1 VMware VCenter Server (IS, 1AZEH TLS 8, 1E£%3 Data Protection for
VMware #iiH], ¥EREZS TLS BFIEHHHATER,

ta] DA EIAUEH L (CA) BB IVIER S Web MW 28i#1TiE(S, Data Protection for VMware Z{fi >k H
CA FIED, ESFIEHSE =77 UEHIT Web X218,
XtFL5 IBM Spectrum Protect iR 4% FIEME, AR TLS hEBUR TR e A,

4% IBM Spectrum Protect /IS5 2% V7.1.7 5% v8.1.1 5 RUifiA
i TLS WS RS #RiEME = P IE#R1E, 1&RT DAF3h /5 H Data Protection for VMware vSphere GUI P4
JEIE TLS PN SRS 28 E, FHiEEMRAIES 50 i 55 IBM Spectrum Protect ARS5 #8022 il
51 iR, QIEsERETEHSAULED

WS IBM Spectrum Protect fIR553% V7.1.8 5% v8.1.2 8 /A
WUER TLS MY, fERZEUEM T, BEIRMERZE 47 0 MEHABEZ 2R EH TR E (PUE
E) J AR 2 EN, BEIGIEEEE, B2, EEEEN T, "TRFEEFICEET
P H: 24 Data Protection for VMware vSphere GUI X 5ARSS 8@ SR, DU RS B 3RBUE
4, FH{Ei% IBM Spectrum Protect IR%5%% SESSIONSECURITY %1% & & TRANSITIONAL, iX/ZEIX
RN LA E, 1F GUI &R %8 2 f5, SESSIONSECURITY %% B N STRICT, T GUI f#
FIRS A EH CARER RS 28, KA S — MR B A Iz TiEE, A ZEEIRS
it GUI TR IRTHE. EMEORILIAE, 5% SESSIONSECURITY 4% &l
TRANSITIONAL,

JBA5 IBM Spectrum Protect [RSBHNREE

NIRRT IBM Spectrum Protect IR5585 V7.1.7 BUBE RLARAEH v8.1.2 BUBERLRA, i TLS HHilGE
BEIRSS 2B IIER, ANSRAHZEAE % WY S FF Data Protection for VMware vSphere GUI 5 iR #5id (S, &5
F5 R ZIE
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FHEZ A
MRS a3 8 B AR BOIE RIS,
KXTFULES

GUEREEF RS A% V7.1.8 80 V8.1.2 Bl shiA, TLS MhisCZfRRy, HHAEMMS 47 Uiy TEEAIGE 2 4
WEMTARCE (PUEEER) 1 RS 2B RMEAN, SEMEESIEBNGEEE, B2, FEFE
AL, PIRERRE T3 0 E (R R4 AN MR & Data Protection for VMware vSphere GUL,

PARIEAREA Java™ HFIERE M T A keytool,
1E Linux #E&R4: &, THANMT /opt/tivoli/tsm/tdpvmware/common/jre/jre/bin/HFH,

£ Microsoft Windows #/E&%t £, % THN T C:\Program Files\Common Files\Tivoli\TSM
\jvm80516\jre\bin HH,

1E151T keytool an<oi, MERIRERRZHEE C AL,

gtz
1. MNanAT, ¥ ERUMREGEEEE:

- £ Linux E: /opt/tivoli/tsm/tdpvmware/common/scripts/

- 1£ Windows _k: C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts)\
2. AT an S QISR F AUEF:

keytool -importcert -alias my-cert -file cert.pem -keystore
tsm-ve-truststore.jks -storepass password

Hrr:
-alias my-cert
T EEEEFARRIE B4,
-file cert.pem
AR EIRS 2R B A UEHEL CA ARIEH,
-storepass password
TR, BRI RS DAL R
3. 35} Data Protection for VMware vSphere GUI 3445 “Bt®E” #1,

- ARIEIELEQIENIMARCE, HEMESS > ia1T IBM Spectrum Protect BLE 'S, AEHE “R55HE

WE” DU,
C MR EAEBRIERCE, SBaiES5 > % IBM Spectrum Protect iLE, RGHE “MRSFSETIE"
DU,

4. 1£ IBM Spectrum Protect & Bl 1 7B i A 15, X2 iF A SSL sk TLS & EHIEENIRSS
e o

5. JEEAE R Pl 1 _E A R E e
6. WNFRARZERA IR E T AR GUI &0, THIAFRAEBLERIR, SR BE A,
7. il DA A SE

ERIAEROEES

FFEAHIANEFD (CA) BBIIET, BAEREZ NI,

X FILES

AR FE#E I 40 keytool [FRIEZEHFN A HE B T A,

£ Linux #£1E &% |, HALTF /opt/tivoli/tsm/tdpvmware/common/jre/jre/bin/ HEH,

£ Microsoft Windows #/E&4%t £, HAiF C:\Program Files\Common Files\Tivoli\TSM
\jvm80516\jre HZEMH,
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FEMTATITT keytool I, EAJRETR ZAaE Se B2,

iz

1. R A RT3 1AL

2. B UERZ A 1E K (CSR),

3. A EH O R IEIE P18 K DU T4,

4. 1f Data Protection for VMware vSphere GUI FrHEIEZUE+,

FRENE $A RE 1 i) A

IEHFOETE Java BHES, EHAEBRRIPEHENE, ZOEEHEPRIES, OS8R ETR
o

KXTFULES

FEZ LIRS B L ke B R E B S AR, KR sEARBE WA,
SER LA BR DA SR 468 R PR i s S R AT B 2R, Re B P A B B R R BT s
RS EHIE R A EE, EPNTIHE R,

2z
1. {21k Data Protection for VMware vSphere GUI %%,
2. 21T, ¥ HRUIE S HEN E,

-+ f£ Linux k: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/resources/security/

- 1£ Windows F: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile
\resources\security\

3. B EM R EHAEXF (key . jks) SCRHABEHMNE, ERUHSFRIEDEIA,
A, Y@K H DUT a2 QIR R A ZEAHT Y E 244 IR

keytool -genkeypair -alias vekey -dname
CN=fqgdn,0U=Tivoli_Storage_Manager_for_VMware,0=IBM -keyalg RSA

-sigalg SHA256withRSA -keysize 2048 -validity days -keystore
key.jks -storepass password -keypass password

Hrp:
-dname CN=fqdn,0U=Tivoli_Storage_Manager_foxr_VMware, 0=IBM
fqdn ‘223 Data Protection for VMware vSphere GUI i+ 8 A/Lf DNS & FREFRIER
-validity days
IEBH RO,
-storepass password
WA, RIS DMK A,
-keypass password
EBHE AR HTRM, DA UL A & D,
5. i/ securityUtility T B4t AERME, KHEATHL,

- f£ Linux k: /opt/tivoli/tsm/tdpvmware/common/webserver/bin/securityUtility
encode

© f£ Windows E: C:\IBM\SpectrumProtect\webserver\bin\securityUtility.bat
encode

TR RN NS, AafREmE (i, HEESHFEIER) o
6. iR A HFI I bootstrap. properties X, F44 veProfile.keystore.pswd & E AR
IR YRASIIE,
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bootstrap.properties XA T LA R E:
- f£ Linux £: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/

- 1£ Windows _k: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\
7. J3%/ Data Protection for VMware vSphere GUI iIR%5.
HxsE

% 67 T T/E5N#1331T Data Protection for VMware RS
REEN T, JAs) Windows #IERGN, EWEAHARSK -G8 IEREEF,

BIBIEPERIFR
TERBUEHEVI G, AAIEIEFRE421EK (CSR),

oL
SE LA N ERLABIEE CSR:
1. N AT, 1 HRUIEE R E,

-+ £ Linux E: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/resources/security/

+ 1€ Windows _E: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile
\resources\security\

2. RH LA R a2 Ol HiE45:

keytool -genkeypair -alias mykey -dname
CN=fqgdn,0U=unit,0=0rganization -keyalg RSA -sigalg SHA256withRSA
-keysize 2048 -validity days -keystore key.jks -storepass
password -keypass password

Hrp:
-alias mykey
mykey JEAMRE A EFNIERAIME—RI4, TEWNEIEZUER N RE TEm 4,
-dname CN=fqdn,O0U=unit,h O=organization
fqdn ‘2%2%E Data Protection for VMware vSphere GUI f{i+EA1H) DNS & PRI
Unit f1 organization & F P RIS BN IEHLFR ZENHZUE B
-validity days
IEBH RO,
-storepass password
HHEEN, WIREAFNESE SICE AR, E2HE 52 1Y REGETET R .
-keypass password
UEBHE BTN, DA AC &,
3. R LA a2 Al CSR:

keytool -certreq -alias mykey -file certreq.pem -keystore key.jks

Hrp:
-alias mykey
>k B SERT BRAIE A4,

-file certreq.pem

AT ER R A TE RIS F,
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BIEBERIFEREZELAEFD
FEAIFIERIEK (certreq. pem) Ji, HAHGFHAZEENAIEHO LA TEA, IHEIEIAEH DRRETER

BWE RIS
TEMINIEFIL (CA) SREERIET S, DATE R PR POET,

iz
BHWEALIES, BRI AR
1. e AT, HHRUMEIEHEE,

- £ Linux E: /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/
veProfile/resources/security/

- 1€ Windows _E: C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile
\resources\security\

2. B\ CA RN FE RN E, XL 15 Data Protection for VMware vSphere GUI [ CA #RIIE
H. A CAUER (WRA) MEZIES,

3. %1 Data Protection for VMware vSphere GUI k%%

4. A ST (Key . jks) EHlEIHMMARENAE, A SRS EIA,

5. AN e RAFE CAIUER (WRA) . ERREEIEBE, BI% yes, RIBFZ, HXIZMHH
CA EHE NI,

keytool -importcert -alias ca-intermediate -file intermediate.pem
-keystore key.jks -storepass password

Hrr:
-alias ca-intermediate
TR A EPSRRIEB A E—R%, S DREIEROEE — P IE—R%,
-file intermediate.pem
M CA FREXAYHANEF S
-storepass password
AR,
6. IR ATL, A CAMIER, TEFRRNEEHIERR, [EE yes,

keytool -importcert -alias ca-root -file root.pem -keystore
key.jks -storepass password

Hrp:
-alias ca-root
TSR ERARIRIE B A — 714,
-file root.pem
M CA FREREIRRUE S
-storepass password
R,
7. @ RH AR @S, SABBIUES:

keytool -importcert -alias mykey -file signedcert.pem -keystore
key.jks -storepass password

Hrp:
-alias mykey

SRAEBIRIG, B0 ORI (R A FER, 5% OURE A ERIIT I 2 E
MR, ES IR VY,
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-file signedcert.pem
M CA IREIRYZE A UEF S0
-storepass password
WA,
8. Ja3)] Data Protection for VMware vSphere GUI k%%
Hx&E
% 67 T TE5h#1i217 Data Protection for VMware HIARS5J
BRETESLS, J530 Windows #BIERZN, KAEAMASK - T a3 RS RERET,

VMware vCenter Server P45 S

1217 Data Protection for VMware #{E7HZ 5 LE VMware vCenter Server R,

i/ Data Protection for VMware vSphere GUI £ Web I35 230 B3R fR3P VMware 3B OBIERER
vCenter Server $$4%

P25 % Data Protection for VMware vSphere GUI AU % 2541 EIf¢) vCenter Server Fi FARIA
IR B VMware FERUA REE B 1L GUI FrE BRAVEHR LI A A

fan, VMware vSphere SRR S HNEHEFO, P “jenn” O HEHARIFHE MNEIEA O EEG R HIRL,
R, EXEAEF,  “jenn” HAERRIH A RBRAAT _ ERF MRS O, BIA=DEdEHL (AP
“lenn” MEAREERHD X “jenn” AR,

VMware vCenter Server ¥ —HFE SRR E X AT, MAONHTREHP AN S, HTOER
. 7E VMware vSphere Web Client H, W76 H —HENW AT, ZAEHIE IRV vCenter
Server faft, & VMware vSphere Client #RINAGINEE,

WER B RIRUL#EE] vCenter NIIFTEEWEHIL, 15F57E vCenter Server, AFIEHEREFREILEE, &
), ¥ A afsEAmFREEET L, ARG EEREFREIEEETIER T, ARERKIFAIA, WY
% GUI Byas il ST T £ b geq],

DA /RGN RAIAHESIFR D VMware P4 EEHLIAR, B9, GIE—MLEHERNIIH 7047438
ENIFTANRIIA R, HRBIH R 2 408 “TDPVMwareManage” HIMA ERFRIA, 4 1 2
KT AEHEH L Primaryl_DC M1 Primary2_DC RUEFHREINL, 4H 2 ERIGRIEIEAHO
Secondaryl_DC 1 Secondary2_DC FJ& FREE LA,

X 1, ENEIEFC Primaryd_DC #1 Primary2_DC 43 “TDPVMwareManage” fif, X T4H 2,
ENEHEFL Secondaryl_DC il Secondary2_DC 73t “TDPVMwareManage” fift,

4 VMware B P 4HA 9 B P ] DA B Data Protection for VMware GUI {X7E H4& B E RO A & TR B
Mlo

PR QI A O, 155 R A O EINEZ SR 58 M55 Fr R AR MR A

ERIEIE IS ZFAEEM vCenter Server 5%

ZAETE vStorage & 1RSS 8 (BUEREHNZE T ) 1Y IBM Spectrum Protect (IR 41% & 755 VMCUser
AT VMCPw J£T, VMCUser JENHEEEAMY, EIRIEN vCenter 8 ESX ARSS 2RI AR, 2 ELZE
FARIR (VMCUser) HIA TR E P AL AT DAFE FE M LA VMware IR HIZS T, A P ARIRAES EiIR
F AR ATRR VMware fXR,

FAEH T &0 E FEIRER vCenter Server fifh, & H VMware vSphere Client FIEIIMAGINEE, fEiR
B FARIR (VMCUser) FURAUNE, DR REREFRETL, 1A, 1EH NI AORMEMEAL, DA
AT &0OME R 2 MY HANESS, XF VMCUser %I, s8HISiAL TIPS £,

{¥£F Data Protection for VMware vSphere GUI £J IBM Spectrum Protect vSphere Client {1 EIR R
3P VMware #3EHOBEIFRFERY vCenter Server $§1%

IBM Spectrum Protect vSphere Client ffiffa Z—HFHY, XHAFPORFE T E%F| GUI Frdz IR
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1R 22351, B+l IBM Spectrum Protect vSphere Client ffif4 QI L R & HIRHL:
- $td@rhity > IBM Data Protection
- 4J7% > Bt & IBM Data Protection

R IEMT IBM Spectrum Protect vSphere Client #if AR AUERIRAL, DAENEIRY R, R X T2

com.ibm.tsm.tdpvmware.IBMDataProtection.privileges,

IXLLAER ALY VMware & #5135 FIFNES XS IBM Spectrum Protect vSphere Client ffifh WARIS A, R
BRI AFE VMware M5 B & 1X LEEFIFRAX B F 4 §ETI A IBM Spectrum Protect vSphere Client i A
%, —>IBM Spectrum Protect vSphere Client ffiff %> vCenter Server {F 3 B HAL B 0 ¢
vCenter Server (AT GUI EHH=E,

M VMware vSphere Web & #HLH, &4 41{# ] IBM Spectrum Protect vSphere Client ffiff HREWS 52 BUE
PNEGE R DIRER A P e — M, XN TIAE, BRT Web B LT ZAUAREELE B R A s
AL, e EEWEH0 > IBM Data Protection Fif, X TEMNIEH L, THNERER T HEHER
HURSBR AN P B P40 B e A £

vCenter A H P FHZE 45 > IBM Data Protection Fifl, MR ER, mIESIER vCenter
Server 5 Data Protection for VMware vSphere GUI Web %5 28 2 [RAIER:, 15 KILRA T BILA AR Data
Protection for VMware vSphere GUI (I F -7 H4 H vCenter Server) FIEH R, R LATEIY B %
$%” TP IBM Spectrum Protect vSphere Client %%,

PAR/RGIZE R T a0l £ PR F - RIS SR D iR, 20 1 FRZE05 RIRCA RE B BREE -0
NewYork _DC flBoston_DC YRR, 2H 2 FRE I RIAA REEHEHEH L LosAngeles_DC #l
SanFranciso_DC HIERIHL,

a0, M VMware vSphere % /41, @& “IBMDataProtectManage” fifh, S MEChRAEREIALE 57 M (s
LA Bl > IBM Data Protection £54%,

X 1, ENEIEFC NewYork_DC Al Boston_DC 7 “IBMDataProtectManage” faft, XT4H 2,
ENEHEF L LosAngeles_DC il SanFranciso_DC 43¢ “IBMDataProtectManage” i,

FANHA AT PATE vSphere Web & P AILH# A IBM Spectrum Protect vSphere Client ffifF DAXTEH S
H & A0S B R L

S5iFRIRA RHEX AR

= Web b ds A R OR BRI, SEHIEMERTE, MRARZHEREE
GVM2013E, PASHIA A BTV aI BN EmeBis AHET S E EdE D, IR 7 HAgin g, HFrms
HAIAVF RIS TS A B A, RO S VF Al USRI R, TSR ORAN L3R5 Ak B A P A
t, MAPfMERIER “BHER vCenter Server A FRIRMEE8NIRA" RPFRIRFIIAERN, FHHX
LRI (R B E F R R E LA N

4 IBM Spectrum Protect vSphere Client ffiffF 7 &6 N EEEEH OB R B B, ZE8dEH 0 H A
BREER R IRES BRI R AR AT H,

4 IBM Spectrum Protect FI/'FRIR (FH VMCUser iEUifEE) &M AIBUNE AT &A1 & JFERAERT,
KR RANHEE:

ANS9365E VMware vStorage API #5i%.
“BITHRERFRIACE RIHESE, 7

24 IBM Spectrum Protect i FARIRE S F IR E AEB AN, BERATHE:

&1 M HLBERBE., EREMEDMEEK 1
ANS4155E VMware ARZSE8 EIRAREIEMAN “tango” .
ANS4148E EM “foxtrot” BIEE VM HFHKLM , RC 4390

A IAUREEFHA#H—4(5 8, 1525 Data Protection for VMware vSphere GUI FIEE#shi% s
vCenter Server PR 78,

Zi@it VMware Virtual Center Server k& HEFE LA TR oI ARIRE, 552 AT 3:
1. 7£ “vCenter Server " 1, IEFEHEILFKIEW, /5% vCenter HEILFILE WA (1)
2. EHTAE SO AT R IR,
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3. K vCenter HSidsRE B N HITHTE A BRIl 30 2 B HAEF R,

4.1F “BRGIHE” mh, EIEIH vCenter Server Hi (vpxd-wayz.log) HIERFITH
NoPermission, #il4n:

[2011-04-27 15:15:35.955 03756 verbose 'App'] [VpxVmomi] Invoke error:
vim.VirtualMachine.createSnapshot session: 92324BE3-CD53-4B5A-B7F5-96C5FAB3FOEE
Throw: vim.fault.NoPermission

I HSHE R P AR & A PRI 2 AR (createSnapshot),

Data Protection for VMware vSphere GUI IR €&

Data Protection for VMware vSphere GUI ThRERI AT 45T 79 IBM Spectrum Protect & AR IR 73 BCAYAY
PR

EHEARRWIS Y EAUCEL, EERI S A2 Tk, REGISTER NODE << HalG| @ E A ARIR,
A P FRIRIZFRS T sS4 UCES, M IBM Spectrum Protect V8.1 144, REGISTER NODE & A< HENA
5T A VCHC S B P AR,

FEAHT sk, IBM Spectrum Protect ARSS a5 & B A 470 REGISTER NODE 5583 H57E userid
¥

REGISTER NODE node_name password userid=user_id

HAo G4 5 EH M PR AR, Bilan:

REGISTER NODE node_a mypasswOrd userid=node_a

HAEBENT, TERAARFPITEENR,
AJj@Id Data Protection for VMware vSphere GUI Ja1THT-55 34 T 2 LA 1% E P A FRIR RN

NSRBI RFRIRE A ANZIRAVRIE ISR, AL IETCIELE IBM Spectrum Protect AR5 a8 BT AT sak
WEEREXR, WRAMAEHEARRE, 2GR ZEMA, DUERETE/E IBM Spectrum Protect AR5 &%
+iEf7,
BCLE Data Protection for VMware vSphere GUI I, <X1E3K IBM Spectrum Protect EH SRR,  HRIRHE
S BLLAIFRIR R B R] FH I DIRE -

B B FrH P AR HNYEE.

B R ForH P AR HINYIEE,
FEEL Y FIM Data Protection for VMware vSphere GUI fifh, 15 EAREEE SR A& ARIR

E,
3+ 11. EF IBM Spectrum Protect BI2 RTINS E KA FATHAE
PER A SR ERIE R ZIRHE R EHIR
S BT hEER e BIR S BIECIIRE AR | FrEffe, BIEPIGEEEE
FI 5| SR B S ) 8
e
IBM Spectrum I PARHEANRERE A - g (ZFR) LA | REE ORZFR) SES
Protect &8 GibRiNF Ch TRHEARE A -
e il
7 R - 170E
NS PRER
Y TN
“Or EmR
BN TR T P P = =
%
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& 11. BT IBM Spectrum Protect BI2 RFRIRISINE R ] BIHAE (4L)

PerE R B FPUOERER | 2RISR 5 R
O R TS %1 %1 B (RS 2
g%ﬁﬁﬂﬁﬁ%ﬁﬂf 2 2 2 72
#HECHER TS 7 7 2 2
I L A 9 5% 7 7 B (TEEmIsA) 2
“EJE IR
BITEIRES o) 7 2 2
U R
Hf % 2 2 72
BF(T5 72 7 2 2
BORA % 72 Pl 2
7 FRAR 7% 2 7 2
BRI & 7 7 2 2
“HOE” VAR
R i i 2 2
( “FEERE ->i8
FTRCES)
Tk IBM Spectrum Z = = =
Protect & B ARIAGE
iF
( “BEERE -> &%
wEE)
T VMCLI ¥ S35 % % =<3 =
( “BEEIRE -> G
HEE)
ik GUL IR 73 23 23 Ik
( “BREIRE ->
ity
HBRR ST S 7 %2 Ik
Iy
( “BEIRE ->
LR
B SRR AR % % %2 72
( “BEIRE ->
HCE)

1. SEARETEMIT AR, RN T ZE TR ISR
2. A DAARANEER L VMware $fa A0 DA TEMHEHE F0 15 /.

H#EE IBM Spectrum Protect B GARIRI R B F1 X M. Data Protection for VMware vSphere GUI £
£

1. 83 “BeRE” H,

2. higwiRACE

3. “Spectrum Protect IS5 EUE” T ¥ EoRAHE E R
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B

- 405 IBM Spectrum Protect B BFRIRAFRLFIFE IBM Spectrum Protect iRS5 28 B RAET R, AL
E5#1/23/) Data Protection for VMware vSphere GUI DAz it 85 24z,

CEI P I, R SR L, AR A CRCE BT U e s I A B
A, Rt EERARAER

Data Protection for VMware GUI ;328

FRAESEAE 2 BEHARNE BRI, v] DAGE R [FIRY 77721/ 7] Data Protection for VMware GUI, ¥<°4 Data
Protection for VMware GUI Bl E AR 254,

¥§1& “Data Protection for VMware GUI” J&H T AR GUI:
- £ Web J'% #$-H1/5 1] Data Protection for VMware vSphere GUI
-vSphere Web Client GUI H1/#J IBM Spectrum Protect vSphere Client ffifF

IBM Spectrum Protect vSphere Client #3124 /&
com.ibm.tsm.tdpvmware.IBMDataProtection, METEZLEEMARIEF M vSphere Web Client §J#
SIRMER, STEMIEEH, KB vCenter Serve [Ft— IBM Spectrum Protect vSphere Client 452
il

X Web 3% 2815 17] /¥ Data Protection for VMware vSphere GUI, AREIEFEMHEH,

EEETMEH, EERE VMware Managed Object Browser (MOB), #3%%| MOB J5, ®BENE — ¥
B UEBTEMEH,

BB ENIEER GUI
FRL T 6 TR TR 1R (IRREY GUI BEFTAEL. SCHF o B S R 2

FHRZ Al
£ IRE AR GUI 2R THRERT, DAUEE IR ERC BT S,

o B IRE RIERE R GUI —iS 2R AL AT B @ T QU A 1% GUT 52 USSR . TEAEM
GUT & L i By T T RIS Bl DR 55 8 B

gz
1. BRBIEAEHPE RN RS, I RS B2 IkE R,
2. 1F IREACHRLF GUI Hh A58k TSM Server DUZEH%%] IBM Spectrum Protect AR5 2%,

R k8 FEFEF 5 Data Protection for VMware vSphere GUI Z357E[A— R 4tH, H H.EfEH Data
Protection for VMware vSphere GUI Bt & A S UL E T N R, IBAFELL NEM:

PRENRIEFET “TSM RS8R~ FEAER T BB %% 17 5 fil IBM Spectrum Protect AR%5 &%
AR FBUEFEAE “TSM RGeS R mh:

- NIEY s E ST HEdER 5 AR,

- HWY RS ANESERR 315817 m ] REdE O SR,
MR B E R SEAMMGEE T — NIRRT A, I8 WE AR T 2185 shN 8 A % AT
NI,
RE AT 21dES IBM Spectrum Protect ARG5S G — N1 AR, F N R %Rz
MR fa— D RAAR) Vet TER B TR R, A2 AR 7R S N 2 X Rk S
$%% IBM Spectrum Protect iR%5 a8, WNRSTHTMAIERES] IBM Spectrum Protect lR%5 %%, A4 H&IE
i A S E — N AR S & SR — AR LT R, IRE IR P AE S BN 2 A X e SR R
IBM Spectrum Protect IR55 85,
feE NIED:

k5% s Ml
i\ IBM Spectrum Protect [ IP Hhihik sk F4142,
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k55 s 11
AR TSRS 21T TCP/IP JBENMIEO S, #ENIS 8 1500,

R T

Asnodename
IR 0T DAGE A ACBET s 5 A T B AR s iR VM &, B 2T “RE” APRCAREH
FRT R P TIRAERT Y i

IBM Spectrum Protect & # B i@ (] grant proxynode 4 O I NEA T sz A FE S
£

NSRIERRIETT, TE e A A

a. EHR YR ZEAMA BT A (VM SHFERN TR %R,

b. TENUEY s B A s 44 #R,

c. TEE B N S 265,

d. B e DURfFIX 1% B B H IBM Spectrum Protect 15 B X EAE,

(R 7R, MRS RIEAR P FUHIE RIS R, 1T EAR Y s B2 32 (R 1Y

Fromnode

HERR I PARE A LB B AR T R AP REE VM PRAREIE B 13 TR 79 o
WHEMEH set access L MA VM &HT BRI RO I R P R

set access backup -TYPE=VM vmdisplayname mountnodename

flan, PAR@2X 48 myMountNode HU stz AR M4 myTestVM i VM B JE S

set access backup -TYPE=VM myTestVM myMountNode

ANEERRIEIEIT, 1E R DA R A3

a. EHR R ZEFMA BT R (VM &HFER T R) %R,

b. FEINUE T 57 B N EA T BRI R 5 s 4K

c. TERRS 7B i A\ EA% A BRI I Y s A 2D,

d. BT DR EIX L% BB H IBM Spectrum Protect 18 BT EHE,

EFH LR, BRI AERIC &M VM B5EE5IR, (H2, EHREEEIRCONZT AT R
VM &, AN, ARIPEREBIRIEIRS 8y AR, ik, TEH 7 IEP AR RN & 5,

H%
PRI DA E R HFR T (VM SRR fERT T ) B TIAE,

WNFIERRIET, 1H5ER A RS R

a. FENIEY s Z BN EAR T i (VM S FTER T 2D I%AFR.

b. TERM T B R A B AR A,

c. B DA EIX L% B H B HY IBM Spectrum Protect 18 B AHEHE,
55 BV MIAUE R

QUARERE T IR T AL T B SN, MRS AR R P A A E TR R RIS A TIAIE, W
PRI, FB2SERI T8 N o
L ZIEIN, AT BN ANZIRH Y S EPEE R,  HIRS IBM Spectrum Protect 7 5,
RN WATEE AR, TTEZIEEN FRPMAEN, REIEEEH “EEimAER" I,
2, FAMBIRE & R ENEY R, R rIREC 0 7. Hitt, &R
“EVIRAERR” SIEHE AR AT Y.
RE B R EWIEE IR & DRI AT VM BIFIER, 85 BoRiZs &,
3. IRE VLA DA E FAIHERC, #5002 SR I
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B ILE S SR
£ Windows &I TN LIS TR E AR 52 (R 17 1E B & R A EFCHA R G 2 BRI
WHEMR R FES SRR TS L, SHBEN T, 5EdRFeBHHEE
C:\ProgramData\Tivoli\TSM\TDPVMware\mount\ B{ZFIER K EIESE 7 A/ INAIEE S n]
FZ2 A 90%, ERGIERGEWE i, EHE SRRV IERFENE EKZ,
IS SRR Sk
BERGERIEFERNRD, 5 RGO T ARG a8 b HANREIR B L=k g
7o WREEEREFEHEHREW, I ZE 30N RS TEe 22215 R,
RIERAER D
BT EIREFIRN SRV KSR AT KN RIEE S A] F 23 (5] R/ 90%,
PRl 2205 182 RN R AT R, IETERTE DR ERIPIE B HHHERR S SRR A IR 1R
Bz i
FEE BT EHER, R IEEMERARYILE (Bl s %) |, WAZTs & H I EdE

KA,

friinas Rl
MBI R & e — D DAL EC PR -
R/ S
PRAE MR BB AL, IR A BB E Y,
B
PRICZ BT A7 TR BC Y, IEFRIIZIUS, Wi AATREREC 2 PR AR aiat TR & 5,
VTL

PRAGZ MBEATLRE ST R E R, SCRFELR] — RE DU 128 b (RS T 2205
T YAEER AR A LN, S E T S B AR S5 DARE S A2 R
SR
TERERCIRIEIIREH, IBM Spectrum Protect IR55as ERUBRIRME T BUEIRA, DARG IR (E IR PRig

2, ROy R H A RIS IS C AR AT PRI P2, AT DARTRES A LI,  HIEIHEE T
T E AR AR S R EE R E ORI,

2R IR PREREIHA, TE/IERR LT, IBM Spectrum Protect RSG5 85 FRGPRIRG TRUEIRE, By
PR E A AC AR (A R 21 5,

RN EIACS, IEIERRIET, SRS, IR T EIEEIRE. IBM Spectrum
Protect [IiR55 a5 _ERYRIEARAE T BUEIRE, A2W7 I RIRERECIREIRIZI, Ak, PA]
RERFEASICIR(EIR I, BRI RER T AERIMER, FHAPREL ROERARIN, Flin, %
ﬁiﬁﬁﬁﬂiﬁﬁﬁ, EFEEEHIR, (B2, BWAIEMARNTENRIA, ERIEdES, &3
BIANZ 2,

RPN T BhRE RS 8y, AP TEBE X, FATGT RS, RSa=0ET
’;‘gﬁé‘%ﬁ%ﬁﬂ%’ﬁﬁim&o N T EERBUE SRR IR, TE R IR TR S F 2 AR
RGO/ (B 16 KB Bit)
FEEME BB R R ER DG, MEER SRR R, BREED NAUR:
WA 64
Wi 1024
“VTL: 64
I E R ARIEE N 1024,
)RR IER AR N (BB
FREMETF RS MR SR B IR/ DN BB EI S AR
WA ECC M 10000
- W 75000
-VTL: 10000
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TS NEREE B O SRS E, G RIF N2 8RR s, BEREEETE AN
ARREIT 75000 PHEL,

KR (F)
BAEFEE TEXERA W E 7 PR EERIE R H,  WSREE M, BR2 S BUEIE
X, HHEEERERHRFRNEF, WRBRER, EZ R ZE, Hl0, MR
E18, AL TICRIRES, S35 B2 N R I & <G, TRE R A, e
{HU FAR:
WA ECCE: 60
-fEE 180

-VTL: 60
e SR EOTIR HE,
4. B UESAS IBM Spectrum Protect IRZ5 2817 /i (f# ] Asnodename #1 Fromnode &G E) &7 7o R

bregt,
FER(EE R, IRE R AR ARIIER S, AT LAfEH] BACKDELete=Yes fIlR55 asi iUkt

IXEERFTRREBR, MM G ASTETT A 2R,
a) 5% IBM Spectrum Protect iRZS 287 Ain 247 7 NG EHE P HLS1E:

dsmadmc -id=admin -password=admin -dataonly=yes
b) I AL R a4
Query Node <nodename> Format=Detailed
TERERE T R A R S AN IR A
Backup Delete Allowed?: Yes
MRARZIIER, IAEFH I @R E TR
UPDate Node <nodename> BACKDELete=Yes

XN RAHRIZT Query Node a4 DAUSRIER N RUZ & AL VFIHIBR & 170

5. ANSRAE iSCSI Mz R R E ABEHERE, JFH “WREMRIEERE" NMERBERLE, RS
C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf X}, HigE

[IMOUNT] #RICHI Taxget IP S

[IMOUNT config]
Target IP=<IP address of the network card on the system

that exposes the iSCSI targets.>

o

[General config]
paraml
param2

tiMount config]
Target IP=9.11.153.39

IINEERL Target IP 28UE, IEEFTEIIRE B GUI sk SRR CLL,
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BAM REKIEIZFZI IBM Spectrum Protect fREZBINRSES

4N5RKF IBM Spectrum Protect IRS5aRlC BNl 2 2 ER TR (SSL) sifefmzZ M (TLS) X, B
RS AREEREF DO I 5 IR S5 At Tl

Fia2Z Bl
FHGHEC B 2RSS A2 2B E 20, EHELLRFEK:
B3 SSL B RIS B RS el A B A E—IE, TEFH RS AT —288:
- HARSS 2R EHBLIIER,
- BHEBEZJFNEAFL (CA) WAIREF, CAIEFRIZREIEL Symantec 8¢ Thawte ZHIEF, s ] U2
BT N ERLEST BN ERIE
HFMEREE R, {NBRKF SSL 5k TLS A T HEEME L 2MNSIE, 5% BIERSS &8 L usInH At A FRES 55 IR DA
IVASEEZINEES
RTFERERIE R TLS V1.2 RS AIIE YL, IERELE RN IR 2REIE D 1 (SHA-1) BUE SiRA,
WMRAFEH B EZUEEREESIEH TSLVL.2 BIARSS e, A2 HfEH cert256.armiiEfi, IBM Spectrum
Protect EH G ] EF B RS 8 L BB UE P,
AT TLS 1.2 e, 5% SSLDISABLELEGACYtls yes JEUUANNZ] C: \windows
\system32\fb.opt 8¢ C: \Windows\SysWOW64\fh.opt XfFH, TLS 1.2 s ESRAE BT 1%
BRI,

£/ IBM Spectrum Protect [RBZ{BEZRIBERARLRERE
4% IBM Spectrum Protect A& 25 RE BEZIUET, B2 LM ARSS 28 & FE R AL FRBUZIE B IIEIAR,
FHo REARFRE SR E VA SSL R TLS MY SRS 2t TiE 1S,

XFIES

HERESSHETERE CIES, W3R V6.3 FIE Bk AR ARS 2S# H TLS 1.2 sk ERA, IRAMARSS 2%
24N cert256 . arm UK, anSR AR SS A5 5 F BB AIRARAR Y SSL 8% TLS, AFAS=ERA N cert.arm
B2, T V6.3 RGBSR A A KA N cert. arm FISZH:, SRBMIFINUICR, HERIEIRS 25
IR ENFEIEBIIES,

UEB B E AR S a8 LAEuh _EAYIRSS 28 S2l H %/, B4, C:\IBM\tivoli\tsm\server\bin
\cert256.arm, WRMHIFFXHFARTELE, oML BRIXEETTE R BRS8N, SOl HIER Y
,

g

FFH B UEBE FMIRE AR AR R AR 55 28 SSL 5 TLS J@f5:

1. ¥ GSKit BRI RN ERAZM N 2N& AL LR PATH IRRAS &,
il4n

set PATH=C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\bin)\;
C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\1ib64 ;%PATHY%

2. MR EIRAER L EBLE SSL sk TLS, WAt F LA E SAEIEE dsmcert.kdb,
M C:\Windows\SysWOW64 HEHIZ1T gsk8capicmd_64 @i, WILAR/REIFFTR:

gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -pw password -stash
TR LR RS TN B A EE A TING .  BRS IR o B AR B A St (dsmcert.sth) H1, %
WA E A2 AL T R B SR S
3. PREUIRSS %8 B UET,
4. BIIERS A dsmcert.kdb $#8/E, WU G R P HLIVIERBEFS A dsmcert.kdb,
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M C:\Windows\SysWOW6e4 HxHiz{T gsk8capicmd_64 i<, LA FREIFFIR:

gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "Server server_name self-signed
key"
-file path_to_certificate -format ascii -trust enable

AL Z RS BRUEBEINE] dsmceert.kdb #dEZEH, DAUER P HIREREZEIARIRS 85,  AREIEF 40
BAARRIRE, HNRSER AR XA,
P N T ARG SSHUIMENRE, RIEREERR, 2RSS BaER—ES, A5, 8%l
HBLIFENHTUES
5. ¥R 55 2RI NE] dsmcert.kdb #HRESS, 1ER ss1 yes EIFNE] C: \Windows
\SysWowe4\fth.opt xfFH, FHEH tepport HEIAY(E,
LAISE
W, RAEARETARE SSL AR TLS HEREAYIm L I E A T SSL A TLS IE#ERIARSS 88, 1778 tepport
{EfeE R SSL B TLS Wi 15, 4R tepport AMEAIER, ARAMKE IR ICIREZZIIRSS 25,
ToiEIEIS N SSL 8l TLS J5 AR S AP AR R B SSL slAR TLS ¥ 1, thICi&Rs SSL B TLS Ui %
FEFIAREN A SSL 8 TLS & F Bk & ARELHE,
6. TEAE PA R ARBEEARAD B S A I B IR SSL Bk TLS ¥,
-C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf
-C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgentDMNodes.conf

FERE=FIIPERRARSEE
45 IBM Spectrum Protect ARS8 F 28 =/ IAEAHL (CA), AR AHFREL CA ARIEH,

KXFIES

GRERICIEFS 2 AN Symantec B¢ Thawte Z 28 CA TR, IBAMIEH CHERig, I SSL L

TLS, FfHAAREEE DATECEA R, BRI 2EH) CA HRIEH IR, 57E IBM Knowledge Center R
NUEFUDHIES.

QUSRI UE IR F Pl 22 R A ARIIE 5 AT BE & T 51 A Al ERAEST B R CA TESS, TR 225K Tk EAREE
FEFP BB A SSL 8L TLS MR 5 RS 25 TR

g

T CA IEF )3 MWK E AR FERIARSS B3 SSL 8¢ TLS J&f5:

1. GSKit —HEHI AR A FERR AR M INE] PATH INEZ &,
Bilan :

set PATH=C:\Program Files\Common Files\Tivoli\TSM\api64\gsk8\bin\;
C:\Program Files\Common Files\Tivoli\TSM\api6é4\gsk8\1ib64 ;%PATHY%

2. R ZERER SN EACE SSL 8L TLS, AAIEE P AA I SHEIEZE dsmcert.kdb,
TR, TEM C:\Windows\SysWOW6e4 HkHIZ1T gsk8capicmd_64 i, LA N RAEIFFIR:

gsk8capicmd_64 -keydb -create -populate -db dsmcert.kdb -pw password -stash

IEERAL A B A0 H T SR ER R TN . BRSNS T B BN B TE BB Z i~ IF (dsmcert.sth) 1, %
S P AL TR R 2 A EE %0,

3. R CA UEH,

4. B IHUER S dsmcert.kdb #dEE, WIS AR HLIFTERERS A dsmcert.kdb,
TR, TEM C:\Windows\SysWOW64 HkHIZ1T gsk8capicmd_64 i<, 1LA N REIFFIR:

gsk8capicmd_64 -cert -add -db dsmcert.kdb -stashed -label "XYZ Certificate Authority"
-file path_to_CA_root_certificate -format ascii -trust enable
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AR 2 MIRFEIEB IRINE] dsmeert.kdb EdfEEEr, DUER PALREWEREI ARG 4%, ARDE 45
HAERFRE, EAREEHEE LR,

R N TIRGSEHRNIHERE, MFIEREESE, BLRSEHEENER—HIER, BEEF AL
SAFES,

5. ¥ RS 2RUEBIRINE] dsmceert.kdb #HEEfS, 1R ss1 yes EIZME] C: \Windows
\SysWowe64\fb.opt SfH, FHEHT tepport IETHIAE,

B

BE, BEARTIE SSLAAE TLS ER G 1 _EiR B F SSL A1 TLS &R 8%, 1E70 tepport
{EfeEIE SSL B TLS W15, WIS tcpport MMEARIER, ARAMKE IR LIEERFIRSS 85,

JeiREd E SSL Bk TLS 5 FIHIVRE AAHEERSERERIAE SSL BAE TLS % H, ICiRRF SSL BR TLS ¥ 3%
FEBIAREA SSL BE TLS 5 A AR S A ERR,
6. HFE LA MR E REIHAR B E S A I B IERIRY SSL B8R TLS ¥ [

-C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf
-C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgentDMNodes.conf

BESIRIGE
TS PR BER E A T R, WAL

Data Protection for VMware GUI

¥91E “Data Protection for VMware GUI” J&HFLPAR GUI:
- £ Web X' #8FRiJ5A] %) Data Protection for VMware vSphere GUI
-vSphere Web & "4l GUI HJ IBM Spectrum Protect vSphere Client i

Data Protection for VMware GUI AXXHF7E A NINREHIZTT: IR AEIZ1T Data Protection for VMware GUI
FIALFERE. VMware vSphere % ' HLAT IBM Spectrum Protect IRSS 25U S A —BIE S RHILE,

{£)217 Data Protection for VMware GUI )& 4t. VMware vSphere &' HLA1 IBM Spectrum Protect AlR%5 %%
2 [AfE e FNE S IR RIL E,

Ml “THREZEE” BEREE XA Data Protection for VMware GUI #5BhTUHEI I, #EBIE LAZST Data
Protection for VMware GUI AR IE S IMNFILEEENIES 2R, ERVIEBIN, #HEHASPL VMware
vSphere Client & S IMNEFMTEENIES Bor. TEHIHEOUR, Data Protection for VMware GUI 5 Bl U [l {2
G, BRI EDORANEE, REXRATEY., NRIED “THREZEE” BHEEINEN, B
PA VMware vSphere Client F1E S MR I BT ERNIE S oo

IBM Spectrum Protect X {4 E R R E

SR AT B RIE = H51A] IBM Spectrum Protect SCAFEE R FLHIAY Web W28 HE S IR BT,

SFICES fr_api.log XHFHRIEEIRISE, IBM Spectrum Protect S /FE 5 HE K (# F 1247 Data
Protection for VMware vSphere GUI [N RAIES INEIRE TS EIIES

BEX4EED
Data Protection for VMware E723&, &0, ZEECA1E R HRVERA A QA B MGE + H &S
Data Protection for VMware HEXHRER . sf XY BRMai~ AR,

L Windows ISRV RV ENE Bk

%ALLUSERSPROFILE%\Tivoli\TSM\TDPVMware

XL H SKEFXTE Data Protection for VMware HEEERE— 1T H, #ltn, RERMBEEF TFHRERN
\mount, TKENRMEFHITHREFHRHN \shell,

A] PAM Windows > FFUEZ A2 HESCfE, ik diaieiilmibk > E M A . log,

HABALT UR R A
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<user.home>/tivoli/tsm/ve/mount/log
/opt/tivoli/tsm/TDPVMware/mount/engine/var
CIIVSERoE VNV SRS/ S e = i

find /opt/tivoli/ -name "x.log"

B BRI EhEEN, MESERMAENHE S, RS Z2EMEI T B E 225, BRI
ZIRLEEZHT, M %allusersprofile¥ H M A TDPVMwareInstallation.log Xff,

¥: X4 Data Protection for VMware IR IETEIZITHS, T HEXHHRFHTHRES, Kk, FEE A&
PEANERIX LS R Y BIRAS, FRDARTRES IR S SXE RN, BRI T H — N ol A E P g
FHTIZ SRS

mEREEFEEXH

RS RFEFE T H &S TDP_FOR_VMWARE_MOUNTnnn.sf. & &R HEXHIEEERE N 040
FIH & (TDP_FOR_VMWARE_MOUNTO40.sf) #, 3 HEXHFIREIERARK/NRHIR, <6l HE

., HEXHAMEFRE, HEHEXHRER 1. BEARME, W5 040 WHEXFHRRIESEHRwmS R

039 W HZESHFH, éﬁﬁjj 040 M HEXHEEEHNHEXHEIE, 24 040 FIORR B AR/,

039 XHNBEEHE 038, RN 040 HIEESFHIRBE 039,

Data Protection for VMware GUI BE 4§

Data Protection for VMware vSphere GUI ¥ H & S HFUEE DL H 3¢
BT C : \1BM\SpectrumProtect\webserver\usr\servers\veProfile\logs

BTN /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/logs
et HAE SRR, IEHCRATE - B REEL & 1E 46 S

Data Protection for VMware S5 ${TRE B EX 4

Data Protection for VMware #2475 R HAESCHHRETE LT H 5 H
ITTTTMC : \Program Files\IBM\SpectrumProtect\Framework\VEGUI\logs

BTN /opt/tivoli/tsm/tdpvmware/common/logs
We sk HAESCHEI, BT T B SRER L S TR R 46 S,

IBM Spectrum Protect X EFREBAE X4

IBM Spectrum Protect X & [ FHHMRFEE IR I EI0RE fr_api.log. fr_gui.log fllmessages.log X
XS T AR EE B

T C : \IBM\SpectrumProtect\webserver\usr\servers\veProfile\logs

BTN /opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/logs
EIIRE B R HEES X (FRLog. config) #f API_LOG_FILE_NAME flI
API_LOG_FILE_LOCATION %N, RJPA®EIR fr_api.log P RRIBLE,

IBM Spectrum Protect I35 as th X IR E IR IR E, T DARE A RS54 B BE A AT A LRIRFRIX LT
S

- 1T NS EEE P HLRTE, B LR R A LIS
dsmadmc -id=admin -password=admin -dataonly=yes
W \*H -ID 1 -PASSWORD JETif) DSMADMC e (41 EF7R) , BIASTERIEH AP FRIRFI D,
SR SQL fEY BRUEBA R ERBRIENER, ENEMGMSITE VAL select @id:
select * from SUMMARY_EXTENDED where ACTIVITY_TYPE='File Restore'
A LUEISAE select IBAIHPELE —DEEZA DU R SRR/ ME R :

— % ENTITY='DATA_MOVER_NODE_NAME'
— % AS_ENTITY='DATA_CENTER_NODE_NAME'
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- % SUB_ENTITY='VM_HOST_NAME'
- % START_TIME='yyyy-MM-dd HH:mm:ss'

i

select * from SUMMARY_EXTENDED where ACTIVITY_TYPE='File Restore'
and ENTITY='LOCAL_MP_WIN' and AS_ENTITY='DC_NODE' and SUB_ENTITY='testvm'
and START_TIME>'2017-03-11 17:30:00'

START_TIME &MFHEAD FFSHITER: 5 (2). /M5 (Q HKTS )
- EHUR SQL EENH ERUEBH XM E R EM, ENEHG TR UL select @
select * from ACTLOG
A DU AE select IR AP ELE — Dl N DUT S FR4s/ MERIEH:

- % NODENAME='DATA_CENTER_NODE_NAME'
- % DATE_TIME='yyyy-MM-dd HH:mm:ss'

filan:

select * from ACTLOG where NODENAME='DC_NODE' and DATE_TIME>'2017-03-11 17:30:00'

KRS 7455 E DATA_MOVER_NODE_NAME F1 DATA_CENTER_NODE_NAME,
DATE_TIME &2 A R EHTER: F5 (=), /NS Q) HATE ),

B&h#1iE{T Data Protection for VMware IR
BB T, JHsh Windows #IERGN, EBEAMARSK -G8 ERERER,
1£ Microsoft Windows Li&{T i EIBIZF RS
M Windows “FFR” ¥ jasd) IRERBRERG, ZIRGSKEAIMEIE, M “THE” XHEs ERERR

EEJZE, RS ABNEEN, AN, NTIXERERS, ZIRS AR GUL, B GUI, E# = Windows
“FHE” X IFIERMAEFER > IBM Spectrum Protect > Data Protection for VMware > Pk E1CHFRER,

Data Protection for VMware s ${TRE
A] DA 52 BA NS5 3R 56 1UF Data Protection for VMware w317 BL 2 75 IEAE1B1T

IO 5010 > el > BT A > IRSS, H%IE Data Protection for VMware &< {TRE
RS RA N EBED,

TN i E A H 5 (/opt/tivoli/tsm/tdpvmware/common/scripts/) 3R Hitkam4
./vmclid status
RSP ARIEBTT, ERHIT S UF BT
Jopt/tivoli/tsm/tdpvmware/common/scripts/vmcli --daemon
PAR init At A] I T 1B RS sh <P i -

./vmclid stop
./vmclid start
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Bis A RgRECEATSS

S Y AT P B L R R P S T SR T ah B B AT SRk B DA

Fiazan
THHRORIE DU SRAF, )5 RS ITIIESS
- IBM Spectrum Protect AR5 #5670 A] F A BE AT ro
- Data Protection for VMware vSphere GUI Z2E1E i B I RIER A SLRFHN RS L, C a8 1%+
ZEPANRS:
- vStorage &R 2%
- IBM Spectrum Protect IR55¢%
- vCenter Server

UE -

1. %% IBM Spectrum Protect fi55 8%, FH5EK t_ve_cfg_regtsmnodes.dita FPTIRRITSS .

2. B %| vStorage & RSS 48, HoEREE 71 718 T{FH vSphere ffiff GUI I EEWREZ LS T RY H
FIRHIESS

3. BR324 Data Protection for VMware vSphere GUI &S, FH5eEE 78 T I'{E vSphere #7553
Ffd & Data Protection for VMware 817 % i) FATIRIIES

4. (£ %54 Data Protection for VMware vSphere GUI B84t |, /535 vSphere Client 3%5%% vCenter,
4R vSphere & FHLEAEIZTT, ALRHZIEIFE#HEEZE Lo

5. % vSphere ZF NI EHZ, B “BoU7EMMNHER” mR* R Data Protection for VMware
vSphere GUI Etx,
PR (SRR BRIZIEFR, HR4 Data Protection for VMware vSphere GUI ARiEMa#E Bk 4 &R,

a. f£ vSphere &AL AR, B2l > HEMGIF LAUS Sl A E B4R,

b. 4R AENEHLF Data Protection for VMware vSphere GUI 3 H & £ iER451R, EA L ping @2, K
IF5%2%54 Data Protection for VMware vSphere GUI UM 2SHIZER:,

ZFR
Data Protection for VMware vSphere GUI B #1780 &[5 H BT T .
£ vSphere I¥15hig & IBM Spectrum Protect T 51
IS FEHHIRTE vSphere BREEFRAUNAI[A] IBM Spectrum Protect IR S5 88 FahE M7 s LUK X L i T H
BUR,
Friazmi
P
XFIES
IS AR AR AT 25 35 7E IBM Spectrum Protect IR55 88 L 52k,

PLR: AT DA# A Data Protection for VMware vSphere GUI Bt &\ S8k “4mfgfl & Eio AR 72t ES,
JA 5/ Data Protection for VMware vSphere GUI, J7iA2FTIF Web NIYE a2 GUI Web k5528, Hiln:

https://guihost.mycompany.com:9081/TsmVMwareUI/

i vCenter P AN B AL E SR,
KT HIGEEE, EEEAE > BITECEM S,
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HNTHARE, HEEACE > WCE,

iz

1. 5% IBM Spectrum Protect k5588 7f: Phan 24777 B sh &% P VI =1E:
dsmadmc -id=admin -password=admin -dataonly=yes

2. X H REGister Node w34 PAR] IBM Spectrum Protect ARS8 1EM DL R0 mi:
a) &/~ VMware vCenter HJ77 i (vCenter i) :

REGister Node MY_VCNODE <password for MY_VCNODE>

b) #£ IBM Spectrum Protect 55 Data Protection for VMware vSphere GUI Z [RIi@EEHYTT /. (VMCLI 5
)

REGister Node MY_VMCLINODE <password for MY_VMCLINODE>
o) FREHEHOITH T #E VM BEERI T R (BUBEFLTTR)
REGister Node MY_DCNODE <password for MY_DCNODE>
d) N—=PRGE KBRS 25— P REANT R (BHERIEETR) -

REGister Node MY_DMNODE <password for MY_DMNODE>

A 1ER: 1] IBM Spectrum Protect RSS2 15 sifi, 1E277{#H userid %K,

3. %ih GRant PROXynode fin<>, MiXEET g LAHEKAR:

ond: BbsT R EEdE, BT SRR BERTY SPITHRE, BERT SR REARE, QP
FET AT DOA BFRTT A T & M 2 S A

a) & PU TR an<, 1A vCenter 11 i A% T AARHAR :

GRant PROXynode TArget=MY_VCNODE AGent=MY_DCNODE,MY_VMCLINODE

4 ¥A MY _DCNODE £ MY _VMCLINODE #Z 13 MY_VCNODE & A1E 5 VM HIFR,
b) jfid & H DA Ra2, [AEFEAT % TR :
GRant PROXynode TArget=MY_DCNODE AGent=MY_VMCLINODE,MY_DMNODE

44 M MY_VMCLINODE #1 MY_DMNODE #2713 MY_DCNODE &M1& 5 VM FIFLR,
c) (Ai%) MRS AT HALEGE O S s R S & T SR TR,
d) J@id &% ! IBM Spectrum Protect IR%5%% Query PROXynode mi%>, FIFAHEXR, WHARGSHH

LIRS
SR A SN :

Target Node Agent Node

MY_VCNODE MY_DCNODE MY_VMCLINODE

MY_DCNODE MY_VMCLINODE MY_DMNODE
T—¥Htta

Ii% E IBM Spectrum Protect 17 flf5, F—IAFhBCEESS 258 71 1Y T{#F vSphere 4 GUI %
BEHIERILE T A FATR G ERIER IS T A
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£ vSphere #fiff GUI igBE#IEBHITET R

GRERAE vSphere MBI 1 TAEAEHIZE vStorage & 1nkRSs 4%, FIDMEA “BdEHZNLE” AISRE
—RYNBUREREh S T RORIBITIRME, FRREES S IBM Spectrum Protect filR55 2%

FrIaZal
REBIER SRS RFREAEER. BanFERS IR IE R E,

A AGE AT AE GUI A TIXEAESS, IXAFREMS fA (L IR B — RABIRES g . 7k, Al AFshildT
THE, BREZEER, 1626 % 72 T T1E vSphere SN FahIREBIRENIRE TR L o

fEFTE Data Protection for VMware INEH, KN NIRRT sl B dsm. opt X
(Windows) B¢ dsm. sys X5 (Linux), 415 vStorage & IRSS 25 EI 2 N RSN E T S A TES
BARMIER, F HIiXLedT S#ha SR aNE —EdR O SEEE, 8281 dsm.opt XHFEE dsm. sys S
XF dedupcachepath ZEIAEL S AR FIIE,

YIPREAERE ahi% & OB E fEH SAN BRI EREHE, WS EEIER L& Bl E N BRI RS,

THRMAEBIETT L, ANRARKRHEITEC, AR BRI 1 LR P AL A] RES B HE UL Y SR 4R B
JELR (RDM),  QIEREAALRY RDM 248, AR A& ORI,

FR#ll: Data Protection for VMware R3ZHi¥ vStorage & iikSs a8 (FITEEUERNER) AEN&EMHEE
&, EWIRRE vStorage B ARG AR HEBRTEH B CHITEE DAL, XA TFEE vStorage &R 2810 VM, i {H
FAH A vStorage & ARSS S KT TIZ VM (#5130

R TFEHIT LIMERZERE, 15200 “1F vSphere IS T BEHIER L& TR FH,

XFILES
i vSphere AL B IR 51% 515 M.

i3iz
1. M vSphere ffiffH, 14 IBM Spectrum Protect,
2 fERCEETR Y, IEERBIRR AN .
3. ERIERR AN B R, M Rh g BRI,
4. HRAETR B DL R
BRI R AR BN R T ARSI BN A E T T . B0 R4, BRI
ARSI B
Rt e E | R
-vCenter 7, EATAHGEMHIHF #IEE,
-vCenter %14
WHEERE, BT,
5. 8RR TR
- Bt B EHERS 8% & 2R,
ORTZAAIE, AT DUEE RIS R AL B R s &
- HEXHLE,
- L B IE T,
6. BTER] DA IBM Spectrum Protect > HCEEHEFE 2 I #5 1 I0-R R MNAEHERE 21k 5. tha] AR IE 248
ﬁ?;?ﬂilj] , R RRIE Pz EdER e, AERERE, BEEE FNRIRIE N EER R g E
7. ] A{# ] IBM Spectrum Protect > A& I 3N B fE AR ok 45
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£ vSphere IFIRRFRIR EMIERBIZET R
UNRTE vSphere IR A& TAEAEEIZE vStorage &R %%, ARAR] ATFSNX BEEEFE oL 1 S
PLB T EFH I EWEFS 2 1BM Spectrum Protect iR%5 %5

PIEEERS B I AT RIEH A SAN SR R R, WSRR EHRR A IR T R BN BRI A B,
THRIA BT WARARKHAERIT DML, 82 BHER a1 i ERE P HLAT RE SRR A SR 45 2
fEBRES (RDM),  GNSRE IR RDM EHUR, AR AR R,

PHRMRSS: LN IRATIR, BIER NS FHERE P IENERIRSS . R PR 7 RS SRR sk
HIAERTIRS . WRMNEIEHORBER T EdERshiLsE, IEHBOHMREIER L & HIX LIRSS,

BH: (R EEER 51L& £S5 Data Protection for VMware vSphere GUI ZZ#E1EAHFIRY Windows &%t |, FHH
TEEER s AL E A T eIERSS, ABATCRHEHITA R,

TEFRIEE Data Protection for VMware INEH, KRN EAERE 385 sV FH BRI dsm. opt X
(Windows) 8% dsm. sys X7 (Linux), 05 vStorage & RS a5 L2 N EEEREINEE T S TESR
BARMIBR, FH HIXLETT s # A DU ah [E —FAR H0 1T s EdE, 248 dsm.opt SXHFEL dsm. sys XA
AT dedupcachepath WAL EANFIFE, ZIREURIELS R, ENE dsm.opt XfFEL dsm. sys
XS E AR schedlogname fl errorlogname 3T,

XL AR R I AT A R EITE vStorage B ARS8 L5

PIEEERS iR AT ROEH A SAN s E JREEE,  WSRR EHRR A& T R B BRI A7 B,
THRM BT, WERARKHAERIT ML, 82 BHRR A& T R P HLA] RE SRR A SR 45 2L
PEMLR (RDM),  ANEREAUALH) RDM CHIR, AB A BRI,

FRiil: Data Protection for VMware AR A TEEHRRE 8% &1 vStorage SRS HAE NS HEE &,
B vStorage F IR AR HERRIEH B SRV DIYL, (AN vStorage &7 AR5 4% DARS 1044 F VB %R
PERBNI% 51 vStorage &1 RS 5.

WERBRRENES

TEIA T QIR BURR Zh I 1T R, U GUI ENIRCE R SIE “BuRERshiks” FE. AXROREEN
FAEER, B2 “8 22 i TRCE TIER) 7 T, ETRCEBIER L& 20, BWERHICRUTE
B -

-vCenter i F 1%
- BAER B & AR
BRI Y
- BAER B B AR AN LT
TEGSAT B, Al DA RIS R R AR shi & A4 AR AR T S £

1. FT7F Web %8s, FHHIA GUI Web ARg5asitidl: Hlan, https://
guihost.mycompany.com:9081/TsmVMwareUI/

2. {fiH vCenter FI & RIZRESK, IEHfRIES “BLE” 773
3. ERLEMSH, R BURBHBER TR TUH,

4. PR BEN BRSNS, RGREER,

5. BAEAIE N E R E IR B HlZNE T,

6. ANRIMRFEE, M TR 2 o HiX L TR

1E AR E AR S A FRIET R/ NE G

-8 73 Ui M%E Windows RS 5L & s

88 74 T TE Linux BB ENIESE Y A
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IRE Windows HIERBmZEET =
10T DA F vStorage #& i IRSS 4 K1 B Windows B 8115515 mio

FHaZ Al
WSt 3R “28 72 T U1E vSphere SN TR BHURBONIZ AT R 1 ™ FHIBHIEE.

UL

1. KX EEE T MBHE R LS IR dsm. opt IEWSCHEHIZINT C: \Program Files\Tivoli\TSM
\baclient FHIETC M, EEIEFR L& G amZIETT: Filan,
dsm.PREFIX_DATACENTER_DM.opt,

2. MEONEFRE, RIEFREENIXSIET, ARETNHR, ESHEAIUETRSE,

XFEIR R, RIS R LB R) 4, & VMISCSISERVERADDRESS MRINEIEIEFR A&
WIS, 18 BIRHRVE A BT iSCST BUEE Y vStorage RS 88 L, FEEMLEEH iSCSI RS & IP
Hisik, 5 ESX FAHL LAY iSCST &4 E RV 284 1R (NIC) #4215 T iSCSI f£%4mH vStorage #5177
AR 5588 £ B NIC A F Rl —FW,

3. RHPA R a4 DL BEIRS & & A0 VMware vCenter FHF RIS : dsmc set password -
type=vm vcenter.mycompany.xyz.com <administrator> <passwordl>

AROLFEHAPRIEE, 1ESRERI 7047438

4, HSFEER “IBM Spectrum Protect P HL GUI FLE” A1 SR IZ B & W LR IR AR S5 FJE AR AR S5
ERETHOL N, s FAUREEAR AR S @ [ SR TIRE, 450K IBM Spectrum Protect & LIRSS
FCESEHIRER? (dsmeutil) AT IKIESS, B2 DAUE AR ie 2 P LIRBRRE IR ST, @I 52 sl DA MMESS IR
B PR IR S RS s i a A AR P i 55 -

5. JAS e A MES IR E R PRI A IR S FEE RS i a5 AR P RS -

- I FE#H “IBM Spectrum Protect &ML GUI BB ™ A1 S K1 B 2 F A2 s AR 55 A A2 AR
%o, BREENT, ZER RS thEd ) S TR E, 5K IBM Spectrum Protect %%
FmiRSSELE SRR (dsmeutil) AT IHARSS, ARAHIRIEZEE T Itz FARBEHAEARSS

W EERHAT > BEAS, MWXHESEHEE) “IBM Spectrum Protect P HIELE” 115
- EFEBIRACE TSM Web B L, 8 RMIAG B
a. (EEHRBRS A ERN 2 £, &Y Windows 515 H3))E3),
b. R BHBHENASTREBRS 2 Ui, %R,
BRI SERS, 3R [E] 2 A S YO BT

PR WERAE R —Hlas LECE 2 MR a1, AU PR R LB AR 3
FIH{E,

- IEFEBIEE TSM BERNEERR. HEREARR.
a. R P AR, TEFORIEEEE & P HURES T 125 (CAD) B BLIR LRI I,
b. fEEFHEMRS MBYB RN ? LW+, %S Windows 515 B35,
c. HERERET IR FTMEIBIARSS 2 1&TF, &R,

£R
LI B E

1. [ -asnodename 1 -optfile /T SHUE shEIRR L FMLITRIE: dsme -
asnodename=VC1_DC1 -optfile=dsm_DM1.opt

RN E SR IG, ASRTORER A EH,

HRE: N Tl IBM Spectrum Protect T ERERF S, &R dsm. opt X (Windows) B
dsm.sys X/ (Linux) FFARIZE asnodename &, Z%IAREFEF A IBM Spectrum Protect AR
FeaE15 nodename (BEFEENESF T A MIF asnodename (FdEH O ) HHSCHRETE

Bk A SACEESS 73


http://www.ibm.com/support/knowledgecenter/en/SSEQVQ_8.1.10/client/c_opt_clioptref.html
https://www-01.ibm.com/support/docview.wss?uid=swg27047438

[, GN5AE dsm.opt B¢ dsm.sys Hi&E | asnodename, AFAS#E S asnodename (ffidE
nodename) HHCHERAYIARE, M SFEHEHRIER,

SERLA MESS
1. @IS & H DL R a2 K56 UES] IBM Spectrum Protect IRSS aSHiERE

dsmc query session

JH:nn/v\'f'LTﬂé?zlﬁB’JE L, BLEE YA R, B SIERIRTE, IRESHHE R ARG SHEREE R,
2. JEE & H @RI ERE S &4 VM.

dsmc backup vm vml
Her vml 2 VM B4FR,
3. JEE R a2 SRR UE & A 2 T i e Rk -
dsmc query vm "x"
4. JEIS R A R BIERE SR B R VM:
dsmc restore vm vml -vmname=vml-restore
5. WlER PRI R 7 2 S IR E R
a. {£ Web W% 83, %A IBM Spectrum Protect vSphere Client ffi¢fHutk, #i40:

https://guihost.mycompany.com/vsphere-client/

b. i vCenter F P &SI E R,
c. 7£ vSphere Web & F#H, it IBM Spectrum Protect > fit & > $iifeahi% .
d. ARTEEIER NSRS P 2R e RiE, WRERRM, IAERETIIRES EEEERBIH

%\O
PR: 242235 T Data Protection for VMware vSphere GUI F 548 _ERY 1P Hiubik & A Bk i, A 4052
PATNES

e. SEAUREEIZ W IR TS
f. FOE BRI ES, DUME Data Protection for VMware vSphere GUI ZE N B AVIRA, Al T#
1B, HEN, IEFEFE IS Data Protection for VMware vSphere GUI RSB R A E S,

HXES
%69 T IERALELS
WA FE AT R 1 R e BT SR sl e B AN 36 RN H A

E Linux 3B Ed TR
17T DA vStorage £ 1n IRSS A8 K% & Linux BB A& E 1 o

FHaZ Al
W BB 58 72 THY TAE vSphere M Fah IR EBAR 2N IR &E T 1 7 FHERAIE R,

KXTFIES

iz

1. ] IBM %1 Java i, {7F Java [ Linux Z35 8 : export JAVA_HOME=/opt/
tivoli/tsm/tdpvmware/common/jre/jre

2. WEMKHIIAG AL &,

74 1BM Spectrum Protect for Virtual Environments: Data Protection for VMware %2545



a. R IER S JAVA_HOME RIS & :
JAVA_HOME=<jre-or-jdk-install-dir>
b. HREEMS H PATH IABiA &
export PATH=$PATH:$JAVA_HOME/jre/bin
3. MBI FER A S5 R B R PR IR AR S5 AR & e A EEAR P RS -
- 1£ Linux _LACEEIRB %,

XF Linux EREER LS, FHHAMENTERECE Linux ERGFIRRA

TRERS AT T IR,
i systemd £ Linux EACEBIERIBER, EHERA FHIE:
1E MR EISFEAR, PREFIX_DATACENTER_DM FIfET 4.

a. FLLTFHIASEHIZ] /etc/systemd/system HRH a4
dsmcad@PREFIX_DATACENTER_DM.service

#!/bin/bash

i

# (C) Copyright IBM Corporation 2018

i

# chkconfig: 35 95 5

# description: IBM Spectrum Protect Client Acceptor Daemon
i

jHEHE BEGIN INIT INFO

# Provides: dsmcad

# Required-Start: $local_fs $remote_fs $network $syslog

# Required-Stop:

i# Default-Start: 3 5

i# Default-Stop: 06 1 2 6

# Short-Description: IBM Spectrum Protect Client Acceptor Daemon
# Description: Start dsmcad to enable scheduler and Web GUI.
iHHE END INIT INFO

# SERVERNAME referenced in dsm.$SERVERNAME.opt and dsm.sys
SERVERNAME=LNX11L_DATACENTER_DM1
DSMCAD_DIR=/opt/tivoli/tsm/client/ba/bin
DSMCAD_BIN=$DSMCAD_DIR/dsmcad
OPTION_FILE=$DSMCAD_DIR/dsm.$SERVERNAME.opt
PID_FILE=/var/run/dsmcad-$SERVERNAME.pid

export JAVA_HOME=/opt/tivoli/tsm/tdpvmware/common/jre/jre
export LD_LIBRARY_PATH=$DSMCAD_DIR:$JAVA_HOME/lib/amd64/classic
export PATH=$JAVA_HOME/bin:$PATH

createPidFile()

)

pid="pgrep -f $OPTION_FILE®
pidarr=($pid)
if [ -n "${pidarr[a]" ]
then

echo $i{pidarr[1]} > $PID_FILE
else
echo $ipidarr[0]} > $PID_FILE
fi
removePidFile ()

if [ -f $PID_FILE ]
then

rm -f $PID_FILE
fit

BT, MIT{# SERVERNAME & & M4,

systemd 5 SysV, DA

b. IETETAIIAPAT R —D L, ERA RS 664 PR, HAHA<S chmod 664

dsmcad@.service

c. £ /opt/tivoli/tsm/client/ba/bin H16ll7#4474 dsm. PREFIX_DATACENTER_DM.opt HI

AE, FHEMPAIRIZE: servername PREFIX_DATACENTER_DM

d. £ /opt/tivoli/tsm/client/ba/bin F & dsm.sys, FHIIMEIRBINLEFEAIEIL,
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SORBUEINR, S HENZ3,

TR, RIS REZdE Ce-E ) #1F, WK VMISCSISERVERADDRESS iMiNE4L
RN RIETU A, FERIHRE T iISCSI B L4y vStorage & iniR%Sas b, faEmML+
[ iISCSI AR5 28 IP Hitt, 5 ESX FH1 LAY iISCSI &40 E MY FLMLE# -F (NIC) &5 T
iSCSI &4 vStorage Backup Server _Ef*) NIC {7 F[F— 1M,

. TEOVRACE SCHFIR, 170k vCenter SELE, MITHEAURFSZ LA/ 25 RELA il vCenter FEfF, #
2 /opt/tivoli/tsm/client/ba/bin HEHPAFa<L: ./dsmc set password -
type=VM fullyqualifieddomainnameofvcenter vcenteruserid vcenterpassword
BROMFNEHRANRIER, ESHEBORINH 7047438

f. ZEHBMARSS, EREAT=4mS:

- systemctl daemon-zreload
- systemctl enable dsmcad@PREFIX_DATACENTER_DM.service
- systemctl start dsmcad@PREFIX_DATACENTER_DM.sexrvice

g BLE— MRS REE, AT DUEM Web 2 F LT GUI A INH tEHEM ) & ol 24X
i,

1 2R 5 PREFIX_DATACENTER_DM MHREXHINRSS K {E RSt o | 55 HaEH S5, 1Hs T
% systemctl enable dsmcad@PREFIX_DATACENTER_DM.service

FEIEARSS, 1EHITMS: systemctl stop dsmcad@PREFIX_DATACENTER_DM.service

1: GNERENEL IBM Spectrum Protect, AR MBS HAEBR KIS :

- EHPALE stop & PAMEIE dsmcad AR5,

- R FmSEHMRS: systemctl disable dsmcad@PREFIX_DATACENTER_DM.service
- M /etc/systemd/system HEHFRZ: dsmcad@. service,

ZUEA SysV 1E Linux EECEBURENE S, 8L P EE:

EHRBIFEF, PREFIX_DATACENTER_DM FI{E™ fi4.

a. SR rc. dsmcad IAFFEHIA, MMifE SERVERNAME ¥ & AT A4 FR:
SERVERNAME=PREFIX_DATACENTER_DM

b. ¥ 2R 17N /etc/init.d/dsmcad.PREFIX_DATACENTER_DM

c. {#f chmod 755 dsmcad.PREFIX_DATACENTER_DM Hiff X tFEA 775 YA

d. £ /opt/tivoli/tsm/client/ba/bin Ffl##%N dsm.PREFIX_DATACENTER_DM.opt #Y
AR, HBRILARIZE: servername PREFIX_DATACENTER_DM

e. 7£ /opt/tivoli/tsm/client/ba/bin HEIE dsm.sys, FHIIMEIEFREENIESFEARIEDTL,
FURBUETHGIR, WESHIEmS%,

MNTEINGR, BN R e R ##:1F, 0~ VMISCSISERVERADDRESS #NEI%L
PR SIETUL M, ERIIHRIER T iSCSI £dE(E M vStorage & iRSS 25 L, fREMZEF
[ iSCSI ARS5 2% 1P Hitik, 5 ESX FAL M iSCST 445 (Y HL 2% #2 H -+ (NIC) &5 AT
iSCSI &4 vStorage Backup Server £ NIC 7 F[d—FM,

f EQIRACE G, F76f vCenter fEUE, MIMEEHER D)5/ LRI A] vCenter FETR, %
% /opt/tivoli/tsm/client/ba/bin HEZH LA R4 : . /dsmc set password -
type=VM fullyqualifieddomainnameofvcenter vcenteruserid
vcenterpassword

ARBFVEHRPIRIEE, 1E2MERI] 7047438

g. %= /opt/tivoli/tsm/client/ba/bin HHATLA @4 : ./dsmc set password -
type=VM fullyqualifieddomainname vcenteruserid vcenterpassword

h. IYERIERSE, PUTA TR @<
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http://www.ibm.com/support/knowledgecenter/en/SSEQVQ_8.1.10/client/c_opt_clioptref.html
https://www-01.ibm.com/support/docview.wss?uid=swg27047438
http://www.ibm.com/support/knowledgecenter/en/SSEQVQ_8.1.10/client/c_opt_clioptref.html
https://www-01.ibm.com/support/docview.wss?uid=swg27047438

- Red Hat: chkconfig - - add dsmcad.PREFIX_DATACENTER_DM

- SUSE: chkconfig - - add dsmcad.PREFIX_DATACENTER_DM

- Ubuntu: update-rc.d dsmcad.PREFIX_DATACENTER_DM defaults
i. 18174 service dsmcad.PREFIX_DATACENTER_DM start

j. BB — MRS E S, &R DUER Web & P AL GUI ARSI & HE R 215 a8 a2 41X
H,

H: 1817 chkconfig &, dsmcad.PREFIX_DATACENTER_DM KfE RSt EH 5| S EHE5N
FEHNRS: service dsmcad.PREFIX_DATACENTER_DM start

FUZIEARSS: service dsmcad.PREFIX_DATACENTER_DM stop

T WIERHIZL IBM Spectrum Protect, JRZWA%0{5 1 S BER IR SS -

- fEHPAL stop & PAEIE dsmcad AR5,

- HHPUF SRS : systemctl disable
dsmcad@PREFIX_DATACENTER_DM.service, MmifEEREBISCH:, Hlan, /var/run/
dsmcad.PREFIX_DATACENTER_DM. pid,

- fERHEL B¢ SLES I, LA N2 : chkconfig --del dsmcad.PREFIX_DATACENTER_DM
- {£ Ubuntu k, #HPL R4 update-rc.d dsmcad.PREFIX_DATACENTER_DM remove
- M /etc/init.d H3EFRZ dsmcad. x Xff,

#HR

1. ffif -asnodename #1 -optfile TSGR L FEHITRIE: dsme -
asnodename=VC1_DC1 -optfile=dsm_DM1l.opt

BRI SR, At RER NG,
HE: N 7% IBM Spectrum Protect BRI, 1EHALR dsm. opt X (Windows) Y
dsm.sys X/ (Linux) FARIEZE asnodename &, Z%IAEEFEF A IBM Spectrum Protect IR
% aEiS nodename (BB ANLHE T ) MidE asnodename (EEHLTI ) AHREEAITE

&, UWISRAE dsm.opt 5k dsm.sys Hi&%E T asnodename, IRALEHS asnodename (TfidE
nodename) HEREXAVIARE, MITFEOE EHRIERI,

FERLL TS
1. 3@ & DL R4 K56 UES] IBM Spectrum Protect ARSS 88 A% %
dsmc query session
WAL RRATREOER, QEYNAG, LGN, IR SR RS SER S R,
2. @R e S SRR ERE S & 17 VM:
dsmc backup vm vml
Hrr, vml 2 VM B4 75,
3. A A SRR UE & ) 2 A ) SE R
dsmc query vm "x"
4. B R H AR SRR IERE A i VM:
dsmc restore vm vml -vmname=vml-restore

5. Wik P IGER A IR 7 2 5 I B A
a. 1f Web NI% 83, %A IBM Spectrum Protect vSphere Client f&i¢f ik, #40:
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https://guihost.mycompany.com/vsphere-client/

b. {#/H vCenter F P AL E %,
c. 1£ vSphere Web ZF ¥+, #i IBM Spectrum Protect > fit & > i fsahik4t,
d. e AR LS IR BoRERiE, MREREW, ALIBERET RS LEEELBHE

Bo
PR 222387 Data Protection for VMware vSphere GUI FUZRSE /Y IP Hulik & 4 SRR, w52 RK,
PAR{ESS

e. SERG RIS W R AR 55

f. HRIZER PSS, DUE Data Protection for VMware vSphere GUI 28 hy 3 FIRZS, Al THE
B, N, EHEFZE S Data Protection for VMware vSphere GUI RS TR N EZE .

1£ vSphere 1 HEIE Data Protection for VMware S {755 M

1£ %235 Data Protection for VMware vSphere GUI (5%t 5 #7 Data Protection for VMware 1T 5
MEE S

FIa 2w
HHEE Sz (vmeliprofile) 1 T2 %4 Data Protection for VMware vSphere GUI FY &% ERIDIR H %
e

I /opt/tivoli/tsm/tdpvmware/common/scripts
WM 64 fi7: C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts

XFIES
SRR R AT 5 IR ER 1 22254 Data Protection for VMware vSphere GUI FY &% E 52K,

$ik: tr] LAf# A Data Protection for VMware vSphere GUI fit B\ S E il B2 IC AR 2R IHATS, #E
Data Protection for VMware vSphere GUI “BtH” &, SA)5 8 d847HC B P S o gmiHmc & .

iz
1. {5 DA I B R B M S A

VE_TSMCLI_NODE_NAME
672 H T Data Protection for VMware iy 1T 5L HIIEHZ S IBM Spectrum Protect RSS2 IR
7 55 (MY_VMCLINODE) HJ75 s,

FRHil: 5 IBM Spectrum Protect RS #HESH, VMCLI 15 s AN 324 SSL #MNEL LDAP IAIE,

VE_VCENTER_NODE_NAME
FEE T vCenter HIREILTT 55 (MY_VCNODE),

VE_DATACENTER_NAME
TEE U 2L R DAY RE Y . IERIIETRA R ATR:

datacenter_name::datacenter_node_name

-datacenter_name [HX 2 AK/NE,
BRI R 2R UL (MY_DCNODE) # i B IL S5,
- Data Protection for VMware vSphere GUI /324 vCenter HHTE1EZ PRI HIEHEH L,

VE_TSM_SERVER_NAME
F87 IBM Spectrum Protect RS #5 FEHABL 1P,

VE_TSM_SERVER_PORT
{5 EBEH T IBM Spectrum Protect iR #5114, HLE{ER 1500,

NHEFR AT AL S IR E AR GRS
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VE_TSMCLI_NODE_NAME MY_VMCLINODE
VE_VCENTER_NODE_NAME MY_VCNODE

VE_DATACENTER_NAME MyDatacenterl: :MY_DCNODE
VE_TSM_SERVER_NAME tsmserver.mycompany.xyz.com
VE_TSM_SERVER_PORT 1500

2. 1 pwd . txt XHHIEE VMCLI 17 5 %0,

2 H T4 Data Protection for VMware @175 HEHZ 2 IBM Spectrum Protect AR5 #s MIEHERZ 3]
WA EIT S, Bl VE_TSMCLI_NODE_NAME & X th245EE T,

a) Kt echo s, DABIEELE BRI HY XA ST
BT ccho passwordl > pwd.txt
WM Mecho passwordl> pwd.txt

WP 1Y (passwordl) 5 KTE () ZRIARBEEDSK,

b) & LR vmeli #7<>, 29 VMCLI 19 s B B %1 -
vmcli -f set_password -I pwd.txt

L-ISE
- I 5 A0 E N tdpvmware BTSSR Root FIF SR & HY vineli -f set_password @
A
~o

- TN TN 4 SRS A P AR S (R AP R 2, IR AL -type VMGuest ZEIRIN
AR T VM, B4

vmcli -f set_password -type VMGuest -I password.txt

3. I8 IF Data Protection for VMware & {7 A H & & IE(EIBTT

&
IO o 74 > Pebllimi bR > BT H > iR%5, ASKIE Data Protection for VMware @<
TRENKSESNERE,

TN L A H SR (/opt/tivoli/tsm/tdpvmware/common/scripts/) H&kHitm4:
./vmclid status
CWUERSFIPRR P IEAEIBAT, BRI 4,
CWNRSFIPRRFARIEIBTT, BARH LTI ATFshB 3~ FirET:
/opt/tivoli/tsm/tdpvmware/common/scripts/vmcli --daemon
PAR init BIAA AT F THE 1A S 8h <P 4P 27

./vmclid stop
./vmclid start

4. & vmeli @4 PAKIE Data Protection for VMware 41752 75 AR5 IBM Spectrum Protect 7 i
ALE:

vmcli -f inquire_config -t TSM

5. §UETT S AR A 2 A AR MIRC B R IR :

a) #iii vSphere Client Y “figtk /5 ZRIN AR & 09 HIEFRCAUS S Data Protection for VMware
vSphere GUI,

b) ¥ “HCE” HI.
o) IEFERFPIEANT A, REHRGRIEANEYN A, “RERIMER” B RIS G,

T—FHta
| indows L Linux_Jp Pl Ptn e v U NERIE Sl [ E KA ) =
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1. 26 69 711y T{E vSphere IR HIZE IBM Spectrum Protect 1 5
2. 5 71 11y T vSphere ffiff GUI I EEIRAENI T A
By VM B AT EHMAE LSS,

vSphere RS TITRAEEZITR
i FH LI F21E vSphere SRR H{UEI 24T A HEIBC E Data Protection for VMware,

i3z
£ IBM Spectrum Protect ik55#s L5838 1 MI2D 8% 2,
1. [F] IBM Spectrum Protect AR5 251 EM AR5 5

a) ¥/~ VMware vCenter fJ5 /5 (vCenter i)

REGister Node MY_VCNODE <password for MY_VCNODE>

b) £ IBM Spectrum Protect 5 Data Protection for VMware vSphere GUI Z [RIiEEHYTT /. (VMCLI 5
)

REGister Node MY_VMCLINODE <password for MY_VMCLINODE>
c) FREHE O T1EE VM BB A BdEPL T R -
REGister Node MY_DCNODE <password for MY_DCNODE>
d) N—1&G “KEIRES” 25— 1NRFENTT R (BEERENEET ) -
REGister Node MY_DMNODE <password for MY_DMNODE>
2. HPAR RUE SR AR
a) B HPL R4, A vCenter 19 i TR :
GRant PROXynode TArget=MY_VCNODE AGent=MY_DCNODE,MY_VMCLINODE
IHAR 4K 17 MY_DCNODE #1 MY_VMCLINODE #% 3-f{% MY_VCNODE & HF1E 5 VM BIRR,
b) I ZH AR, [AEHEHOT R AR :
GRant PROXynode TArget=MY_DCNODE AGent=MY_VMCLINODE,MY_DMNODE
It AR 4K [F] MY _VMCLINODE #1 MY_DMNODE #% 3f{3 MY_DCNODE #7155 VM HIAFR,

o) (ANE) AR AR A TAr] L g oL 1 A s RS s #5172 IR,
d) ifid & i IBM Spectrum Protect IR%5 %% Query PROXynode %>, WiIFRFEXZR, Wil @ SHiH

AN PR

Target Node Agent Node

MY_VCNODE MY_DCNODE MY_VMCLINODE
MY_DCNODE MY_VMCLINODE MY_DMNODE

1 vStorage {3 R55 4% E5ERP B 3 FIP R 9,
3. DA N EERS 2115 s 1 I EAH ML AL :

- IITTTEMYE dsm. opt IETUSF A6 E DL RIED,
- TN dsm. sys U S EHER S & 1T RO R — 1 FREE DL R IE T,

NODENAME
PASSWORDACCESS
VMCHOST
VMBACKUPTYPE
MANAGEDSERVICES
TCPSERVERADDRESS
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TCPPORT
COMMMETHOD
HTTPPORT

s PCU A 2R P HLRIRERARSS (CAD) I, AFRZ HTTPPORT, @i, GRFFEMN MRS E T
/O(BLRAS CAD iR55) |, IRAB BRI sE T )RR AL E E A FHT HTTPPORT {H,

DA 7 & X % Y dsm.dm.opt XHFRHI:

NODename MY_DMNODE

PASSWORDAccess generate

VMCHost vcenter.storage.usca.example.com
VMBACKUPType FUllvm

MANAGEDServices schedule webclient
TCPServeraddress tsmserver.mycompany.Xyz.com
TCPPort 1500

COMMMethod tcpip

HTTPPORT 1583

4. 3B & H UR a4 K56 1IFS IBM Spectrum Protect ARSS 2SHER: :
dsmc query session

5. &R PUR iR I BEARE 31 &1 HY VMware vCenter FH A1 5 :
dsmc set password -type=vm vcenter.mycompany.xyz.com <administrator>
<passwordl>

6. 5B LLR IBM Spectrum Protect iR%5:
| Windows |
a. AL SRR RS

dsmcutil install scheduler /name:"TSM Central Scheduler Service"
/node :MY_DMNODE /password:MY_DMNODEPWD /startnow:no /autostart:no

b. 2% CAD:

dsmcutil install cad /name:"TSM CAD - MY_DMNODE" /node:MY_DMNODE
/password:MY_DMNODEPWD /optfile:c:\tsm\baclient\dsm.dm.opt
/cadschedname: "TSM Central Scheduler Service" /startnow:no
/autostart:yes

c. AR P LB AR AR S5 -

dsmcutil install remoteagent /name:"TSM AGENT" /node:MY_DMNODE
/password:MY_DMNODEPWD /optfile:c:\tsm\baclient\dsm.dm.opt
/partnername:"TSM CAD - MY_DMNODE" /startnow:no

BTN dsm. sys XA SEARRE LT sHN T e E managedservices JEIN:
HifRTEE schedule fl webclient S%4:

managedservices schedule webclient

ZIE A T RE P URIE R E R Web & FALRIE R
7.
JRsh& PRI e RS -
ZERRFRAE /etc/init.d OB HUEIES T HEF (dsmead) QIEREIINA, &HAPIEKRES T
LAV, WA RN R Web %7Hl. DL root FIF SRR P 432
)]st = mid

service dsmcad start

R PARIES TP R RESAE R A E S 5N E BaE3), 1EEN T shell IR IRMARSS :
# chkconfig --add dsmcad

8. B&F IBM Spectrum Protect IRSS 275 IEMfI% & :
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a) BRINTFE RS,
b) JEIT DA R HE R ] Web Y #8E 2] HOST1 R4t
http://HOST1.xyz.yourcompany.com:1581
1£ 2% Data Protection for VMware vSphere GUI H &%t 5225 3% 10,
9. 7 Data Protection for VMware -4 7 S HMEZ L (vmeliprofile) HHHY A I I8 B AE M (A :
VE_TSMCLI_NODE_NAME
VE_VCENTER_NODE_NAME
VE_DATACENTER_NAME

VE_TSM_SERVER_NAME
VE_TSM_SERVER_PORT

PAN Rt T 0 & X IR I 2 S Rl

VE_TSMCLI_NODE_NAME MY_VMCLINODE
VE_VCENTER_NODE_NAME  MY_VCNODE

VE_DATACENTER_NAME MyDatacenterl: :MY_DCNODE
VE_TSM_SERVER_NAME tsmserver.mycompany.xyz.com
VE_TSM_SERVER_PORT 1500

MRS T LA B3

BT /opt/tivoli/tsm/tdpvmware/common/scripts
WITTT™Mo6A {i7: C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts
a) 4 VMCLI 9 s i 51 -

1) &t echo @i, DAGTEELE BRGSO S

L Linux YN passwordl > pwd.txt

echo passwordl> pwd.txt
2) ZHPAS vmeli a7<>, O VMCLI 79 5 i B :
o IO 2 A tdpvmware FH P S 631 IE root FH P Sk tHh a2

vmcli -f set_password -I pwd.txt

b) ¥&1iF Data Protection for VMware & 17 S & & IE1E 1817
BT A Windows i SRR H L R4

net start
L Linux oD Ny

./vmclid status

c) & Hi vmceli @4 PAJRIIE Data Protection for VMware ai& 47 A H /& 75 F] 1R 5! IBM Spectrum Protect 13
MALHE:

vmcli -f inquire_config -t TSM

i hcEism
TERS R 17 I B8 22 I D e 2 AT S TS,

EEED T

I T 7 41 & Yy SR AT, ASZ0AE IBM Spectrum Protect AR5 88 EoNRE &R EIX S
B

1. 8 SCEHEL:
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define mgmtclass <domain name> <policy set name> <mgmtclass name>
g :

define mgmtclass tape tape DISK
2. & M EIAH:

define copygroup <domain name> <policy set name> <mgmtclass name>
destination=<stgpool name>

foran -
define copygroup tape tape DISK destination=Diskpool
3. PR RIS SR
activate policyset <domain name> <policy set name>
g :

activate policyset tape tape

ML E P E s , FEHMICER R, IR RE#E ERY IBM Spectrum Protect JTLEE (3%
HlSCrE) EEH EAYSERR VM &1,

- VMMC IR DA B A B BRI ARG S BI2E R VMware #5477 (R VMware 2132 1F)

A VMCTLMC JEIHEE £ VMware &3 fEH %L T VMware #2HI X HFRVERSE, BIEENEHREE
EEREEEE, KB SH VMMC IETHEE R E RS, VMCTLMC &R WTE E NREITR BIRE HE
BT,

- VMMC IETUE 2 A T4 VM &0 ERARBE R, ik Iie] DAY A 2GR s Bl E, VMCTLMC AFT
W BEEHIS R PR A IR, 6 SRR S 2R R A ARG 5, RAE VMMC S IR £f BE B[R] 5K
BRI 2IHE, MIETEEIRE RS, VMMC B TEIE S E. VMCTLMC ¥ AT,

BRIl 20 SRS AR B FAMKH LAN PYBLE P FGE (O, AR R E R E T RE MBI AR 7 it & JH
fF, BIEEEEAT N FFAEMIRE, QIR E i RN RPE S, BB ERIERARMEHICER %, A
I F BIARF FETETCIEEIE I MK LAN BB IR T M, ARAFTRER A MIEN, XICATREFIMIER
JFIEI%E, U0 Data Protection for VMware #1745/, 7£ Data Protection for VMware JEH, VM 51l 5C
TR E IR T AR, NI R & & R AR E A REROCRE S, XEE VM S R
B L, IEARNIZE G ALE AR LAN BB R RIARTE M, R E &0 B 77 i,
HB 2 M Data Protection for VMware % I HLHE T A LAN B3 285 G, K FRET 2EROOR B X LS
o

4R IBM Spectrum Protect AR5 28 PRI AE F MR B0 BIERS, BT RTE B NiEm

R LA Tt MIGDELAY 800 SCRFEN R HSKR B AR R R B BEIE K. 0 A SR o LR Y
RAFRERERNHRE, BN, EE AN ERESZER 3 25 K, B, AIDAEENIX M EE
AR TRICR B R OB,  DAOLIEIRE 1R 1R,

HEAh, SRR P Um MR E S SR AL S (], BRI EM T EME 2 VM SRR
MIGDELAY i1, /DX VM SERRMIR S 2 & 1) g AR s IHIER L2 R it e 2Imts .  Bdeisahzl
Wz )E, MEBASES, i, mREFEEETEeED, WHESER MIGDELAY RENEDH
10 REMH, HIREMREERSE a8 nl UMRS sh B < ATHT S 03 Fh IR0 Y B2 B0

- O A RS R A7 OB, TANREGE AR S A7 Tt 124528 MAXCAPACITY SEUEE BRI
—ffE ) 8 GB £ 16 GB, Xt T REXHITFIEM, & EMEAIZIRXFSRTHIE, FHHED VM AR
N IBM Spectrum Protect iR55 as BRI — NI, I BB TH BERRIERBHAE (1
BXAF) EWAE VM M2 MR IEEE, IEBERGTN, OUrERFESRRESAE VM 2
WA ORI TR PR b

{5 F B BN A AE DR B 77 7 UHS
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QR SRALAC e RN & S R E RN 5 A O B LR (E R R — i (7 it s, & RrEX P,

M Linux 245 EFahfcE iSCSIig&
S AR R AR QDT T B E iSCST RERCHRERARIMEFAAY Linux &S5, Itk VM BB 2 M IBM Spectrum Protect RS

G eREERL Y,

FFi&2Z i

1F iSCSI ZEFCHAR], KE “RENRFMEFE" RS FOI8 iSCSI Hir, WERFHHERERS EAFEE Microsoft
iSCSI K2 F,

$i&713: Open-iSCSI Initiator [ Red Hat Enterprise Linux #1 SUSE Linux Enterprise Server 124,
HEBLUT ISCSI FK, AJa BHaksit TS
BRI UMER R SIERE R iSCST BRI E S & MmEdRNE, Er] DMEMARSERIZE,
-iSCSI JAshAE P AE A% RE R iSCST HARKIMET 2248 _EE 2 L FER,
TEERERN RS LA E 2 iSCSI /R
CWNREBEE LR, LB HEERLFTE SRR, FHRGEN, HEERRGHETN—, 2EE
— /NG AT DAJRE GREIN A [R) 545

KXTFUES
SER A NP BRDABC B AE iSCST 2L EHARI 6 FHAY Linux R4t

iz
1. fEE R EIER RS Bl iSCSI B sl PRI R,

iSCSI JBhEF &M T /etc/iscsi/initiatorname.iscsi Xff, WIS InitiatorName={HN
==, B AN a0 L T A

twauslbkpoc@l:~ # /sbin/iscsi-iname
AR 2R T ARl :
ign.2005-03.0rg.open-iscsi:3£5058b1d0a0d

2. BRI F & ARINE] /etc/iscsi/initiatorname. iscsi X,
a) Hif vi Mm% /etc/iscsi/initiatorname.iscsi s, flln:

twauslbkpoc@l:~ # vi /etc/iscsi/initiatorname.iscsi

b) {5227 PR HE#T InitiatoxrName= S, Hildn:
InitiatorName=iqn.2005-03.0rg.open-iscsi:3f5058b1d0ad

3. fE R MENRMER (8(iSCSI Hir) MRS L5 A %!
a) BE IKERFEF, 58 “ERE IBM Spectrum Protect ARSZES” Ml “SEFIREB” XFIGHE, A&
J& R,
b) TEIEIFLERC BARA IGHED, RS iSCSI Bin.
c) B REFR. BRI IEME—R, JFER]PATEIZTT iSCSI R /T I ARG HIRAZ AR, Flan:
iscsi-mount-tsmive
d) I ANTEA TR 1 ARICSRY ISCST A&t /7 & AR B chlfi e
e) BUFENIZERLHIE 2 S B/RfE Mounted Volumes FEH,
4. FREGERNED TR 1 IR R T R ISCST Kt /T :
a) EHLAR @4 ARIE iSCSI ARSS 2 & IEE 1517
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Red Hat Enterprise Linux:

service iscsi status

SUSE Linux Enterprise Server:

service open-iscsi status
MRS AIBAT, ERE LTS AUSENZARSS :
Red Hat Enterprise Linux:

service iscsi start

SUSE Linux Enterprise Server:
service open-iscsi start
b) & H LA R i< LAUZEHEF iSCST HAn:

iscsiadm -m discovery -t sendtargets -p <IP/hostname of
MENRIEEF system> --login

c) R LI DU UERT I R 4a 1R a2 75 A) i -
fdisk -1

5. WAL RSE:
MTAELVM &, ZHPAITaS. EHREIF, #rigsh /dev/sdbl:

mkdir /mountdir
mount /dev/sdbl /mountdir

XNTF LVM &, X Linux TT& 52 A RS :

a. Witk vgimportclone MIATE Linux &4t LR M, HA (BE) LVM SRR AREAEE LA,
I, ERTRETREER LVM R s 3 242 BE LR AR 1 20

b. &t vgimportclone %, HEHINEAREHS (VolGroupSnap0l), fFlan:

vgimportclone --basevgname /dev/VolGroupSnap0l /dev/sdbl

c. X it lvchange @i & DURHZ SEEIRIC TGS, Hil40:

lvchange -a y /dev/VolGroupSnap@1/LogVol00

d. ZHPA T ARAL %G :

mkdir /mountdir
mount -o ro /dev/VolGroupSnap0l/LogVol@0 /mountdir

6. EXHEFEBRERNE, ZHATmL:
- MFIELVM #E, ERHEPATIGS:
a. HIEYHAS:

umount /dev/sdbl /mountdir

b. BFRIZE, WMRZEETHNEHN G, EAH T UMNZEHTFREIZE:

vgreduce <your_volume_group> /dev/sdbl

RIa R LU T a2 AR R 1%4

pvremove /dev/sdbl

c. MBS BHARTERY
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iscsiadm --mode node --targetname <target_name> --logout
d. WA B bR
iscsiadm --mode node --logout
- MFLVM &, F Linux RS FES:
a. IR A
unmount /mountdir
b. BrZIZHEE:
lvm lvremove LogVol0O
c. BREEH:
lvm vgremove VolGroupSnap0l
d. MBS HARTER
iscsiadm --mode node --targetname <target_name> --logout
e. WA BIFRTESH

iscsiadm --mode node --logout

st Windows 245 _EFohiicE iSCSI i

I AR HE AR A AT B A iSCST AL HR/EHA R FH Y Windows £24t, M IBM Spectrum Protect iR 5% 2817 fif 8
BERLIRIR,

Fraazai
HAEBLUN ISCSI FK, ARG HREHIT IS
-{E iISCST #EFCHAMR], K1E IKE IR RS L OI7 iSCSI Hir, ZErUAMERERFIERSE iSCSI HARDARY
BESHEMEIENE, B, ERDMEM RSN % &,
-iSCSI JA s FFE L ERER iSCST HARMMT RS _EE 2 B FEN,
EME R FEIEN R G L E 2% iSCST R AR T,
BRI R4t _ERTRE Microsoft iISCST &2 77 o
EER D MEEAETRR, REERESHITIESS:
CWRBE L NHE, IBAELAEERC A FRE, (FRRGEN, REEERGHAT—1, i
— /ML AT DA SR REIN AR D450

AR INEHBRTENRGT, BLXEWEFECRR— DA, R, SRR — DA,
Windows £ E PR AT REN N B/ D FLLEREE T A HBR IRTH . THRIGILIHE. 9P AT DA Al & o it
AEdE, BRIFEEESREH M, o] OB RACH A ) SR R Uz A,

KT UES
SER LA NP ERDABCEAE iSCST 2FELHRAE R FH B Windows R5t:

PO i
1. ¢ MEMRHEER RS L, 1F LAN B XESFT Windows & P ML kS HhFT T ] 3260,

R IR EIRRI RS Bl iSCSI BalfE PRI R,
ISCST K77 AR B EIE I AR ISCST AT BCE & L rh,  Bilan:
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ign.1991-05.com.microsoft:hostname
2. (EZAE T WEAHEREF (8(iSCSI Hin) MARGH TR MES:
a) JBah IERHEFEF GUL, 58K “I%EF? IBM Spectrum Protect RS 8% il “EFFPUR” XHEHE, A5
A,
b) £ “IEHEAEHCHIR” AIEHEH, KEEEERL iSCST Hin,
o) BIEHERAIR, IERIZAIREME—RY, F HA] DHEBTT iISCSI KT IR G IRBIZ AR,  Blan:

iscsi-mount-tsmdve

d) BIATES T 1 HHid kA iSCSI &L /7 2 FRFH BA i .

e) WIEENIZER B S ERE “BENE" 7B,

f) QNERATE iSCSI MR “ENREHE" |, HH “MEMNEHE" NMIFEERNLE, B
C:\ProgramData\Tivoli\TSM\RecoveryAgent\mount\RecoveryAgent.conf X, Ffig

7€ [IMOUNT] FRicHI Taxrget IP =%:

[IMOUNT config]
Target IP=<IP address of the network card on the system

that exposes the iSCSI targets.>

o

[General config]
paraml
param2

tiMount config]
Target IP=9.11.153.39

ISR Target IP 2805, EEN/ENIRE IR GUI sk E IR CLL,
3. BEDF BN 1 kB AR T RS iSCST AR T 27 -
a) IR iSCSI HAx:
1) £ “HIR ETRAF, WA “Hbs: 7 SHEEFRPER 2 AN IRERERERF (SCSI Bir) 1
TCP/IP ik, A PRiEiEdE,
2) “PugiERE” S TR 5P 2c HHREN RS FIRICELN Bir. MR TIERIER, HEFL
Hirif i iz,
b) fE/REIfEF RS L, HEEHmER > EHTH > RIS > 1206 > RS
1) nEREERCAY iSCSI HARYIZR A Type=Foreign, Fl2iE 4 HE A AMNBRERL e S NN AL, 1%
£ O“AMIRRERRA” o AEEIE.
2) F—MRERER “IMPREET MR KRR/, PAEie SR S
3) Wi S NG, % F5 (RIHT) o AEECAY iSCST PREEA] WM& BRI, SR B E D
B, EERAGRNS XOFEFE SR sis iR, AR ERRN,
4. FT7F Windows WIRE R (SUEMSIHRER) HNEEERTRE, DUl T XS R E,
5. 8RN )G, TEFERPANES:
a) [ “iscsI jahferidtk” XIEHEWT 1™ ISCST B FRiYiERE,
b) JEIE Tk E REFEF GUI %P 2 B A EIR E1 25125,
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MTTETE Linux 24 EF it BEERERIEDY S
SEAIAT S DU ZERC AR s AN 2 AE Linux R 48,

Fraazai
fEFRIE Data Protection for VMware vSphere GUI IA5E 1, £ N EEECAREE T sl — NHNZI dsm. sys
XM, AR AR B BRI 2 0 R S5 % L B 3R 25 72 il

XFIEES
AT 55 100 B SR A% 2 IR A1 U S0 1iE 5 IBM Spectrum Protect [R5 & AR 1 B REBC AT i,
2z
1. 7€ dsm. sys SCHHERAT ZERCAIET R I— 15 E DU IEDT,
NODENAME
FEE SR E SRR sS4 FR,  IBM Spectrum Protect JHJE 5 T ¢ Bk,
PASSWORDACCESS
67 GENERATE DMEERS B4R (MAREHFETR) o
MANAGEDSERVICES
e IR e RE P HIEEIES S Web B P HLLANJEEFEF (schedule webclient),
TCPSERVERADDRESS
$87€ IBM Spectrum Protect R55 881 TCP/IP Hitik,
TCPPORT
f6%E IBM Spectrum Protect RS 25 TCP/IP ¥ [ itk
COMMMETHOD

67 I1BM Spectrum Protect k5548 B FHIVIBIE /715, N TR R, WIfEE TCP/IP /Eh
BETE. MRfsEHMTE, BESK

HTTPPORT
ZIEIEE 1 TCP/IP i, FF HOCAMER A & P AU ARARSS (CAD) B A A5G IE T, -
an, GnRAFAEPNEECAIET AL (BARMS CAD BRSS) , BB MR AREET IR A AU E
SEARFIN HTTPPORT {H,

PRl TEZTE dsm. sys XA A FIAE LAN JET (ENABLELANFREE YES), ZERCAIEY mURSCRFIIIE
IJF\"O

AR T & S B 1Y dsm.sys XA RHA:

Servername tsm_serverl
NODename datacenterl_MP_LNX
PASSWORDAccess generate
MANAGEDServices schedule webclient
TCPServeraddress tsmserver.myco.com
TCPPort 1500
COMMMethod tcpip
HTTPPORT 1583

2. R e SRR % E VMware vCenter FI RIS :
dsmc set password -type=vm vcenter.mycompany.xyz.com <administrator>
<passwordl>

3. {#i[] -asnodename 1 -optfile TS G shEIER IR M SITRIE:
dsmc -asnodename=vctrl_datacenterl -optfile=dsm_MP_LNX.sys

RPN SRIG, ARTERER A E.

R N IBM Spectrum Protect JHEFEF LI, 1EHIfE dsm. sys XTI RILE
asnodename JEI (Linux), %EEFER A IBM Spectrum Protect k554825155 nodename (3%
BOARHEEYT ) TdE asnodename (BAEAHULTT ) MERBEAIEE, WISRAE dsm.sys HEIXKE
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asnodename, ALK EWS asnodename ([idE nodename) XERATUERE, M SEOE & #RA1E
N8

4. 3@ R H AR 4 K5 IUE S IBM Spectrum Protect ARSS 25115 £%
dsmc query session

Zam B RRTRIENER, YT RS, B SIEHN AL IRSHE B ARG dE G R
5. W SER A MESS RILE R AR AR IRSS (CAD) FIEHER 3 a8 EE AR P R S5 -
© AE dsm. sys SCHFH B EEAL AT SR — 15 FhEEE DA IR T :
- fEEH AU IS managedservices JE:

managedservices schedule webclient

ZRE M THanz PRI R E B Web & P HLRIEERE

- WNER R AN R EUE A H USSR MRS E S, 1E18E schedlogname il
errorlogname JEIl, & PMIEITERAINEL &1 HGE ERIPRER SRS E4,  filan:

schedlogname /vmsched/dsmsched_mp_lnx.log
errorlogname /vmsched/dsmerror_mp_lnx.log

- JashE PRI ERIRSS -

ZEREFIE /ete/init. d FNE PRSI (dsmead) B2 EAIIAA, &P HUZERE
PR LAEIRE, KA REERIAER P ESSEE R Web B ML, P root P S DU R an <
PN ial s

service dsmcad start
FEE PR PP e B R A EN G5 Baas, BT shell IR R AR :
# chkconfig --add dsmcad
6. WIER P A AR R IR E IR

a. BRATIER S,
b. JEIT DA R sk AN C# B Web 358312422 HOST1 R4t:

http://HOST1.xyz.yourcompany.com:1581

e {E iRiE Windows R4t EFahig B A IED =

SERIAT 55 DURF R AT s A I 2R Windows 258, SR8 — 4 Windows RERLAHT ANz B
CHURGE PR, TSR0,

FHRZ Al
THTRORCACE %Y Windows $ERCPET &, RIS F4RSEATIESS .
KXFIES
FEIZAE Windows REFCAFE RS L 52l AR ER:
iz
1. 7EIZA% Windows HEACRILR ST B2 DL R AT
-IREAHRE

- IBM Spectrum Protect NE 3% &

£ IBM Spectrum Protect for Virtual Environments ZMLUE L5 RIXF D=5 AT DA N HINER IBM
Knowledge Center H1g{lt T P 2R E R
% 17 T T Windows 2%t | %*%% Data Protection for VMware 204
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2. MR Windows RFLAPE T R RAEAEIULAF NS, FREAMNZNHZAE Windows 3EACAHE RS B
RIS

a) 7€ Windows F2ERICFERSE |, # % Data Protection for VMware vSphere GUI AR “HtE” &,

b) #h “4E55" FIRAHIGEH TSM BCHE, 48 AFCE 01 A] RERR 2 — 2L Al

c) ¥E LB KON T, FATHERINLRBIRT,

d) fERMEM “EN7 A, BESEHEHMER Windows 2SRRI &, AR AEHEE.

e) TN R Linux SEAKEEYT R R, F8] DA AR IS o el 61 & & Y 3R

f) E il B REREA BB B TERE R IREA dsm. opt XA,

) FFEAR dsm. opt SCHAZEALN, (SRR EHZFE Windows 2EELRIR RS b, AR IR IS A 1 £
AR IR AR R EL IR s L) E SR 44 I S
#40: dsm.REMOTEL1_MP_WIN.opt,

R 15 704 TS AR A /s P AR LAN J% 0 (ENABLELANFREE YES), 2SR sUR K RFIEIENT,

3. RHILEHER NS mS, NEEEC T % E VMware vCenter FI RIS :

PR BEE) dsme @217, 1ETTIT Windows JFUESEH, iEFFEF— IBM Spectrum Protect — % 17%5
PPl 217,

dsmc set password -type=vm vcenter.mycompany.xyz.com <administrator> <passwordl>
-optfile=dsm.REMOTE1_MP_WIN.opt

4. 3B & H U R4 R IR1IFS IBM Spectrum Protect ARSS 2SHER: :

dsmc query session -optfile=dsm.REMOTE1_MP_WIN.opt

ML TR TEENGEE, YT A%, ESIENNTR. RS SER MRS SHER S,
5. @I e A P BRI B R IS ARSS (CAD) FEHER & ERE RS |
B3R “IBM Spectrum Protect ZF AL GUI L E” A1 S$KIZE CAD MIAEREFRS ., alEn
T, BB ZAFRE “TREFESOVUREIHERS” . R IBM Spectrum Protect I HLARSSELE
LR (dsmeutil) AT IS, EHMECEZRZE “EREEFIREERRS &
WA > BCEMS, /B3 “IBM Spectrum Protect - HIECE” 175:
a) IEIFEEEBNIRECE TSM Web BFML., f&ZMEIEREAGEE,
1) ERFBIRS AN BR 2 1ETH, 1EFY Windows 3SR BB,
2) EIE BB A BTSSR BERS 2 &Tit, RS,
BAERIhSERE, IR DI S X0 0T H 4k a2 T 5 b,
P NRTER— RS LA E 2 MNERAOEY S, AN SR P AURIRES SLBFE E AN (A,
b) EFEEBNIKECE TSM BFRVIAERR., ZRITREAGER.
1) WAV ERRF AR, ERAERERT VIR TIFER (CAD) BERAEERFIEUL,
2) ERFLERS AN BN 2 ETAF, EFEY Windows 3|18 BB,
3) B RRF BTSSR BERS 2 kWt EERE,
6. WIER F AU e AR R IR B B, BT DA R bRl O Web XY 2HEREE] HOSTL &
2T

http://HOST1.xyz.yourcompany.com:1581
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e F S {EiRFE Windows R HBIIRSZS S LA B X (SR IhEE
SER] PAFBITEIZAE Windows RGtEIBIIRSS 25 LECB XHEJRIIEE, BEARILTS, YAHEIRE I
P8 22 BB po DAIRSS 4l BY IBM Spectrum Protect IRZS 88, AT DATE 22 RERE A St AT 55
AT

Windows fI Linux Z22E AL 20 0] B HIETEIBT, B HBIIRSS A8 88 72— Nl B Z2 25 AT O A
T8 e, 5NN VM BB S5 H Microsoft iSCSI RTINS, AXHEZER, B2
fvi] UM 5 5 Microsoft iSCSI & FC A AR S5 #1 IMEITSM Configuration of Mount Proxy Node pair fails
with ANS3144W - Linux.

| Windows _ grge e AV VTN SRSV M NG S S e
- R LERI oK . Data Protection for VMware FRI H Y B AFCHSE 7R 7 3R
BN SEE R VM TR AE RS AR

T fE2 O, 2SR AR AU AT P Bl A RIS R A

PO
1. G R SO
a) IEFE T Z 2RI 8 ARBCC R E IR TN RE, R FREE, {#iH] IBM Spectrum Protect #1723,

g Windows  Grei Syl S it S A R e S BN VB €17 2 A N 0) 1 4 o
- I 5 AR ], 1%68% Data Protection for VMware EtEf5ah 45
Q) Windows
Al Windows 2235 H:

1) EEIEB IR L, GRSk

2) HREIERS 85 25 A PR AT 5 REMOTE _MP_WIN 2522,

: 405 Windows AT Linux BB shIE & AHORILEE, s %A EMNFITRSRE, Mot
ZEEREY AR, MR, HEMTCAEBIER sk,

3) $2fit Windows VM _EdEFE 3% % MM 1P ik,

4) &4tk vCenter I P &I,

5) FREN,

1 RIS OVERAELFTRIEERSS . AR 20 L AR 55
c)

A Linux 223508

1) EBIRB LT+ b, G EIEEah .

2) Wi EIERE 8% &2 P55 T Windows 23 HEMHEIE, (H2DAF*FF 8 REMOTE_MP_LNX 45,
¥: G058 Windows BUERshIZ & AFRICEL, s A EMNFRBSERE, AR 0I@e R
TR, M2, HelAEBiER L%,

3) 24t Linux VM _FEEER 30 & 14 1P ik,

4) 124t vCenter F 1 & 151G,

5) FHEN,

6) M\ 21T, BITA R @2

iscsiadm -m discovery -t sendtargets -p partner mount proxy

Hrr, partner mount proxy 52 Linux S EIKFEZZZERIRR 1P Hidik,
d) IEFLRARPNET 5, SAERIF DARIE TR Windows 1 Linux Z235EFH AT ERIEIRES,
2. TERTHYZBARERTT RO R I T X R4 -
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https://www.ibm.com/support/knowledgecenter/SSERB6_8.1.8/ve.user/t_vesql_restore_iscsi.html
https://www-01.ibm.com/support/docview.wss?uid=swg21685086
https://www-01.ibm.com/support/docview.wss?uid=swg21685086
https://www-01.ibm.com/support/docview.wss?uid=ibm10869296

a) TE#THY Windows e RBALES |, SR SO e s 4
C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI\frConfig.props
BRI R RIS AR MER, ESRE 39 i MeHERIETD
b) £ frConfig.props XHHNHPATNHEIK:

default_mp_address=LOCALHOST
default_mp_nodename=node_name_of_new_windows_mount_proxy
enable_filerestore=true

HH, node_name_of_new_windows_mount_proxy t87€5#TH) Windows ZZ2E X FAH SCHRAY T 55

%O
c) @ EH/55) IBM Spectrum Protect for Virtual Environments Web AR%5%8, E#HRahZ225CH EiY
AR%5 .

d) B ER SRR A LN a2, fEH S H0 Windows 22 RBRAHSRIRAIE I A, IREXMHE
JE BRI P AN :

dsmc set password -type=domain cldevl.local\frank secret -
optfile=dsm.node_name_of_new_windows_mount_proxy.opt

HH, secret {8E%MS, node_name_of_new_windows_mount_proxy $&7E 5] Windows ZZ2E(CH
LEPS P RPN

1 7EPL Eadd, clidevl.local\frank 2 clidevl.local A/, A B REEH
HOIIEE Windows 2SRRIV ER R, AXEZEE, 152 0 I (-8 R A,
e) BRI HBIARSS 281 “XHEIRA A, 15 Windows ZZ2EREEI DA R URL:

https://hostname:9081/FileRestoreUI/

Hr, hostname fEFLE “XIFEIRMAFHE" /Y Windows 22 RBEAY EH 14,

£ Linux R EF DR EZS M EFFPNIEKEERS
ERLENENR, £—6 Linux FPALENLEEHZ A dsmead ARG ATRES A 24,

KXTFULES
AMEFSWEERGUR SN BN THIEEIHIZ 1 dsmcad 5L

g1z

1. 7E dsm.sys SR AIEEME—TT S (BRETEN T, AT /opt/tivoli/tsm/
client/ba/bin/ ) :
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https://www.ibm.com/support/knowledgecenter/SSERB6_8.1.8/ve.user/c_ve_fr_prerequisites.html

# cat /opt/tivoli/tsm/client/ba/bin/dsm.sys
SErvername nodel

COMMMethod TCPip
TCPPort 1500
TCPServeraddress localhost
nodename nodel
errorlogname /opt/tivoli/tsm/client/ba/bin/dsmerror-nodel.log
schedlogname /opt/tivoli/tsm/client/ba/bin/dsmsched-nodel.log
managedservices webclient sched
httpport 1581
passwordaccess generate
SErvername node2
COMMMethod TCPip
TCPPort 1500
TCPServeraddress localhost
nodename node2
errorlogname /opt/tivoli/tsm/client/ba/bin/dsmerror-node2.log
schedlogname /opt/tivoli/tsm/client/ba/bin/dsmsched-node2.log
managedservices webclient sched
httpport 1582
passwordaccess generate

P BERPE S/ HIFRIETOR X piX T G ATRER Bkl BN, ATRERFH T R4 & 0 R £X
*EO

2. AR dsm.opt 2, AT R GREERT, XEXHAT /opt/tivoli/tsm/
client/ba/bin ) :

# cat /opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
servername nodel
# cat /opt/tivoli/tsm/client/ba/bin/dsm-node2.opt
servername node2

3. @ IR B SR ON RN RS A passwordaccess generate:

# cat /opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
servername nodel
# cat /opt/tivoli/tsm/client/ba/bin/dsm-node2.opt
servername node2

4., GJEHE rc.dsmecad init AR MOEIA (BB, ZHAN T /opt/tivoli/tsm/
client/ba/bin /) :

# cp /opt/tivoli/tsm/client/ba/bin/rc.dsmcad /opt/tivoli/tsm/client/ba/bin/zrc.dsmcad-nodel
# cp /opt/tivoli/tsm/client/ba/bin/xc.dsmcad /opt/tivoli/tsm/client/ba/bin/xc.dsmcad-node2

5. 4mkH rc.dsmcad-nodel:
a) ¥ Red Hat Enterprise Linux 7> & i LA AT

daemon $DSMCAD_BIN
BEUCNLAURT:
daemon $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt
b) K SUSE Linux Enterprise Server 43 &l LA FAT:
startproc $DSMCAD_BIN
HHCNLAURT:
startproc $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

6. %48 rc.dsmcad-node2:
a) % Red Hat Enterprise Linux 7 & iR DA RT:
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daemon $DSMCAD_BIN
BN PATT:
daemon $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

b) ¥ SUSE Linux Enterprise Server 73 &l LA RAT:
startproc $DSMCAD_BIN
HUCNLAUTRT:
startproc $DSMCAD_BIN -optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

7. 7F /etc/init.d/ A EIEH BERE ISR ST re.dsmead init BIA,  IXEEEREE Linux init IRSSRERS
ER G R8N E3) dsmead AR5 :
# 1n -s /opt/tivoli/tsm/client/ba/bin/xc.dsmcad-node2 dsmcad-node2
# 1n -s /opt/tivoli/tsm/client/ba/bin/xc.dsmcad-nodel dsmcad-nodel
# 1s -la dsmx

lrwxrwxrwx. 1 root root 45 Aug 2 08:04 dsmcad-nodel -> /opt/tivoli/tsm/client/ba/bin/xc.dsmcad-nodel
lrwxrwxrwx. 1 root root 45 Aug 2 08:04 dsmcad-node2 -> /opt/tivoli/tsm/client/ba/bin/xc.dsmcad-node2

8. jfit chkconfig AP NHTHY re A :

# chkconfig --add dsmcad-nodel
# chkconfig --add dsmcad-node2

9. @)Y sexvice dsmcad start @S IIAELE AFIIRIMANRFIZEE AR S5 :

# service dsmcad-nodel start

Starting dsmcad-nodel: [ OK ]
# service dsmcad-node2 start
Starting dsmcad-node2: [ 0K 1]

# ps -ef | grep dsmcad

root 2689 1 0 09:04 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

root 2719 1 0 09:04 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

FEMTRBI, a3 2SR 7y PRATRT L DOE M. DT s A,
10. EHHEENFFHHIAM D dsmcad LB A 31E3):

# ps -ef | grep dsmcad

root 1830 1 0 09:14 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-nodel.opt

root 1856 1 0 09:14 ? 00:00:00 /opt/tivoli/tsm/client/ba/bin/dsmcad
-optfile=/opt/tivoli/tsm/client/ba/bin/dsm-node2.opt

FEMOREF, AR TR Ik DAE N T E RS =,
&2k VMCLI Be & ¥

VMCLI B & (vmcliConfiguration.xml) f2% Data Protection for VMware vSphere GUI [i% &,

Data Protection for VMware 22350 f2 2R F P 457 vCenter Server IP #itik DU B 75 H5@Id Web ¥
ViRl GUL, B8, ZEr)a, ZEFTTIRBRIRSS A 1P HilbA GUI I 751k,

TEHNX L E, B AF304mE VMCLI AL & X (vmcliConfiguration.xml), Ze2HAAISTEDL N B
Bl S

1£ Windows &%t I:
C:\IBM\SpectrumProtect\webserver\usr\servers\veProfile\tsmVmGUI

Linux &4t L

Jopt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/tsmVmGUI/
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FUEMIR S A Web W% 881/ GUI, &1 <enable_direct_start></
enable_direct_start> %iﬁlﬁlj‘inu)\u?ﬁﬁﬁﬁ/l\ﬁ:

- yes AJ DAlIt Web (IYE#s BEREViA GUL,  f1l4n:
<enable_direct_start>yes</enable_direct_start>
-no JoiXiEid Web W &R EAZ A GUIL,  fil4n:

<enable_direct_start>no</enable_direct_start>

58 GUI HT vSphere f#471, 151 <mode></mode> ZErhiE7E DA MME:
- veenter GUI ¥ F-F vSphere 247, f#ilan:

<mode>vcenter</mode>

FEM vCenter Server IP Hillk, IEHIEC IR E <mode>vcenter</mode>, AJ57E <vcenter_url></
vcenter_url> ¥ IP Hilik, filan:

<vcenter_url>https://vcenter.myco.com/sdk</vcenter_url>

vCenter Server IP MR Z LA https:// EHFk, vCenter Server IP H3IEFRZ DL /sdk (HEE.

vmcliConfiguration.xml X{¥Rfl
PAR vmcliConfiguration.xml SXHECE AT vSphere R4, HZFREIE Web Y2877 GUI:

<?xml version="1.0" encoding="UTF-8"?>
<vmcliAdaptor>
<VMCLIPath>C:\Program Files\IBM\SpectrumProtect\Framework\VEGUI\scripts\
</VMCLIPath>
<interruptDelay>900000</interruptDelay>
<mode>vcenter</mode>
<vcenter_url>https://vcenter.myco.com/sdk</vcenter_url>
<enable_direct_start>yes</enable_direct_start>
</vmcliAdaptor>
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bis B IERS R F5 S AU a5 o R g
EA I PRI B A S, SRISHBURREhIR ST, DABERS B AR 00 R R

FriaZzal

A] DAffiF Data Protection for VMware V6.2 1 V6.3 H B FFE0Y B2 250 RhlG, W SREARS A s
gt B SE R RS, IR TR e E, AR DA NS RRRATESt, (OB EIEE &
RARERAK 6.4 (BHEEGRA) ., HE, WREMFRAFLE RN ER0REE, REBIER LS SE
MR V6.4 (EERA) 45, EFURITR B Frs & 8 &0 RIS BERR 2 &1 s BriE AR

8

F A Data Protection for VMware 11T szt & UN S0 TKls, WsEpUtid f2 4 id T
£Z

ZJo

CA3=E

- REREALS RN, (HRATAE N AP REE IR, IXPEAREM Fro 2 U 8 & ok
Rt AR METESECREMESHATAEER,

B EMUTIEA R NTRE SRR, (B2, ARSI A0y 8L Data Protection for VMware
IR =387 1

- I PR AT AL 8 5 J2 {8 B Data Protection for VMware vSphere GUI & 4361 S QI R, Q0 SRBET
PR R FOIER, A2 R AR rE s i Fahtha T,

KXFIES

iz
1. FHRALRIEAS vCenter FIFTA vStorage & 0IRS5 8%  WHERILTHEON TR Ba s alise & 17 sllRI 52 il

- TR B AR vStorage #51IRSS 25 b 223 IBM Spectrum Protect $E#65h1% % V6.4 (B EfR
) .

AN —TUNAESS, RSP IR 1 2R ZMSERP IR 2 8P 3R 3, THERmshid& v mUa, AT
MO IV ARRT VM, SRR 5 BRI PSSP 38 2 R 3R 3,

Pim: WRIERIRERE 21 vStorage &R %8, BHENAR—PMIRS S, AR5, WRZIRS K
Wiafs, ZiEEHHERN vStorage &R 4o
2. T RIS RN & 3 Ve R DA B s & AUl B 5 1
EEEEEGITE I IF & @2 (dsmadme), fE IBM Spectrum Protect B 5% PA TN &40 SRIAT 55 -
a. NFFE U B A Oy IR RS RIS SR QI S S, HURBIKEIK domaind FISRRESE
prodbackups A& mgmt_ifincr28, EHIAA M TR R 28 M RA RIS &
A B RIS,

define mgmtclass domainl prodbackups mgmt_ifincr28
description="Retain 28 backup versions"

b. QARSI B AR E OIS HEIAH, HRFME I domainl, SKEEEE prodbackups M
mgmt_ifincr28 GRS EIAA

define copygroup domainl prodbackups mgmt_ifincr28 standard type=backup

standard type=backup ZHEREE, TFEE. HRAIPEEIXLESH AETARIARZES N
STANDARD, TiEIAHRIZEA backup (MidF archive) .

c. {ERTRHRLAIRRA, £ B I RIS 15 B S &y il AR 2

© Copyright IBM Corp. 2011, 2020 97



VJid: 7£ Data Protection for VMware V6.2 F1 V6.3 W1, #&3hiiAR, £7 B4 B RIFI RIS T2 0y BRI FE
Ao M AR BMERN R AR & X e ey &0 250 ((Eh 6.2 il 6.3 &Y
BT EEMREHN—57) |, RAFH RS2 EEN, 1E Data Protection for
VMware V6.4 (BEERRA) H, AR, RN RIFMEEE T A NS ORESRR], W EEwRE
IR R IR KRt & X e 2 fli sy & 20 B 5 T BAEN,

verexists ZEHET EAENMSS a5 LIREH VM F IR RIS, RS R B & IRIESH
LT, LRGSR RS as 7 P E R IR ID RIS O ARA 2], HOoRBIFEE
verexists=28, IEFEIREMS & L2 HRE 28 1 VM & kA,

retextra ZHHREM VM BRAT N ANEIIRESZ G, ERARENRKKE, WrblfsE
retextra=nolimit, MEEWERAEEHWARNES) VM EMHRAKETHRMARE, E2, YT
verexists i, verexists EXHUR nolimit {H, Kk, fEMH/REIF, ARSSHS EERZEAE 28
MNARIES) VM SRR,

IRTE BRPIARIE, SRR SR

update copygroup domainl prodbackups mgmt_ifincr28 verexists=28
retextra=nolimit

fEIt R BIHR, B Data Protection for VMware V6.3 PRI E DAR A UFIEE :
- —N ESX #8f (esxcluster), HAPFEEH N ESX 41 (esxhostl 1 esxhost2) .
“bup_esxcluster_full WEMAEIERESNLE T A dnl NN ESX EVBITEE—RIFESYE &

RIEREN
~bup_esxcluster_incr WEMHHLKIERINILE T A dm2 M4 ESX EVISITE R — RIS &
IR

£ Data Protection for VMware vSphere GUI F52 % PA R & 8 55 -

a. Hit vSphere Client 19 “fi@dlt s ZRIN HRF” & L HRIEFRLAJS ) Data Protection for VMware
vSphere GUI,

b. £ “AI” &HH, RE&FONENFRITT “EBaiE” &,

c. RAIFEEHMEMIEE (ATt el ey &l a&n) . FHLES, BERE
gt 5242 bup_esxcluster_full IdE,

d. G dziAE, AEEEE.

e. F& “YAEE” TUME, UG MEOIREE N HigIRPIEE R R

f. B hiE DALRTE B3,

g HRENVH TR R B R MNSHIEE, ARAEZEE, REEFMER, mTReugExe
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