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The “Dark Net” / “Dark Web”

� Used by those working inside repressive 
countries/states for secure “anonymous” 
Internet use and communication.

� Also used by the bad guys and girls for 
hiding their activity and identity.

� A massive black-market now exists on 
TOR for guns, drugs, stolen credentials, 
hacked account, malicious services, 
identity theft, credit card accounts, etc. 

� Then there are crypto-currencies, such 
as Bitcoin that are anonymous and 
effectively untraceable*…

* if used properly
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The Onion Router (TOR)
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There’s not just TOR!
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What can you find on the “Dark Web”?
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Risks

� External

– Reconnaissance using TOR; pre-attack planning

– Attacks using TOR to hide originating IPs (DDoS, C&C, Hacking – Application and Network level)

– Infection; browsing the dark web is not safe, drive-by downloads, exploit kits, etc.

� Circumventing IT controls

– TOR from USB or using TAILS Live CD

– Private Proxy

� TOR Relay Hosting

– TOR relays set up in your own network leading to potentially illegal material, non-authorised users of your network 
resources and the legal knock-on effects

– Possibility of the relay host being compromised (hacked) acting as a pivot point for attackers

� BitCoin Mining

– Data centre and other powerful systems being used without the knowledge or approval of the asset owner



7© 2015 IBM Corporation

Attacks using TOR
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Attacks using TOR
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Industries Under Fire…
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The emergence of a mature black market has made profiting from 
data theft easy

• Readily available black market sites are now 
utilized to provide actual stolen credit card data and 
services to support the theft as well as the utilization 
of stolen data

• Literally hundreds of these sites are currently in 
operation selling cards from virtually every bank

• Sites often include information on stores like zip 
codes and store names where cards were stolen in 
order to help fraudsters make same state purchases

• Credit card data is sold in bulk and can be as 
cheap as $5 per credit card

• Specialized malware like Dexter malware is available 
for purchase to infect PoS systems 

A Global Black Market Dealing in Credit Card Data

Malware as a Service (MaaS), Hacking as a Service (HaaS), 
DDoS as a Service (DaaS), Ransomware as a Service (RaaS), etc. 
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Incident Costs (Per Record)
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ERS – Retail Company

� Business challenge:
– The customer contacted IBM as it was suspected that the customers website credential store (user 

ID and passwords) had been compromised and that hackers were stealing accounts with large 

loyalty card balances and selling these stolen accounts via a dark web site only available over TOR. 

– TOR (The Onion Router Project) allows users to remain anonymous by bouncing communications 

around a distributed network of relays run by volunteers all around the world: it prevents somebody 

watching your Internet connection. 

� Solution:
– IBM confirmed that the integrity of the server had not been compromised. 

– IBM confirmed that the account credentials misused were most likely due to a third party being 
compromised (shared passwords) or them being guessed.

– IBM confirmed that the web servers were not as secure as they could be and that credentials could 
easily be enumerated or guessed, allowing the hackers to seize accounts with large loyalty card 
balances and re-sell them.

� Benefits:
– IBM performed a thorough assessment of the security posture of the servers, providing the customer 

with a list of critical areas/issues that should be reviewed/addressed including seriously improving 
the login and account management functions to make them more resilient to attack and misuse.

– The final report also included a set of medium and longer term recommendations on remediating 
migration procedures and security best practices that needed to be implemented to reduce the attack 
surface.

– Recommendations included the use of data analytics, such as SIEM and fraud detection solutions, 
such as i2 to help identify future attacks faster.

User accounts that had large 
loyalty card balances were being 

compromised and re-sold by 
cyber-thieves.

These stolen account were then 
used to buy “real goods” by the 
purchaser of the stolen account.

Many issues were identified in the 
account management systems for 
the website that made it trivial for 
an attacker to take over a valid 

user account.

Detailed recommendations and 
constant consultancy was 

provided to customer to improve 
all areas of the website.
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Ransomware – How it Works…
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Source: https://threatpost.com/fbi-says-cryptowall-cost-victims-18-million-since-2014/113432

“FBI Says Cryptowall Cost Victims $18 Million Since 2014”
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Growth of Ransomware

Source: Trend Micro - http://www.trendmicro.co.uk/security-intelligence/research/trendlabs-q1-2015-security-roundup/index.html

� Growth in ransomware use is massive and 
shows no sign of stopping

� Lots of copycats

� Little, if any risk of being caught

� Now available as a service…no coding 
required!
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ERS - International Bank….

� Business challenge:
– The customer contacted IBM to help them with a malware outbreak that had encrypted over 500, 000 key 

office documents and other files.

� Solution:
– IBM confirmed that the files had been encrypted. 

– IBM confirmed that root cause was a new variant of CryptoWall that was using a Microsoft Word document 
file to bypass their security and when opened it downloaded a file (INFO.PNG) and renamed it to a random 
named .EXE file and finally executed it.

– This started a chain reaction, where the new EXE file contacted a web server which created a 2048 bit key 
pair. The PUBLIC key was downloaded to the infected system and then used to encrypt all local office 
documents and other files.

– Once finished on the local system, the malware started to encrypt files on remote shares and removable 
media.

– We managed to identify patient zero and how it bypassed their security controls.

� Benefits:
– IBM performed a thorough analysis of the customer defences and identified weaknesses that needed to be 

fixed.

– IBM provided them with solutions that are not signature based, which would help stop a future infection, not 
only from new CryptoWall variant but also whole swathes of other malware (known and unknown).

Bank staff were socially 
engineered into opening 

a booby-trapped Word 
document that then 

downloaded malware 
that encrypted files.

We identified the source 

and how it had bypassed 
their security controls 

and gave them “generic” 
methods to help stop a 

repeat attack.
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So How Many Actually Pay Up?

� Recent survey carried out by the University of Kent found that a 
whopping 41% hit by ransomware, paid up!

� We know that the following organisations have paid to get their data 
back:

– Tewksbury, Mass. police department was taken over by 
CryptoLocker and paid up

– Midlothian, Ill. cops pay ransom

– Lincoln County, Maine Sheriff's Office and four local police 
departments also fell victim to ransomware and paid up

– Several Maine police agencies reported being hit by ransomware 
and paid up

� In some cases you can’t even pay to get your data back…

– Including backend databases powering webservers

– Even whole disks/partitions encrypted

17
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Botnets
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Ransomware & RATs
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Skimmers
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Carding & Hacking
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Bank Accounts & Fullz
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Others, and then there’s drugs, guns, porn, etc.
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Conclusions and Recommendations – Dark Web

� Monitor all network traffic for outbound TOR connections

– Including TOR proxies

– This will allow you to identify staff using TOR on your network and may be indicative of a ransomware attack

� Block TOR exit nodes

– There are public lists available for these, so null-route (blackhole) them of use proxy/url filtering/reputational analysis 
to monitor or block them.

� Understand what the “Dark Web” might contain and how this may affect your company, brand(s), 
products, services, etc.

– Especially important that you check to see if accounts for your organisation or services you offer are being sold (either 
stolen accounts or fresh accounts/digital products, etc.

� Education, education, education!

– Backed up with policies clearly stating that TOR and other P2P software is not approved for use, same with BitCoin
mining!
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Conclusions and Recommendations - Ransomware

� There is NO 100% solution, no Silver Bullet!

� However there are things you can do to help minimise a repeat:

– Train staff (and regularly test them)

– Use software restriction policies, or AppLocker

– Improve URL and email filtering (anti-spam, reputational checks, blacklists, etc.) as well as checking to 
see if the Message-ID has a valid FULL domain name

– Use multiple AV engines to scan all e-mail and web content

– Set up a dedicated reporting email address and monitor it

– Harden systems, reduce rights, disable macros (unless signed or on a whitelist)

– Make your security policy and internet usage policy clearer and enforce it…

– Take regular backups (not to network connected servers or cloud) – Off-site/Off-line is best.

� Things NOT to do – Pay up, as it validates the bad guys business model…Don’t join the 41% 
that do pay up!
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Conclusions and Recommendations – DDoS & DDoS Ransom

� There is NO 100% solution, no Silver Bullet!

� However there are things you can do to help ride the storm:

– Use a CDN (Content Delivery Network) that offers DDoS protection

– Use a Scrubbing service (when under attack) to help reduce the impact

– Use a Web Application Firewall to help protect against application level (Layer 7) 
attacks

– Harden systems against floods, especially SYN

– Drop Internet packets for services you are not using or expecting (NTP, DNS, UPnP, 
PingBack/TrackBack, SNMP, etc.) These are often used for reflection attacks

� Things NOT to do – Pay up, as you will be more likely to be targeted again and 
it validates the bad guys business model…
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IBM Research Links

� Dangers of the deep, dark web

– http://www-01.ibm.com/common/ssi/cgi-
bin/ssialias?subtype=SP&infotype=PM&htmlfid=
SEL03035USEN&attachment=SEL03035USEN.
PDF

� What surfaces from the deep, dark web

– http://www-01.ibm.com/common/ssi/cgi-
bin/ssialias?subtype=SP&infotype=PM&htmlfid=
SEL03043USEN&attachment=SEL03043USEN.
PDF
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