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The “Dark Net” / “Dark Web”

» Used by those working inside repressive
countries/states for secure “anonymous”
Internet use and communication.

= Also used by the bad guys and girls for
hiding their activity and identity.

= A massive black-market now exists on
TOR for guns, drugs, stolen credentials,
hacked account, malicious services,
identity theft, credit card accounts, etc.

» Then there are crypto-currencies, such

as Bitcoin that are anonymous and
effectively untraceable®...

* if used properly

€ BVisecurity

Congratulations!

This browser is configured to use Tor.

You are now free fo browse the Internet anonymously.
Test Tor Network Settings

[ Q|

Search securely with Staripage.

.‘(.

What Next? " You Can Help!

Tor is NOT all vou need to browse There are many ways you can help make the Tor
anonymously! You may need to change some of Network faster and stronger:

vour browsing habits to ensure vour identity

stays safe.

Tips On Staying Anonymous »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online anonymity and privacy. Learn more about The Tor Project »

mam |
3/20/2014
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The Onion Router (TOR)

E) How Tor Works: 1 €3 Tornode
o e unEncryplad link
— enCrypled link

Alice
d - =

Step 1: Alice's Tor

client obtains a list - Er"'_: Tor noda
e B | H) How Tor Works: 2 Spream
a directory server. 1‘__-. ' - _--- ___- Jane ——p oncrypted link
Alice
- o —| - ~a . .
Dave = ._.__' __ ey Bob v— -— _— —_—

Step 2: Alice's Tor client
picks a random path to

destination server. Green - -
links are encrypted, red - . + . - + <

links are in the clear. S Saned . Jane
e - » l'_.'_.:"."_'f'..._'_'l
Dave ' = - Bob
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There’s not just TOR!

|'ﬂ‘nl:nmulnl2ﬂ S N e T2 MR W 7T S [ S Ell

¢ IE = s EEH TN e um I35 [ |
Eepsites of Inlerest
W © W 2 7 * ? 2 o
anoncoan T p In:m:ml. Gh iy Mo et Daw Forues ctrmc bas s mion g ras- - — - — S i .
- #i2p 95 [+ntiff] 12P Community & Support Channel | Current: 0.9.17 | Off-topic discussions to

m E] ‘ r u #szalt 91 [#ntT] wiki: nacLiZp | ontopic: anonymity, privacy, coding, meta salt | offtopic: politics, r
73

$h2p-chat [+ntiff] 12F community off tepsc chatter and deep sleep chamber | 12P 0.9.17 released!
ik 1l Wi uabubonp A ke ko dp kilyourty By Pasbelin Plapei GF #i2p-dev 66 [#ntiff] Dev build: 0.9.17-10 | http:/fzzz.i2p/tepics/1778-toronto-i 2p-meetings-summi
i #Hre2p 30 [+ ntlfi_] Irc2P support. Please read the Irc 2P terms and services by typing frules or fqui
?':" l_E , / #rorrents 30 [+nt] Welcome to #torrents | check out vuze.com for new | 2P capability | feel free to
TH H#freedom 30 [+nt] Freedom from all oppression, even if sanctioned by 51% mob of scared idiots, Libe
. R———— o PR #overchan 29 [+n] https:/fwww. youtube comfwatch?v=kKO9h-gG4 Qg
Local Barviass #i2pd-dev 29 [+nt] Meeting will be rescheduled for a different day
#anoncoin 26 [#nt] Hard fork upgrade will be released soon; stay tuned! | UFO project is done; some
Htahoe-lafs 26 [+nt] Anonymous decentralized data store || Tahoe-LAFS for |2P v1.10.0 released: hti
n i _‘,::'!' 1_'-: .E' #anonops 24 [#nt] Can’t wait for you to fill my hole with your knowledge juice | RAWR! | #i2people
LD IR E AT Conlgpse Coaligrer s o e Laai Bl bp M oo a frat]
B it Langumgs Homs Page i#iZpeople 23 [+nt] Doing what we do every night, taking over the world. #metastasis for nom's distri
H#ru 22 [+nt] Russian anonymous channel | Main charset is UTF-8 | AlB: http:/fhiddenchan.i2p |
Hlinux 18 [+nt] Welcome to #linux, the Windows haters club. Sacrificing fanboys (Windews and/¢
#hitcaoin 18 [#nt]
#coders 17 [#nt] scala twitter github io/scala_School/
#Abscond 17 [+nt] https:/iweww.reddit. com/r/TheAbscondBundle/comments/ 2skvBl/new_release_o
#firehase 14 [#nt] Bugtraq - Ars Technica - rinetsec - LinuxToday - xkcd - explosm - Wired - Futility
#torrent-flood 14 [+nt] Feeds of tracker 2 postman.i2p and diftracker.i2p; suggestions for other feeds wel

Htor 13 [#nt] Tor community on i2p | Guestions? Highlight a ChanOp | https:/iblog. torproject.o
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What can you find on the “Dark Web”?

Web based Hidden Services January 2015[1]
Category Percentage

Gambling 0.4

Guns 1.4

Commerce [edi] Chot bs

See also: Darknet market New

+ Assassination market (Notyetindexsq) =2

« AQOra (defunct) Abuse 29

« Atlantis (defunct) Books 25

« AlphaBay Market Directory 25
« Babylon, an Italian language darknet market, shut down in August 2015017] Blog 275
« Black Market Reloaded (defunct) Porn 275

« C'thulhu - An assassination group that advertises a variety of services, including LIS 3.5
« Evolution (defunct) Hacking 425
« Hitman network, a site that claims to offer murder for hirel2! il 4.25

« The Farmer's Market (defunct) Anonymity 45
« Sheep Marketplace (defunct) Forum 473

Counterfeit 50

+ Silk Road (defunct)

Whistleblower
« TheRealDeal 22

. Wiki 592
« Utopia (defunct)
Mail 57
Bitcoin 5.2
Fraud g
Market ]
Drugs 154
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Risks

External

— Reconnaissance using TOR; pre-attack planning

— Attacks using TOR to hide originating IPs (DDoS, C&C, Hacking — Application and Network level)
— Infection; browsing the dark web is not safe, drive-by downloads, exploit kits, etc.

Circumventing IT controls
— TOR from USB or using TAILS Live CD
— Private Proxy

TOR Relay Hosting

— TOR relays set up in your own network leading to potentially illegal material, non-authorised users of your network
resources and the legal knock-on effects

— Possibility of the relay host being compromised (hacked) acting as a pivot point for attackers
BitCoin Mining

— Data centre and other powerful systems being used without the knowledge or approval of the asset owner

e IBM Security © 2015 IBM Corporation




Attacks using TOR

Events
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Attacks using TOR

Malicious events originating from Tor, by country
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Figure 3. Malicions sraffic velumes sourcing from Tow exit nodes, by comnery, Sawrce: IRM MSS data (Fan 1, 2005 - May 10, 2005}
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Industries Under Fire...

Top industries attacked
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The emergence of a mature black market has made profiting from
data theft easy

A Global Black Market Dealing in Credit Card Data

« Readily available black market sites are now
utilized to provide actual stolen credit card data and
services to support the theft as well as the utilization
of stolen data

 Literally hundreds of these sites are currently in
operation selling cards from virtually every bank

« Sites often include information on stores like zip
codes and store names where cards were stolen in
order to help fraudsters make same state purchases

« Credit card data is sold in bulk and can be as
cheap as $5 per credit card

« Specialized malware like Dexter malware is available
\ ) for purchase to infect PoS systems

Malware as a Service (MaaS), Hacking as a Service (HaaS),
DDoS as a Service (DaaS), Ransomware as a Service (Raa$S), etc.
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Incident Costs (Per Record) TE

Per-record data breach costs vary widely across industries, with a

significant year-to-year increase for retail.

363 $215 $165 $155

Healthcare Financial Retail Industrial

le l? tLT.__\ S il
$136 $132 $127 $68

Consumer Energy Technalogy Public

Currencies converied 1o US dollars B 2015 B Corponation
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ERS - Retail Company

= Business challenge:

— The customer contacted IBM as it was suspected that the customers website credential store (user
ID and passwords) had been compromised and that hackers were stealing accounts with large
loyalty card balances and selling these stolen accounts via a dark web site only available over TOR.

— TOR (The Onion Router Project) allows users to remain anonymous by bouncing communications
around a distributed network of relays run by volunteers all around the world: it prevents somebody
watching your Internet connection.

= Solution:

— IBM confirmed that the integrity of the server had not been compromised.
— IBM confirmed that the account credentials misused were most likely due to a third party being
compromised (shared passwords) or them being guessed. User accounts that had large

— IBM confirmed that the web servers were not as secure as they could be and that credentials could loyalty card .balances were being
. . ; ) compromised and re-sold by
easily be enumerated or guessed, allowing the hackers to seize accounts with large loyalty card .
cyber-thieves.
balances and re-sell them.

These stolen account were then

= Benefits: used to buy “real goods” by the

—  IBM performed a thorough assessment of the security posture of the servers, providing the customer purchaser of the stolen account.
with a list of critical areas/issues that should be reviewed/addressed including seriously improving Many issues were identified in the
the login and account management functions to make them more resilient to attack and misuse. account management systems for

— The final report also included a set of medium and longer term recommendations on remediating the website that made it trivial for
migration procedures and security best practices that needed to be implemented to reduce the attack an attacker to take over a valid
surface. user account.

— Recommendations included the use of data analytics, such as SIEM and fraud detection solutions, Detailed recommendations and
such as i2 to help identify future attacks faster. constant consultancy was

provided to customer to improve
all areas of the website.

e IBM Security © 2015 IBM Corporation




Ransomware — How it Works...

Initial Infection Source

Bad Guys Server

Private Key

A

/ l Kez Creation

Public Key
Outbound Bad Traffic >
Inbound Bad Traffic < - — = = -
Outbound Key Request Malware or Dropper
Inbound Public Key
Encryption Path >

€ BV security
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“FBI Says Cryptowall Cost Victims $18 Million Since 2014”

What happensd to your files?
Al of yeur files were protected by 3 strong encryption with REA-J048 using Cryptolial
Kdore infermation abeat the encryption keys using RE5A-2044 can be found here: hi

What does this maan?
This means that the stnscture and data within your fles have bean wrevecably changed, you will not be able to work
wiith them, read thesm or see them, it is the sams thing as ksing them forever, but with our halp. you can restone 1hem

How did this happen?

Especially for you, on cur sener was generated the secred key par REA-2045 - pubbc and prevate

Al your files were encrypled with the pulbhe kay, whech ha=s baen transfared 1o your compubsr via the Inamal

Decrypting of your fles i only pessitle with the help of the private key and decrypt program. which & on our secrel sener

What do | do?

&las. i you do not take the necessary measunes for the specified time then the conditions for oblaining the private key wil be
changed

¥ you really value your data, then we suggest you do not waste valuable time searching for other solutions becaus# they do not
sl

[ |

IFn::r meen spacific insbructions, please vsil your personal home page. 1heee are 3 few diflerent addvesses pointing to your page

ll’.:ic.‘.

Tl somalion By S ; a3
LL! SEEE T LT R W . - Tk
Tl mtlion SR . il Come. B

4.0 u . T . i

W for soms reasons the addresses are not available. follow these steps

1. Dewnload and invstall tor-beowser. hitp Dusw Loniolect cegiproiacteforbromser hbml &
2 Aher 3 successiul instaliation, nam the browser and wait for initialzaticn

3 Type in the address bar 3 ’ L

4 Folicw the insinsciions on the st

IMPORTANT INFORMATION:
Wour Fersonal FAGE: e

Wour Pergonal FAGEusing ¥
Yo persenal cods (f you cpen the site (or TOR ') divectly) Belak

e IBM Security © 2015 IBM Corporation




Growth of Ransomware

Number of Ransomware Infections

20,000
= Growth in ransomware use is massive and
shows no sign of stopping
15,000 = | ots of copycats
= Little, if any risk of being caught
= Now available as a service...no coding
10.000 required!
5,000 I I
0

Q42013 Q12014 Q22014 Q32014 Q42014 Q12015

B Crypto-Ransomware [l Ransomware

G IBM Security Source: Trend Micro - http:/www.trendmicro.co.uk/security-intelligence/research/trendlabs-q1-2015-security-roundup/index.latal15 IBM Corporation




ERS - International Bank....

= Business challenge:
— The customer contacted IBM to help them with a malware outbreak that had encrypted over 500, 000 key
office documents and other files.
= Solution:
— IBM confirmed that the files had been encrypted.

— IBM confirmed that root cause was a new variant of CryptoWall that was using a Microsoft Word document
file to bypass their security and when opened it downloaded a file (INFO.PNG) and renamed it to a random
named .EXE file and finally executed it.

— This started a chain reaction, where the new EXE file contacted a web server which created a 2048 bit key Bank staff were socially

pair. The PUBLIC key was downloaded to the infected system and then used to encrypt all local office engineered into opening
documents and other files. a booby-trapped Word

— Once finished on the local system, the malware started to encrypt files on remote shares and removable document that then
media. . . . downloaded malware

— We managed to identify patient zero and how it bypassed their security controls. that encrypted files.

= Benefits:

— IBM performed a thorough analysis of the customer defences and identified weaknesses that needed to be We identified the source
fixed. and how it had bypassed

— IBM provided them with solutions that are not signature based, which would help stop a future infection, not their security controls
only from new CryptoWall variant but also whole swathes of other malware (known and unknown). and gave them “generic”

methods to help stop a
repeat attack.
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So How Many Actually Pay Up?

= Recent survey carried out by the University of Kent found that a
whopping 41% hit by ransomware, paid up!
= We know that the following organisations have paid to get their data
back:
— Tewksbury, Mass. police department was taken over by
CryptoLocker and paid up
— Midlothian, lll. cops pay ransom
— Lincoln County, Maine Sheriff's Office and four local police
departments also fell victim to ransomware and paid up
— Several Maine police agencies reported being hit by ransomware
and paid up

* |n some cases you can’t even pay to get your data back...
— Including backend databases powering webservers
— Even whole disks/partitions encrypted

© 2015 IBM Corporation 17



Botnets

% CITADEL BOTNET % ATHENA BOTNET 1.08 PANEL + BUILDER L ]
Vendor homodei (385) (4.7 1)
Price B0.01088 ($4)
Ships from United Kingdom
Escrow Yes

Seller I33ter

Price 6 USD

FE Yes

Digital item Yes

ks * ZEUS BOTNET »
Citade! Buslcler €

EF : o Vendor homodei (385) (4.7 vr)
[y Clta dehlf Price B0.01088 (54)
ﬂ_l_b niversal Spyware System <% . : g
Ships from United Kingdom
Current verson Infarmition about actve bot
Version: 13,45 Erorppton key Escrow Yes

Currency Bitcoin E|
Quantity 1 -]

Buy It Now

Sgrature!
Legn key:

Configuration Language:
Source configuartion fle: Engmn

E:'\Citaded v 1. 3.4, Fuiider \oorfig. txt

AR ik =— —  Buidngbet
Browse... | | £, <

Buid e bot configraton | | Buld the bot fles-proxy BudBot | | Budl

kevlogoer orocesses mskc. exe
i ylogger tme= |

Bulkdng the HTTP injects...
G =hitps: [fwwew . welsfarge .com/

scute)

Product description

Citadel Trojan is malware created by a malicious code generating program. Citas
steal personal information, including banking and financial information, from its vi .
Trojan, based on the Zeus source code, constructs a botnet consisting of alarge  Product description
computers. The attacker can execute malicious code on an infected computer, il

and scareware. Zeus, ZeusS of Zbot is computer-malware die onder de categorie Trojaans paard (Trojan horse) valt. De

trojan is gericht op computers die het Microsoft Windows-besturingssysteem gebruiken. Het is in staat
om meerdere illegale taken uit te voeren en wordt meestal gebruikt om bankinfermatie te stelen door
middel van man-in-the-browser, keyloggers en form grabbing. Zeus wordt ook gebruikt om CryptoLocker-
ransomware te installeren. Zeus wordt voornamelijk verspreid door drive-by-downloads en phishing. Het
is voor het eerst geidentificeerd in juli 2007 wanneer het gebruikt werd om informatie te stelen van het
United States Department of Transportation.[1] In juni 2009 ontdekte het beveiligingsbedrijf Prevx dat
Zeus ondertussen meer dan 74.000 FTP-accounts op verschillende websites gecompromitteerd had

e IBM Security © 2015 IBM Corporation




Ransomware & RATs

Find item ransomware

T

@ v v ettt P

MULTILOCKER RANSOMWARE
CUSTOMIZABLE

17.58 USD

VYWY (4.96/5 - 514)

Digital item

Verified

How The Russian Underground
(Hacking...

10UsD

Avacay (R

Digital item

Bt D B!acksh;,,., Verffied

Blackshades

10UsD

DrPlatypus

Digital item

****lcon changer- change icon in
afew...

****Custom made/private
keylogger ***...

;

MULTILOCKER RANSOMWARE
CUSTOMIZABLE -...

+

oy
[4b)

ckshade

*

[#7]

Vendor homodei (385) (4.7 wr)
Price B0.01088 ($4)
Ships from United Kingdom
Escrow Yes

BIBCkShHF‘!ec

L T —

Product description

Blackshades is the name of a malicious trojan horse used by hackers to control computers remotely.
The malware targets computers using Microsoft Windows-based operating systems. According to US
officials, over 500,000 computer systems have been infected worldwide with the software.

Blackshades infects computer systems by downloading onto a victim's computer when the victim
accesses a malicious webpage (sometimes downloading onto the victim's computer without the
victim's knowledge, known as a drive-by download) or through external storage devices, such as USB
flash drives.

Blackshades also included tools that assisted hackers in maximizing the amount of computer systems
infected, such as a tool that sends infected links that masguerade as an innocuous site to other
potential victims via the victim's social networking service.

Blackshades can reportedly be used remotely to access an infected computer without authorization.

© 2015 IBM Corporation



Skimmers

BELUETOOTH GAS PUMP SKIMMER

@ | @ 1% escrow

B5.89 : e '

verifone offline skimmer NCR PIN PAD PRODUCGCTION NCR SELFSERV PIN PAD STP 4x4 matrix keylogger for pin pad
$2250 software sdk and source ¢ FILES 0.4FR4 PCB FILES overlays producti

B0.1006 B0.272 $0.1088 B0.34
Vendor
damdev (12) (5.0 4¢)
Ships from worldwide
Escrow Yes

b (kT T AT R a7 Rk 4

ESCROW ESCROW
VERIFONE MX850 OVERLAY audio decode software BLUETOOTH GAS PUMP How to make an ATM skimmer-
PRODUCTION FILES STP mp3iwav track 2 and interupt SKIMMER tutorial

] AND SC B0 435 B6.12 B0.01088
View offer [k

HOW TO MAKE AN ATM
SKIMMER
$0.00136

G IBM Security © 2015 IBM Corporation




Carding & Hacking

website Hacking services

Vendor apphacker (8) (5.0 v¢)

Carding service 30% [ card for you! (USD) . Rrice $1'339_{$300) Hacked Paypal Accounts w/ Bank or Credit Card atta
Ships from worldwide
Vendor nucleoide (46) (4.6 y¢) Escrow Yes Vendor nucleoide (46) (4.6 vr)
Price B0.00449 (31) Price B0.0359 ($8)

Ships from World Wide Escrow No

Escrow No HACKED

PayPal

SITE DOVWN

Product description

Hacking services,
Loy depend of what you want we talk first on private message or wickr: apphacker inti
Product description & £x Product description

_FE ONLY-— please order here, FE {finalize early) and send me specifications by chat. Hello, | am a new vendor, and | am making this so cheap because | need good reviews, sure, if the
sellings stay high | am sure going to keep this, PAYPAL ACCOUNTS FOR ONLY 8 DOLALRS!

Hello, do you want a carding service? | can do that for you! the price here is for initial fee. to start working.

———many questions about this listing so | am putting basic information here— ALERT, DO NOT BUY MORE THAN 4 UNITS, | HAVE LOW STOCK, AS THE DEMAND GROWS | BUY
Benefits of my service: MORE AND UPDATE THIS, BUY LESS THAN 4 PP ACCOUNTS, YOU ARE ADVICED!
-l use my drop address, it is safe for you like lawyers, doctors, and any other professional, we charge an initial fee to check all work, mak
-l use my own hacked cards, you just ned to worry on paying me and choose what do you want check for vulnerabilities and all the necessary steps in order to get to a conclusion.
-1 am one of the few guys that can card from Amazon!!! This takes a lot of patience and time depending on target.
Also we do not do works against governments or any high private companies, we need to protect
ourselves too.

The accounts are all good, balance is 0, but they do work, | checked them by myself and they do work.

in an exceptional case for finding information from states we do charge a very high price per service and
very tight security is required between us and our client.
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Ban k ACCO u ntS & F u I |Z UK Identity Set ( Passport+Bill+Statment+CC+NI) Cu

pnc bank login details + info Tgar ot gt 1ot B0.0136
Vendor smoothhydra (2) (3.0 1) i ! i $5
. Price B0.0SM.- ($7) s Vendor
Shigssiran Workdwids i Kingscan (64) (5.0 v ) (B 38/0/1)
Escrow No ik (& 150, 5/5) (2 44/1/0)
. Ships to Worldwide, Worldwide
- e ““‘“_' N Ships from Internet
; Escrow Yes

ULTRA High Qualtiy UNITED KINGDOM Fuilz

Vendor JamrockFille (169) (4.9 vv) @ Fib

Price B0.003868 (£1) P

Ships to  Worldwide, Worldwide
Ships from Kingston

Escrow No o View offer

Product description

| have a number of USA pne bank login details for sale. Low and medium balance.
for a custom listing based on balance you need.

Product description

IN STOCK NOW

ALL GARDS ARE FRESH, NEVER RESOLD

SAME PREMIUM QUALITY

FORMAT WILL DEPEND ON SUPPLIER (ALWAYS QUALITY TESTED)
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Others, and then there’s drugs, guns, porn, etc.

5 ATM hacks, cashout ALL ATM MACHINES, earn money Custom Physical Employe Cards / Any Company / Alte 50000 bitcoin private keys
Vendor nucleocide (46) (4.6 ¢) Vendor Kingscan (64) (5.0 vv) (B38/0/1) (<& 150, 5/5) Vendor nucleoide (298) (4.7 v¢) @
Price B0.01348 ($3) ('@ 44/1/0) Price B0.0562 ($21.5)

Escrow No Price B0.204 ($75)

Ships to  Worldwide, Worldwide
Ships from WW

Escrow Yes

Escrow Yes

Product description
Product description

In this method you will learn 5 ATM hacks, learn how to go to any ATM machine and get all the money

inside it discretely, fast and easy. Bitcoin private key is another meaning of password to bitcoin wallet, | took these keys from database,

just like lotto, i can't guarantee what inside and how much you will find, Alli can guarantee is that they all

Great information is not free, this method is tested and working! Product description fresh and | did not used them! All orders are final!

Cashout an ATM in less than 2 minutes!

This Listing for Physical Employe ID Card / Access Card / or any such PVC Card. feadliiekl

Beres TR (BT T T Also take a look at our guide on how to recover those bitcoin keys check our guide:

E . http://itxocghdnvwkofil.onion/viewProduct?offer=151879.60928
mploye Number:

Employe Name:

Employe Position/Title:

Expiry:

Company Name/Logo: Optional
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Conclusions and Recommendations — Dark Web

Monitor all network traffic for outbound TOR connections
— Including TOR proxies
— This will allow you to identify staff using TOR on your network and may be indicative of a ransomware attack

Block TOR exit nodes
— There are public lists available for these, so null-route (blackhole) them of use proxy/url filtering/reputational analysis
to monitor or block them.
Understand what the “Dark Web” might contain and how this may affect your company, brand(s),
products, services, etc.
— Especially important that you check to see if accounts for your organisation or services you offer are being sold (either
stolen accounts or fresh accounts/digital products, etc.
Education, education, education!

— Backed up with policies clearly stating that TOR and other P2P software is not approved for use, same with BitCoin
mining!
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Conclusions and Recommendations - Ransomware

= There is NO 100% solution, no Silver Bullet!

= However there are things you can do to help minimise a repeat:
— Train staff (and regularly test them)
— Use software restriction policies, or AppLocker

— Improve URL and email filtering (anti-spam, reputational checks, blacklists, etc.) as well as checking to
see if the Message-ID has a valid FULL domain name

— Use multiple AV engines to scan all e-mail and web content

— Set up a dedicated reporting email address and monitor it

— Harden systems, reduce rights, disable macros (unless signed or on a whitelist)

— Make your security policy and internet usage policy clearer and enforce it...

— Take regular backups (not to network connected servers or cloud) — Off-site/Off-line is best.

= Things NOT to do — Pay up, as it validates the bad guys business model...Don’t join the 41%
that do pay up!
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Conclusions and Recommendations — DDoS & DDoS Ransom

= There is NO 100% solution, no Silver Bullet!

= However there are things you can do to help ride the storm:
— Use a CDN (Content Delivery Network) that offers DDoS protection
— Use a Scrubbing service (when under attack) to help reduce the impact

— Use a Web Application Firewall to help protect against application level (Layer 7)
attacks

— Harden systems against floods, especially SYN
— Drop Internet packets for services you are not using or expecting (NTP, DNS, UPnP,
PingBack/TrackBack, SNMP, etc.) These are often used for reflection attacks
= Things NOT to do — Pay up, as you will be more likely to be targeted again and
it validates the bad guys business model...

e IBM Security © 2015 IBM Corporation 26



Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response to improper access from within and outside your enterprise. Improper
access can result in information being altered, destroyed, misappropriated or misused or can result in damage to or misuse of your systems, including for use in attacks on others. No IT system or product should be
considered completely secure and no single product, service or security measure can be completely effective in preventing improper use or access. IBM systems, products and services are designed to be part of a lawful,
comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, products or services to be most effective. IBM DOES NOT WARRANT THAT ANY
SYSTEMS, PRODUCTS OR SERVICES ARE IMMUNE FROM, OR WILL MAKE YOUR ENTERPRISE IMMUNE FROM, THE MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

THANK YOU

www.ibm.com/security

IBM Security

Intelligence. Integration. Expertise.
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representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement governing the use of IBM software. References in these materials to IBM products, programs,
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IBM Research Links

= Dangers of the deep, dark web

— http://www-01.ibm.com/common/ssi/cgi-
bin/ssialias?subtype=SP&infotype=PM&htmlfid=
SEL03035USEN&attachment=SEL03035USEN.
PDF

= What surfaces from the deep, dark web

— http://www-01.ibm.com/common/ssi/cqi-
bin/ssialias?subtype=SP&infotype=PM&htmlfid=
SEL03043USEN&attachment=SEL03043USEN.
PDF
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Contact Information

Martin Overton

IBM CSIRT

(Office) +44 (0)2392 563442
(Mobile) +44 (0)7764 666939

overtonm@uk.ibm.com

Twitter @martin_sec, also on LinkedIn, Xing, etc.

ERS 24x7 Hotline : UK: +44 (0)203 6844872

The (cyber)storm is coming. ARE YOU READY?
Emergency? Call: [US) +1.888.241.9812 | [WW) +1.312.212.8034

Or get started with a penetration test & incident response planning
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