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Gundem

= Web Uygulamalari Guvenligi
— Genel Bakis
— Endustriyel Durum

= Uygulama Guvenligi Aciklari
—~WASC, OWASP ve The OWASP Top Ten
— 2 Yiksek Seviyeli Atagi Inceleme

= IBM Rational AppScan Ailesinin Urtinlerinin Tanitimi

= Sorular ve Cevaplar
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Uygulama Guvenligi

Endustriyel Durum
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6 Asamada Hackleme

w=  Ucretsiz MacWorid — Wikipedia, Feb 9 2007

Expo Platinum Pass
— CNet, Jan 14, 2008
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Uygulama Katmani Aciklari: Genel

Gilvenlik Harcamalar

%o Saldirilar %o Dolar ($)

.0

Applications

Network
Server

75% Saldirilarin %75’'i Web Uygulama
Katmanina Yonelik Oluyor

2 / 3 Web Sitelerinin 2/3 ‘si Savunmasiz
Gartner

Kaynaklar: Gartner, Watchfire
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Hackerlar Web Uygulamalarina Odaklanmaya Devam Ediyorlar
... ¢unkU web uygulamalari en kolay giris noktalaridir ve uygulamalarin
yurutumunde veri degisiminin dnemi goz ardi edilemez.

Web Uygulamalarinda Guvenlik Agiklarindaki Artig Web Uygulamalari Guvenlik Agiklari Yuzdesi
(yamalarla birlikte)
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Web uygulamalar Saldiri Tehtidi Altinda.!

500,000

= 2008 yilinda IBM Mss milyonlarca SQL injection

450,000 Saldirilarina Tanik Olmustur

e = Hackerlarin Hedefledikleri Galdiklan Verilerle

ZZEZZZ | Yasal,Mesru Siteleri Zararl Sitelere Yonlendirmektir
e ' ) = 2008 Agiklamalarina Gore Giivenlik Agiklar %90

200,000 l

Oraninda Uzaktan Ele Gegirilebilir Vaziyettedir

100,000 = Hackerler Son Derece Karmasik Ve Kotu Niyetli

oo Teknikleri Verilerinizi Galmak igin Kullanir
October November December

= Web Sunuculan Uzerindeki Saldirilar Son 6 Ay iginde
Esi Goriilmemis Derecede Artigs Gostermistir(30 kat)

Figure 2{: SQL Injection Attacks Monitored by IBM IS5 Managed Security Services, O4 2008

Source: 2008 IBM ISS X-Force Annual Report
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Web Tehditleri En Buyuk Rolu Oynamakta

= Web Uygulama Agciklari

—2008 Yili icin Web Uygulamalarinda %54.9
Oraninda Korunmasizlik Gorulmektedir

Web
Uygulamalan
%54.9 S

IBM Internet Security Systems X-Force® 2008 Trend & Risk Report
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2007 Web Hackleme Olaylari Veritabani (wasc projesi)

Hackerlar hangi saldirilari kullanir?

® soL Injection oSQL Enjeksiyon

@ Unintentional Information Disclosure cKasith Olmayan Bilgi Dagitimi
@ KnownVulnerabilities oBilinen Giivenlik Agiklari

' Cross-Site Scripting oGapraz Site Olusturma

@ Insufficient Access Control oYetersiz Erigsim Kontrolii

@ Credential or Session Prediction ~Kimlik ve Oturum Tahmini

® Other oDigerleri

IEnEE or Session Prediction

Unintentional dnformationidisclosu@
MWL ient Access Control AV
10% )

Cross-5Site Scripting
|22, Known Vulnerabilities

15%

** http://www.webappsec.org/projects/whid/
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Bir Uygulama Guvenligi lhlalinin Maliyeti

= Medya llgisi/ Marka Zarari

= Stok Fiyatlarindaki Ani Dlsusler

= lletisim/Takip Servisi Maliyetleri

= Yasal Ucretler (Belirtilen 3-4 Milyon Dolar)
= Denetimler

= Yeni Guvenlik Harcamalari

= Musteri Davalari

= Musteri Kayiplari
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Web Uygulama Saldirilari:
Ozel Saldinlar
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Altyapi ve Uygulama Guvenligi Konulari

12

Altyapi Guvenlik Aciklari

Uygulamalara Ozel Guvenlik
Aciklari

Hata Sebebi

3nci Parti Yazilimin
Guvenliksiz Geligtirilmesi
ve Deploy edilmesi

Bize Ait Guvensiz Gelistirilen
Uygulamalar

Guvenlik Agiginin
Oldugu Yer

3ncd Partinin Altyapisi(web
server, OS, etc.)

Uygulama Kodlari, Siklikla
Application Server Uzerinde
Bulunur

Giris Metodlari

Bilinen Guvenlik Aciklari

Supheli Bilesenler, Bilgi
Sizintisi

Tarama/Bulma

Yama Yonetim Sistemi

Uygulama Guvenligi Taranir

Dahili/Harici Denetimler, Otomatik Taramalar

Ne Yapilabilir?

Yamalari Yukle,Guvenilir
3nct PartiYazilimlar Kullan

Egitim & Tarayicilar (Yazilim
Yasam Dongusu Boyunca)

@
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WASC

= Web Application Security Consortium (WASC)

— Amag:
Gelistirmek, Sahip Cikmak Ve Web Uygulamalari Givenligi Igin Standartlari

Desteklemek

= Resmi Web Sitesi: www.webappsec.orqg

= Web Guvenligi Tehdit Siniflandirma Projesi
http://www.webappsec.org/projects/threat/v1/ WASC-TC-v1 0.pdf

Amac:
— Bir Web Sitesinin Glvenligi icin Tehditleri Tanimlamak ve Organize Etme

— Endustri Standardinda, Terminolojiyi, Cikan Neticelere Gore Gelistirmek.
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OWASP (The Open Web Application Security Project )

Acik Web Uygulama Guvenligi Projesi

Amac:Yazilimlarin Guvensizliginin Nedenini Bulmaya Ve
Mucadele Etmeye Adanmigtir.

Resmi web sitesi : www.owasp.orq

OWASP in zirvedeki 10 projesi:

http://www.owasp.orqg/index.php/OWASP Top Ten Project

= Amag:

— Kritik Web Uygulamalari Agiklari Hakkinda genis Bir Fikir
Birligi Saglayabilmek.

— Web Uygulama Guvenligi Konularinda Bilinglendirmek.
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OWASP UYGULAMA SALDIRILARINDA TOP 10

Uygulama Tehditleri

Olumsuz Etkisi

Ornek Durum

Cross Site Scripting

Kimlik Hirsizligi,Hassas Bilgi
Sizintisi

Saldirganlar Mesru kullanicilari ve Kontrol
Hesaplarini Taklit Ederler

Injection Kusurlan

Saldirgan DB / LDAP / Diger
Sistemleri Manipule Edebilir

Saldirganlar Veritabinindaki Verilere
Ulasabilir,Degistirebilir veya Calabilir

Kotu Amagl Dosya
Yurutimu

Server Uzerinde Komutlar ile Tam
Kontrol Saglayabilirler

Sitenin Tum Etkilesimleri Hacker Tarafindan
Degistirilir

Gilivensiz Referans Nesnesi

Saldirganlar Ozel Dosya ve Kodlara
Erigebilirler

Ozel Dosyanin Igerigi Web Uygulamasina
Doner

Cross Site isteginde
Sahtecilik

Saldirgan Web Uygulamalarinda
‘KOR’ Eylemleri Giivenli Bir
Kullanici Gibi Cagirabilir

Hacker Banka Hesabina Para Transferi igin
Kor istek Yollar

Bilgi Sizintisi Ve Yanhsg Veri
isleme

Saldirganlar Sistem Bilgilerini
Detaylariyla Elde Edebilirler

Kot Niyetli Sistem Yazilimlari Saldir
Tiplerinin Geligsimine Neden Olur

Hatali Kimlik Dogrulama &
Oturum Yoneticisi

Korunamayan Oturum Igerikleri
yada Gegersiz Oturum Agiimasi

Hacker Kurban Uzerinden Oturumu
‘Zorlayabilir' , Oturum Verileri Calinti Olabilir

Guvensiz Kriptografik
Depolama

Zayif Sifreleme Teknikleri Sifrenin
Kirilmasina Neden Olabilir

Gizli Bilgiler (TC No,Kredi Karti Bilgileri)Kotu
Niyetli Cozulebilir

Giivensiz iletisim

Hassas Bilgi Glvensiz Kanal
Uzerinden Sifresiz Génderildi

Hacker Kullaniciy Taklit Edebilmek igin
Sifresiz Kimlik Bilgilerini Kullanabilir

Kisith URL Erigimi

Hacker Yetkisiz Kaynaklara
Ulasabilir

Hacker Bir Sonraki Sayfaya Zorla Erisebilir ve
Icerige Goz Atabilir

15
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Injection Akiglari

= Nedir ?

— Kullanici Tarafli Bilgiler (veriler) Bir Komut Pargasi,Sorgu Veya
Data(veri) Seklinde Yorumlayiciya Yollanir.

= Ne Gibi Etkileri Vardir?
— SQL Injection — Erisim/Modifiye/DB icinde Veri Silme

— SSI Injection —Server Uzerinde Yurtilen Komutlar ve Hassas
Verilere Erigsim

— LDAP Injection — Kimlik Dogrulama

— XPath, MX (Mail), HTML Injection (Cross Site Script),HTTP Injection
(HTTP Cevabini Ele Gegirme)

16 © 2010 IBM Corporation



SQL Injection

Kullanici Girisi Gémiili Olabilecegi Gibi Onceden Tanimli da Olabilir
(SQL Cumleleri lle):

query =

IBM Rational AppScan

userid=""

password="'" +

"SELECT * from tUsers where

+ jUserlD +
iPassword +

"

AND

mwouvw.,

14

UserlD Username Password Name
1824 jsmith demo1234 John Smith
= Hacker Girdileri(Verileri) Orjinal Veriyi Degistirir, Bir Ornekle:
. ' - —_
— iUserID or 1=1
UserlD Username Password Name
‘ 1 admin $#kaoeFor56 Administrator

| I |
i
Iy
||“|I||
@

hackbook

Usermame:
jsmith
Password:

demo1234

[ ] Remember me

Forgot Password?

© 2010 IBM Corporation
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SQL Injection Algilama (Black Box)

File Edit Wiew History EBookmarks Tools Help

hackbook

@ - > - @ /IJ\_I‘ | https: /Alogin. hackbook. comdlogin. php ﬁ| A | [i"] |'| Google \4\_]
Username: )
‘ hackbook
Password: Hackbook Login

Everyone Can Jain

LR R

An Error Has Occurred

Summary: Synkax error (missing operator) in query expression 'username = "' AND password = Foobar”,
I:lFlEH'lEH'lhEFmE yi Sy . f g ap Yin query exp P
Error Message Details;
System, Data. OleDb, OleDbException: Syntax error (missing operatar) in query expression 'username ="' AND E
Lﬂﬂiﬂ password = ‘psack”, at System.Data. Olebb, OleDbCammand, ExecuteCommandTextForSingleResulk(tagDEPARAMS

dbParams, Objecti executeResult) at System,Data, OleDb, CleDbCommand. ExecuteCommand Text{Objects.
executeResult) at Systerm,Data, OleDb, DleDbCommand, ExecuteCommand{CommandBehavior behavior, Object
Forgot Password? executeResuUlt) at System,Data, OleDb, OleDbCommand, ExecuteReader Internal{ CommandBehavior behavior, String
method) at System,Data, OleDb, DleDbCommand, ExecuteReader{CommandBehavior behavior) at
aystem, Data, OleDb, OleDbCommand, System, Data, IDbCommand, ExecuteR eader{CommandBehavior behavior) at
System, Data, Common, DbDataddapter Filllnternal{DatasSet dataset, DataTable[] datatables, Int32 startRecord,
Int3Z maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at
System.Data. Common, DbDataddapter . Fill{DataSet dataset, Ink32 startRecord, Int3Z maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System,Data. Common, DbDatasdapter Fill{Dataset datasSet,
trino srcTahleh ab Alboro dothenticatinn Yalidatel lserfStrinng ublame  Shrinon oidiord’ in

SELECT * from tUsers where

userid=‘"’ AND password=‘foobar’

© 2010 IBM Corporation
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Sign In | Contact Us | Feedback | Eean:h| |[ 50 ]
= ONLINE EANKING LOGIN PERSONAL SMALL BUSINESS INSIDE ALTORDO MUTUAL
EERSCINAL - - =
e Online Banking Login
+ Checking
+ Loan Products
« Cards Username: 'l or 1=1-- |
* Inwvestments &
Insurance Password: | |
*+ Other Services
-

SMALL BUSTMESS

+ Deposit Products

+ Lending Services
* Cards

¢ Insurance
+ Retirement

* Other Services

INSIDE ALTORO MUTLIAL

¢ About Us
« Contact Us

+ Locations

+ Investor Relations

* Press Room

* Carsers

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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Q':' i - E ﬁj |:| hittp: /v, testfire. net/bank fmain. aspx r [i"] " 2000

'h-\,]|_ 5 X

Sign Off | Contact Us | Feedback | Eean:h| H_ 50 ]
EE-

Em MY ACCOUNT PERSOMAL SMALL BUSINESS INSIDE ALTORO MUTUAL

AltoroMutual

IWANTTO ...

. vienaeann: | Hello, John Smith

Summary
+« View Recent Welcome to Altoro Mutual Online.

Transactions

e Transfer View Account Details: 1001160140 Checking +

Funds

¢ Search News

Articles Congratulations!

¢ Customize

S e g You have been pre-approved for an Altoro Gold Visa with a credit limit of $100001

Click Here to apply.

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products
in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any. to third party

products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied.

http://vanw watchfire.com/statements/terms.aspx.

E Watchfire does not assume any risk in relation to your use of this website. For additiocnal Terms of Use, please go to
E Copyright & 2007, Watchfire Corporation, All rights reserved.
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1. Cross Site Scripting (XSS)

= Nedir ?

— Geri Dénen HTML iginde Zararl Program Yankilanir, Ve Glvenilir
Modda Calisir

= Ne Gibi Etkileri vardir ?
— Calinmisg Oturum Verileri(Token) (Tarayici Guvenligi Atlatilabilir)

— Sayfa Icerigi Buttiniyle Taviz Verebilir
— Gelecek Sayfa Tarayicida Tehlikeye Atilabilir

21 © 2010 IBM Corporation
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Neden & Nerede XSS Kullanilir ?

hackbook

Use Hackbook to...

£51 Keep up with friends and family
Share photos and videos
[0 Contraol privacy orline

L Reconnect with old classmates

Firud Friends on Hackbook

| <criph =alert{document . cookie) < fscr

B i L,
A ERREER

f

1L

i

S L
MRS ¥

.|||
jin
@

b Sy

s

s

Bk

or Us e Friend Finder ¥
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Cross Site Scripting — Surecler
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The IBM Rational AppScan
Urun Ailesi
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Watchfire (AppScan) Genel Gorunumu

25

IBM Rational AppScan

Watchfire Nedir ?

— Uygulama Guivenligi Ve Uyumu igin Yazilim
Ve Servis Saglayicisidir

— 800°den Fazla Sirket Watchfire’e Guveniyor

— 1996’'da Kuruldu, IBM Tarafindan Temmuz
2007°de Satin Alindi

Arkaplan (Tarihge) :

— Merkezi Boston da Olmak Uzere 190
Calisaniyla 1996'da Kuruldu

— Ik Uygulama Guivenlik Test Uriini
Olusturuldu

[
@

Uygulama
Giivenliginde 1
Nurmaral Pazar

Payina Sahip
— Gartner & IDC

AWARDS

200/

WINNER

En lyi Giivenlik
Sirketi

© 2010 IBM Corporation
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Suan da 800°den Fazla Sirket Watchfire'le Calismaktadir
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9 of the Top 10 8 of the Top 10 7 of the Top 10
Largest U.S. Retail Technology Pharma / Clinical
Brands Companies

Multiple Large
Government
Agencies

e

ank ufhnerica'})/ﬂigher Standards wy eth

Uy NOVARTIS

A
AstraZeneca &

Abbott Laboratories

A%AVE”“S Air Force Manes

S S T 3 P AN\ 2
nk s

i %NIST‘FJ”O'

Cisco SysTeEmS

&)
Genentech POSTAL SERVICE
Biyiik, Komplex Web Siteleri Kapsamli Misteri Verileri
lyi Ayarlanmis Yapisi Yuksek Kullanim Hacmi
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Yazilim Gelistirme Surecinde Guvenlik Testlerinin
Etkinlestirilmesi

Q

E._

Rational. AppScan Enterprise / Raporlama Konsolu a<

55

T >

£s

=2

AppScan Build Ed AppScan Tester Ed 2 S

=

AppScan AppScan o g
AppScan AppScan Ent. Enterprise user  Standard Ed EX x
Source Edt. QuickScan (Web istemcisi)  (Masaiistii) se2
(Kod Tarama) (Web Istemcisi) (Tarama Makinasi) (Tarama Makinasi) (Kalite Kul.) = < 2
: S3¢6
@ =

SN

AppScan Express
(Masaiistii) o 3 £
Rational Rational > oS
Application Software Rational Rational Rational Quality 859
Developer Analyzer ClearCase BuildForge Manager g %’ “
=
O g ©
o nEE
Rational ClearQuest / Defect Management g%g
Kodlama Derleme Kalite Giivencesi Givenlik
IDE* i¢ine giivenlik testini derleme Giivenligi otomatize etme / Derleme Giivenlik / Iyilestirme siirecine Security and Compliance Testing,

stirecinde uyumluluk testi uyumluluk testini dahil etme oversight, control, policy, audits

*YENi* RATIONAL APPSCAN SOURCE EDT. URUNU iLE KAYNAK KODU TARAMA
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AppScan Teknolojisi Nasil Calisir ?

Giivenlik Gizlilik Kalite

a4) ;&

Standartlar Uyum

Jiarama Analiz Etme

.|||
"ll
@

Raporiama
DetaylanylalBilgiisieme
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IBM Rational AppScan Standard Edition

| @ Untitled - IBM Rational AppScan

Eile  Edit Wiew Scan  Tools

0 =

Url Based ~

& Scan - 0 Pause [ Manual Explore

2] My Application [72)
=4 hitpocald [72)
! [

125 altora (E7)
&) bin (1]

w Dashboard 4 #ri =

Total number of issues: -

Help

% Sran Configuration Scan Log Feport g Update

B Scan Expert

Result Expert Automatic Operations...

12/13 complete

[l L1111 L 111 L 111 L1111 L1111 L 111 L1111 L1111

J

Running Result Expert tModule; Resend S0OLI izsues in single thread

14:45

Amanged By Severity Degcending

ﬂ 72 Secunty lssues [298 vanants) for My Application’

@ Databaze Errar Pattern Found (9]

@ Format String Remote Command Execution (1)

@ Inadequate Account Lockout 1]

= (6@ Predictable Login Credentials 1)

= @ hitp: local/aktorosbankdoginasps (1]

@ login.azpy

@ Session ldentifier Mot Updated (1)

o [F CO misckion (20

| >

I3

4 Previous Newt p “cverby - @) High State = Open

£ Izsue Information | 4 Advisary || & Fix Recommendation || »* Hequesta’Hesponse|

CVS5 Metrics Scoring (8)
= URL: [— |
7+ Entity:

= Security Risk: It may be possible to escalate user privileges and gain administrative
permissions over the web application

http:iflocalialtoro/bankilogin.aspx Basze

login.aspx Temporal (— ]

Environmental Cmmm

) The test response is the result of a login attempt with predictable credentials (such as admin:admin). Verify that it contains a
=2 "successful login® message similar to thatin the original response.

Original Response

Click to View Full Size

Relevant Test Response Click to View Ful Size

POSTHAL

e Helle John Smith

L er

S Gl Dt faenl k|
I =

Enr

L

IMSIOEALFDE FUTUAL

Farar Gonle Dt el =

Atorobutual » ™" TR

EreeT

| mnrmees

AL AL s UL

permrCo Hella John Smith

+ mamten

e R R
Peoliaanly wan LT Ly 31 vl i
L e | ] w
= Visited URLs 74474 | Completed Tests 1827418274 |'E'| T2 Secunity lssues BDx YW Q) 1] i 1
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Tarama Sihirbazi..

U —

Welcome Z== [ETIT Appscan.

Scan Configuration Wizard E

% Open. AppScan.
D Creats

Recent S URL and Servers ©) Starting URL

E'l] demo.

Welcome to the Configuration Wizard

Scan Configuration Wizard

Start the scan from this LURL:

&) Case-Sensitive Path

Treat all paths as case-sensitive (Unix, Linux, etc))

) additional Servers and Domains

Include the following additional servers and domains in this scan: E] ? -

General Tasks

[] ! need to configure additional connectivity settings (proxy, platform authentication)

.

}e Full Scan Configuration

) Help
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Kolay Sorun Algilama-Sorunlar ve Oncelikleri

0 her o as: 4 Amanged By: Severty Highest on top
|ﬂ| 41 Secunty lssues (137 vanants) for My Application’
= @ Cross-Site Scripting (7)
hitp://dema testfire net /bank /customize aspx (2]
http://demo testfire net/bank.dogin.aspx (1)
S— > hitp://demo testfire net /comment aspee (2]
ppScan
ok e / http://demo testfire net/search.aspx (1)
) o FManual Bxplore | 34 Scan Configuration  § Scan Expert + [Z]ScanLog 2 | [l Report & Update . .
Poeaon o) D s _ 7 http://dema testfire net /subscribe aspx (1)
21 Secury lssves (137 varian) o ﬂ HTTF Response Splitting (1)

@ Cross-Site Saiipting (7}

S @ 5S0L Injection  (3)

s (5

subxs%\:;j::;ﬂn! - g l;g:s:ie:t:g!\f:j::15(5'()}@55'%5 Request Forgery) (3)

b= WP W Unencypted Login Request (1)

ke & Appiication Eror (§)

" © e ot s it 1
O sacy(1) ® & Unsigned _ VIEWSTATE Parameter (2)
- (i) Appiication Test Script Detected (1)
T (@) Hidden Directory Detected (3) (v
" & (31 HTMI G i itive. Information Disclnsi e (1) ]
11 i i) Advisory |[%2] Fix Recommendation | % Request/Response )
= = = Cross-Site Scripting
: | Severity: @High
i Type: Application-level fest
¥ WASC Threat Classification: Client-side Attacks: Cross-site Scriptin
 CVE Ref (s): A
el Se:uriiyi;::a § Itis DDSS\D\E to steal or mampu\als customer session and cookies, which may be used to W\DEVSDHEIE a

legitimate user, allowing the hacker fo view or alter user records. and to perform transactions as that user

~ Possible Causes
Sanitation of hazardous characters was not performed cofrectly on user input

+ Technical Description
The Cross-Site Scripting attack is 3 privacy violation, that allows an attacker to acquire
alegitimate users credentials and to impersonate that user when interacting with a

= specific website

Gross-Site Scripting
= 5 The attack hinges on the fact that the web Site contains a script that returns a users

: input (usually a parameter value) in an HTML page, withoutfirst sanitizing the input

“This allows an input consisting of JavaSeript code to be executed by the browser

When the Script retums this INputin the response page. AS a result, itis possible to

form links to the site where one of the parameters consists of malicious JavaScript =

code. This code will be executed (by a users browser) in the site context, granting it o e

access 1o cookies that the User has for the Site, and other windows in the site through

the user's browser.

The attack proceeds as follows: The atacker lures the legitimate user o click on a link

that was produced by the attacker. When the user dlicks on the link, tis generates s =
[ 41 Securty lesues 01 Y1 O @7

= Bomoe v7am
E G‘i'v

- @ Ficey
][ ) ATGT Network Cle. . ][ () Mail - Inbox - 1BM ... ][ 3 Secret Agent. Microsoft PowerPo. .

| Visited URLs 77/77 ‘| Completed Tests 11140/11140

B
bl 25 3/28/2008

Infoprint Manager... ][ ] Yahoo! Message B...
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Problemi Belirleme(tanimlama)

Ky

E,J Advisory | %) Fix Recommendation #4 Regquest/Response

@ Cross-Site Scripting
s

i Severity: @ High

i Type: Application-level test

i WASC Threat Classification: Client-side Affacks: Cross-site Scripting

# CVE Reference(s): N/A

i Security Risk: It is possible to steal or manipulate customer session and cookies, which may be used to impersonate a

legitimate user, allowing the hacker to view or alter user records, and to perform transactions as that user

+ Possible Causes
Sanitation of hazardous characters was not performed correctly on user input

w Technical Description
The Cross-Site Scripting attack is a privacy violation, that allows an attacker to acquire
a legitimate users credentials and to impersonate that user when interacting with a
specific wehsite.

IBM Software Group

Cross-Site Scripting
The attack hinges on the fact that the web site contains a script that returns a users
input {usually a parameter value) in an HTML page, without first sanitizing the input.
This allows an input consisting of JavaScript code to be executed by the browser
when the script returns this input in the response page. As aresult, itis possible to
form links to the site where one of the parameters consists of malicious JavaScript
code. This code will be executed (by a user's browser) in the site context, granting it Ratiomal. sl
access to cookies that the user has for the site, and other windows in the site through
the users browser.
The attack proceeds as follows: The attacker lures the legitimate userto click an a link
that was produced by the attacker. When the user clicks on the link, this generates a : :
request to the web-site containing a parameter value with malicious JavaScript code. Open in new window
If the web-site embeds this parameter value into the response HTML page (this is the
essence ofthe site issue), the malicious code will run in the users browser.

Gomulu Web Tabanl
(Videolu) Egitim
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10-O - =& B 2

() Settings~ JAddress
=
-0 x|
Tools  Help | 2
[ @ I i [©5can + () Pause % Manual Bxplore | 34 Sean Configuration § Sean Expert + [Z] Scan Log 42 | [ Repot & Update
View L Create Repo
=% hitp://de

fa =

Securly lssues Securty Report | Industry Standard | Reguistory Compliance  Delta Analysis  Template Based

Report Type | Layout |

Remediation Tasks

' Industry Standard Report Template

OV/ASF Top 10 2007

OVVASP Top 10 2004

SANS Top 20 V5

E SANS Top 20 V6

B WASC Threal Classfication

The Paymertt Card Industry Data Securty Standard (PCI)
[-{) bank

41 g | |NERC CIFC Bectrcty Selipr Secuty Guelines
&
B

Application Data

Intemational Standard - 1SO 17739 =
S pr Intemational Standard - 1SO 27001
7-{C2) static| Visa's Payment Application Best Practices

L TR

Browse..

Preview | SaveRepor. |  Close

o prevent malicious users
arbitrary SQL queries, embed
tfommands etc.

Itis advised to filter out all the following characters
11| (pipe sign) -
 Visted URLs 116/115 | Completed Tests 13256/13856 | 1 75 Secunty leses | @ 26 @R B2 @0

a » owowm .
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IBM Rational AppScan Developer & Build Editions

| & JZEE - AltoroScan - 9/22/08 4:56 PM - Eclipse SDK

Eile Edit Mavigate Search Project Run Window Help

C-EHE i %-0-Q- iEE sl

B i@ e a 5 |22 126€ | & sava
@ AltoroScan.sscn % =AltoraScan - 9/, =
| E> Security Report = Q-
} Scan Progress: Complete

Correlated Dynamic Analysis Issues =t Related Static Analysis Issues

=R
=2 & 7 security issues with 7 variants found el = |°E| 1 security issues with 1 variants found
=@ Cross-Site Scripting (7) =@ cross-Site Scripting (1)
@ http:/flocalhost. 18080 altoromutual faccount. jsp {2) = =| dynamic/searchform.jsp (1)
@ http:/flocalhost. :8080/altoromutual fsearch.jsp (1) 4 dynamic/searchform.jsp on Line 17 (1)
¥ query D
@ http:/flocalhost. 18080 /altoromutual fsendFeedback (1)
ERY . - . e - —
Details
@ Advisory | ’: Fix Recommendation Q Static Analysis
)= - u.b -
Output method: JspWriterImpl.print(...) & o
¥ dynamic/searchform.jsp (Line 17) <%= query %> g
! dynamic /searchform.jsp {Line 5) String query = request.getParameter( query™); g
<%@page import="com.ibm.rational.appscan.altoromatual.util.ServiecUcil"%>
<%
5 String gonery = reguest.getParameter ("gnery") :
String[] results = null;
if (guery '= null && guery.trim().length()>=0)

results = ServletUtil.szearchSite (gquery, reguest.getSession|().getServlietContext () .getRealPath("/static/")):

Input method: ServietRequest.getParameter(...)

&
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AppScan Enterprise — Metrik Deger Gosterge Panosu

AppScan. Enterprise Edition

Jim (Analyst) | Help | Support | About | Log Out

Training Jobs & Reports | Administration

Jobs & Reports = Acme Hackme > Analysts

Folders

2]

Analysts - Graphical

| create... |[Edit || Delete -

=] Acme Hackme |
EI[:I Analysts

: 2] Frank

w1 Jim

=g Developers

27 Admin

] andrew

(] Chris
] Jennifer
Cﬂ Templates
5l Ll;l
Recently Viewed (7]

L';b Analysts
& Applications

L@ Report Pack Summary (Investment Banj

:: Security Issues (Investment Banking)
[#] Sarbanes-Oxley Act (S0X) (Investment
@ Activity Log (Test Admin)

e Report Pack Summary {Test Admin)

Personal Banking =
| Sl

Last Updated: 5/11/2007 12:56:50 PM
Details Graphical

Report Pack: [Al Report Packs 7] [_Apply |

Issue Severity History

Issue Management History

All Report Packs All Report Packs
5000 I High BOOD [ Fixed
= Medium = in Progress
CLow 7000 I Reopened
4000 A [ Information I Open
6000 [ Active
3000 VA\ 5000
4000
Current
20008 | 3000 Active:
S
N 2000
NS o\
‘ | ' ‘ 1000
0 0
Jan24  Feb17  Mar14  Apr07  May D2 Jan24  Feb17  Mar14  Apr07  May 02
Issue Severity by Report Pack WASC Threat Classification
roo | | | All Report Packs
o 2000 4000 G000 aooo 10000 12000
‘ [ information [ Low = Medium Il High

Support

On-Demand Services
Store

Main Website
Intranet

Movies

3 Authentication 1 command Execution
[ Authorization I Information Disclosure
W Clienl-side Attacks  [E3 Logical Attacks
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RQM Igin AppScan Tester Edition

lF‘ SEriteiE] Quality Manager Welcome Michael Brown (Test Architect)
= C

k; Web Ul Tests

| Discard Changes || Save |

| |[ Search ] i
Mew Query Overview | Snapshots
(® | TestGroup Mame (Web Ul Tests |In Progress  »|
v Create .
Details &
New Test Plan o
Hew Test Case Group Originator:  ADMIM Work Item  (35)
Description: |Provide full test coverage of the Web U
+ Test Plan Views -

Cwned By: | Amold Adams |

My Test Plans
FProject ABC Flans

w Test Case Group View

Test Cases (3 MNew Test Caze Add Existing
My Test Case Groups
Mame Description Cwner
21 Web Ul Functional Tests Test.fnrfunctinnality issues in the web Laura Lyans (Tester 52
application Lead)
23 Weh Ul Performance Tests Test_fnr_perfnrmance Issues in the web Craig Lawton (Tester) i
application
3 Web Ul Security Tests Test_fﬂr_secum].r issUes inthe webh Daonald David 52
application (Developer)

Test Case Groups

Corporation
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