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Kimlik Yonetimi, dijital kimliklerin tanimlanmasi,
bakimi ve kullanimini destekleyen surecler ve
altyapzilarin batGnudar

Dijital Kimlik bir kullanic1, uygulama, cihaz olabilir
Dijital Kimlik kurum ici veya dis1 olabilir
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= Gluvenlik
—Mevcut durum analizi
—SUre¢ ydnetimi ve iyilestiriimesi

= Operasyonel Verimlilik
—Otomasyon
—Self Servis
—Kullanici/Sifre senkronizasyonu
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KEY’le gelen Firsatlar

Kimliklere Erisimin Servislerin Verilerin ve
Guven Yonetilmesi Korunmasi mahremiyetin
korunmasi

Payroll

Online banking

Loan applications

Customers Partners or .
or criminals? competitors? Retail sales
Employees Inventory

or hackers?
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Basit, Guvenilir, ve Verimli

Rol Y)’@etimi Yetﬂdénetimi

'l ' ..
Kullanici— Roller — > Uygulamalar—> Erisim Haklar1

sLaboratory Execute, Read, ®

Update. Alter

Radiology

! *Admission
I Discharge,

Vianagement

Transfer (ADT)
Alter, Delete, Execute,

*Poison Control ndex, Inserti, Selec
and Reporting

*Su erwsor
Read, Write,

*MS Sharepoint S @)

Nurse cannot have role of Doctor discharge on own

Separation of Duties
« Certification Triggers: SOX, HIPAA, SAS 70, Basel I, FISMA, etc..

, Access Certification
Business < > | T

O—$

@ Privileged

Source: Gartner & IBM
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KEY’in Iki Parcas:

» Kimlik Yonetimi, KEY’in denetim ve otomasyon bilesenidir
* Erisim Yonetimi, KEY’in ¢alisma ortam1 bilesenidir

i Denetim

Denetimi

Calisma ortam

Dizin Self Servis
Hizmetleri
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Synchronising ldentities with Authoritative Sources

= An organisation will have an existing authoritative list of identities
— E.g. HR data, list of customers, current registered users

» There may be multiple authoritative sources and an authoritative source may also be updated
by other authoritative sources

= Synchronisation requires:
— Defined rules that determine which entries are used
— Source attributes mapped to the identity attributes
— ldentity attributes mapped back to the authoritative source attributes

= You should only have ONE authoritative source for
each identity type

.— _.
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Data Cleansing

» The data needs to be inspected to determine quality
— All required attributes have values
— Is the unique key unique
— Are coded values correct

» Cleaning of data to ensure quality is not a one time action, but ongoing

= Manually entered data fields have low data quality

= Never assume HR has valid data

— Usually the only data that is correct is surname
and given name as that goes on your group certificate

— HR data is not always maintained

.— _.
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IBM Tivoli Directory Integrator
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Key features

On Demand Data Infrastructure for Security

Support both Meta- & Virtual Directory function &
migrate easily between the two - with one tool and
one skill set to manage

Applications can run TDI synchronizations remotely Eyent Handler

Assembly Lines

& asynchronously

Excellent Web services support, including WS- ————t
provisioning and rich XML parsing B e — Parsers
Authoritative Infrastructure for Identity Management Connectors

A wide array of available connectors, including using
TIM Agents as TDI connectors

Synchronizations based on business rules and
flexible logic: e.g. Assembly Lines can call other
Assembly Lines

Highly Manageable Metadirectory Connections
Reusable integration solutions

Enhanced failover capabilities for high-availability
and Assembly Line Pooling for bandwidth
management
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Active Directory Changelog Connector v2
IBM Directory Server Changelog Connector
Netscape/iPlanet Changelog Connector
zOS LDAP Changelog Connector

BTree Connector

JDBC Connector

Properties Connector
SystemStore Connector
RDBMS Changelog Connector

AssemblyLine Connector
Server Notifications Connector
AssemblyLine Function Component

Domino Change Detection Connector
Domino Users Connector
Lotus Notes Connector

Exchange Changelog Connector
Mailbox Connector
SendEMail Function Component

TIM DSMLv2 Connector

DSMLv2 SOAP Connector

DSML v2 SOAP Server Connector
Generic JNDI Connector

ITIM Agent Connector
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EMF SDOToXML Function Component
EMF XMLToSDO Function Component

Timer Connector

@ RAC Connector

Entry to CommonBaseEvent Function

JMX Connector

SNMP Connector

SNMP Server Connector
TCP Connector

TCP Server Connector

Netcool

Remedy/Peregrine /CCMDB tickets

> Many Custom Components downloadable

2 "% from OPAL or tdi-users.org or on request RSS

® PeopleSoft Connector \

Siebel Connector
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Command Line Connector
CSV Parser

Memory Queue FC DSML v1 Parser

m MemQ Connector DSML v2 Parser
Memory Stream Connector Fixed Record Parser

HTTP Parser

File System Connector LDIF Parser

@: FTP Client Connector Line Reader/Writer
URL Connector SOAP Parser
HTTP Client Script Parser
HTTP Server Connector Simple Parser
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XML Parser
IBM MQ Series Connector XML Sax Parser
JMS Pub/Sub Connector XSL based XML Parse;r

MQe Password Store Connector ,
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Queue Connector .
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ldentity Administration & Identity Provisioning

- Enables an administrator to perform life cycle management
upon identities

« Applies policies that determines which end points the identity
IS provisioned to

« Policies may be based upon a identity type or the roles that
an identity may be assigned to
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Self Service

« Enables a user to perform a limited set of ldentity
Administration tasks upon their identity credentials

« Typical Self Service functions are:
— Password reset
— Provisioning of a particular application
— Creation of a digital identity
— Updating identity credentials
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IBM Tivoli Identity Manager:

Automating the ldentity Lifecycle

HR Systems/
Identity Stores

Integrated Web Console

Worldlow Diagram

Warkflow Narne
Service Type
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Access Control

« Controls an identity’s access to services

« Requests the identity to authenticate if the services be
accessed may only be accessed by authenticated identities

« May accept different credentials from a users that may be:
— UserID / Password
— Digital certificate
— Token

14 © 2009 IBM Corporation



IBM Software for a Smarter Planet ==ST=
IBM Tivoli Access Manager for e-business
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IBM Tivoli Access Manager for ESSO Architecture
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Password

Biometrics
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Token/ Smart card

User Auth

ESSO Console

Directory,
Domain,
Database

AM for Enterprise .
Single Sign-on R

User’s Desktop
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IBM Tivoll Access Manager for Operating Systems

File Edit Wiew Favorites Tools Help
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Key Features

Defends against the top security threat b Usee (oY Exended Aot~
that enterprises face: misuse by internal Tomese s |

users and employees o BE—

Centralized, policy-based user access oot S .

management, tracking and control in a b G5O Rerouse . oonioois 10

heterogeneous OS environment R SR A

Tivoli Access Manager
Version 5.1

Protected Ohject Properties |

Task List

Delivers mainframe-class security and
auditing in a lightweight, easy-to-use

p rOd u ct Signed On User: Sec_master Secure Domain: Default Sign Off m
&) Dane [ [ [ mntemet 4

Provides Persistent Universal Auditing to
document compliance with government
regulations, corporate policy and other
security mandates

Common Criteria certified
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Dizin Hizmetleri- Tivoli Directory Server

« A persistent store that contains the known identities and their
associated credentials.

— An example of the list of credentials is defined by inetOrgPerson

« Specific credentials such as UID and Password may be used
by access control to identify who the identity is

* Access control also uses group membership to determine
which resources the identity may access

* |dentity details are maintained by
|dentity Administration and
|dentity Provisioning
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IBM Tivoli Directory Server

Key features

LDAP support ensures compatibility with industry
standard LDAP based applications

Reliable IBM DB2® Universal Database engine provides
scalability to hundreds of millions of entries, as well as

19

groups of hundreds of thousands of members

Robust replication capability for both
master/subordinate replication, gateway, cascaded and
peer-to-peer replication with up to dozens of master
servers

Eases management and usability with Web
Administration GUI and features such as Dynamic and
Nested Groups, along with Sorted and Paged Search
Results

Broad range of platform support: AlX, Solaris, Linux
(RedHat and SuSE), HP-UX, Windows, 0S/400, z/OS

-‘;}vCommon Criteria

Master 1

Master 2
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Ozetle
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Enforce
» authentication
» authorization

Administer
* provision/manage
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