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Ureticiler Oncesine Gére Cok Daha Fazla Guivenlik A¢igi Raporluyorlar:

Tarihin En Yiiksek Degerlerindeki Giivenlik Agik Sayisi

m Guvenlik agiklar bir dnceki yila gore
36% artig gostermis durumda.

*  Web uygulamalari gvenlik

aciklarindaki en yuksek kategoriyi Vulnerability Disclosures in the First Half of Each Year
olusturmaya devam ediyor. 2000-2010
m Guvenlik agiklarindan yararlanabilen ~ ***
zararl kodlarin kamuyuna agik 4000

sekilde paylasilmasi guvenlik 3000

aciklarinin sayisinin ciddi sekilde artis 2o

gOstermesinde eftkili. 1000 l I
., m N . .

. 2000 | 20 2002 2003 2005 2007 2008 @ ADEm | F010
m 2010 yihnin ilk yarisinda bulunan en

kritik iki guvenlik acigi, Java Web
Start ve Microsoft Windows Help
and Support Center da bulunan
uzaktan kod calistirilabilmesine
olanak taniyan aciklardi.
iki glivenlik aci§1 da Ureticisi tarafindan
yamalari yayinlanmadan internet
sitelerinde yayinlanmigti.
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Aciktan Yararlanmak i¢in Harcanan Efor vs. Potensiyel Kazang

m Guvenlik agiklarindan yararlanma denemelerinde ekonomik getiri hala en buyuk paya sahip.

m Web Tarayicilari, Dokiman Okuyucular (PDF vb.) ve Ofis DokUmanlarinda bulunan guvenlik agiklari,
saldirganlar igin kolay caligtirilabilir ve geri kazanimlari gok yuksek yazilimlar olarak kargimiza ¢ikiyor.
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m 2010 yilinin ilk yarisinda duyurulan tum guvenlik
aciklarinin yarisindan fazlasi (55%) hala
ureticisi tarafindan yayinlanmis bir yamaya
sahip degil. Kritik ve yiksek onem derecesine
sahip aciklarin 71%’nin hala bir yamasi
yayinlanmamis durumda.

Operating Percentage of Percentage of all
System Critical and High OS Vulnerabilities
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Table 9: Operating systems with the most critical
and high vulnerability disclosures, 2010 H1.

2010 H1 Average

Gilivenlik Agiklarinin Yarisi Hala Bir Yamaya Sahip Degil
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m En popduler 5 igletim sistemi, tum kritik ve
yuksek onem derecesine sahip guvenlik
aclklarinin 98%/’ini olusturuyor.

m En popduler 5 igletim sistemi tum aciklarinin
95% kapsiyor.

Percent of 20
Vendor "
Disclosures wi

10 H1 Percent of Critical & High 2010 H1
ith No Patch
55%

Disclosures with No Patch
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Saldirganlarin Motivasyonu Erisim Elde Etmek ve Veriyi Manupile Etmek

m “Erisim Elde Etmek” guvenlik agigindan
yararlanmanin birinci sonucu olmaya
devam ediyor.

« Bu deger gecen yil %50 iken bu yilin
ilk yarisinda 52% degerine ¢iktigi
goruluyor.

m “Veriyi Manupile Etmek” artis
gOstermekte.

« Buyilin ilk yarisinda bu deger 21% ‘e
citkmis durumda.

m “Glvenligi Bypass Etmek” ve “Servis
Engelleme” gecen yilin degerleri ile
ayni.

Sorulmasi gereken sorular:

+ Bir saldirganin sistemlerinize erismediginden ne kadar
eminsiniz?

» Kritik bilgileriniz yeterince guivende mi?

Tivoli. IBM Internet Security Systems

Vulnerability Consequences as a Percentage of Overall Disclosures
2006-2010 H1
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IBM Giivenlik Coziimleri:

*IBM Tivoli Identity & Access Management Products & Services

*IBM Security Network, Server and Endpoint Prevention products and services
» IBM Web Application Security Products & Services (Rational, IBM Security
Network IPS, Data Power, MSS)

* IBM Data Security products and services (Guardium, Big Fix, MSS)
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Sanal Yama Teknolojisi
IBM Virtual Patch® Technology
= Bir guvenlik agigindan yararlaniimasini

yazilim yamasindan bagimsiz olarak
engeller.

EATURING

= Yama yonetimi sureclerinin, tehditlerden
etkilenmeden surdurulmesine yardimci

Vi RTUA
olur. PATCH
= |BM, Microsoft Aktif Koruma Programi

(MAPP) is ortagidir. TECHNOLOGY

Protocol Analysis Modular Technology
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X-Force Arastirma ve Gelistirme Ekibi
Benzersiz Giivenlik Onciisii

(A —— | X-Force Arastima

IBM X-Force® arastirma ve gelistirme 10 Milyar Web sayfasi analizi
ekibinin amac: 150 Milyon Giinliik saldir denemesi

40 Milyon Spam & Phishing saldirisi

= Tehditlerin arastirilarak bulunmasi ve karsi koruma sistemlerinin 51 Bin Dokumante ed||m|$
geligtirimesi

uvenlik acigi veritabani
= Bugunun guvenlik problemlerine karsi guvenlik ¢ozumleri tretmesi 9 ¢19

= Yarinin guvenlik tehditleri icin yeni teknolojiler liretilmesi
Milyonlarca zararl kod ornegi

= Medya ve kamuoyunun bilinglendirimesi
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Yeni Jenerasyon IBM Saldiri Tespit/Onleme Cihazlari (GX-V2)
Yeni Donanimlar - Mart 2010
(Yenilenmis Performans)

GX4004-V2
GX5008-V2
GX5108-V2
GX5208-V2
GX7000 (Butiinlesik 10GB+)

~

#* Cok cekirdekli islemciler

*Yeni jenerasyon donanimlar

*[cerik analizi performans artisi

#* Onemli fiyat/performans iyilestirmesi
%64 Bit Protokol Analiz Modulu

%
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Ag Tabanl Saldiri Tespit/Onleme Cihazlarinin Performanslari

Benzersiz ag glivenligi saglar

Ag Uzerinde transparan, trafigi (izerinden gecirecek sekilde calisarak tehditlerin sistemlere ulasmadan gercek zamanl
engellenmesini saglar.

® Genis Uriln yelpazesine sahiptir:
® 8 Gbps’e kadar analiz degerlerine sahip

® Tek bir cihazda 8 ag segmentine kadar koruma saglar

® Yeni tanitilan donanim artisi asagidaki 6zellikleri icermektedir.
* iki kat performans & Giivenlik modiilleri icin ek performans — veri giivenligi, web uyulama korumasi

® 64 bit islemciler
® Arttirilmis bellek

® Yenilenmis daha hizli anakart

IBM Security Network IPS Hiz Metrikleri
e | e

Model GX4004-V2 GX5008-V2 GX5108-V2 GX5208-V2 GX6116
Analiz Hiz Degerleri 800 Mbps 1.5 Gbps 2.5 Gbps 4 Gbps 8 Gbps
Korunan Segment Sayisi 2 4 4 4 8
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Uriinlerimizin Arkasindaki Koruma Motoru “Protokol Analiz Modiilii”

IBM X-Force ekibi tarafindan

gelistirilen genisleyebilir

koruma yapisi ile benzersiz

saldiri onleme ozellikleri
sunar

Sanal Yama

What It Does:

Shields vulnerabilities
from exploitation
independent of a software
patch, and enables a
responsible patch
management process that
can be adhered to without
fear of a breach

Why Important:

At the end of

2009, 52% of all
vulnerabilities disclosed
during the year had no
vendor-supplied patches
available to remedy the
vulnerability.

IBEM Protocol Analysis Modular Technology

VIETUAL
FATCH

S oTEcAEELEar

Al isaan Frodecion

Hicnt-side Wil Applicotien

Frofscign
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Q 22

Applization

Contrgd

Kullanici Uygulama
Giivenligi

What It Does:

Protects end users
against attacks targeting
applications used
everyday such as
Microsoft Office, Adobe
PDF, Multimedia files and
Web browsers.

Why Important:

At the end of 2009,
vulnerabilities, which
affect personal
computers, represent the
second-largest category
of vulnerability
disclosures and represent
about a fifth of all
vulnerability disclosures.

]
Web Uygulama Tehdit Tespiti ve Veri Giivenligi Uygulama Kontrolii
Korumasi Engellenmesi
What It Does: What It Does: What It Does: What It Does:

Protects web applications
against sophisticated
application-level attacks
such as SQL Injection,
XSS (Cross-site
scripting), PHP file-
includes, CSRF (Cross-
site request forgery).

Why Important:
Expands security
capabilities to meet both
compliance requirements
and threat evolution.

Tivoli. IBM Internet Security Systems

Detects and prevents
entire classes of threats
as opposed to a specific
exploit or vulnerability.

Why Important:
Eliminates need of
constant signature
updates. Protection
includes the proprietary
Shellcode Heuristics
(SCH) technology, which
has an unbeatable track
record of protecting
against zero day
vulnerabilities.

Monitors and identifies
unencrypted personally
identifiable information
(PI1) and other
confidential information
for data awareness. Also
provides capability to
explore data flow through
the network to help
determine if any potential
risks exist.

Why Important:
Flexible and scalable
customized data search
criteria; serves as a
complement to data
security strategy.

Manages control of
unauthorized applications
and risks within defined
segments of the network,
such as ActiveX
fingerprinting, Peer To
Peer, Instant Messaging,
and tunneling.

Why Important:
Enforces network
application and service
access based on
corporate policy and
governance.
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IBM Ag Tabanli Saldiri Tespit/Onleme Cihazlarinin Analizi

Vulnerability Modeling

Network trafiginin derin analizi & Algorithms

200’den fazla ag ve uygulama protokoliini
tanimlar ve analiz eder.

What it Prevents

DoS/DDoS

Web Directory
Traversal

Protocol Anomaly Detection

Port Variability
Port Assignment
Port Following
Protocol Tunneling

Application-Layer Pre-
Processing
Buffer Overflow

Shellcode Heuristics
Context Field Analysis
IBM Security Content
Analyzer

Tivoli. IBM Internet Security Systems

Stateful Packet Inspection

RFC Compliance

TCP Reassembly & Flow
Reassembly

Statistical Analysis

Host Response
IPv6 Native Traffic Analysis
IPv6 Tunnel Analysis
SIT Tunnel Analysis

Port Probe Detection

Pattern Matching

Custom Signatures

Injection Logic Engine
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IBM Sanal Sunucu Guvenligi - VMware

IBM Sunucu Guvenligi
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IBM Aktif Bypass Cihazlari

a Kesintileri minimuma indirerek, ag surekliligini maksimum seviyeye yukseltir.

Qa Hat durumunu baglanti durum sinyalleri(link state) ile saglar.

Q Her segment icin ayri ayri konfigure edilebilir.

0 SNMP ve E-mail destegi ile hata arama surelerini kisaltir.

a Dort ag segmentine kadar tum kombinasyonlari destekler: Bakir, Uzun Fiber ve Kisa Fiber.
Q Basit konfigurasyon ile tak calistir 6zelligi

Q Yedekli gu¢ kaynagi — Gug kesintisi durumunda duz kablo gorevi gorme 6zelligi
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Konfiglire Edilebilir Kullanici Arabirimi

IBM Proventia Network Active Bypass

Home
Status

Management Segment 1 Setting
Segment 1
Segment 2 Segment 1 Setting
Segment 3

Segment 4 M= time allowed between heartbeat acceptance (100 100
s - 25500 ms] ms=

mManagement Fort
. i . Mumber of heartbeat=s lost to activate bypass [(1-10) 3
E-mail Motifications

Mumber of accepted heartbeats to get into active mode

SMMP Settings (1-10] 2

MTF Settings Operation Maode Mormal active bypass j

Time Settings _ i
Advanced Link fault detection Enahbled j

Manage Setlings Tap Setting

FimrEre Ui Port N1 (Networkin]  Disahled | Port N2 (Networkaut)  Disabled ¥

Log Settings

Restart Fort &1 (Appliance in] - Dizahled j Fort 42 [Appliance out]  [isabled j
Authentication

Users

Femate Authenticatian Save Cancel |
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IBM Sanal Sunucu Guvenligi - VMware

IBM Sunucu Guvenligi
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® Kullanilabilirlik... ® Yeni Ozellikler
® jcerik Analiz Politikalari (LMI) ® Rational AppScan entegrasyonu
® Web Uygulamari Politikalari (LMI) ® Gergek zamanli atak bloklama
® Yama Yonetimi Politikalari (LMI) ® Rol tabanl erisim kontoli
® Cihaz Durum istatistikleri (LMI) ® Radius /LDAP/AD Entegrasyonu
® Koruma istatistikleri (LMI) ® Tam IPv6 destekli IPS
® Ag Kullanim istatistikleri(LMI) ® Acik Kaynak Kodlu Atak imzalari
e Lokal Kullanim istatistikleri(LMI) ® Performans:
® Log Kanit(LMI) ® Protokol Analiz Modili 2.0

10 Haziran 2010
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Kullanilabilirlik: Eski Arabirim

Internet Security Systems

M4 Manager - Internet Systems

o * £ httpsiff172.16.122,117men, phoTpage=homepage. pho

Windows Internet Explorer

v ol Cofestebrror | 2 X Pl
Fie Edit View Favorites Took Help
&' - <L~ |web Search <~ [SpBockmarkse MSettings = [Mal = DMy vahoo! = Elanswers = Glcames = L antispy= Epmiews - *
WS 55 - b windons Live Hotmel & GXA004 Proventia GXADD... T
W= Home pmmﬂiu‘we-r.vo'lt EX4004 Appliance Name: GX4004
*1-Notifications y
=l |ntrusion Prevention [svsTEmioGs | [aLerTs ] B END SESSION
Alers = .
Quarantined Intrusi O Proventia Manager Home e ) 0
Protection Domaing
Responses .
Security Events System Information:
Connection Events Model Number GX4004
gser geﬁned E"E”t Senal Number 123456
pensugnature Evey "
Global Tuning Para Base Version Mumber 1 ?_.2IL'IDB 1105_1557 25
=-Firewall Settings Uptime 6 minutes
= System Last Restart 2009-11-06 14:43.41
’:‘I‘?“;,I Last Firmware Update 2008-11-05 15.57 .25 - version: 1.7
ngal I;':;mg Paran Last Intrusion Prevention Update 2008-11-05 15.57.25 - version. 28.130
Tools Last System Backup 2008-11-05 15:57:25
Management Backup Descnption Factory Default
Access
o Licensing Protection Status: Network Status:
¥ Statishcs
- Updates Module Status Port Link Port Link
#-Suppon Intrusion Prevention Activa |of A 1000 Mb (Full) (B 1000 Mb (Full)
F Virtual Patch™ Technol Status not Status not
eatunng Vidual Patc echnology e e

(@ INTERNET|SECURITY |SYSTEMS®
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Kullanilabilirlik: Yeni Arabirim

| . =
IBM Proventia® Network Intruslon Prevention System

Home Monitor Secure Manage Review
“H Appliance Dashboard Haalth and Statistics Protaction Settings System Sattings ﬁ Analysis and Diagnostics
# %
pliance Dashboard
&9 Network health pastboars [ Security @
) Top 10 attacks =
{2 Security health Dashboard | L2stUpdate
— — Intrusion Prevention
15 Sep 2010 02:57:22 Nmap &5 Finoen
System health Dashboard ion: P_oS_Tingstpe.
a yst Dzshboard Version: 30.030 IP_Duplicate
TCP_OS5_Fingerpri...
() SiteProtector health TCR_Null_Scan
I —— TCP_¥mas_Scan
TCP_Port_Scan
System summary Synthesized MNetw...
1S5_Scan_UDFP
Model GV1000 Kerperos_User_Sn...
Firmware Version 4.1 SHNMP_Defsult_Bac.
Base Version 4.1_2010.0€05_11.34.2€
Uptime 23 days 1701 20000 40000 0000 0000
Last Restart 20 S=p 2010 13:08:48
Serial Number Hone
Last Backup 05 Jun 2010 11:34:26 & Network e
Backup Deseription Faciory Default
Network State Total Mbits/second *
Root partition usage [ Free M used G 2 Up Mbits in
1]
"' 0 Down bits out
Currently utilizing 39% of the root 0.4
partition availsble storage spece. Fora
detailed overview of storsge usage by Mbits In
‘ volurmne navigate to the Siorage statistics MI tlmﬂhsl."M l"'
page. n@. bits's
Max 0.05 Mbitsis o2
i Fat
Memory usage O Free [ Used Ayvg 0027 Mbits's p. %
I._ ey bt 3 ¥ Or——p 0 i 1
Curently utilizing 31.64% of avsilable Mbits. Qut 0.00
memory. Mavigata to the Memory Min 0 Mbits's 1755 18:00 18:02 1804 18:06 18:06
statistics page for a histosical view of ’
overall memory usage. Max 0 Mbits's
Avg 0 Mbpitsis 1A
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Yeni Web Tabanli Konfigiirasyon Streamlined Set Up

Cihazin ilk konfigirasyonu komut satiri yerine web tarayicisi kullanarak yapilabilir. g;%?;;,aa,%i
Baslangic DHCP’den IP
kurulum B4 et S i b =] almasini ve
mendsind b i Bonjour programi
kullanarak— [ ... 1 ot s ile erisim.
Cihazin calismas: il ;xw_ S
icin gereken Ctpmim
minimum Corpana v
ayarlarin ~ Bty
konfigiire edilmesi S Bty

i . . i il ]

Konfigirasyon L ; . S
asamasinin = S i o
adimlarinda
ir;sl\(/fna:syon K_olayca ey o

SiteProtector — ——

Cane )

entegrasyonu _ -

yaparak kalan i -

konfigUrasyonlarin o T

tamamlanmasi

.I Updated Console  Giincellenmis konsol tabanh baslangig kurulumu interaktiviteyi
arttirarak kurulumu kolaylastirmaktadir.
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Yeniden Tasarlanmis Proventia Manager Araylizii

Aerodinamik organizasyon, gelistiriimis gorev akislari ve genisletilmis uyumluluk

Navigasyon ortak gorev akiglarina gore yeniden tasar
IBM Proventia® Network Intrusion Praventlon Systeim™————

landi.

|i B ||| Improved Mavigation : : : S——
Home Monitor [AY Secure Manage = | Review
I Applianca Dashboard ! Health and Statistics Protaection Sattings [i=| System Saettings ﬁ Analysis and Diagnostics
ileri, geri, ‘ N
yenileme gibi web _Applig\m Dashboard
’Earay.m|3|_ . — =
ozelliklerinin Al ey
kullanimi PyT— T e Cihaz kontroldni
l'_"fl Additional Browser — g Lokal’den
Compatability e ey SiteProtector’e ve
il = yine lokal'e

momnet = e = _ gegisinde

Xplorerin IS g ) = konfiglrasyon
yaninda Firefox S

bi web 1 DS e . sayfasinin
g' Itw?' araylcl L - - yuklenmesine

estegl i TS ihtiyac duymadan

- — L 1 1] | gecis.
EEEE
SR~ 1L

Tivoli. IBM Internet Security Systems

© 2010 IBM Corporation




Internet Security Systems

Yeni Guvenlik Modiilleri

Spesifik tipteki tehditler ve standartlara uyumluluk icin gereken politikalarin kolay konfigirasyonu

IBM Proventia® Network Intrusion Prevention System™—

Home Manitor Secure Manage | Review
Appliance Dashboard Health and Statistics = Protaction Sattings 7= System Sattings Analysis and Diagnostics
Security Modules Adwvanced IP5S Response Tuning Firewall
+ Daia Loss Prevention + Securlty Events + Quarantine Rules + Firewall Rules
* Web Application Protection * User Defined Events * Responses
+ ¥-Force Virtual Patch * Open Signatures * Response Filters

+ Frotection Domaing + Relling Padet Caplure Setlings
* Connedtion Events
+ Tuning Parameters

Web Application Protection

|| Wb Prtection

Protection Domsain: @
W Protection Categorie
| Enabled | Category | lgnorsEvent | Display | Block | LogEvidence|  Ema
¥ Client-sitde Attacks r Without Ray r NonE
W Injection Attacks r Without Ry - More
v Malicious File Execution r Without Rawy r Mane
W Cross-site Request Forgery (CSRF) r Without Ry r Morie
¥ Information Disclosure r Without Rawy r Mone
W Path Traversal [ Without Ravw r Marie
2 Muthentication i Without Rawy r Mare
¥ Buffer Overflow | Without Rawy [ Mane
Il Brute Force r Without Raw r Mone
I~ Directory Indexing | Without Rew [ Morie
v Miscellaneous Attacks r Without Ravy r Nane
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Kontrol Panelleri

Performansi izleyerek sistem , guvenlik ve ag hakkinda detayli bilgi edinme imkani

1500 Prewenita® Reoaers; iinesten Prasnfion SyElee

o Fuma
I Arplisetca Castkons

1044 Prewenana® Radwer iimesien P in Syelie

o Fumz
' Acpllmwca Tmetboarz

5o Harage

o mmiber ﬁ Samra | Rawiaw
| Hash= pnd Tdrio K Prebactior Casirge =l Grabam Zattdnpa ﬂ Ananuly sz Dlsgrosia
Flomaikar

#"| Hasks and Ststiwio

E
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Security Dashboard
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Yeni Log Sayfalari

Web tabanl arayuzu kullanarak sistem, firewall ve guvenlik olaylarina erigsim ve analiz imkani

1B Pl bk irmbor Feertier Spder

N — T — -
Olay detaylari e
icin kompleks m— e
filtreler T waien —
olusturarak S i
I;a)r/]detme ve :FF_ _ﬂ . Gergek zamanli
aha sonra olay akisi

kullanma imkani

Bir olayin - e i Tl i
Uzerinden aninda = ol | R
saldirganin ve . e il i e
o e i EE [FTEY A PmEAHE
atagin A ITPE—— e
| ) e N

b|0k|amaS| . i | IR AT L e Rt E ]
. v fu 1 EIRRITI T - 3 [ e f. IFEEIIIHH
ozelligi A (s g T
. L B

J VDM e W i AL I Aee el .I‘ TFDITIEY

Yeni IPv6 destegi ile cihaza IPv6
adres verebilme ve IPv6 adreslerini
raporlayabilme ozelligi
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Yeni Ozellik: Tam IPv6 Destegi

IPV6:
« Saldiri Tespit/Onleme cihazina IPv6 adres
tanimlayabilme imkani, tim olaylarin IPv6 olarak raporlanma

imkani.
Once:
Risk Alert
Rec.# T Alert Mame SourcelP Source Port TargetlP TargetPort Protocol Vuln Status Date
& Time
3 A |PVE_Bad_Fragment_Chain ® 0.0.0.1 0.0.0.2 0 Blocked attack 2pn (o oo
2 & IPV6 Bad Fragment Chain ® 0.0.01 0002 0 Blocked attack -paie o2
1 A& IPV6_Bad Fragment Chain @ 0.0.0.1 0002 0 Blocked attack U2 202>
Sonra:
Risk Source Target Yuln Alert Date
Rec # Leval Alert Mame Source IP Port Target P Pont Pratocol Status & Time
.
1 W Email_Wiz ®|3fe:b80:c84:ac07-260-6f fach h3?-1-] 33036 3fe-b80-cB4:8200.280:cEf focfbi0S  25(smtp) B(TCP) = oorey 06022008
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Sanallastirma IT Organizasyonlarinin Maliyetlerini Azaltirken,
Yonetim Kolayligi ve Artan Verimlilik Saélamaktaillr.

New York

Bolge sayisini azaltr. ‘ o
Chicago ) SEEEEY

Chicago

Sunucu sayisini azaltir ’ “

Farkli kaynaklardaki
verilerin merkezi bir e é

ortamda depolar

Uygulama verimliligini e Billing
Order Billing \(,)Vrssr
arttirir.
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Sunucu ve Aglarin Birlesmesi

Who’s Watching?

|

=Y
=

|

{

<t
i

Physical Network Virtual Network

Virtual
Switch

Physical NI
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Sanallastirma ile Gelen Yeni Glivenlik Riskleri

. Geleneksel tehditler
‘ Sanal ortamlarin yeni

Yonetim guvenlik agiklar

Sanal sistemlerin
depolama guvenligi,
ydnetim verilerinin MANAGEMENT

guvenligi

Yeni yetenekler/bilgi
birikimi ihtiyaci

DAHA FAZLA BILESEN = DAHA COK ACIK

30

Geleneksel tehditler sanal
makinalari gergek sistemler gibi
tehditleri etkileyebilir

APPLICATIONS

OPERATING

VMM OR HYPERVISOR

HARDWARE
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Sanal sistem koplalama
Dinamik yer degistirme

Sanal sistem hirsizhigi

Kaynak paylasimi

Kaynaklarin ortak
kullanimi

Gizli rootkitler

Sanal NIC ve Sanal
donanim tehditlere agik

© 2010 IBM Corporation
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IBM Sanal Sunucu Givenligi - VMware

VMware vSphere 4 i¢in tasarlanmis biitiinlesik koruma

Sanal veri merkezlerinin daha guvenli, standartlara uyumlu ve verimli galismasini saglamaktadir.

—~ = —r IBM Sanal Sunucu

Web Server Haost Desktop Web Applicatian

Applications Applications Applications
VMsafe entegrasyonu
10111000 D

T10nmiiomn
1110100100

Firewall ve Saldiri tespit/onleme

Hardened 0% Rootkit tespiti ve dnleme

O 0O 0O O

Sanal makinalar arasindaki trafigin
analizi

VMware vMotion destegi

Sanal ag segment korumasi
Haotkil Firawall IntFIEkan Wietiipd

Darbaction Prevention WAL
L — L —

Sanal ag seviyesi korumasi

0O 0O 0O O

Sanal altyapi denetimi (Yetkili
Kullanici)

(]

Sanal Ag Erisim KontrolU
a Dosya ve Registry kayit izlemesi

sunucu tabanl IPS (Real Secure ve
Hardware Proventia Server kullanarak)
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IBM Sunucu Guvenligi

RealSecure Server Sensor ve Proventia Server

O Tek bir ajan ile kapsamli ve genis koruma o6zellikleri

2 Proventia SiteProtector ile merkezcil yonetim imkani

2 Sanal Yama Teknolojisi

0 NSS Labs Sertifikasyonu B
O Kim, Ne, Ne Zaman, Nerede gibi kullanici aktivitelerinin izlenmesi %[:J_H_F’;_@
. . . & .

Q Standartlara Uyumluluk: Dosya Icerik 1zlemesi (FIM), Isletim Sistemi i :--:*--‘-“*I,H,;.;Eggr
Denetimi, Registry Butlnluk Izlemesi, Anti-Virus Standartlarina Uyumluluk, e
uygulama Kontrolu eSO

. ERIBRETC o ¢

0O Genis Isletim Sistemi destegi: Windows, Linux, AlX, Solaris, HP-UX

NSS Labs
uly
Q
3
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COMPLIANCE ZONE
' APPLICATION(S) 051 MODEL

Application White/Black Lists
PP . Lotus. Notes, —
SSL Inspection ] { Application Layer

Presentation Layer

H'Apacha

Software Foundation : ﬂF‘EF.i[I[I I_"-1']'F'l
OS Audit Log Monitoring
Registry Monitoring OPERATING SYSTEM Sygbem Ligs

Traversing the Host

On the Wire

File Integrity Monitoring (FIM) Fim ey ry My Netwark Layer
Buffer Overflow Protection (BOEP) Ustw Mowitarie
Syslog Data Link Layer
-

Integrated Firewall Physical Layer

L e S (_PROTOCOL ANALYSIS MODULE (PAM) )

Driver-Level Inspection Bypass
Interface Exclusion(s)
NETWORK LAYER
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Tesekkurler

géeli b

B Tivoli Internet Security Systems
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