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Agenda

= What is a privileged identity
= What are the management challenges for privileged identities

= Putting it all together with Tivoli Solutions to manage privileged
identities

= IBM Services offerings and real user example

= Summary
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IBM delivers a new approach to Security
Management

approach is to strategically _
e risk end-to end across all Ll el

SECURITY GOVERNANCE, RISK MANAGEMENT I
AND COMPLIANCE
. PEOPLE AND IDENTITY I

IBM Service Management DATA AND INFORMATION

Best Practices, Methodologies, and Services | APPLICATION AND PROCESS

Service Management Flatform NETWORK, SERVER AND END POINT

PHYSICAL INFRASTRUCTURE
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Dichiwery & Rrailabilty & Munsgervird & Compliarce  Transhormafon Firancisl
Frocess Performance
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Building a smarter planet requires Secure Dynamic

Infrastructure
Dynamic Infrastructure:

* The convergence of business and IT infrastructure
into one dynamic infrastructure enables new
breakthrough service opportunities.

IMPROVE SERVICE

REDUCE COST

* IBM'’s leadership in helping clients harness emerging
MANAGE RISK

capabilities, like cloud computing, provides a
foundation for innovation.

ecuri

Security remains a ‘must have’:

ISecurity, Reliability and Economics are the

* Top of mind requirement for Cloud s ommon cancemé i e clvs
and DI RO S & S
* Reduce Cost: reduces help deskand | = op w7
OPEX e P
Regulation ‘7197 M—‘
. Manage Risk: persistent threats and - ifai‘
compliance wm |

* Improve Service: enable secure
collaboration
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What is a ‘privileged identity'?

*  Someone with IT permissions to:
— Access highly sensitive data
— Change critical IT systems
— Conduct high value transactions
— Cover their tracks in the audit trail

* As viewed by Analysts:
— Forrester: PUPM (Privileged User and Password Management)
— Burton: “The seedy underbelly” — PAM (Privileged Account Management)

* Who is a privileged user?

Comes to You 2009
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What damage can be done by privileged identities?

Establish new user definitions

— to perform work as a userid which is un-noticed by identity management policy
enforcement

Change other user's capabilities

— inadvertent escalation of privilege to other users
— create other privileged users

— deny access to services required by a user

Access sensitive information

— copy, modify, or destroy

Change audit logs

— remove or modify file-based audit logs
— modify audit log records

Privileged identities may, by their intent, “own” a system

Pulse
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Who cares about privileged identities?

Malicious insiders care...

The Onlime Journal | The Print S

THE WALL STREETJOURNAL. [ foswsme | &vemassm

Ad of Friday. Jasgary 395, 2008
{ Hews ~ Today's Mewspapar = KMy Online Journal - Mubtimedia & Online Extras ~ Rl

DITHER FREE CONTENT ! GET FULL ACCESS TO ALL ONLINE JOU

FIRCIA THE WALL STEEET
BOURHAL

EDITORS PICHS French Bank Rocked by Rogue Trader

Sociétd Géndrale Blames
7.2 Billios in Losses
O a Qruiet 31-Year-Old

Teee Hugger

By DAVID GAUTHIER-VILLARS, CARRICK MOLLENKAMFP asd ALISTAIR

Airlene Chamgs of 2007 MACDONALD

Beaustiful Cowntry

PARIS -- The rogues’ gallery of banking has a new

s = candidate for membership: 31-year-old trader Jérome
i Vi B Kerviel.
o In one of the banking world's most unsettling recent
< i disclosures, France's Société Générale SA said Mr.
Jbama, Uit ain Kerviel had cost the bank €4.9 billicn, equal to 57.2
4 O Bp o upar Tvascin billion, by making huge unauthorized trades that he hid for

months by hacking into computers. The combined trading
positions he built up over recent months, sav people close

to the sitation, totaled some €50 billion, or 573 billion.
MORE FREE COMTENT
= Perponsl Journal

| The loss -- dwarfing the $1.3 billion Nick
| Leeson cost British bank Barings in 1995

- Perpongl frrgrge

= Lsipure

= Markets Data Conser -- has forced Société Génédrale to seek a
tiniigen capital infusion. It is expectad to try to

- B E - e : . TR
S raise €5.5 billion, chiefly from its existing
shareholders.

- Bidoe
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The problem:

* 3 of the Top 10 Threats to
Enterprise Security are insider
related:

— Employee error
— Data stolen by partner/employee
— Insider Sabotage

* Insider driven fraud costs US
enterprises over $600 Billion
annually
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Who cares about privileged users?

Your auditors care...

Regulatory Relation to Privileged Account Controls
Compliance
Initiative
Payment Card * Protect stored cardholder data (#3)

Industry (PCI) Data | - Develop and maintain secure systems and applications (#6)

Securi(tgssé?ndard * Restrict access to cardholder data by business need-to-know (#7)

Insufficient internal controls over privileged accounts negatively impact
an organization’s capability to meet these requirements

California Senate | * SC 1386 requires organizations that lose private information of California

Bill 1386 (now residents to report loss to affected individuals
California Civil . o
Code 1798) Unauthorized users of privileged accounts can bypass system controls to

access private information without the organization knowing about it

Sarbanes-Oxley Act | ©* Requires corporate management to take responsibility for establishing and

(SOX) Section 404 maintaining adequate internal control structure and procedures for financial
reporting

* Requires management to assess and report effectiveness of the internal
control structure and procedures for financial reporting

Insufficient internal controls over privileged accounts can have a negative
impact on an organization’s ability to meet these requirements

Source: The Burton Group
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|dentity and Access Assurance manages privileged
identity risk with a complete, closed loop process

Identity
Management

= Securaly
anroll, manage
and tarminate usars
and their access
rights

User
Access 4 Combli
4 mpliance
Ma"agem‘::‘t Auditing
users via single o + Continuously
sign-on and a zZe monitor, audit and

what they can do (4 raport on user
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1.2 Create/Configure in

TIM (TIM Admin Only, )
Owner is assigned

during creation)

——

\ . 2.Assign Owner via
R Adoption Rule or

—

/ S / “._  other mapping
1.1 Create/Configure 0 Y. rule (URT code)
atEnd point /¥ %, K
' ‘bo "'.. \
(U8 !||

0
L, 3.1 Password
_. \ /?9, = Change
4.1 Manual Transfer /0,> 3.2 Account
Request Attribute
4.2 Owner Job Change
Change (triggered
in Person Modify 3.3 Revalidation
workflow)

Employment Verification
4.3 Employment

kAP Recertification Policy
Termination

- -II'

Shared Privileged ID Account Lifecycle
Management in Tivoli Identity Manager (TIM)

I
il
Iy

Privileged ID accounts in TIM
are flagged and can be
enabled for sharing.

Specific Access Control is
required for Privileged ID via
TIM ACI

Specific Lifecycle workflows
are required for lifecycle
change events of shared ID
(Create/Modify/PasswordCha
nge/Suspend/Delete)

Password Change needs to
support privilege sharing
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Privilege Identity Management W|th TIM 5.0 only
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Locations
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'\h Locations
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Challenges with ‘business as usual’ approach

* Privileged identities are shared

* No audit trail — Joe signed on to work station but
administrator signed on to SAP for example

* Difficult to manage good practices

— For example changing passwords frequently requires
all sharers to be informed

Pulse
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Shared privileged identities require additional
controls

Access
Approval™ 1™ Check Out
Request/ & ACC@SS
Access Provisioning
‘ Established Authorization

2 Record for Pri'\(ileged Access Check In
and enable user for
checkout/check in

/ f Employment Verification
/ /' Recertification Policy

/ X ,,chess

p— /Révalidation

_"'-'d-f'-
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Shared privilege identity management — Integration of ID
Management and Single Sign-on solution

Identities ’

S
o‘ﬁ@ _
< © 5 A

‘el & |

- o
f Organization tree A -
assigned to owWn E
flam— Drgnnizau’on Rol
—_ oles i
— manager, developer Accounts
o gﬂg?:(? - User Id, Password,
Organizational » Group (Controls
- . Privileged A Privil
units | Accounts N ccess Privilege)
i t
il control
W] access oy
m - |! Policies apply to Services
i new employee - regular [N " operating systems,
Locations — == applications
_m” = = .y
i - .
"1\‘_ Locations __/‘ :
Workflows
v

ﬁ % ﬁ .'-"Lss;ets
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Compare activity of privileged identities
against ‘white list’ policies and regulations

E N i

[l

User Activity Compliance
® &( plications Collect Monitoring Dashboard
& Store Custond

Best Practici
Compliance

Real Time Security Event
Collection Correlation
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Putting it all together
-Privileged Identity Management Solutions

* Leverage your IAM infrastructure (Tivoli Identity Manager)
— Approval workflows to enforce least privileges and business need-to-know

— Ensure password management/ regular password changes

— Centralized ID management and password management and password store improves overall
control and security

Exploit your SSO infrastructure (Tivoli Access Manager for Enterprise Single Sign-On)
— Utilize check-in/ check-out (see upcoming example)
— Single sign-on of all privileged IDs with strong authentication option

Control access to OS infrastructure (Tivoli Access Manager for OS)
— Limit the rights of privileged users by restricting and auditing ‘root’

* Leverage your SIM infrastructure (Tivoli Compliance Insight Manager)
— Audit real user access
— Audit privileged identity access
— Correlate and report

Pulse
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IBM Services offerings and real user example
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Our managed services provide a complete solution
for management of privileged IDs and users

_ = |IBM Internet Security Systems (ISS)
IBM Security Framework provides managed and professional

ﬁ Services for Tivoli Security products
SECURITY GOVERNANCE, RISK MANAGEMENT ) ]
AND COMPLIANCE — Designed to help you realize the full
@pﬁom AND IDENTITY I I benefits from your investment in Tivol
software

Q OATA AND INFORMATION | = Our managed services offerings include:
@ APPLICATION AND PROCESS | B Managed prOViSioning

— Managed authentication
@ NETWORK, SERVER AND END POINT | — Managed user monitoring
@PHYSICAL o —— = Together these services can help you:

— Control authorizations to privileged
accounts on critical resources

— Manage authentication of privileged
users

— Monitor privileged user activities

Common Policy, Event Handling and Reporting

Professional Hardware
services and software

Pulse
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How we helped a customer struggling with
privileged ID management

* Retail industry customer with
Customer over 4,000 stores nationwide

Overview

* Minimize number of distinct privileged user
accounts

* Ensure all privileged accounts have proper

. authorizations

Requirements * Monitor activities of authorized privileged users ...
without impacting availability and performance

* Enable system operator to securely check out
privileged ID for emergency or temporary access

Pulse
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Compliance pressures had made these
requirements all the more urgent

.

| N

Compliance Pressures

|
|

Privileged accounts needed to have proper authorizations and
have evidence to show this

Termination of privileged access should be timely

Accountability needs to be maintained, even with shared user or
service accounts

Pulse

Privileged user activities must be monitored and recognizable
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Through use of three Tivoli products and services
assets, we were able to meet our pilot requirements

= Authorization  Enforce authorization processes before entitlements are
— \ » @ given and capture unauthorized privileged accounts based
= DAP A % on group rr?e.mbership . N
= > = * Flag the privileged users and their accounts as privileged

@ * Periodically recertify account authorizations through a
consistent work flow.
* Disable accounts that are not recertified within a defined

timeframe.
Measure percentage complete for privileged certifications
as part of a compliance program

S1asn pagda|iad
JO UOI1BD1}I14DI9Y +——

s807 1uan]

l @ * Monitor activities such as:
— Creation of user accounts
M — Deletion of log files
- — Access to files defined as sensitive
= i — Addition of privileges to accounts or groups

Reports

Enterprise . . . .
@ * Provide centralized authentication

Pulse
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Tivoli Identity Manager 5.0 along with IBM assets helped
limit access to privileged/shared accounts

* Extension to
Tivoli Identity

My Shared ID Activities Check Out SharedID Manager self-
Check out & shared Id for access ta iterms such as accounts ar applications. service user
interface
View Shared [DPassword * Supports

Wigw Shared D/Password for access to fems such as accounts or applications. check infout of

shared IDs
Check In SharedlD and viewing of
Check I a shared id for access to tems such as accounts or applications. 9

shared

|D/password

Pulse
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Integration of TAM ESSO enables a streamlined,
transparent process

=steps
Custom ITIM panels automated
PN with
4 N integration

User User checks of ESSO

requests Role owner out an User receives

access to ™ approves > account » password for

privileged access based on account
role role

A 4
User
g User
specifies ITIM flags
N | performs .| User returns
how long he » account as > . >

. ) , actions on account

will need in-use

resource
account
Limited usage of Cannot be used Kicks off
privileged authority while in this state password reset

Pulse
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TCIM enabled advanced functionality to check
user behavior through defined use cases

Analysis engines (iView) allowed reporting and alerting on both potential and
objective compliance gaps such as:

— Creation of user IDs — bypassing provisioning system

— Addition of privileges to IDs or groups — bypassing provisioning and authorization
workflow

— Deletion of IDs — removing accountability
— Allowing direct root access — violating technical standard

— Clearing or editing log files — removing accountability; potential change management
violation

— Adding someone as admin — bypassing provisioning and authorization workflow
— Access to file / dataset defined as sensitive — potential regulatory or Pll issue

— Multiple and/or sequential changes to user ID ownership — odd user behavior
— Multiple and/or sequential changing of passwords — off user behavior

Deploying and running the TCIM components as a managed service eliminated
need to find trained staff and allowed for increased consistency and reduced
total cost of ownership

Pulse
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ITIM and TCIM were used to recognize and

react to privileged misuse of IT resources

Mary has

SQL Server is using AD authentication

AN

S

access to
SQL server

Pulse

She creates
an ID with
Domain
Admins

~

membership

v

Event logged
in TCIM

Mary logs
into SQL
Server with
new ID

A 4

Ownership
and
permissions
confirmed in
ITIM

A 4

Mary
downloads
PlI

AD userid
deactivated
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Incorporation of ITIM and E-SSO greatly
iImproved security and compliance

Old Model ...

email |__
Access G i=

request = L
q Unix Authorization?

email
Access —F =

request =

= Access requests provided often
via email with no approval chain
of evidence

= Hard to differentiate privileged
needs versus general user

= One account per system per user

Pulse

New Model ...

Access VEE —
request or = Unix
HR feed ™M

Authenticate = ==

Authorizations for privileged access
centrally governed with chain of
evidence in transaction tables
Check-in and check-out functionality
to minimize need for individual
accounts (less is more)

Ease of use with single sign-on

Comes to You 2009
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Through the deployment and support of TCIM,
privileged monitoring greatly matured

Old Model ... New Model ...

= Volumes of data with no aggregation = Mapping of all heterogeneous log
= Required expertise on each log type data onto a common naming
for interpretation convention (W7)
= Prioritization of events extremely = Original log files preserved and
difficult data analysis performed outside
= No reporting functionality original
= Not forensically sound (e.g., chain of = Ability to create policies to
custody, handling) automatically filter and prioritize

Pulse
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IBM’s unmatched security investment and worldwide skills
deliver innovation and end to end solutions for our customers

formafiorieek

DUSINESS TORNRNEINN POWERER IT TERRRNLIGY

IBM Launches $1.5 Billion Security Initiative
The program is designed to recalibrate a customer's
compliance and security offerings across IBM's five
domains of information technology security.

By Thomas Claburn, InformationWeek
Nov. 1, 2007

IBM on Thursday announced a major security initiative encompassing
products, services, and research to help businesses manage risk and keep
information safe. To support the initiative, IBM said it plans to spend $1.5

billion on security-related projects in 2008. ...

IBM Security Framework

SECURITY GOVERNANCE, RISK MANAGEMENT
AND COMPLIANCE

@ PEOPLE AND IDENTITY
o APPLICATION AND PROCESS

@ NETWORK, SERVER AND END POINT
@ PHYSICAL INFRASTRUCTURE

Common Policy, Event Handling and Reporting

Professional Managed Hardware
services services and software

— 15,000 researchers, developers and SMEs on security initiatives

— 3,000+ security & risk management patents

— 200+ security customer references and 50+ published case studies

— 40+ years of proven success securing the zSeries environment

Pulse
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Questions?

Thz

P

Pulse
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Define Security Requirements and Policies

* Goal: Mitigate Risk to the organization

* Solution:
— Seek to eliminate the usage of singly all-powerful userids

— Spread the capabilities for administration across a set of
roles

— Require user-specific login and interaction with all
systems, a user may take on several roles

— Require and enforce separation of duties between roles

— Define policies for exception handling, including human
approval processes for emergency user of all-powerful
userids

— Require strong authentication for privileged users

Pulse

Comes to You 2009



A ~ia \V/AUNR

Enroll Users and Provide Self Service

* Goal: Enable administration within defined policies

e Solution:

— Enforce a set of checks and balances in identity
administration

— Employ an approval process for users to act in sensitive
roles and capabilities

— Ensure that “service” userids are never used for
Interactive use

— Verify that ALL users defined on systems are accounted
for!

— Have a "emergency” procedure for exceptional situations
and recovery processing

Pulse
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Automate Access Rights Provisioning

* Goal: Eliminate manual and ad-hoc administration of
access control settings

e Solution:
— Create a roles-based access control model

— Reduce access control administration and increase role
membership administration

— Employ the fine-grained access control enforcement
capabilities of the systems and applications which
privileged users use

— Utilize tools including TAMOS, 'setuid' programs, and
similar capabilities for systems administration tasks

Pulse
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Control User Access to Resources

* Goal: Guarantee that the right accounts are used for
the right tasks

e Solution:

— Centralize authentication and credential transform
services

— Require user-specific credentials be used as deep as
possible in the computing environment

— Ensure that various system-level user/account defintions
are not usable in interactive modes (e.g. NOLOGIN
settings)

Pulse
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Monitor User Activity

* Goal: Validate that no un-expected behavior occurs ...
and when it does you know when, where, and by whom
* Solution:

— Actively monitor and report on user capabilities and role
relationships

— Monitor systems and activities of all users which may act
In sensitive roles

— Ensure separation of duties between monitoring and
operations

— Remind privileged users of the infrastructure in place
— Correlate user and privileged identity

Pulse
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Account Administration

* Privileged users can often define and/or update other user definitions.
— Seek to extinguish such capabilities except in emergency situations
— Employ a process for approving the definition or modification of sensitive userids

* Privileged userids are often defined for emergency administrative use
— Require human approval for emergency usage
— Monitor any actions performed by privileged userids and actively review the reports
— Require reset of the account upon completion of the task/situation

e Service IDs

— Password changes for service IDs must often be coordinated with application server
configuration changes

— Employ a process for accomplishing this — do not simply mark these userids as having
non-expiring passwords

— Ensure that these userids cannot be used for interactive use

Pulse
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Account Authentication

* Privileged user accounts are often used for direct interaction with the
system or device for emergency purposes

— Utilize a set of defined roles and granular access control checking and 'sudo’ or
command verifier applications to enforce a separation of duties

— Consider requiring stronger authentication for users which are allowed to perform
administrative tasks in interactive mode
* Privileged user accounts that are used for “service IDs” or for systems
management functions are often also used for interactive administration
on the system
— Utilize all means to constrain the capabilities of “service IDs”
— Ensure that “service IDs” cannot be used for user interactive work (e.g. NOLOGIN)

Pulse
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Account Authorization

* Even privileged users often have access control settings which can be
used to limit their behavior

Utilize granular access control rules and separate roles to limit the scope of capabilities
of individual users

On Unix systems employ tools such as 'sudo’ to limit users' behavior

Seek to establish a complete set of 'sudo’ rules and granular access controls based on
role such that permissions updates are rarely required

* Employ a process which includes human oversight for

any access control rule changes

Allow users to perform operations based on the roles they are allowed to act in rather
than granting the user explicit permissions to sensitive operations

* Some systems allow for a distinct separation of duties to be employed

In RACF, a userid should not have both “SPECIAL” and “AUDITOR”.

Verify that expected separation of duties is maintained and that user definitions are set
up as expected per the policies defined

Pulse
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Account Auditing

* Privileged users often have access (read and write) to any logs of what
operations they (or others) may perform.
— Utilize granular access controls to protect logs from modification

— Eliminate usage of all-powerful userids except for emergency situations and only after
human approval at the time of use

* Passive logging of operations performed by privileged users is often used
as a means of being able to do forensic analysis.
— Log successful and unsuccessful operations of privileged users

— Protect and gather the logs
— Review reports on the activities of privileged users — look for anomolies

Pulse
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Trademarks and disclaimers

Intel, Intel logo, Intel Inside, Intel Inside logo, Intel Centrino, Intel Centrino logo, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks
of Intel Corporation or its subsidiaries in the United States and other countries./ Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Microsoft, Windows, Windows NT, and the Windows logo are trademarks of Microsoft Corporation in the United States, other countries, or both. IT Infrastructure Library is a
registered trademark of the Central Computer and Telecommunications Agency which is now part of the Office of Government Commerce. ITIL is a registered trademark, and a
registered community trademark of the Office of Government Commerce, and is registered in the U.S. Patent and Trademark Office. UNIX is a registered trademark of The Open
Group in the United States and other countries. Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. Other
company, product, or service names may be trademarks or service marks of others. Information is provided "AS IS" without warranty of any kind.

The customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental
costs and performance characteristics may vary by customer.

Information concerning non-IBM products was obtained from a supplier of these products, published announcement material, or other publicly available sources and does not
constitute an endorsement of such products by IBM. Sources for non-IBM list prices and performance numbers are taken from publicly available information, including vendor
announcements and vendor worldwide homepages. IBM has not tested these products and cannot confirm the accuracy of performance, capability, or any other claims related to
non-IBM products. Questions on the capability of non-IBM products should be addressed to the supplier of those products.

All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive statement of a commitment to specific levels of performance, function or
delivery schedules with respect to any future products. Such commitments are only made in IBM product announcements. The information is presented here to communicate IBM's
current investment and development activities as a good faith effort to help with our customers' future planning.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the storage configuration, and the
workload processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.

Prices are suggested U.S. list prices and are subject to change without notice. Starting price may not include a hard drive, operating system or other features. Contact your IBM
representative or Business Partner for the most current pricing in your geography.

Photographs shown may be engineering prototypes. Changes may be incorporated in production models.

© IBM Corporation 1994-2009. All rights reserved.
References in this document to IBM products or services do not imply that IBM intends to make them available in every country.

Trademarks of International Business Machines Corporation in the United States, other countries, or both can be found on the World Wide Web at http://
www.ibm.com/legal/copytrade.shtml.
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